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CHAPTER 1 
ABOUT THIS MANUAL 


The Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1: Basic Architecture (order number 
253665) is part of a set that describes the architecture and programming environment of Intel® 64 and IA-32 
architecture processors. Other volumes in this set are: 


° The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A, 2B, 2C & 2D: Instruction Set 
Reference (order numbers 253666, 253667, 326018 and 334569). 


° The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 3A, 3B, 3C & 3D: System 
Programming Guide (order numbers 253668, 253669, 326019 and 332831). 


° The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4: Model-Specific Registers 
(order number 335592), 


The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, describes the basic architecture 
and programming environment of Intel 64 and IA-32 processors. The Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volumes 2A, 2B, 2C & 2D, describe the instruction set of the processor and the opcode struc- 
ture. These volumes apply to application programmers and to programmers who write operating systems or exec- 
utives. The Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 3A, 3B, 3C & 3D, describe 
the operating-system support environment of Intel 64 and IA-32 processors. These volumes target operating- 
system and BIOS designers. In addition, the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3B, addresses the programming environment for classes of software that host operating systems. The 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4, describes the model-specific registers 
of Intel 64 and IA-32 processors. 


1.1 INTEL® 64 AND IA-32 PROCESSORS COVERED IN THIS MANUAL 


This manual set includes information pertaining primarily to the most recent Intel 64 and IA-32 processors, which 
include: 


* Pentium® processors 

° P6 family processors 

* Pentium® 4 processors 

* Pentium® M processors 

* Intel® Xeon® processors 

* Pentium® D processors 

* Pentium® processor Extreme Editions 

* 64-bit Intel® Xeon® processors 

* Intel® Core™ Duo processor 

* Intel® Core™ Solo processor 

* Dual-Core Intel® Xeon® processor LV 

* Intel® Core™2 Duo processor 

* Intel® Core™2 Quad processor Q6000 series 

* Intel® xeon® processor 3000, 3200 series 

* Intel® Xeon® processor 5000 series 

* Intel® xeon® processor 5100, 5300 series 

* Intel® Core™2 Extreme processor X7000 and X6800 series 
* Intel® Core™2 Extreme processor QX6000 series 
* Intel® Xeon® processor 7100 series 
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* Intel® Pentium® Dual-Core processor 

* Intel® Xeon® processor 7200, 7300 series 

* Intel® xeon® processor 5200, 5400, 7400 series 

* Intel® Core™2 Extreme processor QX9000 and X9000 series 
* Intel® Core™2 Quad processor Q9000 series 

* Intel® Core™2 Duo processor E8000, T9000 series 

* Intel® Atom™ processor family 


* Intel® Atom™ processors 200, 300, D400, D500, D2000, N200, N400, N2000, E2000, Z500, Z600, Z2000, 
C1000 series are built from 45 nm and 32 nm processes 


* Intel® Core™ i7 processor 

* Intel® Core™ i5 processor 

* Intel® Xeon® processor E7-8800/4800/2800 product families 
* Intel® Core™ i7-3930K processor 

* 2nd generation Intel® Core™ i7-2xxx, Intel® Core™ i5-2xxx, Intel® Core™ i3-2xxx processor series 
* Intel® Xeon® processor E3-1200 product family 

* Intel® Xeon® processor E5-2400/1400 product family 

* Intel® Xeon® processor E5-4600/2600/1600 product family 
* 3rd generation Intel® Core™ processors 

* Intel® Xeon® processor E3-1200 v2 product family 

* Intel® Xeon® processor E5-2400/1400 v2 product families 

* Intel® Xeon® processor E5-4600/2600/1600 v2 product families 
* Intel® Xeon® processor E7-8800/4800/2800 v2 product families 
* 4th generation Intel® Core™ processors 

* The Intel® Core™ M processor family 

* Intel® Core™ i7-59xx Processor Extreme Edition 

* Intel® Core™ i7-49xx Processor Extreme Edition 

* Intel® Xeon® processor E3-1200 v3 product family 

* Intel® Xeon® processor E5-2600/1600 v3 product families 

* 5th generation Intel® Core™ processors 

* Intel® Xeon® processor D-1500 product family 

* Intel® Xeon® processor E5 v4 family 

* Intel® Atom™ processor X7-Z8000 and X5-Z8000 series 

* Intel® Atom™ processor Z3400 series 

* Intel® Atom™ processor Z3500 series 

* 6th generation Intel® Core™ processors 

* Intel® Xeon® processor E3-1500m v5 product family 

* 7th generation Intel® Core™ processors 

* Intel® Xeon Phi™ Processor 3200, 5200, 7200 Series 

* Intel® Xeon® Processor Scalable Family 

* 8th generation Intel® Core™ processors 

* Intel® Xeon Phi™ Processor 7215, 7285, 7295 Series 

* Intel® Xeon® E processors 

* 9th generation Intel® Core™ processors 

* 2nd generation Intel® Xeon® Processor Scalable Family 
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* 10th generation Intel® Core™ processors 
* 11th generation Intel® Core™ processors 
* 3rd generation Intel® Xeon® Processor Scalable Family 


P6 family processors are IA-32 processors based on the P6 family microarchitecture. This includes the Pentium® 
Pro, Pentium® II, Pentium® Ill, and Pentium® III Xeon® processors. 


The Pentium® 4, Pentium® D, and Pentium® processor Extreme Editions are based on the Intel NetBurst® micro- 
architecture. Most early Intel® Xeon® processors are based on the Intel NetBurst® microarchitecture. Intel Xeon 
processor 5000, 7100 series are based on the Intel NetBurst® microarchitecture. 


The Intel® Core™ Duo, Intel® Core™ Solo and dual-core Intel® Xeon® processor LV are based on an improved 
Pentium® M processor microarchitecture. 


The Intel® Xeon® processor 3000, 3200, 5100, 5300, 7200, and 7300 series, Intel® Pentium® dual-core, Intel® 
Core™2 Duo, Intel® Core™2 Quad, and Intel® Core™2 Extreme processors are based on Intel® Core™ microarchi- 
tecture. 


The Intel® Xeon® processor 5200, 5400, 7400 series, Intel® Core™2 Quad processor Q9000 series, and Intel® 
Core™2 Extreme processors QX9000, X9000 series, Intel® Core™2 processor E8000 series are based on Enhanced 
Intel® Core™ microarchitecture. 


The Intel® Atom™ processors 200, 300, D400, D500, D2000, N200, N400, N2000, E2000, Z500, Z600, Z2000, 
C1000 series are based on the Intel® Atom™ microarchitecture and supports Intel 64 architecture. 


P6 family, Pentium® M, Intel® Core™ Solo, Intel® Core™ Duo processors, dual-core Intel® Xeon® processor LV, 
and early generations of Pentium 4 and Intel Xeon processors support IA-32 architecture. The Intel® Atom™ 
processor Z5xx series support IA-32 architecture. 


The Intel® Xeon® processor 3000, 3200, 5000, 5100, 5200, 5300, 5400, 7100, 7200, 7300, 7400 series, Intel® 
Core™ 2 Duo, Intel® Core™2 Extreme, Intel® Core™2 Quad processors, Pentium® D processors, Pentium® Dual- 
Core processor, newer generations of Pentium 4 and Intel Xeon processor family support Intel® 64 architecture. 


The Intel® Core™ i7 processor and Intel® Xeon® processor 3400, 5500, 7500 series are based on 45 nm Nehalem 
microarchitecture. Westmere microarchitecture is a 32 nm version of the Nehalem microarchitecture. Intel® 
Xeon® processor 5600 series, Intel Xeon processor E7 and various Intel Core i7, i5, i3 processors are based on the 
Westmere microarchitecture. These processors support Intel 64 architecture. 


The Intel® Xeon® processor E5 family, Intel® Xeon® processor E3-1200 family, Intel® Xeon® processor E7- 
8800/4800/2800 product families, Intel® Core™ i7-3930K processor, and 2nd generation Intel® Core™ i7-2xxx, 
Intel® Core™ i5-2xxx, Intel® Core™ i3-2xxx processor series are based on the Sandy Bridge microarchitecture and 
support Intel 64 architecture. 


The Intel® Xeon® processor E7-8800/4800/2800 v2 product families, Intel® Xeon® processor E3-1200 v2 product 
family and 3rd generation Intel® Core™ processors are based on the Ivy Bridge microarchitecture and support 
Intel 64 architecture. 


The Intel® Xeon® processor E5-4600/2600/1600 v2 product families, Intel® Xeon® processor E5-2400/1400 v2 
product families and Intel® Core™ i7-49xx Processor Extreme Edition are based on the Ivy Bridge-E microarchitec- 
ture and support Intel 64 architecture. 


The Intel® Xeon® processor E3-1200 v3 product family and 4th Generation Intel® Core™ processors are based on 
the Haswell microarchitecture and support Intel 64 architecture. 


The Intel® Xeon® processor E5-2600/1600 v3 product families and the Intel® Core™ i7-59xx Processor Extreme 
Edition are based on the Haswell-E microarchitecture and support Intel 64 architecture. 


The Intel® Atom™ processor Z8000 series is based on the Airmont microarchitecture. 


The Intel® Atom™ processor Z3400 series and the Intel® Atom™ processor Z3500 series are based on the Silver- 
mont microarchitecture. 


The Intel® Core™ M processor family, 5th generation Intel® Core™ processors, Intel® Xeon® processor D-1500 
product family and the Intel® Xeon® processor E5 v4 family are based on the Broadwell microarchitecture and 
support Intel 64 architecture. 


The Intel® Xeon® Processor Scalable Family, Intel® Xeon® processor E3-1500m v5 product family and 6th gener- 
ation Intel® Core™ processors are based on the Skylake microarchitecture and support Intel 64 architecture. 
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The 7th generation Intel® Core™ processors are based on the Kaby Lake microarchitecture and support Intel 64 
architecture. 


The Intel® Atom™ processor C series, the Intel® Atom™ processor X series, the Intel® Pentium® processor J 
series, the Intel® Celeron® processor J series, and the Intel® Celeron® processor N series are based on the Gold- 
mont microarchitecture. 


The Intel® Xeon Phi™ Processor 3200, 5200, 7200 Series is based on the Knights Landing microarchitecture and 
supports Intel 64 architecture. 


The Intel® Pentium® Silver processor series, the Intel® Celeron® processor J series, and the Intel® Celeron® 
processor N series are based on the Goldmont Plus microarchitecture. 


The 8th generation Intel® Core™ processors, 9th generation Intel® Core™ processors, and Intel® Xeon® E proces- 
sors are based on the Coffee Lake microarchitecture and support Intel 64 architecture. 


The Intel® Xeon Phi™ Processor 7215, 7285, 7295 Series is based on the Knights Mill microarchitecture and 
supports Intel 64 architecture. 


The 2nd generation Intel® Xeon® Processor Scalable Family is based on the Cascade Lake product and supports 
Intel 64 architecture. 


Some 10th generation Intel® Core™ processors are based on the Ice Lake microarchitecture, and some are based 
on the Comet Lake microarchitecture; both support Intel 64 architecture. 


Some 11th generation Intel® Core™ processors are based on the Tiger Lake microarchitecture, and some are 
based on the Rocket Lake microarchitecture; both support Intel 64 architecture. 


Some 3rd generation Intel® Xeon® Processor Scalable Family processors are based on the Cooper Lake product, 
and some are based on the Ice Lake microarchitecture; both support Intel 64 architecture. 


IA-32 architecture is the instruction set architecture and programming environment for Intel's 32-bit microproces- 
sors. Intel® 64 architecture is the instruction set architecture and programming environment which is the superset 
of Intel’s 32-bit and 64-bit architectures. It is compatible with the IA-32 architecture. 


12 OVERVIEW OF VOLUME 1: BASIC ARCHITECTURE 


A description of this manual’s content follows: 


Chapter 1 — About This Manual. Gives an overview of all five volumes of the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual. It also describes the notational conventions in these manuals and lists related Intel 
manuals and documentation of interest to programmers and hardware designers. 


Chapter 2 — Intel® 64 and IA-32 Architectures. Introduces the Intel 64 and IA-32 architectures along with the 
families of Intel processors that are based on these architectures. It also gives an overview of the common features 
found in these processors and brief history of the Intel 64 and IA-32 architectures. 


Chapter 3 — Basic Execution Environment. Introduces the models of memory organization and describes the 
register set used by applications. 


Chapter 4 — Data Types. Describes the data types and addressing modes recognized by the processor; provides 
an overview of real numbers and floating-point formats and of floating-point exceptions. 


Chapter 5 — Instruction Set Summary. Lists all Intel 64 and IA-32 instructions, divided into technology groups. 


Chapter 6 — Procedure Calls, Interrupts, and Exceptions. Describes the procedure stack and mechanisms 
provided for making procedure calls and for servicing interrupts and exceptions. 


Chapter 7 — Programming with General-Purpose Instructions. Describes basic load and store, program 
control, arithmetic, and string instructions that operate on basic data types, general-purpose and segment regis- 
ters; also describes system instructions that are executed in protected mode. 


Chapter 8 — Programming with the x87 FPU. Describes the x87 floating-point unit (FPU), including floating- 
point registers and data types; gives an overview of the floating-point instruction set and describes the processor's 
floating-point exception conditions. 


Chapter 9 — Programming with Intel® MMX™ Technology. Describes Intel MMX technology, including MMX 
registers and data types; also provides an overview of the MMX instruction set. 
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Chapter 10 — Programming with Intel® Streaming SIMD Extensions (Intel® SSE). Describes SSE exten- 
sions, including XMM registers, the MXCSR register, and packed single-precision floating-point data types; provides 
an overview of the SSE instruction set and gives guidelines for writing code that accesses the SSE extensions. 


Chapter 11 — Programming with Intel® Streaming SIMD Extensions 2 (Intel® SSE2). Describes SSE2 
extensions, including XMM registers and packed double-precision floating-point data types; provides an overview 
of the SSE2 instruction set and gives guidelines for writing code that accesses SSE2 extensions. This chapter also 
describes SIMD floating-point exceptions that can be generated with SSE and SSE2 instructions. It also provides 
general guidelines for incorporating support for SSE and SSE2 extensions into operating system and applications 
code. 


Chapter 12 — Programming with Intel® Streaming SIMD Extensions 3 (Intel® SSE3), Supplemental 
Streaming SIMD Extensions 3 (SSSE3), Intel® Streaming SIMD Extensions 4 (Intel® SSE4) and Intel® 
AES New Instructions (Intel® AES-NI). Provides an overview of the SSE3 instruction set, Supplemental SSE3, 
SSE4, AESNI instructions, and guidelines for writing code that access these extensions. 


Chapter 13 — Managing State Using the XSAVE Feature Set. Describes the XSAVE feature set instructions 
and explains how software can enable the XSAVE feature set and XSAVE-enabled features. 


Chapter 14 — Programming with AVX, FMA and AVX2. Provides an overview of the Intel® AVX instruction set, 
FMA and Intel AVX2 extensions and gives guidelines for writing code that access these extensions. 


Chapter 15 — Programming with Intel® AVX-512. Provides an overview of the Intel® AVX-512 instruction set 
extensions and gives guidelines for writing code that access these extensions. 


Chapter 16 — Programming with Intel Transactional Synchronization Extensions. Describes the instruc- 
tion extensions that support lock elision techniques to improve the performance of multi-threaded software with 
contended locks. 


Chapter 17 — Intel® Memory Protection Extensions. Provides an overview of the Intel® Memory Protection 
Extensions and gives guidelines for writing code that access these extensions. 


Chapter 18 — Control-flow Enforcement Technology. Provides an overview of the Control-flow Enforcement 
Technology (CET) and gives guidelines for writing code that access these extensions. 


Chapter 19 — Input/Output. Describes the processor’s I/O mechanism, including I/O port addressing, I/O 
instructions, and I/O protection mechanisms. 


Chapter 20 — Processor Identification and Feature Determination. Describes how to determine the CPU 
type and features available in the processor. 


Appendix A — EFLAGS Cross-Reference. Summarizes how the IA-32 instructions affect the flags in the EFLAGS 
register. 


Appendix B — EFLAGS Condition Codes. Summarizes how conditional jump, move, and ‘byte set on condition 
code’ instructions use condition code flags (OF, CF, ZF, SF, and PF) in the EFLAGS register. 


Appendix C — Floating-Point Exceptions Summary. Summarizes exceptions raised by the x87 FPU floating- 
point and SSE/SSE2/SSE3 floating-point instructions. 


Appendix D — Guidelines for Writing SIMD Floating-Point Exception Handlers. Gives guidelines for writing 
exception handlers for exceptions generated by SSE/SSE2/SSE3 floating-point instructions. 


1:3 NOTATIONAL CONVENTIONS 


This manual uses specific notation for data-structure formats, for symbolic representation of instructions, and for 
hexadecimal and binary numbers. This notation is described below. 


1.3.1 Bit and Byte Order 


In illustrations of data structures in memory, smaller addresses appear toward the bottom of the figure; addresses 
increase toward the top. Bit positions are numbered from right to left. The numerical value of a set bit is equal to 
two raised to the power of the bit position. Intel 64 and IA-32 processors are “little endian” machines; this means 
the bytes of a word are numbered starting from the least significant byte. See Figure 1-1. 
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Data Structure 


Highest 
Address 32 24 23 16 15 8 7 O ~<«— Bit offset 


28 
24 
20 
16 
12 


Lowest 
A Address 


Byte Offset 


Figure 1-1. Bit and Byte Order 


1.3.2 Reserved Bits and Software Compatibility 


In many register and memory layout descriptions, certain bits are marked as reserved. When bits are marked as 
reserved, it is essential for compatibility with future processors that software treat these bits as having a future, 
though unknown, effect. The behavior of reserved bits should be regarded as not only undefined, but unpredict- 
able. 


Software should follow these guidelines in dealing with reserved bits: 


* Do not depend on the states of any reserved bits when testing the values of registers that contain such bits. 
Mask out the reserved bits before testing. 


* Do not depend on the states of any reserved bits when storing to memory or to a register. 
* Do not depend on the ability to retain information written into any reserved bits. 


¢ When loading a register, always load the reserved bits with the values indicated in the documentation, if any, or 
reload them with values previously read from the same register. 


NOTE 


Avoid any software dependence upon the state of reserved bits in Intel 64 and IA-32 registers. 
Depending upon the values of reserved register bits will make software dependent upon the 
unspecified manner in which the processor handles these bits. Programs that depend upon 
reserved values risk incompatibility with future processors. 


1.3.2.1 Instruction Operands 
When instructions are represented symbolically, a subset of the IA-32 assembly language is used. In this subset, 
an instruction has the following format: 
label: mnemonic argument1, argument2, argument3 
where: 
¢ A label is an identifier which is followed by a colon. 
¢ A mnemonic is a reserved name for a class of instruction opcodes which have the same function. 


¢ The operands argumenti, argument2, and argument3 are optional. There may be from zero to three 
operands, depending on the opcode. When present, they take the form of either literals or identifiers for data 
items. Operand identifiers are either reserved names of registers or are assumed to be assigned to data items 
declared in another part of the program (which may not be shown in the example). 


When two operands are present in an arithmetic or logical instruction, the right operand is the source and the left 
operand is the destination. 
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For example: 


LOADREG: MOV EAX, SUBTOTAL 


In this example, LOADREG is a label, MOV is the mnemonic identifier of an opcode, EAX is the destination operand, 
and SUBTOTAL is the source operand. Some assembly languages put the source and destination in reverse order. 


1.3.3 Hexadecimal and Binary Numbers 


Base 16 (hexadecimal) numbers are represented by a string of hexadecimal digits followed by the character H (for 
example, OF82EH). A hexadecimal digit is a character from the following set: 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C, D, 
E, and F. 


Base 2 (binary) numbers are represented by a string of 1s and 0s, sometimes followed by the character B (for 
example, 1010B). The “B” designation is only used in situations where confusion as to the type of number might 
arise. 


1.3.4 Segmented Addressing 


The processor uses byte addressing. This means memory is organized and accessed as a sequence of bytes. 
Whether one or more bytes are being accessed, a byte address is used to locate the byte or bytes memory. The 
range of memory that can be addressed is called an address space. 


The processor also supports segmented addressing. This is a form of addressing where a program may have many 
independent address spaces, called segments. For example, a program can keep its code (instructions) and stack 
in separate segments. Code addresses would always refer to the code space, and stack addresses would always 
refer to the stack space. The following notation is used to specify a byte address within a segment: 


Segment-register:Byte-address 


For example, the following segment address identifies the byte at address FF79H in the segment pointed by the DS 
register: 


DS:FF79H 


The following segment address identifies an instruction address in the code segment. The CS register points to the 
code segment and the EIP register contains the address of the instruction. 


CS:EIP 


1.3.5 A New Syntax for CPUID, CR, and MSR Values 


Obtain feature flags, status, and system information by using the CPUID instruction, by checking control register 
bits, and by reading model-specific registers. We are moving toward a new syntax to represent this information. 
See Figure 1-2. 
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CPUID Input and Output 


CPUID.01H:EDX.SSE[bit 25] = 1 
e | @ 


Input value for EAX register 


Output register and feature flag or field 
name with bit position(s) 


Value (or range) of output 


Control Register Values 


CR4.OSFXSR)Ibit 9] = 1 
e | © 


Example CR name 


Feature flag or field name 
with bit position(s) 


Value (or range) of output 


Model-Specific Register Values 


IA32_MISC_ENABLE.ENABLEFOPCODED[bit 2] = 1 
|! 


Example MSR name 


Feature flag or field name with bit position(s) 


Value (or range) of output 


Figure 1-2. Syntax for CPUID, CR, and MSR Data Presentation 


1.3.6 Exceptions 


An exception is an event that typically occurs when an instruction causes an error. For example, an attempt to 
divide by zero generates an exception. However, some exceptions, such as breakpoints, occur under other condi- 
tions. Some types of exceptions may provide error codes. An error code reports additional information about the 
error. An example of the notation used to show an exception and error code is shown below: 


#PF(fault code) 


This example refers to a page-fault exception under conditions where an error code naming a type of fault is 
reported. Under some conditions, exceptions that produce error codes may not be able to report an accurate code. 
In this case, the error code is zero, as shown below for a general-protection exception: 


#GP(0) 
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1.4 RELATED LITERATURE 


Literature related to Intel 64 and IA-32 processors is listed and viewable on-line at: 


https://software.intel.com/en-us/articles/intel-sdm 


See also: 


The latest security information on Intel® products: 
https://www.intel.com/content/www/us/en/security-center/default.html 


Software developer resources, guidance and insights for security advisories: 
https://software.intel.com/security-software-guidance/ 


The data sheet for a particular Intel 64 or IA-32 processor 
The specification update for a particular Intel 64 or IA-32 processor 


Intel® C++ Compiler documentation and online help: 
http://software.intel.com/en-us/articles/intel-compilers/ 


Intel® Fortran Compiler documentation and online help: 
http://software.intel.com/en-us/articles/intel-compilers/ 


Intel® Software Development Tools: 
https://software.intel.com/en-us/intel-sdp-home 


Intel® 64 and IA-32 Architectures Software Developer’s Manual (in one, four or ten volumes): 
https://software.intel.com/en-us/articles/intel-sdm 


Intel® 64 and IA-32 Architectures Optimization Reference Manual: 
https://software.intel.com/en-us/articles/intel-sdm#optimization 


Intel® Trusted Execution Technology Measured Launched Environment Programming Guide: 
http://www. intel.com/content/www/us/en/software-developers/intel-txt-software-development-guide.html 


Intel® Software Guard Extensions (Intel® SGX) Information 
https://software.intel.com/en-us/isa-extensions/intel-sgx 


Developing Multi-threaded Applications: A Platform Consistent Approach: 
https://software.intel.com/sites/default/files/article/147714/51534-developing-multithreaded-applica- 
tions. pdf 


Using Spin-Loops on Intel® Pentium® 4 Processor and Intel® Xeon® Processor: 
https://software.intel.com/sites/default/files/22/30/25602 


Performance Monitoring Unit Sharing Guide 
http://software.intel.com/file/30388 


Literature related to select features in future Intel processors are available at: 


Intel® Architecture Instruction Set Extensions Programming Reference 
https://software.intel.com/en-us/isa-extensions 


More relevant links are: 


Intel® Developer Zone: 

https://software.intel.com/en-us 

Developer centers: 

http://www. intel.com/content/www/us/en/hardware-developers/developer-centers.html 
Processor support general link: 

http://www. intel.com/support/processors/ 

Intel® Hyper-Threading Technology (Intel® HT Technology): 

http://www. intel.com/technology/platform-technology/hyper-threading/index.htm 
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CHAPTER 2 
INTEL® 64 AND IA-32 ARCHITECTURES 


2.1 BRIEF HISTORY OF INTEL® 64 AND IA-32 ARCHITECTURE 


The following sections provide a summary of the major technical evolutions from IA-32 to Intel 64 architecture: 
starting from the Intel 8086 processor to the latest Intel® Core® 2 Duo, Core 2 Quad and Intel Xeon processor 
5300 and 7300 series. Object code created for processors released as early as 1978 still executes on the latest 
processors in the Intel 64 and IA-32 architecture families. 


2441 16-bit Processors and Segmentation (1978) 


The IA-32 architecture family was preceded by 16-bit processors, the 8086 and 8088. The 8086 has 16-bit regis- 
ters and a 16-bit external data bus, with 20-bit addressing giving a 1-MByte address space. The 8088 is similar to 
the 8086 except it has an 8-bit external data bus. 


The 8086/8088 introduced segmentation to the IA-32 architecture. With segmentation, a 16-bit segment register 
contains a pointer to a memory segment of up to 64 KBytes. Using four segment registers at a time, 8086/8088 

processors are able to address up to 256 KBytes without switching between segments. The 20-bit addresses that 
can be formed using a segment register and an additional 16-bit pointer provide a total address range of 1 MByte. 


2.1.2 The Intel® 286 Processor (1982) 


The Intel 286 processor introduced protected mode operation into the IA-32 architecture. Protected mode uses the 
segment register content as selectors or pointers into descriptor tables. Descriptors provide 24-bit base addresses 
with a physical memory size of up to 16 MBytes, support for virtual memory management on a segment swapping 
basis, and a number of protection mechanisms. These mechanisms include: 


¢ Segment limit checking 
¢ Read-only and execute-only segment options 
° Four privilege levels 


2.1.3 The Intel386™ Processor (1985) 


The Intel386 processor was the first 32-bit processor in the IA-32 architecture family. It introduced 32-bit registers 
for use both to hold operands and for addressing. The lower half of each 32-bit Intel386 register retains the prop- 
erties of the 16-bit registers of earlier generations, permitting backward compatibility. The processor also provides 
a virtual-8086 mode that allows for even greater efficiency when executing programs created for 8086/8088 
processors. 


In addition, the Intel386 processor has support for: 

¢ A 32-bit address bus that supports up to 4-GBytes of physical memory 

¢ Asegmented-memory model and a flat memory model 

¢ Paging, with a fixed 4-KByte page size providing a method for virtual memory management 
* Support for parallel stages 


2.1.4 The Intel486™ Processor (1989) 


The Intel486" processor added more parallel execution capability by expanding the Intel386 processor’s instruc- 
tion decode and execution units into five pipelined stages. Each stage operates in parallel with the others on up to 
five instructions in different stages of execution. 
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In addition, the processor added: 


¢ An 8-KByte on-chip first-level cache that increased the percent of instructions that could execute at the scalar 
rate of one per clock 


¢ An integrated x87 FPU 
° Power saving and system management capabilities 


2.1.5 The Intel® Pentium® Processor (1993) 


The introduction of the Intel Pentium processor added a second execution pipeline to achieve superscalar perfor- 
mance (two pipelines, known as u and v, together can execute two instructions per clock). The on-chip first-level 
cache doubled, with 8 KBytes devoted to code and another 8 KBytes devoted to data. The data cache uses the MESI 
protocol to support more efficient write-back cache in addition to the write-through cache previously used by the 
Intel486 processor. Branch prediction with an on-chip branch table was added to increase performance in looping 
constructs. 


In addition, the processor added: 

¢ Extensions to make the virtual-8086 mode more efficient and allow for 4-MByte as well as 4-KByte pages 
¢ Internal data paths of 128 and 256 bits add speed to internal data transfers 

¢ Burstable external data bus was increased to 64 bits 

¢ An APIC to support systems with multiple processors 

¢ A dual processor mode to support glueless two processor systems 


A subsequent stepping of the Pentium family introduced Intel MMX technology (the Pentium Processor with MMX 
technology). Intel MMX technology uses the single-instruction, multiple-data (SIMD) execution model to perform 
parallel computations on packed integer data contained in 64-bit registers. 


See Section 2.2.7, “SIMD Instructions.” 


2.1.6 The P6 Family of Processors (1995-1999) 


The P6 family of processors was based on a superscalar microarchitecture that set new performance standards; see 
also Section 2.2.1, “P6 Family Microarchitecture.” One of the goals in the design of the P6 family microarchitecture 
was to exceed the performance of the Pentium processor significantly while using the same 0.6-micrometer, four- 
layer, metal BICMOS manufacturing process. Members of this family include the following: 


¢ The Intel Pentium Pro processor is three-way superscalar. Using parallel processing techniques, the 
processor is able on average to decode, dispatch, and complete execution of (retire) three instructions per 
clock cycle. The Pentium Pro introduced the dynamic execution (micro-data flow analysis, out-of-order 
execution, superior branch prediction, and speculative execution) in a superscalar implementation. The 
processor was further enhanced by its caches. It has the same two on-chip 8-KByte 1st-Level caches as the 
Pentium processor and an additional 256-KByte Level 2 cache in the same package as the processor. 


¢ The Intel Pentium II processor added Intel MMX technology to the P6 family processors along with new 
packaging and several hardware enhancements. The processor core is packaged in the single edge contact 
cartridge (SECC). The Level | data and instruction caches were enlarged to 16 KBytes each, and Level 2 cache 
sizes of 256 KBytes, 512 KBytes, and 1 MByte are supported. A half-frequency backside bus connects the Level 
2 cache to the processor. Multiple low-power states such as AutoHALT, Stop-Grant, Sleep, and Deep Sleep are 
supported to conserve power when idling. 


¢ The Pentium II Xeon processor combined the premium characteristics of previous generations of Intel 
processors. This includes: 4-way, 8-way (and up) scalability and a 2 MByte 2nd-Level cache running on a full- 
frequency backside bus. 


¢ The Intel Celeron processor family focused on the value PC market segment. Its introduction offers an 
integrated 128 KBytes of Level 2 cache and a plastic pin grid array (P.P.G.A.) form factor to lower system design 
cost. 


¢ The Intel Pentium Ill processor introduced the Streaming SIMD Extensions (SSE) to the IA-32 architecture. 
SSE extensions expand the SIMD execution model introduced with the Intel MMX technology by providing a 
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new set of 128-bit registers and the ability to perform SIMD operations on packed single-precision floating- 
point values. See Section 2.2.7, “SIMD Instructions.” 


¢ The Pentium Ill Xeon processor extended the performance levels of the IA-32 processors with the 
enhancement of a full-speed, on-die, and Advanced Transfer Cache. 


2.1.7. ‘The Intel® Pentium® 4 Processor Family (2000-2006) 


The Intel Pentium 4 processor family is based on Intel NetBurst microarchitecture; see Section 2.2.2, “Intel 
NetBurst® Microarchitecture.” 


The Intel Pentium 4 processor introduced Streaming SIMD Extensions 2 (SSE2); see Section 2.2.7, “SIMD Instruc- 
tions.” The Intel Pentium 4 processor 3.40 GHz, supporting Hyper-Threading Technology introduced Streaming 
SIMD Extensions 3 (SSE3); see Section 2.2.7, “SIMD Instructions.” 


Intel 64 architecture was introduced in the Intel Pentium 4 Processor Extreme Edition supporting Hyper-Threading 
Technology and in the Intel Pentium 4 Processor 6xx and 5xx sequences. 


Intel® Virtualization Technology (Intel® VT) was introduced in the Intel Pentium 4 processor 672 and 662. 


2.1.8 The Intel® Xeon® Processor (2001- 2007) 


Intel Xeon processors (with exception for dual-core Intel Xeon processor LV, Intel Xeon processor 5100 series) are 
based on the Intel NetBurst microarchitecture; see Section 2.2.2, “Intel NetBurst® Microarchitecture.” As a family, 
this group of IA-32 processors (more recently Intel 64 processors) is designed for use in multi-processor server 
systems and high-performance workstations. 


The Intel Xeon processor MP introduced support for Intel® Hyper-Threading Technology; see Section 2.2.8, “Intel® 
Hyper-Threading Technology.” 


The 64-bit Intel Xeon processor 3.60 GHz (with an 800 MHz System Bus) was used to introduce Intel 64 architec- 
ture. The Dual-Core Intel Xeon processor includes dual core technology. The Intel Xeon processor 70xx series 
includes Intel Virtualization Technology. 


The Intel Xeon processor 5100 series introduces power-efficient, high performance Intel Core microarchitecture. 
This processor is based on Intel 64 architecture; it includes Intel Virtualization Technology and dual-core tech- 
nology. The Intel Xeon processor 3000 series are also based on Intel Core microarchitecture. The Intel Xeon 
processor 5300 series introduces four processor cores in a physical package, they are also based on Intel Core 
microarchitecture. 


2.1.9 The Intel® Pentium® M Processor (2003-2006) 


The Intel Pentium M processor family is a high performance, low power mobile processor family with microarchitec- 
tural enhancements over previous generations of IA-32 Intel mobile processors. This family is designed for 
extending battery life and seamless integration with platform innovations that enable new usage models (such as 
extended mobility, ultra thin form-factors, and integrated wireless networking). 


Its enhanced microarchitecture includes: 
¢ Support for Intel Architecture with Dynamic Execution 


¢ A high performance, low-power core manufactured using Intel’s advanced process technology with copper 
interconnect 


* On-die, primary 32-KByte instruction cache and 32-KByte write-back data cache 

° On-die, second-level cache (up to 2 MByte) with Advanced Transfer Cache Architecture 
¢ Advanced Branch Prediction and Data Prefetch Logic 

¢ Support for MMX technology, Streaming SIMD instructions, and the SSE2 instruction set 
° A400 or 533 MHz, Source-Synchronous Processor System Bus 

* Advanced power management using Enhanced Intel SpeedStep® technology 
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2.1.10 The Intel® Pentium® Processor Extreme Edition (2005) 


The Intel Pentium processor Extreme Edition introduced dual-core technology. This technology provides advanced 
hardware multi-threading support. The processor is based on Intel NetBurst microarchitecture and supports SSE, 
SSE2, SSE3, Hyper-Threading Technology, and Intel 64 architecture. 


See also: 

* Section 2.2.2, “Intel NetBurst® Microarchitecture” 

* Section 2.2.3, “Intel® Core™ Microarchitecture” 

® Section 2.2.7, “SIMD Instructions” 

° Section 2.2.8, “Intel® Hyper-Threading Technology” 
¢ Section 2.2.9, “Multi-Core Technology” 

* Section 2.2.10, “Intel® 64 Architecture” 


2.1.11. The Intel® Core™ Duo and Intel® Core™ Solo Processors (2006-2007) 


The Intel Core Duo processor offers power-efficient, dual-core performance with a low-power design that extends 
battery life. This family and the single-core Intel Core Solo processor offer microarchitectural enhancements over 
Pentium M processor family. 


Its enhanced microarchitecture includes: 

* Intel® Smart Cache which allows for efficient data sharing between two processor cores 

* Improved decoding and SIMD execution 

* Intel® Dynamic Power Coordination and Enhanced Intel® Deeper Sleep to reduce power consumption 
* Intel® Advanced Thermal Manager which features digital thermal sensor interfaces 

¢ Support for power-optimized 667 MHz bus 


The dual-core Intel Xeon processor LV is based on the same microarchitecture as Intel Core Duo processor, and 
supports IA-32 architecture. 


2.1.12 The Intel® Xeon® Processor 5100, 5300 Series and Intel® Core™ 2 Processor Family 
(2006) 


The Intel Xeon processor 3000, 3200, 5100, 5300, and 7300 series, Intel Pentium Dual-Core, Intel Core 2 Extreme, 
Intel Core 2 Quad processors, and Intel Core 2 Duo processor family support Intel 64 architecture; they are based 
on the high-performance, power-efficient Intel® Core microarchitecture built on 65 nm process technology. The 
Intel Core microarchitecture includes the following innovative features: 


* Intel® Wide Dynamic Execution to increase performance and execution throughput 

* Intel® Intelligent Power Capability to reduce power consumption 

* Intel® Advanced Smart Cache which allows for efficient data sharing between two processor cores 
* Intel® Smart Memory Access to increase data bandwidth and hide latency of memory accesses 


* Intel® Advanced Digital Media Boost which improves application performance using multiple generations of 
Streaming SIMD extensions 


The Intel Xeon processor 5300 series, Intel Core 2 Extreme processor QX6800 series, and Intel Core 2 Quad 
processors support Intel quad-core technology. 


2.1.13. The Intel® Xeon® Processor 5200, 5400, 7400 Series and Intel® Core™ 2 Processor 
Family (2007) 


The Intel Xeon processor 5200, 5400, and 7400 series, Intel Core 2 Quad processor Q9000 Series, Intel Core 2 Duo 
processor E8000 series support Intel 64 architecture; they are based on the Enhanced Intel® Core microarchitec- 


2-4 Vol.1 


INTEL® 64 AND IA-32 ARCHITECTURES 


ture using 45 nm process technology. The Enhanced Intel Core microarchitecture provides the following improved 
features: 


* A radix-16 divider, faster OS primitives further increases the performance of Intel® Wide Dynamic Execution. 


* Improves Intel® Advanced Smart Cache with Up to 50% larger level-two cache and up to 50% increase in way- 
set associativity. 


* A 128-bit shuffler engine significantly improves the performance of Intel® Advanced Digital Media Boost and 
SSE4. 


Intel Xeon processor 5400 series and Intel Core 2 Quad processor Q9000 Series support Intel quad-core tech- 
nology. Intel Xeon processor 7400 series offers up to six processor cores and an L3 cache up to 16 MBytes. 


2.1.14 The Intel® Atom™ Processor Family (2008) 


The first generation of Intel® Atom™ processors are built on 45 nm process technology. They are based on a new 
microarchitecture, Intel® Atom™ microarchitecture, which is optimized for ultra low power devices. The Intel® 
Atom™ microarchitecture features two in-order execution pipelines that minimize power consumption, increase 
battery life, and enable ultra-small form factors. The initial Intel Atom Processor family and subsequent generations including 
Intel Atom processor D2000, N2000, E2000, 22000, C1000 series provide the following features: 


* Enhanced Intel® SpeedStep® Technology 
* Intel® Hyper-Threading Technology 
¢ Deep Power Down Technology with Dynamic Cache Sizing 


¢* Support for instruction set extensions up to and including Supplemental Streaming SIMD Extensions 3 
(SSSE3). 


* Support for Intel® Virtualization Technology 
* Support for Intel® 64 Architecture (excluding Intel Atom processor Z5xx Series) 


2.1.15 The Intel® Atom™ Processor Family Based on Silvermont Microarchitecture (2013) 


Intel Atom Processor C2xxx, E3xxx, S1xxx series are based on the Silvermont microarchitecture. Processors based on the Silvermont 
microarchitecture supports instruction set extensions up to and including SSE4.2, AESNI, and PCLMULQDQ. 


2.1.16 The Intel® Core i7 Processor Family (2008) 


The Intel Core i7 processor 900 series support Intel 64 architecture; they are based on Intel® microarchitecture 
code name Nehalem using 45 nm process technology. The Intel Core i7 processor and Intel Xeon processor 5500 
series include the following innovative features: 


* Intel® Turbo Boost Technology converts thermal headroom into higher performance. 

* Intel® HyperThreading Technology in conjunction with Quadcore to provide four cores and eight threads. 
* Dedicated power control unit to reduce active and idle power consumption. 

¢ Integrated memory controller on the processor supporting three channel of DDR3 memory. 

* 8 MB inclusive Intel® Smart Cache. 

* Intel® QuickPath interconnect (QPI) providing point-to-point link to chipset. 

¢ Support for SSE4.2 and SSE4.1 instruction sets. 

¢ Second generation Intel Virtualization Technology. 


2.1.17. The Intel® Xeon® Processor 7500 Series (2010) 


The Intel Xeon processor 7500 and 6500 series are based on Intel microarchitecture code name Nehalem using 45 
nm process technology. They support the same features described in Section 2.1.16, plus the following innovative 
features: 
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° Up to eight cores per physical processor package. 
* Up to 24 MB inclusive Intel® Smart Cache. 


* Provides Intel® Scalable Memory Interconnect (Intel® SMI) channels with Intel® 7500 Scalable Memory Buffer 
to connect to system memory. 


¢ Advanced RAS supporting software recoverable machine check architecture. 


2.1.18 2010 Intel® Core™ Processor Family (2010) 


2010 Intel Core processor family spans Intel Core i7, i5 and i3 processors. They are based on Intel® microarchitec- 
ture code name Westmere using 32 nm process technology. The innovative features can include: 


® Deliver smart performance using Intel Hyper-Threading Technology plus Intel Turbo Boost Technology. 
® Enhanced Intel Smart Cache and integrated memory controller. 

¢ Intelligent power gating. 

¢  Repartitioned platform with on-die integration of 45 nm integrated graphics. 

® Range of instruction set support up to AESNI, PCLMULQDQ, SSE4.2 and SSE4.1. 


2.1.19 The Intel® Xeon® Processor 5600 Series (2010) 


The Intel Xeon processor 5600 series are based on Intel microarchitecture code name Westmere using 32 nm 
process technology. They support the same features described in Section 2.1.16, plus the following innovative 
features: 


° Up to six cores per physical processor package. 

* Up to 12 MB enhanced Intel® Smart Cache. 

® Support for AESNI, PCLMULQDQ, SSE4.2 and SSE4.1 instruction sets. 
e  =Flexible Intel Virtualization Technologies across processor and I/O. 


2.1.20 The Second Generation Intel® Core™ Processor Family (2011) 


The Second Generation Intel Core processor family spans Intel Core i7, i5 and i3 processors based on the Sandy 
Bridge microarchitecture. They are built from 32 nm process technology and have innovative features including: 


¢ Intel Turbo Boost Technology for Intel Core i5 and i7 processors 

¢ Intel Hyper-Threading Technology. 

¢ Enhanced Intel Smart Cache and integrated memory controller. 

* Processor graphics and built-in visual features like Intel® Quick Sync Video, Intel® Insider™ etc. 

® Range of instruction set support up to AVX, AESNI, PCLMULQDQ, SSE4.2 and SSE4.1. 

Intel Xeon processor E3-1200 product family is also based on the Sandy Bridge microarchitecture. 

Intel Xeon processor E5-2400/1400 product families are based on the Sandy Bridge-EP microarchitecture. 


Intel Xeon processor E5-4600/2600/1600 product families are based on the Sandy Bridge-EP microarchitecture 
and provide support for multiple sockets. 


2.1.21 The Third Generation Intel® Core™ Processor Family (2012) 


The Third Generation Intel Core processor family spans Intel Core i7, iS and i3 processors based on the Ivy Bridge 
microarchitecture. The Intel Xeon processor E7-8800/4800/2800 v2 product families and Intel Xeon processor E3- 
1200 v2 product family are also based on the Ivy Bridge microarchitecture. 


The Intel Xeon processor E5-2400/1400 v2 product families are based on the Ivy Bridge-EP microarchitecture. 
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The Intel Xeon processor E5-4600/2600/1600 v2 product families are based on the Ivy Bridge-EP microarchitec- 
ture and provide support for multiple sockets. 


2.1.22 The Fourth Generation Intel® Core™ Processor Family (2013) 


The Fourth Generation Intel Core processor family spans Intel Core i7, i5 and i3 processors based on the Haswell 
microarchitecture. Intel Xeon processor E3-1200 v3 product family is also based on the Haswell microarchitecture. 


2.2 MORE ON SPECIFIC ADVANCES 


The following sections provide more information on major innovations. 


2.2.1 P6 Family Microarchitecture 


The Pentium Pro processor introduced a new microarchitecture commonly referred to as P6 processor microarchi- 
tecture. The P6 processor microarchitecture was later enhanced with an on-die, Level 2 cache, called Advanced 
Transfer Cache. 


The microarchitecture is a three-way superscalar, pipelined architecture. Three-way superscalar means that by 
using parallel processing techniques, the processor is able on average to decode, dispatch, and complete execution 
of (retire) three instructions per clock cycle. To handle this level of instruction throughput, the P6 processor family 
uses a decoupled, 12-stage superpipeline that supports out-of-order instruction execution. 


Figure 2-1 shows a conceptual view of the P6 processor microarchitecture pipeline with the Advanced Transfer 
Cache enhancement. 
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Figure 2-1. The P6 Processor Microarchitecture with Advanced Transfer Cache Enhancement 


To ensure a steady supply of instructions and data for the instruction execution pipeline, the P6 processor microar- 
chitecture incorporates two cache levels. The Level 1 cache provides an 8-KByte instruction cache and an 8-KByte 
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data cache, both closely coupled to the pipeline. The Level 2 cache provides 256-KByte, 512-KByte, or 1-MByte 
static RAM that is coupled to the core processor through a full clock-speed 64-bit cache bus. 


The centerpiece of the P6 processor microarchitecture is an out-of-order execution mechanism called dynamic 
execution. Dynamic execution incorporates three data-processing concepts: 


Deep branch prediction allows the processor to decode instructions beyond branches to keep the instruction 
pipeline full. The P6 processor family implements highly optimized branch prediction algorithms to predict the 
direction of the instruction. 


Dynamic data flow analysis requires real-time analysis of the flow of data through the processor to 
determine dependencies and to detect opportunities for out-of-order instruction execution. The out-of-order 
execution core can monitor many instructions and execute these instructions in the order that best optimizes 
the use of the processor’s multiple execution units, while maintaining the data integrity. 


Speculative execution refers to the processor’s ability to execute instructions that lie beyond a conditional 
branch that has not yet been resolved, and ultimately to commit the results in the order of the original 
instruction stream. To make speculative execution possible, the P6 processor microarchitecture decouples the 
dispatch and execution of instructions from the commitment of results. The processor’s out-of-order execution 
core uses data-flow analysis to execute all available instructions in the instruction pool and store the results in 
temporary registers. The retirement unit then linearly searches the instruction pool for completed instructions 
that no longer have data dependencies with other instructions or unresolved branch predictions. When 
completed instructions are found, the retirement unit commits the results of these instructions to memory 
and/or the IA-32 registers (the processor's eight general-purpose registers and eight x87 FPU data registers) 
in the order they were originally issued and retires the instructions from the instruction pool. 


2.2.2 Intel NetBurst® Microarchitecture 


The Intel NetBurst microarchitecture provides: 


The Rapid Execution Engine 
— Arithmetic Logic Units (ALUs) run at twice the processor frequency 
— Basic integer operations can dispatch in 1/2 processor clock tick 
Hyper-Pipelined Technology 
— Deep pipeline to enable industry-leading clock rates for desktop PCs and servers 
— Frequency headroom and scalability to continue leadership into the future 
Advanced Dynamic Execution 
— Deep, out-of-order, speculative execution engine 
¢ Up to 126 instructions in flight 
* Up to 48 loads and 24 stores in pipeline! 
— Enhanced branch prediction capability 
* Reduces the misprediction penalty associated with deeper pipelines 
¢ Advanced branch prediction algorithm 
¢ 4K-entry branch target array 
New cache subsystem 
— First level caches 
¢ Advanced Execution Trace Cache stores decoded instructions 
¢ Execution Trace Cache removes decoder latency from main execution loops 


¢ Execution Trace Cache integrates path of program execution flow into a single line 


Intel 64 and IA-32 processors based on the Intel NetBurst microarchitecture at 90 nm process can handle more than 24 stores in 
flight. 
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¢ Low latency data cache 

— Second level cache 
¢  Full-speed, unified 8-way Level 2 on-die Advance Transfer Cache 
¢ Bandwidth and performance increases with processor frequency 


High-performance, quad-pumped bus interface to the Intel NetBurst microarchitecture system bus 
— Supports quad-pumped, scalable bus clock to achieve up to 4X effective speed 


— Capable of delivering up to 8.5 GBytes of bandwidth per second 
Superscalar issue to enable parallelism 


Expanded hardware registers with renaming to avoid register name space limitations 


64-byte cache line size (transfers data up to two lines per sector) 
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Figure 2-2 is an overview of the Intel NetBurst microarchitecture. This microarchitecture pipeline is made up of 
three sections: (1) the front end pipeline, (2) the out-of-order execution core, and (3) the retirement unit. 
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Figure 2-2. The Intel NetBurst Microarchitecture 


2.2.2.1 The Front End Pipeline 


The front end supplies instructions in program order to the out-of-order execution core. It performs a number of 
functions: 


Prefetches instructions that are likely to be executed 

Fetches instructions that have not already been prefetched 

Decodes instructions into micro-operations 

Generates microcode for complex instructions and special-purpose code 
Delivers decoded instructions from the execution trace cache 
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¢ Predicts branches using highly advanced algorithm 


The pipeline is designed to address common problems in high-speed, pipelined microprocessors. Two of these 
problems contribute to major sources of delays: 


° time to decode instructions fetched from the target 
* wasted decode bandwidth due to branches or branch target in the middle of cache lines 


The operation of the pipeline’s trace cache addresses these issues. Instructions are constantly being fetched and 
decoded by the translation engine (part of the fetch/decode logic) and built into sequences of micro-ops called 
traces. At any time, multiple traces (representing prefetched branches) are being stored in the trace cache. The 
trace cache is searched for the instruction that follows the active branch. If the instruction also appears as the first 
instruction in a pre-fetched branch, the fetch and decode of instructions from the memory hierarchy ceases and the 
pre-fetched branch becomes the new source of instructions (see Figure 2-2). 


The trace cache and the translation engine have cooperating branch prediction hardware. Branch targets are 
predicted based on their linear addresses using branch target buffers (BTBs) and fetched as soon as possible. 


2.2.2.2 Out-Of-Order Execution Core 


The out-of-order execution core’s ability to execute instructions out of order is a key factor in enabling parallelism. 
This feature enables the processor to reorder instructions so that if one micro-op is delayed, other micro-ops may 
proceed around it. The processor employs several buffers to smooth the flow of micro-ops. 


The core is designed to facilitate parallel execution. It can dispatch up to six micro-ops per cycle (this exceeds trace 
cache and retirement micro-op bandwidth). Most pipelines can start executing a new micro-op every cycle, so 
several instructions can be in flight at a time for each pipeline. A number of arithmetic logical unit (ALU) instruc- 
tions can start at two per cycle; many floating-point instructions can start once every two cycles. 


2.2.2.3 Retirement Unit 


The retirement unit receives the results of the executed micro-ops from the out-of-order execution core and 
processes the results so that the architectural state updates according to the original program order. 


When a micro-op completes and writes its result, it is retired. Up to three micro-ops may be retired per cycle. The 
Reorder Buffer (ROB) is the unit in the processor which buffers completed micro-ops, updates the architectural 
state in order, and manages the ordering of exceptions. The retirement section also keeps track of branches and 
sends updated branch target information to the BTB. The BTB then purges pre-fetched traces that are no longer 
needed. 


2.2.3 Intel® Core™ Microarchitecture 


Intel Core microarchitecture introduces the following features that enable high performance and power-efficient 
performance for single-threaded as well as multi-threaded workloads: 


* Intel® Wide Dynamic Execution enable each processor core to fetch, dispatch, execute in high bandwidths 
to support retirement of up to four instructions per cycle. 


— Fourteen-stage efficient pipeline 

— Three arithmetic logical units 

— Four decoders to decode up to five instruction per cycle 

— Macro-fusion and micro-fusion to improve front-end throughput 

— Peak issue rate of dispatching up to six micro-ops per cycle 

— Peak retirement bandwidth of up to 4 micro-ops per cycle 

— Advanced branch prediction 

— Stack pointer tracker to improve efficiency of executing function/procedure entries and exits 


* Intel® Advanced Smart Cache delivers higher bandwidth from the second level cache to the core, and 
optimal performance and flexibility for single-threaded and multi-threaded applications. 
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— Large second level cache up to 4 MB and 16-way associativity 
— Optimized for multicore and single-threaded execution environments 
— 256 bit internal data path to improve bandwidth from L2 to first-level data cache 


* Intel® Smart Memory Access prefetches data from memory in response to data access patterns and reduces 
cache-miss exposure of out-of-order execution. 


— Hardware prefetchers to reduce effective latency of second-level cache misses 
— Hardware prefetchers to reduce effective latency of first-level data cache misses 
— Memory disambiguation to improve efficiency of speculative execution execution engine 


* Intel® Advanced Digital Media Boost improves most 128-bit SIMD instruction with single-cycle throughput 
and floating-point operations. 


— Single-cycle throughput of most 128-bit SIMD instructions 
— Up to eight floating-point operation per cycle 
— Three issue ports available to dispatching SIMD instructions for execution 


Intel Core 2 Extreme, Intel Core 2 Duo processors and Intel Xeon processor 5100 series implement two processor 
cores based on the Intel Core microarchitecture, the functionality of the subsystems in each core are depicted in 
Figure 2-3. 
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Figure 2-3. The Intel Core Microarchitecture Pipeline Functionality 


2.2.3.1 The Front End 


The front end of Intel Core microarchitecture provides several enhancements to feed the Intel Wide Dynamic 
Execution engine: 


¢ Instruction fetch unit prefetches instructions into an instruction queue to maintain steady supply of instruction 
to the decode units. 


¢ Four-wide decode unit can decode 4 instructions per cycle or 5 instructions per cycle with Macrofusion. 
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Macrofusion fuses common sequence of two instructions as one decoded instruction (micro-ops) to increase 
decoding throughput. 


Microfusion fuses common sequence of two micro-ops as one micro-ops to improve retirement throughput. 
Instruction queue provides caching of short loops to improve efficiency. 
Stack pointer tracker improves efficiency of executing procedure/function entries and exits. 


Branch prediction unit employs dedicated hardware to handle different types of branches for improved branch 
prediction. 


Advanced branch prediction algorithm directs instruction fetch unit to fetch instructions likely in the architec- 
tural code path for decoding. 


2.2.3.2 Execution Core 


The execution core of the Intel Core microarchitecture is superscalar and can process instructions out of order to 
increase the overall rate of instructions executed per cycle (IPC). The execution core employs the following feature 
to improve execution throughput and efficiency: 


Up to six micro-ops can be dispatched to execute per cycle 

Up to four instructions can be retired per cycle 

Three full arithmetic logical units 

SIMD instructions can be dispatched through three issue ports 

Most SIMD instructions have 1-cycle throughput (including 128-bit SIMD instructions) 

Up to eight floating-point operation per cycle 

Many long-latency computation operation are pipelined in hardware to increase overall throughput 
Reduced exposure to data access delays using Intel Smart Memory Access 


2.2.4 Intel® Atom™ Microarchitecture 


Intel Atom microarchitecture maximizes power-efficient performance for single-threaded and multi-threaded 
workloads by providing: 


Advanced Micro-Ops Execution 


— Single-micro-op instruction execution from decode to retirement, including instructions with register-only, 
load, and store semantics. 


— Sixteen-stage, in-order pipeline optimized for throughput and reduced power consumption. 

— Dual pipelines to enable decode, issue, execution and retirement of two instructions per cycle. 
— Advanced stack pointer to improve efficiency of executing function entry/returns. 

Intel® Smart Cache 

— Second level cache is 512 KB and 8-way associativity. 

— Optimized for multi-threaded and single-threaded execution environments 

— 256 bit internal data path between L2 and L1 data cache improves high bandwidth. 

Efficient Memory Access 


— Efficient hardware prefetchers to L1 and L2, speculatively loading data likely to be requested by processor 
to reduce cache miss impact. 


Intel® Digital Media Boost 

— Two issue ports for dispatching SIMD instructions to execution units. 
— Single-cycle throughput for most 128-bit integer SIMD instructions 
— Upto six floating-point operations per cycle 

— Up to two 128-bit SIMD integer operations per cycle 
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Safe Instruction Recognition (SIR) to allow long-latency floating-point operations to retire out of order with 
respect to integer instructions. 


Intel® Microarchitecture Code Name Nehalem 


Intel microarchitecture code name Nehalem provides the foundation for many innovative features of Intel Core i7 
processors. It builds on the success of 45 nm Intel Core microarchitecture and provides the following feature 
enhancements: 


¢ Enhanced processor core 


Improved branch prediction and recovery from misprediction. 

Enhanced loop streaming to improve front end performance and reduce power consumption. 
Deeper buffering in out-of-order engine to extract parallelism. 

Enhanced execution units to provide acceleration in CRC, string/text processing and data shuffling. 


¢ Smart Memory Access 


Integrated memory controller provides low-latency access to system memory and scalable memory 
bandwidth 


New cache hierarchy organization with shared, inclusive L3 to reduce snoop traffic 
Two level TLBs and increased TLB size. 
Fast unaligned memory access. 


¢ HyperThreading Technology 


Provides two hardware threads (logical processors) per core. 
Takes advantage of 4-wide execution engine, large L3, and massive memory bandwidth. 


¢ Dedicated Power management Innovations 


2.2.6 


Integrated microcontroller with optimized embedded firmware to manage power consumption. 
Embedded real-time sensors for temperature, current, and power. 

Integrated power gate to turn off/on per-core power consumption 

Versatility to reduce power consumption of memory, link subsystems. 


Intel® Microarchitecture Code Name Sandy Bridge 


Intel® microarchitecture code name Sandy Bridge builds on the successes of Intel® Core™ microarchitecture and 
Intel microarchitecture code name Nehalem. It offers the following innovative features: 


¢ Intel Advanced Vector Extensions (Intel AVX) 


256-bit floating-point instruction set extensions to the 128-bit Intel Streaming SIMD Extensions, providing 
up to 2X performance benefits relative to 128-bit code. 


Non-destructive destination encoding offers more flexible coding techniques. 


Supports flexible migration and co-existence between 256-bit AVX code, 128-bit AVX code and legacy 128- 
bit SSE code. 


¢ Enhanced front-end and execution engine 


New decoded Icache component that improves front-end bandwidth and reduces branch misprediction 
penalty. 


Advanced branch prediction. 

Additional macro-fusion support. 

Larger dynamic execution window. 

Multi-precision integer arithmetic enhancements (ADC/SBB, MUL/IMUL). 
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— LEA bandwidth improvement. 
— Reduction of general execution stalls (read ports, writeback conflicts, bypass latency, partial stalls). 
— Fast floating-point exception handling. 
— XSAVE/XRSTORE performance improvements and XSAVEOPT new instruction. 
® Cache hierarchy improvements for wider data path 
— Doubling of bandwidth enabled by two symmetric ports for memory operation. 
— Simultaneous handling of more in-flight loads and stores enabled by increased buffers. 
— Internal bandwidth of two loads and one store each cycle. 
— Improved prefetching. 
— High bandwidth low latency LLC architecture. 
— High bandwidth ring architecture of on-die interconnect. 


For additional information on Intel® Advanced Vector Extensions (AVX), see Section 5.13, “Intel® Advanced Vector 
Extensions (Intel® AVX)” and Chapter 14, “Programming with AVX, FMA and AVX2” in Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 1. 


2.2.7 SIMD Instructions 


Beginning with the Pentium II and Pentium with Intel MMX technology processor families, six extensions have been 
introduced into the Intel 64 and IA-32 architectures to perform single-instruction multiple-data (SIMD) operations. 
These extensions include the MMX technology, SSE extensions, SSE2 extensions, SSE3 extensions, Supplemental 
Streaming SIMD Extensions 3, and SSE4. Each of these extensions provides a group of instructions that perform 
SIMD operations on packed integer and/or packed floating-point data elements. 


SIMD integer operations can use the 64-bit MMX or the 128-bit XMM registers. SIMD floating-point operations use 
128-bit XMM registers. Figure 2-4 shows a summary of the various SIMD extensions (MMX technology, SSE, SSE2, 
SSE3, SSSE3, and SSE4), the data types they operate on, and how the data types are packed into MMX and XMM 
registers. 


The Intel MMX technology was introduced in the Pentium II and Pentium with MMX technology processor families. 
MMxX instructions perform SIMD operations on packed byte, word, or doubleword integers located in MMX registers. 
These instructions are useful in applications that operate on integer arrays and streams of integer data that lend 
themselves to SIMD processing. 


SSE extensions were introduced in the Pentium III processor family. SSE instructions operate on packed single- 
precision floating-point values contained in XMM registers and on packed integers contained in MMX registers. 
Several SSE instructions provide state management, cache control, and memory ordering operations. Other SSE 
instructions are targeted at applications that operate on arrays of single-precision floating-point data elements (3- 
D geometry, 3-D rendering, and video encoding and decoding applications). 


SSE2 extensions were introduced in Pentium 4 and Intel Xeon processors. SSE2 instructions operate on packed 
double-precision floating-point values contained in XMM registers and on packed integers contained in MMX and 
XMM registers. SSE2 integer instructions extend IA-32 SIMD operations by adding new 128-bit SIMD integer oper- 
ations and by expanding existing 64-bit SIMD integer operations to 128-bit XMM capability. SSE2 instructions also 
provide new cache control and memory ordering operations. 


SSE3 extensions were introduced with the Pentium 4 processor supporting Hyper-Threading Technology (built on 
90 nm process technology). SSE3 offers 13 instructions that accelerate performance of Streaming SIMD Extensions 
technology, Streaming SIMD Extensions 2 technology, and x87-FP math capabilities. 


SSSE3 extensions were introduced with the Intel Xeon processor 5100 series and Intel Core 2 processor family. 
SSSE3 offer 32 instructions to accelerate processing of SIMD integer data. 


SSE4 extensions offer 54 instructions. 47 of them are referred to as SSE4.1 instructions. SSE4.1 are introduced 
with Intel Xeon processor 5400 series and Intel Core 2 Extreme processor QX9650. The other 7 SSE4 instructions 
are referred to as SSE4.2 instructions. 
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AESNI and PCLMULQDQ introduce 7 new instructions. Six of them are primitives for accelerating algorithms based 
on AES encryption/decryption standard, referred to as AESNI. 


The PCLMULQDQ instruction accelerates general-purpose block encryption, which can perform carry-less multipli- 
cation for two binary numbers up to 64-bit wide. 


Intel 64 architecture allows four generations of 128-bit SIMD extensions to access up to 16 XMM registers. IA-32 
architecture provides 8 XMM registers. 


Intel® Advanced Vector Extensions offers comprehensive architectural enhancements over previous generations of 
Streaming SIMD Extensions. Intel AVX introduces the following architectural enhancements: 


¢ Support for 256-bit wide vectors and SIMD register set. 


° 256-bit floating-point instruction set enhancement with up to 2X performance gain relative to 128-bit 
Streaming SIMD extensions. 


¢ Instruction syntax support for generalized three-operand syntax to improve instruction programming flexibility 
and efficient encoding of new instruction extensions. 


¢ Enhancement of legacy 128-bit SIMD instruction extensions to support three operand syntax and to simplify 
compiler vectorization of high-level language expressions. 


° Support flexible deployment of 256-bit AVX code, 128-bit AVX code, legacy 128-bit code and scalar code. 


In addition to performance considerations, programmers should also be cognizant of the implications of VEX- 
encoded AVX instructions with the expectations of system software components that manage the processor state 
components enabled by XCRO. For additional information see Section 2.3.10.1, “Vector Length Transition and 
Programming Considerations” in Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A. 


See also: 
° Section 5.4, “MMX™ Instructions,” and Chapter 9, “Programming with Intel® MMX™ Technology” 


¢ Section 5.5, “SSE Instructions,” and Chapter 10, “Programming with Intel® Streaming SIMD Extensions 
(Intel® SSE)” 

¢ Section 5.6, “SSE2 Instructions,” and Chapter 11, “Programming with Intel® Streaming SIMD Extensions 2 
(Intel® SSE2)” 


* Section 5.7, “SSE3 Instructions”, Section 5.8, “Supplemental Streaming SIMD Extensions 3 (SSSE3) Instruc- 
tions”, Section 5.9, “SSE4 Instructions”, and Chapter 12, “Programming with Intel® SSE3, SSSE3, Intel® 
SSE4 and Intel® AESNI” 
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Figure 2-4. SIMD Extensions, Register Layouts, and Data Types 


2.2.8 Intel® Hyper-Threading Technology 


Intel Hyper-Threading Technology (Intel HT Technology) was developed to improve the performance of IA-32 
processors when executing multi-threaded operating system and application code or single-threaded applications 
under multi-tasking environments. The technology enables a single physical processor to execute two or more 
separate code streams (threads) concurrently using shared execution resources. 


Intel HT Technology is one form of hardware multi-threading capability in IA-32 processor families. It differs from 
multi-processor capability using separate physically distinct packages with each physical processor package mated 
with a physical socket. Intel HT Technology provides hardware multi-threading capability with a single physical 
package by using shared execution resources in a processor core. 


Architecturally, an IA-32 processor that supports Intel HT Technology consists of two or more logical processors, 
each of which has its own IA-32 architectural state. Each logical processor consists of a full set of IA-32 data regis- 
ters, segment registers, control registers, debug registers, and most of the MSRs. Each also has its own advanced 
programmable interrupt controller (APIC). 


Figure 2-5 shows a comparison of a processor that supports Intel HT Technology (implemented with two logical 
processors) and a traditional dual processor system. 
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Figure 2-5. Comparison of an IA-32 Processor Supporting Hyper-Threading Technology and a Traditional Dual 
Processor System 


Unlike a traditional MP system configuration that uses two or more separate physical IA-32 processors, the logical 
processors in an IA-32 processor supporting Intel HT Technology share the core resources of the physical 
processor. This includes the execution engine and the system bus interface. After power up and initialization, each 
logical processor can be independently directed to execute a specified thread, interrupted, or halted. 


Intel HT Technology leverages the process and thread-level parallelism found in contemporary operating systems 
and high-performance applications by providing two or more logical processors on a single chip. This configuration 
allows two or more threads! to be executed simultaneously on each a physical processor. Each logical processor 
executes instructions from an application thread using the resources in the processor core. The core executes 
these threads concurrently, using out-of-order instruction scheduling to maximize the use of execution units during 
each clock cycle. 


2.2.8.1 Some Implementation Notes 


All Intel HT Technology configurations require: 

¢ A processor that supports Intel HT Technology 

¢ Achipset and BIOS that utilize the technology 

° Operating system optimizations 

See http://www. intel.com/products/ht/hyperthreading_more.htm for information. 


At the firmware (BIOS) level, the basic procedures to initialize the logical processors in a processor supporting Intel 
HT Technology are the same as those for a traditional DP or MP platform. The mechanisms that are described in the 
Multiprocessor Specification, Version 1.4 to power-up and initialize physical processors in an MP system also apply 
to logical processors in a processor that supports Intel HT Technology. 


An operating system designed to run on a traditional DP or MP platform may use CPUID to determine the presence 
of hardware multi-threading support feature and the number of logical processors they provide. 


Although existing operating system and application code should run correctly on a processor that supports Intel HT 
Technology, some code modifications are recommended to get the optimum benefit. These modifications are 
discussed in Chapter 7, “Multiple-Processor Management,” Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 3A. 


1. In the remainder of this document, the term “thread” will be used as a general term for the terms “process” and “thread.” 
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2.2.9 Multi-Core Technology 


Multi-core technology is another form of hardware multi-threading capability in IA-32 processor families. Multi-core 
technology enhances hardware multi-threading capability by providing two or more execution cores in a physical 
package. 


The Intel Pentium processor Extreme Edition is the first member in the IA-32 processor family to introduce multi- 
core technology. The processor provides hardware multi-threading support with both two processor cores and Intel 
Hyper-Threading Technology. This means that the Intel Pentium processor Extreme Edition provides four logical 
processors in a physical package (two logical processors for each processor core). The Dual-Core Intel Xeon 
processor features multi-core, Intel Hyper-Threading Technology and supports multi-processor platforms. 


The Intel Pentium D processor also features multi-core technology. This processor provides hardware multi- 
threading support with two processor cores but does not offer Intel Hyper-Threading Technology. This means that 
the Intel Pentium D processor provides two logical processors in a physical package, with each logical processor 
owning the complete execution resources of a processor core. 


The Intel Core 2 processor family, Intel Xeon processor 3000 series, Intel Xeon processor 5100 series, and Intel 
Core Duo processor offer power-efficient multi-core technology. The processor contains two cores that share a 
smart second level cache. The Level 2 cache enables efficient data sharing between two cores to reduce memory 
traffic to the system bus. 
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Figure 2-6. Intel 64 and IA-32 Processors that Support Dual-Core 


The Pentium® dual-core processor is based on the same technology as the Intel Core 2 Duo processor family. 


The Intel Xeon processor 7300, 5300 and 3200 series, Intel Core 2 Extreme Quad-Core processor, and Intel Core 2 
Quad processors support Intel quad-core technology. The Quad-core Intel Xeon processors and the Quad-Core 
Intel Core 2 processor family are also in Figure 2-7. 
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Figure 2-7. Intel 64 Processors that Support Quad-Core 


Intel Core i7 processors support Intel quad-core technology, Intel HyperThreading Technology, provides Intel 
QuickPath interconnect link to the chipset and have integrated memory controller supporting three channel to 


DDR3 memory. 
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Figure 2-8. Intel Core i7 Processor 
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2.2.10 Intel® 64 Architecture 


Intel 64 architecture increases the linear address space for software to 64 bits and supports physical address space 
up to 52 bits. The technology also introduces a new operating mode referred to as IA-32e mode. 


IA-32e mode operates in one of two sub-modes: (1) compatibility mode enables a 64-bit operating system to run 
most legacy 32-bit software unmodified, (2) 64-bit mode enables a 64-bit operating system to run applications 
written to access 64-bit address space. 


In the 64-bit mode, applications may access: 

° 64-bit flat linear addressing 

* 8 additional general-purpose registers (GPRs) 

* 8 additional registers for streaming SIMD extensions (SSE, SSE2, SSE3 and SSSE3) 
°* 64-bit-wide GPRs and instruction pointers 

* uniform byte-register addressing 

¢ fast interrupt-prioritization mechanism 

* anew instruction-pointer relative-addressing mode 


An Intel 64 architecture processor supports existing IA-32 software because it is able to run all non-64-bit legacy 
modes supported by IA-32 architecture. Most existing IA-32 applications also run in compatibility mode. 


2.2.11 Intel® Virtualization Technology (Intel® VT) 


Intel® Virtualization Technology for Intel 64 and IA-32 architectures provide extensions that support virtualization. 
The extensions are referred to as Virtual Machine Extensions (VMX). An Intel 64 or IA-32 platform with VMX can 
function as multiple virtual systems (or virtual machines). Each virtual machine can run operating systems and 
applications in separate partitions. 


VMX also provides programming interface for a new layer of system software (called the Virtual Machine Monitor 
(VMM)) used to manage the operation of virtual machines. Information on VMX and on the programming of VMMs 
is in Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3C. 


Intel Core i7 processor provides the following enhancements to Intel Virtualization Technology: 

¢ Virtual processor ID (VPID) to reduce the cost of VMM managing transitions. 

¢ Extended page table (EPT) to reduce the number of transitions for VMM to manage memory virtualization. 
® Reduced latency of VM transitions. 


2.3 INTEL® 64 AND IA-32 PROCESSOR GENERATIONS 


In the mid-1960s, Intel cofounder and Chairman Emeritus Gordon Moore had this observation: “... the number of 
transistors that would be incorporated on a silicon die would double every 18 months for the next several years.” 
Over the past three and half decades, this prediction known as “Moore's Law” has continued to hold true. 


The computing power and the complexity (or roughly, the number of transistors per processor) of Intel architecture 
processors has grown in close relation to Moore's law. By taking advantage of new process technology and new 
microarchitecture designs, each new generation of IA-32 processors has demonstrated frequency-scaling head- 
room and new performance levels over the previous generation processors. 
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The key features of the Intel Pentium 4 processor, Intel Xeon processor, Intel Xeon processor MP, Pentium III 

processor, and Pentium Ill Xeon processor with advanced transfer cache are shown in Table 2-1. Older generation 
IA-32 processors, which do not employ on-die Level 2 cache, are shown in Table 2-2. 
Table 2-1. Key Features of Most Recent IA-32 Processors 


Intel Date Micro-architecture | Top-Bin Clock | Tran- Register System Max. On-Die 
Processor Intro- Fre-quency at | sistors Sizes Bus Band- | Extern. Caches@ 
duced Intro- width Addr. 
duction Space 
Intel Pentium | 2004 Intel Pentium M 2.00 GHz 140M GP: 32 3.2 GB/s 4GB L1:64 KB 
M Processor FPU: 80 L2: 2 MB 
Processor MMX: 64 
7553 XMM: 128 
Intel Core Duo | 2006 Improved Intel 2.16 GHz 152M GP: 32 5.3 GB/s 4GB L1:64 KB 
Processor Pentium M FPU: 80 L2: 2 MB 
T2600 Processor MMX: 64 (2MB Total) 
Microarchitecture; XMM: 128 
Dual Core; 
Intel Smart Cache, 
Advanced Thermal 
Manager 
Intel Atom 2008 Intel Atom 1.86 GHz - 47M GP: 32 Upto42 |4GB L1:56 KB4 
Processor Microarchitecture; | 800 MHz FPU: 80 GB/s L2: 512KB 
Z5xx series Intel Virtualization MMX: 64 
Technology. XMM: 128 
NOTES: 
1. The register size and external data bus size are given in bits. 
2. First level cache is denoted using the abbreviation L1, 2nd level cache is denoted as L2. The size 
of L1 includes the first-level data cache and the instruction cache where applicable, but 
does not include the trace cache. 
3. Intel processor numbers are not a measure of performance. Processor numbers differentiate 
features within each processor family, not across different processor families. 
See http://www. intel.com/products/processor_number for details. 
4. In Intel Atom Processor, the size of L1 instruction cache is 32 KBytes, L1 data cache is 24 KBytes. 
Table 2-2. Key Features of Most Recent Intel 64 Processors 
Intel Date Micro-architec- Highest Tran- Register System Max. On-Die 
Processor Intro- ture Processor sistors | Sizes Bus/QPI Extern. Caches 
duced Base Fre- Link Addr. 
quency at Speed Space 
Intro- 
duction 
64-bit Intel 2004 Intel NetBurst 3.60 GHz 125M _ | GP: 32,64 6.4 GB/s 64 GB 12K pop 
Xeon Microarchitecture; FPU: 80 Execution 
Processor Intel Hyper- MMxX: 64 Trace Cache; 
with 800 MHz Threading XMM: 128 16 KBL1; 
System Bus Technology; Intel 1MBL2 
64 Architecture 
64-bit Intel 2005 Intel NetBurst 3.33 GHz 675M GP: 32, 64 5.3GB/s' |1024GB_ | 12K yop 
Xeon Microarchitecture; FPU: 80 (1 TB) Execution 
Processor MP Intel Hyper- MMxX: 64 Trace Cache; 
with 8MB L3 Threading XMM: 128 16 KBL1; 
Technology; Intel 1MBL2, 
64 Architecture 8 MBL3 
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Table 2-2. Key Features of Most Recent Intel 64 Processors (Contd.) 


Intel Date Micro-architec- Highest Tran- Register System Max. On-Die 
Processor Intro- ture Processor sistors | Sizes Bus/QPI Extern. Caches 
duced Base Fre- Link Addr. 
quency at Speed Space 
Intro- 
duction 
Intel Pentium | 2005 Intel NetBurst 3.73 GHz 164M GP: 32, 64 8.5 GB/s 64 GB 12K pop 
4 Microarchitecture; FPU: 80 Execution 
Processor Intel Hyper- MMx: 64 Trace Cache; 
Extreme Threading XMM: 128 16 KBL1; 
Edition Technology; Intel 2MBL2 
Supporting 64 Architecture 
Hyper- 
Threading 
Technology 
Intel Pentium | 2005 Intel NetBurst 3.20 GHz 230M GP: 32, 64 6.4 GB/s 64 GB 12K yop 
Processor Microarchitecture; FPU: 80 Execution 
Extreme Intel Hyper- MMx: 64 Trace Cache; 
Edition 840 Threading XMM: 128 16 KBL1; 
Technology; Intel 1MBL2 
64 Architecture; (2MB Total) 
Dual-core @ 
Dual-Core Intel | 2005 Intel NetBurst 3.00 GHz 321M GP: 32, 64 6.4 GB/s 64 GB 12K pop 
Xeon Microarchitecture; FPU: 80 Execution 
Processor Intel Hyper- MMxX: 64 Trace Cache; 
7041 Threading XMM: 128 16 KBL1; 
Technology; Intel 2MB L2 
64 Architecture; (4MB Total) 
Dual-core 3 
Intel Pentium | 2005 Intel NetBurst 3.80 GHz 164M GP: 32, 64 6.4 GB/s 64 GB 12K yop 
4 Microarchitecture; FPU: 80 Execution 
Processor 672 Intel Hyper- MMx: 64 Trace Cache; 
Threading XMM: 128 16 KBL1; 
Technology; Intel 2MB L2 
64 Architecture; 
Intel Virtualization 
Technology. 
Intel Pentium | 2006 Intel NetBurst 3.46 GHz 376M GP: 32, 64 8.5 GB/s 64 GB 12K yop 
Processor Microarchitecture; FPU: 80 Execution 
Extreme Intel 64 MMxX: 64 Trace Cache; 
Edition 955 Architecture; Dual XMM: 128 16 KBL1; 
Core; 2MB L2 
Intel Virtualization (4MB Total) 
Technology. 
Intel Core 2 2006 Intel Core 2.93 GHz 291M GP: 32,64 8.5 GB/s 64 GB L1:64 KB 
Extreme Microarchitecture; FPU: 80 L2: 4MB 
Processor Dual Core; MMX: 64 (4MB Total) 
X6800 Intel 64 XMM: 128 
Architecture; 
Intel Virtualization 
Technology. 
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Table 2-2. Key Features of Most Recent Intel 64 Processors (Contd.) 


Intel Date Micro-architec- Highest Tran- Register System Max. On-Die 
Processor Intro- ture Processor sistors | Sizes Bus/QPI Extern. Caches 
duced Base Fre- Link Addr. 
quency at Speed Space 
Intro- 
duction 
Intel Xeon 2006 Intel Core 3.00 GHz 291M GP: 32, 64 10.6 GB/s | 64GB L1:64 KB 
Processor Microarchitecture; FPU: 80 L2: 4MB 
5160 Dual Core; MMX: 64 (4MB Total) 
Intel 64 XMM: 128 
Architecture; 
Intel Virtualization 
Technology. 
Intel Xeon 2006 Intel NetBurst 3.40 GHz 1.3B GP: 32, 64 12.8 GB/s | 64GB L1:64 KB 
Processor Microarchitecture; FPU: 80 L2: 1MB 
7140 Dual Core; MMX: 64 (2MB Total) 
Intel 64 XMM: 128 L3: 16 MB 
Architecture; (16MB Total) 
Intel Virtualization 
Technology. 
Intel Core 2 2006 Intel Core 2.66 GHz 582M GP: 32,64 8.5 GB/s 64 GB L1:64 KB 
Extreme Microarchitecture; FPU: 80 L2: 4MB 
Processor Quad Core; MMX: 64 (4MB Total) 
QX6700 Intel 64. XMM: 128 
Architecture; 
Intel Virtualization 
Technology. 
Quad-core 2006 Intel Core 2.66 GHz 582M GP: 32, 64 10.6 GB/s | 256 GB L1:64 KB 
Intel Xeon Microarchitecture; FPU: 80 L2: 4MB (8 
Processor Quad Core; MMX: 64 MB Total) 
5355 Intel 64. XMM: 128 
Architecture; 
Intel Virtualization 
Technology. 
Intel Core 2 2007 Intel Core 3.00 GHz 291M GP: 32, 64 10.6 GB/s | 64GB L1:64 KB 
Duo Processor Microarchitecture; FPU: 80 L2: 4MB 
€6850 Dual Core; MMX: 64 (4MB Total) 
Intel 64 XMM: 128 
Architecture; 
Intel Virtualization 
Technology; 
Intel Trusted 
Execution 
Technology 
Intel Xeon 2007 Intel Core 2.93 GHz 582M _ | GP: 32,64 8.5 GB/s 1024GB_ |L1:64KB 
Processor Microarchitecture; FPU: 80 L2: 4MB 
7350 Quad Core; MMX: 64 (8MB Total) 
Intel 64 XMM: 128 


Architecture; 


Intel Virtualization 
Technology. 
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Table 2-2. Key Features of Most Recent Intel 64 Processors (Contd.) 


Intel Date Micro-architec- Highest Tran- Register System Max. On-Die 
Processor Intro- ture Processor sistors | Sizes Bus/QPI Extern. Caches 
duced Base Fre- Link Addr. 
quency at Speed Space 
Intro- 
duction 
Intel Xeon 2007 Enhanced Intel 3.00 GHz 820M _ | GP: 32, 64 12.8 GB/s | 256GB L1:64 KB 
Processor Core FPU: 80 L2: 6MB 
5472 Microarchitecture; MMX: 64 (12MB Total) 
Quad Core; XMM: 128 
Intel 64 
Architecture; 
Intel Virtualization 
Technology. 
Intel Atom 2008 Intel Atom 2.0 - 1.60 47M GP: 32, 64 Up to 4.2 Up to L1:56 KB* 
Processor Microarchitecture; | GHz FPU: 80 GB/s 64GB L2:512KB 
Intel 64 MMx: 64 
Architecture; XMM: 128 
Intel Virtualization 
Technology. 
Intel Xeon 2008 Enhanced Intel 2.67 GHz 1.9B GP: 32, 64 8.5 GB/s 1024GB_ |L1:64KB 
Processor Core FPU: 80 L2: 3MB 
7460 Microarchitecture; MMX: 64 (SMB Total) 
Six Cores; XMM: 128 L3: 16MB 
Intel 64 
Architecture; 
Intel Virtualization 
Technology. 
Intel Atom 2008 Intel Atom 1.60 GHz 94M GP: 32, 64 Up to 4.2 Up to L1:56 KB? 
Processor 330 Microarchitecture; FPU: 80 GB/s 64GB L2:512KB 
Intel 64 MMx: 64 (1MB Total) 
Architecture; XMM: 128 
Dual core; 
Intel Virtualization 
Technology. 
Intel Core i7- 2008 Intel 3.20 GHz 731M _ | GP: 32,64 QPI: 6.4 64 GB L1:64 KB 
965 microarchitecture FPU: 80 GT/s; L2: 256KB 
Processor code name MMx: 64 Memory: L3: 8MB 
Extreme Nehalem; XMM: 128 25 GB/s 
Edition Quadcore; 
HyperThreading 
Technology; Intel 
QPI; Intel 64 


Architecture; 


Intel Virtualization 
Technology. 


2-24 Vol. 1 


INTEL® 64 AND IA-32 ARCHITECTURES 


Table 2-2. Key Features of Most Recent Intel 64 Processors (Contd.) 


Intel Date Micro-architec- Highest Tran- Register System Max. On-Die 
Processor Intro- ture Processor sistors | Sizes Bus/QPI Extern. Caches 
duced Base Fre- Link Addr. 
quency at Speed Space 
Intro- 
duction 


Intel Core i7- 2010 Intel Turbo Boost 2.66 GHz 383M | GP: 32,64 64 GB L1:64 KB 
620M Technology, Intel FPU: 80 L2: 256KB 
Processor microarchitecture MMX: 64 L3: 4MB 
code name XMM: 128 
Westmere; 
Dualcore; 
HyperThreading 
Technology; Intel 
64 Architecture; 
Intel Virtualization 
Technology., 
Integrated graphics 


Intel Xeon- 2010 Intel Turbo Boost 3.33 GHz 1.1B GP: 32, 64 QPI: 6.4 1 TB L1:64 KB 
Processor Technology, Intel FPU: 80 GT/s; 32 L2: 256KB 
5680 microarchitecture MMX: 64 GB/s L3:12MB 
code name XMM: 128 
Westmere; Six core; 
HyperThreading 
Technology; Intel 
64 Architecture; 


Intel Virtualization 
Technology. 


Intel Xeon- 2010 Intel Turbo Boost | 2.26 GHz 2.3B GP: 32, 64 QPI: 6.4 16 TB L1:64 KB 
Processor Technology, Intel FPU: 80 GT/s; L2: 256KB 
7560 microarchitecture MMX: 64 Memory: L3: 24MB 
code name XMM: 128 76 GB/s 
Nehalem; Eight 
core; 
HyperThreading 
Technology; Intel 
64 Architecture; 


Intel Virtualization 
Technology. 


Intel Core i7- | 2011 Intel Turbo Boost | 3.40 GHz 995M _ | GP: 32, 64 DMI: 5 64 GB L1:64 KB 
2600K Technology, Intel FPU: 80 GT/s; L2: 256KB 
Processor microarchitecture MMx: 64 Memory: L3:8MB 

code name Sandy XMM: 128 21 GB/s 
Bridge; Four core; YMM: 256 
HyperThreading 
Technology; Intel 
64 Architecture; 


Intel Virtualization 
Technology., 
Processor graphics, 
Quicksync Video 


Vol.1 2-25 


INTEL® 64 AND IA-32 ARCHITECTURES 


Table 2-2. Key Features of Most Recent Intel 64 Processors (Contd.) 


Intel Date Micro-architec- Highest Tran- Register System Max. On-Die 
Processor Intro- ture Processor sistors | Sizes Bus/QPI Extern. Caches 
duced Base Fre- Link Addr. 
quency at Speed Space 
Intro- 
duction 
Intel Xeon- 2011 Intel Turbo Boost 3.50 GHz GP: 32, 64 DMI: 5 1TB L1:64 KB 
Processor E3- Technology, Intel FPU: 80 GT/s; L2: 256KB 
1280 microarchitecture MMx: 64 Memory: L3: 8MB 
code name Sandy XMM: 128 21 GB/s 
Bridge; Four core; YMM: 256 
HyperThreading 
Technology; Intel 
64 Architecture; 
Intel Virtualization 
Technology. 
Intel Xeon- 2011 Intel Turbo Boost | 2.40 GHz 2.2B GP: 32, 64 QPI: 6.4 16 TB L1:64 KB 
Processor E7- Technology, Intel FPU: 80 GT/s; L2: 256KB 
8870 microarchitecture MMxX: 64 Memory: L3: 30MB 
code name XMM: 128 102 GB/s 


Westmere; Ten 
core; 
HyperThreading 
Technology; Intel 
64 Architecture; 


Intel Virtualization 
Technology. 


NOTES: 


1. The 64-bit Intel Xeon Processor MP with an 8-MByte L3 supports a multi-processor platform with a dual system bus; this creates a 
platform bandwidth with 10.6 GBytes. 
2. In Intel Pentium Processor Extreme Edition 840, the size of on-die cache is listed for each core. The total size of L2 in the physical 
package in 2 MBytes. 
3. In Dual-Core Intel Xeon Processor 7041, the size of on-die cache is listed for each core. The total size of L2 in the physical package in 


4 MBytes. 


4. In Intel Atom Processor, the size of L1 instruction cache is 32 KBytes, L1 data cache is 24 KBytes. 
5. In Intel Atom Processor, the size of L1 instruction cache is 32 KBytes, L1 data cache is 24 KBytes. 
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Table 2-3. Key Features of Previous Generations of IA-32 Processors 


Intel Date Max. Clock Tran- Register Ext. Data Max. Caches 
Processor Intro- Frequency/ sistors Sizes! Bus Size@ Extern. 
duced Technology at Addr. 
Introduction Space 
8086 1978 8 MHz 29K 16 GP 16 1 MB None 
Intel 286 1982 12.5 MHz 134K 16 GP 16 16 MB Note 3 
Intel386 DX 1985 20 MHz 275K 32 GP 32 4 GB Note 3 
Processor 
Intel486 DX 1989 25 MHz 1.2M 32 GP 32 4 GB L1:8 KB 
Processor 80 FPU 
Pentium Processor 1993 60 MHz 3.1M 32 GP 64 4 GB L1:16 KB 
80 FPU 
Pentium Pro 1995 200 MHz 5.5M 32 GP 64 64 GB L1: 16 KB 
Processor 80 FPU L2: 256 KB or 
512 KB 
Pentium II Processor | 1997 266 MHz 7M 32 GP 64 64 GB L1: 32 KB 
80 FPU L2: 256 KB or 
64 MMX 512 KB 
Pentium Ill Processor | 1999 500 MHz 8.2 M 32 GP 64 64 GB L1:32 KB 
80 FPU L2:512 KB 
64 MMX 
128 XMM 
Pentium Ill and 1999 700 MHz 28M 32 GP 64 64 GB L1: 32 KB 
Pentium Ill Xeon 80 FPU L2: 256 KB 
Processors 64 MMX 
128 XMM 
Pentium 4 Processor | 2000 1.50 GHz, Intel 42M 32 GP 64 64 GB 12K yop 
NetBurst 80 FPU Execution 
Microarchitecture 64 MMX Trace Cache; 
128 XMM L1: 8KB 
L2: 256 KB 
Intel Xeon Processor | 2001 1.70 GHz, Intel 42M 32 GP 64 64 GB 12K yop 
NetBurst 80 FPU Execution 
Microarchitecture 64 MMX Trace Cache; 
128 XMM L1: 8KB 
L2:512KB 
Intel Xeon Processor | 2002 2.20 GHz, Intel 55M 32 GP 64 64 GB 12K yop 
NetBurst 80 FPU Execution 
Microarchitecture, 64 MMX Trace Cache; 
HyperThreading 128 XMM L1: 8KB 
Technology L2:512KB 
Pentium M Processor | 2003 1.60 GHz, Intel 77M 32 GP 64 4 GB L1: 64KB 
NetBurst 80 FPU L2: 1 MB 
Microarchitecture 64 MMX 
128 XMM 
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Table 2-3. Key Features of Previous Generations of IA-32 Processors (Contd.) 


Intel Pentium 4 2004 3.40 GHz, Intel 125M 32 GP 64 64 GB 12K yop 
Processor NetBurst 80 FPU Execution 
Supporting Hyper- Microarchitecture, 64 MMX Trace Cache; 
Threading HyperThreading 128 XMM L1: 16KB 
Technology at 90 nm Technology L2:1 MB 
process 

NOTE: 


1. The register size and external data bus size are given in bits. Note also that each 32-bit general-purpose (GP) registers can be 
addressed as an 8- or a 16-bit data registers in all of the processors. 


2. Internal data paths are 2 to 4 times wider than the external data bus for each processor. 


2.4 PROPOSED REMOVAL OF INTEL INSTRUCTION SET ARCHITECTURE AND 


FEATURES FROM UPCOMING PRODUCTS 


This section lists Intel Instruction Set Architecture (ISA) and features that Intel plans to remove from select prod- 
ucts starting from a specific year. 


Table 2-4. Proposed Intel ISA and Features Removal List 
Year of Removal 


Intel ISA/Feature 
NA NA 


2.5 INTEL INSTRUCTION SET ARCHITECTURE AND FEATURES REMOVED 


This section lists Intel ISA and features that Intel has already removed for select upcoming products. All sections 
relevant to the removed features will be identified as such and may be moved to an archived section in future 
Intel® 64 and IA-32 Architectures Software Developer's Manual releases. 


Table 2-5. Intel ISA and Features Removal List 


Intel ISA/Feature Year of Removal 
Intel? Memory Protection Extensions (Intel? MPX) 2019 onwards 
MSR_TEST_CTRL, bit 31 (MSR address 33H) 2019 onwards 
Hardware Lock Elision (HLE) 2019 onwards 
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CHAPTER 3 
BASIC EXECUTION ENVIRONMENT 


This chapter describes the basic execution environment of an Intel 64 or IA-32 processor as seen by assembly- 
language programmers. It describes how the processor executes instructions and how it stores and manipulates 
data. The execution environment described here includes memory (the address space), general-purpose data 
registers, segment registers, the flag register, and the instruction pointer register. 


3.1 MODES OF OPERATION 


The IA-32 architecture supports three basic operating modes: protected mode, real-address mode, and system 
management mode. The operating mode determines which instructions and architectural features are accessible: 


¢ Protected mode — This mode is the native state of the processor. Among the capabilities of protected mode 
is the ability to directly execute “real-address mode” 8086 software in a protected, multi-tasking environment. 
This feature is called virtual-8086 mode, although it is not actually a processor mode. Virtual-8086 mode is 
actually a protected mode attribute that can be enabled for any task. 


° Real-address mode — This mode implements the programming environment of the Intel 8086 processor with 
extensions (such as the ability to switch to protected or system management mode). The processor is placed in 
real-address mode following power-up or a reset. 


¢ System management mode (SMM) — This mode provides an operating system or executive with a 
transparent mechanism for implementing platform-specific functions such as power management and system 
security. The processor enters SMM when the external SMM interrupt pin (SMI#) is activated or an SMI is 
received from the advanced programmable interrupt controller (APIC). 


In SMM, the processor switches to a separate address space while saving the basic context of the currently 
running program or task. SMM-specific code may then be executed transparently. Upon returning from SMM, 
the processor is placed back into its state prior to the system management interrupt. SMM was introduced with 
the Intel386" SL and Intel486™ SL processors and became a standard IA-32 feature with the Pentium 
processor family. 


3.1.1 Intel® 64 Architecture 


Intel 64 architecture adds IA-32e mode. IA-32e mode has two sub-modes. 
These are: 


¢ Compatibility mode (sub-mode of IA-32e mode) — Compatibility mode permits most legacy 16-bit and 
32-bit applications to run without re-compilation under a 64-bit operating system. For brevity, the compatibility 
sub-mode is referred to as compatibility mode in IA-32 architecture. The execution environment of compati- 
bility mode is the same as described in Section 3.2. Compatibility mode also supports all of the privilege levels 
that are supported in 64-bit and protected modes. Legacy applications that run in Virtual 8086 mode or use 
hardware task management will not work in this mode. 


Compatibility mode is enabled by the operating system (OS) on a code segment basis. This means that a single 
64-bit OS can support 64-bit applications running in 64-bit mode and support legacy 32-bit applications (not 
recompiled for 64-bits) running in compatibility mode. 


Compatibility mode is similar to 32-bit protected mode. Applications access only the first 4 GByte of linear- 
address space. Compatibility mode uses 16-bit and 32-bit address and operand sizes. Like protected mode, this 
mode allows applications to access physical memory greater than 4 GByte using PAE (Physical Address Exten- 
sions). 


° 64-bit mode (sub-mode of IA-32e mode) — This mode enables a 64-bit operating system to run applica- 
tions written to access 64-bit linear address space. For brevity, the 64-bit sub-mode is referred to as 64-bit 
mode in IA-32 architecture. 
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64-bit mode extends the number of general purpose registers and SIMD extension registers from 8 to 16. 
General purpose registers are widened to 64 bits. The mode also introduces a new opcode prefix (REX) to 
access the register extensions. See Section 3.2.1 for a detailed description. 


64-bit mode is enabled by the operating system on a code-segment basis. Its default address size is 64 bits and 
its default operand size is 32 bits. The default operand size can be overridden on an instruction-by-instruction 
basis using a REX opcode prefix in conjunction with an operand size override prefix. 


REX prefixes allow a 64-bit operand to be specified when operating in 64-bit mode. By using this mechanism, 
many existing instructions have been promoted to allow the use of 64-bit registers and 64-bit addresses. 


3.2 OVERVIEW OF THE BASIC EXECUTION ENVIRONMENT 


Any program or task running on an IA-32 processor is given a set of resources for executing instructions and for 
storing code, data, and state information. These resources (described briefly in the following paragraphs and 
shown in Figure 3-1) make up the basic execution environment for an IA-32 processor. 


An Intel 64 processor supports the basic execution environment of an IA-32 processor, and a similar environment 
under IA-32e mode that can execute 64-bit programs (64-bit sub-mode) and 32-bit programs (compatibility sub- 
mode). 


The basic execution environment is used jointly by the application programs and the operating system or executive 
running on the processor. 


¢ Address space — Any task or program running on an IA-32 processor can address a linear address space of 
up to 4 GBytes (232 bytes) and a physical address space of up to 64 GBytes (27° bytes). See Section 3.3.6, 
“Extended Physical Addressing in Protected Mode,” for more information about addressing an address space 
greater than 4 GBytes. 


¢ Basic program execution registers — The eight general-purpose registers, the six segment registers, the 
EFLAGS register, and the EIP (instruction pointer) register comprise a basic execution environment in which to 
execute a set of general-purpose instructions. These instructions perform basic integer arithmetic on byte, 
word, and doubleword integers, handle program flow control, operate on bit and byte strings, and address 
memory. See Section 3.4, “Basic Program Execution Registers,” for more information about these registers. 


°* x87 FPU registers — The eight x87 FPU data registers, the x87 FPU control register, the status register, the 
x87 FPU instruction pointer register, the x87 FPU operand (data) pointer register, the x87 FPU tag register, and 
the x87 FPU opcode register provide an execution environment for operating on single-precision, double- 
precision, and double extended-precision floating-point values, word integers, doubleword integers, quadword 
integers, and binary coded decimal (BCD) values. See Section 8.1, “x87 FPU Execution Environment,” for more 
information about these registers. 


° MMxX registers — The eight MMX registers support execution of single-instruction, multiple-data (SIMD) 
operations on 64-bit packed byte, word, and doubleword integers. See Section 9.2, “The MMX Technology 
Programming Environment,” for more information about these registers. 


° XMM registers — The eight XMM data registers and the MXCSR register support execution of SIMD operations 
on 128-bit packed single-precision and double-precision floating-point values and on 128-bit packed byte, 
word, doubleword, and quadword integers. See Section 10.2, “SSE Programming Environment,” for more 
information about these registers. 


° YMM registers — The YMM data registers support execution of 256-bit SIMD operations on 256-bit packed 
single-precision and double-precision floating-point values and on 256-bit packed byte, word, doubleword, and 
quadword integers. 


° Bounds registers — Each of the BNDO-BND3 register stores the lower and upper bounds (64 bits each) 
associated with the pointer to a memory buffer. They support execution of the Intel MPX instructions. 


¢ BNDCFGU and BNDSTATUS— BNDCFGU configures user mode MPX operations on bounds checking. 
BNDSTATUS provides additional information on the #BR caused by an MPX operation. 
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Basic Program Execution Registers Address Space* 
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Figure 3-1. IA-32 Basic Execution Environment for Non-64-bit Modes 
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Stack — To support procedure or subroutine calls and the passing of parameters between procedures or 
subroutines, a stack and stack management resources are included in the execution environment. The stack 
(not shown in Figure 3-1) is located in memory. See Section 6.2, “Stacks,” for more information about stack 
structure. 


In addition to the resources provided in the basic execution environment, the IA-32 architecture provides the 
following resources as part of its system-level architecture. They provide extensive support for operating-system 
and system-development software. Except for the I/O ports, the system resources are described in detail in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 3A & 3B. 


I/O ports — The IA-32 architecture supports a transfers of data to and from input/output (I/O) ports. See 
Chapter 19, “Input/Output,” in this volume. 


Control registers — The five control registers (CRO through CR4) determine the operating mode of the 
processor and the characteristics of the currently executing task. See Chapter 2, “System Architecture 
Overview,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


Memory management registers — The GDTR, IDTR, task register, and LDTR specify the locations of data 
structures used in protected mode memory management. See Chapter 2, “System Architecture Overview,” in 
the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


Debug registers — The debug registers (DRO through DR7) control and allow monitoring of the processor's 
debugging operations. See in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3B. 


Memory type range registers (MTRRs) — The MTRRs are used to assign memory types to regions of 
memory. See the sections on MTRRs in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volumes 3A & 3B. 


Model-specific registers (MSRs) — The processor provides a variety of model-specific registers that are 
used to control and report on processor performance. Virtually all MSRs handle system related functions and 
are not accessible to an application program. One exception to this rule is the time-stamp counter. The MSRs 
are described in Chapter 2, “Model-Specific Registers (MSRs)” of the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 4. 


Machine check registers — The machine check registers consist of a set of control, status, and error- 
reporting MSRs that are used to detect and report on hardware (machine) errors. See Chapter 15, “Machine- 
Check Architecture,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


Performance monitoring counters — The performance monitoring counters allow processor performance 
events to be monitored. See Chapter 18, “Performance Monitoring,” in the Intel® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 3B. 


The remainder of this chapter describes the organization of memory and the address space, the basic program 
execution registers, and addressing modes. Refer to the following chapters in this volume for descriptions of the 
other program execution resources shown in Figure 3-1: 


x87 FPU registers — See Chapter 8, “Programming with the x87 FPU.” 
MMX Registers — See Chapter 9, “Programming with Intel® MMX™ Technology.” 


XMM registers — See Chapter 10, “Programming with Intel® Streaming SIMD Extensions (Intel® SSE),” 
Chapter 11, “Programming with Intel® Streaming SIMD Extensions 2 (Intel® SSE2),” and Chapter 12, 
“Programming with Intel® SSE3, SSSE3, Intel® SSE4 and Intel® AESNI.” 


YMM registers — See Chapter 14, “Programming with AVX, FMA and AVX2”. 


BND registers, BNDCFGU, BNDSTATUS — See Chapter 13, “Managing State Using the XSAVE Feature Set,” 
and Chapter 17, “Intel® MPX”. 


Stack implementation and procedure calls — See Chapter 6, “Procedure Calls, Interrupts, and Exceptions.” 
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3.2.1 64-Bit Mode Execution Environment 


The execution environment for 64-bit mode is similar to that described in Section 3.2. The following paragraphs 
describe the differences that apply. 


Address space — A task or program running in 64-bit mode on an IA-32 processor can address linear address 
space of up to 2° bytes (subject to the canonical addressing requirement described in Section 3.3.7.1) and 
physical address space of up to 2°2 bytes. Software can query CPUID for the physical address size supported 
by a processor. 


Basic program execution registers — The number of general-purpose registers (GPRs) available is 16. 
GPRs are 64-bits wide and they support operations on byte, word, doubleword and quadword integers. 
Accessing byte registers is done uniformly to the lowest 8 bits. The instruction pointer register becomes 64 bits. 
The EFLAGS register is extended to 64 bits wide, and is referred to as the RFLAGS register. The upper 32 bits 
of RFLAGS is reserved. The lower 32 bits of RFLAGS is the same as EFLAGS. See Figure 3-2. 


XMM registers — There are 16 XMM data registers for SIMD operations. See Section 10.2, “SSE Programming 
Environment,” for more information about these registers. 


YMM registers — There are 16 YMM data registers for SIMD operations. See Chapter 14, “Programming with 
AVX, FMA and AVX2” for more information about these registers. 


BND registers, BNDCFGU, BNDSTATUS — See Chapter 13, “Managing State Using the XSAVE Feature Set,” 
and Chapter 17, “Intel® MPX”. 


Stack — The stack pointer size is 64 bits. Stack size is not controlled by a bit in the SS descriptor (as it is in 
non-64-bit modes) nor can the pointer size be overridden by an instruction prefix. 

Control registers — Control registers expand to 64 bits. A new control register (the task priority register: CR8 
or TPR) has been added. See Chapter 2, “Intel® 64 and IA-32 Architectures,” in this volume. 


Debug registers — Debug registers expand to 64 bits. See Chapter 17, “Debug, Branch Profile, TSC, and 
Intel® Resource Director Technology (Intel® RDT) Features,” in the Intel® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 3A. 


Vol.1 3-5 


BASIC EXECUTION ENVIRONMENT 


* Descriptor table registers — The global descriptor table register (GDTR) and interrupt descriptor table 
register (IDTR) expand to 10 bytes so that they can hold a full 64-bit base address. The local descriptor table 
register (LDTR) and the task register (TR) also expand to hold a full 64-bit base address. 


Basic Program Execution Registers Address Space 
Sixteen 64-bit ae 
Registers General-Purpose Registers 
Six 16-bit ; 
Registers Segment Registers 
64-bits RFLAGS Register 
64-bits RIP (Instruction Pointer Register) 
FPU Registers 
Eight 80-bit : : 
F Floating-Point 
Registers Data Registers 
16 bits Control Register 
16 bits Status Register 0 
16 bits Tag Register 
Opcode Register (11 -bits) 
64 bits FPU Instruction Pointer Register 
64 bits FPU Data (Operand) Pointer Register 
MMX Registers Bounds Registers 
Eight 64-bit Four 128-bit Registers 
Registers MMX Registers 
BNDCFGU BNDSTATUS 
XMM Registers 
Sixteen 128-bit 
Registers XMM Registers 
32-bits MXCSR Register 
YMM Registers 
Sixteen 256-bit 
Registers YMM Registers 


Figure 3-2. 64-Bit Mode Execution Environment 


3.3 MEMORY ORGANIZATION 


The memory that the processor addresses on its bus is called physical memory. Physical memory is organized as 
a sequence of 8-bit bytes. Each byte is assigned a unique address, called a physical address. The physical 
address space ranges from zero to a maximum of 23° -1 (64 GBytes) if the processor does not support Intel 
64 architecture. Intel 64 architecture introduces a set of changes in physical and linear address space; these 
are described in Section 3.3.3, Section 3.3.4, and Section 3.3.7. 
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Virtually any operating system or executive designed to work with an IA-32 or Intel 64 processor will use the 
processor’s memory management facilities to access memory. These facilities provide features such as segmenta- 
tion and paging, which allow memory to be managed efficiently and reliably. Memory management is described in 
detail in Chapter 3, “Protected-Mode Memory Management,” in the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 3A. The following paragraphs describe the basic methods of addressing memory when 
memory management is used. 


3.3.1 IA-32 Memory Models 


When employing the processor’s memory management facilities, programs do not directly address physical 
memory. Instead, they access memory using one of three memory models: flat, segmented, or real address mode: 


Flat memory model — Memory appears to a program as a single, continuous address space (Figure 3-3). This 
space is called a linear address space. Code, data, and stacks are all contained in this address space. Linear 
address space is byte addressable, with addresses running contiguously from 0 to 22 - 1 (if not in 64-bit 
mode). An address for any byte in linear address space is called a linear address. 


Segmented memory model — Memory appears to a program as a group of independent address spaces 
called segments. Code, data, and stacks are typically contained in separate segments. To address a byte ina 
segment, a program issues a logical address. This consists of a segment selector and an offset (logical 
addresses are often referred to as far pointers). The segment selector identifies the segment to be accessed 
and the offset identifies a byte in the address space of the segment. Programs running on an IA-32 processor 
can address up to 16,383 segments of different sizes and types, and each segment can be as large as 23 
bytes. 


Internally, all the segments that are defined for a system are mapped into the processor’s linear address space. 
To access a memory location, the processor thus translates each logical address into a linear address. This 
translation is transparent to the application program. 


The primary reason for using segmented memory is to increase the reliability of programs and systems. For 
example, placing a program's stack in a separate segment prevents the stack from growing into the code or 
data space and overwriting instructions or data, respectively. 


Real-address mode memory model — This is the memory model for the Intel 8086 processor. It is 
supported to provide compatibility with existing programs written to run on the Intel 8086 processor. The real- 
address mode uses a specific implementation of segmented memory in which the linear address space for the 
program and the operating system/executive consists of an array of segments of up to 64 KBytes in size each. 
The maximum size of the linear address space in real-address mode is 22° bytes. 


See also: Chapter 19, “8086 Emulation,” Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3B. 
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Figure 3-3. Three Memory Management Models 


3.3.2 Paging and Virtual Memory 


With the flat or the segmented memory model, linear address space is mapped into the processor’s physical 
address space either directly or through paging. When using direct mapping (paging disabled), each linear address 
has a one-to-one correspondence with a physical address. Linear addresses are sent out on the processor’s address 
lines without translation. 


When using the IA-32 architecture’s paging mechanism (paging enabled), linear address space is divided into 
pages which are mapped to virtual memory. The pages of virtual memory are then mapped as needed into physical 
memory. When an operating system or executive uses paging, the paging mechanism is transparent to an applica- 
tion program. All that the application sees is linear address space. 

In addition, IA-32 architecture’s paging mechanism includes extensions that support: 

¢ Physical Address Extensions (PAE) to address physical address space greater than 4 GBytes. 

° Page Size Extensions (PSE) to map linear address to physical address in 4-MBytes pages. 


See also: Chapter 3, “Protected-Mode Memory Management,” in the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 3A. 


3.3.3 Memory Organization in 64-Bit Mode 


Intel 64 architecture supports physical address space greater than 64 GBytes; the actual physical address size of 
IA-32 processors is implementation specific. In 64-bit mode, there is architectural support for 64-bit linear address 
space. However, processors supporting Intel 64 architecture may implement less than 64-bits (see Section 
3.3.7.1). The linear address space is mapped into the processor physical address space through the PAE paging 
mechanism. 
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3.3.4 Modes of Operation vs. Memory Model 


When writing code for an IA-32 or Intel 64 processor, a programmer needs to know the operating mode the 
processor is going to be in when executing the code and the memory model being used. The relationship between 
operating modes and memory models is as follows: 


¢ Protected mode — When in protected mode, the processor can use any of the memory models described in 
this section. (The real-addressing mode memory model is ordinarily used only when the processor is in the 
virtual-8086 mode.) The memory model used depends on the design of the operating system or executive. 
When multitasking is implemented, individual tasks can use different memory models. 


° Real-address mode — When in real-address mode, the processor only supports the real-address mode 
memory model. 


¢ System management mode — When in SMM, the processor switches to a separate address space, called the 
system management RAM (SMRAM). The memory model used to address bytes in this address space is similar 
to the real-address mode model. See Chapter 30, “System Management Mode,” in the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 3C, for more information on the memory model used in 
SMM. 


¢ Compatibility mode — Software that needs to run in compatibility mode should observe the same memory 
model as those targeted to run in 32-bit protected mode. The effect of segmentation is the same as it is in 32- 
bit protected mode semantics. 


° 64-bit mode — Segmentation is generally (but not completely) disabled, creating a flat 64-bit linear-address 
space. Specifically, the processor treats the segment base of CS, DS, ES, and SS as zero in 64-bit mode (this 
makes a linear address equal an effective address). Segmented and real address modes are not available in 64- 
bit mode. 


3.3.5 32-Bit and 16-Bit Address and Operand Sizes 


IA-32 processors in protected mode can be configured for 32-bit or 16-bit address and operand sizes. With 32-bit 
address and operand sizes, the maximum linear address or segment offset is FFFFFFFFH (222-1); operand sizes are 
typically 8 bits or 32 bits. With 16-bit address and operand sizes, the maximum linear address or segment offset is 
FFFFH (21-1); operand sizes are typically 8 bits or 16 bits. 


When using 32-bit addressing, a logical address (or far pointer) consists of a 16-bit segment selector and a 32-bit 
offset; when using 16-bit addressing, an address consists of a 16-bit segment selector and a 16-bit offset. 


Instruction prefixes allow temporary overrides of the default address and/or operand sizes from within a program. 


When operating in protected mode, the segment descriptor for the currently executing code segment defines the 
default address and operand size. A segment descriptor is a system data structure not normally visible to applica- 
tion code. Assembler directives allow the default addressing and operand size to be chosen for a program. The 
assembler and other tools then set up the segment descriptor for the code segment appropriately. 


When operating in real-address mode, the default addressing and operand size is 16 bits. An address-size override 
can be used in real-address mode to enable 32-bit addressing. However, the maximum allowable 32-bit linear 
address is still OOOFFFFFH (229-1). 


3.3.6 Extended Physical Addressing in Protected Mode 


Beginning with P6 family processors, the IA-32 architecture supports addressing of up to 64 GBytes (27° bytes) of 
physical memory. A program or task could not address locations in this address space directly. Instead, it 
addresses individual linear address spaces of up to 4 GBytes that mapped to 64-GByte physical address space 
through a virtual memory management mechanism. Using this mechanism, an operating system can enable a 
program to switch 4-GByte linear address spaces within 64-GByte physical address space. 


The use of extended physical addressing requires the processor to operate in protected mode and the operating 
system to provide a virtual memory management system. See “36-Bit Physical Addressing Using the PAE Paging 
Mechanism” in Chapter 3, “Protected-Mode Memory Management,” of the Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 3A. 
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3.3.7 Address Calculations in 64-Bit Mode 


In most cases, 64-bit mode uses flat address space for code, data, and stacks. In 64-bit mode (if there is no 
address-size override), the size of effective address calculations is 64 bits. An effective-address calculation uses a 
64-bit base and index registers and sign-extend displacements to 64 bits. 


In the flat address space of 64-bit mode, linear addresses are equal to effective addresses because the base 
address is zero. In the event that FS or GS segments are used with a non-zero base, this rule does not hold. In 64- 
bit mode, the effective address components are added and the effective address is truncated (See for example the 
instruction LEA) before adding the full 64-bit segment base. The base is never truncated, regardless of addressing 
mode in 64-bit mode. 


The instruction pointer is extended to 64 bits to support 64-bit code offsets. The 64-bit instruction pointer is called 
the RIP. Table 3-1 shows the relationship between RIP, EIP, and IP. 


Table 3-1. Instruction Pointer Sizes 


Bits 63:32 Bits 31:16 Bits 15:0 
16-bit instruction pointer Not Modified IP 
32-bit instruction pointer Zero Extension EIP 
64-bit instruction pointer RIP 


Generally, displacements and immediates in 64-bit mode are not extended to 64 bits. They are still limited to 32 
bits and sign-extended during effective-address calculations. In 64-bit mode, however, support is provided for 64- 
bit displacement and immediate forms of the MOV instruction. 


All 16-bit and 32-bit address calculations are zero-extended in IA-32e mode to form 64-bit addresses. Address 
calculations are first truncated to the effective address size of the current mode (64-bit mode or compatibility 
mode), as overridden by any address-size prefix. The result is then zero-extended to the full 64-bit address width. 
Because of this, 16-bit and 32-bit applications running in compatibility mode can access only the low 4 GBytes of 
the 64-bit mode effective addresses. Likewise, a 32-bit address generated in 64-bit mode can access only the low 
4 GBytes of the 64-bit mode effective addresses. 


3.3.7.1 Canonical Addressing 


In 64-bit mode, an address is considered to be in canonical form if address bits 63 through to the most-significant 
implemented bit by the microarchitecture are set to either all ones or all zeros. 


Intel 64 architecture defines a 64-bit linear address. Implementations can support less. The first implementation of 
IA-32 processors with Intel 64 architecture supports a 48-bit linear address. This means a canonical address must 
have bits 63 through 48 set to zeros or ones (depending on whether bit 47 is a zero or one). 


Although implementations may not use all 64 bits of the linear address, they should check bits 63 through the 

most-significant implemented bit to see if the address is in canonical form. If a linear-memory reference is not in 
canonical form, the implementation should generate an exception. In most cases, a general-protection exception 
(#GP) is generated. However, in the case of explicit or implied stack references, a stack fault (#SS) is generated. 


Instructions that have implied stack references, by default, use the SS segment register. These include PUSH/POP- 
related instructions and instructions using RSP/RBP as base registers. In these cases, the canonical fault is #SS. 


If an instruction uses base registers RSP/RBP and uses a segment override prefix to specify a non-SS segment, a 

canonical fault generates a #GP (instead of an #SS). In 64-bit mode, only FS and GS segment-overrides are appli- 
cable in this situation. Other segment override prefixes (CS, DS, ES and SS) are ignored. Note that this also means 
that an SS segment-override applied to a “non-stack” register reference is ignored. Such a sequence still produces 
a #GP for a canonical fault (and not an #SS). 


3.4 BASIC PROGRAM EXECUTION REGISTERS 


IA-32 architecture provides 16 basic program execution registers for use in general system and application 
programing (see Figure 3-4). These registers can be grouped as follows: 
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¢ General-purpose registers. These eight registers are available for storing operands and pointers. 
° Segment registers. These registers hold up to six segment selectors. 


¢ EFLAGS (program status and control) register. The EFLAGS register report on the status of the program 
being executed and allows limited (application-program level) control of the processor. 


¢ IP (instruction pointer) register. The EIP register contains a 32-bit pointer to the next instruction to be 
executed. 


3.4.1 General-Purpose Registers 


The 32-bit general-purpose registers EAX, EBX, ECX, EDX, ESI, EDI, EBP, and ESP are provided for holding the 
following items: 

°® Operands for logical and arithmetic operations 

* Operands for address calculations 

¢ Memory pointers 

Although all of these registers are available for general storage of operands, results, and pointers, caution should 


be used when referencing the ESP register. The ESP register holds the stack pointer and as a general rule should 
not be used for another purpose. 


Many instructions assign specific registers to hold operands. For example, string instructions use the contents of 

the ECX, ESI, and EDI registers as operands. When using a segmented memory model, some instructions assume 
that pointers in certain registers are relative to specific segments. For instance, some instructions assume that a 

pointer in the EBX register points to a memory location in the DS segment. 


31 General-Purpose Registers 
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Figure 3-4. General System and Application Programming Registers 
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The special uses of general-purpose registers by instructions are described in Chapter 5, “Instruction Set 
Summary,” in this volume. See also: Chapter 3, Chapter 4 and Chapter 5 of Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volumes 2A, 2B & 2C. The following is a summary of special uses: 


° EAX — Accumulator for operands and results data 

° EBX — Pointer to data in the DS segment 

¢ ECX — Counter for string and loop operations 

¢ EDX — I/O pointer 

¢ ESI — Pointer to data in the segment pointed to by the DS register; source pointer for string operations 


¢ EDI — Pointer to data (or destination) in the segment pointed to by the ES register; destination pointer for 
string operations 


¢ ESP — Stack pointer (in the SS segment) 
¢ EBP — Pointer to data on the stack (in the SS segment) 


As shown in Figure 3-5, the lower 16 bits of the general-purpose registers map directly to the register set found in 
the 8086 and Intel 286 processors and can be referenced with the names AX, BX, CX, DX, BP, SI, DI, and SP. Each 
of the lower two bytes of the EAX, EBX, ECX, and EDX registers can be referenced by the names AH, BH, CH, and 
DH (high bytes) and AL, BL, CL, and DL (low bytes). 


General-Purpose Registers 
31 1615 87 0 16-bit 32-bit 

AH AL AX EAX 

BH BL BX EBX 

CH CL CX ECX 

DH DL DX EDX 
BP EBP 
Sl ESI 
DI EDI 
SP ESP 


Figure 3-5. Alternate General-Purpose Register Names 


3.4.1.1 General-Purpose Registers in 64-Bit Mode 


In 64-bit mode, there are 16 general purpose registers and the default operand size is 32 bits. However, general- 
purpose registers are able to work with either 32-bit or 64-bit operands. If a 32-bit operand size is specified: EAX, 
EBX, ECX, EDX, EDI, ESI, EBP, ESP, R8D - R15D are available. If a 64-bit operand size is specified: RAX, RBX, RCX, 
RDX, RDI, RSI, RBP, RSP, R8-R1i5 are available. R3D-R15D/R8-R15 represent eight new general-purpose registers. 
All of these registers can be accessed at the byte, word, dword, and qword level. REX prefixes are used to generate 
64-bit operand sizes or to reference registers R8-R15. 


Registers only available in 64-bit mode (R8-R15 and XMM8-XMM15) are preserved across transitions from 64-bit 
mode into compatibility mode then back into 64-bit mode. However, values of R8-R15 and XMM8-XMM15 are unde- 
fined after transitions from 64-bit mode through compatibility mode to legacy or real mode and then back through 
compatibility mode to 64-bit mode. 
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Table 3-2. Addressable General Purpose Registers 


Register Type Without REX With REX 

Byte Registers AL, BL, CL, DL, AH, BH, CH, DH AL, BL, CL, DL, DIL, SIL, BPL, SPL, R8B - R15B 

Word Registers AX, BX, CX, DX, DI, SI, BP, SP AX, BX, CX, DX, DI, SI, BP, SP, R8W - R15W 
Doubleword Registers EAX, EBX, ECX, EDX, EDI, ESI, EBP, ESP | EAX, EBX, ECX, EDX, EDI, ESI, EBP, ESP, R8D - R15D 
Quadword Registers N.A. RAX, RBX, RCX, RDX, RDI, RSI, RBP, RSP, R8 - R15 


In 64-bit mode, there are limitations on accessing byte registers. An instruction cannot reference legacy high- 
bytes (for example: AH, BH, CH, DH) and one of the new byte registers at the same time (for example: the low 
byte of the RAX register). However, instructions may reference legacy low-bytes (for example: AL, BL, CL or DL) 
and new byte registers at the same time (for example: the low byte of the R8 register, or RBP). The architecture 
enforces this limitation by changing high-byte references (AH, BH, CH, DH) to low byte references (BPL, SPL, DIL, 
SIL: the low 8 bits for RBP, RSP, RDI and RSI) for instructions using a REX prefix. 


When in 64-bit mode, operand size determines the number of valid bits in the destination general-purpose 
register: 


° 64-bit operands generate a 64-bit result in the destination general-purpose register. 


° 32-bit operands generate a 32-bit result, zero-extended to a 64-bit result in the destination general-purpose 
register. 


¢ 8-bit and 16-bit operands generate an 8-bit or 16-bit result. The upper 56 bits or 48 bits (respectively) of the 
destination general-purpose register are not modified by the operation. If the result of an 8-bit or 16-bit 
operation is intended for 64-bit address calculation, explicitly sign-extend the register to the full 64-bits. 


Because the upper 32 bits of 64-bit general-purpose registers are undefined in 32-bit modes, the upper 32 bits of 
any general-purpose register are not preserved when switching from 64-bit mode to a 32-bit mode (to protected 
mode or compatibility mode). Software must not depend on these bits to maintain a value after a 64-bit to 32-bit 
mode switch. 


3.4.2 Segment Registers 


The segment registers (CS, DS, SS, ES, FS, and GS) hold 16-bit segment selectors. A segment selector is a special 
pointer that identifies a segment in memory. To access a particular segment in memory, the segment selector for 
that segment must be present in the appropriate segment register. 


When writing application code, programmers generally create segment selectors with assembler directives and 
symbols. The assembler and other tools then create the actual segment selector values associated with these 
directives and symbols. If writing system code, programmers may need to create segment selectors directly. See 
Chapter 3, “Protected-Mode Memory Management,” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3A. 


How segment registers are used depends on the type of memory management model that the operating system or 
executive is using. When using the flat (unsegmented) memory model, segment registers are loaded with segment 
selectors that point to overlapping segments, each of which begins at address 0 of the linear address space (see 
Figure 3-6). These overlapping segments then comprise the linear address space for the program. Typically, two 
overlapping segments are defined: one for code and another for data and stacks. The CS segment register points 
to the code segment and all the other segment registers point to the data and stack segment. 


When using the segmented memory model, each segment register is ordinarily loaded with a different segment 
selector so that each segment register points to a different segment within the linear address space (see 

Figure 3-7). At any time, a program can thus access up to six segments in the linear address space. To access a 
segment not pointed to by one of the segment registers, a program must first load the segment selector for the 
segment to be accessed into a segment register. 
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Figure 3-6. Use of Segment Registers for Flat Memory Model 
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Figure 3-7. Use of Segment Registers in Segmented Memory Model 


Each of the segment registers is associated with one of three types of storage: code, data, or stack. For example, 
the CS register contains the segment selector for the code segment, where the instructions being executed are 
stored. The processor fetches instructions from the code segment, using a logical address that consists of the 
segment selector in the CS register and the contents of the EIP register. The EIP register contains the offset within 
the code segment of the next instruction to be executed. The CS register cannot be loaded explicitly by an applica- 
tion program. Instead, it is loaded implicitly by instructions or internal processor operations that change program 
control (such as procedure calls, interrupt handling, or task switching). 


The DS, ES, FS, and GS registers point to four data segments. The availability of four data segments permits effi- 
cient and secure access to different types of data structures. For example, four separate data segments might be 
created: one for the data structures of the current module, another for the data exported from a higher-level 
module, a third for a dynamically created data structure, and a fourth for data shared with another program. To 
access additional data segments, the application program must load segment selectors for these segments into the 
DS, ES, FS, and GS registers, as needed. 


The SS register contains the segment selector for the stack segment, where the procedure stack is stored for the 
program, task, or handler currently being executed. All stack operations use the SS register to find the stack 
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segment. Unlike the CS register, the SS register can be loaded explicitly, which permits application programs to set 
up multiple stacks and switch among them. 


See Section 3.3, “Memory Organization,” for an overview of how the segment registers are used in real-address 
mode. 


The four segment registers CS, DS, SS, and ES are the same as the segment registers found in the Intel 8086 and 
Intel 286 processors and the FS and GS registers were introduced into the IA-32 Architecture with the Intel386™ 
family of processors. 


3.4.2.1 Segment Registers in 64-Bit Mode 


In 64-bit mode: CS, DS, ES, SS are treated as if each segment base is 0, regardless of the value of the associated 
segment descriptor base. This creates a flat address space for code, data, and stack. FS and GS are exceptions. 
Both segment registers may be used as additional base registers in linear address calculations (in the addressing 
of local data and certain operating system data structures). 


Even though segmentation is generally disabled, segment register loads may cause the processor to perform 
segment access assists. During these activities, enabled processors will still perform most of the legacy checks on 
loaded values (even if the checks are not applicable in 64-bit mode). Such checks are needed because a segment 
register loaded in 64-bit mode may be used by an application running in compatibility mode. 


Limit checks for CS, DS, ES, SS, FS, and GS are disabled in 64-bit mode. 


3.4.3 EFLAGS Register 


The 32-bit EFLAGS register contains a group of status flags, a control flag, and a group of system flags. Figure 3-8 
defines the flags within this register. Following initialization of the processor (either by asserting the RESET pin or 
the INIT pin), the state of the EFLAGS register is OO000002H. Bits 1, 3, 5, 15, and 22 through 31 of this register 
are reserved. Software should not use or depend on the states of any of these bits. 


Some of the flags in the EFLAGS register can be modified directly, using special-purpose instructions (described in 
the following sections). There are no instructions that allow the whole register to be examined or modified directly. 


The following instructions can be used to move groups of flags to and from the procedure stack or the EAX register: 
LAHF, SAHF, PUSHF, PUSHFD, POPF, and POPFD. After the contents of the EFLAGS register have been transferred to 
the procedure stack or EAX register, the flags can be examined and modified using the processor’s bit manipulation 
instructions (BT, BTS, BTR, and BTC). 


When suspending a task (using the processor’s multitasking facilities), the processor automatically saves the state 
of the EFLAGS register in the task state segment (TSS) for the task being suspended. When binding itself to a new 
task, the processor loads the EFLAGS register with data from the new task’s TSS. 


When a call is made to an interrupt or exception handler procedure, the processor automatically saves the state of 
the EFLAGS registers on the procedure stack. When an interrupt or exception is handled with a task switch, the 
state of the EFLAGS register is saved in the TSS for the task being suspended. 
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Figure 3-8. EFLAGS Register 


As the IA-32 Architecture has evolved, flags have been added to the EFLAGS register, but the function and place- 
ment of existing flags have remained the same from one family of the IA-32 processors to the next. As a result, 
code that accesses or modifies these flags for one family of IA-32 processors works as expected when run on later 
families of processors. 


3.4.3.1 


Status Flags 


The status flags (bits 0, 2, 4, 6, 7, and 11) of the EFLAGS register indicate the results of arithmetic instructions, 
such as the ADD, SUB, MUL, and DIV instructions. The status flag functions are: 


CF (bit 0) 


PF (bit 2) 
AF (bit 4) 


ZF (bit 6) 
SF (bit 7) 


OF (bit 11) 


Carry flag — Set if an arithmetic operation generates a carry or a borrow out of the most- 
significant bit of the result; cleared otherwise. This flag indicates an overflow condition for 
unsigned-integer arithmetic. It is also used in multiple-precision arithmetic. 


Parity flag — Set if the least-significant byte of the result contains an even number of 1 bits; 
cleared otherwise. 

Auxiliary Carry flag — Set if an arithmetic operation generates a carry or a borrow out of bit 
3 of the result; cleared otherwise. This flag is used in binary-coded decimal (BCD) arithmetic. 
Zero flag — Set if the result is zero; cleared otherwise. 

Sign flag — Set equal to the most-significant bit of the result, which is the sign bit of a signed 
integer. (0 indicates a positive value and 1 indicates a negative value.) 

Overflow flag — Set if the integer result is too large a positive number or too small a negative 
number (excluding the sign-bit) to fit in the destination operand; cleared otherwise. This flag 
indicates an overflow condition for signed-integer (two’s complement) arithmetic. 


Of these status flags, only the CF flag can be modified directly, using the STC, CLC, and CMC instructions. Also the 
bit instructions (BT, BTS, BTR, and BTC) copy a specified bit into the CF flag. 
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The status flags allow a single arithmetic operation to produce results for three different data types: unsigned inte- 
gers, signed integers, and BCD integers. If the result of an arithmetic operation is treated as an unsigned integer, 
the CF flag indicates an out-of-range condition (carry or a borrow); if treated as a signed integer (two’s comple- 
ment number), the OF flag indicates a carry or borrow; and if treated as a BCD digit, the AF flag indicates a carry 
or borrow. The SF flag indicates the sign of a signed integer. The ZF flag indicates either a signed- or an unsigned- 
integer zero. 


When performing multiple-precision arithmetic on integers, the CF flag is used in conjunction with the add with 
carry (ADC) and subtract with borrow (SBB) instructions to propagate a carry or borrow from one computation to 
the next. 


The condition instructions Jcc (jump on condition code cc), SETcc (byte set on condition code cc), LOOPcc, and 
CMOVcc (conditional move) use one or more of the status flags as condition codes and test them for branch, set- 
byte, or end-loop conditions. 


3.4.3.2 DF Flag 


The direction flag (DF, located in bit 10 of the EFLAGS register) controls string instructions (MOVS, CMPS, SCAS, 
LODS, and STOS). Setting the DF flag causes the string instructions to auto-decrement (to process strings from 
high addresses to low addresses). Clearing the DF flag causes the string instructions to auto-increment 
(process strings from low addresses to high addresses). 


The STD and CLD instructions set and clear the DF flag, respectively. 


3.4.3.3 System Flags and IOPL Field 


The system flags and IOPL field in the EFLAGS register control operating-system or executive operations. They 
should not be modified by application programs. The functions of the system flags are as follows: 


TF (bit 8) Trap flag — Set to enable single-step mode for debugging; clear to disable single-step mode. 


IF (bit 9) Interrupt enable flag — Controls the response of the processor to maskable interrupt 
requests. Set to respond to maskable interrupts; cleared to inhibit maskable interrupts. 

IOPL (bits 12 and 13) 
I/O privilege level field — Indicates the I/O privilege level of the currently running program 
or task. The current privilege level (CPL) of the currently running program or task must be less 
than or equal to the I/O privilege level to access the I/O address space. The POPF and IRET 
instructions can modify this field only when operating at a CPL of 0. 

NT (bit 14) Nested task flag — Controls the chaining of interrupted and called tasks. Set when the 
current task is linked to the previously executed task; cleared when the current task is not 
linked to another task. 


RF (bit 16) Resume flag — Controls the processor’s response to debug exceptions. 

VM (bit 17) Virtual-8086 mode flag — Set to enable virtual-8086 mode; clear to return to protected 
mode without virtual-8086 mode semantics. 

AC (bit 18) Alignment check (or access control) flag — If the AM bit is set in the CRO register, align- 


ment checking of user-mode data accesses is enabled if and only if this flag is 1. 


If the SMAP bit is set in the CR4 register, explicit supervisor-mode data accesses to user-mode 
pages are allowed if and only if this bit is 1. See Section 4.6, “Access Rights,” in the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


VIF (bit 19) Virtual interrupt flag — Virtual image of the IF flag. Used in conjunction with the VIP flag. 
(To use this flag and the VIP flag the virtual mode extensions are enabled by setting the VME 
flag in control register CR4.) 


VIP (bit 20) Virtual interrupt pending flag — Set to indicate that an interrupt is pending; clear when no 
interrupt is pending. (Software sets and clears this flag; the processor only reads it.) Used in 
conjunction with the VIF flag. 


ID (bit 21) Identification flag — The ability of a program to set or clear this flag indicates support for 
the CPUID instruction. 
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For a detailed description of these flags: see Chapter 3, “Protected-Mode Memory Management,” in the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


3.4.3.4 RFLAGS Register in 64-Bit Mode 


In 64-bit mode, EFLAGS is extended to 64 bits and called RFLAGS. The upper 32 bits of RFLAGS register is 
reserved. The lower 32 bits of RFLAGS is the same as EFLAGS. 


3.5 INSTRUCTION POINTER 


The instruction pointer (EIP) register contains the offset in the current code segment for the next instruction to be 
executed. It is advanced from one instruction boundary to the next in straight-line code or it is moved ahead or 
backwards by a number of instructions when executing JMP, Jcc, CALL, RET, and IRET instructions. 


The EIP register cannot be accessed directly by software; it is controlled implicitly by control-transfer instructions 
(such as JMP, Jcc, CALL, and RET), interrupts, and exceptions. The only way to read the EIP register is to execute a 
CALL instruction and then read the value of the return instruction pointer from the procedure stack. The EIP 
register can be loaded indirectly by modifying the value of a return instruction pointer on the procedure stack and 
executing a return instruction (RET or IRET). See Section 6.2.4.2, “Return Instruction Pointer.” 


All IA-32 processors prefetch instructions. Because of instruction prefetching, an instruction address read from the 
bus during an instruction load does not match the value in the EIP register. Even though different processor gener- 
ations use different prefetching mechanisms, the function of the EIP register to direct program flow remains fully 
compatible with all software written to run on IA-32 processors. 


3.5.1 Instruction Pointer in 64-Bit Mode 


In 64-bit mode, the RIP register becomes the instruction pointer. This register holds the 64-bit offset of the next 
instruction to be executed. 64-bit mode also supports a technique called RIP-relative addressing. Using this tech- 
nique, the effective address is determined by adding a displacement to the RIP of the next instruction. 


3.6 OPERAND-SIZE AND ADDRESS-SIZE ATTRIBUTES 


When the processor is executing in protected mode, every code segment has a default operand-size attribute and 
address-size attribute. These attributes are selected with the D (default size) flag in the segment descriptor for the 
code segment (see Chapter 3, “Protected-Mode Memory Management,” in the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 3A). When the D flag is set, the 32-bit operand-size and address-size attri- 
butes are selected; when the flag is clear, the 16-bit size attributes are selected. When the processor is executing 
in real-address mode, virtual-8086 mode, or SMM, the default operand-size and address-size attributes are always 
16 bits. 


The operand-size attribute selects the size of operands. When the 16-bit operand-size attribute is in force, oper- 
ands can generally be either 8 bits or 16 bits, and when the 32-bit operand-size attribute is in force, operands can 
generally be 8 bits or 32 bits. 


The address-size attribute selects the sizes of addresses used to address memory: 16 bits or 32 bits. When the 16- 
bit address-size attribute is in force, segment offsets and displacements are 16 bits. This restriction limits the size 
of a segment to 64 KBytes. When the 32-bit address-size attribute is in force, segment offsets and displacements 
are 32 bits, allowing up to 4 GBytes to be addressed. 


The default operand-size attribute and/or address-size attribute can be overridden for a particular instruction by 
adding an operand-size and/or address-size prefix to an instruction. See Chapter 2, “Instruction Format,” in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A. The effect of this prefix applies only 
to the targeted instruction. 


Table 3-4 shows effective operand size and address size (when executing in protected mode or compatibility mode) 
depending on the settings of the D flag and the operand-size and address-size prefixes. 
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Table 3-3. Effective Operand- and Address-Size Attributes 


D Flag in Code Segment Descriptor 0 0 0 0 1 1 1 1 
Operand-Size Prefix 66H N N Y Y N N Y Y 
Address-Size Prefix 67H N Y N Y N ¥ N Y 

[EffectiveOperandSize = | 16 | 16 | 32e | 32 | 32 | 32 | 16 | 16 | 
Effective Address Size 16 32 16 32 32 16 32 16 
NOTES: 


Y: Yes - this instruction prefix is present. 
N: No - this instruction prefix is not present. 


3.6.1 Operand Size and Address Size in 64-Bit Mode 


In 64-bit mode, the default address size is 64 bits and the default operand size is 32 bits. Defaults can be over- 
ridden using prefixes. Address-size and operand-size prefixes allow mixing of 32/64-bit data and 32/64-bit 
addresses on an instruction-by-instruction basis. Table 3-4 shows valid combinations of the 66H instruction prefix 
and the REX.W prefix that may be used to specify operand-size overrides in 64-bit mode. Note that 16-bit 
addresses are not supported in 64-bit mode. 


REX prefixes consist of 4-bit fields that form 16 different values. The W-bit field in the REX prefixes is referred to as 
REX.W. If the REX.W field is properly set, the prefix specifies an operand size override to 64 bits. Note that software 
can still use the operand-size 66H prefix to toggle to a 16-bit operand size. However, setting REX.W takes prece- 
dence over the operand-size prefix (66H) when both are used. 


In the case of SSE/SSE2/SSE3/SSSE3 SIMD instructions: the 66H, F2H, and F3H prefixes are mandatory for 
opcode extensions. In such a case, there is no interaction between a valid REX.W prefix and a 66H opcode exten- 
sion prefix. 


See Chapter 2, “Instruction Format,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2A. 


Table 3-4. Effective Operand- and Address-Size Attributes in 64-Bit Mode 


L Flag in Code Segment Descriptor 

1 1 1 1 1 1 1 1 
REX.W Prefix 0 0 0 0 1 1 1 1 
Operand-Size Prefix 66H N N Y Y N N Y Y 
Address-Size Prefix 67H N Y N Y N Y N Y 
Effective Operand Size 32 32 16 16 64 64 64 64 
Effective Address Size 64 32 64 32 64 32 64 32 
NOTES: 


Y: Yes - this instruction prefix is present. 
N: No - this instruction prefix is not present. 


3.7 OPERAND ADDRESSING 


IA-32 machine-instructions act on zero or more operands. Some operands are specified explicitly and others are 
implicit. The data for a source operand can be located in: 


¢ the instruction itself (an immediate operand) 
* a register 

* ~amemory location 

° an/J/O port 
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When an instruction returns data to a destination operand, it can be returned to: 
* aregister 

* amemory location 

° anI/O port 


3.7.1 Immediate Operands 


Some instructions use data encoded in the instruction itself as a source operand. These operands are called imme- 
diate operands (or simply immediates). For example, the following ADD instruction adds an immediate value of 14 
to the contents of the EAX register: 

ADD EAX, 14 


All arithmetic instructions (except the DIV and IDIV instructions) allow the source operand to be an immediate 
value. The maximum value allowed for an immediate operand varies among instructions, but can never be greater 
than the maximum value of an unsigned doubleword integer (227). 


3.7.2 Register Operands 

Source and destination operands can be any of the following registers, depending on the instruction being 
executed: 

¢ 32-bit general-purpose registers (EAX, EBX, ECX, EDX, ESI, EDI, ESP, or EBP) 

° 16-bit general-purpose registers (AX, BX, CX, DX, SI, DI, SP, or BP) 

° 8-bit general-purpose registers (AH, BH, CH, DH, AL, BL, CL, or DL) 

* segment registers (CS, DS, SS, ES, FS, and GS) 

° EFLAGS register 


° x87 FPU registers (STO through ST7, status word, control word, tag word, data operand pointer, and instruction 
pointer) 


¢ MMX registers (MMO through MM7) 

¢ XMM registers (XMMO through XMM7) and the MXCSR register 

* control registers (CRO, CR2, CR3, and CR4) and system table pointer registers (GDTR, LDTR, IDTR, and task 
register) 

¢ debug registers (DRO, DR1, DR2, DR3, DR6, and DR7) 

e MSR registers 


Some instructions (such as the DIV and MUL instructions) use quadword operands contained in a pair of 32-bit 
registers. Register pairs are represented with a colon separating them. For example, in the register pair EDX:EAX, 
EDX contains the high order bits and EAX contains the low order bits of a quadword operand. 


Several instructions (such as the PUSHFD and POPFD instructions) are provided to load and store the contents of 
the EFLAGS register or to set or clear individual flags in this register. Other instructions (such as the Jcc instruc- 
tions) use the state of the status flags in the EFLAGS register as condition codes for branching or other decision 
making operations. 


The processor contains a selection of system registers that are used to control memory management, interrupt and 
exception handling, task management, processor management, and debugging activities. Some of these system 
registers are accessible by an application program, the operating system, or the executive through a set of system 
instructions. When accessing a system register with a system instruction, the register is generally an implied 
operand of the instruction. 
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3.7.2.1 Register Operands in 64-Bit Mode 

Register operands in 64-bit mode can be any of the following: 

° 64-bit general-purpose registers (RAX, RBX, RCX, RDX, RSI, RDI, RSP, RBP, or R8-R15) 

¢ 32-bit general-purpose registers (EAX, EBX, ECX, EDX, ESI, EDI, ESP, EBP, or R8D-R15D) 
° 16-bit general-purpose registers (AX, BX, CX, DX, SI, DI, SP, BP, or R8W-R15W) 


° 8-bit general-purpose registers: AL, BL, CL, DL, SIL, DIL, SPL, BPL, and R8B-R1i5B are available using REX 
prefixes; AL, BL, CL, DL, AH, BH, CH, DH are available without using REX prefixes. 


¢ Segment registers (CS, DS, SS, ES, FS, and GS) 
¢ RFLAGS register 


° x87 FPU registers (STO through ST7, status word, control word, tag word, data operand pointer, and instruction 
pointer) 


¢ MMX registers (MMO through MM7) 
¢ XMM registers (XMMO through XMM15) and the MXCSR register 


* Control registers (CRO, CR2, CR3, CR4, and CR8) and system table pointer registers (GDTR, LDTR, IDTR, and 
task register) 


° Debug registers (DRO, DR1, DR2, DR3, DR6, and DR7) 
¢ MSR registers 
¢ RDX:RAX register pair representing a 128-bit operand 


3.7.3 Memory Operands 


Source and destination operands in memory are referenced by means of a segment selector and an offset (see 
Figure 3-9). Segment selectors specify the segment containing the operand. Offsets specify the linear or effective 
address of the operand. Offsets can be 32 bits (represented by the notation m16:32) or 16 bits (represented by the 
notation m16:16). 


15 0 31 fo) 


= ment Offset (or Linear Address) 
elector 


Figure 3-9. Memory Operand Address 


3.7.3.1 Memory Operands in 64-Bit Mode 


In 64-bit mode, a memory operand can be referenced by a segment selector and an offset. The offset can be 16 
bits, 32 bits or 64 bits (see Figure 3-10). 


15 O 63 0 


Segment Offset (or Linear Address) 
Selector 


Figure 3-10. Memory Operand Address in 64-Bit Mode 


3.7.4 Specifying a Segment Selector 


The segment selector can be specified either implicitly or explicitly. The most common method of specifying a 
segment selector is to load it in a segment register and then allow the processor to select the register implicitly, 
depending on the type of operation being performed. The processor automatically chooses a segment according to 
the rules given in Table 3-5. 
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When storing data in memory or loading data from memory, the DS segment default can be overridden to allow 
other segments to be accessed. Within an assembler, the segment override is generally handled with a colon “:” 
operator. For example, the following MOV instruction moves a value from register EAX into the segment pointed to 
by the ES register. The offset into the segment is contained in the EBX register: 


MOV ES:[EBX], EAX 


Table 3-5. Default Segment Selection Rules 


Reference Type | Register Used | Segment Used Default Selection Rule 
Instructions cs Code Segment All instruction fetches. 
Stack SS Stack Segment All stack pushes and pops. 
Any memory reference which uses the ESP or EBP register as a base 
register. 
Local Data DS Data Segment All data references, except when relative to stack or string destination. 
Destination Strings | ES Data Segment Destination of string instructions. 
pointed to with the 
ES register 


At the machine level, a segment override is specified with a segment-override prefix, which is a byte placed at the 
beginning of an instruction. The following default segment selections cannot be overridden: 


¢ Instruction fetches must be made from the code segment. 
* Destination strings in string instructions must be stored in the data segment pointed to by the ES register. 
¢ Push and pop operations must always reference the SS segment. 


Some instructions require a segment selector to be specified explicitly. In these cases, the 16-bit segment selector 
can be located in a memory location or in a 16-bit register. For example, the following MOV instruction moves a 
segment selector located in register BX into segment register DS: 

MOV DS, BX 


Segment selectors can also be specified explicitly as part of a 48-bit far pointer in memory. Here, the first double- 
word in memory contains the offset and the next word contains the segment selector. 


3.7.4.1 Segmentation in 64-Bit Mode 


In IA-32e mode, the effects of segmentation depend on whether the processor is running in compatibility mode or 
64-bit mode. In compatibility mode, segmentation functions just as it does in legacy IA-32 mode, using the 16-bit 
or 32-bit protected mode semantics described above. 


In 64-bit mode, segmentation is generally (but not completely) disabled, creating a flat 64-bit linear-address 
space. The processor treats the segment base of CS, DS, ES, SS as zero, creating a linear address that is equal to 
the effective address. The exceptions are the FS and GS segments, whose segment registers (which hold the 
segment base) can be used as additional base registers in some linear address calculations. 


3.7.5 Specifying an Offset 


The offset part of a memory address can be specified directly as a static value (called a displacement) or through 
an address computation made up of one or more of the following components: 


* Displacement — An 8-, 16-, or 32-bit value. 

¢ Base — The value in a general-purpose register. 

¢ Index — The value in a general-purpose register. 

*® Scale factor — A value of 2, 4, or 8 that is multiplied by the index value. 
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The offset which results from adding these components is called an effective address. Each of these components 
can have either a positive or negative (2s complement) value, with the exception of the scaling factor. Figure 3-11 
shows all the possible ways that these components can be combined to create an effective address in the selected 
segment. 


Base Index Scale — Displacement 
EAX Teas 
EBX oe Ft None 
EDX ; ECX ) | 2 | 8-bit 
esp | * | EDX | || + 
| esp | * | 4] 16-bit 

EBP les. | | 
eI \en / \8/ 32-bit 
EDI Ye 7 

Offset = Base + (Index * Scale) + Displacement 


Figure 3-11. Offset (or Effective Address) Computation 


The uses of general-purpose registers as base or index components are restricted in the following manner: 
¢ The ESP register cannot be used as an index register. 


¢ When the ESP or EBP register is used as the base, the SS segment is the default segment. In all other cases, 
the DS segment is the default segment. 


The base, index, and displacement components can be used in any combination, and any of these components can 
be NULL. A scale factor may be used only when an index also is used. Each possible combination is useful for data 
structures commonly used by programmers in high-level languages and assembly language. 


The following addressing modes suggest uses for common combinations of address components. 


* Displacement — A displacement alone represents a direct (uncomputed) offset to the operand. Because the 
displacement is encoded in the instruction, this form of an address is sometimes called an absolute or static 
address. It is commonly used to access a statically allocated scalar operand. 


¢ Base — A base alone represents an indirect offset to the operand. Since the value in the base register can 
change, it can be used for dynamic storage of variables and data structures. 


° Base + Displacement — A base register and a displacement can be used together for two distinct purposes: 


— Asan index into an array when the element size is not 2, 4, or 8 bytes—The displacement component 
encodes the static offset to the beginning of the array. The base register holds the results of a calculation 
to determine the offset to a specific element within the array. 


— Toaccess a field of a record: the base register holds the address of the beginning of the record, while the 
displacement is a static offset to the field. 


An important special case of this combination is access to parameters in a procedure activation record. A 
procedure activation record is the stack frame created when a procedure is entered. Here, the EBP register is 
the best choice for the base register, because it automatically selects the stack segment. This is a compact 
encoding for this common function. 


° (Index « Scale) + Displacement — This address mode offers an efficient way to index into a static array 
when the element size is 2, 4, or 8 bytes. The displacement locates the beginning of the array, the index 
register holds the subscript of the desired array element, and the processor automatically converts the 
subscript into an index by applying the scaling factor. 


¢ Base + Index + Displacement — Using two registers together supports either a two-dimensional array (the 
displacement holds the address of the beginning of the array) or one of several instances of an array of records 
(the displacement is an offset to a field within the record). 


° Base + (Index * Scale) + Displacement — Using all the addressing components together allows efficient 
indexing of a two-dimensional array when the elements of the array are 2, 4, or 8 bytes in size. 
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3.7.5.1 Specifying an Offset in 64-Bit Mode 


The offset part of a memory address in 64-bit mode can be specified directly as a static value or through an address 
computation made up of one or more of the following components: 


* Displacement — An 8-bit, 16-bit, or 32-bit value. 

¢ Base — The value in a 64-bit general-purpose register. 

* Index — The value in a 64-bit general-purpose register. 

° Scale factor — A value of 2, 4, or 8 that is multiplied by the index value. 


The base and index value can be specified in one of sixteen available general-purpose registers in most cases. See 
Chapter 2, “Instruction Format,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A. 


The following unique combination of address components is also available. 


° RIP + Displacement — In 64-bit mode, RIP-relative addressing uses a signed 32-bit displacement to 
calculate the effective address of the next instruction by sign-extend the 32-bit value and add to the 64-bit 
value in RIP. 


3.7.6 Assembler and Compiler Addressing Modes 


At the machine-code level, the selected combination of displacement, base register, index register, and scale factor 
is encoded in an instruction. All assemblers permit a programmer to use any of the allowable combinations of these 
addressing components to address operands. High-level language compilers will select an appropriate combination 
of these components based on the language construct a programmer defines. 


3.7.7 I/O Port Addressing 


The processor supports an I/O address space that contains up to 65,536 8-bit I/O ports. Ports that are 16-bit and 
32-bit may also be defined in the I/O address space. An I/O port can be addressed with either an immediate 
operand or a value in the DX register. See Chapter 19, “Input/Output,” for more information about I/O port 
addressing. 
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DATA TYPES 


This chapter introduces data types defined for the Intel 64 and IA-32 architectures. A section at the end of this 
chapter describes the real-number and floating-point concepts used in x87 FPU, SSE, SSE2, SSE3, SSSE3, SSE4 
and Intel AVX extensions. 


4.1 FUNDAMENTAL DATA TYPES 


The fundamental data types are bytes, words, doublewords, quadwords, and double quadwords (see Figure 4-1). 
A byte is eight bits, a word is 2 bytes (16 bits), a doubleword is 4 bytes (32 bits), a quadword is 8 bytes (64 bits), 
and a double quadword is 16 bytes (128 bits). A subset of the IA-32 architecture instructions operates on these 
fundamental data types without any additional operand typing. 


N 
15 87 0O 


High | Low 
Byte Byte | Word 


N+1 oN 
31 16 15 0 
High Word] Low Word | Doubleword 
N+2 N 

63 32 31 0 
High Doubleword Low Doubleword Quadword 
N+4 N 


127 64 63 
High Quadword Low Quadword 


N+8 N 


ie) 
Double 
Quadword 


Figure 4-1. Fundamental Data Types 


The quadword data type was introduced into the IA-32 architecture in the Intel486 processor; the double quadword 
data type was introduced in the Pentium Ill processor with the SSE extensions. 


Figure 4-2 shows the byte order of each of the fundamental data types when referenced as operands in memory. 
The low byte (bits 0 through 7) of each data type occupies the lowest address in memory and that address is also 
the address of the operand. 
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Figure 4-2. Bytes, Words, Doublewords, Quadwords, and Double Quadwords in Memory 


4.1.1 Alignment of Words, Doublewords, Quadwords, and Double Quadwords 


Words, doublewords, and quadwords do not need to be aligned in memory on natural boundaries. The natural 
boundaries for words, double words, and quadwords are even-numbered addresses, addresses evenly divisible by 
four, and addresses evenly divisible by eight, respectively. However, to improve the performance of programs, data 
structures (especially stacks) should be aligned on natural boundaries whenever possible. The reason for this is 
that the processor requires two memory accesses to make an unaligned memory access; aligned accesses require 
only one memory access. A word or doubleword operand that crosses a 4-byte boundary or a quadword operand 
that crosses an 8-byte boundary is considered unaligned and requires two separate memory bus cycles for access. 


Some instructions that operate on double quadwords require memory operands to be aligned on a natural 
boundary. These instructions generate a general-protection exception (#GP) if an unaligned operand is specified. A 
natural boundary for a double quadword is any address evenly divisible by 16. Other instructions that operate on 
double quadwords permit unaligned access (without generating a general-protection exception). However, addi- 
tional memory bus cycles are required to access unaligned data from memory. 


4.2 NUMERIC DATA TYPES 


Although bytes, words, and doublewords are fundamental data types, some instructions support additional inter- 
pretations of these data types to allow operations to be performed on numeric data types (signed and unsigned 
integers, and floating-point numbers). Single-precision (32-bit) floating-point and double-precision (64-bit) 
floating-point data types are supported across all generations of SSE extensions and Intel AVX extensions. Half- 
precision (16-bit) floating-point data type is supported only with F16C extensions (VCVTPH2PS, VCVTPS2PH). See 
Figure 4-3. 
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Figure 4-3. Numeric Data Types 


4.2.1 Integers 


The Intel 64 and IA-32 architectures define two types of integers: unsigned and signed. Unsigned integers are ordi- 
nary binary values ranging from 0 to the maximum positive number that can be encoded in the selected operand 
size. Signed integers are two’s complement binary values that can be used to represent both positive and negative 
integer values. 


Some integer instructions (such as the ADD, SUB, PADDB, and PSUBB instructions) operate on either unsigned or 
signed integer operands. Other integer instructions (such as IMUL, MUL, IDIV, DIV, FIADD, and FISUB) operate on 
only one integer type. 


The following sections describe the encodings and ranges of the two types of integers. 


4.2.1.1 Unsigned Integers 


Unsigned integers are unsigned binary numbers contained in a byte, word, doubleword, and quadword. Their 
values range from 0 to 255 for an unsigned byte integer, from 0 to 65,535 for an unsigned word integer, from 0 
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to 232 - 1 for an unsigned doubleword integer, and from 0 to 2° - 1 for an unsigned quadword integer. Unsigned 
integers are sometimes referred to as ordinals. 


4.2.1.2 Signed Integers 


Signed integers are signed binary numbers held in a byte, word, doubleword, or quadword. All operations on signed 
integers assume a two's complement representation. The sign bit is located in bit 7 in a byte integer, bit 15 ina 
word integer, bit 31 in a doubleword integer, and bit 63 in a quadword integer (see the signed integer encodings in 
Table 4-1). 


Table 4-1. Signed Integer Encodings 


Class Two's Complement Encoding 
Sign 
Positive Largest 0 11.11 
Smallest 0 00..01 
Zero 0 00..00 
Negative Smallest 1 11.11 
Largest 1 00..00 
Integer indefinite 1 00..00 
Signed Byte Integer: <7 bits > 
Signed Word Integer: < 15 bits > 
Signed Doubleword Integer: < 31 bits > 
Signed Quadword Integer: < 63 bits > 


The sign bit is set for negative integers and cleared for positive integers and zero. Integer values range from -128 
to +127 for a byte integer, from -32,768 to +32,767 for a word integer, from -23! to +23! - 1 for a doubleword 
integer, and from —2©3 to +263 - 1 for a quadword integer. 


When storing integer values in memory, word integers are stored in 2 consecutive bytes; doubleword integers are 
stored in 4 consecutive bytes; and quadword integers are stored in 8 consecutive bytes. 


The integer indefinite is a special value that is sometimes returned by the x87 FPU when operating on integer 
values. For more information, see Section 8.2.1, “Indefinites.” 


4.2.2 Floating-Point Data Types 


The IA-32 architecture defines and operates on three floating-point data types: single-precision floating-point, 
double-precision floating-point, and double-extended precision floating-point (see Figure 4-3). The data formats 
for these data types correspond directly to formats specified in the IEEE Standard 754 for Binary Floating-Point 
Arithmetic. 


Half-precision (16-bit) floating-point data type is supported only for conversion operation with single-precision 
floating data using F16C extensions (VCVTPH2PS, VCVTPS2PH). 


Table 4-2 gives the length, precision, and approximate normalized range that can be represented by each of these 
data types. Denormal values are also supported in each of these types. 


4-4 Vol. 1 


DATA TYPES 


Table 4-2. Length, Precision, and Range of Floating-Point Data Types 


Data Type Length Precision Approximate Normalized Range 
(Bits) Binary Decimal 
Half Precision 16 11 24 tp 2 3.1 x 10° to 6.50 x 107 
Single Precision 32 24 27126 to 2127 1.18 x 10°38 to 3.40 x 1038 
Double Precision 64 53 2-022 to 21023 2.23 x 10°38 to 1.79 x 10308 
Double Extended 80 64 2716382 tq 216383 3.37 x 10-4932 to 1.18 x 104932 
Precision 


NOTE 


Section 4.8, “Real Numbers and Floating-Point Formats,” gives an overview of the IEEE Standard 
754 floating-point formats and defines the terms integer bit, QNaN, SNaN, and denormal value. 


Table 4-3 shows the floating-point encodings for zeros, denormalized finite numbers, normalized finite numbers, 
infinites, and NaNs for each of the three floating-point data types. It also gives the format for the QNaN floating- 
point indefinite value. (See Section 4.8.3.7, “QNaN Floating-Point Indefinite,” for a discussion of the use of the 


QNaN floating-point indefinite value. ) 


For the single-precision and double-precision formats, only the fraction part of the significand is encoded. The 
integer is assumed to be 1 for all numbers except 0 and denormalized finite numbers. For the double extended- 
precision format, the integer is contained in bit 63, and the most-significant fraction bit is bit 62. Here, the integer 
is explicitly set to 1 for normalized numbers, infinities, and NaNs, and to O for zero and denormalized numbers. 


Table 4-3. Floating-Point Number and NaN Encodings 


. . Significand 
Class Sign Biased Exponent : 
Integer! Fraction 
Positive +00 0 11.11 1 00..00 
+Normals 0 11..10 1 11.11 
0 00.01 1 00.00 
+Denormals 0 00..00 0 11.11 
0 00..00 0 00..01 
+Zero 0 00..00 0 00..00 
Negative —Zero 1 00..00 0 00..00 
—Denormals 1 00..00 0 00..01 
1 00..00 0 11.11 
—Normals 1 00..01 1 00..00 
1 11.10 1 11.11 
-00 1 11.11 1 00..00 
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Table 4-3. Floating-Point Number and NaN Encodings (Contd.) 


: . Significand 
Class Sign Biased Exponent 7 - 
Integer Fraction 
NaNs SNaN X 11..11 1 OX..XX2 
QNaN X 11.11 1 1X..XX 
QNaN Floating- 1 11.11 1 10..00 
Point Indefinite 
Half-Precision < 5Bits > < 10 Bits > 
Single-Precision: <— 8 Bits > <— 23 Bits > 
Double-Precision: — 11 Bits > — 52 Bits > 
Double Extended-Precision: <— 15 Bits > <— 63 Bits > 


NOTES: 
1. Integer bit is implied and not stored for single-precision and double-precision formats. 
2. The fraction for SNaN encodings must be non-zero with the most-significant bit 0. 


The exponent of each floating-point data type is encoded in biased format; see Section 4.8.2.2, “Biased Exponent.” 
The biasing constant is 15 for the half-precision format, 127 for the single-precision format, 1023 for the double- 
precision format, and 16,383 for the double extended-precision format. 


When storing floating-point values in memory, half-precision values are stored in 2 consecutive bytes in memory; 
single-precision values are stored in 4 consecutive bytes in memory; double-precision values are stored in 8 
consecutive bytes; and double extended-precision values are stored in 10 consecutive bytes. 


The single-precision and double-precision floating-point data types are operated on by x87 FPU, and 
SSE/SSE2/SSE3/SSE4.1 and Intel AVX instructions. The double-extended-precision floating-point format is only 
operated on by the x87 FPU. See Section 11.6.8, “Compatibility of SIMD and x87 FPU Floating-Point Data Types,” 
for a discussion of the compatibility of single-precision and double-precision floating-point data types between the 
x87 FPU and SSE/SSE2/SSE3 extensions. 


4.3 POINTER DATA TYPES 


Pointers are addresses of locations in memory. 


In non-64-bit modes, the architecture defines two types of pointers: a near pointer and a far pointer. A near 
pointer is a 32-bit (or 16-bit) offset (also called an effective address) within a segment. Near pointers are used 
for all memory references in a flat memory model or for references in a segmented model where the identity of the 
segment being accessed is implied. 


A far pointer is a logical address, consisting of a 16-bit segment selector and a 32-bit (or 16-bit) offset. Far pointers 
are used for memory references in a segmented memory model where the identity of a segment being accessed 
must be specified explicitly. Near and far pointers with 32-bit offsets are shown in Figure 4-4. 


Near Pointer 


31 0 


Far Pointer or Logical Address 


Segment Selector 


47 32 31 0 


Figure 4-4. Pointer Data Types 
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4.3.1 Pointer Data Types in 64-Bit Mode 


In 64-bit mode (a sub-mode of IA-32e mode), a near pointer is 64 bits. This equates to an effective address. Far 
pointers in 64-bit mode can be one of three forms: 


¢ 16-bit segment selector, 16-bit offset if the operand size is 32 bits 
16-bit segment selector, 32-bit offset if the operand size is 32 bits 
16-bit segment selector, 64-bit offset if the operand size is 64 bits 
See Figure 4-5. 
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Far Pointer with 32-bit Operand Size 
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Figure 4-5. Pointers in 64-Bit Mode 


4.4 BIT FIELD DATA TYPE 


A bit field (see Figure 4-6) is a contiguous sequence of bits. It can begin at any bit position of any byte in memory 
and can contain up to 32 bits. 


Bit Field 


Field Length —| 


Least 
Significant 
Bit 


Figure 4-6. Bit Field Data Type 
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4.5 STRING DATA TYPES 


Strings are continuous sequences of bits, bytes, words, or doublewords. A bit string can begin at any bit position 
of any byte and can contain up to 234 - 1 bits. A byte string can contain bytes, words, or doublewords and can 
range from zero to 232- 1 bytes (4 GBytes). 


4.6 PACKED SIMD DATA TYPES 


Intel 64 and IA-32 architectures define and operate on a set of 64-bit and 128-bit packed data type for use in SIMD 
operations. These data types consist of fundamental data types (packed bytes, words, doublewords, and quad- 
words) and numeric interpretations of fundamental types for use in packed integer and packed floating-point oper- 
ations. 


4.6.1 64-Bit SIMD Packed Data Types 


The 64-bit packed SIMD data types were introduced into the IA-32 architecture in the Intel MMX technology. They 
are operated on in MMX registers. The fundamental 64-bit packed data types are packed bytes, packed words, and 
packed doublewords (see Figure 4-7). When performing numeric SIMD operations on these data types, these data 
types are interpreted as containing byte, word, or doubleword integer values. 
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Figure 4-7. 64-Bit Packed SIMD Data Types 


4.6.2 128-Bit Packed SIMD Data Types 


The 128-bit packed SIMD data types were introduced into the IA-32 architecture in the SSE extensions and used 
with SSE2, SSE3 and SSSE3 extensions. They are operated on primarily in the 128-bit XMM registers and memory. 
The fundamental 128-bit packed data types are packed bytes, packed words, packed doublewords, and packed 
quadwords (see Figure 4-8). When performing SIMD operations on these fundamental data types in XMM registers, 
these data types are interpreted as containing packed or scalar single-precision floating-point or double-precision 
floating-point values, or as containing packed byte, word, doubleword, or quadword integer values. 
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Figure 4-8. 128-Bit Packed SIMD Data Types 


4.7 BCD AND PACKED BCD INTEGERS 


DATA TYPES 


Binary-coded decimal integers (BCD integers) are unsigned 4-bit integers with valid values ranging from 0 to 9. IA- 
32 architecture defines operations on BCD integers located in one or more general-purpose registers or in one or 


more x87 FPU registers (see Figure 4-9). 
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Figure 4-9. BCD Data Types 


When operating on BCD integers in general-purpose registers, the BCD values can be unpacked (one BCD digit per 
byte) or packed (two BCD digits per byte). The value of an unpacked BCD integer is the binary value of the low half- 
byte (bits 0 through 3). The high half-byte (bits 4 through 7) can be any value during addition and subtraction, but 
must be zero during multiplication and division. Packed BCD integers allow two BCD digits to be contained in one 
byte. Here, the digit in the high half-byte is more significant than the digit in the low half-byte. 


When operating on BCD integers in x87 FPU data registers, BCD values are packed in an 80-bit format and referred 
to as decimal integers. In this format, the first 9 bytes hold 18 BCD digits, 2 digits per byte. The least-significant 
digit is contained in the lower half-byte of byte 0 and the most-significant digit is contained in the upper half-byte 
of byte 9. The most significant bit of byte 10 contains the sign bit (0 = positive and 1 = negative; bits 0 through 6 
of byte 10 are don’t care bits). Negative decimal integers are not stored in two's complement form; they are distin- 
guished from positive decimal integers only by the sign bit. The range of decimal integers that can be encoded in 
this format is -10!8+1 to 108 -1. 


The decimal integer format exists in memory only. When a decimal integer is loaded in an x87 FPU data register, it 
is automatically converted to the double-extended-precision floating-point format. All decimal integers are exactly 
representable in double extended-precision format. 


Table 4-4 gives the possible encodings of value in the decimal integer data type. 


Table 4-4. Packed Decimal Integer Encodings 


: Magnitude 
Class Sign oe = a oe ae 
digit digit digit digit we digit 
Positive 
Largest 0 0000000 1001 1001 1001 1001 = 1001 
Smallest 0 0000000 0000 0000 0000 0000 7 0001 
Zero 0 0000000 0000 0000 0000 0000 x 0000 
Negative 
Zero 1 0000000 0000 0000 0000 0000 “ 0000 
Smallest 1 0000000 0000 0000 0000 0000 e 0001 
Largest 1 0000000 1001 1001 1001 1001 = 1001 
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Table 4-4. Packed Decimal Integer Encodings (Contd.) 


; Magnitude 
Class Sign — — 
digit digit digit digit sit digit 
Packed BCD 1 1111111 1111 1111 1100 0000 o 0000 
Integer 
Indefinite 
< 1 byte > < 9 bytes > 


The packed BCD integer indefinite encoding (FFFFCOOOO00000000000H) is stored by the FBSTP instruction in 
response to a masked floating-point invalid-operation exception. Attempting to load this value with the FBLD 
instruction produces an undefined result. 


4.8 REAL NUMBERS AND FLOATING-POINT FORMATS 


This section describes how real numbers are represented in floating-point format in x87 FPU and 
SSE/SSE2/SSE3/SSE4.1 and Intel AVX floating-point instructions. It also introduces terms such as normalized 
numbers, denormalized numbers, biased exponents, signed zeros, and NaNs. Readers who are already familiar 
with floating-point processing techniques and the IEEE Standard 754 for Binary Floating-Point Arithmetic may wish 
to skip this section. 


4.8.1 Real Number System 


As shown in Figure 4-10, the real-number system comprises the continuum of real numbers from minus infinity (— 
co) to plus infinity (+ ©). 


Because the size and number of registers that any computer can have is limited, only a subset of the real-number 
continuum can be used in real-number (floating-point) calculations. As shown at the bottom of Figure 4-10, the 
subset of real numbers that the IA-32 architecture supports represents an approximation of the real number 
system. The range and precision of this real-number subset is determined by the IEEE Standard 754 floating-point 
formats. 


4.8.2 Floating-Point Format 


To increase the speed and efficiency of real-number computations, computers and microprocessors typically repre- 
sent real numbers in a binary floating-point format. In this format, a real number has three parts: a sign, a signif- 
icand, and an exponent (see Figure 4-11). 


The sign is a binary value that indicates whether the number is positive (0) or negative (1). The significand has 
two parts: a 1-bit binary integer (also referred to as the J-bit) and a binary fraction. The integer-bit is often not 
represented, but instead is an implied value. The exponent is a binary integer that represents the base-2 power by 
which the significand is multiplied. 


Table 4-5 shows how the real number 178.125 (in ordinary decimal format) is stored in IEEE Standard 754 floating- 
point format. The table lists a progression of real number notations that leads to the single-precision, 32-bit 
floating-point format. In this format, the significand is normalized (see Section 4.8.2.1, “Normalized Numbers”) 
and the exponent is biased (see Section 4.8.2.2, “Biased Exponent”). For the single-precision floating-point 
format, the biasing constant is +127. 
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Figure 4-10. Binary Real Number System 


Sign 


Exponent Significand 


Fraction 


Integer or J-Bit - 


Figure 4-11. Binary Floating-Point Format 


Table 4-5. Real and Floating-Point Number Notation 


Notation Value 
Ordinary Decimal 178.125 
Scientific Decimal 1.78125E192 
Scientific Binary 1.0110010001E3111 
Scientific Binary 1.0110010001€310000110 
(Biased Exponent) 
IEEE Single-Precision Format Sign Biased Exponent Normalized Significand 
0 10000110 0110010001 0000000000000 
1. (Implied) 
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4.8.2.1 Normalized Numbers 


In most cases, floating-point numbers are encoded in normalized form. This means that except for zero, the signif- 
icand is always made up of an integer of 1 and the following fraction: 


1. fff... ff 


For values less than 1, leading zeros are eliminated. (For each leading zero eliminated, the exponent is decre- 
mented by one.) 


Representing numbers in normalized form maximizes the number of significant digits that can be accommodated 
in a significand of a given width. To summarize, a normalized real number consists of a normalized significand that 
represents a real number between 1 and 2 and an exponent that specifies the number's binary point. 


4.8.2.2 Biased Exponent 


In the IA-32 architecture, the exponents of floating-point numbers are encoded in a biased form. This means that 
a constant is added to the actual exponent so that the biased exponent is always a positive number. The value of 
the biasing constant depends on the number of bits available for representing exponents in the floating-point 
format being used. The biasing constant is chosen so that the smallest normalized number can be reciprocated 
without overflow. 


See Section 4.2.2, “Floating-Point Data Types,” for a list of the biasing constants that the IA-32 architecture uses 
for the various sizes of floating-point data-types. 


4.8.3 Real Number and Non-number Encodings 


A variety of real numbers and special values can be encoded in the IEEE Standard 754 floating-point format. These 
numbers and values are generally divided into the following classes: 


¢ Signed zeros 

¢ Denormalized finite numbers 

¢ Normalized finite numbers 

° Signed infinities 

° NaNs 

¢ Indefinite numbers 

(The term NaN stands for “Not a Number.”) 


Figure 4-12 shows how the encodings for these numbers and non-numbers fit into the real number continuum. The 
encodings shown here are for the IEEE single-precision floating-point format. The term “S” indicates the sign bit, 
“E” the biased exponent, and “Sig” the significand. The exponent values are given in decimal. The integer bit is 
shown for the significands, even though the integer bit is implied in single-precision floating-point format. 
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NaN NaN 
— Denormalized Finite + Denormalized Finite 
—co — Normalized Finite NX -0+0 + Normalized Finite + co 
t t t—+—+ t t 
Real Number and NaN Encodings For 32-Bit Floating-Point Format 

S_E Sig! S_E Sig! 

1 0 0.000... -0 +0/0 0 0.000... 
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x3] 255 | 1.0Xx...2 | SNaN SNaN [x4 255 | 1.0XX...2 
Xx} 255 | 1.1XX.... |] QNaN QNaN [X93 255 | 1.1XX... 
NOTES: 


1. Integer bit of fraction implied for 
single-precision floating-point format. 


2. Fraction must be non-zero. 
3. Sign bit ignored. 


Figure 4-12. Real Numbers and NaNs 


An IA-32 processor can operate on and/or return any of these values, depending on the type of computation being 
performed. The following sections describe these number and non-number classes. 


4.8.3.1 Signed Zeros 


Zero can be represented as a +0 or a —0 depending on the sign bit. Both encodings are equal in value. The sign of 
a zero result depends on the operation being performed and the rounding mode being used. Signed zeros have 
been provided to aid in implementing interval arithmetic. The sign of a zero may indicate the direction from which 
underflow occurred, or it may indicate the sign of an «that has been reciprocated. 


4.8.3.2 Normalized and Denormalized Finite Numbers 


Non-zero, finite numbers are divided into two classes: normalized and denormalized. The normalized finite 
numbers comprise all the non-zero finite values that can be encoded in a normalized real number format between 
zero and -~. In the single-precision floating-point format shown in Figure 4-12, this group of numbers includes all 
the numbers with biased exponents ranging from 1 to 25449 (unbiased, the exponent range is from —12649 to 
+12719). 


When floating-point numbers become very close to zero, the normalized-number format can no longer be used to 
represent the numbers. This is because the range of the exponent is not large enough to compensate for shifting 
the binary point to the right to eliminate leading zeros. 


When the biased exponent is zero, smaller numbers can only be represented by making the integer bit (and 
perhaps other leading bits) of the significand zero. The numbers in this range are called denormalized numbers. 
The use of leading zeros with denormalized numbers allows smaller numbers to be represented. However, this 
denormalization may cause a loss of precision (the number of significant bits is reduced by the leading zeros). 


When performing normalized floating-point computations, an IA-32 processor normally operates on normalized 
numbers and produces normalized numbers as results. Denormalized numbers represent an underflow condition. 
The exact conditions are specified in Section 4.9.1.5, “Numeric Underflow Exception (#U).” 


A denormalized number is computed through a technique called gradual underflow. Table 4-6 gives an example of 
gradual underflow in the denormalization process. Here the single-precision format is being used, so the minimum 
exponent (unbiased) is -126;9. The true result in this example requires an exponent of —129,9 in order to have a 


4-14 Vol.1 


DATA TYPES 


normalized number. Since -129,, is beyond the allowable exponent range, the result is denormalized by inserting 
leading zeros until the minimum exponent of —126 49 is reached. 


Table 4-6. Denormalization Process 


Operation Sign Exponent* Significand 

True Result 0 -129 1.01011100000...00 
Denormalize 0 -128 0.10101110000...00 
Denormalize 0 -127 0.01010111000...00 
Denormalize 0 -126 0.00101011100...00 
Denormal Result 0 -126 0.00101011100...00 


* Expressed as an unbiased, decimal number. 


In the extreme case, all the significant bits are shifted out to the right by leading zeros, creating a zero result. 
The Intel 64 and IA-32 architectures deal with denormal values in the following ways: 
¢ It avoids creating denormals by normalizing numbers whenever possible. 


¢ It provides the floating-point underflow exception to permit programmers to detect cases when denormals are 
created. 


e It provides the floating-point denormal-operand exception to permit procedures or programs to detect when 
denormals are being used as source operands for computations. 


4.8.3.3 Signed Infinities 


The two infinities, + 0 and —, represent the maximum positive and negative real numbers, respectively, that can 
be represented in the floating-point format. Infinity is always represented by a significand of 1.00...00 (the integer 
bit may be implied) and the maximum biased exponent allowed in the specified format (for example, 25549 for the 
single-precision format). 


The signs of infinities are observed, and comparisons are possible. Infinities are always interpreted in the affine 
sense; that is, -- is less than any finite number and + is greater than any finite number. Arithmetic on infinities 
is always exact. Exceptions are generated only when the use of an infinity as a source operand constitutes an 
invalid operation. 


Whereas denormalized numbers may represent an underflow condition, the two « numbers may represent the 
result of an overflow condition. Here, the normalized result of a computation has a biased exponent greater than 
the largest allowable exponent for the selected result format. 


4.8.3.4 | NaNs 


Since NaNs are non-numbers, they are not part of the real number line. In Figure 4-12, the encoding space for 
NaNs in the floating-point formats is shown above the ends of the real number line. This space includes any value 
with the maximum allowable biased exponent and a non-zero fraction (the sign bit is ignored for NaNs). 


The IA-32 architecture defines two classes of NaNs: quiet NaNs (QNaNs) and signaling NaNs (SNaNs). A QNaN is a 
NaN with the most significant fraction bit set; an SNaN is a NaN with the most significant fraction bit clear. QNaNs 
are allowed to propagate through most arithmetic operations without signaling an exception. SNaNs generally 
signal a floating-point invalid-operation exception whenever they appear as operands in arithmetic operations. 


SNaNs are typically used to trap or invoke an exception handler. They must be inserted by software; that is, the 
processor never generates an SNaN as a result of a floating-point operation. 
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4.8.3.5 Operating on SNaNs and QNaNs 


When a floating-point operation is performed on an SNaN and/or a QNaN, the result of the operation is either a 
QNaN delivered to the destination operand or the generation of a floating-point invalid operation exception, 
depending on the following rules: 


If one of the source operands is an SNaN and the floating-point invalid-operation exception is not masked (see 
Section 4.9.1.1, “Invalid Operation Exception (#I)”), then a floating-point invalid-operation exception is 
signaled and no result is stored in the destination operand. If one of the source operands is a QNaN and the 
floating-point invalid-operation exception is not masked and the operation is one that generates an invalid- 
operation exception for QNaN operands as described in Section 8.5.1.2, “Invalid Arithmetic Operand Exception 
(#IA),” or Section 11.5.2.1, “Invalid Operation Exception (#I)”, then a floating-point invalid-operation 
exception is signaled and no result is stored in the destination operand. 


If either or both of the source operands are NaNs and floating-point invalid-operation exception is masked, the 
result is as shown in Table 4-7. When an SNaN is converted to a QNaN, the conversion is handled by setting the 
most-significant fraction bit of the SNaN to 1. Also, when one of the source operands is an SNaN, or when it is 
a QNaN and the operation is one that generates an invalid-operation exception for QNaN operands as described 
in Section 8.5.1.2, “Invalid Arithmetic Operand Exception (#IA),” or Section 11.5.2.1, “Invalid Operation 
Exception (#1)”, then the floating-point invalid-operation exception flag is set. Note that for some combinations 
of source operands, the result is different for x87 FPU operations and for SSE/SSE2/SSE3/SSE4.1 operations. 
Intel AVX follows the same behavior as SSE/SSE2/SSE3/SSE4.1 in this respect. 


When neither of the source operands is a NaN, but the operation generates a floating-point invalid-operation 
exception (see Tables 8-10 and 11-1), the result is commonly a QNaN FP Indefinite (Section 4.8.3.7). 


Any exceptions to the behavior described in Table 4-7 are described in Section 8.5.1.2, “Invalid Arithmetic Operand 
Exception (#IA),” and Section 11.5.2.1, “Invalid Operation Exception (#1).” 


Table 4-7. Rules for Handling NaNs 


Source Operands Result! 


SNaN and QNaN x87 FPU — QNaN source operand. 


SSE/SSE2/SSE3/SSE4.1/AVX — First source operand (if this operand is an 
SNaN, it is converted to a QNaN) 


Two SNaNs x87 FPU—SNaN source operand with the larger significand, converted into a 
QNaN 
SSE/SSE2/SSE3/SSE4.1/AVX — First source operand converted to a QNaN 
Two QNaNs x87 FPU — QNaN source operand with the larger 
significand 
SSE/SSE2/SSE3/SSE4.1/AVX — First source operand 
SNaN and a floating-point value SNaN source operand, converted into a QNaN 
QNaN and a floating-point value QNaN source operand 


SNaN (for instructions that take only one operand) | SNaN source operand, converted into a QNaN 


QNaN (for instructions that take only one operand) | QNaN source operand 


NOTE: 

1. For SSE/SSE2/SSE3/SSE4.1 instructions, the first operand is generally a source operand that becomes the destination operand. For 
AVX instructions, the first source operand is usually the 2nd operand in a non-destructive source syntax. Within the Result column, 
the x87 FPU notation also applies to the FISTTP instruction in SSE3; the SSE3 notation applies to the SIMD floating-point instruc- 
tions. 


4.8.3.6 Using SNaNs and QNaNs in Applications 


Except for the rules given at the beginning of Section 4.8.3.4, “NaNs,” for encoding SNaNs and QNaNs, software is 
free to use the bits in the significand of a NaN for any purpose. Both SNaNs and QNaNs can be encoded to carry and 


store data, such as diagnostic information. 
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By unmasking the invalid operation exception, the programmer can use signaling NaNs to trap to the exception 
handler. The generality of this approach and the large number of NaN values that are available provide the sophis- 
ticated programmer with a tool that can be applied to a variety of special situations. 


For example, a compiler can use signaling NaNs as references to uninitialized (real) array elements. The compiler 
can preinitialize each array element with a signaling NaN whose significand contains the index (relative position) of 
the element. Then, if an application program attempts to access an element that it has not initialized, it can use the 
NaN placed there by the compiler. If the invalid operation exception is unmasked, an interrupt will occur, and the 
exception handler will be invoked. The exception handler can determine which element has been accessed, since 
the operand address field of the exception pointer will point to the NaN, and the NaN will contain the index number 
of the array element. 


Quiet NaNs are often used to speed up debugging. In its early testing phase, a program often contains multiple 
errors. An exception handler can be written to save diagnostic information in memory whenever it is invoked. After 
storing the diagnostic data, it can supply a quiet NaN as the result of the erroneous instruction, and that NaN can 
point to its associated diagnostic area in memory. The program will then continue, creating a different NaN for each 
error. When the program ends, the NaN results can be used to access the diagnostic data saved at the time the 
errors occurred. Many errors can thus be diagnosed and corrected in one test run. 


In embedded applications that use computed results in further computations, an undetected QNaN can invalidate 
all subsequent results. Such applications should therefore periodically check for QNaNs and provide a recovery 
mechanism to be used if a QNaN result is detected. 


4.8.3.7 QNaN Floating-Point Indefinite 


For the floating-point data type encodings (single-precision, double-precision, and double-extended-precision), 
one unique encoding (a QNaN) is reserved for representing the special value QNaN floating-point indefinite. The 
x87 FPU and the SSE/SSE2/SSE3/SSE4.1/AVX extensions return these indefinite values as responses to some 
masked floating-point exceptions. Table 4-3 shows the encoding used for the QNaN floating-point indefinite. 


4.8.3.8 Half-Precision Floating-Point Operation 


Half-precision floating-point values are not used by the processor directly for arithmetic operations. Two instruc- 
tions, VCVTPH2PS, VCVTPS2PH, provide conversion only between half-precision and single-precision floating-point 
values. 


The SIMD floating-point exception behavior of VCVTPH2PS and VCVTPS2PH are described in Section 14.4.1. 


4.8.4 Rounding 


When performing floating-point operations, the processor produces an infinitely precise floating-point result in the 
destination format (single-precision, double-precision, or double extended-precision floating-point) whenever 
possible. However, because only a subset of the numbers in the real number continuum can be represented in IEEE 
Standard 754 floating-point formats, it is often the case that an infinitely precise result cannot be encoded exactly 
in the format of the destination operand. 


For example, the following value (a) has a 24-bit fraction. The least-significant bit of this fraction (the underlined 
bit) cannot be encoded exactly in the single-precision format (which has only a 23-bit fraction): 


(a) 1.0001 0000 1000 0011 1001 0111E, 101 


To round this result (a), the processor first selects two representable fractions b and c that most closely bracket a 
in value (b<a<c). 


(b) 1.0001 0000 1000 0011 1001 011E, 101 
(c) 1.0001 0000 1000 0011 1001 100E, 101 


The processor then sets the result to b or to c according to the selected rounding mode. Rounding introduces an 
error in a result that is less than one unit in the last place (the least significant bit position of the floating-point 
value) to which the result is rounded. 
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The IEEE Standard 754 defines four rounding modes (see Table 4-8): round to nearest, round up, round down, and 
round toward zero. The default rounding mode (for the Intel 64 and IA-32 architectures) is round to nearest. This 
mode provides the most accurate and statistically unbiased estimate of the true result and is suitable for most 
applications. 


Table 4-8. Rounding Modes and Encoding of Rounding Control (RC) Field 


Rounding Mode RC Field Description 
Setting 
Round to OOB Rounded result is the closest to the infinitely precise result. If two values are equally close, the 
nearest (even) result is the even value (that is, the one with the least-significant bit of zero). Default 
Round down 01B Rounded result is closest to but no greater than the infinitely precise result. 
(toward —co) 
Round up 10B Rounded result is closest to but no less than the infinitely precise result. 
(toward +co) 
Round toward 11B Rounded result is closest to but no greater in absolute value than the infinitely precise result. 
zero (Truncate) 


The round up and round down modes are termed directed rounding and can be used to implement interval arith- 
metic. Interval arithmetic is used to determine upper and lower bounds for the true result of a multistep computa- 
tion, when the intermediate results of the computation are subject to rounding. 


The round toward zero mode (sometimes called the “chop” mode) is commonly used when performing integer 
arithmetic with the x87 FPU. 


The rounded result is called the inexact result. When the processor produces an inexact result, the floating-point 
precision (inexact) flag (PE) is set (see Section 4.9.1.6, “Inexact-Result (Precision) Exception (#P)”). 


The rounding modes have no effect on comparison operations, operations that produce exact results, or operations 
that produce NaN results. 


4.8.4.1 Rounding Control (RC) Fields 


In the Intel 64 and IA-32 architectures, the rounding mode is controlled by a 2-bit rounding-control (RC) field 
(Table 4-8 shows the encoding of this field). The RC field is implemented in two different locations: 


¢ x87 FPU control register (bits 10 and 11) 
° The MXCSR register (bits 13 and 14) 


Although these two RC fields perform the same function, they control rounding for different execution environ- 
ments within the processor. The RC field in the x87 FPU control register controls rounding for computations 
performed with the x87 FPU instructions; the RC field in the MXCSR register controls rounding for SIMD floating- 
point computations performed with the SSE/SSE2 instructions. 


4.8.4.2 Truncation with SSE and SSE2 Conversion Instructions 


The following SSE/SSE2 instructions automatically truncate the results of conversions from floating-point values to 
integers when the result it inexact: CVTTPD2DQ, CVTTPS2DQ, CVTTPD2PI, CVTTPS2PI, CVTTSD2SI, CVTTSS2SI. 
Here, truncation means the round toward zero mode described in Table 4-8. 


4.9 OVERVIEW OF FLOATING-POINT EXCEPTIONS 


The following section provides an overview of floating-point exceptions and their handling in the IA-32 architecture. 
For information specific to the x87 FPU and to the SSE/SSE2/SSE3/SSE4.1 extensions, refer to the following 
sections: 


° Section 8.4, “x87 FPU Floating-Point Exception Handling” 
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® Section 11.5, “SSE, SSE2, and SSE3 Exceptions” 


When operating on floating-point operands, the IA-32 architecture recognizes and detects six classes of exception 
conditions: 


¢ Invalid operation (#1) 

* Divide-by-zero (#Z) 

¢ Denormalized operand (#D) 

¢ Numeric overflow (#0) 

¢ Numeric underflow (#U) 

¢  Inexact result (precision) (#P) 


The nomenclature of “#” symbol followed by one or two letters (for example, #P) is used in this manual to indicate 
exception conditions. It is merely a short-hand form and is not related to assembler mnemonics. 


NOTE 


All of the exceptions listed above except the denormal-operand exception (#D) are defined in IEEE 
Standard 754. 


The invalid-operation, divide-by-zero and denormal-operand exceptions are pre-computation exceptions (that is, 
they are detected before any arithmetic operation occurs). The numeric-underflow, numeric-overflow and precision 
exceptions are post-computation exceptions. 


Each of the six exception classes has a corresponding flag bit (IE, ZE, OE, UE, DE, or PE) and mask bit (IM, ZM, OM, 
UM, DM, or PM). When one or more floating-point exception conditions are detected, the processor sets the appro- 
priate flag bits, then takes one of two possible courses of action, depending on the settings of the corresponding 
mask bits: 


¢ Mask bit set. Handles the exception automatically, producing a predefined (and often times usable) result, 
while allowing program execution to continue undisturbed. 


¢ Mask bit clear. Invokes a software exception handler to handle the exception. 


The masked (default) responses to exceptions have been chosen to deliver a reasonable result for each exception 
condition and are generally satisfactory for most floating-point applications. By masking or unmasking specific 
floating-point exceptions, programmers can delegate responsibility for most exceptions to the processor and 
reserve the most severe exception conditions for software exception handlers. 


Because the exception flags are “sticky,” they provide a cumulative record of the exceptions that have occurred 
since they were last cleared. A programmer can thus mask all exceptions, run a calculation, and then inspect the 
exception flags to see if any exceptions were detected during the calculation. 


In the IA-32 architecture, floating-point exception flag and mask bits are implemented in two different locations: 


¢ x87 FPU status word and control word. The flag bits are located at bits 0 through 5 of the x87 FPU status word 
and the mask bits are located at bits 0 through 5 of the x87 FPU control word (see Figures 8-4 and 8-6). 


¢ MXCSR register. The flag bits are located at bits 0 through 5 of the MXCSR register and the mask bits are 
located at bits 7 through 12 of the register (see Figure 10-3). 


Although these two sets of flag and mask bits perform the same function, they report on and control exceptions for 
different execution environments within the processor. The flag and mask bits in the x87 FPU status and control 
words control exception reporting and masking for computations performed with the x87 FPU instructions; the 
companion bits in the MXCSR register control exception reporting and masking for SIMD floating-point computa- 
tions performed with the SSE/SSE2/SSE3 instructions. 


Note that when exceptions are masked, the processor may detect multiple exceptions in a single instruction, 
because it continues executing the instruction after performing its masked response. For example, the processor 
can detect a denormalized operand, perform its masked response to this exception, and then detect numeric 
underflow. 


See Section 4.9.2, “Floating-Point Exception Priority,” for a description of the rules for exception precedence when 
more than one floating-point exception condition is detected for an instruction. 
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4.9.1 Floating-Point Exception Conditions 


The following sections describe the various conditions that cause a floating-point exception to be generated and the 
masked response of the processor when these conditions are detected. The Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volumes 3A & 3B, list the floating-point exceptions that can be signaled for each 
floating-point instruction. 


4.9.1.1 Invalid Operation Exception (#1) 


The processor reports an invalid operation exception in response to one or more invalid arithmetic operands. If the 
invalid operation exception is masked, the processor sets the IE flag and returns an indefinite value or a QNaN. This 
value overwrites the destination register specified by the instruction. If the invalid operation exception is not 
masked, the IE flag is set, a software exception handler is invoked, and the operands remain unaltered. 


See Section 4.8.3.6, “Using SNaNs and QNaNs in Applications,” for information about the result returned when an 
exception is caused by an SNaN. 


The processor can detect a variety of invalid arithmetic operations that can be coded in a program. These opera- 

tions generally indicate a programming error, such as dividing - by «. See the following sections for information 
regarding the invalid-operation exception when detected while executing x87 FPU or SSE/SSE2/SSE3/SSE4.1 or 

AVX instructions: 


°® x87 FPU; Section 8.5.1, “Invalid Operation Exception”. 
¢ SIMD floating-point exceptions; Section 11.5.2.1, “Invalid Operation Exception (#1)”. 


4.9.1.2 Denormal Operand Exception (#D) 


The processor reports the denormal-operand exception if an arithmetic instruction attempts to operate ona 
denormal operand (see Section 4.8.3.2, “Normalized and Denormalized Finite Numbers”). When the exception is 
masked, the processor sets the DE flag and proceeds with the instruction. Operating on denormal numbers will 
produce results at least as good as, and often better than, what can be obtained when denormal numbers are 
flushed to zero. Programmers can mask this exception so that a computation may proceed, then analyze any loss 
of accuracy when the final result is delivered. 


When a denormal-operand exception is not masked, the DE flag is set, a software exception handler is invoked, and 
the operands remain unaltered. When denormal operands have reduced significance due to loss of low-order bits, 
it may be advisable to not operate on them. Precluding denormal operands from computations can be accom- 
plished by an exception handler that responds to unmasked denormal-operand exceptions. 


See the following sections for information regarding the denormal-operand exception when detected while 
executing x87 FPU or SSE/SSE2/SSE3 instructions: 


° x87 FPU; Section 8.5.2, “Denormal Operand Exception (#D)”. 
¢ SIMD floating-point exceptions; Section 11.5.2.2, ‘Denormal-Operand Exception (#D)”. 


4.9.1.3 Divide-By-Zero Exception (#Z) 


The processor reports the floating-point divide-by-zero exception whenever an instruction attempts to divide a 
finite non-zero operand by 0. The masked response for the divide-by-zero exception is to set the ZE flag and return 
an infinity signed with the exclusive OR of the sign of the operands. If the divide-by-zero exception is not masked, 
the ZE flag is set, a software exception handler is invoked, and the operands remain unaltered. 


See the following sections for information regarding the divide-by-zero exception when detected while executing 
x87 FPU or SSE/SSE2 instructions: 


° x87 FPU; Section 8.5.3, “Divide-By-Zero Exception (#Z)”. 
¢ SIMD floating-point exceptions; Section 11.5.2.3, “Divide-By-Zero Exception (#Z)”. 
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4.9.1.4 Numeric Overflow Exception (#0) 


The processor reports a floating-point numeric overflow exception whenever the rounded result of an instruction 
exceeds the largest allowable finite value that will fit into the destination operand. Table 4-9 shows the threshold 
range for numeric overflow for each of the floating-point formats; overflow occurs when a rounded result falls at or 
outside this threshold range. 


Table 4-9. Numeric Overflow Thresholds 


Floating-Point Format Overflow Thresholds 
Single Precision |x]>1.0 «2128 
Double Precision |x| > 1.0 «21024 
Double Extended Precision |x| > 1.0 « 216384 


When a numeric-overflow exception occurs and the exception is masked, the processor sets the OE flag and 
returns one of the values shown in Table 4-10, according to the current rounding mode. See Section 4.8.4, 
“Rounding.” 


When numeric overflow occurs and the numeric-overflow exception is not masked, the OE flag is set, a software 
exception handler is invoked, and the source and destination operands either remain unchanged or a biased result 
is stored in the destination operand (depending whether the overflow exception was generated during an 
SSE/SSE2/SSE3 floating-point operation or an x87 FPU operation). 


Table 4-10. Masked Responses to Numeric Overflow 


Rounding Mode Sign of True Result Result 
To nearest + too 
Toward -co + Largest finite positive number 
Toward +o + too 
- Largest finite negative number 
Toward zero + Largest finite positive number 
- Largest finite negative number 


See the following sections for information regarding the numeric overflow exception when detected while executing 
x87 FPU instructions or while executing SSE/SSE2/SSE3 instructions: 


° x87 FPU; Section 8.5.4, “Numeric Overflow Exception (#0)” 
¢ SIMD floating-point exceptions; Section 11.5.2.4, “Numeric Overflow Exception (#0)” 


4.9.1.5 Numeric Underflow Exception (#U) 


The processor detects a potential floating-point numeric underflow condition whenever the result of rounding with 
unbounded exponent (taking into account precision control for x87) is non-zero and tiny; that is, non-zero and less 
than the smallest possible normalized, finite value that will fit into the destination operand. Table 4-11 shows the 
threshold range for numeric underflow for each of the floating-point formats (assuming normalized results); 
underflow occurs when a rounded result falls strictly within the threshold range. The ability to detect and handle 
underflow is provided to prevent a very small result from propagating through a computation and causing another 
exception (such as overflow during division) to be generated at a later time. Results which trigger underflow are 
also potentially less accurate. 
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Table 4-11. Numeric Underflow (Normalized) Thresholds 


Floating-Point Format Underflow Thresholds* 
Single Precision [x] <1.0 «2-126 
Double Precision 1x |< 1.0 «21022 
Double Extended Precision |x |< 1.0 * 2- 16382 


* Where ‘x’ is the result rounded to destination precision with an unbounded exponent range. 


How the processor handles an underflow condition, depends on two related conditions: 
* creation of a tiny, non-zero result 
* creation of an inexact result; that is, a result that cannot be represented exactly in the destination format 


Which of these events causes an underflow exception to be reported and how the processor responds to the excep- 
tion condition depends on whether the underflow exception is masked: 


° Underflow exception masked — The underflow exception is reported (the UE flag is set) only when the result 
is both tiny and inexact. The processor returns a correctly signed result whose magnitude is less than or equal 
to the smallest positive normal floating-point number to the destination operand, regardless of inexactness. 


¢ Underflow exception not masked — The underflow exception is reported when the result is non-zero tiny, 
regardless of inexactness. The processor leaves the source and destination operands unaltered or stores a 
biased result in the destination operand (depending whether the underflow exception was generated during an 
SSE/SSE2/SSE3 floating-point operation or an x87 FPU operation) and invokes a software exception handler. 


See the following sections for information regarding the numeric underflow exception when detected while 
executing x87 FPU instructions or while executing SSE/SSE2/SSE3 instructions: 


° x87 FPU; Section 8.5.5, “Numeric Underflow Exception (#U)” 
¢ SIMD floating-point exceptions; Section 11.5.2.5, “Numeric Underflow Exception (#U)” 


4.9.1.6 Inexact-Result (Precision) Exception (#P) 


The inexact-result exception (also called the precision exception) occurs if the result of an operation is not exactly 
representable in the destination format. For example, the fraction 1/3 cannot be precisely represented in binary 
floating-point form. This exception occurs frequently and indicates that some (normally acceptable) accuracy will 
be lost due to rounding. The exception is supported for applications that need to perform exact arithmetic only. 
Because the rounded result is generally satisfactory for most applications, this exception is commonly masked. 


If the inexact-result exception is masked when an inexact-result condition occurs and a numeric overflow or under- 
flow condition has not occurred, the processor sets the PE flag and stores the rounded result in the destination 
operand. The current rounding mode determines the method used to round the result. See Section 4.8.4, 
“Rounding.” 


If the inexact-result exception is not masked when an inexact result occurs and numeric overflow or underflow has 
not occurred, the PE flag is set, the rounded result is stored in the destination operand, and a software exception 
handler is invoked. 


If an inexact result occurs in conjunction with numeric overflow or underflow, one of the following operations is 
carried out: 


¢ If an inexact result occurs along with masked overflow or underflow, the OE flag or UE flag and the PE flag are 
set and the result is stored as described for the overflow or underflow exceptions; see Section 4.9.1.4, 
“Numeric Overflow Exception (#0),” or Section 4.9.1.5, “Numeric Underflow Exception (#U).” If the inexact 
result exception is unmasked, the processor also invokes a software exception handler. 


¢ If an inexact result occurs along with unmasked overflow or underflow and the destination operand is a register, 
the OE or UE flag and the PE flag are set, the result is stored as described for the overflow or underflow 
exceptions, and a software exception handler is invoked. 


If an unmasked numeric overflow or underflow exception occurs and the destination operand is a memory location 
(which can happen only for a floating-point store), the inexact-result condition is not reported and the C1 flag is 
cleared. 
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See the following sections for information regarding the inexact-result exception when detected while executing 
x87 FPU or SSE/SSE2/SSE3 instructions: 


° x87 FPU; Section 8.5.6, “Inexact-Result (Precision) Exception (#P)” 
¢ SIMD floating-point exceptions; Section 11.5.2.3, “Divide-By-Zero Exception (#Z)” 


4.9.2 Floating-Point Exception Priority 


The processor handles exceptions according to a predetermined precedence. When an instruction generates two or 
more exception conditions, the exception precedence sometimes results in the higher-priority exception being 
handled and the lower-priority exceptions being ignored. For example, dividing an SNaN by zero can potentially 
signal an invalid-operation exception (due to the SNaN operand) and a divide-by-zero exception. Here, if both 
exceptions are masked, the processor handles the higher-priority exception only (the invalid-operation exception), 
returning a QNaN to the destination. Alternately, a denormal-operand or inexact-result exception can accompany 
a numeric underflow or overflow exception with both exceptions being handled. 


The precedence for floating-point exceptions is as follows: 
1. Invalid-operation exception, subdivided as follows: 

a. stack underflow (occurs with x87 FPU only) 

b. stack overflow (occurs with x87 FPU only) 


c. operand of unsupported format (occurs with x87 FPU only when using the double extended-precision 
floating-point format) 


d. SNaN operand 


2. QNaN operand. Though this is not an exception, the handling of a QNaN operand has precedence over lower- 
priority exceptions. For example, a QNaN divided by zero results in a QNaN, not a zero-divide exception. 


3. Any other invalid-operation exception not mentioned above or a divide-by-zero exception. 


Denormal-operand exception. If masked, then instruction execution continues and a lower-priority exception 
can occur as well. 


5. Numeric overflow and underflow exceptions; possibly in conjunction with the inexact-result exception. 
6. Inexact-result exception. 


Invalid operation, zero divide, and denormal operand exceptions are detected before a floating-point operation 
begins. Overflow, underflow, and precision exceptions are not detected until a true result has been computed. 
When an unmasked pre-operation exception is detected, the destination operand has not yet been updated, and 
appears as if the offending instruction has not been executed. When an unmasked post-operation exception is 
detected, the destination operand may be updated with a result, depending on the nature of the exception (except 
for SSE/SSE2/SSE3 instructions, which do not update their destination operands in such cases). 


4.9.3 Typical Actions of a Floating-Point Exception Handler 


After the floating-point exception handler is invoked, the processor handles the exception in the same manner that 
it handles non-floating-point exceptions. The floating-point exception handler is normally part of the operating 
system or executive software, and it usually invokes a user-registered floating-point exception handle. 


A typical action of the exception handler is to store state information in memory. Other typical exception handler 
actions include: 


¢ Examining the stored state information to determine the nature of the error 

¢ Taking actions to correct the condition that caused the error 

°* Clearing the exception flags 

¢ Returning to the interrupted program and resuming normal execution 

In lieu of writing recovery procedures, the exception handler can do the following: 
¢ Increment in software an exception counter for later display or printing 
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¢ Print or display diagnostic information (such as the state information) 
° Halt further program execution 
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CHAPTER 5 
INSTRUCTION SET SUMMARY 


This chapter provides an abridged overview of Intel 64 and IA-32 instructions. Instructions are divided into the 
following groups: 


® Section 5.1, “General-Purpose Instructions”. 

® Section 5.2, “x87 FPU Instructions”. 

* Section 5.3, “x87 FPU AND SIMD State Management Instructions”. 

° Section 5.4, “MMX™ Instructions”. 

® Section 5.5, “SSE Instructions”. 

*® Section 5.6, “SSE2 Instructions”. 

® Section 5.7, “SSE3 Instructions”. 

® Section 5.8, “Supplemental Streaming SIMD Extensions 3 (SSSE3) Instructions”. 
® Section 5.9, “SSE4 Instructions”. 

® Section 5.10, “SSE4.1 Instructions”. 

® Section 5.11, “SSE4.2 Instruction Set”. 

* Section 5.12, “Intel® AES-NI and PCLMULQDQ”. 

* Section 5.13, “Intel® Advanced Vector Extensions (Intel® AVX)”. 

* Section 5.14, “16-bit Floating-Point Conversion”. 

°* Section 5.15, “Fused-Multiply-ADD (FMA)”. 

° Section 5.16, “Intel® Advanced Vector Extensions 2 (Intel® AVX2)”. 

* Section 5.17, “Intel® Transactional Synchronization Extensions (Intel® TSX)”. 
* Section 5.18, “Intel® SHA Extensions”. 

° Section 5.19, “Intel® Advanced Vector Extensions 512 (Intel® AVX-512)”. 
° Section 5.20, “System Instructions”. 

® Section 5.21, “64-Bit Mode Instructions”. 

® Section 5.22, “Virtual-Machine Extensions”. 

® Section 5.23, “Safer Mode Extensions”. 

® Section 5.24, “Intel® Memory Protection Extensions”. 

® Section 5.25, “Intel® Software Guard Extensions”. 

® Section 5.26, “Shadow Stack Management Instructions”. 

° Section 5.27, “Control Transfer Terminating Instructions”. 


Table 5-1 lists the groups and IA-32 processors that support each group. More recent instruction set extensions are 
listed in Table 5-2. Within these groups, most instructions are collected into functional subgroups. 


Table 5-1. Instruction Groups in Intel 64 and IA-32 Processors 


Instruction Set 


Architecture Intel 64 and IA-32 Processor Support 
General Purpose All Intel 64 and IA-32 processors. 
x87 FPU Intel486, Pentium, Pentium with MMX Technology, Celeron, Pentium Pro, Pentium II, Pentium II Xeon, 


Pentium Ill, Pentium Ill Xeon, Pentium 4, Intel Xeon processors, Pentium M, Intel Core Solo, Intel Core Duo, 
Intel Core 2 Duo processors, Intel Atom processors. 


x87 FPU and SIMD State | Pentium II, Pentium II Xeon, Pentium Ill, Pentium Ill Xeon, Pentium 4, Intel Xeon processors, Pentium M, 
Management Intel Core Solo, Intel Core Duo, Intel Core 2 Duo processors, Intel Atom processors. 
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Table 5-1. Instruction Groups in Intel 64 and IA-32 Processors (Contd.) 


Instruction Set 
Architecture 


Intel 64 and IA-32 Processor Support 


MMX Technology 


Pentium with MMX Technology, Celeron, Pentium I, Pentium II Xeon, Pentium Ill, Pentium Ill Xeon, Pentium 
4, Intel Xeon processors, Pentium M, Intel Core Solo, Intel Core Duo, Intel Core 2 Duo processors, Intel Atom 
processors. 


SSE Extensions 


Pentium Ill, Pentium Ill Xeon, Pentium 4, Intel Xeon processors, Pentium M, Intel Core Solo, Intel Core Duo, 
Intel Core 2 Duo processors, Intel Atom processors. 


SSE2 Extensions 


Pentium 4, Intel Xeon processors, Pentium M, Intel Core Solo, Intel Core Duo, Intel Core 2 Duo processors, 
Intel Atom processors. 


SSE3 Extensions 


Pentium 4 supporting HT Technology (built on 90nm process technology), Intel Core Solo, Intel Core Duo, 
Intel Core 2 Duo processors, Intel Xeon processor 3Xxxx, 5Xxx, 7Xxx Series, Intel Atom processors. 


SSSE3 Extensions 


Intel Xeon processor 3xxx, 5100, 5200, 5300, 5400, 5500, 5600, 7300, 7400, 7500 series, Intel Core 2 
Extreme processors QX6000 series, Intel Core 2 Duo, Intel Core 2 Quad processors, Intel Pentium Dual-Core 
processors, Intel Atom processors. 


IA-32e mode: 64-bit 
mode instructions 


Intel 64 processors. 


System Instructions 


Intel 64 and IA-32 processors. 


VMX Instructions 


Intel 64 and IA-32 processors supporting Intel Virtualization Technology. 


SMX Instructions 


Intel Core 2 Duo processor E6x50, E8xxx; Intel Core 2 Quad processor Q9xxx. 


Table 5-2. Instruction Set Extensions Introduction in Intel 64 and IA-32 Processors 


Instruction Set 
Architecture 


Processor Generation Introduction 


SSE4.1 Extensions 


Intel® Xeon® processor 3100, 3300, 5200, 5400, 7400, 7500 series, Intel® Core™ 2 Extreme processors 
QX9000 series, Intel® Core™ 2 Quad processor Q9000 series, Intel® Core™ 2 Duo processors 8000 series 
and T9000 series, Intel Atom® processor based on Silvermont microarchitecture. 


SSE4.2 Extensions, 
CRC32, POPCNT 


Intel® Core™ i7 965 processor, Intel’ Xeon® processors X3400, X3500, X5500, X6500, X7500 series, 
Intel Atom processor based on Silvermont microarchitecture. 


Intel® AES-NI, Intel® Xeon® processor E7 series, Intel’ Xeon® processors X3600 and X5600, Intel® Core™ i7 980X 

PCLMULQDQ processor, Intel Atom processor based on Silvermont microarchitecture. Use CPUID to verify presence of 
Intel AES-NI and PCLMULQDQ across Intel® Core™ processor families. 

Intel? AVX Intel® Xeon® processor E3 and E5 families, 2nd Generation Intel® Core™ i7, i5, i3 processor 2xxx families. 

F16C 3rd Generation Intel® Core™ processors, Intel® Xeon® processor E3-1200 v2 product family, Intel® Xeon® 
processor E5 v2 and €7 v2 families. 

RDRAND 3rd Generation Intel Core processors, Intel Xeon processor €3-1200 v2 product family, Intel Xeon 


processor E5 v2 and €7 v2 families, Intel Atom processor based on Silvermont microarchitecture. 


FS/GS base access 


3rd Generation Intel Core processors, Intel Xeon processor €3-1200 v2 product family, Intel Xeon 
processor E5 v2 and €7 v2 families, Intel Atom® processor based on Goldmont microarchitecture. 


FMA, AVX2, BMI1, BMI2, 
INVPCID, LZCNT, Intel® 
TSX 


Intel® Xeon® processor €3/E5/E7 v3 product families, 4th Generation Intel® Core™ processor family. 


MOVBE Intel Xeon processor €3/E5/E7 v3 product families, 4th Generation Intel Core processor family, Intel Atom 
processors. 
PREFETCHW Intel® Core™ M processor family; 5th Generation Intel® Core™ processor family, Intel Atom processor based 


on Silvermont microarchitecture. 
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Table 5-2. Instruction Set Extensions Introduction in Intel 64 and IA-32 Processors (Contd.) 


Instruction Set 
Architecture 


Processor Generation Introduction 


ADX 


Intel Core M processor family, 5th Generation Intel Core processor family. 


RDSEED, CLAC, STAC 


Intel Core M processor family, 5th Generation Intel Core processor family, Intel Atom processor based on 
Goldmont microarchitecture. 


AVX512ER, AVX512PF, 
PREFETCHWT 1 


Intel® Xeon Phi™ Processor 3200, 5200, 7200 Series. 


AVX512F, AVX512CD 


Intel Xeon Phi Processor 3200, 5200, 7200 Series, Intel® Xeon® Processor Scalable Family, Intel® Core™ i3- 
8121U processor. 


CLFLUSHOPT, XSAVEC, 
XSAVES, Intel®? MPX 


Intel Xeon Processor Scalable Family, 6th Generation Intel® Core™ processor family, Intel Atom processor 
based on Goldmont microarchitecture. 


SGX1 


6th Generation Intel Core processor family, Intel Atom® processor based on Goldmont Plus 
microarchitecture. 


AVX512DQ, AVX512BW, 
AVX512VL 


Intel Xeon Processor Scalable Family, Intel Core i3-8121U processor based on Cannon Lake 
microarchitecture. 


CLWB Intel Xeon Processor Scalable Family, Intel Atom® processor based on Tremont microarchitecture, 11th 
Generation Intel Core processor family based on Tiger Lake microarchitecture. 

PKU Intel Xeon Processor Scalable Family, 10th generation Intel® Core™ processors based on Comet Lake 
microarchitecture. 

AVX512_IFMA, Intel Core i3-8121U processor based on Cannon Lake microarchitecture. 

AVX512_VBMI 


Intel® SHA Extensions 


Intel Core i3-8121U processor based on Cannon Lake microarchitecture , Intel Atom processor based on 
Goldmont microarchitecture, 3rd Generation Intel® Xeon® Processor Scalable Family based on Ice Lake 
microarchitecture. 


UMIP Intel Core i3-8121U processor based on Cannon Lake microarchitecture, Intel Atom processor based on 
Goldmont Plus microarchitecture. 

PTWRITE Intel Atom processor based on Goldmont Plus microarchitecture. 

RDPID 10th Generation Intel® Core™ processor family based on Ice Lake microarchitecture, Intel Atom processor 


based on Goldmont Plus microarchitecture. 


AVX512_4FMAPS, 
AVX512_4VNNIW 


AVX512_VNNI 


Intel? Xeon Phi™ Processor 7215, 7285, 7295 Series. 


2nd Generation Intel® Xeon® Processor Scalable Family, 10th Generation Intel Core processor family based 
on Ice Lake microarchitecture. 


AVX512_VPOPCNTDQ 


Intel Xeon Phi Processor 7215, 7285, 7295 Series, 10th Generation Intel Core processor family based on 
Ice Lake microarchitecture. 


Fast Short REP MOV 10th Generation Intel Core processor family based on Ice Lake microarchitecture. 

GFNI (SSE) 10th Generation Intel Core processor family based on Ice Lake microarchitecture, Intel Atom processor 
based on Tremont microarchitecture. 

VAES, 10th Generation Intel Core processor family based on Ice Lake microarchitecture. 


GFNI (AVX/AVX51 2), 
AVX512_VBMIe2, 
VPCLMULQDQ, 
AVX512_BITALG 


ENCLV 


Intel Atom processor based on Tremont microarchitecture, 3rd Generation Intel® Xeon® Processor Scalable 
Processors based on Ice Lake microarchitecture. 


Split Lock Detection 


10th Generation Intel Core processor family based on Ice Lake microarchitecture, Intel Atom processor 
based on Tremont microarchitecture. 
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Table 5-2. Instruction Set Extensions Introduction in Intel 64 and IA-32 Processors (Contd.) 
Instruction Set 


Architecture Processor Generation Introduction 

CLDEMOTE Intel Atom processor based on Tremont microarchitecture. 

Direct stores: MOVDIRI, Intel Atom processor based on Tremont microarchitecture, 11th Generation Intel Core processor family 
MOVDIR64B based on Tiger Lake microarchitecture. 

User wait: TPAUSE, Intel Atom processor based on Tremont microarchitecture. 

UMONITOR, UMWAIT 

AVX512_BF16 3rd Generation Intel® Xeon® Processor Scalable Processors based on Cooper Lake product. 


AVX512_VP2INTERSECT | 11th Generation Intel Core processor family based on Tiger Lake microarchitecture. 


Key Locker! 11th Generation Intel Core processor family based on Tiger Lake microarchitecture. 


Control-flow Enforcement | 11th Generation Intel Core processor family based on Tiger Lake microarchitecture. 
Technology (CET) 


MKTME2, PCONFIG 3rd Generation Intel® Xeon® Processor Scalable Family based on Ice Lake microarchitecture. 
WBNOINVD 3rd Generation Intel® Xeon® Processor Scalable Family based on Ice Lake microarchitecture. 
Supervisor Memory Future Intel processors 

Protection Keys (PKS) 
NOTES: 


1. Details on Key Locker can be found in the Intel Key Locker Specification here: 
https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 

2. Further details on MKTME usage can be found here: 
https://software.intel.com/sites/default/files/managed/a5/16/Multi-Key-Total-Memory-Encryption-Spec.pdf. 


The following sections list instructions in each major group and subgroup. Given for each instruction is its 
mnemonic and descriptive names. When two or more mnemonics are given (for example, CMOVA/CMOVNBE), they 
represent different mnemonics for the same instruction opcode. Assemblers support redundant mnemonics for 
some instructions to make it easier to read code listings. For instance, CMOVA (Conditional move if above) and 
CMOVNBE (Conditional move if not below or equal) represent the same condition. For detailed information about 
specific instructions, see the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A, 2B, 2C 
& 2D. 


5.1 GENERAL-PURPOSE INSTRUCTIONS 


The general-purpose instructions perform basic data movement, arithmetic, logic, program flow, and string opera- 
tions that programmers commonly use to write application and system software to run on Intel 64 and IA-32 
processors. They operate on data contained in memory, in the general-purpose registers (EAX, EBX, ECX, EDX, 
EDI, ESI, EBP, and ESP) and in the EFLAGS register. They also operate on address information contained in 
memory, the general-purpose registers, and the segment registers (CS, DS, SS, ES, FS, and GS). 


This group of instructions includes the data transfer, binary integer arithmetic, decimal arithmetic, logic operations, 
shift and rotate, bit and byte operations, program control, string, flag control, segment register operations, and 
miscellaneous subgroups. The sections that follow introduce each subgroup. 


For more detailed information on general purpose-instructions, see Chapter 7, “Programming With General- 
Purpose Instructions.” 


5.1.1 Data Transfer Instructions 


The data transfer instructions move data between memory and the general-purpose and segment registers. They 
also perform specific operations such as conditional moves, stack access, and data conversion. 
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MOV 


CMOVE/CMOVZ 
CMOVNE/CMOVNZ 
CMOVA/CMOVNBE 
CMOVAE/CMOVNB 
CMOVB/CMOVNAE 
CMOVBE/CMOVNA 
CMOVG/CMOVNLE 
CMOVGE/CMOVNL 
CMOVL/CMOVNGE 
CMOVLE/CMOVNG 
CMOVC 

CMOVNC 

CMOVO 

CMOVNO 

CMOVS 

CMOVNS 
CMOVP/CMOVPE 
CMOVNP/CMOVPO 
XCHG 

BSWAP 

XADD 

CMPXCHG 
CMPXCHG8B 
PUSH 

POP 
PUSHA/PUSHAD 
POPA/POPAD 
CWD/CDQ 
CBW/CWDE 
MOVSX 

MOVZX 


5.1.2 


INSTRUCTION SET SUMMARY 


Move data between general-purpose registers; move data between memory and general- 
purpose or segment registers; move immediates to general-purpose registers. 


Conditional move if equal/Conditional move if zero. 

Conditional move if not equal/Conditional move if not zero. 
Conditional move if above/Conditional move if not below or equal. 
Conditional move if above or equal/Conditional move if not below. 
Conditional move if below/Conditional move if not above or equal. 
Conditional move if below or equal/Conditional move if not above. 
Conditional move if greater/Conditional move if not less or equal. 
Conditional move if greater or equal/Conditional move if not less. 
Conditional move if less/Conditional move if not greater or equal. 
Conditional move if less or equal/Conditional move if not greater. 
Conditional move if carry. 

Conditional move if not carry. 

Conditional move if overflow. 

Conditional move if not overflow. 

Conditional move if sign (negative). 

Conditional move if not sign (non-negative). 

Conditional move if parity/Conditional move if parity even. 
Conditional move if not parity/Conditional move if parity odd. 
Exchange. 

Byte swap. 

Exchange and add. 

Compare and exchange. 

Compare and exchange 8 bytes. 

Push onto stack. 

Pop off of stack. 

Push general-purpose registers onto stack. 

Pop general-purpose registers from stack. 

Convert word to doubleword/Convert doubleword to quadword. 
Convert byte to word/Convert word to doubleword in EAX register. 
Move and sign extend. 

Move and zero extend. 


Binary Arithmetic Instructions 


The binary arithmetic instructions perform basic binary integer computations on byte, word, and doubleword inte- 
gers located in memory and/or the general purpose registers. 


ADCX 
ADOX 
ADD 
ADC 
SUB 
SBB 
IMUL 
MUL 
IDIV 


Unsigned integer add with carry. 
Unsigned integer add with overflow. 
Integer add. 

Add with carry. 

Subtract. 

Subtract with borrow. 

Signed multiply. 

Unsigned multiply. 

Signed divide. 
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DIV Unsigned divide. 
INC Increment. 

DEC Decrement. 
NEG Negate. 

CMP Compare. 


A Decimal Arithmetic Instructions 


The decimal arithmetic instructions perform decimal arithmetic on binary coded decimal (BCD) data. 


DAA Decimal adjust after addition. 
DAS Decimal adjust after subtraction. 
AAA ASCII adjust after addition. 

AAS ASCII adjust after subtraction. 
AAM ASCII adjust after multiplication. 
AAD ASCII adjust before division. 


5.1.4 Logical Instructions 


The logical instructions perform basic AND, OR, XOR, and NOT logical operations on byte, word, and doubleword 
values. 


AND Perform bitwise logical AND. 

OR Perform bitwise logical OR. 

XOR Perform bitwise logical exclusive OR. 
NOT Perform bitwise logical NOT. 


5.1.5 Shift and Rotate Instructions 


The shift and rotate instructions shift and rotate the bits in word and doubleword operands. 
SAR Shift arithmetic right. 


SHR Shift logical right. 

SAL/SHL Shift arithmetic left/Shift logical left. 
SHRD Shift right double. 

SHLD Shift left double. 

ROR Rotate right. 

ROL Rotate left. 

RCR Rotate through carry right. 

RCL Rotate through carry left. 


5.1.6 Bit and Byte Instructions 


Bit instructions test and modify individual bits in word and doubleword operands. Byte instructions set the value of 
a byte operand to indicate the status of flags in the EFLAGS register. 


BT Bit test. 

BTS Bit test and set. 

BIR Bit test and reset. 

BIC Bit test and complement. 
BSF Bit scan forward. 
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BSR 
SETE/SETZ 
SETNE/SETNZ 
SETA/SETNBE 


INSTRUCTION SET SUMMARY 


Bit scan reverse. 

Set byte if equal/Set byte if zero. 

Set byte if not equal/Set byte if not zero. 

Set byte if above/Set byte if not below or equal. 


SETAE/SETNB/SETNC Set byte if above or equal/Set byte if not below/Set byte if not carry. 


SETB/SETNAE/SETC 


SETBE/SETNA 
SETG/SETNLE 
SETGE/SETNL 
SETL/SETNGE 
SETLE/SETNG 
SETS 

SETNS 

SETO 

SETNO 
SETPE/SETP 
SETPO/SETNP 
TEST 

CRC32! 


POPCNT2 


Set byte if below/Set byte if not above or equal/Set byte if carry. 

Set byte if below or equal/Set byte if not above. 

Set byte if greater/Set byte if not less or equal. 

Set byte if greater or equal/Set byte if not less. 

Set byte if less/Set byte if not greater or equal. 

Set byte if less or equal/Set byte if not greater. 

Set byte if sign (negative). 

Set byte if not sign (non-negative). 

Set byte if overflow. 

Set byte if not overflow. 

Set byte if parity even/Set byte if parity. 

Set byte if parity odd/Set byte if not parity. 

Logical compare. 

Provides hardware acceleration to calculate cyclic redundancy checks for fast and efficient 
implementation of data integrity protocols. 

This instruction calculates of number of bits set to 1 in the second operand (source) and 
returns the count in the first operand (a destination register). 


5.1.7 Control Transfer Instructions 


The control transfer instructions provide jump, conditional jump, loop, and call and return operations to control 


program flow. 
JMP 
JE/IZ 
JNE/INZ 
JA/INBE 
JAE/JINB 
JB/JNAE 
JBE/JNA 
JG/JNLE 
JGE/JNL 
JL/INGE 
JLE/JING 
JC 

INC 

JO 

JNO 

JS 

JNS 


Jump. 

Jump if equal/Jump if zero. 

Jump if not equal/Jump if not zero. 

Jump if above/Jump if not below or equal. 
Jump if above or equal/Jump if not below. 
Jump if below/Jump if not above or equal. 
Jump if below or equal/Jump if not above. 
Jump if greater/Jump if not less or equal. 

Jump if greater or equal/Jump if not less. 

Jump if less/Jump if not greater or equal. 
Jump if less or equal/Jump if not greater. 

Jump if carry. 

Jump if not carry. 

Jump if overflow. 

Jump if not overflow. 

Jump if sign (negative). 

Jump if not sign (non-negative). 


1. Processor support of CRC32 is enumerated by CPUID.01:ECX[SSE4.2] = 1 
2. Processor support of POPCNT is enumerated by CPUID.01:ECX[POPCNT] = 1 


Vol.1 5-7 


INSTRUCTION SET SUMMARY 


JPO/JNP 
JPE/JP 
JCXZ/JECXZ 
LOOP 
LOOPZ/LOOPE 


LOOPNZ/LOOPNE 


CALL 
RET 
IRET 
INT 
INTO 
BOUND 
ENTER 
LEAVE 


Jump if parity odd/Jump if not parity. 

Jump if parity even/Jump if parity. 

Jump register CX zero/Jump register ECX zero. 
Loop with ECX counter. 

Loop with ECX and zero/Loop with ECX and equal. 
Loop with ECX and not zero/Loop with ECX and not equal. 
Call procedure. 

Return. 

Return from interrupt. 

Software interrupt. 

Interrupt on overflow. 

Detect value out of range. 

High-level procedure entry. 

High-level procedure exit. 


5.1.8 String Instructions 


The string instructions operate on strings of bytes, allowing them to be moved to and from memory. 


MOVS/MOVSB 
MOVS/MOVSW 
MOVS/MOVSD 
CMPS/CMPSB 
CMPS/CMPSW 
CMPS/CMPSD 
SCAS/SCASB 
SCAS/SCASW 
SCAS/SCASD 
LODS/LODSB 
LODS/LODSW 
LODS/LODSD 
STOS/STOSB 
STOS/STOSW 
STOS/STOSD 
REP 
REPE/REPZ 
REPNE/REPNZ 


Move string/Move byte string. 

Move string/Move word string. 

Move string/Move doubleword string. 
Compare string/Compare byte string. 
Compare string/Compare word string. 
Compare string/Compare doubleword string. 
Scan string/Scan byte string. 

Scan string/Scan word string. 

Scan string/Scan doubleword string. 

Load string/Load byte string. 

Load string/Load word string. 

Load string/Load doubleword string. 

Store string/Store byte string. 

Store string/Store word string. 

Store string/Store doubleword string. 
Repeat while ECX not zero. 

Repeat while equal/Repeat while zero. 
Repeat while not equal/Repeat while not zero. 


5.1.9 I/O Instructions 


These instructions move data between the processor’s I/O ports and a register or memory. 


IN 

OUT 
INS/INSB 
INS/INSW 
INS/INSD 
OUTS/OUTSB 
OUTS/OUTSW 


5-8 Vol. 1 


Read from a port. 

Write to a port. 

Input string from port/Input byte string from port. 

Input string from port/Input word string from port. 

Input string from port/Input doubleword string from port. 
Output string to port/Output byte string to port. 

Output string to port/Output word string to port. 


INSTRUCTION SET SUMMARY 


OUTS/OUTSD Output string to port/Output doubleword string to port. 


5.1.10 Enter and Leave Instructions 


These instructions provide machine-language support for procedure calls in block-structured languages. 
ENTER High-level procedure entry. 
LEAVE High-level procedure exit. 


5.1.11 Flag Control (EFLAG) Instructions 


The flag control instructions operate on the flags in the EFLAGS register. 


STC Set carry flag. 

CLC Clear the carry flag. 

CMC Complement the carry flag. 
CLD Clear the direction flag. 
STD Set direction flag. 

LAHF Load flags into AH register. 
SAHF Store AH register into flags. 
PUSHF/PUSHFD Push EFLAGS onto stack. 
POPF/POPFD Pop EFLAGS from stack. 
STI Set interrupt flag. 

CLI Clear the interrupt flag. 


5.1.12 Segment Register Instructions 


The segment register instructions allow far pointers (segment addresses) to be loaded into the segment registers. 
LDS Load far pointer using DS. 


LES Load far pointer using ES. 
LFS Load far pointer using FS. 
LGS Load far pointer using GS. 
LSS Load far pointer using SS. 


5.1.13. Miscellaneous Instructions 


The miscellaneous instructions provide such functions as loading an effective address, executing a “no-operation,” 
and retrieving processor identification information. 


LEA Load effective address. 

NOP No operation. 

UD Undefined instruction. 

XLAT/XLATB Table lookup translation. 

CPUID Processor identification. 

MOVBE! Move data after swapping data bytes. 
PREFETCHW Prefetch data into cache in anticipation of write. 
PREFETCHWT1 Prefetch hint T1 with intent to write. 


1. Processor support of MOVBE is enumerated by CPUID.01:ECX.MOVBE[bit 22] = 1. 
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CLFLUSH Flushes and invalidates a memory operand and its associated cache line from all levels of 
the processor’s cache hierarchy. 
CLFLUSHOPT Flushes and invalidates a memory operand and its associated cache line from all levels of 


the processor’s cache hierarchy with optimized memory system throughput. 


5.1.14 User Mode Extended Sate Save/Restore Instructions 


XSAVE Save processor extended states to memory. 

XSAVEC Save processor extended states with compaction to memory. 
XSAVEOPT Save processor extended states to memory, optimized. 
XRSTOR Restore processor extended states from memory. 

XGETBV Reads the state of an extended control register. 


5.1.15 Random Number Generator Instructions 
RDRAND Retrieves a random number generated from hardware. 
RDSEED Retrieves a random number generated from hardware. 


5.1.16 BMI1, BMI2 


ANDN Bitwise AND of first source with inverted 2nd source operands. 
BEXTR Contiguous bitwise extract. 

BLSI Extract lowest set bit. 

BLSMSK Set all lower bits below first set bit to 1. 

BLSR Reset lowest set bit. 

BZHI Zero high bits starting from specified bit position. 
LZCNT Count the number leading zero bits. 

MULX Unsigned multiply without affecting arithmetic flags. 
PDEP Parallel deposit of bits using a mask. 

PEXT Parallel extraction of bits using a mask. 

RORX Rotate right without affecting arithmetic flags. 
SARX Shift arithmetic right. 

SHLX Shift logic left. 

SHRX Shift logic right. 

TZCNT Count the number trailing zero bits. 


5.1.16.1 Detection of VEX-encoded GPR Instructions, LZCNT and TZCNT, PREFETCHW 
VEX-encoded general-purpose instructions do not operate on any vector registers. 


There are separate feature flags for the following subsets of instructions that operate on general purpose registers, 
and the detection requirements for hardware support are: 


CPUID.(EAX=07H, ECX=0H):EBX.BMI1[bit 3]: if 1 indicates the processor supports the first group of advanced bit 
manipulation extensions (ANDN, BEXTR, BLSI, BLSMSK, BLSR, TZCNT); 


CPUID.(EAX=07H, ECX=0H):EBX.BMI2[bit 8]: if 1 indicates the processor supports the second group of advanced 
bit manipulation extensions (BZHI, MULX, PDEP, PEXT, RORX, SARX, SHLX, SHRX); 


CPUID.EAX=80000001H:ECX.LZCNT[bit 5]: if 1 indicates the processor supports the LZCNT instruction. 


CPUID.EAX=80000001H:ECX.PREFTEHCHW/[bit 8]: if 1 indicates the processor supports the PREFTEHCHW instruc- 
tion. CPUID.(EAX=07H, ECX=0H):ECX.PREFTEHCHWT1[bit 0]: if 1 indicates the processor supports the 
PREFTEHCHWT1 instruction. 
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ows X87 FPU INSTRUCTIONS 


The x87 FPU instructions are executed by the processor's x87 FPU. These instructions operate on floating-point, 
integer, and binary-coded decimal (BCD) operands. For more detail on x87 FPU instructions, see Chapter 8, 
“Programming with the x87 FPU.” 


These instructions are divided into the following subgroups: data transfer, load constants, and FPU control instruc- 
tions. The sections that follow introduce each subgroup. 


5.2.1 x87 FPU Data Transfer Instructions 


The data transfer instructions move floating-point, integer, and BCD values between memory and the x87 FPU 
registers. They also perform conditional move operations on floating-point operands. 


FLD Load floating-point value. 

FST Store floating-point value. 

FSTP Store floating-point value and pop. 

FILD Load integer. 

FIST Store integer. 

FISTP! Store integer and pop. 

FBLD Load BCD. 

FBSTP Store BCD and pop. 

FXCH Exchange registers. 

FCMOVE Floating-point conditional move if equal. 
FCMOVNE Floating-point conditional move if not equal. 
FCMOVB Floating-point conditional move if below. 
FCMOVBE Floating-point conditional move if below or equal. 
FCMOVNB Floating-point conditional move if not below. 
FCMOVNBE Floating-point conditional move if not below or equal. 
FCMOVU Floating-point conditional move if unordered. 
FCMOVNU Floating-point conditional move if not unordered. 


5.2.2 x87 FPU Basic Arithmetic Instructions 


The basic arithmetic instructions perform basic arithmetic operations on floating-point and integer operands. 
FADD Add floating-point 


FADDP Add floating-point and pop 
FIADD Add integer 

FSUB Subtract floating-point 

FSUBP Subtract floating-point and pop 
FISUB Subtract integer 

FSUBR Subtract floating-point reverse 
FSUBRP Subtract floating-point reverse and pop 
FISUBR Subtract integer reverse 

FMUL Multiply floating-point 

FMULP Multiply floating-point and pop 
FIMUL Multiply integer 

FDIV Divide floating-point 


1. SSE3 provides an instruction FISTTP for integer conversion. 
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FDIVP Divide floating-point and pop 
FIDIV Divide integer 

FDIVR Divide floating-point reverse 
FDIVRP Divide floating-point reverse and pop 
FIDIVR Divide integer reverse 

FPREM Partial remainder 

FPREM1 IEEE Partial remainder 

FABS Absolute value 

FCHS Change sign 

FRNDINT Round to integer 

FSCALE Scale by power of two 

FSQRT Square root 

FXTRACT Extract exponent and significand 


5.2.3 x87 FPU Comparison Instructions 


The compare instructions examine or compare floating-point or integer operands. 


FCOM Compare floating-point. 

FCOMP Compare floating-point and pop. 

FCOMPP Compare floating-point and pop twice. 

FUCOM Unordered compare floating-point. 

FUCOMP Unordered compare floating-point and pop. 
FUCOMPP Unordered compare floating-point and pop twice. 
FICOM Compare integer. 

FICOMP Compare integer and pop. 

FCOMI Compare floating-point and set EFLAGS. 

FUCOMI Unordered compare floating-point and set EFLAGS. 
FCOMIP Compare floating-point, set EFLAGS, and pop. 
FUCOMIP Unordered compare floating-point, set EFLAGS, and pop. 
FTST Test floating-point (compare with 0.0). 

FXAM Examine floating-point. 


5.2.4 x87 FPU Transcendental Instructions 


The transcendental instructions perform basic trigonometric and logarithmic operations on floating-point operands. 
FSIN Sine 


FCOS Cosine 

FSINCOS Sine and cosine 
FPTAN Partial tangent 
FPATAN Partial arctangent 
F2XM1 2*—1 

FYL2X y*logox 

FYL2XP1 y*logo(x+1) 


5.2.5 x87 FPU Load Constants Instructions 


The load constants instructions load common constants, such as 7, into the x87 floating-point registers. 
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FLD1 Load +1.0 
FLDZ Load +0.0 
FLDPI Load x 
FLDL2E Load logze 
FLDLN2 Load log,.2 
FLDL2T Load log>10 
FLDLG2 Load log492 


5.2.6 x87 FPU Control Instructions 


The x87 FPU control instructions operate on the x87 FPU register stack and save and restore the x87 FPU state. 


FINCSTP Increment FPU register stack pointer. 

FDECSTP Decrement FPU register stack pointer. 

FFREE Free floating-point register. 

FINIT Initialize FPU after checking error conditions. 

FNINIT Initialize FPU without checking error conditions. 

FCLEX Clear floating-point exception flags after checking for error conditions. 
FNCLEX Clear floating-point exception flags without checking for error conditions. 
FSTCW Store FPU control word after checking error conditions. 

FNSTCW Store FPU control word without checking error conditions. 

FLDCW Load FPU control word. 

FSTENV Store FPU environment after checking error conditions. 

FNSTENV Store FPU environment without checking error conditions. 

FLDENV Load FPU environment. 

FSAVE Save FPU state after checking error conditions. 

FNSAVE Save FPU state without checking error conditions. 

FRSTOR Restore FPU state. 

FSTSW Store FPU status word after checking error conditions. 

FNSTSW Store FPU status word without checking error conditions. 
WAIT/FWAIT Wait for FPU. 

FNOP FPU no operation. 


5.3 X87 FPU AND SIMD STATE MANAGEMENT INSTRUCTIONS 


Two state management instructions were introduced into the IA-32 architecture with the Pentium II processor 
family: 

FXSAVE Save x87 FPU and SIMD state. 

FXRSTOR Restore x87 FPU and SIMD state. 

Initially, these instructions operated only on the x87 FPU (and MMX) registers to perform a fast save and restore, 
respectively, of the x87 FPU and MMxX state. With the introduction of SSE extensions in the Pentium III processor 


family, these instructions were expanded to also save and restore the state of the XMM and MXCSR registers. Intel 
64 architecture also supports these instructions. 


See Section 10.5, “FXSAVE and FXRSTOR Instructions,” for more detail. 


5.4 MMX™ INSTRUCTIONS 


Four extensions have been introduced into the IA-32 architecture to permit IA-32 processors to perform single- 
instruction multiple-data (SIMD) operations. These extensions include the MMX technology, SSE extensions, SSE2 
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extensions, and SSE3 extensions. For a discussion that puts SIMD instructions in their historical context, see 
Section 2.2.7, “SIMD Instructions.” 


MMX instructions operate on packed byte, word, doubleword, or quadword integer operands contained in memory, 
in MMX registers, and/or in general-purpose registers. For more detail on these instructions, see Chapter 9, 
“Programming with Intel® MMX™ Technology.” 


MM X instructions can only be executed on Intel 64 and IA-32 processors that support the MMX technology. Support 
for these instructions can be detected with the CPUID instruction. See the description of the CPUID instruction in 
Chapter 3, “Instruction Set Reference, A-L,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2A. 


MMX instructions are divided into the following subgroups: data transfer, conversion, packed arithmetic, compar- 
ison, logical, shift and rotate, and state management instructions. The sections that follow introduce each 
subgroup. 


5.4.1 MMxX Data Transfer Instructions 


The data transfer instructions move doubleword and quadword operands between MMX registers and between MMX 
registers and memory. 


MOVD Move doubleword. 
MOVQ Move quadword. 


5.4.2 MMxX Conversion Instructions 


The conversion instructions pack and unpack bytes, words, and doublewords 


PACKSSWB Pack words into bytes with signed saturation. 
PACKSSDW Pack doublewords into words with signed saturation. 
PACKUSWB Pack words into bytes with unsigned saturation. 
PUNPCKHBW Unpack high-order bytes. 

PUNPCKHWD Unpack high-order words. 

PUNPCKHDQ Unpack high-order doublewords. 

PUNPCKLBW Unpack low-order bytes. 

PUNPCKLWD Unpack low-order words. 

PUNPCKLDQ Unpack low-order doublewords. 


5.4.3 MMxX Packed Arithmetic Instructions 


The packed arithmetic instructions perform packed integer arithmetic on packed byte, word, and doubleword inte- 
gers. 


PADDB Add packed byte integers. 

PADDW Add packed word integers. 

PADDD Add packed doubleword integers. 

PADDSB Add packed signed byte integers with signed saturation. 
PADDSW Add packed signed word integers with signed saturation. 
PADDUSB Add packed unsigned byte integers with unsigned saturation. 
PADDUSW Add packed unsigned word integers with unsigned saturation. 
PSUBB Subtract packed byte integers. 

PSUBW Subtract packed word integers. 

PSUBD Subtract packed doubleword integers. 

PSUBSB Subtract packed signed byte integers with signed saturation. 
PSUBSW Subtract packed signed word integers with signed saturation. 
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PSUBUSB Subtract packed unsigned byte integers with unsigned saturation. 
PSUBUSW Subtract packed unsigned word integers with unsigned saturation. 
PMULHW Multiply packed signed word integers and store high result. 
PMULLW Multiply packed signed word integers and store low result. 
PMADDWD Multiply and add packed word integers. 


5.4.4 MMX Comparison Instructions 


The compare instructions compare packed bytes, words, or doublewords. 


PCMPEQB Compare packed bytes for equal. 

PCMPEQW Compare packed words for equal. 

PCMPEQD Compare packed doublewords for equal. 

PCMPGTB Compare packed signed byte integers for greater than. 
PCMPGTW Compare packed signed word integers for greater than. 
PCMPGTD Compare packed signed doubleword integers for greater than. 


5.4.5 MMxX Logical Instructions 
The logical instructions perform AND, AND NOT, OR, and XOR operations on quadword operands. 


PAND Bitwise logical AND. 

PANDN Bitwise logical AND NOT. 
POR Bitwise logical OR. 

PXOR Bitwise logical exclusive OR. 


5.4.6 MMxX Shift and Rotate Instructions 


The shift and rotate instructions shift and rotate packed bytes, words, or doublewords, or quadwords in 64-bit 
operands. 


PSLLW Shift packed words left logical. 

PSLLD Shift packed doublewords left logical. 
PSLLQ Shift packed quadword left logical. 

PSRLW Shift packed words right logical. 

PSRLD Shift packed doublewords right logical. 
PSRLQ Shift packed quadword right logical. 
PSRAW Shift packed words right arithmetic. 
PSRAD Shift packed doublewords right arithmetic. 


5.4.7 MMX State Management Instructions 


The EMMS instruction clears the MMX state from the MMX registers. 
EMMS Empty MMX state. 


oe) SSE INSTRUCTIONS 


SSE instructions represent an extension of the SIMD execution model introduced with the MMX technology. For 
more detail on these instructions, see Chapter 10, “Programming with Intel® Streaming SIMD Extensions (Intel® 
SSE).” 
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SSE instructions can only be executed on Intel 64 and IA-32 processors that support SSE extensions. Support for 
these instructions can be detected with the CPUID instruction. See the description of the CPUID instruction in 
Chapter 3, “Instruction Set Reference, A-L,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2A. 


SSE instructions are divided into four subgroups (note that the first subgroup has subordinate subgroups of its 
own): 


¢ SIMD single-precision floating-point instructions that operate on the XMM registers. 
° MXCSR state management instructions. 

°® 64-bit SIMD integer instructions that operate on the MMxX registers. 

® Cacheability control, prefetch, and instruction ordering instructions. 

The following sections provide an overview of these groups. 


5.5.1 SSE SIMD Single-Precision Floating-Point Instructions 


These instructions operate on packed and scalar single-precision floating-point values located in XMM registers 
and/or memory. This subgroup is further divided into the following subordinate subgroups: data transfer, packed 
arithmetic, comparison, logical, shuffle and unpack, and conversion instructions. 


5.5.1.1 SSE Data Transfer Instructions 


SSE data transfer instructions move packed and scalar single-precision floating-point operands between XMM 
registers and between XMM registers and memory. 


MOVAPS Move four aligned packed single-precision floating-point values between XMM registers or 
between and XMM register and memory. 

MOVUPS Move four unaligned packed single-precision floating-point values between XMM registers 
or between and XMM register and memory. 

MOVHPS Move two packed single-precision floating-point values to an from the high quadword of an 
XMM register and memory. 

MOVHLPS Move two packed single-precision floating-point values from the high quadword of an XMM 
register to the low quadword of another XMM register. 

MOVLPS Move two packed single-precision floating-point values to an from the low quadword of an 
XMM register and memory. 

MOVLHPS Move two packed single-precision floating-point values from the low quadword of an XMM 
register to the high quadword of another XMM register. 

MOVMSKPS Extract sign mask from four packed single-precision floating-point values. 

MOVSS Move scalar single-precision floating-point value between XMM registers or between an 


XMM register and memory. 


5.5.1.2 SSE Packed Arithmetic Instructions 


SSE packed arithmetic instructions perform packed and scalar arithmetic operations on packed and scalar single- 
precision floating-point operands. 


ADDPS Add packed single-precision floating-point values. 
ADDSS Add scalar single-precision floating-point values. 
SUBPS Subtract packed single-precision floating-point values. 
SUBSS Subtract scalar single-precision floating-point values. 
MULPS Multiply packed single-precision floating-point values. 
MULSS Multiply scalar single-precision floating-point values. 
DIVPS Divide packed single-precision floating-point values. 
DIVSS Divide scalar single-precision floating-point values. 
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RCPPS Compute reciprocals of packed single-precision floating-point values. 

RCPSS Compute reciprocal of scalar single-precision floating-point values. 

SQRTPS Compute square roots of packed single-precision floating-point values. 

SQRTSS Compute square root of scalar single-precision floating-point values. 

RSQRTPS Compute reciprocals of square roots of packed single-precision floating-point values. 
RSQRTSS Compute reciprocal of square root of scalar single-precision floating-point values. 
MAXPS Return maximum packed single-precision floating-point values. 

MAXSS Return maximum scalar single-precision floating-point values. 

MINPS Return minimum packed single-precision floating-point values. 

MINSS Return minimum scalar single-precision floating-point values. 


5.9.1.3 SSE Comparison Instructions 


SSE compare instructions compare packed and scalar single-precision floating-point operands. 


CMPPS Compare packed single-precision floating-point values. 

CMPSS Compare scalar single-precision floating-point values. 

COMISS Perform ordered comparison of scalar single-precision floating-point values and set flags in 
EFLAGS register. 

UCOMISS Perform unordered comparison of scalar single-precision floating-point values and set flags 


in EFLAGS register. 


5.5.1.4 SSE Logical Instructions 


SSE logical instructions perform bitwise AND, AND NOT, OR, and XOR operations on packed single-precision 
floating-point operands. 


ANDPS Perform bitwise logical AND of packed single-precision floating-point values. 
ANDNPS Perform bitwise logical AND NOT of packed single-precision floating-point values. 
ORPS Perform bitwise logical OR of packed single-precision floating-point values. 
XORPS Perform bitwise logical XOR of packed single-precision floating-point values. 


oe eal Pee SSE Shuffle and Unpack Instructions 


SSE shuffle and unpack instructions shuffle or interleave single-precision floating-point values in packed single- 
precision floating-point operands. 


SHUFPS Shuffles values in packed single-precision floating-point operands. 

UNPCKHPS Unpacks and interleaves the two high-order values from two single-precision floating-point 
operands. 

UNPCKLPS Unpacks and interleaves the two low-order values from two single-precision floating-point 
operands. 


5.5.1.6 SSE Conversion Instructions 


SSE conversion instructions convert packed and individual doubleword integers into packed and scalar single- 
precision floating-point values and vice versa. 


CVTPI2PS Convert packed doubleword integers to packed single-precision floating-point values. 

CVTSI2SS Convert doubleword integer to scalar single-precision floating-point value. 

CVTPS2PI Convert packed single-precision floating-point values to packed doubleword integers. 

CVTTPS2PI Convert with truncation packed single-precision floating-point values to packed double- 
word integers. 

CVTSS2SI Convert a scalar single-precision floating-point value to a doubleword integer. 
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CVTTSS2SI Convert with truncation a scalar single-precision floating-point value to a scalar double- 
word integer. 


5.5.2 SSE MXCSR State Management Instructions 

MXCSR state management instructions allow saving and restoring the state of the MXCSR control and status 
register. 

LDMXCSR Load MXCSR register. 

STMXCSR Save MXCSR register state. 


5.5.3 SSE 64-Bit SIMD Integer Instructions 


These SSE 64-bit SIMD integer instructions perform additional operations on packed bytes, words, or doublewords 
contained in MMX registers. They represent enhancements to the MMX instruction set described in Section 5.4, 
“MMX™ Instructions.” 


PAVGB Compute average of packed unsigned byte integers. 
PAVGW Compute average of packed unsigned word integers. 
PEXTRW Extract word. 

PINSRW Insert word. 

PMAXUB Maximum of packed unsigned byte integers. 
PMAXSW Maximum of packed signed word integers. 
PMINUB Minimum of packed unsigned byte integers. 
PMINSW Minimum of packed signed word integers. 
PMOVMSKB Move byte mask. 

PMULHUW Multiply packed unsigned integers and store high result. 
PSADBW Compute sum of absolute differences. 

PSHUFW Shuffle packed integer word in MMX register. 


5.5.4 SSE Cacheability Control, Prefetch, and Instruction Ordering Instructions 


The cacheability control instructions provide control over the caching of non-temporal data when storing data from 
the MMX and XMM registers to memory. The PREFETCHA allows data to be prefetched to a selected cache level. The 
SFENCE instruction controls instruction ordering on store operations. 


MASKMOVQ Non-temporal store of selected bytes from an MMX register into memory. 

MOVNTQ Non-temporal store of quadword from an MMX register into memory. 

MOVNTPS Non-temporal store of four packed single-precision floating-point values from an XMM 
register into memory. 

PREFETCHA Load 32 or more of bytes from memory to a selected level of the processor’s cache hier- 
archy 

SFENCE Serializes store operations. 


5.6 SSE2 INSTRUCTIONS 


SSE2 extensions represent an extension of the SIMD execution model introduced with MMX technology and the 
SSE extensions. SSE2 instructions operate on packed double-precision floating-point operands and on packed 
byte, word, doubleword, and quadword operands located in the XMM registers. For more detail on these instruc- 
tions, see Chapter 11, “Programming with Intel® Streaming SIMD Extensions 2 (Intel® SSE2).” 


SSE2 instructions can only be executed on Intel 64 and IA-32 processors that support the SSE2 extensions. 
Support for these instructions can be detected with the CPUID instruction. See the description of the CPUID instruc- 
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tion in Chapter 3, “Instruction Set Reference, A-L,” of the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 2A. 


These instructions are divided into four subgroups (note that the first subgroup is further divided into subordinate 
subgroups): 


¢ Packed and scalar double-precision floating-point instructions. 
¢ Packed single-precision floating-point conversion instructions. 
¢ 128-bit SIMD integer instructions. 

* Cacheability-control and instruction ordering instructions. 
The following sections give an overview of each subgroup. 


5.6.1 SSE2 Packed and Scalar Double-Precision Floating-Point Instructions 


SSE2 packed and scalar double-precision floating-point instructions are divided into the following subordinate 
subgroups: data movement, arithmetic, comparison, conversion, logical, and shuffle operations on double-preci- 
sion floating-point operands. These are introduced in the sections that follow. 


5.6.1.1 SSE2 Data Movement Instructions 


SSE2 data movement instructions move double-precision floating-point data between XMM registers and between 
XMM registers and memory. 


MOVAPD Move two aligned packed double-precision floating-point values between XMM registers or 
between and XMM register and memory. 

MOVUPD Move two unaligned packed double-precision floating-point values between XMM registers 
or between and XMM register and memory. 

MOVHPD Move high packed double-precision floating-point value to an from the high quadword of an 
XMM register and memory. 

MOVLPD Move low packed single-precision floating-point value to an from the low quadword of an 
XMM register and memory. 

MOVMSKPD Extract sign mask from two packed double-precision floating-point values. 

MOVSD Move scalar double-precision floating-point value between XMM registers or between an 


XMM register and memory. 


5.6.1.2 SSE2 Packed Arithmetic Instructions 


The arithmetic instructions perform addition, subtraction, multiply, divide, square root, and maximum/minimum 
operations on packed and scalar double-precision floating-point operands. 


ADDPD Add packed double-precision floating-point values. 

ADDSD Add scalar double precision floating-point values. 

SUBPD Subtract packed double-precision floating-point values. 

SUBSD Subtract scalar double-precision floating-point values. 

MULPD Multiply packed double-precision floating-point values. 

MULSD Multiply scalar double-precision floating-point values. 

DIVPD Divide packed double-precision floating-point values. 

DIVSD Divide scalar double-precision floating-point values. 

SQRTPD Compute packed square roots of packed double-precision floating-point values. 
SQRTSD Compute scalar square root of scalar double-precision floating-point values. 
MAXPD Return maximum packed double-precision floating-point values. 

MAXSD Return maximum scalar double-precision floating-point values. 

MINPD Return minimum packed double-precision floating-point values. 


Vol.1 5-19 


INSTRUCTION SET SUMMARY 


MINSD Return minimum scalar double-precision floating-point values. 


5.6.1.3 SSE2 Logical Instructions 


SSE2 logical instructions perform AND, AND NOT, OR, and XOR operations on packed double-precision floating- 
point values. 


ANDPD Perform bitwise logical AND of packed double-precision floating-point values. 
ANDNPD Perform bitwise logical AND NOT of packed double-precision floating-point values. 
ORPD Perform bitwise logical OR of packed double-precision floating-point values. 
XORPD Perform bitwise logical XOR of packed double-precision floating-point values. 


5.6.1.4 SSE2 Compare Instructions 


SSE2 compare instructions compare packed and scalar double-precision floating-point values and return the 
results of the comparison either to the destination operand or to the EFLAGS register. 


CMPPD Compare packed double-precision floating-point values. 

CMPSD Compare scalar double-precision floating-point values. 

COMISD Perform ordered comparison of scalar double-precision floating-point values and set flags 
in EFLAGS register. 

UCOMISD Perform unordered comparison of scalar double-precision floating-point values and set 


flags in EFLAGS register. 


5.6.1.5 SSE2 Shuffle and Unpack Instructions 


SSE2 shuffle and unpack instructions shuffle or interleave double-precision floating-point values in packed double- 
precision floating-point operands. 


SHUFPD Shuffles values in packed double-precision floating-point operands. 

UNPCKHPD Unpacks and interleaves the high values from two packed double-precision floating-point 
operands. 

UNPCKLPD Unpacks and interleaves the low values from two packed double-precision floating-point 
operands. 


5.6.1.6 SSE2 Conversion Instructions 


SSE2 conversion instructions convert packed and individual doubleword integers into packed and scalar double- 
precision floating-point values and vice versa. They also convert between packed and scalar single-precision and 
double-precision floating-point values. 


CVTPD2PI Convert packed double-precision floating-point values to packed doubleword integers. 

CVTTPD2PI Convert with truncation packed double-precision floating-point values to packed double- 
word integers. 

CVTPI2PD Convert packed doubleword integers to packed double-precision floating-point values. 

CVTPD2DQ Convert packed double-precision floating-point values to packed doubleword integers. 

CVTTPD2DQ Convert with truncation packed double-precision floating-point values to packed double- 
word integers. 

CVTDQ2PD Convert packed doubleword integers to packed double-precision floating-point values. 

CVTPS2PD Convert packed single-precision floating-point values to packed double-precision floating- 
point values. 

CVTPD2PS Convert packed double-precision floating-point values to packed single-precision floating- 
point values. 

CVTSS2SD Convert scalar single-precision floating-point values to scalar double-precision floating- 
point values. 
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CVTSD2SS Convert scalar double-precision floating-point values to scalar single-precision floating- 
point values. 

CVTSD2SI Convert scalar double-precision floating-point values to a doubleword integer. 

CVTTSD2SI Convert with truncation scalar double-precision floating-point values to scalar doubleword 
integers. 

CVTSI2SD Convert doubleword integer to scalar double-precision floating-point value. 


5.6.2 SSE2 Packed Single-Precision Floating-Point Instructions 


SSE2 packed single-precision floating-point instructions perform conversion operations on single-precision 
floating-point and integer operands. These instructions represent enhancements to the SSE single-precision 
floating-point instructions. 


CVTDQ2PS Convert packed doubleword integers to packed single-precision floating-point values. 
CVTPS2DQ Convert packed single-precision floating-point values to packed doubleword integers. 
CVTTPS2DQ Convert with truncation packed single-precision floating-point values to packed double- 


word integers. 


5.6.3 SSE2 128-Bit SIMD Integer Instructions 


SSE2 SIMD integer instructions perform additional operations on packed words, doublewords, and quadwords 
contained in XMM and MMxX registers. 


MOVDQA Move aligned double quadword. 

MOVDQU Move unaligned double quadword. 

MOVQ2DQ Move quadword integer from MMX to XMM registers. 
MOVDQ2Q Move quadword integer from XMM to MMX registers. 
PMULUDQ Multiply packed unsigned doubleword integers. 
PADDQ Add packed quadword integers. 

PSUBQ Subtract packed quadword integers. 

PSHUFLW Shuffle packed low words. 

PSHUFHW Shuffle packed high words. 

PSHUFD Shuffle packed doublewords. 

PSLLDQ Shift double quadword left logical. 

PSRLDQ Shift double quadword right logical. 

PUNPCKHQDQ Unpack high quadwords. 

PUNPCKLQDQ Unpack low quadwords. 


5.6.4 SSE2 Cacheability Control and Ordering Instructions 


SSE2 cacheability control instructions provide additional operations for caching of non-temporal data when storing 
data from XMM registers to memory. LFENCE and MFENCE provide additional control of instruction ordering on 
store operations. 


CLFLUSH See Section 5.1.13. 

LFENCE Serializes load operations. 

MFENCE Serializes load and store operations. 

PAUSE Improves the performance of “spin-wait loops”. 

MASKMOVDQU Non-temporal store of selected bytes from an XMM register into memory. 

MOVNTPD Non-temporal store of two packed double-precision floating-point values from an XMM 
register into memory. 

MOVNTDQ Non-temporal store of double quadword from an XMM register into memory. 
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MOVNTI Non-temporal store of a doubleword from a general-purpose register into memory. 


5.7 SSE3 INSTRUCTIONS 


The SSE3 extensions offers 13 instructions that accelerate performance of Streaming SIMD Extensions technology, 
Streaming SIMD Extensions 2 technology, and x87-FP math capabilities. These instructions can be grouped into the 
following categories: 


® One x87FPU instruction used in integer conversion. 

* One SIMD integer instruction that addresses unaligned data loads. 
* Two SIMD floating-point packed ADD/SUB instructions. 

¢ Four SIMD floating-point horizontal ADD/SUB instructions. 

¢ Three SIMD floating-point LOAD/MOVE/DUPLICATE instructions. 

* Two thread synchronization instructions. 


SSE3 instructions can only be executed on Intel 64 and IA-32 processors that support SSE3 extensions. Support 
for these instructions can be detected with the CPUID instruction. See the description of the CPUID instruction in 
Chapter 3, “Instruction Set Reference, A-L,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2A. 


The sections that follow describe each subgroup. 


5.7.1 SSE3 x87-FP Integer Conversion Instruction 


FISTTP Behaves like the FISTP instruction but uses truncation, irrespective of the rounding mode 
specified in the floating-point control word (FCW). 


5.7.2 SSE3 Specialized 1 28-bit Unaligned Data Load Instruction 
LDDQU Special 128-bit unaligned load designed to avoid cache line splits. 


5.7.3 SSE3 SIMD Floating-Point Packed ADD/SUB Instructions 


ADDSUBPS Performs single-precision addition on the second and fourth pairs of 32-bit data elements 
within the operands; single-precision subtraction on the first and third pairs. 
ADDSUBPD Performs double-precision addition on the second pair of quadwords, and double-precision 


subtraction on the first pair. 


5.7.4 SSE3 SIMD Floating-Point Horizontal ADD/SUB Instructions 


HADDPS Performs a single-precision addition on contiguous data elements. The first data element of 
the result is obtained by adding the first and second elements of the first operand; the 
second element by adding the third and fourth elements of the first operand; the third by 
adding the first and second elements of the second operand; and the fourth by adding the 
third and fourth elements of the second operand. 


HSUBPS Performs a single-precision subtraction on contiguous data elements. The first data 
element of the result is obtained by subtracting the second element of the first operand 
from the first element of the first operand; the second element by subtracting the fourth 
element of the first operand from the third element of the first operand; the third by 
subtracting the second element of the second operand from the first element of the second 
operand; and the fourth by subtracting the fourth element of the second operand from the 
third element of the second operand. 
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HADDPD Performs a double-precision addition on contiguous data elements. The first data element 
of the result is obtained by adding the first and second elements of the first operand; the 
second element by adding the first and second elements of the second operand. 


HSUBPD Performs a double-precision subtraction on contiguous data elements. The first data 
element of the result is obtained by subtracting the second element of the first operand 
from the first element of the first operand; the second element by subtracting the second 
element of the second operand from the first element of the second operand. 


5.75 SSE3 SIMD Floating-Point LOAD/MOVE/DUPLICATE Instructions 


MOVSHDUP Loads/moves 128 bits; duplicating the second and fourth 32-bit data elements. 

MOVSLDUP Loads/moves 128 bits; duplicating the first and third 32-bit data elements. 

MOVDDUP Loads/moves 64 bits (bits[63:0] if the source is a register) and returns the same 64 bits in 
both the lower and upper halves of the 128-bit result register; duplicates the 64 bits from 
the source. 


5.7.6 SSE3 Agent Synchronization Instructions 
MONITOR Sets up an address range used to monitor write-back stores. 


MWAIT Enables a logical processor to enter into an optimized state while waiting for a write-back 
store to the address range set up by the MONITOR instruction. 


5.8 SUPPLEMENTAL STREAMING SIMD EXTENSIONS 3 (SSSE3) INSTRUCTIONS 


SSSE3 provide 32 instructions (represented by 14 mnemonics) to accelerate computations on packed integers. 
These include: 


¢ Twelve instructions that perform horizontal addition or subtraction operations. 

¢ Six instructions that evaluate absolute values. 

* Two instructions that perform multiply and add operations and speed up the evaluation of dot products. 

° Two instructions that accelerate packed-integer multiply operations and produce integer values with scaling. 
¢ Two instructions that perform a byte-wise, in-place shuffle according to the second shuffle control operand. 


¢ Six instructions that negate packed integers in the destination operand if the signs of the corresponding 
element in the source operand is less than zero. 


* Two instructions that align data from the composite of two operands. 


SSSE3 instructions can only be executed on Intel 64 and IA-32 processors that support SSSE3 extensions. Support 
for these instructions can be detected with the CPUID instruction. See the description of the CPUID instruction in 
Chapter 3, “Instruction Set Reference, A-L,” of the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 2A. 


The sections that follow describe each subgroup. 


5.8.1 Horizontal Addition/Subtraction 


PHADDW Adds two adjacent, signed 16-bit integers horizontally from the source and destination 
operands and packs the signed 16-bit results to the destination operand. 

PHADDSW Adds two adjacent, signed 16-bit integers horizontally from the source and destination 
operands and packs the signed, saturated 16-bit results to the destination operand. 

PHADDD Adds two adjacent, signed 32-bit integers horizontally from the source and destination 
operands and packs the signed 32-bit results to the destination operand. 

PHSUBW Performs horizontal subtraction on each adjacent pair of 16-bit signed integers by 


subtracting the most significant word from the least significant word of each pair in the 
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source and destination operands. The signed 16-bit results are packed and written to the 
destination operand. 


PHSUBSW Performs horizontal subtraction on each adjacent pair of 16-bit signed integers by 
subtracting the most significant word from the least significant word of each pair in the 
source and destination operands. The signed, saturated 16-bit results are packed and 
written to the destination operand. 

PHSUBD Performs horizontal subtraction on each adjacent pair of 32-bit signed integers by 
subtracting the most significant doubleword from the least significant double word of each 
pair in the source and destination operands. The signed 32-bit results are packed and 
written to the destination operand. 


5.8.2 Packed Absolute Values 


PABSB Computes the absolute value of each signed byte data element. 
PABSW Computes the absolute value of each signed 16-bit data element. 
PABSD Computes the absolute value of each signed 32-bit data element. 


5.8.3 Multiply and Add Packed Signed and Unsigned Bytes 


PMADDUBSW Multiplies each unsigned byte value with the corresponding signed byte value to produce 
an intermediate, 16-bit signed integer. Each adjacent pair of 16-bit signed values are 
added horizontally. The signed, saturated 16-bit results are packed to the destination 
operand. 


5.8.4 Packed Multiply High with Round and Scale 


PMULHRSW Multiplies vertically each signed 16-bit integer from the destination operand with the corre- 
sponding signed 16-bit integer of the source operand, producing intermediate, signed 32- 
bit integers. Each intermediate 32-bit integer is truncated to the 18 most significant bits. 
Rounding is always performed by adding 1 to the least significant bit of the 18-bit interme- 
diate result. The final result is obtained by selecting the 16 bits immediately to the right of 
the most significant bit of each 18-bit intermediate result and packed to the destination 
operand. 


5.8.5 Packed Shuffle Bytes 


PSHUFB Permutes each byte in place, according to a shuffle control mask. The least significant 
three or four bits of each shuffle control byte of the control mask form the shuffle index. 
The shuffle mask is unaffected. If the most significant bit (bit 7) of a shuffle control byte is 
set, the constant zero is written in the result byte. 


5.8.6 Packed Sign 


PSIGNB/W/D Negates each signed integer element of the destination operand if the sign of the corre- 
sponding data element in the source operand is less than zero. 


5.8.7 Packed Align Right 


PALIGNR Source operand is appended after the destination operand forming an intermediate value 
of twice the width of an operand. The result is extracted from the intermediate value into 
the destination operand by selecting the 128 bit or 64 bit value that are right-aligned to the 
byte offset specified by the immediate value. 
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5.9 SSE4 INSTRUCTIONS 


Intel® Streaming SIMD Extensions 4 (SSE4) introduces 54 new instructions. 47 of the SSE4 instructions are 
referred to as SSE4.1 in this document, 7 new SSE4 instructions are referred to as SSE4.2. 


SSE4.1 is targeted to improve the performance of media, imaging, and 3D workloads. SSE4.1 adds instructions 
that improve compiler vectorization and significantly increase support for packed dword computation. The tech- 
nology also provides a hint that can improve memory throughput when reading from uncacheable WC memory 
type. 

The 47 SSE4.1 instructions include: 

* Two instructions perform packed dword multiplies. 

¢ Two instructions perform floating-point dot products with input/output selects. 

* One instruction performs a load with a streaming hint. 

¢ Six instructions simplify packed blending. 

¢ Eight instructions expand support for packed integer MIN/MAX. 

¢ Four instructions support floating-point round with selectable rounding mode and precision exception override. 
¢ Seven instructions improve data insertion and extractions from XMM registers 

°¢ Twelve instructions improve packed integer format conversions (sign and zero extensions). 

* One instruction improves SAD (sum absolute difference) generation for small block sizes. 

¢* One instruction aids horizontal searching operations. 

* One instruction improves masked comparisons. 

® One instruction adds qword packed equality comparisons. 

* One instruction adds dword packing with unsigned saturation. 

The SSE4.2 instructions operating on XMM registers include: 


¢ String and text processing that can take advantage of single-instruction multiple-data programming 
techniques. 


¢ ASIMD integer instruction that enhances the capability of the 128-bit integer SIMD capability in SSE4.1. 


5.10 SSE4.1 INSTRUCTIONS 


SSE4.1 instructions can use an XMM register as a source or destination. Programming SSE4.1 is similar to 
programming 128-bit Integer SIMD and floating-point SIMD instructions in SSE/SSE2/SSE3/SSSE3. SSE4.1 does 
not provide any 64-bit integer SIMD instructions operating on MMX registers. The sections that follow describe 
each subgroup. 


5.10.1 Dword Multiply Instructions 
PMULLD Returns four lower 32-bits of the 64-bit results of signed 32-bit integer multiplies. 
PMULDQ Returns two 64-bit signed result of signed 32-bit integer multiplies. 


5.10.2 Floating-Point Dot Product Instructions 
DPPD Perform double-precision dot product for up to 2 elements and broadcast. 
DPPS Perform single-precision dot products for up to 4 elements and broadcast. 


5.10.3. Streaming Load Hint Instruction 


MOVNTDQA Provides a non-temporal hint that can cause adjacent 16-byte items within an aligned 64- 
byte region (a streaming line) to be fetched and held in a small set of temporary buffers 
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(“streaming load buffers”). Subsequent streaming loads to other aligned 16-byte items in 
the same streaming line may be supplied from the streaming load buffer and can improve 
throughput. 


5.10.4 Packed Blending Instructions 


BLENDPD Conditionally copies specified double-precision floating-point data elements in the source 
operand to the corresponding data elements in the destination, using an immediate byte 
control. 

BLENDPS Conditionally copies specified single-precision floating-point data elements in the source 
operand to the corresponding data elements in the destination, using an immediate byte 
control. 

BLENDVPD Conditionally copies specified double-precision floating-point data elements in the source 
operand to the corresponding data elements in the destination, using an implied mask. 

BLENDVPS Conditionally copies specified single-precision floating-point data elements in the source 
operand to the corresponding data elements in the destination, using an implied mask. 

PBLENDVB Conditionally copies specified byte elements in the source operand to the corresponding 
elements in the destination, using an implied mask. 

PBLENDW Conditionally copies specified word elements in the source operand to the corresponding 


elements in the destination, using an immediate byte control. 


5.10.5 Packed Integer MIN/MAX Instructions 


PMINUW Compare packed unsigned word integers. 
PMINUD Compare packed unsigned dword integers. 
PMINSB Compare packed signed byte integers. 
PMINSD Compare packed signed dword integers. 
PMAXUW Compare packed unsigned word integers. 
PMAXUD Compare packed unsigned dword integers. 
PMAXSB Compare packed signed byte integers. 
PMAXSD Compare packed signed dword integers. 


5.10.6 Floating-Point Round Instructions with Selectable Rounding Mode 


ROUNDPS Round packed single precision floating-point values into integer values and return rounded 
floating-point values. 

ROUNDPD Round packed double precision floating-point values into integer values and return 
rounded floating-point values. 

ROUNDSS Round the low packed single precision floating-point value into an integer value and return 
a rounded floating-point value. 

ROUNDSD Round the low packed double precision floating-point value into an integer value and return 


a rounded floating-point value. 


5.10.7 Insertion and Extractions from XMM Registers 


EXTRACTPS Extracts a single-precision floating-point value from a specified offset in an XMM register 
and stores the result to memory or a general-purpose register. 
INSERTPS Inserts a single-precision floating-point value from either a 32-bit memory location or 


selected from a specified offset in an XMM register to a specified offset in the destination 
XMM register. In addition, INSERTPS allows zeroing out selected data elements in the desti- 
nation, using a mask. 
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PINSRQ 
PEXTRB 


PEXTRW 
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PEXTRQ 


5.10.8 
PMOVSXBW 


PMOVZXBW 
PMOVSXBD 
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PMOVSXWD 
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PMOVSXBQ 
PMOVZXBQ 
PMOVSXWQ 
PMOVZXWQ 
PMOVSXDQ 


PMOVZXDQ 


5.10.9 
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Insert a byte value from a register or memory into an XMM register. 

Insert a dword value from 32-bit register or memory into an XMM register. 

Insert a qword value from 64-bit register or memory into an XMM register. 

Extract a byte from an XMM register and insert the value into a general-purpose register or 
memory. 

Extract a word from an XMM register and insert the value into a general-purpose register 
or memory. 

Extract a dword from an XMM register and insert the value into a general-purpose register 
or memory. 

Extract a qword from an XMM register and insert the value into a general-purpose register 
or memory. 


Packed Integer Format Conversions 


Sign extend the lower 8-bit integer of each packed word element into packed signed word 
integers. 

Zero extend the lower 8-bit integer of each packed word element into packed signed word 
integers. 

Sign extend the lower 8-bit integer of each packed dword element into packed signed 
dword integers. 

Zero extend the lower 8-bit integer of each packed dword element into packed signed 
dword integers. 

Sign extend the lower 16-bit integer of each packed dword element into packed signed 
dword integers. 

Zero extend the lower 16-bit integer of each packed dword element into packed signed 
dword integers.. 

Sign extend the lower 8-bit integer of each packed qword element into packed signed 
qword integers. 

Zero extend the lower 8-bit integer of each packed qword element into packed signed 
qword integers. 

Sign extend the lower 16-bit integer of each packed qword element into packed signed 
qword integers. 

Zero extend the lower 16-bit integer of each packed qword element into packed signed 
qword integers. 

Sign extend the lower 32-bit integer of each packed qword element into packed signed 
qword integers. 

Zero extend the lower 32-bit integer of each packed qword element into packed signed 
qword integers. 


Improved Sums of Absolute Differences (SAD) for 4-Byte Blocks 


Performs eight 4-byte wide Sum of Absolute Differences operations to produce eight word 
integers. 


5.10.10 Horizontal Search 


PHMINPOSUW 


Finds the value and location of the minimum unsigned word from one of 8 horizontally 
packed unsigned words. The resulting value and location (offset within the source) are 
packed into the low dword of the destination XMM register. 
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5.10.11 Packed Test 


PTEST Performs a logical AND between the destination with this mask and sets the ZF flag if the 
result is zero. The CF flag (zero for TEST) is set if the inverted mask AND’d with the desti- 
nation is all zeroes. 


5.10.12 Packed Qword Equality Comparisons 
PCMPEQQ 128-bit packed qword equality test. 


5.10.13 Dword Packing With Unsigned Saturation 
PACKUSDW PACKUSDW packs dword to word with unsigned saturation. 


5.11 SSE€4.2 INSTRUCTION SET 


Five of the SSE4.2 instructions operate on XMM register as a source or destination. These include four text/string 
processing instructions and one packed quadword compare SIMD instruction. Programming these five SSE4.2 
instructions is similar to programming 128-bit Integer SIMD in SSE2/SSSE3. SSE4.2 does not provide any 64-bit 
integer SIMD instructions. 


CRC32 operates on general-purpose registers and is summarized in Section 5.1.6. The sections that follow summa- 
rize each subgroup. 


5.11.1 String and Text Processing Instructions 


PCMPESTRI Packed compare explicit-length strings, return index in ECX/RCX. 
PCMPESTRM Packed compare explicit-length strings, return mask in XMMO. 
PCMPISTRI Packed compare implicit-length strings, return index in ECX/RCX. 
PCMPISTRM Packed compare implicit-length strings, return mask in XMMO. 


5.11.2 | Packed Comparison SIMD integer Instruction 
PCMPGTQ Performs logical compare of greater-than on packed integer quadwords. 


5.12 INTEL® AES-NI AND PCLMULQDQ 


Six Intel® AES-NI instructions operate on XMM registers to provide accelerated primitives for block encryp- 
tion/decryption using Advanced Encryption Standard (FIPS-197). The PCLMULQDQ instruction performs carry-less 
multiplication for two binary numbers up to 64-bit wide. 


AESDEC Perform an AES decryption round using an 128-bit state and a round key. 
AESDECLAST Perform the last AES decryption round using an 128-bit state and a round key. 
AESENC Perform an AES encryption round using an 128-bit state and a round key. 
AESENCLAST Perform the last AES encryption round using an 128-bit state and a round key. 
AESIMC Perform an inverse mix column transformation primitive. 

AESKEYGENASSIST Assist the creation of round keys with a key expansion schedule. 

PCLMULQDQ Perform carryless multiplication of two 64-bit numbers. 
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5.13. INTEL® ADVANCED VECTOR EXTENSIONS (INTEL® AVX) 


Intel® Advanced Vector Extensions (AVX) promotes legacy 128-bit SIMD instruction sets that operate on XMM 
register set to use a “vector extension“ (VEX) prefix and operates on 256-bit vector registers (YMM). Almost all 
prior generations of 128-bit SIMD instructions that operates on XMM (but not on MMX registers) are promoted to 
support three-operand syntax with VEX-128 encoding. 


VEX-prefix encoded AVX instructions support 256-bit and 128-bit floating-point operations by extending the legacy 
128-bit SIMD floating-point instructions to support three-operand syntax. 


Additional functional enhancements are also provided with VEX-encoded AVX instructions. 
The list of AVX instructions are listed in the following tables: 


° Table 14-2 lists 256-bit and 128-bit floating-point arithmetic instructions promoted from legacy 128-bit SIMD 
instruction sets. 


° Table 14-3 lists 256-bit and 128-bit data movement and processing instructions promoted from legacy 128-bit 
SIMD instruction sets. 


¢ Table 14-4 lists functional enhancements of 256-bit AVX instructions not available from legacy 128-bit SIMD 
instruction sets. 


¢ Table 14-5 lists 128-bit integer and floating-point instructions promoted from legacy 128-bit SIMD instruction 
sets. 


° Table 14-6 lists functional enhancements of 128-bit AVX instructions not available from legacy 128-bit SIMD 
instruction sets. 


° Table 14-7 lists 128-bit data movement and processing instructions promoted from legacy instruction sets. 


5.14  16-BIT FLOATING-POINT CONVERSION 


Conversion between single-precision floating-point (32-bit) and half-precision FP (16-bit) data are provided by 
VCVTPS2PH, VCVTPH2PS: 


VCVTPH2PS Convert eight/four data element containing 16-bit floating-point data into eight/four 
single-precision floating-point data. 
VCVTPS2PH Convert eight/four data element containing single-precision floating-point data into 


eight/four 16-bit floating-point data. 


5.15 | FUSED-MULTIPLY-ADD (FMA) 


FMA extensions enhances Intel AVX with high-throughput, arithmetic capabilities covering fused multiply-add, 
fused multiply-subtract, fused multiply add/subtract interleave, signed-reversed multiply on fused multiply-add 
and multiply-subtract. FMA extensions provide 36 256-bit floating-point instructions to perform computation on 
256-bit vectors and additional 128-bit and scalar FMA instructions. 


° §=Table 14-15 lists FMA instruction sets. 


5.16 INTEL® ADVANCED VECTOR EXTENSIONS 2 (INTEL® AVX2) 


Intel® AVX2 extends Intel AVX by promoting most of the 128-bit SIMD integer instructions with 256-bit numeric 
processing capabilities. Intel AVX2 instructions follow the same programming model as AVX instructions. 


In addition, AVX2 provide enhanced functionalities for broadcast/permute operations on data elements, vector 
shift instructions with variable-shift count per data element, and instructions to fetch non-contiguous data 
elements from memory. 


¢ Table 14-18 lists promoted vector integer instructions in AVX2. 
¢ Table 14-19 lists new instructions in AVX2 that complements AVX. 
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5.17 INTEL® TRANSACTIONAL SYNCHRONIZATION EXTENSIONS (INTEL® TSX) 


XABORT Abort an RTM transaction execution. 

XACQUIRE Prefix hint to the beginning of an HLE transaction region. 
XRELEASE Prefix hint to the end of an HLE transaction region. 
XBEGIN Transaction begin of an RTM transaction region. 

XEND Transaction end of an RTM transaction region. 

XTEST Test if executing in a transactional region. 


5.18 INTEL® SHA EXTENSIONS 


Intel® SHA extensions provide a set of instructions that target the acceleration of the Secure Hash Algorithm 
(SHA), specifically the SHA-1 and SHA-256 variants. 


SHA1MSG1 Perform an intermediate calculation for the next four SHA1 message dwords from the 
previous message dwords. 

SHA1MSG2 Perform the final calculation for the next four SHA1 message dwords from the intermediate 
message dwords. 

SHA1NEXTE Calculate SHA1 state E after four rounds. 

SHA1RNDS4 Perform four rounds of SHA1 operations. 

SHA256MSG1 Perform an intermediate calculation for the next four SHA256 message dwords. 

SHA256MSG2 Perform the final calculation for the next four SHA256 message dwords. 

SHA256RNDS2 Perform two rounds of SHA256 operations. 


5.19 INTEL® ADVANCED VECTOR EXTENSIONS 512 (INTEL® AVX-512) 


The Intel® AVX-512 family comprises a collection of 512-bit SIMD instruction sets to accelerate a diverse range of 
applications. Intel AVX-512 instructions provide a wide range of functionality that support programming in 512-bit, 
256 and 128-bit vector register, plus support for opmask registers and instructions operating on opmask registers. 


The collection of 512-bit SIMD instruction sets in Intel AVX-512 include new functionality not available in Intel AVX 
and Intel AVX2, and promoted instructions similar to equivalent ones in Intel AVX / Intel AVX2 but with enhance- 
ment provided by opmask registers not available to VEX-encoded Intel AVX / Intel AVX2. Some instruction 
mnemonics in AVX / AVX2 that are promoted into AVX-512 can be replaced by new instruction mnemonics that are 
available only with EVEX encoding, e.g., VBROADCASTF128 into VBROADCASTF324. Details of EVEX instruction 
encoding are discussed in Section 2.6, “Intel® AVX-512 Encoding” of the Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 2A. 


512-bit instruction mnemonics in AVX-512F that are not AVX/AVX2 promotions include: 


VALIGND/Q Perform dword/qword alignment of two concatenated source vectors. 
VBLENDMPD/PS Replace the VBLENDVPD/PS instructions (using opmask as select control). 
VCOMPRESSPD/PS Compress packed DP or SP elements of a vector. 

VCVT(T)PD2UDQ Convert packed DP FP elements of a vector to packed unsigned 32-bit integers. 
VCVT(T)PS2UDQ Convert packed SP FP elements of a vector to packed unsigned 32-bit integers. 
VCVTQQ2PD/PS Convert packed signed 64-bit integers to packed DP/SP FP elements. 
VCVT(T)SD2USI Convert the low DP FP element of a vector to an unsigned integer. 
VCVT(T)SS2USI Convert the low SP FP element of a vector to an unsigned integer. 
VCVTUDQ2PD/PS Convert packed unsigned 32-bit integers to packed DP/SP FP elements. 
VCVTUSI2USD/S Convert an unsigned integer to the low DP/SP FP element and merge to a vector. 
VEXPANDPD/PS Expand packed DP or SP elements of a vector. 


VEXTRACTF32X4/64X4 Extract a vector from a full-length vector with 32/64-bit granular update. 
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VEXTRACTI32X4/64X4 Extract a vector from a full-length vector with 32/64-bit granular update. 


VFIXUPIMMPD/PS 
VFIXUPIMMSD/SS 
VGETEXPPD/PS 
VGETEXPSD/SS 
VGETMANTPD/PS 
VGETMANTSD/SS 


VINSERTF32X4/64X4 


VMOVDQA32/64 
VMOVDQU32/64 
VPBLENDMD/Q 
VPBROADCASTD/Q 
VPCMPD/UD 
VPCMPQ/UQ 
VPCOMPRESSQ/D 
VPERMI2D/Q 
VPERMI2PD/PS 
VPERMT2D/Q 
VPERMT2PD/PS 
VPEXPANDD/Q 
VPMAXSQ 
VPMAXUD/UQ 
VPMINSQ 
VPMINUD/UQ 
VPMOV(S|US)QB 


VPMOV(S|US)QW 
VPMOV(S|US)QD 
VPMOV(S|US)DB 
VPMOV(S|US)DW 


VPROLD/Q 
VPROLVD/Q 


VPRORD/Q 
VPRORRD/Q 


VPSCATTERDD/DQ 
VPSCATTERQD/QQ 
VPSRAQ 

VPSRAVQ 
VPTESTNMD/Q 


VPTERLOGD/Q 


Perform fix-up to special values in DP/SP FP vectors. 

Perform fix-up to special values of the low DP/SP FP element. 

Convert the exponent of DP/SP FP elements of a vector into FP values. 

Convert the exponent of the low DP/SP FP element in a vector into FP value. 
Convert the mantissa of DP/SP FP elements of a vector into FP values. 

Convert the mantissa of the low DP/SP FP element of a vector into FP value. 
Insert a 128/256-bit vector into a full-length vector with 32/64-bit granular update. 
VMOVDQA with 32/64-bit granular conditional update. 

VMOVDQU with 32/64-bit granular conditional update. 

Blend dword/qword elements using opmask as select control. 

Broadcast from general-purpose register to vector register. 

Compare packed signed/unsigned dwords using specified primitive. 

Compare packed signed/unsigned quadwords using specified primitive. 
Compress packed 64/32-bit elements of a vector. 

Full permute of two tables of dword/qword elements overwriting the index vector. 
Full permute of two tables of DP/SP elements overwriting the index vector. 

Full permute of two tables of dword/qword elements overwriting one source table. 
Full permute of two tables of DP/SP elements overwriting one source table. 
Expand packed dword/qword elements of a vector. 

Compute maximum of packed signed 64-bit integer elements. 

Compute maximum of packed unsigned 32/64-bit integer elements. 

Compute minimum of packed signed 64-bit integer elements. 

Compute minimum of packed unsigned 32/64-bit integer elements. 


Down convert qword elements in a vector to byte elements using truncation (saturation | 
unsigned saturation). 


Down convert qword elements in a vector to word elements using truncation (saturation | 
unsigned saturation). 


Down convert qword elements in a vector to dword elements using truncation (saturation 
| unsigned saturation). 


Down convert dword elements in a vector to byte elements using truncation (saturation | 
unsigned saturation). 


Down convert dword elements in a vector to word elements using truncation (saturation | 
unsigned saturation). 


Rotate dword/qword element left by a constant shift count with conditional update. 


Rotate dword/qword element left by shift counts specified in a vector with conditional 
update. 


Rotate dword/qword element right by a constant shift count with conditional update. 


Rotate dword/qword element right by shift counts specified in a vector with conditional 
update. 


Scatter dword/qword elements in a vector to memory using dword indices. 
Scatter dword/qword elements in a vector to memory using qword indices. 
Shift qwords right by a constant shift count and shifting in sign bits. 

Shift qwords right by shift counts in a vector and shifting in sign bits. 


Perform bitwise NAND of dword/qword elements of two vectors and write results to 
opmask. 


Perform bitwise ternary logic operation of three vectors with 32/64 bit granular conditional 
update. 


Vol.1 5-31 


INSTRUCTION SET SUMMARY 


VPTESTMD/Q 
VRCP14PD/PS 
VRCP14SD/SS 
VRNDSCALEPD/PS 
VRNDSCALESD/SS 
VRSQRT14PD/PS 
VRSQRT14SD/SS 


VSCALEPD/PS 
VSCALESD/SS 


VSCATTERDD/DQ 
VSCATTERQD/QQ 
VSHUFF32X4/64X2 
VSHUFI32X4/64X2 


Perform bitwise AND of dword/qword elements of two vectors and write results to opmask. 
Compute approximate reciprocals of packed DP/SP FP elements of a vector. 

Compute the approximate reciprocal of the low DP/SP FP element of a vector. 

Round packed DP/SP FP elements of a vector to specified number of fraction bits. 

Round the low DP/SP FP element of a vector to specified number of fraction bits. 
Compute approximate reciprocals of square roots of packed DP/SP FP elements of a vector. 


Compute the approximate reciprocal of square root of the low DP/SP FP element of a 
vector. 


Multiply packed DP/SP FP elements of a vector by powers of two with exponents specified 
in a second vector. 


Multiply the low DP/SP FP element of a vector by powers of two with exponent specified in 
the corresponding element of a second vector. 


Scatter SP/DP FP elements in a vector to memory using dword indices. 
Scatter SP/DP FP elements in a vector to memory using qword indices. 
Shuffle 128-bit lanes of a vector with 32/64 bit granular conditional update. 
Shuffle 128-bit lanes of a vector with 32/64 bit granular conditional update. 


512-bit instruction mnemonics in AVX-512DQ that are not AVX/AVX2 promotions include: 


VCVT(T)PD2QQ 
VCVT(T)PD2UQQ 
VCVT(T)PS2QQ 
VCVT(T)PS2UQQ 
VCVTUQQ2PD/PS 
VEXTRACTF64X2 
VEXTRACTI64X2 
VFPCLASSPD/PS 
VFPCLASSSD/SS 
VINSERTF64X2 
VINSERTI64X2 
VPMOVM2D/Q 
VPMOVB2D/Q2M 
VPMULLQ 


VRANGEPD/PS 
VRANGESD/SS 
VREDUCEPD/PS 


VREDUCESD/SS 


Convert packed DP FP elements of a vector to packed signed 64-bit integers. 

Convert packed DP FP elements of a vector to packed unsigned 64-bit integers. 

Convert packed SP FP elements of a vector to packed signed 64-bit integers. 

Convert packed SP FP elements of a vector to packed unsigned 64-bit integers. 

Convert packed unsigned 64-bit integers to packed DP/SP FP elements. 

Extract a vector from a full-length vector with 64-bit granular update. 

Extract a vector from a full-length vector with 64-bit granular update. 

Test packed DP/SP FP elements in a vector by numeric/special-value category. 

Test the low DP/SP FP element by numeric/special-value category. 

Insert a 128-bit vector into a full-length vector with 64-bit granular update. 

Insert a 128-bit vector into a full-length vector with 64-bit granular update. 

Convert opmask register to vector register in 32/64-bit granularity. 

Convert a vector register in 32/64-bit granularity to an opmask register. 

Multiply packed signed 64-bit integer elements of two vectors and store low 64-bit signed 
result. 

Perform RANGE operation on each pair of DP/SP FP elements of two vectors using specified 
range primitive in imm8. 

Perform RANGE operation on the pair of low DP/SP FP element of two vectors using speci- 
fied range primitive in imms. 

Perform Reduction operation on packed DP/SP FP elements of a vector using specified 
reduction primitive in imms. 

Perform Reduction operation on the low DP/SP FP element of a vector using specified 
reduction primitive in imms. 


512-bit instruction mnemonics in AVX-512BW that are not AVX/AVX2 promotions include: 


VDBPSADBW 
VMOVDQU8/16 
VPBLENDMB 
VPBLENDMW 
VPBROADCASTB/W 
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Double block packed Sum-Absolute-Differences on unsigned bytes. 
VMOVDQU with 8/16-bit granular conditional update. 

Replaces the VPBLENDVB instruction (using opmask as select control). 
Blend word elements using opmask as select control. 

Broadcast from general-purpose register to vector register. 


VPCMPB/UB 
VPCMPW/UW 
VPERMW 
VPERMI2B/W 
VPMOVM2B/W 
VPMOVB2M/W2M 
VPMOV(S|US)WB 


VPSLLVW 
VPSRAVW 
VPSRLVW 
VPTESTNMB/W 
VPTESTMB/W 


INSTRUCTION SET SUMMARY 


Compare packed signed/unsigned bytes using specified primitive. 

Compare packed signed/unsigned words using specified primitive. 

Permute packed word elements. 

Full permute from two tables of byte/word elements overwriting the index vector. 
Convert opmask register to vector register in 8/16-bit granularity. 

Convert a vector register in 8/16-bit granularity to an opmask register. 


Down convert word elements in a vector to byte elements using truncation (saturation | 
unsigned saturation). 


Shift word elements in a vector left by shift counts in a vector. 

Shift words right by shift counts in a vector and shifting in sign bits. 

Shift word elements in a vector right by shift counts in a vector. 

Perform bitwise NAND of byte/word elements of two vectors and write results to opmask. 
Perform bitwise AND of byte/word elements of two vectors and write results to opmask. 


512-bit instruction mnemonics in AVX-512CD that are not AVX/AVX2 promotions include: 


VPBROADCASTM 
VPCONFLICTD/Q 
VPLZCNTD/Q 


Broadcast from opmask register to vector register. 
Detect conflicts within a vector of packed 32/64-bit integers. 
Count the number of leading zero bits of packed dword/qword elements. 


Opmask instructions include: 


KADDB/W/D/Q 
KANDB/W/D/Q 
KANDNB/W/D/Q 
KMOVB/W/D/Q 
KNOTB/W/D/Q 
KORB/W/D/Q 
KORTESTB/W/D/Q 
KSHIFTLB/W/D/Q 
KSHIFTRB/W/D/Q 
KTESTB/W/D/Q 


KUNPCKBW/WD/DQ 


KXNORB/W/D/Q 
KXORB/W/D/Q 


Add two 8/16/32/64-bit opmasks. 

Logical AND two 8/16/32/64-bit opmasks. 

Logical AND NOT two 8/16/32/64-bit opmasks. 

Move from or move to opmask register of 8/16/32/64-bit data. 

Bitwise NOT of two 8/16/32/64-bit opmasks. 

Logical OR two 8/16/32/64-bit opmasks. 

Update EFLAGS according to the result of bitwise OR of two 8/16/32/64-bit opmasks. 
Shift left 8/16/32/64-bit opmask by specified count. 

Shift right 8/16/32/64-bit opmask by specified count. 

Update EFLAGS according to the result of bitwise TEST of two 8/16/32/64-bit opmasks. 
Unpack and interleave two 8/16/32-bit opmasks into 16/32/64-bit mask. 

Bitwise logical XNOR of two 8/16/32/64-bit opmasks. 

Logical XOR of two 8/16/32/64-bit opmasks. 


512-bit instruction mnemonics in AVX-512ER include: 


VEXP2PD/PS 
VEXP2SD/SS 
VRCP28PD/PS 
VRCP28SD/SS 
VRSQRT28PD/PS 


VRSQRT28SD/SS 


Compute approximate base-2 exponential of packed DP/SP FP elements of a vector. 
Compute approximate base-2 exponential of the low DP/SP FP element of a vector. 
Compute approximate reciprocals to 28 bits of packed DP/SP FP elements of a vector. 
Compute the approximate reciprocal to 28 bits of the low DP/SP FP element of a vector. 


Compute approximate reciprocals of square roots to 28 bits of packed DP/SP FP elements 
of a vector. 


Compute the approximate reciprocal of square root to 28 bits of the low DP/SP FP element 
of a vector. 


512-bit instruction mnemonics in AVX-512PF include: 


VGATHERPFODPD/PS 


Sparse prefetch of packed DP/SP FP vector with TO hint using dword indices. 
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VGATHERPFOQPD/PS 
VGATHERPF1DPD/PS 
VGATHERPF1QPD/PS 
VSCATTERPFODPD/PS 
VSCATTERPFOQPD/PS 
VSCATTERPF1DPD/PS 
VSCATTERPF1QPD/PS 


Sparse prefetch of packed DP/SP FP vector with TO hint using qword indices. 
Sparse prefetch of packed DP/SP FP vector with T1 hint using dword indices. 
Sparse prefetch of packed DP/SP FP vector with T1 hint using qword indices. 
Sparse prefetch of packed DP/SP FP vector with TO hint to write using dword indices. 
Sparse prefetch of packed DP/SP FP vector with TO hint to write using qword indices. 
Sparse prefetch of packed DP/SP FP vector with Ti hint to write using dword indices. 
Sparse prefetch of packed DP/SP FP vector with T1 hint to write using qword indices. 


5.20 SYSTEM INSTRUCTIONS 


The following system instructions are used to control those functions of the processor that are provided to support 
for operating systems and executives. 


CLAC 
STAC 
LGDT 
SGDT 
LLDT 
SLDT 
LTR 
STR 
LIDT 
SIDT 
MOV 
LMSW 
SMSW 


LSL 

VERR 

VERW 

MOV 

INVD 
WBINVD 
INVLPG 
INVPCID 
LOCK (prefix) 


HLT 

RSM 
RDMSR 
WRMSR 
RDPMC 
RDTSC 
RDTSCP 
SYSENTER 
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Clear AC Flag in EFLAGS register. 

Set AC Flag in EFLAGS register. 

Load global descriptor table (GDT) register. 
Store global descriptor table (GDT) register. 
Load local descriptor table (LDT) register. 
Store local descriptor table (LDT) register. 
Load task register. 

Store task register. 

Load interrupt descriptor table (IDT) register. 
Store interrupt descriptor table (IDT) register. 
Load and store control registers. 

Load machine status word. 

Store machine status word. 

Clear the task-switched flag. 

Adjust requested privilege level. 

Load access rights. 

Load segment limit. 

Verify segment for reading 

Verify segment for writing. 

Load and store debug registers. 

Invalidate cache, no writeback. 

Invalidate cache, with writeback. 

Invalidate TLB Entry. 

Invalidate Process-Context Identifier. 


Perform atomic access to memory (can be applied to a number of general purpose instruc- 
tions that provide memory source/destination access). 


Halt processor. 

Return from system management mode (SMM). 

Read model-specific register. 

Write model-specific register. 

Read performance monitoring counters. 

Read time stamp counter. 

Read time stamp counter and processor ID. 

Fast System Call, transfers to a flat protected mode kernel at CPL = 0. 


SYSEXIT 
XSAVE 
XSAVEC 
XSAVEOPT 
XSAVES 
XRSTOR 
XRSTORS 
XGETBV 
XSETBV 
RDFSBASE 
RDGSBASE 
WRFSBASE 
WRGSBASE 


INSTRUCTION SET SUMMARY 


Fast System Call, transfers to a flat protected mode kernel at CPL = 3. 
Save processor extended states to memory. 

Save processor extended states with compaction to memory. 

Save processor extended states to memory, optimized. 

Save processor supervisor-mode extended states to memory. 
Restore processor extended states from memory. 

Restore processor supervisor-mode extended states from memory. 
Reads the state of an extended control register. 

Writes the state of an extended control register. 

Reads from FS base address at any privilege level. 

Reads from GS base address at any privilege level. 

Writes to FS base address at any privilege level. 

Writes to GS base address at any privilege level. 


5.21 64-BIT MODE INSTRUCTIONS 


The following instructions are introduced in 64-bit mode. This mode is a sub-mode of IA-32e mode. 


CDQE 

CMPSQ 
CMPXCHG16B 
LODSQ 

MOVSQ 

MOVZX (64-bits) 
STOSQ 
SWAPGS 
SYSCALL 
SYSRET 


Convert doubleword to quadword. 

Compare string operands. 

Compare RDX:RAX with m128. 

Load qword at address (R)SI into RAX. 

Move qword from address (R)SI to (R)DI. 

Move bytes/words to doublewords/quadwords, zero-extension. 

Store RAX at address RDI. 

Exchanges current GS base register value with value in MSR address CO000102H. 
Fast call to privilege level 0 system procedures. 

Return from fast systemcall. 


5.22 VIRTUAL-MACHINE EXTENSIONS 


The behavior of the VMCS-maintenance instructions is summarized below: 


VMPTRLD 


VMPTRST 


VMCLEAR 


VMREAD 


VMWRITE 


Takes a single 64-bit source operand in memory. It makes the referenced VMCS active and 
current. 

Takes a single 64-bit destination operand that is in memory. Current-VMCS pointer is 
stored into the destination operand. 

Takes a single 64-bit operand in memory. The instruction sets the launch state of the VMCS 
referenced by the operand to “clear”, renders that VMCS inactive, and ensures that data 
for the VMCS have been written to the VMCS-data area in the referenced VMCS region. 
Reads a component from the VMCS (the encoding of that field is given in a register 
operand) and stores it into a destination operand. 

Writes a component to the VMCS (the encoding of that field is given in a register operand) 
from a source operand. 


The behavior of the VMX management instructions is summarized below: 


VMLAUNCH 


VMRESUME 


Launches a virtual machine managed by the VMCS. AVM entry occurs, transferring control 
to the VM. 


Resumes a virtual machine managed by the VMCS. A VM entry occurs, transferring control 
to the VM. 
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VMXOFF Causes the processor to leave VMX operation. 

VMXON Takes a single 64-bit source operand in memory. It causes a logical processor to enter VMX 
root operation and to use the memory referenced by the operand to support VMX opera- 
tion. 


The behavior of the VMX-specific TLB-management instructions is summarized below: 


INVEPT Invalidate cached Extended Page Table (EPT) mappings in the processor to synchronize 
address translation in virtual machines with memory-resident EPT pages. 

INVVPID Invalidate cached mappings of address translation based on the Virtual Processor ID 
(VPID). 


None of the instructions above can be executed in compatibility mode; they generate invalid-opcode exceptions if 
executed in compatibility mode. 


The behavior of the guest-available instructions is summarized below: 


VMCALL Allows a guest in VMX non-root operation to call the VMM for service. A VM exit occurs, 
transferring control to the VMM. 
VMFUNC This instruction allows software in VMX non-root operation to invoke a VM function, which 


is processor functionality enabled and configured by software in VMX root operation. No 
VM exit occurs. 


5.23 SAFER MODE EXTENSIONS 


The behavior of the GETSEC instruction leaves of the Safer Mode Extensions (SMX) are summarized below: 
GETSEC[CAPABILITIES]Returns the available leaf functions of the GETSEC instruction. 
GETSEC[ENTERACCS] Loads an authenticated code chipset module and enters authenticated code execution 


mode. 

GETSEC[EXITAC] Exits authenticated code execution mode. 

GETSEC[SENTER] Establishes a Measured Launched Environment (MLE) which has its dynamic root of trust 
anchored to a chipset supporting Intel Trusted Execution Technology. 

GETSEC[SEXIT] Exits the MLE. 

GETSEC[PARAMETERS] Returns SMX related parameter information. 

GETSEC[SMCRTL] SMX mode control. 

GETSEC[WAKEUP] Wakes up sleeping logical processors inside an MLE. 


5.24 INTEL® MEMORY PROTECTION EXTENSIONS 


Intel Memory Protection Extensions (MPX) provides a set of instructions to enable software to add robust bounds 
checking capability to memory references. Details of Intel MPX are described in Chapter 17, “Intel® MPX”. 


BNDMK Create a LowerBound and a UpperBound in a register. 

BNDCL Check the address of a memory reference against a LowerBound. 

BNDCU Check the address of a memory reference against an UpperBound in 1’s compliment form. 

BNDCN Check the address of a memory reference against an UpperBound not in 1’s compliment 
form. 

BNDMOV Copy or load from memory of the LowerBound and UpperBound to a register. 

BNDMOV Store to memory of the LowerBound and UpperBound from a register. 

BNDLDX Load bounds using address translation. 

BNDSTX Store bounds using address translation. 
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INTEL® SOFTWARE GUARD EXTENSIONS 


INSTRUCTION SET SUMMARY 


Intel Software Guard Extensions (Intel SGX) provide two sets of instruction leaf functions to enable application 
software to instantiate a protected container, referred to as an enclave. The enclave instructions are organized as 
leaf functions under two instruction mnemonics: ENCLS (ring 0) and ENCLU (ring 3). Details of Intel SGX are 
described in CHAPTER 32 through CHAPTER 38 of Inte/® 64 and IA-32 Architectures Software Developer’s 


Manual, Volume 3D. 


The first implementation of Intel SGX is also referred to as SGX1, it is introduced with the 6th Generation Intel 
Core Processors. The leaf functions supported in SGX1 is shown in Table 5-3. 


Table 5-3. Supervisor and User Mode Enclave Instruction Leaf Functions in Long-Form of SGX1 


Supervisor Instruction Description User Instruction Description 
ENCLS[EADD] Add a page ENCLU[EENTER] Enter an Enclave 
ENCLS[EBLOCK] Block an EPC page ENCLU[EEXIT] Exit an Enclave 
ENCLS[ECREATE] Create an enclave ENCLU[EGETKEY] Create a cryptographic key 
ENCLS[EDBGRD] Read data by debugger ENCLU[EREPORT] Create a cryptographic report 
ENCLS[EDBGWR] Write data by debugger ENCLU[ERESUME] Re-enter an Enclave 
ENCLS[EEXTEND] Extend EPC page measurement 
ENCLS[EINIT] Initialize an enclave 
ENCLS[ELDB] Load an EPC page as blocked 
ENCLS[ELDU] Load an EPC page as unblocked 
ENCLS[EPA] Add version array 
ENCLS[EREMOVE] Remove a page from EPC 
ENCLS[ETRACK] Activate EBLOCK checks 
ENCLS[EWB] Write back/invalidate an EPC page 

5.26 SHADOW STACK MANAGEMENT INSTRUCTIONS 


Shadow stack management instructions allow the program and run-time to perform operations like recovering 
from control protection faults, shadow stack switching, etc. The following instructions are provided. 


Clear busy bit in a supervisor shadow stack token. 
Increment the shadow stack pointer (SSP). 


CLRSSBSY 
INCSSP 
RDSSP 
RSTORSSP 
SAVEPREVSSP 
SETSSBSY 
WRSS 

WRUSS 


5.27 


ENDBR32 
ENDBR64 


Read shadow stack point (SSP). 


Restore a shadow stack pointer (SSP). 
Save previous shadow stack pointer (SSP). 
Set busy bit in a supervisor shadow stack token. 


Write to a shadow stack. 


Write to a user mode shadow stack. 


CONTROL TRANSFER TERMINATING INSTRUCTIONS 


Terminate an Indirect Branch in 32-bit and Compatibility Mode. 
Terminate an Indirect Branch in 64-bit Mode. 
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CHAPTER 6 
PROCEDURE CALLS, INTERRUPTS, AND EXCEPTIONS 


This chapter describes the facilities in the Intel 64 and IA-32 architectures for executing calls to procedures or 
subroutines. It also describes how interrupts and exceptions are handled from the perspective of an application 
programmer. 


6.1 PROCEDURE CALL TYPES 


The processor supports procedure calls in the following two different ways: 
® CALL and RET instructions. 


¢ ENTER and LEAVE instructions, in conjunction with the CALL and RET 
instructions. 


Both of these procedure call mechanisms use the procedure stack, commonly referred to simply as “the stack,” to 
save the state of the calling procedure, pass parameters to the called procedure, and store local variables for the 
currently executing procedure. 


The processor’s facilities for handling interrupts and exceptions are similar to those used by the CALL and RET 
instructions. 


Processors that support Control-Flow Enforcement Technology (CET) support an additional stack referred to as “the 
shadow stack”. The CALL instruction, when shadow stacks are enabled, additionally saves the state of the calling 
procedure on the shadow stack; and the RET instruction restores the state of the calling procedure if the state on 
the stack and the shadow stack match. 


6.2 STACKS 


The stack (see Figure 6-1) is a contiguous array of memory locations. It is contained in a segment and identified by 
the segment selector in the SS register. When using the flat memory model, the stack can be located anywhere in 
the linear address space for the program. A stack can be up to 4 GBytes long, the maximum size of a segment. 


Items are placed on the stack using the PUSH instruction and removed from the stack using the POP instruction. 
When an item is pushed onto the stack, the processor decrements the ESP register, then writes the item at the new 
top of stack. When an item is popped off the stack, the processor reads the item from the top of stack, then incre- 
ments the ESP register. In this manner, the stack grows down in memory (towards lesser addresses) when items 
are pushed on the stack and shrinks up (towards greater addresses) when the items are popped from the stack. 


A program or operating system/executive can set up many stacks. For example, in multitasking systems, each task 
can be given its own stack. The number of stacks in a system is limited by the maximum number of segments and 
the available physical memory. 


When a system sets up many stacks, only one stack—the current stack—is available at a time. The current stack 
is the one contained in the segment referenced by the SS register. 
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Stack Segment 


Bottom of Stack 
(Initial ESP Value) 


>4 


Local Variables 


for Calling 
Procedure The Stack Can Be 


16 or 32 Bits Wide 


Parameters 
Passed to The EBP register is 
Called typically set to point 

Procedure 


to the return 
instruction pointer. 


Frame Boundary | 


Return Instruction F 
Pointer <— EBP Register 
<— ESP Register 
Top of Stack 
Pushes Move the Pops Move the 
Top Of Stack to Top Of Stack to 
Lower Addresses Higher Addresses 


Figure 6-1. Stack Structure 


The processor references the SS register automatically for all stack operations. For example, when the ESP register 
is used as a memory address, it automatically points to an address in the current stack. Also, the CALL, RET, PUSH, 
POP, ENTER, and LEAVE instructions all perform operations on the current stack. 


6.2.1 Setting Up a Stack 


To set a stack and establish it as the current stack, the program or operating system/executive must do the 
following: 


1. Establish a stack segment. 
2. Load the segment selector for the stack segment into the SS register using a MOV, POP, or LSS instruction. 


3. Load the stack pointer for the stack into the ESP register using a MOV, POP, or LSS instruction. The LSS 
instruction can be used to load the SS and ESP registers in one operation. 


See “Segment Descriptors” in Chapter 3, “Protected-Mode Memory Management,” of the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 3A, for information on how to set up a segment descriptor and 
segment limits for a stack segment. 


6.2.2 Stack Alignment 


The stack pointer for a stack segment should be aligned on 16-bit (word) or 32-bit (double-word) boundaries, 
depending on the width of the stack segment. The D flag in the segment descriptor for the current code segment 
sets the stack-segment width (see “Segment Descriptors” in Chapter 3, “Protected-Mode Memory Management,” of 
the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A). The PUSH and POP instructions 
use the D flag to determine how much to decrement or increment the stack pointer on a push or pop operation, 
respectively. When the stack width is 16 bits, the stack pointer is incremented or decremented in 16-bit increments; 
when the width is 32 bits, the stack pointer is incremented or decremented in 32-bit increments. Pushing a 16-bit 
value onto a 32-bit wide stack can result in stack misaligned (that is, the stack pointer is not aligned on a double- 
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word boundary). One exception to this rule is when the contents of a segment register (a 16-bit segment selector) 
are pushed onto a 32-bit wide stack. Here, the processor automatically aligns the stack pointer to the next 32-bit 
boundary. 


The processor does not check stack pointer alignment. It is the responsibility of the programs, tasks, and system 
procedures running on the processor to maintain proper alignment of stack pointers. Misaligning a stack pointer 
can cause serious performance degradation and in some instances program failures. 


6.2.3 Address-Size Attributes for Stack Accesses 


Instructions that use the stack implicitly (such as the PUSH and POP instructions) have two address-size attributes 
each of either 16 or 32 bits. This is because they always have the implicit address of the top of the stack, and they 
may also have an explicit memory address (for example, PUSH Array1[EBX]). The attribute of the explicit address 
is determined by the D flag of the current code segment and the presence or absence of the 67H address-size 
prefix. 


The address-size attribute of the top of the stack determines whether SP or ESP is used for the stack access. Stack 
operations with an address-size attribute of 16 use the 16-bit SP stack pointer register and can use a maximum 
stack address of FFFFH; stack operations with an address-size attribute of 32 bits use the 32-bit ESP register and 
can use a maximum address of FFFFFFFFH. The default address-size attribute for data segments used as stacks is 
controlled by the B flag of the segment’s descriptor. When this flag is clear, the default address-size attribute is 16; 
when the flag is set, the address-size attribute is 32. 


6.2.4 Procedure Linking Information 


The processor provides two pointers for linking of procedures: the stack-frame base pointer and the return instruc- 
tion pointer. When used in conjunction with a standard software procedure-call technique, these pointers permit 
reliable and coherent linking of procedures. 


6.2.4.1 Stack-Frame Base Pointer 


The stack is typically divided into frames. Each stack frame can then contain local variables, parameters to be 
passed to another procedure, and procedure linking information. The stack-frame base pointer (contained in the 
EBP register) identifies a fixed reference point within the stack frame for the called procedure. To use the stack- 
frame base pointer, the called procedure typically copies the contents of the ESP register into the EBP register prior 
to pushing any local variables on the stack. The stack-frame base pointer then permits easy access to data struc- 
tures passed on the stack, to the return instruction pointer, and to local variables added to the stack by the called 
procedure. 


Like the ESP register, the EBP register automatically points to an address in the current stack segment (that is, the 
segment specified by the current contents of the SS register). 


6.2.4.2 Return Instruction Pointer 


Prior to branching to the first instruction of the called procedure, the CALL instruction pushes the address in the EIP 
register onto the current stack. This address is then called the return-instruction pointer and it points to the 
instruction where execution of the calling procedure should resume following a return from the called procedure. 
Upon returning from a called procedure, the RET instruction pops the return-instruction pointer from the stack back 
into the EIP register. Execution of the calling procedure then resumes. 


The processor does not keep track of the location of the return-instruction pointer. It is thus up to the programmer 
to ensure that stack pointer is pointing to the return-instruction pointer on the stack, prior to issuing a RET instruc- 
tion. A common way to reset the stack pointer to the point to the return-instruction pointer is to move the contents 
of the EBP register into the ESP register. If the EBP register is loaded with the stack pointer immediately following 
a procedure call, it should point to the return instruction pointer on the stack. 


The processor does not require that the return instruction pointer point back to the calling procedure. Prior to 
executing the RET instruction, the return instruction pointer can be manipulated in software to point to any address 
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in the current code segment (near return) or another code segment (far return). Performing such an operation, 
however, should be undertaken very cautiously, using only well defined code entry points. 


6.2.5 Stack Behavior in 64-Bit Mode 


In 64-bit mode, address calculations that reference SS segments are treated as if the segment base is zero. Fields 
(base, limit, and attribute) in segment descriptor registers are ignored. SS DPL is modified such that it is always 
equal to CPL. This will be true even if it is the only field in the SS descriptor that is modified. 


Registers E(SP), E(IP) and E(BP) are promoted to 64-bits and are re-named RSP, RIP, and RBP respectively. Some 
forms of segment load instructions are invalid (for example, LDS, POP ES). 


PUSH/POP instructions increment/decrement the stack using a 64-bit width. When the contents of a segment 
register is pushed onto 64-bit stack, the pointer is automatically aligned to 64 bits (as with a stack that has a 32- 
bit width). 


6.3 SHADOW STACKS 


A shadow stack is a second stack used exclusively for control transfer operations. This stack is separate from the 
procedure stack. The shadow stack is not used to store data, hence is not explicitly writeable by software. Writes 
to the shadow stack are restricted to control transfer instructions and shadow stack management instructions. 
Shadow stacks can be enabled separately for privilege level 3 (user mode) or privilege levels less than 3 (super- 
visor mode). 


Shadow stacks are active only in protected mode with paging enabled. Shadow stacks cannot be enabled for a 
program executing in virtual 8086 mode. 


Processors that support shadow stacks have an architectural register called the shadow stack pointer (SSP) that 
points to the current top of the shadow stack. The SSP cannot be directly encoded as a source, destination, or 
memory operand in instructions. The width of the shadow stack is 32-bit in 32-bit/compatibility mode, and is 64- 
bit in 64-bit mode. The address-size attribute of the shadow stack is likewise 32-bit in 32-bit/compatibility mode, 
and 64-bit in 64-bit mode. 


The size of the shadow stack pushes and pops for far CALL and call to interrupt/exception handlers is fixed at 64 
bits, and the processor uses 8-byte, zero padded stores for these pushes in 32-bit/compatibility modes. 


6.4 CALLING PROCEDURES USING CALL AND RET 


The CALL instruction allows control transfers to procedures within the current code segment (near call) and ina 
different code segment (far call). Near calls usually provide access to local procedures within the currently running 
program or task. Far calls are usually used to access operating system procedures or procedures in a different task. 
See “CALL—Call Procedure” in Chapter 3, “Instruction Set Reference, A-L,” of the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 2A, for a detailed description of the CALL instruction. 


The RET instruction also allows near and far returns to match the near and far versions of the CALL instruction. In 
addition, the RET instruction allows a program to increment the stack pointer on a return to release parameters 
from the stack. The number of bytes released from the stack is determined by an optional argument (/n) to the RET 
instruction. See “RET—Return from Procedure” in Chapter 4, “Instruction Set Reference, M-U,” of the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 2B, for a detailed description of the RET instruction. 


6.4.1 Near CALL and RET Operation 
When executing a near call, the processor does the following (see Figure 6-2): 
1. Pushes the current value of the EIP register on the stack. 


If shadow stack is enabled and the displacement value is not 0, pushes the current value of the EIP register on 
the shadow stack. 
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Loads the offset of the called procedure in the EIP register. 
Begins execution of the called procedure. 


When executing a near return, the processor performs these actions: 


1. 


Pops the top-of-stack value (the return instruction pointer) into the EIP register. 


If shadow stack is enabled, pops the top-of-stack (the return instruction pointer) value from the shadow stack 
and if it’s not the same as the return instruction pointer popped from the stack, then the processor causes a 
control protection exception with error code NEAR-RET (#CP(NEAR-RET)). 

If the RET instruction has an optional n argument, increments the stack pointer by the number of bytes 
specified with the n operand to release parameters from the stack. 


Resumes execution of the calling procedure. 


6.4.2 Far CALL and RET Operation 


When executing a far call, the processor performs these actions (see Figure 6-2): 


1. 


ou BR WN 


Pushes the current value of the CS register on the stack. 
If shadow stack is enabled: 


a. Temporarily saves the current value of the SSP register internally and aligns the SSP to the next 8 byte 
boundary. 


b. Pushes the current value of the CS register on the shadow stack. 

c. Pushes the current value of LIP (CS.base + EIP) on the shadow stack. 

d. Pushes the internally saved value of the SSP register on the shadow stack. 

Pushes the current value of the EIP register on the stack. 

Loads the segment selector of the segment that contains the called procedure in the CS register. 
Loads the offset of the called procedure in the EIP register. 

Begins execution of the called procedure. 


When executing a far return, the processor does the following: 


1. 
2. 


Pops the top-of-stack value (the return instruction pointer) into the EIP register. 

Pops the top-of-stack value (the segment selector for the code segment being returned to) into the CS register. 
If shadow stack is enabled: 

a. Causes a control protection exception (#CP(FAR-RET/IRET)) if the SSP is not aligned to 8 bytes. 


b. Compares the values on the shadow stack at address SSP+8 (the LIP) and SSP+16 (the CS) to the CS and 
(CS.base + EIP) popped from the stack, and causes a control protection exception (#CP(FAR-RET/IRET)) if 
they do not match. 


c. Pops the top-of-stack value (the SSP of the procedure being returned to) from shadow stack into the SSP 
register. 


If the RET instruction has an optional n argument, increments the stack pointer by the number of bytes 
specified with the n operand to release parameters from the stack. 


Resumes execution of the calling procedure. 
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Note: On a near or far return, parameters are released from the stack based 
on the optional n operand in the RET n instruction. 


Figure 6-2. Stack on Near and Far Calls 
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Figure 6-3. Shadow Stack on Near and Far Calls 
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6.4.3 Parameter Passing 


Parameters can be passed between procedures in any of three ways: through general-purpose registers, in an 
argument list, or on the stack. 


6.4.3.1 Passing Parameters Through the General-Purpose Registers 


The processor does not save the state of the general-purpose registers on procedure calls. A calling procedure can 
thus pass up to six parameters to the called procedure by copying the parameters into any of these registers 
(except the ESP and EBP registers) prior to executing the CALL instruction. The called procedure can likewise pass 
parameters back to the calling procedure through general-purpose registers. 


6.4.3.2 Passing Parameters on the Stack 


To pass a large number of parameters to the called procedure, the parameters can be placed on the stack, in the 
stack frame for the calling procedure. Here, it is useful to use the stack-frame base pointer (in the EBP register) to 
make a frame boundary for easy access to the parameters. 


The stack can also be used to pass parameters back from the called procedure to the calling procedure. 


6.4.3.3 Passing Parameters in an Argument List 


An alternate method of passing a larger number of parameters (or a data structure) to the called procedure is to 
place the parameters in an argument list in one of the data segments in memory. A pointer to the argument list can 
then be passed to the called procedure through a general-purpose register or the stack. Parameters can also be 
passed back to the calling procedure in this same manner. 


6.4.4 Saving Procedure State Information 


The processor does not save the contents of the general-purpose registers, segment registers, or the EFLAGS 
register on a procedure call. A calling procedure should explicitly save the values in any of the general-purpose 
registers that it will need when it resumes execution after a return. These values can be saved on the stack or in 
memory in one of the data segments. 


The PUSHA and POPA instructions facilitate saving and restoring the contents of the general-purpose registers. 

PUSHA pushes the values in all the general-purpose registers on the stack in the following order: EAX, ECX, EDX, 
EBX, ESP (the value prior to executing the PUSHA instruction), EBP, ESI, and EDI. The POPA instruction pops all the 
register values saved with a PUSHA instruction (except the ESP value) from the stack to their respective registers. 


If a called procedure changes the state of any of the segment registers explicitly, it should restore them to their 
former values before executing a return to the calling procedure. 


If a calling procedure needs to maintain the state of the EFLAGS register, it can save and restore all or part of the 
register using the PUSHF/PUSHFD and POPF/POPFD instructions. The PUSHF instruction pushes the lower word of 
the EFLAGS register on the stack, while the PUSHFD instruction pushes the entire register. The POPF instruction 
pops a word from the stack into the lower word of the EFLAGS register, while the POPFD instruction pops a double 
word from the stack into the register. 


6.4.5 Calls to Other Privilege Levels 


The IA-32 architecture’s protection mechanism recognizes four privilege levels, numbered from 0 to 3, where a 
greater number mean less privilege. The reason to use privilege levels is to improve the reliability of operating 
systems. For example, Figure 6-4 shows how privilege levels can be interpreted as rings of protection. 
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Figure 6-4. Protection Rings 


In this example, the highest privilege level 0 (at the center of the diagram) is used for segments that contain the 
most critical code modules in the system, usually the kernel of an operating system. The outer rings (with progres- 
sively lower privileges) are used for segments that contain code modules for less critical software. 


Code modules in lower privilege segments can only access modules operating at higher privilege segments by 
means of a tightly controlled and protected interface called a gate. Attempts to access higher privilege segments 
without going through a protection gate and without having sufficient access rights causes a general-protection 
exception (#GP) to be generated. 


If an operating system or executive uses this multilevel protection mechanism, a call to a procedure that is ina 
more privileged protection level than the calling procedure is handled in a similar manner as a far call (see Section 
6.4.2, “Far CALL and RET Operation”). The differences are as follows: 


* The segment selector provided in the CALL instruction references a special data structure called a call gate 
descriptor. Among other things, the call gate descriptor provides the following: 


— access rights information 
— the segment selector for the code segment of the called procedure 
— an offset into the code segment (that is, the instruction pointer for the called procedure) 


¢ The processor switches to a new stack to execute the called procedure. Each privilege level has its own stack. 
The segment selector and stack pointer for the privilege level 3 stack are stored in the SS and ESP registers, 
respectively, and are automatically saved when a call to a more privileged level occurs. The segment selectors 
and stack pointers for the privilege level 2, 1, and O stacks are stored in a system segment called the task state 
segment (TSS). 


The use of a call gate and the TSS during a stack switch are transparent to the calling procedure, except when a 
general-protection exception is raised. 


6.4.6 CALL and RET Operation Between Privilege Levels 

When making a call to a more privileged protection level, the processor does the following (see Figure 6-5): 
1. Performs an access rights check (privilege check). 

2. Temporarily saves (internally) the current contents of the SS, ESP, CS, and EIP registers. 
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Figure 6-5. Stack Switch on a Call to a Different Privilege Level 
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3. Loads the segment selector and stack pointer for the new stack (that is, the stack for the privilege level being 
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Note: There are no parameters on the shadow stack. RET and RET n operate 
identically on the shadow stack. 


Figure 6-6. Shadow Stack Switch on a Call to a Different Privilege Level 


called) from the TSS into the SS and ESP registers and switches to the new stack. 


4. Pushes the temporarily saved SS and ESP values for the calling procedure’s stack onto the new stack. 
Copies the parameters from the calling procedure’s stack to the new stack. A value in the call gate descriptor 


determines how many parameters to copy to the new stack. 


6. Pushes the temporarily saved CS and EIP values for the calling procedure to the new stack. 


If shadow stack is enabled at the privilege level of the calling procedure, then the processor temporarily saves 
the SSP of the calling procedure internally. If the calling procedure is at privilege level 3, the SSP of the calling 


procedure is also saved into the IA32_PL3_SSP MSR. 
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If shadow stack is enabled at the privilege level of the called procedure, then the SSP for the called procedure 
is obtained from one of the MSRs listed below, depending on the target privilege level. The SSP obtained is then 
verified to ensure it points to a valid supervisory shadow stack that is not currently active by verifying a 
supervisor shadow stack token at the address pointed to by the SSP. The operations performed to verify and 
acquire the supervisor shadow stack token by making it busy are as described in Section 18.2.3 of the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 1. 


— JIA32_PL2_SSP if transitioning to ring 2. 
— IA32_PL1_SSP if transitioning to ring 1. 
— IA32_PLO_SSP if transitioning to ring 0. 


If shadow stack is enabled at the privilege level of the called procedure and the calling procedure was not at 
privilege level 3, then the processor pushes the temporarily saved CS, LIP (CS.base + EIP), and SSP of the 
calling procedure to the new shadow stack. 


Loads the segment selector for the new code segment and the new instruction pointer from the call gate into 
the CS and EIP registers, respectively. 


Begins execution of the called procedure at the new privilege level. 


When executing a return from the privileged procedure, the processor performs these actions: 


1. 
2. 


6. 


Performs a privilege check. 

Restores the CS and EIP registers to their values prior to the call. 

If shadow stack is enabled at the current privilege level: 

— Causes a control protection exception (#CP(FAR-RET/IRET)) if SSP is not aligned to 8 bytes. 

— Ifthe privilege level of the procedure being returned to is less than 3 (returning to supervisor mode): 


* Compares the values on shadow stack at address SSP+8 (the LIP) and SSP+16 (the CS) to the CS and 
(CS.base + EIP) popped from the stack and causes a control protection exception (#CP(FAR- 
RET/IRET)) if they do not match. 


¢ Temporarily saves the top-of-stack value (the SSP of the procedure being returned to) internally. 


— Ifa busy supervisor shadow stack token is present at address SSP+24, then marks the token free using 
operations described in Section 18.2.3 of the Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1. 


— Ifthe privilege level of the procedure being returned to is less than 3 (returning to supervisor mode), re- 
stores the SSP register from the internally saved value. 


— Ifthe privilege level of the procedure being returned to is 3 (returning to user mode) and shadow stack is 
enabled at privilege level 3, then restores the SSP register with value of IA32_PL3_SSP MSR. 


If the RET instruction has an optional n argument, increments the stack pointer by the number of bytes 
specified with the n operand to release parameters from the stack. If the call gate descriptor specifies that one 
or more parameters be copied from one stack to the other, a RET rn instruction must be used to release the 
parameters from both stacks. Here, the n operand specifies the number of bytes occupied on each stack by the 
parameters. On a return, the processor increments ESP by n for each stack to step over (effectively remove) 
these parameters from the stacks. 


Restores the SS and ESP registers to their values prior to the call, which causes a switch back to the stack of 
the calling procedure. 


If the RET instruction has an optional n argument, increments the stack pointer by the number of bytes 
specified with the n operand to release parameters from the stack (see explanation in step 3). 


Resumes execution of the calling procedure. 


See Chapter 5, “Protection,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, for 
detailed information on calls to privileged levels and the call gate descriptor. 
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6.4.7 Branch Functions in 64-Bit Mode 


The 64-bit extensions expand branching mechanisms to accommodate branches in 64-bit linear-address space. 
These are: 


¢ Near-branch semantics are redefined in 64-bit mode 
°* In 64-bit mode and compatibility mode, 64-bit call-gate descriptors for far calls are available 


In 64-bit mode, the operand size for all near branches (CALL, RET, JCC, JCXZ, JMP, and LOOP) is forced to 64 bits. 
These instructions update the 64-bit RIP without the need for a REX operand-size prefix. 


The following aspects of near branches are controlled by the effective operand size: 
* Truncation of the size of the instruction pointer 

° Size of a stack pop or push, due to a CALL or RET 

° Size of a stack-pointer increment or decrement, due to a CALL or RET 

¢  Indirect-branch operand size 


In 64-bit mode, all of the above actions are forced to 64 bits regardless of operand size prefixes (operand size 
prefixes are silently ignored). However, the displacement field for relative branches is still limited to 32 bits and the 
address size for near branches is not forced in 64-bit mode. 


Address sizes affect the size of RCX used for JCXZ and LOOP; they also impact the address calculation for memory 
indirect branches. Such addresses are 64 bits by default; but they can be overridden to 32 bits by an address size 
prefix. 


Software typically uses far branches to change privilege levels. The legacy IA-32 architecture provides the call-gate 
mechanism to allow software to branch from one privilege level to another, although call gates can also be used for 
branches that do not change privilege levels. When call gates are used, the selector portion of the direct or indirect 
pointer references a gate descriptor (the offset in the instruction is ignored). The offset to the destination’s code 
segment is taken from the call-gate descriptor. 


64-bit mode redefines the type value of a 32-bit call-gate descriptor type to a 64-bit call gate descriptor and 
expands the size of the 64-bit descriptor to hold a 64-bit offset. The 64-bit mode call-gate descriptor allows far 
branches that reference any location in the supported linear-address space. These call gates also hold the target 
code selector (CS), allowing changes to privilege level and default size as a result of the gate transition. 


Because immediates are generally specified up to 32 bits, the only way to specify a full 64-bit absolute RIP in 64- 
bit mode is with an indirect branch. For this reason, direct far branches are eliminated from the instruction set in 
64-bit mode. 


64-bit mode also expands the semantics of the SYSENTER and SYSEXIT instructions so that the instructions 
operate within a 64-bit memory space. The mode also introduces two new instructions: SYSCALL and SYSRET 
(which are valid only in 64-bit mode). For details, see “SYSENTER—Fast System Call,” “SYSEXIT—Fast Return from 
Fast System Call,” “SYSCALL—Fast System Call,” and “SYSRET—Return From Fast System Call” in Chapter 4, 
“Instruction Set Reference, M-U,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
2B. 


6.5 INTERRUPTS AND EXCEPTIONS 


The processor provides two mechanisms for interrupting program execution, interrupts and exceptions: 
¢ Aninterrupt is an asynchronous event that is typically triggered by an I/O device. 


e An exception is a synchronous event that is generated when the processor detects one or more predefined 
conditions while executing an instruction. The IA-32 architecture specifies three classes of exceptions: faults, 
traps, and aborts. 


The processor responds to interrupts and exceptions in essentially the same way. When an interrupt or exception 
is signaled, the processor halts execution of the current program or task and switches to a handler procedure that 
has been written specifically to handle the interrupt or exception condition. The processor accesses the handler 
procedure through an entry in the interrupt descriptor table (IDT). When the handler has completed handling the 
interrupt or exception, program control is returned to the interrupted program or task. 
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The operating system, executive, and/or device drivers normally handle interrupts and exceptions independently 
from application programs or tasks. Application programs can, however, access the interrupt and exception 
handlers incorporated in an operating system or executive through assembly-language calls. The remainder of this 
section gives a brief overview of the processor’s interrupt and exception handling mechanism. See Chapter 6, 
“Interrupt and Exception Handling,” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3A, for a description of this mechanism. 


The IA-32 Architecture defines 18 predefined interrupts and exceptions and 224 user defined interrupts, which are 
associated with entries in the IDT. Each interrupt and exception in the IDT is identified with a number, called a 
vector. Table 6-1 lists the interrupts and exceptions with entries in the IDT and their respective vectors. Vectors 0 
through 8, 10 through 14, and 16 through 19 are the predefined interrupts and exceptions; vectors 32 through 255 
are for software-defined interrupts, which are for either software interrupts or maskable hardware inter- 
rupts. 


Note that the processor defines several additional interrupts that do not point to entries in the IDT; the most 
notable of these interrupts is the SMI interrupt. See Chapter 6, “Interrupt and Exception Handling,” in the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, for more information about the interrupts 
and exceptions. 


When the processor detects an interrupt or exception, it does one of the following things: 
¢ Executes an implicit call to a handler procedure. 
¢ Executes an implicit call to a handler task. 


6.5.1 Call and Return Operation for Interrupt or Exception Handling Procedures 


A call to an interrupt or exception handler procedure is similar to a procedure call to another protection level (see 
Section 6.4.6, “CALL and RET Operation Between Privilege Levels”). Here, the vector references one of two kinds 
of gates in the IDT: an interrupt gate or a trap gate. Interrupt and trap gates are similar to call gates in that they 
provide the following information: 


¢ Access rights information 
¢ The segment selector for the code segment that contains the handler procedure 
¢ An offset into the code segment to the first instruction of the handler procedure 


The difference between an interrupt gate and a trap gate is as follows. If an interrupt or exception handler is called 
through an interrupt gate, the processor clears the interrupt enable (IF) flag in the EFLAGS register to prevent 
subsequent interrupts from interfering with the execution of the handler. When a handler is called through a trap 
gate, the state of the IF flag is not changed. 


Table 6-1. Exceptions and Interrupts 


Vector | Mnemonic Description Source 
0 #DE Divide Error DIV and IDIV instructions. 
#DB Debug Any code or data reference. 

2 NMI Interrupt Non-maskable external interrupt. 

3 #BP Breakpoint INT3 instruction. 

4 #OF Overflow INTO instruction. 

5 #BR BOUND Range Exceeded BOUND instruction. 

ts) #UD Invalid Opcode (Undefined Opcode) UD instruction or reserved opcode. 

7 #NM Device Not Available (No Math Coprocessor) Floating-point or WAIT/FWAIT instruction. 

8 #DF Double Fault Any instruction that can generate an exception, an NMI, or 

an INTR. 

9 #MF CoProcessor Segment Overrun (reserved) Floating-point instruction.' 
10 #TS Invalid TSS Task switch or TSS access. 
11 #NP Segment Not Present Loading segment registers or accessing system segments. 
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Table 6-1. Exceptions and Interrupts (Contd.) 


Vector | Mnemonic Description Source 
12 #SS Stack Segment Fault Stack operations and SS register loads. 
13 #GP General Protection Any memory reference and other protection checks. 
14 HPF Page Fault Any memory reference. 
15 Reserved 
16 #MF Floating-Point Error (Math Fault) Floating-point or WAIT/FWAIT instruction. 
17 #AC Alignment Check Any data reference in memory.2 
18 #MC Machine Check Error codes (if any) and source are model dependent. 
19 #XM SIMD Floating-Point Exception SIMD Floating-Point Instruction* 
20 #VE Virtualization Exception EPT violations? 
21 #CP Control Protection Exception The RET, IRET, RSTORSSP, and SETSSBSY instructions can 
generate this exception. When CET indirect branch tracking 
is enabled, this exception can be generated due to a 
missing ENDBRANCH instruction at the target of an indirect 
call or jump. 
22-31 Reserved 
32-255 Maskable Interrupts External interrupt from INTR pin or INT n instruction. 
NOTES: 


1. IA-32 processors after the Intel386 processor do not generate this exception. 


2. This exception was introduced in the Intel486 processor. 


3. This exception was introduced in the Pentium processor and enhanced in the P6 family processors. 


4. This exception was introduced in the Pentium Ill processor. 


5. This exception can occur only on processors that support the 1-setting of the “EPT-violation #VE” VM-execution control. 


If the code segment for the handler procedure has the same privilege level as the currently executing program or 
task, the handler procedure uses the current stack; if the handler executes at a more privileged level, the processor 
switches to the stack for the handler’s privilege level. 


If no stack switch occurs, the processor does the following when calling an interrupt or exception handler (see 
Figure 6-7): 


1. Pushes the current contents of the EFLAGS, CS, and EIP registers (in that order) on the stack. 
If shadow stack is enabled: 
a. Temporarily saves the current value of the SSP register internally. 
b. Pushes the current value of the CS register on the shadow stack. 
c. Pushes the current value of LIP (CS.base + EIP) on the shadow stack. 
d. Pushes the temporarily saved SSP value on the shadow stack. 
Pushes an error code (if appropriate) on the stack. 


Loads the segment selector for the new code segment and the new instruction pointer (from the interrupt gate 
or trap gate) into the CS and EIP registers, respectively. 


If the call is through an interrupt gate, clears the IF flag in the EFLAGS register. 
Begins execution of the handler procedure. 
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Stack Usage with No Privilege-Level Change 
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Figure 6-7. Stack Usage on Transfers to Interrupt and Exception Handling Routines 
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Figure 6-8. Shadow Stack Usage on Transfers to Interrupt and Exception Handling Routines 
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If a stack switch does occur, the processor does the following: 


1. 
2. 


6. 
7. 


Temporarily saves (internally) the current contents of the SS, ESP, EFLAGS, CS, and EIP registers. 


Loads the segment selector and stack pointer for the new stack (that is, the stack for the privilege level being 
called) from the TSS into the SS and ESP registers and switches to the new stack. 


Pushes the temporarily saved SS, ESP, EFLAGS, CS, and EIP values for the interrupted procedure’s stack onto 
the new stack. 


If shadow stack is enabled at the privilege level of the interrupted procedure, then the processor temporarily 
saves the SSP of the interrupted procedure internally. If the interrupted procedure is at privilege level 3, the 
SSP of the interrupted procedure is also saved into the IA32_PL3_SSP MSR. 


If shadow stack is enabled at the privilege level being called, then the SSP for the called privilege level is 
obtained from one of the MSRs listed below, depending on the target privilege level. The SSP obtained is then 
verified to ensure it points to a valid supervisory shadow stack that is not currently active by verifying a 
supervisor shadow stack token at the address pointed to by the SSP. The operations performed to verify and 
acquire the supervisor shadow stack token by making it busy are as described in Section 18.2.3 of the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 1. 


— IA32_PL2_SSP if transitioning to ring 2. 
— IA32_PL1_SSP if transitioning to ring 1. 
— IA32_PLO_SSP if transitioning to ring 0. 


If shadow stack is enabled at the privilege level being called and the interrupted procedure was not at privilege 
level 3, then the processor pushes the temporarily saved CS, LIP (CS.base + EIP), and SSP of the interrupted 
procedure to the new shadow stack. 


Pushes an error code on the new stack (if appropriate). 


Loads the segment selector for the new code segment and the new instruction pointer (from the interrupt gate 
or trap gate) into the CS and EIP registers, respectively. 


If the call is through an interrupt gate, clears the IF flag in the EFLAGS register. 
Begins execution of the handler procedure at the new privilege level. 


A return from an interrupt or exception handler is initiated with the IRET instruction. The IRET instruction is similar 
to the far RET instruction, except that it also restores the contents of the EFLAGS register for the interrupted proce- 
dure. When executing a return from an interrupt or exception handler from the same privilege level as the inter- 
rupted procedure, the processor performs these actions: 


1. 


2. 
3. 
4. 


Restores the CS and EIP registers to their values prior to the interrupt or exception. 
If shadow stack is enabled: 


a. Compares the values on the shadow stack at address SSP+8 (the LIP) and SSP+16 (the CS) to the CS and 
(CS.base + EIP) popped from the stack, and causes a control protection exception (#CP(FAR-RET/IRET)) if 
they do not match. 


b. Pops the top-of-stack value (the SSP prior to the interrupt or exception) from the shadow stack into the SSP 
register. 


Restores the EFLAGS register. 
Increments the stack pointer appropriately. 
Resumes execution of the interrupted procedure. 


When executing a return from an interrupt or exception handler from a different privilege level than the interrupted 
procedure, the processor performs these actions: 


1. 
2. 
3. 


Performs a privilege check. 

Restores the CS and EIP registers to their values prior to the interrupt or exception. 

Restores the EFLAGS register. 

If shadow stack is enabled at the current privilege level: 

— If SSP is not aligned to 8 bytes, then causes a control protection exception (#CP(FAR-RET/IRET)). 
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If the privilege level of the procedure being returned to is less than 3 (returning to supervisor mode): 


* Compares the values on the shadow stack at address SSP+8 (the LIP) and SSP+16 (the CS) to the CS 
and (CS.base + EIP) popped from the stack, and causes a control protection exception (#CP(FAR- 
RET/IRET)) if they do not match. 


¢ Temporarily saves the top-of-stack value (the SSP of the procedure being returned to) internally. 


— Ifa busy supervisor shadow stack token is present at address SSP+24, then marks the token free using 
operations described in Section 18.2.3 of the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1. 


— Ifthe privilege level of the procedure being returned to is less than 3 (returning to supervisor mode), 
restores the SSP register from the internally saved value. 


— Ifthe privilege level of the procedure being returned to is 3 (returning to user mode) and shadow stack is 
enabled at privilege level 3, then restores the SSP register with the value of the IA32_PL3_SSP MSR. 


4. Restores the SS and ESP registers to their values prior to the interrupt or exception, resulting in a stack switch 
back to the stack of the interrupted procedure. 


5. Resumes execution of the interrupted procedure. 


6.5.2 Calls to Interrupt or Exception Handler Tasks 


Interrupt and exception handler routines can also be executed in a separate task. Here, an interrupt or exception 
causes a task switch to a handler task. The handler task is given its own address space and (optionally) can execute 
at a higher protection level than application programs or tasks. 


The switch to the handler task is accomplished with an implicit task call that references a task gate descriptor. 
The task gate provides access to the address space for the handler task. As part of the task switch, the processor 
saves complete state information for the interrupted program or task. Upon returning from the handler task, the 
state of the interrupted program or task is restored and execution continues. See Chapter 6, “Interrupt and Excep- 
tion Handling,” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, for more infor- 
mation on handling interrupts and exceptions through handler tasks. 


6.5.3 Interrupt and Exception Handling in Real-Address Mode 


When operating in real-address mode, the processor responds to an interrupt or exception with an implicit far call 
to an interrupt or exception handler. The processor uses the interrupt or exception vector as an index into an inter- 
rupt table. The interrupt table contains instruction pointers to the interrupt and exception handler procedures. 


The processor saves the state of the EFLAGS register, the EIP register, the CS register, and an optional error code 
on the stack before switching to the handler procedure. 


A return from the interrupt or exception handler is carried out with the IRET 
instruction. 


See Chapter 19, “8086 Emulation,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
3B, for more information on handling interrupts and exceptions in real-address mode. 


6.5.4 INT n, INTO, INT3, INT1, and BOUND Instructions 


The INT n, INTO, INT3, and BOUND instructions allow a program or task to explicitly call an interrupt or exception 
handler. The INT n instruction (opcode CD) uses a vector as an argument, which allows a program to call any inter- 
rupt handler. 


The INTO instruction (opcode CE) explicitly calls the overflow exception (#OF) handler if the overflow flag (OF) in 
the EFLAGS register is set. The OF flag indicates overflow on arithmetic instructions, but it does not automatically 
raise an overflow exception. An overflow exception can only be raised explicitly in either of the following ways: 


¢ Execute the INTO instruction. 
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¢ Test the OF flag and execute the INT rn instruction with an argument of 4 (the vector of the overflow exception) 
if the flag is set. 


Both the methods of dealing with overflow conditions allow a program to test for overflow at specific places in the 
instruction stream. 

The INT3 instruction (opcode CC) explicitly calls the breakpoint exception (#BP) handler. Similarly, the INT1 
instruction (opcode F1) explicitly calls the debug exception (#DB) handler.? 


The BOUND instruction explicitly calls the BOUND-range exceeded exception (#BR) handler if an operand is found 
to be not within predefined boundaries in memory. This instruction is provided for checking references to arrays 
and other data structures. Like the overflow exception, the BOUND-range exceeded exception can only be raised 
explicitly with the BOUND instruction or the INT rn instruction with an argument of 5 (the vector of the bounds- 
check exception). The processor does not implicitly perform bounds checks and raise the BOUND-range exceeded 
exception. 


6.5.5 Handling Floating-Point Exceptions 


When operating on individual or packed floating-point values, the IA-32 architecture supports a set of six floating- 
point exceptions. These exceptions can be generated during operations performed by the x87 FPU instructions or 
by SSE/SSE2/SSE3 instructions. When an x87 FPU instruction (including the FISTTP instruction in SSE3) generates 
one or more of these exceptions, it in turn generates floating-point error exception (#MF); when an 
SSE/SSE2/SSE3 instruction generates a floating-point exception, it in turn generates SIMD floating-point excep- 
tion (#XM). 

See the following sections for further descriptions of the floating-point exceptions, how they are generated, and 
how they are handled: 


® Section 4.9.1, “Floating-Point Exception Conditions,” and Section 4.9.3, “Typical Actions of a Floating-Point 
Exception Handler” 


° Section 8.4, “x87 FPU Floating-Point Exception Handling,” and Section 8.5, “x87 FPU Floating-Point Exception 
Conditions” 


¢ Section 11.5.1, “SIMD Floating-Point Exceptions” 
¢ Interrupt Behavior 


6.5.6 Interrupt and Exception Behavior in 64-Bit Mode 


64-bit extensions expand the legacy IA-32 interrupt-processing and exception-processing mechanism to allow 
support for 64-bit operating systems and applications. Changes include: 


¢ All interrupt handlers pointed to by the IDT are 64-bit code (does not apply to the SMI handler). 
¢ The size of interrupt-stack pushes is fixed at 64 bits. The processor uses 8-byte, zero extended stores. 


¢ The stack pointer (SS:RSP) is pushed unconditionally on interrupts. In legacy environments, this push is 
conditional and based on a change in current privilege level (CPL). 


¢ The new SS is set to NULL if there is a change in CPL. 

¢ _IRET behavior changes. 

¢ There is a new interrupt stack-switch mechanism and a new interrupt shadow stack-switch mechanism. 
¢ The alignment of interrupt stack frame is different. 


1. Hardware vendors may use the INT1 instruction for hardware debug. For that reason, Intel recommends software vendors instead 
use the INT3 instruction for software breakpoints. 
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6.6 PROCEDURE CALLS FOR BLOCK-STRUCTURED LANGUAGES 


The IA-32 architecture supports an alternate method of performing procedure calls with the ENTER (enter proce- 
dure) and LEAVE (leave procedure) instructions. These instructions automatically create and release, respectively, 
stack frames for called procedures. The stack frames have predefined spaces for local variables and the necessary 
pointers to allow coherent returns from called procedures. They also allow scope rules to be implemented so that 
procedures can access their own local variables and some number of other variables located in other stack frames. 


ENTER and LEAVE offer two benefits: 
¢ They provide machine-language support for implementing block-structured languages, such as C and Pascal. 
° They simplify procedure entry and exit in compiler-generated code. 


6.6.1 ENTER Instruction 


The ENTER instruction creates a stack frame compatible with the scope rules typically used in block-structured 
languages. In block-structured languages, the scope of a procedure is the set of variables to which it has access. 
The rules for scope vary among languages. They may be based on the nesting of procedures, the division of the 
program into separately compiled files, or some other modularization scheme. 


ENTER has two operands. The first specifies the number of bytes to be reserved on the stack for dynamic storage 
for the procedure being called. Dynamic storage is the memory allocated for variables created when the procedure 
is called, also known as automatic variables. The second parameter is the lexical nesting level (from 0 to 31) of the 
procedure. The nesting level is the depth of a procedure in a hierarchy of procedure calls. The lexical level is unre- 
lated to either the protection privilege level or to the I/O privilege level of the currently running program or task. 


ENTER, in the following example, allocates 2 Kbytes of dynamic storage on the stack and sets up pointers to two 
previous stack frames in the stack frame for this procedure: 


ENTER 2048,3 


The lexical nesting level determines the number of stack frame pointers to copy into the new stack frame from the 
preceding frame. A stack frame pointer is a doubleword used to access the variables of a procedure. The set of 
stack frame pointers used by a procedure to access the variables of other procedures is called the display. The first 
doubleword in the display is a pointer to the previous stack frame. This pointer is used by a LEAVE instruction to 
undo the effect of an ENTER instruction by discarding the current stack frame. 


After the ENTER instruction creates the display for a procedure, it allocates the dynamic local variables for the 
procedure by decrementing the contents of the ESP register by the number of bytes specified in the first parameter. 
This new value in the ESP register serves as the initial top-of-stack for all PUSH and POP operations within the 
procedure. 


To allow a procedure to address its display, the ENTER instruction leaves the EBP register pointing to the first 
doubleword in the display. Because stacks grow down, this is actually the doubleword with the highest address in 
the display. Data manipulation instructions that specify the EBP register as a base register automatically address 
locations within the stack segment instead of the data segment. 


The ENTER instruction can be used in two ways: nested and non-nested. If the lexical level is 0, the non-nested 
form is used. The non-nested form pushes the contents of the EBP register on the stack, copies the contents of the 
ESP register into the EBP register, and subtracts the first operand from the contents of the ESP register to allocate 
dynamic storage. The non-nested form differs from the nested form in that no stack frame pointers are copied. The 
nested form of the ENTER instruction occurs when the second parameter (lexical level) is not zero. 


The following pseudo code shows the formal definition of the ENTER instruction. STORAGE is the number of bytes 
of dynamic storage to allocate for local variables, and LEVEL is the lexical nesting level. 
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PUSH EBP; 
FRAME_PTR := ESP; 
IF LEVEL > O 
THEN 
DO (LEVEL — 1) times 
EBP := EBP - 4; 
PUSH Pointer(EBP); (* doubleword pointed to by EBP *) 
OD; 


PUSH FRAME_PTR; 
Fl; 
EBP := FRAME_PTR; 
ESP := ESP — STORAGE; 


The main procedure (in which all other procedures are nested) operates at the highest lexical level, level 1. The 
first procedure it calls operates at the next deeper lexical level, level 2. A level 2 procedure can access the variables 
of the main program, which are at fixed locations specified by the compiler. In the case of level 1, the ENTER 
instruction allocates only the requested dynamic storage on the stack because there is no previous display to copy. 


A procedure that calls another procedure at a lower lexical level gives the called procedure access to the variables 
of the caller. The ENTER instruction provides this access by placing a pointer to the calling procedure's stack frame 
in the display. 


A procedure that calls another procedure at the same lexical level should not give access to its variables. In this 
case, the ENTER instruction copies only that part of the display from the calling procedure which refers to previ- 
ously nested procedures operating at higher lexical levels. The new stack frame does not include the pointer for 
addressing the calling procedure’s stack frame. 


The ENTER instruction treats a re-entrant procedure as a call to a procedure at the same lexical level. In this case, 
each succeeding iteration of the re-entrant procedure can address only its own variables and the variables of the 
procedures within which it is nested. A re-entrant procedure always can address its own variables; it does not 
require pointers to the stack frames of previous iterations. 


By copying only the stack frame pointers of procedures at higher lexical levels, the ENTER instruction makes 
certain that procedures access only those variables of higher lexical levels, not those at parallel lexical levels (see 
Figure 6-9). 


Main (Lexical Level 1) 


Procedure A (Lexical Level 2) 


Procedure B (Lexical Level 3) 


Procedure C (Lexical Level 3) 


Procedure D (Lexical Level 4) 


Figure 6-9. Nested Procedures 


Block-structured languages can use the lexical levels defined by ENTER to control access to the variables of nested 
procedures. In Figure 6-9, for example, if procedure A calls procedure B which, in turn, calls procedure C, then 
procedure C will have access to the variables of the MAIN procedure and procedure A, but not those of procedure 
B because they are at the same lexical level. The following definition describes the access to variables for the 
nested procedures in Figure 6-9. 


1. MAIN has variables at fixed locations. 
2. Procedure A can access only the variables of MAIN. 
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3. Procedure B can access only the variables of procedure A and MAIN. Procedure B cannot access the variables of 


procedure C or procedure D. 


4. Procedure C can access only the variables of procedure A and MAIN. Procedure C cannot access the variables of 


procedure B or procedure D. 


5. Procedure D can access the variables of procedure C, procedure A, and MAIN. Procedure D cannot access the 


variables of procedure B. 


In Figure 6-10, an ENTER instruction at the beginning of the MAIN procedure creates three doublewords of dynamic 
storage for MAIN, but copies no pointers from other stack frames. The first doubleword in the display holds a copy 
of the last value in the EBP register before the ENTER instruction was executed. The second doubleword holds a 
copy of the contents of the EBP register following the ENTER instruction. After the instruction is executed, the EBP 
register points to the first doubleword pushed on the stack, and the ESP register points to the last doubleword in 
the stack frame. 


When MAIN calls procedure A, the ENTER instruction creates a new display (see Figure 6-11). The first doubleword 
is the last value held in MAIN's EBP register. The second doubleword is a pointer to MAIN's stack frame which is 
copied from the second doubleword in MAIN's display. This happens to be another copy of the last value held in 


MAIN’s EBP register. Procedure A can access variables in MAIN because MAIN is at level 1. 


Therefore the base address for the dynamic storage used in MAIN is the current address in the EBP register, plus 
four bytes to account for the saved contents of MAIN’s EBP register. All dynamic variables for MAIN are at fixed, 


positive offsets from this value. 
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Figure 6-10. Stack Frame After Entering the MAIN Procedure 
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Figure 6-11. Stack Frame After Entering Procedure A 
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When procedure A calls procedure B, the ENTER instruction creates a new display (see Figure 6-12). The first 
doubleword holds a copy of the last value in procedure A’s EBP register. The second and third doublewords are 
copies of the two stack frame pointers in procedure A’s display. Procedure B can access variables in procedure A 
and MAIN by using the stack frame pointers in its display. 


When procedure B calls procedure C, the ENTER instruction creates a new display for procedure C (see 

Figure 6-13). The first doubleword holds a copy of the last value in procedure B’s EBP register. This is used by the 
LEAVE instruction to restore procedure B’s stack frame. The second and third doublewords are copies of the two 
stack frame pointers in procedure A's display. If procedure C were at the next deeper lexical level from procedure 
B, a fourth doubleword would be copied, which would be the stack frame pointer to procedure B’s local variables. 


Note that procedure B and procedure C are at the same level, so procedure C is not intended to access procedure 
B’s variables. This does not mean that procedure C is completely isolated from procedure B; procedure C is called 
by procedure B, so the pointer to the returning stack frame is a pointer to procedure B’s stack frame. In addition, 
procedure B can pass parameters to procedure C either on the stack or through variables global to both procedures 
(that is, variables in the scope of both procedures). 


Old EBP 
Main’s EBP 


Main’s EBP 
Main’s EBP 
Procedure A’s EBP 


Procedure As EBP = |~€— EBP 
: Main’s EBP 
Display 
Procedure A’s EBP 
Procedure B’s EBP 
Dynamic 
Storage 
<< ESP 


Figure 6-12. Stack Frame After Entering Procedure B 
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Old EBP 
Main’s EBP 


Main’s EBP 
Main’s EBP 
Procedure A’s EBP 


Procedure A’s EBP 
Main’s EBP 
Procedure A's EBP 
Procedure B’s EBP 


Procedure B’s EBP <— EBP 
‘ Main’s EBP 
Display 
Procedure A’s EBP 
Procedure C’s EBP 
Dynamic 
Storage 
<<— ESP 


Figure 6-13. Stack Frame After Entering Procedure C 


6.6.2 LEAVE Instruction 


The LEAVE instruction, which does not have any operands, reverses the action of the previous ENTER instruction. 
The LEAVE instruction copies the contents of the EBP register into the ESP register to release all stack space allo- 
cated to the procedure. Then it restores the old value of the EBP register from the stack. This simultaneously 
restores the ESP register to its original value. A subsequent RET instruction then can remove any arguments and 
the return address pushed on the stack by the calling program for use by the procedure. 
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CHAPTER 7 
PROGRAMMING WITH 
GENERAL-PURPOSE INSTRUCTIONS 


General-purpose (GP) instructions are a subset of the IA-32 instructions that represent the fundamental instruction 
set for the Intel IA-32 processors. These instructions were introduced into the IA-32 architecture with the first IA- 
32 processors (the Intel 8086 and 8088). Additional instructions were added to the general-purpose instruction set 
in subsequent families of IA-32 processors (the Intel 286, Intel386, Intel486, Pentium, Pentium Pro, and Pentium 
II processors). 


Intel 64 architecture further extends the capability of most general-purpose instructions so that they are able to 
handle 64-bit data in 64-bit mode. A small number of general-purpose instructions (still supported in non-64-bit 
modes) are not supported in 64-bit mode. 


General-purpose instructions perform basic data movement, memory addressing, arithmetic and logical, program 
flow control, input/output, and string operations on a set of integer, pointer, and BCD data types. This chapter 
provides an overview of the general-purpose instructions. See Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volumes 2A, 2B, 2C & 2D, for detailed descriptions of individual instructions. 


7.1 PROGRAMMING ENVIRONMENT FOR GP INSTRUCTIONS 


The programming environment for the general-purpose instructions consists of the set of registers and address 
space. The environment includes the following items: 


¢ General-purpose registers — Eight 32-bit general-purpose registers (see Section 3.4.1, “General-Purpose 
Registers”) are used in non-64-bit modes to address operands in memory. These registers are referenced by 
the names EAX, EBX, ECX, EDX, EBP, ESI EDI, and ESP. 


¢ Segment registers — The six 16-bit segment registers contain segment pointers for use in accessing memory 
(see Section 3.4.2, “Segment Registers”). These registers are referenced by the names CS, DS, SS, ES, FS, and 
GS. 


¢ EFLAGS register — This 32-bit register (see Section 3.4.3, “EFLAGS Register”) is used to provide status and 
control for basic arithmetic, compare, and system operations. 


¢ EIP register — This 32-bit register contains the current instruction pointer (see Section 3.5, “Instruction 
Pointer”). 


General-purpose instructions operate on the following data types. The width of valid data types is dependent on 
processor mode (see Chapter 4): 


¢ Bytes, words, doublewords 

¢ Signed and unsigned byte, word, doubleword integers 
¢ Near and far pointers 

° Bit fields 

° BCD integers 


7.2 PROGRAMMING ENVIRONMENT FOR GP INSTRUCTIONS IN 64-BIT MODE 


The programming environment for the general-purpose instructions in 64-bit mode is similar to that described in 
Section 7.1. 


¢ General-purpose registers — In 64-bit mode, sixteen general-purpose registers available. These include the 
eight GPRs described in Section 7.1 and eight new GPRs (R8D-R1i5D). R8D-R15D are available by using a REX 
prefix. All sixteen GPRs can be promoted to 64 bits. The 64-bit registers are referenced as RAX, RBX, RCX, RDX, 
RBP, RSI, RDI, RSP and R8-R15 (see Section 3.4.1.1, “General-Purpose Registers in 64-Bit Mode”). Promotion 
to 64-bit operand requires REX prefix encodings. 


Vol.1 7-1 


PROGRAMMING WITH GENERAL-PURPOSE INSTRUCTIONS 


¢ Segment registers — In 64-bit mode, segmentation is available but it is set up uniquely (see Section 3.4.2.1, 
“Segment Registers in 64-Bit Mode”). 


¢ Flags and Status register — When the processor is running in 64-bit mode, EFLAGS becomes the 64-bit 
RFLAGS register (see Section 3.4.3, “EFLAGS Register”). 


* Instruction Pointer register — In 64-bit mode, the EIP register becomes the 64-bit RIP register (see Section 
3.5.1, “Instruction Pointer in 64-Bit Mode”). 


General-purpose instructions operate on the following data types in 64-bit mode. The width of valid data types is 
dependent on default operand size, address size, or a prefix that overrides the default size: 


¢ Bytes, words, doublewords, quadwords 

® Signed and unsigned byte, word, doubleword, quadword integers 

¢ Near and far pointers 

° Bit fields 

See also: 

° Chapter 3, “Basic Execution Environment,” for more information about IA-32e modes. 


® Chapter 2, “Instruction Format,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2A, for more detailed information about REX prefixes. 


° Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A & 2B for a complete listing of all 
instructions. This information documents the behavior of individual instructions in the 64-bit mode context. 


7.3 SUMMARY OF GP INSTRUCTIONS 


General purpose instructions are divided into the following subgroups: 
° Data transfer 

¢ Binary arithmetic 
* Decimal arithmetic 
* Logical 

¢ = Shift and rotate 

° Bit and byte 

* Control transfer 

° String 

¢ 1/0 

e Enter and Leave 

° Flag control 

° Segment register 
¢ Miscellaneous 


Each sub-group of general-purpose instructions is discussed in the context of non-64-bit mode operation first. 
Changes in 64-bit mode beyond those affected by the use of the REX prefixes are discussed in separate sub- 
sections within each subgroup. For a simple list of general-purpose instructions by subgroup, see Chapter 5. 


7.3.1 Data Transfer Instructions 


The data transfer instructions move bytes, words, doublewords, or quadwords both between memory and the 
processor’s registers and between registers. For the purpose of this discussion, these instructions are divided into 
subordinate subgroups that provide for: 


© General data movement 
° Exchange 
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¢ Stack manipulation 
¢ ~=Type conversion 


7.3.1.1 General Data Movement Instructions 


Move instructions — The MOV (move) and CMOVcc (conditional move) instructions transfer data between 
memory and registers or between registers. 


The MOV instruction performs basic load data and store data operations between memory and the processor’s 
registers and data movement operations between registers. It handles data transfers along the paths listed in Table 
7-1. (See “MOV—Move to/from Control Registers” and “MOV—Move to/from Debug Registers” in Chapter 4, 
“Instruction Set Reference, M-U,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
2A, for information on moving data to and from the control and debug registers.) 


The MOV instruction cannot move data from one memory location to another or from one segment register to 
another segment register. Memory-to-memory moves are performed with the MOVS (string move) instruction (see 
Section 7.3.9, “String Operations”). 


Conditional move instructions — The CMOVcc instructions are a group of instructions that check the state of the 
status flags in the EFLAGS register and perform a move operation if the flags are in a specified state. These instruc- 
tions can be used to move a 16-bit or 32-bit value from memory to a general-purpose register or from one general- 
purpose register to another. The flag state being tested is specified with a condition code (cc) associated with the 

instruction. If the condition is not satisfied, a move is not performed and execution continues with the instruction 

following the CMOVcc instruction. 


Table 7-1. Move Instruction Operations 
Type of Data Movement Source > Destination 


From memory to a register Memory location — General-purpose register 
Memory location — Segment register 


From a register to memory General-purpose register + Memory location 
Segment register — Memory location 


Between registers General-purpose register — General-purpose register 
General-purpose register + Segment register 
Segment register — General-purpose register 
General-purpose register — Control register 

Control register — General-purpose register 
General-purpose register — Debug register 

Debug register — General-purpose register 


Immediate data to a register Immediate > General-purpose register 


Immediate data to memory Immediate + Memory location 


Table 7-2 shows mnemonics for CMOVcc instructions and the conditions being tested for each instruction. The 
condition code mnemonics are appended to the letters “CMOV” to form the mnemonics for CMOVcc instructions. 
The instructions listed in Table 7-2 as pairs (for example, CMOVA/CMOVNBE) are alternate names for the same 
instruction. The assembler provides these alternate names to make it easier to read program listings. 


CMOVcc instructions are useful for optimizing small IF constructions. They also help eliminate branching overhead 
for IF statements and the possibility of branch mispredictions by the processor. 


These conditional move instructions are supported in the P6 family, Pentium 4, and Intel Xeon processors. Software 
can check if CMOVcc instructions are supported by checking the processor’s feature information with the CPUID 
instruction. 
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i212 Exchange Instructions 


The exchange instructions swap the contents of one or more operands and, in some cases, perform additional oper- 
ations such as asserting the LOCK signal or modifying flags in the EFLAGS register. 


The XCHG (exchange) instruction swaps the contents of two operands. This instruction takes the place of three 
MOV instructions and does not require a temporary location to save the contents of one operand location while the 
other is being loaded. When a memory operand is used with the XCHG instruction, the processor’s LOCK signal is 
automatically asserted. This instruction is thus useful for implementing semaphores or similar data structures for 
process synchronization. See “Bus Locking” in Chapter 8, “Multiple-Processor Management,”of the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 3A, for more information on bus locking. 


The BSWAP (byte swap) instruction reverses the byte order in a 32-bit register operand. Bit positions 0 through 7 
are exchanged with 24 through 31, and bit positions 8 through 15 are exchanged with 16 through 23. Executing 
this instruction twice in a row leaves the register with the same value as before. The BSWAP instruction is useful for 
converting between “big-endian” and “little-endian” data formats. This instruction also speeds execution of decimal 
arithmetic. (The XCHG instruction can be used to swap the bytes in a word.) 


Table 7-2. Conditional Move Instructions 
Status Flag States 


Instruction Mnemonic Condition Description 


Unsigned Conditional Moves 


CMOVA/CMOVNBE (CF or ZF) = 0 Above/not below or equal 

CMOVAE/CMOVNB CF=0 Above or equal/not below 

CMOVNC CF=0 Not carry 

CMOVB/CMOVNAE CF=1 Below/not above or equal 

CMOVC CF=1 Carry 

CMOVBE/CMOVNA (CF or ZF) = 1 Below or equal/not above 

CMOVE/CMOVZ ZF=1 Equal/zero 

CMOVNE/CMOVNZ ZF=0 Not equal/not zero 

CMOVP/CMOVPE PF=1 Parity/parity even 

CMOVNP/CMOVPO PF=0 Not parity/parity odd 
Signed Conditional Moves 

CMOVGE/CMOVNL (SF xor OF) = 0 Greater or equal/not less 

CMOVL/CMOVNGE (SF xor OF) = 1 Less/not greater or equal 

CMOVLE/CMOVNG ((SF xor OF) or ZF) = 1 Less or equal/not greater 

CMOVO OF =1 Overflow 

CMOVNO OF =0 Not overflow 

CMOVS SF =1 Sign (negative) 

CMOVNS SF =0 Not sign (non-negative) 


The XADD (exchange and add) instruction swaps two operands and then stores the sum of the two operands in the 
destination operand. The status flags in the EFLAGS register indicate the result of the addition. This instruction can 
be combined with the LOCK prefix (see “LOCK—Assert LOCK# Signal Prefix” in Chapter 3, “Instruction Set Refer- 
ence, A-L,” of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A) in a multiprocessing 
system to allow multiple processors to execute one DO loop. 


The CMPXCHG (compare and exchange) and CMPXCHG8B (compare and exchange 8 bytes) instructions are used 
to synchronize operations in systems that use multiple processors. The CMPXCHG instruction requires three oper- 
ands: a source operand in a register, another source operand in the EAX register, and a destination operand. If 
the values contained in the destination operand and the EAX register are equal, the destination operand is 
replaced with the value of the other source operand (the value not in the EAX register). Otherwise, the original 
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value of the destination operand is loaded in the EAX register. The status flags in the EFLAGS register reflect the 
result that would have been obtained by subtracting the destination operand from the value in the EAX register. 


The CMPXCHG instruction is commonly used for testing and modifying semaphores. It checks to see if a semaphore 
is free. If the semaphore is free, it is marked allocated; otherwise it gets the ID of the current owner. This is all done 
in one uninterruptible operation. In a single-processor system, the CMPXCHG instruction eliminates the need to 
switch to protection level 0 (to disable interrupts) before executing multiple instructions to test and modify a sema- 
phore. 


For multiple processor systems, CMPXCHG can be combined with the LOCK prefix to perform the compare and 
exchange operation atomically. (See “Locked Atomic Operations” in Chapter 8, “Multiple-Processor Management,” 
of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, for more information on atomic 
operations. ) 


The CMPXCHG8B instruction also requires three operands: a 64-bit value in EDX:EAX, a 64-bit value in ECX:EBX, 
and a destination operand in memory. The instruction compares the 64-bit value in the EDX:EAX registers with the 
destination operand. If they are equal, the 64-bit value in the ECX:EBX registers is stored in the destination 
operand. If the EDX:EAX registers and the destination are not equal, the destination is loaded in the EDX:EAX 
registers. The CMPXCHG8B instruction can be combined with the LOCK prefix to perform the operation atomically. 


7.3.1.3 Exchange Instructions in 64-Bit Mode 


The CMPXCHG16B instruction is available in 64-bit mode only. It is an extension of the functionality provided by 
CMPXCHG8B that operates on 128-bits of data. 


7.3.1.4 Stack Manipulation Instructions 


The PUSH, POP, PUSHA (push all registers), and POPA (pop all registers) instructions move data to and from the 
stack. The PUSH instruction decrements the stack pointer (contained in the ESP register), then copies the source 
operand to the top of stack (see Figure 7-1). It operates on memory operands, immediate operands, and register 
operands (including segment registers). The PUSH instruction is commonly used to place parameters on the stack 
before calling a procedure. It can also be used to reserve space on the stack for temporary variables. 


Stack 
Before Pushing Doubleword After Pushing Doubleword 
Growth 31 0 31 0 
| ~<-ESP 
n-4 Doubleword Value |««-ESP 


Figure 7-1. Operation of the PUSH Instruction 


The PUSHA instruction saves the contents of the eight general-purpose registers on the stack (see Figure 7-2). 
This instruction simplifies procedure calls by reducing the number of instructions required to save the contents of 
the general-purpose registers. The registers are pushed on the stack in the following order: EAX, ECX, EDX, EBX, 
the initial value of ESP before EAX was pushed, EBP, ESI, and EDI. 
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Stack 
eck Before Pushing Registers After Pushing Registers 
Pos 31 0 31 0 
n 
n-4 ~<-ESP 
n-8 EAX 
n-12 ECX 
n-16 EDX 
n- 20 EBX 
n- 24 Old ESP 
n- 28 EBP 
n- 32 ESI 
n- 36 EDI ~x-ESP 


Figure 7-2. Operation of the PUSHA Instruction 


The POP instruction copies the word or doubleword at the current top of stack (indicated by the ESP register) to the 
location specified with the destination operand. It then increments the ESP register to point to the new top of stack 
(see Figure 7-3). The destination operand may specify a general-purpose register, a segment register, or a memory 
location. 


Stack 
Before Popping Doubleword After Popping Doubleword 
aoe at 0 31 0 
n 
| n-4 ~<ESP 
n-8 Doubleword Value ~x-ESP 


Figure 7-3. Operation of the POP Instruction 


The POPA instruction reverses the effect of the PUSHA instruction. It pops the top eight words or doublewords from 
the top of the stack into the general-purpose registers, except for the ESP register (see Figure 7-4). If the operand- 
size attribute is 32, the doublewords on the stack are transferred to the registers in the following order: EDI, ESI, 
EBP, ignore doubleword, EBX, EDX, ECX, and EAX. The ESP register is restored by the action of popping the stack. 
If the operand-size attribute is 16, the words on the stack are transferred to the registers in the following order: DI, 
SI, BP, ignore word, BX, DX, CX, and AX. 
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Stack 
Before Popping Registers After Popping Registers 
Stack 0 31 0 31 
Growth 

n-4 ~x-ESP 

n-8 EAX 
n-12 ECX 
n-16 EDX 
n-20 EBX 
n-24 Ignored 
n- 28 EBP 
n- 32 ESI 
n- 36 EDI ~«-ESP 


Figure 7-4. Operation of the POPA Instruction 


7.3.1.5 Stack Manipulation Instructions in 64-Bit Mode 


In 64-bit mode, the stack pointer size is 64 bits and cannot be overridden by an instruction prefix. In implicit stack 
references, address-size overrides are ignored. Pushes and pops of 32-bit values on the stack are not possible in 
64-bit mode. 16-bit pushes and pops are supported by using the 66H operand-size prefix. PUSHA, PUSHAD, POPA, 
and POPAD are not supported. 


7.3.1.6 Type Conversion Instructions 


The type conversion instructions convert bytes into words, words into doublewords, and doublewords into quad- 
words. These instructions are especially useful for converting integers to larger integer formats, because they 
perform sign extension (see Figure 7-5). 


Two kinds of type conversion instructions are provided: simple conversion and move and convert. 


15 0 
Ss NINNIN/NIN NIN/N/NININ NINiN} Before Sign 
Extension 

31 15 0 
sisis/sisisis/sisisisisis/sis/sis/NIN/ININNIN/NININININININ/N{N| Aer Sign 
Extension 


Figure 7-5. Sign Extension 


Simple conversion — The CBW (convert byte to word), CWDE (convert word to doubleword extended), CWD 
(convert word to doubleword), and CDQ (convert doubleword to quadword) instructions perform sign extension to 
double the size of the source operand. 


The CBW instruction copies the sign (bit 7) of the byte in the AL register into every bit position of the upper byte of 
the AX register. The CWDE instruction copies the sign (bit 15) of the word in the AX register into every bit position 
of the high word of the EAX register. 


The CWD instruction copies the sign (bit 15) of the word in the AX register into every bit position in the DX register. 
The CDQ instruction copies the sign (bit 31) of the doubleword in the EAX register into every bit position in the EDX 
register. The CWD instruction can be used to produce a doubleword dividend from a word before a word division, 

and the CDQ instruction can be used to produce a quadword dividend from a doubleword before doubleword divi- 
sion. 
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Move with sign or zero extension — The MOVSX (move with sign extension) and MOVZX (move with zero 
extension) instructions move the source operand into a register then perform the sign extension. 


The MOVSX instruction extends an 8-bit value to a 16-bit value or an 8-bit or 16-bit value to a 32-bit value by sign 
extending the source operand, as shown in Figure 7-5. The MOVZX instruction extends an 8-bit value to a 16-bit 
value or an 8-bit or 16-bit value to a 32-bit value by zero extending the source operand. 


7.3.1.7 Type Conversion Instructions in 64-Bit Mode 


The MOVSXD instruction operates on 64-bit data. It sign-extends a 32-bit value to 64 bits. This instruction is not 
encodable in non-64-bit modes. 


7.3.2 Binary Arithmetic Instructions 


Binary arithmetic instructions operate on 8-, 16-, and 32-bit numeric data encoded as signed or unsigned binary 
integers. The binary arithmetic instructions may also be used in algorithms that operate on decimal (BCD) values. 


For the purpose of this discussion, these instructions are divided into subordinate subgroups of instructions that: 
¢ Add and subtract 

¢ Increment and decrement 

® Compare and change signs 

¢ Multiply and divide 


7.3.2.1 Addition and Subtraction Instructions 


The ADD (add integers), ADC (add integers with carry), SUB (subtract integers), and SBB (subtract integers with 
borrow) instructions perform addition and subtraction operations on signed or unsigned integer operands. 


The ADD instruction computes the sum of two integer operands. 


The ADC instruction computes the sum of two integer operands, plus 1 if the CF flag is set. This instruction is used 
to propagate a carry when adding numbers in stages. 


The SUB instruction computes the difference of two integer operands. 


The SBB instruction computes the difference of two integer operands, minus 1 if the CF flag is set. This instruction 
is used to propagate a borrow when subtracting numbers in stages. 


7.3.2.2 Increment and Decrement Instructions 


The INC (increment) and DEC (decrement) instructions add 1 to or subtract 1 from an unsigned integer operand, 
respectively. A primary use of these instructions is for implementing counters. 


7.3.2.3 Increment and Decrement Instructions in 64-Bit Mode 


The INC and DEC instructions are supported in 64-bit mode. However, some forms of INC and DEC (the register 
operand being encoded using register extension field in the MOD R/M byte) are not encodable in 64-bit mode 
because the opcodes are treated as REX prefixes. 


7.3.2.4 Comparison and Sign Change Instructions 


The CMP (compare) instruction computes the difference between two integer operands and updates the OF, SF, ZF, 
AF, PF, and CF flags according to the result. The source operands are not modified, nor is the result saved. The CMP 
instruction is commonly used in conjunction with a Jcc (jump) or SETcc (byte set on condition) instruction, with the 
latter instructions performing an action based on the result of a CMP instruction. 


The NEG (negate) instruction subtracts a signed integer operand from zero. The effect of the NEG instruction is to 
change the sign of a two's complement operand while keeping its magnitude. 
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13.2.5 Multiplication and Division Instructions 


The processor provides two multiply instructions, MUL (unsigned multiply) and IMUL (signed multiply), and two 
divide instructions, DIV (unsigned divide) and IDIV (signed divide). 


The MUL instruction multiplies two unsigned integer operands. The result is computed to twice the size of the 
source operands (for example, if word operands are being multiplied, the result is a doubleword). 


The IMUL instruction multiplies two signed integer operands. The result is computed to twice the size of the source 
operands; however, in some cases the result is truncated to the size of the source operands (see “IMUL—Signed 
Multiply” in Chapter 3, “Instruction Set Reference, A-L,” of the Intel® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 2A). 


The DIV instruction divides one unsigned operand by another unsigned operand and returns a quotient anda 
remainder. 


The IDIV instruction is identical to the DIV instruction, except that IDIV performs a signed division. 


7.3.3 Decimal Arithmetic Instructions 


Decimal arithmetic can be performed by combining the binary arithmetic instructions ADD, SUB, MUL, and DIV 
(discussed in Section 7.3.2, “Binary Arithmetic Instructions”) with the decimal arithmetic instructions. The decimal 
arithmetic instructions are provided to carry out the following operations: 


° To adjust the results of a previous binary arithmetic operation to produce a valid BCD result. 


° To adjust the operands of a subsequent binary arithmetic operation so that the operation will produce a valid 
BCD result. 


These instructions operate on both packed and unpacked BCD values. For the purpose of this discussion, the 
decimal arithmetic instructions are divided into subordinate subgroups of instructions that provide: 


¢ Packed BCD adjustments 
¢ Unpacked BCD adjustments 


y Ae ie ma Packed BCD Adjustment Instructions 


The DAA (decimal adjust after addition) and DAS (decimal adjust after subtraction) instructions adjust the results 
of operations performed on packed BCD integers (see Section 4.7, “BCD and Packed BCD Integers”). Adding two 
packed BCD values requires two instructions: an ADD instruction followed by a DAA instruction. The ADD instruc- 
tion adds (binary addition) the two values and stores the result in the AL register. The DAA instruction then adjusts 
the value in the AL register to obtain a valid, 2-digit, packed BCD value and sets the CF flag if a decimal carry 
occurred as the result of the addition. 


Likewise, subtracting one packed BCD value from another requires a SUB instruction followed by a DAS instruction. 
The SUB instruction subtracts (binary subtraction) one BCD value from another and stores the result in the AL 
register. The DAS instruction then adjusts the value in the AL register to obtain a valid, 2-digit, packed BCD value 
and sets the CF flag if a decimal borrow occurred as the result of the subtraction. 


13.3.2 Unpacked BCD Adjustment Instructions 


The AAA (ASCII adjust after addition), AAS (ASCII adjust after subtraction), AAM (ASCII adjust after multiplica- 
tion), and AAD (ASCII adjust before division) instructions adjust the results of arithmetic operations performed 
on unpacked BCD values (see Section 4.7, “BCD and Packed BCD Integers”). All these instructions assume that 
the value to be adjusted is stored in the AL register or, in one instance, the AL and AH registers. 


The AAA instruction adjusts the contents of the AL register following the addition of two unpacked BCD values. It 
converts the binary value in the AL register into a decimal value and stores the result in the AL register in unpacked 
BCD format (the decimal number is stored in the lower 4 bits of the register and the upper 4 bits are cleared). If a 
decimal carry occurred as a result of the addition, the CF flag is set and the contents of the AH register are incre- 
mented by 1. 
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The AAS instruction adjusts the contents of the AL register following the subtraction of two unpacked BCD values. 
Here again, a binary value is converted into an unpacked BCD value. If a borrow was required to complete the 
decimal subtract, the CF flag is set and the contents of the AH register are decremented by 1. 


The AAM instruction adjusts the contents of the AL register following a multiplication of two unpacked BCD values. 
It converts the binary value in the AL register into a decimal value and stores the least significant digit of the result 
in the AL register (in unpacked BCD format) and the most significant digit, if there is one, in the AH register (also 
in unpacked BCD format). 


The AAD instruction adjusts a two-digit BCD value so that when the value is divided with the DIV instruction, a valid 
unpacked BCD result is obtained. The instruction converts the BCD value in registers AH (most significant digit) and 
AL (least significant digit) into a binary value and stores the result in register AL. When the value in AL is divided by 
an unpacked BCD value, the quotient and remainder will be automatically encoded in unpacked BCD format. 


7.3.4 Decimal Arithmetic Instructions in 64-Bit Mode 


Decimal arithmetic instructions are not supported in 64-bit mode, they are either invalid or not encodable. 


7.3.5 Logical Instructions 


The logical instructions AND, OR, XOR (exclusive or), and NOT perform the standard Boolean operations for which 
they are named. The AND, OR, and XOR instructions require two operands; the NOT instruction operates on a 
single operand. 


7.3.6 Shift and Rotate Instructions 


The shift and rotate instructions rearrange the bits within an operand. For the purpose of this discussion, these 
instructions are further divided into subordinate subgroups of instructions that: 


e = Shift bits 
* Double-shift bits (move them between operands) 
* Rotate bits 


7.3.6.1 Shift Instructions 


The SAL (shift arithmetic left), SHL (shift logical left), SAR (shift arithmetic right), SHR (shift logical right) instruc- 
tions perform an arithmetic or logical shift of the bits in a byte, word, or doubleword. 


The SAL and SHL instructions perform the same operation (see Figure 7-6). They shift the source operand left by 
from 1 to 31 bit positions. Empty bit positions are cleared. The CF flag is loaded with the last bit shifted out of the 
operand. 
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Initial State 
CF Operand 


xX 10001000100010001000100010001111 


After 1-bit SHL/SAL Instruction 


1\'™%00010001000100010001000100011110 |~<«-0O 


After 10-bit SHL/SAL Instruction 


0 m™H00100010001000100011110000000000 |j<«-0 


Figure 7-6. SHL/SAL Instruction Operation 


The SHR instruction shifts the source operand right by from 1 to 31 bit positions (see Figure 7-7). As with the 


SHL/SAL instruction, the empty bit positions are cleared and the CF flag is loaded with the last bit shifted out of the 
operand. 


Initial State Operand CF 


10001000100010001000100010001111 x 


After 1-bit SHR Instruction 
o> 01000100010001000100010001000111}>{ 14 


After 10-bit SHR Instruction 


o> 00000000001000100010001000100010;m{ 0] 


Figure 7-7. SHR Instruction Operation 


The SAR instruction shifts the source operand right by from 1 to 31 bit positions (see Figure 7-8). This instruction 
differs from the SHR instruction in that it preserves the sign of the source operand by clearing empty bit positions 


if the operand is positive or setting the empty bits if the operand is negative. Again, the CF flag is loaded with the 
last bit shifted out of the operand. 


The SAR and SHR instructions can also be used to perform division by powers of 2 (see “SAL/SAR/SHL/SHR—Shift 
Instructions” in Chapter 4, “Instruction Set Reference, M-U,” of the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 2B). 
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Initial State (Positive Operand) Operand CF 


01000100010001000100010001000111 x 


After 1-bit SAR Instruction 


— wr}0010001000100010001000100010001 1 tr 1 


Initial State (Negative Operand) CF 


110001000100010001000100010001 11 }| X 


After 1-bit SAR Instruction 


—wre1110001000100010001000100010001 1 > 1 


Figure 7-8. SAR Instruction Operation 


7.3.6.2 Double-Shift Instructions 


The SHLD (shift left double) and SHRD (shift right double) instructions shift a specified number of bits from one 
operand to another (see Figure 7-9). They are provided to facilitate operations on unaligned bit strings. They can 
also be used to implement a variety of bit string move operations. 


SHLD Instruction 
31 0 


CF j~<«— Destination (Memory or Register) a 


31 0 


Source (Register) 


31 SHRD Instruction 0 


Source (Register) | 


31 0 
| Destination (Memory or Register) >} CF 


Figure 7-9. SHLD and SHRD Instruction Operations 


The SHLD instruction shifts the bits in the destination operand to the left and fills the empty bit positions (in the 
destination operand) with bits shifted out of the source operand. The destination and source operands must be the 
same length (either words or doublewords). The shift count can range from 0 to 31 bits. The result of this shift 
operation is stored in the destination operand, and the source operand is not modified. The CF flag is loaded with 
the last bit shifted out of the destination operand. 


The SHRD instruction operates the same as the SHLD instruction except bits are shifted to the right in the destina- 
tion operand, with the empty bit positions filled with bits shifted out of the source operand. 
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7.3.6.3 Rotate Instructions 


The ROL (rotate left), ROR (rotate right), RCL (rotate through carry left) and RCR (rotate through carry right) 
instructions rotate the bits in the destination operand out of one end and back through the other end (see 
Figure 7-10). Unlike a shift, no bits are lost during a rotation. The rotate count can range from 0 to 31. 


ROL Instruction 


31 0 
CF |j<——+ Destination (Memory or Register) <—_ 
31 ROR Instruction 0 
et Destination (Memory or Register) [7 3| CF 
31 RCL Instruction 0 


CF |~« Destination (Memory or Register) <—_ 


31 RCR Instruction 0 


=a Destination (Memory or Register) >| CF 


Figure 7-10. ROL, ROR, RCL, and RCR Instruction Operations 


The ROL instruction rotates the bits in the operand to the left (toward more significant bit locations). The ROR 
instruction rotates the operand right (toward less significant bit locations). 


The RCL instruction rotates the bits in the operand to the left, through the CF flag. This instruction treats the CF flag 
as a one-bit extension on the upper end of the operand. Each bit that exits from the most significant bit location of 
the operand moves into the CF flag. At the same time, the bit in the CF flag enters the least significant bit location 
of the operand. 


The RCR instruction rotates the bits in the operand to the right through the CF flag. 


For all the rotate instructions, the CF flag always contains the value of the last bit rotated out of the operand, even 
if the instruction does not use the CF flag as an extension of the operand. The value of this flag can then be tested 
by a conditional jump instruction (JC or JNC). 


7.3.7 Bit and Byte Instructions 


These instructions operate on bit or byte strings. For the purpose of this discussion, they are further divided into 
subordinate subgroups that: 


¢ Test and modify a single bit 

° Scan a bit string 

° Set a byte given conditions 

¢ Test operands and report results 
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7.3.7.1 Bit Test and Modify Instructions 


The bit test and modify instructions (see Table 7-3) operate on a single bit, which can be in an operand. The loca- 
tion of the bit is specified as an offset from the least significant bit of the operand. When the processor identifies 
the bit to be tested and modified, it first loads the CF flag with the current value of the bit. Then it assigns a new 
value to the selected bit, as determined by the modify operation for the instruction. 


Table 7-3. Bit Test and Modify Instructions 


Instruction Effect on CF Flag Effect on Selected Bit 

BT (Bit Test) CF flag < Selected Bit No effect 

BTS (Bit Test and Set) CF flag < Selected Bit Selected Bit < 1 

BTR (Bit Test and Reset) CF flag < Selected Bit Selected Bit < 0 

BTC (Bit Test and Complement) CF flag < Selected Bit Selected Bit — NOT (Selected Bit) 


7.3.7.2 Bit Scan Instructions 


The BSF (bit scan forward) and BSR (bit scan reverse) instructions scan a bit string in a source operand for a set bit 
and store the bit index of the first set bit found in a destination register. The bit index is the offset from the least 
significant bit (bit 0) in the bit string to the first set bit. The BSF instruction scans the source operand low-to-high 
(from bit 0 of the source operand toward the most significant bit); the BSR instruction scans high-to-low (from the 
most significant bit toward the least significant bit). 


7.3.7.3 Byte Set on Condition Instructions 


The SETcc (set byte on condition) instructions set a destination-operand byte to 0 or 1, depending on the state of 
selected status flags (CF, OF, SF, ZF, and PF) in the EFLAGS register. The suffix (cc) added to the SET mnemonic 
determines the condition being tested for. 


For example, the SETO instruction tests for overflow. If the OF flag is set, the destination byte is set to 1; if OF is 
clear, the destination byte is cleared to 0. Appendix B, “EFLAGS Condition Codes,” lists the conditions it is possible 
to test for with this instruction. 


7.3.7.4 Test Instruction 


The TEST instruction performs a logical AND of two operands and sets the SF, ZF, and PF flags according to the 
results. The flags can then be tested by the conditional jump or loop instructions or the SETcc instructions. The 
TEST instruction differs from the AND instruction in that it does not alter either of the operands. 


7.3.8 Control Transfer Instructions 


The processor provides both conditional and unconditional control transfer instructions to direct the flow of 
program execution. Conditional transfers are taken only for specified states of the status flags in the EFLAGS 
register. Unconditional control transfers are always executed. 


For the purpose of this discussion, these instructions are further divided into subordinate subgroups that process: 
¢ Unconditional transfers 

* Conditional transfers 

° Software interrupts 


7.3.8.1 Unconditional Transfer Instructions 


The JMP, CALL, RET, INT, and IRET instructions transfer program control to another location (destination address) 
in the instruction stream. The destination can be within the same code segment (near transfer) or in a different 
code segment (far transfer). 
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Jump instruction — The JMP (jump) instruction unconditionally transfers program control to a destination 
instruction. The transfer is one-way; that is, a return address is not saved. A destination operand specifies the 
address (the instruction pointer) of the destination instruction. The address can be a relative address or an 
absolute address. 


A relative address is a displacement (offset) with respect to the address in the EIP register. The destination 
address (a near pointer) is formed by adding the displacement to the address in the EIP register. The displacement 
is specified with a signed integer, allowing jumps either forward or backward in the instruction stream. 


An absolute address is a offset from address 0 of a segment. It can be specified in either of the following ways: 


° An address in a general-purpose register — This address is treated as a near pointer, which is copied into 
the EIP register. Program execution then continues at the new address within the current code segment. 


¢ An address specified using the standard addressing modes of the processor — Here, the address can 
be a near pointer or a far pointer. If the address is for a near pointer, the address is translated into an offset and 
copied into the EIP register. If the address is for a far pointer, the address is translated into a segment selector 
(which is copied into the CS register) and an offset (which is copied into the EIP register). 


In protected mode, the JMP instruction also allows jumps to a call gate, a task gate, and a task-state segment. 


Call and return instructions — The CALL (call procedure) and RET (return from procedure) instructions allow a 
jump from one procedure (or subroutine) to another and a subsequent jump back (return) to the calling procedure. 


The CALL instruction transfers program control from the current (or calling) procedure to another procedure (the 
called procedure). To allow a subsequent return to the calling procedure, the CALL instruction saves the current 
contents of the EIP register on the stack before jumping to the called procedure. The EIP register (prior to trans- 
ferring program control) contains the address of the instruction following the CALL instruction. When this address 
is pushed on the stack, it is referred to as the return instruction pointer or return address. 


The address of the called procedure (the address of the first instruction in the procedure being jumped to) is spec- 
ified in a CALL instruction the same way as it is in a JMP instruction (see “Jump instruction” on page 7-15). The 
address can be specified as a relative address or an absolute address. If an absolute address is specified, it can be 
either a near or a far pointer. 


The RET instruction transfers program control from the procedure currently being executed (the called procedure) 
back to the procedure that called it (the calling procedure). Transfer of control is accomplished by copying the 
return instruction pointer from the stack into the EIP register. Program execution then continues with the instruc- 
tion pointed to by the EIP register. 


The RET instruction has an optional operand, the value of which is added to the contents of the ESP register as part 
of the return operation. This operand allows the stack pointer to be incremented to remove parameters from the 
stack that were pushed on the stack by the calling procedure. 


See Section 6.4, “Calling Procedures Using CALL and RET,” for more information on the mechanics of making proce- 
dure calls with the CALL and RET instructions. 


Return from interrupt instruction — When the processor services an interrupt, it performs an implicit call to an 
interrupt-handling procedure. The IRET (return from interrupt) instruction returns program control from an inter- 
rupt handler to the interrupted procedure (that is, the procedure that was executing when the interrupt occurred). 
The IRET instruction performs a similar operation to the RET instruction (see “Call and return instructions” on page 
7-15) except that it also restores the EFLAGS register from the stack. The contents of the EFLAGS register are 
automatically stored on the stack along with the return instruction pointer when the processor services an inter- 
rupt. 


7.3.8.2 Conditional Transfer Instructions 


The conditional transfer instructions execute jumps or loops that transfer program control to another instruction in 
the instruction stream if specified conditions are met. The conditions for control transfer are specified with a set of 
condition codes that define various states of the status flags (CF, ZF, OF, PF, and SF) in the EFLAGS register. 


Conditional jump instructions — The Jcc (conditional) jump instructions transfer program control to a destina- 
tion instruction if the conditions specified with the condition code (cc) associated with the instruction are satisfied 
(see Table 7-4). If the condition is not satisfied, execution continues with the instruction following the Jcc instruc- 
tion. As with the JMP instruction, the transfer is one-way; that is, a return address is not saved. 
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Table 7-4. Conditional Jump Instructions 


Signed Conditional Jumps 
JG/JNLE 


(SF xor OF) or ZF) = 0 


Instruction Mnemonic Condition (Flag States) Description 
Unsigned Conditional Jumps 
JA/JNBE (CF or ZF) =0 Above/not below or equal 
JAE/JNB CF=0 Above or equal/not below 
JB/JNAE CF=1 Below/not above or equal 
JBE/JNA (CF or ZF) = 1 Below or equal/not above 
JC CF=1 Carry 
JE/Z ZF=1 Equal/zero 
JNC CF=0 Not carry 
JNE/JNZ ZF=0 Not equal/not zero 
JNP/JPO PF=0 Not parity/parity odd 
JP/JPE PF=1 Parity/parity even 
JCXZ CX =0 Register CX is zero 
JECXZ ECX = 0 Register ECX is zero 


Greater/not less or equal 


( 
JGE/JNL (SF xor OF) = 0 Greater or equal/not less 
JU/JNGE (SF xor OF) = 1 Less/not greater or equal 
JLE/JNG ((SF xor OF) or ZF) = 1 Less or equal/not greater 
JNO OF =0 Not overflow 
JNS SF =0 Not sign (non-negative) 
JO OF = 1 Overflow 
JS SF=1 Sign (negative) 


The destination operand specifies a relative address (a signed offset with respect to the address in the EIP register) 
that points to an instruction in the current code segment. The Jcc instructions do not support far transfers; 
however, far transfers can be accomplished with a combination of a Jcc and a JMP instruction (see “Jcc—Jump if 
Condition Is Met” in Chapter 3, “Instruction Set Reference, A-L,” of the Intel® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 2A). 


Table 7-4 shows the mnemonics for the Jcc instructions and the conditions being tested for each instruction. The 
condition code mnemonics are appended to the letter “J” to form the mnemonic for a Jcc instruction. The instruc- 
tions are divided into two groups: unsigned and signed conditional jumps. These groups correspond to the results 
of operations performed on unsigned and signed integers respectively. Those instructions listed as pairs (for 
example, JA/JNBE) are alternate names for the same instruction. Assemblers provide alternate names to make it 
easier to read program listings. 


The JCXZ and JECXZ instructions test the CX and ECX registers, respectively, instead of one or more status flags. 
See “Jump if zero instructions” on page 7-17 for more information about these instructions. 


Loop instructions — The LOOP, LOOPE (loop while equal), LOOPZ (loop while zero), LOOPNE (loop while not 
equal), and LOOPNZ (loop while not zero) instructions are conditional jump instructions that use the value of the 
ECX register as a count for the number of times to execute a loop. All the loop instructions decrement the count in 
the ECX register each time they are executed and terminate a loop when zero is reached. The LOOPE, LOOPZ, 
LOOPNE, and LOOPWZ instructions also accept the ZF flag as a condition for terminating the loop before the count 
reaches zero. 


The LOOP instruction decrements the contents of the ECX register (or the CX register, if the address-size attribute 
is 16), then tests the register for the loop-termination condition. If the count in the ECX register is non-zero, 
program control is transferred to the instruction address specified by the destination operand. The destination 
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operand is a relative address (that is, an offset relative to the contents of the EIP register), and it generally points 
to the first instruction in the block of code that is to be executed in the loop. When the count in the ECX register 
reaches zero, program control is transferred to the instruction immediately following the LOOP instruction, 
which terminates the loop. If the count in the ECX register is zero when the LOOP instruction is first executed, the 
register is pre-decremented to FFFFFFFFH, causing the loop to be executed 272 times. 


The LOOPE and LOOPZ instructions perform the same operation (they are mnemonics for the same instruction). 
These instructions operate the same as the LOOP instruction, except that they also test the ZF flag. 


If the count in the ECX register is not zero and the ZF flag is set, program control is transferred to the destination 
operand. When the count reaches zero or the ZF flag is clear, the loop is terminated by transferring program control 
to the instruction immediately following the LOOPE/LOOPZ instruction. 


The LOOPNE and LOOPNZ instructions (mnemonics for the same instruction) operate the same as the 
LOOPE/LOOPZ instructions, except that they terminate the loop if the ZF flag is set. 


Jump if zero instructions — The JECXZ (jump if ECX zero) instruction jumps to the location specified in the desti- 
nation operand if the ECX register contains the value zero. This instruction can be used in combination with a loop 
instruction (LOOP, LOOPE, LOOPZ, LOOPNE, or LOOPNZ) to test the ECX register prior to beginning a loop. As 
described in “Loop instructions” on page 7-16, the loop instructions decrement the contents of the ECX register 
before testing for zero. If the value in the ECX register is zero initially, it will be decremented to FFFFFFFFH on the 
first loop instruction, causing the loop to be executed 232 times. To prevent this problem, a JECXZ instruction can 
be inserted at the beginning of the code block for the loop, causing a jump out of the loop if the ECX register count 
is initially zero. When used with repeated string scan and compare instructions, the JECXZ instruction can deter- 
mine whether the loop terminated because the count reached zero or because the scan or compare conditions were 
satisfied. 


The JCXZ (jump if CX is zero) instruction operates the same as the JECXZ instruction when the 16-bit address-size 
attribute is used. Here, the CX register is tested for zero. 


7.3.8.3 Control Transfer Instructions in 64-Bit Mode 


In 64-bit mode, the operand size for all near branches (CALL, RET, JCC, JCXZ, JMP, and LOOP) is forced to 64 bits. 
The listed instructions update the 64-bit RIP without need for a REX operand-size prefix. 


Near branches in the following operations are forced to 64-bits (regardless of operand size prefixes): 
¢ Truncation of the size of the instruction pointer 

¢® Size of a stack pop or push, due to CALL or RET 

° Size of a stack-pointer increment or decrement, due to CALL or RET 

¢ Indirect-branch operand size 


Note that the displacement field for relative branches is still limited to 32 bits and the address size for near 
branches is not forced. 


Address size determines the register size (CX/ECX/RCX) used for JCXZ and LOOP. It also impacts the address 
calculation for memory indirect branches. Addresses size is 64 bits by default, although it can be over-ridden to 32 
bits (using a prefix). 


7.3.8.4 Software Interrupt Instructions 


The INT rn (software interrupt), INTO (interrupt on overflow), and BOUND (detect value out of range) instructions 
allow a program to explicitly raise a specified interrupt or exception, which in turn causes the handler routine for 
the interrupt or exception to be called. 


The INT rn instruction can raise any of the processor’s interrupts or exceptions by encoding the vector of the inter- 
rupt or exception in the instruction. This instruction can be used to support software generated interrupts or to test 
the operation of interrupt and exception handlers. 


The IRET (return from interrupt) instruction returns program control from an interrupt handler to the interrupted 
procedure. The IRET instruction performs a similar operation to the RET instruction. 
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The CALL (call procedure) and RET (return from procedure) instructions allow a jump from one procedure to 
another and a subsequent return to the calling procedure. EFLAGS register contents are automatically stored on 
the stack along with the return instruction pointer when the processor services an interrupt. 


The INTO instruction raises the overflow exception if the OF flag is set. If the flag is clear, execution continues 
without raising the exception. This instruction allows software to access the overflow exception handler explicitly to 
check for overflow conditions. 


The BOUND instruction compares a signed value against upper and lower bounds, and raises the “BOUND range 
exceeded” exception if the value is less than the lower bound or greater than the upper bound. This instruction is 
useful for operations such as checking an array index to make sure it falls within the range defined for the array. 


7.3.8.5 Software Interrupt Instructions in 64-bit Mode and Compatibility Mode 


In 64-bit mode, the stack size is 8 bytes wide. IRET must pop 8-byte items off the stack. SS:RSP pops uncondition- 
ally. BOUND is not supported. 


In compatibility mode, SS:RSP is popped only if the CPL changes. 


7.3.9 String Operations 


The GP instructions includes a set of string instructions that are designed to access large data structures; these 
are introduced in Section 7.3.9.1. Section 7.3.9.2 describes how REP prefixes can be used with these instructions 
to perform more complex repeated string operations. Certain processors optimize repeated string operations 
with fast-string operation, as described in Section 7.3.9.3. Section 7.3.9.4 explains how string operations can be 
used in 64-bit mode. 


7.3.9.1 String Instructions 


The MOVS (Move String), CMPS (Compare string), SCAS (Scan string), LODS (Load string), and STOS (Store 
string) instructions permit large data structures, such as alphanumeric character strings, to be moved and exam- 
ined in memory. These instructions operate on individual elements in a string, which can be a byte, word, or 
doubleword. The string elements to be operated on are identified with the ESI (source string element) and EDI 
(destination string element) registers. Both of these registers contain absolute addresses (offsets into a segment) 
that point to a string element. 


By default, the ESI register addresses the segment identified with the DS segment register. A segment-override 
prefix allows the ESI register to be associated with the CS, SS, ES, FS, or GS segment register. The EDI register 
addresses the segment identified with the ES segment register; no segment override is allowed for the EDI register. 
The use of two different segment registers in the string instructions permits operations to be performed on strings 
located in different segments. Or by associating the ESI register with the ES segment register, both the source and 
destination strings can be located in the same segment. (This latter condition can also be achieved by loading the 
DS and ES segment registers with the same segment selector and allowing the ESI register to default to the DS 
register. ) 


The MOVS instruction moves the string element addressed by the ESI register to the location addressed by the EDI 
register. The assembler recognizes three “short forms” of this instruction, which specify the size of the string to be 
moved: MOVSB (move byte string), MOVSW (move word string), and MOVSD (move doubleword string). 


The CMPS instruction subtracts the destination string element from the source string element and updates the 
status flags (CF, ZF, OF, SF, PF, and AF) in the EFLAGS register according to the results. Neither string element is 
written back to memory. The assembler recognizes three “short forms” of the CMPS instruction: CMPSB (compare 
byte strings), CMPSW (compare word strings), and CMPSD (compare doubleword strings). 


The SCAS instruction subtracts the destination string element from the contents of the EAX, AX, or AL register 
(depending on operand length) and updates the status flags according to the results. The string element and 
register contents are not modified. The following “short forms” of the SCAS instruction specify the operand length: 
SCASB (scan byte string), SCASW (scan word string), and SCASD (scan doubleword string). 


The LODS instruction loads the source string element identified by the ESI register into the EAX register (for a 
doubleword string), the AX register (for a word string), or the AL register (for a byte string). The “short forms” for 
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this instruction are LODSB (load byte string), LODSW (load word string), and LODSD (load doubleword string). This 
instruction is usually used in a loop, where other instructions process each element of the string after they are 
loaded into the target register. 


The STOS instruction stores the source string element from the EAX (doubleword string), AX (word string), or AL 
(byte string) register into the memory location identified with the EDI register. The “short forms” for this instruction 
are STOSB (store byte string), STOSW (store word string), and STOSD (store doubleword string). This instruction 
is also normally used in a loop. Here a string is commonly loaded into the register with a LODS instruction, oper- 
ated on by other instructions, and then stored again in memory with a STOS instruction. 


The I/O instructions (see Section 7.3.10, “I/O Instructions”) also perform operations on strings in memory. 


7.3.9.2 Repeated String Operations 


Each of the string instructions described in Section 7.3.9.1 perform one iteration of a string operation. To operate 
on strings longer than a doubleword, the string instructions can be combined with a repeat prefix (REP) to create a 
repeating instruction or be placed in a loop. 


When used in string instructions, the ESI and EDI registers are automatically incremented or decremented after 
each iteration of an instruction to point to the next element (byte, word, or doubleword) in the string. String oper- 
ations can thus begin at higher addresses and work toward lower ones, or they can begin at lower addresses and 
work toward higher ones. The DF flag in the EFLAGS register controls whether the registers are incremented (DF = 
0) or decremented (DF = 1). The STD and CLD instructions set and clear this flag, respectively. 


The following repeat prefixes can be used in conjunction with a count in the ECX register to cause a string instruc- 
tion to repeat: 


¢ REP — Repeat while the ECX register not zero. 
¢ REPE/REPZ — Repeat while the ECX register not zero and the ZF flag is set. 
¢ REPNE/REPNZ — Repeat while the ECX register not zero and the ZF flag is clear. 


When a string instruction has a repeat prefix, the operation executes until one of the termination conditions spec- 
ified by the prefix is satisfied. The REPE/REPZ and REPNE/REPNZ prefixes are used only with the CMPS and SCAS 
instructions. Also, note that a REP STOS instruction is the fastest way to initialize a large block of memory. 


7.3.9.3 Fast-String Operation 


To improve performance, more recent processors support modifications to the processor’s operation during the 
string store operations initiated with the MOVS, MOVSB, STOS, and STOSB instructions. This optimized operation, 
called fast-string operation, is used when the execution of one of those instructions meets certain initial condi- 
tions (see below). Instructions using fast-string operation effectively operate on the string in groups that may 
include multiple elements of the native data size (byte, word, doubleword, or quadword). With fast-string opera- 
tion, the processor recognizes interrupts and data breakpoints only on boundaries between these groups. Fast- 
string operation is used only if the source and destination addresses both use either the WB or WC memory types. 


The initial conditions for fast-string operation are implementation-specific and may vary with the native string size. 
Examples of parameters that may impact the use of fast-string operation include the following: 


¢ the alignment indicated in the EDI and ESI alignment registers; 
¢ the address order of the string operation; 

¢ the value of the initial operation counter (ECX); and 

° the difference between the source and destination addresses. 


NOTE 


Initial conditions for fast-string operation in future Intel 64 or IA-32 processor families may differ 
from above. The Inte/® 64 and IA-32 Architectures Optimization Reference Manual may contain 
model-specific information. 


Software can disable fast-string operation by clearing the fast-string-enable bit (bit 0) of IA32_MISC_ENABLE 
MSR. However, Intel recommends that system software always enable fast-string operation. 
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When fast-string operation is enabled (because IA32_MISC_ENABLE[0] = 1), some processors may further 
enhance the operation of the REP MOVSB and REP STOSB instructions. A processor supports these enhancements 
if CPUID.(EAX=07H, ECX=0H):EBX[bit 9] is 1. The Inte/® 64 and IA-32 Architectures Optimization Reference 
Manual may include model-specific recommendations for use of these enhancements. 


The stores produced by fast-string operation may appear to execute out of order. Software dependent upon 
sequential store ordering should not use string operations for the entire data structure to be stored. Data and 
semaphores should be separated. Order-dependent code should write to a discrete semaphore variable after any 
string operations to allow correctly ordered data to be seen by all processors. Atomicity of load and store operations 
is guaranteed only for native data elements of the string with native data size, and only if they are included in a 
single cache line. See Section 8.2.4, “Fast-String Operation and Out-of-Order Stores” of Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 3A. 


7.3.9.4 String Operations in 64-Bit Mode 


The behavior of MOVS (Move String), CMPS (Compare string), SCAS (Scan string), LODS (Load string), and STOS 
(Store string) instructions in 64-bit mode is similar to their behavior in non-64-bit modes, with the following differ- 
ences: 


¢ The source operand is specified by RSI or DS:ESI, depending on the address size attribute of the operation. 


¢ The destination operand is specified by RDI or DS:EDI, depending on the address size attribute of the 
operation. 


* Operation on 64-bit data is supported by using the REX.W prefix. 


When using REP prefixes for string operations in 64-bit mode, the repeat count is specified by RCX or ECX 
(depending on the address size attribute of the operation). The default address size is 64 bits. 


7.3.10 I/O Instructions 


The IN (input from port to register), INS (input from port to string), OUT (output from register to port), and OUTS 
(output string to port) instructions move data between the processor’s I/O ports and either a register or memory. 


The register I/O instructions (IN and OUT) move data between an I/O port and the EAX register (32-bit I/O), the 
AX register (16-bit I/O), or the AL (8-bit I/O) register. The I/O port being read or written to is specified with an 
immediate operand or an address in the DX register. 


The block I/O instructions (INS and OUTS) instructions move blocks of data (strings) between an I/O port and 
memory. These instructions operate similar to the string instructions (see Section 7.3.9, “String Operations”). The 
ESI and EDI registers are used to specify string elements in memory and the repeat prefix (REP) is used to repeat 
the instructions to implement block moves. The assembler recognizes the following alternate mnemonics for these 
instructions: INSB (input byte), INSW (input word), and INSD (input doubleword), and OUTSB (output byte), 
OUTSW (output word), and OUTSD (output doubleword). 


The INS and OUTS instructions use an address in the DX register to specify the I/O port to be read or written to. 


7.3.11 I/O Instructions in 64-Bit Mode 


For I/O instructions to and from memory, the differences in 64-bit mode are: 
¢ The source operand is specified by RSI or DS:ESI, depending on the address size attribute of the operation. 


°* The destination operand is specified by RDI or DS:EDI, depending on the address size attribute of the 
operation. 


* Operation on 64-bit data is not encodable and REX prefixes are silently ignored. 
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7.3.12 Enter and Leave Instructions 


The ENTER and LEAVE instructions provide machine-language support for procedure calls in block-structured 
languages, such as C and Pascal. These instructions and the call and return mechanism that they support are 
described in detail in Section 6.6, “Procedure Calls for Block-Structured Languages”. 


7.3.13 Flag Control (EFLAG) Instructions 


The Flag Control (EFLAG) instructions allow the state of selected flags in the EFLAGS register to be read or modi- 
fied. For the purpose of this discussion, these instructions are further divided into subordinate subgroups of 
instructions that manipulate: 


® Carry and direction flags 
° The EFLAGS register 
¢ Interrupt flags 


7.3.13.1 Carry and Direction Flag Instructions 


The STC (set carry flag), CLC (clear carry flag), and CMC (complement carry flag) instructions allow the CF flag in 
the EFLAGS register to be modified directly. They are typically used to initialize the CF flag to a known state before 
an instruction that uses the flag in an operation is executed. They are also used in conjunction with the rotate-with- 
carry instructions (RCL and RCR). 


The STD (set direction flag) and CLD (clear direction flag) instructions allow the DF flag in the EFLAGS register to 
be modified directly. The DF flag determines the direction in which index registers ESI and EDI are stepped when 
executing string processing instructions. If the DF flag is clear, the index registers are incremented after each iter- 
ation of a string instruction; if the DF flag is set, the registers are decremented. 


7.3.13.2 | EFLAGS Transfer Instructions 


The EFLAGS transfer instructions allow groups of flags in the EFLAGS register to be copied to a register or memory 
or be loaded from a register or memory. 


The LAHF (load AH from flags) and SAHF (store AH into flags) instructions operate on five of the EFLAGS status 
flags (SF, ZF, AF, PF, and CF). The LAHF instruction copies the status flags to bits 7, 6, 4, 2, and 0 of the AH register, 
respectively. The contents of the remaining bits in the register (bits 5, 3, and 1) are unaffected, and the contents 
of the EFLAGS register remain unchanged. The SAHF instruction copies bits 7, 6, 4, 2, and 0 from the AH register 
into the SF, ZF, AF, PF, and CF flags, respectively in the EFLAGS register. 


The PUSHF (push flags), PUSHFD (push flags double), POPF (pop flags), and POPFD (pop flags double) instructions 
copy the flags in the EFLAGS register to and from the stack. The PUSHF instruction pushes the lower word of the 
EFLAGS register onto the stack (see Figure 7-11). The PUSHFD instruction pushes the entire EFLAGS register onto 
the stack (with the RF and VM flags read as clear). 
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Figure 7-11. Flags Affected by the PUSHF, POPF, PUSHFD, and POPFD Instructions 


The POPF instruction pops a word from the stack into the EFLAGS register. Only bits 11, 10, 8, 7, 6, 4, 2, and 0 of 
the EFLAGS register are affected with all uses of this instruction. If the current privilege level (CPL) of the current 


Vol.1 7-21 


PROGRAMMING WITH GENERAL-PURPOSE INSTRUCTIONS 


code segment is 0 (most privileged), the IOPL bits (bits 13 and 12) also are affected. If the I/O privilege level 
(IOPL) is greater than or equal to the CPL, numerically, the IF flag (bit 9) also is affected. 


The POPFD instruction pops a doubleword into the EFLAGS register. This instruction can change the state of the AC 
bit (bit 18) and the ID bit (bit 21), as well as the bits affected by a POPF instruction. The restrictions for changing 
the IOPL bits and the IF flag that were given for the POPF instruction also apply to the POPFD instruction. 


7.3.13.3 Interrupt Flag Instructions 


The STI (set interrupt flag) and CLI (clear interrupt flag) instructions allow the interrupt IF flag in the EFLAGS 
register to be modified directly. The IF flag controls the servicing of hardware-generated interrupts (those received 
at the processor’s INTR pin). If the IF flag is set, the processor services hardware interrupts; if the IF flag is clear, 
hardware interrupts are masked. 


The ability to execute these instructions depends on the operating mode of the processor and the current privilege 
level (CPL) of the program or task attempting to execute these instructions. 


7.3.14 Flag Control (RFLAG) Instructions in 64-Bit Mode 
In 64-bit mode, the LAHF and SAHF instructions are supported if CPUID.80000001H:ECX.LAHF-SAHF[bit 0] = 1. 


PUSHF and POPF behave the same in 64-bit mode as in non-64-bit mode. PUSHFD always pushes 64-bit RFLAGS 
onto the stack (with the RF and VM flags read as clear). POPFD always pops a 64-bit value from the top of the stack 
and loads the lower 32 bits into RFLAGS. It then zero extends the upper bits of RFLAGS. 


7.3.15 Segment Register Instructions 


The processor provides a variety of instructions that address the segment registers of the processor directly. These 
instructions are only used when an operating system or executive is using the segmented or the real-address mode 
memory model. 


For the purpose of this discussion, these instructions are divided into subordinate subgroups of instructions that 
allow: 


° Segment-register load and store 
° Far control transfers 

° Software interrupt calls 

* Handling of far pointers 


7.3.15.1 |Segment-Register Load and Store Instructions 


The MOV instruction (introduced in Section 7.3.1.1, “General Data Movement Instructions”) and the PUSH and POP 
instructions (introduced in Section 7.3.1.4, “Stack Manipulation Instructions”) can transfer 16-bit segment selec- 
tors to and from segment registers (DS, ES, FS, GS, and SS). The transfers are always made to or from a segment 
register and a general-purpose register or memory. Transfers between segment registers are not supported. 


The POP and MOV instructions cannot place a value in the CS register. Only the far control-transfer versions of the 
JMP, CALL, and RET instructions (see Section 7.3.15.2, “Far Control Transfer Instructions”) affect the CS register 
directly. 


7.3.15.2 Far Control Transfer Instructions 


The JMP and CALL instructions (see Section 7.3.8, “Control Transfer Instructions”) both accept a far pointer as a 
destination to transfer program control to a segment other than the segment currently being pointed to by the CS 
register. When a far call is made with the CALL instruction, the current values of the EIP and CS registers are both 
pushed on the stack. 


The RET instruction (see “Call and return instructions” on page 7-15) can be used to execute a far return. Here, 
program control is transferred from a code segment that contains a called procedure back to the code segment that 
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contained the calling procedure. The RET instruction restores the values of the CS and EIP registers for the calling 
procedure from the stack. 


7.3.15.3 Software Interrupt Instructions 


The software interrupt instructions INT, INTO, and IRET (see Section 7.3.8.4, “Software Interrupt Instructions”) 
can also call and return from interrupt and exception handler procedures that are located in a code segment other 
than the current code segment. With these instructions, however, the switching of code segments is handled trans- 
parently from the application program. 


7.3.15.4 Load Far Pointer Instructions 


The load far pointer instructions LDS (load far pointer using DS), LES (load far pointer using ES), LFS (load far 
pointer using FS), LGS (load far pointer using GS), and LSS (load far pointer using SS) load a far pointer from 
memory into a segment register and a general-purpose general register. The segment selector part of the far 

pointer is loaded into the selected segment register and the offset is loaded into the selected general-purpose 
register. 


7.3.16 Miscellaneous Instructions 


The following instructions perform operations that are of interest to applications programmers. For the purpose of 
this discussion, these instructions are further divided into subordinate subgroups of instructions that provide for: 


e Address computations 

° Table lookup 

¢ Processor identification 

¢ NOP and undefined instruction entry 


7.3.16.1 Address Computation Instruction 


The LEA (load effective address) instruction computes the effective address in memory (offset within a segment) 
of a source operand and places it in a general-purpose register. This instruction can interpret any of the processor’s 
addressing modes and can perform any indexing or scaling that may be needed. It is especially useful for initial- 
izing the ESI or EDI registers before the execution of string instructions or for initializing the EBX register before an 
XLAT instruction. 


7.3.16.2 Table Lookup Instructions 


The XLAT and XLATB (table lookup) instructions replace the contents of the AL register with a byte read from a 
translation table in memory. The initial value in the AL register is interpreted as an unsigned index into the trans- 
lation table. This index is added to the contents of the EBX register (which contains the base address of the table) 
to calculate the address of the table entry. These instructions are used for applications such as converting character 
codes from one alphabet into another (for example, an ASCII code could be used to look up its EBCDIC equivalent 
in a table). 


7.3.16.3. Processor Identification Instruction 


The CPUID (processor identification) instruction returns information about the processor on which the instruction 
is executed. 


7.3.16.4 No-Operation and Undefined Instructions 


The NOP (no operation) instruction increments the EIP register to point at the next instruction, but affects nothing 
else. 
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The UD (undefined) instruction generates an invalid opcode exception. Intel reserves the opcode for this instruction 
for this function. The instruction is provided to allow software to test an invalid opcode exception handler. 


7.3.17 Random Number Generator Instructions 


The instructions for generating random numbers to comply with NIST SP800-90A, SP800-90B, and SP800-90C 
standards are described in this section. 


7.3.17.1 | RDRAND 


The RDRAND instruction returns a random number. All Intel processors that support the RDRAND instruction indi- 
cate the availability of the RDRAND instruction via reporting CPUID.O1H:ECX.RDRAND[bit 30] = 1. 


RDRAND returns random numbers that are supplied by a cryptographically secure, deterministic random bit gener- 
ator DRBG. The DRBG is designed to meet the NIST SP 800-90A standard. The DRBG is re-seeded frequently from 
an on-chip non-deterministic entropy source to guarantee data returned by RDRAND is statistically uniform, non- 
periodic and non-deterministic. 


In order for the hardware design to meet its security goals, the random number generator continuously tests itself 
and the random data it is generating. Runtime failures in the random number generator circuitry or statistically 
anomalous data occurring by chance will be detected by the self test hardware and flag the resulting data as being 
bad. In such extremely rare cases, the RDRAND instruction will return no data instead of bad data. 


Under heavy load, with multiple cores executing RDRAND in parallel, it is possible, though unlikely, for the demand 
of random numbers by software processes/threads to exceed the rate at which the random number generator 
hardware can supply them. This will lead to the RDRAND instruction returning no data transitorily. The RDRAND 
instruction indicates the occurrence of this rare situation by clearing the CF flag. 

The RDRAND instruction returns with the carry flag set (CF = 1) to indicate valid data is returned. It is recom- 
mended that software using the RDRAND instruction to get random numbers retry for a limited number of itera- 
tions while RDRAND returns CF=0 and complete when valid data is returned, indicated with CF=1. This will deal 
with transitory underflows. A retry limit should be employed to prevent a hard failure in the RNG (expected to be 
extremely rare) leading to a busy loop in software. 

The intrinsic primitive for RDRAND is defined to address software’s need for the common cases (CF = 1) and the 
rare situations (CF = 0). The intrinsic primitive returns a value that reflects the value of the carry flag returned by 
the underlying RDRAND instruction. The example below illustrates the recommended usage of an RDRAND intrinsic 
in a utility function, a loop to fetch a 64 bit random value with a retry count limit of 10. A C implementation might 
be written as follows: 


#define SUCCESS 1 
#define RETRY_LIMIT_ EXCEEDED 0 
#define RETRY_LIMIT 10 


int get random_64( unsigned __int 64 * arand) 
{int 1; 
for (i=0; i< RETRY LIMIT; i++) { 
if(_rdrand64_step(arand) ) return SUCCESS; 


} 
return RETRY LIMIT EXCEEDED; 


7.3.17.2 RDSEED 


The RDSEED instruction returns a random number. All Intel processors that support the RDSEED instruction indi- 
cate the availability of the RDSEED instruction via reporting CPUID.(EAX=07H, ECX=0H):EBX.RDSEED[bit 18] = 1. 
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RDSEED returns random numbers that are supplied by a cryptographically secure, enhanced non-deterministic 
random bit generator (Enhanced NRBG). The NRBG is designed to meet the NIST SP 800-90B and NIST SP800-90C 
standards. 

In order for the hardware design to meet its security goals, the random number generator continuously tests itself 
and the random data it is generating. Runtime failures in the random number generator circuitry or statistically 
anomalous data occurring by chance will be detected by the self test hardware and flag the resulting data as being 
bad. In such extremely rare cases, the RDSEED instruction will return no data instead of bad data. 

Under heavy load, with multiple cores executing RDSEED in parallel, it is possible for the demand of random 
numbers by software processes/threads to exceed the rate at which the random number generator hardware can 
supply them. This will lead to the RDSEED instruction returning no data transitorily. The RDSEED instruction indi- 
cates the occurrence of this situation by clearing the CF flag. 

The RDSEED instruction returns with the carry flag set (CF = 1) to indicate valid data is returned. It is recom- 
mended that software using the RDSEED instruction to get random numbers retry for a limited number of iterations 
while RDSEED returns CF=0 and complete when valid data is returned, indicated with CF=1. This will deal with 
transitory underflows. A retry limit should be employed to prevent a hard failure in the NRBG (expected to be 
extremely rare) leading to a busy loop in software. 

The intrinsic primitive for RDSEED is defined to address software’s need for the common cases (CF = 1) and the 
rare situations (CF = 0). The intrinsic primitive returns a value that reflects the value of the carry flag returned by 
the underlying RDSEED instruction. 
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CHAPTER 8 
PROGRAMMING WITH THE X87 FPU 


The x87 Floating-Point Unit (FPU) provides high-performance floating-point processing capabilities for use in 
graphics processing, scientific, engineering, and business applications. It supports the floating-point, integer, and 
packed BCD integer data types and the floating-point processing algorithms and exception handling architecture 
defined in the IEEE Standard 754 for Binary Floating-Point Arithmetic. 


This chapter describes the x87 FPU’s execution environment and instruction set. It also provides exception 
handling information that is specific to the x87 FPU. Refer to the following chapters or sections of chapters for addi- 
tional information about x87 FPU instructions and floating-point operations: 


° Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A & 2B, provide detailed descrip- 
tions of x87 FPU instructions. 


® Section 4.2.2, “Floating-Point Data Types,” Section 4.2.1.2, “Signed Integers,” and Section 4.7, “BCD and 
Packed BCD Integers,” describe the floating-point, integer, and BCD data types. 


° Section 4.9, “Overview of Floating-Point Exceptions,” Section 4.9.1, “Floating-Point Exception Conditions,” and 
Section 4.9.2, “Floating-Point Exception Priority,” give an overview of the floating-point exceptions that the x87 
FPU can detect and report. 


8.1 X87 FPU EXECUTION ENVIRONMENT 


The x87 FPU represents a separate execution environment within the IA-32 architecture (see Figure 8-1). This 
execution environment consists of eight data registers (called the x87 FPU data registers) and the following 
special-purpose registers: 


e Status register 

* Control register 

° Tag word register 

¢ Last instruction pointer register 

° Last data (operand) pointer register 

® Opcode register 

These registers are described in the following sections. 


The x87 FPU executes instructions from the processor’s normal instruction stream. The state of the x87 FPU is inde- 
pendent from the state of the basic execution environment and from the state of SSE/SSE2/SSE3 extensions. 


However, the x87 FPU and Intel MMX technology share state because the MMX registers are aliased to the x87 FPU 
data registers. Therefore, when writing code that uses x87 FPU and MMxX instructions, the programmer must 
explicitly manage the x87 FPU and MMxX state (see Section 9.5, “Compatibility with x87 FPU Architecture”). 


8.1.1 x87 FPU in 64-Bit Mode and Compatibility Mode 


In compatibility mode and 64-bit mode, x87 FPU instructions function like they do in protected mode. Memory 
operands are specified using the ModR/M, SIB encoding that is described in Section 3.7.5, “Specifying an Offset.” 


8.1.2 x87 FPU Data Registers 


The x87 FPU data registers (shown in Figure 8-1) consist of eight 80-bit registers. Values are stored in these regis- 
ters in the double extended-precision floating-point format shown in Figure 4-3. When floating-point, integer, or 
packed BCD integer values are loaded from memory into any of the x87 FPU data registers, the values are auto- 
matically converted into double extended-precision floating-point format (if they are not already in that format). 
When computation results are subsequently transferred back into memory from any of the x87 FPU registers, the 
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results can be left in the double extended-precision floating-point format or converted back into a shorter floating- 
point format, an integer format, or the packed BCD integer format. (See Section 8.2, “x87 FPU Data Types,” for a 
description of the data types operated on by the x87 FPU.) 


Data Registers 
79 78 64 63 0 
Sign! 
R7 | | Exponent Significand 
R6 
R5 
R4 
R3 
R2 
R1 
RO 
15 ) 47 0 
Routster Last Instruction Pointer (FCS:FIP) 
cane Last Data (Operand) Pointer (FDS:FDP) 
Tag 10 0 
Register Opcode 


Figure 8-1. x87 FPU Execution Environment 


The x87 FPU instructions treat the eight x87 FPU data registers as a register stack (see Figure 8-2). All addressing of 
the data registers is relative to the register on the top of the stack. The register number of the current top-of-stack 
register is stored in the TOP (stack TOP) field in the x87 FPU status word. Load operations decrement TOP by one 
and load a value into the new top-of-stack register, and store operations store the value from the current TOP 
register in memory and then increment TOP by one. (For the x87 FPU, a load operation is equivalent to a push and 
a store operation is equivalent to a pop.) Note that load and store operations are also available that do not push and 
pop the stack. 


FPU Data Register Stack 
7 
6 
ack 5 ST(2) 
4 ST(1) Top 
| 3 ST(0) «+ 011B 
2 
1 
0 


Figure 8-2. x87 FPU Data Register Stack 


If a load operation is performed when TOP is at 0, register wraparound occurs and the new value of TOP is set to 7. 
The floating-point stack-overflow exception indicates when wraparound might cause an unsaved value to be over- 
written (see Section 8.5.1.1, “Stack Overflow or Underflow Exception (#IS)”). 


Many floating-point instructions have several addressing modes that permit the programmer to implicitly operate 
on the top of the stack, or to explicitly operate on specific registers relative to the TOP. Assemblers support these 
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register addressing modes, using the expression ST(0), or simply ST, to represent the current stack top and ST(i) 
to specify the ith register from TOP in the stack (0 </< 7). For example, if TOP contains 011B (register 3 is the top 
of the stack), the following instruction would add the contents of two registers in the stack (registers 3 and 5): 


FADD ST, ST(2); 


Figure 8-3 shows an example of how the stack structure of the x87 FPU registers and instructions are typically used 
to perform a series of computations. Here, a two-dimensional dot product is computed, as follows: 


1. The first instruction (FLD value1) decrements the stack register pointer (TOP) and loads the value 5.6 from 
memory into ST(0). The result of this operation is shown in snap-shot (a). 


2. The second instruction multiplies the value in ST(0) by the value 2.4 from memory and stores the result in 
ST(0), shown in snap-shot (b). 


3. The third instruction decrements TOP and loads the value 3.8 in ST(O). 


The fourth instruction multiplies the value in ST(0) by the value 10.3 from memory and stores the result in 
ST(0), shown in snap-shot (c). 


5. The fifth instruction adds the value and the value in ST(1) and stores the result in ST(0), shown in snap-shot 


(d). 


Computation 

Dot Product = (5.6 x 2.4) + (3.8 x 10.3) 
Code: 

FLD valuel ;(a) valuel = 5.6 
FMUL value2 ;(b) value2 = 2.4 


FLD value3 ; value3 = 3.8 
FMUL value4 ;(c)value4 = 10.3 


FADD ST(1)_ ; (d) 
(a) (b) (c) (d) 
R7 R7 R7 R7 
R6 R6 R6 R6 
R5 R5 R5 R5 
R4 5.6 ST(0) R4 13.44 ST(0) R4 13.44 ST(1) R4 13.44 ST(1) 
R3 R3 R3 39.14 ST(0) R3 52.58 ST(0) 
R2 R2 R2 R2 
R1 R1 R1 R1 
RO RO RO RO 


Figure 8-3. Example x87 FPU Dot Product Computation 


The style of programming demonstrated in this example is supported by the floating-point instruction set. In cases 
where the stack structure causes computation bottlenecks, the FXCH (exchange x87 FPU register contents) 
instruction can be used to streamline a computation. 


8.1.2.1 Parameter Passing With the x87 FPU Register Stack 


Like the general-purpose registers, the contents of the x87 FPU data registers are unaffected by procedure calls, or 
in other words, the values are maintained across procedure boundaries. A calling procedure can thus use the x87 
FPU data registers (as well as the procedure stack) for passing parameter between procedures. The called proce- 
dure can reference parameters passed through the register stack using the current stack register pointer (TOP) 
and the ST(0) and ST(i) nomenclature. It is also common practice for a called procedure to leave a return value or 
result in register ST(0) when returning execution to the calling procedure or program. 
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When mixing MMX and x87 FPU instructions in the procedures or code sequences, the programmer is responsible 
for maintaining the integrity of parameters being passed in the x87 FPU data registers. If an MMX instruction is 
executed before the parameters in the x87 FPU data registers have been passed to another procedure, the param- 
eters may be lost (see Section 9.5, “Compatibility with x87 FPU Architecture”). 


8.1.3 x87 FPU Status Register 


The 16-bit x87 FPU status register (see Figure 8-4) indicates the current state of the x87 FPU. The flags in the x87 
FPU status register include the FPU busy flag, top-of-stack (TOP) pointer, condition code flags, exception summary 
status flag, stack fault flag, and exception flags. The x87 FPU sets the flags in this register to show the results of 
operations. 


FPU Busy 
Top of Stack Pointer 


151413 11109 8 7 6 5 4 3 2 0 
? C/C/C/E|S|P/U|O}|Z/D) 1 
2\/1/O/S/FJEJEJEJEJE/E 


Condition 
Code 
Exception |_ Status 


Stack Fault 
Exception Flags 
Precision 
Underflow 
Overflow 
Zero Divide 
Denormalized Operand 
Invalid Operation 


Figure 8-4. x87 FPU Status Word 


The contents of the x87 FPU status register (referred to as the x87 FPU status word) can be stored in memory using 
the FSTSW/FNSTSW, FSTENV/FNSTENV, FSAVE/FNSAVE, and FXSAVE instructions. It can also be stored in the AX 
register of the integer unit, using the FSTSW/FNSTSW instructions. 


8.1.3.1 Top of Stack (TOP) Pointer 


A pointer to the x87 FPU data register that is currently at the top of the x87 FPU register stack is contained in bits 
11 through 13 of the x87 FPU status word. This pointer, which is commonly referred to as TOP (for top-of-stack), 
is a binary value from 0 to 7. See Section 8.1.2, “x87 FPU Data Registers,” for more information about the TOP 
pointer. 


8.1.3.2 Condition Code Flags 


The four condition code flags (CO through C3) indicate the results of floating-point comparison and arithmetic oper- 
ations. Table 8-1 summarizes the manner in which the floating-point instructions set the condition code flags. 
These condition code bits are used principally for conditional branching and for storage of information used in 
exception handling (see Section 8.1.4, “Branching and Conditional Moves on Condition Codes”). 


As shown in Table 8-1, the C1 condition code flag is used for a variety of functions. When both the IE and SF flags 
in the x87 FPU status word are set, indicating a stack overflow or underflow exception (#IS), the C1 flag distin- 
guishes between overflow (C1 = 1) and underflow (Ci = 0). When the PE flag in the status word is set, indicating 
an inexact (rounded) result, the C1 flag is set to 1 if the last rounding by the instruction was upward. The FXAM 
instruction sets C1 to the sign of the value being examined. 
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The C2 condition code flag is used by the FPREM and FPREM1 instructions to indicate an incomplete reduction (or 
partial remainder). When a successful reduction has been completed, the CO, C3, and Ci condition code flags are 
set to the three least-significant bits of the quotient (Q2, Qi, and QO, respectively). See “FPREM1—Partial 
Remainder” in Chapter 3, “Instruction Set Reference, A-L,” of the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 2A, for more information on how these instructions use the condition code flags. 


The FPTAN, FSIN, FCOS, and FSINCOS instructions set the C2 flag to 1 to indicate that the source operand is 
beyond the allowable range of +2°3 and clear the C2 flag if the source operand is within the allowable range. 


Where the state of the condition code flags are listed as undefined in Table 8-1, do not rely on any specific value in 
these flags. 


8.1.3.3 x87 FPU Floating-Point Exception Flags 


The six x87 FPU floating-point exception flags (bits 0 through 5) of the x87 FPU status word indicate that one or 
more floating-point exceptions have been detected since the bits were last cleared. The individual exception flags 
(IE, DE, ZE, OE, UE, and PE) are described in detail in Section 8.4, “x87 FPU Floating-Point Exception Handling.” 
Each of the exception flags can be masked by an exception mask bit in the x87 FPU control word (see Section 8.1.5, 
“x87 FPU Control Word”). The exception summary status flag (ES, bit 7) is set when any of the unmasked exception 
flags are set. When the ES flag is set, the x87 FPU exception handler is invoked, using one of the techniques 
described in Section 8.7, “Handling x87 FPU Exceptions in Software.” (Note that if an exception flag is masked, the 
x87 FPU will still set the appropriate flag if the associated exception occurs, but it will not set the ES flag.) 


The exception flags are “sticky” bits (once set, they remain set until explicitly cleared). They can be cleared by 
executing the FCLEX/FNCLEX (clear exceptions) instructions, by reinitializing the x87 FPU with the FINIT/FNINIT or 
FSAVE/FNSAVE instructions, or by overwriting the flags with an FRSTOR or FLDENV instruction. 


The B-bit (bit 15) is included for 8087 compatibility only. It reflects the contents of the ES flag. 


Table 8-1. Condition Code Interpretation 


Instruction co C3 C2 C1 
FCOM, FCOMP, FCOMPP, FICOM, FICOMP, FTST, Result of Comparison Operands O or #IS 
FUCOM, FUCOMP, FUCOMPP are not 
Comparable 
FCOMI, FCOMIP, FUCOMI, FUCOMIP Undefined. (These instructions set the #IS 
status flags in the EFLAGS register.) 
FXAM Operand class Sign 
FPREM, FPREM1 Q2 Q1 0 = reduction QO or #IS 
complete 
1 = reduction 
incomplete 
F2XM1, FADD, FADDP, FBSTP, FCMOVcc, Undefined Roundup or #IS 


FIADD, FDIV, FDIVP, FDIVR, FDIVRP, FIDIV, 
FIDIVR, FIMUL, FIST, FISTP, FISUB, 
FISUBR,FMUL, FMULP, FPATAN, FRNDINT, 
FSCALE, FST, FSTP, FSUB, FSUBP, FSUBR, 
FSUBRP,FSQRT, FYL2X, FYL2XP1 


FCOS, FSIN, FSINCOS, FPTAN Undefined O = source Roundup or #IS 
operand within (Undefined if C2 = 
range 1) 
1 = source 
operand out of 
range 
FABS, FBLD, FCHS, FDECSTP, FILD, FINCSTP, Undefined Oor #IS 
FLD, Load Constants, FSTP (ext. prec.), FXCH, 
FXTRACT 


Vol.1 8-5 


PROGRAMMING WITH THE X87 FPU 


Table 8-1. Condition Code Interpretation (Contd.) 


FLDENV, FRSTOR Each bit loaded from memory 

FFREE, FLDCW, FCLEX/FNCLEX, FNOP, 

FSTCW/FNSTCW, FSTENV/FNSTENV, Undefined 

FSTSW/FNSTSW, 

FINIT/FNINIT, FSAVE/FNSAVE 0 0 0 0 


8.1.3.4 Stack Fault Flag 


The stack fault flag (bit 6 of the x87 FPU status word) indicates that stack overflow or stack underflow has occurred 
with data in the x87 FPU data register stack. The x87 FPU explicitly sets the SF flag when it detects a stack overflow 
or underflow condition, but it does not explicitly clear the flag when it detects an invalid-arithmetic-operand condi- 
tion. 


When this flag is set, the condition code flag Ci indicates the nature of the fault: overflow (C1 = 1) and under- 
flow (C1 = 0). The SF flag is a “sticky” flag, meaning that after it is set, the processor does not clear it until it is 
explicitly instructed to do so (for example, by an FINIT/FNINIT, FCLEX/FNCLEX, or FSAVE/FNSAVE instruction). 


See Section 8.1.7, “x87 FPU Tag Word,” for more information on x87 FPU stack faults. 


8.1.4 Branching and Conditional Moves on Condition Codes 


The x87 FPU (beginning with the P6 family processors) supports two mechanisms for branching and performing 
conditional moves according to comparisons of two floating-point values. These mechanism are referred to here as 
the “old mechanism” and the “new mechanism.” 


The old mechanism is available in x87 FPU’s prior to the P6 family processors and in P6 family processors. This 
mechanism uses the floating-point compare instructions (FCOM, FCOMP, FCOMPP, FTST, FUCOMPP, FICOM, and 
FICOMP) to compare two floating-point values and set the condition code flags (CO through C3) according to the 
results. The contents of the condition code flags are then copied into the status flags of the EFLAGS register using 
a two step process (see Figure 8-5): 


1. The FSTSW AX instruction moves the x87 FPU status word into the AX register. 


2. The SAHF instruction copies the upper 8 bits of the AX register, which includes the condition code flags, into the 
lower 8 bits of the EFLAGS register. 


When the condition code flags have been loaded into the EFLAGS register, conditional jumps or conditional moves 
can be performed based on the new settings of the status flags in the EFLAGS register. 


15 x87 FPU Status Word 0 
Condition Status C clicle 
Code Flag 3 Paras 
co CF 
C1 (none) y 
C2 PF FSTSW AX Instruction 
C3 ZF 15 AX Register 0 
Cc c|c|c 
3 2\1/0 
SAHF Instruction 
31 EFLAGS Register 7 0 
Z P|,4\C 
F FI |e 


Figure 8-5. Moving the Condition Codes to the EFLAGS Register 
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The new mechanism is available beginning with the P6 family processors. Using this mechanism, the new floating- 
point compare and set EFLAGS instructions (FCOMI, FCOMIP, FUCOMI, and FUCOMIP) compare two floating-point 
values and set the ZF, PF, and CF flags in the EFLAGS register directly. A single instruction thus replaces the three 
instructions required by the old mechanism. 


Note also that the FCMOVcc instructions (also new in the P6 family processors) allow conditional moves of floating- 
point values (values in the x87 FPU data registers) based on the setting of the status flags (ZF, PF, and CF) in the 
EFLAGS register. These instructions eliminate the need for an IF statement to perform conditional moves of 
floating-point values. 


8.1.5 x87 FPU Control Word 


The 16-bit x87 FPU control word (see Figure 8-6) controls the precision of the x87 FPU and rounding method used. 
It also contains the x87 FPU floating-point exception mask bits. The control word is cached in the x87 FPU control 
register. The contents of this register can be loaded with the FLDCW instruction and stored in memory with the 
FSTCW/FNSTCW instructions. 


Infinity Control 


Rounding Control 
[ Precision Control 


1514131211109 876543210 


x} Ro | PC | | ral nalna] in| a 
Exception Masks 
Precision 
Underflow 
Overflow 
Zero Divide 


Denormal Operand 
Invalid Operation 


Reserved 


Figure 8-6. x87 FPU Control Word 


When the x87 FPU is initialized with either an FINIT/FNINIT or FSAVE/FNSAVE instruction, the x87 FPU control 
word is set to 037FH, which masks all floating-point exceptions, sets rounding to nearest, and sets the x87 FPU 
precision to 64 bits. 


8.1.5.1 x87 FPU Floating-Point Exception Mask Bits 


The exception-flag mask bits (bits 0 through 5 of the x87 FPU control word) mask the 6 floating-point exception 
flags in the x87 FPU status word. When one of these mask bits is set, its corresponding x87 FPU floating-point 
exception is blocked from being generated. 


8.1.5.2 Precision Control Field 


The precision-control (PC) field (bits 8 and 9 of the x87 FPU control word) determines the precision (64, 53, or 24 
bits) of floating-point calculations made by the x87 FPU (see Table 8-2). The default precision is double extended 
precision, which uses the full 64-bit significand available with the double extended-precision floating-point format 
of the x87 FPU data registers. This setting is best suited for most applications, because it allows applications to take 
full advantage of the maximum precision available with the x87 FPU data registers. 
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Table 8-2. Precision Control Field (PC) 


Precision PC Field 
Single Precision (24 bits) 00B 
Reserved 01B 
Double Precision (53 bits) 10B 
Double Extended Precision (64 bits) 11B 


The double precision and single precision settings reduce the size of the significand to 53 bits and 24 bits, respec- 
tively. These settings are provided to support IEEE Standard 754 and to provide compatibility with the specifica- 
tions of certain existing programming languages. Using these settings nullifies the advantages of the double 
extended-precision floating-point format's 64-bit significand length. When reduced precision is specified, the 
rounding of the significand value clears the unused bits on the right to zeros. 


The precision-control bits only affect the results of the following floating-point instructions: FADD, FADDP, FIADD, 
FSUB, FSUBP, FISUB, FSUBR, FSUBRP, FISUBR, FMUL, FMULP, FIMUL, FDIV, FDIVP, FIDIV, FDIVR, FDIVRP, FIDIVR, 
and FSQRT. 


8.1.5.3 Rounding Control Field 


The rounding-control (RC) field of the x87 FPU control register (bits 10 and 11) controls how the results of x87 FPU 
floating-point instructions are rounded. See Section 4.8.4, “Rounding,” for a discussion of rounding of floating- 
point values; See Section 4.8.4.1, “Rounding Control (RC) Fields”, for the encodings of the RC field. 


8.1.6 Infinity Control Flag 


The infinity control flag (bit 12 of the x87 FPU control word) is provided for compatibility with the Intel 287 Math 
Coprocessor; it is not meaningful for later version x87 FPU coprocessors or IA-32 processors. See Section 4.8.3.3, 
“Signed Infinities,” for information on how the x87 FPUs handle infinity values. 


8.1.7 x87 FPU Tag Word 


The 16-bit tag word (see Figure 8-7) indicates the contents of each the 8 registers in the x87 FPU data-register 
stack (one 2-bit tag per register). The tag codes indicate whether a register contains a valid number, zero, or a 
special floating-point number (NaN, infinity, denormal, or unsupported format), or whether it is empty. The x87 
FPU tag word is cached in the x87 FPU in the x87 FPU tag word register. When the x87 FPU is initialized with either 
an FINIT/FNINIT or FSAVE/FNSAVE instruction, the x87 FPU tag word is set to FFFFH, which marks all the x87 FPU 
data registers as empty. 


15 0 


TAG(7) | TAG(6) | TAG(5) | TAG(4) | TAG(3) | TAG(2) | TAG(1) | TAG(O) 


TAG Values 
00 — Valid 
01 — Zero 
10 — Special: invalid (NaN, unsupported), infinity, or denormal 
11 — Empty 


Figure 8-7. x87 FPU Tag Word 


Each tag in the x87 FPU tag word corresponds to a physical register (numbers 0 through 7). The current top-of- 
stack (TOP) pointer stored in the x87 FPU status word can be used to associate tags with registers relative to ST(0). 
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The x87 FPU uses the tag values to detect stack overflow and underflow conditions (see Section 8.5.1.1, “Stack 
Overflow or Underflow Exception (#IS)”). 


Application programs and exception handlers can use this tag information to check the contents of an x87 FPU data 
register without performing complex decoding of the actual data in the register. To read the tag register, it must be 
stored in memory using either the FSTENV/FNSTENV or FSAVE/FNSAVE instructions. The location of the tag word 
in memory after being saved with one of these instructions is shown in Figures 8-9 through 8-12. 


Software cannot directly load or modify the tags in the tag register. The FLDENV and FRSTOR instructions load an 
image of the tag register into the x87 FPU; however, the x87 FPU uses those tag values only to determine if the 
data registers are empty (11B) or non-empty (O0B, 01B, or 10B). 


If the tag register image indicates that a data register is empty, the tag in the tag register for that data register is 
marked empty (11B); if the tag register image indicates that the data register is non-empty, the x87 FPU reads the 
actual value in the data register and sets the tag for the register accordingly. This action prevents a program from 
setting the values in the tag register to incorrectly represent the actual contents of non-empty data registers. 


8.1.8 x87 FPU Instruction and Data (Operand) Pointers 


The x87 FPU stores pointers to the instruction and data (operand) for the last non-control instruction executed. 
These are the x87 FPU instruction pointer and x87 FPU data (operand) pointers; software can save these pointers 
to provide state information for exception handlers. The pointers are illustrated in Figure 8-1 (the figure illustrates 
the pointers as used outside 64-bit mode; see below). 


Note that the value in the x87 FPU data pointer is always a pointer to a memory operand. If the last non-control 
instruction that was executed did not have a memory operand, the value in the data pointer is undefined 
(reserved). If CPUID.(EAX=07H,ECX=0H):EBX[bit 6] = 1, the data pointer is updated only for x87 non-control 
instructions that incur unmasked x87 exceptions. 


The contents of the x87 FPU instruction and data pointers remain unchanged when any of the following instructions 
are executed: FCLEX/FNCLEX, FLDCW, FSTCW/FNSTCW, FSTSW/FNSTSW, FSTENV/FNSTENV, FLDENV, and 
WAIT/FWAIT. 


For all the x87 FPUs and Numeric Processor Extensions (NPXs) except the 8087, the x87 FPU instruction pointer 
points to any prefixes that preceded the instruction. For the 8087, the x87 FPU instruction pointer points only to 
the actual opcode. 


The x87 FPU instruction and data pointers each consists of an offset and a segment selector: 


° The x87 FPU Instruction Pointer Offset (FIP) comprises 64 bits on processors that support IA-32e mode; on 
other processors, it offset comprises 32 bits. 


¢ The x87 FPU Instruction Pointer Selector (FCS) comprises 16 bits. 


¢ The x87 FPU Data Pointer Offset (FDP) comprises 64 bits on processors that support IA-32e mode; on other 
processors, it offset comprises 32 bits. 


° The x87 FPU Data Pointer Selector (FDS) comprises 16 bits. 


The pointers are accessed by the FINIT/FNINIT, FLDENV, FRSTOR, FSAVE/FNSAVE, FSTENV/FNSTENV, FXRSTOR, 
FXSAVE, XRSTOR, XSAVE, and XSAVEOPT instructions as follows: 


e FINIT/FNINIT. Each instruction clears FIP, FCS, FDP, and FDS. 

¢ FLDENV, FRSTOR. These instructions use the memory formats given in Figures 8-9 through 8-12: 
— For each of FIP and FDP, each instruction loads the lower 32 bits from memory and clears the upper 32 bits. 
— If CRO.PE = 1, each instruction loads FCS and FDS from memory; otherwise, it clears them. 


¢ ~=FSAVE/FNSAVE, FSTENV/FNSTENV. These instructions use the memory formats given in Figures 8-9 through 
8-12. 


— Each instruction saves the lower 32 bits of each FIP and FDP into memory. the upper 32 bits are not saved. 


— If CRO.PE = 1, each instruction saves FCS and FDS into memory. If 
CPUID.(EAX=07H,ECX=0H):EBX[bit 13] = 1, the processor deprecates FCS and FDS; it saves each as 
OOOOH. 
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— After saving these data into memory, FSAVE/FNSAVE clears FIP, FCS, FDP, and FDS. 


¢ FXRSTOR, XRSTOR. These instructions load data from a memory image whose format depend on operating 
mode and the REX prefix. The memory formats are given in Tables 3-43, 3-46, and 3-47 in Chapter 3, 
“Instruction Set Reference, A-L,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2A. 


— Outside of 64-bit mode or if REX.W = 0, the instructions operate as follows: 


¢ For each of FIP and FDP, each instruction loads the lower 32 bits from memory and clears the upper 32 
bits. 


¢ Each instruction loads FCS and FDS from memory. 

— In 64-bit mode with REX.W = 1, the instructions operate as follows: 
¢ Each instruction loads FIP and FDP from memory. 
¢ Each instruction clears FCS and FDS. 


e FXSAVE, XSAVE, and XSAVEOPT. These instructions store data into a memory image whose format depend on 
operating mode and the REX prefix. The memory formats are given in Tables 3-43, 3-46, and 3-47 in Chapter 
3, “Instruction Set Reference, A-L,” of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2A. 


— Outside of 64-bit mode or if REX.W = 0, the instructions operate as follows: 


¢ Each instruction saves the lower 32 bits of each of FIP and FDP into memory. The upper 32 bits are not 
saved. 


¢ Each instruction saves FCS and FDS into memory. If CPUID.(EAX=07H,ECX=0H):EBX[bit 13] = 1, the 
processor deprecates FCS and FDS; it saves each as OOOOH. 


— In 64-bit mode with REX.W = 1, each instruction saves FIP and FDP into memory. FCS and FDS are not 
saved. 


8.1.9 Last Instruction Opcode 


The x87 FPU stores in the 11-bit x87 FPU opcode register (FOP) the opcode of the last x87 non-control instruction 
executed that incurred an unmasked x87 exception. (This information provides state information for exception 
handlers.) Only the first and second opcode bytes (after all prefixes) are stored in the x87 FPU opcode register. 
Figure 8-8 shows the encoding of these two bytes. Since the upper 5 bits of the first opcode byte are the same for 
all floating-point opcodes (11011B), only the lower 3 bits of this byte are stored in the opcode register. 


8.1.9.1 Fopcode Compatibility Sub-mode 


Some Pentium 4 and Intel Xeon processors provide program control over the value stored into FOP. Here, bit 2 of 
the IA32_MISC_ENABLE MSR enables (set) or disables (clear) the fopcode compatibility mode. 


If fopcode compatibility mode is enabled, FOP is defined as it had been in previous IA-32 implementations, as the 
opcode of the last x87 non-control instruction executed (even if that instruction did not incur an unmasked x87 
exception). 
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1st Instruction Byte 2nd Instruction Byte 
7 2 0 7 0 


10 \ 87 0 


x87 FPU Opcode Register 


Figure 8-8. Contents of x87 FPU Opcode Registers 


The fopcode compatibility mode should be enabled only when x87 FPU floating-point exception handlers are 
designed to use the fopcode to analyze program performance or restart a program after an exception has been 
handled. 


More recent Intel 64 processors do not support fopcode compatibility mode and do not allow software to set bit 2 
of the IA32_MISC_ENABLE MSR. 


8.1.10 Saving the x87 FPU’s State with FSTENV/FNSTENV and FSAVE/FNSAVE 


The FSTENV/FNSTENV and FSAVE/FNSAVE instructions store x87 FPU state information in memory for use by 
exception handlers and other system and application software. The FSTENV/FNSTENV instruction saves the 
contents of the status, control, tag, x87 FPU instruction pointer, x87 FPU data pointer, and opcode registers. The 
FSAVE/FNSAVE instruction stores that information plus the contents of the x87 FPU data registers. Note that the 
FSAVE/FNSAVE instruction also initializes the x87 FPU to default values (just as the FINIT/FNINIT instruction does) 
after it has saved the original state of the x87 FPU. 


The manner in which this information is stored in memory depends on the operating mode of the processor 
(protected mode or real-address mode) and on the operand-size attribute in effect (32-bit or 16-bit). See Figures 
8-9 through 8-12. In virtual-8086 mode or SMM, the real-address mode formats shown in Figure 8-12 is used. See 
Chapter 30, “System Management Mode,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3C, for information on using the x87 FPU while in SMM. 


The FLDENV and FRSTOR instructions allow x87 FPU state information to be loaded from memory into the x87 FPU. 
Here, the FLDENV instruction loads only the status, control, tag, x87 FPU instruction pointer, x87 FPU data pointer, 
and opcode registers, and the FRSTOR instruction loads all the x87 FPU registers, including the x87 FPU stack 
registers. 


32-Bit Protected Mode Format 


31 16 15 0 
Control Word 
Status Word 
Tag Word 
FPU Instruction Pointer Offset (FIP) 12 
00000] Bits 10:0 of opcode | FPU Instruction Pointer Selector | 16 
FPU Data Pointer Offset (FDP) 20 
FPU Data Pointer Selector (FDS) | 24 


For instructions that also store x87 FPU data registers, the eight 
80-bit registers (RO-R7) follow the above structure in sequence. 


Figure 8-9. Protected Mode x87 FPU State Image in Memory, 32-Bit Format 
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32-Bit Real-Address Mode Format 
31 16 15 0 
Control Word 0 
Status Word 
Tag Word 8 
FIP[15:0] 12 
0000 FIP[31:16] FOP[10:0] 16 
FDP[15:0] 20 
0000 FDP[31:16] 000000000000 | 24 
For instructions that also store x87 FPU data registers, the eight 
80-bit registers (RO-R7) follow the above structure in sequence. 


Figure 8-10. Real Mode x87 FPU State Image in Memory, 32-Bit Format 


16-Bit Protected Mode Format 
15 0 


Control Word 
Status Word 
Tag Word 
FIP 
FCS 
FDP 

FDS 12 


> OO RN OO 


Figure 8-11. Protected Mode x87 FPU State Image in Memory, 16-Bit Format 


16-Bit Real-Address Mode and 


Virtual-8086 Mode Format 
15 


Control Word 
Status Word 
Tag Word 
FIP[15:0] 
FIP[19:16]| 0| Bits 10:0 of opcode 
FDP[15:0] 
FDP[19:16] 0}00000000000/ 12 


> ODO ODORN OC 


Figure 8-12. Real Mode x87 FPU State Image in Memory, 16-Bit Format 


8.1.11 Saving the x87 FPU's State with FXSAVE 


The FXSAVE and FXRSTOR instructions save and restore, respectively, the x87 FPU state along with the state of the 
XMM registers and the MXCSR register. Using the FXSAVE instruction to save the x87 FPU state has two benefits: 
(1) FXSAVE executes faster than FSAVE, and (2) FXSAVE saves the entire x87 FPU, MMX, and XMM state in one 
operation. See Section 10.5, “FXSAVE and FXRSTOR Instructions,” for additional information about these instruc- 
tions. 
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8.2 X87 FPU DATA TYPES 


The x87 FPU recognizes and operates on the following seven data types (see Figures 8-13): single-precision 
floating point, double-precision floating point, double extended-precision floating point, signed word integer, 
signed doubleword integer, signed quadword integer, and packed BCD decimal integers. 


For detailed information about these data types, see Section 4.2.2, “Floating-Point Data Types,” Section 4.2.1.2, 
“Signed Integers,” and Section 4.7, “BCD and Packed BCD Integers.” 


With the exception of the 80-bit double extended-precision floating-point format, all of these data types exist in 
memory only. When they are loaded into x87 FPU data registers, they are converted into double extended-preci- 
sion floating-point format and operated on in that format. 


Denormal values are also supported in each of the floating-point types, as required by IEEE Standard 754. Whena 
denormal number in single-precision or double-precision floating-point format is used as a source operand and the 
denormal exception is masked, the x87 FPU automatically normalizes the number when it is converted to double 
extended-precision format. 


When stored in memory, the least significant byte of an x87 FPU data-type value is stored at the initial address 
specified for the value. Successive bytes from the value are then stored in successively higher addresses in 
memory. The floating-point instructions load and store memory operands using only the initial address of the 
operand. 


Single-Precision Floating-Point 


Sin—>f[__ Exe. Se Fraction] 


3130 23 22 Implied Integer 9 


Double-Precision Floating-Point 


Sign—st| Exponent eT Fraction 


6362 52 51 Implied Integer 0 
Sign 

y Double Extended-Precision Floating-Point 
|} Exponent fe Fraction = 
7978 6463 62 Integer 0 

Word Integer 
15 14 0 
Doubleword Integer 
3130 0 
Quadword Integer 

Sign 63 62 0 


Packed BCD Integers 


|X | D17,D16 D15,D14 D13,D12,D11,D10, D9, D8, D7 D6 , D5 D4, D3, D2, D1, DO 


7978 7271 4 Bits = 1 BCD Digit 


oO 


Figure 8-13. x87 FPU Data Type Formats 


As a general rule, values should be stored in memory in double-precision format. This format provides sufficient 
range and precision to return correct results with a minimum of programmer attention. The single-precision format 
is useful for debugging algorithms, because rounding problems will manifest themselves more quickly in this 
format. The double extended-precision format is normally reserved for holding intermediate results in the x87 FPU 
registers and constants. Its extra length is designed to shield final results from the effects of rounding and over- 
flow/underflow in intermediate calculations. However, when an application requires the maximum range and preci- 
sion of the x87 FPU (for data storage, computations, and results), values can be stored in memory in double 
extended-precision format. 
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8.2.1 Indefinites 


For each x87 FPU data type, one unique encoding is reserved for representing the special value indefinite. The x87 
FPU produces indefinite values as responses to some masked floating-point invalid-operation exceptions. See 
Tables 4-1, 4-3, and 4-4 for the encoding of the integer indefinite, QNaN floating-point indefinite, and packed BCD 
integer indefinite, respectively. 


The binary integer encoding 100..00B represents either of two things, depending on the circumstances of its use: 
* The largest negative number supported by the format (-2!°, -23!, or -2®3) 
¢ The integer indefinite value 


If this encoding is used as a source operand (as in an integer load or integer arithmetic instruction), the x87 FPU 
interprets it as the largest negative number representable in the format being used. If the x87 FPU detects an 
invalid operation when storing an integer value in memory with an FIST/FISTP instruction and the invalid-operation 
exception is masked, the x87 FPU stores the integer indefinite encoding in the destination operand as a masked 
response to the exception. In situations where the origin of a value with this encoding may be ambiguous, the 
invalid-operation exception flag can be examined to see if the value was produced as a response to an exception. 


8.2.2 Unsupported Double Extended-Precision 
Floating-Point Encodings and Pseudo-Denormals 


The double extended-precision floating-point format permits many encodings that do not fall into any of the cate- 
gories shown in Table 4-3. Table 8-3 shows these unsupported encodings. Some of these encodings were supported 
by the Intel 287 math coprocessor; however, most of them are not supported by the Intel 387 math coprocessor 

and later IA-32 processors. These encodings are no longer supported due to changes made in the final version of 
IEEE Standard 754 that eliminated these encodings. 


Specifically, the categories of encodings formerly known as pseudo-NaNs, pseudo-infinities, and un-normal 
numbers are not supported and should not be used as operand values. The Intel 387 math coprocessor and later 
IA-32 processors generate an invalid-operation exception when these encodings are encountered as operands. 


Beginning with the Intel 387 math coprocessor, the encodings formerly known as pseudo-denormal numbers are 
not generated by IA-32 processors. When encountered as operands, however, they are handled correctly; that is, 
they are treated as denormals and a denormal exception is generated. Pseudo-denormal numbers should not be 
used as operand values. They are supported by current IA-32 processors (as described here) to support legacy 
code. 


Table 8-3. Unsupported Double Extended-Precision Floating-Point Encodings and Pseudo-Denormals 


Significand 
Class Sign Biased Exponent Integer Fraction 
Positive 0 11.11 0 11.11 
Pseudo-NaNs Quiet ; : : 
0 11.11 10..00 
0 11.11 0 01.11 
ci 0 1 1.1 1 00.01 
Positive Floating Point | Pseudo-infinity 0 11.11 0 00..00 
0 11.10 0 11.11 
Unnormals : : : 
0 00..01 00..00 
Pseudo-denormals 0 00..00 1 11.11 
0 00.00 00.00 
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Table 8-3. Unsupported Double Extended-Precision Floating-Point Encodings and Pseudo-Denormals (Contd.) 


Negative Floating Point | Pseudo-denormals 1 00..00 1 11.11 
1 00.00 00.00 
1 11.10 0 11.01 
Unnormals : : : 
1 00..01 00..00 
Pseudo-infinity 1 11.11 0 00..00 
Negative Pseudo-NaNs 1 11.11 0 01..11 
ere 1 11 d 1 00..01 
1 11.11 0 11.11 
Quiet : : : 
1 11.11 10..00 
< 15 bits > < 63 bits > 


8.3 X87 FPU INSTRUCTION SET 


The floating-point instructions that the x87 FPU supports can be grouped into six functional categories: 
° Data transfer instructions 

° Basic arithmetic instructions 

* Comparison instructions 

¢ Transcendental instructions 

¢ Load constant instructions 

¢ x87 FPU control instructions 


See Section , “CPUID.EAX=80000001H:ECX.PREFTEHCHW][bit 8]: if 1 indicates the processor supports the PREFT- 
EHCHW instruction. CPUID.(EAX=07H, ECX=0H):ECX.PREFTEHCHWT1[bit 0]: if 1 indicates the processor supports 
the PREFTEHCHWT1 instruction.,” for a list of the floating-point instructions by category. 


The following section briefly describes the instructions in each category. Detailed descriptions of the floating-point 
instructions are given in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A, 2B, 2C 
& 2D. 


8.3.1 Escape (ESC) Instructions 


All of the instructions in the x87 FPU instruction set fall into a class of instructions known as escape (ESC) instruc- 
tions. All of these instructions have a common opcode format, where the first byte of the opcode is one of the 
numbers from D8H through DFH. 


8.3.2 x87 FPU Instruction Operands 


Most floating-point instructions require one or two operands, located on the x87 FPU data-register stack or in 
memory. (None of the floating-point instructions accept immediate operands.) 


When an operand is located in a data register, it is referenced relative to the ST(0) register (the register at the top 
of the register stack), rather than by a physical register number. Often the ST(0) register is an implied operand. 


Operands in memory can be referenced using the same operand addressing methods described in Section 3.7, 
“Operand Addressing.” 
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8.3.3 Data Transfer Instructions 


The data transfer instructions (see Table 8-4) perform the following operations: 

¢ Load a floating-point, integer, or packed BCD operand from memory into the ST(0) register. 

¢ Store the value in an ST(0O) register to memory in floating-point, integer, or packed BCD format. 
° Move values between registers in the x87 FPU register stack. 


The FLD (load floating point) instruction pushes a floating-point operand from memory onto the top of the x87 FPU 
data-register stack. If the operand is in single-precision or double-precision floating-point format, it is automati- 
cally converted to double extended-precision floating-point format. This instruction can also be used to push the 
value in a selected x87 FPU data register onto the top of the register stack. 


The FILD (load integer) instruction converts an integer operand in memory into double extended-precision floating - 
point format and pushes the value onto the top of the register stack. The FBLD (load packed decimal) instruction 
performs the same load operation for a packed BCD operand in memory. 


Table 8-4. Data Transfer Instructions 


Floating Point Integer Packed Decimal 
FLD Load Floating Point FILD Load Integer FBLD Load Packed 
Decimal 

FST Store Floating Point FIST Store Integer 

FSTP Store Floating Point and FISTP Store Integer FBSTP Store Packed 
Pop and Pop Decimal and Pop 

FXCH Exchange Register 
Contents 

FCMOVcc Conditional Move 


The FST (store floating point) and FIST (store integer) instructions store the value in register ST(0) in memory in 
the destination format (floating point or integer, respectively). Again, the format conversion is carried out automat- 
ically. 


The FSTP (store floating point and pop), FISTP (store integer and pop), and FBSTP (store packed decimal and pop) 
instructions store the value in the ST(0) registers into memory in the destination format (floating point, integer, or 
packed BCD), then performs a pop operation on the register stack. A pop operation causes the ST(0) register to be 
marked empty and the stack pointer (TOP) in the x87 FPU control work to be incremented by 1. The FSTP instruc- 
tion can also be used to copy the value in the ST(0) register to another x87 FPU register [ST(i)]. 


The FXCH (exchange register contents) instruction exchanges the value in a selected register in the stack [ST(i)] 
with the value in ST(0). 


The FCMOVcc (conditional move) instructions move the value in a selected register in the stack [ST(i)] to register 
ST(0) if a condition specified with a condition code (cc) is satisfied (see Table 8-5). The condition being tested for 


is represented by the status flags in the EFLAGS register. The condition code mnemonics are appended to the 
letters “FCMOV” to form the mnemonic for a FCMOVcc instruction. 


Table 8-5. Floating-Point Conditional Move Instructions 


Instruction Mnemonic Status Flag States Condition Description 
FCMOVB CF=1 Below 

FCMOVNB CF=0 Not below 

FCMOVE ZF=1 Equal 

FCMOVNE ZF=0 Not equal 
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Table 8-5. Floating-Point Conditional Move Instructions (Contd.) 


Instruction Mnemonic Status Flag States Condition Description 
FCMOVBE CF=1 or ZF=1 Below or equal 
FCMOVNBE CF=0 or ZF=0 Not below nor equal 
FCMOVU PF=1 Unordered 

FCMOVNU PF=0 Not unordered 


Like the CMOVcc instructions, the FCMOVcc instructions are useful for optimizing small IF constructions. They also 
help eliminate branching overhead for IF operations and the possibility of branch mispredictions by the processor. 


Software can check if the FCMOVcc instructions are supported by checking the processor’s feature information with 
the CPUID instruction. 


8.3.4 Load Constant Instructions 


The following instructions push commonly used constants onto the top [ST(0)] of the x87 FPU register stack: 


FLDZ Load +0.0 
FLD1 Load +1.0 
FLDPI Load x 
FLDL2T Load log, 10 
FLDL2E Load logze 
FLDLG2 Load log392 
FLDLN2 Load log,2 


The constant values have full double extended-precision floating-point precision (64 bits) and are accurate to 
approximately 19 decimal digits. They are stored internally in a format more precise than double extended-preci- 
sion floating point. When loading the constant, the x87 FPU rounds the more precise internal constant according 
to the RC (rounding control) field of the x87 FPU control word. The inexact-result exception (#P) is not generated 
as aresult of this rounding, nor is the C1 flag set in the x87 FPU status word if the value is rounded up. See 
Section 8.3.8, “Approximation of Pi,” for information on the z constant. 


8.3.5 Basic Arithmetic Instructions 


The following floating-point instructions perform basic arithmetic operations on floating-point numbers. Where 
applicable, these instructions match IEEE Standard 754: 


FADD/FADDP Add floating point 

FIADD Add integer to floating point 
FSUB/FSUBP Subtract floating point 

FISUB Subtract integer from floating point 
FSUBR/FSUBRP Reverse subtract floating point 

FISUBR Reverse subtract floating point from integer 
FMUL/FMULP Multiply floating point 

FIMUL Multiply integer by floating point 
FDIV/FDIVP Divide floating point 

FIDIV Divide floating point by integer 
FDIVR/FDIVRP Reverse divide 

FIDIVR Reverse divide integer by floating point 
FABS Absolute value 

FCHS Change sign 
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FSQRT Square root 

FPREM Partial remainder 

FPREM1 IEEE partial remainder 

FRNDINT Round to integral value 
FXTRACT Extract exponent and significand 


The add, subtract, multiply and divide instructions operate on the following types of operands: 

° Two x87 FPU data registers 

¢ An x87 FPU data register and a floating-point or integer value in memory 

See Section 8.1.2, “x87 FPU Data Registers,” for a description of how operands are referenced on the data register 
stack. 


Operands in memory can be in single-precision floating-point, double-precision floating-point, word-integer, or 
doubleword-integer format. They are converted to double extended-precision floating-point format automatically. 


Reverse versions of the subtract (FSUBR) and divide (FDIVR) instructions enable efficient coding. For example, the 
following options are available with the FSUB and FSUBR instructions for operating on values in a specified x87 FPU 
data register ST(/) and the ST(0) register: 
FSUB: 

ST(0) := ST(O) — ST(/) 

ST(i) = ST(i) — ST(O) 
FSUBR: 

ST(0) := ST(i) — ST(O) 

ST(/) = ST(0) — ST(A 
These instructions eliminate the need to exchange values between the ST(0) register and another x87 FPU register 
to perform a subtraction or division. 


The pop versions of the add, subtract, multiply, and divide instructions offer the option of popping the x87 FPU 
register stack following the arithmetic operation. These instructions operate on values in the ST(/) and ST(0O) regis- 
ters, store the result in the ST(/) register, and pop the ST(O) register. 


The FPREM instruction computes the remainder from the division of two operands in the manner used by the Intel 
8087 and Intel 287 math coprocessors; the FPREM1 instruction computes the remainder in the manner specified in 
IEEE Standard 754. 


The FSQRT instruction computes the square root of the source operand. 


The FRNDINT instruction returns a floating-point value that is the integral value closest to the source value in the 
direction of the rounding mode specified in the RC field of the x87 FPU control word. 


The FABS, FCHS, and FXTRACT instructions perform convenient arithmetic operations. The FABS instruction 
produces the absolute value of the source operand. The FCHS instruction changes the sign of the source operand. 
The FXTRACT instruction separates the source operand into its exponent and fraction and stores each value in a 
register in floating-point format. 


8.3.6 Comparison and Classification Instructions 
The following instructions compare or classify floating-point values: 


FCOM/FCOMP/FCOMPPCompare floating point and set x87 FPU 
condition code flags. 


FUCOM/FUCOMP/FUCOMPPUnordered compare floating point and set 
x87 FPU condition code flags. 


FICOM/FICOMPCompare integer and set x87 FPU 
condition code flags. 
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FCOMI/FCOMIPCompare floating point and set EFLAGS 
status flags. 


FUCOMI/FUCOMIPUnordered compare floating point and 
set EFLAGS status flags. 


FTST Test (compare floating point with 0.0). 
FXAMExamine. 


Comparison of floating-point values differ from comparison of integers because floating-point values have four 
(rather than three) mutually exclusive relationships: less than, equal, greater than, and unordered. 


The unordered relationship is true when at least one of the two values being compared is a NaN or in an unsup- 
ported format. This additional relationship is required because, by definition, NaNs are not numbers, so they 
cannot have less than, equal, or greater than relationships with other floating-point values. 


The FCOM, FCOMP, and FCOMPP instructions compare the value in register ST(0) with a floating-point source 
operand and set the condition code flags (CO, C2, and C3) in the x87 FPU status word according to the results (see 
Table 8-6). 


If an unordered condition is detected (one or both of the values are NaNs or in an undefined format), a floating- 
point invalid-operation exception is generated. 


The pop versions of the instruction pop the x87 FPU register stack once or twice after the comparison operation is 
complete. 


The FUCOM, FUCOMP, and FUCOMPP instructions operate the same as the FCOM, FCOMP, and FCOMPP instructions. 
The only difference is that with the FUCOM, FUCOMP, and FUCOMPP instructions, if an unordered condition is 
detected because one or both of the operands are QNaNs, the floating-point invalid-operation exception is not 
generated. 


Table 8-6. Setting of x87 FPU Condition Code Flags for Floating-Point Number Comparisons 


Condition c3 C2 co 
ST(0) > Source Operand 0 0 0 
ST(0) < Source Operand 0 0 1 
ST(0) = Source Operand 1 0 0 
Unordered 1 1 1 


The FICOM and FICOMP instructions also operate the same as the FCOM and FCOMP instructions, except that the 
source operand is an integer value in memory. The integer value is automatically converted into an double 
extended-precision floating-point value prior to making the comparison. The FICOMP instruction pops the x87 FPU 
register stack following the comparison operation. 


The FTST instruction performs the same operation as the FCOM instruction, except that the value in register ST(0) 
is always compared with the value 0.0. 


The FCOMI and FCOMIP instructions were introduced into the IA-32 architecture in the P6 family processors. They 
perform the same comparison as the FCOM and FCOMP instructions, except that they set the status flags (ZF, PF, 
and CF) in the EFLAGS register to indicate the results of the comparison (see Table 8-7) instead of the x87 FPU 
condition code flags. The FCOMI and FCOMIP instructions allow condition branch instructions (Jcc) to be executed 
directly from the results of their comparison. 


Table 8-7. Setting of EFLAGS Status Flags for Floating-Point Number Comparisons 


Comparison Results ZF PF CF 
STO > ST(i) 0 0 0 
STO < ST(i) 0 0 1 
STO =ST(i) 1 0 0 
Unordered 1 1 1 
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Software can check if the FCOMI and FCOMIP instructions are supported by checking the processor’s feature infor- 
mation with the CPUID instruction. 


The FUCOMI and FUCOMIP instructions operate the same as the FCOMI and FCOMIP instructions, except that they 
do not generate a floating-point invalid-operation exception if the unordered condition is the result of one or both 
of the operands being a QNaN. The FCOMIP and FUCOMIP instructions pop the x87 FPU register stack following the 
comparison operation. 


The FXAM instruction determines the classification of the floating-point value in the ST(0) register (that is, whether 
the value is zero, a denormal number, a normal finite number, «, a NaN, or an unsupported format) or that the 
register is empty. It sets the x87 FPU condition code flags to indicate the classification (see “FKAM—Examine” in 
Chapter 3, “Instruction Set Reference, A-L,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2A). It also sets the C1 flag to indicate the sign of the value. 


8.3.6.1 Branching on the x87 FPU Condition Codes 


The processor does not offer any control-flow instructions that branch on the setting of the condition code flags 
(CO, C2, and C3) in the x87 FPU status word. To branch on the state of these flags, the x87 FPU status word must 
first be moved to the AX register in the integer unit. The FSTSW AX (store status word) instruction can be used for 
this purpose. When these flags are in the AX register, the TEST instruction can be used to control conditional 
branching as follows: 


1. Check for an unordered result. Use the TEST instruction to compare the contents of the AX register with the 
constant 0400H (see Table 8-8). This operation will clear the ZF flag in the EFLAGS register if the condition code 
flags indicate an unordered result; otherwise, the ZF flag will be set. The JNZ instruction can then be used to 
transfer control (if necessary) to a procedure for handling unordered operands. 


Table 8-8. TEST Instruction Constants for Conditional Branching 


Order Constant Branch 
ST(0) > Source Operand 4500H JZ 
ST(0) < Source Operand 0100H JNZ 
ST(0) = Source Operand 4000H JNZ 
Unordered 0400H JNZ 


2. Check ordered comparison result. Use the constants given in Table 8-8 in the TEST instruction to test for a less 
than, equal to, or greater than result, then use the corresponding conditional branch instruction to transfer 
program control to the appropriate procedure or section of code. 


If a program or procedure has been thoroughly tested and it incorporates periodic checks for QNaN results, then it 
is not necessary to check for the unordered result every time a comparison is made. 


See Section 8.1.4, “Branching and Conditional Moves on Condition Codes,” for another technique for branching on 
x87 FPU condition codes. 


Some non-comparison x87 FPU instructions update the condition code flags in the x87 FPU status word. To ensure 
that the status word is not altered inadvertently, store it immediately following a comparison operation. 


8.3.7 Trigonometric Instructions 


The following instructions perform four common trigonometric functions: 


FSIN Sine 

FCOS Cosine 
FSINCOS Sine and cosine 
FPTAN Tangent 
FPATAN Arctangent 
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These instructions operate on the top one or two registers of the x87 FPU register stack and they return their 
results to the stack. The source operands for the FSIN, FCOS, FSINCOS, and FPTAN instructions must be given in 
radians; the source operand for the FPATAN instruction is given in rectangular coordinate units. 


The FSINCOS instruction returns both the sine and the cosine of a source operand value. It operates faster than 
executing the FSIN and FCOS instructions in succession. 


The FPATAN instruction computes the arctangent of ST(1) divided by ST(0), returning a result in radians. It is 
useful for converting rectangular coordinates to polar coordinates. 


See Section 8.3.8, “Approximation of Pi” and Section 8.3.10, “Transcendental Instruction Accuracy” for information 
regarding the accuracy of these instructions. 


8.3.8 Approximation of Pi 


When the argument (source operand) of a trigonometric function is within the domain of the function, the argu- 
ment is automatically reduced by the appropriate multiple of 2x through the same reduction mechanism used by 
the FPREM and FPREM1 instructions. The internal value of z (3.1415926...) that the x87 FPU uses for argument 
reduction and other computations, denoted as Pi in the expression below. The numerical value of Pi can be written 
as: 

Pi = Of * 2¢ 
where the fraction f is expressed in binary form as: 

f = CSOFDAA2 21680234 C 


(The spaces in the fraction above indicate 32-bit boundaries.) 


The internal approximation Pi of the value x has a 66 significant bits. Since the exact value of x represented in 
binary has the next 3 bits equal to 0, it means that Pi is the value of m rounded to nearest-even to 68 bits, and also 
the value of x rounded toward zero (truncated) to 69 bits. 


However, accuracy problems may arise because this relatively short finite approximation Pi of the number z is used 
for calculating the reduced argument of the trigonometric function approximations in the implementations of FSIN, 
FCOS, FSINCOS, and FPTAN. Alternately, this means that FSIN (x), FCOS (x), and FPTAN (x) are really approxi- 
mating the mathematical functions sin (x * 2 /Pi), cos (x * 1 / Pi), and tan (x * 2 / Pi), and not exactly sin (x), cos 
(x), and tan (x). (Note that FSINCOS is the equivalent of FSIN and FCOS combined together). The period of sin (x 
* x /Pi) for example is 2* Pi, and not 2n. 


See also Section 8.3.10, “Transcendental Instruction Accuracy” for more information on the accuracy of these func- 
tions. 


8.3.9 Logarithmic, Exponential, and Scale 


The following instructions provide two different logarithmic functions, an exponential function and a scale function: 


FYL2X Logarithm 
FYL2XP1 Logarithm epsilon 
F2XM1 Exponential 
FSCALE Scale 


The FYL2X and FYL2XP1 instructions perform two different base 2 logarithmic operations. The FYL2X instruction 
computes (y * log>x). This operation permits the calculation of the log of any base using the following equation: 


logy xX = (1/logz b) * logs x 


The FYL2XP1 instruction computes (y * logz(x + 1)). This operation provides optimum accuracy for values of x that 
are close to 0. 


The F2XM1 instruction computes (2% — 1). This instruction only operates on source values in the range -1.0 to +1.0. 
The FSCALE instruction multiplies the source operand by a power of 2. 
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8.3.10 Transcendental Instruction Accuracy 


New transcendental instruction algorithms were incorporated into the IA-32 architecture beginning with the 
Pentium processors. These new algorithms (used in transcendental instructions FSIN, FCOS, FSINCOS, FPTAN, 
FPATAN, F2XM1, FYL2X, and FYL2XP1) allow a higher level of accuracy than was possible in earlier IA-32 processors 
and x87 math coprocessors. The accuracy of these instructions is measured in terms of units in the last place 
(ulp). For a given argument x, let f(x) and F(x) be the correct and computed (approximate) function values, 
respectively. The error in ulps is defined to be: 


error = oo 
ak 63 


where k is an integer such that: 
Ls 2*ex) <2. 


With the Pentium processor and later IA-32 processors, the worst case error on transcendental functions is less 
than 1 ulp when rounding to the nearest (even) and less than 1.5 ulps when rounding in other modes. The func- 
tions are guaranteed to be monotonic, with respect to the input operands, throughout the domain supported by the 
instruction. 


However, for FSIN, FCOS, FSINCOS, and FPTAN which approximate periodic trigonometric functions, the previous 
statement about maximum ulp errors is true only when these instructions are applied to reduced argument (see 
Section 8.3.8, “Approximation of Pi”). This is due to the fact that only 66 significant bits are retained in the finite 
approximation Pi of the number x (3.1415926...), used internally for calculating the reduced argument in FSIN, 
FCOS, FSINCOS, and FPTAN. This approximation of z is not always sufficiently accurate for good argument reduc- 
tion. 


For single precision, the argument of FSIN, FCOS, FSINCOS, and FPTAN must exceed 200,000 radians in order for 
the error of the result to exceed 1 ulp when rounding to the nearest (even), or 1.5 ulps when rounding in other 
(directed) rounding modes. 


For double and double-extended precision, the ulp errors will grow above these thresholds for arguments much 
smaller in magnitude. The ulp errors increase significantly when the argument approaches the value of x (or Pi) for 
FSIN, and when it approaches x/2(or Pi/2) for FCOS, FSINCOS, and FPTAN. 


For all three IEEE precisions supported (32-bit single precision, 64-bit double precision, and 80-bit double- 
extended precision), applying FSIN, FCOS, FSINCOS, or FPTAN to arguments larger than a certain value can lead 
to reduced arguments (calculated internally) that are inaccurate or even very inaccurate in some cases. This leads 
to equally inaccurate approximations of the corresponding mathematical functions. In particular, arguments that 
are close to certain values will lose significance when reduced, leading to increased relative (and ulp) errors in the 
results of FSIN, FCOS, FSINCOS, and FPTAN. These values are: 


® any non-zero multiple of x for FSIN, 
* any multiple of x, plus x/2 for FCOS, and 
® any non-zero multiple of x/2 for FSINCOS and FPTAN. 


If the arguments passed to FSIN, FCOS, FSINCOS, and FPTAN are not close to these values then even the finite 
approximation Pi of x used internally for argument reduction will allow for results that have good accuracy. 


Therefore, in order to avoid such errors it is recommended to perform accurate argument reduction in software, 
and to apply FSIN, FCOS, FSINCOS, and FPTAN to reduced arguments only. Regardless of the target precision 
(single, double, or double-extended), it is safe to reduce the argument to a value smaller in absolute value than 
about 3x/4 for FSIN, and smaller than about 3x/8 for FCOS, FSINCOS, and FPTAN. 


The thresholds shown above are not exact. For example, accuracy measurements show that the double-extended 
precision result of FSIN will not have errors larger than 0.72 ulp for |x| < 2.82 (so |x| < 3x/4 will ensure good accu- 
racy, as 3n/4 < 2.82). On the same interval, double precision results from FSIN will have errors at most slightly 
larger than 0.5 ulp, and single precision results will be correctly rounded in the vast majority of cases. 


Likewise, the double-extended precision result of FCOS will not have errors larger than 0.82 ulp for |x| < 1.31 (so 
|x| < 3z/8 will ensure good accuracy, as 3n/8 < 1.31). On the same interval, double precision results from FCOS 
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will have errors at most slightly larger than 0.5 ulp, and single precision results will be correctly rounded in the vast 
majority of cases. 


FSINCOS behaves similarly to FSIN and FCOS, combined as a pair. 


Finally, the double-extended precision result of FPTAN will not have errors larger than 0.78 ulp for |x| < 1.25 (so 
|x| < 3x/8 will ensure good accuracy, as 3n/8 < 1.25). On the same interval, double precision results from FPTAN 
will have errors at most slightly larger than 0.5 ulp, and single precision results will be correctly rounded in the vast 
majority of cases. 


A recommended alternative in order to avoid the accuracy issues that might be caused by FSIN, FCOS, FSINCOS, 
and FPTAN, is to use good quality mathematical library implementations of the sin, cos, sincos, and tan functions, 
for example those from the Intel® Math Library available in the Intel® Compiler. 


The instructions FYL2X and FYL2XP1 are two operand instructions and are guaranteed to be within 1 ulp only when 
y equals 1. When y is not equal to 1, the maximum ulp error is always within 1.35 ulps in round to nearest mode. 
(For the two operand functions, monotonicity was proved by holding one of the operands constant. ) 


8.3.11 x87 FPU Control Instructions 


The following instructions control the state and modes of operation of the x87 FPU. They also allow the status of the 
x87 FPU to be examined: 


FINIT/FNINIT Initialize x87 FPU 

FLDCW Load x87 FPU control word 
FSTCW/FNSTCW Store x87 FPU control word 
FSTSW/FNSTSW Store x87 FPU status word 
FCLEX/FNCLEX Clear x87 FPU exception flags 

FLDENV Load x87 FPU environment 
FSTENV/FNSTENV Store x87 FPU environment 

FRSTOR Restore x87 FPU state 

FSAVE/FNSAVE Save x87 FPU state 

FINCSTP Increment x87 FPU register stack pointer 
FDECSTP Decrement x87 FPU register stack pointer 
FFREE Free x87 FPU register 

FNOP No operation 

WAIT/FWAIT Check for and handle pending unmasked x87 FPU exceptions 


The FINIT/FNINIT instructions initialize the x87 FPU and its internal registers to default values. 


The FLDCW instructions loads the x87 FPU control word register with a value from memory. The FSTCW/FNSTCW 
and FSTSW/FNSTSW instructions store the x87 FPU control and status words, respectively, in memory (or for an 
FSTSW/FNSTSW instruction in a general-purpose register). 


The FSTENV/FNSTENV and FSAVE/FNSAVE instructions save the x87 FPU environment and state, respectively, in 
memory. The x87 FPU environment includes all the x87 FPU’s control and status registers; the x87 FPU state 
includes the x87 FPU environment and the data registers in the x87 FPU register stack. (The FSAVE/FNSAVE 
instruction also initializes the x87 FPU to default values, like the FINIT/FNINIT instruction, after it saves the original 
state of the x87 FPU.) 


The FLDENV and FRSTOR instructions load the x87 FPU environment and state, respectively, from memory into the 
x87 FPU. These instructions are commonly used when switching tasks or contexts. 


The WAIT/FWAIT instructions are synchronization instructions. (They are actually mnemonics for the same 
opcode.) These instructions check the x87 FPU status word for pending unmasked x87 FPU exceptions. If any 
pending unmasked x87 FPU exceptions are found, they are handled before the processor resumes execution of the 
instructions (integer, floating-point, or system instruction) in the instruction stream. The WAIT/FWAIT instructions 
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are provided to allow synchronization of instruction execution between the x87 FPU and the processor's integer 
unit. See Section 8.6, “x87 FPU Exception Synchronization,” for more information on the use of the WAIT/FWAIT 
instructions. 


8.3.12 Waiting vs. Non-waiting Instructions 


All of the x87 FPU instructions except a few special control instructions perform a wait operation (similar to the 
WAIT/FWAIT instructions), to check for and handle pending unmasked x87 FPU floating-point exceptions, before 
they perform their primary operation (such as adding two floating-point numbers). These instructions are called 
waiting instructions. Some of the x87 FPU control instructions, such as FSTSW/FNSTSW, have both a waiting and 
a non-waiting version. The waiting version (with the “F” prefix) executes a wait operation before it performs its 
primary operation; whereas, the non-waiting version (with the “FN” prefix) ignores pending unmasked exceptions. 


Non-waiting instructions allow software to save the current x87 FPU state without first handling pending exceptions 
or to reset or reinitialize the x87 FPU without regard for pending exceptions. 


NOTES 


When operating a Pentium or Intel486 processor in MS-DOS compatibility mode, it is possible 
(under unusual circumstances) for a non-waiting instruction to be interrupted prior to being 
executed to handle a pending x87 FPU exception. 


When operating a P6 family, Pentium 4, or Intel Xeon processor in MS-DOS compatibility mode, 
non-waiting instructions can not be interrupted in this way. 


8.3.13. Unsupported x87 FPU Instructions 


The Intel 8087 instructions FENI and FDISI and the Intel 287 math coprocessor instruction FSETPM perform no 
function in the Intel 387 math coprocessor and later IA-32 processors. If these opcodes are detected in the instruc- 
tion stream, the x87 FPU performs no specific operation and no internal x87 FPU states are affected. 


8.4 X87 FPU FLOATING-POINT EXCEPTION HANDLING 


The x87 FPU detects the six classes of exception conditions described in Section 4.9, “Overview of Floating-Point 
Exceptions”: 


¢ Invalid operation (#1), with two subclasses: 
— Stack overflow or underflow (#IS) 
— Invalid arithmetic operation (#1A) 

¢ Denormalized operand (#D) 

°® Divide-by-zero (#Z) 

¢ Numeric overflow (#0) 

° Numeric underflow (#U) 

¢  Inexact result (precision) (#P) 


Each of the six exception classes has a corresponding flag bit in the x87 FPU status word and a mask bit in the x87 
FPU control word (see Section 8.1.3, “x87 FPU Status Register,” and Section 8.1.5, “x87 FPU Control Word,” respec- 
tively). In addition, the exception summary (ES) flag in the status word indicates when one or more unmasked 
exceptions has been detected. The stack fault (SF) flag (also in the status word) distinguishes between the two 
types of invalid-operation exceptions. 


The mask bits can be set with FLDCW, FRSTOR, or FXRSTOR; they can be read with either FSTCW/FNSTCW, 
FSAVE/FNSAVE, or FXSAVE. The flag bits can be read with the FSTSW/FNSTSW, FSAVE/FNSAVE, or FXSAVE instruc- 
tion. 
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NOTE 


Section 4.9.1, “Floating-Point Exception Conditions,” provides a general overview of how the IA-32 
processor detects and handles the various classes of floating-point exceptions. This information 
pertains to x87 FPU as well as SSE/SSE2/SSE3 extensions. 


The following sections give specific information about how the x87 FPU handles floating-point exceptions that are 
unique to the x87 FPU. 


8.4.1 Arithmetic vs. Non-arithmetic Instructions 


When dealing with floating-point exceptions, it is useful to distinguish between arithmetic instructions and non- 
arithmetic instructions. Non-arithmetic instructions have no operands or do not make substantial changes to 
their operands. Arithmetic instructions do make significant changes to their operands; in particular, they make 
changes that could result in floating-point exceptions being signaled. Table 8-9 lists the non-arithmetic and arith- 
metic instructions. It should be noted that some non-arithmetic instructions can signal a floating-point stack (fault) 
exception, but this exception is not the result of an operation on an operand. 


Table 8-9. Arithmetic and Non-arithmetic Instructions 


Non-arithmetic Instructions Arithmetic Instructions 
FABS F2XM1 
FCHS FADD/FADDP 
FCLEX FBLD 
FDECSTP FBSTP 
FFREE FCOM/FCOMP/FCOMPP 
FINCSTP FCOS 
FINIT/FNINIT FDIV/FDIVP/FDIVR/FDIVRP 
FLD (register-to-register) FIADD 
FLD (extended format from memory) FICOM/FICOMP 
FLD constant FIDIV/FIDIVR 
FLDCW FILD 
FLDENV FIMUL 
FNOP FIST/FISTP2 
FRSTOR FISUB/FISUBR 
FSAVE/FNSAVE FLD (single and double) 
FST/FSTP (register-to-register) FMUL/FMULP 
FSTP (extended format to memory) FPATAN 
FSTCW/FNSTCW FPREM/FPREM1 
FSTENV/FNSTENV FPTAN 
FSTSW/FNSTSW FRNDINT 
WAIT/FWAIT FSCALE 
FXAM FSIN 
FXCH FSINCOS 
FSQRT 
FST/FSTP (single and double) 
FSUB/FSUBP/FSUBR/FSUBRP 
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Table 8-9. Arithmetic and Non-arithmetic Instructions (Contd.) 


Non-arithmetic Instructions Arithmetic Instructions 
FTST 
FUCOM/FUCOMP/FUCOMPP 
FXTRACT 
FYL2X/FYL2XP1 

NOTE: 


1. The FISTTP instruction in SSE3 is an arithmetic x87 FPU instruction. 


8.5 X87 FPU FLOATING-POINT EXCEPTION CONDITIONS 


The following sections describe the various conditions that cause a floating-point exception to be generated by the 
x87 FPU and the masked response of the x87 FPU when these conditions are detected. Intel® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volumes 2A & 2B, list the floating-point exceptions that can be signaled for 
each floating-point instruction. 


See Section 4.9.2, “Floating-Point Exception Priority,” for a description of the rules for exception precedence when 
more than one floating-point exception condition is detected for an instruction. 


8.5.1 Invalid Operation Exception 


The floating-point invalid-operation exception occurs in response to two sub-classes of operations: 
° Stack overflow or underflow (#IS) 
° Invalid arithmetic operand (#IA) 


The flag for this exception (IE) is bit 0 of the x87 FPU status word, and the mask bit (IM) is bit 0 of the x87 FPU 
control word. The stack fault flag (SF) of the x87 FPU status word indicates the type of operation that caused the 
exception. When the SF flag is set to 1, a stack operation has resulted in stack overflow or underflow; when the flag 
is cleared to 0, an arithmetic instruction has encountered an invalid operand. Note that the x87 FPU explicitly sets 
the SF flag when it detects a stack overflow or underflow condition, but it does not explicitly clear the flag when it 
detects an invalid-arithmetic-operand condition. As a result, the state of the SF flag can be 1 following an invalid- 
arithmetic-operation exception, if it was not cleared from the last time a stack overflow or underflow condition 
occurred. See Section 8.1.3.4, “Stack Fault Flag,” for more information about the SF flag. 


8.5.1.1 Stack Overflow or Underflow Exception (#IS) 


The x87 FPU tag word keeps track of the contents of the registers in the x87 FPU register stack (see Section 8.1.7, 
“x87 FPU Tag Word”). It then uses this information to detect two different types of stack faults: 


¢ Stack overflow — An instruction attempts to load a non-empty x87 FPU register from memory. A non-empty 
register is defined as a register containing a zero (tag value of 01), a valid value (tag value of 00), or a special 
value (tag value of 10). 


¢ Stack underflow — An instruction references an empty x87 FPU register as a source operand, including 
attempting to write the contents of an empty register to memory. An empty register has a tag value of 11. 


NOTES 


The term stack overflow originates from the situation where the program has loaded (pushed) eight 
values from memory onto the x87 FPU register stack and the next value pushed on the stack causes 
a stack wraparound to a register that already contains a value. 


The term stack underflow originates from the opposite situation. Here, a program has stored 
(popped) eight values from the x87 FPU register stack to memory and the next value popped from 
the stack causes stack wraparound to an empty register. 
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When the x87 FPU detects stack overflow or underflow, it sets the IE flag (bit 0) and the SF flag (bit 6) in the x87 
FPU status word to 1. It then sets condition-code flag C1 (bit 9) in the x87 FPU status word to 1 if stack overflow 
occurred or to 0 if stack underflow occurred. 


If the invalid-operation exception is masked, the x87 FPU returns the floating point, integer, or packed decimal 
integer indefinite value to the destination operand, depending on the instruction being executed. This value over- 
writes the destination register or memory location specified by the instruction. 


If the invalid-operation exception is not masked, a software exception handler is invoked (see Section 8.7, 
“Handling x87 FPU Exceptions in Software”) and the top-of-stack pointer (TOP) and source operands remain 
unchanged. 


8.5.1.2 


The x87 FPU is able to detect a variety of invalid arithmetic operations that can be coded in a program. These oper- 
ations are listed in Table 8-10. (This list includes the invalid operations defined in IEEE Standard 754.) 


When the x87 FPU detects an invalid arithmetic operand, it sets the IE flag (bit 0) in the x87 FPU status word to 1. 
If the invalid-operation exception is masked, the x87 FPU then returns an indefinite value or QNaN to the destina- 
tion operand and/or sets the floating-point condition codes as shown in Table 8-10. If the invalid-operation excep- 


Invalid Arithmetic Operand Exception (#IA) 


tion is not masked, a software exception handler is invoked (see Section 8.7, “Handling x87 FPU Exceptions in 
Software”) and the top-of-stack pointer (TOP) and source operands remain unchanged. 


Table 8-10. Invalid Arithmetic Operations and the Masked Responses to Them 


Condition 


Masked Response 


Any arithmetic operation on an operand that is in an unsupported 
format. 


Any arithmetic operation on a SNaN. 


Return the QNaN floating-point indefinite value to the 
destination operand. 


Return a QNaN to the destination operand (see Table 4-7). 


Ordered compare and test operations: one or both operands are 
NaNs. 


Addition: operands are opposite-signed infinities. 
Subtraction: operands are like-signed infinities. 


Set the condition code flags (CO, C2, and C3) in the x87 FPU 
status word or the CF, PF, and ZF flags in the EFLAGS register to 
111B (not comparable). 


Return the QNaN floating-point indefinite value to the 
destination operand. 


Multiplication: 2 by 0;O0 by «. 


Division: oo by ;0 by 0. 


Return the QNaN floating-point indefinite value to the 
destination operand. 


Return the QNaN floating-point indefinite value to the 
destination operand. 


Remainder instructions FPREM, FPREM1: modulus (divisor) is O or 
dividend is co. 


Trigonometric instructions FCOS, FPTAN, FSIN, FSINCOS: source 
operand is ©. 


Return the QNaN floating-point indefinite; clear condition code 
flag C2 to O. 


Return the QNaN floating-point indefinite; clear condition code 
flag C2 to O. 


FSQRT: negative operand (except FSQRT (-0) = -0); FYL2X: negative 
operand (except FYL2X (-0) = -o-); FYL2XP1: operand more 
negative than -1. 


Return the QNaN floating-point indefinite value to the 
destination operand. 


FBSTP: Converted value cannot be represented in 18 decimal digits, 
or source value is an SNaN, QNaN, +c-, or in an unsupported 
format. 


Store packed BCD integer indefinite value in the destination 
operand. 


FIST/FISTP: Converted value exceeds representable integer range 
of the destination operand, or source value is an SNaN, QNaN, +e°, 
or in an unsupported format. 


Store integer indefinite value in the destination operand. 


FXCH: one or both registers are tagged empty. 


Load empty registers with the QNaN floating-point indefinite 
value, then perform the exchange. 
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Normally, when one or both of the source operands is a QNaN (and neither is an SNaN or in an unsupported 
format), an invalid-operand exception is not generated. An exception to this rule is most of the compare instruc- 
tions (Such as the FCOM and FCOMI instructions) and the floating-point to integer conversion instructions 
(FIST/FISTP and FBSTP). With these instructions, a QNaN source operand will generate an invalid-operand excep- 
tion. 


8.5.2 Denormal Operand Exception (#D) 


The x87 FPU signals the denormal-operand exception under the following conditions: 


¢ If an arithmetic instruction attempts to operate on a denormal operand (see Section 4.8.3.2, “Normalized and 
Denormalized Finite Numbers”). 


¢ If an attempt is made to load a denormal single-precision or double-precision floating-point value into an x87 
FPU register. (If the denormal value being loaded is a double extended-precision floating-point value, the 
denormal-operand exception is not reported.) 


The flag (DE) for this exception is bit 1 of the x87 FPU status word, and the mask bit (DM) is bit 1 of the x87 FPU 
control word. 


When a denormal-operand exception occurs and the exception is masked, the x87 FPU sets the DE flag, then 
proceeds with the instruction. The denormal operand in single- or double-precision floating-point format is auto- 
matically normalized when converted to the double extended-precision floating-point format. Subsequent opera- 
tions will benefit from the additional precision of the internal double extended-precision floating-point format. 


When a denormal-operand exception occurs and the exception is not masked, the DE flag is set and a software 
exception handler is invoked (see Section 8.7, “Handling x87 FPU Exceptions in Software”). The top-of-stack 
pointer (TOP) and source operands remain unchanged. 


For additional information about the denormal-operation exception, see Section 4.9.1.2, “‘Denormal Operand 
Exception (#D).” 


8.5.3 Divide-By-Zero Exception (#Z) 


The x87 FPU reports a floating-point divide-by-zero exception whenever an instruction attempts to divide a finite 
non-zero operand by O. The flag (ZE) for this exception is bit 2 of the x87 FPU status word, and the mask bit (ZM) 
is bit 2 of the x87 FPU control word. The FDIV, FDIVP, FDIVR, FDIVRP, FIDIV, and FIDIVR instructions and the other 
instructions that perform division internally (FYL2X and FXTRACT) can report the divide-by-zero exception. 


When a divide-by-zero exception occurs and the exception is masked, the x87 FPU sets the ZE flag and returns the 
values shown in Table 8-10. If the divide-by-zero exception is not masked, the ZE flag is set, a software exception 
handler is invoked (see Section 8.7, “Handling x87 FPU Exceptions in Software”), and the top-of-stack pointer 
(TOP) and source operands remain unchanged. 


Table 8-11. Divide-By-Zero Conditions and the Masked Responses to Them 


Condition Masked Response 
Divide or reverse divide operation with a | Returns an © signed with the exclusive OR of the sign of the two operands to the 
0 divisor. destination operand. 
FYL2X instruction. Returns an co signed with the opposite sign of the non-zero operand to the destination 
operand. 
FXTRACT instruction. ST(1) is set to -co; ST(O) is set to O with the same sign as the source operand. 


8.5.4 Numeric Overflow Exception (#0) 


The x87 FPU reports a floating-point numeric overflow exception (#0) whenever the rounded result of an arith- 
metic instruction exceeds the largest allowable finite value that will fit into the floating-point format of the destina- 
tion operand. (See Section 4.9.1.4, “Numeric Overflow Exception (#0),” for additional information about the 
numeric overflow exception. ) 
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When using the x87 FPU, numeric overflow can occur on arithmetic operations where the result is stored in an x87 
FPU data register. It can also occur on store floating-point operations (using the FST and FSTP instructions), where 
a within-range value in a data register is stored in memory in a single-precision or double-precision floating-point 
format. The numeric overflow exception cannot occur when storing values in an integer or BCD integer format. 
Instead, the invalid-arithmetic-operand exception is signaled. 


The flag (OE) for the numeric-overflow exception is bit 3 of the x87 FPU status word, and the mask bit (OM) is bit 
3 of the x87 FPU control word. 


When a numeric-overflow exception occurs and the exception is masked, the x87 FPU sets the OE flag and returns 
one of the values shown in Table 4-10. The value returned depends on the current rounding mode of the x87 FPU 
(see Section 8.1.5.3, “Rounding Control Field”). 


The action that the x87 FPU takes when numeric overflow occurs and the numeric-overflow exception is not 
masked, depends on whether the instruction is supposed to store the result in memory or on the register stack. 


* Destination is a memory location — The OE flag is set and a software exception handler is invoked (see 
Section 8.7, “Handling x87 FPU Exceptions in Software”). The top-of-stack pointer (TOP) and source and 
destination operands remain unchanged. Because the data in the stack is in double extended-precision format, 
the exception handler has the option either of re-executing the store instruction after proper adjustment of the 
operand or of rounding the significand on the stack to the destination's precision as the standard requires. The 
exception handler should ultimately store a value into the destination location in memory if the program is to 
continue. 


¢* Destination is the register stack — The significand of the result is rounded according to current settings of 
the precision and rounding control bits in the x87 FPU control word and the exponent of the result is adjusted 
by dividing it by 224576. (For instructions not affected by the precision field, the significand is rounded to 
double-extended precision.) The resulting value is stored in the destination operand. Condition code bit Ci in 
the x87 FPU status word (called in this situation the “round-up bit”) is set if the significand was rounded upward 
and cleared if the result was rounded toward O. After the result is stored, the OE flag is set and a software 
exception handler is invoked. The scaling bias value 24,576 is equal to 3 « 2!3. Biasing the exponent by 24,576 
normally translates the number as nearly as possible to the middle of the double extended-precision floating- 
point exponent range so that, if desired, it can be used in subsequent scaled operations with less risk of causing 
further exceptions. 


When using the FSCALE instruction, massive overflow can occur, where the result is too large to be repre- 
sented, even with a bias-adjusted exponent. Here, if overflow occurs again, after the result has been biased, a 
properly signed ~ is stored in the destination operand. 


8.5.5 Numeric Underflow Exception (#U) 


The x87 FPU detects a potential floating-point numeric underflow condition whenever the result of an arithmetic 
instruction is non-zero and tiny; that is, the magnitude of the rounded result with unbounded exponent is non-zero 
and less than the smallest possible normalized, finite value that will fit into the floating-point format of the desti- 
nation operand. (See Section 4.9.1.5, “Numeric Underflow Exception (#U),” for additional information about the 
numeric underflow exception. ) 


Like numeric overflow, numeric underflow can occur on arithmetic operations where the result is stored in an x87 
FPU data register. It can also occur on store floating-point operations (with the FST and FSTP instructions), where 
a within-range value in a data register is stored in memory in the smaller single-precision or double-precision 
floating-point formats. A numeric underflow exception cannot occur when storing values in an integer or BCD 
integer format, because a value with magnitude less than 1 is always rounded to an integral value of 0 or 1, 
depending on the rounding mode in effect. 


The flag (UE) for the numeric-underflow exception is bit 4 of the x87 FPU status word, and the mask bit (UM) is bit 
4 of the x87 FPU control word. 


When a numeric-underflow condition occurs and the exception is masked, the x87 FPU performs the operation 
described in Section 4.9.1.5, “Numeric Underflow Exception (#U).” 


When the exception is not masked, the action of the x87 FPU depends on whether the instruction is supposed to 
store the result in a memory location or on the x87 FPU resister stack. 
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* Destination is a memory location — (Can occur only with a store instruction.) The UE flag is set and a 
software exception handler is invoked (see Section 8.7, “Handling x87 FPU Exceptions in Software”). The top- 
of-stack pointer (TOP) and source and destination operands remain unchanged, and no result is stored in 
memory. 

Because the data in the stack is in double extended-precision format, the exception handler has the option 
either of re-exchanges the store instruction after proper adjustment of the operand or of rounding the 
significand on the stack to the destination's precision as the standard requires. The exception handler should 
ultimately store a value into the destination location in memory if the program is to continue. 


* Destination is the register stack — The significand of the result is rounded according to current settings of 
the precision and rounding control bits in the x87 FPU control word and the exponent of the result is adjusted 
by multiplying it by 274°7°, (For instructions not affected by the precision field, the significand is rounded to 
double extended precision.) The resulting value is stored in the destination operand. Condition code bit C1 in 
the x87 FPU status register (acting here as a “round-up bit”) is set if the significand was rounded upward and 
cleared if the result was rounded toward O. After the result is stored, the UE flag is set and a software exception 
handler is invoked. The scaling bias value 24,576 is the same as is used for the overflow exception and has the 
same effect, which is to translate the result as nearly as possible to the middle of the double extended-precision 
floating-point exponent range. 


When using the FSCALE instruction, massive underflow can occur, where the magnitude of the result is too 
small to be represented, even with a bias-adjusted exponent. Here, if underflow occurs again after the result 
has been biased, a properly signed 0 is stored in the destination operand. 


8.5.6 Inexact-Result (Precision) Exception (#P) 


The inexact-result exception (also called the precision exception) occurs if the result of an operation is not exactly 
representable in the destination format. (See Section 4.9.1.6, “Inexact-Result (Precision) Exception (#P),” for 
additional information about the numeric overflow exception.) Note that the transcendental instructions (FSIN, 
FCOS, FSINCOS, FPTAN, FPATAN, F2XM1, FYL2X, and FYL2XP1) by nature produce inexact results. 


The inexact-result exception flag (PE) is bit 5 of the x87 FPU status word, and the mask bit (PM) is bit 5 of the x87 
FPU control word. 


If the inexact-result exception is masked when an inexact-result condition occurs and a numeric overflow or under- 
flow condition has not occurred, the x87 FPU handles the exception as describe in Section 4.9.1.6, “Inexact-Result 
(Precision) Exception (#P),” with one additional action. The C1 (round-up) bit in the x87 FPU status word is set to 
indicate whether the inexact result was rounded up (C1 is set) or “not rounded up” (Ci is cleared). In the “not 
rounded up” case, the least-significant bits of the inexact result are truncated so that the result fits in the destina- 
tion format. 


If the inexact-result exception is not masked when an inexact result occurs and numeric overflow or underflow has 
not occurred, the x87 FPU handles the exception as described in the previous paragraph and, in addition, invokes 
a software exception handler. 


If an inexact result occurs in conjunction with numeric overflow or underflow, the x87 FPU carries out one of the 
following operations: 


° If an inexact result occurs in conjunction with masked overflow or underflow, the OE or UE flag and the PE flag 
are set and the result is stored as described for the overflow or underflow exceptions (see Section 8.5.4, 
“Numeric Overflow Exception (#0),” or Section 8.5.5, “Numeric Underflow Exception (#U)”). If the inexact 
result exception is unmasked, the x87 FPU also invokes a software exception handler. 


° If an inexact result occurs in conjunction with unmasked overflow or underflow and the destination operand is 
a register, the OE or UE flag and the PE flag are set, the result is stored as described for the overflow or 
underflow exceptions (see Section 8.5.4, “Numeric Overflow Exception (#0),” or Section 8.5.5, “Numeric 
Underflow Exception (#U)”) and a software exception handler is invoked. 


If an unmasked numeric overflow or underflow exception occurs and the destination operand is a memory location 
(which can happen only for a floating-point store), the inexact-result condition is not reported and the C1 flag is 
cleared. 
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8.6 X87 FPU EXCEPTION SYNCHRONIZATION 


Because the integer unit and x87 FPU are separate execution units, it is possible for the processor to execute 
floating-point, integer, and system instructions concurrently. No special programming techniques are required to 
gain the advantages of concurrent execution. (Floating-point instructions are placed in the instruction stream along 
with the integer and system instructions.) However, concurrent execution can cause problems for floating-point 
exception handlers. 


This problem is related to the way the x87 FPU signals the existence of unmasked floating-point exceptions. 
(Special exception synchronization is not required for masked floating-point exceptions, because the x87 FPU 
always returns a masked result to the destination operand.) 


When a floating-point exception is unmasked and the exception condition occurs, the x87 FPU stops further execu- 
tion of the floating-point instruction and signals the exception event. On the next occurrence of a floating-point 
instruction or a WAIT/FWAIT instruction in the instruction stream, the processor checks the ES flag in the x87 FPU 
status word for pending floating-point exceptions. If floating-point exceptions are pending, the x87 FPU makes an 
implicit call (traps) to the floating-point software exception handler. The exception handler can then execute 
recovery procedures for selected or all floating-point exceptions. 


Synchronization problems occur in the time between the moment when the exception is signaled and when it is 
actually handled. Because of concurrent execution, integer or system instructions can be executed during this 
time. It is thus possible for the source or destination operands for a floating-point instruction that faulted to be 
overwritten in memory, making it impossible for the exception handler to analyze or recover from the exception. 


To solve this problem, an exception synchronizing instruction (either a floating-point instruction or a WAIT/FWAIT 
instruction) can be placed immediately after any floating-point instruction that might present a situation where 
state information pertaining to a floating-point exception might be lost or corrupted. Floating-point instructions 
that store data in memory are prime candidates for synchronization. For example, the following three lines of code 
have the potential for exception synchronization problems: 


FILD COUNT ;Floating-point instruction 
INC COUNT Integer instruction 
FSQRT ;Subsequent floating-point instruction 


In this example, the INC instruction modifies the source operand of the floating-point instruction, FILD. If an 
exception is signaled during the execution of the FILD instruction, the INC instruction would be allowed to over- 
write the value stored in the COUNT memory location before the floating-point exception handler is called. With the 
COUNT variable modified, the floating-point exception handler would not be able to recover from the error. 


Rearranging the instructions, as follows, so that the FSQRT instruction follows the FILD instruction, synchronizes 
floating-point exception handling and eliminates the possibility of the COUNT variable being overwritten before the 
floating-point exception handler is invoked. 


FILD COUNT Floating-point instruction 

FSQRT ;Subsequent floating-point instruction synchronizes 
yany exceptions generated by the FILD instruction. 

INC COUNT Integer instruction 


The FSQRT instruction does not require any synchronization, because the results of this instruction are stored in 
the x87 FPU data registers and will remain there, undisturbed, until the next floating-point or WAIT/FWAIT instruc- 
tion is executed. To absolutely ensure that any exceptions emanating from the FSQRT instruction are handled (for 
example, prior to a procedure call), a WAIT instruction can be placed directly after the FSQRT instruction. 


Note that some floating-point instructions (non-waiting instructions) do not check for pending unmasked excep- 
tions (see Section 8.3.11, “x87 FPU Control Instructions”). They include the FNINIT, FNSTENV, FNSAVE, FNSTSW, 
FNSTCW, and FNCLEX instructions. When an FNINIT, FNSTENV, FNSAVE, or FNCLEX instruction is executed, all 
pending exceptions are essentially lost (either the x87 FPU status register is cleared or all exceptions are masked). 
The FNSTSW and FNSTCW instructions do not check for pending interrupts, but they do not modify the x87 FPU 
status and control registers. A subsequent “waiting” floating-point instruction can then handle any pending excep- 
tions. 
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8.7 HANDLING X87 FPU EXCEPTIONS IN SOFTWARE 


The x87 FPU in Pentium and later IA-32 processors provides two different modes of operation for invoking a soft- 
ware exception handler for floating-point exceptions: native mode and MS-DOS compatibility mode. The mode of 
operation is selected by CRO.NE[bit 5]. (See Chapter 2, “System Architecture Overview,” in the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 3A, for more information about the NE flag.) 


8.7.1 Native Mode 


The native mode for handling floating-point exceptions is selected by setting CRO.NE[bit 5] to 1. In this mode, if the 
x87 FPU detects an exception condition while executing a floating-point instruction and the exception is unmasked 
(the mask bit for the exception is cleared), the x87 FPU sets the flag for the exception and the ES flag in the x87 
FPU status word. It then invokes the software exception handler through the floating-point-error exception (#MF, 
exception vector 16), immediately before execution of any of the following instructions in the processor's instruc- 
tion stream: 


¢ The next floating-point instruction, unless it is one of the non-waiting instructions (FNINIT, FNCLEX, FNSTSW, 
FNSTCW, FNSTENV, and FNSAVE). 


° The next WAIT/FWAIT instruction. 
¢ The next MMX instruction. 


If the next floating-point instruction in the instruction stream is a non-waiting instruction, the x87 FPU executes the 
instruction without invoking the software exception handler. 


8.7.2 MS-DOS* Compatibility Sub-mode 


If CRO.NE[bit 5] is 0, the MS-DOS compatibility mode for handling floating-point exceptions is selected. In this 
mode, the software exception handler for floating-point exceptions is invoked externally using the processor's 
FERR#, INTR, and IGNNE# pins. This method of reporting floating-point errors and invoking an exception handler 
is provided to support the floating-point exception handling mechanism used in PC systems that are running the 
MS-DOS or Windows* 95 operating system. 


Using FERR# and IGNNE# to handle floating-point exception is deprecated by modern operating systems, this 
approach also limits newer processors to operate with one logical processor active. 


The MS-DOS compatibility mode is typically used as follows to invoke the floating-point exception handler: 


1. If the x87 FPU detects an unmasked floating-point exception, it sets the flag for the exception and the ES flag 
in the x87 FPU status word. 


2. If the IGNNE# pin is deasserted, the x87 FPU then asserts the FERR# pin either immediately, or else delayed 
(deferred) until just before the execution of the next waiting floating-point instruction or MMX instruction. 
Whether the FERR# pin is asserted immediately or delayed depends on the type of processor, the instruction, 
and the type of exception. 


3. Ifa preceding floating-point instruction has set the exception flag for an unmasked x87 FPU exception, the 
processor freezes just before executing the next WAIT instruction, waiting floating-point instruction, or MMX 
instruction. Whether the FERR# pin was asserted at the preceding floating-point instruction or is just now being 
asserted, the freezing of the processor assures that the x87 FPU exception handler will be invoked before the 
new floating-point (or MMX) instruction gets executed. 


4. The FERR# pin is connected through external hardware to IRQ13 of a cascaded, programmable interrupt 
controller (PIC). When the FERR# pin is asserted, the PIC is programmed to generate an interrupt 75H. 


5. The PIC asserts the INTR pin on the processor to signal the interrupt 75H. 


The BIOS for the PC system handles the interrupt 75H by branching to the interrupt 02H (NMI) interrupt 
handler. 


7. The interrupt 02H handler determines if the interrupt is the result of an NMI interrupt or a floating-point 
exception. 
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8. Ifa floating-point exception is detected, the interrupt 02H handler branches to the floating-point exception 
handler. 


If the IGNNE# pin is asserted, the processor ignores floating-point error conditions. This pin is provided to inhibit 
floating-point exceptions from being generated while the floating-point exception handler is servicing a previously 
signaled floating-point exception. 


Appendix D, “Guidelines for Writing SIMD Floating-Point Exception Handlers,” describes the MS-DOS compatibility 
mode in much greater detail. This mode is somewhat more complicated in the Intel486 and Pentium processor 
implementations, as described in Appendix D. 


8.7.3 Handling x87 FPU Exceptions in Software 


Section 4.9.3, “Typical Actions of a Floating-Point Exception Handler,” shows actions that may be carried out by a 
floating-point exception handler. The state of the x87 FPU can be saved with the FSTENV/FNSTENV or 
FSAVE/FNSAVE instructions (see Section 8.1.10, “Saving the x87 FPU’s State with FSTENV/FNSTENV and 
FSAVE/FNSAVE"). 


If the faulting floating-point instruction is followed by one or more non-floating-point instructions, it may not be 
useful to re-execute the faulting instruction. See Section 8.6, “x87 FPU Exception Synchronization,” for more infor- 
mation on synchronizing floating-point exceptions. 


In cases where the handler needs to restart program execution with the faulting instruction, the IRET instruction 
cannot be used directly. The reason for this is that because the exception is not generated until the next floating- 
point or WAIT/FWAIT instruction following the faulting floating-point instruction, the return instruction pointer on 
the stack may not point to the faulting instruction. To restart program execution at the faulting instruction, the 
exception handler must obtain a pointer to the instruction from the saved x87 FPU state information, load it into 
the return instruction pointer location on the stack, and then execute the IRET instruction. 
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CHAPTER 9 
PROGRAMMING WITH INTEL® MMX™ TECHNOLOGY 


The Intel MMX technology was introduced into the IA-32 architecture in the Pentium II processor family and 
Pentium processor with MMX technology. The extensions introduced in MMX technology support a single-instruc- 
tion, multiple-data (SIMD) execution model that is designed to accelerate the performance of advanced media and 
communications applications. 


This chapter describes MMX technology. 


9.1 OVERVIEW OF MMX TECHNOLOGY 


MMX technology defines a simple and flexible SIMD execution model to handle 64-bit packed integer data. This 
model adds the following features to the IA-32 architecture, while maintaining backwards compatibility with all IA- 
32 applications and operating-system code: 


° Eight new 64-bit data registers, called MMX registers 
° Three new packed data types: 
— 64-bit packed byte integers (signed and unsigned) 
— 64-bit packed word integers (signed and unsigned) 
— 64-bit packed doubleword integers (signed and unsigned) 
¢ Instructions that support the new data types and to handle MMX state management 
¢ Extensions to the CPUID instruction 


MMxX technology is accessible from all the IA32-architecture execution modes (protected mode, real address mode, 
and virtual 8086 mode). It does not add any new modes to the architecture. 


The following sections of this chapter describe MMX technology’s programming environment, including MMX 
register set, data types, and instruction set. Additional instructions that operate on MMX registers have been added 
to the IA-32 architecture by the SSE/SSE2 extensions. 

For more information, see: 


® Section 10.4.4, “SSE 64-Bit SIMD Integer Instructions,” describes MMX instructions added to the IA-32 archi- 
tecture with the SSE extensions. 


® Section 11.4.2, “SSE2 64-Bit and 128-Bit SIMD Integer Instructions,” describes MMX instructions added to the 
IA-32 architecture with SSE2 extensions. 


° Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A & 2B, give detailed descriptions 
of MMX instructions. 


¢ Chapter 12, “Intel® MMX™ Technology System Programming,” in the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 3B, describes the manner in which MMX technology is integrated into the 
IA-32 system programming model. 


9.2 THE MMX TECHNOLOGY PROGRAMMING ENVIRONMENT 


Figure 9-1 shows the execution environment for MMX technology. All MMX instructions operate on MMX registers, 
the general-purpose registers, and/or memory as follows: 


° MMxX registers — These eight registers (see Figure 9-1) are used to perform operations on 64-bit packed 
integer data. They are named MMO through MM7. 
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Figure 9-1. MMX Technology Execution Environment 


¢ General-purpose registers — The eight general-purpose registers (see Figure 3-5) are used with existing IA- 
32 addressing modes to address operands in memory. (MMX registers cannot be used to address memory). 
General-purpose registers are also used to hold operands for some MMX technology operations. They are EAX, 
EBX, ECX, EDX, EBP, ESI, EDI, and ESP. 


9.2.1 MMX Technology in 64-Bit Mode and Compatibility Mode 


In compatibility mode and 64-bit mode, MMX instructions function like they do in protected mode. Memory oper- 
ands are specified using the ModR/M, SIB encoding described in Section 3.7.5. 


9.2.2 MMX Registers 


The MMxX register set consists of eight 64-bit registers (see Figure 9-2), that are used to perform calculations on 
the MMX packed integer data types. Values in MMX registers have the same format as a 64-bit quantity in memory. 


The MMX registers have two data access modes: 64-bit access mode and 32-bit access mode. The 64-bit access 
mode is used for: 


° 64-bit memory accesses 

° 64-bit transfers between MMX registers 

¢ All pack, logical, and arithmetic instructions 

® Some unpack instructions 

The 32-bit access mode is used for: 

¢ 32-bit memory accesses 

° 32-bit transfer between general-purpose registers and MMX registers 
® Some unpack instructions 
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Figure 9-2. MMX Register Set 


Although MMX registers are defined in the IA-32 architecture as separate registers, they are aliased to the registers 
in the FPU data register stack (RO through R7). 


See also Section 9.5, “Compatibility with x87 FPU Architecture.” 


9.2.3 MMxX Data Types 


MMX technology introduced the following 64-bit data types to the IA-32 architecture (see Figure 9-3): 

° 64-bit packed byte integers — eight packed bytes 

° 64-bit packed word integers — four packed words 

° 64-bit packed doubleword integers — two packed doublewords 

MMX instructions move 64-bit packed data types (packed bytes, packed words, or packed doublewords) and the 
quadword data type between MMX registers and memory or between MMxX registers in 64-bit blocks. However, 
when performing arithmetic or logical operations on the packed data types, MMX instructions operate in parallel on 


the individual bytes, words, or doublewords contained in MMX registers (see Section 9.2.5, “Single Instruction, 
Multiple Data (SIMD) Execution Model”). 


63 0 


63 0 


63 0 


Figure 9-3. Data Types Introduced with the MMX Technology 


9.2.4 Memory Data Formats 


When stored in memory: bytes, words and doublewords in the packed data types are stored in consecutive 
addresses. The least significant byte, word, or doubleword is stored at the lowest address and the most significant 
byte, word, or doubleword is stored at the high address. The ordering of bytes, words, or doublewords in memory 
is always little endian. That is, the bytes with the low addresses are less significant than the bytes with high 
addresses. 
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9.2.5 Single Instruction, Multiple Data (SIMD) Execution Model 


MMX technology uses the single instruction, multiple data (SIMD) technique for performing arithmetic and logical 
operations on bytes, words, or doublewords packed into MMX registers (see Figure 9-4). For example, the PADDSW 
instruction adds 4 signed word integers from one source operand to 4 signed word integers in a second source 
operand and stores 4 word integer results in a destination operand. This SIMD technique speeds up software 
performance by allowing the same operation to be carried out on multiple data elements in parallel. MMX tech- 
nology supports parallel operations on byte, word, and doubleword data elements when contained in MMX regis- 
ters. 


The SIMD execution model supported in the MMX technology directly addresses the needs of modern media, 
communications, and graphics applications, which often use sophisticated algorithms that perform the same oper- 
ations on a large number of small data types (bytes, words, and doublewords). For example, most audio data is 
represented in 16-bit (word) quantities. The MMX instructions can operate on 4 words simultaneously with one 
instruction. Video and graphics information is commonly represented as palletized 8-bit (byte) quantities. In 
Figure 9-4, one MMX instruction operates on 8 bytes simultaneously. 


Source 1 X3 X2 x1 X0 


Source 2 


Destination X3 OP Y3 X2 OP Y2 X1 OP Y1 X0 OP YO 


Figure 9-4. SIMD Execution Model 


3.3 SATURATION AND WRAPAROUND MODES 


When performing integer arithmetic, an operation may result in an out-of-range condition, where the true result 
cannot be represented in the destination format. For example, when performing arithmetic on signed word inte- 
gers, positive overflow can occur when the true signed result is larger than 16 bits. 


The MMX technology provides three ways of handling out-of-range conditions: 


¢ Wraparound arithmetic — With wraparound arithmetic, a true out-of-range result is truncated (that is, the 
carry or overflow bit is ignored and only the least significant bits of the result are returned to the destination). 
Wraparound arithmetic is suitable for applications that control the range of operands to prevent out-of-range 
results. If the range of operands is not controlled, however, wraparound arithmetic can lead to large errors. For 
example, adding two large signed numbers can cause positive overflow and produce a negative result. 


* Signed saturation arithmetic — With signed saturation arithmetic, out-of-range results are limited to the 
representable range of signed integers for the integer size being operated on (see Table 9-1). For example, if 
positive overflow occurs when operating on signed word integers, the result is “saturated” to 7FFFH, which is 
the largest positive integer that can be represented in 16 bits; if negative overflow occurs, the result is 
saturated to 8000H. 


¢ Unsigned saturation arithmetic — With unsigned saturation arithmetic, out-of-range results are limited to 
the representable range of unsigned integers for the integer size. So, positive overflow when operating on 
unsigned byte integers results in FFH being returned and negative overflow results in OOH being returned. 


9-4 Vol. 1 


PROGRAMMING WITH INTEL® MMX™ TECHNOLOGY 


Table 9-1. Data Range Limits for Saturation 


Data Type Lower Limit Upper Limit 
Hexadecimal Decimal Hexadecimal Decimal 
Signed Byte 80H -128 7FH 127 
Signed Word 8000H -32,768 7FFFH 32,767 
Unsigned Byte OOH 0 FFH 255 
Unsigned Word OO00H 0 FFFFH 65,535 


Saturation arithmetic provides an answer for many overflow situations. For example, in color calculations, satura- 
tion causes a color to remain pure black or pure white without allowing inversion. It also prevents wraparound arti- 
facts from entering into computations when range checking of source operands it not used. 


MMX instructions do not indicate overflow or underflow occurrence by generating exceptions or setting flags in the 
EFLAGS register. 


9.4 MMX INSTRUCTIONS 


The MMxX instruction set consists of 47 instructions, grouped into the following categories: 


Data transfer 

Arithmetic 

Comparison 

Conversion 

Unpacking 

Logical 

Shift 

Empty MMX state instruction (EMMS) 


Table 9-2 gives a summary of the instructions in the MMX instruction set. The following sections give a brief over- 
view of the instructions within each group. 


NOTES 


The MMxX instructions described in this chapter are those instructions that are available in an IA-32 
processor when CPUID.01H:EDX.MMX[bit 23] = 1. 


Section 10.4.4, “SSE 64-Bit SIMD Integer Instructions,” and Section 11.4.2, “SSE2 64-Bit and 128- 
Bit SIMD Integer Instructions,” list additional instructions included with SSE/SSE2 extensions that 
operate on the MMX registers but are not considered part of the MMX instruction set. 
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Table 9-2. MMX Instruction Set Summary 


Category Wraparound Signed Saturation Unsigned Saturation 
Arithmetic Addition PADDB, PADDW, PADDD__| PADDSB, PADDSW PADDUSB, PADDUSW 
PSUBB, PSUBW, PSUBD —_| PSUBSB, PSUBSW PSUBUSB, PSUBUSW 
Subtraction PMULL, PMULH 
PMADD 
Multiplication 
Multiply and Add 
Comparison Compare for Equal PCMPEQB, PCMPEQW, 
PCMPEQD 
PCMPGTPB, PCMPGTPW, 
Compare for Greater PCMPGTPD 
Than 
Conversion Pack PACKSSWB, PACKUSWB 
PACKSSDW 
Unpack Unpack High PUNPCKHBW, 
PUNPCKHWD, 
PUNPCKHDQ 
Unpack Low PUNPCKLBW, 
PUNPCKLWD, 
PUNPCKLDQ 
Packed Full Quadword 
Logical And PAND 
And Not PANDN 
Or POR 
Exclusive OR PXOR 
Shift Shift Left Logical PSLLW, PSLLD PSLLOQ 
Shift Right Logical PSRLW, PSRLD PSRLOQ 
Shift Right Arithmetic PSRAW, PSRAD 
Doubleword Transfers Quadword Transfers 
Data Transfer Register to Register MOVD MOVQ 
Load from Memory MOVD MOVQ 
Store to Memory MOVD MOVQ 
Empty MMX State EMMS 
9.4.1 Data Transfer Instructions 


The MOVD (Move 32 Bits) instruction transfers 32 bits of packed data from memory to an MMX register and vice 


versa; or from a general-purpose register to an MMX register and vice versa. 


The MOVQ (Move 64 Bits) instruction transfers 64 bits of packed data from memory to an MMX register and vice 


versa; or transfers data between MMxX registers. 


9.4.2 


data types. 


The PADDB/PADDW/PADDD (add packed integers) instructions and the PSUBB/PSUBW/ PSUBD (subtract packed 
integers) instructions add or subtract the corresponding signed or unsigned data elements of the source and desti- 
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nation operands in wraparound mode. These instructions operate on packed byte, word, and doubleword data 
types. 


The PADDSB/PADDSW (add packed signed integers with signed saturation) instructions and the PSUBSB/PSUBSW 
(subtract packed signed integers with signed saturation) instructions add or subtract the corresponding signed 
data elements of the source and destination operands and saturate the result to the limits of the signed data-type 
range. These instructions operate on packed byte and word data types. 


The PADDUSB/PADDUSW (add packed unsigned integers with unsigned saturation) instructions and the 
PSUBUSB/PSUBUSW (subtract packed unsigned integers with unsigned saturation) instructions add or subtract the 
corresponding unsigned data elements of the source and destination operands and saturate the result to the limits 
of the unsigned data-type range. These instructions operate on packed byte and word data types. 


The PMULHW (multiply packed signed integers and store high result) and PMULLW (multiply packed signed integers 
and store low result) instructions perform a signed multiply of the corresponding words of the source and destina- 
tion operands and write the high-order or low-order 16 bits of each of the results, respectively, to the destination 
operand. 


The PMADDWD (multiply and add packed integers) instruction computes the products of the corresponding signed 
words of the source and destination operands. The four intermediate 32-bit doubleword products are summed in 
pairs (high-order pair and low-order pair) to produce two 32-bit doubleword results. 


9.4.3 Comparison Instructions 


The PCMPEQB/PCMPEQW/PCMPEQD (compare packed data for equal) instructions and the 
PCMPGTB/PCMPGTW/PCMPGTD (compare packed signed integers for greater than) instructions compare the corre- 
sponding signed data elements (bytes, words, or doublewords) in the source and destination operands for equal to 
or greater than, respectively. 


These instructions generate a mask of ones or zeros which are written to the destination operand. Logical opera- 
tions can use the mask to select packed elements. This can be used to implement a packed conditional move oper- 
ation without a branch or a set of branch instructions. No flags in the EFLAGS register are affected. 


9.4.4 Conversion Instructions 


The PACKSSWEB (pack words into bytes with signed saturation) and PACKSSDW (pack doublewords into words with 
signed saturation) instructions convert signed words into signed bytes and signed doublewords into signed words, 
respectively, using signed saturation. 


PACKUSWEB (pack words into bytes with unsigned saturation) converts signed words into unsigned bytes, using 
unsigned saturation. 


9.4.5 Unpack Instructions 


The PUNPCKHBW/PUNPCKHWD/PUNPCKHDQ (unpack high-order data elements) instructions and the 
PUNPCKLBW/PUNPCKLWD/PUNPCKLDQ (unpack low-order data elements) instructions unpack bytes, words, or 
doublewords from the high- or low-order data elements of the source and destination operands and interleave 
them in the destination operand. By placing all Os in the source operand, these instructions can be used to convert 
byte integers to word integers, word integers to doubleword integers, or doubleword integers to quadword inte- 
gers. 


9.4.6 Logical Instructions 


PAND (bitwise logical AND), PANDN (bitwise logical AND NOT), POR (bitwise logical OR), and PXOR (bitwise logical 
exclusive OR) perform bitwise logical operations on the quadword source and destination operands. 
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9.4.7 Shift Instructions 


The logical shift left, logical shift right and arithmetic shift right instructions shift each element by a specified 
number of bit positions. 


The PSLLW/PSLLD/PSLLQ (shift packed data left logical) instructions and the PSRLW/PSRLD/PSRLQ (shift packed 
data right logical) instructions perform a logical left or right shift of the data elements and fill the empty high or low 
order bit positions with zeros. These instructions operate on packed words, doublewords, and quadwords. 


The PSRAW/PSRAD (shift packed data right arithmetic) instructions perform an arithmetic right shift, copying the 
sign bit for each data element into empty bit positions on the upper end of each data element. This instruction 
operates on packed words and doublewords. 


9.4.8 EMMS Instruction 


The EMMS instruction empties the MMX state by setting the tags in x87 FPU tag word to 11B, indicating empty 
registers. This instruction must be executed at the end of an MMX routine before calling other routines that can 
execute floating-point instructions. See Section 9.6.3, “Using the EMMS Instruction,” for more information on the 
use of this instruction. 


9.5 COMPATIBILITY WITH X87 FPU ARCHITECTURE 


The MMxX state is aliased to the x87 FPU state. No new states or modes have been added to IA-32 architecture to 
support the MMX technology. The same floating-point instructions that save and restore the x87 FPU state also 
handle the MMX state (for example, during context switching). 


MMX technology uses the same interface techniques between the x87 FPU and the operating system (primarily for 
task switching purposes). For more details, see Chapter 12, “Intel® MMX™ Technology System Programming,” in 
the Inte!® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


9.5.1 MMxX Instructions and the x87 FPU Tag Word 


After each MMX instruction, the entire x87 FPU tag word is set to valid (00B). The EMMS instruction (empty MMX 
state) sets the entire x87 FPU tag word to empty (11B). 


Chapter 12, “Intel® MMX™ Technology System Programming,” in the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 3A, provides additional information about the effects of x87 FPU and MMxX instructions 
on the x87 FPU tag word. For a description of the tag word, see Section 8.1.7, “x87 FPU Tag Word.” 


9.6 WRITING APPLICATIONS WITH MMX CODE 


The following sections give guidelines for writing application code that uses MMX technology. 


9.6.1 Checking for MMX Technology Support 


Before an application attempts to use the MMX technology, it should check that it is present on the processor. Check 
by following these steps: 


1. Check that the processor supports the CPUID instruction by attempting to execute the CPUID instruction. If the 
processor does not support the CPUID instruction, this will generate an invalid-opcode exception (#UD). 


2. Check that the processor supports the MMX technology 
(if CPUID.O1H:EDX.MMX[bit 23] = 1). 


3. Check that emulation of the x87 FPU is disabled (if CRO.EM[bit 2] = 0). 


If the processor attempts to execute an unsupported MM X instruction or attempts to execute an MMX instruction 
with CRO.EM[bit 2] set, this generates an invalid-opcode exception (#UD). 
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Example 9-1 illustrates how to use the CPUID instruction to detect the MMX technology. This example does not 
represent the entire CPUID sequence, but shows the portion used for detection of MMX technology. 


Example 9-1. Partial Routine for Detecting MMX Technology with the CPUID Instruction 


; identify existence of CPUID instruction 
ia ; identify Intel processor 
mov EAX,1 ; request for feature flags 


CPUID ; OFH, OA2H CPUID instruction 
test EDX, OO800000H Is IAMMX technology bit (Bit 23 of EDX) set? 
jnz ; MMX_Technology_Found 


9.6.2 Transitions Between x87 FPU and MMX Code 


Applications can contain both x87 FPU floating-point and MMX instructions. However, because the MMX registers 
are aliased to the x87 FPU register stack, care must be taken when making transitions between x87 FPU instruc- 
tions and MMxX instructions to prevent incoherent or unexpected results. 


When an MMx instruction (other than the EMMS instruction) is executed, the processor changes the x87 FPU state 
as follows: 


¢ The TOS (top of stack) value of the x87 FPU status word is set to 0. 
¢ The entire x87 FPU tag word is set to the valid state (OOB in all tag fields). 


¢ When an MMxX instruction writes to an MMX register, it writes ones (11B) to the exponent part of the corre- 
sponding floating-point register (bits 64 through 79). 


The net result of these actions is that any x87 FPU state prior to the execution of the MMX instruction is essentially 
lost. 


When an x87 FPU instruction is executed, the processor assumes that the current state of the x87 FPU register 
stack and control registers is valid and executes the instruction without any preparatory modifications to the x87 
FPU state. 


If the application contains both x87 FPU floating-point and MMX instructions, the following guidelines are recom- 
mended: 


¢ When transitioning between x87 FPU and MMX code, save the state of any x87 FPU data or control registers 
that need to be preserved for future use. The FSAVE and FXSAVE instructions save the entire x87 FPU state. 


¢ When transitioning between MMX and x87 FPU code, do the following: 


— Save any data in the MMX registers that needs to be preserved for future use. FSAVE and FXSAVE also save 
the state of MMX registers. 


— Execute the EMMS instruction to clear the MMX state from the x87 data and control registers. 


The following sections describe the use of the EMMS instruction and give additional guidelines for mixing x87 FPU 
and MMX code. 


9.6.3 Using the EMMS Instruction 


As described in Section 9.6.2, “Transitions Between x87 FPU and MMX Code,” when an MM X instruction executes, 
the x87 FPU tag word is marked valid (OOB). In this state, the execution of subsequent x87 FPU instructions may 
produce unexpected x87 FPU floating-point exceptions and/or incorrect results because the x87 FPU register stack 
appears to contain valid data. The EMMS instruction is provided to prevent this problem by marking the x87 FPU 
tag word as empty. 


The EMMS instruction should be used in each of the following cases: 


¢ When an application using the x87 FPU instructions calls an MMX technology library/DLL (use the EMMS 
instruction at the end of the MMX code). 
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¢ When an application using MMX instructions calls a x87 FPU floating-point library/DLL (use the EMMS 
instruction before calling the x87 FPU code). 


¢ When a switch is made between MMX code in a task or thread and other tasks or threads in cooperative 
operating systems, unless it is certain that more MMX instructions will be executed before any x87 FPU code. 


EMMS is not required when mixing MMX technology instructions with SSE/SSE2/SSE3 instructions (see Section 
11.6.7, “Interaction of SSE/SSE2 Instructions with x87 FPU and MMxX Instructions”). 


9.6.4 Mixing MMX and x87 FPU Instructions 


An application can contain both x87 FPU floating-point and MMX instructions. However, frequent transitions 
between MMX and x87 FPU instructions are not recommended, because they can degrade performance in some 
processor implementations. When mixing MMX code with x87 FPU code, follow these guidelines: 


° Keep the code in separate modules, procedures, or routines. 
* Do not rely on register contents across transitions between x87 FPU and MMX code modules. 


¢ When transitioning between MMX code and x87 FPU code, save the MMX register state (if it will be needed in 
the future) and execute an EMMS instruction to empty the MMxX state. 


¢ When transitioning between x87 FPU code and MMX code, save the x87 FPU state if it will be needed in the 
future. 


9.6.5 Interfacing with MMX Code 


MMX technology enables direct access to all the MMX registers. This means that all existing interface conventions 
that apply to the use of the processor’s general-purpose registers (EAX, EBX, etc.) also apply to the use of MMX 
registers. 


An efficient interface to MMX routines might pass parameters and return values through the MMX registers or 
through a combination of memory locations (via the stack) and MMX registers. Do not use the EMMS instruction or 
mix MMX and x87 FPU code when using to the MMX registers to pass parameters. 


If a high-level language that does not support the MMX data types directly is used, the MMX data types can be 
defined as a 64-bit structure containing packed data types. 


When implementing MMX instructions in high-level languages, other approaches can be taken, such as: 
¢ Passing parameters to an MMX routine by passing a pointer to a structure via the stack. 
* Returning a value from a function by returning a pointer to a structure. 


9.6.6 Using MMX Code in a Multitasking Operating System Environment 


An application needs to identify the nature of the multitasking operating system on which it runs. Each task retains 
its own state which must be saved when a task switch occurs. The processor state (context) consists of the 
general-purpose registers and the floating-point and MMX registers. 


Operating systems can be classified into two types: 
* Cooperative multitasking operating system 
¢ Preemptive multitasking operating system 


Cooperative multitasking operating systems do not save the FPU or MMX state when performing a context switch. 
Therefore, the application needs to save the relevant state before relinquishing direct or indirect control to the 
operating system. 


Preemptive multitasking operating systems are responsible for saving and restoring the FPU and MMX state when 
performing a context switch. Therefore, the application does not have to save or restore the FPU and MMxX state. 
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9.6.7 Exception Handling in MMX Code 


MMX instructions generate the same type of memory-access exceptions as other IA-32 instructions (page fault, 
segment not present, and limit violations). Existing exception handlers do not have to be modified to handle these 
types of exceptions for MMX code. 


Unless there is a pending floating-point exception, MMX instructions do not generate numeric exceptions. There- 
fore, there is no need to modify existing exception handlers or add new ones to handle numeric exceptions. 


If a floating-point exception is pending, the subsequent MMX instruction generates a numeric error exception 
(interrupt 16 and/or assertion of the FERR# pin). The MMX instruction resumes execution upon return from the 
exception handler. 


9.6.8 Register Mapping 


MMX registers and their tags are mapped to physical locations of the floating-point registers and their tags. 
Register aliasing and mapping is described in more detail in Chapter 12, “Intel® MMX™ Technology System 
Programming,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


9.6.9 Effect of Instruction Prefixes on MMX Instructions 


Table 9-3 describes the effect of instruction prefixes on MMX instructions. Unpredictable behavior can range from 
being treated as a reserved operation on one generation of IA-32 processors to generating an invalid opcode 
exception on another generation of processors. 

Table 9-3. Effect of Prefixes on MMX Instructions 
Prefix Type Effect on MMX Instructions 


Address Size Prefix (67H) Affects instructions with a memory operand. 


Reserved for instructions without a memory operand and may result in 
unpredictable behavior. 


Operand Size (66H) Reserved and may result in unpredictable behavior. 

Segment Override (2E€H, 36H, 3EH, 26H, 64H, | Affects instructions with a memory operand. 

65H) Reserved for instructions without a memory operand and may result in 
unpredictable behavior. 

Repeat Prefix (F3H) Reserved and may result in unpredictable behavior. 

Repeat NE Prefix(F2H) Reserved and may result in unpredictable behavior. 

Lock Prefix (FOH) Reserved; generates invalid opcode exception (HUD). 

Branch Hint Prefixes (2EH and 3EH) Reserved and may result in unpredictable behavior. 


See “Instruction Prefixes” in Chapter 2, “Instruction Format,” of the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 2A, for a description of the instruction prefixes. 
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CHAPTER 10 
PROGRAMMING WITH INTEL® 
STREAMING SIMD EXTENSIONS (INTEL® SSE) 


The streaming SIMD extensions (SSE) were introduced into the IA-32 architecture in the Pentium III processor 
family. These extensions enhance the performance of IA-32 processors for advanced 2-D and 3-D graphics, motion 
video, image processing, speech recognition, audio synthesis, telephony, and video conferencing. 


This chapter describes SSE. Chapter 11, “Programming with Intel® Streaming SIMD Extensions 2 (Intel® SSE2),” 
provides information to assist in writing application programs that use SSE2 extensions. Chapter 12, “Programming 
with Intel® SSE3, SSSE3, Intel® SSE4 and Intel® AESNI,” provides this information for SSE3 extensions. 


10.1 OVERVIEW OF SSE EXTENSIONS 


Intel MMX technology introduced single-instruction multiple-data (SIMD) capability into the IA-32 architecture, 
with the 64-bit MMX registers, 64-bit packed integer data types, and instructions that allowed SIMD operations to 
be performed on packed integers. SSE extensions expand the SIMD execution model by adding facilities for 
handling packed and scalar single-precision floating-point values contained in 128-bit registers. 


If CPUID.O1H:EDX.SSE[bit 25] = 1, SSE extensions are present. 


SSE extensions add the following features to the IA-32 architecture, while maintaining backward compatibility with 
all existing IA-32 processors, applications and operating systems. 


° Eight 128-bit data registers (called XMM registers) in non-64-bit modes; sixteen XMM registers are available in 
64-bit mode. 


° The 32-bit MXCSR register, which provides control and status bits for operations performed on XMM registers. 


° The 128-bit packed single-precision floating-point data type (four IEEE single-precision floating-point values 
packed into a double quadword). 


¢ Instructions that perform SIMD operations on single-precision floating-point values and that extend SIMD 
operations that can be performed on integers: 


— 128-bit Packed and scalar single-precision floating-point instructions that operate on data located in MMX 
registers 


— 64-bit SIMD integer instructions that support additional operations on packed integer operands located in 
MMX registers 


° Instructions that save and restore the state of the MXCSR register. 


¢ Instructions that support explicit prefetching of data, control of the cacheability of data, and control the 
ordering of store operations. 


¢ Extensions to the CPUID instruction. 
These features extend the IA-32 architecture’s SIMD programming model in four important ways: 


¢ The ability to perform SIMD operations on four packed single-precision floating-point values enhances the 
performance of IA-32 processors for advanced media and communications applications that use computation- 
intensive algorithms to perform repetitive operations on large arrays of simple, native data elements. 

¢ The ability to perform SIMD single-precision floating-point operations in XMM registers and SIMD integer 
operations in MMX registers provides greater flexibility and throughput for executing applications that operate 
on large arrays of floating-point and integer data. 

* Cache control instructions provide the ability to stream data in and out of XMM registers without polluting the 
caches and the ability to prefetch data to selected cache levels before it is actually used. Applications that 
require regular access to large amounts of data benefit from these prefetching and streaming store capabilities. 

° The SFENCE (store fence) instruction provides greater control over the ordering of store operations when using 
weakly-ordered memory types. 
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SSE extensions are fully compatible with all software written for IA-32 processors. All existing software continues 
to run correctly, without modification, on processors that incorporate SSE extensions. Enhancements to CPUID 
permit detection of SSE extensions. SSE extensions are accessible from all IA-32 execution modes: protected 
mode, real address mode, and virtual-8086 mode. 


The following sections of this chapter describe the programming environment for SSE extensions, including: XMM 
registers, the packed single-precision floating-point data type, and SSE instructions. For additional information, 
see: 


® Section 11.6, “Writing Applications with SSE/SSE2 Extensions”. 


® Section 11.5, “SSE, SSE2, and SSE3 Exceptions,” describes the exceptions that can be generated with 
SSE/SSE2/SSE3 instructions. 


° Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A & 2B, provide a detailed 
description of these instructions. 


° Chapter 13, “System Programming for Instruction Set Extensions and Processor Extended States,” in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, gives guidelines for integrating 
these extensions into an operating-system environment. 


10.2 SSE PROGRAMMING ENVIRONMENT 


Figure 10-1 shows the execution environment for the SSE extensions. All SSE instructions operate on the XMM 
registers, MMX registers, and/or memory as follows: 


¢ XMM registers — These eight registers (see Figure 10-2 and Section 10.2.2, “XMM Registers”) are used to 
operate on packed or scalar single-precision floating-point data. Scalar operations are operations performed on 
individual (unpacked) single-precision floating-point values stored in the low doubleword of an XMM register. 
XMM registers are referenced by the names XMMO through XMM7. 


Address Space 
32 
XMM Registers en 
Eight 128-Bit 
MXCSR Register 32 Bits 
MMX Registers 
Eight 64-Bit 
General-Purpose 
Registers 
Eight 32-Bit 

0 

EFLAGS Register 32 Bits 


Figure 10-1. SSE Execution Environment 


* MXCSR register — This 32-bit register (see Figure 10-3 and Section 10.2.3, “MXCSR Control and Status 
Register”) provides status and control bits used in SIMD floating-point operations. 


° MMxX registers — These eight registers (see Figure 9-2) are used to perform operations on 64-bit packed 
integer data. They are also used to hold operands for some operations performed between the MMX and XMM 
registers. MMX registers are referenced by the names MMO through MM7. 


¢ General-purpose registers — The eight general-purpose registers (see Figure 3-5) are used along with the 
existing IA-32 addressing modes to address operands in memory. (MMX and XMM registers cannot be used to 
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address memory). The general-purpose registers are also used to hold operands for some SSE instructions and 
are referenced as EAX, EBX, ECX, EDX, EBP, ESI, EDI, and ESP. 


° EFLAGS register — This 32-bit register (see Figure 3-8) is used to record result of some compare operations. 


10.2.1 SSE in 64-Bit Mode and Compatibility Mode 


In compatibility mode, SSE extensions function like they do in protected mode. In 64-bit mode, eight additional 
XMM registers are accessible. Registers XMM8-XMM15 are accessed by using REX prefixes. Memory operands are 
specified using the ModR/M, SIB encoding described in Section 3.7.5. 


Some SSE instructions may be used to operate on general-purpose registers. Use the REX.W prefix to access 64- 
bit general-purpose registers. Note that if a REX prefix is used when it has no meaning, the prefix is ignored. 


10.2.2 XMM Registers 


Eight 128-bit XMM data registers were introduced into the IA-32 architecture with SSE extensions (see 

Figure 10-2). These registers can be accessed directly using the names XMMO to XMM7; and they can be accessed 
independently from the x87 FPU and MMX registers and the general-purpose registers (that is, they are not aliased 
to any other of the processor’s registers). 


127 0 
XMM7 


XMM6 


XMM5 


XMM4 


XMM3 


XMM2 


XMM1 


XMMO 


Figure 10-2. XMM Registers 


SSE instructions use the XMM registers only to operate on packed single-precision floating-point operands. SSE2 
extensions expand the functions of the XMM registers to operand on packed or scalar double-precision floating- 
point operands and packed integer operands (see Section 11.2, “SSE2 Programming Environment,” and Section 
12.1, “Programming Environment and Data types”). 


XMM registers can only be used to perform calculations on data; they cannot be used to address memory. 
Addressing memory is accomplished by using the general-purpose registers. 


Data can be loaded into XMM registers or written from the registers to memory in 32-bit, 64-bit, and 128-bit incre- 
ments. When storing the entire contents of an XMM register in memory (128-bit store), the data is stored in 16 
consecutive bytes, with the low-order byte of the register being stored in the first byte in memory. 


10.2.3. MXCSR Control and Status Register 


The 32-bit MXCSR register (see Figure 10-3) contains control and status information for SSE, SSE2, and SSE3 
SIMD floating-point operations. This register contains: 


¢ flag and mask bits for SIMD floating-point exceptions 
* rounding control field for SIMD floating-point operations 
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¢  flush-to-zero flag that provides a means of controlling underflow conditions on SIMD floating-point operations 
¢  denormals-are-zeros flag that controls how SIMD floating-point instructions handle denormal source operands 


The contents of this register can be loaded from memory with the LDMXCSR and FXRSTOR instructions and stored 
in memory with STMXCSR and FXSAVE. 


Bits 16 through 31 of the MXCSR register are reserved and are cleared on a power-up or reset of the processor; 
attempting to write a non-zero value to these bits, using either the FXRSTOR or LDMXCSR instructions, will result 
in a general-protection exception (#GP) being generated. 


31 161514131211109 876543210 


NAT 


R |Pfujo}z}p] 1/2/P|ujojzjp 
Reserved C |M/M)M/MjM|M|>/E/E)E;E/ E/E 


Flush to Zero 
Rounding Control 
Precision Mask 
Underflow Mask 
Overflow Mask 
Divide-by-Zero Mask 
Denormal Operation Mask 
Invalid Operation Mask 
Denormals Are Zeros* 
Precision Flag 
Underflow Flag 
Overflow Flag 
Divide-by-Zero Flag 
Denormal Flag 
Invalid Operation Flag 


* The denormals-are-zeros flag was introduced in the Pentium 4 and Intel Xeon processor. 


Figure 10-3. MXCSR Control/Status Register 


10.2.3.1 SIMD Floating-Point Mask and Flag Bits 


Bits 0 through 5 of the MXCSR register indicate whether a SIMD floating-point exception has been detected. They 
are “sticky” flags. That is, after a flag is set, it remains set until explicitly cleared. To clear these flags, use the 
LDMXCSR or the FXRSTOR instruction to write zeroes to them. 


Bits 7 through 12 provide individual mask bits for the SIMD floating-point exceptions. An exception type is masked 
if the corresponding mask bit is set, and it is unmasked if the bit is clear. These mask bits are set upon a power-up 
or reset. This causes all SIMD floating-point exceptions to be initially masked. 


If LDMXCSR or FXRSTOR clears a mask bit and sets the corresponding exception flag bit, a SIMD floating-point 
exception will not be generated as a result of this change. The unmasked exception will be generated only upon the 
execution of the next SSE/SSE2/SSE3 instruction that detects the unmasked exception condition. 


For more information about the use of the SIMD floating-point exception mask and flag bits, see Section 11.5, 
“SSE, SSE2, and SSE3 Exceptions,” and Section 12.8, “SSE3/SSSE3 And SSE4 Exceptions.” 


10.2.3.2 SIMD Floating-Point Rounding Control Field 


Bits 13 and 14 of the MXCSR register (the rounding control [RC] field) control how the results of SIMD floating-point 
instructions are rounded. See Section 4.8.4, “Rounding,” for a description of the function and encoding of the 
rounding control bits. 


10.2.3.3. Flush-To-Zero 


Bit 15 (FTZ) of the MXCSR register enables the flush-to-zero mode, which controls the masked response to a SIMD 
floating-point underflow condition. When the underflow exception is masked and the flush-to-zero mode is 
enabled, the processor performs the following operations when it detects a floating-point underflow condition. 
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¢ Returns a zero result with the sign of the true result. 
* Sets the precision and underflow exception flags. 
If the underflow exception is not masked, the flush-to-zero bit is ignored. 


The flush-to-zero mode is not compatible with IEEE Standard 754. The IEEE-mandated masked response to under- 
flow is to deliver the denormalized result (see Section 4.8.3.2, “Normalized and Denormalized Finite Numbers”). 
The flush-to-zero mode is provided primarily for performance reasons. At the cost of a slight precision loss, faster 
execution can be achieved for applications where underflows are common and rounding the underflow result to 
zero can be tolerated. 


The flush-to-zero bit is cleared upon a power-up or reset of the processor, disabling the flush-to-zero mode. 


10.2.3.4 Denormals-Are-Zeros 


Bit 6 (DAZ) of the MXCSR register enables the denormals-are-zeros mode, which controls the processor’s response 
to a SIMD floating-point denormal operand condition. When the denormals-are-zeros flag is set, the processor 
converts all denormal source operands to a zero with the sign of the original operand before performing any 
computations on them. The processor does not set the denormal-operand exception flag (DE), regardless of the 
setting of the denormal-operand exception mask bit (DM); and it does not generate a denormal-operand exception 
if the exception is unmasked. 


The denormals-are-zeros mode is not compatible with IEEE Standard 754 (see Section 4.8.3.2, “Normalized and 
Denormalized Finite Numbers”). The denormals-are-zeros mode is provided to improve processor performance for 
applications such as streaming media processing, where rounding a denormal operand to zero does not appre- 
ciably affect the quality of the processed data. 


The denormals-are-zeros flag is cleared upon a power-up or reset of the processor, disabling the denormals-are- 
zeros mode. 


The denormals-are-zeros mode was introduced in the Pentium 4 and Intel Xeon processor with the SSE2 exten- 
sions; however, it is fully compatible with the SSE SIMD floating-point instructions (that is, the denormals-are- 
zeros flag affects the operation of the SSE SIMD floating-point instructions). In earlier IA-32 processors and in 
some models of the Pentium 4 processor, this flag (bit 6) is reserved. See Section 11.6.3, “Checking for the DAZ 
Flag in the MXCSR Register,” for instructions for detecting the availability of this feature. 


Attempting to set bit 6 of the MXCSR register on processors that do not support the DAZ flag will cause a general- 
protection exception (#GP). See Section 11.6.6, “Guidelines for Writing to the MXCSR Register,” for instructions for 
preventing such general-protection exceptions by using the MXCSR_MASK value returned by the FXSAVE instruc- 
tion. 


10.2.4 Compatibility of SSE Extensions with SSE2/SSE3/MMX and the x87 FPU 


The state (XMM registers and MXCSR register) introduced into the IA-32 execution environment with the SSE 
extensions is shared with SSE2 and SSE3 extensions. SSE/SSE2/SSE3 instructions are fully compatible; they can 
be executed together in the same instruction stream with no need to save state when switching between instruc- 
tion sets. 


XMM registers are independent of the x87 FPU and MMX registers, so SSE/SSE2/SSE3 operations performed on the 
XMM registers can be performed in parallel with operations on the x87 FPU and MMX registers (see Section 11.6.7, 
“Interaction of SSE/SSE2 Instructions with x87 FPU and MMxX Instructions”). 


The FXSAVE and FXRSTOR instructions save and restore the SSE/SSE2/SSE3 states along with the x87 FPU and 
MMX state. 


10.3. SSEDATA TYPES 


SSE extensions introduced one data type, the 128-bit packed single-precision floating-point data type, to the IA- 
32 architecture (see Figure 10-4). This data type consists of four IEEE 32-bit single-precision floating-point values 
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packed into a double quadword. (See Figure 4-3 for the layout of a single-precision floating-point value; refer to 
Section 4.2.2, “Floating-Point Data Types,” for a detailed description of the single-precision floating-point format.) 


PT Frcating Point aves 
Floating-Point Values 


127 96 95 64 63 32 31 0 


Figure 10-4. 128-Bit Packed Single-Precision Floating-Point Data Type 


This 128-bit packed single-precision floating-point data type is operated on in the XMM registers or in memory. 
Conversion instructions are provided to convert two packed single-precision floating-point values into two packed 
doubleword integers or a scalar single-precision floating-point value into a doubleword integer (see Figure 11-8). 


SSE extensions provide conversion instructions between XMM registers and MMX registers, and between XMM 
registers and general-purpose bit registers. See Figure 11-8. 


The address of a 128-bit packed memory operand must be aligned on a 16-byte boundary, except in the following 
cases: 


¢ The MOVUPS instruction supports unaligned accesses. 
¢* Scalar instructions that use a 4-byte memory operand that is not subject to alignment requirements. 
Figure 4-2 shows the byte order of 128-bit (double quadword) data types in memory. 


10.4 SSE INSTRUCTION SET 


SSE instructions are divided into four functional groups 

¢ Packed and scalar single-precision floating-point instructions 

° 64-bit SIMD integer instructions 

° State management instructions 

* Cacheability control, prefetch, and memory ordering instructions 

The following sections give an overview of each of the instructions in these groups. 


10.4.1. SSE Packed and Scalar Floating-Point Instructions 


The packed and scalar single-precision floating-point instructions are divided into the following subgroups: 
¢ Data movement instructions 

e  =6Arithmetic instructions 

® Logical instructions 

* Comparison instructions 

¢ Shuffle instructions 

* Conversion instructions 


The packed single-precision floating-point instructions perform SIMD operations on packed single-precision 
floating-point operands (see Figure 10-5). Each source operand contains four single-precision floating-point 
values, and the destination operand contains the results of the operation (OP) performed in parallel on the corre- 
sponding values (XO and YO, Xi and Y1, X2 and Y2, and X3 and Y3) in each operand. 
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X3 X2 x1 X0 
Y3 Y2 Y1 YO 
X3 OP Y3 X2 OP Y2 X1 OP Y1 X0 OP YO 


Figure 10-5. Packed Single-Precision Floating-Point Operation 


The scalar single-precision floating-point instructions operate on the low (least significant) doublewords of the two 
source operands (XO and YO); see Figure 10-6. The three most significant doublewords (X1, X2, and X3) of the first 
source operand are passed through to the destination. The scalar operations are similar to the floating-point oper- 
ations performed in the x87 FPU data registers with the precision control field in the x87 FPU control word set for 
single precision (24-bit significand), except that x87 stack operations use a 15-bit exponent range for the result, 
while SSE operations use an 8-bit exponent range. 


x3 x2 x1 xo 
Y3 ¥2 Y1 Yo 

y y Y 

x3 x2 x1 X0 OP YO 


Figure 10-6. Scalar Single-Precision Floating-Point Operation 


10.4.1.1 SSE Data Movement Instructions 


SSE data movement instructions move single-precision floating-point data between XMM registers and between an 
XMM register and memory. 


The MOVAPS (move aligned packed single-precision floating-point values) instruction transfers a double quadword 
operand containing four packed single-precision floating-point values from memory to an XMM register and vice 
versa, or between XMM registers. The memory address must be aligned to a 16-byte boundary; otherwise, a 
general-protection exception (#GP) is generated. 


The MOVUPS (move unaligned packed single-precision, floating-point) instruction performs the same operations as 
the MOVAPS instruction, except that 16-byte alignment of a memory address is not required. 


The MOVSS (move scalar single-precision floating-point) instruction transfers a 32-bit single-precision floating- 
point operand from memory to the low doubleword of an XMM register and vice versa, or between XMM registers. 


The MOVLPS (move low packed single-precision floating-point) instruction moves two packed single-precision 
floating-point values from memory to the low quadword of an XMM register and vice versa. The high quadword of 
the register is left unchanged. 
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The MOVHPS (move high packed single-precision floating-point) instruction moves two packed single-precision 
floating-point values from memory to the high quadword of an XMM register and vice versa. The low quadword of 
the register is left unchanged. 


The MOVLHPS (move packed single-precision floating-point low to high) instruction moves two packed single-preci- 
sion floating-point values from the low quadword of the source XMM register into the high quadword of the desti- 
nation XMM register. The low quadword of the destination register is left unchanged. 


The MOVHLPS (move packed single-precision floating-point high to low) instruction moves two packed single-preci- 
sion floating-point values from the high quadword of the source XMM register into the low quadword of the desti- 
nation XMM register. The high quadword of the destination register is left unchanged. 


The MOVMSKPS (move packed single-precision floating-point mask) instruction transfers the most significant bit of 
each of the four packed single-precision floating-point numbers in an XMM register to a general-purpose register. 
This 4-bit value can then be used as a condition to perform branching. 


10.4.1.2 SSE Arithmetic Instructions 


SSE arithmetic instructions perform addition, subtraction, multiply, divide, reciprocal, square root, reciprocal of 
square root, and maximum/minimum operations on packed and scalar single-precision floating-point values. 


The ADDPS (add packed single-precision floating-point values) and SUBPS (subtract packed single-precision 
floating-point values) instructions add and subtract, respectively, two packed single-precision floating-point oper- 
ands. 


The ADDSS (add scalar single-precision floating-point values) and SUBSS (subtract scalar single-precision floating- 
point values) instructions add and subtract, respectively, the low single-precision floating-point values of two oper- 
ands and store the result in the low doubleword of the destination operand. 


The MULPS (multiply packed single-precision floating-point values) instruction multiplies two packed single-preci- 
sion floating-point operands. 


The MULSS (multiply scalar single-precision floating-point values) instruction multiplies the low single-precision 
floating-point values of two operands and stores the result in the low doubleword of the destination operand. 


The DIVPS (divide packed, single-precision floating-point values) instruction divides two packed single-precision 
floating-point operands. 


The DIVSS (divide scalar single-precision floating-point values) instruction divides the low single-precision floating- 
point values of two operands and stores the result in the low doubleword of the destination operand. 


The RCPPS (compute reciprocals of packed single-precision floating-point values) instruction computes the approx- 
imate reciprocals of values in a packed single-precision floating-point operand. 


The RCPSS (compute reciprocal of scalar single-precision floating-point values) instruction computes the approxi- 
mate reciprocal of the low single-precision floating-point value in the source operand and stores the result in the 
low doubleword of the destination operand. 


The SQRTPS (compute square roots of packed single-precision floating-point values) instruction computes the 
square roots of the values in a packed single-precision floating-point operand. 


The SQRTSS (compute square root of scalar single-precision floating-point values) instruction computes the square 
root of the low single-precision floating-point value in the source operand and stores the result in the low double- 
word of the destination operand. 


The RSQRTPS (compute reciprocals of square roots of packed single-precision floating-point values) instruction 
computes the approximate reciprocals of the square roots of the values in a packed single-precision floating-point 
operand. 


The RSQRTSS (reciprocal of square root of scalar single-precision floating-point value) instruction computes the 
approximate reciprocal of the square root of the low single-precision floating-point value in the source operand and 
stores the result in the low doubleword of the destination operand. 


The MAXPS (return maximum of packed single-precision floating-point values) instruction compares the corre- 
sponding values from two packed single-precision floating-point operands and returns the numerically greater 
value from each comparison to the destination operand. 


10-8 Vol. 1 


PROGRAMMING WITH INTEL® STREAMING SIMD EXTENSIONS (INTEL® SSE) 


The MAXSS (return maximum of scalar single-precision floating-point values) instruction compares the low values 
from two packed single-precision floating-point operands and returns the numerically greater value from the 
comparison to the low doubleword of the destination operand. 


The MINPS (return minimum of packed single-precision floating-point values) instruction compares the corre- 
sponding values from two packed single-precision floating-point operands and returns the numerically lesser value 
from each comparison to the destination operand. 


The MINSS (return minimum of scalar single-precision floating-point values) instruction compares the low values 
from two packed single-precision floating-point operands and returns the numerically lesser value from the 
comparison to the low doubleword of the destination operand. 


10.4.2 SSE Logical Instructions 


SSE logical instructions perform AND, AND NOT, OR, and XOR operations on packed single-precision floating-point 
values. 


The ANDPS (bitwise logical AND of packed single-precision floating-point values) instruction returns the logical 
AND of two packed single-precision floating-point operands. 


The ANDNPS (bitwise logical AND NOT of packed single-precision, floating-point values) instruction returns the 
logical AND NOT of two packed single-precision floating-point operands. 


The ORPS (bitwise logical OR of packed single-precision, floating-point values) instruction returns the logical OR of 
two packed single-precision floating-point operands. 


The XORPS (bitwise logical XOR of packed single-precision, floating-point values) instruction returns the logical 
XOR of two packed single-precision floating-point operands. 


10.4.2.1 SSE Comparison Instructions 


The compare instructions compare packed and scalar single-precision floating-point values and return the results 
of the comparison either to the destination operand or to the EFLAGS register. 


The CMPPS (compare packed single-precision floating-point values) instruction compares the corresponding values 
from two packed single-precision floating-point operands, using an immediate operand as a predicate, and returns 
a 32-bit mask result of all 1s or all Os for each comparison to the destination operand. The value of the immediate 
operand allows the selection of any of 8 compare conditions: equal, less than, less than equal, unordered, not 
equal, not less than, not less than or equal, or ordered. 


The CMPSS (compare scalar single-precision, floating-point values) instruction compares the low values from two 
packed single-precision floating-point operands, using an immediate operand as a predicate, and returns a 32-bit 
mask result of all 1s or all Os for the comparison to the low doubleword of the destination operand. The immediate 
operand selects the compare conditions as with the CMPPS instruction. 


The COMISS (compare scalar single-precision floating-point values and set EFLAGS) and UCOMISS (unordered 
compare scalar single-precision floating-point values and set EFLAGS) instructions compare the low values of two 
packed single-precision floating-point operands and set the ZF, PF, and CF flags in the EFLAGS register to show the 
result (greater than, less than, equal, or unordered). These two instructions differ as follows: the COMISS instruc- 
tion signals a floating-point invalid-operation (#1) exception when a source operand is either a QNaN or an SNaN; 
the UCOMISS instruction only signals an invalid-operation exception when a source operand is an SNaN. 


10.4.2.2 SSE Shuffle and Unpack Instructions 


SSE shuffle and unpack instructions shuffle or interleave the contents of two packed single-precision floating-point 
values and store the results in the destination operand. 


The SHUFPS (shuffle packed single-precision floating-point values) instruction places any two of the four packed 
single-precision floating-point values from the destination operand into the two low-order doublewords of the 
destination operand, and places any two of the four packed single-precision floating-point values from the source 
operand in the two high-order doublewords of the destination operand (see Figure 10-7). By using the same 
register for the source and destination operands, the SHUFPS instruction can shuffle four single-precision floating- 
point values into any order. 
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DEST X3 X2 x1 X0 
SRC Y3 Y2 Y1 YO 
DEST Y3... YO Y3... YO X3 ... XO X3 ... XO 


Figure 10-7. SHUFPS Instruction, Packed Shuffle Operation 


The UNPCKHPS (unpack and interleave high packed single-precision floating-point values) instruction performs an 
interleaved unpack of the high-order single-precision floating-point values from the source and destination oper- 
ands and stores the result in the destination operand (see Figure 10-8). 


DEST X3 X2 x1 XO 
SRC Y3 Y1 YO 
DEST Y3 X3 Y2 X2 


Figure 10-8. UNPCKHPS Instruction, High Unpack and Interleave Operation 


The UNPCKLPS (unpack and interleave low packed single-precision floating-point values) instruction performs an 
interleaved unpack of the low-order single-precision floating-point values from the source and destination oper- 
ands and stores the result in the destination operand (see Figure 10-9). 


DEST X3 X2 x1 X0 
SRC Y3 Y2 Y1 YO 

Y 
DEST Y1 x1 YO X0 


Figure 10-9. UNPCKLPS Instruction, Low Unpack and Interleave Operation 
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10.4.3. SSE Conversion Instructions 


SSE conversion instructions (see Figure 11-8) support packed and scalar conversions between single-precision 
floating-point and doubleword integer formats. 


The CVTPI2PS (convert packed doubleword integers to packed single-precision floating-point values) instruction 
converts two packed signed doubleword integers into two packed single-precision floating-point values. When the 
conversion is inexact, the result is rounded according to the rounding mode selected in the MXCSR register. 


The CVTSI2SS (convert doubleword integer to scalar single-precision floating-point value) instruction converts a 
signed doubleword integer into a single-precision floating-point value. When the conversion is inexact, the result is 
rounded according to the rounding mode selected in the MXCSR register. 


The CVTPS2PI (convert packed single-precision floating-point values to packed doubleword integers) instruction 
converts two packed single-precision floating-point values into two packed signed doubleword integers. When the 
conversion is inexact, the result is rounded according to the rounding mode selected in the MXCSR register. The 
CVTTPS2PI (convert with truncation packed single-precision floating-point values to packed doubleword integers) 
instruction is similar to the CVTPS2PI instruction, except that truncation is used to round a source value to an 
integer value (see Section 4.8.4.2, “Truncation with SSE and SSE2 Conversion Instructions”). 


The CVTSS2SI (convert scalar single-precision floating-point value to doubleword integer) instruction converts a 
single-precision floating-point value into a signed doubleword integer. When the conversion is inexact, the result is 
rounded according to the rounding mode selected in the MXCSR register. The CVTTSS2SI (convert with truncation 
scalar single-precision floating-point value to doubleword integer) instruction is similar to the CVTSS2SI instruc- 
tion, except that truncation is used to round the source value to an integer value (see Section 4.8.4.2, “Truncation 
with SSE and SSE2 Conversion Instructions”). 


10.4.4 SSE 64-Bit SIMD Integer Instructions 


SSE extensions add the following 64-bit packed integer instructions to the IA-32 architecture. These instructions 
operate on data in MMX registers and 64-bit memory locations. 


NOTE 


When SSE2 extensions are present in an IA-32 processor, these instructions are extended to 
operate on 128-bit operands in XMM registers and 128-bit memory locations. 


The PAVGB (compute average of packed unsigned byte integers) and PAVGW (compute average of packed 
unsigned word integers) instructions compute a SIMD average of two packed unsigned byte or word integer oper- 
ands, respectively. For each corresponding pair of data elements in the packed source operands, the elements are 
added together, a 1 is added to the temporary sum, and that result is shifted right one bit position. 


The PEXTRW (extract word) instruction copies a selected word from an MMxX register into a general-purpose 
register. 


The PINSRW (insert word) instruction copies a word from a general-purpose register or from memory into a 
selected word location in an MMX register. 


The PMAXUB (maximum of packed unsigned byte integers) instruction compares the corresponding unsigned byte 
integers in two packed operands and returns the greater of each comparison to the destination operand. 


The PMINUB (minimum of packed unsigned byte integers) instruction compares the corresponding unsigned byte 
integers in two packed operands and returns the lesser of each comparison to the destination operand. 


The PMAXSW (maximum of packed signed word integers) instruction compares the corresponding signed word 
integers in two packed operands and returns the greater of each comparison to the destination operand. 


The PMINSW (minimum of packed signed word integers) instruction compares the corresponding signed word inte- 
gers in two packed operands and returns the lesser of each comparison to the destination operand. 


The PMOVMSKB (move byte mask) instruction creates an 8-bit mask from the packed byte integers in an MMX 
register and stores the result in the low byte of a general-purpose register. The mask contains the most significant 
bit of each byte in the MMX register. (When operating on 128-bit operands, a 16-bit mask is created.) 
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The PMULHUW (multiply packed unsigned word integers and store high result) instruction performs a SIMD 
unsigned multiply of the words in the two source operands and returns the high word of each result to an MMX 
register. 


The PSADBW (compute sum of absolute differences) instruction computes the SIMD absolute differences of the 
corresponding unsigned byte integers in two source operands, sums the differences, and stores the sum in the low 
word of the destination operand. 


The PSHUFW (shuffle packed word integers) instruction shuffles the words in the source operand according to the 
order specified by an 8-bit immediate operand and returns the result to the destination operand. 


10.4.5 MXCSR State Management Instructions 


The MXCSR state management instructions (LDMXCSR and STMXCSR) load and save the state of the MKCSR 
register, respectively. The LDMXCSR instruction loads the MXCSR register from memory, while the STMXCSR 
instruction stores the contents of the register to memory. 


10.4.6 Cacheability Control, Prefetch, and Memory Ordering Instructions 


SSE extensions introduce several new instructions to give programs more control over the caching of data. They 
also introduces the PREFETCHA instructions, which provide the ability to prefetch data to a specified cache level, 
and the SFENCE instruction, which enforces program ordering on stores. These instructions are described in the 
following sections. 


10.4.6.1 Cacheability Control Instructions 


The following three instructions enable data from the MMX and XMM registers to be stored to memory using a non- 
temporal hint. The non-temporal hint directs the processor to store the data to memory without writing the data 
into the cache hierarchy. See Section 10.4.6.2, “Caching of Temporal vs. Non-Temporal Data,” for information 
about non-temporal stores and hints. 


The MOVNTQ (store quadword using non-temporal hint) instruction stores packed integer data from an MMX 
register to memory, using a non-temporal hint. 


The MOVNTPS (store packed single-precision floating-point values using non-temporal hint) instruction stores 
packed floating-point data from an XMM register to memory, using a non-temporal hint. 


The MASKMOVQ (store selected bytes of quadword) instruction stores selected byte integers from an MMX register 
to memory, using a byte mask to selectively write the individual bytes. This instruction also uses a non-temporal 
hint. 


10.4.6.2 Caching of Temporal vs. Non-Temporal Data 


Data referenced by a program can be temporal (data will be used again) or non-temporal (data will be referenced 
once and not reused in the immediate future). For example, program code is generally temporal, whereas, multi- 
media data, such as the display list in a 3-D graphics application, is often non-temporal. To make efficient use of 
the processor’s caches, it is generally desirable to cache temporal data and not cache non-temporal data. Over- 
loading the processor’s caches with non-temporal data is sometimes referred to as “polluting the caches.” The SSE 
and SSE2 cacheability control instructions enable a program to write non-temporal data to memory in a manner 
that minimizes pollution of caches. 


These SSE and SSE2 non-temporal store instructions minimize cache pollutions by treating the memory being 
accessed as the write combining (WC) type. If a program specifies a non-temporal store with one of these instruc- 
tions and the memory type of the destination region is write back (WB), write through (WT), or write combining 
(WC), the processor will do the following: 


* If the memory location being written to is present in the cache hierarchy, the data in the caches is evicted. 


1. Some older CPU implementations (e.g., Pentium M) allowed addresses being written with a non-temporal store instruction to be 
updated in-place if the memory type was not WC and line was already in the cache. 
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¢ The non-temporal data is written to memory with WC semantics. 


See also: Chapter 11, “Memory Cache Control,” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3A. 


Using the WC semantics, the store transaction will be weakly ordered, meaning that the data may not be written to 
memory in program order, and the store will not write allocate (that is, the processor will not fetch the corre- 
sponding cache line into the cache hierarchy, prior to performing the store). Also, different processor implementa- 
tions may choose to collapse and combine these stores. 


The memory type of the region being written to can override the non-temporal hint, if the memory address speci- 
fied for the non-temporal store is in uncacheable memory. Uncacheable as referred to here means that the region 
being written to has been mapped with either an uncacheable (UC) or write protected (WP) memory type. 


In general, WC semantics require software to ensure coherence, with respect to other processors and other system 
agents (such as graphics cards). Appropriate use of synchronization and fencing must be performed for producer- 
consumer usage models. Fencing ensures that all system agents have global visibility of the stored data; for 
instance, failure to fence may result in a written cache line staying within a processor and not being visible to other 
agents. 


The memory type visible on the bus in the presence of memory type aliasing is implementation specific. As one 
possible example, the memory type written to the bus may reflect the memory type for the first store to this line, 
as seen in program order; other alternatives are possible. This behavior should be considered reserved, and 
dependence on the behavior of any particular implementation risks future incompatibility. 


NOTE 


Some older CPU implementations (e.g., Pentium M) may implement non-temporal stores by 
updating in place data that already reside in the cache hierarchy. For such processors, the 
destination region should also be mapped as WC. If mapped as WB or WT, there is the potential for 
speculative processor reads to bring the data into the caches; in this case, non-temporal stores 
would then update in place, and data would not be flushed from the processor by a subsequent 
fencing operation. 


10.4.6.3. PREFETCHhH Instructions 


The PREFETCHA instructions permit programs to load data into the processor at a suggested cache level, so that 
the data is closer to the processor’s load and store unit when it is needed. These instructions fetch 32 aligned bytes 
(or more, depending on the implementation) containing the addressed byte to a location in the cache hierarchy 
specified by the temporal locality hint (see Table 10-1). In this table, the first-level cache is closest to the processor 
and second-level cache is farther away from the processor than the first-level cache. The hints specify a prefetch 
of either temporal or non-temporal data (see Section 10.4.6.2, “Caching of Temporal vs. Non-Temporal Data”). 
Subsequent accesses to temporal data are treated like normal accesses, while those to non-temporal data will 
continue to minimize cache pollution. If the data is already present at a level of the cache hierarchy that is closer 
to the processor, the PREFETCHA instruction will not result in any data movement. The PREFETCHA instructions do 
not affect functional behavior of the program. 


See Section 11.6.13, “Cacheability Hint Instructions,” for additional information about the PREFETCHA instructions. 


Table 10-1. PREFETCHh Instructions Caching Hints 


PREFETCHh Instruction 
Mnemonic Actions 


PREFETCHTO Temporal data—fetch data into all levels of cache hierarchy: 
« Pentium Ill processor—1st-level cache or 2nd-level cache 
« Pentium 4 and Intel Xeon processor—2nd-level cache 
PREFETCHT 1 Temporal data—fetch data into level 2 cache and higher 

« Pentium Ill processor—2nd-level cache 

« Pentium 4 and Intel Xeon processor—2nd-level cache 
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Table 10-1. PREFETCHh Instructions Caching Hints (Contd.) 


PREFETCHhH Instruction 
Mnemonic Actions 


PREFETCHT2 Temporal data—fetch data into level 2 cache and higher 
« Pentium Ill processor—2nd-level cache 


« Pentium 4 and Intel Xeon processor—2nd-level cache 


PREFETCHNTA Non-temporal data—fetch data into location close to the processor, minimizing cache pollution 
« Pentium Ill processor—1st-level cache 


« Pentium 4 and Intel Xeon processor—2nd-level cache 


10.4.6.4 SFENCE Instruction 


The SFENCE (Store Fence) instruction controls write ordering by creating a fence for memory store operations. This 
instruction guarantees that the result of every store instruction that precedes the store fence in program order is 
globally visible before any store instruction that follows the fence. The SFENCE instruction provides an efficient way 
of ensuring ordering between procedures that produce weakly-ordered data and procedures that consume that 
data. 


10.5  FXSAVE AND FXRSTOR INSTRUCTIONS 


The FXSAVE and FXRSTOR instructions were introduced into the IA-32 architecture in the Pentium II processor 

family (prior to the introduction of the SSE extensions). The original versions of these instructions performed a fast 
save and restore, respectively, of the x87 execution environment (x87 state). (By saving the state of the x87 FPU 
data registers, the FXSAVE and FXRSTOR instructions implicitly save and restore the state of the MMX registers.) 


The SSE extensions expanded the scope of these instructions to save and restore the states of the XMM registers 
and the MXCSR register (SSE state), along with x87 state. 


The FXSAVE and FXRSTOR instructions can be used in place of the FSAVE/FNSAVE and FRSTOR instructions; 
however, the operation of the FXSAVE and FXRSTOR instructions are not identical to the operation of 
FSAVE/FNSAVE and FRSTOR. 


NOTE 


The FXSAVE and FXRSTOR instructions are not considered part of the SSE instruction group. They 
have a separate CPUID feature bit to indicate whether they are present (if 
CPUID.01H:EDX.FXSR[bit 24] = 1). 


The CPUID feature bit for SSE extensions does not indicate the presence of FKSAVE and FXRSTOR. 


The FXSAVE and FXRSTOR instructions organize x87 state and SSE state in a region of memory called the FXSAVE 
area. Section 10.5.1 provides details of the FXSAVE area and its format. Section 10.5.2 describes operation of 
FXSAVE, and Section 10.5.3 describes the operation of FXRSTOR. 


10.5.1 FXSAVE Area 


The FXSAVE and FXRSTOR instructions organize x87 state and SSE state in a region of memory called the FKSAVE 
area. Each of the instructions takes a memory operand that specifies the 16-byte aligned base address of the 
FXSAVE area on which it operates. 
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Every FXSAVE area comprises the 512 bytes starting at the area’s base address. Table 10-2 illustrates the format 
of the first 416 bytes of the legacy region of an FXSAVE area. 


Table 10-2. Format of an FXSAVE Area 


CS or FPU F . 
Reserved IP bits 63:32 FPU IP bits 31:0 


DS or 
MXCSR_MASK MXCSR Reserved FPU DP FPU DP bits 31:0 
bits 63:32 


Reserved ST0/MMO 
Reserved ST1/MM1 
Reserved ST2/MM2 
Reserved ST3/MM3 
Reserved ST4/MM4 
Reserved ST5/MM5 
Reserved ST6/MM6 
Reserved ST7/MM7 


The x87 state component comprises bytes 23:0 and bytes 159:32. The SSE state component comprises 
bytes 31:24 and bytes 415:160. FXSAVE and FXRSTOR do not use bytes 511:416; bytes 463:416 are reserved. 


Section 10.5.2 and Section 10.5.3 provide details of how FXSAVE and FXRSTOR use an FXSAVE area. 


10.5.1.1 x87 State 


Table 10-2 illustrates how FXSAVE and FXRSTOR organize x87 state and SSE state; the x87 state is listed below, 
along with details of its interactions with FXSAVE and FXRSTOR: 


¢ Bytes 1:0, 3:2, and 7:6 are used for x87 FPU Control Word (FCW), x87 FPU Status Word (FSW), and x87 FPU 
Opcode (FOP), respectively. 
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Byte 4 is used for an abridged version of the x87 FPU Tag Word (FTW). The following items describe its usage: 


— For each j, 0 <j <7, FXSAVE saves a 0 into bit j of byte 4 if x87 FPU data register STj has a empty tag; 
otherwise, FXSAVE saves a 1 into bit j of byte 4. 


— For each j, 0 <j < 7, FXRSTOR establishes the tag value for x87 FPU data register STj as follows. If bit j of 
byte 4 is 0, the tag for STj in the tag register for that data register is marked empty (11B); otherwise, the 
x87 FPU sets the tag for STj based on the value being loaded into that register (see below). 


Bytes 15:8 are used as follows: 
— If the instruction has no REX prefix, or if REX.W = 0: 
¢ Bytes 11:8 are used for bits 31:0 of the x87 FPU Instruction Pointer Offset (FIP). 


¢ If CPUID.(EAX=07H,ECX=0H):EBX[bit 13] = 0, bytes 13:12 are used for x87 FPU Instruction Pointer 
Selector (FPU CS). Otherwise, the processor deprecates the FPU CS value: FXSAVE saves it as OOOOH. 


¢ Bytes 15:14 are not used. 
— If the instruction has a REX prefix with REX.W = 1, bytes 15:8 are used for the full 64 bits of FIP. 
Bytes 23:16 are used as follows: 
— If the instruction has no REX prefix, or if REX.W = 0: 

¢ Bytes 19:16 are used for bits 31:0 of the x87 FPU Data Pointer Offset (FDP). 


¢ If CPUID.(EAX=07H,ECX=0H):EBX[bit 13] = 0, bytes 21:20 are used for x87 FPU Data Pointer Selector 
(FPU DS). Otherwise, the processor deprecates the FPU DS value: FXSAVE saves it as OOOOH. 


¢ Bytes 23:22 are not used. 
— If the instruction has a REX prefix with REX.W = 1, bytes 23:16 are used for the full 64 bits of FDP. 
Bytes 31:24 are used for SSE state (see Section 10.5.1.2). 


Bytes 159:32 are used for the registers STO-ST7 (MMO-MM7). Each of the 8 registers is allocated a 128-bit 
region, with the low 80 bits used for the register and the upper 48 bits unused. 


10.5.1.2 SSE State 


Table 10-2 illustrates how FXSAVE and FXRSTOR organize x87 state and SSE state; the SSE state is listed below, 
along with details of its interactions with FXSAVE and FXRSTOR: 


Bytes 23:0 are used for x87 state (see Section 10.5.1.1). 


Bytes 27:24 are used for the MXCSR register. FXRSTOR generates a general-protection fault (#GP) in response 
to an attempt to set any of the reserved bits in the MXCSR register. 


Bytes 31:28 are used for the MKCSR_MASK value. FXRSTOR ignores this field. 
Bytes 159:32 are used for x87 state. 
Bytes 287:160 are used for the registers XMMO-XMM7. 


Bytes 415:288 are used for the registers XMM8-XMM15. These fields are used only in 64-bit mode. Executions 
of FXSAVE outside 64-bit mode do not write to these bytes; executions of FXRSTOR outside 64-bit mode do not 
read these bytes and do not update XMM8-XMM15. 


If CR4.OSFXSR = 0, FXSAVE and FXRSTOR may or may not operate on SSE state; this behavior is implementation 
dependent. Moreover, SSE instructions cannot be used unless CR4.OSFXSR = 1. 


10.5.2 Operation of FXSAVE 


The FXSAVE instruction takes a single memory operand, which is an FXSAVE area. The instruction stores x87 state 
and SSE state to the FXSAVE area. See Section 10.5.1.1 and Section 10.5.1.2 for details regarding mode-specific 
operation and operation determined by instruction prefixes. 
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10.5.3. Operation of FXRSTOR 


The FXRSTOR instruction takes a single memory operand, which is an FXSAVE area. If the value at bytes 27:24 of 
the FXSAVE area is not a legal value for the MXCSR register (e.g., the value sets reserved bits), execution of 
FXRSTOR results in a general-protection fault (#GP). Otherwise, the instruction loads x87 state and SSE state rom 
the FXSAVE area. See Section 10.5.1.1 and Section 10.5.1.2 for details regarding mode-specific operation and 
operation determined by instruction prefixes. 


10.6 HANDLING SSE INSTRUCTION EXCEPTIONS 


See Section 11.5, “SSE, SSE2, and SSE3 Exceptions,” for a detailed discussion of the general and SIMD floating- 
point exceptions that can be generated with the SSE instructions and for guidelines for handling these exceptions 
when they occur. 


10.7. ~WRITING APPLICATIONS WITH THE SSE EXTENSIONS 


See Section 11.6, “Writing Applications with SSE/SSE2 Extensions,” for additional information about writing appli- 
cations and operating-system code using the SSE extensions. 
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CHAPTER 11 
PROGRAMMING WITH INTEL® 
STREAMING SIMD EXTENSIONS 2 (INTEL® SSE2) 


The streaming SIMD extensions 2 (SSE2) were introduced into the IA-32 architecture in the Pentium 4 and Intel 
Xeon processors. These extensions enhance the performance of IA-32 processors for advanced 3-D graphics, video 
decoding/encoding, speech recognition, E-commerce, Internet, scientific, and engineering applications. 


This chapter describes the SSE2 extensions and provides information to assist in writing application programs that 
use these and the SSE extensions. 


11.1 OVERVIEW OF SSE2 EXTENSIONS 


SSE2 extensions use the single instruction multiple data (SIMD) execution model that is used with MMX technology 
and SSE extensions. They extend this model with support for packed double-precision floating-point values and for 
128-bit packed integers. 


If CPUID.OLH:EDX.SSE2[bit 26] = 1, SSE2 extensions are present. 

SSE2 extensions add the following features to the IA-32 architecture, while maintaining backward compatibility 
with all existing IA-32 processors, applications and operating systems. 

° Six data types: 


— 128-bit packed double-precision floating-point (two IEEE Standard 754 double-precision floating-point 
values packed into a double quadword) 


— 128-bit packed byte integers 
— 128-bit packed word integers 
— 128-bit packed doubleword integers 
— 128-bit packed quadword integers 
¢ Instructions to support the additional data types and extend existing SIMD integer operations: 
— Packed and scalar double-precision floating-point instructions 
— Additional 64-bit and 128-bit SIMD integer instructions 
— 128-bit versions of SIMD integer instructions introduced with the MMX technology and the SSE extensions 
— Additional cacheability-control and instruction-ordering instructions 
° Modifications to existing IA-32 instructions to support SSE2 features: 
— Extensions and modifications to the CPUID instruction 
— Modifications to the RDPMC instruction 


These new features extend the IA-32 architecture’s SIMD programming model in three important ways: 


° They provide the ability to perform SIMD operations on pairs of packed double-precision floating-point values. 
This permits higher precision computations to be carried out in XMM registers, which enhances processor 
performance in scientific and engineering applications and in applications that use advanced 3-D geometry 
techniques (such as ray tracing). Additional flexibility is provided with instructions that operate on single 
(scalar) double-precision floating-point values located in the low quadword of an XMM register. 


° They provide the ability to operate on 128-bit packed integers (bytes, words, doublewords, and quadwords) in 
XMM registers. This provides greater flexibility and greater throughput when performing SIMD operations on 
packed integers. The capability is particularly useful for applications such as RSA authentication and RC5 
encryption. Using the full set of SIMD registers, data types, and instructions provided with the MMX technology 
and SSE/SSE2 extensions, programmers can develop algorithms that finely mix packed single- and double- 
precision floating-point data and 64- and 128-bit packed integer data. 


¢ SSE2 extensions enhance the support introduced with SSE extensions for controlling the cacheability of SIMD 
data. SSE2 cache control instructions provide the ability to stream data in and out of the XMM registers without 
polluting the caches and the ability to prefetch data before it is actually used. 
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SSE2 extensions are fully compatible with all software written for IA-32 processors. All existing software continues 
to run correctly, without modification, on processors that incorporate SSE2 extensions, as well as in the presence 
of applications that incorporate these extensions. Enhancements to the CPUID instruction permit detection of the 
SSE2 extensions. Also, because the SSE2 extensions use the same registers as the SSE extensions, no new oper- 
ating-system support is required for saving and restoring program state during a context switch beyond that 
provided for the SSE extensions. 


SSE2 extensions are accessible from all IA-32 execution modes: protected mode, real address mode, virtual 8086 
mode. 


The following sections in this chapter describe the programming environment for SSE2 extensions including: the 
128-bit XMM floating-point register set, data types, and SSE2 instructions. It also describes exceptions that can be 
generated with the SSE and SSE2 instructions and gives guidelines for writing applications with SSE and SSE2 
extensions. 


For additional information about SSE2 extensions, see: 


° Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A & 2B, provide a detailed 
description of individual SSE3 instructions. 


° Chapter 13, “System Programming for Instruction Set Extensions and Processor Extended States,” in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, gives guidelines for integrating 
the SSE and SSE2 extensions into an operating-system environment. 


11.2 SSE2 PROGRAMMING ENVIRONMENT 


Figure 11-1 shows the programming environment for SSE2 extensions. No new registers or other instruction 
execution state are defined with SSE2 extensions. SSE2 instructions use the XMM registers, the MMX registers, 
and/or IA-32 general-purpose registers, as follows: 


° XMM registers — These eight registers (See Figure 10-2) are used to operate on packed or scalar double- 
precision floating-point data. Scalar operations are operations performed on individual (unpacked) double- 
precision floating-point values stored in the low quadword of an XMM register. XMM registers are also used to 
perform operations on 128-bit packed integer data. They are referenced by the names XMMO through XMM7. 


Address Space 
32_ 7 
XMM Registers ane 
Eight 128-Bit 
MXCSR Register 32 Bits 
MMX Registers 
Eight 64-Bit 
General-Purpose 
Registers 
Eight 32-Bit 
0 
EFLAGS Register 32 Bits 


Figure 11-1. Steaming SIMD Extensions 2 Execution Environment 


° MXCSR register — This 32-bit register (see Figure 10-3) provides status and control bits used in floating-point 
operations. The denormals-are-zeros and flush-to-zero flags in this register provide a higher performance 
alternative for the handling of denormal source operands and denormal (underflow) results. For more 
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information on the functions of these flags see Section 10.2.3.4, ‘Denormals-Are-Zeros,” and Section 10.2.3.3, 
“Flush-To-Zero.” 


° MMxX registers — These eight registers (see Figure 9-2) are used to perform operations on 64-bit packed 
integer data. They are also used to hold operands for some operations performed between MMX and XMM 
registers. MMX registers are referenced by the names MMO through MM7. 


° General-purpose registers — The eight general-purpose registers (see Figure 3-5) are used along with the 
existing IA-32 addressing modes to address operands in memory. MMX and XMM registers cannot be used to 
address memory. The general-purpose registers are also used to hold operands for some SSE2 instructions. 
These registers are referenced by the names EAX, EBX, ECX, EDX, EBP, ESI, EDI, and ESP. 


° EFLAGS register — This 32-bit register (see Figure 3-8) is used to record the results of some compare 
operations. 


11.2.1. SSE2 in 64-Bit Mode and Compatibility Mode 

In compatibility mode, SSE2 extensions function like they do in protected mode. In 64-bit mode, eight additional 
XMM registers are accessible. Registers XMM8-XMM15 are accessed by using REX prefixes. 

Memory operands are specified using the ModR/M, SIB encoding described in Section 3.7.5. 


Some SSE2 instructions may be used to operate on general-purpose registers. Use the REX.W prefix to access 64- 
bit general-purpose registers. Note that if a REX prefix is used when it has no meaning, the prefix is ignored. 


11.2.2 Compatibility of SSE2 Extensions with SSE, MMX 
Technology and x87 FPU Programming Environment 


SSE2 extensions do not introduce any new state to the IA-32 execution environment beyond that of SSE. SSE2 
extensions represent an enhancement of SSE extensions; they are fully compatible and share the same state infor- 
mation. SSE and SSE2 instructions can be executed together in the same instruction stream without the need to 
save state when switching between instruction sets. 


XMM registers are independent of the x87 FPU and MMX registers; so SSE and SSE2 operations performed on XMM 
registers can be performed in parallel with x87 FPU or MMX technology operations (see Section 11.6.7, “Interaction 
of SSE/SSE2 Instructions with x87 FPU and MMX Instructions”). 


The FXSAVE and FXRSTOR instructions save and restore the SSE and SSE2 states along with the x87 FPU and MMX 
states. 


11.2.3. Denormals-Are-Zeros Flag 


The denormals-are-zeros flag (bit 6 in the MXCSR register) was introduced into the IA-32 architecture with the 
SSE2 extensions. See Section 10.2.3.4, ‘Denormals-Are-Zeros,” for a description of this flag. 


11.3. SS€2 DATA TYPES 


SSE2 extensions introduced one 128-bit packed floating-point data type and four 128-bit SIMD integer data types 
to the IA-32 architecture (see Figure 11-2). 


¢ Packed double-precision floating-point — This 128-bit data type consists of two IEEE 64-bit double- 
precision floating-point values packed into a double quadword. (See Figure 4-3 for the layout of a 64-bit 
double-precision floating-point value; refer to Section 4.2.2, “Floating-Point Data Types,” for a detailed 
description of double-precision floating-point values. ) 


* 128-bit packed integers — The four 128-bit packed integer data types can contain 16 byte integers, 8 word 
integers, 4 doubleword integers, or 2 quadword integers. (Refer to Section 4.6.2, “128-Bit Packed SIMD Data 
Types,” for a detailed description of the 128-bit packed integers.) 
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[OT precision Floating-Point 
Precision Floating-Point 
127 64 63 0 
Integers 


PT tegen EHO 
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Figure 11-2. Data Types Introduced with the SSE2 Extensions 


All of these data types are operated on in XMM registers or memory. Instructions are provided to convert between 
these 128-bit data types and the 64-bit and 32-bit data types. 


The address of a 128-bit packed memory operand must be aligned on a 16-byte boundary, except in the following 
cases: 


¢ a MOVUPD instruction which supports unaligned accesses 
° scalar instructions that use an 8-byte memory operand that is not subject to alignment requirements 
Figure 4-2 shows the byte order of 128-bit (double quadword) and 64-bit (quadword) data types in memory. 


11.4 SSE2 INSTRUCTIONS 


The SSE2 instructions are divided into four functional groups: 

* Packed and scalar double-precision floating-point instructions 

°® 64-bit and 128-bit SIMD integer instructions 

° 128-bit extensions of SIMD integer instructions introduced with the MMX technology and the SSE extensions 
* Cacheability-control and instruction-ordering instructions 

The following sections provide more information about each group. 


11.4.1. Packed and Scalar Double-Precision Floating-Point Instructions 

The packed and scalar double-precision floating-point instructions are divided into the following sub-groups: 
¢ Data movement instructions 

e ~=Arithmetic instructions 

* Comparison instructions 

* Conversion instructions 

¢ Logical instructions 

¢ Shuffle instructions 


The packed double-precision floating-point instructions perform SIMD operations similarly to the packed single- 
precision floating-point instructions (see Figure 11-3). Each source operand contains two double-precision floating - 
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point values, and the destination operand contains the results of the operation (OP) performed in parallel on the 
corresponding values (XO and YO, and X1 and Y1) in each operand. 


x1 X0 
Y1 YO 
X1 OP Y1 X0 OP YO 


Figure 11-3. Packed Double-Precision Floating-Point Operations 


The scalar double-precision floating-point instructions operate on the low (least significant) quadwords of two 
source operands (XO and YO), as shown in Figure 11-4. The high quadword (X1) of the first source operand is 
passed through to the destination. The scalar operations are similar to the floating-point operations performed in 
x87 FPU data registers with the precision control field in the x87 FPU control word set for double precision (53-bit 
significand), except that x87 stack operations use a 15-bit exponent range for the result while SSE2 operations use 
an 11-bit exponent range. 

See Section 11.6.8, “Compatibility of SIMD and x87 FPU Floating-Point Data Types,” for more information about 
obtaining compatible results when performing both scalar double-precision floating-point operations in XMM regis- 
ters and in x87 FPU data registers. 


x1 X0 OP YO 


Figure 11-4. Scalar Double-Precision Floating-Point Operations 


11.4.1.1 Data Movement Instructions 


Data movement instructions move double-precision floating-point data between XMM registers and between XMM 
registers and memory. 


The MOVAPD (move aligned packed double-precision floating-point) instruction transfers a 128-bit packed double- 
precision floating-point operand from memory to an XMM register or vice versa, or between XMM registers. The 
memory address must be aligned to a 16-byte boundary; if not, a general-protection exception (GP#) is gener- 
ated. 
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The MOVUPD (move unaligned packed double-precision floating-point) instruction transfers a 128-bit packed 
double-precision floating-point operand from memory to an XMM register or vice versa, or between XMM registers. 
Alignment of the memory address is not required. 


The MOVSD (move scalar double-precision floating-point) instruction transfers a 64-bit double-precision floating- 
point operand from memory to the low quadword of an XMM register or vice versa, or between XMM registers. 
Alignment of the memory address is not required, unless alignment checking is enabled. 


The MOVHPD (move high packed double-precision floating-point) instruction transfers a 64-bit double-precision 
floating-point operand from memory to the high quadword of an XMM register or vice versa. The low quadword of 
the register is left unchanged. Alignment of the memory address is not required, unless alignment checking is 
enabled. 


The MOVLPD (move low packed double-precision floating-point) instruction transfers a 64-bit double-precision 
floating-point operand from memory to the low quadword of an XMM register or vice versa. The high quadword of 
the register is left unchanged. Alignment of the memory address is not required, unless alignment checking is 
enabled. 


The MOVMSKPD (move packed double-precision floating-point mask) instruction extracts the sign bit of each of the 
two packed double-precision floating-point numbers in an XMM register and saves them in a general-purpose 
register. This 2-bit value can then be used as a condition to perform branching. 


11.4.1.2 SSE2 Arithmetic Instructions 


SSE2 arithmetic instructions perform addition, subtraction, multiply, divide, square root, and maximum/minimum 
operations on packed and scalar double-precision floating-point values. 


The ADDPD (add packed double-precision floating-point values) and SUBPD (subtract packed double-precision 
floating-point values) instructions add and subtract, respectively, two packed double-precision floating-point oper- 
ands. 


The ADDSD (add scalar double-precision floating-point values) and SUBSD (subtract scalar double-precision 
floating-point values) instructions add and subtract, respectively, the low double-precision floating-point values of 
two operands and stores the result in the low quadword of the destination operand. 


The MULPD (multiply packed double-precision floating-point values) instruction multiplies two packed double- 
precision floating-point operands. 


The MULSD (multiply scalar double-precision floating-point values) instruction multiplies the low double-precision 
floating-point values of two operands and stores the result in the low quadword of the destination operand. 


The DIVPD (divide packed double-precision floating-point values) instruction divides two packed double-precision 
floating-point operands. 


The DIVSD (divide scalar double-precision floating-point values) instruction divides the low double-precision 
floating-point values of two operands and stores the result in the low quadword of the destination operand. 


The SQRTPD (compute square roots of packed double-precision floating-point values) instruction computes the 
square roots of the values in a packed double-precision floating-point operand. 


The SQRTSD (compute square root of scalar double-precision floating-point values) instruction computes the 
square root of the low double-precision floating-point value in the source operand and stores the result in the low 
quadword of the destination operand. 


The MAXPD (return maximum of packed double-precision floating-point values) instruction compares the corre- 
sponding values in two packed double-precision floating-point operands and returns the numerically greater value 
from each comparison to the destination operand. 


The MAXSD (return maximum of scalar double-precision floating-point values) instruction compares the low 
double-precision floating-point values from two packed double-precision floating-point operands and returns the 
numerically higher value from the comparison to the low quadword of the destination operand. 


The MINPD (return minimum of packed double-precision floating-point values) instruction compares the corre- 
sponding values from two packed double-precision floating-point operands and returns the numerically lesser value 
from each comparison to the destination operand. 
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The MINSD (return minimum of scalar double-precision floating-point values) instruction compares the low values 
from two packed double-precision floating-point operands and returns the numerically lesser value from the 
comparison to the low quadword of the destination operand. 


11.4.1.3. SSE2 Logical Instructions 


SSE2 logical instructions perform AND, AND NOT, OR, and XOR operations on packed double-precision floating- 
point values. 


The ANDPD (bitwise logical AND of packed double-precision floating-point values) instruction returns the logical 
AND of two packed double-precision floating-point operands. 


The ANDNPD (bitwise logical AND NOT of packed double-precision floating-point values) instruction returns the 
logical AND NOT of two packed double-precision floating-point operands. 


The ORPD (bitwise logical OR of packed double-precision floating-point values) instruction returns the logical OR of 
two packed double-precision floating-point operands. 


The XORPD (bitwise logical XOR of packed double-precision floating-point values) instruction returns the logical 
XOR of two packed double-precision floating-point operands. 


11.4.1.4 SSE2 Comparison Instructions 


SSE2 compare instructions compare packed and scalar double-precision floating-point values and return the 
results of the comparison either to the destination operand or to the EFLAGS register. 


The CMPPD (compare packed double-precision floating-point values) instruction compares the corresponding 
values from two packed double-precision floating-point operands, using an immediate operand as a predicate, and 
returns a 64-bit mask result of all 1s or all Os for each comparison to the destination operand. The value of the 
immediate operand allows the selection of any of eight compare conditions: equal, less than, less than equal, unor- 
dered, not equal, not less than, not less than or equal, or ordered. 


The CMPSD (compare scalar double-precision floating-point values) instruction compares the low values from two 
packed double-precision floating-point operands, using an immediate operand as a predicate, and returns a 64-bit 
mask result of all 1s or all Os for the comparison to the low quadword of the destination operand. The immediate 
operand selects the compare condition as with the CMPPD instruction. 


The COMISD (compare scalar double-precision floating-point values and set EFLAGS) and UCOMISD (unordered 
compare scalar double-precision floating-point values and set EFLAGS) instructions compare the low values of two 
packed double-precision floating-point operands and set the ZF, PF, and CF flags in the EFLAGS register to show the 
result (greater than, less than, equal, or unordered). These two instructions differ as follows: the COMISD instruc- 
tion signals a floating-point invalid-operation (#1) exception when a source operand is either a QNaN or an SNaN; 
the UCOMISD instruction only signals an invalid-operation exception when a source operand is an SNaN. 


11.4.1.5 SSE2 Shuffle and Unpack Instructions 


SSE2 shuffle instructions shuffle the contents of two packed double-precision floating-point values and store the 
results in the destination operand. 


The SHUFPD (shuffle packed double-precision floating-point values) instruction places either of the two packed 
double-precision floating-point values from the destination operand in the low quadword of the destination 
operand, and places either of the two packed double-precision floating-point values from source operand in the 
high quadword of the destination operand (see Figure 11-5). By using the same register for the source and desti- 
nation operands, the SHUFPD instruction can swap two packed double-precision floating-point values. 
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DEST x1 X0 
SRC Y1 YO 
DEST Y1 or YO X11 or XO 


Figure 11-5. SHUFPD Instruction, Packed Shuffle Operation 


The UNPCKHPD (unpack and interleave high packed double-precision floating-point values) instruction performs an 


interleaved unpack of the high values from the source and destination operands and stores the result in the desti- 
nation operand (see Figure 11-6). 


The UNPCKLPD (unpack and interleave low packed double-precision floating-point values) instruction performs an 


interleaved unpack of the low values from the source and destination operands and stores the result in the desti- 
nation operand (see Figure 11-7). 


DEST x1 x0 
SRC Y1 YO 
DEST v1 x1 


Figure 11-6. UNPCKHPD Instruction, High Unpack and Interleave Operation 


DEST x1 X0 
SRC Y1 YO 
DEST YO xo 


Figure 11-7. UNPCKLPD Instruction, Low Unpack and Interleave Operation 
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11.4.1.6 SSE2 Conversion Instructions 


SSE2 conversion instructions (see Figure 11-8) support packed and scalar conversions between: 
* Double-precision and single-precision floating-point formats 

* Double-precision floating-point and doubleword integer formats 

°® Single-precision floating-point and doubleword integer formats 


Conversion between double-precision and single-precision floating-points values — The following 
instructions convert operands between double-precision and single-precision floating-point formats. The operands 
being operated on are contained in XMM registers or memory (at most, one operand can reside in memory; the 
destination is always an MMX register). 


The CVTPS2PD (convert packed single-precision floating-point values to packed double-precision floating-point 
values) instruction converts two packed single- 
precision floating-point values to two double-precision floating-point values. 


The CVTPD2PS (convert packed double-precision floating-point values to packed single-precision floating-point 
values) instruction converts two packed double- 

precision floating-point values to two single-precision floating-point values. When a conversion is inexact, the 
result is rounded according to the rounding mode selected in the MXCSR register. 


The CVTSS2SD (convert scalar single-precision floating-point value to scalar double-precision floating-point value) 
instruction converts a single-precision floating-point value to a double-precision floating-point value. 


The CVTSD2SS (convert scalar double-precision floating-point value to scalar single-precision floating-point value) 
instruction converts a double-precision floating-point value to a single-precision floating-point value. When the 
conversion is inexact, the result is rounded according to the rounding mode selected in the MXCSR register. 


Single-Precisio 
Floating Point 
(XMM/mem) 


4 Doubleword 
Integer 
(XMM/mem) 


Doubleword 


CVTSD2SS 
CVTPD2PS 
AdZSd LAD 
aSzSSLAO 


Integer Integer 2 Doubleword 
(MMX/mem) Integer 
(XMM/mem) 


Double-Precision 
Floating-Point 
(XMM/mem) 


Figure 11-8. SSE and SSE2 Conversion Instructions 


Conversion between double-precision floating-point values and doubleword integers — The following 
instructions convert operands between double-precision floating-point and doubleword integer formats. Operands 
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are housed in XMM registers, MMX registers, general registers or memory (at most one operand can reside in 
memory; the destination is always an XMM, MMX, or general register). 


The CVTPD2PI (convert packed double-precision floating-point values to packed doubleword integers) instruction 
converts two packed double-precision floating-point numbers to two packed signed doubleword integers, with the 
result stored in an MMX register. When rounding to an integer value, the source value is rounded according to the 
rounding mode in the MXCSR register. The CVTTPD2PI (convert with truncation packed double-precision floating- 
point values to packed doubleword integers) instruction is similar to the CVTPD2PI instruction except that trunca- 
tion is used to round a source value to an integer value (see Section 4.8.4.2, “Truncation with SSE and SSE2 
Conversion Instructions”). 


The CVTPI2PD (convert packed doubleword integers to packed double-precision floating-point values) instruction 
converts two packed signed doubleword integers to two double-precision floating-point values. 


The CVTPD2DQ (convert packed double-precision floating-point values to packed doubleword integers) instruction 
converts two packed double-precision floating-point numbers to two packed signed doubleword integers, with the 
result stored in the low quadword of an XMM register. When rounding an integer value, the source value is rounded 
according to the rounding mode selected in the MXCSR register. The CVTTPD2DQ (convert with truncation packed 
double-precision floating-point values to packed doubleword integers) instruction is similar to the CVTPD2DQ 
instruction except that truncation is used to round a source value to an integer value (see Section 4.8.4.2, “Trun- 
cation with SSE and SSE2 Conversion Instructions”). 


The CVTDQ2PD (convert packed doubleword integers to packed double-precision floating-point values) instruction 
converts two packed signed doubleword integers located in the low-order doublewords of an XMM register to two 
double-precision floating-point values. 


The CVTSD2SI (convert scalar double-precision floating-point value to doubleword integer) instruction converts a 
double-precision floating-point value to a doubleword integer, and stores the result in a general-purpose register. 
When rounding an integer value, the source value is rounded according to the rounding mode selected in the 
MXCSR register. The CVTTSD2SI (convert with truncation scalar double-precision floating-point value to double- 
word integer) instruction is similar to the CVTSD2SI instruction except that truncation is used to round the source 
value to an integer value (see Section 4.8.4.2, “Truncation with SSE and SSE2 Conversion Instructions”). 


The CVTSI2SD (convert doubleword integer to scalar double-precision floating-point value) instruction converts a 
signed doubleword integer in a general-purpose register to a double-precision floating-point number, and stores 
the result in an XMM register. 


Conversion between single-precision floating-point and doubleword integer formats — These instruc- 
tions convert between packed single-precision floating-point and packed doubleword integer formats. Operands 
are housed in XMM registers, MMX registers, general registers, or memory (the latter for at most one source 
operand). The destination is always an XMM, MMX, or general register. These SSE2 instructions supplement 
conversion instructions (CVTPI2PS, CVTPS2PI, CVTTPS2PI, CVTSI2SS, CVTSS2SI, and CVTTSS2SI) introduced 
with SSE extensions. 


The CVTPS2DQ (convert packed single-precision floating-point values to packed doubleword integers) instruction 
converts four packed single-precision floating-point values to four packed signed doubleword integers, with the 
source and destination operands in XMM registers or memory (the latter for at most one source operand). When 
the conversion is inexact, the rounded value according to the rounding mode selected in the MXCSR register is 
returned. The CVTTPS2DQ (convert with truncation packed single-precision floating-point values to packed double- 
word integers) instruction is similar to the CVTPS2DQ instruction except that truncation is used to round a source 
value to an integer value (see Section 4.8.4.2, “Truncation with SSE and SSE2 Conversion Instructions”). 


The CVTDQ2PS (convert packed doubleword integers to packed single-precision floating-point values) instruction 
converts four packed signed doubleword integers to four packed single-precision floating-point numbers, with the 
source and destination operands in XMM registers or memory (the latter for at most one source operand). When 
the conversion is inexact, the rounded value according to the rounding mode selected in the MXCSR register is 
returned. 


11.4.2 SSE2 64-Bit and 128-Bit SIMD Integer Instructions 


SSE2 extensions add several 128-bit packed integer instructions to the IA-32 architecture. Where appropriate, a 
64-bit version of each of these instructions is also provided. The 128-bit versions of instructions operate on data in 
XMM registers; 64-bit versions operate on data in MMX registers. The instructions follow. 
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The MOVDQA (move aligned double quadword) instruction transfers a double quadword operand from memory to 
an XMM register or vice versa; or between XMM registers. The memory address must be aligned to a 16-byte 
boundary; otherwise, a general-protection exception (#GP) is generated. 


The MOVDQU (move unaligned double quadword) instruction performs the same operations as the MOVDQA 
instruction, except that 16-byte alignment of a memory address is not required. 


The PADDQ (packed quadword add) instruction adds two packed quadword integer operands or two single quad- 
word integer operands, and stores the results in an XMM or MMX register, respectively. This instruction can operate 
on either unsigned or signed (two’s complement notation) integer operands. 


The PSUBQ (packed quadword subtract) instruction subtracts two packed quadword integer operands or two single 
quadword integer operands, and stores the results in an XMM or MMX register, respectively. Like the PADDQ 
instruction, PSUBQ can operate on either unsigned or signed (two’s complement notation) integer operands. 


The PMULUDQ (multiply packed unsigned doubleword integers) instruction performs an unsigned multiply of 
unsigned doubleword integers and returns a quadword result. Both 64-bit and 128-bit versions of this instruction 
are available. The 64-bit version operates on two doubleword integers stored in the low doubleword of each source 
operand, and the quadword result is returned to an MMX register. The 128-bit version performs a packed multiply 
of two pairs of doubleword integers. Here, the doublewords are packed in the first and third doublewords of the 
source operands, and the quadword results are stored in the low and high quadwords of an XMM register. 


The PSHUFLW (shuffle packed low words) instruction shuffles the word integers packed into the low quadword of 
the source operand and stores the shuffled result in the low quadword of the destination operand. An 8-bit imme- 
diate operand specifies the shuffle order. 


The PSHUFHW (shuffle packed high words) instruction shuffles the word integers packed into the high quadword of 
the source operand and stores the shuffled result in the high quadword of the destination operand. An 8-bit imme- 
diate operand specifies the shuffle order. 


The PSHUFD (shuffle packed doubleword integers) instruction shuffles the doubleword integers packed into the 
source operand and stores the shuffled result in the destination operand. An 8-bit immediate operand specifies the 
shuffle order. 


The PSLLDQ (shift double quadword left logical) instruction shifts the contents of the source operand to the left by 
the amount of bytes specified by an immediate operand. The empty low-order bytes are cleared (set to 0). 


The PSRLDQ (shift double quadword right logical) instruction shifts the contents of the source operand to the right 
by the amount of bytes specified by an immediate operand. The empty high-order bytes are cleared (set to 0). 


The PUNPCKHQDQ (Unpack high quadwords) instruction interleaves the high quadword of the source operand and 
the high quadword of the destination operand and writes them to the destination register. 


The PUNPCKLQDQ (Unpack low quadwords) instruction interleaves the low quadwords of the source operand and 
the low quadwords of the destination operand and writes them to the destination register. 


Two additional SSE instructions enable data movement from the MMX registers to the XMM registers. 


The MOVQ2DQ (move quadword integer from MMX to XMM registers) instruction moves the quadword integer from 
an MMX source register to an XMM destination register. 


The MOVDQ2Q (move quadword integer from XMM to MMX registers) instruction moves the low quadword integer 
from an XMM source register to an MMX destination register. 


11.4.3. 128-Bit SIMD Integer Instruction Extensions 


All of 64-bit SIMD integer instructions introduced with MMX technology and SSE extensions (with the exception of 
the PSHUFW instruction) have been extended by SSE2 extensions to operate on 128-bit packed integer operands 
located in XMM registers. The 128-bit versions of these instructions follow the same SIMD conventions regarding 
packed operands as the 64-bit versions. For example, where the 64-bit version of the PADDB instruction operates 
on 8 packed bytes, the 128-bit version operates on 16 packed bytes. 
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11.4.4 Cacheability Control and Memory Ordering Instructions 


SSE2 extensions that give programs more control over the caching, loading, and storing of data. are described 
below. 


11.4.4.1 FLUSH Cache Line 


The CLFLUSH (flush cache line) instruction writes and invalidates the cache line associated with a specified linear 
address. The invalidation is for all levels of the processor’s cache hierarchy, and it is broadcast throughout the 
cache coherency domain. 


NOTE 


CLFLUSH was introduced with the SSE2 extensions. However, the instruction can be implemented 
in IA-32 processors that do not implement the SSE2 extensions. Detect CLFLUSH using the feature 
bit (if CPUID.01H:EDX.CLFSH[bit 19] = 1). 


11.4.4.2 Cacheability Control Instructions 


The following four instructions enable data from XMM and general-purpose registers to be stored to memory using 
a non-temporal hint. The non-temporal hint directs the processor to store data to memory without writing the data 
into the cache hierarchy. See Section 10.4.6.2, “Caching of Temporal vs. Non-Temporal Data,” for more information 
about non-temporal stores and hints. 


The MOVNTDQ (store double quadword using non-temporal hint) instruction stores packed integer data from an 
XMM register to memory, using a non-temporal hint. 


The MOVNTPD (store packed double-precision floating-point values using non-temporal hint) instruction stores 
packed double-precision floating-point data from an XMM register to memory, using a non-temporal hint. 


The MOVNTI (store doubleword using non-temporal hint) instruction stores integer data from a general-purpose 
register to memory, using a non-temporal hint. 


The MASKMOVDQU (store selected bytes of double quadword) instruction stores selected byte integers from an 
XMM register to memory, using a byte mask to selectively write the individual bytes. The memory location does not 
need to be aligned on a natural boundary. This instruction also uses a non-temporal hint. 


11.4.4.3. Memory Ordering Instructions 


SSE2 extensions introduce two new fence instructions (LFENCE and MFENCE) as companions to the SFENCE 
instruction introduced with SSE extensions. 


The LFENCE instruction establishes a memory fence for loads. It guarantees ordering between two loads and 
prevents speculative loads from passing the load fence (that is, no speculative loads are allowed until all loads 
specified before the load fence have been carried out). 


The MFENCE instruction establishes a memory fence for both loads and stores. The processor ensures that no load 
or store after MFENCE will become globally visible until all loads and stores before MFENCE are globally visible.? 
Note that the sequences LFENCE;SFENCE and SFENCE;LFENCE are not equivalent to MFENCE because neither 
ensures that older stores are globally observed prior to younger loads. 


11.4.4.4 Pause 


The PAUSE instruction is provided to improve the performance of “spin-wait loops” executed on a Pentium 4 or Intel 
Xeon processor. On a Pentium 4 processor, it also provides the added benefit of reducing processor power 
consumption while executing a spin-wait loop. It is recommended that a PAUSE instruction always be included in 
the code sequence for a spin-wait loop. 


1. Aload is considered to become globally visible when the value to be loaded is determined. 
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11.4.5 Branch Hints 


SSE2 extensions designate two instruction prefixes (2EH and 3EH) to provide branch hints to the processor (see 
“Instruction Prefixes” in Chapter 2 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
2A). These prefixes can only be used with the Jcc instruction and only at the machine code level (that is, there are 
no mnemonics for the branch hints). 


11.5 SSE, SSE2, AND SSE3 EXCEPTIONS 


SSE/SSE2/SSE3 extensions generate two general types of exceptions: 

¢ Non-numeric exceptions 

* SIMD floating-point exceptions? 

SSE/SSE2/SSE3 instructions can generate the same type of memory-access and non-numeric exceptions as other 
IA-32 architecture instructions. Existing exception handlers can generally handle these exceptions without any 
code modification. See “Providing Non-Numeric Exception Handlers for Exceptions Generated by the SSE, SSE2 
and SSE3 Instructions” in Chapter 13 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 


Volume 3A, for a list of the non-numeric exceptions that can be generated by SSE/SSE2/SSE3 instructions and for 
guidelines for handling these exceptions. 


SSE/SSE2/SSE3 instructions do not generate numeric exceptions on packed integer operations; however, they can 
generate numeric (SIMD floating-point) exceptions on packed single-precision and double-precision floating-point 
operations. These SIMD floating-point exceptions are defined in the IEEE Standard 754 for Binary Floating-Point 
Arithmetic and are the same exceptions that are generated for x87 FPU instructions. See Section 11.5.1, “SIMD 
Floating-Point Exceptions,” for a description of these exceptions. 


11.5.1. SIMD Floating-Point Exceptions 


SIMD floating-point exceptions are those exceptions that can be generated by SSE/SSE2/SSE3 instructions that 
operate on packed or scalar floating-point operands. 


Six classes of SIMD floating-point exceptions can be generated: 
¢ Invalid operation (#1) 

°* Divide-by-zero (#Z) 

¢ Denormal operand (#D) 

¢ Numeric overflow (#0) 

¢ Numeric underflow (#U) 

¢  Inexact result (Precision) (#P) 


All of these exceptions (except the denormal operand exception) are defined in IEEE Standard 754, and they are 
the same exceptions that are generated with the x87 floating-point instructions. Section 4.9, “Overview of 
Floating-Point Exceptions,” gives a detailed description of these exceptions and of how and when they are gener- 
ated. The following sections discuss the implementation of these exceptions in SSE/SSE2/SSE3 extensions. 


All SIMD floating-point exceptions are precise and occur as soon as the instruction completes execution. 


Each of the six exception conditions has a corresponding flag (IE, DE, ZE, OE, UE, and PE) and mask bit (IM, DM, 
ZM, OM, UM, and PM) in the MXCSR register (see Figure 10-3). The mask bits can be set with the LDMXCSR or 
FXRSTOR instruction; the mask and flag bits can be read with the STMXCSR or FXSAVE instruction. 


The OSXMMEXCEPT flag (bit 10) of control register CR4 provides additional control over generation of SIMD 
floating-point exceptions by allowing the operating system to indicate whether or not it supports software excep- 
tion handlers for SIMD floating-point exceptions. If an unmasked SIMD floating-point exception is generated and 
the OSXMMEXCEPT flag is set, the processor invokes a software exception handler by generating a SIMD floating- 


1. The FISTTP instruction in SSE3 does not generate SIMD floating-point exceptions, but it can generate x87 FPU floating-point excep- 
tions. 
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point exception (#XM). If the OSXMMEXCEPT bit is clear, the processor generates an invalid-opcode exception 
(#UD) on the first SSE or SSE2 instruction that detects a SIMD floating-point exception condition. See Section 
11.6.2, “Checking for SSE/SSE2 Support.” 


11.5.2 SIMD Floating-Point Exception Conditions 


The following sections describe the conditions that cause a SIMD floating-point exception to be generated and the 
masked response of the processor when these conditions are detected. 


See Section 4.9.2, “Floating-Point Exception Priority,” for a description of the rules for exception precedence when 
more than one floating-point exception condition is detected for an instruction. 


11.5.2.1 Invalid Operation Exception (#1) 


The floating-point invalid-operation exception (#I) occurs in response to an invalid arithmetic operand. The flag 
(IE) and mask (IM) bits for the invalid operation exception are bits 0 and 7, respectively, in the MXCSR register. 


If the invalid-operation exception is masked, the processor returns a QNaN, QNaN floating-point indefinite, integer 
indefinite, one of the source operands to the destination operand, or it sets the EFLAGS, depending on the operation 
being performed. When a value is returned to the destination operand, it overwrites the destination register specified 
by the instruction. Table 11-1 lists the invalid-arithmetic operations that the processor detects for instructions and 
the masked responses to these operations. 


Table 11-1. Masked Responses of SSE/SSE2/SSE3 Instructions to Invalid Arithmetic Operations 


Condition Masked Response 


ADDPS, ADDSS, ADDPD, ADDSD, SUBPS, SUBSS, SUBPD, SUBSD, | Return the SNaN converted to a QNaN; Refer to Table 4-7 for 
MULPS, MULSS, MULPD, MULSD, DIVPS, DIVSS, DIVPD, DIVSD, more details 

ADDSUBPD, ADDSUBPD, HADDPD, HADDPS, HSUBPD or HSUBPS 
instruction with an SNaN operand 


SQRTPS, SQRTSS, SQRTPD, or SQRTSD with SNaN operands Return the SNaN converted to a QNaN 


SQRTPS, SORTSS, SQRTPD, or SQRTSD with negative operands | Return the QNaN floating-point Indefinite 
(except zero) 


MAXPS, MAXSS, MAXPD, MAXSD, MINPS, MINSS, MINPD, or Return the source 2 operand value 
MINSD instruction with QNaN or SNaN operands 


CMPPS, CMPSS, CMPPD or CMPSD instruction with QNaN or SNaN | Return a mask of all Os (except for the predicates “not-equal,” 


operands “unordered,” “not-less-than,” or “not-less-than-or-equal,” which 
returns a mask of all 1s) 

CVTPD2PS, CVTSD2SS, CVTPS2PD, CVTSS2SD with SNaN Return the SNaN converted to a QNaN 

operands 

COMISS or COMISD with QNaN or SNaN operand(s) Set EFLAGS values to “not comparable” 


Addition of opposite signed infinities or subtraction of like-signed | Return the QNaN floating-point Indefinite 
infinities 


Multiplication of infinity by zero Return the QNaN floating-point Indefinite 


Divide of (0/0) or ( c¢ / co ) Return the QNaN floating-point Indefinite 


Conversion to integer when the value in the source register isa | Return the integer Indefinite 
NaN, cs, or exceeds the representable range for CVTPS2PI, 
CVTTPS2PI, CVTSS2SI, CVTTSS2SI, CVTPD2PI, CVTSD2SI, 
CVTPD2DQ, CVTTPD2PI, CVTTSD2SI, CVTTPD2DQ, CVTPS2DQ, 
or CVTTPS2DQ 


If the invalid operation exception is not masked, a software exception handler is invoked and the operands remain 
unchanged. See Section 11.5.4, “Handling SIMD Floating-Point Exceptions in Software.” 
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Normally, when one or more of the source operands are QNaNs (and neither is an SNaN or in an unsupported 
format), an invalid-operation exception is not generated. The following instructions are exceptions to this rule: the 
COMISS and COMISD instructions; and the CMPPS, CMPSS, CMPPD, and CMPSD instructions (when the predicate 
is less than, less-than or equal, not less-than, or not less-than or equal). With these instructions, a QNaN source 
operand will generate an invalid-operation exception. 


The invalid-operation exception is not affected by the flush-to-zero mode or by the denormals-are-zeros mode. 


11.5.2.2 Denormal-Operand Exception (#D) 


The processor signals the denormal-operand exception if an arithmetic instruction attempts to operate ona 
denormal operand. The flag (DE) and mask (DM) bits for the denormal-operand exception are bits 1 and 8, respec- 
tively, in the MXCSR register. 


The CVTPI2PD, CVTPD2PI, CVTTPD2PI, CVTDQ2PD, CVTPD2DQ, CVTTPD2DQ, CVTSI2SD, CVTSD2SI, CVTTSD2SI, 
CVTPI2PS, CVTPS2PI, CVTTPS2PI, CVTSS2SI, CVTTSS2SI, CVTSI2SS, CVTDQ2PS, CVTPS2DQ, and CVTTPS2DQ 
conversion instructions do not signal denormal exceptions. The RCPSS, RCPPS, RSQRTSS, and RSQRTPS instruc- 
tions do not signal any kind of floating-point exception. 


The denormals-are-zero flag (bit 6) of the MXCSR register provides an additional option for handling denormal- 
operand exceptions. When this flag is set, denormal source operands are automatically converted to zeros with the 
sign of the source operand (see Section 10.2.3.4, “‘Denormals-Are-Zeros”). The denormal operand exception is not 
affected by the flush-to-zero mode. 


See Section 4.9.1.2, “‘Denormal Operand Exception (#D),” for more information about the denormal exception. 
See Section 11.5.4, “Handling SIMD Floating-Point Exceptions in Software,” for information on handling unmasked 
exceptions. 


11.5.2.3. Divide-By-Zero Exception (#2Z) 


The processor reports a divide-by-zero exception when a DIVPS, DIVSS, DIVPD or DIVSD instruction attempts to 
divide a finite non-zero operand by O. The flag (ZE) and mask (ZM) bits for the divide-by-zero exception are bits 2 
and 9, respectively, in the MXCSR register. 


See Section 4.9.1.3, “Divide-By-Zero Exception (#Z),” for more information about the divide-by-zero exception. 
See Section 11.5.4, “Handling SIMD Floating-Point Exceptions in Software,” for information on handling unmasked 
exceptions. 


The divide-by-zero exception is not affected by the flush-to-zero mode at a single-instruction boundary. 


While DAZ does not affect the rules for signaling IEEE exceptions, operations on denormal inputs might have 
different results when DAZ=1. As a consequence, DAZ can have an effect on the floating-point exceptions - 
including the divide-by-zero exception - when observed for a given operation involving denormal inputs. 


11.5.2.4 Numeric Overflow Exception (#0) 


The processor reports a numeric overflow exception whenever the rounded result of an arithmetic instruction 
exceeds the largest allowable finite value that fits in the destination operand. This exception can be generated with 
the ADDPS, ADDSS, ADDPD, ADDSD, SUBPS, SUBSS, SUBPD, SUBSD, MULPS, MULSS, MULPD, MULSD, DIVPS, 
DIVSS, DIVPD, DIVSD, CVTPD2PS, CVTSD2SS, ADDSUBPD, ADDSUBPS, HADDPD, HADDPS, HSUBPD and HSUBPS 
instructions. The flag (OE) and mask (OM) bits for the numeric overflow exception are bits 3 and 10, respectively, 
in the MXCSR register. 


See Section 4.9.1.4, “Numeric Overflow Exception (#0),” for more information about the numeric-overflow excep- 
tion. See Section 11.5.4, “Handling SIMD Floating-Point Exceptions in Software,” for information on handling 
unmasked exceptions. 


The numeric overflow exception is not affected by the flush-to-zero mode or by the denormals-are-zeros mode. 
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11.5.2.5 Numeric Underflow Exception (#U) 


The processor reports a numeric underflow exception whenever the magnitude of the rounded result of an arith- 
metic instruction, with unbounded exponent, is less than the smallest possible normalized, finite value that will fit 
in the destination operand and the numeric-underflow exception is not masked. If the numeric underflow exception 
is masked, both underflow and the inexact-result condition must be detected before numeric underflow is reported. 
This exception can be generated with the ADDPS, ADDSS, ADDPD, ADDSD, SUBPS, SUBSS, SUBPD, SUBSD, 
MULPS, MULSS, MULPD, MULSD, DIVPS, DIVSS, DIVPD, DIVSD, CVTPD2PS, CVTSD2SS, ADDSUBPD, ADDSUBPS, 
HADDPD, HADDPS, HSUBPD, and HSUBPS instructions. The flag (UE) and mask (UM) bits for the numeric under- 
flow exception are bits 4 and 11, respectively, in the MXCSR register. 


The flush-to-zero flag (bit 15) of the MXCSR register provides an additional option for handling numeric underflow 
exceptions. When this flag is set and the numeric underflow exception is masked, tiny results are returned as a zero 
with the sign of the true result (see Section 10.2.3.3, “Flush-To-Zero”). 


Underflow will occur when a tiny non-zero result is detected (the result has to be also inexact if underflow excep- 
tions are masked), as described in the IEEE Standard 754-2008. While DAZ does not affect the rules for signaling 
IEEE exceptions, operations on denormal inputs might have different results when DAZ=1. As a consequence, DAZ 
can have an effect on the floating-point exceptions - including the underflow exception - when observed for a given 
operation involving denormal inputs. 


See Section 4.9.1.5, “Numeric Underflow Exception (#U),” for more information about the numeric underflow 
exception. See Section 11.5.4, “Handling SIMD Floating-Point Exceptions in Software,” for information on handling 
unmasked exceptions. 


11.5.2.6 Inexact-Result (Precision) Exception (#P) 


The inexact-result exception (also called the precision exception) occurs if the result of an operation is not exactly 
representable in the destination format. For example, the fraction 1/3 cannot be precisely represented in binary 
form. This exception occurs frequently and indicates that some (normally acceptable) accuracy has been lost. The 
exception is supported for applications that need to perform exact arithmetic only. Because the rounded result is 
generally satisfactory for most applications, this exception is commonly masked. 


The flag (PE) and mask (PM) bits for the inexact-result exception are bits 2 and 12, respectively, in the MXCSR 
register. 


See Section 4.9.1.6, “Inexact-Result (Precision) Exception (#P),” for more information about the inexact-result 
exception. See Section 11.5.4, “Handling SIMD Floating-Point Exceptions in Software,” for information on handling 
unmasked exceptions. 


In flush-to-zero mode, the inexact result exception is reported. 


11.5.3. Generating SIMD Floating-Point Exceptions 


When the processor executes a packed or scalar floating-point instruction, it looks for and reports on SIMD 
floating-point exception conditions using two sequential steps: 


1. Looks for, reports on, and handles pre-computation exception conditions (invalid-operand, divide-by-zero, and 
denormal operand) 


2. Looks for, reports on, and handles post-computation exception conditions (numeric overflow, numeric 
underflow, and inexact result) 


If both pre- and post-computational exceptions are unmasked, it is possible for the processor to generate a SIMD 
floating-point exception (#XM) twice during the execution of an SSE, SSE2 or SSE3 instruction: once when it 
detects and handles a pre-computational exception and when it detects a post-computational exception. 


11.5.3.1 Handling Masked Exceptions 


If all exceptions are masked, the processor handles the exceptions it detects by placing the masked result (or 
results for packed operands) in a destination operand and continuing program execution. The masked result may 
be a rounded normalized value, signed infinity, a denormal finite number, zero, a QNaN floating-point indefinite, or 
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a QNaN depending on the exception condition detected. In most cases, the corresponding exception flag bit in 
MXCSR is also set. The one situation where an exception flag is not set is when an underflow condition is detected 
and it is not accompanied by an inexact result. 


When operating on packed floating-point operands, the processor returns a masked result for each of the sub- 
operand computations and sets a separate set of internal exception flags for each computation. It then performs a 
logical-OR on the internal exception flag settings and sets the exception flags in the MXCSR register according to 
the results of OR operations. 


For example, Figure 11-9 shows the results of an MULPS instruction. In the example, all SIMD floating-point excep- 
tions are masked. Assume that a denormal exception condition is detected prior to the multiplication of sub-oper- 
ands XO and YO, no exception condition is detected for the multiplication of X1 and Y1, a numeric overflow 
exception condition is detected for the multiplication of X2 and Y2, and another denormal exception is detected 
prior to the multiplication of sub-operands X3 and Y3. Because denormal exceptions are masked, the processor 
uses the denormal source values in the multiplications of (XO and YO) and of (X3 and Y3) passing the results of the 
multiplications through to the destination operand. With the denormal operand, the result of the XO and YO compu- 
tation is a normalized finite value, with no exceptions detected. However, the X3 and Y3 computation produces a 
tiny and inexact result. This causes the corresponding internal numeric underflow and inexact-result exception 
flags to be set. 


X3 X2 x1 XO (Denormal) 


Y3 (Denormal) Y2 Y1 YO 


Tiny, Inexact, Finite | wm | Normalized Finite} Normalized Finite 


Figure 11-9. Example Masked Response for Packed Operations 


For the multiplication of X2 and Y2, the processor stores the floating-point - in the destination operand, and sets 
the corresponding internal sub-operand numeric overflow flag. The result of the X1 and Y1 multiplication is passed 
through to the destination operand, with no internal sub-operand exception flags being set. Following the compu- 
tations, the individual sub-operand exceptions flags for denormal operand, numeric underflow, inexact result, and 
numeric overflow are OR’d and the corresponding flags are set in the MXCSR register. 


The net result of this computation is that: 

¢ Multiplication of XO and YO produces a normalized finite result 

¢ Multiplication of X1 and Y1 produces a normalized finite result 

¢ Multiplication of X2 and Y2 produces a floating-point result 

¢ Multiplication of X3 and Y3 produces a tiny, inexact, finite result 


¢ Denormal operand, numeric underflow, numeric underflow, and inexact result flags are set in the MXCSR 
register 


11.5.3.2 Handling Unmasked Exceptions 
If all exceptions are unmasked, the processor: 


1. First detects any pre-computation exceptions: it ORs those exceptions, sets the appropriate exception flags, 
leaves the source and destination operands unaltered, and goes to step 2. If it does not detect any pre- 
computation exceptions, it goes to step 5. 
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2. Checks CR4.0SXMMEXCPT[bit 10]. If this flag is set, the processor goes to step 3; if the flag is clear, it 
generates an invalid-opcode exception (#UD) and makes an implicit call to the invalid-opcode exception 
handler. 


3. Generates a SIMD floating-point exception (#XM) and makes an implicit call to the SIMD floating-point 
exception handler. 


4. If the exception handler is able to fix the source operands that generated the pre-computation exceptions or 
mask the condition in such a way as to allow the processor to continue executing the instruction, the processor 
resumes instruction execution as described in step 5. 


5. Upon returning from the exception handler (or if no pre-computation exceptions were detected), the processor 
checks for post-computation exceptions. If the processor detects any post-computation exceptions: it ORs 
those exceptions, sets the appropriate exception flags, leaves the source and destination operands unaltered, 
and repeats steps 2, 3, and 4. 


6. Upon returning from the exceptions handler in step 4 (or if no post-computation exceptions were detected), the 
processor completes the execution of the instruction. 


The implication of this procedure is that for unmasked exceptions, the processor can generate a SIMD floating- 
point exception (#XM) twice: once if it detects pre-computation exception conditions and a second time if it detects 
post-computation exception conditions. For example, if SIMD floating-point exceptions are unmasked for the 
computation shown in Figure 11-9, the processor would generate one SIMD floating-point exception for denormal 
operand conditions and a second SIMD floating-point exception for overflow and underflow (no inexact result 
exception would be generated because the multiplications of XO and YO and of X1 and Yi are exact). 


11.5.3.3. Handling Combinations of Masked and Unmasked Exceptions 


In situations where both masked and unmasked exceptions are detected, the processor will set exception flags for 
the masked and the unmasked exceptions. However, it will not return masked results until after the processor has 
detected and handled unmasked post-computation exceptions and returned from the exception handler (as in step 
6 above) to finish executing the instruction. 


11.5.4 Handling SIMD Floating-Point Exceptions in Software 


Section 4.9.3, “Typical Actions of a Floating-Point Exception Handler,” shows actions that may be carried out by a 
SIMD floating-point exception handler. The SSE/SSE2/SSE3 state is saved with the FXSAVE instruction (see Section 
11.6.5, “Saving and Restoring the SSE/SSE2 State”). 


11.5.5 Interaction of SIMD and x87 FPU Floating-Point Exceptions 


SIMD floating-point exceptions are generated independently from x87 FPU floating-point exceptions. SIMD 
floating-point exceptions do not cause assertion of the FERR# pin (independent of the value of CRO.NE[bit 5]). 
They ignore the assertion and deassertion of the IGNNE#¥ pin. 


If applications use SSE/SSE2/SSE3 instructions along with x87 FPU instructions (in the same task or program), 
consider the following: 


¢ SIMD floating-point exceptions are reported independently from the x87 FPU floating-point exceptions. SIMD 
and x87 FPU floating-point exceptions can be unmasked independently. Separate x87 FPU and SIMD floating- 
point exception handlers must be provided if the same exception is unmasked for x87 FPU and for 
SSE/SSE2/SSE3 operations. 

¢ The rounding mode specified in the MXCSR register does not affect x87 FPU instructions. Likewise, the rounding 
mode specified in the x87 FPU control word does not affect the SSE/SSE2/SSE3 instructions. To use the same 
rounding mode, the rounding control bits in the MXCSR register and in the x87 FPU control word must be set 
explicitly to the same value. 

¢ The flush-to-zero mode set in the MXCSR register for SSE/SSE2/SSE3 instructions has no counterpart in the 
x87 FPU. For compatibility with the x87 FPU, set the flush-to-zero bit to 0. 
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¢ The denormals-are-zeros mode set in the MXCSR register for SSE/SSE2/SSE3 instructions has no counterpart 
in the x87 FPU. For compatibility with the x87 FPU, set the denormals-are-zeros bit to 0. 


¢ An application that expects to detect x87 FPU exceptions that occur during the execution of x87 FPU instruc- 
tions will not be notified if exceptions occurs during the execution of corresponding SSE/SSE2/SSE3? instruc- 
tions, unless the exception masks that are enabled in the x87 FPU control word have also been enabled in the 
MXCSR register and the application is capable of handling SIMD floating-point exceptions (#XM). 


— Masked exceptions that occur during an SSE/SSE2/SSE3 library call cannot be detected by unmasking the 
exceptions after the call (in an attempt to generate the fault based on the fact that an exception flag is set). 
A SIMD floating-point exception flag that is set when the corresponding exception is unmasked will not 
generate a fault; only the next occurrence of that unmasked exception will generate a fault. 


— An application which checks the x87 FPU status word to determine if any masked exception flags were set 
during an x87 FPU library call will also need to check the MXCSR register to detect a similar occurrence of a 
masked exception flag being set during an SSE/SSE2/SSE3 library call. 


11.6 WRITING APPLICATIONS WITH SSE/SSE2 EXTENSIONS 


The following sections give some guidelines for writing application programs and operating-system code that uses 
the SSE and SSE2 extensions. Because SSE and SSE2 extensions share the same state and perform companion 
operations, these guidelines apply to both sets of extensions. 


Chapter 13 in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, discusses the inter- 
face to the processor for context switching as well as other operating system considerations when writing code that 
uses SSE/SSE2/SSE3 extensions. 


11.6.1 General Guidelines for Using SSE/SSE2 Extensions 


The following guidelines describe how to take full advantage of the performance gains available with the SSE and 
SSE2 extensions: 


¢ Ensure that the processor supports the SSE and SSE2 extensions. 


¢ Ensure that your operating system supports the SSE and SSE2 extensions. (Operating system support for the 
SSE extensions implies support for SSE2 extension and vice versa.) 


¢ Use stack and data alignment techniques to keep data properly aligned for efficient memory use. 
¢ Use the non-temporal store instructions offered with the SSE and SSE2 extensions. 


¢ Employ the optimization and scheduling techniques described in the Intel Pentium 4 Optimization Reference 
Manual (see Section 1.4, “Related Literature,” for the order number for this manual). 


11.6.2 Checking for SSE/SSE2 Support 


Before an application attempts to use the SSE and/or SSE2 extensions, it should check that they are present on the 
processor: 


1. Check that the processor supports the CPUID instruction. Bit 21 of the EFLAGS register can be used to check 
processor’s support the CPUID instruction. 


2. Check that the processor supports the SSE and/or SSE2 extensions (true if CPUID.OLH:EDX.SSE[bit 25] = 1 
and/or CPUID.01H:EDX.SSE2[bit 26] = 1). 


Operating system must provide system level support for handling SSE state, exceptions before an application can 
use the SSE and/or SSE2 extensions (see Chapter 13 in the Intel® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 3A). 


1. SSE€3 refers to ADDSUBPD, ADDSUBPS, HADDPD, HADDPS, HSUBPD and HSUBPS; the only other SSE3 instruction that can raise 
floating-point exceptions is FISTTP: it can generate x87 FPU invalid operation and inexact result exceptions. 
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If the processor attempts to execute an unsupported SSE or SSE2 instruction, the processor will generate an 
invalid-opcode exception (#UD). If an operating system did not provide adequate system level support for SSE, 
executing an SSE or SSE2 instructions can also generate #UD. 


11.6.3. Checking for the DAZ Flag in the MXCSR Register 


The denormals-are-zero flag in the MXCSR register is available in most of the Pentium 4 processors and in the Intel 
Xeon processor, with the exception of some early steppings. To check for the presence of the DAZ flag in the MKCSR 
register, do the following: 


1. Establish a 512-byte FXSAVE area in memory. 
2. Clear the FXSAVE area to all Os. 


3. Execute the FXSAVE instruction, using the address of the first byte of the cleared FXSAVE area as a source 
operand. See “FXSAVE—Save x87 FPU, MMX, SSE, and SSE2 State” in Chapter 3 of the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 2A, for a description of the FXSAVE instruction and the 
layout of the FXSAVE image. 


4. Check the value in the MKCSR_MASK field in the FXSAVE image (bytes 28 through 31). 


— If the value of the MXCSR_MASK field is OOOOOO00H, the DAZ flag and denormals-are-zero mode are not 
supported. 


— If the value of the MXCSR_MASK field is non-zero and bit 6 is set, the DAZ flag and denormals-are-zero 
mode are supported. 


If the DAZ flag is not supported, then it is a reserved bit and attempting to write a 1 to it will cause a general- 
protection exception (#GP). See Section 11.6.6, “Guidelines for Writing to the MXCSR Register,” for general guide- 
lines for preventing general-protection exceptions when writing to the MXCSR register. 


11.6.4 Initialization of SSE/SSE2 Extensions 


The SSE and SSE2 state is contained in the XMM and MXCSR registers. Upon a hardware reset of the processor, this 
state is initialized as follows (see Table 11-2): 


¢ All SIMD floating-point exceptions are masked (bits 7 through 12 of the MXCSR register is set to 1). 

¢ All SIMD floating-point exception flags are cleared (bits 0 through 5 of the MXCSR register is set to 0). 
¢ The rounding control is set to round-nearest (bits 13 and 14 of the MXCSR register are set to OOB). 

¢ The flush-to-zero mode is disabled (bit 15 of the MXCSR register is set to 0). 


¢ The denormals-are-zeros mode is disabled (bit 6 of the MXCSR register is set to 0). If the denormals-are-zeros 
mode is not supported, this bit is reserved and will be set to 0 on initialization. 


¢ Each of the XMM registers is cleared (set to all zeros). 


Table 11-2. SSE and SSE2 State Following a Power-up/Reset or INIT 


Registers Power-Up or Reset INIT 
XMMO through XMM7 +0.0 Unchanged 
MXCSR 1F80H Unchanged 


If the processor is reset by asserting the INIT# pin, the SSE and SSE2 state is not changed. 


11.6.5 Saving and Restoring the SSE/SSE2 State 


The FXSAVE instruction saves the x87 FPU, MMX, SSE and SSE2 states (which includes the contents of eight XMM 
registers and the MXCSR registers) in a 512-byte block of memory. The FXRSTOR instruction restores the saved 
SSE and SSE2 state from memory. See the FXSAVE instruction in Chapter 3 of the Inte/® 64 and IA-32 Architec- 
tures Software Developer’s Manual, Volume 2A, for the layout of the 512-byte state block. 
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In addition to saving and restoring the SSE and SSE2 state, FXSAVE and FXRSTOR also save and restore the x87 
FPU state (because MMX registers are aliased to the x87 FPU data registers this includes saving and restoring the 
MMX state). For greater code efficiency, it is suggested that FXSAVE and FXRSTOR be substituted for the FSAVE, 
FNSAVE and FRSTOR instructions in the following situations: 


¢ When a context switch is being made in a multitasking environment 
® During calls and returns from interrupt and exception handlers 


In situations where the code is switching between x87 FPU and MMX technology computations (without a context 
switch or a call to an interrupt or exception), the FSAVE/FNSAVE and FRSTOR instructions are more efficient than 
the FXSAVE and FXRSTOR instructions. 


11.6.6 Guidelines for Writing to the MXCSR Register 


The MXCSR has several reserved bits, and attempting to write a 1 to any of these bits will cause a general-protec- 
tion exception (#GP) to be generated. To allow software to identify these reserved bits, the MKCSR_MASK value is 
provided. Software can determine this mask value as follows: 


1. Establish a 512-byte FXSAVE area in memory. 
2. Clear the FXSAVE area to all Os. 


3. Execute the FXSAVE instruction, using the address of the first byte of the cleared FXSAVE area as a source 
operand. See “FXSAVE—Save x87 FPU, MMX, SSE, and SSE2 State” in Chapter 3 of the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 2A, for a description of FXSAVE and the layout of the 
FXSAVE image. 


4. Check the value in the MKCSR_MASK field in the FXSAVE image (bytes 28 through 31). 


— Ifthe value of the MKCSR_MASK field is OOOOOO00H, then the MXCSR_MASK value is the default value of 
OOOOFFBFH. Note that this value indicates that bit 6 of the MXCSR register is reserved; this setting indicates 
that the denormals-are-zero mode is not supported on the processor. 


— Ifthe value of the MKCSR_MASK field is non-zero, the MKCSR_MASK value should be used as the 
MXCSR_MASK. 


All bits set to 0 in the MKCSR_MASK value indicate reserved bits in the MXCSR register. Thus, if the MKCSR_MASK 
value is AND’d with a value to be written into the MXCSR register, the resulting value will be assured of having all 
its reserved bits set to 0, preventing the possibility of a general-protection exception being generated when the 
value is written to the MXCSR register. 


For example, the default MKCSR_MASK value when OOOOOOOOH is returned in the FXSAVE image is OOOOFFBFH. If 
software AND’s a value to be written to MXCSR register with OOOOFFBFH, bit 6 of the result (the DAZ flag) will be 
ensured of being set to 0, which is the required setting to prevent general-protection exceptions on processors that 
do not support the denormals-are-zero mode. 


To prevent general-protection exceptions, the MKCSR_MASK value should be AND’d with the value to be written 
into the MXCSR register in the following situations: 


* Operating system routines that receive a parameter from an application program and then write that value to 
the MXCSR register (either with an FXRSTOR or LDMXCSR instruction) 


¢ Any application program that writes to the MXCSR register and that needs to run robustly on several different 
IA-32 processors 


Note that all bits in the MXCSR_MASK value that are set to 1 indicate features that are supported by the MXCSR 
register; they can be treated as feature flags for identifying processor capabilities. 


11.6.7. —_ Interaction of SSE/SSE2 Instructions with x87 FPU and MMxX Instructions 


The XMM registers and the x87 FPU and MMX registers represent separate execution environments, which has 
certain ramifications when executing SSE, SSE2, MMX, and x87 FPU instructions in the same code module or when 
mixing code modules that contain these instructions: 
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¢ Those SSE and SSE2 instructions that operate only on XMM registers (such as the packed and scalar floating- 
point instructions and the 128-bit SIMD integer instructions) in the same instruction stream with 64-bit SIMD 
integer or x87 FPU instructions without any restrictions. For example, an application can perform the majority 
of its floating-point computations in the XMM registers, using the packed and scalar floating-point instructions, 
and at the same time use the x87 FPU to perform trigonometric and other transcendental computations. 
Likewise, an application can perform packed 64-bit and 128-bit SIMD integer operations together without 
restrictions. 


¢ Those SSE and SSE2 instructions that operate on MMX registers (such as the CVTPS2PI, CVTTPS2PI, CVTPI2PS, 
CVTPD2PI, CVTTPD2PI, CVTPIZ2PD, MOVDQ2Q, MOVQ2DQ, PADDQ, and PSUBQ instructions) can also be 
executed in the same instruction stream as 64-bit SIMD integer or x87 FPU instructions, however, here they are 
subject to the restrictions on the simultaneous use of MMX technology and x87 FPU instructions, which include: 


— Transition from x87 FPU to MMX technology instructions or to SSE or SSE2 instructions that operate on MMX 
registers should be preceded by saving the state of the x87 FPU. 


— Transition from MMX technology instructions or from SSE or SSE2 instructions that operate on MMX 
registers to x87 FPU instructions should be preceded by execution of the EMMS instruction. 


11.6.8 Compatibility of SIMD and x87 FPU Floating-Point Data Types 


SSE and SSE2 extensions operate on the same single-precision and double-precision floating-point data types that 
the x87 FPU operates on. However, when operating on these data types, the SSE and SSE2 extensions operate on 
them in their native format (single-precision or double-precision), in contrast to the x87 FPU which extends them 
to double extended-precision floating-point format to perform computations and then rounds the result back to a 
single-precision or double-precision format before writing results to memory. Because the x87 FPU operates on a 
higher precision format and then rounds the result to a lower precision format, it may return a slightly different 
result when performing the same operation on the same single-precision or double-precision floating-point values 
than is returned by the SSE and SSE2 extensions. The difference occurs only in the least-significant bits of the 
significand. 


11.6.9 Mixing Packed and Scalar Floating-Point and 128-Bit SIMD Integer Instructions and 
Data 


SSE and SSE2 extensions define typed operations on packed and scalar floating-point data types and on 128-bit 
SIMD integer data types, but IA-32 processors do not enforce this typing at the architectural level. They only 
enforce it at the microarchitectural level. Therefore, when a Pentium 4 or Intel Xeon processor loads a packed or 
scalar floating-point operand or a 128-bit packed integer operand from memory into an XMM register, it does not 
check that the actual data being loaded matches the data type specified in the instruction. Likewise, when the 
processor performs an arithmetic operation on the data in an XMM register, it does not check that the data being 
operated on matches the data type specified in the instruction. 


As a general rule, because data typing of SIMD floating-point and integer data types is not enforced at the archi- 
tectural level, it is the responsibility of the programmer, assembler, or compiler to ensure that code enforces data 
typing. Failure to enforce correct data typing can lead to computations that return unexpected results. 


For example, in the following code sample, two packed single-precision floating-point operands are moved from 
memory into XMM registers (using MOVAPS instructions); then a double-precision packed add operation (using the 
ADDPD instruction) is performed on the operands: 


movaps xmm0, [eax] ;€AX register contains pointer to packed 
; single-precision floating-point operand 

movaps xmm1, [ebx] 

addpd xmmo, xmm1 


Pentium 4 and Intel Xeon processors execute these instructions without generating an invalid-operand exception 

(#UD) and will produce the expected results in register XMMO (that is, the high and low 64-bits of each register will 
be treated as a double-precision floating-point value and the processor will operate on them accordingly). Because 
the data types operated on and the data type expected by the ADDPD instruction were inconsistent, the instruction 
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may result in a SIMD floating-point exception (such as numeric overflow [#0] or invalid operation [#I]) being 
generated, but the actual source of the problem (inconsistent data types) is not detected. 


The ability to operate on an operand that contains a data type that is inconsistent with the typing of the instruction 
being executed, permits some valid operations to be performed. For example, the following instructions load a 
packed double-precision floating-point operand from memory to register XMMO, and a mask to register XMM1; 
then they use XORPD to toggle the sign bits of the two packed values in register XMMO. 


movapd xmm0, [eax] ; €AX register contains pointer to packed 
; double-precision floating-point operand 
movaps xmm1,[ebx] ; EBX register contains pointer to packed 
; double-precision floating-point mask 
xorpd xmm0O, xmm1_; XOR operation toggles sign bits using 
; the mask in xmm1 


In this example: XORPS or PXOR can be used in place of XORPD and yield the same correct result. However, 
because of the type mismatch between the operand data type and the instruction data type, a latency penalty will 
be incurred due to implementations of the instructions at the microarchitecture level. 


Latency penalties can also be incurred by using move instructions of the wrong type. For example, MOVAPS and 
MOVAPD can both be used to move a packed single-precision operand from memory to an XMM register. However, 
if MOVAPD is used, a latency penalty will be incurred when a correctly typed instruction attempts to use the data in 
the register. 


Note that these latency penalties are not incurred when moving data from XMM registers to memory. 


11.6.10 Interfacing with SSE/SSE2 Procedures and Functions 


SSE and SSE2 extensions allow direct access to XMM registers. This means that all existing interface conventions 
between procedures and functions that apply to the use of the general-purpose registers (EAX, EBX, etc.) also 
apply to XMM register usage. 


11.6.10.1 Passing Parameters in XMM Registers 


The state of XMM registers is preserved across procedure (or function) boundaries. Parameters can be passed from 
one procedure to another using XMM registers. 


11.6.10.2 Saving XMM Register State on a Procedure or Function Call 


The state of XMM registers can be saved in two ways: using an FXSAVE instruction or a move instruction. FXKSAVE 
saves the state of all XMM registers (along with the state of MXCSR and the x87 FPU registers). This instruction is 
typically used for major changes in the context of the execution environment, such as a task switch. FXRSTOR 
restores the XMM, MXCSR, and x87 FPU registers stored with FXSAVE. 


In cases where only XMM registers must be saved, or where selected XMM registers need to be saved, move 
instructions (MOVAPS, MOVUPS, MOVSS, MOVAPD, MOVUPD, MOVSD, MOVDQA, and MOVDQU) can be used. 
These instructions can also be used to restore the contents of XMM registers. To avoid performance degradation 
when saving XMM registers to memory or when loading XMM registers from memory, be sure to use the appropri- 
ately typed move instructions. 


The move instructions can also be used to save the contents of XMM registers on the stack. Here, the stack pointer 
(in the ESP register) can be used as the memory address to the next available byte in the stack. Note that the stack 
pointer is not automatically incremented when using a move instruction (as it is with PUSH). 


A move-instruction procedure that saves the contents of an XMM register to the stack is responsible for decre- 
menting the value in the ESP register by 16. Likewise, a move-instruction procedure that loads an XMM register 
from the stack needs also to increment the ESP register by 16. To avoid performance degradation when moving the 
contents of XMM registers, use the appropriately typed move instructions. 
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Use the LDMXCSR and STMXCSR instructions to save and restore, respectively, the contents of the MXCSR register 
on a procedure call and return. 


11.6.10.3 Caller-Save Recommendation for Procedure and Function Calls 


When making procedure (or function) calls from SSE or SSE2 code, a caller-save convention is recommended for 
saving the state of the calling procedure. Using this convention, any register whose content must survive intact 
across a procedure call must be stored in memory by the calling procedure prior to executing the call. 


The primary reason for using the caller-save convention is to prevent performance degradation. XMM registers can 
contain packed or scalar double-precision floating-point, packed single-precision floating-point, and 128-bit packed 
integer data types. The called procedure has no way of knowing the data types in XMM registers following a call; so 
it is unlikely to use the correctly typed move instruction to store the contents of XMM registers in memory or to 
restore the contents of XMM registers from memory. 


As described in Section 11.6.9, “Mixing Packed and Scalar Floating-Point and 128-Bit SIMD Integer Instructions 
and Data,” executing a move instruction that does not match the type for the data being moved to/from XMM regis- 
ters will be carried out correctly, but can lead to a greater instruction latency. 


11.6.11 Updating Existing MMX Technology Routines Using 128-Bit SIMD Integer Instructions 


SSE2 extensions extend all 64-bit MMX SIMD integer instructions to operate on 128-bit SIMD integers using XMM 
registers. The extended 128-bit SIMD integer instructions operate like the 64-bit SIMD integer instructions; this 
simplifies the porting of MMX technology applications. However, there are considerations: 


* To take advantage of wider 128-bit SIMD integer instructions, MMX technology code must be recompiled to 
reference the XMM registers instead of MMX registers. 


* Computation instructions that reference memory operands that are not aligned on 16-byte boundaries should 
be replaced with an unaligned 128-bit load (MOVUDQ instruction) followed by a version of the same 
computation operation that uses register instead of memory operands. Use of 128-bit packed integer 
computation instructions with memory operands that are not 16-byte aligned results in a general protection 
exception (#GP). 


° Extension of the PSHUFW instruction (shuffle word across 64-bit integer operand) across a full 128-bit operand 
is emulated by a combination of the following instructions: PGHUFHW, PSHUFLW, and PSHUFD. 


e  =Use of the 64-bit shift by bit instructions (PSRLQ, PSLLQ) can be extended to 128 bits in either of two ways: 
— Use of PSRLQ and PSLLQ, along with masking logic operations. 
— Rewriting the code sequence to use PSRLDQ and PSLLDQ (shift double quadword operand by bytes) 


¢ Loop counters need to be updated, since each 128-bit SIMD integer instruction operates on twice the amount 
of data as its 64-bit SIMD integer counterpart. 


11.6.12 Branching on Arithmetic Operations 


There are no condition codes in SSE or SSE2 states. A packed-data comparison instruction generates a mask which 
can then be transferred to an integer register. The following code sequence provides an example of how to perform 
a conditional branch, based on the result of an SSE2 arithmetic operation. 


cmppd XMMO, XMM1 ; generates a mask in XMMO 
movmskpd EAX, XMMO ;moves a 2 bit mask to eax 
test EAX, 0 ; compare with desired result 
jne BRANCH TARGET 


The COMISD and UCOMISD instructions update the EFLAGS as the result of a scalar comparison. A conditional 
branch can then be scheduled immediately following COMISD/UCOMISD. 
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11.6.13 Cacheability Hint Instructions 


SSE and SSE2 cacheability control instructions enable the programmer to control prefetching, caching, loading and 
storing of data. When correctly used, these instructions improve application performance. 


To make efficient use of the processor’s super-scalar microarchitecture, a program needs to provide a steady 
stream of data to the executing program to avoid stalling the processor. PREFETCHA instructions minimize the 
latency of data accesses in performance-critical sections of application code by allowing data to be fetched into the 
processor cache hierarchy in advance of actual usage. 


PREFETCHA instructions do not change the user-visible semantics of a program, although they may affect perfor- 
mance. The operation of these instructions is implementation-dependent. Programmers may need to tune code for 
each IA-32 processor implementation. Excessive usage of PREFETCHhA instructions may waste memory bandwidth 
and reduce performance. For more detailed information on the use of prefetch hints, refer to Chapter 7, “Opti- 
mizing Cache Usage,”, in the Inte/® 64 and IA-32 Architectures Optimization Reference Manual. 


The non-temporal store instructions (MOVNTI, MOVNTPD, MOVNTPS, MOVNTDQ, MOVNTQ, MASKMOVQ, and 
MASKMOVDQU) minimize cache pollution when writing non-temporal data to memory (see Section 10.4.6.1, 
“Cacheability Control Instructions” and Section 10.4.6.2, “Caching of Temporal vs. Non-Temporal Data”). They 
prevent non-temporal data from being written into processor caches on a store operation. 


Besides reducing cache pollution, the use of weakly-ordered memory types can be important under certain data 
sharing relationships, such as a producer-consumer relationship. The use of weakly ordered memory can make the 
assembling of data more efficient; but care must be taken to ensure that the consumer obtains the data that the 
producer intended. Some common usage models that may be affected in this way by weakly-ordered stores are: 


¢ Library functions that use weakly ordered memory to write results 
* Compiler-generated code that writes weakly-ordered results 
° Hand-crafted code 


The degree to which a consumer of data knows that the data is weakly ordered can vary for these cases. As a 
result, the SFENCE or MFENCE instruction should be used to ensure ordering between routines that produce 
weakly-ordered data and routines that consume the data. SFENCE and MFENCE provide a performance-efficient 
way to ensure ordering by guaranteeing that every store instruction that precedes SFENCE/MFENCE in program 
order is globally visible before a store instruction that follows the fence. 


11.6.14 Effect of Instruction Prefixes on the SSE/SSE2 Instructions 


Table 11-3 describes the effects of instruction prefixes on SSE and SSE2 instructions. (Table 11-3 also applies to 

SIMD integer and SIMD floating-point instructions in SSE3.) Unpredictable behavior can range from prefixes being 
treated as a reserved operation on one generation of IA-32 processors to generating an invalid opcode exception 
on another generation of processors. 


See also “Instruction Prefixes” in Chapter 2 of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2A, for complete description of instruction prefixes. 


NOTE 


Some SSE/SSE2/SSE3 instructions have two-byte opcodes that are either 2 bytes or 3 bytes in 
length. Two-byte opcodes that are 3 bytes in length consist of: a mandatory prefix (F2H, F3H, or 
66H), OFH, and an opcode byte. See Table 11-3. 
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Table 11-3. Effect of Prefixes on SSE, SSE2, and SSE3 Instructions 


Prefix Type Effect on SSE, SSE2 and SSE3 Instructions 
Address Size Prefix (67H) Affects instructions with a memory operand. 
Reserved for instructions without a memory operand and may result in unpredictable 
behavior. 
Operand Size (66H) Reserved and may result in unpredictable behavior. 
Segment Override Affects instructions with a memory operand. 
(2EH,36H,3EH,26H,64H,65H) 


Reserved for instructions without a memory operand and may result in unpredictable 
behavior. 


Repeat Prefixes (F2H and F3H) 


Reserved and may result in unpredictable behavior. 


Lock Prefix (FOH) 


Reserved; generates invalid opcode exception (HUD). 


Branch Hint Prefixes(E2H and E3H) 


Reserved and may result in unpredictable behavior. 
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CHAPTER 12 
PROGRAMMING WITH INTEL® SSE3, SSSE3, 
INTEL® SSE4 AND INTEL® AESNI 


This chapter describes SSE3, SSSE3, SSE4 and provides information to assist in writing application programs that 
use these extensions. 


AESNI and PCLMLQDQ are instruction extensions targeted to accelerate high-speed block encryption and crypto- 
graphic processing. Section 12.13 covers these instructions and their relationship to the Advanced Encryption 
Standard (AES). 


12.1 PROGRAMMING ENVIRONMENT AND DATA TYPES 


The programming environment for using SSE3, SSSE3, and SSE4 is unchanged from those shown in Figure 3-1 and 
Figure 3-2. SSE3, SSSE3, and SSE4 do not introduce new data types. XMM registers are used to operate on packed 
integer data, single-precision floating-point data, or double-precision floating-point data. 


One SSE3 instruction uses the x87 FPU for x87-style programming. There are two SSE3 instructions that use the 
general registers for thread synchronization. The MXCSR register governs SIMD floating-point operations. Note, 
however, that the x87FPU control word does not affect the SSE3 instruction that is executed by the x87 FPU 
(FISTTP), other than by unmasking an invalid operand or inexact result exception. 


SSE4 instructions do not use MMX registers. The majority of SSE4.2! instructions and SSE4.1 instructions operate 
on XMM registers. 


12.1.1 SSE3, SSSE3, SSE4 in 64-Bit Mode and Compatibility Mode 


In compatibility mode, SSE3, SSSE3, and SSE4 function like they do in protected mode. In 64-bit mode, eight addi- 
tional XMM registers are accessible. Registers XMM8-XMM15 are accessed by using REX prefixes. 


Memory operands are specified using the ModR/M, SIB encoding described in Section 3.7.5. 


Some SSE3, SSSE3, and SSE4 instructions may be used to operate on general-purpose registers. Use the REX.W 
prefix to access 64-bit general-purpose registers. Note that if a REX prefix is used when it has no meaning, the 
prefix is ignored. 


12.1.2 Compatibility of SSE3/SSSE3 with MMX Technology, the x87 FPU Environment, and 
SSE/SSE2 Extensions 
SSE3, SSSE3, and SSE4 do not introduce any new state to the Intel 64 and IA-32 execution environments. 


For SIMD and x87 programming, the FXSAVE and FXRSTOR instructions save and restore the architectural states 
of XMM, MXCSR, x87 FPU, and MMX registers. The MONITOR and MWAIT instructions use general purpose registers 
on input, they do not modify the content of those registers. 


12.1.3. Horizontal and Asymmetric Processing 


Many SSE/SSE2/SSE3/SSSE3 instructions accelerate SIMD data processing using a model referred to as vertical 
computation. Using this model, data flow is vertical between the data elements of the inputs and the output. 


Figure 12-1 illustrates the asymmetric processing of the SSE3 instruction ADDSUBPD. Figure 12-2 illustrates the 
horizontal data movement of the SSE3 instruction HADDPD. 


1. Although the presence of CRC32 support is enumerated by CPUID.01:ECX[SSE4.2] = 1, CRC32 operates on general purpose regis- 
ters. 
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Figure 12-1. Asymmetric Processing in ADDSUBPD 
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Figure 12-2. Horizontal Data Movement in HADDPD 


12.2 OVERVIEW OF SSE3 INSTRUCTIONS 


SSE3 extensions include 13 instructions. See: 


® Section 12.3, “SSE3 Instructions,” provides an introduction to individual SSE3 instructions. 
° Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A & 2B, provide detailed 


information on individual instructions. 


¢ Chapter 13, “System Programming for Instruction Set Extensions and Processor Extended States,” in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, gives guidelines for integrating 


SSE/SSE2/SSE3 extensions into an operating-system environment. 


12.3. SSE3 INSTRUCTIONS 


SSE3 instructions are grouped as follows: 
¢ ~=x87 FPU instruction 


— One instruction that improves x87 FPU floating-point to integer conversion 


¢ SIMD integer instruction 
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— One instruction that provides a specialized 128-bit unaligned data load 
¢ SIMD floating-point instructions 

— Three instructions that enhance LOAD/MOVE/DUPLICATE performance 

— ‘Two instructions that provide packed addition/subtraction 

— Four instructions that provide horizontal addition/subtraction 
¢ Thread synchronization instructions 

— Two instructions that improve synchronization between multi-threaded agents 
The instructions are discussed in more detail in the following paragraphs. 


12.3.1. x87 FPU Instruction for Integer Conversion 


The FISTTP instruction (x87 FPU Store Integer and Pop with Truncation) behaves like FISTP, but uses truncation 
regardless of what rounding mode is specified in the x87 FPU control word. The instruction converts the top of stack 
(STO) to integer with rounding to and pops the stack. 


The FISTTP instruction is available in three precisions: short integer (word or 16-bit), integer (double word or 32- 
bit), and long integer (64-bit). With FISTTP, applications no longer need to change the FCW when truncation is 
required. 


12.3.2 SIMD Integer Instruction for Specialized 128-bit Unaligned Data Load 


The LDDQU instruction is a special 128-bit unaligned load designed to avoid cache line splits. If the address of a 16- 
byte load is on a 16-byte boundary, LDQQU loads the bytes requested. If the address of the load is not aligned on 
a 16-byte boundary, LDDQU loads a 32-byte block starting at the 16-byte aligned address immediately below the 
load request. It then extracts the requested 16 bytes. 


The instruction provides significant performance improvement on 128-bit unaligned memory accesses at the cost 
of some usage model restrictions. 


12.3.3. SIMD Floating-Point Instructions That Enhance LOAD/MOVE/DUPLICATE Performance 
The MOVSHDUP instruction loads/moves 128-bits, duplicating the second and fourth 32-bit data elements. 
¢ MOVSHDUP OperandA, OperandB 
— OperandA (128 bits, four data elements): 33, 23, 1a, O3 
— OperandB (128 bits, four data elements): 3p, 2p, 1p, Op 
— Result (stored in OperandA): 3p, 3p, 1b, 1p 
The MOVSLDUP instruction loads/moves 128-bits, duplicating the first and third 32-bit data elements. 
¢ MOVSLDUP OperandA, OperandB 
— OperandA (128 bits, four data elements): 33, 23, 1a, 03 
— OperandB (128 bits, four data elements): 3p, 2p, 1b, Op 
— Result (stored in OperandA): 25, 2p, Op, Op 
The MOVDDUP instruction loads/moves 64-bits; duplicating the 64 bits from the source. 
¢ MOVDDUP OperandA, OperandB 
— OperandA (128 bits, two data elements): 1,, 0, 
— OperandB (64 bits, one data element): O, 
— Result (stored in OperandA): Op, Op 
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12.3.4 SIMD Floating-Point Instructions Provide Packed Addition/Subtraction 


The ADDSUBPS instruction has two 128-bit operands. The instruction performs single-precision addition on the 
second and fourth pairs of 32-bit data elements within the operands; and single-precision subtraction on the first 
and third pairs. 


¢ ADDSUBPS OperandA, OperandB 
— OperandA (128 bits, four data elements): 33, 23, 13, 0, 
— OperandB (128 bits, four data elements): 3p, 2p, 1p, Op 
— Result (stored in OperandA): 33+3p, 29-2, 1la+1p, 0a-Op 


The ADDSUBPD instruction has two 128-bit operands. The instruction performs double-precision addition on the 
second pair of quadwords, and double-precision subtraction on the first pair. 


¢ ADDSUBPD OperandA, OperandB 
— OperandA (128 bits, two data elements): 1,, 0, 
— OperandB (128 bits, two data elements): 1p, Op 
— Result (stored in OperandA): 13+1p, 03-Op 


12.3.5 SIMD Floating-Point Instructions Provide Horizontal Addition/Subtraction 


Most SIMD instructions operate vertically. This means that the result in position i is a function of the elements in 
position i of both operands. Horizontal addition/subtraction operates horizontally. This means that contiguous data 
elements in the same source operand are used to produce a result. 


The HADDPS instruction performs a single-precision addition on contiguous data elements. The first data element 
of the result is obtained by adding the first and second elements of the first operand; the second element by adding 
the third and fourth elements of the first operand; the third by adding the first and second elements of the second 
operand; and the fourth by adding the third and fourth elements of the second operand. 


¢ HADDPS OperandA, OperandB 
— OperandA (128 bits, four data elements): 33, 23, 1a, Oa 
— OperandB (128 bits, four data elements): 3p, 2p, 1p, Op 
— Result (Stored in OperandA): 3p+2p, 1p+0p, 33+2a, 1a+0a 


The HSUBPS instruction performs a single-precision subtraction on contiguous data elements. The first data 
element of the result is obtained by subtracting the second element of the first operand from the first element of 
the first operand; the second element by subtracting the fourth element of the first operand from the third element 
of the first operand; the third by subtracting the second element of the second operand from the first element of 
the second operand; and the fourth by subtracting the fourth element of the second operand from the third 
element of the second operand. 


¢ HSUBPS OperandA, OperandB 
— OperandA (128 bits, four data elements): 33, 2a, 1a, Oa 
— OperandB (128 bits, four data elements): 3p, 2p, 1p, Op 
— Result (Stored in OperandA): 24-3), Op-1p, 24-34, Oa-1a 


The HADDPD instruction performs a double-precision addition on contiguous data elements. The first data element 
of the result is obtained by adding the first and second elements of the first operand; the second element by adding 
the first and second elements of the second operand. 


¢ HADDPD OperandA, OperandB 
— OperandA (128 bits, two data elements): 1,, 05 
— OperandB (128 bits, two data elements): 1p, Op 
— Result (Stored in OperandA): 1,+0,, 1,+0, 
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The HSUBPD instruction performs a double-precision subtraction on contiguous data elements. The first data 
element of the result is obtained by subtracting the second element of the first operand from the first element of 
the first operand; the second element by subtracting the second element of the second operand from the first 
element of the second operand. 


¢ HSUBPD OperandA OperandB 
— OperandA (128 bits, two data elements): 13, 03 
— OperandB (128 bits, two data elements): 1p, Op 
— Result (Stored in OperandA): Op-1p, 03-15 


12.3.6 Two Thread Synchronization Instructions 
The MONITOR instruction sets up an address range that is used to monitor write-back-stores. 


MWAIT enables a logical processor to enter into an optimized state while waiting for a write-back-store to the 
address range set up by MONITOR. MONITOR and MWAIT require the use of general purpose registers for its input. 
The registers used by MONITOR and MWAIT must be initialized properly; register content is not modified by these 
instructions. 


12.4 WRITING APPLICATIONS WITH SSE3 EXTENSIONS 


The following sections give guidelines for writing application programs and operating-system code that use SSE3 
instructions. 


12.4.1 Guidelines for Using SSE3 Extensions 
The following guidelines describe how to maximize the benefits of using SSE3 extensions: 
° Check that the processor supports SSE3 extensions. 


— Application may need to ensure that the target operating system supports SSE3. (Operating system 
support for the SSE extensions implies sufficient support for SSE2 extensions and SSE3 extensions.) 


¢ Ensure your operating system supports MONITOR and MWAIT. 


¢ Employ the optimization and scheduling techniques described in the Intel® 64 and IA-32 Architectures Optimi- 
zation Reference Manual (see Section 1.4, “Related Literature”). 


12.4.2 Checking for SSE3 Support 


Before an application attempts to use the SIMD subset of SSE3 extensions, the application should follow the steps 
illustrated in Section 11.6.2, “Checking for SSE/SSE2 Support.” Next, use the additional step provided below: 


¢ Check that the processor supports the SIMD and x87 SSE3 extensions (if CPUID.01H:ECX.SSE3[bit 0] = 1). 


An operating systems that provides application support for SSE, SSE2 also provides sufficient application support 
for SSE3. To use FISTTP, software only needs to check support for SSE3. 


In the initial implementation of MONITOR and MWAIT, these two instructions are available to ring 0 and condition- 
ally available at ring level greater than 0. Before an application attempts to use the MONITOR and MWAIT instruc- 
tions, the application should use the following steps: 


1. Check that the processor supports MONITOR and MWAIT. If CPUID.01H:ECX.MONITOR[bit 3] = 1, MONITOR 
and MWAIT are available at ring 0. 


2. Query the smallest and largest line size that MONITOR uses. Use CPUID.05H:EAX.smallest[bits 
15:0];EBX.largest[bits15:0]. Values are returned in bytes in EAX and EBX. 


3. Ensure the memory address range(s) that will be supplied to MONITOR meets memory type requirements. 
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MONITOR and MWAIT are targeted for system software that supports efficient thread synchronization, See Chapter 
13 in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A for details. 


12.4.3. Enable FTZ and DAZ for SIMD Floating-Point Computation 


Enabling the FTZ and DAZ flags in the MXCSR register is likely to accelerate SIMD floating-point computation where 
strict compliance to the IEEE standard 754-1985 is not required. The FTZ flag is available to Intel 64 and IA-32 
processors that support the SSE; DAZ is available to Intel 64 processors and to most IA-32 processors that support 
SSE/SSE2/SSE3. 


Software can detect the presence of DAZ, modify the MXCSR register, and save and restore state information by 
following the techniques discussed in Section 11.6.3 through Section 11.6.6. 


12.4.4 Programming SSE3 with SSE/SSE2 Extensions 


SIMD instructions in SSE3 extensions are intended to complement the use of SSE/SSE2 in programming SIMD 
applications. Application software that intends to use SSE3 instructions should also check for the availability of 
SSE/SSE2 instructions. 


The FISTTP instruction in SSE3 is intended to accelerate x87 style programming where performance is limited by 
frequent floating-point conversion to integers; this happens when the x87 FPU control word is modified frequently. 
Use of FISTTP can eliminate the need to access the x87 FPU control word. 


12.5 OVERVIEW OF SSSE3 INSTRUCTIONS 

SSSE3 provides 32 instructions to accelerate a variety of multimedia and signal processing applications employing 
SIMD integer data. See: 

® Section 12.6, “SSSE3 Instructions,” provides an introduction to individual SSSE3 instructions. 


° Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A & 2B, provide detailed 
information on individual instructions. 


¢ Chapter 13, “System Programming for Instruction Set Extensions and Processor Extended States,” in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, gives guidelines for integrating 
SSE/SSE2/SSE3/SSSE3 extensions into an operating-system environment. 


12.6 SSSE3 INSTRUCTIONS 


SSSE3 instructions include: 

° Twelve instructions that perform horizontal addition or subtraction operations. 

¢ Six instructions that evaluate the absolute values. 

¢* Two instructions that perform multiply and add operations and speed up the evaluation of dot products. 

¢ Two instructions that accelerate packed-integer multiply operations and produce integer values with scaling. 
° Two instructions that perform a byte-wise, in-place shuffle according to the second shuffle control operand. 


¢ Six instructions that negate packed integers in the destination operand if the signs of the corresponding 
element in the source operand is less than zero. 


¢ Two instructions that align data from the composite of two operands. 


The operands of these instructions are packed integers of byte, word, or double word sizes. The operands are 
stored as 64 or 128 bit data in MMX registers, XMM registers, or memory. 


The instructions are discussed in more detail in the following paragraphs. 
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12.6.1 Horizontal Addition/Subtraction 


In analogy to the packed, floating-point horizontal add and subtract instructions in SSE3, SSSE3 offers similar 
capabilities on packed integer data. Data elements of signed words, doublewords are supported. Saturated version 
for horizontal add and subtract on signed words are also supported. The horizontal data movement of PHADD is 
shown in Figure 12-3. 


—¢ 


Y2+Y3 | YO+Y1 | X2 + X3 | XO + X1 


Figure 12-3. Horizontal Data Movement in PHADDD 


There are six horizontal add instructions (represented by three mnemonics); three operate on 128-bit operands 
and three operate on 64-bit operands. The width of each data element is either 16 bits or 32 bits. The mnemonics 
are listed below. 


¢ PHADDW adds two adjacent, signed 16-bit integers horizontally from the source and destination operands and 
packs the signed 16-bit results to the destination operand. 


¢ PHADDSW adds two adjacent, signed 16-bit integers horizontally from the source and destination operands 
and packs the signed, saturated 16-bit results to the destination operand. 


¢ PHADDD adds two adjacent, signed 32-bit integers horizontally from the source and destination operands and 
packs the signed 32-bit results to the destination operand. 


There are six horizontal subtract instructions (represented by three mnemonics); three operate on 128-bit oper- 
ands and three operate on 64-bit operands. The width of each data element is either 16 bits or 32 bits. These are 
listed below. 


¢ PHSUBW performs horizontal subtraction on each adjacent pair of 16-bit signed integers by subtracting the 
most significant word from the least significant word of each pair in the source and destination operands. The 
signed 16-bit results are packed and written to the destination operand. 


¢ PHSUBSW performs horizontal subtraction on each adjacent pair of 16-bit signed integers by subtracting the 
most significant word from the least significant word of each pair in the source and destination operands. The 
signed, saturated 16-bit results are packed and written to the destination operand. 


¢ PHSUBD performs horizontal subtraction on each adjacent pair of 32-bit signed integers by subtracting the 
most significant doubleword from the least significant double word of each pair in the source and destination 
operands. The signed 32-bit results are packed and written to the destination operand. 


12.6.2 Packed Absolute Values 


There are six packed-absolute-value instructions (represented by three mnemonics). Three operate on 128-bit 
operands and three operate on 64-bit operands. The widths of data elements are 8 bits, 16 bits or 32 bits. The 
absolute value of each data element of the source operand is stored as an UNSIGNED result in the destination 

operand. 


¢ PABSB computes the absolute value of each signed byte data element. 
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¢ PABSW computes the absolute value of each signed 16-bit data element. 
¢ PABSD computes the absolute value of each signed 32-bit data element. 


12.6.3. Multiply and Add Packed Signed and Unsigned Bytes 


There are two multiply-and-add-packed-signed-unsigned-byte instructions (represented by one mnemonic). One 
operates on 128-bit operands and the other operates on 64-bit operands. Multiplications are performed on each 
vertical pair of data elements. The data elements in the source operand are signed byte values, the input data 
elements of the destination operand are unsigned byte values. 


¢ PMADDUBSW multiplies each unsigned byte value with the corresponding signed byte value to produce an 
intermediate, 16-bit signed integer. Each adjacent pair of 16-bit signed values are added horizontally. The 
signed, saturated 16-bit results are packed to the destination operand. 


12.6.4 Packed Multiply High with Round and Scale 


There are two packed-multiply-high-with-round-and-scale instructions (represented by one mnemonic). One oper- 
ates on 128-bit operands and the other operates on 64-bit operands. 


¢ PMULHRSW multiplies vertically each signed 16-bit integer from the destination operand with the corre- 
sponding signed 16-bit integer of the source operand, producing intermediate, signed 32-bit integers. Each 
intermediate 32-bit integer is truncated to the 18 most significant bits. Rounding is always performed by adding 
1 to the least significant bit of the 18-bit intermediate result. The final result is obtained by selecting the 16 bits 
immediately to the right of the most significant bit of each 18-bit intermediate result and packed to the 
destination operand. 


12.6.5 Packed Shuffle Bytes 


There are two packed-shuffle-bytes instructions (represented by one mnemonic). One operates on 128-bit oper- 
ands and the other operates on 64-bit operands. The shuffle operations are performed bytewise on the destination 
operand using the source operand as a control mask. 


¢ PSHUFB permutes each byte in place, according to a shuffle control mask. The least significant three or four bits 
of each shuffle control byte of the control mask form the shuffle index. The shuffle mask is unaffected. If the 
most significant bit (bit 7) of a shuffle control byte is set, the constant zero is written in the result byte. 


12.6.6 Packed Sign 


There are six packed-sign instructions (represented by three mnemonics). Three operate on 128-bit operands and 
three operate on 64-bit operands. The widths of each data element for these instructions are 8 bit, 16 bit or 32 bit 
signed integers. 


¢ PSIGNB/W/D negates each signed integer element of the destination operand if the sign of the corresponding 
data element in the source operand is less than zero. 


12.6.7. Packed Align Right 


There are two packed-align-right instructions (represented by one mnemonic). One operates on 128-bit operands 
and the other operates on 64-bit operands. These instructions concatenate the destination and source operand into 
a composite, and extract the result from the composite according to an immediate constant. 


¢ PALIGNR’s source operand is appended after the destination operand forming an intermediate value of twice 
the width of an operand. The result is extracted from the intermediate value into the destination operand by 
selecting the 128-bit or 64-bit value that are right-aligned to the byte offset specified by the immediate value. 
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12.7. WRITING APPLICATIONS WITH SSSE3 EXTENSIONS 


The following sections give guidelines for writing application programs and operating-system code that use SSSE3 
instructions. 


12.7.1 Guidelines for Using SSSE3 Extensions 


The following guidelines describe how to maximize the benefits of using SSSE3 extensions: 
° Check that the processor supports SSSE3 extensions. 


¢ Ensure that your operating system supports SSE/SSE2/SSE3/SSSE3 extensions. (Operating system support 
for the SSE extensions implies sufficient support for SSE2, SSE3, and SSSE3.) 


¢ Employ the optimization and scheduling techniques described in the Intel® 64 and IA-32 Architectures Optimi- 
zation Reference Manual (see Section 1.4, “Related Literature”). 


12.7.2 Checking for SSSE3 Support 

Before an application attempts to use the SSSE3 extensions, the application should follow the steps illustrated in 
Section 11.6.2, “Checking for SSE/SSE2 Support.” Next, use the additional step provided below: 

° Check that the processor supports SSSE3 (if CPUID.01H:ECX.SSSE3[bit 9] = 1). 


12.8 SSE3/SSSE3 AND SSE4 EXCEPTIONS 


SSE3, SSSE3, and SSE4 instructions can generate the same type of memory-access and non-numeric exceptions 
as other Intel 64 or IA-32 instructions. Existing exception handlers generally handle these exceptions without code 
modification. 


FISTTP can generate floating-point exceptions. Some SSE3 instructions can also generate SIMD floating-point 
exceptions. 


SSE3 additions and changes are noted in the following sections. See also: Section 11.5, “SSE, SSE2, and SSE3 
Exceptions”. 


12.8.1 Device Not Available (DNA) Exceptions 


SSE3, SSSE3, and SSE4 will cause a DNA Exception (#NM) if the processor attempts to execute an SSE3 instruc- 
tion while CRO.TS[bit 3] = 1. If CPUID.OLH:ECX.SSE3[bit 0] = 0, execution of an SSE3 extension will cause an 
invalid opcode fault regardless of the state of CRO.TS[bit 3]. 


Similarly, an attempt to execute an SSSE3 instruction on a processor that reports CPUID.01H:ECX.SSSE3[bit 9] = 
0 will cause an invalid opcode fault regardless of the state of CRO.TS[bit 3]. An attempt to execute an SSE4.1 
instruction on a processor that reports CPUID.O1H:ECX.SSE4_1[bit 19] = 0 will cause an invalid opcode fault 
regardless of the state of CRO.TS[bit 3]. 


An attempt to execute PCMPGTQ or any one of the four string processing instructions in SSE4.2 on a processor that 
reports CPUID.O1H:ECX.SSSE3[bit 20] = 0 will cause an invalid opcode fault regardless of the state of 
CRO.TS[bit 3]. CRC32 and POPCNT do not cause #NM. 


12.8.2 Numeric Error flag and IGNNE# 


Most SSE3 instructions ignore CRO.NE[bit 5] (treats it as if it were always set) and the IGNNE# pin. With one 
exception, all use the exception 19 (#XM) software exception for error reporting. The exception is FISTTP; it 
behaves like other x87-FP instructions. 


SSSE3 instructions ignore CRO.NE[bit 5] (treats it as if it were always set) and the IGNNE# pin. 
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SSSE3 instructions do not cause floating-point errors. Floating-point numeric errors for SSE4.1 are described in 
Section 12.8.4. SSE4.2 instructions do not cause floating-point errors. 


12.8.3 Emulation 


CRO.EM is used by some software to emulate x87 floating-point instructions, CRO.EM[bit 2] cannot be used for 
emulation of SSE, SSE2, SSE3, SSSE3, and SSE4. If an SSE3, SSSE3, and SSE4 instruction executes with 
CRO.EM[bit 2] set, an invalid opcode exception (INT 6) is generated instead of a device not available exception (INT 
7). 


12.8.4 IEEE 754 Compliance of SSE4.1 Floating-Point Instructions 


The six SSE4.1 instructions that perform floating-point arithmetic are: 


* DPPS 
* DPPD 
* ROUNDPS 
* ROUNDPD 
* ROUNDSS 
* ROUNDSD 


Dot Product operations are not specified in IEEE-754. When neither FTZ nor DAZ are enabled, the dot product 
instructions resemble sequences of IEEE-754 multiplies and adds (with rounding at each stage), except that the 
treatment of input NaN’s is implementation specific (there will be at least one NaN in the output). The input select 
fields (bits imm8[4:7]) force input elements to +0.0f prior to the first multiply and will suppress input exceptions 
that would otherwise have been be generated. 


As a convenience to the exception handler, any exceptions signaled from DPPS or DPPD leave the destination 
unmodified. 


Round operations signal invalid and precision only. 


Table 12-1. SIMD numeric exceptions signaled by SSE4.1 


DPPS DPPD ROUNDPS ROUNDPD 
ROUNDSS ROUNDSD 

Overflow X X 
Underflow X X 
Invalid X X X @) X @) 
Inexact Precision X Xx X (2) X 2) 
Denormal X X 
NOTE: 


1. Invalid is signaled only if Src = SNaN. 
2. Precision is ignored (regardless of the MXCSR precision mask) if if imm8[3] = ‘1’. 


The other SSE4.1 instructions with floating-point arguments (BLENDPS, BLENDPD, BLENDVPS, BLENDVPD, 
INSERTPS, EXTRACTPS) do not signal any SIMD numeric exceptions. 


12.9 SSE4 OVERVIEW 


SSE4 comprises two sets of extensions: SSE4.1 and SSE4.2. SSE4.1 is targeted to improve the performance of 
media, imaging, and 3D workloads. SSE4.1 adds instructions that improve compiler vectorization and significantly 
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increase support for packed dword computation. The technology also provides a hint that can improve memory 
throughput when reading from uncacheable WC memory type. 


The 47 SSE4.1 instructions include: 

® Two instructions perform packed dword multiplies. 

¢ Two instructions perform floating-point dot products with input/output selects. 

* One instruction performs a load with a streaming hint. 

¢ Six instructions simplify packed blending. 

¢ Eight instructions expand support for packed integer MIN/MAX. 

¢ Four instructions support floating-point round with selectable rounding mode and precision exception override. 
¢ Seven instructions improve data insertion and extractions from XMM registers 

¢ Twelve instructions improve packed integer format conversions (sign and zero extensions). 

* One instruction improves SAD (sum absolute difference) generation for small block sizes. 

* One instruction aids horizontal searching operations. 

¢* One instruction improves masked comparisons. 

® One instruction adds qword packed equality comparisons. 

* One instruction adds dword packing with unsigned saturation. 

The SSE4.2 instructions operating on XMM registers improve performance in the following areas: 


¢ String and text processing that can take advantage of single-instruction multiple-data programming 
techniques. 


¢ ASIMD integer instruction that enhances the capability of the 128-bit integer SIMD capability in SSE4.1. 


12.10 SSE4.1 INSTRUCTION SET 


12.10.1 Dword Multiply Instructions 


SSE4.1 adds two dword multiply instructions that aid vectorization. They allow four simultaneous 32 bit by 32 bit 
multiplies. PMULLD returns a low 32-bits of the result and PMULDQ returns a 64-bit signed result. These represent 
the most common integer multiply operation. See Table 12-2. 


Table 12-2. Enhanced 32-bit SIMD Multiply Supported by SSE4.1 


32 bit Integer Operation 
unsigned x unsigned signed x signed 
e Low 32-bit (not available) PMULLD 
FA High 32-bit (not available) (not available) 
a 64-bit PMULUDQ* PMULDQ 
NOTE: 


* Available prior to SSE4.1. 


12.10.2 Floating-Point Dot Product Instructions 


SSE4.1 adds two instructions for double-precision (for up to 2 elements; DPPD) and single-precision dot products 
(for up to 4 elements; DPPS). 


These dot-product instructions include source select and destination broadcast which generally improves the flex- 
ibility. For example, a single DPPS instruction can be used for a 2, 3, or 4 element dot product. 
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12.10.3 Streaming Load Hint Instruction 


Historically, CPU read accesses of WC memory type regions have significantly lower throughput than accesses to 
cacheable memory. 


The streaming load instruction in SSE4.1, MOVNTDQA, provides a non-temporal hint that can cause adjacent 16- 
byte items within an aligned 64-byte region of WC memory type (a streaming line) to be fetched and held in a small 
set of temporary buffers (“streaming load buffers”). Subsequent streaming loads to other aligned 16-byte items in 
the same streaming line may be satisfied from the streaming load buffer and can improve throughput. 


Programmers are advised to use the following practices to improve the efficiency of MOVNTDQA streaming loads 
from WC memory: 


Streaming loads must be 16-byte aligned. 


Temporally group streaming loads of the same streaming cache line for effective use of the small number of 
streaming load buffers. If loads to the same streaming line are excessively spaced apart, it may cause the 
streaming line to be re-fetched from memory. 


Temporally group streaming loads from at most a few streaming lines together. The number of streaming load 
buffers is small; grouping a modest number of streams will avoid running out of streaming load buffers and the 
resultant re-fetching of streaming lines from memory. 


Avoid writing to a streaming line until all 16-byte-aligned reads from the streaming line have occurred. Reading 
a 16-byte item from a streaming line that has been written, may cause the streaming line to be re-fetched. 


Avoid reading a given 16-byte item within a streaming line more than once; repeated loads of a particular 16- 
byte item are likely to cause the streaming line to be re-fetched. 


The streaming load buffers, reflecting the WC memory type characteristics, are not required to be snooped by 
operations from other agents. Software should not rely upon such coherency actions to provide any data 
coherency with respect to other logical processors or bus agents. Rather, software must ensure the consistency 
of WC memory accesses between producers and consumers. 


Streaming loads may be weakly ordered and may appear to software to execute out of order with respect to 
other memory operations. Software must explicitly use MFENCE if it needs to preserve order among streaming 
loads or between streaming loads and other memory operations. 


Streaming loads must not be used to reference memory addresses that are mapped to I/O devices having side 
effects or when reads to these devices are destructive. This is because MOVNTDQA is speculative in nature. 


Example 12-1 provides a sketch of the basic assembly sequences that illustrate the principles of using MOVNTDQA 
in a situation with a producer-consumer accessing a WC memory region. 
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Example 12-1. Sketch of MOVNTDQA Usage of a Consumer and a PCI Producer 


// PO: producer is a PCI device writing into the WC space 
# the PCI device updates status through a UC flag, “u_dev_status” . 
# the protocol for “u_dev_status” : 0: produce; 1: consume; 2: all done 


mov eax, $O 
mov [u_dev_status], eax 
producerStart: 
mov eax, [u_dev_status] # poll status flag to see if consumer is requestion data 
cmp eax, $O # 
jne done # | no longer need to produce 


commence PCI writes to WC region.. 


mov eax, $1 # producer ready to notify the consumer via status flag 
mov [u_dev_status], eax 
# now wait for consumer to signal its status 


spinloop: 
cmp [u_dev_status],$1  # did | get a signal from the consumer ? 
jne producerStart # yes | did 
jmp spinloop # check again 

done: 


// producer is finished at this point 


// P1: consumer check PCI status flag to consume WC data 
mov eax, SO # request to the producer 
mov [u_dev_status], eax 


consumerStart: 
mov; eax, [U_dev_status] # reads the value of the PCI status 
cmp eax, $1 # has producer written 
jne consumerStart # tight loop; make it more efficient with pause, etc. 


mfence # producer finished device writes to WC, ensure WC region is coherent 
ntread: 

movntdga xmm0O, [addr] 

movntdga xmm1, [addr + 16] 

movntdga xmm2, [addr + 32] 

movntdga xmm3, [addr + 48] 

.. #do any more NT reads as needed 

mfence # ensure PCI device reads the correct value of [u_dev_status] 
# now decide whether we are done or we need the producer to produce more data 
# if we are done write a 2 into the variable, otherwise write a 0 into the variable 

mov eax, $0/S$2 # end or continue producing 

mov [u_dev_status], eax 
# if | want to consume again | will jump back to consumerStart after storing a O into eax 
# otherwise | am done 
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12.10.4 Packed Blending Instructions 
SSE4.1 adds 6 instructions used for blending (BLENDPS, BLENDPD, BLENDVPS, BLENDVPD, PBLENDVB, 


PBLENDW). 


Blending conditionally copies a data element in a source operand to the same element in the destination. SSE4.1 
instructions improve blending operations for most field sizes. A single new SSE4.1 instruction can generally replace 
a sequence of 2 to 4 operations using previous architectures. 


The variable blend instructions (BLENDVPS, BLENDVPD, PBLENDW) introduce the use of control bits stored in an 


implicit XMM register (XMMO). The most significant bit in each field (the sign bit, for 2’s complement integer or 
floating-point) is used as a selector. See Table 12-3. 


Table 12-3. Blend Field Size and Control Modes Supported by SSE4.1 
Packed Packed Packed Packed Packed 

Instructions Double FP Single FP | QWord DWord Word Packed Byte | Blend Control 
BLENDPS X Imms 
BLENDPD X Imms 
BLENDVPS X xX) XMMO 
BLENDVPD X Xx) XMMO 
PBLENDVB (2) (2) (2) x XMMO 
PBLENDW xX x Xx Imms 

NOTE: 


1. Use of floating-point SIMD instructions on integer data types may incur performance penalties. 


2. Byte variable blend can be used for larger sized fields by reformatting (or shuffling) the blend control. 


12.10.5 Packed Integer MIN/MAX Instructions 


SSE4.1 adds 8 packed integer MIN and MAX instructions (PMINUW, PMINUD, PMINSB, PMINSD; PMAXUW, 


PMAXUD, PMAXSB, PMAXSD). 


Four 32-bit integer packed MIN and MAX instructions operate on unsigned and signed dwords. Two instructions 
operate on signed bytes. Two instructions operate on unsigned words. See Table 12-4. 


Table 12-4. Enhanced SIMD Integer MIN/MAX Instructions Supported by SSE4.1 


Integer Width 
Byte Word DWord 
Integer PMINUB* PMINUW PMINUD 
Format Unsigned PMAXUB* PMAXUW PMAXUD 
PMINSB PMINSW* PMINSD 
Signed PMAXSB PMAXSW* PMAXSD 
NOTE: 


* Available prior to SSE4.1. 


12.10.6 Floating-Point Round Instructions with Selectable Rounding Mode 

High level languages and libraries often expose rounding operations having a variety of numeric rounding and 
exception behaviors. Using SSE/SSE2/SSE3 instructions to mitigate the rounding-mode-related problem is some- 
times not straight forward. 

SSE4.1 introduces four rounding instructions (ROUNDPS, ROUNDPD, ROUNDSS, ROUNDSD) that cover scalar and 


packed single- and double-precision floating-point operands. The rounding mode can be selected using an imme- 
diate from one of the IEEE-754 modes (Nearest, -Inf, +Inf, and Truncate) without changing the current rounding 
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mode; or the instruction can be forced to use the current rounding mode. Another bit in the immediate is used to 
suppress inexact precision exceptions. 


Rounding instructions in SSE4.1 generally permit single-instruction solutions to C99 functions ceil(), floor(), 
trunc(), rint(), nearbyint(). These instructions simplify the implementations of half-way-away-from-zero rounding 
modes as used by C99 round() and F90’s nint(). 


12.10.7 Insertion and Extractions from XMM Registers 


SSE4.1 adds 7 instructions (corresponding to 9 assembly instruction mnemonics) that simplify data insertion and 
extraction between general-purpose register (GPR) and XMM registers (EXTRACTPS, INSERTPS, PINSRB, PINSRD, 
PINSRQ, PEXTRB, PEXTRW, PEXTRD, and PEXTRQ). When accessing memory, no alignment is required for any of 
these instructions (unless alignment checking is enabled). 


EXTRACTPS extracts a single-precision floating-point value from any dword offset in an XMM register and stores 
the result to memory or a general-purpose register. INSERTPS inserts a single floating-point value from either a 
32-bit memory location or from specified element in an XMM register to a selected element in the destination XMM 
register. In addition, INSERTPS allows the insertion of +0.0f into any destination elements using a mask. 


PINSRB, PINSRD, and PINSRQ insert byte, dword, or qword integer values from a register or memory into an XMM 
register. Insertion of integer word values were already supported by SSE2 (PINSRW). 


PEXTRB, PEXTRW, PEXTRD, and PEXTRQ extract byte, word, dword, and qword from an XMM register and insert the 
values into a general-purpose register or memory. 


12.10.8 Packed Integer Format Conversions 


A common type of operation on packed integers is the conversion by zero- or sign-extension of packed integers 
into wider data types. SSE4.1 adds 12 instructions that convert from a smaller packed integer type to a larger 
integer type (PMOVSXBW, PMOVZXBW, PMOVSXBD, PMOVZXBD, PMOVSXWD, PMOVZXWD, PMOVSXBQ, 
PMOVZXBQ, PMOVSXWQ, PMOVZXWQ, PMOVSXDQ, PMOVZXDQ). 


The source operand is from either an XMM register or memory; the destination is an XMM register. See Table 12-5. 


When accessing memory, no alignment is required for any of the instructions unless alignment checking is enabled. 
In which case, all conversions must be aligned to the width of the memory reference. The number of elements 
converted (and width of memory reference) is illustrated in Table 12-6. The alignment requirement is shown in 
parenthesis. 


Table 12-5. New SIMD Integer conversions supported by SSE4.1 


Source Type 
Byte Word Dword 
Signed Word PMOVSXBW 
Unsigned Word PMOVZXBW 
Cc 
2 Signed Dword PMOVSXBD PMOVSXWD 
2 Unsigned Dword PMOVZXBD PMOVZXWD 
% a Signed Qword PMOVSXBQ PMOVSXWQ PMOVSXDQ 
OF Unsigned Qword PMOVZXBQ PMOVZXWQ PMOVZXDQ 
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Table 12-6. New SIMD Integer Conversions Supported by SSE4.1 


Source Type 
Byte Word Dword 
= Word 8 (64 bits) 
2 Dword 4 (32 bits) 4 (64 bits) 
5 oy Qword 2 (16 bits) 2 (32 bits) 2 (64 bits) 
ar 


12.10.9 Improved Sums of Absolute Differences (SAD) for 4-Byte Blocks 


SSE4.1 adds an instruction (MPSADBW) that performs eight 4-byte wide SAD operations per instruction to produce 
eight results. Compared to PSPADBW, MPSADBW operates on smaller chunks (4-byte instead of 8-byte chunks); this 
makes the instruction better suited to video coding standards such as VC.1 and H.264. MPSADBW performs four 
times the number of absolute difference operations than that of PSADBW (per instruction). This can improve 
performance for dense motion searches. 

MPSADBW uses a 4-byte wide field from a source operand; the offset of the 4-byte field within the 128-bit source 
operand is specified by two immediate control bits. MPSADBW produces eight 16-bit SAD results. Each 16-bit SAD 
result is formed from overlapping pairs of 4 bytes in the destination with the 4-byte field from the source operand. 
MPSADBW uses eleven consecutive bytes in the destination operand, its offset is specified by a control bit in the 
immediate byte (i.e. the offset can be from byte O or from byte 4). Figure 12-4 illustrates the operation of 
MPSADBW. MPSADBW can simplify coding of dense motion estimation by providing source and destination offset 
control, higher throughput of SAD operations, and the smaller chunk size. 


Imm[1:0]*32 
127 96 64 


Source ‘< 
(Ae. Dif) Imm[2]*32 


Destination 
127 ae oe / | 16 0 


Figure 12-4. MPSADBW Operation 


12.10.10 Horizontal Search 


SSE4.1 adds a search instruction (PHMINPOSUW) that finds the value and location of the minimum unsigned word 
from one of 8 horizontally packed unsigned words. The resulting value and location (offset within the source) are 
packed into the low dword of the destination XMM register. 

Rapid search is often a significant component of motion estimation. MPSADBW and PHMINPOSUW can be used 
together to improve video encode. 
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12.10.11 Packed Test 


The packed test instruction PTEST is similar to a 128-bit equivalent to the legacy instruction TEST. With PTEST, the 
source argument is typically used like a bit mask. 


PTEST performs a logical AND between the destination with this mask and sets the ZF flag if the result is zero. The 
CF flag (zero for TEST) is set if the inverted mask AND’d with the destination is all zero. Because the destination is 
not modified, PTEST simplifies branching operations (such as branching on signs of packed floating-point numbers, 
or branching on zero fields). 


12.10.12 Packed Qword Equality Comparisons 


SSE4.1 adds a 128-bit packed qword equality test. The new instruction (PCMPEQQ) is identical to PCMPEQD, but 
has qword granularity. 


12.10.13 Dword Packing With Unsigned Saturation 


SSE4.1 adds a new instruction PACKUSDW to complete the set of small integer pack instructions in the family of 
SIMD instruction extensions. PACKUSDW packs dword to word with unsigned saturation. See Table 12-7 for the 
complete set of packing instructions for small integers. 


Table 12-7. Enhanced SIMD Pack support by SSE4.1 


Pack Type 

DWord -> word Word -> Byte 
2 Unsigned PACKUSDW (new!) PACKUSWB 
2 Signed PACKSSDW PACKSSWB 
28 
om 
ne 


12.11 SSE4.2 INSTRUCTION SET 


Five of the seven SSE4.2 instructions can use an XMM register as a source or destination. These include four 
text/string processing instructions and one packed quadword compare SIMD instruction. Programming these five 
SSE4.2 instructions is similar to programming 128-bit Integer SIMD in SSE2/SSSE3. SSE4.2 does not provide any 
64-bit integer SIMD instructions. 


12.11.1 String and Text Processing Instructions 


String and text processing instructions in SSE4.2 allocates 4 opcodes to provide a rich set of string and text 
processing capabilities that traditionally required many more opcodes. These 4 instructions use XMM registers to 
process string or text elements of up to 128-bits (16 bytes or 8 words). Each instruction uses an immediate byte 
to support a rich set of programmable controls. A string-processing SSE4.2 instruction returns the result of 
processing each pair of string elements using either an index or a mask. 

The capabilities of the string/text processing instructions include: 

¢* Handling string/text fragments consisting of bytes or words, either signed or unsigned 


¢ Support for partial string or fragments less than 16 bytes in length, using either explicit length or implicit null- 
termination 


¢ Four types of string compare operations on word/byte elements 
¢ Up to 256 compare operations performed in a single instruction on all string/text element pairs 
¢ Built-in aggregation of intermediate results from comparisons 


Vol.1 12-17 


PROGRAMMING WITH INTEL® SSE3, SSSE3, INTEL® SSE4 AND INTEL® AESNI 


¢ Programmable control of processing on intermediate results 

¢ Programmable control of output formats in terms of an index or mask 

¢ Bi-directional support for the index format 

¢ Support for two mask formats: bit or natural element width 

¢ Not requiring 16-byte alignment for memory operand 

The four SSE4.2 instructions that process text/string fragments are: 

¢ PCMPESTRI — Packed compare explicit-length strings, return index in ECX/RCX 
¢ PCMPESTRM — Packed compare explicit-length strings, return mask in XMMO 

¢ PCMPISTRI — Packed compare implicit-length strings, return index in ECX/RCX 
¢ PCMPISTRM — Packed compare implicit-length strings, return mask in XMMO 


All four require the use of an immediate byte to control operation. The two source operands can be XMM registers 
or a combination of XMM register and memory address. The immediate byte provides programmable control with 
the following attributes: 


¢ Input data format 

* Compare operation mode 

¢ Intermediate result processing 
* Output selection 


Depending on the output format associated with the instruction, the text/string processing instructions implicitly 
uses either a general-purpose register (ECX/RCX) or an XMM register (XMMO) to return the final result. 


Two of the four text-string processing instructions specify string length explicitly. They use two general-purpose 
registers (EDX, EAX) to specify the number of valid data elements (either word or byte) in the source operands. The 
other two instructions specify valid string elements using null termination. A data element is considered valid only 
if it has a lower index than the least significant null data element. 


12.11.1.1 Memory Operand Alignment 


The text and string processing instructions in SSE4.2 do not perform alignment checking on memory operands. 
This is different from most other 128-bit SIMD instructions accessing the XMM registers. The absence of an align- 
ment check for these four instructions does not imply any modification to the existing definitions of other instruc- 
tions. 


12.11.2 Packed Comparison SIMD Integer Instruction 


SSE4.2 also provides a 128-bit integer SIMD instruction PCMPGTQ that performs logical compare of greater-than 
on packed integer quadwords. 


12.12 WRITING APPLICATIONS WITH SSE4 EXTENSIONS 


12.12.1 Guidelines for Using SSE4 Extensions 


The following guidelines describe how to maximize the benefits of using SSE4 extensions: 
® Check that the processor supports SSE4 extensions. 


¢ Ensure that your operating system supports SSE/SSE2/SSE3/SSSE3 extensions. (Operating system support 
for the SSE extensions implies sufficient support for SSE2, SSE3, SSSE3, and SSE4.) 


¢ Employ the optimization and scheduling techniques described in the Inte/® 64 and IA-32 Architectures Optimi- 
zation Reference Manual (see Section 1.4, “Related Literature”). 
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12.12.2 Checking for SSE4.1 Support 


Before an application attempts to use SSE4.1 instructions, the application should follow the steps illustrated in 
Section 11.6.2, “Checking for SSE/SSE2 Support.” Next, use the additional step provided below: 


Check that the processor supports SSE4.1 (if CPUID.OLH:ECX.SSE4_i[bit 19] = 1), SSE3 (if 
CPUID.01H:ECX.SSE3[bit 0] = 1), and SSSE3 (if CPUID.01H:ECX.SSSE3[bit 9] = 1). 


12.12.3 Checking for SSE4.2 Support 


Before an application attempts to use the following SSE4.2 instructions: PCMPESTRI/PCMPESTRM/PCMP- 
ISTRI/PCMPISTRM, PCMPGTQ;the application should follow the steps illustrated in Section 11.6.2, “Checking for 
SSE/SSE2 Support.” Next, use the additional step provided below: 


Check that the processor supports SSE4.2 (if CPUID.OLH:ECX.SSE4_2[bit 20] = 1), SSE4.1 (if 
CPUID.01H:ECX.SSE4_1[bit 19] = 1), and SSSE3 (if CPUID.O1H:ECX.SSSE3[bit 9] = 1). 


Before an application attempts to use the CRC32 instruction, it must check that the processor supports SSE4.2 (if 
CPUID.01H:ECX.SSE4_2[bit 20] = 1). 


Before an application attempts to use the POPCNT instruction, it must check that the processor supports SSE4.2 (if 
CPUID.01H:ECX.SSE4_2[bit 20] = 1) and POPCNT (if CPUID.01H:ECX.POPCNT[bit 23] = 1). 


12.13 AESNI OVERVIEW 


The AESNI extension provides six instructions to accelerate symmetric block encryption/decryption of 128-bit data 
blocks using the Advanced Encryption Standard (AES) specified by the NIST publication FIPS 197. Specifically, two 
instructions (AESENC, AESENCLAST) target the AES encryption rounds, two instructions (AESDEC, AESDECLAST) 
target AES decryption rounds using the Equivalent Inverse Cipher. One instruction (AESIMC) targets the Inverse 
MixColumn transformation primitive and one instruction (AESKEYGEN) targets generation of round keys from the 
cipher key for the AES encryption/decryption rounds. 


AES supports encryption/decryption using cipher key lengths of 128, 192, and 256 bits by processing the data 
block in 10, 12, 14 rounds of predefined transformations. Figure 12-5 depicts the cryptographic processing of a 
block of 128-bit plain text into cipher text. 


RK(0) RK(1) RK(n-1) 


> Rounds 2.. n-2 ul 


Round 1 Last 
Plain text AES State AES State AES State ROW"4 Cipher text 
AES-128: n= 10 
AES-192: n= 12 
AES-256: n= 14 


Figure 12-5. AES State Flow 


The predefined AES transformation primitives are described in the next few sections, they are also referenced in 
the operation flow of instruction reference page of these instructions. 


12.13.1  Little-Endian Architecture and Big-Endian Specification (FIPS 197) 


FIPS 197 document defines the Advanced Encryption Standard (AES) and includes a set of test vectors for testing 
all of the steps in the algorithm, and can be used for testing and debugging. 
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The following observation is important for using the AES instructions offered in Intel 64 Architecture: FIPS 197 text 
convention is to write hex strings with the low-memory byte on the left and the high-memory byte on the right. 
Intel’s convention is the reverse. It is similar to the difference between Big Endian and Little Endian notations. 


In other words, a 128 bits vector in the FIPS document, when read from left to right, is encoded as [7:0, 15:8, 
23:16, 31:24, ...127:120]. Note that inside the byte, the encoding is [7:0], so the first bit from the left is the most 
significant bit. In practice, the test vectors are written in hexadecimal notation, where pairs of hexadecimal digits 
define the different bytes. To translate the FIPS 197 notation to an Intel 64 architecture compatible (“Little Endian”) 
format, each test vector needs to be byte-reflected to [127:120,... 31:24, 23:16, 15:8, 7:0]. 


Example A: 
FIPS Test vector: 000102030405060708090a0b0cOd0e0fH 
Intel AES Hardware: O0fO0e0d0c0b0a09080706050403020100H 


It should be pointed out that the only thing at issue is a textual convention, and programmers do not need to 
perform byte-reversal in their code, when using the AES instructions. 


12.13.1.1 AES Data Structure in Intel 64 Architecture 


The AES instructions that are defined in this document operate on one or on two 128 bits source operands: State 
and Round Key. From the architectural point of view, the state is input in an xmm register and the Round key is 
input either in an xmm register or a 128-bit memory location. 


In AES algorithm, the state (128 bits) can be viewed as 4 32-bit doublewords (“Word”s in AES terminology): X3, 
X2, X1, X0. 


The state may also be viewed as a set of 16 bytes. The 16 bytes can also be viewed as a 4x4 matrix of bytes where 
S(i, j) with i, j] = 0, 1, 2, 3 compose the 32-bit “word”s as follows: 


X0 = S (3, 0) S (2, 0) S (1, 0) S (0, 0) 
X1 =S(3,1)S(2,1)S (1, 1) S (0, 1) 
X2 =S (3, 2) S (2, 2) S (1, 2) S (0, 2) 
X3 = S (3, 3) S (2, 3) S (1, 3) S (0, 3) 
The following tables, Table 12-8 through Table 12-11, illustrate various representations of a 128-bit state. 


Table 12-8. Byte and 32-bit Word Representation of a 128-bit State 
Byte # 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0 


Bit Position | 127- | 119- | 111- | 103- | 95- | 87- | 79- | 71- | 63- | 55- | 47- | 39- | 31- | 23- | 15- | 7- 
120 |112 |103 | 96 88 |80 |72 |64 |56 |;48 |40 |32 |24 |16 |8 0 


127 - 96 95 - 64 64 - 32 31-0 


State Word X3 X2 X1 XO 


State Byte P O N M L K J | H G F E D C B A 


Table 12-9. Matrix Representation of a 128-bit State 


A E | M S(0, 0) S(0, 1) S(0, 2) S(0, 3) 

B F | N S(1, 0) S(1, 1) S(1, 2) S(1, 3) 

C G K 0) S(2, 0) S(2, 1) S(2, 2) S(2, 3) 

D H L P S(3, 0) S(3, 1) S(3, 2) S(3, 3) 
Example: 


FIPS vector: d4 bf 5d 30 e0 b4 52 ae b8 41 11 fl 1e 27 98 e5 
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This vector has the “least significant” byte d4 and the significant byte e5 (written in Big Endian format in the FIPS 
document). When it is translated to IA notations, the encoding is: 


Table 12-10. Little Endian Representation of a 128-bit State 


Byte # 15 14 | 13 12 11 10 9 8 7 6 5 4 3 2 1 


State Byte P O N M L K J | H G F E D C B A 


State Value e5 | 98 | 27 le fi] 11 41 b8 ae 52 | b4 | eO | 30 | 5d bf d4 


Table 12-11. Little Endian Representation of a 4x4 Byte Matrix 


A E | M d4 e0 b8 le 
B F J N bf b4 41 27 
C G K O 5d 52 11 98 
D H L P 30 ae fl e5 


12.13.2 AES Transformations and Functions 


The following functions and transformations are used in the algorithmic descriptions of AES instruction extensions 
AESDEC, AESDECLAST, AESENC, AESENCLAST, AESIMC, AESKEYGENASSIST. 


Note that these transformations are expressed here in a Little Endian format (and not as in the FIPS 197 docu- 
ment). 


MixColumns(): A byte-oriented 4x4 matrix transformation on the matrix representation of a 128-bit AES state. 
A FIPS-197 defined 4x4 matrix is multiplied to each 4x1 column vector of the AES state. The columns are 
considered polynomials with coefficients in the Finite Field that is used in the definition of FIPS 197, the 
operations (“multiplication” and “addition”) are in that Finite Field, and the polynomials are reduced modulo 
x"+1. 


The MixColumns() transformation defines the relationship between each byte of the result state, represented 
as S'(i, j) of a 4x4 matrix (see Section 12.13.1), as a function of input state bytes, S(i, j), as follows 


S'(0, j) := FF_MUL( 02H, S(O, j) ) XOR FF_MUL(03H, S(1, j) ) XOR S(2, j) XOR S(3, j) 
S'(1, j) := S(O, j) XOR FF_MUL( 02H, S(1, j) ) XOR FF_MUL(03H, S(2, j) ) XOR S(3, j) 
S'(2, j) := S(0, j) XOR S(1, j) XOR FF_MUL( 02H, S(2, j) ) XOR FF_MUL(03H, S(3, j) ) 
S'(3, j) := FF_MUL(03H, S(0, j) ) XOR S(1, j) XOR S(2, j) XOR FF_MUL( 02H, S(3, j) ) 


where j = 0, 1, 2, 3. FF_MUL(Byte1, Byte2) denotes the result of multiplying two elements (represented by 
Bytei and byte2) in the Finite Field representation that defines AES. The result of produced bye 
FF_MUL(Byte1, Byte2) is an element in the Finite Field (represented as a byte). A Finite Field is a field with a 
finite number of elements, and when this number can be represented as a power of 2 (2n), its elements can 
be represented as the set of 2n binary strings of length n. AES uses a finite field with n=8 (having 256 
elements). With this representation, “addition” of two elements in that field is a bit-wise XOR of their binary- 
string representation, producing another element in the field. Multiplication of two elements in that field is 
defined using an irreducible polynomial (for AES, this polynomial is m(x) = x® + x? + x? + x + 1). In this 
Finite Field representation, the bit value of bit position k of a byte represents the coefficient of a polynomial of 
order k, e.g., 1010_1101B (ADH) is represented by the polynomial (x” + x° + x? + x? + 1). The byte value 
result of multiplication of two elements is obtained by a carry-less multiplication of the two corresponding 
polynomials, followed by reduction modulo the polynomial, where the remainder is calculated using 
operations defined in the field. For example, FF_MUL(57H, 83H) = C1H, because the carry-less polynomial 
multiplication of the polynomials represented by 57H and 83H produces (x23 + x12 + x9 + x8 + x® + x? + x4 
+ x? + 1), and the remainder modulo m(x) is (x7 + x® + 1). 


RotWord(): performs a byte-wise cyclic permutation (rotate right in little-endian byte order) on a 32-bit AES 
word. 
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The output word X’[j] of RotWord(X[j]) where X[j] represent the four bytes of column j, S(i, j), in descending 
order X[j] = ( S(3, j), S(2, j), SQ, j), S(O, j) ); XT] = (S(3, j), S'(2, j), SG, §), S(O, j) ) == (S(O, j), S(3, 
j), S(2, j), SQ, j) ) 

ShiftRows(): A byte-oriented matrix transformation that processes the matrix representation of a 16-byte AES 
state by cyclically shifting the last three rows of the state by different offset to the left, see Table 12-12. 


Table 12-12. The ShiftRows Transformation 


Matrix Representation of Input State Output of ShiftRows 
A E | M A E | M 
B F J N F J N B 
C G K 0 K fe) C G 
D H L P P D H L 


SubBytes(): A byte-oriented transformation that processes the 128-bit AES state by applying a non-linear 
substitution table (S-BOX) on each byte of the state. 


The SubBytes() function defines the relationship between each byte of the result state S’(i, j) as a function of 
input state byte S(i, j), by 


Si, j) += S-Box (S(i, j)L7:4], S(i, )[3:0]) 


where S-BOX (S[7:4], S[3:0]) represents a look-up operation on a 16x16 table to return a byte value, see 
Table 12-13. 


Table 12-13. Look-up Table Associated with S-Box Transformation 


S[3:0] 
o/1]2i13]4/5 |6/7/i/84]91]atsb+ilctlaitled ft 


63 |7c |77 |7b_ | f2 6b |6f {cS 30 /01 |67 |2b | fe d7 |ab | 76 
ca 82 |c9 7d | fa 59 |47 | f0 ad d4 |a2 /af 9c a4 |72 |cO 
b7 | fd 93 |26 |/36 |3f | f7 cc 34 {a5 |e5 |f1 71 |d8 | 31 15 
04 /|c7 23 | c3 18 |96 |05 |9a |07 |12 |80 |je2 |eb |27 |b2 |75 
09 /|83 | 2c la |1b |6e |5a /|a0 |52 |3b |d6 |b3 |29 |e3 |2f | 84 
5b |6a | cb be 39 |4a | 4c 58 | cf 

dO |ef aa_ | fb 43 |4d |33 /|85 |45 | f9 02 |7f 50 |3c_ | 9f a8 
51 ;a3 |40 | 8f 92 |9d |38 | f5 bc b6 /|da /|21 10 ‘| ff f3 d2 
cd Oc 13° | ec 5f (97 |44 |17 |c4 |a7 |7e |3d |64 |5d |19 | 73 
60 /|81 /|4f | dc 22 |;2a |90 |88 |46 |ee |b8 |14 |de |5e |Ob_ | db 
eO |32 |3a |Oa |49 |06 |24 |5c |c2 /|d3 Jac 62 /91 /95 |e4 |79 
a9 | 6c 56 | f4 ea 65 |7a |ae 08 
ba 78 |25 |2e Ic a6 | b4 = |c6 e8 | dd 74 =| 1f 4b |bd /|8b | 8a 
Oe /|61 35 /57 |b9 |86 |cl Id | 9e 
el 8 98 |11 |69 |d9 |8e |94 |9b |1e |87 |e9 |ce 55 |28 | df 

8c /al 89 |Od | bf e6 |42 |68 /|41 |/99 |2d_ | Of bo /54 |bb | 16 
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SubWord(): produces an output AES word (four bytes) from the four bytes of an input word using a non-linear 
substitution table (S-BOX). 
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X'Tj] = ( $'(3, j) s'(2, ps S‘(1, j); s‘(0, j) ) = ( S-Box (S(3, j)), S-Box( S(2, j) )s S-Box( S(1, j) )s S-Box( 
S(0, j) )) 

InvMixColumns(): The inverse transformation of MixColumns(). 

The InvMixColumns() transformation defines the relationship between each byte of the result state S’(i, j) as 
a function of input state bytes, S(i, j), by 

S'(0, j) := FF_MUL( OeH, S(0, j) ) XOR FF_MUL(ObH, S(1, j) ) XOR FF_MUL(OdH, S(2, j) ) XOR FF_MUL( 09H, 
S(3, j) ) 

S'(1, j) := FF_MUL(09H, S(O, j) ) XOR FF_MUL( OeH, S(1, j) ) XOR FF_MUL(ObH, S(2, j) ) XOR FF_MUL( OdH, 
S(3, j) ) 

S'(2, j) := FF_MUL(OdH, S(O, j) ) XOR FF_MUL( 09H, S(1, j) ) XOR FF_MUL( OeH, S(2, j) ) XOR FF_MUL(ObH, 
S(3, j) ) 

S'(3, j) := FF_MUL(ObH, S(O, j) ) XOR FF_MUL(OdH, S(1, j) ) XOR FF_MUL( 09H, S(2, j) ) XOR FF_MUL( OeH, 
S(3, j) ), where j = 0, 1, 2, 3. 

InvShiftRows(): The inverse transformation of InvShiftRows(). The InvShiftRows() transforms the matrix 


representation of a 16-byte AES state by cyclically shifting the last three rows of the state by different offset to 
the right, see Table 12-14. 


Table 12-14. The InvShiftRows Transformation 


Matrix Representation of Input State Output of ShiftRows 
A E | M A E | M 
B F J N N B F J 
C G K ) K 0) C G 
D H L P H L P D 


InvSubBytes(): The inverse transformation of SubBytes(). 


The InvSubBytes() transformation defines the relationship between each byte of the result state S’(i, j) as a 
function of input state byte S(i, j), by 


S'(i, j) := InvS-Box (S(i, j)[7:4], S(i, j)[3:0]) 


where InvS-BOX (S[7:4], S[3:0]) represents a look-up operation on a 16x16 table to return a byte value, see 
Table 12-15. 
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Table 12-15. Look-up Table Associated with InvS-Box Transformation 
S[3:0] 
0 1 2 3 4 5 6 7 8 9 a b C d e f 


0 52 ;09 |6a |d5 |30 /|36 |a5 | 38 | bf 40 |a3 |9e | 81 | f3 d7 | fb 
1 7c je3 |39 |82 |9b /|2f | ff 87 |34 |8e |/43 |44 |c4 |de /|e9 (cb 
2 54 |7b |94 |32 |a6 |c2 23 |3d jee |4c |95 |Ob | 42 | fa c3.s| 4e 
3 08 |2e /|al 66 |28 |d9 |24 |b2 |76 |5b |a2 |49 |6d |8b /d1 25 
4 72 | f8 f6 64 /86 |68 |98 |16 |d4 |/a4 |5c jcc 5d |65 |b6 | 92 
5 6c |70 |48 |50 | fd ed |b9 /|da |5e |15 |46 |57 |a7 |8d |9d | 84 
6 90 |d8 |ab |00 |8c |be /|d3 |0a_ | f7 e4 /58 /05 |b8 |b3 |45 /| 06 
s[7:4] 7 dO /|2c le |8f /|ca 3f Of |02 |cl af bd /03 |01 13. |8a | 6b 
8 3a /|91 11 41 4f 67 | dc ea 97 | f2 cf ce f0 b4 |e6 | 73 
9 96 | ac 74 |22 |e7 |ad |35 |85 |e2 | f9 37 |e8 |1c |75 | df 6e 
a 47 |f1 la |71 Id |29 /|cS |89 |6f |b7 |62 |Oe jaa 18 |be | 1b 
b fc 56 |3e |4b /|c6 d2 |79 |20 |9a |db |cO | fe 78 |cd 5a_ | f4 
c 1f |dd /|a8 |33 |88 |07 |c7 31 |b1 12 |10 |59 |27 |80 |ec of 
d 60 /|51 7f |a9 |19 |b5 |4a |Od |2d |e5 |7a |9Ff |93 |c9 |9c_ | ef 
e aO |eO |3b |4d | ae 2a_ | f5 bo |c8 eb | bb 3c 83 |53 /|99 | 61 
f 17. |2b |04 |7e |ba |77 |d6 |26 |e1 69 |14 (|63 |55 |21 |Oc | 7d 


12.13.3 PCLMULQDQ 


The PCLMULQDQ instruction performs carry-less multiplication of two 64-bit data into a 128-bit result. Carry-less 
multiplication of two 128-bit data into a 256-bit result can use PCLMULQDQ as building blocks. 


Carry-less multiplication is a component of many cryptographic systems. It is an important piece of implementing 
Galois Counter Mode (GCM) operation of block ciphers. GCM operation can be used in conjunction with AES algo- 
rithms to add authentication capability. GCM usage models also include IPsec, storage standard, and security 
protocols over fiber channel. Additionally, PCLMULQDQ can be used in calculations of hash functions and CRC using 
arbitrary polynomials. 


12.13.4 Checking for AESNI Support 


Before an application attempts to use AESNI instructions or PCLMULQDQ, the application should follow the steps 
illustrated in Section 11.6.2, “Checking for SSE/SSE2 Support.” Next, use the additional step provided below: 


Check that the processor supports AESNI (if CPUID.01H:ECX.AESNI[bit 25] = 1); check that the processor 
supports PCLMULQDQ (if CPUID.01H:ECX.PCLMULQDQ[bit 1] = 1). 
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CHAPTER 13 
MANAGING STATE USING THE XSAVE FEATURE SET 


The XSAVE feature set extends the functionality of the FXSAVE and FXRSTOR instructions (see Section 10.5, 
“FXSAVE and FXRSTOR Instructions”) by supporting the saving and restoring of processor state in addition to the 
x87 execution environment (x87 state) and the registers used by the streaming SIMD extensions (SSE state). 


The XSAVE feature set comprises eight instructions. XGETBV and XSETBV allow software to read and write the 
extended control register XCRO, which controls the operation of the XSAVE feature set. XSAVE, XSAVEOPT, 
XSAVEC, and XSAVES are four instructions that save processor state to memory; XRSTOR and XRSTORS are corre- 
sponding instructions that load processor state from memory. XGETBV, XSAVE, XSAVEOPT, XSAVEC, and XRSTOR 
can be executed at any privilege level; XSETBV, XSAVES, and XRSTORS can be executed only if CPL = 0. In addition 
to XCRO, the XSAVES and XRSTORS instructions are controlled also by the IA32_XSS MSR (index DAOH). 


The XSAVE feature set organizes the state that manages into state components. Operation of the instructions is 
based on state-component bitmaps that have the same format as XCRO and as the IA32_XSS MSR: each bit 
corresponds to a state component. Section 13.1 discusses these state components and bitmaps in more detail. 


Section 13.2 describes how the processor enumerates support for the XSAVE feature set and for XSAVE-enabled 
features (those features that require use of the XSAVE feature set for their enabling). Section 13.3 explains how 
software can enable the XSAVE feature set and XSAVE-enabled features. 


The XSAVE feature set allows saving and loading processor state from a region of memory called an XSAVE area. 
Section 13.4 presents details of the XSAVE area and its organization. Each XSAVE-managed state component is 
associated with a section of the XSAVE area. Section 13.5 describes in detail each of the XSAVE-managed state 
components. 


Section 13.7 through Section 13.12 describe the operation of XSAVE, XRSTOR, XSAVEOPT, XSAVEC, XSAVES, and 
XRSTORS, respectively. 


13.1. XSAVE-SUPPORTED FEATURES AND STATE-COMPONENT BITMAPS 


The XSAVE feature set supports the saving and restoring of state components, each of which is a discrete set of 
processor registers (or parts of registers). In general, each such state component corresponds to a particular CPU 
feature. Such a feature is XSAVE-supported. Some XSAVE-supported features use registers in multiple XSAVE- 
managed state components. 


The XSAVE feature set organizes the state components of the XSAVE-supported features using state-component 
bitmaps. A state-component bitmap comprises 64 bits; each bit in such a bitmap corresponds to a single state 
component. The following bits are defined in state-component bitmaps: 


¢ Bit 0 corresponds to the state component used for the x87 FPU execution environment (x87 state). See 
Section 13.5.1. 


¢ Bit 1 corresponds to the state component used for registers used by the streaming SIMD extensions (SSE 
state). See Section 13.5.2. 


* Bit 2 corresponds to the state component used for the additional register state used by the Intel® Advanced 
Vector Extensions (AVX state). See Section 13.5.3. 


* Bits 4:3 correspond to the two state components used for the additional register state used by Intel® Memory 
Protection Extensions (MPX state): 


— State component 3 is used for the 4 128-bit bounds registers BNDO-BND3 (BNDREGS state). 


— State component 4 is used for the 64-bit user-mode MPX configuration register BNDCFGU and the 64-bit 
MPX status register BNDSTATUS (BNDCSR state). 


* Bits 7:5 correspond to the three state components used for the additional register state used by Intel® 
Advanced Vector Extensions 512 (AVX-512 state): 


— State component 5 is used for the 8 64-bit opmask registers kKO-k7 (opmask state). 
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— State component 6 is used for the upper 256 bits of the registers ZMMO-ZMM15. These 16 256-bit values 
are denoted ZMMO_H-ZMM15_H (ZMM_Hi256 state). 


— State component 7 is used for the 16 512-bit registers ZMM16-ZMM31 (Hi16_ZMM state). 
¢ Bit 8 corresponds to the state component used for the Intel Processor Trace MSRs (PT state). 


® Bit 9 corresponds to the state component used for the protection-key feature’s register PKRU (PKRU state). 
See Section 13.5.7. 


¢ Bits 12:11 correspond to the two state components used for the additional register state used by Control-Flow 
Enforcement Technology (CET state): 


— State component 11 is used for the 2 MSRs controlling user-mode functionality for CET (CET_U state). 


— State component 12 is used for the 3 MSRs containing shadow-stack pointers for privilege levels 0-2 
(CET_S state). 


¢ Bit 13 corresponds to the state component used for an MSR used to control hardware duty cycling (HDC 
state). See Section 13.5.9. 


¢ Bit 16 corresponds to the state component used for an MSR used to control hardware P-states (HWP state). 
See Section 13.5.10. 


Bit 10, bits 15:14, and bits in the range 62:17 are not currently defined in state-component bitmaps and are 
reserved for future expansion. As individual state components are defined using those bits, additional sub-sections 
will be updated within Section 13.5 over time. Bit 63 is used for special functionality in some bitmaps and does not 
correspond to any state component. 


The state component corresponding to bit / of state-component bitmaps is called state component /. Thus, x87 
state is state component 0; SSE state is state component 1; AVX state is state component 2; MPX state comprises 
state components 3-4; AVX-512 state comprises state components 5-7; PT state is state component 8; PKRU 
state is state component 9; CET state comprises state components 11-12; HDC state is state component 13; and 
HWP state is state component 16. 


The XSAVE feature set uses state-component bitmaps in multiple ways. Most of the instructions use an implicit 
operand (in EDX:EAX), called the instruction mask, which is the state-component bitmap that specifies the state 
components on which the instruction operates. 


Some state components are user state components, and they can be managed by the entire XSAVE feature set. 
Other state components are supervisor state components, and they can be managed only by XSAVES and 
XRSTORS. The state components corresponding to bit 9 and to bits in the range 7:0 are user state components; 
those corresponding to bit 8, to bits in the range 13:11, and to bit 16 are supervisor state components. 


Extended control register XCRO contains a state-component bitmap that specifies the user state components that 
software has enabled the XSAVE feature set to manage. If the bit corresponding to a state component is clear in 
XCRO, instructions in the XSAVE feature set will not operate on that state component, regardless of the value of the 
instruction mask. 


The IA32_XSS MSR (index DAOH) contains a state-component bitmap that specifies the supervisor state compo- 
nents that software has enabled XSAVES and XRSTORS to manage (XSAVE, XSAVEC, XSAVEOPT, and XRSTOR 
cannot manage supervisor state components). If the bit corresponding to a state component is clear in the 
IA32_XSS MSR, XSAVES and XRSTORS will not operate on that state component, regardless of the value of the 
instruction mask. 


Some XSAVE-supported features can be used only if XCRO has been configured so that the features’ state compo- 
nents can be managed by the XSAVE feature set. (This applies only to features with user state components.) Such 
state components and features are XSAVE-enabled. In general, the processor will not modify (or allow modifica- 
tion of) the registers of a state component of an XSAVE-enabled feature if the bit corresponding to that state 
component is clear in XCRO. (If software clears such a bit in XCRO, the processor preserves the corresponding state 
component.) If an XSAVE-enabled feature has not been fully enabled in XCRO, execution of any instruction defined 
for that feature causes an invalid-opcode exception (#UD). 


As will be explained in Section 13.3, the XSAVE feature set is enabled only if CR4.OSXSAVE[bit 18] = 1. If 
CR4.OSXSAVE = 0, the processor treats XSAVE-enabled state features and their state components as if all bits in 
XCRO were clear; the state components cannot be modified and the features’ instructions cannot be executed. 


The state components for x87 state, for SSE state, for PT state, for PKRU state, for CET state, for HDC state, and 
for HWP state are XSAVE-managed but the corresponding features are not XSAVE-enabled. Processors allow modi- 
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fication of this state, as well as execution of x87 FPU instructions and SSE instructions and use of Intel Processor 
Trace, protection keys, CET, hardware duty cycling, and hardware P-states regardless of the value of CR4.0SXSAVE 


and XCRO. 


13.2 


ENUMERATION OF CPU SUPPORT FOR XSAVE INSTRUCTIONS AND XSAVE- 
SUPPORTED FEATURES 


A processor enumerates support for the XSAVE feature set and for features supported by that feature set using the 
CPUID instruction. The following items provide specific details: 


¢ CPUID.1:ECX.XSAVE[bit 26] enumerates general support for the XSAVE feature set: 


— If this bit is 0, the processor does not support any of the following instructions: XGETBV, XRSTOR, 
XRSTORS, XSAVE, XSAVEC, XSAVEOPT, XSAVES, and XSETBV; the processor provides no further 
enumeration through CPUID function ODH (see below). 


— If this bit is 1, the processor supports the following instructions: XGETBV, XRSTOR, XSAVE, and XSETBV.! 
Further enumeration is provided through CPUID function ODH. 


CR4.OSXSAVE can be set to 1 if and only if CPUID.1:ECX.XSAVE[bit 26] is enumerated as 1. 


¢ CPUID function ODH enumerates details of CPU support through a set of sub-functions. Software selects a 
specific sub-function by the value placed in the ECX register. The following items provide specific details: 


— CPUID function ODH, sub-function 0. 


EDX:EAX is a bitmap of all the user state components that can be managed using the XSAVE feature 
set. A bit can be set in XCRO if and only if the corresponding bit is set in this bitmap. Every processor 
that supports the XSAVE feature set will set EAX[0] (x87 state) and EAX[1] (SSE state). 


If EAX[/] = 1 (for 1 <i < 32) or EDX[/-32] = 1 (for 32 < i < 63), sub-function / enumerates details for 
state component / (see below). 


ECX enumerates the size (in bytes) required by the XSAVE instruction for an XSAVE area containing all 
the user state components supported by this processor. 


EBX enumerates the size (in bytes) required by the XSAVE instruction for an XSAVE area containing all 
the user state components corresponding to bits currently set in XCRO. 


— CPUID function ODH, sub-function 1. 


EAX[0] enumerates support for the XSAVEOPT instruction. The instruction is supported if and only if 
this bit is 1. If EAX[O0] = 0, execution of XSAVEOPT causes an invalid-opcode exception (#UD). 


EAX[1] enumerates support for compaction extensions to the XSAVE feature set. The following are 
supported if this bit is 1: 


— The compacted format of the extended region of XSAVE areas (see Section 13.4.3). 
— The XSAVEC instruction. If EAX[1] = 0, execution of XSAVEC causes a #UD. 
— Execution of the compacted form of XRSTOR (see Section 13.8). 


EAX[2] enumerates support for execution of XGETBV with ECX = 1. This allows software to determine 
the state of the init optimization. See Section 13.6. 


EAX[3] enumerates support for XSAVES, XRSTORS, and the IA32_XSS MSR. If EAX[3] = 0, execution 
of XSAVES or XRSTORS causes a #UD; an attempt to access the IA32_XSS MSR using RDMSR or 
WRMSR causes a general-protection exception (#GP). Every processor that supports a supervisor state 
component sets EAX[3]. Every processor that sets EAX[3] (XSAVES, XRSTORS, IA32_XSS) will also set 
EAX[1] (the compaction extensions). 


EAX[31:4] are reserved. 


1. If CPUID.1:ECX.XSAVE[bit 26] = 1, XGETBV and XSETBV may be executed with ECX = 0 (to read and write XCRO). Any support for 
execution of these instructions with other values of ECX is enumerated separately. 
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¢ EBX enumerates the size (in bytes) required by the XSAVES instruction for an XSAVE area containing all 
the state components corresponding to bits currently set in XCRO | IA32_XSS. 


¢ EDX:ECX is a bitmap of all the supervisor state components that can be managed by XSAVES and 
XRSTORS. A bit can be set in the IA32_XSS MSR if and only if the corresponding bit is set in this bitmap. 


NOTE 


In summary, the XSAVE feature set supports state component / (0 < / < 63) if one of the following 
is true: (1) i < 32 and CPUID.(EAX=0DH,ECX=0):EAX[/] = 1; (2) i = 32 and 
CPUID.(EAX=0DH,ECX=0):EAX[i-32] = 1; (3) i < 32 and CPUID.(EAX=0DH,ECX=1):ECX[/] = 1; 
or (4) i = 32 and CPUID.(EAX=0DH,ECX=1):EDX[/-32] = 1. The XSAVE feature set supports user 
state component / if (1) or (2) holds; if (3) or (4) holds, state component / is a supervisor state 
component and support is limited to XSAVES and XRSTORS. 


CPUID function ODH, sub-function / (i > 1). This sub-function enumerates details for state component /. If 
the XSAVE feature set supports state component / (see note above), the following items provide specific 
details: 


¢ EAX enumerates the size (in bytes) required for state component /. 


¢ If state component / is a user state component, EBX enumerates the offset (in bytes, from the base of 
the XSAVE area) of the section used for state component /. (This offset applies only when the standard 
format for the extended region of the XSAVE area is being used; see Section 13.4.3.) 


¢ If state component / is a supervisor state component, EBX returns 0. 


¢ If state component / is a user state component, ECX[0] return 0; if state component / is a supervisor 
state component, ECX[0] returns 1. 


¢ The value returned by ECX[1] indicates the alignment of state component / when the compacted format 
of the extended region of an XSAVE area is used (see Section 13.4.3). If ECX[1] returns 0, state 
component / is located immediately following the preceding state component; if ECX[1] returns 1, state 
component / is located on the next 64-byte boundary following the preceding state component. 


¢ ECX[31:2] and EDX return 0. 


If the XSAVE feature set does not support state component /, sub-function / returns 0 in EAX, EBX, ECX, and 
EDX. 


ENABLING THE XSAVE FEATURE SET AND XSAVE-ENABLED FEATURES 


Software enables the XSAVE feature set by setting CR4.OSXSAVE[bit 18] to 1 (e.g., with the MOV to CR4 instruc- 
tion). If this bit is 0, execution of any of XGETBV, XRSTOR, XRSTORS, XSAVE, XSAVEC, XSAVEOPT, XSAVES, and 
XSETBV causes an invalid-opcode exception (#UD). 


When CR4.0SXSAVE = 1 and CPL = 0, executing the XSETBV instruction with ECX = 0 writes the 64-bit value in 
EDX:EAX to XCRO (EAX is written to XCRO[31:0] and EDX to XCRO[63:32]). (Execution of the XSETBV instruction 
causes a general-protection fault — #GP — if CPL > 0.) The following items provide details regarding individual bits 
in XCRO: 


XCRO[0] is associated with x87 state (see Section 13.5.1). XCRO[O] is always 1. It has that value coming out of 
RESET. Executing the XSETBV instruction causes a general-protection fault (#GP) if ECX = 0 and EAX[0] is 0. 


XCRO[1] is associated with SSE state (see Section 13.5.2). Software can use the XSAVE feature set to manage 
SSE state only if XCRO[1] = 1. The value of XCRO[1] in no way determines whether software can execute SSE 
instructions (these instructions can be executed even if XCRO[1] = 0). 


XCRO[1] is 0 coming out of RESET. As noted in Section 13.2, every processor that supports the XSAVE feature 
set allows software to set XCRO[1]. 


XCRO[2] is associated with AVX state (see Section 13.5.3). Software can use the XSAVE feature set to manage 
AVX state only if XCRO[2] = 1. In addition, software can execute AVX instructions only if CR4.0SXSAVE = 
XCRO[2] = 1. Otherwise, any execution of an AVX instruction causes an invalid-opcode exception (#UD). 
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XCRO[2] is 0 coming out of RESET. As noted in Section 13.2, a processor allows software to set XCRO[2] if and 
only if CPUID.(EAX=0DH,ECX=0):EAX[2] = 1. In addition, executing the XSETBV instruction causes a general- 
protection fault (#GP) if ECX = 0 and EAX[2:1] has the value 10b; that is, software cannot enable the XSAVE 
feature set for AVX state but not for SSE state. 


As noted in Section 13.1, the processor will preserve AVX state unmodified if software clears XCRO[2]. 
However, clearing XCRO[2] while AVX state is not in its initial configuration may cause SSE instructions to incur 
a power and performance penalty. See Section 13.5.3, “Enable the Use Of XSAVE Feature Set And XSAVE State 
Components” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, for how system 
software can avoid this penalty. 


XCRO[4:3] are associated with MPX state (see Section 13.5.4). Software can use the XSAVE feature set to 
manage MPxX state only if XCRO[4:3] = 11b. In addition, MPX instructions operate as defined only if 
CR4.OSXSAVE = 1 and XCRO[4:3] = 11b. Otherwise, execution of an MPX instruction causes no operation (as 
a NOP instruction); in addition, executions of CALL, RET, JMP, and Jcc do not initialize the bounds registers, and 
they ignore any F2H (BND) prefix.? 


XCRO[4:3] have value 00b coming out of RESET. As noted in Section 13.2, a processor allows software to set 
XCRO[4:3] to 11b if and only if CPUID.(EAX=0DH,ECX=0):EAX[4:3] = 11b. In addition, executing the XSETBV 
instruction causes a general-protection fault (#GP) if ECX = 0, EAX[4:3] is neither 00b nor 11b; that is, 
software can enable the XSAVE feature set for MPX state only if it does so for both state components. 


As noted in Section 13.1, the processor will preserve MPX state unmodified if software clears XCRO[4:3]. 


XCRO[7:5] are associated with AVX-512 state (see Section 13.5.5). Software can use the XSAVE feature set to 
manage AVX-512 state only if XCRO[7:5] = 111b. In addition, software can execute AVX-512 instructions only 
if CR4.0OSXSAVE = 1 and XCRO[7:5] = 111b. Otherwise, any execution of an AVX-512 instruction causes an 
invalid-opcode exception (#UD). 


XCRO[7:5] have value 000b coming out of RESET. As noted in Section 13.2, a processor allows software to set 
XCRO[7:5] to 111b if and only if CPUID.(EAX=0DH,ECX=0):EAX[7:5] = 111b. In addition, executing the 
XSETBV instruction causes a general-protection fault (#GP) if ECX = 0, EAX[7:5] is not 000b, and any bit is 
clear in EAX[2:1] or EAX[7:5]; that is, software can enable the XSAVE feature set for AVX-512 state only if it 
does so for all three state components, and only if it also does so for AVX state and SSE state. This implies that 
the value of XCRO[7:5] is always either 000b or 111b. 


As noted in Section 13.1, the processor will preserve AVX-512 state unmodified if software clears XCRO[7:5]. 
However, clearing XCRO[7:5] while AVX-512 state is not in its initial configuration may cause SSE and AVX 
instructions to incur a power and performance penalty. See Section 13.5.3, “Enable the Use Of XSAVE Feature 
Set And XSAVE State Components” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
3A, for how system software can avoid this penalty. 


XCRO[9] is associated with PKRU state (see Section 13.5.7). Software can use the XSAVE feature set to 
manage PKRU state only if XCRO[9] = 1. The value of XCRO[9] in no way determines whether software can use 
protection keys or execute other instructions that access PKRU state (these instructions can be executed even 
if XCRO[9] = 0). 

XCRO[9] is 0 coming out of RESET. As noted in Section 13.2, a processor allows software to set XCRO[9] if and 
only if CPUID.(EAX=0DH,ECX=0):EAX[9] = 1. 

XCRO[63:10] and XCRO[8] are reserved.? Executing the XSETBV instruction causes a general-protection fault 
(#GP) if ECX = 0 and any corresponding bit in EDX:EAX is not 0. These bits in XCRO are all 0 coming out of 
RESET. 


Software operating with CPL > 0 may need to determine whether the XSAVE feature set and certain XSAVE- 
enabled features have been enabled. If CPL > 0, execution of the MOV from CR4 instruction causes a general- 
protection fault (#GP). The following alternative mechanisms allow software to discover the enabling of the XSAVE 
feature set regardless of CPL: 


Prior to the introduction of MPX, the opcodes defining MPX instructions operated as NOP, and the CALL, RET, JMP, and Jcc instruc- 
tions ignored any F2H prefix. 


. Bit 8 and bits 13:11 correspond to supervisor state components. Since bits can be set in XCRO only for user state components, 
those bits of XCRO must be O. 
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° The value of CR4.OSXSAVE is returned in CPUID.1:ECX.OSXSAVE[bit 27]. If software determines that 
CPUID.1:ECX.OSXSAVE = 1, the processor supports the XSAVE feature set and the feature set has been 
enabled in CR4. 


¢ Executing the XGETBV instruction with ECX = 0 returns the value of XCRO in EDX:EAX. XGETBV can be 
executed if CR4.OSXSAVE = 1 (if CPUID.1:ECX.OSXSAVE = 1), regardless of CPL. 


Thus, software can use the following algorithm to determine the support and enabling for the XSAVE feature set: 
1. Use CPUID to discover the value of CPUID.1:ECX.OSXSAVE. 


— Ifthe bit is 0, either the XSAVE feature set is not supported by the processor or has not been enabled by 
software. Either way, the XSAVE feature set is not available, nor are XSAVE-enabled features such as AVX. 


— Ifthe bit is 1, the processor supports the XSAVE feature set — including the XGETBV instruction — and it 
has been enabled by software. The XSAVE feature set can be used to manage x87 state (because XCRO[0] 
is always 1). Software requiring more detailed information can go on to the next step. 


2. Execute XGETBV with ECX = 0 to discover the value of XCRO. If XCRO[1] = 1, the XSAVE feature set can be 
used to manage SSE state. If XCRO[2] = 1, the XSAVE feature set can be used to manage AVX state and 
software can execute AVX instructions. If XCRO[4:3] is 11b, the XSAVE feature set can be used to manage MPX 
state and software can execute MPX instructions. If XCRO[7:5] is 111b, the XSAVE feature set can be used to 
manage AVX-512 state and software can execute AVX-512 instructions. If XCRO[9] = 1, the XSAVE feature set 
can be used to manage PKRU state. 


The IA32_XSS MSR (with MSR index DAOH) is zero coming out of RESET. If CR4.0OSXSAVE = 1, 
CPUID.(EAX=0DH,ECX=1):EAX[3] = 1, and CPL = 0, executing the WRMSR instruction with ECX = DAOH writes 
the 64-bit value in EDX:EAX to the IA32_XSS MSR (EAX is written to IA32_XSS[31:0] and EDX to 
IA32_XSS[63:32]). The following items provide details regarding individual bits in the IA32_XSS MSR: 

e JTA32_XSS[8] is associated with PT state (see Section 13.5.6). Software can use XSAVES and XRSTORS to 
manage PT state only if IA32_XSS[8] = 1. The value of IA32_XSS[8] does not determine whether software can 
use Intel Processor Trace (the feature can be used even if IA32_XSS[8] = 0). 

® JA32_XSS[12:11] are associated with CET state (see Section 13.5.8), IA32_XSS[11] with CET_U state and 
IA32_XSS[12] with CET_S state. Software can use the XSAVES and XRSTORS to manage CET_U state (respec- 
tively, CET_S state) only if IA32_XSS[11] = 1 (respectively, IA32_XSS[12] = 1). The value of 
IA32_XSS[12:11] does not determine whether software can use CET (the feature can be used even if either of 
IA32_XSS[12:11] is 0). 

e JTA32_XSS[13] is associated with HDC state (see Section 13.5.9). Software can use XSAVES and XRSTORS to 
manage HDC state only if IA32_XSS[13] = 1. The value of IA32_XSS[13] does not determine whether software 
can use hardware duty cycling (the feature can be used even if IA32_XSS[13] = 0). 

¢ JA32_XSS[16] is associated with HWP state (see Section 13.5.10). Software can use XSAVES and XRSTORS to 
manage HWP state only if IA32_XSS[16] = 1. The value of IA32_XSS[16] does not determine whether 
software can use hardware P-states (the feature can be used even if IA32_XSS[16] = 0). 

* 1A32_XSS[63:17], IA32_XSS[15:14], IA32_XSS[10:9] and IA32_XSS[7:0] are reserved.! Executing the 
WRMSR instruction causes a general-protection fault (4#GP) if ECX = DAOH and any corresponding bit in 
EDX:EAX is not 0. These bits in XCRO are all 0 coming out of RESET. 


The IA32_XSS MSR is 0 coming out of RESET. 
There is no mechanism by which software operating with CPL > 0 can discover the value of the IA32_XSS MSR. 


13.4 XSAVE AREA 


The XSAVE feature set includes instructions that save and restore the XSAVE-managed state components to and 
from memory: XSAVE, XSAVEOPT, XSAVEC, and XSAVES (for saving); and XRSTOR and XRSTORS (for restoring). 
The processor organizes the state components in a region of memory called an XSAVE area. Each of the save and 


1. Bit 9 and bits 7:0 correspond to user state components. Since bits can be set in the [A32_XSS MSR only for supervisor state compo- 
nents, those bits of the MSR must be 0. 
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restore instructions takes a memory operand that specifies the 64-byte aligned base address of the XSAVE area on 
which it operates. 


Every XSAVE area has the following format: 


¢ The legacy region. The legacy region of an XSAVE area comprises the 512 bytes starting at the area’s base 
address. It is used to manage the state components for x87 state and SSE state. The legacy region is described 
in more detail in Section 13.4.1. 


° The XSAVE header. The XSAVE header of an XSAVE area comprises the 64 bytes starting at an offset of 512 
bytes from the area’s base address. The XSAVE header is described in more detail in Section 13.4.2. 


¢ The extended region. The extended region of an XSAVE area starts at an offset of 576 bytes from the area’s 
base address. It is used to manage the state components other than those for x87 state and SSE state. The 
extended region is described in more detail in Section 13.4.3. The size of the extended region is determined by 
which state components the processor supports and which bits have been set in XCRO and IA32_XSS (see 
Section 13.3). 


13.4.1 Legacy Region of an XSAVE Area 


The legacy region of an XSAVE area comprises the 512 bytes starting at the area’s base address. It has the same 
format as the FXSAVE area (see Section 10.5.1). The XSAVE feature set uses the legacy area for x87 state (state 
component 0) and SSE state (state component 1). Table 13-1 illustrates the format of the first 416 bytes of the 
legacy region of an XSAVE area. 


Table 13-1. Format of the Legacy Region of an XSAVE Area 


FIP[63:48] or FCS or 
reserved FIP[47:32] 


FIP[31:0] 


FDP[63:48] FDS or 


MXCSR_MASK MXCSR orreserved | FDP[47:32] 


FDP[31:0] 


Reserved ST0O/MMO 
Reserved ST1/MM1 


Reserved ST2/MM2 


Reserved ST3/MM3 
Reserved ST4/MM4 


Reserved ST5/MM5 


Reserved ST6/MM6 


Reserved ST7/MM7 


XMM5 240 
XMM6 256 
XMM7 272 
XMM8 288 
XMM9 304 
XMM10 320 
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Table 13-1. Format of the Legacy Region of an XSAVE Area (Contd.) (Contd.) 


The x87 state component comprises bytes 23:0 and bytes 159:32. The SSE state component comprises 
bytes 31:24 and bytes 415:160. The XSAVE feature set does not use bytes 511:416; bytes 463:416 are reserved. 


Section 13.7 through Section 13.9 provide details of how instructions in the XSAVE feature set use the legacy 
region of an XSAVE area. 


13.4.2 XSAVE Header 


The XSAVE header of an XSAVE area comprises the 64 bytes starting at offset 512 from the area’s base address: 


¢ Bytes 7:0 of the XSAVE header is a state-component bitmap (see Section 13.1) called XSTATE_BV. It 
identifies the state components in the XSAVE area. 


° Bytes 15:8 of the XSAVE header is a state-component bitmap called XCOMP_BV. It is used as follows: 


— XCOMP_BV[63] indicates the format of the extended region of the XSAVE area (see Section 13.4.3). If it is 
clear, the standard format is used. If it is set, the compacted format is used; XCOMP_BV[62:0] provide 
format specifics as specified in Section 13.4.3. 


— XCOMP_BV[63] determines which form of the XRSTOR instruction is used. If the bit is set, the compacted 
form is used; otherwise, the standard form is used. See Section 13.8. 


— All bits in XCOMP_BV should be 0 if the processor does not support the compaction extensions to the XSAVE 
feature set. 


° Bytes 63:16 of the XSAVE header are reserved. 


Section 13.7 through Section 13.9 provide details of how instructions in the XSAVE feature set use the XSAVE 
header of an XSAVE area. 


13.4.3 Extended Region of an XSAVE Area 


The extended region of an XSAVE area starts at byte offset 576 from the area’s base address. The size of the 
extended region is determined by which state components the processor supports and which bits have been set in 
XCRO | IA32_XSS (see Section 13.3). 


The XSAVE feature set uses the extended area for each state component /, where i > 2. The following state compo- 
nents are currently supported in the extended area: state component 2 contains AVX state; state components 5-7 
contain AVX-512 state; and state component 9 contains PKRU state. 


The extended region of the an XSAVE area may have one of two formats. The standard format is supported by all 
processors that support the XSAVE feature set; the compacted format is supported by those processors that 
support the compaction extensions to the XSAVE feature set (see Section 13.2). Bit 63 of the XCOMP_BV field in 
the XSAVE header (see Section 13.4.2) indicates which format is used. 


The following items describe the two possible formats of the extended region: 


* Standard format. Each state component / (/ = 2) is located at the byte offset from the base address of the 
XSAVE area enumerated in CPUID.(EAX=0DH,ECX=/):EBX. (CPUID.(EAX=0DH,ECX=/):EAX enumerates the 
number of bytes required for state component /. 


¢ Compacted format. Each state component i (i > 2) is located at a byte offset from the base address of the 
XSAVE area based on the XCOMP_BV field in the XSAVE header: 
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— If XCOMP_BV[/] = 0, state component jis not in the XSAVE area. 


— If XCOMP_BV[/] = 1, state component / is located at a byte offset /ocation; from the base address of the 
XSAVE area, where /ocation; is determined by the following items: 


* If XCOMP_BV[j] = 0 for every j, 2 <j < i, location; is 576. (This item applies if / is the first bit set in 
bits 62:2 of the XCOMP_BV; it implies that state component / is located at the beginning of the 
extended region.) 


¢ Otherwise, let j, 2 <j <i, be the greatest value such that XCOMP_BV[j] = 1. Then /ocation, is 
determined by the following values: /ocation,;; size;, as enumerated in CPUID.(EAX=0DH,ECX=j):EAX; 
and the value of align;, as enumerated in CPUID.(EAX=0DH,ECX=/):ECX[1]: 


— Tf align; = 0, location; = location; + size. (This item implies that state component / is located 
immediately following the preceding state component whose bit is set in XCOMP_BV.) 


— Tf align; = 1, location; = ceiling(/location, + size;, 64). (This item implies that state component j is 
located on the next 64-byte boundary following the preceding state component whose bit is set in 
XCOMP_BV.) 


13.5 XSAVE-MANAGED STATE 


The section provides details regarding how the XSAVE feature set interacts with the various XSAVE-managed state 
components. 


Unless otherwise state, the state pertaining to a particular state component is saved beginning at byte 0 of the 
section of the XSAVE are corresponding to that state component. 


13.5.1 x87 State 


Instructions in the XSAVE feature set can manage the same state of the x87 FPU execution environment (x87 
state) that can be managed using the FXSAVE and FXRSTOR instructions. They organize all x87 state as a user 
state component in the legacy region of the XSAVE area (see Section 13.4.1). This region is illustrated in 

Table 13-1; the x87 state is listed below, along with details of its interactions with the XSAVE feature set: 


¢ Bytes 1:0, 3:2, 7:6. These are used for the x87 FPU Control Word (FCW), the x87 FPU Status Word (FSW), and 
the x87 FPU Opcode (FOP), respectively. 


¢ Byte 4 is used for an abridged version of the x87 FPU Tag Word (FTW). The following items describe its usage: 


— For eachj, 0 <j <7, XSAVE, XSAVEOPT, XSAVEC, and XSAVES save a 0 into bit j of byte 4 if x87 FPU data 
register STj has a empty tag; otherwise, XSAVE, XSAVEOPT, XSAVEC, and XSAVES save a 1 into bit 7 of 
byte 4. 


— Foreachj, 0 <j <7, XRSTOR and XRSTORS establish the tag value for x87 FPU data register STj as follows. 
If bit j of byte 4 is 0, the tag for STj in the tag register for that data register is marked empty (11B); 
otherwise, the x87 FPU sets the tag for STj based on the value being loaded into that register (see below). 


° Bytes 15:8 are used as follows: 
— If the instruction has no REX prefix, or if REX.W = 0: 
¢ Bytes 11:8 are used for bits 31:0 of the x87 FPU Instruction Pointer Offset (FIP). 


¢ If CPUID.(EAX=07H,ECX=0H):EBX[bit 13] = 0, bytes 13:12 are used for x87 FPU Instruction Pointer 
Selector (FCS). Otherwise, XSAVE, XSAVEOPT, XSAVEC, and XSAVES save these bytes as 0000H, and 
XRSTOR and XRSTORS ignore them. 


¢ Bytes 15:14 are not used. 
— If the instruction has a REX prefix with REX.W = 1, bytes 15:8 are used for the full 64 bits of FIP. 
° Bytes 23:16 are used as follows: 
— If the instruction has no REX prefix, or if REX.W = 0: 
¢ Bytes 19:16 are used for bits 31:0 of the x87 FPU Data Pointer Offset (FDP). 
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¢ If CPUID.(EAX=07H,ECX=0H):EBX[bit 13] = 0, bytes 21:20 are used for x87 FPU Data Pointer Selector 
(FDS). Otherwise, XSAVE, XSAVEOPT, XSAVEC, and XSAVES save these bytes as 0O00H; and XRSTOR 
and XRSTORS ignore them. 


¢ Bytes 23:22 are not used. 
— If the instruction has a REX prefix with REX.W = 1, bytes 23:16 are used for the full 64 bits of FDP. 
¢ Bytes 31:24 are used for SSE state (see Section 13.5.2). 


° Bytes 159:32 are used for the registers STO-ST7 (MMO-MM7). Each of the 8 register is allocated a 128-bit 
region, with the low 80 bits used for the register and the upper 48 bits unused. 


x87 state is XSAVE-managed but the x87 FPU feature is not XSAVE-enabled. The XSAVE feature set can operate on 
x87 state only if the feature set is enabled (CR4.OSXSAVE = 1).! Software can otherwise use x87 state even if the 
XSAVE feature set is not enabled. 


13.5.2 SSE State 


Instructions in the XSAVE feature set can manage the registers used by the streaming SIMD extensions (SSE 
state) just as the FXSAVE and FXRSTOR instructions do. They organize all SSE state as a user state component in 
the legacy region of the XSAVE area (see Section 13.4.1). This region is illustrated in Table 13-1; the SSE state is 
listed below, along with details of its interactions with the XSAVE feature set: 


° Bytes 23:0 are used for x87 state (see Section 13.5.1). 


° Bytes 27:24 are used for the MXCSR register. XRSTOR and XRSTORS generate general-protection faults (#GP) 
in response to attempts to set any of the reserved bits of the MXCSR register. 


¢ Bytes 31:28 are used for the MKCSR_MASK value. XRSTOR and XRSTORS ignore this field. 
¢ Bytes 159:32 are used for x87 state. 
¢ Bytes 287:160 are used for the registers XMMO-XMM7. 


¢ Bytes 415:288 are used for the registers XMM8-XMM15. These fields are used only in 64-bit mode. Executions 
of XSAVE, XSAVEOPT, XSAVEC, and XSAVES outside 64-bit mode do not modify these bytes; executions of 
XRSTOR and XRSTORS outside 64-bit mode do not update XMM8-XMM15. See Section 13.13. 


SSE state is XSAVE-managed but the SSE feature is not XSAVE-enabled. The XSAVE feature set can operate on SSE 
state only if the feature set is enabled (CR4.OSXSAVE = 1) and has been configured to manage SSE state 
(XCRO[1] = 1). Software can otherwise use SSE state even if the XSAVE feature set is not enabled or has not been 
configured to manage SSE state. 


13.5.3. AVX State 


The register state used by the Intel® Advanced Vector Extensions (AVX) comprises the MXCSR register and 16 256- 
bit vector registers called YMMO-YMM15. The low 128 bits of each register YMMi is identical to the SSE register 
XMMi. Thus, the new state register state added by AVX comprises the upper 128 bits of the registers YMMO- 
YMM15. These 16 128-bit values are denoted YMMO_H-YMM15_H and are collectively called AVX state. 


As noted in Section 13.1, the XSAVE feature set manages AVX state as user state component 2. Thus, AVX state is 
located in the extended region of the XSAVE area (see Section 13.4.3). 


As noted in Section 13.2, CPUID.(EAX=0DH,ECX=2):EBX enumerates the offset (in bytes, from the base of the 
XSAVE area) of the section of the extended region of the XSAVE area used for AVX state (when the standard format 
of the extended region is used). CPUID.(EAX=0DH,ECX=2):EAX enumerates the size (in bytes) required for AVX 
state. 


The XSAVE feature set partitions YMMO_H-YMM15_H in a manner similar to that used for the XMM registers (see 
Section 13.5.2). Bytes 127:0 of the AVX-state section are used for YMMO_H-YMM7_H. Bytes 255:128 are used for 


1. The processor ensures that XCRO[O] is always 1. 


2. While MXCSR and MXCSR_MASK are part of SSE state, their treatment by the XSAVE feature set is not the same as that of the XMM 
registers. See Section 13.7 through Section 13.11 for details. 


13-10 Vol. 1 


MANAGING STATE USING THE XSAVE FEATURE SET 


YMM8_H-YMM15_H, but they are used only in 64-bit mode. Executions of XSAVE, XSAVEOPT, XSAVEC, and 
XSAVES outside 64-bit mode do not modify bytes 255:128; executions of XRSTOR and XRSTORS outside 64-bit 
mode do not update YMM8_H-YMM15_H. See Section 13.13. In general, bytes 16/+15:16/ are used for YMMi_H 
(forO0 </<15). 


AVX state is XSAVE-managed and the AVX feature is XSAVE-enabled. The XSAVE feature set can operate on AVX 
state only if the feature set is enabled (CR4.O0SXSAVE = 1) and has been configured to manage AVX state 
(XCRO[2] = 1). AVX instructions cannot be used unless the XSAVE feature set is enabled and has been configured 
to manage AVX state. 


13.5.4 MPX State 


The register state used by the Intel® Memory Protection Extensions (MPX) comprises the 4 128-bit bounds regis- 
ters BNDO-BND3 (BNDREGS state); and the 64-bit user-mode configuration register BNDCFGU and the 64-bit 
MPX status register BNDSTATUS (collectively, BNDCSR state). Together, these two user state components 
compose MPxX state. 


As noted in Section 13.1, the XSAVE feature set manages MPX state as state components 3-4. Thus, MPX state is 
located in the extended region of the XSAVE area (see Section 13.4.3). The following items detail how these state 
components are organized in this region: 


¢ BNDREGS state. 
As noted in Section 13.2, CPUID.(EAX=0DH,ECX=3):EBX enumerates the offset (in bytes, from the base of the 
XSAVE area) of the section of the extended region of the XSAVE area used for BNDREGS state (when the 
standard format of the extended region is used). CPUID.(EAX=0DH,ECX=3):EAX enumerates the size (in 
bytes) required for BNDREGS state. The BNDREGS section is used for the 4 128-bit bound registers BNDO- 
BND3, with bytes 16/+15:16/ being used for BNDi. 

° BNDCSR state. 
As noted in Section 13.2, CPUID.(EAX=0DH,ECX=4):EBX enumerates the offset of the section of the extended 
region of the XSAVE area used for BNDCSR state (when the standard format of the extended region is used). 
CPUID.(EAX=0DH,ECX=4):EAX enumerates the size (in bytes) required for BNDCSR state. In the BNDSCR 
section, bytes 7:0 are used for BNDCFGU and bytes 15:8 are used for BNDSTATUS. 


Both components of MPX state are XSAVE-managed and the MPX feature is XSAVE-enabled. The XSAVE feature set 
can operate on MPX state only if the feature set is enabled (CR4.OSXSAVE = 1) and has been configured to manage 
MPX state (XCRO[4:3] = 11b). MPX instructions cannot be used unless the XSAVE feature set is enabled and has 
been configured to manage MPxX state. 


13.5.5  AVX-512 State 


The register state used by the Intel® Advanced Vector Extensions 512 (AVX-512) comprises the MXCSR register, 
the 8 64-bit opmask registers kO-k7, and 32 512-bit vector registers called ZMMO-ZMM31. For each i, 0 <=i <= 
15, the low 256 bits of register ZMMi is identical to the AVX register YMM/. Thus, the new state register state added 
by AVX comprises the following user state components: 

¢ The opmask registers, collectively called opmask state. 


¢ The upper 256 bits of the registers ZMMO-ZMM15. These 16 256-bit values are denoted ZMMO_H-ZMM15_H 
and are collectively called ZMM_Hi256 state. 


° The 16 512-bit registers ZMM16-ZMM31, collectively called Hi16_ZMM state. 
Together, these three state components compose AVX-512 state. 


As noted in Section 13.1, the XSAVE feature set manages AVX-512 state as state components 5-7. Thus, AVX-512 
state is located in the extended region of the XSAVE area (see Section 13.4.3). The following items detail how 
these state components are organized in this region: 


° Opmask state. 
As noted in Section 13.2, CPUID.(EAX=0DH,ECX=5):EBX enumerates the offset (in bytes, from the base of the 
XSAVE area) of the section of the extended region of the XSAVE area used for opmask state (when the standard 
format of the extended region is used). CPUID.(EAX=0DH,ECX=5):EAX enumerates the size (in bytes) 
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required for opmask state. The opmask section is used for the 8 64-bit opmask registers kO-k7, with 
bytes 8/+7:8/ being used for ki. 


* ZMM_Hi256 state. 
As noted in Section 13.2, CPUID.(EAX=0DH,ECX=6):EBX enumerates the offset of the section of the extended 
region of the XSAVE area used for ZMM_Hi256 state (when the standard format of the extended region is 
used). CPUID.(EAX=0DH,ECX=6):EAX enumerates the size (in bytes) required for ZMM_Hi256 state. 


The XSAVE feature set partitions ZMMO_H-ZMM15_H in a manner similar to that used for the XMM registers 
(see Section 13.5.2). Bytes 255:0 of the ZMM_Hi256-state section are used for ZMMO_H-ZMM7_H. 

Bytes 511:256 are used for ZMM8_H-ZMM15_H, but they are used only in 64-bit mode. Executions of XSAVE, 
XSAVEOPT, XSAVEC, and XSAVES outside 64-bit mode do not modify bytes 511:256; executions of XRSTOR 
and XRSTORS outside 64-bit mode do not update ZMM8_H-ZMM15_H. See Section 13.13. In general, 

bytes 32/+31:32/ are used for ZMMi_H (for 0 <i< 15). 


¢ Hi16_ZMM state. 
As noted in Section 13.2, CPUID.(EAX=0DH,ECX=7):EBX enumerates the offset of the section of the extended 
region of the XSAVE area used for Hi16_ZMM state (when the standard format of the extended region is used). 
CPUID.(EAX=0DH,ECX=7):EAX enumerates the size (in bytes) required for Hi16_ZMM state. 


The XSAVE feature set accesses Hi16_ZMM state only in 64-bit mode. Executions of XSAVE, XSAVEOPT, 
XSAVEC, and XSAVES outside 64-bit mode do not modify the Hil16_ZMM section; executions of XRSTOR and 
XRSTORS outside 64-bit mode do not update ZMM16-ZMM31. See Section 13.13. In general, 

bytes 64(ij-16)+63:64(/-16) are used for ZMMi (for 16 <i < 31). 


All three components of AVX-512 state are XSAVE-managed and the AVX-512 feature is XSAVE-enabled. The 
XSAVE feature set can operate on AVX-512 state only if the feature set is enabled (CR4.OSXSAVE = 1) and has 
been configured to manage AVX-512 state (XCRO[7:5] = 111b). AVX-512 instructions cannot be used unless the 
XSAVE feature set is enabled and has been configured to manage AVX-512 state. 


13.5.6 PT State 


The register state used by Intel Processor Trace (PT state) comprises the following 9 MSRs: IA32_RTIT_CTL, 
IA32_RTIT_OUTPUT_BASE, IA32_RTIT_OUTPUT_MASK_PTRS, IA32_RTIT_STATUS, IA32_RTIT_CR3_MATCH, 
IA32_RTIT_ADDRO_A, IA32_RTIT_ADDRO_B, IA32_RTIT_ADDR1_A, and IA32_RTIT_ADDR1_B.! 


As noted in Section 13.1, the XSAVE feature set manages PT state as supervisor state component 8. Thus, PT state 
is located in the extended region of the XSAVE area (see Section 13.4.3). As noted in Section 13.2, 
CPUID.(EAX=0DH,ECX=8):EAX enumerates the size (in bytes) required for PT state. The MSRs are each allocated 
8 bytes in the state component in the order given above. Thus, IA32_RTIT_CTL is at byte offset 0, 
IA32_RTIT_OUTPUT_BASE at byte offset 8, etc. Any locations in the state component at or beyond byte offset 72 
are reserved. 


PT state is XSAVE-managed but Intel Processor Trace is not XSAVE-enabled. The XSAVE feature set can operate on 
PT state only if the feature set is enabled (CR4.0SXSAVE = 1) and has been configured to manage PT state 
(IA32_XSS[8] = 1). Software can otherwise use Intel Processor Trace and access its MSRs (using RDMSR and 
WRMSR) even if the XSAVE feature set is not enabled or has not been configured to manage PT state. 


The following items describe special treatment of PT state by the XSAVES and XRSTORS instructions: 


¢ If XSAVES saves PT state, the instruction clears IA32_RTIT_CTL.TraceEn (bit 0) after saving the value of the 
IA32_RTIT_CTL MSR and before saving any other PT state. If XSAVES causes a fault or a VM exit, it restores 
IA32_RTIT_CTL.TraceEn to its original value. 


° If XSAVES saves PT state, the instruction saves zeroes in the reserved portions of the state component. 


¢ If XRSTORS would restore (or initialize) PT state and IA32_RTIT_CTL.TraceEn = 1, the instruction causes a 
general-protection exception (#GP) before modifying PT state. 


¢ If XRSTORS causes an exception or a VM exit, it does so before any modification to IA32_RTIT_CTL.TraceEn 
(even if it has loaded other PT state). 


1. These MSRs might not be supported by every processor that supports Intel Processor Trace. Software can use the CPUID instruction 
to discover which are supported; see Section 31.3.1, “Detection of Intel Processor Trace and Capability Enumeration,” of Intel® 64 
and IA-32 Architectures Software Developer's Manual, Volume 3C. 
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13.5.7. PKRU State 


The register state used by the protection-key feature (PKRU state) is the 32-bit PKRU register. As noted in Section 
13.1, the XSAVE feature set manages PKRU state as user state component 9. Thus, PKRU state is located in the 
extended region of the XSAVE area (see Section 13.4.3). 


As noted in Section 13.2, CPUID.(EAX=0DH,ECX=9):EBX enumerates the offset (in bytes, from the base of the 
XSAVE area) of the section of the extended region of the XSAVE area used for PKRU state (when the standard 
format of the extended region is used). CPUID.(EAX=0DH,ECX=9):EAX enumerates the size (in bytes) required for 
PKRU state. The XSAVE feature set uses bytes 3:0 of the PK-state section for the PKRU register. 


PKRU state is XSAVE-managed but the protection-key feature is not XSAVE-enabled. The XSAVE feature set can 
operate on PKRU state only if the feature set is enabled (CR4.OSXSAVE = 1) and has been configured to manage 
PKRU state (XCRO[9] = 1). Software can otherwise use protection keys and access PKRU state even if the XSAVE 
feature set is not enabled or has not been configured to manage PKRU state. 


The value of the PKRU register determines the access rights for user-mode linear addresses. (See Section 4.6, 
“Access Rights,” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A.) The access rights 
that pertain to an execution of the XRSTOR and XRSTORS instructions are determined by the value of the register 
before the execution and not by any value that the execution might load into the PKRU register. 


13.5.8 CET State 


The register state used by Control-Flow Enforcement Technology (CET) comprises the two 64-bit MSRs 
(IA32_U_CET and IA32_PL3_SSP) that manage CET when CPL = 3 (CET_U state); and the three 64-bit MSRs 
(IA32_PLO_SSP-IA32_PL2_SSP) that manage CET when CPL < 3 (CET_S state). Together, these two user state 
components compose CET state. ! 


As noted in Section 13.1, the XSAVE feature set manages CET state as supervisor state components 11-23. Thus, 
CET state is located in the extended region of the XSAVE area (see Section 13.4.3). The following items detail how 
these state components are organized in this region: 


° CET_U state. 
As noted in Section 13.2, CPUID.(EAX=0DH,ECX=11):EAX enumerates the size (in bytes) required for CET_U 
state. The CET_U section is used for the 64-bit MSRs IA32_U_CET and IA32_PL3_SSP, with bytes 7:0 being 
used for IA32_U_CET and bytes 15:8 being used for IA32_PL3_SSP. 


° CET_S state. 
As noted in Section 13.2, CPUID.(EAX=0DH,ECX=12):EAX enumerates the size (in bytes) required for CET_S 
state. The CET_S section is used for the three 64-bit MSRs IA32_PLO_SSP-IA32_PL2_SSP, with bytes 8/+7:8/ 
being used for IA32_PLi_SSP. 


The two components of CET state are XSAVE-managed and CET is not XSAVE-enabled. The XSAVE feature set can 
operate on CET_U state (respectively, CET_S state) only if the feature set is enabled (CR4.OSXSAVE = 1) and has 
been configured to manage CET_U state (respectively, CET_S state) by setting IA32_XSS[11] (respectively, 
IA32_XSS[12]). Software can otherwise use CET and access the CET MSRs (using RDMSR and WRMSR) even if the 
XSAVE feature set is not enabled or has not been configured to manage CET state. 


13.5.9 HDC State 


The register state used by hardware duty cycling (HDC state) comprises the IA32_PM_CTL1 MSR. 


As noted in Section 13.1, the XSAVE feature set manages HDC state as supervisor state component 13. Thus, HDC 
state is located in the extended region of the XSAVE area (see Section 13.4.3). As noted in Section 13.2, 
CPUID.(EAX=0DH,ECX=13):EAX enumerates the size (in bytes) required for HDC state. The IA32_PM_CTL1 MSR 
is allocated 8 bytes at byte offset 0 in the state component. 


HDC state is XSAVE-managed but hardware duty cycling is not XSAVE-enabled. The XSAVE feature set can operate 
on HDC state only if the feature set is enabled (CR4.0SXSAVE = 1) and has been configured to manage HDC state 


1. The lA32_S_ CET and lA32_INTERRUPT_SSP_TABLE_ADDR MSRs also control CET when CPL < 3. However, they are not managed by 
the XSAVE feature set and are thus not considered in this chapter. 
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(IA32_XSS[13] = 1). Software can otherwise use hardware duty cycling and access the IA32_PM_CTL1 MSR (using 
RDMSR and WRMSR) even if the XSAVE feature set is not enabled or has not been configured to manage HDC state. 


13.5.10 HWP State 
The register state used by hardware P-states (HWP state) comprises the IA32_HWP_REQUEST MSR. 


As noted in Section 13.1, the XSAVE feature set manages HWP state as supervisor state component 16. Thus, HWP 
state is located in the extended region of the XSAVE area (see Section 13.4.3). As noted in Section 13.2, 
CPUID.(EAX=0DH,ECX=16):EAX enumerates the size (in bytes) required for HWP state. The IA32_HWP_REQUEST 
MSR is allocated 8 bytes at byte offset 0 in the state component. 


HWP state is XSAVE-managed but the hardware P-states feature is not XSAVE-enabled. The XSAVE feature set can 
operate on HWP state only if the feature set is enabled (CR4.0OSXSAVE = 1) and has been configured to manage 
HWP state (IA32_XSS[16] = 1). Software can otherwise use hardware P-states and access the 
IA32_HWP_REQUEST MSR (using RDMSR and WRMSR) even if the XSAVE feature set is not enabled or has not 
been configured to manage HWP state. 


13.6 PROCESSOR TRACKING OF XSAVE-MANAGED STATE 


The XSAVEOPT, XSAVEC, and XSAVES instructions use two optimizations to reduce the amount of data that they 
write to memory. They avoid writing data for any state component known to be in its initial configuration (the init 
optimization). In addition, if either XSAVEOPT or XSAVES is using the same XSAVE area as that used by the most 
recent execution of XRSTOR or XRSTORS, it may avoid writing data for any state component whose configuration 
is known not to have been modified since then (the modified optimization). (XSAVE does not use these optimi- 
zations, and XSAVEC does not use the modified optimization.) The operation of XSAVEOPT, XSAVEC, and XSAVES 
are described in more detail in Section 13.9 through Section 13.11. 


A processor can support the init and modified optimizations with special hardware that tracks the state components 
that might benefit from those optimizations. Other implementations might not include such hardware; such a 
processor would always consider each such state component as not in its initial configuration and as modified since 
the last execution of XRSTOR or XRSTORS. 


The following notation describes the state of the init and modified optimizations: 


¢ XINUSE denotes the state-component bitmap corresponding to the init optimization. If XINUSE[/] = 0, state 
component / is known to be in its initial configuration; otherwise XINUSE[/] = 1. It is possible for XINUSE[/] to 
be 1 even when state component / is in its initial configuration. On a processor that does not support the init 
optimization, XINUSE[/] is always 1 for every value of i. 


Executing XGETBV with ECX = 1 returns in EDX:EAX the logical-AND of XCRO and the current value of the 
XINUSE state-component bitmap. Such an execution of XGETBV always sets EAX[1] to 1 if XCRO[1] = 1 and 
MXCSR does not have its RESET value of 1F80H. Section 13.2 explains how software can determine whether a 
processor supports this use of XGETBV. 


¢ XMODIFIED denotes the state-component bitmap corresponding to the modified optimization. If 
XMODIFIED[/] = 0, state component / is known not to have been modified since the most recent execution of 
XRSTOR or XRSTORS; otherwise XMODIFIED[/] = 1. It is possible for XMODIFIED[/] to be 1 even when state 
component / has not been modified since the most recent execution of XRSTOR or XRSTORS. On a processor 
that does not support the modified optimization, XMODIFIED[/] is always 1 for every value of i. 


A processor that implements the modified optimization saves information about the most recent execution of 
XRSTOR or XRSTORS in a quantity called XRSTOR_INFO, a 4-tuple containing the following: (1) the CPL; 

(2) whether the logical processor was in VMX non-root operation; (3) the linear address of the XSAVE area; and 
(4) the XCOMP_BV field in the XSAVE area. An execution of XSAVEOPT or XSAVES uses the modified optimization 
only if that execution corresponds to XRSTOR_INFO on these four parameters. 


This mechanism implies that, depending on details of the operating system, the processor might determine that an 
execution of XSAVEOPT by one user application corresponds to an earlier execution of XRSTOR by a different appli- 
cation. For this reason, Intel recommends the application software not use the XSAVEOPT instruction. 
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The following items specify the initial configuration each state component (for the purposes of defining the XINUSE 
bitmap): 


° x87 state. x87 state is in its initial configuration if the following all hold: FCW is 037FH; FSW is OOOOH; FTW is 
FFFFH; FCS and FDS are each OOOOH; FIP and FDP are each 00000000_00000000H; each of STO-ST7 is 
0000_00000000_00000000H. 


° SSE state. In 64-bit mode, SSE state is in its initial configuration if each of XMMO-XMM15 is 0. Outside 64-bit 
mode, SSE state is in its initial configuration if each of XMMO-XMM7 is 0. XINUSE[1] pertains only to the state 
of the XMM registers and not to MXCSR. An execution of XRSTOR or XRSTORS outside 64-bit mode does not 
update XMM8-XMM15. (See Section 13.13.) 


° AVX state. In 64-bit mode, AVX state is in its initial configuration if each of YMMO_H-YMM15_H is 0. Outside 
64-bit mode, AVX state is in its initial configuration if each of YMMO_H-YMM7_H is 0. An execution of XRSTOR 
or XRSTORS outside 64-bit mode does not update YMM8_H-YMM15_H. (See Section 13.13.) 


¢ BNDREGS state. BNDREGS state is in its initial configuration if the value of each of BNDO-BND3 is 0. 
° BNDCSR state. BNDCSR state is in its initial configuration if BNDCFGU and BNDCSR each has value 0. 
¢ Opmask state. Opmask state is in its initial configuration if each of the opmask registers kO-k7 is 0. 


° ZMM_Hi256 state. In 64-bit mode, ZMM_Hi256 state is in its initial configuration if each of ZMMO_H- 
ZMM15_H is 0. Outside 64-bit mode, ZMM_Hi256 state is in its initial configuration if each of ZMMO_H-ZMM7_H 
is 0. An execution of XRSTOR or XRSTORS outside 64-bit mode does not update ZMM8_H-ZMM15_H. (See 
Section 13.13.) 


° Hi16_ZMM state. In 64-bit mode, Hi16_ZMM state is in its initial configuration if each of ZMM16-—ZMM31 is 0. 
Outside 64-bit mode, Hi16_ZMM state is always in its initial configuration. An execution of XRSTOR or XRSTORS 
outside 64-bit mode does not update ZMM31-ZMM31. (See Section 13.13.) 


¢ PT state. PT state is in its initial configuration if each of the 9 MSRs is 0. 

¢ PKRU state. PKRU state is in its initial configuration if the value of the PKRU is 0. 

¢ PT state. PT state is in its initial configuration if each of the 9 MSRs is 0. 

¢ CET_U state. CET_U state is in its initial configuration if both of the MSRs are 0. 

° CET_S state. CET_S state is in its initial configuration if each of the three MSRs is 0. 

° HDC state. HDC state is in its initial configuration if the value of the IA32_PM_CTL1 MSR is 1. 

¢ HWP state. HWP state is in its initial configuration if the value of the IA32_HWP_REQUEST MSR is 8000FFO1H. 


13.7. OPERATION OF XSAVE 


The XSAVE instruction takes a single memory operand, which is an XSAVE area. In addition, the register pair 
EDX:EAX is an implicit operand used as a state-component bitmap (see Section 13.1) called the instruction 
mask. The logical-AND of XCRO and the instruction mask is the requested-feature bitmap (RFBM) of the user 
state components to be saved. 


The following conditions cause execution of the XSAVE instruction to generate a fault: 
e If the XSAVE feature set is not enabled (CR4.OSXSAVE = 0), an invalid-opcode exception (#UD) occurs. 
° If CRO.TS[bit 3] is 1, a device-not-available exception (#NM) occurs. 

e If the address of the XSAVE area is not 64-byte aligned, a general-protection exception (#GP) occurs. 


If none of these conditions cause a fault, execution of XSAVE reads the XSTATE_BV field of the XSAVE header (see 

Section 13.4.2) and writes it back to memory, setting XSTATE_BV[/] (0 <i < 63) as follows: 

° If RFBM[/] = 0, XSTATE_BV[/] is not changed. 

° If RFBM[/] = 1, XSTATE_BV[/] is set to the value of XINUSE[/]. Section 13.6 defines XINUSE to describe the 
processor init optimization and specifies the initial configuration of each state component. The nature of that 
optimization implies the following: 


1 


1. If CRO.AM = 1, CPL = 3, and EFLAGS.AC =1, an alignment-check exception (HAC) may occur instead of #GP. 
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— If state component /is in its initial configuration, XINUSE[/] may be either 0 or 1, and XSTATE_BV[/] may be 
written with either 0 or 1. 


XINUSE[1] pertains only to the state of the XMM registers and not to MXCSR. Thus, XSTATE_BV[1] may be 
written with 0 even if MXCSR does not have its RESET value of 1F80H. 


— If state component / is not in its initial configuration, XINUSE[/] = 1 and XSTATE_BV[/] is written with 1. 


(As explained in Section 13.6, the initial configurations of some state components may depend on whether the 
processor is in 64-bit mode.) 


The XSAVE instruction does not write any part of the XSAVE header other than the XSTATE_BV field; in particular, 
it does not write to the XCOMP_BV field. 


Execution of XSAVE saves into the XSAVE area those state components corresponding to bits that are set in RFBM. 
State components 0 and 1 are located in the legacy region of the XSAVE area (see Section 13.4.1). Each state 
component /, 2 <i < 62, is located in the extended region; the XSAVE instruction always uses the standard format 
for the extended region (see Section 13.4.3). 


The MXCSR register and MKCSR_MASK are part of SSE state (see Section 13.5.2) and are thus associated with 
RFBM[1]. However, the XSAVE instruction also saves these values when RFBM[2] = 1 (even if RFBM[1] = 0). 


See Section 13.5 for specifics for each state component and for details regarding mode-specific operation and 
operation determined by instruction prefixes. See Section 13.13 for details regarding faults caused by memory 
accesses. 


13.8 OPERATION OF XRSTOR 


The XRSTOR instruction takes a single memory operand, which is an XSAVE area. In addition, the register pair 
EDX:EAX is an implicit operand used as a state-component bitmap (see Section 13.1) called the instruction 
mask. The logical-AND of XCRO and the instruction mask is the requested-feature bitmap (RFBM) of the user 
state components to be restored. 


The following conditions cause execution of the XRSTOR instruction to generate a fault: 

e If the XSAVE feature set is not enabled (CR4.OSXSAVE = 0), an invalid-opcode exception (#UD) occurs. 
¢ If CRO.TS[bit 3] is 1, a device-not-available exception (#NM) occurs. 

* If the address of the XSAVE area is not 64-byte aligned, a general-protection exception (#GP) occurs.! 


After checking for these faults, the XRSTOR instruction reads the XCOMP_BV field in the XSAVE area’s XSAVE 
header (see Section 13.4.2). If XCOMP_BV[63] = 0, the standard form of XRSTOR is executed (see Section 
13.8.1); otherwise, the compacted form of XRSTOR is executed (see Section 13.8.2). 


See Section 13.2 for details of how to determine whether the compacted form of XRSTOR is supported. 


13.8.1 Standard Form of XRSTOR 


The standard from of XRSTOR performs additional fault checking. Either of the following conditions causes a 
general-protection exception (#GP): 


¢ The XSTATE_BV field of the XSAVE header sets a bit that is not set in XCRO. 
* Bytes 23:8 of the XSAVE header are not all 0 (this implies that all bits in XCOMP_BV are 0). 


1. If CRO.AM = 1, CPL = 3, and EFLAGS.AC =1, an alignment-check exception (HAC) may occur instead of #GP. 


2. If the processor does not support the compacted form of XRSTOR, it may execute the standard form of XRSTOR without first read- 
ing the XCOMP_BV field. A processor supports the compacted form of XRSTOR only if it enumerates 
CPUID.(EAX=0DH,ECX=1):EAX[1] as 1. 

3. Bytes 63:24 of the XSAVE header are also reserved. Software should ensure that bytes 63:16 of the XSAVE header are all O in any 
XSAVE area. (Bytes 15:8 should also be 0 if the XSAVE area is to be used on a processor that does not support the compaction 
extensions to the XSAVE feature set.) 


13-16 Vol. 1 


MANAGING STATE USING THE XSAVE FEATURE SET 


If none of these conditions cause a fault, the processor updates each state component / for which RFBM[/] = 1. 

XRSTOR updates state component ij based on the value of bit / in the XSTATE_BV field of the XSAVE header: 

° If XSTATE_BV[/] = 0, the state component is set to its initial configuration. Section 13.6 specifies the initial 
configuration of each state component. 
The initial configuration of state component 1 pertains only to the XMM registers and not to MXCSR. See below 
for the treatment of MKCSR 

° If XSTATE_BV[/] = 1, the state component is loaded with data from the XSAVE area. See Section 13.5 for 
specifics for each state component and for details regarding mode-specific operation and operation determined 
by instruction prefixes. See Section 13.13 for details regarding faults caused by memory accesses. 
State components 0 and 1 are located in the legacy region of the XSAVE area (see Section 13.4.1). Each state 


component /, 2 <i < 62, is located in the extended region; the standard form of XRSTOR uses the standard 
format for the extended region (see Section 13.4.3). 


The MXCSR register is part of state component 1, SSE state (see Section 13.5.2). However, the standard form of 
XRSTOR loads the MXCSR register from memory whenever the RFBM[1] (SSE) or RFBM[2] (AVX) is set, regardless 
of the values of XSTATE_BV[1] and XSTATE_BV[2]. The standard form of XRSTOR causes a general-protection 
exception (#GP) if it would load MXCSR with an illegal value. 


13.8.2 |Compacted Form of XRSTOR 


The compacted from of XRSTOR performs additional fault checking. Any of the following conditions causes a #GP: 
° The XCOMP_BV field of the XSAVE header sets a bit in the range 62:0 that is not set in XCRO. 

¢ The XSTATE_BV field of the XSAVE header sets a bit (including bit 63) that is not set in XCOMP_BV. 

° Bytes 63:16 of the XSAVE header are not all 0. 


If none of these conditions cause a fault, the processor updates each state component / for which RFBM[/] = 1. 
XRSTOR updates state component ij based on the value of bit / in the XSTATE_BV field of the XSAVE header: 


° If XSTATE_BV[/] = 0, the state component is set to its initial configuration. Section 13.6 specifies the initial 
configuration of each state component. 

If XSTATE_BV[1] = 0, the compacted form XRSTOR initializes MXCSR to 1F80H. (This differs from the standard 
from of XRSTOR, which loads MXCSR from the XSAVE area whenever either RFBM[1] or RFBM[2] is set.) 
State component / is set to its initial configuration as indicated above if RFBM[/] = 1 and XSTATE_BV[/] = 0 — 
even if XCOMP_BV[i] = 0. This is true for all values of i, including 0 (x87 state) and 1 (SSE state). 

° If XSTATE_BV[/] = 1, the state component is loaded with data from the XSAVE area.! See Section 13.5 for 
specifics for each state component and for details regarding mode-specific operation and operation determined 
by instruction prefixes. See Section 13.13 for details regarding faults caused by memory accesses. 

State components 0 and 1 are located in the legacy region of the XSAVE area (see Section 13.4.1). Each state 
component /, 2 <i < 62, is located in the extended region; the compacted form of the XRSTOR instruction uses 
the compacted format for the extended region (see Section 13.4.3). 


The MXCSR register is part of SSE state (see Section 13.5.2) and is thus loaded from memory if RFBM[1] = 
XSTATE_BV[/] = 1. The compacted form of XRSTOR does not consider RFBM[2] (AVX) when determining whether 
to update MXCSR. (This is a difference from the standard form of XRSTOR.) The compacted form of XRSTOR causes 
a general-protection exception (#GP) if it would load MXCSR with an illegal value. 


13.8.3. XRSTOR and the Init and Modified Optimizations 


Execution of the XRSTOR instruction causes the processor to update its tracking for the init and modified optimiza- 
tions (see Section 13.6). The following items provide details: 


¢ The processor updates its tracking for the init optimization as follows: 


1. Earlier fault checking ensured that, if the instruction has reached this point in execution and XSTATE_BV[i] is 1, then XCOMP_BV[i] is 
also 1. 
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— If RFBM[/] = 0, XINUSE[/] is not changed. 


— If RFBM[/] = 1 and XSTATE_BV[/] = 0, state component / may be tracked as init; XINUSE[/] may be set to 
0 or 1. (As noted in Section 13.6, a processor need not implement the init optimization for state component 
i; a processor that does not do so implicitly maintains XINUSE[/] = 1 at all times.) 


— If RFBM[/] = 1 and XSTATE_BV[/] = 1, state component i is tracked as not init; XINUSE[/] is set to 1. 


¢ The processor updates its tracking for the modified optimization and records information about the XRSTOR 
execution for future interaction with the XSAVEOPT and XSAVES instructions (see Section 13.9 and Section 
13.11) as follows: 


— If RFBM[/] = 0, state component j is tracked as modified; XMODIFIED[/] is set to 1. 


— If RFBM[/] = 1, state component ji may be tracked as unmodified; XMODIFIED[/] may be set to 0 or 1. (As 
noted in Section 13.6, a processor need not implement the modified optimization for state component /; a 
processor that does not do so implicitly maintains XMODIFIED[/] = 1 at all times.) 


— XRSTOR_INFO is set to the 4-tuple (w,x,y,z), where w is the CPL (0); x is 1 if the logical processor is in VMX 
non-root operation and 0 otherwise; y is the linear address of the XSAVE area; and z is XCOMP_BV. In 
particular, the standard form of XRSTOR always sets z to all zeroes, while the compacted form of XRSTORS 
never does so (because it sets at least bit 63 to 1). 


Note that, if RFBM is entirely zero (e.g., because the instruction mask in EDX:EAX is zero), no state components are 
modified, the XINUSE bitmap is not modified, and all bits are set in the XMODIFIED bitmap. Thus, if EDX:EAX was 
zero for the most recent execution of XRSTOR, an execution of XSAVEOPT or XSAVES will identify all state compo- 
nents as modified and will thus not use the modified optimization. 


13.9 OPERATION OF XSAVEOPT 


The operation of XSAVEOPT is similar to that of XSAVE. Unlike XSAVE, XSAVEOPT uses the init optimization (by 
which it may omit saving state components that are in their initial configuration) and the modified optimization (by 
which it may omit saving state components that have not been modified since the last execution of XRSTOR); see 
Section 13.6. See Section 13.2 for details of how to determine whether XSAVEOPT is supported. 


The XSAVEOPT instruction takes a single memory operand, which is an XSAVE area. In addition, the register pair 
EDX:EAX is an implicit operand used as a state-component bitmap (see Section 13.1) called the instruction 
mask. The logical (bitwise) AND of XCRO and the instruction mask is the requested-feature bitmap (RFBM) of 
the user state components to be saved. 


The following conditions cause execution of the XSAVEOPT instruction to generate a fault: 

e If the XSAVE feature set is not enabled (CR4.OSXSAVE = 0), an invalid-opcode exception (#UD) occurs. 
¢ If CRO.TS[bit 3] is 1, a device-not-available exception (#NM) occurs. 

* If the address of the XSAVE area is not 64-byte aligned, a general-protection exception (#GP) occurs.! 


If none of these conditions cause a fault, execution of XSAVEOPT reads the XSTATE_BV field of the XSAVE header 
(see Section 13.4.2) and writes it back to memory, setting XSTATE_BV[/] (0 <i < 63) as follows: 


e If RFBM[/] = 0, XSTATE_BV[/] is not changed. 


e If RFBM[/] = 1, XSTATE_BV[/] is set to the value of XINUSE[/]. Section 13.6 defines XINUSE to describe the 
processor init optimization and specifies the initial configuration of each state component. The nature of that 
optimization implies the following: 


— Ifthe state component is in its initial configuration, XINUSE[/] may be either 0 or 1, and XSTATE_BV[/] may 
be written with either 0 or 1. 


XINUSE[1] pertains only to the state of the XMM registers and not to MXCSR. Thus, XSTATE_BV[1] may be 
written with 0 even if MXCSR does not have its RESET value of 1F80H. 


— Ifthe state component is not in its initial configuration, XSTATE_BV[/] is written with 1. 


1. If CRO.AM = 1, CPL = 3, and EFLAGS.AC =1, an alignment-check exception (HAC) may occur instead of #GP. 
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(As explained in Section 13.6, the initial configurations of some state components may depend on whether the 
processor is in 64-bit mode.) 


The XSAVEOPT instruction does not write any part of the XSAVE header other than the XSTATE_BV field; in partic- 
ular, it does not write to the XCOMP_BV field. 


Execution of XSAVEOPT saves into the XSAVE area those state components corresponding to bits that are set in 
RFBM (subject to the optimizations described below). State components 0 and 1 are located in the legacy region of 
the XSAVE area (see Section 13.4.1). Each state component /, 2 <i < 62, is located in the extended region; the 
XSAVEOPT instruction always uses the standard format for the extended region (see Section 13.4.3). 


See Section 13.5 for specifics for each state component and for details regarding mode-specific operation and 
operation determined by instruction prefixes. See Section 13.13 for details regarding faults caused by memory 
accesses. 


Execution of XSAVEOPT performs two optimizations that reduce the amount of data written to memory: 

¢ Init optimization. 
If XINUSE[/] = 0, state component / is not saved to the XSAVE area (even if RFBM[/] = 1). (See below for 
exceptions made for MXCSR.) 

¢* Modified optimization. 
Each execution of XRSTOR and XRSTORS establishes XRSTOR_INFO as a 4-tuple (w,x,y,z) (see Section 13.8.3 


and Section 13.12). Execution of XSAVEOPT uses the modified optimization only if the following all hold for the 
current value of XRSTOR_INFO: 


— w=CPL; 
— x = 1 if and only if the logical processor is in VMX non-root operation; 
— yis the linear address of the XSAVE area being used by XSAVEOPT; and 


— zis 00000000_OO000000H. (This last item implies that XSAVEOPT does not use the modified optimization 
if the last execution of XRSTOR used the compacted form, or if an execution of XRSTORS followed the last 
execution of XRSTOR.) 


If XSAVEOPT uses the modified optimization and XMODIFIED[/] = 0 (see Section 13.6), state component / is 
not saved to the XSAVE area. 


(In practice, the benefit of the modified optimization for state component i depends on how the processor is 
tracking state component /; see Section 13.6. Limitations on the tracking ability may result in state component 
i being saved even though is in the same configuration that was loaded by the previous execution of XRSTOR.) 


Depending on details of the operating system, an execution of XSAVEOPT by a user application might use the 


modified optimization when the most recent execution of XRSTOR was by a different application. Because of 
this, Intel recommends the application software not use the XSAVEOPT instruction. 


The MXCSR register and MKXCSR_MASK are part of SSE state (see Section 13.5.2) and are thus associated with 
bit 1 of RFBM. However, the XSAVEOPT instruction also saves these values when RFBM[2] = 1 (even if RFBM[1] = 
0). The init and modified optimizations do not apply to the MXCSR register and MKCSR_MASK. 


13.10 OPERATION OF XSAVEC 


The operation of XSAVEC is similar to that of XSAVE. Two main differences are (1) XSAVEC uses the compacted 
format for the extended region of the XSAVE area; and (2) XSAVEC uses the init optimization (see Section 13.6). 
Unlike XSAVEOPT, XSAVEC does not use the modified optimization. See Section 13.2 for details of how to deter- 
mine whether XSAVEC is supported. 


The XSAVEC instruction takes a single memory operand, which is an XSAVE area. In addition, the register pair 
EDX:EAX is an implicit operand used as a state-component bitmap (see Section 13.1) called the instruction 
mask. The logical (bitwise) AND of XCRO and the instruction mask is the requested-feature bitmap (RFBM) of 
the user state components to be saved. 


The following conditions cause execution of the XSAVEC instruction to generate a fault: 
e If the XSAVE feature set is not enabled (CR4.0SXSAVE = 0), an invalid-opcode exception (#UD) occurs. 
° If CRO.TS[bit 3] is 1, a device-not-available exception (#NM) occurs. 
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* If the address of the XSAVE area is not 64-byte aligned, a general-protection exception (#GP) occurs.! 


If none of these conditions cause a fault, execution of XSAVEC writes the XSTATE_BV field of the XSAVE header 
(see Section 13.4.2), setting XSTATE_BV[/] (0 <i < 63) as follows: 


e If RFBM[/] = 0, XSTATE_BV[/] is written as 0. 


e If RFBM[/] = 1, XSTATE_BV[/] is set to the value of XINUSE[/] (see below for an exception made for 
XSTATE_BV[1]). Section 13.6 defines XINUSE to describe the processor init optimization and specifies the 
initial configuration of each state component. The nature of that optimization implies the following: 


— If state component / is in its initial configuration, XSTATE_BV[/] may be written with either 0 or 1. 
— If state component / is not in its initial configuration, XSTATE_BV[/] is written with 1. 


XINUSE[1] pertains only to the state of the XMM registers and not to MXCSR. However, if RFBM[1] = 1 and 
MXCSR does not have the value 1F80H, XSAVEC writes XSTATE_BV[1] as 1 even if XINUSE[1] = 0. 


(As explained in Section 13.6, the initial configurations of some state components may depend on whether the 
processor is in 64-bit mode.) 


The XSAVEC instructions sets bit 63 of the XCOMP_BV field of the XSAVE header while writing RFBM[62:0] to 
XCOMP_BV[62:0]. The XSAVEC instruction does not write any part of the XSAVE header other than the XSTATE_BV 
and XCOMP_BV fields. 


Execution of XSAVEC saves into the XSAVE area those state components corresponding to bits that are set in RFBM 
(subject to the init optimization described below). State components 0 and 1 are located in the legacy region of the 
XSAVE area (see Section 13.4.1). Each state component i, 2 <i < 62, is located in the extended region; the XSAVEC 
instruction always uses the compacted format for the extended region (see Section 13.4.3). 


See Section 13.5 for specifics for each state component and for details regarding mode-specific operation and 
operation determined by instruction prefixes. See Section 13.13 for details regarding faults caused by memory 
accesses. 


Execution of XSAVEC performs the init optimization to reduce the amount of data written to memory. If 
XINUSE[/] = 0, state component / is not saved to the XSAVE area (even if RFBM[/] = 1). However, if RFBM[1] = 1 
and MXCSR does not have the value 1F80H, XSAVEC saves all of state component 1 (SSE — including the XMM 
registers) even if XINUSE[1] = 0. Unlike the XSAVE instruction, RFBM[2] does not determine whether XSAVEC 
saves MXCSR and MXCSR_MASK. 


13.11 OPERATION OF XSAVES 


The operation of XSAVES is similar to that of XSAVEC. The main differences are (1) XSAVES can be executed only 
if CPL = 0; (2) XSAVES can operate on the state components whose bits are set in XCRO | IA32_XSS and can thus 
operate on supervisor state components; and (3) XSAVES uses the modified optimization (see Section 13.6). See 
Section 13.2 for details of how to determine whether XSAVES is supported. 


The XSAVES instruction takes a single memory operand, which is an XSAVE area. In addition, the register pair 
EDX:EAX is an implicit operand used as a state-component bitmap (see Section 13.1) called the instruction 
mask. EDX:EAX & (XCRO | IA32_XSS) (the logical AND the instruction mask with the logical OR of XCRO and 
IA32_XSS) is the requested-feature bitmap (RFBM) of the state components to be saved. 


The following conditions cause execution of the XSAVES instruction to generate a fault: 
e If the XSAVE feature set is not enabled (CR4.OSXSAVE = 0), an invalid-opcode exception (#UD) occurs. 
° If CRO.TS[bit 3] is 1, a device-not-available exception (#NM) occurs. 


¢ If CPL > 0 or if the address of the XSAVE area is not 64-byte aligned, a general-protection exception (#GP) 
occurs. 


If none of these conditions cause a fault, execution of XSAVES writes the XSTATE_BV field of the XSAVE header 
(see Section 13.4.2), setting XSTATE_BV[/] (0 <i < 63) as follows: 


1. If CRO.AM = 1, CPL = 3, and EFLAGS.AC =1, an alignment-check exception (HAC) may occur instead of #GP. 
2. Unlike the XSAVE and XSAVEOPT instructions, the XSAVEC instruction does not read the XSTATE_BV field of the XSAVE header. 
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¢ = If RFBM[/] = 0, XSTATE_BV[/] is written as 0. 
° If RFBM[/] = 1, XSTATE_BV[/] is set to the value of XINUSE[/] (see below for an exception made for 


XSTATE_BV[1]). Section 13.6 defines XINUSE to describe the processor init optimization and specifies the 
initial configuration of each state component. The nature of that optimization implies the following: 


— If state component / is in its initial configuration, XSTATE_BV[/] may be written with either 0 or 1. 
— If state component / is not in its initial configuration, XSTATE_BV[/] is written with 1. 


XINUSE[1] pertains only to the state of the XMM registers and not to MXCSR. However, if RFBM[1] = 1 and 
MXCSR does not have the value 1F80H, XSAVES writes XSTATE_BV[1] as 1 even if XINUSE[1] = 0. 


(As explained in Section 13.6, the initial configurations of some state components may depend on whether the 
processor is in 64-bit mode.) 


The XSAVES instructions sets bit 63 of the XCOMP_BV field of the XSAVE header while writing RFBM[62:0] to 
XCOMP_BV[62:0]. The XSAVES instruction does not write any part of the XSAVE header other than the XSTATE_BV 
and XCOMP_BV fields. 


Execution of XSAVES saves into the XSAVE area those state components corresponding to bits that are set in RFBM 
(subject to the optimizations described below). State components 0 and 1 are located in the legacy region of the 
XSAVE area (see Section 13.4.1). Each state component /, 2 <i < 62, is located in the extended region; the XSAVES 
instruction always uses the compacted format for the extended region (see Section 13.4.3). 


See Section 13.5 for specifics for each state component and for details regarding mode-specific operation and 
operation determined by instruction prefixes; in particular, see Section 13.5.6 for some special treatment of PT 
state by XSAVES. See Section 13.13 for details regarding faults caused by memory accesses. 


Execution of XSAVES performs the init optimization to reduce the amount of data written to memory. If 
XINUSE[/] = 0, state component / is not saved to the XSAVE area (even if RFBM[/] = 1). However, if RFBM[1] = 1 
and MXCSR does not have the value 1F80H, XSAVES saves all of state component 1 (SSE — including the XMM 
registers) even if XINUSE[1] = 0. 


Like XSAVEOPT, XSAVES may perform the modified optimization. Each execution of XRSTOR and XRSTORS estab- 
lishes XRSTOR_INFO as a 4-tuple (w,x,y,z) (see Section 13.8.3 and Section 13.12). Execution of XSAVES uses the 
modified optimization only if the following all hold: 


° w=CPL,; 
¢ x = 1 if and only if the logical processor is in VMX non-root operation; 
e yis the linear address of the XSAVE area being used by XSAVEOPT; and 


° z[63] is 1 and z[62:0] = RFBM[62:0]. (This last item implies that XSAVES does not use the modified optimi- 
zation if the last execution of XRSTOR used the standard form and followed the last execution of XRSTORS.) 


If XSAVES uses the modified optimization and XMODIFIED[/] = 0 (see Section 13.6), state component j is not 
saved to the XSAVE area. 


13.12 OPERATION OF XRSTORS 


The operation of XRSTORS is similar to that of XRSTOR. Three main differences are (1) XRSTORS can be executed 
only if CPL = 0; (2) XRSTORS can operate on the state components whose bits are set in XCRO | IA32_XSS and can 
thus operate on supervisor state components; and (3) XRSTORS has only a compacted form (no standard form; 
see Section 13.8). See Section 13.2 for details of how to determine whether XRSTORS is supported. 


The XRSTORS instruction takes a single memory operand, which is an XSAVE area. In addition, the register pair 
EDX:EAX is an implicit operand used as a state-component bitmap (see Section 13.1) called the instruction 
mask. EDX:EAX & (XCRO | IA32_XSS) (the logical AND the instruction mask with the logical OR of XCRO and 
IA32_XSS) is the requested-feature bitmap (RFBM) of the state components to be restored. 


The following conditions cause execution of the XRSTOR instruction to generate a fault: 
e If the XSAVE feature set is not enabled (CR4.OSXSAVE = 0), an invalid-opcode exception (#UD) occurs. 
¢ If CRO.TS[bit 3] is 1, a device-not-available exception (#NM) occurs. 
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¢ If CPL > 0 or if the address of the XSAVE area is not 64-byte aligned, a general-protection exception (#GP) 
occurs. 


After checking for these faults, the XRSTORS instruction reads the first 64 bytes of the XSAVE header, including the 
XSTATE_BV and XCOMP_BV fields (see Section 13.4.2). A #GP occurs if any of the following conditions hold for the 
values read: 

¢ XCOMP_BV[63] = 0. 

¢ XCOMP_BV sets a bit in the range 62:0 that is not set in XCRO | IA32_XSS. 

°  XSTATE_BV sets a bit (including bit 63) that is not set in XCOMP_BV. 

° Bytes 63:16 of the XSAVE header are not all 0. 


If none of these conditions cause a fault, the processor updates each state component / for which RFBM[/] = 1. 
XRSTORS updates state component ij based on the value of bit / in the XSTATE_BV field of the XSAVE header: 


¢ If XSTATE_BV[/] = 0, the state component is set to its initial configuration. Section 13.6 specifies the initial 
configuration of each state component. If XSTATE_BV[1] = 0, XRSTORS initializes MXCSR to 1F80H. 


State component / is set to its initial configuration as indicated above if RFBM[/] = 1 and XSTATE_BV[/] = 0 — 
even if XCOMP_BV[i] = 0. This is true for all values of /, including 0 (x87 state) and 1 (SSE state). 


° If XSTATE_BV[/] = 1, the state component is loaded with data from the XSAVE area.! See Section 13.5 for 
specifics for each state component and for details regarding mode-specific operation and operation determined 
by instruction prefixes; in particular, see Section 13.5.6 for some special treatment of PT state by XRSTORS. 
See Section 13.13 for details regarding faults caused by memory accesses. 


If XRSTORS is restoring a supervisor state component, the instruction causes a general-protection exception 
(#GP) if it would load any element of that component with an unsupported value (e.g., by setting a reserved bit 
in an MSR) or if a bit is set in any reserved portion of the state component in the XSAVE area. 


State components 0 and 1 are located in the legacy region of the XSAVE area (see Section 13.4.1). Each state 
component /, 2 <i < 62, is located in the extended region; XRSTORS uses the compacted format for the 
extended region (see Section 13.4.3). 


The MXCSR register is part of SSE state (see Section 13.5.2) and is thus loaded from memory if RFBM[1] = 
XSTATE_BV[/] = 1. XRSTORS causes a general-protection exception (#GP) if it would load MXCSR with an 
illegal value. 


If an execution of XRSTORS causes an exception or a VM exit during or after restoring a supervisor state compo- 

nent, each element of that state component may have the value it held before the XRSTORS execution, the value 
loaded from the XSAVE area, or the element’s initial value (as defined in Section 13.6). See Section 13.5.6 for some 
special treatment of PT state for the case in which XRSTORS causes an exception or a VM exit. 


Like XRSTOR, execution of XRSTORS causes the processor to update is tracking for the init and modified optimiza- 
tions (see Section 13.6 and Section 13.8.3). The following items provide details: 


¢ The processor updates its tracking for the init optimization as follows: 
— If RFBM[/] = 0, XINUSE[/] is not changed. 


— If RFBM[/] = 1 and XSTATE_BV[/] = 0, state component / may be tracked as init; XINUSE[/] may be set to 
Oorl. 


— If RFBM[/] = 1 and XSTATE_BV[/] = 1, state component i is tracked as not init; XINUSE[/] is set to 1. 


¢ The processor updates its tracking for the modified optimization and records information about the XRSTORS 
execution for future interaction with the XSAVEOPT and XSAVES instructions as follows: 


— If RFBM[/] = 0, state component j is tracked as modified; XMODIFIED[/] is set to 1. 
— If RFBM[/] = 1, state component / may be tracked as unmodified; XMODIFIED[/] may be set to 0 or 1. 


— XRSTOR_INFO is set to the 4-tuple (w,x,y,z), where w is the CPL; x is 1 if the logical processor is in VMX 
non-root operation and 0 otherwise; y is the linear address of the XSAVE area; and z is XCOMP_BV (this 
implies that z[63] = 1). 


1. Earlier fault checking ensured that, if the instruction has reached this point in execution and XSTATE_BV[i] is 1, then XCOMP_BV[]] is 
also 1. 
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Note that, if RFBM is entirely zero (e.g., because the instruction mask in EDX:EAX is zero), no state components 
are modified, the XINUSE bitmap is not modified, and all bits are set in the XMODIFIED bitmap. Thus, if EDX:EAX 
was zero for the most recent execution of XRSTORS, an execution of XSAVEOPT or XSAVES will identify all state 
components as modified and will thus not use the modified optimization. 


13.13. MEMORY ACCESSES BY THE XSAVE FEATURE SET 


Each instruction in the XSAVE feature set operates on a set of XSAVE-managed state components. The specific set 
of components on which an instruction operates is determined by the values of XCRO, the IA32_XSS MSR, 
EDX:EAX, and (for XRSTOR and XRSTORS) the XSAVE header. 


Section 13.4 provides the details necessary to determine the location of each state component for any execution of 
an instruction in the XSAVE feature set. An execution of an instruction in the XSAVE feature set may access any 
byte of any state component on which that execution operates. 


Section 13.5 provides details of the different XSAVE-managed state components. Some portions of some of these 
components are accessible only in 64-bit mode. Executions of XRSTOR and XRSTORS outside 64-bit mode will not 
update those portions; executions of XSAVE, XSAVEC, XSAVEOPT, and XSAVES will not modify the corresponding 
locations in memory. 


Despite this fact, any execution of these instructions outside 64-bit mode may access any byte in any state compo- 
nent on which that execution operates — even those at addresses corresponding to registers that are accessible 
only in 64-bit mode. As result, such an execution may incur a fault due to an attempt to access such an address. 


For example, an execution of XSAVE outside 64-bit mode may incur a page fault if paging does not map as 
read/write the section of the XSAVE area containing state component 7 (Hi16_ZMM state) — despite the fact that 
state component 7 can be accessed only in 64-bit mode. 
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CHAPTER 14 
PROGRAMMING WITH AVX, FMA AND AVX2 


Intel® Advanced Vector Extensions (Intel® AVX) introduces 256-bit vector processing capability. The Intel AVX 
instruction set extends 128-bit SIMD instruction sets by employing a new instruction encoding scheme via a vector 
extension prefix (VEX). Intel AVX also offers several enhanced features beyond those available in prior generations 
of 128-bit SIMD extensions. 


FMA (Fused Multiply Add) extensions enhances Intel AVX further in floating-point numeric computations. FMA 
provides high-throughput, arithmetic operations cover fused multiply-add, fused multiply-subtract, fused multiply 
add/subtract interleave, signed-reversed multiply on fused multiply-add and multiply-subtract. 


Intel AVX2 provides 256-bit integer SIMD extensions that accelerate computation across integer and floating-point 
domains using 256-bit vector registers. 


This chapter summarizes the key features of Intel AVX, FMA and AVX2. 


14.1. INTEL AVX OVERVIEW 


Intel AVX introduces the following architectural enhancements: 
® Support for 256-bit wide vectors with the YMM vector register set. 


° 256-bit floating-point instruction set enhancement with up to 2X performance gain relative to 128-bit 
Streaming SIMD extensions. 


¢ Enhancement of legacy 128-bit SIMD instruction extensions to support three-operand syntax and to simplify 
compiler vectorization of high-level language expressions. 


° VEX prefix-encoded instruction syntax support for generalized three-operand syntax to improve instruction 
programming flexibility and efficient encoding of new instruction extensions. 


° Most VEX-encoded 128-bit and 256-bit AVX instructions (with both load and computational operation 
semantics) are not restricted to 16-byte or 32-byte memory alignment. 


® Support flexible deployment of 256-bit AVX code, 128-bit AVX code, legacy 128-bit code and scalar code. 


With the exception of SIMD instructions operating on MMX registers, almost all legacy 128-bit SIMD instructions 
have AVX equivalents that support three operand syntax. 256-bit AVX instructions employ three-operand syntax 
and some with 4-operand syntax. 


14.1.1 256-Bit Wide SIMD Register Support 


Intel AVX introduces support for 256-bit wide SIMD registers (YMMO-YMM7 in operating modes that are 32-bit or 
less, YMMO-YMM15 in 64-bit mode). The lower 128-bits of the YMM registers are aliased to the respective 128-bit 
XMM registers. 


Legacy SSE instructions (i.e. SIMD instructions operating on XMM state but not using the VEX prefix, also referred 
to non-VEX encoded SIMD instructions) will not access the upper bits beyond bit 128 of the YMM registers. AVX 
instructions with a VEX prefix and vector length of 128-bits zeroes the upper bits (above bit 128) of the YMM 
register. 
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Figure 14-1. 256-Bit Wide SIMD Register 


14.1.2 — Instruction Syntax Enhancements 


Intel AVX employs an instruction encoding scheme using a new prefix (known as “VEX” prefix). Instruction 
encoding using the VEX prefix can directly encode a register operand within the VEX prefix. This support two new 
instruction syntax in Intel 64 architecture: 


¢ A non-destructive operand (in a three-operand instruction syntax): The non-destructive source reduces the 
number of registers, register-register copies and explicit load operations required in typical SSE loops, reduces 
code size, and improves micro-fusion opportunities. 


e A third source operand (in a four-operand instruction syntax) via the upper 4 bits in an 8-bit immediate field. 
Support for the third source operand is defined for selected instructions (e.g. VBLENDVPD, VBLENDVPS, 
PBLENDVB). 


Two-operand instruction syntax previously expressed in legacy SSE instruction as 
ADDPS xmm1, xmm2/m128 

128-bit AVX equivalent can be expressed in three-operand syntax as 
VADDPS xmm1, xmm2, xmm3/m128 


In four-operand syntax, the extra register operand is encoded in the immediate byte. 


Note SIMD instructions supporting three-operand syntax but processing only 128-bits of data are considered part 
of the 256-bit SIMD instruction set extensions of AVX, because bits 255:128 of the destination register are zeroed 
by the processor. 


14.1.3. VEX Prefix Instruction Encoding Support 


Intel AVX introduces a new prefix, referred to as VEX, in the Intel 64 and IA-32 instruction encoding format. 
Instruction encoding using the VEX prefix provides the following capabilities: 


¢ Direct encoding of a register operand within VEX. This provides instruction syntax support for non-destructive 
source operand. 


¢ Efficient encoding of instruction syntax operating on 128-bit and 256-bit register sets. 
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Compaction of REX prefix functionality: The equivalent functionality of the REX prefix is encoded within VEX. 


Compaction of SIMD prefix functionality and escape byte encoding: The functionality of SIMD prefix (66H, F2H, 
F3H) on opcode is equivalent to an opcode extension field to introduce new processing primitives. This 
functionality is replaced by a more compact representation of opcode extension within the VEX prefix. Similarly, 
the functionality of the escape opcode byte (OFH) and two-byte escape (OF38H, OF3AH) are also compacted 
within the VEX prefix encoding. 


Most VEX-encoded SIMD numeric and data processing instruction semantics with memory operand have 
relaxed memory alignment requirements than instructions encoded using SIMD prefixes (see Section 14.9). 


VEX prefix encoding applies to SIMD instructions operating on YMM registers, XMM registers, and in some cases 
with a general-purpose register as one of the operand. VEX prefix is not supported for instructions operating on 
MMX or x87 registers. Details of VEX prefix and instruction encoding are discussed in Chapter 2, “Instruction 
Format,” of Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A. 


14.2 FUNCTIONAL OVERVIEW 


Intel AVX provide comprehensive functional improvements over previous generations of SIMD instruction exten- 
sions. The functional improvements include: 


256-bit floating-point arithmetic primitives: AVX enhances existing 128-bit floating-point arithmetic instruc- 
tions with 256-bit capabilities for floating-point processing. Table 14-1 lists SIMD instructions promoted to AVX. 


Enhancements for flexible SIMD data movements: AVX provides a number of new data movement primitives to 
enable efficient SIMD programming in relation to loading non-unit-strided data into SIMD registers, intra- 
register SIMD data manipulation, conditional expression and branch handling, etc. Enhancements for SIMD 
data movement primitives cover 256-bit and 128-bit vector floating-point data, and across 128-bit integer 
SIMD data processing using VEX-encoded instructions. 


Table 14-1. Promoted SSE/SSE2/SSE3/SSSE3/SSE4 Instructions 


VERe9 . VEN 12 2 Group Instruction If No, Reason? 
Encoding Encoding 
yes yes YY OF 1X MOVUPS 
no yes MOVSS scalar 
yes yes MOVUPD 
no yes MOVSD scalar 
no yes MOVLPS Note 1 
no yes MOVLPD Note 1 
no yes MOVLHPS Redundant with VPERMILPS 
yes yes MOVDDUP 
yes yes MOVSLDUP 
yes yes UNPCKLPS 
yes yes UNPCKLPD 
yes yes UNPCKHPS 
yes yes UNPCKHPD 
no yes MOVHPS Note 1 
no yes MOVHPD Note 1 
no yes MOVHLPS Redundant with VPERMILPS 
yes yes MOVAPS 
yes yes MOVSHDUP 
yes yes MOVAPD 
no no CVTPI2PS MMX 
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es ° vex le : Group Instruction If No, Reason? 
Encoding Encoding 
no yes CVTSI2SS scalar 
no no CVTPI2PD MMX 
no yes CVTSI2SD scalar 
no yes MOVNTPS 
no yes MOVNTPD 
no no CVTTPS2PI MMX 
no yes CVTTSS2SI scalar 
no no CVTTPD2PI MMX 
no yes CVTTSD2SI scalar 
no no CVTPS2PI MMX 
no yes CVTSS2SI scalar 
no no CVTPD2PI MMX 
no yes CVTSD2SI scalar 
no yes UCOMISS scalar 
no yes UCOMISD scalar 
no yes COMISS scalar 
no yes COMISD scalar 
yes yes YY OF 5X MOVMSKPS 
yes yes MOVMSKPD 
yes yes SQRTPS 
no yes SQRTSS scalar 
yes yes SQRTPD 
no yes SQRTSD scalar 
yes yes RSQRTPS 
no yes RSQRTSS scalar 
yes yes RCPPS 
no yes RCPSS scalar 
yes yes ANDPS 
yes yes ANDPD 
yes yes ANDNPS 
yes yes ANDNPD 
yes yes ORPS 
yes yes ORPD 
yes yes XORPS 
yes yes XORPD 
yes yes ADDPS 
no yes ADDSS scalar 
yes yes ADDPD 
no yes ADDSD scalar 
yes yes MULPS 
no yes MULSS scalar 
yes yes MULPD 
no yes MULSD scalar 
yes yes CVTPS2PD 
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eeeale tae Group Instruction If No, Reason? 
no yes CVTSS2SD scalar 
yes yes CVTPD2PS 
no yes CVTSD2SS scalar 
yes yes CVTDQ2PS 
yes yes CVTPS2DQ 
yes yes CVTTPS2DQ 
yes yes SUBPS 
no yes SUBSS scalar 
yes yes SUBPD 
no yes SUBSD scalar 
yes yes MINPS 
no yes MINSS scalar 
yes yes MINPD 
no yes MINSD scalar 
yes yes DIVPS 
no yes DIVSS scalar 
yes yes DIVPD 
no yes DIVSD scalar 
yes yes MAXPS 
no yes MAXSS scalar 
yes yes MAXPD 
no yes MAXSD scalar 
no yes YY OF 6X PUNPCKLBW Vi 
no yes PUNPCKLWD Vi 
no yes PUNPCKLDQ Vi 
no yes PACKSSWB Vi 
no yes PCMPGTB Vi 
no yes PCMPGTW Vi 
no yes PCMPGTD Vi 
no yes PACKUSWB Vi 
no yes PUNPCKHBW Vi 
no yes PUNPCKHWD Vi 
no yes PUNPCKHDQ Vi 
no yes PACKSSDW Vi 
no yes PUNPCKLQDQ Vi 
no yes PUNPCKHQDQ Vi 
no yes MOVD scalar 
no yes MOVQ scalar 
yes yes MOVDQA 
yes yes MOVDQU 
no yes YY OF 7X PSHUFD Vi 
no yes PSHUFHW Vi 
no yes PSHUFLW Vi 
no yes PCMPEQB Vi 
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es ° vex le : Group Instruction If No, Reason? 
Encoding Encoding 
no yes PCMPEQW Vi 
no yes PCMPEQD Vi 
yes yes HADDPD 
yes yes HADDPS 
yes yes HSUBPD 
yes yes HSUBPS 
no yes MOVD Vi 
no yes MOVQ Vi 
yes yes MOVDQA 
yes yes MOVDQU 
no yes YY OF AX LDMXCSR 
no yes STMXCSR 
yes yes YY OF CX CMPPS 
no yes CMPSS scalar 
yes yes CMPPD 
no yes CMPSD scalar 
no yes PINSRW Vi 
no yes PEXTRW Vi 
yes yes SHUFPS 
yes yes SHUFPD 
yes yes YY OF DX ADDSUBPD 
yes yes ADDSUBPS 
no yes PSRLW Vi 
no yes PSRLD Vi 
no yes PSRLQ Vi 
no yes PADDQ Vi 
no yes PMULLW Vi 
no no MOVQ2DQ MMX 
no no MOVDQ2Q MMX 
no yes PMOVMSKB Vi 
no yes PSUBUSB Vi 
no yes PSUBUSW Vi 
no yes PMINUB Vi 
no yes PAND Vi 
no yes PADDUSB Vi 
no yes PADDUSW Vi 
no yes PMAXUB Vi 
no yes PANDN Vi 
no yes YY OF EX PAVGB Vi 
no yes PSRAW Vi 
no yes PSRAD Vi 
no yes PAVGW Vi 
no yes PMULHUW Vi 
no yes PMULHW Vi 
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vEees . YER Ie : Group Instruction If No, Reason? 

Encoding Encoding 
yes yes CVTPD2DQ 
yes yes CVTTPD2DQ 
yes yes CVTDQ2PD 
no yes MOVNTDQ Vi 
no yes PSUBSB Vi 
no yes PSUBSW Vi 
no yes PMINSW Vi 
no yes POR Vi 
no yes PADDSB Vi 
no yes PADDSW Vi 
no yes PMAXSW Vi 
no yes PXOR Vi 
yes yes YY OF FX LDDQU Vi 
no yes PSLLW Vi 
no yes PSLLD Vi 
no yes PSLLOQ Vi 
no yes PMULUDQ Vi 
no yes PMADDWD Vi 
no yes PSADBW Vi 
no yes MASKMOVDQU 
no yes PSUBB Vi 
no yes PSUBW Vi 
no yes PSUBD Vi 
no yes PSUBQ Vi 
no yes PADDB Vi 
no yes PADDW Vi 
no yes PADDD Vi 
no yes SSSE3 PHADDW Vi 
no yes PHADDSW Vi 
no yes PHADDD Vi 
no yes PHSUBW Vi 
no yes PHSUBSW Vi 
no yes PHSUBD Vi 
no yes PMADDUBSW Vi 
no yes PALIGNR Vi 
no yes PSHUFB Vi 
no yes PMULHRSW Vi 
no yes PSIGNB Vi 
no yes PSIGNW Vi 
no yes PSIGND Vi 
no yes PABSB Vi 
no yes PABSW Vi 
no yes PABSD Vi 
yes yes SSE4.1 BLENDPS 
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Sains i Group Instruction If No, Reason? 
yes yes BLENDPD 
yes yes BLENDVPS Note 2 
yes yes BLENDVPD Note 2 
no yes DPPD 
yes yes DPPS 
no yes EXTRACTPS Note 3 
no yes INSERTPS Note 3 
no yes MOVNTDQA 
no yes MPSADBW Vi 
no yes PACKUSDW Vi 
no yes PBLENDVB Vi 
no yes PBLENDW Vi 
no yes PCMPEQQ Vi 
no yes PEXTRD Vi 
no yes PEXTRQ Vi 
no yes PEXTRB Vi 
no yes PEXTRW Vi 
no yes PHMINPOSUW Vi 
no yes PINSRB Vi 
no yes PINSRD Vi 
no yes PINSRQ Vi 
no yes PMAXSB Vi 
no yes PMAXSD Vi 
no yes PMAXUD Vi 
no yes PMAXUW Vi 
no yes PMINSB Vi 
no yes PMINSD Vi 
no yes PMINUD Vi 
no yes PMINUW Vi 
no yes PMOVSXxx Vi 
no yes PMOVZXxx Vi 
no yes PMULDQ Vi 
no yes PMULLD Vi 
yes yes PTEST 
yes yes ROUNDPD 
yes yes ROUNDPS 
no yes ROUNDSD scalar 
no yes ROUNDSS scalar 
no yes SSE4.2 PCMPGTQ Vi 
no no SSE4.2 CRC32c integer 
no yes PCMPESTRI Vi 
no yes PCMPESTRM Vi 
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i tae Group Instruction If No, Reason? 
no yes PCMPISTRI Vi 
no yes PCMPISTRM Vi 
no no SSE4.2 POPCNT integer 


14.2.1. 256-bit Floating-Point Arithmetic Processing Enhancements 


Intel AVX provides 35 256-bit floating-point arithmetic instructions, see Table 14-2. The arithmetic operations 
cover add, subtract, multiply, divide, square-root, compare, max, min, round, etc., on single-precision and double- 
precision floating-point data. 

The enhancement in AVX on floating-point compare operation provides 32 conditional predicates to improve 
programming flexibility in evaluating conditional expressions. 


Table 14-2. Promoted 256-Bit and 128-bit Arithmetic AVX Instructions 


VEX.256 Encoding VEX.128 Encoding Legacy Instruction Mnemonic 
yes yes SQRTPS, SQRTPD, RSQRTPS, RCPPS 
yes yes ADDPS, ADDPD, SUBPS, SUBPD 
yes yes MULPS, MULPD, DIVPS, DIVPD 
yes yes CVTPS2PD, CVTPD2PS 
yes yes CVTDQ2PS, CVTPS2DQ 
yes yes CVTTPS2DQ, CVTTPD2DQ 
yes yes CVTPD2DQ, CVTDQ2PD 
yes yes MINPS, MINPD, MAXPS, MAXPD 
yes yes HADDPD, HADDPS, HSUBPD, HSUBPS 
yes yes CMPPS, CMPPD 
yes yes ADDSUBPD, ADDSUBPS, DPPS 
yes yes ROUNDPD, ROUNDPS 


14.2.2 256-bit Non-Arithmetic Instruction Enhancements 


Intel AVX provides new primitives for handling data movement within 256-bit floating-point vectors and promotes 
many 128-bit floating data processing instructions to handle 256-bit floating-point vectors. 


AVX includes 39 256-bit data movement and processing instructions that are promoted from previous generations 
of SIMD instruction extensions, ranging from logical, blend, convert, test, unpacking, shuffling, load and stores 
(see Table 14-3). 


Table 14-3. Promoted 256-bit and 128-bit Data Movement AVX Instructions 


VEX.256 Encoding VEX.128 Encoding Legacy Instruction Mnemonic 
yes yes MOVAPS, MOVAPD, MOVDQA 
yes yes MOVUPS, MOVUPD, MOVDQU 
yes yes MOVMSKPS, MOVMSKPD 
yes yes LDDQU, MOVNTPS, MOVNTPD, MOVNTDQ, MOVNTDQA 
yes yes MOVSHDUP, MOVSLDUP, MOVDDUP 
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Table 14-3. Promoted 256-bit and 128-bit Data Movement AVX Instructions 


VEX.256 Encoding VEX.128 Encoding Legacy Instruction Mnemonic 
yes yes UNPCKHPD, UNPCKHPS, UNPCKLPD 
yes yes BLENDPS, BLENDPD 
yes yes SHUFPD, SHUFPS, UNPCKLPS 
yes yes BLENDVPS, BLENDVPD 
yes yes PTEST, MOVMSKPD, MOVMSKPS 
yes yes XORPS, XORPD, ORPS, ORPD 
yes yes ANDNPD, ANDNPS, ANDPD, ANDPS 


AVX introduces 18 new data processing instructions that operate on 256-bit vectors, Table 14-4. These new primi- 
tives cover the following operations: 


¢ Non-unit-strided fetching of SIMD data. AVX provides several flexible SIMD floating-point data fetching 
primitives: 
— broadcast of single or multiple data elements into a 256-bit destination, 
— masked move primitives to load or store SIMD data elements conditionally, 


*  Intra-register manipulation of SIMD data elements. AVX provides several flexible SIMD floating-point data 
manipulation primitives: 


— insert/extract multiple SIMD floating-point data elements to/from 256-bit SIMD registers 


— permute primitives to facilitate efficient manipulation of floating-point data elements in 256-bit SIMD 
registers 


¢ Branch handling. AVX provides several primitives to enable handling of branches in SIMD programming: 


— new variable blend instructions supports four-operand syntax with non-destructive source syntax. This is 
more flexible than the equivalent SSE4 instruction syntax which uses the XMMO register as the implied 
mask for blend selection. 


— Packed TEST instructions for floating-point data. 


Table 14-4. 256-bit AVX Instruction Enhancement 


Instruction Description 

VBROADCASTF128 ymm1, m128 Broadcast 128-bit floating-point values in mem to low and high 128-bits in ymm1. 

VBROADCASTSD ymm1, m64 Broadcast double-precision floating-point element in mem to four locations in ymm1. 

VBROADCASTSS ymm1, m32 Broadcast single-precision floating-point element in mem to eight locations in ymm1. 

VEXTRACTF128 xmm1/m128, ymm2, Extracts 128-bits of packed floating-point values from ymm2 and store results in 

imm8 xmm1/mem. 

VINSERTF128 ymm1, ymm2, Insert 128-bits of packed floating-point values from xmm3/mem and the remaining val- 

xmm3/m128, imm8 ues from ymm2 into ymm1 

VMASKMOVPS ymm1, ymm2, m256 Load packed single-precision values from mem using mask in ymm2 and store in ymm1 

VMASKMOVPD ymm1, ymm2, m256 Load packed double-precision values from mem using mask in ymm2 and store in ymm1 

VMASKMOVPS m256, ymm1, ymm2 Store packed single-precision values from ymm2 mask in ymm1 

VMASKMOVPD m256, ymm1, ymm2 Store packed double-precision values from ymm_2 using mask in ymm1 

VPERMILPD ymm1, ymm2, ymm3/m256__‘| Permute Double-Precision Floating-Point values in ymm2 using controls from xmm3/mem 
and store result in ymm1 
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Table 14-4. 256-bit AVX Instruction Enhancement 


Instruction Description 


VPERMILPD ymm1, ymm2/m256 imm8 Permute Double-Precision Floating-Point values in ymm2/mem using controls from imm8 
and store result in ymm1 


VPERMILPS ymm1, ymm2, ymm/m256 Permute Single-Precision Floating-Point values in ymm2 using controls from ymm3/mem 
and store result in ymm1 


VPERMILPS ymm1, ymm2/m256, imm8 Permute Single-Precision Floating-Point values in ymm2/mem using controls from imm8 
and store result in ymm1 


VPERM2F128 ymm1, ymm2, Permute 128-bit floating-point fields in ymm2 and ymm3/mem using controls from imm8 

ymm3/m256, imm8 and store result in ymm1 

VTESTPS ymm1, ymm2/m256 Set ZF if ymm2/mem AND ymm1 result is all Os in packed single-precision sign bits. Set CF 
if ymnm2/mem AND NOT ymm1 result is all Os in packed single-precision sign bits. 

VTESTPD ymm1, ymm2/m256 Set ZF if ymnm2/mem AND ymm1 result is all Os in packed double-precision sign bits. Set 
CF if ymnm2/mem AND NOT ymm1 result is all Os in packed double-precision sign bits. 

VZEROALL Zero all YMM registers 

VZEROUPPER Zero upper 128 bits of all YMM registers 


14.2.3. Arithmetic Primitives for 128-bit Vector and Scalar processing 


Intel AVX provides a full complement of 128-bit numeric processing instructions that employ VEX-prefix encoding. 
These VEX-encoded instructions generally provide the same functionality over instructions operating on XMM 
register that are encoded using SIMD prefixes. The 128-bit numeric processing instructions in AVX cover floating- 
point and integer data processing; across 128-bit vector and scalar processing. Table 14-5 lists the state of promo- 
tion of legacy SIMD arithmetic ISA to VEX-128 encoding. Legacy SIMD floating-point arithmetic ISA promoted to 
VEX-256 encoding also support VEX-128 encoding (see Table 14-2). 


The enhancement in AVX on 128-bit floating-point compare operation provides 32 conditional predicates to 
improve programming flexibility in evaluating conditional expressions. This contrasts with floating-point SIMD 
compare instructions in SSE and SSE2 supporting only 8 conditional predicates. 


Table 14-5. Promotion of Legacy SIMD ISA to 128-bit Arithmetic AVX instruction 


Boal ee sang Instruction Reason Not Promoted 

no no CVTPI2PS, CVTPI2PD, CVTPD2PI MMX 
no no CVTTPS2PI, CVTTPD2PI, CVTPS2PI MMX 
no yes CVTSI2SS, CVTSI2SD, CVTSD2SI scalar 
no yes CVTTSS2SI, CVTTSD2SI, CVTSS2SI scalar 
no yes COMISD, RSQRTSS, RCPSS scalar 
no yes UCOMISS, UCOMISD, COMISS, scalar 
no yes ADDSS, ADDSD, SUBSS, SUBSD scalar 
no yes MULSS, MULSD, DIVSS, DIVSD scalar 
no yes SQRTSS, SQRTSD scalar 
no yes CVTSS2SD, CVTSD2SS scalar 
no yes MINSS, MINSD, MAXSS, MAXSD scalar 
no yes PAND, PANDN, POR, PXOR Vl 

no yes PCMPGTB, PCMPGTW, PCMPGTD Vl 
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Table 14-5. Promotion of Legacy SIMD ISA to 128-bit Arithmetic AVX instruction 


eine eradca Instruction Reason Not Promoted 

no yes PMADDWD, PMADDUBSW Vl 

no yes PAVGB, PAVGW, PMULUDQ Vl 

no yes PCMPEQB, PCMPEQW, PCMPEQD Vi 

no yes PMULLW, PMULHUW, PMULHW Vl 

no yes PSUBSW, PADDSW, PSADBW Vl 

no yes PADDUSB, PADDUSW, PADDSB Vl 

no yes PSUBUSB, PSUBUSW, PSUBSB Vl 

no yes PMINUB, PMINSW Vl 

no yes PMAXUB, PMAXSW Vl 

no yes PADDB, PADDW, PADDD, PADDQ Vl 

no yes PSUBB, PSUBW, PSUBD, PSUBQ Vl 

no yes PSLLW, PSLLD, PSLLQ, PSRAW Vl 

no yes PSRLW, PSRLD, PSRLQ, PSRAD Vl 
CPUID.SSSE3 

no yes PHSUBW, PHSUBD, PHSUBSW Vl 

no yes PHADDW, PHADDD, PHADDSW Vl 

no yes PMULHRSW Vi 

no yes PSIGNB, PSIGNW, PSIGND Vl 

no yes PABSB, PABSW, PABSD Vl 
CPUID.SSE4_1 

no yes DPPD 

no yes PHMINPOSUW, MPSADBW Vl 

no yes PMAXSB, PMAXSD, PMAXUD Vl 

no yes PMINSB, PMINSD, PMINUD Vl 

no yes PMAXUW, PMINUW Vl 

no yes PMOVSXxx, PMOVZXxx Vi 

no yes PMULDQ, PMULLD Vi 

no yes ROUNDSD, ROUNDSS scalar 
CPUID.POPCNT 

no yes POPCNT integer 
CPUID.SSE4_2 

no yes PCMPGTQ Vi 

no no CRC32 integer 

no yes PCMPESTRI, PCMPESTRM Vl 

no yes PCMPISTRI, PCMPISTRM Vl 
CPUID.CLMUL 

no yes PCLMULQDQ Vl 
CPUID.AESNI 
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Table 14-5. Promotion of Legacy SIMD ISA to 128-bit Arithmetic AVX instruction 


eet ae Instruction Reason Not Promoted 
no yes AESDEC, AESDECLAST Vl 
no yes AESENC, AESENCLAST Vl 
no yes AESIMX, AESKEYGENASSIST Vl 


Description of Column “Reason not promoted?” 

MMx: Instructions referencing MMX registers do not support VEX 
Scalar: Scalar instructions are not promoted to 256-bit 

integer: integer instructions are not promoted. 

VI: “Vector Integer” instructions are not promoted to 256-bit 


14.2.4 Non-Arithmetic Primitives for 128-bit Vector and Scalar Processing 

Intel AVX provides a full complement of data processing instructions that employ VEX-prefix encoding. These VEX- 

encoded instructions generally provide the same functionality over instructions operating on XMM register that are 

encoded using SIMD prefixes. 

A subset of new functionalities listed in Table 14-4 is also extended via VEX.128 encoding. These enhancements in 

AVX on 128-bit data processing primitives include 11 new instructions (see Table 14-6) with the following capabil- 

ities: 

* Non-unit-strided fetching of SIMD data. AVX provides several flexible SIMD floating-point data fetching 
primitives: 

— broadcast of single data element into a 128-bit destination, 

— masked move primitives to load or store SIMD data elements conditionally, 

¢  Intra-register manipulation of SIMD data elements. AVX provides several flexible SIMD floating-point data 
manipulation primitives: 

— permute primitives to facilitate efficient manipulation of floating-point data elements in 128-bit SIMD 
registers 

¢ Branch handling. AVX provides several primitives to enable handling of branches in SIMD programming: 

— new variable blend instructions supports four-operand syntax with non-destructive source syntax. 
Branching conditions dependent on floating-point data or integer data can benefit from Intel AVX. This is 
more flexible than non-VEX encoded instruction syntax that uses the XMMO register as implied mask for 
blend selection. While variable blend with implied XMMO syntax is supported in SSE4 using SIMD prefix 


encoding, VEX-encoded 128-bit variable blend instructions only support the more flexible four-operand 
syntax. 


— Packed TEST instructions for floating-point data. 


Table 14-6. 128-bit AVX Instruction Enhancement 


Instruction Description 

VBROADCASTSS xmm1, m32 Broadcast single-precision floating-point element in mem to four locations in xmm1. 
VMASKMOVPS xmm1, xmm2, m128 Load packed single-precision values from mem using mask in xmm2 and store in xmm1 
VMASKMOVPD xmm1, xmm2, m128 Load packed double-precision values from mem using mask in xmm2 and store in xmm1 
VMASKMOVPS m128, xmm1, xmm2 Store packed single-precision values from xmm2 using mask in xmm1 

VMASKMOVPD m1 28, xmm1, xmm2 Store packed double-precision values from xmm_2 using mask in xmm1 
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Table 14-6. 128-bit AVX Instruction Enhancement 


Instruction Description 


VPERMILPD xmm1, xmm2, xmm3/m128 | Permute Double-Precision Floating-Point values in xmm2 using controls from xmm3/mem 
and store result in xmm1 


VPERMILPD xmm1, xmm2/m128, imm8 Permute Double-Precision Floating-Point values in xmm2/mem using controls from imm8 
and store result in xmm1 


VPERMILPS xmm1, xmm2, xmm3/m128 | Permute Single-Precision Floating-Point values in xmm2 using controls from xmm3/mem 
and store result in xmm1 


VPERMILPS xmm1, xmm2/m1 28, imm8 Permute Single-Precision Floating-Point values in xmm2/mem using controls from imm8 
and store result in xmm1 


VTESTPS xmm1, xmm2/m128 Set ZF if xmm2/mem AND xmm1 result is all Os in packed single-precision sign bits. Set 
CF if xmm2/mem AND NOT xmm1 result is all Os in packed single-precision sign bits. 


VTESTPD xmm1, xmm2/m128 Set ZF if xmm2/mem AND xmm1 result is all Os in packed single precision sign bits. Set CF 
if xmm2/mem AND NOT xmm1 result is all Os in packed double-precision sign bits. 


The 128-bit data processing instructions in AVX cover floating-point and integer data movement primitives. Legacy 
SIMD non-arithmetic ISA promoted to VEX-256 encoding also support VEX-128 encoding (see Table 14-3). Table 
14-7 lists the state of promotion of the remaining legacy SIMD non-arithmetic ISA to VEX-128 encoding. 


Table 14-7. Promotion of Legacy SIMD ISA to 128-bit Non-Arithmetic AVX instruction 


an ercdne Instruction Reason Not Promoted 

no no MOVQ2DQ, MOVDQ20 MMX 

no yes LDMXCSR, STMXCSR 

no yes MOVSS, MOVSD, CMPSS, CMPSD scalar 

no yes MOVHPS, MOVHPD Note 1 

no yes MOVLPS, MOVLPD Note 1 

no yes MOVLHPS, MOVHLPS Redundant with VPERMILPS 

no yes MOVQ, MOVD scalar 

no yes PACKUSWB, PACKSSDW, PACKSSWB Vl 

no yes PUNPCKHBW, PUNPCKHWD Vl 

no yes PUNPCKLBW, PUNPCKLWD Vl 

no yes PUNPCKHDQ, PUNPCKLDQ Vi 

no yes PUNPCKLQDQ, PUNPCKHQDQ Vl 

no yes PSHUFHW, PSHUFLW, PSHUFD Vl 

no yes PMOVMSKB, MASKMOVDQU Vl 

no yes PAND, PANDN, POR, PXOR Vl 

no yes PINSRW, PEXTRW, Vl 
CPUID.SSSE3 

no yes PALIGNR, PSHUFB Vl 
CPUID.SSE4_1 

no yes EXTRACTPS, INSERTPS Note 3 

no yes PACKUSDW, PCMPEQQ Vi 
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Table 14-7. Promotion of Legacy SIMD ISA to 128-bit Non-Arithmetic AVX instruction 


edna ercading Instruction Reason Not Promoted 
no yes PBLENDVB, PBLENDW Vl 
no yes PEXTRW, PEXTRB, PEXTRD, PEXTRQ Vl 
no yes PINSRB, PINSRD, PINSRQ Vl 


Description of Column “Reason not promoted?” 

MMx: Instructions referencing MMX registers do not support VEX 
Scalar: Scalar instructions are not promoted to 256-bit 

VI: “Vector Integer” instructions are not promoted to 256-bit 


Note 1: MOVLPD/PS and MOVHPD/PS are not promoted to 256-bit. The equivalent functionality are provided by 
VINSERTF128 and VEXTRACTF128 instructions as the existing instructions have no natural 256b extension 


Note 3: It is expected that using 128-bit INSERTPS followed by a VINSERTF128 would be better than promoting 
INSERTPS to 256-bit (for example). 


14.3, DETECTION OF AVX INSTRUCTIONS 


Intel AVX instructions operate on the 256-bit YMM register state. Application detection of new instruction exten- 
sions operating on the YMM state follows the general procedural flow in Figure 14-2. 


Prior to using AVX, the application must identify that the operating system supports the XGETBV instruction, the 
YMM register state, in addition to processor’s support for YMM state management using XSAVE/XRSTOR and AVX 
instructions. The following simplified sequence accomplishes both and is strongly recommended. 


1) Detect CPUID.1:ECX.OSXSAVE[bit 27] = 1 (XGETBV enabled for application use?) 

2) Issue XGETBV and verify that XCRO[2:1] =‘11b’ (XMM state and YMM state are enabled by OS). 
3) detect CPUID.1:ECX.AVX[bit 28] = 1 (AVX instructions supported). 

(Step 3 can be done in any order relative to 1 and 2) 


Check feature flag 
CPUID.1H:ECX.OSXSAVE = 1? 


OS provides processor 
extended state management 


Yes 


Implied HW support for 
XSAVE, XRSTOR, XGETBV, XCRO 


Check enabled state in . Check feature flag 
XCRO via XGETBV State for Instruction set ok to use 
enabled Instructions 


Figure 14-2. General Procedural Flow of Application Detection of AVX 


1. IfCPUID.01H:ECX.OSXSAVE reports 1, it also indirectly implies the processor supports XSAVE, XRSTOR, XGETBV, processor 
extended state bit vector XCRO. Thus an application may streamline the checking of CPUID feature flags for XSAVE and OSXSAVE. 
XSETBV is a privileged instruction. 


Vol.1 14-15 


PROGRAMMING WITH AVX, FMA AND AVX2 


The following pseudocode illustrates this recommended application AVX detection process: 


Example 14-1. Detection of AVX Instruction 


INT supports_AVX() 
{ mov eax, 1 
cpuid 
and ecx, 018000000H 
cmp ecx, 018000000H; check both OSXSAVE and AVX feature flags 
jne not_supported 
; processor supports AVX instructions and XGETBV is enabled by OS 
mov ecx, 0; specify O for XCRO register 
XGETBV ; result in EDX:EAX 
and eax, O6H 
cmp eax, OGH; check OS has enabled both XMM and YMM state support 


jne not_supported 
mov eax, 1 
jmp done 


NOT_SUPPORTED: 
mov eax, 0 
done: 


Note: It is unwise for an application to rely exclusively on CPUID.1:ECX.AVX[bit 28] or at all on 
CPUID.1:ECX.XSAVE[bit 26]: These indicate hardware support but not operating system support. If YMM state 
management is not enabled by an operating systems, AVX instructions will #UD regardless of 
CPUID.1:ECX.AVX[bit 28]. “CPUID.1:ECX.XSAVE[bit 26] = 1” does not guarantee the OS actually uses the XSAVE 


process for state management. 


These steps above also apply to enhanced 128-bit SIMD floating-pointing instructions in AVX (using VEX prefix- 
encoding) that operate on the YMM states. 
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14.3.1 Detection of VEX-Encoded AES and VPCLMULQDQ 


VAESDEC/VAESDECLAST/VAESENC/VAESENCLAST/VAESIMC/VAESKEYGENASSIST instructions operate on YMM 
states. The detection sequence must combine checking for CPUID.1:ECX.AES[bit 25] = 1 and the sequence for 
detection application support for AVX. 


Example 14-2. Detection of VEX-Encoded AESNI Instructions 


INT supports_VAESNI() 
{ mov eax, 1 
cpuid 
and ecx, 01AO00000H 
cmp ecx, 01 AOO00000H; check OSXSAVE AVX and AESNI feature flags 
jne not_supported 
; processor supports AVX and VEX-encoded AESNI and XGETBV is enabled by OS 
mov ecx, 0; specify O for XCRO register 
XGETBV ; result in EDX:EAX 
and eax, O6H 
cmp eax, OGH; check OS has enabled both XMM and YMM state support 


jne not_supported 
mov eax, 1 
jmp done 


NOT_SUPPORTED: 
mov eax, 0 
done: 


Similarly, the detection sequence for VPCLMULQDQ must combine checking for CPUID.1:ECX.PCLMULQDQJ[bit 1] = 
1 and the sequence for detection application support for AVX. 


This is shown in the pseudocode: 


Example 14-3. Detection of VEX-Encoded AESNI Instructions 


INT supports_VPCLMULQDQ) 
{ mov eax, 1 
cpuid 
and ecx, 018000002H 
cmp ecx, 018000002H; check OSXSAVE AVX and PCLMULQDQ feature flags 
jne not_supported 
; processor supports AVX and VEX-encoded PCLMULQDQ and XGETBV is enabled by OS 
mov ecx, 0; specify O for XCRO register 
XGETBV ; result in EDX:EAX 
and eax, O6H 
cmp eax, OGH; check OS has enabled both XMM and YMM state support 
jne not_supported 


mov eax, 1 

jmp done 
NOT_SUPPORTED: 

mov eax, 0 
done: 
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14.4 HALF-PRECISION FLOATING-POINT CONVERSION 


VCVTPH2PS and VCVTPS2PH are two instructions supporting half-precision floating-point data type conversion to 
and from single-precision floating-point data types. 


Half-precision floating-point values are not used by the processor directly for arithmetic operations. But the conver- 
sion operation are subject to SIMD floating-point exceptions. 


Additionally, The conversion operations of VCVTPS2PH allow programmer to specify rounding control using control 
fields in an immediate byte. The effects of the immediate byte are listed in Table 14-8. 


Rounding control can use Imm[2] to select an override RC field specified in Imm[1:0] or use MXCSR setting. 


Table 14-8. Immediate Byte Encoding for 16-bit Floating-Point Conversion Instructions 


Bits Field Name/value Description Comment 
Imm[1:0] RC=00B Round to nearest even If Imm[2] = 0 
RC=01B Round down 
RC=10B Round up 
RC=11B Truncate 
Imm[2] MS1=0 Use imm[1:0] for rounding Ignore MXCSR.RC 
MS1=1 Use MXCSR.RC for rounding 
Imm[7:3] Ignored Ignored by processor 


Specific SIMD floating-point exceptions that can occur in conversion operations are shown in Table 14-9 and 
Table 14-10. 


Table 14-9. Non-Numerical Behavior for VCVTPH2PS, VCVTPS2PH 


Source Operands Masked Result Unmasked Result 
QNaN QNaN1! QNaN1! (not an exception) 
SNaN QNaN1¢ None 
NOTES: 


1. The half precision output QNaN1 is created from the single precision input QNaN as follows: the sign bit is preserved, the 8-bit expo- 
nent FFH is replaced by the 5-bit exponent 1FH, and the 24-bit significand is truncated to an 11-bit significand by removing its 14 
least significant bits. 

2. The half precision output QNaN1 is created from the single precision input SNaN as follows: the sign bit is preserved, the 8-bit expo- 
nent FFH is replaced by the 5-bit exponent 1FH, and the 24-bit significand is truncated to an 11-bit significand by removing its 14 
least significant bits. The second most significant bit of the significand is changed from O to 1 to convert the signaling NaN into a quiet 
NaN. 


Table 14-10. Invalid Operation for VCVTPH2PS, VCVTPS2PH 


Instruction Condition Masked Result Unmasked Result 
VCVTPH2PS SRC = NaN See Table 14-9 #I=1 
VCVTPS2PH SRC = NaN See Table 14-9 #I=1 


VCVTPS2PH can cause denormal exceptions if the value of the source operand is denormal relative to the numer- 


ical range represented by the source format (see Table 14-11). 
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Table 14-11. Denormal Condition Summary 


Instruction Condition Masked Result Unmasked Result 
VCVTPH2PS__| SRC is denormal relative to res = Result rounded to the destination precision and Same as masked result. 
input format using the bounded exponent, but only if no unmasked 
post-computation exception occurs. 
#DE unchanged 
VCVTPS2PH | SRC is denormal relative to res = Result rounded to the destination precision and #DE=1 
input format using the bounded exponent, but only if no unmasked 
post-computation exception occurs. 
#DE=1 


VCVTPS2PH can cause an underflow exception if the result of the conversion is less than the underflow threshold 
for half-precision floating-point data type , i.e. | x |< 1.0 * 2-44, 


Table 14-12. Underflow Condition for VCVTPS2PH 


Instruction Condition Masked Result! Unmasked Result 
VCVTPS2PH Result < smallest destination Result = +0 or -0, denormal, normal. #UE=1, 
precision final normal value HUE =1. #PE = 1 if the result is 
#PE = 1 if the result is inexact. inexact. 
NOTES: 


1. Masked and unmasked results are shown in Table 14-11. 
2. MXCSR.FTZ is ignored, the processor behaves as if MXCSR.FTZ = 0. 


VCVTPS2PH can cause an overflow exception if the result of the conversion is greater than the maximum repre- 
sentable value for half-precision floating-point data type, i.e. | x | > 1.0 « 216. 


Table 14-13. Overflow Condition for VCVTPS2PH 
Instruction Condition Masked Result Unmasked Result 


VCVTPS2PH _ | Result > largest destination Result = +Inf or -Inf. #OE=1. 


precision finial normal value! | #0¢=1. 


VCVTPS2PH can cause an inexact exception if the result of the conversion is not exactly representable in the 
destination format. 


Table 14-14. Inexact Condition for VCVTPS2PH 


Instruction Condition Masked Result! Unmasked Result 
VCVTPS2PH The result is not res = Result rounded to the destination Only if no underflow/overflow condition occurred, 
representable in precision and using the bounded or if the corresponding exceptions are masked: 
the destination exponent, but only if no unmasked * Set #0E if masked overflow and set result as 
format underflow or overflow conditions occur described above for masked overflow. 


(this exception can occur in the presence 
of a masked underflow or overflow). 


#PE=1. 


« Set #UE if masked underflow and set result as 
described above for masked underflow. 


If neither underflow nor overflow, result equals 
the result rounded to the destination precision and 
using the bounded exponent set #PE = 1. 


NOTES: 
1. If a source is denormal relative to input format with DM masked and at least one of PM or UM unmasked, then an exception will be 
raised with DE, UE and PE set. 


Vol.1 14-19 


PROGRAMMING WITH AVX, FMA AND AVX2 


14.4.1. Detection of F16C Instructions 

Application using float 16 instruction must follow a detection sequence similar to AVX to ensure: 

° The OS has enabled YMM state management support, 

¢ The processor support AVX as indicated by the CPUID feature flag, i.e. CPUID.0O1H:ECX.AVX[bit 28] = 1. 


¢ The processor support 16-bit floating-point conversion instructions via a CPUID feature flag 
(CPUID.01H:ECX.F16C[bit 29] = 1). 


Application detection of Float-16 conversion instructions follow the general procedural flow in Figure 14-3. 


Check feature flag 
CPUID.1H:ECX.OSXSAVE = 1? 


OS provides processor 
extended state management 
Yes Implied HW support for 
XSAVE, XRSTOR, XGETBV, XCRO 


Check enabled YMM state in |__| Check feature flags 


—_> 
XCRO via XGETBV State for AVX and F16C ok to use 
enabled Instructions 


Figure 14-3. General Procedural Flow of Application Detection of Float-16 


INT supports_f16c() 
{ ; result in eax 
mov eax, 1 
cpuid 
and ecx, 038000000H 
cmp ecx, 038000000H; check OSXSAVE, AVX, F16C feature flags 
jne not_supported 
; processor supports AVX,F16C instructions and XGETBV is enabled by OS 
mov ecx, 0; specify 0 for XCRO register 
XGETBV; result in EDX:EAX 
and eax, 06H 
cmp eax, 06H; check OS has enabled both XMM and YMM state support 
jne not_supported 
mov eax, 1 
jmp done 
NOT_SUPPORTED: 
mov eax, 0 
done: 
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14.5 FUSED-MULTIPLY-ADD (FMA) EXTENSIONS 


FMA extensions enhances Intel AVX with high-throughput, arithmetic capabilities covering fused multiply-add, 
fused multiply-subtract, fused multiply add/subtract interleave, signed-reversed multiply on fused multiply-add 
and multiply-subtract. FMA extensions provide 36 256-bit floating-point instructions to perform computation on 
256-bit vectors and additional 128-bit and scalar FMA instructions. 


FMA extensions also provide 60 128-bit floating-point instructions to process 128-bit vector and scalar data. The 
arithmetic operations cover fused multiply-add, fused multiply-subtract, signed-reversed multiply on fused 


multiply-add and multiply-subtract. 


Table 14-15. FMA Instructions 


Instruction 


Description 


VFMADD132PD/VFMADD213PD/VFMADD231PD 
xmm0, xmm1, xmm2/m128; ymmO, ymm1, ymm2/m256 


Fused Multiply-Add of Packed Double-Precision Floating-Point 
Values 


VFMADD132PS/VFMADD21 3PS/VFMADD231PS 
xmm0, xmm1, xmm2/m128; ymmO, ymm1, ymm2/m256 


Fused Multiply-Add of Packed Single-Precision Floating-Point 
Values 


VFMADD132SD/VFMADD213SD/VFMADD231SD 
xmmo0, xmm1, xmm2/m64 


Fused Multiply-Add of Scalar Double-Precision Floating-Point 
Values 


VFMADD132SS/VFMADD213SS/VFMADD231SS 
xmmo0, xmm1, xmm2/m32 


Fused Multiply-Add of Scalar Single-Precision Floating-Point 
Values 


VFMADDSUB1 32PD/VFMADDSUB21 3PD/VFMADDSUB231PD 
xmm0, xmm1, xmm2/m128; ymmO, ymm1, ymm2/m256 


Fused Multiply-Alternating Add/Subtract of Packed Double- 
Precision Floating-Point Values 


VFMADDSUB1 32PS/VFMADDSUB2 1 3PS/VFMADDSUB231PS 
xmm0, xmm1, xmm2/m128; ymmO, ymm1, ymm2/m256 


Fused Multiply-Alternating Add/Subtract of Packed Single-Pre- 
cision Floating-Point Values 


VFMSUBADD1 32PD/VFMSUBADD2 1 3PD/VFMSUBADD231PD 
xmm0, xmm1, xmm2/m128; ymmO, ymm1, ymm2/m256 


Fused Multiply-Alternating Subtract/Add of Packed Double- 
Precision Floating-Point Values 


VFMSUBADD132PS/VFMSUBADD2 1 3PS/VFMSUBADD231PS 
xmm0, xmm1, xmm2/m128; ymmO, ymm1, ymm2/m256 


Fused Multiply-Alternating Subtract/Add of Packed Single-Pre- 
cision Floating-Point Values 


VFMSUB132PD/VFMSUB213PD/VFMSUB231PD 
xmm0, xmm1, xmm2/m128; ymmO, ymm1, ymm2/m256 


Fused Multiply-Subtract of Packed Double-Precision Floating- 
Point Values 


VFMSUB132PS/VFMSUB21 3PS/VFMSUB231PS 
xmm0, xmm1, xmm2/m128; ymmO, ymm1, ymm2/m256 


Fused Multiply-Subtract of Packed Single-Precision Floating- 
Point Values 


VFMSUB132SD/VFMSUB213SD/VFMSUB231SD 
xmmo0, xmm1, xmm2/m64 


Fused Multiply-Subtract of Scalar Double-Precision Floating- 
Point Values 


VFMSUB132SS/VFMSUB213SS/VFMSUB231SS 
xmmo0, xmm1, xmm2/m32 


Fused Multiply-Subtract of Scalar Single-Precision Floating- 
Point Values 


VFNMADD132PD/VFNMADD21 3PD/VFNMADD231PD 
xmm0, xmm1, xmm2/m128; ymmO, ymm1, ymm2/m256 


Fused Negative Multiply-Add of Packed Double-Precision Float- 
ing-Point Values 


VFNMADD132PS/VFNMADD213PS/VFNMADD231PS 
xmm0, xmm1, xmm2/m128; ymmO, ymm1, ymm2/m256 


Fused Negative Multiply-Add of Packed Single-Precision Float- 
ing-Point Values 


VFNMADD132SD/VFNMADD213SD/VFNMADD231SD 
xmmo0, xmm1, xmm2/m64 


Fused Negative Multiply-Add of Scalar Double-Precision Float- 
ing-Point Values 


VFNMADD132SS/VFNMADD213SS/VFNMADD231SS 
xmmo0, xmm1, xmm2/m32 


Fused Negative Multiply-Add of Scalar Single-Precision Float- 
ing-Point Values 


VFNMSUB1 32PD/VFNMSUB21 3PD/VFNMSUB231PD 
xmm0, xmm1, xmm2/m128; ymmO, ymm1, ymm2/m256 


Fused Negative Multiply-Subtract of Packed Double-Precision 
Floating-Point Values 


VFNMSUB132PS/VFNMSUB213PS/VFNMSUB231PS 
xmm0, xmm1, xmm2/m128; ymmO, ymm1, ymm2/m256 


Fused Negative Multiply-Subtract of Packed Single-Precision 
Floating-Point Values 
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Table 14-15. FMA Instructions 


Instruction Description 

VFNMSUB1 32SD/VFNMSUB21 3SD/VFNMSUB231SD Fused Negative Multiply-Subtract of Scalar Double-Precision 
xmm0, xmm1, xmm2/m64 Floating-Point Values 
VFNMSUB132SS/VFNMSUB213SS/VFNMSUB231SS Fused Negative Multiply-Subtract of Scalar Single-Precision 
xmm0, xmm1, xmm2/m32 Floating-Point Values 


14.5.1 | FMA Instruction Operand Order and Arithmetic Behavior 


FMA instruction mnemonics are defined explicitly with an ordered three digits, e.g. VFMADD132PD. The value of 
each digit refers to the ordering of the three source operand as defined by instruction encoding specification: 


e ‘1’: The first source operand (also the destination operand) in the syntactical order listed in this specification. 
e ‘2': The second source operand in the syntactical order. This is a YMM/XMM register, encoded using VEX prefix. 


¢ ‘3’: The third source operand in the syntactical order. The first and third operand are encoded following ModR/M 
encoding rules. 


The ordering of each digit within the mnemonic refers to the floating-point data listed on the right-hand side of the 
arithmetic equation of each FMA operation (see Table 14-17): 


¢ The first position in the three digits of a FMA mnemonic refers to the operand position of the first FP data 
expressed in the arithmetic equation of FMA operation, the multiplicand. 


¢ The second position in the three digits of a FMA mnemonic refers to the operand position of the second FP data 
expressed in the arithmetic equation of FMA operation, the multiplier. 


¢ The third position in the three digits of a FMA mnemonic refers to the operand position of the FP data being 
added/subtracted to the multiplication result. 


Note the non-numerical result of an FMA operation does not resemble the mathematically-defined commutative 
property between the multiplicand and the multiplier values (see Table 14-17). Consequently, software tools (such 
as an assembler) may support a complementary set of FMA mnemonics for each FMA instruction for ease of 
programming to take advantage of the mathematical property of commutative multiplications. For example, an 
assembler may optionally support the complementary mnemonic “VFMADD312PD” in addition to the true 
mnemonic “VFMADD132PD*. The assembler will generate the same instruction opcode sequence corresponding to 
VFMADD132PD. The processor executes VFMADD132PD and report any NAN conditions based on the definition of 
VFMADD132PD. Similarly, if the complementary mnemonic VFMADD123PD is supported by an assembler at source 
level, it must generate the opcode sequence corresponding to VFMADD213PD; the complementary mnemonic 
VFMADD321PD must produce the opcode sequence defined by VFMADD231PD. In the absence of FMA operations 
reporting a NAN result, the numerical results of using either mnemonic with an assembler supporting both 
mnemonics will match the behavior defined in Table 14-17. Support for the complementary FMA mnemonics by 
software tools is optional. 


14.5.2 Fused-Multiply-ADD (FMA) Numeric Behavior 


FMA instructions can perform fused-multiply-add operations (including fused-multiply-subtract, and other vari- 
eties) on packed and scalar data elements in the instruction operands. Separate FMA instructions are provided to 
handle different types of arithmetic operations on the three source operands. 


FMA instruction syntax is defined using three source operands and the first source operand is updated based on the 
result of the arithmetic operations of the data elements of 128-bit or 256-bit operands, i.e. The first source operand 
is also the destination operand. 


The arithmetic FMA operation performed in an FMA instruction takes one of several forms, r=(x*y)+z, r=(x*y)-z, 
r=-(x*y)+z, or r=-(x*y)-z. Packed FMA instructions can perform eight single-precision FMA operations or four 
double-precision FMA operations with 256-bit vectors. 


Scalar FMA instructions only perform one arithmetic operation on the low order data element. The content of the 
rest of the data elements in the lower 128-bits of the destination operand is preserved. the upper 128bits of the 
destination operand are filled with zero. 
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An arithmetic FMA operation of the form, r=(x*y)+z, takes two IEEE-754-2008 single (double) precision values 
and multiplies them to form an infinite precision intermediate value. This intermediate value is added to a third 
single (double) precision value (also at infinite precision) and rounded to produce a single (double) precision result. 


Table 14-17 describes the numerical behavior of the FMA operation, r=(x*y)+z, r=(x*y)-z, r=-(x*y)+z, r=-(x*y)- 
z for various input values. The input values can be 0, finite non-zero (F in Table 14-17), infinity of either sign (INF 
in Table 14-17), positive infinity (+INF in Table 14-17), negative infinity (-INF in Table 14-17), or NaN (including 
QNaN or SNaN). If any one of the input values is a NAN, the result of FMA operation, r, may be a quietized NAN. The 
result can be either Q(x), Q(y), or Q(z), see Table 14-17. If x is a NaN, then: 


* Q(x) = x if x is QNaN or 
* Q(x) = the quietized NaN obtained from x if x is SNaN 
The notation for the output value in Table 14-17 are: 


¢ “+INF": positive infinity, “-INF”: negative infinity. When the result depends on a conditional expression, both 
values are listed in the result column and the condition is described in the comment column. 


° QNaNIndefinite represents the QNaN which has the sign bit equal to 1, the most significand field equal to 1, and 
the remaining significand field bits equal to 0. 


¢ The summation or subtraction of Os or identical values in FMA operation can lead to the following situations 
shown in Table 14-16 


¢ If the FMA computation represents an invalid operation (e.g. when adding two INF with opposite signs)), the 
invalid exception is signaled, and the MXCSR.IE flag is set. 


Table 14-16. Rounding Behavior of Zero Result in FMA Operation 


x*y z (x*y) +z (x*y) -z -(x*y) +z - (x*y)-z 
(+0) | (+0) +0 in all rounding modes - 0 when rounding down, - 0 when rounding down, - 0 in all rounding modes 
and +0 otherwise and +0 otherwise 
(+0) (-0) | O when rounding down, +0 in all rounding modes - 0 in all rounding modes - 0 when rounding down, 
and +0 otherwise and +0 otherwise 
(-0) (+0) | 2 O when rounding down, - 0 in all rounding modes + 0 in all rounding modes - 0 when rounding down, 
and +0 otherwise and +0 otherwise 
(-0) (0) | 0 in all rounding modes - 0 when rounding down, - 0 when rounding down, + 0 in all rounding modes 
and +0 otherwise and +0 otherwise 
E ec - 0 when rounding down, 2*F -2*F - 0 when rounding down, 
and +0 otherwise and +0 otherwise 
E E 2*F - 0 when rounding down, - 0 when rounding down, -2*F 
and +0 otherwise and +0 otherwise 
Table 14-17. FMA Numeric Behavior 
Xx y r=(x*y) | r=(x*y) r= i 
(multiplicand) | (multiplier) £ +Z -Z -(x*y)+z | -(x*y)-z Comment 
NaN O, F, INF, 0,F, | Q(x) Q(x) Q(x) Q(x) Signal invalid exception if x or y or z is SNaN 
NaN INF, 
NaN 
O, F, INF NaN 0,F, | Q(y) Q(y) Q(y) Q(y) Signal invalid exception if y or z is SNaN 
INF, 
NaN 
O, F, INF O, F, INF NaN | Q(z) Q(z) Q(z) Q(z) Signal invalid exception if z is SNaN 
INF F, INF +IN +INF QNaNIn | QNaNind | -INF if x*y and z have the same sign 
F definite | efinite 
QNaNIn -INF +INF QNaNind | if x*y and z have opposite signs 
definite efinite 
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X y r=(x*y) | r=(x*y) r= r= 
(multiplicand) | (multiplier) : +Z -Z -(x*y)+z | -(x*y)-z Comment 
INF F, INF -INF | -INF QNaNIn | QNaNind | +INF if x*y and z have the same sign 
definite | efinite 
QNaNIn +INF -INF QNaNind | if x*y and z have opposite signs 
definite efinite 
INF F, INF 0,F | +INF +INF -INF -INF if x and y have the same sign 
-INF -INF +INF +INF if x and y have opposite signs 
INF 0) 0,F, | QNaNIn | QNaNIn | QNaNiInd | QNaNind | Signal invalid exception 
INF definite | definite | efinite efinite 
0) INF 0,F, | QNaNIn | QNaNIn | QNaNiInd | QNaNind | Signal invalid exception 
INF definite | definite | efinite efinite 
F INF +IN | +INF QNaNIn | QNaNind | -INF if x*y and z have the same sign 
F definite | efinite 
QNaNin_ | -INF +INF if x*y and z have opposite signs 
definite QNaNiInd 
efinite 
F INF -INF | -INF QNaNIn | QNaNind | +INF if x*y and z have the same sign 
definite | efinite 
QNaNIn | +INF -INF QNaNind | if x*y and z have opposite signs 
definite efinite 
F INF 0,F +INF +INF -INF -INF ifx*y>O 
-INF -INF +INF +INF ifx*y<O 
0,F OF INF +INF -INF +INF -INF ifz>0 
-INF +INF -INF +INF ifz<0 
0 0 0 0 0 0 0 The sign of the result depends on the sign of 
0 F 0 0 0 0 0 the operands and on the rounding mode. The 
c 0 0 0 0 0 0 product x*y is +0 or -0, depending on the signs 
of x and y. The summation/subtraction of the 
zero representing (x*y) and the zero represent- 
ing z can lead to one of the four cases shown in 
Table 14-16. 
0 0 F z -Z z -Z 
0 F F z -2 z -2 
F 0 F -2 z -2 
F F 0 x*y x*y -x*y -x*y Rounded to the destination precision, with 
bounded exponent 
F F F (x*y)+z | (x*y)-z -(x*y)+zZ | -(x*y)-z Rounded to the destination precision, with 
bounded exponent; however, if the exact values 
of x*y and z are equal in magnitude with signs 
resulting in the FMA operation producing O, the 
rounding behavior described in Table 14-16. 


If unmasked floating-point exceptions are signaled (invalid operation, denormal operand, overflow, underflow, or 
inexact result) the result register is left unchanged and a floating-point exception handler is invoked. 


14.5.3 Detection of FMA 
Hardware support for FMA is indicated by CPUID.1:ECX.FMA[bit 12]=1. 


Application Software must identify that hardware supports AVX, after that it must also detect support for FMA by 
CPUID.1:ECX.FMA[bit 12]. The recommended pseudocode sequence for detection of FMA is: 
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INT supports_fma() 
{ ; result in eax 
mov eax, 1 
cpuid 
and ecx, 018001000H 
cmp ecx, 018001000H; check OSXSAVE, AVX, FMA feature flags 
jne not_supported 
; processor supports AVX,FMA instructions and XGETBV is enabled by OS 
mov ecx, 0; specify 0 for XCRO register 
XGETBV; result in EDX:EAX 
and eax, 06H 
cmp eax, 06H; check OS has enabled both XMM and YMM state support 
jne not_supported 
mov eax, 1 
jmp done 
NOT_SUPPORTED: 
mov eax, 0 
done: 


Note that FMA comprises 256-bit and 128-bit SIMD instructions operating on YMM states. 


14.6 OVERVIEW OF INTEL® ADVANCED VECTOR EXTENSIONS 2 (INTEL® AVX2) 


Intel® AVX2 extends Intel AVX by promoting most of the 128-bit SIMD integer instructions with 256-bit numeric 
processing capabilities. AVX2 instructions follow the same programming model as AVX instructions. 


In addition, AVX2 provide enhanced functionalities for broadcast/permute operations on data elements, vector 
shift instructions with variable-shift count per data element, and instructions to fetch non-contiguous data 
elements from memory. 


14.6.1. AVX2 and 256-bit Vector Integer Processing 


AVX2 promotes the vast majority of 128-bit integer SIMD instruction sets to operate with 256-bit wide YMM regis- 
ters. AVX2 instructions are encoded using the VEX prefix and require the same operating system support as AVX. 
Generally, most of the promoted 256-bit vector integer instructions follow the 128-bit lane operation, similar to the 
promoted 256-bit floating-point SIMD instructions in AVX. 


Newer functionalities in AVX2 generally fall into the following categories: 


¢ Fetching non-contiguous data elements from memory using vector-index memory addressing. These “gather” 
instructions introduce a new memory-addressing form, consisting of a base register and multiple indices 
specified by a vector register (either XMM or YMM). Data elements sizes of 32 and 64-bits are supported, and 
data types for floating-point and integer elements are also supported. 


* Cross-lane functionalities are provided with several new instructions for broadcast and permute operations. 
Some of the 256-bit vector integer instructions promoted from legacy SSE instruction sets also exhibit cross- 
lane behavior, e.g. VPMOVZ/VPMOVS family. 


¢ AVX2 complements the AVX instructions that are typed for floating-point operation with a full compliment of 
equivalent set for operating with 32/64-bit integer data elements. 


Vol.1 14-25 


PROGRAMMING WITH AVX, FMA AND AVX2 


¢ Vector shift instructions with per-element shift count. Data elements sizes of 32 and 64-bits are supported. 


14.7. PROMOTED VECTOR INTEGER INSTRUCTIONS IN AVX2 


In AVX2, most SSE/SSE2/SSE3/SSSE3/SSE4 vector integer instructions have been promoted to support VEX.256 
encodings. Table 14-18 summarizes the promotion status for existing instructions. The column “VEX.128” indicates 
whether the instruction using VEX.128 prefix encoding is supported. 


The column “VEX.256” indicates whether 256-bit vector form of the instruction using the VEX.256 prefix encoding 
is supported, and under which feature flag. 


Table 14-18. Promoted Vector Integer SIMD Instructions in AVX2 


VEX.256 Encoding VEX.128 Encoding Group Instruction 
AVX2 AVX YY OF 6X PUNPCKLBW 
AVX2 AVX PUNPCKLWD 
AVX2 AVX PUNPCKLDQ 
AVX2 AVX PACKSSWB 
AVX2 AVX PCMPGTB 
AVX2 AVX PCMPGTW 
AVX2 AVX PCMPGTD 
AVX2 AVX PACKUSWB 
AVX2 AVX PUNPCKHBW 
AVX2 AVX PUNPCKHWD 
AVX2 AVX PUNPCKHDQ 
AVX2 AVX PACKSSDW 
AVX2 AVX PUNPCKLQDQ 
AVX2 AVX PUNPCKHQDQ 
no AVX MOVD 

no AVX MOVQ 

AVX AVX MOVDQA 
AVX AVX MOVDQU 
AVX2 AVX YY OF 7X PSHUFD 
AVX2 AVX PSHUFHW 
AVX2 AVX PSHUFLW 
AVX2 AVX PCMPEQB 
AVX2 AVX PCMPEQW 
AVX2 AVX PCMPEQD 
AVX AVX MOVDQA 
AVX AVX MOVDQU 

no AVX PINSRW 

no AVX PEXTRW 
AVX2 AVX PSRLW 
AVX2 AVX PSRLD 
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Table 14-18. Promoted Vector Integer SIMD Instructions in AVX2 


VEX.256 Encoding VEX.128 Encoding Group Instruction 
AVX2 AVX PSRLQ 
AVX2 AVX PADDQ 
AVX2 AVX PMULLW 
AVX2 AVX PMOVMSKB 
AVX2 AVX PSUBUSB 
AVX2 AVX PSUBUSW 
AVX2 AVX PMINUB 
AVX2 AVX PAND 
AVX2 AVX PADDUSB 
AVX2 AVX PADDUSW 
AVX2 AVX PMAXUB 
AVX2 AVX PANDN 
AVX2 AVX YY OF EX PAVGB 
AVX2 AVX PSRAW 
AVX2 AVX PSRAD 
AVX2 AVX PAVGW 
AVX2 AVX PMULHUW 
AVX2 AVX PMULHW 
AVX AVX MOVNTDQ 
AVX2 AVX PSUBSB 
AVX2 AVX PSUBSW 
AVX2 AVX PMINSW 
AVX2 AVX POR 

AVX2 AVX PADDSB 
AVX2 AVX PADDSW 
AVX2 AVX PMAXSW 
AVX2 AVX PXOR 
AVX AVX YY OF FX LDDQU 
AVX2 AVX PSLLW 
AVX2 AVX PSLLD 
AVX2 AVX PSLLQ 
AVX2 AVX PMULUDQ 
AVX2 AVX PMADDWD 
AVX2 AVX PSADBW 
AVX2 AVX PSUBB 
AVX2 AVX PSUBW 
AVX2 AVX PSUBD 
AVX2 AVX PSUBQ 
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Table 14-18. Promoted Vector Integer SIMD Instructions in AVX2 


VEX.256 Encoding VEX.128 Encoding Group Instruction 
AVX2 AVX PADDB 
AVX2 AVX PADDW 
AVX2 AVX PADDD 
AVX2 AVX SSSE3 PHADDW 
AVX2 AVX PHADDSW 
AVX2 AVX PHADDD 
AVX2 AVX PHSUBW 
AVX2 AVX PHSUBSW 
AVX2 AVX PHSUBD 
AVX2 AVX PMADDUBSW 
AVX2 AVX PALIGNR 
AVX2 AVX PSHUFB 
AVX2 AVX PMULHRSW 
AVX2 AVX PSIGNB 
AVX2 AVX PSIGNW 
AVX2 AVX PSIGND 
AVX2 AVX PABSB 
AVX2 AVX PABSW 
AVX2 AVX PABSD 
AVX2 AVX MOVNTDQA 
AVX2 AVX MPSADBW 
AVX2 AVX PACKUSDW 
AVX2 AVX PBLENDVB 
AVX2 AVX PBLENDW 
AVX2 AVX PCMPEQQ 
no AVX PEXTRD 

no AVX PEXTRQ 

no AVX PEXTRB 

no AVX PEXTRW 

no AVX PHMINPOSUW 
no AVX PINSRB 

no AVX PINSRD 

no AVX PINSRQ 
AVX2 AVX PMAXSB 
AVX2 AVX PMAXSD 
AVX2 AVX PMAXUD 
AVX2 AVX PMAXUW 
AVX2 AVX PMINSB 
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Table 14-18. Promoted Vector Integer SIMD Instructions in AVX2 


VEX.256 Encoding VEX.128 Encoding Group Instruction 
AVX2 AVX PMINSD 
AVX2 AVX PMINUD 
AVX2 AVX PMINUW 
AVX2 AVX PMOVSXxx 
AVX2 AVX PMOVZXxx 
AVX2 AVX PMULDQ 
AVX2 AVX PMULLD 
AVX AVX PTEST 

AVX2 AVX SSE4.2 PCMPGTQ 

no AVX PCMPESTRI 
no AVX PCMPESTRM 
no AVX PCMPISTRI 
no AVX PCMPISTRM 
no AVX AESNI AESDEC 

no AVX AESDECLAST 
no AVX AESENC 

no AVX AESECNLAST 
no AVX AESIMC 

no AVX AESKEYGENASSIST 
no AVX CLMUL PCLMULQDQ 


Table 14-19 compares complementary SIMD functionalities introduced in AVX and AVX2. instructions. 


Table 14-19. VEX-Only SIMD Instructions in AVX and AVX2 


AVX2 AVX Comment 
VBROADCASTI128 VBROADCASTF128 256-bit only 
VBROADCASTSD ymm1, xmm VBROADCASTSD ymm1, m64 256-bit only 
VBROADCASTSS (from xmm) VBROADCASTSS (from m32) 
VEXTRACTI128 VEXTRACTF128 256-bit only 
VINSERTI128 VINSERTF128 256-bit only 
VPMASKMOVD VMASKMOVPS 
VPMASKMOVQ! VMASKMOVPD 
VPERMILPD in-lane 
VPERMILPS in-lane 
VPERM21128 VPERM2F128 256-bit only 
VPERMD cross-lane 
VPERMPS cross-lane 
VPERMQ cross-lane 
VPERMPD cross-lane 


Vol. 1 


14-29 


PROGRAMMING WITH AVX, FMA AND AVX2 


Table 14-19. VEX-Only SIMD Instructions in AVX and AVX2 


AVX2 AVX Comment 
VTESTPD 
VTESTPS 
VPBLENDD 
VPSLLVD/Q 
VPSRAVD 
VPSRLVD/Q 
VGATHERDPD/QPD 
VGATHERDPS/QPS 
VPGATHERDD/QD 
VPGATHERDQ/QQ 
Table 14-20. New Primitive in AVX2 Instructions 
Instruction Description 


VPERMD ymm1, ymm2, ymm3/m256 


Permute doublewords in ymm3/m256 using indexes in ymm_2 and store the result in ymm1. 


VPERMPD ymm1, ymm2/m256, imm8 


Permute double-precision FP elements in ymm2/m256 using indexes in imm8 and store the 
result in ymm1. 


VPERMPS ymm1, ymm2, ymm3/m256 


Permute single-precision FP elements in ymm3/m256 using indexes in ymm2 and store the 
result in ymm1. 


VPERMQ ymm1, ymm2/m256, imm8 


Permute quadwords in ymm2/m256 using indexes in imm8 and store the result in ymm1. 


VPSLLVD xmm1, xmm2, xmm3/m128 


Shift doublewords in xmm2 left by amount specified in the corresponding element of 
xmm3/m128 while shifting in Os. 


VPSLLVQ xmm1, xmm2, xmm3/m128 


Shift quadwords in xmm2 left by amount specified in the corresponding element of 
xmm3/m128 while shifting in Os. 


VPSLLVD ymm1, ymm2, ymm3/m256 


Shift doublewords in ymm2 left by amount specified in the corresponding element of 
ymm3/m256 while shifting in Os. 


VPSLLVQ ymm1, ymm2, ymm3/m256 


Shift quadwords in ymm2 left by amount specified in the corresponding element of 
ymm3/m256 while shifting in Os. 


VPSRAVD xmm1, xmm2, xmm3/m128 


Shift doublewords in xmm2 right by amount specified in the corresponding element of 
xmm3/m128 while shifting in the sign bits. 


VPSRLVD xmm1, xmm2, xmm3/m128 


Shift doublewords in xmm2 right by amount specified in the corresponding element of 
xmm3/m128 while shifting in Os. 


VPSRLVQ xmm1, xmm2, xmm3/m128 


Shift quadwords in xmm_2 right by amount specified in the corresponding element of 
xmm3/m128 while shifting in Os. 


VPSRLVD ymm1, ymm2, ymm3/m256 


Shift doublewords in ymm2 right by amount specified in the corresponding element of 
ymm3/m256 while shifting in Os. 


VPSRLVQ ymm1, ymm2, ymm3/m256 


Shift quadwords in ymm2 right by amount specified in the corresponding element of 
ymm3/m256 while shifting in Os. 


VGATHERDD xmm1, vm32x, xmm2 


Using dword indices specified in vm32x, gather dword values from memory conditioned on 
mask specified by xmm2. Conditionally gathered elements are merged into xmm1. 


VGATHERQD xmm1, vm64x, xmm2 


Using qword indices specified in vm64x, gather dword values from memory conditioned on 
mask specified by xmm2. Conditionally gathered elements are merged into xmm1. 


VGATHERDD ymm1, vm32y, ymm2 


Using dword indices specified in vm32y, gather dword values from memory conditioned on 
mask specified by ymm2. Conditionally gathered elements are merged into ymm1. 


VGATHERQD ymm1, vm64y, ymm2 


Using qword indices specified in vm64y, gather dword values from memory conditioned on 
mask specified by ymm2. Conditionally gathered elements are merged into ymm1. 
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Instruction Description 


VGATHERDPD xmm1, vm32x, xmm2 Using dword indices specified in vm32x, gather double-precision FP values from memory 
conditioned on mask specified by xmm2. Conditionally gathered elements are merged into 
xmm1. 


VGATHERQPD xmm1, vm64x, xmm2 Using qword indices specified in vm64x, gather double-precision FP values from memory 
conditioned on mask specified by xmm2. Conditionally gathered elements are merged into 
xmm1. 


VGATHERDPD ymm1, vm32x, ymm2 Using dword indices specified in vm32x, gather double-precision FP values from memory 
conditioned on mask specified by ymm2. Conditionally gathered elements are merged into 
ymm1. 


VGATHERQPD ymm1, vm64y ymm2 Using qword indices specified in vm64y, gather double-precision FP values from memory 
conditioned on mask specified by ymm2. Conditionally gathered elements are merged into 
ymm1. 


VGATHERDPS xmm1, vm32x, xmm2 Using dword indices specified in vm32x, gather single-precision FP values from memory 
conditioned on mask specified by xmm2. Conditionally gathered elements are merged into 
xmm1. 


VGATHEROPS xmm1, vm64x, xmm2 Using qword indices specified in vm64x, gather single-precision FP values from memory 
conditioned on mask specified by xmm2. Conditionally gathered elements are merged into 
xmm1. 


VGATHERDPS ymm1, vm32y, ymm2 Using dword indices specified in vm32y, gather single-precision FP values from memory 
conditioned on mask specified by ymm2. Conditionally gathered elements are merged into 
ymm1. 


VGATHEROPS xmm1, vm64y, xmm2 Using qword indices specified in vm64y, gather single-precision FP values from memory 
conditioned on mask specified by xmm2. Conditionally gathered elements are merged into 


xmm1. 
VGATHERDQ xmm1, vm32x, xmm2 Using dword indices specified in vm32x, gather qword values from memory conditioned on 
mask specified by xmm2. Conditionally gathered elements are merged into xmm1. 
VGATHERQQ xmm1, vm64x, xmm2 Using qword indices specified in vm64x, gather qword values from memory conditioned on 
mask specified by xmm2. Conditionally gathered elements are merged into xmm1. 
VGATHERDQ ymm1, vm32x, ymm2 Using dword indices specified in vm32x, gather qword values from memory conditioned on 
mask specified by ymm2. Conditionally gathered elements are merged into ymm1. 
VGATHERQQ ymm1, vm64y, ymm2 Using qword indices specified in vm64y, gather qword values from memory conditioned on 


mask specified by ymm2. Conditionally gathered elements are merged into ymm1. 


14.7.1 Detection of AVX2 
Hardware support for AVX2 is indicated by CPUID.(EAX=07H, ECX=0H):EBX.AVX2[bit 5]=1. 


Application Software must identify that hardware supports AVX, after that it must also detect support for AVX2 by 
checking CPUID.(EAX=07H, ECX=0H):EBX.AVX2[bit 5]. The recommended pseudocode sequence for detection of 
AVX2 is: 


INT supports_avx2() 
{ ; result in eax 
mov eax, 1 
cpuid 
and ecx, 018000000H 
cmp ecx, 018000000H; check both OSXSAVE and AVX feature flags 
jne not_supported 
; processor supports AVX instructions and XGETBV is enabled by OS 
mov eax, 7 
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mov ecx, 0 

cpuid 

and ebx, 20H 

cmp ebx, 20H; check AVX2 feature flags 
jne not_supported 

mov ecx, 0; specify 0 for XCRO register 
XGETBV; result in EDX:EAX 

and eax, 06H 

cmp eax, 06H; check OS has enabled both XMM and YMM state support 
jne not_supported 

mov eax, 1 

jmp done 

NOT_SUPPORTED: 

mov eax, 0 

done: 


14.8 ACCESSING YMM REGISTERS 


The lower 128 bits of a YMM register is aliased to the corresponding XMM register. Legacy SSE instructions (i.e. 
SIMD instructions operating on XMM state but not using the VEX prefix, also referred to non-VEX encoded SIMD 
instructions) will not access the upper bits (255:128) of the YMM registers. AVX and FMA instructions with a VEX 
prefix and vector length of 128-bits zeroes the upper 128 bits of the YMM register. 


Upper bits of YMM registers (255:128) can be read and written by many instructions with a VEX.256 prefix. 
XSAVE and XRSTOR may be used to save and restore the upper bits of the YMM registers. 


14.9 MEMORY ALIGNMENT 


Memory alignment requirements on VEX-encoded instruction differs from non-VEX-encoded instructions. Memory 
alignment applies to non-VEX-encoded SIMD instructions in three categories: 


° Explicitly-aligned SIMD load and store instructions accessing 16 bytes of memory (e.g. MOVAPD, MOVAPS, 
MOVDQA, etc.). These instructions always require memory address to be aligned on 16-byte boundary. 


°  Explicitly-unaligned SIMD load and store instructions accessing 16 bytes or less of data from memory (e.g. 
MOVUPD, MOVUPS, MOVDQU, MOVQ, MOVD, etc.). These instructions do not require memory address to be 
aligned on 16-byte boundary. 


¢ The vast majority of arithmetic and data processing instructions in legacy SSE instructions (non-VEX-encoded 
SIMD instructions) support memory access semantics. When these instructions access 16 bytes of data from 
memory, the memory address must be aligned on 16-byte boundary. 


Most arithmetic and data processing instructions encoded using the VEX prefix and performing memory accesses 

have more flexible memory alignment requirements than instructions that are encoded without the VEX prefix. 

Specifically, 

¢ With the exception of explicitly aligned 16 or 32 byte SIMD load/store instructions, most VEX-encoded, 
arithmetic and data processing instructions operate in a flexible environment regarding memory address 
alignment, i.e. VEX-encoded instruction with 32-byte or 16-byte load semantics will support unaligned load 
operation by default. Memory arguments for most instructions with VEX prefix operate normally without 
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causing #GP(0) on any byte-granularity alignment (unlike Legacy SSE instructions). The instructions that 
require explicit memory alignment requirements are listed in Table 14-22. 


Software may see performance penalties when unaligned accesses cross cacheline boundaries, so reasonable 
attempts to align commonly used data sets should continue to be pursued. 


Atomic memory operation in Intel 64 and IA-32 architecture is guaranteed only for a subset of memory operand 
sizes and alignment scenarios. The list of guaranteed atomic operations are described in Section 8.1.1 of IA-32 
Intel® Architecture Software Developer’s Manual, Volumes 3A. AVX and FMA instructions do not introduce any new 
guaranteed atomic memory operations. 


AVX instructions can generate an #AC(0) fault on misaligned 4 or 8-byte memory references in Ring-3 when 
CRO.AM=1. 16 and 32-byte memory references will not generate #AC(0) fault. See Table 14-21 for details. 


Certain AVX instructions always require 16- or 32-byte alignment (see the complete list of such instructions in 
Table 14-22). These instructions will #GP(0) if not aligned to 16-byte boundaries (for 16-byte granularity loads and 
stores) or 32-byte boundaries (for 32-byte loads and stores). 


Table 14-21. Alignment Faulting Conditions when Memory Access is Not Aligned 


EFLAGS.AC==1 && Ring-3 && CRO.AM == 1 0 1 
a “explicitly unaligned” loads and stores (see Table aartatilt ao faut 
= VEX op YMM, m256 no fault no fault 
2. x VEX op XMM, m128 no fault no fault 
- — “explicitly aligned” loads and stores (see Table 14-22) #GP(0) #GP(0) 
is 2, 4, or 8-byte loads and stores no fault #AC(0) 
5 16 byte “explicitly unaligned” loads and stores (see Table 14-23) no fault no fault 
a ‘a op XMM, m128 #GP(0) #GP(0) 
a “explicitly aligned” loads and stores (see Table 14-22) #GP(0) #GP(0) 
2, 4, or 8-byte loads and stores no fault #AC(0) 


Table 14-22. Instructions Requiring Explicitly Aligned Memory 
Require 16-byte alignment 


Require 32-byte alignment 


(V)MOVDQA xmm, m128 


VMOVDQA ymm, m256 


(V)MOVDQA m128, xmm 


VMOVDQA m256, ymm 


V)MOVAPS xmm, m128 


VMOVAPS ymm, m256 


( 
(V)MOVAPS m1 28, xmm 


VMOVAPS m256, ymm 
VMOVAPD ymm, m256 


) 
) 

V)MOVAPD xmm, m128 
) 


( 
(V)MOVAPD m128, xmm 


VMOVAPD m256, ymm 


(V)MOVNTPS m128, xmm 
(V)MOVNTPD m128, xmm 


VMOVNTPS m256, ymm 
VMOVNTPD m256, ymm 


(V)MOVNTDQ m128, xmm 


VMOVNTDQ m256, ymm 


(V)MOVNTDOA xmm, m128 


VMOVNTDQA ymm, m256 
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Table 14-23. Instructions Not Requiring Explicit Memory Alignment 
(V)MOVDQU xmm, m128 
(V)MOVDQU m128, m128 
(V)MOVUPS xmm, m128 
(V)MOVUPS m128, xmm 
(V)MOVUPD xmm, m128 
(V)MOVUPD m128, xmm 

VMOVDQU ymm, m256 
VMOVDQU m256, ymm 
VMOVUPS ymm, m256 
VMOVUPS m256, ymm 
VMOVUPD ymm, m256 
VMOVUPD m256, ymm 


14.10 SIMD FLOATING-POINT EXCEPTIONS 


AVX instructions can generate SIMD floating-point exceptions (#XM) and respond to exception masks in the same 
way as Legacy SSE instructions. When CR4.0SXMMEXCPT=0 any unmasked FP exceptions generate an Undefined 
Opcode exception (#UD). 

AVX FP exceptions are created in a similar fashion (differing only in number of elements) to Legacy SSE and SSE2 
instructions capable of generating SIMD floating-point exceptions. 

AVX introduces no new arithmetic operations (AVX floating-point are analogues of existing Legacy SSE instruc- 
tions). 

F16C, FMA instructions can generate SIMD floating-point exceptions (#XM). The requirement that apply to AVX 
also apply to F16C and FMA. 

The subset of AVX2 instructions that operate on floating-point data do not generate #XM. 


The detailed exception conditions for AVX instructions and legacy SIMD instructions (excluding instructions that 
operates on MMX registers) are described in a number of exception class types, depending on the operand syntax 
and memory operation characteristics. The complete list of SIMD instruction exception class types are defined in 
Chapter 2, “Instruction Format,” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A. 


14.11 EMULATION 


Setting the CRO.EMbit to 1 provides a technique to emulate Legacy SSE floating-point instruction sets in software. 
This technique is not supported with AVX instructions. 


If an operating system wishes to emulate AVX instructions, set XCRO[2:1] to zero. This will cause AVX instructions 
to #UD. Emulation of F16C, AVX2, and FMA by operating system can be done similarly as with emulating AVX 
instructions. 


14.12 WRITING AVX FLOATING-POINT EXCEPTION HANDLERS 


AVX and FMA floating-point exceptions are handled in an entirely analogous way to Legacy SSE floating-point 
exceptions. To handle unmasked SIMD floating-point exceptions, the operating system or executive must provide 
an exception handler. The section titled “SSE and SSE2 SIMD Floating-Point Exceptions” in Chapter 11, “Program- 
ming with Streaming SIMD Extensions 2 (SSE2),” describes the SIMD floating-point exception classes and gives 
suggestions for writing an exception handler to handle them. 
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To indicate that the operating system provides a handler for SIMD floating-point exceptions (#XM), the CR4.0SXM- 
MEXCPT flag (bit 10) must be set. 


The guidelines for writing AVX floating-point exception handlers also apply to F16C and FMA. 


14.13 GENERAL PURPOSE INSTRUCTION SET ENHANCEMENTS 


Enhancements in the general-purpose instruction set consist of several categories: 


¢ = Arich collection of instructions to manipulate integer data at bit-granularity. Most of the bit-manipulation 
instructions employ VEX-prefix encoding to support three-operand syntax with non-destructive source 
operands. Two of the bit-manipulating instructions (LZCNT, TZCNT) are not encoded using VEX. The VEX- 
encoded bit-manipulation instructions include: ANDN, BEXTR, BLSI, BLSMSK, BLSR, BZHI, PEXT, PDEP, SARX, 
SHLX, SHRX, and RORX. 


¢ Enhanced integer multiply instruction (MULX) in conjunctions with some of the bit-manipulation instructions 
allow software to accelerate calculation of large integer numerics (wider than 128-bits). 


¢ INVPCID instruction targets system software that manages processor context IDs. 
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CHAPTER 15 
PROGRAMMING WITH INTEL® AVX-512 


15.1 OVERVIEW 


The Intel AVX-512 family comprises a collection of instruction set extensions, including AVX-512 Foundation, 
AVX-512 Exponential and Reciprocal instructions, AVX-512 Conflict, AVX-512 Prefetch, and additional 512-bit 
SIMD instruction extensions. Intel AVX-512 instructions are natural extensions to Intel AVX and Intel AVX2. Intel 
AVX-512 introduces the following architectural enhancements: 

* Support for 512-bit wide vectors and SIMD register set. 512-bit register state is managed by the operating 
system using XSAVE/XRSTOR instructions introduced in 45 nm Intel 64 processors (see Intel® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 2B, and Intel® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 3A). 

* Support for 16 new, 512-bit SIMD registers (for a total of 32 SIMD registers, ZMMO through ZMM31) in 64-bit 
mode. The extra 16 registers state is managed by the operating system using XSAVE/XRSTOR/XSAVEOPT. 

¢ Support for 8 new opmask registers (kO through k7) used for conditional execution and efficient merging of 
destination operands. The opmask register state is managed by the operating system using the 
XSAVE/XRSTOR/XSAVEOPT instructions. 

¢ Anew encoding prefix (referred to as EVEX) to support additional vector length encoding up to 512 bits. The 
EVEX prefix builds upon the foundations of the VEX prefix to provide compact, efficient encoding for function- 
ality available to VEX encoding plus the following enhanced vector capabilities: 


¢ Opmasks. 

¢ Embedded broadcast. 

¢ Instruction prefix-embedded rounding control. 
* Compressed address displacements. 


15.1.1 512-Bit Wide SIMD Register Support 


Intel AVX-512 instructions support 512-bit wide SIMD registers (ZMMO-ZMM31). The lower 256-bits of the ZMM 
registers are aliased to the respective 256-bit YMM registers and the lower 128-bit are aliased to the respective 
128-bit XMM registers. 


15.1.2 32 SIMD Register Support 


Intel AVX-512 instructions also support 32 SIMD registers in 64-bit mode (XMMO-XMM31, YMMO-YMM31 and 
ZMMO-ZMM31). The number of available vector registers in 32-bit mode is still 8. 


15.1.3. Eight Opmask Register Support 


Intel AVX-512 instructions support 8 opmask registers (kO-k7). The width of each opmask register is architectur- 
ally defined as size MAX_KL (64 bits). Seven of the eight opmask registers (k1-k7) can be used in conjunction with 
EVEX-encoded AVX-512 Foundation instructions to provide conditional execution and efficient merging of data 
elements in the destination operand. The encoding of opmask register kO is typically used when all data elements 
(unconditional processing) are desired. Additionally, the opmask registers are also used as vector flags/element- 
level vector sources to introduce novel SIMD functionality as seen in new instructions such as VCOMPRESSPS. 
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Figure 15-1. 512-Bit Wide Vectors and SIMD Register Set 


15.1.4 — Instruction Syntax Enhancement 
The architecture of EVEX encoding enhances the vector instruction encoding scheme in the following way: 


¢ 512-bit vector-length, up to 32 ZMM registers, and enhanced vector programming environment are supported 
using the enhanced VEX (EVEX). 


The EVEX prefix provides more encodable bit fields than the VEX prefix. In addition to encoding 32 ZMM registers 
in 64-bit mode, instruction encoding using the EVEX prefix can directly encode 7 (out of 8) opmask register oper- 
ands to provide conditional processing in vector instruction programming. The enhanced vector programming envi- 
ronment can be explicitly expressed in the instruction syntax to include the following elements: 


¢ An opmask operand: the opmask registers are expressed using the notation “k1” through “k7”. An EVEX- 
encoded instruction supporting conditional vector operation using the opmask register k1 is expressed by 
attaching the notation {ki} next to the destination operand. The use of this feature is optional for most instruc- 
tions. There are two types of masking (merging and zeroing) differentiated using the EVEX.z bit ({z} in 
instruction signature). 


¢ Embedded broadcast may be supported for some instructions on the source operand that can be encoded as a 
memory vector. Data elements of a memory vector may be conditionally fetched or written to. 


¢ For instruction syntax that operates only on floating-point data in SIMD registers with rounding semantics, the 
EVEX encoding can provide explicit rounding control within the EVEX bit fields at either scalar or 512-bit vector 
length. 


In AVX-512 instructions, vector addition of all elements of the source operands can be expressed in the same 
syntax as AVX instruction: 


VADDPS zmm1l, zmm2, zmm3 

Additionally, the EVEX encoding scheme of AVX-512 Foundation can express conditional vector addition as: 
VADDPS zmm1 {k1}{z}, zmm2, zmm3 

where: 


* Conditional processing and updates to destination are expressed with an opmask register. 


¢ Zeroing behavior of the opmask selected destination element is expressed by the {z} modifier (with merging 
as the default if no modifier is specified). 
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Note that some SIMD instructions supporting three-operand syntax but processing only less than or equal to 128- 
bits of data are considered part of the 512-bit SIMD instruction set extensions, because bits MAXVL-1:128 of the 
destination register are zeroed by the processor. The same rule applies to instructions operating on 256-bits of data 
where bits MAXVL-1:256 of the destination register are zeroed. 


15.1.5 EVEX Instruction Encoding Support 


Intel AVX-512 instructions employ a new encoding prefix, referred to as EVEX, in the Intel 64 and IA-32 instruction 
encoding format. Instruction encoding using the EVEX prefix provides the following capabilities: 


* Direct encoding of a SIMD register operand within EVEX (similar to VEX). This provides instruction syntax 
support for three source operands. 


* Compaction of REX prefix functionality and extended SIMD register encoding: the equivalent REX-prefix 
compaction functionality offered by the VEX prefix is provided within EVEX. Furthermore, EVEX extends the 
operand encoding capability to allow direct addressing of up to 32 ZMM registers in 64-bit mode. 


* Compaction of SIMD prefix functionality and escape byte encoding: the functionality of a SIMD prefix (66H, 
F2H, F3H) on opcode is equivalent to an opcode extension field to introduce new processing primitives. This 
functionality is provided in the VEX prefix encoding scheme and employed within the EVEX prefix. Similarly, the 
functionality of the escape opcode byte (OFH) and two-byte escape (OF38H, OF3AH) are also compacted within 
the EVEX prefix encoding. 


¢ Most EVEX-encoded SIMD numeric and data processing instruction semantics with memory operands have 
more relaxed memory alignment requirements than instructions encoded using SIMD prefixes (see Section 
15.7, “Memory Alignment”). 


¢* Direct encoding of an opmask operand within the EVEX prefix. This provides instruction syntax support for 
conditional vector-element operation and merging of destination operand using an opmask register (ki-k7). 


¢ Direct encoding of a broadcast attribute for instructions with a memory operand source. This provides 
instruction syntax support for elements broadcasting the second operand before being used in the actual 
operation. 


¢ Compressed memory address displacements for a more compact instruction encoding byte sequence. 


EVEX encoding applies to SIMD instructions operating on XMM, YMM and ZMM registers. EVEX is not supported for 
instructions operating on MMX or x87 registers. Details of EVEX instruction encoding are discussed in Section 2.6, 
“Intel® AVX-512 Encoding” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A. 


15.2 DETECTION OF AVX-512 FOUNDATION INSTRUCTIONS 


The majority of AVX-512 Foundation instructions are encoded using the EVEX encoding scheme. EVEX-encoded 
instructions can operate on the 512-bit ZMM register state plus 8 opmask registers. The opmask instructions in 
AVX-512 Foundation instructions operate only on opmask registers or with a general purpose register. System 
software requirements to support the ZMM state and opmask instructions are described in Section 15.5, “Accessing 
XMM, YMM AND ZMM Registers”. 


Processor support of AVX-512 Foundation instructions is indicated by CPUID.(EAX=07H, ECX=0):EBX.AVX512F [bit 
16] = 1. Detection of AVX-512 Foundation instructions operating on ZMM states and opmask registers needs to 
follow the general procedural flow in Figure 15-2. 
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Check feature flag 
CPUID.1H:ECX.OSXSAVE = 1? 


OS provides processor 
extended state management 
Yes Implied HW support for 
XSAVE, XRSTOR, XGETBV, XCRO 


Opmask, 
: YMM,ZMM 
Check enabled state in . Check AVX512F flag 
XCRO via XGETBV States ok to use 
enabled Instructions 


Figure 15-2. Procedural Flow for Application Detection of AVX-512 Foundation Instructions 


Prior to using AVX-512 Foundation instructions, the application must identify that the operating system supports 
the XGETBV instruction and the ZMM register state, in addition to confirming the processor’s support for ZMM state 
management using XSAVE/XRSTOR and AVX-512 Foundation instructions. The following simplified sequence 
accomplishes both and is strongly recommended. 


1. Detect CPUID.1:ECX.OSXSAVE[bit 27] = 1 (XGETBV enabled for application use’). 


2. Execute XGETBV and verify that XCRO[7:5] = ‘111b’ (OPMASK state, upper 256-bit of ZMMO-ZMM15 and 
ZMM16-ZMM31 state are enabled by OS) and that XCRO[2:1] =‘11b’ (XMM state and YMM state are enabled by 
OS). 


3. Detect CPUID.Ox7.0:EBX.AVX512F[bit 16] = 1. 


15.2.1 Additional 512-bit Instruction Extensions of the Intel AVX-512 Family 
Processor support of the Intel AVX-512 Exponential and Reciprocal instructions are indicated by querying the 
feature flag: 


e If CPUID.(EAX=07H, ECX=0):EBX.AVX512ER[bit 27] = 1, the collection of 
VEXP2PD/VEXP2PS/VRCP28xx/VRSQRT28xx instructions are supported. 


Processor support of the Intel AVX-512 Prefetch instructions are indicated by querying the feature flag: 


e If CPUID.(EAX=07H, ECX=0):EBX.AVX512PF[bit 26] = 1, a collection of 
VGATHERPFOxxx/VGATHERPF1xxx/VSCATTERPFOxxx/VSCATTERPF1xxx instructions are supported. 


Detection of 512-bit instructions operating on ZMM states and opmask registers, outside of AVX-512 Foundation, 
needs to follow the general procedural flow in Figure 15-3. 


1. If CPUID.01H:ECX.OSXSAVE reports 1, it also indirectly implies the processor supports XSAVE, XRSTOR, XGETBV, processor 
extended state bit vector XCRO register. Thus an application may streamline the checking of CPUID feature flags for XSAVE and OSX- 
SAVE. XSETBV is a privileged instruction. 
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OS provides processor 
extended state management 


Yes Implied HW support for 
XSAVE, XRSTOR, XGETBV, XCRO 


Opmask, 
. YMM,ZMM 
Check enabled state in yx! Check AVX512F and 
XCRO via XGETBV States additional 512-bit flags ok to use 
enabled Instructions 


Figure 15-3. Procedural Flow for Application Detection of 512-bit Instructions 


PREFETCHT1W does not require OS support for XMM/YMM/ZMM/k-reg, SIMD FP exception support. 
Procedural Flow of Application Detection of other 512-bit extensions: 


Prior to using the Intel AVX-512 Exponential and Reciprocal instructions, the application must identify that the 
operating system supports the XGETBV instruction and the ZMM register state, in addition to confirming the 
processor's support for ZMM state management using XSAVE/XRSTOR and AVX-512 Foundation instructions. The 
following simplified sequence accomplishes both and is strongly recommended. 


1. Detect CPUID.1:ECX.OSXSAVE[bit 27] = 1 (XGETBV enabled for application use). 


2. Execute XGETBV and verify that XCRO[7:5] = ‘111b’ (OPMASK state, upper 256-bit of ZMMO-ZMM15 and 
ZMM16-ZMM31 state are enabled by OS) and that XCRO[2:1] = ‘11b’ (XMM state and YMM state are enabled 
by OS). 

3. Verify both CPUID.0x7.0:EBX.AVX512F[bit 16] = 1, and CPUID.0x7.0:EBX.AVX512ER[bit 27] = 1. 

Prior to using the Intel AVX-512 Prefetch instructions, the application must identify that the operating system 

supports the XGETBV instruction and the ZMM register state, in addition to confirming the processor's support for 

ZMM state management using XSAVE/XRSTOR and AVX-512 Foundation instructions. The following simplified 

sequence accomplishes both and is strongly recommended. 


1. Detect CPUID.1:ECX.OSXSAVE[bit 27] = 1 (XGETBV enabled for application use). 


2. Execute XGETBV and verify that XCRO[7:5] = ‘111b’ (OPMASK state, upper 256-bit of ZMMO-ZMM15 and 
ZMM16-ZMM31 state are enabled by OS) and that XCRO[2:1] = ‘11b’ (XMM state and YMM state are enabled 
by OS). 


3. Verify both CPUID.Ox7.0:EBX.AVX512F[bit 16] = 1, and CPUID.Ox7.0:EBX.AVX512PF[bit 26] = 1. 


15.3. DETECTION OF 512-BIT INSTRUCTION GROUPS OF INTEL® AVX-512 
FAMILY 


In addition to the Intel AVX-512 Foundation instructions, Intel AVX-512 family provides several groups of instruc- 
tion extensions that can operate in vector lengths of 512/256/128 bits. Each group is enumerated by a CPUID leaf 
7 feature flag and can be encoded via the EVEX.L’L field to support operation at vector lengths smaller than 512 
bits. These instruction groups are listed in Table 15-1. 
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Table 15-1. 512-bit Instruction Groups in the Intel AVX-512 Family 


CPUID Leaf 7 Feature Flag Bit Feature Flag abbreviation of 512-bit Instruction Group SW Detection Flow 
CPUID.(EAX=07H, ECX=0):EBX[bit 16] AVX512F (AVX-512 Foundation) Figure 15-2 
CPUID.(EAX=07H, ECX=0):EBX[bit 28] AVX512CD Figure 15-4 
CPUID.(EAX=07H, ECX=0):EBX[bit 17] AVX512DQ Figure 15-4 
CPUID.(EAX=07H, ECX=0):EBX[bit 30] AVX512BW Figure 15-4 


Software must follow the detection procedure for the 512-bit AVX-512 Foundation instructions as described in 
Section 15.2. 


Detection of other 512-bit sibling instruction groups listed in Table 15-1 (excluding AVX512F) follows the procedure 
described in Figure 15-4: 


Check feature flag 
CPUID.1H:ECX.OXSAVE = 1? 


OS provides processor 
extended state management 


Yes Implied HW support for 
XSAVE, XRSTOR, XGETBV, XCRO 


Opmask, 
: YMM,ZMM 
Check enabled state in y Check AVX512F and 
XCRO via XGETBV States a sibling 512-bit flag ok to use 
enabled Instructions 


Figure 15-4. Procedural Flow for Application Detection of 512-bit Instruction Groups 


To detect 512-bit instructions enumerated by AVX512CD, the following sequence is strongly recommended. 
1. Detect CPUID.1:ECX.OSXSAVE[bit 27] = 1 (XGETBV enabled for application use). 


2. Execute XGETBV and verify that XCRO[7:5] = ‘111b’ (OPMASK state, upper 256-bit of ZMMO-ZMM15 and 
ZMM16-ZMM31 state are enabled by OS) and that XCRO[2:1] =‘11b’ (XMM state and YMM state are enabled by 
OS). 


3. Verify both CPUID.Ox7.0:EBX.AVX512F[bit 16] = 1, CPUID.Ox7.0:EBX.AVX512CD[bit 28] = 1. 


Similarly, the detection procedure for enumerating 512-bit instructions reported by AVX512DW follows the same 
flow. 


15.4 DETECTION OF INTEL AVX-512 INSTRUCTION GROUPS OPERATING AT 256 
AND 128-BIT VECTOR LENGTHS 


For each of the 512-bit instruction groups in the Intel AVX-512 family listed in Table 15-1, the EVEX encoding 
scheme may support a vast majority of these instructions operating at 256-bit or 128-bit (if applicable) vector 
lengths. Encoding support for vector lengths smaller than 512-bits is indicated by CPUID.(EAX=07H, 
ECX=0):EBX[bit 31], abbreviated as AVX512VL. 
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The AVX512VL flag alone is never sufficient to determine a given Intel AVX-512 instruction may be encoded at 
vector lengths smaller than 512 bits. Software must use the procedure described in Figure 15-5 and Table 15-2. 


Check feature flag 
CPUID.1H:ECX.OXSAVE = 1? 


OS provides processor 
extended state management 


Yes Implied HW support for 


XSAVE, XRSTOR, XGETBV, XCRO 


Opmask, 
; YMM,ZMM 
Check enabled statein | ye 
XCRO via XGETBV States 
enabled 


Check applicable collection of 
CPUID flags listed in Table 2-2 


ok to use 
Instructions 


Figure 15-5. Procedural Flow for Detection of Intel AVX-512 Instructions Operating at Vector Lengths < 512 


To illustrate the procedure described in Figure 15-5 and Table 15-2 for software to use EVEX.256 encoded VPCON- 


FLICT, the following sequence is provided. It is strongly recommended this sequence is followed. 


1) Detect CPUID.1:ECX.OSXSAVE[bit 27] = 1 (XGETBV enabled for application use). 


2) Execute XGETBV and verify that XCRO[7:5] = ‘111b’ (OPMASK state, upper 256-bit of ZMMO-ZMM15 and 
ZMM16-ZMM31 state are enabled by OS) and that XCRO[2:1] = ‘11b’ (XMM state and YMM state are enabled by 


OS). 


3) Verify CPUID.0x7.0:EBX.AVX512F[bit 16] = 1, CPUID.Ox7.0:EBX.AVX512CD[bit 28] = 1, and 


CPUID.0x7.0:EBX.AVX512VL[bit 31] = 1. 


Table 15-2. Feature flag Collection Required of 256/128 Bit Vector Lengths for Each Instruction Group 


Usage of 256/128 Vector Lengths 


Feature Flag Collection to Verify 


AVX512F 


AVX512F & AVX512VL 


AVX512CD 
AVX512DQ 


AVX512F & AVX512CD & AVX512VL 
AVX512F & AVX512DQ & AVX512VL 


AVX512BW 


AVX512F & AVX512BW & AVX512VL 


In some specific cases, AVX512VL may only support EVEX.256 encoding but not EVEX.128. These cases are listed 


in Table 15-3. 
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Table 15-3. Instruction Mnemonics That Do Not Support EVEX.128 Encoding 


Instruction Group Instruction Mnemonics Supporting EVEX.256 Only Using AVX512VL 
AVX512F VBROADCASTSD, VBROADCASTF32X4, VEXTRACTI32X4, VINSERTF32X4, VINSERTI32X4, VPERMD, 
VPERMPD, VPERMPS, VPERMQ, VSHUFF32X4, VSHUFF64X2, VSHUFI32X4, VSHUFI64X2 
AVX512CD 
AVX512D0 VBROADCASTF32X2, VBROADCASTF64X2, VBROADCASTI32X4, VBROADCASTI64X2, VEXTRACTI64X2, 
VINSERTF64X2, VINSERTI64X2, 
AVX512BW 


15.5 ACCESSING XMM, YMM AND ZMM REGISTERS 


The lower 128 bits of a YMM register is aliased to the corresponding XMM register. Legacy SSE instructions (i.e., 
SIMD instructions operating on XMM state but not using the VEX prefix, also referred to non-VEX encoded SIMD 
instructions) will not access the upper bits (MAXVL-1:128) of the YMM registers. AVX and FMA instructions with a 
VEX prefix and vector length of 128-bits zeroes the upper 128 bits of the YMM register. 


Upper bits of YMM registers (255:128) can be read and written to by many instructions with a VEX.256 prefix. 
XSAVE and XRSTOR may be used to save and restore the upper bits of the YMM registers. 

The lower 256 bits of a ZMM register are aliased to the corresponding YMM register. Legacy SSE instructions (i.e., 
SIMD instructions operating on XMM state but not using the VEX prefix, also referred to non-VEX encoded SIMD 
instructions) will not access the upper bits (MAXVL-1:128) of the ZMM registers, where MAXVL is maximum vector 
length (currently 512 bits). AVX and FMA instructions with a VEX prefix and vector length of 128-bits zero the upper 


384 bits of the ZMM register, while the VEX prefix and vector length of 256-bits zeroes the upper 256 bits of the 
ZMM register. 


Upper bits of ZMM registers (511:256) can be read and written to by instructions with an EVEX.512 prefix. 


15.6 ENHANCED VECTOR PROGRAMMING ENVIRONMENT USING EVEX 
ENCODING 


EVEX-encoded AVX-512 instructions support an enhanced vector programming environment. The enhanced vector 
programming environment uses the combination of EVEX bit-field encodings and a set of eight opmask registers to 
provide the following capabilities: 


* Conditional vector processing of an EVEX-encoded instruction. Opmask registers ki through k7 can be used to 
conditionally govern the per-data-element computational operation and the per-element updates to the 
destination operand of an AVX-512 Foundation instruction. Each bit of the opmask register governs one vector 
element operation (a vector element can be 8 bits, 16 bits, 32 bits or 64 bits). 


* In addition to providing predication control on vector instructions via EVEX bit-field encoding, the opmask 
registers can also be used similarly on general-purpose registers as source/destination operands using modR/M 
encoding for non-mask-related instructions. In this case, an opmask register kO through k7 can be selected. 


¢ In 64-bit mode, 32 vector registers can be encoded using the EVEX prefix. 


° Broadcast may be supported for some instructions on the operand that can be encoded as a memory vector. 
The data elements of a memory vector may be conditionally fetched or written to, and the vector size is 
dependent on the data transformation function. 


¢ Flexible rounding control for the register-to-register flavor of EVEX encoded 512-bit and scalar instructions. 
Four rounding modes are supported by direct encoding within the EVEX prefix, overriding MXCSR settings. 


° Broadcast of one element to the rest of the destination vector register. 


* Compressed 8-bit displacement encoding scheme to increase the instruction encoding density for instructions 
that normally require disp32 syntax. 
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15.6.1 OPMASK Register to Predicate Vector Data Processing 


AVX-512 instructions using EVEX encode a predicate operand to conditionally control per-element computational 
operation and updating of the result to the destination operand. The predicate operand is known as the opmask 
register. The opmask is a set of eight architectural registers of size MAX_KL (64-bit). Note that from this set of eight 
architectural registers, only ki through k7 can be addressed as a predicate operand. kO can be used as a regular 
source or destination but cannot be encoded as a predicate operand. Note also that a predicate operand can be 
used to enable memory fault-suppression for some instructions with a memory operand (source or destination). 


As a predicate operand, the opmask registers contain one bit to govern the operation/update to each data element 
of a vector register. In general, opmask registers can support instructions with all element sizes: byte (int8), word 
(int16), single-precision floating-point (float32), integer doubleword(int32), double-precision floating-point 
(float64), integer quadword (int64). Therefore, a ZMM vector register can hold 8, 16, 32, or 64 elements in prin- 
ciple. The length of an opmask register, MAX_KL, is sufficient to handle up to 64 elements with one bit per element, 
i.e., 64 bits. Masking is supported in most of the AVX-512 instructions. For a given vector length, each instruction 
accesses only the number of least significant mask bits that are needed based on its data type. For example, AVX- 
512 Foundation instructions operating on 64-bit data elements with a 512-bit vector length, only use the 8 least 
significant bits of the opmask register. 


An opmask register affects an AVX-512 instruction at per-element granularity. Any numeric or non-numeric oper- 

ation of each data element and per-element updates of intermediate results to the destination operand are predi- 

cated on the corresponding bit of the opmask register. 

An opmask serving as a predicate operand in AVX-512 obeys the following properties: 

¢ The instruction’s operation is not performed for an element if the corresponding opmask bit is not set. This 
implies that no exception or violation can be caused by an operation on a masked-off element. Consequently, 
no MXCSR exception flag is updated as a result of a masked-off operation. 


¢ Adestination element is not updated with the result of the operation if the corresponding writemask bit is not 
set. Instead, the destination element value must be preserved (merging-masking) or it must be zeroed out 
(zeroing-masking). 


¢ For some instructions with a memory operand, memory faults are suppressed for elements with a mask bit of 
0. 


Note that this feature provides a versatile construct to implement control-flow predication as the mask in effect 

provides a merging behavior for AVX-512 vector register destinations. As an alternative the masking can be used 
for zeroing instead of merging, so that the masked out elements are updated with 0 instead of preserving the old 
value. The zeroing behavior is provided to remove the implicit dependency on the old value when it is not needed. 


Most instructions with masking enabled accept both forms of masking. Instructions that must have EVEX.aaa bits 
different than 0 (gather and scatter) and instructions that write to memory only accept merging-masking. 


It’s important to note that the per-element destination update rule also applies when the destination operand is a 
memory location. Vectors are written on a per element basis, based on the opmask register used as a predicate 
operand. 


The value of an opmask register can be: 

* Generated as a result of a vector instruction (e.g., CMP, FPCLASS, etc.). 
° Loaded from memory. 

¢ Loaded from a GPR register. 

¢ Modified by mask-to-mask operations. 


Opmask registers can be used for purposes outside of predication. For example, they can be used to manipulate 
sparse sets of elements from a vector, or used to set the EFLAGS based on the 0/OxFFFFFFFFFFFFFFFF/other status 
of the OR of two opmask registers. 


15.6.1.1 Opmask Register KO 


The only exception to the opmask rules described above is that opmask kO can not be used as a predicate operand. 
Opmask kO cannot be encoded as a predicate operand for a vector operation; the encoding value that would select 
opmask kO will instead select an implicit op mask value of OxFFFFFFFFFFFFFFFF, thereby effectively disabling 
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masking. Opmask register kO can still be used for any instruction that takes opmask register(s) as operand(s) 


(either source or destination). 


Note that certain instructions implicitly use the opmask as an extra destination operand. In such cases, trying to 


use the “no mask” feature will translate into a #UD fault being raised. 


15.6.1.2 


Example of Opmask Usages 


The example below illustrates the predicated vector add operation and predicated updates of added results into the 
destination operand. The initial state of vector registers zmm0, zmm1i1, and zmm2 and k3 are: 


MSB adage A oie ers Stee aa ae eee eee LSB 
zmmO = 
0x00000003 0x00000002 0x00000001 0x00000000 ] (bytes 15 through 0) 
0x00000007 0x00000006 0x00000005 0x00000004 ] (bytes 31 through 16) 
0x0000000B 0x0000000A 0x00000009 0x00000008 ] (bytes 47 through 32) 
OxO0000000F Ox0000000E 0x0000000D 0x0000000C ] (bytes 63 through 48) 
zmml = 
OxO0000000F Ox0000000F Ox0000000F Ox0000000F ] (bytes 15 through 0) 
[ OxOO00000F Ox0000000F Ox0000000F Ox0000000F ] (bytes 31 through 16) 
OxO0000000F Ox0000000F Ox0000000F Ox0000000F ] (bytes 47 through 32) 
OxO0000000F Ox0000000F Ox0000000F Ox0000000F ] (bytes 63 through 48) 
zmm2 = 
OxAAAAAAAA OxAAAAAAAA OxAAAAAAAA OxXAAAAAAAA ] (bytes 15 through 0) 
OxBBBBBBBB OxXBBBBBBBB OxXBBBBBBBB OxXBBBBBBBB ] (bytes 31 through 16) 
[ OxCCCCCCCC OxCCCCCCCC OxCCCCCCCC OxCCCCCCCC ] (bytes 47 through 32) 
OxDDDDDDDD OxDDDDDDDD OxDDDDDDDD OxDDDDDDDD ] (bytes 63 through 48) 
k3 = 0x8FO03 (1000 1111 0000 0011) 


An opmask register serving as a predicate operand is expressed as a curly-braces-enclosed decorator following the 
first operand in the Intel assembly syntax. Given this state, we will execute the following instruction: 


vpaddd zmm2 {k3}, zmm0, zmm1 


The vpaddd instruction performs 32-bit integer additions on each data element conditionally based on the corre- 
sponding bit value in the predicate operand k3. Since per-element operations are not operated if the corresponding 
bit of the predicate mask is not set, the intermediate result is: 


[ *#*KKK KKK KR ka KKKKEKE OX00000010 Ox0000000F ] (bytes 15 through 0) 

[ ee Rokk Ordo dk bdo kik kkk KR ] (bytes 31 through 16) 
[ 0x0000001A 0x00000019 0x00000018 0x00000017 ] (bytes 47 through 32) 
[ OXOOQ000LE #¥*KKHKKKR KKKKKKKEKK KKEKKEKKEE J] (bytes 63 through 48) 


where "**********" indicates that no operation is performed. 


This intermediate result is then written into the destination vector register, zmm2, using the opmask register k3 as 


the writemask, producing the following final result: 


15-10 Vol. 1 


PROGRAMMING WITH INTEL® AVX-512 


zmm2 = 

[ OxXAAAAAAAA OxAAAAAAAA 0x00000010 Ox0000000F ] (bytes 15 through 0) 
[ O0xBBBBBBBB OxXBBBBBBBB OxBBBBBBBB OxXBBBBBBBB ] (bytes 31 through 16) 
[ 0x0000001A 0x00000019 0x00000018 0x00000017 ] (bytes 47 through 32) 
[ 0x0000001E OxDDDDDDDD OxDDDDDDDD OxDDDDDDDD ] (bytes 63 through 48) 


Note that for a 64-bit instruction (for example, vaddpd), only the 8 LSB of mask k3 (0x03) would be used to iden- 
tify the predicate operation on each one of the 8 elements of the source/destination vectors. 


15.6.2 OpMask Instructions 


AVX-512 Foundation instructions provide a collection of opmask instructions that allow programmers to set, copy, 
or operate on the contents of a given opmask register. There are three types of opmask instructions: 


° Mask read/write instructions: These instructions move data between a general-purpose integer register or 
memory and an opmask mask register, or between two opmask registers. For example: 


— kmovw ki, ebx; move lower 16 bits of ebx to k1. 


¢ Flag instructions: This category consists of instructions that modify EFLAGS based on the content of opmask 
registers. 


— kortestw ki, k2; OR registers k1 and k2 and updated EFLAGS accordingly. 


¢ Mask logical instructions: These instructions perform standard bitwise logical operations between opmask 
registers. 


— kandw ki, k2, k3; AND lowest 16 bits of registers k2 and k3, leaving the result in k1. 


15.6.3. Broadcast 


EVEX encoding provides a bit-field to encode data broadcast for some load-op instructions, i.e., instructions that 
load data from memory and perform some computational or data movement operation. A source element from 
memory can be broadcasted (repeated) across all the elements of the effective source operand (up to 16 times for 
a 32-bit data element, up to 8 times for a 64-bit data element). This is useful when we want to reuse the same 
scalar operand for all the operations in a vector instruction. Broadcast is only enabled on instructions with an 
element size of 32 bits or 64 bits. Byte and word instructions do not support embedded broadcast. 

The functionality of data broadcast is expressed as a curly-braces-enclosed decorator following the last 
register/memory operand in the Intel assembly syntax. 


For instance: 


vmulps zmml, zmm2, [rax] {1to16} 


The {1to16} primitive loads one float32 (single precision) element from memory, replicates it 16 times to form a 
vector of 16 32-bit floating-point elements, multiplies the 16 float32 elements with the corresponding elements in 
the first source operand vector, and puts each of the 16 results into the destination operand. 


AVX-512 instructions with store semantics and pure load instructions do not support broadcast primitives. 


vmovaps [rax] {k3}, zmm19 


In contrast, the k3 opmask register is used as the predicate operand in the above example. Only the store opera- 
tion on data elements corresponding to the non-zero bits in k3 will be performed. 
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15.6.4 Static Rounding Mode and Suppress All Exceptions 


In previous SIMD instruction extensions (up to AVX and AVX2), rounding control is generally specified in MXCSR, 
with a handful of instructions providing per-instruction rounding override via encoding fields within the imm8 
operand. AVX-512 offers a more flexible encoding attribute to override MXCSR-based rounding control for floating- 
pointing instructions with rounding semantics. This rounding attribute embedded in the EVEX prefix is called Static 
(per instruction) Rounding Mode or Rounding Mode override. This attribute allows programmers to statically apply 
a specific arithmetic rounding mode irrespective of the value of RM bits in MXCSR. It is available only to register-to- 
register flavors of EVEX-encoded floating-point instructions with rounding semantic. The differences between these 
three rounding control interfaces are summarized in Table 15-4. 


Table 15-4. Characteristics of Three Rounding Control Interfaces 


Rounding Interface Stans Rounding ime embeds Rounding MXCSR Rounding Control 
Override Override 
Semantic Requirement FP rounding FP rounding FP rounding 
Prefix Requirement EVEX.B = 1 NA NA 
Rounding Control EVEX.LL IMM8[1:0] or MXCSR.RC MXCSR.RC 
(depending on IMM8[2]) 
Suppress All Exceptions (SAE) Implied no no 
SIMD FP Exception #XM All suppressed Can raise #l, #P (unless SPE is set) | MXCSR masking controls 
MXCSR flag update No yes (except PE if SPE is set) Yes 
Precedence Above MXCSR.RC Above EVEX.UL Default 
Scope 512-bit, reg-reg, ROUNDPx, ROUNDSx, All SIMD operands, vector lengths 
Scalar reg-reg VCVTPS2PH, VRNDSCALExx 


The static rounding-mode override in AVX-512 also implies the “suppress-all-exceptions” (SAE) attribute. The SAE 
effect is as if all the MXCSR mask bits are set, and none of the MXCSR flags will be updated. Using static rounding- 
mode via EVEX without SAE is not supported. 


Static Rounding Mode and SAE control can be enabled in the encoding of the instruction by setting the EVEX.b bit 
to 1 in a register-register vector instruction. In such a case, vector length is assumed to be MAXVL (512-bit in case 
of AVX-512 packed vector instructions) or 128-bit for scalar instructions. Table 15-5 summarizes the possible static 
rounding-mode assignments in AVX-512 instructions. 


Note that some instructions already allow specifying the rounding mode statically via immediate bits. In such 
cases, the immediate bits take precedence over the embedded rounding mode (in the same vein that they take 
precedence over whatever MXCSR.RM says). 


Table 15-5. Static Rounding Mode 


Function Description 

{rn-sae} Round to nearest (even) + SAE 
{rd-sae} Round down (toward -inf) + SAE 
{ru-Sae} Round up (toward +inf) + SAE 
{rz-sae} Round toward zero (Truncate) + SAE 


An example of use would be as follows: 


vaddps zmm7 {k6}, zmm2, zmm4, {rd-sae} 


This would perform the single-precision floating-point addition of vectors zmm2 and zmm4 with round-towards- 
minus-infinity, leaving the result in vector zmm7 using k6 as conditional writemask. 
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Note that MXCSR.RM bits are ignored and unaffected by the outcome of this instruction. 
Examples of instruction instances where the static rounding-mode is not allowed are shown below: 


; rounding-mode already specified in the instruction immediate 


vrndscaleps zmm7 {k6}, zmm2, 0x00 


; instructions with memory operands 


vmulps zmm7 {k6}, zmm2, [rax], {rd-sae} 


; instructions with vector length different than MAXVL (512-bit) 


vaddps ymm7 {k6}, ymm2, ymm4, {rd-sae} 


15.6.5 Compressed Disp8*N Encoding 


EVEX encoding supports a new displacement representation that allows for a more compact encoding of memory 
addressing commonly used in unrolled code, where an 8-bit displacement can address a range exceeding the 
dynamic range of an 8-bit value. This compressed displacement encoding is referred to as disp8*N, where N is a 
constant implied by the memory operation characteristic of each instruction. 


The compressed displacement is based on the assumption that the effective displacement (of a memory operand 
occurring in a loop) is a multiple of the granularity of the memory access of each iteration. Since the base register 
in memory addressing already provides byte-granular resolution, the lower bits of the traditional disp8 operand 
become redundant, and can be implied from the memory operation characteristic. 


The memory operation characteristics depend on the following: 
° The destination operand is updated as a full vector, a single element, or multi-element tuples. 


¢ The memory source operand (or vector source operand if the destination operand is memory) is fetched (or 
treated) as a full vector, a single element, or multi-element tuples. 


For example: 
vaddps zmm7, zmm2, disp8[membase + index*8] 


The destination zmm7 is updated as a full 512-bit vector, and 64-bytes of data are fetched from memory as a full 
vector; the next unrolled iteration may fetch from memory in 64-byte granularity per iteration. There are 6 bits of 
lowest address that can be compressed, hence N = 2%6 = 64. The contribution of “disp8” to effective address 
calculation is 64*disp8. 


vbroadcastf£32x4 zmm7, disp8[membase + index*8] 


In VBROADCASTF32x4, memory is fetched as a 4tuple of 4 32-bit entities. Hence the common lowest address bits 
that can be compressed are 4, corresponding to the 4tuple width of 2“%4 = 16 bytes (4x32 bits). Therefore, N = 
244. 

For EVEX encoded instructions that update only one element in the destination, or the source element is fetched 
individually, the number of lowest address bits that can be compressed is generally the width in bytes of the data 
element, hence N = 2“(width). 


15.7. MEMORY ALIGNMENT 


Memory alignment requirements on EVEX-encoded SIMD instructions are similar to VEX-encoded SIMD instruc- 
tions. Memory alignment applies to EVEX-encoded SIMD instructions in three categories: 


¢ —Explicitly-aligned SIMD load and store instructions accessing 64 bytes of memory with EVEX prefix encoded 
vector length of 512 bits (e.g., VMOVAPD, VMOVAPS, VMOVDQA, etc.). These instructions always require the 
memory address to be aligned on a 64-byte boundary. 
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¢ = Explicitly-unaligned SIMD load and store instructions accessing 64 bytes or less of data from memory (eé.g., 
VMOVUPD, VMOVUPS, VMOVDQU, VMOVQ, VMOVD, etc.). These instructions do not require the memory 
address to be aligned on a natural vector-length byte boundary. 


* Most arithmetic and data processing instructions encoded using EVEX support memory access semantics. 
When these instructions access from memory, there are no alignment restrictions. 


Software may see performance penalties when unaligned accesses cross cacheline boundaries or vector-length 
naturally-aligned boundaries, so reasonable attempts to align commonly used data sets should continue to be 
pursued. 


Atomic memory operation in Intel 64 and IA-32 architecture is guaranteed only for a subset of memory operand 
sizes and alignment scenarios. The guaranteed atomic operations are described in Section 8.1.1, “Guaranteed 
Atomic Operations” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. AVX and 
FMA instructions do not introduce any new guaranteed atomic memory operations. 


AVX-512 instructions may generate an #AC(0) fault on misaligned 4 or 8-byte memory references in Ring-3 when 
CRO.AM=1. 16, 32 and 64-byte memory references will not generate an #AC(0) fault. See Table 15-7 for details. 


Certain AVX-512 Foundation instructions always require 64-byte alignment (see the complete list of VEX and EVEX 
encoded instructions in Table 15-6). These instructions will #GP(0) if not aligned to 64-byte boundaries. 


Table 15-6. SIMD Instructions Requiring Explicitly Aligned Memory 


Require 16-byte alignment Require 32-byte alignment Require 64-byte alignment* 


(V)MOVDQA xmm, m128 


VMOVDOA ymm, m256 


VMOVDOA zmm, m512 


(V)MOVDQA m1 28, xmm 


VMOVDOA m256, ymm 


VMOVDOA m512, zmm 


(V)JMOVAPS xmm, m128 
( 


VMOVAPS ymm, m256 
VMOVAPS m256, ymm 


VMOVAPS zmm, m512 
VMOVAPS m512, zmm 


) 
V)MOVAPS m128, xmm 
V)MOVAPD xmm, m128 


VMOVAPD ymm, m256 


VMOVAPD zmm, m512 


( 
(V)MOVAPD m128, xmm 
(V)MOVNTDOA xmm, m128 


VMOVAPD m256, ymm 
VMOVNTPS m256, ymm 


VMOVAPD m512, zmm 
VMOVNTPS m512, zmm 


(V)MOVNTPS m128, xmm 


VMOVNTPD m256, ymm 


VMOVNTPD m512, zmm 


(V)MOVNTPD m128, xmm 
(V)MOVNTDQ m128, xmm 


VMOVNTDQ m256, ymm 
VMOVNTDOA ymm, m256 


VMOVNTDQ m512, zmm 
VMOVNTDQA zmm, m512 


Table 15-7. Instructions Not Requiring Explicit Memory Alignment 


(V)MOVDQU xmm, m128 


VMOVDQU ymm, m256 


VMOVDQU zmm, m512 


(V)MOVDQU m128, m128 


VMOVDQU m256, ymm 


VMOVDQU m512, zmm 


(V)JMOVUPS xmm, m128 


VMOVUPS ymm, m256 


VMOVUPS zmm, m512 


(V)JMOVUPS m128, xmm 


VMOVUPS m256, ymm 


VMOVUPS m512, zmm 


V)MOVUPD xmm, m128 


( 
(VJMOVUPD m128, xmm 


VMOVUPD ymm, m256 
VMOVUPD m256, ymm 


VMOVUPD zmm, m512 
VMOVUPD m512, zmm 


15.8 SIMD FLOATING-POINT EXCEPTIONS 


AVX-512 instructions can generate SIMD floating-point exceptions (#XM) if embedded “suppress all exceptions” 
(SAE) in EVEX is not set. When SAE is not set, these instructions will respond to exception masks of MXCSR in the 
same way as VEX-encoded AVX instructions. When CR4.0SXMMEXCPT=0, any unmasked FP exceptions generate 
an Undefined Opcode exception (#UD). 
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15.9 INSTRUCTION EXCEPTION SPECIFICATION 


Exception behavior of VEX-encoded AVX / AVX2 instructions are described in Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 2A. Exception behavior of AVX-512 Foundation instructions and additional 
512-bit extensions are described in Section 2.7, “Exception Classifications of EVEX-Encoded instructions” and 
Section 2.8, “Exception Classifications of Opmask instructions”. 


15.10 EMULATION 


Setting the CRO.EM bit to 1 provides a technique to emulate legacy SSE floating-point instruction sets in software. 
This technique is not supported with AVX instructions, nor FMA instructions. 


If an operating system wishes to emulate AVX instructions, set XCRO[2:1] to zero. This will cause AVX instructions 
to #UD. Emulation of FMA by the operating system can be done similarly as with emulating AVX instructions. 


15.11. WRITING FLOATING-POINT EXCEPTION HANDLERS 


AVX-512, AVX and FMA floating-point exceptions are handled in an entirely analogous way to legacy SSE floating- 
point exceptions. To handle unmasked SIMD floating-point exceptions, the operating system or executive must 
provide an exception handler. Section 11.5.1, “SIMD Floating-Point Exceptions”, describes the SIMD floating-point 
exception classes and gives suggestions for writing an exception handler to handle them. 


To indicate that the operating system provides a handler for SIMD floating-point exceptions (#XM), the CR4.0SXM- 
MEXCPT flag (bit 10) must be set. 
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CHAPTER 16 
PROGRAMMING WITH INTEL® TRANSACTIONAL SYNCHRONIZATION 
EXTENSIONS 


16.1 OVERVIEW 


This chapter describes the software programming interface to the Intel® Transactional Synchronization Extensions 
of the Intel 64 architecture. 


Multithreaded applications take advantage of increasing number of cores to achieve high performance. However, 
writing multi-threaded applications requires programmers to reason about data sharing among multiple threads. 
Access to shared data typically requires synchronization mechanisms. These mechanisms ensure multiple threads 
update shared data by serializing operations on the shared data, often through the use of a critical section 
protected by a lock. Since serialization limits concurrency, programmers try to limit synchronization overheads. 
They do this either through minimizing the use of synchronization or through the use of fine-grain locks; where 
multiple locks each protect different shared data. Unfortunately, this process is difficult and error prone; a missed 
or incorrect synchronization can cause an application to fail. Conservatively adding synchronization and using 
coarser granularity locks, where a few locks each protect many items of shared data, helps avoid correctness prob- 
lems but limits performance due to excessive serialization. While programmers must use static information to 
determine when to Serialize, the determination as to whether actually to serialize is best done dynamically. 


Intel® Transactional Synchronization Extensions aim to improve the performance of lock-protected critical sections 
while maintaining the lock-based programming model. 


16.2 INTEL® TRANSACTIONAL SYNCHRONIZATION EXTENSIONS 


Intel® Transactional Synchronization Extensions (Intel® TSX) allow the processor to determine dynamically 
whether threads need to serialize through lock-protected critical sections, and to perform serialization only when 
required. This lets the hardware expose and exploit concurrency hidden in an application due to dynamically unnec- 
essary synchronization through a technique known as lock elision. 


With lock elision, the hardware executes the programmer-specified critical sections (also referred to as transac- 
tional regions) transactionally. In such an execution, the lock variable is only read within the transactional region; 
it is not written to (and therefore not acquired) with the expectation that the lock variable remains unchanged after 
the transactional region, thus exposing concurrency. 


If the transactional execution completes successfully, then the hardware ensures that all memory operations 
performed within the transactional region will appear to have occurred instantaneously when viewed from other 
logical processors, a process referred to as an atomic commit. Any updates performed within the transactional 
region are made visible to other processors only on an atomic commit. 


Since a successful transactional execution ensures an atomic commit, the processor can execute the programmer- 
specified code section optimistically without synchronization. If synchronization was unnecessary for that specific 
execution, execution can commit without any cross-thread serialization. 


If the transactional execution is unsuccessful, the processor cannot commit the updates atomically. When this 
happens, the processor will roll back the execution, a process referred to as a transactional abort. On a transac- 
tional abort, the processor will discard all updates performed in the region, restore architectural state to appear as 
if the optimistic execution never occurred, and resume execution non-transactionally. Depending on the policy in 
place, lock elision may be retried or the lock may be explicitly acquired to ensure forward progress. 


Intel TSX provides two software interfaces for programmers. 


¢ Hardware Lock Elision (HLE) is a legacy compatible instruction set extension (comprising the XACQUIRE and 
XRELEASE prefixes). 


¢ Restricted Transactional Memory (RTM) is a new instruction set interface (comprising the XBEGIN and XEND 
instructions). 
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Programmers who would like to run Intel TSX-enabled software on legacy hardware would use the HLE interface to 
implement lock elision. On the other hand, programmers who do not have legacy hardware requirements and who 
deal with more complex locking primitives would use the RTM software interface of Intel TSX to implement lock 
elision. In the latter case when using new instructions, the programmer must always provide a non-transactional 
path (which would have code to eventually acquire the lock being elided) to execute following a transactional abort 
and must not rely on the transactional execution alone. 


In addition, Intel TSX also provides the XTEST instruction to test whether a logical processor is executing transac- 
tionally, and the XABORT instruction to abort a transactional region. 


A processor can perform a transactional abort for numerous reasons. A primary cause is due to conflicting accesses 
between the transactionally executing logical processor and another logical processor. Such conflicting accesses 
may prevent a successful transactional execution. Memory addresses read from within a transactional region 
constitute the read-set of the transactional region and addresses written to within the transactional region consti- 
tute the write-set of the transactional region. Intel TSX maintains the read- and write-sets at the granularity of a 
cache line. 


A conflicting data access occurs if another logical processor either reads a location that is part of the transactional 
region’s write-set or writes a location that is a part of either the read- or write-set of the transactional region. We 
refer to this as a data conflict. Since Intel TSX detects data conflicts at the granularity of a cache line, unrelated 
data locations placed in the same cache line will be detected as conflicts. Transactional aborts may also occur due 
to limited transactional resources. For example, the amount of data accessed in the region may exceed an imple- 
mentation-specific capacity. Additionally, some instructions and system events may cause transactional aborts. 


16.2.1 HLE Software Interface 
HLE provides two new instruction prefix hints: XACQUIRE and XRELEASE. 


The programmer uses the XACQUIRE prefix in front of the instruction that is used to acquire the lock that is 
protecting the critical section. The processor treats the indication as a hint to elide the write associated with the 
lock acquire operation. Even though the lock acquire has an associated write operation to the lock, the processor 
does not add the address of the lock to the transactional region’s write-set nor does it issue any write requests to 
the lock. Instead, the address of the lock is added to the read-set. The logical processor enters transactional execu- 
tion. If the lock was available before the XACQUIRE prefixed instruction, all other processors will continue to see it 
as available afterwards. Since the transactionally executing logical processor neither added the address of the lock 
to its write-set nor performed externally visible write operations to it, other logical processors can read the lock 
without causing a data conflict. This allows other logical processors to also enter and concurrently execute the crit- 
ical section protected by the lock. The processor automatically detects any data conflicts that occur during the 
transactional execution and will perform a transactional abort if necessary. 


Even though the eliding processor did not perform any external write operations to the lock, the hardware ensures 
program order of operations on the lock. If the eliding processor itself reads the value of the lock in the critical 
section, it will appear as if the processor had acquired the lock, i.e. the read will return the non-elided value. This 
behavior makes an HLE execution functionally equivalent to an execution without the HLE prefixes. 


The programmer uses the XRELEASE prefix in front of the instruction that is used to release the lock protecting the 
critical section. This involves a write to the lock. If the instruction is restoring the value of the lock to the value it 
had prior to the XACQUIRE prefixed lock acquire operation on the same lock, then the processor elides the external 
write request associated with the release of the lock and does not add the address of the lock to the write-set. The 
processor then attempts to commit the transactional execution. 


With HLE, if multiple threads execute critical sections protected by the same lock but they do not perform any 
conflicting operations on each other’s data, then the threads can execute concurrently and without serialization. 
Even though the software uses lock acquisition operations on a common lock, the hardware recognizes this, elides 
the lock, and executes the critical sections on the two threads without requiring any communication through the 
lock — if such communication was dynamically unnecessary. 


If the processor is unable to execute the region transactionally, it will execute the region non-transactionally and 
without elision. HLE enabled software has the same forward progress guarantees as the underlying non-HLE lock- 
based execution. For successful HLE execution, the lock and the critical section code must follow certain guidelines 
(discussed in Section 16.3.3 and Section 16.3.8). These guidelines only affect performance; not following these 
guidelines will not cause a functional failure. 
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Hardware without HLE support will ignore the XACQUIRE and XRELEASE prefix hints and will not perform any 
elision since these prefixes correspond to the REPNE/REPE IA-32 prefixes which are ignored on the instructions 
where XACQUIRE and XRELEASE are valid. Importantly, HLE is compatible with the existing lock-based program- 
ming model. Improper use of hints will not cause functional bugs though it may expose latent bugs already in the 
code. 


16.2.2 RTM Software Interface 
RTM provides three new instructions: XBEGIN, XEND, and XABORT. 


Software uses the XBEGIN instruction to specify the start of the transactional region and the XEND instruction to 
specify the end of the transactional region. The XBEGIN instruction takes an operand that provides a relative offset 
to the fallback instruction address if the transactional region could not be successfully executed transactionally. 
Software using these instructions to implement lock elision must test the lock within the transactional region, and 
only if free should try to commit. Further, the software may also define a policy to retry if the lock is not free. 


A processor may abort transactional execution for many reasons. The hardware automatically detects transactional 
abort conditions and restarts execution from the fallback instruction address with the architectural state corre- 
sponding to that at the start of the XBEGIN instruction and the EAX register updated to describe the abort status. 


The XABORT instruction allows programmers to abort the execution of a transactional region explicitly. The 
XABORT instruction takes an 8 bit immediate argument that is loaded into the EAX register and will thus be avail- 
able to software following a transactional abort. 


Hardware provides no guarantees as to whether a transactional execution will ever successfully commit. Program- 
mers must always provide an alternative code sequence in the fallback path to guarantee forward progress. When 
using the instructions for lock elision, this may be as simple as acquiring a lock and executing the specified code 
region non-transactionally. Further, a transactional region that always aborts on a given implementation may 
complete transactionally on a future implementation. Therefore, programmers must ensure the code paths for the 
transactional region and the alternative code sequence are functionally tested. 


If the RTM software interface is used for anything other than lock elision, the programmer must similarly ensure 
that the fallback path is inter-operable with the transactionally executing path. 


16.3. INTEL® TSX APPLICATION PROGRAMMING MODEL 


16.3.1 Detection of Transactional Synchronization Support 


16.3.1.1 Detection of HLE Support 


A processor supports HLE execution if CPUID.0O7H.EBX.HLE [bit 4] = 1. However, an application can use the HLE 
prefixes (XACQUIRE and XRELEASE) without checking whether the processor supports HLE. Processors without 
HLE support ignore these prefixes and will execute the code without entering transactional execution. 


16.3.1.2 Detection of RTM Support 


A processor supports RTM execution if CPUID.O7H.EBX.RTM [bit 11] = 1. An application must check if the processor 
supports RTM before it uses the RTM instructions (XBEGIN, XEND, XABORT). These instructions will generate a 
#UD exception when used on a processor that does not support RTM. 


16.3.1.3 Detection of XTEST Instruction 


A processor supports the XTEST instruction if it supports either HLE or RTM. An application must check either of 
these feature flags before using the XTEST instruction. This instruction will generate a #UD exception when used 
on a processor that does not support either HLE or RTM. 
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16.3.2 Querying Transactional Execution Status 


The XTEST instruction can be used to determine the transactional status of a transactional region specified by HLE 
or RTM. Note, while the HLE prefixes are ignored on processors that do not support HLE, the XTEST instruction will 
generate a #UD exception when used on processors that do not support either HLE or RTM. 


16.3.3 Requirements for HLE Locks 


For HLE execution to successfully commit transactionally, the lock must satisfy certain properties and access to the 
lock must follow certain guidelines. 


¢ An XRELEASE prefixed instruction must restore the value of the elided lock to the value it had before the lock 
acquisition. This allows hardware to safely elide locks by not adding them to the write-set. The data size and 
data address of the lock release (XRELEASE prefixed) instruction must match that of the lock acquire 
(XACQUIRE prefixed) and the lock must not cross a cache line boundary. 


¢ Software should not write to the elided lock inside a transactional HLE region with any instruction other than an 
XRELEASE prefixed instruction, otherwise it may cause a transactional abort. In addition, recursive locks 
(where a thread acquires the same lock multiple times without first releasing the lock) may also cause a trans- 
actional abort. Note that software can observe the result of the elided lock acquire inside the critical section. 
Such a read operation will return the value of the write to the lock. 


The processor automatically detects violations to these guidelines, and safely transitions to a non-transactional 
execution without elision. Since Intel TSX detects conflicts at the granularity of a cache line, writes to data collo- 
cated on the same cache line as the elided lock may be detected as data conflicts by other logical processors eliding 
the same lock. 


16.3.4 Transactional Nesting 


Both HLE- and RTM-based transactional executions support nested transactional regions. However, a transactional 
abort restores state to the operation that started transactional execution: either the outermost XACQUIRE prefixed 
HLE eligible instruction or the outermost XBEGIN instruction. The processor treats all nested transactional regions 
as one monolithic transactional region. 


16.3.4.1 HLE Nesting and Elision 


Programmers can nest HLE regions up to an implementation specific depth of MAX_HLE_NEST_COUNT. Each logical 
processor tracks the nesting count internally but this count is not available to software. An XACQUIRE prefixed HLE- 
eligible instruction increments the nesting count, and an XRELEASE prefixed HLE-eligible instruction decrements it. 
The logical processor enters transactional execution when the nesting count goes from zero to one. The logical 
processor attempts to commit only when the nesting count becomes zero. A transactional abort may occur if the 
nesting count exceeds MAX_HLE_NEST_COUNT. 


In addition to supporting nested HLE regions, the processor can also elide multiple nested locks. The processor 
tracks a lock for elision beginning with the XACQUIRE prefixed HLE eligible instruction for that lock and ending with 
the XRELEASE prefixed HLE eligible instruction for that same lock. The processor can, at any one time, track up to 
a MAX_HLE_ELIDED_LOCKS number of locks. For example, if the implementation supports a 
MAX_HLE_ELIDED_LOCKS value of two and if the programmer nests three HLE identified critical sections (by 
performing XACQUIRE prefixed HLE eligible instructions on three distinct locks without performing an intervening 
XRELEASE prefixed HLE eligible instruction on any one of the locks), then the first two locks will be elided, but the 
third won't be elided (but will be added to the transaction’s write-set). However, the execution will still continue 
transactionally. Once an XRELEASE for one of the two elided locks is encountered, a subsequent lock acquired 
through the XACQUIRE prefixed HLE eligible instruction will be elided. 


The processor attempts to commit the HLE execution when all elided XACQUIRE and XRELEASE pairs have been 
matched, the nesting count goes to zero, and the locks have satisfied the requirements described earlier. If execu- 
tion cannot commit atomically, then execution transitions to a non-transactional execution without elision as if the 
first instruction did not have an XACQUIRE prefix. 
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16.3.4.2 RTM Nesting 


Programmers can nest RTM-based transactional regions up to an implementation specific 
MAX_RTM_NEST_COUNT. The logical processor tracks the nesting count internally but this count is not available to 
software. An XBEGIN instruction increments the nesting count, and an XEND instruction decrements it. The logical 
processor attempts to commit only if the nesting count becomes zero. A transactional abort occurs if the nesting 
count exceeds MAX_RTM_NEST_COUNT. 


16.3.4.3. Nesting HLE and RTM 


HLE and RTM provide two alternative software interfaces to a common transactional execution capability. The 
behavior when HLE and RTM are nested together—HLE inside RTM or RTM inside HLE—is implementation specific. 
However, in all cases, the implementation will maintain HLE and RTM semantics. An implementation may choose to 
ignore HLE hints when used inside RTM regions, and may cause a transactional abort when RTM instructions are 
used inside HLE regions. In the latter case, the transition from transactional to non-transactional execution occurs 
seamlessly since the processor will re-execute the HLE region without actually doing elision, and then execute the 
RTM instructions. 


16.3.5 RTM Abort Status Definition 


RTM uses the EAX register to communicate abort status to software. Following an RTM abort the EAX register has 
the following definition. 


Table 16-1. RTM Abort Status Definition 


EAX Register Bit Meaning 
Position 
0 Set if abort caused by XABORT instruction. 
1 If set, the transactional execution may succeed on a retry. This bit is always clear if bit O is set. 
2 Set if another logical processor conflicted with a memory address that was part of the transactional execution 
that aborted. 

3 Set if an internal buffer to track transactional state overflowed. 
4 Set if a debug exception (#DB) or breakpoint exception (#BP) was hit. 
5 Set if an abort occurred during execution of a nested transactional execution. 

23:6 Reserved. 

31:24 XABORT argument (only valid if bit O set, otherwise reserved). 


The EAX abort status for RTM only provides causes for aborts. It does not by itself encode whether an abort or 
commit occurred for the RTM region. The value of EAX can be 0 following an RTM abort. For example, a CPUID 
instruction when used inside an RTM region causes a transactional abort and may not satisfy the requirements for 
setting any of the EAX bits. This may result in an EAX value of 0. 


16.3.6 RTM Memory Ordering 


A successful RTM commit causes all memory operations in the RTM region to appear to execute atomically. A 
successfully committed RTM region consisting of an XBEGIN followed by an XEND, even with no memory operations 
in the RTM region, has the same ordering semantics as a LOCK prefixed instruction. 


The XBEGIN instruction does not have fencing semantics. However, if an RTM execution aborts, all memory 
updates from within the RTM region are discarded and never made visible to any other logical processor. 
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16.3.7. RTM-Enabled Debugger Support 


Any debug exception (#DB) or breakpoint exception (#BP) inside an RTM region causes a transactional abort and, 
by default, redirects control flow to the fallback instruction address with architectural state recovered and bit 4 in 
EAX set. However, to allow software debuggers to intercept execution on debug or breakpoint exceptions, the RTM 
architecture provides additional capability called advanced debugging of RTM transactional regions. 


Advanced debugging of RTM transactional regions is enabled if bit 11 of DR7 and bit 15 of the IA32_DEBUGCTL MSR 
are both 1. In this case, any RTM transactional abort due to a #DB or #BP causes execution to roll back to just 
before the XBEGIN instruction (EAX is restored to the value it had before XBEGIN) and then delivers a #DB. (A #DB 
is delivered even if the transactional abort was caused by a #BP.) DR6[16] is cleared to indicate that the exception 
resulted from a debug or breakpoint exception inside an RTM region. See also Section 17.3.3, “Debug Exceptions, 
Breakpoint Exceptions, and Restricted Transactional Memory (RTM),” of Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 3B. 


16.3.8 | Programming Considerations 


Typical programmer-identified regions are expected to execute transactionally and to commit successfully. 
However, Intel TSX does not provide any such guarantee. A transactional execution may abort for many reasons. 
To take full advantage of the transactional capabilities, programmers should follow certain guidelines to increase 
the probability of their transactional execution committing successfully. 


This section discusses various events that may cause transactional aborts. The architecture ensures that updates 
performed within a transactional region that subsequently aborts execution will never become visible. Only a 
committed transactional execution updates architectural state. Transactional aborts never cause functional failures 
and only affect performance. 


16.3.8.1 Instruction Based Considerations 


Programmers can use any instruction safely inside a transactional region. Further, programmers can use the Intel 
TSX instructions and prefixes at any privilege level. However, some instructions will always abort the transactional 
execution and cause execution to seamlessly and safely transition to a non-transactional path. 


Intel TSX allows for most common instructions to be used inside transactional regions without causing aborts. The 
following operations inside a transactional region do not typically cause an abort. 


® Operations on the instruction pointer register, general purpose registers (GPRs) and the status flags (CF, OF, SF, 
PF, AF, and ZF). 

* Operations on XMM and YMM registers and the MXCSR register 

However, programmers must be careful when intermixing SSE and AVX operations inside a transactional region. 


Intermixing SSE instructions accessing XMM registers and AVX instructions accessing YMM registers may cause 
transactional regions to abort. 


CLD and STD instructions when used inside transactional regions may cause aborts if they change the value of the 
DF flag. However, if DF is 1, the STD instruction will not cause an abort. Similarly, if DF is 0, the CLD instruction will 
not cause an abort. 


Instructions not enumerated here as causing abort when used inside a transactional region will typically not cause 
the execution to abort (examples include but are not limited to MFENCE, LFENCE, SFENCE, RDTSC, RDTSCP, etc.). 


The following instructions will abort transactional execution on any implementation: 


° XABORT 
° CPUID 
° PAUSE 
° ENCLS 
° ENCLU 


In addition, in some implementations, the following instructions may always cause transactional aborts. These 
instructions are not expected to be commonly used inside typical transactional regions. However, programmers 
must not rely on these instructions to force a transactional abort, since whether they cause transactional aborts is 
implementation dependent. 
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¢ Operations on X87 and MMX architecture state. This includes all MMX and X87 instructions, including the 
FXRSTOR and FXSAVE instructions. 


° Update to non-status portion of EFLAGS: CLI, STI, POPFD, POPFQ, CLAC and STAC. 


¢ Instructions that update segment registers, debug registers and/or control registers: MOV to 
DS/ES/FS/GS/SS, POP DS/ES/FS/GS/SS, LDS, LES, LFS, LGS, LSS, SWAPGS, WRFSBASE, WRGSBASE, LGDT, 
SGDT, LIDT, SIDT, LLDT, SLDT, LTR, STR, Far CALL, Far JMP, Far RET, IRET, MOV to DRx, MOV to 
CRO/CR2/CR3/CR4/CR8, CLTS, and LMSW. 


° Ring transitions: SYSENTER, SYSCALL, SYSEXIT, and SYSRET. 


¢ TLB and Cacheability control: CLFLUSH, CLFLUSHOPT, CLWB, INVD, WBINVD, INVLPG, INVPCID, and memory 
instructions with a non-temporal hint (V/MOVNTDQA, V/MOVNTDQ, V/MOVNTI, V/MOVNTPD, V/MOVNTPS, 
V/MOVNTQ, V/MASKMOVQ, and V/MASKMOVDQU). 


¢ Extended state management: XRSTOR, XRSTORS, XSAVE, XSAVEC, XSAVEOPT, XSAVES, and XSETBV. 
¢ Interrupts: INT n, INTO, INT3, INT1. 
° I/O: IN, INS, REP INS, OUT, OUTS, REP OUTS and their variants. 


° VMX: VMPTRLD, VMPTRST, VMCLEAR, VMREAD, VMWRITE, VMCALL, VMLAUNCH, VMRESUME, VMXOFF, 
VMXON, INVEPT, INVVPID, and VMFUNC. 


* SMX: GETSEC. 
* UDO, UD1, UD2, RSM, RDMSR, WRMSR, WRPKRU, HLT, MONITOR, MWAIT, and VZEROUPPER. 


16.3.8.2 Runtime Considerations 


In addition to the instruction-based considerations, runtime events may cause transactional execution to abort. 
These may be due to data access patterns or micro-architectural implementation causes. Keep in mind that the 
following list is not a comprehensive discussion of all abort causes. 


Any fault or trap in a transactional region that must be exposed to software will be suppressed. Transactional 
execution will abort and execution will transition to a non-transactional execution, as if the fault or trap had never 
occurred. If any exception is not masked, that will result in a transactional abort and it will be as if the exception 
had never occurred. 


When executed in VMX non-root operation, certain instructions may result in a VM exit. When such instructions are 
executed inside a transactional region, then instead of causing a VM exit, they will cause a transactional abort and 
the execution will appear as if instruction that would have caused a VM exit never executed. 


Synchronous exception events (#DE, #OF, #NP, #SS, #GP, #BR, #UD, #AC, #XM, #PF, #NM, #TS, #MF, #DB, 
#BP/INT3) that occur during transactional execution may cause an execution not to commit transactionally, and 
require a non-transactional execution. These events are suppressed as if they had never occurred. With HLE, since 
the non-transactional code path is identical to the transactional code path, these events will typically re-appear 
when the instruction that caused the exception is re-executed non-transactionally, causing the associated synchro- 
nous events to be delivered appropriately in the non-transactional execution. The same behavior also applies to 
synchronous events (EPT violations, EPT misconfigurations, and accesses to the APIC-access page) that occur in 
VMX non-root operation. 


Asynchronous events (NMI, SMI, INTR, IPI, PMI, etc.) occurring during transactional execution may cause the 
transactional execution to abort and transition to a non-transactional execution. The asynchronous events will be 
pended and handled after the transactional abort is processed. The same behavior also applies to asynchronous 
events (VMX-preemption timer expiry, virtual-interrupt delivery, and interrupt-window exiting) that occur in VMX 
non-root operation. 


Transactional execution only supports write-back cacheable memory type operations. A transactional region may 
always abort if it includes operations on any other memory type. This includes instruction fetches to UC memory 
type. 

Memory accesses within a transactional region may require the processor to set the Accessed and Dirty flags of the 
referenced page table entry. The behavior of how the processor handles this is implementation specific. Some 
implementations may allow the updates to these flags to become externally visible even if the transactional region 
subsequently aborts. Some Intel TSX implementations may choose to abort the transactional execution if these 
flags need to be updated. Further, a processor's page-table walk may generate accesses to its own transactionally 
written but uncommitted state. Some Intel TSX implementations may choose to abort the execution of a transac- 
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tional region in such situations. Regardless, the architecture ensures that, if the transactional region aborts, then 
the transactionally written state will not be made architecturally visible through the behavior of structures such as 
TLBs. 


Executing self-modifying code transactionally may also cause transactional aborts. Programmers must continue to 
follow the Intel recommended guidelines for writing self-modifying and cross-modifying code even when employing 
Intel TSX. 


While an Intel TSX implementation will typically provide sufficient resources for executing common transactional 
regions, implementation constraints and excessive sizes for transactional regions may cause a transactional execu- 
tion to abort and transition to a non-transactional execution. The architecture provides no guarantee of the amount 
of resources available to do transactional execution and does not guarantee that a transactional execution will ever 
succeed. 


Conflicting requests to a cache line accessed within a transactional region may prevent the transactional region 
from executing successfully. For example, if logical processor PO reads line A in a transactional region and another 
logical processor P1 writes A (either inside or outside a transactional region) then logical processor PO may abort if 
logical processor P1’s write interferes with processor PO's ability to execute transactionally. Similarly, if PO writes 
line Ain a transactional region and Pireads or writes A (either inside or outside a transactional region), then PO 
may abort if Pi's access to A interferes with PO's ability to execute transactionally. In addition, other coherence 
traffic may at times appear as conflicting requests and may cause aborts. While these false conflicts may happen, 
they are expected to be uncommon. The conflict resolution policy to determine whether PO or P1 aborts in the 
above scenarios is implementation specific. 
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CHAPTER 17 
INTEL® MEMORY PROTECTION EXTENSIONS 


NOTE 
Intel® MPX has been deprecated and is not available on all future processors. 


FAL INTEL*° MEMORY PROTECTION EXTENSIONS (INTEL® MPX) 


Intel® Memory Protection Extensions (Intel® MPX) is a new capability introduced into Intel Architecture. Intel 
MPX can increase the robustness of software when it is used in conjunction with compiler changes to check mem- 
ory references, for those references whose compile-time normal intentions are usurped at runtime due to buffer 
overflow or underflow. Two of the most important goals of Intel MPX are to provide this capability at low perfor- 
mance overhead for newly compiled code, and to provide compatibility mechanisms with legacy software com- 
ponents. A direct benefit Intel MPX provides is hardening software against malicious attacks designed to cause 
or exploit buffer overruns. This chapter describes the software visible interfaces of this extension. 


17.2 INTRODUCTION 


Intel MPX is designed to allow a system (i.e., the logical processor(s) and the OS software) to run both Intel MPX 
enabled software and legacy software (written for processors without Intel MPX). When executing software 
containing a mixture of Intel MPX-unaware code (legacy code) and Intel MPX-enabled code, the legacy code does 
not benefit from Intel MPX, but it also does not experience any change in functionality or reduction in performance. 
The performance of Intel MPX-enabled code running on processors that do not support Intel MPX may be similar to 
the use of embedding NOPs in the instruction stream. 


Intel MPX is designed such that an Intel MPX enabled application can link with, call into, or be called from legacy 
software (libraries, etc.) while maintaining existing application binary interfaces (ABIs). And in most cases, the 
benefit of Intel MPX requires minimal changes to the source code at the application programming interfaces (APIs) 
to legacy library/applications. As described later, Intel MPX associates bounds with pointers in a novel manner, 
and the Intel MPX hardware uses bounds to check that the pointer based accesses are suitably constrained. Intel 
MPX enabled software is not required to uniformly or universally utilize the new hardware capabilities over all 
memory references. Specifically, programmers can selectively use Intel MPX to protect a subset of pointers. 


The code enabled for Intel MPX benefits from memory protection against vulnerability such as buffer overrun. 
Therefore there is a heightened incentive for software vendors to adopt this technology. At the same time, the 
security benefit of Intel MPX-protection can be implemented according to the business priorities of software 
vendors. A software vendor can choose to adopt Intel MPX in some modules to realize partial benefit from Intel MPX 
quickly, and introduce Intel MPX in other modules in phases (e.g. some programmer intervention might be required 
at the interface to legacy calls). This adaptive property of Intel MPX is designed to give software vendors control on 
their schedule and modularity of adoption. It also allows a software vendor to secure defense for higher priority or 
more attack-prone software first; and allows the use of Intel MPX features in one phase of software engineering 
(e.g., testing) and not in another (e.g., general release) as dictated by business realities. 


The initial goal of Intel MPX is twofold: (1) provide means to defend a system against attacks that originate 
external to some trust perimeter where the trust perimeter subsumes the system memory and integral data repos- 
itories, and (2) provide means to pinpoint accidental logic defects in pointer usage, by undergirding memory refer- 
ences with hardware based pointer validation. 


As with any instruction set extensions, Intel MPX can be used by application developers beyond detecting buffer 
overflow, the processor does not limit the use of Intel MPX for buffer overflow detection. 
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17.3. INTELMPX PROGRAMMING ENVIRONMENT 


Intel MPX introduces new bounds registers and new instructions that operate on bounds registers. Intel MPX 
allows an OS to support user mode software (operating at CPL=3) and supervisor mode software (CPL < 3) to add 
memory protection capability against buffer overrun. It provides controls to enable Intel MPX extensions for user 
mode and supervisor mode independently. Intel MPX extensions are designed to allow software to associate 
bounds with pointers, and allow software to check memory references against the bounds associated with the 
pointer to prevent out of bound memory access (thus preventing buffer overflow).The bounds registers hold lower 
bound and upper bound that can be checked when referencing memory. An out-of-bounds memory reference then 
causes a #BR exception. Intel MPX also introduces configuration facilities that the OS must manage to support 
enabling of user-mode (and/or supervisor-mode) software operations using bounds registers. 


17.3.1 Detection and Enumeration of Intel MPX Interfaces 


Detection of hardware support for processor extended state component is provided by the main CPUID leaf func- 
tion ODH with index ECX = 0. Specifically, the return value in EDX:EAX of CPUID.(EAX=0DH, ECX=0) provides a 
64-bit wide bit vector of hardware support of processor state components. 


If CPUID.(EAX=07H,ECX=0H):EBX.MPX[bit 14] = 1 (the processor supports Intel MPX), 
CPUID.(EAX=0DH,ECX=0):EAX[bits 4:3] will enumerate the XSAVE state components associated with Intel MPX. 
These two component states of Intel MPX are the following: 


° BNDREGS: CPUID.(EAX=0DH,ECX=0):EAX[3] indicates XCRO.BNDREGS[bit 3] is supported. This bit indicates 
bound register component of Intel MPX state, comprised of four bounds registers, BNDO-BND3 (see Section 
17.3.2). 


¢ BNDCSR: CPUID.(EAX=0DH,ECX=0):EAX[4] indicates XCRO.BNDCSR[bit 4] is supported. This bit indicates 
bounds configuration and status component of Intel MPX comprised of BNDCFGU and BNDSTATUS. OS must 
enable both BNDCSR and BNDREGS bits in XCRO to ensure full Intel MPX support to applications. 


° The size of the processor state component, enabled by XCRO.BNDREGS, is enumerated by 
CPUID.(EAX=0DH,ECX=03H).EAX[31:0] and the byte offset of this component relative to the beginning of the 
XSAVE/XRSTOR area is reported by CPUID.(EAX=0DH, ECX=03H).EBX[31:0]. 


° The size of the processor state component, enabled by XCRO.BNDCSR, is enumerated by 
CPUID.(EAX=0DH,ECX=04H).EAX[31:0] and the byte offset of this component relative to the beginning of the 
XSAVE/XRSTOR area is reported by CPUID.(EAX=0DH, ECX=04H).EBX[31:0]. 


On processors that support Intel MPX, CPUID.(EAX=0DH,ECX=0):EAX[3] and CPUID.(EAX=0DH,ECX=0):EAX[4] 
will both be 1. On processors that do not support Intel MPX, CPUID.(EAX=0DH,ECX=0):EAX[3] and 
CPUID.(EAX=0DH,ECX=0):EAX[4] will both be 0. 


The layout of XCRO for extended processor state components defined in Intel Architecture is shown in Figure 2-8 of 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


Enabling Intel MPX requires an OS to manage bits [4:3] of XCRO; see Section 13.5. 


The BNDLDX and BNDSTX instructions (Section 17.4.3) each take an operand whose bits are used to traverse data 
structures in memory. In 64-bit mode, these instructions operate only on the lower bits in the supplied 64-bit 
addresses. The number of bits used is 48 plus a value called the MPX address-width adjust (MAWA). The MAWA 
value depends on CPL: 


° If CPL < 3, the supervisor MAWA (MAWAS) is used. This value is 0. 


e If CPL = 3, the user MAWA (MAWAU) is used. The value of MAWAU is enumerated in 
CPUID.(EAX=07H,ECX=0H):ECX.MAWAU[bits 21:17]. 


(Outside of 64-bit mode, BNDLDX and BNDSTX use the entire 32 bits of the supplied linear-address operands.) 


17.3.2 | Bounds Registers 


Intel MPX Architecture defines four new registers, BNDO-BND3, which Intel MPX instructions operate on. Each 
bounds register stores a pair of 64-bit values which are the lower bound (LB) and upper bound (UB) of a buffer, see 
Figure 17-1. 
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127 64 63 0 
Upper Bound (UB) Lower Bound (LB) 


Figure 17-1. Layout of the Bounds Registers BNDO-BND3 


The bounds are unsigned effective addresses, and are inclusive. The upper bounds are architecturally represented 
in 1/’s complement form. Lower bound = 0, and upper bound = 0 (1's complement of all 1s) will allow access to the 
entire address space. The bounds are considered as INIT when both lower and upper bounds are 0 (cover the 
entire address space). The two Intel MPX instructions which operate on the upper bound (BNDMK and BNDCU) 
account for the 1’s complement representation of the upper bounds. 


The instruction set does not impose any conventions on the use of bounds registers. Software has full flexibility 
associating pointers to bounds registers including sharing them for multiple pointers. 


RESET or INIT# will initialize (write zero to) BNDO-BND3. 


17.3.3 Configuration and Status Registers 


Intel MPX defines two configuration registers and one status register. The two configuration registers are defined 
for user mode (CPL = 3) and supervisor mode (CPL < 3). The user-mode configuration register BNDCFGU is acces- 
sible only with the XSAVE feature set instructions. 


The supervisor mode configuration register is an MSR, referred to as IA32_BNDCFGS (MSR OD90H). Because both 
configuration registers share a common layout (see Figure 17-2), when describing the common behavior, these 
configuration registers are often denoted as BNDCFGx, where x can be U or S, for user and supervisor mode 
respectively. 


63 12 11 21 0 


Base of Bound Directory (Linear Address) Reserved (must be zero) En 


Bprv: BNDPRESERVE | | 
En: Enable 


Figure 17-2. Common Layout of the Bound Configuration Registers BNDCFGU and BNDCFGS 


The Enable bit in BNDCFGU enables Intel MPX in user mode (CPL = 3), and the Enable bit in BNDCFGS enables Intel 
MPX in supervisor mode (CPL < 3). The BNDPRESERVE bit controls the initialization behavior of CALL/RET/JMP/Jcc 
instructions without the BND (F2H) prefix -- see Section 17.5.3. 


WRMSR to BNDCFGS will #GP if any of the reserved bits of BNDCFGS is not zero or if the base address of the bound 
directory is not canonical. XRSTOR of BNDCFGU ignores the reserved bits and does not fault if any is non-zero; 
similarly, it ignores the upper bits of the base address of the bound directory and sign-extends the highest imple- 
mented bit of the linear address to guarantee the canonicality of this address. 


Intel MPX also defines a status register (BNDSTATUS) primarily used to communicate status information for #BR 
exception. The layout of the status register is shown in Figure 17-3. 
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63 210 


ABD: Address Bound Directory Entry - Linear Address 


EC: Error Code 


Figure 17-3. Layout of the Bound Status Registers BNDSTATUS 


The BNDSTATUS register provides two fields to communicate the status of Intel MPX operations: 


° EC (bits 1:0): The error code field communicates status information of a bound range exception #BR or 
operation involving bound directory. 


¢ ABD: (bits 63:2):The address field of a bound directory entry can provide information when operation on the 
bound directory caused a #BR. 


The valid error codes are defined in Table 17-1. 


Table 17-1. Error Code Definition of BNDSTATUS 
EC Description Meaning 


00b! No Intel MPX exception | No exception caused by Intel MPX operations. 
#BR caused by BNDCL, BNDCU or BNDCN instructions; 


01b Bounds violation ABD is 0. 
: #BR caused by BNDLDX or BNDSTX instructions, ABD will be set to the linear address of the 
10b Invalid BD entry nana : 
invalid bound-directory entry 
11b Reserved Reserved 
NOTES: 


1. When legacy BOUND instruction cause a #BR with Intel MPX enabled (see Section 17.5.4), EC is written with 
Zero. 


RESET or INIT# will set BNDCFGx and BNDSTATUS registers to zero. 


17.3.4 Read and Write of IA32_BNDCFGS 


The RDMSR and WRMSR instructions can be used to read and write the IA32_BNDCFGS MSR. (The XSAVE state 
does not include IA32_BNDCFGS, and instructions in the XSAVE feature set do not access that register). Attempts 
to write to IA32_BNDCFGS check for canonicality of the addresses being loaded into IA32_BNDCFGS (regardless of 
mode at the time of execution) and will #GP if the address is not canonical or if reserved bits would be set. 


Software can use RDMSR and WRMSR to read and write IA32_BNDCFGS as long as the processor implements Intel 
MPX, i.e. CPUID.(EAX=07H, ECX=0H).EBX.MPX = 1. The states of CR4 and XCRO have no impact on the ability to 
access IA32_BNDCFGS. 


17.4 INTEL MPX INSTRUCTION SUMMARY 
When Intel MPX is not enabled or not present, all Intel MPX instructions behave as NOP. There are eight Intel MPX 
instructions, Table 17-2 provides a summary. 


A C/C++ compiler can implement intrinsic support for Intel MPX instructions to facilitate pointer operation with 
capability of checking for valid bounds on pointers. Typically, Intel MPX intrinsics are implemented by compiler via 
inline code generation where bounds register allocations are handled by the compiler without requiring the 
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programmer to directly manipulate any bounds registers. Therefore no new data type for a bounds register is 
needed in the syntax of Intel MPX intrinsics. 


Table 17-2. Intel MPX Instruction Summary 


Intel MPX 


Instruction Description 
BNDMK b, m Create LowerBound (LB) and UpperBound (UB) in the bounds register b 
BNDCL b, r/m Checks the address of a memory reference or address in r against the lower bound 
BNDCU b, r/m Checks the address of a memory reference or address in r against the upper bound in 1’s complement form 
BNDCN b, r/m Checks the address of a memory reference or address in r against the upper bound not in 1’s complement 


form 


BNDMOV b, b/m Copy/load LB and UB bounds from memory or a bounds register 


BNDMOV b/m, b Store LB and UB bounds in a bounds register to memory or another register 


BNDLDX b, mib Load bounds using address translation using an sib-addressing expression mib 


BNDSTX mib, b Store bounds using address translation using an sib-addressing expression mib 


17.4.1 Instruction Encoding 

All Intel MPX instructions are NOP on processors that report CPUID.(EAX=07H, ECX=0H).EBX.MPX [bit 14] = 0, or 
if Intel MPX is not enabled by the operating system (see Section 13.5). Applications can selectively opt-in to use 
Intel MPX instructions. 


All Intel MPX opcodes encoded to operate on BNDO-BND3 are valid Intel MPX instructions. All Intel MPX opcodes 
encoded to operate on bound registers beyond BND3 will #UD if Intel MPX is enabled. 


BNDLDX/BNDSTX opcodes require 66H as a mandatory prefix with its operand size tied to the address size attri- 
bute of the supported operating modes. Attempt to override operand size attribute with 66H or with REX.W in 64- 
bit mode is ignored. 


17.4.2 Usage and Examples 


BNDMkK is typically used after memory is allocated for a buffer, e.g., by functions such as malloc, calloc, or when 
the memory is allocated on the stack. However, many other usages are possible such as when accessing an array 
member of a structure. 


Example 17-1. BNDMK Example Usage in Application and Library Code 


int A[100]; //assume the array A is allocated on the stack at ‘offset’ | // similarly, for a library implementation of dynamic allocated 
from RBP. memory 
// the instruction to store starting address of array will be: int * k = malloc(100); 

LEA RAX, [RBP+offset] // assuming that malloc returns pointer k in RAX and holds (size 
// the instruction to create the bounds for array A will be: - 1) in RCX 

BNDMK BNDO, [RAX+399] // the malloc implementation will execute the following 
// Store RAX into BNDO.LB, and ~(RAX+399) into BNDO.UB. instruction before returning: 

BNDMK BNDO, [RAX+RCX] 
// BNDO.LB stores RAX, and BNDO.UB stores ~(RAX+RCX) 


BNDMOV is typically used to copy bounds from one bound register to another when a pointer is copied from one 
general purpose register to another, or to spill/fill bounds into memory corresponding to a spill/fill of a pointer. 


Example 17-2. BNDMOV Example 


Spilling or caller save of bound register would use BNDMOV [RBP+ offset], BNDx. 


Assuming that the calling convention is that bound of first pointer is passed in BNDO, and that bound happens to be in BND3 before 
the call, the software will add instruction BNDMOV BNDO, BND3 prior to the call. 


Vol.1 17-5 


INTEL® MEMORY PROTECTION EXTENSIONS 


BNDCL/BNDCU/BNDCN are typically used before writing to a buffer but can be used in other instances as well. If 
there are no bounds violations as a result of bound check instruction, the processor will proceed to execute the next 
instruction. However, if the bound check fails, it will signal #BR exception (fault). 

Typically, the pointer used to write to memory will be compared against lower bound. However, for upper bound 
check, the software must add the (operand size - 1) to the pointer before upper bound checking. 

For example, the software intend to write 32-bit integer in 64-bit mode into a buffer at address specified in RAX, 
and the bounds are in register BNDO, the instruction sequence will be: 


BNDCL BNDO, [RAX] 
BNDCU BNDO, [RAX+3] ; operand size is 4 
MOV Dword ptr [RAX], RBX ; RBX has the data to be written to the buffer. 


Software may move one of the two bound checks out of a loop if it can determine that memory is accessed strictly 
in ascending or descending order. For string instructions of the form REP MOVS, the software may choose to do 
check lower bound against first access and upper bound against last access to memory. However, if software wants 
to also check for wrap around conditions as part of address computation, it should check for both upper and lower 
bound for first and last instructions (total of four bound checks). 


BNDSTX is used to store the bounds associated with a buffer and the “pointer value” of the pointer to that buffer 
onto a bound table entry via address translation using a two-level structure, see Section 17.4.3. 
For example, the software has a buffer with bounds stored in BNDO, the pointer to the buffer is in ESI, the following 
sequence will store the “pointer value” (the buffer) and the bounds into a configured bound table entry using 
address translation from the linear address associated with the base of a SIB-addressing form consisting of a base 
register and a index register: 

MOV ECX, Dword ptr [ESI] ; store the pointer value in the index register ECX 

MOV EAX, ESI ; store the pointer in the base register EAX 


BNDSTX Dword ptr [EAX+ECX], BNDO ; perform address translation from the linear address of the base 
EAX and store bounds and pointer value ECX onto a bound table entry. 


Similarly to retrieve a buffer and its associated bounds from a bound table entry: 
MOV EAX, dword ptr [EBX] ; 


BNDLDX BNDO, dword ptr [EBX+EAX]; perform address translation from the linear address of the base EBX, 
and loads bounds and pointer value from a bound table entry 


17.4.3. Loading and Storing Bounds in Memory 


Intel MPX defines two instructions to load and store of the linear address of a pointer to a buffer, along with the 
bounds of the buffer into a data structure of extended bounds. When storing these extended bounds, the processor 
parses the address of the pointer (where it is stored) to locate an entry in a bound table in which to store the 
extended bounds. Loading of an extended bounds performs the reverse sequence. 


The memory representation of an extended bound is a 4-tuple consisting of lower bound, upper bound, pointer 
value and a reserved field (for use by future versions of Intel MPX; software must not use this field). Accesses to 
these extended bounds use 32-bit or 64-bit operands according to the current paging mode. Thus, a bound table 
entry is 4*64 bits (32 bytes) in 64-bit mode and 4*32 bits (16 bytes) outside 64-bit mode The linear address of a 
bound table is stored in a bound-directory entry (BDE). The linear address of the bound directory is derived from 
either BNDCFGU (CPL = 3) or BNDCFGS (CPL < 3). 


The bound directory and bound tables are stored in application memory and are allocated by the application (in 
case of kernel use, the structures will be in kernel memory). The bound directory and each bound table are in 
contiguous linear memory. 


Software should take care to allocate sufficient memory for the bound directory and the bound tables. The amount 
of memory required depends on the current operating mode and, in some cases, on CPL: 


° In 64-bit mode: 
— Each bound table comprises 2!” 32-byte entries thus, the size of a bound table in 64-bit mode is 4 MBytes. 
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The size of the bound directory depends on the value of MAWA. Specifically, the bound directory comprises 
228+MAWA 64-bit entries; thus, the size of a bound directory in 64-bit mode is 2!*™4WA GBytes. The value 
of MAWA depends on CPL: 


¢ If CPL < 3, the supervisor MAWA (MAWAS) is used. This value is 0. Thus, when CPL < 3, a bound 
directory comprises 228 64-bit entries and the size of a bound directory is 2 GBytes. 


¢ If CPL = 3, the user MAWA (MAWAU) is used. The value of MAWAU is enumerated in 
CPUID.(EAX=07H,ECX=0H):ECX.MAWAU[bits 21:17]. When CPL = 3, a bound directory comprises 
228+MAWAU 64-bit entries and the size of a bound directory is 2!*MAWAU GBytes. 


NOTE 


Software operating with CPL = 3 in 64-bit mode should use CPUID to determine the proper amount 
of memory to allocate for the bound directory. 


® Outside 64-bit mode: 


Each bound table comprises 2!9 16-byte entries; thus, the size of a bound table outside 64-bit mode is 
16 KBytes. 


— The bound directory comprises 22° 32-bit entries; thus, the size of a bound directory outside 64-bit mode 


Bounds 


is 4 MBytes. This size is independent of MAWA and CPL. 
in memory are associated with the memory address where the pointer is stored, i.e., Ap. A linear address 


LAp is computed by adding the appropriate segment base to Ap. (Note: for these instructions, the segment over- 
ride applies only to the computation.) Section 17.4.3.1 and Section 17.4.3.2 describe how BNDLDX and BNDSTX 

parse LAp to locate a bound-directory entry (BDE), which contains the address of a bound table, and then a bound- 
table entry (BTE), which contains the extended bounds for the pointer. 


17.4.3.1 | BNDLDX and BNDSTX in 64-Bit Mode 


Figure 17-4 shows the two-level structures for address translation of extended bounds in 64-bit mode. 


63 


BNDCFGU/BNDCFGS 
63 12 11 0 
Base of Bound Directory (Linear Address) 


Pe 0 


BNDCFGx[63:12] 0 


Linear Address of “pointer” (LAp) 
63 47+MAWA 20 19 3 0 


30+MAWA 


LAp[47+MAWA:20] LAp[19:3] 
“| Reserved 24 
/ Pointer Value | 16 
64 22 / Upper Bound 
31+MAWA / Lower Bound 


Ve 
Bound Table Entries | = —~ 


Bound Directory Entries 61 
> > 0 
Bound Table (4 MBytes) 


0 
Bound Directory (21*MAWA GBytes) 


Figure 17-4. Bound Paging Structure and Address Translation in 64-Bit Mode 
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As noted earlier, the linear address of the bound directory is derived from either BNDCFGU (CPL = 3) or BNDCFGS 
(CPL < 3). In 64-bit mode, each bound-directory entry (BDE) is 8 bytes. The number of entries in the bound direc- 
tory is deer’ yoy the MPX address-width adjust (MAWA; see Section 17.3.1). Specifically, the number of 
entries is 228+MA 


In 64-bit mode, the processor uses the two-level structures to access extended bounds as follows: 


A bound directory is located at the 4-KByte aligned linear address specified in bits 63:12 of BNDCFGx (see 
Figure 17-2). A bound directory comprises 228+™AWA 64-bit entries (BDEs); thus, the size of a bound directory 
in 64-bit mode is 2!+MAWA GBytes. A BDE is selected using the LAp (linear address of pointer to a buffer) to 
construct a 64-bit offset as follows: 


— bits 63:31+MAWA are 0; 

— bits 30+MAWA:3 are LAp[47+MAWA:20]; and 

— bits 2:0 are O. 

The address of the BDE is the sum of the bound-directory base address (from BNDCFGx) plus this 64-bit offset. 


Bit O of a BDE is a valid bit. If this bit is 0, use of the BDE by BNDLDX or BNDSTX causes #BR, sets 
BNDSTATUS[1:0] to 10b (the error code), and loads BNDSTATUS[63:2] with bits 63:2 of the linear address of 
the BDE. Otherwise, the processor uses bits 63:3 of the BDE as the 8-byte aligned address of a bound table 
(BT); the processor ignores bits 2:1 of a BDE. 


A bound table comprises 2!” 32-byte entries (BTEs); thus, the size of a bound table in 64-bit mode is 4 MBytes. 
A BTE is selected using the LAp (linear address of pointer to a buffer) to construct an offset as follows: 


— bits 21:5 are LAp[19:3]; and 

— bits 4:0 are O. 

The address of the BTE is the sum of the bound-table base address (from the BDE) plus this offset. 
Each BTE comprises the following: 

— a 64-bit lower bound (LB) field; 

— a 64-bit upper bound (UB) field; 

— a 64-bit pointer value; and 

— a 64-bit reserved field. This field is reserved for future Intel MPX; software must not use it. 


17.4.3.2 |BNDLDX and BNDSTX Outside 64-Bit Mode 
Figure 17-5 shows the two-level structures for address translation of extended bounds outside 64-bit mode. 


As noted earlier, the linear address of the bound directory is derived from either BNDCFGU (CPL = 3) or BNDCFGS 
(CPL < 3). Outside 64-bit mode, each bound-directory entry (BDE) is 4 bytes. The number of entries in the bound 
directory is 22° 


Outside 64-bit mode, the processor uses the two-level structures to access extended bounds as follows: 


A bound directory is located at the 4-KByte aligned linear address specified in bits 31:12 of BNDCFGx (see 
Figure 17-2). A bound directory comprises 27° 32-bit entries (BDEs); thus, the size of a bound directory outside 
64-bit mode is 4 MBytes. A BDE is selected using the LAp (linear address of pointer to a buffer) to construct an 
offset as follows: 


— bits 21:2 are LAp[31:12]; and 
— bits 1:0 are O. 
The address of the BDE is the sum of the bound-directory base address (from BNDCFGx) plus this offset. 


Bit O of a BDE is a valid bit. If this bit is 0, use of the BDE by BNDLDX or BNDSTX causes #BR, sets 
BNDSTATUS[1:0] to 10b (the error code), and loads BNDSTATUS[31:2] with bits 31:2 of the linear address of 
the BDE. Otherwise, the processor uses bits 31:2 of the BDE as the 4-byte aligned address of a bound table 
(BT); the processor ignores bit 1 of a BDE. 
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BNDCFGU/BNDCFGS 
31 12 11 0 
Base of Bound Directory (Linear Address) 


31 eas 0 


BNDCFGx[31:12] 0 
Linear Address of “pointer” (LAp) 
31 12 11 2 0 
| | 
21 2 0 13 4 0 
LAp[31:12] 0 LAp[11:2] 0 
“| Reserved 12 
2 Pointer Value | g 
32 14 / Upper Bound | 4 
22 / Lower Bound 0 


7 
Bound Table Entries | = —~ 


Bound Directory Entries 49 
> > 0 
Bound Table (16 KBytes) 


0 
Bound Directory (4 MBytes) 


Figure 17-5. Bound Paging Structure and Address Translation Outside 64-Bit Mode 


A bound table comprises 2!° 16-byte entries (BTEs); thus, the size of a bound table outside 64-bit mode is 
16 KBytes. A BTE is selected using the LAp (linear address of pointer to a buffer) to construct an offset as 
follows: 


bits 13:4 are LAp[11:2]; and 
bits 3:0 are 0. 


The address of the BTE is the sum of the bound-table base address (from the BDE) plus this offset. This address 
is use as an offset into the DS segment to determine the linear address of the BTE. 


¢ Each BTE comprises the following: 


17.5 


a 32-bit lower bound (LB) field; 
a 32-bit upper bound (UB) field; 
a 32-bit pointer value; and 


a 32-bit reserved field. This field is reserved for future Intel MPX; software must not use it. 


INTERACTIONS WITH INTEL MPX 


17.5.1. Intel MPX and Operating Modes 


In 64- 


bit Mode, all Intel MPX instructions use 64-bit operands for bounds and 64 bit addressing, i.e. REX.W & 67H 


have no effect on data or address size. 


XSAVE, XSAVEOPT and XRSTOR load/store 64-bit values in all modes, as these state-management instructions are 
not Intel MPX instructions. 
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In compatibility and legacy modes (including 16-bit code segments, real and virtual 8086 modes) all Intel MPX 
instructions use 32-bit operands for bounds and 32 bit addressing. The upper 32-bits of destination bound register 
are cleared (consistent with behavior of integer registers) 


In 32-bit and compatibility mode, the bounds are 32-bit, and are treated same as 32-bit integer registers. There- 
fore, when 32-bit bound is updated in a bound register, the upper 32-bits are undefined. When switching from 64- 
bit, the behavior of content of bounds register will be similar to that of general purpose registers. 


Table 17-3 describes the impact of 67H prefix on memory forms of Intel MPX instructions (register-only forms 
ignore 67H prefix) when Intel MPX is enabled: 


Table 17-3. Effective Address Size of Intel MPX Instructions with 67H Prefix 


Addressing Mode 67H Prefix Effective Address Size used for Intel MPX instructions when Intel MPX is enabled 
64-bit Mode Y 64 bit addressing used 
64-bit Mode N 64 bit addressing used 
32-bit Mode Y #UD 
32-bit Mode N 32 bit addressing used 
16-bit Mode Y 32 bit addressing used 
16-bit Mode N #UD 


17.5.2 — Intel MPX Support for Pointer Operations with Branching 
Intel MPX provides flexibility in supporting pointer operation across control flow changes. Intel MPX allows 


* compatibility with legacy code that may perform pointer operation across control flow changes and are unaware 
of Intel MPX, along with 


¢ Intel MPX-aware code that adds bounds checking protection to pointer operation across control flow changes. 
The interface to provide such flexibility consists of: 

¢ Using a prefix, referred to as BND prefix, to relevant branch instructions: CALL, RET, JMP and Jcc 

¢ BNDCFGU and BNDCFGS provides the bit field, BNDPRESERVE (bit 1). 


The value of BNDPRESERVE in conjunction with the presence/absence the BND prefix with those branching instruc- 
tion will determine whether the values in BNDO-BND3 will be initialized or unchanged. 


17.5.3 CALL, RET, JMP and All Jcc 


An application compiled to use Intel MPX will use the REPNE (F2H) prefix (denoted by BND) for all forms of near 
CALL, near RET, near JMP, short & near Jcc instructions (BND+CALL, BND+RET, BND+JMP, BND+Jcc). See Table 
17-4 for specific opcodes. All far CALL, RET and JMP instructions plus short JMP (JMP rel 8, opcode EB) instructions 
will never cause bound registers to be initialized. 


If BNDPRESERVE bit is one, above instructions will NOT INIT the bounds registers when BND prefix is not present 
for above instructions (legacy behavior). However, If BNDPRESERVE is zero, above instructions will INIT ALL bound 
registers (BNDO-BND3) when BND prefix is not present for above instructions. If BND prefix is present for above 
instructions, the BND registers will NOT INIT any bound registers (BNDO-BND3). 


The legacy code will continue to use non-prefixed forms of these instructions, so if BNDPRESERVE is zero, all the 
bound registers will INIT by legacy code. This allows the legacy function to execute and return to callee with all 
bound registers initialized (legacy code by definition cannot make or load bounds in bound registers because it does 
not have Intel MPX instructions). This will eliminate compatibility concerns when legacy function might have 
changed the pointer in registers but did not update the value of the bounds registers associated with these 
pointers. 


If BNDCFGx.BNDPRESERVE is clear then non-prefixed forms of these instructions will initialize all the bound regis- 
ters. If this bit is set then non-prefixed and prefixed forms of these instructions will preserve the contents of bound 
registers as shown in Table 17-4. 
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Table 17-4. Bounds Register INIT Behavior Due to BND Prefix with Branch Instructions 
Instruction Branch Instruction Opcodes BNDPRESERVE = 0 BNDPRESERVE = 1 
CALL E8, FF/2 Init BNDO-BND3 BNDO-BND3 unchanged 
BND + CALL F2 €8, Fe FF/2 BNDO-BND3 unchanged BNDO-BND3 unchanged 
RET C2, C3 Init BNDO-BND3 BNDO-BND3 unchanged 
BND + RET F2 C2, F2 C3 BNDO-BND3 unchanged BNDO-BND3 unchanged 
JMP E9, FF/4 Init BNDO-BND3 BNDO-BND3 unchanged 
BND + JMP F2 E9, F2 FF/4 BNDO-BND3 unchanged BNDO-BND3 unchanged 
Jec i he aie - ue Init BNDO-BND3 BNDO-BND3 unchanged 
BND + Jcc - i A foe i A ge _| BNDO-BND3 unchanged BNDO-BND3 unchanged 


17.5.4 BOUND Instruction and Intel MPX 


If Intel MPX in enabled (see Section 13.5) and a #BR was caused due to a BOUND instruction, then BOUND instruc- 
tion will write zero to the BNDSTATUS register. In all other situations, BOUND instruction will not modify 
BNDSTATUS. Specifically, the operation of the BOUND instruction can be described as: 
IF (( BOUND instruction caused #BR) AND ( CR4.0XXSAVE =1 AND XCRO.BNDREGS=1 AND XCRO.BNDCSR =1) AND 

((CPL=3 AND BNDCFGU.ENABLE = 1) OR (CPL < 3 AND BNDCFGS.ENABLE = 1) ) ) THEN 

BNDSTATUS := 0; 
ELSE 

BNDSTATUS is not modified; 
Fl; 


17.5.5 Programming Considerations 


Intel MPX instruction set does not dictate any calling convention, but allows the calling convention extensions to be 
interoperable with legacy code by making use of the of the bound registers and the bound tables to convey argu- 
ments and return values. 


17.5.6 — Intel MPX and System Management Mode 


Upon delivery of an SMI to a processor supporting Intel MPX, the contents of IA32_BNDCFGS is saved to SMM state 
save map (at offset 7EDOH) and the register is then cleared when entering into SMM. RSM restores IA32_BNDCFGS 
from the SMM state save map. The instruction forces the reserved bits (11:2) to 0 and sign-extends the highest 
implemented bit of the linear address to guarantee the canonicality of this address (regardless of what is in SMM 
state save map). 


The content of IA32_BNDCFGS is cleared after entering into SMM. Thus, Intel MPX is disabled inside an SMM 
handler until SMM code enables it explicitly. This will prevent initialization of the bound registers by execution of 
CALL, RET, JMP, or Jcc in SMM code. 


17.5.7. Support of Intel MPX in VMCS 

A new guest-state field for IA32_BNDCFGS is added to the VMCS. In addition, two new controls are added: 
° a VM-exit control called “clear BNDCFGS” 

¢ aVM-entry control called “load BNDCFGS.” 
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VM exits always save IA32_BNDCFGS into BNDCFGS field of VMCS; if “clear BNDCFGS” is 1, VM exits clear 
IA32_BNDCFGS. If “load BNDCFGS” is 1, VM entry loads IA32_BNDCFGS from VMCS. If loading IA32_BNDCFGS, 
VM entry should check the value of that register in the guest-state area of the VMCS and cause the VM entry to fail 
(late) if the value is one that would causes WRMSR to fault if executed in ring 0. 


17.5.8 Support of Intel MPX in Intel TSX 


For some processor implementations, the following Intel MPX instructions may always cause transactional aborts: 


¢ An Intel TSX transaction abort will occur in case of legacy branch (that causes bounds registers INIT) when at 
least one bounds register was in a NON-INIT state. 


¢ An Intel TSX transaction abort will occur in case of a BNDLDX & BNDSTX instruction on non-flat segment. 


Intel MPX Instructions (including BND prefix + branch instructions) not enumerated above as causing transactional 
abort when used inside a transaction will typically not cause an Intel TSX transaction to abort. 
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CHAPTER 18 
CONTROL-FLOW ENFORCEMENT TECHNOLOGY (CET) 


18.1 INTRODUCTION 


Return-oriented programming (ROP), and similarly CALL/JMP-oriented programming (COP/JOP), have been the 
prevalent attack methodologies for stealth exploit writers targeting vulnerabilities in programs. These attack meth- 
odologies have the common elements: 


¢ Acode module with execution privilege and contain small snippets of code sequence with the characteristic: at 
least one instruction in the sequence being a control transfer instruction that depends on data either in the 
return stack or in a register for the target address. 


* Diverting the control flow instruction (e.g., RET, CALL, JMP) from its original target address to a new target (via 
modification in the data stack or in the register). 


Control-Flow Enforcement Technology (CET) provides the following capabilities to defend against ROP/COP/JOP 
style control-flow subversion attacks: 


¢ Shadow stack: Return address protection to defend against ROP. 
® Indirect branch tracking: Free branch protection to defend against COP/JOP. 


Both capabilities introduce new instruction set extensions, and are described in the Inte/® 64 and IA-32 Architec- 
tures Software Developer’s Manual, Volumes 2A, 2B, 2C & 2D. 


Control-Flow Enforcement Technology introduces a new exception (#CP) with interrupt vector 21. 


18.1.1 Shadow Stack 


A shadow stack is a second stack for the program that is used exclusively for control transfer operations. This stack 
is separate from the data stack and can be enabled for operation individually in user mode or supervisor mode. 
When shadow stacks are enabled, the CALL instruction pushes the return address on both the data and shadow 
stack. The RET instruction pops the return address from both stacks and compares them. If the return addresses 
from the two stacks do not match, the processor signals a control protection exception (#CP). Note that the 
shadow stack only holds the return addresses and not parameters passed to the call instruction. 


The shadow stack is protected from tamper through the page table protections such that regular store instructions 
cannot modify the contents of the shadow stack. To provide this protection the page table protections are extended 
to support an additional attribute for pages to mark them as “Shadow Stack” pages. When shadow stacks are 
enabled, control transfer instructions/flows like near call, far call, call to interrupt/exception handlers, etc. store 
return addresses to the shadow stack and the access will fault if the underlying page is not marked as a “Shadow 
Stack” page. However stores from instructions like MOV, XSAVE, etc. will not be allowed. Likewise control transfer 
instructions like near RET, far RET, IRET, etc. when they attempt to read from the shadow stack the access will fault 
if the underlying page is not marked as a “Shadow Stack” page. This paging protection detects and prevents condi- 
tions that cause an overflow or underflow of the shadow stack when the shadow stack is delimited by non-shadow 
stack guard pages, or any malicious attempts to redirect the processor to consume data from addresses that are 
not shadow stack addresses. 


18.1.2 — Indirect Branch Tracking 


The ENDBRANCH instruction is a new instruction that is used to mark valid jump target addresses of indirect calls 
and jumps in the program. This instruction opcode is selected to be one that is a NOP on legacy machines such that 
programs compiled with ENDBRANCH new instruction continue to function on old machines without the CET 
enforcement. On processors that support CET the ENDBRANCH is still a NOP and is primarily used as a marker 
instruction by the processor pipeline to detect control flow violations. The CPU implements a state machine that 
tracks indirect JMP and CALL instructions. When one of these instructions is executed, the state machine moves 
from IDLE to WAIT_FOR_ENDBRANCH state. In WAIT_FOR_ENDBRANCH state the next instruction in the program 
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stream must be an ENDBRANCH. If the next instruction is not an ENDBRANCH, the processor causes a control 
protection exception (#CP); otherwise, the state machine moves back to IDLE state. 


18.1.3. Speculative Behavior when CET is Enabled 


Speculative execution of near indirect JMP/CALL/RET indirect branches may be able to create an active side channel 
vulnerability that reveals the contents of data. 


There are two basic methods that an attacker may be able to use to control indirect branch speculation in order to 
speculatively execute code that causes a side channel: 


1. Attacker controlled prediction. 
2. Attacker controlled jump redirection. 


With attacker controlled prediction, the attacker trains indirect branch predictors such that the desired victim indi- 
rect branch goes to the attacker desired location. Examples include Branch Target Injection (also called “Variant 2” 
and “Spectre”) and RSB wrap on underflow (also called “ret2spec”). 


With attacker controlled jump redirection, the attacker controls a speculative-only value used as input to the indi- 
rect branch so that the branch mispredicts to the attacker desired location. Examples of this include Bound Check 
Bypass Store (where a speculative store containing an attacker controlled value may overwrite the indirect branch 
target before the load of the target) and Speculative Store Bypass (where a load of the indirect branch target may 
bypass the most recent store of the target value and thus speculatively read an older attacker controlled value at 
the same memory location). 


In addition to the existing mitigation features like IBRS, STIBP and IBPB, processors supporting CET will have a 
variety of additional features to constrain control flow speculation in order to mitigate such attacks. For details on 
these features, see Section 18.2.6, “Constraining Execution at Targets of RET” and Section 18.3.8, “Constraining 
Speculation after Missing ENDBRANCH”. 


18.2 SHADOW STACKS 


A shadow stack is a second expand down stack used exclusively for control transfer operations. This stack is sepa- 
rate from the data stack. The shadow stack is not used to store data and hence is not explicitly writeable by soft- 
ware. Writes to the shadow stack are restricted to control transfer instructions and shadow stack management 
instructions. The shadow stack feature can be enabled separately in user mode (CPL == 3) or supervisor mode 
(CPL < 3). 


Shadow stacks operate only in protected mode. Shadow stacks cannot be enabled in virtual 8086 mode. 


It is recommended to not configure the shadow stack in the linear address range 0 to 64 KB or adjacent to the 
canonical address boundary. 


18.2.1 Shadow Stack Pointer and its Operand and Address Size Attributes 


When CET is enabled the processor supports a new architectural register, shadow stack pointer (SSP), when the 
processor supports the shadow stack feature. The SSP cannot be directly encoded as a source, destination or 
memory operand in instructions. The SSP points to the current top of the shadow stack. 


The width of the shadow stack is 32-bit in 32-bit/compatibility mode and is 64-bit in 64-bit mode. The address-size 
attribute of the shadow stack is likewise 32-bit in 32-bit/compatibility mode and 64-bit in 64-bit mode. 


18.2.2 Terminology 


When shadow stacks are enabled, certain control transfer instructions/flows and shadow stack management 
instructions do loads/stores to the shadow stack. Such load/stores from control transfer instructions and shadow 
stack management instructions are termed as shadow_stack_load and shadow_stack_store to distinguish them 
from a load/store performed by other instructions like MOV, XSAVES, etc. 
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The pseudocode for the instruction operations use the notation ShadowStackEnabled(CPL) as a test of whether 
shadow stacks are enabled at the CPL. This term returns a TRUE or FALSE indication as follows. 
ShadowStackEnabled(CPL): 
IF CR4.CET = 1 AND CRO.PE = 1 AND EFLAGS.VM = 0 
IF CPL=3 
THEN 
(* Obtain the shadow stack enable from IA32_U_CET MSR (MSR address GAOH) used to enable 
feature for CPL = 3 *) 
SHADOW_STACK_ENABLED = IA32_U_CET.SH_STK_EN; 
ELSE 
(* Obtain the shadow stack enable from I[A32_S_CET MSR (MSR address 6A2H) used to enable 
feature for CPL < 3 *) 
SHADOW_STACK_ENABLED = IA32_S_CET.SH_STK_EN; 


Fl; 
IF SHADOW_STACK_ENABLED = 1 
THEN 
return TRUE; 
ELSE 
return FALSE; 
Fl; 
ELSE 


(* Shadow stacks not enabled in real mode and virtual-8086 mode or if the master CET feature 
enable in CR4 is disabled *) 
return FALSE; 
ENDIF 


Additionally, the following terms are used. 


¢ ShadowStackPush4B: Decrements the shadow stack pointer (SSP) by 4 bytes and copies the 4 byte source 
operand to the top of the shadow stack. 


¢ ShadowStackPush8B : Decrements the shadow stack pointer (SSP) by 8 bytes and copies the 8 byte source 
operand to the top of the shadow stack. 


¢ ShadowStackPop4B: Copies 4 bytes at the current top of stack (indicated by the SSP register) to the location 
specified with the destination operand. It then increments the SSP register by 4 bytes to point to the new top 
of stack. 


¢ ShadowStackPop8B: Copies 8 bytes at the current top of stack (indicated by the SSP register) to the location 
specified with the destination operand. It then increments the SSP register by 8 bytes to point to the new top 
of stack. 


° shadow_stack_lock_cmpxchg8B(address, new_value, expected_value): this function executes atomically and 
compares the expected_value to the 8 byte read from memory specified by the address operand using a locked 
shadow_stack_load. If the two values are equal, the new_value is written to memory specified by the address 
operand using a locked shadow_stack_store. If the two values are not equal, then the value read by the locked 
shadow_stack_load is written back. The memory specified by the address operand receives a write cycle 
without regard to the result of the comparison. The function returns the value read from the memory specified 
by the address operand. 


18.2.3 Supervisor Shadow Stack Token 


On an inter-privilege far CALL or when calling an interrupt/exception handler at a higher privilege level, a stack 
switch occurs; if shadow stacks are enabled at the new privilege level, then a shadow stack switch occurs. Shadow 
stacks that can be switched to by hardware as part of a privilege change are required to have a supervisor shadow 
stack token set up by the supervisor to provide the address of the new SSP register. The supervisor shadow stack 
tokens also serve the purpose of enforcing that a shadow stack can be made active on only one logical processor 
when switched to by the processor. The supervisor shadow stack token must be set up only on shadow stacks 
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intended to be used on these transfers. The address of the supervisor shadow stack token is programmed into the 
IA32_PLx_SSP MSR (where 0 < x § 2). The WRMSR and XRSTORS instructions require the address specified in the 
IA32_PLx_SSP MSR (where 0 < x < 2) to be 4 byte aligned; otherwise, the instruction causes a general protection 
exception (#GP(0)). 


The supervisor shadow stack token is a 64-bit value formulated as follows. 

° Bit 63:3: Bits 63:3 of the linear address of the supervisor shadow stack token. 
¢ Bit 2: Reserved. Must be zero. 

¢ Bit 1: Reserved. Must be zero. 


° Bit O: Busy bit. If 0, indicates this shadow stack is not active on any logical processor. If 1, indicates this shadow 
stack is currently active on one of the logical processors. 


The following figure illustrates a supervisor shadow stack with a supervisor shadow stack token located at its base. 


<Next push saves here> 


ad OxFF8 | busy 


IA32_PLx_SSP = OxFF8 


Figure 18-1. Supervisor Shadow Stack with a Supervisor Shadow Stack Token 


The 8-byte supervisor shadow stack token and the 24-byte stack frame pushed on the shadow stack after the 
token is acquired must be fully contained within a 32-byte region that is aligned to 32-bytes on the shadow stack. 
If they are not, a general-protection exception (#GP(0)) occurs. While the accesses to the token may cause faults, 
VM exits, or data breakpoints, the subsequent pushes of the remaining 24 bytes should not. 


The processor does the following checks prior to switching to a supervisor shadow stack programmed into the 
IA32_PLx_SSP MSR. These steps are performed atomically. 


1. Load the supervisor shadow stack token from the address specified in the IA32_PLx_SSP MSR using a 
shadow_stack_load. 


Check if the busy bit in the token is 0; reserved bits must be 0. 


Check if the address programmed in the MSR matches the address in the supervisor shadow stack token; 
reserved bits must be 0. 


4. If checks 2 and 3 are successful, then set the busy bit in the token using a shadow_stack_store and switch the 
SSP to the value specified in the IA32_PLx_SSP MSR. 


5. If checks 2 or 3 fail, then the busy bit is not set and a #GP(0) exception is raised. 


On a far RET to a lesser privilege level or on an IRET that switches shadow stack, the instruction clears the busy bit 
in the shadow stack token as follows. These steps are also performed atomically. 


1. Load the supervisor shadow stack token from the SSP using a shadow_stack_load. 

2. Check if the busy bit in the token is 1; reserved bits must be 0. 

3. Check if the address programmed in supervisor shadow stack token matches SSP; reserved bits must be 0. 
4 


If checks 2 and 3 are successful, then clear the busy bit in the token using a shadow_stack_store; else continue 
without modifying the contents of the shadow stack pointed to by SSP. 
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18.2.4 Shadow Stack Usage on Task Switch 


A task switch (see Chapter 7, “Task Management” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3A) may be invoked by: 


¢  =JMP or CALL instruction to a TSS descriptor in the GDT. 
¢ JMP or CALL instruction to a task-gate descriptor in the GDT or the current LDT. 
¢ An interrupt or exception vector points to a task-gate descriptor in the IDT. 


With shadow stack enabled, the new task must be associated with a 32-bit TSS and must not be in virtual-8086 
mode. The 32-bit SSP for the new task is located at offset 104 in the 32-bit TSS. Thus the TSS of the new task must 
be at least 108 bytes. This SSP is required to be 8 byte aligned, and required to point to a “supervisor shadow 
stack” token (though the task may be at CPL3). 


On a task switch initiated by a CALL instruction, an interrupt, or exception, the SSP of the old task is pushed onto 
the shadow stack of the new task along with the CS and LIP of the old task. This is true even for a nested task 
switch initiated by a CALL instruction. Likewise, on a task switch initiated by IRET, the SSP of the new task is 
restored from the shadow stack of old task. The CS and LIP on the shadow stack of the old task are matched 
against the return address determined by the CS and EIP of the new task. If the match fails, a #CP(FAR-RET/IRET) 
exception is reported. 


18.2.5 Switching Shadow Stacks 


The architecture provides a mechanism to switch shadow stacks using a pair of instructions; RSTORSSP and SAVE- 
PREVSSP. The RSTORSSP instruction verifies a shadow-stack-restore token located at the top of the new shadow 
stack and referenced by the memory operand of this instruction. After RSTORSSP determines the validity of the 
restore point on the new shadow stack, it switches the SSP to point to the token. The shadow-stack-restore token 
is a 64-bit value formatted as follows. 


¢ Bit 63:2: Value of shadow stack pointer when this restore point was created. 
¢ Bit 1: Reserved. Must be zero. 


° Bit 0: Mode bit. If 0, the token is a compatibility/legacy mode shadow-stack-restore token. If 1, then this 
shadow stack restore token can be used with a RSTORSSP instruction in 64-bit mode. 


The shadow-stack-restore token is created by the SAVEPREVSSP instruction. The operating system may also 
create a restore point on a shadow stack by creating a shadow-stack-restore token. 


Once the shadow stack has been switched to a new shadow stack by the RSTORSSP instruction, software can 
create a restore point on the old shadow stack by executing the SAVEPREVSSP instruction. In order to allow the 
SAVEPREVSSP instruction to determine the address where to save the shadow-stack-restore token, the RSTORSSP 
instruction replaces the shadow-stack-restore token with a previous-ssp token that holds the value of the SSP at 
the time the RSTORSSP instruction was invoked. The previous-ssp token is formatted as follows. 


¢ ~=Bit 63:2: Shadow stack pointer when the RSTORSSP instruction was invoked, i.e., the SSP of the old shadow 
stack. 


° Bit 1: Set to 1. 


¢ Bit 0: Mode bit. If 0, then this previous-ssp token can be used with a SAVEPREVSSP instruction in compati- 
bility/legacy mode. If 1, then this previous-ssp token can be used with a SAVEPREVSSP instruction in 64-bit 
mode. 


The following figure illustrates the RSTORSSP instruction operation during a shadow stack switching sequence. 
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Current Recluse New Shadow 
Shadow Stack si i a Stack 
FF8H 4000H |0|M/3FF8H SSP————»|1000H | 1|M 
1000H 4000H 
Current active shadow stack Shadow stack to switch to State following successful 


RSTORSSP 


Figure 18-2. RSTORSSP to Switch to New Shadow Stack 


In this example, the initial SSP is 1000H and the shadow-stack-restore token is on a new shadow stack at address 
3FF8H. The token at address 3FF8H holds the SSP when this restore point was created; in this example it is 4000H. 


In order to switch to the new shadow stack, the RSTORSSP instruction is invoked with the memory operand 
pointing set to 3FF8H. When the RSTORSSP instruction completes, the SSP is set to 3FF8H and the shadow-stack- 
restore token at 3FF8H is replaced by a previous-ssp token that holds the address 1000H, i.e., the old SSP. 


The following figure illustrates the SAVEPREVSSP instruction operation during a shadow stack switching sequence. 


New Shadow Previous New Shadow 
Stack Shadow Stack Stack 
ssp ————>|1000H | 1 | M} 3FF8H 1000H | 1 | M/| 3FF8H 
4000H SSP ———_> 4000H 
Current active shadow stack “shadow stack restore” token Current active shadow stack 
with a “previous SSP” token pushed on previous shadow with a “previous SSP” token 
stack following popped off 


SAVEPREVSSP 


Figure 18-3. SAVEPREVSSP to Save a Restore Point 


To allow switching back to this old shadow stack, a SAVEPREVSSP instruction is now invoked. The SAVEPREVSSP 

instruction does not take any memory operand and expects to find a previous-ssp token at the top of the shadow 
stack, i.e., at address 3FF8H. The SAVEPREVSSP instruction then saves a shadow-stack-restore token on the old 

shadow stack at address FF8H, and the token itself holds the address 1000H which is the address recorded in the 
previous-ssp token. The SAVEPREVSSP instruction also pops the previous-ssp token off the current shadow stack 
and thus the SSP following SAVEPREVSSP is 4000H. 


Subsequently to switch back to the old shadow stack, a RSTORSSP instruction may be invoked with memory 
operand set to FF8H. 


If, following a switch to a new shadow stack, it is not required to create a restore point on the old shadow stack, 
then the previous-ssp token created by the RSTORSSP instruction can be popped off the shadow stack by using the 
INCSSP instruction. 


See the SAVEPREVSSP and RSTORSSP instruction operations for the detailed algorithm. 
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18.2.6 Constraining Execution at Targets of RET 


Instructions at the target of a RET instruction will not execute, even speculatively, if the RET addresses (either from 
normal stack or shadow stack) are speculative-only or do not match, unless the target of the RET is also predicted 
(e.g., by a Return Stack Buffer prediction), when CET shadow stack is enabled. A RET address would be specula- 
tive-only if it was modified by an older speculative-only store, or was an older value than the most recent value 
stored to that address on the logical processor. 


18.3. INDIRECT BRANCH TRACKING 


When the indirect branch tracking feature is active, the indirect JMP/CALL instruction behavior changes as follows. 


¢ IMP: If the next instruction retired after an indirect JMP is not an ENDBR32 instruction in legacy and compati- 
bility mode, or ENDBR64 instruction in 64-bit mode, then a #CP fault is generated. Below JMP instructions are 
tracked to enforce an ENDBRANCH. Note that Jcc, RIP relative, and far direct JMP are not included as these 
have an offset encoded into the instruction and are not exploitable to create unintended control transfers. 


— JMPr/m16, JMP r/m32, JMP r/m64 
— JMP m16:16, JMP m16:32, JMP m16:64 


° CALL: If the next instruction retired after an indirect CALL is not an ENDBR32 instruction in legacy and compat- 
ibility mode, or ENDBR64 in 64-bit mode, then a #CP fault is generated. Below CALL instructions are tracked to 
enforce an ENDBRANCH. Note that relative and zero displacement forms of CALL instructions are not included 
as these have an offset encoded into the instruction and are not exploitable to create unintended control 
transfers. 


— CALL r/m16, CALL r/m32, CALL r/m64 
— CALL m16:16, CALL m16:32, CALL m16:64 


The ENDBR32 and ENDBR64 instructions will have the same effect as the NOP instruction on Intel 64 processors 
that do not support CET. On processors supporting CET, these instructions do not change register or flag state. This 
allows CET instrumented programs to execute on processors that do not support CET. Even when CET is supported 
and enabled, these NOP-like instructions do not affect the execution state of the program, do not cause any addi- 
tional register pressure, and are minimally intrusive from power and performance perspectives. 


The processor implements two dual-state machines to track indirect CALL/JMP for terminations. One state machine 
is maintained for user mode and one for supervisor mode. At reset the user and supervisor mode state machines 
are in IDLE state. 


On instructions other than indirect CALL/JMP, the state machine stays in the IDLE state. 
On an indirect CALL or JMP instruction, the state machine transitions to the WAIT_FOR_ENDBRANCH state. 


In the WAIT_FOR_ENDBRANCH state, the indirect branch tracking state machine verifies the next instruction is an 
ENDBR32 instruction in legacy and compatibility mode, or ENDBR64 instruction in 64-bit mode, and either: 


° Causes a #CP fault, or 
¢ Allows the next instruction if legacy compatibility configuration allows (see Section 18.3.6). 
The priority of the #CP(ENDBRANCH) exception relative to other events is as follows. 
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#CP Fault 


Indirect CALL/JMP, RET >) Target Instruction 


NMI 


Hardware Interrupts / Probe 


RESET / #MC 


TSS Trap /PEBS/ BTS/ VAPIC Trap 
Code Breakpoint 


CS Limit Violation / Code Page Fault 
#UD / #NM (Decode Faults) 


SIPI / STOPCLK/ LTCYC/ SMI / INIT 


Figure 18-4. Priority of Control Protection Exception on Missing ENDBRANCH 


Higher priority faults/traps/events that occur at the end of an indirect CALL/JMP are delivered ahead of any 
#CP(ENDBRANCH) fault. The CET state machine at the privilege level where the higher priority fault/trap/event 
occurred retains its state when the control transfers to the fault/trap/event handler. The instruction pointer pushed 
on the stack for a #CP(ENDBRANCH) fault is the address of the instruction at the target of the indirect CALL/JMP 
that caused the fault. 


18.3.1 No-track Prefix for Near Indirect CALL/JMP 


CET allows software to designate certain indirect CALL and JMP instructions as “non-tracked indirect control 
transfer instructions”. Software (e.g., compiler generated code for switch statements, jump tables, etc.) should use 
the no-track prefix only if they have generated code to validate the possible targets of this CALL/JMP to be legal 
targets. Software (e.g., compilers), when using the no-track prefix with CALL/JMP where an absolute offset is spec- 
ified indirectly in a memory location, should ensure that such memory locations cannot be tampered. When 
enabled by setting the NO_TRACK_EN control in the IA32_U_CET/IA32_S_CET MSR, near indirect CALL and JMP 
instructions when prefixed with 3EH do not modify the CET indirect branch tracker. Far CALL and JMP instructions 
are always tracked and ignore the 3EH prefix. When this control is 0, near indirect CALL and JMP instructions are 
always tracked irrespective of the presence of the 3EH prefix. 


In 64-bit mode, the 3EH prefix on an indirect CALL or JMP is recognized as a no-track prefix if there isn’t a 64H/65H 
prefix on the instruction. 


In legacy/compatibility mode, the 3EH prefix on an indirect CALL or JMP is recognized as a no-track prefix when it 
is the last group 2 prefix on the instruction. 
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18.3.2 Terminology 


The pseudocode for the instruction operations use a notation EndbranchEnabled(CPL) as a test of whether indirect 


branch tracking is enabled at the CPL. This term returns a TRUE or FALSE indication as follows. 


EndbranchEnabled(CPL): 
IF CR4.CET = 1 AND CRO.PE = 1 AND EFLAGS.VM = 0 
IF CPL = 3 


THEN 
(* Obtain the ENDBRANCH enable from MSR used to enable feature for CPL = 3 *) 


ENDBR_ENABLED = IA32_U_CET.ENDBR_EN; 
ELSE 
(* Obtain the ENDBRANCH enable from MSR used to enable feature for CPL < 3 *) 
ENDBR_ENABLED = IA32_S_CET.ENDBR_EN; 
Fl; 
IF ENDBR_ENABLED = 1 
THEN 
return TRUE; 
ELSE 
return FALSE; 
Fl; 
ELSE 
(* Indirect branch tracking is not enabled in real mode and virtual-8086 mode or if the master CET feature 
enable in CR4 is disabled *) 
return FALSE; 
ENDIF 


Likewise the notation EndbranchEnabledAndNotSuppressed is defined as follows: 


EndbranchEnabledAndNotSuppressed(CPL): 
IF CR4.CET = 1 AND CRO.PE = 1 AND EFLAGS.VM = 0 
IF CPL = 3 


THEN 
(* Obtain the ENDBRANCH enable from MSR used to enable feature for CPL = 3 *) 


ENDBR_ENABLED = IA32_U_CET.ENDBR_EN; 
SUPPRESSED = IA32_U_CET.SUPPRESS; 


ELSE 
(* Obtain the ENDBRANCH enable from MSR used to enable feature for CPL < 3 *) 


ENDBR_ENABLED = IA32_S_CET.ENDBR_EN; 
SUPPRESSED = IA32_S_CET.SUPPRESS; 
Fl; 
IF ENDBR_ENABLED = 1 AND SUPPRESSED = 0 
THEN 
return TRUE; 
ELSE 
return FALSE; 
Fl; 


ELSE 
(* Indirect branch tracking is not enabled in real mode and virtual-8086 mode or if the master CET feature 


enable in CR4 is disabled *) 
return FALSE; 
ENDIF 


Vol. 1 


18-9 


CONTROL-FLOW ENFORCEMENT TECHNOLOGY (CET) 


18.3.3 Indirect Branch Tracking 


The hardware implements two CET indirect branch tracker state machines, one for user mode (CPL == 3) and one 
for supervisor mode (CPL < 3). At any time, which of the CET indirect branch trackers is in the active state depends 
on the CPL of the machine. When a user space program is executing, the CPL 3 CET indirect branch tracker is 
active. When supervisor mode software is executing, the CPL < 3 tracker is active. This section describes the 
various control transfer conditions and the tracker state on those transfers. 


18.3.3.1 Control Transfers between CPL 3 and CPL < 3 


Some events and instructions can cause control transfer to occur from CPL 3 to CPL < 3, and vice versa. As part of 
the CPL change the hardware also switches the active CET indirect branch tracker. For example, when an interrupt 
occurs during execution of a user mode (CPL == 3) program and it causes the CPL to switch to supervisor mode 
(CPL < 3) then, as part of the CPL change, the user mode CET indirect branch tracker becomes inactive and the 
supervisor mode CET indirect branch tracker becomes active. A subsequent IRET is used by the interrupt handler 
to return to the interrupted user mode program. This IRET causes the processor to switch the CPL to user mode 
(CPL ==3) and, as part of the CPL change, the supervisor mode CET indirect branch tracker becomes inactive and 
the user mode CET indirect branch tracker becomes active. 


The CPL where the event or instruction that caused the control transfer occurs is termed the source CPL, and the 
CET indirect branch tracker state at that CPL is referred here as the source CET indirect branch tracker state. The 
CPL reached at the end of the control transfer is termed the destination CPL, and the CET indirect branch tracker 
state at that CPL is referred to as the destination CET indirect branch tracker state. 


This section describes various cases of control transfers that occur between user mode (CPL 3) and supervisor 
mode (CPL < 3). 


In all these cases the source CET indirect branch tracker state becomes not active and retains its state (IDLE, 
WAIT_FOR_ENDBRANCH), and the target CET indirect branch tracker state becomes active if there was no fault 
during the transfer. 


°® Case 1: Far CALL/JMP, SYSCALL/SYSENTER 


— If indirect branch tracking is enabled, the target indirect branch tracker state becomes active and is unsup- 
pressed and goes to WAIT_FOR_ENDBRANCH. This enforces that the subroutine invoked by a far CALL/JMP 
must begin with an ENDBRANCH. 


® Case 2: Hardware interrupt/trap/exception/NMI/Software interrupt/Machine Checks 


— If indirect branch tracking is enabled, the target indirect branch tracker state becomes active and is unsup- 

pressed and goes to WAIT_FOR_ENDBRANCH. 
® Case 3: IRET/Far RET 

— If indirect branch tracking enabled, the target indirect branch tracker becomes active and keeps its state. If 
the user mode was interrupted by a higher priority event, like an interrupt at the end of the indirect 
CALL/JMP, then when an IRET or Far RET is used to return to the interrupted user mode program, the user 
mode indirect branch tracker retains its state and a #CP fault will occur if the next instruction decoded is not 
an ENDBR32/64 according to mode of machine. 


18.3.3.2 Control Transfers within CPL 3 or CPL < 3 


Some events and instructions can cause control transfer to occur within CPL 3 or CPL < 3. For such transfers since 
the CPL class does not change, the same indirect branch tracker is used at the beginning and end of the control 
transfer. 


© Case 1: Far CALL/JMP, Near indirect CALL/JMPCALL/JMP 


— Far CALL/JMP: If indirect branch tracking is enabled, active indirect branch tracker is unsuppressed and 
goes to WAIT_FOR_ENDBRANCH. 


— Near indirect CALL/JMPCALL/JMP: If indirect branch tracking is enabled and not suppressed, active indirect 
branch tracker goes to WAIT_FOR_ENDBRANCH. 


® Case 2: Hardware interrupt/trap/exception/NMI/Software interrupt/Machine Checks 
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— If indirect branch tracking is enabled, the active indirect branch tracker is unsuppressed and goes to 


WAIT_FOR_ENDBRANCH. 
° Case 3: IRET 


— If indirect branch tracking is enabled, the active indirect branch tracker keeps its state. 


18.3.4 


Indirect Branch Tracking State Machine 


The state machine is described by Table 18-1. 


Table 18-1. Indirect Branch Tracking State Machine 


Current State 


Trigger 


Next State 


TRACKER=IDLE, SUPPRESS=0, 
ENDBR_EN=1 


Instructions other than indirect CALL/|MP or 
3€H prefixed near indirect CALL/JMP and 
NO_TRACK_EN=1 


TRACKER=IDLE, SUPPRESS=0, 
ENDBR_EN=1 


Indirect CALL/JMP without 3EH prefix 
Indirect CALL/JMP with 3EH prefix and 
NO_TRACK_EN=0 

Far CALL/JMP 


TRACKER=WAIT_FOR_ENDBRANCH, SUP- 
PRESS=0, ENDBR_EN=1 


TRACKER= WAIT_FOR_ENDBRANCH, SUP- 
PRESS=0, ENDBR_EN=1 


INT3/INT1 


TRACKER= WAIT_FOR_ENDBRANCH, SUP- 
PRESS=0, ENDBR_EN=1 


ENDBRANCH instruction 


TRACKER=IDLE, SUPPRESS=0, 
ENDBR_EN=1 


Successful ENCLU[ERESUME] 


TRACKER=IDLE, SUPPRESS=0, 
ENDBR_EN=1 


Instructions other than ENDBRANCH, suc- 
cessful ENCLU[ERESUME] or INT3 or INT1 


If legacy compatibility treatment is not 

enabled or if not allowed by legacy code 

page bitmap: 

« No state change and deliver #CP 
(ENDBRANCH) 

If legacy compatibility treatment is 

enabled and transfer allowed by legacy 

code page bitmap: 

* TRACKER=IDLE, 
SUPRESS=!SUPPRESS_DIS, 
ENDBR_EN=1 


TRACKER=x, SUPPRESS=x, ENDBR_EN=0O 


TRACKER=IDLE, SUPPRESS=1, 


All instructions 


Far CALL/JMP, INTn/INT3/INTO 


TRACKER=x, SUPPRESS=x, ENDBR_EN=0 


TRACKER=WAIT_FOR_ENDBRANCH, SUP- 
PRESS=0, ENDBR_EN=1 


ENDBRANCH instruction 


TRACKER=IDLE, SUPPRESS=0, 


and is disallowed as a valid state by 
WRMSR/XRSTORS/VM entry/VM exit) 


ENDBR_EN=1 Successful ENCLU[ERESUME] ENDBR_EN=1 
All other instructions including indirect TRACKER=IDLE, SUPPRESS=1, 
CALL/JMP ENDBR_EN=1 

TRACKER=1, SUPPRESS=1, ENDBR_EN=1 

(This state cannot be reached by hardware NA NA 
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18.3.5  INT3 Treatment 


INT3 are treated special in the WAIT_FOR_ENDBRANCH state. Occurrence of INT3 do not move the tracker to IDLE 
but instead the #BP trap from the INT3 instructions respectively is delivered as a higher priority event than the #CP 
exception due to missing ENDBRANCH. 


Inside an enclave, INT3 delivers a fault-class exception and thus does not require the CPL to be less than DPL in the 
IDT gate 3. Following opt-out entry, the instruction delivers #UD. Following opt-in entry, INT3 delivers #BP. The 
special treatment of INT3 in WAIT_FOR_ENDBRANCH state does not apply in enclave mode following opt-out entry. 


18.3.6 Legacy Compatibility Treatment 


ENDBRANCH legacy compatibility treatment allows a CET enabled program to be used with legacy software that 
was not compiled / instrumented with ENDBRANCH. A CET enabled program enters legacy compatibility treatment 
when all of the below conditions are met. 


1. Legacy compatibility configuration is enabled in this CPL class by setting the LEG_IW_EN bit in 
IA32_U_CET/IA32_S_CET. 


2. Control transfer is performed using an indirect CALL/JMP without no-track prefix to an instruction other than 
ENDBRANCH. 


3. The legacy code page bitmap is setup to indicate that the target of the control transfer is a legacy code page. 


The legacy code page bitmap is a data structure in program memory that is used by the hardware to determine if 
the code page to which a legacy transfer is being performed is allowed. The access rights for accessing the legacy 
code page bitmap is determined by the current privilege level (CPL). The legacy code page bitmap is expected to 
be setup as a read-only data structure. 


When a matching ENDBRANCH instruction is not decoded at the target of an indirect CALL/JMP when required, the 
processor performs the below actions. 
CET indirect branch tracking state machine violation event handler: 
If LEG_IW_EN == 
LA = LIP; 
IF ENCLAVE_MODE == 
LA = LA - SECS.BASEADDR; 
ENDIF 
(* Load byte from bitmap. Address-size attribute for this load is 64 bits if IA32_EFER.LMA is 1 and is 32 bits when IA32_EFER.LMA 
is O*) 
IF (IA32_EFER.LMA & CS.L) == 
BITMAP_BYTE = load 1 byte from address (BITMAP_BASE + LA[31:15]) 
ELSE IF (CR4.LA57 == 0) 
BITMAP_BYTE = load 1 byte from address (BITMAP_BASE + LA[47:15]) 
ELSE 
BITMAP_BYTE = load 1 byte from address (BITMAP_BASE + LA[56:15]) 


Fl; 
IF BITMAP_BYTE & (1 << LA[14:12]) == 0 then Deliver #CP(ENDBRANCH) fault 
IF CPL = 3 
IA32_U_CET.TRACKER = IDLE 
IA32_U_CET.SUPPRESS = IA32_U_CET.SUPPRESS_DIS == 0? 1:0 
ELSE 
IA32_S_CET.TRACKER = IDLE 
IA32_S_CET.SUPPRESS = IA32_S_CET.SUPPRESS_DIS == 0? 1:0 
ENDIF 


Restart the instruction (handle all arch. consistency around MOV SS state machines, STI etc.) without 
opening up interrupt/trap window. 

ELSE 
Deliver #CP(ENDBRANCH) Fault 
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ENDIF 


Faults/traps in pseudocode are delivered normally (e.g., #PF, EPT violation). On a fault, the active tracker holds the 
last value (WAIT_FOR_ENDBRANCH) and the address saved on the stack is the current IP (instruction that wasn’t 
the ENDBRANCH). 


The CET indirect branch tracking state machine is suppressed in legacy compatibility mode if the SUPPRESS_DIS 
control bit is 0. 


Once the CET indirect branch tracking state machine has been suppressed, subsequent indirect CALL/JMP are not 
tracked for termination instruction. 


Once CET indirect branch tracking has been suppressed, subsequent execution of ENDBRANCH instructions will do 
the following (see the ENDBR32 and ENDBR64 instructions in the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 2A for details). 


IF EndbranchEnabled(CPL) == 


NOP 
ELSE 
SUPPRESS = 0 
TRACKER = IDLE 
ENDIF 


18.3.6.1 Legacy Code Page Bitmap Format 


The legacy code page bitmap is a flat bitmap whose linear address is pointed to by the EB_LEG_BITMAP_BASE. 
Each bit in the bitmap represents a 4K page in linear memory. If the bit is 1 it indicates that the corresponding code 
page is a legacy code page; else it is a CET-enabled code page. 


The processor uses the linear address of the instruction to which legacy transfer was attempted to lookup the 
bitmap. Bits of the linear address used as index in the bitmap are as follows. 


¢ In legacy and compatibility mode: Bits 31:12. 
¢ In 64-bit mode (EFER.LMA=1 and CS.L=1): Bits 47:12. 


18.3.7. Other Considerations 


18.3.7.1 Intel® Transactional Synchronization Extensions (Intel® TSX) Interactions 


The XBEGIN instruction encodes the relative offset to the abort handler and hence the fallback to the abort handler 
can be considered as a “direct” branch and the abort handler does not need to have an ENDBRANCH. 


CET continues to enforce indirect CALL/JMP tracking within a transaction. Legacy compatibility treatment inside a 
transaction functions normally. If a transaction abort occurs then the processor sets the state of the indirect branch 
tracker to IDLE and not-suppressed. 


18.3.7.2 #CP(ENDBRANCH) Priority w.r.t #NM and #UD 


#NM, #UD and #CP(ENDBRANCH) are in the same priority class. Both #NM and #UD are opcode based faults. The 
#CP(ENDBRANCH) is prioritized higher than #NM and #UD as CET architecturally requires an ENDBRANCH at 
target of indirect CALL/JMP. 


18.3.7.3. #CP(ENDBRANCH) Priority w.r.t #BP and #DB 


Debug Exceptions priority is as follows. 


¢ Traps delivered before any #CP(ENDBRANCH) fault: Data breakpoint trap, IO breakpoint trap single step trap, 
task switch trap. 


* Code Breakpoint fault detected before instruction decode and delivered before #CP(ENDBRANCH). 
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* General-detect (GD) exception condition fault: Lower priority than #CP(ENDBRANCH). 
® On IRET back from #DB/#BP, the source indirect branch tracker becomes active if enabled and not suppressed. 


INT3 does not cause #CP(ENDBRANCH) to support debugger usage of replacing bytes of ENDBRANCH with INT3 to 
set breakpoints. INT3 at target of a CALL-JMP(indirect) cause #BP(INT3) instead of #CP(ENDBRANCH), 
#CP(ENDBRANCH) fault is delayed. #BP caused by INT3 treated like other events that are higher priority than CET 
fault. On IRET back from #BP the source indirect tracker becomes active if enabled and not suppressed. 


18.3.8 Constraining Speculation after Missing ENDBRANCH 


When the CET tracker is in the WAIT_FOR_ENDBRANCH state, instruction execution will be limited or blocked, even 
speculatively, if the next instruction is not an ENDBRANCH. 


This means that when indirect branch tracking is enabled and not suppressed, the instructions at the target of a 
near indirect JMP/CALL without the no-track prefix will only speculatively execute if there is an ENDBRANCH at the 
target. This can constrain both attacker controlled prediction as well as attacker controlled jump redirection attacks 
on near indirect JMPs/CALLs by reducing the gadgets available to an attacker using these techniques. Early imple- 
mentations of CET may limit the speculative execution to a small number of instructions (less than 8, with no more 
than 5 loads) past a missing ENDBRANCH, while later implementations will completely block the speculative execu- 
tion of instructions after a missing ENDBRANCH. 


This mechanism also limits or blocks speculation of the next sequential instructions after an indirect JMP or CALL, 
presuming the JMP/CALL puts the CET tracker into the WAIT_FOR_ENDBRANCH state and the next sequential 
instruction is not an ENDBRANCH. 


18.4 INTEL® TRUSTED EXECUTION TECHNOLOGY (INTEL® TXT) INTERACTIONS 


GETSEC[ENTERACCS] and GETSEC[SENTER] clear CR4.CET, and it is not restored when these instructions 
complete. 


GETSEC[EXITAC] will cause #GP(0) fault if CR4.CET is set. 


18-14 Vol. 1 


CHAPTER 19 
INPUT/OUTPUT 


In addition to transferring data to and from external memory, IA-32 processors can also transfer data to and from 
input/output ports (I/O ports). I/O ports are created in system hardware by circuity that decodes the control, data, 
and address pins on the processor. These I/O ports are then configured to communicate with peripheral devices. An 
I/O port can be an input port, an output port, or a bidirectional port. Some I/O ports are used for transmitting data, 
such as to and from the transmit and receive registers, respectively, of a serial interface device. Other I/O ports are 
used to control peripheral devices, such as the control registers of a disk controller. 


This chapter describes the processor’s I/O architecture. The topics discussed include: 
¢ I/O port addressing 

¢ 1/O instructions 

¢ I/O protection mechanism 


19.1. 1/0 PORT ADDRESSING 


The processor permits applications to access I/O ports in either of two ways: 
¢ Through a separate I/O address space 
¢ Through memory-mapped I/O 


Accessing I/O ports through the I/O address space is handled through a set of I/O instructions and a special I/O 
protection mechanism. Accessing I/O ports through memory-mapped I/O is handled with the processor’s general- 
purpose move and string instructions, with protection provided through segmentation or paging. I/O ports can be 
mapped so that they appear in the I/O address space or the physical-memory address space (memory mapped 
I/O) or both. 


One benefit of using the I/O address space is that writes to I/O ports are guaranteed to be completed before the 
next instruction in the instruction stream is executed. Thus, I/O writes to control system hardware cause the hard- 
ware to be set to its new state before any other instructions are executed. See Section 19.6, “Ordering I/O,” for 
more information on serializing of I/O operations. 


19.2 1/0 PORT HARDWARE 


From a hardware point of view, I/O addressing is handled through the processor's address lines. For the P6 family, 
Pentium 4, and Intel Xeon processors, the request command lines signal whether the address lines are being driven 
with a memory address or an I/O address; for Pentium processors and earlier IA-32 processors, the M/IO# pin indi- 
cates a memory address (1) or an I/O address (0). When the separate I/O address space is selected, it is the 
responsibility of the hardware to decode the memory-I/O bus transaction to select I/O ports rather than memory. 
Data is transmitted between the processor and an I/O device through the data lines. 


19.3. I/O ADDRESS SPACE 


The processor's I/O address space is separate and distinct from the physical-memory address space. The I/O 
address space consists of 2!© (64K) individually addressable 8-bit I/O ports, numbered 0 through FFFFH. I/O port 
addresses OF8H through OFFH are reserved. Do not assign I/O ports to these addresses. The result of an attempt 
to address beyond the I/O address space limit of FFFFH is implementation-specific; see the Developer’s Manuals for 
specific processors for more details. 


Any two consecutive 8-bit ports can be treated as a 16-bit port, and any four consecutive ports can be a 32-bit port. 
In this manner, the processor can transfer 8, 16, or 32 bits to or from a device in the I/O address space. Like words 
in memory, 16-bit ports should be aligned to even addresses (0, 2, 4, ...) so that all 16 bits can be transferred ina 
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single bus cycle. Likewise, 32-bit ports should be aligned to addresses that are multiples of four (0, 4, 8, ...). The 
processor supports data transfers to unaligned ports, but there is a performance penalty because one or more 
extra bus cycle must be used. 


The exact order of bus cycles used to access unaligned ports is undefined and is not guaranteed to remain the same 
in future IA-32 processors. If hardware or software requires that I/O ports be written to in a particular order, that 
order must be specified explicitly. For example, to load a word-length I/O port at address 2H and then another word 
port at 4H, two word-length writes must be used, rather than a single doubleword write at 2H. 


Note that the processor does not mask parity errors for bus cycles to the I/O address space. Accessing I/O ports 
through the I/O address space is thus a possible source of parity errors. 


19.3.1 | Memory-Mapped I/O 


I/O devices that respond like memory components can be accessed through the processor’s physical-memory 
address space (see Figure 19-1). When using memory-mapped I/O, any of the processor’s instructions that refer- 
ence memory can be used to access an I/O port located at a physical-memory address. For example, the MOV 
instruction can transfer data between any register and a memory-mapped I/O port. The AND, OR, and TEST 
instructions may be used to manipulate bits in the control and status registers of a memory-mapped peripheral 
device. 


Certain instructions may take an exception or VM exit after completing a memory access (either a read or a write) 
to a memory-mapped I/O address. This exception or VM exit could be due to the instruction performing multiple 
memory accesses (e.g., MOVS, PUSH mem, POP mem, PUSHAD, etc.) or could be due to the ordering of exceptions 
or VM exits within the instruction (e.g., a DIV mem that takes a #DE or a CALL that causes a task switch VM exit). 
If software later re-executes that instruction (e.g., after an IRET or VMRESUME), the MMIO (memory-mapped I/O) 
access may occur again. If the memory-mapped I/O access has a side-effect, that side-effect may be executed 
each time the memory-mapped I/O access occurs. If that is problematic, software must ensure that exceptions or 
VM exits do not occur after accessing the MMIO. 


When using memory-mapped I/O, caching of the address space mapped for I/O operations must be prevented. 
With the Pentium 4, Intel Xeon, and P6 family processors, caching of I/O accesses can be prevented by using 
memory type range registers (MTRRs) to map the address space used for the memory-mapped I/O as uncacheable 
(UC). See Chapter 11, “Memory Cache Control” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3A, for a complete discussion of the MTRRs. 


The Pentium and Intel486 processors do not support MTRRs. Instead, they provide the KEN# pin, which when held 
inactive (high) prevents caching of all addresses sent out on the system bus. To use this pin, external address 
decoding logic is required to block caching in specific address spaces. 


Physical Memory 


FFFF 


EPROM 


I/O Port 
I/O Port 
I/O Port 


0 
Figure 19-1. Memory-Mapped I/O 
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All the IA-32 processors that have on-chip caches also provide the PCD (page-level cache disable) flag in page table 
and page directory entries. This flag allows caching to be disabled on a page-by-page basis. See “Page-Directory 
and Page-Table Entries” in Chapter 4 of in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3A. 


19.4 I/O INSTRUCTIONS 


The processor’s I/O instructions provide access to I/O ports through the I/O address space. (These instructions 
cannot be used to access memory-mapped I/O ports.) There are two groups of I/O instructions: 


¢ Those that transfer a single item (byte, word, or doubleword) between an I/O port and a general-purpose 
register 


¢ Those that transfer strings of items (strings of bytes, words, or doublewords) between an I/O port and memory 


The register I/O instructions IN (input from I/O port) and OUT (output to I/O port) move data between I/O ports 
and the EAX register (32-bit I/O), the AX register (16-bit I/O), or the AL (8-bit I/O) register. The address of the I/O 
port can be given with an immediate value or a value in the DX register. 


The string I/O instructions INS (input string from I/O port) and OUTS (output string to I/O port) move data 
between an I/O port and a memory location. The address of the I/O port being accessed is given in the DX register; 
the source or destination memory address is given in the DS:ESI or ES:EDI register, respectively. 


When used with the repeat prefix REP, the INS and OUTS instructions perform string (or block) input or output 
operations. The repeat prefix REP modifies the INS and OUTS instructions to transfer blocks of data between an I/O 
port and memory. Here, the ESI or EDI register is incremented or decremented (according to the setting of the DF 
flag in the EFLAGS register) after each byte, word, or doubleword is transferred between the selected I/O port and 
memory. 


See the references for IN, INS, OUT, and OUTS in Chapter 3 and Chapter 4 of the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volumes 2A & 2B, for more information on these instructions. 


19.5 PROTECTED-MODE I/O 


When the processor is running in protected mode, the following protection mechanisms regulate access to I/O 
ports: 


¢ When accessing I/O ports through the I/O address space, two protection devices control access: 
— The I/O privilege level (IOPL) field in the EFLAGS register 
— The I/O permission bit map of a task state segment (TSS) 


¢ When accessing memory-mapped I/O ports, the normal segmentation and paging protection and the MTRRs 
(in processors that support them) also affect access to I/O ports. See Chapter 5, “Protection” and Chapter 11, 
“Memory Cache Control” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, 
for a complete discussion of memory protection. 


The following sections describe the protection mechanisms available when accessing I/O ports in the I/O address 
space with the I/O instructions. 


19.5.1 1/0 Privilege Level 


In systems where I/O protection is used, the IOPL field in the EFLAGS register controls access to the I/O address 
space by restricting use of selected instructions. This protection mechanism permits the operating system or exec- 
utive to set the privilege level needed to perform I/O. In a typical protection ring model, access to the I/O address 
space is restricted to privilege levels 0 and 1. Here, the kernel and the device drivers are allowed to perform I/O, 
while less privileged device drivers and application programs are denied access to the I/O address space. Applica- 
tion programs must then make calls to the operating system to perform I/O. 


The following instructions can be executed only if the current privilege level (CPL) of the program or task currently 
executing is less than or equal to the IOPL: IN, INS, OUT, OUTS, CLI (clear interrupt-enable flag), and STI (set 
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interrupt-enable flag). These instructions are called I/O sensitive instructions, because they are sensitive to the 
IOPL field. Any attempt by a less privileged program or task to use an I/O sensitive instruction results in a general- 
protection exception (#GP) being signaled. Because each task has its own copy of the EFLAGS register, each task 
can have a different IOPL. 


The I/O permission bit map in the TSS can be used to modify the effect of the IOPL on I/O sensitive instructions, 
allowing access to some I/O ports by less privileged programs or tasks (see Section 19.5.2, “I/O Permission Bit 
Map”). 


A program or task can change its IOPL only with the POPF and IRET instructions; however, such changes are privi- 
leged. No procedure may change the current IOPL unless it is running at privilege level 0. An attempt by a less priv- 
ileged procedure to change the IOPL does not result in an exception; the IOPL simply remains unchanged. 


The POPF instruction also may be used to change the state of the IF flag (as can the CLI and STI instructions); 
however, the POPF instruction in this case is also I/O sensitive. A procedure may use the POPF instruction to change 
the setting of the IF flag only if the CPL is less than or equal to the current IOPL. An attempt by a less privileged 
procedure to change the IF flag does not result in an exception; the IF flag simply remains unchanged. 


19.5.2 1/0 Permission Bit Map 


The I/O permission bit map is a device for permitting limited access to I/O ports by less privileged programs or 
tasks and for tasks operating in virtual-8086 mode. The I/O permission bit map is located in the TSS (see 

Figure 19-2) for the currently running task or program. The address of the first byte of the I/O permission bit map 
is given in the I/O map base address field of the TSS. The size of the I/O permission bit map and its location in the 
TSS are variable. 


Task State Segment (TSS) 
31 24 23 0 


1 A A ot 


Last byte of 
bitmap must be 
followed by a 


oe ay I/O Permission Bit Map 
I/O map base rE /(O Map Base 64H 
must not 

° S 


exceed DFFFH. 


Figure 19-2. I/O Permission Bit Map 


Because each task has its own TSS, each task has its own I/O permission bit map. Access to individual I/O ports 
can thus be granted to individual tasks. 


If in protected mode and the CPL is less than or equal to the current IOPL, the processor allows all I/O operations 
to proceed. If the CPL is greater than the IOPL or if the processor is operating in virtual-8086 mode, the processor 
checks the I/O permission bit map to determine if access to a particular I/O port is allowed. Each bit in the map 
corresponds to an I/O port byte address. For example, the control bit for I/O port address 29H in the I/O address 
space is found at bit position 1 of the sixth byte in the bit map. Before granting I/O access, the processor tests all 
the bits corresponding to the I/O port being addressed. For a doubleword access, for example, the processors tests 
the four bits corresponding to the four adjacent 8-bit port addresses. If any tested bit is set, a general-protection 
exception (#GP) is signaled. If all tested bits are clear, the I/O operation is allowed to proceed. 
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Because I/O port addresses are not necessarily aligned to word and doubleword boundaries, the processor reads 
two bytes from the I/O permission bit map for every access to an I/O port. To prevent exceptions from being gener- 
ated when the ports with the highest addresses are accessed, an extra byte needs to be included in the TSS imme- 
diately after the table. This byte must have all of its bits set, and it must be within the segment limit. 


It is not necessary for the I/O permission bit map to represent all the I/O addresses. I/O addresses not spanned by 
the map are treated as if they had set bits in the map. For example, if the TSS segment limit is 10 bytes past the 
bit-map base address, the map has 11 bytes and the first 80 I/O ports are mapped. Higher addresses in the I/O 
address space generate exceptions. 


If the I/O bit map base address is greater than or equal to the TSS segment limit, there is no I/O permission map, 
and all I/O instructions generate exceptions when the CPL is greater than the current IOPL. 


19.6 ORDERING I/O 


When controlling I/O devices it is often important that memory and I/O operations be carried out in precisely the 
order programmed. For example, a program may write a command to an I/O port, then read the status of the I/O 
device from another I/O port. It is important that the status returned be the status of the device after it receives 
the command, not before. 


When using memory-mapped I/O, caution should be taken to avoid situations in which the programmed order is 
not preserved by the processor. To optimize performance, the processor allows cacheable memory reads to be 
reordered ahead of buffered writes in most situations. Internally, processor reads (cache hits) can be reordered 
around buffered writes. When using memory-mapped I/O, therefore, it is possible that an I/O read might be 
performed before the memory write of a previous instruction. The recommended method of enforcing program 
ordering of memory-mapped I/O accesses with the Pentium 4, Intel Xeon, and P6 family processors is to use the 
MTRRs to make the memory mapped I/O address space uncacheable; for the Pentium and Intel486 processors, 
either the KEN# pin or the PCD flags can be used for this purpose (see Section 19.3.1, ‘“Memory-Mapped I/O”). 


When the target of a read or write is in an uncacheable region of memory, memory reordering does not occur 
externally at the processor's pins (that is, reads and writes appear in-order). Designating a memory mapped I/O 
region of the address space as uncacheable ensures that reads and writes of I/O devices are carried out in program 
order. See Chapter 11, “Memory Cache Control” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3A, for more information on using MTRRs. 


Another method of enforcing program order is to insert one of the serializing instructions, such as the CPUID 
instruction, between operations. See Chapter 8, “Multiple-Processor Management” in the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 3A, for more information on serialization of instructions. 


It should be noted that the chip set being used to support the processor (bus controller, memory controller, and/or 
I/O controller) may post writes to uncacheable memory which can lead to out-of-order execution of memory 
accesses. In situations where out-of-order processing of memory accesses by the chip set can potentially cause 
faulty memory-mapped I/O processing, code must be written to force synchronization and ordering of I/O opera- 
tions. Serializing instructions can often be used for this purpose. 


When the I/O address space is used instead of memory-mapped I/O, the situation is different in two respects: 


¢ The processor never buffers I/O writes. Therefore, strict ordering of I/O operations is enforced by the 
processor. (As with memory-mapped I/O, it is possible for a chip set to post writes in certain I/O ranges.) 


¢ The processor synchronizes I/O instruction execution with external bus activity (see Table 19-1). 
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Table 19-1. 1/0 Instruction Serialization 


Processor Delays Execution of ... Until Completion of ... 
Instruction Being 
Executed Current Instruction? Next Instruction? Pending Stores? Current Store? 
IN Yes Yes 
INS Yes Yes 
REP INS Yes Yes 
OUT Yes Yes Yes 
OUTS Yes Yes Yes 
REP OUTS Yes Yes Yes 


19-6 Vol. 1 


CHAPTER 20 
PROCESSOR IDENTIFICATION AND FEATURE DETERMINATION 


When writing software intended to run on IA-32 processors, it is necessary to identify the type of processor present 
in a system and the processor features that are available to an application. 


20.1 USING THE CPUID INSTRUCTION 


Use the CPUID instruction for processor identification in the Pentium M processor family, Pentium 4 processor 
family, Intel Xeon processor family, P6 family, Pentium processor, and later Intel486 processors. This instruction 
returns the family, model and (for some processors) a brand string for the processor that executes the instruction. 
It also indicates the features that are present in the processor and gives information about the processor’s caches 
and TLB. 


The ID flag (bit 21) in the EFLAGS register indicates support for the CPUID instruction. If a software procedure can 
set and clear this flag, the processor executing the procedure supports the CPUID instruction. The CPUID instruc- 
tion will cause the invalid opcode exception (#UD) if executed on a processor that does not support it. 


To obtain processor identification information, a source operand value is placed in the EAX register to select the 
type of information to be returned. When the CPUID instruction is executed, selected information is returned in the 
EAX, EBX, ECX, and EDX registers. For a complete description of the CPUID instruction, tables indicating values 
returned, and example code, see CPUID—CPU Identification in Chapter 3 of the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 2A. 


20.1.1 Notes on Where to Start 
The following guidelines are among the most important, and should always be followed when using the CPUID 
instruction to determine available features: 


¢ Always begin by testing for the “GenuineIntel,” message in the EBX, EDX, and ECX registers when the CPUID 
instruction is executed with EAX equal to 0. If the processor is not genuine Intel, the feature identification flags 
may have different meanings than are described in Intel documentation. 


° Test feature identification flags individually and do not make assumptions about undefined bits. 


20.1.2 Identification of Earlier IA-32 Processors 


The CPUID instruction is not available in earlier IA-32 processors up through the earlier Intel486 processors. For 
these processors, several other architectural features can be exploited to identify the processor. 


The settings of bits 12 and 13 (IOPL), 14 (NT), and 15 (reserved) in the EFLAGS register are different for Intel’s 32- 
bit processors than for the Intel 8086 and Intel 286 processors. By examining the settings of these bits (with the 
PUSHF/PUSHFD and POPF/POPFD instructions), an application program can determine whether the processor is an 
8086, Intel 286, or one of the Intel 32-bit processors: 


* 8086 processor — Bits 12 through 15 of the EFLAGS register are always set. 

¢ Intel 286 processor — Bits 12 through 15 are always clear in real-address mode. 

° 32-bit processors — In real-address mode, bit 15 is always clear and bits 12 through 14 have the last value 
loaded into them. In protected mode, bit 15 is always clear, bit 14 has the last value loaded into it, and the IOPL 
bits depend on the current privilege level (CPL). The IOPL field can be changed only if the CPL is 0. 

Other EFLAGS register bits that can be used to differentiate between the 32-bit processors: 


¢ Bit 18 (AC) — Implemented only on the Pentium 4, Intel Xeon, P6 family, Pentium, and Intel486 processors. 
The inability to set or clear this bit distinguishes an Intel386 processor from the later IA-32 processors. 


¢ Bit 21 (ID) — Determines if the processor is able to execute the CPUID instruction. The ability to set and clear 
this bit indicates that it is a Pentium 4, Intel Xeon, P6 family, Pentium, or later-version Intel486 processor. 
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To determine whether an x87 FPU or Numeric Processor Extension (NPX) is present in a system, applications can 
write to the x87 FPU status and control registers using the FNINIT instruction and then verify that the correct 
values are read back using the FNSTENV instruction. 


After determining that an x87 FPU or NPX is present, its type can then be determined. In most cases, the processor 
type will determine the type of FPU or NPX; however, an Intel386 processor is compatible with either an Intel 287 
or Intel 387 math coprocessor. 


The method the coprocessor uses to represent - (after the execution of the FINIT, FNINIT, or RESET instruction) 
indicates which coprocessor is present. The Intel 287 math coprocessor uses the same bit representation for +0 
and —co; whereas, the Intel 387 math coprocessor uses different representations for +o and —~~. 
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EFLAGS CROSS-REFERENCE 


A.1 EFLAGS AND INSTRUCTIONS 


Table A-2 summarizes how the instructions affect the flags in the EFLAGS register. The following codes describe 
how the flags are affected. 


Table A-1. Codes Describing Flags 


Instruction tests flag. 


T 
M Instruction modifies flag (either sets or resets depending on operands). 
0 Instruction resets flag. 

1 Instruction sets flag. 

— Instruction’s effect on flag is undefined. 


R Instruction restores prior value of flag. 


Blank Instruction does not affect flag. 


Table A-2. EFLAGS Cross-Reference 

Instruction OF SF ZF AF PF CF TF IF DF NT RF 
AAA _ _ — T™ _ M 
AAD — 
AAM _ 
AAS _ — _ T™ _ M 
ADC M M M M M ™ 
ADD M M M M M 
0 M M M 

M 


AND 
ARPL 
BOUND 
BSF/BSR a — M a a a 
BSWAP 
BT/BTS/BTR/BTC = = = = M 
CALL 
CBW 
CLC 0 
CLD 0 
CLI 0 
CLTS 
CMC 
CMOVcc T T T T T 
CMP M M M M 


Vol.1 A-1 


EFLAGS CROSS-REFERENCE 


Table A-2. EFLAGS Cross-Reference (Contd.) 


Instruction 


OF 


SF 


ZF 


AF 


PF 


CF 


TF 


DF 


NT 


RF 


CMPS 


M 


M 


M 


CMPXCHG 


M 


M 


M 


CMPXCHG8B 


COMISD 


COMISS 


Z\/3/48/8/58 


x 


CPUID 


CwD 


DAA 


x 


x 


™ 


x 


™ 


DAS 


x 


x 


™ 


x 


™ 


DEC 


x 


x 


x 


DIV 


ENTER 


ESC 


FCMOVcc 


FCOMI, FCOMIP, FUCOMI, FUCOMIP 


HLT 


IDIV 


IMUL 


INT 


INTO 


INVD 


INVLPG 


UCOMISD 


UCOMISS 


IRET 


Jcc 


o4|w)o|;o 


4) wvm;o/;o 


4H) vA\|s\|s 


4/ | s\/5 


4H, vA\|s\/s 


JCXzZ 


|MP 


LAHF 


LAR 


LDS/LES/LSS/LFS/LGS 


LEA 


LEAVE 


LGDT/LIDT/LLDT/LMSW 


LOCK 
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EFLAGS CROSS-REFERENCE 


Instruction 


OF 


SF 


ZF 


AF 


PF 


CF 


TF 


DF NT RF 


LODS 


LOOP 


LOOPE/LOOPNE 


LSL 


LTR 


MONITOR 


MWAIT 


MOV 


MOV control, debug, test 


MOVS 


MOVSX/MOVZX 


MUL 


NEG 


NOP 


NOT 


OR 


OUT 


OUTS 


POP/POPA 


POPF 


PUSH/PUSHA/PUSHF 


RCL/RCR 1 


™ 


RCL/RCR count 


™ 


RDMSR 


RDPMC 


RDTSC 


REP/REPE/REPNE 


RET 


ROL/ROR 1 


ROL/ROR count 


RSM 


SAHF 


SAL/SAR/SHL/SHR 1 


SAL/SAR/SHL/SHR count 


Z| S3\/a\ 3/5/53 


SBB 


SCAS 


SETcc 


4\/3/ 


a4\/S/S/3/85/D/8 


a\/Ss/s|\/3/8\/a/\8 


Aa\/S/S/8/8/0/8 


SGDT/SIDT/SLDT/SMSW 
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Table A-2. EFLAGS Cross-Reference (Contd.) 


Instruction 


OF 


SF 


ZF 


AF 


PF 


CF 


TF 


DF 


NT 


RF 


SHLD/SHRD 


M 


M 


M 


STC 


STD 


STI 


STOS 


STR 


SUB 


TEST 


UD 


VERR/VERRW 


WAIT 


WBINVD 


WRMSR 


XADD 


XCHG 


XLAT 


XOR 
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EFLAGS CONDITION CODES 


B.1 CONDITION CODES 

Table B-1 lists condition codes that can be queried using CMOVcc, FCMOVcc, Jcc, and SETcc. Condition codes refer 
to the setting of one or more status flags (CF, OF, SF, ZF, and PF) in the EFLAGS register. In the table below: 

¢ The “Mnemonic” column provides the suffix (cc) added to the instruction to specify a test condition. 

* “Condition Tested For” describes the targeted condition. 

¢ “Instruction Subcode” provides the opcode suffix added to the main opcode to specify the test condition. 

¢ “Status Flags Setting” describes the flag setting. 


Table B-1. EFLAGS Condition Codes 


Instruction 
Mnemonic (cc) Condition Tested For Subcode Status Flags Setting 
) Overflow 0000 OF =1 
NO No overflow 0001 OF =0 
B Below 0010 CF=1 
NAE Neither above nor equal 
NB Not below 0011 CF=0 
AE Above or equal 
E Equal 0100 ZF=1 
Z Zero 
NE Not equal 0101 ZF=0 
NZ Not zero 
BE Below or equal 0110 (CF OR ZF) = 1 
NA Not above 
NBE Neither below nor equal 0111 (CF OR ZF) = 0 
A Above 
S Sign 1000 SF =1 
NS No sign 1001 SF =0 
P Parity 1010 PF=1 
PE Parity even 
NP No parity 1011 PF=0 
PO Parity odd 
L Less 1100 (SF XOR OF) = 1 
NGE Neither greater nor equal 
NL Not less 1101 (SF XOR OF) = 0 
GE Greater or equal 
LE Less or equal 1110 ((SF XOR OF) OR ZF) = 1 
NG Not greater 
NLE Neither less nor equal 1111 ((SF XOR OF) OR ZF) = 0 
G Greater 


Many of the test conditions are described in two different ways. For example, LE (less or equal) and NG (not 
greater) describe the same test condition. Alternate mnemonics are provided to make code more intelligible. 
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The terms “above” and “below” are associated with the CF flag and refer to the relation between two unsigned 
integer values. The terms “greater” and “less” are associated with the SF and OF flags and refer to the relation 
between two signed integer values. 
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APPENDIX C 
FLOATING-POINT EXCEPTIONS SUMMARY 


C.1 OVERVIEW 


This appendix shows which of the floating-point exceptions can be generated for: 
°® x87 FPU instructions — see Table C-2 

¢ SSE instruction — see Table C-3 

¢ SSE2 instructions — see Table C-4 

¢ SSE3 instructions — see Table C-5 

° SSE4 instructions — see Table C-6 


Table C-1 lists types of floating-point exceptions that potentially can be generated by the x87 FPU and by 
SSE/SSE2/SSE3 instructions. 


Table C-1. x87 FPU and SIMD Floating-Point Exceptions 


Floating- 

point 

Exception Description 

#IS Invalid-operation exception for stack underflow or stack overflow (can only be generated for x87 FPU instructions)* 
#IA or #Il Invalid-operation exception for invalid arithmetic operands and unsupported formats* 
#D Denormal-operand exception 

#Z Divide-by-zero exception 

#0 Numeric-overflow exception 

#U Numeric-underflow exception 

#P Inexact-result (precision) exception 

NOTE: 


* The x87 FPU instruction set generates two types of invalid-operation exceptions: #IS (stack underflow or stack overflow) and #IA 
(invalid arithmetic operation due to invalid arithmetic operands or unsupported formats). SSE/SSE2/SSE3 instructions potentially 
generate #1 (invalid operation exceptions due to invalid arithmetic operands or unsupported formats). 


The floating point exceptions shown in Table C-1 (except for #D and #I1S) are defined in IEEE Standard 754-1985 
for Binary Floating-Point Arithmetic. See Section 4.9.1, “Floating-Point Exception Conditions,” for a detailed discus- 
sion of floating-point exceptions. 


C.2 X87 FPU INSTRUCTIONS 


Table C-2 lists the x87 FPU instructions in alphabetical order. For each instruction, it summarizes the floating-point 
exceptions that the instruction can generate. 


Table C-2. Exceptions Generated with x87 FPU Floating-Point Instructions 


Mnemonic Instruction #IS | #IA | #D | #Z | #0 | HU | #P 
F2XM1 Exponential Y Y Y Y Y 
FABS Absolute value Y 
FADD(P) Add floating-point Y;| Y/Y Y) YY 
FBLD BCD load Y 


Vol.1 C-1 


FLOATING-POINT EXCEPTIONS SUMMARY 


Table C-2. Exceptions Generated with x87 FPU Floating-Point Instructions (Contd.) 


C-2 Vol.1 


Mnemonic Instruction #IS | #IA | #D | #Z | #0 | HU | #P 
FBSTP BCD store and pop Y Y Y 
FCHS Change sign Y 
FCLEX Clear exceptions 
FCMOVcc Floating-point conditional move 
FCOM, FCOMP, FCOMPP Compare floating-point Y 
FCOMI, FCOMIP, FUCOMI, Compare floating-point and set EFLAGS Y 
FUCOMIP 
FCOS Cosine Y Y Y Y 
FDECSTP Decrement stack pointer 
FDIV(R)(P) Divide floating-point Y;)/Y]}Y¥]}Y¥]}Y]_Y]Y 
FFREE Free register 
FIADD Integer add Y Y Y Y Y Y 
FICOM(P) Integer compare Y Y Y 
FIDIV Integer divide Y Y Y Y 
FIDIVR Integer divide reversed Y Y Y Y Y 
FILD Integer load Y 
FIMUL Integer multiply Y Y Y Y Y Y 
FINCSTP Increment stack pointer 
FINIT Initialize processor 
FIST(P) Integer store Y 
FISTTP Truncate to integer Y 

(SSE3 instruction) 

FISUB(R) Integer subtract Y Y Y Y) YY 
FLD extended or stack Load floating-point Y 
FLD single or double Load floating-point Y Y Y 
FLD1 Load + 1.0 Y 
FLDCW Load Control word Y Y Y 4 
FLDENV Load environment Y ¥ Y ¥ 
FLDLZE Load logze Y 
FLDL2T Load logz10 Y 
FLDLG2 Load log; 92 Y 
FLDLN2 Load loge2 Y 
FLDPI Load x Y 
FLDZ Load + 0.0 MA 
FMUL(P) Multiply floating-point Y Y Y Y Y Y 
FNOP No operation 
FPATAN Partial arctangent Y Y Y 
FPREM Partial remainder Y 
FPREM1 IEEE partial remainder Y 
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Table C-2. Exceptions Generated with x87 FPU Floating-Point Instructions (Contd.) 


Mnemonic Instruction #IS | #IA | #D | #Z | #0 | #U | #P 

FPTAN Partial tangent Y Y 
FRNDINT Round to integer Y 
FRSTOR Restore state Y Y Y;|Y}Y}Y4Y 
FSAVE Save state 
FSCALE Scale Y/ Y/Y Y Y 
FSIN Sine Y/Y]Y Y 
FSINCOS Sine and cosine Y Y Y Y 
FSQRT Square root Y Y Y Y 
FST(P) stack or extended | Store floating-point Y 
FST(P) single or double Store floating-point Y Y Y Y Y 
FSTCW Store control word 
FSTENV Store environment 
FSTSW (AX) Store status word 
FSUB(R)(P) Subtract floating-point Y Y|Y]Y 
FTST Test Y 
FUCOM(P)(P) Unordered compare floating-point Y 
FWAIT CPU Wait 
FXAM Examine 
FXCH Exchange registers Y 
FXTRACT Extract Y Y 
FYL2X Logarithm Y Y 
FYL2XP1 Logarithm epsilon Y Y 

Os SSE INSTRUCTIONS 

Table C-3 lists SSE instructions with at least one of the following characteristics: 

¢ have floating-point operands 

°* generate floating-point results 

¢ read or write floating-point status and control information 

The table also summarizes the floating-point exceptions that each instruction can generate. 

Table C-3. Exceptions Generated with SSE Instructions 
Mnemonic Instruction #1 | #D | #Z | #0 | #U | #P 

ADDPS Packed add. Y 
ADDSS Scalar add. Y 
ANDNPS Packed logical INVERT and AND. 
ANDPS Packed logical AND. 
CMPPS Packed compare. 
CMPSS Scalar compare. 
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Table C-3. Exceptions Generated with SSE Instructions (Contd.) 


Mnemonic Instruction #1 | #D | #Z | #0 | #U | #P 

COMISS Scalar ordered compare lower SP FP numbers and set the status Y Y 
flags. 

CVTPI2ZPS Convert two 32-bit signed integers from MM2/Mem to two SP FP. Y 

CVTPS2PI Convert lower two SP FP from XMM/Mem to two 32-bit signed Y 
integers in MM using rounding specified by MXCSR. 

CVTSI2SS Convert one 32-bit signed integer from Integer Reg/Mem to one Y 
SP FP. 

CVTSS2SI Convert one SP FP from XMM/Mem to one 32-bit signed integer Y Y 
using rounding mode specified by MXCSR, and move the result to 
an integer register. 

CVTTPS2PI Convert two SP FP from XMM2/Mem to two 32-bit signed Y Y 
integers in MM1 using truncate. 

CVTTSS2SI Convert lowest SP FP from XMM/Mem to one 32-bit signed Y Y 
integer using truncate, and move the result to an integer register. 

DIVPS Packed divide. 

DIVSS Scalar divide. Mi Y Y Y 

LDMXCSR Load control/status word. 

MAXPS Packed maximum. ¥ Y 

MAXSS Scalar maximum. Y Y 

MINPS Packed minimum. Y Y 

MINSS Scalar minimum. ¥ Y 

MOVAPS Move four packed SP values. 

MOVHLPS Move packed SP high to low. 

MOVHPS Move two packed SP values between memory and the high half of 
an XMM register. 

MOVLHPS Move packed SP low to high. 

MOVLPS Move two packed SP values between memory and the low half of 
an XMM register. 

MOVMSKPS Move sign mask to r32. 

MOVSS Move scalar SP number between an XMM register and memory or 
a second XMM register. 

MOVUPS Move unaligned packed data. 

MULPS Packed multiply. 

MULSS Scalar multiply. 

ORPS Packed OR. 

RCPPS Packed reciprocal. 

RCPSS Scalar reciprocal. 

RSQRTPS Packed reciprocal square root. 

RSQRTSS Scalar reciprocal square root. 

SHUFPS Shuffle. 

SQRTPS Square Root of the packed SP FP numbers. 

SQRTSS Scalar square root. 
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FLOATING-POINT EXCEPTIONS SUMMARY 


Table C-3. Exceptions Generated with SSE Instructions (Contd.) 


Mnemonic Instruction #1 | #D | #Z | #0 | #U | #P 
STMXCSR Store control/status word. 
SUBPS Packed subtract. 
SUBSS Scalar subtract. 
UCOMISS Unordered compare lower SP FP numbers and set the status flags. 
UNPCKHPS Interleave SP FP numbers. 
UNPCKLPS Interleave SP FP numbers. 
XORPS Packed XOR. 


C.4 SSE2 INSTRUCTIONS 


Table C-4 lists SSE2 instructions with at least one of the following characteristics: 


¢ floating-point operands 


¢ floating point results 


For each instruction, the table summarizes the floating-point exceptions that the instruction can generate. 


Table C-4. Exceptions Generated with SSE2 Instructions 


Instruction Description #1 | #D | #Z | #0 | HU | #P 
ADDPD Add two packed DP FP numbers from XMM2/Mem to XMM1. Y Y 
ADDSD Add the lower DP FP number from XMM2/Mem to XMM1. Y Y 
ANDNPD Invert the 128 bits in XMM1and then AND the result with 128 bits 
from XMM2/Mem. 
ANDPD Logical And of 128 bits from XMM2/Mem to XMM1 register. 
CMPPD Compare packed DP FP numbers from XMM2/Mem to packed DP Y Y 
FP numbers in XMM1 register using imm8 as predicate. 
CMPSD Compare lowest DP FP number from XMM2/Mem to lowest DP FP | Y Y 
number in XMM1 register using imm8 as predicate. 
COMISD Compare lower DP FP number in XMM1 register with lower DPFP | Y Y 
number in XMM2/Mem and set the status flags accordingly 
CVTDQ2PS Convert four 32-bit signed integers from XMM/Mem to four SP FP. 
CVTPS2DQ Convert four SP FP from XMM/Mem to four 32-bit signed integers | Y 
in XMM using rounding specified by MXCSR. 
CVTTPS2DQ Convert four SP FP from XMM/Mem to four 32-bit signed integers | Y Y 
in XMM using truncate. 
CVTDQ2PD Convert two 32-bit signed integers in XMM2/Mem to 2 DP FP in 
xmm1 using rounding specified by MXCSR. 
CVTPD2DQ Convert two DP FP from XMM2/Mem to two 32-bit signed Y Y 
integers in xmm1 using rounding specified by MXCSR. 
CVTPD2PI Convert lower two DP FP from XMM/Mem to two 32-bit signed Y Y 
integers in MM using rounding specified by MXCSR. 
CVTPD2PS Convert two DP FP to two SP FP. Y Y Y Y Y 
CVTPI2PD Convert two 32-bit signed integers from MM2/Mem to two DP FP. 
CVTPS2PD Convert two SP FP to two DP FP. Y Y 
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Table C-4. Exceptions Generated with SSE2 Instructions (Contd.) 


Instruction 


Description 


#l 


#D 


#Z 


#0 


#U 


#P 


CVTSD2SI 


Convert one DP FP from XMM/Mem to one 32 bit signed integer 
using rounding mode specified by MXCSR, and move the result to 
an integer register. 


Y 


CVTSD2SS 


Convert scalar DP FP to scalar SP FP. 


CVTSI2SD 


Convert one 32-bit signed integer from Integer Reg/Mem to one 
DP FP. 


CVTSS2SD 


Convert scalar SP FP to scalar DP FP. 


CVTTPD2DQ 


Convert two DP FP from XMM2/Mem to two 32-bit signed 
integers in XMM1 using truncate. 


CVTTPD2PI 


Convert two DP FP from XMM2/Mem to two 32-bit signed 
integers in MM1 using truncate. 


CVTTSD2SI 


Convert lowest DP FP from XMM/Mem to one 32 bit signed 
integer using truncate, and move the result to an integer register. 


DIVPD 


Divide packed DP FP numbers in XMM1 by XMM2/Mem 


DIVSD 


Divide lower DP FP numbers in XMM1 by XMM2/Mem 


MAXPD 


Return the maximum DP FP numbers between XMM2/Mem and 
XMM1. 


MAXSD 


Return the maximum DP FP number between the lower DP FP 
numbers from XMM2/Mem and XMM1. 


MINPD 


Return the minimum DP numbers between XMM2/Mem and 
XMM1. 


MINSD 


Return the minimum DP FP number between the lowest DP FP 
numbers from XMM2/Mem and XMM1. 


MOVAPD 


Move 128 bits representing 2 packed DP data from XMM2/Mem to 
XMM1 register. 


Or Move 128 bits representing 2 packed DP from XMM1 register 
to XMM2/Mem. 


MOVHPD 


Move 64 bits representing one DP operand from Mem to upper 
field of XMM register. 


Or move 64 bits representing one DP operand from upper field of 
XMM register to Mem. 


MOVLPD 


Move 64 bits representing one DP operand from Mem to lower 
field of XMM register. 


Or move 64 bits representing one DP operand from lower field of 
XMM register to Mem. 


MOVMSKPD 


Move the sign mask to r32. 


MOVSD 


Move 64 bits representing one scalar DP operand from 
XMM2/Mem to XMM1 register. 


Or move 64 bits representing one scalar DP operand from XMM1 
register to XMM2/Mem. 


MOVUPD 


Move 128 bits representing 2 DP data from XMM2/Mem to XMM1 
register. 


Or move 128 bits representing 2 DP data from XMM1 register to 
XMM2/Mem. 


MULPD 
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Multiply packed DP FP numbers in XMM2/Mem to XMM1. 


FLOATING-POINT EXCEPTIONS SUMMARY 


Table C-4. Exceptions Generated with SSE2 Instructions (Contd.) 


Instruction Description #1 | #D | #Z | #0 | HU | #P 
MULSD Multiply the lowest DP FP number in XMM2/Mem to XMM1. Y Y Y Y Y 
ORPD OR 128 bits from XMM2/Mem to XMM1 register. 
SHUFPD Shuffle Double. 
SQRTPD Square Root Packed Double-Precision Y Y Y 
SQRTSD Square Root Scaler Double-Precision Y Y Y 
SUBPD Subtract Packed Double-Precision. Y Y Y Y 
SUBSD Subtract Scaler Double-Precision. Y Y Y Y 
UCOMISD Compare lower DP FP number in XMM1 register with lower DPFP | Y Y 
number in XMM2/Mem and set the status flags accordingly. 
UNPCKHPD Interleaves DP FP numbers from the high halves of XMM1 and 
XMM2/Mem into XMM1 register. 
UNPCKLPD Interleaves DP FP numbers from the low halves of XMM1 and 
XMM2/Mem into XMM1 register. 
XORPD XOR 128 bits from XMM2/Mem to XMM1 register. 
C.5 SSE3 INSTRUCTIONS 
Table C-5 lists the SSE3 instructions that have at least one of the following characteristics: 
° have floating-point operands 
°* generate floating-point results 
For each instruction, the table summarizes the floating-point exceptions that the instruction can generate. 
Table C-5. Exceptions Generated with SSE3 Instructions 
Instruction Description #1 | #D | #Z | #0 | #U | #P 
ADDSUBPD Add /Sub packed DP FP numbers from XMM2/Mem to XMM1. Y Y Y Y Y 
ADDSUBPS Add /Sub packed SP FP numbers from XMM2/Mem to XMM1. Y Y Y Y Y 
FISTTP See Table C-2. Y Y 
HADDPD Add horizontally packed DP FP numbers XMM2/Mem to XMM1. Y Y Y Y Y 
HADDPS Add horizontally packed SP FP numbers XMM2/Mem to XMM1 Y Y Y Y Y 
HSUBPD Sub horizontally packed DP FP numbers XMM2/Mem to XMM1 Y Y Y Y Y 
HSUBPS Sub horizontally packed SP FP numbers XMM2/Mem to XMM1 Y Y Y Y Y 


Other SSE3 instructions do not generate floating-point exceptions. 


C.6 


C.7 


SSSE3 INSTRUCTIONS 


SSSE3 instructions operate on integer data elements. They do not generate floating-point exceptions. 


SSE4 INSTRUCTIONS 


Table C-6 lists the SSE4.1 instructions that generate floating-point results. 


For each instruction, the table summarizes the floating-point exceptions that the instruction can generate. 
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FLOATING-POINT EXCEPTIONS SUMMARY 


Table C-6. Exceptions Generated with SSE4 Instructions 


Instruction Description #1 |) 4D | #Z | #0 | HU | #P 
DPPD DP FP dot product. Y Y Y Y Y 
DPPS SP FP dot product. Y Y Y Y Y 
ROUNDPD Round packed DP FP values to integer FP values. Y yl 
ROUNDPS Round packed SP FP values to integer FP values. Y yl 
ROUNDSD Round scalar DP FP value to integer FP value. Y yl 
ROUNDSS Round scalar SP FP value to integer FP value. Y yl 
NOTES: 


1. If bit 3 of immediate operand is 0 


Other SSE4.1 instructions and SSE4.2 instructions do not generate floating-point exceptions. 
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APPENDIX D 
GUIDELINES FOR WRITING SIMD FLOATING-POINT EXCEPTION 
HANDLERS 


See Section 11.5, “SSE, SSE2, and SSE3 Exceptions,” for a detailed discussion of SIMD floating-point exceptions. 


This appendix considers only SSE/SSE2/SSE3 instructions that can generate numeric (SIMD floating-point) excep- 
tions, and gives an overview of the necessary support for handling such exceptions. This appendix does not 
address instructions that do not generate floating-point exceptions (such as RSQRTSS, RSQRTPS, RCPSS, or 
RCPPS), any x87 instructions, or any unlisted instruction. 


For detailed information on which instructions generate numeric exceptions, and a listing of those exceptions, refer 
to Appendix C, “Floating-Point Exceptions Summary.” Non-numeric exceptions are handled in a way similar to that 
for the standard IA-32 instructions. 


D.1 TWO OPTIONS FOR HANDLING FLOATING-POINT EXCEPTIONS 


Just as for x87 FPU floating-point exceptions, the processor takes one of two possible courses of action when an 
SSE/SSE2/SSE3 instruction raises a floating-point exception: 


° If the exception being raised is masked (by setting the corresponding mask bit in the MXCSR to 1), thena 
default result is produced which is acceptable in most situations. No external indication of the exception is 
given, but the corresponding exception flags in the MXCSR are set and may be examined later. Note though 
that for packed operations, an exception flag that is set in the MXCSR will not tell which of the sub-operands 
caused the event to occur. 


¢ If the exception being raised is not masked (by setting the corresponding mask bit in the MXCSR to 0), a 
software exception handler previously registered by the user with operating system support will be invoked 
through the SIMD floating-point exception (#XM, exception 19). This case is discussed below in Section D.2, 
“Software Exception Handling.” 


D.2 SOFTWARE EXCEPTION HANDLING 


The #XM handler is usually part of the system software (the operating system kernel). Note that an interrupt 
descriptor table (IDT) entry must have been previously set up for exception 19 (refer to Chapter 6, “Interrupt and 
Exception Handling,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A). Some 
compilers use specific run-time libraries to assist in floating-point exception handling. If any x87 FPU floating-point 
operations are going to be performed that might raise floating-point exceptions, then the exception handling 
routine must either disable all floating-point exceptions (for example, loading a local control word with FLDCW), or 
it must be implemented as re-entrant. If this is not the case, the routine has to clear the status flags for x87 FPU 
exceptions or to mask all x87 FPU floating-point exceptions. For SIMD floating-point exceptions though, the excep- 
tion flags in MXCSR do not have to be cleared, even if they remain unmasked (but they may still be cleared). Excep- 
tions are in this case precise and occur immediately, and a SIMD floating-point exception status flag that is set 
when the corresponding exception is unmasked will not generate an exception. 


Typical actions performed by this low-level exception handling routine are: 
¢ Incrementing an exception counter for later display or printing 
¢ Printing or displaying diagnostic information (e.g. the MXCSR and XMM registers) 


¢ Aborting further execution, or using the exception pointers to build an instruction that will run without 
exception and executing it 


° Storing information about the exception in a data structure that will be passed to a higher level user exception 
handler 


In most cases (and this applies also to SSE/SSE2/SSE3 instructions), there will be three main components of a low- 
level floating-point exception handler: a prologue, a body, and an epilogue. 
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The prologue performs functions that must be protected from possible interruption by higher-priority sources - 
typically saving registers and transferring diagnostic information from the processor to memory. When the critical 
processing has been completed, the prologue may re-enable interrupts to allow higher-priority interrupt handlers 
to preempt the exception handler (assuming that the interrupt handler was called through an interrupt gate, 
meaning that the processor cleared the interrupt enable (IF) flag in the EFLAGS register - refer to Section 6.5.1, 
“Call and Return Operation for Interrupt or Exception Handling Procedures”). 


The body of the exception handler examines the diagnostic information and makes a response that is application- 
dependent. It may range from halting execution, to displaying a message, to attempting to fix the problem and 
then proceeding with normal execution, to setting up a data structure, calling a higher-level user exception handler 
and continuing execution upon return from it. This latter case will be assumed in Section D.4, “SIMD Floating-Point 
Exceptions and the IEEE Standard 754” below. 


Finally, the epilogue essentially reverses the actions of the prologue, restoring the processor state so that normal 
execution can be resumed. 


The following example represents a typical exception handler. To link it with Example D-2 that will follow in Section 
D.4.3, “Example SIMD Floating-Point Emulation Implementation,” assume that the body of the handler (not shown 
here in detail) passes the saved state to a routine that will examine in turn all the sub-operands of the excepting 
instruction, invoking a user floating-point exception handler if a particular set of sub-operands raises an unmasked 
(enabled) exception, or emulating the instruction otherwise. 


Example D-1. SIMD Floating-Point Exception Handler 
SIMD_FP_EXC_HANDLER PROC 


;PROLOGUE 
SAVE REGISTERS THAT MIGHT BE USED BY THE EXCEPTION HANDLER 
PUSH EBP SAVE EBP 
PUSH EAX SAVE EAX 
MOV EBP, ESP SAVE ESP in EBP 
SUB ESP, 512 ;ALLOCATE 512 BYTES 
AND ESP, OfffffffOh *MAKE THE ADDRESS 16-BYTE ALIGNED 
FXSAVE [ESP] SAVE FP, MMX, AND SIMD FP STATE 
PUSH [EBP+EFLAGS_OFFSET] ;COPY OLD EFLAGS TO STACK TOP 
POPFD ;RESTORE THE INTERRUPT ENABLE FLAG IF 
‘TO VALUE BEFORE SIMD FP EXCEPTION 
;BODY 
;APPLICATION-DEPENDENT EXCEPTION HANDLING CODE GOES HERE 
LDMXCSR LOCAL_MXCSR ;LOAD LOCAL MXCSR VALUE IF NEEDED 
;EPILOGUE 
FXRSTOR [ESP] ;RESTORE MODIFIED STATE IMAGE 
MOV ESP, EBP ;DE-ALLOCATE STACK SPACE 
POP EAX ;RESTORE EAX 
POP EBP ;RESTORE EBP 
IRET ‘RETURN TO INTERRUPTED CALCULATION 


SIMD_FP_EXC_HANDLER ENDP 
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D.3 EXCEPTION SYNCHRONIZATION 


An SSE/SSE2/SSE3 instruction can execute in parallel with other similar instructions, with integer instructions, and 
with floating-point or MMX instructions. Unlike for x87 instructions, special precaution for exception synchroniza- 
tion is not necessary in this case. This is because floating-point exceptions for SSE/SSE2/SSE3 instructions occur 
immediately and are not delayed until a subsequent floating-point instruction is executed. However, floating- 
point emulation may be necessary when unmasked floating-point exceptions are generated. 


D.4 SIMD FLOATING-POINT EXCEPTIONS AND THE IEEE STANDARD 754 


SSE/SSE2/SSE3 extensions are 100% compatible with the IEEE Standard 754 for Binary Floating-Point Arithmetic, 
satisfying all of its mandatory requirements (when the flush-to-zero or denormals-are-zeros modes are not 
enabled). But a programming environment that includes SSE/SSE2/SSE3 instructions will comply with both the 
obligatory and the strongly recommended requirements of the IEEE Standard 754 regarding floating-point excep- 
tion handling, only as a combination of hardware and software (which is acceptable). The standard states that a 
user should be able to request a trap on any of the five floating-point exceptions (note that the denormal exception 
is an IA-32 addition), and it also specifies the values (operands or result) to be delivered to the exception handler. 


The main issue is that for SSE/SSE2/SSE3 instructions that raise post-computation exceptions (traps: overflow, 
underflow, or inexact), unlike for x87 FPU instructions, the processor does not provide the result recommended by 
IEEE Standard 754 to the user handler. If a user program needs the result of an instruction that generated a post- 
computation exception, it is the responsibility of the software to produce this result by emulating the faulting 
SSE/SSE2/SSE3 instruction. Another issue is that the standard does not specify explicitly how to handle multiple 
floating-point exceptions that occur simultaneously. For packed operations, a logical OR of the flags that would be 
set by each sub-operation is used to set the exception flags in the MXCSR. The following subsections present one 
possible way to solve these problems. 


D.4.1 Floating-Point Emulation 


Every operating system must provide a kernel level floating-point exception handler (a template was presented in 
Section D.2, “Software Exception Handling” above). In the following discussion, assume that a user mode floating- 
point exception filter is supplied for SIMD floating-point exceptions (for example as part of a library of C functions), 
that a user program can invoke in order to handle unmasked exceptions. The user mode floating-point exception 
filter (not shown here) has to be able to emulate the subset of SSE/SSE2/SSE3 instructions that can generate 
numeric exceptions, and has to be able to invoke a user provided floating-point exception handler for floating-point 
exceptions. When a floating-point exception that is not masked is raised by an SSE/SSE2/SSE3 instruction, the 
low-level floating-point exception handler will be called. This low-level handler may in turn call the user mode 
floating-point exception filter. The filter function receives the original operands of the excepting instruction as no 
results are provided by the hardware, whether a pre-computation or a post-computation exception has occurred. 
The filter will unpack the operands into up to four sets of sub-operands, and will submit them one set at a time to 
an emulation function (See Example D-2 in Section D.4.3, “Example SIMD Floating-Point Emulation Implementa- 
tion”). The emulation function will examine the sub-operands, and will possibly redo the necessary calculation. 


Two cases are possible: 


¢ If an unmasked (enabled) exception would occur in this process, the emulation function will return to its caller 
(the filter function) with the appropriate information. The filter will invoke a (previously registered) user 
floating-point exception handler for this set of sub-operands, and will record the result upon return from the 
user handler (provided the user handler allows continuation of the execution). 


¢ If no unmasked (enabled) exception would occur, the emulation function will determine and will return to its 
caller the result of the operation for the current set of sub-operands (it has to be IEEE Standard 754 
compliant). The filter function will record the result (plus any new flag settings). 


The user level filter function will then call the emulation function for the next set of sub-operands (if any). When 
done with all the operand sets, the partial results will be packed (if the excepting instruction has a packed floating- 
point result, which is true for most SSE/SSE2/SSE3 numeric instructions) and the filter will return to the low-level 
exception handler, which in turn will return from the interruption, allowing execution to continue. Note that the 
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instruction pointer (EIP) has to be altered to point to the instruction following the excepting instruction, in order to 
continue execution correctly. 


If a user mode floating-point exception filter is not provided, then all the work for decoding the excepting instruc- 
tion, reading its operands, emulating the instruction for the components of the result that do not correspond to 
unmasked floating-point exceptions, and providing the compounded result will have to be performed by the user- 
provided floating-point exception handler. 


Actual emulation might have to take place for one operand or pair of operands for scalar operations, and for all sub- 
operands or pairs of sub-operands for packed operations. The steps to perform are the following: 


¢ The excepting instruction has to be decoded and the operands have to be read from the saved context. 


¢ The instruction has to be emulated for each (pair of) sub-operand(s); if no floating-point exception occurs, the 
partial result has to be saved; if a masked floating-point exception occurs, the masked result has to be 
produced through emulation and saved, and the appropriate status flags have to be set; if an unmasked 
floating-point exception occurs, the result has to be generated by the user provided floating-point exception 
handler, and the appropriate status flags have to be set. 


¢ The partial results have to be combined and written to the context that will be restored upon application 
program resumption. 


A diagram of the control flow in handling an unmasked floating-point exception is presented below. 


User Application 


Low-Level Floating-Point Exception Handler 


User Level Floating-Point Exception Filter 


User Floating-Point Exception Handler 


Figure D-1. Control Flow for Handling Unmasked Floating-Point Exceptions 


From the user-level floating-point filter, Example D-2 in Section D.4.3, “Example SIMD Floating-Point Emulation 
Implementation,” will present only the floating-point emulation part. In order to understand the actions involved, 
the expected response to exceptions has to be known for all SSE/SSE2/SSE3 numeric instructions in two situa- 
tions: with exceptions enabled (unmasked result), and with exceptions disabled (masked result). The latter can be 
found in Section 6.5, “Interrupts and Exceptions.” The response to NaN operands that do not raise an exception is 
specified in Section 4.8.3.4, “NaNs.” Operations on NaNs are explained in the same source. This response is also 
discussed in more detail in the next subsection, along with the unmasked and masked responses to floating-point 
exceptions. 


D.4.2 SSE/SSE2/SSE3 Response To Floating-Point Exceptions 


This subsection specifies the unmasked response expected from the SSE/SSE2/SSE3 instructions that raise 
floating-point exceptions. The masked response is given in parallel, as it is necessary in the emulation process of 
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the instructions that raise unmasked floating-point exceptions. The response to NaN operands is also included in 
more detail than in Section 4.8.3.4, “NaNs.” For floating-point exception priority, refer to “Priority Among Simulta- 
neous Exceptions and Interrupts” in Chapter 6, “Interrupt and Exception Handling,” of Intel® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 3A. 


D.4.2.1 Numeric Exceptions 


There are six classes of numeric (floating-point) exception conditions that can occur: Invalid operation (#1), 
Divide-by-Zero (#Z), Denormal Operand (#D), Numeric Overflow (#0), Numeric Underflow (#U), and Inexact 
Result (precision) (#P). #1, #Z, #D are pre-computation exceptions (floating-point faults), detected before the 
arithmetic operation. #0, #U, #P are post-computation exceptions (floating-point traps). 


Users can control how the SSE/SSE2/SSE3 floating-point exceptions are handled by setting the mask/unmask bits 
in MXCSR. Masked exceptions are handled by the processor, or by software if they are combined with unmasked 
exceptions occurring in the same instruction. Unmasked exceptions are usually handled by the low-level exception 
handler, in conjunction with user-level software. 


D.4.2.2 Results of Operations with NaN Operands or a NaN Result for SSE/SSE2/SSE3 Numeric 
Instructions 


The tables below (E-1 through E-10) specify the response of SSE/SSE2/SSE3 instructions to NaN inputs, or to 
other inputs that lead to NaN results. 


These results will be referenced by subsequent tables (e.g., E-10). Most operations do not raise an invalid excep- 
tion for quiet NaN operands, but even so, they will have higher precedence over raising floating-point exceptions 
other than invalid operation. 


Note that the single precision QNaN Indefinite value is FFCOOOOOH, the double precision QNaN Indefinite value is 
FFF8000000000000H, and the Integer Indefinite value is 80000000H (not a floating-point number, but it can be 
the result of a conversion instruction from floating-point to integer). 


For an unmasked exception, no result will be provided by the hardware to the user handler. If a user registered 
floating-point exception handler is invoked, it may provide a result for the excepting instruction, that will be used 
if execution of the application code is continued after returning from the interruption. 


In Tables D-1 through Table D-12, the specified operands cause an invalid exception, unless the unmasked result 
is marked with “not an exception”. In this latter case, the unmasked and masked results are the same. 


Table D-1. ADDPS, ADDSS, SUBPS, SUBSS, MULPS, MULSS, DIVPS, DIVSS, ADDPD, ADDSD, SUBPD, SUBSD, MULPD, 
MULSD, DIVPD, DIVSD, ADDSUBPS, ADDSUBPD, HADDPS, HADDPD, HSUBPS, HSUBPD 


Source Operands Masked Result Unmasked Result 
SNaN1 op! SNaN2 SNaN1 | OO400000H or None 

SNaN1 | OOO8000000000000H2 
SNaN1 op QNaN2 SNaN1 | OO400000H or None 

SNaN1 | OOO8000000000000H2 
QNaN1 op SNaN2 QNaN1 None 
QNaN1 op QNaN2 QNaN1 QNaN1 (not an exception) 
SNaN op real value SNaN | OO400000H or None 

SNaN1 | OOO8000000000000H2 
Real value op SNaN SNaN | OO400000H or None 

SNaN1 | OOO8000000000000H2 
QNaN op real value QNaN QNaN (not an exception) 
Real value op QNaN QNaN QNaN (not an exception) 
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Table D-1. ADDPS, ADDSS, SUBPS, SUBSS, MULPS, MULSS, DIVPS, DIVSS, ADDPD, ADDSD, SUBPD, SUBSD, MULPD, 
MULSD, DIVPD, DIVSD, ADDSUBPS, ADDSUBPD, HADDPS, HADDPD, HSUBPS, HSUBPD (Contd.) 


Source Operands 


Masked Result 


Unmasked Result 


Neither source operand is SNaN, 
but #1 is signaled (e.g. for Inf - Inf, 
Inf * 0, Inf / Inf, 0/0) 


Single precision or double precision QNaN 
Indefinite 


None 


NOTES: 


1. For Tables E-1 to E-12: op denotes the operation to be performed. 


2. SNaN | OO400000H is a quiet NaN in single precision format (if SNaN is in single precision) and SNaN | OOOBOOOOOO0OO0ONNH is a 
quiet NaN in double precision format (if SNaN is in double precision), obtained from the signaling NaN given as input. 


3. Operations involving only quiet NaNs do not raise floating-point exceptions. 


Table D-2. CMPPS.EQ, CMPSS.EQ, CMPPS.ORD, CMPSS.ORD, 


CMPPD.EQ, CMPSD.EQ, CMPPD.ORD, CMPSD.ORD 


Source Operands 


Masked Result 


Unmasked Result 


NaN op Opd2 (any Opd2) 


OOOOO00O0OH or 0000000000000000H' 


O0000000H or 0000000000000000H' 
(not an exception) 


Opd1 op NaN (any Opd1) 


OOO00000H or 0O00000000000000H' 


QO0000000H or 0000000000000000H' 
(not an exception) 


NOTE: 


1. 32-bit results are for single, and 64-bit results for double precision operations. 


Table D-3. CMPPS.NEQ, CMPSS.NEQ, CMPPS.UNORD, CMPSS.UNORD, CMPPD.NEQ, CMPSD.NEQ, 


CMPPD.UNORD, CMPSD.UNORD 


Source Operands 


Masked Result 


Unmasked Result 


NaN op Opd2 (any Opd2) 


Opd1 op NaN (any Opd1) 


FFFFFFFFH or FRFFFFFFFFFFFFFFH! 


FFFFFFFFH or FRFFFFFFFFFEFFFFH" 


FFFFFFFFH or FFFFFFFFFFFFFFFFH! (not 
an exception) 


FFFFFFFFH or FEFFFFFFFFFFFFFFH | (not 
an exception) 


NOTE: 


1. 32-bit results are for single, and 64-bit results for double precision operations. 


Table D-4. CMPPS.LT, CMPSS.LT, CMPPS.LE, CMPSS.LE, CMPPD.LT, CMPSD.LT, CMPPD.LE, CMPSD.LE 


Source Operands 


Masked Result 


Unmasked Result 


NaN op Opd2 (any Opd2) 


O0000000H or OOODD00000000000H' 


None 


Opd1 op NaN (any Opd1) 
NOTE: 


O0000000H or 0OODD00000000000H' 


1. 32-bit results are for single, and 64-bit results for double precision operations. 
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Table D-5. CMPPS.NLT, CMPSS.NLT, CMPPS.NLE, CMPSS.NLE, CMPPD.NLT, CMPSD.NLT, CMPPD.NLE, CMPSD.NLE 


Source Operands 


Masked Result 


Unmasked Result 


NaN op Opd2 (any Opd2) 


FFFFFFFFH or FEFFFFFFFFFFFFFFH! 


None 


Opd1 op NaN (any Opd1) 


FFFFFFFFH or FFFFFFFFFFFFFFFFH" 


None 


NOTE: 


1. 32-bit results are for single, and 64-bit results for double precision operations. 


Table D-6. COMISS, COMISD 


Source Operands 


Masked Result 


Unmasked Result 


SNaN op Opde (any Opd2) OF, SF, AF = 000 None 
ZF, PF, CF =111 

Opd1 op SNaN (any Opd1) OF, SF, AF = 000 None 
ZF, PF, CF =111 

QNaN op Opde2 (any Opd2) OF, SF, AF = 000 None 
ZF, PF, CF =111 

Opd1 op QNaN (any Opd1) OF, SF, AF = 000 None 
ZF, PF, CF =111 


Table D-7. UCOMISS, UCOMISD 


Source Operands 


Masked Result 


Unmasked Result 


SNaN op Opde (any Opd2) OF, SF, AF = 000 None 
ZF, PF, CF = 111 
Opd1 op SNaN (any Opd1) OF, SF, AF = 000 None 
ZF, PF, CF = 111 
QNaN op Opd2 OF, SF, AF = 000 OF, SF, AF = 000 
(any Opd2 4 SNaN) ZF, PF, CF = 111 ZF, PF, CF = 111 (not an exception) 
Opd1 op QNaN OF, SF, AF = 000 OF, SF, AF = 000 
(any Opd1 # SNaN) ZF, PF, CF = 111 ZF, PF, CF = 111 (not an exception) 


Table D-8. CVTPS2PI, CVTSS2SI, CVTTPS2PI, CVTTSS2SI, CVTPD2PI, CVTSD2SI, CVTTPD2PI, CVTTSD2SI, 


CVTPS2DQ, CVTTPS2DQ, CVTPD2DQ, CVTTPD2DQ 


Source Operand Masked Result Unmasked Result 
SNaN 80000000H or 8000000000000000' None 
(Integer Indefinite) 
QNaN 80000000H or 8000000000000000' None 
(Integer Indefinite) 
NOTE: 


1. 32-bit results are for single, and 64-bit results for double precision operations. 
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Table D-9. MAXPS, MAXSS, MINPS, MINSS, MAXPD, MAXSD, MINPD, MINSD 


Source Operands Masked Result Unmasked Result 
Opd1 op NaN2 (any Opd1) NaN2 None 

NaN1 op Opd2 (any Opd2) Opd2 None 

NOTE: 


1. SNaN and QNaN operands raise an Invalid Operation fault. 


Table D-10. SQRTPS, SQRTSS, SQRTPD, SQRTSD 


Source Operand Masked Result Unmasked Result 
QNaN QNaN QNaN (not an exception) 
SNaN SNaN | OO400000H or None 
SNaN | OOO8000000000000H' 
Source operand is not SNaN; Single precision or None 
but #1 is signaled (e.g. for double precision QNaN Indefinite 
sqrt (-1.0)) 
NOTE: 


1. SNaN | OO400000H is a quiet NaN in single precision format (if SNaN is in single precision) and SNaN | OOOBOOOOOOOOOOOOH is a 
quiet NaN in double precision format (if SNaN is in double precision), obtained from the signaling NaN given as input. 


Table D-11. CVTPS2PD, CVTSS2SD 


Source Operands Masked Result Unmasked Result 

QNaN QNaN1! QNaN1! (not an exception) 
SNaN QNaN1¢ None 

NOTES: 


1. The double precision output QNaN1 is created from the single precision input QNaN as follows: the sign bit is preserved, the 8-bit 
exponent FFH is replaced by the 11-bit exponent 7FFH, and the 24-bit significand is extended to a 53-bit significand by appending 
29 bits equal to 0. 

2. The double precision output QNaN1 is created from the single precision input SNaN as follows: the sign bit is preserved, the 8-bit 
exponent FFH is replaced by the 11-bit exponent 7FFH, and the 24-bit significand is extended to a 53-bit significand by pending 
29 bits equal to 0. The second most significant bit of the significand is changed from O to 1 to convert the signaling NaN into a 
quiet NaN. 


Table D-12. CVTPD2PS, CVTSD2SS 


Source Operands Masked Result Unmasked Result 

QNaN QNaN1! QNaN1! (not an exception) 
SNaN QNaN1¢ None 

NOTES: 


1. The single precision output QNaN1 is created from the double precision input QNaN as follows: the sign bit is preserved, the 11-bit 
exponent 7FFH is replaced by the 8-bit exponent FFH, and the 53-bit significand is truncated to a 24-bit significand by removing its 
29 least significant bits. 

2. The single precision output QNaN1 is created from the double precision input SNaN as follows: the sign bit is preserved, the 11-bit 
exponent 7FFH is replaced by the 8-bit exponent FFH, and the 53-bit significand is truncated to a 24-bit significand by removing its 
29 least significant bits. The second most significant bit of the significand is changed from O to 1 to convert the signaling NaN into 
a quiet NaN. 
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D.4.2.3 Condition Codes, Exception Flags, and Response for Masked and Unmasked Numeric 
Exceptions 


In the following, the masked response is what the processor provides when a masked exception is raised by an 
SSE/SSE2/SSE3 numeric instruction. The same response is provided by the floating-point emulator for 
SSE/SSE2/SSE3 numeric instructions, when certain components of the quadruple input operands generate excep- 
tions that are masked (the emulator also generates the correct answer, as specified by IEEE Standard 754 wher- 
ever applicable, in the case when no floating-point exception occurs). The unmasked response is what the 
emulator provides to the user handler for those components of the packed operands of SSE/SSE2/SSE3 instruc- 
tions that raise unmasked exceptions. Note that for pre-computation exceptions (floating-point faults), no result is 
provided to the user handler. For post-computation exceptions (floating-point traps), a result is provided to the 
user handler, as specified below. 


In the following tables, the result is denoted by 'res', with the understanding that for the actual instruction, the 
destination coincides with the first source operand (except for COMISS, UCOMISS, COMISD, and UCOMISD, whose 
destination is the EFLAGS register). 


Table D-13. #1 - Invalid Operations 


Unmasked Response 

Instruction Condition Masked Response and Exception Code 
ADDPS srcl or src2! = SNaN Refer to Table D-1 for src1, src2 unchanged; #1A 
ADDPD NaN operands, #IA = 1 =1 
ADDSS 
ADDSD 
HADDPS 
HADDPD 
ADDSUBPS (the srcl = +Inf, src2 = -Inf or res! = QNaN Indefinite, 
addition component) | src1 = -Inf, src2 = +Inf #IA = 1 
ADDSUBPD (the 
addition component) 
SUBPS srcl or src2 = SNaN Refer to Table D-1 for NaN src1, src2 unchanged; #1A 
SUBPD operands, #IA = 1 =1 
SUBSS 
SUBSD 
HSUBPS 
HSUBPD 
ADDSUBPS (the srcl = +Inf, src2 = +Inf or res = QNaN Indefinite, 
subtraction src1 = -Inf, src2 = -Inf #IA=1 
component) 
ADDSUBPD (the 
subtraction 
component) 
MULPS srcl or src2 = SNaN Refer to Table D-1 for src1, src2 unchanged; 
MULPD NaN operands, #IA = 1 #IA = 1 
MULSS src = +Inf, src2 = +0 or res = QNaN Indefinite, 
MULSD srcl = +0, src2 = +Inf #IA = 1 
DIVPS srcl or src2 = SNaN Refer to Table D-1 for srcl, src2 unchanged; 
DIVPD NaN operands, #IA = 1 #IA = 1 
DIVSS src1 = +Inf, src2 = +Inf or res = QNaN Indefinite, 
DIVSD srcl = +0, src2 = +0 #IA = 1 
SQRTPS src = SNaN Refer to Table D-10 for src unchanged, 
SQRTPD NaN operands, #IA = 1 #IA = 1 
tues src < 0 res = QNaN Indefinite, 

(note that -0 < Ois false) #IA=1 
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Table D-13. #1- Invalid Operations (Contd.) 


Instruction 


Condition 


Masked Response 


Unmasked Response 
and Exception Code 


MAXPS 
MAXSS 
MAXPD 
MAXSD 


srcl = NaN or src2 = NaN 


res = src2, #IA = 1 


src1, src2 unchanged; #1A 
=1 


MINPS 
MINSS 
MINPD 
MINSD 


src1 = NaN or src2 = NaN 


res = src2, #IA = 1 


srcl, src2 unchanged; #1A 
=1 


CMPPS.LT 
CMPPS.LE 
CMPPS.NLT 
CMPPS.NLE 
CMPSS.LT 
CMPSS.LE 
CMPSS.NLT 
CMPSS.NLE 
CMPPD.LT 
CMPPD.LE 
CMPPD.NLT 
CMPPD.NLE 
CMPSD.LT 
CMPSD.LE 
CMPSD.NLT 
CMPSD.NLE 


src1 = NaN or src2 = NaN 


Refer to Table D-4 and Table D-5 for 
NaN operands; #1A = 1 


src1, src2 unchanged; #1A 
=1 


COMISS 
COMISD 


src1 = NaN or src2 = NaN 


Refer to Table D-6 for NaN 
operands 


src1, src2, EFLAGS 
unchanged; #IA = 1 


UCOMISS 
UCOMISD 


scl = SNaN or src2 = SNaN 


Refer to Table D-7 for NaN 
operands 


src1, src2, EFLAGS 
unchanged; #IA = 1 


CVTPS2PI 
CVTSS2SI 
CVTPD2PI 
CVTSD2SI 
CVTPS2DQ 
CVTPD2DQ 


src = NaN, +Inf, or 
\(STC) png | > 7FFFFFFFH and (src)-qq# 
80000000H 


See Note? for information 
on rnd. 


res = Integer Indefinite, 
#IA= 1 


src unchanged, 
#IA=1 


CVTTPS2PI 
CVTTSS2SI 
CVTTPD2PI 
CVTTSD2SI! 
CVTTPS2DQ 
CVTTPD2DQ 


src = NaN, +lnf, or 
\(stc),z | > 7FFFFFFFH and (src). # 
80000000H 


See Note? for information 
on rz. 


res = Integer Indefinite, 
#IA= 1 


src unchanged, 
#IA=1 
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Table D-13. #1 - Invalid Operations (Contd.) 


Unmasked Response 
Instruction Condition Masked Response and Exception Code 
CVTPS2PD src = SNAN Refer to Table D-11 for src unchanged, 
CVTSS2SD NaN operands #IA = 1 
CVTPD2PS src = SNAN Refer to Table D-12 for src unchanged, 
CVTSD2SS NaN operands #IA = 1 
NOTES: 


_- 


. For Tables E-13 to €-18: 
- src denotes the single source operand of a unary operation. 
- src1, src2 denote the first and second source operand of a binary operation. 
- res denotes the numerical result of an operation. 


2. rnd signifies the user rounding mode from MXCSR, and rz signifies the rounding mode toward Zero. (truncate), when rounding a 


floating-point value to an integer. For more information, refer to Table 4-8. 
. For NAN encodings, see Table 4-3. 


Ww 


Table D-14. #Z - Divide-by-Zero 


Unmasked Response 
Instruction Condition Masked Response and Exception Code 
DIVPS src1 = finite non-zero (normal, or res = +Inf, src1, src2 unchanged; 
DIVSS denormal) #ZE = 1 #ZE=1 
DIVPD src2 = +0 
DIVPS 
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Table D-15. #D - Denormal Operand 


Instruction 


Condition 


Masked Response 


Unmasked Response and 
Exception Code 


ADDPS 
ADDPD 
ADDSUBPS 
ADDSUBPD 
HADDPS 
HADDPD 
SUBPS 
SUBPD 
HSUBPS 
HSUBPD 
MULPS 
MULPD 
DIVPS 
DIVPD 
SOQRTPS 
SOQRTPD 
MAXPS 
MAXPD 
MINPS 
MINPD 
ADDSS 
ADDSD 
SUBSS 
SUBSD 
MULSS 
MULSD 
DIVSS 
DIVSD 
SOQRTSS 
SQRTSD 
MAXSS 
MAXSD 
MINSS 
MINSD 
CVTPS2PD 
CVTSS2SD 
CVTPD2PS 
CVTSD2SS 


CMPPS 
CMPPD 
CMPSS 
CMPSD 


src1 = denormal! or 
src2 = denormal (and 
the DAZ bit in MXCSR 
is O) 


srcl = denormal! or 
src2 = denormal (and 
the DAZ bit in MXCSR 
is 0) 


res = Result rounded to the 
destination precision and using the 
bounded exponent, but only if no 
unmasked post-computation 
exception occurs; 

#DE = 1. 


Comparison result, stored in the 
destination register; 
#DE = 1 


src1, src2 unchanged; 
#DE=1 


Note that SQRT, CVTPS2PD, 
CVTSS2SD, CVTPD2PS, CVTSD2SS 
have only 1 src. 


src1, src2 unchanged; 
#DE=1 


COMISS 
COMISD 
UCOMISS 
UCOMISD 


srcl = denormal! or 
src2 = denormal (and 
the DAZ bit in MXCSR 
is 0) 


Comparison result, stored in the 
EFLAGS register; 
#DE=1 


src1, src2 unchanged; 
#DE=1 


NOTE: 


1. For denormal encodings, see Section 4.8.3.2, “Normalized and Denormalized Finite Numbers.” 
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Table D-16. #0 - Numeric Overflow 


Unmasked Response and 


Instruction Condition Masked Response Exception Code 
ADDPS Rounded result > Rounding | Sign Result & Status Flags res = (result calculated with 
ADDSUBPS largest single To #OE=1.#PE=1 unbounded exponent and rounded 
HADDPS precision finite didarest é eee A to the destination precision) / 2192 
SUBPS normal value . a #0E = 1 
HSUBPS #PE = 1 if the result is inexact 
MULPS Toward —se #OE = 1, #PE=1 
DIVPS + | res= 1.11.1 *2!27 
ADDSS é res = —s° 
SUBSS Toward + HOE = 1, #PE=1 
MULSS 7 fas S08 
DIVSS -  |res=-1.11..1* 2127 
CVTPD2PS 
CVTSD2SS Toward #OE = 1, #PE=1 
0 + |res= i. * 22? 
-  |res=-1.11..1 * 2147 
ADDPD Rounded result > Rounding | Sign Result & Status Flags res = (result calculated with 
ADDSUBPD largest double To #OE=1.#PE=1 unbounded exponent and rounded 
HADDPD precision finite Abarast % ee - to the destination precision) / 2!°3° 
SUBPD normal value 7 a * #0€=1 _ 
HSUBPD = #PE = 1 if the result is inexact 
MULPD Toward —se #OE = 1, #PE=1 
DIVPD &  |pes= 117,21 #21083 
ADDSD i res = —s° 
SUBSD Toward + HOE = 1, #PE=1 
MULSD + ae Stes 
DIVSD - res =-1.11..1 * 21023 
Toward #0E = 1, #PE=1 
0 + \ves= til #203 


res = -1.11...1 * 21023 


Vol.1 D-13 


GUIDELINES FOR WRITING SIMD FLOATING-POINT EXCEPTION HANDLERS 


Table D-17. #U - Numeric Underflow 
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Unmasked Response and 
Instruction Condition Masked Response Exception Code 
ADDPS Result calculated with unbounded res = +0, denormal, or normal res = (result calculated with 
ADDSUBPS exponent and rounded to the unbounded exponent and rounded 
HADDPS destination precision < smallest #UE = 1 and #PE = 1, to the destination precision) * 2! 
SUBPS single precision finite normal value. | but only if the result is = #UE=1 
HSUBPS inexact = #PE= 1 if the result is inexact 
MULPS 
DIVPS 
ADDSS 
SUBSS 
MULSS 
DIVSS 
CVTPD2PS 
CVTSD2SS 
ADDPD Result calculated with unbounded res = +0, denormal or normal res = (result calculated with 
ADDSUBPD exponent and rounded to the unbounded exponent and rounded 
HADDPD destination precision < smallest #UE = 1 and #PE = 1, to the destination precision) * 2'*7° 
SUBPD double precision finite normal value. | but only if the result is = #UE=1 
HSUBPD inexact = #PE = 1 if the result is inexact 
MULPD 
DIVPD 
ADDSD 
SUBSD 
MULSD 
DIVSD 
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Table D-18. #P - Inexact Result (Precision) 


Instruction Condition Masked Response Unmasked Response and Exception Code 


ADDPS The result is not exactly | res = Result rounded to the | Only if no underflow/overflow condition occurred, or 
ADDPD representable in the destination precision and if the corresponding exceptions are masked: 
ADDSUBPS destination format. using the bounded = Set #0€ if masked overflow and set result as 
ADDSUBPD exponent, but only if no described above for masked overflow. 

HADDPS unmasked underflow or * Set #UE if masked underflow and set result as 
HADDPD overflow conditions occur described above for masked underflow. 

SUBPS (this exception can occur in If neither underflow nor overflow, res equals the 
SUBPD the presence of a masked result rounded to the destination precision and using 


HSUBPS underflow or overflow); #Pe | the bounded exponent set #PE = 1. 
HSUBPD =1. 
MULPS 
MULPD 
DIVPS 
DIVPD 
SQRTPS 
SQRTPD 
CVTDQ2PS 
CVTPI2PS 
CVTPS2PI 
CVTPS2DQ 
CVTPD2PI 
CVTPD2DQ 
CVTPD2PS 
CVTTPS2PI 
CVTTPD2PI 
CVTTPD2DQ 
CVTTPS2DQ 
ADDSS 
ADDSD 
SUBSS 
SUBSD 
MULSS 
MULSD 
DIVSS 
DIVSD 
SQRTSS 
SQRTSD 
CVTSI2SS 
CVTSS2SI 
CVTSD2SI 
CVTSD2SS 
CVTTSS2SI 
CVTTSD2SI 


D.4.3 Example SIMD Floating-Point Emulation Implementation 


The sample code listed below may be considered as being part of a user-level floating-point exception filter for the 
SSE/SSE2/SSE3 numeric instructions. It is assumed that the filter function is invoked by a low-level exception 
handler (invoked for exception 19 when an unmasked floating-point exception occurs), and that it operates as 
explained in Section D.4.1, “Floating-Point Emulation.” The sample code does the emulation only for the SSE 
instructions for addition, subtraction, multiplication, and division. For this, it uses C code and x87 FPU operations. 
Operations corresponding to other SSE/SSE2/SSE3 numeric instructions can be emulated similarly. The example 
assumes that the emulation function receives a pointer to a data structure specifying a number of input parame- 
ters: the operation that caused the exception, a set of sub-operands (unpacked, of type float), the rounding mode 
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(the precision is always single), exception masks (having the same relative bit positions as in the MXCSR but 
starting from bit 0 in an unsigned integer), and flush-to-zero and denormals-are-zeros indicators. 


The output parameters are a floating-point result (of type float), the cause of the exception (identified by constants 
not explicitly defined below), and the exception status flags. The corresponding C definition is: 


typedef struct { 
unsigned int operation; //SSE or SSE2 operation: ADDPS, ADDSS, ... 
unsigned int operand1_uint32; //first operand value 
unsigned int operand2_uint32; //second operand value (if any) 
float result_fval; // result value (if any) 
unsigned int rounding_mode; //rounding mode 
unsigned int exc_masks; //exception masks, in the order P,U,O,Z,D,| 
unsigned int exception_cause; //exception cause 
unsigned int status_flag_inexact; //inexact status flag 
unsigned int status_flag_underflow; //underflow status flag 
unsigned int status_flag_overflow; //overflow status flag 
unsigned int status_flag_divide_by_zero; 


//divide by zero status flag 


unsigned int status_flag_denormal_operand; 


//denormal operand status flag 


unsigned int status_flag_invalid_operation; 


//invalid operation status flag 


unsigned int ftz; // flush-to-zero flag 
unsigned int daz; // denormals-are-zeros flag 
} EXC_ENV; 


The arithmetic operations exemplified are emulated as follows: 


1. 


If the denormals-are-zeros mode is enabled (the DAZ bit in MXCSR is set to 1), replace all the denormal inputs 
with zeroes of the same sign (the denormal flag is not affected by this change). 


Perform the operation using x87 FPU instructions, with exceptions disabled, the original user rounding mode, 
and single precision. This reveals invalid, denormal, or divide-by-zero exceptions (if there are any) and stores 
the result in memory as a double precision value (whose exponent range is large enough to look like 
“unbounded” to the result of the single precision computation). 


If no unmasked exceptions were detected, determine if the magnitude of the result is less than the smallest 
normal number that can be represented in single precision format, or greater than the largest normal number 
that can be represented in single precision format (huge). If an unmasked overflow or underflow occurs, 
calculate the scaled result that will be handed to the user exception handler, as specified by IEEE Standard 754. 


If no exception was raised, calculate the result with a “bounded” exponent. If the result is tiny, it requires 
denormalization (shifting the significand right while incrementing the exponent to bring it into the admissible 
range of [-126,+127] for single precision floating-point numbers). 


The result obtained in step 2 cannot be used because it might incur a double rounding error (it was rounded to 
24 bits in step 2, and might have to be rounded again in the denormalization process). To overcome this is, 
calculate the result as a double precision value, and store it to memory in single precision format. 


Rounding first to 53 bits in the significand, and then to 24 never causes a double rounding error (exact 
properties exist that state when double-rounding error occurs, but for the elementary arithmetic operations, 
the rule of thumb is that if an infinitely precise result is rounded to 2p+1 bits and then again to p bits, the result 
is the same as when rounding directly to p bits, which means that no double-rounding error occurs). 


If the result is inexact and the inexact exceptions are unmasked, the calculated result will be delivered to the 
user floating-point exception handler. 


The flush-to-zero case is dealt with if the result is tiny. 
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7. The emulation function returns RAISE_EXCEPTION to the filter function if an exception has to be raised (the 
exception_cause field indicates the cause). Otherwise, the emulation function returns DO_NOT_ 
RAISE_EXCEPTION. In the first case, the result is provided by the user exception handler called by the filter 
function. In the second case, it is provided by the emulation function. The filter function has to collect all the 
partial results, and to assemble the scalar or packed result that is used if execution is to continue. 


Example D-2. SIMD Floating-Point Emulation 


// masks for individual status word bits 
#define PRECISION MASK 20H 

#define UNDERFLOW MASK 10H 

#define OVERFLOW MASK 08H 

#define ZERODIVIDE MASK 04H 

#define DENORMAL MASK 02H 

#define INVALID MASK 01H 


// 32-bit constants 


static unsigned ZEROF ARRAY[] = {00000000H}; 
#define ZEROF *(float *) ZEROF ARRAY 

// +0.0 
static unsigned NZEROF ARRAY[] = {80000000H}; 
#define NZEROF *(float *) NZEROF_ ARRAY 

// -0.0 
static unsigned POSINFF_ARRAY[] = {7£800000H}; 
#define POSINFF *(float *)POSINFF ARRAY 

// +Inf 
static unsigned NEGINFF_ARRAY[] = {f££800000H}; 
#define NEGINFF * (float *)NEGINFF_ ARRAY 

// -Inf 


// 64-bit constants 
static unsigned MIN SINGLE NORMAL ARRAY [] = {00000000H, 38100000H}; 
#define MIN SINGLE NORMAL * (double *)MIN SINGLE NORMAL ARRAY 

// +1.0 * 2*-126 
static unsigned MAX SINGLE NORMAL ARRAY [] = {70000000H, 47efff£f£fH}; 
#define MAX SINGLE NORMAL * (double *)MAX SINGLE NORMAL ARRAY 

Ad. Pl McK AE2PK 197 
static unsigned TWO TO 192 ARRAY[] = {00000000H, 4b£00000H}; 
#define TWO TO 192 *(double *)TWO TO 192 ARRAY 

// +1.0 * 2%192 
static unsigned TWO_TO M192 ARRAY[] = {00000000H, 33£00000H}; 
#define TWO TO M192 *(double *)TWO TO M192 ARRAY 

// +1.0 * 2*-192 


// auxiliary functions 


static int isnanf (unsigned int ); // returns 1 if f is a NaN, and 0 otherwise 
static float quietf (unsigned int ); // converts a signaling NaN to a quiet 

// NaN, and leaves a quiet NaN unchanged 
static unsigned int check _for_daz (unsigned int ); // converts denormals 


// to zeros of the same sign; 
// does not affect any status flags 


// emulation of SSE and SSE2 instructions using 
// C code and x87 FPU instructions 


unsigned int 
simd_fp_emulate (EXC_ENV *exc_env) 


{ 


int uiopd1; // first operand of the add, subtract, multiply, or divide 

int uiopd2; // second operand of the add, subtract, multiply, or divide 

float res; // result of the add, subtract, multiply, or divide 

double dbl_res24; // result with 24-bit significand, but "unbounded" exponent 
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// (needed to check tininess, to provide a scaled result to 
// an underflow/overflow trap handler, and in flush-to-zero mode) 
double dbl_res; // result in double precision format (needed to avoid a 
// double rounding error when denormalizing) 
unsigned int result _tiny; 
unsigned int result_huge; 
unsigned short int sw; // 16 bits 
unsigned short int cw; // 16 bits 


// have to check first for faults (V, D, Z), and then for traps (0, U, I) 
// initialize x87 FPU (floating-point exceptions are masked) 


_asm { 
fninit; 


result_tiny 
result_huge 


oil 
oo 


switch (exc_env->operation) { 


case ADDPS: 
case ADDSS: 
case SUBPS: 
case SUBSS: 
case MULPS: 
case MULSS: 
case DIVPS: 
case DIVSS: 


uiopdl = exc_env->operandl_uint32; // copy as unsigned int 
// do not copy as float to avoid conversion 
// of SNaN to QNaN by compiled code 

uiopd2 = exc_env->operand2_uint32; 
// do not copy as float to avoid conversion of SNaN 
// to QNaN by compiled code 

uiopdl = check _for_daz (uiopd1); // operandl = +0.0 * operandi if it is 

// denormal and DAZ=1 


uiopd2 = check for daz (uiopd2); // operand2 = +0.0 * operand2 if it is 


// denormal and DAZ=1 


// execute the operation and check whether the invalid, denormal, or 
// divide by zero flags are set and the respective exceptions enabled 


// set control word with rounding mode set to exc_env->rounding_ mode, 
// single precision, and all exceptions disabled 
switch (exc_env->rounding_ mode) { 


case ROUND TO NEAREST: 
cw = 003fH; // round to nearest, single precision, exceptions masked 
break; 
case ROUND_DOWN: 
cw = 043fH; // round down, single precision, exceptions masked 
break; 
case ROUND_UP: 
cw = 083fH; // round up, single precision, exceptions masked 
break; 
case ROUND_TO_ZERO: 
cw = O0c3fH; // round to zero, single precision, exceptions masked 
break; 
default: 
} 
__asm { 


fldcw WORD PTR cw; 
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// compute result and round to the destination precision, with 
// "unbounded" exponent (first IEEE rounding) 
switch (exc_env->operation) { 


case ADDPS: 
case ADDSS: 
// perform the addition 


} 


asm { 

fnclex; 

// load input operands 

fld DWORD PTR uiopdi; // may set denormal or invalid status flags 
fld DWORD PTR uiopd2; // may set denormal or invalid status flags 
faddp st(1), st(0); // may set inexact or invalid status flags 

// store result 

fstp QWORD PTR dbl _res24; // exact 


break; 


case SUBPS: 
case SUBSS: 
// perform the subtraction 


} 


asm { 

fnclex; 

// load input operands 

fld DWORD PTR uiopdi1; // may set denormal or invalid status flags 
fld DWORD PTR uiopd2; // may set denormal or invalid status flags 
fsubp st(1), st(0); // may set the inexact or invalid status flags 


// store result 
fstp QWORD PTR dbl_res24; // exact 


break; 


case MULPS: 
case MULSS: 
// perform the multiplication 


} 


asm { 

fnclex; 

// load input operands 

fld DWORD PTR uiopdi; // may set denormal or invalid status flags 
fld DWORD PTR uiopd2; // may set denormal or invalid status flags 
fmulp st(1), st(0); // may set inexact or invalid status flags 


// store result 
fstp QWORD PTR dbl _res24; // exact 


break; 


case DIVPS: 
case DIVSS: 
// perform the division 


} 


asm { 
fnclex; 
// load input operands 
fld DWORD PTR uiopd1; // may set denormal or invalid status flags 
fld DWORD PTR uiopd2; // may set denormal or invalid status flags 
fdivp st(1), st(0); // may set the inexact, divide by zero, or 

// invalid status flags 


// store result 
fstp QWORD PTR dbl_res24; // exact 


break; 
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default: 
; // will never occur 


// vead status word 
__asm { 
fstsw WORD PTR sw; 


if (sw & ZERODIVIDE MASK) 
sw = sw & ~DENORMAL MASK; // clear D flag for (denormal / 0) 


// if invalid flag is set, and invalid exceptions are enabled, take trap 
if (!(exc_env->exc_masks & INVALID MASK) && (sw & INVALID MASK)) { 
exc_env->status_flag_invalid_operation = 1; 
exc_env->exception_cause = INVALID OPERATION; 
return (RAISE EXCEPTION) ; 


} 


// checking for NaN operands has priority over denormal exceptions; 
// also fix for the SSE and SSE2 

// differences in treating two NaN inputs between the 

// instructions and other IA-32 instructions 

if (isnanf (uiopd1) || isnanf (uiopd2)) { 


if (isnanf (uiopdl) && isnanf (uiopd2) ) 
exc_env->result_fval = quietf (uiopdl) ; 

else 
exc_env->result_fval = (float)dbl_res24; // exact 


if (sw & INVALID MASK) exc_env->status_flag_ invalid_operation = 1; 
return (DO NOT RAISE EXCEPTION) ; 


} 


// if denormal flag set, and denormal exceptions are enabled, take trap 
if (!(exc_env->exc_masks & DENORMAL MASK) && (sw & DENORMAL MASK)) { 
exc_env->status_flag_denormal_operand = 1; 
exc_env->exception_cause = DENORMAL OPERAND; 
return (RAISE EXCEPTION) ; 


} 


// if divide by zero flag set, and divide by zero exceptions are 

// enabled, take trap (for divide only) 

if (!(exc_env->exc_masks & ZERODIVIDE MASK) && (sw & ZERODIVIDE MASK)) { 
exc_env->status_ flag divide _by zero = 1; 
exc_env->exception_cause = DIVIDE BY ZERO; 
return (RAISE EXCEPTION) ; 


} 


// done if the result is a NaN (QNaN Indefinite) 

res = (float)dbl_res24; 

if (isnanf (*(unsigned int *)&res)) { 
exc_env->result_fval = res; // exact 
exc_env->status_flag_invalid_operation = 1; 
return (DO NOT RAISE EXCEPTION) ; 


} 


// dbl_res24 is not a NaN at this point 
if (sw & DENORMAL MASK) exc_env->status_flag_denormal_operand = 1; 
// Note: (dbl_res24 == 0.0 && sw & PRECISION MASK) cannot occur 


if (-MIN_SINGLE NORMAL < dbl_res24 && dbl_res24 < 0.0 || 
0.0 < dbl_res24 && dbl_res24 < MIN SINGLE NORMAL) { 
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result_tiny = 1; 


} 


// check if the result is huge 
if (NEGINFF < dbl_res24 && dbl_res24 < -MAX SINGLE NORMAL | | 
MAX SINGLE NORMAL < dbl_res24 && dbl_res24 < POSINFF) { 
result_huge = 1; 


} 


// at this point, there are no enabled I,D, or Z exceptions 

// to take; the instr. 

// might lead to an enabled underflow, enabled underflow and inexact, 
// enabled overflow, enabled overflow and inexact, enabled inexact, or 
// none of these; if there are no U or O enabled exceptions, re-execute 
// the instruction using IA-32 double precision format, and the 

// user's rounding mode; exceptions must have 

// been disabled before calling 

// this function; an inexact exception may be reported on the 53-bit 

// fsubp, fmulp, or on both the 53-bit and 24-bit conversions, while an 
// overflow or underflow (with traps disabled) may be reported on the 
// conversion from dbl_res to res 


// check whether there is an underflow, overflow, 

// or inexact trap to be taken 

// if the underflow traps are enabled and the result is 
// tiny, take underflow trap 


if (!(exc_env->exc_masks & UNDERFLOW MASK) && result_tiny) { 
dbl_res24 = TWO TO 192 * dbl_res24; // exact 
exc_env->status_flag_underflow = 1; 
exc_env->exception_cause = UNDERFLOW; 
exc_env->result_fval = (float)dbl_res24; // exact 
if (sw & PRECISION MASK) exc_env->status_flag_inexact = 1; 
return (RAISE EXCEPTION) ; 


} 


// if overflow traps are enabled and the result is huge, take 
// overflow trap 
if (!(exc_env->exc_masks & OVERFLOW MASK) && result_huge) { 
dbl_res24 = TWO_TO M192 * dbl_res24; // exact 
exc_env->status_flag_ overflow = 1; 
exc_env->exception_cause = OVERFLOW; 
exc_env->result_fval = (float)dbl_res24; // exact 
if (sw & PRECISION MASK) exc_env->status_flag_inexact = 1; 
return (RAISE EXCEPTION) ; 


// set control word with rounding mode set to exc_env->rounding_ mode, 
// double precision, and all exceptions disabled 
cw = cw | 0200H; // set precision to double 
__asm { 
fldcw WORD PTR cw; 


} 


switch (exc_env->operation) { 


case ADDPS: 
case ADDSS: 
// perform the addition 
__asm { 
// load input operands 
fld DWORD PTR uiopdi; // may set the denormal status flag 
fld DWORD PTR uiopd2; // may set the denormal status flag 
faddp st(1), st(0); // rounded to 53 bits, may set the inexact 
// status flag 
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// store result 
fstp QWORD PTR dbl_res; // exact, will not set any flag 


} 


break; 


case SUBPS: 
case SUBSS: 
// perform the subtraction 
__asm { 
// load input operands 
fld DWORD PTR uiopdi; // may set the denormal status flag 
fld DWORD PTR uiopd2; // may set the denormal status flag 
fsubp st(1), st(0); // rounded to 53 bits, may set the inexact 
// status flag 


// store result 
fstp QWORD PTR dbl_res; // exact, will not set any flag 


} 


break; 


case MULPS: 
case MULSS: 
// perform the multiplication 
__asm { 
// load input operands 
fld DWORD PTR uiopdl1; // may set the denormal status flag 
fld DWORD PTR uiopd2; // may set the denormal status flag 
fmulp st(1), st(0); // rounded to 53 bits, exact 
// store result 
fstp QWORD PTR dbl_res; // exact, will not set any flag 


} 


break; 


case DIVPS: 
case DIVSS: 
// perform the division 
__asm { 
// load input operands 
fld DWORD PTR uiopdl1; // may set the denormal status flag 
fld DWORD PTR uiopd2; // may set the denormal status flag 
fdivp st(1), st(0); // vounded to 53 bits, may set the inexact 
// status flag 


// store result 
fstp QWORD PTR dbl_res; // exact, will not set any flag 


} 


break; 


default: 
; // will never occur 


} 


// calculate result for the case an inexact trap has to be taken, or 
// when no trap occurs (second IEEE rounding) 
res = (float)dbl_ res; 

// may set P, U or O; may also involve denormalizing the result 


// vead status word 
__asm { 
fstsw WORD PTR sw; 


} 


// if inexact traps are enabled and result is inexact, take inexact trap 


if (!(exc_env->exc_masks & PRECISION MASK) && 
((sw & PRECISION MASK) || (exc_env->ftz && result_tiny))) { 
exc_env->status_flag_ inexact = 1; 
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exc_env->exception_cause = INEXACT; 
if (result_tiny) { 
exc_env->status_flag_underflow = 1; 


// if ftz = 1 and result is tiny, result = 0.0 
// (no need to check for underflow traps disabled: result tiny and 
// underflow traps enabled would have caused taking an underflow 
// trap above) 
if (exc_env->ftz) { 
if (res > 0.0) 
res = ZEROF; 
else if (res < 0.0) 
res = NZEROF; 
// else leave res unchanged 
} 
} 


if (result_huge) exc_env->status_flag_ overflow = 1; 
exc_env->result_fval = res; 
return (RAISE EXCEPTION) ; 


// if it got here, then there is no trap to be taken; the following must 
// hold: ((the MXCSR U exceptions are disabled or 


// the MXCSR underflow exceptions are enabled and the underflow flag is 
// clear and (the inexact flag is set or the inexact flag is clear and 
// the 24-bit result with unbounded exponent is not tiny) )) 

// and (the MXCSR overflow traps are disabled or the overflow flag is 
// clear) and (the MXCSR inexact traps are disabled or the inexact flag 
// is clear) 


// in this case, the result has to be delivered (the status flags are 
// sticky, so they are all set correctly already) 


// vead status word to see if result is inexact 
__asm { 
fstsw WORD PTR sw; 


if (sw & UNDERFLOW_MASK) exc_env->status_flag_underflow = 1; 
if (sw & OVERFLOW_MASK) exc_env->status_flag_ overflow = 1; 
if (sw & PRECISION MASK) exc_env->status_flag_inexact = 1; 
// if ftz = 1, and result is tiny (underflow traps must be disabled), 
// result = 0.0 
if (exc_env->ftz && result_tiny) { 
if (res > 0.0) 
res = ZEROF; 
else if (res < 0.0) 
res = NZEROF; 
// else leave res unchanged 


exc_env->status_flag_ inexact = 1; 
exc_env->status_flag_underflow = 1; 


exc_env->result_fval = res; 

if (sw & ZERODIVIDE MASK) exc_env->status_flag_divide_by zero = 1; 
(sw & DENORMAL MASK) exc_env->status_flag_ denormal= 1; 

if (sw & INVALID MASK) exc_env->status_flag_invalid_operation = 1; 
return (DO NOT RAISE EXCEPTION) ; 


break; 


case CMPPS: 
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case CMPSS: 


break; 


case COMISS: 
case UCOMISS: 


break; 


case CVTPI2PS: 
case CVTSI2SS: 


break; 


case CVTPS2PI: 
case CVTSS2SI: 
case CVTTPS2PI: 
case CVTTSS2SI1: 


break; 


case MAXPS: 
case MAXSS: 
case MINPS: 
case MINSS: 


break; 


case SORTPS: 
case SORTSS: 


break; 


case UNSPEC: 


break; 


default: 
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CHAPTER 1 
ABOUT THIS MANUAL 


The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A, 2B, 2C & 2D: Instruction Set 
Reference (order numbers 253666, 253667, 326018 and 334569) are part of a set that describes the architecture 
and programming environment of all Intel 64 and IA-32 architecture processors. Other volumes in this set are: 


° The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1: Basic Architecture (Order 
Number 253665). 


° The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 3A, 3B, 3C & 3D: System 
Programming Guide (order numbers 253668, 253669, 326019 and 332831). 


° The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4: Model-Specific Registers 
(order number 335592), 


The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, describes the basic architecture 
and programming environment of Intel 64 and IA-32 processors. The Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volumes 2A, 2B, 2C & 2D, describe the instruction set of the processor and the opcode struc- 
ture. These volumes apply to application programmers and to programmers who write operating systems or exec- 
utives. The Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 3A, 3B, 3C & 3D, describe 
the operating-system support environment of Intel 64 and IA-32 processors. These volumes target operating- 
system and BIOS designers. In addition, the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3B, addresses the programming environment for classes of software that host operating systems. The 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4, describes the model-specific registers 
of Intel 64 and IA-32 processors. 


1.1 INTEL® 64 AND IA-32 PROCESSORS COVERED IN THIS MANUAL 


This manual set includes information pertaining primarily to the most recent Intel 64 and IA-32 processors, which 
include: 


* Pentium® processors 

° P6 family processors 

* Pentium® 4 processors 

* Pentium® M processors 

* Intel® Xeon® processors 

* Pentium® D processors 

* Pentium® processor Extreme Editions 

* 64-bit Intel® Xeon® processors 

* Intel® Core™ Duo processor 

* Intel® Core™ Solo processor 

* Dual-Core Intel® Xeon® processor LV 

* Intel® Core™2 Duo processor 

* Intel® Core™2 Quad processor Q6000 series 

* Intel® xeon® processor 3000, 3200 series 

* Intel® Xeon® processor 5000 series 

* Intel® xeon® processor 5100, 5300 series 

* Intel® Core™2 Extreme processor X7000 and X6800 series 
* Intel® Core™2 Extreme processor QX6000 series 
* Intel® Xeon® processor 7100 series 
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* Intel® Pentium® Dual-Core processor 

* Intel® Xeon® processor 7200, 7300 series 

* Intel® xeon® processor 5200, 5400, 7400 series 

* Intel® Core™2 Extreme processor QX9000 and X9000 series 
* Intel® Core™2 Quad processor Q9000 series 

* Intel® Core™2 Duo processor E8000, T9000 series 

* Intel® Atom™ processor family 


* Intel® Atom™ processors 200, 300, D400, D500, D2000, N200, N400, N2000, E2000, Z500, Z600, Z2000, 
C1000 series are built from 45 nm and 32 nm processes 


* Intel® Core™ i7 processor 

* Intel® Core™ i5 processor 

* Intel® Xeon® processor E7-8800/4800/2800 product families 
* Intel® Core™ i7-3930K processor 

* 2nd generation Intel® Core™ i7-2xxx, Intel® Core™ i5-2xxx, Intel® Core™ i3-2xxx processor series 
* Intel® Xeon® processor E3-1200 product family 

* Intel® Xeon® processor E5-2400/1400 product family 

* Intel® Xeon® processor E5-4600/2600/1600 product family 
* 3rd generation Intel® Core™ processors 

* Intel® Xeon® processor E3-1200 v2 product family 

* Intel® Xeon® processor E5-2400/1400 v2 product families 

* Intel® Xeon® processor E5-4600/2600/1600 v2 product families 
* Intel® Xeon® processor E7-8800/4800/2800 v2 product families 
* 4th generation Intel® Core™ processors 

* The Intel® Core™ M processor family 

* Intel® Core™ i7-59xx Processor Extreme Edition 

* Intel® Core™ i7-49xx Processor Extreme Edition 

* Intel® Xeon® processor E3-1200 v3 product family 

* Intel® Xeon® processor E5-2600/1600 v3 product families 

* 5th generation Intel® Core™ processors 

* Intel® Xeon® processor D-1500 product family 

* Intel® Xeon® processor E5 v4 family 

* Intel® Atom™ processor X7-Z8000 and X5-Z8000 series 

* Intel® Atom™ processor Z3400 series 

* Intel® Atom™ processor Z3500 series 

* 6th generation Intel® Core™ processors 

* Intel® Xeon® processor E3-1500m v5 product family 

* 7th generation Intel® Core™ processors 

* Intel® Xeon Phi™ Processor 3200, 5200, 7200 Series 

* Intel® Xeon® Processor Scalable Family 

* 8th generation Intel® Core™ processors 

* Intel® Xeon Phi™ Processor 7215, 7285, 7295 Series 

* Intel® Xeon® E processors 

* 9th generation Intel® Core™ processors 

* 2nd generation Intel® Xeon® Processor Scalable Family 
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* 10th generation Intel® Core™ processors 
* 11th generation Intel® Core™ processors 
* 3rd generation Intel® Xeon® Processor Scalable Family 


P6 family processors are IA-32 processors based on the P6 family microarchitecture. This includes the Pentium® 
Pro, Pentium® II, Pentium® Ill, and Pentium® III Xeon® processors. 


The Pentium® 4, Pentium® D, and Pentium® processor Extreme Editions are based on the Intel NetBurst® micro- 
architecture. Most early Intel® Xeon® processors are based on the Intel NetBurst® microarchitecture. Intel Xeon 
processor 5000, 7100 series are based on the Intel NetBurst® microarchitecture. 


The Intel® Core™ Duo, Intel® Core™ Solo and dual-core Intel® Xeon® processor LV are based on an improved 
Pentium® M processor microarchitecture. 


The Intel® Xeon® processor 3000, 3200, 5100, 5300, 7200, and 7300 series, Intel® Pentium® dual-core, Intel® 
Core™2 Duo, Intel® Core™2 Quad, and Intel® Core™2 Extreme processors are based on Intel® Core™ microarchi- 
tecture. 


The Intel® Xeon® processor 5200, 5400, 7400 series, Intel® Core™2 Quad processor Q9000 series, and Intel® 
Core™2 Extreme processors QX9000, X9000 series, Intel® Core™2 processor E8000 series are based on Enhanced 
Intel® Core™ microarchitecture. 


The Intel® Atom™ processors 200, 300, D400, D500, D2000, N200, N400, N2000, E2000, Z500, Z600, Z2000, 
C1000 series are based on the Intel® Atom™ microarchitecture and supports Intel 64 architecture. 


P6 family, Pentium® M, Intel® Core™ Solo, Intel® Core™ Duo processors, dual-core Intel® Xeon® processor LV, 
and early generations of Pentium 4 and Intel Xeon processors support IA-32 architecture. The Intel® Atom™ 
processor Z5xx series support IA-32 architecture. 


The Intel® Xeon® processor 3000, 3200, 5000, 5100, 5200, 5300, 5400, 7100, 7200, 7300, 7400 series, Intel® 
Core™ 2 Duo, Intel® Core™2 Extreme, Intel® Core™2 Quad processors, Pentium® D processors, Pentium® Dual- 
Core processor, newer generations of Pentium 4 and Intel Xeon processor family support Intel® 64 architecture. 


The Intel® Core™ i7 processor and Intel® Xeon® processor 3400, 5500, 7500 series are based on 45 nm Nehalem 
microarchitecture. Westmere microarchitecture is a 32 nm version of the Nehalem microarchitecture. Intel® 
Xeon® processor 5600 series, Intel Xeon processor E7 and various Intel Core i7, i5, i3 processors are based on the 
Westmere microarchitecture. These processors support Intel 64 architecture. 


The Intel® Xeon® processor E5 family, Intel® Xeon® processor E3-1200 family, Intel® Xeon® processor E7- 
8800/4800/2800 product families, Intel® Core™ i7-3930K processor, and 2nd generation Intel® Core™ i7-2xxx, 
Intel® Core™ i5-2xxx, Intel® Core™ i3-2xxx processor series are based on the Sandy Bridge microarchitecture and 
support Intel 64 architecture. 


The Intel® Xeon® processor E7-8800/4800/2800 v2 product families, Intel® Xeon® processor E3-1200 v2 product 
family and 3rd generation Intel® Core™ processors are based on the Ivy Bridge microarchitecture and support 
Intel 64 architecture. 


The Intel® Xeon® processor E5-4600/2600/1600 v2 product families, Intel® Xeon® processor E5-2400/1400 v2 
product families and Intel® Core™ i7-49xx Processor Extreme Edition are based on the Ivy Bridge-E microarchitec- 
ture and support Intel 64 architecture. 


The Intel® Xeon® processor E3-1200 v3 product family and 4th Generation Intel® Core™ processors are based on 
the Haswell microarchitecture and support Intel 64 architecture. 


The Intel® Xeon® processor E5-2600/1600 v3 product families and the Intel® Core™ i7-59xx Processor Extreme 
Edition are based on the Haswell-E microarchitecture and support Intel 64 architecture. 


The Intel® Atom™ processor Z8000 series is based on the Airmont microarchitecture. 


The Intel® Atom™ processor Z3400 series and the Intel® Atom™ processor Z3500 series are based on the Silver- 
mont microarchitecture. 


The Intel® Core™ M processor family, 5th generation Intel® Core™ processors, Intel® Xeon® processor D-1500 
product family and the Intel® Xeon® processor E5 v4 family are based on the Broadwell microarchitecture and 
support Intel 64 architecture. 


The Intel® Xeon® Processor Scalable Family, Intel® Xeon® processor E3-1500m v5 product family and 6th gener- 
ation Intel® Core™ processors are based on the Skylake microarchitecture and support Intel 64 architecture. 
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The 7th generation Intel® Core™ processors are based on the Kaby Lake microarchitecture and support Intel 64 
architecture. 


The Intel® Atom™ processor C series, the Intel® Atom™ processor X series, the Intel® Pentium® processor J 
series, the Intel® Celeron® processor J series, and the Intel® Celeron® processor N series are based on the Gold- 
mont microarchitecture. 


The Intel® Xeon Phi™ Processor 3200, 5200, 7200 Series is based on the Knights Landing microarchitecture and 
supports Intel 64 architecture. 


The Intel® Pentium® Silver processor series, the Intel® Celeron® processor J series, and the Intel® Celeron® 
processor N series are based on the Goldmont Plus microarchitecture. 


The 8th generation Intel® Core™ processors, 9th generation Intel® Core™ processors, and Intel® Xeon® E proces- 
sors are based on the Coffee Lake microarchitecture and support Intel 64 architecture. 


The Intel® Xeon Phi™ Processor 7215, 7285, 7295 Series is based on the Knights Mill microarchitecture and 
supports Intel 64 architecture. 


The 2nd generation Intel® Xeon® Processor Scalable Family is based on the Cascade Lake product and supports 
Intel 64 architecture. 


Some 10th generation Intel® Core™ processors are based on the Ice Lake microarchitecture, and some are based 
on the Comet Lake microarchitecture; both support Intel 64 architecture. 


Some 11th generation Intel® Core™ processors are based on the Tiger Lake microarchitecture, and some are 
based on the Rocket Lake microarchitecture; both support Intel 64 architecture. 


Some 3rd generation Intel® Xeon® Processor Scalable Family processors are based on the Cooper Lake product, 
and some are based on the Ice Lake microarchitecture; both support Intel 64 architecture. 


IA-32 architecture is the instruction set architecture and programming environment for Intel's 32-bit microproces- 
sors. Intel® 64 architecture is the instruction set architecture and programming environment which is the superset 
of Intel’s 32-bit and 64-bit architectures. It is compatible with the IA-32 architecture. 


12 OVERVIEW OF VOLUME 2A, 2B, 2C AND 2D: INSTRUCTION SET REFERENCE 


A description of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A, 2B, 2C & 2D content 
follows: 


Chapter 1 — About This Manual. Gives an overview of all seven volumes of the Intel® 64 and IA-32 Architec- 
tures Software Developer’s Manual. It also describes the notational conventions in these manuals and lists related 
Intel® manuals and documentation of interest to programmers and hardware designers. 


Chapter 2 — Instruction Format. Describes the machine-level instruction format used for all IA-32 instructions 
and gives the allowable encodings of prefixes, the operand-identifier byte (ModR/M byte), the addressing-mode 
specifier byte (SIB byte), and the displacement and immediate bytes. 


Chapter 3 — Instruction Set Reference, A-L. Describes Intel 64 and IA-32 instructions in detail, including an 
algorithmic description of operations, the effect on flags, the effect of operand- and address-size attributes, and 

the exceptions that may be generated. The instructions are arranged in alphabetical order. General-purpose, x87 
FPU, Intel MMX™ technology, SSE/SSE2/SSE3/SSSE3/SSE4 extensions, and system instructions are included. 


Chapter 4 — Instruction Set Reference, M-U. Continues the description of Intel 64 and IA-32 instructions 
started in Chapter 3. It starts Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2B. 


Chapter 5 — Instruction Set Reference, V-Z. Continues the description of Intel 64 and IA-32 instructions 
started in chapters 3 and 4. It provides the balance of the alphabetized list of instructions and starts Intel® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 2C. 


Chapter 6 — Safer Mode Extensions Reference. Describes the safer mode extensions (SMX). SMX is intended 
for a system executive to support launching a measured environment in a platform where the identity of the soft- 
ware controlling the platform hardware can be measured for the purpose of making trust decisions. This chapter 
starts Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2D. 
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Chapter 7— Instruction Set Reference Unique to Intel® Xeon Phi™ Processors. Describes the instruction 
set that is unique to Intel® Xeon Phi™ processors based on the Knights Landing and Knights Mill microarchitec- 
tures. The set is not supported in any other Intel processors. 


Appendix A — Opcode Map. Gives an opcode map for the IA-32 instruction set. 


Appendix B — Instruction Formats and Encodings. Gives the binary encoding of each form of each IA-32 
instruction. 


Appendix C — Intel® C/C++ Compiler Intrinsics and Functional Equivalents. Lists the Intel® C/C++ compiler 
intrinsics and their assembly code equivalents for each of the IA-32 MMX and SSE/SSE2/SSE3 instructions. 


1.3 NOTATIONAL CONVENTIONS 


This manual uses specific notation for data-structure formats, for symbolic representation of instructions, and for 
hexadecimal and binary numbers. A review of this notation makes the manual easier to read. 


1.3.1 Bit and Byte Order 


In illustrations of data structures in memory, smaller addresses appear toward the bottom of the figure; addresses 
increase toward the top. Bit positions are numbered from right to left. The numerical value of a set bit is equal to 
two raised to the power of the bit position. IA-32 processors are “little endian” machines; this means the bytes of 
a word are numbered starting from the least significant byte. Figure 1-1 illustrates these conventions. 


Highest Data Structure 
Address 31 24 23 1615 8 7 0 <— Bit offset 


Lowest 
Address 


Byte Offset 


Figure 1-1. Bit and Byte Order 


1.3.2 Reserved Bits and Software Compatibility 


In many register and memory layout descriptions, certain bits are marked as reserved. When bits are marked as 
reserved, it is essential for compatibility with future processors that software treat these bits as having a future, 
though unknown, effect. The behavior of reserved bits should be regarded as not only undefined, but unpredict- 
able. Software should follow these guidelines in dealing with reserved bits: 


* Do not depend on the states of any reserved bits when testing the values of registers which contain such bits. 
Mask out the reserved bits before testing. 


* Do not depend on the states of any reserved bits when storing to memory or to a register. 
* Do not depend on the ability to retain information written into any reserved bits. 


¢ When loading a register, always load the reserved bits with the values indicated in the documentation, if any, 
or reload them with values previously read from the same register. 
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NOTE 


Avoid any software dependence upon the state of reserved bits in IA-32 registers. Depending upon 
the values of reserved register bits will make software dependent upon the unspecified manner in 

which the processor handles these bits. Programs that depend upon reserved values risk incompat- 
ibility with future processors. 


1.3.3 Instruction Operands 


When instructions are represented symbolically, a subset of the IA-32 assembly language is used. In this subset, 
an instruction has the following format: 
label: mnemonic argument1, argument2, argument3 
where: 
¢ A label is an identifier which is followed by a colon. 
¢ A mnemonic is a reserved name for a class of instruction opcodes which have the same function. 


¢ The operands argumenti, argument2, and argument3 are optional. There may be from zero to three operands, 
depending on the opcode. When present, they take the form of either literals or identifiers for data items. 
Operand identifiers are either reserved names of registers or are assumed to be assigned to data items 
declared in another part of the program (which may not be shown in the example). 


When two operands are present in an arithmetic or logical instruction, the right operand is the source and the left 
operand is the destination. 


For example: 


LOADREG: MOV EAX, SUBTOTAL 


In this example, LOADREG is a label, MOV is the mnemonic identifier of an opcode, EAX is the destination operand, 
and SUBTOTAL is the source operand. Some assembly languages put the source and destination in reverse order. 


1.3.4 Hexadecimal and Binary Numbers 


Base 16 (hexadecimal) numbers are represented by a string of hexadecimal digits followed by the character H (for 
example, F82EH). A hexadecimal digit is a character from the following set: 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C, D, 
E, and F. 


Base 2 (binary) numbers are represented by a string of 1s and Os, sometimes followed by the character B (for 
example, 1010B). The “B” designation is only used in situations where confusion as to the type of number might 
arise. 


1.3.5 Segmented Addressing 


The processor uses byte addressing. This means memory is organized and accessed as a sequence of bytes. 
Whether one or more bytes are being accessed, a byte address is used to locate the byte or bytes in memory. The 
range of memory that can be addressed is called an address space. 


The processor also supports segmented addressing. This is a form of addressing where a program may have many 

independent address spaces, called segments. For example, a program can keep its code (instructions) and stack 

in separate segments. Code addresses would always refer to the code space, and stack addresses would always 

refer to the stack space. The following notation is used to specify a byte address within a segment: 
Segment-register:Byte-address 

For example, the following segment address identifies the byte at address FF79H in the segment pointed by the DS 

register: 


DS:FF79H 
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The following segment address identifies an instruction address in the code segment. The CS register points to the 
code segment and the EIP register contains the address of the instruction. 


CS:EIP 


13.6 Exceptions 


An exception is an event that typically occurs when an instruction causes an error. For example, an attempt to 
divide by zero generates an exception. However, some exceptions, such as breakpoints, occur under other condi- 
tions. Some types of exceptions may provide error codes. An error code reports additional information about the 
error. An example of the notation used to show an exception and error code is shown below: 


#PF(fault code) 


This example refers to a page-fault exception under conditions where an error code naming a type of fault is 
reported. Under some conditions, exceptions which produce error codes may not be able to report an accurate 
code. In this case, the error code is zero, as shown below for a general-protection exception: 


#GP(0) 


1.3.7 A New Syntax for CPUID, CR, and MSR Values 


Obtain feature flags, status, and system information by using the CPUID instruction, by checking control register 
bits, and by reading model-specific registers. We are moving toward a new syntax to represent this information. 
See Figure 1-2. 
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CPUID Input and Output 


CPUID.01H:EDX.SSE[bit 25] = 1 
e | @ 


Input value for EAX register 


Output register and feature flag or field 
name with bit position(s) 


Value (or range) of output 


Control Register Values 


CR4.OSFXSR)Ibit 9] = 1 
e | © 


Example CR name 


Feature flag or field name 
with bit position(s) 


Value (or range) of output 


Model-Specific Register Values 


IA32_MISC_ENABLE.ENABLEFOPCODE[bit 2] = 1 
|! 


Example MSR name 


Feature flag or field name with bit position(s) 


Value (or range) of output 


Figure 1-2. Syntax for CPUID, CR, and MSR Data Presentation 


1.4 RELATED LITERATURE 


Literature related to Intel 64 and IA-32 processors is listed and viewable on-line at: 
https://software.intel.com/en-us/articles/intel-sdm 
See also: 


* The latest security information on Intel® products: 
https://www.intel.com/content/www/us/en/security-center/default.html 


° Software developer resources, guidance and insights for security advisories: 
https://software.intel.com/security-software-guidance/ 


¢ The data sheet for a particular Intel 64 or IA-32 processor 
¢ The specification update for a particular Intel 64 or IA-32 processor 


* Intel® C++ Compiler documentation and online help: 
http://software.intel.com/en-us/articles/intel-compilers/ 
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Intel® Fortran Compiler documentation and online help: 
http://software.intel.com/en-us/articles/intel-compilers/ 


Intel® Software Development Tools: 
https://software.intel.com/en-us/intel-sdp-home 


Intel® 64 and IA-32 Architectures Software Developer’s Manual (in one, four or ten volumes): 
https://software.intel.com/en-us/articles/intel-sdm 


Intel® 64 and IA-32 Architectures Optimization Reference Manual: 
https://software.intel.com/en-us/articles/intel-sdm#optimization 


Intel® Trusted Execution Technology Measured Launched Environment Programming Guide: 
http://www. intel.com/content/www/us/en/software-developers/intel-txt-software-development-guide.html 


Intel® Software Guard Extensions (Intel® SGX) Information 
https://software.intel.com/en-us/isa-extensions/intel-sgx 


Developing Multi-threaded Applications: A Platform Consistent Approach: 
https://software.intel.com/sites/default/files/article/147714/51534-developing-multithreaded-applica- 
tions. pdf 


Using Spin-Loops on Intel® Pentium® 4 Processor and Intel® Xeon® Processor: 
https://software.intel.com/sites/default/files/22/30/25602 


Performance Monitoring Unit Sharing Guide 
http://software.intel.com/file/30388 


Literature related to select features in future Intel processors are available at: 


Intel® Architecture Instruction Set Extensions Programming Reference 
https://software.intel.com/en-us/isa-extensions 


More relevant links are: 


Intel® Developer Zone: 

https://software.intel.com/en-us 

Developer centers: 

http://www. intel.com/content/www/us/en/hardware-developers/developer-centers.html 
Processor support general link: 

http://www. intel.com/support/processors/ 

Intel® Hyper-Threading Technology (Intel® HT Technology): 

http://www. intel.com/technology/platform-technology/hyper-threading/index.htm 
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CHAPTER 2 
INSTRUCTION FORMAT 


This chapter describes the instruction format for all Intel 64 and IA-32 processors. The instruction format for 
protected mode, real-address mode and virtual-8086 mode is described in Section 2.1. Increments provided for IA- 
32e mode and its sub-modes are described in Section 2.2. 


221 INSTRUCTION FORMAT FOR PROTECTED MODE, REAL-ADDRESS MODE, 
AND VIRTUAL-8086 MODE 


The Intel 64 and IA-32 architectures instruction encodings are subsets of the format shown in Figure 2-1. Instruc- 
tions consist of optional instruction prefixes (in any order), primary opcode bytes (up to three bytes), an 
addressing-form specifier (if required) consisting of the ModR/M byte and sometimes the SIB (Scale-Index-Base) 
byte, a displacement (if required), and an immediate data field (if required). 


Prefixes of _1-, 2-, or 3-byte 1 byte 1 byte Address Immediate 
1 byte each opcode f required) (if required) displacement data of 
(optional)? reali’) of1,2,or4 1,2, 0r4 
ra \ bytes or none® _ bytes or none® 
7 65 32 0 7 65 32 0 


So 


1. The REX prefix is optional, but if used must be immediately before the opcode; see Section 
2.2.1, “REX Prefixes” for additional information. 

2. For VEX encoding information, see Section 2.3, “Intel® Advanced Vector Extensions (Intel® 
AVX)”. 

3. Some rare instructions can take an 8B immediate or 8B displacement. 


Figure 2-1. Intel 64 and IA-32 Architectures Instruction Format 


2.1.1 Instruction Prefixes 


Instruction prefixes are divided into four groups, each with a set of allowable prefix codes. For each instruction, it 
is only useful to include up to one prefix code from each of the four groups (Groups 1, 2, 3, 4). Groups 1 through 4 
may be placed in any order relative to each other. 


° Group 1 
— Lock and repeat prefixes: 
¢ LOCK prefix is encoded using FOH. 


¢ REPNE/REPNZ prefix is encoded using F2H. Repeat-Not-Zero prefix applies only to string and 
input/output instructions. (F2H is also used as a mandatory prefix for some instructions. ) 


¢ REP or REPE/REPZ is encoded using F3H. The repeat prefix applies only to string and input/output 
instructions. F3H is also used as a mandatory prefix for POPCNT, LZCNT and ADOX instructions. 
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— BND prefix is encoded using F2H if the following conditions are true: 
¢ CPUID.(EAX=07H, ECX=0):EBX.MPX[bit 14] is set. 
¢ BNDCFGU.EN and/or IA32_BNDCFGS.EN is set. 


¢ When the F2 prefix precedes a near CALL, a near RET, a near JMP, a short Jcc, or a near Jcc instruction 
(see Chapter 17, “Intel® MPX,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1). 


° Group 2 
— Segment override prefixes: 
¢ 2EH—CS segment override (use with any branch instruction is reserved). 
¢ 36H—SS segment override prefix (use with any branch instruction is reserved). 
¢ 3EH—DS segment override prefix (use with any branch instruction is reserved). 
¢ 26H—ES segment override prefix (use with any branch instruction is reserved). 
¢ 64H—FS segment override prefix (use with any branch instruction is reserved). 
* 65H—GS segment override prefix (use with any branch instruction is reserved). 
— Branch hints!?: 
¢ 2EH—Branch not taken (used only with Jcc instructions). 
¢ 3EH—Branch taken (used only with Jcc instructions). 
° Group 3 
¢ Operand-size override prefix is encoded using 66H (66H is also used as a mandatory prefix for some 
instructions). 
° Group 4 
* 67H—Address-size override prefix. 


The LOCK prefix (FOH) forces an operation that ensures exclusive use of shared memory in a multiprocessor envi- 
ronment. See “LOCK—Assert LOCK# Signal Prefix” in Chapter 3, “Instruction Set Reference, A-L,” for a description 
of this prefix. 

Repeat prefixes (F2H, F3H) cause an instruction to be repeated for each element of a string. Use these prefixes 
only with string and I/O instructions (MOVS, CMPS, SCAS, LODS, STOS, INS, and OUTS). Use of repeat prefixes 
and/or undefined opcodes with other Intel 64 or IA-32 instructions is reserved; such use may cause unpredictable 
behavior. 

Some instructions may use F2H,F3H as a mandatory prefix to express distinct functionality. 

Branch hint prefixes (2EH, 3EH) allow a program to give a hint to the processor about the most likely code path for 
a branch. Use these prefixes only with conditional branch instructions (Jcc). Other use of branch hint prefixes 
and/or other undefined opcodes with Intel 64 or IA-32 instructions is reserved; such use may cause unpredictable 
behavior. 

The operand-size override prefix allows a program to switch between 16- and 32-bit operand sizes. Either size can 
be the default; use of the prefix selects the non-default size. 

Some SSE2/SSE3/SSSE3/SSE4 instructions and instructions using a three-byte sequence of primary opcode bytes 
may use 66H as a mandatory prefix to express distinct functionality. 

Other use of the 66H prefix is reserved; such use may cause unpredictable behavior. 

The address-size override prefix (67H) allows programs to switch between 16- and 32-bit addressing. Either size 
can be the default; the prefix selects the non-default size. Using this prefix and/or other undefined opcodes when 
operands for the instruction do not reside in memory is reserved; such use may cause unpredictable behavior. 


1. Some earlier microarchitectures used these as branch hints, but recent generations have not and they are reserved for future hint 
usage. 
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Za lot Opcodes 


A primary opcode can be 1, 2, or 3 bytes in length. An additional 3-bit opcode field is sometimes encoded in the 
ModR/M byte. Smaller fields can be defined within the primary opcode. Such fields define the direction of opera- 
tion, size of displacements, register encoding, condition codes, or sign extension. Encoding fields used by an 
opcode vary depending on the class of operation. 


Two-byte opcode formats for general-purpose and SIMD instructions consist of one of the following: 
e An escape opcode byte OFH as the primary opcode and a second opcode byte. 


¢ Amandatory prefix (66H, F2H, or F3H), an escape opcode byte, and a second opcode byte (same as previous 
bullet). 


For example, CVTDQ2PD consists of the following sequence: F3 OF E6. The first byte is a mandatory prefix (it is not 
considered as a repeat prefix). 


Three-byte opcode formats for general-purpose and SIMD instructions consist of one of the following: 
e An escape opcode byte OFH as the primary opcode, plus two additional opcode bytes. 


¢ Amandatory prefix (66H, F2H, or F3H), an escape opcode byte, plus two additional opcode bytes (same as 
previous bullet). 


For example, PHADDW for XMM registers consists of the following sequence: 66 OF 38 01. The first byte is the 
mandatory prefix. 


Valid opcode expressions are defined in Appendix A and Appendix B. 


2.1.3 ModR/M and SIB Bytes 


Many instructions that refer to an operand in memory have an addressing-form specifier byte (called the ModR/M 
byte) following the primary opcode. The ModR/M byte contains three fields of information: 


° The mod field combines with the r/m field to form 32 possible values: eight registers and 24 addressing modes. 


° The reg/opcode field specifies either a register number or three more bits of opcode information. The purpose 
of the reg/opcode field is specified in the primary opcode. 


¢ The r/m field can specify a register as an operand or it can be combined with the mod field to encode an 
addressing mode. Sometimes, certain combinations of the mod field and the r/m field are used to express 
opcode information for some instructions. 


Certain encodings of the ModR/M byte require a second addressing byte (the SIB byte). The base-plus-index and 
scale-plus-index forms of 32-bit addressing require the SIB byte. The SIB byte includes the following fields: 


° The scale field specifies the scale factor. 

° The index field specifies the register number of the index register. 
° The base field specifies the register number of the base register. 
See Section 2.1.5 for the encodings of the ModR/M and SIB bytes. 


2.1.4 Displacement and Immediate Bytes 


Some addressing forms include a displacement immediately following the ModR/M byte (or the SIB byte if one is 
present). If a displacement is required, it can be 1, 2, or 4 bytes. 


If an instruction specifies an immediate operand, the operand always follows any displacement bytes. An imme- 
diate operand can be 1, 2 or 4 bytes. 
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2.1.5 Addressing-Mode Encoding of ModR/M and SIB Bytes 


The values and corresponding addressing forms of the ModR/M and SIB bytes are shown in Table 2-1 through Table 
2-3: 16-bit addressing forms specified by the ModR/M byte are in Table 2-1 and 32-bit addressing forms are in 
Table 2-2. Table 2-3 shows 32-bit addressing forms specified by the SIB byte. In cases where the reg/opcode field 
in the ModR/M byte represents an extended opcode, valid encodings are shown in Appendix B. 


In Table 2-1 and Table 2-2, the Effective Address column lists 32 effective addresses that can be assigned to the 
first operand of an instruction by using the Mod and R/M fields of the ModR/M byte. The first 24 options provide 
ways of specifying a memory location; the last eight (Mod = 11B) provide ways of specifying general-purpose, MMX 
technology and XMM registers. 


The Mod and R/M columns in Table 2-1 and Table 2-2 give the binary encodings of the Mod and R/M fields required 
to obtain the effective address listed in the first column. For example: see the row indicated by Mod = 11B, R/M = 
OOOB. The row identifies the general-purpose registers EAX, AX or AL; MMX technology register MMO; or XMM 
register XMMO. The register used is determined by the opcode byte and the operand-size attribute. 


Now look at the seventh row in either table (labeled “REG =”). This row specifies the use of the 3-bit Reg/Opcode 
field when the field is used to give the location of a second operand. The second operand must be a general- 
purpose, MMX technology, or XMM register. Rows one through five list the registers that may correspond to the 
value in the table. Again, the register used is determined by the opcode byte along with the operand-size attribute. 


If the instruction does not require a second operand, then the Reg/Opcode field may be used as an opcode exten- 
sion. This use is represented by the sixth row in the tables (labeled “/digit (Opcode)”). Note that values in row six 
are represented in decimal form. 


The body of Table 2-1 and Table 2-2 (under the label “Value of ModR/M Byte (in Hexadecimal)”) contains a 32 by 
8 array that presents all of 256 values of the ModR/M byte (in hexadecimal). Bits 3, 4 and 5 are specified by the 
column of the table in which a byte resides. The row specifies bits 0, 1 and 2; and bits 6 and 7. The figure below 
demonstrates interpretation of one table value. 


Mod 11 

RM 000 
/digit (Opcode); REG= 001 

C8H 11001000 


Figure 2-2. Table Interpretation of ModR/M Byte (C8H) 
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Table 2-1. 16-Bit Addressing Forms with the ModR/M Byte 


r8(/r) CH 
r16(/r) BP! 
r32(/r) EBP 
mmi(/r) MM5 
xmm(/r) XMM5 
(In decimal) /digit (Opcode) 0 1 2 3 4 5 

(In binary) REG = 101 


Effective Address odR/M Byte (in Hexadecimal) 


uw 
Oo}; TMMONDWYSHO 


[BX+Sl}-disp8? 
[BX+DI]+disp8 
[BP+SI}-+disp8 

[BP+DI}+disp8 


[Sl]+disp8 
[Di}+disp8 

[BP]}+disp8 
[BX]+disp8 


[BX+Sl]+disp16 
[BX+DI]+disp16 
[BP+Sl}-+disp16 
[BP+DI}+disp16 
[Sl}+disp16 
[Di}+disp16 
[BP}+disp16 
[BX]+disp16 


EAX/AX/AL/MMO/XMMO 
ECX/CX/CL/MM1/XMM 1 
EDX/DX/DL/MM2/XMM2 
E€BX/BX/BL/MM3/XMM3 
ESP/SP/AHMM4/XMM4. 
EBP/BP/CH/MM5/XMM5 
ESI/SI/DH/MM6/XMM6 
EDI/DI/BH/MM7/XMM7 


NOTES: 
1. The default segment register is SS for the effective addresses containing a BP index, DS for other effective addresses. 
2. The disp16 nomenclature denotes a 16-bit displacement that follows the ModR/M byte and that is added to the index. 


3. The disp8 nomenclature denotes an 8-bit displacement that follows the ModR/M byte and that is sign-extended and added to the 
index. 
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Table 2-2. 32-Bit Addressing Forms with the ModR/M Byte 


r8(/r) 

r16(/r) 

r32(/r) 

mmi(/r) 

xmm(/r 

(In decimal) /digit (Opcode) 

(In binary) REG = 

Effective Address 

[EBX}+disp8 011 43 4B 53 5B 63 6B 73 7B 

[--][--]}+disp8 100 44 4c 54 5C 64 6C 74 7C 

[EBP]+disp8 101 45 4D 55 5D 65 6D 75 7D 

[ESI]+disp8 110 46 4€ 56 5E 66 6E 76 7E 

[EDI]+disp8 111 47 4F 57 5F 67 6F 77 7F 

[EAX]+disp32 10 000 80 88 90 98 AO A8 BO B8 

[ECX]+disp32 001 81 89 91 99 Al AS Bl B9 

[EDX]+disp32 010 82 8A 92 9A A2 AA B2 BA 

[EBX}+disp32 011 83 8B 93 9B A3 AB B3 BB 

[--][--]}+disp32 100 84 8C 94 9C A4 AC B4 BC 

[EBP]+disp32 101 85 8D 95 9D A5 AD B5 BD 

[ESI]+disp32 110 86 8E 96 9E AG AE B6 BE 

[EDI]+disp32 111 87 8F 97 OF A7 AF B7 BF 

EAX/AX/AL/MMO/XMMO 11 000 co C8 DO D8 E0 E8 FO F8 

ECX/CX/CL/MM/XMM 1 001 C1 cg D1 D9 E1 E9 FI FO 

EDX/DX/DL/MM2/XMM2 010 C2 CA D2 DA E2 EA F2 FA 

EBX/BX/BL/MM3/XMM3 011 C3 CB D3 DB €3 EB F3 FB 

ESP/SP/AH/MM4/XMM4 100 C4 cc D4 DC E4 EC F4 FC 

EBP/BP/CH/MM5/XMM5 101 cs CD D5 DD €5 ED F5 FD 

ESI/SI/DH/MM6/XMM6 110 C6 CE D6 DE €6 EE F6 FE 

EDI/DI/BH/MM7/XMM7 111 C7 CF D7 DF €7 EF F7 FF 
NOTES: 


1. The [--][--] nomenclature means a SIB follows the ModR/M byte. 

2. The disp32 nomenclature denotes a 32-bit displacement that follows the ModR/M byte (or the SIB byte if one is present) and that is 
added to the index. 

3. The disp8 nomenclature denotes an 8-bit displacement that follows the ModR/M byte (or the SIB byte if one is present) and that is 
sign-extended and added to the index. 


Table 2-3 is organized to give 256 possible values of the SIB byte (in hexadecimal). General purpose registers used 
as a base are indicated across the top of the table, along with corresponding values for the SIB byte’s base field. 
Table rows in the body of the table indicate the register used as the index (SIB byte bits 3, 4 and 5) and the scaling 
factor (determined by SIB byte bits 6 and 7). 
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Table 2-3. 32-Bit Addressing Forms with the SIB Byte 


r32 EDX EBX ESP [*] 
(In decimal) Base = 0 1 2 3 4 5 
(In binary) Base = 010 011 100 101 


Scaled Index Value of SIB Byte (in Hexadecimal) 


[EAX*4] 10 000 80 81 82 83 84 85 86 87 
[ECX*4] 001 88 89 8A 8B 8C 8D 8E 8F 
[EDX*4] 010 90 91 92 93 94 95 96 97 
[EBX*4] 011 98 99 9A 9B 9C 9D 9E 9F 
none 100 AO Al A2 A3 A4 A5 AG A7 
[EBP*4] 101 A8 AS AA AB AC AD AE AF 
[ESI*4] 110 BO B1 B2 B3 B4 B5 B6 B7 
[EDI*4] 111 B8 B9 BA BB BC BD BE BF 
[EAX*8] 11 000 co C1 C2 C3 C4 cS C6 C7 
[ECX*8] 001 c8 cg CA CB cc CD CE CF 
[EDX*8] 010 DO D1 D2 D3 D4 D5 D6 D7 
[EBX*8] 011 D8 D9 DA DB DC DD DE DF 
none 100 E0 E1 E2 E3 €4 €5 €6 E7 
[EBP*8] 101 €8 €9 EA EB EC ED EE EF 
[ESI*8] 110 FO FI F2 F3 F4 F5 F6 F7 
[EDI*8] 111 F8 F9 FA FB FC FD FE FF 
NOTES: 


— 


. The [*] nomenclature means a disp32 with no base if the MOD is OOB. Otherwise, [*] means disp8 or disp32 + [EBP]. This provides the 
following address modes: 


MOD bits Effective Address 


00 [scaled index] + disp32 
01 [scaled index] + disp8 + [EBP] 
10 [scaled index] + disp32 + [EBP] 


22 lA-32E MODE 


IA-32e mode has two sub-modes. These are: 


¢ Compatibility Mode. Enables a 64-bit operating system to run most legacy protected mode software 
unmodified. 


° 64-Bit Mode. Enables a 64-bit operating system to run applications written to access 64-bit address space. 
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2.2.1 REX Prefixes 

REX prefixes are instruction-prefix bytes used in 64-bit mode. They do the following: 
® Specify GPRs and SSE registers. 

° Specify 64-bit operand size. 

° Specify extended control registers. 


Not all instructions require a REX prefix in 64-bit mode. A prefix is necessary only if an instruction references one 
of the extended registers or uses a 64-bit operand. If a REX prefix is used when it has no meaning, it is ignored. 


Only one REX prefix is allowed per instruction. If used, the REX prefix byte must immediately precede the opcode 
byte or the escape opcode byte (OFH). When a REX prefix is used in conjunction with an instruction containing a 
mandatory prefix, the mandatory prefix must come before the REX so the REX prefix can be immediately preceding 
the opcode or the escape byte. For example, CVTDQ2PD with a REX prefix should have REX placed between F3 and 
OF E6. Other placements are ignored. The instruction-size limit of 15 bytes still applies to instructions with a REX 
prefix. See Figure 2-3. 


Grp 1,Grp (optional) —-‘1-, 2-, or 1 byte 1 byte Address Immediate data 
2, Grp 3, 3-byte (ifrequired) (ifrequired) — displacementof of 1, 2,0r4 
Grp 4 opcode 1,2,or4 bytes bytes or none 
(optional) 


Figure 2-3. Prefix Ordering in 64-bit Mode 


2:2.151 Encoding 


Intel 64 and IA-32 instruction formats specify up to three registers by using 3-bit fields in the encoding, depending 
on the format: 


® ModR/M: the reg and r/m fields of the ModR/M byte. 

* ModR/M with SIB: the reg field of the ModR/M byte, the base and index fields of the SIB (scale, index, base) 
byte. 

¢ Instructions without ModR/M: the reg field of the opcode. 


In 64-bit mode, these formats do not change. Bits needed to define fields in the 64-bit context are provided by the 
addition of REX prefixes. 


2.2.1.2 More on REX Prefix Fields 


REX prefixes are a set of 16 opcodes that span one row of the opcode map and occupy entries 40H to 4FH. These 
opcodes represent valid instructions (INC or DEC) in IA-32 operating modes and in compatibility mode. In 64-bit 
mode, the same opcodes represent the instruction prefix REX and are not treated as individual instructions. 


The single-byte-opcode forms of the INC/DEC instructions are not available in 64-bit mode. INC/DEC functionality 
is still available using ModR/M forms of the same instructions (opcodes FF/O and FF/1). 


See Table 2-4 for a summary of the REX prefix format. Figure 2-4 though Figure 2-7 show examples of REX prefix 
fields in use. Some combinations of REX prefix fields are invalid. In such cases, the prefix is ignored. Some addi- 
tional information follows: 


° Setting REX.W can be used to determine the operand size but does not solely determine operand width. Like 
the 66H size prefix, 64-bit operand size override has no effect on byte-specific operations. 


¢ For non-byte operations: if a 66H prefix is used with prefix (REX.W = 1), 66H is ignored. 
¢ If a 66H override is used with REX and REX.W = 0, the operand size is 16 bits. 
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REX.R modifies the ModR/M reg field when that field encodes a GPR, SSE, control or debug register. REX.R is 
ignored when ModR/M specifies other registers or defines an extended opcode. 


REX.X bit modifies the SIB index field. 


REX.B either modifies the base in the ModR/M r/m field or SIB base field; or it modifies the opcode reg field 
used for accessing GPRs. 


Table 2-4. REX Prefix Fields [BITS: 0100WRXB] 


Field Name Bit Position Definition 
- 74 0100 
WwW S| O = Operand size determined by CS.D 
1 = 64 Bit Operand Size 
2 Extension of the ModR/M reg field 
1 Extension of the SIB index field 
B 0 Extension of the ModR/M r/m field, SIB base field, or Opcode reg field 
ModRM Byte 
REX PREFIX Opcode 
0100WROB 


Rrrr Bbbb 


OM17Xfig1-3 


Figure 2-4. Memory Addressing Without an SIB Byte; REX.X Not Used 


ModRM Byte | 


REX PREFIX Opcode mod reg rim 
0100WROB | rer bbb 


Rrrr Bbbb 


OM17Xfig1-4 


Figure 2-5. Register-Register Addressing (No Memory Operand); REX.X Not Used 
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REX PREFIX Opcode 
0100WRXB 


ModRM Byte 


SIB Byte 


scale index | base 
ss XXX bbb 
\ 


ie 


Xxxx  Bbbb 


OM17Xfig1-5 


Figure 2-6. Memory Addressing With a SIB Byte 


REX PREFIX 
0100WO00B 


Opcode 


Bbbb 


OM17Xfig1-6 


Figure 2-7. Register Operand Coded in Opcode Byte; REX.X & REX.R Not Used 


In the IA-32 architecture, byte registers (AH, AL, BH, BL, CH, CL, DH, and DL) are encoded in the ModR/M byte’s 
reg field, the r/m field or the opcode reg field as registers 0 through 7. REX prefixes provide an additional 
addressing capability for byte-registers that makes the least-significant byte of GPRs available for byte operations. 


Certain combinations of the fields of the ModR/M byte and the SIB byte have special meaning for register encod- 
ings. For some combinations, fields expanded by the REX prefix are not decoded. Table 2-5 describes how each 


case behaves. 
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Table 2-5. Special Cases of REX Encodings 


ModR/M or __| Sub-field Compatibility Mode | Compatibility Mode 
SIB Encodings Operation Implications Additional Implications 
ModR/M Byte | mod # 11 SIB byte present. SIB byte required for | REX prefix adds a fourth bit (b) which is not decoded 
r/m = ESP-based addressing. | (don’t care). 
b*100(ESP) SIB byte also required for R12-based addressing. 
ModR/M Byte |mod=0 Base register not EBP without a REX prefix adds a fourth bit (b) which is not decoded 
r/m = used. displacement must be | (don't care). 
b*101(EBP) done using Using RBP or R13 without displacement must be done 
mod = 01 with using mod = 01 with a displacement of 0. 
displacement of 0. 
SIB Byte index = Index register not ESP cannot be used as | REX prefix adds a fourth bit (b) which is decoded. 
0100(ESP) used. an index register. There are no additional implications. The expanded 
index field allows distinguishing RSP from R12, 
therefore R12 can be used as an index. 
SIB Byte base = Base register is Base register depends | REX prefix adds a fourth bit (b) which is not decoded. 
0101(€BP) unused ifmod=0. | on mod encoding. This requires explicit displacement to be used with 
EBP/RBP or R13. 
NOTES: 


* Don’t care about value of REX.B 


2.0.1.3 


Displacement 


Addressing in 64-bit mode uses existing 32-bit ModR/M and SIB encodings. The ModR/M and SIB displacement 
sizes do not change. They remain 8 bits or 32 bits and are sign-extended to 64 bits. 


2.2.1.4 


Direct Memory-Offset MOVs 


In 64-bit mode, direct memory-offset forms of the MOV instruction are extended to specify a 64-bit immediate 
absolute address. This address is called a moffset. No prefix is needed to specify this 64-bit memory offset. For 
these MOV instructions, the size of the memory offset follows the address-size default (64 bits in 64-bit mode). See 


Table 2-6. 
Table 2-6. Direct Memory Offset Form of MOV 
Opcode Instruction 
AO MOV AL, moffset 
Al MOV EAX, moffset 
A2 MOV moffset, AL 
A3 MOV moffset, EAX 
2.2.15 Immediates 


In 64-bit mode, the typical size of immediate operands remains 32 bits. When the operand size is 64 bits, the 
processor sign-extends all immediates to 64 bits prior to their use. 

Support for 64-bit immediate operands is accomplished by expanding the semantics of the existing move (MOV 
reg, imm16/32) instructions. These instructions (opcodes B8H - BFH) move 16-bits or 32-bits of immediate data 
(depending on the effective operand size) into a GPR. When the effective operand size is 64 bits, these instructions 
can be used to load an immediate into a GPR. A REX prefix is needed to override the 32-bit default operand size to 
a 64-bit operand size. 


For example: 


48B8 8877665544332211 MOV RAX,1122334455667788H 
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2.2.1.6 RIP-Relative Addressing 


A new addressing form, RIP-relative (relative instruction-pointer) addressing, is implemented in 64-bit mode. An 
effective address is formed by adding displacement to the 64-bit RIP of the next instruction. 


In IA-32 architecture and compatibility mode, addressing relative to the instruction pointer is available only with 
control-transfer instructions. In 64-bit mode, instructions that use ModR/M addressing can use RIP-relative 
addressing. Without RIP-relative addressing, all ModR/M modes address memory relative to zero. 

RIP-relative addressing allows specific ModR/M modes to address memory relative to the 64-bit RIP using a signed 
32-bit displacement. This provides an offset range of +2GB from the RIP. Table 2-7 shows the ModR/M and SIB 
encodings for RIP-relative addressing. Redundant forms of 32-bit displacement-addressing exist in the current 
ModR/M and SIB encodings. There is one ModR/M encoding and there are several SIB encodings. RIP-relative 
addressing is encoded using a redundant form. 

In 64-bit mode, the ModR/M Disp32 (32-bit displacement) encoding is re-defined to be RIP+Disp32 rather than 
displacement-only. See Table 2-7. 


Table 2-7. RIP-Relative Addressing 


ModR/M and SIB Sub-field Encodings | Compatibility Mode | 64-bit Mode Additional Implications in 64-bit mode 


Operation Operation 
ModR/M Byte | mod = 00 Disp32 RIP + Disp32 In 64-bit mode, if one wants to use a Disp32 
ot ior) SIB byte encoding (ndicated by MODRMa/m=100) 
as described in the next row. 
SIB Byte base = 101 (none) If mod = 00, Disp32 | Same as legacy | None 
index = 100 (none) 
scale = 0, 1,2,4 


The ModR/M encoding for RIP-relative addressing does not depend on using a prefix. Specifically, the r/m bit field 
encoding of 101B (used to select RIP-relative addressing) is not affected by the REX prefix. For example, selecting 
R13 (REX.B = 1, r/m = 101B) with mod = OOB still results in RIP-relative addressing. The 4-bit r/m field of REX.B 
combined with ModR/M is not fully decoded. In order to address R13 with no displacement, software must encode 
R13 + 0 using a 1-byte displacement of zero. 

RIP-relative addressing is enabled by 64-bit mode, not by a 64-bit address-size. The use of the address-size prefix 
does not disable RIP-relative addressing. The effect of the address-size prefix is to truncate and zero-extend the 
computed effective address to 32 bits. 


2.2.1.7 Default 64-Bit Operand Size 


In 64-bit mode, two groups of instructions have a default operand size of 64 bits (do not need a REX prefix for this 
operand size). These are: 


¢ Near branches. 
e =6All instructions, except far branches, that implicitly reference the RSP. 


22.0 Additional Encodings for Control and Debug Registers 


In 64-bit mode, more encodings for control and debug registers are available. The REX.R bit is used to modify the 
ModR/M reg field when that field encodes a control or debug register (see Table 2-4). These encodings enable the 
processor to address CR8-CR15 and DR8- DR15. An additional control register (CR8) is defined in 64-bit mode. CR8 
becomes the Task Priority Register (TPR). 

In the first implementation of IA-32e mode, CR9-CR1i5 and DR8-DR15 are not implemented. Any attempt to access 
unimplemented registers results in an invalid-opcode exception (#UD). 
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2.3 INTEL® ADVANCED VECTOR EXTENSIONS (INTEL® AVX) 


Intel AVX instructions are encoded using an encoding scheme that combines prefix bytes, opcode extension field, 
operand encoding fields, and vector length encoding capability into a new prefix, referred to as VEX. In the VEX 
encoding scheme, the VEX prefix may be two or three bytes long, depending on the instruction semantics. Despite 
the two-byte or three-byte length of the VEX prefix, the VEX encoding format provides a more compact represen- 
tation/packing of the components of encoding an instruction in Intel 64 architecture. The VEX encoding scheme 
also allows more headroom for future growth of Intel 64 architecture. 


2.3.1 Instruction Format 
Instruction encoding using VEX prefix provides several advantages: 


¢ Instruction syntax support for three operands and up-to four operands when necessary. For example, the third 
source register used by VBLENDVPD is encoded using bits 7:4 of the immediate byte. 


¢ Encoding support for vector length of 128 bits (using XMM registers) and 256 bits (using YMM registers). 
¢ Encoding support for instruction syntax of non-destructive source operands. 


° Elimination of escape opcode byte (OFH), SIMD prefix byte (66H, F2H, F3H) via a compact bit field represen- 
tation within the VEX prefix. 


¢ Elimination of the need to use REX prefix to encode the extended half of general-purpose register sets (R8- 
R15) for direct register access, memory addressing, or accessing XMM8-XMM15 (including YMM8-YMM15). 


¢ Flexible and more compact bit fields are provided in the VEX prefix to retain the full functionality provided by 
REX prefix. REX.W, REX.X, REX.B functionalities are provided in the three-byte VEX prefix only because only a 
subset of SIMD instructions need them. 


¢  ~=Extensibility for future instruction extensions without significant instruction length increase. 


Figure 2-8 shows the Intel 64 instruction encoding format with VEX prefix support. Legacy instruction without a 
VEX prefix is fully supported and unchanged. The use of VEX prefix in an Intel 64 instruction is optional, but a VEX 
prefix is required for Intel 64 instructions that operate on YMM registers or support three and four operand syntax. 
VEX prefix is not a constant-valued, “single-purpose” byte like OFH, 66H, F2H, F3H in legacy SSE instructions. VEX 
prefix provides substantially richer capability than the REX prefix. 


# Bytes 2,3 0,1 0,1,2,4 0,1 


1 1 ; 


Figure 2-8. Instruction Encoding Format with VEX Prefix 


2.3.2 VEX and the LOCK prefix 
Any VEX-encoded instruction with a LOCK prefix preceding VEX will #UD. 


2.3.3 VEX and the 66H, F2H, and F3H prefixes 
Any VEX-encoded instruction with a 66H, F2H, or F3H prefix preceding VEX will #UD. 


2.3.4 VEX and the REX prefix 
Any VEX-encoded instruction with a REX prefix proceeding VEX will #UD. 
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2.3.5 The VEX Prefix 


The VEX prefix is encoded in either the two-byte form (the first byte must be C5H) or in the three-byte form (the 
first byte must be C4H). The two-byte VEX is used mainly for 128-bit, scalar, and the most common 256-bit AVX 
instructions; while the three-byte VEX provides a compact replacement of REX and 3-byte opcode instructions 
(including AVX and FMA instructions). Beyond the first byte of the VEX prefix, it consists of a number of bit fields 
providing specific capability, they are shown in Figure 2-9. 

The bit fields of the VEX prefix can be summarized by its functional purposes: 


° Non-destructive source register encoding (applicable to three and four operand syntax): This is the first source 
operand in the instruction syntax. It is represented by the notation, VEX.vvvv. This field is encoded using 1’s 
complement form (inverted form), i.e. XMMO/YMMO/RO is encoded as 1111B, XMM15/YMM15/R15 is encoded 
as OOOOB. 


¢ Vector length encoding: This 1-bit field represented by the notation VEX.L. L= 0 means vector length is 128 bits 
wide, L=1 means 256 bit vector. The value of this field is written as VEX.128 or VEX.256 in this document to 
distinguish encoded values of other VEX bit fields. 


° REX prefix functionality: Full REX prefix functionality is provided in the three-byte form of VEX prefix. However 
the VEX bit fields providing REX functionality are encoded using 1's complement form, i.e. XMMO/YMMO/RO is 
encoded as 1111B, XMM15/YMM15/R15 is encoded as OOOOB. 


— Two-byte form of the VEX prefix only provides the equivalent functionality of REX.R, using 1’s complement 
encoding. This is represented as VEX.R. 


— Three-byte form of the VEX prefix provides REX.R, REX.X, REX.B functionality using 1’s complement 
encoding and three dedicated bit fields represented as VEX.R, VEX.X, VEX.B. 


— Three-byte form of the VEX prefix provides the functionality of REX.W only to specific instructions that need 
to override default 32-bit operand size for a general purpose register to 64-bit size in 64-bit mode. For 
those applicable instructions, VEX.W field provides the same functionality as REX.W. VEX.W field can 
provide completely different functionality for other instructions. 


Consequently, the use of REX prefix with VEX encoded instructions is not allowed. However, the intent of the 
REX prefix for expanding register set is reserved for future instruction set extensions using VEX prefix 
encoding format. 


* Compaction of SIMD prefix: Legacy SSE instructions effectively use SIMD prefixes (66H, F2H, F3H) as an 
opcode extension field. VEX prefix encoding allows the functional capability of such legacy SSE instructions 
(operating on XMM registers, bits 255:128 of corresponding YMM unmodified) to be encoded using the VEX.pp 
field without the presence of any SIMD prefix. The VEX-encoded 128-bit instruction will zero-out bits 255:128 
of the destination register. VEX-encoded instruction may have 128 bit vector length or 256 bits length. 


* Compaction of two-byte and three-byte opcode: More recently introduced legacy SSE instructions employ two 
and three-byte opcode. The one or two leading bytes are: OFH, and OFH 3AH/OFH 38H. The one-byte escape 
(OFH) and two-byte escape (OFH 3AH, OFH 38H) can also be interpreted as an opcode extension field. The 
VEX.mmmmm field provides compaction to allow many legacy instruction to be encoded without the constant 
byte sequence, OFH, OFH 3AH, OFH 38H. These VEX-encoded instruction may have 128 bit vector length or 256 
bits length. 


The VEX prefix is required to be the last prefix and immediately precedes the opcode bytes. It must follow any other 
prefixes. If VEX prefix is present a REX prefix is not supported. 


The 3-byte VEX leaves room for future expansion with 3 reserved bits. REX and the 66h/F2h/F3h prefixes are 
reclaimed for future use. 


VEX prefix has a two-byte form and a three byte form. If an instruction syntax can be encoded using the two-byte 
form, it can also be encoded using the three byte form of VEX. The latter increases the length of the instruction by 
one byte. This may be helpful in some situations for code alignment. 


The VEX prefix supports 256-bit versions of floating-point SSE, SSE2, SSE3, and SSE4 instructions. Note, certain 
new instruction functionality can only be encoded with the VEX prefix. 


The VEX prefix will #UD on any instruction containing MMX register sources or destinations. 


2-14 Vol. 2A 


INSTRUCTION FORMAT 


Byte 0 Byte | 
(Bit Position) 7 07654 


hs 
2-byte VEX os 


R: REX.R in 1’s complement (inverted) form 
1: Same as REX.R=0 (must be | in 32-bit mode) 
0: Same as REX.R=1 (64-bit mode only) 

X: REX.X in 1’s complement (inverted) form 
1: Same as REX.X=0 (must be | in 32-bit mode) 
0: Same as REX.X=1 (64-bit mode only) 

B: REX.B in 1’s complement (inverted) form 

1: Same as REX.B=0 (Ignored in 32-bit mode). 
0: Same as REX.B=1 (64-bit mode only) 

W: opcode specific (use like REX.W, or used for opcode 

extension, or ignored, depending on the opcode byte) 


3.210 


m-mmmm: 
00000: Reserved for future use (will #UD) 
00001: implied OF leading opcode byte 
00010: implied OF 38 leading opcode bytes 
00011: implied OF 3A leading opcode bytes 
00100-11111: Reserved for future use (will #UD) 


vvvwv: a register specifier (in 1’s complement form) or 1111 if unused. 


L: Vector Length 


0: scalar or 128-bit vector 
1: 256-bit vector 


pp: opcode extension providing equivalent functionality of a SIMD prefix 
00: None 
O01: 66 
10: F3 
11: F2 


Figure 2-9. VEX bit fields 


The following subsections describe the various fields in two or three-byte VEX prefix. 


2.3.5.1 VEX Byte 0, bits[7:0] 


VEX Byte 0, bits [7:0] must contain the value 11000101b (C5h) or 11000100b (C4h). The 3-byte VEX uses the C4h 
first byte, while the 2-byte VEX uses the C5h first byte. 


2.3.5.2 VEX Byte 1, bit [7] - 


VEX Byte 1, bit [7] contains a bit analogous to a bit inverted REX.R. In protected and compatibility modes the bit 
must be set to ‘1’ otherwise the instruction is LES or LDS. 
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This bit is present in both 2- and 3-byte VEX prefixes. 


The usage of WRXB bits for legacy instructions is explained in detail section 2.2.1.2 of Intel 64 and IA-32 Architec- 
tures Software developer’s manual, Volume 2A. 


This bit is stored in bit inverted format. 


2.3.5.3. 3-byte VEX byte 1, bit[6] - ‘x’ 


Bit[6] of the 3-byte VEX byte 1 encodes a bit analogous to a bit inverted REX.X. It is an extension of the SIB Index 
field in 64-bit modes. In 32-bit modes, this bit must be set to ‘1’ otherwise the instruction is LES or LDS. 


This bit is available only in the 3-byte VEX prefix. 
This bit is stored in bit inverted format. 


2.3.5.4 3-byte VEX byte 1, bit[5] - ‘B’ 


Bit[5] of the 3-byte VEX byte 1 encodes a bit analogous to a bit inverted REX.B. In 64-bit modes, it is an extension 
of the ModR/M r/m field, or the SIB base field. In 32-bit modes, this bit is ignored. 


This bit is available only in the 3-byte VEX prefix. 
This bit is stored in bit inverted format. 


2.3.5.5  3-byte VEX byte 2, bit[7] - ‘Ww’ 


Bit[7] of the 3-byte VEX byte 2 is represented by the notation VEX.W. It can provide following functions, depending 

on the specific opcode. 

e For AVX instructions that have equivalent legacy SSE instructions (typically these SSE instructions have a 
general-purpose register operand with its operand size attribute promotable by REX.W), if REX.W promotes 
the operand size attribute of the general-purpose register operand in legacy SSE instruction, VEX.W has same 
meaning in the corresponding AVX equivalent form. In 32-bit modes for these instructions, VEX.W is silently 
ignored. 

e For AVX instructions that have equivalent legacy SSE instructions (typically these SSE instructions have oper- 
ands with their operand size attribute fixed and not promotable by REX.W), if REX.W is don’t care in legacy 
SSE instruction, VEX.W is ignored in the corresponding AVX equivalent form irrespective of mode. 

e For new AVX instructions where VEX.W has no defined function (typically these meant the combination of the 
opcode byte and VEX.mmmmm did not have any equivalent SSE functions), VEX.W is reserved as zero and 
setting to other than zero will cause instruction to #UD. 


2.3.5.6 2-byte VEX Byte 1, bits[6:3] and 3-byte VEX Byte 2, bits [6:3]- ‘vvvv’ the Source or Dest 
Register Specifier 

In 32-bit mode the VEX first byte C4 and C5 alias onto the LES and LDS instructions. To maintain compatibility with 

existing programs the VEX 2nd byte, bits [7:6] must be 11b. To achieve this, the VEX payload bits are selected to 

place only inverted, 64-bit valid fields (extended register selectors) in these upper bits. 

The 2-byte VEX Byte 1, bits [6:3] and the 3-byte VEX, Byte 2, bits [6:3] encode a field (shorthand VEX.vvvv) that 

for instructions with 2 or more source registers and an XMM or YMM or memory destination encodes the first source 

register specifier stored in inverted (1’s complement) form. 

VEX.vvvv is not used by the instructions with one source (except certain shifts, see below) or on instructions with 

no XMM or YMM or memory destination. If an instruction does not use VEX.vvvv then it should be set to 1111b 

otherwise instruction will #UD. 

In 64-bit mode all 4 bits may be used. See Table 2-8 for the encoding of the XMM or YMM registers. In 32-bit and 

16-bit modes bit 6 must be 1 (if bit 6 is not 1, the 2-byte VEX version will generate LDS instruction and the 3-byte 

VEX version will ignore this bit). 
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Table 2-8. VEX.vvvv to register name mapping 


VEX.vwwv Dest Register sacle il er or Valid ies aa 
1111B XMMO/YMMO RAX/EAX Valid 
1110B XMM1/YMM1 RCX/ECX Valid 
1101B XMM2/YMM2 RDX/EDX Valid 
1100B XMM3/YMM3 RBX/EBX Valid 
1011B XMM4/YMM4 RSP/ESP Valid 
1010B XMM5/YMM5 RBP/EBP Valid 
1001B XMM6/YMM6 RSI/ESI Valid 
1000B XMM7/YMM7 RDI/EDI Valid 
0111B XMM8/YMM8 R8/R8D Invalid 
0110B XMM9/YMM9 R9/ROD Invalid 
0101B XMM10/YMM10 R10/R10D Invalid 
0100B XMM11/YMM11 R11/R11D Invalid 
0011B XMM12/YMM12 R12/R12D Invalid 
0010B XMM13/YMM13 R13/R13D Invalid 
0001B XMM14/YMM14 R14/R14D Invalid 
0000B XMM15/YMM15 R15/R15D Invalid 

NOTES: 


1. See Section 2.5, “VEX Encoding Support for GPR Instructions” for additional details. 
2. Only the first eight General-Purpose Registers are accessible/encodable in 16/32b modes. 


The VEX.vvvv field is encoded in bit inverted format for accessing a register operand. 


2.3.6 Instruction Operand Encoding and VEX.vvvv, ModR/M 


VEX-encoded instructions support three-operand and four-operand instruction syntax. Some VEX-encoded 
instructions have syntax with less than three operands, e.g. VEX-encoded pack shift instructions support one 


source operand and one destination operand). 


The roles of VEX.vvvv, reg field of ModR/M byte (ModR/M.reg), r/m field of ModR/M byte (ModR/M.r/m) with 
respect to encoding destination and source operands vary with different type of instruction syntax. 


The role of VEX.vvvv can be summarized to three situations: 
° VEX.vvvv encodes the first source register operand, specified in inverted (1’s complement) form and is valid for 


instructions with 2 or more source operands. 


° VEX.vvvv encodes the destination register operand, specified in 1’s complement form for certain vector shifts. 
The instructions where VEX.vvvv is used as a destination are listed in Table 2-9. The notation in the “Opcode” 
column in Table 2-9 is described in detail in section 3.1.1. 


¢ VEX.vvvv does not encode any operand, the field is reserved and should contain 1111b. 


Table 2-9. Instructions with a VEX.vvvv destination 


Opcode 


Instruction mnemonic 


VEX.128.66.0F 73 /7 ib 


VPSLLDQ xmm1, xmm_2, imm8 


VEX.128.66.0F 73 /3 ib 


VPSRLDQ xmm1, xmm2, imm8 


VEX.128.66.0F 71 /2 ib 


VPSRLW xmm1, xmm2, imm8 


VEX.128.66.0F 72 /2 ib 


VPSRLD xmm1, xmmz, imm8 


VEX.128.66.0F 73 /2 ib 


VPSRLOQ xmm1, xmm2, imm8 


VEX.128.66.0F 71 /4 ib 


VPSRAW xmm1, xmm2, imm8 
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Opcode Instruction mnemonic 
VEX.128.66.0F 72 /4 ib VPSRAD xmm1, xmm2, imm8 
VEX.128.66.0F 71 /6 ib VPSLLW xmm1, xmm2, imm8 
VEX.128.66.0F 72 /6 ib VPSLLD xmm1, xmm2, imm8 
VEX.128.66.0F 73 /6 ib VPSLLOQ xmm1, xmm2, imm8 


The role of ModR/M.r/m field can be summarized to two situations: 
® ModR/M.r/m encodes the instruction operand that references a memory address. 


° For some instructions that do not support memory addressing semantics, ModR/M.r/m encodes either the 
destination register operand or a source register operand. 


The role of ModR/M.reg field can be summarized to two situations: 
® ModR/M.reg encodes either the destination register operand or a source register operand. 


° For some instructions, ModR/M.reg is treated as an opcode extension and not used to encode any instruction 
operand. 


For instruction syntax that support four operands, VEX.vvvv, ModR/M.r/m, ModR/M.reg encodes three of the four 
operands. The role of bits 7:4 of the immediate byte serves the following situation: 


¢ Imm8[7:4] encodes the third source register operand. 


2.3.6.1 3-byte VEX byte 1, bits[4:0] - “m-mmmm” 


Bits[4:0] of the 3-byte VEX byte 1 encode an implied leading opcode byte (OF, OF 38, or OF 3A). Several bits are 
reserved for future use and will #UD unless 0. 


Table 2-10. VEX.m-mmmm interpretation 


VEX.m-mmmm Implied Leading Opcode Bytes 
00000B Reserved 
00001B OF 
00010B OF 38 
00011B OF 3A 
00100-11111B Reserved 
(2-byte VEX) OF 


VEX.m-mmmm is only available on the 3-byte VEX. The 2-byte VEX implies a leading OFh opcode byte. 


2.3.6.2 2-byte VEX byte 1, bit[2], and 3-byte VEX byte 2, bit [2]- “L” 


The vector length field, VEX.L, is encoded in bit[2] of either the second byte of 2-byte VEX, or the third byte of 3- 
byte VEX. If “VEX.L = 1”, it indicates 256-bit vector operation. “VEX.L = 0” indicates scalar and 128-bit vector 
operations. 


The instruction VZEROUPPER is a special case that is encoded with VEX.L = 0, although its operation zero’s bits 
255:128 of all YMM registers accessible in the current operating mode. 


See the following table. 
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Table 2-11. VEX.L interpretation 


VEX.L Vector Length 
0 128-bit (or 32/64-bit scalar) 
1 256-bit 


2.3.6.3 2-byte VEX byte 1, bits[1:0], and 3-byte VEX byte 2, bits [1:0]- “pp” 


Up to one implied prefix is encoded by bits[1:0] of either the 2-byte VEX byte 1 or the 3-byte VEX byte 2. The prefix 
behaves as if it was encoded prior to VEX, but after all other encoded prefixes. 


See the following table. 


Table 2-12. VEX.pp interpretation 


pp Implies this prefix after other prefixes but before VEX 
00B None 
01B 66 
10B F3 
11B F2 


2.3.7 The Opcode Byte 


One (and only one) opcode byte follows the 2 or 3 byte VEX. Legal opcodes are specified in Appendix B, in color. 
Any instruction that uses illegal opcode will #UD. 


2.3.8 The MODRM, SIB, and Displacement Bytes 


The encodings are unchanged but the interpretation of reg_field or rm_field differs (see above). 


2.3.9 The Third Source Operand (Immediate Byte) 


VEX-encoded instructions can support instruction with a four operand syntax. VBLENDVPD, VBLENDVPS, and 
PBLENDVB use imm8[7:4] to encode one of the source registers. 


2.3.10 AVX Instructions and the Upper 128-bits of YMM registers 


If an instruction with a destination XMM register is encoded with a VEX prefix, the processor zeroes the upper bits 
(above bit 128) of the equivalent YMM register. Legacy SSE instructions without VEX preserve the upper bits. 


2.3.10.1 Vector Length Transition and Programming Considerations 

An instruction encoded with a VEX.128 prefix that loads a YMM register operand operates as follows: 
°® Data is loaded into bits 127:0 of the register 

¢ Bits above bit 127 in the register are cleared. 


Thus, such an instruction clears bits 255:128 of a destination YMM register on processors with a maximum vector- 
register width of 256 bits. In the event that future processors extend the vector registers to greater widths, an 
instruction encoded with a VEX.128 or VEX.256 prefix will also clear any bits beyond bit 255. (This is in contrast 
with legacy SSE instructions, which have no VEX prefix; these modify only bits 127:0 of any destination register 
operand.) 


Programmers should bear in mind that instructions encoded with VEX.128 and VEX.256 prefixes will clear any 
future extensions to the vector registers. A calling function that uses such extensions should save their state before 
calling legacy functions. This is not possible for involuntary calls (e.g., into an interrupt-service routine). It is 
recommended that software handling involuntary calls accommodate this by not executing instructions encoded 
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with VEX.128 and VEX.256 prefixes. In the event that it is not possible or desirable to restrict these instructions, 
then software must take special care to avoid actions that would, on future processors, zero the upper bits of vector 
registers. 


Processors that support further vector-register extensions (defining bits beyond bit 255) will also extend the 
XSAVE and XRSTOR instructions to save and restore these extensions. To ensure forward compatibility, software 
that handles involuntary calls and that uses instructions encoded with VEX.128 and VEX.256 prefixes should first 
save and then restore the vector registers (with any extensions) using the XSAVE and XRSTOR instructions with 
save/restore masks that set bits that correspond to all vector-register extensions. Ideally, software should rely on 
a mechanism that is cognizant of which bits to set. (E.g., an OS mechanism that sets the save/restore mask bits 
for all vector-register extensions that are enabled in XCRO.) Saving and restoring state with instructions other than 
XSAVE and XRSTOR will, on future processors with wider vector registers, corrupt the extended state of the vector 
registers - even if doing so functions correctly on processors supporting 256-bit vector registers. (The same is true 
if XSAVE and XRSTOR are used with a save/restore mask that does not set bits corresponding to all supported 
extensions to the vector registers. ) 


2.3.11 AVX Instruction Length 


The AVX instructions described in this document (including VEX and ignoring other prefixes) do not exceed 11 
bytes in length, but may increase in the future. The maximum length of an Intel 64 and IA-32 instruction remains 
15 bytes. 


2.3.12 Vector SIB (VSIB) Memory Addressing 


In Intel® Advanced Vector Extensions 2 (Intel® AVX2), an SIB byte that follows the ModR/M byte can support VSIB 
memory addressing to an array of linear addresses. VSIB addressing is only supported in a subset of Intel AVX2 
instructions. VSIB memory addressing requires 32-bit or 64-bit effective address. In 32-bit mode, VSIB addressing 
is not supported when address size attribute is overridden to 16 bits. In 16-bit protected mode, VSIB memory 
addressing is permitted if address size attribute is overridden to 32 bits. Additionally, VSIB memory addressing is 
supported only with VEX prefix. 


In VSIB memory addressing, the SIB byte consists of: 

¢ The scale field (bit 7:6) specifies the scale factor. 

° The index field (bits 5:3) specifies the register number of the vector index register, each element in the vector 
register specifies an index. 

¢ The base field (bits 2:0) specifies the register number of the base register. 


Table 2-3 shows the 32-bit VSIB addressing form. It is organized to give 256 possible values of the SIB byte (in 
hexadecimal). General purpose registers used as a base are indicated across the top of the table, along with corre- 
sponding values for the SIB byte’s base field. The register names also include R8D-R15D applicable only in 64-bit 
mode (when address size override prefix is used, but the value of VEX.B is not shown in Table 2-3). In 32-bit mode, 
R8D-R15D does not apply. 


Table rows in the body of the table indicate the vector index register used as the index field and each supported 
scaling factor shown separately. Vector registers used in the index field can be XMM or YMM registers. The left- 

most column includes vector registers VR8-VR15 (i.e. XMM8/YMM8-XMM15/YMM15), which are only available in 
64-bit mode and does not apply if encoding in 32-bit mode. 
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Table 2-13. 32-Bit VSIB Addressing Forms of the SIB Byte 


r32 EDX/ EBX/ ESP/ EBP/ 
R10D R11D R12D R13D! 
(In decimal) Base = 2 3 4 5 


1 
(In binary) Base = 010 011 100 101 


Scaled Index Value of SIB Byte (in Hexadecimal) 


VRO/VR8 

VR1/VR9 

VR2/VR10 
VR3/VR11 
VR4/VR12 
VR5/VR13 
VR6/VR14 
VR7/VR15 


VR1/VR9 
VR2/VR10 


NOTES: 
1. If ModR/M.mod = OOb, the base address is zero, then effective address is computed as [scaled vector index] + disp32. Otherwise the 
base address is computed as [EBP/R13]+ disp, the displacement is either 8 bit or 32 bit depending on the value of ModR/M.mod: 
MOD Effective Address 


O00b [Scaled Vector Register] + Disp32 
01b [Scaled Vector Register] + Disp8 + [EBP/R13] 
10b [Scaled Vector Register] + Disp32 + [EBP/R13] 


2.3.12.1 64-bit Mode VSIB Memory Addressing 


In 64-bit mode VSIB memory addressing uses the VEX.B field and the base field of the SIB byte to encode one of 
the 16 general-purpose register as the base register. The VEX.X field and the index field of the SIB byte encode one 
of the 16 vector registers as the vector index register. 


In 64-bit mode the top row of Table 2-13 base register should be interpreted as the full 64-bit of each register. 


2.4 AVX AND SSE INSTRUCTION EXCEPTION SPECIFICATION 


To look up the exceptions of legacy 128-bit SIMD instruction, 128-bit VEX-encoded instructions, and 256-bit VEX- 
encoded instruction, Table 2-14 summarizes the exception behavior into separate classes, with detailed exception 
conditions defined in sub-sections 2.4.1 through 2.5.1. For example, ADDPS contains the entry: 


“See Exceptions Type 2” 
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In this entry, "Type2” can be looked up in Table 2-14. 
The instruction’s corresponding CPUID feature flag can be identified in the fourth column of the Instruction 


summary table. 


Note: #UD on CPUID feature flags=0 is not guaranteed in a virtualized environment if the hardware supports the 


feature flag. 


NOTE 


Instructions that operate only with MMX, X87, or general-purpose registers are not covered by the 
exception classes defined in this section. For instructions that operate on MMX registers, see 
Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 


in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3B. 


Table 2-14. Exception Class Description 


. : Floating-Point 
Exception Class Instruction set Mem arg Exceptions (#XM) 
AVX, 16/32 byte explicitly 
iyped Legacy SSE aligned bel 
AVX, 16/32 byte not explicitly 
lypere Legacy SSE aligned ee 
AVX, 
Type 3 Legacy SSE < 16 byte Yes 
AVX, 16/32 byte not explicitly 
Type4 Legacy SSE aligned be 
AVX, 
Type 5 Legacy SSE < 16 byte No 
Type 6 AVX (no Legacy SSE) Varies (At present, none do) 
AVX, 
Type 7 Legacy SSE None None 
Type 8 AVX None None 
F16C 8 or 16 byte, Not explicitly Yes 
ype aligned, no AC# 
Type 12 AVX2 Gathers Not ee no No 


See Table 2-15 for lists of instructions in each exception class. 
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Table 2-15. Instructions in each Exception Class 


Exception Class 


Instruction 


Type 1 


(V)MOVAPD, (V)MOVAPS, (V)MOVDOA, (V)MOVNTDO, (V)MOVNTDOA, (V)MOVNTPD, (V)MOVNTPS 


Type 2 


(V)ADDPD, (V)ADDPS, (V)ADDSUBPD, (V)ADDSUBPS, (V)CMPPD, (V)CMPPS, (V)CVTDQ2PS, (V)CVTPD2DQ, 
(V)CVTPD2PS, (V)CVTPS2DQ, (V)CVTTPD2DQ, (V)CVTTPS2DQ, (V)DIVPD, (V)DIVPS, (V)DPPD*, (V)DPPS*, 
VFMADD132PD, VFMADD213PD, VFMADD231PD, VFMADD132PS, VFMADD213PS, VFMADD231PS, 
VFMADDSUB132PD, VFMADDSUB213PD, VFMADDSUB231PD, VFMADDSUB132PS, VFMADDSUB213PS, 
VFMADDSUB231PS, VFMSUBADD132PD, VFMSUBADD213PD, VFMSUBADD231PD, VFMSUBADD132PS, 
VFMSUBADD213PS, VFMSUBADD231PS, VFMSUB132PD, VFMSUB213PD, VFMSUB231PD, VFMSUB132PS, 
VFMSUB213PS, VEMSUB231PS, VENMADD132PD, VFNMADD213PD, VFNMADD231PD, VFNMADD132PS, 
VENMADD213PS, VFNMADD231PS, VFNMSUB132PD, VFNMSUB213PD, VFNMSUB231PD, VFNMSUB132PS, 
VENMSUB213PS, VENMSUB231PS, (V)HADDPD, (V)HADDPS, (V)HSUBPD, (V)HSUBPS, (V)MAXPD, (V)MAXPS, 
(V)MINPD, (V)MINPS, (V)MULPD, (V)MULPS, (V)ROUNDPD, (V)ROUNDPS, (\V)SORTPD, (V)SQRTPS, (\V)SUBPD, 
(V)SUBPS 


Type 3 


(V)ADDSD, (V)ADDSS, (V)CMPSD, (V)CMPSS, (V)COMISD, (V)COMISS, (V)CVTPS2PD, (V)CVTSD2SI, (V)CVTSD2SS, 
(V)CVTSI2SD, (V)CVTSI2SS, (V)CVTSS2SD, (V)CVTSS2SI, (V)CVTTSD2SI, (V)CVTTSS2SI, (V)DIVSD, (V)DIVSS, 
VFMADD132SD, VFMADD213SD, VFMADD231SD, VFMADD132SS, VFMADD213SS, VFMADD2315SS, 
VFMSUB132SD, VFMSUB213SD, VFMSUB231SD, VFMSUB132SS, VFMSUB213SS, VFEMSUB2315SS, 
VENMADD132SD, VENMADD213SD, VENMADD231SD, VENMADD132SS, VFNMADD213SS, VFNMADD2315SS, 
VFNMSUB132SD, VFNMSUB213SD, VFNMSUB231SD, VFNMSUB132SS, VFNMSUB213SS, VFNMSUB231SS, 
(V)MAXSD, (V)MAXSS, (V)MINSD, (V)MINSS, (V)MULSD, (V)MULSS, (V)ROUNDSD, (V)ROUNDSS, (V)SQRTSD, 
SORTSS, (\V)SUBSD, (V)SUBSS, (V)UCOMISD, (V)UCOMISS 


Type 4 


(V) 
(V)AESDEC, (V)AESDECLAST, (V)AESENC, (V)AESENCLAST, (V)AESIMC, (V)AESKEYGENASSIST, (V)ANDPD, 
(V)ANDPS, (V)ANDNPD, (V)ANDNPS, (V)BLENDPD, (V)BLENDPS, VBLENDVPD, VBLENDVPS, (V)LDDQU***, 
(V)MASKMOVDQU, (V)PTEST, VTESTPS, VTESTPD, (V)MOVDQU*, (V)MOVSHDUP, (V)MOVSLDUP, (V)MOVUPD*, 
(V)MOVUPS*, (V)MPSADBW, (V)ORPD, (V)ORPS, (V)PABSB, (V)PABSW, (V)PABSD, (V)PACKSSWB, (V)PACKSSDW, 
(V)PACKUSWB, (V)PACKUSDW, (V)PADDB, (V)PADDW, (V)PADDD, (V)PADDQ, (V)PADDSB, (V)PADDSW, 
(V)PADDUSB, (V)PADDUSW, (V)PALIGNR, (V)PAND, (V)PANDN, (V)PAVGB, (V)PAVGW, (V)PBLENDVB, 
(V)PBLENDW, (V)PCMP(E/I)STRI/M***, (V)PCMPEQB, (V)PCMPEQW, (V)PCMPEQD, (V)PCMPEQQ, (V)PCMPGTB, 
(V)PCMPGTW, (V)PCMPGTD, (V)PCMPGTO, (V)PCLMULQDOQ, (V)PHADDW, (V)PHADDD, (V)PHADDSW, 
(V)PHMINPOSUW, (V)PHSUBD, (V)PHSUBW, (V)PHSUBSW, (\V)PMADDWD, (V)PMADDUBSW, (V)PMAXSB, 
(V)PMAXSW, (V)PMAXSD, (V)PMAXUB, (V)PMAXUW, (V)PMAXUD, (V)PMINSB, (V)PMINSW, (V)PMINSD, 
(V)PMINUB, (V)PMINUW, (V)PMINUD, (V)PMULHUW, (V)PMULHRSW, (V)PMULHW, (V)PMULLW, (V)PMULLD, 
(V)PMULUDQ, (V)PMULDO, (V)POR, (V)PSADBW, (V)PSHUFB, (V)PSHUFD, (V)PSHUFHW, (V)PSHUFLW, (V)PSIGNB, 
(V)PSIGNW, (V)PSIGND, (\V)PSLLW, (V)PSLLD, (V)PSLLO, (V)PSRAW, (V)PSRAD, (V)PSRLW, (V)PSRLD, (V)PSRLQ, 
(V)PSUBB, (V)PSUBW, (V)PSUBD, (V)PSUBQ, (V)PSUBSB, (V)PSUBSW, (V)PSUBUSB, (V)PSUBUSW, 
(V)PUNPCKHBW, (V)PUNPCKHWD, (V)PUNPCKHDQ, (V)PUNPCKHQDQ, (V)PUNPCKLBW, (V)PUNPCKLWD, 
(V)PUNPCKLDQ, (V)PUNPCKLQDQ, (V)PXOR, (V)RCPPS, (V)RSORTPS, (V)SHUFPD, (V)SHUFPS, (V)UNPCKHPD, 
(V)UNPCKHPS, (V)UNPCKLPD, (V)UNPCKLPS, (V)XORPD, (\V)XORPS, VPBLENDD, VPERMD, VPERMPS, VPERMPD, 
VPERMQ, VPSLLVD, VPSLLVQ, VPSRAVD, VPSRLVD, VPSRLVQ, VPERMILPD, VPERMILPS, VPERM2F128 


Type 5 


(V)CVTDQ2PD, (V)EXTRACTPS, (V)INSERTPS, (V)MOVD, (V)MOVO, (V)MOVDDUP, (V)MOVLPD, (V)MOVLPS, 
(V)MOVHPD, (V)MOVHPS, (V)MOVSD, (V)MOVSS, (V)PEXTRB, (V)PEXTRD, (V)PEXTRW, (V)PEXTRO, (V)PINSRB, 
(V)PINSRD, (V)PINSRW, (V)PINSRQ, PMOVSXBW, (V)RCPSS, (V)RSQRTSS, (V)PMOVSX/ZX, VLDMXCSR*, 
VSTMXCSR 


Type 6 


VEXTRACTF128/VEXTRACTFxxxx, VBROADCASTSS, VBROADCASTSD, VBROADCASTF1 28, VINSERTF1 28, 
VMASKMOVPS**, VMASKMOVPD**, VPMASKMOVD, VPMASKMOVQ, VBROADCASTI128, VPBROADCASTB, 
VPBROADCASTD, VPBROADCASTW, VPBROADCASTQ, VEXTRACTI128, VINSERTI128, VPERM21128 


Type 7 


(V)MOVLHPS, (V)MOVHLPS, (V)MOVMSKPD, (V)MOVMSKPS, (V)PMOVMSKB, (V)PSLLDQ, (V)PSRLDQ, (V)PSLLW, 
(V)PSLLD, (V)PSLLO, (V)PSRAW, (V)PSRAD, (V)PSRLW, (V)PSRLD, (V)PSRLO 


Type 8 


VZEROALL, VZEROUPPER 


Type 11 


VCVTPH2PS, VCVTPS2PH 


Type 12 


VGATHERDPS, VGATHERDPD, VGATHERQPS, VGATHERQPD, VPGATHERDD, VPGATHERDQ, VPGATHERQD, 
VPGATHERQQ 


(*) - Additional exception restrictions are present - see the Instruction description for details 


Vol.2A 2-23 


INSTRUCTION FORMAT 


(**) - Instruction behavior on alignment check reporting with mask bits of less than all 1s are the same as with mask bits of all 1s, i.e. no 


alignment checks are performed. 


(***) - PCMPESTRI, PCMPESTRM, PCMPISTRI, PCMPISTRM and LDDQU instructions do not cause #GP if the memory operand is not 


aligned to 16-Byte boundary. 


Table 2-15 classifies exception behaviors for AVX instructions. Within each class of exception conditions that are 
listed in Table 2-18 through Table 2-27, certain subsets of AVX instructions may be subject to #UD exception 


depending on the encoded value of the VEX.L field. Table 2-17 provides supplemental information of AVX instruc- 


tions that may be subject to #UD exception if encoded with incorrect values in the VEX.W or VEX.L field. 


Table 2-16. HUD Exception and VEX.W=1 Encoding 


Exception Class #UD If VEX.W = 1 in all modes HUD VEX.W pea 
non-64-bit modes 
Type 1 
Type 2 
Type 3 
Type 4 VBLENDVPD, VBLENDVPS, VPBLENDVB, VTESTPD, VTESTPS, VPBLENDD, VPERMD, 
yp VPERMPS, VPERM21128, VPSRAVD, VPERMILPD, VPERMILPS, VPERM2F128 
Type 5 
VEXTRACTF128, VBROADCASTSS, VBROADCASTSD, VBROADCASTF1 28, 
Type 6 VINSERTF128, VMASKMOVPS, VMASKMOVPD, VBROADCASTI1 28, 
VPBROADCASTB/W/D, VEXTRACTI1 28, VINSERTI128 
Type 7 
Type 8 
Type 11 VCVTPH2PS, VCVTPS2PH 
Type 12 
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Table 2-17. HUD Exception and VEX.L Field Encoding 


ScctOw')> aaniuexiab #UD If (VEX.L = 1 && AVX2 not present && AVX #UD If (VEX.L = 1 && AVX2 
Class present) present) 
Type 1 VMOVNTDQA 
Type 2 VDPPD VDPPD 
Type 3 
VMASKMOVDQU, VMPSADBW, VPABSB/W/D, VPCMP(E/I)STRIM, 
VPACKSSWB/DW, VPACKUSWB/DW, VPADDB/W/D, PHMINPOSUW 
VPADDQ, VPADDSB/W, VPADDUSB/W, VPALIGNR, VPAND, 
VPANDN, VPAVGB/W, VPBLENDVB, VPBLENDW, 
VPCMP(E/I)STRI/M, VPCMPEQB/W/D/Q, VPCMPGTB/W/D/Q, 
VPHADDW/D, VPHADDSW, VPHMINPOSUW, VPHSUBD/W, 
Rie VPHSUBSW, VPMADDWD, VPMADDUBSW, VPMAXSB/W/D, 
yp VPMAXUB/W/D, VPMINSB/W/D, VPMINUB/W/D, 
VPMULHUW, VPMULHRSW, VPMULHW/LW, VPMULLD, 
VPMULUDQ, VPMULDQ, VPOR, VPSADBW, VPSHUFB/D, 
VPSHUFHW/LW, VPSIGNB/W/D, VPSLLW/D/Q, VPSRAW/D, 
VPSRLW/D/Q, VPSUBB/W/D/Q, VPSUBSB/W, 
VPUNPCKHBW/WD/DQ, VPUNPCKHQDQ, 
VPUNPCKLBW/WD/DQ, VPUNPCKLODQ, VPXOR 
VEXTRACTPS, VINSERTPS, VMOVD, VMOVQ, VMOVLPD, Same as column 3 
ies VMOVLPS, VMOVHPD, VMOVHPS, VPEXTRB, VPEXTRD, 
yp VPEXTRW, VPEXTRQ, VPINSRB, VPINSRD, VPINSRW, 
VPINSRQ, VPMOVSX/ZX, VLDMXCSR, VSTMXCSR 
VEXTRACTF128, 
VPERM2F128, 
Type6 | VBROADCASTSD, 
VBROADCASTF128, 
VINSERTE128, 
VMOVLHPS, VMOVHLPS, VPMOVMSKB, VPSLLDQ, VMOVLHPS, VMOVHLPS 
Type 7 VPSRLDQ, VPSLLW, VPSLLD, VPSLLO, VPSRAW, VPSRAD, 
VPSRLW, VPSRLD, VPSRLO 
Type 8 
Type 11 
Type 12 
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2.4.1 Exceptions Type 1 (Aligned Memory Reference) 


Table 2-18. Type 1 Class Exception Conditions 


g |sz 
= = UD/# 
Exception ®| 3 |2%|3 Cause of Exception 
=) 2 |£e/¢ 
5 28 
X X VEX prefix. 
VEX prefix: 
X X | If XCRO[2:1] #'11b’. 
If CR4.0SXSAVE[bit 18]=0. 
Invalid Opcode, Legacy SSE instruction: 
#UD X X X X | If CRO.EM[bit 2] = 1. 


If CR4,0SFXSR[bit 9] = O. 


If preceded by a LOCK prefix (FOH). 


If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 


If any corresponding CPUID feature flag is ‘O’. 


Device Not Avail- 


able, #NM If CRO.TS[bit 3]=1. 


x< 

x< 
<; >< | | | X< 
< =| | KK) >< 


For an illegal address in the SS segment. 


Stack, #SS(0 , faa : 
(0) X | Ifamemory address referencing the SS segment is in a non-canonical form. 


VEX.256: Memory operand is not 32-byte aligned. 
VEX.128: Memory operand is not 16-byte aligned. 


X X X X | Legacy SSE: Memory operand is not 16-byte aligned. 
General Protec- 


tion, #GP(O) X oS illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 


X | If the memory address is in a non-canonical form. 


X X If any part of the operand lies outside the effective address space from O to FFFFH. 


Page Fault 


#PF(fault-code) X X X | For a page fault. 
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2.4.2 Exceptions Type 2 (>=16 Byte Memory Reference, Unaligned) 
Table 2-19. Type 2 Class Exception Conditions 
g |sz 
— 8 un # 
Exception Gia litte Cause of Exception 
a Sisalg 
tse 
Ss 28 
X X VEX prefix. 
X X X X | If an unmasked SIMD floating-point exception and CR4.0SXMMEXCPT [bit 10] = 0. 
VEX prefix: 
X X | lf XCRO[2:1] #‘11b" 
; If CR4.0SXSAVE[bit 18]=0. 
Invalid Opcode, 7 7 
#UD Legacy SSE instruction: 
X X X X | If CRO.EM[bit 2] = 1. 
If CR4.0SFXSR[bit 9] = 0. 
X X X X | If preceded by a LOCK prefix (FOH). 
X X | If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 
X X X X | If any corresponding CPUID feature flag is ‘0’. 
Device Not Avail- os 
able, #NM X X X X | If CRO.TS[bit 3]=1. 
X For an illegal address in the SS segment. 
Stack, #SS(0) : — ; 
X | Ifamemory address referencing the SS segment is in a non-canonical form. 
X X X X | Legacy SSE: Memory operand is not 16-byte aligned. 
General Protec- X For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
tion, #GP(0) X | If the memory address is in a non-canonical form. 
X X If any part of the operand lies outside the effective address space from O to FFFFH. 
Page Fault 
#PF(fault-code) X X X | For a page fault. 
SIMD Floating- 
point Exception, X X X X | If an unmasked SIMD floating-point exception and CR4.0SXMMEXCPT [bit 10] = 1. 


#XM 


Vol.2A 2-27 


INSTRUCTION FORMAT 


2.4.3 Exceptions Type 3 (<16 Byte Memory Argument) 


Table 2-20. Type 3 Class Exception Conditions 


ow |F>p 
B58 
—_ rae) a=) 2 
Exception 9|/¢ |f#n\l2 Cause of Exception 
a S gale 
E sé 
Ss é8 
X X VEX prefix. 
X X X X_ | If anunmasked SIMD floating-point exception and CR4.0SXMMEXCPT[bit 10] = 0. 
VEX prefix: 


X X | If XCRO[2:1] #‘11b’. 
If CR4,0SXSAVE[bit 18]=0. 


Invalid Opcode, #UD Legacy SSE instruction: 
X X X X | If CRO.EM[bit 2] = 1. 
If CR4.0SFXSR[bit 9] = 0. 


X X X X | If preceded by a LOCK prefix (FOH). 
X X | If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 
X X X X_| If any corresponding CPUID feature flag is ‘0’. 
Device Nor Avaliable) 361) 56 | x |:36 RCROTSIDIESIET: 
#NM 
X For an illegal address in the SS segment. 
Stack, #SS(0) : = ; 
X | Ifamemory address referencing the SS segment is in a non-canonical form. 
X For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
; ments. 
an) PLOLecHan; X_ | If the memory address is in a non-canonical form. 
If any part of the operand lies outside the effective address space from O to 
X X 
FFFFH. 
Page Fault 


#PF(fault-code) X X X | Fora page fault. 


Alignment Check For 2, 4, or 8 byte memory access if alignment checking is enabled and an 
#AC(0) unaligned memory access is made while the current privilege level is 3. 


SIMD Floating-point 


Exception, #XM X X X X_ | If anunmasked SIMD floating-point exception and CR4.0SXMMEXCPT[bit 10] = 1. 
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2.4.4 Exceptions Type 4 (>=16 Byte Mem Arg, No Alignment, No Floating-point Exceptions) 


Table 2-21. Type 4 Class Exception Conditions 


3s 82 
= 3 07D/# 
Exception 9/4 |£s + Cause of Exception 
[4 5 ao2|o6 
EB is§ 
Ss. lias 
X X VEX prefix. 
VEX prefix: 


X X | If XCRO[2:1] 4 ‘11b’. 

If CR4.0SXSAVE[bit 18]=0. 
Legacy SSE instruction: 

X X X X | If CRO.EM[bit 2] = 1. 

If CR4.0SFXSR[bit 9] = 0. 


Invalid Opcode, #UD 


X X X X | If preceded by a LOCK prefix (FOH). 
X X | If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 
X X X X | If any corresponding CPUID feature flag is ‘0’. 
Pig Not Available, | x | x | x | x | iFcROTSpbit 3]=1. 
X For an illegal address in the SS segment. 


Stack, #SS(0 , 7 : 
(0) X | Ilfamemory address referencing the SS segment is in a non-canonical form. 


x xX x X | Legacy SSE: Memory operand is not 16-byte aligned.' 


X For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
General Protection, ments. 
#GP(0) X_ | If the memory address is in a non-canonical form. 
If any part of the operand lies outside the effective address space from O to 
X X 
FFFFH. 
Page Fault 
#PF(fault-code) X X X | Fora page fault. 
NOTES: 


1. LDDQU, MOVUPD, MOVUPS, PCMPESTRI, PCMPESTRM, PCMPISTRI, and PCMPISTRM instructions do not cause #GP if the memory 
operand is not aligned to 16-Byte boundary. 
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2.4.5 Exceptions Type 5 (<16 Byte Mem Arg and No FP Exceptions) 


Table 2-22. Type 5 Class Exception Conditions 


g Ez 
= 2 -- ee 
Exception o/4 #8 = Cause of Exception 
«~ 5 ao2le 
EB \s§ 
Ss ES 
X X VEX prefix. 
VEX prefix: 


X X | If XCRO[2:1] #'11b’. 
If CR4,0SXSAVE[bit 18]=0. 


Legacy SSE instruction: 
X X X X | If CRO.EM[bit 2] = 1. 
If CR4.0SFXSR[bit 9] = 0. 


Invalid Opcode, #UD 


X X X X | If preceded by a LOCK prefix (FOH). 
X X | If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 
X X X X_| If any corresponding CPUID feature flag is ‘0’. 
Pov ce NOL NANADIE: | 3C.) 56 ||. 36 |) SC. ROSEN, 
#NM 
X For an illegal address in the SS segment. 
Stack, #SS(0) : a : 
X_ | Ifamemory address referencing the SS segment is in a non-canonical form. 
X For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
: ments. 
jc) PROLEEHON, X_ | If the memory address is in a non-canonical form. 
If any part of the operand lies outside the effective address space from O to 
X X 
FFFFH. 
Page Fault 
#PF(fault-code) X X X | Fora page fault. 
Alignment Check xX Xx Xx For 2, 4, or 8 byte memory access if alignment checking is enabled and an 
#AC(0) unaligned memory access is made while the current privilege level is 3. 
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Exceptions Type 6 (VEX-Encoded Instructions without Legacy SSE Analogues) 


Note: At present, the AVX instructions in this category do not generate floating-point exceptions. 


Table 2-23. Type 6 Class Exception Conditions 


g |Ez 
_ 8 \va/# 
Exception o| 4 |\#% = Cause of Exception 
=| 2 |g2/6 
Ss £8 
X X VEX prefix. 
X xX If XCRO[2:1] #‘11b’. 
‘aaidicneea If CR4.0SXSAVE[bit 18]=0. 
aici rei X | X | Ifpreceded by a LOCK prefix (FOH). 
X X | If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 
X X | If any corresponding CPUID feature flag is ‘0’. 
Device Not Available, ae 
#NM X X | If CRO.TS[bit 3]=1. 
Stack, #55(0) X For an illegal address in the SS segment. 
‘ X | Ilfamemory address referencing the SS segment is in a non-canonical form. 
. For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
General Protection, x ments 
#GP(0 : 
(0) X | If the memory address is in a non-canonical form. 
Page Fault 
#PF(fault-code) X X | For apage fault. 
Alignment Check X X For 2, 4, or 8 byte memory access if alignment checking is enabled and an 


#AC(0) 


unaligned memory access is made while the current privilege level is 3. 
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2.4.7 Exceptions Type 7 (No FP Exceptions, No Memory Arg) 


Table 2-24. Type 7 Class Exception Conditions 


g Ez 
= 2 -- ee 
Exception o/4 #8 = Cause of Exception 
«~ 5 ao2le 
EB \s§ 
Ss ES 
X X VEX prefix. 
VEX prefix: 


X X | If XCRO[2:1] #'11b’. 
If CR4,0SXSAVE[bit 18]=0. 


; Legacy SSE instruction: 
Invalid Opcode, UD | y | y | yx | x | IfCROEMpbit 2] =1. 


If CR4,0SFXSR[bit 9] = 0. 


X X X X | If preceded by a LOCK prefix (FOH). 
X X | If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 
X X X X_ | If any corresponding CPUID feature flag is ‘0’. 
Device Not Available, Xx Xx | If CRO.TS[bit 3]=1. 


#NM 


2.4.8 Exceptions Type 8 (AVX and No Memory Argument) 


Table 2-25. Type 8 Class Exception Conditions 


Exception Cause of Exception 


Real 
Virtual-8086 
Protected and 
Compatibility 
64-bit 


Invalid Opcode, #UD | X 


x< 


Always in Real or Virtual-8086 mode. 


x< 


If XCRO[2:1] #'11b’. 

If CR4.OSXSAVE[bit 18]=0. 

If CPUID.O1H.ECX.AVX[bit 28]=0. 
If VEX.vwwv # 11118. 


Xx X X X If proceeded by a LOCK prefix (FOH). 


Device Not Available, X X If CRO.TS[bit 3]=1. 
#NM 
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2.4.9 Exceptions Type 11 (VEX-only, Mem Arg, No AC, Floating-point Exceptions) 
Table 2-26. Type 11 Class Exception Conditions 
g Be 
= 8 ~~ 
Exception 9/4 |#% a Cause of Exception 
“|2 |ge/4 
5 28 
Invalid Opcode, HUD | X X VEX prefix. 
X X VEX prefix: 
If XCRO[2:1] #‘11b’. 
If CR4.0SXSAVE[bit 18]=0. 
X X X X If preceded by a LOCK prefix (FOH). 
X X If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 
X X X X If any corresponding CPUID feature flag is ‘0’. 
Device Not Avail- X X X X If CRO.TS[bit 3]=1. 
able, #NM 
Stack, #SS(0) X For an illegal address in the SS segment. 
X If amemory address referencing the SS segment is in a non-canonical form. 
General Protection, X For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
#GP(0) ments. 
X If the memory address is in a non-canonical form. 
X X If any part of the operand lies outside the effective address space from O to 
FFFFH. 
Page Fault #PF X X X For a page fault. 
(fault-code) 
SIMD Floating-Point X X X X If an unmasked SIMD floating-point exception and CR4.0SXMMEXCPT [bit 10] = 1. 


Exception, #XM 
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2.4.10 Exceptions Type 12 (VEX-only, VSIB Mem Arg, No AC, No Floating-point Exceptions) 


Table 2-27. Type 12 Class Exception Conditions 


a=) 
2 52 
_ 8 |\va|/ # 
. oO ' Vos Oo . 
Exception a os tal y Cause of Exception 
“| 2 \|#e ¢ 
5 2s 
Invalid Opcode, HUD | X X VEX prefix. 
X X VEX prefix: 
If XCRO[2:1] 4 ‘11b’. 
If CR4.0SXSAVE[bit 18]=0. 
X X X X If preceded by a LOCK prefix (FOH). 
X X If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 
X X X NA | If address size attribute is 16 bit. 
X X X X If ModR/M.mod = ‘11b’. 
x Xx x x If ModR/M.rm # ‘100b’. 
X X X X If any corresponding CPUID feature flag is ‘O’. 
X X X X If any vector register is used more than once between the destination register, 


mask register and the index register in VSIB addressing. 
Device Not Available, | X X X X If CRO.TS[bit 3]=1. 


#NM 
Stack, #SS(0) X For an illegal address in the SS segment. 

X If amemory address referencing the SS segment is in a non-canonical form. 
General Protection, X For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
#GP(0) ments. 

X If the memory address is in a non-canonical form. 

X X If any part of the operand lies outside the effective address space from O to 
FFFFH. 

Page Fault #PF (fault- X X X For a page fault. 
code) 


2.5 VEX ENCODING SUPPORT FOR GPR INSTRUCTIONS 


VEX prefix may be used to encode instructions that operate on neither YMM nor XMM registers. VEX-encoded 
general-purpose-register instructions have the following properties: 


* Instruction syntax support for three encodable operands. 


* Encoding support for instruction syntax of non-destructive source operand, destination operand encoded via 
VEX.vvvv, and destructive three-operand syntax. 


¢ Elimination of escape opcode byte (OFH), two-byte escape via a compact bit field representation within the VEX 
prefix. 


° Elimination of the need to use REX prefix to encode the extended half of general-purpose register sets (R8-R15) 
for direct register access or memory addressing. 


¢ Flexible and more compact bit fields are provided in the VEX prefix to retain the full functionality provided by 
REX prefix. REX.W, REX.X, REX.B functionalities are provided in the three-byte VEX prefix only. 


¢ VEX-encoded GPR instructions are encoded with VEX.L=0. 
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Any VEX-encoded GPR instruction with a 66H, F2H, or F3H prefix preceding VEX will #UD. 
Any VEX-encoded GPR instruction with a REX prefix proceeding VEX will #UD. 
VEX-encoded GPR instructions are not supported in real and virtual 8086 modes. 


2.5.1 Exceptions Type 13 (VEX-Encoded GPR Instructions) 


The exception conditions applicable to VEX-encoded GPR instruction differs from those of legacy GPR instructions. 
Table 2-28 lists VEX-encoded GPR instructions. The exception conditions for VEX-encoded GRP instructions are 
found in Table 2-29 for those instructions which have a default operand size of 32 bits and 16-bit operand size is 
not encodable. 


Table 2-28. VEX-Encoded GPR Instructions 
Exception Class Instruction 
Type 13 ANDN, BEXTR, BLSI, BLSMSK, BLSR, BZHI, MULX, PDEP, PEXT, RORX, SARX, SHLX, SHRX 


(*) - Additional exception restrictions are present - see the Instruction description for details. 


Table 2-29. Type 13 Class Exception Conditions 


a=) 
2/52 
= & |\val # 
. oO T os Oo . 
Exception a s/t) y Cause of Exception 
“| 2 {#8 ¢ 
5 \2s 
Invalid Opcode, #UD | X X X X If BMI1/BMI2 CPUID feature flag is ‘0’. 
X X If a VEX prefix is present. 
X X X X If VEX.L = 1. 
X X X X If preceded by a LOCK prefix (FOH). 
X X If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 
Stack, #SS(0) X X X For an illegal address in the SS segment. 
X If a memory address referencing the SS segment is in a non-canonical form. 
General Protection, X For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
#GP(0) ments. 
If the DS, ES, FS, or GS register is used to access memory and it contains a null 
segment selector. 
X If the memory address is in a non-canonical form. 
X X If any part of the operand lies outside the effective address space from O to 
FFFFH. 
Page Fault #PF(fault- X X X For a page fault. 
code) 
Alignment Check X X X For 2, 4, or 8 byte memory access if alignment checking is enabled and an 
#AC(0) unaligned memory access is made while the current privilege level is 3. 


2.6 INTEL® AVX-512 ENCODING 


The majority of the Intel AVX-512 family of instructions (operating on 512/256/128-bit vector register operands) 
are encoded using a new prefix (called EVEX). Opmask instructions (operating on opmask register operands) are 
encoded using the VEX prefix. The EVEX prefix has some parts resembling the instruction encoding scheme using 
the VEX prefix, and many other capabilities not available with the VEX prefix. 
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The significant feature differences between EVEX and VEX are summarized below. 


EVEX is a 4-Byte prefix (the first byte must be 62H); VEX is either a 2-Byte (C5H is the first byte) or 3-Byte 
(C4H is the first byte) prefix. 


EVEX prefix can encode 32 vector registers (KXMM/YMM/ZMM) in 64-bit mode. 


EVEX prefix can encode an opmask register for conditional processing or selection control in EVEX-encoded 
vector instructions. Opmask instructions, whose source/destination operands are opmask registers and treat 
the content of an opmask register as a single value, are encoded using the VEX prefix. 


EVEX memory addressing with disp8 form uses a compressed disp8 encoding scheme to improve the encoding 
density of the instruction byte stream. 


EVEX prefix can encode functionality that are specific to instruction classes (e.g., packed instruction with 
“load+op” semantic can support embedded broadcast functionality, floating-point instruction with rounding 
semantic can support static rounding functionality, floating-point instruction with non-rounding arithmetic 
semantic can support “suppress all exceptions” functionality). 


2.6.1 Instruction Format and EVEX 


The placement of the EVEX prefix in an IA instruction is represented in Figure 2-10. Note that the values contained 
within brackets are optional. 


# of bytes: 4 1 y 1 2,4 1 
[Prefixes] EVEX Opcode ModR/M [SIB] [Disp16,32] [Immediate] 
1 
[Disp8*N] 


Figure 2-10. AVX-512 Instruction Format and the EVEX Prefix 


The EVEX prefix is a 4-byte prefix, with the first two bytes derived from unused encoding form of the 32-bit-mode- 
only BOUND instruction. The layout of the EVEX prefix is shown in Figure 2-11. The first byte must be 62H, followed 
by three payload bytes, denoted as PO, P1, and P2 individually or collectively as P[23:0] (see Figure 2-11). 


EVEX 62H PO P1 P2 
7 6 5 4 3 2 1 0 
PO R x B R’ ) 0 m m P[7:0] 
7 6 5 4 3 2 1 0 
P4 Ww Vv Vv v Vv 1 p p P[15:8] 
7 6 5 4 3 2 1 0 
P2 z lL L b Vv a a a P[23:16] 


Figure 2-11. Bit Field Layout of the EVEX Prefix! 


NOTES: 
1. See Table 2-30 for additional details on bit fields. 
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Table 2-30. EVEX Prefix Bit Field Functional Grouping 


Notation Bit field Group Position Comment 

-- Reserved P[3 : 2] Must be 0. 

-- Fixed Value P[10] Must be 1. 

EVEX.mm Compressed legacy escape P[1: 0} Identical to low two bits of VEX.mmmmm. 

EVEX.pp Compressed legacy prefix P[9 : 8] Identical to VEX.pp. 

EVEX.RXB Next-8 register specifier modifier P[7 :5] Combine with ModR/M.reg, ModR/M.rm (base, index/vidx). This 
field is encoded in bit inverted format. 

EVEX.R’ High-16 register specifier modifier P[4] Combine with EVEX.R and ModR/M.reg. This bit is stored in 
inverted format. 

EVEX.X High-16 register specifier modifier P[6] Combine with EVEX.B and ModR/M.rm, when SIB/VSIB absent. 

EVEX.vvvv VVVV register specifier P[14:11] | Same as VEX.vvvv. This field is encoded in bit inverted format. 

EVEX.V' High-16 VVVV/VIDX register specifier | P[19] Combine with EVEX.vvvv or when VSIB present. This bit is 
stored in inverted format. 

EVEX.aaa Embedded opmask register specifier P[18: 16] 

EVEX.W Osize promotion/Opcode extension P[15] 

EVEX.z Zeroing/Merging P[23] 

EVEX.b Broadcast/RC/SAE Context P[20] 

EVEX.LU'L Vector length/RC P[22:21] 


The bit fields in P[23:0] are divided into the following functional groups (Table 2-30 provides a tabular summary): 
Reserved bits: P[3:2] must be 0, otherwise #UD. 
Fixed-value bit: P[10] must be 1, otherwise #UD. 
Compressed legacy prefix/escape bytes: P[1:0] is identical to the lowest 2 bits of VEX.mmmmm; P[9:8] is 


identical to VEX.pp. 


Operand specifier modifier bits for vector register, general purpose register, memory addressing: P[7:5] allows 
access to the next set of 8 registers beyond the low 8 registers when combined with ModR/M register specifiers. 


Operand specifier modifier bit for vector register: P[4] (or EVEX.R’) allows access to the high 16 vector register 
set when combined with P[7] and ModR/M.reg specifier; P[6] can also provide access to a high 16 vector 
register when SIB or VSIB addressing are not needed. 


Non-destructive source /vector index operand specifier: P[19] and P[14:11] encode the second source vector 
register operand in a non-destructive source syntax, vector index register operand can access an upper 16 
vector register using P[19]. 


Op-mask register specifiers: P[18:16] encodes op-mask register set kO-k7 in instructions operating on vector 
registers. 


EVEX.W: P[15] is similar to VEX.W which serves either as opcode extension bit or operand size promotion to 
64-bit in 64-bit mode. 


Vector destination merging/zeroing: P[23] encodes the destination result behavior which either zeroes the 
masked elements or leave masked element unchanged. 


Broadcast/Static-rounding/SAE context bit: P[20] encodes multiple functionality, which differs across different 
classes of instructions and can affect the meaning of the remaining field (EVEX.L’L). The functionality for the 
following instruction classes are: 


— Broadcasting a single element across the destination vector register: this applies to the instruction class 
with Load+Op semantic where one of the source operand is from memory. 


— Redirect L’L field (P[22:21]) as static rounding control for floating-point instructions with rounding 
semantic. Static rounding control overrides MXCSR.RC field and implies “Suppress all exceptions” (SAE). 
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— Enable SAE for floating -point instructions with arithmetic semantic that is not rounding. 

— For instruction classes outside of the afore-mentioned three classes, setting EVEX.b will cause #UD. 
* Vector length/rounding control specifier: P[22:21] can serve one of three options. 

— Vector length information for packed vector instructions. 

— Ignored for instructions operating on vector register content as a single data element. 


— Rounding control for floating-point instructions that have a rounding semantic and whose source and 
destination operands are all vector registers. 


2.6.2 Register Specifier Encoding and EVEX 


EVEX-encoded instruction can access 8 opmask registers, 16 general-purpose registers and 32 vector registers in 
64-bit mode (8 general-purpose registers and 8 vector registers in non-64-bit modes). EVEX-encoding can support 
instruction syntax that access up to 4 instruction operands. Normal memory addressing modes and VSIB memory 
addressing are supported with EVEX prefix encoding. The mapping of register operands used by various instruction 
syntax and memory addressing in 64-bit mode are shown in Table 2-31. Opmask register encoding is described in 
Section 2.6.3. 


Table 2-31. 32-Register Support in 64-bit Mode Using EVEX with Embedded REX Bits 


4! 3 [2:0] Reg. Type Common Usages 

REG EVEX.R’ REX.R modrm.reg GPR, Vector Destination or Source 
VVVV EVEX.\V" EVEX.vvvv GPR, Vector 2ndSource or Destination 
RM EVEX.X EVEX.B modrm.r/m GPR, Vector 1st Source or Destination 
BASE 0 EVEX.B modrm.r/m GPR memory addressing 
INDEX 0 EVEX.X sib.index GPR memory addressing 
VIDX EVEX.V' EVEX.X sib.index Vector VSIB memory addressing 
NOTES: 


1. Not applicable for accessing general purpose registers. 


The mapping of register operands used by various instruction syntax and memory addressing in 32-bit modes are 
shown in Table 2-32. 


Table 2-32. EVEX Encoding Register Specifiers in 32-bit Mode 


[2:0] Reg. Type Common Usages 
REG modrm.reg GPR, Vector Destination or Source 
VVVV EVEX.vvv GPR, Vector 2nd Source or Destination 
RM modrm.r/m GPR, Vector 1st Source or Destination 
BASE modrm.r/m GPR Memory Addressing 
INDEX sib.index GPR Memory Addressing 
VIDX sib.index Vector VSIB Memory Addressing 
2.6.3 Opmask Register Encoding 


There are eight opmask registers, kKO-k7. Opmask register encoding falls into two categories: 


* Opmask registers that are the source or destination operands of an instruction treating the content of opmask 
register as a scalar value, are encoded using the VEX prefix scheme. It can support up to three operands using 
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standard modR/M byte’s reg field and rm field and VEX.vvvv. Such a scalar opmask instruction does not 
support conditional update of the destination operand. 


¢ Anopmask register providing conditional processing and/or conditional update of the destination register of a 
vector instruction is encoded using EVEX.aaa field (see Section 2.6.4). 


¢ An opmask register serving as the destination or source operand of a vector instruction is encoded using 
standard modR/M byte’s reg field and rm fields. 


Table 2-33. Opmask Register Specifier Encoding 


[2:0] Register Access Common Usages 
REG modrm.reg kO-k7 Source 
VVVV VEX.vvvv kO-k7 2nd Source 
RM modrm.r/m kO-7 1st Source 
{k1} EVEX.aaa kO!-k7 Opmask 


NOTES: 
1. Instructions that overwrite the conditional mask in opmask do not permit using kO as the embedded mask. 


2.6.4 Masking Support in EVEX 


EVEX can encode an opmask register to conditionally control per-element computational operation and updating of 
result of an instruction to the destination operand. The predicate operand is known as the opmask register. The 
EVEX.aaa field, P[18:16] of the EVEX prefix, is used to encode one out of a set of eight 64-bit architectural regis- 
ters. Note that from this set of 8 architectural registers, only k1 through k7 can be addressed as predicate oper- 
ands. kO can be used as a regular source or destination but cannot be encoded as a predicate operand. 


AVX-512 instructions support two types of masking with EVEX.z bit (P[23]) controlling the type of masking: 


¢ Merging-masking, which is the default type of masking for EVEX-encoded vector instructions, preserves the old 
value of each element of the destination where the corresponding mask bit has a 0. It corresponds to the case 
of EVEX.z = 0. 


¢ Zeroing-masking, is enabled by having the EVEX.z bit set to 1. In this case, an element of the destination is set 
to 0 when the corresponding mask bit has a 0 value. 


AVX-512 Foundation instructions can be divided into the following groups: 
¢ Instructions which support “zeroing-masking”. 
— Also allow merging-masking. 
¢ Instructions which require aaa = 000. 
— Do not allow any form of masking. 
¢ Instructions which allow merging-masking but do not allow zeroing-masking. 
— Require EVEX.z to be set to 0. 
— This group is mostly composed of instructions that write to memory. 
¢ Instructions which require aaa <> 000 do not allow EVEX.z to be set to 1. 
— Allow merging-masking and do not allow zeroing-masking, e.g., gather instructions. 


2.6.5 Compressed Displacement (disp8*N) Support in EVEX 


For memory addressing using disp8 form, EVEX-encoded instructions always use a compressed displacement 

scheme by multiplying disp8 in conjunction with a scaling factor N that is determined based on the vector length, 
the value of EVEX.b bit (embedded broadcast) and the input element size of the instruction. In general, the factor 
N corresponds to the number of bytes characterizing the internal memory operation of the input operand (e.g., 64 
when the accessing a full 512-bit memory vector). The scale factor N is listed in Table 2-34 and Table 2-35 below, 
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where EVEX encoded instructions are classified using the tupletype attribute. The scale factor N of each tupletype 


is listed based on the vector length (VL) and other factors affecting it. 


Table 2-34 covers EVEX-encoded instructions which has a load semantic in conjunction with additional computa- 
tional or data element movement operation, operating either on the full vector or half vector (due to conversion of 
numerical precision from a wider format to narrower format). EVEX.b is supported for such instructions for data 


element sizes which are either dword or qword (see Section 2.6.11). 


EVEX-encoded instruction that are pure load/store, and “Load+op” instruction semantic that operate on data 

element size less then dword do not support broadcasting using EVEX.b. These are listed in Table 2-35. Table 2-35 
also includes many broadcast instructions which perform broadcast using a subset of data elements without using 
EVEX.b. These instructions and a few data element size conversion instruction are covered in Table 2-35. Instruc- 
tion classified in Table 2-35 do not use EVEX.b and EVEX.b must be 0, otherwise #UD will occur. 


The tupletype will be referenced in the instruction operand encoding table in the reference page of each instruction, 
providing the cross reference for the scaling factor N to encoding memory addressing operand. 


Note that the disp8*N rules still apply when using 16b addressing. 


Table 2-34. Compressed Displacement (DISP8*N) Affected by Embedded Broadcast 


TupleType | EVEX.b | InputSize | EVEX.W | Broadcast | N (VL=128) | N(VL=256) | N(VL=512) Comment 
0 32bit 0 none 16 32 64 
1 32bit 0 {1 tox} 4 4 4 Load+Op (Full Vector 
Full 
fe) 64bit 1 none 16 32 64 Dword/Qword) 
1 64bit 1 {1 tox} 8 8 8 
0 32bit 0 none 8 16 32 
Half Load+Op (Half Vector) 
1 32bit 0 {1 tox} 4 4 4 
Table 2-35. EVEX DISP8*N for Instructions Not Affected by Embedded Broadcast 
TupleType InputSize | EVEX.W | N (VL= 128) | N (VL= 256) | N (VL= 512) Comment 
Full Mem N/A N/A 16 32 64 Load/store or subDword full vector 
8bit N/A 1 1 1 
16bit N/A 2 2 2 
Tuple1 Scalar 1Tuple 
32bit 0 4 4 4 
64bit 1 8 8 8 
32bit N/A 4 4 4 i 
Tuple1 Fixed 1 Tuple, memsize not affected by 
64bit N/A 8 8 8 EVEX.W 
32bit 0 8 8 8 
Tuple2 Broadcast (2 elements) 
64bit 1 NA 16 16 
32bit 0 NA 16 16 
Tuple4 Broadcast (4 elements) 
64bit 1 NA NA 32 
Tuples 32bit 0 NA NA 32 Broadcast (8 elements) 
Half Mem N/A N/A 16 32 SubQword Conversion 
Quarter Mem N/A N/A 8 16 SubDword Conversion 
Eighth Mem N/A N/A 4 8 SubWord Conversion 
Mem128 N/A N/A 16 16 16 Shift count from memory 
MOVDDUP N/A N/A 32 64 VMOVDDUP 
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2.6.6 EVEX Encoding of Broadcast/Rounding/SAE Support 
EVEX.b can provide three types of encoding context, depending on the instruction classes: 


¢ Embedded broadcasting of one data element from a source memory operand to the destination for vector 
instructions with “load+op” semantic. 


¢ Static rounding control overriding MXCSR.RC for floating-point instructions with rounding semantic. 


¢ “Suppress All exceptions” (SAE) overriding MXCSR mask control for floating-point arithmetic instructions that 
do not have rounding semantic. 


2.6.7 Embedded Broadcast Support in EVEX 


EVEX encodes an embedded broadcast functionality that is supported on many vector instructions with 32-bit 
(double word or single-precision floating-point) and 64-bit data elements, and when the source operand is from 
memory. EVEX.b (P[20]) bit is used to enable broadcast on load-op instructions. When enabled, only one element 
is loaded from memory and broadcasted to all other elements instead of loading the full memory size. 


The following instruction classes do not support embedded broadcasting: 

¢ Instructions with only one scalar result is written to the vector destination. 
¢ Instructions with explicit broadcast functionality provided by its opcode. 

¢ Instruction semantic is a pure load or a pure store operation. 


2.6.8 Static Rounding Support in EVEX 


Static rounding control embedded in the EVEX encoding system applies only to register-to-register flavor of 
floating-point instructions with rounding semantic at two distinct vector lengths: (i) scalar, (ii) 512-bit. In both 
cases, the field EVEX.L’L expresses rounding mode control overriding MXCSR.RC if EVEX.b is set. When EVEX.b is 
set, “suppress all exceptions” is implied. The processor behaves as if all MXCSR masking controls are set. 


2.6.9 SAE Support in EVEX 


The EVEX encoding system allows arithmetic floating-point instructions without rounding semantic to be encoded 
with the SAE attribute. This capability applies to scalar and 512-bit vector lengths, register-to-register only, by 
setting EVEX.b. When EVEX.b is set, “suppress all exceptions” is implied. The processor behaves as if all MKXCSR 
masking controls are set. 


2.6.10 Vector Length Orthogonality 


The architecture of EVEX encoding scheme can support SIMD instructions operating at multiple vector lengths. 
Many AVX-512 Foundation instructions operate at 512-bit vector length. The vector length of EVEX encoded vector 
instructions are generally determined using the L’L field in EVEX prefix, except for 512-bit floating-point, reg-reg 
instructions with rounding semantic. The table below shows the vector length corresponding to various values of 
the L’L bits. When EVEX is used to encode scalar instructions, L’L is generally ignored. 

When EVEX.b bit is set for a register-register instructions with floating-point rounding semantic, the same two bits 
P2[6:5] specifies rounding mode for the instruction, with implied SAE behavior. The mapping of different instruc- 
tion classes relative to the embedded broadcast/rounding/SAE control and the EVEX.L’L fields are summarized in 
Table 2-36. 
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Table 2-36. EVEX Embedded Broadcast/Rounding/SAE and Vector Length on Vector Instructions 


Position P2[4] P2[6:5] P2[6:5] 
Broadcast/Rounding/SAE Context EVEX.b EVEX.U’L EVEX.RC 
Reg-reg, FP Instructions w/ rounding semantic or SAE Enable static rounding Vector length Implied OOb: SAE + RNE 
control (SAE implied) (512 bit or scalar) 01b: SAE + RD 
10b: SAE + RU 
11b: SAE + RZ 
Load+op Instructions w/ memory source Broadcast Control OOb: 128-bit NA 
Other Instructions ( Must be 0 (otherwise ne a NA 
Explicit Load/Store/Broadcast/Gather/Scatter) #UD) 11b: Reserved (#UD) 


2.6.11 #UD Equations for EVEX 


Instructions encoded using EVEX can face three types of UD conditions: state dependent, opcode independent and 
opcode dependent. 


2.6.11.1 State Dependent #UD 


In general, attempts of execute an instruction, which required OS support for incremental extended state compo- 
nent, will #UD if required state components were not enabled by OS. Table 2-37 lists instruction categories with 
respect to required processor state components. Attempts to execute a given category of instructions while 
enabled states were less than the required bit vector in XCRO shown in Table 2-37 will cause #UD. 


Table 2-37. OS XSAVE Enabling Requirements of Instruction Categories 


Instruction Categories Vector Register State Access Required XCRO Bit Vector [7:0] 
Legacy SIMD prefix encoded Instructions (e.g SSE) XMM XXXXXX1 1b 
VEX-encoded instructions operating on YMM YMM XXXXX111b 
EVEX-encoded 128-bit instructions ZMM 111xx111b 
EVEX-encoded 256-bit instructions ZMM 111xx111b 
EVEX-encoded 512-bit instructions ZMM 111xx111b 
VEX-encoded instructions operating on opmask k-reg 111xxx11b 


2.6.11.2 Opcode Independent #UD 


A number of bit fields in EVEX encoded instruction must obey mode-specific but opcode-independent patterns 
listed in Table 2-38. 


Table 2-38. Opcode Independent, State Dependent EVEX Bit Fields 


Position Notation 64-bit HUD Non-64-bit #UD 
P[3: 2] - if >O if >O 
P[10] -- if O if O 
P[1: 0] EVEX.mm if OOb if OOb 
P[7 : 6] EVEX.RX None (valid) None (BOUND if EVEX.RX != 11b) 
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2.6.11.3 Opcode Dependent #UD 


This section describes legal values for the rest of the EVEX bit fields. Table 2-39 lists the #UD conditions of EVEX 
prefix bit fields which encodes or modifies register operands. 


Table 2-39. #UD Conditions of Operand-Encoding EVEX Prefix Bit Fields 


INSTRUCTION FORMAT 


Notation Position Operand Encoding 64-bit HUD Non-64-bit #UD 
EVEX.R P[7] ModRM.reg encodes k-reg If EVEX.R = 0 None (BOUND if 
ModRM.reg is opcode extension None (ignored) EVEX.RX I= 11D) 
ModRM.reg encodes all other registers None (valid) 
EVEX.X P[6] ModRM.r/m encodes ZMM/YMM/XMM None (valid) 
ModRM.r/m encodes k-reg or GPR None (ignored) 
ModRM.r/m without SIB/VSIB None (ignored) 
ModRM.r/m with SIB/VSIB None (valid) 
EVEX.B P[5] ModRM.r/m encodes k-reg None (ignored) None (ignored) 
ModRM.r/m encodes other registers None (valid) 
ModRM.r/m base present None (valid) 
ModRM.r/m base not present None (ignored) 
EVEX.R’ P[4] ModRM.reg encodes k-reg or GPR If O None (ignored) 
ModRM.reg is opcode extension None (ignored) 
ModRM.reg encodes ZMM/YMM/XMM None (valid) 
EVEX.vvvv P[14: 11] | vvwwv encodes ZMM/YMM/XMM None (valid) None (valid) 
P[14] ignored 
Otherwise If!=1111b Ifl=1111b 
EVEX.V’ P[19] Encodes ZMM/YMM/XMM None (valid) If O 
If O If O 


Otherwise 


Table 2-40 lists the #UD conditions of instruction encoding of opmask register using EVEX.aaa and EVEX.z 


Table 2-40. #UD Conditions of Opmask Related Encoding Field 


Notation Position Operand Encoding 64-bit HUD Non-64-bit #UD 
EVEX.aaa P[18: 16] | Instructions do not use opmask for conditional processing!. If aaa != OOOb If aaa != OOOb 
Opmask used as conditional processing mask and updated | If aaa = OOOb If aaa = OOOb; 
at completion®. 
Opmask used as conditional processing. None (valid?) None (valid') 
EVEX.2z P[23] Vector instruction using opmask as source or destination*. | If EVEX.z != 0 If EVEX.2 != 0 
Store instructions or gather/scatter instructions. If EVEX.z != O If EVEX.2 != O 
Instruction supporting conditional processing mask with If EVEX.z != 0 If EVEX.z != 0 
EVEX.aaa = OOOb. 
VEX.vvvv Varies K-regs are instruction operands not mask control. If vvvv = Oxxxb None 
NOTES: 


1. E.g., VPBROADCASTMxxx, VPMOVM2x, VPMOVx2M. 


2. E.g., Gather/Scatter family. 


3. aaa can take any value. A value of 000 indicates that there is no masking on the instruction; in this case, all elements will be pro- 
cessed as if there was a mask of ‘all ones’ regardless of the actual value in KO. 
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4. E.g., VFPCLASSPD/PS, VCMPB/D/Q/W family, VPMOVM2x, VPMOVxeM. 
Table 2-41 lists the #UD conditions of EVEX bit fields that depends on the context of EVEX.b. 


Table 2-41. #UD Conditions Dependent on EVEX.b Context 


Notation Position Operand Encoding 64-bit HUD Non-64-bit #UD 
EVEX.L'Lb P[22 : 20] | Reg-reg, FP instructions with rounding semantic. None (valid') None (valid’) 
Other reg-reg, FP instructions that can cause #XM. None (valid?) None (valid) 
Other reg-mem instructions in Table 2-34. None (valid) None (valid?) 
Other instruction classes* in Table 2-35. If EVEX.b > 0 If EVEX.b > O 
NOTES: 


1. UL specifies rounding control, see Table 2-36, supports {er} syntax. 

2.UL specifies vector length, see Table 2-36, supports {sae} syntax. 

3. UL specifies vector length, see Table 2-36, supports embedded broadcast syntax 
4. UL specifies either vector length or ignored. 


2.6.12 Device Not Available 
EVEX-encoded instructions follow the same rules when it comes to generating #NM (Device Not Available) excep- 
tion. In particular, it is generated when CRO.TS[bit 3]= 1. 


2.6.13 Scalar Instructions 


EVEX-encoded scalar SIMD instructions can access up to 32 registers in 64-bit mode. Scalar instructions support 
masking (using the least significant bit of the opmask register), but broadcasting is not supported. 


2] EXCEPTION CLASSIFICATIONS OF EVEX-ENCODED INSTRUCTIONS 


The exception behavior of EVEX-encoded instructions can be classified into the classes shown in the rest of this 
section. The classification of EVEX-encoded instructions follow a similar framework as those of AVX and AVX2 
instructions using the VEX prefix. Exception types for EVEX-encoded instructions are named in the style of 

“E##” or with a suffix “E##XX”. The “##” designation generally follows that of AVX/AVX2 instructions. The 
majority of EVEX encoded instruction with “Load+op” semantic supports memory fault suppression, which is repre- 
sented by E##. The instructions with “Load+op” semantic but do not support fault suppression are named 
“E##NF”. A summary table of exception classes by class names are shown below. 


Table 2-42. EVEX-Encoded Instruction Exception Class Summary 


Exception Class Instruction set Mem arg (#XM) 

Type €1 Vector Moves/Load/Stores Explicitly aligned, w/ fault suppression None 

Type E1NF Vector Non-temporal Stores Explicitly aligned, no fault suppression None 
Type E2 FP Vector Load+op Support fault suppression Yes 
Type E2NF FP Vector Load+op No fault suppression Yes 
Type €3 FP Scalar/Partial Vector, Load+Op Support fault suppression Yes 
Type E3NF FP Scalar/Partial Vector, Load+Op No fault suppression Yes 
Type E4 Integer Vector Load+op Support fault suppression No 
Type E4NF Integer Vector Load+op No fault suppression No 
Type €5 Legacy-like Promotion Varies, Support fault suppression No 


2-44 Vol. 2A 


INSTRUCTION FORMAT 


Table 2-42. EVEX-Encoded Instruction Exception Class Summary 


Exception Class Instruction set Mem arg (#XM) 
Type ESNF Legacy-like Promotion Varies, No fault suppression No 
Type E6 Post AVX Promotion Varies, w/ fault suppression No 
Type E6NF Post AVX Promotion Varies, no fault suppression No 
Type E7NM Register-to-register op None None 
Type EONF Miscellaneous 128-bit Vector-length Specific, no fault suppression None 
Type E10 Non-XF Scalar Vector Length ignored, w/ fault suppression None 
Type E10NF Non-XF Scalar Vector Length ignored, no fault suppression None 
Type E11 VCVTPH2PS, VCVTPS2PH Half Vector Length, w/ fault suppression Yes 
Type E12 Gather and Scatter Family VSIB addressing, w/ fault suppression None 
Type E12NP Gather and Scatter Prefetch Family VSIB addressing, w/o page fault None 


Table 2-43 lists EVEX-encoded instruction mnemonic by exception classes. 


Table 2-43. EVEX Instructions in Each Exception Class 


Exception Class 


Instruction 


Type €1 


VMOVAPD, VMOVAPS, VMOVDQA32, VMOVDQA64 


Type E1NF 


VMOVNTDQ, VMOVNTDOA, VMOVNTPD, VMOVNTPS 


Type E2 


VADDPD, VADDPS, VCMPPD, VCMPPS, VCVTDQ2PS, VCVTPD2DQ, VCVTPD2PS, VCVTPD2QQ, VCVTPD2UQQ, 
VCVTPD2UDQ, VCVTPS2DQ, VCVTPS2UDQS, VCVTQQ2PD, VCVTQQ2PS, VCVTTPD2DQ, VCVTTPD2QQ, 
VCVTTPD2UDQ, VCVTTPD2UQQ, VCVTTPS2DQ, VCVTTPS2UDQ, VCVTUDQ2PS, VCVTUQQ2PD, VCVTUQQ2PS, 
VDIVPD, VDIVPS, VEXP2PD, VEXP2PS, VFIXUPIMMPD, VFIXUPIMMPS, VFMADDxxxPD, VFMADDxxxPS, 
VFMADDSUBxxxPD, VFMADDSUBxxxPS, VFMSUBADDxxxPD, VFMSUBADDxxxPS, VFMSUBxxxPD, VFMSUBxxxPS, 
VFNMADDxxxPD, VFNMADDxxxPS, VFNMSUBxxxPD, VFNMSUBxxxPS, VGETEXPPD, VGETEXPPS, VGETMANTPD, 
VGETMANTPS, VMAXPD, VMAXPS, VMINPD, VMINPS, VMULPD, VMULPS, VRANGEPD, VRANGEPS, VREDUCEPD, 
VREDUCEPS, VRNDSCALEPD, VRNDSCALEPS, VRCP28PD, VRCP28PS, VRSQRT28PD, VRSQRT28PS, VSCALEFPD, 
VSCALEFPS, VSQRTPD, VSQRTPS, VSUBPD, VSUBPS 


Type E3 


VADDSD, VADDSS, VCMPSD, VCMPSS, VCVTPS2Q0, VCVTPS2UQQ, VCVTPS2PD, VCVTSD2SS, VCVTSS2SD, 
VCVTTPS2QQ, VCVTTPS2UQQ, VDIVSD, VDIVSS, VFMADDxxxSD, VFMADDxxxSS, VFMSUBxxxSD, VFMSUBxxxSS, 
VFNMADDxxxSD, VFNMADDxxxSS, VFNMSUBxxxSD, VFNMSUBxxxSS, VFIXUPIMMSD, VFIXUPIMMSS, VGETEXPSD, 
VGETEXPSS, VGETMANTSD, VGETMANTSS, VMAXSD, VMAXSS, VMINSD, VMINSS, VMULSD, VMULSS, VRANGESD, 
VRANGESS, VREDUCESD, VREDUCESS, VRNDSCALESD, VRNDSCALESS, VSCALEFSD, VSCALEFSS, VRCP28SD, 
VRCP28SS, VRSQRT28SD, VRSQRT28SS, VSQRTSD, VSQRTSS, VSUBSD, VSUBSS 


Type E3NF 


VCOMISD, VCOMISS, VCVTSD2SI, VCVTSD2USI, VCVTSI2SD, VCVTSI2SS, VCVTSS2SI, VCVTSS2USI, VCVTTSD2SI, 
VCVTTSD2USI, VCVTTSS2SI, VCVTTSS2USI, VCVTUSI2SD, VCVTUSI2SS, VUCOMISD, VUCOMISS 


Type E4 


VANDPD, VANDPS, VANDNPD, VANDNPS, VBLENDMPD, VBLENDMPS, VFPCLASSPD, VFPCLASSPS, VORPD, VORPS, 
VPABSD, VPABSQ, VPADDD, VPADDQ, VPANDD, VPANDQ, VPANDND, VPANDNQ, VPBLENDMB, VPBLENDMD, 
VPBLENDMQ, VPBLENDMW, VPCMPD, VPCMPEQD, VPCMPEQQ, VPCMPGTD, VPCMPGTQ, VPCMPQ, VPCMPUD, 
VPCMPUQ, VPLZCNTD, VPLZCNTQ, VPMADD52LUQ, VPMADD52HUQ, VPMAXSD, VPMAXSQ, VPMAXUD, VPMAXUQ, 
VPMINSD, VPMINSQ, VPMINUD, VPMINUQ, VPMULLD, VPMULLQ, VPMULUDQ, VPMULDQ, VPORD, VPORQ, VPROLD, 
VPROLQ, VPROLVD, VPROLVQ, VPRORD, VPRORQ, VPRORVD, VPRORVQ, (VPSLLD, VPSLLQ, VPSRAD, VPSRAQ, 
VPSRAVW, VPSRAVD, VPSRAVW, VPSRAVQ, VPSRLD, VPSRLQ)', VPSUBD, VPSUBQ, VPSUBUSB, VPSUBUSW, 
VPTERNLOGD, VPTERNLOGQ, VPTESTMD, VPTESTMQ, VPTESTNMD, VPTESTNMQ, VPXORD, VPXORQ, VPSLLVD, 
VPSLLVQ, VRCP14PD, VRCP14PS, VRSORT14PD, VRSQRT14PS, VXORPD, VXORPS 
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Table 2-43. EVEX Instructions in Each Exception Class (Contd.) 


Exception Class 


Instruction 


E4.nb@ 


VCOMPRESSPD, VCOMPRESSPS, VEXPANDPD, VEXPANDPS, VMOVDQU8, VMOVDQU16, VMOVDQU32, 
VMOVDQU64, VMOVUPD, VMOVUPS, VPABSB, VPABSW, VPADDB, VPADDW, VPADDSB, VPADDSW, VPADDUSB, 
VPADDUSW, VPAVGB, VPAVGW, VPCMPB, VPCMPEQB, VPCMPEQW, VPCMPGTB, VPCMPGTW, VPCMPW, VPCMPUB, 
VPCMPUW, VPCOMPRESSD, VPCOMPRESSQ, VPEXPANDD, VPEXPANDQ, VPMAXSB, VPMAXSW, VPMAXUB, 
VPMAXUW, VPMINSB, VPMINSW, VPMINUB, VPMINUW, VPMULHRSW, VPMULHUW, VPMULHW, VPMULLW, 
VPSLLVW, VPSLLW, VPSRAW, VPSRLVW, VPSRLW, VPSUBB, VPSUBW, VPSUBSB, VPSUBSW, VPTESTMB, 
VPTESTMW, VPTESTNMB, VPTESTNMW 


Type E4NF 


VALIGND, VALIGNQ, VPACKSSDW, VPACKUSDW, VPCONFLICTD, VPCONFLICTQ, VPERMD, VPERMI2D, VPERMI2PS, 
VPERMI2PD, VPERMI2Q, VPERMPD, VPERMPS, VPERMQ, VPERMT2D, VPERMT2PS, VPERMT2Q, VPERMT2PD, 
VPERMILPD, VPERMILPS, VPMULTISHIFTQB, VPSHUFD, VPUNPCKHDQ, VPUNPCKHQDQ, VPUNPCKLDQ, 
VPUNPCKLOQDQ, VSHUFF32X4, VSHUFF64X2, VSHUFI32X4, VSHUFI64X2, VSHUFPD, VSHUFPS, VUNPCKHPD, 
VUNPCKHPS, VUNPCKLPD, VUNPCKLPS 


E4NF.nb@ 


VDBPSADBW, VPACKSSWB, VPACKUSWB, VPALIGNR, VPMADDWD, VPMADDUBSW, VMOVSHDUP, VMOVSLDUP, 
VPSADBW, VPSHUFB, VPSHUFHW, VPSHUFLW, VPSLLDQ, VPSRLDQ, VPSLLW, VPSRAW, VPSRLW, (VPSLLD, 
VPSLLOQ, VPSRAD, VPSRAQ, VPSRLD, VPSRLQ)?, VPUNPCKHBW, VPUNPCKHWD, VPUNPCKLBW, VPUNPCKLWD, 
VPERMW, VPERMI2W, VPERMT2W 


Type €5 


Type ESNF 


PMOVSXBW, PMOVSXBW, PMOVSXBD, PMOVSXBQ, PMOVSXWD, PMOVSXWQ, PMOVSXDQ, PMOVZXBW, 
PMOVZXBD, PMOVZXBQ, PMOVZXWD, PMOVZXWQ, PMOVZXDOQ, VCVTDQ2PD, VCVTUDQ2PD, VPMOVSXxx, 
VPMOVZXxx 


VMOVDDUP 


Type E6 


VBROADCASTF32X2, VBROADCASTF32X4, VBROADCASTF64X2, VBROADCASTF32X8, VBROADCASTF64X4, 
VBROADCASTI32X2, VBROADCASTI32X4, VBROADCASTI64X2, VBROADCASTI32X8, VBROADCASTI64X4, 
VBROADCASTSD, VBROADCASTSS, VFPCLASSSD, VFPCLASSSS, VPBROADCASTB, VPBROADCASTD, 
VPBROADCASTW, VPBROADCASTQ, VPMOVQB, VPMOVSQB, VPMOVUSQB, VPMOVQW, VPMOVSQW, VPMOVUSQW, 
VPMOVQD, VPMOVSQD, VPMOVUSQD, VPMOVDB, VPMOVSDB, VPMOVUSDB, VPMOVDW, VPMOVSDW, 
VPMOVUSDW, VPMOVWB, VPMOVSWB, VPMOVUSWB 


Type E6NF 


VEXTRACTF32X4, VEXTRACTF32X8, VEXTRACTF64X2, VEXTRACTF64X4, VEXTRACTI32X4, VEXTRACTI32X8, 
VEXTRACTI64X2, VEXTRACTI64X4, VINSERTF32X4, VINSERTF32X8, VINSERTF64X2, VINSERTF64X4, 
VINSERTI32X4, VINSERTI32X8, VINSERTI64X2, VINSERTI64X4, VPBROADCASTMB2Q, VPBROADCASTMW2D 


Type 
€7NM.128+ 


VMOVHLPS, VMOVLHPS 


Type E7NM. 


(VPBROADCASTD, VPBROADCASTQ, VPBROADCASTB, VPBROADCASTW)?, VPMOVB2M, VPMOVD2M, VPMOVM2B, 
VPMOVM2D, VPMOVM2Q, VPMOVM2W, VPMOVQ2M, VPMOVW2M 


Type EONF 


VEXTRACTPS, VINSERTPS, VMOVHPD, VMOVHPS, VMOVLPD, VMOVLPS, VMOVD, VMOVQ, VPEXTRB, VPEXTRD, 
VPEXTRW, VPEXTRQ, VPINSRB, VPINSRD, VPINSRW, VPINSRQ 


Type E10 


VMOVSD, VMOVSS, VRCP14SD, VRCP14SS, VRSQRT14SD, VRSQRT14SS 


Type €10NF 


(VCVTSI2SD, VCVTUSI2SD)® 


Type €11 


VCVTPH2PS, VCVTPS2PH 


Type E12 


VGATHERDPS, VGATHERDPD, VGATHEROPS, VGATHERQPD, VPGATHERDD, VPGATHERDQ, VPGATHERQD, 
VPGATHERQQ, VPSCATTERDD, VPSCATTERDQ, VPSCATTERQD, VPSCATTERQQ, VSCATTERDPD, VSCATTERDPS, 
VSCATTERQPD, VSCATTERQPS 


Type E12NP 


NOTES: 


VGATHERPFODPD, VGATHERPFODPS, VGATHERPFOQPD, VGATHERPFOOPS, VGATHERPF1 DPD, VGATHERPF1DPS, 
VGATHERPF1QPD, VGATHERPF1 QPS, VSCATTERPFODPD, VSCATTERPFODPS, VSCATTERPFOQPD, 
VSCATTERPFOOQPS, VSCATTERPF1DPD, VSCATTERPF1 DPS, VSCATTERPF1QPD, VSCATTERPF1QPS 


1. Operand encoding Full tupletype with immediate. 
2. Embedded broadcast is not supported with the “.nb” suffix. 
3. Operand encoding Mem1 28 tupletype. 
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5. The source operand is a general purpose register. 


6. WO encoding only. 
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2.7.1 Exceptions Type E1 and E1NF of EVEX-Encoded Instructions 


EVEX-encoded instructions with memory alignment restrictions, and supporting memory fault suppression follow 


exception class E1. 


Table 2-44. Type E1 Class Exception Conditions 


Exception 


Real 


Protected and 


Compatibility 


64-bit 


Cause of Exception 


Invalid Opcode, 
#UD 


>< | Virtual 80x86 


If EVEX prefix present. 


If CR4.0SXSAVE[bit 18]=0. 

If any one of following conditions applies: 

* State requirement, Table 2-37 not met. 

* QOpcode independent #UD condition in Table 2-38. 
* QOperand encoding #UD conditions in Table 2-39. 

* Opmask encoding #UD condition of Table 2-40. 
= If EVEX.b I= 0. 
= If EVEX.UL I= 10b (VL=512). 


If preceded by a LOCK prefix (FOH). 


If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 


If any corresponding CPUID feature flag is ‘O’. 


Device Not Avail- 
able, #NM 


If CRO.TS[bit 3]=1. 


Stack, #SS(0) 


If fault suppression not set, and an illegal address in the SS segment. 


If fault suppression not set, and a memory address referencing the SS segment is in 
a non-canonical form. 


EVEX.512: Memory operand is not 64-byte aligned. 
EVEX.256: Memory operand is not 32-byte aligned. 
EVEX.128: Memory operand is not 16-byte aligned. 


General Protection, 
#GP(0) 


If fault suppression not set, and an illegal memory operand effective address in the 
CS, DS, ES, FS or GS segments. 


If fault suppression not set, and the memory address is in a non-canonical form. 


If fault suppression not set, and any part of the operand lies outside the effective 
address space from O to FFFFH. 


Page Fault 
#PF(fault-code) 


If fault suppression not set, and a page fault. 
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EVEX-encoded instructions with memory alignment restrictions, but do not support memory fault suppression 
follow exception class E1NF. 


Table 2-45. Type E1NF Class Exception Conditions 


g |E2 
x | oO 
as | 8 |38| 5 
Exception a © /28! 3 Cause of Exception 
[74 © o al + 
| Le wo 
ho ° ro) 
S |av 
X X If EVEX prefix present. 


If CR4.0SXSAVE[bit 18]=0. 

If any one of following conditions applies: 

« State requirement, Table 2-37 not met. 

X x |" Opcode independent #UD condition in Table 2-38. 
Operand encoding #UD conditions in Table 2-39. 
Opmask encoding #UD condition of Table 2-40. 

If EVEX.b != 0. 

If EVEX.U'L != 10b (VL=512). 


Invalid Opcode, 
#UD 


Xx X X X | If preceded by a LOCK prefix (FOH). 


If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 


X X X X_ | If any corresponding CPUID feature flag is ‘0’. 


Device Not Avail- 


able, #NM X | X | X | X J IFCRO.TS[bit 3]=1. 


X For an illegal address in the SS segment. 


Stack, #SS(0 
©) X_ | lfamemory address referencing the SS segment is in a non-canonical form. 


EVEX.512: Memory operand is not 64-byte aligned. 
X X | EVEX.256: Memory operand is not 32-byte aligned. 
EVEX.128: Memory operand is not 16-byte aligned. 


General Protection, x For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
#GP(0) ments. 


X_ | If the memory address is in a non-canonical form. 


X X If any part of the operand lies outside the effective address space from O to FFFFH. 


Page Fault 


#PF(fault-code) X | X | X | Fora page fault. 
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Exceptions Type E2 of EVEX-Encoded Instructions 


EVEX-encoded vector instructions with arithmetic semantic follow exception class E2. 


Table 2-46. Type E2 Class Exception Conditions 


a=) 
es 
= = o0S|# 
Exception o|<s5/25|2 Cause of Exception 
~/si¢els 
E\|ssg 
> lav 
X Xx If EVEX prefix present. 
X X X X | lf an unmasked SIMD floating-point exception and CR4.0SXMMEXCPT[bit 10] = 0. 
If CR4.0SXSAVE[bit 18]=0. 
If any one of following conditions applies: 
« State requirement, Table 2-37 not met. 
Invalid Opcode, X X |* Opcode independent #UD condition in Table 2-38. 
#UD * Operand encoding #UD conditions in Table 2-39. 
* Opmask encoding #UD condition of Table 2-40. 
= If EVEX.UL I= 10b (VL=512). 
X X If preceded by a LOCK prefix (FOH). 
X | If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 
X X X X_ | If any corresponding CPUID feature flag is ‘O’. 
Device Not Avail- ee 
able, #NM X X X X | If CRO.TS[bit 3]=1. 
X If fault suppression not set, and an illegal address in the SS segment. 
Stack, #SS(0) x._| If fault suppression not set, and a memory address referencing the SS segment is in a 
non-canonical form. 
X If fault suppression not set, and an illegal memory operand effective address in the CS, 
DS, ES, FS or GS segments. 
General Protec- ; 4 : 
tion, #GP(0) X_ | If fault suppression not set, and the memory address is in a non-canonical form. 
X X If fault suppression not set, and any part of the operand lies outside the effective 
address space from 0 to FFFFH. 
Page Fault : 
#PF(fault-code) X X X | If fault suppression not set, and a page fault. 
Alignment Check For 2, 4, or 8 byte memory access if alignment checking is enabled and an unaligned 
X X X : : ie ; 
#AC(0) memory access is made while the current privilege level is 3. 
SIMD Floating- F : i 
point Exception, X X X X il a SIMD floating-point exception, {sae} or {er} not set, and CR4.0SXMMEX- 
#XM ‘ 
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27.3 


Exceptions Type E3 and E3NF of EVEX-Encoded Instructions 


EVEX-encoded scalar instructions with arithmetic semantic that support memory fault suppression follow exception 


class E3. 
Table 2-47. Type E3 Class Exception Conditions 
g |E2 
x | oO 
os | 8 |38/ 5 
Exception & ae o 3 < Cause of Exception 
5 Le wo 
E jes 
> |av 
X X If EVEX prefix present. 
X X X X | If an unmasked SIMD floating-point exception and CR4.0SXMMEXCPT[bit 10] = 0. 
If CR4.0SXSAVE[bit 18]=0. 
If any one of following conditions applies: 
« State requirement, Table 2-37 not met. 
; X X |= Qpcode independent #UD condition in Table 2-38. 
Invalid Opcode, #UD * Operand encoding #UD conditions in Table 2-39. 
* Opmask encoding #UD condition of Table 2-40. 
= If EVEX.b I= 0. 
Xx X X If preceded by a LOCK prefix (FOH). 
If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 
X X X X | If any corresponding CPUID feature flag is ‘0’. 
Device Not Available, X X X X | IFCRO.TS[bit 3]=1. 
#NM 
X If fault suppression not set, and an illegal address in the SS segment. 
Stack, #SS(0) x _| If fault suppression not set, and a memory address referencing the SS segment is 
in a non-canonical form. 
X If fault suppression not set, and an illegal memory operand effective address in 
the CS, DS, ES, FS or GS segments. 
oo ELOrC Euan X_| If fault suppression not set, and the memory address is in a non-canonical form. 
X X If fault suppression not set, and any part of the operand lies outside the effective 
address space from O to FFFFH. 
ea #PF (fault X Xx X_ | If fault suppression not set, and a page fault. 
Alignment Check X X X For 2, 4, or 8 byte memory access if alignment checking is enabled and an 
#AC(0) unaligned memory access is made while the current privilege level is 3. 
SIMD Floating-point X X X x If an unmasked SIMD floating-point exception, {sae} or {er} not set, and CR4.0SX- 


Exception, #XM 


MMEXCPT[bit 10] = 1. 
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EVEX-encoded scalar instructions with arithmetic semantic that do not support memory fault suppression follow 
exception class E3NF. 


Table 2-48. Type E3NF Class Exception Conditions 


® |ee 
x | os 
a | 8 |3el| 5 
Exception 2 = 3 @| + Cause of Exception 

=) £eE wo 
E jes 
> |av 

X X EVEX prefix. 

X X X X_ | lfanunmasked SIMD floating-point exception and CR4.0SXMMEXCPT[bit 10] = 0. 


If CR4.0SXSAVE[bit 18]=0. 

If any one of following conditions applies: 

* State requirement, Table 2-37 not met. 

Opcode independent #UD condition in Table 2-38. 
Operand encoding #UD conditions in Table 2-39. 
Opmask encoding #UD condition of Table 2-40. 

If EVEX.b != 0. 


X X X X_ | If preceded by a LOCK prefix (FOH). 
X | If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 
Xx X X X_| If any corresponding CPUID feature flag is ‘0’. 


Invalid Opcode, HUD 


Device Not Available, 


#NM X X X X | If CRO.TS[bit 3]=1. 


X For an illegal address in the SS segment. 
Stack, #SS(0) 


X | lfamemory address referencing the SS segment is in a non-canonical form. 


For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
ments. 


General Protection, ar ; 
X_ | If the memory address is in a non-canonical form. 


#GP(0) 
If any part of the operand lies outside the effective address space from O to 
X X 
FFFFH. 
Page Fault #PF(fault- X X x | Fora page fault. 
code) 


Alignment Check For 2, 4, or 8 byte memory access if alignment checking is enabled and an 
#AC(0) unaligned memory access is made while the current privilege level is 3. 


SIMD Floating-point If an unmasked SIMD floating-point exception, {sae} or {er} not set, and CR4.0SX- 
Exception, #XM MMEXCPT[bit 10] = 1. 
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2.7.4 Exceptions Type E4 and E4NF of EVEX-Encoded Instructions 


EVEX-encoded vector instructions that cause no SIMD FP exception and support memory fault suppression follow 
exception class E4. 


Table 2-49. Type E4 Class Exception Conditions 


g |Ee 
x | oS 
a |e |es| Ss 
Exception a — |# al ¥ Cause of Exception 
[ad o i=] a Tt 
> 2 = wo 
= ° 
= c Oo 
> |aVv 
X X If EVEX prefix present. 


If CR4.0SXSAVE[bit 18]=0. 

If any one of following conditions applies: 

* State requirement, Table 2-37 not met. 

X x |" Opcode independent #UD condition in Table 2-38. 

Operand encoding #UD conditions in Table 2-39. 

Opmask encoding #UD condition of Table 2-40. 

If EVEX.b != O and in E4.nb subclass (see E4.nb entries in Table 2-43). 
If EVEX.U'L != 10b (VL=512). 


Invalid Opcode, #UD 


X X X X_| If preceded by a LOCK prefix (FOH). 
X X | If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 


X X X X_ | If any corresponding CPUID feature flag is ‘0’. 


Device Not Available, 


#NM X X X X | If CRO.TS[bit 3]=1. 


X If fault suppression not set, and an illegal address in the SS segment. 


Stack, #SS(0) lf fault suppression not set, and a memory address referencing the SS segment is 
in a non-canonical form. 


If fault suppression not set, and an illegal memory operand effective address in 


X 
General Protection, the CS, DS, ES, FS or GS segments. 
#GP(0) X_| If fault suppression not set, and the memory address is in a non-canonical form. 
X X If fault suppression not set, and any part of the operand lies outside the effective 
address space from O to FFFFH. 
ae AEE Gault: X X X_| If fault suppression not set, and a page fault. 
Alignment Check X X X For 2, 4, or 8 byte memory access if alignment checking is enabled and an 
#AC(0) unaligned memory access is made while the current privilege level is 3. 
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EVEX-encoded vector instructions that do not cause SIMD FP exception nor support memory fault suppression 
follow exception class E4NF. 


Table 2-50. Type E4NF Class Exception Conditions 


o |ee 
x | oS 
; 3s |e |Be|s 
Exception {a —= |So| ¥ Cause of Exception 
~ oO © a! 6 
Se |#E 
= |eo 
S |av 
X X If EVEX prefix present. 


If CR4.0SXSAVE[bit 18]=0. 

If any one of following conditions applies: 

« State requirement, Table 2-37 not met. 

X x |" Opcode independent #UD condition in Table 2-38. 

Operand encoding #UD conditions in Table 2-39. 

Opmask encoding #UD condition of Table 2-40. 

If EVEX.b != O and in E4NF.nb subclass (see E4NF.nb entries in Table 2-43). 
If EVEX.U'L != 10b (VL=512). 


X X X X_| If preceded by a LOCK prefix (FOH). 
If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 
X Xx X X_ | If any corresponding CPUID feature flag is ‘0’. 


Invalid Opcode, #UD 


Device Not Available, 


#NM X X X X | If CRO.TS[bit 3]=1. 


X For an illegal address in the SS segment. 


Stack, #SS(0 
©) X | lfamemory address referencing the SS segment is in a non-canonical form. 


For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 


. ments. 
General Protection, 


#GP(0) X_| If the memory address is in a non-canonical form. 


If any part of the operand lies outside the effective address space from O to 
FFFFH. 


Page Fault #PF(fault- 


code) X X | X | Fora page fault. 
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2.7.5 Exceptions Type E5 and E5NF 


EVEX-encoded scalar/partial-vector instructions that cause no SIMD FP exception and support memory fault 


suppression follow exception class E5. 


Table 2-51. Type E5 Class Exception Conditions 


Invalid Opcode, #UD 


g |E2 
x | oO 
a | 8 |es|s 
Exception g = 3 @| + Cause of Exception 
=) Le wo 
E j|/e6 
> |av 
X X If EVEX prefix present. 
If CR4.0SXSAVE[bit 18]=0. 
If any one of following conditions applies: 
* State requirement, Table 2-37 not met. 
X y |" Opcode independent #UD condition in Table 2-38. 


Operand encoding #UD conditions in Table 2-39. 
Opmask encoding #UD condition of Table 2-40. 
If EVEX.b != 0. 

If EVEX.UL != 10b (VL=512). 


If preceded by a LOCK prefix (FOH). 
If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 


If any corresponding CPUID feature flag is ‘0’. 


Device Not Available, 


If CRO.TS[bit 3]=1. 


#AC(0) 


#NM 
X If fault suppression not set, and an illegal address in the SS segment. 
Stack, #SS(0) x. | If fault suppression not set, and a memory address referencing the SS segment is 
in a non-canonical form. 
X If fault suppression not set, and an illegal memory operand effective address in the 
CS, DS, ES, FS or GS segments. 
pe PROUEETION, X_| If fault suppression not set, and the memory address is in a non-canonical form. 
X X If fault suppression not set, and any part of the operand lies outside the effective 
address space from O to FFFFH. 
oo #PF (fault X X X_| If fault suppression not set, and a page fault. 
Alignment Check X X X For 2, 4, or 8 byte memory access if alignment checking is enabled and an 


unaligned memory access is made while the current privilege level is 3. 


EVEX-encoded scalar/partial vector instructions that do not cause SIMD FP exception nor support memory fault 


suppression follow exception class ESNF. 
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Table 2-52. Type E5NF Class Exception Conditions 


g |Z2 
x | o= 
a | 8 |esl| Ss 
Exception & ae o 3 = Cause of Exception 
| £e Ww 
E ile6 
> |aV 
X X If EVEX prefix present. 
If CR4.0SXSAVE[bit 18]=0. 
If any one of following conditions applies: 
* State requirement, Table 2-37 not met. 
X y |* Opcode independent #UD condition in Table 2-38. 
* QOperand encoding #UD conditions in Table 2-39. 
Invalid Opcode, #UD * Opmask encoding #UD condition of Table 2-40. 
= If EVEX.b I= 0. 
= If EVEX.UL I= 10b (VL=512). 
X X If preceded by a LOCK prefix (FOH). 
If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 
X X X If any corresponding CPUID feature flag is ‘O’. 
Device Not Available, ie 
#NM X X X X | If CRO.TS[bit 3]=1. 
X If an illegal address in the SS segment. 
Stack, #SS(0) - — - 
X | lfamemory address referencing the SS segment is in a non-canonical form. 
X If an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
General Protection, X_ | If the memory address is in a non-canonical form. 
#GP(0) If any part of the operand lies outside the effective address space from O to 
X X 
FFFFH. 
Page Fault #PF(fault- X X x | Fora page fault 
code) 
Alignment Check xX X X For 2, 4, or 8 byte memory access if alignment checking is enabled and an 


#AC(0) 


unaligned memory access is made while the current privilege level is 3. 
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2.7.6 Exceptions Type E6 and E6NF 
Table 2-53. Type E6 Class Exception Conditions 
o |ee 
x | 9= 
a |e |esl 5 
Exception 2 a o o + Cause of Exception 
3 Le wo 
= Co 
> |av 
X X If EVEX prefix present. 
If CR4.0SXSAVE[bit 18]=0. 
If any one of following conditions applies: 
« State requirement, Table 2-37 not met. 
X x |" Opcode independent #UD condition in Table 2-38. 
« QOperand encoding #UD conditions in Table 2-39. 
Invalid Opcode, #UD * Opmask encoding #UD condition of Table 2-40. 
= If EVEX.b I= 0. 
= If EVEX.UL I= 10b (VL=512). 
X X | If preceded by a LOCK prefix (FOH). 
X X | If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 
X X_ | If any corresponding CPUID feature flag is ‘0’. 
Device Not Available, ee 
#NM X X | If CRO.TS[bit 3]=1. 
X If fault suppression not set, and an illegal address in the SS segment. 
Stack, #SS(0) x. | If fault suppression not set, and a memory address referencing the SS segment is 
in a non-canonical form. 
; X If fault suppression not set, and an illegal memory operand effective address in the 
pray Protection, CS, DS, ES, FS or GS segments. 
X_| If fault suppression not set, and the memory address is in a non-canonical form. 
ea APE fault: X X_| If fault suppression not set, and a page fault. 
Alignment Check xX X For 2, 4, or 8 byte memory access if alignment checking is enabled and an 


#AC(0) 


unaligned memory access is made while the current privilege level is 3. 
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EVEX-encoded instructions that do not cause SIMD FP exception nor support memory fault suppression follow 


exception class E6NF. 


Table 2-54. Type E6NF Class Exception Conditions 


#AC(0) 


g lze 
x | oS 
Exception 3 ® 3 2 5 Cause of Exception 
i e/ 3 igs 3 i 
e |3§ 
5 a8 
Invalid Opcode, #UD X X If EVEX prefix present. 
If CR4.0SXSAVE[bit 18]=0. 
If any one of following conditions applies: 
« State requirement, Table 2-37 not met. 
X x |" Opcode independent #UD condition in Table 2-38. 
* QOperand encoding #UD conditions in Table 2-39. 
* Opmask encoding #UD condition of Table 2-40. 
= If EVEX.b I= 0. 
= If EVEX.UL I= 10b (VL=512). 
X If preceded by a LOCK prefix (FOH). 
If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 
X X_ | If any corresponding CPUID feature flag is ‘0’. 
rites NOnAvetaes x | X | IfCRO.TS[bit 3]=1. 
Stack, #SS(0) X For an illegal address in the SS segment. 
ack, 
X | lfamemory address referencing the SS segment is in a non-canonical form. 
iPinteed X For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
eneral Protection, ments. 
#GP(0) ia P 
X_ | If the memory address is in a non-canonical form. 
i ia AEA: X | X | Fora page fault. 
Alignment Check Xx X For 2, 4, or 8 byte memory access if alignment checking is enabled and an 


unaligned memory access is made while the current privilege level is 3. 
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2.7.7 Exceptions Type E7NM 


EVEX-encoded instructions that cause no SIMD FP exception and do not reference memory follow exception class 
E7NM. 


Table 2-55. Type E7NM Class Exception Conditions 


g |Ee 
x | c= 
a |e |esl 5S 
Exception 2 alt a] } Cause of Exception 
3 |2 = wo 
E leo 
> |av 
X X If EVEX prefix present. 


If CR4.0SXSAVE[bit 18]=0. 

If any one of following conditions applies: 

« State requirement, Table 2-37 not met. 

X x |" Opcode independent #UD condition in Table 2-38. 
Operand encoding #UD conditions in Table 2-39. 
Opmask encoding #UD condition of Table 2-40. 

If EVEX.b != 0. 

Instruction specific EVEX.L'L restriction not met. 


Invalid Opcode, #UD 


X X X X_ | If preceded by a LOCK prefix (FOH). 
X X | If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 


X X X X_| If any corresponding CPUID feature flag is ‘0’. 


Device Not Available, 


#NM X X | If CRO.TS[bit 3]=1. 
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INSTRUCTION FORMAT 


Exceptions Type E9 and EONF 


EVEX-encoded vector or partial-vector instructions that do not cause no SIMD FP exception and support memory 


fault suppression follow exception class E9. 


Table 2-56. Type E9 Class Exception Conditions 


Exception 


Real 


Protected and 


Compatibility 


64-bit 


Cause of Exception 


Invalid Opcode, #UD 


x< 


>< | Virtual 80x86 


If EVEX prefix present. 


If CR4.0SXSAVE[bit 18]=0. 

If any one of following conditions applies: 

* State requirement, Table 2-37 not met. 

* Opcode independent #UD condition in Table 2-38. 
Operand encoding #UD conditions in Table 2-39. 
Opmask encoding #UD condition of Table 2-40. 

If EVEX.b != 0. 

If EVEX.U'L != OOb (VL=128). 


If preceded by a LOCK prefix (FOH). 
If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 


If any corresponding CPUID feature flag is ‘O’. 


Device Not Available, 
#NM 


If CRO.TS[bit 3]=1. 


Stack, #SS(0) 


General Protection, 
#GP(0) 


If fault suppression not set, and an illegal address in the SS segment. 


If fault suppression not set, and a memory address referencing the SS segment is 
in a non-canonical form. 


If fault suppression not set, and an illegal memory operand effective address in the 
CS, DS, ES, FS or GS segments. 


If fault suppression not set, and the memory address is in a non-canonical form. 


If fault suppression not set, and any part of the operand lies outside the effective 
address space from 0 to FFFFH. 


Page Fault #PF(fault- 
code) 


Alignment Check 
#AC(0) 


If fault suppression not set, and a page fault. 


For 2, 4, or 8 byte memory access if alignment checking is enabled and an 
unaligned memory access is made while the current privilege level is 3. 
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EVEX-encoded vector or partial-vector instructions that must be encoded with VEX.L’L = 0, do not cause SIMD FP 
exception nor support memory fault suppression follow exception class EONF. 


Table 2-57. Type EONF Class Exception Conditions 


® |ee 
x | o= 
3s | 8 |eesl|s 
Exception o — |fal u Cause of Exception 
[4 © © al + 
=| Le wo 
c ° o 
S |av 
X X If EVEX prefix present. 


If CR4.0SXSAVE[bit 18]=0. 

If any one of following conditions applies: 

« State requirement, Table 2-37 not met. 

X x |" Opcode independent #UD condition in Table 2-38. 
Operand encoding #UD conditions in Table 2-39. 
Opmask encoding #UD condition of Table 2-40. 

If EVEX.b != 0. 

If EVEX.U’L != OOb (VL=128). 


Invalid Opcode, #UD 


X X X X | If preceded by a LOCK prefix (FOH). 


If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 


X X X X_ | If any corresponding CPUID feature flag is ‘0’. 


Device Not Available, 


#NM X X X X | If CRO.TS[bit 3]=1. 


X If an illegal address in the SS segment. 


Stack, #SS(0 
) X | lfamemory address referencing the SS segment is in a non-canonical form. 


X If an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
General Protection, X_ | If the memory address is in a non-canonical form. 
#GP(O) If any part of the operand lies outside the effective address space from O to 
X X 
FFFFH. 
Page Fault #PF(fault- X X x | Fora page fault 
code) 
Alignment Check X X X For 2, 4, or 8 byte memory access if alignment checking is enabled and an 
#AC(0) unaligned memory access is made while the current privilege level is 3. 
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2.7.9 Exceptions Type E10 and E10NF 


EVEX-encoded scalar instructions that ignore EVEX.L’L vector length encoding, do not cause a SIMD FP exception, 
and support memory fault suppression follow exception class E10. 


Table 2-58. Type E10 Class Exception Conditions 


g |E2 
x | o= 
os | 8 |38/ 5 
Exception & = 3 @| + Cause of Exception 
=) Le is) 
E leo 
> |av 
X X If EVEX prefix present. 
If CR4.0SXSAVE[bit 18]=0. 
If any one of following conditions applies: 
* State requirement, Table 2-37 not met. 
X X |= Opcode independent #UD condition in Table 2-38. 
: * QOperand encoding #UD conditions in Table 2-39. 
Invalid Opeode, #UD * Opmask encoding #UD condition of Table 2-40. 
= If EVEX.b I= 0. 
X X If preceded by a LOCK prefix (FOH). 
X | If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 
X X If any corresponding CPUID feature flag is ‘O’. 
Device Not Available, sh 
#NM X X X X_ | If CRO.TS[bit 3]=1. 
X If fault suppression not set, and an illegal address in the SS segment. 
Stack, #SS(0) x _| If fault suppression not set, and a memory address referencing the SS segment is 
in a non-canonical form. 
X If fault suppression not set, and an illegal memory operand effective address in the 
CS, DS, ES, FS or GS segments. 
ali Protecuen X_| If fault suppression not set, and the memory address is in a non-canonical form. 
X X If fault suppression not set, and any part of the operand lies outside the effective 
address space from 0 to FFFFH. 
ie BPE (rault X X X_ | If fault suppression not set, and a page fault. 
Alignment Check X X X For 2, 4, or 8 byte memory access if alignment checking is enabled and an 


#AC(0) 


unaligned memory access is made while the current privilege level is 3. 
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EVEX-encoded scalar instructions that ignore EVEX.L’L vector length encoding, do not cause a SIMD FP exception, 
and do not support memory fault suppression follow exception class ELONF. 


Table 2-59. Type E10NF Class Exception Conditions 
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o jee 
x | oS 
as | 8 |3e| 5 ; 
Exception g = 3 @| + Cause of Exception 
=| Le wo 
E les 
> |av 
X X If EVEX prefix present. 
If CR4.0SXSAVE[bit 18]=0. 
If any one of following conditions applies: 
« State requirement, Table 2-37 not met. 
X X |= Opcode independent #UD condition in Table 2-38. 
. * QOperand encoding #UD conditions in Table 2-39. 
Invalid Opcade, #UD * Opmask encoding #UD condition of Table 2-40. 
= If EVEX.b I= 0. 
X X If preceded by a LOCK prefix (FOH). 
If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 
X X If any corresponding CPUID feature flag is ‘0’. 
Ee meee Ie) Se cde (196. WPCROTSESTST. 
#NM 
X If fault suppression not set, and an illegal address in the SS segment. 
Stack, #SS(0) x. | If fault suppression not set, and a memory address referencing the SS segment is 
in a non-canonical form. 
X If fault suppression not set, and an illegal memory operand effective address in the 
CS, DS, ES, FS or GS segments. 
al PHO EEDD X_ | If fault suppression not set, and the memory address is in a non-canonical form. 
X X If fault suppression not set, and any part of the operand lies outside the effective 
address space from O to FFFFH. 
a BPE (taut: X X X_ | If fault suppression not set, and a page fault. 
Alignment Check X X X For 2, 4, or 8 byte memory access if alignment checking is enabled and an 
#AC(0) unaligned memory access is made while the current privilege level is 3. 


2.7.10 


INSTRUCTION FORMAT 


Exception Type E11 (EVEX-only, Mem Arg, No AC, Floating-point Exceptions) 


EVEX-encoded instructions that can cause SIMD FP exception, memory operand support fault suppression but do 


not cause #AC follow exception class E11. 


Table 2-60. Type E11 Class Exception Conditions 


Exception 


Real 


Virtual 80x86 


Protected and 


Compatibility 


64-bit 


Cause of Exception 


Invalid Opcode, HUD 


X 


If EVEX prefix present. 


x< 


If CR4.0SXSAVE[bit 18]=0. 

If any one of following conditions applies: 

* State requirement, Table 2-37 not met. 

* QOpcode independent #UD condition in Table 2-38. 
* QOperand encoding #UD conditions in Table 2-39. 

* Opmask encoding #UD condition of Table 2-40. 
= If EVEX.b I= 0. 
= If EVEX.UL I= 10b (VL=512). 


If preceded by a LOCK prefix (FOH). 
If any REX, F2, F3, or 66 prefixes precede a EVEX prefix. 


If any corresponding CPUID feature flag is ‘O’. 


Device Not Available, 
#NM 


x< | XK | XK | OX 


< | K | <1 X< 


If CRO.TS[bit 3]=1. 


Stack, #SS(0) 


General Protection, 


If fault suppression not set, and an illegal memory operand effective address in the 


#GP(0) 


If fault suppression not set, and an illegal address in the SS segment. 


If fault suppression not set, and a memory address referencing the SS segment is 
in a non-canonical form. 


CS, DS, ES, FS or GS segments. 


If fault suppression not set, and the memory address is in a non-canonical form. 


If fault suppression not set, and any part of the operand lies outside the effective 
address space from 0 to FFFFH. 


Page Fault #PF (fault- 
code) 


SIMD Floating-Point 


If an unmasked SIMD floating-point exception, {sae} not set, and CR4.0OSXMMEX- 


Exception, #XM 


If fault suppression not set, and a page fault. 


CPT[bit 10] = 1. 
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2.7.11 Exception Type E12 and E12NP (VSIB Mem Arg, No AC, No Floating-point Exceptions) 


Table 2-61. Type E12 Class Exception Conditions 


g Ee 
x | 9= 
. as |e sels ; 
Exception & = 3 @| + Cause of Exception 
2 i|ee| © 
= |26 
> |av 
Invalid Opcode, #UD_ | X X If EVEX prefix present. 
X X If CR4.0SXSAVE[bit 18]=0. 
If any one of following conditions applies: 
* State requirement, Table 2-37 not met. 
* QOpcode independent #UD condition in Table 2-38. 
* Qperand encoding #UD conditions in Table 2-39. 
* Opmask encoding #UD condition of Table 2-40. 
= If EVEX.b I= 0. 
* If EVEX.UL I= 10b (VL=512). 
= Ifvvvwv!= 11171b. 
X X X X If preceded by a LOCK prefix (FOH). 
X X If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 
X X X NA | If address size attribute is 16 bit. 
X X X X If ModR/M.mod = ‘11b’. 
X X X X If ModR/M.rm != ‘100b". 
X X X X If any corresponding CPUID feature flag is ‘O’. 
X X X X If kO is used (gather or scatter operation). 
X X X X If index = destination register (gather operation). 
Device Not Available, | X X X X If CRO.TS[bit 3]=1. 
#NM 
Stack, #SS(0) X For an illegal address in the SS segment. 
X If amemory address referencing the SS segment is in a non-canonical form. 
General Protection, X For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
#GP(0) ments. 
X If the memory address is in a non-canonical form. 
X X If any part of the operand lies outside the effective address space from O to 
FFFFH. 
Page Fault #PF (fault- X X X For a page fault. 
code) 
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EVEX-encoded prefetch instructions that do not cause #PF follow exception class E12NP. 


Table 2-62. Type E12NP Class Exception Conditions 


INSTRUCTION FORMAT 


Exception 


Real 


Virtual 80x86 


Protected and 


Compatibility 


64-bit 


Cause of Exception 


Invalid Opcode, HUD 


X 


If EVEX prefix present. 


x< 


If CR4.0SXSAVE[bit 18]=0. 

If any one of following conditions applies: 

« State requirement, Table 2-37 not met. 

« Opcode independent #UD condition in Table 2-38. 
Operand encoding #UD conditions in Table 2-39. 
Opmask encoding #UD condition of Table 2-40. 

If EVEX.b != 0. 

If EVEX.U'L != 10b (VL=512). 


If preceded by a LOCK prefix (FOH). 


If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 
If address size attribute is 16 bit. 


If ModR/M.mod = ‘11b’. 


If ModR/M.rm != ‘100b’. 
If any corresponding CPUID feature flag is ‘O’. 


If kO is used (gather or scatter operation). 


Device Not Available, 


#NM 


< | K | K< | K | OK) xX 


< | K | OK] OK] OK] OK] OK | OX< 


x< | K | K< | KX | xX 


If CRO.TS[bit 3]=1. 
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2.8 EXCEPTION CLASSIFICATIONS OF OPMASK INSTRUCTIONS 


The exception behavior of VEX-encoded opmask instructions are listed below. 
Exception conditions of Opmask instructions that do not address memory are listed as Type K20. 


Table 2-63. TYPE K20 Exception Definition (VEX-Encoded OpMask Instructions w/o Memory Arg) 


g |Ee 
x | o= 
a | 8 |esl| ss : 
Exception 2 = o @ a Cause of Exception 
2/36 ° 
= |2o 
> |av 
Invalid Opcode, HUD | X X X X If relevant CPUID feature flag is ‘0’. 
X X If a VEX prefix is present. 
X X If CR4.0SXSAVE[bit 18]=0. 


If any one of following conditions applies: 

« State requirement, Table 2-37 not met. 

* Opcode independent #UD condition in Table 2-38. 
* Operand encoding #UD conditions in Table 2-39. 


If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 


X X If ModRM‘[7:6] != 11b. 


Device Not Available, 


#NM X X X X | If CRO.TS[bit 3]=1. 
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Exception conditions of Opmask instructions that address memory are listed as Type K21. 


Table 2-64. TYPE K21 Exception Definition (VEX-Encoded OpMask Instructions Addressing Memory) 


#AC(0) 


o |ee 
x | 9 = 
a | 2 |\be| 5 
Exception 2 = o 9) < Cause of Exception 
2 Pa = wo 
= Cfo 
> |ayv 
Invalid Opcode, #UD | X X X If relevant CPUID feature flag is ‘0’. 
X If a VEX prefix is present. 
X X If CR4.0SXSAVE[bit 18]=0. 
If any one of following conditions applies: 
« State requirement, Table 2-37 not met. 
« Opcode independent #UD condition in Table 2-38. 
« Operand encoding #UD conditions in Table 2-39. 
Device Not Available, Xx X X x | IF CRO.TS[bit 3]=1. 
#NM 
X X If any REX, F2, F3, or 66 prefixes precede a VEX prefix. 
Stack, #SS(0) X For an illegal address in the SS segment. 
X If a memory address referencing the SS segment is in a non-canonical form. 
General Protection, X For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
#GP(0) ments. 
If the DS, ES, FS, or GS register is used to access memory and it contains a null 
segment selector. 
X If the memory address is in a non-canonical form. 
X If any part of the operand lies outside the effective address space from O to 
FFFFH. 
Page Fault #PF(fault- X X For a page fault. 
code) 
Alignment Check X X For 2, 4, or 8 byte memory access if alignment checking is enabled and an 


unaligned memory access is made while the current privilege level is 3. 
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CHAPTER 3 
INSTRUCTION SET REFERENCE, A-L 


This chapter describes the instruction set for the Intel 64 and IA-32 architectures (A-L) in IA-32e, protected, 
virtual-8086, and real-address modes of operation. The set includes general-purpose, x87 FPU, MMX, 
SSE/SSE2/SSE3/SSSE3/SSE4, AESNI/PCLMULQDQ, AVX and system instructions. See also Chapter 4, “Instruction 
Set Reference, M-U,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2B, and 
Chapter 5, “Instruction Set Reference, V-Z,” in the Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 2C. 


For each instruction, each operand combination is described. A description of the instruction and its operand, an 
operational description, a description of the effect of the instructions on flags in the EFLAGS register, and a 
summary of exceptions that can be generated are also provided. 


3.1 INTERPRETING THE INSTRUCTION REFERENCE PAGES 


This section describes the format of information contained in the instruction reference pages in this chapter. It 
explains notational conventions and abbreviations used in these sections. 


3.1.1 Instruction Format 


The following is an example of the format used for each instruction description in this chapter. The heading below 
introduces the example. The table below provides an example summary table. 


CMC—Complement Carry Flag [this is an example] 


Opcode Instruction Op/En | 64/32-bit | CPUID Description 
Mode Feature Flag 
F5 CMC ZO VIV NA Complement carry flag. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 


ZO NA NA NA NA 
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3.1.1.1 Opcode Column in the Instruction Summary Table (Instructions without VEX Prefix) 


The “Opcode” column in the table above shows the object code produced for each form of the instruction. When 
possible, codes are given as hexadecimal bytes in the same order in which they appear in memory. Definitions of 
entries other than hexadecimal bytes are as follows: 


NP — Indicates the use of 66/F2/F3 prefixes (beyond those already part of the instructions opcode) are not 
allowed with the instruction. Such use will either cause an invalid-opcode exception (#UD) or result in the 
encoding for a different instruction. 


NFx — Indicates the use of F2/F3 prefixes (beyond those already part of the instructions opcode) are not 
allowed with the instruction. Such use will either cause an invalid-opcode exception (#UD) or result in the 
encoding for a different instruction. 


REX.W — Indicates the use of a REX prefix that affects operand size or instruction semantics. The ordering of 
the REX prefix and other optional/mandatory instruction prefixes are discussed Chapter 2. Note that REX 
prefixes that promote legacy instructions to 64-bit behavior are not listed explicitly in the opcode column. 


/ digit — A digit between 0 and 7 indicates that the ModR/M byte of the instruction uses only the r/m (register 
or memory) operand. The reg field contains the digit that provides an extension to the instruction's opcode. 


/r — Indicates that the ModR/M byte of the instruction contains a register operand and an r/m operand. 


cb, cw, cd, cp, co, ct — A 1-byte (cb), 2-byte (cw), 4-byte (cd), 6-byte (cp), 8-byte (co) or 10-byte (ct) value 
following the opcode. This value is used to specify a code offset and possibly a new value for the code segment 
register. 


ib, iw, id, io — A 1-byte (ib), 2-byte (iw), 4-byte (id) or 8-byte (io) immediate operand to the instruction that 
follows the opcode, ModR/M bytes or scale-indexing bytes. The opcode determines if the operand is a signed 
value. All words, doublewords and quadwords are given with the low-order byte first. 


+rb, +rw, +rd, +ro — Indicated the lower 3 bits of the opcode byte is used to encode the register operand 
without a modR/M byte. The instruction lists the corresponding hexadecimal value of the opcode byte with low 
3 bits as OOOb. In non-64-bit mode, a register code, from 0 through 7, is added to the hexadecimal value of the 
opcode byte. In 64-bit mode, indicates the four bit field of REX.b and opcode[2:0] field encodes the register 
operand of the instruction. “+ro” is applicable only in 64-bit mode. See Table 3-1 for the codes. 


+i — A number used in floating-point instructions when one of the operands is ST(i) from the FPU register stack. 
The number i (which can range from 0 to 7) is added to the hexadecimal byte given at the left of the plus sign 
to form a single opcode byte. 


Table 3-1. Register Codes Associated With +rb, +rw, +rd, +ro 


byte register word register dword register quadword register 
(64-Bit Mode only) 
= a=) u a=) = a=) u ao) 
£ a @ 2 co @ £ a ‘o 2 a @ 
4b & 8B & FE & & B&B & & 
2 | jg |g ~ |j@ |@ FF @& | FF  & 
A None 0 AX None 0 EAX None 0 RAX None 0 
CL None 1 CX None 1 ECX None 1 RCX None 1 
DL None 2 DX None 2 EDX None 2 RDX None 2 
BL None 3 BX None 3 EBX None 3 RBX None 3 
AH Not 4 SP None 4 ESP None 4 N/A N/A N/A 
encodab 
le (N.E.) 
CH N.E. 5 BP None 5 EBP None 5 N/A N/A N/A 
DH N.E. 6 Sl None 6 ESI None 6 N/A N/A N/A 
BH N.E. 7 DI None 7 EDI None 7 N/A N/A N/A 
SPL Yes 4 SP None 4 ESP None 4 RSP None 4 
BPL Yes 5 BP None 5 EBP None 5 RBP None 5 
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Table 3-1. Register Codes Associated With +rb, +rw, +rd, +ro (Contd.) 


byte register word register dword register quadword register 

(64-Bit Mode only) 
g om 3 «|S rn ae a a g a a 
r=) 5 fot 5 oa. ie 25 a op 25 a 
& = e & Pd & = Pd & Pd 
SIL Yes 6 Sl None 6 ESI None 6 RSI None 6 
DIL Yes 7 DI None 7 EDI None 7 RDI None 7 

Registers R8 - R15 (see below): Available in 64-Bit Mode Only 

R8B Yes 0 R8W Yes 0 R8D Yes 0 R8 Yes 0 
RSB Yes 1 ROW Yes 1 RSD Yes 1 RQ Yes 1 
R10B Yes 2 R10W Yes 2 R10D Yes 2 R10 Yes 2 
R11B Yes 3 R11W Yes 3 R11D Yes 3 R11 Yes 3 
R12B Yes 4 R12W Yes 4 R12D Yes 4 R12 Yes 4 
R13B Yes 5 R13W Yes 5 R13D Yes 5 R13 Yes 5 
R14B Yes 6 R14W Yes 6 R14D Yes 6 R14 Yes 6 
R15B Yes 7 R15W Yes 7 R15D Yes 7 R15 Yes 7 


3.1.1.2 Opcode Column in the Instruction Summary Table (Instructions with VEX prefix) 


In the Instruction Summary Table, the Opcode column presents each instruction encoded using the VEX prefix in 
following form (including the modR/M byte if applicable, the immediate byte if applicable): 


VEX.[128,256].[66,F2,F3].0F/OF3A/0F38.[W0,W1] opcode [/r] [/ib,/is4] 


° VEX — Indicates the presence of the VEX prefix is required. The VEX prefix can be encoded using the three- 
byte form (the first byte is C4H), or using the two-byte form (the first byte is C5H). The two-byte form of VEX 
only applies to those instructions that do not require the following fields to be encoded: VEX.mmmmm, VEX.W, 
VEX.X, VEX.B. Refer to Section 2.3 for more detail on the VEX prefix. 


The encoding of various sub-fields of the VEX prefix is described using the following notations: 


— 128,256: VEX.L field can be 0 (denoted by VEX.128 or VEX.LZ) or 1 (denoted by VEX.256). The VEX.L field 
can be encoded using either the 2-byte or 3-byte form of the VEX prefix. The presence of the notation 
VEX.256 or VEX.128 in the opcode column should be interpreted as follows: 


¢ If VEX.256 is present in the opcode column: The semantics of the instruction must be encoded with 
VEX.L = 1. An attempt to encode this instruction with VEX.L= 0 can result in one of two situations: (a) 
if VEX.128 version is defined, the processor will behave according to the defined VEX.128 behavior; (b) 
an #UD occurs if there is no VEX.128 version defined. 


¢ If VEX.128 is present in the opcode column but there is no VEX.256 version defined for the same 
opcode byte: Two situations apply: (a) For VEX-encoded, 128-bit SIMD integer instructions, software 
must encode the instruction with VEX.L = 0. The processor will treat the opcode byte encoded with 
VEX.L= 1 by causing an #UD exception; (b) For VEX-encoded, 128-bit packed floating-point instruc- 
tions, software must encode the instruction with VEX.L = 0. The processor will treat the opcode byte 
encoded with VEX.L= 1 by causing an #UD exception (e.g. VMOVLPS). 


¢ If VEX.LIG is present in the opcode column: The VEX.L value is ignored. This generally applies to VEX- 
encoded scalar SIMD floating-point instructions. Scalar SIMD floating-point instruction can be distin- 
guished from the mnemonic of the instruction. Generally, the last two letters of the instruction 
mnemonic would be either “SS", “SD", or “SI* for SIMD floating-point conversion instructions. 


¢ If VEX.LZ is present in the opcode column: The VEX.L must be encoded to be OB, an #UD occurs if 
VEX.L is not zero. 


— 66,F2,F3: The presence or absence of these values map to the VEX.pp field encodings. If absent, this 
corresponds to VEX.pp=OOB. If present, the corresponding VEX.pp value affects the “opcode” byte in the 
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same way as if a SIMD prefix (66H, F2H or F3H) does to the ensuing opcode byte. Thus a non-zero encoding 
of VEX.pp may be considered as an implied 66H/F2H/F3H prefix. The VEX.pp field may be encoded using 
either the 2-byte or 3-byte form of the VEX prefix. 


OF,OF3A,0F38: The presence maps to a valid encoding of the VEX.mmmmm field. Only three encoded 
values of VEX.mmmmm are defined as valid, corresponding to the escape byte sequence of OFH, OF3AH 
and OF38H. The effect of a valid VEX.mmmmm encoding on the ensuing opcode byte is same as if the corre- 
sponding escape byte sequence on the ensuing opcode byte for non-VEX encoded instructions. Thus a valid 
encoding of VEX.mmmmm may be consider as an implies escape byte sequence of either OFH, OF3AH or 
OF38H. The VEX.mmmmm field must be encoded using the 3-byte form of VEX prefix. 


OF,OF3A,0F38 and 2-byte/3-byte VEX: The presence of OF3A and OF38 in the opcode column implies 
that opcode can only be encoded by the three-byte form of VEX. The presence of OF in the opcode column 
does not preclude the opcode to be encoded by the two-byte of VEX if the semantics of the opcode does not 
require any subfield of VEX not present in the two-byte form of the VEX prefix. 


wo: VEX.W=0. 
W1: VEX.W=1. 


The presence of W0/W1 in the opcode column applies to two situations: (a) it is treated as an extended 
opcode bit, (b) the instruction semantics support an operand size promotion to 64-bit of a general-purpose 
register operand or a 32-bit memory operand. The presence of W1 in the opcode column implies the opcode 
must be encoded using the 3-byte form of the VEX prefix. The presence of WO in the opcode column does 
not preclude the opcode to be encoded using the C5H form of the VEX prefix, if the semantics of the opcode 
does not require other VEX subfields not present in the two-byte form of the VEX prefix. Please see Section 
2.3 on the subfield definitions within VEX. 


WIG: can use C5H form (if not requiring VEX.mmmmm) or VEX.W value is ignored in the C4H form of VEX 
prefix. 


If WIG is present, the instruction may be encoded using either the two-byte form or the three-byte form of 
VEX. When encoding the instruction using the three-byte form of VEX, the value of VEX.W is ignored. 


opcode — Instruction opcode. 


/is4 — An 8-bit immediate byte is present containing a source register specifier in either imm8[7:4] (for 64-bit 
mode) or imm8[6:4] (for 32-bit mode), and instruction-specific payload in imm8[3:0]. 


In general, the encoding o f VEX.R, VEX.X, VEX.B field are not shown explicitly in the opcode column. The 
encoding scheme of VEX.R, VEX.X, VEX.B fields must follow the rules defined in Section 2.3. 


EVEX.[128,256,512,LLIG].[66,F2,F3].0F/OF3A/0F38.[W0,W1,WIG] opcode [/r] [ib] 


EVEX — The EVEX prefix is encoded using the four-byte form (the first byte is 62H). Refer to Section 2.6.1 for 
more detail on the EVEX prefix. 


3-4 


The encoding of various sub-fields of the EVEX prefix is described using the following notations: 


128, 256, 512, LLIG: This corresponds to the vector length; three values are allowed by EVEX: 512-bit, 
256-bit and 128-bit. Alternatively, vector length is ignored (LIG) for certain instructions; this typically 
applies to scalar instructions operating on one data element of a vector register. 


66,F2,F3: The presence of these value maps to the EVEX.pp field encodings. The corresponding VEX.pp 
value affects the “opcode” byte in the same way as if a SIMD prefix (66H, F2H or F3H) does to the ensuing 
opcode byte. Thus a non-zero encoding of VEX.pp may be considered as an implied 66H/F2H/F3H prefix. 


OF,OF3A,0F38: The presence maps to a valid encoding of the EVEX.mmm field. Only three encoded values 
of EVEX.mmm are defined as valid, corresponding to the escape byte sequence of OFH, OF3AH and OF38H. 
The effect of a valid EVEX.mmm encoding on the ensuing opcode byte is the same as if the corresponding 
escape byte sequence on the ensuing opcode byte for non-EVEX encoded instructions. Thus a valid 
encoding of EVEX.mmm may be considered as an implied escape byte sequence of either OFH, OF3AH or 
OF38H. 


wo: EVEX.W=0. 
W1: EVEX.W=1. 
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— WIG: EVEX.W bit ignored 
opcode — Instruction opcode. 


In general, the encoding of EVEX.R and R’, EVEX.X and X’, and EVEX.B and B’ fields are not shown explicitly in 
the opcode column. 


NOTE 


Previously, the terms NDS, NDD and DDS were used in instructions with an EVEX (or VEX) prefix. 
These terms indicated that the vvvv field was valid for encoding, and specified register usage. 
These terms are no longer necessary and are redundant with the instruction operand encoding 
tables provided with each instruction. The instruction operand encoding tables give explicit details 
on all operands, indicating where every operand is stored and if they are read or written. If vvvv is 
not listed as an operand in the instruction operand encoding table, then EVEX (or VEX) vvvv must 
be 0b1111. 


= Oe Instruction Column in the Opcode Summary Table 


The “Instruction” column gives the syntax of the instruction statement as it would appear in an ASM386 program. 
The following is a list of the symbols used to represent operands in the instruction statements: 


rel8 — A relative address in the range from 128 bytes before the end of the instruction to 127 bytes after the 
end of the instruction. 


rel16, rel32 — A relative address within the same code segment as the instruction assembled. The rel16 
symbol applies to instructions with an operand-size attribute of 16 bits; the rel32 symbol applies to instructions 
with an operand-size attribute of 32 bits. 


ptri16:16, ptri6:32 — A far pointer, typically to a code segment different from that of the instruction. The 
notation 16:16 indicates that the value of the pointer has two parts. The value to the left of the colon is a 16- 
bit selector or value destined for the code segment register. The value to the right corresponds to the offset 
within the destination segment. The ptr16:16 symbol is used when the instruction's operand-size attribute is 
16 bits; the ptr16:32 symbol is used when the operand-size attribute is 32 bits. 


r8 — One of the byte general-purpose registers: AL, CL, DL, BL, AH, CH, DH, BH, BPL, SPL, DIL and SIL; or one 
of the byte registers (R8B - R15B) available when using REX.R and 64-bit mode. 


r16 — One of the word general-purpose registers: AX, CX, DX, BX, SP, BP, SI, DI; or one of the word registers 
(R8-R15) available when using REX.R and 64-bit mode. 


r32 — One of the doubleword general-purpose registers: EAX, ECX, EDX, EBX, ESP, EBP, ESI, EDI; or one of 
the doubleword registers (R8D - R15D) available when using REX.R in 64-bit mode. 


r64 — One of the quadword general-purpose registers: RAX, RBX, RCX, RDX, RDI, RSI, RBP, RSP, R8-R1i5. 
These are available when using REX.R and 64-bit mode. 


imm8s — An immediate byte value. The imm8 symbol is a signed number between -128 and +127 inclusive. 
For instructions in which imm8 is combined with a word or doubleword operand, the immediate value is sign- 
extended to form a word or doubleword. The upper byte of the word is filled with the topmost bit of the 
immediate value. 


imm1i6 — An immediate word value used for instructions whose operand-size attribute is 16 bits. This is a 
number between -32,768 and +32,767 inclusive. 

imm32 — An immediate doubleword value used for instructions whose operand-size attribute is 32 
bits. It allows the use of a number between +2,147,483,647 and -2,147,483,648 inclusive. 


imm64 — An immediate quadword value used for instructions whose operand-size attribute is 64 bits. 
The value allows the use of a number between +9,223,372,036,854,775,807 and - 
9,223,372,036,854,775,808 inclusive. 


r/m8 — A byte operand that is either the contents of a byte general-purpose register (AL, CL, DL, BL, AH, CH, 
DH, BH, BPL, SPL, DIL and SIL) or a byte from memory. Byte registers R8B - R15B are available using REX.R in 
64-bit mode. 


r/mié6 — A word general-purpose register or memory operand used for instructions whose operand-size 
attribute is 16 bits. The word general-purpose registers are: AX, CX, DX, BX, SP, BP, SI, DI. The contents of 
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memory are found at the address provided by the effective address computation. Word registers R8W - RISW 
are available using REX.R in 64-bit mode. 


¢ r/m32 — A doubleword general-purpose register or memory operand used for instructions whose operand- 
size attribute is 32 bits. The doubleword general-purpose registers are: EAX, ECX, EDX, EBX, ESP, EBP, ESI, 
EDI. The contents of memory are found at the address provided by the effective address computation. 
Doubleword registers R8D - R15D are available when using REX.R in 64-bit mode. 


¢ r/m64 — A quadword general-purpose register or memory operand used for instructions whose operand-size 
attribute is 64 bits when using REX.W. Quadword general-purpose registers are: RAX, RBX, RCX, RDX, RDI, 
RSI, RBP, RSP, R8-R15; these are available only in 64-bit mode. The contents of memory are found at the 
address provided by the effective address computation. 


¢ reg — A general-purpose register used for instructions when the width of the register does not matter to the 
semantics of the operation of the instruction. The register can be r16, r32, or r64. 


°° m-—A16-, 32- or 64-bit operand in memory. 


¢ m8 — A byte operand in memory, usually expressed as a variable or array name, but pointed to by the 
DS:(E)SI or ES:(E)DI registers. In 64-bit mode, it is pointed to by the RSI or RDI registers. 


¢ mi6 — A word operand in memory, usually expressed as a variable or array name, but pointed to by the 
DS:(E)SI or ES:(E)DI registers. This nomenclature is used only with the string instructions. 


¢ m32 — Adoubleword operand in memory, usually expressed as a variable or array name, but pointed to by the 
DS:(E)SI or ES:(E)DI registers. This nomenclature is used only with the string instructions. 


¢ m64— Amemory quadword operand in memory. 
¢ mi28 — A memory double quadword operand in memory. 


°* mi6:16, m16:32 & m16:64 — A memory operand containing a far pointer composed of two numbers. The 
number to the left of the colon corresponds to the pointer's segment selector. The number to the right 
corresponds to its offset. 


* mi16&32, m16&16, M32&32, m16&64 — A memory operand consisting of data item pairs whose sizes are 
indicated on the left and the right side of the ampersand. All memory addressing modes are allowed. The 
mi6&16 and m32&32 operands are used by the BOUND instruction to provide an operand containing an upper 
and lower bounds for array indices. The m16&32 operand is used by LIDT and LGDT to provide a word with 
which to load the limit field, and a doubleword with which to load the base field of the corresponding GDTR and 
IDTR registers. The m16&64 operand is used by LIDT and LGDT in 64-bit mode to provide a word with which to 
load the limit field, and a quadword with which to load the base field of the corresponding GDTR and IDTR 
registers. 


¢ m80Obcd— A Binary Coded Decimal (BCD) operand in memory, 80 bits. 


° moffs8, moffs16, moffs32, moffs64 — A simple memory variable (memory offset) of type byte, word, or 
doubleword used by some variants of the MOV instruction. The actual address is given by a simple offset 
relative to the segment base. No ModR/M byte is used in the instruction. The number shown with moffs 
indicates its size, which is determined by the address-size attribute of the instruction. 

° Sreg — Asegment register. The segment register bit assignments are ES = 0, CS = 1, SS = 2, DS = 3, FS = 4, 
and GS = 5. 

° m32fp, m64fp, mM80fp — A single-precision, double-precision, and double extended-precision (respectively) 
floating-point operand in memory. These symbols designate floating-point values that are used as operands for 
x87 FPU floating-point instructions. 

°* mi16int, m32int, M64int — A word, doubleword, and quadword integer (respectively) operand in memory. 
These symbols designate integers that are used as operands for x87 FPU integer instructions. 


¢ ST or ST(O) — The top element of the FPU register stack. 
° ST(i) — The ith element from the top of the FPU register stack (/ := 0 through 7). 
¢* mm — An MMxX register. The 64-bit MMX registers are: MMO through MM7. 


°* mm/m32 — The low order 32 bits of an MMX register or a 32-bit memory operand. The 64-bit MMX registers 
are: MMO through MM7. The contents of memory are found at the address provided by the effective address 
computation. 
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mm/m64 — An MMxX register or a 64-bit memory operand. The 64-bit MMX registers are: MMO through MM7. 
The contents of memory are found at the address provided by the effective address computation. 

xmm — An XMM register. The 128-bit XMM registers are: XMMO through XMM7; XMM8 through XMM15 are 
available using REX.R in 64-bit mode. 

xmm/m32— An XMM register or a 32-bit memory operand. The 128-bit XMM registers are XMMO through 
XMM7; XMMB8 through XMM15 are available using REX.R in 64-bit mode. The contents of memory are found at 
the address provided by the effective address computation. 

xmm/m64 — An XMM register or a 64-bit memory operand. The 128-bit SIMD floating-point registers are 
XMMO through XMM7; XMMB8 through XMM15 are available using REX.R in 64-bit mode. The contents of 
memory are found at the address provided by the effective address computation. 

xmm/m128 — An XMM register or a 128-bit memory operand. The 128-bit XMM registers are XMMO through 
XMM7; XMMB8 through XMM15 are available using REX.R in 64-bit mode. The contents of memory are found at 
the address provided by the effective address computation. 

<XMMO>-— Indicates implied use of the XMMO register. 


When there is ambiguity, xmm1 indicates the first source operand using an XMM register and xmm2 the second 
source operand using an XMM register. 


Some instructions use the XMMO register as the third source operand, indicated by <XMMO>. The use of the 
third XMM register operand is implicit in the instruction encoding and does not affect the ModR/M encoding. 


ymm — A YMM register. The 256-bit YMM registers are: YMMO through YMM7; YMM8 through YMM15 are 
available in 64-bit mode. 


m256 — A 32-byte operand in memory. This nomenclature is used only with AVX instructions. 
ymm/m256 — A YMM register or 256-bit memory operand. 

<YMMO>— Indicates use of the YMMO register as an implicit argument. 

bnd — A 128-bit bounds register. BNDO through BND3. 


mib — A memory operand using SIB addressing form, where the index register is not used in address calcu- 
lation, Scale is ignored. Only the base and displacement are used in effective address calculation. 


m512 — A 64-byte operand in memory. 
zmm/m512 — A ZMM register or 512-bit memory operand. 


{k1}{z} — A mask register used as instruction writemask. The 64-bit k registers are: k1 through k7. 
Writemask specification is available exclusively via EVEX prefix. The masking can either be done as a merging- 
masking, where the old values are preserved for masked out elements or as a zeroing masking. The type of 
masking is determined by using the EVEX.z bit. 


{k1} — Without {z}: a mask register used as instruction writemask for instructions that do not allow zeroing- 
masking but support merging-masking. This corresponds to instructions that require the value of the aaa field 
to be different than 0 (e.g., gather) and store-type instructions which allow only merging-masking. 


k1 — A mask register used as a regular operand (either destination or source). The 64-bit k registers are: kO 
through k7. 


mV — A vector memory operand; the operand size is dependent on the instruction. 


vm32{x,y, Zz} — A vector array of memory operands specified using VSIB memory addressing. The array of 
memory addresses are specified using a common base register, a constant scale factor, and a vector index 
register with individual elements of 32-bit index value in an XMM register (vm32x), a YMM register (vm32y) or 
a ZMM register (vm322z). 

vm64{x,y, z} — A vector array of memory operands specified using VSIB memory addressing. The array of 
memory addresses are specified using a common base register, a constant scale factor, and a vector index 
register with individual elements of 64-bit index value in an XMM register (vm64x), a YMM register (vm64y) or 
a ZMM register (vm64z). 

zmm/m512/m32bcst — An operand that can be a ZMM register, a 512-bit memory location or a 512-bit 
vector loaded from a 32-bit memory location. 


zmm/m512/m64bcst — An operand that can be a ZMM register, a 512-bit memory location or a 512-bit 
vector loaded from a 64-bit memory location. 
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¢ <ZMMO> — Indicates use of the ZMMO register as an implicit argument. 


° {er} — Indicates support for embedded rounding control, which is only applicable to the register-register form 
of the instruction. This also implies support for SAE (Suppress All Exceptions). 


° {sae} — Indicates support for SAE (Suppress All Exceptions). This is used for instructions that support SAE, 
but do not support embedded rounding control. 

* SRC1 — Denotes the first source operand in the instruction syntax of an instruction encoded with the 
VEX/EVEX prefix and having two or more source operands. 

¢ SRC2 — Denotes the second source operand in the instruction syntax of an instruction encoded with the 
VEX/EVEX prefix and having two or more source operands. 


¢ SRC3 — Denotes the third source operand in the instruction syntax of an instruction encoded with the 
VEX/EVEX prefix and having three source operands. 

¢ SRC — The source in a single-source instruction. 

° DST — The destination in an instruction. This field is encoded by reg_field. 

In the instruction encoding, the MODRM byte is represented several ways depending on the role it plays. The 

MODRM byte has 3 fields: 2-bit MODRM.MOD field, a 3-bit MODRM.REG field and a 3-bit MODRM.RM field. When all 

bits of the MODRM byte have fixed values for an instruction, the 2-hex nibble value of that byte is presented after 

the opcode in the encoding boxes on the instruction description pages. When only some fields of the MODRM byte 

must contain fixed values, those values are specified as follows: 

¢ If only the MODRM.MOD must be 0b11, and MODRM.REG and MODRM.RM fields are unrestricted, this is 
denoted as 11:rrr:bbb. The rrr correspond to the 3-bits of the MODRM.REG field and the bbb correspond to 
the 3-bits of the MODMR.RM field. 


¢ If the MODRM.MOD field is constrained to be a value other than 0b11, i.e., it must be one of Ob00, 0b01, or 
0b1i0, then we use the notation !(11). 


e If the MODRM.REG field had a specific required value, e.g., 0b101, that would be denoted as mm:101:bbb. 


3.1.1.4 Operand Encoding Column in the Instruction Summary Table 


The “operand encoding” column is abbreviated as Op/En in the Instruction Summary table heading. Instruction 
operand encoding information is provided for each assembly instruction syntax using a letter to cross reference to 
a row entry in the operand encoding definition table that follows the instruction summary table. The operand 
encoding table in each instruction reference page lists each instruction operand (according to each instruction 
syntax and operand ordering shown in the instruction column) relative to the ModRM byte, VEX.vvvv field or addi- 
tional operand encoding placement. 


EVEX encoded instructions employ compressed disp8*N encoding of the displacement bytes, where N is defined in 
Table 2-34 and Table 2-35, according to tupletypes. The tupletype for an instruction is listed in the operand 
encoding definition table where applicable. 


NOTES 
¢ = The letters in the Op/En column of an instruction apply ONLY to the encoding definition table 
immediately following the instruction summary table. 
° Inthe encoding definition table, the letter ‘r’ within a pair of parenthesis denotes the content of 
the operand will be read by the processor. The letter ‘w’ within a pair of parenthesis denotes the 
content of the operand will be updated by the processor. 


3.1.1.5 64/32-bit Mode Column in the Instruction Summary Table 


The “64/32-bit Mode” column indicates whether the opcode sequence is supported in (a) 64-bit mode or (b) the 
Compatibility mode and other IA-32 modes that apply in conjunction with the CPUID feature flag associated specific 
instruction extensions. 


The 64-bit mode support is to the left of the ‘slash’ and has the following notation: 
° V— Supported. 
¢ I —Not supported. 
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¢ N.E. — Indicates an instruction syntax is not encodable in 64-bit mode (it may represent part of a sequence of 
valid instructions in other modes). 


¢ N.P. — Indicates the REX prefix does not affect the legacy instruction in 64-bit mode. 
¢ N.I. — Indicates the opcode is treated as a new instruction in 64-bit mode. 


¢ N.S. — Indicates an instruction syntax that requires an address override prefix in 64-bit mode and is not 
supported. Using an address override prefix in 64-bit mode may result in model-specific execution behavior. 


The Compatibility/Legacy Mode support is to the right of the ‘slash’ and has the following notation: 
e V — Supported. 
e I — Not supported. 


e N.E. — Indicates an Intel 64 instruction mnemonics/syntax that is not encodable; the opcode sequence is not 
applicable as an individual instruction in compatibility mode or IA-32 mode. The opcode may represent a valid 
sequence of legacy IA-32 instructions. 


3.1.1.6 CPUID Support Column in the Instruction Summary Table 


The fourth column holds abbreviated CPUID feature flags (e.g., appropriate bit in CPUID.1.ECX, CPUID.1.EDX 
for SSE/SSE2/SSE3/SSSE3/SSE4.1/SSE4.2/AESNI/PCLMULQDQ/AVX/RDRAND support) that indicate processor 
support for the instruction. If the corresponding flag is ‘0’, the instruction will #UD. 


= ae eg Description Column in the Instruction Summary Table 


The “Description” column briefly explains forms of the instruction. 


3.1.1.8 Description Section 


Each instruction is then described by number of information sections. The “Description” section describes the 
purpose of the instructions and required operands in more detail. 
Summary of terms that may be used in the description section: 


° Legacy SSE — Refers to SSE, SSE2, SSE3, SSSE3, SSE4, AESNI, PCLMULQDQ and any future instruction sets 
referencing XMM registers and encoded without a VEX prefix. 


© VEX.vvvv — The VEX bit field specifying a source or destination register (in 1’s complement form). 
¢ rm_field — shorthand for the ModR/M r/m field and any REX.B 
¢ reg_field — shorthand for the ModR/M reg field and any REX.R 


3.1.1.9 Operation Section 


The “Operation” section contains an algorithm description (frequently written in pseudo-code) for the instruction. 
Algorithms are composed of the following elements: 


* Comments are enclosed within the symbol pairs “(*” and “*)”. 


* Compound statements are enclosed in keywords, such as: IF, THEN, ELSE and FI for an if statement; DO and 
OD for a do statement; or CASE... OF for a case statement. 


¢ Aregister name implies the contents of the register. A register name enclosed in brackets implies the contents 
of the location whose address is contained in that register. For example, ES:[DI] indicates the contents of the 
location whose ES segment relative address is in register DI. [SI] indicates the contents of the address 
contained in register SI relative to the SI register’s default segment (DS) or the overridden segment. 


¢ Parentheses around the “E” in a general-purpose register name, such as (E)SI, indicates that the offset is read 
from the SI register if the address-size attribute is 16, from the ESI register if the address-size attribute is 32. 
Parentheses around the “R” in a general-purpose register name, (R)SI, in the presence of a 64-bit register 
definition such as (R)SI, indicates that the offset is read from the 64-bit RSI register if the address-size 
attribute is 64. 
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Brackets are used for memory operands where they mean that the contents of the memory location is a 
segment-relative offset. For example, [SRC] indicates that the content of the source operand is a segment- 
relative offset. 


A :=B indicates that the value of B is assigned to A. 


The symbols =, #, >, <, =, and < are relational operators used to compare two values: meaning equal, not 
equal, greater or equal, less or equal, respectively. A relational expression such as A=B is TRUE if the value of 
A is equal to B; otherwise it is FALSE. 


The expression “« COUNT” and “» COUNT” indicates that the destination operand should be shifted left or right 
by the number of bits indicated by the count operand. 


The following identifiers are used in the algorithmic descriptions: 


OperandSize and AddressSize — The OperandSize identifier represents the operand-size attribute of the 
instruction, which is 16, 32 or 64-bits. The AddressSize identifier represents the address-size attribute, which 
is 16, 32 or 64-bits. For example, the following pseudo-code indicates that the operand-size attribute depends 
on the form of the MOV instruction used. 


IF Instruction = MOVW 
THEN OperandSize := 16; 
ELSE 
IF Instruction = MOVD 
THEN OperandSize := 32; 
ELSE 
IF Instruction = MOVQ 
THEN OperandSize := 64; 
Fl; 
Fl; 
Fl; 
See “Operand-Size and Address-Size Attributes” in Chapter 3 of the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 1, for guidelines on how these attributes are determined. 
StackAddrSize — Represents the stack address-size attribute associated with the instruction, which has a 
value of 16, 32 or 64-bits. See “Address-Size Attribute for Stack” in Chapter 6, “Procedure Calls, Interrupts, and 
Exceptions,” of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1. 
SRC — Represents the source operand. 
DEST — Represents the destination operand. 
MAXVL — The maximum vector register width pertaining to the instruction. This is not the vector-length 
encoding in the instruction's encoding but is instead determined by the current value of XCRO. For details, refer 
to the table below. Note that the value of MAXVL is the largest of the features enabled. Future processors may 
define new bits in XCRO whose setting may imply other values for MAXVL. 


MAXVL Definition 
XCRO Component MAXVL 
XCRO.SSE 128 
XCRO.AVX 256 
XCRO.{ZMM_Hi256, Hi16_ZMM, OPMASK} 512 


The following functions are used in the algorithmic descriptions: 


ZeroExtend(value) — Returns a value zero-extended to the operand-size attribute of the instruction. For 
example, if the operand-size attribute is 32, zero extending a byte value of -10 converts the byte from F6H to 
a doubleword value of OOOOOOF6H. If the value passed to the ZeroExtend function and the operand-size 
attribute are the same size, ZeroExtend returns the value unaltered. 


SignExtend(value) — Returns a value sign-extended to the operand-size attribute of the instruction. For 
example, if the operand-size attribute is 32, sign extending a byte containing the value -10 converts the byte 
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from F6H to a doubleword value of FFFFFFF6H. If the value passed to the SignExtend function and the operand- 
size attribute are the same size, SignExtend returns the value unaltered. 


SaturateSignedWordToSignedByte — Converts a signed 16-bit value to a signed 8-bit value. If the signed 
16-bit value is less than -128, it is represented by the saturated value -128 (80H); if it is greater than 127, it 
is represented by the saturated value 127 (7FH). 


SaturateSignedDwordToSignedWord — Converts a signed 32-bit value to a signed 16-bit value. If the 
signed 32-bit value is less than -32768, it is represented by the saturated value -32768 (8000H),; if it is 
greater than 32767, it is represented by the saturated value 32767 (7FFFH). 


SaturateSignedWordToUnsignedByte — Converts a signed 16-bit value to an unsigned 8-bit value. If the 
signed 16-bit value is less than zero, it is represented by the saturated value zero (OOH); if it is greater than 
255, it is represented by the saturated value 255 (FFH). 


SaturateToSignedByte — Represents the result of an operation as a signed 8-bit value. If the result is less 
than -128, it is represented by the saturated value -128 (80H); if it is greater than 127, it is represented by 
the saturated value 127 (7FH). 


SaturateToSignedWord — Represents the result of an operation as a signed 16-bit value. If the result is less 
than -32768, it is represented by the saturated value -32768 (8000H); if it is greater than 32767, it is 
represented by the saturated value 32767 (7FFFH). 


SaturateToUnsignedByte — Represents the result of an operation as a signed 8-bit value. If the result is less 
than zero it is represented by the saturated value zero (OOH); if it is greater than 255, it is represented by the 
saturated value 255 (FFH). 


SaturateToUnsignedWord — Represents the result of an operation as a signed 16-bit value. If the result is 
less than zero it is represented by the saturated value zero (OOH); if it is greater than 65535, it is represented 
by the saturated value 65535 (FFFFH). 


LowOrderWord(DEST * SRC) — Multiplies a word operand by a word operand and stores the least significant 
word of the doubleword result in the destination operand. 


HighOrderWord(DEST * SRC) — Multiplies a word operand by a word operand and stores the most 
significant word of the doubleword result in the destination operand. 


Push(value) — Pushes a value onto the stack. The number of bytes pushed is determined by the operand-size 
attribute of the instruction. See the “Operation” subsection of the “PUSH—Push Word, Doubleword or 
Quadword Onto the Stack” section in Chapter 4 of the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 2B. 


Pop() — removes the value from the top of the stack and returns it. The statement EAX := Pop(); assigns to 
EAX the 32-bit value from the top of the stack. Pop will return either a word, a doubleword or a quadword 
depending on the operand-size attribute. See the “Operation” subsection in the “POP—Pop a Value from the 
Stack” section of Chapter 4 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2B. 


PopRegisterStack — Marks the FPU ST(0) register as empty and increments the FPU register stack pointer 
(TOP) by 1. 

Switch-Tasks — Performs a task switch. 

Bit(BitBase, BitOffset) — Returns the value of a bit within a bit string. The bit string is a sequence of bits in 
memory or a register. Bits are numbered from low-order to high-order within registers and within memory 


bytes. If the BitBase is a register, the BitOffset can be in the range 0 to [15, 31, 63] depending on the mode 
and register size. See Figure 3-1: the function Bit[RAX, 21] is illustrated. 


63 31 21 0 


—_— Offset := 21 


Figure 3-1. Bit Offset for BIT[RAX, 21] 
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If BitBase is a memory address, the BitOffset has different ranges depending on the operand size (see Table 
3-2). 


Table 3-2. Range of Bit Positions Specified by Bit Offset Operands 


Operand Size Immediate BitOffset Register BitOffset 
16 Oto15 -2'to2'-1 
32 0 to 31 <2") toe? 1 
64 0 to 63 =2) tg 291 


The addressed bit is numbered (Offset MOD 8) within the byte at address (BitBase + (BitOffset DIV 8)) where 
DIV is signed division with rounding towards negative infinity and MOD returns a positive number (see 
Figure 3-2). 


7 5 07 07 0 


BitBase +1 BitBase | BitBase-1 


aren =413 


7 07 07 5 0 


BitBase L BitBase-1 BitBase —2 


BitOffset :=-11 zi 


Figure 3-2. Memory Bit Indexing 


3.1.1.10 Intel® C/C++ Compiler Intrinsics Equivalents Section 


The Intel C/C++ compiler intrinsic functions give access to the full power of the Intel Architecture Instruction Set, 
while allowing the compiler to optimize register allocation and instruction scheduling for faster execution. Most of 
these functions are associated with a single IA instruction, although some may generate multiple instructions or 
different instructions depending upon how they are used. In particular, these functions are used to invoke instruc- 
tions that perform operations on vector registers that can hold multiple data elements. These SIMD instructions 
use the following data types. 


© _ mi28,__m256 and __m512 can represent 4, 8 or 16 packed single-precision floating-point values, and are 
used with the vector registers and SSE, AVX, or AVX-512 instruction set extension families. The __m128 data 
type is also used with various single-precision floating-point scalar instructions that perform calculations using 
only the lowest 32 bits of a vector register; the remaining bits of the result come from one of the sources or are 
set to zero depending upon the instruction. 


e  __mi28d, __m256d and __m512d can represent 2, 4 or 8 packed double-precision floating-point values, and 
are used with the vector registers and SSE, AVX, or AVX-512 instruction set extension families. The __m128d 
data type is also used with various double-precision floating-point scalar instructions that perform calculations 
using only the lowest 64 bits of a vector register; the remaining bits of the result come from one of the sources 
or are set to zero depending upon the instruction. 


© _ mi128i,___ m256i and __m512i can represent integer data in bytes, words, doublewords, quadwords, and 
occasionally larger data types. 
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Each of these data types incorporates in its name the number of bits it can hold. For example, the __m128 type 
holds 128 bits, and because each single-precision floating-point value is 32 bits long the __m128 type holds 
(128/32) or four values. Normally the compiler will allocate memory for these data types on an even multiple of the 
size of the type. Such aligned memory locations may be faster to read and write than locations at other addresses. 


These SIMD data types are not basic Standard C data types or C++ objects, so they may be used only with the 
assignment operator, passed as function arguments, and returned from a function call. If you access the internal 
members of these types directly, or indirectly by using them in a union, there may be side effects affecting optimi- 
zation, so it is recommended to use them only with the SIMD instruction intrinsic functions described in this manual 
or the Intel C/C++ compiler documentation. 


Many intrinsic functions names are prefixed with an indicator of the vector length and suffixed by an indicator of 
the vector element data type, although some functions do not follow the rules below. The prefixes are: 


¢ _mm_ indicates that the function operates on 128-bit (or sometimes 64-bit) vectors. 
¢ _—mm256_ indicates the function operates on 256-bit vectors. 

¢ _mm512_ indicates that the function operates on 512-bit vectors. 

The suffixes include: 


¢ _ps, which indicates a function that operates on packed single-precision floating-point data. Packed single- 
precision floating-point data corresponds to arrays of the C/C++ type float with either 4, 8 or 16 elements. 
Values of this type can be loaded from an array using the_mm_loadu_ps, _mm256_loadu_ps, or 
_mm512_loadu_ps functions, or created from individual values using _mm_set_ps, _mm256_set_ps, or 
_mm512_set_ps functions, and they can be stored in an array using_mm_storeu_ps, _mm256_storeu_ps, or 
_mm512_storeu_ps. 


¢ _ss, which indicates a function that operates on scalar single-precision floating-point data. Single-precision 
floating-point data corresponds to the C/C++ type float, and values of type float can be converted to type 
__m128 for use with these functions using the _mm_set_ss function, and converted back using the 
_mm_cvtss_f32 function. When used with functions that operate on packed single-precision floating-point data 
the scalar element corresponds with the first packed value. 


¢  _pd, which indicates a function that operates on packed double-precision floating-point data. Packed double- 
precision floating-point data corresponds to arrays of the C/C++ type double with either 2, 4, or 8 elements. 
Values of this type can be loaded from an array using the_mm_loadu_pd, _mm256_loadu_pd, or 
_mm512_loadu_pd functions, or created from individual values using __mm_set_pd, _mm2566_set_pd, or 
_mm512_set_pd functions, and they can be stored in an array using_mm_storeu_pd, _mm256_storeu_pd, or 
_mm512_storeu_pd. 


¢ _sd, which indicates a function that operates on scalar double-precision floating-point data. Double-precision 
floating-point data corresponds to the C/C++ type double, and values of type double can be converted to type 
___m128d for use with these functions using the __mm_set_sd function, and converted back using the 
_mm_cvtsd_f64 function. When used with functions that operate on packed double-precision floating-point 
data the scalar element corresponds with the first packed value. 


¢ _epi8, which indicates a function that operates on packed 8-bit signed integer values. Packed 8-bit signed 
integers correspond to an array of signed char with 16, 32 or 64 elements. Values of this type can be created 
from individual elements using __mm_set_epi8, _mm256_set_epi8, or _mm512_set_epi8 functions. 


¢ _epil6, which indicates a function that operates on packed 16-bit signed integer values. Packed 16-bit signed 
integers correspond to an array of short with 8, 16 or 32 elements. Values of this type can be created from 
individual elements using _mm_set_epi16, _mm256_set_epi16, or _mm512_set_epi16 functions. 


¢ =_epi32, which indicates a function that operates on packed 32-bit signed integer values. Packed 32-bit signed 
integers correspond to an array of int with 4, 8 or 16 elements. Values of this type can be created from 
individual elements using __mm_set_epi32, _mm256_set_epi32, or _mm512_set_epi32 functions. 


¢ _epi64, which indicates a function that operates on packed 64-bit signed integer values. Packed 64-bit signed 
integers correspond to an array of long long (or /ong if it is a 64-bit data type) with 2, 4 or 8 elements. Values 
of this type can be created from individual elements using _mm_set_epi32, _mm256_set_epi32, or 
_mm512_set_epi32 functions. 


¢ =_epu8, which indicates a function that operates on packed 8-bit unsigned integer values. Packed 8-bit unsigned 
integers correspond to an array of unsigned char with 16, 32 or 64 elements. 
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¢ _epuié, which indicates a function that operates on packed 16-bit unsigned integer values. Packed 16-bit 
unsigned integers correspond to an array of unsigned short with 8, 16 or 32 elements. 


® _epu32, which indicates a function that operates on packed 32-bit unsigned integer values. Packed 32-bit 
unsigned integers correspond to an array of unsigned with 4, 8 or 16 elements. 


° _epué4, which indicates a function that operates on packed 64-bit unsigned integer values. Packed 64-bit 
unsigned integers correspond to an array of unsigned long long (or unsigned Iong if it is a 64-bit data type) with 
2, 4 or 8 elements. 


¢ _si128, which indicates a function that operates on a single 128-bit value of type __m128i. 
¢ _si256, which indicates a function that operates on a single a 256-bit value of type __m256i. 
¢ _si512, which indicates a function that operates on a single a 512-bit value of type __m512i. 


Values of any packed integer type can be loaded from an array using the __mm_loadu_si128, 
_mm256_loadu_si256, or_mm512_loadu_si512 functions, and they can be stored in an array using 
_mm_storeu_si128, _mm256_storeu_si256, or _mm512_storeu_si512. 


These functions and data types are used with the SSE, AVX, and AVX-512 instruction set extension families. In 
addition there are similar functions that correspond to MMX instructions. These are less frequently used because 
they require additional state management, and only operate on 64-bit packed integer values. 


The declarations of Intel C/C++ compiler intrinsic functions may reference some non-standard data types, such as 
__int64. The C Standard header stdint.h defines similar platform-independent types, and the documentation for 
that header gives characteristics that apply to corresponding non-standard types according to the following table. 


Table 3-3. Standard and Non-standard Data Types 


Non-standard Type Standard Type (from stdint.h) 
__int64 int64_t 

unsigned __int64 uint64_t 

__int32 int32_t 

unsigned __int32 uint32_t 

__int16 int16_t 

unsigned __int16 uint16_t 


For a more detailed description of each intrinsic function and additional information related to its usage, refer to the 
online Intel Intrinsics Guide, https://software.intel.com/sites/landingpage/IntrinsicsGuide. 


3.1.1.11 Flags Affected Section 


The “Flags Affected” section lists the flags in the EFLAGS register that are affected by the instruction. When a flag 
is cleared, it is equal to 0; when it is set, it is equal to 1. The arithmetic and logical instructions usually assign values 
to the status flags in a uniform manner (see Appendix A, “EFLAGS Cross-Reference,” in the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 1). Non-conventional assignments are described in the “Oper- 
ation” section. The values of flags listed as undefined may be changed by the instruction in an indeterminate 
manner. Flags that are not listed are unchanged by the instruction. 


3.1.1.12 FPU Flags Affected Section 


The floating-point instructions have an “FPU Flags Affected” section that describes how each instruction can affect 
the four condition code flags of the FPU status word. 


3.1.1.13 Protected Mode Exceptions Section 


The “Protected Mode Exceptions” section lists the exceptions that can occur when the instruction is executed in 
protected mode and the reasons for the exceptions. Each exception is given a mnemonic that consists of a pound 
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sign (#) followed by two letters and an optional error code in parentheses. For example, #GP(0) denotes a general 
protection exception with an error code of 0. Table 3-4 associates each two-letter mnemonic with the corre- 

sponding exception vector and name. See Chapter 6, “Procedure Calls, Interrupts, and Exceptions,” in the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, for a detailed description of the exceptions. 


Application programmers should consult the documentation provided with their operating systems to determine 


the actions taken when exceptions occur. 


Table 3-4. Intel 64 and IA-32 General Exceptions 


Vector Name Source Protected | Real Virtual 
Mode Address | 8086 
Mode Mode 
0 #DE—Divide Error DIV and IDIV instructions. Yes Yes Yes 
1 #DB—Debug Any code or data reference. Yes Yes Yes 
3 #BP—Breakpoint INT3 instruction. Yes Yes Yes 
4 #0F—Overflow INTO instruction. Yes Yes Yes 
5 #BR—BOUND Range Exceeded BOUND instruction. Yes Yes Yes 
6 #UD—Invalid Opcode (Undefined UD instruction or reserved opcode. Yes Yes Yes 
Opcode) 
7 #NM—Device Not Available (No Floating-point or WAIT/FWAIT instruction. Yes Yes Yes 
Math Coprocessor) 
8 #DF—Double Fault Any instruction that can generate an Yes Yes Yes 
exception, an NMI, or an INTR. 
10 #TS—lInvalid TSS Task switch or TSS access. Yes Reserved Yes 
11 #NP—Segment Not Present Loading segment registers or accessing system Yes Reserved Yes 
segments. 
12 #SS—Stack Segment Fault Stack operations and SS register loads. Yes Yes Yes 
13 #GP—General Protection? Any memory reference and other protection Yes Yes Yes 
checks. 
14 #PF—Page Fault Any memory reference. Yes Reserved Yes 
16 #MF—Floating-Point Error (Math Floating-point or WAIT/FWAIT instruction. Yes Yes Yes 
Fault) 
17 #AC—Alignment Check Any data reference in memory. Yes Reserved Yes 
18 #MC—Machine Check Model dependent machine check errors. Yes Yes Yes 
19 #XM—SIMD Floating-Point SSE/SSE2/SSE3 floating-point instructions. Yes Yes Yes 
Numeric Error 
NOTES: 


1. Apply to protected mode, compatibility mode, and 64-bit mode. 
2. In the real-address mode, vector 13 is the segment overrun exception. 


3.1.1.14 Real-Address Mode Exceptions Section 


The “Real-Address Mode Exceptions” section lists the exceptions that can occur when the instruction is executed in 
real-address mode (see Table 3-4). 


3.1.1.15 Virtual-8086 Mode Exceptions Section 


The “Virtual-8086 Mode Exceptions” section lists the exceptions that can occur when the instruction is executed in 
virtual-8086 mode (see Table 3-4). 
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3.1.1.16 Floating-Point Exceptions Section 


The “Floating-Point Exceptions” section lists exceptions that can occur when an x87 FPU floating-point instruction 
is executed. All of these exception conditions result in a floating-point error exception (#MF, exception 16) being 
generated. Table 3-5 associates a one- or two-letter mnemonic with the corresponding exception name. See 
“Floating-Point Exception Conditions” in Chapter 8 of the Intel® 64 and IA-32 Architectures Software Developer's Manual, 
Volume 1, for a detailed description of these exceptions. 


Table 3-5. x87 FPU Floating-Point Exceptions 


Mnemonic Name Source 
Floating-point invalid operation: 
#IS - Stack overflow or underflow - x87 FPU stack overflow or underflow 
ia - Invalid arithmetic operation - Invalid FPU arithmetic operation 
#Z Floating-point divide-by-zero Divide-by-zero 
#D Floating-point denormal operand Source operand that is a denormal number 
#0 Floating-point numeric overflow Overflow in result 
#U Floating-point numeric underflow Underflow in result 
#P Floating-point inexact result (precision) Inexact result (precision) 


3.1.1.17 SIMD Floating-Point Exceptions Section 


The “SIMD Floating-Point Exceptions” section lists exceptions that can occur when an SSE/SSE2/SSE3 floating- 
point instruction is executed. All of these exception conditions result in a SIMD floating-point error exception (#XM, 
exception 19) being generated. Table 3-6 associates a one-letter mnemonic with the corresponding exception 
name. For a detailed description of these exceptions, refer to "SSE and SSE2 Exceptions”, in Chapter 11 of the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1. 


Table 3-6. SIMD Floating-Point Exceptions 


Mnemonic Name Source 
#I Floating-point invalid operation Invalid arithmetic operation or source operand 
#Z Floating-point divide-by-zero Divide-by-zero 
#D Floating-point denormal operand Source operand that is a denormal number 
#O Floating-point numeric overflow Overflow in result 
#U Floating-point numeric underflow Underflow in result 
#P Floating-point inexact result Inexact result (precision) 


3.1.1.18 Compatibility Mode Exceptions Section 


This section lists exceptions that occur within compatibility mode. 


3.1.1.19 64-Bit Mode Exceptions Section 


This section lists exceptions that occur within 64-bit mode. 


3-16 Vol. 2A 


INSTRUCTION SET REFERENCE, A-L 


3.2. _ INSTRUCTIONS (A-L) 


The remainder of this chapter provides descriptions of Intel 64 and IA-32 instructions (A-L). See also: Chapter 4, 
“Instruction Set Reference, M-U,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 


2B, and Chapter 5, “Instruction Set Reference, V-Z,” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 2C. 
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AAA—ASCII Adjust After Addition 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
37 AAA ZO | Invalid Valid ASCII adjust AL after addition. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Adjusts the sum of two unpacked BCD values to create an unpacked BCD result. The AL register is the implied 
source and destination operand for this instruction. The AAA instruction is only useful when it follows an ADD 
instruction that adds (binary addition) two unpacked BCD values and stores a byte result in the AL register. The 
AAA instruction then adjusts the contents of the AL register to contain the correct 1-digit unpacked BCD result. 


If the addition produces a decimal carry, the AH register increments by 1, and the CF and AF flags are set. If there 
was no decimal carry, the CF and AF flags are cleared and the AH register is unchanged. In either case, bits 4 
through 7 of the AL register are set to 0. 


This instruction executes as described in compatibility mode and legacy mode. It is not valid in 64-bit mode. 


Operation 
IF 64-Bit Mode 
THEN 
#UD; 
ELSE 
IF ((AL AND OFH) > 9) or (AF = 1) 
THEN 
AX := AX + 106H; 
AF := 1; 
CF := 1; 
ELSE 
AF := 0; 
CF := 0; 
Fl; 
AL:= AL AND OFH; 
Fl; 
Flags Affected 


The AF and CF flags are set to 1 if the adjustment results in a decimal carry; otherwise they are set to 0. The OF, 
SF, ZF, and PF flags are undefined. 


Protected Mode Exceptions 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as protected mode. 
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Compatibility Mode Exceptions 
Same exceptions as protected mode. 


64-Bit Mode Exceptions 
#UD If in 64-bit mode. 
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AAD—ASCII Adjust AX Before Division 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
DS OA AAD ZO | Invalid Valid ASCII adjust AX before division. 
D5 ib AAD imm8s ZO | Invalid Valid Adjust AX before division to number base 
imme. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Adjusts two unpacked BCD digits (the least-significant digit in the AL register and the most-significant digit in the 
AH register) so that a division operation performed on the result will yield a correct unpacked BCD value. The AAD 
instruction is only useful when it precedes a DIV instruction that divides (binary division) the adjusted value in the 
AX register by an unpacked BCD value. 


The AAD instruction sets the value in the AL register to (AL + (10 * AH)), and then clears the AH register to OOH. 
The value in the AX register is then equal to the binary equivalent of the original unpacked two-digit (base 10) 
number in registers AH and AL. 


The generalized version of this instruction allows adjustment of two unpacked digits of any number base (see the 
“Operation” section below), by setting the imm8 byte to the selected number base (for example, 08H for octal, OAH 
for decimal, or OCH for base 12 numbers). The AAD mnemonic is interpreted by all assemblers to mean adjust 
ASCII (base 10) values. To adjust values in another number base, the instruction must be hand coded in machine 
code (D5 immé8). 


This instruction executes as described in compatibility mode and legacy mode. It is not valid in 64-bit mode. 


Operation 
IF 64-Bit Mode 
THEN 
#UD; 
ELSE 
tempAL := AL; 
tempAH := AH; 


AL := (tempAL + (tempAH * imm8)) AND FFH; 
(* imm@ is set to OAH for the AAD mnemonic.*) 
AH := 0; 

FI; 


The immediate value (imm8) is taken from the second byte of the instruction. 


Flags Affected 


The SF, ZF, and PF flags are set according to the resulting binary value in the AL register; the OF, AF, and CF flags 
are undefined. 


Protected Mode Exceptions 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as protected mode. 
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Virtual-8086 Mode Exceptions 
Same exceptions as protected mode. 


Compatibility Mode Exceptions 
Same exceptions as protected mode. 


64-Bit Mode Exceptions 
#UD If in 64-bit mode. 
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AAM—ASCII Adjust AX After Multiply 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
D4 0A AAM ZO | Invalid Valid ASCII adjust AX after multiply. 
D4 ib AAM imm8s ZO | Invalid Valid Adjust AX after multiply to number base 
immé. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Adjusts the result of the multiplication of two unpacked BCD values to create a pair of unpacked (base 10) BCD 
values. The AX register is the implied source and destination operand for this instruction. The AAM instruction is 
only useful when it follows an MUL instruction that multiplies (binary multiplication) two unpacked BCD values and 
stores a word result in the AX register. The AAM instruction then adjusts the contents of the AX register to contain 
the correct 2-digit unpacked (base 10) BCD result. 


The generalized version of this instruction allows adjustment of the contents of the AX to create two unpacked 
digits of any number base (see the “Operation” section below). Here, the imm8 byte is set to the selected number 
base (for example, O8H for octal, OAH for decimal, or OCH for base 12 numbers). The AAM mnemonic is interpreted 
by all assemblers to mean adjust to ASCII (base 10) values. To adjust to values in another number base, the 
instruction must be hand coded in machine code (D4 imm8). 


This instruction executes as described in compatibility mode and legacy mode. It is not valid in 64-bit mode. 


Operation 


IF 64-Bit Mode 
THEN 
#UD; 
ELSE 
tempAL := AL; 
AH := tempAL / imm8; (* imm@ is set to OAH for the AAM mnemonic *) 
AL := tempAL MOD immé; 
FI; 


The immediate value (imm8) is taken from the second byte of the instruction. 


Flags Affected 
The SF, ZF, and PF flags are set according to the resulting binary value in the AL register. The OF, AF, and CF flags 
are undefined. 


Protected Mode Exceptions 
#DE If an immediate value of 0 is used. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as protected mode. 
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Compatibility Mode Exceptions 
Same exceptions as protected mode. 


64-Bit Mode Exceptions 
#UD If in 64-bit mode. 
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AAS—ASCII Adjust AL After Subtraction 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
3F AAS ZO ‘| Invalid Valid ASCII adjust AL after subtraction. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Adjusts the result of the subtraction of two unpacked BCD values to create a unpacked BCD result. The AL register 
is the implied source and destination operand for this instruction. The AAS instruction is only useful when it follows 
a SUB instruction that subtracts (binary subtraction) one unpacked BCD value from another and stores a byte 
result in the AL register. The AAA instruction then adjusts the contents of the AL register to contain the correct 1- 
digit unpacked BCD result. 


If the subtraction produced a decimal carry, the AH register decrements by 1, and the CF and AF flags are set. If no 
decimal carry occurred, the CF and AF flags are cleared, and the AH register is unchanged. In either case, the AL 
register is left with its top four bits set to 0. 


This instruction executes as described in compatibility mode and legacy mode. It is not valid in 64-bit mode. 


Operation 
IF 64-bit mode 
THEN 
#UD; 
ELSE 
IF ((AL AND OFH) > 9) or (AF = 1) 
THEN 
AX := AX -6; 
AH:= AH - 1; 
AF := 1; 
CF := 1; 
AL := AL AND OFH; 
ELSE 
CF := 0; 
AF := 0; 
AL := AL AND OFH; 
Fl; 
Fl; 
Flags Affected 


The AF and CF flags are set to 1 if there is a decimal borrow; otherwise, they are cleared to 0. The OF, SF, ZF, and 
PF flags are undefined. 


Protected Mode Exceptions 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as protected mode. 
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Virtual-8086 Mode Exceptions 
Same exceptions as protected mode. 


Compatibility Mode Exceptions 
Same exceptions as protected mode. 


64-Bit Mode Exceptions 
#UD If in 64-bit mode. 
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ADC—Add with Carry 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 

14 ib ADC AL, imm8 | Valid Valid Add with carry imm8 to AL. 

15 iw ADC AX, imm16 | Valid Valid Add with carry imm76 to AX. 

15 id ADC EAX, imm32 | Valid Valid Add with carry imm32 to EAX. 

REX.W + 15 id ADC RAX, imm32 | Valid N.E. Add with carry imm32 sign extended to 64- 
bits to RAX. 

80/2 ib ADC r/m8, imm8 MI Valid Valid Add with carry imm8 to r/m8. 

REX + 80/2 ib ADC r/m8 , imm8 MI Valid N.E. Add with carry imm8 to r/m8. 

81/2 iw ADC r/m16, imm16 MI Valid Valid Add with carry imm16 to r/m16. 

81 /2 id ADC r/m32, imm32 MI | Valid Valid Add with CF imm32 to r/m32. 

REX.W + 81 /2 id ADC r/m64, imm32 MI Valid N.E. Add with CF imm32 sign extended to 64-bits 
to r/m64. 

83 /2 ib ADC r/m16, imm8& MI Valid Valid Add with CF sign-extended imm8 to r/m16. 

83 /2 ib ADC r/m32, imm8 MI Valid Valid Add with CF sign-extended imm8 into r/m32. 

REX.W + 83 /2 ib ADC r/m64, imm8& MI Valid N.E. Add with CF sign-extended immé@ into r/m64. 

10/r ADC r/m8, r8 MR | Valid Valid Add with carry byte register to r/m8. 

REX + 10 /r ADC r/m8 , ro MR | Valid N.E. Add with carry byte register to r/m64. 

11 /r ADC r/m16, r16 MR | Valid Valid Add with carry r76 to r/m16. 

11/r ADC r/m32, r32 MR | Valid Valid Add with CF r32 to r/m32. 

REX.W + 11 /r ADC r/m64, r64 MR | Valid N.E. Add with CF r64 to r/m64. 

12/r ADC r8, r/m8 RM _ | Valid Valid Add with carry r/m8 to byte register. 

REX + 12/r ADC 8, r/m8- RM _ | Valid N.E. Add with carry r/m64 to byte register. 

13/r ADC r16, r/m16 RM _ | Valid Valid Add with carry r/m16 to r76. 

13/r ADC r32, r/m32 RM _ | Valid Valid Add with CF r/m32 to r32. 

REX.W + 13 /r ADC r64, r/m64 RM _ | Valid N.E. Add with CF r/m64 to r64. 

NOTES: 


*In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
MR ModRM:r/m (r, w) ModRM:reg (r) NA NA 
MI ModRM:r/m (r, w) imm8/16/32 NA NA 
| AL/AX/EAX/RAX imm8/16/32 NA NA 
Description 


Adds the destination operand (first operand), the source operand (second operand), and the carry (CF) flag and 

stores the result in the destination operand. The destination operand can be a register or a memory location; the 
source operand can be an immediate, a register, or a memory location. (However, two memory operands cannot be 
used in one instruction.) The state of the CF flag represents a carry from a previous addition. When an immediate 
value is used as an operand, it is sign-extended to the length of the destination operand format. 
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The ADC instruction does not distinguish between signed or unsigned operands. Instead, the processor evaluates 
the result for both data types and sets the OF and CF flags to indicate a carry in the signed or unsigned result, 
respectively. The SF flag indicates the sign of the signed result. 


The ADC instruction is usually executed as part of a multibyte or multiword addition in which an ADD instruction is 
followed by an ADC instruction. 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


Operation 


DEST := DEST + SRC + CF; 


Intel C/C++ Compiler Intrinsic Equivalent 


ADC: extern unsigned char _addcarry_u8(unsigned char c_in, unsigned char src1, unsigned char src2, unsigned char *sum_out); 
ADC: extern unsigned char _addcarry_u16(unsigned char c_in, unsigned short src1, unsigned short src2, unsigned short 
*sum_out); 

ADC: extern unsigned char _addcarry_u32(unsigned char c_in, unsigned int src1, unsigned char int, unsigned int *sum_out); 
ADC: extern unsigned char _addcarry_u64(unsigned char c_in, unsigned __int64 src1, unsigned __int64 src2, unsigned __int64 
*sum_out); 

Flags Affected 


The OF, SF, ZF, AF, CF, and PF flags are set according to the result. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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ADCX — Unsigned Integer Addition of Two Operands with Carry Flag 


Opcode/ Op/ | 64/32bit | CPUID Description 
Instruction En Mode Feature 

Support | Flag 
66 OF 38 F6 /r RM | V/V ADX Unsigned addition of r32 with CF, r/m32 to r32, writes CF. 
ADCX r32, r/m32 
66 REX.w OF 38 F6 /r RM | V/NE ADX Unsigned addition of r64 with CF, r/m64 to r64, writes CF. 
ADCX r64, r/m64 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


Performs an unsigned addition of the destination operand (first operand), the source operand (second operand) 
and the carry-flag (CF) and stores the result in the destination operand. The destination operand is a general- 
purpose register, whereas the source operand can be a general-purpose register or memory location. The state of 
CF can represent a carry from a previous addition. The instruction sets the CF flag with the carry generated by the 
unsigned addition of the operands. 


The ADCX instruction is executed in the context of multi-precision addition, where we add a series of operands with 
a carry-chain. At the beginning of a chain of additions, we need to make sure the CF is in a desired initial state. 
Often, this initial state needs to be 0, which can be achieved with an instruction to zero the CF (e.g. XOR). 


This instruction is supported in real mode and virtual-8086 mode. The operand size is always 32 bits if not in 64- 
bit mode. 


In 64-bit mode, the default operation size is 32 bits. Using a REX Prefix in the form of REX.R permits access to addi- 
tional registers (R8-15). Using REX Prefix in the form of REX.W promotes operation to 64 bits. 


ADCX executes normally either inside or outside a transaction region. 


Note: ADCX defines the OF flag differently than the ADD/ADC instructions as defined in Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 2A. 


Operation 
IF OperandSize is 64-bit 
THEN CF:DEST[63:0] := DEST[63:0] + SRC[63:0] + CF; 
ELSE CF:DEST[31:0] := DEST[31:0] + SRC[31:0] + CF; 
Fl; 


Flags Affected 
CF is updated based on result. OF, SF, ZF, AF and PF flags are unmodified. 


Intel C/C++ Compiler Intrinsic Equivalent 
unsigned char _addcarryx_u32 (unsigned char c_in, unsigned int src1, unsigned int src2, unsigned int *sum_out); 
unsigned char _addcarryx_u64 (unsigned char c_in, unsigned __int64 src1, unsigned __int64 src2, unsigned __int64 *sum_out); 


SIMD Floating-Point Exceptions 
None 
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Protected Mode Exceptions 


#UD 
#SS(0) 


#GP(0) 


#PF(fault-code) 
#AC(0) 


If the LOCK prefix is used. 

If CPUID.(EAX=07H, ECX=0H):EBX.ADX[bit 19] = 0. 

For an illegal address in the SS segment. 

For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 


If the DS, ES, FS, or GS register is used to access memory and it contains a null segment 
selector. 


For a page fault. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


Real-Address Mode Exceptions 


#UD 


#SS(0) 
#GP(0) 


If the LOCK prefix is used. 

If CPUID.(EAX=07H, ECX=0H):EBX.ADX[bit 19] = 0. 

For an illegal address in the SS segment. 

If any part of the operand lies outside the effective address space from 0 to FFFFH. 


Virtual-8086 Mode Exceptions 


#UD 


#SS(0) 
#GP(0) 
#PF(fault-code) 
#AC(0) 


If the LOCK prefix is used. 

If CPUID.(EAX=07H, ECX=0H):EBX.ADX[bit 19] = 0. 

For an illegal address in the SS segment. 

If any part of the operand lies outside the effective address space from 0 to FFFFH. 
For a page fault. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#UD 


#SS(0) 
#GP(0) 
#PF(fault-code) 
#AC(0) 
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If the LOCK prefix is used. 

If CPUID.(EAX=07H, ECX=0H):EBX.ADX[bit 19] = 0. 

If a memory address referencing the SS segment is in a non-canonical form. 
If the memory address is in a non-canonical form. 

For a page fault. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
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ADD—Add 
Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
04 ib ADD AL, imm8 | Valid Valid Add imm8 to AL. 
05 iw ADD AX, imm16 | Valid Valid Add imm16 to AX. 
05 id ADD EAX, imm32 | Valid Valid Add imm32 to EAX. 
REX.W + 05 id ADD RAX, imm32 | Valid N.E. Add imm32 sign-extended to 64-bits to RAX. 
80 /O ib ADD r/m8, imm8 MI | Valid Valid Add imm8 to r/m8. 
REX + 80 /O ib ADD r/m8 , imm8 MI Valid N.E. Add sign-extended imm8 to r/m8. 
81 /0 iw ADD r/m16, imm16 MI | Valid Valid Add imm16 to r/m16. 
81 /O id ADD r/m32, imm32 MI | Valid Valid Add imm32 to r/m32. 
REX.W + 81 /0 id ADD r/m64, imm32 MI Valid N.E. Add imm32 sign-extended to 64-bits to 
r/m64. 
83 /0 ib ADD r/m16, imm8 MI Valid Valid Add sign-extended imm8 to r/m16. 
83 /0 ib ADD r/m32, imm8& MI Valid Valid Add sign-extended imm8 to r/m32. 
REX.W + 83 /O ib ADD r/m64, imm8 MI Valid N.E. Add sign-extended imm8 to r/m64. 
00 /r ADD r/m8, r8 MR | Valid Valid Add r8 to r/m8. 
REX + 00 /r ADD r/m8’, re MR | Valid N.E. Add r8 to r/m8. 
01 /r ADD r/m16, r16 MR | Valid Valid Add r716 to r/m16. 
01 /r ADD r/m32, r32 MR | Valid Valid Add r32 to r/m32. 
REX.W + 01 /r ADD r/m64, r64 MR | Valid N.E. Add r64 to r/m64, 
02 /r ADD r8, r/m8 RM _ | Valid Valid Add r/m8 to r8. 
REX + 02 /r ADD r8, r/m& RM _ | Valid N.E. Add r/m8 to r8. 
03 /r ADD r16, r/m16 RM | Valid Valid Add r/m16 to r16. 
03 /r ADD r32, r/m32 RM | Valid Valid Add r/m32 to r32. 
REX.W + 03 /r ADD r64, r/m64 RM _ | Valid N.E. Add r/m64 to r64, 
NOTES: 


*In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
MR ModRM:r/m (r, w) ModRM:reg (r) NA NA 
MI ModRM:r/m (r, w) imm8/16/32 NA NA 
| AL/AX/EAX/RAX imm8/16/32 NA NA 
Description 


Adds the destination operand (first operand) and the source operand (second operand) and then stores the result 
in the destination operand. The destination operand can be a register or a memory location; the source operand 
can be an immediate, a register, or a memory location. (However, two memory operands cannot be used in one 
instruction.) When an immediate value is used as an operand, it is sign-extended to the length of the destination 
operand format. 


The ADD instruction performs integer addition. It evaluates the result for both signed and unsigned integer oper- 
ands and sets the OF and CF flags to indicate a carry (overflow) in the signed or unsigned result, respectively. The 
SF flag indicates the sign of the signed result. 
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This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


Operation 


DEST := DEST + SRC; 


Flags Affected 
The OF, SF, ZF, AF, CF, and PF flags are set according to the result. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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ADDPD—Add Packed Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
66 OF 58 /r A VV SSE2 Add packed double-precision floating-point values from 
ADDPD xmm1, xmm2/m128 xmm2/mem to xmm1 and store result in xmm1. 
VEX.128.66.0F.WIG 58 /r B VV AVX Add packed double-precision floating-point values from 
VADDPD xmm1,xmm2, xmm3/mem to xmm2 and store result in xmm1. 
xmm3/m128 
VEX.256.66.0F.WIG 58 /r B VIV AVX Add packed double-precision floating-point values from 
VADDPD ymm1, ymm2, ymm3/mem to ymm2 and store result in ymm1. 
ymm3/m256 
EVEX.128.66.0F.W1 58 /r C VIV AVX512VL | Add packed double-precision floating-point values from 
VADDPD xmm1 {k1}{z}, xmm2, AVX512F xmm3/m128/m64bcst to xmm2 and store result in xmm1 
xmm3/m128/m64bcst with writemask k1. 
EVEX.256.66.0F.W1 58 /r C VIV AVX512VL | Add packed double-precision floating-point values from 
VADDPD ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m64bcst to ymm2z and store result in ymm1 
ymm3/m256/m64bcst with writemask k1. 
EVEX.512.66.0F.W1 58 /r C VIV AVX512F Add packed double-precision floating-point values from 
VADDPD zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst to zmm2 and store result in zmm1 
zmm3/m512/m64bcst{er} with writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Adds two, four or eight packed double-precision floating-point values from the first source operand to the second 
source operand, and stores the packed double-precision floating-point result in the destination operand. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
64-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally updated with 
writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of 
the corresponding ZMM register destination are zeroed. 

VEX.128 encoded version: the first source operand is a XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 

128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper Bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. 
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Operation 


VADDPD (EVEX encoded versions) when src2 operand is a vector register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := SRC1[i+63:i] + SRC2[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VADDPD (EVEX encoded versions) when src2 operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := SRC1[i+63:i] + SRC2[63:0] 
ELSE 
DEST[i+63:i] = SRC1[i+63:i] + SRC2[i+63:i] 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VADDPD (VEX.256 encoded version) 

DEST[63:0] := SRC1[63:0] + SRC2[63:0] 
DEST[127:64] := SRC1[127:64] + SRC2[127:64] 
DEST[191:128] := SRC1[191:128] + SRC2[191:128] 
DEST[255:192] := SRC1[255:192] + SRC2[255:192] 
DEST[MAXVL-1:256] := 0 
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VADDPD (VEX.128 encoded version) 
DEST[63:0] := SRC1[63:0] + SRC2[63:0] 
DEST[127:64] := SRC1[127:64] + SRC2[127:64] 
DEST[MAXVL-1:128] := 0 


ADDPD (128-bit Legacy SSE version) 
DEST[63:0] := DEST[63:0] + SRC[63:0] 
DEST[127:64] := DEST[127:64] + SRC[127:64] 
DEST[MAXVL-1:1 28] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VADDPD __m512d_mm512_add_pd (__m512d a,__m512d b); 

VADDPD __m512d_mm512_mask_add_pd (__m512ds,__ mmask8 k,__m512da,__m512d b); 
VADDPD __m512d_mm512_maskz_add_pd (__mmask8 k,__m512da,__m512db); 

VADDPD __m256d _mm256_mask_add_pd (__m256ds,__ mmask8 k,__m256d a,__ m256d b); 
VADDPD __m256d __mm256_maskz_add_pd (__mmask8 k,___m256d a,__m256d b); 

VADDPD __m128d_mm_mask_add_pd (__m128ds,__ mmask8 k,__m128d a,__m128d b); 
VADDPD __m128d __mm_maskz_add_pd (__mmask8 k,___m128d a,__m128d b); 


VADDPD __m512d_mm512_add_round_pd (__m512d a,__m512db, int); 
VADDPD __m512d_mm512_mask_add_round_pd (__m512ds,__mmask8k,__m512da,__m512d, int); 
VADDPD __m512d_mm512_maskz_add_round_pd (__mmask8 k,__m512da,__m512db, int); 


ADDPD __m256d __mm256_add_pd (__m256d a, __m256d b),; 
ADDPD __m128d __mm_add_pd (__m128d a, __m128d b); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instruction, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-46, “Type E2 Class Exception Conditions”. 
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ADDPS—Add Packed Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
NP OF 58 /r A VV SSE Add packed single-precision floating-point values from 
ADDPS xmm1, xmm2/m128 xmm2/m128 to xmm1 and store result in xmm1. 
VEX.128.0F.WIG 58 /r B VV AVX Add packed single-precision floating-point values from 
VADDPS xmm1,xmm2, xmm3/m128 xmm3/m128 to xmm2 and store result in xmm1. 
VEX.256.0F.WIG 58 /r B VIV AVX Add packed single-precision floating-point values from 
VADDPS ymm1, ymm2, ymm3/m256 ymm3/m256 to ymm2 and store result in ymm1. 
EVEX.128.0F.WO 58 /r C VV AVX512VL | Add packed single-precision floating-point values from 
VADDPS xmm1 {k1}{z}, xmme2, AVX512F xmm3/m128/m32bcst to xmm2 and store result in 
xmm3/m128/m32bcst xmm1 with writemask k1. 
EVEX.256.0F.WO 58 /r C VIV AVX512VL | Add packed single-precision floating-point values from 
VADDPS ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m32bcst to ymm2 and store result in 
ymm3/m256/m32bcst ymm1 with writemask k1. 
EVEX.512.0F.WO 58 /r C VIV AVX512F Add packed single-precision floating-point values from 
VADDPS zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst to zmm2 and store result in 
zmm3/m512/m32bcst {er} zmm1 with writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Adds four, eight or sixteen packed single-precision floating-point values from the first source operand with the 
second source operand, and stores the packed single-precision floating-point result in the destination operand. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
32-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally updated with 
writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of 
the corresponding ZMM register destination are zeroed. 


VEX.128 encoded version: the first source operand is a XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper Bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. 
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Operation 


VADDPS (EVEX encoded versions) when src2 operand is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC1[i+31:i] + SRC2[i+31:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR; 
DEST[MAXVL-1:VL] := 0 


VADDPS (EVEX encoded versions) when src2 operand is a memory source 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] = SRC1[i+31:i] + SRC2[31:0] 
ELSE 
DEST[i+31:i] = SRC1[i+31:i] + SRC2[i+31:i] 
Fl; 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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VADDPS (VEX.256 encoded version) 

DEST[31:0] := SRC1[31:0] + SRC2[31:0] 
DEST[63:32] := SRC1[63:32] + SRC2[63:32] 
DEST[95:64] := SRC1[95:64] + SRC2[95:64] 
DEST[127:96] := SRC1[127:96] + SRC2[1 27:96] 
DEST[159:128] := SRC1[159:128] + SRC2[159:128] 
DEST[191:160]:= SRC1[191:160] + SRC2[191:160] 
DEST[223:192] := SRC1[223:192] + SRC2[223:192] 
DEST[255:224] := SRC1[255:224] + SRC2[255:224]. 
DEST[MAXVL-1:256] := 0 


VADDPS (VEX.128 encoded version) 
DEST[31:0] := SRC1[31:0] + SRC2[31:0] 
DEST[63:32] := SRC1[63:32] + SRC2[63:32] 
DEST[95:64] := SRC1[95:64] + SRC2[95:64] 
DEST[127:96] := SRC1[127:96] + SRC2[1 27:96] 
DEST[MAXVL-1:128] := 0 


ADDPS (128-bit Legacy SSE version) 
DEST[31:0] := SRC1[31:0] + SRC2[31:0] 
DEST[63:32] := SRC1[63:32] + SRC2[63:32] 
DEST[95:64] := SRC1[95:64] + SRC2[95:64] 
DEST[127:96] := SRC1[127:96] + SRC2[1 27:96] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VADDPS __m512_mm512_add_ps (_m512 a,__m512 b); 

VADDPS __m512 _mm512_mask_add_ps (__m512 s,__mmask16 k,__m512a,__m512 b); 
VADDPS __m512 _mm512_maskz_add_ps (__mmask16 k,__m512 a,__m512 b); 

VADDPS __m256 _mm256_mask_add_ps (__m256 s,__ mmask8 k,__m256 a,__m256 b); 
VADDPS __m256 _mm256_maskz_add_ps (__mmask8 k,___m256 a,__m256 b); 

VADDPS __m128 _mm_mask_add_ps (__m128ds,__ mmask8 k,__m128 a,__m128 b); 
VADDPS __m128 __mm_maskz_add_ps (__mmask8 k,___m128a,__m128 b); 

VADDPS __m512 _mm512_add_round_ps (__m512 a,__m512), int); 

VADDPS __m512 __mm512_mask_add_round_ps (_m512s,__mmask16 k,__m512 a,__m512 5, int); 
VADDPS __m512 __mm512_maskz_add_round_ps (__mmask16 k,__m512a,__m512 5, int); 
ADDPS __m256 __mm256_add_ps (__m256 a,__m256 b); 

ADDPS __m128_mm_add_ps (__m128 a,_m128 b); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instruction, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-46, “Type E2 Class Exception Conditions”. 
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ADDSD—Add Scalar Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
F2 OF 58 /r A VIV SSE2 Add the low double-precision floating-point value from 
ADDSD xmm1, xmm2/m64 xmm2/mem to xmm1 and store the result in xmm1. 
VEX.LIG.F2.0F.WIG 58 /r B VIV AVX Add the low double-precision floating-point value from 
VADDSD xmm1, xmm2, xmm3/mem to xmm2 and store the result in xmm1. 
xmm3/m64 
EVEX.LLIG.F2.0F.W1 58 /r C VIV AVX512F Add the low double-precision floating-point value from 
VADDSD xmm1 {k1}{z}, xmm3/m64 to xmme2 and store the result in xmm1 with 
xmm2, xmm3/m64{er} writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
ie Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Adds the low double-precision floating-point values from the second source operand and the first source operand 
and stores the double-precision floating-point result in the destination operand. 


The second source operand can be an XMM register or a 64-bit memory location. The first source and destination 
operands are XMM registers. 

128-bit Legacy SSE version: The first source and destination operands are the same. Bits (MAXVL-1:64) of the 
corresponding destination register remain unchanged. 


EVEX and VEX.128 encoded version: The first source operand is encoded by EVEX.vvvv/VEX.vvvv. Bits (127:64) of 
the XMM register destination are copied from corresponding bits in the first source operand. Bits (MAXVL-1:128) of 
the destination register are zeroed. 


EVEX version: The low quadword element of the destination is updated according to the writemask. 


Software should ensure VADDSD is encoded with VEX.L=0. Encoding VADDSD with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 
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Operation 


VADDSD (EVEX encoded version) 
IF (EVEX.b = 1) AND SRC2 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := SRC1[63:0] + SRC2[63:0] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


VADDSD (VEX.128 encoded version) 
DEST[63:0] := SRC1[63:0] + SRC2[63:0] 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


ADDSD (128-bit Legacy SSE version) 
DEST[63:0] := DEST[63:0] + SRC[63:0] 
DEST[MAXVL-1:64] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VADDSD __m128d_mm_mask_add_sd (__m128ds,__ mmask8 k,__m128d a,__m128d b); 

VADDSD __m128d_mm_maskz_add_sd (__mmask8 k,___m128d a,__m128d b); 

VADDSD __m128d_mm_add_round_sd (__m128d a, _m128d, int); 

VADDSD __m128d_mm_mask_add_round_sd (__m128ds,___ mmask8 k,__m128da,__m128d, int); 
VADDSD __m128d _mm_maskz_add_round_sd (__mmask8 k,___m128d a,__m128d b, int); 

ADDSD __m128d __mm_add_sd (__m128d a, __m128d b); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instruction, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-47, “Type E3 Class Exception Conditions”. 
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ADDSS—Add Scalar Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
F3 OF 58 /r A VIV SSE Add the low single-precision floating-point value from 
ADDSS xmm1, xmm2/m32 xmm2/mem to xmm1 and store the result in xmm1. 
VEX.LIG.F3.0F.WIG 58 /r B VIV AVX Add the low single-precision floating-point value from 
VADDSS xmm1,xmme2, xmm3/mem to xmm2 and store the result in xmm1. 
xmm3/m32 
EVEX.LLIG.F3.0F.WO 58 /r C VIV AVX512F | Add the low single-precision floating-point value from 
VADDSS xmm1{k1}{z}, xmm2, xmm3/m32 to xmm2 and store the result in xmm1with 
xmm3/m32{er} writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Adds the low single-precision floating-point values from the second source operand and the first source operand, 
and stores the double-precision floating-point result in the destination operand. 


The second source operand can be an XMM register or a 64-bit memory location. The first source and destination 
operands are XMM registers. 


128-bit Legacy SSE version: The first source and destination operands are the same. Bits (MAXVL-1:32) of the 
corresponding the destination register remain unchanged. 


EVEX and VEX.128 encoded version: The first source operand is encoded by EVEX.vvvv/VEX.vvvv. Bits (127:32) of 
the XMM register destination are copied from corresponding bits in the first source operand. Bits (MAXVL-1:128) of 
the destination register are zeroed. 


EVEX version: The low doubleword element of the destination is updated according to the writemask. 


Software should ensure VADDSS is encoded with VEX.L=0. Encoding VADDSS with VEX.L=1 may encounter unpre- 
dictable behavior across different processor generations. 
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Operation 


VADDSS (EVEX encoded versions) 
IF (EVEX.b = 1) AND SRC2 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN = DEST[31:0] := SRC1[31:0] + SRC2[31:0] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


VADDSS DEST, SRC1, SRC2 (VEX.128 encoded version) 
DEST[31:0] := SRC1[31:0] + SRC2[31:0] 

DEST[127:32] := SRC1[127:32] 

DEST[MAXVL-1:128] := 0 


ADDSS DEST, SRC (128-bit Legacy SSE version) 
DEST[31:0] := DEST[31:0] + SRC[31:0] 
DEST[MAXVL-1:32] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VADDSS __m128_mm_mask_add_ss (__m128s,__ mmask8 k,__m128a,__m128 b); 

VADDSS __m128_mm_maskz_add_ss (__mmask8 k,__m128a,__m128 b); 

VADDSS __m128_mm_add_round_ss (__m128 a,__m128 5, int); 

VADDSS __m128 __mm_mask_add_round_ss (__m128s,__mmask8 k,__m128 a,__m128 b, int); 
VADDSS __m128_mm_maskz_add_round_ss (__mmask8 k,___m128 a,__m128, int); 

ADDSS __m128 _mm_add_ss (__m128 a,__m128 b); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instruction, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-47, “Type E3 Class Exception Conditions”. 
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ADDSUBPD—Packed Double-FP Add/Subtract 


Opcode/ Op/ |64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
66 OF DO /r RM | V/V SSE3 Add/subtract double-precision floating-point 
ADDSUBPD xmm1, xmm2/m128 values from xmm2/m128 to xmm1. 
VEX.128.66.0F.WIG DO /r RVM | V/V AVX Add/subtract packed double-precision 
VADDSUBPD xmm1, xmm2, xmm3/m128 floating-point values from xmm3/mem to 
xmm_2 and stores result in xmm1. 
VEX.256.66.0F.WIG DO /r RVM | V/V AVX Add / subtract packed double-precision 
VADDSUBPD ymm1, ymm2, ymm3/m256 floating-point values from ymm3/mem to 
ymm_2 and stores result in ymm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Adds odd-numbered double-precision floating-point values of the first source operand (second operand) with the 
corresponding double-precision floating-point values from the second source operand (third operand); stores the 
result in the odd-numbered values of the destination operand (first operand). Subtracts the even-numbered 
double-precision floating-point values from the second source operand from the corresponding double-precision 
floating values in the first source operand; stores the result into the even-numbered values of the destination 
operand. 


In 64-bit mode, using a REX prefix in the form of REX.R permits this instruction to access additional registers 
(XMM8-XMM15). 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
YMM register destination are unmodified. See Figure 3-3. 


VEX.128 encoded version: the first source operand is an XMM register or 128-bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding YMM register destination are 
zeroed. 

VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 
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ADDSUBPD xmm_1, xmm2/m128 


[127:64] [63:0] xmm2/m128 


! ! 


xmm1[127:64] + xmm2/m128[127:64] xmm1[63:0] - xmm2/m128[63:0] 


RESULT: 
xmm1 


[127:64] [63:0] 


Figure 3-3. ADDSUBPD—Packed Double-FP Add/Subtract 


Operation 


ADDSUBPD (128-bit Legacy SSE version) 
DEST[63:0] := DEST[63:0] - SRC[63:0] 
DEST[127:64] := DEST[127:64] + SRC[127:64] 
DEST[MAXVL-1:128] (Unmodified) 


VADDSUBPD (VEX.128 encoded version) 
DEST[63:0] := SRC1[63:0] - SRC2[63:0] 
DEST[127:64] := SRC1[127:64] + SRC2[127:64] 
DEST[MAXVL-1:128] := 0 


VADDSUBPD (VEX.256 encoded version) 
DEST[63:0] := SRC1[63:0] - SRC2[63:0] 
DEST[127:64] := SRC1[127:64] + SRC2[127:64] 
DEST[191:128] := SRC1[191:1 28] - SRC2[191:128] 
DEST[255:192] := SRC1[255:192] + SRC2[255:192] 


Intel C/C++ Compiler Intrinsic Equivalent 


ADDSUBPD: m128d_mm_addsub_pd(__m128d a,__m128d b) 
VADDSUBPD: m256d _mm256_addsub_pd (__m256d a, ___m256d b) 
Exceptions 


When the source operand is a memory operand, it must be aligned on a 16-byte boundary or a general-protection 
exception (#GP) will be generated. 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal. 


Other Exceptions 
See Table 2-19, “Type 2 Class Exception Conditions”. 
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ADDSUBPS—Packed Single-FP Add/Subtract 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 

Flag 
F2 OF DO /r RM |V/V SSE3 Add/subtract single-precision floating-point 
ADDSUBPS xmm1, xmm2/m128 values from xmm2/m128 to xmm1. 
VEX.128.F2.0F.WIG DO /r RVM | V/V AVX Add/subtract single-precision floating-point 


values from xmm3/mem to xmm2 and stores 


VADDSUBPS xmm1, xmm2, xmm3/m128 
result in xmm1. 


VEX.256.F2.0F.WIG DO /r RVM | V/V AVX 
VADDSUBPS ymm1, ymm2, ymm3/m256 


Add / subtract single-precision floating-point 
values from ymm3/mem to ymm_2 and stores 
result in ymm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Adds odd-numbered single-precision floating-point values of the first source operand (second operand) with the 
corresponding single-precision floating-point values from the second source operand (third operand); stores the 
result in the odd-numbered values of the destination operand (first operand). Subtracts the even-numbered 
single-precision floating-point values from the second source operand from the corresponding single-precision 
floating values in the first source operand; stores the result into the even-numbered values of the destination 
operand. 


In 64-bit mode, using a REX prefix in the form of REX.R permits this instruction to access additional registers 
(XMM8-XMM15). 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
YMM register destination are unmodified. See Figure 3-4. 

VEX.128 encoded version: the first source operand is an XMM register or 128-bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding YMM register destination are 
zeroed. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 
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Operation 


ADDSUBPS xm 


m1, xmm2/m128 


[127:96] 


[95:64] 


[63:32] 


f 


J 


J 


| 


xmm1[127:96] + 
xmm2/m128[127:96] 


xmm1[95:64] - xmm2/ 
m128[95:64] 


xmm1 [63:32] + 
xmm2/m128[63:32] 


xmm1[31:0] - 
xmm2/m128[31:0] 


RESULT: 
xmm1 


[127:96] 


[95:64] 


[63:32] 


[31:0] 


OM15992 


Figure 3-4. ADDSUBPS—Packed Single-FP Add/Subtract 


ADDSUBPS (128-bit Legacy SSE version) 
DEST[31:0] := DEST[31:0] - SRC[31:0] 


DEST[63:32] = DEST[63:32] + SRC[63:32] 
DEST[95:64] := DEST[95:64] - SRC[95:64] 


DEST[127:96] := DEST[127:96] + SRC[127:96] 
DEST[MAXVL-1:128] (Unmodified) 


VADDSUBPS (VEX.128 encoded version) 
DEST[31:0] := SRC1[31:0] - SRC2[31:0] 
DEST[63:32] := SRC1[63:32] + SRC2[63:32] 
DEST[95:64] := SRC1[95:64] - SRC2[95:64] 
DEST[127:96] := SRC1[127:96] + SRC2[127:96] 
DEST[MAXVL-1:128] := 0 


VADDSUBPS (VEX.256 encoded version) 
DEST[31:0] := SRC1[31:0] - SRC2[31:0] 
DEST[63:32] := SRC1[63:32] + SRC2[63:32] 
DEST[95:64] := SRC1[95:64] - SRC2[95:64] 
DEST[127:96] := SRC1[127:96] + SRC2[127:96] 
DEST[159:128] := SRC1[159:1 28] - SRC2[159:128] 
DEST[191:160] := SRC1[191:160] + SRC2[191:160] 
DEST[223:192] := SRC1[223:192] - SRC2[223:192] 
DEST[255:224] := SRC1[255:224] + SRC2[255:224]. 


Intel C/C++ Compiler Intrinsic Equivalent 


ADDSUBPS: 
VADDSUBPS: 


Exceptions 


m128 _mm_addsub_ps( 


m128 a,__m128 b) 
m256 __mm256_addsub_ps (__m256 a, 


m256 b) 


When the source operand is a memory operand, the operand must be aligned on a 16-byte boundary or a general- 
protection exception (#GP) will be generated. 
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SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal. 


Other Exceptions 
See Table 2-19, “Type 2 Class Exception Conditions”. 
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ADOX — Unsigned Integer Addition of Two Operands with Overflow Flag 


Opcode/ Op/ | 64/32bit | CPUID Description 
Instruction En Mode Feature 

Support | Flag 
F3 OF 38 F6 /r RM | V/V ADX Unsigned addition of r32 with OF, r/m32 to r32, writes OF. 
ADOX 32, r/m32 
F3 REX.w OF 38 F6 /r RM | V/NE ADX Unsigned addition of r64 with OF, r/m64 to r64, writes OF. 
ADOX r64, r/m64 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


Performs an unsigned addition of the destination operand (first operand), the source operand (second operand) 
and the overflow-flag (OF) and stores the result in the destination operand. The destination operand is a general- 
purpose register, whereas the source operand can be a general-purpose register or memory location. The state of 
OF represents a carry from a previous addition. The instruction sets the OF flag with the carry generated by the 
unsigned addition of the operands. 


The ADOX instruction is executed in the context of multi-precision addition, where we add a series of operands with 
a carry-chain. At the beginning of a chain of additions, we execute an instruction to zero the OF (e.g. XOR). 


This instruction is supported in real mode and virtual-8086 mode. The operand size is always 32 bits if not in 64-bit 
mode. 


In 64-bit mode, the default operation size is 32 bits. Using a REX Prefix in the form of REX.R permits access to addi- 
tional registers (R8-15). Using REX Prefix in the form of REX.W promotes operation to 64-bits. 


ADOX executes normally either inside or outside a transaction region. 


Note: ADOX defines the CF and OF flags differently than the ADD/ADC instructions as defined in Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 2A. 


Operation 
IF OperandSize is 64-bit 
THEN OF:DEST[63:0] := DEST[63:0] + SRC[63:0] + OF; 
ELSE OF:DEST[31:0] := DEST[31:0] + SRC[31:0] + OF; 
Fl; 


Flags Affected 
OF is updated based on result. CF, SF, ZF, AF and PF flags are unmodified. 


Intel C/C++ Compiler Intrinsic Equivalent 
unsigned char _addcarryx_u32 (unsigned char c_in, unsigned int src1, unsigned int src2, unsigned int *sum_out); 
unsigned char _addcarryx_u64 (unsigned char c_in, unsigned __int64 src1, unsigned __int64 src2, unsigned __int64 *sum_out); 


SIMD Floating-Point Exceptions 
None 
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Protected Mode Exceptions 


#UD If the LOCK prefix is used. 

If CPUID.(EAX=07H, ECX=0H):EBX.ADX[bit 19] = 0. 

#SS(0) For an illegal address in the SS segment. 

#GP(0) For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
If the DS, ES, FS, or GS register is used to access memory and it contains a null segment 
selector. 

#PF(fault-code) For a page fault. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 


current privilege level is 3. 


Real-Address Mode Exceptions 


#UD If the LOCK prefix is used. 
If CPUID.(EAX=07H, ECX=0H):EBX.ADX[bit 19] = 0. 
#SS(0) For an illegal address in the SS segment. 
#GP(0) If any part of the operand lies outside the effective address space from 0 to FFFFH. 


Virtual-8086 Mode Exceptions 


#UD If the LOCK prefix is used. 
If CPUID.(EAX=07H, ECX=0H):EBX.ADX[bit 19] = 0. 
#SS(0) For an illegal address in the SS segment. 
#GP(0) If any part of the operand lies outside the effective address space from 0 to FFFFH. 
#PF(fault-code) For a page fault. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 


current privilege level is 3. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#UD If the LOCK prefix is used. 
If CPUID.(EAX=07H, ECX=0H):EBX.ADX[bit 19] = 0. 
#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the memory address is in a non-canonical form. 
#PF(fault-code) For a page fault. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 


current privilege level is 3. 
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AESDEC—Perform One Round of an AES Decryption Flow 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
66 OF 38 DE /r A VIN AES Perform one round of an AES decryption flow, using 


AESDEC xmm1, xmm2/m128 the Equivalent Inverse Cipher, using one 128-bit data 
(state) from xmm1 with one 128-bit round key from 


xmm2/m128. 


VEX.128.66.0F38.WIG DE /r B VIN AES Perform one round of an AES decryption flow, using 

VAESDEC xmm1, xmm2, xmm3/m128 AVX the Equivalent Inverse Cipher, using one 128-bit data 
(state) from xmm2 with one 128-bit round key from 
xmm3/m1 28; store the result in xmm1. 

VEX.256.66.0F38.WIG DE /r B VN VAES Perform one round of an AES decryption flow, using 


VAESDEC ymm1, ymm2, ymm3/m256 the Equivalent Inverse Cipher, using two 128-bit data 
(state) from ymm2 with two 128-bit round keys from 


ymm3/m256; store the result in ymm1. 


EVEX.128.66.0F38.WIG DE /r C VIN VAES Perform one round of an AES decryption flow, using 
VAESDEC xmm1, xmm2, xmm3/m128 AVX512VL | the Equivalent Inverse Cipher, using one 128-bit data 
(state) from xmm2 with one 128-bit round key from 
xmm3/m128; store the result in xmm1. 


EVEX.256.66.0F38.WIG DE /r Cc VIN VAES Perform one round of an AES decryption flow, using 
VAESDEC ymm1, ymm2, ymm3/m256 AVX512VL | the Equivalent Inverse Cipher, using two 128-bit data 
(state) from ymm2 with two 128-bit round keys from 
ymm3/m256; store the result in ymm1. 


EVEX.512.66.0F38.WIG DE /r C VIV VAES 
VAESDEC zmm1, zmm2, zmm3/m512 AVX512F 


Perform one round of an AES decryption flow, using 
the Equivalent Inverse Cipher, using four 1 28-bit data 
(state) from zmm2 with four 128-bit round keys from 
zmm3/m512; store the result in zmm1. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction performs a single round of the AES decryption flow using the Equivalent Inverse Cipher, using 
one/two/four (depending on vector length) 128-bit data (state) from the first source operand with one/two/four 
(depending on vector length) round key(s) from the second source operand, and stores the result in the destination 
operand. 


Use the AESDEC instruction for all but the last decryption round. For the last decryption round, use the AESDE- 
CLAST instruction. 


VEX and EVEX encoded versions of the instruction allow 3-operand (non-destructive) operation. The legacy 
encoded versions of the instruction require that the first source operand and the destination operand are the same 
and must be an XMM register. 


The EVEX encoded form of this instruction does not support memory fault suppression. 
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Operation 


AESDEC 

STATE := SRC1; 

RoundKey := SRC2; 

STATE := InvShiftRows( STATE ); 
STATE := InvSubBytes( STATE ); 
STATE := InvMixColumns( STATE ); 
DEST[127:0] := STATE XOR RoundKey; 
DEST[MAXVL-1:128] (Unmodified) 


VAESDEC (128b and 256b VEX encoded versions) 
(KL,VL) = (1,128), (2,256) 
FOR i = 0 to KL-1: 

STATE := SRC1.xmm[i] 

RoundKey := SRC2.xmm{[i] 

STATE := InvShiftRows( STATE ) 

STATE := InvSubBytes( STATE ) 

STATE := InvMixColumns( STATE ) 

DEST.xmm[i] := STATE XOR RoundKey 
DEST[MAXVL-1:VL] := 0 


VAESDEC (EVEX encoded version) 
(KL,VL) = (1,128), (2,256), (4,512) 
FOR i = 0 to KL-1: 
STATE := SRC1.xmm[i] 
RoundKey := SRC2.xmm[i] 
STATE := InvShiftRows( STATE ) 
STATE := InvSubBytes( STATE ) 
STATE := InvMixColumns( STATE ) 
DEST.xmm[i] := STATE XOR RoundKey 
DEST[MAXVL-1:VL] :=0 


Intel C/C++ Compiler Intrinsic Equivalent 


m256i); 


(V)AESDEC m128i __mm_aesdec (__m128i, __m128i) 
VAESDEC m256i__mm256_aesdec_epil 28(__m256i, 
VAESDEC m512i_mm512_aesdec_epil 28(__m512i, 


m512i); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded: See Table 2-50, “Type E4NF Class Exception Conditions”. 
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AESDEC1 28KL—Perform Ten Rounds of AES Decryption Flow with Key Locker Using 128-Bit Key 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
F3 OF 38 DD |(11):rrr:bbb A VIN AESKLE Decrypt xmm using 128-bit AES key indicated by han- 
AESDEC1 28KL xmm, m384 dle at m384 and store result in xmm. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


The AESDEC128KL! instruction performs 10 rounds of AES to decrypt the first operand using the 128-bit key indi- 
cated by the handle from the second operand. It stores the result in the first operand if the operation succeeds 
(e.g., does not run into a handle violation failure). 


Operation 


AESDEC128KL 
Handle := UnalignedLoad of 384 bit (SRC); // Load is not guaranteed to be atomic. 
Illegal Handle = (HandleReservedBitSet (Handle) || 
(Handle[0] AND (CPL > 0)) || 
Handle [2] || 
HandleKeyType (Handle) != HANDLE_KEY_TYPE_AES1 28); 
IF (Illegal Handle) { 
THEN RFLAGS.ZF := 1; 
ELSE 
(UnwrappedKey, Authentic) := UnwrapKeyAndAuthenticate384 (Handle[383:0], IwKey); 
IF (Authentic == 0) 
THEN RFLAGS.ZF := 1; 
ELSE 
DEST := AES128Decrypt (DEST, UnwrappedKey) ; 
RFLAGS.ZF := 0; 
FI; 
FI; 
RFLAGS.OF, SF, AF, PF, CF := 0; 


Flags Affected 


ZF is set to 0 if the operation succeeded and set to 1 if the operation failed due to a handle violation. The other 
arithmetic flags (OF, SF, AF, PF, CF) are cleared to 0. 


Intel C/C++ Compiler Intrinsic Equivalent 


AESDEC128KL —_ unsigned char __mm_aesdec1 28kl_u8(__m128i* odata, __m128i idata, const void* h); 


1. Further details on Key Locker and usage of this instruction can be found here: 
https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 
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Exceptions (All Operating Modes) 
#UD If the LOCK prefix is used. 
If CPUID.O7H:ECX.KL [bit 23] = 0. 
If CR4.KL = 0. 
If CPUID.19H:EBX.AESKLE [bit 0] = 0. 
If CRO.EM = 1. 
If CR4.OSFXSR = 0. 
#NM If CRO.TS = 1. 
#PF If a page fault occurs. 
#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If the memory address is in a non-canonical form. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
If a memory address referencing the SS segment is in a non-canonical form. 
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AESDEC256KL—Perform 14 Rounds of AES Decryption Flow with Key Locker Using 256-Bit Key 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
F3 OF 38 DF !(11):rrr:bbb A VIN AESKLE Decrypt xmm using 256-bit AES key indicated by han- 
AESDEC256KL xmm, m512 dle at m512 and store result in xmm. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


The AESDEC256KL! instruction performs 14 rounds of AES to decrypt the first operand using the 256-bit key indi- 
cated by the handle from the second operand. It stores the result in the first operand if the operation succeeds 
(e.g., does not run into a handle violation failure). 


Operation 


AESDEC256KL 
Handle := UnalignedLoad of 512 bit (SRC); // Load is not guaranteed to be atomic. 
Illegal Handle = (HandleReservedBitSet (Handle) || 
(Handle[0] AND (CPL > 0)) || 
Handle [2] || 
HandleKeyType (Handle) != HANDLE_KEY_TYPE_AES256); 
IF (Illegal Handle) 
THEN RFLAGS.ZF := 1; 
ELSE 
(UnwrappedKey, Authentic) := UnwrapKeyAndAuthenticate5 12 (Handle[51 1:0], IwKey); 
IF (Authentic == 0) 
THEN RFLAGS.ZF := 1; 
ELSE 
DEST := AES256Decrypt (DEST, UnwrappedKey) ; 
RFLAGS.ZF := 0; 
FI; 
FI; 
RFLAGS.OF, SF, AF, PF, CF := 0; 


Flags Affected 


ZF is set to 0 if the operation succeeded and set to 1 if the operation failed due to a handle violation. The other 
arithmetic flags (OF, SF, AF, PF, CF) are cleared to 0. 


Intel C/C++ Compiler Intrinsic Equivalent 


AESDEC256KL unsigned char __mm_aesdec256kl_u8(__m128i* odata, __m128i idata, const void* h); 


1. Further details on Key Locker and usage of this instruction can be found here: 
https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 
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Exceptions (All Operating Modes) 
#UD If the LOCK prefix is used. 
If CPUID.O7H:ECX.KL [bit 23] = 0. 
If CR4.KL = 0. 
If CPUID.19H:EBX.AESKLE [bit 0] = 0. 
If CRO.EM = 1. 
If CR4.OSFXSR = 0. 
#NM If CRO.TS = 1. 
#PF If a page fault occurs. 
#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If the memory address is in a non-canonical form. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
If a memory address referencing the SS segment is in a non-canonical form. 
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AESDECLAST—Perform Last Round of an AES Decryption Flow 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
66 OF 38 DF /r A VV AES Perform the last round of an AES decryption flow, 
AESDECLAST xmm1, xmm2/m128 using the Equivalent Inverse Cipher, using one 128-bit 
data (state) from xmm1 with one 128-bit round key 
from xmm2/m128. 
VEX.128.66.0F38.WIG DF /r B VV AES Perform the last round of an AES decryption flow, 
VAESDECLAST xmm1, xmm2, xmm3/m128 AVX using the Equivalent Inverse Cipher, using one 128-bit 
data (state) from xmm2 with one 128-bit round key 
from xmm3/m1 28; store the result in xmm1. 
VEX.256.66.0F38.WIG DF /r B VN VAES Perform the last round of an AES decryption flow, 
VAESDECLAST ymm1, ymm2, ymm3/m256 using the Equivalent Inverse Cipher, using two 128- 
bit data (state) from ymm2 with two 128-bit round 
keys from ymm3/m256; store the result in ymm1. 
EVEX.128.66.0F38.WIG DF /r C VIN VAES Perform the last round of an AES decryption flow, 
VAESDECLAST xmm1, xmm2, xmm3/m128 AVX512VL | using the Equivalent Inverse Cipher, using one 128-bit 
data (state) from xmm2 with one 128-bit round key 
from xmm3/m1 28; store the result in xmm1. 
EVEX.256.66.0F38.WIG DF /r C VIN VAES Perform the last round of an AES decryption flow, 
VAESDECLAST ymm1, ymm2, ymm3/m256 AVX512VL | using the Equivalent Inverse Cipher, using two 128- 
bit data (state) from ymm2 with two 128-bit round 
keys from ymm3/m256; store the result in ymm1. 
EVEX.512.66.0F38.WIG DF /r C VIN VAES Perform the last round of an AES decryption flow, 
VAESDECLAST zmm1, zmm2, zmm3/m512 AVX512F | using the Equivalent Inverse Cipher, using four1 28-bit 
data (state) from zmme with four 128-bit round keys 
from zmm3/m512; store the result in zmm1. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction performs the last round of the AES decryption flow using the Equivalent Inverse Cipher, using 
one/two/four (depending on vector length) 128-bit data (state) from the first source operand with one/two/four 
(depending on vector length) round key(s) from the second source operand, and stores the result in the destination 


operand. 


VEX and EVEX encoded versions of the instruction allow 3-operand (non-destructive) operation. The legacy 
encoded versions of the instruction require that the first source operand and the destination operand are the same 
and must be an XMM register. 


The EVEX encoded form of this instruction does not support memory fault suppression. 
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Operation 


AESDECLAST 

STATE := SRC1; 

RoundKey := SRC2; 

STATE := InvShiftRows( STATE ); 
STATE := InvSubBytes( STATE ); 
DEST[127:0] := STATE XOR RoundKey; 
DEST[MAXVL-1:128] (Unmodified) 


VAESDECLAST (128b and 256b VEX encoded versions) 
(KL,VL) = (1,128), (2,256) 
FOR i = 0 to KL-1: 

STATE := SRC1.xmm[i] 

RoundKey := SRC2.xmm[i] 

STATE := InvShiftRows( STATE ) 

STATE := InvSubBytes( STATE ) 

DEST.xmm[i] := STATE XOR RoundKey 
DEST[MAXVL-1:VL] := 0 


VAESDECLAST (EVEX encoded version) 
(KL,VL) = (1,128), (2,256), (4,512) 
FOR i = 0 to KL-1: 
STATE := SRC1.xmm[i] 
RoundKey := SRC2.xmm[i] 
STATE := InvShiftRows( STATE ) 
STATE := InvSubBytes( STATE ) 
DEST.xmm[i] := STATE XOR RoundKey 
DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


(V)AESDECLAST __m128i_mm_aesdeclast (__m128i,__m128i) 
VAESDECLAST m256i_mm256_aesdeclast_epil 28(__m256i, 


m256i); 


VAESDECLAST m512i_mm512_aesdeclast_epi1 28(__m512i, 


m512i); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded: See Table 2-50, “Type E4NF Class Exception Conditions”. 
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AESDECWIDE128KL—Perform Ten Rounds of AES Decryption Flow with Key Locker on 8 Blocks 
Using 128-Bit Key 


Opcode/ Op/ |64/32-bit | CPUID Feature | Description 

Instruction En |Mode Flag 

F3 OF 38 D8 \(11):001:bbb A VN AESKLEWIDE_KL | Decrypt XMMO-7 using 128-bit AES key indicated 

AESDECWIDE1 28KL m384, <XMMO-7> by handle at m384 and store each resultant block 
back to its corresponding register. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operands 2 - 9 
A NA ModRM:r/m (r) Implicit XMMO-7 (r, w) 
Description 


The AESDECWIDE128KL! instruction performs ten rounds of AES to decrypt each of the eight blocks in XMMO-7 
using the 128-bit key indicated by the handle from the second operand. It replaces each input block in XMMO-7 with 
its corresponding decrypted block if the operation succeeds (e.g., does not run into a handle violation failure). 


Operation 


AESDECWIDE128KL 
Handle := UnalignedLoad of 384 bit (SRC); // Load is not guaranteed to be atomic. 
Illegal Handle = (HandleReservedBitSet (Handle) || 
(Handle[0] AND (CPL > 0)) || 
Handle [2] || 
HandleKeyType (Handle) != HANDLE_KEY_TYPE_AES1 28); 
IF (Illegal Handle) 
THEN RFLAGS.ZF := 1; 
ELSE 
(UnwrappedKey, Authentic) := UnwrapKeyAndAuthenticate384 (Handle[383:0], IwKey); 
IF Authentic == 0 { 
THEN RFLAGS.ZF := 1; 
ELSE 
XMMO := AES128Decrypt 
XMM1 := AES128Decrypt 
XMM2 := AES128Decrypt 
XMM3 := AES128Decrypt 
XMM4 := AES128Decrypt 
XMM5 := AES128Decrypt 
XMM6 := AES128Decrypt 
XMM7 := AES128Decrypt 
RFLAGS.ZF := 0; 


, 


XMMO, UnwrappedKey) 
XMM1, UnwrappedKey) 
XMM2, UnwrappedKey) ; 
XMM3, UnwrappedKey) ; 
) 
) 
) 
) 


, 


XMM4, UnwrappedKey 
XMM5, UnwrappedKey 
XMMB6, UnwrappedKey 
XMM7, UnwrappedKey 


, 


, 


, 


aS peed cS «Soren cen es ps es 


, 


Fl; 
Fl; 
RFLAGS.OF, SF, AF, PF, CF := 0; 


Flags Affected 


ZF is set to 0 if the operation succeeded and set to 1 if the operation failed due to a handle violation. The other 
arithmetic flags (OF, SF, AF, PF, CF) are cleared to 0. 


1. Further details on Key Locker and usage of this instruction can be found here: 
https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 
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Intel C/C++ Compiler Intrinsic Equivalent 


AESDECWIDE1 28KL unsigned char _mm_aesdecwide1 28k|_u8(__m128i odata[8], const __m128i idata[8], const void* h); 


Exceptions (All Operating Modes) 


#UD If the LOCK prefix is used. 
If CPUID.07H:ECX.KL [bit 23] = 0. 
If CR4.KL = 0. 
If CPUID.19H:EBX.AESKLE [bit 0] = 0. 
If CRO.EM = 1. 


If CR4.OSFXSR = 0. 
If CPUID.19H:EBX.WIDE_KL [bit 2] = 0. 


#NM If CRO.TS = 1. 

#PF If a page fault occurs. 

#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 

If the memory address is in a non-canonical form. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 


If a memory address referencing the SS segment is in a non-canonical form. 
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AESDECWIDE256KL—Perform 14 Rounds of AES Decryption Flow with Key Locker on 8 Blocks 
Using 256-Bit Key 


Opcode/ Op/ |64/32-bit | CPUID Feature | Description 

Instruction En |Mode Flag 

F3 OF 38 D8 \(11):011:bbb A VN AESKLEWIDE_KL | Decrypt XMMO-7 using 256-bit AES key indicated 

AESDECWIDE256KL m512, <XMMO-7> by handle at m512 and store each resultant block 
back to its corresponding register. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operands 2 - 9 
A NA ModRM:r/m (r) Implicit XMMO-7 (r, w) 
Description 


The AESDECWIDE256KL! instruction performs 14 rounds of AES to decrypt each of the eight blocks in XMMO-7 
using the 256-bit key indicated by the handle from the second operand. It replaces each input block in XMMO-7 with 
its corresponding decrypted block if the operation succeeds (e.g., does not run into a handle violation failure). 


Operation 


AESDECWIDE256KL 

Handle := UnalignedLoad of 512 bit (SRC); // Load is not guaranteed to be atomic. 

Illegal Handle = (HandleReservedBitSet (Handle) || 
(Handle[0] AND (CPL > 0)) || 
Handle [2] || 
HandleKeyType (Handle) != HANDLE_KEY_TYPE_AES256); 

IF (Illegal Handle) { 

THEN RFLAGS.ZF := 1; 
ELSE 
(UnwrappedKey, Authentic) := UnwrapKeyAndAuthenticate5 12 (Handle[51 1:0], lwKey); 
IF (Authentic == 0) 
THEN RFLAGS.ZF := 1; 
ELSE 

XMMO := AES256Decrypt 
XMM1 := AES256Decrypt 
XMM2 := AES256Decrypt 
XMM3 := AES256Decrypt 
XMM4 := AES256Decrypt 
XMM5 := AES256Decrypt 
XMM6 := AES256Decrypt 
XMM7 := AES256Decrypt 
RFLAGS.ZF := 0; 


, 


XMMO, UnwrappedKey) 
XMM1, UnwrappedKey) 
XMM2, UnwrappedKey) 
XMM3, UnwrappedKey) ; 
XMM4, UnwrappedKey) ; 
) 
) 
) 


, 


, 


XMM5, UnwrappedKey 
XMMB6, UnwrappedKey 
XMM7, UnwrappedKey 


, 


, 


aS pemene ce < Soaring Syn omens pas pomiae 


, 


Fl; 
Fl; 
RFLAGS.OF, SF, AF, PF, CF := 0; 


Flags Affected 


ZF is set to 0 if the operation succeeded and set to 1 if the operation failed due to a handle violation. The other 
arithmetic flags (OF, SF, AF, PF, CF) are cleared to 0. 


1. Further details on Key Locker and usage of this instruction can be found here: 
https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 
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Intel C/C++ Compiler Intrinsic Equivalent 


AESDECWIDE256KL unsigned char _mm_aesdecwide256kl_u8(__m128i odata[8], const __m128i idata[8], const void* h); 


Exceptions (All Operating Modes) 


#UD If the LOCK prefix is used. 
If CPUID.07H:ECX.KL [bit 23] = 0. 
If CR4.KL = 0. 
If CPUID.19H:EBX.AESKLE [bit 0] = 0. 
If CRO.EM = 1. 


If CR4.OSFXSR = 0. 
If CPUID.19H:EBX.WIDE_KL [bit 2] = 0. 


#NM If CRO.TS = 1. 

#PF If a page fault occurs. 

#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 

If the memory address is in a non-canonical form. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 


If a memory address referencing the SS segment is in a non-canonical form. 
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AESENC—Perform One Round of an AES Encryption Flow 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
66 OF 38 DC /r A VIN AES Perform one round of an AES encryption flow, using one 
AESENC xmm1, xmm2/m128 128-bit data (state) from xmm1 with one 128-bit round 
key from xmm2/m128. 
VEX.128.66.0F38.WIG DC /r B VV AES Perform one round of an AES encryption flow, using one 
VAESENC xmm1, xmm2, xmm3/m128 AVX 128-bit data (state) from xmme2 with one 128-bit round 
key from the xmm3/m1 28; store the result in xmm1. 
VEX.256.66.0F38.WIG DC /r B VIN VAES Perform one round of an AES encryption flow, using two 
VAESENC ymm1, ymm2, ymm3/m256 128-bit data (state) from ymme with two 128-bit round 
keys from the ymm3/m256; store the result in ymm1. 
EVEX.128.66.0F38.WIG DC /r C VIN VAES Perform one round of an AES encryption flow, using one 
VAESENC xmm1, xmm2, xmm3/m128 AVX512VL_ | 128-bit data (state) from xmm2 with one 128-bit round 
key from the xmm3/m1 28; store the result in xmm1. 
EVEX.256.66.0F38.WIG DC /r C VIN VAES Perform one round of an AES encryption flow, using two 
VAESENC ymm1, ymm2, ymm3/m256 AVX512VL_ | 128-bit data (state) from ymm2 with two 128-bit round 
keys from the ymm3/m256; store the result in ymm1. 
EVEX.512.66.0F38.WIG DC /r C VN VAES Perform one round of an AES encryption flow, using four 
VAESENC zmm1, zmm2, zmm3/m512 AVX512F 128-bit data (state) from zmm2 with four 128-bit round 
keys from the zmm3/m512; store the result in zmm1. 
Instruction Operand Encoding 
Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction performs a single round of an AES encryption flow using one/two/four (depending on vector length) 
128-bit data (state) from the first source operand with one/two/four (depending on vector length) round key(s) 
from the second source operand, and stores the result in the destination operand. 

Use the AESENC instruction for all but the last encryption rounds. For the last encryption round, use the AESENC- 
CLAST instruction. 

VEX and EVEX encoded versions of the instruction allow 3-operand (non-destructive) operation. The legacy 
encoded versions of the instruction require that the first source operand and the destination operand are the same 
and must be an XMM register. 


The EVEX encoded form of this instruction does not support memory fault suppression. 


Operation 

AESENC 

STATE := SRC1; 

RoundKey := SRC2; 

STATE := ShiftRows( STATE ); 

STATE := SubBytes( STATE ); 

STATE := MixColumns( STATE ); 
DEST[127:0] := STATE XOR RoundKey; 
DEST[MAXVL-1:128] (Unmodified) 
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VAESENC (128b and 256b VEX encoded versions) 
(KL,VL) = (1,128), (2,256) 
FOR | := 0 to KL-1: 

STATE := SRC1.xmm[i] 

RoundKey := SRC2.xmm[i] 

STATE := ShiftRows( STATE ) 

STATE := SubBytes( STATE ) 

STATE := MixColumns( STATE ) 

DEST.xmm[i] := STATE XOR RoundKey 
DEST[MAXVL-1:VL] := 0 


VAESENC (EVEX encoded version) 
(KL,VL) = (1,128), (2,256), (4,512) 
FOR i := 0 to KL-1: 


STATE := SRC1.xmm{i] // xmm[i] is the i’th xmm word in the SIMD register 


RoundKey := SRC2.xmm[i] 

STATE := ShiftRows( STATE ) 

STATE := SubBytes( STATE ) 

STATE := MixColumns( STATE ) 

DEST.xmmi] := STATE XOR RoundKey 
DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


(V)AESENC: m128i _mm_aesenc (__m128i,___m128i) 
VAESENC __m256i __mm256_aesenc_epil28(__m256i, __ m256i); 
VAESENC __m512i_mm512_aesenc_epil28(__m512i,___m512i); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded: See Table 2-50, “Type E4NF Class Exception Conditions”. 
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AESENC128KL—Perform Ten Rounds of AES Encryption Flow with Key Locker Using 128-Bit Key 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
F3 OF 38 DC !(11):rrr:bbb A VIN AESKLE Encrypt xmm using 128-bit AES key indicated by han- 
AESENC128KL xmm, m384 dle at m384 and store result in xmm. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


The AESENC128KL! instruction performs ten rounds of AES to encrypt the first operand using the 128-bit key indi- 
cated by the handle from the second operand. It stores the result in the first operand if the operation succeeds 
(e.g., does not run into a handle violation failure). 


Operation 


AESENC128KL 
Handle := UnalignedLoad of 384 bit (SRC); // Load is not guaranteed to be atomic. 
Illegal Handle = ( 

HandleReservedBitSet (Handle) || 

(Handle[O] AND (CPL > O)) || 

Handle [1] || 

HandleKeyType (Handle) != HANDLE_KEY_TYPE_AES128 


); 
IF (Illegal Handle) { 
THEN RFLAGS.ZF := 1; 
ELSE 
(UnwrappedKey, Authentic) := UnwrapKeyAndAuthenticate384 (Handle[383:0], IlwKey); 
IF (Authentic == 0) 
THEN RFLAGS.ZF := 1; 
ELSE 
DEST := AES128Encrypt (DEST, UnwrappedKey) ; 
RFLAGS.ZF := 0; 
Fl; 
Fl; 
RFLAGS.OF, SF, AF, PF, CF := 0; 


Flags Affected 


ZF is set to 0 if the operation succeeded and set to 1 if the operation failed due to a handle violation. The other 
arithmetic flags (OF, SF, AF, PF, CF) are cleared to 0. 


Intel C/C++ Compiler Intrinsic Equivalent 


AESENC128KL unsigned char __mm_aesenc1 28kl_u8(__m128i* odata, __m128i idata, const void* h); 


1. Further details on Key Locker and usage of this instruction can be found here: 
https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 
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Exceptions (All Operating Modes) 
#UD If the LOCK prefix is used. 
If CPUID.O7H:ECX.KL [bit 23] = 0. 
If CR4.KL = 0. 
If CPUID.19H:EBX.AESKLE [bit 0] = 0. 
If CRO.EM = 1. 
If CR4.OSFXSR = 0. 
#NM If CRO.TS = 1. 
#PF If a page fault occurs. 
#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If the memory address is in a non-canonical form. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
If a memory address referencing the SS segment is in a non-canonical form. 
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AESENC256KL—Perform 14 Rounds of AES Encryption Flow with Key Locker Using 256-Bit Key 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
F3 OF 38 DE !(11):rrr:bbb A VN AESKLE Encrypt xmm using 256-bit AES key indicated by han- 
AESENC256KL xmm, m512 dle at m512 and store result in xmm. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


The AESENC256KL! instruction performs 14 rounds of AES to encrypt the first operand using the 256-bit key indi- 
cated by the handle from the second operand. It stores the result in the first operand if the operation succeeds 
(e.g., does not run into a handle violation failure). 


Operation 


AESENC256KL 
Handle := UnalignedLoad of 512 bit (SRC); // Load is not guaranteed to be atomic. 
Illegal Handle = ( 

HandleReservedBitSet (Handle) || 

(Handle[0] AND (CPL > O)) || 

Handle [1] || 

HandleKeyType (Handle) != HANDLE_KEY_TYPE_AES256 


); 
IF (Illegal Handle) 
THEN RFLAGS.ZF := 1; 
ELSE 
(UnwrappedKey, Authentic) := UnwrapKeyAndAuthenticate5 12 (Handle[51 1:0], IwKey); 
IF (Authentic == 0) 
THEN RFLAGS.ZF := 1; 
ELSE 
DEST := AES256Encrypt (DEST, UnwrappedKey) ; 
RFLAGS.ZF := 0; 
FI; 
FI; 
RFLAGS.OF, SF, AF, PF, CF := 0; 


Flags Affected 


ZF is set to 0 if the operation succeeded and set to 1 if the operation failed due to a handle violation. The other 
arithmetic flags (OF, SF, AF, PF, CF) are cleared to 0. 


Intel C/C++ Compiler Intrinsic Equivalent 


AESENC256KL unsigned char __mm_aesenc256kl_u8(__m128i* odata, __m128i idata, const void* h); 


1. Further details on Key Locker and usage of this instruction can be found here: 
https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 
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Exceptions (All Operating Modes) 
#UD If the LOCK prefix is used. 
If CPUID.O7H:ECX.KL [bit 23] = 0. 
If CR4.KL = 0. 
If CPUID.19H:EBX.AESKLE [bit 0] = 0. 
If CRO.EM = 1. 
If CR4.OSFXSR = 0. 
#NM If CRO.TS = 1. 
#PF If a page fault occurs. 
#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If the memory address is in a non-canonical form. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
If a memory address referencing the SS segment is in a non-canonical form. 
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AESENCLAST—Perform Last Round of an AES Encryption Flow 


Opcode/ Op/ |64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 

66 OF 38 DD /r A VIN AES Perform the last round of an AES encryption flow, 

AESENCLAST xmm1, xmm2/m128 using one 128-bit data (state) from xmm1 with one 
128-bit round key from xmm2/m128. 

VEX.128.66.0F38.WIG DD /r B VV AES Perform the last round of an AES encryption flow, 

VAESENCLAST xmm1, xmm2, xmm3/m1 28 AVX using one 128-bit data (state) from xmm2 with one 
128-bit round key from xmm3/m1 28; store the result 
inxmm1. 

VEX.256.66.0F38.WIG DD /r B VV VAES Perform the last round of an AES encryption flow, 

VAESENCLAST ymm1, ymm2, ymm3/m256 using two 128-bit data (state) from ymm2 with two 
128-bit round keys from ymm3/m256; store the 
result in ymm1. 

EVEX.128.66.0F38.WIG DD /r C VIN VAES Perform the last round of an AES encryption flow, 

VAESENCLAST xmm1, xmm2, xmm3/m1 28 AVX512VL | using one 128-bit data (state) from xmm2 with one 
128-bit round key from xmm3/m1 28; store the result 
inxmm1. 

EVEX.256.66.0F38.WIG DD /r C VV VAES Perform the last round of an AES encryption flow, 

VAESENCLAST ymm1, ymm2, ymm3/m256 AVX512VL | using two 128-bit data (state) from ymm2 with two 
128-bit round keys from ymm3/m256; store the 
result in ymm1. 

EVEX.512.66.0F38.WIG DD /r C VV VAES Perform the last round of an AES encryption flow, 

VAESENCLAST zmm1, zmm2, zmm3/m512 AVX512F | using four 128-bit data (state) from zmm2 with four 
128-bit round keys from zmm3/m51 2; store the 
result in zmm1. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand2 Operand3 Operand4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction performs the last round of an AES encryption flow using one/two/four (depending on vector length) 
128-bit data (state) from the first source operand with one/two/four (depending on vector length) round key(s) 
from the second source operand, and stores the result in the destination operand. 


VEX and EVEX encoded versions of the instruction allows 3-operand (non-destructive) operation. The legacy 
encoded versions of the instruction require that the first source operand and the destination operand are the same 


and must be an XMM register. 


The EVEX encoded form of this instruction does not support memory fault suppression. 
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AESENCLAST—Perform Last Round of an AES Encryption Flow 


Operation 


AESENCLAST 

STATE := SRC1; 

RoundKey := SRC2; 

STATE := ShiftRows( STATE ); 

STATE := SubBytes( STATE ); 
DEST[127:0] := STATE XOR RoundKey; 
DEST[MAXVL-1:128] (Unmodified) 


VAESENCLAST (128b and 256b VEX encoded versions) 
(KL, VL) = (1,128), (2,256) 
FOR I=0 to KL-1: 

STATE := SRC1.xmm[i] 

RoundKey := SRC2.xmm[i] 

STATE := ShiftRows( STATE ) 

STATE := SubBytes( STATE ) 

DEST.xmm[i] := STATE XOR RoundKey 
DEST[MAXVL-1:VL] := 0 


VAESENCLAST (EVEX encoded version) 
(KL,VL) = (1,128), (2,256), (4,512) 
FOR i = 0 to KL-1: 
STATE := SRC1.xmm[i] 
RoundKey := SRC2.xmm[i] 
STATE := ShiftRows( STATE ) 
STATE := SubBytes( STATE ) 
DEST.xmm[i] := STATE XOR RoundKey 
DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


(V)AESENCLAST __m128i_mm_aesenclast (__m128i,__m128i) 
VAESENCLAST m256i__mm256_aesenclast_epil 28(__m256i, 


m256i); 


VAESENCLAST m512i_mm512_aesenclast_epi128(__m512i, 


m512i); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded: See Table 2-50, “Type E4NF Class Exception Conditions”. 
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AESENCWIDE1 28KL—Perform Ten Rounds of AES Encryption Flow with Key Locker on 8 Blocks 
Using 128-Bit Key 


Opcode/ Op/ | 64/32-bit | CPUID Feature Description 

Instruction En |Mode Flag 

F3 OF 38 D8 \(11):000:bbb A VN AESKLE WIDE_KL | Encrypt XMMO-7 using 128-bit AES key indicated 

AESENCWIDE128KL m384, <XMMO-7> by handle at m384 and store each resultant block 
back to its corresponding register. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operands 2 - 9 
A NA ModRM:r/m (r) Implicit XMMO-7 (r, w) 
Description 


The AESENCWIDE128KL! instruction performs ten rounds of AES to encrypt each of the eight blocks in XMMO-7 
using the 128-bit key indicated by the handle from the second operand. It replaces each input block in XMMO-7 with 
its corresponding encrypted block if the operation succeeds (e.g., does not run into a handle violation failure). 


Operation 


AESENCWIDE128KL 
Handle := UnalignedLoad of 384 bit (SRC); // Load is not guaranteed to be atomic. 
Illegal Handle = ( 
HandleReservedBitSet (Handle) || 
(Handle[0] AND (CPL > 0)) || 
Handle [1] || 
HandleKeyType (Handle) != HANDLE_KEY_TYPE_AES128 
); 
IF (Illegal Handle 
THEN RFLAGS.ZF := 1; 
ELSE 
(UnwrappedKey, Authentic) := UnwrapKeyAndAuthenticate384 (Handle[383:0], IwKey); 
IF Authentic == 
THEN RFLAGS.ZF := 1; 
ELSE 
XMMO := AES128Encrypt (XMMO, UnwrappedKey) ; 
XMM1 := AES128Encrypt (XMM1, UnwrappedKey 
XMM2 := AES128Encrypt 
XMM3 := AES128Encrypt 
XMM4 := AES128Encrypt 
XMM5 := AES128Encrypt 
XMM6 := AES128Encrypt 
XMM7 := AES128Encrypt 
RFLAGS.ZF := 0; 


); 
XMM2, UnwrappedKey) ; 
XMM3, UnwrappedKey) ; 
XMM4, UnwrappedKey) ; 
XMM5, UnwrappedKey) ; 
XMM6, UnwrappedKey) 
) 


XMM7, UnwrappedKey 


, 


, 


gin, gti phan. jambs glean, gua: 


, 


Fl; 
Fl; 
RFLAGS.OF, SF, AF, PF, CF := 0; 


1. Further details on Key Locker and usage of this instruction can be found here: 
https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 
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Flags Affected 


ZF is set to 0 if the operation succeeded and set to 1 if the operation failed due to a handle violation. The other 
arithmetic flags (OF, SF, AF, PF, CF) are cleared to 0. 


Intel C/C++ Compiler Intrinsic Equivalent 


AESENCWIDE1 28KL unsigned char __mm_aesencwide1 28kl_u8(__m128i odata[8], const __m128i idata[8], const void* h); 


Exceptions (All Operating Modes) 
#UD If the LOCK prefix is used. 
If CPUID.O7H:ECX.KL [bit 23] = 0. 
If CR4.KL = 0. 
If CPUID.AESKLE = 0. 
If CRO.EM = 1. 
If CR4.OSFXSR = 0. 
If CPUID.19H:EBX.WIDE_KL [bit 2] = 0. 


#NM If CRO.TS = 1. 

#PF If a page fault occurs. 

#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 

If the memory address is in a non-canonical form. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 


If a memory address referencing the SS segment is in a non-canonical form. 
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AESENCWIDE256KL—Perform 14 Rounds of AES Encryption Flow with Key Locker on 8 Blocks 
Using 256-Bit Key 


Opcode/ Op/ | 64/32-bit | CPUID Feature Description 

Instruction En |Mode Flag 

F3 OF 38 D8 \(11):010:bbb A VN AESKLE WIDE_KL | Encrypt XMMO-7 using 256-bit AES key indicated 

AESENCWIDE256KL m512, <XMMO-7> by handle at m512 and store each resultant block 
back to its corresponding register. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operands 2 - 9 
A NA ModRM:r/m (r) Implicit XMMO-7 (r, w) 
Description 


The AESENCWIDE256KL! instruction performs 14 rounds of AES to encrypt each of the eight blocks in XMMO-7 
using the 256-bit key indicated by the handle from the second operand. It replaces each input block in XMMO-7 with 
its corresponding encrypted block if the operation succeeds (e.g., does not run into a handle violation failure). 


Operation 


AESENCWIDE256KL 
Handle := UnalignedLoad of 512 bit (SRC); // Load is not guaranteed to be atomic. 
Illegal Handle = ( 
HandleReservedBitSet (Handle) || 
(Handle[0] AND (CPL > 0)) || 
Handle [1] || 
HandleKeyType (Handle) != HANDLE_KEY_TYPE_AES256 
); 
IF (Illegal Handle 
THEN RFLAGS.ZF := 1; 
ELSE 
(UnwrappedKey, Authentic) := UnwrapKeyAndAuthenticate5 12 (Handle[51 1:0], lwKey); 
IF (Authentic == 0) 
THEN RFLAGS.ZF := 1; 
ELSE 
XMMO := AES256Encrypt 
XMM1 := AES256Encrypt 
XMM2 := AES256Encrypt 
XMM3 := AES256Encrypt 
XMM4 := AES256Encrypt 
XMM5 := AES256Encrypt 
XMM6 := AES256Encrypt 
XMM7 := AES256Encrypt 
RFLAGS.ZF := 0; 


, 


XMMO, UnwrappedKey) 
XMM1, UnwrappedKey) 
XMM2, UnwrappedKey) 
XMM3, UnwrappedKey) ; 
XMM4, UnwrappedKey) ; 
) 
) 
) 


, 


, 


XMM5, UnwrappedKey 
XMM6, UnwrappedKey 
XMM7, UnwrappedKey 


, 


, 


gina, gman: gpa gata ima: pata min. gimme 


, 


Fl; 
Fl; 
RFLAGS.OF, SF, AF, PF, CF := 0; 


1. Further details on Key Locker and usage of this instruction can be found here: 
https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 
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Flags Affected 


ZF is set to 0 if the operation succeeded and set to 1 if the operation failed due to a handle violation. The other 
arithmetic flags (OF, SF, AF, PF, CF) are cleared to 0. 


Intel C/C++ Compiler Intrinsic Equivalent 


AESENCWIDE256KL unsigned char __mm_aesencwide256kl_u8(__m128i odata[8], const __m128i idata[8], const void* h); 


Exceptions (All Operating Modes) 


#UD If the LOCK prefix is used. 
If CPUID.07H:ECX.KL [bit 23] = 0. 
If CR4.KL = 0. 
If CPUID.19H:EBX.AESKLE [bit 0] = 0. 
If CRO.EM = 1. 


If CR4.OSFXSR = 0. 
If CPUID.19H:EBX.WIDE_KL [bit 2] = 0. 


#NM If CRO.TS = 1. 

#PF If a page fault occurs. 

#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 

If the memory address is in a non-canonical form. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 


If a memory address referencing the SS segment is in a non-canonical form. 
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AESIMC—Perform the AES InvMixColumn Transformation 


Opcode/ Op/ |64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
66 OF 38 DB /r RM |V/V AES Perform the InvMixColumn transformation on 
AESIMC xmm1, xmm2/m128 a 128-bit round key from xmm2/m128 and 
store the result in xmm1. 
VEX.128.66.0F38.WIG DB /r RM |V/V Both AES | Perform the InvMixColumn transformation on 
VAESIMC xmm1, xmm2/m128 and a 128-bit round key from xmm2/m128 and 
AVX flags | store the result in xmm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand2 Operand3 Operand4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Perform the InvMixColumns transformation on the source operand and store the result in the destination operand. 
The destination operand is an XMM register. The source operand can be an XMM register or a 128-bit memory loca- 


tion. 


Note: the AESIMC instruction should be applied to the expanded AES round keys (except for the first and last round 
key) in order to prepare them for decryption using the “Equivalent Inverse Cipher” (defined in FIPS 197). 


128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding YMM destination register remain unchanged. 
VEX.128 encoded version: Bits (MAXVL-1:128) of the destination YMM register are zeroed. 
Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 

AESIMC 

DEST[1 27:0] := InvMixColumns( SRC ); 
DEST[MAXVL-1:128] (Unmodified) 


VAESIMC 
DEST[1 27:0] := InvMixColumns( SRC ); 
DEST[MAXVL-1:128] := 0; 


Intel C/C++ Compiler Intrinsic Equivalent 


(V)AESIMC: m128i __mm_aesimc (__m128i) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 


#UD If VEX.vvvv # 1111B. 
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Opcode/ Op/ |64/32-bit |CPUID Description 
Instruction En |Mode Feature 
Flag 
66 OF 3A DF /r ib RMI | V/V AES Assist in AES round key generation using an 8 
AESKEYGENASSIST xmm1, xmm2/m1 28, imm8 bits Round Constant (RCON) specified in the 
immediate byte, operating on 128 bits of data 
specified in xmm2/m1 28 and stores the 
result in xmm1. 
VEX.128.66.0F3A.WIG DF /r ib RMI | V/V Both AES | Assist in AES round key generation using 8 
VAESKEYGENASSIST xmm1, xmm2/m1 28, imm8 and bits Round Constant (RCON) specified in the 
AVX flags | immediate byte, operating on 128 bits of data 


specified in xmm2/m1 28 and stores the 
result in xmm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand2 Operand3 Operand4 
RMI ModRM:reg (w) ModRM:r/m (r) imm8 NA 
Description 


Assist in expanding the AES cipher key, by computing steps towards generating a round key for encryption, using 
128-bit data specified in the source operand and an 8-bit round constant specified as an immediate, store the 


result in the destination operand. 


The destination operand is an XMM register. The source operand can be an XMM register or a 128-bit memory loca- 


tion. 


128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding YMM destination register remain 


unchanged. 


VEX.128 encoded version: Bits (MAXVL-1:128) of the destination YMM register are zeroed. 
Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 


AESKEYGENASSIST 

X3[31:0] := SRC [127: 96]; 

X2[31:0] := SRC [95: 64]; 

X1[31:0] := SRC [63: 32]; 

X0[31:0] := SRC [31: 0}; 

RCON[31:0] := ZeroExtend(Imm8[7:0)); 

DEST[31:0] := SubWord(X1); 

DEST[63:32 ] := Rotword( SubWord(X1) ) XOR RCON; 
DEST[95:64] := SubWord(X3); 

DEST[127:96] := Rotword( SubWord(X3) ) XOR RCON; 
DEST[MAXVL-1:128] (Unmodified) 
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VAESKEYGENASSIST 

X3[31:0] := SRC [127: 96]; 

X2[31:0] := SRC [95: 64]; 

X1[31:0] := SRC [63: 32]; 

X0[31:0] := SRC [31: 0}; 

RCON[31:0] := ZeroExtend(Imm8[7:0)); 

DEST[31:0] := SubWord(X1); 

DEST[63:32 ] := RotWord( SubWord(X1) ) XOR RCON; 
DEST[95:64] := SubWord(X3); 

DEST[127:96] := Rotword( SubWord(X3) ) XOR RCON; 
DEST[MAXVL-1:1 28] := 0; 


Intel C/C++ Compiler Intrinsic Equivalent 


(V)AESKEYGENASSIST: __m128i __mm_aeskeygenassist (__m128i, const int) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.vvvv # 1111B. 
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AND—Logical AND 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
24 ib AND AL, imm8 | Valid Valid AL AND imme. 
25 iw AND AX, imm16 | Valid Valid AX AND imm16. 
25 id AND EAX, imm32 | Valid Valid EAX AND imm32. 
REX.W + 25 id AND RAX, imm32 | Valid N.E. RAX AND imm32 sign-extended to 64-bits. 
80 /4 ib AND r/m8, imm8 MI | Valid Valid r/m8 AND immé. 
REX + 80 /4 ib AND r/m8 , imm8 MI | Valid N.E. r/m8 AND immé. 
81 /4 iw AND r/m16, imm16 MI | Valid Valid r/m16 AND imm16. 
81 /4 id AND r/m32, imm32 MI | Valid Valid r/m32 AND imm32. 
REX.W + 81 /4 id AND r/m64, imm32 MI Valid N.E. r/m64 AND imm32 sign extended to 64-bits. 
83 /4 ib AND r/m16, imm8 MI | Valid Valid r/m16 AND imm8 (sign-extended). 
83 /4 ib AND r/m32, imm8 MI | Valid Valid r/m32 AND imm8 (sign-extended). 
REX.W + 83 /4 ib AND r/m64, imm8 MI | Valid N.E. r/m64 AND imm8 (sign-extended). 
20 /r AND r/m8, r8 MR | Valid Valid r/m8 AND r8. 
REX + 20 /r AND r/m8 , r8 MR_ | Valid N.E. r/m64 AND r8 (sign-extended). 
21 /r AND r/m16, r16 MR | Valid Valid r/m16 AND r76. 
21/r AND r/m32, r32 MR | Valid Valid r/m32 AND r32. 
REX.W + 21 /r AND r/m64, r64 MR | Valid N.E. r/m64 AND r32. 
22 /r AND r8, r/m8 RM _ | Valid Valid r8 AND r/m8. 
REX + 22 /r AND r8, r/m8 RM _ | Valid N.E. r/m64 AND r8 (sign-extended). 
23/r AND r16, r/m16 RM _ | Valid Valid r16 AND r/m16. 
23 /r AND r32, r/m32 RM _ | Valid Valid r32 AND r/m32. 
REX.W + 23 /r AND r64, r/m64 RM _ | Valid N.E. r64 AND r/m64. 
NOTES: 


*In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
MR ModRM:r/m (r, w) ModRM:reg (r) NA NA 
MI ModRM:r/m (r, w) imm8/16/32 NA NA 
| AL/AX/EAX/RAX imm8/16/32 NA NA 
Description 


Performs a bitwise AND operation on the destination (first) and source (Second) operands and stores the result in 
the destination operand location. The source operand can be an immediate, a register, or a memory location; the 
destination operand can be a register or a memory location. (However, two memory operands cannot be used in 
one instruction.) Each bit of the result is set to 1 if both corresponding bits of the first and second operands are 1; 
otherwise, it is set to 0. 


This instruction can be used with a LOCK prefix to allow the it to be executed atomically. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 
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Operation 


DEST := DEST AND SRC; 


Flags Affected 


The OF and CF flags are cleared; the SF, ZF, and PF flags are set according to the result. The state of the AF flag is 
undefined. 


Protected Mode Exceptions 

#GP(0) If the destination operand points to a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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ANDN — Logical AND NOT 


Opcode/Instruction Op/ | 64/32 | CPUID Description 
En -bit Feature 
Mode Flag 
VEX.LZ.0F38.W0 Fe /r RVM | V/V BMI1 Bitwise AND of inverted r32b with r/m32, store result in r32a. 
ANDN r32a, r32b, r/m32 
VEX.LZ. OF38.W1 Fe /r RVM | V/NE BMI1 Bitwise AND of inverted r64b with r/m64, store result in r64a. 
ANDN r64a, r64b, r/m64 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a bitwise logical AND of inverted second operand (the first source operand) with the third operand (the 
second source operand). The result is stored in the first operand (destination operand). 


This instruction is not supported in real mode and virtual-8086 mode. The operand size is always 32 bits if not in 
64-bit mode. In 64-bit mode operand size 64 requires VEX.W1. VEX.W1 is ignored in non-64-bit modes. An 
attempt to execute this instruction with VEX.L not equal to 0 will cause #UD. 


Operation 


DEST := (NOT SRC1) bitwiseAND SRC2; 
SF := DEST[OperandSize -1]; 
ZF := (DEST = 0); 


Flags Affected 
SF and ZF are updated based on result. OF and CF flags are cleared. AF and PF flags are undefined. 


Intel C/C++ Compiler Intrinsic Equivalent 
Auto-generated from high-level language. 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-29, “Type 13 Class Exception Conditions”. 
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ANDPD-—Bitwise Logical AND of Packed Double Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 


66 OF 54 /r A VIV SSE2 Return the bitwise logical AND of packed double- 
ANDPD xmm1, xmm2/m128 precision floating-point values in xmm1 and xmm2/mem. 
VEX.128.66.0F 54 /r B VIV AVX Return the bitwise logical AND of packed double- 
VANDPD xmm1, xmm2, precision floating-point values in xmm2 and xmm3/mem. 
xmm3/m128 
VEX.256.66.0F 54 /r B VIV AVX Return the bitwise logical AND of packed double- 
VANDPD ymm1, ymm2, precision floating-point values in ymm2 and ymm3/mem. 
ymm3/m256 
EVEX.128.66.0F.W1 54 /r C VIV AVX512VL | Return the bitwise logical AND of packed double- 
VANDPD xmm1 {k1}{z}, xmm2, AVX512DQ | precision floating-point values in xmm2 and 
xmm3/m1 28/m64bcst xmm3/m128/m64bcst subject to writemask k1. 
EVEX.256.66.0F.W1 54 /r C VIV AVX512VL | Return the bitwise logical AND of packed double- 
VANDPD ymm1 {k1}{z}, ymm2, AVX512DQ | precision floating-point values in ymm2 and 
ymm3/m256/m64bcst ymm3/m256/m64bcst subject to writemask k1. 
EVEX.512.66.0F.W1 54 /r C VIN AVX512DQ | Return the bitwise logical AND of packed double- 
VANDPD zmm1 {k1}{z}, zmm2, precision floating-point values in zmm2 and 
zmm3/m512/m64bcst zmm3/m512/m64bcst subject to writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 

A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 

B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 

C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 

Description 


Performs a bitwise logical AND of the two, four or eight packed double-precision floating-point values from the first 
source operand and the second source operand, and stores the result in the destination operand. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector broadcasted from a 
64-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally updated with 
writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of the 
corresponding ZMM register destination are zeroed. 


VEX.128 encoded version: The first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 

128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
register destination are unmodified. 
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Operation 

VANDPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) AND (SRC2 *is memory*) 
THEN 
DEST[i+63:i] := SRC1[i+63:i] BITWISE AND SRC2[63:0] 
ELSE 
DEST[i+63:i] = SRC1[i+63:i] BITWISE AND SRC2[i+63:i] 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] = 0 
Fl; 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VANDPD (VEX.256 encoded version) 

DEST[63:0] := SRC1[63:0] BITWISE AND SRC2[63:0] 
DEST[127:64] := SRC1[127:64] BITWISE AND SRC2[127:64] 
DEST[191:128] := SRC1[191:128] BITWISE AND SRC2[191:128] 
DEST[255:192] := SRC1[255:192] BITWISE AND SRC2[255:192] 
DEST[MAXVL-1:256] := 0 


VANDPD (VEX.128 encoded version) 

DEST[63:0] := SRC1[63:0] BITWISE AND SRC2[63:0] 
DEST[127:64] := SRC1[127:64] BITWISE AND SRC2[127:64] 
DEST[MAXVL-1:128] := 0 


ANDPD (128-bit Legacy SSE version) 

DEST[63:0] := DEST[63:0] BITWISE AND SRC[63:0] 
DEST[127:64] := DEST[127:64] BITWISE AND SRC[127:64] 
DEST[MAXVL-1:1 28] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 
VANDPD __m512d_mm512_and_pd (__m512da,__m512d b); 


VANDPD __m512d_mm512_mask_and_pd (__m512ds,__mmask8 k,__m512da, 
VANDPD __m512d_mm512_maskz_and_pd (__mmask8 k,__m512d a,_m512d b); 
VANDPD __m256d_mm256_mask_and_pd (__m256ds,__ mmask8 k,__ m256d a, 
VANDPD __m256d__mm256_maskz_and_pd (__mmask8 k,___ m256d a, __m256d b); 


VANDPD __m128d_mm_mask_and_pd (__m128ds,___mmask8 k,___m128d a, 


VANDPD __m128d _mm_maskz_and_pd (__mmask8 k,___m128d a,__m128d b); 


VANDPD __m256d __mm256_and_pd (__m256d a, __m256d b); 
ANDPD __m128d _mm_and_pd (__m128d a,__m128d b); 


SIMD Floating-Point Exceptions 
None 
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Other Exceptions 
VEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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ANDPS—Bitwise Logical AND of Packed Single Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
NP OF 54 /r A VIV SSE Return the bitwise logical AND of packed single-precision 
ANDPS xmm1, xmm2/m128 floating-point values in xmm1 and xmm2/mem. 
VEX.128.0F 54 /r B VIV AVX Return the bitwise logical AND of packed single-precision 
VANDPS xmm1,xmm_2, floating-point values in xmm2 and xmm3/mem. 
xmm3/m128 
VEX.256.0F 54 /r B VIV AVX Return the bitwise logical AND of packed single-precision 
VANDPS ymm1, ymm2, floating-point values in ymm2 and ymm3/mem. 
ymm3/m256 
EVEX.128.0F.WO 54 /r C VV AVX512VL_ | Return the bitwise logical AND of packed single-precision 
VANDPS xmm1 {k1}{z}, xmm2, AVX512DQ_ | floating-point values in xmm2 and xmm3/m128/m32bcst 
xmm3/m128/m32bcst subject to writemask k1. 
EVEX.256.0F.WO 54 /r C VV AVX512VL_ | Return the bitwise logical AND of packed single-precision 
VANDPS ymm1 {k1}{z}, ymm2, AVX512DQ_ | floating-point values in ymm2 and ymm3/m256/m32bcst 
ymm3/m256/m32bcst subject to writemask k1. 
EVEX.512.0F.W0 54 /r C VIN AVX512DQ | Return the bitwise logical AND of packed single-precision 
VANDPS zmm1 {k1}{z}, zmm2, floating-point values in zmm2 and zmm3/m512/m32bcst 
zmm3/m512/m32bcst subject to writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 

A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 

B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 

C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 

Description 


Performs a bitwise logical AND of the four, eight or sixteen packed single-precision floating-point values from the 
first source operand and the second source operand, and stores the result in the destination operand. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector broadcasted from a 
32-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally updated with 
writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of the 
corresponding ZMM register destination are zeroed. 


VEX.128 encoded version: The first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 

128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. 
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Operation 


VANDPS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
IF (EVEX.b == 1) AND (SRC2 *is memory*) 
THEN 


DEST[i+63:i] := SRC1[i+31:i] BITWISE AND SRC2[31:0] 


ELSE 


DEST[i+31:i] = SRC1[i+31:i] BITWISE AND SRC2[i+31:i] 


Fl; 
ELSE 
IF *merging-masking* 
THEN *DEST[i+31:i] remains unchanged* 
ELSE 
DEST[i+31:i] := 0 
Fl; 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0; 


VANDPS (VEX.256 encoded version) 

DEST[31:0] := SRC1[31:0] BITWISE AND SRC2[31:0] 
DEST[63:32] := SRC1[63:32] BITWISE AND SRC2[63:32] 
DEST[95:64] := SRC1[95:64] BITWISE AND SRC2[95:64] 
DEST[127:96] := SRC1[127:96] BITWISE AND SRC2[127:96] 
DEST[159:128] := SRC1[159:128] BITWISE AND SRC2[159:1 28] 
DEST[191:160] := SRC1[191:160] BITWISE AND SRC2[191:160] 
DEST[223:192] := SRC1[223:192] BITWISE AND SRC2[223:192] 


DEST[255:224] := SRC1[255:224] BITWISE AND SRC2[255:224]. 


DEST[MAXVL-1:256] := 0; 


VANDPS (VEX.128 encoded version) 

DEST[31:0] := SRC1[31:0] BITWISE AND SRC2[31:0] 
DEST[63:32] := SRC1[63:32] BITWISE AND SRC2[63:32] 
DEST[95:64] := SRC1[95:64] BITWISE AND SRC2[95:64] 
DEST[127:96] := SRC1[127:96] BITWISE AND SRC2[127:96] 
DEST[MAXVL-1:128] := 0; 


ANDPS (128-bit Legacy SSE version) 

DEST[31:0] := DEST[31:0] BITWISE AND SRC[31:0] 
DEST[63:32] := DEST[63:32] BITWISE AND SRC[63:32] 
DEST[95:64] := DEST[95:64] BITWISE AND SRC[95:64] 
DEST[127:96] := DEST[127:96] BITWISE AND SRC[127:96] 
DEST[MAXVL-1:128] (Unmodified) 
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; zeroing-masking 
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Intel C/C++ Compiler Intrinsic Equivalent 


VANDPS __m512_mm512_and_ps (__m512 a,__m512 b); 

VANDPS __m512_mm512_mask_and_ps (_m512s,__mmask16k,__m512 a, 
VANDPS __m512_mm512_maskz_and_ps (__mmask16 k,__m512 a,__m512 b); 
VANDPS __m256 __mm256_mask_and_ps (_m256s,__ mmask8k,__ m256 a,___m256 b); 
VANDPS __m256 _mm256_maskz_and_ps (__mmask8 k,__ m256 a,__ m256 b); 

VANDPS __m128 _mm_mask_and_ps (_m128s,__mmask8k,__m128 a,__m128b); 
VANDPS __m128 __mm_maskz_and_ps (__mmask8 k,__m128a,__m128 b); 

VANDPS __m256 __mm256_and_ps (__m256 a,___m256 b); 

ANDPS __m128_mm_and_ps (_m128a,__m128 b); 


m512 b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
VEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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ANDNPD-—Bitwise Logical AND NOT of Packed Double Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
66 OF 55 /r A VIV SSE2 Return the bitwise logical AND NOT of packed double- 
ANDNPD xmm1, xmm2/m128 precision floating-point values in xmm1 and xmm2/mem. 
VEX.128.66.0F 55 /r B VV AVX Return the bitwise logical AND NOT of packed double- 
VANDNPD xmm1, xmm2, precision floating-point values in xmm2 and xmm3/mem. 
xmm3/m128 
VEX.256.66.0F 55/r B VIV AVX Return the bitwise logical AND NOT of packed double- 
VANDNPD ymm1, ymm2, precision floating-point values in ymm2 and ymm3/mem. 
ymm3/m256 
EVEX.128.66.0F.W1 55 /r C VV AVX512VL | Return the bitwise logical AND NOT of packed double- 
VANDNPD xmm1 {k1}{z}, xmm2, AVX512DQ | precision floating-point values in xmm2 and 
xmm3/m1 28/m64bcst xmm3/m128/m64bcst subject to writemask k1. 
EVEX.256.66.0F.W1 55 /r C VV AVX512VL | Return the bitwise logical AND NOT of packed double- 
VANDNPD ymm1 {k1}{z}, ymm2, AVX512DQ | precision floating-point values in ymm2 and 
ymm3/m256/m64bcst ymm3/m256/m64bcst subject to writemask k1. 
EVEX.512.66.0F.W1 55 /r C VV AVX512DQ_ | Return the bitwise logical AND NOT of packed double- 
VANDNPD zmm1 {k1}{z}, zmm2, precision floating-point values in zmm2 and 
zmm3/m512/m64bcst zmm3/m512/m64bcst subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a bitwise logical AND NOT of the two, four or eight packed double-precision floating-point values from the 
first source operand and the second source operand, and stores the result in the destination operand. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector broadcasted from a 
64-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally updated with 
writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of the 
corresponding ZMM register destination are zeroed. 

VEX.128 encoded version: The first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 

128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
register destination are unmodified. 
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Operation 


VANDNPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
IF (EVEX.b == 1) AND (SRC2 *is memory*) 


THEN 
DEST[i+63:i] := (NOT(SRC1[i+63:i])) BITWISE AND SRC2[63:0] 
ELSE 
DEST[i+63:i] := (NOT(SRC1[i+63:i])) BITWISE AND SRC2[i+63:i] 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] = 0 
Fl; 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VANDNPD (VEX.256 encoded version) 

DEST[63:0] := (NOT(SRC1[63:0])) BITWISE AND SRC2[63:0] 
DEST[127:64] := (NOT(SRC1[127:64])) BITWISE AND SRC2[127:64] 
DEST[191:128] := (NOT(SRC1[191:128])) BITWISE AND SRC2[191:128] 
DEST[255:192] := (NOT(SRC1[255:192])) BITWISE AND SRC2[255:192] 
DEST[MAXVL-1:256] := 0 


VANDNPD (VEX.128 encoded version) 

DEST[63:0] := (NOT(SRC1[63:0])) BITWISE AND SRC2[63:0] 
DEST[127:64] := (NOT(SRC1[127:64])) BITWISE AND SRC2[127:64] 
DEST[MAXVL-1:128] := 0 


ANDNPD (128-bit Legacy SSE version) 

DEST[63:0] := (NOT(DEST[63:0])) BITWISE AND SRC[63:0] 
DEST[127:64] := (NOT(DEST[127:64])) BITWISE AND SRC[127:64] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VANDNPD __m512d_mm512_andnot_pd (__m512da,__m512d b); 

VANDNPD __m512d_mm512_mask_andnot_pd (__m512ds,__ mmask8k,__m512da,__m512db); 
VANDNPD __m512d_mm512_maskz_andnot_pd (__mmask8 k,__m512d a,__m512d b); 
VANDNPD __m256d __mm256_mask_andnot_pd (__m256ds,__ mmask8 k,___ m256d a,__ m256d b); 
VANDNPD __m256d __mm256_maskz_andnot_pd (__mmask8 k,___ m256d a, __m256d b); 
VANDNPD __m128d _mm_mask_andnot_pd (__m128ds,__ mmask8 k,__m128d a,__m128d b); 
VANDNPD __m128d _mm_maskz_andnot_pd (__mmask8 k,___m128d a,__m128d b); 

VANDNPD __m256d_mm256_andnot_pd (__m256d a, ___ m256d b); 

ANDNPD __m128d_mm_andnot_pd (__m128d a, __m128d b); 


SIMD Floating-Point Exceptions 
None 
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Other Exceptions 
VEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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ANDNPS—Bitwise Logical AND NOT of Packed Single Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
NP OF 55 /r A VIV SSE Return the bitwise logical AND NOT of packed single-precision 
ANDNPS xmm1, xmm2/m1 28 floating-point values in xmm1 and xmm2/mem. 
VEX.128.0F 55 /r B VIV AVX Return the bitwise logical AND NOT of packed single-precision 
VANDNPS xmm1, xmm2, floating-point values in xmm2 and xmm3/mem. 
xmm3/m128 
VEX.256.0F 55 /r B VIV AVX Return the bitwise logical AND NOT of packed single-precision 
VANDNPS ymm1, ymm2, floating-point values in ymm2 and ymm3/mem. 
ymm3/m256 
EVEX.128.0F.WO 55 /r C VIV AVX512VL | Return the bitwise logical AND of packed single-precision 


VANDNPS xmm1 {k1}{z}, AVX512DQ 


xmm_2, xmm3/m128/m32bcst 


floating-point values in xmm2 and xmm3/m128/m32bcst 
subject to writemask k1. 


EVEX.256.0F.WO 55 /r C VIV AVX512VL_ | Return the bitwise logical AND of packed single-precision 
VANDNPS ymm1 {k1}{2}, AVX512DQ | floating-point values in ymm2 and ymm3/m256/m32bcst 
ymm_2, ymm3/m256/m32bcst subject to writemask k1. 

EVEX.512.0F.W0 55 /r C VIN AVX512DQ | Return the bitwise logical AND of packed single-precision 


VANDNPS zmm1 {k1}{2}, 
zmmc2, zmm3/m512/m32bcst 


floating-point values in zmm2 and zmm3/m512/m32bcst 
subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a bitwise logical AND NOT of the four, eight or sixteen packed single-precision floating-point values from 
the first source operand and the second source operand, and stores the result in the destination operand. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector broadcasted from a 
32-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally updated with 
writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of the 
corresponding ZMM register destination are zeroed. 


VEX.128 encoded version: The first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. 
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Operation 


VANDNPS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
IF (EVEX.b == 1) AND (SRC2 *is memory*) 
THEN 
DEST[i+31:i] = (NOT(SRC1[i+31:i])) BITWISE AND SRC2[31:0] 
ELSE 
DEST[i+31:i] = (NOT(SRC1[i+31:i])) BITWISE AND SRC2[i+31:i] 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] = 0 
Fl; 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VANDNPS (VEX.256 encoded version) 

DEST[31:0] := (NOT(SRC1[31:0])) BITWISE AND SRC2[31:0] 
DEST[63:32] := (NOT(SRC1[63:32])) BITWISE AND SRC2[63:32] 
DEST[95:64] := (NOT(SRC1[95:64])) BITWISE AND SRC2[95:64] 
DEST[127:96] := (NOT(SRC1[127:96])) BITWISE AND SRC2[127:96] 
DEST[159:128] := (NOT(SRC1[159:128])) BITWISE AND SRC2[159:128] 
DEST[191:160] := (NOT(SRC1[191:160])) BITWISE AND SRC2[191:160] 
DEST[223:192] := (NOT(SRC1[223:192])) BITWISE AND SRC2[223:192] 
DEST[255:224] := (NOT(SRC1[255:224])) BITWISE AND SRC2[255:224]. 
DEST[MAXVL-1:256] := 0 


VANDNPS (VEX.128 encoded version) 

DEST[31:0] := (NOT(SRC1[31:0])) BITWISE AND SRC2[31:0] 
DEST[63:32] := (NOT(SRC1[63:32])) BITWISE AND SRC2[63:32] 
DEST[95:64] := (NOT(SRC1[95:64])) BITWISE AND SRC2[95:64] 
DEST[127:96] := (NOT(SRC1[127:96])) BITWISE AND SRC2[127:96] 
DEST[MAXVL-1:128] := 0 


ANDNPS (128-bit Legacy SSE version) 

DEST[31:0] := (NOT(DEST[31:0])) BITWISE AND SRC[31:0] 
DEST[63:32] := (NOT(DEST[63:32])) BITWISE AND SRC[63:32] 
DEST[95:64] := (NOT(DEST[95:64])) BITWISE AND SRC[95:64] 
DEST[127:96] := (NOT(DEST[127:96])) BITWISE AND SRC[127:96] 
DEST[MAXVL-1:128] (Unmodified) 
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Intel C/C++ Compiler Intrinsic Equivalent 


VANDNPS __m512_mm512_andnot_ps (__m512 a,__m512 b); 

VANDNPS __m512_mm512_mask_andnot_ps (_m512s,__mmask16 k,__m512 a, 
VANDNPS __m512 _mm512_maskz_andnot_ps (_mmask16 k,__m512 a,__m512 b); 
VANDNPS __m256 _mm256_mask_andnot_ps (__m256 s,__ mmask8 k,__ m256 a,__m256 b); 
VANDNPS __m256 _mm256_maskz_andnot_ps (__mmask8 k,__m256 a, __m256 b); 
VANDNPS __m128 _mm_mask_andnot_ps (__m128s,__mmask8 k,__m128 a,__m128 b); 
VANDNPS __m128 _mm_maskz_andnot_ps (__mmask8 k,__m128 a,__m128 b); 

VANDNPS __m256 _mm256_andnot_ps (__m256 a, ___m256 b); 

ANDNPS __m128_mm_andnot_ps (__m128 a,__m128b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
VEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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ARPL—Adjust RPL Field of Segment Selector 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
63 /r ARPL r/m16, r16 MR |N.E. Valid Adjust RPL of r/m76 to not less than RPL of 
r76. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Compares the RPL fields of two segment selectors. The first operand (the destination operand) contains one 
segment selector and the second operand (source operand) contains the other. (The RPL field is located in bits 0 
and 1 of each operand.) If the RPL field of the destination operand is less than the RPL field of the source operand, 
the ZF flag is set and the RPL field of the destination operand is increased to match that of the source operand. 
Otherwise, the ZF flag is cleared and no change is made to the destination operand. (The destination operand can 
be a word register or a memory location; the source operand must be a word register.) 


The ARPL instruction is provided for use by operating-system procedures (however, it can also be used by applica- 
tions). It is generally used to adjust the RPL of a segment selector that has been passed to the operating system by 
an application program to match the privilege level of the application program. Here the segment selector passed 
to the operating system is placed in the destination operand and segment selector for the application program’s 
code segment is placed in the source operand. (The RPL field in the source operand represents the privilege level 
of the application program.) Execution of the ARPL instruction then ensures that the RPL of the segment selector 
received by the operating system is no lower (does not have a higher privilege) than the privilege level of the appli- 
cation program (the segment selector for the application program’s code segment can be read from the stack 
following a procedure call). 


This instruction executes as described in compatibility mode and legacy mode. It is not encodable in 64-bit mode. 


See “Checking Caller Access Privileges” in Chapter 3, “Protected-Mode Memory Management,” of the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 3A, for more information about the use of this instruc- 
tion. 


Operation 
IF 64-BIT MODE 
THEN 
See MOVSXD; 
ELSE 
IF DEST[RPL] < SRC[RPL] 
THEN 
ZF := 1; 
DEST[RPL] := SRC[RPL]; 
ELSE 
ZF := 0; 
Fl; 
Fl; 
Flags Affected 


The ZF flag is set to 1 if the RPL field of the destination operand is less than that of the source operand; otherwise, 
it is set to O. 
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Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD The ARPL instruction is not recognized in real-address mode. 
If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#UD The ARPL instruction is not recognized in virtual-8086 mode. 
If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Not applicable. 
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BEXTR — Bit Field Extract 


Opcode/Instruction Op/ | 64/32 | CPUID Description 
En -bit Feature 
Mode | Flag 
VEX.LZ.0F38.W0 F7 /r RMV | V/V BMI1 Contiguous bitwise extract from r/m32 using r32b as control; store 
BEXTR 32a, r/m32, r32b result in r32a. 
VEX.LZ.0F38.W1 F7 /r RMV | V/N.E. | BMI1 Contiguous bitwise extract from r/m64 using r64b as control; store 
BEXTR r64a, r/m64, r64b result in r64a 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMV ModRM:reg (w) ModRM:r/m (r) VEX.vvvv (r) NA 
Description 


Extracts contiguous bits from the first source operand (the second operand) using an index value and length value 
specified in the second source operand (the third operand). Bit 7:0 of the second source operand specifies the 
starting bit position of bit extraction. A START value exceeding the operand size will not extract any bits from the 
second source operand. Bit 15:8 of the second source operand specifies the maximum number of bits (LENGTH) 
beginning at the START position to extract. Only bit positions up to (OperandSize -1) of the first source operand are 
extracted. The extracted bits are written to the destination register, starting from the least significant bit. All higher 
order bits in the destination operand (starting at bit position LENGTH) are zeroed. The destination register is 
cleared if no bits are extracted. 


This instruction is not supported in real mode and virtual-8086 mode. The operand size is always 32 bits if not in 
64-bit mode. In 64-bit mode operand size 64 requires VEX.W1. VEX.W1 is ignored in non-64-bit modes. An attempt 
to execute this instruction with VEX.L not equal to 0 will cause #UD. 


Operation 

START := SRC2[7:0]; 

LEN := SRC2[15:8]; 

TEMP := ZERO_EXTEND_TO_512 (SRC1 ); 

DEST := ZERO_EXTEND(TEMP[START+LEN -1: START]); 
ZF := (DEST = 0); 


Flags Affected 
ZF is updated based on the result. AF, SF, and PF are undefined. All other flags are cleared. 


Intel C/C++ Compiler Intrinsic Equivalent 
BEXTR: unsigned __int32 _bextr_u32(unsigned __int32 src, unsigned __int32 start. unsigned __int32 len); 


BEXTR: unsigned __int64 _bextr_u64(unsigned __int64 src, unsigned __int32 start. unsigned __int32 len); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-29, “Type 13 Class Exception Conditions”; additionally: 
#UD If VEX.W = 1. 
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BLENDPD — Blend Packed Double Precision Floating-Point Values 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
66 OF 3A OD /r ib RMI | V/V SSE4_1 Select packed DP-FP values from xmm17 and 
BLENDPD xmm1, xmm2/m128, imm8 xmm2/m128 from mask specified in imm8 
and store the values into xmm1. 
VEX.128.66.0F3A.WIG OD /r ib RVMI | V/V AVX Select packed double-precision floating-point 
VBLENDPD xmm1, xmm2, xmm3/m128, imm8 Values from xmme2 and xmm3/m128 from 
mask in imm8 and store the values in xmm1. 
VEX.256.66.0F3A.WIG OD /r ib RVMI | V/V AVX Select packed double-precision floating-point 
VBLENDPD ymm1, ymm2, ymm3/m256, imm8 Values from ymm2 and ymm3/m256 from 
mask in imm8 and store the values in ymm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (r, w) ModRM:r/m (r) imm8s NA 
RVMI ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8[3:0] 
Description 


Double-precision floating-point values from the second source operand (third operand) are conditionally merged 
with values from the first source operand (second operand) and written to the destination operand (first operand). 
The immediate bits [3:0] determine whether the corresponding double-precision floating-point value in the desti- 
nation is copied from the second source or first source. If a bit in the mask, corresponding to a word, is "1", then 
the double-precision floating-point value in the second source operand is copied, else the value in the first source 
operand is copied. 

128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
YMM register destination are unmodified. 

VEX.128 encoded version: the first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding YMM register destination are zeroed. 

VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 


Operation 
BLENDPD (128-bit Legacy SSE version) 
IF (IMM8[0] = 0)THEN DEST[63:0] := DEST[63:0] 
ELSE DEST [63:0] := SRC[63:0] FI 
IF (IMM8[1] = 0) THEN DEST[127:64] := DEST[127:64] 
ELSE DEST [127:64] := SRC[127:64] Fl 
DEST[MAXVL-1:1 28] (Unmodified) 


VBLENDPD (VEX.128 encoded version) 
IF (IMM8[0] = 0)THEN DEST[63:0] := SRC1[63:0] 
ELSE DEST [63:0] := SRC2[63:0] FI 
IF (IMM8[1] = 0) THEN DEST[127:64] := SRC1[127:64] 
ELSE DEST [127:64] := SRC2[127:64] FI 
DEST[MAXVL-1:128] := 0 
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VBLENDPD (VEX.256 encoded version) 

IF (IMM8[0] = 0)THEN DEST[63:0] := SRC1[63:0] 
ELSE DEST [63:0] := SRC2[63:0] FI 

IF (IMM8[1] = 0) THEN DEST[1 27:64] := SRC1[127:64] 
ELSE DEST [127:64] := SRC2[127:64] Fl 

IF (IMM8[2] = 0) THEN DEST[191:1 28] := SRC1[191:128] 
ELSE DEST [191:128] := SRC2[191:128] Fl 

IF (IMM8[3] = 0) THEN DEST[255:192] := SRC1[255:192] 
ELSE DEST [255:192] := SRC2[255:192] Fl 


Intel C/C++ Compiler Intrinsic Equivalent 


BLENDPD: m128d _mm_blend_pd (__m128d v1,__m128d v2, const int mask); 


VBLENDPD: m256d __mm256_blend_pd (__m256d a, 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


See Table 2-21, “Type 4 Class Exception Conditions”. 
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BLENDPS — Blend Packed Single Precision Floating-Point Values 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En | Mode Feature 
Flag 
66 OF 3A OC /r ib RMI | V/V SSE4_1 Select packed single precision floating-point 
BLENDPS xmm1, xmm2/m128, imm8 values from xmm7 and xmm2/m128 from 
mask specified in imm8 and store the values 
into xmm1. 
VEX.128.66.0F3A.WIG OC /r ib RVMI | V/V AVX Select packed single-precision floating-point 
VBLENDPS xmm1, xmm2, xmm3/m128, imm8 values from xmm2 and xmm3/m128 from 
mask in imm8 and store the values in xmm1. 
VEX.256.66.0F3A.WIG OC /r ib RVMI | V/V AVX Select packed single-precision floating-point 
VBLENDPS ymm1, ymm2, ymm3/m256, imm8 values from ymm2 and ymm3/m256 from 
mask in imm8 and store the values in ymm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (r, w) ModRM:r/m (r) imm8 NA 
RVMI ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8 
Description 


Packed single-precision floating-point values from the second source operand (third operand) are conditionally 
merged with values from the first source operand (second operand) and written to the destination operand (first 
operand). The immediate bits [7:0] determine whether the corresponding single precision floating-point value in 
the destination is copied from the second source or first source. If a bit in the mask, corresponding to a word, is 
“1”, then the single-precision floating-point value in the second source operand is copied, else the value in the first 
source operand is copied. 

128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
YMM register destination are unmodified. 

VEX.128 encoded version: The first source operand an XMM register. The second source operand is an XMM register 
or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of the 
corresponding YMM register destination are zeroed. 

VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 


Operation 

BLENDPS (128-bit Legacy SSE version) 

IF (IMM8[0] = 0) THEN DEST[31:0] :=DEST[31:0] 
ELSE DEST [31:0] := SRC[31:0] Fl 

IF (IMM8[1] = 0) THEN DEST[63:32] := DEST[63:32] 
ELSE DEST [63:32] := SRC[63:32] Fl 

IF (IMM8[2] = 0) THEN DEST[95:64] := DEST[95:64] 
ELSE DEST [95:64] := SRC[95:64] FI 

IF (IMM8[3] = 0) THEN DEST[127:96] := DEST[127:96] 
ELSE DEST [127:96] := SRC[127:96] Fl 

DEST[MAXVL-1:1 28] (Unmodified) 
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VBLENDPS (VEX.128 encoded version) 

IF (IMM8[0] = 0) THEN DEST[31:0] :=SRC1[31:0] 
ELSE DEST [31:0] := SRC2[31:0] Fl 

IF (IMM8[1] = 0) THEN DEST[63:32] := SRC1[63:32] 
ELSE DEST [63:32] := SRC2[63:32] Fl 

IF (IMM8[2] = 0) THEN DEST[95:64] := SRC1[95:64] 
ELSE DEST [95:64] := SRC2[95:64] FI 

IF (IMM8[3] = 0) THEN DEST[1 27:96] := SRC1[127:96] 
ELSE DEST [127:96] := SRC2[127:96] Fl 

DEST[MAXVL-1:128] := 0 


VBLENDPS (VEX.256 encoded version) 

IF (IMM8[0] = 0) THEN DEST[31:0] :=SRC1[31:0] 
ELSE DEST [31:0] := SRC2[31:0] Fl 

IF (IMM8[1] = 0) THEN DEST[63:32] := SRC1[63:32] 
ELSE DEST [63:32] := SRC2[63:32] Fl 

IF (IMM8[2] = 0) THEN DEST[95:64] := SRC1[95:64] 
ELSE DEST [95:64] := SRC2[95:64] FI 

IF (IMM8[3] = 0) THEN DEST[127:96] := SRC1[127:96] 
ELSE DEST [127:96] := SRC2[127:96] FI 

IF (IMM8[4] = 0) THEN DEST[159:1 28] := SRC1[159:128] 
ELSE DEST [159:128] := SRC2[159:1 28] Fl 

IF (IMM8[5] = 0) THEN DEST[191:160] := SRC1[191:160] 
ELSE DEST [191:160] := SRC2[191:160] FI 

IF (IMM8[6] = 0) THEN DEST[223:1 92] := SRC1[223:192] 
ELSE DEST [223:192] := SRC2[223:192] Fl 

IF (IMM8[7] = 0) THEN DEST[255:224] := SRC1[255:224] 
ELSE DEST [255:224] := SRC2[255:224] Fl. 


Intel C/C++ Compiler Intrinsic Equivalent 


BLENDPS: m128 _mm_blend_ps (__m128 v1,_m128 v2, const int mask); 


VBLENDPS: m256 __mm256_blend_ps (__m256 a,__m256 b, const int mask); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”. 
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BLENDVPD — Variable Blend Packed Double Precision Floating-Point Values 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En Mode Feature 

Flag 
66 OF 38 15 /r RMO | V/V SSE4_1 Select packed DP FP values from xmm17 and 
BLENDVPD xmm1, xmm2/m128 , <XMMO> xmme from mask specified in XMMO and 

store the values in xmm7. 

VEX.128.66.0F3A.WO 4B /r /is4 RVMR | V/V AVX Conditionally copy double-precision floating- 
VBLENDVPD xmm1, xmm2, xmm3/m128, xmm4 point values from xmm2 or xmm3/m128 to 


xmm1, based on mask bits in the mask 
operand, xmm4. 
VEX.256.66.0F3A.WO 4B /r /is4 RVMR | V/V AVX Conditionally copy double-precision floating- 


VBLENDVPD ymm1, ymm2, ymm3/m256, ymm4 point values from ymm2 or ymm3/m256 to 
ymm1, based on mask bits in the mask 


operand, ymm4. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 

RMO ModRM:reg (r, w) ModRM:r/m (r) implicit XMMO NA 

RVMR ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8[7:4] 
Description 


Conditionally copy each quadword data element of double-precision floating-point value from the second source 
operand and the first source operand depending on mask bits defined in the mask register operand. The mask bits 
are the most significant bit in each quadword element of the mask register. 


Each quadword element of the destination operand is copied from: 
¢ the corresponding quadword element in the second source operand, if a mask bit is “1”; or 
¢ the corresponding quadword element in the first source operand, if a mask bit is “O” 


The register assignment of the implicit mask operand for BLENDVPD is defined to be the architectural register 
XMMO. 


128-bit Legacy SSE version: The first source operand and the destination operand is the same. Bits (MAXVL-1:128) 
of the corresponding YMM destination register remain unchanged. The mask register operand is implicitly defined 
to be the architectural register XMMO. An attempt to execute BLENDVPD with a VEX prefix will cause #UD. 


VEX.128 encoded version: The first source operand and the destination operand are XMM registers. The second 
source operand is an XMM register or 128-bit memory location. The mask operand is the third source register, and 
encoded in bits[7:4] of the immediate byte(imm8). The bits[3:0] of imm8 are ignored. In 32-bit mode, imm8[7] is 
ignored. The upper bits (MAXVL-1:128) of the corresponding YMM register (destination register) are zeroed. 
VEX.W must be 0, otherwise, the instruction will #UD. 


VEX.256 encoded version: The first source operand and destination operand are YMM registers. The second source 
operand can be a YMM register or a 256-bit memory location. The mask operand is the third source register, and 
encoded in bits[7:4] of the immediate byte(imm8). The bits[3:0] of imm8 are ignored. In 32-bit mode, imm8[7] is 
ignored. VEX.W must be 0, otherwise, the instruction will #UD. 


VBLENDVPD permits the mask to be any XMM or YMM register. In contrast, BLENDVPD treats XMMO implicitly as the 
mask and do not support non-destructive destination operation. 


BLENDVPD — Variable Blend Packed Double Precision Floating-Point Values Vol.2A 3-99 


INSTRUCTION SET REFERENCE, A-L 


Operation 


BLENDVPD (128-bit Legacy SSE version) 
MASK := XMMO 
IF (MASK[63] = 0) THEN DEST[63:0] := DEST[63:0] 
ELSE DEST [63:0] := SRC[63:0] FI 
IF (MASK[127] = 0) THEN DEST[127:64] := DEST[127:64] 
ELSE DEST [127:64] := SRC[127:64] Fl 
DEST[MAXVL-1:128] (Unmodified) 


VBLENDVPD (VEX.128 encoded version) 
MASK := SRC3 
IF (MASK[63] = 0) THEN DEST[63:0] := SRC1[63:0] 
ELSE DEST [63:0] := SRC2[63:0] FI 
IF (MASK[127] = 0) THEN DEST[1 27:64] := SRC1[127:64] 
ELSE DEST [127:64] := SRC2[127:64] Fl 
DEST[MAXVL-1:128] := 0 


VBLENDVPD (VEX.256 encoded version) 

MASK := SRC3 

IF (MASK[63] = 0) THEN DEST[63:0] := SRC1[63:0] 
ELSE DEST [63:0] := SRC2[63:0] FI 

IF (MASK[127] = 0) THEN DEST[1 27:64] := SRC1[127:64] 
ELSE DEST [127:64] := SRC2[127:64] Fl 

IF (MASK[191] = 0) THEN DEST[191:128] := SRC1[191:128] 
ELSE DEST [191:128] := SRC2[191:128] Fl 

IF (MASK[255] = 0) THEN DEST[255:192] := SRC1[255:192] 
ELSE DEST [255:192] := SRC2[255:192] Fl 


Intel C/C++ Compiler Intrinsic Equivalent 


BLENDVPD: m128d_mm_blendv_pd(__m128d v1,__m128d v2, 


VBLENDVPD: m128 _mm_blendv_pd (__m128d a, 


VBLENDVPD: m256 __mm256_blendv_pd (__m256d a, 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


m256d b, 


m1 28d v3); 


m128d b,__m128d mask); 


m256d mask); 


See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 


#UD If VEX.W = 1. 
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BLENDVPS — Variable Blend Packed Single Precision Floating-Point Values 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En Mode Feature 
Flag 

66 OF 38 14 /r RMO | V/V SSE4_1_ | Select packed single precision floating-point 

BLENDVPS xmm1, xmm2/m128, <XMMO> values from xmm7 and xmm2/m128 from 
mask specified in XMMO and store the values 
into xmm1. 

VEX.128.66.0F3A.WO 4A /r /is4 RVMR | V/V AVX Conditionally copy single-precision floating- 

VBLENDVPS xmm1, xmm2, xmm3/m128, xmm4 point values from xmm2 or xmm3/m128 to 
xmm1, based on mask bits in the specified 
mask operand, xmm4. 

VEX.256.66.0F3A.WO 4A /r /is4 RVMR | V/V AVX Conditionally copy single-precision floating- 

VBLENDVPS ymm1, ymm2, ymm3/m256, ymm4 point values from ymm2 or ymm3/m256 to 
ymm1, based on mask bits in the specified 
mask register, ymm4. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 

RMO ModRM:reg (r, w) ModRM:r/m (r) implicit XMMO NA 

RVMR ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8[7:4] 
Description 


Conditionally copy each dword data element of single-precision floating-point value from the second source 
operand and the first source operand depending on mask bits defined in the mask register operand. The mask bits 
are the most significant bit in each dword element of the mask register. 


Each quadword element of the destination operand is copied from: 
¢ the corresponding dword element in the second source operand, if a mask bit is “1”; or 
¢ the corresponding dword element in the first source operand, if a mask bit is “O” 


The register assignment of the implicit mask operand for BLENDVPS is defined to be the architectural register 
XMMO. 


128-bit Legacy SSE version: The first source operand and the destination operand is the same. Bits (MAXVL-1:128) 
of the corresponding YMM destination register remain unchanged. The mask register operand is implicitly defined 
to be the architectural register XMMO. An attempt to execute BLENDVPS with a VEX prefix will cause #UD. 


VEX.128 encoded version: The first source operand and the destination operand are XMM registers. The second 
source operand is an XMM register or 128-bit memory location. The mask operand is the third source register, and 
encoded in bits[7:4] of the immediate byte(imm8). The bits[3:0] of imm8 are ignored. In 32-bit mode, imm8[7] is 
ignored. The upper bits (MAXVL-1:128) of the corresponding YMM register (destination register) are zeroed. 
VEX.W must be 0, otherwise, the instruction will #UD. 


VEX.256 encoded version: The first source operand and destination operand are YMM registers. The second source 
operand can be a YMM register or a 256-bit memory location. The mask operand is the third source register, and 
encoded in bits[7:4] of the immediate byte(imm8). The bits[3:0] of imm8 are ignored. In 32-bit mode, imm8[7] is 
ignored. VEX.W must be 0, otherwise, the instruction will #UD. 


VBLENDVPS permits the mask to be any XMM or YMM register. In contrast, BLENDVPS treats XMMO implicitly as the 
mask and do not support non-destructive destination operation. 
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Operation 


BLENDVPS (128-bit Legacy SSE version) 

MASK := XMMO 

IF (MASK[31] = 0) THEN DEST[31:0] := DEST[31:0] 
ELSE DEST [31:0] := SRC[31:0] Fl 

IF (MASK[63] = 0) THEN DEST[63:32] := DEST[63:32] 
ELSE DEST [63:32] := SRC[63:32] FI 

IF (MASK[95] = 0) THEN DEST[95:64] := DEST[95:64] 
ELSE DEST [95:64] := SRC[95:64] FI 

IF (MASK[127] = 0) THEN DEST[1 27:96] := DEST[127:96] 
ELSE DEST [127:96] := SRC[127:96] Fl 

DEST[MAXVL-1:128] (Unmodified) 


VBLENDVPS (VEX.128 encoded version) 

MASK := SRC3 

IF (MASK[31] = 0) THEN DEST[31:0] := SRC1[31:0] 
ELSE DEST [31:0] := SRC2[31:0] FI 

IF (MASK[63] = 0) THEN DEST[63:32] := SRC1[63:32] 
ELSE DEST [63:32] := SRC2[63:32] Fl 

IF (MASK[95] = 0) THEN DEST[95:64] := SRC1[95:64] 
ELSE DEST [95:64] := SRC2[95:64] Fl 

IF (MASK[127] = 0) THEN DEST[1 27:96] := SRC1[127:96] 
ELSE DEST [127:96] := SRC2[127:96] FI 

DEST[MAXVL-1:128] := 0 


VBLENDVPS (VEX.256 encoded version) 

MASK := SRC3 

IF (MASK[31] = 0) THEN DEST[31:0] := SRC1[31:0] 
ELSE DEST [31:0] := SRC2[31:0] Fl 

IF (MASK[63] = 0) THEN DEST[63:32] := SRC1[63:32] 
ELSE DEST [63:32] := SRC2[63:32] Fl 

IF (MASK[95] = 0) THEN DEST[95:64] := SRC1[95:64] 
ELSE DEST [95:64] := SRC2[95:64] FI 

IF (MASK[127] = 0) THEN DEST[1 27:96] := SRC1[127:96] 
ELSE DEST [127:96] := SRC2[127:96] Fl 

IF (MASK[159] = 0) THEN DEST[159:128] := SRC1[159:128] 
ELSE DEST [159:128] := SRC2[159:128] FI 

IF (MASK[191] = 0) THEN DEST[191:160] := SRC1[191:160] 
ELSE DEST [191:160] := SRC2[191:160] FI 

IF (MASK[223] = 0) THEN DEST[223:192] := SRC1[223:192] 
ELSE DEST [223:192] := SRC2[223:192] FI 

IF (MASK[255] = 0) THEN DEST[255:224] := SRC1[255:224] 
ELSE DEST [255:224] := SRC2[255:224] Fl 


Intel C/C++ Compiler Intrinsic Equivalent 


BLENDVPS: m128 _mm_blendv_ps(__m128 v1,__m128 v2,__m128 v3); 
VBLENDVPS: m128_mm_blendv_ps (__m128 a,__m128b,__m128 mask); 
VBLENDVPS: m256 __mm256_blendv_ps (__m256 a,__m256 b,___m256 mask); 


SIMD Floating-Point Exceptions 
None 
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Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.W = 1. 
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BLSI — Extract Lowest Set Isolated Bit 


Opcode/Instruction Op/ | 64/32 | CPUID Description 
En -bit Feature 
Mode Flag 
VEX.LZ.0F38.W0 F3 /3 VM | VV BMI1 Extract lowest set bit from r/m32 and set that bit in r32. 
BLSI r32, r/m32 
VEX.LZ.0F38.W1 F3 /3 VM | V/N.E. BMI1 Extract lowest set bit from r/m64, and set that bit in r64. 
BLSI r64, r/m64 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
VM VEX.vvvv (w) ModRM:r/m (r) NA NA 
Description 


Extracts the lowest set bit from the source operand and set the corresponding bit in the destination register. All 
other bits in the destination operand are zeroed. If no bits are set in the source operand, BLSI sets all the bits in the 
destination to 0 and sets ZF and CF. 


This instruction is not supported in real mode and virtual-8086 mode. The operand size is always 32 bits if not in 
64-bit mode. In 64-bit mode operand size 64 requires VEX.W1. VEX.W1 is ignored in non-64-bit modes. An attempt 
to execute this instruction with VEX.L not equal to 0 will cause #UD. 


Operation 
temp := (-SRC) bitwiseAND (SRC); 
SF := temp[OperandSize -1]; 
ZF := (temp = 0); 
IF SRC =0 
CF := 0; 
ELSE 


Fl 
DEST := temp; 


Flags Affected 


ZF and SF are updated based on the result. CF is set if the source is not zero. OF flags are cleared. AF and PF 
flags are undefined. 


Intel C/C++ Compiler Intrinsic Equivalent 
BLSI: unsigned __int32 _blsi_u32(unsigned __int32 src); 
BLSI: unsigned __int64 _blsi_u64(unsigned __int64 src); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-29, “Type 13 Class Exception Conditions”. 
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BLSMSK — Get Mask Up to Lowest Set Bit 


Opcode/Instruction Op/ | 64/32 | CPUID Description 
En -bit Feature 
Mode Flag 
VEX.LZ.0F38.W0 F3 /2 VM | V/V BMI1 Set all lower bits in r32 to “1” starting from bit O to lowest set bit in 
BLSMSK r32, r/m32 r/m32. 
VEX.LZ.0F38.W1 F3 /2 VM | V/N.E. BMI1 Set all lower bits in r64 to “1” starting from bit O to lowest set bit in 
BLSMSK r64, r/m64 r/m64. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
VM VEX.vvvv (w) ModRM:r/m (r) NA NA 
Description 


Sets all the lower bits of the destination operand to “1” up to and including lowest set bit (=1) in the source 
operand. If source operand is zero, BLSMSK sets all bits of the destination operand to 1 and also sets CF to 1. 


This instruction is not supported in real mode and virtual-8086 mode. The operand size is always 32 bits if not in 
64-bit mode. In 64-bit mode operand size 64 requires VEX.W1. VEX.W1 is ignored in non-64-bit modes. An 
attempt to execute this instruction with VEX.L not equal to 0 will cause #UD. 


Operation 
temp := (SRC-1) XOR (SRC); 
SF := temp[OperandSize -1]; 
ZF := 0; 
IF SRC = 0 

CF := 1; 
ELSE 


Fl 
DEST := temp; 


Flags Affected 


SF is updated based on the result. CF is set if the source if zero. ZF and OF flags are cleared. AF and PF flag are 
undefined. 


Intel C/C++ Compiler Intrinsic Equivalent 
BLSMSK: unsigned __int32 _blsmsk_u32(unsigned __int32 src); 
BLSMSK: unsigned __int64 _blsmsk_u64(unsigned __int64 src); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-29, “Type 13 Class Exception Conditions”. 
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BLSR — Reset Lowest Set Bit 


Opcode/Instruction Op/ | 64/32 | CPUID Description 
En -bit Feature 
Mode Flag 
VEX.LZ.0F38.W0 F3 /1 VM | VV BMI1 Reset lowest set bit of r/m32, keep all other bits of r/m32 and write 
BLSR 32, r/m32 result to r32. 
VEX.LZ.0F38.W1 F3 /1 VM | V/N.E. BMI1 Reset lowest set bit of r/m64, keep all other bits of r/m64 and write 
BLSR r64, r/m64 result to r64. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
VM VEX.vvvv (w) ModRM:r/m (r) NA NA 
Description 


Copies all bits from the source operand to the destination operand and resets (=0) the bit position in the destina- 
tion operand that corresponds to the lowest set bit of the source operand. If the source operand is zero BLSR sets 
CF. 


This instruction is not supported in real mode and virtual-8086 mode. The operand size is always 32 bits if not in 
64-bit mode. In 64-bit mode operand size 64 requires VEX.W1. VEX.W1 is ignored in non-64-bit modes. An attempt 
to execute this instruction with VEX.L not equal to 0 will cause #UD. 


Operation 
temp := (SRC-1) bitwiseAND ( SRC ); 
SF := temp[OperandSize -1]; 
ZF := (temp = 0); 
IF SRC =0 
CF := 1; 
ELSE 


Fl 
DEST := temp; 


Flags Affected 


ZF and SF flags are updated based on the result. CF is set if the source is zero. OF flag is cleared. AF and PF flags 
are undefined. 


Intel C/C++ Compiler Intrinsic Equivalent 
BLSR: unsigned __int32 _blsr_u32(unsigned __int32 src); 
BLSR: unsigned __int64 _blsr_u64(unsigned __int64 src); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-29, “Type 13 Class Exception Conditions”. 
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Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 

F3 OF 1A /r RM NE/V MPX Generate a #BR if the address in r/m32 is lower than the lower 
BNDCL bnd, r/m32 bound in bnd.LB. 
F3 OF 1A /r RM V/NE MPX Generate a #BR if the address in r/m64 is lower than the lower 
BNDCL bnd, r/m64 bound in bnd.LB. 

Instruction Operand Encoding 

Op/En Operand 1 Operand 2 Operand 3 
RM ModRM:reg (w) ModRM:r/m (r) NA 
Description 


Compare the address in the second operand with the lower bound in bnd. The second operand can be either a 
register or memory operand. If the address is lower than the lower bound in bnd.LB, it will set BNDSTATUS to 01H 
and signal a #BR exception. 


This instruction does not cause any memory access, and does not read or write any flags. 


Operation 


BNDCL BND, reg 

IF reg < BND.LB Then 
BNDSTATUS := 01H; 
#BR; 

Fl; 


BNDCL BND, mem 

TEMP := LEA(mem); 

IF TEMP < BND.LB Then 
BNDSTATUS := 01H; 
#BR; 

FI; 


Intel C/C++ Compiler Intrinsic Equivalent 
BNDCL void _bnd_chk_ptr_Ibounds(const void *q) 


Flags Affected 
None 


Protected Mode Exceptions 


#BR 
#UD 


If lower bound check fails. 
If the LOCK prefix is used. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 


If 67H prefix is not used and CS.D=0. 
If 67H prefix is used and CS.D=1. 
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Real-Address Mode Exceptions 

#BR If lower bound check fails. 

#UD If the LOCK prefix is used. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 
If 16-bit addressing is used. 


Virtual-8086 Mode Exceptions 

#BR If lower bound check fails. 

#UD If the LOCK prefix is used. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 
If 16-bit addressing is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#UD If ModRM.r/m and REX encodes BND4-BND15 when Intel MPX is enabled. 
Same exceptions as in protected mode. 
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Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
F2 OF 1A/r RM NE/V MPX Generate a #BR if the address in r/m32 is higher than the upper 
BNDCU bnd, r/m32 bound in bnd.UB (bnb.UB in 1’s complement form). 
F2 OF 1A/r RM V/NE MPX Generate a #BR if the address in r/m64 is higher than the upper 
BNDCU bnd, r/m64 bound in bnd.UB (bnb.UB in 1’s complement form). 
F2 OF 1B/r RM NE/V MPX Generate a #BR if the address in r/m32 is higher than the upper 
BNDCN bnd, r/m32 bound in bnd.UB (bnb.UB not in 1‘s complement form). 
F2 OF 1B/r RM V/NE MPX Generate a #BR if the address in r/m64 is higher than the upper 
BNDCN bnd, r/m64 bound in bnd.UB (bnb.UB not in 1’s complement form). 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 
RM ModRM:reg (w) ModRM:r/m (r) NA 


Description 


Compare the address in the second operand with the upper bound in bnd. The second operand can be either a 
register or a memory operand. If the address is higher than the upper bound in bnd.UB, it will set BNDSTATUS to 
01H and signal a #BR exception. 


BNDCU perform 1’s complement operation on the upper bound of bnd first before proceeding with address compar- 
ison. BNDCN perform address comparison directly using the upper bound in bnd that is already reverted out of 1’s 


complement form. 


This instruction does not cause any memory access, and does not read or write any flags. 
Effective address computation of m32/64 has identical behavior to LEA 


Operation 


BNDCU BND, reg 

IF reg > NOT(BND.UB) Then 
BNDSTATUS := 01H; 
#BR; 

Fl; 


BNDCU BND, mem 

TEMP := LEA(mem); 

IF TEMP > NOT(BND.UB) Then 
BNDSTATUS := 01H; 
#BR; 

FI; 


BNDCN BND, reg 

IF reg > BND.UB Then 
BNDSTATUS := 01H; 
#BR; 

Fl; 
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BNDCN BND, mem 

TEMP := LEA(mem); 

IF TEMP > BND.UB Then 
BNDSTATUS := 01H; 
#BR; 

FI; 


Intel C/C++ Compiler Intrinsic Equivalent 
BNDCU .void _bnd_chk_ptr_ubounds(const void *q) 


Flags Affected 
None 


Protected Mode Exceptions 

#BR If upper bound check fails. 

#UD If the LOCK prefix is used. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 
If 67H prefix is not used and CS.D=0. 
If 67H prefix is used and CS.D=1. 


Real-Address Mode Exceptions 

#BR If upper bound check fails. 

#UD If the LOCK prefix is used. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 
If 16-bit addressing is used. 


Virtual-8086 Mode Exceptions 

#BR If upper bound check fails. 

#UD If the LOCK prefix is used. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 
If 16-bit addressing is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#UD If ModRM.r/m and REX encodes BND4-BND15 when Intel MPX is enabled. 
Same exceptions as in protected mode. 
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BNDLDX—Load Extended Bounds Using Address Translation 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support Flag 
NP OF 1A /r RM VIN MPX Load the bounds stored in a bound table entry (BTE) into bnd with 
BNDLDX bnd, mib address translation using the base of mib and conditional on the 
index of mib matching the pointer value in the BTE. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
SIB.base (r): Address of pointer 
RM ModRM:reg (w) ie ahs ° NA 
Description 


BNDLDxX uses the linear address constructed from the base register and displacement of the SIB-addressing form 
of the memory operand (mib) to perform address translation to access a bound table entry and conditionally load 
the bounds in the BTE to the destination. The destination register is updated with the bounds in the BTE, if the 
content of the index register of mib matches the pointer value stored in the BTE. 

If the pointer value comparison fails, the destination is updated with INIT bounds (Ib = 0x0, ub = 0x0) (note: as 
articulated earlier, the upper bound is represented using 1's complement, therefore, the 0x0 value of upper bound 
allows for access to full memory). 

This instruction does not cause memory access to the linear address of mib nor the effective address referenced by 
the base, and does not read or write any flags. 

Segment overrides apply to the linear address computation with the base of mib, and are used during address 
translation to generate the address of the bound table entry. By default, the address of the BTE is assumed to be 
linear address. There are no segmentation checks performed on the base of mib. 


The base of mib will not be checked for canonical address violation as it does not access memory. 


Any encoding of this instruction that does not specify base or index register will treat those registers as zero 
(constant). The reg-reg form of this instruction will remain a NOP. 


The scale field of the SIB byte has no effect on these instructions and is ignored. 


The bound register may be partially updated on memory faults. The order in which memory operands are loaded is 
implementation specific. 


Operation 


base := mib.SIB.base ? mib.SIB.base + Disp: 0; 
ptr_value := mib.SIB.index ? mib.SIB.index : 0; 


Outside 64-bit mode 
A_BDE[31:0] := (Zero_extend32(base[31:12] « 2) + (BNDCFG[31:12] «12 ); 
A_BT[31:0] := LoadFrom(A_BDE ); 
IF A_BT[O] equal O Then 
BNDSTATUS := A_BDE | 02H; 
#BR; 
Fl; 
A_BTE[31:0] := (Zero_extend32(base[1 1:2] « 4) + (A_BT[31:2] « 2); 
Temp_Ib[31:0] := LoadFrom(A_BTE); 
Temp_ub[31:0] := LoadFrom(A_BTE + 4); 
Temp_ptr[31:0] := LoadFrom(A_BTE + 8); 
IF Temp_ptr equal ptr_value Then 
BND.LB := Temp_l|b; 
BND.UB := Temp_ub; 
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ELSE 
BND.LB := 0; 
BND.UB := 0; 
Fl; 


In 64-bit mode 
A_BDE[63:0] := (Zero_extend64(base[47+MAWA:20] « 3) + (BNDCFG[63:12] «12 );! 
A_BT[63:0] := LoadFrom(A_BDE); 
IF A_BT[O] equal O Then 
BNDSTATUS := A_BDE | 02H; 
#BR; 
Fl; 
A_BTE[63:0] := (Zero_extend64(base[1 9:3] « 5) + (A_BT[63:3] « 3 ); 
Temp_Ib[63:0] := LoadFrom(A_BTE); 
Temp_ub[63:0] := LoadFrom(A_BTE + 8); 
Temp_ptr[63:0] := LoadFrom(A_BTE + 16); 
IF Temp_ptr equal ptr_value Then 
BND.LB := Temp_lb; 
BND.UB := Temp_ub; 


ELSE 
BND.LB := 0; 
BND.UB := 0; 
Fl; 


Intel C/C++ Compiler Intrinsic Equivalent 
BNDLDX: Generated by compiler as needed. 


Flags Affected 
None 


Protected Mode Exceptions 
#BR If the bound directory entry is invalid. 
#UD If the LOCK prefix is used. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 
If 67H prefix is not used and CS.D=0. 
If 67H prefix is used and CS.D=1. 
#GP(0) If a destination effective address of the Bound Table entry is outside the DS segment limit. 
If DS register contains a NULL segment selector. 
#PF(fault code) If a page fault occurs. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 
If 16-bit addressing is used. 
#GP(0) If a destination effective address of the Bound Table entry is outside the DS segment limit. 


1. If CPL < 3, the supervisor MAWA (MAWAS) is used; this value is 0. If CPL = 3, the user MAWA (MAWAU) is used; this value is enumer- 
ated in CPUID.(EAX=07H,ECX=0H):ECX.MAWAU[bits 21:17]. See Section 17.3.1 of Intel® 64 and IA-32 Architectures Software Devel- 
oper's Manual, Volume 1. 
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Virtual-8086 Mode Exceptions 
#UD If the LOCK prefix is used. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 
If 16-bit addressing is used. 
#GP(0) If a destination effective address of the Bound Table entry is outside the DS segment limit. 
#PF(fault code) If a page fault occurs. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#BR If the bound directory entry is invalid. 
#UD If ModRM is RIP relative. 

If the LOCK prefix is used. 

If ModRM.r/m and REX encodes BND4-BND15 when Intel MPX is enabled. 
#GP(0) If the memory address (A_BDE or A_BTE) is in a non-canonical form. 
#PF(fault code) If a page fault occurs. 
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BNDMK—Make Bounds 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 


BNDMK bnd, m32 


F3 0F 1B/r RM NE/V MPX Make lower and upper bounds from m32 and store them in bnd. 


BNDMK bnd, m64 


F3 OF 1B/r RM V/NE MPX Make lower and upper bounds from m64 and store them in bnd. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
RM ModRM:reg (w) ModRM:r/m (r) NA 
Description 


Makes bounds from the second operand and stores the lower and upper bounds in the bound register bnd. The 
second operand must be a memory operand. The content of the base register from the memory operand is stored 
in the lower bound bnd.LB. The 1's complement of the effective address of m32/m64 is stored in the upper bound 


b.UB. Computation of m32/m64 has identical behavior to LEA. 


This instruction does not cause any memory access, and does not read or write any flags. 


If the instruction did not specify base register, the lower bound will be zero. The reg-reg form of this instruction 


retains legacy behavior (NOP). 


The instruction causes an invalid-opcode exception (#UD) if executed in 64-bit mode with RIP-relative addressing. 


Operation 


BND.LB := SRCMEM.base; 
IF 64-bit mode Then 
BND.UB := NOT(LEA.64_bits(SRCMEM)); 
ELSE 
BND.UB := Zero_Extend.64_bits(NOT(LEA.32_bits(SRCMEM))); 
Fl; 


Intel C/C++ Compiler Intrinsic Equivalent 
BNDMK void * _bnd_set_ptr_bounds(const void * q, size_t size); 


Flags Affected 
None 


Protected Mode Exceptions 
#UD If the LOCK prefix is used. 


If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 


If 67H prefix is not used and CS.D=0. 
If 67H prefix is used and CS.D=1. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 


If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 


If 16-bit addressing is used. 
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Virtual-8086 Mode Exceptions 

#UD If the LOCK prefix is used. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 
If 16-bit addressing is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#UD If the LOCK prefix is used. 
If ModRM.r/m and REX encodes BND4-BND15 when Intel MPX is enabled. 
If RIP-relative addressing is used. 
#SS(0) If the memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the memory address is in a non-canonical form. 
Same exceptions as in protected mode. 
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BNDMOV—Move Bounds 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
66 OF 1A /r RM NE/V MPX Move lower and upper bound from bnd2/m64 to bound register 
BNDMOV bnd1, bnd2/m64 bnd1. 
66 OF 1A /r RM V/NE MPX Move lower and upper bound from bnd2/m1 28 to bound register 
BNDMOV bnd1, bnd2/m128 bnd1. 
66 OF 1B /r MR NE/V MPX Move lower and upper bound from bnd2 to bnd1/m64. 
BNDMOV bnd1/m64, bnd2 
66 OF 1B /r MR V/NE MPX Move lower and upper bound from bnd2 to bound register 
BNDMOV bnd1/m128, bnd2 bnd1/m128. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 
RM ModRM:reg (w) ModRM:r/m (r) NA 
MR ModRM:r/m (w) ModRM:reg (r) NA 
Description 


BNDMOV moves a pair of lower and upper bound values from the source operand (the second operand) to the 
destination (the first operand). Each operation is 128-bit move. The exceptions are same as the MOV instruction. 
The memory format for loading/store bounds in 64-bit mode is shown in Figure 3-5. 


Upper Bound (UB) 


Lower Bound (LB) 


16 ier 


Oe 0 Byte offset 


BNDMOV to memory in 64-bit mode 


Upper Bound (UB) 


Lower Bound (LB) 


BNDMOV to memory in 32-bit mode 


0 Byte offset 


Figure 3-5. Memory Layout of BNDMOV to/from Memory 


This instruction does not change flags. 


Operation 


BNDMOV register to register 


DEST.LB := SRC.LB; 
DEST.UB := SRC.UB; 
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BNDMOV from memory 


IF 64-bit mode THEN 


DEST.LB := LOAD_QWORD(SRC); 
DEST.UB := LOAD_QWORD(SRC+8); 


ELSE 


DEST.LB := LOAD_DWORD_ZERO_EXT(SRC); 
DEST.UB := LOAD_DWORD_ZERO_EXT(SRC+4); 


Fl; 


BNDMOV to memory 


IF 64-bit mode THEN 


DEST[63:0] := SRC.LB; 
DEST[127:64] := SRC.UB; 


ELSE 


DEST[31:0] := SRC.LB; 
DEST[63:32] := SRC.UB; 


Fl; 


Intel C/C++ Compiler Intrinsic Equivalent 


BNDMOV void * _bnd_copy_ptr_bounds(const void *q, const void *r) 
Flags Affected 
None 


Protected Mode Exceptions 


#UD 


#SS(0) 
#GP(0) 


#AC(0) 
#PF(fault code) 


If the LOCK prefix is used but the destination is not a memory operand. 

If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 

If 67H prefix is not used and CS.D=0. 

If 67H prefix is used and CS.D=1. 

If the memory operand effective address is outside the SS segment limit. 

If the memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the destination operand points to a non-writable segment 

If the DS, ES, FS, or GS segment register contains a NULL segment selector. 

If alignment checking is enabled and an unaligned memory reference is made while CPL is 3. 
If a page fault occurs. 


Real-Address Mode Exceptions 


#UD 


#GP(0) 
#SS 


BNDMOV—Move Bounds 


If the LOCK prefix is used but the destination is not a memory operand. 

If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 

If 16-bit addressing is used. 

If the memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the memory operand effective address is outside the SS segment limit. 
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Virtual-8086 Mode Exceptions 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 
If 16-bit addressing is used. 


#GP(0) If the memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If the memory operand effective address is outside the SS segment limit. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while CPL is 3. 


#PF(fault code) If a page fault occurs. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#UD If the LOCK prefix is used but the destination is not a memory operand. 
If ModRM.r/m and REX encodes BND4-BND15 when Intel MPX is enabled. 
#SS(0) If the memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the memory address is in a non-canonical form. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while CPL is 3. 


#PF(fault code) If a page fault occurs. 
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BNDSTX—Store Extended Bounds Using Address Translation 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 
NP OF 1B /r MR VIV MPX Store the bounds in bnd and the pointer value in the index regis- 
BNDSTX mib, bnd ter of mib to a bound table entry (BTE) with address translation 
using the base of mib. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
SIB.base (r): Address of pointer : 
MR SIB.index(r) ModRM:reg (r) NA 
Description 


BNDSTX uses the linear address constructed from the displacement and base register of the SIB-addressing form 
of the memory operand (mib) to perform address translation to store to a bound table entry. The bounds in the 
source operand bnd are written to the lower and upper bounds in the BTE. The content of the index register of mib 
is written to the pointer value field in the BTE. 

This instruction does not cause memory access to the linear address of mib nor the effective address referenced by 
the base, and does not read or write any flags. 

Segment overrides apply to the linear address computation with the base of mib, and are used during address 
translation to generate the address of the bound table entry. By default, the address of the BTE is assumed to be 
linear address. There are no segmentation checks performed on the base of mib. 


The base of mib will not be checked for canonical address violation as it does not access memory. 


Any encoding of this instruction that does not specify base or index register will treat those registers as zero 
(constant). The reg-reg form of this instruction will remain a NOP. 


The scale field of the SIB byte has no effect on these instructions and is ignored. 


The bound register may be partially updated on memory faults. The order in which memory operands are loaded is 
implementation specific. 


Operation 


base := mib.SIB.base ? mib.SIB.base + Disp: 0; 
ptr_value := mib.SIB.index ? mib.SIB.index : 0; 


Outside 64-bit mode 
A_BDE[31:0] := (Zero_extend32(base[31:12] « 2) + (BNDCFG[31:12] «12 ); 
A_BT[31:0] := LoadFrom(A_BDE); 
IF A_BT[O] equal O Then 
BNDSTATUS := A_BDE | 02H; 
#BR; 
Fl; 
A_DEST[31:0] := (Zero_extend32(base[1 1:2] « 4) + (A_BT[31:2] « 2 ); // address of Bound table entry 
A_DEST[8][31:0] := ptr_value; 
A_DEST[0][31:0] := BND.LB; 
A_DEST[4][31:0] := BND.UB; 
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In 64-bit mode 
A_BDE[63:0] := (Zero_extend64(base[47+MAWA:20] « 3) + (BNDCFG[63:12] «12 );! 
A_BT[63:0] := LoadFrom(A_BDE); 
IF A_BT[O] equal O Then 
BNDSTATUS := A_BDE | 02H; 
#BR; 
Fl; 
A_DEST[63:0] := (Zero_extend64(base[1 9:3] « 5) + (A_BT[63:3] « 3 ); // address of Bound table entry 
A_DEST[16][63:0] := ptr_value; 
A_DEST[0][63:0] := BND.LB; 
A_DEST[8][63:0] := BND.UB; 


Intel C/C++ Compiler Intrinsic Equivalent 
BNDSTX: _bnd_store_ptr_bounds(const void **ptr_addr, const void *ptr_val); 


Flags Affected 
None 


Protected Mode Exceptions 
#BR If the bound directory entry is invalid. 
#UD If the LOCK prefix is used. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 
If 67H prefix is not used and CS.D=0. 
If 67H prefix is used and CS.D=1. 
#GP(0) If a destination effective address of the Bound Table entry is outside the DS segment limit. 
If DS register contains a NULL segment selector. 
If the destination operand points to a non-writable segment 
#PF(fault code) If a page fault occurs. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 
If 16-bit addressing is used. 
#GP(0) If a destination effective address of the Bound Table entry is outside the DS segment limit. 


Virtual-8086 Mode Exceptions 
#UD If the LOCK prefix is used. 
If ModRM.r/m encodes BND4-BND7 when Intel MPX is enabled. 
If 16-bit addressing is used. 
#GP(0) If a destination effective address of the Bound Table entry is outside the DS segment limit. 
#PF(fault code) If a page fault occurs. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


1. If CPL < 3, the supervisor MAWA (MAWAS) is used; this value is 0. If CPL = 3, the user MAWA (MAWAU) is used; this value is enumer- 
ated in CPUID.(EAX=07H,ECX=0H):ECX.MAWAU[bits 21:17]. See Section 17.3.1 of Intel® 64 and IA-32 Architectures Software Devel- 
oper's Manual, Volume 1. 
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64-Bit Mode Exceptions 
#BR If the bound directory entry is invalid. 
#UD If ModRM is RIP relative. 
If the LOCK prefix is used. 
If ModRM.r/m and REX encodes BND4-BND15 when Intel MPX is enabled. 
#GP(0) If the memory address (A_BDE or A_BTE) is in a non-canonical form. 
If the destination operand points to a non-writable segment 
#PF(fault code) If a page fault occurs. 
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BOUND—Check Array Index Against Bounds 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
62 /r BOUND r16, m16&16 RM | Invalid Valid Check if 76 (array index) is within bounds 
specified by m76&16. 
62 /r BOUND r32, mM32&32 RM | Invalid Valid Check if r32 (array index) is within bounds 
specified by m32&32. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r) ModRM:r/m (r) NA NA 
Description 


BOUND determines if the first operand (array index) is within the bounds of an array specified the second operand 
(bounds operand). The array index is a signed integer located in a register. The bounds operand is a memory loca- 
tion that contains a pair of signed doubleword-integers (when the operand-size attribute is 32) or a pair of signed 
word-integers (when the operand-size attribute is 16). The first doubleword (or word) is the lower bound of the 

array and the second doubleword (or word) is the upper bound of the array. The array index must be greater than 
or equal to the lower bound and less than or equal to the upper bound plus the operand size in bytes. If the index 
is not within bounds, a BOUND range exceeded exception (#BR) is signaled. When this exception is generated, the 
saved return instruction pointer points to the BOUND instruction. 


The bounds limit data structure (two words or doublewords containing the lower and upper limits of the array) is 
usually placed just before the array itself, making the limits addressable via a constant offset from the beginning of 
the array. Because the address of the array already will be present in a register, this practice avoids extra bus cycles 


to obtain the effective address of the array bounds. 


This instruction executes as described in compatibility mode and legacy mode. It is not valid in 64-bit mode. 


Operation 


IF 64bit Mode 
THEN 
#UD; 
ELSE 


IF (Arraylndex < LowerBound OR Arraylndex > UpperBound) THEN 


(* Below lower bound or above upper bound *) 
IF <equation for PL enabled> THEN BNDSTATUS := 0 


#BR; 
Fl; 
Fl; 


Flags Affected 
None. 
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Protected Mode Exceptions 


#BR If the bounds test fails. 

#UD If second operand is not a memory location. 
If the LOCK prefix is used. 

#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 


current privilege level is 3. 


Real-Address Mode Exceptions 


#BR If the bounds test fails. 
#UD If second operand is not a memory location. 
If the LOCK prefix is used. 
#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 


Virtual-8086 Mode Exceptions 


#BR If the bounds test fails. 
#UD If second operand is not a memory location. 
If the LOCK prefix is used. 
#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#UD If in 64-bit mode. 
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BSF—Bit Scan Forward 


Opcode Instruction Op/ | 64-bit Compat/ |Description 

En |Mode Leg Mode 
OF BC /r BSF r16, r/m16 RM | Valid Valid Bit scan forward on r/m16. 
OF BC /r BSF r32, r/m32 RM | Valid Valid Bit scan forward on r/m32. 
REX.W + OF BC /r BSF r64, r/m64 RM_ | Valid N.E. Bit scan forward on r/m64, 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Searches the source operand (second operand) for the least significant set bit (1 bit). If a least significant 1 bit is 
found, its bit index is stored in the destination operand (first operand). The source operand can be a register or a 
memory location; the destination operand is a register. The bit index is an unsigned offset from bit 0 of the source 
operand. If the content of the source operand is 0, the content of the destination operand is undefined. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


Operation 


IF SRC = 0 
THEN 
ZF := 1; 
DEST is undefined; 
ELSE 
ZF := 0; 
temp := 0; 
WHILE Bit(SRC, temp) = 0 
DO 
temp := temp + 1; 
OD; 
DEST := temp; 
Fl; 


Flags Affected 


The ZF flag is set to 1 if the source operand is 0; otherwise, the ZF flag is cleared. The CF, OF, SF, AF, and PF flags 
are undefined. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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BSR—Bit Scan Reverse 


Opcode Instruction Op/ | 64-bit Compat/ |Description 

En |Mode Leg Mode 
OF BD /r BSR r16, r/m16 RM _ | Valid Valid Bit scan reverse on r/m16. 
OF BD /r BSR r32, r/m32 RM _ | Valid Valid Bit scan reverse on r/m32. 
REX.W + OF BD /r BSR r64, r/m64 RM | Valid N.E. Bit scan reverse on r/m64. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Searches the source operand (second operand) for the most significant set bit (1 bit). If a most significant 1 bit is 
found, its bit index is stored in the destination operand (first operand). The source operand can be a register or a 
memory location; the destination operand is a register. The bit index is an unsigned offset from bit 0 of the source 
operand. If the content source operand is 0, the content of the destination operand is undefined. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


Operation 


IF SRC =0 

THEN 
ZF := 1; 
DEST is undefined; 

ELSE 
ZF := 0; 
temp := OperandSize - 1; 
WHILE Bit(SRC, temp) = 0 


DO 
temp := temp - 1; 
OD; 
DEST := temp; 
Fl; 
Flags Affected 


The ZF flag is set to 1 if the source operand is 0; otherwise, the ZF flag is cleared. The CF, OF, SF, AF, and PF flags 
are undefined. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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BSWAP—Byte Swap 


Opcode Instruction Op/ | 64-bit Compat/ |Description 

En |Mode Leg Mode 
OF C8+rd BSWAP r32 O Valid* Valid Reverses the byte order of a 32-bit register. 
REX.W + OF C8+rd BSWAP r64 6) Valid N.E. Reverses the byte order of a 64-bit register. 
NOTES: 


* See IA-32 Architecture Compatibility section below. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
O opcode + rd (r, w) NA NA NA 
Description 


Reverses the byte order of a 32-bit or 64-bit (destination) register. This instruction is provided for converting little- 
endian values to big-endian format and vice versa. To swap bytes in a word value (16-bit register), use the XCHG 
instruction. When the BSWAP instruction references a 16-bit register, the result is undefined. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


IA-32 Architecture Legacy Compatibility 


The BSWAP instruction is not supported on IA-32 processors earlier than the Intel486™ processor family. For 
compatibility with this instruction, software should include functionally equivalent code for execution on Intel 
processors earlier than the Intel486 processor family. 


Operation 


TEMP := DEST 
IF 64-bit mode AND OperandSize = 64 
THEN 
DEST[7:0] := TEMP[63:56]; 
DEST[1 5:8] := TEMP[55:48]; 
DEST[23:16] := TEMP[47:40]; 
DEST[31:24] := TEMP[39:32]; 
DEST[39:32] := TEMP[31:24]; 
DEST[47:40] := TEMP[23:16]; 
DEST[55:48] := TEMP[1 5:8]; 
DEST[63:56] := TEMP[7:0]; 
ELSE 
DEST[7:0] := TEMP[31:24]; 
DEST[1 5:8] := TEMP[23:16]; 
DEST[23:16] := TEMP[1 5:8]; 
DEST[31:24] := TEMP[7:0]; 
Fl; 


Flags Affected 
None. 


Exceptions (All Operating Modes) 
#UD If the LOCK prefix is used. 
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BT—Bit Test 
Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
OF A3 /r BT r/m16, r16 MR | Valid Valid Store selected bit in CF flag. 
OF A3 /r BT r/m32, r32 MR | Valid Valid Store selected bit in CF flag. 
REX.W + OF A3 /r BT r/m64, r64 MR | Valid N.E. Store selected bit in CF flag. 
OF BA /4 ib BT r/m16, imm8 MI Valid Valid Store selected bit in CF flag. 
OF BA /4 ib BT r/m32, imm8 MI Valid Valid Store selected bit in CF flag. 
REX.W + OF BA /4 ib BT r/m64, imm8 MI Valid N.E. Store selected bit in CF flag. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 

MR ModRM:r/m (r) ModRM:reg (r) NA NA 

MI ModRM:r/m (r) imm8 NA NA 
Description 


Selects the bit in a bit string (specified with the first operand, called the bit base) at the bit-position designated by 
the bit offset (specified by the second operand) and stores the value of the bit in the CF flag. The bit base operand 
can be a register or a memory location; the bit offset operand can be a register or an immediate value: 


° If the bit base operand specifies a register, the instruction takes the modulo 16, 32, or 64 of the bit offset 
operand (modulo size depends on the mode and register size; 64-bit operands are available only in 64-bit 
mode). 


e If the bit base operand specifies a memory location, the operand represents the address of the byte in memory 
that contains the bit base (bit 0 of the specified byte) of the bit string. The range of the bit position that can be 
referenced by the offset operand depends on the operand size. 


See also: Bit(BitBase, BitOffset) on page 3-11. 


Some assemblers support immediate bit offsets larger than 31 by using the immediate bit offset field in combina- 
tion with the displacement field of the memory operand. In this case, the low-order 3 or 5 bits (3 for 16-bit oper- 
ands, 5 for 32-bit operands) of the immediate bit offset are stored in the immediate bit offset field, and the high- 
order bits are shifted and combined with the byte displacement in the addressing mode by the assembler. The 
processor will ignore the high order bits if they are not zero. 


When accessing a bit in memory, the processor may access 4 bytes starting from the memory address for a 32-bit 
operand size, using by the following relationship: 


Effective Address + (4 * (BitOffset DIV 32)) 
Or, it may access 2 bytes starting from the memory address for a 16-bit operand, using this relationship: 


Effective Address + (2 * (BitOffset DIV 16)) 


It may do so even when only a single byte needs to be accessed to reach the given bit. When using this bit 
addressing mechanism, software should avoid referencing areas of memory close to address space holes. In partic- 
ular, it should avoid references to memory-mapped I/O registers. Instead, software should use the MOV instruc- 
tions to load from or store to these addresses, and use the register form of these instructions to manipulate the 
data. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bit oper- 
ands. See the summary chart at the beginning of this section for encoding data and limits. 


Operation 


CF := Bit(BitBase, BitOffset); 


BT—Bit Test Vol.2A 3-129 


INSTRUCTION SET REFERENCE, A-L 


Flags Affected 


The CF flag contains the value of the selected bit. The ZF flag is unaffected. The OF, SF, AF, and PF flags are 
undefined. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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BTC—Bit Test and Complement 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 

OF BB /r BTC r/m16, r16 MR | Valid Valid Store selected bit in CF flag and complement. 
OF BB /r BTC r/m32, r32 MR | Valid Valid Store selected bit in CF flag and complement. 
REX.W + OF BB /r BTC r/m64, r64 MR | Valid N.E. Store selected bit in CF flag and complement. 
OF BA /7 ib BTC r/m16, imm8& MI | Valid Valid Store selected bit in CF flag and complement. 
OF BA /7 ib BTC r/m32, imm8& MI | Valid Valid Store selected bit in CF flag and complement. 
REX.W + OF BA /7 ib BTC r/m64, imm8 MI | Valid N.E. Store selected bit in CF flag and complement. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (r, w) ModRM:reg (r) NA NA 
MI ModRM:r/m (r, w) imm8 NA NA 
Description 


Selects the bit in a bit string (specified with the first operand, called the bit base) at the bit-position designated by 
the bit offset operand (second operand), stores the value of the bit in the CF flag, and complements the selected 
bit in the bit string. The bit base operand can be a register or a memory location; the bit offset operand can be a 
register or an immediate value: 


e If the bit base operand specifies a register, the instruction takes the modulo 16, 32, or 64 of the bit offset 
operand (modulo size depends on the mode and register size; 64-bit operands are available only in 64-bit 
mode). This allows any bit position to be selected. 


° If the bit base operand specifies a memory location, the operand represents the address of the byte in memory 
that contains the bit base (bit 0 of the specified byte) of the bit string. The range of the bit position that can be 
referenced by the offset operand depends on the operand size. 


See also: Bit(BitBase, BitOffset) on page 3-11. 


Some assemblers support immediate bit offsets larger than 31 by using the immediate bit offset field in combina- 
tion with the displacement field of the memory operand. See “BT—Bit Test” in this chapter for more information on 
this addressing mechanism. 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


Operation 


CF := Bit(BitBase, BitOffset); 
Bit(BitBase, BitOffset) := NOT Bit(BitBase, BitOffset); 


Flags Affected 


The CF flag contains the value of the selected bit before it is complemented. The ZF flag is unaffected. The OF, SF, 
AF, and PF flags are undefined. 
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Protected Mode Exceptions 

#GP(0) If the destination operand points to a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


3-132 Vol. 2A BTC—Bit Test and Complement 


INSTRUCTION SET REFERENCE, A-L 


BTR—Bit Test and Reset 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 

OF B3 /r BTR r/m16, r16 MR | Valid Valid Store selected bit in CF flag and clear. 
OF B3 /r BTR r/m32, r32 MR | Valid Valid Store selected bit in CF flag and clear. 
REX.W + OF B3 /r BTR r/m64, r64 MR | Valid N.E. Store selected bit in CF flag and clear. 
OF BA /6 ib BTR r/m16, imm8 MI | Valid Valid Store selected bit in CF flag and clear. 
OF BA /6 ib BTR r/m32, imm8 MI | Valid Valid Store selected bit in CF flag and clear. 
REX.W + OF BA /6 ib BTR r/m64, imm8& MI | Valid N.E. Store selected bit in CF flag and clear. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (r, w) ModRM:reg (r) NA NA 
MI ModRM:r/m (r, w) imm8 NA NA 
Description 


Selects the bit in a bit string (specified with the first operand, called the bit base) at the bit-position designated by 
the bit offset operand (second operand), stores the value of the bit in the CF flag, and clears the selected bit in the 
bit string to 0. The bit base operand can be a register or a memory location; the bit offset operand can be a register 
or an immediate value: 


¢ If the bit base operand specifies a register, the instruction takes the modulo 16, 32, or 64 of the bit offset 
operand (modulo size depends on the mode and register size; 64-bit operands are available only in 64-bit 
mode). This allows any bit position to be selected. 


° If the bit base operand specifies a memory location, the operand represents the address of the byte in memory 
that contains the bit base (bit 0 of the specified byte) of the bit string. The range of the bit position that can be 
referenced by the offset operand depends on the operand size. 


See also: Bit(BitBase, BitOffset) on page 3-11. 


Some assemblers support immediate bit offsets larger than 31 by using the immediate bit offset field in combina- 
tion with the displacement field of the memory operand. See “BT—Bit Test” in this chapter for more information on 
this addressing mechanism. 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


Operation 


CF := Bit(BitBase, BitOffset); 
Bit(BitBase, BitOffset) := 0; 


Flags Affected 


The CF flag contains the value of the selected bit before it is cleared. The ZF flag is unaffected. The OF, SF, AF, and 
PF flags are undefined. 
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Protected Mode Exceptions 

#GP(0) If the destination operand points to a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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BTS—Bit Test and Set 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 

OF AB /r BTS r/m16, r16 MR | Valid Valid Store selected bit in CF flag and set. 
OF AB /r BTS r/m32, r32 MR | Valid Valid Store selected bit in CF flag and set. 
REX.W + OF AB /r BTS r/m64, r64 MR | Valid N.E. Store selected bit in CF flag and set. 
OF BA /5 ib BTS r/m16, imm8 MI Valid Valid Store selected bit in CF flag and set. 
OF BA/5 ib BTS r/m32, imm8& MI Valid Valid Store selected bit in CF flag and set. 
REX.W + OF BA/5 ib BTS r/m64, imm8& MI | Valid N.E. Store selected bit in CF flag and set. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (r, w) ModRM:reg (r) NA NA 
MI ModRM:r/m (r, w) imm8 NA NA 
Description 


Selects the bit in a bit string (specified with the first operand, called the bit base) at the bit-position designated by 

the bit offset operand (second operand), stores the value of the bit in the CF flag, and sets the selected bit in the 

bit string to 1. The bit base operand can be a register or a memory location; the bit offset operand can be a register 

or an immediate value: 

° If the bit base operand specifies a register, the instruction takes the modulo 16, 32, or 64 of the bit offset 
operand (modulo size depends on the mode and register size; 64-bit operands are available only in 64-bit 
mode). This allows any bit position to be selected. 


° If the bit base operand specifies a memory location, the operand represents the address of the byte in memory 
that contains the bit base (bit 0 of the specified byte) of the bit string. The range of the bit position that can be 
referenced by the offset operand depends on the operand size. 


See also: Bit(BitBase, BitOffset) on page 3-11. 


Some assemblers support immediate bit offsets larger than 31 by using the immediate bit offset field in combina- 
tion with the displacement field of the memory operand. See “BT—Bit Test” in this chapter for more information on 
this addressing mechanism. 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


Operation 


CF := Bit(BitBase, BitOffset); 
Bit(BitBase, BitOffset) := 1; 


Flags Affected 


The CF flag contains the value of the selected bit before it is set. The ZF flag is unaffected. The OF, SF, AF, and PF 
flags are undefined. 
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Protected Mode Exceptions 

#GP(0) If the destination operand points to a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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BZHI — Zero High Bits Starting with Specified Bit Position 


Opcode/Instruction Op/ | 64/32 | CPUID Description 
En -bit Feature 
Mode | Flag 
VEX.LZ.0F38.W0 F5 /r RMV | V/V BMI2 Zero bits in r/m32 starting with the position in r32b, write result to 
BZHI r32a, r/m32, r32b r32a. 
VEX.LZ.0F38.W1 F5 /r RMV | V/N.E. BMI2 Zero bits in r/m64 starting with the position in r64b, write result to 
BZHI r64a, r/m64, r64b r64a. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMV ModRM:reg (w) ModRM:r/m (r) VEX.vvvv (r) NA 
Description 


BZHI copies the bits of the first source operand (the second operand) into the destination operand (the first 
operand) and clears the higher bits in the destination according to the INDEX value specified by the second source 
operand (the third operand). The INDEX is specified by bits 7:0 of the second source operand. The INDEX value is 
saturated at the value of OperandSize -1. CF is set, if the number contained in the 8 low bits of the third operand 
is greater than OperandSize -1. 


This instruction is not supported in real mode and virtual-8086 mode. The operand size is always 32 bits if not in 
64-bit mode. In 64-bit mode operand size 64 requires VEX.W1. VEX.W1 is ignored in non-64-bit modes. An 
attempt to execute this instruction with VEX.L not equal to 0 will cause #UD. 


Operation 

N := SRC2[7:0] 

DEST := SRC1 

IF (N < OperandSize) 
DEST[OperandSize-1:N] := 0 

Fl 

IF (N > OperandSize - 1) 
CF := 1 

ELSE 


Fl 


Flags Affected 
ZF, CF and SF flags are updated based on the result. OF flag is cleared. AF and PF flags are undefined. 


Intel C/C++ Compiler Intrinsic Equivalent 
BZHI: unsigned __int32 _bzhi_u32(unsigned __int32 src, unsigned __int32 index); 


BZHI: unsigned __int64_bzhi_u64(unsigned __int64 src, unsigned __int32 index); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-29, “Type 13 Class Exception Conditions”. 
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CALL—Call Procedure 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 

E8 cw CALL rel16 D NS. Valid Call near, relative, displacement relative to next 
instruction. 

E8 cd CALL re/32 D Valid Valid Call near, relative, displacement relative to next 
instruction. 32-bit displacement sign extended to 
64-bits in 64-bit mode. 

FF /2 CALL r/m16 M N.E. Valid Call near, absolute indirect, address given in r/m16. 

FF /2 CALL r/m32 M N.E. Valid Call near, absolute indirect, address given in r/m32. 

FF /2 CALL r/m64 M Valid N.E. Call near, absolute indirect, address given in r/m64. 

9A cd CALL ptr16:16 D Invalid Valid Call far, absolute, address given in operand. 

SA cp CALL ptr16:32 D Invalid Valid Call far, absolute, address given in operand. 

FF /3 CALL m16:16 M Valid Valid Call far, absolute indirect address given in m76:76. 
In 32-bit mode: if selector points to a gate, then RIP 
= 32-bit zero extended displacement taken from 
gate; else RIP = zero extended 16-bit offset from 
far pointer referenced in the instruction. 

FF /3 CALL m16:32 M Valid Valid In 64-bit mode: If selector points to a gate, then RIP 
= 64-bit displacement taken from gate; else RIP = 
zero extended 32-bit offset from far pointer 
referenced in the instruction. 

REX.W FF /3 CALL m16:64 M Valid N.E. In 64-bit mode: If selector points to a gate, then RIP 
= 64-bit displacement taken from gate; else RIP = 
64-bit offset from far pointer referenced in the 
instruction. 

Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
D Offset NA NA NA 
M ModRM:r/m (r) NA NA NA 
Description 


Saves procedure linking information on the stack and branches to the called procedure specified using the target 
operand. The target operand specifies the address of the first instruction in the called procedure. The operand can 
be an immediate value, a general-purpose register, or a memory location. 


This instruction can be used to execute four types of calls: 


¢ Near Call — A call to a procedure in the current code segment (the segment currently pointed to by the CS 
register), sometimes referred to as an intra-segment call. 


¢ Far Call — A call to a procedure located in a different segment than the current code segment, sometimes 


referred to as an inter-segment call. 


¢ Inter-privilege-level far call — A far call to a procedure in a segment at a different privilege level than that 
of the currently executing program or procedure. 


* Task switch — A call to a procedure located in a different task. 


The latter two call types (inter-privilege-level call and task switch) can only be executed in protected mode. See 
“Calling Procedures Using Call and RET” in Chapter 6 of the Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 1, for additional information on near, far, and inter-privilege-level calls. See Chapter 7, 
“Task Management,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, for infor- 
mation on performing task switches with the CALL instruction. 
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Near Call. When executing a near call, the processor pushes the value of the EIP register (which contains the offset 
of the instruction following the CALL instruction) on the stack (for use later as a return-instruction pointer). The 
processor then branches to the address in the current code segment specified by the target operand. The target 
operand specifies either an absolute offset in the code segment (an offset from the base of the code segment) ora 
relative offset (a signed displacement relative to the current value of the instruction pointer in the EIP register; this 
value points to the instruction following the CALL instruction). The CS register is not changed on near calls. 


For a near call absolute, an absolute offset is specified indirectly in a general-purpose register or a memory location 
(r/m16, r/m32, or r/m64). The operand-size attribute determines the size of the target operand (16, 32 or 64 
bits). When in 64-bit mode, the operand size for near call (and all near branches) is forced to 64-bits. Absolute 
offsets are loaded directly into the EIP(RIP) register. If the operand size attribute is 16, the upper two bytes of the 
EIP register are cleared, resulting in a maximum instruction pointer size of 16 bits. When accessing an absolute 
offset indirectly using the stack pointer [ESP] as the base register, the base value used is the value of the ESP 
before the instruction executes. 


A relative offset (re/16 or re/32) is generally specified as a label in assembly code. But at the machine code level, it 
is encoded as a signed, 16- or 32-bit immediate value. This value is added to the value in the EIP(RIP) register. In 
64-bit mode the relative offset is always a 32-bit immediate value which is sign extended to 64-bits before it is 
added to the value in the RIP register for the target calculation. As with absolute offsets, the operand-size attribute 
determines the size of the target operand (16, 32, or 64 bits). In 64-bit mode the target operand will always be 64- 
bits because the operand size is forced to 64-bits for near branches. 


Far Calls in Real-Address or Virtual-8086 Mode. When executing a far call in real- address or virtual-8086 mode, the 
processor pushes the current value of both the CS and EIP registers on the stack for use as a return-instruction 
pointer. The processor then performs a “far branch” to the code segment and offset specified with the target 
operand for the called procedure. The target operand specifies an absolute far address either directly with a pointer 
(ptr16:16 or ptr16:32) or indirectly with a memory location (m16:16 or m16:32). With the pointer method, the 
segment and offset of the called procedure is encoded in the instruction using a 4-byte (16-bit operand size) or 6- 
byte (32-bit operand size) far address immediate. With the indirect method, the target operand specifies a memory 
location that contains a 4-byte (16-bit operand size) or 6-byte (32-bit operand size) far address. The operand-size 
attribute determines the size of the offset (16 or 32 bits) in the far address. The far address is loaded directly into 
the CS and EIP registers. If the operand-size attribute is 16, the upper two bytes of the EIP register are cleared. 


Far Calls in Protected Mode. When the processor is operating in protected mode, the CALL instruction can be used to 
perform the following types of far calls: 


¢ Far call to the same privilege level 
¢ Far call to a different privilege level (inter-privilege level call) 
¢ Task switch (far call to another task) 


In protected mode, the processor always uses the segment selector part of the far address to access the corre- 
sponding descriptor in the GDT or LDT. The descriptor type (code segment, call gate, task gate, or TSS) and access 
rights determine the type of call operation to be performed. 


If the selected descriptor is for a code segment, a far call to a code segment at the same privilege level is 
performed. (If the selected code segment is at a different privilege level and the code segment is non-conforming, 
a general-protection exception is generated.) A far call to the same privilege level in protected mode is very similar 
to one carried out in real-address or virtual-8086 mode. The target operand specifies an absolute far address either 
directly with a pointer (ptr16:16 or ptr16:32) or indirectly with a memory location (m16:16 or mM16:32). The 
operand- size attribute determines the size of the offset (16 or 32 bits) in the far address. The new code segment 
selector and its descriptor are loaded into CS register; the offset from the instruction is loaded into the EIP register. 


A call gate (described in the next paragraph) can also be used to perform a far call to a code segment at the same 
privilege level. Using this mechanism provides an extra level of indirection and is the preferred method of making 
calls between 16-bit and 32-bit code segments. 


When executing an inter-privilege-level far call, the code segment for the procedure being called must be accessed 
through a call gate. The segment selector specified by the target operand identifies the call gate. The target 
operand can specify the call gate segment selector either directly with a pointer (ptr16:16 or ptr16:32) or indirectly 
with a memory location (m16:16 or m16:32). The processor obtains the segment selector for the new code 
segment and the new instruction pointer (offset) from the call gate descriptor. (The offset from the target operand 
is ignored when a call gate is used.) 
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On inter-privilege-level calls, the processor switches to the stack for the privilege level of the called procedure. The 
segment selector for the new stack segment is specified in the TSS for the currently running task. The branch to the 
new code segment occurs after the stack switch. (Note that when using a call gate to perform a far call toa 
segment at the same privilege level, no stack switch occurs.) On the new stack, the processor pushes the segment 
selector and stack pointer for the calling procedure’s stack, an optional set of parameters from the calling proce- 
dures stack, and the segment selector and instruction pointer for the calling procedure’s code segment. (A value in 
the call gate descriptor determines how many parameters to copy to the new stack.) Finally, the processor 
branches to the address of the procedure being called within the new code segment. 


Executing a task switch with the CALL instruction is similar to executing a call through a call gate. The target 
operand specifies the segment selector of the task gate for the new task activated by the switch (the offset in the 
target operand is ignored). The task gate in turn points to the TSS for the new task, which contains the segment 
selectors for the task’s code and stack segments. Note that the TSS also contains the EIP value for the next instruc- 
tion that was to be executed before the calling task was suspended. This instruction pointer value is loaded into the 
EIP register to re-start the calling task. 


The CALL instruction can also specify the segment selector of the TSS directly, which eliminates the indirection of 
the task gate. See Chapter 7, “Task Management,” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3A, for information on the mechanics of a task switch. 


When you execute at task switch with a CALL instruction, the nested task flag (NT) is set in the EFLAGS register and 
the new TSS‘s previous task link field is loaded with the old task’s TSS selector. Code is expected to suspend this 
nested task by executing an IRET instruction which, because the NT flag is set, automatically uses the previous task 
link to return to the calling task. (See “Task Linking” in Chapter 7 of the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 3A, for information on nested tasks.) Switching tasks with the CALL instruction differs 
in this regard from JMP instruction. JMP does not set the NT flag and therefore does not expect an IRET instruction 
to suspend the task. 


Mixing 16-Bit and 32-Bit Calls. When making far calls between 16-bit and 32-bit code segments, use a call gate. If 
the far call is from a 32-bit code segment to a 16-bit code segment, the call should be made from the first 64 
KBytes of the 32-bit code segment. This is because the operand-size attribute of the instruction is set to 16, so only 
a 16-bit return address offset can be saved. Also, the call should be made using a 16-bit call gate so that 16-bit 
values can be pushed on the stack. See Chapter 20, “Mixing 16-Bit and 32-Bit Code,” in the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 3B, for more information. 


Far Calls in Compatibility Mode. When the processor is operating in compatibility mode, the CALL instruction can be 
used to perform the following types of far calls: 


¢ Far call to the same privilege level, remaining in compatibility mode 
¢ Far call to the same privilege level, transitioning to 64-bit mode 
¢ Far call to a different privilege level (inter-privilege level call), transitioning to 64-bit mode 


Note that a CALL instruction can not be used to cause a task switch in compatibility mode since task switches are 
not supported in IA-32e mode. 


In compatibility mode, the processor always uses the segment selector part of the far address to access the corre- 
sponding descriptor in the GDT or LDT. The descriptor type (code segment, call gate) and access rights determine 
the type of call operation to be performed. 


If the selected descriptor is for a code segment, a far call to a code segment at the same privilege level is 
performed. (If the selected code segment is at a different privilege level and the code segment is non-conforming, 
a general-protection exception is generated.) A far call to the same privilege level in compatibility mode is very 
similar to one carried out in protected mode. The target operand specifies an absolute far address either directly 
with a pointer (ptr16:16 or ptr16:32) or indirectly with a memory location (m16:16 or m16:32). The operand-size 
attribute determines the size of the offset (16 or 32 bits) in the far address. The new code segment selector and its 
descriptor are loaded into CS register and the offset from the instruction is loaded into the EIP register. The differ- 
ence is that 64-bit mode may be entered. This specified by the L bit in the new code segment descriptor. 


Note that a 64-bit call gate (described in the next paragraph) can also be used to perform a far call to a code 
segment at the same privilege level. However, using this mechanism requires that the target code segment 
descriptor have the L bit set, causing an entry to 64-bit mode. 


When executing an inter-privilege-level far call, the code segment for the procedure being called must be accessed 
through a 64-bit call gate. The segment selector specified by the target operand identifies the call gate. The target 
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operand can specify the call gate segment selector either directly with a pointer (ptr16:16 or ptr16:32) or indirectly 
with a memory location (m16:16 or m16:32). The processor obtains the segment selector for the new code 
segment and the new instruction pointer (offset) from the 16-byte call gate descriptor. (The offset from the target 
operand is ignored when a call gate is used.) 


On inter-privilege-level calls, the processor switches to the stack for the privilege level of the called procedure. The 
segment selector for the new stack segment is set to NULL. The new stack pointer is specified in the TSS for the 
currently running task. The branch to the new code segment occurs after the stack switch. (Note that when using 
a call gate to perform a far call to a segment at the same privilege level, an implicit stack switch occurs as a result 
of entering 64-bit mode. The SS selector is unchanged, but stack segment accesses use a segment base of 0x0, 
the limit is ignored, and the default stack size is 64-bits. The full value of RSP is used for the offset, of which the 
upper 32-bits are undefined.) On the new stack, the processor pushes the segment selector and stack pointer for 
the calling procedure’s stack and the segment selector and instruction pointer for the calling procedure’s code 
segment. (Parameter copy is not supported in IA-32e mode.) Finally, the processor branches to the address of the 
procedure being called within the new code segment. 


Near/(Far) Calls in 64-bit Mode. When the processor is operating in 64-bit mode, the CALL instruction can be used to 
perform the following types of far calls: 


¢ Far call to the same privilege level, transitioning to compatibility mode 
¢ Far call to the same privilege level, remaining in 64-bit mode 
¢ Far call to a different privilege level (inter-privilege level call), remaining in 64-bit mode 


Note that in this mode the CALL instruction can not be used to cause a task switch in 64-bit mode since task 
switches are not supported in IA-32e mode. 


In 64-bit mode, the processor always uses the segment selector part of the far address to access the corresponding 
descriptor in the GDT or LDT. The descriptor type (code segment, call gate) and access rights determine the type 
of call operation to be performed. 


If the selected descriptor is for a code segment, a far call to a code segment at the same privilege level is 
performed. (If the selected code segment is at a different privilege level and the code segment is non-conforming, 
a general-protection exception is generated.) A far call to the same privilege level in 64-bit mode is very similar to 
one carried out in compatibility mode. The target operand specifies an absolute far address indirectly with a 
memory location (m16:16, m16:32 or m16:64). The form of CALL with a direct specification of absolute far 
address is not defined in 64-bit mode. The operand-size attribute determines the size of the offset (16, 32, or 64 
bits) in the far address. The new code segment selector and its descriptor are loaded into the CS register; the offset 
from the instruction is loaded into the EIP register. The new code segment may specify entry either into compati- 
bility or 64-bit mode, based on the L bit value. 


A 64-bit call gate (described in the next paragraph) can also be used to perform a far call to a code segment at the 
same privilege level. However, using this mechanism requires that the target code segment descriptor have the L 
bit set. 


When executing an inter-privilege-level far call, the code segment for the procedure being called must be accessed 
through a 64-bit call gate. The segment selector specified by the target operand identifies the call gate. The target 
operand can only specify the call gate segment selector indirectly with a memory location (m16:16, m16:32 or 
m16:64). The processor obtains the segment selector for the new code segment and the new instruction pointer 
(offset) from the 16-byte call gate descriptor. (The offset from the target operand is ignored when a call gate is 
used.) 


On inter-privilege-level calls, the processor switches to the stack for the privilege level of the called procedure. The 
segment selector for the new stack segment is set to NULL. The new stack pointer is specified in the TSS for the 
currently running task. The branch to the new code segment occurs after the stack switch. 


Note that when using a call gate to perform a far call to a segment at the same privilege level, an implicit stack 
switch occurs as a result of entering 64-bit mode. The SS selector is unchanged, but stack segment accesses use 
a segment base of 0x0, the limit is ignored, and the default stack size is 64-bits. (The full value of RSP is used for 
the offset.) On the new stack, the processor pushes the segment selector and stack pointer for the calling proce- 
dure’s stack and the segment selector and instruction pointer for the calling procedure’s code segment. (Parameter 
copy is not supported in IA-32e mode.) Finally, the processor branches to the address of the procedure being called 
within the new code segment. 
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Refer to Chapter 6, “Procedure Calls, Interrupts, and Exceptions” and Chapter 18, “Control-Flow Enforcement Tech- 
nology (CET)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for CET details. 


Instruction ordering. Instructions following a far call may be fetched from memory before earlier instructions 
complete execution, but they will not execute (even speculatively) until all instructions prior to the far call have 
completed execution (the later instructions may execute before data stored by the earlier instructions have become 


globally visible). 


Certain situations may lead to the next sequential instruction after a near indirect CALL being speculatively 
executed. If software needs to prevent this (e.g., in order to prevent a speculative execution side channel), then an 
LFENCE instruction opcode can be placed after the near indirect CALL in order to block speculative execution. 


Operation 


IF near call 


THEN IF near relative call 


THEN 


IF OperandSize = 64 


Fl; 


THEN 


tempDEST := SignExtend(DEST); (* DEST is rel32 *) 

tempRIP := RIP + tempDEST; 

IF stack not large enough for a 8-byte return address 
THEN #SS(0); Fl; 

Push(RIP); 

IF ShadowStackEnabled(CPL) AND DEST != 0 
ShadowStackPush8B(RIP); 

Fl; 

RIP := tempRIP; 


IF OperandSize = 32 


Fl; 


THEN 


tempEIP := EIP + DEST; (* DEST is re/32*) 

IF tempEIP is not within code segment limit THEN #GP(0); Fl; 

IF stack not large enough for a 4-byte return address 
THEN #SS(0); FI; 

Push(EIP); 

IF ShadowStackEnabled(CPL) AND DEST != 0 
ShadowStackPush4B(EIP); 

Fl; 

EIP := tempEIP; 


IF OperandSize = 16 


Fl; 


THEN 


tempElP := (EIP + DEST) AND OOOOFFFFH; (* DEST is re/76 *) 

IF tempEIP is not within code segment limit THEN #GP(0); Fl; 

IF stack not large enough for a 2-byte return address 
THEN #SS(0); Fl; 

Push(IP); 

IF ShadowStackEnabled(CPL) AND DEST != 0 
(* IP is zero extended and pushed as a 32 bit value on shadow stack *) 
ShadowStackPush4B(IP); 

FI; 

EIP := tempEIP; 


ELSE (* Near absolute call *) 
IF OperandSize = 64 
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THEN 
tempRIP := DEST; (* DEST is r/m64 *) 
IF stack not large enough for a 8-byte return address 
THEN #SS(0); Fl; 
Push(RIP); 
IF ShadowStackEnabled(CPL) 
ShadowStackPush8B(RIP); 
Fl; 
RIP := tempRIP; 
Fl; 
IF OperandSize = 32 
THEN 
tempEIP := DEST; (* DEST is r/m32 *) 
IF tempEIP is not within code segment limit THEN #GP(0); Fl; 
IF stack not large enough for a 4-byte return address 
THEN #SS(0); Fl; 
Push(EIP); 
IF ShadowStackEnabled(CPL) 
ShadowStackPush4B(EIP); 
Fl; 
EIP := tempEIP; 
Fl; 
IF OperandSize = 16 
THEN 
tempEIP := DEST AND OOOOFFFFH; (* DEST is r/m76 *) 
IF tempEIP is not within code segment limit THEN #GP(0); Fl; 
IF stack not large enough for a 2-byte return address 
THEN #SS(0); Fl; 
Push(IP); 
IF ShadowStackEnabled(CPL) 
(* IP is zero extended and pushed as a 32 bit value on shadow stack *) 
ShadowStackPush4B(IP); 
Fl; 
EIP := tempEIP; 
Fl; 
Fl;rel/abs 
IF (Call near indirect, absolute indirect) 
IF EndbranchEnabledAndNotSuppressed(CPL) 


IF CPL = 3 
THEN 
IF (no 3EH prefix OR IA32_U_CET.NO_TRACK_EN == 0 ) 
THEN 
IA32_U_CET.TRACKER = WAIT_FOR_ENDBRANCH 
Fl; 
ELSE 
IF (no 3EH prefix OR IA32_S_CET.NO_TRACK_EN == 0 ) 
THEN 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH 
Fl; 
Fl; 
Fl; 
Fl; 
Fl; near 
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IF far call and (PE = O or (PE = 1 and VM = 1)) (* Real-address or virtual-8086 mode *) 


THEN 
IF OperandSize = 32 
THEN 
IF stack not large enough for a 6-byte return address 
THEN #SS(0); FI; 
IF DEST[31:16] is not zero THEN #GP(0); Fl; 
Push(CS); (* Padded with 16 high-order bits *) 
Push(EIP); 
CS := DEST[47:32]; (* DEST is ptr76:32 or [m16:32] *) 
EIP := DEST[31:0]; (* DEST is ptr76:32 or [m16:32] *) 
ELSE (* OperandSize = 16 *) 
IF stack not large enough for a 4-byte return address 
THEN #SS(0); FI; 
Push(CS); 
Push(IP); 
CS := DEST[31:16]; (* DEST is ptr76:16 or [m16:76] *) 
EIP := DEST[15:0]; (* DEST is ptr76:76 or [m16:16]; clear upper 16 bits *) 
Fl; 


Fl; 


IF far call and (PE = 1 and VM = 0) (* Protected mode or IA-32e Mode, not virtual-8086 mode*) 
THEN 
IF segment selector in target operand NULL 
THEN #GP(0); FI; 
IF segment selector index not within descriptor table limits 
THEN #GP(new code segment selector); Fl; 
Read type and access rights of selected segment descriptor; 
IF IA32_EFER.LMA = 0 
THEN 
IF segment type is not a conforming or nonconforming code segment, call 
gate, task gate, or TSS 
THEN #GP(segment selector); Fl; 
ELSE 
IF segment type is not a conforming or nonconforming code segment or 
64-bit call gate, 
THEN #GP(segment selector); Fl; 
Fl; 
Depending on type and access rights: 
GO TO CONFORMING-CODE-SEGMENT; 
GO TO NONCONFORMING-CODE-SEGMENT; 
GO TO CALL-GATE; 
GO TO TASK-GATE; 
GO TO TASK-STATE-SEGMENT; 
Fl; 


CONFORMING-CODE-SEGMENT: 
IF L bit = 1 and D bit = 1 and IA32_EFER.LMA = 1 
THEN GP(new code segment selector); FI; 
IF DPL > CPL 
THEN #GP(new code segment selector); FI; 
IF segment not present 
THEN #NP(new code segment selector); Fl; 
IF stack not large enough for return address 
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THEN #SS(0); FI; 
tempEIP := DEST(Offset); 
IF target mode = Compatibility mode 
THEN tempEIP := tempEIP AND OOO000000_FFFFFFFFH; FI; 
IF OperandSize = 16 
THEN 
tempEIP := tempEIP AND OOOOFFFFH; FI; (* Clear upper 16 bits *) 
IF ([A32_EFER.LMA = O or target mode = Compatibility mode) and (tempEIP outside new code segment limit) 
THEN #GP(0); Fl; 
IF tempElP is non-canonical 
THEN #GP(0); Fl; 
IF ShadowStackEnabled(CPL) 
IF OperandSize = 32 


THEN 
tempPushLIP = CSBASE + EIP; 
ELSE 
IF OperandSize = 16 
THEN 
tempPushLIP = CSBASE + IP; 
ELSE (* OperandSize = 64 *) 
tempPushLIP = RIP; 
Fl; 
Fl; 
tempPushCS = CS; 
Fl; 
IF OperandSize = 32 
THEN 
Push(CS); (* Padded with 16 high-order bits *) 
Push(EIP); 
CS := DEST(CodeSegmentSelector); 
(* Segment descriptor information also loaded *) 
CS(RPL) := CPL; 
EIP := tempEIP; 
ELSE 
IF OperandSize = 16 
THEN 
Push(CS); 
Push(IP); 
CS := DEST(CodeSegmentSelector); 
(* Segment descriptor information also loaded *) 
CS(RPL) := CPL; 
EIP := tempEIP; 
ELSE (* OperandSize = 64 *) 
Push(CS); (* Padded with 48 high-order bits *) 
Push(RIP); 
CS := DEST(CodeSegmentSelector); 
(* Segment descriptor information also loaded *) 
CS(RPL) := CPL; 
RIP := tempElP; 
Fl; 
Fl; 


IF ShadowStackEnabled(CPL) 
IF (IA32_EFER.LMA and DEST(CodeSegmentSelector).L) = 0 
(* If target is legacy or compatibility mode then the SSP must be in low 4GB *) 
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IF (SSP & OxFFFFFFFFOOO00000 != 0) 
THEN #GP(0); Fl; 

FI; 
(* align to 8 byte boundary if not already aligned *) 
tempSSP = SSP; 
Shadow_stack_store 4 bytes of 0 to (SSP - 4) 
SSP = SSP & OxFFFFFFFFFFFFFFF8H 
ShadowStackPush8B(tempPushCs); (* Padded with 48 high-order bits of O *) 
ShadowStackPush8B(tempPushLIP); (* Padded with 32 high-order bits of O for 32 bit LIP*) 
ShadowStackPush8B(tempSSP); 


Fl; 
IF EndbranchEnabled(CPL) 
IF CPL = 3 
THEN 
IA32_U_CET.TRACKER = WAIT_FOR_ENDBRANCH 
IA32_U_CET.SUPPRESS = 0 
ELSE 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH 
IA32_S_CET.SUPPRESS = 0 
FI; 
Fl; 
END; 


NONCONFORMING-CODE-SEGMENT: 
IF L-Bit = 1 and D-BIT = 1 and IA32_EFER.LMA = 1 
THEN GP(new code segment selector); Fl; 
IF (RPL > CPL) or (DPL # CPL) 
THEN #GP(new code segment selector); Fl; 
IF segment not present 
THEN #NP(new code segment selector); FI; 
IF stack not large enough for return address 
THEN #SS(0); Fl; 
tempEIP := DEST(Offset); 
IF target mode = Compatibility mode 
THEN tempElP := tempEIP AND OOO00000_FFFFFFFFH; FI; 
IF OperandSize = 16 
THEN temp€lP := tempElIP AND OOOOFFFFH; FI; (* Clear upper 16 bits *) 
IF (IA32_EFER.LMA = O or target mode = Compatibility mode) and (tempEIP outside new code segment limit) 
THEN #GP(0); Fl; 
IF tempEIP is non-canonical 
THEN #GP(0); Fl; 
IF ShadowStackEnabled(CPL) 
IF IA32_EFER.LMA & CS.L 
tempPushLIP = RIP 
ELSE 
tempPushLIP = CSBASE + EIP; 


Fl; 
tempPusnCs = CS; 
Fl; 
IF OperandSize = 32 
THEN 
Push(CS); (* Padded with 16 high-order bits *) 
Push(EIP); 


CS := DEST(CodeSegmentSelector); 
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(* Segment descriptor information also loaded *) 


CS(RPL) := CPL; 
EIP := tempEIP; 
ELSE 
IF OperandSize = 16 
THEN 
Push(CS); 
Push(IP); 


CS := DEST(CodeSegmentSelector); 
(* Segment descriptor information also loaded *) 


CS(RPL) := CPL; 
EIP := tempElP; 
ELSE (* OperandSize = 64 *) 


Push(CS); (* Padded with 48 high-order bits *) 


Push(RIP); 


CS := DEST(CodeSegmentSelector); 
(* Segment descriptor information also loaded *) 


CS(RPL) := CPL; 
RIP := tempElP; 
Fl; 
Fl; 
IF ShadowStackEnabled(CPL) 


IF (IA32_EFER.LMA and DEST(CodeSegmentSelector).L) = 0 
(* If target is legacy or compatibility mode then the SSP must be in low 4GB *) 
IF (SSP & OxFFFFFFFFOOO00000 != 0) 


THEN #GP(0); Fl; 
Fl; 


(* align to 8 byte boundary if not already aligned *) 


tempSSP = SSP; 


Shadow_stack_store 4 bytes of 0 to (SSP - 4) 


SSP = SSP & OxFFFFFFFFFFFFFFFBH 


ShadowStackPush8B(tempPushCS); (* Padded with 48 high-order 0 bits *) 
ShadowStackPush8B(tempPushLIP); (* Padded 32 high-order bits of O for 32 bit LIP*) 


ShadowStackPush8B(tempSSP); 
Fl; 
IF EndbranchEnabled(CPL) 
IF CPL = 3 
THEN 


IA32_U_CET.TRACKER = WAIT_FOR_ENDBRANCH 


IA32_U_CET.SUPPRESS = 0 
ELSE 


IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH 


IA32_S_CET.SUPPRESS = 0 
Fl; 
Fl; 
END; 


CALL-GATE: 
IF call gate (DPL < CPL) or (RPL > DPL) 
THEN #GP(call-gate selector); Fl; 
IF call gate not present 
THEN #NP(call-gate selector); FI; 
IF call-gate code-segment selector is NULL 
THEN #GP(0); Fl; 
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IF call-gate code-segment selector index is outside descriptor table limits 
THEN #GP(call-gate code-segment selector); FI; 

Read call-gate code-segment descriptor; 

IF call-gate code-segment descriptor does not indicate a code segment 

or call-gate code-segment descriptor DPL > CPL 
THEN #GP(call-gate code-segment selector); FI; 

IF IA32_EFER.LMA = 1 AND (call-gate code-segment descriptor is 

not a 64-bit code segment or call-gate code-segment descriptor has both L-bit and D-bit set) 
THEN #GP(call-gate code-segment selector); FI; 

IF call-gate code segment not present 
THEN #NP(call-gate code-segment selector); Fl; 

IF call-gate code segment is non-conforming and DPL < CPL 
THEN go to MORE-PRIVILEGE; 
ELSE go to SAME-PRIVILEGE; 

Fl; 

END; 


MORE-PRIVILEGE: 
IF current TSS is 32-bit 
THEN 
TSSstackAddress := (new code-segment DPL * 8) + 4; 
IF (TSSstackAddress + 5) > current TSS limit 
THEN #TS(current TSS selector); Fl; 
NewsSS := 2 bytes loaded from (TSS base + TSSstackAddress + 4); 
NewESP := 4 bytes loaded from (TSS base + TSSstackAddress); 
ELSE 
IF current TSS is 16-bit 
THEN 
TSSstackAddress := (new code-segment DPL * 4) + 2 
IF (TSSstackAddress + 3) > current TSS limit 
THEN #TS(current TSS selector); Fl; 
NewsSS := 2 bytes loaded from (TSS base + TSSstackAddress + 2); 
NewESP := 2 bytes loaded from (TSS base + TSSstackAddress); 
ELSE (* current TSS is 64-bit *) 
TSSstackAddress := (new code-segment DPL * 8) + 4; 
IF (TSSstackAddress + 7) > current TSS limit 
THEN #TS(current TSS selector); Fl; 
NewSS := new code-segment DPL; (* NULL selector with RPL = new CPL *) 
NewRSP := 8 bytes loaded from (current TSS base + TSSstackAddress); 
FI; 
Fl; 
IF IA32_EFER.LMA = 0 and NewSS is NULL 
THEN #TS(NewSS); Fl; 
Read new stack-segment descriptor; 
IF IA32_EFER.LMA = 0 and (NewSS RPL # new code-segment DPL 
or new stack-segment DPL # new code-segment DPL or new stack segment is not a 
writable data segment) 
THEN #TS(NewSS); FI 
IF [A32_EFER.LMA = 0 and new stack segment not present 
THEN #SS(NewsSS); FI; 
IF CallGateSize = 32 
THEN 
IF new stack does not have room for parameters plus 16 bytes 
THEN #SS(NewSS); Fl; 
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IF CallGate(InstructionPointer) not within new code-segment limit 
THEN #GP(0); Fl; 
SS := newSS; (* Segment descriptor information also loaded *) 
ESP := newESP; 
CS:EIP := CallGate(CS:InstructionPointer); 
(* Segment descriptor information also loaded *) 
Push(oldSS:oldESP); (* From calling procedure *) 
temp := parameter count from call gate, masked to 5 bits; 
Push(parameters from calling procedure’s stack, temp) 
Push(oldCS:oldEIP); (* Return address to calling procedure *) 
ELSE 
IF CallGateSize = 16 
THEN 
IF new stack does not have room for parameters plus 8 bytes 
THEN #SS(NewSS); Fl; 
IF (CallGate(InstructionPointer) AND FFFFH) not in new code-segment limit 
THEN #GP(0); Fl; 
SS := newSS; (* Segment descriptor information also loaded *) 
ESP := newESP; 
CS:IP := CallGate(CS:InstructionPointer); 
(* Segment descriptor information also loaded *) 
Push(oldSS:oldESP); (* From calling procedure *) 
temp := parameter count from call gate, masked to 5 bits; 
Push(parameters from calling procedure’s stack, temp) 
Push(oldCS:oldEIP); (* Return address to calling procedure *) 
ELSE (* CallGateSize = 64 *) 
IF pushing 32 bytes on the stack would use a non-canonical address 
THEN #SS(NewSS); Fl; 
IF (CallGate(InstructionPointer) is non-canonical) 
THEN #GP(0); Fl; 
SS := NewSS; (* NewSS is NULL) 
RSP := NewESP; 
CS:IP := CallGate(CS:InstructionPointer); 
(* Segment descriptor information also loaded *) 
Push(oldSS:oldESP); (* From calling procedure *) 
Push(oldCS:oldEIP); (* Return address to calling procedure *) 
Fl; 
Fl; 
IF ShadowStackEnabled(CPL) AND CPL = 3 
THEN 
IF IA32_EFER.LMA = 0 
THEN IA32_PL3_SSP := SSP; 
ELSE (* adjust so bits 63:N get the value of bit N-1, where N is the CPU’s maximum linear-address width *) 
IA32_PL3_SSP := LA_adjust(SSP); 
Fl; 
Fl; 
CPL := CodeSegment(DPL) 
CS(RPL) := CPL 
IF ShadowStackEnabled(CPL) 
oldSSP := SSP 
SSP := IA32_PLi_SSP; (* where i is the CPL *) 
IF SSP & 0x07 != 0 (* if SSP not aligned to 8 bytes then #GP *) 
THEN #GP(0); Fl; 
(* Token and CS:LIP:oldSSP pushed on shadow stack must be contained in a naturally aligned 32-byte region*) 
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IF (SSP & ~Ox1F) != ((SSP - 24) & ~Ox1F) 
#GP(0); FI; 
IF ((IA32_EFER.LMA and CS.L) = 0 AND SSP[63:32] != 0) 
THEN #GP(0); FI; 
expected_token_value = SSP (* busy bit - bit position O - must be clear *) 
new_token_value = SSP | BUSY_BIT (* Set the busy bit *) 
IF shadow_stack_lock_cmpxchg8b(SSP, new_token_value, expected_token_value) != expected_token_value 
THEN #GP(0); FI; 
IF oldSS.DPL != 3 
(* These stack pushes should not cause faults, VM exits, or data breakpoints *) 
(* Such events will apply to the earlier accesses to the token, which is in the same naturally aligned 32-byte region *) 
ShadowStackPush8B(oldCS); (* Padded with 48 high-order bits of O *) 
ShadowStackPush8B(oldCSBASE+oldRIP); (* Padded with 32 high-order bits of O for 32 bit LIP*) 
ShadowStackPush8B(oldSSP); 
Fl; 
Fl; 
IF EndbranchEnabled (CPL) 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH 
IA32_S_CET.SUPPRESS = 0 
Fl; 
END; 


SAME-PRIVILEGE: 
IF CallGateSize = 32 
THEN 
IF stack does not have room for 8 bytes 
THEN #SS(0); Fl; 
IF CallGate(InstructionPointer) not within code segment limit 
THEN #GP(0); Fl; 
CS:EIP := CallGate(CS:EIP) (* Segment descriptor information also loaded *) 
Push(oldCS:oldEIP); (* Return address to calling procedure *) 
ELSE 
If CallGateSize = 16 
THEN 
IF stack does not have room for 4 bytes 
THEN #SS(0); Fl; 
IF CallGate(InstructionPointer) not within code segment limit 
THEN #GP(0); Fl; 
CS:IP := CallGate(CS:instruction pointer); 
(* Segment descriptor information also loaded *) 
Push(oldCS:oldIP); (* Return address to calling procedure *) 
ELSE (* CallGateSize = 64) 
IF pushing 16 bytes on the stack touches non-canonical addresses 
THEN #SS(0); Fl; 
IF RIP non-canonical 
THEN #GP(0); Fl; 
CS:IP := CallGate(CS:instruction pointer); 
(* Segment descriptor information also loaded *) 
Push(oldCS:oldIP); (* Return address to calling procedure *) 
FI; 
Fl; 
CS(RPL) := CPL 
IF ShadowStackEnabled(CPL) 
(* Align to next 8 byte boundary *) 
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tempSSP = SSP; 

Shadow_stack_store 4 bytes of 0 to (SSP - 4) 

SSP = SSP & OxFFFFFFFFFFFFFFF8H; 

(* push cs:lip:ssp on shadow stack *) 

ShadowStackPush8B(oldCS); (* Padded with 48 high-order bits of 0 *) 
ShadowStackPush8B(oldCSBASE + oldRIP); (* Padded with 32 high-order bits of O for 32 bit LIP*) 
ShadowStackPush8B(tempSSP); 


Fl; 
IF EndbranchEnabled (CPL) 
IF CPL = 3 
THEN 
IA32_U_CET.TRACKER = WAIT_FOR_ENDBRANCH; 
IA32_U_CET.SUPPRESS = 0 
ELSE 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH; 
IA32_S_CET.SUPPRESS = 0 
Fl; 
Fl; 
END; 
TASK-GATE: 


IF task gate DPL < CPL or RPL 
THEN #GP(task gate selector); FI; 
IF task gate not present 
THEN #NP(task gate selector); Fl; 
Read the TSS segment selector in the task-gate descriptor; 
IF TSS segment selector local/global bit is set to local 
or index not within GDT limits 
THEN #GP(TSS selector); Fl; 
Access TSS descriptor in GDT; 
IF descriptor is not a TSS segment 
THEN #GP(TSS selector); Fl; 
IF TSS descriptor specifies that the TSS is busy 
THEN #GP(TSS selector); Fl; 
IF TSS not present 
THEN #NP(TSS selector); Fl; 
SWITCH-TASKS (with nesting) to TSS; 
IF EIP not within code segment limit 
THEN #GP(0); Fl; 
END; 


TASK-STATE-SEGMENT: 
IF TSS DPL < CPL or RPL 
or TSS descriptor indicates TSS not available 
THEN #GP(TSS selector); Fl; 
IF TSS is not present 
THEN #NP(TSS selector); Fl; 
SWITCH-TASKS (with nesting) to TSS; 
IF EIP not within code segment limit 
THEN #GP(0); Fl; 
END; 
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Flags Affected 


All flags are affected if a task switch occurs; no flags are affected if a task switch does not occur. 


Protected Mode Exceptions 


#GP(0) 


#GP(selector) 


#SS(0) 


#SS(selector) 


#NP(selector) 
#TS(selector) 
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If the target offset in destination operand is beyond the new code segment limit. 

If the segment selector in the destination operand is NULL. 

If the code segment selector in the gate is NULL. 

If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If target mode is compatibility mode and SSP is not in low 4GB. 
If SSP in IA32_PLi_SSP (where i is the new CPL) is not 8 byte aligned. 


If the token and the stack frame to be pushed on shadow stack are not contained in a naturally 
aligned 32-byte region of the shadow stack. 


If “supervisor Shadow Stack” token on new shadow stack is marked busy. 


If destination mode is 32-bit or compatibility mode, but SSP address in “supervisor shadow 
stack” token is beyond 4GB. 


If SSP address in “supervisor shadow stack” token does not match SSP address in 
IA32_PLi_SSP (where i is the new CPL). 


If a code segment or gate or TSS selector index is outside descriptor table limits. 


If the segment descriptor pointed to by the segment selector in the destination operand is not 
for a conforming-code segment, nonconforming-code segment, call gate, task gate, or task 
state segment. 


If the DPL for a nonconforming-code segment is not equal to the CPL or the RPL for the 
segment’s segment selector is greater than the CPL. 


If the DPL for a conforming-code segment is greater than the CPL. 


If the DPL from a call-gate, task-gate, or TSS segment descriptor is less than the CPL or than 
the RPL of the call-gate, task-gate, or TSS’s segment selector. 


If the segment descriptor for a segment selector from a call gate does not indicate it is a code 
segment. 


If the segment selector from a call gate is beyond the descriptor table limits. 

If the DPL for a code-segment obtained from a call gate is greater than the CPL. 
If the segment selector for a TSS has its local/global bit set for local. 

If a TSS segment descriptor specifies that the TSS is busy or not available. 


If pushing the return address, parameters, or stack segment pointer onto the stack exceeds 
the bounds of the stack segment, when no stack switch occurs. 


If a memory operand effective address is outside the SS segment limit. 


If pushing the return address, parameters, or stack segment pointer onto the stack exceeds 
the bounds of the stack segment, when a stack switch occurs. 


If the SS register is being loaded as part of a stack switch and the segment pointed to is 
marked not present. 


If stack segment does not have room for the return address, parameters, or stack segment 
pointer, when stack switch occurs. 


If a code segment, data segment, call gate, task gate, or TSS is not present. 
If the new stack segment selector and ESP are beyond the end of the TSS. 
If the new stack segment selector is NULL. 


If the RPL of the new stack segment selector in the TSS is not equal to the DPL of the code 
segment being accessed. 


If DPL of the stack segment descriptor for the new stack segment is not equal to the DPL of the 
code segment descriptor. 
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If the new stack segment is not a writable data segment. 
If segment-selector index for stack segment is outside descriptor table limits. 
#PF(fault-code) If a page fault occurs. 


#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the target offset is beyond the code segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 

#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the target offset is beyond the code segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 

Same exceptions as in protected mode. 

#GP(selector) If a memory address accessed by the selector is in non-canonical space. 
#GP(0) If the target offset in the destination operand is non-canonical. 


64-Bit Mode Exceptions 
#GP(0) If a memory address is non-canonical. 
If target offset in destination operand is non-canonical. 
If the segment selector in the destination operand is NULL. 
If the code segment selector in the 64-bit gate is NULL. 
If target mode is compatibility mode and SSP is not in low 4GB. 
If SSP in IA32_PLi_SSP (where i is the new CPL) is not 8 byte aligned. 


If the token and the stack frame to be pushed on shadow stack are not contained in a naturally 
aligned 32-byte region of the shadow stack. 


If “supervisor Shadow Stack” token on new shadow stack is marked busy. 


If destination mode is 32-bit mode or compatibility mode, but SSP address in “super-visor 
shadow” stack token is beyond 4GB. 


If SSP address in “supervisor shadow stack” token does not match SSP address in 
IA32_PLi_SSP (where i is the new CPL). 


#GP(selector) If code segment or 64-bit call gate is outside descriptor table limits. 
If code segment or 64-bit call gate overlaps non-canonical space. 


If the segment descriptor pointed to by the segment selector in the destination operand is not 
for a conforming-code segment, nonconforming-code segment, or 64-bit call gate. 


If the segment descriptor pointed to by the segment selector in the destination operand is a 
code segment and has both the D-bit and the L- bit set. 


If the DPL for a nonconforming-code segment is not equal to the CPL, or the RPL for the 
segment’s segment selector is greater than the CPL. 


If the DPL for a conforming-code segment is greater than the CPL. 
If the DPL from a 64-bit call-gate is less than the CPL or than the RPL of the 64-bit call-gate. 
If the upper type field of a 64-bit call gate is not 0x0. 
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If the segment selector from a 64-bit call gate is beyond the descriptor table limits. 
If the DPL for a code-segment obtained from a 64-bit call gate is greater than the CPL. 


If the code segment descriptor pointed to by the selector in the 64-bit gate doesn't have the L- 
bit set and the D-bit clear. 


If the segment descriptor for a segment selector from the 64-bit call gate does not indicate it 
is a code segment. 


#SS(0) If pushing the return offset or CS selector onto the stack exceeds the bounds of the stack 
segment when no stack switch occurs. 


If a memory operand effective address is outside the SS segment limit. 
If the stack address is in a non-canonical form. 


#SS(selector) If pushing the old values of SS selector, stack pointer, EFLAGS, CS selector, offset, or error 
code onto the stack violates the canonical boundary when a stack switch occurs. 

#NP(selector) If a code segment or 64-bit call gate is not present. 

#TS(selector) If the load of the new RSP exceeds the limit of the TSS. 

#UD (64-bit mode only) If a far call is direct to an absolute address in memory. 


If the LOCK prefix is used. 
#PF(fault-code) If a page fault occurs. 


#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
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CBW/CWDE/CDQE—Convert Byte to Word/Convert Word to Doubleword/Convert Doubleword to 
Quadword 


Opcode Instruction Op/ | 64-bit Compat/ |Description 

En |Mode Leg Mode 
98 CBW ZO | Valid Valid AX := sign-extend of AL. 
98 CWDE ZO ‘| Valid Valid EAX := sign-extend of AX. 
REX.W + 98 CDQE ZO ‘| Valid N.E. RAX := sign-extend of EAX. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Double the size of the source operand by means of sign extension. The CBW (convert byte to word) instruction 
copies the sign (bit 7) in the source operand into every bit in the AH register. The CWDE (convert word to double- 
word) instruction copies the sign (bit 15) of the word in the AX register into the high 16 bits of the EAX register. 


CBW and CWDE reference the same opcode. The CBW instruction is intended for use when the operand-size attri- 
bute is 16; CWDE is intended for use when the operand-size attribute is 32. Some assemblers may force the 
operand size. Others may treat these two mnemonics as synonyms (CBW/CWDE) and use the setting of the 
operand-size attribute to determine the size of values to be converted. 


In 64-bit mode, the default operation size is the size of the destination register. Use of the REX.W prefix promotes 
this instruction (CDQE when promoted) to operate on 64-bit operands. In which case, CDQE copies the sign (bit 
31) of the doubleword in the EAX register into the high 32 bits of RAX. 


Operation 


IF OperandSize = 16 (* Instruction = CBW *) 
THEN 
AX := SignExtend(AL); 
ELSE IF (OperandSize = 32, Instruction = CWDE) 
EAX := SignExtend(AX); Fl; 
ELSE (* 64-Bit Mode, OperandSize = 64, Instruction = CDQE*) 
RAX := SignExtend(EAX); 
FI; 


Flags Affected 
None. 


Exceptions (All Operating Modes) 
#UD If the LOCK prefix is used. 
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CLAC—Clear AC Flag in EFLAGS Register 


Opcode/ Op/ |64/32 bit | CPUID Description 
Instruction En Mode Feature 
Support | Flag 
NP OF 01 CA ZO VIV SMAP Clear the AC flag in the EFLAGS register. 
CLAC 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Clears the AC flag bit in EFLAGS register. This disables any alignment checking of user-mode data accesses. Ifthe 
SMAP bit is set in the CR4 register, this disallows explicit supervisor-mode data accesses to user-mode pages. 


This instruction's operation is the same in non-64-bit modes and 64-bit mode. Attempts to execute CLAC when 
CPL > 0 cause #UD. 


Operation 


EFLAGS.AC := 0; 


Flags Affected 
AC cleared. Other flags are unaffected. 


Protected Mode Exceptions 
#UD If the LOCK prefix is used. 
If the CPL > 0. 
If CPUID.(EAX=07H, ECX=0H):EBX.SMAP[bit 20] = 0. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 
If CPUID.(EAX=07H, ECX=0H):EBX.SMAP[bit 20] = 0. 


Virtual-8086 Mode Exceptions 
#UD The CLAC instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
#UD If the LOCK prefix is used. 
If the CPL > 0. 
If CPUID.(EAX=07H, ECX=0H):EBX.SMAP[bit 20] = 0. 


64-Bit Mode Exceptions 
#UD If the LOCK prefix is used. 
If the CPL > 0. 
If CPUID.(EAX=07H, ECX=0H):EBX.SMAP[bit 20] = 0. 
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Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
F8 CLC ZO | Valid Valid Clear CF flag. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Clears the CF flag in the EFLAGS register. Operation is the same in all modes. 


Operation 


CF := 0; 


Flags Affected 


The CF flag is set to 0. The OF, ZF, SF, AF, and PF flags are unaffected. 


Exceptions (All Operating Modes) 


#UD 


CLC—Clear Carry Flag 


If the LOCK prefix is used. 
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CLD—Clear Direction Flag 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
FC CLD ZO | Valid Valid Clear DF flag. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Clears the DF flag in the EFLAGS register. When the DF flag is set to 0, string operations increment the index regis- 
ters (ESI and/or EDI). Operation is the same in all modes. 


Operation 


DF := 0; 


Flags Affected 
The DF flag is set to 0. The CF, OF, ZF, SF, AF, and PF flags are unaffected. 


Exceptions (All Operating Modes) 


#UD 
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CLDEMOTE—Cache Line Demote 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En Mode Feature Flag 
Support 
NP OF 1C/0 A VV CLDEMOTE Hint to hardware to move the cache line containing m8 to a 
CLDEMOTE m8 more distant level of the cache without writing back to mem- 
ory. 


Instruction Operand Encoding! 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
A ModRM:r/m (w) NA NA NA 
Description 


Hints to hardware that the cache line that contains the linear address specified with the memory operand should be 
moved (“demoted”) from the cache(s) closest to the processor core to a level more distant from the processor 
core. This may accelerate subsequent accesses to the line by other cores in the same coherence domain, especially 
if the line was written by the core that demotes the line. Moving the line in such a manner is a performance optimi- 
zation, i.e., it is a hint which does not modify architectural state. Hardware may choose which level in the cache 
hierarchy to retain the line (e.g., L3 in typical server designs). The source operand is a byte memory location. 


The availability of the CLDEMOTE instruction is indicated by the presence of the CPUID feature flag CLDEMOTE (bit 
25 of the ECX register in sub-leaf 07H, see “CPUID—CPU Identification”). On processors which do not support the 
CLDEMOTE instruction (including legacy hardware) the instruction will be treated as a NOP. 


A CLDEMOTE instruction is ordered with respect to stores to the same cache line, but unordered with respect to 
other instructions including memory fences, CLDEMOTE, CLWB or CLFLUSHOPT instructions to a different cache 
line. Since CLDEMOTE will retire in order with respect to stores to the same cache line, software should ensure that 
after issuing CLDEMOTE the line is not accessed again immediately by the same core to avoid cache data move- 
ment penalties. 


The effective memory type of the page containing the affected line determines the effect; cacheable types are 
likely to generate a data movement operation, while uncacheable types may cause the instruction to be ignored. 


Speculative fetching can occur at any time and is not tied to instruction execution. The CLDEMOTE instruction is not 
ordered with respect to PREFETCHh instructions or any of the speculative fetching mechanisms. That is, data can 
be speculatively loaded into a cache line just before, during, or after the execution of a CLDEMOTE instruction that 
references the cache line. 


Unlike CLFLUSH, CLFLUSHOPT and CLWB instructions, CLDEMOTE is not guaranteed to write back modified data to 
memory. 


The CLDEMOTE instruction may be ignored by hardware in certain cases and is not a guarantee. 

The CLDEMOTE instruction can be used at all privilege levels. In certain processor implementations the CLDEMOTE 
instruction may set the A bit but not the D bit in the page tables. 

If the line is not found in the cache, the instruction will be treated as a NOP. 

In some implementations, the CLDEMOTE instruction may always cause a transactional abort with Transactional 


Synchronization Extensions (TSX). However, programmers must not rely on CLDEMOTE instruction to force a 
transactional abort. 


1. The Mod field of the ModR/M byte cannot have value 11B. 


CLDEMOTE—Cache Line Demote Vol.2A 3-159 


INSTRUCTION SET REFERENCE, A-L 
Operation 
Cache_Line_Demote(m8); 


Flags Affected 
None. 


C/C++ Compiler Intrinsic Equivalent 
CLDEMOTE void _cldemote(const void*); 


Protected Mode Exceptions 


#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in real address mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#UD If the LOCK prefix is used. 
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CLFLUSH—Flush Cache Line 


Opcode / Op/ | 64-bit Compat/ |Description 

Instruction En |Mode Leg Mode 

NP OF AE /7 M Valid Valid Flushes cache line containing m8. 
CLFLUSH m8 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Invalidates from every level of the cache hierarchy in the cache coherence domain the cache line that contains the 
linear address specified with the memory operand. If that cache line contains modified data at any level of the 
cache hierarchy, that data is written back to memory. The source operand is a byte memory location. 


The availability of CLFLUSH is indicated by the presence of the CPUID feature flag CLFSH 
(CPUID.01H:EDX[bit 19]). The aligned cache line size affected is also indicated with the CPUID instruction (bits 8 
through 15 of the EBX register when the initial value in the EAX register is 1). 


The memory attribute of the page containing the affected line has no effect on the behavior of this instruction. It 
should be noted that processors are free to speculatively fetch and cache data from system memory regions 
assigned a memory-type allowing for speculative reads (such as, the WB, WC, and WT memory types). PREFETCHA 
instructions can be used to provide the processor with hints for this speculative behavior. Because this speculative 
fetching can occur at any time and is not tied to instruction execution, the CLFLUSH instruction is not ordered with 
respect to PREFETCHA instructions or any of the speculative fetching mechanisms (that is, data can be specula- 
tively loaded into a cache line just before, during, or after the execution of a CLFLUSH instruction that references 
the cache line). 


Executions of the CLFLUSH instruction are ordered with respect to each other and with respect to writes, locked 
read-modify-write instructions, and fence instructions.! They are not ordered with respect to executions of 
CLFLUSHOPT and CLWB. Software can use the SFENCE instruction to order an execution of CLFLUSH relative to one 
of those operations. 


The CLFLUSH instruction can be used at all privilege levels and is subject to all permission checking and faults asso- 
ciated with a byte load (and in addition, a CLFLUSH instruction is allowed to flush a linear address in an execute- 
only segment). Like a load, the CLFLUSH instruction sets the A bit but not the D bit in the page tables. 


In some implementations, the CLFLUSH instruction may always cause transactional abort with Transactional 
Synchronization Extensions (TSX). The CLFLUSH instruction is not expected to be commonly used inside typical 
transactional regions. However, programmers must not rely on CLFLUSH instruction to force a transactional abort, 
since whether they cause transactional abort is implementation dependent. 


The CLFLUSH instruction was introduced with the SSE2 extensions; however, because it has its own CPUID feature 
flag, it can be implemented in IA-32 processors that do not include the SSE2 extensions. Also, detecting the pres- 
ence of the SSE2 extensions with the CPUID instruction does not guarantee that the CLFLUSH instruction is imple- 
mented in the processor. 


CLFLUSH operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


Flush_Cache_Line(SRC); 


Intel C/C++ Compiler Intrinsic Equivalents 
CLFLUSH: void _mm_clflush(void const *p) 


1. Earlier versions of this manual specified that executions of the CLFLUSH instruction were ordered only by the MFENCE instruction. 
All processors implementing the CLFLUSH instruction also order it relative to the other operations enumerated above. 
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Protected Mode Exceptions 


#GP(0) For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
#SS(0) For an illegal address in the SS segment. 

#PF(fault-code) For a page fault. 

#UD If CPUID.01H:EDX.CLFSH[bit 19] = 0. 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#GP If any part of the operand lies outside the effective address space from 0 to FFFFH. 
#UD If CPUID.01H:EDX.CLFSH[bit 19] = 0. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in real address mode. 
#PF(fault-code) For a page fault. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) For a page fault. 

#UD If CPUID.01H:EDX.CLFSH[bit 19] = 0. 


If the LOCK prefix is used. 
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CLFLUSHOPT—Flush Cache Line Optimized 


Opcode / Op/ | 64-bit Compat/ |Description 

Instruction En |Mode Leg Mode 

NFx 66 OF AE /7 M Valid Valid Flushes cache line containing m8. 
CLFLUSHOPT m8 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Invalidates from every level of the cache hierarchy in the cache coherence domain the cache line that contains the 
linear address specified with the memory operand. If that cache line contains modified data at any level of the 
cache hierarchy, that data is written back to memory. The source operand is a byte memory location. 


The availability of CLFLUSHOPT is indicated by the presence of the CPUID feature flag CLFLUSHOPT 
(CPUID.(EAX=7,ECX=0):EBX[bit 23]). The aligned cache line size affected is also indicated with the CPUID instruc- 
tion (bits 8 through 15 of the EBX register when the initial value in the EAX register is 1). 


The memory attribute of the page containing the affected line has no effect on the behavior of this instruction. It 
should be noted that processors are free to speculatively fetch and cache data from system memory regions 
assigned a memory-type allowing for speculative reads (such as, the WB, WC, and WT memory types). PREFETCHA 
instructions can be used to provide the processor with hints for this speculative behavior. Because this speculative 
fetching can occur at any time and is not tied to instruction execution, the CLFLUSH instruction is not ordered with 
respect to PREFETCHA instructions or any of the speculative fetching mechanisms (that is, data can be specula- 
tively loaded into a cache line just before, during, or after the execution of a CLFLUSH instruction that references 
the cache line). 


Executions of the CLFLUSHOPT instruction are ordered with respect to fence instructions and to locked read- 
modify-write instructions; they are also ordered with respect to older writes to the cache line being invalidated. 
They are not ordered with respect to other executions of CLFLUSHOPT, to executions of CLFLUSH and CLWB, or to 
younger writes to the cache line being invalidated. Software can use the SFENCE instruction to order an execution 
of CLFLUSHOPT relative to one of those operations. 


The CLFLUSHOPT instruction can be used at all privilege levels and is subject to all permission checking and faults 
associated with a byte load (and in addition, a CLFLUSHOPT instruction is allowed to flush a linear address in an 
execute-only segment). Like a load, the CLFLUSHOPT instruction sets the A bit but not the D bit in the page tables. 


In some implementations, the CLFLUSHOPT instruction may always cause transactional abort with Transactional 
Synchronization Extensions (TSX). The CLFLUSHOPT instruction is not expected to be commonly used inside 
typical transactional regions. However, programmers must not rely on CLFLUSHOPT instruction to force a transac- 
tional abort, since whether they cause transactional abort is implementation dependent. 


CLFLUSHOPT operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


Flush_Cache_Line_Optimized(SRC); 


Intel C/C++ Compiler Intrinsic Equivalents 
CLFLUSHOPT void _mm_clflushopt(void const *p) 
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Protected Mode Exceptions 


#GP(0) For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
#SS(0) For an illegal address in the SS segment. 

#PF(fault-code) For a page fault. 

#UD If CPUID.(EAX=7,ECX=0):EBX.CLFLUSHOPT[bit 23] = 0. 


If the LOCK prefix is used. 
If an instruction prefix F2H or F3H is used. 


Real-Address Mode Exceptions 
#GP If any part of the operand lies outside the effective address space from 0 to FFFFH. 
#UD If CPUID.(EAX=7,ECX=0):EBX.CLFLUSHOPT[bit 23] = 0. 

If the LOCK prefix is used. 

If an instruction prefix F2H or F3H is used. 


Virtual-8086 Mode Exceptions 


Same exceptions as in real address mode. 
#PF(fault-code) For a page fault. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) For a page fault. 

#UD If CPUID.(EAX=7,ECX=0):EBX.CLFLUSHOPT[bit 23] = 0. 


If the LOCK prefix is used. 
If an instruction prefix F2H or F3H is used. 
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CLI — Clear Interrupt Flag 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
FA CLI ZO | Valid Valid Clear interrupt flag; interrupts disabled when 
interrupt flag cleared. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


In most cases, CLI clears the IF flag in the EFLAGS register and no other flags are affected. Clearing the IF flag 
causes the processor to ignore maskable external interrupts. The IF flag and the CLI and STI instruction have no 
effect on the generation of exceptions and NMI interrupts. 


Operation is different in two modes defined as follows: 
¢ PVI mode (protected-mode virtual interrupts): CRO.PE = 1, EFLAGS.VM = 0, CPL = 3, and CR4.PVI = 1; 
¢ VME mode (virtual-8086 mode extensions): CRO.PE = 1, EFLAGS.VM = 1, and CR4.VME = 1. 


If IOPL < 3 and either VME mode or PVI mode is active, CLI clears the VIF flag in the EFLAGS register, leaving IF 
unaffected. 


Table 3-7 indicates the action of the CLI instruction depending on the processor operating mode, IOPL, and CPL. 


Table 3-7. Decision Table for CLI Results 


Mode IOPL CLI Result 
Real-address x! IF=0 
>CPL IF=0 
Protected, not Pvie 
<CPL #GP fault 
3 IF=0 
Protected, Pvp 
0-2 VIF = 0 
3 IF=0 
Virtual-8086, not VME? 
0-2 #GP fault 
3 IF=0 
Virtual-8086, VME3 
0-2 VIF = 0 


NOTES: 

1. X = This setting has no effect on instruction operation. 

2. For this table, “protected mode” applies whenever CRO.PE = 1 and EFLAGS.VM = 0; it includes compatibility mode and 64-bit mode. 
3. PVI mode and virtual-8086 mode each imply CPL = 3. 
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Operation 


IF CRO.PE = 0 
THEN IF := 0; (* Reset Interrupt Flag *) 
ELSE 
IF IOPL > CPL (* CPL = 3 if EFLAGS.VM = 1 *) 
THEN IF := 0; (* Reset Interrupt Flag *) 
ELSE 
IF VME mode OR PVI mode 
THEN VIF := 0; (* Reset Virtual Interrupt Flag *) 
ELSE #GP(0); 
FI; 
FI; 
FI; 


Flags Affected 
Either the IF flag or the VIF flag is cleared to 0. Other flags are unaffected. 


Protected Mode Exceptions 


#GP(0) If CPL is greater than IOPL and PVI mode is not active. 


If CPL is greater than IOPL and less than 3. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#GP(0) If IOPL is less than 3 and VME mode is not active. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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CLRSSBSY—Clear Busy Flag in a Supervisor Shadow Stack Token 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F3 OF AE /6 M VIV CET_SS Clear busy flag in supervisor shadow stack token 
CLRSSBSY m64 reference by m64. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
M NA ModRM:r/m (r, w) NA NA NA 
Description 


Clear busy flag in supervisor shadow stack token reference by m64. Subsequent to marking the shadow stack as 
not busy the SSP is loaded with value 0. 


Operation 


IF (CR4.CET = 0) 
THEN #UD; Fl; 


IF (IA32_S_CET.SH_STK_EN = 0) 
THEN #UD; Fl; 


IF CPL>O 
THEN GP(0); Fl; 


SSP_LA = Linear_Address(mem operand) 

IF SSP_LA not aligned to 8 bytes 
THEN #GP(0); Fl; 

expected_token_value = SSP_LA|BUSY_BIT (* busy bit - bit position O - must be set *) 

new_token_value = SSP_LA (* Clear the busy bit *) 

IF shadow_stack_lock_cmpxchg8b(SSP_LA, new_token_value, expected_token_value) != expected_token_value 
invalid_token := 1; Fl 


(* Set the CF if invalid token was detected *) 

RFLAGS.CF = (invalid_token == 1)? 1 : 0; 

RFLAGS.ZF,PF,AF,OF,SF := 0; 

SSP := 0 

Flags Affected 

CF is set if an invalid token was detected, else it is cleared. ZF, PF, AF, OF, and SF are cleared. 
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Protected Mode Exceptions 


#UD If the LOCK prefix is used. 
If CR4.CET = 0. 
IF IA32_S_CET.SH_STK_EN = 0. 
#GP(0) If memory operand linear address not aligned to 8 bytes. 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If destination is located in a non-writeable segment. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If CPL is not 0. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 


Real-Address Mode Exceptions 
#UD The CLRSSBSY instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The CLRSSBSY instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 

#UD Same exceptions as in protected mode. 
#GP(0) Same exceptions as in protected mode. 
#PF(fault-code) If a page fault occurs. 


64-Bit Mode Exceptions 


#UD If the LOCK prefix is used. 
If CR4.CET = 0. 
IF IA32_S_CET.SH_STK_EN = 0. 
#GP(0) If memory operand linear address not aligned to 8 bytes. 


If CPL is not 0. 

If the memory address is in a non-canonical form. 

If token is invalid. 
#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#PF(fault-code) If a page fault occurs. 


3-168 Vol. 2A CLRSSBSY—Clear Busy Flag in a Supervisor Shadow Stack Token 


INSTRUCTION SET REFERENCE, A-L 


CLTS—Clear Task-Switched Flag in CRO 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
OF 06 CLTS ZO | Valid Valid Clears TS flag in CRO. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Clears the task-switched (TS) flag in the CRO register. This instruction is intended for use in operating-system 
procedures. Itis a privileged instruction that can only be executed at a CPL of 0. It is allowed to be executed in real- 
address mode to allow initialization for protected mode. 


The processor sets the TS flag every time a task switch occurs. The flag is used to synchronize the saving of FPU 
context in multitasking applications. See the description of the TS flag in the section titled “Control Registers” in 
Chapter 2 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, for more information 
about this flag. 


CLTS operation is the same in non-64-bit modes and 64-bit mode. 
See Chapter 24, “VMX Non-Root Operation,” of the Inte/® 64 and IA-32 Architectures Software Developer’s 


Manual, Volume 3C, for more information about the behavior of this instruction in VMX non-root operation. 
Operation 
CRO.TS[bit 3] := 0; 


Flags Affected 
The TS flag in CRO register is cleared. 


Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#GP(0) CLTS is not recognized in virtual-8086 mode. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#GP(0) If the CPL is greater than 0. 
#UD If the LOCK prefix is used. 
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CLWB—Cache Line Write Back 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En Mode Feature Flag 
Support 
66 OF AE /6 M VIV CLWB Writes back modified cache line containing m8, and may 
CLWB m8 retain the line in cache hierarchy in non-modified state. 


Instruction Operand Encoding! 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Writes back to memory the cache line (if modified) that contains the linear address specified with the memory 
operand from any level of the cache hierarchy in the cache coherence domain. The line may be retained in the 
cache hierarchy in non-modified state. Retaining the line in the cache hierarchy is a performance optimization 
(treated as a hint by hardware) to reduce the possibility of cache miss on a subsequent access. Hardware may 
choose to retain the line at any of the levels in the cache hierarchy, and in some cases, may invalidate the line from 
the cache hierarchy. The source operand is a byte memory location. 


The availability of CLWB instruction is indicated by the presence of the CPUID feature flag CLWB (bit 24 of the EBX 
register, see “CPUID — CPU Identification” in this chapter). The aligned cache line size affected is also indicated 
with the CPUID instruction (bits 8 through 15 of the EBX register when the initial value in the EAX register is 1). 


The memory attribute of the page containing the affected line has no effect on the behavior of this instruction. It 
should be noted that processors are free to speculatively fetch and cache data from system memory regions that 
are assigned a memory-type allowing for speculative reads (such as, the WB, WC, and WT memory types). 
PREFETCHh instructions can be used to provide the processor with hints for this speculative behavior. Because this 
speculative fetching can occur at any time and is not tied to instruction execution, the CLWB instruction is not 
ordered with respect to PREFETCHh instructions or any of the speculative fetching mechanisms (that is, data can 
be speculatively loaded into a cache line just before, during, or after the execution of a CLWB instruction that refer- 
ences the cache line). 


Executions of the CLWB instruction are ordered with respect to fence instructions and to locked read-modify-write 
instructions; they are also ordered with respect to older writes to the cache line being written back. They are not 
ordered with respect to other executions of CLWB, to executions of CLFLUSH and CLFLUSHOPT, or to younger 
writes to the cache line being written back. Software can use the SFENCE instruction to order an execution of CLWB 
relative to one of those operations. 


For usages that require only writing back modified data from cache lines to memory (do not require the line to be 
invalidated), and expect to subsequently access the data, software is recommended to use CLWB (with appropriate 
fencing) instead of CLFLUSH or CLFLUSHOPT for improved performance. 


The CLWB instruction can be used at all privilege levels and is subject to all permission checking and faults associ- 
ated with a byte load. Like a load, the CLWB instruction sets the accessed flag but not the dirty flag in the page 
tables. 


In some implementations, the CLWB instruction may always cause transactional abort with Transactional Synchro- 
nization Extensions (TSX). CLWB instruction is not expected to be commonly used inside typical transactional 
regions. However, programmers must not rely on CLWB instruction to force a transactional abort, since whether 
they cause transactional abort is implementation dependent. 


Operation 
Cache_Line_Write_Back(m8); 


1. The Mod field of the ModR/M byte cannot have value 11B. 
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Flags Affected 
None. 


C/C++ Compiler Intrinsic Equivalent 
CLWB void _mm_clwb(void const *p); 


Protected Mode Exceptions 


#UD If the LOCK prefix is used. 

If CPUID.(EAX=07H, ECX=0H):EBX.CLWB[bit 24] = 0. 
#GP(0) For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
#SS(0) For an illegal address in the SS segment. 


#PF(fault-code) For a page fault. 


Real-Address Mode Exceptions 


#UD If the LOCK prefix is used. 
If CPUID.(EAX=07H, ECX=0H):EBX.CLWB[bit 24] = 0. 
#GP If any part of the operand lies outside the effective address space from 0 to FFFFH. 


Virtual-8086 Mode Exceptions 
Same exceptions as in real address mode. 
#PF(fault-code) For a page fault. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#UD If the LOCK prefix is used. 

If CPUID.(EAX=07H, ECX=0H):EBX.CLWB[bit 24] = 0. 
#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the memory address is in a non-canonical form. 


#PF(fault-code) For a page fault. 
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CMC—Complement Carry Flag 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
F5 CMC ZO | Valid Valid Complement CF flag. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Complements the CF flag in the EFLAGS register. CMC operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


EFLAGS.CF[bit 0] := NOT EFLAGS.CF[bit 0]; 


Flags Affected 


The CF flag contains the complement of its original value. The OF, ZF, SF, AF, and PF flags are unaffected. 


Exceptions (All Operating Modes) 
If the LOCK prefix is used. 


#UD 
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CMOVcc—Conditional Move 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 47 /r CMOVA r16, r/m16 RM | Valid Valid Move if above (CF=0 and ZF=0). 
OF 47 /r CMOVA r32, r/m32 RM _ | Valid Valid Move if above (CF=0 and ZF=0). 
REX.W + OF 47 /r CMOVA r64, r/m64 RM_ | Valid N.E. Move if above (CF=0 and ZF=0). 
OF 43 /r CMOVAE 76, r/m16 RM_ | Valid Valid Move if above or equal (CF=0). 
OF 43 /r CMOVAE r32, r/m32 RM_ | Valid Valid Move if above or equal (CF=0). 
REX.W + OF 43 /r CMOVAE r64, r/m64 RM | Valid N.E. Move if above or equal (CF=0). 
OF 42 /r CMOVB r16, r/m16 RM _ | Valid Valid Move if below (CF=1). 
OF 42 /r CMOVB r32, r/m32 RM_ | Valid Valid Move if below (CF=1). 
REX.W + OF 42 /r CMOVB r64, r/m64 RM_ | Valid N.E. Move if below (CF=1). 
OF 46 /r CMOVBE r716, r/m16 RM_ | Valid Valid Move if below or equal (CF=1 or ZF=1). 
OF 46 /r CMOVBE r32, r/m32 RM_ | Valid Valid Move if below or equal (CF=1 or ZF=1). 
REX.W + OF 46 /r CMOVBE r64, r/m64 RM_ | Valid N.E. Move if below or equal (CF=1 or ZF=1). 
OF 42 /r CMOVC 16, r/m16 RM | Valid Valid Move if carry (CF=1). 
OF 42 /r CMOVC r32, r/m32 RM | Valid Valid Move if carry (CF=1). 
REX.W + OF 42 /r CMOVC r64, r/m64 RM_ | Valid N.E. Move if carry (CF=1). 
OF 44 /r CMOVE r76, r/m16 RM_ | Valid Valid Move if equal (ZF=1). 
OF 44 /r CMOVE r32, r/m32 RM _ | Valid Valid Move if equal (ZF=1). 
REX.W + OF 44 /r CMOVE r64, r/m64 RM_ | Valid N.E. Move if equal (ZF=1). 
OF 4F /r CMOVG r16, r/m16 RM _ | Valid Valid Move if greater (ZF=0 and SF=OF). 
OF 4F /r CMOVG r32, r/m32 RM _ | Valid Valid Move if greater (ZF=0 and SF=OF). 
REX.W + OF 4F /r CMOVG 164, r/m64 RM | V/N.E. NA Move if greater (ZF=0 and SF=OF). 
OF 4D /r CMOVGE r16, r/m16 RM _ | Valid Valid Move if greater or equal (SF=OF). 
OF 4D /r CMOVGE r32, r/m32 RM_ | Valid Valid Move if greater or equal (SF=OF). 
REX.W + OF 4D /r CMOVGE r64, r/m64 RM _ | Valid N.E. Move if greater or equal (SF=OF). 
OF 4C /r CMOVL r16, r/m16 RM_ | Valid Valid Move if less (SF# OF). 
OF 4C /r CMOVL r32, r/m32 RM_ | Valid Valid Move if less (SF# OF). 
REX.W + OF 4C /r CMOVL r64, r/m64 RM_ | Valid N.E. Move if less (SF# OF). 
OF 4E /r CMOVLE r16, r/m16 RM | Valid Valid Move if less or equal (ZF=1 or SF# OF). 
OF 4E /r CMOVLE r32, r/m32 RM | Valid Valid Move if less or equal (ZF=1 or SF# OF). 
REX.W + OF 4€ /r CMOVLE r64, r/m64 RM | Valid N.E. Move if less or equal (ZF=1 or SF# OF). 
OF 46 /r CMOVNA r16, r/m16 RM | Valid Valid Move if not above (CF=1 or ZF=1). 
OF 46 /r CMOVNA r32, r/m32 RM _ | Valid Valid Move if not above (CF=1 or ZF=1). 
REX.W + OF 46 /r CMOVNA r64, r/m64 RM _ | Valid N.E. Move if not above (CF=1 or ZF=1). 
OF 42 /r CMOVNAE r16, r/m16 RM | Valid Valid Move if not above or equal (CF=1). 
OF 42 /r CMOVNAE r32, r/m32 RM _ | Valid Valid Move if not above or equal (CF=1). 
REX.W + OF 42 /r CMOVNAE r64, r/m64 RM_ | Valid N.E. Move if not above or equal (CF=1). 
OF 43 /r CMOVNB r76, r/m16 RM _ | Valid Valid Move if not below (CF=0). 
OF 43 /r CMOVNB r32, r/m32 RM _ | Valid Valid Move if not below (CF=0). 
REX.W + OF 43 /r CMOVNB r64, r/m64 RM_ | Valid N.E. Move if not below (CF=0). 
OF 47 /r CMOVNBE r16, r/m16 RM_ | Valid Valid Move if not below or equal (CF=0 and ZF=0). 
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Opcode Instruction Op/ |64-Bit |Compat/ |Description 
En |Mode Leg Mode 
OF 47 /r CMOVNBE r32, r/m32 RM | Valid Valid Move if not below or equal (CF=0 and ZF=0). 
REX.W + OF 47 /r CMOVNBE r64, r/m64 RM | Valid N.E. Move if not below or equal (CF=0 and ZF=0). 
OF 43 /r CMOVNC r76, r/m16 RM _ | Valid Valid Move if not carry (CF=0). 
OF 43 /r CMOVNC r32, r/m32 RM | Valid Valid Move if not carry (CF=0). 
REX.W + OF 43 /r CMOVNC r64, r/m64 RM | Valid N.E. Move if not carry (CF=0). 
OF 45 /r CMOVNE r76, r/m16 RM | Valid Valid Move if not equal (ZF=0). 
OF 45 /r CMOVNE r32, r/m32 RM | Valid Valid Move if not equal (ZF=0). 
REX.W + OF 45 /r CMOVNE r64, r/m64 RM_ | Valid N.E. Move if not equal (ZF=0). 
OF 4€ /r CMOVNG r76, r/m16 RM | Valid Valid Move if not greater (ZF=1 or SF4 OF). 
OF 4€ /r CMOVNG r32, r/m32 RM | Valid Valid Move if not greater (ZF=1 or SFA OF). 
REX.W + OF 4€ /r CMOVNG r64, r/m64 RM _ | Valid N.E. Move if not greater (ZF=1 or SF4 OF). 
OF 4C /r CMOVNGE r76, r/m16 RM_ | Valid Valid Move if not greater or equal (SF# OF). 
OF 4C /r CMOVNGE r32, r/m32 RM _ | Valid Valid Move if not greater or equal (SF# OF). 
REX.W + OF 4C /r CMOVNGE r64, r/m64 RM _ | Valid N.E. Move if not greater or equal (SF# OF). 
OF 4D /r CMOVNL r76, r/m16 RM | Valid Valid Move if not less (SF=OF). 
OF 4D /r CMOVNL r32, r/m32 RM _ | Valid Valid Move if not less (SF=OF). 
REX.W + OF 4D /r CMOVNL r64, r/m64 RM_ | Valid N.E. Move if not less (SF=OF). 
OF 4F /r CMOVNLE r16, r/m16 RM _ | Valid Valid Move if not less or equal (ZF=0 and SF=OF). 
OF 4F /r CMOVNLE r32, r/m32 RM_ | Valid Valid Move if not less or equal (ZF=0 and SF=OF). 
REX.W + OF 4F /r CMOVNLE r64, r/m64 RM | Valid N.E. Move if not less or equal (ZF=0 and SF=OF). 
OF 41 /r CMOVNO r16, r/m16 RM _ | Valid Valid Move if not overflow (OF=0). 
OF 41 /r CMOVNO r32, r/m32 RM _ | Valid Valid Move if not overflow (OF=0). 
REX.W + OF 41 /r CMOVNO r64, r/m64 RM_ | Valid N.E. Move if not overflow (OF=0). 
OF 4B /r CMOVNP r16, r/m16 RM_ | Valid Valid Move if not parity (PF=0). 
OF 4B /r CMOVNP r32, r/m32 RM_ | Valid Valid Move if not parity (PF=0). 
REX.W + OF 4B /r CMOVNP r64, r/m64 RM_ | Valid N.E. Move if not parity (PF=0). 
OF 49 /r CMOVNS 16, r/m16 RM_ | Valid Valid Move if not sign (SF=0). 
OF 49 /r CMOVNS r32, r/m32 RM | Valid Valid Move if not sign (SF=0). 
REX.W + OF 49 /r CMOVNS r64, r/m64 RM_ | Valid N.E. Move if not sign (SF=0). 
OF 45 /r CMOVNZ r76, r/m16 RM_ | Valid Valid Move if not zero (ZF=0). 
OF 45 /r CMOVNZ r32, r/m32 RM_ | Valid Valid Move if not zero (ZF=0). 
REX.W + OF 45 /r CMOVNZ r64, r/m64 RM | Valid N.E. Move if not zero (ZF=0). 
OF 40 /r CMOVO r16, r/m16 RM | Valid Valid Move if overflow (OF=1). 
OF 40 /r CMOVO r32, r/m32 RM_ | Valid Valid Move if overflow (OF=1). 
REX.W + OF 40 /r CMOVO r64, r/m64 RM | Valid N.E. Move if overflow (OF=1). 
OF 4A /r CMOVP r16, r/m16 RM_ | Valid Valid Move if parity (PF=1). 
OF 4A /r CMOVP r32, r/m32 RM_ | Valid Valid Move if parity (PF=1). 
REX.W + OF 4A /r CMOVP r64, r/m64 RM_ | Valid N.E. Move if parity (PF=1). 
OF 4A /r CMOVPE r16, r/m16 RM _ | Valid Valid Move if parity even (PF=1). 
OF 4A /r CMOVPE r32, r/m32 RM | Valid Valid Move if parity even (PF=1). 
REX.W + OF 4A /r CMOVPE r64, r/m64 RM | Valid N.E. Move if parity even (PF=1). 
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Opcode Instruction Op/ |64-Bit |Compat/ | Description 
En |Mode Leg Mode 

OF 4B /r CMOVPO r16, r/m16 RM | Valid Valid Move if parity odd (PF=0). 

OF 4B /r CMOVPO r32, r/m32 RM | Valid Valid Move if parity odd (PF=0). 
REX.W + OF 4B /r CMOVPO 164, r/m64 RM | Valid N.E. Move if parity odd (PF=0). 

OF 48 /r CMOVS r16, r/m16 RM_ | Valid Valid Move if sign (SF=1). 

OF 48 /r CMOVS r32, r/m32 RM_ | Valid Valid Move if sign (SF=1). 

REX.W + OF 48 /r CMOVS r64, r/m64 RM _ | Valid N.E. Move if sign (SF=1). 

OF 44 /r CMOVZ 16, r/m16 RM _ | Valid Valid Move if zero (ZF=1). 

OF 44 /r CMOVZ 32, r/m32 RM _ | Valid Valid Move if zero (ZF=1). 

REX.W + OF 44 /r CMOVZ r64, r/m64 RM _ | Valid N.E. Move if zero (ZF=1). 

Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


Each of the CMOVcc instructions performs a move operation if the status flags in the EFLAGS register (CF, OF, PF, 
SF, and ZF) are in a specified state (or condition). A condition code (cc) is associated with each instruction to indi- 
cate the condition being tested for. If the condition is not satisfied, a move is not performed and execution 
continues with the instruction following the CMOVcc instruction. 


Specifically, CMOVcc loads data from its source operand into a temporary register unconditionally (regardless of 
the condition code and the status flags in the EFLAGS register). If the condition code associated with the instruction 
(cc) is satisfied, the data in the temporary register is then copied into the instruction's destination operand. 


These instructions can move 16-bit, 32-bit or 64-bit values from memory to a general-purpose register or from one 
general-purpose register to another. Conditional moves of 8-bit register operands are not supported. 


The condition for each CMOVcc mnemonic is given in the description column of the above table. The terms “less” 
and “greater” are used for comparisons of signed integers and the terms “above” and “below” are used for 
unsigned integers. 


Because a particular state of the status flags can sometimes be interpreted in two ways, two mnemonics are 
defined for some opcodes. For example, the CMOVA (conditional move if above) instruction and the CMOVNBE 
(conditional move if not below or equal) instruction are alternate mnemonics for the opcode OF 47H. 


The CMOVcc instructions were introduced in P6 family processors; however, these instructions may not be 
supported by all IA-32 processors. Software can determine if the CMOVcc instructions are supported by checking 
the processor's feature information with the CPUID instruction (see “CPUID—CPU Identification” in this chapter). 


In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.R prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. See the summary chart at the 
beginning of this section for encoding data and limits. 


Operation 
temp := SRC 


IF condition TRUE 
THEN DEST := temp; 

ELSE IF (OperandSize = 32 and IA-32e mode active) 
THEN DEST[63:32] := 0; 

Fl; 
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Flags Affected 
None. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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CMP—Compare Two Operands 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
3C ib CMP AL, imm8& | Valid Valid Compare imm8 with AL. 
3D iw CMP AX, imm16 | Valid Valid Compare imm76 with AX. 
3D id CMP EAX, imm32 | Valid Valid Compare imm32 with EAX. 
REX.W + 3D id CMP RAX, imm32 | Valid N.E. Compare imm32 sign-extended to 64-bits 
with RAX. 
80 /7 ib CMP r/m8, imm8 MI | Valid Valid Compare imm8 with r/m8. 
REX + 80/7 ib CMP r/m8 , imm8 MI | Valid N.E. Compare imm8 with r/mé. 
81/7 iw CMP r/m16, imm16 MI | Valid Valid Compare imm176 with r/m16. 
81 /7 id CMP r/m32, imm32 MI | Valid Valid Compare imm32 with r/m32. 
REX.W + 81 /7 id CMP r/m64, imm32 MI | Valid N.E. Compare imm32 sign-extended to 64-bits 
with r/m64. 
83 /7 ib CMP r/m16, imm8& MI | Valid Valid Compare imm8 with r/m16. 
83 /7 ib CMP r/m32, imm8& MI | Valid Valid Compare imm8 with r/m32. 
REX.W + 83 /7 ib CMP r/m64, imm8& MI | Valid N.E. Compare imm8 with r/m64. 
38 /r CMP r/m8, r8 MR | Valid Valid Compare r8 with r/m8. 
REX + 38 /r CMP r/m8 , 8 MR | Valid N.E. Compare r8 with r/m8. 
39 /r CMP r/m16, r16 MR | Valid Valid Compare r76 with r/m16. 
39 /r CMP r/m32, r32 MR | Valid Valid Compare r32 with r/m32. 
REX.W + 39 /r CMP r/m64,r64 MR | Valid N.E. Compare r64 with r/m64. 
3A /r CMP r8, r/m8 RM | Valid Valid Compare r/m8 with r8. 
REX + 3A/r CMP 8, r/m& RM | Valid N.E. Compare r/m8 with rg. 
3B /r CMP r716, r/m16 RM | Valid Valid Compare r/m16 with r16. 
3B /r CMP r32, r/m32 RM | Valid Valid Compare r/m32 with r32. 
REX.W + 3B /r CMP r64, r/m64 RM | Valid N.E. Compare r/m64 with r64. 
NOTES: 


* |n 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r) ModRM:r/m (r) NA NA 
MR ModRM:r/m (r) ModRM:reg (r) NA NA 
MI ModRM:r/m (r) imm8/16/32 NA NA 
| AL/AX/EAX/RAX (r) imm8/16/32 NA NA 
Description 


Compares the first source operand with the second source operand and sets the status flags in the EFLAGS register 
according to the results. The comparison is performed by subtracting the second operand from the first operand 
and then setting the status flags in the same manner as the SUB instruction. When an immediate value is used as 
an operand, it is sign-extended to the length of the first operand. 


The condition codes used by the Jcc, CMOVcc, and SETcc instructions are based on the results of a CMP instruction. 
Appendix B, “EFLAGS Condition Codes,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1, shows the relationship of the status flags and the condition codes. 
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In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.R prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. See the summary chart at the 
beginning of this section for encoding data and limits. 


Operation 


temp := SRC1 — SignExtend(SRC2); 
ModifyStatusFlags; (* Modify status flags in the same manner as the SUB instruction”) 


Flags Affected 
The CF, OF, SF, ZF, AF, and PF flags are set according to the result. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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CMPPD—Compare Packed Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support Flag 
66 OF C2 /r ib A VIV SSE2 Compare packed double-precision floating-point values 
CMPPD xmm1, xmm2/m1 28, imm8 in xmm2/m128 and xmm_1 using bits 2:0 of imm8 as a 
comparison predicate. 
VEX.128.66.0F.WIG C2 /r ib B VIV AVX Compare packed double-precision floating-point values 
VCMPPD xmm1, xmm2, xmm3/m1 28, in xmm3/m128 and xmmcz using bits 4:0 of imm8 as a 
imm8 comparison predicate. 
VEX.256.66.0F.WIG C2 /r ib B VIV AVX Compare packed double-precision floating-point values 
VCMPPD ymm1, ymm2, ymm3/m256, in ymm3/m256 and ymmz using bits 4:0 of imm8 as a 
imm8 comparison predicate. 
EVEX.128.66.0F.W1 C2 /r ib C VIV AVX512VL | Compare packed double-precision floating-point values 
VCMPPD k1 {k2}, xmm2, AVX512F in xmm3/m128/m64bcst and xmm2z using bits 4:0 of 
xmm3/m128/m64bcst, imm8 imm8 as a comparison predicate with writemask k2 
and leave the result in mask register k1. 
EVEX.256.66.0F.W1 C2 /r ib C VIV AVX512VL | Compare packed double-precision floating-point values 
VCMPPD k1 {k2}, ymm2, AVX512F in ymm3/m256/m64bcst and ymmz using bits 4:0 of 
ymm3/m256/m64bcst, imm8 imm8 as a comparison predicate with writemask k2 
and leave the result in mask register k1. 
EVEX.512.66.0F.W1 C2 /r ib C VIV AVX512F Compare packed double-precision floating-point values 
VCMPPD k1 {k2}, zmm2, in zmm3/m512/m64bcst and zmmz using bits 4:0 of 
zmm3/m512/m64bcst{sae}, imm8 imm8 as a comparison predicate with writemask k2 
and leave the result in mask register k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) Imm8 NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) Imm8 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8 
Description 


Performs a SIMD compare of the packed double-precision floating-point values in the second source operand and 
the first source operand and returns the result of the comparison to the destination operand. The comparison pred- 
icate operand (immediate byte) specifies the type of comparison performed on each pair of packed values in the 
two source operands. 


EVEX encoded versions: The first source operand (second operand) is a ZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 64-bit memory location. The destination operand (first operand) is an opmask register. 
Comparison results are written to the destination operand under the writemask k2. Each comparison result is a 
single mask bit of 1 (comparison true) or 0 (comparison false). 


VEX.256 encoded version: The first source operand (second operand) is a YMM register. The second source 
operand (third operand) can be a YMM register or a 256-bit memory location. The destination operand (first 
operand) is a YMM register. Four comparisons are performed with results written to the destination operand. The 
result of each comparison is a quadword mask of all 1s (comparison true) or all Os (comparison false). 


128-bit Legacy SSE version: The first source and destination operand (first operand) is an XMM register. The 
second source operand (second operand) can be an XMM register or 128-bit memory location. Bits (MAXVL-1:128) 
of the corresponding ZMM destination register remain unchanged. Two comparisons are performed with results 
written to bits 127:0 of the destination operand. The result of each comparison is a quadword mask of all 1s 
(comparison true) or all Os (comparison false). 
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VEX.128 encoded version: The first source operand (second operand) is an XMM register. The second source 
operand (third operand) can be an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the destina- 
tion ZMM register are zeroed. Two comparisons are performed with results written to bits 127:0 of the destination 
operand. 


The comparison predicate operand is an 8-bit immediate: 


¢ For instructions encoded using the VEX or EVEX prefix, bits 4:0 define the type of comparison to be performed 
(see Table 3-1). Bits 5 through 7 of the immediate are reserved. 


¢ For instruction encodings that do not use VEX prefix, bits 2:0 define the type of comparison to be made (see the 
first 8 rows of Table 3-1). Bits 3 through 7 of the immediate are reserved. 


Table 3-1. Comparison Predicate for CMPPD and CMPPS Instructions 


Predicate imm8 | Description Result: A Is 1st Operand, B Is 2nd Operand | Signals 
Value A>B  |A<B |/A=B_ |Unordered! ONAN 
EQ_00 (EQ) OH Equal (ordered, non-signaling) False False True False No 
LT_OS (LT) 1H Less-than (ordered, signaling) False True False False Yes 
LE_OS (LE) 2H Less-than-or-equal (ordered, signaling) False True True False Yes 
UNORD_Q (UNORD) | 3H Unordered (non-signaling) False False False True No 
NEQ_UQ (NEQ) 4H Not-equal (unordered, non-signaling) True True False True No 
NLT_US (NLT) 5H Not-less-than (unordered, signaling) True False True True Yes 
NLE_US (NLE) 6H Not-less-than-or-equal (unordered, signaling) | True False False True Yes 
ORD_Q (ORD) 7H Ordered (non-signaling) True True True False No 
EQ_UQ 8H Equal (unordered, non-signaling) False False True True No 
NGE_US (NGE) SH Not-greater-than-or-equal (unordered, False True False True Yes 
signaling) 
NGT_US (NGT) AH Not-greater-than (unordered, signaling) False True True True Yes 
FALSE_OQ(FALSE) | BH False (ordered, non-signaling) False False False False No 
NEQ_0Q CH Not-equal (ordered, non-signaling) True True False False No 
GE_OS (GE) DH Greater-than-or-equal (ordered, signaling) True False True False Yes 
GT_OS (GT) EH Greater-than (ordered, signaling) True False False False Yes 
TRUE_UQ(TRUE) FH True (unordered, non-signaling) True True True True No 
EQ_OS 10H Equal (ordered, signaling) False False True False Yes 
LT_0Q 11H | Less-than (ordered, nonsignaling) False True False False No 
LE_OQ 12H Less-than-or-equal (ordered, nonsignaling) False True True False No 
UNORD_S 13H | Unordered (signaling) False False False True Yes 
NEQ_US 14H Not-equal (unordered, signaling) True True False True Yes 
NLT_UQ 15H | Not-less-than (unordered, nonsignaling) True False True True No 
NLE_UQ 16H Not-less-than-or-equal (unordered, nonsig- True False False True No 
naling) 
ORD_S 17H | Ordered (signaling) True True True False Yes 
EQ_US 18H Equal (unordered, signaling) False False True True Yes 
NGE_UQ 19H Not-greater-than-or-equal (unordered, non- | False True False True No 
signaling) 
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Table 3-1. Comparison Predicate for CMPPD and CMPPS Instructions (Contd.) 


Predicate imm8 | Description Result: A Is 1st Operand, B Is 2nd Operand | Signals 
value A>B  |A<B |A=B_ [Unordered! ONAN 
NGT_UQ 1AH | Not-greater-than (unordered, nonsignaling) | False True True True No 
FALSE_OS 1BH _ | False (ordered, signaling) False False False False Yes 
NEQ_OS 1CH Not-equal (ordered, signaling) True True False False Yes 
GE_O0Q 1DH | Greater-than-or-equal (ordered, nonsignal- True False True False No 
ing) 
GT_0Q 1€H Greater-than (ordered, nonsignaling) True False False False No 
TRUE_US 1FH | True (unordered, signaling) True True True True Yes 
NOTES: 


1. If either operand A or B is a NAN. 


The unordered relationship is true when at least one of the two source operands being compared is a NaN; the 
ordered relationship is true when neither source operand is a NaN. 


A subsequent computational instruction that uses the mask result in the destination operand as an input operand 
will not generate an exception, because a mask of all Os corresponds to a floating-point value of +0.0 and a mask 
of all 1s corresponds to a QNaN. 


Note that processors with “CPUID.1H:ECX.AVX =0” do not implement the “greater-than”, “greater-than-or-equal”, 
“not-greater than”, and “not-greater-than-or-equal relations” predicates. These comparisons can be made either 
by using the inverse relationship (that is, use the “not-less-than-or-equal” to make a “greater-than” comparison) 
or by using software emulation. When using software emulation, the program must swap the operands (copying 
registers when necessary to protect the data that will now be in the destination), and then perform the compare 
using a different predicate. The predicate to be used for these emulations is listed in the first 8 rows of Table 3-7 
(Intel 64 and IA-32 Architectures Software Developer’s Manual Volume 2A) under the heading Emulation. 


Compilers and assemblers may implement the following two-operand pseudo-ops in addition to the three-operand 
CMPPD instruction, for processors with “CPUID.1H:ECX.AVX =0”. See Table 3-2. Compiler should treat reserved 
Immé8 values as illegal syntax. 


Table 3-2. Pseudo-Op and CMPPD Implementation 
Pseudo-Op CMPPD Implementation 


CMPEQPD xmm1, xmm2 


CMPPD xmm1, xmm2, 0 


CMPLTPD xmm1, xmm2 


CMPLEPD xmm1, xmm2 


CMPPD xmm1, xmmz, 1 
CMPPD xmm1, xmm2, 2 


CMPUNORDPD xmm1, xmm2 


CMPPD xmm1, xmm2, 3 


CMPNEQPD xmm1, xmm2 


CMPNLTPD xmm7, xmm2 


CMPPD xmm1, xmm2, 4 
CMPPD xmm1, xmm2, 5 


CMPNLEPD xmm1, xmm2 


CMPPD xmm1, xmm2, 6 


CMPPD xmm1, xmm2, 7 


CMPORDPD xmm1, xmm2 


The greater-than relations that the processor does not implement require more than one instruction to emulate in 
software and therefore should not be implemented as pseudo-ops. (For these, the programmer should reverse the 
operands of the corresponding less than relations and use move instructions to ensure that the mask is moved to 
the correct destination register and that the source operand is left intact.) 


Processors with “CPUID.1H:ECX.AVX =1” implement the full complement of 32 predicates shown in Table 3-3, soft- 
ware emulation is no longer needed. Compilers and assemblers may implement the following three-operand 
pseudo-ops in addition to the four-operand VCMPPD instruction. See Table 3-3, where the notations of regi reg2, 
and reg3 represent either XMM registers or YMM registers. Compiler should treat reserved Immé8 values as illegal 
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syntax. Alternately, intrinsics can map the pseudo-ops to pre-defined constants to support a simpler intrinsic inter- 
face. Compilers and assemblers may implement three-operand pseudo-ops for EVEX encoded VCMPPD instructions 
ina similar fashion by extending the syntax listed in Table 3-3. 


Table 3-3. Pseudo-Op and VCMPPD Implementation 


Pseudo-Op 


CMPPD Implementation 


VCMPEQPD reg1, reg2, reg3 


VCMPPD reg1, reg2, reg3, 0 


VCMPLTPD reg1, reg2, reg3 


VCMPPD reg1, reg2, reg3, 1 


VCMPLEPD reg1, reg2, reg3 


VCMPPD reg, reg2, reg3, 2 


VCMPUNORDPD reg1, reg2, reg3 


VCMPPD reg, reg2, reg3, 3 


VCMPNEOPD reg7, reg2, reg3 


VCMPPD reg1, reg2, reg3, 4 


VCMPNLTPD reg1, reg2, reg3 


VCMPPD reg1, reg2, reg3, 5 


VCMPNLEPD reg1, reg2, reg3 


VCMPPD reg, reg2, reg3, 6 


VCMPORDPD reg], reg2, reg3 
VCMPEQ_UOQPD reg, reg2, reg3 
VCMPNGEPD reg1, reg2, reg3 


VCMPPD reg, reg2, reg3, 7 
VCMPPD reg, reg2, reg3, 8 
VCMPPD reg1, reg2, reg3, 9 


VCMPNGTPD reg1, reg2, reg3 


VCMPPD reg1, reg2, reg3, OAH 


VCMPFALSEPD reg1, reg2, reg3 
VCMPNEQ_OOQPD reg1, reg2, reg3 


VCMPPD reg1, reg2, reg3, OBH 
VCMPPD reg1, reg2, reg3, OCH 


VCMPGEPD reg], reg2, reg3 


VCMPPD reg1, reg2, reg3, ODH 


VCMPGTPD reg1, reg2, reg3 
VCMPTRUEPD reg], reg2, reg3 
VCMPEQ_OSPD reg1, reg2, reg3 


VCMPPD reg, reg2, reg3, OEH 
VCMPPD reg1, reg2, reg3, OFH 
VCMPPD reg1, reg2, reg3, 10H 


VCMPLT_OQPD reg7, reg2, reg3 
VCMPLE_OQPD reg1, reg2, reg3 


VCMPPD reg1, reg2, reg3, 11H 
VCMPPD reg1, reg2, reg3, 12H 


VCMPUNORD_SPD reg1, reg2, reg3 


VCMPPD reg], reg2, reg3, 13H 


VCMPNEQ_USPD reg7, reg2, reg3 
VCMPNLT_UOQPD reg1, reg2, reg3 


VCMPPD reg1, reg2, reg3, 14H 
VCMPPD reg1, reg2, reg3, 15H 


VCMPNLE_UQPD reg7, reg2, reg3 


VCMPPD reg1, reg2, reg3, 16H 


VCMPORD_SPD reg1, reg2, reg3 
VCMPEQ_USPD reg, reg2, reg3 


VCMPPD reg, reg2, reg3, 17H 
VCMPPD reg1, reg2, reg3, 18H 


VCMPNGE_UQPD reg, reg2, reg3 


VCMPPD reg1, reg2, reg3, 19H 


VCMPNGT_UQPD reg1, reg2, reg3 
VCMPFALSE_OSPD reg], reg2, reg3 


VCMPPD reg1, reg2, reg3, 1AH 
VCMPPD reg1, reg2, reg3, 1BH 


VCMPNEQ_OSPD reg7, reg2, reg3 


VCMPPD reg1, reg2, reg3, 1CH 


VCMPGE_OOQPD reg7, reg2, reg3 
VCMPGT_OQPD reg1, reg2, reg3 


VCMPPD reg1, reg2, reg3, 1DH 
VCMPPD reg, reg2, reg3, 1EH 


VCMPTRUE_USPD reg/, reg2, reg3 


VCMPPD reg], reg2, reg3, 1FH 
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Operation 


CASE (COMPARISON PREDICATE) OF 
0: OP3 := EQ_OQ; OP5 := EQ_OQ; 
1: OP3 := LT_OS; OP5 := LT_OS; 
2: OP3 := LE_OS; OP5 := LE_OS; 
3: OP3 := UNORD_Q; OP5 := UNORD_Q; 
4: OP3 := NEQ_UQ; OP5 := NEQ_UQ; 
5: OP3 := NLT_US; OP5 := NLT_US; 
6: OP3 := NLE_US; OP5 := NLE_US; 
7: OP3 := ORD_Q; OP5 := ORD_Q; 
8: OPS := EQ_UQ; 
9: OP5 := NGE_US; 
10: OP5 := NGT_US; 
11: OP5 := FALSE_OQ; 
12: OP5 := NEQ_OQ; 
13: OP5 := GE_OS; 
14: OPS := GT_OS; 
15: OPS := TRUE_UQ; 
16: OP5 := EQ_OS; 
17: OP5 := LT_OQ; 
18: OPS := LE_OQ; 
19: OP5 := UNORD_S; 
20: OPS := NEQ_US; 
21: OPS := NLT_UQ; 
22: OPS := NLE_UQ; 
23: OP5 := ORD_S; 
24: OPS := EQ_US; 
25: OPS := NGE_UQ; 
26: OPS := NGT_UQ; 
27: OPS := FALSE_OS; 
28: OPS := NEQ_OS; 
29: OPS := GE_OQ; 
30: OP5 := GT_OQ; 
31: OPS := TRUE_US; 
DEFAULT: Reserved; 
ESAC; 
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VCMPPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k2[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
CMP := SRC1[i+63:i] OPS SRC2[63:0] 
ELSE 
CMP := SRC1[i+63:i] OPS SRC2[i+63:i] 
Fl; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; Fl; 
ELSE DEST{[j] := 0 ; zeroing-masking only 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


VCMPPD (VEX.256 encoded version) 
CMPO := SRC1[63:0] OPS SRC2[63:0]; 
CMP1 := SRC1[127:64] OP5 SRC2[1 27:64]; 
CMP2 := SRC1[191:128] OPS SRC2[191:128]; 
CMP3 := SRC1[255:192] OP5 SRC2[255:192]; 
IF CMPO = TRUE 
THEN DEST[63:0] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[63:0] := OOOOOODDO000000OH;; FI; 
IF CMP1 = TRUE 
THEN DEST[1 27:64] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[127:64] := QOOOOOODOD0000ONH,; FI; 
IF CMP2 = TRUE 
THEN DEST[191:1 28] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[191:1 28] := OOOOOODDD0000000H;; FI; 
IF CMP3 = TRUE 
THEN DEST[255:192] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[255:1 92] := OOOOOODD00000000H;; FI; 
DEST[MAXVL-1:256] := 0 


VCMPPD (VEX.128 encoded version) 
CMPO := SRC1[63:0] OPS SRC2[63:0]; 
CMP1 := SRC1[127:64] OP5 SRC2[1 27:64]; 
IF CMPO = TRUE 
THEN DEST[63:0] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[63:0] := OOOOOODDOO000O00OH;; FI; 
IF CMP1 = TRUE 
THEN DEST[1 27:64] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[1 27:64] := QOOOOODDO00000ONH; FI; 
DEST[MAXVL-1:128] := 0 
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CMPPD (128-bit Legacy SSE version) 
CMPO := SRC1[63:0] OP3 SRC2[63:0]; 
CMP1 := SRC1[127:64] OP3 SRC2[127:64]; 
IF CMPO = TRUE 
THEN DEST[63:0] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[63:0] := QOOOODDDD0000000H;; FI; 
IF CMP1 = TRUE 
THEN DEST[127:64] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[127:64] := OOOOODD000000000H ; FI; 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VCMPPD __mmask8 _mm512_cmp_pd_mask(__m512da,__m512db, int imm); 

VCMPPD __mmask8 _mm512_cmp_round_pd_mask(__m512d a,__m512d b, int imm, int sae); 

VCMPPD __mmask8 _mm512_mask_cmp_pd_mask(_mmask8 k1,__m512da,__m512d b, int imm); 

VCMPPD __mmask8 _mm512_mask_cmp_round_pd_mask(__mmask8 k1,__m512da,__m512d, int imm, int sae); 
VCMPPD __mmask8 _mm256_cmp_pd_mask(__m256d a,___ m256d b, int imm); 

VCMPPD __mmask8 _mm256_mask_cmp_pd_mask(___mmask8 k1,__ m256d a, ___m256d b, int imm); 

VCMPPD __mmask8 _mm_cmp_pd_mask(__m128d a,_m128d b, int imm); 

VCMPPD __mmask8 _mm_mask_cmp_pd_mask(_mmask8 k1,__m128d a,__m128d b, int imm); 

VCMPPD __m256 _mm256_cmp_pd(__m256d a, __m256d b, int imm) 

(V)CMPPD __m128_mm_cmp_pd(__m128d a,__m128d b, int imm) 


SIMD Floating-Point Exceptions 
Invalid if SNaN operand and invalid if QNaN and predicate as listed in Table 3-1. 
Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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CMPPS—Compare Packed Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
NP OF C2 /r ib A VIV SSE Compare packed single-precision floating-point values in 
CMPPS xmm1, xmm2/m1 28, xmm2/m128 and xmm_1 using bits 2:0 of imm8 as a 
imm8 comparison predicate. 
VEX.128.0F.WIG C2 /r ib B VIV AVX Compare packed single-precision floating-point values in 
VCMPPS xmm1, xmm2, xmm3/m128 and xmmz using bits 4:0 of imm8 as a 
xmm3/m1 28, imm8 comparison predicate. 
VEX.256.0F.WIG C2 /r ib B VIV AVX Compare packed single-precision floating-point values in 
VCMPPS ymm1, ymm2, ymm3/m256 and ymmz using bits 4:0 of imm8 as a 
ymm3/m256, imm8 comparison predicate. 
EVEX.128.0F.WO C2 /r ib C VIV AVX512VL | Compare packed single-precision floating-point values in 
VCMPPS k1 {k2}, xmm2, AVX512F xmm3/m128/m32bcst and xmmcz using bits 4:0 of imm8 as 
xmm3/m128/m32bcst, imm8 a comparison predicate with writemask k2 and leave the 
result in mask register k1. 
EVEX.256.0F.WO C2 /r ib C VIV AVX512VL | Compare packed single-precision floating-point values in 
VCMPPS k1 {k2}, ymm2, AVX512F ymm3/m256/m32bcst and ymm2 using bits 4:0 of imm8 as 
ymm3/m256/m32bcst, imm8 a comparison predicate with writemask k2 and leave the 
result in mask register k1. 
EVEX.512.0F.WO C2 /r ib C VIV AVX512F Compare packed single-precision floating-point values in 
VCMPPS k1 {k2}, zmm2, zmm3/m512/m32bcst and zmmz using bits 4:0 of imm8 as 
zmm3/m512/m32bcst{sae}, imm8 a comparison predicate with writemask k2 and leave the 
result in mask register k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) Imm8 NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) Imm8 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8 
Description 


Performs a SIMD compare of the packed single-precision floating-point values in the second source operand and 
the first source operand and returns the result of the comparison to the destination operand. The comparison pred- 
icate operand (immediate byte) specifies the type of comparison performed on each of the pairs of packed values. 


EVEX encoded versions: The first source operand (second operand) is a ZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 32-bit memory location. The destination operand (first operand) is an opmask register. 
Comparison results are written to the destination operand under the writemask k2. Each comparison result is a 
single mask bit of 1 (comparison true) or 0 (comparison false). 


VEX.256 encoded version: The first source operand (second operand) is a YMM register. The second source operand 
(third operand) can be a YMM register or a 256-bit memory location. The destination operand (first operand) is a 

YMM register. Eight comparisons are performed with results written to the destination operand. The result of each 
comparison is a doubleword mask of all 1s (comparison true) or all Os (comparison false). 


128-bit Legacy SSE version: The first source and destination operand (first operand) is an XMM register. The 
second source operand (second operand) can be an XMM register or 128-bit memory location. Bits (MAXVL-1:128) 
of the corresponding ZMM destination register remain unchanged. Four comparisons are performed with results 
written to bits 127:0 of the destination operand. The result of each comparison is a doubleword mask of all 1s 
(comparison true) or all Os (comparison false). 


VEX.128 encoded version: The first source operand (second operand) is an XMM register. The second source 
operand (third operand) can be an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the destina- 


3-186 Vol. 2A CMPPS—Compare Packed Single-Precision Floating-Point Values 


INSTRUCTION SET REFERENCE, A-L 


tion ZMM register are zeroed. Four comparisons are performed with results written to bits 127:0 of the destination 
operand. 


The comparison predicate operand is an 8-bit immediate: 


° For instructions encoded using the VEX prefix and EVEX prefix, bits 4:0 define the type of comparison to be 
performed (see Table 3-1). Bits 5 through 7 of the immediate are reserved. 


¢ For instruction encodings that do not use VEX prefix, bits 2:0 define the type of comparison to be made (see 
the first 8 rows of Table 3-1). Bits 3 through 7 of the immediate are reserved. 


The unordered relationship is true when at least one of the two source operands being compared is a NaN; the 
ordered relationship is true when neither source operand is a NaN. 


A subsequent computational instruction that uses the mask result in the destination operand as an input operand 
will not generate an exception, because a mask of all Os corresponds to a floating-point value of +0.0 and a mask 
of all 1s corresponds to a QNaN. 


Note that processors with “CPUID.1H:ECX.AVX =0” do not implement the “greater-than”, “greater-than-or-equal”, 
“not-greater than”, and “not-greater-than-or-equal relations” predicates. These comparisons can be made either 
by using the inverse relationship (that is, use the “not-less-than-or-equal” to make a “greater-than” comparison) 
or by using software emulation. When using software emulation, the program must swap the operands (copying 
registers when necessary to protect the data that will now be in the destination), and then perform the compare 
using a different predicate. The predicate to be used for these emulations is listed in the first 8 rows of Table 3-7 
(Intel 64 and IA-32 Architectures Software Developer’s Manual Volume 2A) under the heading Emulation. 


Compilers and assemblers may implement the following two-operand pseudo-ops in addition to the three-operand 
CMPPS instruction, for processors with “CPUID.1H:ECX.AVX =0”. See Table 3-4. Compiler should treat reserved 
Immé8 values as illegal syntax. 


Table 3-4. Pseudo-Op and CMPPS Implementation 


Pseudo-Op CMPPS Implementation 
CMPEQPS xmm1, xmm2 CMPPS xmm1, xmm2, 0 
CMPLTPS xmm1, xmm2 CMPPS xmm1, xmm2, 1 

CMPLEPS xmm1, xmm2 CMPPS xmm1, xmm2, 2 
CMPUNORDPS xmm17, xmm2 CMPPS xmm1, xmm2, 3 
CMPNEOQPS xmm1, xmm2 CMPPS xmm1, xmm2, 4 
CMPNLTPS xmm7, xmm2 CMPPS xmm1, xmm2, 5 
CMPNLEPS xmm1, xmm2 CMPPS xmm1, xmm2, 6 
CMPORDPS xmm17, xmm2 CMPPS xmm1, xmm2, 7 


The greater-than relations that the processor does not implement require more than one instruction to emulate in 
software and therefore should not be implemented as pseudo-ops. (For these, the programmer should reverse the 
operands of the corresponding less than relations and use move instructions to ensure that the mask is moved to 
the correct destination register and that the source operand is left intact. ) 


Processors with “CPUID.1H:ECX.AVX =1” implement the full complement of 32 predicates shown in Table 3-5, soft- 
ware emulation is no longer needed. Compilers and assemblers may implement the following three-operand 
pseudo-ops in addition to the four-operand VCMPPS instruction. See Table 3-5, where the notation of regi and 
reg2 represent either XMM registers or YMM registers. Compiler should treat reserved Imm8 values as illegal 
syntax. Alternately, intrinsics can map the pseudo-ops to pre-defined constants to support a simpler intrinsic inter- 
face. Compilers and assemblers may implement three-operand pseudo-ops for EVEX encoded VCMPPS instructions 
in a similar fashion by extending the syntax listed in Table 3-5. 
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Table 3-5. Pseudo-Op and VCMPPS Implementation 


Pseudo-Op 


CMPPS Implementation 


VCMPEOQPS reg1, reg2, reg3 


VCMPPS reg1, reg2, reg3, 0 


VCMPLTPS reg17, reg2, reg3 


VCMPPS reg, reg2, reg3, 1 


VCMPLEPS reg1, reg2, reg3 


VCMPPS reg1, reg2, reg3, 2 


VCMPUNORDPS reg1, reg2, reg3 


VCMPPS reg1, reg2, reg3, 3 


VCMPNEOPS reg7, reg2, reg3 


VCMPPS reg, reg2, reg3, 4 


VCMPNLTPS reg1, reg2, reg3 


VCMPPS reg1, reg2, reg3, 5 


VCMPNLEPS reg/7, reg2, reg3 


VCMPPS reg1, reg2, reg3, 6 


VCMPORDPS reg/, reg2, reg3 
VCMPEQ_UOPS reg/, reg2, reg3 


VCMPPS reg, reg2, reg3, 7 
VCMPPS reg1, reg2, reg3, 8 


VCMPNGEPS reg/7, reg2, reg3 


VCMPPS reg1, reg2, reg3, 9 


VCMPNGTPS reg, reg2, reg3 


VCMPPS reg, reg2, reg3, OAH 


VCMPFALSEPS reg7, reg2, reg3 


VCMPPS reg, reg2, reg3, OBH 


VCMPNEQ_OOPS reg/, reg2, reg3 


VCMPPS reg, reg2, reg3, OCH 


VCMPGEPS reg], reg2, reg3 


VCMPPS reg, reg2, reg3, ODH 


VCMPGTPS reg1, reg2, reg3 


VCMPPS reg, reg2, reg3, OEH 


VCMPTRUEPS reg7, reg2, reg3 
VCMPEQ_OSPS reg], reg2, reg3 


VCMPPS reg, reg2, reg3, OFH 
VCMPPS reg, reg2, reg3, 10H 


VCMPLT_OOQPS reg7, reg2, reg3 


VCMPPS reg, reg2, reg3, 11H 


VCMPLE_OOPS reg7, reg2, reg3 


VCMPPS reg, reg2, reg3, 12H 


VCMPUNORD_SPS reg17, reg2, reg3 


VCMPPS reg, reg2, reg3, 13H 


VCMPNEQ_USPS reg1, reg2, reg3 


VCMPPS reg, reg2, reg3, 14H 


VCMPNLT_UOPS reg], reg2, reg3 


VCMPPS reg, reg2, reg3, 15H 


VCMPNLE_UOPS reg1, reg2, reg3 


VCMPPS reg, reg2, reg3, 16H 


VCMPORD_SPS reg/1, reg2, reg3 
VCMPEQ_USPS reg], reg2, reg3 


VCMPPS reg, reg2, reg3, 17H 
VCMPPS reg, reg2, reg3, 18H 


VCMPNGE_UOPS reg, reg2, reg3 
VCMPNGT_UOPS reg7, reg2, reg3 


VCMPPS reg, reg2, reg3, 19H 
VCMPPS reg1, reg2, reg3, 1AH 


VCMPFALSE_OSPS reg, reg2, reg3 


VCMPPS reg, reg2, reg3, 1BH 


VCMPNEQ_OSPS reg1, reg2, reg3 


VCMPPS reg, reg2, reg3, 1CH 


VCMPGE_OOPS reg7, reg2, reg3 


VCMPPS reg, reg2, reg3, 1DH 


VCMPGT_OOQPS reg1, reg2, reg3 


VCMPPS reg, reg2, reg3, 1EH 


VCMPTRUE_USPS reg, reg2, reg3 


VCMPPS reg, reg2, reg3, 1FH 
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Operation 


CASE (COMPARISON PREDICATE) OF 
0: OP3 := EQ_OQ; OP5 := EQ_0Q; 
1: OP3 := LT_OS; OP5 := LT_OS; 

2: OP3 := LE_OS; OP5 := LE_OS; 
3: OP3 := UNORD_Q; OP5 := UNORD_Q; 
4: OP3 := NEQ_UQ; OP5 := NEQ_UQ; 
5: OP3 := NLT_US; OP5 := NLT_US; 
6: OP3 := NLE_US; OP5 := NLE_US; 
7: OP3 := ORD_Q; OP5 := ORD_Q; 
8: OPS := EQ_UQ; 
9: OP5 := NGE_US; 
10: OP5 := NGT_US; 
11: OP5 := FALSE_OQ; 
12: OP5 := NEQ_OQ; 
13: OP5 := GE_OS; 
14: OPS := GT_OS; 
15: OPS := TRUE_UQ; 
16: OP5 := EQ_OS; 
17: OP5 := LT_OQ; 
18: OPS := LE_OQ; 
19: OP5 := UNORD_S; 
20: OPS := NEQ_US; 
21: OPS := NLT_UQ; 
22: OPS := NLE_UQ; 
23: OP5 := ORD_S; 
24: OPS := EQ_US; 
25: OPS := NGE_UQ; 
26: OPS := NGT_UQ; 
27: OPS := FALSE_OS; 
28: OPS := NEQ_OS; 
29: OPS := GE_OQ; 
30: OPS := GT_OQ; 
31: OPS := TRUE_US; 
DEFAULT: Reserved 
ESAC; 


CMPPS—Compare Packed Single-Precision Floating-Point Values Vol.2A 3-189 


INSTRUCTION SET REFERENCE, A-L 


VCMPPS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k2[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
CMP := SRC1[i+31:i] OPS SRC2[31:0] 
ELSE 
CMP := SRC1[i+31:i] OPS SRC2[i+31:i] 
Fl; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; Fl; 
ELSE DEST{j] := 0 ; zeroing-masking onlyFl; 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


VCMPPS (VEX.256 encoded version) 
CMPO := SRC1[31:0] OPS SRC2[31:0]; 
CMP1 := SRC1[63:32] OPS SRC2[63:32]; 
CMP2 := SRC1[95:64] OPS SRC2[95:64]; 
CMP3 := SRC1[127:96] OP5 SRC2[1 27:96]; 
CMP4 := SRC1[159:128] OPS SRC2[159:1 28]; 
CMP5 := SRC1[191:160] OP5 SRC2[191:160]; 
CMP6 := SRC1[223:192] OPS SRC2[223:192]; 
CMP7 := SRC1[255:224] OPS SRC2[255:224]; 
IF CMPO = TRUE 

THEN DEST[31:0] :=FFFFFFFFH; 

ELSE DEST[31:0] := OOOOOOOOOH;; FI; 
IF CMP1 = TRUE 

THEN DEST[63:32] := FFFFFFFFH; 

ELSE DEST[63:32] :=OOOOO0000H; FI; 
IF CMP2 = TRUE 

THEN DEST[95:64] := FFFFFFFFH; 

ELSE DEST[95:64] := OOOOOOOOOH;; FI; 
IF CMP3 = TRUE 

THEN DEST[1 27:96] := FFFFFFFFH; 

ELSE DEST[127:96] := OOOOOOOOOH;; FI; 
IF CMP4 = TRUE 

THEN DEST[159:128] := FFFFFFFFH; 

ELSE DEST[159:128] := OOOOOOCOOH; FI; 
IF CMPS = TRUE 

THEN DEST[191:160] := FFFFFFFFH; 

ELSE DEST[191:160] := OOOOOOCOOH; FI; 
IF CMP6 = TRUE 

THEN DEST[223:192] := FFFFFFFFH; 

ELSE DEST[223:192] :=OOOO00000H;; FI; 
IF CMP7 = TRUE 

THEN DEST[255:224] := FFFFFFFFH; 

ELSE DEST[255:224] := OOOOO00OOH; FI; 
DEST[MAXVL-1:256] := 0 
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VCMPPS (VEX.128 encoded version) 
CMPO := SRC1[31:0] OPS SRC2[31:0]; 
CMP1 := SRC1[63:32] OP5 SRC2[63:32]; 
CMP2 := SRC1[95:64] OP5 SRC2[95:64]; 
CMP3 := SRC1[127:96] OP5 SRC2[127:96]; 
IF CMPO = TRUE 

THEN DEST[31:0] :=FFFFFFFFH; 

ELSE DEST[31:0] := OOOOOOOOOH; FI; 
IF CMP1 = TRUE 

THEN DEST[63:32] := FFFFFFFFH; 

ELSE DEST[63:32] := OOOOOOOOOH;; FI; 
IF CMP2 = TRUE 

THEN DEST[95:64] := FFFFFFFFH; 

ELSE DEST[95:64] := OOOOOO00OH;; FI; 
IF CMP3 = TRUE 

THEN DEST[1 27:96] := FFFFFFFFH; 

ELSE DEST[127:96] :=OOOOOO0OOH; FI; 
DEST[MAXVL-1:128] := 0 


CMPPS (128-bit Legacy SSE version) 
CMPO := SRC1[31:0] OP3 SRC2[31:0]; 
CMP1 := SRC1[63:32] OP3 SRC2[63:32]; 
CMP2 := SRC1[95:64] OP3 SRC2[95:64]; 
CMP3 := SRC1[127:96] OP3 SRC2[1 27:96]; 
IF CMPO = TRUE 

THEN DEST[31:0] :=FFFFFFFFH; 

ELSE DEST[31:0] := QOOOOO0OOH;; FI; 
IF CMP1 = TRUE 

THEN DEST[63:32] := FFFFFFFFH; 

ELSE DEST[63:32] := OOOOOOOOOH; FI; 
IF CMP2 = TRUE 

THEN DEST[95:64] := FFFFFFFFH; 

ELSE DEST[95:64] := OOOOOOOOOH; FI; 
IF CMP3 = TRUE 

THEN DEST[127:96] := FFFFFFFFH; 

ELSE DEST[127:96] :=OOO000000H; FI; 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 
VCMPPS __mmask16 _mm512_cmp_ps_mask( 


m512 a,__m512 5, int imm); 


VCMPPS __mmask16 __mm512_cmp_round_ps_mask( 


m512 a,__m512b, int imm, int sae); 


VCMPPS __mmask16 _mm512_mask_cmp_ps_mask( 


mmask16 k1,__m512 a, 


VCMPPS __mmask16 __mm512_mask_cmp_round_ps_mask( 


VCMPPS __mmask8 _mm256_cmp_ps_mask( 


m256 b, int imm); 


mmask8 k1,__m256 a, 


VCMPPS __mmask8 _mm256_mask_cmp_ps_mask( 
VCMPPS __mmask8 __mm_cmp_ps_mask(_m128 a,__m128 b, int imm); 


VCMPPS __mmask8 _mm_mask_cmp_ps_mask( 


m256 b, int imm); 


m128 b, int imm); 


VCMPPS __m256 _mm256_cmp_ps(__m256 a,__m256 b, int imm) 
CMPPS __m128_mm_cmp_ps(__m128 a,__m128 b, int imm) 


SIMD Floating-Point Exceptions 


Invalid if SNaN operand and invalid if QNaN and predicate as listed in Table 3-1. 


Denormal 
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m512 b, int imm); 
m512 b, int imm, int sae); 
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Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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CMPS/CMPSB/CMPSW/CMPSD/CMPSQ—Compare String Operands 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
A6 CMPS m8, m& ZO | Valid Valid For legacy mode, compare byte at address DS:(E)SI with 


byte at address ES:(E)DI; For 64-bit mode compare byte 
at address (RIE)SI to byte at address (RIE)DI. The status 
flags are set accordingly. 


A7 CMPS m16, m16 ZO | Valid Valid For legacy mode, compare word at address DS:(E)SI 
with word at address E€S:(E)DI; For 64-bit mode 
compare word at address (R|E)SI with word at address 
(RJE)DI. The status flags are set accordingly. 

A7 CMPS m32, m32 ZO | Valid Valid For legacy mode, compare dword at address DS:(E)SI at 
dword at address ES:(€)DI; For 64-bit mode compare 
dword at address (R|E)SI at dword at address (RIE)DI. 
The status flags are set accordingly. 


REX.W + A7 CMPS m64, m64 ZO | Valid N.E. Compares quadword at address (R|E)SI with quadword 
at address (RJE)DI and sets the status flags accordingly. 
A6 CMPSB ZO | Valid Valid For legacy mode, compare byte at address DS:(E)SI with 


byte at address ES:(€)DI; For 64-bit mode compare byte 
at address (R|E)SI with byte at address (R|E)DI. The 
status flags are set accordingly. 


A7 CMPSW ZO | Valid Valid For legacy mode, compare word at address DS:(E)SI 
with word at address ES:(E)DI; For 64-bit mode 
compare word at address (R|E)SI with word at address 
(RJE)DI. The status flags are set accordingly. 

A7 CMPSD ZO | Valid Valid For legacy mode, compare dword at address DS:(E)SI 
with dword at address ES:(€)DI; For 64-bit mode 
compare dword at address (RJE)SI with dword at 
address (RIE)DI. The status flags are set accordingly. 
REX.W + A7 CMPSQ ZO ‘| Valid N.E. Compares quadword at address (R|E)SI with quadword 
at address (RJE)DI and sets the status flags accordingly. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Compares the byte, word, doubleword, or quadword specified with the first source operand with the byte, word, 
doubleword, or quadword specified with the second source operand and sets the status flags in the EFLAGS register 
according to the results. 


Both source operands are located in memory. The address of the first source operand is read from DS:SI, DS:ESI 
or RSI (depending on the address-size attribute of the instruction is 16, 32, or 64, respectively). The address of the 
second source operand is read from ES:DI, ES:EDI or RDI (again depending on the address-size attribute of the 
instruction is 16, 32, or 64). The DS segment may be overridden with a segment override prefix, but the ES 
segment cannot be overridden. 


At the assembly-code level, two forms of this instruction are allowed: the “explicit-operands” form and the “no- 
operands” form. The explicit-operands form (specified with the CMPS mnemonic) allows the two source operands 
to be specified explicitly. Here, the source operands should be symbols that indicate the size and location of the 
source values. This explicit-operand form is provided to allow documentation. However, note that the documenta- 
tion provided by this form can be misleading. That is, the source operand symbols must specify the correct type 
(size) of the operands (bytes, words, or doublewords, quadwords), but they do not have to specify the correct loca- 
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tion. Locations of the source operands are always specified by the DS:(E)SI (or RSI) and ES:(E)DI (or RDI) regis- 
ters, which must be loaded correctly before the compare string instruction is executed. 


The no-operands form provides “short forms” of the byte, word, and doubleword versions of the CMPS instructions. 
Here also the DS:(E)SI (or RSI) and ES:(E)DI (or RDI) registers are assumed by the processor to specify the loca- 
tion of the source operands. The size of the source operands is selected with the mnemonic: CMPSB (byte compar- 
ison), CMPSW (word comparison), CMPSD (doubleword comparison), or CMPSQ (quadword comparison using 
REX.W). 


After the comparison, the (E/R)SI and (E/R)DI registers increment or decrement automatically according to the 
setting of the DF flag in the EFLAGS register. (If the DF flag is 0, the (E/R)SI and (E/R)DI register increment; if the 
DF flag is 1, the registers decrement.) The registers increment or decrement by 1 for byte operations, by 2 for word 
operations, 4 for doubleword operations. If operand size is 64, RSI and RDI registers increment by 8 for quadword 
operations. 


The CMPS, CMPSB, CMPSW, CMPSD, and CMPSQ instructions can be preceded by the REP prefix for block compar- 
isons. More often, however, these instructions will be used in a LOOP construct that takes some action based on the 
setting of the status flags before the next comparison is made. See “REP/REPE/REPZ /REPNE/REPNZ—Repeat 
String Operation Prefix” in Chapter 4 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2B, for a description of the REP prefix. 


In 64-bit mode, the instruction’s default address size is 64 bits, 32 bit address size is supported using the prefix 
67H. Use of the REX.W prefix promotes doubleword operation to 64 bits (see CMPSQ). See the summary chart at 
the beginning of this section for encoding data and limits. 


Operation 
temp := SRC1 - SRC2; 
SetStatusFlags(temp); 
IF (64-Bit Mode) 
THEN 
IF (Byte comparison) 
THEN IF DF = 0 
THEN 
(RJE)SI := (RIE)SI + 1; 
(RJE)DI := (RIE)DI + 1; 
ELSE 
(RIE)SI := (RIE)SI - 1; 
(RJE)DI := (RIE)DI - 1; 
FI; 
ELSE IF (word comparison) 
THEN IF DF =O 
THEN 
(RIE)SI := (RIE)SI + 2; 
(RJE)DI := (RIE)DI + 2; 
ELSE 
(RIE)SI := (RIE)SI - 2; 
(RJE)DI := (RIE)DI - 2; 
FI; 
ELSE IF (Doubleword comparison) 
THEN IF DF = 0 
THEN 


(RIE)SI := (RIE)SI + 4; 
(RJE)DI := (RIE)DI + 4; 
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#SS(0) 
#PF(fault-code) 
#AC(0) 


#UD 


ELSE (* Quadword comparison *) 


THEN IF DF =0 
(RJE)SI := (RIE)SI + 8; 
(RJE)DI := (RIE)DI + 8; 
ELSE 
(RJE)SI := (RIE)SI - 8; 
(RJE)DI := (RIE)DI - 8; 
Fl; 
Fl; 
ELSE (* Non-64-bit Mode *) 
IF (byte comparison) 
THEN IF DF =0 
THEN 
(E)SI := (E)SI + 1; 
(E)DI := (E)DI + 1; 
ELSE 
(E)SI = (E)SI - 1; 
(E)DI := (E)DI - 1; 
Fl; 
ELSE IF (Word comparison) 
THEN IF DF =O 
(E)SI := (E)SI + 2; 
(€)DI := (E)DI + 2; 


Fl; 


ELSE (* Doubleword comparison *) 


THEN IF DF = 0 
(E)SI := (€)SI + 4; 
(E)DI := (E)DI + 4; 


ELSE 
(E)SI := (€)SI - 4; 
(E)DI := (€)DI - 4; 
Fl; 
Fl; 
Flags Affected 


Protected Mode Exceptions 
#GP(0) 
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The CF, OF, SF, ZF, AF, and PF flags are set according to the temporary result of the comparison. 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register contains a NULL segment selector. 
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If a memory operand effective address is outside the SS segment limit. 
If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 
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Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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CMPSD—Compare Scalar Double-Precision Floating-Point Value 
Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
F2 OF C2 /r ib A VN SSE2 
CMPSD xmm1, xmm2/m64, imm8 


Compare low double-precision floating-point value in 
xmm2/m64 and xmm1 using bits 2:0 of imm8 as comparison 
predicate. 

Compare low double-precision floating-point value in 
xmm3/m64 and xmm_z using bits 4:0 of imm8 as comparison 
predicate. 

AVX512F | Compare low double-precision floating-point value in 
xmm3/m64 and xmm_z using bits 4:0 of imm8 as comparison 
predicate with writemask k2 and leave the result in mask 
register k1. 


VEX.LIG.F2.0F.WIG C2 /r ib B VV AVX 
VCMPSD xmm1, xmm2, 
xmm3/m64, imm8 

EVEX.LLIG.F2.0F.W1 C2 /r ib C VIV 
VCMPSD k1 {k2}, xmm2, 
xmm3/m64{sae}, imm8 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) Imm8s NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) Imm8 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


Compares the low double-precision floating-point values in the second source operand and the first source operand 
and returns the result of the comparison to the destination operand. The comparison predicate operand (imme- 
diate operand) specifies the type of comparison performed. 


128-bit Legacy SSE version: The first source and destination operand (first operand) is an XMM register. The 
second source operand (second operand) can be an XMM register or 64-bit memory location. Bits (MAXVL-1:64) of 
the corresponding YMM destination register remain unchanged. The comparison result is a quadword mask of all 1s 
(comparison true) or all Os (comparison false). 


VEX.128 encoded version: The first source operand (second operand) is an XMM register. The second source 
operand (third operand) can be an XMM register or a 64-bit memory location. The result is stored in the low quad- 
word of the destination operand; the high quadword is filled with the contents of the high quadword of the first 
source operand. Bits (MAXVL-1:128) of the destination ZMM register are zeroed. The comparison result is a quad- 
word mask of all 1s (comparison true) or all Os (comparison false). 


EVEX encoded version: The first source operand (second operand) is an XMM register. The second source operand 
can be a XMM register or a 64-bit memory location. The destination operand (first operand) is an opmask register. 
The comparison result is a single mask bit of 1 (comparison true) or 0 (comparison false), written to the destination 
starting from the LSB according to the writemask k2. Bits (MAX_KL-1:128) of the destination register are cleared. 


The comparison predicate operand is an 8-bit immediate: 
¢ For instructions encoded using the VEX prefix, bits 4:0 define the type of comparison to be performed (see 
Table 3-1). Bits 5 through 7 of the immediate are reserved. 


¢ For instruction encodings that do not use VEX prefix, bits 2:0 define the type of comparison to be made (see 
the first 8 rows of Table 3-1). Bits 3 through 7 of the immediate are reserved. 


The unordered relationship is true when at least one of the two source operands being compared is a NaN; the 
ordered relationship is true when neither source operand is a NaN. 


A subsequent computational instruction that uses the mask result in the destination operand as an input operand 
will not generate an exception, because a mask of all Os corresponds to a floating-point value of +0.0 and a mask 
of all 1s corresponds to a QNaN. 


Note that processors with “CPUID.1H:ECX.AVX =0” do not implement the “greater-than”, “greater-than-or-equal”, 
“not-greater than”, and “not-greater-than-or-equal relations” predicates. These comparisons can be made either 
by using the inverse relationship (that is, use the “not-less-than-or-equal” to make a “greater-than” comparison) 
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or by using software emulation. When using software emulation, the program must swap the operands (copying 
registers when necessary to protect the data that will now be in the destination), and then perform the compare 
using a different predicate. The predicate to be used for these emulations is listed in the first 8 rows of Table 3-7 
(Intel 64 and IA-32 Architectures Software Developer’s Manual Volume 2A) under the heading Emulation. 


Compilers and assemblers may implement the following two-operand pseudo-ops in addition to the three-operand 
CMPSD instruction, for processors with “CPUID.1H:ECX.AVX =0”. See Table 3-6. Compiler should treat reserved 
Immé8 values as illegal syntax. 


Table 3-6. Pseudo-Op and CMPSD Implementation 
Pseudo-Op CMPSD Implementation 


CMPEQSD xmm1, xmm2 


CMPSD xmm1, xmm2, 0 


CMPLTSD xmm17, xmm2 


CMPSD xmm1, xmm2, 1 


CMPLESD xmm17, xmm2 


CMPSD xmm1, xmm2, 2 


CMPUNORDSD xmm17, xmm2 


CMPSD xmm1, xmm2, 3 


CMPNEQSD xmm1, xmm2 


CMPSD xmm1, xmm2, 4 


CMPNLTSD xmm17, xmm2 


CMPSD xmm1, xmm2, 5 


CMPNLESD xmm17, xmm2 
CMPORDSD xmm1, xmm2 


CMPSD xmm1, xmm2, 6 
CMPSD xmm1, xmm2, 7 


The greater-than relations that the processor does not implement require more than one instruction to emulate in 
software and therefore should not be implemented as pseudo-ops. (For these, the programmer should reverse the 
operands of the corresponding less than relations and use move instructions to ensure that the mask is moved to 
the correct destination register and that the source operand is left intact.) 


Processors with “CPUID.1H:ECX.AVX =1” implement the full complement of 32 predicates shown in Table 3-7, soft- 
ware emulation is no longer needed. Compilers and assemblers may implement the following three-operand 
pseudo-ops in addition to the four-operand VCMPSD instruction. See Table 3-7, where the notations of regi reg2, 
and reg3 represent either XMM registers or YMM registers. Compiler should treat reserved Imm8 values as illegal 
syntax. Alternately, intrinsics can map the pseudo-ops to pre-defined constants to support a simpler intrinsic inter- 
face. Compilers and assemblers may implement three-operand pseudo-ops for EVEX encoded VCMPSD instructions 
in a similar fashion by extending the syntax listed in Table 3-7. 


Table 3-7. Pseudo-Op and VCMPSD Implementation 


Pseudo-Op 
VCMPEQSD reg1, reg2, reg3 


CMPSD Implementation 
VCMPSD reg1, reg2, reg3, 0 


VCMPLTSD reg1, reg2, reg3 


VCMPSD reg1, reg2, reg3, 1 


VCMPLESD reg1, reg2, reg3 


VCMPSD reg1, reg2, reg3, 2 


VCMPUNORDSD reg/, reg2, reg3 


VCMPSD reg1, reg2, reg3, 3 


VCMPNEQSD reg, reg2, reg3 


VCMPSD reg1, reg2, reg3, 4 


VCMPNLTSD reg7, reg2, reg3 
VCMPNLESD reg17, reg2, reg3 


VCMPSD reg1, reg2, reg3, 5 
VCMPSD reg1, reg2, reg3, 6 


VCMPORDSD reg1, reg2, reg3 
VCMPEQ_UQSD reg7, reg2, reg3 
VCMPNGESD reg1, reg2, reg3 


VCMPSD reg1, reg2, reg3, 7 
VCMPSD reg1, reg2, reg3, 8 
VCMPSD reg1, reg2, reg3, 9 


VCMPNGTSD reg1, reg2, reg3 


VCMPSD reg1, reg2, reg3, OAH 


VCMPFALSESD reg1, reg2, reg3 


VCMPSD reg1, reg2, reg3, OBH 


VCMPNEQ_OQSD reg7, reg2, reg3 


VCMPSD reg1, reg2, reg3, OCH 


VCMPGESD reg, reg2, reg3 


VCMPSD reg1, reg2, reg3, ODH 
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Table 3-7. Pseudo-Op and VCMPSD Implementation 


Pseudo-Op 


CMPSD Implementation 


VCMPGTSD reg], reg2, reg3 


VCMPSD reg1, reg2, reg3, OEH 


VCMPTRUESD reg], reg2, reg3 
VCMPEQ_OSSD reg1, reg2, reg3 


VCMPSD reg1, reg2, reg3, OFH 
VCMPSD reg17, reg2, reg3, 10H 


VCMPLT_OQSD reg1, reg2, reg3 


VCMPSD reg17, reg2, reg3, 11H 


VCMPLE_OQSD reg/, reg2, reg3 


VCMPSD reg17, reg2, reg3, 12H 


VCMPUNORD_SSD reg/, reg2, reg3 


VCMPSD reg7, reg2, reg3, 13H 


VCMPNEQ_USSD reg1, reg2, reg3 


VCMPSD reg1, reg2, reg3, 14H 


VCMPNLT_UQSD reg1, reg2, reg3 


VCMPSD reg1, reg2, reg3, 15H 


VCMPNLE_UQSD reg7, reg2, reg3 


VCMPSD reg7, reg2, reg3, 16H 


VCMPORD_SSD reg1, reg2, reg3 
VCMPEQ_USSD reg1, reg2, reg3 


VCMPSD reg7, reg2, reg3, 17H 
VCMPSD reg17, reg2, reg3, 18H 


VCMPNGE_UQSD reg/, reg2, reg3 


VCMPSD reg1, reg2, reg3, 19H 


VCMPNGT_UQSD reg1, reg2, reg3 


VCMPSD reg7, reg2, reg3, 1AH 


VCMPFALSE_OSSD reg1, reg2, reg3 


VCMPSD reg1, reg2, reg3, 1BH 


VCMPNEQ_OSSD reg, reg2, reg3 


VCMPSD reg1, reg2, reg3, 1CH 


VCMPGE_OQSD reg, reg2, reg3 


VCMPSD reg1, reg2, reg3, 1DH 


VCMPGT_OQSD reg7, reg2, reg3 


VCMPSD reg1, reg2, reg3, 1€H 


VCMPTRUE_USSD reg17, reg2, reg3 


VCMPSD reg1, reg2, reg3, 1FH 


Software should ensure VCMPSD is encoded with VEX.L=0. Encoding VCMPSD with VEX.L=1 may encounter unpre- 


dictable behavior across different processor generations. 


Operation 


CASE (COMPARISON PREDICATE) OF 
0: OP3 := EQ_0Q; OPS := EQ_0Q; 
1: OP3 := LT_OS; OP5 := LT_OS; 

2: OP3 := LE_OS; OP5 := LE_OS; 

3: OP3 := UNORD_Q; OP5 := UNORD_Q; 
4: OP3 := NEQ_UQ; OP5 := NEQ_UQ; 
5: OP3 := NLT_US; OP5 := NLT_US; 
6: OP3 := NLE_US; OP5 := NLE_US; 
7: OP3 := ORD_Q; OP5 := ORD_Q; 

8: OP5 := EQ_UQ; 

9: OPS := NGE_US; 

10: OPS := NGT_US; 

11: OP5 := FALSE_OQ; 

12: OPS := NEQ_OQ; 

13: OP5 := GE_OS; 

14: OPS := GT_OS; 

15: OPS := TRUE_UQ; 

16: OPS := EQ_OS; 

17: OPS := LT_OQ; 

18: OP5 := LE_OQ; 

19: OPS := UNORD_S; 

20: OPS := NEQ_US; 

21: OPS := NLT_UQ; 
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22: OPS := NLE_UQ; 
23: OP5 := ORD_S; 
24: OP5 := EQ_US; 
25: OPS := NGE_UQ; 
26: OPS := NGT_UQ; 
27: OPS := FALSE_OS; 
28: OPS := NEQ_OS; 
29: OP5 := GE_OQ; 
30: OPS := GT_OQ; 
31: OPS := TRUE_US; 
DEFAULT: Reserved 
ESAC; 


VCMPSD (EVEX encoded version) 
CMPO := SRC1[63:0] OP5 SRC2[63:0]; 


IF k2[O0] or *no writemask* 
THEN — IF CMPO = TRUE 
THEN DEST[0] := 1; 
ELSE DEST[O] := 0; Fl; 
ELSE DEST[O] := 0 ; zeroing-masking only 
Fl; 
DEST[MAX_KL-1:1] := 0 


CMPSD (128-bit Legacy SSE version) 

CMPO := DEST[63:0] OP3 SRC[63:0]; 

IF CMPO = TRUE 

THEN DEST[63:0] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[63:0] := QOOOODD000000000H; FI; 
DEST[MAXVL-1:64] (Unmodified) 


VCMPSD (VEX.128 encoded version) 

CMPO := SRC1[63:0] OPS SRC2[63:0]; 

IF CMPO = TRUE 

THEN DEST[63:0] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[63:0] := OOOOOODDD00000NNH; FI; 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 

VCMPSD __mmask8 _mm_cmp_sd_mask(__m128d a,_m128d b, int imm); 

VCMPSD __mmask8 _mm_cmp_round_sd_mask(_m128d a,_m128d b, int imm, int sae); 

VCMPSD __mmask8 _mm_mask_cmp_sd_mask(__mmask8 k1,__m128da,__m128d, int imm); 

VCMPSD __mmask8 _mm_mask_cmp_round_sd_mask(___mmask8 k1,__m128d a,__m128d b, int imm, int sae); 
(V)CMPSD __m128d __mm_cmp_sd(__m128d a, ___m128d b, const int imm) 


SIMD Floating-Point Exceptions 
Invalid if SNaN operand, Invalid if QNaN and predicate as listed in Table 3-1 Denormal. 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
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CMPSS—Compare Scalar Single-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F3 OF C2 /r ib A VV SSE Compare low single-precision floating-point value in 
CMPSS xmm1, xmm2/m32, imm8 xmm2/m32 and xmm1 using bits 2:0 of imm8 as 
comparison predicate. 
VEX.LIG.F3.0F.WIG C2 /r ib B VIV AVX Compare low single-precision floating-point value in 
VCMPSS xmm1, xmm_2, xmm3/m32, xmm3/m32 and xmmz using bits 4:0 of imm8 as 
imm8 comparison predicate. 
EVEX.LLIG.F3.0F.WO C2 /r ib C VV AVX512F | Compare low single-precision floating-point value in 
VCMPSS k1 {k2}, xmm2, xmm3/m32 and xmmz using bits 4:0 of imm8 as 
xmm3/m32{sae}, imm8 comparison predicate with writemask k2 and leave the 
result in mask register k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) Imm8 NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) Imm8s 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


Compares the low single-precision floating-point values in the second source operand and the first source operand 
and returns the result of the comparison to the destination operand. The comparison predicate operand (imme- 
diate operand) specifies the type of comparison performed. 


128-bit Legacy SSE version: The first source and destination operand (first operand) is an XMM register. The 
second source operand (second operand) can be an XMM register or 32-bit memory location. Bits (MAXVL-1:32) of 
the corresponding YMM destination register remain unchanged. The comparison result is a doubleword mask of all 
1s (comparison true) or all Os (comparison false). 


VEX.128 encoded version: The first source operand (second operand) is an XMM register. The second source 
operand (third operand) can be an XMM register or a 32-bit memory location. The result is stored in the low 32 bits 
of the destination operand; bits 127:32 of the destination operand are copied from the first source operand. Bits 
(MAXVL-1:128) of the destination ZMM register are zeroed. The comparison result is a doubleword mask of all 1s 
(comparison true) or all Os (comparison false). 


EVEX encoded version: The first source operand (second operand) is an XMM register. The second source operand 
can be a XMM register or a 32-bit memory location. The destination operand (first operand) is an opmask register. 
The comparison result is a single mask bit of 1 (comparison true) or 0 (comparison false), written to the destination 
starting from the LSB according to the writemask k2. Bits (MAX_KL-1:128) of the destination register are cleared. 


The comparison predicate operand is an 8-bit immediate: 


¢ For instructions encoded using the VEX prefix, bits 4:0 define the type of comparison to be performed (see 
Table 3-1). Bits 5 through 7 of the immediate are reserved. 


¢ For instruction encodings that do not use VEX prefix, bits 2:0 define the type of comparison to be made (see 
the first 8 rows of Table 3-1). Bits 3 through 7 of the immediate are reserved. 


The unordered relationship is true when at least one of the two source operands being compared is a NaN; the 
ordered relationship is true when neither source operand is a NaN. 


A subsequent computational instruction that uses the mask result in the destination operand as an input operand 
will not generate an exception, because a mask of all Os corresponds to a floating-point value of +0.0 and a mask 
of all 1s corresponds to a QNaN. 


Note that processors with “CPUID.1H:ECX.AVX =0” do not implement the “greater-than”, “greater-than-or-equal”, 
“not-greater than”, and “not-greater-than-or-equal relations” predicates. These comparisons can be made either 
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by using the inverse relationship (that is, use the “not-less-than-or-equal” to make a “greater-than” comparison) 
or by using software emulation. When using software emulation, the program must swap the operands (copying 

registers when necessary to protect the data that will now be in the destination), and then perform the compare 

using a different predicate. The predicate to be used for these emulations is listed in the first 8 rows of Table 3-7 

(Intel 64 and IA-32 Architectures Software Developer’s Manual Volume 2A) under the heading Emulation. 


Compilers and assemblers may implement the following two-operand pseudo-ops in addition to the three-operand 
CMPSS instruction, for processors with “CPUID.1H:ECX.AVX =0”. See Table 3-8. Compiler should treat reserved 
Immé8 values as illegal syntax. 


Table 3-8. Pseudo-Op and CMPSS Implementation 


Pseudo-Op CMPSS Implementation 
CMPEQSS xmm7, xmm2 CMPSS xmm1, xmm2, 0 
CMPLTSS xmm17, xmm2 CMPSS xmm1, xmm2, 1 
CMPLESS xmm1, xmm2 CMPSS xmm17, xmm2, 2 
CMPUNORDSS xmm1, xmm2 CMPSS xmm1, xmm2, 3 
CMPNEQSS xmm1, xmm2 CMPSS xmm1, xmm2, 4 
CMPNLTSS xmm1, xmm2 CMPSS xmm1, xmm2, 5 
CMPNLESS xmm17, xmm2 CMPSS xmm1, xmm2, 6 
CMPORDSS xmm1, xmm2 CMPSS xmm1, xmm2, 7 


The greater-than relations that the processor does not implement require more than one instruction to emulate in 
software and therefore should not be implemented as pseudo-ops. (For these, the programmer should reverse the 
operands of the corresponding less than relations and use move instructions to ensure that the mask is moved to 
the correct destination register and that the source operand is left intact.) 


Processors with “CPUID.1H:ECX.AVX =1” implement the full complement of 32 predicates shown in Table 3-7, soft- 
ware emulation is no longer needed. Compilers and assemblers may implement the following three-operand 
pseudo-ops in addition to the four-operand VCMPSS instruction. See Table 3-9, where the notations of regi reg2, 
and reg3 represent either XMM registers or YMM registers. Compiler should treat reserved Imm8 values as illegal 
syntax. Alternately, intrinsics can map the pseudo-ops to pre-defined constants to support a simpler intrinsic inter- 
face. Compilers and assemblers may implement three-operand pseudo-ops for EVEX encoded VCMPSS instructions 
in a similar fashion by extending the syntax listed in Table 3-9. 


Table 3-9. Pseudo-Op and VCMPSS Implementation 


Pseudo-Op 


CMPSS Implementation 


VCMPEQSS reg1, reg2, reg3 


VCMPSS reg1, reg2, reg3, 0 


VCMPLTSS reg1, reg2, reg3 
VCMPLESS reg1, reg2, reg3 


VCMPSS reg1, reg2, reg3, 1 
VCMPSS reg1, reg2, reg3, 2 


VCMPUNORDSS reg/7, reg2, reg3 


VCMPSS reg1, reg2, reg3, 3 


VCMPNEOQSS reg7, reg2, reg3 


VCMPSS reg1, reg2, reg3, 4 


VCMPNLTSS reg], reg2, reg3 


VCMPSS reg1, reg2, reg3, 5 


VCMPNLESS reg/, reg2, reg3 


VCMPSS reg1, reg2, reg3, 6 


VCMPORDSS reg1, reg2, reg3 
VCMPEQ_UQSS reg], reg2, reg3 


VCMPSS reg1, reg2, reg3, 7 
VCMPSS reg17, reg2, reg3, 8 


VCMPNGESS reg, reg2, reg3 


VCMPSS reg1, reg2, reg3, 9 


VCMPNGTSS reg], reg2, reg3 VCMPSS reg1, reg2, reg3, OAH 
VCMPFALSESS reg1, reg2, reg3 VCMPSS reg1, reg2, reg3, OBH 
VCMPNEQ_OQSS reg1, reg2, reg? VCMPSS reg, reg2, reg3, OCH 
VCMPGESS reg], reg2, reg3 VCMPSS reg1, reg2, reg3, ODH 
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Table 3-9. Pseudo-Op and VCMPSS Implementation 


Pseudo-Op 


CMPSS Implementation 


VCMPGTSS reg, reg2, reg3 


VCMPSS reg], reg2, reg3, OEH 


VCMPTRUESS reg1, reg2, reg3 
VCMPEQ_OSSS reg], reg2, reg3 


VCMPSS reg], reg2, reg3, OFH 
VCMPSS reg], reg2, reg3, 10H 


VCMPLT_OOQSS reg1, reg2, reg3 


VCMPSS reg], reg2, reg3, 11H 


VCMPLE_OOSS reg1, reg2, reg3 


VCMPSS reg], reg2, reg3, 12H 


VCMPUNORD_SSS reg, reg2, reg3 


VCMPSS reg], reg2, reg3, 13H 


VCMPNEQ_USSS reg, reg2, reg3 


VCMPSS reg], reg2, reg3, 14H 


VCMPNLT_UQSS reg1, reg2, reg3 


VCMPSS reg], reg2, reg3, 15H 


VCMPNLE_UQSS reg7, reg2, reg3 


VCMPSS reg], reg2, reg3, 16H 


VCMPORD_SSS reg17, reg2, reg3 
VCMPEQ_USSS reg1, reg2, reg3 


VCMPSS reg], reg2, reg3, 17H 
VCMPSS reg], reg2, reg3, 18H 


VCMPNGE_UQSS reg7, reg2, reg3 


VCMPSS reg], reg2, reg3, 19H 


VCMPNGT_UQSS reg, reg2, reg3 


VCMPSS reg], reg2, reg3, 1AH 


VCMPFALSE_OSSS reg1, reg2, reg3 


VCMPSS reg], reg2, reg3, 1BH 


VCMPNEQ_OSSS reg, reg2, reg3 


VCMPSS reg], reg2, reg3, 1CH 


VCMPGE_OQSS reg1, reg2, reg3 


VCMPSS reg], reg2, reg3, 1DH 


VCMPGT_OQSS reg7, reg2, reg3 


VCMPSS reg], reg2, reg3, 1€H 


VCMPTRUE_USSS reg7, reg2, reg? 


VCMPSS reg], reg2, reg3, 1FH 


Software should ensure VCMPSS is encoded with VEX.L=0. Encoding VCMPSS with VEX.L=1 may encounter unpre- 


dictable behavior across different processor generations. 


Operation 


CASE (COMPARISON PREDICATE) OF 
0: OP3 := EQ_OQ; OP5 := EQ_0Q; 
1: OP3 := LT_OS; OP5 := LT_OS; 
2: OP3 := LE_OS; OP5 := LE_OS; 


3: OP3 := UNORD_Q; OP5 := UNORD_Q; 
4: OP3 := NEQ_UQ; OP5 := NEQ_UQ; 
5: OP3 := NLT_US; OP5 := NLT_US; 
6: OP3 := NLE_US; OP5 := NLE_US; 
7: OP3 := ORD_Q; OP5 := ORD_Q; 

8: OP5 := EQ_UQ; 

9: OPS := NGE_US; 

10: OPS := NGT_US; 

11: OP5 := FALSE_OQ; 

12: OPS := NEQ_OQ; 

13: OP5 := GE_OS; 

14: OPS := GT_OS; 

15: OPS := TRUE_UQ; 

16: OPS := EQ_OS; 

17: OPS := LT_OQ; 

18: OP5 := LE_OQ; 

19: OPS := UNORD_S; 

20: OPS := NEQ_US; 

21: OPS := NLT_UQ; 
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22: OPS := NLE_UQ; 
23: OP5 := ORD_S; 
24: OP5 := EQ_US; 
25: OPS := NGE_UQ; 
26: OPS := NGT_UQ; 
27: OPS := FALSE_OS; 
28: OPS := NEQ_OS; 
29: OP5 := GE_OQ; 
30: OPS := GT_OQ; 
31: OPS := TRUE_US; 
DEFAULT: Reserved 
ESAC; 


VCMPSS (EVEX encoded version) 
CMPO := SRC1[31:0] OPS SRC2[31:0]; 


IF k2[0] or *no writemask* 
THEN — IF CMPO = TRUE 
THEN DEST[0] := 1; 
ELSE DEST[O] := 0; Fl; 
ELSE DEST[O] := 0 ; zeroing-masking only 
Fl; 
DEST[MAX_KL-1:1] := 0 


CMPSS (128-bit Legacy SSE version) 
CMPO := DEST[31:0] OP3 SRC[31:0]; 
IF CMPO = TRUE 

THEN DEST[31:0] := FFFFFFFFH; 

ELSE DEST[31:0] := OOOOOOOOH; FI; 
DEST[MAXVL-1:32] (Unmodified) 


VCMPSS (VEX.128 encoded version) 
CMPO := SRC1[31:0] OPS SRC2[31:0]; 
IF CMPO = TRUE 

THEN DEST[31:0] := FFFFFFFFH; 

ELSE DEST[31:0] := OOOOOOOOH; FI; 
DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCMPSS __mmask8 _mm_cmp_ss_mask(__m128 a,__m128, int imm); 

VCMPSS __mmask8 _mm_cmp_round_ss_mask(__m128 a,__m128 b, int imm, int sae); 

VCMPSS __mmask8 _mm_mask_cmp_ss_mask(__mmask8 k1,__m128 a,__m128 b, int imm); 

VCMPSS __mmask8 _mm_mask_cmp_round_ss_mask(__mmask8 k1,__m128 a,__m128 b, int imm, int sae); 
(V)CMPSS __m128_mm_cmp_ss(__m128 a,__m128 b, const int imm) 


SIMD Floating-Point Exceptions 
Invalid if SNaN operand, Invalid if QNaN and predicate as listed in Table 3-1, Denormal. 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
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CMPXCHG—Compare and Exchange 


Opcode/ Op/ | 64-Bit Compat/ |Description 

Instruction En |Mode Leg Mode 

OF BO/r MR | Valid Valid* Compare AL with r/mé. If equal, ZF is set and r8 is loaded into 
CMPXCHG r/m8, r8 r/m8. Else, clear ZF and load r/m8 into AL. 

REX + OF BO/r MR | Valid N.E. Compare AL with r/m@. If equal, ZF is set and r8 is loaded into 
CMPXCHG r/m8**r8 r/m8. Else, clear ZF and load r/m8 into AL. 

OF B1/r MR | Valid Valid* Compare AX with r/m16. If equal, ZF is set and r76 is loaded 
CMPXCHG r/m16, r16 into r/m76. Else, clear ZF and load r/m76 into AX. 

OF B1/r MR | Valid Valid* Compare EAX with r/m32. If equal, ZF is set and r32 is loaded 
CMPXCHG r/m32, r32 into r/m32. Else, clear ZF and load r/m32 into EAX. 

REX.W + OF B1/r MR | Valid N.E. Compare RAX with r/m64. If equal, ZF is set and r64 is loaded 
CMPXCHG r/m64, r64 into r/m64. Else, clear ZF and load r/m64 into RAX. 

NOTES: 


* See the IA-32 Architecture Compatibility section below. 
** In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (r, w) ModRM:reg (r) NA NA 
Description 


Compares the value in the AL, AX, EAX, or RAX register with the first operand (destination operand). If the two 
values are equal, the second operand (source operand) is loaded into the destination operand. Otherwise, the 
destination operand is loaded into the AL, AX, EAX or RAX register. RAX register is available only in 64-bit mode. 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. To simplify the 
interface to the processor’s bus, the destination operand receives a write cycle without regard to the result of the 
comparison. The destination operand is written back if the comparison fails; otherwise, the source operand is 

written into the destination. (The processor never produces a locked read without also producing a locked write. ) 


In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.R prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. See the summary chart at the 
beginning of this section for encoding data and limits. 


IA-32 Architecture Compatibility 
This instruction is not supported on Intel processors earlier than the Intel486 processors. 


Operation 


(* Accumulator = AL, AX, EAX, or RAX depending on whether a byte, word, doubleword, or quadword comparison is being performed *) 
TEMP := DEST 
IF accumulator = TEMP 
THEN 
ZF := 1; 
DEST := SRC; 
ELSE 
ZF := 0; 
accumulator := TEMP; 
DEST := TEMP; 
Fl; 
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Flags Affected 


The ZF flag is set if the values in the destination operand and register AL, AX, or EAX are equal; otherwise it is 
cleared. The CF, PF, AF, SF, and OF flags are set according to the results of the comparison operation. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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CMPXCHG8B/CMPXCHG16B—Compare and Exchange Bytes 


Opcode/ Op/ | 64-Bit Compat/ |Description 

Instruction En |Mode Leg Mode 

OF C7 /1 M Valid Valid* Compare EDX:EAX with m64. If equal, set ZF and load 

CMPXCHG8B m64 ECX:EBX into m64. Else, clear ZF and load m64 into EDX:EAX. 

REX.W + OF C7 /1 M Valid N.E. Compare RDX:RAX with m128. If equal, set ZF and load 

CMPXCHG16B m128 RCX:RBX into m128. Else, clear ZF and load m128 into 
RDX:RAX. 

NOTES: 


*See IA-32 Architecture Compatibility section below. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r, w) NA NA NA 
Description 


Compares the 64-bit value in EDX:EAX (or 128-bit value in RDX:RAX if operand size is 128 bits) with the operand 
(destination operand). If the values are equal, the 64-bit value in ECX:EBX (or 128-bit value in RCX:RBX) is stored 
in the destination operand. Otherwise, the value in the destination operand is loaded into EDX:EAX (or RDX:RAX). 
The destination operand is an 8-byte memory location (or 16-byte memory location if operand size is 128 bits). For 
the EDX:EAX and ECX:EBX register pairs, EDX and ECX contain the high-order 32 bits and EAX and EBX contain the 
low-order 32 bits of a 64-bit value. For the RDX:RAX and RCX:RBX register pairs, RDX and RCX contain the high- 
order 64 bits and RAX and RBX contain the low-order 64bits of a 128-bit value. 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. To simplify the 
interface to the processor’s bus, the destination operand receives a write cycle without regard to the result of the 
comparison. The destination operand is written back if the comparison fails; otherwise, the source operand is 

written into the destination. (The processor never produces a locked read without also producing a locked write. ) 


In 64-bit mode, default operation size is 64 bits. Use of the REX.W prefix promotes operation to 128 bits. Note that 
CMPXCHG16B requires that the destination (memory) operand be 16-byte aligned. See the summary chart at the 
beginning of this section for encoding data and limits. For information on the CPUID flag that indicates 
CMPXCHG16B, see page 3-237. 


IA-32 Architecture Compatibility 
This instruction encoding is not supported on Intel processors earlier than the Pentium processors. 
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Operation 


IF (64-Bit Mode and OperandSize = 64) 
THEN 
TEMP128 := DEST 
IF (RDX:RAX = TEMP128) 


THEN 

ZF := 1; 

DEST := RCX:RBX; 
ELSE 

ZF := 0; 


RDX:RAX := TEMP128; 
DEST := TEMP128; 
Fl; 
Fl 
ELSE 
TEMP64 := DEST; 
IF (EDX:EAX = TEMP64) 


THEN 

ZF := 1; 

DEST := ECX:EBX; 
ELSE 

ZF := 0; 


EDX:EAX := TEMP64; 
DEST := TEMP64; 
Fl; 
Fl; 
Fl; 


Flags Affected 


The ZF flag is set if the destination operand and EDX:EAX are equal; otherwise it is cleared. The CF, PF, AF, SF, and 
OF flags are unaffected. 


Protected Mode Exceptions 

#UD If the destination is not a memory operand. 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 


current privilege level is 3. 


Real-Address Mode Exceptions 


#UD If the destination operand is not a memory location. 
#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
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Virtual-8086 Mode Exceptions 


#UD If the destination operand is not a memory location. 

#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the memory address is in a non-canonical form. 
If memory operand for CMPXCHG16B is not aligned on a 16-byte boundary. 
If CPUID.01H:ECX.CMPXCHG16B[bit 13] = 0. 


#UD If the destination operand is not a memory location. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 


current privilege level is 3. 
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COMISD—Compare Scalar Ordered Double-Precision Floating-Point Values and Set EFLAGS 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
66 OF 2F /r A VV SSE2 Compare low double-precision floating-point values in 
COMISD xmm1, xmm2/m64 xmm1 and xmm2/mem64 and set the EFLAGS flags 
accordingly. 
VEX.LIG.66.0F.WIG 2F /r A VV AVX Compare low double-precision floating-point values in 
VCOMISD xmm1, xmm2/m64 xmm1 and xmm2/mem64 and set the EFLAGS flags 
accordingly. 
EVEX.LLIG.66.0F.W1 2F /r B VIV AVX512F | Compare low double-precision floating-point values in 
VCOMISD xmm1, xmm2/m64{sae} xmm1 and xmm2/mem64 and set the EFLAGS flags 
accordingly. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Compares the double-precision floating-point values in the low quadwords of operand 1 (first operand) and 
operand 2 (second operand), and sets the ZF, PF, and CF flags in the EFLAGS register according to the result (unor- 
dered, greater than, less than, or equal). The OF, SF and AF flags in the EFLAGS register are set to 0. The unor- 
dered result is returned if either source operand is a NaN (QNaN or SNaN). 

Operand 1 is an XMM register; operand 2 can be an XMM register or a 64 bit memory location. The COMISD instruc- 
tion differs from the UCOMISD instruction in that it signals a SIMD floating-point invalid operation exception (#1) 
when a source operand is either a QNaN or SNaN. The UCOMISD instruction signals an invalid operation exception 
only if a source operand is an SNaN. 

The EFLAGS register is not updated if an unmasked SIMD floating-point exception is generated. 

VEX.vvvv and EVEX.vvvv are reserved and must be 1111b, otherwise instructions will #UD. 


Software should ensure VCOMISD is encoded with VEX.L=0. Encoding VCOMISD with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 


Operation 
COMISD (all versions) 
RESULT := OrderedCompare(DEST[63:0] <> SRC[63:0)) { 
(* Set EFLAGS *) CASE (RESULT) OF 
UNORDERED: ZF,PF,CF := 111; 
GREATER_THAN: ZF,PF,CF := 000; 
LESS_THAN: ZF,PF,CF := 001; 
EQUAL: ZF,PF,CF := 100; 


ESAC; 
OF, AF, SF := 0; } 
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Intel C/C++ Compiler Intrinsic Equivalent 


VCOMISD int __mm_comi_round_sd(__m128d a, ___m128d }, int imm, int sae); 
VCOMISD int __mm_comieq_sd (__m128d a,__m128d b) 

VCOMISD int __mm_comilt_sd (__m128d a,__m128d b) 

VCOMISD int __mm_comile_sd (__m128d a, ___m128d b) 

VCOMISD int __mm_comigt_sd (__m128d a,__m128d b) 

VCOMISD int __mm_comige_sd (__m128d a,__m128d b) 

VCOMISD int __mm_comineq_sd (__m128d a,__m128d b) 


SIMD Floating-Point Exceptions 
Invalid (if SNaN or QNaN operands), Denormal. 


Other Exceptions 


VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
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EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions”. 


Additionally: 
#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 


COMISD—Compare Scalar Ordered Double-Precision Floating-Point Values and Set EFLAGS 


Vol.2A 3-211 


INSTRUCTION SET REFERENCE, A-L 


COMISS—Compare Scalar Ordered Single-Precision Floating-Point Values and Set EFLAGS 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support Flag 
NP OF 2F /r A VIV SSE Compare low single-precision floating-point values in 
COMISS xmm1, xmm2/m32 xmm1 and xmm2/mem32 and set the EFLAGS flags 
accordingly. 
VEX.LIG.OF.WIG 2F /r A VIV AVX Compare low single-precision floating-point values in 
VCOMISS xmm1, xmm2/m32 xmm1 and xmm2/mem32 and set the EFLAGS flags 
accordingly. 
EVEX.LLIG.OF.WO 2F /r B VIV AVX512F Compare low single-precision floating-point values in 
VCOMISS xmm1, xmm2/m32{sae} xmm1 and xmm2/mem32 and set the EFLAGS flags 
accordingly. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Compares the single-precision floating-point values in the low quadwords of operand 1 (first operand) and operand 
2 (second operand), and sets the ZF, PF, and CF flags in the EFLAGS register according to the result (unordered, 
greater than, less than, or equal). The OF, SF and AF flags in the EFLAGS register are set to 0. The unordered result 
is returned if either source operand is a NaN (QNaN or SNaN). 

Operand 1 is an XMM register; operand 2 can be an XMM register or a 32 bit memory location. 

The COMISS instruction differs from the UCOMISS instruction in that it signals a SIMD floating-point invalid opera- 
tion exception (#I) when a source operand is either a QNaN or SNaN. The UCOMISS instruction signals an invalid 
operation exception only if a source operand is an SNaN. 

The EFLAGS register is not updated if an unmasked SIMD floating-point exception is generated. 

VEX.vvvv and EVEX.vvvv are reserved and must be 1111b, otherwise instructions will #UD. 


Software should ensure VCOMISS is encoded with VEX.L=0. Encoding VCOMISS with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 


Operation 
COMISS (all versions) 
RESULT := OrderedCompare(DEST[31:0] <> SRC[31:0]) { 
(* Set EFLAGS *) CASE (RESULT) OF 
UNORDERED: ZF,PF,CF := 111; 
GREATER_THAN: ZF,PF,CF := 000; 
LESS_THAN: ZF,PF,CF := 001; 
EQUAL: ZF,PF,CF := 100; 
ESAC; 
OF, AF, SF := 0; } 
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Intel C/C++ Compiler Intrinsic Equivalent 


VCOMISS int __mm_comi_round_ss(__m128 a, ___m128, int imm, int sae); 
VCOMISS int __mm_comieq_ss (__m128 a,__m128 b) 

VCOMISS int __mm_comilt_ss (__m128 a,__m128 b) 

VCOMISS int __mm_comile_ss (_m128 a,__m128 b) 

VCOMISS int __mm_comigt_ss (__m128 a, __m128 b) 

VCOMISS int __mm_comige_ss (__m128 a,__m128 b) 

VCOMISS int __mm_comineq_ss (__m128 a,__m128 b) 


SIMD Floating-Point Exceptions 
Invalid (if SNaN or QNaN operands), Denormal. 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 


Additionally: 
#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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Ui 


EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions” 
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CPUID—CPU Identification 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF A2 CPUID ZO | Valid Valid Returns processor identification and feature 


information to the EAX, EBX, ECX, and EDX 
registers, as determined by input entered in 
EAX (in some cases, ECX as well). 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


The ID flag (bit 21) in the EFLAGS register indicates support for the CPUID instruction. If a software procedure can 
set and clear this flag, the processor executing the procedure supports the CPUID instruction. This instruction oper- 
ates the same in non-64-bit modes and 64-bit mode. 


CPUID returns processor identification and feature information in the EAX, EBX, ECX, and EDX registers.! The 
instruction’s output is dependent on the contents of the EAX register upon execution (in some cases, ECX as well). 
For example, the following pseudocode loads EAX with OOH and causes CPUID to return a Maximum Return Value 
and the Vendor Identification String in the appropriate registers: 


MOV EAX, OOH 
CPUID 


Table 3-8 shows information returned, depending on the initial value loaded into the EAX register. 


Two types of information are returned: basic and extended function information. If a value entered for CPUID.EAX 
is higher than the maximum input value for basic or extended function for that processor then the data for the 
highest basic information leaf is returned. For example, using some Intel processors, the following is true: 

CPUID.EAX = O5H (* Returns MONITOR/MWAIT leaf. *) 

CPUID.EAX = OAH (* Returns Architectural Performance Monitoring leaf. *) 

CPUID.EAX = OBH (* Returns Extended Topology Enumeration leaf. aye 

CPUID.EAX =1FH (* Returns V2 Extended Topology Enumeration leaf. *2 

CPUID.EAX = 80000008H (* Returns linear/physical address size data. *) 

CPUID.EAX = 8000000AH (* INVALID: Returns same information as CPUID.EAX = OBH. *) 


If a value entered for CPUID.EAX is less than or equal to the maximum input value and the leaf is not supported on 
that processor then 0 is returned in all the registers. 


When CPUID returns the highest basic leaf information as a result of an invalid input EAX value, any dependence 
on input ECX value in the basic leaf is honored. 


CPUID can be executed at any privilege level to serialize instruction execution. Serializing instruction execution 
guarantees that any modifications to flags, registers, and memory for previous instructions are completed before 
the next instruction is fetched and executed. 


See also: 


“Serializing Instructions” in Chapter 8, “Multiple-Processor Management,” in the Intel® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 3A. 


“Caching Translation Information” in Chapter 4, “Paging,” in the Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 3A. 


1. On Intel 64 processors, CPUID clears the high 32 bits of the RAX/RBX/RCX/RDX registers in all modes. 


2. CPUID leaf 1FH is a preferred superset to leaf OBH. Intel recommends first checking for the existence of CPUID leaf 1FH before using 
leaf OBH. 
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Table 3-8. Information Returned by CPUID Instruction 


Initial EAX 
Value Information Provided about the Processor 
Basic CPUID Information 
OH EAX Maximum Input Value for Basic CPUID Information. 
EBX “Genu” 
ECX “ntel” 
EDX “inel” 
01H EAX Version Information: Type, Family, Model, and Stepping ID (see Figure 3-6). 
EBX Bits 07 - OO: Brand Index. 
Bits 15 - 08: CLFLUSH line size (Value * 8 = cache line size in bytes; used also by CLFLUSHOPT). 
Bits 23 - 16: Maximum number of addressable IDs for logical processors in this physical package*. 
Bits 31 - 24: Initial APIC ID**. 
ECX Feature Information (see Figure 3-7 and Table 3-10). 
EDX Feature Information (see Figure 3-8 and Table 3-11). 
NOTES: 
* The nearest power-of-2 integer that is not smaller than EBX[23:16] is the number of unique initial APIC 
IDs reserved for addressing different logical processors in a physical package. This field is only valid if 
CPUID.1.EDX.HTT[bit 28]= 1. 
** The 8-bit initial APIC ID in EBX[31:24] is replaced by the 32-bit x2APIC ID, available in Leaf OBH and 
Leaf 1FH. 
02H EAX Cache and TLB Information (see Table 3-12). 
EBX Cache and TLB Information. 
ECX Cache and TLB Information. 
EDX Cache and TLB Information. 
03H EAX Reserved. 
EBX Reserved. 
ECX Bits 00 - 31 of 96 bit processor serial number. (Available in Pentium Ill processor only; otherwise, the 
value in this register is reserved.) 
EDX Bits 32 - 63 of 96 bit processor serial number. (Available in Pentium Ill processor only; otherwise, the 
value in this register is reserved.) 
NOTES: 


Processor serial number (PSN) is not supported in the Pentium 4 processor or later. On all models, use 
the PSN flag (returned using CPUID) to check for PSN support before accessing the feature. 


CPUID leaves above 2 and below 80000000H are visible only when IA32_MISC_ENABLE[bit 22] has its default value of 0. 


Deterministic Cache Parameters Leaf 


04H 


NOTES: 
Leaf 04H output depends on the initial value in ECX.* 
See also: “INPUT EAX = 04H: Returns Deterministic Cache Parameters for Each Level” on page 244. 


EAX Bits 04 - OO: Cache Type Field. 
O = Null - No more caches. 
1 = Data Cache. 
2 = Instruction Cache. 
3 = Unified Cache. 
4-31 = Reserved. 
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Table 3-8. Information Returned by CPUID Instruction (Contd.) 


Initial EAX 
Value Information Provided about the Processor 
Bits 07 - 05: Cache Level (starts at 1). 
Bit 08: Self Initializing cache level (does not need SW initialization). 
Bit 09: Fully Associative cache. 
Bits 13 - 10: Reserved. 
Bits 25 - 14: Maximum number of addressable IDs for logical processors sharing this cache**, ***. 
Bits 31 - 26: Maximum number of addressable IDs for processor cores in the physical 
package**, Bis REEEE 
EBX Bits 11 - 00: L = System Coherency Line Size**. 
Bits 21 - 12: P = Physical Line partitions**. 
Bits 31 - 22: W = Ways of associativity**. 
ECX Bits 31-00: S = Number of Sets**. 
EDX Bit 00: Write-Back Invalidate/Invalidate. 
O = WBINVD/INVD from threads sharing this cache acts upon lower level caches for threads sharing this 
cache. 
1 = WBINVD/INVD is not guaranteed to act upon lower level caches of non-originating threads sharing 
this cache. 
Bit 01: Cache Inclusiveness. 
O = Cache is not inclusive of lower cache levels. 
1 = Cache is inclusive of lower cache levels. 
Bit 02: Complex Cache Indexing. 
O = Direct mapped cache. 
1 = A complex function is used to index the cache, potentially using all address bits. 
Bits 31 - 03: Reserved = 0. 
NOTES: 
* If ECX contains an invalid sub leaf index, EAX/EBX/ECX/EDX return 0. Sub-leaf index n+1 is invalid if sub- 
leaf n returns EAX[4:0] as 0. 
** Add one to the return value to get the result. 
***The nearest power-of-2 integer that is not smaller than (1 + EAX[25:14]) is the number of unique ini- 
tial APIC IDs reserved for addressing different logical processors sharing this cache. 
**** The nearest power-of-2 integer that is not smaller than (1 + EAX[31:26]) is the number of unique 
Core_IDs reserved for addressing different processor cores in a physical package. Core ID is a subset of 
bits of the initial APIC ID. 
***** The returned value is constant for valid initial values in ECX. Valid ECX values start from 0. 
MONITOR/MWAIT Leaf 
05H EAX Bits 15 - 00: Smallest monitor-line size in bytes (default is processor's monitor granularity). 
Bits 31 - 16: Reserved = 0. 
EBX Bits 15 - 00: Largest monitor-line size in bytes (default is processor's monitor granularity). 
Bits 31 - 16: Reserved = 0. 
ECX Bit OO: Enumeration of Monitor-Mwait extensions (beyond EAX and EBX registers) supported. 
Bit 01: Supports treating interrupts as break-event for MWAIT, even when interrupts disabled. 
Bits 31 - O02: Reserved. 
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Initial EAX 
Value 


Information Provided about the Processor 


EDX Bits 03 - OO: Number of CO* sub C-states supported using MWAIT. 
Bits 07 - 04: Number of C1* sub C-states supported using MWAIT. 
Bits 11 - 08: Number of C2* sub C-states supported using MWAIT. 
Bits 15 - 12: Number of C3* sub C-states supported using MWAIT. 
Bits 19 - 16: Number of C4* sub C-states supported using MWAIT. 
Bits 23 - 20: Number of C5* sub C-states supported using MWAIT. 
Bits 27 - 24: Number of C6* sub C-states supported using MWAIT. 
Bits 31 - 28: Number of C7* sub C-states supported using MWAIT. 
NOTE: 

* The definition of CO through C7 states for MWAIT extension are processor-specific C-states, not ACPI C- 
States. 


Thermal and Power Management Leaf 


O6H 


EAX Bit 00: Digital temperature sensor is supported if set. 
Bit 01: Intel Turbo Boost Technology available (see description of [A32_MISC_ENABLE[38)}). 
Bit 02: ARAT. APIC-Timer-always-running feature is supported if set. 
Bit 03: Reserved. 
Bit 04: PLN. Power limit notification controls are supported if set. 
Bit 05: ECMD. Clock modulation duty cycle extension is supported if set. 
Bit 06: PTM. Package thermal management is supported if set. 
Bit 07: HWP. HWP base registers (IA32_PM_ENABLE[bit 0], IA32_HWP_CAPABILITIES, 
IA32_HWP_REQUEST, IA32_HWP_STATUS) are supported if set. 
Bit 08: HWP_Notification. |A32_HWP_INTERRUPT MSR is supported if set. 
Bit 09: HWP_Activity_Window. IA32_HWP_REQUESTIbits 41:32] is supported if set. 
Bit 10: HWP_Energy_Performance_Preference. |[A32_HWP_REQUEST\Ibits 31:24] is supported if set. 
Bit 11: HWP_Package_Level_Request. IA32_HwP_REQUEST_PKG MSR is supported if set. 
Bit 12: Reserved. 
Bit 13: HDC. HDC base registers [A32_PKG_HDC_CTL, IA32_PM_CTL1, IA32_THREAD_STALL MSRs are 
supported if set. 
Bit 14: Intel? Turbo Boost Max Technology 3.0 available. 
Bit 15: HWP Capabilities. Highest Performance change is supported if set. 
Bit 16: HWP PECI override is supported if set. 
Bit 17: Flexible HWP is supported if set. 
Bit 18: Fast access mode for the [A32_HWP_REQUEST MSR is supported if set. 
Bit 19: HW_FEEDBACK. IA32_Hw_FEEDBACK_PTR MSR, IA32_Hw_FEEDBACK_CONFIG MSR, 
IA32_PACKAGE_THERM_STATUS MSR bit 26, and IA32_PACKAGE_THERM_INTERRUPT MSR bit 25 are 
supported if set. 
Bit 20: Ignoring Idle Logical Processor HWP request is supported if set. 
Bits 31 - 21: Reserved. 


EBX Bits 03 - OO: Number of Interrupt Thresholds in Digital Thermal Sensor. 
Bits 31 - 04: Reserved. 
ECX Bit 00: Hardware Coordination Feedback Capability (Presence of IA32_MPERF and IA32_APERF). The 


capability to provide a measure of delivered processor performance (since last reset of the counters), as 
a percentage of the expected processor performance when running at the TSC frequency. 

Bits 02 - 01: Reserved = 0. 

Bit 03: The processor supports performance-eneray bias preference if CPUID.O6H:ECX.SETBH[bit 3] is set 
and it also implies the presence of a new architectural MSR called [A32_ENERGY_PERF_BIAS (1BOH). 
Bits 31 - 04: Reserved = 0. 
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Initial EAX 
Value 


Information Provided about the Processor 


EDX Bits 7-0: Bitmap of supported hardware feedback interface capabilities. 

O = When set to 1, indicates support for performance capability reporting. 

1 = When set to 1, indicates support for energy efficiency capability reporting. 

2-7 = Reserved 
Bits 11-8: Enumerates the size of the hardware feedback interface structure in number of 4 KB pages; 
add one to the return value to get the result. 
Bits 31-16: Index (starting at 0) of this logical processor's row in the hardware feedback interface struc- 
ture. Note that on some parts the index may be same for multiple logical processors. On some parts the 
indices may not be contiguous, i.e., there may be unused rows in the hardware feedback interface struc- 
ture. 
NOTE: 
Bits O and 1 will always be set together. 


Structured Extended Feature Flags Enumeration Leaf (Output depends on ECX input value) 


07H 


Sub-leaf O (Input ECX = 0). * 


EAX Bits 31 - 00: Reports the maximum input value for supported leaf 7 sub-leaves. 


EBX Bit 00: FSGSBASE. Supports RDFSBASE/RDGSBASE/WRFSBASE/WRGSBASE if 1. 
Bit 01: [A32_TSC_ADJUST MSR is supported if 1. 
Bit O02: SGX. Supports Intel® Software Guard Extensions (Intel® SGX Extensions) if 1. 
Bit 03: BMI1. 
Bit 04: HLE. 
Bit 05: AVX2. 
Bit 06: FDP_EXCPTN_ONLY. x87 FPU Data Pointer updated only on x87 exceptions if 1. 
Bit 07: SMEP. Supports Supervisor-Mode Execution Prevention if 1. 
Bit 08: BMI. 
Bit 09: Supports Enhanced REP MOVSB/STOSB if 1. 
Bit 10: INVPCID. If 1, supports INVPCID instruction for system software that manages process-context 
identifiers. 
Bit 11: RTM. 
Bit 12: RDT-M. Supports Intel® Resource Director Technology (Intel? RDT) Monitoring capability if 1. 
Bit 13: Deprecates FPU CS and FPU DS values if 1. 
Bit 14: MPX. Supports Intel® Memory Protection Extensions if 1. 
Bit 15: RDT-A. Supports Intel® Resource Director Technology (Intel® RDT) Allocation capability if 1. 
Bit 16: AVX512F. 
Bit 17: AVX512DQ. 
Bit 18: RDSEED. 
Bit 19: ADX. 
Bit 20: SMAP. Supports Supervisor-Mode Access Prevention (and the CLAC/STAC instructions) if 1. 
Bit 21: AVX512_IFMA. 
Bit 22: Reserved. 
Bit 23: CLFLUSHOPT. 
Bit 24: CLWB. 
Bit 25: Intel Processor Trace. 
Bit 26: AVX512PF. (Intel? Xeon Phi™ only.) 
Bit 27: AVX512ER. (Intel? Xeon Phi™ only.) 
Bit 28: AVX512CD. 
Bit 29: SHA. supports Intel® Secure Hash Algorithm Extensions (Intel® SHA Extensions) if 1. 
Bit 30: AVX512BW. 
Bit 31: AVX512VL. 
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Initial EAX 
Value Information Provided about the Processor 


ECX Bit OO: PREFETCHWT 1. (Intel? Xeon Phi™ only.) 
Bit 01: AVX512_VBMI. 
Bit 02: UMIP. Supports user-mode instruction prevention if 1. 
Bit 03: PKU. Supports protection keys for user-mode pages if 1. 
Bit 04: OSPKE. If 1, OS has set CR4.PKE to enable protection keys (and the RDPKRU/WRPKRU instruc- 
tions). 
Bit 05: WAITPKG. 
Bit 06: AVX512_VBMIe. 
Bit 07: CET_SS. Supports CET shadow stack features if 1. Processors that set this bit define bits 1:0 of the 
IA32_U_CET and IA32_S_CET MSRs. Enumerates support for the following MSRs: 
IA32_INTERRUPT_SPP_TABLE_ADDR, IA32_PL3_SSP, [A32_PL2_SSP, [A32_PL1_SSP, and 
IA32_PLO_SSP. 
Bit 08: GFNI. 
Bit 09: VAES. 
Bit 10: VPCLMULQDOQ. 
Bit 11: AVX512_VNNI. 
Bit 12: AVX512_BITALG. 
Bits 13: TME_EN. If 1, the following MSRs are supported: IA32_TME_CAPABILITY, IA32_TME_ACTIVATE, 
IA32_TME_EXCLUDE_MASK, and IA32_TME_EXCLUDE_BASE. 
Bit 14: AVX512_VPOPCNTDO. 
Bit 15: Reserved. 
Bit 16: LA57. Supports 57-bit linear addresses and five-level paging if 1. 
Bits 21 - 17: The value of MAWAU used by the BNDLDX and BNDSTX instructions in 64-bit mode. 
Bit 22: RDPID and |[A32_TSC_AUX are available if 1. 
Bit 23: KL. Supports Key Locker if 1. 
Bit 24: Reserved. 
Bit 25: CLDEMOTE. Supports cache line demote if 1. 
Bit 26: Reserved. 
Bit 27: MOVDIRI. Supports MOVDIRI if 1. 
Bit 28: MOVDIRG4B. Supports MOVDIRG4B if 1. 
Bit 29: Reserved. 
Bit 30: SGX_LC. Supports SGX Launch Configuration if 1. 
Bit 31: PKS. Supports protection keys for supervisor-mode pages if 1. 


EDX Bit 01: Reserved. 
Bit 02: AVX512_4VNNIW. (Intel? Xeon Phi™ only.) 
Bit 03: AVX512_4FMAPS. (Intel? Xeon Phi™ only.) 
Bit 04: Fast Short REP MOV. 
Bits 07-05: Reserved. 
Bit 08: AVX512_VP2INTERSECT. 
Bit 09: Reserved. 
Bit 10: MD_CLEAR supported. 
Bits 14-11: Reserved. 
Bit 15: Hybrid. If 1, the processor is identified as a hybrid part. 
Bits 17-16: Reserved. 
Bit 18: PCONFIG. Supports PCONFIG if 1. 
Bit 19: Reserved. 
Bit 20: CET_IBT. Supports CET indirect branch tracking features if 1. Processors that set this bit define 
bits 5:2 and bits 63:10 of the [A32_U_CET and IA32_S_CET MSRs. 
Bits 25 - 21: Reserved. 
Bit 26: Enumerates support for indirect branch restricted speculation (IBRS) and the indirect branch pre- 
dictor barrier (IBPB). Processors that set this bit support the [A32_SPEC_CTRL MSR and the 
IA32_PRED_CMD MSR. They allow software to set [A32_SPEC_CTRL[O] (IBRS) and [A32_PRED_CMD[0O] 
(IBPB). 
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Bit 27: Enumerates support for single thread indirect branch predictors (STIBP). Processors that set this 
bit support the [A32_SPEC_CTRL MSR. They allow software to set [A32_SPEC_CTRL[1] (STIBP). 

Bit 28: Enumerates support for L1D_FLUSH. Processors that set this bit support the [A32_FLUSH_CMD 
MSR. They allow software to set [A32_FLUSH_CMD[0] (L1D_FLUSH). 

Bit 29: Enumerates support for the IA32_ARCH_CAPABILITIES MSR. 

Bit 30: Enumerates support for the IA32_CORE_CAPABILITIES MSR. 

1A32_CORE_CAPABILITIES is an architectural MSR that enumerates model-specific features. A bit being 
set in this MSR indicates that a model specific feature is supported; software must still consult CPUID 
family/model/stepping to determine the behavior of the enumerated feature as features enumerated in 
IA32_CORE_CAPABILITIES may have different behavior on different processor models. 

Additionally, on hybrid parts (CPUID.O7H.OH:EDX[15]=1), software must consult the native model ID and 
core type from the Hybrid Information Enumeration Leaf. 

Bit 31: Enumerates support for Speculative Store Bypass Disable (SSBD). Processors that set this bit sup- 
port the IA32_SPEC_CTRL MSR. They allow software to set [A32_SPEC_CTRL[2] (SSBD). 


NOTE: 
* If ECX contains an invalid sub-leaf index, EAX/EBX/ECX/EDX return 0. Sub-leaf index n is invalid if n 
exceeds the value that sub-leaf 0 returns in EAX. 
Structured Extended Feature Enumeration Sub-leaf (EAX = 07H, ECX = 1) 


07H NOTES: 


Leaf 07H output depends on the initial value in ECX. 
If ECX contains an invalid sub leaf index, EAX/EBX/ECX/EDX return 0. 


EAX This field reports O if the sub-leaf index, 7, is invalid. 
Bits 04-00: Reserved. 
Bit 05: AVX512_BF16. Vector Neural Network Instructions supporting BFLOAT16 inputs and conversion 
instructions from IEEE single precision. 
Bits 31-06: Reserved. 


EBX This field reports O if the sub-leaf index, 7, is invalid; otherwise it is reserved. 
ECX This field reports O if the sub-leaf index, 7, is invalid; otherwise it is reserved. 
EDX This field reports O if the sub-leaf index, 7, is invalid; otherwise it is reserved. 


Direct Cache Access Information Leaf 


09H EAX Value of bits [31:0] of IA32_PLATFORM_DCA_CAP MSR (address 1F8H). 
EBX Reserved. 
ECX Reserved. 
EDX Reserved. 


Architectural Performance Monitoring Leaf 


OAH EAX Bits 07 - OO: Version ID of architectural performance monitoring. 

Bits 15 - 08: Number of general-purpose performance monitoring counter per logical processor. 

Bits 23 - 16: Bit width of general-purpose, performance monitoring counter. 

Bits 31 - 24: Length of EBX bit vector to enumerate architectural performance monitoring events. Archi- 
tectural event x is supported if EBX[x]=0 && EAX[31:24]>x. 
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Initial EAX 
Value Information Provided about the Processor 

EBX Bit 00: Core cycle event not available if 1 or if EAX[31:24]<1. 
Bit 01: Instruction retired event not available if 1 or if EAX[31:24]<2. 
Bit 02: Reference cycles event not available if 1 or if EAX[31:24]<3. 
Bit 03: Last-level cache reference event not available if 1 or if EAX[31:24]<4. 
Bit 04: Last-level cache misses event not available if 1 or if EAX[31:24]<5. 
Bit 05: Branch instruction retired event not available if 1 or if EAX[31:24]<6. 
Bit O6: Branch mispredict retired event not available if 1 or if EAX[31:24]<7. 
Bit 07: Top-down slots event not available if 1 or if EAX[31:24]<8. 
Bits 31 - 08: Reserved = 0. 

ECX Bits 31 - 00: Supported fixed counters bit mask. Fixed-function performance counter ‘i’ is supported if bit 
‘is 1 (first counter index starts at zero). It is recommended to use the following logic to determine if a 
Fixed Counter is supported: FxCtr[i]_is_ supported := ECX{i] || (EDX[4:0] > i); 

EDX Bits 04 - 00: Number of contiguous fixed-function performance counters starting from 0 (if Version ID > 
1). 
Bits 12 - 05: Bit width of fixed-function performance counters (if Version ID > 1). 
Bits 14 - 13: Reserved = 0. 
Bit 15: AnyThread deprecation. 
Bits 31 - 16: Reserved = 0. 

Extended Topology Enumeration Leaf 

OBH NOTES: 


EAX 


EBX 


ECX 


EDX 


CPUID leaf 1FH is a preferred superset to leaf OBH. Intel recommends first checking for the existence 
of Leaf 1FH before using leaf OBH. 


Most of Leaf OBH output depends on the initial value in ECX. 

The EDX output of leaf OBH is always valid and does not vary with input value in ECX. 

Output value in ECX[7:0] always equals input value in ECX[7:0]. 

Sub-leaf index O enumerates SMT level. Each subsequent higher sub-leaf index enumerates a higher- 
level topological entity in hierarchical order. 

For sub-leaves that return an invalid level-type of O in ECX[15:8]; EAX and EBX will return O. 


If an input value n in ECX returns the invalid level-type of O in ECX[15:8], other input values with ECX > 
n also return O in ECX[1 5:8]. 


Bits 04 - 00: Number of bits to shift right on x2APIC ID to get a unique topology ID of the next level type’. 
All logical processors with the same next level ID share current level. 
Bits 31 - 05: Reserved. 


Bits 15 - 00: Number of logical processors at this level type. The number reflects configuration as shipped 
by Intel**. 
Bits 31- 16: Reserved. 


Bits 07 - OO: Level number. Same value in ECX input. 
Bits 15 - 08: Level type***. 
Bits 31 - 16: Reserved. 


Bits 31- 00: x2APIC ID the current logical processor. 


NOTES: 
* Software should use this field (EAX[4:0]) to enumerate processor topology of the system. 
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Information Provided about the Processor 


** Software must not use EBX[15:0] to enumerate processor topology of the system. This value in this 
field (EBX[15:0]) is only intended for display/diagnostic purposes. The actual number of logical processors 
available to BIOS/OS/Applications may be different from the value of EBX[15:0], depending on software 
and platform hardware configurations. 


*** The value of the “level type” field is not related to level numbers in any way, higher “level type” val- 
ues do not mean higher levels. Level type field has the following encoding: 

0: Invalid. 

1: SMT. 

2: Core. 

3-255: Reserved. 


Processor Extended State Enumeration Main Leaf (EAX = ODH, ECX = 0) 


ODH 


EAX 


EBX 


ECX 


EDX 


NOTES: 
Leaf ODH main leaf (ECX = 0). 


Bits 31 - 00: Reports the supported bits of the lower 32 bits of XCRO. XCRO[n] can be set to 1 only if 
EAX[n] is 1. 

Bit 00: x87 state. 

Bit 01: SSE state. 

Bit O2: AVX state. 

Bits 04 - 03: MPX state. 

Bits 07 - 05: AVX-512 state. 
Bit 08: Used for IA32_XSS. 
Bit 09: PKRU state. 

Bits 12 - 10: Reserved. 

Bit 13: Used for IA32_XSS. 
Bits 15 - 14: Reserved. 

Bit 16: Used for IA32_XSS. 
Bits 31 - 17: Reserved. 


Bits 31 - 00: Maximum size (bytes, from the beginning of the XSAVE/XRSTOR save area) required by 
enabled features in XCRO. May be different than ECX if some features at the end of the XSAVE save area 
are not enabled. 


Bit 31 - 00: Maximum size (bytes, from the beginning of the XSAVE/XRSTOR save area) of the 
XSAVE/XRSTOR save area required by all supported features in the processor, i.e., all the valid bit fields in 
XCRO. 


Bit 31 - 00: Reports the supported bits of the upper 32 bits of XCRO. XCRO[n+32] can be set to 1 only if 
EDX[n] is 1. 
Bits 31 - OO: Reserved. 


Processor Extended State Enumeration Sub-leaf (EAX = ODH, ECX = 1) 


ODH 


EAX 


EBX 


Bit 00: XSAVEOPT is available. 

Bit 01: Supports XSAVEC and the compacted form of XRSTOR if set. 
Bit O02: Supports XGETBV with ECX = 1 if set. 

Bit 03: Supports XSAVES/XRSTORS and IA32_XSS if set. 

Bits 31 - 04: Reserved. 


Bits 31 - 00: The size in bytes of the XSAVE area containing all states enabled by XCRO | [A32_XSS. 
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ECX Bits 31 - OO: Reports the supported bits of the lower 32 bits of the IA32_XSS MSR. IA32_XSS[n] can be 
set to 1 only if ECX[n] is 1. 
Bits 07 - 00: Used for XCRO. 
Bit 08: PT state. 

Bit 09: Used for XCRO. 

Bit 10: Reserved. 

Bit 11: CET user state. 

Bit 12: CET supervisor state. 
Bit 13: HDC state. 

Bits 15 - 14: Reserved. 

Bit 16: HWP state. 

Bits 31 - 17: Reserved. 


EDX Bits 31 - O00: Reports the supported bits of the upper 32 bits of the IA32_XSS MSR. IA32_XSS[n+32] can 
be set to 1 only if EDX[n] is 1. 
Bits 31 - 00: Reserved. 


Processor Extended State Enumeration Sub-leaves (EAX = ODH, ECX = n,n > 1) 


ODH NOTES: 

Leaf ODH output depends on the initial value in ECX. 

Each sub-leaf index (starting at position 2) is supported if it corresponds to a supported bit in either the 

XCRO register or the [A32_XSS MSR. 

* If ECX contains an invalid sub-leaf index, EAX/EBX/ECX/EDX return O. Sub-leaf n (0 < n < 31) is invalid 
if sub-leaf O returns O in EAX[n] and sub-leaf 1 returns O in ECX[n]. Sub-leaf n (32 <n < 63) is invalid if 
sub-leaf O returns O in EDX[n-32] and sub-leaf 1 returns O in EDX[n-32]. 


EAX Bits 31 - 0: The size in bytes (from the offset specified in EBX) of the save area for an extended state 
feature associated with a valid sub-leaf index, n. 


EBX Bits 31 - 0: The offset in bytes of this extended state component's save area from the beginning of the 
XSAVE/XRSTOR area. 
This field reports O if the sub-leaf index, n, does not map to a valid bit in the XCRO register*. 

ECX Bit 00 is set if the bit n (corresponding to the sub-leaf index) is supported in the [A32_XSS MSR; it is clear 


if bit n is instead supported in XCRO. 

Bit 01 is set if, when the compacted format of an XSAVE area is used, this extended state component 
located on the next 64-byte boundary following the preceding state component (otherwise, it is located 
immediately following the preceding state component). 

Bits 31 - O02 are reserved. 

This field reports O if the sub-leaf index, n, is invalid*. 


EDX This field reports O if the sub-leaf index, n, is invalid*; otherwise it is reserved. 
Intel Resource Director Technology (Inte! RDT) Monitoring Enumeration Sub-leaf (EAX = OFH, ECX = 0) 
OFH NOTES: 


Leaf OFH output depends on the initial value in ECX. 
Sub-leaf index O reports valid resource type starting at bit position 1 of EDX. 


EAX Reserved. 

EBX Bits 31 - 00: Maximum range (zero-based) of RMID within this physical processor of all types. 
ECX Reserved. 

EDX Bit 00: Reserved. 


Bit 01: Supports L3 Cache Intel RDT Monitoring if 1. 
Bits 31 - 02: Reserved. 
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L3 Cache Intel RDT Monitoring Capability Enumeration Sub-leaf (EAX = OFH, ECX = 1) 
OFH NOTES: 
Leaf OFH output depends on the initial value in ECX. 
EAX Reserved. 
EBX Bits 31 - 00: Conversion factor from reported [A32_QM_CTR value to occupancy metric (bytes) and Mem- 
ory Bandwidth Monitoring (MBM) metrics. 
ECX Maximum range (zero-based) of RMID of this resource type. 
EDX Bit 00: Supports L3 occupancy monitoring if 1. 
Bit 01: Supports L3 Total Bandwidth monitoring if 1. 
Bit O2: Supports L3 Local Bandwidth monitoring if 1. 
Bits 31 - 03: Reserved. 
Intel Resource Director Technology (Intel RDT) Allocation Enumeration Sub-leaf (EAX = 10H, ECX = OQ) 
10H NOTES: 
Leaf 10H output depends on the initial value in ECX. 
Sub-leaf index O reports valid resource identification (ResID) starting at bit position 1 of EBX. 
EAX Reserved. 
EBX Bit 00: Reserved. 
Bit 01: Supports L3 Cache Allocation Technology if 1. 
Bit 02: Supports L2 Cache Allocation Technology if 1. 
Bit 03: Supports Memory Bandwidth Allocation if 1. 
Bits 31 - 04: Reserved. 
ECX Reserved. 
EDX Reserved. 
L3 Cache Allocation Technology Enumeration Sub-leaf (EAX = 10H, ECX = ResID =1) 
10H NOTES: 
Leaf 10H output depends on the initial value in ECX. 
EAX Bits 04 - 00: Length of the capacity bit mask for the corresponding ResID. Add one to the return value to 
get the result. 
Bits 31 - 05: Reserved. 
EBX Bits 31 - 00: Bit-granular map of isolation/contention of allocation units. 
ECX Bits 01- 00: Reserved. 
Bit O2: Code and Data Prioritization Technology supported if 1. 
Bits 31 - 03: Reserved. 
EDX Bits 15 - 00: Highest COS number supported for this ResID. 
Bits 31 - 16: Reserved. 
L2 Cache Allocation Technology Enumeration Sub-leaf (EAX = 10H, ECX = ResID =2) 
10H NOTES: 
Leaf 10H output depends on the initial value in ECX. 
EAX Bits 04 - 00: Length of the capacity bit mask for the corresponding ResID. Add one to the return value to 
get the result. 
Bits 31 - 05: Reserved. 
EBX Bits 31 - 00: Bit-granular map of isolation/contention of allocation units. 
ECX Bits 31 - 00: Reserved. 
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Table 3-8. Information Returned by CPUID Instruction (Contd.) 


Initial EAX 
Value Information Provided about the Processor 
EDX Bits 15 - OO: Highest COS number supported for this ResID. 
Bits 31 - 16: Reserved. 
Memory Bandwidth Allocation Enumeration Sub-leaf (EAX = 10H, ECX = Res/ID =3) 
10H NOTES: 
Leaf 10H output depends on the initial value in ECX. 
EAX Bits 11 - 00: Reports the maximum MBA throttling value supported for the corresponding ResID. Add one 
to the return value to get the result. 
Bits 31 - 12: Reserved. 
EBX Bits 31 - 00: Reserved. 
ECX Bits 01 - 00: Reserved. 
Bit 02: Reports whether the response of the delay values is linear. 
Bits 31 - 03: Reserved. 
EDX Bits 15 - OO: Highest COS number supported for this ResID. 
Bits 31 - 16: Reserved. 
Intel SGX Capability Enumeration Leaf, sub-leaf O (EAX = 12H, ECX = 0) 
12H NOTES: 
Leaf 12H sub-leaf 0 (ECX = 0) is supported if CPUID.(EAX=07H, ECX=0H):EBX[SGX] = 1. 
EAX Bit 00: SGX1. If 1, Indicates Intel SGX supports the collection of SGX1 leaf functions. 
Bit 01: SGX2. If 1, Indicates Intel SGX supports the collection of SGX2 leaf functions. 
Bits 04 - O02: Reserved. 
Bit 05: If 1, indicates Intel SGX supports ENCLV instruction leaves EINCVIRTCHILD, EDECVIRTCHILD, and 
ESETCONTEXT. 
Bit O6: If 1, indicates Intel SGX supports ENCLS instruction leaves ETRACKC, ERDINFO, ELDBC, and ELDUC. 
Bits 31 - 07: Reserved. 
EBX Bits 31 - OO: MISCSELECT. Bit vector of supported extended SGX features. 
ECX Bits 31 - OO: Reserved. 
EDX Bits 07 - OO: MaxEnclaveSize_Not64. The maximum supported enclave size in non-64-bit mode is 
2”~(EDX[7:0)). 
Bits 15 - 08: MaxEnclaveSize_64. The maximum supported enclave size in 64-bit mode is 2*(EDX[15:8)). 
Bits 31 - 16: Reserved. 
Intel SGX Attributes Enumeration Leaf, sub-leaf 1 (EAX = 12H, ECX = 1) 
12H NOTES: 
Leaf 12H sub-leaf 1 (ECX = 1) is supported if CPUID.(EAX=07H, ECX=0H):EBX[SGX] = 1. 
EAX Bit 31 - OO: Reports the valid bits of SECS.ATTRIBUTES[31:0] that software can set with ECREATE. 
EBX Bit 31 - OO: Reports the valid bits of SECS.ATTRIBUTES[63:32] that software can set with ECREATE. 
ECX Bit 31 - OO: Reports the valid bits of SECS.ATTRIBUTES[95:64] that software can set with ECREATE. 
EDX Bit 31 - OO: Reports the valid bits of SECS.ATTRIBUTES[1 27:96] that software can set with ECREATE. 
Intel SGX EPC Enumeration Leaf, sub-leaves (EAX = 12H, ECX = 2 or higher) 
12H NOTES: 
Leaf 12H sub-leaf 2 or higher (ECX >= 2) is supported if CPUID.(EAX=07H, ECX=0H):EBX[SGX] = 1. 
For sub-leaves (ECX = 2 or higher), definition of EDX,ECX,EBX,EAX[31:4] depends on the sub-leaf type 
listed below. 
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Initial EAX 
Value 


Information Provided about the Processor 


EAX 


Type 


Type 


Bit 03 - 00: Sub-leaf Type 
0000b: Indicates this sub-leaf is invalid. 
0001b: This sub-leaf enumerates an EPC section. EBX:EAX and EDX:ECX provide information on the 
Enclave Page Cache (EPC) section. 
All other type encodings are reserved. 


OOOOb. This sub-leaf is invalid. 
EDX:ECX:EBX:EAX return 0. 


0001b. This sub-leaf enumerates an EPC sections with EDX:ECX, EBX:EAX defined as follows. 


EAX[1 1:04]: Reserved (enumerate 0). 
EAX[31:12]: Bits 31:12 of the physical address of the base of the EPC section. 


EBX[1 9:00}: Bits 51:32 of the physical address of the base of the EPC section. 
EBX[31:20]: Reserved. 


ECX[03:00]: EPC section property encoding defined as follows: 
If ECX[3:0] = OOOO, then all bits of the EDX:ECX pair are enumerated as O. 
If ECX[3:0] = 00015, then this section has confidentiality and integrity protection. 
If ECX[3:0] = 0010b, then this section has confidentiality protection only. 
All other encodings are reserved. 
ECX[1 1:04]: Reserved (enumerate 0). 
ECX[31:12]: Bits 31:12 of the size of the corresponding EPC section within the Processor Reserved 
Memory. 


EDX[1 9:00}: Bits 51:32 of the size of the corresponding EPC section within the Processor Reserved 
Memory. 
EDX[31:20]: Reserved. 


Intel Processor Trace Enumeration Main Leaf (EAX = 14H, ECX = 0) 


14H 


EAX 
EBX 


NOTES: 
Leaf 14H main leaf (ECX = 0). 


Bits 31 - 00: Reports the maximum sub-leaf supported in leaf 14H. 


Bit 00: If 1, indicates that IA32_RTIT_CTL.CR3Filter can be set to 1, and that IA32_RTIT_CR3_MATCH 
MSR can be accessed. 

Bit 01: If 1, indicates support of Configurable PSB and Cycle-Accurate Mode. 

Bit O2: If 1, indicates support of IP Filtering, TraceStop filtering, and preservation of Intel PT MSRs across 
warm reset. 

Bit 03: If 1, indicates support of MTC timing packet and suppression of COFI-based packets. 

Bit 04: If 1, indicates support of PTWRITE. Writes can set IA32_RTIT_CTL[1 2] (PTWEn) and 
1A32_RTIT_CTL[5] (FUPonPTW), and PTWRITE can generate packets. 

Bit 05: If 1, indicates support of Power Event Trace. Writes can set IA32_RTIT_CTL[4] (PwrEvtEn), 
enabling Power Event Trace packet generation. 

Bit O6: If 1, indicates support for PSB and PMI preservation. Writes can set IA32_RTIT_CTL[56] (InjectPsb- 
PmiOnEnable), enabling the processor to set [A32_RTIT_STATUS[7] (PendTopaPMI) and/or 
1A32_RTIT_STATUS[6] (PendPSB) in order to preserve ToPA PMls and/or PSBs otherwise lost due to Intel 
PT disable. Writes can also set PendToPAPMI and PendPSB. 

Bit 31 - 07: Reserved. 
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Initial EAX 
Value Information Provided about the Processor 
ECX Bit OO: If 1, Tracing can be enabled with IA32_RTIT_CTL.ToPA = 1, hence utilizing the ToPA output 
scheme; |A32_RTIT_OUTPUT_BASE and IA32_RTIT_OUTPUT_MASK_PTRS MSRs can be accessed. 
Bit 01: If 1, ToPA tables can hold any number of output entries, up to the maximum allowed by the Mas- 
kOrTableOffset field of IA32_RTIT_OUTPUT_MASK_PTRS. 
Bit O2: If 1, indicates support of Single-Range Output scheme. 
Bit 03: If 1, indicates support of output to Trace Transport subsystem. 
Bit 30 - 04: Reserved. 
Bit 31: If 1, generated packets which contain IP payloads have LIP values, which include the CS base com- 
ponent. 
EDX Bits 31 - 00: Reserved. 
Intel Processor Trace Enumeration Sub-leaf (EAX = 14H, ECX = 1) 
14H EAX Bits O2 - OO: Number of configurable Address Ranges for filtering. 
Bits 15 - 03: Reserved. 
Bits 31 - 16: Bitmap of supported MTC period encodings. 
EBX Bits 15 - OO: Bitmap of supported Cycle Threshold value encodings. 
Bit 31 - 16: Bitmap of supported Configurable PSB frequency encodings. 
ECX Bits 31 - 00: Reserved. 
EDX Bits 31 - 00: Reserved. 
Time Stamp Counter and Nominal Core Crystal Clock Information Leaf 
15H NOTES: 
If EBX[31:0] is O, the TSC/"core crystal clock” ratio is not enumerated. 
EBX[31:0]/EAX[31:0] indicates the ratio of the TSC frequency and the core crystal clock frequency. 
If ECX is O, the nominal core crystal clock frequency is not enumerated. 
“TSC frequency” = “core crystal clock frequency” * EBX/EAX. 
The core crystal clock may differ from the reference clock, bus clock, or core clock frequencies. 
EAX Bits 31 - 00: An unsigned integer which is the denominator of the TSC/"core crystal clock” ratio. 
EBX Bits 31 - 00: An unsigned integer which is the numerator of the TSC/"core crystal clock” ratio. 
ECX Bits 31 - 00: An unsigned integer which is the nominal frequency of the core crystal clock in Hz. 
EDX Bits 31 - 00: Reserved = 0. 
Processor Frequency Information Leaf 
16H EAX Bits 15 - OO: Processor Base Frequency (in MHz). 
Bits 31 - 16: Reserved =0. 
EBX Bits 15 - 00: Maximum Frequency (in MHz). 
Bits 31 - 16: Reserved = 0. 
ECX Bits 15 - OO: Bus (Reference) Frequency (in MHz). 
Bits 31 - 16: Reserved = 0. 
EDX Reserved. 
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Table 3-8. Information Returned by CPUID Instruction (Contd.) 


Initial EAX 
Value Information Provided about the Processor 


NOTES: 

* Data is returned from this interface in accordance with the processor's specification and does not reflect 
actual values. Suitable use of this data includes the display of processor information in like manner to the 
processor brand string and for determining the appropriate range to use when displaying processor 
information e.g. frequency history graphs. The returned information should not be used for any other 
purpose as the returned information does not accurately correlate to information / counters returned by 
other processor interfaces. 


While a processor may support the Processor Frequency Information leaf, fields that return a value of 
zero are not supported. 


System-On-Chip Vendor Attribute Enumeration Main Leaf (EAX = 17H, ECX = 0) 
17H NOTES: 

Leaf 17H main leaf (ECX = 0). 

Leaf 17H output depends on the initial value in ECX. 

Leaf 17H sub-leaves 1 through 3 reports SOC Vendor Brand String. 
Leaf 17H is valid if MaxSOCID_Index >= 3. 

Leaf 17H sub-leaves 4 and above are reserved. 


EAX Bits 31 - 00: MaxSOCID_Index. Reports the maximum input value of supported sub-leaf in leaf 17H. 


EBX Bits 15 - 00: SOC Vendor ID. 
Bit 16: IsVendorScheme. If 1, the SOC Vendor ID field is assigned via an industry standard enumeration 
scheme. Otherwise, the SOC Vendor ID field is assigned by Intel. 
Bits 31 - 17: Reserved = 0. 


ECX Bits 31 - 00: Project ID. A unique number an SOC vendor assigns to its SOC projects. 
EDX Bits 31 - 00: Stepping ID. A unique number within an SOC project that an SOC vendor assigns. 
System-On-Chip Vendor Attribute Enumeration Sub-leaf (EAX = 17H, ECX = 1..3) 
17H EAX Bit 31 - 00: SOC Vendor Brand String. UTF-8 encoded string. 
EBX Bit 31 - 00: SOC Vendor Brand String. UTF-8 encoded string. 
ECX Bit 31 - 00: SOC Vendor Brand String. UTF-8 encoded string. 
EDX Bit 31 - 00: SOC Vendor Brand String. UTF-8 encoded string. 
NOTES: 


Leaf 17H output depends on the initial value in ECX. 

SOC Vendor Brand String is a UTF-8 encoded string padded with trailing bytes of OOH. 

The complete SOC Vendor Brand String is constructed by concatenating in ascending order of 
EAX:EBX:ECX:EDX and from the sub-leaf 1 fragment towards sub-leaf 3. 


System-On-Chip Vendor Attribute Enumeration Sub-leaves (EAX = 17H, ECX > MaxSOCID_Index) 


17H NOTES: 
Leaf 17H output depends on the initial value in ECX. 


EAX Bits 31 - 00: Reserved = 0. 
EBX Bits 31 - 00: Reserved = 0. 
ECX Bits 31 - 00: Reserved = 0. 
EDX Bits 31 - 00: Reserved = 0. 
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Initial EAX 
Value Information Provided about the Processor 
Deterministic Address Translation Parameters Main Leaf (EAX = 18H, ECX = OQ) 
18H NOTES: 


EAX 
EBX 


ECX 
EDX 


Each sub-leaf enumerates a different address translation structure. 

If ECX contains an invalid sub-leaf index, EAX/EBX/ECX/EDX return 0. Sub-leaf index n is invalid if n 
exceeds the value that sub-leaf O returns in EAX. A sub-leaf index is also invalid if EDX[4:0] returns 0. 
Valid sub-leaves do not need to be contiguous or in any particular order. A valid sub-leaf may be ina 
higher input ECX value than an invalid sub-leaf or than a valid sub-leaf of a higher or lower-level struc- 
ture. 

* Some unified TLBs will allow a single TLB entry to satisfy data read/write and instruction fetches. 
Others will require separate entries (e.g., one loaded on data read/write and another loaded on an 
instruction fetch) . Please see the Intel® 64 and IA-32 Architectures Optimization Reference Manual for 
details of a particular product. 


** Add one to the return value to get the result. 


Bits 31 - 00: Reports the maximum input value of supported sub-leaf in leaf 18H. 


Bit 00: 4K page size entries supported by this structure. 

Bit 01: 2MB page size entries supported by this structure. 

Bit 02: 4MB page size entries supported by this structure. 

Bit 03: 1 GB page size entries supported by this structure. 

Bits 07 - 04: Reserved. 

Bits 10 - 08: Partitioning (0: Soft partitioning between the logical processors sharing this structure). 
Bits 15 - 11: Reserved. 

Bits 31 - 16: W = Ways of associativity. 


Bits 31 - OO: S = Number of Sets. 


Bits 04 - OO: Translation cache type field. 
OQOOOOb: Null (indicates this sub-leaf is not valid). 
00001b: Data TLB. 
0001 0b: Instruction TLB. 
0001 1b: Unified TLB*. 
00100b: Load Only TLB. Hit on loads; fills on both loads and stores. 
00101b: Store Only TLB. Hit on stores; fill on stores. 
All other encodings are reserved. 
Bits 07 - 05: Translation cache level (starts at 1). 
Bit 08: Fully associative structure. 
Bits 13 - O09: Reserved. 
Bits 25- 14: Maximum number of addressable IDs for logical processors sharing this translation cache** 
Bits 31 - 26: Reserved. 
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Initial EAX 
Value 


Information Provided about the Processor 


Deterministic Address Translation Parameters Sub-leaf (EAX = 18H, ECX > 7) 


18H 


EAX 
EBX 


ECX 
EDX 


Key Locker Leaf (EAX = 19H) 


NOTES: 
Each sub-leaf enumerates a different address translation structure. 
If ECX contains an invalid sub-leaf index, EAX/EBX/ECX/EDX return 0. Sub-leaf index n is invalid if n 
exceeds the value that sub-leaf O returns in EAX. A sub-leaf index is also invalid if EDX[4:0] returns O. 
Valid sub-leaves do not need to be contiguous or in any particular order. A valid sub-leaf may be ina 
higher input ECX value than an invalid sub-leaf or than a valid sub-leaf of a higher or lower-level struc- 
ture. 
* Some unified TLBs will allow a single TLB entry to satisfy data read/write and instruction fetches. 
Others will require separate entries (e.g., one loaded on data read/write and another loaded on an 
instruction fetch) . Please see the Intel® 64 and IA-32 Architectures Optimization Reference Manual for 
details of a particular product. 


** Add one to the return value to get the result. 


Bits 31 - 00: Reserved. 


Bit 00: 4K page size entries supported by this structure. 

Bit 01: 2MB page size entries supported by this structure. 

Bit 02: 4MB page size entries supported by this structure. 

Bit 03: 1 GB page size entries supported by this structure. 

Bits 07 - 04: Reserved. 

Bits 10 - 08: Partitioning (0: Soft partitioning between the logical processors sharing this structure). 
Bits 15 - 11: Reserved. 

Bits 31 - 16: W = Ways of associativity. 


Bits 31 - 00: S = Number of Sets. 


Bits 04 - OO: Translation cache type field. 
OOOOb: Null (indicates this sub-leaf is not valid). 
0001b: Data TLB. 
0010b: Instruction TLB. 
001 1b: Unified TLB*. 
All other encodings are reserved. 
Bits 07 - 05: Translation cache level (starts at 1). 
Bit 08: Fully associative structure. 
Bits 13 - 09: Reserved. 
Bits 25- 14: Maximum number of addressable IDs for logical processors sharing this translation cache** 
Bits 31 - 26: Reserved. 


19H 


EAX 


EBX 


Bit 00: Key Locker restriction of CPLO-only supported. 
Bit 01: Key Locker restriction of no-encrypt supported. 
Bit O2: Key Locker restriction of no-decrypt supported. 
Bits 31-03: Reserved. 


Bit O00: AESKLE. If 1, the AES Key Locker instructions are fully enabled. 

Bit 01: Reserved. 

Bit O2: If 1, the AES wide Key Locker instructions are supported. 

Bit 03: Reserved. 

Bit 04: If 1, the platform supports the Key Locker MSRs (IA32_COPY_LOCAL_TO_PLATFORM, 
IA23_COPY_PLATFORM_TO_LOCAL, IA32_COPY_STATUS, and IA32_IWKEYBACKUP_STATUS) and backing 
up the internal wrapping key. 

Bits 31-05: Reserved. 
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Initial EAX 
Value Information Provided about the Processor 
ECX Bit OO: If 1, the NoBackup parameter to LOADIWKEY is supported. 
Bit 01: If 1, KeySource encoding of 1 (randomization of the internal wrapping key) is supported. 
Bits 31- 02: Reserved. 
EDX Reserved. 
Hybrid Information Enumeration Leaf (EAX = 1AH, ECX = 0) 
1AH EAX Enumerates the native model ID and core type. 
Bits 31-24: Core type 
10H: Reserved 
20H: Intel Atom® 
30H: Reserved 
40H: Intel® Core™ 
Bits 23-0: Native model ID of the core. The core-type and native mode ID can be used to uniquely identify 
the microarchitecture of the core. This native model ID is not unique across core types, and not related to 
the model ID reported in CPUID leaf 01H, and does not identify the SOC. 
EBX Reserved. 
ECX Reserved. 
EDX Reserved. 
PCONFIG Information Sub-leaf (EAX = 1BH, ECX > O) 
1BH For details on this sub-leaf, see “INPUT EAX = 1BH: Returns PCONFIG Information” on page 3-246. 
NOTE: 


Leaf 1BH is supported if CPUID.(EAX=07H, ECX=OH):EDX[1 8] = 1. 
V2 Extended Topology Enumeration Leaf 


1FH NOTES: 

CPUID leaf 1FH is a preferred superset to leaf OBH. Intel recommends first checking for the existence 
of Leaf 1FH and using this if available. 

Most of Leaf 1FH output depends on the initial value in ECX. 

The EDX output of leaf 1FH is always valid and does not vary with input value in ECX. 

Output value in ECX[7:0] always equals input value in ECX[7:0]. 

Sub-leaf index 0 enumerates SMT level. Gach subsequent higher sub-leaf index enumerates a higher- 
level topological entity in hierarchical order. 

For sub-leaves that return an invalid level-type of O in ECX[15:8]; EAX and EBX will return O. 


If an input value n in ECX returns the invalid level-type of O in ECX[15:8], other input values with ECX > 
nalso return O in ECX[1 5:8]. 


EAX Bits 04 - 00: Number of bits to shift right on x2APIC ID to get a unique topology ID of the next level type*. 
All logical processors with the same next level ID share current level. 
Bits 31 - 05: Reserved. 


EBX Bits 15 - 00: Number of logical processors at this level type. The number reflects configuration as shipped 
by Intel**. 
Bits 31- 16: Reserved. 

ECX Bits 07 - OO: Level number. Same value in ECX input. 


Bits 15 - 08: Level type***. 
Bits 31 - 16: Reserved. 


EDX Bits 31- 00: x2APIC ID the current logical processor. 


NOTES: 
* Software should use this field (EAX[4:0]) to enumerate processor topology of the system. 
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Initial EAX 
Value Information Provided about the Processor 
** Software must not use EBX[15:0] to enumerate processor topology of the system. This value in this 
field (EBX[15:0]) is only intended for display/diagnostic purposes. The actual number of logical processors 
available to BIOS/OS/Applications may be different from the value of EBX[15:0], depending on software 
and platform hardware configurations. 
*** The value of the “level type” field is not related to level numbers in any way, higher “level type” val- 
ues do not mean higher levels. Level type field has the following encoding: 
0: Invalid. 
1: SMT. 
2: Core. 
3: Module. 
4 Tile. 
5: Die. 
6-255: Reserved. 
Unimplemented CPUID Leaf Functions 
21H Invalid. No existing or future CPU will return processor identification or feature information if the initial 
EAX value is 21H. If the value returned by CPUID.O:EAX (the maximum input value for basic CPUID 
information) is at least 21H, O is returned in the registers EAX, EBX, ECX, and EDX. Otherwise, the data 
for the highest basic information leaf is returned. 
40000000H Invalid. No existing or future CPU will return processor identification or feature information if the initial 
- EAX value is in the range 40000000H to 4FFFFFFFH. 
4FFFFFFFH 
Extended Function CPUID Information 
80000000H | EAX Maximum Input Value for Extended Function CPUID Information. 
EBX Reserved. 
ECX Reserved. 
EDX Reserved. 
80000001H | EAX Extended Processor Signature and Feature Bits. 
EBX Reserved. 
ECX Bit OO: LAHF/SAHF available in 64-bit mode.* 
Bits 04 - 01: Reserved. 
Bit 05: LZCNT. 
Bits 07 - O6: Reserved. 
Bit O08: PREFETCHW. 
Bits 31 - O09: Reserved. 
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Initial EAX 
Value 


Information Provided about the Processor 


EDX 


Bits 10 - 00: Reserved. 

Bit 11: SYSCALL/SYSRET.** 

Bits 19 - 12: Reserved = 0. 

Bit 20: Execute Disable Bit available. 

Bits 25 - 21: Reserved = 0. 

Bit 26: 1-GByte pages are available if 1. 

Bit 27: RDTSCP and |A32_TSC_AUX are available if 1. 
Bit 28: Reserved = 0. 


Bit 29: Intel® 64 Architecture available if 1. 
Bits 31 - 30: Reserved = 0. 


NOTES: 
* LAHF and SAHF are always available in other modes, regardless of the enumeration of this feature flag. 


** Intel processors support SYSCALL and SYSRET only in 64-bit mode. This feature flag is always enumer- 
ated as O outside 64-bit mode. 


80000002H 


Processor Brand String. 

Processor Brand String Continued. 
Processor Brand String Continued. 
Processor Brand String Continued. 


80000003H 


Processor Brand String Continued. 
Processor Brand String Continued. 
Processor Brand String Continued. 
Processor Brand String Continued. 


80000004H 


Processor Brand String Continued. 
Processor Brand String Continued. 
Processor Brand String Continued. 
Processor Brand String Continued. 


80000005H 


Reserved = 0. 
Reserved = 0. 
Reserved = 0. 
Reserved = 0. 


80000006H 


EDX 


Reserved = 0. 
Reserved = 0. 


Bits 07 - OO: Cache Line size in bytes. 
Bits 11 - 08: Reserved. 

Bits 15 - 12: L2 Associativity field *. 
Bits 31 - 16: Cache size in 1K units. 
Reserved = 0. 


NOTES: 

* L2 associativity field encodings: 

OOH - Disabled 

01H - 1 way (direct mapped) 

O2H - 2 ways 

03H - Reserved 

O4H - 4 ways 

O5H - Reserved 

O6H - 8 ways 

07H - See CPUID leaf 04H, sub-leaf 2** 


O8H - 16 ways 

OSH - Reserved 

OAH - 32 ways 

OBH - 48 ways 

OCH - 64 ways 

ODH - 96 ways 

OEH - 128 ways 

OFH - Fully associative 


** CPUID leaf O4H provides details of deterministic cache parameters, including the L2 cache in sub-leaf 2 
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Initial EAX 
Value Information Provided about the Processor 
80000007H | EAX Reserved = 0. 
EBX Reserved = 0. 
ECX Reserved = 0. 
EDX Bits 07 - 00: Reserved = 0. 


Bit 08: Invariant TSC available if 1. 
Bits 31 - 09: Reserved = 0. 


80000008H | EAX Linear/Physical Address size. 

Bits 07 - OO: #Physical Address Bits*. 
Bits 15 - 08: #Linear Address Bits. 
Bits 31 - 16: Reserved = 0. 


EBX Bits 08-00: Reserved = 0. 
Bit 09: WBNOINVD is available if 1. 
Bits 31-10: Reserved = 0. 


ECX Reserved = 0. 
EDX Reserved = 0. 
NOTES: 


* If CPUID.B0000008H:EAX[7:0] is supported, the maximum physical address number supported should 
come from this field. 


INPUT EAX = 0: Returns CPUID’s Highest Value for Basic Processor Information and the Vendor Identification String 


When CPUID executes with EAX set to 0, the processor returns the highest value the CPUID recognizes for 
returning basic processor information. The value is returned in the EAX register and is processor specific. 


A vendor identification string is also returned in EBX, EDX, and ECX. For Intel processors, the string is “Genuin- 
elIntel” and is expressed: 


EBX := 756e6547h (* “Genu", with G in the low eight bits of BL *) 
EDX := 49656e69h (* “inel”, with i in the low eight bits of DL *) 
ECX := 6c65746eh (* “ntel”, with n in the low eight bits of CL *) 


INPUT EAX = 80000000H: Returns CPUID’s Highest Value for Extended Processor Information 


When CPUID executes with EAX set to 80000000H, the processor returns the highest value the processor recog- 
nizes for returning extended processor information. The value is returned in the EAX register and is processor 
specific. 


IA32_BIOS_SIGN_ID Returns Microcode Update Signature 


For processors that support the microcode update facility, the IA32_BIOS_SIGN_ID MSR is loaded with the update 
signature whenever CPUID executes. The signature is returned in the upper DWORD. For details, see Chapter 9 in 
the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


INPUT EAX = 01H: Returns Model, Family, Stepping Information 


When CPUID executes with EAX set to 01H, version information is returned in EAX (see Figure 3-6). For example: 
model, family, and processor type for the Intel Xeon processor 5100 series is as follows: 


© Model — 1111B 

¢ Family — 0101B 

¢ Processor Type — 00B 

See Table 3-9 for available processor type values. Stepping IDs are provided as needed. 
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31 28 27 20 19 16 15 14 13 12 11 8 


EAX Extended Extended Family 
Family ID Model ID ID 


Extended Family ID (0) 


Extended Model ID (0) 
Processor Type 
Family (OFH for the Pentium 4 Processor Family) 


7 4 3 0 
Stepping 


Model 
Reserved 
OM16525 
Figure 3-6. Version Information Returned by CPUID in EAX 
Table 3-9. Processor Type Field 
Type Encoding 
Original OEM Processor OOB 
Intel OverDrive Processor 01B 
Dual processor (not applicable to Intel486 processors) 10B 
Intel reserved 11B 


NOTE 


See Chapter 20 in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, 
for information on identifying earlier IA-32 processors. 


The Extended Family ID needs to be examined only when the Family ID is OFH. Integrate the fields into a display 
using the following rule: 


IF Family_ID # OFH 
THEN DisplayFamily = Family_ID; 
ELSE DisplayFamily = Extended_Family_ID + Family_ID; 
(* Right justify and zero-extend 4-bit field. *) 

Fl; 

(* Show DisplayFamily as HEX field. *) 


The Extended Model ID needs to be examined only when the Family ID is 06H or OFH. Integrate the field into a 
display using the following rule: 


IF (Family_ID = O6H or Family_ID = OFH) 
THEN DisplayModel = (Extended_Model_ID « 4) + Model_ID; 
(* Right justify and zero-extend 4-bit field; display Model_ID as HEX field.*) 
ELSE DisplayModel = Model_ID; 

Fl; 

(* Show DisplayModel as HEX field. *) 
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INPUT EAX = 01H: Returns Additional Information in EBX 


When CPUID executes with EAX set to 01H, additional information is returned to the EBX register: 


°¢ Brand index (low byte of EBX) — this number provides an entry into a brand string table that contains brand 
strings for IA-32 processors. More information about this field is provided later in this section. 


® CLFLUSH instruction cache line size (second byte of EBX) — this number indicates the size of the cache line 
flushed by the CLFLUSH and CLFLUSHOPT instructions in 8-byte increments. This field was introduced in the 
Pentium 4 processor. 


¢ Local APIC ID (high byte of EBX) — this number is the 8-bit ID that is assigned to the local APIC on the 


processor during power up. This field was introduced in the Pentium 4 processor. 


INPUT EAX = 01H: Returns Feature Information in ECX and EDX 


When CPUID executes with EAX set to 01H, feature information is returned in ECX and EDX. 


° Figure 3-7 and Table 3-10 show encodings for ECX. 
¢ Figure 3-8 and Table 3-11 show encodings for EDX. 


For all feature flags, a 1 indicates that the feature is supported. Use Intel to properly interpret feature flags. 


Software must confirm that a processor feature is present using feature flags returned by CPUID 
prior to using the feature. Software should not depend on future offerings retaining all features. 
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RDRAND 
F16C 
AVX 

OSXSAVE 
XSAVE 
AES 
TSC-Deadline 
POPCNT 
MOVBE 
x2APIC 


SSE4_2— SSE4.2 


SSE4_1— SSE4.1 


DCA — Direct Cache Access 


PCID — Process-context Identifiers 
PDCM — Perf/Debug Capability MSR 


xTPR Update Control 
CMPXCHG16B 


FMA — Fused Multiply Add 
SDBG 


CNXT-ID — L1 Context ID 


SSSE3 — SSSE3 Extensions 


TM2 — Thermal Monitor 2 


EIST — Enhanced Intel SpeedStep® Technology 


SMX — Safer Mode Extensions 
VMX — Virtual Machine Extensions 


DS-CPL — CPL Qualified Debug Store 


MONITOR — MONITOR/MWAIT 


DTES64 — 64-bit DS Area 


PCLMULQDQ — Carryless Multiplication 


SSE3 — SSE3 Extensions 


Reserved 


Figure 3-7. Feature Information Returned in the ECX Register 
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Table 3-10. Feature Information Returned in the ECX Register 


CPUID—CPU Identification 


Bit # Mnemonic Description 

0 SSE3 Streaming SIMD Extensions 3 (SSE3). A value of 1 indicates the processor supports this 
technology. 

1 PCLMULQDQ PCLMULQDQ. A value of 1 indicates the processor supports the PCLMULQDQ instruction. 

2 DTES64 64-bit DS Area. A value of 1 indicates the processor supports DS area using 64-bit layout. 

3 MONITOR MONITOR/MWAIT. A value of 1 indicates the processor supports this feature. 

4 DS-CPL CPL Qualified Debug Store. A value of 1 indicates the processor supports the extensions to the 
Debug Store feature to allow for branch message storage qualified by CPL. 

5 VMX Virtual Machine Extensions. A value of 1 indicates that the processor supports this technology. 

6 SMX Safer Mode Extensions. A value of 1 indicates that the processor supports this technology. See 
Chapter 6, “Safer Mode Extensions Reference”. 

7 EIST Enhanced Intel SpeedStep® technology. A value of 1 indicates that the processor supports this 
technology. 

8 T2 Thermal Monitor 2. A value of 1 indicates whether the processor supports this technology. 

9 SSSE3 A value of 1 indicates the presence of the Supplemental Streaming SIMD Extensions 3 (SSSE3). A 
value of O indicates the instruction extensions are not present in the processor. 

10 CNXT-ID L1 Context ID. A value of 1 indicates the L1 data cache mode can be set to either adaptive mode 
or shared mode. A value of 0 indicates this feature is not supported. See definition of the 
IA32_MISC_ENABLE MSR Bit 24 (L1 Data Cache Context Mode) for details. 

11 SDBG A value of 1 indicates the processor supports [A32_DEBUG_INTERFACE MSR for silicon debug. 

12 FMA A value of 1 indicates the processor supports FMA extensions using YMM state. 

13 CMPXCHG16B CMPXCHG16B Available. A value of 1 indicates that the feature is available. See the 
“CMPXCHG8B/CMPXCHG16B—Compare and Exchange Bytes” section in this chapter for a 
description. 

14 xTPR Update XTPR Update Control. A value of 1 indicates that the processor supports changing 

Control IA32_MISC_ENABLE[bit 23]. 

15 PDCM Perfmon and Debug Capability: A value of 1 indicates the processor supports the performance 
and debug feature indication MSR IA32_PERF_CAPABILITIES. 

16 Reserved Reserved 

17 PCID Process-context identifiers. A value of 1 indicates that the processor supports PCIDs and that 
software may set CR4.PCIDE to 1. 

18 DCA A value of 1 indicates the processor supports the ability to prefetch data from a memory mapped 
device. 

19 SSE4_1 A value of 1 indicates that the processor supports SSE4.1. 

20 SSE4_2 A value of 1 indicates that the processor supports SSE4.2. 

21 X2APIC A value of 1 indicates that the processor supports x2APIC feature. 

22 MOVBE A value of 1 indicates that the processor supports MOVBE instruction. 

23 POPCNT A value of 1 indicates that the processor supports the POPCNT instruction. 

24 TSC-Deadline A value of 1 indicates that the processor's local APIC timer supports one-shot operation using a 
TSC deadline value. 

25 AESNI A value of 1 indicates that the processor supports the AESNI instruction extensions. 

26 XSAVE A value of 1 indicates that the processor supports the XSAVE/XRSTOR processor extended states 
feature, the XSETBV/XGETBV instructions, and XCRO. 

27 OSXSAVE A value of 1 indicates that the OS has set CR4.0SXSAVE[bit 18] to enable XSETBV/XGETBV 
instructions to access XCRO and to support processor extended state management using 
XSAVE/XRSTOR. 

28 AVX A value of 1 indicates the processor supports the AVX instruction extensions. 
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Table 3-10. Feature Information Returned in the ECX Register (Contd.) 


Bit # Mnemonic Description 

29 F16C A value of 1 indicates that processor supports 16-bit floating-point conversion instructions. 
30 RDRAND A value of 1 indicates that processor supports RDRAND instruction. 

31 Not Used Always returns 0. 
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EDX 


PBE-Pend. Brk. EN. 

TM-Therm. Monitor 

HTT—Multi-threading 

SS-—Self Snoop 

SSE2-SSE2 Extensions 

SSE-SSE Extensions 
FXSR-FXSAVE/FXRSTOR 

MMX-MMX Technology ———————— 
ACPI-Thermal Monitor and Clock Ctrl 
DS—Debug Store 


CLFSH-—CLFLUSH instruction 
PSN-Processor Serial Number 


PSE-36 — Page Size Extension 


PAT-Page Attribute Table 
CMOV-Conditional Move/Compare Instruction 
MCA-—Machine Check Architecture 


PGE-PTE Global Bit 


MTRR-—Memory Type Range Registers 


SEP-SYSENTER and SYSEXIT 
APIC-APIC on Chip 


CX8—CMPXCHG8B Inst. 


MCE-Machine Check Exception 


PAE-Physical Address Extensions 
MSR-RDMSR and WRMSR Support 


TSC-Time Stamp Counter 


PSE-Page Size Extensions 


DE-—Debugging Extensions 


VME-Virtual-8086 Mode Enhancement 
FPU-x87 FPU on Chip 


Reserved 
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Figure 3-8. Feature Information Returned in the EDX Register 
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Table 3-11. More on Feature Information Returned in the EDX Register 


Bit # | Mnemonic | Description 

0 FPU Floating Point Unit On-Chip. The processor contains an x87 FPU. 

1 VME Virtual 8086 Mode Enhancements. Virtual 8086 mode enhancements, including CR4.VME for controlling the 
feature, CR4.PVI for protected mode virtual interrupts, software interrupt indirection, expansion of the TSS 
with the software indirection bitmap, and EFLAGS.VIF and EFLAGS.VIP flags. 

2 DE Debugging Extensions. Support for I/O breakpoints, including CR4.DE for controlling the feature, and optional 
trapping of accesses to DR4 and DRS. 

3 PSE Page Size Extension. Large pages of size 4 MByte are supported, including CR4.PSE for controlling the 
feature, the defined dirty bit in PDE (Page Directory Entries), optional reserved bit trapping in CR3, PDEs, and 
PTEs. 

TSC Time Stamp Counter. The RDTSC instruction is supported, including CR4.TSD for controlling privilege. 
MSR Model Specific Registers RDMSR and WRMSR Instructions. The RDMSR and WRMSR instructions are 
supported. Some of the MSRs are implementation dependent. 

6 PAE Physical Address Extension. Physical addresses greater than 32 bits are supported: extended page table 
entry formats, an extra level in the page translation tables is defined, 2-MByte pages are supported instead of 
4 Mbyte pages if PAE bit is 1. 

7 MCE Machine Check Exception. Exception 18 is defined for Machine Checks, including CR4.MCE for controlling the 
feature. This feature does not define the model-specific implementations of machine-check error logging, 
reporting, and processor shutdowns. Machine Check exception handlers may have to depend on processor 
version to do model specific processing of the exception, or test for the presence of the Machine Check feature. 

8 CX8 CMPXCHG8B Instruction. The compare-and-exchange 8 bytes (64 bits) instruction is supported (implicitly 
locked and atomic). 

9 APIC APIC On-Chip. The processor contains an Advanced Programmable Interrupt Controller (APIC), responding to 
memory mapped commands in the physical address range FFFEQOOOH to FFFEOFFFH (by default - some 
processors permit the APIC to be relocated). 

10 |Reserved | Reserved 

11 SEP SYSENTER and SYSEXIT Instructions. The SYSENTER and SYSEXIT and associated MSRs are supported. 

12 |MTRR Memory Type Range Registers. MTRRs are supported. The MTRRcap MSR contains feature bits that describe 
what memory types are supported, how many variable MTRRs are supported, and whether fixed MTRRs are 
supported. 

13. | PGE Page Global Bit. The global bit is supported in paging-structure entries that map a page, indicating TLB entries 
that are common to different processes and need not be flushed. The CR4.PGE bit controls this feature. 

14 |MCA Machine Check Architecture. A value of 1 indicates the Machine Check Architecture of reporting machine 
errors is supported. The MCG_CAP MSR contains feature bits describing how many banks of error reporting 
MSRs are supported. 

15 | CMOV Conditional Move Instructions. The conditional move instruction CMOV is supported. In addition, if x87 FPU is 
present as indicated by the CPUID.FPU feature bit, then the FCOMI and FCMOV instructions are supported 

16 | PAT Page Attribute Table. Page Attribute Table is supported. This feature augments the Memory Type Range 
Registers (MTRRs), allowing an operating system to specify attributes of memory accessed through a linear 
address on a 4KB granularity. 

17 | PSE-36 36-Bit Page Size Extension. 4-MByte pages addressing physical memory beyond 4 GBytes are supported with 
32-bit paging. This feature indicates that upper bits of the physical address of a 4-MByte page are encoded in 
bits 20:13 of the page-directory entry. Such physical addresses are limited by MAXPHYADDR and may be up to 
40 bits in size. 

18 | PSN Processor Serial Number. The processor supports the 96-bit processor identification number feature and the 
feature is enabled. 

19 | CLFSH CLFLUSH Instruction. CLFLUSH Instruction is supported. 

20 | Reserved | Reserved 


CPUID—CPU Identification 


Vol.2A 3-239 


INSTRUCTION SET REFERENCE, A-L 


Table 3-11. More on Feature Information Returned in the EDX Register (Contd.) 


Bit # | Mnemonic | Description 

21 DS Debug Store. The processor supports the ability to write debug information into a memory resident buffer. 
This feature is used by the branch trace store (BTS) and processor event-based sampling (PEBS) facilities (see 
Chapter 22, “Introduction to Virtual-Machine Extensions,” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 3C). 

22 =| ACPI Thermal Monitor and Software Controlled Clock Facilities. The processor implements internal MSRs that 
allow processor temperature to be monitored and processor performance to be modulated in predefined duty 
cycles under software control. 

23 | MMX Intel MMX Technology. The processor supports the Intel MMX technology. 

24 | FXSR FXSAVE and FXRSTOR Instructions. The FXSAVE and FXRSTOR instructions are supported for fast save and 
restore of the floating point context. Presence of this bit also indicates that CR4.OSFXSR is available for an 
operating system to indicate that it supports the FXSAVE and FXRSTOR instructions. 

25 =| SSE SSE. The processor supports the SSE extensions. 

26 =| SSE2 SSE2. The processor supports the SSE2 extensions. 

27 ~|SS Self Snoop. The processor supports the management of conflicting memory types by performing a snoop of its 
own cache structure for transactions issued to the bus. 

28 «| HTT Max APIC IDs reserved field is Valid. A value of O for HTT indicates there is only a single logical processor in 
the package and software should assume only a single APIC ID is reserved. A value of 1 for HTT indicates the 
value in CPUID.1.EBX[23:16] (the Maximum number of addressable IDs for logical processors in this package) is 
valid for the package. 

29 =|TM Thermal Monitor. The processor implements the thermal monitor automatic thermal control circuitry (TCC). 

30 | Reserved | Reserved 

31 PBE Pending Break Enable. The processor supports the use of the FERR#/PBE# pin when the processor is in the 


stop-clock state (STPCLK# is asserted) to signal the processor that an interrupt is pending and that the 
processor should return to normal operation to handle the interrupt. 


INPUT EAX = 02H: TLB/Cache/Prefetch Information Returned in EAX, EBX, ECX, EDX 


When CPUID executes with EAX set to 02H, the processor returns information about the processor’s internal TLBs, 
cache and prefetch hardware in the EAX, EBX, ECX, and EDX registers. The information is reported in encoded form 
and fall into the following categories: 


° The least-significant byte in register EAX (register AL) will always return 01H. Software should ignore this value 
and not interpret it as an informational descriptor. 


¢ The most significant bit (bit 31) of each register indicates whether the register contains valid information (set 
to 0) or is reserved (set to 1). 


¢ If a register contains valid information, the information is contained in 1 byte descriptors. There are four types 
of encoding values for the byte descriptor, the encoding type is noted in the second column of Table 3-12. Table 
3-12 lists the encoding of these descriptors. Note that the order of descriptors in the EAX, EBX, ECX, and EDX 
registers is not defined; that is, specific bytes are not designated to contain descriptors for specific cache, 
prefetch, or TLB types. The descriptors may appear in any order. Note also a processor may report a general 
descriptor type (FFH) and not report any byte descriptor of “cache type” via CPUID leaf 2. 
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Table 3-12. Encoding of CPUID Leaf 2 Descriptors 


Value Type Description 

OOH General | Null descriptor, this byte contains no information 

01H TLB Instruction TLB: 4 KByte pages, 4-way set associative, 32 entries 

02H TLB Instruction TLB: 4 MByte pages, fully associative, 2 entries 

03H TLB Data TLB: 4 KByte pages, 4-way set associative, 64 entries 

04H TLB Data TLB: 4 MByte pages, 4-way set associative, 8 entries 

05H TLB Data TLB1: 4 MByte pages, 4-way set associative, 32 entries 

O6H Cache | 1st-level instruction cache: 8 KBytes, 4-way set associative, 32 byte line size 

08H Cache | 1st-level instruction cache: 16 KBytes, 4-way set associative, 32 byte line size 

09H Cache | 1st-level instruction cache: 32KBytes, 4-way set associative, 64 byte line size 

OAH Cache | 1st-level data cache: 8 KBytes, 2-way set associative, 32 byte line size 

OBH TLB Instruction TLB: 4 MByte pages, 4-way set associative, 4 entries 

OCH Cache | 1st-level data cache: 16 KBytes, 4-way set associative, 32 byte line size 

ODH Cache | 1st-level data cache: 16 KBytes, 4-way set associative, 64 byte line size 

OEH Cache | 1st-level data cache: 24 KBytes, 6-way set associative, 64 byte line size 

1DH Cache | 2nd-level cache: 128 KBytes, 2-way set associative, 64 byte line size 

21H Cache | 2nd-level cache: 256 KBytes, 8-way set associative, 64 byte line size 

22H Cache | 3rd-level cache: 512 KBytes, 4-way set associative, 64 byte line size, 2 lines per sector 
23H Cache | 3rd-level cache: 1 MBytes, 8-way set associative, 64 byte line size, 2 lines per sector 
24H Cache | 2nd-level cache: 1 MBytes, 16-way set associative, 64 byte line size 

25H Cache | 3rd-level cache: 2 MBytes, 8-way set associative, 64 byte line size, 2 lines per sector 
29H Cache | 3rd-level cache: 4 MBytes, 8-way set associative, 64 byte line size, 2 lines per sector 
2CH Cache _ | 1st-level data cache: 32 KBytes, 8-way set associative, 64 byte line size 

30H Cache | 1st-level instruction cache: 32 KBytes, 8-way set associative, 64 byte line size 

40H Cache | No 2nd-level cache or, if processor contains a valid 2nd-level cache, no 3rd-level cache 
41H Cache | 2nd-level cache: 128 KBytes, 4-way set associative, 32 byte line size 

42H Cache | 2nd-level cache: 256 KBytes, 4-way set associative, 32 byte line size 

43H Cache | 2nd-level cache: 512 KBytes, 4-way set associative, 32 byte line size 

44H Cache | 2nd-level cache: 1 MByte, 4-way set associative, 32 byte line size 

45H Cache | 2nd-level cache: 2 MByte, 4-way set associative, 32 byte line size 

46H Cache | 3rd-level cache: 4 MByte, 4-way set associative, 64 byte line size 

47H Cache | 3rd-level cache: 8 MByte, 8-way set associative, 64 byte line size 

48H Cache | 2nd-level cache: 3MByte, 12-way set associative, 64 byte line size 

49H Cache | 3rd-level cache: 4MB, 16-way set associative, 64-byte line size (Intel Xeon processor MP, Family OFH, Model 

O6H); 
2nd-level cache: 4 MByte, 16-way set associative, 64 byte line size 

4AH Cache | 3rd-level cache: 6MByte, 12-way set associative, 64 byte line size 

4BH Cache | 3rd-level cache: 8MByte, 16-way set associative, 64 byte line size 

4CH Cache | 3rd-level cache: 12MByte, 12-way set associative, 64 byte line size 

4DH Cache | 3rd-level cache: 16MByte, 16-way set associative, 64 byte line size 

4€H Cache | 2nd-level cache: 6MByte, 24-way set associative, 64 byte line size 

4FH TLB Instruction TLB: 4 KByte pages, 32 entries 
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Table 3-12. Encoding of CPUID Leaf 2 Descriptors (Contd.) 


Value Type Description 

50H TLB Instruction TLB: 4 KByte and 2-MByte or 4-MByte pages, 64 entries 

51H TLB Instruction TLB: 4 KByte and 2-MByte or 4-MByte pages, 128 entries 

52H TLB Instruction TLB: 4 KByte and 2-MByte or 4-MByte pages, 256 entries 

55H TLB Instruction TLB: 2-MByte or 4-MByte pages, fully associative, 7 entries 

56H TLB Data TLBO: 4 MByte pages, 4-way set associative, 16 entries 

57H TLB Data TLBO: 4 KByte pages, 4-way associative, 16 entries 

59H TLB Data TLBO: 4 KByte pages, fully associative, 16 entries 

5AH TLB Data TLBO: 2 MByte or 4 MByte pages, 4-way set associative, 32 entries 

5BH TLB Data TLB: 4 KByte and 4 MByte pages, 64 entries 

5CH TLB Data TLB: 4 KByte and 4 MByte pages, 128 entries 

5DH TLB Data TLB: 4 KByte and 4 MByte pages,256 entries 

60H Cache | 1st-level data cache: 16 KByte, 8-way set associative, 64 byte line size 

61H TLB Instruction TLB: 4 KByte pages, fully associative, 48 entries 

63H TLB Data TLB: 2 MByte or 4 MByte pages, 4-way set associative, 32 entries and a separate array with 1 GByte 

pages, 4-way set associative, 4 entries 

64H TLB Data TLB: 4 KByte pages, 4-way set associative, 512 entries 

66H Cache | 1st-level data cache: 8 KByte, 4-way set associative, 64 byte line size 

67H Cache _ | 1st-level data cache: 16 KByte, 4-way set associative, 64 byte line size 

68H Cache | 1st-level data cache: 32 KByte, 4-way set associative, 64 byte line size 

6AH Cache |uTLB: 4 KByte pages, 8-way set associative, 64 entries 

6BH Cache |DTLB: 4 KByte pages, 8-way set associative, 256 entries 

6CH Cache | DTLB: 2M/4M pages, 8-way set associative, 128 entries 

6DH Cache |DTLB: 1 GByte pages, fully associative, 16 entries 

70H Cache | Trace cache: 12 K-wop, 8-way set associative 

71H Cache | Trace cache: 16 K-op, 8-way set associative 

72H Cache | Trace cache: 32 K-yop, 8-way set associative 

76H TLB Instruction TLB: 2M/4M pages, fully associative, 8 entries 

78H Cache | 2nd-level cache: 1 MByte, 4-way set associative, 64byte line size 

79H Cache | 2nd-level cache: 128 KByte, 8-way set associative, 64 byte line size, 2 lines per sector 
7AH Cache | 2nd-level cache: 256 KByte, 8-way set associative, 64 byte line size, 2 lines per sector 
7BH Cache | 2nd-level cache: 512 KByte, 8-way set associative, 64 byte line size, 2 lines per sector 
7CH Cache | 2nd-level cache: 1 MByte, 8-way set associative, 64 byte line size, 2 lines per sector 
7DH Cache | 2nd-level cache: 2 MByte, 8-way set associative, 64byte line size 

7FH Cache | 2nd-level cache: 512 KByte, 2-way set associative, 64-byte line size 

80H Cache | 2nd-level cache: 512 KByte, 8-way set associative, 64-byte line size 

82H Cache | 2nd-level cache: 256 KByte, 8-way set associative, 32 byte line size 

83H Cache | 2nd-level cache: 512 KByte, 8-way set associative, 32 byte line size 

84H Cache | 2nd-level cache: 1 MByte, 8-way set associative, 32 byte line size 

85H Cache | 2nd-level cache: 2 MByte, 8-way set associative, 32 byte line size 

86H Cache | 2nd-level cache: 512 KByte, 4-way set associative, 64 byte line size 

87H Cache | 2nd-level cache: 1 MByte, 8-way set associative, 64 byte line size 
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Table 3-12. Encoding of CPUID Leaf 2 Descriptors (Contd.) 


Value Type Description 

AQH DTLB DTLB: 4k pages, fully associative, 32 entries 

BOH TLB Instruction TLB: 4 KByte pages, 4-way set associative, 128 entries 

B1H TLB Instruction TLB: 2M pages, 4-way, 8 entries or 4M pages, 4-way, 4 entries 

B2H TLB Instruction TLB: 4KByte pages, 4-way set associative, 64 entries 

B3H TLB Data TLB: 4 KByte pages, 4-way set associative, 128 entries 

B4H TLB Data TLB1: 4 KByte pages, 4-way associative, 256 entries 

B5H TLB Instruction TLB: 4KByte pages, 8-way set associative, 64 entries 

B6H TLB Instruction TLB: 4KByte pages, 8-way set associative, 128 entries 

BAH TLB Data TLB1: 4 KByte pages, 4-way associative, 64 entries 

COH TLB Data TLB: 4 KByte and 4 MByte pages, 4-way associative, 8 entries 

C1H STLB Shared 2nd-Level TLB: 4 KByte/2MByte pages, 8-way associative, 1024 entries 
C2H DTLB DTLB: 4 KByte/2 MByte pages, 4-way associative, 16 entries 

C3H STLB Shared 2nd-Level TLB: 4 KByte /2 MByte pages, 6-way associative, 1536 entries. Also 1GBbyte pages, 4-way, 

16 entries. 

C4H DTLB DTLB: 2M/4M Byte pages, 4-way associative, 32 entries 

CAH STLB Shared 2nd-Level TLB: 4 KByte pages, 4-way associative, 512 entries 

DOH Cache | 3rd-level cache: 512 KByte, 4-way set associative, 64 byte line size 

D1H Cache | 3rd-level cache: 1 MByte, 4-way set associative, 64 byte line size 

D2H Cache | 3rd-level cache: 2 MByte, 4-way set associative, 64 byte line size 

D6H Cache | 3rd-level cache: 1 MByte, 8-way set associative, 64 byte line size 

D7H Cache | 3rd-level cache: 2 MByte, 8-way set associative, 64 byte line size 

D8H Cache | 3rd-level cache: 4 MByte, 8-way set associative, 64 byte line size 

DCH Cache | 3rd-level cache: 1.5 MByte, 12-way set associative, 64 byte line size 

DDH Cache | 3rd-level cache: 3 MByte, 12-way set associative, 64 byte line size 

DEH Cache | 3rd-level cache: 6 MByte, 12-way set associative, 64 byte line size 

E2H Cache | 3rd-level cache: 2 MByte, 16-way set associative, 64 byte line size 

€3H Cache | 3rd-level cache: 4 MByte, 16-way set associative, 64 byte line size 

E4H Cache | 3rd-level cache: 8 MByte, 16-way set associative, 64 byte line size 

EAH Cache | 3rd-level cache: 12MByte, 24-way set associative, 64 byte line size 

EBH Cache | 3rd-level cache: 18MByte, 24-way set associative, 64 byte line size 

ECH Cache | 3rd-level cache: 24MByte, 24-way set associative, 64 byte line size 

FOH Prefetch | 64-Byte prefetching 

F1H Prefetch | 128-Byte prefetching 

FEH General | CPUID leaf 2 does not report TLB descriptor information; use CPUID leaf 18H to query TLB and other address 

translation parameters. 
FFH General | CPUID leaf 2 does not report cache descriptor information, use CPUID leaf 4 to query cache parameters 
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Example 3-1. Example of Cache and TLB Interpretation 
The first member of the family of Pentium 4 processors returns the following information about caches and TLBs 
when the CPUID executes with an input value of 2: 


EAX 66 5B 50 01H 
EBX OH 
ECX OH 
EDX 00 7A 70 OOH 


Which means: 
° The least-significant byte (byte 0) of register EAX is set to 01H. This value should be ignored. 


¢ The most-significant bit of all four registers (EAX, EBX, ECX, and EDX) is set to 0, indicating that each register 
contains valid 1-byte descriptors. 


° Bytes 1, 2, and 3 of register EAX indicate that the processor has: 
— 50H - a 64-entry instruction TLB, for mapping 4-KByte and 2-MByte or 4-MByte pages. 
— 5BH - a 64-entry data TLB, for mapping 4-KByte and 4-MByte pages. 
— 66H - an 8-KByte ist level data cache, 4-way set associative, with a 64-Byte cache line size. 
¢ The descriptors in registers EBX and ECX are valid, but contain NULL descriptors. 
° Bytes 0, 1, 2, and 3 of register EDX indicate that the processor has: 
— OOH - NULL descriptor. 
— 70H - Trace cache: 12 K-uop, 8-way set associative. 
— 7AH - a 256-KByte 2nd level cache, 8-way set associative, with a sectored, 64-byte cache line size. 
— OOH - NULL descriptor. 


INPUT EAX = 04H: Returns Deterministic Cache Parameters for Each Level 


When CPUID executes with EAX set to 04H and ECX contains an index value, the processor returns encoded data 
that describe a set of deterministic cache parameters (for the cache level associated with the input in ECX). Valid 
index values start from 0. 


Software can enumerate the deterministic cache parameters for each level of the cache hierarchy starting with an 
index value of 0, until the parameters report the value associated with the cache type field is 0. The architecturally 
defined fields reported by deterministic cache parameters are documented in Table 3-8. 


This Cache Size in Bytes 
= (Ways + 1) * (Partitions + 1) * (Line_Size + 1) * (Sets + 1) 
= (EBX[31:22] + 1) * (EBX[21:12] + 1) * (EBX[11:0] + 1) * (ECX + 1) 


The CPUID leaf 04H also reports data that can be used to derive the topology of processor cores in a physical 
package. This information is constant for all valid index values. Software can query the raw data reported by 
executing CPUID with EAX=04H and ECX=0 and use it as part of the topology enumeration algorithm described in 
Chapter 8, “Multiple-Processor Management,” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3A. 


INPUT EAX = 05H: Returns MONITOR and MWAIT Features 


When CPUID executes with EAX set to 05H, the processor returns information about features available to 
MONITOR/MWAIT instructions. The MONITOR instruction is used for address-range monitoring in conjunction with 
MWAIT instruction. The MWAIT instruction optionally provides additional extensions for advanced power manage- 
ment. See Table 3-8. 


INPUT EAX = OGH: Returns Thermal and Power Management Features 


When CPUID executes with EAX set to 06H, the processor returns information about thermal and power manage- 
ment features. See Table 3-8. 
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INPUT EAX = 07H: Returns Structured Extended Feature Enumeration Information 


When CPUID executes with EAX set to 07H and ECX = 0, the processor returns information about the maximum 
input value for sub-leaves that contain extended feature flags. See Table 3-8. 


When CPUID executes with EAX set to 07H and the input value of ECX is invalid (see leaf 07H entry in Table 3-8), 
the processor returns 0 in EAX/EBX/ECX/EDX. In subleaf 0, EAX returns the maximum input value of the highest 
leaf 7 sub-leaf, and EBX, ECX & EDX contain information of extended feature flags. 


INPUT EAX = OSH: Returns Direct Cache Access Information 


When CPUID executes with EAX set to 09H, the processor returns information about Direct Cache Access capabili- 
ties. See Table 3-8. 


INPUT EAX = OAH: Returns Architectural Performance Monitoring Features 


When CPUID executes with EAX set to OAH, the processor returns information about support for architectural 
performance monitoring capabilities. Architectural performance monitoring is supported if the version ID (see 
Table 3-8) is greater than Pn 0. See Table 3-8. 


For each version of architectural performance monitoring capability, software must enumerate this leaf to discover 
the programming facilities and the architectural performance events available in the processor. The details are 
described in Chapter 22, “Introduction to Virtual-Machine Extensions,” in the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 3C. 


INPUT EAX = OBH: Returns Extended Topology Information 


CPUID leaf 1FH is a preferred superset to leaf OBH. Intel recommends first checking for the existence of Leaf 1FH 
before using leaf OBH. 


When CPUID executes with EAX set to OBH, the processor returns information about extended topology enumera- 
tion data. Software must detect the presence of CPUID leaf OBH by verifying (a) the highest leaf index supported 
by CPUID is >= OBH, and (b) CPUID.OBH:EBX[15:0] reports a non-zero value. See Table 3-8. 


INPUT EAX = ODH: Returns Processor Extended States Enumeration Information 


When CPUID executes with EAX set to ODH and ECX = 0, the processor returns information about the bit-vector 
representation of all processor state extensions that are supported in the processor and storage size requirements 
of the XSAVE/XRSTOR area. See Table 3-8. 


When CPUID executes with EAX set to ODH and ECX = n(n > 1, and is a valid sub-leaf index), the processor returns 
information about the size and offset of each processor extended state save area within the XSAVE/XRSTOR area. 
See Table 3-8. Software can use the forward-extendable technique depicted below to query the valid sub-leaves 
and obtain size and offset information for each processor extended state save area: 


For i = 2 to 62 // sub-leaf 1 is reserved 
IF (CPUID.(EAX=O0DH, ECX=0):VECTOR[I] = 1 ) // VECTOR is the 64-bit value of EDX:EAX 
Execute CPUID.(EAX=0DH, ECX = i) to examine size and offset for sub-leaf i; 
Fl; 


INPUT EAX = OFH: Returns Intel Resource Director Technology (Intel RDT) Monitoring Enumeration Information 


When CPUID executes with EAX set to OFH and ECX = 0, the processor returns information about the bit-vector 
representation of QoS monitoring resource types that are supported in the processor and maximum range of RMID 
values the processor can use to monitor of any supported resource types. Each bit, starting from bit 1, corresponds 
to a specific resource type if the bit is set. The bit position corresponds to the sub-leaf index (or ResID) that soft- 
ware must use to query QoS monitoring capability available for that type. See Table 3-8. 


When CPUID executes with EAX set to OFH and ECX = n(n >= 1, and is a valid ResID), the processor returns infor- 
mation software can use to program IA32_PQR_ASSOC, IA32_QM_EVTSEL MSRs before reading QoS data from the 
IA32_QM_CTR MSR. 
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INPUT EAX = 10H: Returns Intel Resource Director Technology (Intel RDT) Allocation Enumeration Information 


When CPUID executes with EAX set to 10H and ECX = 0, the processor returns information about the bit-vector 
representation of QoS Enforcement resource types that are supported in the processor. Each bit, starting from bit 
1, corresponds to a specific resource type if the bit is set. The bit position corresponds to the sub-leaf index (or 
ResID) that software must use to query QoS enforcement capability available for that type. See Table 3-8. 


When CPUID executes with EAX set to 10H and ECX = n (n >= 1, and is a valid ResID), the processor returns infor- 
mation about available classes of service and range of QoS mask MSRs that software can use to configure each 
class of services using capability bit masks in the QoS Mask registers, IA32_resourceType_Mask_n. 


INPUT EAX = 12H: Returns Intel SGX Enumeration Information 


When CPUID executes with EAX set to 12H and ECX = OH, the processor returns information about Intel SGX capa- 
bilities. See Table 3-8. 


When CPUID executes with EAX set to 12H and ECX = 1H, the processor returns information about Intel SGX attri- 
butes. See Table 3-8. 


When CPUID executes with EAX set to 12H and ECX = n(n > 1), the processor returns information about Intel SGX 
Enclave Page Cache. See Table 3-8. 


INPUT EAX = 14H: Returns Intel Processor Trace Enumeration Information 


When CPUID executes with EAX set to 14H and ECX = OH, the processor returns information about Intel Processor 
Trace extensions. See Table 3-8. 


When CPUID executes with EAX set to 14H and ECX = n (n > 0 and less than the number of non-zero bits in 
CPUID.(EAX=14H, ECX= OH).EAX), the processor returns information about packet generation in Intel Processor 
Trace. See Table 3-8. 

INPUT EAX = 15H: Returns Time Stamp Counter and Nominal Core Crystal Clock Information 

When CPUID executes with EAX set to 15H and ECX = OH, the processor returns information about Time Stamp 
Counter and Core Crystal Clock. See Table 3-8. 

INPUT EAX = 16H: Returns Processor Frequency Information 

When CPUID executes with EAX set to 16H, the processor returns information about Processor Frequency Informa- 
tion. See Table 3-8. 

INPUT EAX = 17H: Returns System-On-Chip Information 


When CPUID executes with EAX set to 17H, the processor returns information about the System-On-Chip Vendor 
Attribute Enumeration. See Table 3-8. 


INPUT EAX = 18H: Returns Deterministic Address Translation Parameters Information 


When CPUID executes with EAX set to 18H, the processor returns information about the Deterministic Address 
Translation Parameters. See Table 3-8. 


INPUT EAX = 19H: Returns Key Locker Information 
When CPUID executes with EAX set to 19H, the processor returns information about Key Locker. See Table 3-8. 


INPUT EAX = 1AH: Returns Hybrid Information 


When CPUID executes with EAX set to 1AH, the processor returns information about hybrid capabilities. See Table 
3-8. 


INPUT EAX = 1BH: Returns PCONFIG Information 


When CPUID executes with EAX set to 1BH, the processor returns information about PCONFIG capabilities. This 
information is enumerated in sub-leaves selected by the value of ECX (starting with 0). 
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Each sub-leaf of CPUID function 1BH enumerates its sub-leaf type in EAX. If a sub-leaf type is 0, the sub-leaf is 
invalid and zero is returned in EBX, ECX, and EDX. In this case, all subsequent sub-leaves (selected by larger input 
values of ECX) are also invalid. 


The only valid sub-leaf type currently defined is 1, meaning target identifier, indicating that the sub-leaf enumer- 
ates target identifiers for the PCONFIG instruction. Any non-zero value returned in EBX, ECX, or EDX indicates a 
valid target of the PCONFIG instruction (any value of zero should be ignored). The only target identifier currently 
defined is 1, indicating MKTME. See the “PCONFIG — Platform Configuration” instruction in Chapter 4 of the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 2B for more information. 


INPUT EAX = 1FH: Returns V2 Extended Topology Information 


When CPUID executes with EAX set to 1FH, the processor returns information about extended topology enumera- 
tion data. Software must detect the presence of CPUID leaf 1FH by verifying (a) the highest leaf index supported 
by CPUID is >= 1FH, and (b) CPUID.1FH:EBX[15:0] reports a non-zero value. See Table 3-8. 


METHODS FOR RETURNING BRANDING INFORMATION 

Use the following techniques to access branding information: 

1. Processor brand string method. 

2. Processor brand index; this method uses a software supplied brand string table. 


These two methods are discussed in the following sections. For methods that are available in early processors, see 
Section: “Identification of Earlier IA-32 Processors” in Chapter 20 of the Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 1. 


The Processor Brand String Method 


Figure 3-9 describes the algorithm used for detection of the brand string. Processor brand identification software 
should execute this algorithm on all Intel 64 and IA-32 processors. 


This method (introduced with Pentium 4 processors) returns an ASCII brand identification string and the Processor 
Base frequency of the processor to the EAX, EBX, ECX, and EDX registers. 
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Input: EAX= 
0x80000000 


False Processor Brand 


IF (EAX & 0x80000000) 


String Not 
Supported 


Function | Tue 
Supported Extended 


EAX Return Value = 
Max. Extended CPUID 
Function Index 


IF (EAX Return Value True Processor Brand 


> 0x80000004) 


String Supported 


OM15194 


Figure 3-9. Determination of Support for the Processor Brand String 


How Brand Strings Work 


To use the brand string method, execute CPUID with EAX input of 8000002H through 80000004H. For each input 
value, CPUID returns 16 ASCII characters using EAX, EBX, ECX, and EDX. The returned string will be NULL-termi- 
nated. 


Table 3-13 shows the brand string that is returned by the first processor in the Pentium 4 processor family. 


Table 3-13. Processor Brand String Returned with Pentium 4 Processor 
EAX Input Value Return Values ASCII Equivalent 
80000002H EAX = 20202020H 7 
EBX = 20202020H 
ECX = 20202020H 


EDX = 6€492020H “nl " 
80000003H EAX = 286C6574H “(let" 
EBX = 50202952H “P)R" 
ECX = 69746E65H “tne” 
EDX = 52286D75H “R(mu" 
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Table 3-13. Processor Brand String Returned with Pentium 4 Processor (Contd.) 


EAX Input Value Return Values ASCII Equivalent 
80000004H EAX = 20342029H "4y 
EBX = 20555043H "UPC" 
ECX = 30303531H "0051" 
EDX = 007A484DH “\0ZHM" 


Extracting the Processor Frequency from Brand Strings 


Figure 3-10 provides an algorithm which software can use to extract the Processor Base frequency from the 
processor brand string. 


Scan "Brand String" in 
Reverse Byte Order 


"ZHM", or 
"ZHG", or 
"HT" 


Match 
Substring 


IF Substring Matched 


False 
Report Error 


If "ZHM" 
True Multiplier = 1 x 10° 


Multiplier = 1 x 10° 
Determine "Multiplier" 


If "ZHT" ae 7" 
Multiplier = 1 x 10 
Determine "Freq" 


Determine "Freq" 
and "Multiplier" 


Scan Digits 
Until Blank 


Reverse Digits 
To Decimal Value 


In Reverse Order 


Processor Base 
Frequency = 
"Freq" x "Multiplier" 


"Freq" = X.YZ if 
Digits = "ZY.X" 


Figure 3-10. Algorithm for Extracting Processor Frequency 


The Processor Brand Index Method 


The brand index method (introduced with Pentium® Ill Xeon® processors) provides an entry point into a brand 
identification table that is maintained in memory by system software and is accessible from system- and user-level 
code. In this table, each brand index is associate with an ASCII brand identification string that identifies the official 
Intel family and model number of a processor. 


When CPUID executes with EAX set to 1, the processor returns a brand index to the low byte in EBX. Software can 
then use this index to locate the brand identification string for the processor in the brand identification table. The 
first entry (brand index 0) in this table is reserved, allowing for backward compatibility with processors that do not 
support the brand identification feature. Starting with processor signature family ID = OFH, model = 03H, brand 
index method is no longer supported. Use brand string method instead. 


Table 3-14 shows brand indices that have identification strings associated with them. 
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Table 3-14. Mapping of Brand Indices; and Intel 64 and IA-32 Processor Brand Strings 


Brand Index Brand String 
OOH This processor does not support the brand identification feature 
01H Intel(R) Celeron(R) processor! 
02H Intel(R) Pentium(R) Ill processor! 
03H Intel(R) Pentium(R) Ill Xeon(R) processor; If processor signature = OO0006B1h, then Intel(R) Celeron(R) 
processor 
04H Intel(R) Pentium(R) Ill processor 
O6H Mobile Intel(R) Pentium(R) Ill processor-M 
07H Mobile Intel(R) Celeron(R) processor! 
08H Intel(R) Pentium(R) 4 processor 
OSH Intel(R) Pentium(R) 4 processor 
OAH Intel(R) Celeron(R) R) processor! 
OBH Intel(R) Xeon(R) processor; If processor signature = OOOOOF1 3h, then Intel(R) Xeon(R) processor MP 
OCH Intel(R) Xeon(R) processor MP 
OEH Mobile Intel(R) Pentium(R) 4 processor-M; If processor signature = OOOOOF1 3h, then Intel(R) Xeon(R) processor 
OFH Mobile Intel(R) Celeron(R) processor! 
11H Mobile Genuine Intel(R) processor 
12H Intel(R) Celeron(R) M processor 
13H Mobile Intel(R) Celeron(R) processor! 
14H Intel(R) Celeron(R) processor 
15H Mobile Genuine Intel(R) processor 
16H Intel(R) Pentium(R) M processor 
17H Mobile Intel(R) Celeron(R) processor! 
18H - OFFH RESERVED 


NOTES: 
1. Indicates versions of these processors that were introduced after the Pentium Ill 


IA-32 Architecture Compatibility 


CPUID is not supported in early models of the Intel486 processor or in any IA-32 processor earlier than the 
Intel486 processor. 


Operation 
IA32_BlOS_SIGN_ID MSR := Update with installed microcode revision number; 


CASE (EAX) OF 

EAX = 0: 
EAX := Highest basic function input value understood by CPUID; 
EBX := Vendor identification string; 
EDX := Vendor identification string; 
ECX := Vendor identification string; 

BREAK; 

EAX = 1H: 
EAX[3:0] := Stepping ID; 
EAX[7:4] := Model; 
EAX[1 1:8] := Family; 
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EAX[13:12] := Processor type; 
EAX[15:14] := Reserved; 
EAX[19:16] := Extended Model; 
EAX[27:20] := Extended Family; 
EAX[31:28] := Reserved; 
EBX[7:0] := Brand Index; (* Reserved if the value is zero. *) 
EBX[15:8] := CLFLUSH Line Size; 
EBX[16:23] := Reserved; (* Number of threads enabled = 2 if MT enable fuse set. *) 
EBX[24:31] := Initial APIC ID; 
ECX != Feature flags; (* See Figure 3-7. *) 
EDX := Feature flags; (* See Figure 3-8. *) 
BREAK; 
EAX = 2H: 
EAX := Cache and TLB information; 
EBX := Cache and TLB information; 
ECX != Cache and TLB information; 
EDX := Cache and TLB information; 
BREAK; 
EAX = 3H: 
EAX := Reserved; 
EBX := Reserved; 
ECX := ProcessorSerialNumber[3 1:0]; 
(* Pentium Ill processors only, otherwise reserved. *) 
EDX := ProcessorSerialNumber[63:32]; 
(* Pentium Ill processors only, otherwise reserved. * 
BREAK 
EAX = 4H: 
EAX := Deterministic Cache Parameters Leaf; (* See Table 3-8. *) 
EBX := Deterministic Cache Parameters Leaf; 
ECX != Deterministic Cache Parameters Leaf; 
EDX := Deterministic Cache Parameters Leaf; 
BREAK; 
EAX = 5H: 
EAX := MONITOR/MWAIT Leaf; (* See Table 3-8. *) 
EBX := MONITOR/MWAIT Leaf; 
ECX := MONITOR/MWAIT Leaf; 
EDX := MONITOR/MWAIT Leaf; 
BREAK; 
EAX = 6H: 
EAX := Thermal and Power Management Leaf; (* See Table 3-8. *) 
EBX := Thermal and Power Management Leaf; 
ECX := Thermal and Power Management Leaf; 
EDX := Thermal and Power Management Leaf; 
BREAK; 
EAX = 7H: 
EAX := Structured Extended Feature Flags Enumeration Leaf; (* See Table 3-8. *) 
EBX := Structured Extended Feature Flags Enumeration Leaf; 
ECX := Structured Extended Feature Flags Enumeration Leaf; 
EDX := Structured Extended Feature Flags Enumeration Leaf; 
BREAK; 
EAX = 8H: 
EAX := Reserved = 0; 
EBX := Reserved = 0; 
ECX := Reserved = 0; 
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EDX := Reserved = 0; 
BREAK; 
EAX = SH: 
EAX := Direct Cache Access Information Leaf; (* See Table 3-8. *) 
EBX := Direct Cache Access Information Leaf; 
ECX := Direct Cache Access Information Leaf; 
EDX := Direct Cache Access Information Leaf; 
BREAK; 
EAX = AH: 
EAX := Architectural Performance Monitoring Leaf; (* See Table 3-8. *) 
EBX := Architectural Performance Monitoring Leaf; 
ECX := Architectural Performance Monitoring Leaf; 
EDX := Architectural Performance Monitoring Leaf; 
BREAK 
EAX = BH: 
EAX := Extended Topology Enumeration Leaf; (* See Table 3-8. *) 
EBX := Extended Topology Enumeration Leaf; 
ECX := Extended Topology Enumeration Leaf; 
EDX := Extended Topology Enumeration Leaf; 
BREAK; 
EAX = CH: 
EAX := Reserved = 0; 
EBX := Reserved = 0; 
ECX := Reserved = 0; 
EDX := Reserved = 0; 
BREAK; 
EAX = DH: 
EAX := Processor Extended State Enumeration Leaf; (* See Table 3-8. *) 
EBX := Processor Extended State Enumeration Leaf; 
ECX := Processor Extended State Enumeration Leaf; 
EDX := Processor Extended State Enumeration Leaf; 
BREAK; 
EAX = EH: 
EAX := Reserved = 0; 
EBX := Reserved = 0; 
ECX := Reserved = 0; 
EDX := Reserved = 0; 
BREAK; 
EAX = FH: 
EAX := Intel Resource Director Technology Monitoring Enumeration Leaf; (* See Table 3-8. *) 
EBX := Intel Resource Director Technology Monitoring Enumeration Leaf; 
ECX := Intel Resource Director Technology Monitoring Enumeration Leaf; 
EDX := Intel Resource Director Technology Monitoring Enumeration Leaf; 
BREAK; 
EAX = 10H: 
EAX := Intel Resource Director Technology Allocation Enumeration Leaf; (* See Table 3-8. *) 
EBX := Intel Resource Director Technology Allocation Enumeration Leaf; 
ECX := Intel Resource Director Technology Allocation Enumeration Leaf; 
EDX := Intel Resource Director Technology Allocation Enumeration Leaf; 
BREAK; 
EAX = 12H: 
EAX := Intel SGX Enumeration Leaf; (* See Table 3-8. *) 
EBX := Intel SGX Enumeration Leaf; 
ECX := Intel SGX Enumeration Leaf; 
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EDX := Intel SGX Enumeration Leaf; 
BREAK; 
EAX = 14H: 
EAX := Intel Processor Trace Enumeration Leaf; (* See Table 3-8. *) 
EBX := Intel Processor Trace Enumeration Leaf; 
ECX := Intel Processor Trace Enumeration Leaf; 
EDX := Intel Processor Trace Enumeration Leaf; 
BREAK; 
EAX = 15H: 
EAX := Time Stamp Counter and Nominal Core Crystal Clock Information Leaf; (* See Table 3-8. *) 
EBX := Time Stamp Counter and Nominal Core Crystal Clock Information Leaf; 
ECX := Time Stamp Counter and Nominal Core Crystal Clock Information Leaf; 
EDX := Time Stamp Counter and Nominal Core Crystal Clock Information Leaf; 
BREAK; 
EAX = 16H: 
EAX := Processor Frequency Information Enumeration Leaf; (* See Table 3-8. *) 
EBX := Processor Frequency Information Enumeration Leaf; 
ECX := Processor Frequency Information Enumeration Leaf; 
EDX := Processor Frequency Information Enumeration Leaf; 
BREAK; 
EAX = 17H: 
EAX := System-On-Chip Vendor Attribute Enumeration Leaf; (* See Table 3-8. *) 
EBX := System-On-Chip Vendor Attribute Enumeration Leaf; 
ECX := System-On-Chip Vendor Attribute Enumeration Leaf; 
EDX := System-On-Chip Vendor Attribute Enumeration Leaf; 
BREAK; 
EAX = 18H: 
EAX := Deterministic Address Translation Parameters Enumeration Leaf; (* See Table 3-8. *) 
EBX := Deterministic Address Translation Parameters Enumeration Leaf; 
ECX != Deterministic Address Translation Parameters Enumeration Leaf; 
EDX := Deterministic Address Translation Parameters Enumeration Leaf; 
BREAK; 
EAX = 19H: 
EAX := Key Locker Enumeration Leaf; (* See Table 3-8. *) 
EBX != Key Locker Enumeration Leaf; 
ECX := Key Locker Enumeration Leaf; 
EDX := Key Locker Enumeration Leaf; 
BREAK; 
EAX = 1AH: 
EAX := Hybrid Information Enumeration Leaf; (* See Table 3-8. *) 
EBX := Hybrid Information Enumeration Leaf; 
ECX := Hybrid Information Enumeration Leaf; 
EDX := Hybrid Information Enumeration Leaf; 
BREAK; 
EAX = 1BH: 
EAX := PCONFIG Information Enumeration Leaf; (* See “INPUT EAX = 1BH: Returns PCONFIG Information” on page 3-246. *) 
EBX := PCONFIG Information Enumeration Leaf; 
ECX := PCONFIG Information Enumeration Leaf; 
EDX := PCONFIG Information Enumeration Leaf; 
BREAK; 
EAX = 1FH: 
EAX := V2 Extended Topology Enumeration Leaf; (* See Table 3-8. *) 
EBX := V2 Extended Topology Enumeration Leaf; 
ECX := V2 Extended Topology Enumeration Leaf; 
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EDX := V2 Extended Topology Enumeration Leaf; 
BREAK; 
EAX = 80000000H: 
EAX := Highest extended function input value understood by CPUID; 
EBX := Reserved; 
ECX := Reserved; 
EDX := Reserved; 
BREAK; 
EAX = 80000001H: 
EAX := Reserved; 
EBX := Reserved; 
ECX := Extended Feature Bits (* See Table 3-8.*); 
EDX := Extended Feature Bits (* See Table 3-8. *); 
BREAK; 
EAX = 80000002H: 
EAX := Processor Brand String; 
EBX := Processor Brand String, continued; 
ECX := Processor Brand String, continued; 
EDX := Processor Brand String, continued; 
BREAK; 
EAX = 80000003H: 
EAX := Processor Brand String, continued; 
EBX := Processor Brand String, continued; 
ECX := Processor Brand String, continued; 
EDX := Processor Brand String, continued; 
BREAK; 
EAX = 80000004H: 
EAX := Processor Brand String, continued; 
EBX := Processor Brand String, continued; 
ECX := Processor Brand String, continued; 
EDX := Processor Brand String, continued; 
BREAK; 
EAX = 80000005H: 
EAX := Reserved = 0; 
EBX := Reserved = 0; 
ECX := Reserved = 0; 
EDX := Reserved = 0; 
BREAK; 
EAX = 80000006H: 
EAX := Reserved = 0; 
EBX := Reserved = 0; 
ECX := Cache information; 
EDX := Reserved = 0; 
BREAK; 
EAX = 80000007H: 
EAX := Reserved = 0; 
EBX := Reserved = 0; 
ECX := Reserved = 0; 
EDX := Reserved = Misc Feature Flags; 
BREAK; 
EAX = 80000008H: 
EAX := Reserved = Physical Address Size Information; 
EBX := Reserved = Virtual Address Size Information; 
ECX := Reserved = 0; 
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EDX := Reserved = 0; 

BREAK; 

EAX >= 40000000H and EAX <= 4FFFFFFFH: 

DEFAULT: (* EAX = Value outside of recognized range for CPUID. *) 
(* If the highest basic information leaf data depend on ECX input value, ECX is honored.*) 
EAX := Reserved; (* Information returned for highest basic information leaf. *) 
EBX := Reserved; (* Information returned for highest basic information leaf. *) 
ECX != Reserved; (* Information returned for highest basic information leaf. *) 
EDX := Reserved; (* Information returned for highest basic information leaf. *) 

BREAK; 

ESAC; 


Flags Affected 
None. 


Exceptions (All Operating Modes) 
#UD If the LOCK prefix is used. 


In earlier IA-32 processors that do not support the CPUID instruction, execution of the instruc- 
tion results in an invalid opcode (#UD) exception being generated. 
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CRC32 — Accumulate CRC32 Value 


Opcode/ Op/ | 64-Bit Compat/ |Description 

Instruction En |Mode Leg Mode 

F2 OF 38 FO /r RM | Valid Valid Accumulate CRC32 on r/m8. 
CRC32 r32, r/m8 

F2 REX OF 38 FO /r RM | Valid N.E. Accumulate CRC32 on r/mé. 
CRC32 r32, r/m8* 

F2 OF 38 F1 /r RM | Valid Valid Accumulate CRC32 on r/m16. 
CRC32 r32, r/m16 

F2 OF 38 F1 /r RM | Valid Valid Accumulate CRC32 on r/m32. 
CRC32 r32, r/m32 

F2 REX.W OF 38 FO /r RM _ | Valid N.E. Accumulate CRC32 on r/mé. 
CRC32 164, r/m8 

F2 REX.W OF 38 F1 /r RM | Valid N.E. Accumulate CRC32 on r/m64. 
CRC32 164, r/m64 

NOTES: 


*In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


Starting with an initial value in the first operand (destination operand), accumulates a CRC32 (polynomial 
11EDC6F41H) value for the second operand (source operand) and stores the result in the destination operand. The 
source operand can be a register or a memory location. The destination operand must be an r32 or r64 register. If 
the destination is an r64 register, then the 32-bit result is stored in the least significant double word and 
OOOOOOOOH is stored in the most significant double word of the r64 register. 


The initial value supplied in the destination operand is a double word integer stored in the r32 register or the least 
significant double word of the r64 register. To incrementally accumulate a CRC32 value, software retains the result 
of the previous CRC32 operation in the destination operand, then executes the CRC32 instruction again with new 
input data in the source operand. Data contained in the source operand is processed in reflected bit order. This 
means that the most significant bit of the source operand is treated as the least significant bit of the quotient, and 
so on, for all the bits of the source operand. Likewise, the result of the CRC operation is stored in the destination 
operand in reflected bit order. This means that the most significant bit of the resulting CRC (bit 31) is stored in the 
least significant bit of the destination operand (bit 0), and so on, for all the bits of the CRC. 


Operation 


Notes: 


BIT_REFLECT64: DST[63-0] = SRC[0-63] 
BIT_REFLECT32: DST[31-0] = SRC[O-31] 
BIT_REFLECT 16: DST[15-0] = SRC[O-15] 
BIT_REFLECTS8: DST[7-0] = SRC[O-7] 

MOD2: Remainder from Polynomial division modulus 2 
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CRC32 instruction for 64-bit source operand and 64-bit destination operand: 


TEMP1[63-0] := BIT_REFLECT64 (SRC[63-0]) 
TEMP2[31-0] = BIT_REFLECT32 (DEST[31-0]) 
TEMP3[95-0] := TEMP1 [63-0] « 32 

TEMP4[95-0] := TEMP2[31-0] « 64 

TEMP5[95-0] := TEMP3[95-0] XOR TEMP4[95-0] 
TEMP6[31-0] := TEMP5[95-0] MOD2 11E€DC6F41H 
DEST[31-0] := BIT_REFLECT (TEMP6[31-0]) 
DEST[63-32] := 00000000H 


CRC32 instruction for 32-bit source operand and 32-bit destination operand: 


TEMP1[31-0] = BIT_REFLECT32 (SRC[31-0]) 
TEMP2[31-0] = BIT_REFLECT32 (DEST[31-0]) 
TEMP3[63-0] := TEMP1[31-0] « 32 

TEMP4[63-0] := TEMP2[31-0] « 32 

TEMP5[63-0] := TEMP3[63-0] XOR TEMP4[63-0] 
TEMP6[31-0] := TEMP5[63-0] MOD2 11EDC6F41H 
DEST[31-0] := BIT_REFLECT (TEMP6[31-0]) 


CRC32 instruction for 16-bit source operand and 32-bit destination operand: 


TEMP1[15-0] = BIT_REFLECT16 (SRC[15-0]) 
TEMP2[31-0] = BIT_REFLECT32 (DEST[31-0]) 
TEMP3[47-0] := TEMP1[15-0] « 32 

TEMP4[47-0] := TEMP2[31-0] « 16 

TEMPS [47-0] := TEMP3[47-0] XOR TEMP4[47-0] 
TEMP6[31-0] := TEMP5[47-0] MOD2 11EDC6F41H 
DEST[31-0] := BIT_REFLECT (TEMP6[31-0]) 


CRC32 instruction for 8-bit source operand and 64-bit destination operand: 


TEMP1[7-0] := BIT_REFLECTS(SRC[7-0]) 
TEMP2[31-0] = BIT_REFLECT32 (DEST[31-0]) 
TEMP3[39-0] := TEMP1[7-0] « 32 

TEMP4[39-0] := TEMP2[31-0] « 8 

TEMPS5[39-0] := TEMP3[39-0] XOR TEMP4[39-0] 
TEMP6[31-0] := TEMP5[39-0] MOD2 11EDC6F41H 
DEST[31-0] := BIT_REFLECT (TEMP6[31-0]) 
DEST[63-32] := O0000000H 


CRC32 instruction for 8-bit source operand and 32-bit destination operand: 


TEMP1[7-0] := BIT_REFLECT8(SRC[7-0]) 
TEMP2[31-0] = BIT_REFLECT32 (DEST[31-0]) 
TEMP3[39-0] := TEMP1[7-0] « 32 

TEMP4[39-0] := TEMP2[31-0] « 8 

TEMP5[39-0] := TEMP3[39-0] XOR TEMP4[39-0] 
TEMP6[31-0] := TEMP5[39-0] MOD2 11EDC6F41H 
DEST[31-0] := BIT_REFLECT (TEMP6[31-0]) 


Flags Affected 
None 
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Intel C/C++ Compiler Intrinsic Equivalent 


unsigned int _mm_crc32_u8( unsigned int crc, unsigned char data ) 

unsigned int __mm_crc32_u16( unsigned int crc, unsigned short data ) 

unsigned int _mm_crc32_u32( unsigned int crc, unsigned int data ) 

unsigned __int64_mm_crc32_u64( unsigned __int64 crc, unsigned __int64 data ) 


SIMD Floating Point Exceptions 


None 


Protected Mode Exceptions 


#GP(0) 
#SS(0) 
#PF (fault-code) 
#AC(0) 


#UD 


If a memory operand effective address is outside the CS, DS, ES, FS or GS segments. 
If a memory operand effective address is outside the SS segment limit. 
For a page fault. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If CPUID.01H:ECX.SSE4_2 [Bit 20] = 0. 
If LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP(0) 
#SS(0) 
#UD 


If any part of the operand lies outside of the effective address space from 0 to OFFFFH. 
If a memory operand effective address is outside the SS segment limit. 

If CPUID.01H:ECX.SSE4_2 [Bit 20] = 0. 

If LOCK prefix is used. 


Virtual 8086 Mode Exceptions 


#GP(0) 

#SS(0) 

#PF (fault-code) 
#AC(0) 

#UD 


If any part of the operand lies outside of the effective address space from 0 to OFFFFH. 
If a memory operand effective address is outside the SS segment limit. 

For a page fault. 

If alignment checking is enabled and an unaligned memory reference is made. 

If CPUID.01H:ECX.SSE4_2 [Bit 20] = 0. 

If LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in Protected Mode. 


64-Bit Mode Exceptions 


#GP(0) 
#SS(0) 
#PF (fault-code) 
#AC(0) 


#UD 
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If the memory address is in a non-canonical form. 
If a memory address referencing the SS segment is in a non-canonical form. 
For a page fault. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If CPUID.01H:ECX.SSE4_2 [Bit 20] = 0. 
If LOCK prefix is used. 
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CVTDQ2PD—Convert Packed Doubleword Integers to Packed Double-Precision Floating-Point 


Values 
Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
F3 OF E6 /r A VIV SSE2 Convert two packed signed doubleword integers from 
CVTDQ2PD xmm1, xmm2/m64 xmm2/mem to two packed double-precision floating- 
point values in xmm1. 
VEX.128.F3.0F.WIG E6 /r A VIV AVX Convert two packed signed doubleword integers from 
VCVTDQ2PD xmm1, xmm2/m64 xmm2/mem to two packed double-precision floating- 
point values in xmm1. 
VEX.256.F3.0F.WIG E6 /r A VIV AVX Convert four packed signed doubleword integers from 
VCVTDQ2PD ymm1, xmm2/m128 xmm2/mem to four packed double-precision floating- 
point values in ymm1. 
EVEX.128.F3.0F.WO E6 /r B VIV AVX512VL | Convert 2 packed signed doubleword integers from 
VCVTDQ2PD xmm1 {k1}{Z}, AVX512F xmm2/m64/m32bcst to eight packed double-precision 
xmm2/m64/m32bcst floating-point values in xmm1 with writemask k1. 
EVEX.256.F3.0F.WO0 E6 /r B VIV AVX512VL | Convert 4 packed signed doubleword integers from 
VCVTDQ2PD ymm1 {k1}{2}, AVX512F xmm2/m128/m32bcst to 4 packed double-precision 
xmm2/m128/m32bcst floating-point values in ymm1 with writemask k1. 
EVEX.512.F3.0F.WO0 E6 /r B VIV AVX512F Convert eight packed signed doubleword integers from 
VCVTDQ2PD zmm1 {k1}{Z}, ymm2/m256/m32bcst to eight packed double-precision 
ymm2/m256/m32bcst floating-point values in zmm1 with writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Half ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts two, four or eight packed signed doubleword integers in the source operand (the second operand) to two, 
four or eight packed double-precision floating-point values in the destination operand (the first operand). 


EVEX encoded versions: The source operand can be a YMM/XMM/XMM (low 64 bits) register, a 256/128/64-bit 
memory location or a 256/128/64-bit vector broadcasted from a 32-bit memory location. The destination operand 
is aZMM/YMM/XMM register conditionally updated with writemask k1. Attempt to encode this instruction with EVEX 
embedded rounding is ignored. 

VEX.256 encoded version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is a YMM register. 


VEX.128 encoded version: The source operand is an XMM register or 64- bit memory location. The destination 
operand is a XMM register. The upper Bits (MAXVL-1:128) of the corresponding ZMM register destination are 
zeroed. 


128-bit Legacy SSE version: The source operand is an XMM register or 64- bit memory location. The destination 
operand is an XMM register. The upper Bits (MAXVL-1:128) of the corresponding ZMM register destination are 
unmodified. 


VEX.vvvv and EVEX.vvvv are reserved and must be 1111b, otherwise instructions will #UD. 
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SRC X3 X2 x1 


XO 


DEST X3 X2 x1 


XO 


Figure 3-11. CVTDQ2PD (VEX.256 encoded version) 


Operation 


VCVTDQ2PD (EVEX encoded versions) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 

i:=j* 64 

k:=j* 32 

IF k1[j] OR *no writemask* 

THEN DEST[i+63:i] := 
Convert_Integer_To_Double_Precision_Floating_Point(SRC[k+31:k]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VCVTDQ2PD (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 
i:=j* 64 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
Convert_Integer_To_Double_Precision_Floating_Point(SRC[31:0]) 
ELSE 
DEST[i+63:i] := 
Convert_Integer_To_Double_Precision_Floating_Point(SRC[k+31:k]) 
Fl; 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 


Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VCVTDQ2PD (VEX.256 encoded version) 

DEST[63:0] := Convert_Integer_To_Double_Precision_Floating_Point(SRC[31:0]) 
DEST[1 27:64] := Convert_Integer_To_Double_Precision_Floating_Point(SRC[63:32]) 
DEST[191:128] := Convert_Integer_To_Double_Precision_Floating_Point(SRC[95:64]) 
DEST[255:192] := Convert_Integer_To_Double_Precision_Floating_Point(SRC[1 27:96) 
DEST[MAXVL-1:256] := 0 


VCVTDQ2PD (VEX.128 encoded version) 

DEST[63:0] := Convert_Integer_To_Double_Precision_Floating_Point(SRC[31:0)) 
DEST[1 27:64] := Convert_Integer_To_Double_Precision_Floating_Point(SRC[63:32]) 
DEST[MAXVL-1:128] := 0 


CVTDQ2PD (128-bit Legacy SSE version) 

DEST[63:0] := Convert_Integer_To_Double_Precision_Floating_Point(SRC[31:0]) 
DEST[1 27:64] := Convert_Integer_To_Double_Precision_Floating_Point(SRC[63:32]) 
DEST[MAXVL-1:128] (unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 

VCVTDQ2PD __m512d_mm512_cvtepi32_pd( __m256i a); 

VCVTDQ2PD __m512d_mm512_mask_cvtepi32_pd(_m512ds,___mmask8 k, __m256i a); 
VCVTDQ2PD __m512d_mm512_maskz_cvtepi32_pd(__mmask8 k, __m256i a); 
VCVTDQ2PD __m256d _mm256_cvtepi32_pd (__m128i src); 

VCVTDQ2PD __m256d_mm256_mask_cvtepi32_pd(__m256d s,___ mmask8 k, 
VCVTDQ2PD __m256d __mm256_maskz_cvtepi32_pd(__mmask8 k, __m256i a); 
VCVTDQ2PD __m128d_mm_mask_cvtepi32_pd(__m128d s, __mmask8 k, __m128i a); 
VCVTDQ2PD __m128d __mm_maskz_cvtepi32_pd( ___mmask8 k, __m128i a); 
CVTDQ2PD __m128d __mm_cvtepi32_pd (__m128i src) 


m256i a); 
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Other Exceptions 

VEX-encoded instructions, see Table 2-22, “Type 5 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-51, “Type E5 Class Exception Conditions”. 
Additionally: 

#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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CVTDQ2PS—Convert Packed Doubleword Integers to Packed Single-Precision Floating-Point 


Values 
Opcode Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
NP OF 5B /r A VIV SSE2 Convert four packed signed doubleword integers from 
CVTDQ2PS xmm1, xmm2/m128 xmm2/mem to four packed single-precision floating- 
point values in xmm1. 
VEX.128.0F.WIG 5B /r A VIV AVX Convert four packed signed doubleword integers from 
VCVTDQ2PS xmm1, xmm2/m128 xmm2/mem to four packed single-precision floating- 
point values in xmm1. 
VEX.256.0F.WIG 5B /r A VIN AVX Convert eight packed signed doubleword integers from 
VCVTDQ2PS ymm1, ymm2/m256 ymm2/mem to eight packed single-precision floating- 
point values in ymm1. 
EVEX.128.0F.WO 5B /r B VIV AVX512VL | Convert four packed signed doubleword integers from 
VCVTDQ2PS xmm1 {k1}{Z}, AVX512F xmm2/m128/m32bcst to four packed single-precision 
xmme2/m128/m32bcst floating-point values in xmm1 with writemask k1. 
EVEX.256.0F.WO 5B /r B VIV AVX512VL | Convert eight packed signed doubleword integers from 
VCVTDQ2PS ymm1 {k1}{2Z}, AVX512F ymm2/m256/m32bcst to eight packed single-precision 
ymm2/m256/m32bcst floating-point values in ymm1 with writemask k1. 
EVEX.512.0F.WO 5B /r B VIV AVX512F Convert sixteen packed signed doubleword integers 
VCVTDQ2PS zmm1 {k1}{Z}, from zmm2/m512/m32bcst to sixteen packed single- 
zmm2/m512/m32bcst{er} precision floating-point values in zmm1 with writemask 
k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts four, eight or sixteen packed signed doubleword integers in the source operand to four, eight or sixteen 
packed single-precision floating-point values in the destination operand. 


EVEX encoded versions: The source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion or a 512/256/128-bit vector broadcasted from a 32-bit memory location. The destination operand is a 
ZMM/YMM/XMM register conditionally updated with writemask k1. 


VEX.256 encoded version: The source operand is a YMM register or 256- bit memory location. The destination 
operand is a YMM register. Bits (MAXVL-1:256) of the corresponding register destination are zeroed. 


VEX.128 encoded version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is a XMM register. The upper bits (MAXVL-1:128) of the corresponding register destination are zeroed. 


128-bit Legacy SSE version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is an XMM register. The upper Bits (MAXVL-1:128) of the corresponding register destination are unmodi- 
fied. 


VEX.vvvv and EVEX.vvvv are reserved and must be 1111b, otherwise instructions will #UD. 
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Operation 


VCVTDQ2PS (EVEX encoded versions) when SRC operand is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); ; refer to Table 15-4 in the Intel® 64 and IA-32 Architectures 
Software Developer's Manual, Volume 1 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); ; refer to Table 15-4 in the Intel® 64 and IA-32 Architectures 
Software Developer's Manual, Volume 1 
Fl; 


FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] := 
Convert_Integer_To_Single_Precision_Floating_Point(SRC[i+31:i]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTDQ2PS (EVEX encoded versions) when SRC operand is a memory source 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
Convert_Integer_To_Single_Precision_Floating_Point(SRC[31:0]) 
ELSE 
DEST[i+31:i] := 
Convert_Integer_To_Single_Precision_Floating_Point(SRC[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VCVTDQ2PS (VEX.256 encoded version) 

DEST[31:0] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[31:0]) 
DEST[63:32] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[63:32]) 
DEST[95:64] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[95:64]) 
DEST[1 27:96] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[1 27:96) 
DEST[159:1 28] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[159:128]) 
DEST[191:160] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[191:160]) 
DEST[223:192] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[223:192]) 
DEST[255:224] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[255:224) 
DEST[MAXVL-1:256] := 0 


VCVTDQ2PS (VEX.128 encoded version) 

DEST[31:0] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[31:0]) 
DEST[63:32] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[63:32]) 
DEST[95:64] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[95:64]) 
DEST[1 27:96] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[127z:96) 
DEST[MAXVL-1:128] := 0 


CVTDQ2PS (128-bit Legacy SSE version) 

DEST[31:0] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[31:0]) 
DEST[63:32] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[63:32]) 
DEST[95:64] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[95:64]) 
DEST[1 27:96] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[127z:96) 
DEST[MAXVL-1:128] (unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTDQ2PS __m512 _mm512_cvtepi32_ps(__m512i a); 

VCVTDQ2PS __m512 _mm512_mask_cvtepi32_ps(__m512 s,__ mmask16 k,___m512i a); 
VCVTDQ2PS __m512 _mm512_maskz_cvtepi32_ps(_mmask16 k, __m512i a); 
VCVTDQ2PS __m512_mm512_cvt_roundepi32_ps(_m512i a, int r); 

VCVTDQ2PS __m512 __mm512_mask_cvt_roundepi_ps(__m512 s,__mmask16 k,___m512i a, int r); 
VCVTDQ2PS __m512 _mm512_maskz_cvt_roundepi32_ps(_mmask16 k,___m512ia, int r); 
VCVTDQ2PS __m256 __mm256_mask_cvtepi32_ps(__m256 s,__mmask8 k, __m256i a); 
VCVTDQ2PS __m256 __mm256_maskz_cvtepi32_ps(___mmask8 k, __m256i a); 
VCVTDQ2PS __m128_mm_mask_cvtepi32_ps(__m128 s,___mmask8 k, __m128i a); 
VCVTDQ2PS __m128 _mm_maskz_cvtepi32_ps(_mmask8 k, __m128i a); 

CVTDQ2PS __m256 __mm256_cvtepi32_ps (__m256i src) 

CVTDQ2PS __m128 _mm_cvtepi32_ps (__m128i src) 


SIMD Floating-Point Exceptions 
Precision 


Other Exceptions 

VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
Additionally: 

#UD If VEX.vvvv != 1111B or EVEX.vvvwv != 1111B. 
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CVTPD2DQ—Convert Packed Double-Precision Floating-Point Values to Packed Doubleword 


Integers 
Opcode Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
F2 OF E6 /r A VIV SSE2 Convert two packed double-precision floating-point 
CVTPD2DQ xmm1, xmm2/m128 values in xmm2/mem to two signed doubleword 
integers in xmm1. 
VEX.128.F2.0F.WIG E6 /r A VIV AVX Convert two packed double-precision floating-point 
VCVTPD2DQ xmm1, xmm2/m128 values in xmm2/mem to two signed doubleword 
integers in xmm1. 
VEX.256.F2.0F.WIG E6 /r A VIV AVX Convert four packed double-precision floating-point 
VCVTPD2DQ xmm1, ymm2/m256 values in ymm2/mem to four signed doubleword 
integers in xmm1. 
EVEX.128.F2.0F.W1 E6 /r B VIV AVX512VL | Convert two packed double-precision floating-point 
VCVTPD2DQ xmm1 {k1}{Z}, AVX512F values in xmm2/m128/m64bcst to two signed 
xmm2/m1 28/m64bcst doubleword integers in xmm1 subject to writemask k1. 
EVEX.256.F2.0F.W1 E6 /r B VIV AVX512VL | Convert four packed double-precision floating-point 
VCVTPD2DQ xmm1 {k1}{Z}, AVX512F values in ymm2/m256/m64bcst to four signed 
ymm2/m256/m64bcst doubleword integers in xmm1 subject to writemask k1. 
EVEX.512.F2.0F.W1 E6 /r B VIV AVX512F Convert eight packed double-precision floating-point 
VCVTPD2DQ ymm1 {k1}{Z}, values in zmm2/m512/m64bcst to eight signed 
zmm2/m512/m64bcst{er} doubleword integers in ymm1 subject to writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts packed double-precision floating-point values in the source operand (second operand) to packed signed 
doubleword integers in the destination operand (first operand). 


When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MKCSR 
register or the embedded rounding control bits. If a converted result cannot be represented in the destination 
format, the floating-point invalid exception is raised, and if this exception is masked, the indefinite integer value 
(2“-1, where w represents the number of bits in the destination format) is returned. 


EVEX encoded versions: The source operand is a ZMM/YMM/XMM register, a 512-bit memory location, or a 512-bit 
vector broadcasted from a 64-bit memory location. The destination operand is a ZMM/YMM/XMM register condi- 
tionally updated with writemask k1. The upper bits (MAXVL-1:256/128/64) of the corresponding destination are 
zeroed. 


VEX.256 encoded version: The source operand is a YMM register or 256- bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding ZMM register destination are 
zeroed. 


VEX.128 encoded version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is a XMM register. The upper bits (MAXVL-1:64) of the corresponding ZMM register destination are zeroed. 


128-bit Legacy SSE version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is an XMM register. Bits[127:64] of the destination XMM register are zeroed. However, the upper bits 
(MAXVL-1:128) of the corresponding ZMM register destination are unmodified. 


VEX.vvvv and EVEX.vvvv are reserved and must be 1111b, otherwise instructions will #UD. 
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INSTRUCTION SET REFERENCE, A-L 


SRC X3 X2 x1 XO 


DEST 0 X3 X2 X1 XO 


Figure 3-12. VCVTPD2DQ (VEX.256 encoded version) 


Operation 


VCVTPD2DQ (EVEX encoded versions) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 


FOR j := 0 TO KL-1 
i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
Convert_Double_Precision_Floating_Point_To_Integer(SRC[k+63:k]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0 
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INSTRUCTION SET REFERENCE, A-L 


VCVTPD2DQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j:=0 TO KL-1 


i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
Convert_Double_Precision_Floating_Point_To_Integer(SRC[63:0]) 
ELSE 
DEST[i+31:i] := 
Convert_Double_Precision_Floating_Point_To_Integer(SRC[k+63:k]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0 


VCVTPD2DQ (VEX.256 encoded version) 

DEST[31:0] := Convert_Double_Precision_Floating_Point_To_Integer(SRC[63:0]) 
DEST[63:32] := Convert_Double_Precision_Floating_Point_To_Integer(SRC[127:64]) 
DEST[95:64] := Convert_Double_Precision_Floating_Point_To_Integer(SRC[191:128]) 
DEST[1 27:96] := Convert_Double_Precision_Floating_Point_To_Integer(SRC[255:192) 
DEST[MAXVL-1:128] := 0 


VCVTPD2DQ (VEX.128 encoded version) 

DEST[31:0] := Convert_Double_Precision_Floating_Point_To_Integer(SRC[63:0]) 
DEST[63:32] := Convert_Double_Precision_Floating_Point_To_Integer(SRC[127:64]) 
DEST[MAXVL-1:64] := 0 


CVTPD2DQ (128-bit Legacy SSE version) 

DEST[31:0] := Convert_Double_Precision_Floating_Point_To_Integer(SRC[63:0]) 
DEST[63:32] := Convert_Double_Precision_Floating_Point_To_Integer(SRC[127:64]) 
DEST[127:64] := 0 

DEST[MAXVL-1:128] (unmodified) 
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Intel C/C++ Compiler Intrinsic Equivalent 


VCVTPD2DQ 


m256i 


mm512 


cvtpd_epi32( 


VCVTPD2DQ 


m256i 


mm512 


mask_cvtpd_epi32( 


VCVTPD2DQ 


m256i 


mm512 


maskz_cvtpd_epi32( 


m512d a); 
m256is, 


VCVTPD2DQ 


m256i 


mm512 


cvt_roundpd_epi32( 


m512d a, int r); 


VCVTPD2DQ 


m256i 


mm512 


mask_cvt_roundpd_epi32( 


VCVTPD2DQ 


m256i 


mm512 


maskz_cvt_roundpd_epi32( 


VCVTPD2DQ 


m128i 


mm256 


mask_cvtpd_epi32( 


VCVTPD2DQ 


m128i 


mm256 


maskz_cvtpd_epi32( 


VCVTPD2DQ 


m128i 


mm_mask_cvtpd_epi32( 


VCVTPD2DQ 


m128i 


mm_maskz_cvtpd_epi32( 


VCVTPD2DQ 


m1 28i 


mm256_cvtpd_epi32 (__m256d src) 


CVTPD2DQ __m128i__mm_cvtpd_epi32 ( 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
See Table 2-19, “Type 2 Class Exception Conditions”. 


EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 


Additionally: 
#UD 


m128d src) 


mmask8 k, 
mmask8 k,__m512d a); 


m128d a); 


m512d a); 


m256is,__ mmask8 k,__m512d a, int r); 
mmask8 k, 
m128is,__mmask8 k,__ m256d a); 
mmask8 k,___m256d a); 
m128is,__mmask8 k,__m128d a); 
mmask8 k, 


m512d a, int r); 


If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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CVTPD2PI—Convert Packed Double-Precision FP Values to Packed Dword Integers 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En Mode Feature 
Support | Flag 
66 OF 2D /r RM VIV SSE2 Convert two packed double-precision floating- 
CVTPD2PI mm, xmm/m128 point values from xmm/m128 to two packed 
signed doubleword integers in mm. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts two packed double-precision floating-point values in the source operand (second operand) to two packed 
signed doubleword integers in the destination operand (first operand). 


The source operand can be an XMM register or a 128-bit memory location. The destination operand is an MMX tech- 
nology register. 


When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MKCSR 
register. If a converted result is larger than the maximum signed doubleword integer, the floating-point invalid 
exception is raised, and if this exception is masked, the indefinite integer value (80000000H) is returned. 


This instruction causes a transition from x87 FPU to MMX technology operation (that is, the x87 FPU top-of-stack 
pointer is set to 0 and the x87 FPU tag word is set to all Os [valid]). If this instruction is executed while an x87 FPU 
floating-point exception is pending, the exception is handled before the CVTPD2PI instruction is executed. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 
Operation 


DEST[31:0] := Convert_Double_Precision_Floating_Point_To_Integer32(SRC[63:0)); 
DEST[63:32] := Convert_Double_Precision_Floating_Point_To_Integer32(SRC[127:64)); 


Intel C/C++ Compiler Intrinsic Equivalent 
CVTPD1PI: m64 _mm_cvtpd_pi32(__m128d a) 


SIMD Floating-Point Exceptions 
Invalid, Precision. 


Other Exceptions 


See Table 21-4, “Exception Conditions for Legacy SIMD/MMX Instructions with FP Exception and 16-Byte Align- 
ment” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3B. 


3-270 Vol. 2A CVTPD2Pl—Convert Packed Double-Precision FP Values to Packed Dword Integers 


INSTRUCTION SET REFERENCE, A-L 


CVTPD2PS—Convert Packed Double-Precision Floating-Point Values to Packed Single-Precision 
Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 

66 OF 5A /r A VIV SSE2 Convert two packed double-precision floating-point 

CVTPD2PS xmm1, xmm2/m128 values in xmm2/mem to two single-precision 
floating-point values in xmm1. 

VEX.128.66.0F.WIG 5A /r A VIV AVX Convert two packed double-precision floating-point 

VCVTPD2PS xmm1, xmm2/m128 values in xmm2/mem to two single-precision 
floating-point values in xmm1. 

VEX.256.66.0F.WIG 5A /r A VIV AVX Convert four packed double-precision floating-point 

VCVTPD2PS xmm1, ymm2/m256 values in ymm2/mem to four single-precision 
floating-point values in xmm1. 

EVEX.128.66.0F.W1 5A /r B VIV AVX512VL | Convert two packed double-precision floating-point 

VCVTPD2PS xmm1 {k1}{Z}, AVX512F values in xmm2/m128/m64bcst to two single- 

xmm2/m128/m64bcst precision floating-point values in xmm1 with 
writemask k1. 

EVEX.256.66.0F.W1 5A /r B VIV AVX512VL | Convert four packed double-precision floating-point 

VCVTPD2PS xmm1 {k1}{Z}, AVX512F values in ymm2/m256/m64bcst to four single- 

ymm2/m256/m64bcst precision floating-point values in xmm1 with 
writemask k1. 

EVEX.512.66.0F.W1 5A /r B VIV AVX512F Convert eight packed double-precision floating-point 

VCVTPD2PS ymm1 {k1}{Z}, values in zmm2/m512/m64bcst to eight single- 

zmm2/m512/m64bcst{er} precision floating-point values in ymm1 with 
writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts two, four or eight packed double-precision floating-point values in the source operand (second operand) 
to two, four or eight packed single-precision floating-point values in the destination operand (first operand). 


When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MXCSR 
register or the embedded rounding control bits. 


EVEX encoded versions: The source operand is aZMM/YMM/XMM register, a 512/256/128-bit memory location, or 
a 512/256/128-bit vector broadcasted from a 64-bit memory location. The destination operand is a 
YMM/XMM/XMM (low 64-bits) register conditionally updated with writemask k1. The upper bits (MAXVL- 
1:256/128/64) of the corresponding destination are zeroed. 


VEX.256 encoded version: The source operand is a YMM register or 256- bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding ZMM register destination are 
zeroed. 


VEX.128 encoded version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is a XMM register. The upper bits (MAXVL-1:64) of the corresponding ZMM register destination are zeroed. 


128-bit Legacy SSE version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is an XMM register. Bits[127:64] of the destination XMM register are zeroed. However, the upper Bits 
(MAXVL-1:128) of the corresponding ZMM register destination are unmodified. 


VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 
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INSTRUCTION SET REFERENCE, A-L 


SRC X3 X2 x1 x0 


DEST 0 X3 X2 X1 X0 


Figure 3-13. VCVTPD2PS (VEX.256 encoded version) 


Operation 


VCVTPD2PS (EVEX encoded version) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 


FOR j := 0 TO KL-1 
i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
DEST[i+31:i] := Convert_Double_Precision_Floating_Point_To_Single_Precision_Floating_Point(SRC[k+63:k]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 


Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL/2] := 0 
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VCVTPD2PS (EVEX encoded version) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


INSTRUCTION SET REFERENCE, A-L 


i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] :=Convert_Double_Precision_Floating_Point_To_Single_Precision_Floating_Point(SRC[63:0]) 
ELSE 
DEST[i+31:i] := Convert_Double_Precision_Floating_Point_To_Single_Precision_Floating_Point(SRC[k+63:k]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0 


VCVTPD2PS (VEX.256 encoded version) 

DEST[31:0] := Convert_Double_Precision_To_Single_Precision_Floating_Point(SRC[63:0]) 
DEST[63:32] := Convert_Double_Precision_To_Single_Precision_Floating_Point(SRC[1 27:64]) 
DEST[95:64] := Convert_Double_Precision_To_Single_Precision_Floating_Point(SRC[191:128)) 
DEST[1 27:96] := Convert_Double_Precision_To_Single_Precision_Floating_Point(SRC[255:192) 
DEST[MAXVL-1:128] := 0 


VCVTPD2PS (VEX.128 encoded version) 

DEST[31:0] := Convert_Double_Precision_To_Single_Precision_Floating_Point(SRC[63:0]) 
DEST[63:32] := Convert_Double_Precision_To_Single_Precision_Floating_Point(SRC[1 27:64) 
DEST[MAXVL-1:64] := 0 


CVTPD2PS (128-bit Legacy SSE version) 

DEST[31:0] := Convert_Double_Precision_To_Single_Precision_Floating_Point(SRC[63:0]) 
DEST[63:32] := Convert_Double_Precision_To_Single_Precision_Floating_Point(SRC[1 27:64}]) 
DEST[127:64] := 0 

DEST[MAXVL-1:128] (unmodified) 
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INSTRUCTION SET REFERENCE, A-L 


Intel C/C++ Compiler Intrinsic Equivalent 


mmask8 k,___m512d a); 


mm512_mask_cvt_roundpd_ps(__m256 s,__mmask8 k,___m512d a, int r); 


m512d a, int r); 


mm256_mask_cvtpd_ps(__m128s,__mmask8 k,__ m256d a); 


m256d a); 


mm_mask_cvtpd_ps(__m128s,__mmask8 k,__m128d a); 


VCVTPD2PS __m256_mm512_cvtpd_ps(__m512d a); 

VCVTPD2PS __m256 _mm512_mask_cvtpd_ps(__m256 s, 
VCVTPD2PS __m256 _mm512_maskz_cvtpd_ps(__ mmask8 k,___m512d a); 
VCVTPD2PS __m256 _mm512_cvt_roundpd_ps(_m512d a, int r); 
VCVTPD2PS __m256 

VCVTPD2PS __m256 _mm512_maskz_cvt_roundpd_ps(__mmask8 k, 
VCVTPD2PS __m128 

VCVTPD2PS __m128 _mm256_maskz_cvtpd_ps(__mmask8 k, 
VCVTPD2PS __m128 

VCVTPD2PS __m128 _mm_maskz_cvtpd_ps(___mmask8 k,___m128d a); 
VCVTPD2PS __m128 _mm256_cvtpd_ps (__m256d a) 


CVTPD2PS __m128_mm_cvtpd_ps (__m128d a) 


SIMD Floating-Point Exceptions 
Invalid, Precision, Underflow, Overflow, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 


EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 


Additionally: 
#UD 
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If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 


CVTPD2PS—Convert Packed Double-Precision Floating-Point Values to Packed Single-Precision Floating-Point Values 


INSTRUCTION SET REFERENCE, A-L 


CVTPI2PD—Convert Packed Dword Integers to Packed Double-Precision FP Values 


Opcode/ Op/ | 64-Bit Compat/ |Description 
Instruction En |Mode Leg Mode 
66 OF 2A /r RM_ | Valid Valid Convert two packed signed doubleword 


integers from mm/mem64 to two packed 


CVTPI2PD xmm, mm/m64* 
double-precision floating-point values in xmm. 


NOTES: 
*Operation is different for different operand sets; see the Description section. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts two packed signed doubleword integers in the source operand (second operand) to two packed double- 
precision floating-point values in the destination operand (first operand). 


The source operand can be an MMX technology register or a 64-bit memory location. The destination operand is an 
XMM register. In addition, depending on the operand configuration: 


¢ For operands xmm, mm: the instruction causes a transition from x87 FPU to MMX technology operation (that 
is, the x87 FPU top-of-stack pointer is set to 0 and the x87 FPU tag word is set to all Os [valid]). If this 
instruction is executed while an x87 FPU floating-point exception is pending, the exception is handled before 
the CVTPI2PD instruction is executed. 

¢ For operands xmm, m64: the instruction does not cause a transition to MMX technology and does not take 
x87 FPU exceptions. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 


Operation 


DEST[63:0] := Convert_Integer_To_Double_Precision_Floating_Point(SRC[3 1:0)); 
DEST[1 27:64] := Convert_Integer_To_Double_Precision_Floating_Point(SRC[63:32)); 


Intel C/C++ Compiler Intrinsic Equivalent 
CVTPI2PD: m128d_mm_cvtpi32_pd(__m64 a) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 21-6, “Exception Conditions for Legacy SIMD/MMxX Instructions with XMM and without FP Exception” in 
the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3B. 
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INSTRUCTION SET REFERENCE, A-L 


CVTPIZ2PS—Convert Packed Dword Integers to Packed Single-Precision FP Values 


Opcode/ Op/ | 64-Bit Compat/ |Description 

Instruction En |Mode Leg Mode 

NP OF 2A /r RM_ | Valid Valid Convert two signed doubleword integers 

CVTPIZ2PS xmm, mm/m64 from mm/m64 to two single-precision 
floating-point values in xmm. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


Converts two packed signed doubleword integers in the source operand (second operand) to two packed single- 
precision floating-point values in the destination operand (first operand). 


The source operand can be an MMX technology register or a 64-bit memory location. The destination operand is an 
XMM register. The results are stored in the low quadword of the destination operand, and the high quadword 
remains unchanged. When a conversion is inexact, the value returned is rounded according to the rounding control 
bits in the MXCSR register. 


This instruction causes a transition from x87 FPU to MMX technology operation (that is, the x87 FPU top-of-stack 
pointer is set to 0 and the x87 FPU tag word is set to all Os [valid]). If this instruction is executed while an x87 FPU 
floating-point exception is pending, the exception is handled before the CVTPI2PS instruction is executed. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 


Operation 


DEST[31:0] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[31:0)); 
DEST[63:32] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[63:32]); 
(* High quadword of destination unchanged *) 


Intel C/C++ Compiler Intrinsic Equivalent 


CVTPI2PS: m128_mm_cvtpi32_ps(__m128 a,__m64 b) 


SIMD Floating-Point Exceptions 
Precision 


Other Exceptions 


See Table 21-5, “Exception Conditions for Legacy SIMD/MMX Instructions with XMM and FP Exception” in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3B. 
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INSTRUCTION SET REFERENCE, A-L 


CVTPS2DQ—Convert Packed Single-Precision Floating-Point Values to Packed Signed 
Doubleword Integer Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
66 OF 5B /r A VIV SSE2 Convert four packed single-precision floating-point values 
CVTPS2DQ xmm1, xmm2/m128 from xmm2/mem to four packed signed doubleword 
values in xmm1. 
VEX.128.66.0F.WIG 5B /r A VIV AVX Convert four packed single-precision floating-point values 
VCVTPS2DQ xmm1, xmm2/m128 from xmm2/mem to four packed signed doubleword 
values in xmm1. 
VEX.256.66.0F.WIG 5B /r A VIV AVX Convert eight packed single-precision floating-point values 
VCVTPS2DQ ymm1, ymm2/m256 from ymm2/mem to eight packed signed doubleword 
values in ymm1. 
EVEX.128.66.0F.WO 5B /r B VIV AVX512VL | Convert four packed single precision floating-point values 
VCVTPS2DQ xmm1 {k1}{Z}, AVX512F from xmm2/m128/m32bcst to four packed signed 
xmme2/m128/m32bcst doubleword values in xmm1 subject to writemask k1. 
EVEX.256.66.0F.WO 5B /r B VIV AVX512VL | Convert eight packed single precision floating-point values 
VCVTPS2DQ ymm1 {k1}{2}, AVX512F from ymm2/m256/m32bcst to eight packed signed 
ymm2/m256/m32bcst doubleword values in ymm1 subject to writemask k1. 
EVEX.512.66.0F.WO 5B /r B VIV AVX512F Convert sixteen packed single-precision floating-point 
VCVTPS2DQ zmm1 {k1}{Z}, values from zmm2/m512/m32bcst to sixteen packed 
zmm2/m51 2/m32bcst{er} signed doubleword values in zmm1 subject to writemask 
k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts four, eight or sixteen packed single-precision floating-point values in the source operand to four, eight or 
sixteen signed doubleword integers in the destination operand. 


When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MKCSR 
register or the embedded rounding control bits. If a converted result cannot be represented in the destination 
format, the floating-point invalid exception is raised, and if this exception is masked, the indefinite integer value 
(2-1, where w represents the number of bits in the destination format) is returned. 


EVEX encoded versions: The source operand is a ZMM register, a 512-bit memory location or a 512-bit vector 
broadcasted from a 32-bit memory location. The destination operand is a ZMM register conditionally updated with 
writemask k1. 


VEX.256 encoded version: The source operand is a YMM register or 256- bit memory location. The destination 
operand is a YMM register. The upper bits (MAXVL-1:256) of the corresponding ZMM register destination are 
zeroed. 


VEX.128 encoded version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is a XMM register. The upper bits (MAXVL-1:128) of the corresponding ZMM register destination are 
zeroed. 


128-bit Legacy SSE version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding ZMM register destination are 
unmodified. 


VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 
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Operation 


VCVTPS2DQ (encoded versions) when src operand is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 


FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] := 
Convert_Single_Precision_Floating_Point_To_Integer(SRC[i+31 :i]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTPS2DQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j:=0TO15 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
Convert_Single_Precision_Floating_Point_To_Integer(SRC[3 1:0) 
ELSE 
DEST[i+31:i] := 
Convert_Single_Precision_Floating_Point_To_Integer(SRC[i+31 :i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VCVTPS2DQ (VEX.256 encoded version) 

DEST[31:0] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[31:0]) 
DEST[63:32] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[63:32]) 
DEST[95:64] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[95:64]) 
DEST[1 27:96] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[1 27:96) 
DEST[159:1 28] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[159:128] 
DEST[191:160] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[191:160] 
DEST[223:192] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[223:192] 
DEST[255:224] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[255:224] 


a) 


VCVTPS2DQ (VEX.128 encoded version) 

DEST[31:0] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[31:0]) 
DEST[63:32] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[63:32]) 
DEST[95:64] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[95:64]) 
DEST[1 27:96] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[127:96]) 
DEST[MAXVL-1:128] := 0 


CVTPS2DQ (128-bit Legacy SSE version) 

DEST[31:0] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[31:0]) 
DEST[63:32] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[63:32]) 
DEST[95:64] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[95:64]) 
DEST[1 27:96] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[127:96]) 
DEST[MAXVL-1:128] (unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTPS2DQ __m512i_mm512_cvtps_epi32(__m512 a); 

VCVTPS2DQ __m512i_mm512_mask_cvtps_epi32(__m512is,__mmask16 k, 
VCVTPS2DQ __m512i__mm512_maskz_cvtps_epi32(__mmask16 k,___m512 a); 

VCVTPS2DQ __m512i__mm512_cvt_roundps_epi32(__m512 a, int r); 

VCVTPS2DQ __m512i __mm512_mask_cvt_roundps_epi32(__m512i s,__ mmask16 k,__m512 a, int r); 
VCVTPS2DQ __m512i__mm512_maskz_cvt_roundps_epi32(__mmask16 k,__m512 a, int r); 
VCVTPS2DQ __m256i _mm256_mask_cvtps_epi32(__m256i s, __ mmask8 k, __m256 a); 
VCVTPS2DQ __m256i __mm256_maskz_cvtps_epi32(__mmask8 k, __m256 a); 

VCVTPS2DQ __m128i _mm_mask_cvtps_epi32(__m128i s,__mmask8 k, __m128 a); 

VCVTPS2DQ __m128i _mm_maskz_cvtps_epi32(__mmask8 k, __m128 a); 

VCVTPS2DQ __ m256i __mm256_cvtps_epi32 (__m256 a) 

CVTPS2DQ __m128i __mm_cvtps_epi32 (__m128 a) 


m512 a); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 

VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
Additionally: 

#UD If VEX.vvvv != 1111B or EVEX.vvwv != 11118. 
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CVTPS2PD—Convert Packed Single-Precision Floating-Point Values to Packed Double-Precision 
Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
NP OF 5A /r A VIV SSE2 Convert two packed single-precision floating-point values in 
CVTPS2PD xmm1, xmm2/m64 xmm2/m64 to two packed double-precision floating-point 
values in xmm1. 
VEX.128.0F.WIG 5A /r A VIV AVX Convert two packed single-precision floating-point values in 
VCVTPS2PD xmm1, xmm2/m64 xmm2/m64 to two packed double-precision floating-point 
values in xmm1. 
VEX.256.0F.WIG 5A /r A VIV AVX Convert four packed single-precision floating-point values 
VCVTPS2PD ymm1, xmm2/m128 in xmm2/m128 to four packed double-precision floating- 
point values in ymm1. 
EVEX.128.0F.WO 5A /r B VV AVX512VL_ | Convert two packed single-precision floating-point values in 
VCVTPS2PD xmm1 {k1}{Z}, AVX512F xmm2/m64/m32bcst to packed double-precision floating- 
xmm2/m64/m32bcst point values in xmm1 with writemask k1. 
EVEX.256.0F.WO 5A /r B VIV AVX512VL_ | Convert four packed single-precision floating-point values 
VCVTPS2PD ymm1 {k1}{Z}, in xmm2/m128/m32bcst to packed double-precision 
xmme2/m1 28/m32bcst floating-point values in ymm1 with writemask k1. 
EVEX.512.0F.WO 5A /r B VIV AVX512F Convert eight packed single-precision floating-point values 
VCVTPS2PD zmm1 {k1}{z}, in ymm2/m256/b32bcst to eight packed double-precision 
ymm2/m256/m3 2bcst{sae} floating-point values in zmm1 with writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Half ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts two, four or eight packed single-precision floating-point values in the source operand (second operand) to 
two, four or eight packed double-precision floating-point values in the destination operand (first operand). 

EVEX encoded versions: The source operand is a YMM/XMM/XMM (low 64-bits) register, a 256/128/64-bit memory 
location or a 256/128/64-bit vector broadcasted from a 32-bit memory location. The destination operand is a 
ZMM/YMM/XMM register conditionally updated with writemask k1. 


VEX.256 encoded version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is a YMM register. Bits (MAXVL-1:256) of the corresponding destination ZMM register are zeroed. 


VEX.128 encoded version: The source operand is an XMM register or 64- bit memory location. The destination 
operand is a XMM register. The upper Bits (MAXVL-1:128) of the corresponding ZMM register destination are 
zeroed. 

128-bit Legacy SSE version: The source operand is an XMM register or 64- bit memory location. The destination 
operand is an XMM register. The upper Bits (MAXVL-1:128) of the corresponding ZMM register destination are 
unmodified. 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 
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SRC X3 X2 x1 XO 


DEST X3 X2 x1 XO 


Figure 3-14. CVTPS2PD (VEX.256 encoded version) 


Operation 


VCVTPS2PD (EVEX encoded versions) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 

i:=j* 64 

k:=j* 32 

IF k1[j] OR *no writemask* 

THEN DEST[i+63:i] := 
Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC[k+31:k]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTPS2PD (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 
i:=j* 64 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC[31:0]) 
ELSE 
DEST[i+63:i] := 
Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC[k+31:k]) 
Fl; 
ELSE 
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IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTPS2PD (VEX.256 encoded version) 

DEST[63:0] := Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC[31:0]) 
DEST[1 27:64] := Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC[63:32]) 
DEST[191:128] := Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC[95:64})) 
DEST[255:192] := Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC[1 27:96) 
DEST[MAXVL-1:256] := 0 


VCVTPS2PD (VEX.128 encoded version) 

DEST[63:0] := Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC[3 1:0]) 
DEST[1 27:64] := Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC[63:32]) 
DEST[MAXVL-1:128] := 0 


CVTPS2PD (128-bit Legacy SSE version) 

DEST[63:0] := Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC[31:0]) 
DEST[127:64] := Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC[63:32]) 
DEST[MAXVL-1:1 28] (unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTPS2PD __m512d_mm512_cvtps_pd(__m256 a); 

VCVTPS2PD __m512d_mm512_mask_cvtps_pd(__m512ds,__ mmask8 k, 
VCVTPS2PD __m512d_mm512_maskz_cvtps_pd(__mmask8 k,___m256 a); 

VCVTPS2PD __m512d_mm512_cvt_roundps_pd(__m256 a, int sae); 

VCVTPS2PD __m512d_mm512_mask_cvt_roundps_pd(__m512ds,__mmask8 k,___m256 a, int sae); 
VCVTPS2PD __m512d_mm512_maskz_cvt_roundps_pd(__mmask8 k, __m256 a, int sae); 
VCVTPS2PD __m256d __mm256_mask_cvtps_pd(__m256d s,__ mmask8 k,___m128 a); 

VCVTPS2PD __m256d _mm256_maskz_cvtps_pd(__mmask8 k, __m128a); 

VCVTPS2PD __m128d_mm_mask_cvtps_pd(__m128ds,__ mmask8 k,___m128 a); 

VCVTPS2PD __m128d _mm_maskz_cvtps_pd(__mmask8 k, __m128 a); 

VCVTPS2PD __m256d_mm256_cvtps_pd (__m128 a) 

CVTPS2PD __m128d_mm_cvtps_pd (__m128 a) 


m256 a); 


SIMD Floating-Point Exceptions 
Invalid, Denormal 


Other Exceptions 

VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
Additionally: 

#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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CVTPS2PI—Convert Packed Single-Precision FP Values to Packed Dword Integers 


Opcode/ Op/ | 64-Bit Compat/ |Description 

Instruction En |Mode Leg Mode 

NP OF 2D /r RM | Valid Valid Convert two packed single-precision floating- 

CVTPS2PI mm, xmm/m64 point values from xmm/m64 to two packed 
signed doubleword integers in mm. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts two packed single-precision floating-point values in the source operand (second operand) to two packed 
signed doubleword integers in the destination operand (first operand). 


The source operand can be an XMM register or a 128-bit memory location. The destination operand is an MMX tech- 
nology register. When the source operand is an XMM register, the two single-precision floating-point values are 
contained in the low quadword of the register. When a conversion is inexact, the value returned is rounded 
according to the rounding control bits in the MXCSR register. If a converted result is larger than the maximum 
signed doubleword integer, the floating-point invalid exception is raised, and if this exception is masked, the indef- 
inite integer value (8O000000H) is returned. 


CVTPS2PI causes a transition from x87 FPU to MMX technology operation (that is, the x87 FPU top-of-stack pointer 
is set to 0 and the x87 FPU tag word is set to all Os [valid]). If this instruction is executed while an x87 FPU floating- 
point exception is pending, the exception is handled before the CVTPS2PI instruction is executed. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 


Operation 


DEST[31:0] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[31:0)); 
DEST[63:32] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[63:32)); 


Intel C/C++ Compiler Intrinsic Equivalent 
CVTPS2PI: m64 _mm_cvtps_pi32(__m128 a) 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 


See Table 21-5, “Exception Conditions for Legacy SIMD/MMX Instructions with XMM and FP Exception” in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3B. 
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CVTSD2SI—Convert Scalar Double-Precision Floating-Point Value to Doubleword Integer 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F2 OF 2D /r A VV SSE2 Convert one double-precision floating-point value from 
CVTSD2SI r32, xmm1/m64 xmm1/m64 to one signed doubleword integer r32. 
F2 REX.W OF 2D /r A VIN.E. SSE2 Convert one double-precision floating-point value from 
CVTSD2SI r64, xmm1/m64 xmm1/m64 to one signed quadword integer sign- 
extended into r64. 
VEX.LIG.F2.0F.WO 2D /r A VV AVX Convert one double-precision floating-point value from 
VCVTSD2SI r32, xmm1/m64 xmm1/m64 to one signed doubleword integer r32. 
VEX.LIG.F2.0F.W1 2D /r A VIN.E.2 AVX Convert one double-precision floating-point value from 
VCVTSD2SI r64, xmm1/m64 xmm1/m64 to one signed quadword integer sign- 
extended into r64. 
EVEX.LLIG.F2.0F.WO 2D /r B VIV AVX512F Convert one double-precision floating-point value from 
VCVTSD2SI r32, xmm1/m64{er} xmm1/m64 to one signed doubleword integer r32. 
EVEX.LUIG.F2.0F.W1 2D /r B VINE.2 AVX512F Convert one double-precision floating-point value from 
VCVTSD2SI r64, xmm1/m64{er} xmm1/m64 to one signed quadword integer sign- 
extended into r64. 


NOTES: 


1. Software should ensure VCVTSD2SI is encoded with VEX.L=0. Encoding VCVTSD2SI with VEX.L=1 may 
encounter unpredictable behavior across different processor generations. 


2. VEX.W1/EVEX.W1 in non-64 bit is ignored; the instructions behaves as if the WO version is used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Tuple1 Fixed ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts a double-precision floating-point value in the source operand (the second operand) to a signed double- 
word integer in the destination operand (first operand). The source operand can be an XMM register or a 64-bit 
memory location. The destination operand is a general-purpose register. When the source operand is an XMM 
register, the double-precision floating-point value is contained in the low quadword of the register. 


When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MKCSR 


register. 


If a converted result exceeds the range limits of signed doubleword integer (in non-64-bit modes or 64-bit mode 
with REX.W/VEX.W/EVEX.W=0), the floating-point invalid exception is raised, and if this exception is masked, the 
indefinite integer value (80000000H) is returned. 


If a converted result exceeds the range limits of signed quadword integer (in 64-bit mode and 
REX.W/VEX.W/EVEX.W = 1), the floating-point invalid exception is raised, and if this exception is masked, the 
indefinite integer value (80000000_00000000H) is returned. 


Legacy SSE instruction: Use of the REX.W prefix promotes the instruction to produce 64-bit data in 64-bit mode. 
See the summary chart at the beginning of this section for encoding data and limits. 


Note: VEX.vvvv and EVEX.vvvwv are reserved and must be 1111b, otherwise instructions will #UD. 


Software should ensure VCVTSD2SI is encoded with VEX.L=0. Encoding VCVTSD2SI with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 
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Operation 


VCVTSD2SI (EVEX encoded version) 
IF SRC *is register* AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 

IF 64-Bit Mode and OperandSize = 64 
THEN DEST[63:0] := Convert_Double_Precision_Floating_Point_To_Integer(SRC[63:0)); 
ELSE DEST[31:0] := Convert_Double_Precision_Floating_Point_To_Integer(SRC[63:0)); 


Fl 


(V)CVTSD2SI 
IF 64-Bit Mode and OperandSize = 64 
THEN 
DEST[63:0] := Convert_Double_Precision_Floating_Point_To_Integer(SRC[63:0)); 
ELSE 
DEST[31:0] := Convert_Double_Precision_Floating_Point_To_Integer(SRC[63:0)); 


Fl; 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTSD2SI int __mm_cvtsd_i32(__m1 28d); 

VCVTSD2SI int __mm_cvt_roundsd_i32(__m1 28d, int r); 
VCVTSD2SI __int64 __mm_cvtsd_i64(__m128d); 
VCVTSD2SI __int64 _mm_cvt_roundsd_i64(__m128d, int r); 
CVTSD2SI __int64 __mm_cvtsd_si64(__m128d); 

CVTSD2SI int __mm_cvtsd_si32(__m128d a) 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 


Additionally: 
#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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Ui 


EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions” 
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CVTSD2SS—Convert Scalar Double-Precision Floating-Point Value to Scalar Single-Precision 
Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F2 OF SA/r A VIV SSE2 Convert one double-precision floating-point value in 
CVTSD2SS xmm1, xmm2/m64 xmm2/m64 to one single-precision floating-point value 
inxmm1. 
VEX.LIG.F2.0F.WIG 5A /r B VIV AVX Convert one double-precision floating-point value in 
VCVTSD2SS xmm1,xmme2, xmm3/m64 to one single-precision floating-point value 
xmm3/m64 and merge with high bits in xmme. 
EVEX.LLIG.F2.0F.W1 5A /r C VIV AVX512F Convert one double-precision floating-point value in 
VCVTSD2SS xmm1 {k1}{z}, xmm2, xmm3/m64 to one single-precision floating-point value 
xmm3/m64{er} and merge with high bits in xmm2 under writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 


Description 


Converts a double-precision floating-point value in the “convert-from” source operand (the second operand in SSE2 
version, otherwise the third operand) to a single-precision floating-point value in the destination operand. 


When the “convert-from” operand is an XMM register, the double-precision floating-point value is contained in the 
low quadword of the register. The result is stored in the low doubleword of the destination operand. When the 
conversion is inexact, the value returned is rounded according to the rounding control bits in the MXCSR register. 


128-bit Legacy SSE version: The “convert-from” source operand (the second operand) is an XMM register or 
memory location. Bits (MAXVL-1:32) of the corresponding destination register remain unchanged. The destination 
operand is an XMM register. 


VEX.128 and EVEX encoded versions: The “convert-from” source operand (the third operand) can be an XMM 
register or a 64-bit memory location. The first source and destination operands are XMM registers. Bits (127:32) of 
the XMM register destination are copied from the corresponding bits in the first source operand. Bits (MAXVL- 
1:128) of the destination register are zeroed. 


EVEX encoded version: the converted result in written to the low doubleword element of the destination under the 
writemask. 


Software should ensure VCVTSD2SS is encoded with VEX.L=0. Encoding VCVTSD2SS with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 
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Operation 


VCVTSD2SS (EVEX encoded version) 
IF (SRC2 *is register*) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 

IF k1[0] or *no writemask* 
THEN 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 

Fl; 

DEST[1 27:32] := SRC1[127:32] 

DEST[MAXVL-1:128] := 0 


VCVTSD2SS (VEX.128 encoded version) 

DEST[31:0] := Convert_Double_Precision_To_Single_Precision_Floating_Point(SRC2[63:0)); 
DEST[1 27:32] := SRC1[127:32] 

DEST[MAXVL-1:128] := 0 


CVTSD2SS (128-bit Legacy SSE version) 
DEST[31:0] := Convert_Double_Precision_To_Single_Precision_Floating_Point(SRC[63:0)); 
(* DEST[MAXVL-1:32] Unmodified *) 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTSD2SS __m128 _mm_mask_cvtsd_ss(__m128s,__mmask8 k,__m128 a,__m128d b); 
VCVTSD2SS __m128 _mm_maskz_cvtsd_ss(__ mmask8 k,___m128 a,__m128d b); 
VCVTSD2SS __m128 _mm_cvt_roundsd_ss(__m128 a,__m128d 5, int r); 

VCVTSD2SS __m128 __mm_mask_cvt_roundsd_ss( 
VCVTSD2SS __m128 __mm_maskz_cvt_roundsd_ss(__mmask8 k, 
CVTSD2SS __m128_mm_cvtsd_ss(__m128 a,___m128d b) 


m128 a, 


m1 28d b, int r); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
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DEST[31:0] := Convert_Double_Precision_To_Single_Precision_Floating_Point(SRC2[63:0)); 


mi28s,__mmask8 k,__m128 a,__m128db, int r); 
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CVTSI2SD—Convert Doubleword Integer to Scalar Double-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F2 OF 2A/r A VV SSE2 Convert one signed doubleword integer from 


CVTSI2SD xmm1, r32/m32 r32/m32 to one double-precision floating-point 


value in xmm1. 

Convert one signed quadword integer from r/m64 
to one double-precision floating-point value in 
xmm1. 

Convert one signed doubleword integer from 
r/m32 to one double-precision floating-point 
value in xmm1. 


F2 REX.W OF 2A /r A VIN.E. SSE2 
CVTSI2SD xmm1, r/m64 


VEX.LIG.F2.0F.WO 2A /r B VIV AVX 
VCVTSI2SD xmm1, xmm2z, r/m32 


VEX.LIG.F2.0F.W1 2A /r B VINE." AVX Convert one signed quadword integer from r/m64 

VCVTSI2SD xmm1, xmm2, r/m64 to one double-precision floating-point value in 
xmm1. 

EVEX.LLIG.F2.0F.WO 2A /r C VIV AVX512F Convert one signed doubleword integer from 

VCVTSI2SD xmm1, xmm2z, r/m32 r/m32 to one double-precision floating-point 
value in xmm1. 

EVEX.LLIG.F2.0F.W1 2A /r C V/N.E. AVX512F Convert one signed quadword integer from r/m64 

VCVTSI2SD xmm1, xmm2, r/m64{er} to one double-precision floating-point value in 
xmm1. 


NOTES: 
1. VEX.W1/EVEX.W1 in non-64 bit is ignored; the instructions behaves as if the WO version is used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Converts a signed doubleword integer (or signed quadword integer if operand size is 64 bits) in the “convert-from” 
source operand to a double-precision floating-point value in the destination operand. The result is stored in the low 
quadword of the destination operand, and the high quadword left unchanged. When conversion is inexact, the 
value returned is rounded according to the rounding control bits in the MXCSR register. 


The second source operand can be a general-purpose register or a 32/64-bit memory location. The first source and 
destination operands are XMM registers. 


128-bit Legacy SSE version: Use of the REX.W prefix promotes the instruction to 64-bit operands. The “convert- 
from” source operand (the second operand) is a general-purpose register or memory location. The destination is an 
XMM register Bits (MAXVL-1:64) of the corresponding destination register remain unchanged. 


VEX.128 and EVEX encoded versions: The “convert-from” source operand (the third operand) can be a general- 
purpose register or a memory location. The first source and destination operands are XMM registers. Bits (127:64) 
of the XMM register destination are copied from the corresponding bits in the first source operand. Bits (MAXVL- 
1:128) of the destination register are zeroed. 


EVEX.W0O version: attempt to encode this instruction with EVEX embedded rounding is ignored. 
VEX.W1 and EVEX.W1 versions: promotes the instruction to use 64-bit input value in 64-bit mode. 


Software should ensure VCVTSI2SD is encoded with VEX.L=0. Encoding VCVTSI2SD with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 
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Operation 


VCVTSI2SD (EVEX encoded version) 
IF (SRC2 *is register*) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF 64-Bit Mode And OperandSize = 64 
THEN 
DEST[63:0] := Convert_Integer_To_Double_Precision_Floating_Point(SRC2[63:0)); 
ELSE 
DEST[63:0] := Convert_Integer_To_Double_Precision_Floating_Point(SRC2[31:0]); 


Fl; 
DEST[1 27:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


VCVTSI2SD (VEX.128 encoded version) 
IF 64-Bit Mode And OperandSize = 64 
THEN 
DEST[63:0] := Convert_Integer_To_Double_Precision_Floating_Point(SRC2[63:0)); 
ELSE 
DEST[63:0] := Convert_Integer_To_Double_Precision_Floating_Point(SRC2[31:0]); 


Fl; 
DEST[1 27:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


CVTSI2SD 
IF 64-Bit Mode And OperandSize = 64 
THEN 
DEST[63:0] := Convert_Integer_To_Double_Precision_Floating_Point(SRC[63:0)); 
ELSE 
DEST[63:0] := Convert_Integer_To_Double_Precision_Floating_Point(SRC[31:0)); 


Fl; 
DEST[MAXVL-1:64] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 
VCVTSI2SD __m128d_mm_cvti32_sd(__m128ds;, int a); 


VCVTSI2SD __m128d_mm_cvti64_sd(__m128d s, __int64 a); 
VCVTSI2SD __m128d __mm_cvt_roundi64_sd(__m128ds, __int64 a, intr); 
CVTSI2SD___m128d _mm_cvtsi64_sd(__m128ds,__int64 a); 


CVTSI2SD __m128d_mm_cvtsi32_sd(__m128d a, int b) 


SIMD Floating-Point Exceptions 
Precision 


Other Exceptions 


VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions” if W1; else see Table 2-22, “Type 
5 Class Exception Conditions”. 


EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions” if W1; else see Table 2-59, 
“Type E10NF Class Exception Conditions”. 
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CVTSI2SS—Convert Doubleword Integer to Scalar Single-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F3 OF 2A /r A VIV SSE Convert one signed doubleword integer from r/m32 
CVTSI2SS xmm1, r/m32 to one single-precision floating-point value in xmm1. 
F3 REX.W OF 2A /r A V/N.E. SSE Convert one signed quadword integer from r/m64 
CVTSI2SS xmm1, r/m64 to one single-precision floating-point value in xmm1. 
VEX.LIG.F3.0F.WO 2A /r B VIV AVX Convert one signed doubleword integer from r/m32 
VCVTSI2SS xmm1, xmm2, r/m32 to one single-precision floating-point value in xmm1. 
VEX.LIG.F3.0F.W1 2A /r B VINE. AVX Convert one signed quadword integer from r/m64 
VCVTSI2SS xmm1, xmm_2, r/m64 to one single-precision floating-point value in xmm1. 
EVEX.LLIG.F3.0F.WO 2A /r C VIV AVX512F | Convert one signed doubleword integer from r/m32 
VCVTSI2SS xmm1, xmm2, r/m32{er} to one single-precision floating-point value in xmm1. 
EVEX.LLIG.F3.0F.W1 2A /r C VINE. AVX512F | Convert one signed quadword integer from r/m64 
VCVTSI2SS xmm1, xmm_2, r/m64{er} to one single-precision floating-point value in xmm1. 
NOTES: 


1. VEX.W1/EVEX.W1 in non-64 bit is ignored; the instructions behaves as if the WO version is used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


” 


Converts a signed doubleword integer (or signed quadword integer if operand size is 64 bits) in the “convert-from 
source operand to a single-precision floating-point value in the destination operand (first operand). The “convert- 
from” source operand can be a general-purpose register or a memory location. The destination operand is an XMM 
register. The result is stored in the low doubleword of the destination operand, and the upper three doublewords 
are left unchanged. When a conversion is inexact, the value returned is rounded according to the rounding control 
bits in the MXCSR register or the embedded rounding control bits. 


128-bit Legacy SSE version: In 64-bit mode, Use of the REX.W prefix promotes the instruction to use 64-bit input 
value. The “convert-from” source operand (the second operand) is a general-purpose register or memory location. 
Bits (MAXVL-1:32) of the corresponding destination register remain unchanged. 


VEX.128 and EVEX encoded versions: The “convert-from” source operand (the third operand) can be a general- 
purpose register or a memory location. The first source and destination operands are XMM registers. Bits (127:32) 
of the XMM register destination are copied from corresponding bits in the first source operand. Bits (MAXVL-1:128) 
of the destination register are zeroed. 


EVEX encoded version: the converted result in written to the low doubleword element of the destination under the 
writemask. 


Software should ensure VCVTSI2SS is encoded with VEX.L=0. Encoding VCVTSI2SS with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 
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Operation 


VCVTSI2SS (EVEX encoded version) 
IF (SRC2 *is register*) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF 64-Bit Mode And OperandSize = 64 
THEN 
DEST[31:0] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[63:0)); 
ELSE 
DEST[31:0] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[31:0)); 


Fl; 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


VCVTSI2SS (VEX.128 encoded version) 
IF 64-Bit Mode And OperandSize = 64 
THEN 
DEST[31:0] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[63:0)); 
ELSE 
DEST[31:0] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[31:0)); 


Fl; 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


CVTSI2SS (128-bit Legacy SSE version) 
IF 64-Bit Mode And OperandSize = 64 
THEN 
DEST[31:0] := Convert_Integer_To_Single_Precision_Floating_Point(SRC[63:0)); 
ELSE 
DEST[31:0] :=Convert_Integer_To_Single_Precision_Floating_Point(SRC[3 1:0); 


Fl; 
DEST[MAXVL-1:32] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTSI2SS___m128 _mm_cvti32_ss(__m128 s, int a); 

VCVTSI2SS ___m128 _mm_cvt_roundi32_ss(__m128s, int a, int r); 
VCVTSI2SS ___m128 _mm_cvti64_ss(__m128s, __int64 a); 
VCVTSI2SS ___m128 __mm_cvt_roundi64_ss(__m128s,__int64 a, intr); 
CVTSI2SS___m128_mm_cvtsi64_ss(__m128s, __int64 a); 
CVTSI2SS___m128_mm_cvtsi32_ss(__m128 a, int b); 


SIMD Floating-Point Exceptions 
Precision 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions”. 
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CVTSS2SD—Convert Scalar Single-Precision Floating-Point Value to Scalar Double-Precision 
Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
F3 OF 5SA/r A VV SSE2 Convert one single-precision floating-point value in 
CVTSS2SD xmm1, xmm2/m32 xmm2/m32 to one double-precision floating-point value 

inxmm1. 

VEX.LIG.F3.0F.WIG 5A /r B VV AVX Convert one single-precision floating-point value in 
VCVTSS2SD xmm1, xmm_2, xmm3/m32 to one double-precision floating-point value 
xmm3/m32 and merge with high bits of xmm2. 
EVEX.LLIG.F3.0F.WO 5A /r C VIN AVX512F | Convert one single-precision floating-point value in 
VCVTSS2SD xmm1 {k1}{z}, xmm_2, xmm3/m32 to one double-precision floating-point value 
xmm3/m32{sae} and merge with high bits of xmm2 under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Converts a single-precision floating-point value in the “convert-from” source operand to a double-precision 
floating-point value in the destination operand. When the “convert-from” source operand is an XMM register, the 
single-precision floating-point value is contained in the low doubleword of the register. The result is stored in the 
low quadword of the destination operand. 

128-bit Legacy SSE version: The “convert-from” source operand (the second operand) is an XMM register or 
memory location. Bits (MAXVL-1:64) of the corresponding destination register remain unchanged. The destination 
operand is an XMM register. 

VEX.128 and EVEX encoded versions: The “convert-from” source operand (the third operand) can be an XMM 
register or a 32-bit memory location. The first source and destination operands are XMM registers. Bits (127:64) of 
the XMM register destination are copied from the corresponding bits in the first source operand. Bits (MAXVL- 
1:128) of the destination register are zeroed. 


Software should ensure VCVTSS2SD is encoded with VEX.L=0. Encoding VCVTSS2SD with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 


Operation 


VCVTSS2SD (EVEX encoded version) 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC2[31:0]); 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] = 0 
Fl; 
Fl; 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 
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VCVTSS2SD (VEX.128 encoded version) 

DEST[63:0] := Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC2[31:0]) 
DEST[1 27:64] := SRC1[127:64] 

DEST[MAXVL-1:128] := 0 


CVTSS2SD (128-bit Legacy SSE version) 
DEST[63:0] := Convert_Single_Precision_To_Double_Precision_Floating_Point(SRC[31:0)); 
DEST[MAXVL-1:64] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 

VCVTSS2SD __m128d_mm_cvt_roundss_sd(__m128da,___m128 5, intr); 

VCVTSS2SD __m128d__mm_mask_cvt_roundss_sd(__m128d s,__ mmask8 m,___m128d a,__m128 }, int r); 
VCVTSS2SD __m128d __mm_maskz_cvt_roundss_sd(__mmask8 k,__m128da,__m128 a, int r); 
VCVTSS2SD __m128d_mm_mask_cvtss_sd(__m128ds,__ mmask8 m,___m128d a,__m128 b); 
VCVTSS2SD __m128d __mm_maskz_cvtss_sd(__mmask8 m, __m128d a,__m128 b); 

CVTSS2SD __m128d_mm_cvtss_sd(__m128d a,__m128 a); 


SIMD Floating-Point Exceptions 
Invalid, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
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CVTSS2SI—Convert Scalar Single-Precision Floating-Point Value to Doubleword Integer 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F3 OF 2D /r A VIV SSE Convert one single-precision floating-point value from 
CVTSS2SI r32, xmm1/m32 xmm1/m32 to one signed doubleword integer in r32. 
F3 REX.W OF 2D /r A V/N.E. SSE Convert one single-precision floating-point value from 
CVTSS2SI r64, xmm1/m32 xmm1/m32 to one signed quadword integer in r64. 
VEX.LIG.F3.0F.WO 2D /r ! A VIV AVX Convert one single-precision floating-point value from 
VCVTSS2SI r32, xmm1/m32 xmm1/m32 to one signed doubleword integer in r32. 
VEX.LIG.F3.0F.W1 2D /r! A VIN.E2 AVX Convert one single-precision floating-point value from 
VCVTSS2SI r64, xmm1/m32 xmm1/m32 to one signed quadword integer in r64. 
EVEX.LLIG.F3.0F.WO 2D /r B VIV AVX512F | Convert one single-precision floating-point value from 
VCVTSS2SI r32, xmm1/m32{er} xmm1/m32 to one signed doubleword integer in r32. 
EVEX.LLIG.F3.0F.W1 2D /r B VIN.E2 AVX512F | Convert one single-precision floating-point value from 
VCVTSS2SI r64, xmm1/m32{er} xmm1/m32 to one signed quadword integer in r64. 
NOTES: 


1. Software should ensure VCVTSS2SI is encoded with VEX.L=0. Encoding VCVTSS2SI with VEX.L=1 may 
encounter unpredictable behavior across different processor generations. 


2. VEX.W1/EVEX.W1 in non-64 bit is ignored; the instructions behaves as if the WO version is used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Tuple1 Fixed ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts a single-precision floating-point value in the source operand (the second operand) to a signed doubleword 
integer (or signed quadword integer if operand size is 64 bits) in the destination operand (the first operand). The 
source operand can be an XMM register or a memory location. The destination operand is a general-purpose 
register. When the source operand is an XMM register, the single-precision floating-point value is contained in the 
low doubleword of the register. 


When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MKCSR 
register or the embedded rounding control bits. If a converted result cannot be represented in the destination 
format, the floating-point invalid exception is raised, and if this exception is masked, the indefinite integer value 
(2-1, where w represents the number of bits in the destination format) is returned. 


Legacy SSE instructions: In 64-bit mode, Use of the REX.W prefix promotes the instruction to produce 64-bit data. 
See the summary chart at the beginning of this section for encoding data and limits. 


VEX.W1 and EVEX.W1 versions: promotes the instruction to produce 64-bit data in 64-bit mode. 
Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b, otherwise instructions will #UD. 


Software should ensure VCVTSS2SI is encoded with VEX.L=0. Encoding VCVTSS2SI with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 
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Operation 


VCVTSS2SI (EVEX encoded version) 
IF (SRC *is register*) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF 64-bit Mode and OperandSize = 64 
THEN 
DEST[63:0] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[31:0)); 
ELSE 
DEST[31:0] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[31:0)); 


Fl; 


(V)CVTSS2SI (Legacy and VEX.128 encoded version) 
IF 64-bit Mode and OperandSize = 64 
THEN 
DEST[63:0] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[31:0)); 
ELSE 
DEST[31:0] := Convert_Single_Precision_Floating_Point_To_Integer(SRC[31:0)); 


Fl; 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTSS2SI int__mm_cvtss_i32(__m128 a); 

VCVTSS2SI int __mm_cvt_roundss_i32(__m128 a, int r); 
VCVTSS2SI__int64_mm_cvtss_i64(__m128 a); 
VCVTSS2SI!___int64 __mm_cvt_roundss_i64(__m128 a, int r); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 


VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”; additionally: 


#UD If VEX.vvvv != 1111B. 
EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions”. 
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CVTTPD2DQ—Convert with Truncation Packed Double-Precision Floating-Point Values to 
Packed Doubleword Integers 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support Flag 
66 OF E6 /r A VIV SSE2 Convert two packed double-precision floating-point 
CVTTPD2DQ xmm1, xmm2/m128 values in xmm2/mem to two signed doubleword 
integers in xmm1 using truncation. 
VEX.128.66.0F.WIG E6 /r A VV AVX Convert two packed double-precision floating-point 
VCVTTPD2DQ xmm1, xmm2/m128 values in xmm2/mem to two signed doubleword 
integers in xmm1 using truncation. 
VEX.256.66.0F.WIG E6 /r A VV AVX Convert four packed double-precision floating-point 
VCVTTPD2DQ xmm1, ymm2/m256 values in ymm2/mem to four signed doubleword 
integers in xmm1 using truncation. 
EVEX.128.66.0F.W1 €6 /r B VV AVX512VL_ | Convert two packed double-precision floating-point 
VCVTTPD2DQ xmm1 {k1}{Z}, AVX512F values in xmm2/m128/m64bcst to two signed 
xmm2/m1 28/m64bcst doubleword integers in xmm1 using truncation subject 
to writemask k1. 
EVEX.256.66.0F.W1 E6 /r B VV AVX512VL | Convert four packed double-precision floating-point 
VCVTTPD2DQ xmm1 {k1}{Z}, AVX512F values in ymm2/m256/m64bcst to four signed 
ymm2/m256/m64bcst doubleword integers in xmm1 using truncation subject 
to writemask k1. 
EVEX.512.66.0F.W1 €6 /r B VIV AVX512F Convert eight packed double-precision floating-point 
VCVTTPD2DQ ymm1 {k1}{z}, values in zmm2/m512/m64bcst to eight signed 
zmm2/m512/m64bcst{sae} doubleword integers in ymm1 using truncation subject 
to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts two, four or eight packed double-precision floating-point values in the source operand (second operand) 
to two, four or eight packed signed doubleword integers in the destination operand (first operand). 


When a conversion is inexact, a truncated (round toward zero) value is returned. If a converted result is larger than 
the maximum signed doubleword integer, the floating-point invalid exception is raised, and if this exception is 
masked, the indefinite integer value (8OO00000H) is returned. 


EVEX encoded versions: The source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory location, or 
a 512/256/128-bit vector broadcasted from a 64-bit memory location. The destination operand is a 
YMM/XMM/XMM (low 64 bits) register conditionally updated with writemask k1. The upper bits (MAXVL-1:256) of 
the corresponding destination are zeroed. 


VEX.256 encoded version: The source operand is a YMM register or 256- bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding ZMM register destination are 
zeroed. 

VEX.128 encoded version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is a XMM register. The upper bits (MAXVL-1:64) of the corresponding ZMM register destination are zeroed. 


128-bit Legacy SSE version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding ZMM register destination are 
unmodified. 


Note: VEX.vvvv and EVEX.vvvwv are reserved and must be 1111b, otherwise instructions will #UD. 
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SRC X3 X2 x1 XO 


DEST 0 X3 X2 x1 XO 


Figure 3-15. VCVTTPD2DQ (VEX.256 encoded version) 


Operation 


VCVTTPD2DQ (EVEX encoded versions) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 
i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
Convert_Double_Precision_Floating_Point_To_Integer_Truncate(SRC[k+63:k]) 


ELSE 

IF *merging-masking* ;merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0 
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VCVTTPD2DQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
Convert_Double_Precision_Floating_Point_To_Integer_Truncate(SRC[63:0]) 
ELSE 
DEST[i+31:i] := 
Convert_Double_Precision_Floating_Point_To_Integer_Truncate(SRC[k+63:k]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0 


VCVTTPD2DQ (VEX.256 encoded version) 

DEST[31:0] := Convert_Double_Precision_Floating_Point_To_Integer_Truncate(SRC[63:0]) 
DEST[63:32] := Convert_Double_Precision_Floating_Point_To_Integer_Truncate(SRC[127:64}) 
DEST[95:64] := Convert_Double_Precision_Floating_Point_To_Integer_Truncate(SRC[191:128]) 
DEST[1 27:96] := Convert_Double_Precision_Floating_Point_To_Integer_Truncate(SRC[255:192) 
DEST[MAXVL-1:128] := 0 


VCVTTPD2DQ (VEX.128 encoded version) 

DEST[31:0] := Convert_Double_Precision_Floating_Point_To_Integer_Truncate(SRC[63:0]) 
DEST[63:32] := Convert_Double_Precision_Floating_Point_To_Integer_Truncate(SRC[127:64}) 
DEST[MAXVL-1:64] := 0 


CVTTPD2DQ (128-bit Legacy SSE version) 

DEST[31:0] := Convert_Double_Precision_Floating_Point_To_Integer_Truncate(SRC[63:0]) 
DEST[63:32] := Convert_Double_Precision_Floating_Point_To_Integer_Truncate(SRC[127:64}) 
DEST[127:64] := 0 

DEST[MAXVL-1:1 28] (unmodified) 
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Intel C/C++ Compiler Intrinsic Equivalent 


VCVTTPD2DQ __m256i __mm512_cvttpd_epi32(__m512d a); 

VCVTTPD2DQ __m256i __mm512_mask_cvttpd_epi32(__m256i s, __mmask8 k, __m512d a); 
VCVTTPD2DQ __m256i __mm512_maskz_cvttpd_epi32(__mmask8 k, __m512d a); 
VCVTTPD2DQ __m256i __mm512_cvtt_roundpd_epi32(__m512d a, int sae); 


VCVTTPD2DQ __m256i__mm512_mask_cvtt_roundpd_epi32(__m256i s,___mmask8 k, __m512d 4, int sae); 


VCVTTPD2DQ __m256i __mm512_maskz_cvtt_roundpd_epi32(__mmask8 k, __m512d a, int sae); 
VCVTTPD2DQ __m128i __mm256_mask_cvttpd_epi32(__m128i s, __mmask8 k, __m256d a); 
VCVTTPD2DQ __m128i__mm256_maskz_cvttpd_epi32(__mmask8 k, __m256d a); 
VCVTTPD2DQ __m128i_mm_mask_cvttpd_epi32(__m128is,__ mmask8 k,___m128d a); 
VCVTTPD2DQ __m128i __mm_maskz_cvttpd_epi32(__mmask8 k, __m128d a); 

VCVTTPD2DQ __m128i __mm256_cvttpd_epi32 (__m256d src); 

CVTTPD2DQ __m128i __mm_cvttpd_epi32 (__m128d src); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 

VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
Additionally: 


#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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CVTTPD2PI—Convert with Truncation Packed Double-Precision FP Values to Packed Dword 


Integers 
Opcode/ Op/ | 64-Bit Compat/ |Description 
Instruction En |Mode Leg Mode 
66 OF 2C /r RM_ | Valid Valid Convert two packer double-precision floating- 
CVTTPD2PI mm, xmm/m128 point values from xmm/m128 to two packed 
signed doubleword integers in mm using 
truncation. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts two packed double-precision floating-point values in the source operand (second operand) to two packed 
signed doubleword integers in the destination operand (first operand). The source operand can be an XMM register 
or a 128-bit memory location. The destination operand is an MMX technology register. 


When a conversion is inexact, a truncated (round toward zero) result is returned. If a converted result is larger than 
the maximum signed doubleword integer, the floating-point invalid exception is raised, and if this exception is 
masked, the indefinite integer value (80000000H) is returned. 


This instruction causes a transition from x87 FPU to MMX technology operation (that is, the x87 FPU top-of-stack 
pointer is set to 0 and the x87 FPU tag word is set to all Os [valid]). If this instruction is executed while an x87 FPU 
floating-point exception is pending, the exception is handled before the CVTTPD2PI instruction is executed. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 


Operation 


DEST[31:0] := Convert_Double_Precision_Floating_Point_To_Integer32_Truncate(SRC[63:0)); 
DEST[63:32] := Convert_Double_Precision_Floating_Point_To_Integer32_ 
Truncate(SRC[127:64)); 


Intel C/C++ Compiler Intrinsic Equivalent 
CVTTPD1PI: m64 _mm_cvttpd_pi32(__m128d a) 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Mode Exceptions 


See Table 21-4, “Exception Conditions for Legacy SIMD/MMX Instructions with FP Exception and 16-Byte Align- 
ment” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3B. 
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CVTTPS2DQ—Convert with Truncation Packed Single-Precision Floating-Point Values to Packed 
Signed Doubleword Integer Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
F3 OF 5B /r A VIV SSE2 Convert four packed single-precision floating-point 
CVTTPS2DQ xmm1, xmm2/m128 values from xmm2/mem to four packed signed 
doubleword values in xmm1 using truncation. 
VEX.128.F3.0F.WIG 5B /r A VIV AVX Convert four packed single-precision floating-point 
VCVTTPS2DQ xmm1, xmm2/m128 values from xmm2/mem to four packed signed 
doubleword values in xmm1 using truncation. 
VEX.256.F3.0F.WIG 5B /r A VIV AVX Convert eight packed single-precision floating-point 
VCVTTPS2DQ ymm1, ymm2/m256 values from ymm2/mem to eight packed signed 
doubleword values in ymm1 using truncation. 
EVEX.128.F3.0F.WO 5B /r B VIV AVX512VL_ | Convert four packed single precision floating-point 
VCVTTPS2DQ xmm1 {k1}{2}, AVX512F values from xmm2/m128/m32bcst to four packed 
xmm2/m128/m32bcst signed doubleword values in xmm1 using truncation 
subject to writemask k1. 
EVEX.256.F3.0F.WO 5B /r B VIV AVX512VL_ | Convert eight packed single precision floating-point 
VCVTTPS2DQ ymm1 {k1}{z}, AVX512F values from ymm2/m256/m32bcst to eight packed 
ymm2/m256/m32bcst signed doubleword values in ymm1 using truncation 
subject to writemask k1. 
EVEX.512.F3.0F.WO0 5B /r B VIV AVX512F Convert sixteen packed single-precision floating-point 
VCVTTPS2DQ zmm1 {k1}{z}, values from zmm2/m512/m32bcst to sixteen packed 
zmm2/m512/m32bcst {sae} signed doubleword values in zmm1 using truncation 
subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts four, eight or sixteen packed single-precision floating-point values in the source operand to four, eight or 
sixteen signed doubleword integers in the destination operand. 


When a conversion is inexact, a truncated (round toward zero) value is returned. If a converted result is larger than 
the maximum signed doubleword integer, the floating-point invalid exception is raised, and if this exception is 
masked, the indefinite integer value (8O000000H) is returned. 


EVEX encoded versions: The source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory location or 
a 512/256/128-bit vector broadcasted from a 32-bit memory location. The destination operand is a 
ZMM/YMM/XMM register conditionally updated with writemask k1. 


VEX.256 encoded version: The source operand is a YMM register or 256- bit memory location. The destination 
operand is a YMM register. The upper bits (MAXVL-1:256) of the corresponding ZMM register destination are 
zeroed. 


VEX.128 encoded version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is a XMM register. The upper bits (MAXVL-1:128) of the corresponding ZMM register destination are 
zeroed. 


128-bit Legacy SSE version: The source operand is an XMM register or 128- bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding ZMM register destination are 
unmodified. 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 
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Operation 


VCVTTPS2DQ (EVEX encoded versions) when src operand is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] := 
Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[i+31:i]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTTPS2DQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j:=0T0O15 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[31:0]) 
ELSE 
DEST[i+31:i] := 
Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTTPS2DQ (VEX.256 encoded version) 

DEST[31:0] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[31:0]) 
DEST[63:32] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[63:32]) 
DEST[95:64] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[95:64}) 
DEST[1 27:96] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[1 27:96) 
DEST[159:1 28] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[159:1 28] 
DEST[191:160] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[191:160] 
DEST[223:192] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[223:192] 
DEST[255:224] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[255:224] 


a) 


3-302 Vol. 2A CVTTPS2DQ—Convert with Truncation Packed Single-Precision Floating-Point Values to Packed Signed Doubleword Integer Values 


VCVTTPS2DQ (VEX.128 encoded version) 
DEST[31:0] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[31:0]) 

DEST[63:32] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[63:32]) 
DEST[95:64] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[95:64}) 


DEST[1 27:96] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[127:96]) 
DEST[MAXVL-1:128] := 0 


CVTTPS2DQ (128-bit Legacy SSE version) 
DEST[31:0] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[31:0]) 

DEST[63:32] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[63:32]) 
DEST[95:64] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[95:64}]) 


DEST[1 27:96] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[127:96]) 
DEST[MAXVL-1:128] (unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTTPS2DQ 


m512i 


mm512 


cvttps_epi32( 


VCVTTPS2DQ 


m512i 


mm512 


mask_cvttps_epi32( 


m512 a); 


VCVTTPS2DQ 


m512i 


mm512 


maskz_cvttps_epi32( 


VCVTTPS2DQ 


m512i 


mm512 


cvtt_roundps_epi32( 


VCVTTPS2DQ 


m512i 


mm512 


mask_cvtt_roundps_epi32( 


VCVTTPS2DQ 


m512i 


mm512 


maskz_cvtt_roundps_epi32( 


m512is, 
mmask16 k,__m512 a); 
m512 a, int sae); 
m512is,__mmask16 k,__m512 a, int sae); 
mmask16 k,__m512 a, int sae); 


mmask16 k, 


VCVTTPS2DQ 


m256i 


mm256 


mask_cvttps_epi32( 


VCVTTPS2DQ 


m256i 


mm256 


maskz_cvttps_epi32( 


VCVTTPS2DQ 


m128i 


mm_mask_cvttps_epi32( 


VCVTTPS2DQ 


m128i 


mm_maskz_cvttps_epi32( 


mmask8 k, 


VCVTTPS2DQ 


m256i 


mm256_cvttps_epi32 (__m256 a) 


CVTTPS2DQ __m128i_mm_cvttps_epi32 ( 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 


VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 


Additionally: 
#UD 
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m128 a) 


m256 a); 


m128 a); 


If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 


m512 a); 


m256is,__ mmask8 k,___m256 a); 
mmask8 k, 
m128is,__mmask8 k,__m128 a); 
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CVTTPS2PI—Convert with Truncation Packed Single-Precision FP Values to Packed Dword 


Integers 
Opcode/ Op/ | 64-Bit Compat/ |Description 
Instruction En |Mode Leg Mode 
NP OF 2C /r RM _ | Valid Valid Convert two single-precision floating-point 
CVTTPS2PI mm, xmm/m64 values from xmm/m64 to two signed 
doubleword signed integers in mm using 
truncation. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts two packed single-precision floating-point values in the source operand (second operand) to two packed 
signed doubleword integers in the destination operand (first operand). The source operand can be an XMM register 
or a 64-bit memory location. The destination operand is an MMX technology register. When the source operand is 
an XMM register, the two single-precision floating-point values are contained in the low quadword of the register. 


When a conversion is inexact, a truncated (round toward zero) result is returned. If a converted result is larger than 
the maximum signed doubleword integer, the floating-point invalid exception is raised, and if this exception is 
masked, the indefinite integer value (80000000H) is returned. 


This instruction causes a transition from x87 FPU to MMX technology operation (that is, the x87 FPU top-of-stack 
pointer is set to 0 and the x87 FPU tag word is set to all Os [valid]). If this instruction is executed while an x87 FPU 
floating-point exception is pending, the exception is handled before the CVTTPS2PI instruction is executed. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 
Operation 


DEST[31:0] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[31:0]); 
DEST[63:32] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[63:32]); 


Intel C/C++ Compiler Intrinsic Equivalent 
CVTTPS2PI: m64_mm_cvttps_pi32(__m128 a) 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 


See Table 21-5, “Exception Conditions for Legacy SIMD/MMX Instructions with XMM and FP Exception” in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3B. 
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CVTTSD2SI—Convert with Truncation Scalar Double-Precision Floating-Point Value to Signed 


Integer 
Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 

F2 OF 2C /r A VIN SSE2 Convert one double-precision floating-point value from 

CVTTSD2SI r32, xmm1/m64 xmm1/m64 to one signed doubleword integer in r32 
using truncation. 

F2 REX.W OF 2C /r A V/N.E. SSE2 Convert one double-precision floating-point value from 

CVTTSD2SI r64, xmm1/m64 xmm1/m64 to one signed quadword integer in r64 
using truncation. 

VEX.LIG.F2.0F.WO 2C /r A VIV AVX Convert one double-precision floating-point value from 

VCVTTSD2SI r32, xmm1/m64 xmm1/m64 to one signed doubleword integer in r32 
using truncation. 

VEX.LIGF2.0F.W1 2C /r B VIN.E2 AVX Convert one double-precision floating-point value from 

VCVTTSD2SI r64, xmm1/m64 xmm1/m64 to one signed quadword integer in r64 
using truncation. 

EVEX.LLIG.F2.0F.WO 2C /r B VIV AVX512F | Convert one double-precision floating-point value from 

VCVTTSD2SI r32, xmm1/m64{sae} xmm1/m64 to one signed doubleword integer in r32 
using truncation. 

EVEX.LLIG.F2.0F.W1 2C /r B VIN.E2 AVX512F | Convert one double-precision floating-point value from 

VCVTTSD2SI r64, xmm1/m64{sae} xmm1/m64 to one signed quadword integer in r64 
using truncation. 


NOTES: 


1. Software should ensure VCVTTSD2SI is encoded with VEX.L=0. Encoding VCVTTSD2SI with VEX.L=1 may 
encounter unpredictable behavior across different processor generations. 
2. For this specific instruction, VEX.W/EVEX.W in non-64 bit is ignored; the instructions behaves as if the WO ver- 


sion is used. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Tuple1 Fixed ModRM:reg (w) ModRM:r/m (r) NA NA 


Description 


Converts a double-precision floating-point value in the source operand (the second operand) to a signed double- 
word integer (or signed quadword integer if operand size is 64 bits) in the destination operand (the first operand). 
The source operand can be an XMM register or a 64-bit memory location. The destination operand is a general 
purpose register. When the source operand is an XMM register, the double-precision floating-point value is 
contained in the low quadword of the register. 


When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MKCSR 
register. 

If a converted result exceeds the range limits of signed doubleword integer (in non-64-bit modes or 64-bit mode 
with REX.W/VEX.W/EVEX.W=0), the floating-point invalid exception is raised, and if this exception is masked, the 
indefinite integer value (8OOO0000H) is returned. 

If a converted result exceeds the range limits of signed quadword integer (in 64-bit mode and 
REX.W/VEX.W/EVEX.W = 1), the floating-point invalid exception is raised, and if this exception is masked, the 
indefinite integer value (80000000_00000000H) is returned. 


Legacy SSE instructions: In 64-bit mode, Use of the REX.W prefix promotes the instruction to 64-bit operation. See 
the summary chart at the beginning of this section for encoding data and limits. 


VEX.W1 and EVEX.W1 versions: promotes the instruction to produce 64-bit data in 64-bit mode. 
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Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b, otherwise instructions will #UD. 


Software should ensure VCVTTSD2SI is encoded with VEX.L=0. Encoding VCVTTSD2SI with VEX.L=1 may 
encounter unpredictable behavior across different processor generations. 


Operation 


(V)CVTTSD2SI (All versions) 
IF 64-Bit Mode and OperandSize = 64 
THEN 
DEST[63:0] := Convert_Double_Precision_Floating_Point_To_Integer_Truncate(SRC[63:0)); 
ELSE 
DEST[31:0] := Convert_Double_Precision_Floating_Point_To_Integer_Truncate(SRC[63:0)); 


Fl; 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTTSD2SI int__mm_cvttsd_i32(__m128d a); 

VCVTTSD2SI int __mm_cvtt_roundsd_i32(__m128d a, int sae); 
VCVTTSD2SI __int64 __mm_cvttsd_i64(__m128d a); 

VCVTTSD2SI __int64__mm_cvtt_roundsd_i64(__m128d a, int sae); 
CVTTSD2SI int__mm_cvttsd_si32(__m128d a); 
CVTTSD2S!__int64_mm_cvttsd_si64(__m128d a); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 

VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”; additionally: 
#UD If VEX.vvvv != 1111B. 

EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions”. 
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CVTTSS2SI—Convert with Truncation Scalar Single-Precision Floating-Point Value to Integer 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 

F3 OF 2C /r A VV SSE Convert one single-precision floating-point value from 

CVTTSS2SI r32, xmm1/m32 xmm1/m32 to one signed doubleword integer in r32 
using truncation. 

F3 REX.W OF 2C /r A V/N.E. SSE Convert one single-precision floating-point value from 

CVTTSS2SI r64, xmm1/m32 xmm1/m32 to one signed quadword integer in r64 
using truncation. 

VEX.LIG.F3.0F.WO 2C /r A VIV AVX Convert one single-precision floating-point value from 

VCVTTSS2SI r32, xmm1/m32 xmm1/m32 to one signed doubleword integer in r32 
using truncation. 

VEX.LIG.F3.0F.W1 2C /r A VIN.E2 AVX Convert one single-precision floating-point value from 

VCVTTSS2SI r64, xmm1/m32 xmm1/m32 to one signed quadword integer in r64 
using truncation. 

EVEX.LLIG.F3.0F.WO 2C /r B VV AVX512F | Convert one single-precision floating-point value from 

VCVTTSS2SI r32, xmm1/m32{sae} xmm1/m32 to one signed doubleword integer in r32 
using truncation. 

EVEX.LLIG.F3.0F.W1 2C /r B VIN.E.2 AVX512F | Convert one single-precision floating-point value from 

VCVTTSS2SI r64, xmm1/m32{sae} xmm1/m32 to one signed quadword integer in r64 
using truncation. 


NOTES: 


1. Software should ensure VCVTTSS2SI is encoded with VEX.L=0. Encoding VCVTTSS2SI with VEX.L=1 may 
encounter unpredictable behavior across different processor generations. 


2. For this specific instruction, VEX.W/EVEX.W in non-64 bit is ignored; the instructions behaves as if the WO ver- 
sion is used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Tuple1 Fixed ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts a single-precision floating-point value in the source operand (the second operand) to a signed double- 
word integer (or signed quadword integer if operand size is 64 bits) in the destination operand (the first operand). 
The source operand can be an XMM register or a 32-bit memory location. The destination operand is a general 
purpose register. When the source operand is an XMM register, the single-precision floating-point value is 
contained in the low doubleword of the register. 


When a conversion is inexact, a truncated (round toward zero) result is returned. If a converted result is larger 
than the maximum signed doubleword integer, the floating-point invalid exception is raised. If this exception is 
masked, the indefinite integer value (8OO00000H or 80000000_OQO0O00000H if operand size is 64 bits) is returned. 


Legacy SSE instructions: In 64-bit mode, Use of the REX.W prefix promotes the instruction to 64-bit operation. See 
the summary chart at the beginning of this section for encoding data and limits. 


VEX.W1 and EVEX.W1 versions: promotes the instruction to produce 64-bit data in 64-bit mode. 
Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b, otherwise instructions will #UD. 


Software should ensure VCVTTSS2SI is encoded with VEX.L=0. Encoding VCVTTSS2SI with VEX.L=1 may 
encounter unpredictable behavior across different processor generations. 
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Operation 
(V)CVTTSS2SI (All versions) 
IF 64-Bit Mode and OperandSize = 64 
THEN 
DEST[63:0] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[31:0}); 
ELSE 
DEST[31:0] := Convert_Single_Precision_Floating_Point_To_Integer_Truncate(SRC[31:0]); 


Fl; 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTTSS2SI int _mm_cvttss_i32(__m128 a); 

VCVTTSS2SI int __mm_cvtt_roundss_i32(__m128 a, int sae); 
VCVTTSS2SI___int64_mm_cvttss_i64(__m128 a); 
VCVTTSS2SI___int64__mm_cvtt_roundss_i64(__m128 a, int sae); 
CVTTSS2SI int __mm_cvttss_si32(__m128 a); 
CVTTSS2SI__int64 _mm_cvttss_si64(__m128 a); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 

See Table 2-20, “Type 3 Class Exception Conditions”; additionally: 

#UD If VEX.vvvv != 1111B. 

EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions”. 
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CWD/CDQ/CQO—Convert Word to Doubleword/Convert Doubleword to Quadword 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
99 CwD ZO ‘| Valid Valid DX:AX := sign-extend of AX. 
99 CDQ ZO ‘| Valid Valid EDX:EAX := sign-extend of EAX. 
REX.W + 99 CQO ZO ‘| Valid N.E. RDX:RAX:= sign-extend of RAX. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Doubles the size of the operand in register AX, EAX, or RAX (depending on the operand size) by means of sign 
extension and stores the result in registers DX:AX, EDX:EAX, or RDX:RAX, respectively. The CWD instruction 
copies the sign (bit 15) of the value in the AX register into every bit position in the DX register. The CDQ instruction 
copies the sign (bit 31) of the value in the EAX register into every bit position in the EDX register. The CQO instruc- 
tion (available in 64-bit mode only) copies the sign (bit 63) of the value in the RAX register into every bit position 
in the RDX register. 


The CWD instruction can be used to produce a doubleword dividend from a word before word division. The CDQ 
instruction can be used to produce a quadword dividend from a doubleword before doubleword division. The CQO 
instruction can be used to produce a double quadword dividend from a quadword before a quadword division. 


The CWD and CDQ mnemonics reference the same opcode. The CWD instruction is intended for use when the 
operand-size attribute is 16 and the CDQ instruction for when the operand-size attribute is 32. Some assemblers 
may force the operand size to 16 when CWD is used and to 32 when CDQ is used. Others may treat these 
mnemonics as synonyms (CWD/CDQ) and use the current setting of the operand-size attribute to determine the 
size of values to be converted, regardless of the mnemonic used. 


In 64-bit mode, use of the REX.W prefix promotes operation to 64 bits. The CQO mnemonics reference the same 
opcode as CWD/CDQ. See the summary chart at the beginning of this section for encoding data and limits. 


Operation 


IF OperandSize = 16 (* CWD instruction *) 
THEN 
DX := SignExtend(AX); 
ELSE IF OperandSize = 32 (* CDQ instruction *) 
EDX := SignExtend(EAX); Fl; 
ELSE IF 64-Bit Mode and OperandSize = 64 (* CQO instruction*) 
RDX := SignExtend(RAX); Fl; 
FI; 


Flags Affected 
None 


Exceptions (All Operating Modes) 
#UD If the LOCK prefix is used. 
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DAA—Decimal Adjust AL after Addition 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
27 DAA ZO _ ‘| Invalid Valid Decimal adjust AL after addition. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Adjusts the sum of two packed BCD values to create a packed BCD result. The AL register is the implied source and 
destination operand. The DAA instruction is only useful when it follows an ADD instruction that adds (binary addi- 
tion) two 2-digit, packed BCD values and stores a byte result in the AL register. The DAA instruction then adjusts 

the contents of the AL register to contain the correct 2-digit, packed BCD result. If a decimal carry is detected, the 
CF and AF flags are set accordingly. 


This instruction executes as described above in compatibility mode and legacy mode. It is not valid in 64-bit mode. 


Operation 


IF 64-Bit Mode 
THEN 


#UD; 


ELSE 


old_AL := AL; 
old_CF := CF; 
CF := 0; 
IF (((AL AND OFH) > 9) or AF = 1) 
THEN 
AL:=AL+6; 


CF := old_CF or (Carry from AL: 


AF := 1; 
ELSE 


Fi; 
IF ((old_AL > 99H) or (old_CF = 1)) 
THEN 


= AL + 6); 


AL:= AL + 60H; 
CF := 1; 
ELSE 
CF := 0; 
Fl; 
Fl; 
Example 
ADD AL,BL_ Before: AL=79H BL=35H EFLAGS(OSZAPC)=XXXXXX 
After: AL=AEH BL=35H EFLAGS(OSZAPC)=1 10000 
DAA Before: AL=AEH BL=35H EFLAGS(OSZAPC)=1 10000 
After: AL=14H BL=35H EFLAGS(OSZAPC)=X00111 
DAA Before: AL=2EH BL=35H EFLAGS(OSZAPC)=1 10000 


After: AL=34H BL=35H EFLAGS(OSZAPC)=X00101 
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The CF and AF flags are set if the adjustment of the value results in a decimal carry in either digit of the result (see 
the “Operation” section above). The SF, ZF, and PF flags are set according to the result. The OF flag is undefined. 


Protected Mode Exceptions 


#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 


#UD If the LOCK prefix is used. 


64-Bit Mode Exceptions 
#UD If in 64-bit mode. 


DAA—Decimal Adjust AL after Addition 


Vol.2A 3-311 


INSTRUCTION SET REFERENCE, A-L 


DAS—Decimal Adjust AL after Subtraction 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En | Mode Leg Mode 
2F DAS ZO ‘| Invalid Valid Decimal adjust AL after subtraction. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Adjusts the result of the subtraction of two packed BCD values to create a packed BCD result. The AL register is the 
implied source and destination operand. The DAS instruction is only useful when it follows a SUB instruction that 
subtracts (binary subtraction) one 2-digit, packed BCD value from another and stores a byte result in the AL 
register. The DAS instruction then adjusts the contents of the AL register to contain the correct 2-digit, packed BCD 
result. If a decimal borrow is detected, the CF and AF flags are set accordingly. 


This instruction executes as described above in compatibility mode and legacy mode. It is not valid in 64-bit mode. 


Operation 


IF 64-Bit Mode 
THEN 
#UD; 
ELSE 
old_AL := AL; 
old_CF := CF; 
CF := 0; 
IF (((AL AND OFH) > 9) or AF = 1) 
THEN 
AL := AL - 6; 
CF := old_CF or (Borrow from AL := AL — 6); 
AF := 1; 
ELSE 


Fl; 
IF ((old_AL > 99H) or (old_CF = 1)) 
THEN 
AL := AL— 60H; 
CF := 1; 
Fl; 
Fl; 


Example 


SUB AL,BL Before: AL = 35H, BL = 47H, EFLAGS(OSZAPC) = XXXXXX 
After: AL = EEH, BL = 47H, EFLAGS(OSZAPC) = 010111 

DAA Before: AL = EEH, BL = 47H, EFLAGS(OSZAPC) = 010111 
After: AL = 88H, BL = 47H, EFLAGS(OSZAPC) = X10111 


Flags Affected 


The CF and AF flags are set if the adjustment of the value results in a decimal borrow in either digit of the result 
(see the “Operation” section above). The SF, ZF, and PF flags are set according to the result. The OF flag is unde- 
fined. 
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Protected Mode Exceptions 


#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 


#UD If the LOCK prefix is used. 


64-Bit Mode Exceptions 
#UD If in 64-bit mode. 
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DEC—Decrement by 1 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
FE /1 DEC r/m8 M Valid Valid Decrement r/m8 by 1. 
REX + FE /1 DEC r/m8 M Valid N.E. Decrement r/m8 by 1. 
FF /1 DEC r/m16 M Valid Valid Decrement r/m16 by 1. 
FF /1 DEC r/m32 M Valid Valid Decrement r/m32 by 1. 
REX.W + FF /1 DEC r/m64 M Valid N.E. Decrement r/m64 by 1. 
48+rw DEC r16 6) N.E. Valid Decrement r76 by 1. 
48+rd DEC r32 0 N.E. Valid Decrement r32 by 1. 
NOTES: 


* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r, w) NA NA NA 
0) opcode + rd (r, w) NA NA NA 
Description 


Subtracts 1 from the destination operand, while preserving the state of the CF flag. The destination operand can be 
a register or a memory location. This instruction allows a loop counter to be updated without disturbing the CF flag. 
(To perform a decrement operation that updates the CF flag, use a SUB instruction with an immediate operand of 
1.) 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 


In 64-bit mode, DEC r16 and DEC r32 are not encodable (because opcodes 48H through 4FH are REX prefixes). 
Otherwise, the instruction’s 64-bit mode default operation size is 32 bits. Use of the REX.R prefix permits access to 
additional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. 


See the summary chart at the beginning of this section for encoding data and limits. 


Operation 


DEST := DEST - 1; 


Flags Affected 
The CF flag is not affected. The OF, SF, ZF, AF, and PF flags are set according to the result. 


Protected Mode Exceptions 


#GP(0) If the destination operand is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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DiV—Unsigned Divide 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

F6 /6 DIV r/m8 M Valid Valid Unsigned divide AX by r/m8, with result 
stored in AL := Quotient, AH := Remainder. 

REX + F6 /6 DIV r/mS" M Valid N.E. Unsigned divide AX by r/m8, with result 
stored in AL := Quotient, AH := Remainder. 

F7 /6 DIV r/m16 M Valid Valid Unsigned divide DX:AX by r/m76, with result 
stored in AX := Quotient, DX := Remainder. 

F7 /6 DIV r/m32 M Valid Valid Unsigned divide EDX:EAX by r/m32, with 
result stored in EAX := Quotient, EDX := 
Remainder. 

REX.W + F7 /6 DIV r/m64 M Valid N.E. Unsigned divide RDX:RAX by r/m64, with 
result stored in RAX := Quotient, RDX := 
Remainder. 

NOTES: 


* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Divides unsigned the value in the AX, DX:AX, EDX:EAX, or RDX:RAX registers (dividend) by the source operand 
(divisor) and stores the result in the AX (AH:AL), DX:AX, EDX:EAX, or RDX:RAX registers. The source operand can 
be a general-purpose register or a memory location. The action of this instruction depends on the operand size 
(dividend/divisor). Division using 64-bit operand is available only in 64-bit mode. 


Non-integral results are truncated (chopped) towards 0. The remainder is always less than the divisor in magni- 


tude. Overflow is indicated with the #DE (divide error) exception rather than with the CF flag. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.R prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. In 64-bit mode when REX.W is 
applied, the instruction divides the unsigned value in RDX:RAX by the source operand and stores the quotient in 
RAX, the remainder in RDX. 


See the summary chart at the beginning of this section for encoding data and limits. See Table 3-15. 
Table 3-15. DIV Action 


Maximum 

Operand Size Dividend Divisor Quotient Remainder Quotient 
Word/byte AX r/m8 AL AH 255 
Doubleword/word DX:AX r/m16 AX DX 65,535 
Quadword/doubleword EDX:EAX r/m32 EAX EDX 234] 
Doublequadword/ RDX:RAX r/m64 RAX RDX 254 _ | 
quadword 
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Operation 


IF SRC =0 
THEN #DE; FI; (* Divide Error *) 
IF OperandSize = 8 (* Word/Byte Operation *) 


THEN 
temp := AX / SRC; 
IF temp > FFH 
THEN #DE; (* Divide error *) 
ELSE 
AL := temp; 
AH := AX MOD SRC; 
Fl; 
ELSE IF OperandSize = 16 (* Doubleword/word operation *) 
THEN 
temp := DX:AX / SRC; 
IF temp > FFFFH 
THEN #DE; (* Divide error *) 
ELSE 
AX := temp; 
DX := DX:AX MOD SRC; 
Fl; 
Fl; 
ELSE IF Operandsize = 32 (* Quadword/doubleword operation *) 
THEN 
temp := EDX:EAX / SRC; 
IF temp > FFFFFFFFH 
THEN #DE; (* Divide error *) 
ELSE 
EAX := temp; 
EDX := EDX:EAX MOD SRC; 
Fl; 
Fl; 
ELSE IF 64-Bit Mode and Operandsize = 64 (* Doublequadword/quadword operation *) 
THEN 
temp := RDX:RAX / SRC; 
IF temp > FFFFFFFFFFFFFFFFH 
THEN #DE; (* Divide error *) 
ELSE 
RAX := temp; 
RDX := RDX:RAX MOD SRC; 
Fl; 
Fl; 
Fl; 
Flags Affected 


The CF, OF, SF, ZF, AF, and PF flags are undefined. 
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Protected Mode Exceptions 


#DE If the source operand (divisor) is 0 
If the quotient is too large for the designated register. 

#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#DE If the source operand (divisor) is 0. 
If the quotient is too large for the designated register. 

#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#DE If the source operand (divisor) is 0. 
If the quotient is too large for the designated register. 
#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the memory address is in a non-canonical form. 
#DE If the source operand (divisor) is 0 


If the quotient is too large for the designated register. 
#PF(fault-code) If a page fault occurs. 


#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used. 
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DIVPD—Divide Packed Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 

66 OF 5E /r A VIV SSE2 Divide packed double-precision floating-point values 

DIVPD xmm1, xmm2/m128 in xmm1 by packed double-precision floating-point 
values in xmm2/mem. 

VEX.128.66.0F.WIG 5E /r B VIV AVX Divide packed double-precision floating-point values 

VDIVPD xmm1, xmm2, xmm3/m128 in xmm2 by packed double-precision floating-point 
values in xmm3/mem. 

VEX.256.66.0F.WIG 5E /r B VIV AVX Divide packed double-precision floating-point values 

VDIVPD ymm1, ymm2, ymm3/m256 in ymm2 by packed double-precision floating-point 
values in ymm3/mem. 

EVEX.128.66.0F.W1 5E /r C VIV AVX512VL | Divide packed double-precision floating-point values 

VDIVPD xmm1 {k1}{z}, xmm2, AVX512F in xmm2 by packed double-precision floating-point 

xmm3/m128/m64bcst values in xmm3/m128/m64bcst and write results to 
xmm1 subject to writemask k1. 

EVEX.256.66.0F.W1 5E /r C VIV AVX512VL | Divide packed double-precision floating-point values 

VDIVPD ymm1 {k1}{z}, ymm2, AVX512F in ymm2 by packed double-precision floating-point 

ymm3/m256/m64bcst values in ymnm3/m256/m64bcst and write results to 
ymm1 subject to writemask k1. 

EVEX.512.66.0F.W1 5E /r C VIV AVX512F Divide packed double-precision floating-point values 

VDIVPD zmm1 {k1}{z}, zmm2, in zmm2 by packed double-precision FP values in 

zmm3/m512/m64bcst{er} zmm3/m512/m64bcst and write results to zmm1 
subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD divide of the double-precision floating-point values in the first source operand by the floating- 
point values in the second source operand (the third operand). Results are written to the destination operand (the 
first operand). 


EVEX encoded versions: The first source operand (the second operand) is aZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 64-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally 
updated with writemask k1. 


VEX.256 encoded version: The first source operand (the second operand) is a YMM register. The second source 
operand can be a YMM register or a 256-bit memory location. The destination operand is a YMM register. The upper 
bits (MAXVL-1:256) of the corresponding destination are zeroed. 


VEX.128 encoded version: The first source operand (the second operand) is a XMM register. The second source 
operand can be a XMM register or a 128-bit memory location. The destination operand is a XMM register. The upper 
bits (MAXVL-1:128) of the corresponding destination are zeroed. 

128-bit Legacy SSE version: The second source operand (the second operand) can be an XMM register or an 128- 
bit memory location. The destination is the same as the first source operand. The upper bits (MAXVL-1:128) of the 
corresponding destination are unmodified. 
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INSTRUCTION SET REFERENCE, A-L 


Operation 


VDIVPD (EVEX encoded versions) 

(KL, VL) = (2, 128), (4, 256), (8, 512) 

IF (VL = 512) AND (EVEX.b = 1) AND SRC2 *is a register* 
THEN 


SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); ; refer to Table 15-4 in the Intel? 64 and IA-32 Architectures 


Software Developer's Manual, Volume 1 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
DEST[i+63:i] = SRC1[i+63:i] / SRC2[63:0] 
ELSE 
DEST[i+63:i] = SRC1[i+63:i] / SRC2[i+63:i] 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VDIVPD (VEX.256 encoded version) 

DEST[63:0] := SRC1[63:0] / SRC2[63:0] 
DEST[127:64] := SRC1[127:64] / SRC2[127:64] 
DEST[191:128] := SRC1[191:128] / SRC2[191:128] 
DEST[255:192] := SRC1[255:192] / SRC2[255:192] 
DEST[MAXVL-1:256] := 0; 


VDIVPD (VEX.128 encoded version) 
DEST[63:0] := SRC1[63:0] / SRC2[63:0] 
DEST[127:64] := SRC1[127:64] / SRC2[127:64] 
DEST[MAXVL-1:128] := 0; 


DIVPD (128-bit Legacy SSE version) 
DEST[63:0] := SRC1[63:0] / SRC2[63:0] 
DEST[127:64] := SRC1[127:64] / SRC2[127:64] 
DEST[MAXVL-1:128] (Unmodified) 
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DIVPD—Divide Packed Double-Precision Floating-Point Values 


Intel C/C++ Compiler Intrinsic Equivalent 


VDIVPD __m512d_mm512_div_pd(__m512d a,_m512d b); 

VDIVPD __m512d_mm512_mask_div_pd(__m512ds,__mmask8 k,__m512da,__m512d b); 
VDIVPD __m512d_mm512_maskz_div_pd(__mmask8 k,__m512d a,___m512d b); 

VDIVPD __m256d __mm256_mask_div_pd(__m256ds,__ mmask8 k,__m256d a, __ m256d b); 
VDIVPD __m256d __mm256_maskz_div_pd(__mmask8 k,__ m256d a, __m256d b); 

VDIVPD __m128d_mm_mask_div_pd(__m128ds,__ mmask8 k,__m128da,__m128d b); 
VDIVPD __m128d _mm_maskz_div_pd(__mmask8 k,__m128d a, ___m128d b); 
VDIVPD __m512d_mm512_div_round_pd(__m512da,__m512db, int); 

VDIVPD __m512d_mm512_mask_div_round_pd(__m512ds,__ mmask8 k,__m512da, 
VDIVPD __m512d_mm512_maskz_div_round_pd(__mmask8 k,__m512da,_m512d, int); 
VDIVPD __m256d _mm256_div_pd (__m256d a, __m256d b); 

DIVPD __m128d _mm_div_pd (__m128d a, __m128d b); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Divide-by-Zero, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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m512d b, int); 
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INSTRUCTION SET REFERENCE, A-L 


DIVPS—Divide Packed Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 

NP OF 5E /r A VIV SSE Divide packed single-precision floating-point values 

DIVPS xmm1, xmm2/m128 in xmm1 by packed single-precision floating-point 
values in xmm2/mem. 

VEX.128.0F.WIG 5E /r B VIV AVX Divide packed single-precision floating-point values 

VDIVPS xmm1, xmm2, xmm3/m128 in xmm2 by packed single-precision floating-point 
values in xmm3/mem. 

VEX.256.0F.WIG 5E /r B VIV AVX Divide packed single-precision floating-point values 

VDIVPS ymm1, ymm2, ymm3/m256 in ymm2 by packed single-precision floating-point 
values in ymm3/mem. 

EVEX.128.0F.WO 5E /r C VIV AVX512VL | Divide packed single-precision floating-point values 

VDIVPS xmm1 {k1}{z}, xmm2, AVX512F in xmm2 by packed single-precision floating-point 

xmm3/m128/m32bcst values in xmm3/m128/m32bcst and write results to 
xmm1 subject to writemask k1. 

EVEX.256.0F.WO 5E /r C VIV AVX512VL | Divide packed single-precision floating-point values 

VDIVPS ymm1 {k1}{z}, ymm2, AVX512F in ymm2 by packed single-precision floating-point 

ymm3/m256/m32bcst values in ymnm3/m256/m32bcst and write results to 
ymm1 subject to writemask k1. 

EVEX.512.0F.WO 5E /r C VIV AVX512F Divide packed single-precision floating-point values 

VDIVPS zmm1 {k1}{z}, zmm2, in zmm_2 by packed single-precision floating-point 

zmm3/m512/m32bcst{er} values in zmm3/m512/m32bcst and write results to 
zmm1 subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD divide of the four, eight or sixteen packed single-precision floating-point values in the first source 
operand (the second operand) by the four, eight or sixteen packed single-precision floating-point values in the 
second source operand (the third operand). Results are written to the destination operand (the first operand). 


EVEX encoded versions: The first source operand (the second operand) is a ZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 32-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally 
updated with writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 


VEX.128 encoded version: The first source operand is a XMM register. The second source operand can be a XMM 
register or a 128-bit memory location. The destination operand is a XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. 
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Operation 


VDIVPS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) AND SRC2 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN 
DEST[i+31:i] = SRC1[i+31:i] / SRC2[31:0] 
ELSE 
DEST[i+31:i] = SRC1[i+31:i] / SRC2[i+3 1:1] 
Fl; 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VDIVPS (VEX.256 encoded version) 

DEST[31:0] := SRC1[31:0] / SRC2[31:0] 
DEST[63:32] := SRC1[63:32] / SRC2[63:32] 
DEST[95:64] := SRC1[95:64] / SRC2[95:64] 
DEST[127:96] := SRC1[127:96] / SRC2[127:96] 
DEST[159:1 28] := SRC1[159:128] / SRC2[159:1 28] 
DEST[191:160] := SRC1[191:160] / SRC2[191:160] 
DEST[223:192] := SRC1[223:192] / SRC2[223:192] 
DEST[255:224] := SRC1[255:224] / SRC2[255:224]. 
DEST[MAXVL-1:256] := 0; 


VDIVPS (VEX.128 encoded version) 
DEST[31:0] := SRC1[31:0] / SRC2[31:0] 
DEST[63:32] := SRC1[63:32] / SRC2[63:32] 
DEST[95:64] := SRC1[95:64] / SRC2[95:64] 
DEST[127:96] := SRC1[127:96] / SRC2[127:96] 
DEST[MAXVL-1:128] := 0 


DIVPS—Divide Packed Single-Precision Floating-Point Values 
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INSTRUCTION SET REFERENCE, A-L 


DIVPS (128-bit Legacy SSE version) 
DEST[31:0] := SRC1[31:0] / SRC2[31:0] 
DEST[63:32] := SRC1[63:32] / SRC2[63:32] 
DEST[95:64] := SRC1[95:64] / SRC2[95:64] 
DEST[127:96] := SRC1[127:96] / SRC2[127:96] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 

VDIVPS __m512_mm512_div_ps(__m512 a,__m512 b); 

VDIVPS __m512_mm512_mask_div_ps(__m512s,__mmask16 k,__m512 a,__m512 b); 
VDIVPS __m512 _mm512_maskz_div_ps(__mmask16 k,__m512 a,__m512 b); 

VDIVPD __m256d__mm256_mask_div_pd(__m256ds,__ mmask8 k,__m256d a, __m256d b); 
VDIVPD __m256d __mm256_maskz_div_pd(__mmask8 k,___m256d a, __ m256d b); 

VDIVPD __m128d __mm_mask_div_pd(__m128ds,__ mmask8 k,__m128d a,__m128d b); 
VDIVPD __m128d __mm_maskz_div_pd(__mmask8 k,__m128d a, __m128d b); 

VDIVPS __m512 _mm512_div_round_ps(__m512 a,__m512 5, int); 

VDIVPS __m512 _mm512_mask_div_round_ps(__m512s,__ mmask16 k,__m512 a,__m512 5, int); 
VDIVPS __m512_mm512_maskz_div_round_ps(__mmask16 k,__m512 a,__m512 5, int); 
VDIVPS __m256 __mm256_div_ps (__m256 a,__ m256 b); 

DIVPS __m128_mm_div_ps (_m128 a,__m128 b); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Divide-by-Zero, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, A-L 


DIVSD—Divide Scalar Double-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F2 OF 5E /r A VIV SSE2 Divide low double-precision floating-point value in 
DIVSD xmm1, xmm2/m64 xmm1 by low double-precision floating-point value 
in xmm2/m64. 
VEX.LIG.F2.0F.WIG 5E /r B VIV AVX Divide low double-precision floating-point value in 
VDIVSD xmm1, xmm2, xmm3/m64 xmm_2 by low double-precision floating-point value 
in xmm3/m64. 
EVEX.LLIG.F2.0F.W1 5E /r C VIV AVX512F Divide low double-precision floating-point value in 
VDIVSD xmm1 {k1}{z}, xmm2, xmm2z by low double-precision floating-point value 
xmm3/m64{er} in xmm3/m64. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Divides the low double-precision floating-point value in the first source operand by the low double-precision 
floating-point value in the second source operand, and stores the double-precision floating-point result in the desti- 
nation operand. The second source operand can be an XMM register or a 64-bit memory location. The first source 
and destination are XMM registers. 


128-bit Legacy SSE version: The first source operand and the destination operand are the same. Bits (MAXVL- 
1:64) of the corresponding ZMM destination register remain unchanged. 


VEX.128 encoded version: The first source operand is an xmm register encoded by VEX.vvvv. The quadword at bits 
127:64 of the destination operand is copied from the corresponding quadword of the first source operand. Bits 
(MAXVL-1:128) of the destination register are zeroed. 


EVEX.128 encoded version: The first source operand is an xmm register encoded by EVEX.vvvv. The quadword 
element of the destination operand at bits 127:64 are copied from the first source operand. Bits (MAXVL-1:128) of 
the destination register are zeroed. 


EVEX version: The low quadword element of the destination is updated according to the writemask. 


Software should ensure VDIVSD is encoded with VEX.L=0. Encoding VDIVSD with VEX.L=1 may encounter unpre- 
dictable behavior across different processor generations. 
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Operation 


VDIVSD (EVEX encoded version) 
IF (EVEX.b = 1) AND SRC2 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := SRC1[63:0] / SRC2[63:0] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


VDIVSD (VEX.128 encoded version) 
DEST[63:0] := SRC1[63:0] / SRC2[63:0] 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


DIVSD (128-bit Legacy SSE version) 
DEST[63:0] := DEST[63:0] / SRC[63:0] 
DEST[MAXVL-1:64] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VDIVSD __m128d _mm_mask_div_sd(__m128ds,__ mmask8 k,___m128d a, 
VDIVSD __m128d _mm_maskz_div_sd(__mmask8 k,___m128d a, ___m128d b); 

VDIVSD __m128d_mm_div_round_sd(__m128da,__m128d, int); 

VDIVSD __m128d _mm_mask_div_round_sd(__m128ds,__ mmask8 k,___m128d a,___m128d, int); 
VDIVSD __m128d _mm_maskz_div_round_sd(__mmask8 k,__m128d a, _m128d , int); 

DIVSD __m128d __mm_div_sd (__m128d a, ___m128d b); 


m128d b); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Divide-by-Zero, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 


3-326 Vol. 2A DIVSD—Divide Scalar Double-Precision Floating-Point Value 


INSTRUCTION SET REFERENCE, A-L 


DIVSS—Divide Scalar Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F3 OF 5E /r A VIV SSE Divide low single-precision floating-point value in 
DIVSS xmm1, xmm2/m32 xmm1 by low single-precision floating-point value in 
xmm2/m32. 
VEX.LIG.F3.0F.WIG 5E /r B VIV AVX Divide low single-precision floating-point value in 
VDIVSS xmm1, xmm2, xmm3/m32 xmmc2 by low single-precision floating-point value in 
xmm3/m32. 
EVEX.LLIG.F3.0F.WO 5E /r C VIV AVX512F | Divide low single-precision floating-point value in 
VDIVSS xmm1 {k1}{z}, xmm2, xmmcz by low single-precision floating-point value in 
xmm3/m32{er} xmm3/m32. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Divides the low single-precision floating-point value in the first source operand by the low single-precision floating- 
point value in the second source operand, and stores the single-precision floating-point result in the destination 
operand. The second source operand can be an XMM register or a 32-bit memory location. 


128-bit Legacy SSE version: The first source operand and the destination operand are the same. Bits (MAXVL- 
1:32) of the corresponding YMM destination register remain unchanged. 


VEX.128 encoded version: The first source operand is an xmm register encoded by VEX.vvvv. The three high-order 
doublewords of the destination operand are copied from the first source operand. Bits (MAXVL-1:128) of the desti- 
nation register are zeroed. 


EVEX.128 encoded version: The first source operand is an xmm register encoded by EVEX.vvvv. The doubleword 
elements of the destination operand at bits 127:32 are copied from the first source operand. Bits (MAXVL-1:128) 
of the destination register are zeroed. 


EVEX version: The low doubleword element of the destination is updated according to the writemask. 


Software should ensure VDIVSS is encoded with VEX.L=0. Encoding VDIVSS with VEX.L=1 may encounter unpre- 
dictable behavior across different processor generations. 
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Operation 


VDIVSS (EVEX encoded version) 
IF (EVEX.b = 1) AND SRC2 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN = DEST[31:0] := SRC1[31:0] / SRC2[31:0] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


VDIVSS (VEX.128 encoded version) 
DEST[31:0] := SRC1[31:0] / SRC2[31:0] 
DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


DIVSS (128-bit Legacy SSE version) 
DEST[31:0] := DEST[31:0] / SRC[31:0] 
DEST[MAXVL-1:32] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VDIVSS __m128 _mm_mask_div_ss(__m128s,__ mmask8 k,___m128 a, 
VDIVSS __m128 _mm_maskz_div_ss(__mmask8 k,__m128a,__m128 b); 

VDIVSS __m128_mm_div_round_ss(__m128 a,__m128, int); 

VDIVSS __m128 _mm_mask_div_round_ss(__m128 s,__ mmask8 k,__m128 a,__m128 b, int); 
VDIVSS __m128 _mm_maskz_div_round_ss(__mmask8 k,__m128 a,__m128 5, int); 

DIVSS __m128 _mm_div_ss(__m128 a,__m128 b); 


m128 b); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Divide-by-Zero, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, A-L 


DPPD — Dot Product of Packed Double Precision Floating-Point Values 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En Mode Feature 
Flag 
66 OF 3A 41 /r ib RMI | V/V SSE4_1 Selectively multiply packed DP floating-point 
DPPD xmm1, xmm2/m128, imm8 values from xmm17 with packed DP floating- 


point values from xmm2, add and selectively 
store the packed DP floating-point values to 


xmm1. 
VEX.128.66.0F3A.WIG 41 /r ib RVMI | V/V AVX Selectively multiply packed DP floating-point 
VDPPD xmm1,xmm2, xmm3/m128, imm8 values from xmm2 with packed DP floating- 


point values from xmm3, add and selectively 
store the packed DP floating-point values to 


xmm1. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (r, w) ModRM:r/m (r) imm8 NA 
RVMI ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8 


Description 


Conditionally multiplies the packed double-precision floating-point values in the destination operand (first 
operand) with the packed double-precision floating-point values in the source (second operand) depending ona 
mask extracted from bits [5:4] of the immediate operand (third operand). If a condition mask bit is zero, the corre- 
sponding multiplication is replaced by a value of 0.0 in the manner described by Section 12.8.4 of Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 1. 


The two resulting double-precision values are summed into an intermediate result. The intermediate result is 
conditionally broadcasted to the destination using a broadcast mask specified by bits [1:0] of the immediate byte. 


If a broadcast mask bit is “1”, the intermediate result is copied to the corresponding qword element in the destina- 
tion operand. If a broadcast mask bit is zero, the corresponding element in the destination is set to zero. 


DPPD follows the NaN forwarding rules stated in the Software Developer’s Manual, vol. 1, table 4.7. These rules do 
not cover horizontal prioritization of NaNs. Horizontal propagation of NaNs to the destination and the positioning of 
those NaNs in the destination is implementation dependent. NaNs on the input sources or computationally gener- 
ated NaNs will have at least one NaN propagated to the destination. 

128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
YMM register destination are unmodified. 

VEX.128 encoded version: the first source operand is an XMM register or 128-bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding YMM register destination are 
zeroed. 

If VDPPD is encoded with VEX.L= 1, an attempt to execute the instruction encoded with VEX.L= 1 will cause an 
#UD exception. 
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Operation 
DP_primitive (SRC1, SRC2) 
IF (imm8[4] = 1) 
THEN Temp1[63:0] := DEST[63:0] * SRC[63:0]; // update SIMD exception flags 
ELSE Temp1[63:0] := +0.0; Fl; 
IF (imm8[5] = 1) 
THEN Temp1[127:64] := DEST[127:64] * SRC[127:64]; // update SIMD exception flags 
ELSE Temp1[127:64] := +0.0; Fl; 
/* if unmasked exception reported, execute exception handler*/ 


Temp2[63:0] := Temp1[63:0] + Temp1[127:64]; // update SIMD exception flags 
/* if unmasked exception reported, execute exception handler*/ 


IF (imm8[0] = 1) 
THEN DEST[63:0] := Temp2[63:0]; 
ELSE DEST[63:0] = +0.0; Fl; 

IF (imm8[1] = 1) 

THEN DEST[127:64] := Temp2[63:0]; 
ELSE DEST[127:64] := +0.0; Fl; 


DPPD (128-bit Legacy SSE version) 
DEST[127:0] := DP_Primitive(SRC1[127:0], SRC2[127:0)); 
DEST[MAXVL-1:128] (Unmodified) 


VDPPD (VEX.128 encoded version) 
DEST[127:0] := DP_Primitive(SRC1[127:0], SRC2[127:0]); 
DEST[MAXVL-1:128] := 0 


Flags Affected 
None 


Intel C/C++ Compiler Intrinsic Equivalent 


DPPD: m128d _mm_dp_pd (__m128d a,__m128d b, const int mask); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Exceptions are determined separately for each add and multiply operation. Unmasked exceptions will leave the 
destination untouched. 


Other Exceptions 
See Table 2-19, “Type 2 Class Exception Conditions”; additionally: 
#UD If VEX.L= 1. 
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DPPS — Dot Product of Packed Single Precision Floating-Point Values 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
66 OF 3A 40 /r ib RMI | V/V SSE4_1 Selectively multiply packed SP floating-point 
DPPS xmm1, xmm2/m128, imm8 values from xmm1 with packed SP floating- 


point values from xmm2, add and selectively 
store the packed SP floating-point values or 
zero values to xmm1. 


VEX.128.66.0F3A.WIG 40 /r ib RVMI | V/V AVX Multiply packed SP floating point values from 

VDPPS xmm1,xmm2, xmm3/m128, imm8 xmm_1 with packed SP floating point values 
from xmm2/mem selectively add and store to 
xmm1. 

VEX.256.66.0F3A.WIG 40 /r ib RVMI | V/V AVX Multiply packed single-precision floating-point 

VDPPS ymm1, ymm2, ymm3/m256, imm8 values from ymm_2 with packed SP floating 


point values from ymm3/mem, selectively add 
pairs of elements and store to ymm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (r, w) ModRM:r/m (r) imm8 NA 
RVMI ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8 
Description 


Conditionally multiplies the packed single precision floating-point values in the destination operand (first operand) 
with the packed single-precision floats in the source (second operand) depending on a mask extracted from the 
high 4 bits of the immediate byte (third operand). If a condition mask bit in Imm8[7:4] is zero, the corresponding 
multiplication is replaced by a value of 0.0 in the manner described by Section 12.8.4 of Inte!/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 1. 


The four resulting single-precision values are summed into an intermediate result. The intermediate result is condi- 
tionally broadcasted to the destination using a broadcast mask specified by bits [3:0] of the immediate byte. 


If a broadcast mask bit is “1”, the intermediate result is copied to the corresponding dword element in the destina- 
tion operand. If a broadcast mask bit is zero, the corresponding element in the destination is set to zero. 


DPPS follows the NaN forwarding rules stated in the Software Developer’s Manual, vol. 1, table 4.7. These rules do 
not cover horizontal prioritization of NaNs. Horizontal propagation of NaNs to the destination and the positioning of 
those NaNs in the destination is implementation dependent. NaNs on the input sources or computationally gener- 
ated NaNs will have at least one NaN propagated to the destination. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
YMM register destination are unmodified. 


VEX.128 encoded version: the first source operand is an XMM register or 128-bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding YMM register destination are 
zeroed. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 
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Operation 

DP_primitive (SRC1, SRC2) 

IF (imm8[4] = 1) 
THEN Temp1[31:0] := DEST[31:0] * SRC[31:0]; // update SIMD exception flags 
ELSE Temp1[31:0] := +0.0; Fl; 

IF (imm8[5] = 1) 
THEN Temp1[63:32] := DEST[63:32] * SRC[63:32]; // update SIMD exception flags 
ELSE Temp1[63:32] := +0.0; Fl; 

IF (imm8[6] = 1) 
THEN Temp1[95:64] := DEST[95:64] * SRC[95:64]; // update SIMD exception flags 
ELSE Temp1[95:64] := +0.0; Fl; 

IF (imm8[7] = 1) 
THEN Temp1[1 27:96] := DEST[127:96] * SRC[127:96]; // update SIMD exception flags 
ELSE Temp1[127:96] := +0.0; Fl; 


Temp2[31:0] := Temp1[31:0] + Temp1[63:32]; // update SIMD exception flags 

/* if unmasked exception reported, execute exception handler*/ 

Temp3[31:0] := Temp1[95:64] + Temp1[127:96]; // update SIMD exception flags 
/* if unmasked exception reported, execute exception handler*/ 

Temp4[31:0] := Temp2[31:0] + Temp3[31:0]; // update SIMD exception flags 

/* if unmasked exception reported, execute exception handler*/ 


IF (imm8[0] = 1) 
THEN DEST[31:0] := Temp4{31:0); 
ELSE DEST[31:0] = +0.0; Fl; 

IF (imm8[1] = 1) 
THEN DEST[63:32] := Temp4[31:0]; 
ELSE DEST[63:32] := +0.0; Fl; 

IF (imm8[2] = 1) 
THEN DEST[95:64] := Temp4[31:0]; 
ELSE DEST[95:64] := +0.0; Fl; 

IF (imm8[3] = 1) 
THEN DEST[127:96] := Temp4[31:0]; 
ELSE DEST[127:96] := +0.0; Fl; 


DPPS (128-bit Legacy SSE version) 
DEST[127:0] := DP_Primitive(SRC1[127:0], SRC2[127:0)); 
DEST[MAXVL-1:128] (Unmodified) 


VDPPS (VEX.128 encoded version) 
DEST[127:0] := DP_Primitive(SRC1[127:0], SRC2[127:0]); 
DEST[MAXVL-1:128] := 0 


VDPPS (VEX.256 encoded version) 
DEST[127:0] := DP_Primitive(SRC1[127:0], SRC2[127:0]); 
DEST[255:128] := DP_Primitive(SRC1[255:128], SRC2[255:128)); 


Flags Affected 
None 
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Intel C/C++ Compiler Intrinsic Equivalent 


(V)DPPS: m128_mm_dp_ps (__m128 a,__m128b, const int mask); 


VDPPS: m256 __mm256_dp_ps (__m256 a,__m256 b, const int mask); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Exceptions are determined separately for each add and multiply operation, in the order of their execution. 
Unmasked exceptions will leave the destination operands unchanged. 


Other Exceptions 
See Table 2-19, “Type 2 Class Exception Conditions”. 
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EMMS—Empty MMX Technology State 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
NP OF 77 EMMS ZO | Valid Valid Set the x87 FPU tag word to empty. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Sets the values of all the tags in the x87 FPU tag word to empty (all 1s). This operation marks the x87 FPU data 
registers (which are aliased to the MMX technology registers) as available for use by x87 FPU floating-point instruc- 
tions. (See Figure 8-7 in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for the 
format of the x87 FPU tag word.) All other MMX instructions (other than the EMMS instruction) set all the tags in 
x87 FPU tag word to valid (all Os). 


The EMMS instruction must be used to clear the MMX technology state at the end of all MMX technology procedures 
or subroutines and before calling other procedures or subroutines that may execute x87 floating-point instructions. 
If a floating-point instruction loads one of the registers in the x87 FPU data register stack before the x87 FPU tag 
word has been reset by the EMMS instruction, an x87 floating-point register stack overflow can occur that will result 
in an x87 floating-point exception or incorrect result. 


EMMS operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


x87FPUTagWord := FFFFH; 


Intel C/C++ Compiler Intrinsic Equivalent 


void __mm_empty() 


Flags Affected 
None 


Protected Mode Exceptions 


#UD If CRO.EM[bit 2] = 1. 

#NM If CRO.TS[bit 3] = 1. 

#MF If there is a pending FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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ENCODEKEY 128—Encode 128-Bit Key with Key Locker 


Opcode/ Op/ |64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
F3 OF 38 FA 1 1:rrr:bbb A VV AESKLE Wrap a 128-bit AES key from XMMO into a key handle 
ENCODEKEY 1 28 r32, r32, <XMMO-2>, and output handle in XMMO-2. 
<XMM4-6> 


Instruction Operand Encoding 


Op/En | Tuple Operand 1 Operand 2 Operand 3 Operands 4-5 Operands 6 - 7 
A NA ModRM:reg (w) ModRM:r/m (r) Implicit XMMO (r, w) Implicit XMM1-2 (w) | Implicit XMM4-6 (w) 
Description 


The ENCODEKEY128! instruction wraps a 128-bit AES key from the implicit operand XMMO into a key handle that 
is then stored in the implicit destination operands XMMO-2. 


The explicit source operand specifies handle restrictions, if any. 


The explicit destination operand is populated with information on the source of the key and its attributes. XMM4 
through XMM6 are reserved for future usages and software should not rely upon them being zeroed. 


Operation 


ENCODEKEY128 

#GP (0) if a reserved bit? in SRC[31:0] is set 

InputKey[1 27:0] := XMMO; 

KeyMetadata[2:0] = SRC[2:0]; 

KeyMetadata[23:3] = 0; // Reserved for future usage 
KeyMetadata[2 7:24] = 0; // KeyType is AES-128 (value of 0) 
KeyMetadata[1 27:28] = 0; // Reserved for future usage 


// KeyMetadata is the AAD input and InputKey is the Plaintext input for WrapKey128 
Handle[383:0] := WrapKey1 28(InputKey[1 27:0], KeyMetadata[1 27:0], IWKey.Integrity Key[127:0], IWKey.Encryption Key[255:0)); 


DEST[O] := IWKey.NoBackup; 

DEST[4:1] := lWKey.KeySource[3:0]; 
DEST[31:5] = 0; 

XMMO := Handle[127:0]; // AAD 

XMM1 := Handle[255:128]; // Integrity Tag 
XMM2 := Handle[383:256]; // CipherText 
XMM4 := 0; // Reserved for future usage 
XMM5 := 0; // Reserved for future usage 
XMM6 := 0; // Reserved for future usage 
RFLAGS.OF, SF, ZF, AF, PF, CF := 0; 


Flags Affected 


All arithmetic flags (OF, SF, ZF, AF, PF, CF) are cleared to 0. Although they are cleared for the currently defined oper- 
ations, future extensions may report information in the flags. 


1. Further details on Key Locker and usage of this instruction can be found here: 


https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 

2. SRC[31:3] are currently reserved for future usages. SRC[2], which indicates a no-decrypt restriction, is reserved if 
CPUID.19H:EAX[2] is 0. SRC[1], which indicates a no-encrypt restriction, is reserved if CPUID.1 9H:EAX[1] is 0. SRC[O], which indicates 
a CPLO-only restriction, is reserved if CPUID.1 9H:EAX[0] is 0. 
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Intel C/C++ Compiler Intrinsic Equivalent 


ENCODEKEY128 unsigned int _mm_encodekey128_u32(unsigned int htype, __m128i key, void* h); 


Exceptions (All Operating Modes) 
#GP If reserved bit is set in source register value. 
#UD If the LOCK prefix is used. 
If CPUID.O7H:ECX.KL [bit 23] = 0. 
If CR4.KL = 0. 
If CPUID.19H:EBX.AESKLE [bit 0] = 0. 
If CRO.EM = 1. 
If CR4.OSFXSR = 0. 
#NM If CRO.TS = 1. 
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ENCODEKEY256—Encode 256-Bit Key with Key Locker 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
F3 OF 38 FB 1 1:rrr:bbb A VIV AESKLE Wrap a 256-bit AES key from XMM1:XMMO into a key 
ENCODEKEY 256 r32, r32 <XMMO-6> handle and store it in XMMO-3. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operands 3 - 4 Operands 5 - 9 
A NA ModRM:reg (w) ModRM:r/m (r) Implicit XMMO-1 (r, w) Implicit XMM2-6 (w) 
Description 


The ENCODEKEY256! instruction wraps a 256-bit AES key from the implicit operand XMM1:XMMO into a key handle 
that is then stored in the implicit destination operands XMMO-3. 

The explicit source operand is a general-purpose register and specifies what handle restrictions should be built into 
the handle. 


The explicit destination operand is populated with information on the source of the key and its attributes. XMM4 
through XMM6 are reserved for future usages and software should not rely upon them being zeroed. 


Operation 


ENCODEKEY256 

#GP (0) if a reserved bit? in SRC[31:0] is set 

InputKey[255:0] :-= XMM1:XMMO; 

KeyMetadata[2:0] = SRC[2:0]; 

KeyMetadata[23:3]=0; // Reserved for future usage 
KeyMetadata[27:24] = 1; // KeyType is AES-256 (value of 1) 
KeyMetadata[1 27:28] = 0; // Reserved for future usage 


// KeyMetadata is the AAD input and InputKey is the Plaintext input for WrapKey256 
Handle[51 1:0] := WrapKey256(InputKey[255:0], KeyMetadata[1 27:0], IWKey.Integrity Key[127:0], IlWKey.Encryption Key[255:0)); 


DEST[O] := IWKey.NoBackup; 

DEST[4:1] := lWKey.KeySource[3:0]; 

DEST[31:5] = 0; 

XMMO := Handle[127:0]; // AAD 

XMM1 := Handle[255:128]; // Integrity Tag 

XMM2 := Handle[383:256]; // CipherText[1 27:0] 
XMM3 := Handle[51 1:384]; // CipherText[255:128] 


XMM4 := 0; // Reserved for future usage 
XMM5 := 0; // Reserved for future usage 
XMM6 := 0; // Reserved for future usage 


RFLAGS.OF, SF, ZF, AF, PF, CF := 0; 


1. Further details on Key Locker and usage of this instruction can be found here: 


https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 

2. SRC[31:3] are currently reserved for future usages. SRC[2], which indicates a no-decrypt restriction, is reserved if 
CPUID.19H:EAX[2] is 0. SRC[1], which indicates a no-encrypt restriction, is reserved if CPUID.1 9H:EAX[1] is 0. SRC[O], which indicates 
a CPLO-only restriction, is reserved if CPUID.1 9H:EAX[0] is 0. 
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Flags Affected 


All arithmetic flags (OF, SF, ZF, AF, PF, CF) are cleared to 0. Although they are cleared for the currently defined oper- 
ations, future extensions may report information in the flags. 


Intel C/C++ Compiler Intrinsic Equivalent 


ENCODEKEY256 unsigned int _mm_encodekey256_u32(unsigned int htype, __m128i key_lo, __m128i key_hi, void* h); 


Exceptions (All Operating Modes) 
#GP If reserved bit is set in source register value. 
#UD If the LOCK prefix is used. 
If CPUID.O7H:ECX.KL [bit 23] = 0. 
If CR4.KL = 0. 
If CPUID.19H:EBX.AESKLE [bit 0] = 0. 
If CRO.EM = 1. 
If CR4.OSFXSR = 0. 
#NM If CRO.TS = 1. 
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ENDBR32—Terminate an Indirect Branch in 32-bit and Compatibility Mode 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F3 OF 1E FB ZO VV CET_IBT Terminate indirect branch in 32 bit and compatibility 
ENDBR32 mode. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA NA 
Description 
Terminate an indirect branch in 32 bit and compatibility mode. 
Operation 
IF EndbranchEnabled(CPL) & (IA32_EFER.LMA = 0 | (IA32_EFER.LMA=1 & CS.L = 0) 
IF CPL = 3 
THEN 
IA32_U_CET.TRACKER = IDLE 
IA32_U_CET.SUPPRESS = 0 
ELSE 
IA32_S_CET.TRACKER = IDLE 
IA32_S_CET.SUPPRESS = 0 
Fl; 
Fl; 
Flags Affected 
None. 
Exceptions 
None. 
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ENDBR64—Terminate an Indirect Branch in 64-bit Mode 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F3 OF 1E FA ZO VN CET_IBT Terminate indirect branch in 64 bit mode. 
ENDBR64 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA NA 
Description 


Terminate an indirect branch in 64 bit mode. 


Operation 
IF EndbranchEnabled(CPL) & IA32_EFER.LMA = 1&CS.L=1 
IF CPL = 3 
THEN 
IA32_U_CET.TRACKER = IDLE 
IA32_U_CET.SUPPRESS = 0 
ELSE 
IA32_S_CET.TRACKER = IDLE 
IA32_S_CET.SUPPRESS = 0 
Fl; 
Fl; 


Flags Affected 
None. 


Exceptions 
None. 
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ENTER—Make Stack Frame for Procedure Parameters 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
C8 iw 00 ENTER imm16, 0 ll Valid Valid Create a stack frame for a procedure. 
C8 iw 01 ENTER imm16,1 ll Valid Valid Create a stack frame with a nested pointer for 


a procedure. 


C8 iw ib ENTER imm16, imm8 ll Valid Valid Create a stack frame with nested pointers for 
a procedure. 


Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 


Il iw imm8 NA NA 


Description 


Creates a stack frame (comprising of space for dynamic storage and 1-32 frame pointer storage) for a procedure. 
The first operand (imm16) specifies the size of the dynamic storage in the stack frame (that is, the number of bytes 
of dynamically allocated on the stack for the procedure). The second operand (imm8) gives the lexical nesting level 
(0 to 31) of the procedure. The nesting level (imm8 mod 32) and the OperandSize attribute determine the size in 
bytes of the storage space for frame pointers. 


The nesting level determines the number of frame pointers that are copied into the “display area” of the new stack 
frame from the preceding frame. The default size of the frame pointer is the StackAddrSize attribute, but can be 
overridden using the 66H prefix. Thus, the OperandSize attribute determines the size of each frame pointer that 
will be copied into the stack frame and the data being transferred from SP/ESP/RSP register into the BP/EBP/RBP 
register. 


The ENTER and companion LEAVE instructions are provided to support block structured languages. The ENTER 
instruction (when used) is typically the first instruction in a procedure and is used to set up a new stack frame for 
a procedure. The LEAVE instruction is then used at the end of the procedure (just before the RET instruction) to 
release the stack frame. 


If the nesting level is 0, the processor pushes the frame pointer from the BP/EBP/RBP register onto the stack, 
copies the current stack pointer from the SP/ESP/RSP register into the BP/EBP/RBP register, and loads the 
SP/ESP/RSP register with the current stack-pointer value minus the value in the size operand. For nesting levels of 
1 or greater, the processor pushes additional frame pointers on the stack before adjusting the stack pointer. These 
additional frame pointers provide the called procedure with access points to other nested frames on the stack. See 
“Procedure Calls for Block-Structured Languages” in Chapter 6 of the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1, for more information about the actions of the ENTER instruction. 


The ENTER instruction causes a page fault whenever a write using the final value of the stack pointer (within the 
current stack segment) would do so. 


In 64-bit mode, default operation size is 64 bits; 32-bit operation size cannot be encoded. Use of 66H prefix 
changes frame pointer operand size to 16 bits. 


When the 66H prefix is used and causing the OperandSize attribute to be less than the StackAddrSize, software is 
responsible for the following: 


¢ The companion LEAVE instruction must also use the 66H prefix, 


¢ The value in the RBP/EBP register prior to executing “66H ENTER” must be within the same 16KByte region of 
the current stack pointer (RSP/ESP), such that the value of RBP/EBP after “66H ENTER” remains a valid address 
in the stack. This ensures “66H LEAVE” can restore 16-bits of data from the stack. 
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Operation 


AllocSize := imm16; 
NestingLevel := imm8 MOD 32; 
IF (OperandSize = 64) 
THEN 
Push(RBP); (* RSP decrements by 8 *) 
FrameTemp := RSP; 
ELSE IF OperandSize = 32 
THEN 
Push(EBP); (* (E)SP decrements by 4 *) 
FrameTemp := ESP; FI; 
ELSE (* OperandSize = 16 *) 
Push(BP); (* RSP or (€)SP decrements by 2 *) 
FrameTemp := SP; 
Fl; 


IF NestingLevel = 0 
THEN GOTO CONTINUE; 
Fl; 


IF (NestingLevel > 1) 
THEN FOR i := 1 to (NestingLevel - 1) 


DO 
IF (OperandSize = 64) 
THEN 
RBP := RBP - 8; 


Push([RBP]); (* Quadword push *) 
ELSE IF OperandSize = 32 
THEN 
IF StackSize = 32 
EBP := EBP - 4; 
Push([EBP]); (* Doubleword push *) 
ELSE (* StackSize = 16 *) 
BP := BP - 4; 
Push([BP]); (* Doubleword push *) 
FI; 
FI; 
ELSE (* OperandSize = 16 *) 
IF StackSize = 32 
THEN 
EBP := EBP - 2; 
Push([EBP]); (* Word push *) 
ELSE (* StackSize = 16 *) 
BP := BP - 2; 
Push([BP]); (* Word push *) 
FI; 
FI; 
OD; 
FI; 


IF (OperandSize = 64) (* nestinglevel 1 *) 
THEN 
Push(FrameTemp); (* Quadword push and RSP decrements by 8 *) 
ELSE IF OperandSize = 32 
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THEN 
Push(FrameTemp); Fl; (* Doubleword push and (€)SP decrements by 4 *) 
ELSE (* OperandSize = 16 *) 
Push(FrameTemp); (* Word push and RSP|ESP|SP decrements by 2 *) 
Fl; 


CONTINUE: 
IF 64-Bit Mode (StackSize = 64) 
THEN 
RBP := FrameTemp; 
RSP := RSP — AllocSize; 
ELSE IF OperandSize = 32 
THEN 
EBP := FrameTemp; 
ESP := ESP — AllocSize; Fl; 
ELSE (* OperandSize = 16 *) 
BP := FrameTemp[15:1]; (* Bits 16 and above of applicable RBP/EBP are unmodified *) 
SP := SP — AllocSize; 
Fl; 


END; 


Flags Affected 
None. 


Protected Mode Exceptions 
#SS(0) If the new value of the SP or ESP register is outside the stack segment limit. 


#PF(fault-code) If a page fault occurs or if a write using the final value of the stack pointer (within the current 
stack segment) would cause a page fault. 


#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#SS If the new value of the SP or ESP register is outside the stack segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#SS(0) If the new value of the SP or ESP register is outside the stack segment limit. 


#PF(fault-code) If a page fault occurs or if a write using the final value of the stack pointer (within the current 
stack segment) would cause a page fault. 


#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#SS(0) If the stack address is in a non-canonical form. 


#PF(fault-code) If a page fault occurs or if a write using the final value of the stack pointer (within the current 
stack segment) would cause a page fault. 


#UD If the LOCK prefix is used. 


ENTER—Make Stack Frame for Procedure Parameters Vol. 2A 3-343 


INSTRUCTION SET REFERENCE, A-L 


EXTRACTPS—Extract Packed Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 

66 OF 3A 17 /rib A VV SSE4_1 Extract one single-precision floating-point value 

EXTRACTPS reg/m32, xmm1, imm8 from xmm1 at the offset specified by imm8 and 
store the result in reg or m32. Zero extend the 
results in 64-bit register if applicable. 

VEX.128.66.0F3A.WIG 17 /r ib A VV AVX Extract one single-precision floating-point value 

VEXTRACTPS reg/m32, xmm1, imm8 from xmm_1 at the offset specified by imm8 and 
store the result in reg or m32. Zero extend the 
results in 64-bit register if applicable. 

EVEX.128.66.0F3A.WIG 17 /r ib B VIV AVX512F Extract one single-precision floating-point value 

VEXTRACTPS reg/m32, xmm1, imm8 from xmm1 at the offset specified by imm8 and 
store the result in reg or m32. Zero extend the 
results in 64-bit register if applicable. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (w) ModRM:reg (r) Imm8 NA 
B Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) Imm8s NA 
Description 


Extracts a single-precision floating-point value from the source operand (second operand) at the 32-bit offset spec- 
ified from imm8s. Immediate bits higher than the most significant offset for the vector length are ignored. 


The extracted single-precision floating-point value is stored in the low 32-bits of the destination operand 


In 64-bit mode, destination register operand has default operand size of 64 bits. The upper 32-bits of the register 
are filled with zero. REX.W is ignored. 


VEX.128 and EVEX encoded version: When VEX.W1 or EVEX.W1 form is used in 64-bit mode with a general purpose 
register (GPR) as a destination operand, the packed single quantity is zero extended to 64 bits. 


VEX.vvvv/EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


128-bit Legacy SSE version: When a REX.W prefix is used in 64-bit mode with a general purpose register (GPR) as 
a destination operand, the packed single quantity is zero extended to 64 bits. 

The source register is an XMM register. Imm8[1:0] determine the starting DWORD offset from which to extract the 
32-bit floating-point value. 

If VEXTRACTPS is encoded with VEX.L= 1, an attempt to execute the instruction encoded with VEX.L= 1 will cause 
an #UD exception. 


Operation 


VEXTRACTPS (EVEX and VEX.128 encoded version) 
SRC_OFFSET := IMM8[1:0] 
IF (64-Bit Mode and DEST is register) 
DEST[31:0] := (SRC[127:0] >> (SRC_OFFSET*32)) AND OFFFFFFFFh 
DEST[63:32] := 0 
ELSE 
DEST[31:0] := (SRC[127:0] >> (SRC_OFFSET*32)) AND OFFFFFFFFh 
Fl 
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EXTRACTPS (128-bit Legacy SSE version) 
SRC_OFFSET := IMM8[1:0] 
IF (64-Bit Mode and DEST is register) 
DEST[31:0] := (SRC[127:0] >> (SRC_OFFSET*32)) AND OFFFFFFFFh 
DEST[63:32] := 0 
ELSE 
DEST[31:0] := (SRC[127:0] >> (SRC_OFFSET*32)) AND OFFFFFFFFh 
Fl 


Intel C/C++ Compiler Intrinsic Equivalent 
EXTRACTPS int __mm_extract_ps (__m128 a, const int nidx); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


VEX-encoded instructions, see Table 2-22, “Type 5 Class Exception Conditions”. 
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EVEX-encoded instructions, see Table 2-57, “Type EONF Class Exception Conditions”. 


Additionally: 
#UD IF VEX.L = 0. 
#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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F2XM1—Compute 2*-1 


Opcode Instruction 64-Bit Compat/ Description 

Mode Leg Mode 
D9 FO F2XM1 Valid Valid Replace ST(0) with (25% - 1). 
Description 


Computes the exponential value of 2 to the power of the source operand minus 1. The source operand is located in 
register ST(O) and the result is also stored in ST(O). The value of the source operand must lie in the range -1.0 to 
+1.0. If the source value is outside this range, the result is undefined. 


The following table shows the results obtained when computing the exponential value of various classes of 
numbers, assuming that neither overflow nor underflow occurs. 


Table 3-16. Results Obtained from F2XM1 


ST(0) SRC ST(0) DEST 
— 1,0 to -0 —0.5 to-—O 
-0 -0 
+0 +0 
+0 to+1.0 +0 to 1.0 


Values other than 2 can be exponentiated using the following formula: 
xy := 2ly * log5x) 
This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


ST(0) := (25% — 1); 


FPU Flags Affected 


C1 Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
co, C2, C3 Undefined. 


Floating-Point Exceptions 


#1S Stack underflow occurred. 

#IA Source operand is an SNaN value or unsupported format. 
#D Source is a denormal value. 

#U Result is too small for destination format. 

#P Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 
#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 
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Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FABS—Absolute Value 


Opcode Instruction 64-Bit |Compat/ Description 
Mode | Leg Mode 
D9 €1 FABS Valid Valid Replace ST with its absolute value. 
Description 


Clears the sign bit of ST(O) to create the absolute value of the operand. The following table shows the results 
obtained when creating the absolute value of various classes of numbers. 


Table 3-17. Results Obtained from FABS 


ST(0) SRC ST(0) DEST 
— + 00 
—F +F 
_0 +0 
+0 +0 
+F +F 
+00 +00 
NaN NaN 


NOTES: 
F Means finite floating-point value. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 
Operation 
ST(O) := |ST(O)|; 


FPU Flags Affected 
C1 Set to 0. 
Co, C2, C3 Undefined. 


Floating-Point Exceptions 
#I1S Stack underflow occurred. 


Protected Mode Exceptions 
#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FADD/FADDP/FIADD—Add 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 

D8 /O FADD m32fp Valid Valid Add m32fp to ST(0) and store result in ST(0). 

DC /O FADD m64fp Valid Valid Add m64fp to ST(0) and store result in ST(0). 

D8 CO+i FADD ST(0), ST(i) Valid Valid Add ST(0) to ST(i) and store result in ST(0). 

DC CO+i FADD ST(i), ST(0) Valid Valid Add ST(i) to ST(0) and store result in ST(i). 

DE CO+i FADDP ST(i), ST(0) Valid Valid Add ST(0) to ST(i), store result in ST(i), and pop the 
register stack. 

DE C1 FADDP Valid Valid Add ST(0) to ST(1), store result in ST(1), and pop the 
register stack. 

DA /O FIADD m32int Valid Valid Add m32int to ST(0) and store result in ST(O). 

DE /O FIADD m16int Valid Valid Add m16int to ST(O) and store result in ST(O). 

Description 


Adds the destination and source operands and stores the sum in the destination location. The destination operand 
is always an FPU register; the source operand can be a register or a memory location. Source operands in memory 
can be in single-precision or double-precision floating-point format or in word or doubleword integer format. 


The no-operand version of the instruction adds the contents of the ST(0) register to the ST(1) register. The one- 
operand version adds the contents of a memory location (either a floating-point or an integer value) to the 
contents of the ST(0) register. The two-operand version, adds the contents of the ST(0) register to the ST(i) 
register or vice versa. The value in ST(0) can be doubled by coding: 


FADD ST(0), ST(0); 


The FADDP instructions perform the additional operation of popping the FPU register stack after storing the result. 
To pop the register stack, the processor marks the ST(O) register as empty and increments the stack pointer (TOP) 
by 1. (The no-operand version of the floating-point add instructions always results in the register stack being 
popped. In some assemblers, the mnemonic for this instruction is FADD rather than FADDP.) 


The FIADD instructions convert an integer source operand to double extended-precision floating-point format 
before performing the addition. 


The table on the following page shows the results obtained when adding various classes of numbers, assuming that 
neither overflow nor underflow occurs. 


When the sum of two operands with opposite signs is 0, the result is +0, except for the round toward —oo mode, in 
which case the result is -O. When the source operand is an integer 0, it is treated as a +0. 


When both operand are infinities of the same sign, the result is « of the expected sign. If both operands are infini- 
ties of opposite signs, an invalid-operation exception is generated. See Table 3-18. 
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Table 3-18. FADD/FADDP/FIADD Results 
DEST 


SRC 


NOTES: 

F Means finite floating-point value. 

| Means integer. 

* Indicates floating-point invalid-arithmetic-operand (#IA) exception. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


IF Instruction = FIADD 
THEN 
DEST := DEST + ConvertToDoubleExtendedPrecisionFP(SRC); 
ELSE (* Source operand is floating-point value *) 
DEST := DEST + SRC; 


Fl; 
IF Instruction = FADDP 
THEN 
PopRegisterStack; 


Fl; 


FPU Flags Affected 


C1 Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
co, C2, C3 Undefined. 


Floating-Point Exceptions 


#IS Stack underflow occurred. 

#IA Operand is an SNaN value or unsupported format. 
Operands are infinities of unlike sign. 

#D Source operand is a denormal value. 

#U Result is too small for destination format. 

#0 Result is too large for destination format. 

#P Value cannot be represented exactly in destination format. 
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Protected Mode Exceptions 


#GP(0) 


#SS(0) 

#NM 
#PF(fault-code) 
#AC(0) 


#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 
#SS 
#NM 
#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) 

#SS(0) 

#NM 
#PF(fault-code) 
#AC(0) 

#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is made. 

If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) 

#GP(0) 

#NM 

#MF 
#PF(fault-code) 
#AC(0) 


#UD 
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If a memory address referencing the SS segment is in a non-canonical form. 
If the memory address is in a non-canonical form. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If there is a pending x87 FPU exception. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 
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FBLD—Load Binary Coded Decimal 


Opcode Instruction 64-Bit |Compat/ |Description 
Mode __| Leg Mode 
DF /4 FBLD m80bcd Valid Valid Convert BCD value to floating-point and push onto the 
FPU stack. 
Description 


Converts the BCD source operand into double extended-precision floating-point format and pushes the value onto 
the FPU stack. The source operand is loaded without rounding errors. The sign of the source operand is preserved, 
including that of —0. 


The packed BCD digits are assumed to be in the range 0 through 9; the instruction does not check for invalid digits 
(AH through FH). Attempting to load an invalid encoding produces an undefined result. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 
TOP := TOP - 1; 
ST(0) := ConvertToDoubleExtendedPrecisionFP(SRC); 


FPU Flags Affected 
C1 Set to 1 if stack overflow occurred; otherwise, set to 0. 
co, C2, C3 Undefined. 


Floating-Point Exceptions 
#1S Stack overflow occurred. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 
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Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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FBSTP—Store BCD Integer and Pop 


Opcode Instruction 64-Bit | Compat/ Description 

Mode Leg Mode 
DF /6 FBSTP m80bcd Valid Valid Store ST(0) in m80bcd and pop ST(0). 
Description 


Converts the value in the ST(O) register to an 18-digit packed BCD integer, stores the result in the destination 
operand, and pops the register stack. If the source value is a non-integral value, it is rounded to an integer value, 
according to rounding mode specified by the RC field of the FPU control word. To pop the register stack, the 
processor marks the ST(0) register as empty and increments the stack pointer (TOP) by 1. 


The destination operand specifies the address where the first byte destination value is to be stored. The BCD value 
(including its sign bit) requires 10 bytes of space in memory. 


The following table shows the results obtained when storing various classes of numbers in packed BCD format. 
Table 3-19. FBSTP Results 


ST(0) DEST 

— oo or Value Too Large for DEST Format * 

F<-1 -D 

-1<F<-0 a 

-0 -0 

+0 +0 

+0<F<+41 os 

F>+1 +D 
+o or Value Too Large for DEST Format * 
NaN ; 


NOTES: 

F Means finite floating-point value. 

D Means packed-BCD number. 

* Indicates floating-point invalid-operation (#IA) exception. 
** +0 or +1, depending on the rounding mode. 


If the converted value is too large for the destination format, or if the source operand is an «©, SNaN, QNAN, or is in 
an unsupported format, an invalid-arithmetic-operand condition is signaled. If the invalid-operation exception is 
not masked, an invalid-arithmetic-operand exception (#IA) is generated and no value is stored in the destination 
operand. If the invalid-operation exception is masked, the packed BCD indefinite value is stored in memory. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 
Operation 


DEST := BCD(ST(0)); 
PopRegisterStack; 


FPU Flags Affected 


C1 Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
co, C2, C3 Undefined. 
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Floating-Point Exceptions 


#1S Stack underflow occurred. 
#IA Converted value that exceeds 18 BCD digits in length. 

Source operand is an SNaN, QNaN, +2, or in an unsupported format. 
#P Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 


#GP(0) If a segment register is being loaded with a segment selector that points to a non-writable 
segment. 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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FCHS—Change Sign 


Opcode Instruction 64-Bit | Compat/ Description 

Mode Leg Mode 
DS EO FCHS Valid Valid Complements sign of ST(0). 
Description 


Complements the sign bit of ST(0). This operation changes a positive value into a negative value of equal magni- 
tude or vice versa. The following table shows the results obtained when changing the sign of various classes of 
numbers. 


Table 3-20. FCHS Results 


ST(0) SRC ST(0) DEST 
Sey +00 
—F +F 
-0 +0 
+0 -0 
+F —F 
ee —oo 
NaN NaN 


NOTES: 
* F means finite floating-point value. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 
Operation 
SignBit(ST(0)) := NOT (SignBit(ST(O))); 


FPU Flags Affected 
C1 Set to 0. 
Co, C2, C3 Undefined. 


Floating-Point Exceptions 
#I1S Stack underflow occurred. 


Protected Mode Exceptions 
#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FCLEX/FNCLEX—Clear Exceptions 


Opcode* Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
9B DB E2 FCLEX Valid Valid Clear floating-point exception flags after checking for 
pending unmasked floating-point exceptions. 
DB E2 FNCLEX” Valid Valid Clear floating-point exception flags without checking for 
pending unmasked floating-point exceptions. 


NOTES: 
* See IA-32 Architecture Compatibility section below. 


Description 


Clears the floating-point exception flags (PE, UE, OE, ZE, DE, and IE), the exception summary status flag (ES), the 
stack fault flag (SF), and the busy flag (B) in the FPU status word. The FCLEX instruction checks for and handles 
any pending unmasked floating-point exceptions before clearing the exception flags; the FNCLEX instruction does 
not. 


The assembler issues two instructions for the FCLEX instruction (an FWAIT instruction followed by an FNCLEX 
instruction), and the processor executes each of these instructions separately. If an exception is generated for 
either of these instructions, the save EIP points to the instruction that caused the exception. 


IA-32 Architecture Compatibility 


When operating a Pentium or Intel486 processor in MS-DOS* compatibility mode, it is possible (under unusual 
circumstances) for an FNCLEX instruction to be interrupted prior to being executed to handle a pending FPU excep- 
tion. See the section titled “No-Wait FPU Instructions Can Get FPU Interrupt in Window” in Appendix D of the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for a description of these circumstances. An 
FNCLEX instruction cannot be interrupted in this way on later Intel processors, except for the Intel Quark™ X1000 
processor. 


This instruction affects only the x87 FPU floating-point exception flags. It does not affect the SIMD floating-point 
exception flags in the MXCSR register. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


FPUStatusWord[0:7] := 0; 
FPUStatusWord[1 5] := 0; 


FPU Flags Affected 


The PE, UE, OE, ZE, DE, IE, ES, SF, and B flags in the FPU status word are cleared. The CO, C1, C2, and C3 flags are 
undefined. 


Floating-Point Exceptions 
None 


Protected Mode Exceptions 
#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 
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Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FCMOVcc—Floating-Point Conditional Move 


Opcode* Instruction 64-Bit |Compat/ |Description 
Mode Leg Mode* 
DA CO+i FCMOVB ST(0), ST(i) Valid Valid Move if below (CF=1). 
DA C8+i FCMOVE ST(0), ST(i) Valid Valid Move if equal (ZF=1). 
DA DO+i FCMOVBE ST(0), ST(i) Valid Valid Move if below or equal (CF=1 or ZF=1). 
DA D8+i FCMOVU ST(0), ST(i) Valid Valid Move if unordered (PF=1). 
DB CO+i FCMOVNB ST(0), ST(i) Valid Valid Move if not below (CF=0). 
DB C8+i FCMOVNE ST(0), ST(i) Valid Valid Move if not equal (ZF=0). 
DB DO+i FCMOVNBE ST(0), ST(i) Valid Valid Move if not below or equal (CF=0 and ZF=0). 
DB D8+i FCMOVNU ST(0), ST(i) Valid Valid Move if not unordered (PF=0). 
NOTES: 


* See IA-32 Architecture Compatibility section below. 


Description 


Tests the status flags in the EFLAGS register and moves the source operand (second operand) to the destination 
operand (first operand) if the given test condition is true. The condition for each mnemonic os given in the Descrip- 
tion column above and in Chapter 8 in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
1. The source operand is always in the ST(i) register and the destination operand is always ST(0). 


The FCMOVcc instructions are useful for optimizing small IF constructions. They also help eliminate branching over- 
head for IF operations and the possibility of branch mispredictions by the processor. 


A processor may not support the FCMOVcc instructions. Software can check if the FCMOVcc instructions are 
supported by checking the processor’s feature information with the CPUID instruction (see “COMISS—Compare 
Scalar Ordered Single-Precision Floating-Point Values and Set EFLAGS” in this chapter). If both the CMOV and FPU 
feature bits are set, the FCMOVcc instructions are supported. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


IA-32 Architecture Compatibility 
The FCMOVcc instructions were introduced to the IA-32 Architecture in the P6 family processors and are not avail- 
able in earlier IA-32 processors. 


Operation 


IF condition TRUE 
THEN ST(O) := ST(i); 
Fl; 


FPU Flags Affected 
C1 Set to 0 if stack underflow occurred. 
Co, C2, C3 Undefined. 


Floating-Point Exceptions 
#IS Stack underflow occurred. 


Integer Flags Affected 
None. 
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Protected Mode Exceptions 
#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FCOM/FCOMP/FCOMPP—Compare Floating Point Values 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 

D8 /2 FCOM m32fp Valid Valid Compare ST(0) with m32fp. 

DC /2 FCOM m64fp Valid Valid Compare ST(0) with m64fp. 

D8 DO+i FCOM ST(i) Valid Valid Compare ST(0) with ST(i). 

D8 D1 FCOM Valid Valid Compare ST(0) with ST(1). 

D8 /3 FCOMP m32fp Valid Valid Compare ST(0) with m32fp and pop register stack. 
DC /3 FCOMP m64fp Valid Valid Compare ST(0) with m64fp and pop register stack. 
D8 D8+i FCOMP ST(i) Valid Valid Compare ST(0) with ST(i) and pop register stack. 
D8 D9 FCOMP Valid Valid Compare ST(0) with ST(1) and pop register stack. 
DE D9 FCOMPP Valid Valid Compare ST(0) with ST(1) and pop register stack 

twice. 

Description 


Compares the contents of register ST(0) and source value and sets condition code flags CO, C2, and C3 in the FPU 
status word according to the results (see the table below). The source operand can be a data register or a memory 
location. If no source operand is given, the value in ST(O) is compared with the value in ST(1). The sign of zero is 
ignored, so that -0.0 is equal to +0.0. 


Table 3-21. FCOM/FCOMP/FCOMPP Results 


Condition c3 C2 co 
ST(O) > SRC 0 0 0 
ST(O) < SRC 0 0 1 
ST(O) = SRC 1 0 0 
Unordered* 1 1 1 


NOTES: 
* Flags not set if unmasked invalid-arithmetic-operand (#IA) exception is generated. 


This instruction checks the class of the numbers being compared (see “FXAM—Examine Floating-Point” in this 
chapter). If either operand is a NaN or is in an unsupported format, an invalid-arithmetic-operand exception (#IA) 
is raised and, if the exception is masked, the condition flags are set to “unordered.” If the invalid-arithmetic- 
operand exception is unmasked, the condition code flags are not set. 


The FCOMP instruction pops the register stack following the comparison operation and the FCOMPP instruction pops 
the register stack twice following the comparison operation. To pop the register stack, the processor marks the 
ST(0) register as empty and increments the stack pointer (TOP) by 1. 


The FCOM instructions perform the same operation as the FUCOM instructions. The only difference is how they 
handle QNaN operands. The FCOM instructions raise an invalid-arithmetic-operand exception (#IA) when either or 
both of the operands is a NaN value or is in an unsupported format. The FUCOM instructions perform the same 
operation as the FCOM instructions, except that they do not generate an invalid-arithmetic-operand exception for 
QNaNs. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 
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Operation 
CASE (relation of operands) OF 
ST > SRC: C3, C2, CO := 000; 
ST < SRC: C3, C2, CO := 001; 
ST = SRC: C3, C2, CO := 100; 
ESAC; 
IF ST(O) or SRC = NaN or unsupported format 
THEN 
#IA 
IF FPUControlWord.IM = 1 
THEN 
C3, C2, CO := 111; 
Fl; 
Fl; 
IF Instruction = FCOMP 
THEN 
PopRegisterStack; 
Fl; 
IF Instruction = FCOMPP 
THEN 
PopRegisterStack; 
PopRegisterStack; 


Fl; 


FPU Flags Affected 
C1 Set to 0. 
Co, C2, C3 See table on previous page. 


Floating-Point Exceptions 


#IS Stack underflow occurred. 

#IA One or both operands are NaN values or have unsupported formats. 
Register is marked empty. 

#D One or both operands are denormal values. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#UD If the LOCK prefix is used. 
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Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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FCOMI/FCOMIP/FUCOMI/FUCOMIP—Compare Floating Point Values and Set EFLAGS 


Opcode Instruction 64-Bit |Compat/ |Description 
Mode Leg Mode 

DB FO+i FCOMI ST, ST(i) Valid Valid Compare ST(0) with ST(i) and set status flags accordingly. 

DF FO+i FCOMIP ST, ST(i) Valid Valid Compare ST(0) with ST(i), set status flags accordingly, and 
pop register stack. 

DB E8+i FUCOMI ST, ST(i) Valid Valid Compare ST(0) with ST(i), check for ordered values, and set 
status flags accordingly. 

DF E8+i FUCOMIP ST, ST(i) Valid Valid Compare ST(0) with ST(i), check for ordered values, set 
status flags accordingly, and pop register stack. 


Description 


Performs an unordered comparison of the contents of registers ST(0) and ST(i) and sets the status flags ZF, PF, and 
CF in the EFLAGS register according to the results (see the table below). The sign of zero is ignored for compari- 
sons, so that -0.0 is equal to +0.0. 


Table 3-22. FCOMI/FCOMIP/ FUCOMI/FUCOMIP Results 


Comparison Results* ZF PF CF 
STO > ST(i) 0 0 0 
STO < ST(i) 0 0 1 
STO = ST(i) 1 0 0 
Unordered** 1 1 1 


NOTES: 
* See the IA-32 Architecture Compatibility section below. 
** Flags not set if unmasked invalid-arithmetic-operand (#1A) exception is generated. 


An unordered comparison checks the class of the numbers being compared (see “FXAM—Examine Floating-Point” 
in this chapter). The FUCOMI/FUCOMIP instructions perform the same operations as the FCOMI/FCOMIP instruc- 

tions. The only difference is that the FUCOMI/FUCOMIP instructions raise the invalid-arithmetic-operand exception 
(#IA) only when either or both operands are an SNaN or are in an unsupported format; QNaNs cause the condition 
code flags to be set to unordered, but do not cause an exception to be generated. The FCOMI/FCOMIP instructions 
raise an invalid-operation exception when either or both of the operands are a NaN value of any kind or are in an 

unsupported format. 


If the operation results in an invalid-arithmetic-operand exception being raised, the status flags in the EFLAGS 
register are set only if the exception is masked. 


The FCOMI/FCOMIP and FUCOMI/FUCOMIP instructions set the OF, SF and AF flags to zero in the EFLAGS register 
(regardless of whether an invalid-operation exception is detected). 


The FCOMIP and FUCOMIP instructions also pop the register stack following the comparison operation. To pop the 
register stack, the processor marks the ST(Q) register as empty and increments the stack pointer (TOP) by 1. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


IA-32 Architecture Compatibility 


The FCOMI/FCOMIP/FUCOMI/FUCOMIP instructions were introduced to the IA-32 Architecture in the P6 family 
processors and are not available in earlier IA-32 processors. 
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Operation 


CASE (relation of operands) OF 
ST(0) > ST(i): ZF, PF, CF := 000; 
ST(0) < ST(i): ZF, PF, CF := 001; 
ST(0) = ST(i): ZF, PF, CF := 100; 


ESAC; 
IF Instruction is FCOMI or FCOMIP 
THEN 
IF ST(O) or ST(i) = NaN or unsupported format 
THEN 
#IA 
IF FPUControlwWord.IM = 1 
THEN 
ZF, PF, CF := 111; 
Fl; 
Fl; 
Fl; 
IF Instruction is FUCOMI or FUCOMIP 
THEN 
IF ST(O) or ST(i) = QNaN, but not SNaN or unsupported format 
THEN 
ZF, PF, CF := 111; 
ELSE (* ST(0) or ST(i) is SNaN or unsupported format *) 
#IA; 
IF FPUControlword.IM = 1 
THEN 
ZF, PF, CF := 111; 
Fl; 
Fl; 
Fl; 
IF Instruction is FCOMIP or FUCOMIP 
THEN 
PopRegisterStack; 


Fl; 


FPU Flags Affected 
Cl Set to 0. 
CO, C2, C3 Not affected. 


Floating-Point Exceptions 


#IS Stack underflow occurred. 
#IA (FCOMI or FCOMIP instruction) One or both operands are NaN values or have unsupported 
formats. 


(FUCOMI or FUCOMIP instruction) One or both operands are SNaN values (but not QNaNs) or 
have undefined formats. Detection of a QNaN value does not raise an invalid-operand excep- 
tion. 
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Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FCOS— Cosine 


Opcode Instruction 64-Bit | Compat/ Description 
Mode /|Leg Mode 
D9 FF FCOS Valid Valid Replace ST(O) with its approximate cosine. 
Description 


Computes the approximate cosine of the source operand in register ST(0) and stores the result in ST(0). The 
source operand must be given in radians and must be within the range —2®? to +263. The following table shows the 
results obtained when taking the cosine of various classes of numbers. 


Table 3-23. FCOS Results 


ST(0) SRC ST(0) DEST 
—F —1 to +1 
-0 +1 
+0 +1 
+F —1to+1 
66 ¥ 
NaN NaN 


NOTES: 
F Means finite floating-point value. 
* Indicates floating-point invalid-arithmetic-operand (#IA) exception. 


If the source operand is outside the acceptable range, the C2 flag in the FPU status word is set, and the value in 
register ST(O) remains unchanged. The instruction does not raise an exception when the source operand is out of 
range. It is up to the program to check the C2 flag for out-of-range conditions. Source values outside the range — 
2®3 to +2©3 can be reduced to the range of the instruction by subtracting an appropriate integer multiple of 2n. 
However, even within the range -2°? to +2°3, inaccurate results can occur because the finite approximation of x 
used internally for argument reduction is not sufficient in all cases. Therefore, for accurate results it is safe to apply 
FCOS only to arguments reduced accurately in software, to a value smaller in absolute value than 3n/8. See the 
sections titled “Approximation of Pi” and “Transcendental Instruction Accuracy” in Chapter 8 of the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 1, for a discussion of the proper value to use for x in 
performing such reductions. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


IF |ST(O)| < 263 
THEN 
C2 := 0; 
ST(0) := FCOS(ST(0)); // approximation of cosine 
ELSE (* Source operand is out-of-range *) 
C2 := 1; 
FI; 
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FPU Flags Affected 
C1 Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
Undefined if C2 is 1. 
C2 Set to 1 if outside range (-2°? < source operand < +2®); otherwise, set to 0. 
Co, C3 Undefined. 


Floating-Point Exceptions 


#1S Stack underflow occurred. 

#IA Source operand is an SNaN value, «, or unsupported format. 
#D Source is a denormal value. 

#P Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FDECSTP—Decrement Stack-Top Pointer 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
DS F6 FDECSTP Valid Valid Decrement TOP field in FPU status word. 
Description 


Subtracts one from the TOP field of the FPU status word (decrements the top-of-stack pointer). If the TOP field 
contains a 0, it is set to 7. The effect of this instruction is to rotate the stack by one position. The contents of the 


FPU data registers and tag register are not affected. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 
IF TOP=0 

THEN TOP := 7; 

ELSE TOP := TOP - 1; 
Fl; 


FPU Flags Affected 
The Ci flag is set to 0. The CO, C2, and C3 flags are undefined. 


Floating-Point Exceptions 
None. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FDIV/FDIVP/FIDIV—Divide 


Opcode Instruction 64-Bit | Compat/ Description 
Mode Leg Mode 
D8 /6 FDIV m32fp Valid Valid Divide ST(O) by m32fp and store result in ST(0). 
DC /6 FDIV m64fp Valid Valid Divide ST(O) by m64fp and store result in ST(0). 
D8 FO+i FDIV ST(O), ST(i) Valid Valid Divide ST(O) by ST(i) and store result in ST(0). 
DC F8+i FDIV ST(i), ST(O) Valid Valid Divide ST(i) by ST(0) and store result in ST(i). 
DE F8+i FDIVP ST(i), ST(O) Valid Valid Divide ST(i) by ST(0), store result in ST(i), and pop the 
register stack. 
DE F9 FDIVP Valid Valid Divide ST(1) by ST(0), store result in ST(1), and pop 
the register stack. 
DA /6 FIDIV m32int Valid Valid Divide ST(0) by m32int and store result in ST(O). 
DE /6 FIDIV m16int Valid Valid Divide ST(0) by m76int and store result in ST(O). 
Description 


Divides the destination operand by the source operand and stores the result in the destination location. The desti- 
nation operand (dividend) is always in an FPU register; the source operand (divisor) can be a register or a memory 
location. Source operands in memory can be in single-precision or double-precision floating-point format, word or 
doubleword integer format. 


The no-operand version of the instruction divides the contents of the ST(1) register by the contents of the ST(0) 
register. The one-operand version divides the contents of the ST(0) register by the contents of a memory location 
(either a floating-point or an integer value). The two-operand version, divides the contents of the ST(0) register by 
the contents of the ST(i) register or vice versa. 


The FDIVP instructions perform the additional operation of popping the FPU register stack after storing the result. 
To pop the register stack, the processor marks the ST(O) register as empty and increments the stack pointer (TOP) 
by 1. The no-operand version of the floating-point divide instructions always results in the register stack being 
popped. In some assemblers, the mnemonic for this instruction is FDIV rather than FDIVP. 


The FIDIV instructions convert an integer source operand to double extended-precision floating-point format 
before performing the division. When the source operand is an integer 0, it is treated as a +0. 


If an unmasked divide-by-zero exception (#Z) is generated, no result is stored; if the exception is masked, an ~ of 
the appropriate sign is stored in the destination operand. 


The following table shows the results obtained when dividing various classes of numbers, assuming that neither 
overflow nor underflow occurs. 
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Table 3-24. FDIV/FDIVP/FIDIV Results 
DEST 


SRC 


NOTES: 

F Means finite floating-point value. 

| Means integer. 

* Indicates floating-point invalid-arithmetic-operand (#IA) exception. 
** Indicates floating-point zero-divide (#Z) exception. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


IF SRC=0 
THEN 
#Z; 
ELSE 
IF Instruction is FIDIV 
THEN 
DEST := DEST / ConvertToDoubleExtendedPrecisionFP(SRC); 
ELSE (* Source operand is floating-point value *) 
DEST := DEST / SRC; 


Fi; 
Fl; 
IF Instruction = FDIVP 
THEN 
PopRegisterStack; 


Fl; 


FPU Flags Affected 


Cl Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
Co, C2, C3 Undefined. 
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Floating-Point Exceptions 


#1S Stack underflow occurred. 
#IA Operand is an SNaN value or unsupported format. 
too / too; +0 / +0 
#D Source is a denormal value. 
#Z DEST / +0, where DEST is not equal to +0. 
#U Result is too small for destination format. 
#0 Result is too large for destination format. 
#P Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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FDIVR/FDIVRP/FIDIVR—Reverse Divide 


Opcode Instruction 64-Bit | Compat/ Description 
Mode _ /|Leg Mode 

D8 /7 FDIVR m32fp Valid Valid Divide m32fp by ST(0) and store result in ST(0). 

DC /7 FDIVR m64fp Valid Valid Divide m64fp by ST(0) and store result in ST(0). 

D8 F8+i FDIVR ST(0), ST(i) Valid Valid Divide ST(i) by ST(O) and store result in ST(0). 

DC FO+i FDIVR ST(i), ST(O) Valid Valid Divide ST(O) by ST(i) and store result in ST(i). 

DE FO+i FDIVRP ST(i), ST(O) Valid Valid Divide ST(O) by ST(i), store result in ST(i), and pop the 
register stack. 

DE F1 FDIVRP Valid Valid Divide ST(0) by ST(1), store result in ST(1), and pop the 
register stack. 

DA /7 FIDIVR m32int Valid Valid Divide m32int by ST(O) and store result in ST(O). 

DE /7 FIDIVR m76int Valid Valid Divide m16int by ST(O) and store result in ST(O). 

Description 


Divides the source operand by the destination operand and stores the result in the destination location. The desti- 
nation operand (divisor) is always in an FPU register; the source operand (dividend) can be a register or a memory 
location. Source operands in memory can be in single-precision or double-precision floating-point format, word or 
doubleword integer format. 


These instructions perform the reverse operations of the FDIV, FDIVP, and FIDIV instructions. They are provided to 
support more efficient coding. 


The no-operand version of the instruction divides the contents of the ST(0) register by the contents of the ST(1) 
register. The one-operand version divides the contents of a memory location (either a floating-point or an integer 
value) by the contents of the ST(0) register. The two-operand version, divides the contents of the ST(i) register by 
the contents of the ST(0) register or vice versa. 


The FDIVRP instructions perform the additional operation of popping the FPU register stack after storing the result. 
To pop the register stack, the processor marks the ST(0) register as empty and increments the stack pointer (TOP) 
by 1. The no-operand version of the floating-point divide instructions always results in the register stack being 
popped. In some assemblers, the mnemonic for this instruction is FDIVR rather than FDIVRP. 


The FIDIVR instructions convert an integer source operand to double extended-precision floating-point format 
before performing the division. 


If an unmasked divide-by-zero exception (#Z) is generated, no result is stored; if the exception is masked, an ~ of 
the appropriate sign is stored in the destination operand. 


The following table shows the results obtained when dividing various classes of numbers, assuming that neither 
overflow nor underflow occurs. 
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Table 3-25. FDIVR/FDIVRP/FIDIVR Results 
DEST 


SRC 


NOTES: 

F Means finite floating-point value. 

| Means integer. 

* Indicates floating-point invalid-arithmetic-operand (#IA) exception. 
** Indicates floating-point zero-divide (#Z) exception. 


When the source operand is an integer 0, it is treated as a +0. This instruction’s operation is the same in non-64- 
bit modes and 64-bit mode. 


Operation 


IF DEST = 0 
THEN 
#Z; 
ELSE 
IF Instruction = FIDIVR 
THEN 
DEST := ConvertToDoubleExtendedPrecisionFP(SRC) / DEST; 
ELSE (* Source operand is floating-point value *) 
DEST := SRC / DEST; 


Fl; 
Fl; 
IF Instruction = FDIVRP 
THEN 
PopRegisterStack; 


Fl; 


FPU Flags Affected 


Cl Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
Co, C2, C3 Undefined. 
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Floating-Point Exceptions 


#IS Stack underflow occurred. 
#IA Operand is an SNaN value or unsupported format. 
too / +00; +0 / +0 
#D Source is a denormal value. 
#Z SRC / +0, where SRC is not equal to +0. 
#U Result is too small for destination format. 
#0 Result is too large for destination format. 
#P Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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Opcode Instruction 64-Bit Compat/ Description 

Mode Leg Mode 
DD CO+i FFREE ST(i) Valid Valid Sets tag for ST(i) to empty. 
Description 


Sets the tag in the FPU tag register associated with register ST(i) to empty (11B). The contents of ST(i) and the 


FPU stack-top pointer (TOP) are not affected. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


TAG(i) := 11B; 


FPU Flags Affected 
CO, Ci, C2, C3 undefined. 


Floating-Point Exceptions 
None 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FICOM/FICOMP—Compare Integer 


Opcode Instruction 64-Bit Compat/ | Description 
Mode Leg Mode 
DE /2 FICOM m16int Valid Valid Compare ST(0) with m7 6int. 
DA /2 FICOM m32int Valid Valid Compare ST(0) with m32int. 
DE /3 FICOMP m176int Valid Valid Compare ST(0) with m76int and pop stack register. 
DA /3 FICOMP m32int Valid Valid Compare ST(0) with m32int and pop stack register. 
Description 


Compares the value in ST(0) with an integer source operand and sets the condition code flags CO, C2, and C3 in the 
FPU status word according to the results (see table below). The integer value is converted to double extended- 
precision floating-point format before the comparison is made. 


Table 3-26. FICOM/FICOMP Results 


Condition C3 C2 co 
ST(0) > SRC 0 0 0 
ST(O) < SRC 0 0 1 
ST(O) = SRC 1 0 0 
Unordered 1 1 1 


These instructions perform an “unordered comparison.” An unordered comparison also checks the class of the 
numbers being compared (see “FXAM—Examine Floating-Point” in this chapter). If either operand is a NaN or is in 
an undefined format, the condition flags are set to “unordered.” 


The sign of zero is ignored, so that -0.0 := +0.0. 


The FICOMP instructions pop the register stack following the comparison. To pop the register stack, the processor 
marks the ST(0) register empty and increments the stack pointer (TOP) by 1. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 
CASE (relation of operands) OF 
ST(0) > SRC: C3, C2, CO := 000; 
ST(0) < SRC: C3, C2, CO := 001; 
ST(0) = SRC: C3, C2, CO := 100; 
Unordered: C3, C2, CO := 111; 
ESAC; 
IF Instruction = FICOMP 
THEN 
PopRegisterStack; 


Fl; 


FPU Flags Affected 
C1 Set to 0. 
Co, C2, C3 See table on previous page. 


Floating-Point Exceptions 


#1S Stack underflow occurred. 
#IA One or both operands are NaN values or have unsupported formats. 
#D One or both operands are denormal values. 
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Protected Mode Exceptions 


#GP(0) 


#SS(0) 

#NM 
#PF(fault-code) 
#AC(0) 


#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 
#SS 
#NM 
#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) 

#SS(0) 

#NM 
#PF(fault-code) 
#AC(0) 

#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is made. 

If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) 

#GP(0) 

#NM 

#MF 
#PF(fault-code) 
#AC(0) 


#UD 


If a memory address referencing the SS segment is in a non-canonical form. 
If the memory address is in a non-canonical form. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If there is a pending x87 FPU exception. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 
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FILD—Load Integer 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
DF /O FILD m16int Valid Valid Push m76int onto the FPU register stack. 
DB /O FILD m32int Valid Valid Push m3Z2int onto the FPU register stack. 
DF /5 FILD m64int Valid Valid Push m64int onto the FPU register stack. 
Description 


Converts the signed-integer source operand into double extended-precision floating-point format and pushes the 
value onto the FPU register stack. The source operand can be a word, doubleword, or quadword integer. It is loaded 
without rounding errors. The sign of the source operand is preserved. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 
Operation 

TOP := TOP — 1; 

ST(O) := ConvertToDoubleExtendedPrecisionFP(SRC); 


FPU Flags Affected 
C1 Set to 1 if stack overflow occurred; set to 0 otherwise. 
CO, C2, C3 Undefined. 


Floating-Point Exceptions 
#IS Stack overflow occurred. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


3-380 Vol. 2A FILD—Load Integer 


INSTRUCTION SET REFERENCE, A-L 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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FINCSTP—Increment Stack-Top Pointer 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
D9 F7 FINCSTP Valid Valid Increment the TOP field in the FPU status register. 
Description 


Adds one to the TOP field of the FPU status word (increments the top-of-stack pointer). If the TOP field contains a 
7, itis set to 0. The effect of this instruction is to rotate the stack by one position. The contents of the FPU data 
registers and tag register are not affected. This operation is not equivalent to popping the stack, because the tag 


for the previous top-of-stack register is not marked empty. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 
IF TOP =7 

THEN TOP := 0; 

ELSE TOP := TOP + 1; 
Fl; 


FPU Flags Affected 


The Ci flag is set to 0. The CO, C2, and C3 flags are undefined. 


Floating-Point Exceptions 
None 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FINIT/FNINIT—Initialize Floating-Point Unit 


Opcode Instruction 64-Bit | Compat/ Description 
Mode Leg Mode 
9B DB E3 FINIT Valid Valid Initialize FPU after checking for pending unmasked 
floating-point exceptions. 
DB E3 FNINIT. Valid Valid Initialize FPU without checking for pending unmasked 
floating-point exceptions. 


NOTES: 
* See IA-32 Architecture Compatibility section below. 


Description 


Sets the FPU control, status, tag, instruction pointer, and data pointer registers to their default states. The FPU 
control word is set to 037FH (round to nearest, all exceptions masked, 64-bit precision). The status word is cleared 
(no exception flags set, TOP is set to 0). The data registers in the register stack are left unchanged, but they are all 
tagged as empty (11B). Both the instruction and data pointers are cleared. 


The FINIT instruction checks for and handles any pending unmasked floating-point exceptions before performing 
the initialization; the FNINIT instruction does not. 


The assembler issues two instructions for the FINIT instruction (an FWAIT instruction followed by an FNINIT 
instruction), and the processor executes each of these instructions in separately. If an exception is generated for 
either of these instructions, the save EIP points to the instruction that caused the exception. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


IA-32 Architecture Compatibility 


When operating a Pentium or Intel486 processor in MS-DOS compatibility mode, it is possible (under unusual 
circumstances) for an FNINIT instruction to be interrupted prior to being executed to handle a pending FPU excep- 
tion. See the section titled “No-Wait FPU Instructions Can Get FPU Interrupt in Window” in Appendix D of the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for a description of these circumstances. An 
FNINIT instruction cannot be interrupted in this way on later Intel processors, except for the Intel Quark™ X1000 
processor. 


In the Intel387 math coprocessor, the FINIT/FNINIT instruction does not clear the instruction and data pointers. 
This instruction affects only the x87 FPU. It does not affect the XMM and MXCSR registers. 


Operation 


FPUControlWord := 037FH; 
FPUStatusWord := 0; 
FPUTagWord := FFFFH; 
FPUDataPointer := 0; 
FPUInstructionPointer := 0; 
FPULastinstructionOpcode := 0; 


FPU Flags Affected 
CO, C1, C2, C3 set to 0. 


Floating-Point Exceptions 
None 
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Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FIST/FISTP—Store Integer 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 

DF /2 FIST m17Gint Valid Valid Store ST(O) in m76int. 

DB /2 FIST m32int Valid Valid Store ST(O) in m32int. 

DF /3 FISTP m16int Valid Valid Store ST(O) in m76int and pop register stack. 
DB /3 FISTP m32int Valid Valid Store ST(O) in m32int and pop register stack. 
DF /7 FISTP m64int Valid Valid Store ST(O) in m64int and pop register stack. 
Description 


The FIST instruction converts the value in the ST(0) register to a signed integer and stores the result in the desti- 
nation operand. Values can be stored in word or doubleword integer format. The destination operand specifies the 
address where the first byte of the destination value is to be stored. 


The FISTP instruction performs the same operation as the FIST instruction and then pops the register stack. To pop 
the register stack, the processor marks the ST(0) register as empty and increments the stack pointer (TOP) by 1. 
The FISTP instruction also stores values in quadword integer format. 


The following table shows the results obtained when storing various classes of numbers in integer format. 
Table 3-27. FIST/FISTP Results 


ST(0) DEST 
— oo or Value Too Large for DEST Format > 
F<-l - 
-1<F<-0 i 
-0 0 
+0 0 
+0<F<+1 ee 
F>+1 +] 
+o or Value Too Large for DEST Format 
NaN * 


NOTES: 

F Means finite floating-point value. 

| Means integer. 

* Indicates floating-point invalid-operation (#IA) exception. 
** 0 or +1, depending on the rounding mode. 


If the source value is a non-integral value, it is rounded to an integer value, according to the rounding mode spec- 
ified by the RC field of the FPU control word. 


If the converted value is too large for the destination format, or if the source operand is an ~, SNaN, QNAN, or is in 
an unsupported format, an invalid-arithmetic-operand condition is signaled. If the invalid-operation exception is 
not masked, an invalid-arithmetic-operand exception (#IA) is generated and no value is stored in the destination 
operand. If the invalid-operation exception is masked, the integer indefinite value is stored in memory. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 
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Operation 
DEST := Integer(ST(0)); 


IF Instruction = FISTP 
THEN 
PopRegisterStack; 
Fl; 


FPU Flags Affected 


C1 Set to 0 if stack underflow occurred. 
Indicates rounding direction of if the inexact exception (#P) is generated: 0:= not roundup; 1 
= roundup. 
Set to 0 otherwise. 

Co, C2, C3 Undefined. 


Floating-Point Exceptions 


#1S Stack underflow occurred. 
#IA Converted value is too large for the destination format. 

Source operand is an SNaN, QNaN, +2, or unsupported format. 
#P Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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FISTTP—Store Integer with Truncation 


Opcode Instruction 64-Bit Mode | Compat/ Description 

Leg Mode 
DF /1 FISTTP m16int Valid Valid Store ST(O) in m16int with truncation. 
DB /1 FISTTP m32int Valid Valid Store ST(O) in m32int with truncation. 
DD/1 FISTTP m64int Valid Valid Store ST(O) in m64int with truncation. 
Description 


FISTTP converts the value in ST into a signed integer using truncation (chop) as rounding mode, transfers the 
result to the destination, and pop ST. FISTTP accepts word, short integer, and long integer destinations. 


The following table shows the results obtained when storing various classes of numbers in integer format. 


Table 3-28. FISTTP Results 


ST(0) DEST 

—co or Value Too Large for DEST Format * 
F< -] | 
-1<F<+1 0 
FS+1 +| 
+eo or Value Too Large for DEST Format ? 
NaN - 
NOTES: 


F Means finite floating-point value. 
I Means integer. 
* Indicates floating-point invalid-operation (#1A) exception. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 
DEST := ST; 
pop ST; 


Flags Affected 
C1 is cleared; CO, C2, C3 undefined. 


Numeric Exceptions 
Invalid, Stack Invalid (stack underflow), Precision. 


Protected Mode Exceptions 


#GP(0) If the destination is in a nonwritable segment. 
For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
#SS(0) For an illegal address in the SS segment. 
#PF(fault-code) For a page fault. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#NM If CRO.EM[bit 2] = 1. 
If CRO.TS[bit 3] = 1. 
#UD If CPUID.O1H:ECX.SSE3[bit 0] = 0. 
If the LOCK prefix is used. 
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Real Address Mode Exceptions 


GP(0) If any part of the operand would lie outside of the effective address space from 0 to OFFFFH. 
#NM If CRO.EM[bit 2] = 1. 

If CRO.TS[bit 3] = 1. 
#UD If CPUID.01H:ECX.SSE3[bit 0] = 0. 


If the LOCK prefix is used. 


Virtual 8086 Mode Exceptions 


GP(0) If any part of the operand would lie outside of the effective address space from 0 to OFFFFH. 
#NM If CRO.EM[bit 2] = 1. 

If CRO.TS[bit 3] = 1. 
#UD If CPUID.01H:ECX.SSE3[bit 0] = 0. 


If the LOCK prefix is used. 
#PF(fault-code) For a page fault. 
#AC(0) For unaligned memory reference if the current privilege is 3. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 


current privilege level is 3. 
If the LOCK prefix is used. 
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FLD—Load Floating Point Value 


Opcode Instruction 64-Bit | Compat/ Description 
Mode Leg Mode 
DS /O FLD m32fp Valid Valid Push m32fp onto the FPU register stack. 
DD /O FLD m64fp Valid Valid Push m64fp onto the FPU register stack. 
DB /5 FLD m8Ofp Valid Valid Push m80fp onto the FPU register stack. 
D9 CO+i FLD ST(i) Valid Valid Push ST(i) onto the FPU register stack. 
Description 


Pushes the source operand onto the FPU register stack. The source operand can be in single-precision, double- 
precision, or double extended-precision floating-point format. If the source operand is in single-precision or 
double-precision floating-point format, it is automatically converted to the double extended-precision floating- 
point format before being pushed on the stack. 

The FLD instruction can also push the value in a selected FPU register [ST(i)] onto the stack. Here, pushing register 
ST(0) duplicates the stack top. 


NOTE 


When the FLD instruction loads a denormal value and the DM bit in the CW is not masked, an 
exception is flagged but the value is still pushed onto the x87 stack. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


IF SRC is ST(i) 
THEN 
temp := ST(i); 
FI; 


TOP := TOP — 1; 


IF SRC is memory-operand 
THEN 
ST(0) := ConvertToDoubleExtendedPrecisionFP(SRC); 
ELSE (* SRC is ST(i) *) 
ST(O) := temp; 
FI; 


FPU Flags Affected 
C1 Set to 1 if stack overflow occurred; otherwise, set to 0. 
CO, C2, C3 Undefined. 


Floating-Point Exceptions 


#IS Stack underflow or overflow occurred. 

#IA Source operand is an SNaN. Does not occur if the source operand is in double extended-preci- 
sion floating-point format (FLD m8Ofp or FLD ST(i)). 

#D Source operand is a denormal value. Does not occur if the source operand is in double 


extended-precision floating-point format. 
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Protected Mode Exceptions 

#GP(0) If destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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FLD1/FLDL2T/FLDL2E/FLDPI/FLDLG2/FLDLN2/FLDZ—Load Constant 


Opcode* Instruction 64-Bit | Compat/ Description 

Mode /|Leg Mode 
DI E8 FLD1 Valid Valid Push +1.0 onto the FPU register stack. 
DIS EO FLDL2T Valid Valid Push logz10 onto the FPU register stack. 
DI EA FLDL2E Valid Valid Push logze onto the FPU register stack. 
DS EB FLDPI Valid Valid Push z onto the FPU register stack. 
D9 EC FLDLG2 Valid Valid Push log; 92 onto the FPU register stack. 
DS ED FLDLN2 Valid Valid Push loga2 onto the FPU register stack. 
DS EE FLDZ Valid Valid Push +0.0 onto the FPU register stack. 
NOTES: 


* See IA-32 Architecture Compatibility section below. 


Description 


Push one of seven commonly used constants (in double extended-precision floating-point format) onto the FPU 
register stack. The constants that can be loaded with these instructions include +1.0, +0.0, log310, logze, 2, logy92, 
and log.2. For each constant, an internal 66-bit constant is rounded (as specified by the RC field in the FPU control 
word) to double extended-precision floating-point format. The inexact-result exception (#P) is not generated as a 
result of the rounding, nor is the C1 flag set in the x87 FPU status word if the value is rounded up. 


See the section titled “Approximation of Pi” in Chapter 8 of the Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 1, for a description of the x constant. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


IA-32 Architecture Compatibility 


When the RC field is set to round-to-nearest, the FPU produces the same constants that is produced by the Intel 
8087 and Intel 287 math coprocessors. 


Operation 
TOP := TOP — 1; 
ST(0) := CONSTANT; 


FPU Flags Affected 
C1 Set to 1 if stack overflow occurred; otherwise, set to 0. 
Co, C2, C3 Undefined. 


Floating-Point Exceptions 
#1S Stack overflow occurred. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 
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Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FLDCW—Load x87 FPU Control Word 


Opcode Instruction 64-Bit | Compat/ Description 
Mode _ | Leg Mode 
D9 /5 FLDCW m2byte Valid Valid Load FPU control word from m2byte. 
Description 


Loads the 16-bit source operand into the FPU control word. The source operand is a memory location. This instruc- 
tion is typically used to establish or change the FPU’s mode of operation. 


If one or more exception flags are set in the FPU status word prior to loading a new FPU control word and the new 
control word unmasks one or more of those exceptions, a floating-point exception will be generated upon execution 
of the next floating-point instruction (except for the no-wait floating-point instructions, see the section titled “Soft- 
ware Exception Handling” in Chapter 8 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1). To avoid raising exceptions when changing FPU operating modes, clear any pending exceptions (using 
the FCLEX or FNCLEX instruction) before loading the new control word. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


FPUControlWord := SRC; 


FPU Flags Affected 
CO, C1, C2, C3 undefined. 


Floating-Point Exceptions 


None; however, this operation might unmask a pending exception in the FPU status word. That exception is then 
generated upon execution of the next “waiting” floating-point instruction. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#UD If the LOCK prefix is used. 
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Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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FLDENV—Load x87 FPU Environment 


Opcode Instruction 64-Bit | Compat/ Description 
Mode Leg Mode 
D9 /4 FLDENV m14/28byte Valid Valid Load FPU environment from m14byte or m28byte. 
Description 


Loads the complete x87 FPU operating environment from memory into the FPU registers. The source operand spec- 
ifies the first byte of the operating-environment data in memory. This data is typically written to the specified 
memory location by a FSTENV or FNSTENV instruction. 


The FPU operating environment consists of the FPU control word, status word, tag word, instruction pointer, data 

pointer, and last opcode. Figures 8-9 through 8-12 in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1, show the layout in memory of the loaded environment, depending on the operating mode of the 
processor (protected or real) and the current operand-size attribute (16-bit or 32-bit). In virtual-8086 mode, the 
real mode layouts are used. 


The FLDENV instruction should be executed in the same operating mode as the corresponding FSTENV/FNSTENV 
instruction. 


If one or more unmasked exception flags are set in the new FPU status word, a floating-point exception will be 
generated upon execution of the next floating-point instruction (except for the no-wait floating-point instructions, 
see the section titled “Software Exception Handling” in Chapter 8 of the Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 1). To avoid generating exceptions when loading a new environment, clear all 
the exception flags in the FPU status word that is being loaded. 


If a page or limit fault occurs during the execution of this instruction, the state of the x87 FPU registers as seen by 
the fault handler may be different than the state being loaded from memory. In such situations, the fault handler 
should ignore the status of the x87 FPU registers, handle the fault, and return. The FLDENV instruction will then 
complete the loading of the x87 FPU registers with no resulting context inconsistency. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


FPUControlWord := SRC[FPUControlWord]; 

FPUStatusWord := SRC[FPUStatusWord]; 

FPUTagWord := SRC[FPUTagWord]; 

FPUDataPointer := SRC[FPUDataPointer]; 
FPUInstructionPointer := SRC[FPUInstructionPointer]; 
FPULastinstructionOpcode := SRC[FPULastInstructionOpcode]; 


FPU Flags Affected 
The CO, C1, C2, C3 flags are loaded. 


Floating-Point Exceptions 


None; however, if an unmasked exception is loaded in the status word, it is generated upon execution of the next 
“waiting” floating-point instruction. 
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Protected Mode Exceptions 


#GP(0) 


#SS(0) 

#NM 
#PF(fault-code) 
#AC(0) 


#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If a memory operand effective address is outside the SS segment limit. 
CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 
#SS 
#NM 
#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) 

#SS(0) 

#NM 
#PF(fault-code) 
#AC(0) 

#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is made. 

If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) 

#GP(0) 

#NM 

#MF 
#PF(fault-code) 
#AC(0) 


#UD 


If a memory address referencing the SS segment is in a non-canonical form. 
If the memory address is in a non-canonical form. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If there is a pending x87 FPU exception. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 
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FMUL/FMULP/FIMUL—Multiply 


Opcode Instruction 64-Bit |Compat/ |Description 
Mode Leg Mode 
D8 /1 FMUL m32fp Valid Valid Multiply ST(0) by m32fp and store result in ST(0). 
DC/1 FMUL m64fp Valid Valid Multiply ST(0) by m64fp and store result in ST(O). 
D8 C8+i FMUL ST(0), ST(i) Valid Valid Multiply ST(O) by ST(i) and store result in ST(0). 
DC C8+i FMUL ST(i), ST(O) Valid Valid Multiply ST(i) by ST(O) and store result in ST(i). 
DE C8+i FMULP ST(i), ST(0) Valid Valid Multiply ST(i) by ST(O), store result in ST(i), and pop the 
register stack. 
DE C9 FMULP Valid Valid Multiply ST(1) by ST(0), store result in ST(1), and pop 
the register stack. 
DA /1 FIMUL m32int Valid Valid Multiply ST(0) by m32int and store result in ST(O). 
DE /1 FIMUL m16int Valid Valid Multiply ST(0) by m76int and store result in ST(O). 
Description 


Multiplies the destination and source operands and stores the product in the destination location. The destination 
operand is always an FPU data register; the source operand can be an FPU data register or a memory location. 
Source operands in memory can be in single-precision or double-precision floating-point format or in word or 
doubleword integer format. 


The no-operand version of the instruction multiplies the contents of the ST(1) register by the contents of the ST(0) 
register and stores the product in the ST(1) register. The one-operand version multiplies the contents of the ST(0) 
register by the contents of a memory location (either a floating point or an integer value) and stores the product in 
the ST(0) register. The two-operand version, multiplies the contents of the ST(0) register by the contents of the 
ST(i) register, or vice versa, with the result being stored in the register specified with the first operand (the desti- 
nation operand). 


The FMULP instructions perform the additional operation of popping the FPU register stack after storing the 
product. To pop the register stack, the processor marks the ST(0) register as empty and increments the stack 
pointer (TOP) by 1. The no-operand version of the floating-point multiply instructions always results in the register 
stack being popped. In some assemblers, the mnemonic for this instruction is FMUL rather than FMULP. 


The FIMUL instructions convert an integer source operand to double extended- 
precision floating-point format before performing the multiplication. 


The sign of the result is always the exclusive-OR of the source signs, even if one or more of the values being multi- 
plied is 0 or «. When the source operand is an integer 0, it is treated as a +0. 


The following table shows the results obtained when multiplying various classes of numbers, assuming that neither 
overflow nor underflow occurs. 
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Table 3-29. FMUL/FMULP/FIMUL Results 
DEST 


SRC 


NOTES: 

F Means finite floating-point value. 

| Means Integer. 

* Indicates invalid-arithmetic-operand (#IA) exception. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


IF Instruction = FIMUL 
THEN 
DEST := DEST * ConvertToDoubleExtendedPrecisionFP(SRC); 
ELSE (* Source operand is floating-point value *) 
DEST := DEST * SRC; 


Fl; 
IF Instruction = FMULP 
THEN 
PopRegisterStack; 


Fl; 


FPU Flags Affected 


C1 Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
Co, C2, C3 Undefined. 


Floating-Point Exceptions 


#IS Stack underflow occurred. 
#IA Operand is an SNaN value or unsupported format. 
One operand is +0 and the other is too, 
#D Source operand is a denormal value. 
#U Result is too small for destination format. 
#0 Result is too large for destination format. 
#P Value cannot be represented exactly in destination format. 
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Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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Opcode Instruction 64-Bit | Compat/ Description 
Mode _ /| Leg Mode 
DS DO FNOP Valid Valid No operation is performed. 
Description 


Performs no FPU operation. This instruction takes up space in the instruction stream but does not affect the FPU or 
machine context, except the EIP register and the FPU Instruction Pointer. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


FPU Flags Affected 
CO, Ci, C2, C3 undefined. 


Floating-Point Exceptions 
None 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 


FNOP—No Operation 
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FPATAN—Partial Arctangent 


Opcode* Instruction 64-Bit Compat/ | Description 

Mode Leg Mode 
D9 F3 FPATAN Valid Valid Replace ST(1) with arctan(ST(1)/ST(O)) and pop the register stack. 
NOTES: 


* See IA-32 Architecture Compatibility section below. 


Description 


Computes the arctangent of the source operand in register ST(1) divided by the source operand in register ST(O), 
stores the result in ST(1), and pops the FPU register stack. The result in register ST(0) has the same sign as the 
source operand ST(1) and a magnitude less than +n. 


The FPATAN instruction returns the angle between the X axis and the line from the origin to the point (X,Y), where 
Y (the ordinate) is ST(1) and X (the abscissa) is ST(0). The angle depends on the sign of X and Y independently, not 
just on the sign of the ratio Y/X. This is because a point (—X,Y) is in the second quadrant, resulting in an angle 
between 2/2 and a, while a point (X,-Y) is in the fourth quadrant, resulting in an angle between 0 and -1/2. A point 
(-X,-Y) is in the third quadrant, giving an angle between —n/2 and —n. 


The following table shows the results obtained when computing the arctangent of various classes of numbers, 
assuming that underflow does not occur. 


Table 3-30. FPATAN Results 


ST(0) 

— 0° -F -0 +0 +F +00 NaN 

— 3n/4* —nl2 —n/l2 —nl2 —n/l2 — n/4* NaN 

ST(1) -p —n to —n/2 —nl2 —nl2 —n/2 to -O -0 NaN 
Pp -?P -p* =" -0 -0 NaN 

*p +p +n" +0* +0 +0 NaN 

+p +n to +n/2 +n/2 +n/2 +n/2 to +0 +0 NaN 

+37/4* +n/2 +n/2 +n/2 +/2 + 1/4* NaN 

NaN NaN NaN NaN NaN NaN NaN 

NOTES: 


F Means finite floating-point value. 


* Table 8-10 in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 1, specifies that the ratios 0/0 and co/co 
generate the floating-point invalid arithmetic-operation exception and, if this exception is masked, the floating-point QNaN indefi- 
nite value is returned. With the FPATAN instruction, the 0/0 or co/co value is actually not calculated using division. Instead, the arc- 
tangent of the two variables is derived from a standard mathematical formulation that is generalized to allow complex numbers as 
arguments. In this complex variable formulation, arctangent(0,0) etc. has well defined values. These values are needed to develop 
a library to compute transcendental functions with complex arguments, based on the FPU functions that only allow floating-point 
values as arguments. 


There is no restriction on the range of source operands that FPATAN can accept. 
This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


IA-32 Architecture Compatibility 


The source operands for this instruction are restricted for the 80287 math coprocessor to the following range: 


0 <|ST(1)| < |ST(0)| < +0 
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Operation 


ST(1) := arctan(ST(1) / ST(0)); 
PopRegisterStack; 


FPU Flags Affected 


C1 Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
co, C2, C3 Undefined. 


Floating-Point Exceptions 


#1S Stack underflow occurred. 

#IA Source operand is an SNaN value or unsupported format. 
#D Source operand is a denormal value. 

#U Result is too small for destination format. 

#P Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FPREM—Partial Remainder 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
D9 F8 FPREM Valid Valid Replace ST(0) with the remainder obtained from dividing 
ST(0) by ST(1). 
Description 


Computes the remainder obtained from dividing the value in the ST(O) register (the dividend) by the value in the 
ST(1) register (the divisor or modulus), and stores the result in ST(0). The remainder represents the following 
value: 


Remainder := ST(0) — (Q * ST(1)) 
Here, Q is an integer value that is obtained by truncating the floating-point number quotient of [ST(0) / ST(1)] 


toward zero. The sign of the remainder is the same as the sign of the dividend. The magnitude of the remainder is 
less than that of the modulus, unless a partial remainder was computed (as described below). 


This instruction produces an exact result; the inexact-result exception does not occur and the rounding control has 
no effect. The following table shows the results obtained when computing the remainder of various classes of 
numbers, assuming that underflow does not occur. 


Table 3-31. FPREM Results 


ST(1) 
~co -F -0 +0 +F too NaN 
* * * * * * NaN 
ST(0) ST(0) -F or -0 id ie -F or -0 ST(0) NaN 
-0 -0 2 7 -0 -0 NaN 
+0 +0 i * +0 +0 NaN 
ST(0) +F or +0 sa = +F or +0 ST(0) NaN 
* * * * * * NaN 
NaN NaN NaN NaN NaN NaN NaN 
NOTES: 


F Means finite floating-point value. 
* Indicates floating-point invalid-arithmetic-operand (#IA) exception. 
** Indicates floating-point zero-divide (#Z) exception. 


When the result is 0, its sign is the same as that of the dividend. When the modulus is ~, the result is equal to the 
value in ST(0). 


The FPREM instruction does not compute the remainder specified in IEEE Std 754. The IEEE specified remainder 
can be computed with the FPREM1 instruction. The FPREM instruction is provided for compatibility with the Intel 
8087 and Intel287 math coprocessors. 


The FPREM instruction gets its name “partial remainder” because of the way it computes the remainder. This 
instruction arrives at a remainder through iterative subtraction. It can, however, reduce the exponent of ST(0) by 
no more than 63 in one execution of the instruction. If the instruction succeeds in producing a remainder that is 
less than the modulus, the operation is complete and the C2 flag in the FPU status word is cleared. Otherwise, C2 
is set, and the result in ST(Q) is called the partial remainder. The exponent of the partial remainder will be less 
than the exponent of the original dividend by at least 32. Software can re-execute the instruction (using the partial 
remainder in ST(Q) as the dividend) until C2 is cleared. (Note that while executing such a remainder-computation 
loop, a higher-priority interrupting routine that needs the FPU can force a context switch in-between the instruc- 
tions in the loop.) 


An important use of the FPREM instruction is to reduce the arguments of periodic functions. When reduction is 
complete, the instruction stores the three least-significant bits of the quotient in the C3, C1, and CO flags of the FPU 
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status word. This information is important in argument reduction for the tangent function (using a modulus of 2/4), 
because it locates the original angle in the correct one of eight sectors of the unit circle. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 
Operation 
D := exponent(ST(0)) - exponent(ST(1)); 


IFD <64 
THEN 
Q := Integer(Truncate TowardZero(ST(0) / ST(1))); 
ST(0) := ST(O) - (ST(1) * Q); 


C2 := 0; 

CO, C3, C1 := LeastSignificantBits(Q); (* Q2, Q1, QO *) 
ELSE 

C2 := 1; 


N := An implementation-dependent number between 32 and 63; 
QQ := Integer(TruncateTowardZero((ST(0) / ST(1)) / 2©-)); 
ST(O) := ST(O) - (ST(1) * QQ * 20-N)); 

Fl; 


FPU Flags Affected 


Co Set to bit 2 (Q2) of the quotient. 

C1 Set to 0 if stack underflow occurred; otherwise, set to least significant bit of quotient (QO). 
C2 Set to 0 if reduction complete; set to 1 if incomplete. 

C3 Set to bit 1 (Q1) of the quotient. 


Floating-Point Exceptions 


#1S Stack underflow occurred. 

#IA Source operand is an SNaN value, modulus is 0, dividend is », or unsupported format. 
#D Source operand is a denormal value. 

#U Result is too small for destination format. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FPREM1—Partial Remainder 


Opcode Instruction 64-Bit | Compat/ Description 
Mode Leg Mode 
D9 F5 FPREM1 Valid Valid Replace ST(0) with the IEEE remainder obtained from dividing 
ST(0) by ST(1). 
Description 


Computes the IEEE remainder obtained from dividing the value in the ST(0) register (the dividend) by the value in 
the ST(1) register (the divisor or modulus), and stores the result in ST(0). The remainder represents the following 
value: 


Remainder := ST(0) — (Q * ST(1)) 
Here, Q is an integer value that is obtained by rounding the floating-point number quotient of [ST(O) / ST(1)] 


toward the nearest integer value. The magnitude of the remainder is less than or equal to half the magnitude of the 
modulus, unless a partial remainder was computed (as described below). 


This instruction produces an exact result; the precision (inexact) exception does not occur and the rounding control 
has no effect. The following table shows the results obtained when computing the remainder of various classes of 
numbers, assuming that underflow does not occur. 


Table 3-32. FPREM1 Results 


ST(1) 
— 00 -—F -—0 +0 +F +00 NaN 
* * * * * * NaN 
ST(0) ST(0) +F or -0 i * +F or-0 ST(0) NaN 
-0 —0 . * -0 -0 NaN 
+0 +0 7 * +0 +0 NaN 
ST(0) +For+0 sis = +For+0 ST(0) NaN 
* * * * * * NaN 
NaN NaN NaN NaN NaN NaN NaN 
NOTES: 


F Means finite floating-point value. 
* Indicates floating-point invalid-arithmetic-operand (#IA) exception. 
** Indicates floating-point zero-divide (#Z) exception. 


When the result is 0, its sign is the same as that of the dividend. When the modulus is ~, the result is equal to the 
value in ST(0). 


The FPREM1 instruction computes the remainder specified in IEEE Standard 754. This instruction operates differ- 
ently from the FPREM instruction in the way that it rounds the quotient of ST(0) divided by ST(1) to an integer (see 
the “Operation” section below). 


Like the FPREM instruction, FRREM1 computes the remainder through iterative subtraction, but can reduce the 
exponent of ST(0) by no more than 63 in one execution of the instruction. If the instruction succeeds in producing 
a remainder that is less than one half the modulus, the operation is complete and the C2 flag in the FPU status word 
is cleared. Otherwise, C2 is set, and the result in ST(0) is called the partial remainder. The exponent of the partial 
remainder will be less than the exponent of the original dividend by at least 32. Software can re-execute the 
instruction (using the partial remainder in ST(O) as the dividend) until C2 is cleared. (Note that while executing 
such a remainder-computation loop, a higher-priority interrupting routine that needs the FPU can force a context 
switch in-between the instructions in the loop.) 


An important use of the FPREM1 instruction is to reduce the arguments of periodic functions. When reduction is 
complete, the instruction stores the three least-significant bits of the quotient in the C3, Ci, and CO flags of the FPU 
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status word. This information is important in argument reduction for the tangent function (using a modulus of 2/4), 
because it locates the original angle in the correct one of eight sectors of the unit circle. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 
Operation 
D := exponent(ST(0)) - exponent(ST(1)); 


IFD<64 
THEN 
Q := Integer(RoundTowardNearestinteger(ST(0) / ST(1))); 
ST(0) := ST(O) - (ST(1) * Q); 


C2 := 0; 

CO, C3, C1 := LeastSignificantBits(Q); (* Q2, Q1, QO *) 
ELSE 

C2 := 1; 


N := An implementation-dependent number between 32 and 63; 
QQ := Integer(TruncateTowardZero((ST(0) / ST(1)) /2©-)); 
ST(O) := ST(O) - (ST(1) * QQ * 20-N)); 

Fl; 


FPU Flags Affected 


Co Set to bit 2 (Q2) of the quotient. 

C1 Set to 0 if stack underflow occurred; otherwise, set to least significant bit of quotient (QO). 
C2 Set to 0 if reduction complete; set to 1 if incomplete. 

C3 Set to bit 1 (Q1) of the quotient. 


Floating-Point Exceptions 


#1S Stack underflow occurred. 

#IA Source operand is an SNaN value, modulus (divisor) is 0, dividend is ~, or unsupported 
format. 

#D Source operand is a denormal value. 

#U Result is too small for destination format. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FPTAN—Partial Tangent 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
D9 F2 FPTAN Valid Valid Replace ST(O) with its approximate tangent and push 1 
onto the FPU stack. 


Description 


Computes the approximate tangent of the source operand in register ST(0), stores the result in ST(0), and pushes 
a 1.0 onto the FPU register stack. The source operand must be given in radians and must be less than +2°°. The 
following table shows the unmasked results obtained when computing the partial tangent of various classes of 
numbers, assuming that underflow does not occur. 


Table 3-33. FPTAN Results 


ST(0) SRC ST(0) DEST 
—F —Fto+F 
-—0 -0 
+0 +0 
+F —Fto+F 
ee ¥ 

NaN NaN 


NOTES: 
F Means finite floating-point value. 
* Indicates floating-point invalid-arithmetic-operand (#1A) exception. 


If the source operand is outside the acceptable range, the C2 flag in the FPU status word is set, and the value in 
register ST(0) remains unchanged. The instruction does not raise an exception when the source operand is out of 
range. It is up to the program to check the C2 flag for out-of-range conditions. Source values outside the range — 
263 to +2°3 can be reduced to the range of the instruction by subtracting an appropriate integer multiple of 27. 
However, even within the range -2°? to +2°3, inaccurate results can occur because the finite approximation of x 
used internally for argument reduction is not sufficient in all cases. Therefore, for accurate results it is safe to apply 
FPTAN only to arguments reduced accurately in software, to a value smaller in absolute value than 32/8. See the 
sections titled “Approximation of Pi” and “Transcendental Instruction Accuracy” in Chapter 8 of the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 1, for a discussion of the proper value to use for x in 
performing such reductions. 


The value 1.0 is pushed onto the register stack after the tangent has been computed to maintain compatibility with 
the Intel 8087 and Intel287 math coprocessors. This operation also simplifies the calculation of other trigonometric 
functions. For instance, the cotangent (which is the reciprocal of the tangent) can be computed by executing a 
FDIVR instruction after the FPTAN instruction. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


3-408 Vol. 2A FPTAN—Partial Tangent 


INSTRUCTION SET REFERENCE, A-L 


Operation 
IF ST(0) < 263 
THEN 
C2 := 0; 
ST(O) := fptan(ST(0)); // approximation of tan 
TOP := TOP - 1; 
ST(0) := 1.0; 
ELSE (* Source operand is out-of-range *) 
C2 := 1; 
FI; 


FPU Flags Affected 


C1 Set to 0 if stack underflow occurred; set to 1 if stack overflow occurred. 

Set if result was rounded up; cleared otherwise. 
C2 Set to 1 if outside range (-2°? < source operand < +2®); otherwise, set to 0. 
Co, C3 Undefined. 


Floating-Point Exceptions 


#1S Stack underflow or overflow occurred. 

#IA Source operand is an SNaN value, ~, or unsupported format. 
#D Source operand is a denormal value. 

#U Result is too small for destination format. 

#P Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FRNDINT—Round to Integer 


Opcode Instruction 64-Bit Compat/ Description 

Mode Leg Mode 
DS FC FRNDINT Valid Valid Round ST(0) to an integer. 
Description 


Rounds the source value in the ST(0) register to the nearest integral value, depending on the current rounding 
mode (setting of the RC field of the FPU control word), and stores the result in ST(0). 


If the source value is ~, the value is not changed. If the source value is not an integral value, the floating-point 
inexact-result exception (#P) is generated. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


ST(0) := RoundTolntegralValue(ST(0)); 


FPU Flags Affected 


C1 Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
Co, C2, C3 Undefined. 


Floating-Point Exceptions 


#1S Stack underflow occurred. 

#IA Source operand is an SNaN value or unsupported format. 
#D Source operand is a denormal value. 

#P Source operand is not an integral value. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FRSTOR—Restore x87 FPU State 


Opcode Instruction 64-Bit Compat/ Description 

Mode Leg Mode 
DD /4 FRSTOR m94/108byte Valid Valid Load FPU state from m94byte or m108byte. 
Description 


Loads the FPU state (operating environment and register stack) from the memory area specified with the source 
operand. This state data is typically written to the specified memory location by a previous FSAVE/FNSAVE instruc- 
tion. 


The FPU operating environment consists of the FPU control word, status word, tag word, instruction pointer, data 
pointer, and last opcode. Figures 8-9 through 8-12 in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1, show the layout in memory of the stored environment, depending on the operating mode of the 
processor (protected or real) and the current operand-size attribute (16-bit or 32-bit). In virtual-8086 mode, the 
real mode layouts are used. The contents of the FPU register stack are stored in the 80 bytes immediately following 
the operating environment image. 


The FRSTOR instruction should be executed in the same operating mode as the corresponding FSAVE/FNSAVE 
instruction. 


If one or more unmasked exception bits are set in the new FPU status word, a floating-point exception will be 
generated upon execution of the next floating-point instruction (except for the no-wait floating-point instructions, 
see the section titled “Software Exception Handling” in Chapter 8 of the Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 1). To avoid raising exceptions when loading a new operating environment, clear 
all the exception flags in the FPU status word that is being loaded. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


FPUControlWord := SRC[FPUControlWord]; 

FPUStatusWord := SRC[FPUStatusWord]; 

FPUTagWord := SRC[FPUTagWord]; 

FPUDataPointer := SRC[FPUDataPointer]; 
FPUInstructionPointer := SRC[FPUInstructionPointer]; 
FPULastinstructionOpcode := SRC[FPULastInstructionOpcode]; 


i" 


ST(0) := SRC[ST(O 


" 


(0) ) 
(1) ) 
(2) i 
(3) = SRC[ST(3)]; 
ST(4) = SRC[ST(4)]; 
(5) ) 
(6) ) 
(7) ) 


i" 


" 


i" 


i" 


FPU Flags Affected 
The CO, C1, C2, C3 flags are loaded. 


Floating-Point Exceptions 


None; however, if an unmasked exception is loaded in the status word, it is generated upon execution of the next 
“waiting” floating-point instruction. 


FRSTOR—Restore x87 FPU State Vol.2A 3-411 


INSTRUCTION SET REFERENCE, A-L 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


3-412 Vol. 2A FRSTOR—Restore x87 FPU State 


INSTRUCTION SET REFERENCE, A-L 


FSAVE/FNSAVE—Store x87 FPU State 


Opcode Instruction 64-Bit | Compat/ Description 
Mode Leg Mode 
9B DD /6 FSAVE m94/108byte Valid Valid Store FPU state to m94byte or m108byte after 


checking for pending unmasked floating-point 
exceptions. Then re-initialize the FPU. 


DD /6 FNSAVE m94/ 108byte Valid Valid Store FPU environment to m94byte or m108byte 
without checking for pending unmasked floating- 
point exceptions. Then re-initialize the FPU. 


NOTES: 
* See IA-32 Architecture Compatibility section below. 


Description 


Stores the current FPU state (operating environment and register stack) at the specified destination in memory, 
and then re-initializes the FPU. The FSAVE instruction checks for and handles pending unmasked floating-point 
exceptions before storing the FPU state; the FNSAVE instruction does not. 


The FPU operating environment consists of the FPU control word, status word, tag word, instruction pointer, data 

pointer, and last opcode. Figures 8-9 through 8-12 in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1, show the layout in memory of the stored environment, depending on the operating mode of the 
processor (protected or real) and the current operand-size attribute (16-bit or 32-bit). In virtual-8086 mode, the 
real mode layouts are used. The contents of the FPU register stack are stored in the 80 bytes immediately follow 

the operating environment image. 


The saved image reflects the state of the FPU after all floating-point instructions preceding the FSAVE/FNSAVE 
instruction in the instruction stream have been executed. 


After the FPU state has been saved, the FPU is reset to the same default values it is set to with the FINIT/FNINIT 
instructions (see “FINIT/FNINIT—Initialize Floating-Point Unit” in this chapter). 


The FSAVE/FNSAVE instructions are typically used when the operating system needs to perform a context switch, 
an exception handler needs to use the FPU, or an application program needs to pass a “clean” FPU to a procedure. 


The assembler issues two instructions for the FSAVE instruction (an FWAIT instruction followed by an FNSAVE 
instruction), and the processor executes each of these instructions separately. If an exception is generated for 
either of these instructions, the save EIP points to the instruction that caused the exception. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


IA-32 Architecture Compatibility 


For Intel math coprocessors and FPUs prior to the Intel Pentium processor, an FWAIT instruction should be 
executed before attempting to read from the memory image stored with a prior FSAVE/FNSAVE instruction. This 
FWAIT instruction helps ensure that the storage operation has been completed. 


When operating a Pentium or Intel486 processor in MS-DOS compatibility mode, it is possible (under unusual 
circumstances) for an FNSAVE instruction to be interrupted prior to being executed to handle a pending FPU excep- 
tion. See the section titled “No-Wait FPU Instructions Can Get FPU Interrupt in Window” in Appendix D of the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for a description of these circumstances. An 
FNSAVE instruction cannot be interrupted in this way on later Intel processors, except for the Intel Quark™ x1000 
processor. 
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Operation 


(* Save FPU State and Registers *) 


DEST[FPUControlWord] := FPUControlWord; 
DEST[FPUStatusWord] := FPUStatusWord; 

DEST[FPUTagWord] := FPUTagWord; 

DEST[FPUDataPointer] := FPUDataPointer; 
DEST[FPUInstructionPointer] := FPUInstructionPointer; 
DEST[FPULastinstructionOpcode] := FPULastinstructionOpcode; 


DEST[ST(0)] := ST(O); 
DEST[ST(1)] := ST(1); 
DEST[ST(2)] = ST(2); 
DEST[ST(3)] = ST(3); 
DEST[ST(4)]:= ST(4); 
DEST[ST(5)] := ST(5); 
DEST[ST(6)] := ST(6); 
DEST[ST(7)] = ST(7); 


(* Initialize FPU *) 


FPUControlWord := 037FH; 


FPUStatusWord := 0; 


FPUTagWord := FFFFH; 


FPUDataPointer := 0; 


FPUInstructionPointer := 0; 
FPULastinstructionOpcode := 0; 


FPU Flags Affected 


The CO, C1, C2, and C3 flags are saved and then cleared. 


Floating-Point Exceptions 


None. 


Protected Mode Exceptions 


#GP(0) 


#SS(0) 

#NM 
#PF(fault-code) 
#AC(0) 


#UD 


If destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If a memory operand effective address is outside the SS segment limit. 
CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 
#SS 
#NM 
#UD 
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If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If the LOCK prefix is used. 
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Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 


current privilege level is 3. 
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FSCALE—Scale 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
D9 FD FSCALE Valid Valid Scale ST(0) by ST(1). 
Description 


Truncates the value in the source operand (toward 0) to an integral value and adds that value to the exponent of 
the destination operand. The destination and source operands are floating-point values located in registers ST(0) 
and ST(1), respectively. This instruction provides rapid multiplication or division by integral powers of 2. The 
following table shows the results obtained when scaling various classes of numbers, assuming that neither overflow 
nor underflow occurs. 


Table 3-34. FSCALE Results 


ST(1) 


ST(0) 


NOTES: 
F Means finite floating-point value. 


In most cases, only the exponent is changed and the mantissa (significand) remains unchanged. However, when 
the value being scaled in ST(0) is a denormal value, the mantissa is also changed and the result may turn out to be 
a normalized number. Similarly, if overflow or underflow results from a scale operation, the resulting mantissa will 
differ from the source’s mantissa. 


The FSCALE instruction can also be used to reverse the action of the FXTRACT instruction, as shown in the following 
example: 

FXTRACT; 

FSCALE; 

FSTP ST(1); 


In this example, the FXTRACT instruction extracts the significand and exponent from the value in ST(O) and stores 
them in ST(0) and ST(1) respectively. The FSCALE then scales the significand in ST(0) by the exponent in ST(1), 
recreating the original value before the FXTRACT operation was performed. The FSTP ST(1) instruction overwrites 
the exponent (extracted by the FXTRACT instruction) with the recreated value, which returns the stack to its orig- 
inal state with only one register [ST(0)] occupied. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


ST(0) := ST(O) * 2RoundTowardZero(ST(1)) 


FPU Flags Affected 
C1 Set to 0 if stack underflow occurred. 

Set if result was rounded up; cleared otherwise. 
CO, C2, C3 Undefined. 
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#1S 
#IA 
#D 
#U 
#0 
#P 


Stack underflow occurred. 

Source operand is an SNaN value or unsupported format. 
Source operand is a denormal value. 

Result is too small for destination format. 

Result is too large for destination format. 


Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 


#NM 
#MF 
#UD 


CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
If there is a pending x87 FPU exception. 
If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FSIN—Sine 
Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
DS FE FSIN Valid Valid Replace ST(O) with the approximate of its sine. 
Description 


Computes an approximation of the sine of the source operand in register ST(0) and stores the result in ST(0). The 
source operand must be given in radians and must be within the range -2° to +2®°. The following table shows the 
results obtained when taking the sine of various classes of numbers, assuming that underflow does not occur. 


Table 3-35. FSIN Results 


SRC (ST(0)) DEST (ST(0)) 
—F -—1to+1 
_0 -0 
+0 +0 
+F —1to+1 
Sees rs 
NaN NaN 


NOTES: 
F Means finite floating-point value. 
* Indicates floating-point invalid-arithmetic-operand (#IA) exception. 


If the source operand is outside the acceptable range, the C2 flag in the FPU status word is set, and the value in 
register ST(0) remains unchanged. The instruction does not raise an exception when the source operand is out of 
range. It is up to the program to check the C2 flag for out-of-range conditions. Source values outside the range — 
263 to +2°3 can be reduced to the range of the instruction by subtracting an appropriate integer multiple of 27. 
However, even within the range -2°? to +2°3, inaccurate results can occur because the finite approximation of x 
used internally for argument reduction is not sufficient in all cases. Therefore, for accurate results it is safe to apply 
FSIN only to arguments reduced accurately in software, to a value smaller in absolute value than 3/4. See the 
sections titled “Approximation of Pi” and “Transcendental Instruction Accuracy” in Chapter 8 of the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 1, for a discussion of the proper value to use for x in 
performing such reductions. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 
IF -283 < ST(0) < 263 
THEN 
C2 := 0; 


ST(0) := fsin(ST(0)); // approximation of the mathematical sin function 
ELSE (* Source operand out of range *) 
C2 := 1; 
FI; 


FPU Flags Affected 


C1 Set to 0 if stack underflow occurred. 

Set if result was rounded up; cleared otherwise. 
C2 Set to 1 if outside range (-2°7 < source operand < +2®3); otherwise, set to 0. 
Co, C3 Undefined. 
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#1S Stack underflow occurred. 

#IA Source operand is an SNaN value, «, or unsupported format. 
#D Source operand is a denormal value. 

#P Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FSINCOS—Sine and Cosine 


Opcode Instruction 64-Bit | Compat/ Description 
Mode _ {Leg Mode 
DS FB FSINCOS Valid Valid Compute the sine and cosine of ST(0); replace ST(O) with the 


approximate sine, and push the approximate cosine onto the 
register stack. 


Description 


Computes both the approximate sine and the cosine of the source operand in register ST(0), stores the sine in 
ST(0), and pushes the cosine onto the top of the FPU register stack. (This instruction is faster than executing the 
FSIN and FCOS instructions in succession.) 


The source operand must be given in radians and must be within the range -2°? to +2®. The following table shows 
the results obtained when taking the sine and cosine of various classes of numbers, assuming that underflow does 
not occur. 


Table 3-36. FSINCOS Results 


DEST 
ST(1) Cosine ST(0) Sine 


NOTES: 
F Means finite floating-point value. 
* Indicates floating-point invalid-arithmetic-operand (#IA) exception. 


If the source operand is outside the acceptable range, the C2 flag in the FPU status word is set, and the value in 
register ST(O) remains unchanged. The instruction does not raise an exception when the source operand is out of 
range. It is up to the program to check the C2 flag for out-of-range conditions. Source values outside the range — 
2©3 to +2©3 can be reduced to the range of the instruction by subtracting an appropriate integer multiple of 2z. 
However, even within the range -2°? to +2°3, inaccurate results can occur because the finite approximation of x 
used internally for argument reduction is not sufficient in all cases. Therefore, for accurate results it is safe to apply 
FSINCOS only to arguments reduced accurately in software, to a value smaller in absolute value than 32/8. See the 
sections titled “Approximation of Pi” and “Transcendental Instruction Accuracy” in Chapter 8 of the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 1, for a discussion of the proper value to use for x in 
performing such reductions. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 
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Operation 


IF ST(0) < 263 
THEN 
C2 := 0; 


TEMP := fcos(ST(0)); // approximation of cosine 
ST(0) := fsin(ST(0)); // approximation of sine 


TOP := TOP - 1; 
ST(0) := TEMP; 
ELSE (* Source operand out of range *) 
C2 := 1; 
FI; 


FPU Flags Affected 


INSTRUCTION SET REFERENCE, A-L 


C1 Set to 0 if stack underflow occurred; set to 1 of stack overflow occurs. 

Set if result was rounded up; cleared otherwise. 
C2 Set to 1 if outside range (-2°7 < source operand < +2®); otherwise, set to 0. 
Co, C3 Undefined. 


Floating-Point Exceptions 


#IA Source operand is an SNaN value, ~, or unsupported format. 


#IS Stack underflow or overflow occurred. 
#D Source operand is a denormal value. 
#U Result is too small for destination format. 


#P Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 


Same exceptions as in protected mode. 


Compatibility Mode Exceptions 


Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


Same exceptions as in protected mode. 
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FSQRT—Square Root 


Opcode Instruction 64-Bit | Compat/ Description 
Mode Leg Mode 


DS FA FSQRT Valid Valid Computes square root of ST(0) and stores the result in ST(0). 


Description 


Computes the square root of the source value in the ST(O) register and stores the result in ST(O). 
The following table shows the results obtained when taking the square root of various classes of numbers, 


assuming that neither overflow nor underflow occurs. 
Table 3-37. FSQRT Results 


SRC (ST(0)) DEST (ST(0)) 
_F ¥ 
-0 -0 
+0 +0 
+F +F 
+00 +00 
NaN NaN 


NOTES: 
F Means finite floating-point value. 
* Indicates floating-point invalid-arithmetic-operand (#IA) exception. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


ST(O) := SquareRoot(ST(0)); 


FPU Flags Affected 


C1 Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
CO, C2, C3 Undefined. 


Floating-Point Exceptions 


#IS Stack underflow occurred. 

#IA Source operand is an SNaN value or unsupported format. 
Source operand is a negative value (except for —0). 

#D Source operand is a denormal value. 

#P Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 
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Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 


FSQRT—Square Root Vol. 2A 3-423 


INSTRUCTION SET REFERENCE, A-L 


FST/FSTP—Store Floating Point Value 


Opcode Instruction 64-Bit | Compat/ Description 
Mode Leg Mode 

D9 /2 FST m32fp Valid Valid Copy ST(0) to m32fp. 

DD /2 FST m64fp Valid Valid Copy ST(0) to m64fp. 

DD DO+i FST ST(i) Valid Valid Copy ST(0) to ST(i). 

D9 /3 FSTP m32fp Valid Valid Copy ST(0) to m32fp and pop register stack. 
DD /3 FSTP m64fp Valid Valid Copy ST(0) to m64fp and pop register stack. 
DB /7 FSTP m80fp Valid Valid Copy ST(0) to m8Ofp and pop register stack. 
DD D8+i FSTP ST(i) Valid Valid Copy ST(0) to ST(i) and pop register stack. 
Description 


The FST instruction copies the value in the ST(0) register to the destination operand, which can be a memory loca- 
tion or another register in the FPU register stack. When storing the value in memory, the value is converted to 
single-precision or double-precision floating-point format. 


The FSTP instruction performs the same operation as the FST instruction and then pops the register stack. To pop 
the register stack, the processor marks the ST(0) register as empty and increments the stack pointer (TOP) by 1. 
The FSTP instruction can also store values in memory in double extended-precision floating-point format. 


If the destination operand is a memory location, the operand specifies the address where the first byte of the desti- 
nation value is to be stored. If the destination operand is a register, the operand specifies a register in the register 
stack relative to the top of the stack. 


If the destination size is single-precision or double-precision, the significand of the value being stored is rounded to 
the width of the destination (according to the rounding mode specified by the RC field of the FPU control word), and 
the exponent is converted to the width and bias of the destination format. If the value being stored is too large for 
the destination format, a numeric overflow exception (#0) is generated and, if the exception is unmasked, no value 
is stored in the destination operand. If the value being stored is a denormal value, the denormal exception (#D) is 
not generated. This condition is simply signaled as a numeric underflow exception (#U) condition. 


If the value being stored is +0, +, or a NaN, the least-significant bits of the significand and the exponent are trun- 
cated to fit the destination format. This operation preserves the value’s identity as a 0, ~, or NaN. 


If the destination operand is a non-empty register, the invalid-operation exception is not generated. 
This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 
DEST := ST(0); 
IF Instruction = FSTP 
THEN 
PopRegisterStack; 


Fl; 


FPU Flags Affected 
C1 Set to 0 if stack underflow occurred. 


Indicates rounding direction of if the floating-point inexact exception (#P) is generated: 0:= 
not roundup; 1 := roundup. 


CO, C2, C3 Undefined. 
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Floating-Point Exceptions 


#1S 
#IA 


#U 
#0 
#P 


Stack underflow occurred. 


If destination result is an SNaN value or unsupported format, except when the destination 
format is in double extended-precision floating-point format. 


Result is too small for the destination format. 
Result is too large for the destination format. 
Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 


#GP(0) 


#SS(0) 

#NM 
#PF(fault-code) 
#AC(0) 


#UD 


If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If a memory operand effective address is outside the SS segment limit. 
CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 
#SS 
#NM 
#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) 

#SS(0) 

#NM 
#PF(fault-code) 
#AC(0) 

#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is made. 

If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) 

#GP(0) 

#NM 

#MF 
#PF(fault-code) 
#AC(0) 


#UD 


If a memory address referencing the SS segment is in a non-canonical form. 
If the memory address is in a non-canonical form. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If there is a pending x87 FPU exception. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 
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FSTCW/FNSTCW-—Store x87 FPU Control Word 


Opcode Instruction 64-Bit |Compat/ |Description 
Mode Leg Mode 
9B D9 /7 FSTCW m2byte Valid Valid Store FPU control word to m2byte after checking for 
pending unmasked floating-point exceptions. 
D9 /7 FNSTCW m2byte Valid Valid Store FPU control word to m2byte without checking for 
pending unmasked floating-point exceptions. 


NOTES: 
* See IA-32 Architecture Compatibility section below. 


Description 


Stores the current value of the FPU control word at the specified destination in memory. The FSTCW instruction 
checks for and handles pending unmasked floating-point exceptions before storing the control word; the FNSTCW 
instruction does not. 


The assembler issues two instructions for the FSTCW instruction (an FWAIT instruction followed by an FNSTCW 
instruction), and the processor executes each of these instructions in separately. If an exception is generated for 
either of these instructions, the save EIP points to the instruction that caused the exception. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


IA-32 Architecture Compatibility 


When operating a Pentium or Intel486 processor in MS-DOS compatibility mode, it is possible (under unusual 
circumstances) for an FNSTCW instruction to be interrupted prior to being executed to handle a pending FPU excep- 
tion. See the section titled “No-Wait FPU Instructions Can Get FPU Interrupt in Window” in Appendix D of the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for a description of these circumstances. An 
FNSTCW instruction cannot be interrupted in this way on later Intel processors, except for the Intel Quark™ X1000 
processor. 


Operation 


DEST := FPUControlWord; 


FPU Flags Affected 
The CO, C1, C2, and C3 flags are undefined. 


Floating-Point Exceptions 
None. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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FSTENV/FNSTENV—Store x87 FPU Environment 


Opcode Instruction 64-Bit | Compat/ Description 
Mode Leg Mode 
9B DS /6 FSTENV m14/28byte Valid Valid Store FPU environment to m714byte or m28byte 


after checking for pending unmasked floating-point 
exceptions. Then mask all floating-point exceptions. 


D9 /6 FNSTENV m14/28byte Valid Valid Store FPU environment to m14byte or m28byte 
without checking for pending unmasked floating- 
point exceptions. Then mask all floating- 

point exceptions. 


NOTES: 
* See IA-32 Architecture Compatibility section below. 


Description 


Saves the current FPU operating environment at the memory location specified with the destination operand, and 
then masks all floating-point exceptions. The FPU operating environment consists of the FPU control word, status 
word, tag word, instruction pointer, data pointer, and last opcode. Figures 8-9 through 8-12 in the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 1, show the layout in memory of the stored environ- 
ment, depending on the operating mode of the processor (protected or real) and the current operand-size attribute 
(16-bit or 32-bit). In virtual-8086 mode, the real mode layouts are used. 


The FSTENV instruction checks for and handles any pending unmasked floating-point exceptions before storing 
the FPU environment; the FNSTENV instruction does not. The saved image reflects the state of the FPU after all 
floating-point instructions preceding the FSTENV/FNSTENV instruction in the instruction stream have been 
executed. 


These instructions are often used by exception handlers because they provide access to the FPU instruction and 
data pointers. The environment is typically saved in the stack. Masking all exceptions after saving the environment 
prevents floating-point exceptions from interrupting the exception handler. 


The assembler issues two instructions for the FSTENV instruction (an FWAIT instruction followed by an FNSTENV 
instruction), and the processor executes each of these instructions separately. If an exception is generated for 
either of these instructions, the save EIP points to the instruction that caused the exception. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


IA-32 Architecture Compatibility 


When operating a Pentium or Intel486 processor in MS-DOS compatibility mode, it is possible (under unusual 
circumstances) for an FNSTENV instruction to be interrupted prior to being executed to handle a pending FPU 
exception. See the section titled “No-Wait FPU Instructions Can Get FPU Interrupt in Window” in Appendix D of the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for a description of these circum- 
stances. An FNSTENV instruction cannot be interrupted in this way on later Intel processors, except for the Intel 
Quark™ X1000 processor. 


Operation 


DEST[FPUControlWord] := FPUControlWord; 
DEST[FPUStatusWord] := FPUStatusWord; 

DEST[FPUTagWord] := FPUTagwWord; 

DEST[FPUDataPointer] := FPUDataPointer; 
DEST[FPUInstructionPointer] := FPUInstructionPointer; 
DEST[FPULastinstructionOpcode] := FPULastinstructionOpcode; 


FPU Flags Affected 
The CO, C1, C2, and C3 are undefined. 
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Floating-Point Exceptions 


None 


Protected Mode Exceptions 


#GP(0) 


#SS(0) 

#NM 
#PF(fault-code) 
#AC(0) 


#UD 


If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If a memory operand effective address is outside the SS segment limit. 
CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 
#SS 
#NM 
#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) 

#SS(0) 

#NM 
#PF(fault-code) 
#AC(0) 

#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is made. 

If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) 

#GP(0) 

#NM 

#MF 
#PF(fault-code) 
#AC(0) 


#UD 


If a memory address referencing the SS segment is in a non-canonical form. 
If the memory address is in a non-canonical form. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If there is a pending x87 FPU exception. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 
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FSTSW/FNSTSW-—Store x87 FPU Status Word 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 

9B DD /7 FSTSW m2byte Valid Valid Store FPU status word at m2byte after checking 
for pending unmasked floating-point exceptions. 

9B DF €0 FSTSW AX Valid Valid Store FPU status word in AX register after 
checking for pending unmasked floating-point 
exceptions. 

DD /7 FNSTSW m2dbyte Valid Valid Store FPU status word at m2byte without 
checking for pending unmasked floating-point 
exceptions. 

DF EO FNSTSW AX Valid Valid Store FPU status word in AX register without 
checking for pending unmasked floating-point 
exceptions. 

NOTES: 


* See IA-32 Architecture Compatibility section below. 


Description 


Stores the current value of the x87 FPU status word in the destination location. The destination operand can be 
either a two-byte memory location or the AX register. The FSTSW instruction checks for and handles pending 
unmasked floating-point exceptions before storing the status word; the FNSTSW instruction does not. 


The FNSTSW AX form of the instruction is used primarily in conditional branching (for instance, after an FPU 
comparison instruction or an FPREM, FPREM1, or FXAM instruction), where the direction of the branch depends on 
the state of the FPU condition code flags. (See the section titled “Branching and Conditional Moves on FPU Condition 
Codes” in Chapter 8 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1.) This 
instruction can also be used to invoke exception handlers (by examining the exception flags) in environments that 
do not use interrupts. When the FNSTSW AX instruction is executed, the AX register is updated before the 
processor executes any further instructions. The status stored in the AX register is thus guaranteed to be from the 
completion of the prior FPU instruction. 


The assembler issues two instructions for the FSTSW instruction (an FWAIT instruction followed by an FNSTSW 
instruction), and the processor executes each of these instructions separately. If an exception is generated for 
either of these instructions, the save EIP points to the instruction that caused the exception. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


IA-32 Architecture Compatibility 


When operating a Pentium or Intel486 processor in MS-DOS compatibility mode, it is possible (under unusual 
circumstances) for an FNSTSW instruction to be interrupted prior to being executed to handle a pending FPU excep- 
tion. See the section titled “No-Wait FPU Instructions Can Get FPU Interrupt in Window” in Appendix D of the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for a description of these circumstances. An 
FNSTSW instruction cannot be interrupted in this way on later Intel processors, except for the Intel Quark™ X1000 
processor. 


Operation 


DEST := FPUStatusWord; 


FPU Flags Affected 
The CO, C1, C2, and C3 are undefined. 


Floating-Point Exceptions 
None 
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Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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FSUB/FSUBP/FISUB—Subtract 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
D8 /4 FSUB m32fp Valid Valid Subtract m32fp from ST(0) and store result in ST(0). 
DC /4 FSUB m64fp Valid Valid Subtract m64fp from ST(0) and store result in ST(O). 
D8 E0+i FSUB ST(0), ST(i) Valid Valid Subtract ST(i) from ST(O) and store result in ST(0). 
DC E8+i FSUB ST(i), ST(0) Valid Valid Subtract ST(0) from ST(i) and store result in ST(i). 
DE E8+i FSUBP ST(i), ST(O) Valid Valid Subtract ST(0) from ST(i), store result in ST(i), and 
pop register stack. 
DE E9 FSUBP Valid Valid Subtract ST(O) from ST(1), store result in ST(1), and 
pop register stack. 
DA /4 FISUB m32int Valid Valid Subtract m32int from ST(O) and store result in ST(0). 
DE /4 FISUB m16int Valid Valid Subtract m1 6int from ST(O) and store result in ST(0). 
Description 


Subtracts the source operand from the destination operand and stores the difference in the destination location. 
The destination operand is always an FPU data register; the source operand can be a register or a memory location. 
Source operands in memory can be in single-precision or double-precision floating-point format or in word or 
doubleword integer format. 


The no-operand version of the instruction subtracts the contents of the ST(0) register from the ST(1) register and 
stores the result in ST(1). The one-operand version subtracts the contents of a memory location (either a floating- 
point or an integer value) from the contents of the ST(O) register and stores the result in ST(0). The two-operand 
version, subtracts the contents of the ST(O) register from the ST(i) register or vice versa. 


The FSUBP instructions perform the additional operation of popping the FPU register stack following the subtrac- 
tion. To pop the register stack, the processor marks the ST(0) register as empty and increments the stack pointer 
(TOP) by 1. The no-operand version of the floating-point subtract instructions always results in the register stack 
being popped. In some assemblers, the mnemonic for this instruction is FSUB rather than FSUBP. 


The FISUB instructions convert an integer source operand to double extended-precision floating-point format 
before performing the subtraction. 


Table 3-38 shows the results obtained when subtracting various classes of numbers from one another, assuming 
that neither overflow nor underflow occurs. Here, the SRC value is subtracted from the DEST value (DEST —- SRC= 
result). 


When the difference between two operands of like sign is 0, the result is +0, except for the round toward —-- mode, 
in which case the result is —-0. This instruction also guarantees that +0 — (-0) =+0, and that —0 — (+0) =-0. When the 
source operand is an integer 0, it is treated as a +0. 


When one operand is ~, the result is - of the expected sign. If both operands are ~ of the same sign, an invalid- 
operation exception is generated. 
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Table 3-38. FSUB/FSUBP/FISUB Results 


SRC 
— 0 —For-l -0 +0 +For+l + co NaN 
* — 00 — oo — 00 — oo — 00 NaN 
+0 +F or +0 DEST DEST -F — 00 NaN 
DEST +00 —SRC +0 -0 —SRC — oo NaN 
+o -—SRC +0 +0 —SRC — oo NaN 
+ co +F DEST DEST +F or +0 — co NaN 
+ co +00 +00 +00 +00 . NaN 
NaN NaN NaN NaN NaN NaN NaN 
NOTES: 


F Means finite floating-point value. 
| Means integer. 
* Indicates floating-point invalid-arithmetic-operand (#IA) exception. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


IF Instruction = FISUB 
THEN 
DEST := DEST — ConvertToDoubleExtendedPrecisionFP(SRC); 
ELSE (* Source operand is floating-point value *) 
DEST := DEST — SRC; 
Fl; 


IF Instruction = FSUBP 
THEN 
PopRegisterStack; 
Fl; 


FPU Flags Affected 


C1 Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
Co, C2, C3 Undefined. 


Floating-Point Exceptions 


#IS Stack underflow occurred. 

#IA Operand is an SNaN value or unsupported format. 
Operands are infinities of like sign. 

#D Source operand is a denormal value. 

#U Result is too small for destination format. 

#0 Result is too large for destination format. 

#P Value cannot be represented exactly in destination format. 
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Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

#MF If there is a pending x87 FPU exception. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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FSUBR/FSUBRP/FISUBR—Reverse Subtract 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
D8 /5 FSUBR m32fp Valid Valid Subtract ST(0) from m32fp and store result in ST(O). 
DC /5 FSUBR m64fp Valid Valid Subtract ST(0) from m64fp and store result in ST(O). 
D8 E8+i FSUBR ST(0), ST(i) Valid Valid Subtract ST(0) from ST(i) and store result in ST(O). 
DC EO+i FSUBR ST(i), ST(O) Valid Valid Subtract ST(i) from ST(O) and store result in ST(i). 
DE EO+i FSUBRP ST(i), ST(O) Valid Valid Subtract ST(i) from ST(O), store result in ST(i), and 
pop register stack. 
DE E1 FSUBRP Valid Valid Subtract ST(1) from ST(0), store result in ST(1), and 
pop register stack. 
DA/5 FISUBR m32int Valid Valid Subtract ST(0) from m3Zint and store result in ST(O). 
DE/5 FISUBR m176int Valid Valid Subtract ST(0) from m76int and store result in ST(0). 
Description 


Subtracts the destination operand from the source operand and stores the difference in the destination location. 
The destination operand is always an FPU register; the source operand can be a register or a memory location. 
Source operands in memory can be in single-precision or double-precision floating-point format or in word or 
doubleword integer format. 


These instructions perform the reverse operations of the FSUB, FSUBP, and FISUB instructions. They are provided 
to support more efficient coding. 


The no-operand version of the instruction subtracts the contents of the ST(1) register from the ST(0) register and 
stores the result in ST(1). The one-operand version subtracts the contents of the ST(0) register from the contents 
of a memory location (either a floating-point or an integer value) and stores the result in ST(0). The two-operand 
version, subtracts the contents of the ST(i) register from the ST(0) register or vice versa. 


The FSUBRP instructions perform the additional operation of popping the FPU register stack following the subtrac- 
tion. To pop the register stack, the processor marks the ST(0) register as empty and increments the stack pointer 
(TOP) by 1. The no-operand version of the floating-point reverse subtract instructions always results in the register 
stack being popped. In some assemblers, the mnemonic for this instruction is FSUBR rather than FSUBRP. 


The FISUBR instructions convert an integer source operand to double extended-precision floating-point format 
before performing the subtraction. 


The following table shows the results obtained when subtracting various classes of numbers from one another, 
assuming that neither overflow nor underflow occurs. Here, the DEST value is subtracted from the SRC value (SRC 
— DEST =result). 


When the difference between two operands of like sign is 0, the result is +0, except for the round toward -~ mode, 
in which case the result is -O. This instruction also guarantees that +0 — (-0) =+0, and that —0 — (+0) =—0. When the 
source operand is an integer 0, it is treated as a +0. 


When one operand is ~, the result is « of the expected sign. If both operands are ~ of the same sign, an invalid- 
operation exception is generated. 
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Table 3-39. FSUBR/FSUBRP/FISUBR Results 


SRC 
— oo —F or -I -0 +0 +F or +l + co NaN 
* + co + co +00 + 0o + co NaN 
— 00 +F or +0 —DEST —DEST +F + 00 NaN 
DEST — co SRC +0 +0 SRC +00 NaN 
— oo SRC -0 +0 SRC + co NaN 
— oo -F —DEST —DEST +F or +0 + 00 NaN 
— oo — co — oo — oo — oo * NaN 
NaN NaN NaN NaN NaN NaN NaN 
NOTES: 
F Means finite floating-point value. 
| Means integer. 
* Indicates floating-point invalid-arithmetic-operand (#1A) exception. 
This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 
Operation 
IF Instruction = FISUBR 
THEN 
DEST := ConvertToDoubleExtendedPrecisionFP(SRC) — DEST; 
ELSE (* Source operand is floating-point value *) 
DEST := SRC — DEST; Fl; 
IF Instruction = FSUBRP 
THEN 
PopRegisterStack; Fl; 
FPU Flags Affected 
C1 Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
CO, C2, C3 Undefined. 
Floating-Point Exceptions 
#IS Stack underflow occurred. 
#IA Operand is an SNaN value or unsupported format. 
Operands are infinities of like sign. 
#D Source operand is a denormal value. 
#U Result is too small for destination format. 
#0 Result is too large for destination format. 
#P Value cannot be represented exactly in destination format. 
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Protected Mode Exceptions 


#GP(0) 


#SS(0) 

#NM 
#PF(fault-code) 
#AC(0) 


#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If a memory operand effective address is outside the SS segment limit. 
CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 
#SS 
#NM 
#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) 

#SS(0) 

#NM 
#PF(fault-code) 
#AC(0) 

#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is made. 

If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) 

#GP(0) 

#NM 

#MF 
#PF(fault-code) 
#AC(0) 


#UD 


If a memory address referencing the SS segment is in a non-canonical form. 
If the memory address is in a non-canonical form. 

CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 

If there is a pending x87 FPU exception. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 
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FTST—TEST 
Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
D9 4 FTST Valid Valid Compare ST(0) with 0.0. 
Description 


Compares the value in the ST(0) register with 0.0 and sets the condition code flags CO, C2, and C3 in the FPU status 
word according to the results (see table below). 


Table 3-40. FTST Results 


Condition C3 C2 co 
ST(0) > 0.0 0 0 0 
ST(0) < 0.0 0 0 1 
ST(0) = 0.0 1 0 0 
Unordered 1 1 1 


This instruction performs an “unordered comparison.” An unordered comparison also checks the class of the 
numbers being compared (see “FXAM—Examine Floating-Point” in this chapter). If the value in register ST(0) is a 
NaN or is in an undefined format, the condition flags are set to “unordered” and the invalid operation exception is 
generated. 


The sign of zero is ignored, so that (— 0.0 :=+0.0). 
This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


CASE (relation of operands) OF 
Not comparable: C3,C2,CO:= 111; 


ST(0) > 0.0: C3, C2, CO := 000; 

ST(0) < 0.0: C3, C2, CO := 001; 

ST(0) = 0.0: C3, C2, CO := 100; 
ESAC; 


FPU Flags Affected 
Cl Set to 0. 
Co, C2, C3 See Table 3-40. 


Floating-Point Exceptions 


#1S Stack underflow occurred. 
#IA The source operand is a NaN value or is in an unsupported format. 
#D The source operand is a denormal value. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 
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Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FUCOM/FUCOMP/FUCOMPP—Unordered Compare Floating Point Values 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
DD E0+i FUCOM ST(i) Valid Valid Compare ST(0) with ST(i). 
DD €1 FUCOM Valid Valid Compare ST(0) with ST(1). 
DD E8+i FUCOMP ST(i) Valid Valid Compare ST(0) with ST(i) and pop register stack. 
DD E9 FUCOMP Valid Valid Compare ST(0) with ST(1) and pop register stack. 
DA E9 FUCOMPP Valid Valid Compare ST(0) with ST(1) and pop register stack twice. 
Description 


Performs an unordered comparison of the contents of register ST(0) and ST(i) and sets condition code flags CO, C2, 
and C3 in the FPU status word according to the results (see the table below). If no operand is specified, the 
contents of registers ST(0) and ST(1) are compared. The sign of zero is ignored, so that —-0.0 is equal to +0.0. 


Table 3-41. FUCOM/FUCOMP/FUCOMPP Results 


Comparison Results* C3 C2 co 
STO > ST(i) 0 0 0 
STO < ST(i) 0 0 1 
STO = ST(i) 1 0 0 
Unordered 1 1 1 


NOTES: 
* Flags not set if unmasked invalid-arithmetic-operand (#IA) exception is generated. 


An unordered comparison checks the class of the numbers being compared (see “FXAM—Examine Floating-Point” 
in this chapter). The FUCOM/FUCOMP/FUCOMPP instructions perform the same operations as the 
FCOM/FCOMP/FCOMPP instructions. The only difference is that the FUCOM/FUCOMP/FUCOMPP instructions raise 
the invalid-arithmetic-operand exception (#IA) only when either or both operands are an SNaN or are in an unsup- 
ported format; QNaNs cause the condition code flags to be set to unordered, but do not cause an exception to be 
generated. The FCOM/FCOMP/FCOMPP instructions raise an invalid-operation exception when either or both of the 
operands are a NaN value of any kind or are in an unsupported format. 


As with the FCOM/FCOMP/FCOMPP instructions, if the operation results in an invalid-arithmetic-operand exception 
being raised, the condition code flags are set only if the exception is masked. 


The FUCOMP instruction pops the register stack following the comparison operation and the FUCOMPP instruction 
pops the register stack twice following the comparison operation. To pop the register stack, the processor marks 
the ST(0) register as empty and increments the stack pointer (TOP) by 1. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 
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IF ST(O) or SRC = QNaN, but not SNaN or unsupported format 


ELSE (* ST(O) or SRC is SNaN or unsupported format *) 


Operation 
CASE (relation of operands) OF 
ST > SRC: C3, C2, CO := 000; 
ST < SRC: C3, C2, CO := 001; 
ST = SRC: C3, C2, CO := 100; 
ESAC; 
THEN 
C3, C2, CO:= 111; 
#IA; 
IF FPUControlWord.IM = 1 
THEN 


C3, C2, CO := 111; 


Fl; 
Fl; 


IF Instruction = FUCOMP 
THEN 
PopRegisterStack; 
Fl; 


IF Instruction = FUCOMPP 
THEN 
PopRegisterStack; 
Fl; 


FPU Flags Affected 


C1 Set to 0 if stack underflow occurred. 
Co, C2, C3 See Table 3-41. 


Floating-Point Exceptions 
#IS Stack underflow occurred. 
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#IA One or both operands are SNaN values or have unsupported formats. Detection of a QNaN 
value in and of itself does not raise an invalid-operand exception. 


#D One or both operands are denormal values. 


Protected Mode Exceptions 

#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FXAM—Examine Floating-Point 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
DS E5 FXAM Valid Valid Classify value or number in ST(0). 
Description 


Examines the contents of the ST(0) register and sets the condition code flags CO, C2, and C3 in the FPU status word 
to indicate the class of value or number in the register (see the table below). 


Table 3-42. FXAM Results 


Class C3 C2 co 
Unsupported 0 0 0 
NaN 0 0 1 
Normal finite number 0 1 0 
Infinity 0 1 1 
Zero 1 0 0 
Empty | 0 1 
Denormal number 1 1 0 


The Ci flag is set to the sign of the value in ST(0), regardless of whether the register is empty or full. 
This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 

Operation 

C1 := sign bit of ST; (* 0 for positive, 1 for negative *) 


CASE (class of value or number in ST(0)) OF 
Unsupported:C3, C2, CO := 000; 


NaN: C3, C2, CO := 001; 

Normal: C3, C2, CO := 010; 

Infinity: C3, C2, CO := 011; 

Zero: C3, C2, CO := 100; 

Empty: C3, C2, CO := 101; 

Denormal: C3, C2, CO := 110; 
ESAC; 


FPU Flags Affected 
C1 Sign of value in ST(O). 
CO, C2, C3 See Table 3-42. 


Floating-Point Exceptions 
None 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 
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Virtual-8086 Mode Exceptions 


Same exceptions as in protected mode. 


Compatibility Mode Exceptions 


Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


Same exceptions as in protected mode. 
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FXCH—Exchange Register Contents 


Opcode Instruction 64-Bit Compat/ Description 

Mode Leg Mode 
DS C8+i FXCH ST(i) Valid Valid Exchange the contents of ST(0) and ST(i). 
DS C9 FXCH Valid Valid Exchange the contents of ST(0) and ST(1). 
Description 


Exchanges the contents of registers ST(O) and ST(i). If no source operand is specified, the contents of ST(0) and 
ST(1) are exchanged. 


This instruction provides a simple means of moving values in the FPU register stack to the top of the stack [ST(0)], 
so that they can be operated on by those floating-point instructions that can only operate on values in ST(0). For 
example, the following instruction sequence takes the square root of the third register from the top of the register 
stack: 

FXCH ST(3); 

FSORT; 

FXCH ST(3); 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


IF (Number-of-operands) is 1 
THEN 
temp := ST(0); 
ST(0) := SRC; 
SRC := temp; 
ELSE 
temp := ST(0); 
ST(0) := ST(1); 
ST(1) := temp; 
FI; 


FPU Flags Affected 
C1 Set to 0. 
Co, C2, C3 Undefined. 


Floating-Point Exceptions 
#IS Stack underflow occurred. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 
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Compatibility Mode Exceptions 


Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


Same exceptions as in protected mode. 


3-446 Vol. 2A 


FXCH—Exchange Register Contents 


INSTRUCTION SET REFERENCE, A-L 


FXRSTOR—Restore x87 FPU, MMX, XMM, and MXCSR State 


Opcode/ Op/ | 64-Bit Compat/ |Description 

Instruction En |Mode Leg Mode 

NP OF AE /1 M | Valid Valid Restore the x87 FPU, MMX, XMM, and MXCSR 
FXRSTOR m512byte register state from m512byte. 

NP REX.W + OF AE /1 M | Valid N.E. Restore the x87 FPU, MMX, XMM, and MXCSR 
FXRSTOR64 m512byte register state from m51 2byte. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Reloads the x87 FPU, MMX technology, XMM, and MXCSR registers from the 512-byte memory image specified in 
the source operand. This data should have been written to memory previously using the FXSAVE instruction, and 
in the same format as required by the operating modes. The first byte of the data should be located on a 16-byte 
boundary. There are three distinct layouts of the FXSAVE state map: one for legacy and compatibility mode, a 
second format for 64-bit mode FXSAVE/FXRSTOR with REX.W=0, and the third format is for 64-bit mode with 
FXSAVE64/FXRSTOR64. Table 3-43 shows the layout of the legacy/compatibility mode state information in 
memory and describes the fields in the memory image for the FXRSTOR and FXSAVE instructions. Table 3-46 
shows the layout of the 64-bit mode state information when REX.W is set (FXSAVE64/FXRSTOR64). Table 3-47 
shows the layout of the 64-bit mode state information when REX.W is clear (FXSAVE/FXRSTOR). 


The state image referenced with an FXRSTOR instruction must have been saved using an FXSAVE instruction or be 
in the same format as required by Table 3-43, Table 3-46, or Table 3-47. Referencing a state image saved with an 
FSAVE, FNSAVE instruction or incompatible field layout will result in an incorrect state restoration. 


The FXRSTOR instruction does not flush pending x87 FPU exceptions. To check and raise exceptions when loading 
x87 FPU state information with the FXRSTOR instruction, use an FWAIT instruction after the FXRSTOR instruction. 


If the OSFXSR bit in control register CR4 is not set, the FXRSTOR instruction may not restore the states of the XMM 
and MXCSR registers. This behavior is implementation dependent. 


If the MXCSR state contains an unmasked exception with a corresponding status flag also set, loading the register 
with the FXRSTOR instruction will not result in a SIMD floating-point error condition being generated. Only the next 
occurrence of this unmasked exception will result in the exception being generated. 


Bits 16 through 32 of the MXCSR register are defined as reserved and should be set to 0. Attempting to write a 1 
in any of these bits from the saved state image will result in a general protection exception (#GP) being generated. 


Bytes 464:511 of an FXSAVE image are available for software use. FXRSTOR ignores the content of bytes 464:511 
in an FXSAVE state image. 


Operation 
IF 64-Bit Mode 
THEN 
(x87 FPU, MMX, XMM15-XMMO, MXCSR)  Load(SRC); 
ELSE 
(x87 FPU, MMX, XMM7-XMMO, MXCSR) := Load(SRC); 
Fl; 


x87 FPU and SIMD Floating-Point Exceptions 
None. 
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Protected Mode Exceptions 


#GP(0) 


#SS(0) 
#PF(fault-code) 
#NM 

#UD 


#AC 


#UD 


For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 

If a memory operand is not aligned on a 16-byte boundary, regardless of segment. (See align- 
ment check exception [#AC] below. ) 

For an attempt to set reserved bits in MXCSR. 

For an illegal address in the SS segment. 

For a page fault. 

If CRO.TS[bit 3] = 1. 

If CRO.EM[bit 2] = 1. 

If CPUID.O1H:EDX.FXSR[bit 24] = 0. 

If instruction is preceded by a LOCK prefix. 

If this exception is disabled a general protection exception (#GP) is signaled if the memory 
operand is not aligned on a 16-byte boundary, as described above. If the alignment check 
exception (#AC) is enabled (and the CPL is 3), signaling of #AC is not guaranteed and may 
vary with implementation, as follows. In all implementations where #AC is not signaled, a 
general protection exception is signaled in its place. In addition, the width of the alignment 
check may also vary with implementation. For instance, for a given implementation, an align- 
ment check exception might be signaled for a 2-byte misalignment, whereas a general protec- 
tion exception might be signaled for all other misalignments (4-, 8-, or 16-byte 
misalignments). 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 


#NM 


#UD 


If a memory operand is not aligned on a 16-byte boundary, regardless of segment. 
If any part of the operand lies outside the effective address space from 0 to FFFFH. 
For an attempt to set reserved bits in MXCSR. 

If CRO.TS[bit 3] = 1. 

If CRO.EM[bit 2] = 1. 

If CPUID.01H:EDX.FXSR[bit 24] = 0. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in real address mode. 


#PF(fault-code) 


#AC 
#UD 


For a page fault. 
For unaligned memory reference. 
If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 
#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the memory address is in a non-canonical form. 
If memory operand is not aligned on a 16-byte boundary, regardless of segment. 
For an attempt to set reserved bits in MXCSR. 
#PF(fault-code) For a page fault. 


#NM If CRO.TS[bit 3] = 1. 
If CRO.EM[bit 2] = 1. 
#UD If CPUID.O1H:EDX.FXSR[bit 24] = 0. 
If instruction is preceded by a LOCK prefix. 
#AC If this exception is disabled a general protection exception (#GP) is signaled if the memory 


operand is not aligned on a 16-byte boundary, as described above. If the alignment check 
exception (#AC) is enabled (and the CPL is 3), signaling of #AC is not guaranteed and may 
vary with implementation, as follows. In all implementations where #AC is not signaled, a 
general protection exception is signaled in its place. In addition, the width of the alignment 
check may also vary with implementation. For instance, for a given implementation, an align- 
ment check exception might be signaled for a 2-byte misalignment, whereas a general protec- 
tion exception might be signaled for all other misalignments (4-, 8-, or 16-byte 
misalignments). 


FXRSTOR—Restore x87 FPU, MMX, XMM, and MXCSR State Vol.2A 3-449 


INSTRUCTION SET REFERENCE, A-L 


FXSAVE—Save x87 FPU, MMX Technology, and SSE State 


Opcode/ Op/ | 64-Bit Compat/ |Description 

Instruction En |Mode Leg Mode 

NP OF AE /O M Valid Valid Save the x87 FPU, MMX, XMM, and MXCSR 
FXSAVE m5172byte register state to m572byte. 

NP REX.W + OF AE /O M Valid N.E. Save the x87 FPU, MMX, XMM, and MXCSR 
FXSAVE64 m512byte register state to m572byte. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Saves the current state of the x87 FPU, MMX technology, XMM, and MXCSR registers to a 512-byte memory loca- 
tion specified in the destination operand. The content layout of the 512 byte region depends on whether the 
processor is operating in non-64-bit operating modes or 64-bit sub-mode of IA-32e mode. 


Bytes 464:511 are available to software use. The processor does not write to bytes 464:511 of an FXSAVE area. 
The operation of FXSAVE in non-64-bit modes is described first. 


Non-64-Bit Mode Operation 
Table 3-43 shows the layout of the state information in memory when the processor is operating in legacy modes. 


Table 3-43. Non-64-bit-Mode Layout of FXSAVE and FXRSTOR 
Memory Region 


Rsvd FCS FIP[31:0] FOP Rsvd | FTW FSW FCW 
MXCSR_MASK MXCSR Rsrvd FDS FDP[31:0] 
Reserved STO/MMO 
Reserved ST1/MM1 
Reserved ST2/MM2 
Reserved ST3/MM3 
Reserved ST4/MM4 
Reserved ST5/MM5 
Reserved ST6/MM6 
Reserved ST7/MM7 
XMMO 
XMM1 
XMM2 
XMM3 
XMM4 
XMM5 
XMM6 
XMM7 272 
Reserved 288 
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Table 3-43. Non-64-bit-Mode Layout of FXSAVE and FXRSTOR 
Memory Region (Contd.) 


Reserved 304 
Reserved 320 
Reserved 336 
Reserved 352 
Reserved 368 
Reserved 384 
Reserved 400 
Reserved 416 
Reserved 432 
Reserved 448 
Available 464 
Available 480 
Available 496 


The destination operand contains the first byte of the memory image, and it must be aligned on a 16-byte 
boundary. A misaligned destination operand will result in a general-protection (#GP) exception being generated (or 
in some cases, an alignment check exception [#AC]). 


The FXSAVE instruction is used when an operating system needs to perform a context switch or when an exception 
handler needs to save and examine the current state of the x87 FPU, MMX technology, and/or XMM and MXCSR 


registers. 


The fields in Table 3-43 are defined in Table 3-44. 


Table 3-44. Field Definitions 


Field Definition 

FCW x87 FPU Control Word (16 bits). See Figure 8-6 in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 1, for the layout of the x87 FPU control word. 

FSW x87 FPU Status Word (16 bits). See Figure 8-4 in the Intel? 64 and IA-32 Architectures Software 
Developer's Manual, Volume 1, for the layout of the x87 FPU status word. 

Abridged FTW x87 FPU Tag Word (8 bits). The tag information saved here is abridged, as described in the following 
paragraphs. 

FOP x87 FPU Opcode (16 bits). The lower 11 bits of this field contain the opcode, upper 5 bits are reserved. 
See Figure 8-8 in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 1, for 
the layout of the x87 FPU opcode field. 

FIP x87 FPU Instruction Pointer Offset (64 bits). The contents of this field differ depending on the current 


addressing mode (32-bit, 16-bit, or 64-bit) of the processor when the FXSAVE instruction was 
executed: 


32-bit mode — 32-bit IP offset. 

16-bit mode — low 16 bits are IP offset; high 16 bits are reserved. 
64-bit mode with REX.W — 64-bit IP offset. 

64-bit mode without REX.W — 32-bit IP offset. 


See "x87 FPU Instruction and Operand (Data) Pointers” in Chapter 8 of the Intel® 64 and IA-32 
Architectures Software Developer's Manual, Volume 1, for a description of the x87 FPU instruction 
pointer. 
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Table 3-44. Field Definitions (Contd.) 


Field Definition 

FCS x87 FPU Instruction Pointer Selector (16 bits). If CPUID.(EAX=07H,ECX=0H):EBX[bit 13] = 1, the 
processor deprecates FCS and FDS, and this field is saved as OOOOH. 

FDP x87 FPU Instruction Operand (Data) Pointer Offset (64 bits). The contents of this field differ 


depending on the current addressing mode (32-bit, 16-bit, or 64-bit) of the processor when the 
FXSAVE instruction was executed: 


32-bit mode — 32-bit DP offset. 

16-bit mode — low 16 bits are DP offset; high 16 bits are reserved. 
64-bit mode with REX.W — 64-bit DP offset. 

64-bit mode without REX.W — 32-bit DP offset. 


See “x87 FPU Instruction and Operand (Data) Pointers” in Chapter 8 of the Intel® 64 and IA-32 
Architectures Software Developer's Manual, Volume 1, for a description of the x87 FPU operand 


pointer. 

FDS x87 FPU Instruction Operand (Data) Pointer Selector (16 bits). lf CPUID.(EAX=07H,ECX=0H):EBX [bit 
13] = 1, the processor deprecates FCS and FDS, and this field is saved as OOOOH. 

MXCSR MXCSR Register State (32 bits). See Figure 10-3 in the Intel® 64 and IA-32 Architectures Software 


Developer's Manual, Volume 1, for the layout of the MXCSR register. If the OSFXSR bit in control 
register CR4 is not set, the FXSAVE instruction may not save this register. This behavior is 
implementation dependent. 


MXCSR_ MXCSR_MASK (32 bits). This mask can be used to adjust values written to the MXCSR register, 

MASK ensuring that reserved bits are set to 0. Set the mask bits and flags in MXCSR to the mode of 
operation desired for SSE and SSE2 SIMD floating-point instructions. See “Guidelines for Writing to the 
MXCSR Register” in Chapter 11 of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1, for instructions for how to determine and use the MXCSR_MASK value. 


STO/MMO through x87 FPU or MMX technology registers. These 80-bit fields contain the x87 FPU data registers or the 
ST7/MM7 MMX technology registers, depending on the state of the processor prior to the execution of the 
FXSAVE instruction. If the processor had been executing x87 FPU instruction prior to the FXSAVE 
instruction, the x87 FPU data registers are saved; if it had been executing MMX instructions (or SSE or 
SSE2 instructions that operated on the MMX technology registers), the MMX technology registers are 
saved. When the MMX technology registers are saved, the high 16 bits of the field are reserved. 


XMMO through XMM7 XMM registers (128 bits per field). If the OSFXSR bit in control register CR4 is not set, the FXSAVE 
instruction may not save these registers. This behavior is implementation dependent. 


The FXSAVE instruction saves an abridged version of the x87 FPU tag word in the FTW field (unlike the FSAVE 
instruction, which saves the complete tag word). The tag information is saved in physical register order (RO 
through R7), rather than in top-of-stack (TOS) order. With the FXSAVE instruction, however, only a single bit (1 for 
valid or 0 for empty) is saved for each tag. For example, assume that the tag word is currently set as follows: 


R7 R6 R5 R4 R3 R2 R1 RO 
11 xx xx xx 17°17 ~=«11~=«2127 
Here, 11B indicates empty stack elements and “xx” indicates valid (OOB), zero (01B), or special (10B). 
For this example, the FXSAVE instruction saves only the following 8 bits of information: 
R7 R6 R5 R4 R3 R2 R1 RO 
Oo 1 1 1 0 0 0 0 
Here, a 1 is saved for any valid, zero, or special tag, and a O is saved for any empty tag. 
The operation of the FXSAVE instruction differs from that of the FSAVE instruction, the as follows: 


¢ FXSAVE instruction does not check for pending unmasked floating-point exceptions. (The FXSAVE operation in 
this regard is similar to the operation of the FNSAVE instruction). 


e =6After the FXSAVE instruction has saved the state of the x87 FPU, MMX technology, XMM, and MXCSR registers, 
the processor retains the contents of the registers. Because of this behavior, the FXSAVE instruction cannot be 
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used by an application program to pass a “clean” x87 FPU state to a procedure, since it retains the current 
state. To clean the x87 FPU state, an application must explicitly execute an FINIT instruction after an FKSAVE 
instruction to reinitialize the x87 FPU state. 


¢ The format of the memory image saved with the FXSAVE instruction is the same regardless of the current 
addressing mode (32-bit or 16-bit) and operating mode (protected, real address, or system management). 
This behavior differs from the FSAVE instructions, where the memory image format is different depending on 
the addressing mode and operating mode. Because of the different image formats, the memory image saved 
with the FXSAVE instruction cannot be restored correctly with the FRSTOR instruction, and likewise the state 
saved with the FSAVE instruction cannot be restored correctly with the FXRSTOR instruction. 


The FSAVE format for FTW can be recreated from the FTW valid bits and the stored 80-bit FP data (assuming the 
stored data was not the contents of MMX technology registers) using Table 3-45. 


Table 3-45. Recreating FSAVE Format 


Exponent Exponent Fraction JandM FTW valid bit 
all 1's all O's all O's bits x87 FTW 
0 0 0 Ox 1 Special 10 
0 0 0 1x 1 Valid 00 
0 0 1 00 1 Special 10 
0 0 1 10 1 Valid 00 
0 1 0 Ox 1 Special 10 
0 1 0 1x 1 Special 10 
0 1 1 00 1 Zero 01 
0 1 1 10 1 Special 10 
1 0 0 1x 1 Special 10 
1 0 0 1x 1 Special 10 
1 0 1 00 1 Special 10 
1 0 1 10 1 Special 10 
For all legal combinations above. 0 Empty 11 


The J-bit is defined to be the 1-bit binary integer to the left of the decimal place in the significand. The M-bit is 
defined to be the most significant bit of the fractional portion of the significand (i.e., the bit immediately to the right 
of the decimal place). 


When the M-bit is the most significant bit of the fractional portion of the significand, it must be 0 if the fraction is 
all 0's. 


IA-32e Mode Operation 


In compatibility sub-mode of IA-32e mode, legacy SSE registers, XMMO through XMM7, are saved according to the 
legacy FXSAVE map. In 64-bit mode, all of the SSE registers, XMMO through XMM15, are saved. Additionally, there 
are two different layouts of the FXSAVE map in 64-bit mode, corresponding to FXSAVE64 (which requires 
REX.W=1) and FXSAVE (REX.W=0). In the FXSAVE64 map (Table 3-46), the FPU IP and FPU DP pointers are 64-bit 
wide. In the FXSAVE map for 64-bit mode (Table 3-47), the FPU IP and FPU DP pointers are 32-bits. 
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Table 3-46. Layout of the 64-bit-mode FXSAVE64 Map 
(requires REX.W = 1) 


FIP FOP Reserved FTW FSW FCW 0 
MXCSR_MASK MXCSR FDP 16 
Reserved STO/MMO 32 
Reserved ST1/MM1 48 
Reserved ST2/MM2 64 
Reserved ST3/MM3 80 
Reserved ST4/MM4 96 
Reserved ST5/MM5 
Reserved ST6/MM6 
Reserved ST7/MM7 
XMMO 
XMM1 176 
XMM2 192 
XMM3 208 
XMM4 224 
XMM5 240 
XMM6 256 
XMM7 272 
XMM8 288 
XMMg 304 
XMM10 320 
XMM11 336 
XMM12 352 
XMM13 
XMM14 
XMM15 
Reserved 
Reserved 
Reserved 448 
Available 464 
Available 480 
Available 496 
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Table 3-47. Layout of the 64-bit-mode FXSAVE Map (REX.W = 0) 


13. 12 11 10 9 8 7 6 5 4 a2.) 10 / | 
Reserved FCS FIP[31:0] FOP Reserved FTW FSW FCW 
MXCSR_MASK MXCSR Reserved FDS FDP[31:0] 
Reserved STO/MMO 
Reserved ST1/MM1 
Reserved ST2/MM2 
Reserved ST3/MM3 
Reserved ST4/MM4 
Reserved ST5/MM5 
Reserved ST6/MM6 
Reserved ST7/MM7 
XMMO 
XMM1 176 
XMM2 192 
XMM3 208 
XMM4 224 
XMM5 240 
XMM6 256 
XMM7 272 
XMM8 288 
XMMg 304 
XMM10 320 
XMM11 336 
XMM12 352 
XMM13 
XMM14 
XMM15 
Reserved 
Reserved 
Reserved 
Available 464 
Available 480 
Available 496 
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Operation 


IF 64-Bit Mode 
THEN 
IF REX.W = 1 
THEN 


DEST := Save64BitPromotedFxsave(x87 FPU, MMX, XMM15-XMMO, 
MXCSR); 


ELSE 


DEST := Save64BitDefaultFxsave(x87 FPU, MMX, XMM15-XMMO, MXCSR); 


Fl; 
ELSE 


DEST := SaveLegacyFxsave(x87 FPU, MMX, XMM7-XMMO, MXCSR); 


Fl; 


Protected Mode Exceptions 


#GP(0) 


#SS(0) 
#PF(fault-code) 
#NM 


#UD 
#UD 
#AC 


For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 


If a memory operand is not aligned on a 16-byte boundary, regardless of segment. (See the 
description of the alignment check exception [#AC] below.) 

For an illegal address in the SS segment. 

For a page fault. 

If CRO.TS[bit 3] = 1. 

If CRO.EM[bit 2] = 1. 

If CPUID.O1H:EDX.FXSR[bit 24] = 0. 

If the LOCK prefix is used. 

If this exception is disabled a general protection exception (#GP) is signaled if the memory 
operand is not aligned on a 16-byte boundary, as described above. If the alignment check 
exception (#AC) is enabled (and the CPL is 3), signaling of #AC is not guaranteed and may 
vary with implementation, as follows. In all implementations where #AC is not signaled, a 
general protection exception is signaled in its place. In addition, the width of the alignment 
check may also vary with implementation. For instance, for a given implementation, an align- 
ment check exception might be signaled for a 2-byte misalignment, whereas a general protec- 
tion exception might be signaled for all other misalignments (4-, 8-, or 16-byte 
misalignments). 


Real-Address Mode Exceptions 


#GP 


#NM 


#UD 


If a memory operand is not aligned on a 16-byte boundary, regardless of segment. 
If any part of the operand lies outside the effective address space from 0 to FFFFH. 
If CRO.TS[bit 3] = 1. 

If CRO.EM[bit 2] = 1. 

If CPUID.01H:EDX.FXSR[bit 24] = 0. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in real address mode. 


#PF(fault-code) 
#AC 
#UD 


For a page fault. 
For unaligned memory reference. 
If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 


#SS(0) 
#GP(0) 


#PF(fault-code) 
#NM 


#UD 


#AC 


If a memory address referencing the SS segment is in a non-canonical form. 

If the memory address is in a non-canonical form. 

If memory operand is not aligned on a 16-byte boundary, regardless of segment. 

For a page fault. 

If CRO.TS[bit 3] = 1. 

If CRO.EM[bit 2] = 1. 

If CPUID.01H:EDX.FXSR[bit 24] = 0. 

If the LOCK prefix is used. 

If this exception is disabled a general protection exception (#GP) is signaled if the memory 
operand is not aligned on a 16-byte boundary, as described above. If the alignment check 
exception (#AC) is enabled (and the CPL is 3), signaling of #AC is not guaranteed and may 
vary with implementation, as follows. In all implementations where #AC is not signaled, a 
general protection exception is signaled in its place. In addition, the width of the alignment 
check may also vary with implementation. For instance, for a given implementation, an align- 
ment check exception might be signaled for a 2-byte misalignment, whereas a general protec- 
tion exception might be signaled for all other misalignments (4-, 8-, or 16-byte 
misalignments). 


Implementation Note 


The order in which the processor signals general-protection (#GP) and page-fault (#PF) exceptions when they both 
occur on an instruction boundary is given in Table 5-2 in the Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 3B. This order vary for FXSAVE for different processor implementations. 
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FXTRACT—Extract Exponent and Significand 


Opcode/ 64-Bit | Compat/ Description 

Instruction Mode Leg Mode 

DS F4 Valid Valid Separate value in ST(0) into exponent and significand, store 

FXTRACT exponent in ST(0), and push the significand onto the register 
stack. 

Description 


Separates the source value in the ST(O) register into its exponent and significand, stores the exponent in ST(0), 
and pushes the significand onto the register stack. Following this operation, the new top-of-stack register ST(0) 
contains the value of the original significand expressed as a floating-point value. The sign and significand of this 
value are the same as those found in the source operand, and the exponent is 3FFFH (biased value for a true expo- 
nent of zero). The ST(1) register contains the value of the original operand’s true (unbiased) exponent expressed 
as a floating-point value. (The operation performed by this instruction is a superset of the IEEE-recommended 
logb(x) function.) 

This instruction and the F2XM1 instruction are useful for performing power and range scaling operations. The 
FXTRACT instruction is also useful for converting numbers in double extended-precision floating-point format to 
decimal representations (e.g., for printing or displaying). 

If the floating-point zero-divide exception (#Z) is masked and the source operand is zero, an exponent value of —co 
is stored in register ST(1) and O with the sign of the source operand is stored in register ST(0O). 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


TEMP := Significand(ST(0)); 
ST(O) := Exponent(ST(0)); 
TOP := TOP — 1; 

ST(O) := TEMP; 


FPU Flags Affected 
C1 Set to 0 if stack underflow occurred; set to 1 if stack overflow occurred. 
CO, C2, C3 Undefined. 


Floating-Point Exceptions 


#1S Stack underflow or overflow occurred. 

#IA Source operand is an SNaN value or unsupported format. 
#Z ST(0) operand is +0. 

#D Source operand is a denormal value. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 
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Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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FYL2X—Compute y * log>x 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
D9 F1 FYL2X Valid Valid Replace ST(1) with (ST(1) * log,ST(0)) and pop the 
register stack. 


Description 


Computes (ST(1) * logy (ST(0))), stores the result in register ST(1), and pops the FPU register stack. The source 
operand in ST(Q) must be a non-zero positive number. 


The following table shows the results obtained when taking the log of various classes of numbers, assuming that 
neither overflow nor underflow occurs. 


Table 3-48. FYL2X Results 


ST(0) 
— oo -F +0 +0<+F<+1 +1 +F>+1 +00 NaN 
bs by +090 +00 : — oo — co NaN 
ST(1) * * * +F ae) —-F — oo NaN 
* * * +0 -~0 -0 * NaN 
* * : -0 +0 +0 7 NaN 
: P we _F +0 +F +00 NaN 
68 * * ayes —oo * +0 +00 NaN 
NaN NaN NaN NaN NaN NaN NaN NaN NaN 

NOTES: 


F Means finite floating-point value. 
* Indicates floating-point invalid-operation (#IA) exception. 
** Indicates floating-point zero-divide (#Z) exception. 


If the divide-by-zero exception is masked and register ST(0) contains +0, the instruction returns - with a sign that 
is the opposite of the sign of the source operand in register ST(1). 


The FYL2X instruction is designed with a built-in multiplication to optimize the calculation of logarithms with an 
arbitrary positive base (b): 


log,x := (logaby"! * logox 
This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 
Operation 


ST(1) := ST(1) * logoST(0); 
PopRegisterStack; 


FPU Flags Affected 


C1 Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
Co, C2, C3 Undefined. 
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#1S 
#IA 


#Z 
#D 
#U 
#0 
#P 


Stack underflow occurred. 

Either operand is an SNaN or unsupported format. 

Source operand in register ST(0) is a negative finite value 
(not -0). 

Source operand in register ST(0) is +0. 

Source operand is a denormal value. 

Result is too small for destination format. 

Result is too large for destination format. 


Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 


#NM 
#MF 
#UD 


CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
If there is a pending x87 FPU exception. 
If the LOCK prefix is used. 


Real-Address Mode Exceptions 


Same exceptions as 


in protected mode. 


Virtual-8086 Mode Exceptions 


Same exceptions as 


in protected mode. 


Compatibility Mode Exceptions 


Same exceptions as 


in protected mode. 


64-Bit Mode Exceptions 


Same exceptions as 
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FYL2XP1—Compute y * log,(x +1) 


Opcode Instruction 64-Bit Compat/ Description 
Mode Leg Mode 
D9 FI FYL2XP1 Valid Valid Replace ST(1) with ST(1) * logs(ST(O) + 1.0) and pop the 
register stack. 


Description 
Computes (ST(1) * logo(ST(O) + 1.0)), stores the result in register ST(1), and pops the FPU register stack. The 
source operand in ST(0) must be in the range: 

1 = 4272) te = 272) 


The source operand in ST(1) can range from —:: to +oo. If the ST(0) operand is outside of its acceptable range, the 
result is undefined and software should not rely on an exception being generated. Under some circumstances 
exceptions may be generated when ST(0) is out of range, but this behavior is implementation specific and not guar- 
anteed. 


The following table shows the results obtained when taking the log epsilon of various classes of numbers, assuming 
that underflow does not occur. 


Table 3-49. FYL2XP1 Results 


ST(0) 
-(1-( /2/2 )) to -0 +0 to +(1 -( /2/2 )) 
ST(1) +F +0 -0 -F NaN 
+0 +0 -0 -0 NaN 
-0 -0 +0 +0 NaN 
-F -0 +0 +F NaN 
ey * * +oo NaN 
NaN NaN NaN NaN NaN 
NOTES: 


F Means finite floating-point value. 
* Indicates floating-point invalid-operation (#IA) exception. 


This instruction provides optimal accuracy for values of epsilon [the value in register ST(0)] that are close to O. For 
small epsilon (e) values, more significant digits can be retained by using the FYL2XP1 instruction than by using 
(e+1) as an argument to the FYL2X instruction. The (e+1) expression is commonly found in compound interest and 
annuity calculations. The result can be simply converted into a value in another logarithm base by including a scale 
factor in the ST(1) source operand. The following equation is used to calculate the scale factor for a particular loga- 
rithm base, where n is the logarithm base desired for the result of the FYL2XP1 instruction: 


scale factor := log, 2 
This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 
Operation 


ST(1) := ST(1) * logs(ST(O) + 1.0); 
PopRegisterStack; 
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FPU Flags Affected 


C1 Set to 0 if stack underflow occurred. 
Set if result was rounded up; cleared otherwise. 
co, C2, C3 Undefined. 


Floating-Point Exceptions 


#1S Stack underflow occurred. 

#IA Either operand is an SNaN value or unsupported format. 
#D Source operand is a denormal value. 

#U Result is too small for destination format. 

#0 Result is too large for destination format. 

#P Value cannot be represented exactly in destination format. 


Protected Mode Exceptions 


#NM CRO.EM[bit 2] or CRO.TS[bit 3] = 1. 
#MF If there is a pending x87 FPU exception. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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GF2P8AFFINEINVQB—Galois Field Affine Transformation Inverse 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
66 OF3A CF /r /ib A VIN GFNI Computes inverse affine transformation in the 
GF2P8AFFINEINVOB xmm1, finite field GF(2*8). 
xmm2/m128, imm8 
VEX.128.66.0F3A.W1 CF /r /ib B VIN AVX Computes inverse affine transformation in the 
VGF2P8AFFINEINVOB xmm1, xmm2z, GFNI finite field GF(2*8). 
xmm3/m128, imm8 
VEX.256.66.0F3A.W1 CF /r /ib B VIN AVX Computes inverse affine transformation in the 
VGF2P8AFFINEINVOB ymm1, ymm2, GFNI finite field GF(2*8). 
ymm3/m256, imm8 
EVEX.128.66.0F3A.W1 CF /r /ib C VIV AVX512VL Computes inverse affine transformation in the 
VGF2P8AFFINEINVOB xmm1{k1}{z}, GFNI finite field GF(2*8). 
xmm2, xmm3/m128/m64bcst, imm8 
EVEX.256.66.0F3A.W1 CF /r /ib C VIV AVX512VL Computes inverse affine transformation in the 
VGF2P8AFFINEINVOB ymm1{k1}{z}, GFNI finite field GF(2*8). 
ymm2, ymm3/m256/m64bcst, imm8 
EVEX.512.66.0F3A.W1 CF /r /ib C VIV AVX512F Computes inverse affine transformation in the 
VGF2P8AFFINEINVOB zmm1{k1}{z}, GFNI finite field GF(2*8). 
zmm2, zmm3/m512/m64bcst, imm8 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) immé (r) NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imme (r) 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) imme (r) 
Description 


The AFFINEINVB instruction computes an affine transformation in the Galois Field 28. For this instruction, an affine 
transformation is defined by A * inv(x) + b where “A” is an 8 by 8 bit matrix, and “x” and “b” are 8-bit vectors. The 
inverse of the bytes in x is defined with respect to the reduction polynomial x® + x* + x? +x + 1. 


One SIMD register (operand 1) holds “x” as either 16, 32 or 64 8-bit vectors. A second SIMD (operand 2) register 
or memory operand contains 2, 4, or 8 “A” values, which are operated upon by the correspondingly aligned 8 “x” 
values in the first register. The “b” vector is constant for all calculations and contained in the immediate byte. 


The EVEX encoded form of this instruction does not support memory fault suppression. The SSE encoded forms of 
the instruction require 16B alignment on their memory operations. 


The inverse of each byte is given by the following table. The upper nibble is on the vertical axis and the lower nibble 
is on the horizontal axis. For example, the inverse of 0x95 is Ox8A. 
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Table 3-50. Inverse Byte Listings 


INSTRUCTION SET REFERENCE, A-L 


- 0 1 2 3 4 5 6 7 8 9 A B C D E F 
0 0 1 8D FG CB 52 7B D1 E8 4F 29 ia) BO €1 €5 C7 
1 74 B4 AA 4B 99 2B 60 5F 58 3F FD CC FF 40 EE Be 
2 3A 6E 5A FI 55 4D A8 cg C1 A 98 15 30 44 A2 C2 
3 2C 45 92 6C F3 39 66 42 F2 35 20 6F 77 BB 59 19 
4 1D FE 37 67 2D 31 F5 69 A7 64 AB 13 54 25 —9 9 
5 ED 5C 5 CA 4C 24 87 BF 18 3E 22 FO 51 EC 61 17 
6 16 5E AF D3 49 AG 36 43 F4 47 91 DF 33 93 21 3B 
7 79 B7 97 85 10 B5 BA 3C B6 70 DO 6 Al FA 81 82 
8 83 7E 7F 80 96 73 BE 56 9B 9E 95 DS F7 2 B9 A4 
9 DE 6A 32 6D D8 8A 84 72 2A 14 OF 88 F9 DC 89 9A 
A FB 7C 2E C3 8F B8 65 48 26 c8 12 4A CE E7 D2 62 
B C EO 1F EF 11 75 78 7) AS 8E 76 3D BD BC 86 57 
C B 28 2F A3 DA D4 E4 F A9 27 53 4 1B FC AC E6 
D 7A AE 63 cS DB E2 EA 94 8B C4 D5 9D F8 90 6B 
E B1 D6 EB C6 E CF AD 8 4€ D7 E3 5D 50 1E B3 
F 5B 23 38 34 68 46 3 8C DD 9C 7D AO CD 1A 41 1C 
Operation 
define affine_inverse_byte(tsrc2qw, src1 byte, imm): 
FOR i := 0 to 7: 
* parity(x) = 1 if x has an odd number of 1s init, and O otherwise.* 
* inverse(x) is defined in the table above * 
retbyte.bit[i] := parity(tsrc2qw.byte[7-i] AND inverse(src1byte)) XOR imm8.bit[i] 
return retbyte 
VGF2P8AFFINEINVQB dest, src1, src2, imm8 (EVEX encoded version) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1: 
IF SRC2 is memory and EVEX.b==1: 
tsrc2 := SRC2.qword[0] 
ELSE: 
tsrc2 := SRC2.qword[j] 
FOR b := 0 to 7: 
IF k1[j*8+b] OR *no writemask*: 
FOR i := 0 to 7: 
DEST.qword[j].byte[b] := affine_inverse_byte(tsrc2, SRC1.qword{[j].byte[b], imm8) 
ELSE IF *zeroing*: 
DEST.qword[j].byte[b] := 0 
*ELSE DEST.qword{j].byte[b] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 
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VGF2P8AFFINEINVQB dest, src1, src2, imm8 (128b and 256b VEX encoded versions) 
(KL, VL) = (2, 128), (4, 256) 
FOR j :=0 TO KL-1: 
FOR b := 0 to 7: 
DEST.qword[j].byte[b] := affine_inverse_byte(SRC2.qword[j], SRC1.qword[j].byte[b], imm8) 
DEST[MAX_VL-1:VL] := 0 


GF2P8AFFINEINVQB srcdest, src1, imm8 (128b SSE encoded version) 
FOR j :=0TO1: 
FOR b := 0 to 7: 
SRCDEST.qword[j].byte[b] := affine_inverse_byte(SRC1.qword[j], SRCDEST.qword[j].byte[b], imm8) 


Intel C/C++ Compiler Intrinsic Equivalent 


(V)GF2P8AFFINEINVQB __m128i__mm_gf2p8affineinv_epi64_epi8(__m128i, __m128i, int); 

(V)GF2P8AFFINEINVQB __m128i __mm_mask_gf2p8affineinv_epi64_epi8(__m128i, __ mmask16, __m128i, __m128i, int); 
(V)GF2P8AFFINEINVQB __m128i __mm_maskz_gf2p8affineinv_epi64_epi8(__mmask16, __m128i, __m128i, int); 
VGF2P8AFFINEINVQB __m256i_mm256_gf2p8affineinv_epi64_epi8(__m256i, __m256i, int); 

VGF2P8AFFINEINVQB __m256i__mm256_mask_gf2p8affineinv_epi64_epi8(__m256i,__ mmask32,__ m256i, __ m256i, int); 
VGF2P8AFFINEINVQB __m256i__mm256_maskz_gf2p8affineinv_epi64_epi8(__mmask32, ___ m256i, __m256i, int); 
VGF2P8AFFINEINVQB __m512i_mm512_gf2p8affineinv_epi64_epi8(__m512i,___m512i, int); 

VGF2P8AFFINEINVQB __m512i_mm512_mask_gf2p8affineinv_epi64_epi8(__m512i,__ mmask64,___m512i,__m512i, int); 
VGF2P8AFFINEINVQB __m512i_mm512_maskz_gf2p8affineinv_epi64_epi8(__mmask64,___m512i,__m512i, int); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
Legacy-encoded and VEX-encoded: See Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded: See Table 2-50, “Type E4NF Class Exception Conditions”. 
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GF2P8AFFINEQB—Galois Field Affine Transformation 


INSTRUCTION SET REFERENCE, A-L 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
66 OF3A CE /r /ib A VV GFNI Computes affine transformation in the finite 
GF2P8AFFINEQB xmm1, field GF(2*8). 
xmm2/m128, imm8 
VEX.128.66.0F3A.W1 CE /r /ib B VV AVX Computes affine transformation in the finite 
VGF2P8AFFINEQB xmm1, xmm2, GFNI field GF(2*8). 
xmm3/m128, imm8 
VEX.256.66.0F3A.W1 CE /r /ib B VN AVX Computes affine transformation in the finite 
VGF2P8AFFINEQB ymm1, ymm2, GFNI field GF(2*8). 
ymm3/m256, imm8 
EVEX.128.66.0F3A.W1 CE /r /ib C VIN AVX512VL Computes affine transformation in the finite 
VGF2P8AFFINEQB xmm1{k1}{z}, GFNI field GF(2*8). 
xmm2, xmm3/m128/m64bcst, imm8 
EVEX.256.66.0F3A.W1 CE /r /ib C VV AVX512VL Computes affine transformation in the finite 
VGF2P8AFFINEQB ymm1{k1}{z}, GFNI field GF(2*8). 
ymm2, ymm3/m256/m64bcst, imm8 
EVEX.512.66.0F3A.W1 CE /r /ib C VIN AVX512F Computes affine transformation in the finite 
VGF2P8AFFINEQB zmm1{k1}{2}, GFNI field GF(2*8). 
zmm2, zmm3/m512/m64bcst, imm8 
Instruction Operand Encoding 

Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 

A NA ModRM:reg (r, w) ModRM:r/m (r) immé (r) NA 

B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) immés (r) 

C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) immé (r) 

Description 


The AFFINEB instruction computes an affine transformation in the Galois Field 2°. For this instruction, an affine 
transformation is defined by A * x + b where “A” is an 8 by 8 bit matrix, and “x” and “b” are 8-bit vectors. One SIMD 
register (operand 1) holds “x” as either 16, 32 or 64 8-bit vectors. A second SIMD (operand 2) register or memory 
operand contains 2, 4, or 8 “A” values, which are operated upon by the correspondingly aligned 8 “x” values in the 
first register. The “b” vector is constant for all calculations and contained in the immediate byte. 


The EVEX encoded form of this instruction does not support memory fault suppression. The SSE encoded forms of 


the instruction require16B alignment on their memory operations. 


Operation 
define parity(x): 
t:=0 // single bit 
FOR i := 0 to 7: 
t=txor x.bit[i] 
return t 


define affine_byte(tsrc2qw, src1byte, imm): 
FOR i := 0 to 7: 
* parity(x) = 1 if x has an odd number of 1s in it, and O otherwise.* 
retbyte.bit[i] := parity(tsrc2qw.byte[7-i] AND src1 byte) XOR imm8.bit[i] 
return retbyte 
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VGF2P8AFFINEQB dest, src1, src2, imm8 (EVEX encoded version) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j:= O TOKL-1: 
IF SRC2 is memory and EVEX.b==1: 
tsrc2 := SRC2.qword[0] 
ELSE: 
tsrc2 := SRC2.qword[j] 


FOR b:= Oto 7: 
IF k1[j*8+b] OR *no writemask*: 
DEST.qword[j].byte[b] := affine_byte(tsrc2, SRC1.qword{[j].byte[b], imm8) 
ELSE IF *zeroing*: 
DEST.qword{j].byte[b] := 0 
*ELSE DEST.qword[j].byte[b] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 


VGF2P8AFFINEQB dest, src1, src2, imm8 (128b and 256b VEX encoded versions) 
(KL, VL) = (2, 128), (4, 256) 
FOR j:= OTOKL-1: 
FOR b:= Oto 7: 
DEST.qword[j].byte[b] := affine_byte(SRC2.qword[j], SRC1.qword[j].byte[b], imm8) 
DEST[MAX_VL-1:VL] := 0 


GF2P8AFFINEQB srcdest, src1, imm8 (128b SSE encoded version) 
FOR j:=0OTO1: 
FOR b := 0 to 7: 
SRCDEST.qword[j].byte[b] := affine_byte(SRC1.qword[j], SRCDEST.qword[j].byte[b], imms8) 


Intel C/C++ Compiler Intrinsic Equivalent 


(V)GF2P8AFFINEQB __m128i__mm_gf2p8affine_epi64_epi8(__m128i, __m128i, int); 
(V)GF2P8AFFINEQB __m128i __mm_mask_gf2p8affine_epi64_epi8(__m128i, __ mmask16, 
(V)GF2P8AFFINEQB __m128i __mm_maskz_gf2p8affine_epi64_epi8(__mmask16, ___m128i, 
VGF2P8AFFINEQB __m256i_mm256_gf2p8affine_epi64_epi8(__m256i, __ m256i, int); 
VGF2P8AFFINEQB __m256i__mm256_mask_gf2p8affine_epi64_epi8(__m256i,__ mmask32, __ m256i, __m256i, int); 
VGF2P8AFFINEQB __m256i_mm256_maskz_gf2p8affine_epi64_epi8(__mmask32, __ m256i,___ m256i, int); 
VGF2P8AFFINEQB __m512i_mm512_gf2p8affine_epi64_epi8(__m512i,___m512i, int); 
VGF2P8AFFINEQB __m512i_mm512_mask_gf2p8affine_epi64_epi8(__m512i,___ mmask64, 
VGF2P8AFFINEQB __m512i_mm512_maskz_gf2p8affine_epi64_epi8(__mmask64, __m512i, 


m128i,__m128i, int); 
m1 28i, int); 


m512i,__m512i, int); 
m51 2i, int); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
Legacy-encoded and VEX-encoded: See Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded: See Table 2-50, “Type E4NF Class Exception Conditions”. 
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GF2P8MULB—Galois Field Multiply Bytes 


INSTRUCTION SET REFERENCE, A-L 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
66 OF38 CF /r A VIN GFNI Multiplies elements in the finite field GF(2*8). 
GF2P8MULB xmm1, xmm2/m128 
VEX.128.66.0F38.W0 CF /r B VV AVX Multiplies elements in the finite field GF(2*8). 
VGF2P8MULB xmm1, xmmz, GFNI 
xmm3/m1 28 
VEX.256.66.0F38.W0 CF /r B VN AVX Multiplies elements in the finite field GF(2*8). 
VGF2P8MULB ymm1, ymm2, GFNI 
ymm3/m256 
EVEX.128.66.0F38.W0 CF /r C VN AVX512VL Multiplies elements in the finite field GF(2*8). 
VGF2P8MULB xmm1{k1}{z}, xmm2, GFNI 
xmm3/m128 
EVEX.256.66.0F38.W0 CF /r C VN AVX512VL Multiplies elements in the finite field GF(2*8). 
VGF2P8MULB ymm1{k1}{z}, ymm2, GFNI 
ymm3/m256 
EVEX.512.66.0F38.W0 CF /r C VV AVX512F Multiplies elements in the finite field GF(2*8). 
VGF2P8MULB zmm1{k1}{z}, zmm2, GFNI 
zmm3/m512 
Instruction Operand Encoding 

Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 

A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 

B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 

C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 

Description 


The instruction multiplies elements in the finite field GF(2°), operating on a byte (field element) in the first source 
operand and the corresponding byte in a second source operand. The field GF(2°) is represented in polynomial 
representation with the reduction polynomial x® + x* + x° +x +1. 


This instruction does not support broadcasting. 


The EVEX encoded form of this instruction supports memory fault suppression. The SSE encoded forms of the 
instruction require16B alignment on their memory operations. 


Operation 


define gf2p8mul_byte(src1 byte, src2byte): 


tword := 0 
FOR i:= 0 to 7: 
IF src2byte.bit[i]: 


tword := tword XOR (src1byte<< i) 


* carry out polynomial reduction by the characteristic polynomial p* 


FOR i := 14 downto 8: 
p:= 0x11B << (i-8) 
IF tword.bit[i]: 
tword := tword XOR p 
return tword.byte[0] 
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VGF2P8MULB dest, src1, src2 (EVEX encoded version) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j:= O TOKL-1: 
IF k1[j] OR *no writemask*: 
DEST.byte[j] := gf2p8mul_byte(SRC1.bytef[j], SRC2.byte[j]) 
ELSE iF *zeroing*: 
DEST.bytef[j] := 0 
* ELSE DEST.byte[j] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 


VGF2P8MULB dest, src1, src2 (128b and 256b VEX encoded versions) 
(KL, VL) = (16, 128), (32, 256) 
FOR j:= OTOKL-1: 

DEST. bytef[j] := gf2p8mul_byte(SRC1.bytefj], SRC2.bytef[j]) 
DEST[MAX_VL-1:VL] := 0 


GF2P8MULB srcdest, src1 (128b SSE encoded version) 
FOR j:= 0TO 15: 
SRCDEST.byte[j] :=gf2p8mul_byte(SRCDEST.byte[j], SRC1.byte[j]) 


Intel C/C++ Compiler Intrinsic Equivalent 


(V)GF2P8MULB __m128i__mm_gf2p8mul_epi8(__m128i, __m128i); 

(V)GF2P8MULB __m128i__mm_mask_gf2p8mul_epi8(__m128i, __ mmask16, __m128i, 
(V)GF2P8MULB __m128i__mm_maskz_gf2p8mul_epi8(__mmask16,__m128i,__m128i); 
VGF2P8MULB __m256i __mm256_gf2p8mul_epi8(__m256i,___ m256i); 
VGF2P8MULB __m256i__mm256_mask_gf2p8mul_epi8(__m256i, __ mmask32, 
VGF2P8MULB __m256i__mm256_maskz_gf2p8mul_epi8(__mmask32, _m256i, 
VGF2P8MULB __m512i_mm512_gf2p8mul_epi8(__m512i,__m512i); 
VGF2P8MULB __m512i__mm512_mask_gf2p8mul_epi8(__m512i,__ mmask64, __m512i, 
VGF2P8MULB __m512i_mm512_maskz_gf2p8mul_epi8(__mmask64,___m512i,___m512i); 


m1 28i); 


m256i, __m256i); 
m256i); 


m512i); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
Legacy-encoded and VEX-encoded: See Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded: See Table 2-49, “Type E4 Class Exception Conditions”. 
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HADDPD—Packed Double-FP Horizontal Add 


INSTRUCTION SET REFERENCE, A-L 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
66 OF 7C/r RM | V/V SSE3 Horizontal add packed double-precision 
HADDPD xmm1, xmm2/m128 floating-point values from xmm2/m128 to 
xmm1. 
VEX.128.66.0F.WIG 7C /r RVM | V/V AVX Horizontal add packed double-precision 
VHADDPD xmm1,xmm2, xmm3/m128 floating-point values from xmm2 and 
xmm3/mem. 
VEX.256.66.0F.WIG 7C /r RVM | V/V AVX Horizontal add packed double-precision 
VHADDPD ymm1, ymm2, ymm3/m256 floating-point values from ymme2 and 
ymm3/mem. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Adds the double-precision floating-point values in the high and low quadwords of the destination operand and 
stores the result in the low quadword of the destination operand. 


Adds the double-precision floating-point values in the high and low quadwords of the source operand and stores the 


result in the high quadword of the destination operand. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 
See Figure 3-16 for HADDPD; see Figure 3-17 for VHADDPD. 


HADDPD xmm1, xmm2/m128 


[127:64] 


[63:0] 


[127:64] 


v 


v 


xmm2/m128[63:0] + 
xmm2/m128[127:64] 


xmm1[63:0] + xmm1[127:64] 


Result: 
xmm1 


[127:64] 


[63:0] 


OM15993 


Figure 3-16. HADDPD—Packed Double-FP Horizontal Add 
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SRC1 X3 X2 x1 x0 
SRC2 Y3 Y1 YO 
DEST| Y2 + Y3 X2 + X3 YO+rY1 XO + X1 


Figure 3-17. VHADDPD operation 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
YMM register destination are unmodified. 

VEX.128 encoded version: the first source operand is an XMM register or 128-bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding YMM register destination are 
zeroed. 

VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 


Operation 

HADDPD (128-bit Legacy SSE version) 
DEST[63:0] := SRC1[127:64] + SRC1[63:0] 
DEST[127:64] := SRC2[127:64] + SRC2[63:0] 
DEST[MAXVL-1:128] (Unmodified) 


VHADDPD (VEX.128 encoded version) 
DEST[63:0] := SRC1[127:64] + SRC1[63:0] 
DEST[127:64] := SRC2[127:64] + SRC2[63:0] 
DEST[MAXVL-1:128] := 0 


VHADDPD (VEX.256 encoded version) 
DEST[63:0] := SRC1[127:64] + SRC1[63:0] 
DEST[127:64] := SRC2[127:64] + SRC2[63:0] 
DEST[191:128] := SRC1[255:192] + SRC1[191:128] 
DEST[255:192] := SRC2[255:192] + SRC2[191:128] 


Intel C/C++ Compiler Intrinsic Equivalent 


VHADDPD: m256d _mm256_hadd_pd (__m256d a, __m256d b); 


HADDPD: m128d_mm_hadd_pd (__m128d a,_m128d b); 


Exceptions 


When the source operand is a memory operand, the operand must be aligned on a 16-byte boundary or a general- 
protection exception (#GP) will be generated. 
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Numeric Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
See Table 2-19, “Type 2 Class Exception Conditions”. 
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HADDPS—Packed Single-FP Horizontal Add 


Opcode/ Op/ |64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
F2 OF 7C/r RM |V/V SSE3 Horizontal add packed single-precision 
HADDPS xmm1, xmm2/m128 floating-point values from xmm2/m128 to 
xmm1. 
VEX.128.F2.0F.WIG 7C /r RVM | V/V AVX Horizontal add packed single-precision 
VHADDPS xmm1, xmm2, xmm3/m128 floating-point values from xmm2 and 
xmm3/mem. 
VEX.256.F2.0F.WIG 7C /r RVM | V/V AVX Horizontal add packed single-precision 
VHADDPS ymm1, ymm2, ymm3/m256 floating-point values from ymme2 and 
ymm3/mem. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Adds the single-precision floating-point values in the first and second dwords of the destination operand and stores 


the result in the first dword of the destination operand. 


Adds single-precision floating-point values in the third and fourth dword of the destination operand and stores the 


result in the second dword of the destination operand. 


Adds single-precision floating-point values in the first and second dword of the source operand and stores the result 


in the third dword of the destination operand. 


Adds single-precision floating-point values in the third and fourth dword of the source operand and stores the result 


in the fourth dword of the destination operand. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 
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See Figure 3-18 for HADDPS; see Figure 3-19 for VHADDPS. 


HADDPS xmm1, xmm2/m128 


[127:96] 


[95:64] 


[63:32] 


[127:96] 


[95:64] 


[63:32] 


v 


v 


v 


v 


xmm2/m128 xmm2/m128 : : : 
[95:64] + xmm2/ | [31:0] + xmm2/ Saree eee pee Et 
m128[127:96] m128[63:32] ; : 
[127:96] [95:64] [63:32] [31:0] 
OM15994 
Figure 3-18. HADDPS—Packed Single-FP Horizontal Add 
src) X7 x6 X5 x4 x3 x2 x1 x0 
sSRCo| Y7 Y6 Y5 Y4 Y3 Y2 Y1 Yo 
DEST] Y6+Y7 Y4+Y5 X6+X7 X4+X5 | Y2+Y3 | YOtY1 | x2+xX3 X0O+X1 


Figure 3-19. VHADDPS operation 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
YMM register destination are unmodified. 

VEX.128 encoded version: the first source operand is an XMM register or 128-bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding YMM register destination are 
zeroed. 

VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 
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Operation 


HADDPS (128-bit Legacy SSE version) 
DEST[31:0] := SRC1[63:32] + SRC1[31:0] 
DEST[63:32] := SRC1[127:96] + SRC1[95:64] 
DEST[95:64] := SRC2[63:32] + SRC2[31:0] 
DEST[127:96] := SRC2[127:96] + SRC2[95:64] 
DEST[MAXVL-1:128] (Unmodified) 


VHADDPS (VEX.128 encoded version) 
DEST[31:0] := SRC1[63:32] + SRC1[31:0] 
DEST[63:32] := SRC1[127:96] + SRC1[95:64] 
DEST[95:64] := SRC2[63:32] + SRC2[31:0] 
DEST[127:96] := SRC2[127:96] + SRC2[95:64] 
DEST[MAXVL-1:128] := 0 


VHADDPS (VEX.256 encoded version) 

DEST[31:0] := SRC1[63:32] + SRC1[31:0] 
DEST[63:32] := SRC1[127:96] + SRC1[95:64] 
DEST[95:64] := SRC2[63:32] + SRC2[31:0] 
DEST[127:96] := SRC2[127:96] + SRC2[95:64] 
DEST[159:128] := SRC1[191:160] + SRC1[159:128] 
DEST[191:160] := SRC1[255:224] + SRC1[223:192] 
DEST[223:192] := SRC2[191:160] + SRC2[159:128] 
DEST[255:224] := SRC2[255:224] + SRC2[223:192] 


Intel C/C++ Compiler Intrinsic Equivalent 


HADDPS: m128 _mm_hadd_ps (__m128 a,__m128 b); 


VHADDPS: m256 _mm256_hadd_ps (__m256 a,_m256 b); 


Exceptions 


When the source operand is a memory operand, the operand must be aligned on a 16-byte boundary or a general- 
protection exception (#GP) will be generated. 


Numeric Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
See Table 2-19, “Type 2 Class Exception Conditions”. 
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HLT—Halt 
Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
F4 HLT ZO | Valid Valid Halt 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 

Description 


Stops instruction execution and places the processor in a HALT state. An enabled interrupt (including NMI and 
SMI), a debug exception, the BINIT# signal, the INIT# signal, or the RESET# signal will resume execution. If an 
interrupt (including NMI) is used to resume execution after a HLT instruction, the saved instruction pointer 


(CS:EIP) points to the instruction following the HLT instruction. 


When a HLT instruction is executed on an Intel 64 or IA-32 processor supporting Intel Hyper-Threading Technology, 
only the logical processor that executes the instruction is halted. The other logical processors in the physical 
processor remain active, unless they are each individually halted by executing a HLT instruction. 


The HLT instruction is a privileged instruction. When the processor is running in protected or virtual-8086 mode, 
the privilege level of a program or procedure must be 0 to execute the HLT instruction. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


Enter Halt state; 


Flags Affected 
None 


Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
None. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 


HLT—Halt 
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HSUBPD—Packed Double-FP Horizontal Subtract 


Opcode/ Op/ |64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
66 OF 7D /r RM |V/V SSE3 Horizontal subtract packed double-precision 
HSUBPD xmm1, xmm2/m128 floating-point values from xmm2/m128 to 
xmm1. 
VEX.128.66.0F.WIG 7D /r RVM | V/V AVX Horizontal subtract packed double-precision 
VHSUBPD xmm1,xmm2, xmm3/m1 28 floating-point values from xmm_2 and 
xmm3/mem. 
VEX.256.66.0F.WIG 7D /r RVM | V/V AVX Horizontal subtract packed double-precision 
VHSUBPD ymm1, ymm2, ymm3/m256 floating-point values from ymm_2 and 
ymm3/mem. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


The HSUBPD instruction subtracts horizontally the packed DP FP numbers of both operands. 


Subtracts the double-precision floating-point value in the high quadword of the destination operand from the low 
quadword of the destination operand and stores the result in the low quadword of the destination operand. 


Subtracts the double-precision floating-point value in the high quadword of the source operand from the low quad- 
word of the source operand and stores the result in the high quadword of the destination operand. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 


See Figure 3-20 for HSUBPD; see Figure 3-21 for VHSUBPD. 


HSUBPD xmm1, xmm2/m128 


[127:64] [63:0] 


[127:64] 


Vv Vv 
xmm2/m128[63:0] - 
xmm2/m128[127:64] 


xmm_1[63:0] - xmm1[127:64] 


[127:64] [63:0] 


OM15995 


Figure 3-20. HSUBPD—Packed Double-FP Horizontal Subtract 
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SRC1 X3 X2 x1 X0 
SRC2 Y3 Y1 Yo 
DEST Y2 -Y3 X2 - X3 Yo-Y1 XO - X1 


Figure 3-21. VHSUBPD operation 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
YMM register destination are unmodified. 

VEX.128 encoded version: the first source operand is an XMM register or 128-bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding YMM register destination are 
zeroed. 

VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 


Operation 


HSUBPD (128-bit Legacy SSE version) 
DEST[63:0] := SRC1[63:0] - SRC1[127:64] 
DEST[127:64] := SRC2[63:0] - SRC2[127:64] 
DEST[MAXVL-1:128] (Unmodified) 


VHSUBPD (VEX.128 encoded version) 
DEST[63:0] := SRC1[63:0] - SRC1[127:64] 
DEST[127:64] := SRC2[63:0] - SRC2[127:64] 
DEST[MAXVL-1:128] := 0 


VHSUBPD (VEX.256 encoded version) 
DEST[63:0] := SRC1[63:0] - SRC1[127:64] 
DEST[127:64] := SRC2[63:0] - SRC2[127:64] 
DEST[191:128] := SRC1[191:128] - SRC1[255:192] 
DEST[255:192] := SRC2[191:128] - SRC2[255:192] 


Intel C/C++ Compiler Intrinsic Equivalent 
HSUBPD: m128d_mm_hsub_pd(__m128d a,__m128d b) 


VHSUBPD: m256d _mm256_hsub_pd (__m256d a, __m256d b); 


Exceptions 


When the source operand is a memory operand, the operand must be aligned on a 16-byte boundary or a general- 
protection exception (#GP) will be generated. 


Numeric Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 
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Other Exceptions 
See Table 2-19, “Type 2 Class Exception Conditions”. 
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Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
F2 OF 7D /r RM | V/V SSE3 Horizontal subtract packed single-precision 
HSUBPS xmm1, xmm2/m128 floating-point values from xmm2/m1 28 to 
xmm1. 
VEX.128.F2.0F.WIG 7D /r RVM | V/V AVX Horizontal subtract packed single-precision 
VHSUBPS xmm1, xmm2, xmm3/m128 floating-point values from xmm2 and 
xmm3/mem. 
VEX.256.F2.0F.WIG 7D /r RVM | V/V AVX Horizontal subtract packed single-precision 
VHSUBPS ymm1, ymm2, ymm3/m256 floating-point values from ymm2 and 
ymm3/mem. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Subtracts the single-precision floating-point value in the second dword of the destination operand from the first 
dword of the destination operand and stores the result in the first dword of the destination operand. 


Subtracts the single-precision floating-point value in the fourth dword of the destination operand from the third 
dword of the destination operand and stores the result in the second dword of the destination operand. 


Subtracts the single-precision floating-point value in the second dword of the source operand from the first dword 
of the source operand and stores the result in the third dword of the destination operand. 


Subtracts the single-precision floating-point value in the fourth dword of the source operand from the third dword 
of the source operand and stores the result in the fourth dword of the destination operand. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 
See Figure 3-22 for HSUBPS; see Figure 3-23 for VHSUBPS. 
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HSUBPS xmm1, xmm2/m128 


[127:96] 


[95:64] 


[63:32] 


[127:96] 


[95:64] 


[63:32] 


v 


v 


v 


v 


xmm2/m128 xmm2/m128 : ; : 
psed)-anma | etd)-ammar | mimivsed | xnmigtgl. | RESULT 
m128[127:96] m128[63:32] : ; 

[127:96] [95:64] [63:32] [31:0] 

OM15996 

Figure 3-22. HSUBPS—Packed Single-FP Horizontal Subtract 
SRC1) X7 x6 X5 x4 X3 x2 x1 x0 
SRC2| Y7 Y6 Y5 Y4 Y3 Y2 Y1 YO 
DEST] Y6-Y7 Y4-Y5 X6-X7 X4-X5 | Y2-Y3 YO-Y1 X2-X3 Xx0-X1 


Figure 3-23. VHSUBPS operation 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
YMM register destination are unmodified. 


VEX.128 encoded version: the first source operand is an XMM register or 128-bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding YMM register destination are 
zeroed. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 
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Operation 


HSUBPS (128-bit Legacy SSE version) 
DEST[31:0] := SRC1[31:0] - SRC1[63:32] 
DEST[63:32] := SRC1[95:64] - SRC1[127:96] 
DEST[95:64] := SRC2[31:0] - SRC2[63:32] 
DEST[127:96] := SRC2[95:64] - SRC2[127:96] 
DEST[MAXVL-1:128] (Unmodified) 


VHSUBPS (VEX.128 encoded version) 
DEST[31:0] := SRC1[31:0] - SRC1[63:32] 
DEST[63:32] := SRC1[95:64] - SRC1[127:96] 
DEST[95:64] := SRC2[31:0] - SRC2[63:32] 
DEST[127:96] := SRC2[95:64] - SRC2[127:96] 
DEST[MAXVL-1:128] := 0 


VHSUBPS (VEX.256 encoded version) 
DEST[31:0] := SRC1[31:0] - SRC1[63:32] 
DEST[63:32] := SRC1[95:64] - SRC1[127:96] 
DEST[95:64] := SRC2[31:0] - SRC2[63:32] 
DEST[127:96] := SRC2[95:64] - SRC2[127:96] 
DEST[159:1 28] := SRC1[159:1 28] - SRC1[191:160] 
DEST[191:160] := SRC1[223:192] - SRC1[255:224] 
DEST[223:192] := SRC2[159:1 28] - SRC2[191:160] 
DEST[255:224] := SRC2[223:192] - SRC2[255:224] 


Intel C/C++ Compiler Intrinsic Equivalent 
HSUBPS: m128 _mm_hsub_ps(__m128 a,__m128 b); 
VHSUBPS: m256 __mm256_hsub_ps (__m256 a,__m256 b); 


Exceptions 


When the source operand is a memory operand, the operand must be aligned on a 16-byte boundary or a general- 
protection exception (#GP) will be generated. 


Numeric Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
See Table 2-19, “Type 2 Class Exception Conditions”. 
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IDIV—Signed Divide 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

F6 /7 IDIV r/m8 M Valid Valid Signed divide AX by r/m8, with result stored in: 
AL := Quotient, AH := Remainder. 

REX + F6 /7 IDIV r/m8* M Valid N.E. Signed divide AX by r/m8, with result stored in 
AL := Quotient, AH := Remainder. 

F7/7 IDIV r/m16 M Valid Valid Signed divide DX:AX by r/m76, with result 
stored in AX := Quotient, DX := Remainder. 

F7/7 IDIV r/m32 M Valid Valid Signed divide EDX:EAX by r/m32, with result 
stored in EAX := Quotient, EDX := Remainder. 

REX.W + F7 /7 IDIV r/m64 M Valid N.E. Signed divide RDX:RAX by r/m64, with result 
stored in RAX := Quotient, RDX := Remainder. 

NOTES: 


* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Divides the (signed) value in the AX, DX:AX, or EDX:EAX (dividend) by the source operand (divisor) and stores the 
result in the AX (AH:AL), DX:AX, or EDX:EAX registers. The source operand can be a general-purpose register or a 
memory location. The action of this instruction depends on the operand size (dividend/divisor). 


Non-integral results are truncated (chopped) towards 0. The remainder is always less than the divisor in magni- 
tude. Overflow is indicated with the #DE (divide error) exception rather than with the CF flag. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.R prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. In 64-bit mode when REX.W is 
applied, the instruction divides the signed value in RDX:RAX by the source operand. RAX contains a 64-bit 

quotient; RDX contains a 64-bit remainder. 


See the summary chart at the beginning of this section for encoding data and limits. See Table 3-51. 
Table 3-51. IDIV Results 


Operand Size Dividend Divisor Quotient Remainder Quotient Range 
Word/byte AX r/m8 AL AH -128 to +127 
Doubleword/word DX:AX r/m16 AX DX —32,768 to +32,767 
Quadword/doubleword EDX:EAX r/m32 EAX EDX —23' to 23! -1 
Doublequadword/ quadword RDX:RAX r/m64 RAX RDX —2% to 25 — 1 
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Operation 


IF SRC= 0 
THEN #DE; (* Divide error *) 
FI; 


IF OperandSize = 8 (* Word/byte operation *) 
THEN 
temp := AX / SRG; (* Signed division *) 
IF (temp > 7FH) or (temp < 80H) 
(* If a positive result is greater than 7FH or a negative result is less than 80H *) 
THEN #DE; (* Divide error *) 
ELSE 
AL:= temp; 
AH := AX SignedModulus SRC; 
Fl; 
ELSE IF OperandSize = 16 (* Doubleword/word operation *) 
THEN 
temp := DX:AX / SRC; (* Signed division *) 
IF (temp > 7FFFH) or (temp < 8000H) 
(* If a positive result is greater than 7FFFH 
or a negative result is less than 8000H *) 
THEN 
#DE; (* Divide error *) 
ELSE 
AX := temp; 
DX := DX:AX SignedModulus SRC; 
Fl; 
Fl; 
ELSE IF OperandSize = 32 (* Quadword/doubleword operation *) 
temp := EDX:EAX / SRC; (* Signed division *) 
IF (temp > 7FFFFFFFH) or (temp < 80000000H) 
(* If a positive result is greater than 7FFFFFFFH 
or a negative result is less than 80000000H *) 


THEN 

#DE; (* Divide error *) 
ELSE 

EAX := temp; 


EDX := EDXE:AX SignedModulus SRC; 
Fl; 
Fl; 
ELSE IF OperandSize = 64 (* Doublequadword/quadword operation *) 
temp := RDX:RAX / SRG; (* Signed division *) 
IF (temp > 7FFFFFFFFFFFFFFFH) or (temp < 8000000000000000H) 
(* If a positive result is greater than 7FFFFFFFFFFFFFFFH 
or a negative result is less than 8000000000000000H *) 


THEN 

#DE; (* Divide error *) 
ELSE 

RAX := temp; 


RDX := RDE:RAX SignedModulus SRC; 
Fl; 
Fl; 
Fl; 
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Flags Affected 


The CF, OF, SF, ZF, AF, and PF flags are undefined. 


Protected Mode Exceptions 


#DE 


#GP(0) 


#SS(0) 
#PF(fault-code) 
#AC(0) 


#UD 


If the source operand (divisor) is 0. 
The signed result (quotient) is too large for the destination. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If a memory operand effective address is outside the SS segment limit. 
If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#DE 


#GP 
#SS 
#UD 


If the source operand (divisor) is 0. 


The signed result (quotient) is too large for the destination. 

If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#DE 


#GP(0) 

#SS(0) 
#PF(fault-code) 
#AC(0) 

#UD 


If the source operand (divisor) is 0. 


The signed result (quotient) is too large for the destination. 

If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is made. 

If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) 
#GP(0) 
#DE 


#PF(fault-code) 
#AC(0) 


#UD 
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If a memory address referencing the SS segment is in a non-canonical form. 
If the memory address is in a non-canonical form. 

If the source operand (divisor) is 0 

If the quotient is too large for the designated register. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

F6/5 IMUL r/m8* M Valid Valid AX:= AL * r/mbyte. 

F7/5 IMUL r/m16 M Valid Valid DX:AX := AX * r/m word. 

F7/5 IMUL r/m32 M Valid Valid EDX:EAX := EAX * r/m32. 

REX.W + F7 /5 IMUL r/m64 M Valid N.E. RDX:RAX := RAX * r/m64. 

OF AF /r IMUL 776, r/m16 RM | Valid Valid word register := word register * r/m16. 

OF AF /r IMUL 32, r/m32 RM | Valid Valid doubleword register := doubleword register * 
/m32. 

REX.W + OF AF /r IMUL r64, r/m64 RM | Valid N.E. Quadword register := Quadword register * 
r/m64. 

6B /r ib IMUL r16, r/m16, imm8 RMI | Valid Valid word register := r/m16 * sign-extended 
immediate byte. 

6B /r ib IMUL r32, r/m32, imm8 RMI | Valid Valid doubleword register := r/m32 * sign- 
extended immediate byte. 

REX.W + 6B /r ib IMUL r64, r/m64, imm8 RMI | Valid N.E. Quadword register := r/m64 * sign-extended 
immediate byte. 

69 /riw IMUL 7716, r/m16, imm16 RMI | Valid Valid word register := r/m16 * immediate word. 

69 /rid IMUL r32, r/m32, imm32 RMI | Valid Valid doubleword register := r/m32 * immediate 
doubleword. 

REX.W + 69 /r id IMUL r64, r/m64, imm32 RMI | Valid N.E. Quadword register := r/m64 * immediate 
doubleword. 

NOTES: 

* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r, w) NA NA NA 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
RMI ModRM:reg (r, w) ModRM:r/m (r) imm8/16/32 NA 
Description 


Performs a signed multiplication of two operands. This instruction has three forms, depending on the number of 


operands. 


¢ One-operand form — This form is identical to that used by the MUL instruction. Here, the source operand (in 
a general-purpose register or memory location) is multiplied by the value in the AL, AX, EAX, or RAX register 
(depending on the operand size) and the product (twice the size of the input operand) is stored in the AX, 
DX:AX, EDX:EAX, or RDX:RAX registers, respectively. 


° Two-operand form — With this form the destination operand (the first operand) is multiplied by the source 
operand (second operand). The destination operand is a general-purpose register and the source operand is an 
immediate value, a general-purpose register, or a memory location. The intermediate product (twice the size of 
the input operand) is truncated and stored in the destination operand location. 


¢ Three-operand form — This form requires a destination operand (the first operand) and two source operands 
(the second and the third operands). Here, the first source operand (which can be a general-purpose register 
or a memory location) is multiplied by the second source operand (an immediate value). The intermediate 
product (twice the size of the first source operand) is truncated and stored in the destination operand (a 
general-purpose register). 


IMUL—Signed Multiply 
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When an immediate value is used as an operand, it is sign-extended to the length of the destination operand 
format. 


The CF and OF flags are set when the signed integer value of the intermediate product differs from the sign 
extended operand-size-truncated product, otherwise the CF and OF flags are cleared. 


The three forms of the IMUL instruction are similar in that the length of the product is calculated to twice the length 
of the operands. With the one-operand form, the product is stored exactly in the destination. With the two- and 
three- operand forms, however, the result is truncated to the length of the destination before it is stored in the 
destination register. Because of this truncation, the CF or OF flag should be tested to ensure that no significant bits 
are lost. 


The two- and three-operand forms may also be used with unsigned operands because the lower half of the product 
is the same regardless if the operands are signed or unsigned. The CF and OF flags, however, cannot be used to 
determine if the upper half of the result is non-zero. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.R prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. Use of REX.W modifies the three 
forms of the instruction as follows. 


¢ One-operand form —The source operand (in a 64-bit general-purpose register or memory location) is 
multiplied by the value in the RAX register and the product is stored in the RDX:RAX registers. 

° Two-operand form — The source operand is promoted to 64 bits if it is a register or a memory location. The 
destination operand is promoted to 64 bits. 


¢ Three-operand form — The first source operand (either a register or a memory location) and destination 
operand are promoted to 64 bits. If the source operand is an immediate, it is sign extended to 64 bits. 


Operation 


IF (NumberOfOperands = 1) 
THEN IF (OperandSize = 8) 
THEN 
TMP_XP := AL * SRC (* Signed multiplication; TMP_XP is a signed integer at twice the width of the SRC *); 
AX := TMP_XP[15:0]; 
IF SignExtend(TMP_XP[7:0]) = TMP_XP 
THEN CF := 0; OF := 0; 
ELSE CF := 1; OF := 1; Fl; 
ELSE IF OperandSize = 16 
THEN 
TMP_XP := AX * SRC (* Signed multiplication; TMP_XP is a signed integer at twice the width of the SRC *) 
DX:AX := TMP_XP[31:0]; 
IF SignExtend(TMP_XP[15:0]) = TMP_XP 
THEN CF := 0; OF := 0; 
ELSE CF := 1; OF := 1; Fl; 
ELSE IF OperandSize = 32 
THEN 
TMP_XP := EAX * SRC (* Signed multiplication; TMP_XP is a signed integer at twice the width of the SRC*) 
EDX:EAX := TMP_XP[63:0]; 
IF SignExtend(TMP_XP[31:0]) = TMP_XP 
THEN CF := 0; OF := 0; 
ELSE CF := 1; OF := 1; Fl; 
ELSE (* OperandSize = 64 *) 
TMP_XP := RAX * SRC (* Signed multiplication; TMP_XP is a signed integer at twice the width of the SRC *) 
EDX:EAX := TMP_XP[127:0]; 
IF SignExtend(TMP_XP[63:0]) = TMP_XP 
THEN CF := 0; OF := 0; 
ELSE CF := 1; OF := 1; Fl; 
Fl; 
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Fl; 
ELSE IF (NumberOfOperands = 2) 
THEN 
TMP_XP := DEST * SRC (* Signed multiplication; TMP_XP is a signed integer at twice the width of the SRC *) 
DEST := TruncateToOperandSize(TMP_XP); 
IF SignExtend(DEST) # TMP_XP 
THEN CF := 1; OF := 1; 
ELSE CF := 0; OF := O; FI; 
ELSE (* NumberOfOperands = 3 *) 
TMP_XP := SRC1 * SRC2 (* Signed multiplication; TMP_XP is a signed integer at twice the width of the SRC1 *) 
DEST := TruncateToOperandSize(TMP_XP); 
IF SignExtend(DEST) # TMP_XP 
THEN CF := 1; OF := 1; 
ELSE CF := 0; OF := O; FI; 
Fl; 
Fl; 


Flags Affected 


For the one operand form of the instruction, the CF and OF flags are set when significant bits are carried into the 
upper half of the result and cleared when the result fits exactly in the lower half of the result. For the two- and 
three-operand forms of the instruction, the CF and OF flags are set when the result must be truncated to fit in the 
destination operand size and cleared when the result fits exactly in the destination operand size. The SF, ZF, AF, and 
PF flags are undefined. 


Protected Mode Exceptions 
#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL NULL 
segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


3-490 Vol. 2A IMUL—Signed Multiply 


INSTRUCTION SET REFERENCE, A-L 


IN—Input from Port 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

E4 ib IN AL, imm8 | Valid Valid Input byte from imm8 I/O port address into 
AL. 

E5 ib IN AX, imm8 | Valid Valid Input word from imm8 |/O port address into 
AX. 

E5 ib IN EAX, imm& | Valid Valid Input dword from imm8 |/O port address into 
EAX. 

EC IN AL,DX ZO | Valid Valid Input byte from I/O port in DX into AL. 

ED IN AX,DX ZO | Valid Valid Input word from I/O port in DX into AX. 

ED IN EAX,DX ZO | Valid Valid Input doubleword from I/O port in DX into 
EAX. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
| imm8 NA NA NA 
ZO NA NA NA NA 
Description 


Copies the value from the I/O port specified with the second operand (source operand) to the destination operand 
(first operand). The source operand can be a byte-immediate or the DX register; the destination operand can be 
register AL, AX, or EAX, depending on the size of the port being accessed (8, 16, or 32 bits, respectively). Using the 
DX register as a source operand allows I/O port addresses from 0 to 65,535 to be accessed; using a byte imme- 
diate allows I/O port addresses 0 to 255 to be accessed. 


When accessing an 8-bit I/O port, the opcode determines the port size; when accessing a 16- and 32-bit I/O port, 
the operand-size attribute determines the port size. At the machine code level, I/O instructions are shorter when 
accessing 8-bit I/O ports. Here, the upper eight bits of the port address will be 0. 


This instruction is only useful for accessing I/O ports located in the processor’s I/O address space. See Chapter 19, 
“Input/Output,” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for more infor- 
mation on accessing I/O ports in the I/O address space. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


IF ((PE = 1) and ((CPL > IOPL) or (VM = 1))) 
THEN (* Protected mode with CPL > IOPL or virtual-8086 mode *) 
IF (Any I/O Permission Bit for I/O port being accessed = 1) 
THEN (* I/O operation is not allowed *) 
#GP(0); 
ELSE ( * I/O operation is allowed *) 
DEST := SRC; (* Read from selected I/O port *) 
Fl; 
ELSE (Real Mode or Protected Mode with CPL < IOPL *) 
DEST := SRC; (* Read from selected I/O port *) 
FI; 


Flags Affected 
None 
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Protected Mode Exceptions 


#GP(0) If the CPL is greater than (has less privilege) the I/O privilege level (IOPL) and any of the 
corresponding I/O permission bits in TSS for the I/O port being accessed is 1. 


#PF(fault-code) If a page fault occurs. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If any of the I/O permission bits in the TSS for the I/O port being accessed is 1. 
#PF(fault-code) If a page fault occurs. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) If the CPL is greater than (has less privilege) the I/O privilege level (IOPL) and any of the 
corresponding I/O permission bits in TSS for the I/O port being accessed is 1. 


#PF(fault-code) If a page fault occurs. 
#UD If the LOCK prefix is used. 
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INC—Increment by 1 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
FE /O INC r/m8 M Valid Valid Increment r/m byte by 1. 
REX + FE /O INC r/m&™ M Valid N.E. Increment r/m byte by 1. 
FF /O INC r/m16 M Valid Valid Increment r/m word by 1. 
FF /O INC r/m32 M Valid Valid Increment r/m doubleword by 1. 
REX.W + FF /O INC r/m64 M Valid N.E. Increment r/m quadword by 1. 
40+ rw INC r76 Oo |NE. Valid Increment word register by 1. 
40+ rd INC r32 6) N.E. Valid Increment doubleword register by 1. 
NOTES: 


* |n 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 
** AOH through 47H are REX prefixes in 64-bit mode. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r, w) NA NA NA 
O opcode + rd (r, w) NA NA NA 
Description 


Adds 1 to the destination operand, while preserving the state of the CF flag. The destination operand can be a 
register or a memory location. This instruction allows a loop counter to be updated without disturbing the CF flag. 
(Use a ADD instruction with an immediate operand of 1 to perform an increment operation that does updates the 
CF flag.) 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 


In 64-bit mode, INC r16 and INC r32 are not encodable (because opcodes 40H through 47H are REX prefixes). 
Otherwise, the instruction’s 64-bit mode default operation size is 32 bits. Use of the REX.R prefix permits access to 
additional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. 


Operation 


DEST := DEST + 1; 


Flags Affected 
The CF flag is not affected. The OF, SF, ZF, AF, and PF flags are set according to the result. 


Protected Mode Exceptions 

#GP(0) If the destination operand is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULLsegment 


selector. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 
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Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F3 OF AE /05 R VV CET_SS Increment SSP by 4 * r32[7:0]. 
INCSSPD r32 
F3 REX.W OF AE /05 R V/N.E. CET_SS Increment SSP by 8 * r64[7:0]. 
INCSSPQ r64 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
R NA ModRM:r/m (r) NA NA NA 
Description 


This instruction can be used to increment the current shadow stack pointer by the operand size of the instruction 
times the unsigned 8-bit value specified by bits 7:0 in the source operand. The instruction performs a pop and 
discard of the first and last element on the shadow stack in the range specified by the unsigned 8-bit value in bits 


7:0 of the source operand. 


Operation 
IF CPL = 3 


IF (CR4.CET & IA32_U_CET.SH_STK_EN) = 0 
THEN #UD; Fl; 


ELSE 


IF (CR4.CET & IA32_S_CET.SH_STK_EN) = 0 
THEN #UD; Fl; 


Fl; 


IF (operand size is 64-bit) 


THEN 


TMP1 = (R64[7:0] == 0) ? 1 : R64[7:0] 
TMP = ShadowStackLoad8B(SSP) 
TMP = ShadowStackLoad8B(SSP + TMP1 * 8 - 8) 


SSP := SSP + R64[7:0] * 8; 


ELSE 


TMP1 = (R32[7:0] == 0)? 1: R32[7:0] 
TMP = ShadowStackLoad4B(SSP) 
TMP = ShadowStackLoad4B(SSP + TMP1 * 4 - 4) 


SSP := SSP + R32[7:0] * 4; 


Fl; 


Flags Affected 


None. 


Intel C/C++ Compiler Intrinsic Equivalent 


INCSSPD void _incsspd(int); 
INCSSPQ void _incsspq(int); 
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Protected Mode Exceptions 
#UD If the LOCK prefix is used. 
If CR4.CET = 0. 
IF CPL = 3 and IA32_U_CET.SH_STK_EN = 0. 
IF CPL < 3 and IA32_S_CET.SH_STK_EN = 0. 
#PF(fault-code) If a page fault occurs. 


Real-Address Mode Exceptions 
#UD The INCSSP instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The INCSSP instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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INS/INSB/INSW/INSD—Input from Port to String 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

6C INS m8, DX ZO | Valid Valid Input byte from I/O port specified in DX into 
memory location specified in ES:(E)DI or RDI.* 

6D INS m16, DX ZO | Valid Valid Input word from I/O port specified in DX into 
memory location specified in €S:(E)DI or RDI." 

6D INS m32, DX ZO | Valid Valid Input doubleword from I/O port specified in DX 
into memory location specified in ES:(E)DI or 
RDI. 

6C INSB ZO | Valid Valid Input byte from I/O port specified in DX into 
memory location specified with ES:(€)DI or 
RDI. 

6D INSW ZO ‘| Valid Valid Input word from I/O port specified in DX into 
memory location specified in €S:(E)DI or RDI." 

6D INSD ZO | Valid Valid Input doubleword from I/O port specified in DX 
into memory location specified in ES:(E)DI or 
RDI. 

NOTES: 


* In 64-bit mode, only 64-bit (RDI) and 32-bit (EDI) address sizes are supported. In non-64-bit mode, only 32-bit (EDI) and 16-bit (Dl) 
address sizes are supported. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Copies the data from the I/O port specified with the source operand (second operand) to the destination operand 
(first operand). The source operand is an I/O port address (from 0 to 65,535) that is read from the DX register. The 
destination operand is a memory location, the address of which is read from either the ES:DI, ES:EDI or the RDI 
registers (depending on the address-size attribute of the instruction, 16, 32 or 64, respectively). (The ES segment 
cannot be overridden with a segment override prefix.) The size of the I/O port being accessed (that is, the size of 
the source and destination operands) is determined by the opcode for an 8-bit I/O port or by the operand-size attri- 
bute of the instruction for a 16- or 32-bit I/O port. 


At the assembly-code level, two forms of this instruction are allowed: the “explicit-operands” form and the “no- 
operands” form. The explicit-operands form (specified with the INS mnemonic) allows the source and destination 
operands to be specified explicitly. Here, the source operand must be “DX,” and the destination operand should be 
a symbol that indicates the size of the I/O port and the destination address. This explicit-operands form is provided 
to allow documentation; however, note that the documentation provided by this form can be misleading. That is, 
the destination operand symbol must specify the correct type (size) of the operand (byte, word, or doubleword), 
but it does not have to specify the correct location. The location is always specified by the ES:(E)DI registers, 
which must be loaded correctly before the INS instruction is executed. 


The no-operands form provides “short forms” of the byte, word, and doubleword versions of the INS instructions. 
Here also DX is assumed by the processor to be the source operand and ES:(E)DI is assumed to be the destination 
operand. The size of the I/O port is specified with the choice of mnemonic: INSB (byte), INSW (word), or INSD 
(doubleword). 


After the byte, word, or doubleword is transfer from the I/O port to the memory location, the DI/EDI/RDI register 
is incremented or decremented automatically according to the setting of the DF flag in the EFLAGS register. (If the 
DF flag is 0, the (E)DI register is incremented; if the DF flag is 1, the (E)DI register is decremented.) The (E)DI 
register is incremented or decremented by 1 for byte operations, by 2 for word operations, or by 4 for doubleword 
operations. 
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The INS, INSB, INSW, and INSD instructions can be preceded by the REP prefix for block input of ECX bytes, words, 
or doublewords. See “REP/REPE/REPZ /REPNE/REPNZ—Repeat String Operation Prefix” in Chapter 4 of the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 2B, for a description of the REP prefix. 


These instructions are only useful for accessing I/O ports located in the processor's I/O address space. See Chapter 
19, “Input/Output,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for more 
information on accessing I/O ports in the I/O address space. 


In 64-bit mode, default address size is 64 bits, 32 bit address size is supported using the prefix 67H. The address 
of the memory destination is specified by RDI or EDI. 16-bit address size is not supported in 64-bit mode. The 
operand size is not promoted. 


These instructions may read from the I/O port without writing to the memory location if an exception or VM exit 
occurs due to the write (e.g. #PF). If this would be problematic, for example because the I/O port read has side- 
effects, software should ensure the write to the memory location does not cause an exception or VM exit. 


Operation 


IF ((PE = 1) and ((CPL > IOPL) or (VM = 1))) 
THEN (* Protected mode with CPL > IOPL or virtual-8086 mode *) 
IF (Any I/O Permission Bit for I/O port being accessed = 1) 
THEN (* I/O operation is not allowed *) 
#GP(0); 
ELSE (* I/O operation is allowed *) 
DEST := SRC; (* Read from I/O port *) 
FI; 
ELSE (Real Mode or Protected Mode with CPL IOPL *) 
DEST := SRC; (* Read from I/O port *) 
FI; 


Non-64-bit Mode: 


IF (Byte transfer) 
THEN IF DF =0 
THEN (€)DI := (€)DI + 1; 
ELSE (E)DI := (€)DI - 1; FI; 
ELSE IF (Word transfer) 
THEN IF DF = O 
THEN (€)DI := (E)DI + 2; 
ELSE (E)DI := (€)DI - 2; FI; 
ELSE (* Doubleword transfer *) 
THEN IF DF =0 
THEN (€)DI := (E)DI + 4; 
ELSE (E)DI := (€)DI - 4; FI; 
FI; 
FI; 


FI64-bit Mode: 


IF (Byte transfer) 
THEN IF DF =0 
THEN (E|R)DI := (E[R)DI + 1; 
ELSE (E|R)DI := (EJR)DI - 1; Fl; 
ELSE IF (Word transfer) 
THEN IF DF = 0 
THEN (€)DI := (€)DI + 2; 
ELSE (€)DI := (E)DI - 2; FI; 
ELSE (* Doubleword transfer *) 
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THEN IF DF = 0 
THEN (E|R)DI := (E]R)DI + 4; 
ELSE (E|R)DI := (E[R)DI - 4; FI; 
Fl; 
Fl; 


Flags Affected 
None 


Protected Mode Exceptions 


#GP(0) If the CPL is greater than (has less privilege) the I/O privilege level (IOPL) and any of the 
corresponding I/O permission bits in TSS for the I/O port being accessed is 1. 


If the destination is located in a non-writable segment. 
If an illegal memory operand effective address in the ES segments is given. 
#PF(fault-code) If a page fault occurs. 


#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If any of the I/O permission bits in the TSS for the I/O port being accessed is 1. 
#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 


#GP(0) If the CPL is greater than (has less privilege) the I/O privilege level (IOPL) and any of the 
corresponding I/O permission bits in TSS for the I/O port being accessed is 1. 


If the memory address is in a non-canonical form. 
#PF(fault-code) If a page fault occurs. 


#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used. 
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INSERTPS—Insert Scalar Single-Precision Floating-Point Value 


Opcode/ Op/ 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
66 OF 3A 21 /rib A VIV SSE4_1 Insert a single-precision floating-point value selected 
INSERTPS xmm1, xmm2/m32, imm8 by imm8 from xmm2/m32 into xmm1 at the specified 
destination element specified by imm8 and zero out 
destination elements in xmm1 as indicated in imm8. 
VEX.128.66.0F3A.WIG 21 /r ib B VIV AVX Insert a single-precision floating-point value selected 
VINSERTPS xmm1, xmm_2, by imm8 from xmm3/m32 and merge with values in 
xmm3/m32, imm8 xmmce at the specified destination element specified 
by imm8 and write out the result and zero out 
destination elements in xmm1 as indicated in imm8. 
EVEX.128.66.0F3A.WO 21 /r ib C VIV AVX512F | Insert a single-precision floating-point value selected 
VINSERTPS xmm1, xmm2, by imm8 from xmm3/m32 and merge with values in 
xmm3/m32, imm8 xmmcz at the specified destination element specified 
by imm8 and write out the result and zero out 
destination elements in xmm1 as indicated in imm8s. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) Imm8s NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) Imm8 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


(register source form) 


Copy a single-precision scalar floating-point element into a 128-bit vector register. The immediate operand has 
three fields, where the ZMask bits specify which elements of the destination will be set to zero, the Count_D bits 
specify which element of the destination will be overwritten with the scalar value, and for vector register sources 
the Count_S bits specify which element of the source will be copied. When the scalar source is a memory operand 


the Count_S bits are ignored. 
(memory source form) 


Load a floating-point element from a 32-bit memory location and destination operand it into the first source at the 
location indicated by the Count_D bits of the immediate operand. Store in the destination and zero out destination 
elements based on the ZMask bits of the immediate operand. 


128-bit Legacy SSE version: The first source register is an XMM register. The second source operand is either an 
XMM register or a 32-bit memory location. The destination is not distinct from the first source XMM register and the 
upper bits (MAXVL-1:128) of the corresponding register destination are unmodified. 


VEX.128 and EVEX encoded version: The destination and first source register is an XMM register. The second 
source operand is either an XMM register or a 32-bit memory location. The upper bits (MAXVL-1:128) of the corre- 


sponding register destination are zeroed. 


If VINSERTPS is encoded with VEX.L= 1, an attempt to execute the instruction encoded with VEX.L= 1 will cause 


an #UD exception. 
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Operation 


VINSERTPS (VEX.128 and EVEX encoded version) 
IF (SRC = REG) THEN COUNT_S := imm8[7:6] 
ELSE COUNT_S := 0 
COUNT_D := imm8[5:4] 
ZMASK := imm8[3:0] 
CASE (COUNT_S) OF 
0: TMP := SRC2[31:0] 
1: TMP := SRC2[63:32] 
2: TMP := SRC2[95:64] 
3: TMP := SRC2[127:96] 
ESAC; 
CASE (COUNT_D) OF 
0: TMP2[31:0] := TMP 
TMP2[1 27:32] := SRC1[127:32] 
1: TMP2[63:32] := TMP 
TMP2[31:0] := SRC1[31:0] 
TMP2[1 27:64] := SRC1[127:64] 
2: TMP2[95:64] := TMP 
TMP2[63:0] := SRC1[63:0] 
TMP2[1 27:96] := SRC1[127:96] 
3: TMP2[127:96] := TMP 
TMP2[95:0] := SRC1[95:0] 
ESAC; 


IF (ZMASK[O] = 1) THEN DEST[31:0] := OO0O0000H 
ELSE DEST[31:0] := TMP2[31:0] 

IF (ZMASK[1] = 1) THEN DEST[63:32] := OOO00000H 
ELSE DEST[63:32] = TMP2[63:32] 

IF (ZMASK[2] = 1) THEN DEST[95:64] := O0OO00000H 
ELSE DEST[95:64] = TMP2[95:64] 

IF (ZMASK[3] = 1) THEN DEST[127:96] := OO000000H 
ELSE DEST[127:96] := TMP2[127:96] 

DEST[MAXVL-1:128] = 0 


INSERTPS (128-bit Legacy SSE version) 
IF (SRC = REG) THEN COUNT_S :=imm8[7:6] 
ELSE COUNT_S :=0 
COUNT_D := imm8[5:4] 
ZMASK := imm8[3:0] 
CASE (COUNT_S) OF 
O: TMP := SRC[31:0] 
1: TMP := SRC[63:32] 
2: TMP := SRC[95:64] 
3: TMP := SRC[127:96] 
ESAC; 


CASE (COUNT_D) OF 
0: TMP2[31:0] := TMP 
TMP2[127:32] := DEST[127:32] 
1: TMP2[63:32] := TMP 
TMP2[31:0] := DEST[31:0] 
TMP2[127:64] := DEST[127:64] 
2: TMP2[95:64] := TMP 
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TMP2[63:0] := DEST[63:0] 
TMP2[127:96] := DEST[127:96] 
3: TMP2[127:96] = TMP 
TMP2[95:0] := DEST[95:0] 
ESAC; 


IF (ZMASK[O] = 1) THEN DEST[31:0] = OO0O0000H 
ELSE DEST[31:0] := TMP2[31:0] 

IF (ZMASK[1] = 1) THEN DEST[63:32] := OOO00000H 
ELSE DEST[63:32] = TMP2[63:32] 

IF (ZMASK[2] = 1) THEN DEST[95:64] := OOO00000H 
ELSE DEST[95:64] = TMP2[95:64] 

IF (ZMASK[3] = 1) THEN DEST[127:96] := OO000000H 
ELSE DEST[127:96] := TMP2[127:96] 

DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VINSERTPS __m128 _mm_insert_ps(__m128 dst, __m128 src, const int nidx); 
INSETRTPS __m128 _mm_insert_ps(__m128 dst, ___m128 src, const int nidx); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”; additionally: 
#UD If VEX.L = 0. 

EVEX-encoded instruction, see Table 2-57, “Type E9NF Class Exception Conditions”. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
CC INT3 ZO | Valid Valid Generate breakpoint trap. 
CD ib INT imm8 | Valid Valid Generate software interrupt with vector 
specified by immediate byte. 
CE INTO ZO | Invalid Valid Generate overflow trap if overflow flag is 1. 
FI INT1 ZO | Valid Valid Generate debug trap. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 

ZO NA NA NA NA 

| imm8 NA NA NA 
Description 


The INT rn instruction generates a call to the interrupt or exception handler specified with the destination operand 
(see the section titled “Interrupts and Exceptions” in Chapter 6 of the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1). The destination operand specifies a vector from 0 to 255, encoded as an 8-bit 
unsigned intermediate value. Each vector provides an index to a gate descriptor in the IDT. The first 32 vectors are 
reserved by Intel for system use. Some of these vectors are used for internally generated exceptions. 


The INT rn instruction is the general mnemonic for executing a software-generated call to an interrupt handler. The 
INTO instruction is a special mnemonic for calling overflow exception (#OF), exception 4. The overflow interrupt 
checks the OF flag in the EFLAGS register and calls the overflow interrupt handler if the OF flag is set to 1. (The 
INTO instruction cannot be used in 64-bit mode.) 


The INT3 instruction uses a one-byte opcode (CC) and is intended for calling the debug exception handler with a 
breakpoint exception (#BP). (This one-byte form is useful because it can replace the first byte of any instruction at 
which a breakpoint is desired, including other one-byte instructions, without overwriting other instructions.) 


The INT1 instruction also uses a one-byte opcode (F1) and generates a debug exception (#DB) without setting any 
bits in DR6.1 Hardware vendors may use the INT1 instruction for hardware debug. For that reason, Intel recom- 
mends software vendors instead use the INT3 instruction for software breakpoints. 


An interrupt generated by the INTO, INT3, or INT1 instruction differs from one generated by INT n in the following 
ways: 


¢ The normal IOPL checks do not occur in virtual-8086 mode. The interrupt is taken (without fault) with any IOPL 
value. 


¢ The interrupt redirection enabled by the virtual-8086 mode extensions (VME) does not occur. The interrupt is 
always handled by a protected-mode handler. 


(These features do not pertain to CD03, the “normal” 2-byte opcode for INT 3. Intel and Microsoft assemblers will 
not generate the CD03 opcode from any mnemonic, but this opcode can be created by direct numeric code defini- 
tion or by self-modifying code.) 


The action of the INT rn instruction (including the INTO, INT3, and INT1 instructions) is similar to that of a far call 
made with the CALL instruction. The primary difference is that with the INT n instruction, the EFLAGS register is 
pushed onto the stack before the return address. (The return address is a far address consisting of the current 
values of the CS and EIP registers.) Returns from interrupt procedures are handled with the IRET instruction, which 
pops the EFLAGS information and return address from the stack. 


Each of the INT n, INTO, and INT3 instructions generates a general-protection exception (#GP) if the CPL is greater 
than the DPL value in the selected gate descriptor in the IDT. In contrast, the INT1 instruction can deliver a #DB 


1. The mnemonic ICEBP has also been used for the instruction with opcode F1. 
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even if the CPL is greater than the DPL of descriptor 1 in the IDT. (This behavior supports the use of INT1 by hard- 
ware vendors performing hardware debug.) 


The vector specifies an interrupt descriptor in the interrupt descriptor table (IDT); that is, it provides index into the 
IDT. The selected interrupt descriptor in turn contains a pointer to an interrupt or exception handler procedure. 
In protected mode, the IDT contains an array of 8-byte descriptors, each of which is an interrupt gate, trap gate, 
or task gate. In real-address mode, the IDT is an array of 4-byte far pointers (2-byte code segment selector and 
a 2-byte instruction pointer), each of which point directly to a procedure in the selected segment. (Note that in 
real-address mode, the IDT is called the interrupt vector table, and its pointers are called interrupt vectors. ) 


The following decision table indicates which action in the lower portion of the table is taken given the conditions in 
the upper portion of the table. Each Y in the lower section of the decision table represents a procedure defined in 
the “Operation” section for this instruction (except #GP). 


Table 3-52. Decision Table 
PE 0 1 1 1 1 1 1 1 


VM - - - - - 0 1 1 

IOPL - - - - - - <3 =3 

DPL/CPL - DPL< - DPL> DPL= DPL< - - 

RELATIONSHIP CPL CPL CPL or C CPL & NC 

INTERRUPT TYPE - S/W - - - - - - 

GATE TYPE - - Task Trap or Trap or Trap or Trap or Trap or 
Interrupt Interrupt Interrupt Interrupt Interrupt 


REAL-ADDRESS-MODE Y 
PROTECTED-MODE Y Y Y Y 


TRAP-OR-INTERRUPT- Y Y 
GATE 


INTER-PRIVILEGE-LEVEL- Y 
INTERRUPT 


INTRA-PRIVILEGE-LEVEL- Y 
INTERRUPT 


INTERRUPT-FROM- Y 
VIRTUAL-8086-MODE 


TASK-GATE Y 
#GP Y Y Y 
NOTES: 

— Don't Care. 

Y Yes, action taken. 
Blank Action not taken. 
S/W _ Applies to INT n, INT3, and INTO, but not to INT1. 


When the processor is executing in virtual-8086 mode, the IOPL determines the action of the INT n instruction. If 
the IOPL is less than 3, the processor generates a #GP(selector) exception; if the IOPLis 3, the processor executes 
a protected mode interrupt to privilege level 0. The interrupt gate's DPL must be set to 3 and the target CPL of the 
interrupt handler procedure must be 0 to execute the protected mode interrupt to privilege level 0. 


The interrupt descriptor table register (IDTR) specifies the base linear address and limit of the IDT. The initial base 
address value of the IDTR after the processor is powered up or reset is 0. 


Refer to Chapter 6, “Procedure Calls, Interrupts, and Exceptions” and Chapter 18, “Control-Flow Enforcement Tech- 
nology (CET)” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for CET details. 
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Instruction ordering. Instructions following an INT n may be fetched from memory before earlier instructions 
complete execution, but they will not execute (even speculatively) until all instructions prior to the INT n have 
completed execution (the later instructions may execute before data stored by the earlier instructions have 
become globally visible). This applies also to the INTO, INT3, and INT1 instructions, but not to executions of INTO 
when EFLAGS.OF = 0. 


Operation 


The following operational description applies not only to the INT n, INTO, INT3, or INT1 instructions, but also to 
external interrupts, nonmaskable interrupts (NMIs), and exceptions. Some of these events push onto the stack an 
error code. 


The operational description specifies numerous checks whose failure may result in delivery of a nested exception. 
In these cases, the original event is not delivered. 


The operational description specifies the error code delivered by any nested exception. In some cases, the error 
code is specified with a pseudofunction error_code(num,idt,ext), where idt and ext are bit values. The pseudofunc- 
tion produces an error code as follows: (1) if idt is 0, the error code is (num & FCH) | ext; (2) if idt is 1, the error 
code is (num « 3) | 2 | ext. 


In many cases, the pseudofunction error_code is invoked with a pseudovariable EXT. The value of EXT depends on 
the nature of the event whose delivery encountered a nested exception: if that event is a software interrupt (INT n, 
INT3, or INTO), EXT is 0; otherwise (including INT1), EXT is 1. 


IF PE=0 
THEN 
GOTO REAL-ADDRESS-MODE; 
ELSE (* PE= 1 *) 
IF (EFLAGS.VM = 1 AND CR4.VME = 0 AND IOPL < 3 AND INT n) 
THEN 
#GP(0); (* Bit O of error code is O because INT n *) 
ELSE 
IF (EFLAGS.VM = 1 AND CR4.VME = 1 AND INT n) 
THEN 
Consult bit n of the software interrupt redirection bit map in the TSS; 
IF bit nis clear 
THEN (* redirect interrupt to 8086 program interrupt handler *) 
Push EFLAGS[15:0]; = (* if IOPL < 3, save VIF in IF position and save IOPL position as 3 *) 
Push CS; 
Push IP; 
IF IOPL = 3 
THEN IF := 0; (* Clear interrupt flag *) 
ELSE VIF := 0; (* Clear virtual interrupt flag *) 
Fl; 
TF := 0; (* Clear trap flag *) 
load CS and EIP (lower 16 bits only) from entry nin interrupt vector table referenced from TSS; 
ELSE 
IF IOPL = 3 
THEN GOTO PROTECTED-MODE; 
ELSE #GP(0); (* Bit O of error code is O because INT n *) 
Fl; 
Fl; 
ELSE (* Protected mode, IA-32e mode, or virtual-8086 mode interrupt *) 
IF (IA32_EFER.LMA = 0) 
THEN (* Protected mode, or virtual-8086 mode interrupt *) 
GOTO PROTECTED-MODE; 
ELSE (* IA-32e mode interrupt *) 
GOTO IA-32e-MODE; 
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FI; 
FI; 
FI; 
FI; 
REAL-ADDRESS-MODE: 
IF ((vector_number « 2) + 3) is not within IDT limit 
THEN #GP; Fl; 
IF stack not large enough for a 6-byte return information 
THEN #SS; FI; 
Push (EFLAGS[1 5:0); 
IF := 0; (* Clear interrupt flag *) 
TF := 0; (* Clear trap flag *) 
AC := 0; (* Clear AC flag *) 
Push(CS); 
Push(IP); 
(* No error codes are pushed in real-address mode”) 
CS := IDT(Descriptor (vector_number « 2), selector)); 
EIP := IDT(Descriptor (vector_number « 2), offset)); (* 16 bit offset AND OOOOFFFFH *) 
END; 
PROTECTED-MODE: 
IF ((vector_number « 3) + 7) is not within IDT limits 
or selected IDT descriptor is not an interrupt-, trap-, or task-gate type 
THEN #GP(error_code(vector_number,1,EXT)); Fl; 
(* idt operand to error_code set because vector is used *) 
IF software interrupt (* Generated by INT n, INT3, or INTO; does not apply to INT1 *) 
THEN 
IF gate DPL < CPL (* PE = 1, DPL < CPL, software interrupt *) 
THEN #GP(error_code(vector_number, 1,0); FI; 
(* idt operand to error_code set because vector is used *) 
(* ext operand to error_code is O because INT n, INT3, or INTO*) 
Fl; 
IF gate not present 
THEN #NP(error_code(vector_number,1,EXT)); Fl; 
(* idt operand to error_code set because vector is used *) 
IF task gate (* Specified in the selected interrupt table descriptor *) 
THEN GOTO TASK-GATE; 
ELSE GOTO TRAP-OR-INTERRUPT-GATE; (* PE = 1, trap/interrupt gate *) 
Fl; 
END; 
|A-32e-MODE: 
IF INTO and CS.L = 1 (64-bit mode) 
THEN #UD; 
Fl; 
IF ((vector_number « 4) + 15) is not in IDT limits 
or selected IDT descriptor is not an interrupt-, or trap-gate type 
THEN #GP(error_code(vector_number,1,EXT)); 
(* idt operand to error_code set because vector is used *) 
Fl; 
IF software interrupt (* Generated by INT n, INT3, or INTO; does not apply to INT1 *) 
THEN 
IF gate DPL < CPL (* PE = 1, DPL < CPL, software interrupt *) 
THEN #GP(error_code(vector_number,1,0)); 
(* idt operand to error_code set because vector is used *) 
(* ext operand to error_code is O because INT n, INT3, or INTO*) 
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Fl; 
Fl; 
IF gate not present 
THEN #NP(error_code(vector_number,1,EXT)); 
(* idt operand to error_code set because vector is used *) 
Fl; 
GOTO TRAP-OR-INTERRUPT-GATE; (* Trap/interrupt gate *) 
END; 
TASK-GATE: (* PE = 1, task gate *) 
Read TSS selector in task gate (IDT descriptor); 
IF local/global bit is set to local or index not within GDT limits 
THEN #GP(error_code(TSS selector,0,EXT)); Fl; 
(* idt operand to error_code is 0 because selector is used *) 
Access TSS descriptor in GDT; 
IF TSS descriptor specifies that the TSS is busy (low-order 5 bits set to 00001) 
THEN #GP(error_code(TSS selector,0,EXT)); Fl; 
(* idt operand to error_code is 0 because selector is used *) 
IF TSS not present 
THEN #NP(error_code(TSS selector,0,EXT)); Fl; 
(* idt operand to error_code is 0 because selector is used *) 
SWITCH-TASKS (with nesting) to TSS; 
IF interrupt caused by fault with error code 
THEN 
IF stack limit does not allow push of error code 
THEN #SS(EXT); Fl; 
Push(error code); 
Fl; 
IF EIP not within code segment limit 
THEN #GP(EXT); Fl; 
END; 
TRAP-OR-INTERRUPT-GATE: 
Read new code-segment selector for trap or interrupt gate (IDT descriptor); 
IF new code-segment selector is NULL 
THEN #GP(EXT); Fl; (* Error code contains NULL selector *) 
IF new code-segment selector is not within its descriptor table limits 
THEN #GP(error_code(new code-segment selector,0,EXT)); Fl; 
(* idt operand to error_code is O because selector is used *) 
Read descriptor referenced by new code-segment selector; 
IF descriptor does not indicate a code segment or new code-segment DPL > CPL 
THEN #GP(error_code(new code-segment selector,0,EXT)); Fl; 
(* idt operand to error_code is O because selector is used *) 
IF new code-segment descriptor is not present, 
THEN #NP(error_code(new code-segment selector,0,EXT)); FI; 
(* idt operand to error_code is O because selector is used *) 
IF new code segment is non-conforming with DPL < CPL 
THEN 
IF VM =0 
THEN 
GOTO INTER-PRIVILEGE-LEVEL-INTERRUPT; 
(* PE = 1, VM = 0, interrupt or trap gate, nonconforming code segment, 
DPL < CPL *) 
ELSE (* VM = 1 *) 
IF new code-segment DPL 4 0 
THEN #GP(error_code(new code-segment selector,0,EXT)); 
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(* idt operand to error_code is O because selector is used *) 
GOTO INTERRUPT-FROM-VIRTUAL-8086-MODE; FI; 
(* PE = 1, interrupt or trap gate, DPL < CPL, VM = 1 *) 


Fl; 
ELSE (* PE = 1, interrupt or trap gate, DPL > CPL *) 
IF VM = 1 


THEN #GP(error_code(new code-segment selector,0,EXT)); 
(* idt operand to error_code is O because selector is used *) 
IF new code segment is conforming or new code-segment DPL = CPL 
THEN 
GOTO INTRA-PRIVILEGE-LEVEL-INTERRUPT; 
ELSE (* PE = 1, interrupt or trap gate, nonconforming code segment, DPL > CPL *) 
#GP(error_code(new code-segment selector,0,EXT)); 
(* idt operand to error_code is 0 because selector is used *) 
FI; 
Fl; 
END; 
INTER-PRIVILEGE-LEVEL-INTERRUPT: 
(* PE = 1, interrupt or trap gate, non-conforming code segment, DPL < CPL *) 
IF (IA32_EFER.LMA = 0) (* Not IA-32e mode *) 
THEN 
(* Identify stack-segment selector for new privilege level in current TSS *) 
IF current TSS is 32-bit 
THEN 
TSSstackAddress := (new code-segment DPL « 3) + 4; 
IF (TSSstackAddress + 5) > current TSS limit 
THEN #TS(error_code(current TSS selector,0,EXT)); Fl; 
(* idt operand to error_code is O because selector is used *) 
NewsSS := 2 bytes loaded from (TSS base + TSSstackAddress + 4); 
NewESP := 4 bytes loaded from (TSS base + TSSstackAddress); 
ELSE (* current TSS is 16-bit *) 
TSSstackAddress := (new code-segment DPL « 2) + 2 
IF (TSSstackAddress + 3) > current TSS limit 
THEN #TS(error_code(current TSS selector,0,EXT)); Fl; 
(* idt operand to error_code is O because selector is used *) 
NewsSS := 2 bytes loaded from (TSS base + TSSstackAddress + 2); 
NewESP := 2 bytes loaded from (TSS base + TSSstackAddress); 
FI; 
IF NewSS is NULL 
THEN #TS(EXT); Fl; 
IF NewSS index is not within its descriptor-table limits 
or NewSS RPL # new code-segment DPL 
THEN #TS(error_code(NewSS,0,EXT)); Fl; 
(* idt operand to error_code is O because selector is used *) 
Read new stack-segment descriptor for NewSS in GDT or LDT; 
IF new stack-segment DPL # new code-segment DPL 
or new stack-segment Type does not indicate writable data segment 
THEN #TS(error_code(NewSS,0,EXT)); Fl; 
(* idt operand to error_code is O because selector is used *) 
IF NewSS is not present 
THEN #SS(error_code(NewSS,0,EXT)); FI; 
(* idt operand to error_code is O because selector is used *) 
NewSSP := IA32_PLi_SSP (* where i = new code-segment DPL *) 
ELSE (* IA-32e mode *) 
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IF IDT-gate IST = 0 
THEN TSSstackAddress := (new code-segment DPL « 3) + 4; 
ELSE TSSstackAddress := (IDT gate IST « 3) + 28; 
Fl; 
IF (TSSstackAddress + 7) > current TSS limit 
THEN #TS(error_code(current TSS selector,0,EXT); Fl; 
(* idt operand to error_code is 0 because selector is used *) 
NewRSP := 8 bytes loaded from (current TSS base + TSSstackAddress); 
NewSS := new code-segment DPL; (* NULL selector with RPL = new CPL *) 
IF IDT-gate IST = 0 
THEN 
NewSSP := IA32_PLi_SSP (* where i = new code-segment DPL *) 
ELSE 
NewSSPAddress = |A32_INTERRUPT_SSP_TABLE_ADDR + (IDT-gate IST « 3) 
(* Check if shadow stacks are enabled at CPL 0 *) 
IF ShadowStackEnabled(CPL 0) 
THEN NewSSP := 8 bytes loaded from NewSSPAddress; FI; 
Fl; 
Fl; 
IF IDT gate is 32-bit 
THEN 
IF new stack does not have room for 24 bytes (error code pushed) 
or 20 bytes (no error code pushed) 
THEN #SS(error_code(NewSS,0,EXT)); Fl; 
(* idt operand to error_code is 0 because selector is used *) 
Fl 
ELSE 
IF IDT gate is 16-bit 
THEN 
IF new stack does not have room for 12 bytes (error code pushed) 
or 10 bytes (no error code pushed); 
THEN #SS(error_code(NewSS,0,EXT)); Fl; 
(* idt operand to error_code is 0 because selector is used *) 
ELSE (* 64-bit IDT gate”) 
IF StackAddress is non-canonical 
THEN #SS(EXT); Fl; (* Error code contains NULL selector *) 
Fl; 
Fl; 
IF (IA32_EFER.LMA = 0) (* Not IA-32e mode *) 
THEN 
IF instruction pointer from IDT gate is not within new code-segment limits 
THEN #GP(EXT); FI; (* Error code contains NULL selector *) 
ESP := NewESP; 
SS := NewSS; (* Segment descriptor information also loaded *) 
ELSE (* IA-32e mode *) 
IF instruction pointer from IDT gate contains a non-canonical address 
THEN #GP(EXT); Fl; (* Error code contains NULL selector *) 
RSP := NewRSP & FFFFFFFFFFFFFFFOH; 
SS := NewSS; 
Fl; 
IF IDT gate is 32-bit 
THEN 
CS:EIP := Gate(CS:EIP); (* Segment descriptor information also loaded *) 
ELSE 
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IF IDT gate 16-bit 
THEN 
CS:IP := Gate(CS:IP); 
(* Segment descriptor information also loaded *) 
ELSE (* 64-bit IDT gate *) 
CS:RIP := Gate(CS:RIP); 
(* Segment descriptor information also loaded *) 
FI; 
Fl; 
IF IDT gate is 32-bit 
THEN 
Push(far pointer to old stack); 
(* Old SS and ESP, 3 words padded to 4 *) 
Push(EFLAGS); 
Push(far pointer to return instruction); 
(* Old CS and EIP, 3 words padded to 4 *) 
Push(ErrorCode); (* If needed, 4 bytes *) 
ELSE 
IF IDT gate 16-bit 
THEN 
Push(far pointer to old stack); 
(* Old SS and SP, 2 words *) 
Push(EFLAGS(15:0)); 
Push(far pointer to return instruction); 
(* Old CS and IP, 2 words *) 
Push(ErrorCode); (* If needed, 2 bytes *) 
ELSE (* 64-bit IDT gate *) 
Push(far pointer to old stack); 
(* Old SS and SP, each an 8-byte push *) 
Push(RFLAGS); (* 8-byte push *) 
Push(far pointer to return instruction); 
(* Old CS and RIP, each an 8-byte push *) 
Push(ErrorCode); (* If needed, 8-bytes *) 
FI; 
Fl; 
IF ShadowStackEnabled(CPL) AND CPL = 3 
THEN 
IF IA32_EFER.LMA = 0 
THEN IA32_PL3_SSP := SSP; 
ELSE (* adjust so bits 63:N get the value of bit N-1, where N is the CPU's maximum linear-address width *) 
IA32_PL3_SSP := LA_adjust(SSP); 
FI; 
Fl; 
CPL := new code-segment DPL; 
CS(RPL) := CPL; 
IF ShadowStackEnabled(CPL) 
oldSSP := SSP 
SSP := NewSSP 
IF SSP & 0x07 != 0 
THEN #GP(0); Fl; 
(* Token and CS:LIP:oldSSP pushed on shadow stack must be contained in a naturally aligned 32-byte region *) 
IF (SSP & ~Ox1F) I= ((SSP - 24) & ~Ox1F) 
#GP(0); FI; 
IF ((IA32_EFER.LMA and CS.L) = 0 AND SSP[63:32] != 0) 
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THEN #GP(0); Fl; 

expected_token_value = SSP (* busy bit - bit position O - must be clear *) 

new_token_value = SSP | BUSY_BIT (* Set the busy bit *) 

IF shadow_stack_lock_cmpxchg8b(SSP, new_token_value, expected_token_value) != expected_token_value 
THEN #GP(0); Fl; 


IF oldSS.DPL != 3 
(* These stack pushes should not cause faults, VM exits, data breakpoints *) 
(* Such events will apply to the earlier accesses to the token, which is in the same 32-byte region *) 
ShadowStackPush8B(oldCS); (* Padded with 48 high-order bits of 0 *) 
ShadowStackPush8B(oldCSBASE + oldRIP); (* Padded with 32 high-order bits of O for 32 bit LIP*) 
ShadowStackPush8B(oldSSP); 
Fl; 
Fl; 
IF EndbranchEnabled (CPL) 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH; 
IA32_S_CET.SUPPRESS = 0 
Fl; 
IF IDT gate is interrupt gate 
THEN IF := O (* Interrupt flag set to O, interrupts disabled *); FI; 
TF := 0; 
VM := 0; 
RF := 0; 
NT := 0; 
END; 
INTERRUPT-FROM-VIRTUAL-8086-MODE: 
(* Identify stack-segment selector for privilege level O in current TSS *) 
IF current TSS is 32-bit 
THEN 
IF TSS limit < 9 
THEN #TS(error_code(current TSS selector,0,EXT)); Fl; 
(* idt operand to error_code is 0 because selector is used *) 
NewSS := 2 bytes loaded from (current TSS base + 8); 
NewESP := 4 bytes loaded from (current TSS base + 4); 
ELSE (* current TSS is 16-bit *) 
IF TSS limit < 5 
THEN #TS(error_code(current TSS selector,0,EXT)); Fl; 
(* idt operand to error_code is 0 because selector is used *) 
NewSS := 2 bytes loaded from (current TSS base + 4); 
NewESP := 2 bytes loaded from (current TSS base + 2); 
Fl; 
IF NewSS is NULL 
THEN #TS(EXT); Fl; (* Error code contains NULL selector *) 
IF NewSS index is not within its descriptor table limits 
or NewSS RPL 40 
THEN #TS(error_code(NewSS,0,EXT)); Fl; 
(* idt operand to error_code is O because selector is used *) 
Read new stack-segment descriptor for NewSS in GDT or LDT; 
IF new stack-segment DPL # 0 or stack segment does not indicate writable data segment 
THEN #TS(error_code(NewSS,0,EXT)); Fl; 
(* idt operand to error_code is 0 because selector is used *) 
IF new stack segment not present 
THEN #SS(error_code(NewSS,0,EXT)); Fl; 
(* idt operand to error_code is 0 because selector is used *) 
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NewSSP := IA32_PLi_SSP (* where i = new code-segment DPL *) 
IF IDT gate is 32-bit 
THEN 
IF new stack does not have room for 40 bytes (error code pushed) 
or 36 bytes (no error code pushed) 
THEN #SS(error_code(NewSS,0,EXT)); FI; 
(* idt operand to error_code is O because selector is used *) 
ELSE (* IDT gate is 16-bit) 
IF new stack does not have room for 20 bytes (error code pushed) 
or 18 bytes (no error code pushed) 
THEN #SS(error_code(NewSS,0,EXT)); FI; 
(* idt operand to error_code is O because selector is used *) 
Fl; 
IF instruction pointer from IDT gate is not within new code-segment limits 
THEN #GP(EXT); Fl; (* Error code contains NULL selector *) 
tempEFLAGS := EFLAGS; 
VM := 0; 
TF := 0; 
RF := 0; 
NT := 0; 
IF service through interrupt gate 
THEN IF = 0; FI; 
TempSS := SS; 
Temp€SP := ESP; 
SS := NewSS; 
ESP := NewESP; 
(* Following pushes are 16 bits for 16-bit IDT gates and 32 bits for 32-bit IDT gates; 
Segment selector pushes in 32-bit mode are padded to two words *) 
Push(GS); 
Push(FS); 
Push(DS); 
Push(ES); 
Push(TempSS); 
Push(Temp€SP); 
Push(Temp€Flags); 
Push(CS); 
Push(EIP); 
GS := 0; (* Segment registers made NULL, invalid for use in protected mode *) 


CS := Gate(CS); (* Segment descriptor information also loaded *) 
CS(RPL) := 0; 
CPL := 0; 
IF IDT gate is 32-bit 
THEN 
EIP := Gate(instruction pointer); 
ELSE (* IDT gate is 16-bit *) 
EIP := Gate(instruction pointer) AND OOOOFFFFH; 


Fl; 

IF ShadowStackEnabled(CPL) 
oldSSP := SSP 
SSP := NewSSP 


IF SSP & 0x07 != 0 
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THEN #GP(0); Fl; 
(* Token and CS:LIP:oldSSP pushed on shadow stack must be contained in a naturally aligned 32-byte region *) 
IF (SSP & ~Ox1F) != ((SSP - 24) & ~0x1F) 
#GP(0); Fl; 
IF ((IA32_EFER.LMA and CS.L) = 0 AND SSP[63:32] != 0) 
THEN #GP(0); Fl; 
expected_token_value = SSP (* busy bit - bit position O - must be clear *) 
new_token_value = SSP | BUSY_BIT (* Set the busy bit *) 
IF shadow_stack_lock_cmpxchg8b(SSP, new_token_value, expected_token_value) != expected_token_value 
THEN #GP(0); Fl; 
IF oldSS.DPL != 3 
(* These stack pushes should not cause faults, VM exits, or data breakpoints *) 
(* Such events will apply to the earlier accesses to the token, which is in the same 32-byte region *) 
ShadowStackPush8B(oldCS); (* Padded with 48 high-order bits of 0 *) 
ShadowStackPush8B(oldCSBASE + oldRIP); (* Padded with 32 high-order bits of O for 32 bit LIP*) 
ShadowStackPush8B(oldSSP); 
Fl; 
Fl; 
IF EndbranchEnabled (CPL) 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH; 
IA32_S_CET.SUPPRESS = 0 
Fl; 
(* Start execution of new routine in Protected Mode *) 
END; 


INTRA-PRIVILEGE-LEVEL-INTERRUPT: 
NewSSP = SSP; 
CHECK_SS_TOKEN = 0 
(* PE = 1, DPL = CPL or conforming segment *) 
IF IA32_EFER.LMA = 1 (* IA-32e mode *) 
IF IDT-descriptor IST #0 
THEN 
TSSstackAddress := (IDT-descriptor IST « 3) + 28; 
IF (TSSstackAddress + 7) > TSS limit 
THEN #TS(error_code(current TSS selector,0,EXT)); Fl; 
(* idt operand to error_code is 0 because selector is used *) 
NewRSP := 8 bytes loaded from (current TSS base + TSSstackAddress); 
ELSE NewRSP := RSP; 


Fl; 
IF ShadowStackEnabled(CPL) 
THEN 
NewSSPAddress = IA32_INTERRUPT_SSP_TABLE_ADDR + (IDT gate IST « 3) 
NewSSP := 8 bytes loaded from NewSSPAddress 
CHECK_SS_TOKEN = 1 
Fl; 
Fl; 
IF 32-bit gate (* implies IA32_EFER.LMA = 0 *) 
THEN 


IF current stack does not have room for 16 bytes (error code pushed) 
or 12 bytes (no error code pushed) 
THEN #SS(EXT); Fl; (* Error code contains NULL selector *) 
ELSE IF 16-bit gate (* implies IA32_EFER.LMA = 0 *) 
IF current stack does not have room for 8 bytes (error code pushed) 
or 6 bytes (no error code pushed) 
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THEN #SS(EXT); Fl; (* Error code contains NULL selector *) 
ELSE (* IA32_EFER.LMA = 1, 64-bit gate*) 
IF NewRSP contains a non-canonical address 
THEN #SS(EXT); (* Error code contains NULL selector *) 


FI; 
Fl; 
IF (IA32_EFER.LMA = 0) (* Not IA-32e mode *) 
THEN 
IF instruction pointer from IDT gate is not within new code-segment limit 
THEN #GP(EXT); Fl; (* Error code contains NULL selector *) 
ELSE 
IF instruction pointer from IDT gate contains a non-canonical address 
THEN #GP(EXT); Fl; (* Error code contains NULL selector *) 
RSP := NewRSP & FFFFFFFFFFFFFFFOH; 
Fl; 
IF IDT gate is 32-bit (* implies IA32_EFER.LMA = 0 *) 
THEN 
Push (EFLAGS); 
Push (far pointer to return instruction); (* 3 words padded to 4 *) 
CS:EIP := Gate(CS:EIP); (* Segment descriptor information also loaded *) 
Push (ErrorCode); (* If any *) 
ELSE 
IF IDT gate is 16-bit (* implies IA32_EFER.LMA = 0 *) 
THEN 
Push (FLAGS); 
Push (far pointer to return location); (* 2 words *) 
CS:IP := Gate(CS:IP); 
(* Segment descriptor information also loaded *) 
Push (ErrorCode); (* If any *) 
ELSE (* IA32_EFER.LMA = 1, 64-bit gate*) 
Push(far pointer to old stack); 
(* Old SS and SP, each an 8-byte push *) 
Push(RFLAGS); (* 8-byte push *) 
Push(far pointer to return instruction); 
(* Old CS and RIP, each an 8-byte push *) 
Push(ErrorCode); (* If needed, 8 bytes *) 
CS:RIP := GATE(CS:RIP); 
(* Segment descriptor information also loaded *) 
FI; 
Fl; 


CS(RPL) := CPL; 
IF ShadowStackEnabled(CPL) 
IF CHECK_SS_ TOKEN == 
THEN 
IF NewSSP & 0x07 != 0 
THEN #GP(0); FI; 
(* Token and CS:LIP:oldSSP pushed on shadow stack must be contained in a naturally aligned 32-byte region *) 
IF (NewSSP & ~0x1F) != ((NewSSP - 24) & ~0x1F) 
#GP(0); FI; 


IF ((IA32_EFER.LMA and CS.L) = 0 AND NewSSP[63:32] != 0) 

THEN #GP(0); FI; 
expected_token_value = NewSSP (* busy bit - bit position O - must be clear *) 
new_token_value = NewSSP | BUSY_BIT (* Set the busy bit *) 
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IF shadow_stack_lock_cmpxchg8b(NewSSP, new_token_value, expected_token_value) != expected_token_value 
THEN #GP(0); Fl; 
Fl; 
(* Align to next 8 byte boundary *) 
tempSSP = SSP; 
Shadow_stack_store 4 bytes of 0 to (NewSSP — 4) 
SSP = newSSP & OxFFFFFFFFFFFFFFF8H; 
(* These stack pushes should not cause faults, VM exits, or data breakpoints, if CHECK_SS_TOKEN is 1 *) 
(* Such events will apply to the earlier accesses to the token, which is in the same 32-byte region *) 
(* push cs:lip:ssp on shadow stack *) 
ShadowStackPush8B(oldCS); (* Padded with 48 high-order bits of 0 *) 
ShadowStackPush8B(oldCSBASE + oldRIP); (* Padded with 32 high-order bits of O for 32 bit LIP*) 
ShadowStackPush8B(tempSSP); 


Fl; 
IF EndbranchEnabled (CPL) 
IF CPL = 3 
THEN 
IA32_U_CET.TRACKER = WAIT_FOR_ENDBRANCH 
IA32_U_CET.SUPPRESS = 0 
ELSE 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH 
IA32_S_CET.SUPPRESS = 0 
Fl; 
Fl; 


IF IDT gate is interrupt gate 
THEN IF := 0; Fl; (* Interrupt flag set to 0; interrupts disabled *) 
TF := 0; 
NT := 0; 
VM := 0; 
RF := 0; 
END; 


Flags Affected 


The EFLAGS register is pushed onto the stack. The IF, TF, NT, AC, RF, and VM flags may be cleared, depending on 
the mode of operation of the processor when the INT instruction is executed (see the “Operation” section). If the 
interrupt uses a task gate, any flags may be set or cleared, controlled by the EFLAGS image in the new task’s TSS. 


Protected Mode Exceptions 


#GP(error_code) _ If the instruction pointer in the IDT or in the interrupt, trap, or task gate is beyond the code 
segment limits. 


If the segment selector in the interrupt, trap, or task gate is NULL. 


If an interrupt, trap, or task gate, code segment, or TSS segment selector index is outside its 
descriptor table limits. 


If the vector selects a descriptor outside the IDT limits. 
If an IDT descriptor is not an interrupt, trap, or task gate. 


If an interrupt is generated by the INT n, INT3, or INTO instruction and the DPL of an interrupt, 
trap, or task gate is less than the CPL. 


If the segment selector in an interrupt or trap gate does not point to a segment descriptor for 
a code segment. 


If the segment selector for a TSS has its local/global bit set for local. 
If a TSS segment descriptor specifies that the TSS is busy or not available. 
If SSP in IA32_PLi_SSP (where i is the new CPL) is not 8 byte aligned. 
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#SS(error_code) 


#NP(error_code) 
#TS(error_code) 


#PF(fault-code) 
#UD 
#AC(EXT) 


If the token and the stack frame to be pushed on shadow stack are not contained in a naturally 
aligned 32-byte region of the shadow stack. 


If “supervisor Shadow Stack” token on new shadow stack is marked busy. 


If destination mode is 32-bit or compatibility mode, but SSP address in “supervisor shadow 
stack” token is beyond 4GB. 


If SSP address in “supervisor shadow stack” token does not match SSP address in 
IA32_PLi_SSP (where i is the new CPL). 


If pushing the return address, flags, or error code onto the stack exceeds the bounds of the 
stack segment and no stack switch occurs. 


If the SS register is being loaded and the segment pointed to is marked not present. 


If pushing the return address, flags, error code, or stack segment pointer exceeds the bounds 
of the new stack segment when a stack switch occurs. 


If code segment, interrupt gate, trap gate, task gate, or TSS is not present. 


If the RPL of the stack segment selector in the TSS is not equal to the DPL of the code segment 
being accessed by the interrupt or trap gate. 


If DPL of the stack segment descriptor pointed to by the stack segment selector in the TSS is 
not equal to the DPL of the code segment descriptor for the interrupt or trap gate. 


If the stack segment selector in the TSS is NULL. 

If the stack segment for the TSS is not a writable data segment. 

If segment-selector index for stack segment is outside descriptor table limits. 

If a page fault occurs. 

If the LOCK prefix is used. 

If alignment checking is enabled, the gate DPL is 3, and a stack push is unaligned. 


Real-Address Mode Exceptions 


#GP 


#SS 


#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the interrupt vector number is outside the IDT limits. 
If stack limit violation on push. 


If pushing the return address, flags, or error code onto the stack exceeds the bounds of the 
stack segment. 


If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(error_code) 


#SS(error_code) 
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(For INT n, INTO, or BOUND instruction) If the IOPL is less than 3 or the DPL of the interrupt, 
trap, or task gate is not equal to 3. 


If the instruction pointer in the IDT or in the interrupt, trap, or task gate is beyond the code 
segment limits. 


If the segment selector in the interrupt, trap, or task gate is NULL. 


If a interrupt gate, trap gate, task gate, code segment, or TSS segment selector index is 
outside its descriptor table limits. 


If the vector selects a descriptor outside the IDT limits. 
If an IDT descriptor is not an interrupt, trap, or task gate. 


If an interrupt is generated by INT n, INT3, or INTO and the DPL of an interrupt, trap, or task 
gate is less than the CPL. 


If the segment selector in an interrupt or trap gate does not point to a segment descriptor for 
a code segment. 


If the segment selector for a TSS has its local/global bit set for local. 
If the SS register is being loaded and the segment pointed to is marked not present. 


If pushing the return address, flags, error code, stack segment pointer, or data segments 
exceeds the bounds of the stack segment. 
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#NP(error_code) If code segment, interrupt gate, trap gate, task gate, or TSS is not present. 


#TS(error_code) Ifthe RPL of the stack segment selector in the TSS is not equal to the DPL of the code segment 
being accessed by the interrupt or trap gate. 


If DPL of the stack segment descriptor for the TSS’s stack segment is not equal to the DPL of 
the code segment descriptor for the interrupt or trap gate. 


If the stack segment selector in the TSS is NULL. 

If the stack segment for the TSS is not a writable data segment. 

If segment-selector index for stack segment is outside descriptor table limits. 
#PF(fault-code) If a page fault occurs. 


#OF If the INTO instruction is executed and the OF flag is set. 
#UD If the LOCK prefix is used. 
#AC(EXT) If alignment checking is enabled, the gate DPL is 3, and a stack push is unaligned. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#GP(error_code) _ If the instruction pointer in the 64-bit interrupt gate or trap gate is non-canonical. 
If the segment selector in the 64-bit interrupt or trap gate is NULL. 
If the vector selects a descriptor outside the IDT limits. 
If the vector points to a gate which is in non-canonical space. 
If the vector points to a descriptor which is not a 64-bit interrupt gate or a 64-bit trap gate. 
If the descriptor pointed to by the gate selector is outside the descriptor table limit. 
If the descriptor pointed to by the gate selector is in non-canonical space. 
If the descriptor pointed to by the gate selector is not a code segment. 


If the descriptor pointed to by the gate selector doesn’t have the L-bit set, or has both the L- 
bit and D-bit set. 


If the descriptor pointed to by the gate selector has DPL > CPL. 
If SSP in IA32_PLi_SSP (where i is the new CPL) is not 8 byte aligned. 


If the token and the stack frame to be pushed on shadow stack are not contained in a naturally 
aligned 32-byte region of the shadow stack. 


If “supervisor shadow stack” token on new shadow stack is marked busy. 


If destination mode is 32-bit or compatibility mode, but SSP address in “supervisor shadow 
stack” token is beyond 4GB. 


If SSP address in “supervisor shadow stack” token does not match SSP address in 
IA32_PLi_SSP (where i is the new CPL). 


#SS(error_code) If a push of the old EFLAGS, CS selector, EIP, or error code is in non-canonical space with no 
stack switch. 


If a push of the old SS selector, ESP, EFLAGS, CS selector, EIP, or error code is in non-canonical 
space on a stack switch (either CPL change or no-CPL with IST). 


#NP(error_code) If the 64-bit interrupt-gate, 64-bit trap-gate, or code segment is not present. 

#TS(error_code) If an attempt to load RSP from the TSS causes an access to non-canonical space. 
If the RSP from the TSS is outside descriptor table limits. 

#PF(fault-code) If a page fault occurs. 

#UD If the LOCK prefix is used. 

#AC(EXT) If alignment checking is enabled, the gate DPL is 3, and a stack push is unaligned. 
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INVD—Invalidate Internal Caches 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 08 INVD ZO | Valid Valid Flush internal caches; initiate flushing of 
external caches. 


NOTES: 
* See the IA-32 Architecture Compatibility section below. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Invalidates (flushes) the processor's internal caches and issues a special-function bus cycle that directs external 
caches to also flush themselves. Data held in internal caches is not written back to main memory. 


After executing this instruction, the processor does not wait for the external caches to complete their flushing oper- 
ation before proceeding with instruction execution. It is the responsibility of hardware to respond to the cache flush 
signal. 


The INVD instruction is a privileged instruction. When the processor is running in protected mode, the CPL of a 
program or procedure must be 0 to execute this instruction. 


The INVD instruction may be used when the cache is used as temporary memory and the cache contents need to 
be invalidated rather than written back to memory. When the cache is used as temporary memory, no external 
device should be actively writing data to main memory. 


Use this instruction with care. Data cached internally and not written back to main memory will be lost. Note that 
any data from an external device to main memory (for example, via a PCIWrite) can be temporarily stored in the 
caches; these data can be lost when an INVD instruction is executed. Unless there is a specific requirement or 
benefit to flushing caches without writing back modified cache lines (for example, temporary memory, testing, or 
fault recovery where cache coherency with main memory is not a concern), software should instead use the 
WBINVD instruction. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


IA-32 Architecture Compatibility 


The INVD instruction is implementation dependent; it may be implemented differently on different families of Intel 
64 or IA-32 processors. This instruction is not supported on IA-32 processors earlier than the Intel486 processor. 


Operation 


Flush(InternalCaches); 
SignalFlush(ExternalCaches); 
Continue (* Continue execution *) 


Flags Affected 
None 


Protected Mode Exceptions 


#GP(0) If the current privilege level is not 0. 
If the processor reserved memory protections are activated. 
#UD If the LOCK prefix is used. 
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Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#GP(0) The INVD instruction cannot be executed in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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INVLPG—Invalidate TLB Entries 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
OF 01/7 INVLPG m M Valid Valid Invalidate TLB entries for page containing m. 
NOTES: 


* See the IA-32 Architecture Compatibility section below. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Invalidates any translation lookaside buffer (TLB) entries specified with the source operand. The source operand is 
a memory address. The processor determines the page that contains that address and flushes all TLB entries for 
that page.! 

The INVLPG instruction is a privileged instruction. When the processor is running in protected mode, the CPL must 
be 0 to execute this instruction. 


The INVLPG instruction normally flushes TLB entries only for the specified page; however, in some cases, it may 
flush more entries, even the entire TLB. The instruction invalidates TLB entries associated with the current PCID 
and may or may not do so for TLB entries associated with other PCIDs. (If PCIDs are disabled — CR4.PCIDE = 0 — 
the current PCID is OOOH.) The instruction also invalidates any global TLB entries for the specified page, regardless 
of PCID. 


For more details on operations that flush the TLB, see “MOV—Move to/from Control Registers” in the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 2B and Section 4.10.4.1, “Operations that Invalidate 
TLBs and Paging-Structure Caches,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3A. 


This instruction’s operation is the same in all non-64-bit modes. It also operates the same in 64-bit mode, except 
if the memory address is in non-canonical form. In this case, INVLPG is the same as a NOP. 


IA-32 Architecture Compatibility 


The INVLPG instruction is implementation dependent, and its function may be implemented differently on different 
families of Intel 64 or IA-32 processors. This instruction is not supported on IA-32 processors earlier than the 
Intel486 processor. 


Operation 


Invalidate(RelevantTLBEntries); 
Continue; (* Continue execution *) 


Flags Affected 
None. 


Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0. 
#UD Operand is a register. 

If the LOCK prefix is used. 


1. If the paging structures map the linear address using a page larger than 4 KBytes and there are multiple TLB entries for that page 
(see Section 4.10.2.3, “Details of TLB Use,” in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A), the 
instruction invalidates all of them. 
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Real-Address Mode Exceptions 
#UD Operand is a register. 
If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#GP(0) The INVLPG instruction cannot be executed at the virtual-8086 mode. 


64-Bit Mode Exceptions 
#GP(0) If the current privilege level is not 0. 
#UD Operand is a register. 

If the LOCK prefix is used. 
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INVPCID—Invalidate Process-Context Identifier 


Opcode/Instruction Op/ |64/32- | CPUID Description 
En bit Feature 
Mode Flag 

66 OF 38 82 /r RM |NE/V INVPCID — | Invalidates entries in the TLBs and paging-structure 
INVPCID r32, m128 caches based on invalidation type in r32 and descrip- 

tor inm128. 
66 OF 38 82 /r RM |V/NE INVPCID — | Invalidates entries in the TLBs and paging-structure 
INVPCID r64, m128 caches based on invalidation type in r64 and descrip- 

tor inm128. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r) ModRM:r/m (r) NA NA 
Description 


Invalidates mappings in the translation lookaside buffers (TLBs) and paging-structure caches based on process- 
context identifier (PCID). (See Section 4.10, “Caching Translation Information,” in Intel 64 and IA-32 Architecture 
Software Developer’s Manual, Volume 3A.) Invalidation is based on the INVPCID type specified in the register 
operand and the INVPCID descriptor specified in the memory operand. 


Outside 64-bit mode, the register operand is always 32 bits, regardless of the value of CS.D. In 64-bit mode the 


register operand has 64 bits. 


There are four INVPCID types currently defined: 


* Individual-address invalidation: If the INVPCID type is 0, the logical processor invalidates mappings—except 
global translations—for the linear address and PCID specified in the INVPCID descriptor.! In some cases, the 
instruction may invalidate global translations or mappings for other linear addresses (or other PCIDs) as well. 


¢ Single-context invalidation: If the INVPCID type is 1, the logical processor invalidates all mappings—except 
global translations—associated with the PCID specified in the INVPCID descriptor. In some cases, the 
instruction may invalidate global translations or mappings for other PCIDs as well. 


¢ = All-context invalidation, including global translations: If the INVPCID type is 2, the logical processor invalidates 
all mappings—including global translations—associated with any PCID. 


e =All-context invalidation: If the INVPCID type is 3, the logical processor invalidates all mappings—except global 
translations—associated with any PCID. In some case, the instruction may invalidate global translations as well. 


The INVPCID descriptor comprises 128 bits and consists of a PCID and a linear address as shown in Figure 3-24. 
For INVPCID type 0, the processor uses the full 64 bits of the linear address even outside 64-bit mode; the linear 
address is not used for other INVPCID types. 


127 


6463 


Linear Address Reserved (must be zero) |PCID 


1211 O 


Figure 3-24. INVPCID Descriptor 


1. If the paging structures map the linear address using a page larger than 4 KBytes and there are multiple TLB entries for that page 
(see Section 4.10.2.3, “Details of TLB Use,” in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A), the 


instruction invalidates all of them. 
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If CR4.PCIDE = 0, a logical processor does not cache information for any PCID other than OOOH. In this case, 
executions with INVPCID types 0 and 1 are allowed only if the PCID specified in the INVPCID descriptor is O00H; 
executions with INVPCID types 2 and 3 invalidate mappings only for PCID OOOH. Note that CR4.PCIDE must be 0 
outside IA-32e mode (see Chapter 4.10.1, “Process-Context Identifiers (PCIDs),” of the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 3A). 


Operation 


INVPCID_TYPE := value of register operand; // must be in the range of 0-3 
INVPCID_DESC := value of memory operand; 
CASE INVPCID_TYPE OF 
0: // individual-address invalidation 
PCID := INVPCID_DESC[1 1:0]; 
L_ADDR := INVPCID_DESC[1 27:64]; 
Invalidate mappings for L_ADDR associated with PCID except global translations; 
BREAK; 
1: // single PCID invalidation 
PCID := INVPCID_DESC[1 1:0]; 
Invalidate all mappings associated with PCID except global translations; 


BREAK; 

2: // all PCID invalidation including global translations 
Invalidate all mappings for all PCIDs, including global translations; 
BREAK; 

3: // all PCID invalidation retaining global translations 
Invalidate all mappings for all PCIDs except global translations; 
BREAK; 


ESAC; 


Intel C/C++ Compiler Intrinsic Equivalent 


INVPCID: void _invpcid(unsigned __int32 type, void * descriptor); 


SIMD Floating-Point Exceptions 
None 


Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0. 
If the memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains an unusable segment. 
If the source operand is located in an execute-only code segment. 
If an invalid type is specified in the register operand, i.e., INVPCID_TYPE > 3. 
If bits 63:12 of INVPCID_DESC are not all zero. 
If INVPCID_TYPE is either 0 or 1 and INVPCID_DESC[11:0] is not zero. 
If INVPCID_TYPE is 0 and the linear address in INVPCID_DESC[127:64] is not canonical. 
#PF(fault-code) If a page fault occurs in accessing the memory operand. 


#SS(0) If the memory operand effective address is outside the SS segment limit. 
If the SS register contains an unusable segment. 
#UD If if CPUID.(EAX=07H, ECX=0H):EBX.INVPCID (bit 10) = 0. 


If the LOCK prefix is used. 
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Real-Address Mode Exceptions 


#GP 


#UD 


If an invalid type is specified in the register operand, i.e., INVPCID_TYPE > 3. 

If bits 63:12 of INVPCID_DESC are not all zero. 

If INVPCID_TYPE is either 0 or 1 and INVPCID_DESC[11:0] is not zero. 

If INVPCID_TYPE is 0 and the linear address in INVPCID_DESC[127:64] is not canonical. 
If CPUID.(EAX=07H, ECX=0H):EBX.INVPCID (bit 10) = 0. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) 


The INVPCID instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) 


#PF(fault-code) 
#SS(0) 


#UD 
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If the current privilege level is not 0. 


If the memory operand is in the CS, DS, ES, FS, or GS segments and the memory address is 
in a non-canonical form. 


If an invalid type is specified in the register operand, i.e., INVPCID_TYPE > 3. 

If bits 63:12 of INVPCID_DESC are not all zero. 

If CR4.PCIDE=0, INVPCID_TYPE is either 0 or 1, and INVPCID_DESC[11:0] is not zero. 
If INVPCID_TYPE is 0 and the linear address in INVPCID_DESC[127:64] is not canonical. 
If a page fault occurs in accessing the memory operand. 


If the memory destination operand is in the SS segment and the memory address is in a non- 
canonical form. 


If the LOCK prefix is used. 
If CPUID.(EAX=07H, ECX=0H):EBX.INVPCID (bit 10) = 0. 
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IRET/IRETD/IRETQ—Interrupt Return 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
CF IRET ZO | Valid Valid Interrupt return (16-bit operand size). 
CF IRETD ZO ‘| Valid Valid Interrupt return (32-bit operand size). 
REX.W + CF IRETQ ZO ‘| Valid N.E. Interrupt return (64-bit operand size). 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Returns program control from an exception or interrupt handler to a program or procedure that was interrupted by 
an exception, an external interrupt, or a software-generated interrupt. These instructions are also used to perform 
a return from a nested task. (A nested task is created when a CALL instruction is used to initiate a task switch or 
when an interrupt or exception causes a task switch to an interrupt or exception handler.) See the section titled 
“Task Linking” in Chapter 7 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


IRET and IRETD are mnemonics for the same opcode. The IRETD mnemonic (interrupt return double) is intended 
for use when returning from an interrupt when using the 32-bit operand size; however, most assemblers use the 
IRET mnemonic interchangeably for both operand sizes. 


In Real-Address Mode, the IRET instruction performs a far return to the interrupted program or procedure. During 
this operation, the processor pops the return instruction pointer, return code segment selector, and EFLAGS image 
from the stack to the EIP, CS, and EFLAGS registers, respectively, and then resumes execution of the interrupted 
program or procedure. 


In Protected Mode, the action of the IRET instruction depends on the settings of the NT (nested task) and VM flags 
in the EFLAGS register and the VM flag in the EFLAGS image stored on the current stack. Depending on the setting 
of these flags, the processor performs the following types of interrupt returns: 


¢ Return from virtual-8086 mode. 

¢ Return to virtual-8086 mode. 

¢ Intra-privilege level return. 

¢ Inter-privilege level return. 

¢ Return from nested task (task switch). 


If the NT flag (EFLAGS register) is cleared, the IRET instruction performs a far return from the interrupt procedure, 
without a task switch. The code segment being returned to must be equally or less privileged than the interrupt 
handler routine (as indicated by the RPL field of the code segment selector popped from the stack). 


As with a real-address mode interrupt return, the IRET instruction pops the return instruction pointer, return code 
segment selector, and EFLAGS image from the stack to the EIP, CS, and EFLAGS registers, respectively, and then 
resumes execution of the interrupted program or procedure. If the return is to another privilege level, the IRET 
instruction also pops the stack pointer and SS from the stack, before resuming program execution. If the return is 
to virtual-8086 mode, the processor also pops the data segment registers from the stack. 


If the NT flag is set, the IRET instruction performs a task switch (return) from a nested task (a task called with a 
CALL instruction, an interrupt, or an exception) back to the calling or interrupted task. The updated state of the 
task executing the IRET instruction is saved in its TSS. If the task is re-entered later, the code that follows the IRET 
instruction is executed. 


If the NT flag is set and the processor is in IA-32e mode, the IRET instruction causes a general protection excep- 
tion. 


If nonmaskable interrupts (NMIs) are blocked (see Section 6.7.1, “Handling Multiple NMIs” in the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 3A), execution of the IRET instruction unblocks NMIs. 
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This unblocking occurs even if the instruction causes a fault. In such a case, NMIs are unmasked before the excep- 


tion handler is invoked. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.W prefix promotes operation to 64 
bits (IRETQ). See the summary chart at the beginning of this section for encoding data and limits. 


Refer to Chapter 6, “Procedure Calls, Interrupts, and Exceptions” and Chapter 18, “Control-Flow Enforcement Tech- 
nology (CET)” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for CET details. 


Instruction ordering. IRET is a serializing instruction. See Section 8.3 of the Inte/® 64 and IA-32 Architectures Soft- 


ware Developer’s Manual, Volume 3A. 


See “Changes to Instruction Behavior in VMX Non-Root Operation” in Chapter 24 of the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 3C, for more information about the behavior of this instruction in 


VMX non-root operation. 


Operation 


IF PE=0 
THEN GOTO REAL-ADDRESS-MODE; 
ELSIF (IA32_EFER.LMA = 0) 
THEN 
IF (EFLAGS.VM = 1) 
THEN GOTO RETURN-FROM-VIRTUAL-8086-MODE; 
ELSE GOTO PROTECTED-MODE; 
Fl; 
ELSE GOTO IA-32e-MODE; 
Fl; 


REAL-ADDRESS-MODE; 
IF OperandSize = 32 
THEN 
EIP := Pop(); 
CS := Pop(); (* 32-bit pop, high-order 16 bits discarded *) 
tempEFLAGS := Pop(); 
EFLAGS := (tempEFLAGS AND 257FD5H) OR (EFLAGS AND 1A0000H); 
ELSE (* OperandSize = 16 *) 
EIP := Pop(); (* 16-bit pop; clear upper 16 bits *) 
CS := Pop(); (* 16-bit pop *) 
EFLAGS[15:0] := Pop(); 
Fl; 
END; 


RETURN-FROM-VIRTUAL-8086-MODE: 


(* Processor is in virtual-8086 mode when IRET is executed and stays in virtual-8086 mode *) 


IF IOPL = 3 (* Virtual mode: PE= 1, VM= 1, lOPL = 3 *) 
THEN IF OperandSize = 32 

THEN 
EIP := Pop(); 
CS := Pop(); (* 32-bit pop, high-order 16 bits discarded *) 
EFLAGS := Pop(); 
(* VM, lIOPL,VIP and VIF EFLAG bits not modified by pop *) 
IF EIP not within CS limit 

THEN #GP(0); FI; 

ELSE (* OperandSize = 16 *) 
EIP := Pop(); (* 16-bit pop; clear upper 16 bits *) 
CS := Pop(); (* 16-bit pop *) 
EFLAGS[15:0] := Pop(); (* IOPL in EFLAGS not modified by pop *) 
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IF EIP not within CS limit 
THEN #GP(0); Fl; 
Fl; 
ELSE 
#GP(0); (* Trap to virtual-8086 monitor: PE = 1, VM = 1, IOPL < 3 *) 
Fl; 
END; 


PROTECTED-MODE: 
IF NT=1 
THEN GOTO TASK-RETURN; (* PE = 1, VM=0, NT = 1 *) 
Fl; 
IF OperandSize = 32 
THEN 
EIP := Pop(); 
CS := Pop(); (* 32-bit pop, high-order 16 bits discarded *) 
tempEFLAGS := Pop(); 
ELSE (* OperandSize = 16 *) 
EIP := Pop(); (* 16-bit pop; clear upper bits *) 
CS := Pop(); (* 16-bit pop *) 
tempEFLAGS := Pop(); (* 16-bit pop; clear upper bits *) 
Fl; 
IF tempEFLAGS(VM) = 1 and CPL=0 
THEN GOTO RETURN-TO-VIRTUAL-8086-MODE; 
ELSE GOTO PROTECTED-MODE-RETURN; 
Fl; 


TASK-RETURN: (* PE= 1, VM = 0, NT = 1 *) 
SWITCH-TASKS (without nesting) to TSS specified in link field of current TSS; 
Mark the task just abandoned as NOT BUSY; 
IF EIP is not within CS limit 
THEN #GP(0); Fl; 
END; 


RETURN-TO-VIRTUAL-8086-MODE: 

(* Interrupted procedure was in virtual-8086 mode: PE = 1, CPL=0, VM = 1 in flag image *) 
(* If shadow stack or indirect branch tracking at CPL3 then #GP(0) *) 
IF CR4.CET AND (IA32_U_CET.ENDBR_EN OR IA32_U_CET.SHSTK_EN) 

THEN #GP(0); Fl; 
shadowStackEnabled = ShadowStackEnabled(CPL) 
IF EIP not within CS limit 

THEN #GP(0); Fl; 
EFLAGS := tempEFLAGS; 
ESP := Pop(); 
SS := Pop(); (* Pop 2 words; throw away high-order word *) 
ES := Pop(); (* Pop 2 words; throw away high-order word *) 
DS := Pop(); (* Pop 2 words; throw away high-order word *) 
FS := Pop(); (* Pop 2 words; throw away high-order word *) 
GS := Pop(); (* Pop 2 words; throw away high-order word *) 
IF shadowStackEnabled 

(* check if 8 byte aligned *) 

IF SSP AND 0x7 != 0 

THEN #CP(FAR-RET/IRET); Fl; 

Fl; 
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CPL := 3; 

(* Resume execution in Virtual-8086 mode *) 

tempOldSSP = SSP; 

(* Now past all faulting points; safe to free the token. The token free is done using the old SSP 
* and using a supervisor override as old CPL was a supervisor privilege level *) 


IF shadowStackEnabled 
expected_token_value = tempOldSSP | BUSY_BIT —(* busy bit - bit position O - must be set *) 
new_token_value = tempOldSSP (* clear the busy bit *) 
shadow_stack_lock_cmpxchg8b(tempOldSSP, new_token_value, expected_token_value) 
Fl; 
END; 


PROTECTED-MODE-RETURN: (* PE = 1 *) 
IF CS(RPL) > CPL 
THEN GOTO RETURN-TO-OUTER-PRIVILEGE-LEVEL; 
ELSE GOTO RETURN-TO-SAME-PRIVILEGE-LEVEL, Fl; 
END; 


RETURN-TO-OUTER-PRIVILEGE-LEVEL: 
IF OperandSize = 32 
THEN 
temp€SP := Pop(); 
tempSS := Pop(); (* 32-bit pop, high-order 16 bits discarded *) 
ELSE IF OperandSize = 16 
THEN 
temp€SP := Pop(); (* 16-bit pop; clear upper bits *) 
tempSS := Pop(); (* 16-bit pop *) 
ELSE (* OperandSize = 64 *) 
tempRSP := Pop(); 
tempSS := Pop(); (* 64-bit pop, high-order 48 bits discarded *) 


Fl; 
IF new mode # 64-Bit Mode 
THEN 
IF EIP is not within CS limit 
THEN #GP(0); FI; 
ELSE (* new mode = 64-bit mode *) 
IF RIP is non-canonical 
THEN #GP(0); Fl; 
Fl; 


EFLAGS (CF, PF, AF, ZF, SF, TF, DF, OF, NT) := tempEFLAGS; 
IF OperandSize = 32 or OperandSize = 64 
THEN EFLAGS(RF, AC, ID) := tempEFLAGS; FI; 
IF CPL < IOPL 
THEN EFLAGS(IF) := tempEFLAGS; Fl; 
IF CPL= 0 
THEN 
EFLAGS(IOPL) := tempEFLAGS; 
IF OperandSize = 32 or OperandSize = 64 
THEN EFLAGS(VIF, VIP) := tempEFLAGS; Fl; 
Fl; 
IF ShadowStackEnabled(CPL) 
(* check if 8 byte aligned *) 
IF SSP AND 0x7 != 0 


3-528 Vol. 2A IRET/IRETD/IRETQ—Interrupt Return 


INSTRUCTION SET REFERENCE, A-L 


THEN #CP(FAR-RET/IRET); Fl; 
IF CS(RPL) != 3 
THEN 
tempSsCS = shadow_stack_load 8 bytes from SSP+16; 
tempSsLIP = shadow_stack_load 8 bytes from SSP+8; 
tempSSP = shadow_stack_load 8 bytes from SSP; 
SSP = SSP + 24; 
(* Do 64 bit compare to detect bits beyond 15 being set *) 
tempCS = CS; (* zero padded to 64 bit *) 
IF tempCs != tempSsCS 
THEN #CP(FAR-RET/IRET); FI; 
(* Do 64 bit compare; pad CSBASE+RIP with O for 32 bit LIP *) 
IF CSBASE + RIP != tempSsEIP 
THEN #CP(FAR-RET/IRET); FI; 
(* check if 4 byte aligned *) 
IF tempSSP AND 0x3 != 0 
THEN #CP(FAR-RET/IRET); FI; 
Fl; 
Fl; 
tempOldCPL = CPL; 
CPL := CS(RPL); 
IF OperandSize = 64 
THEN 
RSP := tempRSP; 
SS := tempSS; 
ELSE 
ESP := tempESP; 
SS := tempSS; 
Fl; 
IF new mode != 64-Bit Mode 
THEN 
IF EIP is not within CS limit 
THEN #GP(0); Fl; 
ELSE (* new mode = 64-bit mode *) 
IF RIP is non-canonical 
THEN #GP(0); Fl; 
Fl; 
tempOldSSP = SSP; 
IF ShadowStackEnabled(CPL) 
IF CPL = 3 
THEN tempSSP := [A32_PL3_SSP; Fl; 
IF ((IA32_EFER.LMA AND CS.L) = 0 AND tempSSP[63:32] != 0) OR 
((IA32_EFER.LMA AND CS.L) = 1 AND tempSSP is not canonical relative to the current paging mode) 
THEN #GP(0); Fl; 
SSP := tempSSP 
Fl; 
(* Now past all faulting points; safe to free the token. The token free is done using the old SSP 
* and using a supervisor override as old CPL was a supervisor privilege level *) 
IF ShadowStackEnabled(tempOldCPL) 
expected_token_value = tempOldSSP | BUSY_BIT (* busy bit - bit position O - must be set *) 
new_token_value = tempOldSSP (* clear the busy bit *) 
shadow_stack_lock_cmpxchg8b(tempOldSSP, new_token_value, expected_token_value) 
Fl; 
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FOR each SegReg in (ES, FS, GS, and DS) 

DO 
tempDesc := descriptor cache for SegReg (* hidden part of segment register *) 
IF (SegmentSelector == NULL) OR (tempDesc(DPL) < CPL AND tempDesc(Type) is (data or non-conforming code))) 

THEN (* Segment register invalid *) 
SegmentSelector := 0; (*Segment selector becomes null*) 

FI; 

OD; 

END; 


RETURN-TO-SAME-PRIVILEGE-LEVEL: (* PE = 1, RPL = CPL *) 
IF new mode # 64-Bit Mode 
THEN 
IF EIP is not within CS limit 
THEN #GP(0); FI; 
ELSE (* new mode = 64-bit mode *) 
IF RIP is non-canonical 
THEN #GP(0); FI; 
Fl; 
EFLAGS (CF, PF, AF, ZF, SF, TF, DF, OF, NT) := tempEFLAGS; 
IF OperandSize = 32 or OperandSize = 64 
THEN EFLAGS(RF, AC, ID) := tempEFLAGS; Fl; 
IF CPL < IOPL 
THEN EFLAGS(IF) := tempEFLAGS; Fl; 
IF CPL = 0 
THEN 
EFLAGS(IOPL) := tempEFLAGS; 
IF OperandSize = 32 or OperandSize = 64 
THEN EFLAGS(VIF, VIP) := tempEFLAGS; Fl; 
Fl; 
IF ShadowStackEnabled(CPL) 
IF SSP AND 0x7 != 0 (* check if aligned to 8 bytes *) 
THEN #CP(FAR-RET/IRET); FI; 
tempSsCS = shadow_stack_load 8 bytes from SSP+16; 
tempSsLIP = shadow_stack_load 8 bytes from SSP+8; 
tempSSP = shadow_stack_load 8 bytes from SSP; 
SSP = SSP + 24; 
tempCS = CS; (* zero padded to 64 bit *) 
IF tempCS != tempSsCS (* 64 bit compare; CS zero padded to 64 bits *) 
THEN #CP(FAR-RET/IRET); FI; 
IF CSBASE + RIP != tempSsLIP (* 64 bit compare; CSBASE+RIP zero padded to 64 bit for 32 bit LIP *) 
THEN #CP(FAR-RET/IRET); FI; 
IF tempSSP AND 0x3 != 0 (* check if aligned to 4 bytes *) 
THEN #CP(FAR-RET/IRET); Fl; 
IF ((IA32_EFER.LMA AND CS.L) = 0 AND tempSSP[63:32] != 0) OR 
((IA32_EFER.LMA AND CS.L) = 1 AND tempSSP is not canonical relative to the current paging mode) 
THEN #GP(0); FI; 
Fl; 
IF ShadowStackEnabled(CPL) 
IF IA32_EFER.LMA = 1 
(* In IA-32e-mode the IRET may be switching stacks if the interrupt/exception was delivered 
through an IDT with a non-zero IST *) 
(* In IA-32e mode for same CPL IRET there is always a stack switch. The below check verifies if the 
stack switch was to self stack and if so, do not try to free the token on this shadow stack. If the 
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tempSSP was not to same stack then there was a stack switch so do attempt to free the token *) 
IF tempSSP != SSP 
THEN 
expected_token_value = SSP | BUSY_BIT (* busy bit - bit position O - must be set *) 
new_token_value = SSP (* clear the busy bit *) 
shadow_stack_lock_cmpxchg8b(SSP, new_token_value, expected_token_value) 
Fl; 
Fl; 
SSP := tempSSP 
Fl; 
END; 


IA-32e-MODE: 
IF NT =1 
THEN #GP(0); 
ELSE IF OperandSize = 32 
THEN 
EIP := Pop(); 
CS := Pop(); 
tempEFLAGS := Pop(); 
ELSE IF OperandSize = 16 
THEN 
EIP := Pop(); (* 16-bit pop; clear upper bits *) 
CS := Pop(); (* 16-bit pop *) 
tempEFLAGS := Pop(); (* 16-bit pop; clear upper bits *) 
Fl; 
ELSE (* OperandSize = 64 *) 
THEN 
RIP := Pop(); 
CS := Pop(); (* 64-bit pop, high-order 48 bits discarded *) 
tempRFLAGS := Pop(); 
Fl; 
IF CS.RPL > CPL 
THEN GOTO RETURN-TO-OUTER-PRIVILEGE-LEVEL; 
ELSE 
IF instruction began in 64-Bit Mode 
THEN 
IF OperandSize = 32 
THEN 
ESP := Pop(); 
SS := Pop(); (* 32-bit pop, high-order 16 bits discarded *) 
ELSE IF OperandSize = 16 
THEN 
ESP := Pop(); (* 16-bit pop; clear upper bits *) 
SS := Pop(); (* 16-bit pop *) 
ELSE (* OperandSize = 64 *) 
RSP := Pop(); 
SS := Pop(); (* 64-bit pop, high-order 48 bits discarded *) 
Fl; 
Fl; 
GOTO RETURN-TO-SAME-PRIVILEGE-LEVEL; Fl; 
END; 


IRET/RETD/IRETQ—Interrupt Return Vol.2A 3-531 


INSTRUCTION SET REFERENCE, A-L 


Flags Affected 


All the flags and fields in the EFLAGS register are potentially modified, depending on the mode of operation of the 
processor. If performing a return from a nested task to a previous task, the EFLAGS register will be modified 
according to the EFLAGS image stored in the previous task’s TSS. 


Protected Mode Exceptions 


#GP(0) If the return code or stack segment selector is NULL. 
If the return instruction pointer is not within the return code segment limit. 
#GP(selector) If a segment selector index is outside its descriptor table limits. 


If the return code segment selector RPL is less than the CPL. 


If the DPL of a conforming-code segment is greater than the return code segment selector 
RPL. 


If the DPL for a nonconforming-code segment is not equal to the RPL of the code segment 
selector. 


If the stack segment descriptor DPL is not equal to the RPL of the return code segment 
selector. 


If the stack segment is not a writable data segment. 

If the stack segment selector RPL is not equal to the RPL of the return code segment selector. 
If the segment descriptor for a code segment does not indicate it is a code segment. 

If the segment selector for a TSS has its local/global bit set for local. 

If a TSS segment descriptor specifies that the TSS is not busy. 

If a TSS segment descriptor specifies that the TSS is not available. 


#SS(0) If the top bytes of stack are not within stack limits. 
If the return stack segment is not present. 

#NP (selector) If the return code segment is not present. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If an unaligned memory reference occurs when the CPL is 3 and alignment checking is 
enabled. 

#UD If the LOCK prefix is used. 


#CP (Far-RET/IRET) If the previous SSP from shadow stack (when returning to CPL <3) or from IA32_PL3_SSP 
(returning to CPL 3) is not 4 byte aligned. 


If returning to 32-bit or compatibility mode and the previous SSP from shadow stack (when 
returning to CPL <3) or from IA32_PL3_SSP (returning to CPL 3) is beyond 4GB. 


If return instruction pointer from stack and shadow stack do not match. 


Real-Address Mode Exceptions 
#GP If the return instruction pointer is not within the return code segment limit. 
#SS If the top bytes of stack are not within stack limits. 


Virtual-8086 Mode Exceptions 

#GP(0) If the return instruction pointer is not within the return code segment limit. 
IF IOPL not equal to 3. 

#PF(fault-code) If a page fault occurs. 


#SS(0) If the top bytes of stack are not within stack limits. 
#AC(0) If an unaligned memory reference occurs and alignment checking is enabled. 
#UD If the LOCK prefix is used. 
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Compatibility Mode Exceptions 
#GP(0) If EFLAGS.NT[bit 14] = 1. 
Other exceptions same as in Protected Mode. 


64-Bit Mode Exceptions 
#GP(0) If EFLAGS.NT[bit 14] = 1. 
If the return code segment selector is NULL. 
If the stack segment selector is NULL going back to compatibility mode. 
If the stack segment selector is NULL going back to CPL3 64-bit mode. 
If a NULL stack segment selector RPL is not equal to CPL going back to non-CPL3 64-bit mode. 
If the return instruction pointer is not within the return code segment limit. 
If the return instruction pointer is non-canonical. 
#GP(Selector) If a segment selector index is outside its descriptor table limits. 
If a segment descriptor memory address is non-canonical. 
If the segment descriptor for a code segment does not indicate it is a code segment. 
If the proposed new code segment descriptor has both the D-bit and L-bit set. 


If the DPL for a nonconforming-code segment is not equal to the RPL of the code segment 
selector. 


If CPL is greater than the RPL of the code segment selector. 


If the DPL of a conforming-code segment is greater than the return code segment selector 
RPL. 


If the stack segment is not a writable data segment. 


If the stack segment descriptor DPL is not equal to the RPL of the return code segment 
selector. 


If the stack segment selector RPL is not equal to the RPL of the return code segment selector. 
#SS(0) If an attempt to pop a value off the stack violates the SS limit. 

If an attempt to pop a value off the stack causes a non-canonical address to be referenced. 

If the return stack segment is not present. 


#NP (selector) If the return code segment is not present. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If an unaligned memory reference occurs when the CPL is 3 and alignment checking is 
enabled. 

#UD If the LOCK prefix is used. 


#CP (Far-RET/IRET) If the previous SSP from shadow stack (when returning to CPL <3) or from IA32_PL3_SSP 
(returning to CPL 3) is not 4 byte aligned. 


If returning to 32-bit or compatibility mode and the previous SSP from shadow stack (when 
returning to CPL <3) or from IA32_PL3_SSP (returning to CPL 3) is beyond 4GB. 


If return instruction pointer from stack and shadow stack do not match. 
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Jcc—Jump if Condition Is Met 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
77 cb JA relg D Valid Valid Jump short if above (CF=0 and ZF=0). 
73 cb JAE rel8 D Valid Valid Jump short if above or equal (CF=0). 
72 cb JB relg D Valid Valid Jump short if below (CF=1). 
76 cb JBE relg D Valid Valid Jump short if below or equal (CF=1 or ZF=1). 
72 cb JC relg D Valid Valid Jump short if carry (CF=1). 
E3 cb JCXZ rel8 D N.E. Valid Jump short if CX register is 0. 
E3 cb JECXZ rel8 D Valid Valid Jump short if ECX register is O. 
E3 cb JRCXZ rel8 D Valid N.E. Jump short if RCX register is 0. 
74 cb JE relg D Valid Valid Jump short if equal (ZF=1). 
7F cb JG rel8 D Valid Valid Jump short if greater (ZF=0 and SF=OF). 
7D cb JGE relg D Valid Valid Jump short if greater or equal (SF=OF). 
7C cb JL relg D Valid Valid Jump short if less (SF# OF). 
7E cb JLE relg D Valid Valid Jump short if less or equal (ZF=1 or SF# OF). 
76 cb JNA rel8 D Valid Valid Jump short if not above (CF=1 or ZF=1). 
72 cb JNAE rel8 D Valid Valid Jump short if not above or equal (CF=1). 
73 cb JNB rel8 D Valid Valid Jump short if not below (CF=0). 
77 cb JNBE re/8 D Valid Valid Jump short if not below or equal (CF=0 and 
ZF=0). 
73 cb JNC relg D Valid Valid Jump short if not carry (CF=0). 
75 cb JNE re/g D Valid Valid Jump short if not equal (ZF=0). 
7E cb JNG rel8 D Valid Valid Jump short if not greater (ZF=1 or SF# OF). 
7C cb JNGE re/8 D Valid Valid Jump short if not greater or equal (SF# OF). 
7D cb JNL rela D Valid Valid Jump short if not less (SF=OF). 
7F cb JNLE re/8 D Valid Valid Jump short if not less or equal (ZF=0 and 
SF=OF). 
71 cb JNO re/l8 D Valid Valid Jump short if not overflow (OF=0). 
7B cb JNP rel8 D Valid Valid Jump short if not parity (PF=0). 
79 cb JNS re/8 D Valid Valid Jump short if not sign (SF=0). 
75 cb JNZ relg D Valid Valid Jump short if not zero (ZF=0). 
70 cb JO rela D Valid Valid Jump short if overflow (OF=1). 
7A cb JP rel8 D Valid Valid Jump short if parity (PF=1). 
7A cb JPE rel8 D Valid Valid Jump short if parity even (PF=1). 
7B cb JPO rel8 D Valid Valid Jump short if parity odd (PF=0). 
78 cb JS rel8 D Valid Valid Jump short if sign (SF=1). 
74 cb JZ rel8 D Valid Valid Jump short if zero (ZF = 1). 
OF 87 cw JA rel16 D NS. Valid Jump near if above (CF=0 and ZF=0). Not 
supported in 64-bit mode. 
OF 87 cd JA rel32 D Valid Valid Jump near if above (CF=0 and ZF=0). 
OF 83 cw JAE rel16 D NS. Valid Jump near if above or equal (CF=0). Not 
supported in 64-bit mode. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

OF 83 cd JAE rel32 D Valid Valid Jump near if above or equal (CF=0). 

OF 82 cw JB rel16 D NS. Valid Jump near if below (CF=1). Not supported in 
64-bit mode. 

OF 82 cd JB rel32 D Valid Valid Jump near if below (CF=1). 

OF 86 cw JBE rel76 D NS. Valid Jump near if below or equal (CF=1 or ZF=1). 
Not supported in 64-bit mode. 

OF 86 cd JBE rel32 D Valid Valid Jump near if below or equal (CF=1 or ZF=1). 

OF 82 cw JC rel16 D N.S. Valid Jump near if carry (CF=1). Not supported in 
64-bit mode. 

OF 82 cd JC rel32 D Valid Valid Jump near if carry (CF=1). 

OF 84 cw JE rel16 D N.S. Valid Jump near if equal (ZF=1). Not supported in 
64-bit mode. 

OF 84 cd JE rel32 D Valid Valid Jump near if equal (ZF=1). 

OF 84 cw JZ rel16 D N.S. Valid Jump near if O (ZF=1), Not supported in 64-bit 
mode. 

OF 84 cd JZ rel32 D Valid Valid Jump near if O (ZF=1). 

OF 8F cw JG rel16 D N.S. Valid Jump near if greater (ZF=0 and SF=OF). Not 
supported in 64-bit mode. 

OF 8F cd JG rel32 D Valid Valid Jump near if greater (ZF=0 and SF=OF). 

OF 8D cw JGE rel76 D N.S. Valid Jump near if greater or equal (SF=OF), Not 
supported in 64-bit mode. 

OF 8D cd JGE rel32 D Valid Valid Jump near if greater or equal (SF=OF). 

OF 8C cw JL rel16 D N.S. Valid Jump near if less (SF4 OF). Not supported in 
64-bit mode. 

OF 8C cd JL rel32 D Valid Valid Jump near if less (SF# OF). 

OF 8E cw JLE rel16 D N.S. Valid Jump near if less or equal (ZF=1 or SF# OF). 
Not supported in 64-bit mode. 

OF 8E cd JLE rel32 D Valid Valid Jump near if less or equal (ZF=1 or SF# OF). 

OF 86 cw JNA rel16 D N.S. Valid Jump near if not above (CF=1 or ZF=1). Not 
supported in 64-bit mode. 

OF 86 cd JNA rel32 D Valid Valid Jump near if not above (CF=1 or ZF=1). 

OF 82 cw JNAE rel76 D N.S. Valid Jump near if not above or equal (CF=1). Not 
supported in 64-bit mode. 

OF 82 cd JNAE rel32 D Valid Valid Jump near if not above or equal (CF=1). 

OF 83 cw JNB rel16 D NS. Valid Jump near if not below (CF=0). Not supported 
in 64-bit mode. 

OF 83 cd JNB re/32 D Valid Valid Jump near if not below (CF=0). 

OF 87 cw JNBE rel76 D NS. Valid Jump near if not below or equal (CF=0 and 
ZF=0). Not supported in 64-bit mode. 

OF 87 cd JNBE rel32 D Valid Valid Jump near if not below or equal (CF=0 and 
ZF=0). 

OF 83 cw JNC rel16 D N.S. Valid Jump near if not carry (CF=0). Not supported 
in 64-bit mode. 

OF 83 cd JNC rel32 D Valid Valid Jump near if not carry (CF=0). 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

OF 85 cw JNE rel16 D N.S. Valid Jump near if not equal (ZF=0). Not supported 
in 64-bit mode. 

OF 85 cd JNE rel32 D Valid Valid Jump near if not equal (ZF=0). 

OF 8E cw JNG rel76 D NS. Valid Jump near if not greater (ZF=1 or SF# OF). 
Not supported in 64-bit mode. 

OF 8E cd JNG rel32 D Valid Valid Jump near if not greater (ZF=1 or SF# OF). 

OF 8C cw JNGE re/76 D N.S. Valid Jump near if not greater or equal (SF# OF). 
Not supported in 64-bit mode. 

OF 8C cd JNGE re/32 D Valid Valid Jump near if not greater or equal (SF# OF). 

OF 8D cw JNL rel76 D N.S. Valid Jump near if not less (SF=OF), Not supported 
in 64-bit mode. 

OF 8D cd JNL rel32 D Valid Valid Jump near if not less (SF=OF). 

OF 8F cw JNLE re/16 D NS. Valid Jump near if not less or equal (ZF=0 and 
SF=OF). Not supported in 64-bit mode. 

OF 8F cd JNLE re/32 D Valid Valid Jump near if not less or equal (ZF=0 and 
SF=OF). 

OF 81 cw JNO rel16 D N.S. Valid Jump near if not overflow (OF=0). Not 
supported in 64-bit mode. 

OF 81 cd JNO rel32 D Valid Valid Jump near if not overflow (OF=0). 

OF 8B cw JNP rel76 D N.S. Valid Jump near if not parity (PF=0). Not supported 
in 64-bit mode. 

OF 8B cd JNP rel32 D Valid Valid Jump near if not parity (PF=0). 

OF 89 cw JNS rel16 D N.S. Valid Jump near if not sign (SF=0). Not supported in 
64-bit mode. 

OF 89 cd JNS rel32 D Valid Valid Jump near if not sign (SF=0). 

OF 85 cw JNZ rel16 D NS. Valid Jump near if not zero (ZF=0). Not supported in 
64-bit mode. 

OF 85 cd JNZ rel32 D Valid Valid Jump near if not zero (ZF=0). 

OF 80 cw JO rel16 D N.S. Valid Jump near if overflow (OF=1). Not supported 
in 64-bit mode. 

OF 80 cd JO rel32 D Valid Valid Jump near if overflow (OF=1). 

OF 8A cw JP rel16 D NS. Valid Jump near if parity (PF=1). Not supported in 
64-bit mode. 

OF 8A cd JP rel32 D Valid Valid Jump near if parity (PF=1). 

OF 8A cw JPE rel16 D NS. Valid Jump near if parity even (PF=1). Not 
supported in 64-bit mode. 

OF 8A cd JPE rel32 D Valid Valid Jump near if parity even (PF=1). 

OF 8B cw JPO rel16 D N.S. Valid Jump near if parity odd (PF=0). Not supported 
in 64-bit mode. 

OF 8B cd JPO rel32 D Valid Valid Jump near if parity odd (PF=0). 

OF 88 cw JS rel16 D NS. Valid Jump near if sign (SF=1). Not supported in 64- 
bit mode. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 88 cd JS rel32 D Valid Valid Jump near if sign (SF=1). 
OF 84 cw JZ rel16 D NS. Valid Jump near if O (ZF=1). Not supported in 64-bit 
mode. 
OF 84 cd JZ rel32 D Valid Valid Jump near if O (ZF=1). 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
D Offset NA NA NA 
Description 


Checks the state of one or more of the status flags in the EFLAGS register (CF, OF, PF, SF, and ZF) and, if the flags 
are in the specified state (condition), performs a jump to the target instruction specified by the destination 
operand. A condition code (cc) is associated with each instruction to indicate the condition being tested for. If the 
condition is not satisfied, the jump is not performed and execution continues with the instruction following the Jcc 
instruction. 


The target instruction is specified with a relative offset (a signed offset relative to the current value of the instruc- 
tion pointer in the EIP register). A relative offset (re/8, re/16, or rel32) is generally specified as a label in assembly 
code, but at the machine code level, it is encoded as a signed, 8-bit or 32-bit immediate value, which is added to 

the instruction pointer. Instruction coding is most efficient for offsets of -128 to +127. If the operand-size attribute 
is 16, the upper two bytes of the EIP register are cleared, resulting in a maximum instruction pointer size of 16 bits. 


The conditions for each Jcc mnemonic are given in the “Description” column of the table on the preceding page. The 
terms “less” and “greater” are used for comparisons of signed integers and the terms “above” and “below” are used 
for unsigned integers. 

Because a particular state of the status flags can sometimes be interpreted in two ways, two mnemonics are 


defined for some opcodes. For example, the JA (jump if above) instruction and the JNBE (jump if not below or 
equal) instruction are alternate mnemonics for the opcode 77H. 


The Jcc instruction does not support far jumps (jumps to other code segments). When the target for the conditional 
jump is in a different segment, use the opposite condition from the condition being tested for the Jcc instruction, 
and then access the target with an unconditional far jump (JMP instruction) to the other segment. For example, the 
following conditional far jump is illegal: 


JZ FARLABEL; 
To accomplish this far jump, use the following two instructions: 
JNZ BEYOND; 


JMP FARLABEL; 
BEYOND: 


The JRCXZ, JECXZ and JCXZ instructions differ from other Jcc instructions because they do not check status flags. 
Instead, they check RCX, ECX or CX for 0. The register checked is determined by the address-size attribute. These 
instructions are useful when used at the beginning of a loop that terminates with a conditional loop instruction 
(such as LOOPNE). They can be used to prevent an instruction sequence from entering a loop when RCX, ECX or 
CX is 0. This would cause the loop to execute 264, 232 or 64K times (not zero times). 


All conditional jumps are converted to code fetches of one or two cache lines, regardless of jump address or cache- 
ability. 


In 64-bit mode, operand size is fixed at 64 bits. JMP Short is RIP = RIP + 8-bit offset sign extended to 64 bits. JMP 
Near is RIP = RIP + 32-bit offset sign extended to 64 bits. 
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Operation 


IF condition 
THEN 
tempEIP := EIP + SignExtend(DEST); 
IF OperandSize = 16 
THEN tempElP := tempEIP AND OOOOFFFFH; 
Fl; 
IF tempEIP is not within code segment limit 
THEN #GP(0); 
ELSE EIP := temp€IP 
Fl; 
Fl; 


Flags Affected 
None 


Protected Mode Exceptions 
#GP(0) If the offset being jumped to is beyond the limits of the CS segment. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If the offset being jumped to is beyond the limits of the CS segment or is outside of the effec- 
tive address space from 0 to FFFFH. This condition can occur if a 32-bit address size override 
prefix is used. 


#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in real address mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#GP(0) If the memory address is in a non-canonical form. 
#UD If the LOCK prefix is used. 
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JMP—jJump 
Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
EB cb JMP rel8 D Valid Valid Jump short, RIP = RIP + 8-bit displacement sign 
extended to 64-bits 
ES cw JMP rel76 D N.S. Valid Jump near, relative, displacement relative to 
next instruction. Not supported in 64-bit 
mode. 
E9 cd JMP rel32 D Valid Valid Jump near, relative, RIP = RIP + 32-bit 
displacement sign extended to 64-bits 
FF /4 JMP r/m16 M N.S. Valid Jump near, absolute indirect, address = zero- 
extended r/m76. Not supported in 64-bit 
mode. 
FF /4 JMP r/m32 M N.S. Valid Jump near, absolute indirect, address given in 
r/m32. Not supported in 64-bit mode. 
FF /4 JMP r/m64 M Valid N.E. Jump near, absolute indirect, RIP = 64-Bit 
offset from register or memory 
EA cd JMP ptr16:16 S Inv. Valid Jump far, absolute, address given in operand 
EA cp JMP ptr16:32 S Inv. Valid Jump far, absolute, address given in operand 
FF /5 JMP m16:16 M Valid Valid Jump far, absolute indirect, address given in 
m16:16 
FF /5 JMP m16:32 M Valid Valid Jump far, absolute indirect, address given in 
m16:32. 
REX.W FF /5 JMP m16:64 M Valid N.E. Jump far, absolute indirect, address given in 
m16:64. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
S Segment + Absolute Address NA NA NA 
D Offset NA NA NA 
M ModRM:r/m (r) NA NA NA 
Description 


Transfers program control to a different point in the instruction stream without recording return information. The 
destination (target) operand specifies the address of the instruction being jumped to. This operand can be an 
immediate value, a general-purpose register, or a memory location. 


This instruction can be used to execute four different types of jumps: 


¢ Near jump—A jump to an instruction within the current code segment (the segment currently pointed to by the 
CS register), sometimes referred to as an intrasegment jump. 


¢ Short jump—A near jump where the jump range is limited to -128 to +127 from the current EIP value. 


¢ Far jump—A jump to an instruction located in a different segment than the current code segment but at the 
same privilege level, sometimes referred to as an intersegment jump. 


° Task switch—A jump to an instruction located in a different task. 


A task switch can only be executed in protected mode (see Chapter 7, in the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 3A, for information on performing task switches with the JMP instruction). 


Near and Short Jumps. When executing a near jump, the processor jumps to the address (within the current code 
segment) that is specified with the target operand. The target operand specifies either an absolute offset (that is 
an offset from the base of the code segment) or a relative offset (a signed displacement relative to the current 
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value of the instruction pointer in the EIP register). A near jump to a relative offset of 8-bits (re/8) is referred to as 
a short jump. The CS register is not changed on near and short jumps. 


An absolute offset is specified indirectly in a general-purpose register or a memory location (r/m16 or r/m32). The 
operand-size attribute determines the size of the target operand (16 or 32 bits). Absolute offsets are loaded 
directly into the EIP register. If the operand-size attribute is 16, the upper two bytes of the EIP register are cleared, 
resulting in a maximum instruction pointer size of 16 bits. 


A relative offset (re/8, re/16, or re/32) is generally specified as a label in assembly code, but at the machine code 
level, it is encoded as a signed 8-, 16-, or 32-bit immediate value. This value is added to the value in the EIP 
register. (Here, the EIP register contains the address of the instruction following the JMP instruction). When using 
relative offsets, the opcode (for short vs. near jumps) and the operand-size attribute (for near relative jumps) 
determines the size of the target operand (8, 16, or 32 bits). 


Far Jumps in Real-Address or Virtual-8086 Mode. When executing a far jump in real-address or virtual-8086 mode, 
the processor jumps to the code segment and offset specified with the target operand. Here the target operand 
specifies an absolute far address either directly with a pointer (ptr16:16 or ptr16:32) or indirectly with a memory 
location (m16:16 or m16:32). With the pointer method, the segment and address of the called procedure is 
encoded in the instruction, using a 4-byte (16-bit operand size) or 6-byte (32-bit operand size) far address imme- 
diate. With the indirect method, the target operand specifies a memory location that contains a 4-byte (16-bit 
operand size) or 6-byte (32-bit operand size) far address. The far address is loaded directly into the CS and EIP 
registers. If the operand-size attribute is 16, the upper two bytes of the EIP register are cleared. 


Far Jumps in Protected Mode. When the processor is operating in protected mode, the JMP instruction can be used 
to perform the following three types of far jumps: 


¢ Afar jump to a conforming or non-conforming code segment. 

¢ A far jump through a call gate. 

¢ A task switch. 

(The JMP instruction cannot be used to perform inter-privilege-level far jumps.) 


In protected mode, the processor always uses the segment selector part of the far address to access the corre- 
sponding descriptor in the GDT or LDT. The descriptor type (code segment, call gate, task gate, or TSS) and access 
rights determine the type of jump to be performed. 


If the selected descriptor is for a code segment, a far jump to a code segment at the same privilege level is 
performed. (If the selected code segment is at a different privilege level and the code segment is non-conforming, 
a general-protection exception is generated.) A far jump to the same privilege level in protected mode is very 
similar to one carried out in real-address or virtual-8086 mode. The target operand specifies an absolute far 
address either directly with a pointer (ptr16:16 or ptr16:32) or indirectly with a memory location (m16:16 or 
m16:32). The operand-size attribute determines the size of the offset (16 or 32 bits) in the far address. The new 
code segment selector and its descriptor are loaded into CS register, and the offset from the instruction is loaded 
into the EIP register. Note that a call gate (described in the next paragraph) can also be used to perform far call to 
a code segment at the same privilege level. Using this mechanism provides an extra level of indirection and is the 
preferred method of making jumps between 16-bit and 32-bit code segments. 


When executing a far jump through a call gate, the segment selector specified by the target operand identifies the 
call gate. (The offset part of the target operand is ignored.) The processor then jumps to the code segment speci- 
fied in the call gate descriptor and begins executing the instruction at the offset specified in the call gate. No stack 
switch occurs. Here again, the target operand can specify the far address of the call gate either directly with a 
pointer (ptr16:16 or ptr16:32) or indirectly with a memory location (m16:16 or m16:32). 


Executing a task switch with the JMP instruction is somewhat similar to executing a jump through a call gate. Here 
the target operand specifies the segment selector of the task gate for the task being switched to (and the offset 
part of the target operand is ignored). The task gate in turn points to the TSS for the task, which contains the 
segment selectors for the task’s code and stack segments. The TSS also contains the EIP value for the next instruc- 
tion that was to be executed before the task was suspended. This instruction pointer value is loaded into the EIP 
register so that the task begins executing again at this next instruction. 


The JMP instruction can also specify the segment selector of the TSS directly, which eliminates the indirection of the 
task gate. See Chapter 7 in Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, for 
detailed information on the mechanics of a task switch. 
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Note that when you execute at task switch with a JMP instruction, the nested task flag (NT) is not set in the EFLAGS 
register and the new TSS's previous task link field is not loaded with the old task’s TSS selector. A return to the 
previous task can thus not be carried out by executing the IRET instruction. Switching tasks with the JMP instruc- 
tion differs in this regard from the CALL instruction which does set the NT flag and save the previous task link infor- 
mation, allowing a return to the calling task with an IRET instruction. 


Refer to Chapter 6, “Procedure Calls, Interrupts, and Exceptions” and Chapter 18, “Control-Flow Enforcement 
Technology (CET)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for CET 
details. 


In 64-Bit Mode. The instruction’s operation size is fixed at 64 bits. If a selector points to a gate, then RIP equals the 
64-bit displacement taken from gate; else RIP equals the zero-extended offset from the far pointer referenced in 
the instruction. 


See the summary chart at the beginning of this section for encoding data and limits. 


Instruction ordering. Instructions following a far jump may be fetched from memory before earlier instructions 
complete execution, but they will not execute (even speculatively) until all instructions prior to the far jump have 
completed execution (the later instructions may execute before data stored by the earlier instructions have 
become globally visible). 


Certain situations may lead to the next sequential instruction after a near indirect JMP being speculatively 
executed. If software needs to prevent this (e.g., in order to prevent a speculative execution side channel), then an 
INT3 or LFENCE instruction opcode can be placed after the near indirect JMP in order to block speculative execu- 
tion. 


Operation 


IF near jump 
IF 64-bit Mode 
THEN 
IF near relative jump 
THEN 
tempRIP := RIP + DEST; (* RIP is instruction following JMP instruction*) 
ELSE (* Near absolute jump *) 
tempRIP := DEST; 
Fl; 
ELSE 
IF near relative jump 
THEN 
tempEIP := EIP + DEST; (* EIP is instruction following JMP instruction*) 
ELSE (* Near absolute jump *) 
tempEIP := DEST; 
Fl; 
Fl; 
IF ([A32_EFER.LMA = 0 or target mode = Compatibility mode) 
and tempEIP outside code segment limit 
THEN #GP(0); FI 
IF 64-bit mode and tempRIP is not canonical 


THEN #GP(0); 
Fl; 
IF OperandSize = 32 
THEN 
EIP := tempEIP; 
ELSE 


IF OperandSize = 16 
THEN (* OperandSize = 16 *) 
EIP := tempElP AND OOOOFFFFH; 
ELSE (* OperandSize = 64) 
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RIP := tempRIP; 
FI; 
FI; 
IF (IMP near indirect, absolute indirect) 
IF EndbranchEnabledAndNotSuppressed(CPL) 


IF CPL = 3 
THEN 
IF (no 3EH prefix OR IA32_U_CET.NO_TRACK_EN == 0 ) 
THEN 
IA32_U_CET.TRACKER = WAIT_FOR_ENDBRANCH 
Fl; 
ELSE 
IF (no 3EH prefix OR IA32_S_CET.NO_TRACK_EN == 0 ) 
THEN 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH 
Fl; 
Fl; 


Fl; 
Fl; 
Fl; 


IF far jump and (PE = O or (PE= 1 AND VM = 1)) (* Real-address or virtual-8086 mode *) 


THEN 
tempElP := DEST(Offset); (* DEST is ptr76:32 or [m16:32] *) 
IF tempEIP is beyond code segment limit 
THEN #GP(0); FI; 
CS := DEST(segment selector); (* DEST is ptr76:32 or [m16:32] *) 
IF OperandSize = 32 
THEN 
EIP := tempEIP; (* DEST is ptr16:32 or [m16:32] *) 
ELSE (* OperandSize = 16 *) 
EIP := tempElIP AND OOOOFFFFH; (* Clear upper 16 bits *) 
Fl; 
Fl; 
IF far jump and (PE= 1 and VM=0) 
(* IA-32e mode or protected mode, not virtual-8086 mode *) 
THEN 
IF effective address in the CS, DS, ES, FS, GS, or SS segment is illegal 
or segment selector in target operand NULL 
THEN #GP(0); Fl; 
IF segment selector index not within descriptor table limits 
THEN #GP(new selector); Fl; 
Read type and access rights of segment descriptor; 
IF (IA32_EFER.LMA = 0) 
THEN 
IF segment type is not a conforming or nonconforming code 
segment, call gate, task gate, or TSS 
THEN #GP(segment selector); Fl; 
ELSE 
IF segment type is not a conforming or nonconforming code segment 
call gate 
THEN #GP(segment selector); Fl; 
Fl; 
Depending on type and access rights: 
GO TO CONFORMING-CODE-SEGMENT; 
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GO TO NONCONFORMING-CODE-SEGMENT; 
GO TO CALL-GATE; 
GO TO TASK-GATE; 
GO TO TASK-STATE-SEGMENT; 
ELSE 
#GP(segment selector); 
Fl; 
CONFORMING-CODE-SEGMENT: 
IF L-Bit = 1 and D-BIT = 1 and IA32_EFER.LMA = 1 
THEN GP(new code segment selector); FI; 
IF DPL > CPL 
THEN #GP(segment selector); Fl; 
IF segment not present 
THEN #NP(segment selector); Fl; 
tempEIP := DEST(Offset); 
IF OperandSize = 16 
THEN tempEIP := tempEIP AND OOOOFFFFH; 
Fl; 
IF (IA32_EFER.LMA = 0 or target mode = Compatibility mode) and 
tempEIP outside code segment limit 
THEN #GP(0); FI 
IF tempElP is non-canonical 
THEN #GP(0); Fl; 
IF ShadowStackEnabled(CPL) 
IF ([A32_EFER.LMA and DEST(segment selector).L) = 0 
(* If target is legacy or compatibility mode then the SSP must be in low 4GB *) 
IF (SSP & OxFFFFFFFFOOO00000 != 0) 
THEN #GP(0); Fl; 
Fl; 
Fl; 
CS := DEST[segment selector]; (* Segment descriptor information also loaded *) 
CS(RPL) := CPL 
EIP := tempEIP; 
IF EndbranchEnabled(CPL) 
IF CPL = 3 
THEN 
IA32_U_CET. TRACKER = WAIT_FOR_ENDBRANCH 
IA32_U_CET.SUPPRESS = 0 
ELSE 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH 
IA32_S_CET.SUPPRESS = 0 
Fl; 
Fl; 
END; 
NONCONFORMING-CODE-SEGMENT: 
IF L-Bit= 1 and D-BIT = 1 and IA32_EFER.LMA = 1 
THEN GP(new code segment selector); FI; 
IF (RPL > CPL) OR (DPL + CPL) 
THEN #GP(code segment selector); Fl; 
IF segment not present 
THEN #NP(segment selector); Fl; 
tempEIP := DEST(Offset); 
IF OperandSize = 16 
THEN tempEIP := tempEIP AND OOOOFFFFH; FI; 
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IF ([A32_EFER.LMA = O OR target mode = Compatibility mode) 
and tempEIP outside code segment limit 
THEN #GP(0); FI 
IF tempEIP is non-canonical THEN #GP(0); Fl; 
IF ShadowStackEnabled(CPL) 
IF (IA32_EFER.LMA and DEST(segment selector).L) = 0 
(* If target is legacy or compatibility mode then the SSP must be in low 4GB *) 
IF (SSP & OxFFFFFFFFOOOO000N != 0) 
THEN #GP(0); Fl; 
Fl; 
Fl; 
CS := DEST[segment selector]; (* Segment descriptor information also loaded *) 
CS(RPL) := CPL; 
EIP := tempElP; 
IF EndbranchEnabled(CPL) 
IF CPL = 3 
THEN 
IA32_U_CET.TRACKER = WAIT_FOR_ENDBRANCH 
IA32_U_CET.SUPPRESS = 0 
ELSE 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH 
IA32_S_CET.SUPPRESS = 0 


Fl; 
Fl; 
END; 
CALL-GATE: 


IF call gate DPL < CPL 
or call gate DPL < call gate segment-selector RPL 
THEN #GP(call gate selector); Fl; 
IF call gate not present 
THEN #NP(call gate selector); Fl; 
IF call gate code-segment selector is NULL 
THEN #GP(0); FI; 
IF call gate code-segment selector index outside descriptor table limits 
THEN #GP(code segment selector); Fl; 
Read code segment descriptor; 
IF code-segment segment descriptor does not indicate a code segment 
or code-segment segment descriptor is conforming and DPL > CPL 
or code-segment segment descriptor is non-conforming and DPL # CPL 
THEN #GP(code segment selector); Fl; 
IF IA32_EFER.LMA = 1 and (code-segment descriptor is not a 64-bit code segment 
or code-segment segment descriptor has both L-Bit and D-bit set) 
THEN #GP(code segment selector); Fl; 
IF code segment is not present 
THEN #NP(code-segment selector); Fl; 
tempEIP := DEST(Offset); 
IF GateSize = 16 
THEN tempElP := tempEIP AND OOOOFFFFH; FI; 
IF ([A32_EFER.LMA = O OR target mode = Compatibility mode) AND tempEIP 
outside code segment limit 
THEN #GP(0); FI 
CS := DEST[SegmentSelector]; (* Segment descriptor information also loaded *) 
CS(RPL) := CPL; 


3-544 Vol. 2A JMP—jump 


INSTRUCTION SET REFERENCE, A-L 


EIP := tempElP; 
IF EndbranchEnabled(CPL) 
IF CPL = 3 
THEN 
IA32_U_CET. TRACKER = WAIT_FOR_ENDBRANCH; 
IA32_U_CET.SUPPRESS = 0 
ELSE 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH; 
IA32_S_CET.SUPPRESS = 0 
Fl; 
Fl; 
END; 
TASK-GATE: 
IF task gate DPL < CPL 
or task gate DPL < task gate segment-selector RPL 
THEN #GP(task gate selector); FI; 
IF task gate not present 
THEN #NP(gate selector); FI; 
Read the TSS segment selector in the task-gate descriptor; 
IF TSS segment selector local/global bit is set to local 
or index not within GDT limits 
or descriptor is not a TSS segment 
or TSS descriptor specifies that the TSS is busy 
THEN #GP(TSS selector); Fl; 
IF TSS not present 
THEN #NP(TSS selector); Fl; 
SWITCH-TASKS to TSS; 
IF EIP not within code segment limit 
THEN #GP(0); Fl; 
END; 
TASK-STATE-SEGMENT: 
IF TSS DPL < CPL 
or TSS DPL < TSS segment-selector RPL 
or TSS descriptor indicates TSS not available 
THEN #GP(TSS selector); Fl; 
IF TSS is not present 
THEN #NP(TSS selector); Fl; 
SWITCH-TASKS to TSS; 
IF EIP not within code segment limit 
THEN #GP(0); Fl; 
END; 


Flags Affected 
All flags are affected if a task switch occurs; no flags are affected if a task switch does not occur. 


Protected Mode Exceptions 
#GP(0) If offset in target operand, call gate, or TSS is beyond the code segment limits. 
If the segment selector in the destination operand, call gate, task gate, or TSS is NULL. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If target mode is compatibility mode and SSP is not in low 4GB. 
#GP(selector) If the segment selector index is outside descriptor table limits. 
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#SS(0) 
#NP (selector) 


#PF(fault-code) 
#AC(0) 


#UD 


If the segment descriptor pointed to by the segment selector in the destination operand is not 
for a conforming-code segment, nonconforming-code segment, call gate, task gate, or task 
state segment. 


If the DPL for a nonconforming-code segment is not equal to the CPL 


(When not using a call gate.) If the RPL for the segment’s segment selector is greater than the 
CPL. 


If the DPL for a conforming-code segment is greater than the CPL. 


If the DPL from a call-gate, task-gate, or TSS segment descriptor is less than the CPL or than 
the RPL of the call-gate, task-gate, or TSS’s segment selector. 


If the segment descriptor for selector in a call gate does not indicate it is a code segment. 


If the segment descriptor for the segment selector in a task gate does not indicate an available 
TSS. 


If the segment selector for a TSS has its local/global bit set for local. 

If a TSS segment descriptor specifies that the TSS is busy or not available. 
If a memory operand effective address is outside the SS segment limit. 

If the code segment being accessed is not present. 

If call gate, task gate, or TSS not present. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. (Only occurs when fetching target from memory.) 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 


#SS 
#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) 
#SS(0) 
#PF(fault-code) 
#AC(0) 


#UD 


If the target operand is beyond the code segment limits. 

If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made. (Only occurs 
when fetching target from memory.) 


If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same as 64-bit mode exceptions. 


64-Bit Mode Exceptions 


#GP(0) 


#GP(selector) 


3-546 Vol. 2A 
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If target offset in destination operand is non-canonical. 

If target offset in destination operand is beyond the new code segment limit. 
If the segment selector in the destination operand is NULL. 

If the code segment selector in the 64-bit gate is NULL. 

If transitioning to compatibility mode and the SSP is beyond 4GB. 

If the code segment or 64-bit call gate is outside descriptor table limits. 

If the code segment or 64-bit call gate overlaps non-canonical space. 
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If the segment descriptor from a 64-bit call gate is in non-canonical space. 


If the segment descriptor pointed to by the segment selector in the destination operand is not 
for a conforming-code segment, nonconforming-code segment, 64-bit call gate. 


If the segment descriptor pointed to by the segment selector in the destination operand is a 
code segment, and has both the D-bit and the L-bit set. 


If the DPL for a nonconforming-code segment is not equal to the CPL, or the RPL for the 
segment’s segment selector is greater than the CPL. 


If the DPL for a conforming-code segment is greater than the CPL. 

If the DPL from a 64-bit call-gate is less than the CPL or than the RPL of the 64-bit call-gate. 
If the upper type field of a 64-bit call gate is not Ox0. 

If the segment selector from a 64-bit call gate is beyond the descriptor table limits. 


If the code segment descriptor pointed to by the selector in the 64-bit gate doesn't have the 
L-bit set and the D-bit clear. 


If the segment descriptor for a segment selector from the 64-bit call gate does not indicate it 
is a code segment. 


If the code segment is non-conforming and CPL #DPL. 

If the code segment is confirming and CPL < DPL. 

If a code segment or 64-bit call gate is not present. 

(64-bit mode only) If a far jump is direct to an absolute address in memory. 
If the LOCK prefix is used. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
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KADDW/KADDB/KADDQ/KADDD—ADD Two Masks 


Opcode/ Op/En 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
VEX.L1.0F.WO 4A /r RVR VIN AVX512DQ | Add 16 bits masks in k2 and k3 and place result in k1. 
KADDW k1, k2, k3 
VEX.L1.66.0F.WO 4A /r RVR VIN AVX512DQ | Add 8 bits masks in k2 and k3 and place result in k1. 
KADDB k1, k2, k3 
VEX.L1.0F.W1 4A /r RVR VIV AVX512BW | Add 64 bits masks in k2 and k3 and place result in k1. 
KADDQ k1, k2, k3 
VEX.L1.66.0F.W1 4A /r RVR VIV AVX512BW | Add 32 bits masks in k2 and k3 and place result in k1. 
KADDD k1, k2, k3 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 
RVR ModRM:reg (w) VEX.1vvv (r) ModRM:r/m (r, ModRM:[7:6] must be 1 1b) 
Description 


Adds the vector mask k2 and the vector mask k3, and writes the result into vector mask k1. 


Operation 
KADDW 


DEST[15:0] := SRC1[15:0] + SRC2[15:0] 


DEST[MAX_KL-1:16] := 0 


KADDB 


DEST[7:0] = SRC1[7:0] + SRC2[7:0] 


DEST[MAX_KL-1:8] := 0 


KADDQ 


DEST[63:0] := SRC1[63:0] + SRC2[63:0] 


DEST[MAX_KL-1:64] := 0 


KADDD 


DEST[31:0] := SRC1[31:0] + SRC2[31:0] 


DEST[MAX_KL-1:32] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


See Table 2-63, “TYPE K20 Exception Definition (VEX-Encoded OpMask Instructions w/o Memory Arg)”. 
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KANDW/KANDB/KANDQ/KANDD—Bitwise Logical AND Masks 


Opcode/ Op/En 64/32 CPUID Description 
Instruction bitMode | Feature 

Support | Flag 
VEX.L1.0F.WO 41 /r RVR VIV AVX512F Bitwise AND 16 bits masks k2 and k3 and place result in k1. 
KANDW k1, k2, k3 
VEX.L1.66.0F.WO 41 /r RVR VV AVX512DQ_ | Bitwise AND 8 bits masks k2 and k3 and place result in k1. 
KANDB k1, k2, k3 
VEX.L1.0F.W1 41 /r RVR VIV AVX512BW | Bitwise AND 64 bits masks k2 and k3 and place result in k1. 
KANDQ k1, k2, k3 
VEX.L1.66.0F.W1 41 /r RVR VIV AVX512BW | Bitwise AND 32 bits masks k2 and k3 and place result in k1. 
KANDD k1, k2, k3 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
RVR ModRM:reg (w) VEX.1vvv (r) ModRM:r/m (r, ModRM:[7:6] must be 11b) 
Description 


Performs a bitwise AND between the vector mask k2 and the vector mask k3, and writes the result into vector mask 
k1. 


Operation 

KANDW 

DEST[15:0] := SRC1[15:0] BITWISE AND SRC2[15:0] 
DEST[MAX_KL-1:16] := 0 


KANDB 
DEST[7:0] = SRC1[7:0] BITWISE AND SRC2[7:0] 
DEST[MAX_KL-1:8] := 0 


KANDQ 
DEST[63:0] := SRC1[63:0] BITWISE AND SRC2[63:0] 
DEST[MAX_KL-1:64] := 0 


KANDD 
DEST[31:0] := SRC1[31:0] BITWISE AND SRC2[31:0] 
DEST[MAX_KL-1:32] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


KANDW __mmask16_mm512_kand(__mmask16 a,__ mmask16 b); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-63, “TYPE K20 Exception Definition (VEX-Encoded OpMask Instructions w/o Memory Arg)”. 
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KANDNW/KANDNB/KANDNQ/KANDND-—Bitwise Logical AND NOT Masks 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 

Support | Flag 
VEX.L1.0F.WO 42 /r RVR VIV AVX512F Bitwise AND NOT 16 bits masks k2 and k3 and place result in 
KANDNW k1, k2, k3 k1, 
VEX.L1.66.0F.WO 42 /r RVR VN AVX512DQ_ | Bitwise AND NOT 8 bits masks k1 and k2 and place result in k1. 
KANDNB k1, k2, k3 
VEX.L1.0F.W1 42 /r RVR VIV AVX512BW | Bitwise AND NOT 64 bits masks k2 and k3 and place result in 
KANDNQ k1, k2, k3 k1, 
VEX.L1.66.0F.W1 42 /r RVR VIV AVX512BW | Bitwise AND NOT 32 bits masks k2 and k3 and place result in 
KANDND k1, k2, k3 k1, 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
RVR ModRM:reg (w) VEX.1 vvv (r) ModRM:r/m (r, ModRM:[7:6] must be 11b) 
Description 


Performs a bitwise AND NOT between the vector mask k2 and the vector mask k3, and writes the result into vector 
mask ki. 


Operation 

KANDNW 

DEST[15:0] := (BITWISE NOT SRC1[15:0]) BITWISE AND SRC2[15:0] 
DEST[MAX_KL-1:16] := 0 


KANDNB 
DEST[7:0] := (BITWISE NOT SRC1[7:0]) BITWISE AND SRC2[7:0] 
DEST[MAX_KL-1:8] := 0 


KANDNQ 
DEST[63:0] := (BITWISE NOT SRC1[63:0]) BITWISE AND SRC2[63:0] 
DEST[MAX_KL-1:64] := 0 


KANDND 
DEST[31:0] := (BITWISE NOT SRC1[31:0]) BITWISE AND SRC2[31:0] 
DEST[MAX_KL-1:32] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
KANDNW __mmask16 _mm512_kandn(__mmask16 a,__mmask16 b); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-63, “TYPE K20 Exception Definition (VEX-Encoded OpMask Instructions w/o Memory Arg)”. 
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KMOVW/KMOVB/KMOVQ/KMOVD—Move from and to Mask Registers 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support Flag 
VEX.LO.OF.WO 90 /r RM VIN AVX512F Move 16 bits mask from k2/m16 and store the result in k1. 
KMOVW k1, k2/m16 
VEX.LO.66.0F.WO 90 /r RM VIV AVX512DQ Move 8 bits mask from k2/m8 and store the result in k1. 
KMOVB k1, k2/m8 
VEX.LO.OF.W1 90 /r RM VIN AVX512BW Move 64 bits mask from k2/m64 and store the result in k1. 
KMOVQ k1, k2/m64 
VEX.LO.66.0F.W1 90 /r RM VIN AVX512BW Move 32 bits mask from k2/m32 and store the result in k1. 
KMOVD k1, k2/m32 
VEX.LO.OF.WO 91 /r MR VIN AVX512F Move 16 bits mask from k1 and store the result in m16. 
KMOVW m16, k1 
VEX.LO.66.0F.WO 91 /r MR VIV AVX512DQ Move 8 bits mask from k1 and store the result in m8. 
KMOVB m8, k1 
VEX.LO.OF.W1 91 /r MR VIV AVX512BW_ | Move 64 bits mask from k1 and store the result in m64. 
KMOVQ m64, k1 
VEX.LO.66.0F.W1 91 /r MR VIN AVX512BW Move 32 bits mask from k1 and store the result in m32. 
KMOVD m32, k1 
VEX.LO.OF.WO 92 /r RR VIV AVX512F Move 16 bits mask from r32 to k1. 
KMOVW k1, r32 
VEX.LO.66.0F.WO 92 /r RR VIV AVX512DQ Move 8 bits mask from r32 to k1. 
KMOVB k1, r32 
VEX.LO.F2.0F.W1 92 /r RR V/I AVX512BW | Move 64 bits mask from r64 to k1. 
KMOVQ k1, r64 
VEX.LO.F2.0F.WO 92 /r RR VIV AVX512BW | Move 32 bits mask from r32 to k1. 
KMOVD k1, r32 
VEX.LO.OF.WO 93 /r RR VIV AVX512F Move 16 bits mask from k1 to r32. 
KMOVW r32, k1 
VEX.LO.66.0F.WO 93 /r RR VIN AVX512DQ Move 8 bits mask from k1 to r32. 
KMOVB r32, k1 
VEX.LO.F2.0F.W1 93 /r RR V/I AVX512BW | Move 64 bits mask from k1 to r64. 
KMOVQ r64, k1 
VEX.LO.F2.0F.WO 93 /r RR VIV AVX512BW | Move 32 bits mask from k1 to r32. 
KMOVD r32, k1 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 
RM ModRM:reg (w) ModRM:r/m (r) 
MR ModRM:r/m (w, ModRM:[7:6] must not be 11b) ModRM:reg (r) 
RR ModRM:reg (w) ModRM:r/m (r, ModRM:[7:6] must be 11b) 
Description 


Copies values from the source operand (second operand) to the destination operand (first operand). The source 
and destination operands can be mask registers, memory location or general purpose. The instruction cannot be 
used to transfer data between general purpose registers and or memory locations. 


When moving to a mask register, the result is zero extended to MAX_KL size (i.e., 64 bits currently). When moving 
to a general-purpose register (GPR), the result is zero-extended to the size of the destination. In 32-bit mode, the 
default GPR destination’s size is 32 bits. In 64-bit mode, the default GPR destination’s size is 64 bits. Note that 
VEX.W can only be used to modify the size of the GPR operand in 64b mode. 


KMOVW/KMOVB/KMOVQ/KMOVD—Move from and to Mask Registers 
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Operation 


KMOVW 

IF *destination is a memory location* 
DEST[15:0] := SRC[15:0] 

IF *destination is a mask register or a GPR * 
DEST := ZeroExtension(SRC[15:0]) 


KMOVB 

IF *destination is a memory location* 
DEST[7:0] := SRC[7:0] 

IF *destination is a mask register or a GPR * 
DEST := ZeroExtension(SRC[7:0]) 


KMOVQ 

IF *destination is a memory location or a GPR* 
DEST[63:0] := SRC[63:0] 

IF *destination is a mask register* 
DEST := ZeroExtension(SRC[63:0]) 


KMOVD 

IF *destination is a memory location* 
DEST[31:0] := SRC[31:0] 

IF *destination is a mask register or a GPR * 
DEST := ZeroExtension(SRC[31:0]) 


Intel C/C++ Compiler Intrinsic Equivalent 
KMOVW __mmask16 _mm512_kmov(__mmask16 a); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Instructions with RR operand encoding, see Table 2-63, “TYPE K20 Exception Definition (VEX-Encoded OpMask 


Instructions w/o Memory Arg)”. 


Instructions with RM or MR operand encoding, see Table 2-64, “TYPE K21 Exception Definition (VEX-Encoded 


OpMask Instructions Addressing Memory)”. 
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KNOTW/KNOTB/KNOTQ/KNOTD—NOT Mask Register 


Opcode/ Op/En 64/32 CPUID Description 
Instruction bit Mode | Feature Flag 

Support 
VEX.LO.OF.WO 44 /r RR VN AVX512F Bitwise NOT of 16 bits mask k2. 
KNOTW k1, k2 
VEX.LO.66.0F.WO 44 /r RR VV AVX512DQ Bitwise NOT of 8 bits mask k2. 
KNOTB k1, k2 
VEX.LO.OF.W1 44 /r RR VV AVX512BW Bitwise NOT of 64 bits mask k2. 
KNOTQ k1, k2 
VEX.LO.66.0F.W1 44 /r RR VN AVX512BW Bitwise NOT of 32 bits mask k2. 
KNOTD k1, k2 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 
RR ModRM:reg (w) ModRM:r/m (r, ModRM:[7:6] must be 11b) 
Description 


Performs a bitwise NOT of vector mask k2 and writes the result into vector mask k1. 


Operation 


KNOTW 
DEST[15:0] := BITWISE NOT SRC[15:0] 
DEST[MAX_KL-1:16] := 0 


KNOTB 
DEST[7:0] := BITWISE NOT SRC[7:0] 
DEST[MAX_KL-1:8] := 0 


KNOTQ 
DEST[63:0] := BITWISE NOT SRC[63:0] 
DEST[MAX_KL-1:64] := 0 


KNOTD 
DEST[31:0] := BITWISE NOT SRC[31:0] 
DEST[MAX_KL-1:32] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
KNOTW __mmask16 _mm512_knot(__mmask16 a); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-63, “TYPE K20 Exception Definition (VEX-Encoded OpMask Instructions w/o Memory Arg)”. 
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KORW/KORB/KORQ/KORD—Bitwise Logical OR Masks 


Opcode/ Op/En 64/32 CPUID Description 
Instruction bit Mode | Feature 

Support | Flag 
VEX.L1.0F.WO 45 /r RVR VIV AVX512F Bitwise OR 16 bits masks k2 and k3 and place result in k1. 
KORW k1, k2, k3 
VEX.L1.66.0F.WO 45 /r RVR VIV AVX512DQ Bitwise OR 8 bits masks k2 and k3 and place result in k1. 
KORB k1, k2, k3 
VEX.L1.0F.W1 45 /r RVR VIV AVX512BW | Bitwise OR 64 bits masks k2 and k3 and place result in k1. 
KORQ k1, k2, k3 
VEX.L1.66.0F.W1 45 /r RVR VIV AVX512BW | Bitwise OR 32 bits masks k2 and k3 and place result in k1. 
KORD k1, k2, k3 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
RVR ModRM:reg (w) VEX.1vvv (r) ModRM:r/m (r, ModRM:[7:6] must be 11b) 
Description 


Performs a bitwise OR between the vector mask k2 and the vector mask k3, and writes the result into vector mask 
k1 (three-operand form). 


Operation 

KORW 

DEST[15:0] := SRC1[15:0] BITWISE OR SRC2[15:0] 
DEST[MAX_KL-1:16] := 0 


KORB 
DEST[7:0] = SRC1[7:0] BITWISE OR SRC2[7:0] 
DEST[MAX_KL-1:8] := 0 


KORQ 
DEST[63:0] := SRC1[63:0] BITWISE OR SRC2[63:0] 
DEST[MAX_KL-1:64] := 0 


KORD 
DEST[31:0] := SRC1[31:0] BITWISE OR SRC2[31:0] 
DEST[MAX_KL-1:32] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


KORW __mmask16_mm512_kor(__mmask16 a,__ mmask16 b); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-63, “TYPE K20 Exception Definition (VEX-Encoded OpMask Instructions w/o Memory Arg)”. 


3-554 Vol. 2A KORW/KORB/KORQ/KORD—Bitwise Logical OR Masks 


INSTRUCTION SET REFERENCE, A-L 


KORTESTW/KORTESTB/KORTESTQ/KORTESTD—OR Masks And Set Flags 


Instruction En bit Mode | Feature 
Support | Flag 


Opcode/ Op/ | 64/32 CPUID Description 


KORTESTW k1, k2 


VEX.LO.OF.WO 98 /r RR VIV AVX512F Bitwise OR 16 bits masks k1 and k2 and update ZF and CF accordingly. 


KORTESTB k1, k2 


VEX.LO.66.0F.WO 98 /r_ | RR VIN AVX512DQ | Bitwise OR 8 bits masks k1 and k2 and update ZF and CF accordingly. 


KORTESTQ k1, k2 


VEX.LO.OF.W1 98 /r RR VIV AVX512BW | Bitwise OR 64 bits masks k1 and k2 and update ZF and CF accordingly. 


KORTESTD k1, k2 


VEX.LO.66.0F.W1 98 /r | RR VIV AVX512BW | Bitwise OR 32 bits masks k1 and k2 and update ZF and CF accordingly. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 
RR ModRM:reg (w) ModRM:r/m (r, ModRM:[7:6] must be 11b) 
Description 


Performs a bitwise OR between the vector mask register k2, and the vector mask register k1, and sets CF and ZF 


based on the operation result. 


ZF flag is set if both sources are Ox0. CF is set if, after the OR operation is done, the operation result is all 1’s. 


Operation 


KORTESTW 
TMP[15:0] := DEST[15:0] BITWISE OR SRC[15:0] 
IF(TMP[1 5:0]=0) 
THEN ZF := 1 
ELSE ZF :=0 
Fl; 
IF(TMP[1 5:0]=FFFFh) 
THEN CF := 1 
ELSE CF := 0 
Fl; 


KORTESTB 
TMP[7:0] := DEST[7:0] BITWISE OR SRC[7:0] 
IF(TMP[7:0]=0) 
THEN ZF := 1 
ELSE ZF :=0 
Fl; 
IF(TMP[7:0]==FFh) 
THEN CF := 1 
ELSE CF := 0 


Fl; 
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KORTESTQ 
TMP[63:0] := DEST[63:0] BITWISE OR SRC[63:0] 
IF(TMP[63:0]=0) 
THEN ZF := 1 
ELSE ZF := 0 
Fl; 
IF(TMP[63:0]==FFFFFFFF_FFFFFFFFh) 
THEN CF := 1 
ELSE CF := 0 
Fl; 


KORTESTD 
TMP[31:0] := DEST[31:0] BITWISE OR SRC[31:0] 
IF(TMP[31:0]=0) 
THEN ZF := 1 
ELSE ZF :=0 
Fl; 
IF(TMP[31:0]=FFFFFFFFh) 
THEN CF := 1 
ELSE CF :=0 
Fl; 


Intel C/C++ Compiler Intrinsic Equivalent 
KORTESTW __mmask16_mm512_kortest[cz](__mmask16 a,__ mmask16 b); 


Flags Affected 

The ZF flag is set if the result of OR-ing both sources is all Os. 
The CF flag is set if the result of OR-ing both sources is all is. 
The OF, SF, AF, and PF flags are set to 0. 


Other Exceptions 
See Table 2-63, “TYPE K20 Exception Definition (VEX-Encoded OpMask Instructions w/o Memory Arg)”. 
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INSTRUCTION SET REFERENCE, A-L 


KSHIFTLW/KSHIFTLB/KSHIFTLQ/KSHIFTLD—Shift Left Mask Registers 


Opcode/ Op/En 64/32 CPUID Description 
Instruction bitMode | Feature 

Support | Flag 
VEX.LO.66.0F3A.W1 32 /r RRI VIV AVX512F Shift left 16 bits in k2 by immediate and write result in k1. 
KSHIFTLW k1, k2, imm8 
VEX.LO.66.0F3A.WO 32 /r RRI VIN AVX512DQ_| Shift left 8 bits in k2 by immediate and write result in k1. 
KSHIFTLB k1, k2, imm8 
VEX.LO.66.0F3A.W1 33 /r RRI VIV AVX512BW | Shift left 64 bits in k2 by immediate and write result in k1. 
KSHIFTLO k1, k2, imm8 
VEX.LO.66.0F3A.WO 33 /r RRI VV AVX512BW | Shift left 32 bits in k2 by immediate and write result in k1. 
KSHIFTLD k1, k2, imm8 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
RRI ModRM:reg (w) ModRM:r/m (r, ModRM:[7:6] must be 11b) Imm8s8 
Description 


Shifts 8/16/32/64 bits in the second operand (source operand) left by the count specified in immediate byte and 
place the least significant 8/16/32/64 bits of the result in the destination operand. The higher bits of the destina- 
tion are zero-extended. The destination is set to zero if the count value is greater than 7 (for byte shift), 15 (for 

word shift), 31 (for doubleword shift) or 63 (for quadword shift). 


Operation 

KSHIFTLW 

COUNT := imm8[7:0] 
DEST[MAX_KL-1:0] := 0 
IF COUNT <=15 


THEN DEST[15:0] := SRC1[15:0] << COUNT; 


Fl; 


KSHIFTLB 

COUNT := imm8[7:0] 
DEST[MAX_KL-1:0] := 0 
IF COUNT <=7 


THEN — DEST[7:0] := SRC1[7:0] << COUNT; 


Fl; 


KSHIFTLOQ 

COUNT := imm8[7:0] 
DEST[MAX_KL-1:0] := 0 
IF COUNT <=63 


THEN —DEST[63:0] := SRC1[63:0] << COUNT; 


Fl; 
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KSHIFTLD 

COUNT := imm8[7:0] 
DEST[MAX_KL-1:0] := 0 
IF COUNT <=31 


THEN = DEST[31:0] := SRC1[31:0] << COUNT; 
Fl; 


Intel C/C++ Compiler Intrinsic Equivalent 
Compiler auto generates KSHIFTLW when needed. 


Flags Affected 
None 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


See Table 2-63, “TYPE K20 Exception Definition (VEX-Encoded OpMask Instructions w/o Memory Arg)”. 
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KSHIFTRW/KSHIFTRB/KSHIFTRQ/KSHIFTRD—Shift Right Mask Registers 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 

VEX.LO.66.0F3A.W1 30 /r RRI VIV AVX512F Shift right 16 bits in k2 by immediate and write result in k1. 
KSHIFTRW k1, k2, imm8 
VEX.LO.66.0F3A.WO 30 /r RRI VN AVX512DQ_ | Shift right 8 bits in k2 by immediate and write result in k1. 
KSHIFTRB k1, k2, imm8 
VEX.LO.66.0F3A.W1 31 /r RRI VIV AVX512BW | Shift right 64 bits in k2 by immediate and write result in k1. 
KSHIFTRQ k1, k2, imm8 
VEX.LO.66.0F3A.WO 31 /r RRI VIV AVX512BW | Shift right 32 bits in k2 by immediate and write result in k1. 
KSHIFTRD k1, k2, imm8 

Instruction Operand Encoding 

Op/En Operand 1 Operand 2 Operand 3 
RRI ModRM:reg (w) ModRM:r/m (r, ModRM:[7:6] must be 11b) Imm8 
Description 


Shifts 8/16/32/64 bits in the second operand (source operand) right by the count specified in immediate and place 
the least significant 8/16/32/64 bits of the result in the destination operand. The higher bits of the destination are 
zero-extended. The destination is set to zero if the count value is greater than 7 (for byte shift), 15 (for word shift), 
31 (for doubleword shift) or 63 (for quadword shift). 


Operation 
KSHIFTRW 

COUNT := imm8[7:0] 
DEST[MAX_KL-1:0] := 0 
IF COUNT <=15 


THEN DEST[15:0] := SRC1[15:0] >> COUNT; 


Fl; 


KSHIFTRB 
COUNT := imm8[7:0] 
DEST[MAX_KL-1:0] := 0 
IF COUNT <=7 


THEN 
Fl; 


KSHIFTRQ 

COUNT := imm8[7:0] 

DEST[MAX_KL-1:0] := 0 

IF COUNT <=63 
THEN 

Fl; 


DEST[7:0] := SRC1[7:0] >> COUNT; 


DEST[63:0] := SRC1[63:0] >> COUNT; 
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KSHIFTRD 
COUNT := imm8[7:0] 
DEST[MAX_KL-1:0] := 0 
IF COUNT <=31 
THEN DEST[31:0] := SRC1[31:0] >> COUNT; 
Fl; 


Intel C/C++ Compiler Intrinsic Equivalent 
Compiler auto generates KSHIFTRW when needed. 


Flags Affected 
None 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


See Table 2-63, “TYPE K20 Exception Definition (VEX-Encoded OpMask Instructions w/o Memory Arg)”. 
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INSTRUCTION SET REFERENCE, A-L 


KTESTW/KTESTB/KTESTQ/KTESTD—Packed Bit Test Masks and Set Flags 


Opcode/ Op 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
VEX.LO.OF.WO 99 /r RR VV AVX512DQ Set ZF and CF depending on sign bit AND and ANDN of 16 bits mask 
KTESTW k1, k2 register sources. 
VEX.LO.66.0F.WO 99 /r RR VV AVX512DQ Set ZF and CF depending on sign bit AND and ANDN of 8 bits mask 
KTESTB k1, k2 register sources. 
VEX.LO.OF.W1 99 /r RR VIV AVX512BW_ | Set ZF and CF depending on sign bit AND and ANDN of 64 bits mask 
KTESTQ k1, k2 register sources. 
VEX.LO.66.0F.W1 99 /r RR VIV AVX512BW_ | Set ZF and CF depending on sign bit AND and ANDN of 32 bits mask 
KTESTD k1, k2 register sources. 


Instruction Operand Encoding 


Op/En Operand 1 
RR ModRM:reg (r) ModRM:r/m (r, ModRM:[7:6] must be 11b) 
Description 


Performs a bitwise comparison of the bits of the first source operand and corresponding bits in the second source 
operand. If the AND operation produces all zeros, the ZF is set else the ZF is clear. If the bitwise AND operation of 
the inverted first source operand with the second source operand produces all zeros the CF is set else the CF is 


clear. Only the EFLAGS register is updated. 


Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 


KTESTW 
TEMP[15:0] := SRC2[15:0] AND SRC1[15:0] 
IF (TEMP[15:0] = = 0) 
THEN ZF :=1; 
ELSE ZF := 0; 
Fl; 
TEMP[15:0] := SRC2[15:0] AND NOT SRC1[15:0] 
IF (TEMP[15:0] = = 0) 
THEN CF :=1; 
ELSE CF := 0; 
Fl; 
AF := OF := PF := SF := 0; 


KTESTB 
TEMP[7:0] := SRC2[7:0] AND SRC1[7:0] 
IF (TEMP[7:0] = = 0) 
THEN ZF :=1; 
ELSE ZF := 0; 
Fl; 
TEMP[7:0] := SRC2[7:0] AND NOT SRC1[7:0] 
IF (TEMP[7:0] = = 0) 
THEN CF :=1; 
ELSE CF := 0; 
Fl; 
AF := OF := PF := SF := 0; 
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KTESTQ 
TEMP[63:0] := SRC2[63:0] AND SRC1[63:0] 
IF (TEMP[63:0] = = 0) 
THEN ZF :=1; 
ELSE ZF := 0; 
Fl; 
TEMP[63:0] := SRC2[63:0] AND NOT SRC1[63:0] 
IF (TEMP[63:0] = = 0) 
THEN CF :=1; 
ELSE CF := 0; 
Fl; 
AF := OF := PF := SF := 0; 


KTESTD 
TEMP[31:0] := SRC2[31:0] AND SRC1[31:0] 
IF (TEMP[3 1:0] = = 0) 
THEN ZF :=1; 
ELSE ZF := 0; 
Fl; 
TEMP[31:0] := SRC2[31:0] AND NOT SRC1[31:0] 
IF (TEMP[3 1:0] = = 0) 
THEN CF :=1; 
ELSE CF := 0; 
Fl; 
AF := OF := PF := SF := 0; 


Intel C/C++ Compiler Intrinsic Equivalent 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


See Table 2-63, “TYPE K20 Exception Definition (VEX-Encoded OpMask Instructions w/o Memory Arg)”. 


3-562 Vol. 2A 
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INSTRUCTION SET REFERENCE, A-L 


KUNPCKBW/KUNPCKWD/KUNPCKDQ—Unpack for Mask Registers 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 

Support | Flag 
VEX.L1.66.0F.WO 4B /r RVR VIV AVX512F Unpack 8-bit masks in k2 and k3 and write word result in k1. 
KUNPCKBW k1, k2, k3 
VEX.L1.0F.WO 4B /r RVR VIV AVX512BW | Unpack 16-bit masks in k2 and k3 and write doubleword result 
KUNPCKWD k1, k2, k3 ink. 
VEX.L1.0F.W1 4B /r RVR VIV AVX512BW | Unpack 32-bit masks in k2 and k3 and write quadword result 
KUNPCKDQ k1, k2, k3 ink. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
RVR ModRM:reg (w) VEX.1 vvv (r) ModRM:r/m (r, ModRM:[7:6] must be 11b) 
Description 


Unpacks the lower 8/16/32 bits of the second and third operands (source operands) into the low part of the first 
operand (destination operand), starting from the low bytes. The result is zero-extended in the destination. 


Operation 

KUNPCKBW 

DEST[7:0] := SRC2[7:0] 
DEST[15:8] := SRC1[7:0] 
DEST[MAX_KL-1:16] := 0 


KUNPCKWD 
DEST[15:0] := SRC2[15:0] 


DEST[31:16] := SRC1[15:0] 
DEST[MAX_KL-1:32] := 0 


KUNPCKDQ 
DEST[31:0] := SRC2[31:0] 


DEST[63:32] = SRC1[31:0] 
DEST[MAX_KL-1:64] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 

KUNPCKBW __mmask16 _mm512_kunpackb(__mmask16 a, ___mmask16 b); 
KUNPCKDQ __mmask64 _mm512_kunpackd(__mmask64 a, __mmask64 b); 

KUNPCKWD __mmask32 _mm512_kunpackw(__mmask32 a, __mmask32 b); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-63, “TYPE K20 Exception Definition (VEX-Encoded OpMask Instructions w/o Memory Arg)”. 
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KXNORW/KXNORB/KXNORQ/KXNORD—Bitwise Logical XNOR Masks 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 

Support | Flag 
VEX.L1.0F.WO 46 /r RVR VIV AVX512F Bitwise XNOR 16-bit masks k2 and k3 and place result in k1. 
KXNORW k1, k2, k3 
VEX.L1.66.0F.WO 46 /r RVR VN AVX512DQ_ | Bitwise XNOR 8-bit masks k2 and k3 and place result in k1. 
KXNORB k1, k2, k3 
VEX.L1.0F.W1 46 /r RVR VV AVX512BW | Bitwise XNOR 64-bit masks k2 and k3 and place result in k1. 
KXNORQ k1, k2, k3 
VEX.L1.66.0F.W1 46 /r RVR VIN AVX512BW | Bitwise XNOR 32-bit masks k2 and k3 and place result in k1. 
KXNORD k1, k2, k3 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
RVR ModRM:reg (w) VEX.1 vvv (r) ModRM:r/m (r, ModRM:[7:6] must be 11b) 
Description 


Performs a bitwise XNOR between the vector mask k2 and the vector mask k3, and writes the result into vector 
mask ki (three-operand form). 


Operation 

KXNORW 

DEST[15:0] := NOT (SRC1[15:0] BITWISE XOR SRC2[15:0)) 
DEST[MAX_KL-1:16] := 0 


KXNORB 
DEST[7:0] := NOT (SRC1[7:0] BITWISE XOR SRC2[7:0]) 
DEST[MAX_KL-1:8] := 0 


KXNORQ 
DEST[63:0] := NOT (SRC1[63:0] BITWISE XOR SRC2[63:0]) 
DEST[MAX_KL-1:64] := 0 


KXNORD 
DEST[31:0] := NOT (SRC1[31:0] BITWISE XOR SRC2[31:0]) 
DEST[MAX_KL-1:32] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


KXNORW __mmask16 _mm512_kxnor(__mmask16 a, __mmask16 b); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-63, “TYPE K20 Exception Definition (VEX-Encoded OpMask Instructions w/o Memory Arg)”. 
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KXORW/KXORB/KXORQ/KXORD—Bitwise Logical XOR Masks 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 

Support | Flag 
VEX.L1.0F.WO 47 /r RVR VIV AVX512F Bitwise XOR 16-bit masks k2 and k3 and place result in k1. 
KXORW k1, k2, k3 
VEX.L1.66.0F.WO 47 /r RVR VIV AVX512DQ Bitwise XOR 8-bit masks k2 and k3 and place result in k1. 
KXORB k1, k2, k3 
VEX.L1.0F.W1 47 /r RVR VIV AVX512BW | Bitwise XOR 64-bit masks k2 and k3 and place result in k1. 
KXORQ k1, k2, k3 
VEX.L1.66.0F.W1 47 /r RVR VIV AVX512BW | Bitwise XOR 32-bit masks k2 and k3 and place result in k1. 
KXORD k1, k2, k3 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
RVR ModRM:reg (w) VEX.1 vvv (r) ModRM:r/m (r, ModRM:[7:6] must be 11b) 
Description 


Performs a bitwise XOR between the vector mask k2 and the vector mask k3, and writes the result into vector mask 
k1 (three-operand form). 


Operation 

KXORW 

DEST[15:0] := SRC1[15:0] BITWISE XOR SRC2[15:0] 
DEST[MAX_KL-1:16] := 0 


KXORB 
DEST[7:0] = SRC1[7:0] BITWISE XOR SRC2[7:0] 
DEST[MAX_KL-1:8] := 0 


KXORQ 
DEST[63:0] := SRC1[63:0] BITWISE XOR SRC2[63:0] 
DEST[MAX_KL-1:64] := 0 


KXORD 
DEST[31:0] := SRC1[31:0] BITWISE XOR SRC2[31:0] 
DEST[MAX_KL-1:32] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


KXORW __mmask16 _mm512_kxor(__mmask16 a, __mmask16 b); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-63, “TYPE K20 Exception Definition (VEX-Encoded OpMask Instructions w/o Memory Arg)”. 
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LAHF—Load Status Flags into AH Register 


Opcode Instruction Op/ |64-Bit |Compat/ |Description 

En |Mode Leg Mode 
OF LAHF ZO | Invalid* | Valid Load: AH := EFLAGS(SF:ZF:0:AF:0:PF:1:CF). 
NOTES: 


*Valid in specific steppings. See Description section. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


This instruction executes as described above in compatibility mode and legacy mode. It is valid in 64-bit mode only 
if CPUID.80000001H:ECX.LAHF-SAHF[bit 0] = 1. 


Operation 


IF 64-Bit Mode 
THEN 
IF CPUID.8Z0000001 H:ECX.LAHF-SAHF[bit 0] = 1; 
THEN AH := RFLAGS(SF:ZF:0:AF:0:PF:1 :CF); 
ELSE #UD; 
Fl; 
ELSE 
AH := EFLAGS(SF:ZF:0:AF:0:PF:1:CF); 
Fl; 


Flags Affected 
None. The state of the flags in the EFLAGS register is not affected. 


Protected Mode Exceptions 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#UD If CPUID.80000001H:ECX.LAHF-SAHF[bit 0] = 0. 
If the LOCK prefix is used. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
OF O2 /r LAR r16, r16/m16 RM_ | Valid Valid r16:= access rights referenced by r16/m16 
OF O2 /r LAR reg, r32/m16" RM_ | Valid Valid reg := access rights referenced by r32/m16 
NOTES: 


1. For all loads (regardless of source or destination sizing) only bits 16-0 are used. Other bits are ignored. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Loads the access rights from the segment descriptor specified by the second operand (source operand) into the 
first operand (destination operand) and sets the ZF flag in the flag register. The source operand (which can bea 
register or a memory location) contains the segment selector for the segment descriptor being accessed. If the 
source operand is a memory address, only 16 bits of data are accessed. The destination operand is a general- 
purpose register. 


The processor performs access checks as part of the loading process. Once loaded in the destination register, soft- 
ware can perform additional checks on the access rights information. 


The access rights for a segment descriptor include fields located in the second doubleword (bytes 4-7) of the 
segment descriptor. The following fields are loaded by the LAR instruction: 


Bits 7:0 are returned as 0 
Bits 11:8 return the segment type. 
Bit 12 returns the S flag. 


¢ Bits 14:13 return the DPL. 
¢ Bit 15 returns the P flag. 
¢ The following fields are returned only if the operand size is greater than 16 bits: 
— Bits 19:16 are undefined. 
— Bit 20 returns the software-available bit in the descriptor. 
— Bit 21 returns the L flag. 
— Bit 22 returns the D/B flag. 
— Bit 23 returns the G flag. 
— Bits 31:24 are returned as 0. 
This instruction performs the following checks before it loads the access rights in the destination register: 
° Checks that the segment selector is not NULL. 


¢ Checks that the segment selector points to a descriptor that is within the limits of the GDT or LDT being 
accessed 


¢ Checks that the descriptor type is valid for this instruction. All code and data segment descriptors are valid for 
(can be accessed with) the LAR instruction. The valid system segment and gate descriptor types are given in 
Table 3-53. 


¢ If the segment is not a conforming code segment, it checks that the specified segment descriptor is visible at 
the CPL (that is, if the CPL and the RPL of the segment selector are less than or equal to the DPL of the segment 
selector). 


If the segment descriptor cannot be accessed or is an invalid type for the instruction, the ZF flag is cleared and no 
access rights are loaded in the destination operand. 
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The LAR instruction can only be executed in protected mode and IA-32e mode. 
Table 3-53. Segment and Gate Types 


Type Protected Mode IA-32e Mode 
Name Valid Name Valid 
0 Reserved No Reserved No 
1 Available 16-bit TSS Yes Reserved No 
2 LDT Yes LDT Yes 
3 Busy 16-bit TSS Yes Reserved No 
4 16-bit call gate Yes Reserved No 
5 16-bit/32-bit task gate Yes Reserved No 
6 16-bit interrupt gate No Reserved No 
7 16-bit trap gate No Reserved No 
8 Reserved No Reserved No 
9 Available 32-bit TSS Yes Available 64-bit TSS Yes 
A Reserved No Reserved No 
B Busy 32-bit TSS Yes Busy 64-bit TSS Yes 
Cc 32-bit call gate Yes 64-bit call gate Yes 
D Reserved No Reserved No 
E 32-bit interrupt gate No 64-bit interrupt gate No 
F 32-bit trap gate No 64-bit trap gate No 
Operation 
IF Offset(SRC) > descriptor table limit 
THEN 
ZF :=0; 
ELSE 


SegmentDescriptor := descriptor referenced by SRC; 

IF SegmentDescriptor(Type) 4 conforming code segment 
and (CPL > DPL) or (RPL > DPL) 

or SegmentDescriptor(Type) is not valid for instruction 


THEN 
ZF := 0; 
ELSE 
DEST := access rights from SegmentDescriptor as given in Description section; 
ZF := 1; 
Fl; 
Fl; 
Flags Affected 


The ZF flag is set to 1 if the access rights are loaded successfully; otherwise, it is cleared to 0. 
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Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and the memory operand effective address is unaligned while 
the current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD The LAR instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The LAR instruction cannot be executed in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If the memory operand effective address referencing the SS segment is in a non-canonical 
form. 

#GP(0) If the memory operand effective address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and the memory operand effective address is unaligned while 
the current privilege level is 3. 

#UD If the LOCK prefix is used. 
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LDDQU—Load Unaligned Integer 128 Bits 


Opcode/ Op/ |64/32-bit | CPUID Description 
Instruction En |Mode Feature 

Flag 
F2 OF FO /r RM |V/V SSE3 Load unaligned data from mem and return 
LDDQU xmm1, mem double quadword in xmm1. 
VEX.128.F2.0F.WIG FO /r RM |V/V AVX Load unaligned packed integer values from 
VLDDQU xmm1, m128 mem to xmm1. 
VEX.256.F2.0F.WIG FO /r RM |V/V AVX Load unaligned packed integer values from 
VLDDQU ymm1, m256 mem to ymm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


The instruction is functionally similar to (V)MOVDQU ymm/xmm, m256/m128 for loading from memory. That is: 
32/16 bytes of data starting at an address specified by the source memory operand (second operand) are fetched 
from memory and placed in a destination register (first operand). The source operand need not be aligned ona 
32/16-byte boundary. Up to 64/32 bytes may be loaded from memory; this is implementation dependent. 


This instruction may improve performance relative to (V)MOVDQU if the source operand crosses a cache line 
boundary. In situations that require the data loaded by (V)LDDQU be modified and stored to the same location, use 
(V)MOVDQU or (V)MOVDQA instead of (V)LDDQU. To move a double quadword to or from memory locations that 
are known to be aligned on 16-byte boundaries, use the (V)MOVDQA instruction. 


Implementation Notes 

e If the source is aligned to a 32/16-byte boundary, based on the implementation, the 32/16 bytes may be 
loaded more than once. For that reason, the usage of (V)LDDQU should be avoided when using uncached or 
write-combining (WC) memory regions. For uncached or WC memory regions, keep using (V)MOVDQU. 

¢ This instruction is a replacement for (V)MOVDQU (load) in situations where cache line splits significantly affect 
performance. It should not be used in situations where store-load forwarding is performance critical. If 
performance of store-load forwarding is critical to the application, use (V)MOVDQA store-load pairs when data 
is 256/128-bit aligned or (V)MOVDQU store-load pairs when data is 256/128-bit unaligned. 

e If the memory address is not aligned on 32/16-byte boundary, some implementations may load up to 64/32 
bytes and return 32/16 bytes in the destination. Some processor implementations may issue multiple loads to 
access the appropriate 32/16 bytes. Developers of multi-threaded or multi-processor software should be aware 
that on these processors the loads will be performed in a non-atomic way. 

¢ If alignment checking is enabled (CRO.AM = 1, RFLAGS.AC = 1, and CPL = 3), an alignment-check exception 
(#AC) may or may not be generated (depending on processor implementation) when the memory address is 
not aligned on an 8-byte boundary. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 
Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Operation 

LDDQU (128-bit Legacy SSE version) 
DEST[127:0] := SRC[127:0] 
DEST[MAXVL-1:128] (Unmodified) 


3-570 Vol. 2A LDDQU—Load Unaligned Integer 128 Bits 


VLDDQU (VEX.128 encoded version) 
DEST[127:0] := SRC[127:0] 
DEST[MAXVL-1:128] := 0 


VLDDQU (VEX.256 encoded version) 
DEST[255:0] := SRC[255:0] 


Intel C/C++ Compiler Intrinsic Equivalent 


LDDQU: m128i__mm_Iddqu_si128 (__m128i * p); 


VLDDQU: __m256i__mm256_Iddqu_si256 (__m256i * p); 


Numeric Exceptions 
None 


Other Exceptions 


See Table 2-21, “Type 4 Class Exception Conditions”. 


Note treatment of #AC varies. 
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LDMXCSR—Load MXCSR Register 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 

Flag 
NP OF AE /2 M VIV SSE Load MXCSR register from m32. 
LDMXCSR m32 
VEX.LZ.OF.WIG AE /2 M VN AVX Load MXCSR register from m32. 
VLDMXCSR m32 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Loads the source operand into the MXCSR control/status register. The source operand is a 32-bit memory location. 
See “MXCSR Control and Status Register” in Chapter 10, of the Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 1, for a description of the MXCSR register and its contents. 


The LDMXCSR instruction is typically used in conjunction with the (V)STMXCSR instruction, which stores the 
contents of the MXCSR register in memory. 


The default MXCSR value at reset is 1F80H. 


If a (V)LDMXCSR instruction clears a SIMD floating-point exception mask bit and sets the corresponding exception 
flag bit, a SIMD floating-point exception will not be immediately generated. The exception will be generated only 
upon the execution of the next instruction that meets both conditions below: 


° the instruction must operate on an XMM or YMM register operand, 
°¢ the instruction causes that particular SIMD floating-point exception to be reported. 
This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


If VLDMXCSR is encoded with VEX.L= 1, an attempt to execute the instruction encoded with VEX.L= 1 will cause an 
#UD exception. 


Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 
Operation 
MXCSR := m32; 


C/C++ Compiler Intrinsic Equivalent 


_mm_setcsr(unsigned int i) 


Numeric Exceptions 
None 


Other Exceptions 

See Table 2-22, “Type 5 Class Exception Conditions”; additionally: 
#GP For an attempt to set reserved bits in MXCSR. 
#UD If VEX.vvvv # 1111B. 


3-572 Vol. 2A LDMXCSR—Load MXCSR Register 


LDS/LES/LFS/LGS/LSS—Load Far Pointer 


INSTRUCTION SET REFERENCE, A-L 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

C5 /r LDS r76,m16:16 RM_ | Invalid Valid Load DS:r76 with far pointer from memory. 
C5 /r LDS r32,m16:32 RM_ | Invalid Valid Load DS:r32 with far pointer from memory. 
OF B2 /r LSS r76,m16:16 RM_ | Valid Valid Load SS:r76 with far pointer from memory. 
OF B2 /r LSS r32,m16:32 RM_ | Valid Valid Load SS:r32 with far pointer from memory. 
REX + OF B2 /r LSS r64,m16:64 RM_ | Valid N.E. Load SS:r64 with far pointer from memory. 
C4 /r LES r16,m16:16 RM_ | Invalid Valid Load ES:r76 with far pointer from memory. 
C4 /r LES r32,m16:32 RM_ | Invalid Valid Load ES:r32 with far pointer from memory. 
OF B4 /r LFS r16,m16:16 RM_ | Valid Valid Load FS:r76 with far pointer from memory. 
OF B4 /r LFS r32,m16:32 RM_ | Valid Valid Load FS:r32 with far pointer from memory. 
REX + OF B4 /r LFS r64,m16:64 RM_ | Valid N.E. Load FS:r64 with far pointer from memory. 
OF B5 /r LGS r16,m16:16 RM_ | Valid Valid Load GS:r76 with far pointer from memory. 
OF B5 /r LGS r32,m16:32 RM_ | Valid Valid Load GS:r32 with far pointer from memory. 
REX + OF B5 /r LGS r64,m16:64 RM_ | Valid N.E. Load GS:r64 with far pointer from memory. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Loads a far pointer (segment selector and offset) from the second operand (source operand) into a segment 
register and the first operand (destination operand). The source operand specifies a 48-bit or a 32-bit pointer in 
memory depending on the current setting of the operand-size attribute (32 bits or 16 bits, respectively). The 
instruction opcode and the destination operand specify a segment register/general-purpose register pair. The 16- 
bit segment selector from the source operand is loaded into the segment register specified with the opcode (DS, 
SS, ES, FS, or GS). The 32-bit or 16-bit offset is loaded into the register specified with the destination operand. 


If one of these instructions is executed in protected mode, additional information from the segment descriptor 
pointed to by the segment selector in the source operand is loaded in the hidden part of the selected segment 
register. 


Also in protected mode, a NULL selector (values 0000 through 0003) can be loaded into DS, ES, FS, or GS registers 
without causing a protection exception. (Any subsequent reference to a segment whose corresponding segment 
register is loaded with a NULL selector, causes a general-protection exception (#GP) and no memory reference to 
the segment occurs. ) 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.W promotes 
operation to specify a source operand referencing an 80-bit pointer (16-bit selector, 64-bit offset) in memory. Using 
a REX prefix in the form of REX.R permits access to additional registers (R8-R15). See the summary chart at the 
beginning of this section for encoding data and limits. 


Operation 
64-BIT_MODE 
IF SS is loaded 
THEN 
IF SegmentSelector = NULL and ( (RPL = 3) or 
(RPL 4 3 and RPL + CPL) ) 
THEN #GP(0); 


ELSE IF descriptor is in non-canonical space 
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THEN #GP(0); Fl; 
ELSE IF Segment selector index is not within descriptor table limits 
or segment selector RPL # CPL 
or access rights indicate nonwritable data segment 
or DPL# CPL 
THEN #GP(selector); Fl; 
ELSE IF Segment marked not present 
THEN #SS(selector); Fl; 
Fl; 
SS := SegmentSelector(SRC); 
SS := SegmentDescriptor([SRC]); 
ELSE IF attempt to load DS, or ES 
THEN #UD; 
ELSE IF FS, or GS is loaded with non-NULL segment selector 
THEN IF Segment selector index is not within descriptor table limits 
or access rights indicate segment neither data nor readable code segment 
or segment is data or nonconforming-code segment 
and (RPL > DPL or CPL > DPL) 
THEN #GP(selector); Fl; 
ELSE IF Segment marked not present 
THEN #NP(selector); Fl; 
Fl; 
SegmentRegister := SegmentSelector(SRC) ; 
SegmentRegister := SegmentDescriptor([SRC]); 
Fl; 
ELSE IF FS, or GS is loaded with a NULL selector: 
THEN 
SegmentRegister := NULLSelector; 
SegmentRegister(DescriptorValidBit) := 0; Fl; (* Hidden flag; 
not accessible by software *) 
Fl; 
DEST := Offset(SRQ); 


PREOTECTED MODE OR COMPATIBILITY MODE; 
IF SS is loaded 
THEN 
IF SegementSelector = NULL 
THEN #GP(0); 
ELSE IF Segment selector index is not within descriptor table limits 
or segment selector RPL # CPL 
or access rights indicate nonwritable data segment 
or DPL #4 CPL 
THEN #GP(selector); Fl; 
ELSE IF Segment marked not present 
THEN #SS(selector); Fl; 
Fl; 
SS := SegmentSelector(SRC); 
SS := SegmentDescriptor([SRC]); 
ELSE IF DS, ES, FS, or GS is loaded with non-NULL segment selector 
THEN IF Segment selector index is not within descriptor table limits 
or access rights indicate segment neither data nor readable code segment 
or segment is data or nonconforming-code segment 
and (RPL > DPL or CPL > DPL) 
THEN #GP(selector); Fl; 
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ELSE IF Segment marked not present 
THEN #NP(selector); Fl; 


Fl; 


SegmentRegister := SegmentSelector(SRC) AND RPL; 
SegmentRegister := SegmentDescriptor([SRC]); 


Fl; 


ELSE IF DS, ES, FS, or GS is loaded with a NULL selector: 


THEN 


SegmentRegister := NULLSelector; 
SegmentRegister(DescriptorValidBit) := 0; Fl; (* Hidden flag; 
not accessible by software *) 


Fl; 


DEST := Offset(SRC); 


Real-Address or Virtual-8086 Mode 
SegmentRegister := SegmentSelector(SRC); Fl; 


DEST := Offset(SRQ); 


Flags Affected 
None 


Protected Mode Exceptions 


#UD 


#GP(0) 


#GP(selector) 


#SS(0) 
#SS(selector) 
#NP(selector) 


#PF(fault-code) 
#AC(0) 


If source operand is not a memory location. 

If the LOCK prefix is used. 

If a NULL selector is loaded into the SS register. 

If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 

If the SS register is being loaded and any of the following is true: the segment selector index 
is not within the descriptor table limits, the segment selector RPL is not equal to CPL, the 
segment is a non-writable data segment, or DPL is not equal to CPL. 


If the DS, ES, FS, or GS register is being loaded with a non-NULL segment selector and any of 
the following is true: the segment selector index is not within descriptor table limits, the 
segment is neither a data nor a readable code segment, or the segment is a data or noncon- 
forming-code segment and both RPL and CPL are greater than DPL. 


If a memory operand effective address is outside the SS segment limit. 
If the SS register is being loaded and the segment is marked not present. 


If DS, ES, FS, or GS register is being loaded with a non-NULL segment selector and the 
segment is marked not present. 


If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


Real-Address Mode Exceptions 


#GP 
#SS 
#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

If source operand is not a memory location. 

If the LOCK prefix is used. 
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Virtual-8086 Mode Exceptions 


#UD 


#GP(0) 
#SS(0) 
#PF(fault-code) 
#AC(0) 


If source operand is not a memory location. 

If the LOCK prefix is used. 

If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is made. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) 


#GP(Selector) 


#SS(0) 
#SS(Selector) 
#NP(selector) 


#PF(fault-code) 
#AC(0) 


#UD 
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If the memory address is in a non-canonical form. 
If a NULL selector is attempted to be loaded into the SS register in compatibility mode. 
If a NULL selector is attempted to be loaded into the SS register in CPL3 and 64-bit mode. 


If a NULL selector is attempted to be loaded into the SS register in non-CPL3 and 64-bit mode 
where its RPL is not equal to CPL. 


If the FS, or GS register is being loaded with a non-NULL segment selector and any of the 
following is true: the segment selector index is not within descriptor table limits, the memory 
address of the descriptor is non-canonical, the segment is neither a data nor a readable code 
segment, or the segment is a data or nonconforming-code segment and both RPL and CPL are 
greater than DPL. 


If the SS register is being loaded and any of the following is true: the segment selector index 
is not within the descriptor table limits, the memory address of the descriptor is non-canonical, 
the segment selector RPL is not equal to CPL, the segment is a nonwritable data segment, or 
DPL is not equal to CPL. 


If a memory operand effective address is non-canonical 
If the SS register is being loaded and the segment is marked not present. 


If FS, or GS register is being loaded with a non-NULL segment selector and the segment is 
marked not present. 


If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If source operand is not a memory location. 
If the LOCK prefix is used. 
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LEA—Load Effective Address 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
8D /r LEA r16,m RM | Valid Valid Store effective address for min register r76. 
8D /r LEA r32,m RM | Valid Valid Store effective address for min register r32. 
REX.W + 8D /r LEA r64,m RM_ | Valid N.E. Store effective address for min register r64. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 

Description 


Computes the effective address of the second operand (the source operand) and stores it in the first operand 
(destination operand). The source operand is a memory address (offset part) specified with one of the processors 
addressing modes; the destination operand is a general-purpose register. The address-size and operand-size attri- 
butes affect the action performed by this instruction, as shown in the following table. The operand-size attribute of 
the instruction is determined by the chosen register; the address-size attribute is determined by the attribute of 
the code segment. 


Table 3-54. Non-64-bit Mode LEA Operation with Address and Operand Size Attributes 


Operand Size Address Size Action Performed 
16 16 16-bit effective address is calculated and stored in requested 16-bit register destination. 
16 32 32-bit effective address is calculated. The lower 16 bits of the address are stored in the 
requested 16-bit register destination. 
32 16 16-bit effective address is calculated. The 16-bit address is zero-extended and stored in the 
requested 32-bit register destination. 
32 32 32-bit effective address is calculated and stored in the requested 32-bit register destination. 


Different assemblers may use different algorithms based on the size attribute and symbolic reference of the source 
operand. 


In 64-bit mode, the instruction’s destination operand is governed by operand size attribute, the default operand 
size is 32 bits. Address calculation is governed by address size attribute, the default address size is 64-bits. In 64- 
bit mode, address size of 16 bits is not encodable. See Table 3-55. 


Table 3-55. 64-bit Mode LEA Operation with Address and Operand Size Attributes 


Operand Size Address Size Action Performed 

16 32 32-bit effective address is calculated (using 67H prefix). The lower 16 bits of the address are 
stored in the requested 16-bit register destination (using 66H prefix). 

16 64 64-bit effective address is calculated (default address size). The lower 16 bits of the address 
are stored in the requested 16-bit register destination (using 66H prefix). 

32 32 32-bit effective address is calculated (using 67H prefix) and stored in the requested 32-bit 
register destination. 

32 64 64-bit effective address is calculated (default address size) and the lower 32 bits of the 
address are stored in the requested 32-bit register destination. 

64 32 32-bit effective address is calculated (using 67H prefix), zero-extended to 64-bits, and stored 
in the requested 64-bit register destination (using REX.W). 

64 64 64-bit effective address is calculated (default address size) and all 64-bits of the address are 
stored in the requested 64-bit register destination (using REX.W). 
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Operation 


IF OperandSize = 16 and AddressSize = 16 


Fl; 


THEN 
DEST := EffectiveAddress(SRC); (* 16-bit address *) 
ELSE IF OperandSize = 16 and AddressSize = 32 
THEN 
temp := EffectiveAddress(SRC); (* 32-bit address *) 
DEST := temp[0:15]; (* 16-bit address *) 
Fl; 
ELSE IF OperandSize = 32 and AddressSize = 16 
THEN 
temp := EffectiveAddress(SRC); (* 16-bit address *) 
DEST := ZeroExtend(temp); (* 32-bit address *) 
Fl; 
ELSE IF OperandSize = 32 and AddressSize = 32 
THEN 
DEST := EffectiveAddress(SRC); (* 32-bit address *) 
Fl; 
ELSE IF OperandSize = 16 and AddressSize = 64 
THEN 
temp := EffectiveAddress(SRC); (* 64-bit address *) 
DEST := temp[0:15]; (* 16-bit address *) 
Fl; 
ELSE IF OperandSize = 32 and AddressSize = 64 
THEN 
temp := EffectiveAddress(SRC); (* 64-bit address *) 
DEST := temp[0:31]; (* 16-bit address *) 
Fl; 
ELSE IF OperandSize = 64 and AddressSize = 64 
THEN 
DEST := EffectiveAddress(SRC); (* 64-bit address *) 
Fl; 


Flags Affected 
None 


Protected Mode Exceptions 


#UD 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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LEAVE—High Level Procedure Exit 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
cg LEAVE ZO | Valid Valid Set SP to BP, then pop BP. 
cg LEAVE ZO |N.E. Valid Set ESP to EBP, then pop EBP. 
c9 LEAVE ZO | Valid N.E. Set RSP to RBP, then pop RBP. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Releases the stack frame set up by an earlier ENTER instruction. The LEAVE instruction copies the frame pointer (in 
the EBP register) into the stack pointer register (ESP), which releases the stack space allocated to the stack frame. 
The old frame pointer (the frame pointer for the calling procedure that was saved by the ENTER instruction) is then 
popped from the stack into the EBP register, restoring the calling procedure’s stack frame. 


A RET instruction is commonly executed following a LEAVE instruction to return program control to the calling 
procedure. 


See “Procedure Calls for Block-Structured Languages” in Chapter 7 of the Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 1, for detailed information on the use of the ENTER and LEAVE instructions. 


In 64-bit mode, the instruction’s default operation size is 64 bits; 32-bit operation cannot be encoded. See the 
summary chart at the beginning of this section for encoding data and limits. 


Operation 


IF StackAddressSize = 32 
THEN 
ESP := EBP; 
ELSE IF StackAddressSize = 64 
THEN RSP := RBP; FI; 
ELSE IF StackAddressSize = 16 
THEN SP := BP; FI; 
Fl; 


IF OperandSize = 32 
THEN EBP := Pop(); 
ELSE IF OperandSize = 64 
THEN RBP := Pop(); FI; 
ELSE IF OperandSize = 16 
THEN BP := Pop(); Fl; 
Fl; 


Flags Affected 
None 
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Protected Mode Exceptions 


#SS(0) 


#PF(fault-code) 
#AC(0) 


#UD 


If the EBP register points to a location that is not within the limits of the current stack 
segment. 


If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 
#UD 


If the EBP register points to a location outside of the effective address space from 0 to FFFFH. 
If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) 
#PF(fault-code) 
#AC(0) 

#UD 


If the EBP register points to a location outside of the effective address space from 0 to FFFFH. 
If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is made. 

If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) 
#AC(0) 


#UD 
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If the stack address is in a non-canonical form. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 
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LFENCE—Load Fence 


Opcode / Op/ | 64/32 bit | CPUID Description 
Instruction En | Mode Feature 
Support | Flag 
NP OF AE E8 ZO |VIV SSE2 Serializes load operations. 
LFENCE 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Performs a serializing operation on all load-from-memory instructions that were issued prior the LFENCE instruc- 
tion. Specifically, LFENCE does not execute until all prior instructions have completed locally, and no later instruc- 
tion begins execution until LFENCE completes. In particular, an instruction that loads from memory and that 
precedes an LFENCE receives data from memory prior to completion of the LFENCE. (An LFENCE that follows an 
instruction that stores to memory might complete before the data being stored have become globally visible. ) 
Instructions following an LFENCE may be fetched from memory before the LFENCE, but they will not execute (even 
speculatively) until the LFENCE completes. 


Weakly ordered memory types can be used to achieve higher processor performance through such techniques as 
out-of-order issue and speculative reads. The degree to which a consumer of data recognizes or knows that the 
data is weakly ordered varies among applications and may be unknown to the producer of this data. The LFENCE 
instruction provides a performance-efficient way of ensuring load ordering between routines that produce weakly- 
ordered results and routines that consume that data. 


Processors are free to fetch and cache data speculatively from regions of system memory that use the WB, WC, 
and WT memory types. This speculative fetching can occur at any time and is not tied to instruction execution. 
Thus, it is not ordered with respect to executions of the LFENCE instruction; data can be brought into the caches 
speculatively just before, during, or after the execution of an LFENCE instruction. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Specification of the instruction's opcode above indicates a ModR/M byte of E8. For this instruction, the processor 
ignores the r/m field of the ModR/M byte. Thus, LFENCE is encoded by any opcode of the form OF AE Ex, where x is 
in the range 8-F. 


Operation 
Wait_On_Following_Instructions_Until(preceding_instructions_complete); 
Intel C/C++ Compiler Intrinsic Equivalent 

void _mm_Ifence(void) 


Exceptions (All Modes of Operation) 
#UD If CPUID.O1H:EDX.SSE2[bit 26] = 0. 
If the LOCK prefix is used. 
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LGDT/LIDT—Load Global/Interrupt Descriptor Table Register 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
OF 01 /2 LGDT m16&32 M NE. Valid Load minto GDTR. 
OF 01 /3 LIDT m16&32 M NE. Valid Load minto IDTR. 
OF 01 /2 LGDT m16&64 M Valid NE. Load minto GDTR. 
OF 01 /3 LIDT m16&64 M Valid NE. Load minto IDTR. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Loads the values in the source operand into the global descriptor table register (GDTR) or the interrupt descriptor 
table register (IDTR). The source operand specifies a 6-byte memory location that contains the base address (a 
linear address) and the limit (size of table in bytes) of the global descriptor table (GDT) or the interrupt descriptor 
table (IDT). If operand-size attribute is 32 bits, a 16-bit limit (lower 2 bytes of the 6-byte data operand) and a 32- 
bit base address (upper 4 bytes of the data operand) are loaded into the register. If the operand-size attribute 
is 16 bits, a 16-bit limit (lower 2 bytes) and a 24-bit base address (third, fourth, and fifth byte) are loaded. Here, 
the high-order byte of the operand is not used and the high-order byte of the base address in the GDTR or IDTR is 
filled with zeros. 


The LGDT and LIDT instructions are used only in operating-system software; they are not used in application 
programs. They are the only instructions that directly load a linear address (that is, not a segment-relative 
address) and a limit in protected mode. They are commonly executed in real-address mode to allow processor 
initialization prior to switching to protected mode. 


In 64-bit mode, the instruction’s operand size is fixed at 8+2 bytes (an 8-byte base and a 2-byte limit). See the 
summary chart at the beginning of this section for encoding data and limits. 


See “SGDT—Store Global Descriptor Table Register” in Chapter 4, Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 2B, for information on storing the contents of the GDTR and IDTR. 
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Operation 
IF Instruction is LIDT 
THEN 
IF OperandSize = 16 
THEN 
IDTR(Limit) := SRC[O:1 5]; 
IDTR(Base) := SRC[16:47] AND OOFFFFFFH; 
ELSE IF 32-bit Operand Size 
THEN 
IDTR(Limit) := SRC[O:1 5]; 
IDTR(Base) := SRC[16:47]; 
Fl; 
ELSE IF 64-bit Operand Size (* In 64-Bit Mode *) 
THEN 
IDTR(Limit) := SRC[O:1 5]; 
IDTR(Base) := SRC[16:79]; 
Fl; 
Fl; 


ELSE (* Instruction is LGDT *) 
IF OperandSize = 16 
THEN 
GDTR(Limit) := SRC[O:1 5]; 
GDTR(Base) := SRC[16:47] AND OOFFFFFFH; 
ELSE IF 32-bit Operand Size 
THEN 
GDTR(Limit) := SRC[O:1 5]; 
GDTR(Base) := SRC[16:47]; 


Fl; 
ELSE IF 64-bit Operand Size (* In 64-Bit Mode *) 
THEN 
GDTR(Limit) := SRC[O:1 5]; 
GDTR(Base) := SRC[16:79]; 
Fl; 
FI; 
FI; 
Flags Affected 
None 


Protected Mode Exceptions 
#UD If the LOCK prefix is used. 
#GP(0) If the current privilege level is not 0. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
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Real-Address Mode Exceptions 


#UD If the LOCK prefix is used. 
#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 


Virtual-8086 Mode Exceptions 
#UD If the LOCK prefix is used. 
#GP If the current privilege level is not 0. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the current privilege level is not 0. 

If the memory address is in a non-canonical form. 
#UD If the LOCK prefix is used. 


#PF(fault-code) If a page fault occurs. 
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LLDT—Load Local Descriptor Table Register 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 00 /2 LLDT r/m16 M Valid Valid Load segment selector r/m16 into LDTR. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Loads the source operand into the segment selector field of the local descriptor table register (LDTR). The source 
operand (a general-purpose register or a memory location) contains a segment selector that points to a local 
descriptor table (LDT). After the segment selector is loaded in the LDTR, the processor uses the segment selector 
to locate the segment descriptor for the LDT in the global descriptor table (GDT). It then loads the segment limit 
and base address for the LDT from the segment descriptor into the LDTR. The segment registers DS, ES, SS, FS, 
GS, and CS are not affected by this instruction, nor is the LDTR field in the task state segment (TSS) for the current 
task. 


If bits 2-15 of the source operand are 0, LDTR is marked invalid and the LLDT instruction completes silently. 
However, all subsequent references to descriptors in the LDT (except by the LAR, VERR, VERW or LSL instructions) 
cause a general protection exception (#GP). 


The operand-size attribute has no effect on this instruction. 


The LLDT instruction is provided for use in operating-system software; it should not be used in application 
programs. This instruction can only be executed in protected mode or 64-bit mode. 


In 64-bit mode, the operand size is fixed at 16 bits. 


Operation 


IF SRC(Offset) > descriptor table limit 
THEN #GP(segment selector); Fl; 


IF segment selector is valid 
Read segment descriptor; 


IF SegmentDescriptor(Type) #4 LDT 
THEN #GP(segment selector); Fl; 

IF segment descriptor is not present 
THEN #NP(segment selector); Fl; 


LDTR(SegmentSelector) := SRC; 
LDTR(SegmentDescriptor) := GDTSegmentDescriptor; 
ELSE LDTR := INVALID 
Fl; 


Flags Affected 
None 
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Protected Mode Exceptions 


#GP(0) 


#GP(selector) 


#SS(0) 
#NP(selector) 
#PF(fault-code) 
#UD 


If the current privilege level is not 0. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


If the selector operand does not point into the Global Descriptor Table or if the entry in the GDT 
is not a Local Descriptor Table. 


Segment selector is beyond GDT limit. 

If a memory operand effective address is outside the SS segment limit. 
If the LDT descriptor is not present. 

If a page fault occurs. 

If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#UD 


The LLDT instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 


#UD 


The LLDT instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) 
#GP(0) 


#GP(selector) 


#NP(selector) 
#PF(fault-code) 
#UD 
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If a memory address referencing the SS segment is in a non-canonical form. 
If the current privilege level is not 0. 
If the memory address is in a non-canonical form. 


If the selector operand does not point into the Global Descriptor Table or if the entry in the GDT 
is not a Local Descriptor Table. 


Segment selector is beyond GDT limit. 
If the LDT descriptor is not present. 

If a page fault occurs. 

If the LOCK prefix is used. 
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LMSW—Load Machine Status Word 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 01 /6 LMSW r/m16 M Valid Valid Loads r/m16 in machine status word of CRO. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Loads the source operand into the machine status word, bits 0 through 15 of register CRO. The source operand can 
be a 16-bit general-purpose register or a memory location. Only the low-order 4 bits of the source operand (which 
contains the PE, MP, EM, and TS flags) are loaded into CRO. The PG, CD, NW, AM, WP, NE, and ET flags of CRO are 
not affected. The operand-size attribute has no effect on this instruction. 


If the PE flag of the source operand (bit 0) is set to 1, the instruction causes the processor to switch to protected 
mode. While in protected mode, the LMSW instruction cannot be used to clear the PE flag and force a switch back 
to real-address mode. 


The LMSW instruction is provided for use in operating-system software; it should not be used in application 
programs. In protected or virtual-8086 mode, it can only be executed at CPL 0. 


This instruction is provided for compatibility with the Intel 286 processor; programs and procedures intended to 
run on IA-32 and Intel 64 processors beginning with Intel386 processors should use the MOV (control registers) 
instruction to load the whole CRO register. The MOV CRO instruction can be used to set and clear the PE flag in CRO, 
allowing a procedure or program to switch between protected and real-address modes. 


This instruction is a serializing instruction. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. Note that the operand size is fixed 
at 16 bits. 


See “Changes to Instruction Behavior in VMX Non-Root Operation” in Chapter 24 of the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 3C, for more information about the behavior of this instruction in 
VMX non-root operation. 


Operation 
CRO[0:3] := SRC[O:3]; 


Flags Affected 
None 


Protected Mode Exceptions 

#GP(0) If the current privilege level is not 0. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#UD If the LOCK prefix is used. 
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Virtual-8086 Mode Exceptions 
#GP(0) The LMSW instruction is not recognized in virtual-8086 mode. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the current privilege level is not 0. 
If the memory address is in a non-canonical form. 
#PF(fault-code) If a page fault occurs. 
#UD If the LOCK prefix is used. 
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LOADIWKEY—Load Internal Wrapping Key with Key Locker 


Opcode/ Op/ |64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
F3 OF 38 DC 11:rrr:bbb A VIV KL Load internal wrapping key from xmm1, xmm_z, and 
LOADIWKEY xmm1, xmm2, <EAX>, <XMMO> XMMO. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r) ModRM:r/m (r) Implicit EAX (r) Implicit XMMO (r) 
Description 


The LOADIWKEY! instruction writes the Key Locker internal wrapping key, which is called IWKey. This IWKey is 
used by the ENCODEKEY* instructions to wrap keys into handles. Conversely, the AESENC/DEC*KL instructions 
use IWKey to unwrap those keys from the handles and help verify the handle integrity. For security reasons, no 
instruction is designed to allow software to directly read the IWKey value. 


IWkKey includes two cryptographic keys as well as metadata. The two cryptographic keys are loaded from register 
sources so that LOADIWKEY can be executed without the keys ever being in memory. 


The key input operands are: 

¢ The 256-bit encryption key is loaded from the two explicit operands. 

¢ The 128-bit integrity key is loaded from the implicit operand XMMO. 

The implicit operand EAX specifies the KeySource and whether backing up the key is permitted: 


¢ EAX[0] - When set, the wrapping key being initialized is not permitted to be backed up to platform-scoped 
storage. 


° EAX[4:1] - This specifies the KeySource, which is the type of key. Currently only two encodings are supported. 
A KeySource of 0 indicates that the key input operands described above should be directly stored as the 
internal wrapping keys. LOADIWKEY with a KeySource of 1 will have random numbers from the on-chip random 
number generator XORed with the source registers (including XMMO) so that the software that executes the 
LOADIWKEY does not know the actual IWKey encryption and integrity keys. Software can choose to put 
additional random data into the source registers so that other sources of random data are combined with the 
hardware random number generator supplied value. Software should always check ZF after executing 
LOADIWKEY with KeySource of 1 as this operation may fail due to it being unable to get sufficient full-entropy 
data from the on-chip random number generator. Both KeySource of 0 and 1 specify that IWKey be used with 
the AES-GCM-SIV algorithm. CPUID.19H.ECX[1] enumerates support for KeySource of 1. All other KeySource 
encodings are reserved. 


° EAX[31:5] - Reserved. 


1. Further details on Key Locker and usage of this instruction can be found here: 
https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 
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Operation 


LOADIWKEY 
IF CPL > O // LOADKWKEY only allowed at ring 0 (supervisor mode) 
THEN #GP (0); FI; 
IF EAX[4:1] > 1 // Reserved KeySource encoding used 
THEN #GP (0); FI; 
IF EAX[31:5] != 0 // Reserved bit in EAX is set 
THEN #GP (0); Fl; 
IF EAX[O] AND (CPUID.19H.ECX[0] == 0) // NoBackup is not supported on this part 
THEN #GP (0); FI; 
IF (EAX[4:1] == 1) AND (CPUID.19H.ECX[1] == 0) // KeySource of 1 is not supported on this part 
THEN #GP (0); Fl; 
IF (EAX[4:1] == 0) // KeySource of 0 
THEN 
IWKey.Encryption Key[1 27:0] := SRC2[127:0]: 
IWKey.Encryption Key[255:1 28] := SRC1[127:0]; 
IWKey.IntegrityKey[1 27:0] := XMMO[127:0)]; 
IWKey.NoBackup = EAX [0]; 
IWKey.KeySource = EAX [4:1]; 


RFLAGS.ZF := 0; 
ELSE // KeySource of 1. See RDSEED definition for details of randomness 
IF HW_NRND_GEN.ready == // Full-entropy random data from RDSEED hardware block was received 
THEN 


IWKey.Encryption Key[1 27:0] := SRC2[127:0] XOR HW_NRND_GEN.data[1 27:0]; 
IWKey.Encryption Key[255:1 28] := SRC1[127:0] XOR HW_NRND_GEN.data[255:1 28]; 
IwKey.IntegrityKey[1 27:0] := XMMO[1 27:0] XOR HW_NRND_GEN.data[383:256]; 
IWKey.NoBackup = EAX [0]; 
IWKey.KeySource = EAX [4:1]; 
RFLAGS.ZF := 0; 
ELSE // Random data was not returned from RDSEED hardware block. IWKey was not loaded 
RFLAGS.ZF := 1; 
Fl; 
Fl; 
RFLAGS.OF, SF, AF, PF, CF := 0; 


Flags Affected 


ZF is set to 0 if the operation succeeded and set to 1 if the operation failed due to full-entropy random data not 
being received from RDSEED. The other arithmetic flags (OF, SF, AF, PF, CF) are cleared to 0. 


Intel C/C++ Compiler Intrinsic Equivalent 


LOADIWKEY void _mm_loadiwkey(unsigned int ctl,__m128i intkey,__m128i enkey_lo,__m128i enkey_hi); 
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Exceptions (All Operating Modes) 
#GP If CPL > 0. (Does not apply in real-address mode.) 
If EAX[4:1] > 1. 
If EAX[31:5] != 0. 
If (EAX[0] == 1) AND (CPUID.19H.ECX[0] == 0). 
If (EAX[4:1] == 1) AND (CPUID.19H.ECX[1] == 0). 
#UD If the LOCK prefix is used. 
If CPUID.O7H:ECX.KL [bit 23] = 0. 
If CR4.KL = 0. 
If CRO.EM = 1. 
If CR4.OSFXSR = 0. 
#NM If CRO.TS = 1. 
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LOCK—Assert LOCK# Signal Prefix 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
FO LOCK ZO | Valid Valid Asserts LOCK# signal for duration of the 
accompanying instruction. 


NOTES: 
* See IA-32 Architecture Compatibility section below. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Causes the processor’s LOCK# signal to be asserted during execution of the accompanying instruction (turns the 
instruction into an atomic instruction). In a multiprocessor environment, the LOCK# signal ensures that the 
processor has exclusive use of any shared memory while the signal is asserted. 


In most IA-32 and all Intel 64 processors, locking may occur without the LOCK# signal being asserted. See the “IA- 
32 Architecture Compatibility” section below for more details. 


The LOCK prefix can be prepended only to the following instructions and only to those forms of the instructions 
where the destination operand is a memory operand: ADD, ADC, AND, BTC, BTR, BTS, CMPXCHG, CMPXCH8B, 
CMPXCHG16B, DEC, INC, NEG, NOT, OR, SBB, SUB, XOR, XADD, and XCHG. If the LOCK prefix is used with one of 
these instructions and the source operand is a memory operand, an undefined opcode exception (#UD) may be 
generated. An undefined opcode exception will also be generated if the LOCK prefix is used with any instruction not 
in the above list. The XCHG instruction always asserts the LOCK# signal regardless of the presence or absence of 
the LOCK prefix. 


The LOCK prefix is typically used with the BTS instruction to perform a read-modify-write operation on a memory 
location in shared memory environment. 


The integrity of the LOCK prefix is not affected by the alignment of the memory field. Memory locking is observed 
for arbitrarily misaligned fields. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


IA-32 Architecture Compatibility 


Beginning with the P6 family processors, when the LOCK prefix is prefixed to an instruction and the memory area 
being accessed is cached internally in the processor, the LOCK# signal is generally not asserted. Instead, only the 
processor's cache is locked. Here, the processor’s cache coherency mechanism ensures that the operation is 
carried out atomically with regards to memory. See “Effects of a Locked Operation on Internal Processor Caches” 
in Chapter 8 of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, the for more informa- 
tion on locking of caches. 


Operation 


AssertLOCK#(DurationOfAccompaninglnstruction); 


Flags Affected 
None 


Protected Mode Exceptions 


#UD If the LOCK prefix is used with an instruction not listed: ADD, ADC, AND, BTC, BTR, BTS, 
CMPXCHG, CMPXCH8B, CMPXCHG16B, DEC, INC, NEG, NOT, OR, SBB, SUB, XOR, XADD, 
XCHG. 


Other exceptions can be generated by the instruction when the LOCK prefix is applied. 
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Real-Address Mode Exceptions 


Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 


Same exceptions as in protected mode. 


Compatibility Mode Exceptions 


Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


Same exceptions as in protected mode. 
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LODS/LODSB/LODSW/LODSD/LODSQ—Load String 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
AC LODS m8 ZO ‘| Valid Valid For legacy mode, Load byte at address DS:(€)SI 
into AL. For 64-bit mode load byte at address 
(R)SI into AL. 
AD LODS m16 ZO | Valid Valid For legacy mode, Load word at address 


DS:(E)SI into AX. For 64-bit mode load word at 
address (R)SI into AX. 


AD LODS m32 ZO | Valid Valid For legacy mode, Load dword at address 
DS:(E)SI into EAX. For 64-bit mode load dword 
at address (R)SI into EAX. 


REX.W + AD LODS m64 ZO ‘| Valid N.E. Load qword at address (R)SI into RAX. 

AC LODSB ZO | Valid Valid For legacy mode, Load byte at address DS:(€)SI 
into AL. For 64-bit mode load byte at address 
(R)SI into AL. 

AD LODSW ZO | Valid Valid For legacy mode, Load word at address 


DS:(E)SI into AX. For 64-bit mode load word at 
address (R)SI into AX. 


AD LODSD ZO | Valid Valid For legacy mode, Load dword at address 
DS:(E)SI into EAX. For 64-bit mode load dword 
at address (R)SI into EAX. 


REX.W + AD LODSQ ZO ‘| Valid N.E. Load qword at address (R)SI into RAX. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Loads a byte, word, or doubleword from the source operand into the AL, AX, or EAX register, respectively. The 
source operand is a memory location, the address of which is read from the DS:ESI or the DS:SI registers 
(depending on the address-size attribute of the instruction, 32 or 16, respectively). The DS segment may be over- 
ridden with a segment override prefix. 


At the assembly-code level, two forms of this instruction are allowed: the “explicit-operands” form and the “no- 
operands” form. The explicit-operands form (specified with the LODS mnemonic) allows the source operand to be 
specified explicitly. Here, the source operand should be a symbol that indicates the size and location of the source 
value. The destination operand is then automatically selected to match the size of the source operand (the AL 
register for byte operands, AX for word operands, and EAX for doubleword operands). This explicit-operands form 
is provided to allow documentation; however, note that the documentation provided by this form can be 
misleading. That is, the source operand symbol must specify the correct type (size) of the operand (byte, word, or 
doubleword), but it does not have to specify the correct location. The location is always specified by the DS:(E)SI 
registers, which must be loaded correctly before the load string instruction is executed. 


The no-operands form provides “short forms” of the byte, word, and doubleword versions of the LODS instructions. 
Here also DS:(E)SI is assumed to be the source operand and the AL, AX, or EAX register is assumed to be the desti- 
nation operand. The size of the source and destination operands is selected with the mnemonic: LODSB (byte 
loaded into register AL), LODSW (word loaded into AX), or LODSD (doubleword loaded into EAX). 


After the byte, word, or doubleword is transferred from the memory location into the AL, AX, or EAX register, the 
(E)SI register is incremented or decremented automatically according to the setting of the DF flag in the EFLAGS 
register. (If the DF flag is 0, the (E)SI register is incremented; if the DF flag is 1, the ESI register is decremented. ) 
The (E)SI register is incremented or decremented by 1 for byte operations, by 2 for word operations, or by 4 for 
doubleword operations. 


3-594 Vol. 2A LODS/LODSB/LODSW/LODSD/LODSQ—Load String 


INSTRUCTION SET REFERENCE, A-L 


In 64-bit mode, use of the REX.W prefix promotes operation to 64 bits. LODS/LODSQ load the quadword at address 
(R)SI into RAX. The (R)SI register is then incremented or decremented automatically according to the setting of 
the DF flag in the EFLAGS register. 


The LODS, LODSB, LODSW, and LODSD instructions can be preceded by the REP prefix for block loads of ECX 
bytes, words, or doublewords. More often, however, these instructions are used within a LOOP construct because 
further processing of the data moved into the register is usually necessary before the next transfer can be made. 
See “REP/REPE/REPZ /REPNE/REPNZ—Repeat String Operation Prefix” in Chapter 4 of the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 2B, for a description of the REP prefix. 


Operation 


IF AL := SRC; (* Byte load *) 
THEN AL := SRC; (* Byte load *) 
IF DF=0 
THEN (E)SI := (E)SI + 1; 
ELSE (E)SI := (€)SI - 1; 
Fl; 
ELSE IF AX := SRC; (* Word load *) 
THEN IF DF= 0 
THEN (E)SI := (E)SI + 2; 
ELSE (E)SI := (€)SI - 2; 
IF; 
Fl; 
ELSE IF EAX := SRC; (* Doubleword load *) 
THEN IF DF =O 
THEN (E)SI := (E)SI + 4; 
ELSE (E)SI := (€)SI - 4; 
Fl; 
Fl; 
ELSE IF RAX := SRC; (* Quadword load *) 
THEN IF DF =0 
THEN (R)SI := (R)SI + 8; 
ELSE (R)SI := (R)SI - 8; 
Fl; 
Fl; 
FI; 


Flags Affected 
None 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 
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Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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LOOP/LOOPcc—Loop According to ECX Counter 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
E2 cb LOOP re/l8 D Valid Valid Decrement count; jump short if count # 0. 
E1 cb LOOPE re/8 D Valid Valid Decrement count; jump short if count # O and 
ZF =1. 
EO cb LOOPNE re/l8 D Valid Valid Decrement count; jump short if count # O and 
ZF =0. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
D Offset NA NA NA 
Description 


Performs a loop operation using the RCX, ECX or CX register as a counter (depending on whether address size is 64 
bits, 32 bits, or 16 bits). Note that the LOOP instruction ignores REX.W; but 64-bit address size can be over-ridden 
using a 67H prefix. 


Each time the LOOP instruction is executed, the count register is decremented, then checked for 0. If the count is 
0, the loop is terminated and program execution continues with the instruction following the LOOP instruction. If 
the count is not zero, a near jump is performed to the destination (target) operand, which is presumably the 
instruction at the beginning of the loop. 


The target instruction is specified with a relative offset (a signed offset relative to the current value of the instruc- 
tion pointer in the IP/EIP/RIP register). This offset is generally specified as a label in assembly code, but at the 
machine code level, it is encoded as a signed, 8-bit immediate value, which is added to the instruction pointer. 
Offsets of -128 to +127 are allowed with this instruction. 


Some forms of the loop instruction (LOOPcc) also accept the ZF flag as a condition for terminating the loop before 
the count reaches zero. With these forms of the instruction, a condition code (cc) is associated with each instruc- 
tion to indicate the condition being tested for. Here, the LOOPcc instruction itself does not affect the state of the ZF 
flag; the ZF flag is changed by other instructions in the loop. 


Operation 


IF (AddressSize = 32) 
THEN Count is ECX; 
ELSE IF (AddressSize = 64) 

Count is RCX; 
ELSE Count is CX; 
Fl; 


Count := Count - 1; 


IF Instruction is not LOOP 
THEN 
IF (Instruction := LOOPE) or (Instruction := LOOPZ) 
THEN IF (ZF = 1) and (Count # 0) 
THEN BranchCond := 1; 
ELSE BranchCond := 0; 
Fl; 
ELSE (Instruction = LOOPNE) or (Instruction = LOOPNZ) 
IF (ZF =O ) and (Count # 0) 
THEN BranchCond := 1; 
ELSE BranchCond := 0; 
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Fl; 
Fl; 
ELSE (* Instruction = LOOP *) 
IF (Count + 0) 
THEN BranchCond := 1; 
ELSE BranchCond := 0; 
Fl; 


Fl; 


IF BranchCond = 1 
THEN 
IF OperandSize = 32 
THEN EIP := EIP + SignExtend(DEST); 
ELSE IF OperandSize = 64 
THEN RIP := RIP + SignExtend(DEST); 
Fl; 
ELSE IF OperandSize = 16 
THEN EIP := EIP AND OOOOFFFFH; 
Fl; 
Fl; 
IF OperandSize = (32 or 64) 
THEN IF (R/E)IP < CS.Base or (R/E)IP > CS.Limit 
#GP; Fl; 
Fl; 
Fl; 
ELSE 
Terminate loop and continue program execution at (R/E)IP; 
Fl; 


Flags Affected 
None 


Protected Mode Exceptions 
#GP(0) If the offset being jumped to is beyond the limits of the CS segment. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If the offset being jumped to is beyond the limits of the CS segment or is outside of the effec- 
tive address space from 0 to FFFFH. This condition can occur if a 32-bit address size override 
prefix is used. 


#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in real address mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#GP(0) If the offset being jumped to is in a non-canonical form. 
#UD If the LOCK prefix is used. 
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LSL—Load Segment Limit 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
OF 03 /r LSL 16, r16/m16 RM_ | Valid Valid Load: r76 := segment limit, selector r16/m16. 
OF 03 /r LSL r32, r32/m16™ RM _ | Valid Valid Load: r32 := segment limit, selector r32/m16. 
REX.W + OF 03 /r LSL r64, r32/m16- RM _ | Valid Valid Load: r64 := segment limit, selector r32/m16 
NOTES: 


* For all loads (regardless of destination sizing), only bits 16-0 are used. Other bits are ignored. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Loads the unscrambled segment limit from the segment descriptor specified with the second operand (source 
operand) into the first operand (destination operand) and sets the ZF flag in the EFLAGS register. The source 
operand (which can be a register or a memory location) contains the segment selector for the segment descriptor 
being accessed. The destination operand is a general-purpose register. 


The processor performs access checks as part of the loading process. Once loaded in the destination register, soft- 
ware can compare the segment limit with the offset of a pointer. 


The segment limit is a 20-bit value contained in bytes 0 and 1 and in the first 4 bits of byte 6 of the segment 
descriptor. If the descriptor has a byte granular segment limit (the granularity flag is set to 0), the destination 
operand is loaded with a byte granular value (byte limit). If the descriptor has a page granular segment limit (the 
granularity flag is set to 1), the LSL instruction will translate the page granular limit (page limit) into a byte limit 
before loading it into the destination operand. The translation is performed by shifting the 20-bit “raw” limit left 12 
bits and filling the low-order 12 bits with 1s. 


When the operand size is 32 bits, the 32-bit byte limit is stored in the destination operand. When the operand size 
is 16 bits, a valid 32-bit limit is computed; however, the upper 16 bits are truncated and only the low-order 16 bits 
are loaded into the destination operand. 


This instruction performs the following checks before it loads the segment limit into the destination register: 
° Checks that the segment selector is not NULL. 


* Checks that the segment selector points to a descriptor that is within the limits of the GDT or LDT being 
accessed 


¢ Checks that the descriptor type is valid for this instruction. All code and data segment descriptors are valid for 
(can be accessed with) the LSL instruction. The valid special segment and gate descriptor types are given in the 
following table. 


° If the segment is not a conforming code segment, the instruction checks that the specified segment descriptor 
is visible at the CPL (that is, if the CPL and the RPL of the segment selector are less than or equal to the DPL of 
the segment selector). 


If the segment descriptor cannot be accessed or is an invalid type for the instruction, the ZF flag is cleared and no 
value is loaded in the destination operand. 
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Table 3-56. Segment and Gate Descriptor Types 


Type Protected Mode IA-32e Mode 

Name Valid Name Valid 
0 Reserved No Reserved No 
1 Available 16-bit TSS Yes Reserved No 
2 LOT Yes LDT! Yes 
3 Busy 16-bit TSS Yes Reserved No 
4 16-bit call gate No Reserved No 
5 16-bit/32-bit task gate No Reserved No 
6 16-bit interrupt gate No Reserved No 
7 16-bit trap gate No Reserved No 
8 Reserved No Reserved No 
9 Available 32-bit TSS Yes 64-bit TSS! Yes 
A Reserved No Reserved No 
B Busy 32-bit TSS Yes Busy 64-bit TSS! Yes 
Cc 32-bit call gate No 64-bit call gate No 
D Reserved No Reserved No 
E 32-bit interrupt gate No 64-bit interrupt gate No 
F 32-bit trap gate No 64-bit trap gate No 

NOTES: 


1. In this case, the descriptor comprises 16 bytes; bits 12:8 of the upper 4 bytes must be 0. 


Operation 


IF SRC(Offset) > descriptor table limit 


THEN ZF 


= 0; Fl; 


Read segment descriptor; 


IF SegmentDescriptor(Type) 4 conforming code segment 
and (CPL > DPL) OR (RPL > DPL) 
or Segment type is not valid for instruction 

THEN 


ELSE 


Fl; 


temp := SegmentLimit([SRC]); 
IF (G:= 1) 
THEN temp := ShiftLeft(12, temp) OR OOOOOFFFH; 
ELSE IF OperandSize = 32 
THEN DEST := temp; FI; 
ELSE IF OperandSize = 64 (* REX.W used *) 
THEN DEST (* Zero-extended *) := temp; Fl; 
ELSE (* OperandSize = 16 *) 
DEST := temp AND FFFFH; 
Fl; 
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Flags Affected 
The ZF flag is set to 1 if the segment limit is loaded successfully; otherwise, it is set to 0. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and the memory operand effective address is unaligned while 
the current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD The LSL instruction cannot be executed in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The LSL instruction cannot be executed in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If the memory operand effective address referencing the SS segment is in a non-canonical 
form. 

#GP(0) If the memory operand effective address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and the memory operand effective address is unaligned while 
the current privilege level is 3. 

#UD If the LOCK prefix is used. 
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LTR—Load Task Register 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 00 /3 LTR r/m16 M Valid Valid Load r/m16 into task register. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Loads the source operand into the segment selector field of the task register. The source operand (a general- 
purpose register or a memory location) contains a segment selector that points to a task state segment (TSS). 
After the segment selector is loaded in the task register, the processor uses the segment selector to locate the 
segment descriptor for the TSS in the global descriptor table (GDT). It then loads the segment limit and base 
address for the TSS from the segment descriptor into the task register. The task pointed to by the task register is 
marked busy, but a switch to the task does not occur. 


The LTR instruction is provided for use in operating-system software; it should not be used in application programs. 
It can only be executed in protected mode when the CPL is O. It is commonly used in initialization code to establish 
the first task to be executed. 


The operand-size attribute has no effect on this instruction. 
In 64-bit mode, the operand size is still fixed at 16 bits. The instruction references a 16-byte descriptor to load the 
64-bit base. 


Operation 


IF SRC is a NULL selector 
THEN #GP(0); 


IF SRC(Offset) > descriptor table limit OR IF SRC(type) 4 global 
THEN #GP(segment selector); Fl; 


Read segment descriptor; 


IF segment descriptor is not for an available TSS 
THEN #GP(segment selector); Fl; 

IF segment descriptor is not present 
THEN #NP(segment selector); Fl; 


TSSsegmentDescriptor(busy) := 1; 
(* Locked read-modify-write operation on the entire descriptor when setting busy flag *) 


TaskRegister(SegmentSelector) := SRC; 
TaskRegister(SegmentDescriptor) := TSSSegmentDescriptor; 


Flags Affected 
None 
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Protected Mode Exceptions 


#GP(0) 


#GP(selector) 


#NP(selector) 
#SS(0) 
#PF(fault-code) 
#UD 


If the current privilege level is not 0. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the source operand contains a NULL segment selector. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If the source selector points to a segment that is not a TSS or to one for a task that is already 
busy. 


If the selector points to LDT or is beyond the GDT limit. 

If the TSS is marked not present. 

If a memory operand effective address is outside the SS segment limit. 
If a page fault occurs. 

If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#UD 


The LTR instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 


#UD 


The LTR instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) 
#GP(0) 


#GP(selector) 


#NP(selector) 
#PF(fault-code) 
#UD 


LTR—Load Task Register 


If a memory address referencing the SS segment is in a non-canonical form. 
If the current privilege level is not 0. 

If the memory address is in a non-canonical form. 

If the source operand contains a NULL segment selector. 


If the source selector points to a segment that is not a TSS or to one for a task that is already 
busy. 


If the selector points to LDT or is beyond the GDT limit. 

If the descriptor type of the upper 8-byte of the 16-byte descriptor is non-zero. 
If the TSS is marked not present. 

If a page fault occurs. 

If the LOCK prefix is used. 
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LZCNT— Count the Number of Leading Zero Bits 


Opcode/Instruction Op/ | 64/32 | CPUID Description 
En -bit Feature 
Mode _ | Flag 

F3 OF BD /r RM VIV LZCNT Count the number of leading zero bits in r/m16, return result in r16. 
LZCNT 116, r/m16 

F3 OF BD /r RM VIV LZCNT Count the number of leading zero bits in r/m32, return result in r32. 
LZCNT 32, r/m32 

F3 REX.W OF BD /r RM V/N.E. | LZCNT Count the number of leading zero bits in r/m64, return result in r64. 
LZCNT 164, r/m64 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Counts the number of leading most significant zero bits in a source operand (second operand) returning the result 
into a destination (first operand). 


LZCNT differs from BSR. For example, LZCNT will produce the operand size when the input operand is zero. It 
should be noted that on processors that do not support LZCNT, the instruction byte encoding is executed as BSR. 


In 64-bit mode 64-bit operand size requires REX.W=1. 


Operation 
temp := OperandSize - 1 
DEST :=0 
WHILE (temp >= 0) AND (Bit(SRC, temp) = 0) 
DO 
temp := temp - 1 
DEST := DEST+ 1 
OD 


IF DEST = OperandSize 
CF :=1 
ELSE 


Fl 

IF DEST = 0 
ZF := 1 

ELSE 

Fl 


Flags Affected 


ZF flag is set to 1 in case of zero output (most significant bit of the source is set), and to 0 otherwise, CF flag is set 
to 1 if input was zero and cleared otherwise. OF, SF, PF and AF flags are undefined. 


Intel C/C++ Compiler Intrinsic Equivalent 
LZCNT: unsigned __int32 _Izcnt_u32(unsigned __int32 src); 
LZCNT: unsigned __int64_Izcnt_u64(unsigned __int64 src); 
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Protected Mode Exceptions 


#GP(0) For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
If the DS, ES, FS, or GS register is used to access memory and it contains a null segment 
selector. 

#SS(0) For an illegal address in the SS segment. 

#PF (fault-code) For a page fault. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP(0) If any part of the operand lies outside of the effective address space from 0 to OFFFFH. 
#SS(0) For an illegal address in the SS segment. 
#UD If LOCK prefix is used. 


Virtual 8086 Mode Exceptions 


#GP(0) If any part of the operand lies outside of the effective address space from 0 to OFFFFH. 

#SS(0) For an illegal address in the SS segment. 

#PF (fault-code) For a page fault. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in Protected Mode. 


64-Bit Mode Exceptions 


#GP(0) If the memory address is in a non-canonical form. 

#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#PF (fault-code) For a page fault. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If LOCK prefix is used. 
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4.1 IMM8 CONTROL BYTE OPERATION FOR PCMPESTRI / PCMPESTRM / 
PCMPISTRI / PCMPISTRM 


The notations introduced in this section are referenced in the reference pages of PCMPESTRI, PCMPESTRM, PCMP- 
ISTRI, PCMPISTRM. The operation of the immediate control byte is common to these four string text processing 
instructions of SSE4.2. This section describes the common operations. 


4.1.1 General Description 


The operation of PCMPESTRI, PCMPESTRM, PCMPISTRI, PCMPISTRM is defined by the combination of the respec- 
tive opcode and the interpretation of an immediate control byte that is part of the instruction encoding. 


The opcode controls the relationship of input bytes/words to each other (determines whether the inputs terminated 
strings or whether lengths are expressed explicitly) as well as the desired output (index or mask). 


The Imm8 Control Byte for PCMPESTRM/PCMPESTRI/PCMPISTRM/PCMPISTRI encodes a significant amount of 
programmable control over the functionality of those instructions. Some functionality is unique to each instruction 
while some is common across some or all of the four instructions. This section describes functionality which is 
common across the four instructions. 


The arithmetic flags (ZF, CF, SF, OF, AF, PF) are set as a result of these instructions. However, the meanings of the 
flags have been overloaded from their typical meanings in order to provide additional information regarding the 
relationships of the two inputs. 


PCMPxSTRx instructions perform arithmetic comparisons between all possible pairs of bytes or words, one from 
each packed input source operand. The boolean results of those comparisons are then aggregated in order to 
produce meaningful results. The Imm8 Control Byte is used to affect the interpretation of individual input elements 
as well as control the arithmetic comparisons used and the specific aggregation scheme. 


Specifically, the Imm8 Control Byte consists of bit fields that control the following attributes: 
* Source data format — Byte/word data element granularity, signed or unsigned elements 


° Aggregation operation — Encodes the mode of per-element comparison operation and the aggregation of 
per-element comparisons into an intermediate result 


* Polarity — Specifies intermediate processing to be performed on the intermediate result 


* Output selection — Specifies final operation to produce the output (depending on index or mask) from the 
intermediate result 
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4.1.2 Source Data Format 
Table 4-1. Source Data Format 
Imm8[1:0] Meaning Description 
O00b Unsigned bytes Both 128-bit sources are treated as packed, unsigned bytes. 
01b Unsigned words Both 128-bit sources are treated as packed, unsigned words. 
10b Signed bytes Both 128-bit sources are treated as packed, signed bytes. 
11b Signed words Both 128-bit sources are treated as packed, signed words. 


If the Imm8 Control Byte has bit[0] cleared, each source contains 16 packed bytes. If the bit is set each source 
contains 8 packed words. If the Imm8 Control Byte has bit[1] cleared, each input contains unsigned data. If the bit 
is set each source contains signed data. 


4.1.3 Aggregation Operation 
Table 4-2. Aggregation Operation 

Imm8[3:2] Mode Comparison 

O00b Equal any The arithmetic comparison is “equal.” 

O1b Ranges Arithmetic comparison is “greater than or equal” between even indexed bytes/words of reg and 
each byte/word of reg/mem. 
Arithmetic comparison is “less than or equal” between odd indexed bytes/words of reg and each 
byte/word of reg/mem. 
(reg/mem[m] >= reg[n] for n = even, reg/mem[m] <= reg[n] for n = odd) 

10b Equal each The arithmetic comparison is “equal.” 

11b Equal ordered The arithmetic comparison is “equal.” 


All 256 (64) possible comparisons are always performed. The individual Boolean results of those comparisons are 
referred by “BoolRes[Reg/Mem element index, Reg element index].” Comparisons evaluating to “True” are repre- 
sented with a 1, False with a 0 (positive logic). The initial results are then aggregated into a 16-bit (8-bit) interme- 
diate result (IntRes1) using one of the modes described in the table below, as determined by Imm8 Control Byte 


bit[3:2]. 
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See Section 4.1.6 for a description of the overrideIfDataInvalid() function used in Table 4-3. 
Table 4-3. Aggregation Operation 


Mode Pseudocode 
Equal any UpperBound = imm8[0] ? 7: 15; 
(find characters from a set) IntRes1 = 0; 


For j = O to UpperBound, j++ 
For i = O to UpperBound, i++ 
IntRes1[j] OR= overridelfDatalnvalid(BoolResjj,i]) 


Ranges UpperBound = imm8[0] ? 7 : 15; 
(find characters from ranges) IntRes1 = 0; 
For j = O to UpperBound, j++ 
For i = O to UpperBound, i+=2 
IntRes1[j] OR= (overridelfDatalnvalid(BoolRes|j,i]) AND 
overridelfDatalnvalid(BoolRes|j,i+ 1])) 
Equal each UpperBound = imm8[0] ? 7 : 15; 
(string compare) IntRes1 = 0; 
For i = O to UpperBound, i++ 
IntRes1[i] = overridelfDatalnvalid(BoolRes{i,i]) 


Equal ordered UpperBound = imm8[0] ? 7 :15; 
(substring search) IntRes1 = imm8[0] ? FFH : FFFFH 
For j = O to UpperBound, j++ 
For i = O to UpperBound-j, k=j to UpperBound, k++, i++ 
IntRes1[j] AND= overridelfDatalnvalid(BoolRes[k,i]) 


4.1.4 Polarity 


IntResi may then be further modified by performing a 1’s complement, according to the value of the Imm8 Control 
Byte bit[4]. Optionally, a mask may be used such that only those IntRes1 bits which correspond to “valid” reg/mem 
input elements are complemented (note that the definition of a valid input element is dependant on the specific 

opcode and is defined in each opcode’s description). The result of the possible negation is referred to as IntRes2. 


Table 4-4. Polarity 


Imm8[5:4] Operation Description 

O00b Positive Polarity (+) IntRes2 = IntRes1 

O1b Negative Polarity (-) IntRes2 = -1 XOR IntRes1 

10b Masked (+) IntRes2 = IntRes1 

11b Masked (-) IntRes2[i] = IntRes1[i] if reg/mem[i] invalid, else = ~IntRes1 [i] 
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4.1.5 Output Selection 


Table 4-5. Output Selection 


Imm8[6] | Operation Description 
Ob Least significant index | The index returned to ECX is of the least significant set bit in IntRes2. 
1b Most significant index | The index returned to ECX is of the most significant set bit in IntRes2. 


For PCMPESTRI/PCMPISTRI, the Imm8 Control Byte bit[6] is used to determine if the index is of the least significant 
or most significant bit of IntRes2. 


Table 4-6. Output Selection 


Imm8[6] | Operation Description 

Ob Bit mask IntRes2 is returned as the mask to the least significant bits of XMMO with zero extension to 128 
bits. 

1b Byte/word mask IntRes2 is expanded into a byte/word mask (based on imm8[1]) and placed in XMMO. The expansion 
is performed by replicating each bit into all of the bits of the byte/word of the same index. 


Specifically for PCMPESTRM/PCMPISTRM, the Imm8 Control Byte bit[6] is used to determine if the mask is a 16 (8) 
bit mask or a 128 bit byte/word mask. 


4.1.6 Valid/Invalid Override of Comparisons 


PCMPxSTRx instructions allow for the possibility that an end-of-string (EOS) situation may occur within the 128-bit 
packed data value (see the instruction descriptions below for details). Any data elements on either source that are 
determined to be past the EOS are considered to be invalid, and the treatment of invalid data within a comparison 
pair varies depending on the aggregation function being performed. 


In general, the individual comparison result for each element pair BoolRes[i.j] can be forced true or false if one or 
more elements in the pair are invalid. See Table 4-7. 


Table 4-7. Comparison Result for Each Element Pair BoolRes[i.j] 


xmm1 xmm2/ m128 Imm8[3:2] = 00b_ | Imm8[3:2]=01b | Imm8[3:2] = 10b Imm8[3:2] = 11b 
byte/ word byte/word (equal any) (ranges) (equal each) (equal ordered) 
Invalid Invalid Force false Force false Force true Force true 

Invalid Valid Force false Force false Force false Force true 

Valid Invalid Force false Force false Force false Force false 

Valid Valid Do not force Do not force Do not force Do not force 
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4.1.7 Summary of Im8 Control byte 
Table 4-8. Summary of Imm8 Control Byte 
Imms Description 
wonneee Ob 128-bit sources treated as 16 packed bytes. 
wonneee 1b 128-bit sources treated as 8 packed words. 
wonnes 0-b Packed bytes/words are unsigned. 
woneee 1-b Packed bytes/words are signed. 
----00--b Mode is equal any. 
----01--b Mode is ranges. 
----10--b Mode is equal each. 
----11--b Mode is equal ordered. 
---Q----b IntRes1 is unmodified. 
---]----b IntRes1 is negated (1's complement). 
--0-----b Negation of IntRes1 is for all 16 (8) bits. 
--]-----bD Negation of IntRes1 is masked by reg/mem validity. 
-0------ b Index of the least significant, set, bit is used (regardless of corresponding input element validity). 
IntRes2 is returned in least significant bits of XMMO. 
-1------ b Index of the most significant, set, bit is used (regardless of corresponding input element validity). 
Each bit of IntRes2 is expanded to byte/word. 
Q------- b This bit currently has no defined effect, should be O. 
]------- b This bit currently has no defined effect, should be O. 
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4.1.8 Diagram Comparison and Aggregation Process 


| String A (xmm1) | String B (xmm2/mem) 


aie ene ere maT > | 
{ imm8[1:0] = 


i} 
EAX/RAX Determine end -of- | oR all pairs ‘| OOB: unsigned byte compares 


| 

| 

| - : 

l ia string and mark . 01B: unsigned word compares 
! EDX/RDX F; invalid elements (A, B) 

| 

| 


10B: signed byte compares 
PCMPESTR* only 


11B: signed word compares 


BoolRes{i,j] 


imm8[3:2] = 
OOB: Equal any 
01B: Ranges 
10B: Equal each 
11B: Equal ordered 


Aggregation function 


|e 


imm8[5:4] = 
. xOB: don’t negate IntRes1 
Optional boolean 01B: negate all bits of IntRes1 


~— 


negation 11B: negate only bits of IntRest 
corresponding to valid 
elements in String B 


IntRes2 


vais sconcodpelleustsignttl mores 
Generate index rantaual bit cfmes2 Generate mask Oe Remmizere-oyenced Inthees 
Me ee 1: expand IntRes2 to byte (word) 
1: index encodes most signif mask 
cant true bit of IntRes 2 


ECX(RCX) 


PCMP*STRI only PCMP*STRM only 


Figure 4-1. Operation of PCMPSTRx and PCMPESTRx 


4.2 COMMON TRANSFORMATION AND PRIMITIVE FUNCTIONS FOR SHA1 XXX 
AND SHA256XXX 


The following primitive functions and transformations are used in the algorithmic descriptions of SHA1 and SHA256 
instruction extensions SHAINEXTE, SHA1RNDS4, SHAIMSG1, SHA1MSG2, SHA256RNDS4, SHA256MSGi1 and 
SHA256MSGz2. The operands of these primitives and transformation are generally 32-bit DWORD integers. 


° =f0(): A bit oriented logical operation that derives a new dword from three SHA1 state variables (dword). This 
function is used in SHA1 round 1 to 20 processing. 


f0(B,C,D) := (B AND C) XOR ((NOT(B) AND D) 


¢ f1(): A bit oriented logical operation that derives a new dword from three SHA1 state variables (dword). This 
function is used in SHA1 round 21 to 40 processing. 


f1(B,C,D) := B XOR C XOR D 


° f2(): A bit oriented logical operation that derives a new dword from three SHA1 state variables (dword). This 
function is used in SHA1 round 41 to 60 processing. 


f2(B,C,D) := (B AND C) XOR (B AND D) XOR (C AND D) 


4-6 Vol. 2B 


INSTRUCTION SET REFERENCE, M-U 


e =6f3(): A bit oriented logical operation that derives a new dword from three SHA1 state variables (dword). This 
function is used in SHA1i round 61 to 80 processing. It is the same as f1(). 


f3(B,C,D) := B XOR C XOR D 


¢ Ch(): A bit oriented logical operation that derives a new dword from three SHA256 state variables (dword). 
Ch(E,F,G) := (E AND F) XOR ((NOT E) AND G) 


° = Maj(): A bit oriented logical operation that derives a new dword from three SHA256 state variables (dword). 
Maj(A,B,C) := (A AND B) XOR (A AND C) XOR (B AND C) 


ROR is rotate right operation 
(A ROR N) := A[N-1:0] || A[Width-1:N] 


ROL is rotate left operation 
(A ROL N) :=A ROR (Width-N) 


SHR is the right shift operation 
(A SHR N) := ZEROES[N-1:0] || A[Width-1:N] 


* Xp( ): A bit oriented logical and rotational transformation performed on a dword SHA256 state variable. 
Xo(A) := (A ROR 2) XOR (A ROR 13) XOR (A ROR 22) 


¢ %(): A bit oriented logical and rotational transformation performed on a dword SHA256 state variable. 
x,(E) = (E ROR 6) XOR (E ROR 11) XOR (E ROR 25) 


* ~69( ): A bit oriented logical and rotational transformation performed on a SHA256 message dword used in the 
message scheduling. 


6o(W) := (W ROR 7) XOR (W ROR 18) XOR (W SHR 3) 


* o,( ): A bit oriented logical and rotational transformation performed on a SHA256 message dword used in the 
message scheduling. 


o,(W) := (W ROR 17) XOR (W ROR 19) XOR (W SHR 10) 


¢ Kj: SHA1 Constants dependent on immediate i. 
KO = 0x5A827999 
K1 = Ox6ED9EBA1 
K2 = O0X8F1BBCDC 
K3 = 0xCA62C1D6 


4.3. INSTRUCTIONS (M-U) 


Chapter 4 continues an alphabetical discussion of Intel® 64 and IA-32 instructions (M-U). See also: Chapter 3, 
“Instruction Set Reference, A-L,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
2A, and Chapter 5, “Instruction Set Reference, V-Z,” in the Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 2C. 
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MASKMOVDQU-—Store Selected Bytes of Double Quadword 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
66 OF F7 /r RM | V/V SSE2 Selectively write bytes from xmm1 to 
MASKMOVDQU xmm1, xmm2 memory location using the byte mask in 
xmm_e. The default memory location is 
specified by DS:DI/EDI/RDI. 
VEX.128.66.0F.WIG F7 /r RM | V/V AVX Selectively write bytes from xmm7 to 
VMASKMOVDQU xmm1, xmm2 memory location using the byte mask in 
xmm_e. The default memory location is 
specified by DS:DI/EDI/RDI. 


Instruction Operand Encoding! 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r) ModRM:r/m (r) NA NA 
Description 


Stores selected bytes from the source operand (first operand) into an 128-bit memory location. The mask operand 
(second operand) selects which bytes from the source operand are written to memory. The source and mask oper- 
ands are XMM registers. The memory location specified by the effective address in the DI/EDI/RDI register (the 
default segment register is DS, but this may be overridden with a segment-override prefix). The memory location 
does not need to be aligned on a natural boundary. (The size of the store address depends on the address-size 
attribute. ) 


The most significant bit in each byte of the mask operand determines whether the corresponding byte in the source 
operand is written to the corresponding byte location in memory: O indicates no write and 1 indicates write. 


The MASKMOVDQU instruction generates a non-temporal hint to the processor to minimize cache pollution. The 
non-temporal hint is implemented by using a write combining (WC) memory type protocol (see “Caching of 
Temporal vs. Non-Temporal Data” in Chapter 10, of the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1). Because the WC protocol uses a weakly-ordered memory consistency model, a fencing opera- 
tion implemented with the SFENCE or MFENCE instruction should be used in conjunction with MASKMOVDQU 
instructions if multiple processors might use different memory types to read/write the destination memory loca- 
tions. 


Behavior with a mask of all Os is as follows: 
¢ No data will be written to memory. 


¢ Signaling of breakpoints (code or data) is not guaranteed; different processor implementations may signal or 
not signal these breakpoints. 


° Exceptions associated with addressing memory and page faults may still be signaled (implementation 
dependent). 


° If the destination memory region is mapped as UC or WP, enforcement of associated semantics for these 
memory types is not guaranteed (that is, is reserved) and is implementation-specific. 


The MASKMOVDQU instruction can be used to improve performance of algorithms that need to merge data ona 
byte-by-byte basis. MASKMOVDQU should not cause a read for ownership; doing so generates unnecessary band- 
width since data is to be written directly using the byte-mask without allocating old data prior to the store. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 
Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


If VMASKMOVDQU is encoded with VEX.L= 1, an attempt to execute the instruction encoded with VEX.L= 1 will 
cause an #UD exception. 


1.ModRM.MOD = 011B required 
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Operation 


IF (MASK[7] = 1) 
THEN DEST[DI/EDI] := SRC[7:0] ELSE (* Memory location unchanged *); FI; 

IF (MASK[15] = 1) 
THEN DEST[DI/EDI +1] := SRC[15:8] ELSE (* Memory location unchanged *); FI; 
(* Repeat operation for 3rd through 14th bytes in source operand *) 

IF (MASK[127] = 1) 
THEN DEST[DI/EDI +15] := SRC[127:120] ELSE (* Memory location unchanged *); FI; 


Intel C/C++ Compiler Intrinsic Equivalent 
m128i n, char * p) 


void _mm_maskmoveu_si128(__m128i d, 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.L= 1 

If VEX.vvvv # 1111B. 
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MASKMOVQ-—Store Selected Bytes of Quadword 


Opcode/ Op/ | 64-Bit Compat/ |Description 

Instruction En |Mode Leg Mode 

NP OF F7 /r RM_ | Valid Valid Selectively write bytes from mm7 to memory 

MASKMOVQ mm1, mm2 location using the byte mask in mm2. The 
default memory location is specified by 
DS:DI/EDI/RDI. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r) ModRM:r/m (r) NA NA 
Description 


Stores selected bytes from the source operand (first operand) into a 64-bit memory location. The mask operand 
(second operand) selects which bytes from the source operand are written to memory. The source and mask oper- 
ands are MMX technology registers. The memory location specified by the effective address in the DI/EDI/RDI 
register (the default segment register is DS, but this may be overridden with a segment-override prefix). The 
memory location does not need to be aligned on a natural boundary. (The size of the store address depends on the 
address-size attribute.) 


The most significant bit in each byte of the mask operand determines whether the corresponding byte in the source 
operand is written to the corresponding byte location in memory: O indicates no write and 1 indicates write. 


The MASKMOVQ instruction generates a non-temporal hint to the processor to minimize cache pollution. The non- 
temporal hint is implemented by using a write combining (WC) memory type protocol (see “Caching of Temporal 
vs. Non-Temporal Data” in Chapter 10, of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1). Because the WC protocol uses a weakly-ordered memory consistency model, a fencing operation imple- 
mented with the SFENCE or MFENCE instruction should be used in conjunction with MASKMOVQ instructions if 
multiple processors might use different memory types to read/write the destination memory locations. 


This instruction causes a transition from x87 FPU to MMX technology state (that is, the x87 FPU top-of-stack pointer 
is set to O and the x87 FPU tag word is set to all Os [valid]). 


The behavior of the MASKMOVQ instruction with a mask of all Os is as follows: 
* No data will be written to memory. 
¢* Transition from x87 FPU to MMX technology state will occur. 


° Exceptions associated with addressing memory and page faults may still be signaled (implementation 
dependent). 


® Signaling of breakpoints (code or data) is not guaranteed (implementation dependent). 


¢ If the destination memory region is mapped as UC or WP, enforcement of associated semantics for these 
memory types is not guaranteed (that is, is reserved) and is implementation-specific. 


The MASKMOVQ instruction can be used to improve performance for algorithms that need to merge data on a byte- 
by-byte basis. It should not cause a read for ownership; doing so generates unnecessary bandwidth since data is 
to be written directly using the byte-mask without allocating old data prior to the store. 


In 64-bit mode, the memory address is specified by DS:RDI. 
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Operation 


IF (MASK[7] = 1) 
THEN DEST[DI/EDI] := SRC[7:0] ELSE (* Memory location unchanged *); FI; 

IF (MASK[15] = 1) 
THEN DEST[DI/EDI +1] := SRC[15:8] ELSE (* Memory location unchanged *); FI; 
(* Repeat operation for 3rd through 6th bytes in source operand *) 

IF (MASK[63] = 1) 
THEN DEST[DI/EDI +15] := SRC[63:56] ELSE (* Memory location unchanged *); FI; 


Intel C/C++ Compiler Intrinsic Equivalent 


void __mm_maskmove_si64(__m64d,__m64n, char * p) 


Other Exceptions 


See Table 21-8, “Exception Conditions for Legacy SIMD/MMX Instructions without FP Exception” in the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 3A. 
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MAXPD—Maximum of Packed Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
66 OF 5F /r A VIV SSE2 Return the maximum double-precision floating-point 
MAXPD xmm1, xmm2/m128 values between xmm1 and xmm2/m1 28. 
VEX.128.66.0F.WIG 5F /r B VIV AVX Return the maximum double-precision floating-point 
VMAXPD xmm1, xmm2, xmm3/m128 values between xmm2 and xmm3/m1 28. 
VEX.256.66.0F.WIG 5F /r B VV AVX Return the maximum packed double-precision 
VMAXPD ymm1, ymm2, ymm3/m256 floating-point values between ymm2 and 
ymm3/m256. 
EVEX.128.66.0F.W1 5F /r C VIV AVX512VL | Return the maximum packed double-precision 
VMAXPD xmm1 {k1}{z}, xmm2, AVX512F floating-point values between xmm2 and 
xmm3/m128/m64bcst xmm3/m128/m64bcst and store result in xmm1 
subject to writemask k1. 
EVEX.256.66.0F.W1 5F /r C VIV AVX512VL | Return the maximum packed double-precision 
VMAXPD ymm1 {k1}{z}, ymm2, AVX512F floating-point values between ymm2 and 
ymm3/m256/m64bcst ymm3/m256/m64bcst and store result in ymm1 
subject to writemask k1. 
EVEX.512.66.0F.W1 5F /r C VV AVX512F Return the maximum packed double-precision 
VMAXPD zmm1 {k1}{z}, zmm2, floating-point values between zmm2 and 
zmm3/m512/m64bcst{sae} zmm3/m512/m64bcst and store result in zmm1 
subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD compare of the packed double-precision floating-point values in the first source operand and the 
second source operand and returns the maximum value for each pair of values to the destination operand. 


If the values being compared are both 0.0s (of either sign), the value in the second operand (source operand) is 
returned. If a value in the second operand is an SNaN, then SNaN is forwarded unchanged to the destination (that 
is, a QNaN version of the SNaN is not returned). 


If only one value is a NaN (SNaN or QNaN) for this instruction, the second operand (source operand), either a NaN 
or a valid floating-point value, is written to the result. If instead of this behavior, it is required that the NaN source 
operand (from either the first or second operand) be returned, the action of MAXPD can be emulated using a 
sequence of instructions, such as a comparison followed by AND, ANDN and OR. 


EVEX encoded versions: The first source operand (the second operand) is aZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 64-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally 
updated with writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of 
the corresponding ZMM register destination are zeroed. 


VEX.128 encoded version: The first source operand is a XMM register. The second source operand can be a XMM 
register or a 128-bit memory location. The destination operand is a XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 
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128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. 


Operation 
MAX(SRC1, SRC2) 
{ 
IF ((SRC1 = 0.0) and (SRC2 = 0.0)) THEN DEST := SRC2; 
ELSE IF (SRC1 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC2 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC1 > SRC2) THEN DEST := SRC1; 
ELSE DEST := SRC2; 
FI; 
} 


VMAXPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN 
DEST[i+63:i] := MAX(SRC1[i+63:i], SRC2[63:0]) 
ELSE 
DEST[i+63:i] := MAX(SRC1[i+63:i], SRC2[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE DEST[i+63:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMAXPD (VEX.256 encoded version) 

DEST[63:0] := MAX(SRC1[63:0], SRC2[63:0]) 
DEST[127:64] := MAX(SRC1[127:64], SRC2[127:64]) 
DEST[191:128] := MAX(SRC1[191:128], SRC2[191:128]) 
DEST[255:192] := MAX(SRC1[255:192], SRC2[255:192]) 
DEST[MAXVL-1:256] := 0 


VMAXPD (VEX.128 encoded version) 

DEST[63:0] := MAX(SRC1[63:0], SRC2[63:0]) 
DEST[127:64] := MAX(SRC1[127:64], SRC2[127:64]) 
DEST[MAXVL-1:128] := 0 
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MAXPD (128-bit Legacy SSE version) 

DEST[63:0] := MAX(DEST[63:0], SRC[63:0]) 
DEST[127:64] := MAX(DEST[127:64], SRC[127:64]) 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VMAXPD 
VMAXPD 
VMAXPD 
VMAXPD 
VMAXPD 
VMAXPD 
VMAXPD 
VMAXPD 
VMAXPD 
VMAXPD 
VMAXPD 


m512d_mm512 m512d b); 
m512d_mm512 m512ds,__mmask8 k,__m512da,__m512d,); 
m512d_mm512_maskz_max_pd( m512da,__m512d b); 
m512d_mm512_max_round_pd( m512d b, int); 
m512d_mm512_mask_max_round_pd(__m512ds,__mmask8k,__m512da,__m512d, int); 
m512d_mm512_maskz_max_round_pd(__mmask8 k,__m512d a,__m512db, int); 
m256d_mm256 mmask8 k,__ m256d a,___m256d b); 
m256d __mm256_maskz_max_pd(__mmask8 k,__m256d a, __ m256d b); 
m128d _mm_mask_max_pd(__m128ds,__ mmask8 k,__m128d a,__m128d b); 
m128d _mm_maskz_max_pd(__mmask8 k,___m128d a,__m128d b); 
m256d __mm256_max_pd ( m256d b); 

(V)MAXPD __m128d __mm_max_pd ( m128d b); 


SIMD Floating-Point Exceptions 


Invalid (including QNaN Source Operand), Denormal 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-46, “Type E2 Class Exception Conditions”. 
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MAXPS—Maximum of Packed Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
NP OF 5F /r A VIV SSE Return the maximum single-precision floating-point values 
MAXPS xmm1, xmm2/m128 between xmm1 and xmm2/mem. 
VEX.128.0F.WIG 5F /r B VIV AVX Return the maximum single-precision floating-point values 
VMAXPS xmm1, xmm2, between xmm2 and xmm3/mem. 
xmm3/m128 
VEX.256.0F.WIG 5F /r B VIV AVX Return the maximum single-precision floating-point values 
VMAXPS ymm1, ymm2, between ymm2 and ymm3/mem. 
ymm3/m256 
EVEX.128.0F.WO 5F /r C VIV AVX512VL | Return the maximum packed single-precision floating-point 
VMAXPS xmm1 {k1}{z}, xmm2, AVX512F values between xmm2 and xmm3/m128/m32bcst and store 
xmm3/m128/m32bcst result in xmm1 subject to writemask k1. 
EVEX.256.0F.WO 5F /r C VIV AVX512VL | Return the maximum packed single-precision floating-point 
VMAXPS ymm1 {k1}{z}, ymm2, AVX512F values between ymm2 and ymm3/m256/m32bcst and store 
ymm3/m256/m32bcst result in ymm1 subject to writemask k1. 
EVEX.512.0F.WO 5F /r C VV AVX512F Return the maximum packed single-precision floating-point 


VMAXPS zmm1 {k1}{z}, zmm2, 
zmm3/m512/m32bcst{sae} 


values between zmm2 and zmm3/m512/m32bcst and store 
result in zmm1 subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD compare of the packed single-precision floating-point values in the first source operand and the 
second source operand and returns the maximum value for each pair of values to the destination operand. 


If the values being compared are both 0.0s (of either sign), the value in the second operand (source operand) is 
returned. If a value in the second operand is an SNaN, then SNaN is forwarded unchanged to the destination (that 
is, a QNaN version of the SNaN is not returned). 


If only one value is a NaN (SNaN or QNaN) for this instruction, the second operand (source operand), either a NaN 
or a valid floating-point value, is written to the result. If instead of this behavior, it is required that the NaN source 
operand (from either the first or second operand) be returned, the action of MAXPS can be emulated using a 
sequence of instructions, such as, a comparison followed by AND, ANDN and OR. 


EVEX encoded versions: The first source operand (the second operand) is aZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 32-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally 
updated with writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of 
the corresponding ZMM register destination are zeroed. 


VEX.128 encoded version: The first source operand is a XMM register. The second source operand can be a XMM 
register or a 128-bit memory location. The destination operand is a XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. 
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Operation 


MAX(SRC1, SRC2) 
{ 
IF ((SRC1 = 0.0) and (SRC2 = 0.0)) THEN DEST := SRC2; 
ELSE IF (SRC1 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC2 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC1 > SRC2) THEN DEST := SRC1; 
ELSE DEST := SRC2; 
Fl; 
} 


VMAXPS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
DEST[i+31:i] := MAX(SRC1[i+31:i], SRC2[31:0]) 
ELSE 
DEST[i+31:i] := MAX(SRC1[i+31:i], SRC2Z[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VMAXPS (VEX.256 encoded version) 

DEST[31:0] := MAX(SRC1[31:0], SRC2[31:0]) 
DEST[63:32] := MAX(SRC1 [63:32], SRC2[63:32]) 
DEST[95:64] := MAX(SRC1[95:64], SRC2[95:64]) 
DEST[127:96] := MAX(SRC1[127:96], SRC2[127:96]) 
DEST[159:128] := MAX(SRC1[159:1 28], SRC2[159:128]) 
DEST[191:160] := MAX(SRC1[191:160], SRC2[191:160]) 
DEST[223:192] := MAX(SRC1[223:192], SRC2[223:192]) 
DEST[255:224] := MAX(SRC1[255:224], SRC2[255:224]) 
DEST[MAXVL-1:256] := 0 


VMAXPS (VEX.128 encoded version) 

DEST[31:0] := MAX(SRC1[31:0], SRC2[31:0]) 
DEST[63:32] := MAX(SRC1[63:32], SRC2[63:32]) 
DEST[95:64] := MAX(SRC1[95:64], SRC2[95:64]) 
DEST[127:96] := MAX(SRC1[127:96], SRC2[127:96]) 
DEST[MAXVL-1:128] := 0 
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MAXPS (128-bit Legacy SSE version) 

DEST[31:0] := MAX(DEST[31:0], SRC[31:0]) 
DEST[63:32] := MAX(DEST[63:32], SRC[63:32]) 
DEST[95:64] := MAX(DEST[95:64], SRC[95:64]) 
DEST[127:96] := MAX(DEST[1 27:96], SRC[127:96]) 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VMAXPS __m512_mm512_max_ps(__m512a,__m512 b); 

VMAXPS __m512_mm512_mask_max_ps(__m512 s,__mmask16 k,__m512 a,__m512 b); 
VMAXPS __m512_mm512_maskz_max_ps(__mmask16 k,__m512 a,__m512 b); 
VMAXPS __m512_mm512_max_round_ps(__m512 a,__m512 D, int); 
VMAXPS __m512 _mm512_mask_max_round_ps(__m512 s,__ mmask16 k, 
VMAXPS __m512_mm512_maskz_max_round_ps(__mmask16 k,__m512 a, 
VMAXPS __m256 __mm256_mask_max_ps(__m256 s,__ mmask8 k,__m256 a, 
VMAXPS __m256 __mm256_maskz_max_ps(__mmask8 k,___m256 a,__m256 b); 
VMAXPS __m128_mm_mask_max_ps(__m128s,__mmask8 k,__m128 a,__m128 b); 
VMAXPS __m128 _mm_maskz_max_ps(__mmask8 k,__m128 a,__m128 b); 
VMAXPS __m256 __mm256_max_ps (__m256 a,__ m256 b); 

MAXPS __m128_mm_max_ps (__m128 a,__m128 b); 


m512a,__m512 5, int); 
m512 b, int); 
m256 b); 


SIMD Floating-Point Exceptions 
Invalid (including QNaN Source Operand), Denormal 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-46, “Type E2 Class Exception Conditions”. 
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MAXSD—Return Maximum Scalar Double-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
Fe OF 5F /r A VIV SSE2 Return the maximum scalar double-precision floating-point 
MAXSD xmm1, xmm2/m64 value between xmm2/m64 and xmm1. 
VEX.LIG.F2.0F.WIG 5F /r B VIV AVX Return the maximum scalar double-precision floating-point 
VMAXSD xmm1, xmm2, value between xmm3/m64 and xmm2. 
xmm3/m64 
EVEX.LLIG.F2.0F.W1 5F /r C VIV AVX512F | Return the maximum scalar double-precision floating-point 
VMAXSD xmm1 {k1}{z}, xmm2, value between xmm3/m64 and xmm_2. 
xmm3/m64{sae} 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Compares the low double-precision floating-point values in the first source operand and the second source 
operand, and returns the maximum value to the low quadword of the destination operand. The second source 
operand can be an XMM register or a 64-bit memory location. The first source and destination operands are XMM 
registers. When the second source operand is a memory operand, only 64 bits are accessed. 


If the values being compared are both 0.0s (of either sign), the value in the second source operand is returned. If 
a value in the second source operand is an SNaN, that SNaN is returned unchanged to the destination (that is, a 
QNaN version of the SNaN is not returned). 


If only one value is a NaN (SNaN or QNaN) for this instruction, the second source operand, either a NaN or a valid 
floating-point value, is written to the result. If instead of this behavior, it is required that the NaN of either source 
operand be returned, the action of MAXSD can be emulated using a sequence of instructions, such as, a comparison 
followed by AND, ANDN and OR. 


128-bit Legacy SSE version: The destination and first source operand are the same. Bits (MAXVL-1:64) of the 
corresponding destination register remain unchanged. 


VEX.128 and EVEX encoded version: Bits (127:64) of the XMM register destination are copied from corresponding 
bits in the first source operand. Bits (MAXVL-1:128) of the destination register are zeroed. 


EVEX encoded version: The low quadword element of the destination operand is updated according to the 
writemask. 


Software should ensure VMAXSD is encoded with VEX.L=0. Encoding VMAXSD with VEX.L=1 may encounter unpre- 
dictable behavior across different processor generations. 
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Operation 
MAX(SRC1, SRC2) 


IF ((SRC1 = 0.0) and (SRC2 = 0.0)) THEN DEST := SRC2; 
ELSE IF (SRC1 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC2 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC1 > SRC2) THEN DEST := SRC1; 
ELSE DEST := SRC2; 
Fl; 
} 


VMAXSD (EVEX encoded version) 
IF k1[0] or *no writemask* 
THEN = DEST[63:0] := MAX(SRC1[63:0], SRC2[63:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[63:0] := 0 
Fl; 


Fl; 
DEST[1 27:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


VMAXSD (VEX.128 encoded version) 
DEST[63:0] := MAX(SRC1[63:0], SRC2[63:0]) 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


MAXSD (128-bit Legacy SSE version) 
DEST[63:0] := MAX(DEST[63:0], SRC[63:0]) 
DEST[MAXVL-1:64] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VMAXSD __m128d __mm_max_round_sd(__m128d a,__m128d, int); 

VMAXSD __m128d __mm_mask_max_round_sd(__m128ds,__ mmask8 k,___m128d a,__m128d 5, int); 
VMAXSD __m128d __mm_maskz_max_round_sd(__mmask8 k,__m128d a, __m128d 5, int); 

MAXSD __m128d_mm_max_sd(__m128d a,_m128d b) 


SIMD Floating-Point Exceptions 
Invalid (Including QNaN Source Operand), Denormal 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-47, “Type E3 Class Exception Conditions”. 
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MAXSS—Return Maximum Scalar Single-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
F3 OF SF /r A VIV SSE Return the maximum scalar single-precision floating-point 
MAXSS xmm1, xmm2/m32 value between xmm2/m32 and xmm1. 
VEX.LIG.F3.0F.WIG 5F /r B VV AVX Return the maximum scalar single-precision floating-point 
VMAXSS xmm1, xmm2, value between xmm3/m32 and xmm2. 
xmm3/m32 
EVEX.LLIG.F3.0F.WO 5F /r C VV AVX512F | Return the maximum scalar single-precision floating-point 
VMAXSS xmm1 {k1}{z}, xmm2, value between xmm3/m32 and xmme2. 
xmm3/m32{sae} 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Compares the low single-precision floating-point values in the first source operand and the second source operand, 
and returns the maximum value to the low doubleword of the destination operand. 


If the values being compared are both 0.0s (of either sign), the value in the second source operand is returned. If 
a value in the second source operand is an SNaN, that SNaN is returned unchanged to the destination (that is, a 
QNaN version of the SNaN is not returned). 


If only one value is a NaN (SNaN or QNaN) for this instruction, the second source operand, either a NaN or a valid 
floating-point value, is written to the result. If instead of this behavior, it is required that the NaN from either source 
operand be returned, the action of MAXSS can be emulated using a sequence of instructions, such as, a comparison 
followed by AND, ANDN and OR. 


The second source operand can be an XMM register or a 32-bit memory location. The first source and destination 
operands are XMM registers. 


128-bit Legacy SSE version: The destination and first source operand are the same. Bits (MAXVL:32) of the corre- 
sponding destination register remain unchanged. 


VEX.128 and EVEX encoded version: The first source operand is an xmm register encoded by VEX.vvvv. Bits 
(127:32) of the XMM register destination are copied from corresponding bits in the first source operand. Bits 
(MAXVL:128) of the destination register are zeroed. 


EVEX encoded version: The low doubleword element of the destination operand is updated according to the 
writemask. 


Software should ensure VMAXSS is encoded with VEX.L=0. Encoding VMAXSS with VEX.L=1 may encounter unpre- 
dictable behavior across different processor generations. 
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Operation 
MAX(SRC1, SRC2) 


IF ((SRC1 = 0.0) and (SRC2 = 0.0)) THEN DEST := SRC2; 
ELSE IF (SRC1 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC2 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC1 > SRC2) THEN DEST := SRC1; 
ELSE DEST := SRC2; 
Fl; 
} 


VMAXSS (EVEX encoded version) 

IF k1[0] or *no writemask* 
THEN = DEST[31:0] := MAX(SRC1[31:0], SRC2[31:0]) 
ELSE 


IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 


THEN DEST[31:0] := 0 
Fl; 
Fl; 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:1 28] := 0 


VMAXSS (VEX.128 encoded version) 
DEST[31:0] := MAX(SRC1[31:0], SRC2[31:0]) 
DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


MAXSS (128-bit Legacy SSE version) 
DEST[31:0] := MAX(DEST[31:0], SRC[31:0]) 
DEST[MAXVL-1:32] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VMAXSS __m128 _mm_max_round_ss(__m128 a,__m128, int); 
VMAXSS __m128 _mm_mask_max_round_ss(__m128s,__mmask8 k,__m128 a,__m128 5, int); 
VMAXSS __m128 _mm_maskz_max_round_ss(__mmask8 k,__m128 a, 


MAXSS __m128 __mm_max_ss(__m128 a,__m128 b) 


SIMD Floating-Point Exceptions 
Invalid (Including QNaN Source Operand), Denormal 


Other Exceptions 


INSTRUCTION SET REFERENCE, M-U 


Non-EVEX-encoded instruction, see Table 2-20, “Type 3 Class Exception Conditions”. 


EVEX-encoded instruction, see Table 2-47, “Type E3 Class Exception Conditions”. 
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MFENCE—Memory Fence 


Opcode / Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
NP OF AE FO ZO |V/V SSE2 Serializes load and store operations. 
MFENCE 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Performs a serializing operation on all load-from-memory and store-to-memory instructions that were issued prior 
the MFENCE instruction. This serializing operation guarantees that every load and store instruction that precedes 
the MFENCE instruction in program order becomes globally visible before any load or store instruction that follows 
the MFENCE instruction.! The MFENCE instruction is ordered with respect to all load and store instructions, other 
MFENCE instructions, any LFENCE and SFENCE instructions, and any serializing instructions (such as the CPUID 
instruction). MFENCE does not serialize the instruction stream. 


Weakly ordered memory types can be used to achieve higher processor performance through such techniques as 
out-of-order issue, speculative reads, write-combining, and write-collapsing. The degree to which a consumer of 
data recognizes or knows that the data is weakly ordered varies among applications and may be unknown to the 
producer of this data. The MFENCE instruction provides a performance-efficient way of ensuring load and store 
ordering between routines that produce weakly-ordered results and routines that consume that data. 


Processors are free to fetch and cache data speculatively from regions of system memory that use the WB, WC, and 
WT memory types. This speculative fetching can occur at any time and is not tied to instruction execution. Thus, it 
is not ordered with respect to executions of the MFENCE instruction; data can be brought into the caches specula- 
tively just before, during, or after the execution of an MFENCE instruction. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Specification of the instruction's opcode above indicates a ModR/M byte of FO. For this instruction, the processor 
ignores the r/m field of the ModR/M byte. Thus, MFENCE is encoded by any opcode of the form OF AE Fx, where x 
is in the range 0-7. 


Operation 


Wait_On_Following_Loads_And_Stores_Until(preceding_loads_and_stores_globally_visible); 


Intel C/C++ Compiler Intrinsic Equivalent 
void _mm_mfence(void) 
Exceptions (All Modes of Operation) 


#UD If CPUID.O1H:EDX.SSE2[bit 26] = 0. 
If the LOCK prefix is used. 


1. Aload instruction is considered to become globally visible when the value to be loaded into its destination register is determined. 
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MINPD—Minimum of Packed Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
66 OF 5D /r A VV SSE2 Return the minimum double-precision floating-point values 
MINPD xmm1, xmm2/m128 between xmm1 and xmm2/mem 
VEX.128.66.0F.WIG 5D /r B VV AVX Return the minimum double-precision floating-point values 
VMINPD xmm1, xmm2, between xmm2 and xmm3/mem. 
xmm3/m128 
VEX.256.66.0F.WIG 5D /r B VV AVX Return the minimum packed double-precision floating-point 
VMINPD ymm1, ymm2, values between ymm2 and ymm3/mem. 
ymm3/m256 
EVEX.128.66.0F.W1 5D /r C VIV AVX512VL | Return the minimum packed double-precision floating-point 
VMINPD xmm1 {k1}{z}, xmm2, AVX512F values between xmm_2 and xmm3/m128/m64bcst and store 
xmm3/m128/m64bcst result in xmm1 subject to writemask k1. 
EVEX.256.66.0F.W1 5D /r C VV AVX512VL | Return the minimum packed double-precision floating-point 
VMINPD ymm1 {k1}{z}, ymm2, AVX512F values between ymm2 and ymm3/m256/m64bcst and store 
ymm3/m256/m64bcst result in ymm1 subject to writemask k1. 
EVEX.512.66.0F.W1 5D /r C VV AVX512F Return the minimum packed double-precision floating-point 
VMINPD zmm1 {k1}{z}, zmm2, values between zmm2 and zmm3/m512/m64bcst and store 
zmm3/m512/m64bcst{sae} result in zmm1 subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD compare of the packed double-precision floating-point values in the first source operand and the 
second source operand and returns the minimum value for each pair of values to the destination operand. 


If the values being compared are both 0.0s (of either sign), the value in the second operand (source operand) is 
returned. If a value in the second operand is an SNaN, then SNaN is forwarded unchanged to the destination (that 
is, a QNaN version of the SNaN is not returned). 


If only one value is a NaN (SNaN or QNaN) for this instruction, the second operand (source operand), either a NaN 
or a valid floating-point value, is written to the result. If instead of this behavior, it is required that the NaN source 
operand (from either the first or second operand) be returned, the action of MINPD can be emulated using a 
sequence of instructions, such as, a comparison followed by AND, ANDN and OR. 


EVEX encoded versions: The first source operand (the second operand) is aZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 64-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally 
updated with writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of 
the corresponding ZMM register destination are zeroed. 


VEX.128 encoded version: The first source operand is a XMM register. The second source operand can be a XMM 
register or a 128-bit memory location. The destination operand is a XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. 
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Operation 


MIN(SRC1, SRC2) 
{ 
IF ((SRC1 = 0.0) and (SRC2 = 0.0)) THEN DEST := SRC2; 
ELSE IF (SRC1 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC2 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC1 < SRC2) THEN DEST := SRC1; 
ELSE DEST := SRC2; 
Fl; 
} 


VMINPD (EVEX encoded version) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
DEST[i+63:i] = MIN(SRC1[i+63:i], SRC2[63:0]) 
ELSE 
DEST[i+63:i] = MIN(SRC1[i+63:i], SRC2[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE DEST[i+63:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VMINPD (VEX.256 encoded version) 

DEST[63:0] := MIN(SRC1[63:0], SRC2[63:0]) 
DEST[127:64] := MIN(SRC1[127:64], SRC2[127:64]) 
DEST[191:128] := MIN(SRC1[191:128], SRC2[191:128}) 
DEST[255:192] := MIN(SRC1[255:192], SRC2[255:192]) 


VMINPD (VEX.128 encoded version) 

DEST[63:0] := MIN(SRC1[63:0], SRC2[63:0]) 
DEST[127:64] := MIN(SRC1[127:64], SRC2[127:64]) 
DEST[MAXVL-1:128] := 0 


MINPD (128-bit Legacy SSE version) 

DEST[63:0] := MIN(SRC1[63:0], SRC2[63:0]) 
DEST[127:64] := MIN(SRC1[127:64], SRC2[127:64]) 
DEST[MAXVL-1:128] (Unmodified) 
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Intel C/C++ Compiler Intrinsic Equivalent 


VMINPD __m512d_mm512_min_pd(__m512d a, _m512d b); 

VMINPD __m512d_mm512_mask_min_pd(__m512ds,__ mmask8 k,__m512da,__m512d b); 
VMINPD __m512d_mm512_maskz_min_pd(__mmask8 k,__m512da,__m512d b); 

VMINPD __m512d_mm512_min_round_pd(__m512da,__m512d 5, int); 

VMINPD __m512d_mm512_mask_min_round_pd(__m512ds,__mmask8 k,__m512da,__m512d, int); 
VMINPD __m512d_mm512_maskz_min_round_pd(__mmask8 k,__m512da,__m512db, int); 
VMINPD __m256d_mm256_mask_min_pd(__m256d s,__ mmask8 k,__ m256d a,__ m256d b); 
VMINPD __m256d __mm256_maskz_min_pd(__mmask8 k,___m256d a, ___ m256d b); 

VMINPD __m128d_mm_mask_min_pd(__m128ds,__ mmask8 k,__m128d a,__m128d b); 
VMINPD __m128d_mm_maskz_min_pd( ___mmask8 k,___m128d a, __m128d b); 

VMINPD __m256d __mm256_min_pd (__m256d a, __m256d b); 

MINPD __m128d _mm_min_pd (__m128d a, ___m128d b); 


SIMD Floating-Point Exceptions 
Invalid (including QNaN Source Operand), Denormal 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-46, “Type E2 Class Exception Conditions”. 
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MINPS—Minimum of Packed Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
NP OF 5D /r A VIV SSE Return the minimum single-precision floating-point values 
MINPS xmm1, xmm2/m128 between xmm1 and xmm2/mem. 
VEX.128.0F.WIG 5D /r B VIV AVX Return the minimum single-precision floating-point values 
VMINPS xmm1, xmm2, between xmm2 and xmm3/mem. 
xmm3/m128 
VEX.256.0F.WIG 5D /r B VIV AVX Return the minimum single double-precision floating-point 
VMINPS ymm1, ymm2, values between ymm2 and ymm3/mem. 
ymm3/m256 
EVEX.128.0F.WO 5D /r C VIV AVX512VL | Return the minimum packed single-precision floating-point 
VMINPS xmm1 {k1}{z}, xmme2, AVX512F values between xmm2 and xmm3/m128/m32bcst and store 
xmm3/m1 28/m32bcst result in xmm1 subject to writemask k1. 
EVEX.256.0F.WO0 5D /r C VV AVX512VL | Return the minimum packed single-precision floating-point 
VMINPS ymm1 {k1}{z}, ymm2, AVX512F values between ymm2 and ymm3/m256/m32bcst and store 
ymm3/m256/m32bcst result in ymm1 subject to writemask k1. 
EVEX.512.0F.WO 5D /r C VIV AVX512F Return the minimum packed single-precision floating-point 
VMINPS zmm1 {k1}{z}, zmm2, values between zmm2 and zmm3/m512/m32bcst and store 
zmm3/m512/m32bcst{sae} result in zmm1 subject to writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 

A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 

B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 

C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 

Description 


Performs a SIMD compare of the packed single-precision floating-point values in the first source operand and the 
second source operand and returns the minimum value for each pair of values to the destination operand. 


If the values being compared are both 0.0s (of either sign), the value in the second operand (source operand) is 
returned. If a value in the second operand is an SNaN, then SNaN is forwarded unchanged to the destination (that 
is, a QNaN version of the SNaN is not returned). 


If only one value is a NaN (SNaN or QNaN) for this instruction, the second operand (source operand), either a NaN 
or a valid floating-point value, is written to the result. If instead of this behavior, it is required that the NaN source 
operand (from either the first or second operand) be returned, the action of MINPS can be emulated using a 
sequence of instructions, such as, a comparison followed by AND, ANDN and OR. 


EVEX encoded versions: The first source operand (the second operand) is a ZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 32-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally 
updated with writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of 
the corresponding ZMM register destination are zeroed. 


VEX.128 encoded version: The first source operand is a XMM register. The second source operand can be a XMM 
register or a 128-bit memory location. The destination operand is a XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. 
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Operation 


MIN(SRC1, SRC2) 
{ 
IF ((SRC1 = 0.0) and (SRC2 = 0.0)) THEN DEST := SRC2; 
ELSE IF (SRC1 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC2 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC1 < SRC2) THEN DEST := SRC1; 
ELSE DEST := SRC2; 
Fl; 
} 


VMINPS (EVEX encoded version) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN 
DEST[i+31:i] := MIN(SRC1[i+31:i], SRC2[31:0]) 
ELSE 
DEST[i+31:i] := MIN(SRC1[i+31:i], SRC2[i+3 1:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VMINPS (VEX.256 encoded version) 

DEST[31:0] := MIN(SRC1[31:0], SRC2[31:0]) 
DEST[63:32] := MIN(SRC1[63:32], SRC2[63:32]) 
DEST[95:64] := MIN(SRC1[95:64], SRC2[95:64]) 
DEST[127:96] := MIN(SRC1[127:96], SRC2[127:96]) 
DEST[159:1 28] := MIN(SRC1[159:128], SRC2[159:128] 
DEST[191:160] := MIN(SRC1[191:160], SRC2[191:160] 
DEST[223:192] := MIN(SRC1[223:192], SRC2[223:192] 
DEST[255:224] := MIN(SRC1[255:224], SRC2[255:224] 


i) 


VMINPS (VEX.128 encoded version) 

DEST[31:0] := MIN(SRC1[31:0], SRC2[31:0]) 
DEST[63:32] := MIN(SRC1[63:32], SRC2[63:32]) 
DEST[95:64] := MIN(SRC1[95:64], SRC2[95:64]) 
DEST[127:96] := MIN(SRC1[127:96], SRC2[127:96]) 
DEST[MAXVL-1:128] := 0 
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MINPS (128-bit Legacy SSE version) 

DEST[31:0] := MIN(SRC1[31:0], SRC2[31:0]) 
DEST[63:32] := MIN(SRC1[63:32], SRC2[63:32]) 
DEST[95:64] := MIN(SRC1[95:64], SRC2[95:64]) 
DEST[127:96] := MIN(SRC1[127:96], SRC2[127:96]) 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VMINPS __m512_mm512_min_ps(__m512 a,__m512 b); 

VMINPS __m512_mm512_mask_min_ps(__m512 s,__mmask16 k,__m512 a,__m512 b); 
VMINPS __m512_mm512_maskz_min_ps(__mmask16 k,__m512 a,__m512 b); 

VMINPS __m512_mm512_min_round_ps(__m512 a,__m512 b, int); 


VMINPS __m512_mm512_mask_min_round_ps(__m512s,__ mmask16 k,__m512 a,__m512 5, int); 
VMINPS __m512_mm512_maskz_min_round_ps(__mmask16 k,__m512 a,__m512 5, int); 
VMINPS __m256 __mm256_mask_min_ps(__m256 s,__ mmask8 k,___m256 a,__ m256 b); 


VMINPS __m256 __mm256_maskz_min_ps(__mmask8 k,__m256 a, __m25 b); 
VMINPS __m128_mm_mask_min_ps(__m128 s,__ mmask8 k,___m128a,__m128 b); 
VMINPS __m128_mm_maskz_min_ps(__mmask8 k,__m128 a,__m128 b); 

VMINPS __m256 __mm256_min_ps (__m256 a,__m256 b); 

MINPS __m128_mm_min_ps (__m128 a,_m128 b); 


SIMD Floating-Point Exceptions 
Invalid (including QNaN Source Operand), Denormal 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-46, “Type E2 Class Exception Conditions”. 
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MINSD—Return Minimum Scalar Double-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
F2 OF 5D /r A VIV SSE2 Return the minimum scalar double-precision floating- 
MINSD xmm1, xmm2/m64 point value between xmm2/m64 and xmm1. 
VEX.LIG.F2.0F.WIG 5D /r B VIV AVX Return the minimum scalar double-precision floating- 
VMINSD xmm1, xmm2, xmm3/m64 point value between xmm3/m64 and xmm2. 
EVEX.LLIG.F2.0F.W1 5D /r C VIV AVX512F Return the minimum scalar double-precision floating- 
VMINSD xmm1 {k1}{z}, xmm2, point value between xmm3/m64 and xmm2. 
xmm3/m64{sae} 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Compares the low double-precision floating-point values in the first source operand and the second source 
operand, and returns the minimum value to the low quadword of the destination operand. When the source 
operand is a memory operand, only the 64 bits are accessed. 

If the values being compared are both 0.0s (of either sign), the value in the second source operand is returned. If 
a value in the second source operand is an SNaN, then SNaN is returned unchanged to the destination (that is, a 
QNaN version of the SNaN is not returned). 

If only one value is a NaN (SNaN or QNaN) for this instruction, the second source operand, either a NaN or a valid 
floating-point value, is written to the result. If instead of this behavior, it is required that the NaN source operand 
(from either the first or second source) be returned, the action of MINSD can be emulated using a sequence of 
instructions, such as, a comparison followed by AND, ANDN and OR. 


The second source operand can be an XMM register or a 64-bit memory location. The first source and destination 
operands are XMM registers. 


128-bit Legacy SSE version: The destination and first source operand are the same. Bits (MAXVL-1:64) of the 
corresponding destination register remain unchanged. 


VEX.128 and EVEX encoded version: Bits (127:64) of the XMM register destination are copied from corresponding 
bits in the first source operand. Bits (MAXVL-1:128) of the destination register are zeroed. 


EVEX encoded version: The low quadword element of the destination operand is updated according to the 
writemask. 


Software should ensure VMINSD is encoded with VEX.L=0. Encoding VMINSD with VEX.L=1 may encounter unpre- 
dictable behavior across different processor generations. 
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Operation 


MIN(SRC1, SRC2) 
{ 
IF ((SRC1 = 0.0) and (SRC2 = 0.0)) THEN DEST := SRC2; 
ELSE IF (SRC1 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC2 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC1 < SRC2) THEN DEST := SRC1; 
ELSE DEST := SRC2; 
Fl; 
} 


MINSD (EVEX encoded version) 
IF k1[0] or *no writemask* 
THEN  DEST[63:0] := MIN(SRC1[63:0], SRC2[63:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


MINSD (VEX.128 encoded version) 
DEST[63:0] := MIN(SRC1[63:0], SRC2[63:0]) 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


MINSD (128-bit Legacy SSE version) 
DEST[63:0] := MIN(SRC1[63:0], SRC2[63:0]) 
DEST[MAXVL-1:64] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VMINSD __m128d_mm_min_round_sd(__m128d a, __m128d 5, int); 

VMINSD __m128d __mm_mask_min_round_sd(__m128ds,___ mmask8 k,__m128d a,__m128d, int); 
VMINSD __m128d __mm_maskz_min_round_sd(__mmask8 k,__m128d a,__m128d, int); 

MINSD __m128d_mm_min_sd(__m128d a, ___m128d b) 


SIMD Floating-Point Exceptions 
Invalid (including QNaN Source Operand), Denormal 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-47, “Type E3 Class Exception Conditions”. 
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MINSS—Return Minimum Scalar Single-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
F3 OF 5D /r A VIV SSE Return the minimum scalar single-precision floating- 
MINSS xmm1,xmm2/m32 point value between xmm2/m32 and xmm1. 
VEX.LIG.F3.0F.WIG 5D /r B VIV AVX Return the minimum scalar single-precision floating- 
VMINSS xmm1,xmm2, xmm3/m32 point value between xmm3/m32 and xmm_2. 
EVEX.LLIG.F3.0F.WO 5D /r C VIV AVX512F Return the minimum scalar single-precision floating- 
VMINSS xmm1 {k1}{z}, xmm2, point value between xmm3/m32 and xmm_2. 
xmm3/m32{sae} 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Compares the low single-precision floating-point values in the first source operand and the second source operand 
and returns the minimum value to the low doubleword of the destination operand. 


If the values being compared are both 0.0s (of either sign), the value in the second source operand is returned. If 
a value in the second operand is an SNaN, that SNaN is returned unchanged to the destination (that is, a QNaN 
version of the SNaN is not returned). 


If only one value is a NaN (SNaN or QNaN) for this instruction, the second source operand, either a NaN or a valid 
floating-point value, is written to the result. If instead of this behavior, it is required that the NaN in either source 
operand be returned, the action of MINSD can be emulated using a sequence of instructions, such as, a comparison 
followed by AND, ANDN and OR. 


The second source operand can be an XMM register or a 32-bit memory location. The first source and destination 
operands are XMM registers. 

128-bit Legacy SSE version: The destination and first source operand are the same. Bits (MAXVL:32) of the corre- 
sponding destination register remain unchanged. 


VEX.128 and EVEX encoded version: The first source operand is an xmm register encoded by (E)VEX.vvvv. Bits 
(127:32) of the XMM register destination are copied from corresponding bits in the first source operand. Bits 
(MAXVL-1:128) of the destination register are zeroed. 


EVEX encoded version: The low doubleword element of the destination operand is updated according to the 
writemask. 


Software should ensure VMINSS is encoded with VEX.L=0. Encoding VMINSS with VEX.L=1 may encounter unpre- 
dictable behavior across different processor generations. 
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Operation 


MIN(SRC1, SRC2) 
{ 
IF ((SRC1 = 0.0) and (SRC2 = 0.0)) THEN DEST := SRC2; 
ELSE IF (SRC1 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC2 = NaN) THEN DEST := SRC2; Fl; 
ELSE IF (SRC1 < SRC2) THEN DEST := SRC1; 
ELSE DEST := SRC2; 
Fl; 
} 


MINSS (EVEX encoded version) 
IF k1[0] or *no writemask* 
THEN = DEST[31:0] := MIN(SRC1[31:0], SRC2[31:0]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 
Fl; 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


VMINSS (VEX.128 encoded version) 
DEST[31:0] := MIN(SRC1[31:0], SRC2[31:0]) 
DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


MINSS (128-bit Legacy SSE version) 
DEST[31:0] := MIN(SRC1[31:0], SRC2[31:0]) 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 
VMINSS __m128 _mm_min_round_ss(__m128 a,__m128 5, int); 


VMINSS __m128 __mm_mask_min_round_ss(__m128 s,__ mmask8 k,__m128 a,__m128 }, int); 


VMINSS __m128 __mm_maskz_min_round_ss(__mmask8 k, 
MINSS __m128_mm_min_ss(__m128 a,__m128 b) 


SIMD Floating-Point Exceptions 
Invalid (Including QNaN Source Operand), Denormal 


Other Exceptions 


m128 a, 


m128 b, int); 


Non-EVEX-encoded instruction, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-46, “Type E2 Class Exception Conditions”. 
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MONITOR—Set Up Monitor Address 


Opcode Instruction Op/ 64-Bit Compat/ Description 
En Mode Leg Mode 
OF 01 C8 MONITOR ZO Valid Valid Sets up a linear address range to be 


monitored by hardware and activates the 
monitor. The address range should be a write- 
back memory caching type. The address is 


DS:RAX/EAX/AX. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 


Description 


The MONITOR instruction arms address monitoring hardware using an address specified in EAX (the address range 
that the monitoring hardware checks for store operations can be determined by using CPUID). A store to an 
address within the specified address range triggers the monitoring hardware. The state of monitor hardware is 
used by MWAIT. 


The address is specified in RAX/EAX/AX and the size is based on the effective address size of the encoded instruc- 
tion. By default, the DS segment is used to create a linear address that is monitored. Segment overrides can be 
used. 


ECX and EDX are also used. They communicate other information to MONITOR. ECX specifies optional extensions. 
EDX specifies optional hints; it does not change the architectural behavior of the instruction. For the Pentium 4 
processor (family 15, model 3), no extensions or hints are defined. Undefined hints in EDX are ignored by the 
processor; undefined extensions in ECX raises a general protection fault. 


The address range must use memory of the write-back type. Only write-back memory will correctly trigger the 
monitoring hardware. Additional information on determining what address range to use in order to prevent false 
wake-ups is described in Chapter 8, “Multiple-Processor Management” of the Intel® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 3A. 


The MONITOR instruction is ordered as a load operation with respect to other memory transactions. The instruction 
is subject to the permission checking and faults associated with a byte load. Like a load, MONITOR sets the A-bit 
but not the D-bit in page tables. 


CPUID.01H:ECX.MONITOR[bit 3] indicates the availability of MONITOR and MWAIT in the processor. When set, 
MONITOR may be executed only at privilege level 0 (use at any other privilege level results in an invalid-opcode 
exception). The operating system or system BIOS may disable this instruction by using the IA32_MISC_ENABLE 
MSR; disabling MONITOR clears the CPUID feature flag and causes execution to generate an invalid-opcode excep- 
tion. 


The instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


MONITOR sets up an address range for the monitor hardware using the content of EAX (RAX in 64-bit mode) as an 
effective address and puts the monitor hardware in armed state. Always use memory of the write-back caching 
type. A store to the specified address range will trigger the monitor hardware. The content of ECX and EDX are 
used to communicate other information to the monitor hardware. 


Intel C/C++ Compiler Intrinsic Equivalent 


MONITOR: void _mm_monitor(void const *p, unsigned extensions,unsigned hints) 


Numeric Exceptions 
None 
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Protected Mode Exceptions 


#GP(0) 


#SS(0) 
#PF(fault-code) 
#UD 


If the value in EAX is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If ECX #0. 

If the value in EAX is outside the SS segment limit. 
For a page fault. 

If CPUID.01H:ECX.MONITOR[bit 3] = 0. 

If current privilege level is not 0. 


Real Address Mode Exceptions 


#GP 


#SS 


#UD 


If the CS, DS, ES, FS, or GS register is used to access memory and the value in EAX is outside 
of the effective address space from 0 to FFFFH. 


If ECX #0. 


If the SS register is used to access memory and the value in EAX is outside of the effective 
address space from 0 to FFFFH. 


If CPUID.O1H:ECX.MONITOR[bit 3] = 0. 


Virtual 8086 Mode Exceptions 


#UD 


The MONITOR instruction is not recognized in virtual-8086 mode (even if 
CPUID.O1H:ECX.MONITOR[bit 3] = 1). 


Compatibility Mode Exceptions 


Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) 


#SS(0) 
#PF(fault-code) 
#UD 
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If the linear address of the operand in the CS, DS, ES, FS, or GS segment is in a non-canonical 
form. 


If RCX #0. 

If the SS register is used to access memory and the value in EAX is in a non-canonical form. 
For a page fault. 

If the current privilege level is not 0. 

If CPUID.OLH:ECX.MONITOR[bit 3] = 0. 
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MOV—Move 
Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

88 /r MOV r/m8&,r8 MR | Valid Valid Move r8 to r/m8. 

REX + 88 /r MOV r/m8 ’r8 MR | Valid NE. Move r8 to r/m8. 

89 /r MOV r/m16,r16 MR | Valid Valid Move r76 to r/m16. 

89 /r MOV r/m32,r32 MR_ | Valid Valid Move r32 to r/m32. 

REX.W + 89 /r MOV r/m64,r64 MR | Valid N.E. Move r64 to r/m64. 

8A /r MOV r8,r/m8 RM | Valid Valid Move r/m8 to r8. 

REX + 8A /r MOV r8***r/m8*** RM | Valid N.E. Move r/m8 to r8. 

8B /r MOV r16,r/m16 RM _ | Valid Valid Move r/m16 to r76. 

8B /r MOV r32,r/m32 RM _ | Valid Valid Move r/m32 to r32. 

REX.W + 8B /r MOV r64,r/m64 RM _ | Valid N.E. Move r/m64 to r64. 

8C/r MOV r/m16,Sreg** MR | Valid Valid Move segment register to r/m76. 

8C/r MOV r16/r32/m16, Sreg** |MR_ | Valid Valid Move zero extended 16-bit segment register 
to r16/r32/m16. 
to r64/m16. 

8E /r MOV Sreg,r/m16** RM _ | Valid Valid Move r/m16 to segment register. 

REX.W + 8E /r MOV Sreg,r/m64** RM_ | Valid Valid Move lower 16 bits of r/m64 to segment 
register. 

AO MOV AL,moffs8* FD | Valid Valid Move byte at (seg-offset) to AL. 

REX.W + AO MOV AL,moffs8* FD Valid N.E. Move byte at (offset) to AL. 

Al MOV AX,moffs 16* FD | Valid Valid Move word at (seg:offset) to AX. 

Al MOV EAX,moffs32* FD | Valid Valid Move doubleword at (seg:offset) to EAX. 

REX.W + Al MOV RAX,moffs64* FD | Valid N.E. Move quadword at (offset) to RAX. 

A2 MOV moffs8,AL TD | Valid Valid Move AL to (seg:offset). 

REX.W + A2 MOV moffs8 AL TD | Valid N.E. Move AL to (offset). 

A3 MOV moffs16*,AX TD | Valid Valid Move AX to (seg:offset). 

A3 MOV moffs32*,EAX TD | Valid Valid Move EAX to (seg-:offset). 

REX.W + A3 MOV moffs64*,RAX TD | Valid N.E. Move RAX to (offset). 

BO+ rb ib MOV r8, imm8& Ol Valid Valid Move imm8 to r8. 

REX + BO+ rb ib MOV r8_, imm8 Ol Valid N.E. Move imm8 to r8. 

B8+ rw iw MOV r716, imm16 Ol Valid Valid Move imm16 to r76. 

B8+ rd id MOV r32, imm32 Ol Valid Valid Move imm32 to r32. 

REX.W + B8+ rd io MOV r64, imm64 Ol Valid N.E. Move imm64 to r64. 

C6 /0 ib MOV r/m8, imm8 MI Valid Valid Move imm8 to r/m8. 

REX + C6 /0 ib MOV r/m8***, imm& MI Valid N.E. Move imm8 to r/m8. 

C7 /0 iw MOV r/m16, imm16 MI Valid Valid Move imm16 to r/m16. 

C7 /0 id MOV r/m32, imm32 MI Valid Valid Move imm32 to r/m32. 

REX.W + C7 /0 id MOV r/m64, imm32 MI Valid N.E. Move imm32 sign extended to 64-bits to 
r/m64. 
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NOTES: 


* The moffs8, moffs16, moffs32 and moffs64 operands specify a simple offset relative to the segment base, where 8, 16, 32 and 64 
refer to the size of the data. The address-size attribute of the instruction determines the size of the offset, either 16, 32 or 64 
bits. 


** In 32-bit mode, the assembler may insert the 16-bit operand-size prefix with this instruction (see the following “Description” sec- 
tion for further information). 


***In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (w) ModRM:reg (r) NA NA 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
FD AL/AX/EAX/RAX Moffs NA NA 
TD Moffs (w) AL/AX/EAX/RAX NA NA 
Ol opcode + rd (w) imm8/16/32/64 NA NA 
MI ModRM:r/m (w) imm8/16/32/64 NA NA 
Description 


Copies the second operand (source operand) to the first operand (destination operand). The source operand can be 
an immediate value, general-purpose register, segment register, or memory location; the destination register can 
be a general-purpose register, segment register, or memory location. Both operands must be the same size, which 
can be a byte, a word, a doubleword, or a quadword. 


The MOV instruction cannot be used to load the CS register. Attempting to do so results in an invalid opcode excep- 
tion (#UD). To load the CS register, use the far JMP, CALL, or RET instruction. 


If the destination operand is a segment register (DS, ES, FS, GS, or SS), the source operand must be a valid 
segment selector. In protected mode, moving a segment selector into a segment register automatically causes the 
segment descriptor information associated with that segment selector to be loaded into the hidden (shadow) part 
of the segment register. While loading this information, the segment selector and segment descriptor information 
is validated (see the “Operation” algorithm below). The segment descriptor data is obtained from the GDT or LDT 
entry for the specified segment selector. 


A NULL segment selector (values 0000-0003) can be loaded into the DS, ES, FS, and GS registers without causing 
a protection exception. However, any subsequent attempt to reference a segment whose corresponding segment 
register is loaded with a NULL value causes a general protection exception (#GP) and no memory reference occurs. 


Loading the SS register with a MOV instruction suppresses or inhibits some debug exceptions and inhibits inter- 
rupts on the following instruction boundary. (The inhibition ends after delivery of an exception or the execution of 
the next instruction.) This behavior allows a stack pointer to be loaded into the ESP register with the next instruc- 
tion (MOV ESP, stack-pointer value) before an event can be delivered. See Section 6.8.3, “Masking Exceptions 
and Interrupts When Switching Stacks,” in Intel® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3A. Intel recommends that software use the LSS instruction to load the SS register and ESP together. 


When executing MOV Reg, Sreg, the processor copies the content of Sreg to the 16 least significant bits of the 
general-purpose register. The upper bits of the destination register are zero for most IA-32 processors (Pentium 
Pro processors and later) and all Intel 64 processors, with the exception that bits 31:16 are undefined for Intel 
Quark X1000 processors, Pentium and earlier processors. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.R prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. See the summary chart at the 
beginning of this section for encoding data and limits. 
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Operation 
DEST := SRC; 


Loading a segment register while in protected mode results in special checks and actions, as described in the 
following listing. These checks are performed on the segment selector and the segment descriptor to which it 
points. 


IF SS is loaded 
THEN 
IF segment selector is NULL 
THEN #GP(0); Fl; 
IF segment selector index is outside descriptor table limits 
OR segment selector’s RPL 4 CPL 
OR segment is not a writable data segment 
OR DPL 4 CPL 
THEN #GP(selector); FI; 
IF segment not marked present 
THEN #SS(selector); 
ELSE 
SS := segment selector; 
SS := segment descriptor; Fl; 
Fl; 


IF DS, ES, FS, or GS is loaded with non-NULL selector 
THEN 
IF segment selector index is outside descriptor table limits 
OR segment is not a data or readable code segment 
OR ((segment is a data or nonconforming code segment) AND ((RPL > DPL) or (CPL > DPL))) 
THEN #GP(selector); Fl; 
IF segment not marked present 
THEN #NP(selector); 
ELSE 
SegmentRegister := segment selector; 
SegmentRegister := segment descriptor; Fl; 
Fl; 


IF DS, ES, FS, or GS is loaded with NULL selector 
THEN 
SegmentRegister := segment selector; 
SegmentRegister := segment descriptor; 
Fl; 


Flags Affected 


None 
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Protected Mode Exceptions 


#GP(0) 


#GP(selector) 


#SS(0) 
#SS(selector) 
#NP 


#PF(fault-code) 
#AC(0) 


#UD 


If attempt is made to load SS register with NULL segment selector. 

If the destination operand is in a non-writable segment. 

If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

If segment selector index is outside descriptor table limits. 


If the SS register is being loaded and the segment selector's RPL and the segment descriptor’s 
DPL are not equal to the CPL. 


If the SS register is being loaded and the segment pointed to is a 
non-writable data segment. 


If the DS, ES, FS, or GS register is being loaded and the segment pointed to is not a data or 
readable code segment. 


If the DS, ES, FS, or GS register is being loaded and the segment pointed to is a data or 
nonconforming code segment, and either the RPL or the CPL is greater than the DPL. 


If a memory operand effective address is outside the SS segment limit. 
If the SS register is being loaded and the segment pointed to is marked not present. 


If the DS, ES, FS, or GS register is being loaded and the segment pointed to is marked not 
present. 


If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If attempt is made to load the CS register. 
If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 
#SS 
#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

If attempt is made to load the CS register. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) 

#SS(0) 
#PF(fault-code) 
#AC(0) 

#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is made. 

If attempt is made to load the CS register. 

If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 


#GP(0) 


#GP(selector) 


#SS(0) 
#SS(selector) 
#PF(fault-code) 
#AC(0) 


#UD 


MOV—Move 


If the memory address is in a non-canonical form. 
If an attempt is made to load SS register with NULL segment selector when CPL = 3. 


If an attempt is made to load SS register with NULL segment selector when CPL < 3 and CPL 
#RPL. 


If segment selector index is outside descriptor table limits. 
If the memory access to the descriptor table is non-canonical. 


If the SS register is being loaded and the segment selector's RPL and the segment descriptor’s 
DPL are not equal to the CPL. 


If the SS register is being loaded and the segment pointed to is a nonwritable data segment. 


If the DS, ES, FS, or GS register is being loaded and the segment pointed to is not a data or 
readable code segment. 


If the DS, ES, FS, or GS register is being loaded and the segment pointed to is a data or 
nonconforming code segment, but both the RPL and the CPL are greater than the DPL. 


If the stack address is in a non-canonical form. 
If the SS register is being loaded and the segment pointed to is marked not present. 
If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If attempt is made to load the CS register. 
If the LOCK prefix is used. 
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MOV—Move to/from Control Registers 


Opcode/ Op/ | 64-Bit Compat/ |Description 

Instruction En |Mode Leg Mode 

OF 20/r MR |N.E. Valid Move control register to r32. 

MOV r32, CRO-CR7 

OF 20/r MR | Valid N.E. Move extended control register to r64. 
MOV r64, CRO-CR7 

REX.R + OF 20/0 MR | Valid N.E. Move extended CR8 to 164." 

MOV r64, CR8 

OF 22 /r RM |N.E. Valid Move r32 to control register. 

MOV CRO-CR7, r32 

OF 22 /r RM _ | Valid N.E. Move r64 to extended control register. 
MOV CRO-CR7, r64 

REX.R + OF 22 /O RM _ | Valid N.E. Move r64 to extended CR8." 

MOV CR8, r64 

NOTE: 


1. MOV CR* instructions, except for MOV CR8, are serializing instructions. MOV CR8 is not 
architecturally defined as a serializing instruction. For more information, see Chapter 8 in Intel® 64 and IA-32 Architectures Soft- 
ware Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (w) ModRM:reg (r) NA NA 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Moves the contents of a control register (CRO, CR2, CR3, CR4, or CR8) to a general-purpose register or the 

contents of a general-purpose register to a control register. The operand size for these instructions is always 32 bits 
in non-64-bit modes, regardless of the operand-size attribute. On a 64-bit capable processor, an execution of MOV 
to CR outside of 64-bit mode zeros the upper 32 bits of the control register. (See “Control Registers” in Chapter 2 
of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, for a detailed description of the 
flags and fields in the control registers.) This instruction can be executed only when the current privilege level is 0. 


At the opcode level, the reg field within the ModR/M byte specifies which of the control registers is loaded or read. 
The 2 bits in the mod field are ignored. The r/m field specifies the general-purpose register loaded or read. Some 
of the bits in CRO, CR3 and CR4 are reserved and must be written with zeros. Attempting to set any reserved bits 
in CRO[31:0] is ignored. Attempting to set any reserved bits in CRO[63:32] results in a general-protection excep- 
tion, #GP(0). When PCIDs are not enabled, bits 2:0 and bits 11:5 of CR3 are not used and attempts to set them 
are ignored. Attempting to set any reserved bits in CR3[63:MAXPHYADDR] results in #GP(0). Attempting to set any 
reserved bits in CR4 results in #GP(0). On Pentium 4, Intel Xeon and P6 family processors, CRO.ET remains set 
after any load of CRO; attempts to clear this bit have no impact. 


In certain cases, these instructions have the side effect of invalidating entries in the TLBs and the paging-structure 
caches. See Section 4.10.4.1, “Operations that Invalidate TLBs and Paging-Structure Caches,” in the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 3A for details. 


The following side effects are implementation-specific for the Pentium 4, Intel Xeon, and P6 processor family: when 
modifying PE or PG in register CRO, or PSE or PAE in register CR4, all TLB entries are flushed, including global 
entries. Software should not depend on this functionality in all Intel 64 or IA-32 processors. 


In 64-bit mode, the instruction’s default operation size is 64 bits. The REX.R prefix must be used to access CR8. Use 
of REX.B permits access to additional registers (R8-R15). Use of the REX.W prefix or 66H prefix is ignored. Use of 
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the REX.R prefix to specify a register other than CR8 causes an invalid-opcode exception. See the summary chart 
at the beginning of this section for encoding data and limits. 


If CR4.PCIDE = 1, bit 63 of the source operand to MOV to CR3 determines whether the instruction invalidates 
entries in the TLBs and the paging-structure caches (see Section 4.10.4.1, “Operations that Invalidate TLBs and 
Paging-Structure Caches,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A). The 
instruction does not modify bit 63 of CR3, which is reserved and always 0. 


See “Changes to Instruction Behavior in VMX Non-Root Operation” in Chapter 24 of the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 3C, for more information about the behavior of this instruction in 
VMX non-root operation. 


Operation 
DEST := SRC; 


Flags Affected 
The OF, SF, ZF, AF, PF, and CF flags are undefined. 


Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0. 


If an attempt is made to write invalid bit combinations in CRO (such as setting the PG flag to 1 
when the PE flag is set to 0, or setting the CD flag to 0 when the NW flag is set to 1). 


If an attempt is made to write a 1 to any reserved bit in CR4. 
If an attempt is made to write 1 to CR4.PCIDE. 


If any of the reserved bits are set in the page-directory pointers table (PDPT) and the loading 
of a control register causes the PDPT to be loaded into the processor. 


#UD If the LOCK prefix is used. 
If an attempt is made to access CR1, CR5, CR6, CR7, or CR9-CR15. 


Real-Address Mode Exceptions 
#GP If an attempt is made to write a 1 to any reserved bit in CR4. 
If an attempt is made to write 1 to CR4.PCIDE. 


If an attempt is made to write invalid bit combinations in CRO (such as setting the PG flag to 1 
when the PE flag is set to 0). 


#UD If the LOCK prefix is used. 
If an attempt is made to access CR1, CR5, CR6, CR7, or CR9-CR15. 


Virtual-8086 Mode Exceptions 
#GP(0) These instructions cannot be executed in virtual-8086 mode. 


Compatibility Mode Exceptions 
#GP(0) If the current privilege level is not 0. 


If an attempt is made to write invalid bit combinations in CRO (such as setting the PG flag to 1 
when the PE flag is set to 0, or setting the CD flag to 0 when the NW flag is set to 1). 


If an attempt is made to change CR4.PCIDE from 0 to 1 while CR3[11:0] # OOOH. 
If an attempt is made to clear CRO.PG[bit 31] while CR4.PCIDE = 1. 
If an attempt is made to leave IA-32e mode by clearing CR4.PAE[bit 5]. 
#UD If the LOCK prefix is used. 
If an attempt is made to access CR1, CR5, CR6, CR7, or CR9-CR15. 
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64-Bit Mode Exceptions 


#GP(0) 


#UD 
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If the current privilege level is not 0. 


If an attempt is made to write invalid bit combinations in CRO (such as setting the PG flag to 1 
when the PE flag is set to 0, or setting the CD flag to 0 when the NW flag is set to 1). 


If an attempt is made to change CR4.PCIDE from 0 to 1 while CR3[11:0] # OOOH. 
If an attempt is made to clear CRO.PG[bit 31]. 

If an attempt is made to write a 1 to any reserved bit in CR4. 

If an attempt is made to write a 1 to any reserved bit in CR8. 

If an attempt is made to write a 1 to any reserved bit in CR3[63:MAXPHYADDR]. 
If an attempt is made to leave IA-32e mode by clearing CR4.PAE[bit 5]. 

If the LOCK prefix is used. 

If an attempt is made to access CR1, CR5, CR6, CR7, or CR9-CR15. 

If the REX.R prefix is used to specify a register other than CR8. 
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MOV—Move to/from Debug Registers 


Opcode/ Op/ | 64-Bit Compat/ |Description 

Instruction En |Mode Leg Mode 

OF 21/r MR |N.E. Valid Move debug register to r32. 

MOV r32, DRO-DR7 

OF 21/r MR | Valid N.E. Move extended debug register to r64. 
MOV r64, DRO-DR7 

OF 23 /r RM |N.E. Valid Move r32 to debug register. 

MOV DRO-DR7, r32 

OF 23 /r RM_ | Valid N.E. Move r64 to extended debug register. 
MOV DRO-DR7, r64 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (w) ModRM:reg (r) NA NA 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Moves the contents of a debug register (DRO, DR1, DR2, DR3, DR4, DR5, DR6, or DR7) to a general-purpose 
register or vice versa. The operand size for these instructions is always 32 bits in non-64-bit modes, regardless of 
the operand-size attribute. (See Section 17.2, ‘Debug Registers”, of the Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 3A, for a detailed description of the flags and fields in the debug registers. ) 


The instructions must be executed at privilege level 0 or in real-address mode. 


When the debug extension (DE) flag in register CR4 is clear, these instructions operate on debug registers in a 
manner that is compatible with Intel386 and Intel486 processors. In this mode, references to DR4 and DR5 refer 
to DR6 and DR7, respectively. When the DE flag in CR4 is set, attempts to reference DR4 and DRS result in an 
undefined opcode (#UD) exception. (The CR4 register was added to the IA-32 Architecture beginning with the 
Pentium processor.) 


At the opcode level, the reg field within the ModR/M byte specifies which of the debug registers is loaded or read. 
The two bits in the mod field are ignored. The r/m field specifies the general-purpose register loaded or read. 


In 64-bit mode, the instruction’s default operation size is 64 bits. Use of the REX.B prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W or 66H prefix is ignored. Use of the REX.R prefix causes an invalid- 
opcode exception. See the summary chart at the beginning of this section for encoding data and limits. 


Operation 
IF ((DE = 1) and (SRC or DEST = DR4 or DRS)) 
THEN 


#UD; 
ELSE 
DEST := SRC; 
Fl; 
Flags Affected 


The OF, SF, ZF, AF, PF, and CF flags are undefined. 
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Protected Mode Exceptions 


#GP(0) 
#UD 


#DB 


If the current privilege level is not 0. 


If CR4.DE[bit 3] = 1 (debug extensions) and a MOV instruction is executed involving DR4 or 
DR5. 


If the LOCK prefix is used. 
If any debug register is accessed while the DR7.GD[bit 13] = 1. 


Real-Address Mode Exceptions 


#UD 


#DB 


If CR4.DE[bit 3] = 1 (debug extensions) and a MOV instruction is executed involving DR4 or 
DR5. 


If the LOCK prefix is used. 
If any debug register is accessed while the DR7.GD[bit 13] = 1. 


Virtual-8086 Mode Exceptions 


#GP(0) 


The debug registers cannot be loaded or read when in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) 


#UD 


#DB 
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If the current privilege level is not 0. 
If an attempt is made to write a 1 to any of bits 63:32 in DR6. 
If an attempt is made to write a 1 to any of bits 63:32 in DR7. 


If CR4.DE[bit 3] = 1 (debug extensions) and a MOV instruction is executed involving DR4 or 
DR5. 


If the LOCK prefix is used. 
If the REX.R prefix is used. 
If any debug register is accessed while the DR7.GD[bit 13] = 1. 
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MOVAPD—Move Aligned Packed Double-Precision Floating-Point Values 


Opcode/ Op/En 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 

66 OF 28 /r A VIV SSE2 Move aligned packed double-precision floating- 

MOVAPD xmm1, xmm2/m128 point values from xmm2/mem to xmm1. 

66 OF 29 /r B VIV SSE2 Move aligned packed double-precision floating- 

MOVAPD xmm2/m1 28, xmm1 point values from xmm1 to xmm2/mem. 

VEX.128.66.0F.WIG 28 /r A VV AVX Move aligned packed double-precision floating- 

VMOVAPD xmm1, xmm2/m128 point values from xmm2/mem to xmm1. 

VEX.128.66.0F.WIG 29 /r B VV AVX Move aligned packed double-precision floating- 

VMOVAPD xmm2/m128, xmm1 point values from xmm1 to xmm2/mem. 

VEX.256.66.0F.WIG 28 /r A VN AVX Move aligned packed double-precision floating- 

VMOVAPD ymm1, ymm2/m256 point values from ymm2/mem to ymm1. 

VEX.256.66.0F.WIG 29 /r B VIN AVX Move aligned packed double-precision floating- 

VMOVAPD ymm2/m256, ymm1 point values from ymm1 to ymm2/mem. 

EVEX.128.66.0F.W1 28 /r C VIV AVX512VL | Move aligned packed double-precision floating- 

VMOVAPD xmm1 {k1}{z}, xmm2/m128 AVX512F point values from xmm2/m128 to xmm1 using 
writemask k1. 

EVEX.256.66.0F.W1 28 /r C VIV AVX512VL | Move aligned packed double-precision floating- 

VMOVAPD ymm1 {k1}{z}, ymm2/m256 AVX512F point values from ymm2/m256 to ymm1 using 
writemask k1. 

EVEX.512.66.0F.W1 28 /r C VV AVX512F Move aligned packed double-precision floating- 

VMOVAPD zmm1 {k1}{z}, zmm2/m512 point values from zmm2/m512 to zmm1 using 
writemask k1. 

EVEX.128.66.0F.W1 29 /r D VIV AVX512VL | Move aligned packed double-precision floating- 

VMOVAPD xmm2/m1 28 {k1}{z}, xmm1 AVX512F point values from xmm1 to xmm2/m128 using 
writemask k1. 

EVEX.256.66.0F.W1 29 /r D VIV AVX512VL | Move aligned packed double-precision floating- 

VMOVAPD ymm2/m256 {k1}{z}, ymm1 AVX512F point values from ymm1 to ymm2/m256 using 
writemask k1. 

EVEX.512.66.0F.W1 29 /r D VV AVX512F Move aligned packed double-precision floating- 

VMOVAPD zmm2/m512 {k1}{z}, zmm1 point values from zmm1 to zmm2/m512 using 
writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B NA ModRM:r/m (w) ModRM:reg (r) NA NA 
C Full Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
D Full Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
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Description 


Moves 2, 4 or 8 double-precision floating-point values from the source operand (second operand) to the destination 
operand (first operand). This instruction can be used to load an XMM, YMM or ZMM register from an 128-bit, 256- 
bit or 512-bit memory location, to store the contents of an XMM, YMM or ZMM register into a 128-bit, 256-bit or 
512-bit memory location, or to move data between two XMM, two YMM or two ZMM registers. 


When the source or destination operand is a memory operand, the operand must be aligned on a 16-byte (128-bit 
versions), 32-byte (256-bit version) or 64-byte (EVEX.512 encoded version) boundary or a general-protection 
exception (#GP) will be generated. For EVEX encoded versions, the operand must be aligned to the size of the 
memory operand. To move double-precision floating-point values to and from unaligned memory locations, use the 
VMOVUPD instruction. 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 
EVEX.512 encoded version: 


Moves 512 bits of packed double-precision floating-point values from the source operand (second operand) to the 
destination operand (first operand). This instruction can be used to load a ZMM register from a 512-bit float64 
memory location, to store the contents of a ZMM register into a 512-bit float6é4 memory location, or to move data 
between two ZMM registers. When the source or destination operand is a memory operand, the operand must be 
aligned on a 64-byte boundary or a general-protection exception (#GP) will be generated. To move single-precision 
floating-point values to and from unaligned memory locations, use the VMOVUPD instruction. 


VEX.256 and EVEX.256 encoded versions: 


Moves 256 bits of packed double-precision floating-point values from the source operand (second operand) to the 
destination operand (first operand). This instruction can be used to load a YMM register from a 256-bit memory 
location, to store the contents of a YMM register into a 256-bit memory location, or to move data between two YMM 
registers. When the source or destination operand is a memory operand, the operand must be aligned on a 32-byte 
boundary or a general-protection exception (#GP) will be generated. To move double-precision floating-point 
values to and from unaligned memory locations, use the VMOVUPD instruction. 

128-bit versions: 

Moves 128 bits of packed double-precision floating-point values from the source operand (second operand) to the 
destination operand (first operand). This instruction can be used to load an XMM register from a 128-bit memory 
location, to store the contents of an XMM register into a 128-bit memory location, or to move data between two 
XMM registers. When the source or destination operand is a memory operand, the operand must be aligned on a 
16-byte boundary or a general-protection exception (#GP) will be generated. To move single-precision floating- 
point values to and from unaligned memory locations, use the VMOVUPD instruction. 

128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding ZMM destination register remain 
unchanged. 


(E)VEX.128 encoded version: Bits (MAXVL-1:128) of the destination ZMM register destination are zeroed. 


Operation 


VMOVAPD (EVEX encoded versions, register-copy form) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j*64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := SRC[i+63:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE DEST[i+63:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VMOVAPD (EVEX encoded versions, store-form) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = SRC[i+63:i] 
ELSE 
ELSE *DEST[i+63:i] remains unchanged* ; merging-masking 


Fl; 
ENDFOR; 


VMOVAPD (EVEX encoded versions, load-form) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := SRC[i+63:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE DEST[i+63:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVAPD (VEX.256 encoded version, load - and register copy) 
DEST[255:0] := SRC[255:0] 
DEST[MAXVL-1:256] := 0 


VMOVAPD (VEX.256 encoded version, store-form) 
DEST[255:0] := SRC[255:0)] 


VMOVAPD (VEX.128 encoded version, load - and register copy) 
DEST[127:0] := SRC[127:0] 
DEST[MAXVL-1:128] := 0 


MOVAPD (128-bit load- and register-copy- form Legacy SSE version) 
DEST[127:0] := SRC[127:0] 
DEST[MAXVL-1:128] (Unmodified) 


(V)MOVAPD (128-bit store-form version) 
DEST[127:0] := SRC[127:0] 
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Intel C/C++ Compiler Intrinsic Equivalent 


VMOVAPD __m512d_mm512_load_pd( void * m); 

VMOVAPD __m512d_mm512_mask_load_pd(__m512ds,___mmask8 k, void * m); 
VMOVAPD __m512d_mm512_maskz_load_pd(__mmask8 k, void * m); 
VMOVAPD void __mm512_store_pd( void * d,__m512d a); 

VMOVAPD void __mm512_mask_store_pd( void * d,__ mmask8 k,__m512d a); 
VMOVAPD __m256d __mm256_mask_load_pd(__m256d s,___mmask8 k, void * m); 
VMOVAPD __m256d __mm256_maskz_load_pd(__mmask8 k, void * m); 
VMOVAPD void _mm256_mask_store_pd( void * d,__ mmask8 k,___ m256d a); 
VMOVAPD __m128d _mm_mask_load_pd(__m128d s,___mmask8 k, void * m); 
VMOVAPD __m128d_mm_maskz_load_pd(__mmask8 k, void * m); 

VMOVAPD void _mm_mask_store_pd( void * d,__ mmask8 k, __m128d a); 
MOVAPD __m256d __mm256_load_pd (double * p); 

MOVAPD void __mm256_store_pd(double * p,__m256d a); 

MOVAPD __m128d _mm_load_pd (double * p); 

MOVAPD void _mm_store_pd(double * p,__m128d a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Exceptions Type1.SSE2 in Table 2-18, “Type 1 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-44, “Type E1 Class Exception Conditions”. 

Additionally: 

#UD If EVEX.vvvv != 1111B or VEX.vvvv != 1111B. 
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MOVAPS—Move Aligned Packed Single-Precision Floating-Point Values 


Opcode/ Op/En 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support Flag 

NP OF 28 /r A VIV SSE Move aligned packed single-precision floating-point 

MOVAPS xmm1, xmm2/m128 values from xmm2/mem to xmm1. 

NP OF 29 /r B VIV SSE Move aligned packed single-precision floating-point 

MOVAPS xmm2/m1 28, xmm1 values from xmm1 to xmm2/mem. 

VEX.128.0F.WIG 28 /r A VIV AVX Move aligned packed single-precision floating-point 

VMOVAPS xmm1, xmm2/m128 values from xmm2/mem to xmm1. 

VEX.128.0F.WIG 29 /r B VIV AVX Move aligned packed single-precision floating-point 

VMOVAPS xmm2/m1 28, xmm1 values from xmm1 to xmm2/mem. 

VEX.256.0F.WIG 28 /r A VIV AVX Move aligned packed single-precision floating-point 

VMOVAPS ymm1, ymm2/m256 values from ymm2/mem to ymm1. 

VEX.256.0F.WIG 29 /r B VIV AVX Move aligned packed single-precision floating-point 

VMOVAPS ymm2/m256, ymm1 values from ymm1 to ymm2/mem. 

EVEX.128.0F.WO 28 /r C VIV AVX512VL | Move aligned packed single-precision floating-point 

VMOVAPS xmm1 {k1}{z}, xmm2/m128 AVX512F values from xmm2/m128 to xmm1 using 
writemask k1. 

EVEX.256.0F.WO 28 /r C VIV AVX512VL | Move aligned packed single-precision floating-point 

VMOVAPS ymm1 {k1}{z}, ymm2/m256 AVX512F values from ymm2/m256 to ymm1 using 
writemask k1. 

EVEX.512.0F.WO 28 /r C VIV AVX512F Move aligned packed single-precision floating-point 

VMOVAPS zmm1 {k1}{z}, zmm2/m512 values from zmm2/m512 to zmm1 using 
writemask k1. 

EVEX.128.0F.WO 29 /r D VIV AVX512VL | Move aligned packed single-precision floating-point 

VMOVAPS xmm2/m1 28 {k1}{z}, xmm1 AVX512F values from xmm1 to xmm2/m128 using 
writemask k1. 

EVEX.256.0F.WO 29 /r D VIV AVX512VL | Move aligned packed single-precision floating-point 

VMOVAPS ymm2/m256 {k1}{z}, ymm1 AVX512F values from ymm1 to ymm2/m256 using 
writemask k1. 

EVEX.512.0F.WO 29 /r D VIV AVX512F Move aligned packed single-precision floating-point 

VMOVAPS zmm2/m51 2 {k1}{z}, zmm1 values from zmm1 to zmm2/m512 using 
writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B NA ModRM:r/m (w) ModRM:reg (r) NA NA 
C Full Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
D Full Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Moves 4, 8 or 16 single-precision floating-point values from the source operand (second operand) to the destina- 
tion operand (first operand). This instruction can be used to load an XMM, YMM or ZMM register from an 128-bit, 

256-bit or 512-bit memory location, to store the contents of an XMM, YMM or ZMM register into a 128-bit, 256-bit 
or 512-bit memory location, or to move data between two XMM, two YMM or two ZMM registers. 


When the source or destination operand is a memory operand, the operand must be aligned on a 16-byte (128-bit 
version), 32-byte (VEX.256 encoded version) or 64-byte (EVEX.512 encoded version) boundary or a general- 
protection exception (#GP) will be generated. For EVEX.512 encoded versions, the operand must be aligned to the 
size of the memory operand. To move single-precision floating-point values to and from unaligned memory loca- 
tions, use the VMOVUPS instruction. 
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Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 
EVEX.512 encoded version: 


Moves 512 bits of packed single-precision floating-point values from the source operand (second operand) to the 
destination operand (first operand). This instruction can be used to load a ZMM register from a 512-bit float32 
memory location, to store the contents of a ZMM register into a float32 memory location, or to move data between 
two ZMM registers. When the source or destination operand is a memory operand, the operand must be aligned on 
a 64-byte boundary or a general-protection exception (#GP) will be generated. To move single-precision floating - 
point values to and from unaligned memory locations, use the VMOVUPS instruction. 


VEX.256 and EVEX.256 encoded version: 


Moves 256 bits of packed single-precision floating-point values from the source operand (second operand) to the 
destination operand (first operand). This instruction can be used to load a YMM register from a 256-bit memory 
location, to store the contents of a YMM register into a 256-bit memory location, or to move data between two YMM 
registers. When the source or destination operand is a memory operand, the operand must be aligned on a 32-byte 
boundary or a general-protection exception (#GP) will be generated. 

128-bit versions: 

Moves 128 bits of packed single-precision floating-point values from the source operand (second operand) to the 
destination operand (first operand). This instruction can be used to load an XMM register from a 128-bit memory 
location, to store the contents of an XMM register into a 128-bit memory location, or to move data between two 
XMM registers. When the source or destination operand is a memory operand, the operand must be aligned on a 
16-byte boundary or a general-protection exception (#GP) will be generated. To move single-precision floating- 
point values to and from unaligned memory locations, use the VMOVUPS instruction. 

128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding ZMM destination register remain 
unchanged. 


(E)VEX.128 encoded version: Bits (MAXVL-1:128) of the destination ZMM register are zeroed. 


Operation 


VMOVAPS (EVEX encoded versions, register-copy form) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC[i+31:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVAPS (EVEX encoded versions, store-form) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
SRC[i+31:i] 
ELSE *DEST[i+31:i] remains unchanged* ; Merging-masking 
Fl; 
ENDFOR; 
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VMOVAPS (EVEX encoded versions, load-form) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST{i+31:i] = SRC[i+31:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVAPS (VEX.256 encoded version, load - and register copy) 
DEST[255:0] := SRC[255:0] 
DEST[MAXVL-1:256] := 0 


VMOVAPS (VEX.256 encoded version, store-form) 
DEST[255:0] := SRC[255:0)] 


VMOVAPS (VEX.128 encoded version, load - and register copy) 
DEST[127:0] := SRC[127:0] 
DEST[MAXVL-1:128] := 0 


MOVAPS (128-bit load- and register-copy- form Legacy SSE version) 
DEST[127:0] := SRC[127:0] 
DEST[MAXVL-1:128] (Unmodified) 


(V)MOVAPS (128-bit store-form version) 
DEST[127:0] := SRC[127:0] 


Intel C/C++ Compiler Intrinsic Equivalent 


VMOVAPS __m512 _mm512_load_ps( void * m); 

VMOVAPS __m512_mm512_mask_load_ps(__m512 s,___mmask16 k, void * m); 
VMOVAPS __m512_mm512_maskz_load_ps(__mmask16 k, void * m); 
VMOVAPS void __mm512_store_ps( void * d,__m512 a); 

VMOVAPS void _mm512_mask_store_ps( void * d,__ mmask16 k,___m512 a); 
VMOVAPS __m256 _mm256_mask_load_ps(__m256 a,__mmask8 k, void * s); 
VMOVAPS __m256 _mm256_maskz_load_ps(__mmask8 k, void * s); 
VMOVAPS void _mm256_mask_store_ps( void * d,__ mmask8 k, __m256 a); 
VMOVAPS __m128 _mm_mask_load_ps(__m128 a,__ mmask8 k, void * s); 
VMOVAPS __m128_mm_maskz_load_ps(__mmask8 k, void * s); 

VMOVAPS void _mm_mask_store_ps( void * d,__ mmask8 k,___m128 a); 
MOVAPS __m256_mm256_load_ps (float * p); 

MOVAPS void __mm256_store_ps(float * p,__m256 a); 

MOVAPS __m128_mm_load_ps (float * p); 

MOVAPS void __mm_store_ps(float * p,__m128 a); 


SIMD Floating-Point Exceptions 
None 
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Other Exceptions 


Non-EVEX-encoded instruction, see Exceptions Type1.SSE in Table 2-18, “Type 1 Class Exception Conditions”; 
additionally: 


#UD If VEX.vvvv != 1111B. 
EVEX-encoded instruction, see Table 2-44, “Type E1 Class Exception Conditions”. 
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Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En Mode Feature 

Support | Flag 
OF 38 FO /r RM VIV MOVBE Reverse byte order in m16 and move to r16. 
MOVBE r16,m16 
OF 38 FO /r RM VV MOVBE Reverse byte order in m32 and move to r32. 
MOVBE r32, m32 
REX.W + OF 38 FO /r RM V/N.E. MOVBE Reverse byte order in m64 and move to r64. 
MOVBE r64, m64 
OF 38 F1 /r MR VIV MOVBE Reverse byte order in r76 and move to m16. 
MOVBE m16, r16 
OF 38 F1 /r MR VV MOVBE Reverse byte order in r32 and move to m32. 
MOVBE m32, r32 
REX.W + OF 38 F1 /r MR V/N.E. MOVBE Reverse byte order in r64 and move to m64. 
MOVBE m64, r64 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
MR ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Performs a byte swap operation on the data copied from the second operand (source operand) and store the result 
in the first operand (destination operand). The source operand can be a general-purpose register, or memory loca- 
tion; the destination register can be a general-purpose register, or a memory location; however, both operands can 
not be registers, and only one operand can be a memory location. Both operands must be the same size, which can 


be a word, a doubleword or quadword. 


The MOVBE instruction is provided for swapping the bytes on a read from memory or on a write to memory; thus 


providing support for converting little-endian values to big-endian format and vice versa. 


In 64-bit mode, the instruction's default operation size is 32 bits. Use of the REX.R prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. See the summary chart at the 
beginning of this section for encoding data and limits. 
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Operation 
TEMP := SRC 


IF ( OperandSize = 16) 

THEN 
DEST[7:0] := TEMP[15:8]; 
DEST[15:8] := TEMP[7:0]; 

ELES IF (OperandSize = 32) 
DEST[7:0] := TEMP[31:24]; 
DEST[15:8] := TEMP[23:16]; 
DEST[23:16] := TEMP[1 5:8]; 
DEST[31:23] := TEMP[7:0]; 

ELSE IF ( OperandSize = 64) 
DEST[7:0] := TEMP[63:56]; 
DEST[15:8] := TEMP[55:48]; 
DEST[23:16] := TEMP[47:40]; 
DEST[31:24] := TEMP[39:32]; 
DEST[39:32] := TEMP[31:24]; 
DEST[47:40] := TEMP[23:16]; 
DEST[55:48] := TEMP[1 5:8]; 
DEST[63:56] := TEMP[7:0]; 


Fl; 


Flags Affected 


None 


Protected Mode Exceptions 

#GP(0) If the destination operand is in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If CPUID.01H:ECX.MOVBE[bit 22] = 0. 


If the LOCK prefix is used. 
If REP (F3H) prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If CPUID.01H:ECX.MOVBE[bit 22] = 0. 


If the LOCK prefix is used. 
If REP (F3H) prefix is used. 
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Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If CPUID.01H:ECX.MOVBE[bit 22] = 0. 


If the LOCK prefix is used. 
If REP (F3H) prefix is used. 
If REPNE (F2H) prefix is used and CPUID.01H:ECX.SSE4_2[bit 20] = 0. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) If the memory address is in a non-canonical form. 

#SS(0) If the stack address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If CPUID.01H:ECX.MOVBE[bit 22] = 0. 


If the LOCK prefix is used. 
If REP (F3H) prefix is used. 
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MOVD/MOVQ—Move Doubleword/Move Quadword 


VMOVQ r64/m64, xmm1 


Opcode/ Op/ En | 64/32-bit | CPUID Description 
Instruction Mode Feature 
Flag 
NP OF 6€ /r A VIN MMX Move doubleword from r/m32 to mm. 
MOVD mm, r/m32 
NP REX.W + OF 6E /r A V/N.E. MMX Move quadword from r/m64 to mm. 
MOVQ mm, r/m64 
NP OF 7E /r B VIN MMX Move doubleword from mm to r/m32. 
MOVD r/m32, mm 
NP REX.W + OF 7E/r B V/N.E. MMX Move quadword from mm to r/m64. 
MOVQ r/m64, mm 
66 OF 6E /r A VIN SSE2 Move doubleword from r/m32 to xmm. 
MOVD xmm, r/m32 
66 REX.W OF 6E /r A V/N.E. SSE2 Move quadword from r/m64 to xmm. 
MOVQ xmm, r/m64 
66 OF 7E/r B VIV SSE2 Move doubleword from xmm register to r/m32. 
MOVD r/m32, xmm 
66 REX.W OF 7E /r B V/N.E. SSE2 Move quadword from xmm register to r/m64. 
MOVQ r/m64, xmm 
VEX.128.66.0F.WO 6E / A VIN AVX Move doubleword from r/m32 to xmm1. 
VMOVD xmm1, r32/m32 
VEX.128.66.0F.W1 6E /r A V/N.ET. AVX Move quadword from r/m64 to xmm1. 
VMOVQ xmm7, r64/m64 
VEX.128.66.0F.WO 7E /r B VIV AVX Move doubleword from xmm/1 register to r/m32. 
VMOVD r32/m32, xmm1 
VEX.128.66.0F.W1 7E /r B V/N.ET. AVX Move quadword from xmm1 register to r/m64. 
VMOVQ r64/m64, xmm1 
EVEX.128.66.0F.WO 6E /r C VV AVX512F | Move doubleword from r/m32 to xmm1. 
VMOVD xmm1, r32/m32 
EVEX.128.66.0F.W1 6E /r C VINE. AVX512F | Move quadword from r/m64 to xmm1. 
VMOVQ xmm1, r64/m64 
EVEX.128.66.0F.WO 7E /r D VIV AVX512F | Move doubleword from xmm1 register to r/m32. 
VMOVD r32/m32, xmm1 
EVEX.128.66.0F.W1 7E /r D VINE." AVX512F | Move quadword from xmm1 register to r/m64. 


NOTES: 


1. For this specific instruction, VEX.W/EVEX.W in non-64 bit is ignored; the instructions behaves as if the WO ver- 


sion is used. 
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Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B NA ModRM:r/m (w) ModRM:reg (r) NA NA 
C Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
D Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) NA NA 


Description 


Copies a doubleword from the source operand (second operand) to the destination operand (first operand). The 
source and destination operands can be general-purpose registers, MMX technology registers, XMM registers, or 
32-bit memory locations. This instruction can be used to move a doubleword to and from the low doubleword of an 
MMX technology register and a general-purpose register or a 32-bit memory location, or to and from the low 
doubleword of an XMM register and a general-purpose register or a 32-bit memory location. The instruction cannot 
be used to transfer data between MMX technology registers, between XMM registers, between general-purpose 
registers, or between memory locations. 


When the destination operand is an MMX technology register, the source operand is written to the low doubleword 
of the register, and the register is zero-extended to 64 bits. When the destination operand is an XMM register, the 
source operand is written to the low doubleword of the register, and the register is zero-extended to 128 bits. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.R prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. See the summary chart at the 
beginning of this section for encoding data and limits. 


MOVD/Q with XMM destination: 


Moves a dword/qword integer from the source operand and stores it in the low 32/64-bits of the destination XMM 
register. The upper bits of the destination are zeroed. The source operand can be a 32/64-bit register or 32/64-bit 
memory location. 


128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding YMM destination register remain 
unchanged. Qword operation requires the use of REX.W=1. 


VEX.128 encoded version: Bits (MAXVL-1:128) of the destination register are zeroed. Qword operation requires the 
use of VEX.W=1. 


EVEX.128 encoded version: Bits (MAXVL-1:128) of the destination register are zeroed. Qword operation requires 
the use of EVEX.W=1. 


MOVD/Q with 32/64 reg/mem destination: 


Stores the low dword/qword of the source XMM register to 32/64-bit memory location or general-purpose register. 
Qword operation requires the use of REX.W=1, VEX.W=1, or EVEX.W=1. 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 


If VMOVD or VMOVQ is encoded with VEX.L= 1, an attempt to execute the instruction encoded with VEX.L= 1 will 
cause an #UD exception. 


Operation 


MOVD (when destination operand is MMX technology register) 
DEST[31:0] := SRC; 
DEST[63:32] := OOOOO000H; 


MOVD (when destination operand is XMM register) 
DEST[31:0] := SRC; 
DEST[127:32] := OOOOODDDD000000000000000H; 
DEST[MAXVL-1:128] (Unmodified) 


MOVD/MOVQ—Move Doubleword/Move Quadword Vol.2B 4-57 


INSTRUCTION SET REFERENCE, M-U 


MOVD (when source operand is MMX technology or XMM register) 
DEST := SRC[31:0]; 


VMOVD (VEX-encoded version when destination is an XMM register) 
DEST[31:0] := SRC[31:0] 
DEST[MAXVL-1:32] := 0 


MOVQ (when destination operand is XMM register) 
DEST[63:0] := SRC[63:0); 
DEST[127:64] := OOOOOODDD0000000H; 
DEST[MAXVL-1:128] (Unmodified) 


MOVQ (when destination operand is r/m64) 
DEST[63:0] := SRC[63:0); 


MOVQ (when source operand is XMM register or r/m64) 
DEST := SRC[63:0); 


VMOVQ (VEX-encoded version when destination is an XMM register) 
DEST[63:0] := SRC[63:0] 
DEST[MAXVL-1:64] := 0 


VMOVD (EVEX-encoded version when destination is an XMM register) 
DEST[31:0] := SRC[31:0] 
DEST[MAXVL-1:32] := 0 


VMOVQ (EVEX-encoded version when destination is an XMM register) 
DEST[63:0] := SRC[63:0] 
DEST[MAXVL-1:64] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


MOVD: m64 _mm_cvtsi32_si64 (int i) 

MOVD: int__mm_cvtsi64_si32 (__m64m ) 
MOVD: m128i _mm_cvtsi32_si128 (int a) 
MOVD: int __mm_cvtsi128_si32 (__m128i a) 
MOVaQ: int64 _mm_cvtsi128_si64(__m128i); 
MOVQ: m128i __mm_cvtsi64_si128(__int64); 
VMOVD m128i _mm_cvtsi32_si128( int); 
VMOVD int__mm_cvtsil28_si32(__m128i); 
VMOVQ m128i__mm_cvtsi64_si128 (__int64); 
VMOVQ int64 __mm_cvtsi128_si64(__m128i ); 
VMOVQ m128i __mm_loadl_epi64(__m128i * s); 
VMOVQ void __mm_storel_epi64(__m128i * d,__m128i s); 
Flags Affected 

None 


SIMD Floating-Point Exceptions 
None 
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Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-57, “Type E9NF Class Exception Conditions”. 
Additionally: 
#UD If VEX.L = 1. 

If VEX.vvvv != 1111B or EVEX.vvvv != 11118. 
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MOVDDUP—Replicate Double FP Values 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 

Support | Flag 
F2 OF 12 /r A VIV SSE3 Move double-precision floating-point value from 
MOVDDUP xmm1, xmm2/m64 xmm_2/m64 and duplicate into xmm1. 
VEX.128.F2.0F.WIG 12 /r A VV AVX Move double-precision floating-point value from 
VMOVDDUP xmm1, xmm2/m64 xmm_2/m64 and duplicate into xmm1. 
VEX.256.F2.0F.WIG 12 /r A VV AVX Move even index double-precision floating-point 
VMOVDDUP ymm1, ymm2/m256 values from ymm2/mem and duplicate each element 

into ymm1. 

EVEX.128.F2.0F.W1 12 /r B VIV AVX512VL | Move double-precision floating-point value from 
VMOVDDUP xmm1 {k1}{z}, AVX512F xmm2/m64 and duplicate each element into xmm1 
xmm2/m64 subject to writemask k1. 
EVEX.256.F2.0F.W1 12 /r B VV AVX512VL | Move even index double-precision floating-point 
VMOVDDUP ymm1 {k1}{Z}, AVX512F values from ymm2/m256 and duplicate each element 
ymm2/m256 into ymm1 subject to writemask k1. 
EVEX.512.F2.0F.W1 12 /r B VIV AVX512F Move even index double-precision floating-point 
VMOVDDUP zmm1 {k1}{z}, values from zmm2/m512 and duplicate each element 
zmm2/m512 into zmm1 subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B MOVDDUP ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


For 256-bit or higher versions: Duplicates even-indexed double-precision floating-point values from the source 
operand (the second operand) and into adjacent pair and store to the destination operand (the first operand). 

For 128-bit versions: Duplicates the low double-precision floating-point value from the source operand (the second 
operand) and store to the destination operand (the first operand). 

128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding destination register are unchanged. The 
source operand is XMM register or a 64-bit memory location. 

VEX.128 and EVEX.128 encoded version: Bits (MAXVL-1:128) of the destination register are zeroed. The source 
operand is XMM register or a 64-bit memory location. The destination is updated conditionally under the writemask 
for EVEX version. 

VEX.256 and EVEX.256 encoded version: Bits (MAXVL-1:256) of the destination register are zeroed. The source 
operand is YMM register or a 256-bit memory location. The destination is updated conditionally under the 
writemask for EVEX version. 

EVEX.512 encoded version: The destination is updated according to the writemask. The source operand is ZMM 
register or a 512-bit memory location. 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 
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SRC X3 X2 


x1 


XO 


DEST] X2 X2 


XO 


X0 


Figure 4-2. VMOVDDUP Operation 


Operation 


VMOVDDUP (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
TMP_SRC[63:0] := SRC[63:0] 
TMP_SRC[1 27:64] := SRC[63:0] 
IF VL >= 256 
TMP_SRC[191:128] := SRC[191:128] 
TMP_SRC[255:192] := SRC[191:128] 
Fl; 
IF VL >= 512 
TMP_SRC[319:256] := SRC[319:256] 
TMP_SRC[383:320] := SRC[319:256] 
TMP_SRC[477:384] := SRC[477:384] 
TMP_SRC[511:484] := SRC[477:384] 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_SRC[i+63:i] 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVDDUP (VEX.256 encoded version) 
DEST[63:0] := SRC[63:0] 

DEST[127:64] := SRC[63:0) 
DEST[191:128] := SRC[191:128] 
DEST[255:192] := SRC[191:128] 
DEST[MAXVL-1:256] := 0 


VMOVDDUP (VEX.128 encoded version) 
DEST[63:0] := SRC[63:0] 

DEST[127:64] := SRC[63:0) 
DEST[MAXVL-1:128] := 0 
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MOVDDUP (128-bit Legacy SSE version) 
DEST[63:0] := SRC[63:0] 

DEST[127:64] := SRC[63:0] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VMOVDDUP 


m512d 


mm512_movedup_pd(__m512d a); 


VMOVDDUP 


m512d 


mm512_mask_movedup_pd(__m512ds,___mmask8 k,__m512d a); 


VMOVDDUP 


m512d 


mm512_maskz_movedup_pd(__mmask8 k,___m512d a); 


VMOVDDUP 


m256d 


VMOVDDUP 


m256d 


mm256_mask_movedup_pd(__m256d s,___ mmask8 k, __ m256d a); 
mm256_maskz_movedup_pd(__mmask8 k, __m256d a); 


VMOVDDUP 


m128d 


mm_mask_movedup_pd(__m128d s,___mmask8 k,___m128d a); 


VMOVDDUP 


m128d 


mm_maskz_movedup_pd(__mmask8 k, __m128d a); 


MOVDDUP __m256d_mm256_movedup_pd (__m256d a); 


MOVDDUP __m128d_mm_movedup_pd (__m128d a); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-52, “Type E5NF Class Exception Conditions”. 


Additionally: 
#UD 


4-62 Vol. 2B 


If EVEX.vvvv != 1111B or VEX.vvvv != 1111B. 


MOVDDUP—Replicate Double FP Values 


INSTRUCTION SET REFERENCE, M-U 


MOVDIRI—Move Doubleword as Direct Store 


Opcode/ Op/ 64/32 bit | CPUID Description 
Instruction En Mode Feature 

Support | Flag 
NP OF 38 F9 /r A VIV MOVDIRI Move doubleword from r32 to m32 using direct store. 
MOVDIRI m32, r32 
NP REX.W + OF 38 F9 /r A V/N.E. MOVDIRI Move quadword from r64 to m64 using direct store. 
MOVDIRI m64, r64 


Instruction Operand Encoding! 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Moves the doubleword integer in the source operand (second operand) to the destination operand (first operand) 
using a direct-store operation. The source operand is a general purpose register. The destination operand is a 32- 
bit memory location. In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.R prefix 
permits access to additional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. See 
summary chart at the beginning of this section for encoding data and limits. 


The direct-store is implemented by using write combining (WC) memory type protocol for writing data. Using this 
protocol, the processor does not write the data into the cache hierarchy, nor does it fetch the corresponding cache 
line from memory into the cache hierarchy. If the destination address is cached, the line is written-back (if modi- 
fied) and invalidated from the cache, before the direct-store. Unlike stores with non-temporal hint that allow 
uncached (UC) and write-protected (WP) memory-type for the destination to override the non-temporal hint, 
direct-stores always follow WC memory type protocol irrespective of the destination address memory type 
(including UC and WP types). 


Unlike WC stores and stores with non-temporal hint, direct-stores are eligible for immediate eviction from the 
write-combining buffer, and thus not combined with younger stores (including direct-stores) to the same address. 
Older WC and non-temporal stores held in the write-combing buffer may be combined with younger direct stores 
to the same address. Direct stores are weakly ordered relative to other stores. Software that desires stronger 
ordering should use a fencing instruction (MFENCE or SFENCE) before or after a direct store to enforce the ordering 
desired. 


Direct-stores issued by MOVDIRI to a destination aligned to a 4-byte boundary (8-byte boundary if used with 
REX.W prefix) guarantee 4-byte (8-byte with REX.W prefix) write-completion atomicity. This means that the data 
arrives at the destination in a single undivided 4-byte (or 8-byte) write transaction. If the destination is not aligned 
for the write size, the direct-stores issued by MOVDIRI are split and arrive at the destination in two parts. Each part 
of such split direct-store will not merge with younger stores but can arrive at the destination in either order. Avail- 
ability of the MOVDIRI instruction is indicated by the presence of the CPUID feature flag MOVDIRI (bit 27 of the 
ECX register in leaf 07H, see “CPUID—CPU Identification” in the Intel® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 2A). 


Operation 
DEST := SRC; 


Intel C/C++ Compiler Intrinsic Equivalent 


MOVDIRI void _directstoreu_u32(void *dst, uint32_t val) 
MOVDIRI void _directstoreu_u64(void *dst, uint64_t val) 


1. The Mod field of the ModR/M byte cannot have value 11B. 
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Protected Mode Exceptions 


#GP(0) For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
#SS(0) For an illegal address in the SS segment. 
#PF (fault-code) For a page fault. 
#UD If CPUID.O7H.OH:ECX.MOVDIRI[bit 27] = 0. 
If LOCK prefix or operand-size (66H) prefix is used. 
#AC If alignment checking is enabled and an unaligned memory reference made while in current 


privilege level 3. 


Real-Address Mode Exceptions 
#GP If any part of the operand lies outside the effective address space from 0 to FFFFH. 
#UD If CPUID.07H.OH:ECX.MOVDIRI[bit 27] = 0. 

If LOCK prefix or operand-size (66H) prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in real address mode. 
#PF (fault-code) For a page fault. 


#AC If alignment checking is enabled and an unaligned memory reference made while in current 
privilege level 3. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If memory address referencing the SS segment is in non-canonical form. 
#GP(0) If the memory address is in non-canonical form. 
#PF (fault-code) For a page fault. 
#UD If CPUID.O7H.OH:ECX.MOVDIRI[bit 27] = 0. 
If LOCK prefix or operand-size (66H) prefix is used. 
#AC If alignment checking is enabled and an unaligned memory reference made while in current 


privilege level 3. 
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MOVDIR64B—Move 64 Bytes as Direct Store 


Opcode/ Op/ 64/32 bit | CPUID Description 
Instruction En Mode Feature 
Support | Flag 
66 OF 38 F8 /r A VIV MOVDIR64B | Move 64-bytes as direct-store with guaranteed 64- 
MOVDIR64B r16/r32/r64, m512 byte write atomicity from the source memory operand 
address to destination memory address specified as 
offset to ES segment in the register operand. 


Instruction Operand Encoding! 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Moves 64-bytes as direct-store with 64-byte write atomicity from source memory address to destination memory 
address. The source operand is a normal memory operand. The destination operand is a memory location specified 
in a general-purpose register. The register content is interpreted as an offset into ES segment without any segment 
override. In 64-bit mode, the register operand width is 64-bits (32-bits with 67H prefix). Outside of 64-bit mode, 
the register width is 32-bits when CS.D=1 (16-bits with 67H prefix), and 16-bits when CS.D=0 (32-bits with 67H 
prefix). MOVDIR64B requires the destination address to be 64-byte aligned. No alignment restriction is enforced 
for source operand. 


MOVDIR64B first reads 64-bytes from the source memory address. It then performs a 64-byte direct-store opera- 
tion to the destination address. The load operation follows normal read ordering based on source address memory- 
type. The direct-store is implemented by using the write combining (WC) memory type protocol for writing data. 
Using this protocol, the processor does not write the data into the cache hierarchy, nor does it fetch the corre- 
sponding cache line from memory into the cache hierarchy. If the destination address is cached, the line is written- 
back (if modified) and invalidated from the cache, before the direct-store. 


Unlike stores with non-temporal hint which allow UC/WP memory-type for destination to override the non-temporal 
hint, direct-stores always follow WC memory type protocol irrespective of destination address memory type 
(including UC/WP types). Unlike WC stores and stores with non-temporal hint, direct-stores are eligible for imme- 
diate eviction from the write-combining buffer, and thus not combined with younger stores (including direct-stores) 
to the same address. Older WC and non-temporal stores held in the write-combing buffer may be combined with 
younger direct stores to the same address. Direct stores are weakly ordered relative to other stores. Software that 
desires stronger ordering should use a fencing instruction (MFENCE or SFENCE) before or after a direct store to 
enforce the ordering desired. 


There is no atomicity guarantee provided for the 64-byte load operation from source address, and processor imple- 
mentations may use multiple load operations to read the 64-bytes. The 64-byte direct-store issued by MOVDIR64B 
guarantees 64-byte write-completion atomicity. This means that the data arrives at the destination in a single 
undivided 64-byte write transaction. 


Availability of the MOVDIR64B instruction is indicated by the presence of the CPUID feature flag MOVDIR64B (bit 
28 of the ECX register in leaf 07H, see “CPUID—CPU Identification” in the Intel® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 2A). 


Operation 
DEST := SRC; 


Intel C/C++ Compiler Intrinsic Equivalent 
MOVDIR64B void _movdir64b(void *dst, const void* src) 


1. The Mod field of the ModR/M byte cannot have value 11B. 
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Protected Mode Exceptions 


#GP(0) For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
If address in destination (register) operand is not aligned to a 64-byte boundary. 

#SS(0) For an illegal address in the SS segment. 

#PF (fault-code) For a page fault. 

#UD If CPUID.07H.OH:ECX.MOVDIR64B[bit 28] = 0. 


If LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If any part of the operand lies outside the effective address space from 0 to FFFFH. 
If address in destination (register) operand is not aligned to a 64-byte boundary. 
#UD If CPUID.07H.OH:ECX.MOVDIR64B[bit 28] = 0. 


If LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in real address mode. 
#PF (fault-code) For a page fault. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#SS(0) If memory address referencing the SS segment is in non-canonical form. 
#GP(0) If the memory address is in non-canonical form. 

If address in destination (register) operand is not aligned to a 64-byte boundary. 
#PF (fault-code) For a page fault. 
#UD If CPUID.07H.OH:ECX.MOVDIR64B[bit 28] = 0. 

If LOCK prefix is used. 
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MOVDQA,VMOVDQA32/64—Move Aligned Packed Integer Values 


VMOVDQA64 zmm2/m512 {k1}{Z}, 
zmm1 


Opcode/ Op/En 64/32 CPUID Description 
Instruction bitMode | Feature 

Support Flag 
66 OF 6F /r A VIV SSE2 Move aligned packed integer values from 
MOVDQA xmm1, xmm2/m128 xmm2/mem to xmm1. 
66 OF 7F /r B VIV SSE2 Move aligned packed integer values from xmm1 
MOVDQA xmm2/m1 28, xmm1 to xmm2/mem. 
VEX.128.66.0F.WIG 6F /r A VIV AVX Move aligned packed integer values from 
VMOVDOA xmm1, xmm2/m128 xmm2/mem to xmm1. 
VEX.128.66.0F.WIG 7F /r B VIV AVX Move aligned packed integer values from xmm1 
VMOVDOA xmm2/m1 28, xmm1 to xmm2/mem. 
VEX.256.66.0F.WIG 6F /r A VIV AVX Move aligned packed integer values from 
VMOVDQA ymm1, ymm2/m256 ymm2/mem to ymm1. 
VEX.256.66.0F.WIG 7F /r B VIV AVX Move aligned packed integer values from ymm1 
VMOVDOQA ymm2/m256, ymm1 to ymm2/mem. 
EVEX.128.66.0F.WO 6F /r C VIV AVX512VL | Move aligned packed doubleword integer values 
VMOVDQA32 xmm1 {k1}{2}, AVX512F from xmm2/m128 to xmm1 using writemask 
xmm2/m128 k1, 
EVEX.256.66.0F.WO 6F /r C VIN AVX512VL_ | Move aligned packed doubleword integer values 
VMOVDQA32 ymm1 {k1}{z}, AVX512F from ymm2/m256 to ymm1 using writemask 
ymm2/m256 k1, 
EVEX.512.66.0F.WO 6F /r C VIV AVX512F Move aligned packed doubleword integer values 
VMOVDQA32 zmm1 {k1}{Z}, from zmm2/m512 to zmm1 using writemask k1. 
zmm2/m512 
EVEX.128.66.0F.WO 7F /r D VIV AVX512VL | Move aligned packed doubleword integer values 
VMOVDQA32 xmm2/m128 {k1}{Z}, AVX512F from xmm1 to xmm2/m128 using writemask 
xmm1 k1. 
EVEX.256.66.0F.WO 7F /r D VIV AVX512VL | Move aligned packed doubleword integer values 
VMOVDQA32 ymm2/m256 {k1}{Z}, AVX512F from ymm1 to ymm2/m256 using writemask 
ymm1 k1. 
EVEX.512.66.0F.WO 7F /r D VIV AVX512F Move aligned packed doubleword integer values 
VMOVDQA32 zmm2/m512 {k1}{Z}, from zmm1 to zmm2/m512 using writemask k1. 
zmm1 
EVEX.128.66.0F.W1 6F /r C VIV AVX512VL | Move aligned packed quadword integer values 
VMOVDQA64 xmm1 {k1}{2}, AVX512F from xmm2/m128 to xmm1 using writemask 
xmm2/m128 k1, 
EVEX.256.66.0F.W1 6F /r C VIV AVX512VL | Move aligned packed quadword integer values 
VMOVDQA64 ymm1 {k1}{2}, AVX512F from ymm2/m256 to ymm1 using writemask 
ymm2/m256 k1. 
EVEX.512.66.0F.W1 6F /r C VIV AVX512F Move aligned packed quadword integer values 
VMOVDQA64 zmm1 {k1}{Z}, from zmm2/m512 to zmm1 using writemask k1. 
zmm2/m512 
EVEX.128.66.0F.W1 7F /r D VIV AVX512VL | Move aligned packed quadword integer values 
VMOVDQA64 xmm2/m1 28 {k1}{Z}, AVX512F from xmm1 to xmm2/m128 using writemask 
xmm1 k1, 
EVEX.256.66.0F.W1 7F /r D VIV AVX512VL | Move aligned packed quadword integer values 
VMOVDQA64 ymm2/m256 {k1}{Z}, AVX512F from ymm1 to ymm2/m256 using writemask 
ymm1 k1. 
EVEX.512.66.0F.W1 7F /r D VIV AVX512F Move aligned packed quadword integer values 


from zmm1 to zmm2/m512 using writemask k1. 
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Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B NA ModRM:r/m (w) ModRM:reg (r) NA NA 
C Full Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
D Full Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 
EVEX encoded versions: 


Moves 128, 256 or 512 bits of packed doubleword/quadword integer values from the source operand (the second 
operand) to the destination operand (the first operand). This instruction can be used to load a vector register from 
an int32/int64 memory location, to store the contents of a vector register into an int32/int64 memory location, or 
to move data between two ZMM registers. When the source or destination operand is a memory operand, the 
operand must be aligned on a 16 (EVEX.128)/32(EVEX.256)/64(EVEX.512)-byte boundary or a general-protection 
exception (#GP) will be generated. To move integer data to and from unaligned memory locations, use the 
VMOVDQU instruction. 


The destination operand is updated at 32-bit (VMOVDQA32) or 64-bit (VMOVDQA64) granularity according to the 
writemask. 
VEX.256 encoded version: 


Moves 256 bits of packed integer values from the source operand (second operand) to the destination operand 
(first operand). This instruction can be used to load a YMM register from a 256-bit memory location, to store the 
contents of a YMM register into a 256-bit memory location, or to move data between two YMM registers. 


When the source or destination operand is a memory operand, the operand must be aligned on a 32-byte boundary 
or a general-protection exception (#GP) will be generated. To move integer data to and from unaligned memory 
locations, use the VMOVDQU instruction. Bits (MAXVL-1:256) of the destination register are zeroed. 

128-bit versions: 


Moves 128 bits of packed integer values from the source operand (second operand) to the destination operand 
(first operand). This instruction can be used to load an XMM register from a 128-bit memory location, to store the 
contents of an XMM register into a 128-bit memory location, or to move data between two XMM registers. 


When the source or destination operand is a memory operand, the operand must be aligned on a 16-byte boundary 
or a general-protection exception (#GP) will be generated. To move integer data to and from unaligned memory 
locations, use the VMOVDQU instruction. 


128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding ZMM destination register remain 
unchanged. 


VEX.128 encoded version: Bits (MAXVL-1:128) of the destination register are zeroed. 
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Operation 


VMOVDQA32 (EVEX encoded versions, register-copy form) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC[i+31:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVDQA32 (EVEX encoded versions, store-form) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC[i+31:i] 
ELSE *DEST[i+31:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR; 


VMOVDQA32 (EVEX encoded versions, load-form) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TOKL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC[i+31:i] 


ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VMOVDQA64 (EVEX encoded versions, register-copy form) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := SRC[i+63:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE DEST[i+63:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVDQAG4 (EVEX encoded versions, store-form) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := SRC[i+63:i] 
ELSE *DEST[i+63:i] remains unchanged* ; Merging-masking 
Fl; 
ENDFOR; 


VMOVDQAG4 (EVEX encoded versions, load-form) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := SRC[i+63:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE DEST[i+63:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVDQA (VEX.256 encoded version, load - and register copy) 
DEST[255:0] := SRC[255:0] 
DEST[MAXVL-1:256] := 0 


VMOVDQA (VEX.256 encoded version, store-form) 
DEST[255:0] := SRC[255:0)] 


VMOVDQA (VEX.128 encoded version) 
DEST[127:0] := SRC[127:0] 
DEST[MAXVL-1:128] := 0 


VMOVDQA (128-bit load- and register-copy- form Legacy SSE version) 


DEST[127:0] = SRC[127:0] 
DEST[MAXVL-1:128] (Unmodified) 
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(V)MOVDQA (128-bit store-form version) 
DEST[127:0] := SRC[127:0] 


Intel C/C++ Compiler Intrinsic Equivalent 


VMOVDQA32 __m512i_mm512_load_epi32( void * sa); 

VMOVDQA32 __m512i_mm512_mask_load_epi32(__m512i s, ___mmask16 k, void * sa); 
VMOVDQA32 __m512i_mm512_maskz_load_epi32(__mmask16 k, void * sa); 
VMOVDQA32 void _mm512_store_epi32(void * d,__m512i a); 

VMOVDQA32 void _mm512_mask_store_epi32(void * d,___ mmask16 k, __m512i a); 
VMOVDQA32 __m256i__mm256_mask_load_epi32(__m256i s, __mmask8 k, void * sa); 
VMOVDQA32 __m256i__mm256_maskz_load_epi32(__mmask8 k, void * sa); 
VMOVDQA32 void _mm256_store_epi32(void * d,___m256i a); 

VMOVDQA32 void __mm256_mask_store_epi32(void * d, __mmask8 k, __m256i a); 
VMOVDQA32 __m128i __mm_mask_load_epi32(__m128i s,___mmask8 k, void * sa); 
VMOVDQA32 __m128i __mm_maskz_load_epi32(__mmask8 k, void * sa); 
VMOVDQA32 void __mm_store_epi32(void * d,__m128i a); 

VMOVDQA32 void __mm_mask_store_epi32(void * d,___mmask8 k, __m128i a); 
VMOVDQA64 __m512i_mm512_load_epi64( void * sa); 

VMOVDQA64 __m512i_mm512_mask_load_epi64(__m512i s, __mmask8 k, void * sa); 
VMOVDQA64 __m512i_mm512_maskz_load_epi64(__mmask8 k, void * sa); 
VMOVDQA64 void _mm512_store_epi64(void * d,__m512i a); 

VMOVDQA64 void __mm512_mask_store_epi64(void * d, __ mmask8 k, __m512i a); 
VMOVDQA64 __m256i __mm256_mask_load_epi64(__m256i s, __mmask8 k, void * sa); 
VMOVDQA64 __m256i __mm256_maskz_load_epi64(__mmask8 k, void * sa); 
VMOVDQA64 void _mm256_store_epi64(void * d,___m256i a); 

VMOVDQA64 void _mm256_mask_store_epi64(void * d, __ mmask8 k, __m256i a); 
VMOVDQA64 __m128i __mm_mask_load_epi64(__m128i s,__mmask8 k, void * sa); 
VMOVDQA64 __m128i __mm_maskz_load_epi64(__mmask8 k, void * sa); 
VMOVDQA64 void _mm_store_epi64(void * d,__m128i a); 

VMOVDQA64 void _mm_mask_store_epi64(void * d, __mmask8 k, __m128i a); 
MOVDQA void __m256i __mm256_load_si256 (__m256i * p); 

MOVDQA _mm256_store_si256(_m256i *p, __m256i a); 

MOVDQA __m128i __mm_load_si128 (__m128i * p); 

MOVDQA void __mm_store_si128(__m128i *p,___m128i a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Exceptions Type1.SSE2 in Table 2-18, “Type 1 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-44, “Type E1 Class Exception Conditions”. 

Additionally: 

#UD If EVEX.vvvv != 1111B or VEX.vvvv != 1111B. 
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MOVDQU, VVMOVDQU8/16/32/64—Move Unaligned Packed Integer Values 


Opcode/ Op/En 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 

F3 OF 6F /r A VIV SSE2 Move unaligned packed integer values from 

MOVDQU xmm1, xmm2/m128 xmm2/m128 to xmm1. 

F3 OF 7F /r B VIV SSE2 Move unaligned packed integer values from 

MOVDQU xmm2/m128, xmm1 xmm1 to xmm2/m128. 

VEX.128.F3.0F.WIG 6F /r A VIV AVX Move unaligned packed integer values from 

VMOVDQU xmm1, xmm2/m128 xmm2/m128 to xmm1. 

VEX.128.F3.0F.WIG 7F /r B VIV AVX Move unaligned packed integer values from 

VMOVDQU xmm2/m1 28, xmm1 xmm1 to xmm2/m128. 

VEX.256.F3.0F.WIG 6F /r A VIV AVX Move unaligned packed integer values from 

VMOVDQU ymm1, ymm2/m256 ymm2/m256 to ymm1. 

VEX.256.F3.0F.WIG 7F /r B VIV AVX Move unaligned packed integer values from 

VMOVDQU ymm2/m256, ymm1 ymm1 to ymnm2/m256. 

EVEX.128.F2.0F.WO 6F /r C VIV AVX512VL_ | Move unaligned packed byte integer values 

VMOVDQU8 xmm1 {k1}{z}, xmm2/m128 AVX512BW | from xmm2/m128 to xmm1 using writemask 
k1. 

EVEX.256.F2.0F.WO 6F /r C VIV AVX512VL_ | Move unaligned packed byte integer values 

VMOVDQU8 ymm1 {k1}{z}, ymm2/m256 AVX512BW | from ymm2/m256 to ymm1 using writemask 
k1. 

EVEX.512.F2.0F.WO 6F /r C VIV AVX512BW | Move unaligned packed byte integer values 

VMOVDQU8 zmm1 {k1}{z}, zmm2/m512 from zmm2/m512 to zmm1 using writemask 
k1. 

EVEX.128.F2.0F.WO 7F /r D VIV AVX512VL_ | Move unaligned packed byte integer values 

VMOVDQU8 xmm2/m1 28 {k1}{z}, xmm1 AVX512BW | from xmm1 to xmm2/m128 using writemask 
k1. 

EVEX.256.F2.0F.WO 7F /r D VV AVX512VL | Move unaligned packed byte integer values 

VMOVDQU8 ymm2/m256 {k1}{z}, ymm1 AVX512BW | from ymm1 to ymm2/m256 using writemask 
k1. 

EVEX.512.F2.0F.WO 7F /r D VV AVX512BW | Move unaligned packed byte integer values 

VMOVDQU8 zmm2/m512 {k1}{z}, zmm1 from zmm1 to zmm2/m512 using writemask 
k1, 

EVEX.128.F2.0F.W1 6F /r C VIV AVX512VL_ | Move unaligned packed word integer values 

VMOVDQU16 xmm1 {k1}{z}, xmm2/m128 AVX512BW | from xmm2/m128 to xmm1 using writemask 
k1. 

EVEX.256.F2.0F.W1 6F /r C VIV AVX512VL_ | Move unaligned packed word integer values 

VMOVDQU16 ymm1 {k1}{z}, ymnm2/m256 AVX512BW | from ymm2/m256 to ymm1 using writemask 
k1. 

EVEX.512.F2.0F.W1 6F /r C VV AVX512BW | Move unaligned packed word integer values 

VMOVDQU16 zmm1 {k1}{z}, zmm2/m512 from zmm2/m512 to zmm1 using writemask 
k1, 

EVEX.128.F2.0F.W1 7F /r D VV AVX512VL_ | Move unaligned packed word integer values 

VMOVDQU16 xmm2/m1 28 {k1}{z}, xmm1 AVX512BW | from xmm1 to xmm2/m128 using writemask 
k1, 

EVEX.256.F2.0F.W1 7F /r D VIV AVX512VL_ | Move unaligned packed word integer values 

VMOVDQU16 ymm2/m256 {k1}{z}, ymm1 AVX512BW | from ymm1 to ymm2/m256 using writemask 
k1. 

EVEX.512.F2.0F.W1 7F /r D VIV AVX512BW | Move unaligned packed word integer values 

VMOVDQU16 zmm2/m512 {k1}{z}, zmm1 from zmm1 to zmm2/m512 using writemask 
k1. 

EVEX.128.F3.0F.WO 6F /r C VIV AVX512VL_ | Move unaligned packed doubleword integer 

VMOVDQU32 xmm1 {k1}{Z}, AVX512F values from xmm2/m128 to xmm1 using 

xmm2/mm128 writemask k1. 
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VMOVDQU64 zmm2/m512 {k1}{z}, zmm1 


Instruction Operand Encoding 


Opcode/ Op/En 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 

EVEX.256.F3.0F.WO 6F /r C VIV AVX512VL | Move unaligned packed doubleword integer 

VMOVDQU32 ymm1 {k1}{z}, ymnm2/m256 AVX512F values from ymm2/m256 to ymm1 using 
writemask k1. 

EVEX.512.F3.0F.WO 6F /r C VV AVX512F Move unaligned packed doubleword integer 

VMOVDQU32 zmm1 {k1}{z}, zmm2/m512 values from zmm2/m512 to zmm1 using 
writemask k1. 

EVEX.128.F3.0F.WO 7F /r D VV AVX512VL | Move unaligned packed doubleword integer 

VMOVDQU32 xmm2/m1 28 {k1}{z}, xmm1 AVX512F values from xmm1 to xmm2/m128 using 
writemask k1. 

EVEX.256.F3.0F.WO 7F /r D VV AVX512VL | Move unaligned packed doubleword integer 

VMOVDQU32 ymm2/m256 {k1}{z}, ymm1 AVX512F values from ymm1 to ymm2/m256 using 
writemask k1. 

EVEX.512.F3.0F.WO 7F /r D VIV AVX512F Move unaligned packed doubleword integer 

VMOVDQU32 zmm2/m512 {k1}{z}, zmm1 values from zmm1 to zmm2/m512 using 
writemask k1. 

EVEX.128.F3.0F.W1 6F /r C VV AVX512VL | Move unaligned packed quadword integer 

VMOVDQU64 xmm1 {k1}{z}, xmm2/m128 AVX512F values from xmm2/m1 28 to xmm1 using 
writemask k1. 

EVEX.256.F3.0F.W1 6F /r C VIV AVX512VL | Move unaligned packed quadword integer 

VMOVDQU64 ymm1 {k1}{z}, ymm2/m256 AVX512F values from ymm2/m256 to ymm1 using 
writemask k1. 

EVEX.512.F3.0F.W1 6F /r C VV AVX512F Move unaligned packed quadword integer 

VMOVDQU64 zmm1 {k1}{z}, zmm2/m512 values from zmm2/m512 to zmm1 using 
writemask k1. 

EVEX.128.F3.0F.W1 7F /r D VV AVX512VL | Move unaligned packed quadword integer 

VMOVDQU64 xmm2/m1 28 {k1}{z}, xmm1 AVX512F values from xmm1 to xmm2/m128 using 
writemask k1. 

EVEX.256.F3.0F.W1 7F /r D VIV AVX512VL | Move unaligned packed quadword integer 

VMOVDQU64 ymm2/m256 {k1}{z}, ymm1 AVX512F values from ymm1 to ymm2/m256 using 
writemask k1. 

EVEX.512.F3.0F.W1 7F /r D VIV AVX512F Move unaligned packed quadword integer 


values from zmm1 to zmm2/m512 using 
writemask k1. 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B NA ModRM:r/m (w) ModRM:reg (r) NA NA 
C Full Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
D Full Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 


EVEX encoded versions: 


Moves 128, 256 or 512 bits of packed byte/word/doubleword/quadword integer values from the source operand 
(the second operand) to the destination operand (first operand). This instruction can be used to load a vector 


register from a memory location, to store the contents of a vector register into a memory location, or to move data 


between two vector registers. 
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The destination operand is updated at 8-bit (VMOVDQU8), 16-bit (VMOVDQU16), 32-bit (VMOVDQU32), or 64-bit 
(VMOVDQU64) granularity according to the writemask. 


VEX.256 encoded version: 


Moves 256 bits of packed integer values from the source operand (second operand) to the destination operand 
(first operand). This instruction can be used to load a YMM register from a 256-bit memory location, to store the 
contents of a YMM register into a 256-bit memory location, or to move data between two YMM registers. 


Bits (MAXVL-1:256) of the destination register are zeroed. 


128-bit versions: 


Moves 128 bits of packed integer values from the source operand (second operand) to the destination operand 
(first operand). This instruction can be used to load an XMM register from a 128-bit memory location, to store the 
contents of an XMM register into a 128-bit memory location, or to move data between two XMM registers. 
128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding destination register remain unchanged. 


When the source or destination operand is a memory operand, the operand may be unaligned to any alignment 
without causing a general-protection exception (#GP) to be generated 


VEX.128 encoded version: Bits (MAXVL-1:128) of the destination register are zeroed. 


Operation 


VMOVDQU8 (EVEX encoded versions, register-copy form) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SRC[i+7:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+7:i] remains unchanged* 
ELSE DEST[i+7:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVDQU8 (EVEX encoded versions, store-form) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] = 
SRC[i+7:i] 
ELSE *DEST[i+7:i] remains unchanged* ; Merging-masking 
Fl; 
ENDFOR; 
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VMOVDQU8 (EVEX encoded versions, load-form) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SRC[i+7:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE DEST[i+7:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVDQU16 (EVEX encoded versions, register-copy form) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+15:i] := SRC[i+15:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE DEST[i+15:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVDQU16 (EVEX encoded versions, store-form) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = 
SRC[i+15:i] 
ELSE *DEST[i+1 5:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR; 
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VMOVDQU16 (EVEX encoded versions, load-form) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = SRC[i+15:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+15:i] remains unchanged* 
ELSE DEST[i+15:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVDQU32 (EVEX encoded versions, register-copy form) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC[i+31:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVDQU32 (EVEX encoded versions, store-form) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
SRC[i+31:i] 
ELSE *DEST[i+31:i] remains unchanged* ; Merging-masking 
Fl; 
ENDFOR; 
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VMOVDQU32 (EVEX encoded versions, load-form) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST{i+31:i] = SRC[i+31:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVDQU64 (EVEX encoded versions, register-copy form) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j*64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := SRC[i+63:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE DEST[i+63:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVDQUG64 (EVEX encoded versions, store-form) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := SRC[i+63:i] 
ELSE *DEST[i+63:i] remains unchanged* ; merging-masking 


Fl; 
ENDFOR; 
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VMOVDQU64 (EVEX encoded versions, load-form) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := SRC[i+63:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE DEST[i+63:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVDQU (VEX.256 encoded version, load - and register copy) 
DEST[255:0] := SRC[255:0] 
DEST[MAXVL-1:256] := 0 


VMOVDQU (VEX.256 encoded version, store-form) 
DEST[255:0] := SRC[255:0) 


VMOVDQU (VEX.128 encoded version) 
DEST[127:0] := SRC[127:0] 
DEST[MAXVL-1:128] := 0 


VMOVDQU (128-bit load- and register-copy- form Legacy SSE version) 
DEST[127:0] := SRC[127:0] 
DEST[MAXVL-1:128] (Unmodified) 


(V)MOVDQU (128-bit store-form version) 
DEST[127:0] := SRC[127:0] 


Intel C/C++ Compiler Intrinsic Equivalent 


VMOVDQU16 __m512i_mm512_mask_loadu_epi16(__m512is, __mmask32 k, void * sa); 
VMOVDQU16 __m512i_mm512_maskz_loadu_epi16(___mmask32 k, void * sa); 
VMOVDQU16 void __mm512_mask_storeu_epi1 6(void * d,___ mmask32 k, __m512i a); 
VMOVDQU16 __m256i__mm256_mask_loadu_epi16(__m256i s,__mmask16 k, void * sa); 
VMOVDQU16 __m256i__mm256_maskz_loadu_epi16(_mmask16 k, void * sa); 
VMOVDQU16 void __mm256_mask_storeu_epi1 6(void * d,___ mmask16 k, __m256i a); 
VMOVDQU16 __m128i__mm_mask_loadu_epi16(__m128i s, __mmask8 k, void * sa); 
VMOVDQU16 __m128i __mm_maskz_loadu_epi16(__mmask8 k, void * sa); 
VMOVDQU16 void _mm_mask_storeu_epi16(void * d, __ mmask8 k, __m128i a); 
VMOVDQU32 __m512i_mm512_loadu_epi32( void * sa); 

VMOVDQU32 __m512i_mm512_mask_loadu_epi32(__m512is,___mmask16 k, void * sa); 
VMOVDQU32 __m512i_mm512_maskz_loadu_epi32(__mmask16 k, void * sa); 
VMOVDQU32 void _mm512_storeu_epi32(void * d,__m512i a); 

VMOVDQU32 void __mm512_mask_storeu_epi32(void * d,__mmask16 k, __m512i a); 
VMOVDQU32 __m256i __mm256_mask_loadu_epi32(__m256i s,___mmask8 k, void * sa); 
VMOVDQU32 __m256i __mm256_maskz_loadu_epi32(__mmask8 k, void * sa); 
VMOVDQU32 void _mm256_storeu_epi32(void * d,___m256i a); 

VMOVDQU32 void __mm256_mask_storeu_epi32(void * d, __mmask8 k, __m256i a); 
VMOVDQU32 __m128i__mm_mask_loadu_epi32(__m128i s, __ mmask8 k, void * sa); 
VMOVDQU32 __m128i __mm_maskz_loadu_epi32(__mmask8 k, void * sa); 
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VMOVDQU32 void __mm_storeu_epi32(void * d, __m128i a); 

VMOVDQU32 void _mm_mask_storeu_epi32(void * d,__ mmask8 k, __m128i a); 
VMOVDQU64 __m512i_mm512_loadu_epi64( void * sa); 

VMOVDQU64 __m512i_mm512_mask_loadu_epi64(__m512is,___mmask8 k, void * sa); 
VMOVDQU64 __m512i_mm512_maskz_loadu_epi64(__mmask8 k, void * sa); 
VMOVDQU64 void _mm512_storeu_epi64(void * d,__m512i a); 

VMOVDQU64 void __mm512_mask_storeu_epi64(void * d,___mmask8 k, __m512i a); 
VMOVDQU64 __m256i__mm256_mask_loadu_epi64(__m256i s,___mmask8 k, void * sa); 
VMOVDQU64 __m256i__mm256_maskz_loadu_epi64(__mmask8 k, void * sa); 
VMOVDQU64 void __mm256_storeu_epi64(void * d,___m256i a); 

VMOVDQU64 void _mm256_mask_storeu_epi64(void * d, __mmask8 k, __m256i a); 
VMOVDQU64 __m128i __mm_mask_loadu_epi64(__m128i s, __mmask8 k, void * sa); 
VMOVDQU64 __m128i __mm_maskz_loadu_epi64(__mmask8 k, void * sa); 
VMOVDQU64 void _mm_storeu_epi64(void * d,__m128i a); 

VMOVDQU64 void _mm_mask_storeu_epi64(void * d,__ mmask8 k, __m128i a); 
VMOVDQU8 __m512i__mm512_mask_loadu_epi8(__m512i s,___mmask64 k, void * sa); 
VMOVDQU8 __m512i__mm512_maskz_loadu_epi8(___mmask64 k, void * sa); 
VMOVDQU8 void _mm512_mask_storeu_epi8(void * d,___ mmask64 k, __m512i a); 
VMOVDQU8 __m256i _mm256_mask_loadu_epi8(__m256i s, __mmask32 k, void * sa); 
VMOVDQU8 __m256i _mm256_maskz_loadu_epi8(__mmask32 k, void * sa); 
VMOVDQU8 void _mm256_mask_storeu_epi8(void * d,___ mmask32 k, __m256i a); 
VMOVDQU8 __m128i _mm_mask_loadu_epi8(__m128i s, ___mmask16 k, void * sa); 
VMOVDQU8 __m128i _mm_maskz_loadu_epi8(__mmask16 k, void * sa); 

VMOVDQU8 void _mm_mask_storeu_epi8(void * d,___ mmask16 k, __m128i a); 
MOVDQU __m256i __mm256_loadu_si256 (__m256i * p); 

MOVDQU _mm256_storeu_si256(_m256i *p, __m256i a); 

MOVDQU __m128i __mm_loadu_si128 (__m128i * p); 

MOVDQU _mm_storeu_si1 28(__m128i *p,___m128i a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 

EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
Additionally: 

#UD If EVEX.vvvv != 1111B or VEX.vvvv != 1111B. 
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MOVDQ2Q—Move Quadword from XMM to MMX Technology Register 


Opcode Instruction Op/ 64-Bit Compat/ Description 
En Mode Leg Mode 
F2 OF D6 /r MOVDQ2Q mm, xmm RM Valid Valid Move low quadword from xmm to mmx 
register. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 

Description 


Moves the low quadword from the source operand (second operand) to the destination operand (first operand). The 
source operand is an XMM register and the destination operand is an MMX technology register. 


This instruction causes a transition from x87 FPU to MMX technology operation (that is, the x87 FPU top-of-stack 
pointer is set to 0 and the x87 FPU tag word is set to all Os [valid]). If this instruction is executed while an x87 FPU 
floating-point exception is pending, the exception is handled before the MOVDQ2Q instruction is executed. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 


Operation 
DEST := SRC[63:0]; 


Intel C/C++ Compiler Intrinsic Equivalent 


MOVDQ2Q: __m64 _mm_movepi64_pi64 (__m128i a) 


SIMD Floating-Point Exceptions 
None. 


Protected Mode Exceptions 


#NM If CRO.TS[bit 3] = 1. 
#UD If CRO.EM[bit 2] = 1. 
If CR4.OSFXSR[bit 9] = 0. 
If CPUID.O1H:EDX.SSE2[bit 26] = 0. 
If the LOCK prefix is used. 
#MF If there is a pending x87 FPU exception. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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MOVHLPS—Move Packed Single-Precision Floating-Point Values High to Low 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
NP OF 12 /r RM VIV SSE Move two packed single-precision floating-point values 
MOVHLPS xmm1, xmm2 from high quadword of xmm2 to low quadword of xmm1. 
VEX.128.0F.WIG 12 /r RVM | V/V AVX Merge two packed single-precision floating-point values 
VMOVHLPS xmm1, xmm2, xmm3 from high quadword of xmm3 and low quadword of xmmz. 
EVEX.128.0F.WO 12 /r RVM | V/V AVX512F Merge two packed single-precision floating-point values 
VMOVHLPS xmm1, xmm2, xmm3 from high quadword of xmm3 and low quadword of xmme. 


Instruction Operand Encoding! 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (w) vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction cannot be used for memory to register moves. 

128-bit two-argument form: 

Moves two packed single-precision floating-point values from the high quadword of the second XMM argument 
(second operand) to the low quadword of the first XMM register (first argument). The quadword at bits 127:64 of 
the destination operand is left unchanged. Bits (MAXVL-1:128) of the corresponding destination register remain 
unchanged. 

128-bit and EVEX three-argument form 

Moves two packed single-precision floating-point values from the high quadword of the third XMM argument (third 
operand) to the low quadword of the destination (first operand). Copies the high quadword from the second XMM 
argument (second operand) to the high quadword of the destination (first operand). Bits (MAXVL-1:128) of the 
corresponding destination register are zeroed. 

If VMOVHLPS is encoded with VEX.L or EVEX.LL= 1, an attempt to execute the instruction encoded with VEX.L or 
EVEX.L’L= 1 will cause an #UD exception. 


Operation 


MOVHLPS (128-bit two-argument form) 
DEST[63:0] := SRC[127:64] 
DEST[MAXVL-1:64] (Unmodified) 


VMOVHLPS (128-bit three-argument form - VEX & EVEX) 
DEST[63:0] := SRC2[127:64] 

DEST[127:64] := SRC1[127:64] 

DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


MOVHLPS __m128_mm_movehl_ps(__m128 a,__m128 b) 


SIMD Floating-Point Exceptions 
None 


1. ModRM.MOD = 011B required 
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Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-24, “Type 7 Class Exception Conditions”; additionally: 
#UD If VEX.L = 1. 


EVEX-encoded instruction, see Exceptions Type E7NM.128 in Table 2-55, “Type E7NM Class Exception Conditions”. 
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MOVHPD—Move High Packed Double-Precision Floating-Point Value 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 

Support | Flag 
66 OF 16 /r A VIV SSE2 Move double-precision floating-point value from m64 
MOVHPD xmm1, m64 to high quadword of xmm1. 
VEX.128.66.0F.WIG 16 /r B VIV AVX Merge double-precision floating-point value from m64 
VMOVHPD xmm2, xmm1, m64 and the low quadword of xmm1. 
EVEX.128.66.0F.W1 16 /r D VIV AVX512F | Merge double-precision floating-point value from m64 
VMOVHPD xmm2, xmm1, m64 and the low quadword of xmm1. 
66 OF 17 /r C VIV SSE2 Move double-precision floating-point value from high 
MOVHPD m64, xmm1 quadword of xmm1 to m64. 
VEX.128.66.0F.WIG 17 /r C VIV AVX Move double-precision floating-point value from high 
VMOVHPD m64, xmm1 quadword of xmm1 to m64. 
EVEX.128.66.0F.W1 17 /r E VIV AVX512F | Move double-precision floating-point value from high 
VMOVHPD m64, xmm1 quadword of xmm1 to m64. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C NA ModRM:r/m (w) ModRM:reg (r) NA NA 
D Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
E Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


This instruction cannot be used for register to register or memory to memory moves. 


128-bit Legacy SSE load: 


Moves a double-precision floating-point value from the source 64-bit memory operand and stores it in the high 64- 
bits of the destination XMM register. The lower 64bits of the XMM register are preserved. Bits (MAXVL-1:128) of the 
corresponding destination register are preserved. 

VEX.128 & EVEX encoded load: 

Loads a double-precision floating-point value from the source 64-bit memory operand (the third operand) and 
stores it in the upper 64-bits of the destination XMM register (first operand). The low 64-bits from the first source 
operand (second operand) are copied to the low 64-bits of the destination. Bits (MAXVL-1:128) of the corre- 
sponding destination register are zeroed. 

128-bit store: 


Stores a double-precision floating-point value from the high 64-bits of the XMM register source (second operand) 
to the 64-bit memory location (first operand). 

Note: VMOVHPD (store) (VEX.128.66.0F 17 /r) is legal and has the same behavior as the existing 66 OF 17 store. 
For VMOVHPD (store) VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instruction will #UD. 


If VMOVHPD is encoded with VEX.L or EVEX.L’L= 1, an attempt to execute the instruction encoded with VEX.L or 
EVEX.L’L= 1 will cause an #UD exception. 
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Operation 


MOVHPD (128-bit Legacy SSE load) 
DEST[63:0] (Unmodified) 
DEST[127:64] := SRC[63:0] 
DEST[MAXVL-1:128] (Unmodified) 


VMOVHPD (VEX.128 & EVEX encoded load) 
DEST[63:0] := SRC1[63:0] 

DEST[127:64] := SRC2[63:0] 
DEST[MAXVL-1:128] := 0 


VMOVHPD (store) 
DEST[63:0] := SRC[127:64] 


Intel C/C++ Compiler Intrinsic Equivalent 


MOVHPD __m128d_mm_loadh_pd (__m128d a, double *p) 
MOVHPD void _mm_storeh_pd (double *p,__m128d a) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”; additionally: 
#UD If VEX.L = 1. 

EVEX-encoded instruction, see Table 2-57, “Type EONF Class Exception Conditions”. 
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MOVHPS—Move High Packed Single-Precision Floating-Point Values 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 

Support | Flag 
NP OF 16 /r A VIV SSE Move two packed single-precision floating-point values 
MOVHPS xmm1, m64 from m64 to high quadword of xmm1. 
VEX.128.0F.WIG 16 /r B VIV AVX Merge two packed single-precision floating-point values 
VMOVHPS xmm2, xmm1, m64 from m64 and the low quadword of xmm1. 
EVEX.128.0F.WO 16 /r D VIV AVX512F Merge two packed single-precision floating-point values 
VMOVHPS xmm2, xmm1, m64 from m64 and the low quadword of xmm1. 
NP OF 17 /r C VIV SSE Move two packed single-precision floating-point values 
MOVHPS m64, xmm1 from high quadword of xmm1 to m64. 
VEX.128.0F.WIG 17 /r C VIV AVX Move two packed single-precision floating-point values 
VMOVHPS m64, xmm1 from high quadword of xmm1 to m64. 
EVEX.128.0F.WO 17 /r E VIV AVX512F Move two packed single-precision floating-point values 
VMOVHPS m64, xmm1 from high quadword of xmm1 to m64. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C NA ModRM:r/m (w) ModRM:reg (r) NA NA 
D Tuple2 ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
E Tuple2 ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


This instruction cannot be used for register to register or memory to memory moves. 
128-bit Legacy SSE load: 


Moves two packed single-precision floating-point values from the source 64-bit memory operand and stores them 
in the high 64-bits of the destination XMM register. The lower 64bits of the XMM register are preserved. Bits 
(MAXVL-1:128) of the corresponding destination register are preserved. 


VEX.128 & EVEX encoded load: 


Loads two single-precision floating-point values from the source 64-bit memory operand (the third operand) and 
stores it in the upper 64-bits of the destination XMM register (first operand). The low 64-bits from the first source 
operand (the second operand) are copied to the lower 64-bits of the destination. Bits (MAXVL-1:128) of the corre- 
sponding destination register are zeroed. 


128-bit store: 


Stores two packed single-precision floating-point values from the high 64-bits of the XMM register source (second 
operand) to the 64-bit memory location (first operand). 


Note: VMOVHPS (store) (VEX.128.0F 17 /r) is legal and has the same behavior as the existing OF 17 store. For 
VMOVHPS (store) VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instruction will #UD. 


If VMOVHPS is encoded with VEX.L or EVEX.L’L= 1, an attempt to execute the instruction encoded with VEX.L or 
EVEX.L’L= 1 will cause an #UD exception. 
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Operation 


MOVHPS (128-bit Legacy SSE load) 
DEST[63:0] (Unmodified) 
DEST[127:64] := SRC[63:0] 
DEST[MAXVL-1:128] (Unmodified) 


VMOVHPS (VEX.128 and EVEX encoded load) 
DEST[63:0] := SRC1[63:0] 

DEST[127:64] := SRC2[63:0] 
DEST[MAXVL-1:128] := 0 


VMOVHPS (store) 
DEST[63:0] := SRC[127:64] 


Intel C/C++ Compiler Intrinsic Equivalent 


MOVHPS __m128 _mm_loadh_pi (__m128 a,__m64 *p) 
MOVHPS void _mm_storeh_pi (__m64 *p,_m128 a) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”; additionally: 
#UD If VEX.L = 1. 

EVEX-encoded instruction, see Table 2-57, “Type E9NF Class Exception Conditions”. 
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MOVLHPS—Move Packed Single-Precision Floating-Point Values Low to High 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
NP OF 16 /r RM VIV SSE Move two packed single-precision floating-point values from 
MOVLHPS xmm1, xmm2 low quadword of xmm_2 to high quadword of xmm1. 
VEX.128.0F.WIG 16 /r RVM | V/V AVX Merge two packed single-precision floating-point values 
VMOVLHPS xmm1, xmm2, xmm3 from low quadword of xmm3 and low quadword of xmm2. 
EVEX.128.0F.WO 16 /r RVM | V/V AVX512F Merge two packed single-precision floating-point values 
VMOVLHPS xmm1, xmm2, xmm3 from low quadword of xmm3 and low quadword of xmmz. 


Instruction Operand Encoding! 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (w) vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction cannot be used for memory to register moves. 

128-bit two-argument form: 

Moves two packed single-precision floating-point values from the low quadword of the second XMM argument 
(second operand) to the high quadword of the first XMM register (first argument). The low quadword of the desti- 
nation operand is left unchanged. Bits (MAXVL-1:128) of the corresponding destination register are unmodified. 
128-bit three-argument forms: 

Moves two packed single-precision floating-point values from the low quadword of the third XMM argument (third 
operand) to the high quadword of the destination (first operand). Copies the low quadword from the second XMM 
argument (second operand) to the low quadword of the destination (first operand). Bits (MAXVL-1:128) of the 
corresponding destination register are zeroed. 


If VMOVLHPS is encoded with VEX.L or EVEX.L'L= 1, an attempt to execute the instruction encoded with VEX.L or 
EVEX.L’L= 1 will cause an #UD exception. 


Operation 


MOVLHPS (128-bit two-argument form) 
DEST[63:0] (Unmodified) 

DEST[127:64] := SRC[63:0] 
DEST[MAXVL-1:128] (Unmodified) 


VMOVLHPS (128-bit three-argument form - VEX & EVEX) 
DEST[63:0] := SRC1[63:0] 

DEST[127:64] := SRC2[63:0] 

DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


MOVLHPS __m128_mm_movelh_ps(__m128 a,__m128 b) 


SIMD Floating-Point Exceptions 
None 


1. ModRM.MOD = 011B required 
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Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-24, “Type 7 Class Exception Conditions”; additionally: 
#UD If VEX.L = 1. 


EVEX-encoded instruction, see Exceptions Type E7NM.128 in Table 2-55, “Type E7NM Class Exception Conditions”. 
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MOVLPD—Move Low Packed Double-Precision Floating-Point Value 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 
66 OF 12 /r A VIV SSE2 Move double-precision floating-point value from m64 to 
MOVLPD xmm1, m64 low quadword of xmm1. 
VEX.128.66.0F.WIG 12 /r B VIV AVX Merge double-precision floating-point value from m64 
VMOVLPD xmmz, xmm1, m64 and the high quadword of xmm1. 
EVEX.128.66.0F.W1 12 /r D VIV AVX512F Merge double-precision floating-point value from m64 
VMOVLPD xmmz, xmm1, m64 and the high quadword of xmm1. 
66 OF 13/r C VIV SSE2 Move double-precision floating-point value from low 
MOVLPD m64, xmm1 quadword of xmm1 to m64. 
VEX.128.66.0F.WIG 13/r C VIV AVX Move double-precision floating-point value from low 
VMOVLPD m64, xmm1 quadword of xmm1 to m64. 
EVEX.128.66.0F.W1 13/r E VIV AVX512F Move double-precision floating-point value from low 
VMOVLPD m64, xmm1 quadword of xmm1 to m64. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 

A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 

B NA ModRM:r/m (r) VEX.vvvv (r) ModRM:r/m (r) NA 

C NA ModRM:r/m (w) ModRM:reg (r) NA NA 

D Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 

E Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) NA NA 

Description 


This instruction cannot be used for register to register or memory to memory moves. 
128-bit Legacy SSE load: 


Moves a double-precision floating-point value from the source 64-bit memory operand and stores it in the low 64- 
bits of the destination XMM register. The upper 64bits of the XMM register are preserved. Bits (MAXVL-1:128) of the 
corresponding destination register are preserved. 

VEX.128 & EVEX encoded load: 


Loads a double-precision floating-point value from the source 64-bit memory operand (third operand), merges it 
with the upper 64-bits of the first source XMM register (second operand), and stores it in the low 128-bits of the 
destination XMM register (first operand). Bits (MAXVL-1:128) of the corresponding destination register are zeroed. 
128-bit store: 


Stores a double-precision floating-point value from the low 64-bits of the XMM register source (Second operand) to 
the 64-bit memory location (first operand). 

Note: VMOVLPD (store) (VEX.128.66.0F 13 /r) is legal and has the same behavior as the existing 66 OF 13 store. 
For VMOVLPD (store) VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instruction will #UD. 


If VMOVLPD is encoded with VEX.L or EVEX.L’L= 1, an attempt to execute the instruction encoded with VEX.L or 
EVEX.L’L= 1 will cause an #UD exception. 


Operation 


MOVLPD (128-bit Legacy SSE load) 
DEST[63:0] := SRC[63:0] 
DEST[MAXVL-1:64] (Unmodified) 
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VMOVLPD (VEX.128 & EVEX encoded load) 
DEST[63:0] := SRC2[63:0] 

DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


VMOVLPD (store) 
DEST[63:0] := SRC[63:0] 


Intel C/C++ Compiler Intrinsic Equivalent 


MOVLPD __m128d _mm_loadl_pd (__m128d a, double *p) 
MOVLPD void __mm_storel_pd (double *p,___m128d a) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”; additionally: 
#UD If VEX.L = 1. 
EVEX-encoded instruction, see Table 2-57, “Type E9NF Class Exception Conditions”. 
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MOVLPS—Move Low Packed Single-Precision Floating-Point Values 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 

Support | Flag 
NP OF 12 /r A VIV SSE Move two packed single-precision floating-point values 
MOVLPS xmm1, m64 from m64 to low quadword of xmm1. 
VEX.128.0F.WIG 12 /r B VIV AVX Merge two packed single-precision floating-point values 
VMOVLPS xmm_2, xmm1, m64 from m64 and the high quadword of xmm1. 
EVEX.128.0F.WO 12 /r D VIV AVX512F Merge two packed single-precision floating-point values 
VMOVLPS xmm_2, xmm1, m64 from m64 and the high quadword of xmm1. 
OF 13/r C VIV SSE Move two packed single-precision floating-point values 
MOVLPS m64, xmm1 from low quadword of xmm1 to m64. 
VEX.128.0F.WIG 13/r C VIV AVX Move two packed single-precision floating-point values 
VMOVLPS m64, xmm1 from low quadword of xmm1 to m64. 
EVEX.128.0F.WO 13/r E VIV AVX512F Move two packed single-precision floating-point values 


VMOVLPS m64, xmm1 from low quadword of xmm1 to m64. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C NA ModRM:r/m (w) ModRM:reg (r) NA NA 
D Tuple2 ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
E Tuple2 ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


This instruction cannot be used for register to register or memory to memory moves. 

128-bit Legacy SSE load: 

Moves two packed single-precision floating-point values from the source 64-bit memory operand and stores them 
in the low 64-bits of the destination XMM register. The upper 64bits of the XMM register are preserved. Bits 
(MAXVL-1:128) of the corresponding destination register are preserved. 

VEX.128 & EVEX encoded load: 

Loads two packed single-precision floating-point values from the source 64-bit memory operand (the third 
operand), merges them with the upper 64-bits of the first source operand (the second operand), and stores them 
in the low 128-bits of the destination register (the first operand). Bits (MAXVL-1:128) of the corresponding desti- 
nation register are zeroed. 

128-bit store: 

Loads two packed single-precision floating-point values from the low 64-bits of the XMM register source (second 
operand) to the 64-bit memory location (first operand). 


Note: VMOVLPS (store) (VEX.128.0F 13 /r) is legal and has the same behavior as the existing OF 13 store. For 
VMOVLPS (store) VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instruction will #UD. 


If VMOVLPS is encoded with VEX.L or EVEX.L’L= 1, an attempt to execute the instruction encoded with VEX.L or 
EVEX.L’L= 1 will cause an #UD exception. 
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Operation 


MOVLPS (128-bit Legacy SSE load) 
DEST[63:0] := SRC[63:0] 
DEST[MAXVL-1:64] (Unmodified) 


VMOVLPS (VEX.128 & EVEX encoded load) 
DEST[63:0] := SRC2[63:0] 

DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


VMOVLPS (store) 
DEST[63:0] := SRC[63:0] 


Intel C/C++ Compiler Intrinsic Equivalent 


MOVLPS __m128_mm_loadl_pi(__m128 a, __m64 *p) 
MOVLPS void __mm_storel_pi (__m64 *p,__m128 a) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”; additionally: 
#UD If VEX.L = 1. 

EVEX-encoded instruction, see Table 2-57, “Type EONF Class Exception Conditions”. 
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MOVMSKPD—Extract Packed Double-Precision Floating-Point Sign Mask 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 

Flag 
66 OF 50 /r RM |V/V SSE2 Extract 2-bit sign mask from xmm and store in reg. The 
MOVMSKPD reg, xmm upper bits of r32 or r64 are filled with zeros. 
VEX.128.66.0F.WIG 50 /r RM |V/V AVX Extract 2-bit sign mask from xmmZ2 and store in reg. 
VMOVMSKPD reg, xmm2 The upper bits of r32 or r64 are zeroed. 
VEX.256.66.0F.WIG 50 /r RM |V/V AVX Extract 4-bit sign mask from ymm2 and store in reg. 
VMOVMSKPD reg, ynm2 The upper bits of r32 or r64 are zeroed. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Extracts the sign bits from the packed double-precision floating-point values in the source operand (second 
operand), formats them into a 2-bit mask, and stores the mask in the destination operand (first operand). The 
source operand is an XMM register, and the destination operand is a general-purpose register. The mask is stored 
in the 2 low-order bits of the destination operand. Zero-extend the upper bits of the destination. 


In 64-bit mode, the instruction can access additional registers (XMM8-XMM15, R8-R15) when used with a REX.R 
prefix. The default operand size is 64-bit in 64-bit mode. 


128-bit versions: The source operand is a YMM register. The destination operand is a general purpose register. 


VEX.256 encoded version: The source operand is a YMM register. The destination operand is a general purpose 
register. 


Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 


(V)MOVMSKPD (128-bit versions) 
DEST[O] := SRC[63] 
DEST[1] := SRC[127] 
IF DEST = r32 
THEN DEST[31:2] := 0; 
ELSE DEST[63:2] := 0; 
Fl 


VMOVMSKPD (VEX.256 encoded version) 
DEST[O] := SRC[63] 
DEST[1] := SRC[127] 
DEST[2Z] := SRC[191] 
DEST[3] := SRC[255] 
IF DEST = r32 
THEN DEST[31:4] := 0; 
ELSE DEST[63:4] := 0; 
Fl 
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Intel C/C++ Compiler Intrinsic Equivalent 


MOVMSKPD: int __mm_movemask_pd (__m128d a) 
VMOVMSKPD: _mm256_movemask_pd(__m256d a) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-24, “Type 7 Class Exception Conditions”; additionally: 
#UD If VEX.vvvv # 1111B. 
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MOVMSKPS—Extract Packed Single-Precision Floating-Point Sign Mask 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 

Flag 
NP OF 50 /r RM |V/V SSE Extract 4-bit sign mask from xmm and store in reg. 
MOVMSKPS reg, xmm The upper bits of r32 or r64 are filled with zeros. 
VEX.128.0F.WIG 50 /r RM | V/V AVX Extract 4-bit sign mask from xmm2 and store in reg. 
VMOVMSKPS reg, xmm2 The upper bits of r32 or r64 are zeroed. 
VEX.256.0F.WIG 50 /r RM | V/V AVX Extract 8-bit sign mask from ymm2 and store in reg. 
VMOVMSKPS reg, ymm2 The upper bits of r32 or 164 are zeroed. 


Instruction Operand Encoding! 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Extracts the sign bits from the packed single-precision floating-point values in the source operand (second 
operand), formats them into a 4- or 8-bit mask, and stores the mask in the destination operand (first operand). 
The source operand is an XMM or YMM register, and the destination operand is a general-purpose register. The 
mask is stored in the 4 or 8 low-order bits of the destination operand. The upper bits of the destination operand 
beyond the mask are filled with zeros. 


In 64-bit mode, the instruction can access additional registers (XMM8-XMM15, R8-R15) when used with a REX.R 
prefix. The default operand size is 64-bit in 64-bit mode. 


128-bit versions: The source operand is a YMM register. The destination operand is a general purpose register. 
VEX.256 encoded version: The source operand is a YMM register. The destination operand is a general purpose 
register. 

Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 


DEST[O] := SRC[31]; 
DEST[1] := SRC[63}; 
DEST[2] := SRC[95]; 
DEST[3] := SRC[127]; 


IF DEST = r32 
THEN DEST[31:4] := ZeroExtend; 
ELSE DEST[63:4] := ZeroExtend; 
Fl; 
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(V)MOVMSKPS (128-bit version) 
DEST[O] := SRC[31] 
DEST[1] := SRC[63] 
DEST[2] := SRC[95] 
DEST[3] := SRC[127] 
IF DEST = r32 
THEN DEST[31:4] := 0; 
ELSE DEST[63:4] := 0; 
Fl 


VMOVMSKPS (VEX.256 encoded version) 
DEST[O] := SRC[31] 
DEST[1] := SRC[63] 
DEST[2Z] := SRC[95] 
DEST[3] := SRC[127] 
DEST[4] := SRC[159] 
DEST[5] := SRC[191] 
DEST[6] := SRC[223] 
DEST[7] := SRC[255] 
IF DEST = r32 

THEN DEST[31:8] := 0; 

ELSE DEST[63:8] := 0; 
Fl 


Intel C/C++ Compiler Intrinsic Equivalent 


int __mm_movemask_ps(__m128 a) 
int __mm256_movemask_ps(__m256 a) 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 


See Table 2-24, “Type 7 Class Exception Conditions”; additionally: 


#UD If VEX.vvvv # 1111B. 
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MOVNTDQA—Load Double Quadword Non-Temporal Aligned Hint 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature Flag 

Support 
66 OF 38 2A /r A VIV SSE4_1 Move double quadword from m128 to xmm1 using non- 
MOVNTDQA xmm1, m128 temporal hint if WC memory type. 
VEX.128.66.0F38.WIG 2A /r A VIV AVX Move double quadword from m128 to xmm using non- 
VMOVNTDOA xmm1, m128 temporal hint if WC memory type. 
VEX.256.66.0F38.WIG 2A /r A VIV AVX2 Move 256-bit data from m256 to ymm using non-temporal 
VMOVNTDQA ymm1, m256 hint if WC memory type. 
EVEX.128.66.0F38.W0 2A /r B VIV AVX512VL Move 128-bit data from m128 to xmm using non-temporal 
VMOVNTDOA xmm1, m128 AVX512F hint if WC memory type. 
EVEX.256.66.0F38.W0 2A /r B VIV AVX512VL Move 256-bit data from m256 to ymm using non-temporal 
VMOVNTDQA ymm1, m256 AVX512F hint if WC memory type. 
EVEX.512.66.0F38.W0 2A /r B VIV AVX512F Move 512-bit data from m512 to zmm using non-temporal 
VMOVNTDOQA zmm1, m512 hint if WC memory type. 


Instruction Operand Encoding! 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Full Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


MOVNTDQA loads a double quadword from the source operand (second operand) to the destination operand (first 
operand) using a non-temporal hint if the memory source is WC (write combining) memory type. For WC memory 
type, the nontemporal hint may be implemented by loading a temporary internal buffer with the equivalent of an 
aligned cache line without filling this data to the cache. Any memory-type aliased lines in the cache will be snooped 
and flushed. Subsequent MOVNTDQA reads to unread portions of the WC cache line will receive data from the 
temporary internal buffer if data is available. The temporary internal buffer may be flushed by the processor at any 
time for any reason, for example: 


e A load operation other than a MOVNTDQA which references memory already resident in a temporary internal 
buffer. 


e Anon-WC reference to memory already resident in a temporary internal buffer. 
e Interleaving of reads and writes to a single temporary internal buffer. 

e Repeated (V)MOVNTDQA loads of a particular 16-byte item in a streaming line. 
e Certain micro-architectural conditions including resource shortages, detection of 
a mis-speculation condition, and various fault conditions 


The non-temporal hint is implemented by using a write combining (WC) memory type protocol when reading the 
data from memory. Using this protocol, the processor does not read the data into the cache hierarchy, nor does it 
fetch the corresponding cache line from memory into the cache hierarchy. The memory type of the region being 
read can override the non-temporal hint, if the memory address specified for the non-temporal read is not a WC 
memory region. Information on non-temporal reads and writes can be found in “Caching of Temporal vs. Non- 
Temporal Data” in Chapter 10 in the Intel® 64 and IA-32 Architecture Software Developer’s Manual, Volume 3A. 


Because the WC protocol uses a weakly-ordered memory consistency model, a fencing operation implemented with 
a MFENCE instruction should be used in conjunction with MOVNTDQA instructions if multiple processors might use 
different memory types for the referenced memory locations or to synchronize reads of a processor with writes by 
other agents in the system. A processor’s implementation of the streaming load hint does not override the effective 
memory type, but the implementation of the hint is processor dependent. For example, a processor implementa- 
tion may choose to ignore the hint and process the instruction as a normal MOVDQA for any memory type. Alter- 
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natively, another implementation may optimize cache reads generated by MOVNTDQA on WB memory type to 
reduce cache evictions. 


The 128-bit (V)MOVNTDQA addresses must be 16-byte aligned or the instruction will cause a #GP. 
The 256-bit VMOVNTDQA addresses must be 32-byte aligned or the instruction will cause a #GP. 
The 512-bit VMOVNTDQA addresses must be 64-byte aligned or the instruction will cause a #GP. 


Operation 


MOVNTDQA (128bit- Legacy SSE form) 
DEST := SRC 
DEST[MAXVL-1:128] (Unmodified) 


VMOVNTDQA (VEX.128 and EVEX.128 encoded form) 
DEST := SRC 
DEST[MAXVL-1:128] := 0 


VMOVNTDQA (VEX.256 and EVEX.256 encoded forms) 
DEST[255:0] := SRC[255:0) 
DEST[MAXVL-1:256] := 0 


VMOVNTDQA (EVEX.512 encoded form) 
DEST[51 1:0] := SRC[51 1:0) 
DEST[MAXVL-1:512] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 

VMOVNTDQA __m512i__mm512_stream_load_si512(__m512i const* p); 
MOVNTDQA __m128i __mm_stream_load_si1 28 (const __m128i *p); 
VMOVNTDQA __m256i __mm256_stream_load_si256 (__m256i const* p); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-18, “Type 1 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-45, “Type E1NF Class Exception Conditions”. 
Additionally: 


#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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MOVNTDQ-—Store Packed Integers Using Non-Temporal Hint 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature Flag 

Support 
66 OF E7 /r A VV SSE2 Move packed integer values in xmm1 to m128 using non- 
MOVNTDQ m128, xmm1 temporal hint. 
VEX.128.66.0F.WIG E7 /r A VIV AVX Move packed integer values in xmm1 to m128 using non- 
VMOVNTDQ m128, xmm1 temporal hint. 
VEX.256.66.0F.WIG E7 /r A VV AVX Move packed integer values in ymm1 to m256 using non- 
VMOVNTDQ m256, ymm1 temporal hint. 
EVEX.128.66.0F.WO E7 /r B VIV AVX512VL Move packed integer values in xmm1 to m128 using non- 
VMOVNTDQ m1 28, xmm1 AVX512F temporal hint. 
EVEX.256.66.0F.WO E7 /r B VIV AVX512VL Move packed integer values in zmm1 to m256 using non- 
VMOVNTDQ m256, ymm1 AVX512F temporal hint. 
EVEX.512.66.0F.WO E7 /r B VV AVX512F Move packed integer values in zmm1 to m512 using non- 
VMOVNTDQ m512, zmm1 temporal hint. 


Instruction Operand Encoding! 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (w) ModRM:reg (r) NA NA 
B Full Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Moves the packed integers in the source operand (second operand) to the destination operand (first operand) using 
a non-temporal hint to prevent caching of the data during the write to memory. The source operand is an XMM 
register, YMM register or ZMM register, which is assumed to contain integer data (packed bytes, words, double- 
words, or quadwords). The destination operand is a 128-bit, 256-bit or 512-bit memory location. The memory 
operand must be aligned on a 16-byte (128-bit version), 32-byte (VEX.256 encoded version) or 64-byte (512-bit 
version) boundary otherwise a general-protection exception (#GP) will be generated. 


The non-temporal hint is implemented by using a write combining (WC) memory type protocol when writing the 
data to memory. Using this protocol, the processor does not write the data into the cache hierarchy, nor does it 
fetch the corresponding cache line from memory into the cache hierarchy. The memory type of the region being 
written to can override the non-temporal hint, if the memory address specified for the non-temporal store is in an 
uncacheable (UC) or write protected (WP) memory region. For more information on non-temporal stores, see 
“Caching of Temporal vs. Non-Temporal Data” in Chapter 10 in the IA-32 Intel Architecture Software Developer's 
Manual, Volume 1. 


Because the WC protocol uses a weakly-ordered memory consistency model, a fencing operation implemented with 
the SFENCE or MFENCE instruction should be used in conjunction with VMOVNTDQ instructions if multiple proces- 
sors might use different memory types to read/write the destination memory locations. 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b, VEX.L must be 0; otherwise instructions will 
#UD. 


Operation 


VMOVNTDQ(EVEX encoded versions) 
VL = 128, 256,512 

DEST[VL-1:0] := SRC[VL-1:0] 
DEST[MAXVL-1:VL] := 0 
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MOVNTDQ (Legacy and VEX versions) 
DEST := SRC 


Intel C/C++ Compiler Intrinsic Equivalent 

VMOVNTDQ void _mm512_stream_si512(void * p,_m512i a); 
VMOVNTDQ void __mm256_stream_si256 (__m256i * p,__m256i a); 
MOVNTDQ void _mm_stream_si128 (__m128i * p, ___m128i a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Exceptions Type1.SSE2 in Table 2-18, “Type 1 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-45, “Type E1NF Class Exception Conditions”. 

Additionally: 

#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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MOVNTI—Store Doubleword Using Non-Temporal Hint 


Opcode / Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 

Support | Flag 
NP OF C3 /r MR | V/V SSE2 Move doubleword from r32 to m32 using non-temporal 
MOVNTI m32, r32 hint. 
NP REX.W + OF C3 /r MR | V/N.E. SSE2 Move quadword from r64 to m64 using non-temporal 
MOVNTI m64, r64 hint. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Moves the doubleword integer in the source operand (second operand) to the destination operand (first operand) 
using a non-temporal hint to minimize cache pollution during the write to memory. The source operand is a 
general-purpose register. The destination operand is a 32-bit memory location. 


The non-temporal hint is implemented by using a write combining (WC) memory type protocol when writing the 
data to memory. Using this protocol, the processor does not write the data into the cache hierarchy, nor does it 
fetch the corresponding cache line from memory into the cache hierarchy. The memory type of the region being 
written to can override the non-temporal hint, if the memory address specified for the non-temporal store is in an 
uncacheable (UC) or write protected (WP) memory region. For more information on non-temporal stores, see 
“Caching of Temporal vs. Non-Temporal Data” in Chapter 10 in the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1. 


Because the WC protocol uses a weakly-ordered memory consistency model, a fencing operation implemented with 
the SFENCE or MFENCE instruction should be used in conjunction with MOVNTI instructions if multiple processors 
might use different memory types to read/write the destination memory locations. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.R prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. See the summary chart at the 
beginning of this section for encoding data and limits. 


Operation 
DEST := SRC; 


Intel C/C++ Compiler Intrinsic Equivalent 


MOVNTI: void __mm_stream_si32 (int *p, int a) 
MOVNTI: void _mm_stream_si64(__int64 *p, __int64 a) 


SIMD Floating-Point Exceptions 
None. 


Protected Mode Exceptions 


#GP(0) For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
#SS(0) For an illegal address in the SS segment. 

#PF(fault-code) For a page fault. 

#UD If CPUID.01H:EDX.SSE2[bit 26] = 0. 


If the LOCK prefix is used. 
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Real-Address Mode Exceptions 


#GP 
#UD 


If any part of the operand lies outside the effective address space from 0 to FFFFH. 
If CPUID.O1H:EDX.SSE2[bit 26] = 0. 
If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in real address mode. 


#PF(fault-code) 


For a page fault. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) 

#GP(0) 
#PF(fault-code) 
#UD 


#AC(0) 
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If a memory address referencing the SS segment is in a non-canonical form. 
If the memory address is in a non-canonical form. 

For a page fault. 

If CPUID.01H:EDX.SSE2[bit 26] = 0. 

If the LOCK prefix is used. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
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MOVNTPD-—Store Packed Double-Precision Floating-Point Values Using Non-Temporal Hint 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
66 OF 2B /r A VV SSE2 Move packed double-precision values in xmm1 to m128 using 
MOVNTPD m128, xmm1 non-temporal hint. 
VEX.128.66.0F.WIG 2B /r A VV AVX Move packed double-precision values in xmm1 to m128 using 
VMOVNTPD m1 28, xmm1 non-temporal hint. 
VEX.256.66.0F.WIG 2B /r A VV AVX Move packed double-precision values in ymm1 to m256 using 
VMOVNTPD m256, ymm1 non-temporal hint. 
EVEX.128.66.0F.W1 2B /r B VIV AVX512VL Move packed double-precision values in xmm1 to m128 using 
VMOVNTPD m1 28, xmm1 AVX512F non-temporal hint. 
EVEX.256.66.0F.W1 2B /r B VIV AVX512VL Move packed double-precision values in ymm1 to m256 using 
VMOVNTPD m256, ymm1 AVX512F non-temporal hint. 
EVEX.512.66.0F.W1 2B /r B VV AVX512F Move packed double-precision values inzmm1 to m512 using 
VMOVNTPD m512, zmm1 non-temporal hint. 


Instruction Operand Encoding! 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (w) ModRM:reg (r) NA NA 
B Full Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Moves the packed double-precision floating-point values in the source operand (second operand) to the destination 
operand (first operand) using a non-temporal hint to prevent caching of the data during the write to memory. The 
source operand is an XMM register, YMM register or ZMM register, which is assumed to contain packed double- 
precision, floating-pointing data. The destination operand is a 128-bit, 256-bit or 512-bit memory location. The 
memory operand must be aligned on a 16-byte (128-bit version), 32-byte (VEX.256 encoded version) or 64-byte 
(EVEX.512 encoded version) boundary otherwise a general-protection exception (#GP) will be generated. 


The non-temporal hint is implemented by using a write combining (WC) memory type protocol when writing the 
data to memory. Using this protocol, the processor does not write the data into the cache hierarchy, nor does it 
fetch the corresponding cache line from memory into the cache hierarchy. The memory type of the region being 
written to can override the non-temporal hint, if the memory address specified for the non-temporal store is in an 
uncacheable (UC) or write protected (WP) memory region. For more information on non-temporal stores, see 
“Caching of Temporal vs. Non-Temporal Data” in Chapter 10 in the IA-32 Intel Architecture Software Developer's 
Manual, Volume 1. 


Because the WC protocol uses a weakly-ordered memory consistency model, a fencing operation implemented with 
the SFENCE or MFENCE instruction should be used in conjunction with MOVNTPD instructions if multiple processors 
might use different memory types to read/write the destination memory locations. 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b, VEX.L must be 0; otherwise instructions will 
#UD. 


Operation 


VMOVNTPD (EVEX encoded versions) 
VL = 128, 256,512 

DEST[VL-1:0] := SRC[VL-1:0] 
DEST[MAXVL-1:VL] := 0 
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MOVNTPD (Legacy and VEX versions) 
DEST := SRC 


Intel C/C++ Compiler Intrinsic Equivalent 

VMOVNTPD void _mm512_stream_pd(double * p,__m512d a); 
VMOVNTPD void _mm256_stream_pd (double * p,__m256d a); 
MOVNTPD void _mm_stream_pd (double * p,__m128d a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Exceptions Type1.SSE2 in Table 2-18, “Type 1 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-45, “Type E1NF Class Exception Conditions”. 

Additionally: 

#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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MOVNTPS—Store Packed Single-Precision Floating-Point Values Using Non-Temporal Hint 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
NP OF 2B /r A VIV SSE Move packed single-precision values xmm1 to mem using 
MOVNTPS m1 28, xmm1 non-temporal hint. 
VEX.128.0F.WIG 2B /r A VIV AVX Move packed single-precision values xmm1 to mem using 
VMOVNTPS m128, xmm1 non-temporal hint. 
VEX.256.0F.WIG 2B /r A VIV AVX Move packed single-precision values ymm1 to mem using 
VMOVNTPS m256, ymm1 non-temporal hint. 
EVEX.128.0F.WO 2B /r B VIV AVX512VL Move packed single-precision values in xmm1 to m128 
VMOVNTPS m128, xmm1 AVX512F using non-temporal hint. 
EVEX.256.0F.WO 2B /r B VIV AVX512VL Move packed single-precision values in ymm1 to m256 
VMOVNTPS m256, ymm1 AVX512F using non-temporal hint. 
EVEX.512.0F.WO 2B /r B VIV AVX512F Move packed single-precision values in zmm1 to m512 
VMOVNTPS m512, zmm1 using non-temporal hint. 


Instruction Operand Encoding! 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (w) ModRM:reg (r) NA NA 
B Full Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Moves the packed single-precision floating-point values in the source operand (second operand) to the destination 
operand (first operand) using a non-temporal hint to prevent caching of the data during the write to memory. The 
source operand is an XMM register, YMM register or ZMM register, which is assumed to contain packed single-preci- 
sion, floating-pointing. The destination operand is a 128-bit, 256-bit or 512-bit memory location. The memory 
operand must be aligned on a 16-byte (128-bit version), 32-byte (VEX.256 encoded version) or 64-byte 
(EVEX.512 encoded version) boundary otherwise a general-protection exception (#GP) will be generated. 


The non-temporal hint is implemented by using a write combining (WC) memory type protocol when writing the 
data to memory. Using this protocol, the processor does not write the data into the cache hierarchy, nor does it 
fetch the corresponding cache line from memory into the cache hierarchy. The memory type of the region being 
written to can override the non-temporal hint, if the memory address specified for the non-temporal store is in an 
uncacheable (UC) or write protected (WP) memory region. For more information on non-temporal stores, see 
“Caching of Temporal vs. Non-Temporal Data” in Chapter 10 in the IA-32 Intel Architecture Software Developer’s 
Manual, Volume 1. 

Because the WC protocol uses a weakly-ordered memory consistency model, a fencing operation implemented with 
the SFENCE or MFENCE instruction should be used in conjunction with MOVNTPS instructions if multiple processors 
might use different memory types to read/write the destination memory locations. 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 


Operation 


VMOVNTPS (EVEX encoded versions) 
VL = 128, 256,512 

DEST[VL-1:0] := SRC[VL-1:0] 
DEST[MAXVL-1:VL] := 0 


1. ModRM.MOD != 011B 
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MOVNTPS 
DEST := SRC 


Intel C/C++ Compiler Intrinsic Equivalent 

VMOVNTPS void_mm512_stream_ps(float * p,__m512d a); 
MOVNTPS void _mm_stream_ps (float * p,__m128d a); 
VMOVNTPS void _mm256_stream_ps (float * p,__m256 a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Exceptions Type1.SSE in Table 2-18, “Type 1 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-45, “Type E1NF Class Exception Conditions”. 

Additionally: 

#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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MOVNTQ—Store of Quadword Using Non-Temporal Hint 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
NP OF €7 /r MOVNTQ m64, mm MR_ | Valid Valid Move quadword from mm to m64 using non- 
temporal hint. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Moves the quadword in the source operand (second operand) to the destination operand (first operand) using a 
non-temporal hint to minimize cache pollution during the write to memory. The source operand is an MMX tech- 
nology register, which is assumed to contain packed integer data (packed bytes, words, or doublewords). The 
destination operand is a 64-bit memory location. 


The non-temporal hint is implemented by using a write combining (WC) memory type protocol when writing the 
data to memory. Using this protocol, the processor does not write the data into the cache hierarchy, nor does it 
fetch the corresponding cache line from memory into the cache hierarchy. The memory type of the region being 
written to can override the non-temporal hint, if the memory address specified for the non-temporal store is in an 
uncacheable (UC) or write protected (WP) memory region. For more information on non-temporal stores, see 
“Caching of Temporal vs. Non-Temporal Data” in Chapter 10 in the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1. 


Because the WC protocol uses a weakly-ordered memory consistency model, a fencing operation implemented with 
the SFENCE or MFENCE instruction should be used in conjunction with MOVNTQ instructions if multiple processors 
might use different memory types to read/write the destination memory locations. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 
DEST := SRC; 


Intel C/C++ Compiler Intrinsic Equivalent 


MOVNTQ: void _mm_stream_pi(__m64 * p,___m64 a) 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 


See Table 21-8, “Exception Conditions for Legacy SIMD/MMxX Instructions without FP Exception” in the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 3A. 
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MOVQ—Move Quadword 


Opcode/ Op/ En | 64/32-bit | CPUID Description 
Instruction Mode Feature 
Flag 
NP OF 6F /r A VIV MMX Move quadword from mm/m64 to mm. 
MOVQ mm, mm/m64 
NP OF 7F /r B VIV MMX Move quadword from mm to mm/m64. 
MOVQ mm/m64, mm 
F3 OF 7E /r A VV SSE2 Move quadword from xmm2/mem64 to xmm1. 
MOVQ xmm1, xmm2/m64 
VEX.128.F3.0F.WIG 7E /r A VIV AVX Move quadword from xmm2 to xmm1. 
VMOVQ xmm1, xmm2/m64 
EVEX.128.F3.0F.W1 7E /r C VIV AVX512F | Move quadword from xmm2/m64 to xmm1. 
VMOVQ xmm1, xmm2/m64 
66 OF D6 /r B VIV SSE2 Move quadword from xmm1 to xmm2/mem64. 
MOVQ xmm2/m64, xmm1 
VEX.128.66.0F.WIG D6 /r B VIV AVX Move quadword from xmm2 register to xmm1/m64. 
VMOVQ xmm1/m64, xmm2 
EVEX.128.66.0F.W1 D6 /r D VIV AVX512F | Move quadword from xmmz2 register to xmm1/m64. 
VMOVQ xmm1/m64, xmm2 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B NA ModRM:r/m (w) ModRM:reg (r) NA NA 
C Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
D Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Copies a quadword from the source operand (second operand) to the destination operand (first operand). The 
source and destination operands can be MMX technology registers, XMM registers, or 64-bit memory locations. This 
instruction can be used to move a quadword between two MMX technology registers or between an MMX tech- 
nology register and a 64-bit memory location, or to move data between two XMM registers or between an XMM 
register and a 64-bit memory location. The instruction cannot be used to transfer data between memory locations. 


When the source operand is an XMM register, the low quadword is moved; when the destination operand is an XMM 
register, the quadword is stored to the low quadword of the register, and the high quadword is cleared to all Os. 


In 64-bit mode and if not encoded using VEX/EVEX, use of the REX prefix in the form of REX.R permits this instruc- 
tion to access additional registers (XMM8-XMM15). 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b, otherwise instructions will #UD. 


If VMOVQ is encoded with VEX.L= 1, an attempt to execute the instruction encoded with VEX.L= 1 will cause an 
#UD exception. 
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Operation 


MOVQ instruction when operating on MMX technology registers and memory locations 
DEST := SRC; 


MOVQ instruction when source and destination operands are XMM registers 
DEST[63:0] := SRC[63:0); 
DEST[127:64] := DOOOOOD000000000H; 


MOVQ instruction when source operand is XMM register and destination 
operand is memory location: 
DEST := SRC[63:0]; 


MOVQ instruction when source operand is memory location and destination 
operand is XMM register: 

DEST[63:0] := SRC; 

DEST[127:64] := QOOOOODD00000000H; 


VMOVQ (VEX.128.F3.0F 7€) with XMM register source and destination 
DEST[63:0] := SRC[63:0] 
DEST[MAXVL-1:64] := 0 


VMOVQ (VEX.128.66.0F D6) with XMM register source and destination 
DEST[63:0] := SRC[63:0] 
DEST[MAXVL-1:64] := 0 


VMOVQ (7E - EVEX encoded version) with XMM register source and destination 
DEST[63:0] := SRC[63:0] 
DEST[MAXVL-1:64] := 0 


VMOVQ (D6 - EVEX encoded version) with XMM register source and destination 
DEST[63:0] := SRC[63:0] 
DEST[MAXVL-1:64] := 0 


VMOVQ (7€) with memory source 
DEST[63:0] := SRC[63:0] 
DEST[MAXVL-1:64] := 0 


VMOVQ (7E - EVEX encoded version) with memory source 
DEST[63:0] := SRC[63:0] 
DEST[:MAXVL-1:64] := 0 


VMOVQ (D6) with memory dest 
DEST[63:0] := SRC2[63:0] 


Flags Affected 
None. 


Intel C/C++ Compiler Intrinsic Equivalent 
VMOVQ __m128i __mm_loadu_si64( void * s); 
VMOVQ void __mm_storeu_si64( void * d,___m128i s); 


MOVQ m128i __mm_move_epi64(__m128i a) 
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SIMD Floating-Point Exceptions 


None 
Other Exceptions 


See Table 21-8, “Exception Conditions for Legacy SIMD/MMxX Instructions without FP Exception” in the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 3B. 
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Opcode / Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
F3 OF D6 /r RM | V/V SSE2 Move quadword from mmx to low quadword 
MOVQ2DQ xmm, mm of xmm. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Moves the quadword from the source operand (second operand) to the low quadword of the destination operand 
(first operand). The source operand is an MMX technology register and the destination operand is an XMM register. 


This instruction causes a transition from x87 FPU to MMX technology operation (that is, the x87 FPU top-of-stack 
pointer is set to 0 and the x87 FPU tag word is set to all Os [valid]). If this instruction is executed while an x87 FPU 
floating-point exception is pending, the exception is handled before the MOVQ2DQ instruction is executed. 


In 64-bit mode, use of the REX.R prefix permits this instruction to access additional registers (XMM8-XMM15). 


Operation 


DEST[63:0] := SRC[63:0]; 


DEST[127:64] := OOOOOOOD0D0000000H; 


Intel C/C++ Compiler Intrinsic Equivalent 


MOVQ2DQ: 


SIMD Floating-Point Exceptions 


None. 


128i __mm_movpi64_epi64 ( 


m64 a) 


Protected Mode Exceptions 


#NM 
#UD 


#MF 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


If CRO.TS[bit 3] = 1. 
If CRO.EM[bit 2] = 1. 


If CR4.OSFXSR[bit 9] = 0. 

If CPUID.OLH:EDX.SSE2[bit 26] = 0. 

If the LOCK prefix is used. 

If there is a pending x87 FPU exception. 
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64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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MOVS/MOVSB/MOVSW/MOVSD/MOVSQ—Move Data from String to String 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
A4 MOVS m8, m8 ZO ‘| Valid Valid For legacy mode, Move byte from address 


DS:(E)SI to ES:(€)DI. For 64-bit mode move 
byte from address (RIE)SI to (RJE)DI. 


A5 MOVS m16, m16 ZO | Valid Valid For legacy mode, move word from address 
DS:(E)SI to ES:(€)DI. For 64-bit mode move 
word at address (RIE)SI to (RJE)DI. 


A5 MOVS m32, m32 ZO | Valid Valid For legacy mode, move dword from address 
DS:(E)SI to ES:(€)DI. For 64-bit mode move 
dword from address (RJE)SI to (RIE)DI. 


REX.W + AS MOVS m64, m64 ZO ‘| Valid N.E. Move qword from address (RIE)SI! to (RJE)DI. 


A4 MOVSB ZO | Valid Valid For legacy mode, Move byte from address 
DS:(E)SI to ES:(€)DI. For 64-bit mode move 
byte from address (RIE)SI to (RJE)DI. 


A5 MOVSW ZO | Valid Valid For legacy mode, move word from address 
DS:(E)SI to ES:(€)DI. For 64-bit mode move 
word at address (RIE)SI to (RJE)DI. 


A5 MOVSD ZO | Valid Valid For legacy mode, move dword from address 
DS:(E)SI to ES:(€)DI. For 64-bit mode move 
dword from address (RJE)SI to (RIE)DI. 


REX.W + A5 MOVSQ ZO ‘| Valid N.E. Move qword from address (RIE)SI to (RJE)DI. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Moves the byte, word, or doubleword specified with the second operand (source operand) to the location specified 
with the first operand (destination operand). Both the source and destination operands are located in memory. The 
address of the source operand is read from the DS:ESI or the DS:SI registers (depending on the address-size attri- 
bute of the instruction, 32 or 16, respectively). The address of the destination operand is read from the ES:EDI or 
the ES:DI registers (again depending on the address-size attribute of the instruction). The DS segment may be 
overridden with a segment override prefix, but the ES segment cannot be overridden. 


At the assembly-code level, two forms of this instruction are allowed: the “explicit-operands” form and the “no- 
operands” form. The explicit-operands form (specified with the MOVS mnemonic) allows the source and destination 
operands to be specified explicitly. Here, the source and destination operands should be symbols that indicate the 
size and location of the source value and the destination, respectively. This explicit-operands form is provided to 
allow documentation; however, note that the documentation provided by this form can be misleading. That is, the 
source and destination operand symbols must specify the correct type (size) of the operands (bytes, words, or 
doublewords), but they do not have to specify the correct location. The locations of the source and destination 
operands are always specified by the DS:(E)SI and ES:(E)DI registers, which must be loaded correctly before the 
move string instruction is executed. 


The no-operands form provides “short forms” of the byte, word, and doubleword versions of the MOVS instruc- 
tions. Here also DS:(E)SI and ES:(E)DI are assumed to be the source and destination operands, respectively. The 
size of the source and destination operands is selected with the mnemonic: MOVSB (byte move), MOVSW (word 
move), or MOVSD (doubleword move). 


After the move operation, the (E)SI and (E)DI registers are incremented or decremented automatically according 
to the setting of the DF flag in the EFLAGS register. (If the DF flag is 0, the (E)SI and (E)DI register are incre- 
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mented; if the DF flag is 1, the (E)SI and (E)DI registers are decremented.) The registers are incremented or 
decremented by 1 for byte operations, by 2 for word operations, or by 4 for doubleword operations. 


NOTE 


To improve performance, more recent processors support modifications to the processor's 
operation during the string store operations initiated with MOVS and MOVSB. See Section 7.3.9.3 
in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for additional 
information on fast-string operation. 


The MOVS, MOVSB, MOVSW, and MOVSD instructions can be preceded by the REP prefix (see “REP/REPE/REPZ 
/REPNE/REPNZ—Repeat String Operation Prefix” for a description of the REP prefix) for block moves of ECX bytes, 
words, or doublewords. 


In 64-bit mode, the instruction’s default address size is 64 bits, 32-bit address size is supported using the prefix 
67H. The 64-bit addresses are specified by RSI and RDI; 32-bit address are specified by ESI and EDI. Use of the 
REX.W prefix promotes doubleword operation to 64 bits. See the summary chart at the beginning of this section for 
encoding data and limits. 


Operation 
DEST := SRC; 


Non-64-bit Mode: 


IF (Byte move) 
THEN IF DF =0 
THEN 
(E)SI := (E)SI + 1; 
(E)DI := (E)DI + 1; 


ELSE 
(E)SI := (E)SI - 1; 
(E)DI := (E)DI - 1; 
FI; 
ELSE IF (Word move) 
THEN IF DF = 0 


(E)SI := (E)SI + 2; 
(€)DI:= (E)DI + 2; 


FI; 
ELSE 
(E)SI := (E)SI - 2; 
(E)DI := (E)DI - 2; 
FI; 
ELSE IF (Doubleword move) 
THEN IF DF =0 
(E)SI := (E)SI + 4; 
(E)DI := (E)DI + 4; 
FI; 
ELSE 
(E)SI := (E)SI - 4; 
(E)DI := (E)DI - 4; 
FI; 
FI; 
64-bit Mode: 
IF (Byte move) 
THEN IF DF =0 
THEN 
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(RIE)SI := (RIE)SI + 1; 
(RIE)DI := (RIE)DI + 1; 

ELSE 
(RIE)SI := (RIE)SI - 1; 
(RIE)DI := (RIE)DI - 1; 


Fl; 
ELSE IF (Word move) 
THEN IF DF=0 
(RJE)SI := (RIE)SI + 2; 
(RJE)DI := (RIE)DI + 2; 
Fl; 
ELSE 
(RJE)SI := (RIE)SI - 2; 
(RJE)DI := (RIE)DI - 2; 
Fl; 
ELSE IF (Doubleword move) 
THEN IF DF =0 
(RJE)SI := (RIE)SI + 4; 
(RJE)DI := (RIE)DI + 4; 
Fl; 
ELSE 
(RJE)SI := (RIE)SI - 4; 
(RJE)DI := (RIE)DI - 4; 
Fl; 
ELSE IF (Quadword move) 
THEN IF DF =0 
(RIE)SI := (RIE)SI + 8; 
(RIE)DI := (RJE)DI + 8; 
Fl; 
ELSE 
(RJE)SI := (RIE)SI - 8; 
(RJE)DI := (RIE)DI - 8; 
Fl; 
FI; 
Flags Affected 
None 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 
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Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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MOVSD—Move or Merge Scalar Double-Precision Floating-Point Value 


VMOVSD m64 {k1}, xmm1 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
F2 OF 10 /r A VV SSE2 Move scalar double-precision floating-point value 
MOVSD xmm1, xmm2 from xmm_2 to xmm1 register. 
F2 OF 10 /r A VV SSE2 Load scalar double-precision floating-point value 
MOVSD xmm1, m64 from m64 to xmm1 register. 
F2 OF 11 /r C VV SSE2 Move scalar double-precision floating-point value 
MOVSD xmm1/m64, xmm2 from xmm2 register to xmm1/m64. 
VEX.LIG.F2.0F.WIG 10 /r B VV AVX Merge scalar double-precision floating-point value 
VMOVSD xmm1, xmm2, xmm3 from xmm2 and xmm3 to xmm1 register. 
VEX.LIG.F2.0F,WIG 10 /r D VIV AVX Load scalar double-precision floating-point value 
VMOVSD xmm1, m64 from m64 to xmm1 register. 
VEX.LIG.F2.0F.WIG 11 /r E VIV AVX Merge scalar double-precision floating-point value 
VMOVSD xmm1, xmm2, xmm3 from xmm_2 and xmm3 registers to xmm1. 
VEX.LIG.F2.0F.WIG 11 /r C VV AVX Store scalar double-precision floating-point value 
VMOVSD m64, xmm1 from xmm1 register to m64. 
EVEX.LLIG.F2.0F.W1 10 /r B VIV AVX512F | Merge scalar double-precision floating-point value 
VMOVSD xmm1 {k1}{z}, xmm2, xmm3 from xmm_2 and xmm3 registers to xmm1 under 
writemask k1. 
EVEX.LLIG.F2.0F.W1 10 /r F VIV AVX512F | Load scalar double-precision floating-point value 
VMOVSD xmm1 {k1}{z}, m64 from m64 to xmm1 register under writemask k1. 
EVEX.LLIG.F2.0F.W1 11 /r E VV AVX512F | Merge scalar double-precision floating-point value 
VMOVSD xmm1 {k1}{z}, xmm2, xmm3 from xmm2 and xmm3 registers to xmm1 under 
writemask k1. 
EVEX.LLIG.F2.0F.W1 11 /r G VV AVX512F | Store scalar double-precision floating-point value 


from xmm1 register to m64 under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C NA ModRM:r/m (w) ModRM:reg (r) NA NA 
D NA ModRM:reg (w) ModRM:r/m (r) NA NA 
E NA ModRM:r/m (w) vuvv (r) ModRM:reg (r) NA 
F Tuple1 Scalar ModRM:reg (r, w) ModRM:r/m (r) NA NA 
G Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) NA NA 
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Description 


Moves a scalar double-precision floating-point value from the source operand (second operand) to the destination 
operand (first operand). The source and destination operands can be XMM registers or 64-bit memory locations. 
This instruction can be used to move a double-precision floating-point value to and from the low quadword of an 
XMM register and a 64-bit memory location, or to move a double-precision floating-point value between the low 
quadwords of two XMM registers. The instruction cannot be used to transfer data between memory locations. 
Legacy version: When the source and destination operands are XMM registers, bits MAXVL:64 of the destination 
operand remains unchanged. When the source operand is a memory location and destination operand is an XMM 
registers, the quadword at bits 127:64 of the destination operand is cleared to all Os, bits MAXVL:128 of the desti- 
nation operand remains unchanged. 

VEX and EVEX encoded register-register syntax: Moves a scalar double-precision floating-point value from the 
second source operand (the third operand) to the low quadword element of the destination operand (the first 
operand). Bits 127:64 of the destination operand are copied from the first source operand (the second operand). 
Bits (MAXVL-1:128) of the corresponding destination register are zeroed. 

VEX and EVEX encoded memory store syntax: When the source operand is a memory location and destination 
operand is an XMM registers, bits MAXVL:64 of the destination operand is cleared to all Os. 


EVEX encoded versions: The low quadword of the destination is updated according to the writemask. 


Note: For VMOVSD (memory store and load forms), VEX.vvvv and EVEX.vvvv are reserved and must be 1111b, 
otherwise instruction will #UD. 


Operation 


VMOVSD (EVEX.LLIG.F2.0F 10 /r: VMOVSD xmm1, m64 with support for 32 registers) 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := SRC[63:0] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[MAXVL-1:64] := 0 


VMOVSD (EVEX.LLIG.F2.0F 11 /r: VMOVSD m64, xmm1 with support for 32 registers) 
IF k1[0] or *no writemask* 

THEN  DEST[63:0] := SRC[63:0] 

ELSE *DEST[63:0] remains unchanged* ; merging-masking 
Fl; 


VMOVSD (EVEX.LLIG.F2.0F 11 /r: VMOVSD xmm1, xmm2, xmm3) 
IF k1[0] or *no writemask* 
THEN  DEST[63:0] := SRC2[63:0] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 
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MOVSD (128-bit Legacy SSE version: MOVSD XMM1, XMM2) 
DEST[63:0] := SRC[63:0] 
DEST[MAXVL-1:64] (Unmodified) 


VMOVSD (VEX.128.F2.0F 11 /r: VMOVSD xmm1, xmm2, xmm3) 
DEST[63:0] := SRC2[63:0] 

DEST[127:64] := SRC1[127:64] 

DEST[MAXVL-1:128] := 0 


VMOVSD (VEX.128.F2.0F 10 /r: VMOVSD xmm1, xmm2, xmm3) 
DEST[63:0] := SRC2[63:0] 

DEST[127:64] := SRC1[127:64] 

DEST[MAXVL-1:128] = 0 


VMOVSD (VEX.128.F2.0F 10 /r: VMOVSD xmm1, m64) 
DEST[63:0] := SRC[63:0] 
DEST[MAXVL-1:64] := 0 


MOVSD/VMOVSD (128-bit versions: MOVSD m64, xmm1 or VMOVSD m64, xmm1) 
DEST[63:0] := SRC[63:0] 


MOVSD (128-bit Legacy SSE version: MOVSD XMM1, m64) 
DEST[63:0] := SRC[63:0] 

DEST[127:64] := 0 

DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VMOVSD __m128d _mm_mask_load_sd(__m128d s,___mmask8 k, double * p); 

VMOVSD __m128d __mm_maskz_load_sd(__mmask8 k, double * p); 

VMOVSD __m128d_mm_mask_move_sd(__m128d sh, ___mmask8 k,__m128d sl,__m128d a); 
VMOVSD __m128d __mm_maskz_move_sd(__mmask8 k,__m128ds,__m128d a); 

VMOVSD void _mm_mask_store_sd(double * p,__ mmask8 k,___m128d s); 

MOVSD __m128d_mm_load_sd (double *p) 

MOVSD void _mm_store_sd (double *p,__m128d a) 

MOVSD __m128d_mm_move_sd (__m128d a,__m128d b) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”; additionally: 
#UD If VEX.vvvv != 1111B. 

EVEX-encoded instruction, see Table 2-58, “Type E10 Class Exception Conditions”. 
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MOVSHDUP—Replicate Single FP Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F3 OF 16 /r A VV SSE3 Move odd index single-precision floating-point values from 
MOVSHDUP xmm1, xmm2/m128 xmm2/mem and duplicate each element into xmm1. 
VEX.128.F3.0F.WIG 16 /r A VV AVX Move odd index single-precision floating-point values from 
VMOVSHDUP xmm1, xmm2/m128 xmm2/mem and duplicate each element into xmm1. 
VEX.256.F3.0F.WIG 16 /r A VV AVX Move odd index single-precision floating-point values from 
VMOVSHDUP ymm1, ymm2/m256 ymm2/mem and duplicate each element into ymm1. 
EVEX.128.F3.0F.WO 16 /r B VV AVX512VL | Move odd index single-precision floating-point values from 
VMOVSHDUP xmm1 {k1}{Z}, AVX512F xmm2/m128 and duplicate each element into xmm1 under 
xmm2/m128 writemask. 
EVEX.256.F3.0F.WO 16 /r B VV AVX512VL | Move odd index single-precision floating-point values from 
VMOVSHDUP ymm1 {k1}{Z}, AVX512F ymm2/m256 and duplicate each element into ymm1 under 
ymm2/m256 writemask. 
EVEX.512.F3.0F.WO0 16 /r B VV AVX512F Move odd index single-precision floating-point values from 
VMOVSHDUP zmm1 {k1}{z}, zmm2/m512 and duplicate each element into zmm1 under 
zmm2/m512 writemask. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Full Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Duplicates odd-indexed single-precision floating-point values from the source operand (the second operand) to 
adjacent element pair in the destination operand (the first operand). See Figure 4-3. The source operand is an 
XMM, YMM or ZMM register or 128, 256 or 512-bit memory location and the destination operand is an XMM, YMM 


or ZMM register. 


128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding destination register remain unchanged. 
VEX.128 encoded version: Bits (MAXVL-1:128) of the destination register are zeroed. 

VEX.256 encoded version: Bits (MAXVL-1:256) of the destination register are zeroed. 

EVEX encoded version: The destination operand is updated at 32-bit granularity according to the writemask. 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 


SRC 


DEST] 


X7 X6 X5 x4 X3 X2 X1 XO 
X7 X7 X5 X5 X3 X3 X1 x1 
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VMOVSHDUP (EVEX encoded versions) 

(KL, VL) = (4, 128), (8, 256), (16, 512) 

TMP_SRC[31:0] := SRC[63:32] 

TMP_SRC[63:32] := SRC[63:32] 

TMP_SRC[95:64] := SRC[127:96] 

TMP_SRC[1 27:96] := SRC[1 27:96] 

IF VL >= 256 
TMP_SRC[159:1 28] := SRC[191:160] 
TMP_SRC[191:160] := SRC[191:160] 
TMP_SRC[223:192] := SRC[255:224] 
TMP_SRC[255:224] := SRC[255:224] 

Fl; 

IF VL >= 512 
TMP_SRC[287:256] := SRC[319:288] 
TMP_SRC[319:288] := SRC[319:288] 
TMP_SRC[351:320] := SRC[383:352] 
TMP_SRC[383:352] := SRC[383:352] 
TMP_SRC[415:384] := SRC[447:416] 
TMP_SRC[447:416] := SRC[447:416] 
TMP_SRC[479:448] := SRC[511:480] 
TMP_SRC[511:480] := SRC[511:480] 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_SRC[i+31:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVSHDUP (VEX.256 encoded version) 
DEST[31:0] := SRC[63:32] 

DEST[63:32] := SRC[63:32] 

DEST[95:64] := SRC[127:96] 

DEST[127:96] := SRC[127:96] 
DEST[159:128] := SRC[191:160] 
DEST[191:160] := SRC[191:160] 
DEST[223:192] := SRC[255:224] 
DEST[255:224] := SRC[255:224] 
DEST[MAXVL-1:256] := 0 


VMOVSHDUP (VEX.128 encoded version) 
DEST[31:0] := SRC[63:32] 

DEST[63:32] := SRC[63:32] 

DEST[95:64] := SRC[127:96] 

DEST[127:96] := SRC[127:96] 
DEST[MAXVL-1:128] := 0 
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MOVSHDUP (128-bit Legacy SSE version) 
DEST[31:0] := SRC[63:32] 

DEST[63:32] := SRC[63:32] 

DEST[95:64] := SRC[127:96] 

DEST[127:96] := SRC[127:96] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VMOVSHDUP __m512 _mm512_movehdup_ps(__m512 a); 

VMOVSHDUP __m512 _mm512_mask_movehdup_ps(__m512 s,__mmask16 k,__m512 a); 
VMOVSHDUP __m512 _mm512_maskz_movehdup_ps(__mmask16 k,__m512 a); 
VMOVSHDUP __m256 _mm256_mask_movehdup_ps(__m256 s,__ mmask8 k, __m256 a); 
VMOVSHDUP __m256 _mm256_maskz_movehdup_ps(_mmask8 k,___m256 a); 
VMOVSHDUP __m128 _mm_mask_movehdup_ps(__m128 s,__ mmask8 k,___m128 a); 
VMOVSHDUP __m128 _mm_maskz_movehdup_ps(__mmask8 k, __m128 a); 

VMOVSHDUP __m256 _mm256_movehdup_ps (__m256 a); 

VMOVSHDUP __m128 _mm_movehdup_ps (__m128 a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 

EVEX-encoded instruction, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
Additionally: 

#UD If EVEX.vvvv != 1111B or VEX.vvvv != 1111B. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 

F3 OF 12 /r A VIV SSE3 Move even index single-precision floating-point values from 
MOVSLDUP xmm1, xmm2/m128 xmm2/mem and duplicate each element into xmm1. 
VEX.128.F3.0F.WIG 12 /r A VIV AVX Move even index single-precision floating-point values from 
VMOVSLDUP xmm1, xmm2/m128 xmm2/mem and duplicate each element into xmm1. 
VEX.256.F3.0F.WIG 12 /r A VIV AVX Move even index single-precision floating-point values from 
VMOVSLDUP ymm1, ymm2/m256 ymm2/mem and duplicate each element into ymm1. 
EVEX.128.F3.0F.WO0 12 /r B VIV AVX512VL | Move even index single-precision floating-point values from 
VMOVSLDUP xmm1 {k1}{z}, AVX512F xmm2/m128 and duplicate each element into xmm1 under 
xmm2/m128 writemask. 
EVEX.256.F3.0F.WO0 12 /r B VIV AVX512VL | Move even index single-precision floating-point values from 
VMOVSLDUP ymm1 {k1}{z}, AVX512F ymm2/m256 and duplicate each element into ymm1 under 
ymm2/m256 writemask. 
EVEX.512.F3.0F.WO0 12 /r B VIV AVX512F Move even index single-precision floating-point values from 
VMOVSLDUP zmm1 {k1}{Z}, zmm2/m512 and duplicate each element into zmm1 under 
zmm2/m512 writemask. 

Instruction Operand Encoding 

Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Full Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Duplicates even-indexed single-precision floating-point values from the source operand (the second operand). See 
Figure 4-4. The source operand is an XMM, YMM or ZMM register or 128, 256 or 512-bit memory location and the 
destination operand is an XMM, YMM or ZMM register. 


128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding destination register remain unchanged. 
VEX.128 encoded version: Bits (MAXVL-1:128) of the destination register are zeroed. 

VEX.256 encoded version: Bits (MAXVL-1:256) of the destination register are zeroed. 

EVEX encoded version: The destination operand is updated at 32-bit granularity according to the writemask. 
Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 


SRC 


X7 


X6 


X5 


X4 


X3 X2 X1 XO 


DEST] 


X6 


X6 


x4 


x4 


X2 X2 XO x0 


MOVSLDUP—Replicate Single FP Values 


Figure 4-4. MOVSLDUP Operation 


Vol.2B 4-123 


INSTRUCTION SET REFERENCE, M-U 


Operation 


VMOVSLDUP (EVEX encoded versions) 

(KL, VL) = (4, 128), (8, 256), (16, 512) 

TMP_SRC[31:0] := SRC[31:0] 

TMP_SRC[63:32] := SRC[31:0] 

TMP_SRC[95:64] := SRC[95:64] 

TMP_SRC[1 27:96] := SRC[95:64] 

IF VL >= 256 
TMP_SRC[159:1 28] := SRC[159:128] 
TMP_SRC[191:160] := SRC[159:128] 
TMP_SRC[223:192] := SRC[223:192] 
TMP_SRC[255:224] := SRC[223:192] 

Fl; 

IF VL >= 512 
TMP_SRC[287:256] := SRC[287:256] 
TMP_SRC[319:288] := SRC[287:256] 
TMP_SRC[351:320] := SRC[351:320] 
TMP_SRC[383:352] := SRC[351:320] 
TMP_SRC[415:384] := SRC[415:384] 
TMP_SRC[447:416] := SRC[415:384] 
TMP_SRC[479:448] := SRC[479:448] 
TMP_SRC[51 1:480] := SRC[479:448] 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_SRC[i+31:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVSLDUP (VEX.256 encoded version) 
DEST[31:0] := SRC[31:0] 

DEST[63:32] := SRC[31:0] 

DEST[95:64] := SRC[95:64] 

DEST[127:96] := SRC[95:64] 
DEST[159:128] := SRC[159:128] 
DEST[191:160] := SRC[159:1 28] 
DEST[223:192] = SRC[223:192] 
DEST[255:224] = SRC[223:192] 
DEST[MAXVL-1:256] := 0 


VMOVSLDUP (VEX.128 encoded version) 
DEST[31:0] := SRC[31:0] 

DEST[63:32] := SRC[31:0] 

DEST[95:64] := SRC[95:64] 

DEST[127:96] := SRC[95:64] 
DEST[MAXVL-1:128] := 0 
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MOVSLDUP (128-bit Legacy SSE version) 
DEST[31:0] := SRC[31:0] 

DEST[63:32] := SRC[31:0] 

DEST[95:64] := SRC[95:64] 

DEST[127:96] := SRC[95:64] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VMOVSLDUP __m512_mm512_moveldup_ps(_m512 a); 

VMOVSLDUP __m512 _mm512_mask_moveldup_ps(__m512 s,__ mmask16 k,_m512 a); 
VMOVSLDUP __m512 _mm512_maskz_moveldup_ps(__ mmask16 k,__m512 a); 
VMOVSLDUP __m256 __mm256_mask_moveldup_ps(__m256 s,__ mmask8 k,___m256 a); 
VMOVSLDUP __m256 __mm256_maskz_moveldup_ps(_mmask8 k,___m256 a); 
VMOVSLDUP __m128 __mm_mask_moveldup_ps(__m128 s,__ mmask8 k,___m128 a); 
VMOVSLDUP __m128 _mm_maskz_moveldup_ps(__mmask8 k, __m128 a); 

VMOVSLDUP __m256 __mm256_moveldup_ps (__m256 a); 

VMOVSLDUP __m128 _mm_moveldup_ps (__m128 a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 

EVEX-encoded instruction, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
Additionally: 

#UD If EVEX.vvvv != 1111B or VEX.vvvv != 1111B. 
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MOVSS—Move or Merge Scalar Single-Precision Floating-Point Value 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
F3 OF 10 /r A VIV SSE Merge scalar single-precision floating-point value 
MOVSS xmm1, xmm2 from xmm_2 to xmm1 register. 
F3 OF 10 /r A VIV SSE Load scalar single-precision floating-point value from 
MOVSS xmm1, m32 m32 to xmm1 register. 
VEX.LIG.F3.0F.WIG 10 /r B VIV AVX Merge scalar single-precision floating-point value 
VMOVSS xmm1, xmm2, xmm3 from xmm_2 and xmm3 to xmm1 register 
VEX.LIG.F3.0F.WIG 10 /r D VIV AVX Load scalar single-precision floating-point value from 
VMOVSS xmm1, m32 m32 to xmm1 register. 
F30F 11 /r C VIV SSE Move scalar single-precision floating-point value 
MOVSS xmm2/m32, xmm1 from xmm1 register to xmm2/m32. 
VEX.LIG.F3.0F.WIG 11 /r E VIV AVX Move scalar single-precision floating-point value 
VMOVSS xmm1, xmm2, xmm3 from xmm2 and xmm3 to xmm1 register. 
VEX.LIG.F3.0F.WIG 11 /r C VIV AVX Move scalar single-precision floating-point value 
VMOVSS m32, xmm1 from xmm1 register to m32. 
EVEX.LLIG.F3.0F.WO 10 /r B VIV AVX512F | Move scalar single-precision floating-point value 
VMOVSS xmm1 {k1}{z}, xmm2, xmm3 from xmm_2 and xmm3 to xmm1 register under 
writemask k1. 
EVEX.LLIG.F3.0F.WO 10 /r F VIV AVX512F | Move scalar single-precision floating-point values 
VMOVSS xmm1 {k1}{z}, m32 from m32 to xmm1 under writemask k1. 
EVEX.LLIG.F3.0F.WO 11 /r E VIV AVX512F | Move scalar single-precision floating-point value 
VMOVSS xmm1 {k1}{z}, xmm2, xmm3 from xmm_2 and xmm3 to xmm1 register under 
writemask k1. 
EVEX.LLIG.F3.0F.WO 11 /r G VIV AVX512F | Move scalar single-precision floating-point values 
VMOVSS m32 {k1}, xmm1 from xmm1 to m32 under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C NA ModRM:r/m (w) ModRM:reg (r) NA NA 
D NA ModRM:reg (w) ModRM:r/m (r) NA NA 
E NA ModRM:r/m (w) EVEX.vvvv (r) ModRM:reg (r) NA 
F Tuple1 Scalar ModRM:reg (r, w) ModRM:r/m (r) NA NA 
G Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) NA NA 
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Description 


Moves a scalar single-precision floating-point value from the source operand (second operand) to the destination 
operand (first operand). The source and destination operands can be XMM registers or 32-bit memory locations. 
This instruction can be used to move a single-precision floating-point value to and from the low doubleword of an 
XMM register and a 32-bit memory location, or to move a single-precision floating-point value between the low 
doublewords of two XMM registers. The instruction cannot be used to transfer data between memory locations. 
Legacy version: When the source and destination operands are XMM registers, bits (MAXVL-1:32) of the corre- 
sponding destination register are unmodified. When the source operand is a memory location and destination 
operand is an XMM registers, Bits (127:32) of the destination operand is cleared to all Os, bits MAXVL:128 of the 
destination operand remains unchanged. 

VEX and EVEX encoded register-register syntax: Moves a scalar single-precision floating-point value from the 
second source operand (the third operand) to the low doubleword element of the destination operand (the first 
operand). Bits 127:32 of the destination operand are copied from the first source operand (the second operand). 
Bits (MAXVL-1:128) of the corresponding destination register are zeroed. 

VEX and EVEX encoded memory load syntax: When the source operand is a memory location and destination 
operand is an XMM registers, bits MAXVL:32 of the destination operand is cleared to all Os. 


EVEX encoded versions: The low doubleword of the destination is updated according to the writemask. 


Note: For memory store form instruction “VMOVSS m32, xmm1”, VEX.vvvv is reserved and must be 1111b other- 
wise instruction will #UD. For memory store form instruction “VMOVSS mv {k1}, xmm1”, EVEX.vvvv is reserved 
and must be 1111b otherwise instruction will #UD. 


Software should ensure VMOVSS is encoded with VEX.L=0. Encoding VMOVSS with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 


Operation 


VMOVSS (EVEX.LLIG.F3.0F.WO 11 /r when the source operand is memory and the destination is an XMM register) 
IF k1[0] or *no writemask* 
THEN —DEST[31:0] := SRC[31:0] 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[MAXVL-1:32] := 0 


VMOVSS (EVEX.LLIG.F3.0F.WO 10 /r when the source operand is an XMM register and the destination is memory) 
IF k1[0] or *no writemask* 

THEN —DEST[31:0] := SRC[31:0] 

ELSE *DEST[31:0] remains unchanged* ; merging-masking 
Fl; 
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VMOVSS (EVEX.LLIG.F3.0F.WO 10/11 /r where the source and destination are XMM registers) 
IF k1[0] or *no writemask* 
THEN DEST[31:0] := SRC2[31:0] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


MOVSS (Legacy SSE version when the source and destination operands are both XMM registers) 
DEST[31:0] := SRC[31:0] 
DEST[MAXVL-1:32] (Unmodified) 


VMOVSS (VEX.128.F3.0F 11 /r where the destination is an XMM register) 
DEST[31:0] := SRC2[31:0] 

DEST[127:32] := SRC1[127:32] 

DEST[MAXVL-1:128] := 0 


VMOVSS (VEX.128.F3.0F 10 /r where the source and destination are XMM registers) 
DEST[31:0] := SRC2[31:0] 

DEST[127:32] := SRC1[127:32] 

DEST[MAXVL-1:128] := 0 


VMOVSS (VEX.128.F3.0F 10 /r when the source operand is memory and the destination is an XMM register) 
DEST[31:0] := SRC[31:0] 
DEST[MAXVL-1:32] := 0 


MOVSS/VMOVSS (when the source operand is an XMM register and the destination is memory) 
DEST[31:0] := SRC[31:0] 


MOVSS (Legacy SSE version when the source operand is memory and the destination is an XMM register) 
DEST[31:0] := SRC[31:0] 

DEST[127:32] := 0 

DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VMOVSS __m128_mm_mask_load_ss(__m128 s,___mmask8 k, float * p); 
VMOVSS __m128_mm_maskz_load_ss(__mmask8 k, float * p); 

VMOVSS __m128 __mm_mask_move_ss(__m128 sh, ___mmask8 k,__m128 sl, 
VMOVSS __m128 __mm_maskz_move_ss(__mmask8 k,__m128s,__m128 a); 
VMOVSS void _mm_mask_store_ss(float * p,__mmask8 k,__m128 a); 
MOVSS __m128 _mm_load_ss(float * p) 

MOVSS void_mm_store_ss(float * p,__m128 a) 

MOVSS __m128_mm_move_ss(__m128 a,__m128 b) 


m128 a); 


SIMD Floating-Point Exceptions 
None 
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Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”; additionally: 
#UD If VEX.vvvv != 1111B. 
EVEX-encoded instruction, see Table 2-58, “Type E10 Class Exception Conditions”. 
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MOVSX/MOVSXD—Move with Sign-Extension 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

OF BE /r MOVSX 16, r/m8 RM | Valid Valid Move byte to word with sign-extension. 

OF BE /r MOVSX r32, r/m8 RM | Valid Valid Move byte to doubleword with sign- 
extension. 

REX.W + OF BE /r MOVSX r64, r/m8 RM | Valid N.E. Move byte to quadword with sign-extension. 

OF BF /r MOVSX r32, r/m16 RM | Valid Valid Move word to doubleword, with sign- 
extension. 

REX.W + OF BF /r MOVSX r64, r/m16 RM | Valid N.E. Move word to quadword with sign-extension. 

63 /r* MOVSXD r16, r/m16 RM_ | Valid N.E. Move word to word with sign-extension. 

63 /r* MOVSXD r32, r/m32 RM_ | Valid N.E. Move doubleword to doubleword with sign- 
extension. 

REX.W + 63 /r MOVSXD r64, r/m32 RM_ | Valid N.E. Move doubleword to quadword with sign- 
extension. 

NOTES: 


* The use of MOVSXD without REX.W in 64-bit mode is discouraged. Regular MOV should be used instead of using MOVSXD without 
REX.W. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Copies the contents of the source operand (register or memory location) to the destination operand (register) and 
sign extends the value to 16 or 32 bits (see Figure 7-6 in the Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 1). The size of the converted value depends on the operand-size attribute. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.R prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. See the summary chart at the 
beginning of this section for encoding data and limits. 


Operation 
DEST := SignExtend(SRC); 


Flags Affected 
None. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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MOVUPD—Move Unaligned Packed Double-Precision Floating-Point Values 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 

66 OF 10 /r A VIV SSE2 Move unaligned packed double-precision floating- 

MOVUPD xmm1, xmm2/m128 point from xmm2/mem to xmm1. 

66 OF 11 /r B VIV SSE2 Move unaligned packed double-precision floating- 

MOVUPD xmm2/m128, xmm1 point from xmm1 to xmm2/mem. 

VEX.128.66.0F.WIG 10 /r A VIV AVX Move unaligned packed double-precision floating- 

VMOVUPD xmm1, xmm2/m128 point from xmm2/mem to xmm1. 

VEX.128.66.0F.WIG 11 /r B VV AVX Move unaligned packed double-precision floating- 

VMOVUPD xmm2/m128, xmm1 point from xmm1 to xmm2/mem. 

VEX.256.66.0F.WIG 10 /r A VIV AVX Move unaligned packed double-precision floating- 

VMOVUPD ymm1, ymm2/m256 point from ymm2/mem to ymm1. 

VEX.256.66.0F.WIG 11 /r B VIN AVX Move unaligned packed double-precision floating- 

VMOVUPD ymm2/m256, ymm1 point from ymm1 to ymm2/mem. 

EVEX.128.66.0F.W1 10 /r C VV AVX512VL | Move unaligned packed double-precision floating- 

VMOVUPD xmm1 {k1}{z}, xmm2/m128 AVX512F point from xmm2/m1 28 to xmm1 using 
writemask k1. 

EVEX.128.66.0F.W1 11 /r D VIV AVX512VL_ | Move unaligned packed double-precision floating- 

VMOVUPD xmm2/m1 28 {k1}{z}, xmm1 AVX512F point from xmm1 to xmm2/m128 using 
writemask k1. 

EVEX.256.66.0F.W1 10 /r C VV AVX512VL | Move unaligned packed double-precision floating- 

VMOVUPD ymm1 {k1}{z}, ynm2/m256 AVX512F point from ymm2/m256 to ymm1 using 
writemask k1. 

EVEX.256.66.0F.W1 11 /r D VIV AVX512VL_ | Move unaligned packed double-precision floating- 

VMOVUPD ymm2/m256 {k1}{z}, ymm1 AVX512F point from ymm1 to ymm2/m256 using 
writemask k1. 

EVEX.512.66.0F.W1 10 /r C VIV AVX512F Move unaligned packed double-precision floating- 

VMOVUPD zmm1 {k1}{z}, zmm2/m512 point values from zmm2/m512 to zmm1 using 
writemask k1. 

EVEX.512.66.0F.W1 11 /r D VIV AVX512F Move unaligned packed double-precision floating- 

VMOVUPD zmm2/m512 {k1}{z}, zmm1 point values from zmm1 to zmm2/m512 using 
writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B NA ModRM:r/m (w) ModRM:reg (r) NA NA 
C Full Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
D Full Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Note: VEX.vvvv and EVEX.vvvwv is reserved and must be 1111b otherwise instructions will #UD. 


EVEX.512 encoded version: 


Moves 512 bits of packed double-precision floating-point values from the source operand (second operand) to the 
destination operand (first operand). This instruction can be used to load a ZMM register from a float64 memory 
location, to store the contents of a ZMM register into a memory. The destination operand is updated according to 


the writemask. 
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VEX.256 encoded version: 


Moves 256 bits of packed double-precision floating-point values from the source operand (second operand) to the 
destination operand (first operand). This instruction can be used to load a YMM register from a 256-bit memory 
location, to store the contents of a YMM register into a 256-bit memory location, or to move data between two YMM 
registers. Bits (MAXVL-1:256) of the destination register are zeroed. 


128-bit versions: 


Moves 128 bits of packed double-precision floating-point values from the source operand (second operand) to the 
destination operand (first operand). This instruction can be used to load an XMM register from a 128-bit memory 
location, to store the contents of an XMM register into a 128-bit memory location, or to move data between two 
XMM registers. 


128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding destination register remain unchanged. 


When the source or destination operand is a memory operand, the operand may be unaligned on a 16-byte 
boundary without causing a general-protection exception (#GP) to be generated 


VEX.128 and EVEX.128 encoded versions: Bits (MAXVL-1:128) of the destination register are zeroed. 


Operation 


VMOVUPD (EVEX encoded versions, register-copy form) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j*64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := SRC[i+63:i] 


ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE DEST[i+63:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVUPD (EVEX encoded versions, store-form) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = SRC[i+63:i] 
ELSE *DEST[i+63:i] remains unchanged* ; merging-masking 


Fl; 
ENDFOR; 
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VMOVUPD (EVEX encoded versions, load-form) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := SRC[i+63:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE DEST[i+63:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVUPD (VEX.256 encoded version, load - and register copy) 
DEST[255:0] := SRC[255:0] 
DEST[MAXVL-1:256] := 0 


VMOVUPD (VEX.256 encoded version, store-form) 
DEST[255:0] := SRC[255:0)] 


VMOVUPD (VEX.128 encoded version) 
DEST[127:0] := SRC[127:0] 
DEST[MAXVL-1:128] := 0 


MOVUPD (128-bit load- and register-copy- form Legacy SSE version) 
DEST[127:0] := SRC[127:0] 
DEST[MAXVL-1:128] (Unmodified) 


(V)MOVUPD (128-bit store-form version) 
DEST[127:0] := SRC[127:0] 


Intel C/C++ Compiler Intrinsic Equivalent 


VMOVUPD __m512d_mm512_loadu_pd( void * s); 

VMOVUPD __m512d_mm512_mask_loadu_pd(__m512da,__mmask8 k, void * s); 
VMOVUPD __m512d_mm512_maskz_loadu_pd( ___mmask8 k, void * s); 
VMOVUPD void _mm512_storeu_pd( void * d,__m512d a); 

VMOVUPD void _mm512_mask_storeu_pd( void * d,__ mmask8 k,___m512d a); 
VMOVUPD __m256d_mm256_mask_loadu_pd(__m256d s, __mmask8 k, void * m); 
VMOVUPD __m256d __mm256_maskz_loadu_pd( ___mmask8 k, void * m); 
VMOVUPD void _mm256_mask_storeu_pd( void * d,__ mmask8 k,___m256d a); 
VMOVUPD __m128d_mm_mask_loadu_pd(__m128d s,__ mmask8 k, void * m); 
VMOVUPD __m128d _mm_maskz_loadu_pd( ___mmask8 k, void * m); 

VMOVUPD void _mm_mask_storeu_pd( void * d,__ mmask8 k, __m128d a); 
MOVUPD __m256d __mm256_loadu_pd (double * p); 

MOVUPD void _mm256_storeu_pd( double *p,__ m256d a); 

MOVUPD __m128d_mm_loadu_pd (double * p); 

MOVUPD void _mm_storeu_pd( double *p,__m128d a); 


SIMD Floating-Point Exceptions 
None 
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Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 

Note treatment of #AC varies; additionally: 

#UD If VEX.vvvv != 1111B. 

EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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MOVUPS—Move Unaligned Packed Single-Precision Floating-Point Values 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
NP OF 10 /r A VIV SSE Move unaligned packed single-precision 
MOVUPS xmm1, xmm2/m128 floating-point from xmm2/mem to xmm1. 
NP OF 11 /r B VIV SSE Move unaligned packed single-precision 
MOVUPS xmm2/m1 28, xmm1 floating-point from xmm1 to xmm2/mem. 
VEX.128.0F.WIG 10 /r A VIV AVX Move unaligned packed single-precision 
VMOVUPS xmm1, xmm2/m128 floating-point from xmm2/mem to xmm1. 
VEX.128.0F.WIG 11 /r B VIV AVX Move unaligned packed single-precision 
VMOVUPS xmm2/m1 28, xmm1 floating-point from xmm1 to xmm2/mem. 
VEX.256.0F.WIG 10 /r A VIV AVX Move unaligned packed single-precision 
VMOVUPS ymm1, ymm2/m256 floating-point from ymm2/mem to ymm1. 
VEX.256.0F.WIG 11 /r B VIN AVX Move unaligned packed single-precision 
VMOVUPS ymm2/m256, ymm1 floating-point from ymm1 to ymm2/mem. 
EVEX.128.0F.WO 10 /r G VIV AVX512VL_ | Move unaligned packed single-precision 
VMOVUPS xmm1 {k1}{z}, xmm2/m128 AVX512F floating-point values from xmm2/m1 28 to 
xmm_1 using writemask k1. 
EVEX.256.0F.W0 10 /r C VIN AVX512VL_ | Move unaligned packed single-precision 
VMOVUPS ymm1 {k1}{z}, ymm2/m256 AVX512F floating-point values from ymm2/m256 to 
ymm1 using writemask k1. 
EVEX.512.0F.WO 10 /r C VIV AVX512F Move unaligned packed single-precision 
VMOVUPS zmm1 {k1}{z}, zmm2/m512 floating-point values from zmm2/m512 to 
zmm1 using writemask k1. 
EVEX.128.0F.WO 11 /r D VIV AVX512VL_ | Move unaligned packed single-precision 
VMOVUPS xmm2/m128 {k1}{z}, xmm1 AVX512F floating-point values from xmm1 to 
xmm2/m128 using writemask k1. 
EVEX.256.0F.WO 11 /r D VIV AVX512VL_ | Move unaligned packed single-precision 
VMOVUPS ymm2/m256 {k1}{z}, ymm1 AVX512F floating-point values from ymm1 to 
ymm2/m256 using writemask k1. 
EVEX.512.0F.WO 11 /r D VIV AVX512F Move unaligned packed single-precision 
VMOVUPS zmm2/m512 {k1}{z}, zmm1 floating-point values from zmm1 to 
zmm2/m512 using writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B NA ModRM:r/m (w) ModRM:reg (r) NA NA 
C Full Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
D Full Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Note: VEX.vvvv and EVEX.vvwv is reserved and must be 1111b otherwise instructions will #UD. 


EVEX.512 encoded version: 


Moves 512 bits of packed single-precision floating-point values from the source operand (second operand) to the 


destination operand (first operand). This instruction can be used to load a ZMM register from a 512-bit float32 
memory location, to store the contents of a ZMM register into memory. The destination operand is updated 


according to the writemask. 
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VEX.256 and EVEX.256 encoded versions: 


Moves 256 bits of packed single-precision floating-point values from the source operand (second operand) to the 
destination operand (first operand). This instruction can be used to load a YMM register from a 256-bit memory 
location, to store the contents of a YMM register into a 256-bit memory location, or to move data between two YMM 
registers. Bits (MAXVL-1:256) of the destination register are zeroed. 


128-bit versions: 

Moves 128 bits of packed single-precision floating-point values from the source operand (second operand) to the 
destination operand (first operand). This instruction can be used to load an XMM register from a 128-bit memory 
location, to store the contents of an XMM register into a 128-bit memory location, or to move data between two 
XMM registers. 

128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding destination register remain unchanged. 
When the source or destination operand is a memory operand, the operand may be unaligned without causing a 
general-protection exception (#GP) to be generated. 

VEX.128 and EVEX.128 encoded versions: Bits (MAXVL-1:128) of the destination register are zeroed. 


Operation 


VMOVUPS (EVEX encoded versions, register-copy form) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST{[i+31:i] = SRC[i+31:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVUPS (EVEX encoded versions, store-form) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC[i+31:i] 
ELSE *DEST[i+31:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR; 
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VMOVUPS (EVEX encoded versions, load-form) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] := SRC[i+31:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMOVUPS (VEX.256 encoded version, load - and register copy) 
DEST[255:0] := SRC[255:0] 
DEST[MAXVL-1:256] := 0 


VMOVUPS (VEX.256 encoded version, store-form) 
DEST[255:0] := SRC[255:0)] 


VMOVUPS (VEX.128 encoded version) 
DEST[127:0] := SRC[127:0] 
DEST[MAXVL-1:128] := 0 


MOVUPS (128-bit load- and register-copy- form Legacy SSE version) 
DEST[127:0] := SRC[127:0] 
DEST[MAXVL-1:128] (Unmodified) 


(V)MOVUPS (128-bit store-form version) 
DEST[127:0] := SRC[127:0] 


Intel C/C++ Compiler Intrinsic Equivalent 


VMOVUPS __m512_mm512_loadu_ps( void * s); 

VMOVUPS __m512 _mm512_mask_loadu_ps(__m512 a,__mmask16 k, void * s); 
VMOVUPS __m512 _mm512_maskz_loadu_ps(__mmask16 k, void * s); 
VMOVUPS void _mm512_storeu_ps( void * d,__m512 a); 

VMOVUPS void _mm512_mask_storeu_ps( void * d,__ mmask8 k,__m512 a); 
VMOVUPS __m256 _mm256_mask_loadu_ps(__m256 a, ___mmask8 k, void * s); 
VMOVUPS __m256 _mm256_maskz_loadu_ps(__mmask8 k, void * s); 
VMOVUPS void _mm256_mask_storeu_ps( void * d,__ mmask8 k,__m256 a); 
VMOVUPS __m128 _mm_mask_loadu_ps(__m128 a, ___mmask8 k, void * s); 
VMOVUPS __m128 _mm_maskz_loadu_ps(__mmask8 k, void * s); 

VMOVUPS void _mm_mask_storeu_ps( void * d,__ mmask8 k,__m128 a); 
MOVUPS __m256 __mm256_loadu_ps ( float * p); 

MOVUPS void _mm256 _storeu_ps( float *p,__m256 a); 

MOVUPS __m128_mm_loadu_ps ( float * p); 

MOVUPS void _mm_storeu_ps( float *p,__m128 a); 


SIMD Floating-Point Exceptions 
None 
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Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 

Note treatment of #AC varies. 

EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
Additionally: 

#UD If EVEX.vvvv != 1111B or VEX.vvvv != 1111B. 
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MOVZX—Move with Zero-Extend 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
OF B6 /r MOVZX r16, r/m8 RM_ | Valid Valid Move byte to word with zero-extension. 
OF B6 /r MOVZX r32, r/m8 RM _ | Valid Valid Move byte to doubleword, zero-extension. 
REX.W + OF B6 /r MOVZX r64, r/m8* RM _ | Valid N.E. Move byte to quadword, zero-extension. 
OF B7 /r MOVZX r32, r/m16 RM | Valid Valid Move word to doubleword, zero-extension. 
REX.W + OF B7 /r MOVZX r64, r/m16 RM _ | Valid N.E. Move word to quadword, zero-extension. 
NOTES: 


* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if the REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Copies the contents of the source operand (register or memory location) to the destination operand (register) and 
zero extends the value. The size of the converted value depends on the operand-size attribute. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.R prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bit operands. See the summary chart 


at the beginning of this section for encoding data and limits. 


Operation 


DEST := ZeroExtend(SRC); 


Flags Affected 


None. 


Protected Mode Exceptions 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 


#GP(0) 
#SS(0) 
#PF(fault-code) 
#AC(0) 


#UD 


Real-Address Mode Exceptions 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

If the LOCK prefix is used. 


#GP 
#SS 
#UD 
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Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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MPSADBW — Compute Multiple Packed Sums of Absolute Difference 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 
Flag 
66 OF 3A 42 /r ib RMI | V/V SSE4_1 Sums absolute 8-bit integer difference of 


adjacent groups of 4 byte integers in xmm1 
and xmm2/m128 and writes the results in 
xmm1. Starting offsets within xmm17 and 
xmm2/m128 are determined by immé. 


MPSADBW xmm1, xmm2/m128, imm8 


VEX.128.66.0F3A.WIG 42 /r ib RVMI | V/V AVX 
VMPSADBW xmm1, xmm2, xmm3/m128, imm& 


Sums absolute 8-bit integer difference of 
adjacent groups of 4 byte integers in xmm2 
and xmm3/m128 and writes the results in 
xmm1. Starting offsets within xmm2 and 
xmm3/m128 are determined by immé. 


VEX.256.66.0F3A.WIG 42 /r ib RVMI | V/V AVX2 
VMPSADBW ymm17, ymm2, ymm3/m256, imm8 


Sums absolute 8-bit integer difference of 
adjacent groups of 4 byte integers in xmm2 
and ymm3/m128 and writes the results in 
ymm1. Starting offsets within ymm2 and 
xmm3/m128 are determined by imm8. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (r, w) ModRM:r/m (r) imm8s NA 
RVMI ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8 

Description 


(V)MPSADBW calculates packed word results of sum-absolute-difference (SAD) of unsigned bytes from two blocks 
of 32-bit dword elements, using two select fields in the immediate byte to select the offsets of the two blocks within 
the first source operand and the second operand. Packed SAD word results are calculated within each 128-bit lane. 
Each SAD word result is calculated between a stationary block_2 (whose offset within the second source operand 

is selected by a two bit select control, multiplied by 32 bits) and a sliding block_1 at consecutive byte-granular posi- 
tion within the first source operand. The offset of the first 32-bit block of block_1 is selectable using a one bit select 
control, multiplied by 32 bits. 


128-bit Legacy SSE version: Imm8[1:0]*32 specifies the bit offset of block_2 within the second source operand. 
Imm[2]*32 specifies the initial bit offset of the block_1 within the first source operand. The first source operand 
and destination operand are the same. The first source and destination operands are XMM registers. The second 
source operand is either an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding 
YMM destination register remain unchanged. Bits 7:3 of the immediate byte are ignored. 


VEX.128 encoded version: Imm8[1:0]*32 specifies the bit offset of block_2 within the second source operand. 
Imm[2]*32 specifies the initial bit offset of the block_1 within the first source operand. The first source and desti- 
nation operands are XMM registers. The second source operand is either an XMM register or a 128-bit memory 
location. Bits (127:128) of the corresponding YMM register are zeroed. Bits 7:3 of the immediate byte are ignored. 


VEX.256 encoded version: The sum-absolute-difference (SAD) operation is repeated 8 times for MPSADW between 
the same block_2 (fixed offset within the second source operand) and a variable block_1 (offset is shifted by 8 bits 
for each SAD operation) in the first source operand. Each 16-bit result of eight SAD operations between block_2 
and block_1 is written to the respective word in the lower 128 bits of the destination operand. 


Additionally, VMPSADBW performs another eight SAD operations on block_4 of the second source operand and 

block_3 of the first source operand. (Imm8[4:3]*32 + 128) specifies the bit offset of block_4 within the second 
source operand. (Imm[5]*32+128) specifies the initial bit offset of the block_3 within the first source operand. 
Each 16-bit result of eight SAD operations between block_4 and block_3 is written to the respective word in the 
upper 128 bits of the destination operand. 
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The first source operand is a YMM register. The second source register can be a YMM register or a 256-bit memory 
location. The destination operand is a YMM register. Bits 7:6 of the immediate byte are ignored. 


Note: If VMPSADBW is encoded with VEX.L= 1, an attempt to execute the instruction encoded with VEX.L= 1 will 
cause an #UD exception. 


Imm[4:3]*32+128 
255 224 192 128 
Src2 
Imm[5]*32+128 
Src1 
255 ere pa 7 128 
Destination 
Imm[1 :0]*32 
127 96 64 | 0 
Src2 n 
Imm[2]*32 
Src1 \ 
Destination 


Figure 4-5. 256-bit VMPSADBW Operation 
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Operation 


VMPSADBW (VEX.256 encoded version) 

BLK2_OFFSET := imm8[1:0]*32 

BLK1_OFFSET := imm8[2]*32 

SRC1_BYTEO := SRC1[BLK1_OFFSET+7:BLK1_OFFSET] 
SRC1_BYTE1 := SRC1[BLK1_OFFSET+15:BLK1_OFFSET+8] 
SRC1_BYTE2 := SRC1[BLK1_OFFSET+23:BLK1_OFFSET+16] 
SRC1_BYTE3 := SRC1[BLK1_OFFSET+31:BLK1_OFFSET+24] 
SRC1_BYTE4 := SRC1[BLK1_OFFSET+39:BLK1_OFFSET+32] 
SRC1_BYTES := SRC1[BLK1_OFFSET+47:BLK1_OFFSET+40] 
SRC1_BYTE6 := SRC1[BLK1_OFFSET+55:BLK1_OFFSET+48] 
SRC1_BYTE7 := SRC1[BLK1_OFFSET+63:BLK1_OFFSET+56] 
SRC1_BYTE8 := SRC1[BLK1_OFFSET+71:BLK1_OFFSET+64] 
SRC1_BYTE9 := SRC1[BLK1_OFFSET+79:BLK1_OFFSET+72] 
SRC1_BYTE10 := SRC1[BLK1_OFFSET+87:BLK1_OFFSET+80] 
SRC2_BYTEO := SRC2[BLK2_OFFSET+7:BLK2_OFFSET] 
SRC2_BYTE1 := SRC2[BLK2_OFFSET+15:BLK2_OFFSET+8] 
SRC2_BYTE2 := SRC2[BLK2_OFFSET+23:BLK2_OFFSET+16] 
SRC2_BYTE3 := SRC2[BLK2_OFFSET+31:BLK2_OFFSET+24] 


TEMPO := ABS(SRC1_BYTEO - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE1 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE2 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTE3 - SRC2_BYTE3) 
DEST[15:0] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE1 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE2 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE3 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTE4 - SRC2_BYTE3) 
DEST[31:16] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE2 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE3 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE4 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTES5 - SRC2_BYTE3) 
DEST[47:32] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE3 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE4 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTES5 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTE6 - SRC2_BYTE3) 
DEST[63:48] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE4 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTES5 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE6 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTE7 - SRC2_BYTE3) 
DEST[79:64] := TEMPO + TEMP1 + TEMP2 + TEMP3 
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TEMPO := ABS(SRC1_BYTES5 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE6 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE7 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTES8 - SRC2_BYTE3) 
DEST[95:80] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE6 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE7 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTES8 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTES - SRC2_BYTE3) 
DEST[111:96] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE7 - SRC2_BYTEO) 

TEMP1 := ABS(SRC1_BYTES8 - SRC2_BYTE1) 

TEMP2 := ABS(SRC1_BYTES - SRC2_BYTE2) 

TEMP3 := ABS(SRC1_BYTE10 - SRC2_BYTE3) 
DEST[127:112] := TEMPO + TEMP1 + TEMP2 + TEMP3 


BLK2_OFFSET := imm8[4:3]*32 + 128 

BLK1_OFFSET := imm8[5]*32 + 128 

SRC1_BYTEO := SRC1[BLK1_OFFSET+7:BLK1_OFFSET] 
SRC1_BYTE1 := SRC1[BLK1_OFFSET+15:BLK1_OFFSET+8] 
SRC1_BYTE2 := SRC1[BLK1_OFFSET+23:BLK1_OFFSET+16] 
SRC1_BYTE3 := SRC1[BLK1_OFFSET+31:BLK1_OFFSET+24] 
SRC1_BYTE4 := SRC1[BLK1_OFFSET+39:BLK1_OFFSET+32] 
SRC1_BYTES5 := SRC1[BLK1_OFFSET+47:BLK1_OFFSET+40] 
SRC1_BYTE6 := SRC1[BLK1_OFFSET+55:BLK1_OFFSET+48] 
SRC1_BYTE7 := SRC1[BLK1_OFFSET+63:BLK1_OFFSET+56] 
SRC1_BYTE8 := SRC1[BLK1_OFFSET+71:BLK1_OFFSET+64] 
SRC1_BYTE9 := SRC1[BLK1_OFFSET+79:BLK1_OFFSET+72] 
SRC1_BYTE10 := SRC1[BLK1_OFFSET+87:BLK1_OFFSET+80] 


SRC2_BYTEO := SRC2[BLK2_OFFSET+7:BLK2_OFFSET] 
SRC2_BYTE1 := SRC2[BLK2_OFFSET+15:BLK2_OFFSET+8] 
SRC2_BYTE2 := SRC2[BLK2_OFFSET+23:BLK2_OFFSET+16] 
SRC2_BYTE3 := SRC2[BLK2_OFFSET+31:BLK2_OFFSET+24] 


TEMPO := ABS(SRC1_BYTEO - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE1 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE2 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTE3 - SRC2_BYTE3) 
DEST[143:128] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE1 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE2 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE3 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTE4 - SRC2_BYTE3) 
DEST[159:144] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE2 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE3 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE4 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTES5 - SRC2_BYTE3) 
DEST[175:160] := TEMPO + TEMP1 + TEMP2 + TEMP3 
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TEMPO := ABS(SRC1_BYTE3 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE4 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTES - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTE6 - SRC2_BYTE3) 
DEST[191:176] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE4 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTES - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE6 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTE7 - SRC2_BYTE3) 
DEST[207:192] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTES5 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE6 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE7 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTES8 - SRC2_BYTE3) 
DEST[223:208] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE6 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE7 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTES8 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTES - SRC2_BYTE3) 
DEST[239:224] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE7 - SRC2_BYTEO) 

TEMP1 := ABS(SRC1_BYTES8 - SRC2_BYTE1) 

TEMP2 := ABS(SRC1_BYTES - SRC2_BYTE2) 

TEMP3 := ABS(SRC1_BYTE10 - SRC2_BYTE3) 
DEST[255:240] := TEMPO + TEMP1 + TEMP2 + TEMP3 


VMPSADBW (VEX.128 encoded version) 

BLK2_OFFSET := imm8[1:0]*32 

BLK1_OFFSET := imm8[2]*32 

SRC1_BYTEO := SRC1[BLK1_OFFSET+7:BLK1_OFFSET] 
SRC1_BYTE1 := SRC1[BLK1_OFFSET+15:BLK1_OFFSET+8] 
SRC1_BYTE2 := SRC1[BLK1_OFFSET+23:BLK1_OFFSET+16] 
SRC1_BYTE3 := SRC1[BLK1_OFFSET+31:BLK1_OFFSET+24] 
SRC1_BYTE4 := SRC1[BLK1_OFFSET+39:BLK1_OFFSET+32] 
SRC1_BYTES := SRC1[BLK1_OFFSET+47:BLK1_OFFSET+40] 
SRC1_BYTE6 := SRC1[BLK1_OFFSET+55:BLK1_OFFSET+48] 
SRC1_BYTE7 := SRC1[BLK1_OFFSET+63:BLK1_OFFSET+56] 
SRC1_BYTE8 := SRC1[BLK1_OFFSET+71:BLK1_OFFSET+64] 
SRC1_BYTES := SRC1[BLK1_OFFSET+79:BLK1_OFFSET+72] 
SRC1_BYTE10 := SRC1[BLK1_OFFSET+87:BLK1_OFFSET+80] 


SRC2_BYTEO := SRC2[BLK2_OFFSET+7:BLK2_OFFSET] 
SRC2_BYTE1 := SRC2[BLK2_OFFSET+15:BLK2_OFFSET+8] 
SRC2_BYTE2 := SRC2[BLK2_OFFSET+23:BLK2_OFFSET+16] 
SRC2_BYTE3 := SRC2[BLK2_OFFSET+31:BLK2_OFFSET+24] 
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TEMPO := ABS(SRC1_BYTEO - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE1 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE2 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTE3 - SRC2_BYTE3) 
DEST[15:0] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE1 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE2 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE3 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTE4 - SRC2_BYTE3) 
DEST[31:16] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE2 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE3 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE4 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTES5 - SRC2_BYTE3) 
DEST[47:32] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE3 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE4 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTES5 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTE6 - SRC2_BYTE3) 
DEST[63:48] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE4 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTES5 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE6 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTE7 - SRC2_BYTE3) 
DEST[79:64] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTES5 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE6 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTE7 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTES8 - SRC2_BYTE3) 
DEST[95:80] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE6 - SRC2_BYTEO) 
TEMP1 := ABS(SRC1_BYTE7 - SRC2_BYTE1) 
TEMP2 := ABS(SRC1_BYTES8 - SRC2_BYTE2) 
TEMP3 := ABS(SRC1_BYTES - SRC2_BYTE3) 
DEST[111:96] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS(SRC1_BYTE7 - SRC2_BYTEO) 

TEMP1 := ABS(SRC1_BYTES8 - SRC2_BYTE1) 

TEMP2 := ABS(SRC1_BYTES - SRC2_BYTE2) 

TEMP3 := ABS(SRC1_BYTE10 - SRC2_BYTE3) 
DEST[127:112] := TEMPO + TEMP1 + TEMP2 + TEMP3 
DEST[MAXVL-1:128] := 0 
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MPSADBW (128-bit Legacy SSE version) 

SRC_OFFSET := imm8[1:0]*32 

DEST_OFFSET := imm8[2]*32 

DEST_BYTEO := DEST[DEST_OFFSET+7:DEST_OFFSET] 
DEST_BYTE1 := DEST[DEST_OFFSET+15:DEST_OFFSET+8] 
DEST_BYTE2 := DEST[DEST_OFFSET+23:DEST_OFFSET+16] 
DEST_BYTE3 := DEST[DEST_OFFSET+31:DEST_OFFSET+24] 
DEST_BYTE4 := DEST[DEST_OFFSET+39:DEST_OFFSET+32] 
DEST_BYTES := DEST[DEST_OFFSET+47:DEST_OFFSET+40] 
DEST_BYTE6 := DEST[DEST_OFFSET+55:DEST_OFFSET+48] 
DEST_BYTE7 := DEST[DEST_OFFSET+63:DEST_OFFSET+56] 
DEST_BYTES8 := DEST[DEST_OFFSET+71:DEST_OFFSET+64] 
DEST_BYTES := DEST[DEST_OFFSET+79:DEST_OFFSET+72] 
DEST_BYTE10 := DEST[DEST_OFFSET+87:DEST_OFFSET+80] 


SRC_BYTEO := SRC[SRC_OFFSET+7:SRC_OFFSET] 
SRC_BYTE1 := SRC[SRC_OFFSET+15:SRC_OFFSET+8] 
SRC_BYTE2 := SRC[SRC_OFFSET+23:SRC_OFFSET+16] 
SRC_BYTE3 := SRC[SRC_OFFSET+31:SRC_OFFSET+24] 


TEMPO := ABS( DEST_BYTEO - SRC_BYTEO 
TEMP1 := ABS( DEST_BYTE1 - SRC_BYTE1 
TEMP2 := ABS( DEST_BYTE2 - SRC_BYTE2 
TEMP3 := ABS( DEST_BYTE3 - SRC_BYTE3 
DEST[15:0] := TEMPO + TEMP1 + TEMP2 + TEMP3 


Se Ye YH DS 


TEMPO := ABS( DEST_BYTE1 - SRC_BYTEO) 
TEMP1 := ABS( DEST_BYTE2 - SRC_BYTE1) 
TEMP2 := ABS( DEST_BYTE3 - SRC_BYTE2) 
TEMP3 := ABS( DEST_BYTE4 - SRC_BYTE3) 
DEST[31:16] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS( DEST_BYTE2 - SRC_BYTEO) 
TEMP1 := ABS( DEST_BYTE3 - SRC_BYTE1) 
TEMP2 := ABS( DEST_BYTE4 - SRC_BYTE2) 
TEMP3 := ABS( DEST_BYTES5 - SRC_BYTE3) 
DEST[47:32] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS( DEST_BYTE3 - SRC_BYTEO) 
TEMP1 := ABS( DEST_BYTE4 - SRC_BYTE1) 
TEMP2 := ABS( DEST_BYTES5 - SRC_BYTE2) 
TEMP3 := ABS( DEST_BYTE6 - SRC_BYTE3) 
DEST[63:48] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS( DEST_BYTE4 - SRC_BYTEO) 
TEMP1 := ABS( DEST_BYTES5 - SRC_BYTE1) 
TEMP2 := ABS( DEST_BYTE6 - SRC_BYTE2) 
TEMP3 := ABS( DEST_BYTE7 - SRC_BYTE3) 
DEST[79:64] := TEMPO + TEMP1 + TEMP2 + TEMP3 
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TEMPO := ABS( DEST_BYTES5 - SRC_BYTEO) 
TEMP1 := ABS( DEST_BYTE6 - SRC_BYTE1) 
TEMP2 := ABS( DEST_BYTE7 - SRC_BYTE2) 
TEMP3 := ABS( DEST_BYTES8 - SRC_BYTE3) 
DEST[95:80] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS( DEST_BYTE6 - SRC_BYTEO) 
TEMP1 := ABS( DEST_BYTE7 - SRC_BYTE1) 
TEMP2 := ABS( DEST_BYTES8 - SRC_BYTE2) 
TEMP3 := ABS( DEST_BYTE9 - SRC_BYTE3) 
DEST[111:96] := TEMPO + TEMP1 + TEMP2 + TEMP3 


TEMPO := ABS( DEST_BYTE7 - SRC_BYTEO) 

TEMP1 := ABS( DEST_BYTES8 - SRC_BYTE1) 

TEMP2 := ABS( DEST_BYTE9 - SRC_BYTE2) 

TEMP3 := ABS( DEST_BYTE10 - SRC_BYTE3) 
DEST[127:112] := TEMPO + TEMP1 + TEMP2 + TEMP3 
DEST[MAXVL-1:1 28] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 
(V)JMPSADBW: __m128i_mm_mpsadbw_epu8 (__m128is1,__m128i s2, const int mask); 


VMPSADBW: m256i_mm256_mpsadbw_epu8 (__m256i s1,__ m256i s2, const int mask); 


Flags Affected 
None 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”. 
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MUL—Unsigned Multiply 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
F6 /4 MUL r/m8 M Valid Valid Unsigned multiply (AX := AL * r/m8). 
REX + F6 /4 MUL r/m&” M Valid N.E. Unsigned multiply (AX := AL * r/m8). 
F7 /4 MUL r/m16 M Valid Valid Unsigned multiply (DX:AX := AX * r/m76). 
F7 /4 MUL r/m32 M Valid Valid Unsigned multiply (EDX:EAX := EAX * r/m32). 
REX.W + F7 /4 MUL r/m64 M Valid N.E. Unsigned multiply (RDX:RAX := RAX * r/m64). 
NOTES: 


* |n 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Performs an unsigned multiplication of the first operand (destination operand) and the second operand (source 

operand) and stores the result in the destination operand. The destination operand is an implied operand located in 
register AL, AX or EAX (depending on the size of the operand); the source operand is located in a general-purpose 
register or a memory location. The action of this instruction and the location of the result depends on the opcode 
and the operand size as shown in Table 4-9. 


The result is stored in register AX, register pair DX:AX, or register pair EDX:EAX (depending on the operand size), 
with the high-order bits of the product contained in register AH, DX, or EDX, respectively. If the high-order bits of 
the product are 0, the CF and OF flags are cleared; otherwise, the flags are set. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Use of the REX.R prefix permits access to addi- 
tional registers (R8-R15). Use of the REX.W prefix promotes operation to 64 bits. 


See the summary chart at the beginning of this section for encoding data and limits. 


Table 4-9. MUL Results 


Operand Size Source 1 Source 2 Destination 
Byte AL r/m8 AX 
Word AX r/m16 DX:AX 
Doubleword EAX r/m32 EDX:EAX 
Quadword RAX r/m64 RDX:RAX 
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IF (Byte operation) 
THEN 
AX := AL * SRC; 
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ELSE (* Word or doubleword operation *) 
IF OperandSize = 16 


THEN 


DX:AX := AX * SRC; 
ELSE IF OperandSize = 32 
THEN EDX:EAX := EAX * SRC; Fl; 
ELSE (* OperandSize = 64 *) 
RDX:RAX := RAX * SRC; 


Fl; 
Fl; 


Flags Affected 


The OF and CF flags are set to 0 if the upper half of the result is 0; otherwise, they are set to 1. The SF, ZF, AF, and 
PF flags are undefined. 


Protected Mode Exceptions 


#GP(0) 
#SS(0) 
#PF(fault-code) 
#AC(0) 


#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 
#SS 
#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 
If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) 

#SS(0) 
#PF(fault-code) 
#AC(0) 

#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If alignment checking is enabled and an unaligned memory reference is made. 

If the LOCK prefix is used. 


Compatibility Mode Exceptions 


Same exceptions as 


in protected mode. 


64-Bit Mode Exceptions 


#SS(0) 
#GP(0) 
#PF(fault-code) 
#AC(0) 


MUL—Unsigned Multiply 


If a memory address referencing the SS segment is in a non-canonical form. 
If the memory address is in a non-canonical form. 
If a page fault occurs. 


If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 


Vol.2B 4-151 


INSTRUCTION SET REFERENCE, M-U 


MULPD—Multiply Packed Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
66 OF 59 /r A VV SSE2 Multiply packed double-precision floating-point values 
MULPD xmm1, xmm2/m128 in xmm2/m128 with xmm1 and store result in xmm1. 
VEX.128.66.0F.WIG 59 /r B VV AVX Multiply packed double-precision floating-point values 
VMULPD xmm1,xmme2, xmm3/m128 in xmm3/m128 with xmm2 and store result in xmm1. 
VEX.256.66.0F.WIG 59 /r B VV AVX Multiply packed double-precision floating-point values 
VMULPD ymm1, ymm2, ymm3/m256 in ymm3/m256 with ymm_2 and store result in ymm1. 
EVEX.128.66.0F.W1 59 /r C VV AVX512VL | Multiply packed double-precision floating-point values 
VMULPD xmm1 {k1}{z}, xmm2, AVX512F from xmm3/m128/m64bcst to xmmz and store result 
xmm3/m128/m64bcst in xmm1. 
EVEX.256.66.0F.W1 59 /r C VIV AVX512VL | Multiply packed double-precision floating-point values 
VMULPD ymm1 {k1}{z}, ymm2, AVX512F from ymm3/m256/m64bcst to ymm2 and store result 
ymm3/m256/m64bcst in ymm1. 
EVEX.512.66.0F.W1 59 /r C VIV AVX512F Multiply packed double-precision floating-point values 
VMULPD zmm1 {k1}{z}, zmm2, in zmm3/m512/m64bcst with zmm_2 and store result 
zmm3/m512/m64bcst{er} inzmm1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Multiply packed double-precision floating-point values from the first source operand with corresponding values in 
the second source operand, and stores the packed double-precision floating-point results in the destination 
operand. 


EVEX encoded versions: The first source operand (the second operand) is a ZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 64-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally 
updated with writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. Bits (MAXVL-1:256) of the corre- 
sponding destination ZMM register are zeroed. 


VEX.128 encoded version: The first source operand is a XMM register. The second source operand can be a XMM 
register or a 128-bit memory location. The destination operand is a XMM register. The upper bits (MAXVL-1:128) of 
the destination YMM register destination are zeroed. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. 
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Operation 


VMULPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) AND SRC2 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN 
DEST[i+63:i] := SRC1[i+63:i] * SRC2[63:0] 
ELSE 
DEST[i+63:i] = SRC1[i+63:i] * SRC2[i+63:i] 
Fl; 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMULPD (VEX.256 encoded version) 

DEST[63:0] := SRC1[63:0] * SRC2[63:0] 
DEST[127:64] := SRC1[127:64] * SRC2[127:64] 
DEST[191:128] := SRC1[191:128] * SRC2[191:128] 
DEST[255:192] := SRC1[255:192] * SRC2[255:192] 
DEST[MAXVL-1:256] := 0; 


VMULPD (VEX.128 encoded version) 
DEST[63:0] := SRC1[63:0] * SRC2[63:0] 
DEST[127:64] := SRC1[127:64] * SRC2[127:64] 
DEST[MAXVL-1:128] := 0 


MULPD (128-bit Legacy SSE version) 
DEST[63:0] := DEST[63:0] * SRC[63:0] 
DEST[127:64] := DEST[127:64] * SRC[127:64] 
DEST[MAXVL-1:1 28] (Unmodified) 


MULPD—Multiply Packed Double-Precision Floating-Point Values 


INSTRUCTION SET REFERENCE, M-U 
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Intel C/C++ Compiler Intrinsic Equivalent 


VMULPD __m512d_mm512_mul_pd(__m512d a,__m512db); 

VMULPD __m512d_mm512_mask_mul_pd(__m512ds,__mmask8 k,__m512d a, 
VMULPD __m512d_mm512_maskz_mul_pd(__mmask8 k,__m512d a,__m512d b); 

VMULPD __m512d_mm512_mul_round_pd(__m512da,__m512d5, int); 

VMULPD __m512d_mm512_mask_mul_round_pd(__m512ds,__mmask8 k,__m512da,__m512db, int); 
VMULPD __m512d_mm512_maskz_mul_round_pd(__mmask8 k,__m512da,__m512d 5, int); 

VMULPD __m256d __mm256_mul_pd (__m256d a, __m256d b); 

MULPD __m128d_mm_mul_pd (__m128d a, _m128d b); 


m512d b); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-46, “Type E2 Class Exception Conditions”. 
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MULPS—Multiply Packed Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
NP OF 59 /r A VIV SSE Multiply packed single-precision floating-point values in 
MULPS xmm1, xmm2/m128 xmm2/m128 with xmm1 and store result in xmm1. 
VEX.128.0F.WIG 59 /r B VIV AVX Multiply packed single-precision floating-point values in 
VMULPS xmm1,xmm_2, xmm3/m128 xmm3/m128 with xmm2 and store result in xmm1. 
VEX.256.0F.WIG 59 /r B VIV AVX Multiply packed single-precision floating-point values in 
VMULPS ymm1, ymm2, ymm3/m256 ymm3/m256 with ymm2 and store result in ymm1. 
EVEX.128.0F.WO 59 /r C VIV AVX512VL | Multiply packed single-precision floating-point values 
VMULPS xmm1 {k1}{z}, xmm2, AVX512F from xmm3/m128/m32bcst to xmm2 and store result in 
xmm3/m128/m32bcst xmm1. 
EVEX.256.0F.WO 59 /r C VIV AVX512VL | Multiply packed single-precision floating-point values 
VMULPS ymm1 {k1}{z}, ymm2, AVX512F from ymm3/m256/m32bcst to ymm2 and store result in 
ymm3/m256/m32bcst ymm1. 
EVEX.512.0F.WO 59 /r C VIV AVX512F Multiply packed single-precision floating-point values in 
VMULPS zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst with zmm2 and store result in 
zmm3/m51 2/m32bcst {er} zmm1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 

A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 

B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 

C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 

Description 


Multiply the packed single-precision floating-point values from the first source operand with the corresponding 
values in the second source operand, and stores the packed double-precision floating-point results in the destina- 


tion operand. 


EVEX encoded versions: The first source operand (the second operand) is aZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 32-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally 


updated with writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 


register or a 256-bit memory location. The destination operand is a YMM register. Bits (MAXVL-1:256) of the corre- 
sponding destination ZMM register are zeroed. 


VEX.128 encoded version: The first source operand is a XMM register. The second source operand can be a XMM 
register or a 128-bit memory location. The destination operand is a XMM register. The upper bits (MAXVL-1:128) of 
the destination YMM register destination are zeroed. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. 
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Operation 


VMULPS (EVEX encoded version) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) AND SRC2 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
DEST[i+31:i] := SRC1[i+31:i] * SRC2[31:0] 
ELSE 
DEST[i+31:i] = SRC1[i+31:i] * SRC2[i+31:i] 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VMULPS (VEX.256 encoded version) 

DEST[31:0] := SRC1[31:0] * SRC2[31:0] 
DEST[63:32] := SRC1[63:32] * SRC2[63:32] 
DEST[95:64] := SRC1[95:64] * SRC2[95:64] 
DEST[127:96] := SRC1[127:96] * SRC2[127:96] 
DEST[159:128] := SRC1[159:128] * SRC2[159:1 28] 
DEST[191:160] := SRC1[191:160] * SRC2[191:160] 
DEST[223:192] := SRC1[223:192] * SRC2[223:192] 
DEST[255:224] := SRC1[255:224] * SRC2[255:224]. 
DEST[MAXVL-1:256] := 0; 


VMULPS (VEX.128 encoded version) 
DEST[31:0] := SRC1[31:0] * SRC2[31:0] 
DEST[63:32] := SRC1[63:32] * SRC2[63:32] 
DEST[95:64] := SRC1[95:64] * SRC2[95:64] 
DEST[127:96] := SRC1[127:96] * SRC2[127:96] 
DEST[MAXVL-1:128] := 0 


MULPS (128-bit Legacy SSE version) 
DEST[31:0] := SRC1[31:0] * SRC2[31:0] 
DEST[63:32] := SRC1[63:32] * SRC2[63:32] 
DEST[95:64] := SRC1[95:64] * SRC2[95:64] 
DEST[127:96] := SRC1[127:96] * SRC2[127:96] 
DEST[MAXVL-1:128] (Unmodified) 
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MULPS—Multiply Packed Single-Precision Floating-Point Values 


Intel C/C++ Compiler Intrinsic Equivalent 


VMULPS __m512_mm512_mul_ps(__m512 a,__m512 b); 

VMULPS __m512_mm512_mask_mul_ps(__m512s,__ mmask16 k,__m512 a, 
VMULPS __m512 _mm512_maskz_mul_ps(__mmask16 k,__m512 a,__m512 b); 
VMULPS __m512 _mm512_mul_round_ps(__m512 a,__m512 b, int); 


m512 b); 


VMULPS __m512 _mm512_mask_mul_round_ps(__m512 s,__mmask16 k,__m512 a,__m512 5, int); 


VMULPS __m512 _mm512_maskz_mul_round_ps(__mmask16 k,__m512 a,__m512 5, int); 
VMULPS __m256 _mm256_mask_mul_ps(__m256 s,__ mmask8 k,__m256 a,__m256 b); 
VMULPS __m256 _mm256_maskz_mul_ps(__mmask8 k,__m256 a,__ m256 b); 

VMULPS __m128 _mm_mask_mul_ps(__m128s,__ mmask8 k,__m128 a,__m128 b); 
VMULPS __m128 _mm_maskz_mul_ps(__mmask8 k,__m128 a,__m128 b); 

VMULPS __m256 _mm256_mul_ps (__m256 a, __m256 b); 

MULPS __m128_mm_mul_ps (_m128 a,__m128 b); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-19, “Type 2 Class Exception Conditions”. 


EVEX-encoded instruction, see Table 2-46, “Type E2 Class Exception Conditions”. 
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MULSD—Multiply Scalar Double-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
F2 OF 59 /r A VIV SSE2 Multiply the low double-precision floating-point value in 
MULSD xmm1,xmm2/m64 xmm2/m64 by low double-precision floating-point 
value in xmm1. 
VEX.LIG.F2.0F.WIG 59 /r B VIV AVX Multiply the low double-precision floating-point value in 
VMULSD xmm1,xmm2, xmm3/m64 xmm3/m64 by low double-precision floating-point 
value in xmm2. 
EVEX.LLIG.F2.0F.W1 59 /r C VIV AVX512F Multiply the low double-precision floating-point value in 
VMULSD xmm1 {k1}{z}, xmm2, xmm3/m64 by low double-precision floating-point 
xmm3/m64 {er} value in xmmz. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Multiplies the low double-precision floating-point value in the second source operand by the low double-precision 
floating-point value in the first source operand, and stores the double-precision floating-point result in the destina- 
tion operand. The second source operand can be an XMM register or a 64-bit memory location. The first source 
operand and the destination operands are XMM registers. 


128-bit Legacy SSE version: The first source operand and the destination operand are the same. Bits (MAXVL- 
1:64) of the corresponding destination register remain unchanged. 


VEX.128 and EVEX encoded version: The quadword at bits 127:64 of the destination operand is copied from the 
same bits of the first source operand. Bits (MAXVL-1:128) of the destination register are zeroed. 


EVEX encoded version: The low quadword element of the destination operand is updated according to the 
writemask. 


Software should ensure VMULSD is encoded with VEX.L=0. Encoding VMULSD with VEX.L=1 may encounter unpre- 
dictable behavior across different processor generations. 
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Operation 


VMULSD (EVEX encoded version) 
IF (EVEX.b = 1) AND SRC2 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := SRC1[63:0] * SRC2[63:0] 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl 
Fl; 
ENDFOR 


DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] = 0 


VMULSD (VEX.128 encoded version) 
DEST[63:0] := SRC1[63:0] * SRC2[63:0] 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


MULSD (128-bit Legacy SSE version) 
DEST[63:0] := DEST[63:0] * SRC[63:0] 
DEST[MAXVL-1:64] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


INSTRUCTION SET REFERENCE, M-U 


VMULSD __m128d_mm_mask_mul_sd(__m128d s,__ mmask8 k,__m128d a,__m128d b); 


VMULSD __m128d _mm_maskz_mul_sd(__mmask8 k, 
VMULSD __m128d_mm_mul_round_sd(__m128da,__m128d 5, int); 


VMULSD __m128d _mm_mask_mul_round_sd(__m128d s,__ mmask8 k, 
VMULSD __m128d _mm_maskz_mul_round_sd(__mmask8 k,___m128d a, 


MULSD __m128d_mm_mul_sd (__m128d a,__m128d b) 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 


m128d a,__m128d b); 


m128d a,__m128d b, int); 
m1 28d b, int); 


Non-EVEX-encoded instruction, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-47, “Type E3 Class Exception Conditions”. 
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MULSS—Multiply Scalar Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
F3 OF 59 /r A VIV SSE Multiply the low single-precision floating-point value in 
MULSS xmm1,xmm2/m32 xmm2/m32 by the low single-precision floating-point 
value in xmm1. 
VEX.LIG.F3.0F.WIG 59 /r B VIV AVX Multiply the low single-precision floating-point value in 
VMULSS xmm1,xmm2, xmm3/m32 xmm3/m32 by the low single-precision floating-point 
value in xmm2. 
EVEX.LLIG.F3.0F.WO 59 /r C VV AVX512F Multiply the low single-precision floating-point value in 
VMULSS xmm1 {k1}{z}, xmme2, xmm3/m32 by the low single-precision floating-point 
xmm3/m32 {er} value in xmm2. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Multiplies the low single-precision floating-point value from the second source operand by the low single-precision 
floating-point value in the first source operand, and stores the single-precision floating-point result in the destina- 
tion operand. The second source operand can be an XMM register or a 32-bit memory location. The first source 
operand and the destination operands are XMM registers. 


128-bit Legacy SSE version: The first source operand and the destination operand are the same. Bits (MAXVL- 
1:32) of the corresponding YMM destination register remain unchanged. 


VEX.128 and EVEX encoded version: The first source operand is an xmm register encoded by VEX.vvvv. The three 
high-order doublewords of the destination operand are copied from the first source operand. Bits (MAXVL-1:128) 
of the destination register are zeroed. 


EVEX encoded version: The low doubleword element of the destination operand is updated according to the 
writemask. 


Software should ensure VMULSS is encoded with VEX.L=0. Encoding VMULSS with VEX.L=1 may encounter unpre- 
dictable behavior across different processor generations. 
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Operation 


VMULSS (EVEX encoded version) 
IF (EVEX.b = 1) AND SRC2 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN = DEST[31:0] := SRC1[31:0] * SRC2[31:0] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl 
Fl; 
ENDFOR 


DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] = 0 


VMULSS (VEX.128 encoded version) 
DEST[31:0] := SRC1[31:0] * SRC2[31:0] 
DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


MULSS (128-bit Legacy SSE version) 
DEST[31:0] := DEST[31:0] * SRC[31:0] 
DEST[MAXVL-1:32] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VMULSS __m128_mm_mask_mul_ss(__m128s,__ mmask8 k,__m128 a,__m128 b); 


VMULSS __m128_mm_maskz_mul_ss(__mmask8 k,__m128 a, 
VMULSS __m128_mm_mul_round_ss(__m128 a,__m128b, int); 
VMULSS __m128_mm_mask_mul_round_ss(__m128 s,__mmask8 k, 


m128 b); 


m128 a, 


m128 b, int); 


VMULSS __m128_mm_maskz_mul_round_ss(__mmask8 k,__m128 a,__m128b, int); 


MULSS __m128_mm_mul_ss(__m128 a,__m128 b) 


SIMD Floating-Point Exceptions 
Underflow, Overflow, Invalid, Precision, Denormal 


Other Exceptions 


INSTRUCTION SET REFERENCE, M-U 


Non-EVEX-encoded instruction, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-47, “Type E3 Class Exception Conditions”. 
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MULX — Unsigned Multiply Without Affecting Flags 


Opcode/ Op/ 64/32 | CPUID Description 
Instruction En -bit Feature 

Mode | Flag 
VEX.LZ.F2.0F38.W0O F6 /r RVM | V/V BMI2 Unsigned multiply of r/m32 with EDX without affecting arithmetic 
MULX r32a, r32b, r/m32 flags. 
VEX.LZ.F2.0F38.W1 F6 /r RVM | V/N.E. | BMI2 Unsigned multiply of r/m64 with RDX without affecting arithmetic 
MULX r64a, r64b, r/m64 flags. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RVM ModRM:reg (w) VEX.vvwv (w) ModRMsr/m (r) RDMEDISS ee eee its 
Description 


Performs an unsigned multiplication of the implicit source operand (EDX/RDX) and the specified source operand 
(the third operand) and stores the low half of the result in the second destination (Second operand), the high half 
of the result in the first destination operand (first operand), without reading or writing the arithmetic flags. This 
enables efficient programming where the software can interleave add with carry operations and multiplications. 

If the first and second operand are identical, it will contain the high half of the multiplication result. 

This instruction is not supported in real mode and virtual-8086 mode. The operand size is always 32 bits if not in 
64-bit mode. In 64-bit mode operand size 64 requires VEX.W1. VEX.W1 is ignored in non-64-bit modes. An attempt 
to execute this instruction with VEX.L not equal to 0 will cause #UD. 


Operation 


// DEST1: ModRM:reg 
// DEST2: VEX.vwvv 
IF (OperandSize = 32) 
SRC1 := EDX; 
DEST2 := (SRC1*SRC2)[31:0]; 
DEST1 := (SRC1*SRC2)[63:32]; 
ELSE IF (OperandSize = 64) 
SRC1 := RDX; 
DEST2 := (SRC1*SRC2)[63:0]; 
DEST1 := (SRC1*SRC2)[1 27:64]; 
Fl 


Flags Affected 
None 


Intel C/C++ Compiler Intrinsic Equivalent 
Auto-generated from high-level language when possible. 
unsigned int mulx_u32(unsigned int a, unsigned int b, unsigned int * hi); 


unsigned __ int64 mulx_u64(unsigned __int64 a, unsigned __int64 b, unsigned __int64 * hi); 


SIMD Floating-Point Exceptions 
None 
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Other Exceptions 
See Table 2-29, “Type 13 Class Exception Conditions”. 
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MWAIT—Monitor Wait 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 01 C9 MWAIT ZO ‘| Valid Valid A hint that allows the processor to stop 


instruction execution and enter an 
implementation-dependent optimized state 
until occurrence of a class of events. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


MWAIT instruction provides hints to allow the processor to enter an implementation-dependent optimized state. 
There are two principal targeted usages: address-range monitor and advanced power management. Both usages 
of MWAIT require the use of the MONITOR instruction. 


CPUID.01H:ECX.MONITOR[bit 3] indicates the availability of MONITOR and MWAIT in the processor. When set, 
MWAIT may be executed only at privilege level 0 (use at any other privilege level results in an invalid-opcode 
exception). The operating system or system BIOS may disable this instruction by using the IA32_MISC_ENABLE 
MSR; disabling MWAIT clears the CPUID feature flag and causes execution to generate an invalid-opcode excep- 
tion. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


ECX specifies optional extensions for the MWAIT instruction. EAX may contain hints such as the preferred optimized 
state the processor should enter. The first processors to implement MWAIT supported only the zero value for EAX 
and ECX. Later processors allowed setting ECX[0] to enable masked interrupts as break events for MWAIT (see 

below). Software can use the CPUID instruction to determine the extensions and hints supported by the processor. 


MWAIT for Address Range Monitoring 


For address-range monitoring, the MWAIT instruction operates with the MONITOR instruction. The two instructions 
allow the definition of an address at which to wait (MONITOR) and a implementation-dependent-optimized opera- 
tion to commence at the wait address (MWAIT). The execution of MWAIT is a hint to the processor that it can enter 
an implementation-dependent-optimized state while waiting for an event or a store operation to the address range 
armed by MONITOR. 


The following cause the processor to exit the implementation-dependent-optimized state: a store to the address 
range armed by the MONITOR instruction, an NMI or SMI, a debug exception, a machine check exception, the 
BINIT# signal, the INIT# signal, and the RESET# signal. Other implementation-dependent events may also cause 
the processor to exit the implementation-dependent-optimized state. 


In addition, an external interrupt causes the processor to exit the implementation-dependent-optimized state 
either (1) if the interrupt would be delivered to software (e.g., as it would be if HLT had been executed instead of 
MWAIT); or (2) if ECX[0] = 1. Software can execute MWAIT with ECX[0] = 1 only if CPUID.O5H:ECX[bit 1] = 1. 
(Implementation-specific conditions may result in an interrupt causing the processor to exit the implementation- 
dependent-optimized state even if interrupts are masked and ECX[0] = 0.) 


Following exit from the implementation-dependent-optimized state, control passes to the instruction following the 
MWAIT instruction. A pending interrupt that is not masked (including an NMI or an SMI) may be delivered before 
execution of that instruction. Unlike the HLT instruction, the MWAIT instruction does not support a restart at the 
MWATIT instruction following the handling of an SMI. 


If the preceding MONITOR instruction did not successfully arm an address range or if the MONITOR instruction has 
not been executed prior to executing MWAIT, then the processor will not enter the implementation-dependent-opti- 
mized state. Execution will resume at the instruction following the MWAIT. 
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MWAIT for Power Management 


MWAIT accepts a hint and optional extension to the processor that it can enter a specified target C state while 
waiting for an event or a store operation to the address range armed by MONITOR. Support for MWAIT extensions 
for power management is indicated by CPUID.O5H:ECX[bit 0] reporting 1. 


EAX and ECX are used to communicate the additional information to the MWAIT instruction, such as the kind of 

optimized state the processor should enter. ECX specifies optional extensions for the MWAIT instruction. EAX may 
contain hints such as the preferred optimized state the processor should enter. Implementation-specific conditions 
may cause a processor to ignore the hint and enter a different optimized state. Future processor implementations 
may implement several optimized “waiting” states and will select among those states based on the hint argument. 


Table 4-10 describes the meaning of ECX and EAX registers for MWAIT extensions. 


Table 4-10. MWAIT Extension Register (ECX) 


Bits Description 
0 Treat interrupts as break events even if masked (e.g., even if EFLAGS.IF=0), May be set only if 
CPUID.O5H:ECX[bit 1] = 1. 
31:1 Reserved 


Table 4-11. MWAIT Hints Register (EAX) 
Bits Description 
Sub C-state within a C-state, indicated by bits [7:4] 
Target C-state* 
Value of O means C1; 1 means C2 and so on 
Value of 01111B means CO 


Note: Target C states for MWAIT extensions are processor-specific C-states, not ACPI C-states 
31:8 Reserved 


Note that if MWAIT is used to enter any of the C-states that are numerically higher than C1, a store to the address 
range armed by the MONITOR instruction will cause the processor to exit MWAIT only if the store was originated by 
other processor agents. A store from non-processor agent might not cause the processor to exit MWAIT in such 
cases. 


For additional details of MWAIT extensions, see Chapter 14, “Power and Thermal Management,” of Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 3A. 


Operation 
(* MWAIT takes the argument in EAX as a hint extension and is architected to take the argument in ECX as an instruction extension 
MWAIT EAX, ECX *) 


{ 
WHILE ( (“Monitor Hardware is in armed state’)) { 


implementation_dependent_optimized_state(EAX, ECX); } 
Set the state of Monitor Hardware as triggered; 


} 


Intel C/C++ Compiler Intrinsic Equivalent 


MWAIT: void _mm_mwait(unsigned extensions, unsigned hints) 
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Example 


MONITOR/MWAIT instruction pair must be coded in the same loop because execution of the MWAIT instruction will 
trigger the monitor hardware. It is not a proper usage to execute MONITOR once and then execute MWAIT ina 
loop. Setting up MONITOR without executing MWAIT has no adverse effects. 


Typically the MONITOR/MWAIT pair is used in a sequence, such as: 


EAX = Logical Address(Trigger) 
ECX = 0 (*Hints *) 
EDX = 0 (* Hints *) 


IF ( !trigger_store_happened) { 

MONITOR EAX, ECX, EDX 

IF ( !trigger_store_happened ) { 

MWAIT EAX, ECX 

} 
} 
The above code sequence makes sure that a triggering store does not happen between the first check of the trigger 
and the execution of the monitor instruction. Without the second check that triggering store would go un-noticed. 
Typical usage of MONITOR and MWAIT would have the above code sequence within a loop. 


Numeric Exceptions 
None 


Protected Mode Exceptions 


#GP(0) If ECX[31:1] #0. 
If ECX[0] = 1 and CPUID.O5H:ECX([bit 1] = 0. 
#UD If CPUID.01H:ECX.MONITOR[bit 3] = 0. 


If current privilege level is not 0. 


Real Address Mode Exceptions 


#GP If ECX[31:1] #0. 
If ECX[0] = 1 and CPUID.O5H:ECX([bit 1] = 0. 
#UD If CPUID.01H:ECX.MONITOR[bit 3] = 0. 


Virtual 8086 Mode Exceptions 


#UD The MWAIT instruction is not recognized in virtual-8086 mode (even if 
CPUID.O1H:ECX.MONITOR[bit 3] = 1). 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) If RCX[63:1] #0. 
If RCX[0] = 1 and CPUID.O5H:ECX[bit 1] = 0. 
#UD If the current privilege level is not 0. 


If CPUID.O1H:ECX.MONITOR[bit 3] = 0. 
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NEG—Two’'s Complement Negation 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
F6 /3 NEG r/m8 M Valid Valid Two's complement negate r/m8. 
REX + F6 /3 NEG r/m8* M Valid N.E. Two's complement negate r/m8. 
F7 /3 NEG r/m16 M Valid Valid Two's complement negate r/m16. 
F7 /3 NEG r/m32 M Valid Valid Two's complement negate r/m32. 
REX.W + F7 /3 NEG r/m64 M Valid N.E. Two's complement negate r/m64. 
NOTES: 


* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r, w) NA NA NA 
Description 


Replaces the value of operand (the destination operand) with its two's complement. (This operation is equivalent 
to subtracting the operand from 0.) The destination operand is located in a general-purpose register or a memory 
location. 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 
In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 


access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


Operation 


IF DEST =O 
THEN CF := 0; 
ELSE CF := 1; 
Fl; 
DEST := [- (DEST)] 


Flags Affected 


The CF flag set to 0 if the source operand is 0; otherwise it is set to 1. The OF, SF, ZF, AF, and PF flags are set 
according to the result. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same as for protected mode exceptions. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) For a page fault. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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NOP—No Operation 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
NP 90 NOP ZO | Valid Valid One byte no-operation instruction. 
NP OF 1F /0 NOP r/m16 M Valid Valid Multi-byte no-operation instruction. 
NP OF 1F /0 NOP r/m32 M Valid Valid Multi-byte no-operation instruction. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
M ModRM:r/m (r) NA NA NA 
Description 


This instruction performs no operation. It is a one-byte or multi-byte NOP that takes up space in the instruction 
stream but does not impact machine context, except for the EIP register. 


The multi-byte form of NOP is available on processors with model encoding: 
¢ CPUID.O1H.EAX[Bytes 11:8] = 0110B or 1111B 


The multi-byte NOP instruction does not alter the content of a register and will not issue a memory operation. The 
instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 
The one-byte NOP instruction is an alias mnemonic for the XCHG (E)AX, (E)AX instruction. 


The multi-byte NOP instruction performs no operation on supported processors and generates undefined opcode 
exception on processors that do not support the multi-byte NOP instruction. 


The memory operand form of the instruction allows software to create a byte sequence of “no operation” as one 
instruction. For situations where multiple-byte NOPs are needed, the recommended operations (32-bit mode and 
64-bit mode) are: 


Table 4-12. Recommended Multi-Byte Sequence of NOP Instruction 


Length Assembly Byte Sequence 

2 bytes 66 NOP 66 90H 

3 bytes NOP DWORD ptr [EAX] OF 1F OOH 

4 bytes NOP DWORD ptr [EAX + OOH] OF 1F 40 OOH 

5 bytes NOP DWORD ptr [EAX + EAX*1 + OOH] OF 1F 44 00 OOH 

6 bytes 66 NOP DWORD ptr [EAX + EAX*1 + OOH] 66 OF 1F 44 00 OOH 

7 bytes NOP DWORD ptr [EAX + OOOO0000H] OF 1F 80 00 00 00 OOH 

8 bytes NOP DWORD ptr [EAX + EAX*1 + OOOO0000H] OF 1F 84 00 00 00 00 OOH 

9 bytes 66 NOP DWORD ptr [EAX + EAX*1 + OOOQO000H] 66 OF 1F 84 00 00 00 00 OOH 
Flags Affected 
None 


Exceptions (All Operating Modes) 
#UD If the LOCK prefix is used. 
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NOT—One’s Complement Negation 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
F6 /2 NOT r/m8 M Valid Valid Reverse each bit of r/m8. 
REX + F6 /2 NOT r/m8* M Valid N.E. Reverse each bit of r/m8. 
F7 /2 NOT r/m16 M Valid Valid Reverse each bit of r/m76. 
F7 /2 NOT r/m32 M Valid Valid Reverse each bit of r/m32. 
REX.W + F7 /2 NOT r/m64 M Valid N.E. Reverse each bit of r/m64. 
NOTES: 


* |n 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r, w) NA NA NA 
Description 


Performs a bitwise NOT operation (each 1 is set to 0, and each 0 is set to 1) on the destination operand and stores 
the result in the destination operand location. The destination operand can be a register or a memory location. 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


Operation 
DEST := NOT DEST; 


Flags Affected 
None 


Protected Mode Exceptions 

#GP(0) If the destination operand points to a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 
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Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same as for protected mode exceptions. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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OR—Logical Inclusive OR 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OC ib OR AL, imm8& | Valid Valid AL OR immé. 
OD iw OR AX, imm16 | Valid Valid AX OR imm76. 
OD id OR EAX, imm32 | Valid Valid EAX OR imm32. 
REX.W + OD id OR RAX, imm32 | Valid N.E. RAX OR imm32 (sign-extended). 
80/1 ib OR r/m8, imm8 MI | Valid Valid r/m8 OR imme. 
REX + 80/1 ib OR r/m8*, imm8& MI | Valid N.E. r/m8 OR imme. 
81/1 iw OR r/m16, imm16 MI | Valid Valid r/m16 OR imm16. 
81/1 id OR r/m32, imm32 MI | Valid Valid r/m32 OR imm32. 
REX.W + 81 /1 id OR r/m64, imm32 MI | Valid N.E. r/m64 OR imm32 (sign-extended). 
83 /1 ib OR r/m16, imm8 MI | Valid Valid r/m16 OR imm8 (sign-extended). 
83/1 ib OR r/m32, imm8 MI | Valid Valid r/m32 OR imm8& (sign-extended). 
REX.W + 83/1 ib OR r/m64, imm8 MI | Valid N.E. r/m64 OR imm8 (sign-extended). 
08 /r OR r/m8, r8 MR | Valid Valid r/m8 OR r8. 
REX + 08 /r OR r/m8*, r8* MR | Valid N.E. r/m8 OR r8. 
09 /r OR r/m16, r16 MR | Valid Valid r/m16 OR r16. 
09 /r OR r/m32, r32 MR | Valid Valid r/m32 OR r32. 
REX.W + 09 /r OR r/m64, r64 MR | Valid N.E. r/m64 OR r64. 
OA /r OR r8, r/m8 RM _ | Valid Valid r8 OR r/mé. 
REX + OA /r OR r8*, r/m8* RM _ | Valid N.E. r8 OR r/mé. 
OB /r OR r16, r/m16 RM _ | Valid Valid r16 OR r/m16. 
OB /r OR 32, r/m32 RM_ | Valid Valid r32 OR r/m32. 
REX.W + OB /r OR 164, r/m64 RM _ | Valid N.E. r64 OR r/m64. 
NOTES: 


* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
| AL/AX/EAX/RAX imm8/16/32 NA NA 
MI ModRM:r/m (r, w) imm8/16/32 NA NA 
MR ModRM:r/m (r, w) ModRM:reg (r) NA NA 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


Performs a bitwise inclusive OR operation between the destination (first) and source (second) operands and stores 
the result in the destination operand location. The source operand can be an immediate, a register, or a memory 
location; the destination operand can be a register or a memory location. (However, two memory operands cannot 
be used in one instruction.) Each bit of the result of the OR instruction is set to 0 if both corresponding bits of the 
first and second operands are 0; otherwise, each bit is set to 1. 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 
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In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


Operation 
DEST := DEST OR SRC; 


Flags Affected 


The OF and CF flags are cleared; the SF, ZF, and PF flags are set according to the result. The state of the AF flag is 
undefined. 


Protected Mode Exceptions 

#GP(0) If the destination operand points to a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same as for protected mode exceptions. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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ORPD—Bitwise Logical OR of Packed Double Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
66 OF 56/r A VIV SSE2 Return the bitwise logical OR of packed double-precision 
ORPD xmm1, xmm2/m128 floating-point values in xmm1 and xmm2/mem. 
VEX.128.66.0F 56 /r B VIV AVX Return the bitwise logical OR of packed double-precision 
VORPD xmm1,xmm2, xmm3/m128 floating-point values in xmm2 and xmm3/mem. 
VEX.256.66.0F 56 /r B VIV AVX Return the bitwise logical OR of packed double-precision 
VORPD ymm1, ymm2, ymm3/m256 floating-point values in ymm2 and ymm3/mem. 
EVEX.128.66.0F.W1 56 /r C VIV AVX512VL | Return the bitwise logical OR of packed double-precision 
VORPD xmm1 {k1}{z}, xmm2, AVX512DQ | floating-point values in xmm2 and xmm3/m128/m64bcst 
xmm3/m1 28/m64bcst subject to writemask k1. 
EVEX.256.66.0F.W1 56 /r C VIV AVX512VL | Return the bitwise logical OR of packed double-precision 
VORPD ymm1 {k1}{z}, ymm2, AVX512DQ | floating-point values in ymm2 and ymm3/m256/m64bcst 
ymm3/m256/m64bcst subject to writemask k1. 
EVEX.512.66.0F.W1 56 /r C VV AVX512DQ | Return the bitwise logical OR of packed double-precision 
VORPD zmm1 {k1}{z}, zmm2, floating-point values in zmm2 and zmm3/m512/m64bcst 
zmm3/m512/m64bcst subject to writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 

A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 

B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 

C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 

Description 


Performs a bitwise logical OR of the two, four or eight packed double-precision floating-point values from the first 
source operand and the second source operand, and stores the result in the destination operand. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector broadcasted from a 
32-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally updated with 
writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of the 
corresponding ZMM register destination are zeroed. 


VEX.128 encoded version: The first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
register destination are unmodified. 
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Operation 


VORPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) AND (SRC2 *is memory*) 
THEN 
DEST[i+63:i] := SRC1[i+63:i] BITWISE OR SRC2[63:0] 
ELSE 
DEST[i+63:i] := SRC1[i+63:i] BITWISE OR SRC2[i+63:i] 
Fl; 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VORPD (VEX.256 encoded version) 

DEST[63:0] := SRC1[63:0] BITWISE OR SRC2[63:0] 
DEST[127:64] := SRC1[127:64] BITWISE OR SRC2[1 27:64] 
DEST[191:128] := SRC1[191:128] BITWISE OR SRC2[191:128] 
DEST[255:192] := SRC1[255:192] BITWISE OR SRC2[255:192] 
DEST[MAXVL-1:256] := 0 


VORPD (VEX.128 encoded version) 

DEST[63:0] := SRC1[63:0] BITWISE OR SRC2[63:0] 
DEST[127:64] := SRC1[127:64] BITWISE OR SRC2[1 27:64] 
DEST[MAXVL-1:128] := 0 


ORPD (128-bit Legacy SSE version) 

DEST[63:0] := DEST[63:0] BITWISE OR SRC[63:0] 
DEST[127:64] := DEST[127:64] BITWISE OR SRC[127:64] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VORPD __m512d_mm512_or_pd(__m512da,__m512d b); 


VORPD __m512d_mm512_mask_or_pd(__m512ds,__mmask8 k,__m512da,__m512d b); 
m512d b); 


VORPD __m512d_mm512_maskz_or_pd (__mmask8 k,___m512d a, 

VORPD __m256d_mm256_mask_or_pd(__m256ds,__ mmask8 k,__ m256d a,___ m256d b); 
VORPD __m256d _mm256_maskz_or_pd (__mmask8 k, __ m256d a, 

VORPD __m128d_mm_mask_or_pd(__m128ds,__ mmask8 k,___m128da,__m128d b); 
VORPD __m128d _mm_maskz_or_pd (__mmask8 k,___m128d a,__m128d b); 


VORPD __m256d_mm256_or_pd (__m256d a, ___m256d b); 
ORPD __m128d_mm_or_pd (__m128d a,__m128d b); 
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SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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ORPS—Bitwise Logical OR of Packed Single Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
NP OF 56 /r A VIV SSE Return the bitwise logical OR of packed single-precision 
ORPS xmm1, xmm2/m128 floating-point values in xmm1 and xmm2/mem. 
VEX.128.0F 56 /r B VIV AVX Return the bitwise logical OR of packed single-precision 
VORPS xmm1,xmm2, xmm3/m128 floating-point values in xmm2 and xmm3/mem. 
VEX.256.0F 56 /r B VIV AVX Return the bitwise logical OR of packed single-precision 
VORPS ymm1, ymm2, ymm3/m256 floating-point values in ymm2 and ymm3/mem. 
EVEX.128.0F.WO 56 /r C VIV AVX512VL | Return the bitwise logical OR of packed single-precision 
VORPS xmm1 {k1}{z}, xmm2, AVX512DQ | floating-point values in xmm2 and xmm3/m128/m32bcst 
xmm3/m128/m32bcst subject to writemask k1. 
EVEX.256.0F.WO 56 /r C VIV AVX512VL | Return the bitwise logical OR of packed single-precision 
VORPS ymm1 {k1}{z}, ymm2, AVX512DQ | floating-point values in ymm2 and ymm3/m256/m32bcst 
ymm3/m256/m32bcst subject to writemask k1. 
EVEX.512.0F.W0 56 /r € VV AVX512DQ | Return the bitwise logical OR of packed single-precision 
VORPS zmm1 {k1}{z}, zmm2, floating-point values in zmm2 and zmm3/m512/m32bcst 
zmm3/m512/m32bcst subject to writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 

A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 

B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 

C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 

Description 


Performs a bitwise logical OR of the four, eight or sixteen packed single-precision floating-point values from the 
first source operand and the second source operand, and stores the result in the destination operand 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector broadcasted from a 
32-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally updated with 
writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of the 
corresponding ZMM register destination are zeroed. 


VEX.128 encoded version: The first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
register destination are unmodified. 
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Operation 


VORPS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 

i:=j* 32 

IF k1[j] OR *no writemask* 

THEN 
IF (EVEX.b == 1) AND (SRC2 *is memory*) 
THEN 


DEST[i+31:i] = SRC1[i+31:i] BITWISE OR SRC2[31:0] 


ELSE 


DEST[i+31:i] = SRC1[i+31:i] BITWISE OR SRC2[i+31:i] 


Fl; 
ELSE 
IF *merging-masking* 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VORPS (VEX.256 encoded version) 

DEST[31:0] := SRC1[31:0] BITWISE OR SRC2[31:0] 
DEST[63:32] := SRC1[63:32] BITWISE OR SRC2[63:32] 
DEST[95:64] := SRC1[95:64] BITWISE OR SRC2[95:64] 
DEST[127:96] := SRC1[127:96] BITWISE OR SRC2[127:96] 
DEST[159:128] := SRC1[159:128] BITWISE OR SRC2[159:128] 
DEST[191:160] := SRC1[191:160] BITWISE OR SRC2[191:160] 
DEST[223:192] := SRC1[223:192] BITWISE OR SRC2[223:192] 


DEST[255:224] := SRC1[255:224] BITWISE OR SRC2[255:224]. 


DEST[MAXVL-1:256] := 0 


VORPS (VEX.128 encoded version) 

DEST[31:0] := SRC1[31:0] BITWISE OR SRC2[31:0] 
DEST[63:32] := SRC1[63:32] BITWISE OR SRC2[63:32] 
DEST[95:64] := SRC1[95:64] BITWISE OR SRC2[95:64] 
DEST[127:96] := SRC1[127:96] BITWISE OR SRC2[127:96] 
DEST[MAXVL-1:128] := 0 


ORPS (128-bit Legacy SSE version) 

DEST[31:0] := SRC1[31:0] BITWISE OR SRC2[31:0] 
DEST[63:32] := SRC1[63:32] BITWISE OR SRC2[63:32] 
DEST[95:64] := SRC1[95:64] BITWISE OR SRC2[95:64] 
DEST[127:96] := SRC1[127:96] BITWISE OR SRC2[1 27:96] 
DEST[MAXVL-1:128] (Unmodified) 
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; merging-masking 


; zeroing-masking 
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Intel C/C++ Compiler Intrinsic Equivalent 
VORPS __m512_mm512_or_ps(__m512a,__m512 b); 


VORPS __m512_mm512_mask_or_ps (__m512s,__mmask16k,__m512 a,__m512 b); 
VORPS __m512_mm512_maskz_or_ps (__mmask16 k,__m512 a,__m512 b); 
VORPS __m256_mm256_mask_or_ps (_m256s,___ mmask8k,__ m256 a,__ M256 b); 


VORPS __m256 _mm256_maskz_or_ps (__mmask8 k,__m256 a,__m256 b); 
VORPS __m128_mm_mask_or_ps (__m128s,__mmask8k,__m128 a,__m128 b); 
VORPS __m128_mm_maskz_or_ps (__mmask8 k,__m128a,__m128 b); 

VORPS __m256_mm256_or_ps (_m256 a,__m256 b); 

ORPS __m128_mm_or_ps (_m128a,__m128 b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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OUT—Output to Port 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
E6 ib OUT immé, AL | Valid Valid Output byte in AL to I/O port address imm8. 
E7 ib OUT immé, AX | Valid Valid Output word in AX to I/O port address immé. 
E7 ib OUT immé, EAX | Valid Valid Output doubleword in EAX to I/O port address 
immé. 
EE OUT DX, AL ZO | Valid Valid Output byte in AL to I/O port address in DX. 
EF OUT DX, AX ZO | Valid Valid Output word in AX to I/O port address in DX. 
EF OUT DX, EAX ZO | Valid Valid Output doubleword in EAX to I/O port address 
in DX. 
NOTES: 


* See IA-32 Architecture Compatibility section below. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
| imm8 NA NA NA 
ZO NA NA NA NA 
Description 


Copies the value from the second operand (source operand) to the I/O port specified with the destination operand 
(first operand). The source operand can be register AL, AX, or EAX, depending on the size of the port being 
accessed (8, 16, or 32 bits, respectively); the destination operand can be a byte-immediate or the DX register. 
Using a byte immediate allows I/O port addresses 0 to 255 to be accessed; using the DX register as a source 
operand allows I/O ports from 0 to 65,535 to be accessed. 


The size of the I/O port being accessed is determined by the opcode for an 8-bit I/O port or by the operand-size 
attribute of the instruction for a 16- or 32-bit I/O port. 


At the machine code level, I/O instructions are shorter when accessing 8-bit I/O ports. Here, the upper eight bits 
of the port address will be 0. 


This instruction is only useful for accessing I/O ports located in the processor’s I/O address space. See Chapter 19, 
“Input/Output,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for more infor- 
mation on accessing I/O ports in the I/O address space. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


IA-32 Architecture Compatibility 


After executing an OUT instruction, the Pentium® processor ensures that the EWBE# pin has been sampled active 
before it begins to execute the next instruction. (Note that the instruction can be prefetched if EWBE# is not active, 
but it will not be executed until the EWBE# pin is sampled active.) Only the Pentium processor family has the 
EWBE# pin. 
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Operation 


IF ((PE = 1) and ((CPL > IOPL) or (VM = 1))) 
THEN (* Protected mode with CPL > IOPL or virtual-8086 mode *) 
IF (Any I/O Permission Bit for I/O port being accessed = 1) 
THEN (* I/O operation is not allowed *) 
#GP(0); 
ELSE ( * I/O operation is allowed *) 
DEST := SRC; (* Writes to selected I/O port *) 
Fl; 
ELSE (Real Mode or Protected Mode with CPL < IOPL *) 
DEST := SRC; (* Writes to selected I/O port *) 
FI; 


Flags Affected 
None 


Protected Mode Exceptions 


#GP(0) If the CPL is greater than (has less privilege) the I/O privilege level (IOPL) and any of the 
corresponding I/O permission bits in TSS for the I/O port being accessed is 1. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If any of the I/O permission bits in the TSS for the I/O port being accessed is 1. 
#PF(fault-code) If a page fault occurs. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same as protected mode exceptions. 


64-Bit Mode Exceptions 
Same as protected mode exceptions. 
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OUTS/OUTSB/OUTSW/OUTSD—Output String to Port 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

6E OUTS DX, m8 ZO | Valid Valid Output byte from memory location specified 
in DS:(E)SI or RSI to I/O port specified in DX**. 

6F OUTS DX, m16 ZO | Valid Valid Output word from memory location specified 
in DS:(E)SI or RSI to I/O port specified in DX**. 

6F OUTS DX, m32 ZO | Valid Valid Output doubleword from memory location 
specified in DS:(€)SI or RSI to I/O port specified 
in DX**, 

6E OUTSB ZO | Valid Valid Output byte from memory location specified 
in DS:(E)SI or RSI to I/O port specified in DX**. 

6F OUTSW ZO | Valid Valid Output word from memory location specified 
in DS:(E)SI or RSI to I/O port specified in DX**. 

6F OUTSD ZO | Valid Valid Output doubleword from memory location 
specified in DS:(€)SI or RSI to I/O port specified 
in DX**. 

NOTES: 


* See IA-32 Architecture Compatibility section below. 


** In 64-bit mode, only 64-bit (RSI) and 32-bit (ESI) address sizes are supported. In non-64-bit mode, only 32-bit (ESI) and 16-bit (SI) 
address sizes are supported. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Copies data from the source operand (second operand) to the I/O port specified with the destination operand (first 
operand). The source operand is a memory location, the address of which is read from either the DS:SI, DS:ESI or 
the RSI registers (depending on the address-size attribute of the instruction, 16, 32 or 64, respectively). (The DS 
segment may be overridden with a segment override prefix.) The destination operand is an I/O port address (from 
0 to 65,535) that is read from the DX register. The size of the I/O port being accessed (that is, the size of the source 
and destination operands) is determined by the opcode for an 8-bit I/O port or by the operand-size attribute of the 
instruction for a 16- or 32-bit I/O port. 


At the assembly-code level, two forms of this instruction are allowed: the “explicit-operands” form and the “no- 
operands” form. The explicit-operands form (specified with the OUTS mnemonic) allows the source and destination 
operands to be specified explicitly. Here, the source operand should be a symbol that indicates the size of the I/O 
port and the source address, and the destination operand must be DX. This explicit-operands form is provided to 
allow documentation; however, note that the documentation provided by this form can be misleading. That is, the 
source operand symbol must specify the correct type (size) of the operand (byte, word, or doubleword), but it does 
not have to specify the correct location. The location is always specified by the DS:(E)SI or RSI registers, which 
must be loaded correctly before the OUTS instruction is executed. 


The no-operands form provides “short forms” of the byte, word, and doubleword versions of the OUTS instructions. 
Here also DS:(E)SI is assumed to be the source operand and DX is assumed to be the destination operand. The size 
of the I/O port is specified with the choice of mnemonic: OUTSB (byte), OUTSW (word), or OUTSD (doubleword). 


After the byte, word, or doubleword is transferred from the memory location to the I/O port, the SI/ESI/RSI 
register is incremented or decremented automatically according to the setting of the DF flag in the EFLAGS register. 
(If the DF flag is 0, the (E)SI register is incremented; if the DF flag is 1, the SI/ESI/RSI register is decremented. ) 
The SI/ESI/RSI register is incremented or decremented by 1 for byte operations, by 2 for word operations, and by 
4 for doubleword operations. 
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The OUTS, OUTSB, OUTSW, and OUTSD instructions can be preceded by the REP prefix for block input of ECX 
bytes, words, or doublewords. See “REP/REPE/REPZ /REPNE/REPNZ—Repeat String Operation Prefix” in this 
chapter for a description of the REP prefix. This instruction is only useful for accessing I/O ports located in the 
processor's I/O address space. See Chapter 19, “Input/Output,” in the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1, for more information on accessing I/O ports in the I/O address space. 


In 64-bit mode, the default operand size is 32 bits; operand size is not promoted by the use of REX.W. In 64-bit 
mode, the default address size is 64 bits, and 64-bit address is specified using RSI by default. 32-bit address using 
ESI is support using the prefix 67H, but 16-bit address is not supported in 64-bit mode. 


IA-32 Architecture Compatibility 


After executing an OUTS, OUTSB, OUTSW, or OUTSD instruction, the Pentium processor ensures that the EWBE# 
pin has been sampled active before it begins to execute the next instruction. (Note that the instruction can be 
prefetched if EWBE# is not active, but it will not be executed until the EWBE# pin is sampled active.) Only the 
Pentium processor family has the EWBE# pin. 


For the Pentium 4, Intel® Xeon®, and P6 processor family, upon execution of an OUTS, OUTSB, OUTSW, or OUTSD 
instruction, the processor will not execute the next instruction until the data phase of the transaction is complete. 


Operation 


IF ((PE = 1) and ((CPL > IOPL) or (VM = 1))) 
THEN (* Protected mode with CPL > IOPL or virtual-8086 mode *) 
IF (Any I/O Permission Bit for I/O port being accessed = 1) 
THEN (* I/O operation is not allowed *) 
#GP(0); 
ELSE (* I/O operation is allowed *) 
DEST := SRC; (* Writes to I/O port *) 
Fl; 
ELSE (Real Mode or Protected Mode or 64-Bit Mode with CPL < IOPL *) 
DEST := SRC; (* Writes to I/O port *) 
FI; 


Byte transfer: 


IF 64-bit mode 
Then 
IF 64-Bit Address Size 
THEN 
IF DF = O 
THEN RSI := RSI RSI + 1; 
ELSE RSI := RSI or - 1; 
Fl; 
ELSE (* 32-Bit Address Size *) 
IF DF = O 
THEN ESI := ESI +1; 
ELSE ESI := ESI - 1; 
Fl; 
Fl; 
ELSE 
IF DF = 0 
THEN —_(E)SI := (E)SI + 1; 
ELSE (E)SI := (E)S! - 1; 
Fl; 
Fl; 
Word transfer: 
IF 64-bit mode 
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Then 
IF 64-Bit Address Size 
THEN 
IF DF =O 
THEN RSI := RSI RSI + 2; 
ELSE RSI := RSI or - 2; 
Fl; 
ELSE (* 32-Bit Address Size *) 
IF DF = 0 
THEN ESI := ESI + 2; 
ELSE ESI := ESI - 2; 
Fl; 
Fl; 
ELSE 
IF DF =0 
THEN = (E)SI := (E)SI + 2; 
ELSE (E)SI := (E)SI - 2; 
Fl; 
Fl; 
Doubleword transfer: 
IF 64-bit mode 
Then 
IF 64-Bit Address Size 
THEN 
IF DF = 0 
THEN RSI := RSI RSI + 4; 
ELSE RSI := RSI or - 4; 
Fl; 
ELSE (* 32-Bit Address Size *) 
IF DF = O 
THEN ESI := ESI + 4; 
ELSE ESI := ESI - 4; 
Fl; 
Fl; 
ELSE 
IF DF =0 
THEN = (E)SI:= (E)SI + 4; 
ELSE (E)SI := (E)SI - 4; 
Fl; 
Fl; 
Flags Affected 
None 
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Protected Mode Exceptions 


#GP(0) If the CPL is greater than (has less privilege) the I/O privilege level (IOPL) and any of the 
corresponding I/O permission bits in TSS for the I/O port being accessed is 1. 


If a memory operand effective address is outside the limit of the CS, DS, ES, FS, or GS 
segment. 


If the segment register contains a NULL segment selector. 
#PF(fault-code) If a page fault occurs. 


#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If any of the I/O permission bits in the TSS for the I/O port being accessed is 1. 
#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same as for protected mode exceptions. 


64-Bit Mode Exceptions 
#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 


#GP(0) If the CPL is greater than (has less privilege) the I/O privilege level (IOPL) and any of the 
corresponding I/O permission bits in TSS for the I/O port being accessed is 1. 


If the memory address is in a non-canonical form. 
#PF(fault-code) If a page fault occurs. 


#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used. 


OUTS/OUTSB/OUTSW/OUTSD—Output String to Port Vol.2B 4-185 


INSTRUCTION SET REFERENCE, M-U 


PABSB/PABSW/PABSD/PABSQ — Packed Absolute Value 
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Opcode/ Op/ |64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF 38 1C /r’ A VIV SSSE3 Compute the absolute value of bytes in 

PABSB mm1, mm2/m64 mm2/m64 and store UNSIGNED result in mm7. 

66 OF 38 1C /r A VIV SSSE3 Compute the absolute value of bytes in 

PABSB xmm1, xmm2/m128 xmm2/m128 and store UNSIGNED result in 
xmm1. 

NP OF 38 1D /r! A VIV SSSE3 Compute the absolute value of 16-bit integers 

PABSW mm1, mm2/m64 in mm2/m64 and store UNSIGNED result in 
mm1,. 

66 OF 38 1D /r A VIV SSSE3 Compute the absolute value of 16-bit integers 

PABSW xmm1, xmm2/m128 in xmm2/m128 and store UNSIGNED result in 
xmm1. 

NP OF 38 1€ /r! A VIV SSSE3 Compute the absolute value of 32-bit integers 

PABSD mm1, mm2/m64 in mm2/m64 and store UNSIGNED result in 
mm1. 

66 OF 38 1E /r A VIV SSSE3 Compute the absolute value of 32-bit integers 

PABSD xmm1, xmm2/m128 in xmm2/m128 and store UNSIGNED result in 
xmm1. 

VEX.128.66.0F38.WIG 1C /r A VIV AVX Compute the absolute value of bytes in 

VPABSB xmm1, xmm2/m128 xmm2/m128 and store UNSIGNED result in 
xmm1. 

VEX.128.66.0F38.WIG 1D /r A VIV AVX Compute the absolute value of 16- bit 

VPABSW xmm1, xmm2/m128 integers in xmm2/m128 and store UNSIGNED 
result in xmm7. 

VEX.128.66.0F38.WIG 1€ /r A VIV AVX Compute the absolute value of 32- bit 

VPABSD xmm1, xmm2/m128 integers in xmm2/m128 and store UNSIGNED 
result in xmm7. 

VEX.256.66.0F38.WIG 1C /r A VIV AVX2 Compute the absolute value of bytes in 

VPABSB ymm1, ymm2/m256 ymm2/m256 and store UNSIGNED result in 
ymm1. 

VEX.256.66.0F38.WIG 1D /r A VIV AVX2 Compute the absolute value of 16-bit integers 

VPABSW ymm1, ymm2/m256 in ymm2/m256 and store UNSIGNED result in 
ymm1. 

VEX.256.66.0F38.WIG 1€ /r A VIV AVX2 Compute the absolute value of 32-bit integers 

VPABSD ymm1, ymm2/m256 in ymm2/m256 and store UNSIGNED result in 
ymm1. 

EVEX.128.66.0F38.WIG 1C /r B VIV AVX512VL | Compute the absolute value of bytes in 

VPABSB xmm1 {k1}{z}, xmm2/m128 AVX512BW | xmm2/m128 and store UNSIGNED result in 
xmm1 using writemask k1. 

EVEX.256.66.0F38.WIG 1C /r B VIV AVX512VL | Compute the absolute value of bytes in 

VPABSB ymm1 {k1}{z}, ymnm2/m256 AVX512BW | ymm2/m256 and store UNSIGNED result in 
ymm1 using writemask k1. 

EVEX.512.66.0F38.WIG 1C /r B VIV AVX512BW | Compute the absolute value of bytes in 

VPABSB zmm1 {k1}{z}, zmm2/m512 zmm2/m512 and store UNSIGNED result in 
zmm1 using writemask k1. 

EVEX.128.66.0F38.WIG 1D /r B VIV AVX512VL | Compute the absolute value of 16-bit integers 

VPABSW xmm1 {k1}{z}, xmm2/m128 AVX512BW | in xmm2/m128 and store UNSIGNED result in 


xmm1 using writemask k1. 
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EVEX.256.66.0F38.WIG 1D /r B VV AVX512VL | Compute the absolute value of 16-bit integers 
VPABSW ymm1 {k1}{z}, ymm2/m256 AVX512BW | in ymm2/m256 and store UNSIGNED result in 
ymm1 using writemask k1. 
EVEX.512.66.0F38.WIG 1D /r B VIV AVX512BW | Compute the absolute value of 16-bit integers 
VPABSW zmm1 {k1}{z}, zmm2/m512 in zmm2/m512 and store UNSIGNED result in 
zmm1 using writemask k1. 
EVEX.128.66.0F38.WO 1€ /r C VIV AVX512VL | Compute the absolute value of 32-bit integers 
VPABSD xmm1 {k1}{z}, xmm2/m128/m32bcst AVX512F | inxmm2/m128/m32bcst and store UNSIGNED 
result in xmm1 using writemask k1. 
EVEX.256.66.0F38.W0 1€ /r C VV AVX512VL | Compute the absolute value of 32-bit integers 
VPABSD ymm1 {k1}{z}, ymnm2/m256/m32bcst AVX512F | in ymm2/m256/m32bcst and store UNSIGNED 
result in ymm1 using writemask k1. 
EVEX.512.66.0F38.WO 1€ /r C VIV AVX512F | Compute the absolute value of 32-bit integers 
VPABSD zmm1 {k1}{z}, zmm2/m512/m32bcst in zmm2/m512/m32bcst and store UNSIGNED 
result in zmm1 using writemask k1. 
EVEX.128.66.0F38.W1 1F /r C VIV AVX512VL | Compute the absolute value of 64-bit integers 
VPABSQ xmm1 {k1}{z}, xmm2/m128/m64bcst AVX512F | inxmm2/m128/m64bcst and store UNSIGNED 
result in xmm1 using writemask k1. 
EVEX.256.66.0F38.W1 1F /r C VIV AVX512VL | Compute the absolute value of 64-bit integers 
VPABSQ ymm1 {k1}{z}, ymnm2/m256/m64bcst AVX512F | in ymm2/m256/m64bcst and store UNSIGNED 
result in ymm1 using writemask k1. 
EVEX.512.66.0F38.W1 1F /r C VIV AVX512F | Compute the absolute value of 64-bit integers 
VPABSQ zmm1 {k1}{z}, zmm2/m512/m64bcst in zmm2/m512/m64bcst and store UNSIGNED 
result in zmm1 using writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Full Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
C Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


PABSB/W/D computes the absolute value of each data element of the source operand (the second operand) and 
stores the UNSIGNED results in the destination operand (the first operand). PABSB operates on signed bytes, 
PABSW operates on signed 16-bit words, and PABSD operates on signed 32-bit integers. 


EVEX encoded VPABSD/Q: The source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory location, 
or a 512/256/128-bit vector broadcasted from a 32/64-bit memory location. The destination operand is a 
ZMM/YMM/XMM register updated according to the writemask. 


EVEX encoded VPABSB/W: The source operand is a ZMM/YMM/XMM register, or a 512/256/128-bit memory loca- 
tion. The destination operand is a ZMM/YMM/XMM register updated according to the writemask. 


VEX.256 encoded versions: The source operand is a YMM register or a 256-bit memory location. The destination 
operand is a YMM register. The upper bits (MAXVL-1:256) of the corresponding register destination are zeroed. 


VEX.128 encoded versions: The source operand is an XMM register or 128-bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding register destination are zeroed. 
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128-bit Legacy SSE version: The source operand can be an XMM register or an 128-bit memory location. The desti- 
nation is an XMM register. The upper bits (VL_MAX-1:128) of the corresponding register destination are unmodi- 


fied. 


VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 


Operation 


PABSB with 128 bit operands: 
Unsigned DEST[7:0] := ABS(SRC[7: 0]) 
Repeat operation for 2nd through 15th bytes 
Unsigned DEST[127:120] := ABS(SRC[127:120]) 


VPABSB with 128 bit operands: 
Unsigned DEST[7:0] := ABS(SRC[7: 0]) 
Repeat operation for 2nd through 15th bytes 
Unsigned DEST[127:120] := ABS(SRC[127:120]) 


VPABSB with 256 bit operands: 
Unsigned DEST[7:0] := ABS(SRC[7: 0]) 
Repeat operation for 2nd through 31st bytes 
Unsigned DEST[255:248] := ABS(SRC[255:248]) 


VPABSB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 


FOR j := 0 TO KL-1 


i:=j*8 
IF k1[j] OR *no writemask* 
THEN 
Unsigned DEST[i+7:i] = ABS(SRC[i+7:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


PABSW with 128 bit operands: 
Unsigned DEST[15:0] := ABS(SRC[15:0]) 
Repeat operation for 2nd through 7th 16-bit words 
Unsigned DEST[127:112] := ABS(SRC[127:11 2]) 


VPABSW with 128 bit operands: 
Unsigned DEST[15:0] := ABS(SRC[15:0]) 
Repeat operation for 2nd through 7th 16-bit words 
Unsigned DEST[127:112] := ABS(SRC[127:11 2]) 


VPABSW with 256 bit operands: 
Unsigned DEST[15:0] := ABS(SRC[15:0]) 
Repeat operation for 2nd through 15th 16-bit words 
Unsigned DEST[255:240] := ABS(SRC[255:240]) 


4-188 Vol. 2B 


PABSB/PABSW/PABSD/PABSQ — Packed Absolute Value 


VPABSW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 


FOR j := 0 TO KL-1 


i:=j*16 
IF k1[j] OR *no writemask* 
THEN 
Unsigned DEST[i+15:i] = ABS(SRC[i+1 5:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


PABSD with 128 bit operands: 
Unsigned DEST[31:0] := ABS(SRC[31:0]) 
Repeat operation for 2nd through 3rd 32-bit double words 
Unsigned DEST[1 27:96] := ABS(SRC[127:96]) 


VPABSD with 128 bit operands: 
Unsigned DEST[31:0] := ABS(SRC[31:0]) 
Repeat operation for 2nd through 3rd 32-bit double words 
Unsigned DEST[1 27:96] := ABS(SRC[127:96]) 


VPABSD with 256 bit operands: 
Unsigned DEST[31:0] := ABS(SRC[31:0]) 
Repeat operation for 2nd through 7th 32-bit double words 
Unsigned DEST[255:224] := ABS(SRC[255:224]) 


VPABSD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC *is memory*) 
THEN 
Unsigned DEST[i+31:i] = ABS(SRC[31:0]) 
ELSE 
Unsigned DEST[i+31:i] = ABS(SRC[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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VPABSQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC *is memory’) 
THEN 
Unsigned DEST[i+63:i] := ABS(SRC[63:0]) 
ELSE 
Unsigned DEST[i+63:i] := ABS(SRC[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 


VPABSB__m512i_mm512_abs_epi8 (__m512i a) 
VPABSW__m512i__mm512_abs_epi16 (__m512i a) 
VPABSB__m512i_mm512_mask_abs_epi8 (__m512is,__ mmask64 m,_m512i a) 
VPABSW__m512i_mm512_mask_abs_epi16 (__m512is,__ mmask32 m,__m512i a) 
VPABSB__m512i_mm512_maskz_abs_epi8 (__mmask64 m,__m512i a) 
VPABSW__m512i_mm512_maskz_abs_epi16 (__mmask32 m,_m512i a) 
VPABSB__m256i __mm256_mask_abs_epi8 (__m256i s,___ mmask32 m, ___m256i a) 
VPABSW__m256i __mm256_mask_abs_epi16 (__m256is,__ mmask16 m, __m256i a) 
VPABSB__m256i __mm256_maskz_abs_epi8 (__mmask32 m, __m256i a) 
VPABSW__m256i__mm256_maskz_abs_epi16 (__mmask16 m, __m256i a) 
VPABSB__m128i __mm_mask_abs_epi8 (__m128is,__ mmask16 m, __m128i a) 
VPABSW__m128i __mm_mask_abs_epi16 (__m128is,__ mmask8 m, ___m128i a) 
VPABSB__m128i__mm_maskz_abs_epi8 (__mmask16 m, __m128i a) 
VPABSW__m128i __mm_maskz_abs_epi16 (__mmask8 m, __m128i a) 

VPABSD __m256i__mm256_mask_abs_epi32(__m256is,__ mmask8 k, __m256i a); 
VPABSD __m256i __mm256_maskz_abs_epi32(__mmask8 k, __m256i a); 

VPABSD __m128i __mm_mask_abs_epi32(__m128is,__ mmask8 k, __m128i a); 
VPABSD __m128i __mm_maskz_abs_epi32(__mmask8 k, __m128i a); 

VPABSD __m512i_mm512_abs_epi32(__m512i a); 

VPABSD __m512i_mm512_mask_abs_epi32(__m512is,__ mmask16 k,___m512i a); 
VPABSD __m512i_mm512_maskz_abs_epi32(__mmask16 k,__m512i a); 
VPABSQ __m512i_mm512_abs_epi64(__m512i a); 

VPABSQ __m512i__mm512_mask_abs_epi64(__m512i s,___mmask8 k, __m512i a); 
VPABSQ __m512i__mm512_maskz_abs_epi64(__mmask8 k, __m512i a); 

VPABSQ __m256i _mm256_mask_abs_epi64(__m256i s, __mmask8 k, __m256i a); 
VPABSQ __m256i _mm256_maskz_abs_epi64(__mmask8 k, __m256i a); 

VPABSQ __m128i _mm_mask_abs_epi64(__m128i s,___mmask8 k, __m128i a); 
VPABSQ __m128i __mm_maskz_abs_epi64(__mmask8 k, __m128i a); 

PABSB __m128i__mm_abs_epi8 (__m128i a) 

VPABSB __m128i_mm_abs_epi8 (__m128i a) 
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VPABSB __m256i_mm256_abs_epi8 (__m256i a) 
PABSW __m128i __mm_abs_epil6 (__m128i a) 
VPABSW __m128i __mm_abs_epi16 (__m128i a) 
VPABSW __m256i__mm256_abs_epi16 (__m256i a) 
PABSD __m128i_mm_abs_epi32 (__m128i a) 
VPABSD __m128i__mm_abs_epi32 (__m128i a) 
VPABSD __m256i__mm256_abs_epi32 (__m256i a) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
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Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded VPABSD/Q, see Table 2-49, “Type E4 Class Exception Conditions”. 


EVEX-encoded VPABSB/W, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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PACKSSWB/PACKSSDW—Pack with Signed Saturation 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature Flag 
Support 

NP OF 63 /r! A VIV MMX Converts 4 packed signed word integers from 

PACKSSWB mm1, mm2/m64 mm1 and from mm2/m64 into 8 packed 
signed byte integers in mm17 using signed 
saturation. 

66 OF 63 /r A VIV SSE2 Converts 8 packed signed word integers from 

PACKSSWB xmm1, xmm2/m128 xmm1 and from xmm2/m128 into 16 packed 
signed byte integers in xmm7 using signed 
saturation. 

NP OF 6B /r! A VIV MMX Converts 2 packed signed doubleword 

PACKSSDW mm1, mm2/m64 integers from mm17 and from mm2/m64 into 4 
packed signed word integers in mm7 using 
signed saturation. 

66 OF 6B /r A VIV SSE2 Converts 4 packed signed doubleword 

PACKSSDW xmm1, xmm2/m128 integers from xmm17 and from xmm2/m128 
into 8 packed signed word integers in xmm1 
using signed saturation. 

VEX.128.66.0F.WIG 63 /r B VIV AVX Converts 8 packed signed word integers from 

VPACKSSWB xmm1,xmm2, xmm3/m128 xmm_2 and from xmm3/m128 into 16 packed 
signed byte integers in xmm7 using signed 
saturation. 

VEX.128.66.0F.WIG 6B /r B VIV AVX Converts 4 packed signed doubleword 

VPACKSSDW xmm1,xmm2, xmm3/m128 integers from xmm_2 and from xmm3/m128 
into 8 packed signed word integers in xmm17 
using signed saturation. 

VEX.256.66.0F.wic 63 /r B VIV AVX2 Converts 16 packed signed word integers 

VPACKSSWB ymm1, ymm2, ymm3/m256 from ymm2 and from ymm3/m256 into 32 
packed signed byte integers in ymm7 using 
signed saturation. 

VEX.256.66.0F.WIG 6B /r B VIV AVX2 Converts 8 packed signed doubleword 

VPACKSSDW ymm1, ymm2, ymm3/m256 integers from ymm2 and from ymm3/m256 
into 16 packed signed word integers in 
ymm using signed saturation. 

EVEX.128.66.0F.WIG 63 /r C VIV AVX512VL | Converts packed signed word integers from 

VPACKSSWB xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm2 and from xmm3/m128 into packed 
signed byte integers in xmm17 using signed 
saturation under writemask k1. 

EVEX.256.66.0F.WIG 63 /r C VIV AVX512VL | Converts packed signed word integers from 

VPACKSSWB ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm2 and from ymm3/m256 into packed 
signed byte integers in ymm17 using signed 
saturation under writemask k1. 

EVEX.512.66.0F.WIG 63 /r C VIV AVX512BW | Converts packed signed word integers from 

VPACKSSWB zmm1 {k1}{z}, zmm2, zmm3/m512 zmme2 and from zmm3/m512 into packed 
signed byte integers in 2mm7 using signed 
saturation under writemask k1. 

EVEX.128.66.0F.WO 6B /r D VIV AVX512VL | Converts packed signed doubleword integers 

VPACKSSDW xmm1 {k1}{z}, xmm2, AVX512BW | from xmm2 and from xmm3/m128/m32bcst 

xmm3/m128/m32bcst into packed signed word integers in xmm1 
using signed saturation under writemask k1. 
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EVEX.256.66.0F.WO 6B /r D VIV AVX512VL | Converts packed signed doubleword integers 
VPACKSSDW ymm1 {k1}{z}, ymm2, AVX512BW | from ymm2 and from ymm3/m256/m32bcst 
ymm3/m256/m32bcst into packed signed word integers in ymm1 
using signed saturation under writemask k1. 
EVEX.512.66.0F.WO 6B /r D VIV AVX512BW | Converts packed signed doubleword integers 
VPACKSSDW zmm1 {k1}{z}, zmm2, from zmm2 and from zmm3/m512/m32bcst 
zmm3/m512/m32bcst into packed signed word integers in zmm1 
using signed saturation under writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
D Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Converts packed signed word integers into packed signed byte integers (PACKSSWB) or converts packed signed 
doubleword integers into packed signed word integers (PACKSSDW), using saturation to handle overflow condi- 
tions. See Figure 4-6 for an example of the packing operation. 


64-Bit SRC 64-Bit DEST 
aa: pe fa 


Di/CI|BIA 
64-Bit DEST 


Figure 4-6. Operation of the PACKSSDW Instruction Using 64-bit Operands 


PACKSSWEB converts packed signed word integers in the first and second source operands into packed signed byte 
integers using signed saturation to handle overflow conditions beyond the range of signed byte integers. If the 
signed word value is beyond the range of a signed byte value (i.e., greater than 7FH or less than 80H), the satu- 
rated signed byte integer value of 7FH or 80H, respectively, is stored in the destination. PACKSSDW converts 
packed signed doubleword integers in the first and second source operands into packed signed word integers using 
signed saturation to handle overflow conditions beyond 7FFFH and 8000H. 


EVEX encoded PACKSSWB: The first source operand is a ZMM/YMM/XMM register. The second source operand is a 
ZMM/YMM/XMM register or a 512/256/128-bit memory location. The destination operand is a ZMM/YMM/XMM 
register, updated conditional under the writemask k1. 


EVEX encoded PACKSSDW: The first source operand is a ZMM/YMM/XMM register. The second source operand is a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector broadcasted from a 32- 
bit memory location. The destination operand is a ZMM/YMM/XMM register, updated conditional under the 
writemask k1. 
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VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of the 
corresponding ZMM register destination are zeroed. 

VEX.128 encoded version: The first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 

128-bit Legacy SSE version: The first source operand is an XMM register. The second operand can be an XMM 
register or an 128-bit memory location. The destination is not distinct from the first source XMM register and the 
upper bits (MAXVL-1:128) of the corresponding ZMM destination register destination are unmodified. 


Operation 


PACKSSWEB instruction (128-bit Legacy SSE version) 
DEST[7:0] := SaturateSignedWordToSignedByte (DEST[15:0)); 
DEST[15:8] := SaturateSignedWordToSignedByte (DEST[31:16]); 
DEST[23:16] := SaturateSignedWordToSignedByte (DEST[47:32]); 
DEST[31:24] := SaturateSignedWordToSignedByte (DEST[63:48)); 
DEST[39:32] := SaturateSignedWordToSignedByte (DEST[79:64)); 
DEST[47:40] := SaturateSignedWordToSignedByte (DEST[95:80)); 
DEST[55:48] := SaturateSignedWordToSignedByte (DEST[1 1 1:96)); 
DEST[63:56] := SaturateSignedWordToSignedByte (DEST[127:112]); 
DEST[7 1:64] := SaturateSignedWordToSignedByte (SRC[15:0)); 
DEST[79:72] := SaturateSignedWordToSignedByte (SRC[31:16)); 
DEST[87:80] := SaturateSignedWordToSignedByte (SRC[47:32]); 
DEST[95:88] := SaturateSignedWordToSignedByte (SRC[63:48)); 
DEST[103:96] := SaturateSignedWordToSignedByte (SRC[79:64)); 
DEST[111:104] := SaturateSignedWordToSignedByte (SRC[95:80)); 
DEST[119:112] := SaturateSignedWordToSignedByte (SRC[1 1 1:96)); 
DEST[127:120] := SaturateSignedWordToSignedByte (SRC[127:112]); 
DEST[MAXVL-1:128] (Unmodified) 


EE ee ee 


PACKSSDwW instruction (128-bit Legacy SSE version) 
DEST[15:0] := SaturateSignedDwordToSignedWord (DEST[31:0]); 
DEST[31:16] := SaturateSignedDwordToSignedWord (DEST[63:32]); 
DEST[47:32] := SaturateSignedDwordToSignedWord (DEST[95:64}); 
DEST[63:48] := SaturateSignedDwordToSignedWword (DEST[127:96)); 
DEST[79:64] := SaturateSignedDwordToSignedWord (SRC[31:0)); 
DEST[95:80] := SaturateSignedDwordToSignedWord (SRC[63:32)); 
DEST[1 11:96] := SaturateSignedDwordToSignedWord (SRC[95:64}); 
DEST[127:112] := SaturateSignedDwordT oSignedWord (SRC[127:96)); 
DEST[MAXVL-1:128] (Unmodified) 


4-194 Vol. 2B PACKSSWB/PACKSSDW—Pack with Signed Saturation 


INSTRUCTION SET REFERENCE, M-U 


VPACKSSWB instruction (VEX.128 encoded version) 
DEST[7:0] := SaturateSignedWordToSignedByte (SRC1[15:0]); 
DEST[15:8] := SaturateSignedWordToSignedByte (SRC1[31:16]); 
DEST[23:16] := SaturateSignedWordT oSignedByte (SRC1[47:32]); 
DEST[31:24] := SaturateSignedWordToSignedByte (SRC1[63:48}); 
DEST[39:32] := SaturateSignedWordT oSignedByte (SRC1[79:64]) 
DEST[47:40] := SaturateSignedWordToSignedByte (SRC1[95:80}); 
DEST[55:48] := SaturateSignedWordToSignedByte (SRC1[1 1 1:96]); 
DEST[63:56] := SaturateSignedWordToSignedByte (SRC1[127:112]); 
DEST[7 1:64] := SaturateSignedWordToSignedByte (SRC2[15:0]); 
DEST[79:72] := SaturateSignedWordT oSignedByte (SRC2[31:16]); 
DEST[87:80] := SaturateSignedWordToSignedByte (SRC2[47:32]); 
DEST[95:88] := SaturateSignedWordToSignedByte (SRC2[63:48}); 
DEST[103:96] := SaturateSignedWordT oSignedByte (SRC2[79:64}); 
DEST[111:104] := SaturateSignedWordToSignedByte (SRC2[95:80)); 
DEST[119:1 12] := SaturateSignedWordToSignedByte (SRC2[1 1 1:96)); 
DEST[127:120] := SaturateSignedWordToSignedByte (SRC2[127:112]); 
DEST[MAXVL-1:128] := 0; 


In 


Ee ae a ea ee ee ee ee, 


VPACKSSDwW instruction (VEX.128 encoded version) 
DEST[15:0] := SaturateSignedDwordT oSignedWord (SRC1[31:0)); 
DEST[31:16] := SaturateSignedDwordToSignedWord (SRC1[63:32]); 
DEST[47:32] := SaturateSignedDwordToSignedWord (SRC1[95:64}); 
DEST[63:48] := SaturateSignedDwordToSignedWord (SRC1[127:96]); 
DEST[79:64] := SaturateSignedDwordToSignedWord (SRC2[31:0}); 
DEST[95:80] := SaturateSignedDwordToSignedWord (SRC2[63:32]); 
DEST[1 11:96] := SaturateSignedDwordToSignedWord (SRC2[95:64}); 
DEST[127:112] := SaturateSignedDwordToSignedWord (SRC2[127:96]); 
DEST[MAXVL-1:128] := 0; 


VPACKSSWB instruction (VEX.256 encoded version) 
DEST[7:0] := SaturateSignedWordToSignedByte (SRC1[15:0]); 
DEST[15:8] := SaturateSignedWordToSignedByte (SRC1[31:16]); 
DEST[23:16] := SaturateSignedWordToSignedByte (SRC1[47:32]); 
DEST[31:24] := SaturateSignedWordToSignedByte (SRC1[63:48}); 
DEST[39:32] := SaturateSignedWordT oSignedByte (SRC1[79:64]) 
DEST[47:40] := SaturateSignedWordToSignedByte (SRC1[95:80}); 
DEST[55:48] := SaturateSignedWordToSignedByte (SRC1[1 1 1:96]); 
DEST[63:56] := SaturateSignedWordToSignedByte (SRC1[127:112]); 
DEST[7 1:64] := SaturateSignedWordToSignedByte (SRC2[15:0]); 
DEST[79:72] := SaturateSignedWordToSignedByte (SRC2[31:16]); 
DEST[87:80] := SaturateSignedWordT oSignedByte (SRC2[47:32]); 
DEST[95:88] := SaturateSignedWordT oSignedByte (SRC2[63:48}); 
DEST[103:96] := SaturateSignedWordToSignedByte (SRC2[79:64}); 
DEST[111:104] := SaturateSignedWordToSignedByte (SRC2[95:80)); 
DEST[1 19:1 12] := SaturateSignedWordToSignedByte (SRC2[1 1 1:96)); 
DEST[127:120] := SaturateSignedWordToSignedByte (SRC2[127:112]) 
DEST[135:1 28] := SaturateSignedWordToSignedByte (SRC1[143:128]) 
DEST[143:1 36] := SaturateSignedWordToSignedByte (SRC1[159:144}) 
DEST[151:144] := SaturateSignedWordToSignedByte (SRC1[175:160}); 
DEST[159:152] := SaturateSignedWordToSignedByte (SRC1[191:176]) 
( ) 
( ) 
( ) 


in 


ima (jpn imi, ji gates, gama ‘giao, am 


DEST[167:160] := SaturateSignedWordToSignedByte (SRC1[207:192] 
DEST[175:168] := SaturateSignedWordToSignedByte (SRC1[223:208] 
DEST[183:1 76] := SaturateSignedWordToSignedByte (SRC1[239:224] 
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DEST[191:184] := SaturateSignedWordToSignedByte (SRC1[255:240}); 
DEST[199:192] := SaturateSignedWordToSignedByte (SRC2[143:128}); 
DEST[207:200] := SaturateSignedWordToSignedByte (SRC2[159:144] 

DEST[215:208] := SaturateSignedWordToSignedByte (SRC2[175:160}); 


( ) 
( ) 
( ) 
( ) 
DEST[223:216] := SaturateSignedWordToSignedByte (SRC2[191:176)); 
( ) 
( ) 
( ) 
( ) 


In 


i" 


DEST[231:224] := SaturateSignedWordToSignedByte (SRC2[207:192] 
DEST[239:232] := SaturateSignedWordToSignedByte (SRC2[223:208] 
DEST[247:240] := SaturateSignedWordToSignedByte (SRC2[239:224] 
DEST[255:248] := SaturateSignedWordToSignedByte (SRC2[255:240] 
DEST[MAXVL-1:256] := 0; 


In 


I" 


In 


VPACKSSDwW instruction (VEX.256 encoded version) 
DEST[15:0] := SaturateSignedDwordT oSignedWord (SRC1[31:0)); 
DEST[31:16] := SaturateSignedDwordToSignedWord (SRC1[63:32]); 
DEST[47:32] := SaturateSignedDwordToSignedWord (SRC1[95:64}); 
DEST[63:48] := SaturateSignedDwordToSignedWord (SRC1[127:96]); 
DEST[79:64] := SaturateSignedDwordToSignedWord (SRC2[31:0]); 
DEST[95:80] := SaturateSignedDwordToSignedWord (SRC2[63:32]); 
DEST[1 11:96] := SaturateSignedDwordToSignedWord (SRC2[95:64)); 
DEST[127:112] := SaturateSignedDwordToSignedWord (SRC2[127:96]); 
DEST[143:128] := SaturateSignedDwordToSignedWord (SRC1[159:128}) 
DEST[159:144] := SaturateSignedDwordToSignedWord (SRC1[191:160]) 
DEST[175:160] := SaturateSignedDwordToSignedWord (SRC1[223:192]) 
DEST[191:176] := SaturateSignedDwordToSignedWord (SRC1[255:224]); 
DEST[207:192] := SaturateSignedDwordToSignedWord (SRC2[159:128}) 
DEST[223:208] := SaturateSignedDwordToSignedWord (SRC2[191:160]) 
DEST[239:224] := SaturateSignedDwordToSignedWord (SRC2[223:192]) 
DEST[255:240] := SaturateSignedDwordToSignedWord (SRC2[255:224}) 
DEST[MAXVL-1:256] := 0; 


aa ina, ms Sai, Gps pata, ps 


VPACKSSWB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
TMP_DEST[7:0] := SaturateSignedWordToSignedByte (SRC1[15:0]); 
TMP_DEST[15:8] := SaturateSignedWordToSignedByte (SRC1[31:16]); 
TMP_DEST[23:16] := SaturateSignedWordToSignedByte (SRC1[47:32]); 
TMP_DEST[31:24] := SaturateSignedWordToSignedByte (SRC1[63:48)); 
TMP_DEST[39:32] := SaturateSignedWordToSignedByte (SRC1[79:64]) 
TMP_DEST[47:40] := SaturateSignedWordToSignedByte (SRC1[95:80)); 
TMP_DEST[55:48] := SaturateSignedWordToSignedByte (SRC1[1 1 1:96)); 
TMP_DEST[63:56] := SaturateSignedWordToSignedByte (SRC1[127:112]); 
TMP_DEST[7 1:64] := SaturateSignedWordToSignedByte (SRC2[15:0)); 
TMP_DEST[79:72] := SaturateSignedWordToSignedByte (SRC2[31:16]); 
TMP_DEST[87:80] := SaturateSignedWordToSignedByte (SRC2[47:32]); 
TMP_DEST[95:88] := SaturateSignedWordToSignedByte (SRC2[63:48)); 
TMP_DEST[103:96] := SaturateSignedWordToSignedByte (SRC2[79:64)); 
TMP_DEST[111:104] := SaturateSignedWordToSignedByte (SRC2[95:80)); 
TMP_DEST[119:112] := SaturateSignedWordToSignedByte (SRC2[1 1 1:96)); 
TMP_DEST[127:120] := SaturateSignedWordToSignedByte (SRC2[1 27:11 2)); 
IF VL >= 256 

TMP_DEST[135:128] := SaturateSignedWordToSignedByte (SRC1[143:128] 


In 


en a ee eee 


( ); 
TMP_DEST[143:136] := SaturateSignedWordToSignedByte (SRC1[159:144)); 
TMP_DEST[151:144] := SaturateSignedWordToSignedByte (SRC1[175:160)); 
( ); 
( ) 


TMP_DEST[159:152] := SaturateSignedWordToSignedByte (SRC1[191:176] 
TMP_DEST[167:160] := SaturateSignedWordToSignedByte (SRC1[207:192] 


I" 


In 
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Fl; 


TMP_DEST[1 75:168] := SaturateSignedWordToSignedByte (SRC1[223:208)); 
TMP_DEST[183:1 76] := SaturateSignedWordToSignedByte (SRC1[239:224]); 
TMP_DEST[191:184] := SaturateSignedWordToSignedByte (SRC1[255:240)); 
TMP_DEST[199:1 92] := SaturateSignedWordToSignedByte (SRC2[143:128)); 
TMP_DEST[207:200] := SaturateSignedWordToSignedByte (SRC2[159:144}); 
TMP_DEST[215:208] := SaturateSignedWordToSignedByte (SRC2[175:160)); 
TMP_DEST[223:216] := SaturateSignedWordToSignedByte (SRC2[191:176]); 
TMP_DEST[231:224] := SaturateSignedWordToSignedByte (SRC2[207:192)); 
TMP_DEST[239:232] := SaturateSignedWordToSignedByte (SRC2[223:208)); 
TMP_DEST[247:240] := SaturateSignedWordToSignedByte (SRC2[239:224}); 
TMP_DEST[255:248] := SaturateSignedWordToSignedByte (SRC2[255:240)); 


IF VL >=512 


Fl; 


TMP_DEST[263:256] := SaturateSignedWordToSignedByte 
TMP_DEST[271:264] := SaturateSignedWordToSignedByte 
TMP_DEST[279:272] := SaturateSignedWordToSignedByte 
TMP_DEST[287:280] := SaturateSignedWordToSignedByte 
TMP_DEST[295:288] := SaturateSignedWordToSignedByte 
TMP_DEST[303:296] := SaturateSignedWordToSignedByte 
TMP_DEST[31 1:304] := SaturateSignedWordToSignedByte 
TMP_DEST[319:312] := SaturateSignedWordToSignedByte 


SRC1[271:256]); 
SRC1[287:272]); 
SRC1[303:288)); 
SRC1[319:304)); 
SRC1[335:320] 
SRC1[351:336] 
SRC1[367:352] 
SRC1[383:368] 


in 


I" 


In 


In 


RR 
a 


TMP_DEST[327:320] := SaturateSignedWordToSignedByte 
TMP_DEST[335:328] := SaturateSignedWordToSignedByte 
TMP_DEST[343:336] := SaturateSignedWordToSignedByte 
TMP_DEST[351:344] := SaturateSignedWordToSignedByte 
TMP_DEST[359:352] := SaturateSignedWordToSignedByte 
TMP_DEST[367:360] := SaturateSignedWordToSignedByte 
TMP_DEST[375:368] := SaturateSignedWordToSignedByte 
TMP_DEST[383:376] := SaturateSignedWordToSignedByte 


SRC2[271:256)]); 
SRC2[287:272]); 
SRC2[303:288)); 
SRC2[319:304)); 
SRC2[335:320)); 
SRC2[351:336)); 
SRC2[367:352)); 
SRC2[383:368)); 


i ae pata (pati. pitas, (fata: pit 


TMP_DEST[391:384] := SaturateSignedWordToSignedByte 
TMP_DEST[399:392] := SaturateSignedWordToSignedByte 
TMP_DEST[407:400] := SaturateSignedWordToSignedByte 
TMP_DEST[415:408] := SaturateSignedWordToSignedByte 
TMP_DEST[423:416] := SaturateSignedWordToSignedByte 
TMP_DEST[431:424] := SaturateSignedWordToSignedByte 
TMP_DEST[439:432] := SaturateSignedWordToSignedByte 
TMP_DEST[447:440] := SaturateSignedWordToSignedByte 


SRC1[399:384]); 
SRC1[415:400)); 
SRC1[431:416]); 
SRC1[447:432]); 
SRC1[463:448)]) 
SRC1[479:464)); 
SRC1[495:480)); 


SRC1[511:496)); 


In 


In 


(a pn im ip i te 


TMP_DEST[455:448] := SaturateSignedWordToSignedByte 
TMP_DEST[463:456] := SaturateSignedWordToSignedByte 
TMP_DEST[471:464] := SaturateSignedWordToSignedByte 
TMP_DEST[479:472] := SaturateSignedWordToSignedByte 
TMP_DEST[487:480] := SaturateSignedWordToSignedByte 
TMP_DEST[495:488] := SaturateSignedWordToSignedByte 
TMP_DEST[503:496] := SaturateSignedWordToSignedByte 
TMP_DEST[511:504] := SaturateSignedWordToSignedByte 


SRC2[399:384)]); 
SRC2[415:400)); 
SRC2[431:416]); 
SRC2[447:432]); 
SRC2[463:448)); 
SRC2[479:464)); 
SRC2[495:480)); 
SRC2[511:496)); 


(a (iin, fits, | an pitanja, ein: Gita, 


FOR j := 0 TO KL-1 


i:=j*8 
IF k1[j] OR *no writemask* 
THEN 
DEST[i+7:i] := TMP_DEST[i+7:i] 
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ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


VPACKSSDW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO ((KL/2) - 1) 

i:=j* 32 


IF (EVEX.b == 1) AND (SRC2 *is memory*) 


THEN 
TMP_SRC2[i+31:i] := SRC2[31:0] 
ELSE 
TMP_SRC2[i+31:i] := SRC2[i+31:i] 
Fl; 
ENDFOR; 


TMP_DEST[15:0] := SaturateSignedDwordToSignedWord (SRC1[31:0)); 
TMP_DEST[31:16] := SaturateSignedDwordToSignedWord (SRC1[63:32]); 
TMP_DEST[47:32] := SaturateSignedDwordToSignedword (SRC1[95:64)); 
TMP_DEST[63:48] := SaturateSignedDwordToSignedword (SRC1[127:96]); 
TMP_DEST[79:64] := SaturateSignedDwordToSignedword (TMP_SRC2[31:0]); 
TMP_DEST[95:80] := SaturateSignedDwordToSignedword (TMP_SRC2[63:32]); 
TMP_DEST[1 1 1:96] := SaturateSignedDwordToSignedword (TMP_SRC2[95:64)); 
TMP_DEST[127:112] := SaturateSignedDwordToSignedword (TMP_SRC2[127:96)); 
IF VL >= 256 
TMP_DEST[143:128] := SaturateSignedDwordToSignedWord (SRC1[159:128] 
TMP_DEST[159:144] := SaturateSignedDwordToSignedWord (SRC1[191:160] 
TMP_DEST[175:160] := SaturateSignedDwordToSignedWord (SRC1[223:192] 
TMP_DEST[191:1 76] := SaturateSignedDwordToSignedWord (SRC1[255:224] 
TMP_DEST[207:1 92] := SaturateSignedDwordToSignedword 
TMP_DEST[223:208] := SaturateSignedDwordToSignedword 
TMP_DEST[239:224] := SaturateSignedDwordToSignedword 
TMP_DEST[255:240] := SaturateSignedDwordToSignedword 


I" 


In 


In 


a) 


i" 


lO 


Fl; 
IF VL >= 512 
TMP_DEST[271:256] := SaturateSignedDwordToSignedword (SRC1[287:256]); 
TMP_DEST[287:272] := SaturateSignedDwordToSignedword (SRC1[319:288]); 
) 
) 


TMP_DEST[303:288] := SaturateSignedDwordToSignedWord (SRC1[351:320] 
TMP_DEST[319:304] := SaturateSignedDwordToSignedword (SRC1[383:352]); 


in 


TMP_DEST[335:320] := SaturateSignedDwordToSignedword (TMP_SRC2[287:256] 

(TMP_SRC2[319:288] 
TMP_DEST[367:352] := SaturateSignedDwordToSignedword (TMP_SRC2[351:320] 
TMP_DEST[383:368] := SaturateSignedDwordToSignedword (TMP_SRC2[383:352] 


TMP_DEST[351:336] := SaturateSignedDwordToSignedword 


TMP_DEST[399:384] := SaturateSignedDwordToSignedword (SRC1[415:384]); 
TMP_DEST[415:400] := SaturateSignedDwordToSignedword (SRC1[447:416]); 
TMP_DEST[431:416] := SaturateSignedDwordToSignedword (SRC1[479:448]); 
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TMP_SRC2[159:128] 
TMP_SRC2[191:160] 
TMP_SRC2[223:192] 
TMP_SRC2[255:224] 


fi 


fi 


fi 


1 


fi 


fi 


fi 


fi 
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TMP_DEST[447:432] := SaturateSignedDwordToSignedword (SRC1[51 1:480)); 

TMP_DEST[463:448] := SaturateSignedDwordT oSignedWord (TMP_SRC2[41 5:384}); 

TMP_DEST[479:464] := SaturateSignedDwordToSignedword (TMP_SRC2[447:416)]); 
( )s 
( ) 


TMP_DEST[495:480] := SaturateSignedDwordToSignedWord (TMP_SRC2[479:448] 
TMP_DEST[51 1:496] := SaturateSignedDwordToSignedWord (TMP_SRC2[51 1:480] 


in 


in 


Fl; 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = TMP_DEST[i+15:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 


VPACKSSDW__m512i_mm512_packs_epi32(__m512im1,___m512i m2); 
VPACKSSDW__m512i_mm512_mask_packs_epi32(__m512is,__mmask32 k,__m512im1,__m512i m2); 
VPACKSSDW__m512i_mm512_maskz_packs_epi32(__ mmask32 k,__m512im1,__m512i m2); 
VPACKSSDW__m256i__mm256_mask_packs_epi32(__m256is,__ mmask16 k,__ m256i m1,_ m256i m2); 
VPACKSSDW__m256i __mm256_maskz_packs_epi32(__ mmask16 k,__ m256i m1, ___m256i m2); 
VPACKSSDW__m128i __mm_mask_packs_epi32(__m128is,__ mmask8 k,__m128i m1,__m128i m2); 
VPACKSSDW__m128i __mm_maskz_packs_epi32(__mmask8 k,___m128im1,__m128i m2); 
VPACKSSWB__m512i_mm512_packs_epi16(__m512im1,___m512i m2); 
VPACKSSWB__m512i__mm512_mask_packs_epi16(__m512i s,__ mmask32 k,__m512im1,__m512i m2); 
VPACKSSWB__m512i_mm512_maskz_packs_epi16(__mmask32 k,__m512im1,__m512i m2); 
VPACKSSWB__m256i__mm256_mask_packs_epi16(__m256is,__ mmask16 k,__ m256im1,__ m256i m2); 
VPACKSSWB__m256i __mm256_maskz_packs_epi16(__mmask16 k,__ m256i m1,__ m256i m2); 
VPACKSSWB__m128i __mm_mask_packs_epi16(__m128is,__ mmask8 k,__m128im1,__m128i m2); 
VPACKSSWB__m128i __mm_maskz_packs_epi16(__mmask8 k,__m128i m1,__m128i m2); 

PACKSSWB __m128i__mm_packs_epi16(__m128i m1,_m128i m2) 

PACKSSDW __m128i__mm_packs_epi32(__m128i m1, __m128i m2) 

VPACKSSWB __m256i __mm256_packs_epi16(__m256i m1,__ m256i m2) 

VPACKSSDW __m256i__mm256_packs_epi32(__m256i m1,__ m256i m2) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 

EVEX-encoded VPACKSSDW, see Table 2-50, “Type E4NF Class Exception Conditions”. 

EVEX-encoded VPACKSSWB, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 

66 OF 38 2B /r A VIV SSE4_1 Convert 4 packed signed doubleword integers from xmm1 

PACKUSDW xmm1, xmm2/m128 and 4 packed signed doubleword integers from 
xmm2/m1 28 into 8 packed unsigned word integers in 
Xmm71 using unsigned saturation. 

VEX.128.66.0F38 2B /r B VIV AVX Convert 4 packed signed doubleword integers from xmm2 

VPACKUSDW xmm1,xmm2, and 4 packed signed doubleword integers from 

xmm3/m128 xmm3/m1 28 into 8 packed unsigned word integers in 
Xmm_71 using unsigned saturation. 

VEX.256.66.0F38 2B /r B VIV AVX2 Convert 8 packed signed doubleword integers from ymm2 

VPACKUSDW ymm1, ymm2, and 8 packed signed doubleword integers from 

ymm3/m256 ymm3/m256 into 16 packed unsigned word integers in 
ymm1 using unsigned saturation. 

EVEX.128.66.0F38.W0 2B /r C VIV AVX512VL Convert packed signed doubleword integers from xmm2 

VPACKUSDW xmm1{k1}{z}, AVX512BW | and packed signed doubleword integers from 

xmm2, xmm3/m128/m32bcst xmm3/m128/m32bcst into packed unsigned word integers 
in xmm1 using unsigned saturation under writemask k1. 

EVEX.256.66.0F38.W0 2B /r C VIV AVX512VL Convert packed signed doubleword integers from ymm2 

VPACKUSDW ymm1{k1}{z}, AVX512BW | and packed signed doubleword integers from 

ymm2, ymm3/m256/m32bcst ymm3/m256/m32bcst into packed unsigned word integers 
in ymm1 using unsigned saturation under writemask k1. 

EVEX.512.66.0F38.W0 2B /r C VIN AVX512BW | Convert packed signed doubleword integers from zmm2 

VPACKUSDW zmm1{k1}{z}, and packed signed doubleword integers from 

zmm2, zmm3/m5 12/m32bcst zmm3/m512/m32bcst into packed unsigned word integers 
in zmm1 using unsigned saturation under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Converts packed signed doubleword integers in the first and second source operands into packed unsigned word 
integers using unsigned saturation to handle overflow conditions. If the signed doubleword value is beyond the 
range of an unsigned word (that is, greater than FFFFH or less than OOOOH), the saturated unsigned word integer 
value of FFFFH or OOOOH, respectively, is stored in the destination. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand is a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector broadcasted from a 32- 
bit memory location. The destination operand is a ZMM register, updated conditionally under the writemask k1. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of the 
corresponding ZMM register destination are zeroed. 


VEX.128 encoded version: The first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


128-bit Legacy SSE version: The first source operand is an XMM register. The second operand can be an XMM 
register or an 128-bit memory location. The destination is not distinct from the first source XMM register and the 
upper bits (MAXVL-1:128) of the corresponding destination register destination are unmodified. 
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Operation 


PACKUSDW (Legacy SSE instruction) 

TMP[15:0] := (DEST[31:0] < 0) ? 0: DEST[15:0); 

DEST[15:0] := (DEST[31:0] > FFFFH) ? FFFFH : TMP[15:0] ; 
TMP[31:16] := (DEST[63:32] < 0)? 0 : DEST[47:32]; 
DEST[31:16] := (DEST[63:32] > FFFFH) ? FFFFH : TMP[31:16] ; 
TMP[47:32] := (DEST[95:64] < 0) ? 0 : DEST[79:64]; 
DEST[47:32] := (DEST[95:64] > FFFFH) ? FFFFH : TMP[47:32]; 
TMP[63:48] := (DEST[127:96] < 0) ? 0: DEST[111:96]; 
DEST[63:48] := (DEST[127:96] > FFFFH) ? FFFFH : TMP[63:48] ; 
TMP[79:64] := (SRC[31:0] < 0) ? 0: SRC[15:0]; 

DEST[79:64] := (SRC[31:0] > FFFFH) ? FFFFH : TMP[79:64] ; 
TMP[95:80] := (SRC[63:32] < 0) ? 0: SRC[47:32]; 

DEST[95:80] := (SRC[63:32] > FFFFH) ? FFFFH : TMP[95:80] ; 
TMP[1 11:96] := (SRC[95:64] < 0)? 0: SRC[79:64]; 
DEST[111:96] := (SRC[95:64] > FFFFH) ? FFFFH : TMP[11 1:96] ; 
TMP[127:112] := (SRC[127:96] < 0) ? 0: SRC[11 1:96]; 
DEST[127:112] := (SRC[127:96] > FFFFH) ? FFFFH : TMP[127:112]; 
DEST[MAXVL-1:1 28] (Unmodified) 


PACKUSDW (VEX.128 encoded version) 

TMP[15:0] := (SRC1[31:0] < 0) ? 0: SRC1[15:0]; 

DEST[15:0] := (SRC1[31:0] > FFFFH) ? FFFFH : TMP[15:0] ; 
TMP[31:16] := (SRC1[63:32] < 0)? 0: SRC1[47:32]; 
DEST[31:16] := (SRC1[63:32] > FFFFH) ? FFFFH : TMP[31:16]; 
TMP[47:32] := (SRC1[95:64] < 0) ? 0: SRC1[79:64]; 
DEST[47:32] := (SRC1[95:64] > FFFFH) ? FFFFH : TMP[47:32] ; 
TMP[63:48] := (SRC1[127:96] < 0) ? 0: SRC1[111:96]; 
DEST[63:48] := (SRC1[127:96] > FFFFH) ? FFFFH : TMP[63:48] ; 
TMP[79:64] := (SRC2[31:0] < 0)? 0: SRC2[15:0]; 

DEST[79:64] := (SRC2[31:0] > FFFFH) ? FFFFH : TMP[79:64] ; 
TMP[95:80] := (SRC2[63:32] < 0) ? 0 : SRC2[47:32]; 
DEST[95:80] := (SRC2[63:32] > FFFFH) ? FFFFH : TMP[95:80] ; 
TMP[1 11:96] := (SRC2[95:64] < 0) ? 0: SRC2[79:64]; 

DEST[1 11:96] := (SRC2[95:64] > FFFFH) ? FFFFH : TMP[1 11:96]; 
TMP[127:112] := (SRC2[127:96] < 0)? 0: SRC2[111:96]; 


DEST[127:112] := (SRC2[127:96] > FFFFH) ? FFFFH : TMP[127:11 2]; 


DEST[MAXVL-1:128] := 0; 


VPACKUSDW (VEX.256 encoded version) 

TMP[15:0] := (SRC1[31:0] < 0) ? 0: SRC1[15:0]; 

DEST[15:0] := (SRC1[31:0] > FFFFH) ? FFFFH : TMP[15:0] ; 
TMP[31:16] := (SRC1[63:32] < 0) ? 0: SRC1[47:32]; 
DEST[31:16] := (SRC1[63:32] > FFFFH) ? FFFFH : TMP[31:16] ; 
TMP[47:32] := (SRC1[95:64] < 0) ? 0: SRC1[79:64]; 
DEST[47:32] := (SRC1[95:64] > FFFFH) ? FFFFH : TMP[47:32] ; 
TMP[63:48] := (SRC1[127:96] < 0) ? 0: SRC1[111:96]; 
DEST[63:48] := (SRC1[127:96] > FFFFH) ? FFFFH : TMP[63:48] ; 
TMP[79:64] := (SRC2[31:0] < 0)? 0: SRC2[15:0]; 

DEST[79:64] := (SRC2[31:0] > FFFFH) ? FFFFH : TMP[79:64] ; 
TMP[95:80] := (SRC2[63:32] < 0) ? 0: SRC2[47:32]; 
DEST[95:80] := (SRC2[63:32] > FFFFH) ? FFFFH : TMP[95:80] ; 
TMP[11 1:96] := (SRC2[95:64] < 0) ? 0: SRC2[79:64]; 

DEST[1 11:96] := (SRC2[95:64] > FFFFH) ? FFFFH : TMP[11 1:96]; 
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TMP[127:1 12] := (SRC2[127:96] < 0)? 0: SRC2[11 1:96]; 
DEST[127:112] := (SRC2[127:96] > FFFFH) ? FFFFH : TMP[127:112]; 
TMP[143:1 28] := (SRC1[159:128] < 0) ? 0: SRC1[143:128]; 
DEST[143:128] := (SRC1[159:128] > FFFFH) ? FFFFH : TMP[143:128] ; 
TMP[159:1 44] := (SRC1[191:160] < 0) ? 0: SRC1[175:160]; 
DEST[159:144] := (SRC1[191:160] > FFFFH) ? FFFFH : TMP[159:1 44] ; 
TMP[175:160] := (SRC1[223:192] < 0)? 0: SRC1[207:192]; 
DEST[175:160] := (SRC1[223:192] > FFFFH) ? FFFFH : TMP[175:160] ; 
TMP[191:1 76] := (SRC1[255:224] < 0)? 0: SRC1[239:224]; 
DEST[191:176] := (SRC1[255:224] > FFFFH) ? FFFFH : TMP[191:1 76] ; 
TMP[207:1 92] := (SRC2[159:128] < 0) ? 0: SRC2[143:1 28]; 
DEST[207:192] := (SRC2[159:128] > FFFFH) ? FFFFH : TMP[207:192] ; 
TMP[223:208] := (SRC2[191:160] < 0) ? 0: SRC2[175:160]; 
DEST[223:208] := (SRC2[191:160] > FFFFH) ? FFFFH : TMP[223:208] ; 
TMP[239:224] := (SRC2[223:192] < 0)? 0: SRC2[207:192]; 
DEST[239:224] := (SRC2[223:192] > FFFFH) ? FFFFH : TMP[239:224] ; 
TMP[255:240] := (SRC2[255:224] < 0)? 0: SRC2[239:224]; 
DEST[255:240] := (SRC2[255:224] > FFFFH) ? FFFFH : TMP[255:240] ; 
DEST[MAXVL-1:256] := 0; 


VPACKUSDW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO ((KL/2) - 1) 

i:=j* 32 


IF (EVEX.b == 1) AND (SRC2 *is memory*) 


THEN 
TMP_SRC2Z[i+31:i] := SRC2[31:0] 
ELSE 
TMP_SRC2[i+31:i] := SRC2[i+31:i] 
Fl; 
ENDFOR; 


TMP[15:0] := (SRC1[31:0] < 0)? 0: SRC1[15:0}; 
DEST[15:0] := (SRC1[31:0] > FFFFH) ? FFFFH : TMP[15:0]; 
TMP[31:16] = (SRC1[63:32] < 0)? 0: SRC1[47:32]; 
DEST[31:16] := (SRC1[63:32] > FFFFH) ? FFFFH : TMP[31:16] ; 
TMP[47:32] := (SRC1[95:64] < 0)? 0: SRC1[79:64]; 
DEST[47:32] := (SRC1[95:64] > FFFFH) ? FFFFH : TMP[47:32] ; 
TMP[63:48] := (SRC1[127:96] < 0)? 0: SRC1[111:96]; 
DEST[63:48] := (SRC1[127:96] > FFFFH) ? FFFFH : TMP[63:48] ; 
TMP[79:64] := (TMP_SRC2[31:0] < 0)? 0: TMP_SRC2[15:0]; 
DEST[79:64] := (TMP_SRC2[31:0] > FFFFH) ? FFFFH : TMP[79:64] ; 
TMP[95:80] = (TMP_SRC2[63:32] < 0)? 0: TMP_SRC2[47:32]; 
DEST[95:80] := (TMP_SRC2[63:32] > FFFFH) ? FFFFH : TMP[95:80] ; 
TMP[1 11:96] := (TMP_SRC2[95:64] < 0)? 0 : TMP_SRC2[79:64]; 
DEST[1 11:96] := (TMP_SRC2[95:64] > FFFFH) ? FFFFH : TMP[111:96]; 
TMP[127:112] := (TMP_SRC2[127:96] < 0)? 0 : TMP_SRC2[1 11:96]; 
DEST[127:112] = (TMP_SRC2[127:96] > FFFFH) ? FFFFH : TMP[127:112]; 
IF VL >= 256 
TMP[143:128] = (SRC1[159:128] < 0)? 0: SRC1[143:128]; 
DEST[143:128] := (SRC1[159:128] > FFFFH) ? FFFFH : TMP[143:128] ; 
TMP[159:144] = (SRC1[191:160] < 0)? 0: SRC1[175:160]; 
DEST[159:144] := (SRC1[191:160] > FFFFH) ? FFFFH : TMP[159:144] ; 
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TMP[175:160] := (SRC1[223:192] < 0)? 0: SRC1[207:192]; 
DEST[175:160] := (SRC1[223:192] > FFFFH) ? FFFFH : TMP[175:160] ; 
TMP[191:1 76] := (SRC1[255:224] < 0)? 0: SRC1[239:224]; 
DEST[191:1 76] := (SRC1[255:224] > FFFFH) ? FFFFH : TMP[191:1 76]; 
TMP[207:192] := (TMP_SRC2[159:1 28] < 0)? 0: TMP_SRC2[143:128]; 
DEST[207:1 92] := (TMP_SRC2[159:128] > FFFFH) ? FFFFH : TMP[207:192]; 
TMP[223:208] := (TMP_SRC2[191:160] < 0)? 0: TMP_SRC2[175:160]; 
DEST[223:208] := (TMP_SRC2[191:160] > FFFFH) ? FFFFH : TMP[223:208] ; 
TMP[239:224] := (TMP_SRC2[223:192] < 0)? 0: TMP_SRC2[207:192]; 
DEST[239:224] := (TMP_SRC2[223:192] > FFFFH) ? FFFFH : TMP[239:224] ; 
TMP[255:240] := (TMP_SRC2[255:224] < 0)? 0: TMP_SRC2[239:224)]; 
DEST[255:240] := (TMP_SRC2[255:224] > FFFFH) ? FFFFH : TMP[255:240] ; 
Fl; 
IF VL >= 512 
TMP[271:256] := (SRC1[287:256] < 0)? 0: SRC1[271:256]; 
DEST[271:256] := (SRC1[287:256] > FFFFH) ? FFFFH : TMP[271:256] ; 
TMP[287:272] := (SRC1[319:288] < 0) ? 0 : SRC1[303:288]; 
DEST[287:272] := (SRC1[319:288] > FFFFH) ? FFFFH : TMP[287:272]; 
TMP[303:288] := (SRC1[351:320] < 0)? 0: SRC1[335:320]; 
DEST[303:288] := (SRC1[351:320] > FFFFH) ? FFFFH : TMP[303:288] ; 
TMP[319:304] := (SRC1[383:352] < 0)? 0: SRC1[367:352]; 
DEST[319:304] := (SRC1[383:352] > FFFFH) ? FFFFH : TMP[319:304] ; 
TMP[335:320] := (TMP_SRC2[287:256] < 0)? 0: TMP_SRC2[271:256]; 
DEST[335:304] := (TMP_SRC2[287:256] > FFFFH) ? FFFFH : TMP[79:64] ; 
TMP[351:336] := (TMP_SRC2[319:288] < 0)? 0: TMP_SRC2[303:288]; 
DEST[351:336] := (TMP_SRC2[319:288] > FFFFH) ? FFFFH : TMP[351:336] ; 
TMP[367:352] := (TMP_SRC2[351:320] < 0)? 0: TMP_SRC2[315:320]; 
DEST[367:352] := (TMP_SRC2[351:320] > FFFFH) ? FFFFH : TMP[367:352] ; 
TMP[383:368] := (TMP_SRC2[383:352] < 0)? 0: TMP_SRC2[367:352]; 
DEST[383:368] := (TMP_SRC2[383:352] > FFFFH) ? FFFFH : TMP[383:368] ; 
TMP[399:384] := (SRC1[415:384] < 0)? 0: SRC1[399:384]; 
DEST[399:384] := (SRC1[415:384] > FFFFH) ? FFFFH : TMP[399:384] ; 
TMP[415:400] := (SRC1[447:416] < 0)? 0: SRC1[431:416]; 
DEST[415:400] := (SRC1[447:416] > FFFFH) ? FFFFH : TMP[415:400] ; 
TMP[431:416] := (SRC1[479:448] < 0)? 0: SRC1[463:448]; 
DEST[431:416] := (SRC1[479:448] > FFFFH) ? FFFFH : TMP[431:416]; 
TMP[447:432] := (SRC1[511:480] < 0)? 0: SRC1[495:480]; 
DEST[447:432] := (SRC1[511:480] > FFFFH) ? FFFFH : TMP[447:432]; 
TMP[463:448] := (TMP_SRC2[415:384] < 0)? 0: TMP_SRC2[399:384]; 
DEST[463:448] := (TMP_SRC2[415:384] > FFFFH) ? FFFFH : TMP[463:448] ; 
TMP[475:464] := (TMP_SRC2[447:416] < 0)? 0: TMP_SRC2[431:416]; 
DEST[475:464] := (TMP_SRC2[447:416] > FFFFH) ? FFFFH : TMP[475:464] ; 
TMP[491:476] := (TMP_SRC2[479:448] < 0)? 0: TMP_SRC2[463:448]; 
DEST[491:476] := (TMP_SRC2[479:448] > FFFFH) ? FFFFH : TMP[491:476] ; 
TMP[51 1:492] := (TMP_SRC2[51 1:480] < 0)? 0: TMP_SRC2[495:480]; 
DEST[511:492] := (TMP_SRC2[511:480] > FFFFH) ? FFFFH : TMP[511:492]; 
Fl; 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN 
DEST[i+15:i] = TMP_DEST[i+1 5:i] 
ELSE 
IF *merging-masking* ; merging-masking 
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THEN *DEST{[i+1 5:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR; 
DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 


VPACKUSDW__m512i_mm512_packus_epi32(__m512im1,__m512i m2); 
VPACKUSDW__m512i__mm512_mask_packus_epi32(__m512is,__ mmask32 k,__m512im1,__m512i m2); 
VPACKUSDW__m512i__mm512_maskz_packus_epi32(__mmask32 k,__m512im1,__m512i m2); 
VPACKUSDW__m256i __mm256_mask_packus_epi32(__m256is,__ mmask16 k,___ m256i m1,_m256i m2); 
VPACKUSDW__m256i __mm256_maskz_packus_epi32(__mmask16 k,__ m256im1,__ m256i m2); 
VPACKUSDW__m128i __mm_mask_packus_epi32(__m128is,___ mmask8 k,__m128i m1,__m128i m2); 
VPACKUSDW__m128i__mm_maskz_packus_epi32(__mmask8 k,__m128i m1,__m128i m2); 
PACKUSDW__m128i __mm_packus_epi32(__m128i m1,__m128i m2); 

VPACKUSDW__m256i _mm256_packus_epi32(__m256i m1,__ m256i m2); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-50, “Type E4NF Class Exception Conditions”. 
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Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature Flag 
Support 

NP OF 67 /r A VIV MMX Converts 4 signed word integers from mm and 

PACKUSWB mm, mm/m64 4 signed word integers from mm/m64 into 8 
unsigned byte integers in mm using unsigned 
saturation. 

66 OF 67 /r A VIV SSE2 Converts 8 signed word integers from xmm1 

PACKUSWB xmm1, xmm2/m128 and 8 signed word integers from xmm2/m128 
into 16 unsigned byte integers in xmm7 using 
unsigned saturation. 

VEX.128.66.0F.WIG 67 /r B VIV AVX Converts 8 signed word integers from xmm2 

VPACKUSWB xmm1, xmm2, xmm3/m128 and 8 signed word integers from xmm3/m128 
into 16 unsigned byte integers in xmm7 using 
unsigned saturation. 

VEX.256.66.0F.WIG 67 /r B VIV AVX2 Converts 16 signed word integers from ymm2 

VPACKUSWB ymm1, ymm2, ymm3/m256 and 16signed word integers from 
ymm3/m256 into 32 unsigned byte integers 
in ymm7 using unsigned saturation. 

EVEX.128.66.0F.WIG 67 /r C VIV AVX512VL ‘| Converts signed word integers from xmm2 

VPACKUSWB xmm1{k1}{z}, xmm2, xmm3/m128 AVX512BW | and signed word integers from xmm3/m128 
into unsigned byte integers in xmm7 using 
unsigned saturation under writemask k1. 

EVEX.256.66.0F.WIG 67 /r C VIV AVX512VL | Converts signed word integers from ymm2 

VPACKUSWB ymm1{k1}{z}, ymm2, ymm3/m256 AVX512BW | and signed word integers from ymm3/m256 
into unsigned byte integers in ymm7 using 
unsigned saturation under writemask k1. 

EVEX.512.66.0F.WIG 67 /r C VIV AVX512BW | Converts signed word integers from zmm2 

VPACKUSWB zmm1{k1}{z}, zmm2, zmm3/m512 and signed word integers from zmm3/m512 
into unsigned byte integers in zmm17 using 
unsigned saturation under writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” in 
the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Converts 4, 8, 16 or 32 signed word integers from the destination operand (first operand) and 4, 8, 16 or 32 signed 
word integers from the source operand (second operand) into 8, 16, 32 or 64 unsigned byte integers and stores the 
result in the destination operand. (See Figure 4-6 for an example of the packing operation.) If a signed word 
integer value is beyond the range of an unsigned byte integer (that is, greater than FFH or less than OOH), the satu- 
rated unsigned byte integer value of FFH or OOH, respectively, is stored in the destination. 


EVEX.512 encoded version: The first source operand is a ZMM register. The second source operand is a ZMM 
register or a 512-bit memory location. The destination operand is a ZMM register. 
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VEX.256 and EVEX.256 encoded versions: The first source operand is a YMM register. The second source operand 
is a YMM register or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL- 
1:256) of the corresponding ZMM register destination are zeroed. 

VEX.128 and EVEX.128 encoded versions: The first source operand is an XMM register. The second source operand 
is an XMM register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL- 
1:128) of the corresponding register destination are zeroed. 

128-bit Legacy SSE version: The first source operand is an XMM register. The second operand can be an XMM 
register or an 128-bit memory location. The destination is not distinct from the first source XMM register and the 
upper bits (MAXVL-1:128) of the corresponding register destination are unmodified. 


Operation 


PACKUSWB (with 64-bit operands) 
DEST[7:0] := SaturateSignedWordToUnsignedByte DEST[1 5:0]; 
DEST[15:8] := SaturateSignedWwordToUnsignedByte DEST[31:16]; 
DEST[23:16] := SaturateSignedwordToUnsignedByte DEST[47:32]; 
DEST[31:24] := SaturateSignedWwordToUnsignedByte DEST[63:48]; 
DEST[39:32] := SaturateSignedwordToUnsignedByte SRC[1 5:0); 
DEST[47:40] := SaturateSignedwordToUnsignedByte SRC[31:16]; 
DEST[55:48] := SaturateSignedWwordToUnsignedByte SRC[47:32]; 
DEST[63:56] := SaturateSignedWwordToUnsignedByte SRC[63:48]; 


PACKUSWB (Legacy SSE instruction) 
DEST[7:0] := SaturateSignedWordToUnsignedByte (DEST[15:0)); 
DEST[15:8] := SaturateSignedWordToUnsignedByte (DEST[31:16]); 
DEST[23:16] := SaturateSignedWordToUnsignedByte (DEST[47:32]); 
DEST[31:24] := SaturateSignedWordToUnsignedByte (DEST[63:48)); 
DEST[39:32] := SaturateSignedWordToUnsignedByte (DEST[79:64}) 
DEST[47:40] := SaturateSignedWordToUnsignedByte (DEST[95:80)); 
DEST[55:48] := SaturateSignedWordToUnsignedByte (DEST[1 1 1:96)); 
DEST[63:56] := SaturateSignedWordToUnsignedByte (DEST[127:112]); 
DEST[7 1:64] := SaturateSignedWordToUnsignedByte (SRC[15:0]); 
DEST[79:72] := SaturateSignedWordToUnsignedByte (SRC[31:16)); 
DEST[87:80] := SaturateSignedWordToUnsignedByte (SRC[47:32]); 
DEST[95:88] := SaturateSignedWordToUnsignedByte (SRC[63:48)); 
DEST[103:96] := SaturateSignedWordToUnsignedByte (SRC[79:64)); 
DEST[111:104] := SaturateSignedWordToUnsignedByte (SRC[95:80)); 
DEST[1 19:1 12] := SaturateSignedWordToUnsignedByte (SRC[1 1 1:96)); 
DEST[127:120] := SaturateSignedWordToUnsignedByte (SRC[127:112]); 


fi 


SO ne 


PACKUSWB (VEX.128 encoded version) 
DEST[7:0] := SaturateSignedWordToUnsignedByte (SRC1[15:0)); 
DEST[15:8] := SaturateSignedWordToUnsignedByte (SRC1[31:16)); 
DEST[23:16] := SaturateSignedWordToUnsignedByte (SRC1[47:32]); 
DEST[31:24] := SaturateSignedWordToUnsignedByte (SRC1[63:48}); 
DEST[39:32] := SaturateSignedWordToUnsignedByte (SRC1[79:64}); 
DEST[47:40] := SaturateSignedWordToUnsignedByte (SRC1[95:80)); 
DEST[55:48] := SaturateSignedWordToUnsignedByte (SRC1[1 1 1:96)); 
DEST[63:56] := SaturateSignedWordToUnsignedByte (SRC1[127:112]); 
DEST[7 1:64] := SaturateSignedWordToUnsignedByte (SRC2[1 5:0); 
DEST[79:72] := SaturateSignedWordToUnsignedByte (SRC2[31:16]); 
DEST[87:80] := SaturateSignedWordToUnsignedByte (SRC2[47:32]); 
DEST[95:88] := SaturateSignedWordToUnsignedByte (SRC2[63:48)); 
DEST[103:96] := SaturateSignedWordToUnsignedByte (SRC2[79:64)); 
DEST[111:104] := SaturateSignedWordToUnsignedByte (SRC2[95:80)); 


OO 
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DEST[119:1 12] := SaturateSignedWordToUnsignedByte (SRC2[1 1 1:96]); 
DEST[127:120] := SaturateSignedwordToUnsignedByte (SRC2[127:112]); 
DEST[MAXVL-1:128] := 0; 


VPACKUSWB (VEX.256 encoded version) 
DEST[7:0] := SaturateSignedWwordToUnsignedByte (SRC1[15:0]); 
DEST[15:8] := SaturateSignedwordToUnsignedByte (SRC1[31:16]); 
DEST[23:16] := SaturateSignedWwordToUnsignedByte (SRC1[47:32]); 
DEST[31:24] := SaturateSignedwordToUnsignedByte (SRC1[63:48}); 
DEST[39:32] := SaturateSignedWordToUnsignedByte (SRC1[79:64]), 
DEST[47:40] := SaturateSignedwordToUnsignedByte (SRC1[95:80}); 
DEST[55:48] := SaturateSignedwordToUnsignedByte (SRC1[1 1 1:96]); 
DEST[63:56] := SaturateSignedwordToUnsignedByte (SRC1[127:112]); 
DEST[7 1:64] := SaturateSignedWwordToUnsignedByte (SRC2[15:0]); 
DEST[79:72] := SaturateSignedWwordToUnsignedByte (SRC2[31:16]); 
DEST[87:80] := SaturateSignedWordToUnsignedByte (SRC2[47:32]); 
DEST[95:88] := SaturateSignedwordToUnsignedByte (SRC2[63:48}); 
DEST[103:96] := SaturateSignedWordToUnsignedByte (SRC2[79:64}); 
DEST[111:104] := SaturateSignedWordToUnsignedByte (SRC2[95:80}); 
DEST[119:1 12] := SaturateSignedWordToUnsignedByte (SRC2[1 1 1:96]); 
DEST[127:120] := SaturateSignedWordToUnsignedByte (SRC2[127:112]) 
DEST[135:1 28] := SaturateSignedWordT oUnsignedByte (SRC1[143:128]) 
DEST[1 43:1 36] := SaturateSignedWordToUnsignedByte (SRC1[159:144}) 
DEST[151:144] := SaturateSignedWordToUnsignedByte (SRC1[1 75:160]) 
DEST[159:152] := SaturateSignedWordToUnsignedByte (SRC1[191:176]) 
DEST[167:160] := SaturateSignedWordToUnsignedByte (SRC1[207:192]) 
DEST[175:168] := SaturateSignedWordToUnsignedByte (SRC1[223:208}) 
DEST[183:1 76] := SaturateSignedwordToUnsignedByte (SRC1[239:224]); 
DEST[191:184] := SaturateSignedwordToUnsignedByte (SRC1[255:240}); 

) 
) 
) 
) 
) 
) 
) 
) 


In 


ee ee 


in 
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In 
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In 


In 


DEST[199:1 92] := SaturateSignedWordToUnsignedByte (SRC2[143:128] 
DEST[207:200] := SaturateSignedWordToUnsignedByte (SRC2[159:144] 
DEST[215:208] := SaturateSignedWordToUnsignedByte (SRC2[175:160] 
DEST[223:216] := SaturateSignedWordToUnsignedByte (SRC2[191:176] 
DEST[231:224] := SaturateSignedWordToUnsignedByte (SRC2[207:192] 
DEST[239:232] := SaturateSignedWordToUnsignedByte (SRC2[223:208] 
DEST[247:240] := SaturateSignedWordToUnsignedByte (SRC2[239:224] 
DEST[255:248] := SaturateSignedWordToUnsignedByte (SRC2[255:240] 


i" 


In 


In 


in 


In 


in 


In 
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In 


VPACKUSWB (EVEX encoded versions) 

(KL, VL) = (16, 128), (32, 256), (64, 512) 

TMP_DEST[7:0] := SaturateSignedWordToUnsignedByte (SRC1[15:0)); 
TMP_DEST[15:8] := SaturateSignedwordToUnsignedByte (SRC1[31:16]); 
TMP_DEST[23:16] := SaturateSignedWordToUnsignedByte (SRC1[47:32]); 
TMP_DEST[31:24] := SaturateSignedWordToUnsignedByte (SRC1[63:48)); 
TMP_DEST[39:32] := SaturateSignedWordToUnsignedByte (SRC1[79:64]) 
TMP_DEST[47:40] := SaturateSignedWordToUnsignedByte (SRC1[95:80)); 
TMP_DEST[55:48] := SaturateSignedWordToUnsignedByte (SRC1[1 1 1:96)); 
TMP_DEST[63:56] := SaturateSignedwordToUnsignedByte (SRC1[127:112]); 
TMP_DEST[7 1:64] := SaturateSignedWordToUnsignedByte (SRC2[15:0)); 
TMP_DEST[79:72] := SaturateSignedWordToUnsignedByte (SRC2[31:16]); 
TMP_DEST[87:80] := SaturateSignedWordToUnsignedByte (SRC2[47:32]); 
TMP_DEST[95:88] := SaturateSignedwordToUnsignedByte (SRC2[63:48)); 
TMP_DEST[103:96] := SaturateSignedwordToUnsignedByte (SRC2[79:64)); 
TMP_DEST[111:104] := SaturateSignedWordToUnsignedByte (SRC2[95:80)); 


I" 
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TMP_DEST[119:112] := SaturateSignedWwordToUnsignedByte (SRC2[1 1 1:96]); 


TMP_DEST[127:120] := SaturateSignedWordToUnsignedByte (SRC2[1 27:11 2)); 


IF VL >= 256 
TMP_DEST[135:1 28] := SaturateSignedWordToUnsignedByte 
TMP_DEST[143:136] := SaturateSignedWordToUnsignedByte 
TMP_DEST[151:144] := SaturateSignedWordToUnsignedByte 
TMP_DEST[159:152] := SaturateSignedWordToUnsignedByte 
TMP_DEST[167:160] := SaturateSignedWordToUnsignedByte 
TMP_DEST[175:168] := SaturateSignedWordToUnsignedByte 
TMP_DEST[183:1 76] := SaturateSignedWordToUnsignedByte 
TMP_DEST[191:184] := SaturateSignedWordToUnsignedByte 
TMP_DEST[199:1 92] := SaturateSignedWordToUnsignedByte 
TMP_DEST[207:200] := SaturateSignedWordToUnsignedByte 
TMP_DEST[215:208] := SaturateSignedWordToUnsignedByte 
TMP_DEST[223:216] := SaturateSignedWordToUnsignedByte 
TMP_DEST[231:224] := SaturateSignedWordToUnsignedByte 
TMP_DEST[239:232] := SaturateSignedWordToUnsignedByte 
TMP_DEST[247:240] := SaturateSignedWordToUnsignedByte 
TMP_DEST[255:248] := SaturateSignedWordToUnsignedByte 


mi, «pais, Tpit pam, ia pam eins open, ma, sam, mi se pata ope, Span oem 


Fl; 

IF VL >=512 
TMP_DEST[263:256] := SaturateSignedWordToUnsignedByte 
TMP_DEST[271:264] := SaturateSignedWordToUnsignedByte 
TMP_DEST[279:272] := SaturateSignedWordToUnsignedByte 
TMP_DEST[287:280] := SaturateSignedWordToUnsignedByte 
TMP_DEST[295:288] := SaturateSignedWordToUnsignedByte 
TMP_DEST[303:296] := SaturateSignedWordToUnsignedByte 
TMP_DEST[31 1:304] := SaturateSignedWordToUnsignedByte 
TMP_DEST[319:312] := SaturateSignedWordToUnsignedByte 


pm pee, ipa (cia, Tami pam sipama oe 


TMP_DEST[327:320] := SaturateSignedWordToUnsignedByte 
TMP_DEST[335:328] := SaturateSignedWordToUnsignedByte 
TMP_DEST[343:336] := SaturateSignedWordToUnsignedByte 
TMP_DEST[351:344] := SaturateSignedWordToUnsignedByte 
TMP_DEST[359:352] := SaturateSignedWordToUnsignedByte 
TMP_DEST[367:360] := SaturateSignedWordToUnsignedByte 
TMP_DEST[375:368] := SaturateSignedWordToUnsignedByte 
TMP_DEST[383:376] := SaturateSignedWordToUnsignedByte 


ene mc pee a pe in my an 


TMP_DEST[391:384] := SaturateSignedWordToUnsignedByte 
TMP_DEST[399:392] := SaturateSignedWordToUnsignedByte 
TMP_DEST[407:400] := SaturateSignedWordToUnsignedByte 
TMP_DEST[415:408] := SaturateSignedWordToUnsignedByte 
TMP_DEST[423:416] := SaturateSignedWordToUnsignedByte 
TMP_DEST[431:424] := SaturateSignedWordToUnsignedByte 
TMP_DEST[439:432] := SaturateSignedWordToUnsignedByte 
TMP_DEST[447:440] := SaturateSignedWordToUnsignedByte 


ma pana, imi pea tipamas cia, prs epee 


TMP_DEST[455:448] := SaturateSignedWordToUnsignedByte 
TMP_DEST[463:456] := SaturateSignedWordToUnsignedByte 
TMP_DEST[471:464] := SaturateSignedWordToUnsignedByte 
TMP_DEST[479:472] := SaturateSignedWordToUnsignedByte 
TMP_DEST[487:480] := SaturateSignedWordToUnsignedByte 
TMP_DEST[495:488] := SaturateSignedWordToUnsignedByte 


ae ce pee a pm 
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TMP_DEST[503:496] := SaturateSignedWordToUnsignedByte (SRC2[495:480)); 
TMP_DEST[51 1:504] := SaturateSignedWordToUnsignedByte (SRC2[51 1:496)); 


Fl; 
FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN 
DEST[i+7:i] := TMP_DEST[i+7:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 


VPACKUSWB__m512i__mm512_packus_epi16(__m512i m1,__m512i m2); 
VPACKUSWB__m512i__mm512_mask_packus_epi16(__m512is,___ mmask64 k,__m512im1,__m512i m2); 
VPACKUSWB__m512i __mm512_maskz_packus_epi16(__mmask64 k,__m512im1,__m512i m2); 
VPACKUSWB__m256i _mm256_mask_packus_epi16(__m256i s,___ mmask32 k,__ m256i m1,___m256i m2); 
VPACKUSWB__m256i _mm256_maskz_packus_epi16(__mmask32 k,__ m256i m1, __ m256i m2); 


VPACKUSWB__m128i __mm_mask_packus_epi16(__m128is,__ mmask16 k,___m128im1,__m128i m2); 
VPACKUSWB__m128i __mm_maskz_packus_epi16(__mmask16 k,__m128i m1, __m128i m2); 
PACKUSWB: m64 __mm_packs_pu16(__m64 m1,__m64 m2) 

(V)PACKUSWB: __m128i__mm_packus_epi16(__m128i m1,_m128i m2) 

VPACKUSWB: m256i_mm256_packus_epi16(__m256i m1, _ m256i m2); 

Flags Affected 

None 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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PADDB/PADDW/PADDD/PADDQ—Add Packed Integers 


ymm3/m256 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
NP OF FC /r! A VV MMX Add packed byte integers from mm/m64 and mm. 
PADDB mm, mm/m64 
NP OF FD /r! A VV MMX Add packed word integers from mm/m64 and mm. 
PADDW mm, mm/m64 
NP OF FE /r’ A VV MMX Add packed doubleword integers from mm/m64 and 
PADDD mm, mm/m64 mm. 
NP OF D4 /r' A VV MMX Add packed quadword integers from mm/m64 and 
PADDQ mm, mm/m64 mm. 
66 OF FC /r A VIV SSE2 Add packed byte integers from xmm2/m128 and 
PADDB xmm1, xmm2/m128 xmm1. 
66 OF FD /r A VIV SSE2 Add packed word integers from xmm2/m128 and 
PADDW xmm1, xmm2/m128 xmmt1. 
66 OF FE /r A VIV SSE2 Add packed doubleword integers from xmm2/m128 
PADDD xmm1, xmm2/m128 and xmm1. 
66 OF D4 /r A VIV SSE2 Add packed quadword integers from xmm2/m128 
PADDQ xmm1, xmm2/m128 and xmm1. 
VEX.128.66.0F.WIG FC /r B VIV AVX Add packed byte integers from xmm2, and 
VPADDB xmm1, xmm2, xmm3/m128 xmm3/m128 and store in xmm1. 
VEX.128.66.0F.WIG FD /r B VIV AVX Add packed word integers from xmm2, xmm3/m128 
VPADDW xmm1, xmm2, xmm3/m128 and store in xmm1. 
VEX.128.66.0F.WIG FE /r B VV AVX Add packed doubleword integers from xmm2, 
VPADDD xmm1, xmm2, xmm3/m128 xmm3/m128 and store in xmm1. 
VEX.128.66.0F.WIG D4 /r B VV AVX Add packed quadword integers from xmm2, 
VPADDQ xmm17, xmm2, xmm3/m128 xmm3/m128 and store in xmm1. 
VEX.256.66.0F.WIG FC /r B VIV AVX2 Add packed byte integers from ymm2, and 
VPADDB ymm1, ymm2, ymm3/m256 ymm3/m256 and store in ymm7. 
VEX.256.66.0F.WIG FD /r B VV AVX2 Add packed word integers from ymm2, ymm3/m256 
VPADDW ymm17, ymm2, ymm3/m256 and store in ymm1. 
VEX.256.66.0F.WIG FE /r B VIV AVX2 Add packed doubleword integers from ymm2, 
VPADDD ymm17, ymm2, ynm3/m256 ymm3/m256 and store in ymm1. 
VEX.256.66.0F.WIG D4 /r B VIV AVX2 Add packed quadword integers from ymm2, 
VPADDQ ymm1, ymm2, ymm3/m256 ymm3/m256 and store in ymm/7. 
EVEX.128.66.0F.WIG FC /r C VIV AVX512VL_ | Add packed byte integers from xmm2, and 
VPADDB xmm1 {k1}{z}, xmm2, AVX512BW | xmm3/m128 and store in xmm1 using writemask k1. 
xmm3/m128 
EVEX.128.66.0F.WIG FD /r C VIV AVX512VL_ | Add packed word integers from xmm2, and 
VPADDW xmm1 {k1}{z}, xmm2, AVX512BW | xmm3/m128 and store in xmm1 using writemask k1. 
xmm3/m128 
EVEX.128.66.0F.WO FE /r D VIV AVX512VL_ | Add packed doubleword integers from xmm2, and 
VPADDD xmm1 {k1}{z}, xmm2, AVX512F xmm3/m128/m32bcst and store in xmm7 using 
xmm3/m128/m32bcst writemask k1. 
EVEX.128.66.0F.W1 D4 /r D VV AVX512VL_ | Add packed quadword integers from xmm2, and 
VPADDQ xmm1 {k1}{z}, xmm2, AVX512F xmm3/m128/m64bcst and store in xmm7 using 
xmm3/m128/m64bcst writemask k1. 
EVEX.256.66.0F.WIG FC /r C VIV AVX512VL_ | Add packed byte integers from ymm2, and 
VPADDB ymm1 {k1}{z}, ymm2, AVX512BW | ymm3/m256 and store in ymm7 using writemask k1. 
ymm3/m256 
EVEX.256.66.0F.WIG FD /r C VIV AVX512VL_ | Add packed word integers from ymm2, and 
VPADDW ymm1 {k1}{z}, ymm2, AVX512BW | ymm3/m256 and store in ymm7 using writemask k1. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.256.66.0F.WO FE /r D VIV AVX512VL_ | Add packed doubleword integers from ymm2, 
VPADDD ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m32bcst and store in ymm17 using 
ymm3/m256/m32bcst writemask k1. 
EVEX.256.66.0F.W1 D4 /r D VIV AVX512VL_ | Add packed quadword integers from ymm2, 
VPADDQ ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m64bcst and store in ymm17 using 
ymm3/m256/m64bcst writemask k1. 
EVEX.512.66.0F.WIG FC /r C VV AVX512BW | Add packed byte integers from zmm2, and 
VPADDB zmm1 {k1}{z}, zmm2, zmm3/m512 and store in zmm7 using writemask k1. 
zmm3/m512 
EVEX.512.66.0F.WIG FD /r C VV AVX512BW | Add packed word integers from zmm2, and 
VPADDW zmm1 {k1}z}, zmm2, zmm3/m512 and store in zmm7 using writemask k1. 
zmm3/m512 
EVEX.512.66.0F.W0 FE /r D VIV AVX512F Add packed doubleword integers from zmm2, 
VPADDD zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst and store in zmm7 using 
zmm3/m512/m32bcst writemask k1. 
EVEX.512.66.0F.W1 D4 /r D VIV AVX512F Add packed quadword integers from zmm2, 
VPADDQ zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst and store in zmm7 using 
zmm3/m512/m64bcst writemask k1. 
NOTES: 
1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX 
Registers” in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
D Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD add of the packed integers from the source operand (second operand) and the destination 
operand (first operand), and stores the packed integer results in the destination operand. See Figure 9-4 in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for an illustration of a SIMD operation. 
Overflow is handled with wraparound, as described in the following paragraphs. 


The PADDB and VPADDB instructions add packed byte integers from the first source operand and second source 
operand and store the packed integer results in the destination operand. When an individual result is too large to 
be represented in 8 bits (overflow), the result is wrapped around and the low 8 bits are written to the destination 
operand (that is, the carry is ignored). 


The PADDW and VPADDW instructions add packed word integers from the first source operand and second source 
operand and store the packed integer results in the destination operand. When an individual result is too large to 
be represented in 16 bits (overflow), the result is wrapped around and the low 16 bits are written to the destination 
operand (that is, the carry is ignored). 


The PADDD and VPADDD instructions add packed doubleword integers from the first source operand and second 
source operand and store the packed integer results in the destination operand. When an individual result is too 
large to be represented in 32 bits (overflow), the result is wrapped around and the low 32 bits are written to the 
destination operand (that is, the carry is ignored). 


The PADDQ and VPADDQ instructions add packed quadword integers from the first source operand and second 
source operand and store the packed integer results in the destination operand. When a quadword result is too 
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large to be represented in 64 bits (overflow), the result is wrapped around and the low 64 bits are written to the 
destination operand (that is, the carry is ignored). 

Note that the (V)PADDB, (V)PADDW, (V)PADDD and (V)PADDQ instructions can operate on either unsigned or 
signed (two's complement notation) packed integers; however, it does not set bits in the EFLAGS register to indi- 
cate overflow and/or a carry. To prevent undetected overflow conditions, software must control the ranges of 
values operated on. 

EVEX encoded VPADDD/Q: The first source operand is a ZMM/YMM/XMM register. The second source operand is a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
32/64-bit memory location. The destination operand is a ZMM/YMM/XMM register updated according to the 
writemask. 

EVEX encoded VPADDB/W: The first source operand is a ZMM/YMM/XMM register. The second source operand is a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination operand is a ZMM/YMM/XMM 
register updated according to the writemask. 

VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. the upper bits (MAXVL-1:256) of the 
destination are cleared. 

VEX.128 encoded version: The first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 

128-bit Legacy SSE version: The first source operand is an XMM register. The second operand can be an XMM 
register or an 128-bit memory location. The destination is not distinct from the first source XMM register and the 
upper bits (MAXVL-1:128) of the corresponding ZMM register destination are unmodified. 


Operation 


PADDB (with 64-bit operands) 
DEST[7:0] := DEST[7:0] + SRC[7:0]; 
(* Repeat add operation for 2nd through 7th byte *) 
DEST[63:56] := DEST[63:56] + SRC[63:56]; 


PADDW (with 64-bit operands) 
DEST[15:0] := DEST[15:0] + SRC[15:0); 
(* Repeat add operation for 2nd and 3th word *) 
DEST[63:48] := DEST[63:48] + SRC[63:48]; 


PADDD (with 64-bit operands) 
DEST[31:0] := DEST[31:0] + SRC[3 1:0); 
DEST[63:32] := DEST[63:32] + SRC[63:32]; 


PADDQ (with 64-Bit operands) 
DEST[63:0] := DEST[63:0] + SRC[63:0); 


PADDB (Legacy SSE instruction) 
DEST[7:0] := DEST[7:0] + SRC[7:0]; 
(* Repeat add operation for 2nd through 15th byte *) 
DEST[127:120] := DEST[127:120] + SRC[127:1 20]; 
DEST[MAXVL-1:128] (Unmodified) 


PADDW (Legacy SSE instruction) 
DEST[15:0] := DEST[15:0] + SRC[1 5:0); 
(* Repeat add operation for 2nd through 7th word *) 
DEST[127:112] := DEST[127:112] + SRC[127:112]; 
DEST[MAXVL-1:128] (Unmodified) 
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PADDD (Legacy SSE instruction) 
DEST[31:0] := DEST[31:0] + SRC[31:0]; 
(* Repeat add operation for 2nd and 3th doubleword *) 
DEST[127:96] := DEST[127:96] + SRC[127:96]; 
DEST[MAXVL-1:128] (Unmodified) 


PADDQ (Legacy SSE instruction) 
DEST[63:0] := DEST[63:0] + SRC[63:0); 
DEST[127:64] := DEST[127:64] + SRC[127:64]; 
DEST[MAXVL-1:128] (Unmodified) 


VPADDB (VEX.128 encoded instruction) 
DEST[7:0] := SRC1[7:0] + SRC2[7:0]; 
(* Repeat add operation for 2nd through 15th byte *) 
DEST[127:1 20] := SRC1[127:120] + SRC2[127:120); 
DEST[MAXVL-1:128] := 0; 


VPADDW (VEX.128 encoded instruction) 
DEST[15:0] := SRC1[15:0] + SRC2[15:0]; 
(* Repeat add operation for 2nd through 7th word *) 
DEST[127:112] := SRC1[127:112] + SRC2[127:112]; 
DEST[MAXVL-1:128] := 0; 


VPADDD (VEX.128 encoded instruction) 
DEST[31:0] := SRC1[31:0] + SRC2[31:0]; 
(* Repeat add operation for 2nd and 3th doubleword *) 
DEST[127:96] := SRC1[127:96] + SRC2[1 27:96]; 
DEST[MAXVL-1:128] := 0; 


VPADDQ (VEX.128 encoded instruction) 
DEST[63:0] := SRC1[63:0] + SRC2[63:0]; 
DEST[127:64] := SRC1[127:64] + SRC2[127:64]; 
DEST[MAXVL-1:128] := 0; 


VPADDB (VEX.256 encoded instruction) 
DEST[7:0] := SRC1[7:0] + SRC2[7:0]; 
(* Repeat add operation for 2nd through 31th byte *) 
DEST[255:248] := SRC1[255:248] + SRC2[255:248]; 


VPADDW (VEX.256 encoded instruction) 
DEST[15:0] := SRC1[15:0] + SRC2[15:0]; 
(* Repeat add operation for 2nd through 15th word *) 
DEST[255:240] := SRC1[255:240] + SRC2[255:240]; 


VPADDD (VEX.256 encoded instruction) 
DEST[31:0] := SRC1[31:0] + SRC2[31:0]; 
(* Repeat add operation for 2nd and 7th doubleword *) 
DEST[255:224] = SRC1[255:224] + SRC2[255:224]; 


VPADDQ (VEX.256 encoded instruction) 
DEST[63:0] := SRC1[63:0] + SRC2[63:0]; 
DEST[127:64] := SRC1[127:64] + SRC2[127:64]; 
DEST[191:128] := SRC1[191:128] + SRC2[191:128]; 
DEST[255:192] := SRC1[255:192] + SRC2[255:192]; 
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VPADDB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 


FOR j :=0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] = SRC1[i+7:i] + SRC2[i+7:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+7:i] = 0 
Fl 
Fl; 
ENDFOR; 
DEST[MAXVL-1:VL] := 0 


VPADDW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 


FOR j :=0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = SRC1[i+15:i] + SRC2[i+15:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+15:i] = 0 
Fl 
Fl; 
ENDFOR; 
DEST[MAXVL-1:VL] := 0 


VPADDD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN DEST[i+31:i] := SRC1[i+31:i] + SRC2[31:0] 
ELSE DEST[i+31:i] := SRC1[i+31:i] + SRC2[i+31:i] 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR; 
DEST[MAXVL-1:VL] := 0 
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VPADDQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j:= 0 TO KL-1 


i:=j*64 


IF k1[j] OR *no writemask* 


THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 


ELSE 
IF *merging-masking* ;merging-masking 


Fl; 
ENDFOR; 


THEN DEST[i+63:i] := SRC1[i+63:i] + SRC2[63:0] 
ELSE DEST[i+63:i] = SRC1[i+63:i] + SRCZ[i+63:i] 


THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 


VPADDB__m512i 


mm512_add_epi8 (__m512ia,__m512ib) 


VPADDW__m512i_mm512_add_epi16 (__m512i a,_m512i b) 


VPADDB__m512i 


mm512_mask_add_epi8 (__m512is,__mmask64 m,__m512ia,__m512i b) 


VPADDW__m512i_mm512_mask_add_epi16 (__m512is,__ mmask32 m,__m512ia,__m512i b) 


VPADDB__m512i 


mm512_maskz_add_epi8 (__mmask64 m,__m512i a,__m512i b) 


VPADDW__m512i 


mm512_maskz_add_epi16 (__mmask32 m,_m512i a,__m512i b) 


VPADDB__m256i 


VPADDW__m256i 


mm256_mask_add_epi8 (__m256is,__ mmask32 m,_m256i a, __ m256i b) 
mm256_mask_add_epi16 (__m256is,__ mmask16 m,__m256i a, __ m256i b) 


VPADDB__m256i 


mm256_maskz_add_epi8 (__mmask32 m, __m256i a, ___m256i b) 


VPADDW__m256i 


mm256_maskz_add_epi16 (__mmask16 m, ___m256i a,___m256i b) 


VPADDB__m128i 


mm_mask_add_epi8 (__m128is,__ mmask16 m,__m128i a,__m128i b) 


VPADDW__m128i 


mm_mask_add_epi16 (__m128is,__ mmask8 m,__m128i a,__m128i b) 


VPADDB__m128i 


mm_maskz_add_epi8 (__mmask16 m, __m128i a, __m128i b) 


VPADDW__m128i 


mm_maskz_add_epi16 (__mmask8 m, __m128i a,__m128i b) 


VPADDD __m512i__mm512_add_epi32(__m512i a, ___m512ib); 


VPADDD __m512i_mm512_mask_add_epi32(__m512is, 


mmask16 k,__m512i a,__m512i b); 


VPADDD __m512i_mm512_maskz_add_epi32(__mmask16 k, 


m512ia,__m512ib); 


VPADDD __m256i _mm256_mask_add_epi32(__m256i s, 


mmask8 k,___m256i a, ___ m256i b); 


VPADDD __m256i __mm256_maskz_add_epi32(__mmask8 k, 


m256i a, ___m256i b); 


VPADDD __m128i _mm_mask_add_epi32(__m128i s, 


mmask8 k,___m128i a, __m128i b); 


VPADDD __m128i __mm_maskz_add_epi32(__mmask8 k, 


m128i a,__m128i b); 


VPADDQ __m512i__mm512_add_epi64(_m512i a, __m512i b); 


VPADDQ __m512i_mm512_mask_add_epi64(__m512i s, _ mmask8 k, 


m512i a,__m512ib); 


VPADDQ __m512i__mm512_maskz_add_epi64(_mmask8 k,__m512ia, 


m512i b); 


VPADDQ __m256i _mm256_mask_add_epi64(__m256i s, __ mmask8 k, 


m256i a,__m256i b); 


VPADDQ __m256i _mm256_maskz_add_epi64(__mmask8 k, __m256i a, 


m256i b); 


VPADDQ __m128i __mm_mask_add_epi64(__m128i s,__mmask8 k, 


m128i a,__m128i b); 


VPADDQ __m128i _mm_maskz_add_epi64(__mmask8 k, 
PADDB __m128i__mm_add_epi8 (__m128i a, 


m128i a,__m128i b); 
m128i b ); 


PADDW __m128i__mm_add_epi16 (__m128i a,__m128i b); 


PADDD __m128i_mm_add_epi32 (__m128i a, _m128ib); 


PADDQ __m128i __mm_add_epi64 (__m128i a, ___m128i b); 


PADDB/PADDW/PADDD/PADDQ—Add Packed Integers 


INSTRUCTION SET REFERENCE, M-U 


Vol.2B 4-215 


INSTRUCTION SET REFERENCE, M-U 


VPADDB __m256i__mm256_add_epi8 (__m256ia,__m256i b ); 
VPADDW __m256i __mm256_add_epi16 (__m256i a, __m256i b); 
VPADDD __m256i __mm256_add_epi32 (__m256i a, __m256i b); 
VPADDQ __m256i __mm256_add_epi64 (__m256i a, __m256i b); 
PADDB __m64 _mm_add_pi8(__m64 m1,__m64 m2) 

PADDW __m64_mm_add_pi16(__m64 m1,__ m64 m2) 

PADDD __m64_mm_add_pi32(__m64 m1,__m64 m2) 

PADDQ __m64 _mm_add_si64(__m64 m1, __m64 m2) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded VPADDD/Q, see Table 2-49, “Type E4 Class Exception Conditions”. 
EVEX-encoded VPADDB/W, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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PADDSB/PADDSW—Add Packed Signed Integers with Signed Saturation 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
NP OF EC /r! A VIV MMX Add packed signed byte integers from 
PADDSB mm, mm/m64 mm/m64 and mm and saturate the results. 
66 OF EC /r A VIV SSE2 Add packed signed byte integers from 
PADDSB xmm1, xmm2/m128 xmm2/m128 and xmm1 saturate the results. 
NP OF ED /r' A VIV MMX Add packed signed word integers from 
PADDSW mm, mm/m64 mm/m64 and mm and saturate the results. 
66 OF ED /r A VIV SSE2 Add packed signed word integers from 
PADDSW xmm1, xmm2/m128 xmm2/m128 and xmm17 and saturate the 
results. 
VEX.128.66.0F.WIG EC /r B VIV AVX Add packed signed byte integers from 
VPADDSB xmm1, xmm2, xmm3/m128 xmm3/m128 and xmm2 saturate the results. 
VEX.128.66.0F.WIG ED /r B VIV AVX Add packed signed word integers from 
VPADDSW xmm1, xmm2, xmm3/m128 xmm3/m128 and xmm2 and saturate the 
results. 
VEX.256.66.0F.wic EC /r B VIV AVX2 Add packed signed byte integers from ymm2, 
VPADDSB ymm1, ymm2, ymm3/m256 and ymm3/m256 and store the saturated 
results in ymm1. 
VEX.256.66.0F.wic ED /r B VIV AVX2 Add packed signed word integers from ymm2, 
VPADDSW ymm1, ymm2, ymm3/m256 and ymm3/m256 and store the saturated 
results in ymm1. 
EVEX.128.66.0F.WIG EC /r C VIV AVX512VL | Add packed signed byte integers from xmm_2, 
VPADDSB xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | and xmm3/m128 and store the saturated 
results in xmm1 under writemask k1. 
EVEX.256.66.0F.WIG EC /r C VIV AVX512VL | Add packed signed byte integers from ymm2, 
VPADDSB ymm1 {k1}{z}, ymm2, ynm3/m256 AVX512BW | and ymm3/m256 and store the saturated 
results in ymm1 under writemask k1. 
EVEX.512.66.0F.WIG EC /r C VIV AVX512BW | Add packed signed byte integers from zmm2, 
VPADDSB zmm1 {k1}{z}, zmm2, zmm3/m512 and zmm3/m512 and store the saturated 
results in zmm1 under writemask k1. 
EVEX.128.66.0F.WIG ED /r G VIV AVX512VL | Add packed signed word integers from xmm2, 
VPADDSW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | and xmm3/m128 and store the saturated 
results in xmm1 under writemask k1. 
EVEX.256.66.0F.WIG ED /r C VIN AVX512VL_ | Add packed signed word integers from ymm2, 
VPADDSW ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | and ymm3/m256 and store the saturated 
results in ymm1 under writemask k1. 
EVEX.512.66.0F.WIG ED /r C VIV AVX512BW_ | Add packed signed word integers from zmm2, 
VPADDSW zmm1 {k1}{z}, zmm2, zmm3/m512 and zmm3/m512 and store the saturated 
results in zmm1 under writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


PADDSB/PADDSW—Add Packed Signed Integers with Signed Saturation Vol.2B 4-217 


INSTRUCTION SET REFERENCE, M-U 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD add of the packed signed integers from the source operand (second operand) and the destination 
operand (first operand), and stores the packed integer results in the destination operand. See Figure 9-4 in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for an illustration of a SIMD operation. 
Overflow is handled with signed saturation, as described in the following paragraphs. 


(V)PADDSB performs a SIMD add of the packed signed integers with saturation from the first source operand and 
second source operand and stores the packed integer results in the destination operand. When an individual byte 
result is beyond the range of a signed byte integer (that is, greater than 7FH or less than 80H), the saturated value 
of 7FH or 80H, respectively, is written to the destination operand. 

(V)PADDSW performs a SIMD add of the packed signed word integers with saturation from the first source operand 
and second source operand and stores the packed integer results in the destination operand. When an individual 
word result is beyond the range of a signed word integer (that is, greater than 7FFFH or less than 8000H), the satu- 
rated value of 7FFFH or 8000H, respectively, is written to the destination operand. 

EVEX encoded versions: The first source operand is an ZMM/YMM/XMM register. The second source operand is an 
ZMM/YMM/XMM register or a memory location. The destination operand is an ZMM/YMM/XMM register. 

VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. 

VEX.128 encoded version: The first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding register destination are zeroed. 

128-bit Legacy SSE version: The first source operand is an XMM register. The second operand can be an XMM 
register or an 128-bit memory location. The destination is not distinct from the first source XMM register and the 
upper bits (MAXVL-1:128) of the corresponding register destination are unmodified. 


Operation 


PADDSB (with 64-bit operands) 
DEST[7:0] := SaturateToSignedByte(DEST[7:0] + SRC (7:0)); 
(* Repeat add operation for 2nd through 7th bytes *) 
DEST[63:56] := SaturateToSignedByte(DEST[63:56] + SRC[63:56] ); 


PADDSB (with 128-bit operands) 
DEST[7:0] := SaturateToSignedByte (DEST[7:0] + SRC[7:0}); 
(* Repeat add operation for 2nd through 14th bytes *) 
DEST[127:120] := SaturateToSignedByte (DEST[1 11:120] + SRC[127:120)); 


VPADDSB (VEX.128 encoded version) 
DEST[7:0] := SaturateToSignedByte (SRC1[7:0] + SRC2[7:0)); 
(* Repeat subtract operation for 2nd through 14th bytes *) 
DEST[127:120] := SaturateToSignedByte (SRC1[111:120] + SRC2[127:120)); 
DEST[MAXVL-1:128] := 0 


VPADDSB (VEX.256 encoded version) 
DEST[7:0] := SaturateToSignedByte (SRC1[7:0] + SRC2[7:0)); 
(* Repeat add operation for 2nd through 31st bytes *) 
DEST[255:248] := SaturateToSignedByte (SRC1[255:248] + SRC2[255:248)); 
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VPADDSB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 


FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SaturateToSignedByte (SRC1[i+7:i] + SRC2[i+7:i]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] = 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


PADDSW (with 64-bit operands) 
DEST[15:0] := SaturateToSignedword(DEST[1 5:0] + SRC[15:0] ); 
(* Repeat add operation for 2nd and 7th words *) 
DEST[63:48] := SaturateToSignedword(DEST[63:48] + SRC[63:48] ); 


PADDSW (with 128-bit operands) 
DEST[15:0] := SaturateToSignedword (DEST[15:0] + SRC[15:0)); 
(* Repeat add operation for 2nd through 7th words *) 
DEST[127:1 12] := SaturateToSignedWord (DEST[127:112] + SRC[127:112]); 


VPADDSW (VEX.128 encoded version) 
DEST[15:0] := SaturateToSignedword (SRC1[15:0] + SRC2[15:0)); 
(* Repeat subtract operation for 2nd through 7th words *) 
DEST[127:1 12] := SaturateToSignedWord (SRC1[127:112] + SRC2[127:112]); 
DEST[MAXVL-1:1 28] := 0 


VPADDSW (VEX.256 encoded version) 
DEST[15:0] := SaturateToSignedword (SRC1[15:0] + SRC2[15:0)); 
(* Repeat add operation for 2nd through 15th words *) 
DEST[255:240] := SaturateToSignedWord (SRC1[255:240] + SRC2[255:240}) 


VPADDSW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 


FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] := SaturateToSignedWord (SRC1[i+15:i] + SRC2[i+15:i]) 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] = 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalents 


PADDSB: m64 _mm_adds_pi8(__m64 m1,_m64 m2) 
(V)PADDSB: m128i__mm_adds_epi8 (__m128ia,__m128i b) 
VPADDSB: m256i__mm256_adds_epi8 (__m256i a, __m256i b) 
PADDSW: m64_mm_adds_pi16(__m64 m1,__m64 m2) 
(V)PADDSW: m128i__mm_adds_epi16 (__m128i a,__m128i b) 
VPADDSW: m256i __mm256_adds_epi16 (__m256i a, __m256i b) 


VPADDSB__m512i_mm512_adds_epi8 (__m512i a, ___m512i b) 
VPADDSW__m512i__mm512_adds_epi16 (__m512ia,_m512ib) 
VPADDSB__m512i_mm512_mask_adds_epi8 (__m512is,__ mmask64 m,__m512i a,__m512i b) 
VPADDSW__m512i__mm512_mask_adds_epi16 (__m512is,__ mmask32 m,__m512ia,__m512ib) 
VPADDSB__m512i__mm512_maskz_adds_epi8 (__mmask64 m,__m512ia,__m512i b) 
VPADDSW__m512i__mm512_maskz_adds_epi16 (__mmask32 m,__m512ia,__m512ib) 
VPADDSB__m256i __mm256_mask_adds_epi8 (__m256is,__ mmask32 m,_m256i a,__ m256i b) 
VPADDSW__m256i _mm256_mask_adds_epi16 (__m256i s,___ mmask16 m, ___m256i a,__ m256i b) 
VPADDSB__m256i _mm256_maskz_adds_epi8 (__mmask32 m,__m256i a, __m256i b) 
VPADDSW__m256i _mm256_maskz_adds_epi16 (__mmask16 m,__m256i a,___ m256i b) 
VPADDSB__m128i__mm_mask_adds_epi8 (__m128is,___ mmask16 m, ___m128i a,__m128i b) 
VPADDSW__m128i __mm_mask_adds_epi16 (__m128is,___ mmask8 m, __m128i a,__m128i b) 


VPADDSB__m128i __mm_maskz_adds_epi8 (__mmask16 m,__m128i a, __m128ib) 
VPADDSW__m128i __mm_maskz_adds_epi16 (__mmask8 m, __m128i a,_m128ib) 
Flags Affected 

None. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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PADDUSB/PADDUSW—Add Packed Unsigned Integers with Unsigned Saturation 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature Flag 
Support 

NP OF DC /r A VIV MMX Add packed unsigned byte integers from 

PADDUSB mm, mm/m64 mm/m64 and mm and saturate the results. 

66 OF DC /r A VIV SSE2 Add packed unsigned byte integers from 

PADDUSB xmm1, xmm2/m128 xmm2/m128 and xmm1 saturate the results. 

NP OF DD /r' A VIV MMX Add packed unsigned word integers from 

PADDUSW mm, mm/m64 mm/m64 and mm and saturate the results. 

66 OF DD /r A VIV SSE2 Add packed unsigned word integers from 

PADDUSW xmm1, xmm2/m128 xmm2/m128 to xmm7 and saturate the 
results. 

VEX.128.660F.WIG DC /r B VIV AVX Add packed unsigned byte integers from 

VPADDUSB xmm1, xmm2, xmm3/m128 xmm3/m128 to xmm2 and saturate the 
results. 

VEX.128.66.0F.WIG DD /r B VN AVX Add packed unsigned word integers from 

VPADDUSW xmm1, xmm2, xmm3/m128 xmm3/m128 to xmm2 and saturate the 
results. 

VEX.256.66.0F.wic DC /r B VIV AVX2 Add packed unsigned byte integers from 

VPADDUSB ymm1, ymm2, ymm3/m256 ymmd2, and ymm3/m256 and store the 
saturated results in ymm/7. 

VEX.256.66.0F.wic DD /r B VIV AVX2 Add packed unsigned word integers from 

VPADDUSW ymm1, ymm2, ymm3/m256 ymmd2, and ymm3/m256 and store the 
saturated results in ymm1. 

EVEX.128.66.0F.WIG DC /r C VIV AVX512VL | Add packed unsigned byte integers from 

VPADDUSB xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm2, and xmm3/m128 and store the 
saturated results in xmm1 under writemask 
k1. 

EVEX.256.66.0F.WIG DC /r C VV AVX512VL | Add packed unsigned byte integers from 

VPADDUSB ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm2, and ymm3/m256 and store the 
saturated results in ymm1 under writemask 
k1. 

EVEX.512.66.0F.WIG DC /r C VIV AVX512BW | Add packed unsigned byte integers from 

VPADDUSB zmm1 {k1}{z}, zmm2, zmm3/m512 zmm2, and zmm3/m512 and store the 
saturated results in zmm1 under writemask 
k1. 

EVEX.128.66.0F.WIG DD /r C VIV AVX512VL | Add packed unsigned word integers from 

VPADDUSW xmm17 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm2, and xmm3/m128 and store the 
saturated results in xmm1 under writemask 
k1. 

EVEX.256.66.0F.WIG DD /r C VIV AVX512VL ‘| Add packed unsigned word integers from 

VPADDUSW ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm2, and ymm3/m256 and store the 


saturated results in ymm1 under writemask 
k1. 
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EVEX.512.66.0F.WIG DD /r Cc VIV AVX512BW | Add packed unsigned word integers from 

VPADDUSW zmm17 {k1}{z}, zmm2, zmm3/m512 zmm2, and zmm3/m512 and store the 
saturated results in zmm1 under writemask 
k1. 

NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD add of the packed unsigned integers from the source operand (second operand) and the destina- 
tion operand (first operand), and stores the packed integer results in the destination operand. See Figure 9-4 in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for an illustration of a SIMD operation. 
Overflow is handled with unsigned saturation, as described in the following paragraphs. 


(V)PADDUSB performs a SIMD add of the packed unsigned integers with saturation from the first source operand 
and second source operand and stores the packed integer results in the destination operand. When an individual 
byte result is beyond the range of an unsigned byte integer (that is, greater than FFH), the saturated value of FFH 
is written to the destination operand. 

(V)PADDUSW performs a SIMD add of the packed unsigned word integers with saturation from the first source 
operand and second source operand and stores the packed integer results in the destination operand. When an 
individual word result is beyond the range of an unsigned word integer (that is, greater than FFFFH), the saturated 
value of FFFFH is written to the destination operand. 


EVEX encoded versions: The first source operand is an ZMM/YMM/XMM register. The second source operand is an 
ZMM/YMM/XMM register or a 512/256/128-bit memory location. The destination is an ZMM/YMM/XMM register. 
VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. 

VEX.128 encoded version: The first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding destination register destination are zeroed. 

128-bit Legacy SSE version: The first source operand is an XMM register. The second operand can be an XMM 
register or an 128-bit memory location. The destination is not distinct from the first source XMM register and the 
upper bits (MAXVL-1:128) of the corresponding register destination are unmodified. 


Operation 


PADDUSB (with 64-bit operands) 
DEST[7:0] := SaturateToUnsignedByte(DEST[7:0] + SRC (7:0] ); 
(* Repeat add operation for 2nd through 7th bytes *) 
DEST[63:56] := SaturateToUnsignedByte(DEST[63:56] + SRC[63:56] 


PADDUSB (with 128-bit operands) 
DEST[7:0] := SaturateToUnsignedByte (DEST[7:0] + SRC[7:0]); 
(* Repeat add operation for 2nd through 14th bytes *) 
DEST[127:120] := SaturateToUnSignedByte (DEST[127:120] + SRC[127:120)); 
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VPADDUSB (VEX.128 encoded version) 
DEST[7:0] := SaturateToUnsignedByte (SRC1[7:0] + SRC2[7:0)); 
(* Repeat subtract operation for 2nd through 14th bytes *) 
DEST[127:120] := SaturateToUnsignedByte (SRC1[111:120] + SRC2[127:120)); 
DEST[MAXVL-1:1 28] := 0 


VPADDUSB (VEX.256 encoded version) 
DEST[7:0] := SaturateToUnsignedByte (SRC1[7:0] + SRC2[7:0)); 
(* Repeat add operation for 2nd through 31st bytes *) 
DEST[255:248] := SaturateToUnsignedByte (SRC1[255:248] + SRC2[255:248)); 


PADDUSW (with 64-bit operands) 
DEST[15:0] := SaturateToUnsignedWord(DEST[15:0] + SRC[15:0] ); 
(* Repeat add operation for 2nd and 3rd words *) 
DEST[63:48] := SaturateToUnsignedword(DEST[63:48] + SRC[63:48] ); 


PADDUSW (with 128-bit operands) 
DEST[15:0] := SaturateToUnsignedWord (DEST[15:0] + SRC[15:0)); 
(* Repeat add operation for 2nd through 7th words *) 
DEST[127:1 12] := SaturateToUnSignedWord (DEST[127:112] + SRC[127:112]); 


VPADDUSW (VEX.128 encoded version) 
DEST[15:0] := SaturateToUnsignedWord (SRC1[15:0] + SRC2[15:0)); 
(* Repeat subtract operation for 2nd through 7th words *) 
DEST[127:112] := SaturateToUnsignedword (SRC1[127:112] + SRC2[127:112)); 
DEST[MAXVL-1:1 28] := 0 


VPADDUSW (VEX.256 encoded version) 
DEST[15:0] := SaturateToUnsignedWord (SRC1[15:0] + SRC2[15:0)); 
(* Repeat add operation for 2nd through 15th words *) 
DEST[255:240] := SaturateToUnsignedWord (SRC1[255:240] + SRC2[255:240]) 


VPADDUSB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 


FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST{i+7:i] = SaturateToUnsignedByte (SRC1[i+7:i] + SRC2[i+7:i]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] = 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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VPADDUSW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 


FOR j :=0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+15:i] = SaturateToUnsignedWord (SRC1[i+15:i] + SRC2[i+15:i]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+1 5:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] = 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 


PADDUSB: m64__mm_adds_pu8(__m64 m1,__m64 m2) 
PADDUSW: m64 __mm_adds_pu16(__m64 m1,__ m64 m2) 
(V)PADDUSB: m128i__mm_adds_epu8 (__m128i a,__m128i b) 
(V)PADDUSW: m128i_mm_adds_epu16 (__m128ia,__m128i b) 
VPADDUSB: m256i__mm256_adds_epu8 (__m256i a,__ m256i b) 
VPADDUSW: m256i__mm256_adds_epu16 (__m256i a,__ m256i b) 
VPADDUSB__m512i_mm512_adds_epu8 (__m512ia,__m512i b) 


VPADDUSW__m512i_mm512_adds_epu16 (__m512ia,__m512i b) 
VPADDUSB__m512i_mm512_mask_adds_epu8 (__m512is,__mmask64 m,__m512ia,__m512ib) 
VPADDUSW__m512i_mm512_mask_adds_epu16 (__m512is,__ mmask32 m,_m512i a,__m512i b) 
VPADDUSB__m512i_mm512_maskz_adds_epu8 (__mmask64 m,__m512i a,__m512i b) 
VPADDUSW__m512i_mm512_maskz_adds_epu16 (__mmask32 m,__m512ia,__m512i b) 
VPADDUSB__m256i__mm256_mask_adds_epu8 (__m256i s,__ mmask32 m,__m256i a, ___ m256i b) 
VPADDUSW__m256i __mm256_mask_adds_epu16 (__m256i s,__mmask16 m,__m256i a, ___m256i b) 
VPADDUSB__m256i__mm256_maskz_adds_epu8 (__mmask32 m, __m256i a,__ m256i b) 
VPADDUSW__m256i __mm256_maskz_adds_epu16 (__mmask16 m,_m256i a, ___ m256i b) 
VPADDUSB__m128i__mm_mask_adds_epu8 (__m128is,__ mmask16 m,__m128i a, ___m128i b) 
VPADDUSW__m128i __mm_mask_adds_epu16 (__m128is,___ mmask8 m, ___m128i a,__m128i b) 


VPADDUSB__m128i__mm_maskz_adds_epu8 (__mmask16 m, ___m128i a,__m128i b) 
VPADDUSW__m128i __mm_maskz_adds_epu16 (__mmask8 m,_m128i a,__m128i b) 
Flags Affected 

None. 


Numeric Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En Mode Feature 
Support | Flag 
NP OF 3A OF /r ib! A VV SSSE3 Concatenate destination and source operands, 


extract byte-aligned result shifted to the right by 


PALIGNR mm1, mm2/m64, imm8 
constant value in imm8 into mm1. 


66 OF 3A OF /r ib A VIV SSSE3 
PALIGNR xmm1, xmm2/m128, imm8& 


Concatenate destination and source operands, 
extract byte-aligned result shifted to the right by 
constant value in imm8 into xmm1. 


VEX.128.66.0F3A.WIG OF /r ib B VIV AVX 
VPALIGNR xmm1, xmm2, xmm3/m128, imm& 


Concatenate xmm2 and xmm3/m128, extract 
byte aligned result shifted to the right by 
constant value in imm8 and result is stored in 
xmm1. 


VEX.256.66.0F3A.WIG OF /r ib B VIN AVX2 
VPALIGNR ymm1, ymm2, ymm3/m256, imm8 


Concatenate pairs of 16 bytes in ymm2 and 
ymm3/m256 into 32-byte intermediate result, 
extract byte-aligned, 16-byte result shifted to 
the right by constant values in imm8 from each 
intermediate result, and two 16-byte results are 
stored in ymm1. 


EVEX.128.66.0F3A.WIG OF /r ib C VN AVX512VL | Concatenate xmm2 and xmm3/m128 into a 32- 
VPALIGNR xmm1 {k1}{z}, xmm2, xmm3/m1 28, AVX512BW | byte intermediate result, extract byte aligned 
imm8 result shifted to the right by constant value in 
imm8 and result is stored in xmm1. 


EVEX.256.66.0F3A.WIG OF /r ib C VV AVX512VL | Concatenate pairs of 16 bytes in ymm2 and 
VPALIGNR ymm1 {k1}{z}, ymm2, ymm3/m256, AVX512BW | ymm3/m256 into 32-byte intermediate result, 
imm8 extract byte-aligned, 16-byte result shifted to 
the right by constant values in imm8 from each 
intermediate result, and two 16-byte results are 
stored in ymm1. 


EVEX.512.66.0F3A.WIG OF /r ib C VV AVX512BW | Concatenate pairs of 16 bytes in zmm2 and 
VPALIGNR zmm1 {k1}{z}, zmm2, zmm3/m512, zmm3/m512 into 32-byte intermediate result, 
imm8 extract byte-aligned, 16-byte result shifted to 
the right by constant values in imm8 from each 
intermediate result, and four 16-byte results are 
stored in zmm1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) imm8 NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) imm8 
Description 


(V)PALIGNR concatenates the destination operand (the first operand) and the source operand (the second 


operand) into an intermediate composite, shifts the composite at byte granularity to the right by a constant imme- 
diate, and extracts the right-aligned result into the destination. The first and the second operands can be an MMX, 
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XMM or a YMM register. The immediate value is considered unsigned. Immediate shift counts larger than the 2L 
(i.e. 32 for 128-bit operands, or 16 for 64-bit operands) produce a zero result. Both operands can be MMxX regis- 
ters, XMM registers or YMM registers. When the source operand is a 128-bit memory operand, the operand must 
be aligned on a 16-byte boundary or a general-protection exception (#GP) will be generated. 


In 64-bit mode and not encoded by VEX/EVEX prefix, use the REX prefix to access additional registers. 
128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding YMM destination register remain unchanged. 


EVEX.512 encoded version: The first source operand is a ZMM register and contains four 16-byte blocks. The 
second source operand is a ZMM register or a 512-bit memory location containing four 16-byte block. The destina- 
tion operand is a ZMM register and contain four 16-byte results. The imm8[7:0] is the common shift count 


used for each of the four successive 16-byte block sources. The low 16-byte block of the two source operands 
produce the low 16-byte result of the destination operand, the high 16-byte block of the two source operands 
produce the high 16-byte result of the destination operand and so on for the blocks in the middle. 


VEX.256 and EVEX.256 encoded versions: The first source operand is a YMM register and contains two 16-byte 
blocks. The second source operand is a YMM register or a 256-bit memory location containing two 16-byte block. 
The destination operand is a YMM register and contain two 16-byte results. The imm8[7:0] is the common shift 
count used for the two lower 16-byte block sources and the two upper 16-byte block sources. The low 16-byte 
block of the two source operands produce the low 16-byte result of the destination operand, the high 16-byte block 
of the two source operands produce the high 16-byte result of the destination operand. The upper bits (MAXVL- 
1:256) of the corresponding ZMM register destination are zeroed. 


VEX.128 and EVEX.128 encoded versions: The first source operand is an XMM register. The second source operand 
is an XMM register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL- 
1:128) of the corresponding ZMM register destination are zeroed. 


Concatenation is done with 128-bit data in the first and second source operand for both 128-bit and 256-bit 
instructions. The high 128-bits of the intermediate composite 256-bit result came from the 128-bit data from the 
first source operand; the low 128-bits of the intermediate result came from the 128-bit data of the second source 
operand. 


127 0 127 0 
SRC1 SRC2 
Imm8[7:0]*8 
255 128 255 
SRC1 | sRc2 
|<] fj | 
Imm8[7:0]*8 
255 128 1 0 
DEST | | | | Vv pest 


Figure 4-7. 256-bit VPALIGN Instruction Operation 


Operation 


PALIGNR (with 64-bit operands) 
temp1[127:0] = CONCATENATE(DEST,SRC)>>(imm8*8) 
DEST[63:0] = temp1[63:0] 
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PALIGNR (with 128-bit operands) 

temp1[255:0] := ((DEST[1 27:0] << 128) OR SRC[127:0])>>(imm8*8); 
DEST[127:0] := temp1[127:0] 

DEST[MAXVL-1:128] (Unmodified) 


VPALIGNR (VEX.128 encoded version) 

temp1[255:0] := ((SRC1[127:0] << 128) OR SRC2[127:0])>>(imm8*8); 
DEST[127:0] := temp1[127:0] 

DEST[MAXVL-1:128] := 0 


VPALIGNR (VEX.256 encoded version) 

temp1[255:0] := ((SRC1[127:0] << 128) OR SRC2[127:0])>>(imm8[7:0]*8); 
DEST[127:0] := temp1[127:0] 

temp1[255:0] := ((SRC1[255:1 28] << 128) OR SRC2[255:128])>>(imm8[7:0]*8); 
DEST[MAXVL-1:128] := temp1[127:0] 


VPALIGNR (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 


FOR | := 0 TO VL-1 with increments of 128 
temp1[255:0] := ((SRC1[I+127:I] << 128) OR SRC2[I+1 27:1])>>(imm8[7:0]*8); 
TMP_DEST[I+127:l] := temp1[127:0] 

ENDFOR; 


FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] = TMP_DEST[i+7:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] = 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 


PALIGNR: m64 _mm_alignr_pi8 (__m64 a,__m64 b, int n) 
(V)PALIGNR: m128i _mm_alignr_epi8 (__m128i a,__m128i, int n) 
VPALIGNR: m256i __mm256_alignr_epi8 (__m256i a,__ m256i b, const int n) 


VPALIGNR __m512i_mm512_alignr_epi8 (__m512i a,__m512ib, const int n) 

VPALIGNR __m512i_mm512_mask_alignr_epi8 (__m512is,__ mmask64 m,_m512i a,__m512ib, const int n) 
VPALIGNR __m512i_mm512_maskz_alignr_epi8 (__mmask64 m,__m512i a,__m512ib, const int n) 
VPALIGNR __m256i_mm256_mask_alignr_epi8 (__m256is,__ mmask32 m,___m256i a,__m256i b, const int n) 
VPALIGNR __m256i__mm256_maskz_alignr_epi8 (__mmask32 m,___m256i a, ___m256i b, const int n) 
VPALIGNR __m128i__mm_mask_alignr_epi8 (__m128is,__ mmask16 m,__m128i a, ___m128i b, const int n) 
VPALIGNR __m128i__mm_maskz_alignr_epi8 (__mmask16 m,___m128i a,__m128i b, const int n) 


SIMD Floating-Point Exceptions 
None. 
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Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature Flag 

Support 
NP OF DB /r' A VN MMX Bitwise AND mm/m64 and mm. 
PAND mm, mm/m64 
66 OF DB /r A VN SSE2 Bitwise AND of xmm2/m128 and xmm1. 
PAND xmm1, xmm2/m128 
VEX.128.66.0F.WIG DB /r B VV AVX Bitwise AND of xmm3/m128 and xmm. 
VPAND xmm1, xmm2, xmm3/m128 
VEX.256.66.0F.wic DB /r B VV AVX2 Bitwise AND of ymm2, and ymm3/m256 and 
VPAND ymm1, ymm2, ymm3/.m256 store result in ymm1. 
EVEX.128.66.0F.WO DB /r C VV AVX512VL | Bitwise AND of packed doubleword integers in 
VPANDD xmm1 {k1}{z}, xmm2, AVX512F xmme2 and xmm3/m128/m32bcst and store 
xmm3/m128/m32bcst result in xmm1 using writemask k1. 
EVEX.256.66.0F.WO DB /r C VV AVX512VL | Bitwise AND of packed doubleword integers in 
VPANDD ymm1 {k1}{z}, ymm2, AVX512F ymme and ymm3/m256/m32bcst and store 
ymm3/m256/m32bcst result in ymm1 using writemask k1. 
EVEX.512.66.0F.WO DB /r C VV AVX512F Bitwise AND of packed doubleword integers in 
VPANDD zmm1 {k1}{z}, zmm2, zmme2 and zmm3/m512/m32bcst and store 
zmm3/m512/m32bcst result in zmm1 using writemask k1. 
EVEX.128.66.0F.W1 DB /r C VIV AVX512VL | Bitwise AND of packed quadword integers in 
VPANDQ xmm1 {k1}{z}, xmm2, AVX512F xmme2 and xmm3/m128/m64bcst and store 
xmm3/m128/m64bcst result in xmm1 using writemask k1. 
EVEX.256.66.0F.W1 DB /r C VIV AVX512VL | Bitwise AND of packed quadword integers in 
VPANDQ ymm1 {k1}{z}, ymm2, AVX512F ymme and ymm3/m256/m64bcst and store 
ymm3/m256/m64bcst result in ymm1 using writemask k1. 
EVEX.512.66.0F.W1 DB /r C VV AVX512F Bitwise AND of packed quadword integers in 
VPANDQ zmm1 {k1}{z}, zmm2, zmme2 and zmm3/m512/m64bcst and store 
zmm3/m512/m64bcst result in zmm1 using writemask k1. 
NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a bitwise logical AND operation on the first source operand and second source operand and stores the 
result in the destination operand. Each bit of the result is set to 1 if the corresponding bits of the first and second 
operands are 1, otherwise it is set to 0. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 
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Legacy SSE instructions: The source operand can be an MMX technology register or a 64-bit memory location. The 
destination operand can be an MMX technology register. 

128-bit Legacy SSE version: The first source operand is an XMM register. The second operand can be an XMM 
register or an 128-bit memory location. The destination is not distinct from the first source XMM register and the 
upper bits (MAXVL-1:128) of the corresponding ZMM register destination are unmodified. 

EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
32/64-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally updated with 
writemask ki at 32/64-bit granularity. 

VEX.256 encoded versions: The first source operand is a YMM register. The second source operand is a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of 
the corresponding ZMM register destination are zeroed. 

VEX.128 encoded versions: The first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


Operation 


PAND (64-bit operand) 
DEST := DEST AND SRC 


PAND (128-bit Legacy SSE version) 
DEST := DEST AND SRC 
DEST[MAXVL-1:128] (Unmodified) 


VPAND (VEX.128 encoded version) 
DEST := SRC1 AND SRC2 
DEST[MAXVL-1:128] := 0 


VPAND (VEX.256 encoded instruction) 
DEST[255:0] := (SRC1[255:0] AND SRC2[255:0]) 
DEST[MAXVL-1:256] := 0 


VPANDD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN DEST[i+31:i] := SRC1[i+31:i] BITWISE AND SRC2[31:0] 
ELSE DEST[i+31:i] := SRC1[i+31:i] BITWISE AND SRC2[i+31:i] 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPANDQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN DEST{i+63:i] = SRC1[i+63:i] BITWISE AND SRC2[63:0] 
ELSE DEST[i+63:i] := SRC1[i+63:i] BITWISE AND SRC2[i+63:i] 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 


VPANDD __m512i__mm512_and_epi32(__m512i a,__m512ib); 

VPANDD __m512i_mm512_mask_and_epi32(__m512is,__ mmask16 k,___m512ia, 
VPANDD __m512i_mm512_maskz_and_epi32(__mmask16 k,__m512ia,__m512ib); 
VPANDQ __m512i__mm512_and_epi64(__m512i a,__m512i b); 

VPANDQ __m512i__mm512_mask_and_epi64(__m512is, __mmask8 k, __m512i a, __m512i b); 
VPANDQ __m512i _mm512_maskz_and_epi64(__mmask8 k, __m512i a, ___m512i b); 
VPANDND __m256i __mm256_mask_and_epi32(__m256is,___ mmask8 k,___ m256i a, __m256i b); 
VPANDND __m256i __mm256_maskz_and_epi32(__mmask8 k,___ m256i a, __ m256i b); 
VPANDND __m128i __mm_mask_and_epi32(__m128i s, __mmask8 k,__m128i a,___m128i b); 
VPANDND __m128i __mm_maskz_and_epi32(__ mmask8 k,___m128i a,__m128i b); 

VPANDNQ __m256i__mm256_mask_and_epi64(__m256i s, __mmask8 k, __m256i a, __m256i b); 


m512i b); 


VPANDNQ __m256i__mm256_maskz_and_epi64(__mmask8 k, __m256i a, __m256i b); 
VPANDNQ __m128i__mm_mask_and_epi64(__m128i s,__mmask8 k, __m128i a, ___m128i b); 
VPANDNQ __m128i__mm_maskz_and_epi64(__mmask8 k, __m128i a, __m128i b); 

PAND: m64 _mm_and_si64 (__m64 m1,__m64 m2) 

(V)PAND:__m128i __mm_and_si128 (__m128i a, ___m128i b) 

VPAND: m256i __mm256_and_si256 (__m256i a, __m256i b) 

Flags Affected 

None. 


Numeric Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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PANDN—Logical AND NOT 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 

Support | Flag 
NP OF DF /r! A VIN MMX Bitwise AND NOT of mm/m64 and mm. 
PANDN mm, mm/m64 
66 OF DF /r A VIN SSE2 Bitwise AND NOT of xmm2/m128 and xmm1. 
PANDN xmm1, xmm2/m128 
VEX.128.66.0F.WIG DF /r B VN AVX Bitwise AND NOT of xmm3/m128 and xmm2. 
VPANDN xmm1, xmm2, xmm3/m128 
VEX.256.66.0F.wic DF /r B VV AVX2 Bitwise AND NOT of ymm2, and ynm3/m256 
VPANDN ymm1, ymm2, ymm3/m256 and store result in ymm/7. 
EVEX.128.66.0F.WO DF /r C VIN AVX512VL_ | Bitwise AND NOT of packed doubleword 
VPANDND xmm1 {k1}{z}, xmm2, AVX512F integers in xmm2 and xmm3/m128/m32bcst 
xmm3/m1 28/m32bcst and store result in xmm1 using writemask k1. 
EVEX.256.66.0F.WO DF /r C VN AVX512VL_ | Bitwise AND NOT of packed doubleword 
VPANDND ymm1 {k1}{z}, ymm2, AVX512F integers in ymm2 and ymm3/m256/m32bcst 
ymm3/m256/m32bcst and store result in ymm1 using writemask k1. 
EVEX.512.66.0F.WO DF /r C VV AVX512F Bitwise AND NOT of packed doubleword 
VPANDND zmm1 {k1}{z}, zmm2, integers in zmm2 and zmm3/m512/m32bcst 
zmm3/m51 2/m32bcst and store result in zmm1 using writemask k1. 
EVEX.128.66.0F.W1 DF /r C VV AVX512VL_ | Bitwise AND NOT of packed quadword 
VPANDNQ xmm1 {k1}{z}, xmm2, AVX512F integers in xmm2 and xmm3/m128/m64bcst 
xmm3/m1 28/m64bcst and store result in xmm1 using writemask k1. 
EVEX.256.66.0F.W1 DF /r C VV AVX512VL_ | Bitwise AND NOT of packed quadword 
VPANDNQ ymm1 {k1}{z}, ymm2, AVX512F integers in ymm2 and ymm3/m256/m64bcst 
ymm3/m256/m64bcst and store result in ymm1 using writemask k1. 
EVEX.512.66.0F.W1 DF /r C VV AVX512F Bitwise AND NOT of packed quadword 
VPANDNQ zmm1 {k1}{z}, zmm2, integers in zmm2 and zmm3/m512/m64bcst 
zmm3/m512/m64bcst and store result in zmm1 using writemask k1. 
NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a bitwise logical NOT operation on the first source operand, then performs bitwise AND with second 
source operand and stores the result in the destination operand. Each bit of the result is set to 1 if the corre- 


sponding bit in the first operand is 0 and the corresponding bit in the second operand is 1, otherwise it is set to 0. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 
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Legacy SSE instructions: The source operand can be an MMX technology register or a 64-bit memory location. The 
destination operand can be an MMxX technology register. 

128-bit Legacy SSE version: The first source operand is an XMM register. The second operand can be an XMM 
register or an 128-bit memory location. The destination is not distinct from the first source XMM register and the 
upper bits (MAXVL-1:128) of the corresponding ZMM register destination are unmodified. 

EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
32/64-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally updated with 
writemask ki at 32/64-bit granularity. 

VEX.256 encoded versions: The first source operand is a YMM register. The second source operand is a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of 
the corresponding ZMM register destination are zeroed. 

VEX.128 encoded versions: The first source operand is an XMM register. The second source operand is an XMM 
register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


Operation 


PANDN (64-bit operand) 
DEST := NOT(DEST) AND SRC 


PANDN (128-bit Legacy SSE version) 
DEST := NOT(DEST) AND SRC 
DEST[MAXVL-1:128] (Unmodified) 


VPANDN (VEX.128 encoded version) 
DEST := NOT(SRC1) AND SRC2 
DEST[MAXVL-1:128] := 0 


VPANDN (VEX.256 encoded instruction) 
DEST[255:0] := ((NOT SRC1[255:0]) AND SRC2[255:0]) 
DEST[MAXVL-1:256] := 0 


VPANDND (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN DEST[i+31:i] := (NOT SRC1[i+31:i]) AND SRC2[31:0]) 
ELSE DEST[i+31:i] := (NOT SRC1[i+31:i]) AND SRC2[i+31:i]) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPANDNQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN DEST{[i+63:i] = (NOT SRC1[i+63:i]) AND SRC2[63:0]) 
ELSE DEST[i+63:i] = ((NOT SRC1[i+63:i]) AND SRC2[i+63:i]) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 


VPANDND __m512i_mm512_andnot_epi32(__m512i a,__m512i b); 

VPANDND __m512i_mm512_mask_andnot_epi32(__m512i s,__ mmask16 k,__m512i a,__m512ib); 
VPANDND __m512i_mm512_maskz_andnot_epi32(__mmask16 k,__m512i a,__m512i b); 
VPANDND __m256i__mm256_mask_andnot_epi32(__m256i s,___mmask8 k, __ m256i a, ___m256i b); 
VPANDND __m256i_mm256_maskz_andnot_epi32(__mmask8 k,__ m256i a, __m256i b); 
VPANDND __m128i __mm_mask_andnot_epi32(__m128i s,__ mmask8 k,__m128i a,__m128i b); 
VPANDND __m128i __mm_maskz_andnot_epi32(__mmask8 k,___m128i a,__m128i b); 

VPANDNQ __m512i_mm512_andnot_epi64(__m512i a, __m512i b); 

VPANDNQ __m512i__mm512_mask_andnot_epi64(__m512i s, __mmask8 k,__m512i a, __m512i b); 
VPANDNQ __m512i_mm512_maskz_andnot_epi64(__mmask8 k,__m512i a, ___m512i b); 
VPANDNQ __m256i__mm256_mask_andnot_epi64(__m256i s, __mmask8 k, __m256i a, __m256i b); 
VPANDNQ __m256i__mm256_maskz_andnot_epi64(__mmask8 k, __m256i a, __m256i b); 
VPANDNQ __m128i__mm_mask_andnot_epi64(__m128i s,___ mmask8 k, __m128i a, __m128i b); 
VPANDNQ __m128i __mm_maskz_andnot_epi64(__mmask8 k, __m128i a, __m128i b); 

PANDN: __m64 _mm_andnot_si64 (__m64 m1,___m64 m2) 


(V)PANDN:__m128i _mm_andnot_si128 (__m128i a, ___m128i b) 
VPANDN: m256i_mm256_andnot_si256 (__m256i a,__ m256i b) 
Flags Affected 

None. 


Numeric Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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PAUSE-—Spin Loop Hint 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
F3 90 PAUSE ZO | Valid Valid Gives hint to processor that improves 
performance of spin-wait loops. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Improves the performance of spin-wait loops. When executing a “spin-wait loop,” processors will suffer a severe 
performance penalty when exiting the loop because it detects a possible memory order violation. The PAUSE 
instruction provides a hint to the processor that the code sequence is a spin-wait loop. The processor uses this hint 
to avoid the memory order violation in most situations, which greatly improves processor performance. For this 
reason, it is recommended that a PAUSE instruction be placed in all spin-wait loops. 

An additional function of the PAUSE instruction is to reduce the power consumed by a processor while executing a 
spin loop. A processor can execute a spin-wait loop extremely quickly, causing the processor to consume a lot of 
power while it waits for the resource it is spinning on to become available. Inserting a pause instruction in a spin- 
wait loop greatly reduces the processor’s power consumption. 

This instruction was introduced in the Pentium 4 processors, but is backward compatible with all IA-32 processors. 
In earlier IA-32 processors, the PAUSE instruction operates like a NOP instruction. The Pentium 4 and Intel Xeon 
processors implement the PAUSE instruction as a delay. The delay is finite and can be zero for some processors. 
This instruction does not change the architectural state of the processor (that is, it performs essentially a delaying 
no-op operation). 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 
Execute_Next_Instruction(DELAY); 


Numeric Exceptions 
None. 


Exceptions (All Operating Modes) 
#UD If the LOCK prefix is used. 
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PAVGB/PAVGW—Average Packed Integers 


VPAVGW zmm1 {k1}{z}, zmm2, zmm3/m512 


NOTES: 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF €0 /r' A VIV SSE Average packed unsigned byte integers from 

PAVGB mm1, mm2/m64 mm2/m64 and mm1 with rounding. 

66 OF E0, /r A VIV SSE2 Average packed unsigned byte integers from 

PAVGB xmm1, xmm2/m128 xmm2/m128 and xmm1 with rounding. 

NP OF €3 /r' A VIV SSE Average packed unsigned word integers from 

PAVGW mm1, mm2/m64 mm2/m64 and mm17 with rounding. 

66 OF E3 /r A VIV SSE2 Average packed unsigned word integers from 

PAVGW xmm1, xmm2/m128 xmm2/m128 and xmm7 with rounding. 

VEX.128.66.0F.WIG EO /r B VIV AVX Average packed unsigned byte integers from 

VPAVGB xmm1, xmm2, xmm3/m128 xmm3/m128 and xmm2é with rounding. 

VEX.128.66.0F.WIG E3 /r B VIV AVX Average packed unsigned word integers from 

VPAVGW xmm1, xmm2, xmm3/m128 xmm3/m128 and xmmé with rounding. 

VEX.256.66.0F.wiG EO /r B VIV AVX2 Average packed unsigned byte integers from 

VPAVGB ymm1, ymm2, ymm3/m256 ymm2, and ymm3/m256 with rounding and 
store to ymm!1. 

VEX.256.66.0F.wic €3 /r B VIV AVX2 Average packed unsigned word integers from 

VPAVGW ymm1, ymm2, ymm3/m256 ymmé, ynm3/m256 with rounding to ymm7. 

EVEX.128.66.0F.WIG EO /r C VIV AVX512VL | Average packed unsigned byte integers from 

VPAVGB xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm2, and xmm3/m128 with rounding and 
store to xmm1 under writemask k1. 

EVEX.256.66.0F.WIG EO /r C VIV AVX512VL | Average packed unsigned byte integers from 

VPAVGB ymm7 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm2, and ymm3/m256 with rounding and 
store to ymm1 under writemask k1. 

EVEX.512.66.0F.WIG EO /r C VIV AVX512BW | Average packed unsigned byte integers from 

VPAVGB zmm1 {k1}{z}, zmm2, zmm3/m512 zmm2, and zmm3/m512 with rounding and 
store to zmm1 under writemask k1. 

EVEX.128.66.0F.WIG E3 /r C VIV AVX512VL | Average packed unsigned word integers from 

VPAVGW xmm7 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm2, xmm3/m128 with rounding to xmm1 
under writemask k1. 

EVEX.256.66.0F.WIG E3 /r C VIN AVX512VL | Average packed unsigned word integers from 

VPAVGW ymm 17 {k1}{z}, ynm2, ynm3/m256 AVX512BW | ymm2, ymm3/m256 with rounding to ymm1 
under writemask k1. 

EVEX.512.66.0F.WIG E3 /r C VIV AVX512BW | Average packed unsigned word integers from 


zmm2, zmm3/m512 with rounding to zmm1 
under writemask k1. 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 
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Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD average of the packed unsigned integers from the source operand (second operand) and the 
destination operand (first operand), and stores the results in the destination operand. For each corresponding pair 
of data elements in the first and second operands, the elements are added together, a 1 is added to the temporary 
sum, and that result is shifted right one bit position. 


The (V)PAVGB instruction operates on packed unsigned bytes and the (V)PAVGW instruction operates on packed 
unsigned words. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE instructions: The source operand can be an MMX technology register or a 64-bit memory location. The 
destination operand can be an MMxX technology register. 


128-bit Legacy SSE version: The first source operand is an XMM register. The second operand can be an XMM 
register or an 128-bit memory location. The destination is not distinct from the first source XMM register and the 
upper bits (MAXVL-1:128) of the corresponding register destination are unmodified. 


EVEX.512 encoded version: The first source operand is a ZMM register. The second source operand is a ZMM 
register or a 512-bit memory location. The destination operand is a ZMM register. 

VEX.256 and EVEX.256 encoded versions: The first source operand is a YMM register. The second source operand 
is a YMM register or a 256-bit memory location. The destination operand is a YMM register. 

VEX.128 and EVEX.128 encoded versions: The first source operand is an XMM register. The second source operand 


is an XMM register or 128-bit memory location. The destination operand is an XMM register. The upper bits (MAXVL- 
1:128) of the corresponding register destination are zeroed. 


Operation 


PAVGB (with 64-bit operands) 
DEST[7:0] := (SRC[7:0] + DEST[7:0] + 1) >> 1; (* Temp sum before shifting is 9 bits *) 
(* Repeat operation performed for bytes 2 through 6 *) 
DEST[63:56] := (SRC[63:56] + DEST[63:56] + 1) >> 1; 


PAVGW (with 64-bit operands) 
DEST[15:0] := (SRC[15:0] + DEST[15:0] + 1) >> 1; (* Temp sum before shifting is 17 bits *) 
(* Repeat operation performed for words 2 and 3 *) 
DEST[63:48] := (SRC[63:48] + DEST[63:48] + 1) >> 1; 


PAVGB (with 128-bit operands) 
DEST[7:0] := (SRC[7:0] + DEST[7:0] + 1) >> 1; (* Temp sum before shifting is 9 bits *) 
(* Repeat operation performed for bytes 2 through 14 *) 
DEST[127:1 20] := (SRC[127:120] + DEST[127:120] + 1) >> 1; 


PAVGW (with 128-bit operands) 
DEST[15:0] := (SRC[15:0] + DEST[15:0] + 1) >> 1; (* Temp sum before shifting is 17 bits *) 
(* Repeat operation performed for words 2 through 6 *) 
DEST[127:112] := (SRC[127:112] + DEST[127:112] + 1) >> 1; 
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VPAVGB (VEX.128 encoded version) 
DEST[7:0] := (SRC1[7:0] + SRC2[7:0] + 1) >> 1; 
(* Repeat operation performed for bytes 2 through 15 *) 
DEST[127:120] := (SRC1[127:120] + SRC2[127:120] + 1) >> 1 
DEST[MAXVL-1:128] := 0 


VPAVGW (VEX.128 encoded version) 
DEST[15:0] := (SRC1[15:0] + SRC2[15:0] + 1) >> 1; 
(* Repeat operation performed for 16-bit words 2 through 7 *) 
DEST[127:112] := (SRC1[127:112] + SRC2[127:112] + 1)>>1 
DEST[MAXVL-1:1 28] := 0 


VPAVGB (VEX.256 encoded instruction) 
DEST[7:0] := (SRC1[7:0] + SRC2[7:0] + 1) >> 1; (* Temp sum before shifting is 9 bits *) 
(* Repeat operation performed for bytes 2 through 31) 
DEST[255:248] := (SRC1[255:248] + SRC2[255:248] + 1) >> 1; 


VPAVGW (VEX.256 encoded instruction) 
DEST[15:0] := (SRC1[15:0] + SRC2[15:0] + 1) >> 1; (* Temp sum before shifting is 17 bits *) 
(* Repeat operation performed for words 2 through 15) 
DEST[255:14]) := (SRC1[255:240] + SRC2[255:240] + 1) >> 1; 
VPAVGB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j :=0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST{i+7:i] := (SRC1[i+7:i] + SRC2[i+7:i] + 1) >> 1; (* Temp sum before shifting is 9 bits *) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] = 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


VPAVGW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST{i+1 5:i] = (SRC1[i+15:i] + SRC2[i+ 15:4] + 1) >> 1 
;(* Temp sum before shifting is 17 bits *) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+1 5:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] = 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalents 


VPAVGB ___m512i_mm512_avg_epu8(__m512i a,__m512i b); 

VPAVGW __m512i_mm512_avg_epu16(__m512ia,__m512i b); 

VPAVGB __m512i_mm512_mask_avg_epu8(__m512is,__ mmask64 m,__m512i a,__m512ib); 
VPAVGW __m512i_mm512_mask_avg_epu16(__m512is,__mmask32 m,__m512ia,__m512ib); 
VPAVGB __m512i_mm512_maskz_avg_epu8(__mmask64 m,___m512i a,__m512i b); 

VPAVGW __m512i_mm512_maskz_avg_epu16(__mmask32 m,_m512i a,__m512ib); 
VPAVGB __m256i__mm256_mask_avg_epu8(__m256i s,__ mmask32 m,___m256i a,___m256i b); 
VPAVGW __m256i__mm256_mask_avg_epu16(__m256is,__ mmask16 m,_m256i a, __m256i b); 
VPAVGB __m256i__mm256_maskz_avg_epu8(__mmask32 m,___m256i a, __m256i b); 

VPAVGW __m256i __mm256_maskz_avg_epu16(__mmask16 m,___m256i a, __ m256i b); 

VPAVGB __m128i_mm_mask_avg_epu8(__m128i s,___ mmask16 m,___m128i a,__m128i b); 
VPAVGW __m128i__mm_mask_avg_epu16(__m128i s, __mmask8 m,_m128i a, __m128i b); 
VPAVGB __m128i _mm_maskz_avg_epu8(__mmask16 m, __m128i a,__m128i b); 


VPAVGW __m128i__mm_maskz_avg_epu16(__mmask8 m, ___m128i a,__m128i b); 
PAVGB: ___m64 _mm_avg_pu8 (__m64 a,___m64 b) 

PAVGW: __m64_mm_avg_pu16 (__m64 a,__m64 b) 

(V)PAVGB: __m128i __mm_avg_epu8 (__m128i a, ___m128i b) 

(V)PAVGW: __m128i__mm_avg_epu16 (__m128i a,__m128i b) 

VPAVGB: m256i_mm256_avg_epu8 (__m256i a,__m256i b) 
VPAVGW: m256i_mm256_avg_epu16 (__m256i a, ___ m256i b) 

Flags Affected 

None. 


Numeric Exceptions 
None. 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
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EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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PBLENDVB — Variable Blend Packed Bytes 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En Mode Feature 
Support | Flag 
66 OF 38 10 /r RM VIV SSE4_1 Select byte values from xmm17 and 


PBLENDVB xmm1, xmm2/m128, <XMMO> xmm2/m1 28 from mask specified in the high 
bit of each byte in XMMO and store the 


values into xmm1. 


VEX.128.66.0F3A.WO 4C /r /is4 RVMR | V/V AVX 
VPBLENDVB xmm1, xmm2, xmm3/m128, xmm4 


Select byte values from xmm2 and 
xmm3/m128 using mask bits in the specified 
mask register, xmm4, and store the values 
into xmm1. 


VEX.256.66.0F3A.WO 4C /r /is4 RVMR | V/V AVX2 
VPBLENDVB ymm17, ymm2, ynm3/m256, ymm4 


Select byte values from ymm2 and 
ymm3/m256 from mask specified in the high 
bit of each byte in ymm4 and store the 
values into ymm7. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) <XMMO> NA 
RVMR ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8[7:4] 
Description 


Conditionally copies byte elements from the source operand (second operand) to the destination operand (first 
operand) depending on mask bits defined in the implicit third register argument, XMMO. The mask bits are the most 
significant bit in each byte element of the XMMO register. 


If a mask bit is “1", then the corresponding byte element in the source operand is copied to the destination, else 
the byte element in the destination operand is left unchanged. 


The register assignment of the implicit third operand is defined to be the architectural register XMMO. 


128-bit Legacy SSE version: The first source operand and the destination operand is the same. Bits (MAXVL-1:128) 
of the corresponding YMM destination register remain unchanged. The mask register operand is implicitly defined 
to be the architectural register XMMO. An attempt to execute PBLENDVB with a VEX prefix will cause #UD. 


VEX.128 encoded version: The first source operand and the destination operand are XMM registers. The second 
source operand is an XMM register or 128-bit memory location. The mask operand is the third source register, and 
encoded in bits[7:4] of the immediate byte(imm8). The bits[3:0] of imm8 are ignored. In 32-bit mode, imm8[7] is 
ignored. The upper bits (MAXVL-1:128) of the corresponding YMM register (destination register) are zeroed. VEX.L 
must be 0, otherwise the instruction will #UD. VEX.W must be 0, otherwise, the instruction will #UD. 

VEX.256 encoded version: The first source operand and the destination operand are YMM registers. The second 
source operand is an YMM register or 256-bit memory location. The third source register is an YMM register and 
encoded in bits[7:4] of the immediate byte(imm8). The bits[3:0] of imm8 are ignored. In 32-bit mode, imm8[7] is 
ignored. 

VPBLENDVB permits the mask to be any XMM or YMM register. In contrast, PBLENDVB treats XMMO implicitly as the 


mask and do not support non-destructive destination operation. An attempt to execute PBLENDVB encoded with a 
VEX prefix will cause a #UD exception. 


Operation 

PBLENDVB (128-bit Legacy SSE version) 

MASK := XMMO 

IF (MASK[7] = 1) THEN DEST[7:0] := SRC[7:0]; 
ELSE DEST[7:0] := DEST[7:0]; 

IF (MASK[15] = 1) THEN DEST[15:8] := SRC[15:8]; 
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ELSE DEST[15:8] := DEST[15:8]; 
IF (MASK[23] = 1) THEN DEST[23:16] := SRC[23:16] 
ELSE DEST[23:16] := DEST[23:16]; 
IF (MASK[31] = 1) THEN DEST[31:24] := SRC[31:24] 
ELSE DEST[31:24] := DEST[31:24]; 
IF (MASK[39] = 1) THEN DEST[39:32] := SRC[39:32] 
ELSE DEST[39:32] := DEST[39:32]; 
IF (MASK[47] = 1) THEN DEST[47:40] := SRC[47:40] 
ELSE DEST[47:40] := DEST[47:40]; 
IF (MASK[55] = 1) THEN DEST[55:48] := SRC[55:48] 
ELSE DEST[55:48] := DEST[55:48]; 
IF (MASK[63] = 1) THEN DEST[63:56] := SRC[63:56] 
ELSE DEST[63:56] := DEST[63:56]; 
IF (MASK[71] = 1) THEN DEST[71:64] := SRC[71:64] 
ELSE DEST[71:64] := DEST[71:64]; 
IF (MASK[79] = 1) THEN DEST[79:72] := SRC[79:72] 
ELSE DEST[79:72] := DEST[79:72]; 
IF (MASK[87] = 1) THEN DEST[87:80] := SRC[87:80] 
ELSE DEST[87:80] := DEST[87:80]; 
IF (MASK[95] = 1) THEN DEST[95:88] := SRC[95:88] 
ELSE DEST[95:88] := DEST[95:88]; 


IF (MASK[103] = 1) THEN DEST[103:96] := SRC[103:96] 


ELSE DEST[103:96] := DEST[103:96]; 


IF (MASK[111] = 1) THEN DEST[111:104] := SRC[111:104}] 


ELSE DEST[111:104] := DEST[111:104]; 


IF (MASK[119] = 1) THEN DEST[1 19:1 12] := SRC[119:112] 


ELSE DEST[119:112] := DEST[119:112]; 


IF (MASK[127] = 1) THEN DEST[127:1 20] := SRC[127:120] 


ELSE DEST[127:120] := DEST[127:120]) 
DEST[MAXVL-1:1 28] (Unmodified) 


VPBLENDVB (VEX.128 encoded version) 

MASK := SRC3 

IF (MASK[7] = 1) THEN DEST[7:0] := SRC2[7:0); 

ELSE DEST[7:0] := SRC1[7:0]; 

IF (MASK[15] = 1) THEN DEST[15:8] := SRC2[1 5:8); 
ELSE DEST[15:8] := SRC1[15:8]; 

IF (MASK[23] = 1) THEN DEST[23:16] := SRC2[23:16] 
ELSE DEST[23:16] := SRC1[23:16]; 

IF (MASK[31] = 1) THEN DEST[31:24] := SRC2[31:24] 
ELSE DEST[31:24] := SRC1[31:24]; 

IF (MASK[39] = 1) THEN DEST[39:32] := SRC2[39:32] 
ELSE DEST[39:32] := SRC1[39:32]; 

IF (MASK[47] = 1) THEN DEST[47:40] := SRC2[47:40] 
ELSE DEST[47:40] := SRC1[47:40]; 

IF (MASK[55] = 1) THEN DEST[55:48] := SRC2[55:48] 
ELSE DEST[55:48] := SRC1[55:48]; 

IF (MASK[63] = 1) THEN DEST[63:56] := SRC2[63:56] 
ELSE DEST[63:56] := SRC1[63:56]; 

IF (MASK[71] = 1) THEN DEST[71:64] := SRC2[7 1:64] 
ELSE DEST[71:64] := SRC1[71:64]; 

IF (MASK[79] = 1) THEN DEST[79:72] := SRC2[79:72] 
ELSE DEST[79:72] := SRC1[79:72]; 

IF (MASK[87] = 1) THEN DEST[87:80] := SRC2[87:80] 
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ELSE DEST[87:80] := SRC1[87:80]; 
IF (MASK[95] = 1) THEN DEST[95:88] := SRC2[95:88] 

ELSE DEST[95:88] := SRC1[95:88]; 

IF (MASK[103] = 1) THEN DEST[103:96] := SRC2[103:96] 
ELSE DEST[103:96] := SRC1[103:96]; 

IF (MASK[111] = 1) THEN DEST[111:104] := SRC2[111:104] 
ELSE DEST[111:104] = SRC1[111:104]; 

IF (MASK[119] = 1) THEN DEST[119:112] := SRC2[119:112] 
ELSE DEST[119:112] = SRC1[119:1 12]; 

IF (MASK[127] = 1) THEN DEST[127:120] := SRC2[127:120] 
ELSE DEST[127:120] = SRC1[127:120]) 
DEST[MAXVL-1:128] := 0 


VPBLENDVB (VEX.256 encoded version) 

MASK := SRC3 

IF (MASK[7] == 1) THEN DEST[7:0] := SRC2[7:0]; 

ELSE DEST[7:0] := SRC1[7:0]; 

IF (MASK[15] == 1) THEN DEST[15:8] := SRC2[15:8]; 

ELSE DEST[15:8] := SRC1[15:8]; 

IF (MASK[23] == 1) THEN DEST[23:16] := SRC2[23:16] 

ELSE DEST[23:16] := SRC1[23:16]; 

IF (MASK[31] == 1) THEN DEST[31:24] := SRC2[31:24] 

ELSE DEST[31:24] := SRC1[31:24]; 

IF (MASK[39] == 1) THEN DEST[39:32] := SRC2[39:32] 

ELSE DEST[39:32] := SRC1[39:32]; 

IF (MASK[47] == 1) THEN DEST[47:40] := SRC2[47:40] 

ELSE DEST[47:40] := SRC1[47:40]; 

IF (MASK[55] == 1) THEN DEST[55:48] := SRC2[55:48] 

ELSE DEST[55:48] := SRC1[55:48]; 

IF (MASK[63] == 1) THEN DEST[63:56] := SRC2[63:56] 

ELSE DEST[63:56] := SRC1[63:56]; 

IF (MASK[71] == 1) THEN DEST[71:64] := SRC2[7 1:64] 

ELSE DEST[71:64] := SRC1[71:64]; 

IF (MASK[79] == 1) THEN DEST[79:72] := SRC2[79:72] 

ELSE DEST[79:72] := SRC1[79:72]; 

IF (MASK[87] == 1) THEN DEST[87:80] := SRC2[87:80] 

ELSE DEST[87:80] := SRC1[87:80]; 

IF (MASK[95] == 1) THEN DEST[95:88] := SRC2[95:88] 

ELSE DEST[95:88] := SRC1[95:88]; 

IF (MASK[103] == 1) THEN DEST[103:96] := SRC2[103:96] 
ELSE DEST[103:96] := SRC1[103:96]; 

IF (MASK[111] == 1) THEN DEST[111:104] := SRC2[111:104] 
ELSE DEST[111:104] := SRC1[111:104]; 

IF (MASK[119] == 1) THEN DEST[119:112] := SRC2[119:112] 
ELSE DEST[119:112] := SRC1[119:112]; 

IF (MASK[127] == 1) THEN DEST[127:1 20] := SRC2[127:120] 
ELSE DEST[127:120] := SRC1[127:120]) 

IF (MASK[135] == 1) THEN DEST[135:1 28] := SRC2[135:128]; 
ELSE DEST[135:128] := SRC1[135:128]; 

IF (MASK[143] == 1) THEN DEST[143:1 36] := SRC2[143:136]; 
ELSE DEST[[143:136] := SRC1[143:136]; 

IF (MASK[151] == 1) THEN DEST[151:144] := SRC2[151:144] 
ELSE DEST[151:144] := SRC1[151:144]; 

IF (MASK[159] == 1) THEN DEST[159:152] := SRC2[159:152] 
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ELSE DEST[159:152] := SRC1[159:152]; 
IF (MASK[167] == 1) THEN DEST[167:160] := SRC2[167:160] 
ELSE DEST[167:160] := SRC1[167:160]; 
IF (MASK[175] == 1) THEN DEST[175:168] := SRC2[175:168] 
ELSE DEST[175:168] := SRC1[175:168]; 
IF (MASK[183] == 1) THEN DEST[183:1 76] := SRC2[183:1 76] 
ELSE DEST[183:1 76] := SRC1[183:1 76]; 
IF (MASK[191] == 1) THEN DEST[191:184] := SRC2[191:184] 
ELSE DEST[191:184] := SRC1[191:184]; 
IF (MASK[199] == 1) THEN DEST[199:192] := SRC2[199:192] 
ELSE DEST[199:1 92] := SRC1[199:192]; 
IF (MASK[207] == 1) THEN DEST[207:200] := SRC2[207:200] 
ELSE DEST[207:200] := SRC1[207:200] 
IF (MASK[215] == 1) THEN DEST[215:208] := SRC2[215:208] 
ELSE DEST[215:208] := SRC1[215:208]; 
IF (MASK[223] == 1) THEN DEST[223:216] := SRC2[223:216] 
ELSE DEST[223:216] := SRC1[223:216]; 
IF (MASK[231] == 1) THEN DEST[231:224] := SRC2[231:224] 
ELSE DEST[231:224] := SRC1[231:224]; 
IF (MASK[239] == 1) THEN DEST[239:232] := SRC2[239:232] 
ELSE DEST[239:232] := SRC1[239:232]; 
IF (MASK[247] == 1) THEN DEST[247:240] := SRC2[247:240] 
ELSE DEST[247:240] := SRC1[247:240]; 
IF (MASK[255] == 1) THEN DEST[255:248] := SRC2[255:248] 
ELSE DEST[255:248] := SRC1[255:248] 


Intel C/C++ Compiler Intrinsic Equivalent 


(V)PBLENDVB: m128i_mm_blendv_epi8 (__m128i v1,__m128i v2, __m128i mask); 
VPBLENDVB: m256i _mm256_blendv_epi8 (__m256i v1, 


Flags Affected 
None. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 


See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 


#UD If VEX.W = 1. 
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PBLENDW — Blend Packed Words 


Opcode/ Op/ |64/32 bit | CPUID Description 
Instruction En Mode Feature 
Support | Flag 
66 OF 3A OE /r ib RMI | V/V SSE4_1 Select words from xmm1 and xmm2/m128 
PBLENDW xmm1, xmm2/m128, imm8 from mask specified in imm8 and store the 
values into xmm7. 
VEX.128.66.0F3A.WIG OE /r ib RVMI | V/V AVX Select words from xmm2 and xmm3/m128 
VPBLENDW xmm1, xmm2, xmm3/m128, imm8 from mask specified in imm8 and store the 
values into xmm7. 
VEX.256.66.0F3A.WIG OE /r ib RVMI | V/V AVX2 Select words from ymm2 and ymm3/m256 
VPBLENDW ymm17, ymm2, ymm3/m256, imm8 from mask specified in imm8 and store the 
values into ymm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (r, w) ModRM:r/m (r) imm8 NA 
RVMI ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8 

Description 


Words from the source operand (second operand) are conditionally written to the destination operand (first 
operand) depending on bits in the immediate operand (third operand). The immediate bits (bits 7:0) form a mask 
that determines whether the corresponding word in the destination is copied from the source. If a bit in the mask, 
corresponding to a word, is “1", then the word is copied, else the word element in the destination operand is 
unchanged. 

128-bit Legacy SSE version: The second source operand can be an XMM register or a 128-bit memory location. The 
first source and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM destination 
register remain unchanged. 

VEX.128 encoded version: The second source operand can be an XMM register or a 128-bit memory location. The 
first source and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM register 
are zeroed. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. 


Operation 


PBLENDW (128-bit Legacy SSE version) 

IF (imm8[O] = 1) THEN DEST[15:0] := SRC[15:0] 

ELSE DEST[15:0] := DEST[15:0] 

IF (imm8[1] = 1) THEN DEST[31:16] := SRC[31:16] 
ELSE DEST[31:16] := DEST[31:16] 

IF (imm8[2] = 1) THEN DEST[47:32] := SRC[47:32] 
ELSE DEST[47:32] := DEST[47:32] 

IF (imm8[3] = 1) THEN DEST[63:48] := SRC[63:48] 
ELSE DEST[63:48] := DEST[63:48] 

IF (imm8[4] = 1) THEN DEST[79:64] := SRC[79:64] 
ELSE DEST[79:64] := DEST[79:64] 

IF (imm8[5] = 1) THEN DEST[95:80] := SRC[95:80] 
ELSE DEST[95:80] := DEST[95:80] 

IF (imm8[6] = 1) THEN DEST[11 1:96] := SRC[1 11:96] 
ELSE DEST[1 11:96] := DEST[11 1:96] 

IF (imm8[7] = 1) THEN DEST[127:112] := SRC[127:112] 
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ELSE DEST[127:112] := DEST[127:112] 


VPBLENDW (VEX.128 encoded version) 

IF (imm8[O] = 1) THEN DEST[15:0] := SRC2[15:0] 
ELSE DEST[15:0] := SRC1[15:0] 

IF (imm8[1] = 1) THEN DEST[31:16] := SRC2[31:16] 
ELSE DEST[31:16] := SRC1[31:16] 

IF (imm8[2] = 1) THEN DEST[47:32] := SRC2[47:32] 
ELSE DEST[47:32] := SRC1[47:32] 

IF (imm8[3] = 1) THEN DEST[63:48] := SRC2[63:48] 
ELSE DEST[63:48] := SRC1[63:48] 

IF (imm8[4] = 1) THEN DEST[79:64] := SRC2[79:64] 
ELSE DEST[79:64] := SRC1[79:64] 

IF (imm8[5] = 1) THEN DEST[95:80] := SRC2[95:80] 
ELSE DEST[95:80] := SRC1[95:80] 

IF (imm8[6] = 1) THEN DEST[1 11:96] := SRC2[111:96] 
ELSE DEST[11 1:96] := SRC1[111:96] 

IF (imm8[7] = 1) THEN DEST[127:112] := SRC2[127:112] 
ELSE DEST[127:112] := SRC1[127:112] 
DEST[MAXVL-1:128] := 0 


VPBLENDW (VEX.256 encoded version) 

IF (imm8[O] == 1) THEN DEST[15:0] := SRC2[15:0] 

ELSE DEST[15:0] := SRC1[15:0] 

IF (imm8[1] == 1) THEN DEST[31:16] := SRC2[31:16] 
ELSE DEST[31:16] := SRC1[31:16] 

IF (imm8[2] == 1) THEN DEST[47:32] := SRC2[47:32] 
ELSE DEST[47:32] := SRC1[47:32] 

IF (imm8[3] == 1) THEN DEST[63:48] := SRC2[63:48] 
ELSE DEST[63:48] := SRC1[63:48] 

IF (imm8[4] == 1) THEN DEST[79:64] := SRC2[79:64] 
ELSE DEST[79:64] := SRC1[79:64] 

IF (imm8[5] == 1) THEN DEST[95:80] := SRC2[95:80] 
ELSE DEST[95:80] := SRC1[95:80] 

IF (imm8[6] == 1) THEN DEST[1 11:96] := SRC2[111:96] 
ELSE DEST[11 1:96] := SRC1[111:96] 

IF (imm8[7] == 1) THEN DEST[127:1 12] := SRC2[127:112] 
ELSE DEST[127:112] := SRC1[127:112] 

IF (imm8[0] == 1) THEN DEST[143:1 28] := SRC2[143:128] 
ELSE DEST[143:128] := SRC1[143:128] 

IF (imm8[1] == 1) THEN DEST[159:144] := SRC2[159:144] 
ELSE DEST[159:144] := SRC1[159:144] 

IF (imm8[2] == 1) THEN DEST[175:160] := SRC2[175:160] 
ELSE DEST[175:160] := SRC1[175:160] 

IF (imm8[3] == 1) THEN DEST[191:1 76] := SRC2[191:176] 
ELSE DEST[191:176] := SRC1[191:176] 

IF (imm8[4] == 1) THEN DEST[207:192] := SRC2[207:192] 
ELSE DEST[207:192] := SRC1[207:192] 

IF (imm8[5] == 1) THEN DEST[223:208] := SRC2[223:208] 
ELSE DEST[223:208] := SRC1[223:208] 

IF (imm8[6] == 1) THEN DEST[239:224] := SRC2[239:224] 
ELSE DEST[239:224] := SRC1[239:224] 

IF (imm8[7] == 1) THEN DEST[255:240] := SRC2[255:240] 
ELSE DEST[255:240] := SRC1[255:240] 
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Intel C/C++ Compiler Intrinsic Equivalent 
(V)PBLENDW: m128i __mm_blend_epi16 (__m128i v1,_m128i v2, const int mask); 
VPBLENDW: m256i __mm256_blend_epi16 (__m256i v1, 


m256i v2, const int mask) 


Flags Affected 
None. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.L = 1 and AVX2 = 0. 
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Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature Flag 
Support 
66 OF 3A 44 /r ib A VIN PCLMULQDQ_ | Carry-less multiplication of one quadword of 
PCLMULQDQ xmm1, xmm2/m128, imm8& xmm1 by one quadword of xmm2/m128, 
stores the 128-bit result in xmm17. The imme- 
diate is used to determine which quadwords 
of xmm1 and xmm2/m128 should be used. 
VEX.128.66.0F3A.WIG 44 /r ib B VV PCLMULQDQ | Carry-less multiplication of one quadword of 
VPCLMULQDQ xmm7, xmm2, xmm3/m128, imm&8 AVX xmmc2 by one quadword of xmm3/m128, 
stores the 128-bit result in xmm17. The imme- 
diate is used to determine which quadwords 
of xmm2 and xmm3/m128 should be used. 
VEX.256.66.0F3A.WIG 44 /r /ib B VIN VPCLMULQDO | Carry-less multiplication of one quadword of 
VPCLMULQDQ ymm1, ymm2, ymm3/m256, imm8 ymm2 by one quadword of ymm3/m256, 
stores the 128-bit result in ymm1. The imme- 
diate is used to determine which quadwords 
of ymm2 and ymm3/m256 should be used. 
EVEX.128.66.0F3A.WIG 44 /r /ib C VV VPCLMULQDO | Carry-less multiplication of one quadword of 
VPCLMULQDQ xmm1, xmm2, xmm3/m1 28, imm8 AVX512VL xmm_2 by one quadword of xmm3/m128, 
stores the 128-bit result in xmm1. The imme- 
diate is used to determine which quadwords 
of xmme2 and xmm3/m128 should be used. 
EVEX.256.66.0F3A.WIG 44 /r /ib C VV VPCLMULQDO | Carry-less multiplication of one quadword of 
VPCLMULQDQ ymm1, ymm2, ymm3/m256, imm8 AVX512VL ymm2z by one quadword of ymm3/m256, 
stores the 128-bit result in ymm1. The imme- 
diate is used to determine which quadwords 
of ymm2 and ymm3/m256 should be used. 
EVEX.512.66.0F3A.WIG 44 /r /ib C VV VPCLMULQDO | Carry-less multiplication of one quadword of 
VPCLMULQDQ zmm1, zmm2, zmm3/m512, imm8 AVX512F zmm_2 by one quadword of zmm3/m512, 
stores the 128-bit result in zmm1. The imme- 
diate is used to determine which quadwords 
of zmm2 and zmm3/m512 should be used. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand2 Operand3 Operand4 
A NA ModRM:reg (r, w) ModRM:r/m (r) imm8s NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) immé (r) 
Description 


Performs a carry-less multiplication of two quadwords, selected from the first source and second source operand 
according to the value of the immediate byte. Bits 4 and 0 are used to select which 64-bit half of each operand to 
use according to Table 4-13, other bits of the immediate byte are ignored. 


The EVEX encoded form of this instruction does not support memory fault suppression. 
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Table 4-13. PCLMULQDQ Quadword Selection of Immediate Byte 


Imm[4] Imm [0] PCLMULQDQ Operation 
0 0 CL_MUL( SRC2![63:0], SRC1[63:0] ) 
0 1 CL_MUL( SRC2[63:0], SRC1[127:64] ) 
1 0 CL_MUL( SRC2[127:64], SRC1[63:0] ) 
1 1 CL_MUL( SRC2[127:64], SRC1[127:64] ) 
NOTES: 


1. SRC2 denotes the second source operand, which can be a register or memory; SRC1 denotes the first source and destination oper- 
and. 


The first source operand and the destination operand are the same and must be a ZMM/YMM/XMM register. The 
second source operand can be a ZMM/YMM/XMM register or a 512/256/128-bit memory location. Bits (VL_MAX- 
1:128) of the corresponding YMM destination register remain unchanged. 


Compilers and assemblers may implement the following pseudo-op syntax to simplify programming and emit the 
required encoding for immés. 


Table 4-14. Pseudo-Op and PCLMULQDQ Implementation 


Pseudo-Op Imm8 Encoding 
PCLMULLQLQDQ xmm1, xmm2 0000_0000B 
PCLMULHQLQDQ xmm1, xmm2 0000_0001B 
PCLMULLQHQDQ xmm1, xmm2 0001_0000B 
PCLMULHQHQDQ xmm1, xmm2 0001_0001B 
Operation 
define PCLMUL1 28(X,Y): // helper function 
FOR i := 0 to 63: 
TMP [i]:= X[O] and Y[i] 
FOR j := 1 toi: 


TMP [i] := TMP [i] xor (X[j ] and Y[i-j]) 
DEST[i]:= TMPLi] 
FOR i := 64 to 126: 
TMP [i]:=0 
FOR j = i- 63 to 63: 
TMP [i]:= TMP [i] xor (X[j]and Y[i-j]) 
DEST[ i ]:= TMPLi] 
DEST[127] := 0; 
RETURN DEST // 128b vector 
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PCLMULQDQ (SSE version) 
IF Imm8[O] = 0: 

TEMP1 := SRC1.qword[0] 
ELSE: 

TEMP1 := SRC1.qword[1] 
IF Imm8[4] = 0: 

TEMP2 := SRC2.qword[0] 
ELSE: 

TEMP2 := SRC2.qword[1] 
DEST[127:0] := PCLMUL128(TEMP1, TEMP2) 
DEST[MAXVL-1:128] (Unmodified) 


VPCLMULQDQ (128b and 256b VEX encoded versions) 
(KL,VL) = (1,128), (2,256) 


FOR i= 0 to KL-1: 

IF Imm8[O] = 0: 

TEMP1 := SRC1.xmm{[i].qword[0] 
ELSE: 

TEMP1 := SRC1.xmm[i].qword[1] 
IF Imm8[4] = 0: 

TEMP2 := SRC2.xmm[i].qword[0] 
ELSE: 


TEMP2 := SRC2.xmm[i].qword[1] 
DEST.xmm[i] := PCLMUL1 28(TEMP1, TEMP2) 
DEST[MAXVL-1:VL] := 0 


VPCLMULQDQ (EVEX encoded version) 
(KL,VL) = (1,128), (2,256), (4,512) 


FOR i = O to KL-1: 

IF Imm8[O] = 0: 

TEMP1 := SRC1.xmm[i].qword[0] 
ELSE: 

TEMP1 := SRC1.xmm{[i].qword[1] 
IF Imm8[4] = 0: 

TEMP2 := SRC2.xmm[i].qword[0] 
ELSE: 


TEMP2 := SRC2.xmm[i].qword[1] 
DEST.xmm[i] := PCLMUL1 28(TEMP1, TEMP2) 
DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


(V)PCLMULQDQ. = ___m128i _mm_clmulepi64_si128 (__m128i, __m128i, const int) 
VPCLMULQDQ m256i __mm256_clmulepi64_epi128(__m256i, __m256i, const int); 
VPCLMULQDQ m512i_mm512_clmulepi64_epi128(__m512i, __m512i, const int); 


SIMD Floating-Point Exceptions 
None. 
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Other Exceptions 

See Table 2-21, “Type 4 Class Exception Conditions”, additionally: 

#UD If VEX.L = 1. 

EVEX-encoded: See Table 2-50, “Type E4NF Class Exception Conditions”. 
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PCMPEQB/PCMPEQW/PCMPEQD— Compare Packed Data for Equal 


Opcode/ Op/ En | 64/32 bit | CPUID Description 
Instruction Mode Feature 
Support | Flag 

NP OF 74 /r! A VIV MMX Compare packed bytes in mm/m64 and mm 

PCMPEQB mm, mm/m64 for equality. 

66 OF 74 /r A VIV SSE2 Compare packed bytes in xmm2/m128 and 

PCMPEQB xmm1, xmm2/m128 xmm1 for equality. 

NP OF 75 /r| A VIV MMX Compare packed words in mm/m64 and mm 

PCMPEQW mm, mm/m64 for equality. 

66 OF 75 /r A VIV SSE2 Compare packed words in xmm2/m128 and 

PCMPEQW xmm1, xmm2/m128 xmm1 for equality. 

NP OF 76 /r! A VIV MMX Compare packed doublewords in mm/m64 and 

PCMPEQD mm, mm/m64 mm for equality. 

66 OF 76 /r A VIV SSE2 Compare packed doublewords in xmm2/m128 

PCMPEQD xmm1, xmm2/m128 and xmm1 for equality. 

VEX.128.66.0F.WIG 74 /r B VIV AVX Compare packed bytes in xmm3/m128 and 

VPCMPEQB xmm1, xmm2, xmm3/m128 xmmé for equality. 

VEX.128.66.0F.WIG 75 /r B VIV AVX Compare packed words in xmm3/m128 and 

VPCMPEQW xmm1, xmm2, xmm3/m128 xmme for equality. 

VEX.128.66.0F.WIG 76 /r B VIV AVX Compare packed doublewords in xmm3/m128 

VPCMPEQD xmm1, xmm2, xmm3/m128 and xmmeé for equality. 

VEX.256.66.0F.WIG 74 /r B VIV AVX2 Compare packed bytes in ymm3/m256 and 

VPCMPEQB ymm1, ymm2, ymm3 /m256 ymm2 for equality. 

VEX.256.66.0F.WIG 75 /r B VIV AVX2 Compare packed words in ymm3/m256 and 

VPCMPEQW ymm1, ymm2, ymm3 /m256 ymm2 for equality. 

VEX.256.66.0F.WIG 76 /r B VIV AVX2 Compare packed doublewords in ymm3/m256 

VPCMPEQD ymm1, ymm2, ymm3 /m256 and ymm2 for equality. 

EVEX.128.66.0F.WO 76 /r C VIV AVX512VL | Compare Equal between int32 vector xmm2 

VPCMPEQD k1 {k2}, xmm2, xmm3/m128/m32bcst AVX512F | and int32 vector xmm3/m128/m32ebcst, and 
set vector mask k1 to reflect the 
zero/nonzero status of each element of the 
result, under writemask. 

EVEX.256.66.0F.WO 76 /r C VIV AVX512VL | Compare Equal between int32 vector ymm2 

VPCMPEQD k1 {k2}, ymm2, ymm3/m256/m32bcst AVX512F | and int32 vector ymm3/m256/m32bcst, and 
set vector mask k1 to reflect the 
zero/nonzero status of each element of the 
result, under writemask. 

EVEX.512.66.0F.WO 76 /r C VIV AVX512F | Compare Equal between int32 vectors in 

VPCMPEQD k1 {k2}, zmm2, zmm3/m512/m32bcst zmme2 and zmm3/m512/m32bcst, and set 
destination k1 according to the comparison 
results under writemask k2. 

EVEX.128.66.0F.WIG 74 /r D VIV AVX512VL | Compare packed bytes in xmm3/m128 and 

VPCMPEQB k1 {k2}, xmm2, xmm3 /m128 AVX512BW | xmm2 for equality and set vector mask k1 to 


reflect the zero/nonzero status of each 
element of the result, under writemask. 
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EVEX.256.66.0F.WIG 74 /r D VIV AVX512VL | Compare packed bytes in ymm3/m256 and 
VPCMPEQB k1 {k2}, ymm2, ymm3 /m256 AVX512BW | ymm2 for equality and set vector mask k1 to 
reflect the zero/nonzero status of each 
element of the result, under writemask. 


EVEX.512.66.0F.WIG 74 /r D VIV AVX512BW | Compare packed bytes in zmm3/m512 and 
VPCMPEQB k1 {k2}, zmm2, zmm3 /m512 zmm_2 for equality and set vector mask k1 to 
reflect the zero/nonzero status of each 
element of the result, under writemask. 


EVEX.128.66.0F.WIG 75 /r D VIV AVX512VL | Compare packed words in xmm3/m128 and 
VPCMPEQW k1 {k2}, xmm2, xmm3 /m128 AVX512BW | xmmz for equality and set vector mask k1 to 
reflect the zero/nonzero status of each 
element of the result, under writemask. 


EVEX.256.66.0F.WIG 75 /r D VIV AVX512VL | Compare packed words in ymm3/m256 and 
VPCMPEQW k1 {k2}, ymm2, ymm3 /m256 AVX512BW | ymm2 for equality and set vector mask k1 to 
reflect the zero/nonzero status of each 
element of the result, under writemask. 


EVEX.512.66.0F.WIG 75 /r D VIV AVX512BW | Compare packed words in zmm3/m512 and 
VPCMPEQW k1 {k2}, zmm2, zmm3 /m512 zmm_2 for equality and set vector mask k1 to 
reflect the zero/nonzero status of each 
element of the result, under writemask. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
D Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD compare for equality of the packed bytes, words, or doublewords in the destination operand (first 
operand) and the source operand (second operand). If a pair of data elements is equal, the corresponding data 
element in the destination operand is set to all 1s; otherwise, it is set to all Os. 


The (V)PCMPEQB instruction compares the corresponding bytes in the destination and source operands; the 
(V)PCMPEQW instruction compares the corresponding words in the destination and source operands; and the 
(V)PCMPEQD instruction compares the corresponding doublewords in the destination and source operands. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE instructions: The source operand can be an MMX technology register or a 64-bit memory location. The 
destination operand can be an MMX technology register. 


128-bit Legacy SSE version: The second source operand can be an XMM register or a 128-bit memory location. The 
first source and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM destination 
register remain unchanged. 


VEX.128 encoded version: The second source operand can be an XMM register or a 128-bit memory location. The 
first source and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM register 
are zeroed. 
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VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. 

EVEX encoded VPCMPEQD: The first source operand (second operand) is a ZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 32-bit memory location. The destination operand (first operand) is a mask register updated 
according to the writemask k2. 

EVEX encoded VPCMPEQB/W: The first source operand (second operand) is aZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination operand 
(first operand) is a mask register updated according to the writemask k2. 


Operation 


PCMPEQB (with 64-bit operands) 
IF DEST[7:0] = SRC[7:0] 
THEN DEST[7:0) := FFH; 
ELSE DEST[7:0] := O; Fl; 
(* Continue comparison of 2nd through 7th bytes in DEST and SRC *) 
IF DEST[63:56] = SRC[63:56] 
THEN DEST[63:56] := FFH; 
ELSE DEST[63:56] := 0; FI; 


COMPARE_BYTES_EQUAL (SRC1, SRC2) 
IF SRC1[7:0] = SRC2[7:0] 
THEN DEST[7:0] := FFH; 
ELSE DEST[7:0] := O; Fl; 
(* Continue comparison of 2nd through 15th bytes in SRC1 and SRC2 *) 
IF SRC1[127:120] = SRC2[127:120] 
THEN DEST[127:120] := FFH; 
ELSE DEST[127:120] := O; Fl; 


COMPARE_WORDS_EQUAL (SRC1, SRC2) 
IF SRC1[15:0] = SRC2[15:0] 
THEN DEST[15:0] := FFFFH; 
ELSE DEST[15:0] := 0; FI; 
(* Continue comparison of 2nd through 7th 16-bit words in SRC1 and SRC2 *) 
IF SRC1[127:112] = SRC2[127:112] 
THEN DEST[127:112] := FFFFH; 
ELSE DEST[127:112] := 0; FI; 


COMPARE_DWORDS_EQUAL (SRC1, SRC2) 
IF SRC1[31:0] = SRC2[31:0] 
THEN DEST[31:0] := FFFFFFFFH; 
ELSE DEST[31:0] := 0; FI; 
(* Continue comparison of 2nd through 3rd 32-bit dwords in SRC1 and SRC2 *) 
IF SRC1[127:96] = SRC2[127:96] 
THEN DEST[1 27:96] := FFFFFFFFH; 
ELSE DEST[127:96] := 0; Fl; 


PCMPEQB (with 128-bit operands) 
DEST[127:0] := COMPARE_BYTES_EQUAL(DEST[127:0],SRC[127:0]) 
DEST[MAXVL-1:128] (Unmodified) 
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VPCMPEQB (VEX.128 encoded version) 
DEST[1 27:0] := COMPARE_BYTES_EQUAL(SRC1[127:0],SRC2[1 27:0]) 
DEST[MAXVL-1:128] := 0 


VPCMPEQB (VEX.256 encoded version) 
DEST[1 27:0] := COMPARE_BYTES_EQUAL(SRC1[127:0],SRC2[1 27:0]) 


DEST[255:128] := COMPARE_BYTES_EQUAL(SRC1[255:1 28],SRC2[255:1 28)) 


DEST[MAXVL-1:256] := 0 


VPCMPEQB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 


FOR j := 0 TO KL-1 
i:=j*8 
IF k2[j] OR *no writemask* 
THEN 
/* signed comparison */ 
CMP := SRC1[i+7:i] == SRC2[i+7:i]; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; Fl; 
ELSE DEST{[j] := 0 ; zeroing-masking onlyFl; 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


PCMPEQW (with 64-bit operands) 
IF DEST[15:0] = SRC[15:0] 
THEN DEST[15:0] := FFFFH; 
ELSE DEST[1 5:0] := 0; FI; 
(* Continue comparison of 2nd and 3rd words in DEST and SRC *) 
IF DEST[63:48] = SRC[63:48] 
THEN DEST[63:48] := FFFFH; 
ELSE DEST[63:48] := O; Fl; 


PCMPEQW (with 128-bit operands) 
DEST[127:0] := COMPARE_WORDS_EQUAL(DEST[1 27:0],SRC[127:0]) 
DEST[MAXVL-1:128] (Unmodified) 


VPCMPEQW (VEX.128 encoded version) 
DEST[127:0] := COMPARE_WORDS_EQUAL(SRC1[127:0],SRC2[1 27:0) 
DEST[MAXVL-1:128] := 0 


VPCMPEQW (VEX.256 encoded version) 
DEST[127:0] := COMPARE_WORDS_EQUAL(SRC1[127:0],SRC2[1 27:0) 


DEST[255:128] := COMPARE_WORDS_EQUAL(SRC1[255:128],SRC2[255:1 28]) 


DEST[MAXVL-1:256] := 0 
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VPCMPEQW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k2[j] OR *no writemask* 
THEN 
/* signed comparison */ 
CMP := SRC1[i+15:i] == SRC2[i+15:i]; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; FI; 
ELSE DEST{j] := 0 ; zeroing-masking onlyFl; 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


PCMPEQD (with 64-bit operands) 
IF DEST[31:0] = SRC[31:0] 
THEN DEST[31:0] := FFFFFFFFH; 
ELSE DEST[31:0] := 0; FI; 
IF DEST[63:32] = SRC[63:32] 
THEN DEST[63:32] := FFFFFFFFH; 
ELSE DEST[63:32] := 0; FI; 


PCMPEQD (with 128-bit operands) 
DEST[127:0] := COMPARE_DWORDS_EQUAL(DEST[127:0],SRC[127:0]) 
DEST[MAXVL-1:128] (Unmodified) 


VPCMPEQD (VEX.128 encoded version) 
DEST[127:0] := COMPARE_DWORDS_EQUAL(SRC1[127:0],SRC2[1 27:0]) 
DEST[MAXVL-1:128] := 0 


VPCMPEQD (VEX.256 encoded version) 

DEST[127:0] := COMPARE_DWORDS_EQUAL(SRC1[127:0],SRC2[1 27:0]) 
DEST[255:128] := COMPARE_DWORDS_EQUAL(SRC1[255:128],SRC2[255:1 28)) 
DEST[MAXVL-1:256] := 0 


VPCMPEQD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k2[j] OR *no writemask* 
THEN 
/* signed comparison */ 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN CMP := SRC1[i+31:i] = SRC2[3 1:0]; 
ELSE CMP := SRC1[i+31:i] = SRC2[i+31:i]; 


Fl; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; FI; 
ELSE DEST{j] := 0 ; zeroing-masking only 
Fl; 
ENDFOR 


DEST[MAX_KL-1:KL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalents 
VPCMPEQB __mmask64 _mm512_cmpeq_epi8_mask(__m512i a,__m512ib); 


VPCMPEQB __mmask64 __mm512_mask_cmpeq_epi8_mask(__mmask64 k,___m512i a,__m512i b); 
VPCMPEQB __mmask32 _mm256_cmpeq_epi8_mask(__m256i a, __m256i b); 

VPCMPEQB __mmask32 _mm256_mask_cmpeq_epi8_mask(__mmask32 k,___ m256i a, ___m256i b); 
VPCMPEQB __mmask16 _mm_cmpeq_epi8_mask(__m128i a, ___m128i b); 

VPCMPEQB __mmask16 _mm_mask_cmpeq_epi8_mask(__mmask16 k,___m128i a,___m128i b); 
VPCMPEQW __mmask32 _mm512_cmpeq_epil16_mask(__m512i a,__m512i b); 

VPCMPEQW __mmask32 _mm512_mask_cmpeq_epil6_mask(__mmask32 k,___m512i a,__m512i b); 
VPCMPEQW __mmask16 _mm256_cmpeq_epi16_mask(__m256i a, __m256i b); 

VPCMPEQW __mmask16 _mm256_mask_cmpeq_epi16_mask(__mmask16 k, __m256i a, ___m256i b); 
VPCMPEQW __mmask8 _mm_cmpeq_epi16_mask(__m128i a,__m128i b); 

VPCMPEQW __mmask8 _mm_mask_cmpeq_epi16_mask(__mmask8 k, __m128i a,__m128i b); 
VPCMPEQD __mmask16 _mm512_cmpeq_epi32_mask(__m512ia,__m512i b); 

VPCMPEQD __mmask16 _mm512_mask_cmpeq_epi32_mask(__mmask16 k, __m512i a,__m512i b); 
VPCMPEQD __mmask8 _mm256_cmpeq_epi32_mask(__m256i a, __m256i b); 

VPCMPEQD __mmask8 _mm256_mask_cmpeq_epi32_mask(__mmask8 k, __ m256i a, ___m256i b); 


VPCMPEQD __mmask8 _mm_cmpeq_epi32_mask(__m128i a, ___m128i b); 

VPCMPEQD __mmask8 _mm_mask_cmpeq_epi32_mask(__mmask8 k, __m128i a,__m128i b); 
PCMPEQB: __m64_mm_cmpeq_pi8 (__m64 m1,__m64 m2) 

PCMPEQW: __m64_mm_cmpeq_pi16 (_m64 m1,__m64 m2) 

PCMPEQD: __m64 _mm_cmpeq_pi32 (__m64 m1,__m64 m2) 

(V)PCMPEQB: __m128i _mm_cmpeq_epi8 (__m128i a, __m128i b) 

(V)PCMPEQW: __m128i _mm_cmpeq_epi16 (__m128i a, ___m128i b) 


(V)PCMPEQD: __m128i __mm_cmpeq_epi32 (__m128i a, __m128i b) 

VPCMPEQB: m256i _mm256_cmpeq_epi8 (__m256i a,__ m256i b) 
VPCMPEQW: m256i_mm256_cmpeq_epi16 (__m256i a,__ m256i b) 
VPCMPEQD: m256i __mm256_cmpeq_epi32 (__m256i a,__m256i b) 


Flags Affected 
None. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded VPCMPEQD, see Table 2-49, “Type E4 Class Exception Conditions”. 


EVEX-encoded VPCMPEQB/W, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

66 OF 38 29 /r A VIV SSE4_1 Compare packed qwords in xmm2/m128 and 

PCMPEQQ xmm1, xmm2/m128 xmm1 for equality. 

VEX.128.66.0F38.WIG 29 /r B VIV AVX Compare packed quadwords in xmm3/m128 

VPCMPEQQ xmm1, xmm2, xmm3/m128 and xmm2 for equality. 

VEX.256.66.0F38.WIG 29 /r B VIV AVX2 Compare packed quadwords in ymm3/m256 

VPCMPEQQ ymm7, ymm2, ymm3 /m256 and ymm2 for equality. 

EVEX.128.66.0F38.W1 29 /r C VIV AVX512VL | Compare Equal between int64 vector xmm2 

VPCMPEQQ k1 {k2}, xmm2, xmm3/m128/m64bcst AVX512F | and int64 vector xmm3/m128/m64bcst, and 
set vector mask k1 to reflect the zero/nonzero 
status of each element of the result, under 
writemask. 

EVEX.256.66.0F38.W1 29 /r C VIV AVX512VL | Compare Equal between int64 vector ymm2 

VPCMPEQQ k1 {k2}, ymm2, ymm3/m256/m64bcst AVX512F | and int64 vector ymnm3/m256/m64bcst, and 
set vector mask k1 to reflect the zero/nonzero 
status of each element of the result, under 
writemask. 

EVEX.512.66.0F38.W1 29 /r C VIV AVX512F | Compare Equal between int64 vector zmm2 

VPCMPEQQ k1 {k2}, zmm2, zmm3/m512/m64bcst and int64 vector zmm3/m512/m64bcst, and 
set vector mask k1 to reflect the zero/nonzero 
status of each element of the result, under 
writemask. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs an SIMD compare for equality of the packed quadwords in the destination operand (first operand) and the 
source operand (second operand). If a pair of data elements is equal, the corresponding data element in the desti- 
nation is set to all 1s; otherwise, it is set to Os. 


128-bit Legacy SSE version: The second source operand can be an XMM register or a 128-bit memory location. The 
first source and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM destination 
register remain unchanged. 


VEX.128 encoded version: The second source operand can be an XMM register or a 128-bit memory location. The 
first source and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM register 
are zeroed. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. 


EVEX encoded VPCMPEQQ: The first source operand (second operand) is a ZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 64-bit memory location. The destination operand (first operand) is a mask register updated 
according to the writemask k2. 
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Operation 


PCMPEQQ (with 128-bit operands) 


IF (DEST[63:0] = SRC[63:0]) 
THEN DEST[63:0] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[63:0] := 0; Fl; 

IF (DEST[127:64] = SRC[127:64]) 

THEN DEST[127:64] := FFFFFFFFFFFFFEFFH; 
ELSE DEST[127:64] := 0; Fl; 
DEST[MAXVL-1:128] (Unmodified) 


COMPARE_QWORDS_EQUAL (SRC1, SRC2) 
IF SRC1[63:0] = SRC2[63:0] 
THEN DEST[63:0] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[63:0] := 0; Fl; 
IF SRC1[127:64] = SRC2[127:64] 
THEN DEST[127:64] := FFFFFFFFFFFFFFEFH; 
ELSE DEST[127:64] := 0; Fl; 


VPCMPEQQ (VEX.128 encoded version) 
DEST[127:0] := COMPARE_QWORDS_EQUAL(SRC1,SRC2) 
DEST[MAXVL-1:128] := 0 


VPCMPEQQ (VEX.256 encoded version) 

DEST[127:0] := COMPARE_QWORDS_EQUAL(SRC1[127:0],SRC2[1 27:0]) 
DEST[255:128] := COMPARE_QWORDS_EQUAL(SRC1[255:128],SRC2[255:1 28]) 
DEST[MAXVL-1:256] := 0 


VPCMPEQQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k2[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN CMP := SRC1[i+63:i] = SRC2[63:0); 
ELSE CMP := SRC1[i+63:i] = SRC2[i+63:i]; 


Fl; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; Fl; 
ELSE DEST{j] := 0 ; zeroing-masking only 
Fl; 
ENDFOR 


DEST[MAX_KL-1:KL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 
VPCMPEQQ __mmask8 __mm512_cmpeq_epi64_mask(__m512i a,__m512ib); 


VPCMPEQQ __mmask8 _mm512_mask_cmpeq_epi64_mask(__mmask8 k, __m512i a,__m512i b); 
VPCMPEQQ __mmask8 __mm256_cmpeq_epi64_mask(__m256i a, __m256i b); 

VPCMPEQQ __mmask8 _mm256_mask_cmpeq_epi64_mask(__mmask8 k, __m256i a, ___m256i b); 
VPCMPEQQ __mmask8 _mm_cmpeq_epi64_mask(__m128i a,__m128i b); 

VPCMPEQQ __mmask8 _mm_mask_cmpeq_epi64_mask(__mmask8 k,___m128i a,__m128i b); 
(V)PCMPEQQ: m128i _mm_cmpeq_epi64(__m128i a, __m128ib); 

VPCMPEQQ: m256i__mm256_cmpeq_epi64(__m256i a,__ m256i b); 

Flags Affected 

None. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded VPCMPEQQ, see Table 2-49, “Type E4 Class Exception Conditions”. 
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PCMPESTRI — Packed Compare Explicit Length Strings, Return Index 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
66 OF 3A 61 /r imm8 RMI | V/V SSE4_2 Perform a packed comparison of string data 
PCMPESTRI xmm1, xmm2/m128, imm8 with explicit lengths, generating an index, and 
storing the result in ECX. 
VEX.128.66.0F3A 61 /r ib RMI | V/V AVX Perform a packed comparison of string data 
VPCMPESTRI xmm1, xmm2/m128, imm8 with explicit lengths, generating an index, and 
storing the result in ECX. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (r) ModRM:r/m (r) imm8 NA 
Description 


The instruction compares and processes data from two string fragments based on the encoded value in the Imm8 
Control Byte (see Section 4.1, “Imm8 Control Byte Operation for PCMPESTRI / PCMPESTRM / PCMPISTRI / PCMP- 
ISTRM”), and generates an index stored to the count register (ECX). 


Each string fragment is represented by two values. The first value is an xmm (or possibly m128 for the second 
operand) which contains the data elements of the string (byte or word data). The second value is stored in an input 
length register. The input length register is EAX/RAX (for xmm1) or EDX/RDX (for xmm2/m128). The length repre- 
sents the number of bytes/words which are valid for the respective xmm/m128 data. 


The length of each input is interpreted as being the absolute-value of the value in the length register. The absolute- 
value computation saturates to 16 (for bytes) and 8 (for words), based on the value of imm8[bit3] when the value 
in the length register is greater than 16 (8) or less than -16 (-8). 


The comparison and aggregation operations are performed according to the encoded value of Imm8 bit fields (see 
Section 4.1). The index of the first (or last, according to imm8[6]) set bit of IntRes2 (see Section 4.1.4) is returned 
in ECX. If no bits are set in IntRes2, ECX is set to 16 (8). 


Note that the Arithmetic Flags are written in a non-standard manner in order to supply the most relevant informa- 
tion: 


CFlag - Reset if IntRes2 is equal to zero, set otherwise 

ZFlag - Set if absolute-value of EDX is < 16 (8), reset otherwise 
SFlag - Set if absolute-value of EAX is < 16 (8), reset otherwise 
OFlag - IntRes2[0] 

AFlag - Reset 

PFlag - Reset 


Effective Operand Size 


Operating mode/size Operand 1 Operand 2 Length 1 Length 2 Result 
16 bit xmm xmm/m128 EAX EDX ECX 
32 bit xmm xmm/m128 EAX EDX ECX 
64 bit xmm xmm/m128 EAX EDX ECX 
64 bit + REX.W xmm xmm/m1 28 RAX RDX ECX 


Intel C/C++ Compiler Intrinsic Equivalent For Returning Index 


int _mm_cmpestri (__m128i a, int la,__m128i b, int Ib, const int mode); 
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Intel C/C++ Compiler Intrinsics For Reading EFlag Results 


int _mm_cmpestra (__m128i a, int la,__m128i, int Ib, const int mode); 


int _mm_cmpestrc (__m128i a, int la,__m128i b, int Ib, const int mode); 


int _mm_cmpestro (__m128i a, int la,__m128ib, int Ib, const int mode); 


int _mm_cmpestrs (__m128i a, int la, 


m128i b, int Ib, const int mode); 


( 
int _mm_cmpestrz (__m128i a, int la,__m128i b, int Ib, const int mode); 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 
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See Table 2-21, “Type 4 Class Exception Conditions”; additionally, this instruction does not cause #GP if the 


memory operand is not aligned to 16 Byte boundary, and: 
#UD If VEX.L = 1. 
If VEX.vvvv # 1111B. 
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PCMPESTRM — Packed Compare Explicit Length Strings, Return Mask 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
66 OF 3A 60 /r imm8 RMI | V/V SSE4_2 Perform a packed comparison of string data 
PCMPESTRM xmm1, xmm2/m128, imm8 with explicit lengths, generating a mask, and 
storing the result in XMMO. 
VEX.128.66.0F3A 60 /r ib RMI | V/V AVX Perform a packed comparison of string data 
VPCMPESTRM xmm1, xmm2/m128, imm8 with explicit lengths, generating a mask, and 
storing the result in XMMO. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (r) ModRM:r/m (r) imm8 NA 
Description 


The instruction compares data from two string fragments based on the encoded value in the imm8 contol byte (see 
Section 4.1, “Imm8 Control Byte Operation for PCMPESTRI / PCMPESTRM / PCMPISTRI / PCMPISTRM”), and gener- 


ates a mask stored to XMMO. 


Each string fragment is represented by two values. The first value is an xmm (or possibly m128 for the second 
operand) which contains the data elements of the string (byte or word data). The second value is stored in an input 
length register. The input length register is EAX/RAX (for xmm1) or EDX/RDX (for xmm2/m128). The length repre- 
sents the number of bytes/words which are valid for the respective xmm/m128 data. 


The length of each input is interpreted as being the absolute-value of the value in the length register. The absolute- 
value computation saturates to 16 (for bytes) and 8 (for words), based on the value of imm8[bit3] when the value 
in the length register is greater than 16 (8) or less than -16 (-8). 


The comparison and aggregation operations are performed according to the encoded value of Imm8 bit fields (see 
Section 4.1). As defined by imm8[6], IntRes2 is then either stored to the least significant bits of XMMO (zero 
extended to 128 bits) or expanded into a byte/word-mask and then stored to XMMO. 


Note that the Arithmetic Flags are written in a non-standard manner in order to supply the most relevant informa- 


tion: 


CFlag - Reset if IntRes2 is equal to zero, set otherwise 
ZFlag - Set if absolute-value of EDX is < 16 (8), reset otherwise 
SFlag - Set if absolute-value of EAX is < 16 (8), reset otherwise 


OFlag -IntRes2[0] 
AFlag - Reset 
PFlag - Reset 


Note: In VEX.128 encoded versions, bits (MAXVL-1:128) of XMMO are zeroed. VEX.vvvv is reserved and must be 
1111b, VEX.L must be 0, otherwise the instruction will #UD. 


4-262 Vol. 2B 


PCMPESTRM — Packed Compare Explicit Length Strings, Return Mask 


Effective Operand Size 
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Operating mode/size | Operand1 Operand 2 Length1 Length2 Result 
16 bit xmm xmm/m128 EAX EDX XMMO 
32 bit xmm xmm/m128 EAX EDX XMMO 
64 bit xmm xmm/m128 EAX EDX XMMO 
64 bit + REX.W xmm xmm/m128 RAX RDX XMMO 


Intel C/C++ Compiler Intrinsic Equivalent For Returning Mask 


__m128i__mm_cmpestrm (__m128i a, int la, 


Intel C/C++ Compiler Intrinsics For Reading EFlag Results 


int _mm_cmpestra (__m128i a, int la, 


int _mm_cmpestrc ( 


m128i b, int Ib, const int mode); 


m1 28i b, int Ib, const int mode); 


m128i a, int la,__m128i b, int Ib, const int mode); 


int _mm_cmpestro (__m128i a, int la,__m128ib, int Ib, const int mode); 


int _mm_cmpestrs ( 


( 
int _mm_cmpestrz ( 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 


m128i a, int la, 


m1 28i b, int Ib, const int mode); 


m128i a, int la,__m128i b, int Ib, const int mode); 


See Table 2-21, “Type 4 Class Exception Conditions”; additionally, this instruction does not cause #GP if the 


memory operand is not aligned to 16 Byte boundary, and: 
If VEX.L = 1. 
If VEX.vvvv # 1111B. 


#UD 
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PCMPGTB/PCMPGTW/PCMPGTD—Compare Packed Signed Integers for Greater Than 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
NP OF 64 /r| A VIV MMX Compare packed signed byte integers in mm and 
PCMPGTB mm, mm/m64 mm/m64 for greater than. 
66 OF 64 /r A VV SSE2 Compare packed signed byte integers in xmm1 
PCMPGTB xmm1, xmm2/m128 and xmm2/m1 28 for greater than. 
NP OF 65 /r! A VIV MMX Compare packed signed word integers in mm and 
PCMPGTW mm, mm/m64 mm/m64 for greater than. 
66 OF 65 /r A VIN SSE2 Compare packed signed word integers in xmm1 
PCMPGTW xmm1, xmm2/m128 and xmm2/m1 28 for greater than. 
NP OF 66 /r A VIV MMX Compare packed signed doubleword integers in 
PCMPGTD mm, mm/m64 mm and mm/m64 for greater than. 
66 OF 66 /r A VIV SSE2 Compare packed signed doubleword integers in 
PCMPGTD xmm1, xmm2/m128 xmm1 and xmm2/m128 for greater than. 
VEX.128.66.0F.WIG 64 /r B VIV AVX Compare packed signed byte integers in xmm2 
VPCMPGTB xmm1, xmm2, xmm3/m128 and xmm3/m1 28 for greater than. 
VEX.128.66.0F.WIG 65 /r B VIV AVX Compare packed signed word integers in xmm2 
VPCMPGTW xmm1, xmm2, xmm3/m128 and xmm3/m1 28 for greater than. 
VEX.128.66.0F.WIG 66 /r B VIV AVX Compare packed signed doubleword integers in 
VPCMPGTD xmm1, xmm2, xmm3/m128 xmm_2 and xmm3/m128 for greater than. 
VEX.256.66.0F.WIG 64 /r B VIV AVX2 Compare packed signed byte integers in ynm2 
VPCMPGTB ymm1, ymm2, ymm3/m256 and ymm3/m256 for greater than. 
VEX.256.66.0F.WIG 65 /r B VV AVX2 Compare packed signed word integers in ynm2 
VPCMPGTW ymm1, ymm2, ymm3/m256 and ymm3/m256 for greater than. 
VEX.256.66.0F.WIG 66 /r B VIV AVX2 Compare packed signed doubleword integers in 
VPCMPGTD ymm1, ymm2, ymm3/m256 ymm2 and ymm3/m256 for greater than. 
EVEX.128.66.0F.WO 66 /r C VIV AVX512VL_ | Compare Greater between int32 vector xmm2 and 
VPCMPGTD k1 {k2}, xmm2, AVX512F int32 vector xmm3/m1 28/m32bcst, and set 
xmm3/m128/m32bcst vector mask k1 to reflect the zero/nonzero status 
of each element of the result, under writemask. 
EVEX.256.66.0F.WO 66 /r C VIV AVX512VL_ | Compare Greater between int32 vector ymm2 and 
VPCMPGTD k1 {k2}, ymm2, AVX512F int32 vector ymm3/m256/m32bcst, and set 
ymm3/m256/m32bcst vector mask k1 to reflect the zero/nonzero status 
of each element of the result, under writemask. 
EVEX.512.66.0F.WO 66 /r C VIV AVX512F Compare Greater between int32 elements in 
VPCMPGTD k1 {k2}, zmm2, zmme2 and zmm3/m512/m32bcst, and set 
zmm3/m51 2/m32bcst destination k1 according to the comparison results 
under writemask. k2. 
EVEX.128.66.0F.WIG 64 /r D VIV AVX512VL_ | Compare packed signed byte integers in xmm2 
VPCMPGTB k1 {k2}, xmm2, xmm3/m128 AVX512BW | and xmm3/m128 for greater than, and set vector 
mask k1 to reflect the zero/nonzero status of each 
element of the result, under writemask. 
EVEX.256.66.0F.WIG 64 /r D VIV AVX512VL_ | Compare packed signed byte integers in ymm2 
VPCMPGTB k1 {k2}, ymm2, ymm3/m256 AVX512BW | and ymm3/m256 for greater than, and set vector 
mask k1 to reflect the zero/nonzero status of each 
element of the result, under writemask. 
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EVEX.512.66.0F.WIG 64 /r D VN 
VPCMPGTB k1 {k2}, zmm2, zmm3/m512 


AVX512BW | Compare packed signed byte integers in zmm2 and 
zmm3/m512 for greater than, and set vector 
mask k1 to reflect the zero/nonzero status of each 
element of the result, under writemask. 


EVEX.128.66.0F.WIG 65 /r D VV 
VPCMPGTW k1 {k2}, xmm2, xmm3/m128 


AVX512VL_ | Compare packed signed word integers in xmm2 
AVX512BW | and xmm3/m128 for greater than, and set vector 
mask k1 to reflect the zero/nonzero status of each 
element of the result, under writemask. 


EVEX.256.66.0F.WIG 65 /r D |v 
VPCMPGTW k1 {k2}, ymm2, ymm3/m256 


AVX512VL_ | Compare packed signed word integers in ymm2 
AVX512BW | and ymm3/m256 for greater than, and set vector 
mask k1 to reflect the zero/nonzero status of each 
element of the result, under writemask. 


EVEX.512.66.0F.WIG 65 /r D VV 
VPCMPGTW k1 {k2}, zmm2, zmm3/m512 


AVX512BW | Compare packed signed word integers in zmm2 
and zmm3/m512 for greater than, and set vector 
mask k1 to reflect the zero/nonzero status of each 
element of the result, under writemask. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
D Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs an SIMD signed compare for the greater value of the packed byte, word, or doubleword integers in the 
destination operand (first operand) and the source operand (second operand). If a data element in the destination 
operand is greater than the corresponding date element in the source operand, the corresponding data element in 
the destination operand is set to all 1s; otherwise, it is set to all Os. 


The PCMPGTB instruction compares the corresponding signed byte integers in the destination and source oper- 
ands; the PCMPGTW instruction compares the corresponding signed word integers in the destination and source 
operands; and the PCMPGTD instruction compares the corresponding signed doubleword integers in the destina- 
tion and source operands. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE instructions: The source operand can be an MMX technology register or a 64-bit memory location. The 
destination operand can be an MMxX technology register. 


128-bit Legacy SSE version: The second source operand can be an XMM register or a 128-bit memory location. The 
first source operand and destination operand are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM 
destination register remain unchanged. 


VEX.128 encoded version: The second source operand can be an XMM register or a 128-bit memory location. The 
first source operand and destination operand are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM 
register are zeroed. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. 
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EVEX encoded VPCMPGTD: The first source operand (second operand) is a ZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 32-bit memory location. The destination operand (first operand) is a mask register updated 
according to the writemask k2. 

EVEX encoded VPCMPGTB/W: The first source operand (second operand) is a ZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination operand 
(first operand) is a mask register updated according to the writemask k2. 


Operation 


PCMPGTB (with 64-bit operands) 
IF DEST[7:0] > SRC[7:0] 
THEN DEST[7:0) := FFH; 
ELSE DEST[7:0] := 0; Fl; 
(* Continue comparison of 2nd through 7th bytes in DEST and SRC *) 
IF DEST[63:56] > SRC[63:56] 
THEN DEST[63:56] := FFH; 
ELSE DEST[63:56] := O; FI; 


COMPARE_BYTES_GREATER (SRC1, SRC2) 
IF SRC1[7:0] > SRC2[7:0] 
THEN DEST[7:0] := FFH; 
ELSE DEST[7:0] := 0; Fl; 
(* Continue comparison of 2nd through 15th bytes in SRC1 and SRC2 *) 
IF SRC1[127:120] > SRC2[127:1 20] 
THEN DEST[127:120] := FFH; 
ELSE DEST[127:120] := O; Fl; 


COMPARE_WORDS_GREATER (SRC1, SRC2) 
IF SRC1[15:0] > SRC2[15:0] 
THEN DEST[15:0] := FFFFH; 
ELSE DEST[1 5:0] := 0; FI; 
(* Continue comparison of 2nd through 7th 16-bit words in SRC1 and SRC2 *) 
IF SRC1[127:112] > SRC2[127:112] 
THEN DEST[127:112] := FFFFH; 
ELSE DEST[1 27:11 2] := 0; FI; 


COMPARE_DWORDS_GREATER (SRC1, SRC2) 
IF SRC1[31:0] > SRC2[31:0] 
THEN DEST[31:0] := FFFFFFFFH; 
ELSE DEST[31:0] := 0; FI; 
(* Continue comparison of 2nd through 3rd 32-bit dwords in SRC1 and SRC2 *) 
IF SRC1[127:96] > SRC2[1 27:96] 
THEN DEST[1 27:96] := FFFFFFFFH; 
ELSE DEST[127:96] := 0; FI; 


PCMPGTB (with 128-bit operands) 
DEST[127:0] := COMPARE_BYTES_GREATER(DEST[127:0],SRC[127:0]) 
DEST[MAXVL-1:128] (Unmodified) 


VPCMPGTB (VEX.128 encoded version) 


DEST[127:0] := COMPARE_BYTES_GREATER(SRC1,SRC2) 
DEST[MAXVL-1:128] := 0 
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VPCMPGTB (VEX.256 encoded version) 

DEST[127:0] := COMPARE_BYTES_GREATER(SRC1[127:0],SRC2[127:0]) 
DEST[255:1 28] := COMPARE_BYTES_GREATER(SRC1[255:128],SRC2[255:128]) 
DEST[MAXVL-1:256] := 0 


VPCMPGTB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 


i:=j*8 
IF k2[j] OR *no writemask* 
THEN 
/* signed comparison */ 
CMP := SRC1[i+7:i] > SRC2[i+7:i]; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; FI; 
ELSE DEST{j] := 0 ; zeroing-masking onlyFl; 
Fl; 
ENDFOR 


DEST[MAX_KL-1:KL] := 0 


PCMPGTW (with 64-bit operands) 
IF DEST[15:0] > SRC[15:0] 
THEN DEST[15:0] := FFFFH; 
ELSE DEST[15:0] := 0; FI; 
(* Continue comparison of 2nd and 3rd words in DEST and SRC *) 
IF DEST[63:48] > SRC[63:48] 
THEN DEST[63:48] := FFFFH; 
ELSE DEST[63:48] := 0; FI; 


PCMPGTW (with 128-bit operands) 
DEST[127:0] := COMPARE_WORDS_GREATER(DEST[1 27:0],SRC[127:0]) 
DEST[MAXVL-1:128] (Unmodified) 


VPCMPGTW (VEX.128 encoded version) 
DEST[127:0] := COMPARE_WORDS_GREATER(SRC1,SRC2) 
DEST[MAXVL-1:128] := 0 


VPCMPGTW (VEX.256 encoded version) 

DEST[127:0] := COMPARE_WORDS_GREATER(SRC1[127:0],SRC2[1 27:0]) 
DEST[255:1 28] := COMPARE_WORDS_GREATER(SRC1[255:128],SRC2[255:128]) 
DEST[MAXVL-1:256] := 0 


VPCMPGTW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k2[j] OR *no writemask* 
THEN 
/* signed comparison */ 
CMP := SRC1[i+15:i] > SRC2[i+15:i]; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; FI; 
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ELSE DEST{[j] := 0 ; zeroing-masking onlyFl; 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


PCMPGTD (with 64-bit operands) 
IF DEST[31:0] > SRC[31:0] 
THEN DEST[31:0] := FFFFFFFFH; 
ELSE DEST[31:0] := 0; FI; 
IF DEST[63:32] > SRC[63:32] 
THEN DEST[63:32] := FFFFFFFFH; 
ELSE DEST[63:32] := O; Fl; 


PCMPGTD (with 128-bit operands) 
DEST[127:0] := COMPARE_DWORDS_GREATER(DEST[127:0],SRC[127:0]) 
DEST[MAXVL-1:128] (Unmodified) 


VPCMPGTD (VEX.128 encoded version) 
DEST[127:0] := COMPARE_DWORDS_GREATER(SRC1,SRC2) 
DEST[MAXVL-1:128] := 0 


VPCMPGTD (VEX.256 encoded version) 

DEST[127:0] := COMPARE_DWORDS_GREATER(SRC1[127:0],SRC2[1 27:0]) 
DEST[255:128] := COMPARE_DWORDS_GREATER(SRC1[255:128],SRC2[255:128]) 
DEST[MAXVL-1:256] := 0 


VPCMPGTD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k2[j] OR *no writemask* 
THEN 
/* signed comparison */ 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN CMP := SRC1[i+31:i] > SRC2[31:0]; 
ELSE CMP := SRC1[i+31:i] > SRC2[i+31:i]; 


Fl; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; Fl; 
ELSE DEST{j] := 0 ; zeroing-masking only 
Fl; 
ENDFOR 


DEST[MAX_KL-1:KL] := 0 


4-268 Vol. 2B PCMPGTB/PCMPGTW/PCMPGTD—Compare Packed Signed Integers for Greater Than 


INSTRUCTION SET REFERENCE, M-U 


Intel C/C++ Compiler Intrinsic Equivalents 
VPCMPGTB __mmask64 _mm512_cmpgt_epi8_mask(__m512i a,__m512i b); 


VPCMPGTB __mmask64 __mm512_mask_cmpgt_epi8_mask(__mmask64 k,___m512i a,__m512ib); 
VPCMPGTB __mmask32 _mm256_cmpgt_epi8_mask(__m256i a, ___m256i b); 

VPCMPGTB __mmask32 _mm256_mask_cmpgt_epi8_mask(__mmask32 k,__ m256i a, __m256i b); 
VPCMPGTB __mmask16 _mm_cmpgt_epi8_mask(__m128i a, ___m128i b); 

VPCMPGTB __mmask16 _mm_mask_cmpgt_epi8_mask(__mmask16 k, __m128i a,__m128i b); 
VPCMPGTD __mmask16 _mm512_cmpgt_epi32_mask(__m512i a, ___m512i b); 

VPCMPGTD __mmask16 _mm512_mask_cmpgt_epi32_mask(__mmask16 k,___m512i a,__m512i b); 
VPCMPGTD __mmask8 _mm256_cmpgt_epi32_mask(__m256i a, __ m256i b); 

VPCMPGTD __mmask8 _mm256_mask_cmpgt_epi32_mask(__mmask8 k,___m256i a, __ m256i b); 


VPCMPGTD __mmask8 _mm_cmpgt_epi32_mask(__m128i a, ___m128i b); 
VPCMPGTD __mmask8 _mm_mask_cmpgt_epi32_mask(__mmask8 k, __m128i a, ___m128i b); 
VPCMPGTW __mmask32 _mm512_cmpgt_epi16_mask(__m512i a,__m512i b); 


VPCMPGTW __mmask32 _mm512_mask_cmpgt_epi16_mask(__mmask32 k,___m512i a,__m512i b); 
VPCMPGTW __mmask16 _mm256_cmpgt_epi16_mask(__m256i a, ___ m256i b); 
VPCMPGTW __mmask16 _mm256_mask_cmpgt_epi16_mask(__mmask16 k,___ m256i a, __m256i b); 


VPCMPGTW __mmask8 _mm_cmpgt_epi16_mask(__m128i a, __m128i b); 

VPCMPGTW __mmask8 _mm_mask_cmpgt_epi16_mask(__mmask8 k, __m128i a, __m128i b); 
PCMPGTB:__m64 _mm_cmpgt_pi8 (__m64 m1,___m64 m2) 

PCMPGTW:__m64 __mm_cmpgt_pi16 (__m64 m1,__m64 m2) 

PCMPGTD:__m64 _mm_cmpgt_pi32 (__m64 m1,__m64 m2) 

(V)PCMPGTB:__m128i _mm_cmpgt_epi8 (__m128i a,__m128i b) 

(V)PCMPGTW:__m128i _mm_cmpgt_epi16 (__m128i a,__m128i b) 

(V)DCMPGTD:__m128i __mm_cmpgt_epi32 (__m128i a, ___m128i b) 


VPCMPGTB: m256i_mm256_cmpgt_epi8 (__m256i a, ___ m256i b) 
VPCMPGTW: m256i_mm256_cmpgt_epi16 (__m256i a,___ m256i b) 
VPCMPGTD: m256i_mm256_cmpgt_epi32 (__m256i a,__ m256i b) 
Flags Affected 

None. 


Numeric Exceptions 


None. 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 

EVEX-encoded VPCMPGTD, see Table 2-49, “Type E4 Class Exception Conditions”. 

EVEX-encoded VPCMPGTB/W, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 


PCMPGTB/PCMPGTW/PCMPGTD—Compare Packed Signed Integers for Greater Than Vol.2B 4-269 


INSTRUCTION SET REFERENCE, M-U 


PCMPGTQ — Compare Packed Data for Greater Than 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
66 OF 38 37 /r A VIV SSE4_2 Compare packed signed qwords in xmm2/m128 
PCMPGTQ xmm1,xmm2/m128 and xmm1 for greater than. 
VEX.128.66.0F38.WIG 37 /r B VIV AVX Compare packed signed qwords in xmm2 and 
VPCMPGTQ xmm1, xmm2, xmm3/m128 xmm3/m128 for greater than. 
VEX.256.66.0F38.WIG 37 /r B VIV AVX2 Compare packed signed qwords in ymm2 and 
VPCMPGTQ ymm1, ymm2, ymm3/m256 ymm3/m256 for greater than. 
EVEX.128.66.0F38.W1 37 /r C VIV AVX512VL | Compare Greater between int64 vector xmm2 and 
VPCMPGTQ k1 {k2}, xmm2, AVX512F | int64 vector xmm3/m128/m64bcst, and set 
xmm3/m128/m64bcst vector mask k1 to reflect the zero/nonzero status 
of each element of the result, under writemask. 
EVEX.256.66.0F38.W1 37 /r C VIN AVX512VL | Compare Greater between int64 vector ymm2 and 
VPCMPGTQ k1 {k2}, ymm2, AVX512F | int64 vector ymm3/m256/m64bcst, and set 
ymm3/m256/m64bcst vector mask k1 to reflect the zero/nonzero status 
of each element of the result, under writemask. 
EVEX.512.66.0F38.W1 37 /r C VIV AVX512F | Compare Greater between int64 vector zmm2 and 
VPCMPGTQ k1 {k2}, zmm2, zmm3/m512/m64bcst int64 vector zmm3/m512/m64bcst, and set 
vector mask k1 to reflect the zero/nonzero status 
of each element of the result, under writemask. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs an SIMD signed compare for the packed quadwords in the destination operand (first operand) and the 
source operand (second operand). If the data element in the first (destination) operand is greater than the 
corresponding element in the second (source) operand, the corresponding data element in the destination is set 


to all 1s; otherwise, it is set to Os. 


128-bit Legacy SSE version: The second source operand can be an XMM register or a 128-bit memory location. The 
first source operand and destination operand are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM 


destination register remain unchanged. 


VEX.128 encoded version: The second source operand can be an XMM register or a 128-bit memory location. The 
first source operand and destination operand are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM 


register are zeroed. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. 


EVEX encoded VPCMPGTD/Q: The first source operand (second operand) is a ZMM/YMM/XMM register. The second 
source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 64-bit memory location. The destination operand (first operand) is a mask register updated 


according to the writemask k2. 
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Operation 

COMPARE_QWORDS_GREATER (SRC1, SRC2) 
IF SRC1[63:0] > SRC2[63:0] 
THEN DEST[63:0] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[63:0] := 0; Fl; 
IF SRC1[127:64] > SRC2[127:64] 
THEN DEST[127:64] := FFFFFFFFFFFFFFFFH; 
ELSE DEST[127:64] := 0; Fl; 


VPCMPGTQ (VEX.128 encoded version) 
DEST[127:0] := COMPARE_QWORDS_GREATER(SRC1,SRC2) 
DEST[MAXVL-1:128] := 0 


VPCMPGTQ (VEX.256 encoded version) 

DEST[127:0] := COMPARE_QWORDS_GREATER(SRC1[127:0],SRC2[1 27:0]) 
DEST[255:1 28] := COMPARE_QWORDS_GREATER(SRC1[255:128],SRC2[255:1 28]) 
DEST[MAXVL-1:256] := 0 


VPCMPGTQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k2[j] OR *no writemask* 
THEN 
/* signed comparison */ 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN CMP := SRC1[i+63:i] > SRC2[63:0]; 
ELSE CMP := SRC1[i+63:i] > SRC2[i+63:i]; 
Fl; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; FI; 
ELSE DEST{j] := 0 ; zeroing-masking only 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 

VPCMPGTQ __mmask8 __mm512_cmpgt_epi64_mask(__m512i a, 
VPCMPGTQ __mmask8 _mm512_mask_cmpgt_epi64_mask(__mmask8 k, 
VPCMPGTQ __mmask8 __mm256_cmpgt_epi64_mask(__m256i a, __ m256i b); 
VPCMPGTQ __mmask8 _mm256_mask_cmpgt_epi64_mask(__mmask8 k, 
VPCMPGTQ __mmask8 _mm_cmpgt_epi64_mask(__m128i a,__m128i b); 
VPCMPGTQ __mmask8 _mm_mask_cmpgt_epi64_mask(__mmask8 k, 


m512i b); 


(V)PCMPGTQ: m128i __mm_cmpgt_epi64(__m128i a, __m128i b) 
VPCMPGTQ: m256i_mm256_cmpgt_epi64(__m256i a, ___m256i b); 
Flags Affected 

None. 


SIMD Floating-Point Exceptions 
None. 
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m256i a, ___m256i b); 


m128i a,__m128i b); 
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Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded VPCMPGTQ, see Table 2-49, “Type E4 Class Exception Conditions”. 
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PCMPISTRI — Packed Compare Implicit Length Strings, Return Index 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
66 OF 3A 63 /r imm8 RM |V/V SSE4_2 Perform a packed comparison of string data 
PCMPISTRI xmm1, xmm2/m128, imm8 with implicit lengths, generating an index, and 
storing the result in ECX. 
VEX.128.66.0F3A.WIG 63 /r ib RM |V/V AVX Perform a packed comparison of string data 
VPCMPISTRI xmm1, xmm2/m128, imm8 with implicit lengths, generating an index, and 
storing the result in ECX. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r) ModRM:r/m (r) imm8s NA 
Description 


The instruction compares data from two strings based on the encoded value in the Imm8 Control Byte (see Section 
4.1, “Imm8 Control Byte Operation for PCMPESTRI / PCMPESTRM / PCMPISTRI / PCMPISTRM”), and generates an 
index stored to ECX. 


Each string is represented by a single value. The value is an xmm (or possibly m128 for the second operand) which 
contains the data elements of the string (byte or word data). Each input byte/word is augmented with a 
valid/invalid tag. A byte/word is considered valid only if it has a lower index than the least significant null 
byte/word. (The least significant null byte/word is also considered invalid.) 


The comparison and aggregation operations are performed according to the encoded value of Imm8 bit fields (see 
Section 4.1). The index of the first (or last, according to imm8[6]) set bit of IntRes2 is returned in ECX. If no bits 
are set in IntRes2, ECX is set to 16 (8). 


Note that the Arithmetic Flags are written in a non-standard manner in order to supply the most relevant informa- 
tion: 


CFlag - Reset if IntRes2 is equal to zero, set otherwise 

ZFlag - Set if any byte/word of xmm2/mem1 28 is null, reset otherwise 
SFlag - Set if any byte/word of xmm1 is null, reset otherwise 

OFlag -IntRes2[0] 

AFlag - Reset 

PFlag - Reset 


Note: In VEX.128 encoded version, VEX.vvvv is reserved and must be 1111b, VEX.L must be 0, otherwise the 
instruction will #UD. 


Effective Operand Size 


Operating mode/size Operand1 Operand 2 Result 
16 bit xmm xmm/m128 ECX 
32 bit xmm xmm/m128 ECX 
64 bit xmm xmm/m128 ECX 


Intel C/C++ Compiler Intrinsic Equivalent For Returning Index 


int _mm_cmpistri (__m128i a, ___m128i b, const int mode); 
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Intel C/C++ Compiler Intrinsics For Reading EFlag Results 


int _mm_cmpistra (__m128i a, ___m128i b, const int mode); 
int _mm_cmpistrc (__m128i a,__m128i b, const int mode); 
int _mm_cmpistro (__m128i a,_m128ib, const int mode); 


int _mm_cmpistrs (__m128i a,__m128i b, const int mode); 


int _mm_cmpistrz (_m128i a,__m128i b, const int mode); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 


See Table 2-21, “Type 4 Class Exception Conditions”; additionally, this instruction does not cause #GP if the 
memory operand is not aligned to 16 Byte boundary, and: 


#UD If VEX.L = 1. 
If VEX.vvvv # 1111B. 
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PCMPISTRM — Packed Compare Implicit Length Strings, Return Mask 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
66 OF 3A 62 /r imm8 RM |V/V SSE4_2 Perform a packed comparison of string data 
PCMPISTRM xmm1, xmm2/m128, imm8 with implicit lengths, generating a mask, and 
storing the result in XMMO. 
VEX.128.66.0F3A.WIG 62 /r ib RM |V/V AVX Perform a packed comparison of string data 
VPCMPISTRM xmm1, xmm2/m128, imm8 with implicit lengths, generating a Mask, and 
storing the result in XMMO. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r) ModRM:r/m (r) imm8 NA 
Description 


The instruction compares data from two strings based on the encoded value in the imm§8 byte (see Section 4.1, 
“Imm8 Control Byte Operation for PCMPESTRI / PCMPESTRM / PCMPISTRI / PCMPISTRM”) generating a mask 
stored to XMMO. 


Each string is represented by a single value. The value is an xmm (or possibly m128 for the second operand) which 
contains the data elements of the string (byte or word data). Each input byte/word is augmented with a 
valid/invalid tag. A byte/word is considered valid only if it has a lower index than the least significant null 
byte/word. (The least significant null byte/word is also considered invalid.) 


The comparison and aggregation operation are performed according to the encoded value of Immé8 bit fields (see 
Section 4.1). As defined by imm8[6], IntRes2 is then either stored to the least significant bits of XMMO (zero 
extended to 128 bits) or expanded into a byte/word-mask and then stored to XMMO. 


Note that the Arithmetic Flags are written in a non-standard manner in order to supply the most relevant informa- 
tion: 


CFlag - Reset if IntRes2 is equal to zero, set otherwise 

ZFlag - Set if any byte/word of xmm2/mem128 is null, reset otherwise 
SFlag - Set if any byte/word of xmm1 is null, reset otherwise 

OFlag - IntRes2[0] 

AFlag - Reset 

PFlag - Reset 


Note: In VEX.128 encoded versions, bits (MAXVL-1:128) of XMMO are zeroed. VEX.vvvv is reserved and must be 
1111b, VEX.L must be 0, otherwise the instruction will #UD. 


Effective Operand Size 


Operating mode/size Operand1 Operand 2 Result 
16 bit xmm xmm/m128 XMMO 
32 bit xmm xmm/m128 XMMO 
64 bit xmm xmm/m128 XMMO 


Intel C/C++ Compiler Intrinsic Equivalent For Returning Mask 


__m128i_mm_cmpistrm (__m128i a,__m128i b, const int mode); 
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Intel C/C++ Compiler Intrinsics For Reading EFlag Results 


int _mm_cmpistra (__m128i a, ___m128i b, const int mode); 
int _mm_cmpistrc (__m128i a,__m128i b, const int mode); 
int _mm_cmpistro (__m128i a,_m128ib, const int mode); 


int _mm_cmpistrs (__m128i a,__m128i b, const int mode); 


int _mm_cmpistrz (_m128i a,__m128i b, const int mode); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 


See Table 2-21, “Type 4 Class Exception Conditions”; additionally, this instruction does not cause #GP if the 
memory operand is not aligned to 16 Byte boundary, and: 


#UD If VEX.L = 1. 
If VEX.vvvv # 1111B. 
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PCONFIG — Platform Configuration 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
NP OF 01 C5 A VV PCONFIG This instruction is used to execute functions for 
PCONFIG configuring platform features. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA NA NA NA NA 
Description 


PCONFIG allows software to configure certain platform features. PCONFIG supports multiple leaf functions, with a 
leaf function identified by the value in EAX. The registers RBX, RCX, and RDX may provide input or output informa- 
tion for certain leaves. All leaves write status information to EAX but do not modify RBX, RCX, or RDX unless they 
are being used as leaf-specific output. 


Each PCONFIG leaf function applies to a specific hardware block called a PCONFIG target, and each PCONFIG target 
is associated with a numerical target identifier. Supported target identifiers are enumerated, along with other 
PCONFIG capabilities, in the sub-leaves of the PCONFIG-information leaf of CPUID (EAX = 1BH). An attempt to 
execute an undefined leaf function, or a leaf function that applies to an unsupported target identifier, results in a 
general-protection exception (#GP). (In the future, the PCONFIG-information leaf of CPUID may enumerate 
PCONFIG capabilities in addition to the supported target identifiers.) 


Addresses and operands are 32 bits outside 64-bit mode and are 64 bits in 64-bit mode. The value of CS.D does 
not affect operand size or address size. 


Table 4-15 shows the leaf encodings for PCONFIG, and Table 4-16 shows the leaf register usage for PCONFIG. 


Table 4-15. PCONFIG Leaf Encodings 


Leaf Encoding Description 

MKTME_KEY_PROGRAM OOO00000H This leaf is used to program the key and encryption mode associated 
with a KeylD. 

RESERVED 00000001H - FFFFFFFFH Reserved for future use (#GP(0) if used). 


Table 4-16. PCONFIG Leaf Register Usage 


Leaf RBX RCX RDX 
MKTME_KEY_PROGRAM Input only. Input only. Input only. 
RESERVED Reserved for future use. Reserved for future use. Reserved for future use. 


The MKTME_KEY_PROGRAM leaf of PCONFIG pertains to the MKTME! target, which has target identifier 1. It is used 
by software to manage the key associated with a KeyID. The leaf function is invoked by setting the leaf value of 0 
in EAX and the address of MKTME_KEY_PROGRAM_STRUCT in RBX. Successful execution of the leaf clears RAX (set 
to zero) and ZF, CF, PF, AF, OF, and SF are cleared. In case of failure, the failure reason is indicated in RAX with ZF 
set to 1 and CF, PF, AF, OF, and SF are cleared. The MKTME_KEY_PROGRAM leaf uses the 
MKTME_KEY_PROGRAM_STRUCT in memory shown in Table 4-17. 


1. Further details on MKTME usage can be found here: 
https://software.intel.com/sites/default/files/managed/a5/16/Multi-Key-Total-Memory-Encryption-Spec.pdf 
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Table 4-17. MKTME_KEY_PROGRAM_STRUCT Format 


Field Offset (bytes) | Size (bytes) Comments 
KEYID 0 2 Key Identifier. 
KEYID_CTRL 2 4 KeylD control: 
* Bits [7:0]: COMMAND. 
* Bits [23:8]: ENC_ALG. 
« Bits [31:24]: Reserved, must be zero. 
RESERVED 6 58 Reserved, must be zero. 
KEY_FIELD_1 64 64 Software supplied KeylD data key or entropy for KeyID data key. 
KEY_FIELD_2 128 64 Software supplied KeyID tweak key or entropy for KeylD tweak key. 


A description of each of the fields in MKTME_KEY_PROGRAM_STRUCT is provided below: 


KEYID: Key Identifier being programmed to the MKTME engine. 


KEYID_CTRL: The KEYID_CTRL field carries two sub-fields used by software to control the behavior of a 
KeyID: Command and KeyID encryption algorithm. 


The command used controls the encryption mode for a KeyID. Table 4-18 provides a summary of the 
commands supported. 


Table 4-18. Supported Key Programming Commands 


Command Encoding Description 
KEYID_SET_KEY_DIRECT 0 Software uses this mode to directly program a key for use with KeyID. 
KEYID_SET_KEY_RANDOM 1 CPU generates and assigns an ephemeral key for use with a KeylD. Each time the 


instruction is executed, the CPU generates a new key using a hardware random 
number generator and the keys are discarded on reset. 


KEYID_CLEAR_KEY 2 Clear the (software programmed) key associated with the KeylD. On execution of this 
command, the KeylD gets TME behavior (encrypt with platform TME key or bypass 
TME encryption). 

KEYID_NO_ENCRYPT 3 Do not encrypt memory when this KeyID is in use. 


The encryption algorithm field (ENC_ALG) allows software to select one of the activated encryption algorithms 
for the KeyID. The BIOS can activate a set of algorithms to allow for use when programming keys using the 
IA32_TME_ACTIVATE MSR (does not apply to KeyID 0 which uses the TME policy when TME encryption is not 
bypassed). The processor checks to ensure that the algorithm selected by software is one of the algorithms 
that has been activated by the BIOS. 


KEY_FIELD_1s: This field carries the software supplied data key to be used for the KeyID if the direct key 
programming option is used (KEYID_SET_KEY_DIRECT). When the random key programming option is used 
(KEYID_SET_KEY_RANDOM), this field carries the software supplied entropy to be mixed in the CPU generated 
random data key. It is software's responsibility to ensure that the key supplied for the direct programming 
option or the entropy supplied for the random programming option does not result in weak keys. There are no 
explicit checks in the instruction to detect or prevent weak keys. When AES XTS-128 is used, the upper 48B are 
treated as reserved and must be zeroed out by software before executing the instruction. 


KEY_FIELD_2: This field carries the software supplied tweak key to be used for the KeyID if the direct key 
programming option is used (KEYID_SET_KEY_DIRECT). When the random key programming option is used 
(KEYID_SET_KEY_RANDOM), this field carries the software supplied entropy to be mixed in the CPU generated 
random tweak key. It is software's responsibility to ensure that the key supplied for the direct programming 
option or the entropy supplied for the random programming option does not result in weak keys. There are no 
explicit checks in the instruction to detect or prevent weak keys. When AES XTS-128 is used, the upper 48B are 
treated as reserved and must be zeroed out by software before executing the instruction. 


All KeyIDs default to TME behavior (encrypt with TME key or bypass encryption) on MKTME activation. 
Software can at any point decide to change the key for a KeyID using the PCONFIG instruction. Change of 
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keys for a KeyID does NOT change the state of the TLB caches or memory pipeline. It is software's responsi- 
bility to take appropriate actions to ensure correct behavior. 


Table 4-19 shows the return values associated with the MKTME_KEY_PROGRAM leaf of PCONFIG. On 
instruction execution, RAX is populated with the return value. 


Table 4-19. Supported Key Error Codes 


Return Value Encoding Description 

PROG_SUCCESS 0 KeylD was successfully programmed. 
INVALID_PROG_CMD 1 Invalid KeyID programming command. 
ENTROPY_ERROR 2 Insufficient entropy. 

INVALID_KEYID 3 KeylD not valid. 

INVALID_ENC_ALG 4 Invalid encryption algorithm chosen (not supported). 
DEVICE_BUSY 5 Failure to access key table. 


PCONFIG Virtualization 


Software in VMX root operation can control the execution of PCONFIG in VMX non-root operation using the 
following VM-execution controls introduced for PCONFIG: 


¢ PCONFIG_ENABLE: This control is a single bit control and enables the PCONFIG instruction in VMX non-root 
operation. If 0, the execution of PCONFIG in VMX non-root operation causes #UD. Otherwise, execution of 
PCONFIG works according to PCONFIG_EXITING. 


¢ PCONFIG_EXITING: This is a 64b control and allows VMX root operation to cause a VM-exit for various leaf 
functions of PCONFIG. This control does not have any effect if the PCONFIG_ENABLE control is clear. It is 
recommended that VMMs intercept execution of any PCONFIG leaves with which they are not familiar and 
convert such executions into #GP(0). 


PCONFIG Concurrency 


In a scenario where the MKTME_KEY_PROGRAM leaf of PCONFIG is executed concurrently on multiple logical 
processors, only one logical processor will succeed in updating the key table. PCONFIG execution will return with 
an error code (DEVICE_BUSY) on other logical processors and software must retry. In cases where the instruction 
execution fails with a DEVICE_BUSY error code, the key table is not updated, thereby ensuring that either the key 
table is updated in its entirety with the information for a KeyID, or it is not updated at all. In order to accomplish 
this, the MKTME_KEY_PROGRAM leaf of PCONFIG maintains a writer lock for updating the key table. This lock is 
referred to as the Key table lock and denoted in the instruction flows as KEY_TABLE_LOCK. The lock can either be 
unlocked, when no logical processor is holding the lock (also the initial state of the lock) or be in an exclusive state 
where a logical processor is trying to update the key table. There can be only one logical processor holding the lock 
in exclusive state. The lock, being exclusive, can only be acquired when the lock is in unlocked state. 


PCONFIG uses the following syntax to acquire KEY_TABLE_LOCK in exclusive mode and release the lock: 
e KEY_TABLE_LOCK.ACQUIRE(WRITE) 
e KEY_TABLE_LOCK.RELEASE() 


Operation 
Table 4-20. PCONFIG Operation Variables 
Variable Name Type Size Description 
(Bytes) 
TMP_KEY_PROGRAM_STRUCT | MKTME_KEY_PROGRAM_STRUCT | 192 Structure holding the key programming structure. 
TMP_RND_DATA_KEY UINT128 16 Random data key generated for random key 
programming option. 
TMP_RND_TWEAK_KEY UINT128 16 Random tweak key generated for random key 
programming option. 
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(* #UD if PCONFIG is not enumerated or CPL>O *) 
IF (CPUID.7.0:EDX[18] == 0 OR CPL > 0) #UD; 


IF (in VMX non-root mode) 


{ 
IF (VMCS.PCONFIG_ENABLE == 1) 


{ 
IF (EAX > 62 AND VMCS.PCONFIG_EXITING[63] ==1) OR 
(EAX < 63 AND VMCS.PCONFIG_EXITING[EAX] == 1)) 
{ 
Set VMCS.EXIT_REASON = PCONFIG; //No Exit qualification 
Deliver VMEXIT; 
} 
} 
ELSE 
{ 
#UD 
} 


(* #GP(0) for an unsupported leaf *) 
IF (EAX != 0) #GP(0) 


(* KEY_PROGRAM leaf flow *) 
IF (EAX == 0) 
{ 
(* #GP(O) if TME_ACTIVATE MSR is not locked or does not enable hardware encryption or multiple keys are not enabled *) 
IF (IA32_TME_ACTIVATE.LOCK != 1 OR IA32_TME_ACTIVATE.ENABLE != 1 OR IA32_TME_ACTIVATE.MK_TME_KEYID_BITS == 0) 
#GP(0) 


(* Check MKTME_KEY_PROGRAM_STRUCT is 256B aligned *) 
IF (DS:RBX is not 256B aligned) #GP(0); 


(* Check that MKTME_KEY_PROGRAM_STRUCT is read accessible *) 
<<DS: RBX should be read accessible>> 


(* Copy MKTME_KEY_PROGRAM_STRUCT to a temporary variable *) 
TMP_KEY_PROGRAM_STRUCT = DS:RBX.*; 


(* RSVD field check *) 
IF (TMP_KEY_PROGRAM_STRUCT.RSVD != 0) #GP(0); 


IF (TMP_KEY_PROGRAM_STRUCT.KEYID_CTRL.RSVD !=0) #GP(0); 

IF (TMP_KEY_PROGRAM_STRUCT.KEY_FIELD_1.BYTES[63:16] != 0) #GP(0); 
IF (TMP_KEY_PROGRAM_STRUCT.KEY_FIELD_2.BYTES[63:16] != 0) #GP(0); 
(* Check for a valid command *) 


IF (TMP_KEY_PROGRAM_STRUCT. KEYID_CTRL.COMMAND is not a valid command) 


i 
RFLAGS.ZF = 1; 
RAX = INVALID_PROG_CMD; 
goto EXIT; 
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} 
(* Check that the KEYID being operated upon is a valid KEYID *) 
IF (TMP_KEY_PROGRAM_STRUCT.KEYID > 
2°1A32_TME_ACTIVATEMK_TME_KEYID_BITS - 1 
OR TMP_KEY_PROGRAM_STRUCT.KEYID > 
IA32_TME_CAPABILITY.MK_TME_MAX_KEYS 
OR TMP_KEY_PROGRAM_STRUCT.KEYID == 0) 


RFLAGS.ZF = 1; 
RAX = INVALID_KEYID; 
goto EXIT; 

} 


(* Check that only one algorithm is requested for the KeylD and it is one of the activated algorithms *) 
IF (NUM_BITS(TMP_KEY_PROGRAM_STRUCT.KEYID_CTRL.ENC_ALG) != 1 || 
(TMP_KEY_PROGRAM_STRUCT.KEYID_CTRL.ENC_ALG & 
IA32_TME_ACTIVATE. MK_TME_CRYPTO_ALGS == 0)) 


RFLAGS.ZF = 1; 
RAX = INVALID_ENC_ALG; 
goto EXIT; 
} 
(* Try to acquire exclusive lock *) 
IF (NOT KEY_TABLE_LOCK.ACQUIRE(WRITE)) 
{ 
//PCONFIG failure 
RFLAGS.ZF = 1; 
RAX = DEVICE_BUSY; 
goto EXIT; 
} 


(* Lock is acquired and key table will be updated as per the command 
Before this point no changes to the key table are made *) 


switch(TMP_KEY_PROGRAM_STRUCT.KEYID_CTRL.COMMAND) 
{ 
case KEYID_SET_KEY_DIRECT: 
<<Write 
DATA_KEY=TMP_KEY_PROGRAM_STRUCT.KEY_FIELD_1, 
TWEAK_KEY=TMP_KEY_PROGRAM_STRUCT.KEY_FIELD_2, 
ENCRYPTION_MODE=ENCRYPT_WITH_KEYID_KEY, 
to MKTME Key table at index TMP_KEY_PROGRAM_STRUCT.KEYID 
>> 


break; 


case KEYID_SET_KEY_RANDOM: 
TMP_RND_DATA_KEY = <<Generate a random key using hardware RNG>> 
IF (NOT ENOUGH ENTROPY) 
{ 
RFLAGS.ZF = 1; 
RAX = ENTROPY_ERROR; 
goto EXIT; 
} 
TMP_RND_TWEAK_KEY = <<Generate a random key using hardware RNG>> 
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IF (NOT ENOUGH ENTROPY) 

{ 
RFLAGS.ZF = 1; 
RAX = ENTROPY_ERROR; 
goto EXIT; 

} 


(* Mix user supplied entropy to the data key and tweak key *) 

TMP_RND_DATA_KEY = TMP_RND_KEY XOR 
TMP_KEY_PROGRAM_STRUCT.KEY_FIELD_1.BYTES[1 5:0]; 

TMP_RND_TWEAK_KEY = TMP_RND_TWEAK_KEY XOR 
TMP_KEY_PROGRAM_STRUCT.KEY_FIELD_2.BYTES[1 5:0]; 


<<Write 
DATA_KEY=TMP_RND_DATA_KEY, 
TWEAK_KEY=TMP_RND_TWEAK_KEY, 
ENCRYPTION_MODE=ENCRYPT_WITH_KEYID_KEY, 
to MKTME_KEY_TABLE at index TMP_KEY_PROGRAM_STRUCT.KEYID 
>> 


break; 


case KEYID_CLEAR_KEY: 
<<Write 
DATA_KEY='0, 
TWEAK_KEY='0, 
ENCRYPTION_MODE = ENCRYPT_WITH_TME_KEY_OR_BYPASS, 


to MKTME_KEY_TABLE at index TMP_KEY_PROGRAM_STRUCT.KEYID 
>»> 


break; 
case KD_NO_ENCRYPT: 
<<Write 
ENCRYPTION_MODE=NO_ENCRYPTION, 
to MKTME_KEY_TABLE at index TMP_KEY_PROGRAM_STRUCT.KEYID 
>> 
break; 


} 


RAX = 0; 
RFLAGS.ZF = 0; 


//Release Lock 
KEY_TABLE_LOCK(RELEASE); 


EXIT: 

RFLAGS.CF=0; 
RFLAGS.PF=0; 
RFLAGS.AF=0; 
RFLAGS.OF=0; 
RFLAGS.SF=0; 


} 


end_of_flow 
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Protected Mode Exceptions 
#GP(0) If input value in EAX encodes an unsupported leaf. 
If IA32_TME_ACTIVATE MSR is not locked. 
If hardware encryption and MKTME capability are not enabled in IA32_TME_ACTIVATE MSR. 
If the memory operand is not 256B aligned. 
If any of the reserved bits in MKTME_KEY_PROGRAM_STRUCT are set. 
If a memory operand effective address is outside the DS segment limit. 
#PF(fault-code) If a page fault occurs in accessing memory operands. 
#UD If any of the LOCK/REP/OSIZE/VEX prefixes are used. 
If current privilege level is not 0. 
If CPUID.7.0:EDX[bit 18] = 0 
If in VMX non-root mode and VMCS.PCONFIG_ENABLE = 0. 


Real-Address Mode Exceptions 
#GP If input value in EAX encodes an unsupported leaf. 
If IA32_TME_ACTIVATE MSR is not locked. 
If hardware encryption and MKTME capability are not enabled in IA32_TME_ACTIVATE MSR. 
If a memory operand is not 256B aligned. 
If any of the reserved bits in MKTME_KEY_PROGRAM_STRUCT are set. 
#UD If any of the LOCK/REP/OSIZE/VEX prefixes are used. 
If current privilege level is not 0. 
If CPUID.7.0:EDX.PCONFIG[bit 18] = 0 
If in VMX non-root mode and VMCS.PCONFIG_ENABLE = 0. 


Virtual-8086 Mode Exceptions 
#UD PCONFIG instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#GP(0) If input value in EAX encodes an unsupported leaf. 
If IA32_TME_ACTIVATE MSR is not locked. 
If hardware encryption and MKTME capability are not enabled in IA32_TME_ACTIVATE MSR. 
If a memory operand is not 256B aligned. 
If any of the reserved bits in MKTME_KEY_PROGRAM_STRUCT are set. 
If a memory operand is non-canonical form. 
#PF(fault-code) If a page fault occurs in accessing memory operands. 
#UD If any of the LOCK/REP/OSIZE/VEX prefixes are used. 
If the current privilege level is not 0. 
If CPUID.7.0:EDX.PCONFIG[bit 18] = 0. 
If in VMX non-root mode and VMCS.PCONFIG_ENABLE = 0. 
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PDEP — Parallel Bits Deposit 


Opcode/ Op/ | 64/32 | CPUID Description 
Instruction En -bit Feature 

Mode Flag 
VEX.LZ.F2.0F38.W0 F5 /r RVM | V/V BMI2 Parallel deposit of bits from r32b using mask in r/m32, result is writ- 
PDEP r32a, r32b, r/m32 ten to 32a. 
VEX.LZ.F2.0F38.W1 F5 /r RVM | V/N.E. BMI2 Parallel deposit of bits from r64b using mask in r/m64, result is writ- 
PDEP r64a, r64b, r/m64 ten to r64a. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


PDEP uses a mask in the second source operand (the third operand) to transfer/scatter contiguous low order bits in 
the first source operand (the second operand) into the destination (the first operand). PDEP takes the low bits from 
the first source operand and deposit them in the destination operand at the corresponding bit locations that are set 
in the second source operand (mask). All other bits (bits not set in mask) in destination are set to zero. 


SRCH. || Ss1/S3q S2qS2a|S27 - ——- | §7| S6|Ss | S| S3 
SRC2 
1 
(mask) 0 0/0 0 0 
pest [ 0] 0/0 /s3| 0] -_—-J[s,] 0] S,)0] 0 
bit 31 ~~“ bit 0 


Figure 4-8. PDEP Example 


This instruction is not supported in real mode and virtual-8086 mode. The operand size is always 32 bits if not in 
64-bit mode. In 64-bit mode operand size 64 requires VEX.W1. VEX.W1 is ignored in non-64-bit modes. An attempt 
to execute this instruction with VEX.L not equal to 0 will cause #UD. 


Operation 


TEMP := SRC1; 

MASK := SRC2; 

DEST :=0; 

m:=0,k:=0; 

DO WHILE m < OperandSize 


IF MASK[ m] = 1 THEN 
DEST[ m] := TEMP[ kj; 
k:=k+ 1; 
Fl 
m:=m-+ 1; 
OD 
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Flags Affected 
None. 


Intel C/C++ Compiler Intrinsic Equivalent 
PDEP: unsigned __int32 _pdep_u32(unsigned __int32 src, unsigned __int32 mask); 
PDEP: unsigned __int64_pdep_u64(unsigned __int64 src, unsigned __int32 mask); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-29, “Type 13 Class Exception Conditions”. 
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PEXT — Parallel Bits Extract 


Opcode/ Op/ | 64/32 | CPUID Description 
Instruction En -bit Feature 

Mode | Flag 
VEX.LZ.F3.0F38.W0 F5 /r RVM | V/V BMI2 Parallel extract of bits from r32b using mask in r/m32, result is writ- 
PEXT r32a, r32b, r/m32 ten to r32a. 
VEX.LZ.F3.0F38.W1 F5 /r RVM | V/N.E. | BMI2 Parallel extract of bits from r64b using mask in r/m64, result is writ- 
PEXT r64a, r64b, r/m64 ten to r64a. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


PEXT uses a mask in the second source operand (the third operand) to transfer either contiguous or non-contig- 
uous bits in the first source operand (the second operand) to contiguous low order bit positions in the destination 
(the first operand). For each bit set in the MASK, PEXT extracts the corresponding bits from the first source operand 
and writes them into contiguous lower bits of destination operand. The remaining upper bits of destination are 


zeroed. 


SRCT | S31]S30] S2fS2e|S27] - — — - | $7] S6[Ss | Sa 


SRC2 

(mask) e Q 

DEST |0 0 
bit 31 ~# 


S3 


So 


Figure 4-9. PEXT Example 


0; 0 
Ss S2 
bit 0 


This instruction is not supported in real mode and virtual-8086 mode. The operand size is always 32 bits if not in 
64-bit mode. In 64-bit mode operand size 64 requires VEX.W1. VEX.W1 is ignored in non-64-bit modes. An attempt 
to execute this instruction with VEX.L not equal to 0 will cause #UD. 
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Operation 


TEMP := SRC1; 

MASK := SRC2; 

DEST := 0; 

m:=0,k:=0; 

DO WHILE m < OperandSize 


IF MASK[ m] = 1 THEN 
DEST[ k] := TEMP[ mj]; 
k:=k+ 1; 

Fl 

m:=m-+ 1; 


OD 


Flags Affected 
None. 


Intel C/C++ Compiler Intrinsic Equivalent 
PEXT: unsigned __int32 _pext_u32(unsigned __int32 src, unsigned __int32 mask); 
PEXT: unsigned __int64_pext_u64(unsigned __int64 src, unsigned __int32 mask); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-29, “Type 13 Class Exception Conditions”. 
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PEXTRB/PEXTRD/PEXTRQ — Extract Byte/Dword/Qword 


Opcode/ Op/En | 64/32 bit | CPUID Description 
Instruction Mode Feature 
Support | Flag 

66 OF 3A 14 A VIV SSE4_1 Extract a byte integer value from xmm2 at the 

/r ib source byte offset specified by imm8 into reg or 

PEXTRB reg/m8, xmm2, imm8 m8. The upper bits of r32 or r64 are zeroed. 

66 OF 3A 16 A VIV SSE4_1 Extract a dword integer value from xmm2 at the 

/r ib source dword offset specified by imm8 into r/m32. 

PEXTRD r/m32, xmm2, imm8 

66 REX.W OF 3A 16 A V/N.E. SSE4_1 Extract a qword integer value from xmm2 at the 

/r ib source qword offset specified by imm8 into r/m64. 

PEXTRQ r/m64, xmm2, imm8 

VEX.128.66.0F3A.WO 14 /r ib A VIN AVX Extract a byte integer value from xmmZ2 at the 

VPEXTRB reg/m8, xmm2, imm8 source byte offset specified by imm8 into reg or 
m8. The upper bits of r64/r32 is filled with zeros. 

VEX.128.66.0F3A.WO 16 /r ib A VV AVX Extract a dword integer value from xmm2 at the 

VPEXTRD r32/m32, xmm2, imm8 source dword offset specified by imm8 into 
r32/m32. 

VEX.128.66.0F3A.W1 16 /r ib A vile AVX Extract a qword integer value from xmm2 at the 

VPEXTRQ r64/m64, xmm2, imm8 source dword offset specified by immé8 into 
r64/m64. 

EVEX.128.66.0F3A.WIG 14 /r ib B VV AVX512BW | Extract a byte integer value from xmm2 at the 

VPEXTRB reg/m8, xmm2, imm8 source byte offset specified by imm8 into reg or 
m8. The upper bits of r64/r32 is filled with zeros. 

EVEX.128.66.0F3A.WO 16 /r ib B VV AVX512DQ | Extract a dword integer value from xmm_2 at the 

VPEXTRD r32/m32, xmm2, imm8 source dword offset specified by imm8 into 
r32/m32. 

EVEX.128.66.0F3A.W1 16 /r ib B VINE? AVX512DQ | Extract a qword integer value from xmm_2 at the 

VPEXTRQ r64/m64, xmm_2, imm8 source dword offset specified by imm8 into 
r64/m64. 


NOTES: 


1. In 64-bit mode, VEX.W11 is ignored for VPEXTRB (similar to legacy REX.W=1 prefix in PEXTRB). 
2. VEX.W/EVEX.W in non-64 bit is ignored; the instructions behaves as if the WO version is used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (w) ModRM:reg (r) imm8 NA 
B Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) imm8 NA 
Description 


Extract a byte/dword/qword integer value from the source XMM register at a byte/dword/qword offset determined 
from imm8[3:0]. The destination can be a register or byte/dword/qword memory location. If the destination is a 
register, the upper bits of the register are zero extended. 


In legacy non-VEX encoded version and if the destination operand is a register, the default operand size in 64-bit 
mode for PEXTRB/PEXTRD is 64 bits, the bits above the least significant byte/dword data are filled with zeros. 
PEXTRQ is not encodable in non-64-bit modes and requires REX.W in 64-bit mode. 


Note: In VEX.128 encoded versions, VEX.vvvv is reserved and must be 1111b, VEX.L must be 0, otherwise the 
instruction will #UD. In EVEX.128 encoded versions, EVEX.vvvv is reserved and must be 1111b, EVEX.L”L must be 
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0, otherwise the instruction will #UD. If the destination operand is a register, the default operand size in 64-bit 
mode for VPEXTRB/VPEXTRD is 64 bits, the bits above the least significant byte/word/dword data are filled with 
zeros. 


Operation 


CASE of 
PEXTRB: SEL := COUNT[3:0]; 
TEMP := (Src >> SEL*8) AND FFH; 
IF (DEST = Mem8) 
THEN 
Memé := TEMP[7:0]; 
ELSE IF (64-Bit Mode and 64-bit register selected) 
THEN 
R64[7:0] := TEMP[7:0]; 
r64[63:8] := ZERO_FILL; }; 
ELSE 
R32[7:0] := TEMP[7:0]; 
r32[31:8] := ZERO_FILL; }; 
Fl; 
PEXTRD:SEL := COUNT[1:0]; 
TEMP := (Src >> SEL*32) AND FFFF_FFFFH; 
DEST := TEMP; 
PEXTRQ: SEL := COUNT[O]; 
TEMP := (Src >> SEL*64); 
DEST := TEMP; 
EASC: 


VPEXTRTD/VPEXTRQ 
IF (64-Bit Mode and 64-bit dest operand) 
THEN 
Src_Offset := Imm8[0] 
164/m64 := (Src >> Src_Offset * 64) 
ELSE 
Src_Offset := Imm8[1:0] 
r32/m32 := ((Src >> Src_Offset *32) AND OFFFFFFFFh); 
Fl 


VPEXTRB ( dest=m8) 
SRC_Offset := Imm8[3:0] 
Mem® := (Src >> Src_Offset*8) 


VPEXTRB ( dest=reg) 

IF (64-Bit Mode ) 

THEN 
SRC_Offset := Imm8[3:0] 
DEST[7:0] := (Src >> Src_Offset*8) AND OFFh) 
DEST[63:8] := ZERO_FILL; 

ELSE 
SRC_Offset := Imm8[3:0]; 
DEST[7:0] := (Src >> Src_Offset*8) AND OFFh); 
DEST[31:8] := ZERO_FILL; 

Fl 
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Intel C/C++ Compiler Intrinsic Equivalent 


PEXTRB: int __mm_extract_epi8 (__m128i src, const int ndx); 
PEXTRD: int__mm_extract_epi32 (__m128i src, const int ndx); 
PEXTRQ: int64 __mm_extract_epi64 (__m128i src, const int ndx); 
Flags Affected 

None. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-57, “Type EONF Class Exception Conditions”. 
Additionally: 
#UD If VEX.L = 1 or EVEX.L’L > O. 

If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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Opcode/ Op/ En | 64/32 bit | CPUID Description 
Instruction Mode Feature 
Support | Flag 

NP OF C5 /rib! A VIN SSE Extract the word specified by imm8 from mm 

PEXTRW reg, mm, imm8 and move it to reg, bits 15-0. The upper bits of 
r32 or r64 is zeroed. 

66 OF C5 /rib A VIV SSE2 Extract the word specified by imm8 from xmm 

PEXTRW reg, xmm, imm8 and move it to reg, bits 15-0. The upper bits of 
r32 or r64 is zeroed. 

66 OF 3A 15 B VIV SSE4_1 Extract the word specified by imm8 from xmm 

/r ib and copy it to lowest 16 bits of reg or m16. 

PEXTRW reg/m16, xmm, imm8 Zero-extend the result in the destination, r32 
or 164. 

VEX.128.66.0F.WO C5 /r ib A ve AVX Extract the word specified by imm8 from 

VPEXTRW reg, xmm1, imm8 xmm1 and move it to reg, bits 15:0. Zero- 
extend the result. The upper bits of r64/r32 is 
filled with zeros. 

VEX.128.66.0F3A.WO 15 /r ib B VIV AVX Extract a word integer value from xmm2 at the 

VPEXTRW reg/m16, xmm2, imm8 source word offset specified by imm8 into reg 
or m176. The upper bits of r64/r32 is filled with 
zeros. 

EVEX.128.66.0F.WIG C5 /r ib A VIV AVX512B | Extract the word specified by imm8 from xmm1 

VPEXTRW reg, xmm1, imm8 W and move it to reg, bits 15:0. Zero-extend the 
result. The upper bits of r64/r32 is filled with 
zeros. 

EVEX.128.66.0F3A.WIG 15 /r ib C VIV AVX512B | Extract a word integer value from xmm_z at the 

VPEXTRW reg/m16, xmm_z, imm8 W source word offset specified by immé8 into reg 
or m16. The upper bits of r64/r32 is filled with 
zeros. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


2. In 64-bit mode, VEX.W1 is ignored for VPEXTRW (similar to legacy REX.W=1 prefix in PEXTRW). 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) imm8 NA 
B NA ModRM:r/m (w) ModRM:reg (r) imm8 NA 
C Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) imm8 NA 
Description 


Copies the word in the source operand (second operand) specified by the count operand (third operand) to the 
destination operand (first operand). The source operand can be an MMX technology register or an XMM register. 


The destination operand can be the low word of a general-purpose register or a 16-bit memory address. The count 
operand is an 8-bit immediate. When specifying a word location in an MMX technology register, the 2 least-signifi- 
cant bits of the count operand specify the location; for an XMM register, the 3 least-significant bits specify the loca- 
tion. The content of the destination register above bit 16 is cleared (set to all Os). 
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In 64-bit mode, using a REX prefix in the form of REX.R permits this instruction to access additional registers 
(XMM8-XMM15, R8-15). If the destination operand is a general-purpose register, the default operand size is 64-bits 
in 64-bit mode. 


Note: In VEX.128 encoded versions, VEX.vvvv is reserved and must be 1111b, VEX.L must be 0, otherwise the 
instruction will #UD. In EVEX.128 encoded versions, EVEX.vvvv is reserved and must be 1111b, EVEX.L must be 0, 
otherwise the instruction will #UD. If the destination operand is a register, the default operand size in 64-bit mode 
for VPEXTRW is 64 bits, the bits above the least significant byte/word/dword data are filled with zeros. 


Operation 


IF (DEST = Mem16) 
THEN 


ELSE IF (64-Bit Mode and destination is a general-purpose register) 


Fl; 


SEL := COUNT[2:0]; 
TEMP := (Src >> SEL*16) AND FFFFH; 
Mem16 := TEMP[15:0]; 


THEN 
FOR (PEXTRW instruction with 64-bit source operand) 
{ SEL := COUNT[1:0]; 
TEMP := (SRC >> (SEL * 16)) AND FFFFH; 
r64[15:0] := TEMP[15:0]; 
r64[63:16] := ZERO_FILL,; }; 
FOR (PEXTRW instruction with 128-bit source operand) 
{ SEL := COUNT[2:0]; 
TEMP := (SRC >> (SEL * 16)) AND FFFFH; 
r64[15:0] := TEMP[15:0); 
r64[63:16] := ZERO_FILL; } 
ELSE 
FOR (PEXTRW instruction with 64-bit source operand) 
{ S€L:= COUNT[1:0]; 
TEMP := (SRC >> (SEL * 16)) AND FFFFH; 
r32[15:0] := TEMP[15:0]; 
r32[31:16] := ZERO_FILL; }; 
FOR (PEXTRW instruction with 128-bit source operand) 
{ SEL:= COUNT[2:0]; 
TEMP := (SRC >> (SEL * 16)) AND FFFFH; 
r32[15:0] := TEMP[15:0); 
r32[31:16] := ZERO_FILL; }; 
Fl; 


VPEXTRW ( dest=m16) 
SRC_Offset := Imm8[2:0] 
Mem16 := (Src >> Src_Offset*16) 
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VPEXTRW ( dest=reg) 

IF (64-Bit Mode ) 

THEN 
SRC_Offset := Imm8[2:0] 
DEST[15:0] := ((Src >> Src_Offset*16) AND OFFFFh) 
DEST[63:16] := ZERO_FILL; 

ELSE 
SRC_Offset := Imm8[2:0] 
DEST[15:0] := ((Src >> Src_Offset*16) AND OFFFFh) 
DEST[31:16] := ZERO_FILL; 

Fl 


Intel C/C++ Compiler Intrinsic Equivalent 
PEXTRW: int __mm_extract_pi16 (__m64 a, int n) 


PEXTRW: int__mm_extract_epi16 (__m128i a, int imm) 
Flags Affected 
None. 


Numeric Exceptions 
None. 


Other Exceptions 
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Non-EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”. 


EVEX-encoded instruction, see Table 2-57, “Type E9NF Class Exception Conditions”. 
Additionally: 
#UD If VEX.L = 1 or EVEX.LL > O. 

If VEX.vvvv != 1111B or EVEX.vvwv != 1111B. 
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PHADDW/PHADDD — Packed Horizontal Add 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF 38 01 /r! RM |V/V SSSE3 Add 16-bit integers horizontally, pack to mm7. 
PHADDW mm1, mm2/m64 
66 OF 38 01 /r RM |V/V SSSE3 Add 16-bit integers horizontally, pack to 
PHADDW xmm1, xmm2/m128 xmm1, 
NP OF 38 O2 /r RM |V/V SSSE3 Add 32-bit integers horizontally, pack to mm. 
PHADDD mm1, mm2/m64 
66 OF 38 O02 /r RM |V/V SSSE3 Add 32-bit integers horizontally, pack to 
PHADDD xmm1, xmm2/m128 xmm1. 
VEX.128.66.0F38.WIG 01 /r RVM | V/V AVX Add 16-bit integers horizontally, pack to 
VPHADDW xmm1, xmm2, xmm3/m128 xmm1. 
VEX.128.66.0F38.WIG O2 /r RVM | V/V AVX Add 32-bit integers horizontally, pack to 
VPHADDD xmm1, xmm2, xmm3/m128 xmm1. 
VEX.256.66.0F38.WIG 01 /r RVM | V/V AVX2 Add 16-bit signed integers horizontally, pack 
VPHADDW ymm1, ymm2, ymm3/m256 to ymm1. 

[VEX.256.66.0F38.WIGO2/F = =—Ssté<i«s=‘i=‘:;*«WC RM ST AVX2._~_—_=«S| Add 32-bit signed integers horizontally, pack | 
VPHADDD ymm1, ymm2, ymm3/m256 to ymm1. 
NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


(V)PHADDW adds two adjacent 16-bit signed integers horizontally from the source and destination operands and 
packs the 16-bit signed results to the destination operand (first operand). (V)PHADDD adds two adjacent 32-bit 
signed integers horizontally from the source and destination operands and packs the 32-bit signed results to the 
destination operand (first operand). When the source operand is a 128-bit memory operand, the operand must be 
aligned on a 16-byte boundary or a general-protection exception (#GP) will be generated. 


Note that these instructions can operate on either unsigned or signed (two’s complement notation) integers; 
however, it does not set bits in the EFLAGS register to indicate overflow and/or a carry. To prevent undetected over- 
flow conditions, software must control the ranges of the values operated on. 


Legacy SSE instructions: Both operands can be MMX registers. The second source operand can be an MMxX register 
or a 64-bit memory location. 


128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand can be an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM 
destination register remain unchanged. 


In 64-bit mode, use the REX prefix to access additional registers. 
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VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand can be an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM 
register are zeroed. 


VEX.256 encoded version: Horizontal addition of two adjacent data elements of the low 16-bytes of the first and 
second source operands are packed into the low 16-bytes of the destination operand. Horizontal addition of two 
adjacent data elements of the high 16-bytes of the first and second source operands are packed into the high 16- 
bytes of the destination operand. The first source and destination operands are YMM registers. The second source 
operand can be an YMM register or a 256-bit memory location. 


SRC2! Y7 | Y6 Y2 \ YO X7 | X6 | X5] X4] X3 X0 | SRC1 


VV V \ VV \ 
ARSED, Li 


Dest 


Figure 4-10. 256-bit VPHADDD Instruction Operation 


Operation 


PHADDW (with 64-bit operands) 
mm1[15-0] = mm1[31-16] + mm1[15-0]; 
mm1[31-16] = mm1[63-48] + mm1[47-32]; 
mm1[47-32] = mm2/m64[31-16] + mm2/m64[15-0]; 
mm1[63-48] = mm2/m64[63-48] + mm2/m64[47-32]; 


PHADDW (with 128-bit operands) 
xmm1[15-0] = xmm1[31-16] + xmm1[15-0]; 
xmm1[31-16] = xmm1[63-48] + xmm1[47-32]; 
xmm1[47-32] = xmm1[95-80] + xmm1[79-64]; 
xmm1[63-48] = xmm1[127-112] + xmm1[111-96]; 
xmm1[79-64] = xmm2/m1 28[31-16] + xmm2/m1 28[15-0); 
xmm1[95-80] = xmm2/m1 28[63-48] + xmm2/m1 28[47-32]; 
xmm1[111-96] = xmm2/m1 28[95-80] + xmm2/m1 28[79-64]; 
xmm1[127-112] = xmm2/m128[127-112] + xmm2/m128[11 1-96]; 


VPHADDW (VEX.128 encoded version) 
DEST[15:0] := SRC1[31:16] + SRC1[15:0] 
DEST[31:16] := SRC1[63:48] + SRC1[47:32] 
DEST[47:32] := SRC1[95:80] + SRC1[79:64] 
DEST[63:48] := SRC1[127:112] + SRC1[111:96] 
DEST[79:64] := SRC2[31:16] + SRC2[15:0) 
DEST[95:80] := SRC2[63:48] + SRC2[47:32] 
DEST[11 1:96] := SRC2[95:80] + SRC2[79:64] 
DEST[127:112] := SRC2[127:112] + SRC2[111:96] 
DEST[MAXVL-1:128] := 0 
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VPHADDW (VEX.256 encoded version) 
DEST[15:0] := SRC1[31:16] + SRC1[15:0] 
DEST[31:16] := SRC1[63:48] + SRC1[47:32] 
DEST[47:32] := SRC1[95:80] + SRC1[79:64] 
DEST[63:48] := SRC1[127:112] + SRC1[111:96] 
DEST[79:64] := SRC2[31:16] + SRC2[15:0] 
DEST[95:80] := SRC2[63:48] + SRC2[47:32] 

DEST[1 11:96] := SRC2[95:80] + SRC2[79:64] 
DEST[127:112] := SRC2[127:112] + SRC2[111:96] 
DEST[143:128] := SRC1[159:144] + SRC1[143:128] 
DEST[159:144] := SRC1[191:176] + SRC1[175:160] 
DEST[175:160] := SRC1[223:208] + SRC1[207:192] 
DEST[191:1 76] := SRC1[255:240] + SRC1[239:224] 
DEST[207:192] := SRC2[127:112] + SRC2[143:128] 
DEST[223:208] := SRC2[159:144] + SRC2[175:160] 
DEST[239:224] := SRC2[191:176] + SRC2[207:192] 
DEST[255:240] := SRC2[223:208] + SRC2[239:224] 


PHADDD (with 64-bit operands) 
mm1[31-0] = mm1[63-32] + mm1[31-0]; 
mm1[63-32] = mm2/m64[63-32] + mm2/m64[31-0]; 


PHADDD (with 128-bit operands) 
xmm1[31-0] = xmm1[63-32] + xmm1[31-0]; 
xmm1[63-32] = xmm1[127-96] + xmm1[95-64]; 
xmm1[95-64] = xmm2/m1 28[63-32] + xmm2/m1 28[3 1-0]; 
xmm1[127-96] = xmm2/m1 28[1 27-96] + xmm2/m128[95-64]; 


VPHADDD (VEX.128 encoded version) 
DEST[31-0] := SRC1[63-32] + SRC1[31-0] 
DEST[63-32] := SRC1[127-96] + SRC1[95-64] 
DEST[95-64] := SRC2[63-32] + SRC2[31-0] 
DEST[127-96] := SRC2[127-96] + SRC2[95-64] 
DEST[MAXVL-1:128] := 0 


VPHADDD (VEX.256 encoded version) 

DEST[31-0] := SRC1[63-32] + SRC1[31-0] 
DEST[63-32] := SRC1[127-96] + SRC1[95-64] 
DEST[95-64] := SRC2[63-32] + SRC2[31-0] 
DEST[127-96] := SRC2[127-96] + SRC2[95-64] 
DEST[159-128] := SRC1[191-160] + SRC1[159-128] 
DEST[191-160] := SRC1[255-224] + SRC1[223-192] 
DEST[223-192] := SRC2[191-160] + SRC2[159-128] 
DEST[255-224] := SRC2[255-224] + SRC2[223-192] 


Intel C/C++ Compiler Intrinsic Equivalents 


PHADDW: m64 _mm_hadd_pi16 (__m64 a,__m64 b) 

PHADDD: m64 _mm_hadd_pi32 (__m64 a,__m64 b) 
(V)PHADDW: m128i __mm_hadd_epi16 (__m128i a, ___m128i b) 
(V)PHADDD: m128i _mm_hadd_epi32 (__m128i a, __m128i b) 
VPHADDW: m256i__mm256_hadd_epi16 (__m256i a, 
VPHADDD: m256i _mm256_hadd_epi32 (__m256i a, __m256i b) 
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SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.L = 1. 
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PHADDSW — Packed Horizontal Add and Saturate 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 

Support | Flag 
NP OF 38 03 /r! RM |V/V SSSE3 Add 16-bit signed integers horizontally, pack 
PHADDSW mm1, mm2/m64 saturated integers to mm/. 
66 OF 38 03 /r RM |V/V SSSE3 Add 16-bit signed integers horizontally, pack 
PHADDSW xmm1, xmm2/m128 saturated integers to xmm1. 
VEX.128.66.0F38.WIG 03 /r RVM | V/V AVX Add 16-bit signed integers horizontally, pack 
VPHADDSW xmm1, xmm2, xmm3/m128 saturated integers to xmm/. 
VEX.256.66.0F38.WIG 03 /r RVM | V/V AVX2 Add 16-bit signed integers horizontally, pack 
VPHADDSW ymm1, ymm2, ymm3/m256 saturated integers to ymm1. 
NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


(V)PHADDSW adds two adjacent signed 16-bit integers horizontally from the source and destination operands and 
saturates the signed results; packs the signed, saturated 16-bit results to the destination operand (first operand) 
When the source operand is a 128-bit memory operand, the operand must be aligned on a 16-byte boundary ora 
general-protection exception (#GP) will be generated. 


Legacy SSE version: Both operands can be MMX registers. The second source operand can be an MMxX register or a 
64-bit memory location. 


128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM destina- 
tion register remain unchanged. 


In 64-bit mode, use the REX prefix to access additional registers. 

VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the destination YMM register are 
zeroed. 


VEX.256 encoded version: The first source and destination operands are YMM registers. The second source 
operand can be an YMM register or a 256-bit memory location. 


Operation 


PHADDSW (with 64-bit operands) 
mm1[15-0] = SaturateToSignedWord((mm1[31-16] + mm1[15-0)); 
mm1[31-16] = SaturateToSignedword(mm1 [63-48] + mm1[47-32]); 
mm1[47-32] = SaturateToSignedword(mm2/m64[3 1-16] + mm2/m64{[15-0}); 
mm1[63-48] = SaturateToSignedword(mm2/m64[63-48] + mm2/m64[47-32]); 
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PHADDSW (with 128-bit operands) 
xmm1[15-0]= SaturateToSignedWord(xmm1 [31-16] + xmm1[15-0)); 
xmm1[31-16] = SaturateToSignedWord(xmm1 [63-48] + xmm1[47-32]); 
xmm1[47-32] = SaturateToSignedWord(xmm1 [95-80] + xmm1[79-64)); 
xmm1 [63-48] = SaturateToSignedWord(xmm1[127-112] + xmm1[111-96]); 
xmm1[79-64] = SaturateToSignedWord(xmm2/m1 28[31-16] + xmm2/m128[15-0)); 
xmm1 [95-80] = SaturateToSignedWord(xmm2/m1 28[63-48] + xmm2/m1 28[47-32]); 
xmm1[1 11-96] = SaturateToSignedWord(xmm2/m1 28[95-80] + xmm2/m128[79-64)); 
xmm1[127-112] = SaturateToSignedWord(xmm2/m1 28[1 27-112] + xmm2/m128[111-96)); 


VPHADDSW (VEX.128 encoded version) 

DEST[15:0]= SaturateToSignedWord(SRC1[31:16] + SRC1[15:0]) 
DEST[31:16] = SaturateToSignedWord(SRC1 [63:48] + SRC1[47:32]) 
DEST[47:32] = SaturateToSignedWord(SRC1 [95:80] + SRC1[79:64]) 
DEST[63:48] = SaturateToSignedWord(SRC1[127:112] + SRC1[111:96]) 
DEST[79:64] = SaturateToSignedWord(SRC2[31:16] + SRC2[15:0]) 
DEST[95:80] = SaturateToSignedWord(SRC2[63:48] + SRC2[47:32]) 
DEST[1 11:96] = SaturateToSignedWord(SRC2[95:80] + SRC2[79:64]) 
DEST[127:112] = SaturateToSignedWord(SRC2[127:112] + SRC2[111:96]) 
DEST[MAXVL-1:128] := 0 


VPHADDSW (VEX.256 encoded version) 

DEST[15:0]= SaturateToSignedWord(SRC1[31:16] + SRC1[15:0]) 
DEST[31:16] = SaturateToSignedWord(SRC1 [63:48] + SRC1[47:32]) 
DEST[47:32] = SaturateToSignedWord(SRC1 [95:80] + SRC1[79:64]) 
DEST[63:48] = SaturateToSignedWord(SRC1[127:112] + SRC1[111:96]) 
DEST[79:64] = SaturateToSignedWord(SRC2[31:16] + SRC2[15:0]) 
DEST[95:80] = SaturateToSignedWord(SRC2[63:48] + SRC2[47:32]) 
DEST[111:96] = SaturateToSignedWord(SRC2[95:80] + SRC2[79:64]) 
DEST[127:112] = SaturateToSignedWord(SRC2[127:112] + SRC2[111:96]) 
DEST[143:128]= SaturateToSignedWord(SRC1[159:144] + SRC1[143:128]) 
DEST[159:144] = SaturateToSignedWord(SRC1[191:176] + SRC1[175:160]) 
DEST[175:160] = SaturateToSignedWord( SRC1[223:208] + SRC1[207:192]) 
DEST[191:1 76] = SaturateToSignedWord(SRC1[255:240] + SRC1[239:224]) 
DEST[207:192] = SaturateToSignedWord(SRC2[127:112] + SRC2[143:128]) 
DEST[223:208] = SaturateToSignedWword(SRC2[159:144] + SRC2[175:160]) 
DEST[239:224] = SaturateToSignedWord(SRC2[191-160] + SRC2[159-128]) 
DEST[255:240] = SaturateToSignedWord(SRC2[255:240] + SRC2[239:224]) 


phe — ap fle ht 


Intel C/C++ Compiler Intrinsic Equivalent 


PHADDSW: m64 __mm_hadds_pi16 (_m64 a,__m64 b) 
(V)PHADDSW: m128i __mm_hadds_epi16 (__m128i a, ___m128ib) 
VPHADDSW: m256i _mm256_hadds_epi16 (__m256i a, __m256i b) 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.L = 1. 
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PHMINPOSUW — Packed Horizontal Word Minimum 


VPHMINPOSUW xmm1, xmm2/m128 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
66 OF 38 41 /r RM |V/V SSE4_1 Find the minimum unsigned word in 
PHMINPOSUW xmm1, xmm2/m128 xmm2/m128 and place its value in the low 
word of xmm7 and its index in the second- 
lowest word of xmm17. 
VEX.128.66.0F38.WIG 41 /r RM |V/V AVX Find the minimum unsigned word in 


xmm2/m1 28 and place its value in the low 
word of xmm1 and its index in the second- 
lowest word of xmm17. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Determine the minimum unsigned word value in the source operand (second operand) and place the unsigned 
word in the low word (bits 0-15) of the destination operand (first operand). The word index of the minimum value 
is stored in bits 16-18 of the destination operand. The remaining upper bits of the destination are set to zero. 


128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding XMM destination register remain 


unchanged. 


VEX.128 encoded version: Bits (MAXVL-1:128) of the destination XMM register are zeroed. VEX.vvvv is reserved 


and must be 1111b, VEX.L must be 0, otherwise the instruction will #UD. 


Operation 


PHMINPOSUW (128-bit Legacy SSE version) 
INDEX := 0; 
MIN := SRC[15:0] 
IF (SRC[31:16] < MIN) 
THEN INDEX := 1; MIN := SRC[31:16]; FI; 
IF (SRC[47:32] < MIN) 
THEN INDEX := 2; MIN := SRC[47:32]; FI; 
* Repeat operation for words 3 through 6 
IF (SRC[127:112] < MIN) 
THEN INDEX := 7; MIN := SRC[127:11 2]; Fl; 
DEST[15:0] := MIN; 
DEST[18:16] := INDEX; 
DEST[1 27:19] := OOOOOOOODDDD0000000000000000H; 
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VPHMINPOSUW (VEX.128 encoded version) 

INDEX := 0 

MIN := SRC[15:0] 

IF (SRC[31:16] < MIN) THEN INDEX := 1; MIN := SRC[31:16] 
IF (SRC[47:32] < MIN) THEN INDEX := 2; MIN := SRC[47:32] 
* Repeat operation for words 3 through 6 

IF (SRC[127:112] < MIN) THEN INDEX := 7; MIN := SRC[127:112] 
DEST[15:0] := MIN 

DEST[18:16] := INDEX 

DEST[1 27:19] := OOOOOOOODDDD0000000000000000H 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
PHMINPOSUW: m128i_mm_minpos_epu16(__m128i packed_words); 


Flags Affected 
None. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.L = 1. 

If VEX.vvvv # 1111B. 
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PHSUBW/PHSUBD — Packed Horizontal Subtract 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF 38 05 /r' RM |V/V SSSE3 Subtract 16-bit signed integers horizontally, 

PHSUBW mm1, mm2/m64 pack to mm. 

66 OF 3805 /r RM |V/V SSSE3 Subtract 16-bit signed integers horizontally, 

PHSUBW xmm1, xmm2/m128 pack to xmm1. 

NP OF 38 06 /r RM |V/V SSSE3 Subtract 32-bit signed integers horizontally, 

PHSUBD mm1, mm2/m64 pack to mm. 

66 OF 38 06 /r RM |V/V SSSE3 Subtract 32-bit signed integers horizontally, 

PHSUBD xmm1, xmm2/m128 pack to xmm1. 

VEX.128.66.0F38.WIG 05 /r RVM | V/V AVX Subtract 16-bit signed integers horizontally, 

VPHSUBW xmm1, xmm2, xmm3/m128 pack to xmm/. 

VEX.128.66.0F38.WIG 06 /r RVM | V/V AVX Subtract 32-bit signed integers horizontally, 

VPHSUBD xmm1, xmm2, xmm3/m128 pack to xmm/. 

VEX.256.66.0F38.WIG 05 /r RVM | V/V AVX2 Subtract 16-bit signed integers horizontally, 

VPHSUBW ymm1, ymm2, ymm3/m256 pack to ymm1. 
[VEX.256.66.0F38WIGO6/r =—Sti<‘<‘;SOOC~C~*C«*RRVM'YWVNV~~—— «dJAVX2 ~~ ‘(Subtract 32-bit signed integers horizontally, _ | 

VPHSUBD ymm1, ymm2, ymm3/m256 pack to ymm1. 

NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


(V)PHSUBW performs horizontal subtraction on each adjacent pair of 16-bit signed integers by subtracting the 
most significant word from the least significant word of each pair in the source and destination operands, and packs 
the signed 16-bit results to the destination operand (first operand). (V)PHSUBD performs horizontal subtraction on 
each adjacent pair of 32-bit signed integers by subtracting the most significant doubleword from the least signifi- 
cant doubleword of each pair, and packs the signed 32-bit result to the destination operand. When the source 
operand is a 128-bit memory operand, the operand must be aligned on a 16-byte boundary or a general-protection 
exception (#GP) will be generated. 


Legacy SSE version: Both operands can be MMX registers. The second source operand can be an MMxX register or a 
64-bit memory location. 


128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM destina- 
tion register remain unchanged. 


In 64-bit mode, use the REX prefix to access additional registers. 


VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the destination YMM register are 
zeroed. 
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VEX.256 encoded version: The first source and destination operands are YMM registers. The second source 
operand can be an YMM register or a 256-bit memory location. 


Operation 


PHSUBW (with 64-bit operands) 
mm1[15-0] = mm1[15-0] - mm1[31-16]; 
mm1[31-16] = mm1[47-32] - mm1[63-48]; 
mm1[47-32] = mm2/m64[15-0] - mm2/m64[31-16]; 
mm1[63-48] = mm2/m64[47-32] - mm2/m64[63-48]; 


PHSUBW (with 128-bit operands) 
xmm1[15-0] = xmm1[15-0] - xmm1[31-16]; 
xmm1[31-16] = xmm1[47-32] - xmm1[63-48]; 
xmm1[47-32] = xmm1[79-64] - xmm1[95-80]; 
xmm1 [63-48] = xmm1[111-96] - xmm1[127-112]; 
xmm1[79-64] = xmm2/m1 28[15-0] - xmm2/m128[31-16]; 
xmm1[95-80] = xmm2/m1 28[47-32] - xmm2/m128[63-48]; 
xmm1[111-96] = xmm2/m1 28[79-64] - xmm2/m1 28[95-80]; 
xmm1[127-112] = xmm2/m1 28[1 11-96] - xmm2/m1 28[1 27-112]; 


VPHSUBW (VEX.128 encoded version) 
DEST[15:0] := SRC1[15:0] - SRC1[31:16] 
DEST[31:16] := SRC1[47:32] - SRC1[63:48] 
DEST[47:32] := SRC1[79:64] - SRC1[95:80] 
DEST[63:48] := SRC1[111:96] - SRC1[127:112] 
DEST[79:64] := SRC2[15:0] - SRC2[31:16] 
DEST[95:80] := SRC2[47:32] - SRC2[63:48] 
DEST[11 1:96] := SRC2[79:64] - SRC2[95:80] 
DEST[127:112] := SRC2[1 11:96] - SRC2[127:112] 
DEST[MAXVL-1:128] := 0 


VPHSUBW (VEX.256 encoded version) 
DEST[15:0] := SRC1[15:0] - SRC1[31:16] 
DEST[31:16] := SRC1[47:32] - SRC1[63:48] 
DEST[47:32] := SRC1[79:64] - SRC1[95:80] 
DEST[63:48] := SRC1[111:96] - SRC1[127:112] 
DEST[79:64] := SRC2[15:0] - SRC2[31:16] 
DEST[95:80] := SRC2[47:32] - SRC2[63:48] 
DEST[11 1:96] := SRC2[79:64] - SRC2[95:80] 
DEST[127:112] := SRC2[1 11:96] - SRC2[127:112] 
DEST[143:128] := SRC1[143:1 28] - SRC1[159:144] 
DEST[159:144] := SRC1[175:160] - SRC1[191:176] 
DEST[175:160] := SRC1[207:192] - SRC1[223:208] 
DEST[191:1 76] := SRC1[239:224] - SRC1[255:240] 
DEST[207:192] := SRC2[143:1 28] - SRC2[159:144] 
DEST[223:208] := SRC2[175:160] - SRC2[191:176] 
DEST[239:224] := SRC2[207:192] - SRC2[223:208] 
DEST[255:240] := SRC2[239:224] - SRC2[255:240] 


PHSUBD (with 64-bit operands) 


mm1[31-0] = mm1[31-0] - mm1[63-32]; 
mm1[63-32] = mm2/m64[31-0] - mm2/m64[63-32]; 
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PHSUBD (with 128-bit operands) 
xmm1[31-0] = xmm1[31-0] - xmm1[63-32]; 
xmm1[63-32] = xmm1[95-64] - xmm1[127-96]; 
xmm1[95-64] = xmm2/m1 28[31-0] - xmm2/m128[63-32]; 
xmm1[127-96] = xmm2/m128[95-64] - xmm2/m1 28[1 27-96]; 


VPHSUBD (VEX.128 encoded version) 
DEST[31-0] := SRC1[31-0] - SRC1[63-32] 
DEST[63-32] := SRC1[95-64] - SRC1[127-96] 
DEST[95-64] := SRC2[31-0] - SRC2[63-32] 
DEST[127-96] := SRC2[95-64] - SRC2[127-96] 
DEST[MAXVL-1:128] := 0 


VPHSUBD (VEX.256 encoded version) 
DEST[31:0] := SRC1[31:0] - SRC1[63:32] 
DEST[63:32] := SRC1[95:64] - SRC1[127:96] 
DEST[95:64] := SRC2[31:0] - SRC2[63:32] 
DEST[127:96] := SRC2[95:64] - SRC2[127:96] 
DEST[159:128] := SRC1[159:1 28] - SRC1[191:160] 
DEST[191:160] := SRC1[223:192] - SRC1[255:224] 
DEST[223:192] := SRC2[159:1 28] - SRC2[191:160] 
DEST[255:224] := SRC2[223:192] - SRC2[255:224] 


Intel C/C++ Compiler Intrinsic Equivalents 


PHSUBW: m64 _mm_hsub_pi16 (__m64 a,__ m64 b) 

PHSUBD: m64 __mm_hsub_pi32 (__m64 a,__ m64 b) 
(V)PHSUBW: m128i __mm_hsub_epi16 (__m128i a, ___m128i b) 
(V)PHSUBD: m128i __mm_hsub_epi32 (__m128i a, __m128i b) 
VPHSUBW: m256i__mm256_hsub_epi16 (__m256i a, __m256i b) 
VPHSUBD: m256i __mm256_hsub_epi32 (__m256i a, ___m256i b) 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.L = 1. 
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PHSUBSW — Packed Horizontal Subtract and Saturate 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 

Support | Flag 
NP OF 38 07 /r’ RM |V/V SSSE3 Subtract 16-bit signed integer horizontally, 
PHSUBSW mm1, mm2/m64 pack saturated integers to mm1. 
66 OF 38 07 /r RM |V/V SSSE3 Subtract 16-bit signed integer horizontally, 
PHSUBSW xmm1, xmm2/m128 pack saturated integers to xmm17. 
VEX.128.66.0F38.WIG 07 /r RVM | V/V AVX Subtract 16-bit signed integer horizontally, 
VPHSUBSW xmm1, xmm2, xmm3/m128 pack saturated integers to xmm1. 
VEX.256.66.0F38.WIG 07 /r RVM | V/V AVX2 Subtract 16-bit signed integer horizontally, 
VPHSUBSW ymm1, ymm2, ymm3/m256 pack saturated integers to ymm7. 
NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


(V)PHSUBSW performs horizontal subtraction on each adjacent pair of 16-bit signed integers by subtracting the 
most significant word from the least significant word of each pair in the source and destination operands. The 
signed, saturated 16-bit results are packed to the destination operand (first operand). When the source operand is 
a 128-bit memory operand, the operand must be aligned on a 16-byte boundary or a general-protection exception 
(#GP) will be generated. 


Legacy SSE version: Both operands can be MMxX registers. The second source operand can be an MMxX register or 
a 64-bit memory location. 


128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM destina- 
tion register remain unchanged. 


In 64-bit mode, use the REX prefix to access additional registers. 


VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the destination YMM register are 
zeroed. 

VEX.256 encoded version: The first source and destination operands are YMM registers. The second source 
operand can be an YMM register or a 256-bit memory location. 


Operation 


PHSUBSW (with 64-bit operands) 
mm1[15-0] = SaturateToSignedword(mm1 [15-0] - mm1[31-16)]); 
mm1[31-16] = SaturateToSignedword(mm1 [47-32] - mm1[63-48]); 
mm1[47-32] = SaturateToSignedword(mm2/m64[1 5-0] - mm2/m64[31-16]); 
mm1[63-48] = SaturateToSignedword(mm2/m64[47-32] - mm2/m64[63-48)); 
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PHSUBSW (with 128-bit operands) 
xmm1[15-0] = SaturateToSignedWord(xmm1[15-0] - xmm1[31-16]); 
xmm1[31-16] = SaturateToSignedWord(xmm1 [47-32] - xmm1[63-48)); 
xmm1 [47-32] = SaturateToSignedWord(xmm1 [79-64] - xmm1[95-80)); 
xmm1 [63-48] = SaturateToSignedWord(xmm1[1 11-96] - xmm1[127-112]); 
xmm1[79-64] = SaturateToSignedWord(xmm2/m1 28[15-0] - xmm2/m1 28[31-16)]); 
xmm1 [95-80] =SaturateToSignedword(xmm2/m1 28[47-32] - xmm2/m1 28[63-48)); 
xmm1[111-96] =SaturateToSignedword(xmm2/m1 28[79-64] - xmm2/m1 28[95-80)); 
xmm1[127-112]= SaturateToSignedWord(xmm2/m1 28[1 11-96] - xmm2/m128[127-112]); 


VPHSUBSW (VEX.128 encoded version) 

DEST[15:0]= SaturateToSignedWord(SRC1[15:0] - SRC1[31:16]) 
DEST[31:16] = SaturateToSignedWord(SRC1 [47:32] - SRC1[63:48]) 
DEST[47:32] = SaturateToSignedWord(SRC1[79:64] - SRC1[95:80]) 
DEST[63:48] = SaturateToSignedWord(SRC1[1 11:96] - SRC1[127:112]) 
DEST[79:64] = SaturateToSignedWord(SRC2[1 5:0] - SRC2[31:16]) 
DEST[95:80] = SaturateToSignedWord(SRC2[47:32] - SRC2[63:48]) 
DEST[1 11:96] = SaturateToSignedWord(SRC2[79:64] - SRC2[95:80]) 
DEST[127:112] = SaturateToSignedWord(SRC2[1 1 1:96] - SRC2[127:112]) 
DEST[MAXVL-1:128] := 0 


VPHSUBSW (VEX.256 encoded version) 

DEST[15:0]= SaturateToSignedWord(SRC1[15:0] - SRC1[31:16]) 
DEST[31:16] = SaturateToSignedWord(SRC1 [47:32] - SRC1[63:48]) 
DEST[47:32] = SaturateToSignedWord(SRC1[79:64] - SRC1[95:80]) 
DEST[63:48] = SaturateToSignedWord(SRC1[1 11:96] - SRC1[127:112]) 
DEST[79:64] = SaturateToSignedWord(SRC2[1 5:0] - SRC2[31:16]) 
DEST[95:80] = SaturateToSignedWord(SRC2[47:32] - SRC2[63:48]) 
DEST[111:96] = SaturateToSignedWord(SRC2[79:64] - SRC2[95:80]) 
DEST[127:112] = SaturateToSignedWord(SRC2[1 11:96] - SRC2[127:112]) 
DEST[143:128]= SaturateToSignedWord(SRC1[143:1 28] - SRC1[159:144]) 
DEST[159:144] = SaturateToSignedWord(SRC1[175:160] - SRC1[191:176]) 
DEST[175:160] = SaturateToSignedWord(SRC1[207:192] - SRC1[223:208}) 
DEST[191:176] = SaturateToSignedWord(SRC1[239:224] - SRC1[255:240]) 
DEST[207:192] = SaturateToSignedWord(SRC2[1 43:1 28] - SRC2[159:144]) 
DEST[223:208] = SaturateToSignedWord(SRC2[175:160] - SRC2[191:176]) 
DEST[239:224] = SaturateToSignedWord(SRC2[207:1 92] - SRC2[223:208}) 
DEST[255:240] = SaturateToSignedWord(SRC2[239:224] - SRC2[255:240}) 


pe — ap Ss 


Intel C/C++ Compiler Intrinsic Equivalent 


PHSUBSW: m64 __mm_hsubs_pi16 (__m64 a,__m64 b) 
(V)PHSUBSW: m128i_mm_hsubs_epi16 (__m128i a, ___m128i b) 
VPHSUBSW: m256i__mm256_hsubs_epi16 (__m256i a,__ m256i b) 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.L = 1. 
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Opcode/ Op/ En | 64/32 bit | CPUID Description 
Instruction Mode Feature 
Support | Flag 

66 OF 3A 20 /r ib A VIV SSE4_1 Insert a byte integer value from r32/m8 into 

PINSRB xmm1, r32/m8, imm8 xmm1 at the destination element in xmm1 
specified by immé. 

66 OF 3A 22 /r ib A VV SSE4_1 Insert a dword integer value from r/m32 into 

PINSRD xmm17, r/m32, imm8 the xmm/ at the destination element 
specified by imme. 

66 REX.W OF 3A 22 /r ib A VIN. E. SSE4_1 Insert a qword integer value from r/m64 into 

PINSRQ xmm1, r/m64, imm8 the xmm1 at the destination element 
specified by imme. 

VEX.128.66.0F3A.WO 20 /r ib B VIN AVX Merge a byte integer value from r32/m8 and 

VPINSRB xmm1, xmm2, r32/m8, imm8 rest from xmm2 into xmm7 at the byte offset 
in imme. 

VEX.128.66.0F3A.WO 22 /r ib B VV AVX Insert a dword integer value from r32/m32 

VPINSRD xmm1, xmm2, r/m32, imm8 and rest from xmm_2 into xmm1 at the dword 
offset in immé. 

VEX.128.66.0F3A.W1 22 /r ib B vile AVX Insert a qword integer value from r64/m64 

VPINSRQ xmm1, xmm2, r/m64, imm8 and rest from xmm_2 into xmm1 at the qword 
offset in immé. 

EVEX.128.66.0F3A.WIG 20 /r ib C VIV AVX512BW | Merge a byte integer value from r32/m8 and 

VPINSRB xmm1, xmm2, r32/m8, imm8 rest from xmm_z into xmm1 at the byte offset 
in imms. 

EVEX.128.66.0F3A.WO 22 /r ib C VN AVX512DQ | Insert a dword integer value from r32/m32 

VPINSRD xmm1, xmm2, r32/m32, imm8 and rest from xmmz into xmm1 at the dword 
offset in imm8. 

EVEX.128.66.0F3A.W1 22 /r ib C VINE? AVX512DQ | Insert a qword integer value from r64/m64 

VPINSRQ xmm1, xmm2, r64/m64, imm8 and rest from xmm2 into xmm1 at the qword 
offset in imms8. 


NOTES: 


1. In 64-bit mode, VEX.W1 is ignored for VPINSRB (similar to legacy REX.W=1 prefix with PINSRB). 
2. VEX.W/EVEX.W in non-64 bit is ignored; the instructions behaves as if the WO version is used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) imm8 NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8 
Description 


Copies a byte/dword/qword from the source operand (second operand) and inserts it in the destination operand 
(first operand) at the location specified with the count operand (third operand). (The other elements in the desti- 
nation register are left untouched.) The source operand can be a general-purpose register or a memory location. 
(When the source operand is a general-purpose register, PINSRB copies the low byte of the register.) The destina- 
tion operand is an XMM register. The count operand is an 8-bit immediate. When specifying a qword[dword, byte] 
location in an XMM register, the [2, 4] least-significant bit(s) of the count operand specify the location. 
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In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15, R8-15). Use of REX.W permits the use of 64 bit general purpose regis- 
ters. 

128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding YMM destination register remain unchanged. 


VEX.128 encoded version: Bits (MAXVL-1:128) of the destination register are zeroed. VEX.L must be 0, otherwise 
the instruction will #UD. Attempt to execute VPINSRQ in non-64-bit mode will cause #UD. 


EVEX.128 encoded version: Bits (MAXVL-1:128) of the destination register are zeroed. EVEX.L’L must be 0, other- 
wise the instruction will #UD. 


Operation 


CASE OF 
PINSRB: SEL := COUNT[3:0]; 
MASK := (OFFH << (SEL * 8)): 
TEMP := (((SRC[7:0] << (SEL *8)) AND MASK); 
PINSRD: SEL := COUNT[1:0]; 
MASK := (OFFFFFFFFH << (SEL * 32); 
TEMP := (((SRC << (SEL *32)) AND MASK); 
PINSRQ: SEL := COUNT[O] 
MASK := (OFFFFFFFFFFFFFFFFH << (SEL * 64)); 
TEMP := (((SRC << (SEL *64)) AND MASK); 
ESAC; 
DEST := ((DEST AND NOT MASK) OR TEMP); 


VPINSRB (VEX/EVEX encoded version) 

SEL := imm8[3:0] 

DEST[127:0] := write_b_element(SEL, SRC2, SRC1) 
DEST[MAXVL-1:128] := 0 


VPINSRD (VEX/EVEX encoded version) 

SEL := imm8[1:0] 

DEST[127:0] := write_d_element(SEL, SRC2, SRC1) 
DEST[MAXVL-1:128] := 0 


VPINSRQ (VEX/EVEX encoded version) 

SEL := imm8[0] 

DEST[1 27:0] := write_q_element(SEL, SRC2, SRC1) 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


PINSRB: m128i_mm_insert_epi8 (__m128i $1, int s2, const int ndx); 
PINSRD: m128i __mm_insert_epi32 (__m128i s2, int s, const int ndx); 
PINSRQ: m128i __mm_insert_epi64(__m128i s2, __int64 s, const int ndx); 
Flags Affected 

None. 


SIMD Floating-Point Exceptions 
None. 
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Other Exceptions 

EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-57, “Type E9NF Class Exception Conditions”. 
Additionally: 

#UD If VEX.L = 1 or EVEX.L’L > O. 
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PINSRW—Insert Word 


Opcode/ Op/ En | 64/32 bit | CPUID Description 
Instruction Mode Feature 
Support | Flag 
NP OF C4 /rib! A VIV SSE Insert the low word from r32 or from m16 
PINSRW mm, r32/m16, imm8 into mm at the word position specified by 
imms. 
66 OF C4 /rib A VN SSE2 Move the low word of r32 or from m16 into 
PINSRW xmm, r32/m16, imm8 xmm at the word position specified by imm8. 
VEX.128.66.0F.WO C4 /r ib B VAN AVX Insert the word from r32/m16 at the offset 
VPINSRW xmm1, xmm2, r32/m16, imm8 indicated by imm8 into the value from xmm2 
and store result in xmm1. 
EVEX.128.66.0F.WIG C4 /r ib C VN AVX512BW | Insert the word from r32/m16 at the offset 
VPINSRW xmm1, xmm2, r32/m16, imm8 indicated by imm8 into the value from xmm2 
and store result in xmm1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


2. In 64-bit mode, VEX.W'11 is ignored for VPINSRW (similar to legacy REX.W=1 prefix in PINSRW). 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) imm8 NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8 
Description 


Three operand MMX and SSE instructions: 


Copies a word from the source operand and inserts it in the destination operand at the location specified with the 
count operand. (The other words in the destination register are left untouched.) The source operand can bea 
general-purpose register or a 16-bit memory location. (When the source operand is a general-purpose register, the 
low word of the register is copied.) The destination operand can be an MMX technology register or an XMM register. 
The count operand is an 8-bit immediate. When specifying a word location in an MMX technology register, the 2 
least-significant bits of the count operand specify the location; for an XMM register, the 3 least-significant bits 
specify the location. 


Bits (MAXVL-1:128) of the corresponding YMM destination register remain unchanged. 
Four operand AVX and AVX-512 instructions: 


Combines a word from the first source operand with the second source operand, and inserts it in the destination 
operand at the location specified with the count operand. The second source operand can be a general-purpose 
register or a 16-bit memory location. (When the source operand is a general-purpose register, the low word of the 
register is copied.) The first source and destination operands are XMM registers. The count operand is an 8-bit 
immediate. When specifying a word location, the 3 least-significant bits specify the location. 


Bits (MAXVL-1:128) of the destination YMM register are zeroed. VEX.L/EVEX.L'L must be 0, otherwise the instruc- 
tion will #UD. 
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Operation 


PINSRW dest, src, imm8 (MMX) 
SEL := imm8[1:0] 
DEST.word[SEL] := src.word[0] 


PINSRW dest, src, imm8 (SSE) 
SEL := imm8[2:0] 
DEST.word[SEL] := src.word[0] 


VPINSRW dest, src1, src2, imm8 (AVX/AVX512) 
SEL := imm8[2:0] 
DEST := src 
DEST.word[SEL] := src2.word[0] 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


PINSRW: m64 _mm_insert_pi16 (__m64 a, int d, int n) 
PINSRW: m128i __mm_insert_epi16 (__m128i a, int b, int imm) 
Flags Affected 

None. 


Numeric Exceptions 
None. 


Other Exceptions 


EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-57, “Type E9NF Class Exception Conditions”. 


Additionally: 
#UD If VEX.L = 1 or EVEX.L’L > O. 
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PMADDUBSW — Multiply and Add Packed Signed and Unsigned Bytes 


Opcode/ Op/ |64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF 38 04 /r! A VV SSSE3 Multiply signed and unsigned bytes, add 

PMADDUBSW mm1, mm2/m64 horizontal pair of signed words, pack 
saturated signed-words to mm]. 

66 OF 38 04 /r A VV SSSE3 Multiply signed and unsigned bytes, add 

PMADDUBSW xmm1, xmm2/m128 horizontal pair of signed words, pack 
saturated signed-words to xmm1. 

VEX.128.66.0F38.WIG 04 /r B VV AVX Multiply signed and unsigned bytes, add 

VPMADDUBSW xmm1, xmm2, xmm3/m128 horizontal pair of signed words, pack 
saturated signed-words to xmm1. 

VEX.256.66.0F38.WIG 04 /r B VN AVX2 Multiply signed and unsigned bytes, add 

VPMADDUBSW ymm1, ymm2, ymm3/m256 horizontal pair of signed words, pack 
saturated signed-words to ymm17. 

EVEX.128.66.0F38.WIG 04 /r C VV AVX512VL | Multiply signed and unsigned bytes, add 

VPMADDUBSW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | horizontal pair of signed words, pack 
saturated signed-words to xmm1 under 
writemask k1. 

EVEX.256.66.0F38.WIG 04 /r C VV AVX512VL | Multiply signed and unsigned bytes, add 

VPMADDUBSW ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | horizontal pair of signed words, pack 
saturated signed-words to ymm1 under 
writemask k1. 

EVEX.512.66.0F38.WIG 04 /r Cc VIV AVX512BW | Multiply signed and unsigned bytes, add 

VPMADDUBSW zmm1 {k1}{z}, zmm2, zmm3/m512 horizontal pair of signed words, pack 
saturated signed-words to zmm1 under 
writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 


Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 


in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


(V)PMADDUBSW multiplies vertically each unsigned byte of the destination operand (first operand) with the corre- 
sponding signed byte of the source operand (second operand), producing intermediate signed 16-bit integers. Each 
adjacent pair of signed words is added and the saturated result is packed to the destination operand. For example, 
the lowest-order bytes (bits 7-0) in the source and destination operands are multiplied and the intermediate signed 
word result is added with the corresponding intermediate result from the 2nd lowest-order bytes (bits 15-8) of the 
operands; the sign-saturated result is stored in the lowest word of the destination register (15-0). The same oper- 
ation is performed on the other pairs of adjacent bytes. Both operands can be MMX register or XMM registers. When 
the source operand is a 128-bit memory operand, the operand must be aligned on a 16-byte boundary ora 
general-protection exception (#GP) will be generated. 


In 64-bit mode and not encoded with VEX/EVEX, use the REX prefix to access XMM8-XMM15. 
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128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 


register remain unchanged. 


VEX.128 and EVEX.128 encoded versions: The first source and destination operands are XMM registers. The 
second source operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding 


destination register are zeroed. 


VEX.256 and EVEX.256 encoded versions: The second source operand can be an YMM register or a 256-bit memory 
location. The first source and destination operands are YMM registers. Bits (MAXVL-1:256) of the corresponding 


ZMM register are zeroed. 


EVEX.512 encoded version: The second source operand can be an ZMM register or a 512-bit memory location. The 


first source and destination operands are ZMM registers. 


Operation 


PMADDUBSW (with 64 bit operands) 
DEST[15-0] = Saturate ToSignedWord(SRC[15-8]*DEST[1 5-8]+SRC[7-0]*DEST[7-0)); 
DEST[31-16] = SaturateToSignedWord(SRC[31 -24]*DEST[31-24]+SRC[23-16]*DEST[23-16)]); 
DEST[47-32] = SaturateToSignedWord(SRC[47-40]*DEST[47-40]+SRC[39-32]*DEST[39-32]); 
DEST[63-48] = SaturateToSignedWord(SRC[63-56]*DEST[63-56]+SRC[55-48]*DEST[55-48)]); 
PMADDUBSW (with 128 bit operands) 
DEST[15-0] = SaturateToSignedWword(SRC[15-8]* DEST[15-8]+SRC[7-0]*DEST[7-0)); 
// Repeat operation for 2nd through 7th word 
SRC1/DEST[1 27-112] = SaturateToSignedWord(SRC[1 27-120]*DEST[127-120]+ SRC[119-112]* DEST[119-112]); 


VPMADDUBSW (VEX.128 encoded version) 

DEST[15:0] := SaturateToSignedWord(SRC2[1 5:8]* SRC1[1 5:8]+SRC2[7:0]*SRC1[7:0]) 

// Repeat operation for 2nd through 7th word 

DEST[127:112] := SaturateToSignedWord(SRC2[127:120]*SRC1[127:120]+ SRC2[119:112]* SRC1[119:112]) 
DEST[MAXVL-1:128] := 0 


VPMADDUBSW (VEX.256 encoded version) 

DEST[15:0] := SaturateToSignedWord(SRC2[1 5:8]* SRC1[1 5:8]+SRC2[7:0]*SRC1[7:0]) 

// Repeat operation for 2nd through 15th word 

DEST[255:240] := SaturateToSignedWord(SRC2[255:248]*SRC1[255:248]+ SRC2[247:240]* SRC1[247:240)) 
DEST[MAXVL-1:256] := 0 


VPMADDUBSW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 


FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] := SaturateToSignedWord(SRC2[i+ 1 5:i+8]* SRC1 [i+ 15:i+8] + SRC2[i+7:i]*SRC1 [i+7:i]) 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] = 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalents 
VPMADDUBSW __m512i_mm512_maddubs_epi16(__m512i a,__m512i b); 


VPMADDUBSW __m512i_mm512_mask_maddubs_epi16(__m512is, __ mmask32 k,__m512i a, ___m512i b); 
VPMADDUBSW __m512i_mm512_maskz_maddubs_epi16(__mmask32 k,__m512i a,__m512i b); 
VPMADDUBSW __m256i __mm256_mask_maddubs_epi16(__m256is,___ mmask16 k,__ m256i a, __ m256i b); 
VPMADDUBSW __m256i __mm256_maskz_maddubs_epi16(__mmask16 k,__ m256i a,__ m256i b); 
VPMADDUBSW __m128i __mm_mask_maddubs_epi16(__m128i s,__ mmask8 k,___m128i a, ___m128ib); 
VPMADDUBSW __m128i__mm_maskz_maddubs_epi16(__mmask8 k,___m128i a,__m128i b); 

PMADDUBSW: __m64 _mm_maddubs_pi16 (__m64 a,__m64 b) 

(V)PMADDUBSW: __m128i __mm_maddubs_epi16 (__m128i a,__m128ib) 

VPMADDUBSW: m256i __mm256_maddubs_epi16 (__m256i a, __m256i b) 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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PMADDWD—Multiply and Add Packed Integers 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF F5 /r' A VIV MMX Multiply the packed words in mm by the packed 

PMADDWD mm, mm/m64 words in mm/m64, add adjacent doubleword 
results, and store in mm. 

66 OF F5 /r A VN SSE2 Multiply the packed word integers in xmm7 by 

PMADDWD xmm1, xmm2/m128 the packed word integers in xmm2/m128, add 
adjacent doubleword results, and store in 
xmm1. 

VEX.128.66.0F.WIG F5 /r B VIV AVX Multiply the packed word integers in xmm2 by 

VPMADDWD xmm1, xmm2, xmm3/m128 the packed word integers in xmm3/m128, add 
adjacent doubleword results, and store in 
xmm1. 

VEX.256.66.0F.WIG F5 /r B VIV AVX2 Multiply the packed word integers in ymm2 by 

VPMADDWD ymm1, ymm2, ymm3/m256 the packed word integers in ynm3/m256, add 
adjacent doubleword results, and store in 
ymm1. 

EVEX.128.66.0F.WIG F5 /r C VV AVX512VL | Multiply the packed word integers in xmm2 by 

VPMADDWD xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | the packed word integers in xmm3/m128, add 
adjacent doubleword results, and store in 
xmm1 under writemask k1. 

EVEX.256.66.0F.WIG F5 /r C VIV AVX512VL_ | Multiply the packed word integers in ymm2 by 

VPMADDWD ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | the packed word integers in ymm3/m256, add 
adjacent doubleword results, and store in 
ymm1 under writemask k1. 

EVEX.512.66.0F.WIG F5 /r C VV AVX512BW | Multiply the packed word integers in zmm2 by 

VPMADDWD zmm1 {k1}{z}, zmm2, zmm3/m512 the packed word integers in zmm3/m512, add 
adjacent doubleword results, and store in 
zmm1 under writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Multiplies the individual signed words of the destination operand (first operand) by the corresponding signed words 
of the source operand (second operand), producing temporary signed, doubleword results. The adjacent double- 
word results are then summed and stored in the destination operand. For example, the corresponding low-order 
words (15-0) and (31-16) in the source and destination operands are multiplied by one another and the double- 
word results are added together and stored in the low doubleword of the destination register (31-0). The same 
operation is performed on the other pairs of adjacent words. (Figure 4-11 shows this operation when using 64-bit 
operands). 
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The (V)PMADDWD instruction wraps around only in one situation: when the 2 pairs of words being operated on in 
a group are all 8000H. In this case, the result wraps around to 80000000H. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE version: The first source and destination operands are MMX registers. The second source operand is an 
MMX register or a 64-bit memory location. 


128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM destina- 
tion register remain unchanged. 


VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the destination YMM register are 
zeroed. 


VEX.256 encoded version: The second source operand can be an YMM register or a 256-bit memory location. The 
first source and destination operands are YMM registers. 


EVEX.512 encoded version: The second source operand can be an ZMM register or a 512-bit memory location. The 
first source and destination operands are ZMM registers. 


SRC x3 x2 x1 xo 
DEST Y3 Y2 Y1 Yo 

TEMP X3 « Y3 X2 « Y2 x1 «1 X0 * YO 
DEST (X3#Y3) + (X2*Y2)] (X1#¥1) + (X0#Y0) 


Figure 4-11. PMADDWD Execution Model Using 64-bit Operands 


Operation 


PMADDWD (with 64-bit operands) 
DEST[31:0] := (DEST[15:0] * SRC[15:0]) + (DEST[31:16] * SRC[31:16)); 
DEST[63:32] := (DEST[47:32] * SRC[47:32]) + (DEST[63:48] * SRC[63:48}); 


PMADDWD (with 128-bit operands) 
DEST[31:0] := (DEST[15:0] * SRC[15:0]) + (DEST[31:16] * SRC[31:16)); 
DEST[63:32] := (DEST[47:32] * SRC[47:32]) + (DEST[63:48] * SRC[63:48}); 
DEST[95:64] := (DEST[79:64] * SRC[79:64]) + (DEST[95:80] * SRC[95:80)); 
DEST[127:96] := (DEST[1 11:96] * SRC[111:96]) + (DEST[127:112] * SRC[127:112]); 


VPMADDWD (VEX.128 encoded version) 

DEST[31:0] := (SRC1[15:0] * SRC2[15:0]) + (SRC1[31:16] * SRC2[31:16]) 

DEST[63:32] := (SRC1[47:32] * SRC2[47:32]) + (SRC1[63:48] * SRC2[63:48]) 
DEST[95:64] := (SRC1[79:64] * SRC2[79:64]) + (SRC1[95:80] * SRC2[95:80]) 
DEST[127:96] := (SRC1[11 1:96] * SRC2[111:96]) + (SRC1[127:112] * SRC2[127:112]) 
DEST[MAXVL-1:128] := 0 
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VPMADDWD (VEX.256 encoded version) 

DEST[31:0] := (SRC1[15:0] * SRC2[15:0]) + (SRC1[31:16] * SRC2[31:16]) 

DEST[63:32] := (SRC1[47:32] * SRC2[47:32]) + (SRC1[63:48] * SRC2[63:48]) 
DEST[95:64] := (SRC1[79:64] * SRC2[79:64]) + (SRC1[95:80] * SRC2[95:80]) 
DEST[127:96] := (SRC1[1 11:96] * SRC2[111:96]) + (SRC1[127:112] * SRC2[127:112]) 
DEST[159:1 28] := (SRC1[143:1 28] * SRC2[143:128]) + (SRC1[159:144] * SRC2[159:144] 
DEST[191:160] := (SRC1[175:160] * SRC2[175:160]) + (SRC1[191:176] * SRC2[191:176] 
DEST[223:192] := (SRC1[207:192] * SRC2[207:192]) + (SRC1[223:208] * SRC2[223:208] 
DEST[255:224] := (SRC1[239:224] * SRC2[239:224]) + (SRC1[255:240] * SRC2[255:240] 
DEST[MAXVL-1:256] := 0 


a) 


VPMADDWD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] := (SRC2[i+31:i+16]* SRC1[i+31:i+16]) + (SRC2[i+1 5:i]*SRC1 [i+1 5:i]) 


ELSE 

IF *merging-masking* ;merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] = 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 

VPMADDWD __m512i__mm512_madd_epi16(__m512i a, ___m512i b); 

VPMADDWD __m512i_mm512_mask_madd_epi16(__m512is,__ mmask32 k,__m512ia,___m512i b); 
VPMADDWD __m512i__mm512_maskz_madd_epi16(__mmask32 k,__m512i a,__m512i b); 
VPMADDWD __m256i __mm256_mask_madd_epi16(__m256i s,__ mmask16 k,___ m256i a, __ m256i b); 
VPMADDWD __m256i _mm256_maskz_madd_epi16(__mmask16 k,__ m256i a, ___m256i b); 
VPMADDWD __m128i_mm_mask_madd_epi16(__m128is, _ mmask8 k,__m128i a, ___m128i b); 
VPMADDWD __m128i __mm_maskz_madd_epi16(__mmask8 k, __m128i a,__m128i b); 
PMADDWD:__m64 _mm_madd_pi16(__m64 m1,__ m64 m2) 

(V)PMADDWD:__m128i __mm_madd_epi16 (__m128i a, __m128i b) 

VPMADDWD:__m256i _mm256_madd_epi16 (__m256i a, __m256i b) 


Flags Affected 
None. 


Numeric Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded instruction, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, M-U 


PMAXSB/PMAXSW/PMAXSD/PMAXSQ—Maximum of Packed Signed Integers 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 

NP OF EE /r' A VIV SSE Compare signed word integers in mm2/m64 and 

PMAXSW mm1, mm2/m64 mm 1 and return maximum values. 

66 OF 38 3C /r A VIV SSE4_1 Compare packed signed byte integers in xmm1 and 

PMAXSB xmm1, xmm2/m128 xmm2/m128 and store packed maximum values in 
xmm1. 

66 OF EE /r A VIV SSE2 Compare packed signed word integers in 

PMAXSW xmm1, xmm2/m128 xmm2/m128 and xmm1 and stores maximum 
packed values in xmm1. 

66 OF 38 3D /r A VIV SSE4_1 Compare packed signed dword integers in xmm1 

PMAXSD xmm1, xmm2/m128 and xmm2/m1 28 and store packed maximum values 
in xmm1. 

VEX.128.66.0F38.WIG 3C /r B VIV AVX Compare packed signed byte integers in xmme2 and 

VPMAXSB xmm1, xmm2, xmm3/m128 xmm3/m128 and store packed maximum values in 
xmm1. 

VEX.128.66.0F.WIG EE /r B VIV AVX Compare packed signed word integers in 

VPMAXSW xmm1, xmm2, xmm3/m128 xmm3/m128 and xmm2 and store packed maximum 
values in xmm1. 

VEX.128.66.0F38.WIG 3D /r B VIV AVX Compare packed signed dword integers in xmm2 

VPMAXSD xmm1, xmm2, xmm3/m128 and xmm3/m1 28 and store packed maximum values 
in xmm1. 

VEX.256.66.0F38.WIG 3C /r B VIV AVX2 Compare packed signed byte integers in ymm2 and 

VPMAXSB ymm1, ymm2, ymm3/m256 ymm3/m256 and store packed maximum values in 
ymm1. 

VEX.256.66.0F.WIG EE /r B VIV AVX2 Compare packed signed word integers in 

VPMAXSW ymm1, ymm2, ymm3/m256 ymm3/m256 and ymm2 and store packed maximum 
values in ymm1. 

VEX.256.66.0F38.WIG 3D /r B VIV AVX2 Compare packed signed dword integers in ymm2 

VPMAXSD ymm1, ymm2, ymm3/m256 and ymm3/m256 and store packed maximum values 
in ymm1. 

EVEX.1 28.66.0F38.WIG 3C /r C VIV AVX512VL_ | Compare packed signed byte integers in xmme and 

VPMAXSB xmm1{k1}{z}, xmm2, AVX512BW | xmm3/m128 and store packed maximum values in 

xmm3/m128 xmm1 under writemask k1. 

EVEX.256.66.0F38.WIG 3C /r C VIN AVX512VL_ | Compare packed signed byte integers in ymm2 and 

VPMAXSB ymm1{k1}{z}, ymm2, AVX512BW | ymm3/m256 and store packed maximum values in 

ymm3/m256 ymm1 under writemask k1. 

EVEX.512.66.0F38.WIG 3C /r C VIV AVX512BW | Compare packed signed byte integers in zmm2 and 

VPMAXSB zmm1{k1}{z}, zmm2, zmm3/m512 and store packed maximum values in 

zmm3/m512 zmm1 under writemask k1. 

EVEX.128.66.0F.WIG EE /r C VIV AVX512VL_ | Compare packed signed word integers in xmm2 and 

VPMAXSW xmm1{k1}{z}, xmm2, AVX512BW | xmm3/m128 and store packed maximum values in 

xmm3/m128 xmm1 under writemask k1. 

EVEX.256.66.0F.WIG EE /r C VIV AVX512VL_ | Compare packed signed word integers in ymme and 

VPMAXSW ymm1{k1}{z}, ymm2, AVX512BW | ymm3/m256 and store packed maximum values in 

ymm3/m256 ymm1 under writemask k1. 

EVEX.512.66.0F.WIG EE /r C VIV AVX512BW | Compare packed signed word integers in zmm2 and 

VPMAXSW zmm1{k1}{z}, zmm2, zmm3/m512 and store packed maximum values in 

zmm3/m512 zmm1 under writemask k1. 

EVEX.128.66.0F38.W0 3D /r D VIV AVX512VL_ | Compare packed signed dword integers in xmm2 

VPMAXSD xmm1 {k1}{z}, xmm2, AVX512F and xmm3/m128/m32bcst and store packed 

xmm3/m1 28/m32bcst maximum values in xmm1 using writemask k1. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.256.66.0F38.W0 3D /r D VIV AVX512VL_ | Compare packed signed dword integers in ymm2 
VPMAXSD ymm1 {k1}{z}, ymm2, AVX512F and ymm3/m256/m32bcst and store packed 
ymm3/m256/m32bcst maximum values in ymm1 using writemask k1. 
EVEX.512.66.0F38.W0 3D /r D VV AVX512F Compare packed signed dword integers in zmm2 and 
VPMAXSD zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst and store packed maximum 
zmm3/m512/m32bcst values in zmm1 using writemask k1. 
EVEX.128.66.0F38.W1 3D /r D VIV AVX512VL_ | Compare packed signed qword integers in xmm2 
VPMAXSQ xmm1 {k1}{z}, xmm2, AVX512F and xmm3/m128/m64bcst and store packed 
xmm3/m128/m64bcst maximum values in xmm1 using writemask k1. 
EVEX.256.66.0F38.W1 3D /r D VIV AVX512VL_ | Compare packed signed qword integers in ymm2 
VPMAXSQ ymm1 {k1}{z}, ymm2, AVX512F and ymm3/m256/m64bcst and store packed 
ymm3/m256/m64bcst maximum values in ymm1 using writemask k1. 
EVEX.512.66.0F38.W1 3D /r D VV AVX512F Compare packed signed qword integers in zmm2 and 
VPMAXSQ zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst and store packed maximum 
zmm3/m512/m64bcst values in zmm1 using writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
D Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD compare of the packed signed byte, word, dword or qword integers in the second source operand 
and the first source operand and returns the maximum value for each pair of integers to the destination operand. 


Legacy SSE version PMAXSW: The source operand can be an MMX technology register or a 64-bit memory location. 
The destination operand can be an MMX technology register. 


128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM destina- 
tion register remain unchanged. 


VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 
register are zeroed. 

VEX.256 encoded version: The second source operand can be an YMM register or a 256-bit memory location. The 
first source and destination operands are YMM registers. Bits (MAXVL-1:256) of the corresponding destination 
register are zeroed. 

EVEX encoded VPMAXSD/Q: The first source operand is a ZMM/YMM/XMM register; The second source operand is 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
32/64-bit memory location. The destination operand is conditionally updated based on writemask k1. 

EVEX encoded VPMAXSB/W: The first source operand is a ZMM/YMM/XMM register; The second source operand is 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination operand is conditionally updated 
based on writemask k1. 
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Operation 


PMAXSW (64-bit operands) 
IF DEST[15:0] > SRC[15:0]) THEN 
DEST[15:0] := DEST[15:0]; 
ELSE 
DEST[15:0] := SRC[15:0); Fl; 
(* Repeat operation for 2nd and 3rd words in source and destination operands *) 
IF DEST[63:48] > SRC[63:48]) THEN 
DEST[63:48] := DEST[63:48]; 
ELSE 
DEST[63:48] := SRC[63:48); FI; 


PMAXSB (128-bit Legacy SSE version) 
IF DEST[7:0] > SRC[7:0] THEN 
DEST[7:0] := DEST[7:0]; 
ELSE 
DEST[7:0] := SRC[7:0); Fl; 
(* Repeat operation for 2nd through 15th bytes in source and destination operands *) 
IF DEST[127:120] >SRC[127:120] THEN 
DEST[127:120] := DEST[127:1 20]; 
ELSE 
DEST[127:120] := SRC[127:1 20]; Fl; 
DEST[MAXVL-1:128] (Unmodified) 


VPMAXSB (VEX.128 encoded version) 
IF SRC1[7:0] > SRC2[7:0] THEN 
DEST[7:0] := SRC1[7:0]; 
ELSE 
DEST[7:0] := SRC2[7:0]; Fl; 
(* Repeat operation for 2nd through 15th bytes in source and destination operands *) 
IF SRC1[127:120] >SRC2[127:120] THEN 
DEST[127:120] := SRC1[127:120]; 
ELSE 
DEST[127:120] := SRC2[127:1 20]; Fl; 
DEST[MAXVL-1:128] := 0 


VPMAXSB (VEX.256 encoded version) 
IF SRC1[7:0] > SRC2[7:0] THEN 
DEST[7:0] := SRC1[7:0]; 
ELSE 
DEST[7:0] := SRC2[7:0]; Fl; 
(* Repeat operation for 2nd through 31st bytes in source and destination operands *) 
IF SRC1[255:248] >SRC2[255:248] THEN 
DEST[255:248] := SRC1[255:248]; 
ELSE 
DEST[255:248] := SRC2[255:248]; Fl; 
DEST[MAXVL-1:256] := 0 
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VPMAXSB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* THEN 
IF SRC1[i+7:i] > SRC2[i+7:i] 
THEN DEST[i+7:i] = SRC1[i+7:i]; 
ELSE DEST[i+7:i] := SRC2[i+7:i]; 


Fl; 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


PMAXSW (128-bit Legacy SSE version) 
IF DEST[15:0] >SRC[15:0] THEN 
DEST[15:0] := DEST[1 5:0]; 
ELSE 
DEST[15:0] := SRC[1 5:0]; Fl; 
(* Repeat operation for 2nd through 7th words in source and destination operands *) 
IF DEST[127:112] >SRC[127:112] THEN 
DEST[127:112] := DEST[127:112]; 
ELSE 
DEST[127:112] := SRC[127:112]; Fl; 
DEST[MAXVL-1:128] (Unmodified) 


VPMAXSW (VEX.128 encoded version) 
IF SRC1[15:0] > SRC2[15:0] THEN 
DEST[15:0] := SRC1[1 5:0]; 
ELSE 
DEST[15:0] := SRC2[1 5:0]; Fl; 
(* Repeat operation for 2nd through 7th words in source and destination operands *) 
IF SRC1[127:112] >SRC2[127:112] THEN 
DEST[127:112] := SRC1[127:112]; 
ELSE 
DEST[127:112] := SRC2[127:112]; Fl; 
DEST[MAXVL-1:128] := 0 


VPMAXSW (VEX.256 encoded version) 
IF SRC1[15:0] > SRC2[15:0] THEN 
DEST[15:0] := SRC1[15:0]; 
ELSE 
DEST[15:0] := SRC2[15:0); Fl; 
(* Repeat operation for 2nd through 15th words in source and destination operands *) 
IF SRC1[255:240] >SRC2[255:240] THEN 
DEST[255:240] := SRC1[255:240); 
ELSE 
DEST[255:240] := SRC2[255:240); Fl; 
DEST[MAXVL-1:256] := 0 
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VPMAXSW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j :=0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* THEN 
IF SRC1[i+15:i] > SRC2[i+15:i] 
THEN DEST{i+1 5:i] := SRC1[i+15:i]; 
ELSE DEST[i+15:i] := SRC2[i+1 5:1]; 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+15:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


PMAXSD (128-bit Legacy SSE version) 
IF DEST[31:0] >SRC[31:0] THEN 
DEST[31:0] := DEST[3 1:0]; 
ELSE 
DEST[31:0] := SRC[3 1:0]; Fl; 
(* Repeat operation for 2nd through 7th words in source and destination operands *) 
IF DEST[127:96] >SRC[127:96] THEN 
DEST[1 27:96] := DEST[127:96]; 
ELSE 
DEST[1 27:96] := SRC[127:96]; Fl; 
DEST[MAXVL-1:128] (Unmodified) 


VPMAXSD (VEX.128 encoded version) 
IF SRC1[31:0] > SRC2[31:0] THEN 
DEST[31:0] := SRC1[31:0]; 
ELSE 
DEST[31:0] := SRC2[3 1:0]; FI; 
(* Repeat operation for 2nd through 3rd dwords in source and destination operands *) 
IF SRC1[127:96] > SRC2[127:96] THEN 
DEST[1 27:96] := SRC1[127:96]; 
ELSE 
DEST[1 27:96] := SRC2[1 27:96]; Fl; 
DEST[MAXVL-1:128] := 0 


VPMAXSD (VEX.256 encoded version) 
IF SRC1[31:0] > SRC2[31:0] THEN 
DEST[31:0] := SRC1[31:0]; 
ELSE 
DEST[31:0] := SRC2[31:0]; Fl; 
(* Repeat operation for 2nd through 7th dwords in source and destination operands *) 
IF SRC1[255:224] > SRC2[255:224] THEN 
DEST[255:224] := SRC1[255:224]; 
ELSE 
DEST[255:224] := SRC2[255:224); Fl; 
DEST[MAXVL-1:256] := 0 
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VPMAXSD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN 
IF SRC1[i+31:i] > SRC2[31:0] 
THEN DEST[i+31:i] = SRC1[i+31:i]; 
ELSE DEST[i+31:i] := SRC2[3 1:0]; 
Fl; 
ELSE 
IF SRC1[i+31:i] > SRC2[i+31:i] 
THEN DEST[i+31:i] = SRC1[i+31:i]; 
ELSE DEST[i+31:i] := SRC2[i+31:i]; 


Fl; 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPMAXSQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory”) 
THEN 
IF SRC1[i+63:i] > SRC2[63:0] 
THEN DEST[i+63:i] = SRC1[i+63:i]; 
ELSE DEST[i+63:i] := SRC2[63:0]; 
Fl; 
ELSE 
IF SRC1[i+63:i] > SRC2[i+63:i] 
THEN DEST[i+63:i] = SRC1[i+63:i]; 
ELSE DEST[i+63:i] := SRC2[i+63:i]; 


Fl; 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPMAXSB __m512i_mm512_max_epi8(__m512i a,__m512ib); 

VPMAXSB __m512i_mm512_mask_max_epi8(__m512is,__ mmask64 k,__m512ia,__m512i b); 
VPMAXSB __m512i_mm512_maskz_max_epi8(__mmask64 k,__m512ia,__m512i b); 
VPMAXSW __m512i_mm512_max_epi16(__m512i a,__m512ib); 

VPMAXSW __m512i_mm512_mask_max_epi16(__m512is,__ mmask32 k,__m512ia,__m512i b); 
VPMAXSW __m512i_mm512_maskz_max_epi16(__mmask32 k,__m512i a,__m512i b); 
VPMAXSB __m256i __mm256_mask_max_epi8(__m256i s,__ mmask32 k,___ m256i a, __ m256i b); 
VPMAXSB __m256i __mm256_maskz_max_epi8(__mmask32 k,__ m256i a, __ m256i b); 
VPMAXSW __m256i__mm256_mask_max_epi16(__m256is,__ mmask16 k,___ m256i a, __ m256i b); 
VPMAXSW __m256i __mm256_maskz_max_epi16(__mmask16 k,___ m256i a, __m256i b); 
VPMAXSB __m128i __mm_mask_max_epi8(__m128is,__ mmask16 k,___m128i a, __m128i b); 
VPMAXSB __m128i _mm_maskz_max_epi8(__mmask16 k,___m128i a, ___m128i b); 

VPMAXSW __m128i _mm_mask_max_epi16(__m128is,__ mmask8 k,___m128i a, ___m128i b); 
VPMAXSW __m128i __mm_maskz_max_epi16(__mmask8 k, __m128i a,__m128i b); 

VPMAXSD __m256i _mm256_mask_max_epi32(__m256i s,__ mmask16 k,__ m256i a, __m256i b); 
VPMAXSD __m256i __mm256_maskz_max_epi32(__mmask16 k,__ m256i a, ___m256i b); 
VPMAXSQ __m256i __mm256_mask_max_epi64(__m256i s,___mmask8 k, __m256i a, __m256i b); 
VPMAXSQ __m256i _mm256_maskz_max_epi64(__mmask8 k, __m256i a, __m256i b); 
VPMAXSD __m128i __mm_mask_max_epi32(__m128is,__ mmask8 k,___m128i a, ___m128i b); 
VPMAXSD __m128i __mm_maskz_max_epi32(__mmask8 k, __m128i a,__m128i b); 

VPMAXSQ __m128i _mm_mask_max_epi64(__m128i s,___mmask8 k, __m128i a, __m128i b); 
VPMAXSQ __m128i __mm_maskz_max_epu64(__mmask8 k, __m128i a, __m128i b); 

VPMAXSD __m512i__mm512_max_epi32(__m512i a,__m512i b); 

VPMAXSD __m512i__mm512_mask_max_epi32(__m512is,__ mmask16 k,__ m512i.a,__m512i b); 
VPMAXSD __m512i__mm512_maskz_max_epi32(__mmask16 k,__m512ia,__m512i b); 
VPMAXSQ __m512i __mm512_max_epi64(_m512i a, ___m512i b); 

VPMAXSQ __m512i __mm512_mask_max_epi64(__m512is, __ mmask8 k,__m512i a, ___m512i b); 
VPMAXSQ __m512i__mm512_maskz_max_epi64(_mmask8 k,__m512i a, __m512i b); 
(V)PMAXSB __m128i__mm_max_epi8 (__m128i a,__m128i b); 

(V)PMAXSW __m128i __mm_max_epi16 (__m128i a,__m128i b) 

(V)PMAXSD __m128i __mm_max_epi32 (__m128i a,__m128i b); 

VPMAXSB __m256i__mm256_max_epi8 (__m256i a, __ m256i b); 

VPMAXSW __m256i _mm256_max_epi16 (__m256i a, ___m256i b) 


VPMAXSD __m256i _mm256_max_epi32 (__m256i a, ___ m256i b); 


PMAXSW:__m64 __mm_max_pi16(__m64 a, __ m64 b) 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded VPMAXSD/Q, see Table 2-49, “Type E4 Class Exception Conditions”. 
EVEX-encoded VPMAXSB/W, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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PMAXUB/PMAXUW—Maximum of Packed Unsigned Integers 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
NP OF DE /r A VIV SSE Compare unsigned byte integers in mm2/m64 and 
PMAXUB mm1, mm2/m64 mm 1 and returns maximum values. 
66 OF DE /r A VIV SSE2 Compare packed unsigned byte integers in xmm1 
PMAXUB xmm1, xmm2/m128 and xmm2/m128 and store packed maximum 
values in xmm1. 
66 OF 38 3E/r A VIV SSE4_1 Compare packed unsigned word integers in 
PMAXUW xmm1, xmm2/m128 xmm2/m128 and xmm1 and stores maximum 
packed values in xmm1. 
VEX.128.66.0F DE /r B VIV AVX Compare packed unsigned byte integers in xmm2 
VPMAXUB xmm1, xmm2, xmm3/m128 and xmm3/m128 and store packed maximum 
values in xmm1. 
VEX.128.66.0F38 3E/r B VIV AVX Compare packed unsigned word integers in 
VPMAXUW xmm1, xmm2, xmm3/m128 xmm3/m128 and xmm2 and store maximum 
packed values in xmm1. 
VEX.256.66.0F DE /r B VIV AVX2 Compare packed unsigned byte integers in ymm2 
VPMAXUB ymm1, ymm2, ymm3/m256 and ymm3/m256 and store packed maximum 
values in ymm1. 
VEX.256.66.0F38 3€/r B VIV AVX2 Compare packed unsigned word integers in 
VPMAXUW ymm1, ymm2, ymm3/m256 ymm3/m256 and ymme2 and store maximum 
packed values in ymm1. 
EVEX.128.66.0F.WIG DE /r C VIV AVX512VL_ | Compare packed unsigned byte integers in xmm2 
VPMAXUB xmm1{k1}{z}, xmm2, AVX512BW | and xmm3/m128 and store packed maximum 
xmm3/m128 values in xmm1 under writemask k1. 
EVEX.256.66.0F.WIG DE /r C VIN AVX512VL_ | Compare packed unsigned byte integers in ymm2 
VPMAXUB ymm1{k1}{z}, ymm2, AVX512BW | and ymm3/m256 and store packed maximum 
ymm3/m256 values in ymm1 under writemask k1. 
EVEX.512.66.0F.WIG DE /r C VIV AVX512BW | Compare packed unsigned byte integers in zmm2 
VPMAXUB zmm1{k1}{z}, zmm2, and zmm3/m512 and store packed maximum 
zmm3/m512 values in zmm1 under writemask k1. 
EVEX.128.66.0F38.WIG 3E /r C VIV AVX512VL_ | Compare packed unsigned word integers in xmm2 
VPMAXUW xmm1{k1}{z}, xmm2, AVX512BW | and xmm3/m128 and store packed maximum 
xmm3/m128 values in xmm1 under writemask k1. 
EVEX.256.66.0F38.WIG 3E /r C VIV AVX512VL_ | Compare packed unsigned word integers in ymm2 
VPMAXUW ymm1{k1}{z}, ymm2, AVX512BW | and ymm3/m256 and store packed maximum 
ymm3/m256 values in ymm1 under writemask k1. 
EVEX.512.66.0F38.WIG 3E /r C VIV AVX512BW | Compare packed unsigned word integers in zmm2 
VPMAXUW zmm1{k1}{z}, zmm2, and zmm3/m512 and store packed maximum 
zmm3/m512 values in zmm1 under writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX 
Registers” in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
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Description 


Performs a SIMD compare of the packed unsigned byte, word integers in the second source operand and the first 
source operand and returns the maximum value for each pair of integers to the destination operand. 

Legacy SSE version PMAXUB: The source operand can be an MMX technology register or a 64-bit memory location. 
The destination operand can be an MMX technology register. 

128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 
register remain unchanged. 

VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 
register are zeroed. 

VEX.256 encoded version: The second source operand can be an YMM register or a 256-bit memory location. The 
first source and destination operands are YMM registers. 

EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register; The second source operand is a 
ZMM/YMM/XMM register or a 512/256/128-bit memory location. The destination operand is conditionally updated 
based on writemask k1. 


Operation 


PMAXUB (64-bit operands) 
IF DEST[7:0] > SRC[17:0]) THEN 
DEST[7:0] := DEST[7:0]; 
ELSE 
DEST[7:0] := SRC[7:0]; Fl; 
(* Repeat operation for 2nd through 7th bytes in source and destination operands *) 
IF DEST[63:56] > SRC[63:56]) THEN 
DEST[63:56] := DEST[63:56]; 
ELSE 
DEST[63:56] := SRC[63:56); FI; 


PMAXUB (128-bit Legacy SSE version) 
IF DEST[7:0] >SRC[7:0] THEN 
DEST[7:0] := DEST[7:0]; 
ELSE 
DEST[15:0] := SRC[7:0]; Fl; 
(* Repeat operation for 2nd through 15th bytes in source and destination operands *) 
IF DEST[127:120] >SRC[127:120] THEN 
DEST[127:120] := DEST[127:1 20]; 
ELSE 
DEST[127:120] := SRC[127:1 20]; Fl; 
DEST[MAXVL-1:128] (Unmodified) 


VPMAXUB (VEX.128 encoded version) 
IF SRC1[7:0] >SRC2[7:0] THEN 
DEST[7:0] := SRC1[7:0]; 
ELSE 
DEST[7:0] := SRC2[7:0]; Fl; 
(* Repeat operation for 2nd through 15th bytes in source and destination operands *) 
IF SRC1[127:120] >SRC2[127:120] THEN 
DEST[127:120] := SRC1[127:120]; 
ELSE 
DEST[127:120] := SRC2[127:1 20]; Fl; 
DEST[MAXVL-1:128] := 0 
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VPMAXUB (VEX.256 encoded version) 
IF SRC1[7:0] >SRC2[7:0] THEN 
DEST[7:0] := SRC1[7:0]; 
ELSE 
DEST[15:0] := SRC2[7:0]; Fl; 
(* Repeat operation for 2nd through 31st bytes in source and destination operands *) 
IF SRC1[255:248] >SRC2[255:248] THEN 
DEST[255:248] := SRC1[255:248]; 
ELSE 
DEST[255:248] := SRC2[255:248]; Fl; 
DEST[MAXVL-1:128] := 0 


VPMAXUB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* THEN 
IF SRC1[i+7:i] > SRC2[i+7:i] 
THEN DEST[i+7:i] = SRC1[i+7:i]; 
ELSE DEST[i+7:i] := SRC2[i+7:i]; 


Fl; 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


PMAXUW (128-bit Legacy SSE version) 
IF DEST[15:0] >SRC[15:0] THEN 
DEST[15:0] := DEST[1 5:0]; 
ELSE 
DEST[15:0] := SRC[1 5:0]; Fl; 
(* Repeat operation for 2nd through 7th words in source and destination operands *) 
IF DEST[127:112] >SRC[127:112] THEN 
DEST[127:112] := DEST[127:112]; 
ELSE 
DEST[127:112] := SRC[127:112]; Fl; 
DEST[MAXVL-1:128] (Unmodified) 


VPMAXUW (VEX.128 encoded version) 
IF SRC1[15:0] > SRC2[15:0] THEN 
DEST[15:0] := SRC1[15:0]; 
ELSE 
DEST[15:0] := SRC2[15:0); Fl; 
(* Repeat operation for 2nd through 7th words in source and destination operands *) 
IF SRC1[127:112] >SRC2[127:112] THEN 
DEST[127:112] := SRC1[127:112]; 
ELSE 
DEST[127:112] := SRC2[127:112]; Fl; 
DEST[MAXVL-1:128] := 0 
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VPMAXUW (VEX.256 encoded version) 
IF SRC1[15:0] > SRC2[15:0] THEN 
DEST[15:0] := SRC1[15:0]; 
ELSE 
DEST[15:0] := SRC2[15:0); FI; 
(* Repeat operation for 2nd through 15th words in source and destination operands *) 
IF SRC1[255:240] >SRC2[255:240] THEN 
DEST[255:240] := SRC1[255:240]; 
ELSE 
DEST[255:240] := SRC2[255:240]; Fl; 
DEST[MAXVL-1:128] := 0 


VPMAXUW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* THEN 
IF SRC1[i+15:i] > SRC2[i+15:i] 
THEN DEST{i+1 5:i] := SRC1[i+15:i]; 
ELSE DEST[i+15:i] := SRC2[i+1 5:1]; 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+15:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPMAXUB __m512i_mm512_max_epu8(__m512i a,__m512i b); 

VPMAXUB __m512i_mm512_mask_max_epu8(__m512is,__ mmask64 k,___m512i a, __m512i b); 
VPMAXUB __m512i_mm512_maskz_max_epu8(__mmask64 k,__m512i a,__m512i b); 
VPMAXUW __m512i__mm512_max_epu16(__m512i a,__m512i b); 

VPMAXUW __m512i__mm512_mask_max_epu16(__m512is,__ mmask32 k,__m512i a,__m512ib); 
VPMAXUW __m512i__mm512_maskz_max_epu16(__mmask32 k,__m512i a,__m512i b); 


VPMAXUB __m256i __mm256_mask_max_epu8(__m256i s,___ mmask32 k,___ m256i a, __m256i b); 


VPMAXUB __m256i __mm256_maskz_max_epu8(__mmask32 k,__ m256i a, __m256i b); 
VPMAXUW __m256i _mm256_mask_max_epu16(__m256i s,__ mmask16 k,__ m256i a, ___ m256i b); 
VPMAXUW __m256i _mm256_maskz_max_epu16(__mmask16 k, _ m256i a, ___m256i b); 


VPMAXUB __m128i __mm_mask_max_epu8(__m128i s,__ mmask16 k,__m128i a,__m128ib); 
VPMAXUB __m128i __mm_maskz_max_epu8(__mmask16 k,__m128i a,__m128i b); 
VPMAXUW __m128i _mm_mask_max_epu16(__m128i s,___ mmask8 k, __m128i a,__m128i b); 
VPMAXUW __m128i __mm_maskz_max_epu16(__mmask8 k, __m128i a,__m128i b); 
(V)PMAXUB __m128i__mm_max_epu8 (__m128i a,__m128i b); 

(V)JPMAXUW __m128i __mm_max_epu16 (__m128i a,__m128i b) 

VPMAXUB __m256i__mm256_max_epu8 (__m256i a, __ m256i b); 

VPMAXUW __m256i _mm256_max_epu16 (__m256i a, ___m256i b); 

PMAXUB: __m64 _mm_max_pu8(__m64 a, ___m64 b); 
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SIMD Floating-Point Exceptions 
None 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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Opcode/ Op/ 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
66 OF 38 3F /r A VIV SSE4_1 Compare packed unsigned dword integers in xmm1 
PMAXUD xmm1, xmm2/m128 and xmm2/m1 28 and store packed maximum values in 
xmm1. 
VEX.128.66.0F38.WIG 3F /r B VIV AVX Compare packed unsigned dword integers in xmm2 
VPMAXUD xmm1, xmm2, xmm3/m128 and xmm3/m1 28 and store packed maximum values in 
xmm1. 
VEX.256.66.0F38.WIG 3F /r B VIV AVX2 Compare packed unsigned dword integers in ymm2 
VPMAXUD ymm1, ymm2, ymm3/m256 and ymm3/m256 and store packed maximum values in 
ymm1. 
EVEX.128.66.0F38.W0O 3F /r C VIV AVX512VL | Compare packed unsigned dword integers in xmm2 
VPMAXUD xmm1 {k1}{z}, xmm2, AVX512F and xmm3/m128/m32bcst and store packed 
xmm3/m128/m32bcst maximum values in xmm1 under writemask k1. 
EVEX.256.66.0F38.W0 3F /r C VIN AVX512VL | Compare packed unsigned dword integers in ymm2 
VPMAXUD ymm1 {k1}{z}, ymm2, AVX512F and ymm3/m256/m32bcst and store packed 
ymm3/m256/m32bcst maximum values in ymm1 under writemask k1. 
EVEX.512.66.0F38.W0O 3F /r C VIV AVX512F Compare packed unsigned dword integers in zmm2 
VPMAXUD zmm1 {k1}{z}, zmm2, and zmm3/m512/m32bcst and store packed maximum 
zmm3/m512/m32bcst values in zmm1 under writemask k1. 
EVEX.128.66.0F38.W1 3F /r C VIV AVX512VL | Compare packed unsigned qword integers in xmm2 
VPMAXUQ xmm1 {k1}{z}, xmm2, AVX512F and xmm3/m128/m64bcst and store packed 
xmm3/m128/m64bcst maximum values in xmm1 under writemask k1. 
EVEX.256.66.0F38.W1 3F /r C VIV AVX512VL | Compare packed unsigned qword integers in ymm2 
VPMAXUQ ymm1 {k1}{z}, ymm2, AVX512F and ymm3/m256/m64bcst and store packed 
ymm3/m256/m64bcst maximum values in ymm1 under writemask k1. 
EVEX.512.66.0F38.W1 3F /r C VIV AVX512F Compare packed unsigned qword integers in zmm2 
VPMAXUQ zmm1 {k1}{z}, zmm2, and zmm3/m512/m64bcst and store packed maximum 
zmm3/m512/m64bcst values in zmm1 under writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv ModRM:r/m (r) NA 
Description 


Performs a SIMD compare of the packed unsigned dword or qword integers in the second source operand and the 
first source operand and returns the maximum value for each pair of integers to the destination operand. 


128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 
register remain unchanged. 


VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 
register are zeroed. 

VEX.256 encoded version: The first source operand is a YMM register; The second source operand is a YMM register 
or 256-bit memory location. Bits (MAXVL-1:256) of the corresponding destination register are zeroed. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register; The second source operand is a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
32/64-bit memory location. The destination operand is conditionally updated based on writemask k1. 
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Operation 


PMAXUD (128-bit Legacy SSE version) 
IF DEST[31:0] >SRC[31:0] THEN 
DEST[31:0] := DEST[31:0]; 
ELSE 
DEST[31:0] := SRC[31:0]; Fl; 
(* Repeat operation for 2nd through 7th words in source and destination operands *) 
IF DEST[127:96] >SRC[127:96] THEN 
DEST[1 27:96] := DEST[127:96]; 
ELSE 
DEST[127:96] := SRC[127:96]; Fl; 
DEST[MAXVL-1:128] (Unmodified) 


VPMAXUD (VEX.128 encoded version) 
IF SRC1[31:0] > SRC2[31:0] THEN 
DEST[31:0] := SRC1[31:0]; 
ELSE 
DEST[31:0] := SRC2[31:0]; Fl; 
(* Repeat operation for 2nd through 3rd dwords in source and destination operands *) 
IF SRC1[127:96] > SRC2[127:96] THEN 
DEST[1 27:96] := SRC1[127:96]; 
ELSE 
DEST[1 27:96] := SRC2[127:96]; Fl; 
DEST[MAXVL-1:128] := 0 


VPMAXUD (VEX.256 encoded version) 
IF SRC1[31:0] > SRC2[31:0] THEN 
DEST[31:0] := SRC1[31:0]; 
ELSE 
DEST[31:0] := SRC2[31:0]; Fl; 
(* Repeat operation for 2nd through 7th dwords in source and destination operands *) 
IF SRC1[255:224] > SRC2[255:224] THEN 
DEST[255:224] := SRC1[255:224]; 
ELSE 
DEST[255:224] := SRC2[255:224]; Fl; 
DEST[MAXVL-1:256] := 0 
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VPMAXUD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
IF SRC1[i+31:i] > SRC2[31:0] 
THEN DEST[i+31:i] := SRC1[i+31:i]; 
ELSE DEST[i+31:i] := SRC2[31:0]; 
Fl; 
ELSE 
IF SRC1[i+31:i] > SRC2[i+31:i] 
THEN DEST[i+31:i] := SRC1[i+31:i]; 
ELSE DEST[i+31:i] = SRC2[i+31:i]; 


Fl; 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


VPMAXUQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
IF SRC1[i+63:i] > SRC2[63:0] 
THEN DEST[i+63:i] := SRC1[i+63:i]; 
ELSE DEST[i+63:i] := SRC2[63:0]; 
Fl; 
ELSE 
IF SRC1[i+31:i] > SRC2[i+31:i] 
THEN DEST[i+63:i] := SRC1[i+63:i]; 
ELSE DEST[i+63:i] := SRC2[i+63:i]; 


Fl; 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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VPMAXUD __m512i__mm512_max_epu32(__m512i a,__m512ib); 
VPMAXUD __m512i__mm512_mask_max_epu32(__m512is,___ mmask16 k, 
VPMAXUD __m512i__mm512_maskz_max_epu32(__mmask16 k,__m512i a,__m512i b); 
VPMAXUQ __m512i__mm512_max_epu64(__m512i a, __m512i b); 

VPMAXUQ __m512i __mm512_mask_max_epu64(__m512i s,___mmask8 k,__m512ia, 
VPMAXUQ __m512i __mm512_maskz_max_epu64(__mmask8 k,___m512i a, ___m512i b); 


VPMAXUD __m256i __mm256_mask_max_epu32(__m256i s,__ mmask16 k,__ m256i a, ___m256i b); 


VPMAXUD __m256i __mm256_maskz_max_epu32(__mmask16 k,__ m256i a, ___m256i b); 
VPMAXUQ __m256i __mm256_mask_max_epu64(__m256i s,___mmask8 k, __m256i a, 
VPMAXUQ __m256i _mm256_maskz_max_epu64(__mmask8 k, __m256i a, __m256i b); 
VPMAXUD __m128i __mm_mask_max_epu32(__m128is,___mmask8 k,__m128i a,__m128i b); 
VPMAXUD __m128i _mm_maskz_max_epu32(__mmask8 k, __m128i a, ___m128i b); 
VPMAXUQ __m128i _mm_mask_max_epu64(__m128i s, __ mmask8 k, __m128i a,__m128i b); 
VPMAXUQ __m128i __mm_maskz_max_epu64(__mmask8 k, __m128i a, __m128i b); 
(V)PMAXUD __m128i__mm_max_epu32 (__m128i a, __m128i b); 

VPMAXUD __m256i __mm256_max_epu32 (__m256i a,___ m256i b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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m512i b); 


m256i b); 
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PMINSB/PMINSW—Minimum of Packed Signed Integers 


VPMINSW zmm1{k1}{z}, zmm2, 
zmm3/m512 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
NP OF EA /r! A VV SSE Compare signed word integers in mm2/m64 and mm1 
PMINSW mm1, mm2/m64 and return minimum values. 
66 OF 38 38 /r A VIV SSE4_1 Compare packed signed byte integers in xmm1 and 
PMINSB xmm1, xmm2/m128 xmm_2/m128 and store packed minimum values in 
xmm1. 
66 OF EA /r A VIV SSE2 Compare packed signed word integers in xmm2/m128 
PMINSW xmm1, xmm2/m128 and xmm1 and store packed minimum values in xmm1. 
VEX.128.66.0F38 38 /r B VIV AVX Compare packed signed byte integers in xmme2 and 
VPMINSB xmm1, xmm2, xmm3/m128 xmm3/m128 and store packed minimum values in 
xmm1. 
VEX.128.66.0F EA /r B VV AVX Compare packed signed word integers in xmm3/m128 
VPMINSW xmm1, xmm2, xmm3/m128 and xmm2 and return packed minimum values in 
xmm1. 
VEX.256.66.0F38 38 /r B VIV AVX2 Compare packed signed byte integers in ymm2 and 
VPMINSB ymm1, ymm2, ymm3/m256 ymm3/m256 and store packed minimum values in 
ymm1. 
VEX.256.66.0F EA /r B VIV AVX2 Compare packed signed word integers in ynm3/m256 
VPMINSW ymm1, ymm2, ymm3/m256 and ymm2 and return packed minimum values in 
ymm1. 
EVEX.1 28.66.0F38.WIG 38 /r C VIV AVX512VL | Compare packed signed byte integers in xmm2 and 
VPMINSB xmm1{k1}{z}, xmm_2, AVX512BW | xmm3/m128 and store packed minimum values in 
xmm3/m128 xmm1 under writemask k1. 
EVEX.256.66.0F38.WIG 38 /r C VIN AVX512VL_ | Compare packed signed byte integers in ymm2 and 
VPMINSB ymm1{k1}{z}, ymm2, AVX512BW | ymm3/m256 and store packed minimum values in 
ymm3/m256 ymm1 under writemask k1. 
EVEX.512.66.0F38.WIG 38 /r C VIV AVX512BW | Compare packed signed byte integers in zmm2 and 
VPMINSB zmm1{k1}{z}, zmm2, zmm3/m512 and store packed minimum values in 
zmm3/m512 zmm1 under writemask k1. 
EVEX.128.66.0F.WIG EA /r C VIV AVX512VL | Compare packed signed word integers in xmm2 and 
VPMINSW xmm1{k1}{z}, xmm2, AVX512BW | xmm3/m128 and store packed minimum values in 
xmm3/m128 xmm1 under writemask k1. 
EVEX.256.66.0F.WIG EA /r C VIV AVX512VL_ | Compare packed signed word integers in ymm2 and 
VPMINSW ymm1{k1}{z}, ymm2, AVX512BW | ymm3/m256 and store packed minimum values in 
ymm3/m256 ymm1 under writemask k1. 
EVEX.512.66.0F.WIG EA /r C VIV AVX512BW | Compare packed signed word integers in zmm2 and 


zmm3/m512 and store packed minimum values in 
zmm1 under writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX 


Registers” in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
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Description 


Performs a SIMD compare of the packed signed byte, word, or dword integers in the second source operand and 
the first source operand and returns the minimum value for each pair of integers to the destination operand. 
Legacy SSE version PMINSW: The source operand can be an MMxX technology register or a 64-bit memory location. 
The destination operand can be an MMX technology register. 

128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 
register remain unchanged. 

VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 
register are zeroed. 

VEX.256 encoded version: The second source operand can be an YMM register or a 256-bit memory location. The 
first source and destination operands are YMM registers. 

EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register; The second source operand is a 
ZMM/YMM/XMM register or a 512/256/128-bit memory location. The destination operand is conditionally updated 
based on writemask k1. 


Operation 


PMINSW (64-bit operands) 
IF DEST[15:0] < SRC[15:0] THEN 
DEST[15:0] := DEST[1 5:0]; 
ELSE 
DEST[15:0] := SRC[1 5:0]; Fl; 
(* Repeat operation for 2nd and 3rd words in source and destination operands *) 
IF DEST[63:48] < SRC[63:48] THEN 
DEST[63:48] := DEST[63:48]; 
ELSE 
DEST[63:48] := SRC[63:48]; Fl; 


PMINSB (128-bit Legacy SSE version) 
IF DEST[7:0] < SRC[7:0] THEN 
DEST[7:0] := DEST[7:0]; 
ELSE 
DEST[1 5:0] := SRC[7:0]; Fl; 
(* Repeat operation for 2nd through 15th bytes in source and destination operands *) 
IF DEST[127:120] < SRC[127:120] THEN 
DEST[127:1 20] := DEST[127:120]; 
ELSE 
DEST[127:120] := SRC[127:1 20); Fl; 
DEST[MAXVL-1:128] (Unmodified) 


VPMINSB (VEX.128 encoded version) 
IF SRC1[7:0] < SRC2[7:0] THEN 
DEST[7:0] := SRC1[7:0]; 
ELSE 
DEST[7:0] := SRC2[7:0]; Fl; 
(* Repeat operation for 2nd through 15th bytes in source and destination operands *) 
IF SRC1[127:120] < SRC2[127:120] THEN 
DEST[127:1 20] := SRC1[127:120]; 
ELSE 
DEST[127:120] := SRC2[127:120]; Fl; 
DEST[MAXVL-1:128] := 0 
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VPMINSB (VEX.256 encoded version) 
IF SRC1[7:0] < SRC2[7:0] THEN 
DEST[7:0] := SRC1[7:0]; 
ELSE 
DEST[15:0] := SRC2[7:0]; Fl; 
(* Repeat operation for 2nd through 31st bytes in source and destination operands *) 
IF SRC1[255:248] < SRC2[255:248] THEN 
DEST[255:248] := SRC1[255:248]; 
ELSE 
DEST[255:248] := SRC2[255:248]; Fl; 
DEST[MAXVL-1:256] := 0 


VPMINSB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* THEN 
IF SRC1[i+7:i] < SRC2[i+7:i] 
THEN DEST[i+7:i] := SRC1[i+7:i]; 
ELSE DEST[i+7:i] := SRC2[i+7:i]; 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+7:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


PMINSW (128-bit Legacy SSE version) 
IF DEST[15:0] < SRC[15:0] THEN 
DEST[15:0] := DEST[15:0]; 
ELSE 
DEST[15:0] := SRC[1 5:0; Fl; 
(* Repeat operation for 2nd through 7th words in source and destination operands *) 
IF DEST[127:112] < SRC[127:112] THEN 
DEST[127:112] := DEST[127:112]; 
ELSE 
DEST[127:112] := SRC[127:112]; Fl; 
DEST[MAXVL-1:128] (Unmodified) 


VPMINSW (VEX.128 encoded version) 
IF SRC1[15:0] < SRC2[15:0] THEN 
DEST[15:0] := SRC1[15:0]; 
ELSE 
DEST[15:0] := SRC2[15:0); FI; 
(* Repeat operation for 2nd through 7th words in source and destination operands *) 
IF SRC1[127:112] < SRC2[127:112] THEN 
DEST[127:112] := SRC1[127:112]; 
ELSE 
DEST[127:112] := SRC2[127:112]; Fl; 
DEST[MAXVL-1:128] := 0 
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VPMINSW (VEX.256 encoded version) 
IF SRC1[15:0] < SRC2[15:0] THEN 
DEST[15:0] := SRC1[15:0]; 
ELSE 
DEST[15:0] := SRC2[15:0); Fl; 


(* Repeat operation for 2nd through 15th words in source and destination operands *) 


IF SRC1[255:240] < SRC2[255:240] THEN 
DEST[255:240] := SRC1[255:240]; 
ELSE 
DEST[255:240] := SRC2[255:240]; Fl; 
DEST[MAXVL-1:256] := 0 


VPMINSW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* THEN 
IF SRC1[i+15:i] < SRC2[i+15:i] 
THEN DEST[i+1 5:i] = SRC1[i+15:i]; 
ELSE DEST{i+15:i] := SRC2[i+1 5:i]; 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPMINSB __m512i_mm512_min_epi8(__m512i a, ___m512i b); 
VPMINSB __m512i_mm512_mask_min_epi8(__m512i s,___mmask64 k, 
VPMINSB __m512i_mm512_maskz_min_epi8(__mmask64 k,__m512ia, 
VPMINSW __m512i_mm512_min_epi16(__m512i a, __m512i b); 

VPMINSW __m512i_mm512_mask_min_epi16(__m512i s, 
VPMINSW __m512i_mm512_maskz_min_epi16(__mmask32 k, 


m512ia, 


VPMINSB __m256i __mm256_mask_min_epi8(__m256i s,__ mmask32 k,___ m256i a, __m256i b); 


VPMINSB __m256i __mm256_maskz_min_epi8(__mmask32 k, 
VPMINSW __m256i _mm256_mask_min_epi16(__m256i s, 
VPMINSW __m256i__mm256_maskz_min_epi16(__mmask16 k, 
VPMINSB __m128i __mm_mask_min_epi8(__m128i s, 


m256i a, 


m256i a, 


VPMINSB __m128i _mm_maskz_min_epi8(__mmask16 k,___m128i a, 
VPMINSW __m128i __mm_mask_min_epi16(__m128i s, 
VPMINSW __m128i __mm_maskz_min_epi16(__mmask8 k, __m128i a, 


(V)PMINSB __m128i__mm_min_epi8 (__m128i a,__m128i b); 
(V)PMINSW __m128i _mm_min_epi16 (__m128i a, ___m128i b) 
VPMINSB __m256i __mm256_min_epi8 (__m256i a, __m256i b); 
VPMINSW __m256i__mm256_min_epi16 (__m256i a, __m256i b) 
PMINSW:__m64__mm_min_pi16 (__m64 a,___ m64 b) 
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m512i a,__m512ib); 


mmask32 k,__m512i a,__m512i b); 


mmask16 k,__m256i a, __m256i b); 


mmask16 k,___m128i a,__m128i b); 
m1 28i b); 
mmask8 k,___m128i a,__m128i b); 
m1 28i b); 
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SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 

EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
Additionally: 

#MF (64-bit operations only) If there is a pending x87 FPU exception. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
66 OF 38 39 /r A VIV SSE4_1 Compare packed signed dword integers in xmm1 and 
PMINSD xmm1, xmm2/m128 xmm_2/m128 and store packed minimum values in 
xmm1. 
VEX.128.66.0F38.WIG 39 /r B VV AVX Compare packed signed dword integers in xmm2 and 
VPMINSD xmm1, xmm2, xmm3/m128 xmm3/m128 and store packed minimum values in 
xmm1. 
VEX.256.66.0F38.WIG 39 /r B VV AVX2 Compare packed signed dword integers in ymm2 and 
VPMINSD ymm1, ymm2, ymm3/m256 ymm3/m128 and store packed minimum values in 
ymm1. 
EVEX.128.66.0F38.W0 39 /r C VV AVX512VL_ | Compare packed signed dword integers in xmm2 and 
VPMINSD xmm1 {k1}{z}, xmm2, AVX512F xmm3/m128 and store packed minimum values in 
xmm3/m128/m32bcst xmm1 under writemask k1. 
EVEX.256.66.0F38.W0 39 /r C VIN AVX512VL | Compare packed signed dword integers in ymm2 and 
VPMINSD ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256 and store packed minimum values in 
ymm3/m256/m32bcst ymm1 under writemask k1. 
EVEX.512.66.0F38.W0 39 /r C VV AVX512F Compare packed signed dword integers in zmm2 and 
VPMINSD zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst and store packed minimum 
zmm3/m512/m32bcst values in zmm1 under writemask k1. 
EVEX.128.66.0F38.W1 39 /r C VV AVX512VL_ | Compare packed signed qword integers in xmm2 and 
VPMINSQ xmm1 {k1}{z}, xmm2, AVX512F xmm3/m128 and store packed minimum values in 
xmm3/m128/m64bcst xmm1 under writemask k1. 
EVEX.256.66.0F38.W1 39 /r C VV AVX512VL_ | Compare packed signed qword integers in ymm2 and 
VPMINSQ ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256 and store packed minimum values in 
ymm3/m256/m64bcst ymm1 under writemask k1. 
EVEX.512.66.0F38.W1 39 /r C VIV AVX512F Compare packed signed qword integers in zmm2 and 
VPMINSQ zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst and store packed minimum 
zmm3/m512/m64bcst values in zmm1 under writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD compare of the packed signed dword or qword integers in the second source operand and the first 
source operand and returns the minimum value for each pair of integers to the destination operand. 


128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 
register remain unchanged. 


VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 
register are zeroed. 


VEX.256 encoded version: The second source operand can be an YMM register or a 256-bit memory location. The 
first source and destination operands are YMM registers. Bits (MAXVL-1:256) of the corresponding destination 
register are zeroed. 
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EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register; The second source operand is a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
32/64-bit memory location. The destination operand is conditionally updated based on writemask k1. 


Operation 


PMINSD (128-bit Legacy SSE version) 
IF DEST[31:0] < SRC[31:0] THEN 
DEST[31:0] := DEST[3 1:0]; 
ELSE 
DEST[31:0] := SRC[3 1:0]; Fl; 
(* Repeat operation for 2nd through 7th words in source and destination operands *) 
IF DEST[127:96] < SRC[127:96] THEN 
DEST[1 27:96] := DEST[127:96]; 
ELSE 
DEST[1 27:96] := SRC[127:96]; Fl; 
DEST[MAXVL-1:128] (Unmodified) 


VPMINSD (VEX.128 encoded version) 
IF SRC1[31:0] < SRC2[31:0] THEN 
DEST[31:0] := SRC1[31:0]; 
ELSE 
DEST[31:0] := SRC2[3 1:0]; FI; 
(* Repeat operation for 2nd through 3rd dwords in source and destination operands *) 
IF SRC1[127:96] < SRC2[127:96] THEN 
DEST[1 27:96] := SRC1[127:96]; 
ELSE 
DEST[1 27:96] := SRC2[127:96]; Fl; 
DEST[MAXVL-1:128] := 0 


VPMINSD (VEX.256 encoded version) 
IF SRC1[31:0] < SRC2[31:0] THEN 
DEST[31:0] := SRC1[31:0]; 
ELSE 
DEST[31:0] := SRC2[3 1:0]; FI; 
(* Repeat operation for 2nd through 7th dwords in source and destination operands *) 
IF SRC1[255:224] < SRC2[255:224] THEN 
DEST[255:224] := SRC1[255:224]; 
ELSE 
DEST[255:224] := SRC2[255:224]; Fl; 
DEST[MAXVL-1:256] := 0 
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VPMINSD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN 
IF SRC1[i+31:i] < SRC2[31:0] 
THEN DEST[i+31:i] = SRC1[i+31:i]; 
ELSE DEST[i+31:i] := SRC2[3 1:0]; 
Fl; 
ELSE 
IF SRC1[i+31:i] < SRC2[i+31:i] 
THEN DEST[i+31:i] = SRC1[i+31:i]; 
ELSE DEST[i+31:i] := SRC2[i+31:i]; 


Fl; 
Fl; 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


VPMINSQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory”) 
THEN 
IF SRC1[i+63:i] < SRC2[63:0] 
THEN DEST[i+63:i] = SRC1[i+63:i]; 
ELSE DEST[i+63:i] := SRC2[63:0]; 
Fl; 
ELSE 
IF SRC1[i+63:i] < SRC2[i+63:i] 
THEN DEST[i+63:i] = SRC1[i+63:i]; 
ELSE DEST[i+63:i] := SRC2[i+63:i]; 


Fl; 
Fl; 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


mmask16 k,__m512ia,__m512ib); 
mm512_maskz_min_epi32(__mmask16 k,__m512i a,__m512i b); 


m512i b); 


mm512_mask_min_epi64(__m512is,__ mmask8 k,__m512i a, _m512ib); 


m512ia,__m512ib); 


mmask16 k,__m256i a, __m256i b); 


mm256_maskz_min_epi32(__mmask16 k,__ m256i a, __m256i b); 


mm256_mask_min_epi64(__m256is,___ mmask8 k,__ m256i a, __m256i b); 
m256i a,__m256i b); 


mmask8 k,___m128i a,___m128i b); 


m128i a,__m128i b); 


mm_mask_min_epi64(__m128is,___mmask8 k,__m128i a,__m128i b); 


m128i a,__m128i b); 


VPMINSD __m512i_mm512_min_epi32(__m512i a, ___m512i b); 
VPMINSD __m512i_mm512_mask_min_epi32(__m512is, 
VPMINSD __m512i 

VPMINSQ __m512i_mm512_min_epi64(__m512ia, 
VPMINSQ __m512i 

VPMINSQ __m512i__mm512_maskz_min_epi64(__mmask8 k, 
VPMINSD __m256i __mm256_mask_min_epi32(__m256i s, 
VPMINSD __m256i 

VPMINSQ __m256i 

VPMINSQ __m256i _mm256_maskz_min_epi64(__mmask8 k, 
VPMINSD __m128i __mm_mask_min_epi32(__m128i s, 
VPMINSD __m128i __mm_maskz_min_epi32(__mmask8 k, 
VPMINSQ __m128i 

VPMINSQ __m128i _mm_maskz_min_epu64(__mmask8 k, 
(V)PMINSD __m128i __mm_min_epi32 (__m128i a,___m128i b); 
VPMINSD __m256i__mm256_min_epi32 (__m256i a, 


m256i b); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 

NP OF DA/r' A VIV SSE Compare unsigned byte integers in mm2/m64 and 

PMINUB mm1, mm2/m64 mm 1 and returns minimum values. 

66 OF DA /r A VIV SSE2 Compare packed unsigned byte integers in xmm1 

PMINUB xmm1, xmm2/m128 and xmm2/m1 28 and store packed minimum values 
in xmm1. 

66 OF 38 3A/r A VIV SSE4_1 Compare packed unsigned word integers in 

PMINUW xmm1, xmm2/m128 xmm2/m128 and xmm1 and store packed minimum 
values in xmm1. 

VEX.128.66.0F DA /r B VIV AVX Compare packed unsigned byte integers in xmm2 

VPMINUB xmm1, xmm2, xmm3/m128 and xmm3/m1 28 and store packed minimum values 
in xmm1. 

VEX.128.66.0F38 3A/r B VIV AVX Compare packed unsigned word integers in 

VPMINUW xmm1, xmm2, xmm3/m128 xmm3/m128 and xmm2 and return packed 
minimum values in xmm1. 

VEX.256.66.0F DA /r B VIV AVX2 Compare packed unsigned byte integers in ymm2 

VPMINUB ymm1, ymm2, ymm3/m256 and ymm3/m256 and store packed minimum values 
in ymm1. 

VEX.256.66.0F38 3A/r B VIV AVX2 Compare packed unsigned word integers in 

VPMINUW ymm1, ymm2, ymm3/m256 ymm3/m256 and ymm2 and return packed 
minimum values in ymm1. 

EVEX.128.66.0F DA /r C VIV AVX512VL Compare packed unsigned byte integers in xmm2 

VPMINUB xmm1 {k1}{z}, xmm2, AVX512BW | and xmm3/m128 and store packed minimum values 

xmm3/m128 in xmm1 under writemask k1. 

EVEX.256.66.0F DA /r C VIN AVX512VL Compare packed unsigned byte integers in ymm2 

VPMINUB ymm1 {k1}{z}, ymm2, AVX512BW | and ymm3/m256 and store packed minimum values 

ymm3/m256 in ymm1 under writemask k1. 

EVEX.512.66.0F DA /r C VIV AVX512BW | Compare packed unsigned byte integers in zmm2 

VPMINUB zmm1 {k1}{z}, zmm2, and zmm3/m512 and store packed minimum values 

zmm3/m512 in zmm1 under writemask k1. 

EVEX.128.66.0F38 3A/r C VIV AVX512VL Compare packed unsigned word integers in 

VPMINUW xmm1{k1}{z}, xmm2, AVX512BW | xmm3/m128 and xmm2 and return packed 

xmm3/m128 minimum values in xmm1 under writemask k1. 

EVEX.256.66.0F38 3A/r C VIV AVX512VL Compare packed unsigned word integers in 

VPMINUW ymm1{k1}{z}, ymm2, AVX512BW | ymm3/m256 and ymm2 and return packed 

ymm3/m256 minimum values in ymm1 under writemask k1. 

EVEX.512.66.0F38 3A/r C VIV AVX512BW | Compare packed unsigned word integers in 

VPMINUW zmm1{k1}{z}, zmm2, zmm3/m512 and zmm2 and return packed 

zmm3/m512 minimum values in zmm1 under writemask k1. 

NOTES: 

1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 

Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX 

Registers” in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
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Description 


Performs a SIMD compare of the packed unsigned byte or word integers in the second source operand and the first 
source operand and returns the minimum value for each pair of integers to the destination operand. 

Legacy SSE version PMINUB: The source operand can be an MMX technology register or a 64-bit memory location. 
The destination operand can be an MMX technology register. 

128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 
register remain unchanged. 

VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 
register are zeroed. 

VEX.256 encoded version: The second source operand can be an YMM register or a 256-bit memory location. The 
first source and destination operands are YMM registers. 

EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register; The second source operand is a 
ZMM/YMM/XMM register or a 512/256/128-bit memory location. The destination operand is conditionally updated 
based on writemask k1. 


Operation 


PMINUB (for 64-bit operands) 
IF DEST[7:0] < SRC[17:0] THEN 
DEST[7:0] := DEST[7:0]; 
ELSE 
DEST[7:0] := SRC[7:0); FA; 
(* Repeat operation for 2nd through 7th bytes in source and destination operands *) 
IF DEST[63:56] < SRC[63:56] THEN 
DEST[63:56] := DEST[63:56]; 
ELSE 
DEST[63:56] := SRC[63:56); FI; 


PMINUB instruction for 128-bit operands: 
IF DEST[7:0] < SRC[7:0] THEN 
DEST[7:0] := DEST[7:0]; 
ELSE 
DEST[1 5:0] := SRC[7:0]; Fl; 
(* Repeat operation for 2nd through 15th bytes in source and destination operands *) 
IF DEST[127:120] < SRC[127:120] THEN 
DEST[127:120] := DEST[127:1 20]; 
ELSE 
DEST[127:120] := SRC[127:1 20]; Fl; 
DEST[MAXVL-1:128] (Unmodified) 


VPMINUB (VEX.128 encoded version) 
IF SRC1[7:0] < SRC2[7:0] THEN 
DEST[7:0] := SRC1[7:0]; 
ELSE 
DEST[7:0] := SRC2[7:0]; Fl; 
(* Repeat operation for 2nd through 15th bytes in source and destination operands *) 
IF SRC1[127:120] < SRC2[127:120] THEN 
DEST[127:120] := SRC1[127:120]; 
ELSE 
DEST[127:120] := SRC2[127:1 20]; Fl; 
DEST[MAXVL-1:128] := 0 
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VPMINUB (VEX.256 encoded version) 
IF SRC1[7:0] < SRC2[7:0] THEN 
DEST[7:0] := SRC1[7:0]; 
ELSE 
DEST[15:0] := SRC2[7:0]; Fl; 
(* Repeat operation for 2nd through 31st bytes in source and destination operands *) 
IF SRC1[255:248] < SRC2[255:248] THEN 
DEST[255:248] := SRC1[255:248]; 
ELSE 
DEST[255:248] := SRC2[255:248]; Fl; 
DEST[MAXVL-1:256] := 0 


VPMINUB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* THEN 
IF SRC1[i+7:i] < SRC2[i+7:i] 
THEN DEST[i+7:i] = SRC1[i+7:i]; 
ELSE DEST[i+7:i] := SRC2[i+7:i]; 


Fl; 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


PMINUW instruction for 128-bit operands: 
IF DEST[15:0] < SRC[15:0] THEN 
DEST[15:0] := DEST[1 5:0]; 
ELSE 
DEST[15:0] := SRC[1 5:0]; Fl; 
(* Repeat operation for 2nd through 7th words in source and destination operands *) 
IF DEST[127:112] < SRC[127:112] THEN 
DEST[127:112] := DEST[127:112]; 
ELSE 
DEST[127:112] := SRC[127:112]; Fl; 
DEST[MAXVL-1:128] (Unmodified) 


VPMINUW (VEX.128 encoded version) 
IF SRC1[15:0] < SRC2[15:0] THEN 
DEST[15:0] := SRC1[15:0]; 
ELSE 
DEST[15:0] := SRC2[15:0); Fl; 
(* Repeat operation for 2nd through 7th words in source and destination operands *) 
IF SRC1[127:112] < SRC2[127:112] THEN 
DEST[127:112] := SRC1[127:112]; 
ELSE 
DEST[127:112] := SRC2[127:112]; Fl; 
DEST[MAXVL-1:128] := 0 
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VPMINUW (VEX.256 encoded version) 
IF SRC1[15:0] < SRC2[15:0] THEN 
DEST[15:0] := SRC1[15:0]; 
ELSE 
DEST[15:0] := SRC2[15:0); FI; 
(* Repeat operation for 2nd through 15th words in source and destination operands *) 
IF SRC1[255:240] < SRC2[255:240] THEN 
DEST[255:240] := SRC1[255:240]; 
ELSE 
DEST[255:240] := SRC2[255:240]; Fl; 
DEST[MAXVL-1:256] := 0 


VPMINUW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j :=0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* THEN 
IF SRC1[i+15:i] < SRC2[i+15:i] 
THEN DEST[i+1 5:i] := SRC1[i+15:i]; 
ELSE DEST[i+15:i] := SRC2[i+1 5:1]; 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+15:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPMINUB __m512i_mm512_min_epu8(__m512i a,__m512i b); 
VPMINUB __m512i_mm512_mask_min_epu8(__m512is,__ mmask64 k,__m512i a,__m512ib); 


VPMINUB __m512i_mm512_maskz_min_epu8(__mmask64 k,___m512i a,__m512i b); 

VPMINUW __m512i_mm512_min_epu16(__m512ia,__m512i b); 

VPMINUW __m512i_mm512_mask_min_epu16(__m512is,__ mmask32 k,__m512i a,__m512i b); 
VPMINUW __m512i__mm512_maskz_min_epu16(__mmask32 k,___m512i a,__m512i b); 


VPMINUB __m256i __mm256_mask_min_epu8(__m256i s,___ mmask32 k,__ m256i a, __m256i b); 


VPMINUB __m256i __mm256_maskz_min_epu8(__mmask32 k,___m256i a, ___ m256i b); 
VPMINUW __m256i__mm256_mask_min_epu16(__m256is,__ mmask16 k,___ m256i a,___ m256i b); 
VPMINUW __m256i__mm256_maskz_min_epu16(__mmask16 k,___ m256i a, __ m256i b); 


VPMINUB __m128i _mm_mask_min_epu8(__m128i s,__ mmask16 k, __m128i a,___m128i b); 


VPMINUB __m128i __mm_maskz_min_epu8(__mmask16 k,___m128i a,__m128i b); 
VPMINUW __m128i__mm_mask_min_epu16(__m128is,__ mmask8 k,__m128i a,__m128i b); 
VPMINUW __m128i __mm_maskz_min_epu16(__mmask8 k,__m128i a,__m128i b); 


(V)PMINUB __m128i __mm_min_epu8 (__m128i a,__m128i b) 
(V)PMINUW __m128i _mm_min_epu16 (__m128i a, __m128i b); 
VPMINUB __m256i__mm256_min_epu8 (__m256i a,___m256i b) 
VPMINUW __m256i__mm256_min_epu16 (__m256i a, ___m256i b); 
PMINUB: __m64 _m_min_pu8 (__m64 a,__m64 b) 
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SIMD Floating-Point Exceptions 
None 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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PMINUD/PMINUQ—Minimum of Packed Unsigned Integers 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
66 OF 38 3B /r A VIV SSE4_1 Compare packed unsigned dword integers in xmm1 and 
PMINUD xmm1, xmm2/m128 xmm2/m128 and store packed minimum values in xmm1. 
VEX.128.66.0F38.WIG 3B /r B VIV AVX Compare packed unsigned dword integers in xmm2 and 
VPMINUD xmm1, xmm2z, xmm3/m128 and store packed minimum values in xmm1. 
xmm3/m128 
VEX.256.66.0F38.WIG 3B /r B VIV AVX2 Compare packed unsigned dword integers in ymm2 and 
VPMINUD ymm1, ymm2, ymm3/m256 and store packed minimum values in ymm1. 
ymm3/m256 
EVEX.128.66.0F38.W0 3B /r C VIV AVX512VL | Compare packed unsigned dword integers in xmm2 and 
VPMINUD xmm1 {k1}{z}, xmm2, AVX512F xmm3/m1 28/m32bcst and store packed minimum values 
xmm3/m128/m32bcst in xmm1 under writemask k1. 
EVEX.256.66.0F38.W0 3B /r C VIV AVX512VL | Compare packed unsigned dword integers in ymm2 and 
VPMINUD ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m32bcst and store packed minimum values 
ymm3/m256/m32bcst in ymm1 under writemask k1. 
EVEX.512.66.0F38.W0 3B /r C VIV AVX512F Compare packed unsigned dword integers in zmme and 
VPMINUD zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst and store packed minimum values 
zmm3/m512/m32bcst in zmm1 under writemask k1. 
EVEX.128.66.0F38.W1 3B /r C VIV AVX512VL | Compare packed unsigned qword integers in xmm2 and 
VPMINUQ xmm1 {k1}{z}, xmm2, AVX512F xmm3/m128/m64bcst and store packed minimum values 
xmm3/m128/m64bcst in xmm1 under writemask k1. 
EVEX.256.66.0F38.W1 3B /r C VIV AVX512VL | Compare packed unsigned qword integers in ymm2 and 
VPMINUQ ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m64bcst and store packed minimum values 
ymm3/m256/m64bcst in ymm1 under writemask k1. 
EVEX.512.66.0F38.W1 3B /r C VIV AVX512F Compare packed unsigned qword integers in zmme and 
VPMINUQ zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst and store packed minimum values 
zmm3/m512/m64bcst in zmm1 under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD compare of the packed unsigned dword/qword integers in the second source operand and the first 
source operand and returns the minimum value for each pair of integers to the destination operand. 


128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 
register remain unchanged. 


VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination 
register are zeroed. 


VEX.256 encoded version: The second source operand can be an YMM register or a 256-bit memory location. The 
first source and destination operands are YMM registers. Bits (MAXVL-1:256) of the corresponding destination 
register are zeroed. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register; The second source operand is a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
32/64-bit memory location. The destination operand is conditionally updated based on writemask k1. 


4-348 Vol. 2B PMINUD/PMINUQ—Minimum of Packed Unsigned Integers 


INSTRUCTION SET REFERENCE, M-U 


Operation 


PMINUD (128-bit Legacy SSE version) 
PMINUD instruction for 128-bit operands: 
IF DEST[31:0] < SRC[31:0] THEN 
DEST[31:0] := DEST[31:0]; 
ELSE 
DEST[31:0] := SRC[31:0]; Fl; 
(* Repeat operation for 2nd through 7th words in source and destination operands *) 
IF DEST[127:96] < SRC[127:96] THEN 
DEST[1 27:96] := DEST[127:96]; 
ELSE 
DEST[1 27:96] := SRC[127:96]; Fl; 
DEST[MAXVL-1:128] (Unmodified) 


VPMINUD (VEX.128 encoded version) 
VPMINUD instruction for 128-bit operands: 
IF SRC1[31:0] < SRC2[31:0] THEN 
DEST[31:0] := SRC1[31:0]; 
ELSE 
DEST[31:0] := SRC2[31:0]; Fl; 
(* Repeat operation for 2nd through 3rd dwords in source and destination operands *) 
IF SRC1[127:96] < SRC2[127:96] THEN 
DEST[1 27:96] := SRC1[127:96]; 
ELSE 
DEST[127:96] := SRC2[127:96]; Fl; 
DEST[MAXVL-1:128] := 0 


VPMINUD (VEX.256 encoded version) 
VPMINUD instruction for 128-bit operands: 
IF SRC1[31:0] < SRC2[31:0] THEN 
DEST[31:0] := SRC1[31:0]; 
ELSE 
DEST[31:0] := SRC2[31:0]; Fl; 
(* Repeat operation for 2nd through 7th dwords in source and destination operands *) 
IF SRC1[255:224] < SRC2[255:224] THEN 
DEST[255:224] := SRC1[255:224]; 
ELSE 
DEST[255:224] := SRC2[255:224]; Fl; 
DEST[MAXVL-1:256] := 0 
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VPMINUD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
IF SRC1[i+31:i] < SRC2[31:0] 
THEN DEST[i+31:i] := SRC1[i+31:i]; 
ELSE DEST[i+31:i] := SRC2[31:0]; 
Fl; 
ELSE 
IF SRC1[i+31:i] < SRC2[i+31:i] 
THEN DEST[i+31:i] := SRC1[i+31:i]; 
ELSE DEST[i+31:i] := SRC2[i+31:i]; 


Fl; 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


VPMINUQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
IF SRC1[i+63:i] < SRC2[63:0] 
THEN DEST[i+63:i] := SRC1[i+63:i]; 
ELSE DEST[i+63:i] := SRC2[63:0]; 
Fl; 
ELSE 
IF SRC1[i+63:i] < SRC2[i+63:i] 
THEN DEST[i+63:i] := SRC1[i+63:i]; 
ELSE DEST[i+63:i] := SRC2[i+63:i]; 


Fl; 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPMINUD __m512i_mm512_min_epu32(__m512ia,__m512ib); 
VPMINUD __m512i_mm512_mask_min_epu32(__m512is,__mmask16 k, 
VPMINUD __m512i__mm512_maskz_min_epu32(__mmask16 k,___m512i a, 
VPMINUQ __m512i__mm512_min_epu64(__m512i a,__m512ib); 


m512ia, 
m512i b); 


VPMINUQ __m512i__mm512_mask_min_epu64(__m512i s, __mmask8 k,___m512i a,_m512i b); 


VPMINUQ __m512i_mm512_maskz_min_epu64(__mmask8 k, 
VPMINUD __m256i __mm256_mask_min_epu32(__m256i s, 
VPMINUD __m256i __mm256_maskz_min_epu32(__mmask16 k, 


m512ia,__m512ib); 


m256i a, _m256i b); 


VPMINUQ __m256i _mm256_mask_min_epu64(__m256i s, __mmask8 k, __m256i a, __m256i b); 


VPMINUQ __m256i __mm256_maskz_min_epu64(___mmask8 k, __m256i a, __m256i b); 
VPMINUD __m128i__mm_mask_min_epu32(__m128is,___mmask8 k,___m128i a,__m128i b); 
VPMINUD __m128i__mm_maskz_min_epu32(__mmask8 k,___m128i a, ___m128i b); 
VPMINUQ __m128i __mm_mask_min_epu64(__m128i s,___mmask8 k, __m128i a, ___m128i b); 
VPMINUQ __m128i__mm_maskz_min_epu64(__mmask8 k, __m128i a, __m128i b); 
(V)PMINUD __m128i__mm_min_epu32 (__m128i a,__m128i b); 

VPMINUD __m256i__mm256_min_epu32 (__m256i a,__m256i b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


m512i b); 


mmask16 k,__m256i a, __m256i b); 
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Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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PMOVMSKB—Move Byte Mask 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 

Support | Flag 
NP OF D7 /r RM |V/V SSE Move a byte mask of mm to reg. The upper 
PMOVMSKB reg, mm bits of r32 or r64 are zeroed 
66 OF D7 /r RM |V/V SSE2 Move a byte mask of xmm to reg. The upper 
PMOVMSKB reg, xmm bits of r32 or r64 are zeroed 
VEX.128.66.0F.WIG D7 /r RM | V/V AVX Move a byte mask of xmm17 to reg. The upper 
VPMOVMSKB reg, xmm1 bits of r32 or r64 are filled with zeros. 
VEX.256.66.0F.WIG D7 /r RM |V/V AVX2 Move a 32-bit mask of ymm7 to reg. The 
VPMOVMSKB reg, ymm1 upper bits of r64 are filled with zeros. 
NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Creates a mask made up of the most significant bit of each byte of the source operand (second operand) and stores 
the result in the low byte or word of the destination operand (first operand). 


The byte mask is 8 bits for 64-bit source operand, 16 bits for 128-bit source operand and 32 bits for 256-bit source 


operand. The destination operand is a general-purpose register. 


In 64-bit mode, the instruction can access additional registers (XMM8-XMM15, R8-R15) when used with a REX.R 
prefix. The default operand size is 64-bit in 64-bit mode. 


Legacy SSE version: The source operand is an MMX technology register. 


128-bit Legacy SSE version: The source operand is an XMM register. 


VEX.128 encoded version: The source operand is an XMM register. 


VEX.256 encoded version: The source operand is a YMM register. 


Note: VEX.vvvv is reserved and must be 1111b. 


Operation 


PMOVMSKB (with 64-bit source operand and r32) 
r32[0] := SRC[7]; 
r32[1] := SRC[15]; 
(* Repeat operation for bytes 2 through 6 *) 
r32[7] := SRC[63]; 
r32[31:8] := ZERO_FILL; 


(V)PMOVMSKB (with 128-bit source operand and r32) 
r32[0] := SRC[7]; 
r32[1] := SRC[15]; 
(* Repeat operation for bytes 2 through 14 *) 
r32[15] := SRC[127]; 
r32[31:16] := ZERO_FILL; 
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VPMOVMSKB (with 256-bit source operand and r32) 
r32[0] := SRC[7]; 

r32[1] := SRC[15]; 

(* Repeat operation for bytes 3rd through 31*) 
r32[31] := SRC[255]; 


PMOVMSKB (with 64-bit source operand and r64) 
r64[0] := SRC[7]; 
r64[1] := SRC[15]; 
(* Repeat operation for bytes 2 through 6 *) 
r64[7] := SRC[63]; 
r64[63:8] := ZERO_FILL; 


(V)PMOVMSKB (with 128-bit source operand and r64) 
r64[0] := SRC[7]; 
r64[1] := SRC[15]; 
(* Repeat operation for bytes 2 through 14 *) 
r64[15] := SRC[127]; 
r64[63:16] := ZERO_FILL; 


VPMOVMSKB (with 256-bit source operand and r64) 
r64[0] := SRC[7]; 

r64[1] := SRC[15]; 

(* Repeat operation for bytes 2 through 31*) 

r64[31] := SRC[255]; 

r64[63:32] := ZERO_FILL; 


Intel C/C++ Compiler Intrinsic Equivalent 


PMOVMSKB: int __mm_movemask_pi8(__m64 a) 
(V)PMOVMSKB: int __mm_movemask_epi8 (__m128i a) 
VPMOVMSKB: int __mm256_movemask_epi8 (__m256i a) 
Flags Affected 

None. 


Numeric Exceptions 
None. 


Other Exceptions 


See Table 2-24, “Type 7 Class Exception Conditions”; additionally: 


#UD If VEX.vvvv # 1111B. 
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PMOVSX—Packed Move with Sign Extend 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support Flag 
66 Of 38 20 /r A VIV SSE4_1 Sign extend 8 packed 8-bit integers in the low 8 bytes 
PMOVSXBW xmm1, xmm2/m64 of xmm2/m64 to 8 packed 16-bit integers in xmm1. 
66 Of 38 21 /r A VIV SSE4_1 Sign extend 4 packed 8-bit integers in the low 4 bytes 
PMOVSXBD xmm1, xmm2/m32 of xmm2/m32 to 4 packed 32-bit integers in xmm1. 
66 Of 38 22 /r A VIV SSE4_1 Sign extend 2 packed 8-bit integers in the low 2 bytes 
PMOVSXBQ xmm1, xmm2/m16 of xmm2/m16 to 2 packed 64-bit integers in xmm1. 
66 Of 38 23/r A VIV SSE4_1 Sign extend 4 packed 16-bit integers in the low 8 bytes 
PMOVSXWD xmm1, xmm2/m64 of xmm2/m64 to 4 packed 32-bit integers in xmm1. 
66 Of 38 24 /r A VIV SSE4_1 Sign extend 2 packed 16-bit integers in the low 4 bytes 
PMOVSXWQ xmm1, xmm2/m32 of xmm2/m32 to 2 packed 64-bit integers in xmm1. 
66 Of 38 25 /r A VIV SSE4_1 Sign extend 2 packed 32-bit integers in the low 8 bytes 
PMOVSXDQ xmm1, xmm2/m64 of xmm2/m64 to 2 packed 64-bit integers in xmm1. 
VEX.128.66.0F38.WIG 20 /r A VIV AVX Sign extend 8 packed 8-bit integers in the low 8 bytes 
VPMOVSXBW xmm1, xmm2/m64 of xmm2/m64 to 8 packed 16-bit integers in xmm1. 
VEX.128.66.0F38.WIG 21 /r A VIV AVX Sign extend 4 packed 8-bit integers in the low 4 bytes 
VPMOVSXBD xmm1, xmm2/m32 of xmm2/m32 to 4 packed 32-bit integers in xmm1. 
VEX.128.66.0F38.WIG 22 /r A VIV AVX Sign extend 2 packed 8-bit integers in the low 2 bytes 
VPMOVSXBQ xmm1, xmm2/m16 of xmm2/m16 to 2 packed 64-bit integers in xmm1. 
VEX.128.66.0F38.WIG 23 /r A VIV AVX Sign extend 4 packed 16-bit integers in the low 8 bytes 
VPMOVSXWD xmm1, xmm2/m64 of xmm2/m64 to 4 packed 32-bit integers in xmm1. 
VEX.128.66.0F38.WIG 24 /r A VIV AVX Sign extend 2 packed 16-bit integers in the low 4 bytes 
VPMOVSXWQ xmm1, xmm2/m32 of xmm2/m32 to 2 packed 64-bit integers in xmm1. 
VEX.128.66.0F38.WIG 25 /r A VIV AVX Sign extend 2 packed 32-bit integers in the low 8 bytes 
VPMOVSXDQ xmm1, xmm2/m64 of xmm2/m64 to 2 packed 64-bit integers in xmm1. 
VEX.256.66.0F38.WIG 20 /r A VIV AVX2 Sign extend 16 packed 8-bit integers in xmm2/m128 to 
VPMOVSXBW ymm1, xmm2/m128 16 packed 16-bit integers in ymm1. 
VEX.256.66.0F38.WIG 21 /r A VV AVX2 Sign extend 8 packed 8-bit integers in the low 8 bytes 
VPMOVSXBD ymm1, xmm2/m64 of xmm2/m64 to 8 packed 32-bit integers in ymm1. 
VEX.256.66.0F38.WIG 22 /r A VIV AVX2 Sign extend 4 packed 8-bit integers in the low 4 bytes 
VPMOVSXBQ ymm1, xmm2/m32 of xmm2/m32 to 4 packed 64-bit integers in ymm1. 
VEX.256.66.0F38.WIG 23 /r A VV AVX2 Sign extend 8 packed 16-bit integers in the low 16 
VPMOVSXWD ymm1, xmm2/m128 bytes of xmm2/m1 28 to 8 packed 32-bit integers in 
ymm1. 
VEX.256.66.0F38.WIG 24 /r A VIV AVX2 Sign extend 4 packed 16-bit integers in the low 8 bytes 
VPMOVSXWQ ymm1, xmm2/m64 of xmm2/m64 to 4 packed 64-bit integers in ymm1. 
VEX.256.66.0F38.WIG 25 /r A VIN AVX2 Sign extend 4 packed 32-bit integers in the low 16 
VPMOVSXDQ ymm1, xmm2/m128 bytes of xmm2/m128 to 4 packed 64-bit integers in 
ymm1. 
EVEX.128.66.0F38.WIG 20 /r B VIV AVX512VL_ | Sign extend 8 packed 8-bit integers in xmm2/m64 to 8 
VPMOVSXBW xmm1 {k1}{Z}, AVX512BW | packed 16-bit integers in zmm1. 
xmm2/m64 
EVEX.256.66.0F38.WIG 20 /r B VIV AVX512VL_ | Sign extend 16 packed 8-bit integers in xmm2/m128 to 
VPMOVSXBW ymm1 {k1}{z}, AVX512BW | 16 packed 16-bit integers in ymm1. 
xmm2/m128 
EVEX.512.66.0F38.WIG 20 /r B VIV AVX512BW | Sign extend 32 packed 8-bit integers in ymm2/m256 to 
VPMOVSXBW zmm1 {k1}{Z}, 32 packed 16-bit integers in zmm1. 
ymm2/m256 
EVEX.128.66.0F38.WIG 21 /r C VIV AVX512VL | Sign extend 4 packed 8-bit integers in the low 4 bytes 
VPMOVSXBD xmm1 {k1}{z}, AVX512F of xmm2/m32 to 4 packed 32-bit integers in xmm1 
xmm2/m32 subject to writemask k1. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support Flag 
EVEX.256.66.0F38.WIG 21 /r C VIV AVX512VL_ | Sign extend 8 packed 8-bit integers in the low 8 bytes 
VPMOVSXBD ymm1 {k1}{Z}, AVX512F of xmm2/m64 to 8 packed 32-bit integers in ymm1 
xmm2/m64 subject to writemask k1. 
EVEX.512.66.0F38.WIG 21 /r C VIV AVX512F Sign extend 16 packed 8-bit integers in the low 16 
VPMOVSXBD zmm1 {k1}{Z}, bytes of xmm2/m128 to 16 packed 32-bit integers in 
xmm2/m128 zmm1 subject to writemask k1. 
EVEX.128.66.0F38.WIG 22 /r D VIV AVX512VL_ | Sign extend 2 packed 8-bit integers in the low 2 bytes 
VPMOVSXBQ xmm1 {k1}{Z}, AVX512F of xmm2/m16 to 2 packed 64-bit integers in xmm1 
xmm2/m16 subject to writemask k1. 
EVEX.256.66.0F38.WIG 22 /r D VIV AVX512VL_ | Sign extend 4 packed 8-bit integers in the low 4 bytes 
VPMOVSXBQ ymm1 {k1}{z}, AVX512F of xmm2/m32 to 4 packed 64-bit integers in ymm1 
xmm2/m32 subject to writemask k1. 
EVEX.512.66.0F38.WIG 22 /r D VIV AVX512F Sign extend 8 packed 8-bit integers in the low 8 bytes 
VPMOVSXBQ zmm1 {k1}{Z}, of xmm2/m64 to 8 packed 64-bit integers in zmm1 
xmm2/m64 subject to writemask k1. 
EVEX.128.66.0F38.WIG 23 /r B VIV AVX512VL_ | Sign extend 4 packed 16-bit integers in the low 8 bytes 
VPMOVSXWD xmm1 {k1}{z}, AVX512F of ymm2/mem to 4 packed 32-bit integers in xmm1 
xmm2/m64 subject to writemask k1. 
EVEX.256.66.0F38.WIG 23 /r B VIV AVX512VL_ | Sign extend 8 packed 16-bit integers in the low 16 
VPMOVSXWD ymm1 {k1}{Z}, AVX512F bytes of ynm2/m128 to 8 packed 32-bit integers in 
xmm2/m128 ymm1 subject to writemask k1. 
EVEX.512.66.0F38.WIG 23 /r B VIV AVX512F Sign extend 16 packed 16-bit integers in the low 32 
VPMOVSXWD zmm1 {k1}{Z}, bytes of ynm2/m256 to 16 packed 32-bit integers in 
ymm2/m256 zmm1 subject to writemask k1. 
EVEX.128.66.0F38.WIG 24 /r C VIV AVX512VL_ | Sign extend 2 packed 16-bit integers in the low 4 bytes 
VPMOVSXWQ xmm1 {k1}{Z}, AVX512F of xmm2/m32 to 2 packed 64-bit integers in xmm1 
xmm2/m32 subject to writemask k1. 
EVEX.256.66.0F38.WIG 24 /r C VIV AVX512VL_ | Sign extend 4 packed 16-bit integers in the low 8 bytes 
VPMOVSXWQ ymm1 {k1}{z}, AVX512F of xmm2/m64 to 4 packed 64-bit integers in ymm1 
xmm2/m64 subject to writemask k1. 
EVEX.512.66.0F38.WIG 24 /r C VIV AVX512F Sign extend 8 packed 16-bit integers in the low 16 
VPMOVSXWQ zmm1 {k1}{Z}, bytes of xmm2/m128 to 8 packed 64-bit integers in 
xmm2/m128 zmm1 subject to writemask k1. 
EVEX.128.66.0F38.W0 25 /r B VIV AVX512VL_ | Sign extend 2 packed 32-bit integers in the low 8 bytes 
VPMOVSXDQ xmm1 {k1}{Z}, AVX512F of xmm2/m64 to 2 packed 64-bit integers in zmm1 
xmm2/m64 using writemask k1. 
EVEX.256.66.0F38.W0 25 /r B VIV AVX512VL_ | Sign extend 4 packed 32-bit integers in the low 16 
VPMOVSXDQ ymm1 {k1}{Z}, AVX512F bytes of xmm2/m128 to 4 packed 64-bit integers in 
xmm2/m128 zmm1 using writemask k1. 
EVEX.512.66.0F38.W0 25 /r B VIV AVX512F Sign extend 8 packed 32-bit integers in the low 32 


VPMOVSXDQ zmm1 {k1}{z}, 
ymm2/m256 


bytes of ynm2/m256 to 8 packed 64-bit integers in 
zmm1 using writemask k1. 
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Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Half Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
C Quarter Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
D Eighth Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Legacy and VEX encoded versions: Packed byte, word, or dword integers in the low bytes of the source operand 
(second operand) are sign extended to word, dword, or quadword integers and stored in packed signed bytes the 
destination operand. 

128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding destination register remain unchanged. 


VEX.128 and EVEX.128 encoded versions: Bits (MAXVL-1:128) of the corresponding destination register are 
zeroed. 

VEX.256 and EVEX.256 encoded versions: Bits (MAXVL-1:256) of the corresponding destination register are 
zeroed. 

EVEX encoded versions: Packed byte, word or dword integers starting from the low bytes of the source operand 
(second operand) are sign extended to word, dword or quadword integers and stored to the destination operand 
under the writemask. The destination register is XMM, YMM or ZMM Register. 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 


Operation 


Packed_Sign_Extend_BYTE_to_WORD(DEST, SRC) 
DEST[15:0] := SignExtend(SRC[7:0)); 

DEST[31:16] := SignExtend(SRC[15:8)); 

DEST[47:32] := SignExtend(SRC[23:16)]); 
DEST[63:48] := SignExtend(SRC[31:24)); 
DEST[79:64] := SignExtend(SRC[39:32)); 
DEST[95:80] := SignExtend(SRC[47:40)); 

DEST[11 1:96] := SignExtend(SRC[55:48)); 
DEST[127:112] := SignExtend(SRC[63:56)); 


Packed_Sign_Extend_BYTE_to_DWORD(DEST, SRC) 
DEST[31:0] := SignExtend(SRC[7:0]); 

DEST[63:32] := SignExtend(SRC[15:8)); 

DEST[95:64] := SignExtend(SRC[23:16)]); 

DEST[1 27:96] := SignExtend(SRC[3 1:24); 


Packed_Sign_Extend_BYTE_to_QWORD(DEST, SRC) 
DEST[63:0] := SignExtend(SRC[7:0)); 
DEST[127:64] := SignExtend(SRC[15:8)); 


Packed_Sign_Extend_WORD_to_DWORD(DEST, SRC) 
DEST[31:0] := SignExtend(SRC[15:0)); 

DEST[63:32] := SignExtend(SRC[31:16)); 

DEST[95:64] := SignExtend(SRC[47:32]); 

DEST[127:96] := SignExtend(SRC[63:48)); 


Packed_Sign_Extend_WORD_to_QWORD(DEST, SRC) 
DEST[63:0] := SignExtend(SRC[1 5:0)); 
DEST[127:64] := SignExtend(SRC[31:16]); 
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Packed_Sign_Extend_DWORD_to_QWORD(DEST, SRC) 
DEST[63:0] := SignExtend(SRC[31:0)); 
DEST[127:64] := SignExtend(SRC[63:32)); 


VPMOVSXBW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
Packed_Sign_Extend_BYTE_to_WORD(TMP_DEST[127:0], SRC[63:0]) 
IF VL >= 256 
Packed_Sign_Extend_BYTE_to_WORD(TMP_DEST[255:128], SRC[127:64]) 


Fl; 

IFVL>=512 
Packed_Sign_Extend_BYTE_to_WORD(TMP_DEST[383:256], SRC[191:128]) 
Packed_Sign_Extend_BYTE_to_WORD(TMP_DEST[51 1:384], SRC[255:192]) 


Fl; 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = TEMP_DEST[i+1 5:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPMOVSXBD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
Packed_Sign_Extend_BYTE_to_DWORD(TMP_DEST[1 27:0], SRC[31:0]) 
IF VL >= 256 
Packed_Sign_Extend_BYTE_to_DWORD(TMP_DEST[255:128], SRC[63:32]) 


Fl; 
IF VL >= 512 
Packed_Sign_Extend_BYTE_to_DWORD(TMP_DEST[383:256], SRC[95:64]) 
Packed_Sign_Extend_BYTE_to_DWORD(TMP_DEST[51 1:384], SRC[127:96]) 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TEMP_DEST[i+31:i] 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPMOVSXBQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
Packed_Sign_Extend_BYTE_to_QWORD(TMP_DEST[1 27:0], SRC[15:0]) 
IF VL >= 256 
Packed_Sign_Extend_BYTE_to_QWORD(TMP_DEST[255:1 28], SRC[31:16]) 


Fl; 
IF VL >=512 
Packed_Sign_Extend_BYTE_to_QWORD(TMP_DEST[383:256], SRC[47:32]) 
Packed_Sign_Extend_BYTE_to_QWORD(TMP_DEST[51 1:384], SRC[63:48]) 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TEMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPMOVSXWD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
Packed_Sign_Extend_WORD_to_DWORD(TMP_DEST[1 27:0], SRC[63:0]) 
IF VL >= 256 
Packed_Sign_Extend_WORD_to_DWORD(TMP_DEST[255:1 28], SRC[127:64]) 


Fl; 

IF VL>=512 
Packed_Sign_Extend_WORD_to_DWORD(TMP_DEST[383:256], SRC[191:128]) 
Packed_Sign_Extend_WORD_to_DWORD(TMP_DEST[51 1:384], SRC[256:192]) 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TEMP_DEST[i+31:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VPMOVSXWQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
Packed_Sign_Extend_WORD_to_QWORD(TMP_DEST[1 27:0], SRC[31:0]) 
IF VL >= 256 
Packed_Sign_Extend_WORD_to_QWORD(TMP_DEST[255:1 28], SRC[63:32]) 


Fl; 

IFVL>=512 
Packed_Sign_Extend_WORD_to_QWORD(TMP_DEST[383:256], SRC[95:64]) 
Packed_Sign_Extend_WORD_to_QWORD(TMP_DEST[51 1:384], SRC[127:96]) 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TEMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPMOVSXDQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
Packed_Sign_Extend_DWORD_to_QWORD(TEMP_DEST[1 27:0], SRC[63:0]) 
IF VL >= 256 
Packed_Sign_Extend_DWORD_to_QWORD(TEMP_DEST[255:1 28], SRC[127:64]) 


Fl; 
IF VL >= 512 
Packed_Sign_Extend_DWORD_to_QWORD(TEMP_DEST[383:256], SRC[191:128]) 
Packed_Sign_Extend_DWORD_to_QWORD(TEMP_DEST[51 1:384], SRC[255:192]) 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TEMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPMOVSXBW (VEX.256 encoded version) 
Packed_Sign_Extend_BYTE_to_WORD(DEST[127:0], SRC[63:0]) 
Packed_Sign_Extend_BYTE_to_WORD(DEST[255:1 28], SRC[127:64]) 
DEST[MAXVL-1:256] := 0 
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VPMOVSXBD (VEX.256 encoded version) 
Packed_Sign_Extend_BYTE_to_DWORD(DEST[1 27:0], SRC[31:0]) 
Packed_Sign_Extend_BYTE_to_DWORD(DEST[255:1 28], SRC[63:32]) 
DEST[MAXVL-1:256] := 0 


VPMOVSXBQ (VEX.256 encoded version) 
Packed_Sign_Extend_BYTE_to_QWORD(DEST[1 27:0], SRC[15:0]) 
Packed_Sign_Extend_BYTE_to_QWORD(DEST[255:1 28], SRC[31:16]) 
DEST[MAXVL-1:256] := 0 


VPMOVSXWD (VEX.256 encoded version) 
Packed_Sign_Extend_WORD_to_DWORD(DEST[1 27:0], SRC[63:0]) 
Packed_Sign_Extend_WORD_to_DWORD(DEST[255:1 28], SRC[127:64]) 
DEST[MAXVL-1:256] := 0 


VPMOVSXWQ (VEX.256 encoded version) 
Packed_Sign_Extend_WORD_to_QWORD(DEST[1 27:0], SRC[31:0]) 
Packed_Sign_Extend_WORD_to_QWORD(DEST[255:1 28], SRC[63:32]) 
DEST[MAXVL-1:256] := 0 


VPMOVSXDQ (VEX.256 encoded version) 
Packed_Sign_Extend_DWORD_to_QWORD(DEST[1 27:0], SRC[63:0]) 
Packed_Sign_Extend_DWORD_to_QWORD(DEST[255:1 28], SRC[127:64]) 
DEST[MAXVL-1:256] := 0 


VPMOVSXBW (VEX.128 encoded version) 
Packed_Sign_Extend_BYTE_to_WORDDEST[1 27:0], SRC[127:0]() 
DEST[MAXVL-1:128] := 0 


VPMOVSXBD (VEX.128 encoded version) 
Packed_Sign_Extend_BYTE_to_DWORD(DEST[1 27:0], SRC[127:0]) 
DEST[MAXVL-1:128] := 0 


VPMOVSXBQ (VEX.128 encoded version) 
Packed_Sign_Extend_BYTE_to_QWORD(DEST[1 27:0], SRC[127:0]) 
DEST[MAXVL-1:128] := 0 


VPMOVSXWD (VEX.128 encoded version) 
Packed_Sign_Extend_WORD_to_DWORD(DEST[1 27:0], SRC[127:0]) 
DEST[MAXVL-1:128] := 0 


VPMOVSXWQ (VEX.128 encoded version) 
Packed_Sign_Extend_WORD_to_QWORD(DEST[127:0], SRC[127:0]) 
DEST[MAXVL-1:128] := 0 


VPMOVSXDQ (VEX.128 encoded version) 
Packed_Sign_Extend_DWORD_to_QWORD(DEST[1 27:0], SRC[127:0]) 
DEST[MAXVL-1:128] := 0 


PMOVSXBW 
Packed_Sign_Extend_BYTE_to_WORD(DEST[1 27:0], SRC[127:0]) 
DEST[MAXVL-1:128] (Unmodified) 
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PMOVSXBD 


Packed_Sign_Extend_BYTE_to_DWORD(DEST[127:0], SRC[127:0]) 


DEST[MAXVL-1:1 28] (Unmodified) 


PMOVSXBQ 


Packed_Sign_Extend_BYTE_to_QWORD(DEST[127:0], SRC[127:0)) 
DEST[MAXVL-1:1 28] (Unmodified) 


PMOVSXWD 


Packed_Sign_€xtend_WORD_to_DWORD(DEST[127:0], SRC[127:0]) 


DEST[MAXVL-1:1 28] (Unmodified) 


PMOVSXWQ 


Packed_Sign_Extend_WORD_to_QWORD(DEST[127:0], SRC[127:0)) 


DEST[MAXVL-1:1 28] (Unmodified) 


PMOVSXDQ 


Packed_Sign_Extend_DWORD_to_QWORD(DEST[1 27:0], SRC[127:0]) 


DEST[MAXVL-1:1 28] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VPMOVSXBW __m512i_mm512_cvtepi8_epi16(__m512i a); 

VPMOVSXBW __m512i_mm512_mask_cvtepi8_epi16(__m512i a,__ mmask32 k,___m512i b); 
VPMOVSXBW __m512i_mm512_maskz_cvtepi8_epi16(__ mmask32 k, __m512i b); 
VPMOVSXBD __m512i_mm512_cvtepi8_epi32(__m512i a); 

VPMOVSXBD __m512i_mm512_mask_cvtepi8_epi32(__m512i a,__ mmask16 k,___m512i b); 
VPMOVSXBD __m512i_mm512_maskz_cvtepi8_epi32(__ mmask16 k, __m512i b); 
VPMOVSXBQ __m512i__mm512_cvtepi8_epi64(__m512i a); 

VPMOVSXBQ __m512i_mm512_mask_cvtepi8_epi64(__m512i a,__mmask8 k, __m512i b); 
VPMOVSXBQ __m512i_mm512_maskz_cvtepi8_epi64(_mmask8 k, __m512i a); 
VPMOVSXDQ __m512i_mm512_cvtepi32_epi64(__m512i a); 

VPMOVSXDQ __m512i__mm512_mask_cvtepi32_epi64(__m512i a, __ mmask8 k, __m512i b); 
VPMOVSXDQ __m512i__mm512_maskz_cvtepi32_epi64(__mmask8 k, __m512i a); 
VPMOVSXWD __m512i_mm512_cvtepi16_epi32(__m512i a); 

VPMOVSXWD __m512i_mm512_mask_cvtepi16_epi32(__m512i a,__mmask16 k,__m512i b); 
VPMOVSXWD __m512i_mm512_maskz_cvtepi16_epi32(__mmask16 k, __m512i a); 
VPMOVSXWQ __m512i__mm512_cvtepi16_epi64(__m512i a); 

VPMOVSXWQ __m512i__mm512_mask_cvtepi16_epi64(__m512i a,___ mmask8 k, __m512i b); 
VPMOVSXWQ __m512i _mm512_maskz_cvtepi16_epi64(__mmask8 k, __m512i a); 
VPMOVSXBW __m256i__mm256_cvtepi8_epi16(__m256i a); 

VPMOVSXBW __m256i _mm256_mask_cvtepi8_epi16(__m256i a,__ mmask16 k, __m256i b); 
VPMOVSXBW __m256i __mm256_maskz_cvtepi8_epi16(__ mmask16 k, __m256i b); 
VPMOVSXBD __m256i_mm256_cvtepi8_epi32(__m256i a); 

VPMOVSXBD __m256i__mm256_mask_cvtepi8_epi32(__m256i a,__ mmask8 k, __m256i b); 
VPMOVSXBD __m256i__mm256_maskz_cvtepi8_epi32(__mmask8 k, __m256i b); 
VPMOVSXBQ __m256i __mm256_cvtepi8_epi64(__m256i a); 

VPMOVSXBQ __m256i __mm256_mask_cvtepi8_epi64(__m256i a,__mmask8 k, __m256i b); 
VPMOVSXBQ __m256i __mm256_maskz_cvtepi8_epi64(_mmask8 k, __m256i a); 
VPMOVSXDQ __m256i __mm256_cvtepi32_epi64(__m256i a); 

VPMOVSXDQ __m256i _mm256_mask_cvtepi32_epi64(__m256i a, __mmask8 k, __m256i b); 
VPMOVSXDQ __m256i __mm256_maskz_cvtepi32_epi64(__mmask8 k, __m256i a); 
VPMOVSXWD __m256i_mm256_cvtepi16_epi32(__m256i a); 

VPMOVSXWD __m256i__mm256_mask_cvtepi16_epi32(__m256i a,__ mmask16 k, __m256i b); 
VPMOVSXWD __m256i__mm256_maskz_cvtepi16_epi32(__mmask16 k, __m256i a); 
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VPMOVSXWQ __m256i _mm256_cvtepi16_epi64(__m256i a); 

VPMOVSXWQ __m256i _mm256_mask_cvtepi16_epi64(__m256i a, __ mmask8 k, __m256i b); 
VPMOVSXWQ __m256i _mm256_maskz_cvtepi16_epi64(__mmask8 k, __m256i a); 
VPMOVSXBW __m128i _mm_mask_cvtepi8_epi16(__m128i a,__ mmask8 k, __m128i b); 
VPMOVSXBW __m128i __mm_maskz_cvtepi8_epi16(__ mmask8 k, __m128i b); 

VPMOVSXBD __m128i_mm_mask_cvtepi8_epi32(__m128i a,__ mmask8 k,___m128i b); 


VPMOVSXBD __m128i_mm_maskz_cvtepi8_epi32(__mmask8 k, __m128i b); 
VPMOVSXBQ __m128i __mm_mask_cvtepi8_epi64(__m128i a, __mmask8 k, __m128i b); 
VPMOVSXBQ __m128i _mm_maskz_cvtepi8_epi64(__mmask8 k, __m128i a); 
VPMOVSXDQ __m128i __mm_mask_cvtepi32_epi64(__m128i a, __mmask8 k, __m128i b); 
VPMOVSXDQ __m128i __mm_maskz_cvtepi32_epi64(__mmask8 k, __m128i a); 
VPMOVSXWD __m128i__mm_mask_cvtepi16_epi32(__m128i a,__ mmask16 k, __m128i b); 


VPMOVSXWD __m128i _mm_maskz_cvtepi16_epi32(__mmask16 k, __m128i a); 
VPMOVSXWQ __m128i _mm_mask_cvtepi16_epi64(__m128i a, __mmask8 k, __m128i b); 
VPMOVSXWQ __m128i _mm_maskz_cvtepi16_epi64(__mmask8 k, __m128i a); 
PMOVSXBW __m128i _mm_ cvtepi8_epi16 (__m128i a); 

PMOVSXBD __m128i __mm_ cvtepi8_epi32 (__m128i a); 

PMOVSXBQ __m128i __mm_cvtepi8_epi64 (__m128i a); 

PMOVSXWD __m128i __mm_ cvtepi16_epi32 (__m128i a); 

PMOVSXWQ __m128i __mm_ cvtepi16_epi64 (__m128i a); 

PMOVSXDQ __m128i__mm_ cvtepi32_epi64 (__m128i a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-51, “Type E5 Class Exception Conditions”. 
Additionally: 

#UD If VEX.vvvv != 1111B, or EVEX.vvvv != 1111B. 
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VPMOVZXDQ ymm1, xmm2/m128 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 

66 Of 38 30 /r A VIV SSE4_1 Zero extend 8 packed 8-bit integers in the low 8 

PMOVZXBW xmm1, xmm2/m64 bytes of xmm2/m64 to 8 packed 16-bit integers in 
xmm1. 

66 Of 38 31 /r A VIV SSE4_1 Zero extend 4 packed 8-bit integers in the low 4 

PMOVZXBD xmm1, xmm2/m32 bytes of xmm2/m32 to 4 packed 32-bit integers in 
xmm1. 

66 Of 38 32 /r A VIV SSE4_1 Zero extend 2 packed 8-bit integers in the low 2 

PMOVZXBQ xmm1, xmm2/m16 bytes of xmm2/m16 to 2 packed 64-bit integers in 
xmm1. 

66 Of 38 33 /r A VIV SSE4_1 Zero extend 4 packed 16-bit integers in the low 8 

PMOVZXWD xmm1, xmm2/m64 bytes of xmm2/m64 to 4 packed 32-bit integers in 
xmm1. 

66 Of 38 34 /r A VIV SSE4_1 Zero extend 2 packed 16-bit integers in the low 4 

PMOVZXWQ xmm1, xmm2/m32 bytes of xmm2/m32 to 2 packed 64-bit integers in 
xmm1. 

66 Of 38 35 /r A VIV SSE4_1 Zero extend 2 packed 32-bit integers in the low 8 

PMOVZXDQ xmm1, xmm2/m64 bytes of xmm2/m64 to 2 packed 64-bit integers in 
xmm1. 

VEX.128.66.0F38.WIG 30 /r A VIV AVX Zero extend 8 packed 8-bit integers in the low 8 

VPMOVZXBW xmm1, xmm2/m64 bytes of xmm2/m64 to 8 packed 16-bit integers in 
xmm1. 

VEX.128.66.0F38.WIG 31 /r A VIV AVX Zero extend 4 packed 8-bit integers in the low 4 

VPMOVZXBD xmm1, xmm2/m32 bytes of xmm2/m32 to 4 packed 32-bit integers in 
xmm1. 

VEX.128.66.0F38.WIG 32 /r A VIV AVX Zero extend 2 packed 8-bit integers in the low 2 

VPMOVZXBQ xmm1, xmm2/m16 bytes of xmm2/m16 to 2 packed 64-bit integers in 
xmm1. 

VEX.128.66.0F38.WIG 33 /r A VIV AVX Zero extend 4 packed 16-bit integers in the low 8 

VPMOVZXWD xmm1, xmm2/m64 bytes of xmm2/m64 to 4 packed 32-bit integers in 
xmm1. 

VEX.128.66.0F38.WIG 34 /r A VIV AVX Zero extend 2 packed 16-bit integers in the low 4 

VPMOVZXWQ xmm1, xmm2/m32 bytes of xmm2/m32 to 2 packed 64-bit integers in 
xmm1. 

VEX.128.66.0F 38.WIG 35 /r A VIV AVX Zero extend 2 packed 32-bit integers in the low 8 

VPMOVZXDQ xmm1, xmm2/m64 bytes of xmm2/m64 to 2 packed 64-bit integers in 
xmm1. 

VEX.256.66.0F38.WIG 30 /r A VIV AVX2 Zero extend 16 packed 8-bit integers in 

VPMOVZXBW ymm1, xmm2/m128 xmm2/m128 to 16 packed 16-bit integers in ymm1. 

VEX.256.66.0F38.WIG 31 /r A VIV AVX2 Zero extend 8 packed 8-bit integers in the low 8 

VPMOVZXBD ymm1, xmm2/m64 bytes of xmm2/m64 to 8 packed 32-bit integers in 
ymm1. 

VEX.256.66.0F38.WIG 32 /r A VIV AVX2 Zero extend 4 packed 8-bit integers in the low 4 

VPMOVZXBQ ymm1, xmm2/m32 bytes of xmm2/m32 to 4 packed 64-bit integers in 
ymm1. 

VEX.256.66.0F38.WIG 33 /r A VIV AVX2 Zero extend 8 packed 16-bit integers xmm2/m128 

VPMOVZXWD ymm1, xmm2/m128 to 8 packed 32-bit integers in ymm1. 

VEX.256.66.0F38.WIG 34 /r A VIV AVX2 Zero extend 4 packed 16-bit integers in the low 8 

VPMOVZXWQ ymm1, xmm2/m64 bytes of xmm2/m64 to 4 packed 64-bit integers in 
xmm1. 

VEX.256.66.0F38.WIG 35 /r A VIV AVX2 Zero extend 4 packed 32-bit integers in 


xmm2/m128 to 4 packed 64-bit integers in ymm1. 
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VPMOVZXWQ zmm1 {k1}{Z}, 
xmm2/m128 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F38 30.WIG /r B VIV AVX512VL_ | Zero extend 8 packed 8-bit integers in the low 8 
VPMOVZXBW xmm1 {k1}{z}, xmm2/m64 AVX512BW | bytes of xmm2/m64 to 8 packed 16-bit integers in 
xmm1. 
EVEX.256.66.0F38.WIG 30 /r B VV AVX512VL_ | Zero extend 16 packed 8-bit integers in 
VPMOVZXBW ymm1 {k1}{z}, AVX512BW | xmm2/m128 to 16 packed 16-bit integers in ymm1. 
xmm2/m128 
EVEX.512.66.0F38.WIG 30 /r B VV AVX512BW | Zero extend 32 packed 8-bit integers in 
VPMOVZXBW zmm1 {k1}{Z}, ymm2/m256 to 32 packed 16-bit integers in zmm1. 
ymm2/m256 
EVEX.128.66.0F38.WIG 31 /r C VIV AVX512VL_ | Zero extend 4 packed 8-bit integers in the low 4 
VPMOVZXBD xmm1 {k1}{z}, xmm2/m32 AVX512F bytes of xmm2/m32 to 4 packed 32-bit integers in 
xmm1 subject to writemask k1. 
EVEX.256.66.0F38.WIG 31 /r C VV AVX512VL | Zero extend 8 packed 8-bit integers in the low 8 
VPMOVZXBD ymm1 {k1}{z}, xmm2/m64 AVX512F bytes of xmm2/m64 to 8 packed 32-bit integers in 
ymm1 subject to writemask k1. 
EVEX.512.66.0F38.WIG 31 /r C VIV AVX512F Zero extend 16 packed 8-bit integers in 
VPMOVZXBD zmm1 {k1}{z}, xmm2/m128 to 16 packed 32-bit integers in zmm1 
xmm2/m128 subject to writemask k1. 
EVEX.128.66.0F38.WIG 32 /r D VIV AVX512VL_ | Zero extend 2 packed 8-bit integers in the low 2 
VPMOVZXBQ xmm1 {k1}{z}, xmm2/m16 AVX512F bytes of xmm2/m16 to 2 packed 64-bit integers in 
xmm1 subject to writemask k1. 
EVEX.256.66.0F38.WIG 32 /r D VIV AVX512VL | Zero extend 4 packed 8-bit integers in the low 4 
VPMOVZXBQ ymm1 {k1}{z}, xmm2/m32 AVX512F bytes of xmm2/m32 to 4 packed 64-bit integers in 
ymm1 subject to writemask k1. 
EVEX.512.66.0F38.WIG 32 /r D VIV AVX512F Zero extend 8 packed 8-bit integers in the low 8 
VPMOVZXBQ zmm1 {k1}{z}, xmm2/m64 bytes of xmm2/m64 to 8 packed 64-bit integers in 
zmm1 subject to writemask k1. 
EVEX.1 28.66.0F38.WIG 33 /r B VIV AVX512VL | Zero extend 4 packed 16-bit integers in the low 8 
VPMOVZXWD xmm1 {k1}{z}, xmm2/m64 AVX512F bytes of xmm2/m64 to 4 packed 32-bit integers in 
xmm1 subject to writemask k1. 
EVEX.256.66.0F38.WIG 33 /r B VIV AVX512VL | Zero extend 8 packed 16-bit integers in 
VPMOVZXWD ymm1 {k1}{Z}, AVX512F xmm2/m1 28 to 8 packed 32-bit integers in zmm1 
xmm2/m128 subject to writemask k1. 
EVEX.512.66.0F38.WIG 33 /r B VIV AVX512F Zero extend 16 packed 16-bit integers in 
VPMOVZXWD zmm1 {k1}{z}, ymm2/m256 to 16 packed 32-bit integers in zmm1 
ymm2/m256 subject to writemask k1. 
EVEX.1 28.66.0F38.WIG 34 /r C VIV AVX512VL_ | Zero extend 2 packed 16-bit integers in the low 4 
VPMOVZXWQ xmm1 {k1}{z}, xmm2/m32 AVX512F bytes of xmm2/m32 to 2 packed 64-bit integers in 
xmm1 subject to writemask k1. 
EVEX.256.66.0F38.WIG 34 /r C VV AVX512VL_ | Zero extend 4 packed 16-bit integers in the low 8 
VPMOVZXWQ ymm1 {k1}{z}, xmm2/m64 AVX512F bytes of xmm2/m64 to 4 packed 64-bit integers in 
ymm1 subject to writemask k1. 
EVEX.512.66.0F38.WIG 34 /r € VIN AVX512F Zero extend 8 packed 16-bit integers in 


xmm2/m1 28 to 8 packed 64-bit integers in zmm1 
subject to writemask k1. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.W0 35 /r B VIV AVX512VL_ | Zero extend 2 packed 32-bit integers in the low 8 
VPMOVZXDQ xmm1 {k1}{z}, xmm2/m64 AVX512F bytes of xmm2/m64 to 2 packed 64-bit integers in 

zmm1 using writemask k1. 

EVEX.256.66.0F38.W0 35 /r B VIV AVX512VL | Zero extend 4 packed 32-bit integers in 
VPMOVZXDQ ymm1 {k1}{z}, AVX512F xmm2/m128 to 4 packed 64-bit integers in zmm1 
xmm2/m128 using writemask k1. 
EVEX.512.66.0F38.W0 35 /r B VV AVX512F Zero extend 8 packed 32-bit integers in 
VPMOVZXDQ zmm1 {k1}{Z}, ymm2/m256 to 8 packed 64-bit integers in zmm1 
ymm2/m256 using writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Half Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
C Quarter Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
D Eighth Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Legacy, VEX and EVEX encoded versions: Packed byte, word, or dword integers starting from the low bytes of the 
source operand (second operand) are zero extended to word, dword, or quadword integers and stored in packed 
signed bytes the destination operand. 

128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding destination register remain unchanged. 
VEX.128 encoded version: Bits (MAXVL-1:128) of the corresponding destination register are zeroed. 

VEX.256 encoded version: Bits (MAXVL-1:256) of the corresponding destination register are zeroed. 


EVEX encoded versions: Packed dword integers starting from the low bytes of the source operand (second 
operand) are zero extended to quadword integers and stored to the destination operand under the writemask.The 
destination register is XMM, YMM or ZMM Register. 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 


Operation 


Packed_Zero_Extend_BYTE_to_WORD(DEST, SRC) 
DEST[15:0] := ZeroExtend(SRC[7:0)); 

DEST[31:16] := ZeroExtend(SRC[1 5:8); 

DEST[47:32] := ZeroExtend(SRC[23:16)); 
DEST[63:48] := ZeroExtend(SRC[31:24)); 
DEST[79:64] := ZeroExtend(SRC[39:32]) 
DEST[95:80] := ZeroExtend(SRC[47:40)); 
DEST[1 11:96] := ZeroExtend(SRC[55:48)); 
DEST[127:112] := ZeroExtend(SRC[63:56]); 


fi 


Packed_Zero_Extend_BYTE_to_DWORD(DEST, SRC) 
DEST[31:0] := ZeroExtend(SRC[7:0)); 

DEST[63:32] := ZeroExtend(SRC[1 5:8); 

DEST[95:64] := ZeroExtend(SRC[23:16)); 

DEST[1 27:96] := ZeroExtend(SRC[31:24)); 
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Packed_Zero_Extend_BYTE_to_QWORD(DEST, SRC) 
DEST[63:0] := ZeroExtend(SRC[7:0)); 
DEST[1 27:64] := ZeroExtend(SRC[1 5:8); 


Packed_Zero_Extend_WORD_to_DWORD(DEST, SRC) 
DEST[31:0] := ZeroExtend(SRC[1 5:0); 

DEST[63:32] := ZeroExtend(SRC[31:16)]); 

DEST[95:64] := ZeroExtend(SRC[47:32]); 

DEST[1 27:96] := ZeroExtend(SRC[63:48)); 


Packed_Zero_Extend_WORD_to_QWORD(DEST, SRC) 
DEST[63:0] := ZeroExtend(SRC[1 5:0); 
DEST[1 27:64] := ZeroExtend(SRC[31:16)]); 


Packed_Zero_Extend_DWORD_to_QWORD(DEST, SRC) 
DEST[63:0] := ZeroExtend(SRC[31:0)); 
DEST[1 27:64] := ZeroExtend(SRC[63:32)); 


VPMOVZXBW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
Packed_Zero_Extend_BYTE_to_WORD(TMP_DEST[1 27:0], SRC[63:0]) 
IF VL >= 256 
Packed_Zero_Extend_BYTE_to_WORD(TMP_DEST[255:1 28], SRC[127:64]) 


Fl; 

IF VL >=512 
Packed_Zero_Extend_BYTE_to_WORD(TMP_DEST[383:256], SRC[191:128]) 
Packed_Zero_Extend_BYTE_to_WORD(TMP_DEST[51 1:384], SRC[255:192]) 


Fl; 
FOR j :=0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = TEMP_DEST[i+15:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+1 5:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPMOVZXBD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
Packed_Zero_Extend_BYTE_to_DWORD(TMP_DEST[1 27:0], SRC[31:0]) 
IF VL >= 256 
Packed_Zero_Extend_BYTE_to_DWORD(TMP_DEST[255:128], SRC[63:32]) 


Fl; 

IF VL >=512 
Packed_Zero_Extend_BYTE_to_DWORD(TMP_DEST[383:256], SRC[95:64]) 
Packed_Zero_Extend_BYTE_to_DWORD(TMP_DEST[51 1:384], SRC[127:96]) 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 32 
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IF k1[j] OR *no writemask* 
THEN DEST{i+31:i] = TEMP_DEST[i+31:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPMOVZXBQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
Packed_Zero_Extend_BYTE_to_QWORD(TMP_DEST[1 27:0], SRC[15:0]) 
IF VL >= 256 
Packed_Zero_Extend_BYTE_to_QWORD(TMP_DEST[255:1 28], SRC[31:16]) 


Fl; 

IF VL>=512 
Packed_Zero_Extend_BYTE_to_QWORD(TMP_DEST[383:256], SRC[47:32]) 
Packed_Zero_Extend_BYTE_to_QWORD(TMP_DEST[51 1:384], SRC[63:48}) 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TEMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPMOVZXWD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
Packed_Zero_Extend_WORD_to_DWORD(TMP_DEST[1 27:0], SRC[63:0]) 
IF VL >= 256 
Packed_Zero_Extend_WORD_to_DWORD(TMP_DEST[255:1 28], SRC[127:64]) 


Fl; 

IFVL>=512 
Packed_Zero_Extend_WORD_to_DWORD(TMP_DEST[383:256], SRC[191:128]) 
Packed_Zero_Extend_WORD_to_DWORD(TMP_DEST[51 1:384], SRC[256:192]) 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TEMP_DEST[i+31:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
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DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPMOVZXWQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
Packed_Zero_Extend_WORD_to_QWORD(TMP_DEST[1 27:0], SRC[31:0]) 
IF VL >= 256 
Packed_Zero_Extend_WORD_to_QWORD(TMP_DEST[255:128], SRC[63:32]) 


Fl; 

IF VL >=512 
Packed_Zero_Extend_WORD_to_QWORD(TMP_DEST[383:256], SRC[95:64]) 
Packed_Zero_Extend_WORD_to_QWORD(TMP_DEST[51 1:384], SRC[127:96]) 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TEMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPMOVZXDQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
Packed_Zero_Extend_DWORD_to_QWORD(TEMP_DEST[1 27:0], SRC[63:0]) 
IF VL >= 256 
Packed_Zero_Extend_DWORD_to_QWORD(TEMP_DEST[255:1 28], SRC[127:64]) 


Fl; 

IF VL >=512 
Packed_Zero_Extend_DWORD_to_QWORD(TEMP_DEST[383:256], SRC[191:128]) 
Packed_Zero_Extend_DWORD_to_QWORD(TEMP_DEST[51 1:384], SRC[255:192]) 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TEMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VPMOVZXBW (VEX.256 encoded version) 
Packed_Zero_Extend_BYTE_to_WORD(DEST[127:0], SRC[63:0]) 
Packed_Zero_Extend_BYTE_to_WORD(DEST[255:1 28], SRC[127:64]) 
DEST[MAXVL-1:256] := 0 


VPMOVZXBD (VEX.256 encoded version) 
Packed_Zero_Extend_BYTE_to_DWORD(DEST[1 27:0], SRC[31:0]) 
Packed_Zero_Extend_BYTE_to_DWORD(DEST[255:1 28], SRC[63:32]) 
DEST[MAXVL-1:256] := 0 


VPMOVZXBQ (VEX.256 encoded version) 
Packed_Zero_Extend_BYTE_to_QWORD(DEST[1 27:0], SRC[15:0]) 
Packed_Zero_Extend_BYTE_to_QWORD(DEST[255:1 28], SRC[31:16]) 
DEST[MAXVL-1:256] := 0 


VPMOVZXWD (VEX.256 encoded version) 
Packed_Zero_Extend_WORD_to_DWORD(DEST[1 27:0], SRC[63:0]) 
Packed_Zero_Extend_WORD_to_DWORD(DEST[255:1 28], SRC[127:64]) 
DEST[MAXVL-1:256] := 0 


VPMOVZXWQ (VEX.256 encoded version) 
Packed_Zero_Extend_WORD_to_QWORD(DEST[1 27:0], SRC[31:0]) 
Packed_Zero_Extend_WORD_to_QWORD(DEST[255:128], SRC[63:32]) 
DEST[MAXVL-1:256] := 0 


VPMOVZXDQ (VEX.256 encoded version) 
Packed_Zero_Extend_DWORD_to_QWORD(DEST[1 27:0], SRC[63:0]) 
Packed_Zero_Extend_DWORD_to_QWORD(DEST[255:1 28], SRC[127:64]) 
DEST[MAXVL-1:256] := 0 


VPMOVZXBW (VEX.128 encoded version) 
Packed_Zero_Extend_BYTE_to_WORD() 
DEST[MAXVL-1:128] := 0 


VPMOVZXBD (VEX.128 encoded version) 
Packed_Zero_Extend_BYTE_to_DWORD() 
DEST[MAXVL-1:128] := 0 


VPMOVZXBQ (VEX.128 encoded version) 
Packed_Zero_Extend_BYTE_to_QWORD() 
DEST[MAXVL-1:128] := 0 


VPMOVZXWD (VEX.128 encoded version) 
Packed_Zero_Extend_WORD_to_DWORD() 
DEST[MAXVL-1:128] := 0 


VPMOVZXWQ (VEX.128 encoded version) 
Packed_Zero_Extend_WORD_to_QWORD() 
DEST[MAXVL-1:128] := 0 


VPMOVZXDQ (VEX.128 encoded version) 
Packed_Zero_Extend_DWORD_to_QWORD() 
DEST[MAXVL-1:1 28] := 0 


PMOVZX—Packed Move with Zero Extend 


INSTRUCTION SET REFERENCE, M-U 


Vol.2B 4-369 


INSTRUCTION SET REFERENCE, M-U 


PMOVZXBW 


Packed_Zero_Extend_BYTE_to_WORD() 


DEST[MAXVL-1:128] (Unmodified) 


PMOVZXBD 


Packed_Zero_Extend_BYTE_to_DWORD() 
DEST[MAXVL-1:128] (Unmodified) 


PMOVZXBQ 


Packed_Zero_Extend_BYTE_to_QWORD() 


DEST[MAXVL-1:128] (Unmodified) 


PMOVZXWD 


Packed_Zero_Extend_WORD_to_DWORD() 


DEST[MAXVL-1:128] (Unmodified) 


PMOVZXWQ 


Packed_Zero_Extend_WORD_to_QWORD() 


DEST[MAXVL-1:128] (Unmodified) 


PMOVZXDQ 


Packed_Zero_Extend_DWORD_to_QWORD() 


DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VPMOVZXBW __m512i_mm512_cvtepu8_epi16(__m256i a); 

VPMOVZXBW __m512i_mm512_mask_cvtepu8_epi16(__m512i a,__ mmask32 k, __m256i b); 
VPMOVZXBW __m512i_mm512_maskz_cvtepu8_epi16(__mmask32 k, __m256i b); 
VPMOVZXBD __m512i_mm512_cvtepu8_epi32(__m128i a); 

VPMOVZXBD __m512i_mm512_mask_cvtepu8_epi32(__m512i a,__ mmask16 k,___m128i b); 
VPMOVZXBD __m512i__mm512_maskz_cvtepu8_epi32(__mmask16 k, __m128i b); 
VPMOVZXBQ __m512i__mm512_cvtepu8_epi64(__m128i a); 

VPMOVZXBQ __m512i __mm512_mask_cvtepu8_epi64(__m512i a,___mmask8 k, __m128i b); 
VPMOVZXBQ __m512i __mm512_maskz_cvtepu8_epi64(__mmask8 k, __m128i a); 
VPMOVZXDQ ___m512i_mm512_cvtepu32_epi64(__m256i a); 

VPMOVZXDQ __m512i_mm512_mask_cvtepu32_epi64(__m512i a,__mmask8 k, __m256i b); 
VPMOVZXDQ __m512i__mm512_maskz_cvtepu32_epi64(__mmask8 k, __m256i a); 
VPMOVZXWD __m512i_mm512_cvtepu16_epi32(__m128i a); 

VPMOVZXWD __m512i_mm512_mask_cvtepu16_epi32(__m512i a,__ mmask16 k,___m128i b); 
VPMOVZXWD __m512i_mm512_maskz_cvtepu16_epi32(__mmask16 k, __m128i a); 
VPMOVZXWQ __m512i__mm512_cvtepu16_epi64(__m256i a); 

VPMOVZXWQ __m512i__mm512_mask_cvtepu16_epi64(__m512i a, ___mmask8 k, __m256i b); 
VPMOVZXWQ __m512i__mm512_maskz_cvtepu16_epi64(__mmask8 k, __m256i a); 
VPMOVZXBW __m256i __mm256_cvtepu8_epi16(__m256i a); 

VPMOVZXBW __m256i _mm256_mask_cvtepu8_epi16(__m256i a,__ mmask16 k, __m128i b); 
VPMOVZXBW __m256i __mm256_maskz_cvtepu8_epi16(__mmask16 k, __m128i b); 
VPMOVZXBD __m256i__mm256_cvtepu8_epi32(__m128i a); 

VPMOVZXBD __m256i __mm256_mask_cvtepu8_epi32(__m256i a,__ mmask8 k, __m128i b); 
VPMOVZXBD __m256i__mm256_maskz_cvtepu8_epi32(__mmask8 k, __m128i b); 
VPMOVZXBQ __m256i __mm256_cvtepu8_epi64(__m128i a); 

VPMOVZXBQ __m256i __mm256_mask_cvtepu8_epi64(__m256i a, ___mmask8 k, __m128i b); 
VPMOVZXBQ __m256i __mm256_maskz_cvtepu8_epi64(__mmask8 k, __m128i a); 
VPMOVZXDQ __m256i__mm256_cvtepu32_epi64(__m128i a); 

VPMOVZXDQ __m256i __mm256_mask_cvtepu32_epi64(__m256i a, ___mmask8 k, __m128i b); 
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VPMOVZXDQ __m256i__mm256_maskz_cvtepu32_epi64(__ mmask8 k, 
VPMOVZXWD __m256i__mm256_cvtepu16_epi32(__m128i a); 
VPMOVZXWD __m256i __mm256_mask_cvtepu16_epi32(__m256i a,__ mmask16 k, __m128i b); 
VPMOVZXWD __m256i __mm256_maskz_cvtepu16_epi32(__mmask16 k,__m128i a); 
VPMOVZXWQ __m256i __mm256_cvtepu16_epi64(__m128i a); 

VPMOVZXWQ __m256i __mm256_mask_cvtepu16_epi64(__m256i a, ___mmask8 k, __m128i b); 
VPMOVZXWQ __m256i __mm256_maskz_cvtepu16_epi64(__mmask8 k, __m128i a); 
VPMOVZXBW __m128i _mm_mask_cvtepu8_epi16(__m128i a,__ mmask8 k, __m128i b); 
VPMOVZXBW __m128i _mm_maskz_cvtepu8_epi16(__mmask8 k, __m128i b); 

VPMOVZXBD __m128i __mm_mask_cvtepu8_epi32(__m128i a,__ mmask8 k, __m128i b); 
VPMOVZXBD __m128i __mm_maskz_cvtepu8_epi32(__mmask8 k, __m128i b); 

VPMOVZXBQ __m128i _mm_mask_cvtepu8_epi64(__m128i a, __ mmask8 k, __m128i b); 
VPMOVZXBQ __m128i _mm_maskz_cvtepu8_epi64(__mmask8 k, __m128i a); 

VPMOVZXDQ __m128i _mm_mask_cvtepu32_epi64(__m128i a, __ mmask8 k, __m128i b); 
VPMOVZXDQ __m128i _mm_maskz_cvtepu32_epi64(__mmask8 k, __m128i a); 
VPMOVZXWD __m128i __mm_mask_cvtepu16_epi32(__m128i a,__ mmask16 k,___m128i b); 
VPMOVZXWD __m128i__mm_maskz_cvtepu16_epi32(__mmask8 k, __m128i a); 
VPMOVZXWQ __m128i __mm_mask_cvtepu16_epi64(__m128i a, __mmask8 k, __m128i b); 
VPMOVZXWQ __m128i __mm_maskz_cvtepu16_epi64(__mmask8 k, __m128i a); 

PMOVZXBW __m128i__mm_cvtepu8_epi16 (__m128i a); 

PMOVZXBD __m128i__mm_cvtepu8_epi32 (__m128i a); 

PMOVZXBQ __m128i__mm_ cvtepu8_epi64 (__m128i a); 

PMOVZXWD __m128i_mm_cvtepu16_epi32 (__m128i a); 

PMOVZXWQ __m128i __mm_cvtepu16_epi64 (__m128i a); 

PMOVZXDQ __m128i__mm_cvtepu32_epi64 (__m128i a); 


m128i a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-22, “Type 5 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-51, “Type E5 Class Exception Conditions”. 
Additionally: 

#UD If VEX.vvvv != 1111B, or EVEX.vvvv != 1111B. 
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PMULDQ—Multiply Packed Doubleword Integers 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
66 OF 38 28 /r A VIV SSE4_1 Multiply packed signed doubleword integers in xmm1 by 
PMULDQ xmm1, xmm2/m128 packed signed doubleword integers in xmm2/m1 28, and 
store the quadword results in xmm1. 
VEX.128.66.0F38.WIG 28 /r B VIV AVX Multiply packed signed doubleword integers in xmm2 by 
VPMULDQ xmm1, xmm2, packed signed doubleword integers in xmm3/m1 28, and 
xmm3/m128 store the quadword results in xmm1. 
VEX.256.66.0F38.WIG 28 /r B VIV AVX2 Multiply packed signed doubleword integers in ymm2 by 
VPMULDQ ymm1, ymm2, packed signed doubleword integers in ymm3/m256, and 
ymm3/m256 store the quadword results in ymm1. 
EVEX.128.66.0F38.W1 28 /r C VIV AVX512VL | Multiply packed signed doubleword integers in xmm2 by 
VPMULDQ xmm1 {k1}{z}, xmm2, AVX512F packed signed doubleword integers in 
xmm3/m1 28/m64bcst xmm3/m128/m64bcst, and store the quadword results in 
xmm_1 using writemask k1. 
EVEX.256.66.0F38.W1 28 /r C VIV AVX512VL | Multiply packed signed doubleword integers in ymm2 by 
VPMULDQ ymm1 {k1}{z}, ymm2, AVX512F packed signed doubleword integers in 
ymm3/m256/m64bcst ymm3/m256/m64bcst, and store the quadword results in 
ymm1 using writemask k1. 
EVEX.512.66.0F38.W1 28 /r C VIV AVX512F Multiply packed signed doubleword integers in zmm2 by 
VPMULDQ zmm1 {k1}{z}, zmm2, packed signed doubleword integers in 
zmm3/m512/m64bcst zmm3/m512/m64bcst, and store the quadword results in 
zmm1 using writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Cc Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Multiplies packed signed doubleword integers in the even-numbered (zero-based reference) elements of the first 
source operand with the packed signed doubleword integers in the corresponding elements of the second source 
operand and stores packed signed quadword results in the destination operand. 


128-bit Legacy SSE version: The input signed doubleword integers are taken from the even-numbered elements of 
the source operands, i.e. the first (low) and third doubleword element. For 128-bit memory operands, 128 bits are 
fetched from memory, but only the first and third doublewords are used in the computation. The first source 
operand and the destination XMM operand is the same. The second source operand can be an XMM register or 128- 
bit memory location. Bits (MAXVL-1:128) of the corresponding destination register remain unchanged. 


VEX.128 encoded version: The input signed doubleword integers are taken from the even-numbered elements of 
the source operands, i.e., the first (low) and third doubleword element. For 128-bit memory operands, 128 bits are 
fetched from memory, but only the first and third doublewords are used in the computation.The first source 
operand and the destination operand are XMM registers. The second source operand can be an XMM register or 
128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination register are zeroed. 


VEX.256 encoded version: The input signed doubleword integers are taken from the even-numbered elements of 

the source operands, i.e. the first, 3rd, Sth, 7th doubleword element. For 256-bit memory operands, 256 bits are 

fetched from memory, but only the four even-numbered doublewords are used in the computation. The first source 
operand and the destination operand are YMM registers. The second source operand can be a YMM register or 256- 
bit memory location. Bits (MAXVL-1:256) of the corresponding destination ZMM register are zeroed. 
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EVEX encoded version: The input signed doubleword integers are taken from the even-numbered elements of the 
source operands. The first source operand is a ZMM/YMM/XMM registers. The second source operand can be an 
ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 64- 
bit memory location. The destination is a ZMM/YMM/XMM register, and updated according to the writemask at 64- 
bit granularity. 


Operation 


VPMULDQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN DEST[i+63:i] := SignExtend64( SRC1[i+31:i]) * SignExtend64( SRC2[31:0]) 
ELSE DEST[i+63:i] := SignExtend64( SRC1[i+31:i]) * SignExtend64( SRC2[i+31:i]) 


Fl; 
ELSE 

IF *merging-masking* ;merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPMULDQ (VEX.256 encoded version) 

DEST[63:0] := SignExtend64( SRC1[31:0]) * SignExtend64( SRC2[31:0]) 
DEST[127:64] := SignExtend64( SRC1[95:64]) * SignExtend64( SRC2[95:64]) 
DEST[191:128] := SignExtend64( SRC1[159:128]) * SignExtend64( SRC2[159:128}) 
DEST[255:192] := SignExtend64( SRC1[223:192]) * SignExtend64( SRC2[223:192]) 
DEST[MAXVL-1:256] := 0 


VPMULDQ (VEX.128 encoded version) 

DEST[63:0] := SignExtend64( SRC1[31:0]) * SignExtend64( SRC2[31:0]) 
DEST[127:64] := SignExtend64( SRC1[95:64]) * SignExtend64( SRC2[95:64]) 
DEST[MAXVL-1:128] := 0 


PMULDQ (128-bit Legacy SSE version) 

DEST[63:0] := SignExtend64( DEST[31:0]) * SignExtend64( SRC[31:0]) 
DEST[127:64] := SignExtend64( DEST[95:64]) * SignExtend64( SRC[95:64]) 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VPMULDQ __m512i__mm512_mul_epi32(__m512i a, __m512i b); 


VPMULDQ __m512i__mm512_mask_mul_epi32(__m512i s, __mmask8 k,___m512i a, __m512i b); 
VPMULDQ __m512i__mm512_maskz_mul_epi32(__mmask8 k,___m512i a, ___m512i b); 
VPMULDQ __m256i _mm256_mask_mul_epi32(__m256i s,___mmask8 k, __m256i a, __m256i b); 


VPMULDQ __m256i _mm256_mask_mul_epi32(__mmask8 k, __m256i a, __m256i b); 
VPMULDQ __m128i _mm_mask_mul_epi32(__m128i s,___mmask8 k,___m128i a, __m128i b); 
VPMULDQ __m128i _mm_mask_mul_epi32(__mmask8 k, __m128i a, ___m128i b); 
(V)PMULDQ __m128i __mm_mul_epi32(__m128i a, __m128i b); 

VPMULDQ __m256i _mm256_mul_epi32(__m256i a, __m256i b); 
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SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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PMULHRSW — Packed Multiply High with Round and Scale 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF 38 OB /r’ A VIV SSSE3 Multiply 16-bit signed words, scale and round 

PMULHRSW mm1, mm2/m64 signed doublewords, pack high 16 bits to 
mm1,. 

66 OF 38 OB /r A VIV SSSE3 Multiply 16-bit signed words, scale and round 

PMULHRSW xmm1, xmm2/m128 signed doublewords, pack high 16 bits to 
xmm1. 

VEX.128.66.0F38.WIG OB /r B VIV AVX Multiply 16-bit signed words, scale and round 

VPMULHRSW xmm1, xmm2, xmm3/m128 signed doublewords, pack high 16 bits to 
xmm1. 

VEX.256.66.0F38.WIG OB /r B VIV AVX2 Multiply 16-bit signed words, scale and round 

VPMULHRSW ymm1, ymm2, ymm3/m256 signed doublewords, pack high 16 bits to 
ymm1. 

EVEX.128.66.0F38.WIG OB /r C VIV AVX512VL | Multiply 16-bit signed words, scale and round 

VPMULHRSW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | signed doublewords, pack high 16 bits to 
xmm1 under writemask k1. 

EVEX.256.66.0F38.WIG OB /r C VIV AVX512VL_ | Multiply 16-bit signed words, scale and round 

VPMULHRSW ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | signed doublewords, pack high 16 bits to 
ymm1 under writemask k1. 

EVEX.512.66.0F38.WIG OB /r C VIV AVX512BW | Multiply 16-bit signed words, scale and round 

VPMULHRSW zmm1 {k1}{z}, zmm2, zmm3/m512 signed doublewords, pack high 16 bits to 
zmm1 under writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


PMULHRSW multiplies vertically each signed 16-bit integer from the destination operand (first operand) with the 
corresponding signed 16-bit integer of the source operand (second operand), producing intermediate, signed 32- 
bit integers. Each intermediate 32-bit integer is truncated to the 18 most significant bits. Rounding is always 
performed by adding 1 to the least significant bit of the 18-bit intermediate result. The final result is obtained by 
selecting the 16 bits immediately to the right of the most significant bit of each 18-bit intermediate result and 
packed to the destination operand. 


When the source operand is a 128-bit memory operand, the operand must be aligned on a 16-byte boundary ora 
general-protection exception (#GP) will be generated. 


In 64-bit mode and not encoded with VEX/EVEX, use the REX prefix to access XMM8-XMM15 registers. 


Legacy SSE version 64-bit operand: Both operands can be MMX registers. The second source operand is an MMX 
register or a 64-bit memory location. 
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128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM destina- 
tion register remain unchanged. 

VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the destination YMM register are 
zeroed. 


VEX.256 encoded version: The second source operand can be an YMM register or a 256-bit memory location. The 
first source and destination operands are YMM registers. 

EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination operand is a ZMM/YMM/XMM 
register conditionally updated with writemask k1. 


Operation 


PMULHRSW (with 64-bit operands) 
temp0[31:0] = INT32 ((DEST[15:0] * SRC[15:0]) >>14) + 1; 
temp1[31:0] = INT32 ((DEST[31:16] * SRC[31:16]) >>14) + 1; 
temp2[31:0] = INT32 ((DEST[47:32] * SRC[47:32]) >> 14) + 1; 
temp3[31:0] = INT32 ((DEST[63:48] * SRc[63:48]) >> 14) + 1; 
DEST[15:0] = tempO[16:1]; 
DEST[31:16] = temp1[16:1]; 
DEST[47:32] = temp2[16:1]; 
DEST[63:48] = temp3[16:1]; 


PMULHRSW (with 128-bit operand) 
temp0[31:0] = INT32 ((DEST[15:0] * SRC[15:0]) >>14) + 1; 
temp1[31:0] = INT32 ((DEST[31:16] * SRC[31:16]) >>14) + 1 
temp2[31:0] = INT32 ((DEST[47:32] * SRC[47:32]) >>14) + 1 
temp3[31:0] = INT32 ((DEST[63:48] * SRC[63:48]) >>14) + 1; 
temp4[31:0] = INT32 ((DEST[79:64] * SRC[79:64]) >>14) + 1 
temp5[31:0] = INT32 ((DEST[95:80] * SRC[95:80]) >>14) + 1; 
temp6[31:0] = INT32 ((DEST[1 11:96] * SRC[111:96]) >>14) + 1; 
temp7[31:0] = INT32 ((DEST[127:112] * SRC[127:112) >>14) + 1; 
DEST[15:0] = tempO[16:1]; 
DEST[31:16] = temp1[16:1]; 
DEST[47:32] = temp2[16:1]; 
DEST[63:48] = temp3[16:1]; 
DEST[79:64] = temp4[1 6:1]; 
DEST[95:80] = temp5[16:1]; 
DEST[1 11:96] = temp6[16:1]; 
DEST[127:112] = temp7[16:1]; 


VPMULHRSW (VEX.128 encoded version) 
tempO[31:0] := INT32 ((SRC1[15:0] * SRC2[15:0]) >>14) + 1 


temp5[31:0] := INT32 ((SRC1[95:80] * SRC2[95:80]) >>14) + 1 
temp6[31:0] := INT32 ((SRC1[1 11:96] * SRC2[111:96]) >>14) + 1 
temp7[31:0] := INT32 ((SRC1[127:112] * SRC2[127:112) >>14) + 1 
DEST[15:0] := tempO[16:1] 

DEST[31:16] := temp1[16:1] 

DEST[47:32] := temp2[16:1] 


temp1[31:0] := INT32 ((SRC1[31:16] * SRC2[31:16]) >>14) +1 
temp2[31:0] := INT32 ((SRC1[47:32] * SRC2[47:32]) >>14) +1 
temp3[31:0] := INT32 ((SRC1[63:48] * SRC2[63:48]) >>14) + 1 
temp4[31:0] := INT32 ((SRC1[79:64] * SRC2[79:64]) >>14) + 1 
( 
( 
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DEST[63:48] := temp3[16:1] 
DEST[79:64] := temp4[16:1] 
DEST[95:80] := temp5[16:1] 
DEST[111:96] := temp6[16:1] 
DEST[127:112] := temp7[16:1] 
DEST[MAXVL-1:128] := 0 


VPMULHRSW (VEX.256 encoded version) 
temp0[31:0] := INT32 ((SRC1[15:0] * SRC2[15:0]) >>14) + 1 
temp1[31:0] := INT32 ((SRC1[31:16] * SRC2[31:16]) >>14 
temp2[31:0] := INT32 ((SRC1[47:32] * SRC2[47:32]) >>14 
temp3[31:0] := INT32 ((SRC1[63:48] * SRC2[63:48]) >>14 
temp4[31:0] := INT32 ((SRC1[79:64] * SRC2[79:64]) >>14) +1 
temp5[31:0] := INT32 ((SRC1[95:80] * SRC2[95:80]) >>14) + 1 

( 

( 

( 

( 


+] 
+4 
+] 


Sea SPS aS 


temp6[31:0] := INT32 ((SRC1[111:96] * SRC2[111:96]) >>14) +1 
temp7[31:0] := INT32 ((SRC1[127:112] * SRC2[127:112) >>14) +1 
temp8[31:0] := INT32 ((SRC1[143:128] * SRC2[143:128]) >>14) + 1 
temp9[31:0] := INT32 ((SRC1[159:144] * SRC2[159:144]) >>14) +1 
temp10[31:0] := INT32 ((SRC1[75:160] * SRC2[175:160]) >>14) +1 
temp11[31:0] := INT32 ((SRC1[191:176] * SRC2[191:176]) >>14) +1 
temp12[31:0] := INT32 ((SRC1[207:192] * SRC2[207:192]) >>14) +1 
temp13[31:0] := INT32 ((SRC1[223:208] * SRC2[223:208]) >>14) +1 
(( ) )+1 
(( 


EEE ae 


temp14[31:0] := INT32 ((SRC1[239:224] * SRC2[239:224]) >>14 
temp15[31:0] := INT32 ((SRC1[255:240] * SRC2[255:240) >>14) +1 


DEST[15:0] := tempO[16:1] 
DEST[31:16] := temp1[16:1] 
DEST[47:32] := temp2[16:1] 
DEST[63:48] := temp3[16:1] 
DEST[79:64] := temp4[16:1] 
DEST[95:80] := temp5[16:1] 
DEST[1 11:96] := temp6[16:1] 
DEST[127:112] := temp7[16:1] 
DEST[143:128] := temp8[16:1] 
DEST[159:144] := temp9[16:1] 
DEST[175:160] := temp10[16:1] 
DEST[191:1 76] := temp11[16:1] 
DEST[207:192] := temp12[16:1] 
DEST[223:208] := temp13[16:1] 
DEST[239:224] := temp14[16:1] 
DEST[255:240] := temp15[16:1] 
DEST[MAXVL-1:256] := 0 


VPMULHRSW (EVEX encoded version) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN 
temp[31:0] := ((SRC1[i+15:i] * SRC2[i+15:i]) >>14) + 1 
DEST[i+1 5:i] = tmp[16:1] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
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ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 
VPMULHRSW __m512i_mm512_mulhrs_epi16(__m512i a,__m512ib); 

VPMULHRSW __m512i_mm512_mask_mulhrs_epi16(__m512i s,__ mmask32 k,___m512i a,__m512ib); 
VPMULHRSW __m512i_mm512_maskz_mulhrs_epi16(__mmask32 k,___m512i a,__m512i b); 
VPMULHRSW __m256i__mm256_mask_mulhrs_epi16(__m256i s,__ mmask16 k,__ m256i a,___m256i b); 
VPMULHRSW __m256i __mm256_maskz_mulhrs_epi16(__mmask16 k, __m256i a,__m256i b); 
VPMULHRSW __m128i__mm_mask_mulhrs_epi16(__m128i s,___ mmask8 k, __m128i a, ___m128i b); 
VPMULHRSW __m128i__mm_maskz_mulhrs_epi16(__mmask8 k,___m128i a, ___m128i b); 

PMULHRSW: __m64 _mm_mulhrs_pi16 (__m64 a,__m64 b) 

(V)PMULHRSW: __m128i__mm_mulhrs_epi16 (__m128i a, 
VPMULHRSW:__m256i __mm256_mulhrs_epi16 (__m256i a, 


m128i b) 
m256i b) 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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PMULHUW—Multiply Packed Unsigned Integers and Store High Result 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF €4 /r' A VIV SSE Multiply the packed unsigned word integers in 

PMULHUW mm1, mm2/m64 mm1 register and mm2/m64, and store the 
high 16 bits of the results in mm7. 

66 OF E4/r A VIV SSE2 Multiply the packed unsigned word integers in 

PMULHUW xmm1, xmm2/m128 xmm1 and xmm2/m128, and store the high 
16 bits of the results in xmm7. 

VEX.128.66.0F.WIG E4 /r B VV AVX Multiply the packed unsigned word integers in 

VPMULHUW xmm1, xmm2, xmm3/m128 xmm2 and xmm3/m128, and store the high 
16 bits of the results in xmm7. 

VEX.256.66.0F.WIG E4 /r B VV AVX2 Multiply the packed unsigned word integers in 

VPMULHUW ymm1, ymm2, ymm3/m256 ymmeé and ymm3/m256, and store the high 
16 bits of the results in ymm7. 

EVEX.128.66.0F.WIG E4 /r C VV AVX512VL | Multiply the packed unsigned word integers in 

VPMULHUW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm2 and xmm3/m1 28, and store the high 
16 bits of the results in xmm1 under 
writemask k1. 

EVEX.256.66.0F.WIG E4 /r C VIV AVX512VL | Multiply the packed unsigned word integers in 

VPMULHUW ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm2 and ymm3/m256, and store the high 
16 bits of the results in ymm1 under 
writemask k1. 

EVEX.512.66.0F.WIG E4 /r C VV AVX512BW | Multiply the packed unsigned word integers in 

VPMULHUW zmm1 {k1}{z}, zmm2, zmm3/m512 zmme2 and zmm3/m51 2, and store the high 16 
bits of the results in zmm1 under writemask 
k1, 

NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD unsigned multiply of the packed unsigned word integers in the destination operand (first operand) 
and the source operand (second operand), and stores the high 16 bits of each 32-bit intermediate results in the 
destination operand. (Figure 4-12 shows this operation when using 64-bit operands.) 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE version 64-bit operand: The source operand can be an MMX technology register or a 64-bit memory 
location. The destination operand is an MMX technology register. 


128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM destina- 
tion register remain unchanged. 


PMULHUW—Multiply Packed Unsigned Integers and Store High Result Vol.2B 4-379 


INSTRUCTION SET REFERENCE, M-U 


VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the destination YMM register are 
zeroed. VEX.L must be 0, otherwise the instruction will #UD. 


VEX.256 encoded version: The second source operand can be an YMM register or a 256-bit memory location. The 
first source and destination operands are YMM registers. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination operand is a ZMM/YMM/XMM 
register conditionally updated with writemask k1. 


SRC x3 x2 x1 x0 
DEST Y3 Y2 Y1 YO 

TEMP | Z3=X3* Y3 Z2 =X2«Y2 Z1=X1#Y1 Z0 = XO * YO 
DEST 23[31:16] | Z2[31:16] | 21[31:16]] Z0[31:16] 


Figure 4-12. PMULHUW and PMULHW Instruction Operation Using 64-bit Operands 


Operation 


PMULHUW (with 64-bit operands) 
TEMPO[31:0] := DEST[15:0] * SRC[15:0]; (* Unsigned multiplication *) 
TEMP1[31:0] := DEST[31:16] * SRC[31:16]; 
TEMP2[31:0] := DEST[47:32] * SRC[47:32]; 
TEMP3[31:0] := DEST[63:48] * SRC[63:48]; 
DEST[15:0] := TEMPO[31:16]; 
DEST[31:16] := TEMP1[31:16]; 
DEST[47:32] := TEMP2[31:16]; 
DEST[63:48] := TEMP3[31:16]; 


PMULHUW (with 128-bit operands) 
TEMPO[31:0] := DEST[15:0] * SRC[15:0]; (* Unsigned multiplication *) 
TEMP1[31:0] := DEST[31:16] * SRC[31:16]; 
TEMP2[31:0] := DEST[47:32] * SRC[47:32]; 
TEMP3[31:0] := DEST[63:48] * SRC[63:48]; 
TEMP4[31:0] := DEST[79:64] * SRC[79:64]; 
TEMP5[31:0] := DEST[95:80] * SRC[95:80]; 
TEMP6[31:0] := DEST[11 1:96] * SRC[1 11:96]; 
TEMP7[31:0] := DEST[127:112] * SRC[127:112]; 
DEST[15:0] := TEMPO[31:16]; 
DEST[31:16] := TEMP1[31:16]; 
DEST[47:32] := TEMP2[31:16]; 
DEST[63:48] := TEMP3[31:16]; 
DEST[79:64] := TEMP4[31:16]; 
DEST[95:80] := TEMP5[31:16]; 
DEST[1 11:96] := TEMP6[31:16]; 
DEST[127:112] := TEMP7[31:16]; 
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VPMULHUW (VEX.128 encoded version) 
TEMPO[31:0] := SRC1[15:0] * SRC2[15:0) 
TEMP 1[31:0] := SRC1[31:16] * SRC2[31:16] 
TEMP2[31:0] := SRC1[47:32] * SRC2[47:32] 
TEMP3[31:0] := SRC1[63:48] * SRC2[63:48] 
TEMP4[3 1:0] := SRC1[79:64] * SRC2[79:64] 
TEMP5[3 1:0] := SRC1[95:80] * SRC2[95:80] 
TEMP6[31:0] := SRC1[111:96] * SRC2[1 11:96] 
TEMP7[31:0] := SRC1[127:112] * SRC2[127:112] 
DEST[15:0] := TEMPO[31:16] 

DEST[31:16] := TEMP1[31:16] 

DEST[47:32] := TEMP2[31:16] 

DEST[63:48] := TEMP3[31:16] 

DEST[79:64] := TEMP4[31:16] 

DEST[95:80] := TEMP5[31:16] 

DEST[11 1:96] := TEMP6[31:16] 
DEST[127:112] := TEMP7[31:16] 
DEST[MAXVL-1:128] := 0 


PMULHUW (VEX.256 encoded version) 
TEMPO[31:0] := SRC1[15:0] * SRC2[15:0] 

TEMP 1[31:0] := SRC1[31:16] * SRC2[31:16] 
TEMP2[31:0] := SRC1[47:32] * SRC2[47:32] 
TEMP3[3 1:0] := SRC1[63:48] * SRC2[63:48] 
TEMP4[3 1:0] := SRC1[79:64] * SRC2[79:64] 
TEMP5[3 1:0] := SRC1[95:80] * SRC2[95:80] 
TEMP6[31:0] := SRC1[111:96] * SRC2[1 11:96] 
TEMP7[31:0] := SRC1[127:112] * SRC2[127:112] 
TEMP8[31:0] := SRC1[143:128] * SRC2[143:128] 
TEMP9[3 1:0] := SRC1[159:144] * SRC2[159:144] 
TEMP 10[31:0] := SRC1[175:160] * SRC2[175:160] 
TEMP1 1[31:0] := SRC1[191:176] * SRC2[191:176] 
TEMP 1 2[31:0] := SRC1[207:192] * SRC2[207:192] 
TEMP 1 3[31:0] := SRC1[223:208] * SRC2[223:208] 
TEMP 14[31:0] := SRC1[239:224] * SRC2[239:224] 
TEMP 15[31:0] := SRC1[255:240] * SRC2[255:240] 
DEST[15:0] := TEMPO[31:16] 

DEST[31:16] := TEMP1[31:16] 

DEST[47:32] := TEMP2[31:16] 

DEST[63:48] := TEMP3[31:16] 

DEST[79:64] := TEMP4[31:16] 

DEST[95:80] := TEMP5[31:16] 

DEST[11 1:96] := TEMP6[31:16] 

DEST[127:112] := TEMP7[31:16] 

DEST[143:128] := TEMP8[31:16] 

DEST[159:144] := TEMP9[31:16] 

DEST[175:160] := TEMP10[31:16] 

DEST[191:1 76] := TEMP11[31:16] 

DEST[207:192] := TEMP12[31:16] 

DEST[223:208] := TEMP13[31:16] 

DEST[239:224] := TEMP14[31:16] 

DEST[255:240] := TEMP15[31:16] 
DEST[MAXVL-1:256] := 0 
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PMULHUW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j :=0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN 
temp[31:0] := SRC1[i+15:i] * SRC2[i+15:i] 
DEST[i+1 5:i] = tmp[31:16] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+1 5:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPMULHUW __m512i_mm512_mulhi_epu16(__m512i a,__m512i b); 


VPMULHUW __m512i_mm512_mask_mulhi_epu16(__m512is,__ mmask32 k,__m512i a,__m512ib); 
VPMULHUW __m512i_mm512_maskz_mulhi_epu16(__mmask32 k,__m512ia,__m512i b); 
VPMULHUW __m256i_mm256_mask_mulhi_epu16(__m256i s,__ mmask16 k,__ m256i a, __m256i b); 


VPMULHUW __m256i __mm256_maskz_mulhi_epu16(__mmask16 k,___ m256i a, ___ m256i b); 
VPMULHUW __m128i__mm_mask_mulhi_epu16(__m128is,__ mmask8 k,__m128i a,__m128i b); 
VPMULHUW __m128i__mm_maskz_mulhi_epu16(__mmask8 k, __m128i a,__m128i b); 
PMULHUW:__m64 _mm_mulhi_pu16(__m64 a, ___m64 b) 

(V)PMULHUW:__m128i __mm_mulhi_epu16 (__m128i a, ___m128i b) 
VPMULHUW:__m256i__mm256_mulhi_epu16 (__m256i a, __m256i b) 


Flags Affected 
None. 


Numeric Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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PMULHW—Multiply Packed Signed Integers and Store High Result 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF €5 /r' A VIV MMX Multiply the packed signed word integers in mm17 

PMULHW mm, mm/m64 register and mm2/m64, and store the high 16 
bits of the results in mm7. 

66 OF E5 /r A VIV SSE2 Multiply the packed signed word integers in 

PMULHW xmm1, xmm2/m128 xmm1 and xmm2/m128, and store the high 16 
bits of the results in xmm17. 

VEX.128.66.0F.WIG E5 /r B VIV AVX Multiply the packed signed word integers in 

VPMULHW xmm1, xmm2, xmm3/m128 xmm2 and xmm3/m128, and store the high 16 
bits of the results in xmm1. 

VEX.256.66.0F.WIG E5 /r B VIV AVX2 Multiply the packed signed word integers in 

VPMULHW ymm1, ymm2, ymm3/m256 ymme and ymm3/m256, and store the high 16 
bits of the results in ymm7. 

EVEX.128.66.0F.WIG E5 /r C VIV AVX512VL_ | Multiply the packed signed word integers in 

VPMULHW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm2 and xmm3/m128, and store the high 16 
bits of the results in xmm1 under writemask k1. 

EVEX.256.66.0F.WIG E5 /r C VIV AVX512VL_ | Multiply the packed signed word integers in 

VPMULHW ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm2 and ymm3/m256, and store the high 16 
bits of the results in ymm1 under writemask k1. 

EVEX.512.66.0F.WIG E5 /r C VIV AVX512BW | Multiply the packed signed word integers in 

VPMULHW zmm1 {k1}{z}, zmm2, zmm3/m512 zmme2 and zmm3/m512, and store the high 16 
bits of the results in zmm1 under writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD signed multiply of the packed signed word integers in the destination operand (first operand) and 
the source operand (second operand), and stores the high 16 bits of each intermediate 32-bit result in the destina- 
tion operand. (Figure 4-12 shows this operation when using 64-bit operands.) 


n 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE version 64-bit operand: The source operand can be an MMX technology register or a 64-bit memory 
location. The destination operand is an MMX technology register. 


128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM destina- 
tion register remain unchanged. 


VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the destination YMM register are 
zeroed. VEX.L must be 0, otherwise the instruction will #UD. 
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VEX.256 encoded version: The second source operand can be an YMM register or a 256-bit memory location. The 


first source and destination operands are YMM registers. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination operand is a ZMM/YMM/XMM 


register conditionally updated with writemask k1. 


Operation 


PMULHW (with 64-bit operands) 
TEMPO[31:0] := DEST[15:0] * SRC[15:0]; (* Signed multiplication *) 
TEMP 1[31:0] := DEST[31:16] * SRC[31:16]; 
TEMP2[31:0] := DEST[47:32] * SRC[47:32]; 
TEMP3[31:0] := DEST[63:48] * SRC[63:48]; 
DEST[15:0] := TEMPO[31:16]; 
DEST[31:16] := TEMP1[31:16]; 
DEST[47:32] := TEMP2[31:16]; 
DEST[63:48] := TEMP3[31:16]; 


PMULHW (with 128-bit operands) 
TEMPO[31:0] := DEST[15:0] * SRC[15:0]; (* Signed multiplication *) 
TEMP1[31:0] := DEST[31:16] * SRC[31:16]; 
TEMP2[31:0] := DEST[47:32] * SRC[47:32]; 
TEMP3[31:0] := DEST[63:48] * SRC[63:48]; 
TEMP4[31:0] := DEST[79:64] * SRC[79:64]; 
TEMP5[31:0] := DEST[95:80] * SRC[95:80]; 
TEMP6[31:0] := DEST[11 1:96] * SRC[1 11:96]; 
TEMP7[31:0] := DEST[127:112] * SRC[127:112]; 
DEST[15:0] := TEMPO[31:16]; 
DEST[31:16] := TEMP1[31:16]; 
DEST[47:32] := TEMP2[31:16]; 
DEST[63:48] := TEMP3[31:16]; 
DEST[79:64] := TEMP4[31:16]; 
DEST[95:80] := TEMP5[31:16]; 
DEST[111:96] := TEMP6[3 1:16]; 
DEST[127:112] := TEMP7[31:16]; 


VPMULHW (VEX.128 encoded version) 
TEMPO[31:0] := SRC1[15:0] * SRC2[15:0] (*Signed Multiplication*) 
TEMP 1[31:0] := SRC1[31:16] * SRC2[31:16] 
TEMP2[31:0] := SRC1[47:32] * SRC2[47:32] 
TEMP3[31:0] := SRC1[63:48] * SRC2[63:48] 
TEMP4[3 1:0] := SRC1[79:64] * SRC2[79:64] 
TEMP5[31:0] := SRC1[95:80] * SRC2[95:80] 
TEMP6[3 1:0] := SRC1[111:96] * SRC2[1 11:96] 
TEMP7[31:0] := SRC1[127:112] * SRC2[127:112] 
DEST[15:0] := TEMPO[31:16] 

DEST[31:16] := TEMP1[31:16] 

DEST[47:32] := TEMP2[31:16] 

DEST[63:48] := TEMP3[31:16] 

DEST[79:64] := TEMP4[31:16] 

DEST[95:80] := TEMP5[31:16] 

DEST[1 11:96] := TEMP6[31:16] 

DEST[127:112] := TEMP7[31:16] 
DEST[MAXVL-1:128] := 0 
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PMULHW (VEX.256 encoded version) 
TEMPO[31:0] := SRC1[15:0] * SRC2[15:0] (*Signed Multiplication*) 
TEMP 1[31:0] := SRC1[31:16] * SRC2[31:16] 
TEMP2[31:0] := SRC1[47:32] * SRC2[47:32] 
TEMP3[31:0] := SRC1[63:48] * SRC2[63:48] 
TEMP4[3 1:0] := SRC1[79:64] * SRC2[79:64] 
TEMP5[3 1:0] := SRC1[95:80] * SRC2[95:80] 
TEMP6[31:0] := SRC1[111:96] * SRC2[1 11:96] 
TEMP7[31:0] := SRC1[127:112] * SRC2[127:112] 
TEMP8[31:0] := SRC1[143:128] * SRC2[143:128] 
TEMP9[3 1:0] := SRC1[159:144] * SRC2[159:144] 
TEMP 10[31:0] := SRC1[175:160] * SRC2[175:160] 
TEMP 1 1[31:0] := SRC1[191:176] * SRC2[191:176] 
TEMP 1 2[31:0] := SRC1[207:192] * SRC2[207:192] 
TEMP 1 3[31:0] := SRC1[223:208] * SRC2[223:208] 
TEMP 14[31:0] := SRC1[239:224] * SRC2[239:224] 
TEMP 15[31:0] := SRC1[255:240] * SRC2[255:240] 
DEST[15:0] := TEMPO[31:16] 

DEST[31:16] := TEMP1[31:16] 

DEST[47:32] := TEMP2[31:16] 

DEST[63:48] := TEMP3[31:16] 

DEST[79:64] := TEMP4[31:16] 

DEST[95:80] := TEMP5[31:16] 

DEST[111:96] := TEMP6[31:16] 

DEST[127:112] := TEMP7[31:16] 

DEST[143:128] := TEMP8[31:16] 

DEST[159:144] := TEMP9[31:16] 

DEST[175:160] := TEMP10[31:16] 

DEST[191:1 76] := TEMP11[31:16] 

DEST[207:192] := TEMP12[31:16] 

DEST[223:208] := TEMP13[31:16] 

DEST[239:224] := TEMP14[31:16] 

DEST[255:240) := TEMP15[31:16] 
DEST[MAXVL-1:256] := 0 


PMULHW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN 
temp[31:0] := SRC1[i+15:i] * SRC2[i+15:i] 
DEST[i+15:i] := tmp[31:16] 


ELSE 

IF *merging-masking* ;merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 

VPMULHW __m512i__mm512_mulhi_epi16(__m512i a, ___m512i b); 

VPMULHW __m512i__mm512_mask_mulhi_epi16(__m512is,___ mmask32 k,__m512i a,__m512i b); 
VPMULHW __m512i__mm512_maskz_mulhi_epi16(__ mmask32 k,__m512i a,__m512ib); 
VPMULHW __m256i _mm256_mask_mulhi_epi16(__m256i s,__ mmask16 k,__ m256i a, __ m256i b); 
VPMULHW __m256i __mm256_maskz_mulhi_epi16(__ mmask16 k,__ m256i a, ___m256i b); 
VPMULHW __m128i __mm_mask_mulhi_epi16(__m128i s,___ mmask8 k,___m128i a,__m128i b); 
VPMULHW __m128i __mm_maskz_mulhi_epi16(__mmask8 k,___m128i a,__m128i b); 
PMULHW:__m64 __mm_mulhi_pi16 (__m64 m1,__ m64 m2) 
(V)PMULHW:__m128i__mm_mulhi_epi16 (__m128i a,__m128ib) 

VPMULHW:__m256i __mm256_mulhi_epi16 (__m256i a, __m256i b) 


Flags Affected 
None. 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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PMULLD/PMULLQ—Multiply Packed Integers and Store Low Result 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 

66 OF 38 40 /r A VIV SSE4_1 Multiply the packed dword signed integers in xmm1 and 
PMULLD xmm1, xmm2/m128 xmm2/m128 and store the low 32 bits of each product in 

xmm1. 
VEX.128.66.0F38.WIG 40 /r B VIN AVX Multiply the packed dword signed integers in xmm2 and 
VPMULLD xmm1, xmm2z, xmm3/m128 and store the low 32 bits of each product in 
xmm3/m128 xmm1. 
VEX.256.66.0F38.WIG 40 /r B VV AVX2 Multiply the packed dword signed integers in ymm2 and 
VPMULLD ymm1, ymm2, ymm3/m256 and store the low 32 bits of each product in 
ymm3/m256 ymm1. 
EVEX.128.66.0F38.W0 40 /r C VV AVX512VL | Multiply the packed dword signed integers in xmm2 and 
VPMULLD xmm1 {k1}{z}, xmm2, AVX512F xmm3/m128/m32bcst and store the low 32 bits of each 
xmm3/m128/m32bcst product in xmm1 under writemask k1. 
EVEX.256.66.0F38.W0 40 /r C VIV AVX512VL | Multiply the packed dword signed integers in ymm2 and 
VPMULLD ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m32bcst and store the low 32 bits of each 
ymm3/m256/m32bcst product in ymm1 under writemask k1. 
EVEX.512.66.0F38.W0 40 /r C VV AVX512F Multiply the packed dword signed integers in zmm2 and 
VPMULLD zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst and store the low 32 bits of each 
zmm3/m512/m32bcst product in zmm1 under writemask k1. 
EVEX.128.66.0F38.W1 40 /r C VV AVX512VL | Multiply the packed qword signed integers in xmm2 and 
VPMULLOQ xmm1 {k1}{z}, xmm2, AVX512DQ | xmm3/m128/m64bcst and store the low 64 bits of each 
xmm3/m128/m64bcst product in xmm1 under writemask k1. 
EVEX.256.66.0F38.W1 40 /r C VIV AVX512VL | Multiply the packed qword signed integers in ymm2 and 
VPMULLQ ymm1 {k1}{z}, ymm2, AVX512DQ | ymm3/m256/m64bcst and store the low 64 bits of each 
ymm3/m256/m64bcst product in ymm1 under writemask k1. 
EVEX.512.66.0F38.W1 40 /r a VIN AVX512DQ | Multiply the packed qword signed integers in zmm2 and 
VPMULLO zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst and store the low 64 bits of each 
zmm3/m512/m64bcst product in zmm1 under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD signed multiply of the packed signed dword/qword integers from each element of the first source 
operand with the corresponding element in the second source operand. The low 32/64 bits of each 64/128-bit 
intermediate results are stored to the destination operand. 

128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding ZMM destina- 
tion register remain unchanged. 

VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding ZMM register 
are zeroed. 


VEX.256 encoded version: The first Source operand is a YMM register; The second source operand is a YMM register 
or 256-bit memory location. Bits (MAXVL-1:256) of the corresponding destination ZMM register are zeroed. 
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EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand is a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
32/64-bit memory location. The destination operand is conditionally updated based on writemask k1. 


Operation 


VPMULLQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b == 1) AND (SRC2 *is memory*) 
THEN Temp[1 27:0] := SRC1[i+63:i] * SRC2[63:0] 
ELSE Temp[1 27:0] := SRC1[i+63:i] * SRC2[i+63:i] 
Fl; 
DEST[i+63:i] = Temp[63:0] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPMULLD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN Temp[63:0] := SRC1[i+31:i] * SRC2[31:0] 
ELSE Temp[63:0] := SRC1[i+31:i] * SRC2[i+31:i] 
Fl; 
DEST[i+31:i] = Temp[31:0] 
ELSE 
IF *merging-masking* ; merging-masking 
*DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VPMULLD (VEX.256 encoded version) 
Temp0[63:0] := SRC1[31:0] * SRC2[31:0] 

Temp1 [63:0] := SRC1[63:32] * SRC2[63:32] 
Temp2[63:0] := SRC1[95:64] * SRC2[95:64] 
Temp3[63:0] := SRC1[127:96] * SRC2[127:96] 
Temp4[63:0] := SRC1[159:128] * SRC2[159:128] 
Temp5[63:0] := SRC1[191:160] * SRC2[191:160] 
Temp6[63:0] := SRC1[223:192] * SRC2[223:192] 
Temp7[63:0] := SRC1[255:224] * SRC2[255:224] 


DEST[31:0] := TempO0[31:0] 
DEST[63:32] = Temp1[31:0] 
DEST[95:64] = Temp2[31:0] 
DEST[127:96] := Temp3[31:0] 
DEST[159:128] = Temp4[31:0] 
DEST[191:160] = Temp5[31:0] 
DEST[223:192] = Temp6[31:0] 
DEST[255:224] := Temp7[31:0] 
DEST[MAXVL-1:256] := 0 


VPMULLD (VEX.128 encoded version) 
TempO[63:0] := SRC1[31:0] * SRC2[31:0] 
Temp1 [63:0] := SRC1[63:32] * SRC2[63:32] 
Temp2[63:0] := SRC1[95:64] * SRC2[95:64] 
Temp3[63:0] := SRC1[127:96] * SRC2[127:96] 
DEST[31:0] := Temp0[31:0] 

DEST[63:32] := Temp1[31:0] 

DEST[95:64] := Temp2[31:0] 

DEST[127:96] := Temp3[31:0] 
DEST[MAXVL-1:128] := 0 


PMULLD (128-bit Legacy SSE version) 
Temp0[63:0] := DEST[31:0] * SRC[31:0] 
Temp1[63:0] := DEST[63:32] * SRC[63:32] 
Temp2[63:0] := DEST[95:64] * SRC[95:64] 
Temp3[63:0] := DEST[127:96] * SRC[127:96] 
DEST[31:0] := TempO[31:0] 

DEST[63:32] := Temp1[31:0] 

DEST[95:64] := Temp2[31:0] 

DEST[127:96] := Temp3[31:0] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


INSTRUCTION SET REFERENCE, M-U 


VPMULLD __m512i_mm512_mullo_epi32(__m512i a,__m512i b); 

VPMULLD __m512i_mm512_mask_mullo_epi32(__m512is,__ mmask16 k,__m512i a, ___m512i b); 
VPMULLD __m512i_mm512_maskz_mullo_epi32(__ mmask16 k,__m512i a,__m512i b); 
VPMULLD __m256i__mm256_mask_mullo_epi32(__m256is,__ mmask8 k,__ m256i a, __ m256i b); 
VPMULLD __m256i__mm256_maskz_mullo_epi32(__mmask8 k,__ m256i a, ___ m256i b); 
VPMULLD __m128i__mm_mask_mullo_epi32(__m128is,__ mmask8 k,___m128i a, __m128i b); 
VPMULLD __m128i__mm_maskz_mullo_epi32(__mmask8 k, __m128i a,__m128i b); 

VPMULLD __m256i__mm256_mullo_epi32(__m256i a, __ m256i b); 

PMULLD __m128i __mm_mullo_epi32(__m128i a,__m128i b); 

VPMULLQ __m512i__mm512_mullo_epi64(__m512i a,__m512i b); 

VPMULLQ __m512i__mm512_mask_mullo_epi64(__m512is, __mmask8 k,__m512i a, ___m512i b); 
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VPMULLQ __m512i __mm512_maskz_mullo_epi64(_mmask8 k, __m512i a, ___m512i b); 
VPMULLQ __m256i _mm256_mullo_epi64( m256i b); 

VPMULLQ __m256i _mm256_mask_mullo_epi64(__m256i s,___mmask8 k, __m256i a, __m256i b); 
VPMULLQ __m256i _mm256_maskz_mullo_epi64(_mmask8 k, __m256i a, __m256i b); 
VPMULLQ __m128i _mm_mullo_epi64( m1 28i b); 

VPMULLQ __m128i _mm_mask_mullo_epi64( mmask8 k, __m128i a,__m128i b); 
VPMULLQ __m128i __mm_maskz_mullo_epi64(_mmask8 k, __m128i a, __m128i b); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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PMULLW—Multiply Packed Signed Integers and Store Low Result 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF DS /r' A VIV MMX Multiply the packed signed word integers in 

PMULLW mm, mm/m64 mm 1 register and mm2/m64, and store the low 
16 bits of the results in mm7. 

66 OF D5 /r A VIV SSE2 Multiply the packed signed word integers in 

PMULLW xmm1, xmm2/m128 xmm1 and xmm2/m128, and store the low 16 
bits of the results in xmm7. 

VEX.128.66.0F.WIG D5 /r B VIN AVX Multiply the packed dword signed integers in 

VPMULLW xmm1, xmm2, xmm3/m128 xmmeé and xmm3/m128 and store the low 32 
bits of each product in xmm7. 

VEX.256.66.0F.WIG D5 /r B VIV AVX2 Multiply the packed signed word integers in 

VPMULLW ymm1, ymm2, ymm3/m256 ymmeé and ymm3/m256, and store the low 16 
bits of the results in ymm7. 

EVEX.128.66.0F.WIG D5 /r C VIV AVX512VL | Multiply the packed signed word integers in 

VPMULLW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm2 and xmm3/m128, and store the low 16 
bits of the results in xmm1 under writemask k1. 

EVEX.256.66.0F.WIG D5 /r C VIV AVX512VL | Multiply the packed signed word integers in 

VPMULLW ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm2 and ymm3/m256, and store the low 16 
bits of the results in ymm1 under writemask k1. 

EVEX.512.66.0F.WIG D5 /r C VIV AVX512BW | Multiply the packed signed word integers in 

VPMULLW zmm1 {k1}{z}, zmm2, zmm3/m512 zmme2 and zmm3/m512, and store the low 16 
bits of the results in zmm1 under writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD signed multiply of the packed signed word integers in the destination operand (first operand) and 
the source operand (second operand), and stores the low 16 bits of each intermediate 32-bit result in the destina- 
tion operand. (Figure 4-12 shows this operation when using 64-bit operands.) 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE version 64-bit operand: The source operand can be an MMX technology register or a 64-bit memory 
location. The destination operand is an MMX technology register. 


128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM destina- 
tion register remain unchanged. 


VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the destination YMM register are 
zeroed. VEX.L must be 0, otherwise the instruction will #UD. 
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VEX.256 encoded version: The second source operand can be an YMM register or a 256-bit memory location. The 
first source and destination operands are YMM registers. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand is a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination operand is conditionally updated 
based on writemask k1. 


SRC x3 x2 x1 x0 
DEST l vs | v2 | v1 | vo | 

TEMP | Z3=X3* Y3 Z2 = X2 * Y2 Z1=X1*Y1 ZO = X0 « YO 
DEST 23[15:0] | Z2[15:0] | Z1[15:0] | Z0[15:0] 


Figure 4-13. PMULLU Instruction Operation Using 64-bit Operands 


Operation 


PMULLW (with 64-bit operands) 
TEMPO[31:0] := DEST[15:0] * SRC[15:0]; (* Signed multiplication *) 
TEMP1[31:0] := DEST[31:16] * SRC[31:16]; 
TEMP2[31:0] := DEST[47:32] * SRC[47:32]; 
TEMP3[31:0] := DEST[63:48] * SRC[63:48]; 
DEST[15:0] := TEMPO[15:0); 
DEST[31:16] := TEMP1[15:0]; 
DEST[47:32] := TEMP2[15:0]; 
DEST[63:48] := TEMP3[15:0]; 


PMULLW (with 128-bit operands) 
TEMPO[31:0] := DEST[15:0] * SRC[15:0]; (* Signed multiplication *) 
TEMP 1[31:0] := DEST[31:16] * SRC[31:16]; 
TEMP2[31:0] := DEST[47:32] * SRC[47:32]; 
TEMP3[31:0] := DEST[63:48] * SRC[63:48]; 
TEMP4[31:0] := DEST[79:64] * SRC[79:64]; 
TEMP5[31:0] := DEST[95:80] * SRC[95:80]; 
TEMP6[31:0] := DEST[111:96] * SRC[111:96]; 
TEMP7[31:0] := DEST[127:112] * SRC[127:112]; 
DEST[15:0] := TEMPO[15:0); 
DEST[31:16] := TEMP1[15:0]; 
DEST[47:32] := TEMP2[15:0]; 
DEST[63:48] := TEMP3[15:0]; 
DEST[79:64] := TEMP4[15:0]; 
DEST[95:80] := TEMP5[15:0]; 
DEST[111:96] := TEMP6[1 5:0); 
DEST[127:112] := TEMP7[15:0}; 
DEST[MAXVL-1:256] := 0 
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VPMULLW (VEX.128 encoded version) 
Temp0[31:0] := SRC1[15:0] * SRC2[15:0] 
Temp1[31:0] := SRC1[31:16] * SRC2[31:16] 
Temp2[31:0] := SRC1[47:32] * SRC2[47:32] 
Temp3[31:0] := SRC1[63:48] * SRC2[63:48] 
Temp4[31:0] := SRC1[79:64] * SRC2[79:64] 
Temp5[31:0] := SRC1[95:80] * SRC2[95:80] 
Temp6[31:0] := SRC1[111:96] * SRC2[1 11:96] 
Temp7[31:0] := SRC1[127:112] * SRC2[127:112] 
DEST[15:0] := TempO[15:0] 

DEST[31:16] := Temp1[15:0] 

DEST[47:32] := Temp2[15:0] 

DEST[63:48] := Temp3[15:0] 

DEST[79:64] := Temp4[15:0] 

DEST[95:80] := Temp5[15:0] 

DEST[11 1:96] := Temp6[15:0] 

DEST[127:112] := Temp7[15:0] 
DEST[MAXVL-1:128] := 0 


PMULLW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN 
temp[31:0] := SRC1[i+15:i] * SRC2[i+15:i] 
DEST[i+1 5:i] = temp[1 5:0] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 

VPMULLW __m512i_mm512_mullo_epi16(__m512ia,__m512i b); 

VPMULLW __m512i_mm512_mask_mullo_epi16(__m512is,__ mmask32 k,___m512ia,__m512ib); 
VPMULLW __m512i_mm512_maskz_mullo_epi16(__ mmask32 k,__m512i a,__m512ib); 
VPMULLW __m256i__mm256_mask_mullo_epi16(__m256is,__ mmask16 k,___ m256i a,__m256i b); 
VPMULLW __m256i__mm256_maskz_mullo_epi16(___ mmask16 k,__ m256i a, __m256i b); 
VPMULLW __m128i__mm_mask_mullo_epi16(__m128is,__ mmask8 k,___m128i a, __m128i b); 
VPMULLW __m128i__mm_maskz_mullo_epi16(__mmask8 k, __m128i a,__m128i b); 

PMULLW: __m64 _mm_mullo_pi16(__m64 m1,__m64 m2) 


(V)PMULLW: __m128i__mm_mullo_epi16 (__m128i a, ___m128i b) 
VPMULLW:__m256i__mm256_mullo_epi16 (__m256i a, ___m256i b); 
Flags Affected 

None. 
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SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF F4 /r' A VIV SSE2 Multiply unsigned doubleword integer in mm7 by 

PMULUDQ mm1, mm2/m64 unsigned doubleword integer in mm2/m64, and 
store the quadword result in mm17. 

66 OF F4 /r A VIV SSE2 Multiply packed unsigned doubleword integers in 

PMULUDQ xmm1, xmm2/m128 xmm1 by packed unsigned doubleword integers 
in xmm2/m1 28, and store the quadword results 
in xmm1. 

VEX.128.66.0F.WIG F4 /r B VIV AVX Multiply packed unsigned doubleword integers in 

VPMULUDQ xmm1, xmm2, xmm3/m128 xmm_e by packed unsigned doubleword integers 
in xmm3/m1 28, and store the quadword results 
in xmm1. 

VEX.256.66.0F.WIG F4 /r B VIV AVX2 Multiply packed unsigned doubleword integers in 

VPMULUDQ ymm1, ymm2, ymm3/m256 ymm_e by packed unsigned doubleword integers 
in ymm3/m256, and store the quadword results 
in ymm1. 

EVEX.128.66.0F.W1 F4 /r Cc VIV AVX512VL_ | Multiply packed unsigned doubleword integers in 

VPMULUDQ xmm1 {k1}{z}, xmm2, AVX512F xmme2 by packed unsigned doubleword integers 

xmm3/m128/m64bcst in xmm3/m128/m64bcst, and store the 
quadword results in xmm1 under writemask k1. 

EVEX.256.66.0F.W1 F4 /r @ VIV AVX512VL_ | Multiply packed unsigned doubleword integers in 

VPMULUDQ ymm1 {k1}{z}, ymm2, AVX512F ymm_e by packed unsigned doubleword integers 

ymm3/m256/m64bcst in ymm3/m256/m64bcst, and store the 
quadword results in ymm1 under writemask k1. 

EVEX.512.66.0F.W1 F4 /r @ VIV AVX512F Multiply packed unsigned doubleword integers in 


VPMULUDQ zmm1 {k1}{z}, zmm2, 
zmm3/m512/m64bcst 


zmme by packed unsigned doubleword integers 
in zmm3/m512/m64bcst, and store the 
quadword results in zmm1 under writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 


Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Multiplies the first operand (destination operand) by the second operand (source operand) and stores the result in 
the destination operand. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE version 64-bit operand: The source operand can be an unsigned doubleword integer stored in the low 
doubleword of an MMX technology register or a 64-bit memory location. The destination operand can be an 
unsigned doubleword integer stored in the low doubleword an MMX technology register. The result is an unsigned 
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quadword integer stored in the destination an MMX technology register. When a quadword result is too large to be 
represented in 64 bits (overflow), the result is wrapped around and the low 64 bits are written to the destination 
element (that is, the carry is ignored). 


For 64-bit memory operands, 64 bits are fetched from memory, but only the low doubleword is used in the compu- 
tation. 


128-bit Legacy SSE version: The second source operand is two packed unsigned doubleword integers stored in the 
first (low) and third doublewords of an XMM register or a 128-bit memory location. For 128-bit memory operands, 
128 bits are fetched from memory, but only the first and third doublewords are used in the computation. The first 
source operand is two packed unsigned doubleword integers stored in the first and third doublewords of an XMM 
register. The destination contains two packed unsigned quadword integers stored in an XMM register. Bits (MAXVL- 
1:128) of the corresponding YMM destination register remain unchanged. 


VEX.128 encoded version: The second source operand is two packed unsigned doubleword integers stored in the 
first (low) and third doublewords of an XMM register or a 128-bit memory location. For 128-bit memory operands, 
128 bits are fetched from memory, but only the first and third doublewords are used in the computation. The first 
source operand is two packed unsigned doubleword integers stored in the first and third doublewords of an XMM 
register. The destination contains two packed unsigned quadword integers stored in an XMM register. Bits (MAXVL- 
1:128) of the destination YMM register are zeroed. 

VEX.256 encoded version: The second source operand is four packed unsigned doubleword integers stored in the 
first (low), third, fifth and seventh doublewords of a YMM register or a 256-bit memory location. For 256-bit 
memory operands, 256 bits are fetched from memory, but only the first, third, fifth and seventh doublewords are 
used in the computation. The first source operand is four packed unsigned doubleword integers stored in the first, 
third, fifth and seventh doublewords of an YMM register. The destination contains four packed unaligned quadword 
integers stored in an YMM register. 

EVEX encoded version: The input unsigned doubleword integers are taken from the even-numbered elements of 
the source operands. The first source operand is a ZMM/YMM/XMM registers. The second source operand can be an 
ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 64- 
bit memory location. The destination is a ZMM/YMM/XMM register, and updated according to the writemask at 64- 
bit granularity. 


Operation 


PMULUDQ (with 64-Bit operands) 
DEST[63:0] := DEST[31:0] * SRC[31:0]; 


PMULUDQ (with 128-Bit operands) 
DEST[63:0] := DEST[31:0] * SRC[31:0]; 
DEST[127:64] := DEST[95:64] * SRC[95:64]; 


VPMULUDQ (VEX.128 encoded version) 
DEST[63:0] := SRC1[31:0] * SRC2[31:0] 
DEST[127:64] := SRC1[95:64] * SRC2[95:64] 
DEST[MAXVL-1:128] := 0 


VPMULUDQ (VEX.256 encoded version) 
DEST[63:0] := SRC1[31:0] * SRC2[31:0] 
DEST[127:64] := SRC1[95:64] * SRC2[95:64 
DEST[191:128] := SRC1[159:128] * SRC2[159:128] 
DEST[255:192] := SRC1[223:192] * SRC2[223:192] 
DEST[MAXVL-1:256] := 0 
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VPMULUDQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN DEST[i+63:i] = ZeroExtend64( SRC1[i+31:i]) * ZeroExtend64( SRC2[31:0] ) 
ELSE DEST[i+63:i] := ZeroExtend64( SRC1[i+31:i]) * ZeroExtend64( SRC2[i+31:i] ) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
VPMULUDQ __m512i__mm512_mul_epu32(__m512i a, ___m512i b); 


VPMULUDQ __m512i__mm512_mask_mul_epu32(__m512i s, __mmask8 k, __m512i a, ___m512i b); 
VPMULUDQ __m512i __mm512_maskz_mul_epu32(__mmask8 k, __m512i a,__m512i b); 
VPMULUDQ __m256i _mm256_mask_mul_epu32(__m256i s, __mmask8 k, __m256i a, __m256i b); 


VPMULUDQ __m256i _mm256_maskz_mul_epu32(__mmask8 k, __m256i a, __m256i b); 
VPMULUDQ __m128i _mm_mask_mul_epu32(__m128i s,___mmask8 k, __m128i a, __m128i b); 


VPMULUDQ __m128i _mm_maskz_mul_epu32(__mmask8 k, __m128i a, __m128i b); 
PMULUDQ:__m64 _mm_mul_su32 (__m64 a, ___m64 b) 
(V)PMULUDQ:__m128i __mm_mul_epu32 (__m128i a, __m128i b) 


VPMULUDQ:__m256i__mm256_mul_epu32(__m256i a, __m256i b); 


Flags Affected 
None. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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POP—Pop a Value from the Stack 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
8F /0 POP r/m16 M Valid Valid Pop top of stack into m16; increment stack 
pointer. 
8F /0 POP r/m32 M N.E. Valid Pop top of stack into m32, increment stack 
pointer. 
8F /0 POP r/m64 M Valid N.E. Pop top of stack into m64; increment stack 
pointer. Cannot encode 32-bit operand size. 
58+ rw POP r16 O Valid Valid Pop top of stack into r76; increment stack 
pointer. 
58+ rd POP r32 0 N.E. Valid Pop top of stack into r32; increment stack 
pointer. 
58+ rd POP r64 O Valid N.E. Pop top of stack into r64; increment stack 
pointer. Cannot encode 32-bit operand size. 
1F POP DS ZO | Invalid Valid Pop top of stack into DS; increment stack 
pointer. 
07 POP ES ZO | Invalid Valid Pop top of stack into ES; increment stack 
pointer. 
17 POP SS ZO | Invalid Valid Pop top of stack into SS; increment stack 
pointer. 
OF Al POP FS ZO | Valid Valid Pop top of stack into FS; increment stack 
pointer by 16 bits. 
OF Al POP FS ZO |N.E. Valid Pop top of stack into FS; increment stack 
pointer by 32 bits. 
OF Al POP FS ZO ‘| Valid N.E. Pop top of stack into FS; increment stack 
pointer by 64 bits. 
OF AQ POP GS ZO | Valid Valid Pop top of stack into GS; increment stack 
pointer by 16 bits. 
OF AQ POP GS ZO |N.E. Valid Pop top of stack into GS; increment stack 
pointer by 32 bits. 
OF AQ POP GS ZO | Valid N.E. Pop top of stack into GS; increment stack 
pointer by 64 bits. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
O opcode + rd (w) NA NA NA 
ZO NA NA NA NA 
Description 


Loads the value from the top of the stack to the location specified with the destination operand (or explicit opcode) 
and then increments the stack pointer. The destination operand can be a general-purpose register, memory loca- 
tion, or segment register. 


Address and operand sizes are determined and used as follows: 


e Address size. The D flag in the current code-segment descriptor determines the default address size; it may be 
overridden by an instruction prefix (67H). 
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The address size is used only when writing to a destination operand in memory. 


° Operand size. The D flag in the current code-segment descriptor determines the default operand size; it may 
be overridden by instruction prefixes (66H or REX.W). 


The operand size (16, 32, or 64 bits) determines the amount by which the stack pointer is incremented (2, 4 
or 8). 

¢ Stack-address size. Outside of 64-bit mode, the B flag in the current stack-segment descriptor determines the 
size of the stack pointer (16 or 32 bits); in 64-bit mode, the size of the stack pointer is always 64 bits. 


The stack-address size determines the width of the stack pointer when reading from the stack in memory and 
when incrementing the stack pointer. (As stated above, the amount by which the stack pointer is incremented 
is determined by the operand size.) 


If the destination operand is one of the segment registers DS, ES, FS, GS, or SS, the value loaded into the register 
must be a valid segment selector. In protected mode, popping a segment selector into a segment register automat- 
ically causes the descriptor information associated with that segment selector to be loaded into the hidden 
(shadow) part of the segment register and causes the selector and the descriptor information to be validated (see 
the “Operation” section below). 


A NULL value (0000-0003) may be popped into the DS, ES, FS, or GS register without causing a general protection 
fault. However, any subsequent attempt to reference a segment whose corresponding segment register is loaded 
with a NULL value causes a general protection exception (#GP). In this situation, no memory reference occurs and 
the saved value of the segment register is NULL. 


The POP instruction cannot pop a value into the CS register. To load the CS register from the stack, use the RET 
instruction. 


If the ESP register is used as a base register for addressing a destination operand in memory, the POP instruction 
computes the effective address of the operand after it increments the ESP register. For the case of a 16-bit stack 

where ESP wraps to OH as a result of the POP instruction, the resulting location of the memory write is processor- 
family-specific. 


The POP ESP instruction increments the stack pointer (ESP) before data at the old top of stack is written into the 
destination. 


Loading the SS register with a POP instruction suppresses or inhibits some debug exceptions and inhibits interrupts 
on the following instruction boundary. (The inhibition ends after delivery of an exception or the execution of the 
next instruction.) This behavior allows a stack pointer to be loaded into the ESP register with the next instruction 
(POP ESP) before an event can be delivered. See Section 6.8.3, “Masking Exceptions and Interrupts When 
Switching Stacks,” in Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. Intel recom- 
mends that software use the LSS instruction to load the SS register and ESP together. 


In 64-bit mode, using a REX prefix in the form of REX.R permits access to additional registers (R8-R15). When in 
64-bit mode, POPs using 32-bit operands are not encodable and POPs to DS, ES, SS are not valid. See the 
summary chart at the beginning of this section for encoding data and limits. 


Operation 
IF StackAddrSize = 32 
THEN 
IF OperandSize = 32 
THEN 
DEST := SS:ESP; (* Copy a doubleword *) 
ESP := ESP + 4; 


ELSE (* OperandSize = 16*) 
DEST := SS:ESP; (* Copy a word *) 
ESP := ESP + 2; 


Fl; 
ELSE IF StackAddrSize = 64 
THEN 
IF OperandSize = 64 
THEN 
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DEST := SS:RSP; (* Copy quadword *) 
RSP := RSP + 8; 

ELSE (* OperandSize = 16*) 
DEST := SS:RSP; (* Copy a word *) 


RSP := RSP + 2; 
FI; 
FI; 
ELSE StackAddrSize = 16 
THEN 
IF OperandSize = 16 
THEN 
DEST := SS:SP; (* Copy a word *) 
SP := SP + 2; 
ELSE (* OperandSize = 32 *) 
DEST := SS:SP; (* Copy a doubleword *) 
SP := SP + 4; 
FI; 


Fl; 


Loading a segment register while in protected mode results in special actions, as described in the following listing. 
These checks are performed on the segment selector and the segment descriptor it points to. 


64-BIT_MODE 
IF FS, or GS is loaded with non-NULL selector; 
THEN 
IF segment selector index is outside descriptor table limits 
OR segment is not a data or readable code segment 
OR ((segment is a data or nonconforming code segment) 
AND ((RPL > DPL) or (CPL > DPL)) 
THEN #GP(selector); 
IF segment not marked present 
THEN #NP(selector); 
ELSE 
SegmentRegister := segment selector; 
SegmentRegister := segment descriptor; 


Fl; 
Fl; 
IF FS, or GS is loaded with a NULL selector; 
THEN 
SegmentRegister := segment selector; 
SegmentRegister := segment descriptor; 
Fl; 


PREOTECTED MODE OR COMPATIBILITY MODE; 


IF SS is loaded; 
THEN 
IF segment selector is NULL 
THEN #GP(0); 
Fl; 
IF segment selector index is outside descriptor table limits 
or segment selector’s RPL # CPL 
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or segment is not a writable data segment 


or DPL# CPL 
THEN #GP(selector); 
Fl; 
IF segment not marked present 
THEN #SS(selector); 
ELSE 


Fl; 
Fl; 


SS := segment selector; 
SS := segment descriptor; 


IF DS, ES, FS, or GS is loaded with non-NULL selector; 


THEN 


IF segment selector index is outside descriptor table limits 
or segment is not a data or readable code segment 
or ((segment is a data or nonconforming code segment) 
and ((RPL > DPL) or (CPL > DPL)) 


THEN #GP(selector); 
Fl; 
IF segment not marked present 
THEN #NP(selector); 
ELSE 


Fl; 
Fl; 


SegmentRegister := segment selector; 
SegmentRegister := segment descriptor; 


IF DS, ES, FS, or GS is loaded with a NULL selector 


THEN 


SegmentRegister := segment selector; 
SegmentRegister := segment descriptor; 


Fl; 


Flags Affected 


None. 


Protected Mode Exceptions 


#GP(0) 


#GP(selector) 


If attempt is made to load SS register with NULL segment selector. 
If the destination operand is in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If segment selector index is outside descriptor table limits. 

If the SS register is being loaded and the segment selector's RPL and the segment descriptor’s 
DPL are not equal to the CPL. 

If the SS register is being loaded and the segment pointed to is a 

non-writable data segment. 

If the DS, ES, FS, or GS register is being loaded and the segment pointed to is not a data or 
readable code segment. 

If the DS, ES, FS, or GS register is being loaded and the segment pointed to is a data or 
nonconforming code segment, but both the RPL and the CPL are greater than the DPL. 
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#SS(0) 


#SS(selector) 
#NP 


#PF(fault-code) 
#AC(0) 


#UD 


If the current top of stack is not within the stack segment. 
If a memory operand effective address is outside the SS segment limit. 
If the SS register is being loaded and the segment pointed to is marked not present. 


If the DS, ES, FS, or GS register is being loaded and the segment pointed to is marked not 
present. 


If a page fault occurs. 


If an unaligned memory reference is made while the current privilege level is 3 and alignment 
checking is enabled. 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 
#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) 
#PF(fault-code) 
#AC(0) 

#UD 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a page fault occurs. 

If an unaligned memory reference is made while alignment checking is enabled. 

If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same as for protected mode exceptions. 


64-Bit Mode Exceptions 


#GP(0) 
#SS(0) 
#GP(selector) 


#AC(0) 
#PF(fault-code) 
#NP 

#UD 
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If the memory address is in a non-canonical form. 
If the stack address is in a non-canonical form. 
If the descriptor is outside the descriptor table limit. 


If the FS or GS register is being loaded and the segment pointed to is not a data or readable 
code segment. 


If the FS or GS register is being loaded and the segment pointed to is a data or nonconforming 
code segment, but both the RPL and the CPL are greater than the DPL. 


If an unaligned memory reference is made while alignment checking is enabled. 

If a page fault occurs. 

If the FS or GS register is being loaded and the segment pointed to is marked not present. 
If the LOCK prefix is used. 

If the DS, ES, or SS register is being loaded. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
61 POPA ZO | Invalid Valid Pop DI, SI, BP, BX, DX, CX, and AX. 
61 POPAD ZO | Invalid Valid Pop EDI, ESI, EBP, EBX, EDX, ECX, and EAX. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Pops doublewords (POPAD) or words (POPA) from the stack into the general-purpose registers. The registers are 
loaded in the following order: EDI, ESI, EBP, EBX, EDX, ECX, and EAX (if the operand-size attribute is 32) and DI, 
SI, BP, BX, DX, CX, and AX (if the operand-size attribute is 16). (These instructions reverse the operation of the 
PUSHA/PUSHAD instructions.) The value on the stack for the ESP or SP register is ignored. Instead, the ESP or SP 
register is incremented after each register is loaded. 


The POPA (pop all) and POPAD (pop all double) mnemonics reference the same opcode. The POPA instruction is 
intended for use when the operand-size attribute is 16 and the POPAD instruction for when the operand-size attri- 
bute is 32. Some assemblers may force the operand size to 16 when POPA is used and to 32 when POPAD is used 
(using the operand-size override prefix [66H] if necessary). Others may treat these mnemonics as synonyms 
(POPA/POPAD) and use the current setting of the operand-size attribute to determine the size of values to be 
popped from the stack, regardless of the mnemonic used. (The D flag in the current code segment’s segment 
descriptor determines the operand-size attribute. ) 


This instruction executes as described in non-64-bit modes. It is not valid in 64-bit mode. 


Operation 


IF 64-Bit Mode 
THEN 
#UD; 
ELSE 
IF OperandSize = 32 (* Instruction = POPAD *) 
THEN 
EDI := Pop(); 
ESI := Pop(); 
EBP := Pop(); 
Increment ESP by 4; (* Skip next 4 bytes of stack *) 
EBX := Pop(); 
EDX := Pop(); 
ECX := Pop(); 
EAX := Pop(); 
ELSE (* OperandSize = 16, instruction = POPA *) 
DI := Pop(); 
SI := Pop(); 
BP := Pop(); 
Increment ESP by 2; (* Skip next 2 bytes of stack *) 


Fl; 
Fl; 
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Flags Affected 
None. 


Protected Mode Exceptions 


#SS(0) If the starting or ending stack address is not within the stack segment. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If an unaligned memory reference is made while the current privilege level is 3 and alignment 
checking is enabled. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#SS If the starting or ending stack address is not within the stack segment. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#SS(0) If the starting or ending stack address is not within the stack segment. 
#PF(fault-code) If a page fault occurs. 

#AC(0) If an unaligned memory reference is made while alignment checking is enabled. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same as for protected mode exceptions. 


64-Bit Mode Exceptions 
#UD If in 64-bit mode. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
F3 OF B8 /r POPCNT 176, r/m16 RM _ | Valid Valid POPCNT on r/m16 
F3 OF B8 /r POPCNT 132, r/m32 RM_ | Valid Valid POPCNT on r/m32 
F3 REX.W OF B8 /r POPCNT 164, r/m64 RM_ | Valid N.E. POPCNT on r/m64 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


This instruction calculates the number of bits set to 1 in the second operand (source) and returns the count in the 
first operand (a destination register). 


Operation 


Count = 0; 

For (i=0; i < OperandSize; i++) 

{ IF (SRC[ i] = 1) //i’th bit 
THEN Count++; Fl; 


} 
DEST := Count; 


Flags Affected 
OF, SF, ZF, AF, CF, PF are all cleared. ZF is set if SRC = 0, otherwise ZF is cleared. 


Intel C/C++ Compiler Intrinsic Equivalent 
POPCNT: 
POPCNT: 


int __mm_popcnt_u32(unsigned int a); 


int64_t __mm_popcnt_u64(unsigned __int64 a); 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS or GS segments. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF (fault-code) For a page fault. 

#AC(0) If an unaligned memory reference is made while the current privilege level is 3 and alignment 
checking is enabled. 

#UD If CPUID.01H:ECX.POPCNT [Bit 23] = 0. 


If LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP(0) If any part of the operand lies outside of the effective address space from 0 to OFFFFH. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#UD If CPUID.01H:ECX.POPCNT [Bit 23] = 0. 


If LOCK prefix is used. 
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Virtual 8086 Mode Exceptions 


#GP(0) If any part of the operand lies outside of the effective address space from 0 to OFFFFH. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF (fault-code) For a page fault. 

#AC(0) If an unaligned memory reference is made while alignment checking is enabled. 

#UD If CPUID.O1H:ECX.POPCNT [Bit 23] = 0. 


If LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in Protected Mode. 


64-Bit Mode Exceptions 


#GP(0) If the memory address is in a non-canonical form. 

#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#PF (fault-code) For a page fault. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If CPUID.01H:ECX.POPCNT [Bit 23] = 0. 


If LOCK prefix is used. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
9D POPF ZO | Valid Valid Pop top of stack into lower 16 bits of EFLAGS. 
9D POPFD ZO |NE. Valid Pop top of stack into EFLAGS. 
9D POPFQ ZO ‘| Valid N.E. Pop top of stack and zero-extend into RFLAGS. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Pops a doubleword (POPFD) from the top of the stack (if the current operand-size attribute is 32) and stores the 
value in the EFLAGS register, or pops a word from the top of the stack (if the operand-size attribute is 16) and 
stores it in the lower 16 bits of the EFLAGS register (that is, the FLAGS register). These instructions reverse the 
operation of the PUSHF/PUSHFD/PUSHFQ instructions. 


The POPF (pop flags) and POPFD (pop flags double) mnemonics reference the same opcode. The POPF instruction 
is intended for use when the operand-size attribute is 16; the POPFD instruction is intended for use when the 
operand-size attribute is 32. Some assemblers may force the operand size to 16 for POPF and to 32 for POPFD. 
Others may treat the mnemonics as synonyms (POPF/POPFD) and use the setting of the operand-size attribute to 
determine the size of values to pop from the stack. 


The effect of POPF/POPFD on the EFLAGS register changes, depending on the mode of operation. See Table 4-21 
and the key below for details. 


When operating in protected, compatibility, or 64-bit mode at privilege level 0 (or in real-address mode, the equiv- 
alent to privilege level 0), all non-reserved flags in the EFLAGS register except RF‘, VIP, VIF, and VM may be modi- 
fied. VIP, VIF and VM remain unaffected. 


When operating in protected, compatibility, or 64-bit mode with a privilege level greater than 0, but less than or 

equal to IOPL, all flags can be modified except the IOPL field and RF, IF, VIP, VIF, and VM; these remain unaffected. 
The AC and ID flags can only be modified if the operand-size attribute is 32. The interrupt flag (IF) is altered only 
when executing at a level at least as privileged as the IOPL. If a POPF/POPFD instruction is executed with insuffi- 
cient privilege, an exception does not occur but privileged bits do not change. 


When operating in virtual-8086 mode (EFLAGS.VM = 1) without the virtual-8086 mode extensions (CR4.VME = 0), 
the POPF/POPFD instructions can be used only if IOPL = 3; otherwise, a general-protection exception (#GP) 
occurs. If the virtual-8086 mode extensions are enabled (CR4.VME = 1), POPF (but not POPFD) can be executed in 
virtual-8086 mode with IOPL < 3. 


(The protected-mode virtual-interrupt feature — enabled by setting CR4.PVI — affects the CLI and STI instructions 
in the same manner as the virtual-8086 mode extensions. POPF, however, is not affected by CR4.PVI.) 


In 64-bit mode, the mnemonic assigned is POPFQ (note that the 32-bit operand is not encodable). POPFQ pops 64 
bits from the stack. Reserved bits of RFLAGS (including the upper 32 bits of RFLAGS) are not affected. 


See Chapter 3 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for more informa- 
tion about the EFLAGS registers. 


1. RF is always zero after the execution of POPF. This is because POPF, like all instructions, clears RF as it begins to execute. 
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Table 4-21. Effect of POPF/POPFD on the EFLAGS Register 


Flags 
Mode ie cpt opt | 21 | 20] 19 | 18| 17116|14]1312/11/10)91/8]7|/61|4) 2] 0 | Notes 
ID | vip | vie | AC | VM | RE | NT | IOPL | OF | DF IF | TE | SF| ZF | AF | PF | CF 
Real-Address 16 0 |/03/N)N/)NINI/I NI] O S 
Mode 
(CRO.PE = 0) 32 o0/o03/S)/N/N] S/N] 0/5 S sis isisilsisisislis 
16 0 1/03/N)/N/NIN/IN]I OJ] S S sisilsilsisisisIisls 
Protected, 
Compatibility, 16 13) <cPL| N|/ N/|NININ] OJ] S N s|s Mes isisisis|s 
sa ni 16 1-3.}2CPL| N| N|NI|NI/|N1]0O/]S N sisilsilsislisisisl¢s 
odes 
32.64 | 0/03/S|/nN]/N/S]N] 0] 5 S Sisisisilsisislisls 
(CRO.PE = 1 32,64 | 1-3)<cPL) S| N/N/]S/N/O/S N 5s |S BNM Sis isisi|s is 
EFLAGS.VM = 0) 
32,64 | 1-3 /2cPL| S| N| NI] S|NI]O]S N sisisisilsisisisles 
16 3 | om | x | x I xc | oe | oe | oe oe | oes se Il oe I oe | oe | se Se |) oe | ae I x 1 
Virtual-8086 
(CRO.PE = 1 16 3 3 |NIN]INININ] OJ} S N Sisisisilsisis|islisg 
EFLAGS.VM = 1 32 3 | oe | x | x | xl xl «i xl Xx xe ll 5c |) Se se | Se Se ll xe oe I 1 
CR4.VME = 0) 
32 3 3 |s|niniS|TNi]O]S N sisisIilslsisislslgs 
16 3/02 }nN | N/]swi ne] ne f}or] sc | nx | sr} sei} nei sr} se] se) se} sv) sp] 28 
VME x}|x}x}x}x|x]x x |x ial x |x |x | x | x | x 
(CRO.PE = 1 16 3 3 |NI|N]I|NININ] OO] S sisilslsislslislsls 
EFLAGS.VM = 1 ; 
CR4.VME = 1) 32 3 | om | x | x | xe | xe] se ee | Oe OL se |) oe I oe |e | oe 8 |) oe | oe | x 
32 3 3 |}s|n{i|NIS|NI]O]S N sisisilslslisilslisl¢g 
NOTES: 


1. #GP fault - no flag update 
2. #GP fault with no flag update if VIP=1 in EFLAGS register and IF=1 in FLAGS value on stack 
3. #GP fault with no flag update if TF=1 in FLAGS value on stack 


Key 
Ss Updated from stack 
SV Updated from IF (bit 9) in FLAGS value on stack 
N No change in value 
No EFLAGS update 
0 Value is cleared 
Operation 
IF EFLAGS.VM = 0 (* Not in Virtual-8086 Mode *) 
THEN IF CPL = 0 OR CRO.PE = 0 
THEN 


IF OperandSize = 32; 
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THEN 
EFLAGS := Pop(); (* 32-bit pop *) 


(* All non-reserved flags except RF, VIP, VIF, and VM can be modified; 
VIP, VIF, VM, and all reserved bits are unaffected. RF is cleared. *) 


ELSE IF (Operandsize = 64) 
RFLAGS = Pop(); (* 64-bit pop *) 


(* All non-reserved flags except RF, VIP, VIF, and VM can be modified; 
VIP, VIF, VM, and all reserved bits are unaffected. RF is cleared. *) 
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ELSE (* OperandSize = 16 *) 
EFLAGS[1 5:0] := Pop(); (* 16-bit pop *) 
(* All non-reserved flags can be modified. *) 


FI; 
ELSE (* CPL >0 *) 
IF OperandSize = 32 
THEN 
IF CPL > IOPL 
THEN 
EFLAGS := Pop(); (* 32-bit pop *) 
(* All non-reserved bits except IF, IOPL, VIP, VIF, VM and RF can be modified; 
IF, IOPL, VIP, VIF, VM and all reserved bits are unaffected; RF is cleared. *) 
ELSE 
EFLAGS := Pop(); (* 32-bit pop *) 
(* All non-reserved bits except IOPL, VIP, VIF, VM and RF can be modified; 
IOPL, VIP, VIF, VM and all reserved bits are unaffected; RF is cleared. *) 
Fl; 
ELSE IF (Operandsize = 64) 
IF CPL > IOPL 
THEN 
RFLAGS := Pop(); (* 64-bit pop *) 
(* All non-reserved bits except IF, IOPL, VIP, VIF, VM and RF can be modified; 
IF, IOPL, VIP, VIF, VM and all reserved bits are unaffected; RF is cleared. *) 
ELSE 
RFLAGS := Pop(); (* 64-bit pop *) 
(* All non-reserved bits except IOPL, VIP, VIF, VM and RF can be modified; 
IOPL, VIP, VIF, VM and all reserved bits are unaffected; RF is cleared. *) 
Fl; 
ELSE (* OperandSize = 16 *) 
EFLAGS[15:0] := Pop(); (* 16-bit pop *) 
(* All non-reserved bits except IOPL can be modified; IOPL and all 
reserved bits are unaffected. *) 
Fl; 
Fl; 
ELSE (* In virtual-8086 mode *) 
IF IOPL = 3 
THEN 
IF OperandSize = 32 
THEN 


EFLAGS := Pop(); 
(* All non-reserved bits except IOPL, VIP, VIF, VM, and RF can be modified; 
VIP, VIF, VM, IOPL and all reserved bits are unaffected. RF is cleared. *) 
ELSE 
EFLAGS[15:0] := Pop(); FI; 
(* All non-reserved bits except IOPL can be modified; IOPL and all reserved bits are unaffected. *) 
Fl; 
ELSE (* IOPL < 3 *) 
IF (Operandsize = 32) OR (CR4.VME = 0) 
THEN #GP(0); (* Trap to virtual-8086 monitor. *) 
ELSE (* Operandsize = 16 and CR4.VME = 1 *) 
tempFLAGS := Pop(); 
IF (EFLAGS.VIP = 1 AND tempFLAGS[9] = 1) OR tempFLAGS[8] = 1 
THEN #GP(0); 
ELSE 
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EFLAGS.VIF := tempFLAGS[9]; 

EFLAGS[15:0] := tempFLAGS; 

(* All non-reserved bits except IOPL and IF can be modified; 
IOPL, IF, and all reserved bits are unaffected. *) 

FI; 
FI; 
Fl; 
FI; 


Flags Affected 


All flags may be affected; see the Operation section for details. 


Protected Mode Exceptions 


#SS(0) If the top of stack is not within the stack segment. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If an unaligned memory reference is made while CPL = 3 and alignment checking is enabled. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#SS If the top of stack is not within the stack segment. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#GP(0) If IOPL < 3 and VME is not enabled. 
If IOPL < 3 and the 32-bit operand size is used. 
If IOPL < 3, EFLAGS.VIP = 1, and bit 9 (IF) is set in the FLAGS value on the stack. 
If IOPL < 3 and bit 8 (TF) is set in the FLAGS value on the stack. 
If an attempt is made to execute the POPF/POPFD instruction with an operand-size override 


prefix. 
#SS(0) If the top of stack is not within the stack segment. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If an unaligned memory reference is made while alignment checking is enabled. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same as for protected mode exceptions. 


64-Bit Mode Exceptions 


#SS(0) If the stack address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF €B /r' A VIN MMX Bitwise OR of mm/m64 and mm. 

POR mm, mm/m64 

66 OF EB /r A VIN SSE2 Bitwise OR of xmm2/m128 and xmm1. 

POR xmm1, xmm2/m128 

VEX.128.66.0F.WIG EB /r B VIN AVX Bitwise OR of xmm2/m128 and xmm3. 

VPOR xmm1, xmm2, xmm3/m128 

VEX.256.66.0F.WIG EB /r B VN AVX2 Bitwise OR of ynm2/m256 and ymm3. 

VPOR ymm1, ymm2, ymm3/m256 

EVEX.128.66.0F.WO EB /r C VIV AVX512VL | Bitwise OR of packed doubleword integers in 

VPORD xmm1 {k1}{z}, xmm2, xmm3/m128/m32bcst AVX512F | xmm2 and xmm3/m128/m32bcst using 
writemask k1. 

EVEX.256.66.0F.WO EB /r C VIV AVX512VL | Bitwise OR of packed doubleword integers in 

VPORD ymm1 {k1}{z}, ymm2, ymm3/m256/m32bcst AVX512F | ymm2 and ymm3/m256/m32bcst using 
writemask k1. 

EVEX.512.66.0F.WO EB /r C VIV AVX512F | Bitwise OR of packed doubleword integers in 

VPORD zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst zmme2 and zmm3/m512/m32bcst using 
writemask k1. 

EVEX.128.66.0F.W1 EB /r C VIV AVX512VL | Bitwise OR of packed quadword integers in 

VPORQ xmm1 {k1}{z}, xmm2, xmm3/m128/m64bcst AVX512F | xmm2 and xmm3/m128/m64bcst using 
writemask k1. 

EVEX.256.66.0F.W1 EB /r C VIV AVX512VL | Bitwise OR of packed quadword integers in 

VPORQ ymm1 {k1}{Z}, ymm2, ymm3/m256/m64bcst AVX512F | ymm2 and ymm3/m256/m64bcst using 
writemask k1. 

EVEX.512.66.0F.W1 EB /r C VIV AVX512F | Bitwise OR of packed quadword integers in 

VPORQ zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst zmme2 and zmm3/m512/m64bcst using 
writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a bitwise logical OR operation on the source operand (second operand) and the destination operand (first 
operand) and stores the result in the destination operand. Each bit of the result is set to 1 if either or both of the 
corresponding bits of the first and second operands are 1; otherwise, it is set to 0. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


POR—Bitwise Logical OR 


Vol.2B 4-411 


INSTRUCTION SET REFERENCE, M-U 


Legacy SSE version: The source operand can be an MMX technology register or a 64-bit memory location. The 
destination operand is an MMX technology register. 


128-bit Legacy SSE version: The second source operand is an XMM register or a 128-bit memory location. The first 
source and destination operands can be XMM registers. Bits (MAXVL-1:128) of the corresponding YMM destination 
register remain unchanged. 

VEX.128 encoded version: The second source operand is an XMM register or a 128-bit memory location. The first 
source and destination operands can be XMM registers. Bits (MAXVL-1:128) of the destination YMM register are 
zeroed. 

VEX.256 encoded version: The second source operand is an YMM register or a 256-bit memory location. The first 
source and destination operands can be YMM registers. 

EVEX encoded version: The first source operand is a ZMM/YMM/XMM register. The second source operand can be a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
32/64-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally updated with 
writemask ki at 32/64-bit granularity. 


Operation 


POR (64-bit operand) 
DEST := DEST OR SRC 


POR (128-bit Legacy SSE version) 
DEST := DEST OR SRC 
DEST[MAXVL-1:128] (Unmodified) 


VPOR (VEX.128 encoded version) 
DEST := SRC1 OR SRC2 
DEST[MAXVL-1:128] := 0 


VPOR (VEX.256 encoded version) 
DEST := SRC1 OR SRC2 
DEST[MAXVL-1:256] := 0 


VPORD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN DEST[i+31:i] = SRC1[i+31:i] BITWISE OR SRC2[31:0] 
ELSE DEST[i+31:i] := SRC1[i+31:i] BITWISE OR SRC2[i+31:i] 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
*DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 

VPORD __m512i_mm512_or_epi32(__m512ia,__m512i b); 

VPORD __m512i_mm512_mask_or_epi32(__m512is,__mmask16 k,_m512i a, 
VPORD __m512i_mm512_maskz_or_epi32(__mmask16 k,___m512i a, __m512i b); 

VPORD __m256i __mm256_or_epi32(__m256i a, ___m256i b); 

VPORD __m256i__mm256_mask_or_epi32(__m256is, _mmask8 k,__ m256i a,__ m256i b,); 
VPORD __m256i__mm256_maskz_or_epi32(__mmask8 k,___ m256i a, ___ m256i b); 

VPORD __m128i_mm_or_epi32(__m128i a,__m128i b); 
VPORD __m128i __mm_mask_or_epi32(__m128is,___ mmask8 k, 
VPORD __m128i __mm_maskz_or_epi32(__mmask8 k,___m128i a,__m128i b); 

VPORQ __m512i_mm512_or_epi64(__m512i a, ___m512i b); 

VPORQ __m512i_mm512_mask_or_epi64(__m512is,___ mmask8 k,__m512i a, ___m512i b); 
VPORQ __m512i_mm512_maskz_or_epi64(__mmask8 k, __m512i a, ___m512i b); 

VPORQ __m256i _mm256_or_epi64(__m256i a, int imm); 

VPORQ __m256i __mm256_mask_or_epi64(__m256i s,___mmask8 k, 
VPORQ __m256i _mm256_maskz_or_epi64(__mmask8 k,___m256i a, 
VPORQ __m128i__mm_or_epi64(__m128i a, __m128i b); 

VPORQ __m128i _mm_mask_or_epi64(__m128i s, __mmask8 k, __m128i a, __m128i b); 
VPORQ __m128i __mm_maskz_or_epi64(__mmask8 k, __m128i a, ___m128i b); 

POR __m64_mm_or_si64(__m64 m1,__m64 m2) 

(V)POR: __m128i __mm_or_si128(__m128i m1,_m128i m2) 

VPOR: m256i_mm256_or_si256 (__m25Gi a,__m256i b) 


m512i b); 


m128i a,__m128ib); 


m256i a, 
m256i b); 


m256i b); 


Flags Affected 


None. 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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PREFETCHh—Prefetch Data Into Caches 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

OF 18/1 PREFETCHTO m8 M Valid Valid Move data from m8 closer to the processor 
using TO hint. 

OF 18/2 PREFETCHT1 m8 M Valid Valid Move data from m8 closer to the processor 
using T1 hint. 

OF 18/3 PREFETCHT2 m8 M Valid Valid Move data from m8 closer to the processor 
using T2 hint. 

OF 18/0 PREFETCHNTA m8 M Valid Valid Move data from m8 closer to the processor 
using NTA hint. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Fetches the line of data from memory that contains the byte specified with the source operand to a location in the 
cache hierarchy specified by a locality hint: 


¢ TO (temporal data)—prefetch data into all levels of the cache hierarchy. 

¢ T1 (temporal data with respect to first level cache misses)—prefetch data into level 2 cache and higher. 

¢ T2 (temporal data with respect to second level cache misses)—prefetch data into level 3 cache and higher, or 
an implementation-specific choice. 

¢ NTA (non-temporal data with respect to all cache levels)—prefetch data into non-temporal cache structure and 
into a location close to the processor, minimizing cache pollution. 


The source operand is a byte memory location. (The locality hints are encoded into the machine level instruction 
using bits 3 through 5 of the ModR/M byte.) 


If the line selected is already present in the cache hierarchy at a level closer to the processor, no data movement 
occurs. Prefetches from uncacheable or WC memory are ignored. 


The PREFETCHA instruction is merely a hint and does not affect program behavior. If executed, this instruction 
moves data closer to the processor in anticipation of future use. 


The implementation of prefetch locality hints is implementation-dependent, and can be overloaded or ignored by a 
processor implementation. The amount of data prefetched is also processor implementation-dependent. It will, 
however, be a minimum of 32 bytes. Additional details of the implementation-dependent locality hints are 
described in Section 7.4 of Intel® 64 and IA-32 Architectures Optimization Reference Manual. 


It should be noted that processors are free to speculatively fetch and cache data from system memory regions that 
are assigned a memory-type that permits speculative reads (that is, the WB, WC, and WT memory types). A 
PREFETCHA instruction is considered a hint to this speculative behavior. Because this speculative fetching can occur 
at any time and is not tied to instruction execution, a PREFETCHA instruction is not ordered with respect to the 
fence instructions (MFENCE, SFENCE, and LFENCE) or locked memory references. A PREFETCHA instruction is also 
unordered with respect to CLFLUSH and CLFLUSHOPT instructions, other PREFETCHA instructions, or any other 
general instruction. It is ordered with respect to serializing instructions such as CPUID, WRMSR, OUT, and MOV CR. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 
FETCH (m8); 
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Intel C/C++ Compiler Intrinsic Equivalent 
void __mm_prefetch(char *p, int i) 


The argument “*p” gives the address of the byte (and corresponding cache line) to be prefetched. The value “i” 
gives a constant (_MM_HINT_TO, _MM_HINT_T1, _MM_HINT_T2, or _MM_HINT_NTA) that specifies the type of 
prefetch operation to be performed. 


Numeric Exceptions 
None. 


Exceptions (All Operating Modes) 
#UD If the LOCK prefix is used. 
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PREFETCHW—Prefetch Data into Caches in Anticipation of a Write 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En Mode Feature 
Support Flag 
OF OD /1 A VIV PREFETCHW | Move data from m8 closer to the processor in anticipation of a 
PREFETCHW m8 write. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Fetches the cache line of data from memory that contains the byte specified with the source operand to a location 
in the 1st or 2nd level cache and invalidates other cached instances of the line. 


The source operand is a byte memory location. If the line selected is already present in the lowest level cache and 
is already in an exclusively owned state, no data movement occurs. Prefetches from non-writeback memory are 
ignored. 


The PREFETCHW instruction is merely a hint and does not affect program behavior. If executed, this instruction 
moves data closer to the processor and invalidates other cached copies in anticipation of the line being written to 
in the future. 


The characteristic of prefetch locality hints is implementation-dependent, and can be overloaded or ignored by a 
processor implementation. The amount of data prefetched is also processor implementation-dependent. It will, 
however, be a minimum of 32 bytes. Additional details of the implementation-dependent locality hints are 
described in Section 7.4 of Intel® 64 and IA-32 Architectures Optimization Reference Manual. 


It should be noted that processors are free to speculatively fetch and cache data with exclusive ownership from 
system memory regions that permit such accesses (that is, the WB memory type). A PREFETCHW instruction is 
considered a hint to this speculative behavior. Because this speculative fetching can occur at any time and is not 
tied to instruction execution, a PREFETCHW instruction is not ordered with respect to the fence instructions 
(MFENCE, SFENCE, and LFENCE) or locked memory references. A PREFETCHW instruction is also unordered with 
respect to CLFLUSH and CLFLUSHOPT instructions, other PREFETCHW instructions, or any other general instruction 


It is ordered with respect to serializing instructions such as CPUID, WRMSR, OUT, and MOV CR. 
This instruction's operation is the same in non-64-bit modes and 64-bit mode. 


Operation 
FETCH_WITH_EXCLUSIVE_OWNERSHIP (m8); 


Flags Affected 
All flags are affected. 


C/C++ Compiler Intrinsic Equivalent 


void _m_prefetchw( void * ); 


Protected Mode Exceptions 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 
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Virtual-8086 Mode Exceptions 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
#UD If the LOCK prefix is used. 


64-Bit Mode Exceptions 
#UD If the LOCK prefix is used. 
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PSADBW—Compute Sum of Absolute Differences 


NOTES: 


Opcode/ Op/ | 64/32 bit | CPUID Feature | Description 
Instruction En |Mode Flag 
Support 
NP OF F6 /r' A VIN SSE Computes the absolute differences of the 
PSADBW mm1, mm2/m64 packed unsigned byte integers from mm2 
/m64 and mm/1; differences are then summed 
to produce an unsigned word integer result. 
66 OF F6 /r A VIN SSE2 Computes the absolute differences of the 
PSADBW xmm1, xmm2/m128 packed unsigned byte integers from xmm2 
/m128 and xmm1; the 8 low differences and 8 
high differences are then summed separately 
to produce two unsigned word integer results. 
VEX.128.66.0F.WIG F6 /r B VIN AVX Computes the absolute differences of the 
VPSADBW xmm1, xmm2, xmm3/m128 packed unsigned byte integers from xmm3 
/m128 and xmm2, the 8 low differences and 8 
high differences are then summed separately 
to produce two unsigned word integer results. 
VEX.256.66.0F.WIG F6 /r B VIN AVX2 Computes the absolute differences of the 
VPSADBW ymm1, ymm2, ymm3/m256 packed unsigned byte integers from ymm3 
/m256 and ymm_2; then each consecutive 8 
differences are summed separately to produce 
four unsigned word integer results. 
EVEX.128.66.0F.WIG F6 /r C VIN AVX512VL Computes the absolute differences of the 
VPSADBW xmm1, xmm2, xmm3/m128 AVX512BW packed unsigned byte integers from xmm3 
/m128 and xmm2; then each consecutive 8 
differences are summed separately to produce 
two unsigned word integer results. 
EVEX.256.66.0F.WIG F6 /r C VIN AVX512VL Computes the absolute differences of the 
VPSADBW ymm1, ymm2, ymm3/m256 AVX512BW packed unsigned byte integers from ymm3 
/m256 and ymmc2; then each consecutive 8 
differences are summed separately to produce 
four unsigned word integer results. 
EVEX.512.66.0F.WIG F6 /r C VN AVX512BW Computes the absolute differences of the 
VPSADBW zmm1, zmm2, zmm3/m512 packed unsigned byte integers from zmm3 
/m512 and zmmd2; then each consecutive 8 
differences are summed separately to produce 
eight unsigned word integer results. 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv ModRM:r/m (r) NA 
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Description 


Computes the absolute value of the difference of 8 unsigned byte integers from the source operand (second 
operand) and from the destination operand (first operand). These 8 differences are then summed to produce an 
unsigned word integer result that is stored in the destination operand. Figure 4-14 shows the operation of the 
PSADBW instruction when using 64-bit operands. 


When operating on 64-bit operands, the word integer result is stored in the low word of the destination operand, 
and the remaining bytes in the destination operand are cleared to all Os. 


When operating on 128-bit operands, two packed results are computed. Here, the 8 low-order bytes of the source 
and destination operands are operated on to produce a word result that is stored in the low word of the destination 
operand, and the 8 high-order bytes are operated on to produce a word result that is stored in bits 64 through 79 
of the destination operand. The remaining bytes of the destination operand are cleared. 


For 256-bit version, the third group of 8 differences are summed to produce an unsigned word in bits[143:128] of 
the destination register and the fourth group of 8 differences are summed to produce an unsigned word in 
bits[207:192] of the destination register. The remaining words of the destination are set to 0. 


For 512-bit version, the fifth group result is stored in bits [271:256] of the destination. The result from the sixth 
group is stored in bits [335:320]. The results for the seventh and eighth group are stored respectively in bits 
[399:384] and bits [463:447], respectively. The remaining bits in the destination are set to 0. 


In 64-bit mode and not encoded by VEX/EVEX prefix, using a REX prefix in the form of REX.R permits this instruc- 
tion to access additional registers (XMM8-XMM15). 


Legacy SSE version: The source operand can be an MMX technology register or a 64-bit memory location. The 
destination operand is an MMX technology register. 


128-bit Legacy SSE version: The first source operand and destination register are XMM registers. The second 
source operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding ZMM 
destination register remain unchanged. 


VEX.128 and EVEX.128 encoded versions: The first source operand and destination register are XMM registers. The 
second source operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding 
ZMM register are zeroed. 


VEX.256 and EVEX.256 encoded versions: The first source operand and destination register are YMM registers. The 
second source operand is an YMM register or a 256-bit memory location. Bits (MAXVL-1:256) of the corresponding 
ZMM register are zeroed. 


EVEX.512 encoded version: The first source operand and destination register are ZMM registers. The second 
source operand is a ZMM register or a 512-bit memory location. 


SRC X7 X6 X5 x4 | X3 X2 x1 X0 


DEST; y7 Y6 Y5 Y4 Y3 Y2 v1 YO 


TEMP | ABS(x7:Y7)| ABS(X6:Y6)| ABS(X5:Y5) | ABS(X4:Y4)] ABS(X3:Y3)| ABS(X2:Y2) | ABS(X1:Y1) | ABS(X0:Y0) 


DEST) 00H 00H 00H 00H | 00H OOH | SUM(TEMP7...TEMPO) 


Figure 4-14. PSADBW Instruction Operation Using 64-bit Operands 
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Operation 

VPSADBW (EVEX encoded versions) 

VL = 128, 256,512 

TEMPO := ABS(SRC1[7:0] - SRC2[7:0]) 

(* Repeat operation for bytes 1 through 15 *) 
TEMP15 := ABS(SRC1[127:120] - SRC2[127:120)) 
DEST[15:0] := SUM(TEMPO:TEMP7) 

DEST[63:16] := OOOOOOO00000H 

DEST[79:64] := SUM(TEMP8:TEMP15) 

DEST[1 27:80] := OOOOOO00000H 


IF VL >= 256 
(* Repeat operation for bytes 16 through 31*) 
TEMP31 := ABS(SRC1[255:248] - SRC2[255:248]) 
DEST[143:128] := SUM(TEMP16:TEMP23) 
DEST[191:144] := QOOOOO000000H 
DEST[207:192] := SUM(TEMP24:TEMP31) 
DEST[223:208] := QOOOO000000H 

Fl; 

IF VL >= 512 

(* Repeat operation for bytes 32 through 63%) 
TEMP63 := ABS(SRC1[511:504] - SRC2[511:504]) 
DEST[271:256] := SUM(TEMPO:TEMP7) 
DEST[319:272] := QOOOOO000000H 
DEST[335:320] := SUM(TEMP8:TEMP15) 
DEST[383:336] := QOOOO000000H 
DEST[399:384] := SUM(TEMP16:TEMP23) 
DEST[447:400] := QOOOOO000000H 
DEST[463:448] := SUM(TEMP24:TEMP31) 
DEST[511:464] := QOOOOO00000H 

Fl; 

DEST[MAXVL-1:VL] := 0 


VPSADBW (VEX.256 encoded version) 
TEMPO := ABS(SRC1[7:0] - SRC2[7:0]) 

(* Repeat operation for bytes 2 through 30%) 
TEMP31 := ABS(SRC1[255:248] - SRC2[255:248]) 
DEST[15:0] := SUM(TEMPO:TEMP7) 
DEST[63:16] := OOOOOOO00000H 
DEST[79:64] := SUM(TEMP8:TEMP15) 
DEST[1 27:80] := OOOOOO00000H 
DEST[143:128] := SUM(TEMP16:TEMP23) 
DEST[191:144] := QOOOOO000000H 
DEST[207:192] := SUM(TEMP24:TEMP31) 
DEST[223:208] := OOOOOO00000H 
DEST[MAXVL-1:256] := 0 
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VPSADBW (VEX.128 encoded version) 

TEMPO := ABS(SRC1[7:0] - SRC2[7:0]) 

(* Repeat operation for bytes 2 through 14 *) 
TEMP15 := ABS(SRC1[127:120] - SRC2[127:120)]) 
DEST[15:0] := SUM(TEMPO:TEMP7) 

DEST[63:16] := OOOOOO000000H 

DEST[79:64] := SUM(TEMP8:TEMP15) 

DEST[1 27:80] := OOOOOOO0000H 
DEST[MAXVL-1:128] := 0 


PSADBW (128-bit Legacy SSE version) 

TEMPO := ABS(DEST[7:0] - SRC[7:0]) 

(* Repeat operation for bytes 2 through 14 *) 
TEMP15 := ABS(DEST[1 27:1 20] - SRC[127:120]) 
DEST[15:0] := SUM(TEMPO:TEMP7) 

DEST[63:16] := OOOOOOO00000H 

DEST[79:64] := SUM(TEMP8:TEMP15) 

DEST[1 27:80] := OOOOO000000 
DEST[MAXVL-1:128] (Unmodified) 


PSADBW (64-bit operand) 

TEMPO := ABS(DEST[7:0] - SRC[7:0]) 

(* Repeat operation for bytes 2 through 6 *) 
TEMP7 := ABS(DEST[63:56] - SRC[63:56]) 
DEST[15:0] := SUM(TEMPO:TEMP7) 
DEST[63:16] := OOOOOOO00000H 


Intel C/C++ Compiler Intrinsic Equivalent 


VPSADBW __m512i_mm512_sad_epu8(__m512i a, 
PSADBW:__m64 _mm_sad_pu8(__m64 a,__m64 b) 
(V)PSADBW:__m128i __mm_sad_epu8(__m128i a,___m128i b) 
VPSADBW:__m256i__mm256_sad_epu8(__m256i a,__ m256i b) 


m512i b) 


Flags Affected 
None. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
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Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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PSHUFB — Packed Shuffle Bytes 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 

Support | Flag 
NP OF 38 00 /r’ A VV SSSE3 Shuffle bytes in mm7 according to contents of 
PSHUFB mm1, mm2/m64 mme/m64. 
66 OF 38 00 /r A VIN SSSE3 Shuffle bytes in xmm7 according to contents of 
PSHUFB xmm1, xmm2/m128 xmme/m1 28. 
VEX.128.66.0F38.WIG 00 /r B VN AVX Shuffle bytes in xmm2 according to contents of 
VPSHUFB xmm1, xmm2, xmm3/m128 xmm3/m1 28. 
VEX.256.66.0F38.WIG 00 /r B VIN AVX2 Shuffle bytes in ymm2 according to contents of 
VPSHUFB ymm1, ymm2, ymm3/m256 ymm3/m256. 
EVEX.128.66.0F38.WIG 00 /r C VV AVX512VL | Shuffle bytes in xmm2 according to contents of 
VPSHUFB xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm3/m128 under write mask k1. 
EVEX.256.66.0F38.WIG 00 /r C VV AVX512VL | Shuffle bytes in ymm2 according to contents of 
VPSHUFB ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm3/m256 under write mask k1. 
EVEX.512.66.0F38.WIG 00 /r C VV AVX512BW | Shuffle bytes in zmm_2 according to contents of 
VPSHUFB zmm1 {k1}{z}, zmm2, zmm3/m512 zmm3/m512 under write mask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


PSHUFB performs in-place shuffles of bytes in the destination operand (the first operand) according to the shuffle 
control mask in the source operand (the second operand). The instruction permutes the data in the destination 
operand, leaving the shuffle mask unaffected. If the most significant bit (bit[7]) of each byte of the shuffle control 
mask is set, then constant zero is written in the result byte. Each byte in the shuffle control mask forms an index 
to permute the corresponding byte in the destination operand. The value of each index is the least significant 4 bits 
(128-bit operation) or 3 bits (64-bit operation) of the shuffle control byte. When the source operand is a 128-bit 
memory operand, the operand must be aligned on a 16-byte boundary or a general-protection exception (#GP) will 
be generated. 


In 64-bit mode and not encoded with VEX/EVEX, use the REX prefix to access XMM8-XMM15 registers. 
Legacy SSE version 64-bit operand: Both operands can be MMX registers. 


128-bit Legacy SSE version: The first source operand and the destination operand are the same. Bits (MAXVL- 
1:128) of the corresponding YMM destination register remain unchanged. 


VEX.128 encoded version: The destination operand is the first operand, the first source operand is the second 
operand, the second source operand is the third operand. Bits (MAXVL-1:128) of the destination YMM register are 
zeroed. 


VEX.256 encoded version: Bits (255:128) of the destination YMM register stores the 16-byte shuffle result of the 
upper 16 bytes of the first source operand, using the upper 16-bytes of the second source operand as control mask. 
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The value of each index is for the high 128-bit lane is the least significant 4 bits of the respective shuffle control 
byte. The index value selects a source data element within each 128-bit lane. 

EVEX encoded version: The second source operand is an ZMM/YMM/XMM register or an 512/256/128-bit memory 
location. The first source operand and destination operands are ZMM/YMM/XMM registers. The destination is condi- 
tionally updated with writemask k1. 


EVEX and VEX encoded version: Four/two in-lane 128-bit shuffles. 


Operation 


PSHUFB (with 64 bit operands) 
TEMP := DEST 
fori=Oto7{ 
if (SRC[(i * 8)+7] = 1 ) then 
DEST[(i*8)+7...(i*8)+0] := 0; 
else 
index[2..0] := SRC[(i*8)+2 .. (i*8)+0]; 
DEST[(i*8)+7...(i*8)+0] := TEMP[(index*8+7)..(index*8+0)]; 
endif; 


} 


PSHUFB (with 128 bit operands) 
TEMP := DEST 
fori=Oto 15{ 
if (SRC[(i * 8)+7] = 1) then 
DEST[(i*8)+7..(i*8)+0] := 0; 
else 
index[3..0] := SRC[(i*8)+3 .. (i*8)+0]; 
DEST[(i*8)+7..(i*8)+0] := TEMP[(index*8+7)..(index*8+0)]; 
endif 
} 


VPSHUFB (VEX.128 encoded version) 
fori=Oto 15{ 
if (SRC2[(i * 8)+7] = 1) then 
DEST[(i*8)+7..(i*8)+0] := 0; 
else 
index[3..0] := SRC2[(i*8)+3 .. (i*8)+0]; 
DEST[(i*8)+7..(i*8)+0] := SRC1[(index*8+7)..(index*8+0)]; 
endif 


} 
DEST[MAXVL-1:128] := 0 


VPSHUFB (VEX.256 encoded version) 
fori=Oto15{ 
if (SRC2[(i * 8)+7] == 1 ) then 
DEST[(i*8)+7..(i*8)+0] := 0; 
else 
index[3..0] := SRC2[(i*8)+3 .. (i*8)+0]; 
DEST[(i*8)+7..(i*8)+0] := SRC1[(index*8+7)..(index*8+0)]; 
endif 
if (SRC2[128 + (i * 8)+7] == 1 ) then 
DEST[128 + (i*8)+7..(i*8)+0] := 0; 
else 
index[3..0] := SRC2[128 + (i*8)+3 .. (i*8)+0]; 
DEST[128 + (i*8)+7..(i*8)+0] := SRC1[128 + (index*8+7)..(index*8+0)]; 
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endif 
} 
VPSHUFB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
jmask := (KL-1) & ~OxF // 0x00, 0x10, 0x30 depending on the VL 
FOR j =O TOKL-1 // dest 
IF kI[ i ] or no_masking 
index := src.byte[ j ]; 
IF index & 0x80 
Dest.byte[ j ] := 0; 
ELSE 
index := (index & OXF) + (j & jmask); // 16-element in-lane lookup 
Dest.byte[ j ] := src.byte[ index J; 
ELSE if zeroing 
Dest.byte[ j ] := 0; 
DEST[MAXVL-1:VL] := 0; 


MM2 
07H 07H FFH 80H 01H 00H 00H 00H 
MM1 
04H 01H 07H 03H 02H 02H FFH 01H 
04H 04H 00H 00H FFH 01H 01H 01H 


Figure 4-15. PSHUFB with 64-Bit Operands 


Intel C/C++ Compiler Intrinsic Equivalent 
VPSHUFB __m512i__mm512_shuffle_epi8(__m512i a,__m512i b); 


VPSHUFB __m512i__mm512_mask_shuffle_epi8(__m512is, _ mmask64 k,___m512i a,__m512i b); 
VPSHUFB __m512i __mm512_maskz_shuffle_epi8(__mmask64 k,__m512ia,__m512i b); 
VPSHUFB __m256i __mm256_mask_shuffle_epi8(__m256i s, _ mmask32 k,__ m256i a,___m256i b); 


VPSHUFB __m256i _mm256_maskz_shuffle_epi8(__mmask32 k,___ m256i a, ___ m256i b); 
VPSHUFB __m128i _mm_mask_shuffle_epi8(__m128i s,___ mmask16 k,__m128i a, __m128i b); 
VPSHUFB __m128i __mm_maskz_shuffle_epi8(__mmask16 k,__m128i a, ___m128i b); 
PSHUFB: __m64__mm_shuffle_pi8 (__m64 a,__m64 b) 

(V)PSHUFB: __m128i__mm_shuffle_epi8 (__m128i a,__m128i b) 
VPSHUFB:__m256i__mm256_shuffle_epi8(__m256i a, ___m256i b) 


SIMD Floating-Point Exceptions 


None. 
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Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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PSHUFD—Shuffle Packed Doublewords 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
66 OF 70 /rib A VIV SSE2 Shuffle the doublewords in xmm2/m128 based on 
PSHUFD xmm1, xmm2/m128, imm8 the encoding in imm8 and store the result in xmm1. 
VEX.128.66.0F.WIG 70 /r ib A VIN AVX Shuffle the doublewords in xmm2/m128 based on 
VPSHUFD xmm1, xmm2/m128, imm8 the encoding in imm8 and store the result in xmm1. 
VEX.256.66.0F.WIG 70 /r ib A VIV AVX2 Shuffle the doublewords in ymm2/m256 based on 
VPSHUFD ymm1, ymm2/m256, imm8 the encoding in imm8 and store the result in ymm1. 
EVEX.128.66.0F.WO 70 /r ib B VV AVX512VL | Shuffle the doublewords in xmm2/m128/m32bcst 
VPSHUFD xmm1 {k1}{z}, xmm2/m128/m32bcst, AVX512F | based on the encoding in imm8 and store the result 
imm8 in xmm1 using writemask k1. 
EVEX.256.66.0F.WO 70 /r ib B VIN AVX512VL | Shuffle the doublewords in ynm2/m256/m32bcst 
VPSHUFD ymm1 {k1}{z}, ymm2/m256/m32bcst, AVX512F | based on the encoding in imm8 and store the result 
imm8 in ymm1 using writemask k1. 
EVEX.512.66.0F.WO 70 /r ib B VIN AVX512F | Shuffle the doublewords in zmm2/m51 2/m32bcst 
VPSHUFD zmm1 {k1}{z}, zmm2/m51 2/m32bcst, based on the encoding in imm8 and store the result 
imm8 in zmm1 using writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) imm8 NA 
B Full ModRM:reg (w) ModRM:r/m (r) Imm8s NA 
Description 


Copies doublewords from source operand (second operand) and inserts them in the destination operand (first 
operand) at the locations selected with the order operand (third operand). Figure 4-16 shows the operation of the 
256-bit VPSHUFD instruction and the encoding of the order operand. Each 2-bit field in the order operand selects 
the contents of one doubleword location within a 128-bit lane and copy to the target element in the destination 
operand. For example, bits 0 and 1 of the order operand targets the first doubleword element in the low and high 
128-bit lane of the destination operand for 256-bit VPSHUFD. The encoded value of bits 1:0 of the order operand 
(see the field encoding in Figure 4-16) determines which doubleword element (from the respective 128-bit lane) of 
the source operand will be copied to doubleword 0 of the destination operand. 


For 128-bit operation, only the low 128-bit lane are operative. The source operand can be an XMM register or a 
128-bit memory location. The destination operand is an XMM register. The order operand is an 8-bit immediate. 
Note that this instruction permits a doubleword in the source operand to be copied to more than one doubleword 
location in the destination operand. 
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SRC X7 X6 X5 X4 | x3 X2 x1 X0 
DEST Y7 Y6 Y5 Y4 Y3 Y2 Y1 YO 


qi ae Encoding 0OB - XO 
of Fields in 01B-X5 ORDER recuse Gin 
ORDER  10B - X6 of Fields in - 


ORDER _ 10B - X2 
Operand 11B - X7 7654321 0 Operand 11B-X3 


Figure 4-16. 256-bit VPSHUFD Instruction Operation 


The source operand can be an XMM register or a 128-bit memory location. The destination operand is an XMM 
register. The order operand is an 8-bit immediate. Note that this instruction permits a doubleword in the source 
operand to be copied to more than one doubleword location in the destination operand. 


In 64-bit mode and not encoded in VEX/EVEX, using REX.R permits this instruction to access XMM8-XMM15. 


128-bit Legacy SSE version: Bits (MAXVL-1:128) of the corresponding YMM destination register remain 
unchanged. 

VEX.128 encoded version: The source operand can be an XMM register or a 128-bit memory location. The destina- 
tion operand is an XMM register. Bits (MAXVL-1:128) of the corresponding ZMM register are zeroed. 

VEX.256 encoded version: The source operand can be an YMM register or a 256-bit memory location. The destina- 
tion operand is an YMM register. Bits (MAXVL-1:256) of the corresponding ZMM register are zeroed. Bits (255- 
1:128) of the destination stores the shuffled results of the upper 16 bytes of the source operand using the imme- 
diate byte as the order operand. 

EVEX encoded version: The source operand can be an ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion, or a 512/256/128-bit vector broadcasted from a 32-bit memory location. The destination operand is a 
ZMM/YMM/XMM register updated according to the writemask. 

Each 128-bit lane of the destination stores the shuffled results of the respective lane of the source operand using 
the immediate byte as the order operand. 


Note: EVEX.vvvv and VEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 


Operation 


PSHUFD (128-bit Legacy SSE version) 
DEST[31:0] := (SRC >> (ORDER[1:0] * 32))[31:0); 
DEST[63:32] := (SRC >> (ORDER[3:2] * 32))[31:0]; 
DEST[95:64] := (SRC >> (ORDER[5:4] * 32))[31:0]; 
DEST[127:96] := (SRC >> (ORDER[7:6] * 32))[31:0]; 
DEST[MAXVL-1:128] (Unmodified) 


VPSHUFD (VEX.128 encoded version) 
DEST[31:0] := (SRC >> (ORDER[1:0] * 32))[31:0]; 
DEST[63:32] := (SRC >> (ORDER[3:2] * 32))[31:0]; 
DEST[95:64] := (SRC >> (ORDER[5:4] * 32))[31:0]; 
DEST[127:96] := (SRC >> (ORDER[7:6] * 32))[31:0]; 
DEST[MAXVL-1:128] := 0 
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VPSHUFD (VEX.256 encoded version) 

DEST[31:0] := (SRC[127:0] >> (ORDER[1:0] * 32))[31:0); 
DEST[63:32] := (SRC[127:0] >> (ORDER[3:2] * 32))[31:0]; 
DEST[95:64] := (SRC[127:0] >> (ORDER[5:4] * 32))[31:0]; 
DEST[127:96] := (SRC[127:0] >> (ORDER[7:6] * 32))[31:0]; 
DEST[159:128] := (SRC[255:128] >> (ORDER[1:0] * 32))[31:0]; 
DEST[191:160] := (SRC[255:128] >> (ORDER[3:2] * 32))[31:0]; 
DEST[223:192] := (SRC[255:128] >> (ORDER[S:4] * 32))[31:0]; 
DEST[255:224] := (SRC[255:128] >> (ORDER[7:6] * 32))[31:0]; 
DEST[MAXVL-1:256] := 0 


Se TSCM SM 


VPSHUFD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF (EVEX.b = 1) AND (SRC *is memory’) 
THEN TMP_SRC[i+31:i] = SRC[31:0] 
ELSE TMP_SRC[i+31:i] := SRC[i+31:i] 
Fl; 
ENDFOR; 
IF VL >= 128 
TMP_DEST[31:0] := (TMP_SRC[1 27:0] >> (ORDER[1:0] * 32))[31:0]; 
TMP_DEST[63:32] := (TMP_SRC[1 27:0] >> (ORDER[3:2] * 32))[31:0]; 
TMP_DEST[95:64] := (TMP_SRC[1 27:0] >> (ORDER[5:4] * 32))[31:0]; 
TMP_DEST[127:96] := (TMP_SRC[127:0] >> (ORDER[7:6] * 32))[31:0]; 


Fl; 
IF VL >= 256 
TMP_DEST[159:1 28] := (TMP_SRC[255:128] >> (ORDER[1:0] * 32))[31:0]; 
TMP_DEST[191:160] := (TMP_SRC[255:128] >> (ORDER[3:2] * 32))[31:0]; 
TMP_DEST[223:192] := (TMP_SRC[255:128] >> (ORDER[5:4] * 32))[31:0]; 
TMP_DEST[255:224] := (TMP_SRC[255:128] >> (ORDER[7:6] * 32))[31:0]; 
Fl; 
IF VL >=512 
TMP_DEST[287:256] := (TMP_SRC[383:256] >> (ORDER[1:0] * 32))[31:0]; 
TMP_DEST[319:288] := (TMP_SRC[383:256] >> (ORDER[3:2] * 32))[31:0]; 
TMP_DEST[351:320] := (TMP_SRC[383:256] >> (ORDER[5:4] * 32))[31:0]; 
TMP_DEST[383:352] := (TMP_SRC[383:256] >> (ORDER[7:6] * 32))[31:0]; 
TMP_DEST[415:384] := (TMP_SRC[511:384] >> (ORDER[1:0] * 32))[31:0]; 
TMP_DEST[447:416] := (TMP_SRC[511:384] >> (ORDER[3:2] * 32))[31:0]; 
TMP_DEST[479:448] := (TMP_SRC[511:384] >> (ORDER[5:4] * 32))[31:0]; 
TMP_DEST[51 1:480] := (TMP_SRC[511:384] >> (ORDER[7:6] * 32))[31:0]; 
Fl; 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
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DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 

VPSHUFD __m512i__mm512_shuffle_epi32(__m512i a, int n); 

VPSHUFD __m512i_mm512_mask_shuffle_epi32(__m512is,___mmask16 k,__m512ia, int n); 
VPSHUFD __m512i_mm512_maskz_shuffle_epi32(__mmask16 k,__m512ia, int n ); 
VPSHUFD __m256i __mm256_mask_shuffle_epi32(__m256i s,__ mmask8 k,__ m256i a, int n ); 
VPSHUFD __m256i__mm256_maskz_shuffle_epi32(___mmask8 k, __ m256i a, int n ); 

VPSHUFD __m128i __mm_mask_shuffle_epi32(__m128is,__ mmask8 k,__m128i a, int n); 
VPSHUFD __m128i __mm_maskz_shuffle_epi32(__mmask8 k,___m128i a, int n); 
(V)PSHUFD:__m128i __mm_shuffle_epi32(__m128i a, int n) 

VPSHUFD:__m256i __mm256_shuffle_epi32(__m256i a, const int n) 


Flags Affected 
None. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 


EVEX-encoded instruction, see Table 2-50, “Type E4NF Class Exception Conditions”. 
Additionally: 
#UD If VEX.vvvv # 1111B or EVEX.vvvv # 1111B. 
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PSHUFHW-—Shuffle Packed High Words 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
F3 OF 70 /rib A VIV SSE2 Shuffle the high words in xmm2/m128 based 


on the encoding in imm8 and store the result in 
xmm1. 


PSHUFHW xmm17, xmm2/m128, imm8 


VEX.128.F3.0F.WIG 70 /r ib A VIV AVX 
VPSHUFHW xmm1, xmm2/m128, imm8 


Shuffle the high words in xmm2/m128 based 
on the encoding in imm8 and store the result in 
xmm1. 


VEX.256.F3.0F.WIG 70 /r ib A VIN AVX2 
VPSHUFHW ymm1, ymm2/m256, imm8 


Shuffle the high words in ymm2/m256 based 
on the encoding in imm8 and store the result in 
ymm1. 


EVEX.128.F3.0F.WIG 70 /r ib B VN 
VPSHUFHW xmm1 {k1}{z}, xmm2/m1 28, imm8 


AVX512VL | Shuffle the high words in xmm2/m1 28 based 
AVX512BW | on the encoding in imm8 and store the result in 
xmm1 under write mask k1. 

AVX512VL | Shuffle the high words in ymm2/m256 based 
AVX512BW | on the encoding in imm8 and store the result in 
ymm1 under write mask k1. 

AVX512BW | Shuffle the high words in zmm2/m512 based 
on the encoding in imm8 and store the result in 
zmm1 under write mask k1. 


EVEX.256.F3.0F.WIG 70 /r ib B VN 
VPSHUFHW ymm1 {k1}{z}, ymm2/m256, imm8 


EVEX.512.F3.0F.WIG 70 /r ib B VV 
VPSHUFHW zmm1 {k1}{z}, zmm2/m512, imm8 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) imm8 NA 
B Full Mem ModRM:reg (w) ModRM:r/m (r) Imm8s NA 
Description 


Copies words from the high quadword of a 128-bit lane of the source operand and inserts them in the high quad- 
word of the destination operand at word locations (of the respective lane) selected with the immediate operand. 
This 256-bit operation is similar to the in-lane operation used by the 256-bit VPSHUFD instruction, which is illus- 
trated in Figure 4-16. For 128-bit operation, only the low 128-bit lane is operative. Each 2-bit field in the immediate 
operand selects the contents of one word location in the high quadword of the destination operand. The binary 
encodings of the immediate operand fields select words (0, 1, 2 or 3, 4) from the high quadword of the source 
operand to be copied to the destination operand. The low quadword of the source operand is copied to the low 
quadword of the destination operand, for each 128-bit lane. 


Note that this instruction permits a word in the high quadword of the source operand to be copied to more than one 
word location in the high quadword of the destination operand. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


128-bit Legacy SSE version: The destination operand is an XMM register. The source operand can be an XMM 
register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM destination register remain 
unchanged. 


VEX.128 encoded version: The destination operand is an XMM register. The source operand can be an XMM register 
or a 128-bit memory location. Bits (MAXVL-1:128) of the destination YMM register are zeroed. VEX.vvvv is 
reserved and must be 1111b, VEX.L must be 0, otherwise the instruction will #UD. 


VEX.256 encoded version: The destination operand is an YMM register. The source operand can be an YMM register 
or a 256-bit memory location. 
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EVEX encoded version: The destination operand is a ZMM/YMM/XMM registers. The source operand can be a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination is updated according to the 
writemask. 


Note: In VEX encoded versions, VEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Operation 


PSHUFHW (128-bit Legacy SSE version) 
DEST[63:0] := SRC[63:0] 

DEST[79:64] := (SRC >> (imm[1:0] *16))[79:64] 
DEST[95:80] := (SRC >> (imm[3:2] * 16))[79:64] 
DEST[111:96] := (SRC >> (imm[5:4] * 16))[79:64] 
DEST[127:112] := (SRC >> (imm[7:6] * 16))[79:64] 
DEST[MAXVL-1:1 28] (Unmodified) 


VPSHUFHW (VEX.128 encoded version) 
DEST[63:0] := SRC1[63:0] 

DEST[79:64] := (SRC1 >> (imm[1:0] *16))[79:64] 
DEST[95:80] := (SRC1 >> (imm[3:2] * 16))[79:64] 
DEST[111:96] := (SRC1 >> (imm[5:4] * 16))[79:64] 
DEST[127:112] := (SRC1 >> (imm[7:6] * 16))[79:64] 
DEST[MAXVL-1:128] := 0 


VPSHUFHW (VEX.256 encoded version) 

DEST[63:0] := SRC1[63:0] 

DEST[79:64] := (SRC1 >> (imm[1:0] *16))[79:64] 
DEST[95:80] := (SRC1 >> (imm[3:2] * 16))[79:64] 
DEST[111:96] := (SRC1 >> (imm[5:4] * 16))[79:64] 
DEST[127:112] := (SRC1 >> (imm[7:6] * 16))[79:64] 
DEST[191:128] := SRC1[191:128] 

DEST[207192] := (SRC1 >> (imm[1:0] *16))[207:192] 
DEST[223:208] := (SRC1 >> (imm[3:2] * 16))[207:192] 
DEST[239:224] := (SRC1 >> (imm[5:4] * 16))[207:192] 
DEST[255:240] := (SRC1 >> (imm[7:6] * 16))[207:192] 
DEST[MAXVL-1:256] := 0 


VPSHUFHW (EVEX encoded versions) 

(KL, VL) = (8, 128), (16, 256), (32, 512) 

IF VL >= 128 
TMP_DEST[63:0] := SRC1[63:0] 
TMP_DEST[79:64] := (SRC1 >> (imm[1:0] *16))[79:64] 
TMP_DEST[95:80] := (SRC1 >> (imm[3:2] * 16))[79:64] 
TMP_DEST[11 1:96] := (SRC1 >> (imm[5:4] * 16))[79:64] 
TMP_DEST[127:112] := (SRC1 >> (imm[7:6] * 16))[79:64] 

Fl; 

IF VL >= 256 
TMP_DEST[191:128] := SRC1[191:128] 
TMP_DEST[207:192] := (SRC1 >> (imm[1:0] *16))[207:192] 
TMP_DEST[223:208] := (SRC1 >> (imm[3:2] * 16))[207:192] 
TMP_DEST[239:224] := (SRC1 >> (imm[5:4] * 16))[207:192] 
TMP_DEST[255:240] := (SRC1 >> (imm[7:6] * 16))[207:192] 

Fl; 

IF VL >= 512 
TMP_DEST[319:256] := SRC1[319:256] 
TMP_DEST[335:320] := (SRC1 >> (imm[1:0] *16))[335:320] 


aan nN 
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TMP_DEST[351:336] := (SRC1 >> (imm[3:2] * 16))[335:320] 
TMP_DEST[367:352] := (SRC1 >> (imm[5:4] * 16))[335:320] 
TMP_DEST[383:368] := (SRC1 >> (imm[7:6] * 16))[335:320] 
TMP_DEST[447:384] := SRC1[447:384] 

TMP_DEST[463:448] := (SRC1 >> (imm[1:0] *16) 
TMP_DEST[479:464] := (SRC1 >> (imm[3:2] * 16 
TMP_DEST[495:480] := (SRC1 >> (imm[5:4] * 16 
TMP_DEST[51 1:496] := (SRC1 >> (imm[7:6] * 16 


[463:448] 
)[463:448] 
)[463:448] 
)[463:448] 


i am 
SS re are a 


Fl; 


FOR j :=0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST{[i+1 5:i] = TMP_DEST[i+15:i]; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{i+1 5:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 

VPSHUFHW __m512i_mm512_shufflehi_epi16(__m512i a, int n); 

VPSHUFHW __m512i_mm512_mask_shufflehi_epi16(__m512is,__mmask16 k,__m512ia, int n); 
VPSHUFHW __m512i_mm512_maskz_shufflehi_epi16(__mmask16 k,__m512ia, int n); 
VPSHUFHW __m256i__mm256_mask_shufflehi_epi16(__m256i s,__ mmask8 k,__ m256i a, int n ); 
VPSHUFHW __m256i__mm256_maskz_shufflehi_epi16(__mmask8 k,___ m256i a, int n ); 
VPSHUFHW __m128i __mm_mask_shufflehi_epi1 6(__m128i s,__ mmask8 k, __m128i a, int n); 
VPSHUFHW __m128i __mm_maskz_shufflehi_epi16(__ mmask8 k, __m128i a, int n); 
(V)PSHUFHW:__m128i __mm_shufflehi_epi1 6(__m128i a, int n) 

VPSHUFHW:__m256i _mm256_shufflehi_epi1 6(__m256i a, const int n) 


Flags Affected 
None. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 

EVEX-encoded instruction, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
Additionally: 

#UD If VEX.vvvv != 1111B, or EVEX.vvvv != 1111B. 
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PSHUFLW—Shuffle Packed Low Words 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
F2 OF 70 /rib A VIV SSE2 Shuffle the low words in xmm2/m128 based on 


the encoding in imm@ and store the result in 
xmm1. 


PSHUFLW xmm1, xmm2/m128, imm8& 


VEX.128.F2.0F.WIG 70 /r ib A VIV AVX 
VPSHUFLW xmm1, xmm2/m128, imm8 


Shuffle the low words in xmm2/m128 based on 
the encoding in imm8 and store the result in 
xmm1. 


VEX.256.F2.0F.WIG 70 /r ib A VV AVX2 
VPSHUFLW ymm17, ymm2/m256, imm8 


Shuffle the low words in ynm2/m256 based on 
the encoding in imm8 and store the result in 
ymm1. 


EVEX.128.F2.0F.WIG 70 /r ib B VV 
VPSHUFLW xmm1 {k1}{z}, xmm2/m1 28, imm8 


AVX512VL_ | Shuffle the low words in xmm2/m1 28 based on 
AVX512BW | the encoding in imm8 and store the result in 
xmm1 under write mask k1. 


EVEX.256.F2.0F.WIG 70 /r ib B VV 
VPSHUFLW ymm1 {k1}{z}, ymm2/m256, imm8 


AVX512VL | Shuffle the low words in ymm2/m256 based on 
AVX512BW | the encoding in imm8 and store the result in 
ymm1 under write mask k1. 


EVEX.512.F2.0F.WIG 70 /r ib B VIN AVX512BW | Shuffle the low words in zmm2/m512 based on 
VPSHUFLW zmm1 {k1}{z}, zmm2/m512, imm8 the encoding in imm8 and store the result in 


zmm1 under write mask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) imm8 NA 
B Full Mem ModRM:reg (w) ModRM:r/m (r) Imms NA 
Description 


Copies words from the low quadword of a 128-bit lane of the source operand and inserts them in the low quadword 
of the destination operand at word locations (of the respective lane) selected with the immediate operand. The 
256-bit operation is similar to the in-lane operation used by the 256-bit VPSHUFD instruction, which is illustrated 
in Figure 4-16. For 128-bit operation, only the low 128-bit lane is operative. Each 2-bit field in the immediate 
operand selects the contents of one word location in the low quadword of the destination operand. The binary 
encodings of the immediate operand fields select words (0, 1, 2 or 3) from the low quadword of the source operand 
to be copied to the destination operand. The high quadword of the source operand is copied to the high quadword 
of the destination operand, for each 128-bit lane. 


Note that this instruction permits a word in the low quadword of the source operand to be copied to more than one 
word location in the low quadword of the destination operand. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


128-bit Legacy SSE version: The destination operand is an XMM register. The source operand can be an XMM 
register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM destination register remain 
unchanged. 


VEX.128 encoded version: The destination operand is an XMM register. The source operand can be an XMM register 
or a 128-bit memory location. Bits (MAXVL-1:128) of the destination YMM register are zeroed. 

VEX.256 encoded version: The destination operand is an YMM register. The source operand can be an YMM register 
or a 256-bit memory location. 


EVEX encoded version: The destination operand is a ZMM/YMM/XMM registers. The source operand can be a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination is updated according to the 
writemask. 
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Note: In VEX encoded versions, VEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Operation 


PSHUFLW (128-bit Legacy SSE version) 
DEST[15:0] := (SRC >> (imm[1:0] *16))[15:0] 
DEST[31:16] := (SRC >> (imm[3:2] * 16))[15:0] 
DEST[47:32] := (SRC >> (imm[5:4] * 16))[15:0] 
DEST[63:48] := (SRC >> (imm[7:6] * 16))[15:0] 
DEST[127:64] := SRC[127:64] 
DEST[MAXVL-1:128] (Unmodified) 


VPSHUFLW (VEX.128 encoded version) 
DEST[15:0] := (SRC1 >> (imm[1:0] *16))[15:0] 
DEST[31:16] := (SRC1 >> (imm[3:2] * 16))[15:0] 
DEST[47:32] := (SRC1 >> (imm[5:4] * 16))[15:0] 
DEST[63:48] := (SRC1 >> (imm[7:6] * 16))[15:0] 
DEST[127:64] := SRC[127:64] 
DEST[MAXVL-1:128] := 0 


VPSHUFLW (VEX.256 encoded version) 
DEST[15:0] := (SRC1 >> (imm[1:0] *16))[15:0] 
DEST[31:16] := (SRC1 >> (imm[3:2] * 16))[15:0] 
DEST[47:32] := (SRC1 >> (imm[5:4] * 16))[15:0] 
DEST[63:48] := (SRC1 >> (imm[7:6] * 16))[15:0] 
DEST[127:64] := SRC1[127:64] 
DEST[143:128] := (SRC1 >> (imm[1:0] *16) 
DEST[159:144] := (SRC1 >> (imm[3:2] * 16 
DEST[175:160] := (SRC1 >> (imm[5:4] * 16 
DEST[191:176] := (SRC1 >> (imm[7:6] * 16 
DEST[255:192] := SRC1[255:192] 
DEST[MAXVL-1:256] := 0 


— 


[143:128] 
)[143:128] 
)[143:128] 
)[143:128] 


Sa a 


VPSHUFLW (EVEX.U1.512 encoded version) 

(KL, VL) = (8, 128), (16, 256), (32, 512) 

IF VL >= 128 
TMP_DEST[15:0] := (SRC1 >> (imm[1:0] *16))[15:0] 
TMP_DEST[31:16] := (SRC1 >> (imm[3:2] * 16))[15:0] 
TMP_DEST[47:32] := (SRC1 >> (imm[5:4] * 16))[15:0] 
TMP_DEST[63:48] := (SRC1 >> (imm[7:6] * 16))[15:0] 
TMP_DEST[127:64] := SRC1[127:64] 

Fl; 

IF VL >= 256 
TMP_DEST[143:1 28] := (SRC1 >> (imm[1:0] *16))[143:128] 
TMP_DEST[159:144] := (SRC1 >> (imm[3:2] * 16))[143:128] 
TMP_DEST[175:160] := (SRC1 >> (imm[5:4] * 16))[143:128] 
TMP_DEST[191:176] := (SRC1 >> (imm[7:6] * 16))[143:128] 
TMP_DEST[255:192] := SRC1[255:192] 

Fl; 

IF VL >= 512 
TMP_DEST[271:256] := 
TMP_DEST[287:272] := 


ie 


SRC1 >> (imm{[1:0] *16) 
SRC1 >> (imm[3:2] * 16 
TMP_DEST[303:288] := (SRC1 >> (imm[5:4] * 16 
TMP_DEST[319:304] := (SRC1 >> (imm[7:6] * 16 
TMP_DEST[383:320] := SRC1[383:320] 


[271:256] 
)[271:256] 
)[271:256] 
)[271:256] 


ann ons 
ee ey) 
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TMP_DEST[399:384] := (SRC1 >> (imm[1:0] *16))[399:384] 
TMP_DEST[415:400] := (SRC1 >> (imm[3:2] * 16))[399:384] 
TMP_DEST[431:416] := (SRC1 >> (imm[5:4] * 16))[399:384] 
TMP_DEST[447:432] := (SRC1 >> (imm[7:6] * 16))[399:384] 


TMP_DEST[51 1:448] := SRC1[511:448] 
Fl; 


FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+15:i] = TMP_DEST[i+15:i]; 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
VPSHUFLW __m512i__mm512_shufflelo_epi16(__m512i a, int n); 
VPSHUFLW __m512i__mm512_mask_shufflelo_epi16(__m512is, 


VPSHUFLW __m256i __mm256_mask_shufflelo_epi16(__m256i s, 


VPSHUFLW __m128i __mm_mask_shufflelo_epi16(__m128i s, 


(V)PSHUFLW:__m128i __mm_shufflelo_epi16(__m128i a, int n) 
VPSHUFLW:__m256i__mm256_shufflelo_epi16(__m256i a, const int n) 


Flags Affected 
None. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 


mmask16 k,__m512ia, int n); 
VPSHUFLW __m512i__mm512_maskz_shufflelo_epi16(__mmask16 k,__m512i a, int n); 
mmask8 k,___m256i a, int n ); 
VPSHUFLW __m256i __mm256_maskz_shufflelo_epi16(__mmask8 k,__ m256i a, int n ); 
mmask8 k, 
VPSHUFLW __m128i __mm_maskz_shufflelo_epi16(__mmask8 k, __m128i a, int n); 


m128i a, int n); 


INSTRUCTION SET REFERENCE, M-U 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 


Additionally: 


#UD If VEX.vvvv != 1111B, or EVEX.vvvv != 1111B. 


PSHUFLW—Shuffle Packed Low Words 
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PSHUFW-—Shuffle Packed Words 


PSHUFW mm1, mm2/m64, imm8 


Opcode/ Op/ | 64-Bit Compat/ |Description 
Instruction En |Mode Leg Mode 
NP OF 70 /rib RMI | Valid Valid Shuffle the words in mm2/m64 based on the 


encoding in imm8 and store the result in mm7. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (w) ModRM:r/m (r) imm8 NA 
Description 


Copies words from the source operand (second operand) and inserts them in the destination operand (first 
operand) at word locations selected with the order operand (third operand). This operation is similar to the opera- 
tion used by the PSHUFD instruction, which is illustrated in Figure 4-16. For the PSHUFW instruction, each 2-bit 
field in the order operand selects the contents of one word location in the destination operand. The encodings of the 
order operand fields select words from the source operand to be copied to the destination operand. 


The source operand can be an MMX technology register or a 64-bit memory location. The destination operand is an 
MMX technology register. The order operand is an 8-bit immediate. Note that this instruction permits a word in the 
source operand to be copied to more than one word location in the destination operand. 


In 64-bit mode, using a REX prefix in the form of REX.R permits this instruction to access additional registers 


(XMM8-XMM15). 


Operation 


DEST[15:0] := (SRC >> (ORDER[1:0] * 16))[15:0]; 
DEST[31:16] := (SRC >> (ORDER[3:2] * 16))[15:0]; 
DEST[47:32] := (SRC >> (ORDER[5:4] * 16))[15:0]; 
DEST[63:48] := (SRC >> (ORDER[7:6] * 16))[15:0]; 


Intel C/C++ Compiler Intrinsic Equivalent 


PSHUFW: 


Flags Affected 
None. 


Numeric Exceptions 


None. 


Other Exceptions 
See Table 21-7, “Exception Conditions for SIMD/MMX Instructions with Memory Reference” in the Inte/® 64 and 


IA-32 Architectures Software Developer’s Manual, Volume 3A. 
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m64 _mm_shuffle_pi16(__m64 a, int n) 


PSHUFW—Shuffle Packed Words 


PSIGNB/PSIGNW/PSIGND — Packed SIGN 
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Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF 38 08 /r’ RM | V/V SSSE3 Negate/zero/preserve packed byte integers in 

PSIGNB mm1, mm2/m64 mm1 depending on the corresponding sign in 
mm2/m64. 

66 OF 38 08 /r RM | V/V SSSE3 Negate/zero/preserve packed byte integers in 

PSIGNB xmm1, xmm2/m128 Xmm1 depending on the corresponding sign in 
xmm2/m1 28. 

NP OF 38 09 /r’ RM | V/V SSSE3 Negate/zero/preserve packed word integers 

PSIGNW mm1, mm2/m64 in mm1 depending on the corresponding sign 
in mm2/m128. 

66 OF 38 09 /r RM | V/V SSSE3 Negate/zero/preserve packed word integers 

PSIGNW xmm1, xmm2/m128 in xmm1 depending on the corresponding sign 
in xmm2/m128. 

NP OF 38 OA /r! RM | V/V SSSE3 Negate/zero/preserve packed doubleword 

PSIGND mm1, mm2/m64 integers in mm7 depending on the 
corresponding sign in mm2/m128. 

66 OF 38 OA /r RM | V/V SSSE3 Negate/zero/preserve packed doubleword 

PSIGND xmm1, xmm2/m128 integers in xmm1 depending on the 
corresponding sign in xmm2/m128. 

VEX.128.66.0F38.WIG 08 /r RVM | V/V AVX Negate/zero/preserve packed byte integers in 

VPSIGNB xmm1, xmm2, xmm3/m128 Xmm_2 depending on the corresponding sign in 
xmm3/m1 28. 

VEX.128.66.0F38.WIG 09 /r RVM | V/V AVX Negate/zero/preserve packed word integers 

VPSIGNW xmm1, xmm2, xmm3/m128 in xmme2 depending on the corresponding sign 
in xmm3/m128. 

VEX.128.66.0F38.WIG OA /r RVM | V/V AVX Negate/zero/preserve packed doubleword 

VPSIGND xmm1, xmm2, xmm3/m128 integers in xmm2 depending on the 
corresponding sign in xmm3/m128. 

VEX.256.66.0F38.WIG 08 /r RVM | V/V AVX2 Negate packed byte integers in ymm2 if the 

VPSIGNB ymm1, ymm2, ymm3/m256 corresponding sign in ymm3/m256 is less 
than zero. 

VEX.256.66.0F38.WIG 09 /r RVM | V/V AVX2 Negate packed 16-bit integers in ymm2 if the 

VPSIGNW ymm1, ymm2, ymm3/m256 corresponding sign in ymm3/m256 is less 
than zero. 

VEX.256.66.0F38.WIG OA /r RVM | V/V AVX2 Negate packed doubleword integers in ymm2 

VPSIGND ymm1, ymm2, ymm3/m256 if the corresponding sign in ymm3/m256 is 
less than zero. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
PSIGNB/PSIGNW/PSIGND — Packed SIGN Vol.2B 4-437 
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Description 


(V)PSIGNB/(V)PSIGNW/(V)PSIGND negates each data element of the destination operand (the first operand) if the 
signed integer value of the corresponding data element in the source operand (the second operand) is less than 
zero. If the signed integer value of a data element in the source operand is positive, the corresponding data 
element in the destination operand is unchanged. If a data element in the source operand is zero, the corre- 
sponding data element in the destination operand is set to zero. 


(V)PSIGNB operates on signed bytes. (V)PSIGNW operates on 16-bit signed words. (V)PSIGND operates on signed 
32-bit integers. 

Legacy SSE instructions: Both operands can be MMxX registers. In 64-bit mode, use the REX prefix to access addi- 
tional registers. 

128-bit Legacy SSE version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding YMM destina- 
tion register remain unchanged. 

VEX.128 encoded version: The first source and destination operands are XMM registers. The second source 
operand is an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the destination YMM register are 
zeroed. VEX.L must be 0, otherwise instructions will #UD. 


VEX.256 encoded version: The first source and destination operands are YMM registers. The second source 
operand is an YMM register or a 256-bit memory location. 


Operation 
def byte_sign(control, input_val): 
if control<O: 
return negate(input_val) 
elif control==0: 
return 0 
return input_val 


def word_sign(control, input_val): 
if control<O: 
return negate(input_val) 
elif control==0: 
return 0 
return input_val 


def dword_sign(control, input_val): 
if control<O: 
return negate(input_val) 
elif control==0: 
return 0 
return input_val 


PSIGNB srcdest, src // MMX 64-bit operands 
VL=64 
KL := VL/8 
for iin O..KL-1: 
srcdest.byte[i] := byte_sign(src.byte[i], srcdest.byte[i]) 


PSIGNW srcdest, src // MMX 64-bit operands 


VL=64 
KL := VL/16 
FOR i in O...KL-1: 


srcdest.word[i] := word_sign(src.word[i], srcdest.word[i]) 
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PSIGND srcdest, src // MMX 64-bit operands 
VL=64 
KL := VL/32 
FOR i in O...KL-1: 
srcdest.dword{i] := dword_sign(src.dword[i], srcdest.dword[i]) 


PSIGNB srcdest, src // SSE 128-bit operands 
VL=128 
KL := VL/8 
FOR i in O...KL-1: 
srcdest.byte[i] := byte_sign(src.byte[i], srcdest.byte[i]) 


PSIGNW srcdest, src // SSE 128-bit operands 
VL=128 
KL := VL/16 
FOR i in O...KL-1: 
srcdest.word[i] := word_sign(src.word[i], srcdest.word[i]) 


PSIGND srcdest, src // SSE 128-bit operands 
VL=128 
KL := VL/32 
FOR i in O...KL-1: 
srcdest.dword{i] := dword_sign(src.dword[i], srcdest.dword[i]) 


VPSIGNB dest, src1, src2_ // AVX 128-bit or 256-bit operands 
VL=(128,256) 
KL := VL/8 
FOR i in O...KL-1: 

dest.byte[i] := byte_sign(src2.byte[i], src1.byte[i]) 
DEST[MAXVL-1:VL] := 0 


VPSIGNW dest, src1, src2_ // AVX 128-bit or 256-bit operands 
VL=(128,256) 
KL := VL/16 
FOR i in O...KL-1: 

dest.word[i] := word_sign(src2.word[i], src1.word[i]) 
DEST[MAXVL-1:VL] := 0 


VPSIGND dest, src1, src2.  // AVX 128-bit or 256-bit operands 
VL=(128,256) 
KL := VL/32 
FOR i in O...KL-1: 

dest.dword[i] := dword_sign(src2.dword{i], src1.dword[i]) 
DEST[MAXVL-1:VL] := 0 


PSIGNB/PSIGNW/PSIGND — Packed SIGN 
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Intel C/C++ Compiler Intrinsic Equivalent 


PSIGNB: m64 _mm_sign_pi8 (__m64 a,__m64 b) 
(V)PSIGNB: m128i __mm_sign_epi8 (__m128i a, ___m128i b) 
VPSIGNB: m256i_mm256_sign_epi8 (__m256i a,___m256i b) 
PSIGNW: m64 _mm_sign_pi16 (_m64a,__m64 b) 
(V)PSIGNW: m128i __mm_sign_epi16 (__m128i a, __m128i b) 
VPSIGNW: m256i_mm256_sign_epi16 (__m256i a,__m256i b) 
PSIGND: m64 _mm_sign_pi32 (__m64 a,__m64 b) 
(V)PSIGND: m128i __mm_sign_epi32 (__m128i a,__m128i b) 
VPSIGND: m256i __mm256_sign_epi32 (__m256i a,___m256i b) 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 


See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 


#UD If VEX.L = 1. 
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PSIGNB/PSIGNW/PSIGND — Packed SIGN 


PSLLDQ—Shift Double Quadword Left Logical 


INSTRUCTION SET REFERENCE, M-U 


Opcode/ Op/ |64/32 bit | CPUID Description 
Instruction En Mode Feature 

Support | Flag 
66 OF 73/7 ib A VN SSE2 Shift xmm7 left by imm8 bytes while shifting 
PSLLDQ xmm1, imm8 in Os. 
VEX.128.66.0F.WIG 73 /7 ib B VN AVX Shift xmm2 left by imm8 bytes while shifting 
VPSLLDQ xmm1, xmm2, imm8 in Os and store result in xmm17. 
VEX.256.66.0F.WIG 73 /7 ib B VV AVX2 Shift ymm2 left by imm8 bytes while shifting 
VPSLLDQ ymm1, ymm2, imm8 in Os and store result in ymm17. 
EVEX.128.66.0F.WIG 73 /7 ib C VV AVX512VL | Shift xmm2/m128 left by imm8 bytes while 
VPSLLDQ xmm1,xmme2/ m128, imm8 AVX512BW | shifting in Os and store result in xmm1. 
EVEX.256.66.0F.WIG 73 /7 ib C VN AVX512VL | Shift ymnm2/m256 left by imm8 bytes while 
VPSLLDQ ymm1, ymm2/m256, imm8 AVX512BW | shifting in Os and store result in ymm1. 
EVEX.512.66.0F.WIG 73 /7 ib C VN AVX512BW | Shift zmm2/m512 left by imm8 bytes while 
VPSLLDQ zmm1, zmm2/m512, imm8 shifting in Os and store result in zmm1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (r, w) imm8 NA NA 
B NA VEX.vvvv (w) ModRM:r/m (r) imm8 NA 
C Full Mem EVEX.vvvv (w) ModRM:r/m (R) Imm8 NA 
Description 


Shifts the destination operand (first operand) to the left by the number of bytes specified in the count operand 
(second operand). The empty low-order bytes are cleared (set to all Os). If the value specified by the count operand 
is greater than 15, the destination operand is set to all Os. The count operand is an 8-bit immediate. 

128-bit Legacy SSE version: The source and destination operands are the same. Bits (MAXVL-1:128) of the corre- 
sponding YMM destination register remain unchanged. 


VEX.128 encoded version: The source and destination operands are XMM registers. Bits (MAXVL-1:128) of the 
destination YMM register are zeroed. 


VEX.256 encoded version: The source operand is YMM register. The destination operand is an YMM register. Bits 
(MAXVL-1:256) of the corresponding ZMM register are zeroed. The count operand applies to both the low and high 
128-bit lanes. 

EVEX encoded versions: The source operand is a ZMM/YMM/XMM register or a 512/256/128-bit memory location. 
The destination operand is a ZMM/YMM/XMM register. The count operand applies to each 128-bit lanes. 


Operation 

VPSLLDQ (EVEX.U1.512 encoded version) 
TEMP := COUNT 

IF (TEMP > 15) THEN TEMP := 16; Fl 
DEST[127:0] := SRC[127:0] << (TEMP * 8) 
DEST[255:1 28] := SRC[255:128] << (TEMP * 8) 
DEST[383:256] := SRC[383:256] << (TEMP * 8) 
DEST[511:384] := SRC[511:384] << (TEMP * 8) 
DEST[MAXVL-1:512] := 0 
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VPSLLDQ (VEX.256 and EVEX.256 encoded version) 
TEMP := COUNT 

IF (TEMP > 15) THEN TEMP := 16; FI 

DEST[127:0] := SRC[127:0] << (TEMP * 8) 
DEST[255:128] := SRC[255:128] << (TEMP * 8) 
DEST[MAXVL-1:256] := 0 


VPSLLDQ (VEX.128 and EVEX.128 encoded version) 
TEMP := COUNT 

IF (TEMP > 15) THEN TEMP := 16; FI 

DEST := SRC << (TEMP * 8) 

DEST[MAXVL-1:128] := 0 


PSLLDQ(128-bit Legacy SSE version) 
TEMP := COUNT 

IF (TEMP > 15) THEN TEMP := 16; Fl 
DEST := DEST << (TEMP * 8) 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


(V)PSLLDQ:__m128i _mm_slli_si128 (__m128i a, int imm) 
VPSLLDQ:__m256i _mm256_slli_si256 (__m256i a, const int imm) 
VPSLLDQ __m512i_mm512_bslli_epi128 (__m512i a, const int imm) 


Flags Affected 


None. 


Numeric Exceptions 


None. 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-24, “Type 7 Class Exception Conditions”. 
EVEX-encoded instruction, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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PSLLDQ—Shift Double Quadword Left Logical 


PSLLW/PSLLD/PSLLQ—Shift Packed Data Left Logical 


INSTRUCTION SET REFERENCE, M-U 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En Mode Feature 

Support | Flag 
NP OF F1 /r' A VN MMX Shift words in mm left mm/m64 while shifting in 
PSLLW mm, mm/m64 Os. 
66 OF F1 /r A VIV SSE2 Shift words in xmm7 left by xmm2/m128 while 
PSLLW xmm1, xmm2/m128 shifting in Os. 
NP OF 71 /6 ib B VIN MMX Shift words in mm left by imm8 while shifting in 
PSLLW mm1, imm8 Os. 
66 OF 71 /6 ib B VIN SSE2 Shift words in xmm7 left by imm8 while shifting 
PSLLW xmm1, imm8 in Os. 
NP OF Fe /r' A VIV MMX Shift doublewords in mm left by mm/m64 while 
PSLLD mm, mm/m64 shifting in Os. 
66 OF Fe /r A VIV SSE2 Shift doublewords in xmm7 left by xmm2/m128 
PSLLD xmm1, xmm2/m128 while shifting in Os. 
NP OF 72 /6 ib! B VIV MMX Shift doublewords in mm left by imm8 while 
PSLLD mm, imm8 shifting in Os. 
66 OF 72 /6 ib B VIV SSE2 Shift doublewords in xmm7 left by imm8 while 
PSLLD xmm1, imm8 shifting in Os. 
NP OF F3 /r' A VIV MMX Shift quadword in mm left by mm/m64 while 
PSLLO mm, mm/m64 shifting in Os. 
66 OF F3 /r A VIV SSE2 Shift quadwords in xmm7 left by xmm2/m128 
PSLLO xmm1, xmm2/m128 while shifting in Os. 
NP OF 73 /6 ib! B VIV MMX Shift quadword in mm left by imm8 while 
PSLLO mm, imm8 shifting in Os. 
66 OF 73 /6 ib B VIV SSE2 Shift quadwords in xmm7 left by imm8 while 
PSLLO xmm1, imm8 shifting in Os. 
VEX.128.66.0F.WIG F1 /r C VIN AVX Shift words in xmm2 left by amount specified in 
VPSLLW xmm1, xmme2, xmm3/m128 xmm3/m128 while shifting in Os. 
VEX.128.66.0F.WIG 71 /6 ib D VIV AVX Shift words in xmm2 left by imm8 while shifting 
VPSLLW xmm1, xmm2, imm8 in Os. 
VEX.128.66.0F.WIG F2 /r C VIV AVX Shift doublewords in xmm2 left by amount 
VPSLLD xmm1, xmm2, xmm3/m128 specified in xmm3/m128 while shifting in Os. 
VEX.128.66.0F.WIG 72 /6 ib D VIV AVX Shift doublewords in xmm2 left by imm8 while 
VPSLLD xmm1, xmm2, imm8 shifting in Os. 
VEX.128.66.0F.WIG F3 /r G VIV AVX Shift quadwords in xmm2 left by amount 
VPSLLOQ xmm1, xmm2, xmm3/m128 specified in xmm3/m128 while shifting in Os. 
VEX.128.66.0F.WIG 73 /6 ib D VIV AVX Shift quadwords in xmm2 left by imm8 while 
VPSLLQ xmm1, xmm2, imm8 shifting in Os. 
VEX.256.66.0F.WIG F1 /r C VN AVX2 Shift words in ymm2 left by amount specified in 
VPSLLW ymm 1, ymm2, xmm3/m128 xmm3/m128 while shifting in Os. 
VEX.256.66.0F.WIG 71 /6 ib D VV AVX2 Shift words in ymm2 left by imm8 while shifting 


VPSLLW ymm7, ymm2, imm8 


in Os. 


PSLLW/PSLLD/PSLLQ—Shift Packed Data Left Logical 
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VEX.256.66.0F.WIG Fe /r VIV AVX2 Shift doublewords in ymm2 left by amount 

VPSLLD ymm1, ymm2, xmm3/m128 specified in xmm3/m128 while shifting in Os. 

VEX.256.66.0F.WIG 72 /6 ib VIV AVX2 Shift doublewords in ymm2 left by imm8 while 

VPSLLD ymm1, ymm2, imm8 shifting in Os. 

VEX.256.66.0F.WIG F3 /r VIV AVX2 Shift quadwords in ymm2 left by amount 

VPSLLO ymm1, ymm2, xmm3/m128 specified in xmm3/m128 while shifting in Os. 

VEX.256.66.0F.WIG 73 /6 ib VIV AVX2 Shift quadwords in ymm2 left by imm8 while 

VPSLLOQ ymm1, ymm2, imm8 shifting in Os. 

EVEX.128.66.0F.WIG F1 /r VIV AVX512VL | Shift words in xmm2 left by amount specified in 

VPSLLW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm3/m128 while shifting in Os using 
writemask k1. 

EVEX.256.66.0F.WIG F1 /r VIV AVX512VL | Shift words in ymmz2 left by amount specified in 

VPSLLW ymm1 {k1}{z}, ymm2, xmm3/m128 AVX512BW | xmm3/m128 while shifting in Os using 
writemask k1. 

EVEX.512.66.0F.WIG F1 /r VV AVX512BW | Shift words in zmm2 left by amount specified in 

VPSLLW zmm1 {k1}{z}, zmm2, xmm3/m128 xmm3/m128 while shifting in Os using 
writemask k1. 

EVEX.128.66.0F.WIG 71 /6 ib VV AVX512VL | Shift words in xmm2/m128 left by imm8 while 

VPSLLW xmm1 {k1}{z}, xmm2/m1 28, imm8 AVX512BW | shifting in Os using writemask k1. 

EVEX.256.66.0F.WIG 71 /6 ib VV AVX512VL | Shift words in ymm2/m256 left by imm8 while 

VPSLLW ymm1 {k1}{z}, ymm2/m256, imm8 AVX512BW | shifting in Os using writemask k1. 

EVEX.512.66.0F.WIG 71 /6 ib VV AVX512BW | Shift words in zmm2/m512 left by imm8 while 

VPSLLW zmm1 {k1}{z}, zmm2/m512, imm8 shifting in O using writemask k1. 

EVEX.128.66.0F.WO Fe /r VIV AVX512VL | Shift doublewords in xmmz left by amount 

VPSLLD xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512F | specified in xmm3/m1 28 while shifting in Os 
under writemask k1. 

EVEX.256.66.0F.WO Fe /r VIV AVX512VL | Shift doublewords in ymm2 left by amount 

VPSLLD ymm1 {k1}{z}, ymm2, xmm3/m128 AVX512F | specified in xmm3/m128 while shifting in Os 
under writemask k1. 

EVEX.512.66.0F.WO Fe /r VIV AVX512F | Shift doublewords in zmm2 left by amount 

VPSLLD zmm1 {k1}{z}, zmm2, xmm3/m128 specified in xmm3/m128 while shifting in Os 
under writemask k1. 

EVEX.128.66.0F.WO 72 /6 ib VV AVX512VL | Shift doublewords in xmm2/m128/m32bcst left 

VPSLLD xmm1 {k1}{z}, xmm2/m128/m32bcst, AVX512F | by imm8 while shifting in Os using writemask k1. 

imm8 

EVEX.256.66.0F.WO 72 /6 ib VV AVX512VL | Shift doublewords in ymm2/m256/m32bcst left 

VPSLLD ymm1 {k1}{z}, ymnm2/m256/m32bcst, AVX512F | by imm8 while shifting in Os using writemask k1. 

imm8 

EVEX.512.66.0F.WO 72 /6 ib VV AVX512F | Shift doublewords in zmm2/m51 2/m32bcst left 

VPSLLD zmm1 {k1}{z}, zmm2/m512/m32bcst, by imm8 while shifting in Os using writemask k1. 

imm8 

EVEX.128.66.0F.W1 F3 /r VIV AVX512VL | Shift quadwords in xmm2 left by amount 

VPSLLOQ xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512F | specified in xmm3/m1 28 while shifting in Os 
using writemask k1. 

EVEX.256.66.0F.W1 F3 /r VIV AVX512VL | Shift quadwords in ymm2 left by amount 

VPSLLQ ymm1 {k1}{z}, ymm2, xmm3/m128 AVX512F | specified in xmm3/m1 28 while shifting in Os 
using writemask k1. 

EVEX.512.66.0F.W1 F3 /r VIV AVX512F | Shift quadwords in zmm2 left by amount 


VPSLLQ zmm1 {k1}{z}, zmm2, xmm3/m128 


specified in xmm3/m128 while shifting in Os 
using writemask k1. 
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EVEX.128.66.0F.W1 73 /6 ib F VV AVX512VL | Shift quadwords in xmm2/m128/m64bcst left 
VPSLLQ xmm1 {k1}{z}, xmm2/m1 28/m64bcst, AVX512F | by imm8 while shifting in Os using writemask k1. 
imm8 

EVEX.256.66.0F.W1 73 /6 ib F VV AVX512VL | Shift quadwords in ynm2/m256/m64bcst left 
VPSLLQ ymm1 {k1}{z}, ymm2/m256/m64bcst, AVX512F | by imm8 while shifting in Os using writemask k1. 
imm8 

EVEX.512.66.0F.W1 73 /6 ib F VV AVX512F | Shift quadwords in zmm2/m512/m64bcst left 
VPSLLQ zmm1 {k1}{z}, zmm2/m51 2/m64bcst, by imm8 while shifting in Os using writemask k1. 
imm8 

NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:r/m (r, w) imm8 NA NA 
C NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
D NA VEX.vvvv (w) ModRM:r/m (r) imm8 NA 
E Full Mem EVEX.vvvv (w) ModRM:r/m (R) Imm8s NA 
F Full EVEX.vvvv (w) ModRM:r/m (R) Imm8s8 NA 
G Mem128 ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Shifts the bits in the individual data elements (words, doublewords, or quadword) in the destination operand (first 
operand) to the left by the number of bits specified in the count operand (second operand). As the bits in the data 
elements are shifted left, the empty low-order bits are cleared (set to 0). If the value specified by the count 
operand is greater than 15 (for words), 31 (for doublewords), or 63 (for a quadword), then the destination operand 
is set to all Os. Figure 4-17 gives an example of shifting words in a 64-bit operand. 


Pre Shit X3 x2 x1 X0 
Shift Left | 
with Zero 
Extension | i 
eg X3 << COUNT | X2 << COUNT | X1 << COUNT | X0 << COUNT 


Figure 4-17. PSLLW, PSLLD, and PSLLQ Instruction Operation Using 64-bit Operand 


The (V)PSLLW instruction shifts each of the words in the destination operand to the left by the number of bits spec- 
ified in the count operand; the (V)PSLLD instruction shifts each of the doublewords in the destination operand; and 
the (V)PSLLQ instruction shifts the quadword (or quadwords) in the destination operand. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE instructions 64-bit operand: The destination operand is an MMX technology register; the count 
operand can be either an MMX technology register or an 64-bit memory location. 


PSLLW/PSLLD/PSLLQ—Shift Packed Data Left Logical Vol.2B 4-445 


INSTRUCTION SET REFERENCE, M-U 


128-bit Legacy SSE version: The destination and first source operands are XMM registers. Bits (MAXVL-1:128) of 
the corresponding YMM destination register remain unchanged. The count operand can be either an XMM register 
or a 128-bit memory location or an 8-bit immediate. If the count operand is a memory address, 128 bits are loaded 
but the upper 64 bits are ignored. 

VEX.128 encoded version: The destination and first source operands are XMM registers. Bits (MAXVL-1:128) of the 
destination YMM register are zeroed. The count operand can be either an XMM register or a 128-bit memory loca- 
tion or an 8-bit immediate. If the count operand is a memory address, 128 bits are loaded but the upper 64 bits are 
ignored. 

VEX.256 encoded version: The destination operand is a YMM register. The source operand is a YMM register or a 
memory location. The count operand can come either from an XMM register or a memory location or an 8-bit imme- 
diate. Bits (MAXVL-1:256) of the corresponding ZMM register are zeroed. 

EVEX encoded versions: The destination operand is a ZMM register updated according to the writemask. The count 
operand is either an 8-bit immediate (the immediate count version) or an 8-bit value from an XMM register or a 
memory location (the variable count version). For the immediate count version, the source operand (the second 
operand) can be a ZMM register, a 512-bit memory location or a 512-bit vector broadcasted from a 32/64-bit 
memory location. For the variable count version, the first source operand (the second operand) is a ZMM register, 
the second source operand (the third operand, 8-bit variable count) can be an XMM register or a memory location. 
Note: In VEX/EVEX encoded versions of shifts with an immediate count, vvvv of VEX/EVEX encode the destination 
register, and VEX.B/EVEX.B + ModRM.r/m encodes the source register. 


Note: For shifts with an immediate count (VEX.128.66.0F 71-73 /6, or EVEX.128.66.0F 71-73 /6), 
VEX.vvvv/EVEX.vvvv encodes the destination register. 


Operation 


PSLLW (with 64-bit operand) 
IF (COUNT > 15) 
THEN 
DEST[64:0] := QOOOODD0D0000000H; 
ELSE 
DEST[15:0] := ZeroExtend(DEST[15:0] << COUNT); 
(* Repeat shift operation for 2nd and 3rd words *) 
DEST[63:48] := ZeroExtend(DEST[63:48] << COUNT); 
Fl; 


PSLLD (with 64-bit operand) 

IF (COUNT > 31) 

THEN 
DEST[64:0] := QOOOOOOO00000000H; 

ELSE 
DEST[31:0] := ZeroExtend(DEST[31:0] << COUNT); 
DEST[63:32] := ZeroExtend(DEST[63:32] << COUNT); 

Fl; 


PSLLQ (with 64-bit operand) 
IF (COUNT > 63) 
THEN 
DEST[64:0] := QOOOODD0O0000000H; 
ELSE 
DEST := ZeroExtend(DEST << COUNT); 
Fl; 


LOGICAL_LEFT_SHIFT_WORDS(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0); 

IF (COUNT > 15) 

THEN 
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DEST[127:0] := OOOOOOOODDDDD0000000000000000000H 
ELSE 
DEST[15:0] := ZeroExtend(SRC[1 5:0] << COUNT); 
(* Repeat shift operation for 2nd through 7th words *) 
DEST[127:1 12] := ZeroExtend(SRC[127:112] << COUNT); 
Fl; 


LOGICAL_LEFT_SHIFT_DWORDS1(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 31) 
THEN 

DEST[31:0] := 0 
ELSE 

DEST[31:0] := ZeroExtend(SRC[31:0] << COUNT); 
Fl; 


LOGICAL_LEFT_SHIFT_DWORDS(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 31) 
THEN 
DEST[127:0] := OOOOOOOODDDDD0000000000000000000H 
ELSE 
DEST[31:0] := ZeroExtend(SRC[31:0] << COUNT); 
(* Repeat shift operation for 2nd through 3rd words *) 
DEST[1 27:96] := ZeroExtend(SRC[127:96] << COUNT); 
Fl; 


LOGICAL_LEFT_SHIFT_QWORDS1 (SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 63) 
THEN 

DEST[63:0] := O 
ELSE 

DEST[63:0] := ZeroExtend(SRC[63:0] << COUNT); 
Fl; 


LOGICAL_LEFT_SHIFT_QWORDS(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 63) 
THEN 
DEST[127:0] := OOOOOOOODDDDD0000000000000000000H 
ELSE 
DEST[63:0] := ZeroExtend(SRC[63:0] << COUNT); 
DEST[1 27:64] := ZeroExtend(SRC[127:64] << COUNT); 
Fl; 
LOGICAL_LEFT_SHIFT_WORDS_256b(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 15) 
THEN 
DEST[1 27:0] := OOOOOOOODDDD00000000000000000000H 
DEST[255:1 28] := OOOOOOOODDDD00000000000000000000H 
ELSE 
DEST[15:0] := ZeroExtend(SRC[1 5:0] << COUNT); 
(* Repeat shift operation for 2nd through 15th words *) 
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DEST[255:240] := ZeroExtend(SRC[255:240] << COUNT); 
Fl; 


LOGICAL_LEFT_SHIFT_DWORDS_256b(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 31) 
THEN 
DEST[127:0] := OOOOOODDDDD000000000000000000000H 
DEST[255:1 28] := OOOOOODDDDD000000000000000000000H 
ELSE 
DEST[31:0] := ZeroExtend(SRC[31:0] << COUNT); 
(* Repeat shift operation for 2nd through 7th words *) 
DEST[255:224] := ZeroExtend(SRC[255:224] << COUNT); 


Fl; 


LOGICAL_LEFT_SHIFT_QWORDS_256b(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 63) 
THEN 
DEST[127:0] := 00000000000000000000000000000000H 
DEST[255:128] := 00000000000000000000000000000000H 
ELSE 
DEST[63:0] := ZeroExtend(SRC[63:0] << COUNT); 
DEST[127:64] := ZeroExtend(SRC[127:64] << COUNT) 
DEST[191:128] = ZeroExtend(SRC[191:128] << COUNT); 
DEST[255:192] := ZeroExtend(SRC[255:1 92] << COUNT); 


Fl; 


VPSLLW (EVEX versions, xmm/m128) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
IF VL= 128 
TMP_DEST[127:0] := LOGICAL_LEFT_SHIFT_WORDS_128b(SRC1[127:0], SRC2) 


Fl; 
IF VL = 256 
TMP_DEST[255:0] := LOGICAL_LEFT_SHIFT_WORDS_256b(SRC1[255:0], SRC2) 


Fl; 

IF VL=512 
TMP_DEST[255:0] := LOGICAL_LEFT_SHIFT_WORDS_256b(SRC1[255:0], SRC2) 
TMP_DEST[51 1:256] := LOGICAL_LEFT_SHIFT_WORDS_256b(SRC1[51 1:256], SRC2) 


Fl; 


FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = TMP_DEST[i+15:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] = 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPSLLW (EVEX versions, imm8) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 


IF VL=128 
TMP_DEST[127:0] := LOGICAL_LEFT_SHIFT_WORDS_128b(SRC1[1 27:0], imm8) 
Fl; 
IF VL = 256 
TMP_DEST[255:0] := LOGICAL_RIGHT_SHIFT_WORDS_256b(SRC1[255:0], imm8) 
Fl; 
IF VL=512 
TMP_DEST[255:0] := LOGICAL_LEFT_SHIFT_WORDS_256b(SRC1[255:0], imm8) 
TMP_DEST[51 1:256] := LOGICAL_LEFT_SHIFT_WORDS_256b(SRC1[511:256], imm8) 
Fl; 


FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = TMP_DEST[i+15:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] = 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPSLLW (ymm, ymm, xmm/m1 28) - VEX.256 encoding 
DEST[255:0] := LOGICAL_LEFT_SHIFT_WORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0; 


VPSLLW (ymm, imm8) - VEX.256 encoding 
DEST[255:0] := LOGICAL_LEFT_SHIFT_WORD_256b(SRC1, imm8) 
DEST[MAXVL-1:256] := 0; 


VPSLLW (xmm, xmm, xmm/m1 28) - VEX.128 encoding 
DEST[127:0] := LOGICAL_LEFT_SHIFT_WORDS(SRC1, SRC2) 
DEST[MAXVL-1:128] := 0 


VPSLLW (xmm, imm8) - VEX.128 encoding 


DEST[127:0] := LOGICAL_LEFT_SHIFT_WORDS(SRC1, imm8) 
DEST[MAXVL-1:128] := 0 
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PSLLW (xmm, xmm, xmm/m128) 
DEST[127:0] := LOGICAL_LEFT_SHIFT_WORDS(DEST, SRC) 
DEST[MAXVL-1:128] (Unmodified) 


PSLLW (xmm, imm8) 
DEST[127:0] := LOGICAL_LEFT_SHIFT_WORDS(DEST, imm8) 
DEST[MAXVL-1:128] (Unmodified) 


VPSLLD (EVEX versions, imm8) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC1 *is memory’) 
THEN DEST[i+31:i] = LOGICAL_LEFT_SHIFT_DWORDS1(SRC1 [31:0], imm8) 
ELSE DEST[i+31:i] := LOGICAL_LEFT_SHIFT_DWORDS1(SRC1[i+31:i], imm8) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPSLLD (EVEX versions, xmm/m128) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF VL= 128 
TMP_DEST[127:0] := LOGICAL_LEFT_SHIFT_DWORDS_128b(SRC1[127:0], SRC2) 


Fl; 
IF VL = 256 
TMP_DEST[255:0] := LOGICAL_LEFT_SHIFT_DWORDS_256b(SRC1[255:0], SRC2) 


Fl; 

IF VL=512 
TMP_DEST[255:0] := LOGICAL_LEFT_SHIFT_DWORDS_256b(SRC1[255:0], SRC2) 
TMP_DEST[51 1:256] := LOGICAL_LEFT_SHIFT_DWORDS_256b(SRC1[511:256], SRC2) 


Fl; 


FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPSLLD (ymm, ymm, xmm/m1 28) - VEX.256 encoding 
DEST[255:0] := LOGICAL_LEFT_SHIFT_DWORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0; 


VPSLLD (ymm, imm8) - VEX.256 encoding 
DEST[255:0] := LOGICAL_LEFT_SHIFT_DWORDS_256b(SRC1, imm8) 
DEST[MAXVL-1:256] := 0; 


VPSLLD (xmm, xmm, xmm/m1 28) - VEX.128 encoding 
DEST[127:0] := LOGICAL_LEFT_SHIFT_DWORDS(SRC1, SRC2) 
DEST[MAXVL-1:128] := 0 


VPSLLD (xmm, imm8) - VEX.128 encoding 
DEST[127:0] := LOGICAL_LEFT_SHIFT_DWORDS(SRC1, imms) 
DEST[MAXVL-1:128] := 0 


PSLLD (xmm, xmm, xmm/m128) 
DEST[127:0] := LOGICAL_LEFT_SHIFT_DWORDS(DEST, SRC) 
DEST[MAXVL-1:128] (Unmodified) 


PSLLD (xmm, imm8) 
DEST[127:0] := LOGICAL_LEFT_SHIFT_DWORDS(DEST, imms) 
DEST[MAXVL-1:128] (Unmodified) 


VPSLLQ (EVEX versions, imm8) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC1 *is memory*) 
THEN DEST[i+63:i] := LOGICAL_LEFT_SHIFT_QWORDS1(SRC1 [63:0], imm8) 
ELSE DEST[i+63:i] := LOGICAL_LEFT_SHIFT_QWORDS1(SRC1[i+63:i], imm8) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


VPSLLQ (EVEX versions, xmm/m128) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF VL= 128 
TMP_DEST[127:0] := LOGICAL_LEFT_SHIFT_QWORDS_128b(SRC1[127:0], SRC2) 


Fl; 
IF VL = 256 
TMP_DEST[255:0] := LOGICAL_LEFT_SHIFT_QWORDS_256b(SRC1[255:0], SRC2) 


Fl; 

IF VL=512 
TMP_DEST[255:0] := LOGICAL_LEFT_SHIFT_QWORDS_256b(SRC1[255:0], SRC2) 
TMP_DEST[51 1:256] := LOGICAL_LEFT_SHIFT_QWORDS_256b(SRC1[51 1:256], SRC2) 


Fl; 


PSLLW/PSLLD/PSLLQ—Shift Packed Data Left Logical 


INSTRUCTION SET REFERENCE, M-U 


Vol.2B 4-451 


INSTRUCTION SET REFERENCE, M-U 


FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPSLLQ (ymm, ymm, xmm/m128) - VEX.256 encoding 
DEST[255:0] := LOGICAL_LEFT_SHIFT_QWORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0; 


VPSLLQ (ymm, imm8) - VEX.256 encoding 
DEST[255:0] := LOGICAL_LEFT_SHIFT_QWORDS_256b(SRC1, imm8) 
DEST[MAXVL-1:256] := 0; 


VPSLLQ (xmm, xmm, xmm/m1 28) - VEX.128 encoding 
DEST[127:0] := LOGICAL_LEFT_SHIFT_QWORDS(SRC1, SRC2) 
DEST[MAXVL-1:128] := 0 


VPSLLQ (xmm, imm8) - VEX.128 encoding 
DEST[127:0] := LOGICAL_LEFT_SHIFT_QWORDS(SRC1, imm8) 
DEST[MAXVL-1:128] := 0 


PSLLQ (xmm, xmm, xmm/m128) 
DEST[127:0] := LOGICAL_LEFT_SHIFT_QWORDS(DEST, SRC) 
DEST[MAXVL-1:128] (Unmodified) 


PSLLQ (xmm, imm8) 
DEST[127:0] := LOGICAL_LEFT_SHIFT_QWORDS(DEST, imm8) 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalents 

VPSLLD __m512i__mm512_slli_epi32(__m512i a, unsigned int imm); 

VPSLLD __m512i__mm512_mask_slli_epi32(__m512is,__ mmask16 k,___m512i a, unsigned int imm); 
VPSLLD __m512i__mm512_maskz_slli_epi32(__ mmask16 k, __m512i a, unsigned int imm); 
VPSLLD __m256i __mm256_mask_slli_epi32(__m256is, _ mmask8 k, __m256i a, unsigned int imm); 
VPSLLD __m256i _mm256_maskz_slli_epi32(__ mmask8 k, __m256i a, unsigned int imm); 

VPSLLD __m128i_mm_mask_slli_epi32(__m128is,__ mmask8 k, __m128i a, unsigned int imm); 
VPSLLD __m128i_mm_maskz_slli_epi32(__mmask8 k, __m128i a, unsigned int imm); 

VPSLLD __m512i_mm512_sll_epi32(__m512i a,__m128i cnt); 

VPSLLD __m512i_mm512_mask_sll_epi32(__m512is,__mmask16 k,___m512i a,__m128i cnt); 
VPSLLD __m512i__mm512_maskz_sll_epi32(__mmask16 k,__m512i a,__m128i cnt); 

VPSLLD __m256i__mm256_mask_sll_epi32(__m256i s,___ mmask8 k,__ m256i a,__m128i cnt); 
VPSLLD __m256i _mm256_maskz_sll_epi32(__mmask8 k,___ m256i a, __m128i cnt); 

VPSLLD __m128i __mm_mask_sll_epi32(__m128is,___ mmask8 k,___m128i a,__m128i cnt); 
VPSLLD __m128i_mm_maskz_sll_epi32(__mmask8 k,___m128i a,__m128i cnt); 
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mm512_mask_slli_epi64(__m512i a, unsigned int imm); 


m512i 


mm512_mask_slli_epi64(__m512is,__ mmask8 k, __m512i a, unsigned int imm); 


m512i 


mm512_maskz_slli_epi64(__ mmask8 k,___m512i a, unsigned int imm); 


m256i 


m256i 


mm256_mask_slli_epi64(__m256is,__ mmask8 k, __m256i a, unsigned int imm); 
mm256_maskz_slli_epi64(__ mmask8 k, __m256i a, unsigned int imm); 


m128i 


mm_mask_slli_epi64(__m128is,__ mmask8 k, __m128i a, unsigned int imm); 


m128i 


mm_maskz_slli_epi64(__ mmask8 k, __m128i a, unsigned int imm); 


m512i 


mm512_mask_sll_epi64(__m512i a, __m128i cnt); 


m512i 


mm512_mask_sll_epi64(__m512is,__mmask8 k,__m512i a,__m128i cnt); 


m512i 


mm512_maskz_sll_epi64(__ mmask8 k,___m512ia,__m128i cnt); 


m256i 


m256i 


mm256_mask_sll_epi64(__m256is,___ mmask8 k,__ m256i a, ___m128i cnt); 
mm256_maskz_sll_epi64(__ mmask8 k,__ m256i a,__m128i cnt); 


m128i 


mm_mask_sll_epi64(__m128is,__ mmask8 k,___m128i a,__m128i cnt); 


m128i 


mm_maskz_sll_epi64(__ mmask8 k,___m128i a,__m128i cnt); 


m512i 


mm512_slli_epi16(__m512i a, unsigned int imm); 


m512i 


mm512_mask_slli_epi16(__m512is,__ mmask32 k,___m512i a, unsigned int imm); 


m512i 


mm512_maskz_slli_epi16(__ mmask32 k, __m512i a, unsigned int imm); 


m256i 


m256i 


mm256_mask_slli_epi16(__m256is,__ mmask16 k, __m256i a, unsigned int imm); 
mm256_maskz_slli_epi16(__ mmask16 k, __m256i a, unsigned int imm); 


m128i 


mm_mask_slli_epi16(__m128is,__ mmask8 k, __m128i a, unsigned int imm); 


m128i 


mm_maskz_slli_epi16(__ mmask8 k, __m128i a, unsigned int imm); 


m512i 


mm512_sll_epi16(__m512i a,__m128i cnt); 


m512i 


mm512_mask_sll_epi16(__m512is,__ mmask32 k,__m512i a,__m128i cnt); 


m512i 


mm512_maskz_sll_epi16(__mmask32 k,__m512ia,__m128i cnt); 


m256i 


m256i 


mm256_mask_sll_epi16(__m256is,__ mmask16 k,__ m256i a, ___m128i cnt); 
mm256_maskz_sll_epi16(__mmask16 k,__ m256i a,__m128i cnt); 


m128i 


mm_mask_sll_epi16(__m128is,__ mmask8 k, __m128i a,__m128i cnt); 


m128i 


mm_maskz_sll_epi16(__mmask8 k,___m128i a,__m128i cnt); 


PSLLW:__m64 _mm_slli_pi16 (__m64 m, int count) 


PSLLW:__m64 _mm_sll_pi16(__m64 m, __m64 count) 


(V)PSLLW:__m128i __mm_slli_epi16(__m64 m, int count) 


(V)PSLLW:__m128i _mm_sll_epi16(__m128i m, 


m1 28i count) 


VPSLLW:__m256i __mm256_slli_epi16 (__m256i m, int count) 


VPSLLW:__m256i __mm256_sll_epi16 (__m256i m, 


m1 28i count) 


PSLLD:__m64 _mm_slli_pi32(__m64 m, int count) 


PSLLD:__m64 _mm_sll_pi32(__m64 m, __m64 count) 


(V)PSLLD:__m128i __mm_slli_epi32(__m128i m, int count) 
(V)PSLLD:__m128i __mm_sll_epi32(__m128i m,___m128i count) 


VPSLLD:__m256i __mm256_slli_epi32 (__m256i m, int count) 


VPSLLD:__m256i __mm256_sll_epi32 (__m256i m, 


m1 28i count) 


PSLLQ:__m64 _mm_slli_si64(__m64 m, int count) 


PSLLQ:__m64 _mm_sll_si64(__m64 m, __m64 count) 


(V)PSLLQ;__m128i _mm_slli_epi64(__m128i m, int count) 
(V)PSLLQ:;__m128i _mm_sll_epi64(__m128i m, __m128i count) 
VPSLLQ:;__m256i__mm256_slli_epi64 (__m256i m, int count) 


VPSLLQ:__m256i __mm256_sll_epi64 (__m256i m, 


Flags Affected 


None. 


m1 28i count) 


Numeric Exceptions 


None. 
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Other Exceptions 
VEX-encoded instructions: 


Syntax with RM/RVM operand encoding (A/C in the operand encoding table), see Table 2-21, “Type 4 Class 
Exception Conditions”. 


Syntax with MI/VMI operand encoding (B/D in the operand encoding table), see Table 2-24, “Type 7 Class 
Exception Conditions”. 


EVEX-encoded VPSLLW (E in the operand encoding table), see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF 
Class Exception Conditions”. 


EVEX-encoded VPSLLD/Q: 


Syntax with Memi28 tuple type (G in the operand encoding table), see Exceptions Type E4NF.nb in 
Table 2-50, “Type E4NF Class Exception Conditions”. 


Syntax with Full tuple type (F in the operand encoding table), see Table 2-49, “Type E4 Class Exception Condi- 
tions”. 
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Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En Mode Feature 
Support | Flag 
NP OF €1 /r' A VIV MMX Shift words in mm right by mm/m64 while shifting 
PSRAW mm, mm/m64 in sign bits. 
66 OF E1 /r A VIV SSE2 Shift words in xmm7 right by xmm2/m128 while 
PSRAW xmm1, xmm2/m128 shifting in sign bits. 
NP OF 71 /4 ib! B VIV MMX Shift words in mm right by imm8 while shifting in 
PSRAW mm, imm8 sign bits 
66 OF 71 /4 ib B VIV SSE2 Shift words in xmm7 right by imm8 while shifting 
PSRAW xmm1, imm8 in sign bits 
NP OF €2 /r' A VV MMX Shift doublewords in mm right by mm/m64 while 
PSRAD mm, mm/m64 shifting in sign bits. 
66 OF E2 /r A VIV SSE2 Shift doubleword in xmm7 right by xmm2 /m128 
PSRAD xmm1, xmm2/m128 while shifting in sign bits. 
NP OF 72 /4 ib! B VV MMX Shift doublewords in mm right by imm8 while 
PSRAD mm, imm8 shifting in sign bits. 
66 OF 72 /4 ib B VIV SSE2 Shift doublewords in xmm17 right by imm8 while 
PSRAD xmm1, imm8 shifting in sign bits. 
VEX.128.66.0F.WIG E11 /r C VV AVX Shift words in xmm2 right by amount specified in 
VPSRAW xmm1, xmm2, xmm3/m128 xmm3/m128 while shifting in sign bits. 
VEX.128.66.0F.WIG 71 /4 ib D VIV AVX Shift words in xmm2 right by imm8 while shifting 
VPSRAW xmm1, xmm2, imm8 in sign bits. 
VEX.128.66.0F.WIG E2 /r C VV AVX Shift doublewords in xmm2 right by amount 
VPSRAD xmm1, xmm2, xmm3/m128 specified in xmm3/m128 while shifting in sign 
bits. 
VEX.128.66.0F.WIG 72 /4 ib D VV AVX Shift doublewords in xmm2 right by imm8 while 
VPSRAD xmm1, xmm2, imm8 shifting in sign bits. 
VEX.256.66.0F.WIG E1 /r C VIV AVX2 Shift words in ymm2 right by amount specified in 
VPSRAW ymm1, ymm2, xmm3/m128 xmm3/m128 while shifting in sign bits. 
VEX.256.66.0F.WIG 71 /4 ib D VIV AVX2 Shift words in ymm2 right by imm8 while shifting 
VPSRAW ymm1, ymm2, imm8 in sign bits. 
VEX.256.66.0F.WIG E2 /r C VIV AVX2 Shift doublewords in ymm2 right by amount 
VPSRAD ymm1, ymm2, xmm3/m128 specified in xmm3/m128 while shifting in sign 
bits. 
VEX.256.66.0F.WIG 72 /4 ib D VIV AVX2 Shift doublewords in ymm2 right by imm8 while 
VPSRAD ymm1, ymm2, imm8 shifting in sign bits. 
EVEX.128.66.0F.WIG E1 /r G VIV AVX512VL | Shift words in xmm_2 right by amount specified in 
VPSRAW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm3/m128 while shifting in sign bits using 
writemask k1. 
EVEX.256.66.0F.WIG E1 /r G VIV AVX512VL | Shift words in ymm_2 right by amount specified in 
VPSRAW ymm1 {k1}{z}, ymm2, xmm3/m128 AVX512BW | xmm3/m128 while shifting in sign bits using 
writemask k1. 
EVEX.512.66.0F.WIG E11 /r G VIV AVX512BW | Shift words in zmm2 right by amount specified in 


VPSRAW zmm1 {k1}{z}, zmm2, xmm3/m128 


xmm3/m128 while shifting in sign bits using 
writemask k1. 
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EVEX.128.66.0F.WIG 71 /4 ib VV AVX512VL | Shift words in xmm2/m128 right by imm8 while 

VPSRAW xmm1 {k1}{z}, xmm2/m1 28, imm8 AVX512BW | shifting in sign bits using writemask k1. 

EVEX.256.66.0F.WIG 71 /4 ib VIV AVX512VL | Shift words in ymm2/m256 right by imm8 while 

VPSRAW ymm1 {k1}{z}, ymnm2/m256, imm8 AVX512BW | shifting in sign bits using writemask k1. 

EVEX.512.66.0F.WIG 71 /4 ib VV AVX512BW | Shift words in zmm2/m512 right by imm8 while 

VPSRAW zmm1 {k1}{z}, zmm2/m512, imm8 shifting in sign bits using writemask k1. 

EVEX.128.66.0F.WO E2 /r VIV AVX512VL | Shift doublewords in xmm_2 right by amount 

VPSRAD xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512F | specified in xmm3/m128 while shifting in sign bits 
using writemask k1. 

EVEX.256.66.0F.WO E2 /r VIV AVX512VL | Shift doublewords in ymm2 right by amount 

VPSRAD ymm1 {k1}{z}, ymm2, xmm3/m128 AVX512F | specified in xmm3/m128 while shifting in sign bits 
using writemask k1. 

EVEX.512.66.0F.WO E2 /r VV AVX512F | Shift doublewords in zmm2 right by amount 

VPSRAD zmm1 {k1}{z}, zmm2, xmm3/m128 specified in xmm3/m1 28 while shifting in sign bits 
using writemask k1. 

EVEX.128.66.0F.WO 72 /4 ib VV AVX512VL | Shift doublewords in xmm2/m128/m32bcst right 

VPSRAD xmm1 {k1}{z}, xmm2/m128/m32bcst, AVX512F — | by imm8 while shifting in sign bits using 

imm8 writemask k1. 

EVEX.256.66.0F.WO 72 /4 ib VV AVX512VL | Shift doublewords in ynm2/m256/m32bcst right 

VPSRAD ymm1 {k1}{z}, ymm2/m256/m32bcst, AVX512F | by imm8 while shifting in sign bits using 

imm8 writemask k1. 

EVEX.512.66.0F.WO 72 /4 ib VV AVX512F _ | Shift doublewords in zmm2/m51 2/m32bcst right 

VPSRAD zmm1 {k1}{z}, zmm2/m512/m32bcst, by imm8 while shifting in sign bits using 

imm8 writemask k1. 

EVEX.128.66.0F.W1 E2 /r VIV AVX512VL_ | Shift quadwords in xmm2 right by amount 

VPSRAQ xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512F — | specified in xmm3/m128 while shifting in sign bits 
using writemask k1. 

EVEX.256.66.0F.W1 E2 /r VIV AVX512VL_ | Shift quadwords in ymme2 right by amount 

VPSRAQ ymm1 {k1}{z}, ymm2, xmm3/m128 AVX512F _ | specified in xmm3/m1 28 while shifting in sign bits 
using writemask k1. 

EVEX.512.66.0F.W1 E2 /r VIV AVX512F | Shift quadwords in zmm2 right by amount 

VPSRAQ zmm1 {k1}{z}, zmm2, xmm3/m128 specified in xmm3/m1 28 while shifting in sign bits 
using writemask k1. 

EVEX.128.66.0F.W1 72 /4 ib VV AVX512VL | Shift quadwords in xmm2/m128/m64bcst right by 

VPSRAQ xmm_1 {k1}{z}, xmm2/m128/m64bcst, AVX512F — | imm8 while shifting in sign bits using writemask 

imm8 k1. 

EVEX.256.66.0F.W1 72 /4 ib VV AVX512VL | Shift quadwords in ynm2/m256/m64bcst right by 

VPSRAQ ymm1 {k1}{z}, ynm2/m256/m64bcst, AVX512F — | imm8 while shifting in sign bits using writemask 

imm8 k1. 

EVEX.512.66.0F.W1 72 /4 ib VV AVX512F — | Shift quadwords in zmm2/m512/m64bcst right by 


VPSRAQ zmm1 {k1}{z}, zmm2/m512/m64bcst, 
imm8 


imm8 while shifting in sign bits using writemask 
k1, 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” in 
the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 
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Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:r/m (r, w) imm8 NA NA 
C NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
D NA VEX.vvvv (w) ModRM:r/m (r) imm8 NA 
E Full Mem EVEX.vvvv (w) ModRM:r/m (R) Imm8 NA 
F Full EVEX.vvvv (w) ModRM:r/m (R) Imm8s NA 
G Mem128 ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Shifts the bits in the individual data elements (words, doublewords or quadwords) in the destination operand (first 
operand) to the right by the number of bits specified in the count operand (second operand). As the bits in the data 
elements are shifted right, the empty high-order bits are filled with the initial value of the sign bit of the data 
element. If the value specified by the count operand is greater than 15 (for words), 31 (for doublewords), or 63 (for 
quadwords), each destination data element is filled with the initial value of the sign bit of the element. (Figure 4-18 
gives an example of shifting words in a 64-bit operand.) 


Shift Right 
with Sign 
Extension 


Post ott | x3 >> COUNT | X2>> COUNT] X1>> COUNT | X0 >> COUNT 


Figure 4-18. PSRAW and PSRAD Instruction Operation Using a 64-bit Operand 


Note that only the first 64-bits of a 128-bit count operand are checked to compute the count. If the second source 
operand is a memory address, 128 bits are loaded. 


The (V)PSRAW instruction shifts each of the words in the destination operand to the right by the number of bits 
specified in the count operand, and the (V)PSRAD instruction shifts each of the doublewords in the destination 
operand. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE instructions 64-bit operand: The destination operand is an MMX technology register; the count 
operand can be either an MMX technology register or an 64-bit memory location. 


128-bit Legacy SSE version: The destination and first source operands are XMM registers. Bits (MAXVL-1:128) of 
the corresponding YMM destination register remain unchanged. The count operand can be either an XMM register 
or a 128-bit memory location or an 8-bit immediate. If the count operand is a memory address, 128 bits are loaded 
but the upper 64 bits are ignored. 


VEX.128 encoded version: The destination and first source operands are XMM registers. Bits (MAXVL-1:128) of the 
destination YMM register are zeroed. The count operand can be either an XMM register or a 128-bit memory loca- 
tion or an 8-bit immediate. If the count operand is a memory address, 128 bits are loaded but the upper 64 bits are 
ignored. 


VEX.256 encoded version: The destination operand is a YMM register. The source operand is a YMM register or a 
memory location. The count operand can come either from an XMM register or a memory location or an 8-bit 
immediate. Bits (MAXVL-1:256) of the corresponding ZMM register are zeroed. 
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EVEX encoded versions: The destination operand is a ZMM register updated according to the writemask. The count 
operand is either an 8-bit immediate (the immediate count version) or an 8-bit value from an XMM register or a 
memory location (the variable count version). For the immediate count version, the source operand (the second 
operand) can be a ZMM register, a 512-bit memory location or a 512-bit vector broadcasted from a 32/64-bit 
memory location. For the variable count version, the first source operand (the second operand) is a ZMM register, 
the second source operand (the third operand, 8-bit variable count) can be an XMM register or a memory location. 


Note: In VEX/EVEX encoded versions of shifts with an immediate count, vvvv of VEX/EVEX encode the destination 
register, and VEX.B/EVEX.B + ModRM.r/m encodes the source register. 


Note: For shifts with an immediate count (VEX.128.66.0F 71-73 /4, EVEX.128.66.0F 71-73 /4), 


VEX.vvvv/EVEX.vvvv encodes the destination register. 


Operation 


PSRAW (with 64-bit operand) 
IF (COUNT > 15) 
THEN COUNT := 16; 
Fl; 
DEST[15:0] := Sign€xtend(DEST[15:0] >> COUNT); 
(* Repeat shift operation for 2nd and 3rd words *) 
DEST[63:48] := SignExtend(DEST[63:48] >> COUNT); 


PSRAD (with 64-bit operand) 
IF (COUNT > 31) 
THEN COUNT := 32; 
Fl; 
DEST[31:0] := SignExtend(DEST[31:0] >> COUNT); 
DEST[63:32] := SignExtend(DEST[63:32] >> COUNT); 


ARITHMETIC_RIGHT_SHIFT_DWORDS1(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 31) 
THEN 
DEST[31:0] := SignBit 
ELSE 
DEST[31:0] := SignExtend(SRC[31:0] >> COUNT); 
Fl; 


ARITHMETIC_RIGHT_SHIFT_QWORDS1(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 63) 
THEN 
DEST[63:0] := SignBit 
ELSE 
DEST[63:0] := SignExtend(SRC[63:0] >> COUNT); 
Fl; 


ARITHMETIC_RIGHT_SHIFT_WORDS_256b(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0); 
IF (COUNT > 15) 

THEN  COUNT:= 16; 


Fl; 
DEST[15:0] := SignExtend(SRC[1 5:0] >> COUNT); 

(* Repeat shift operation for 2nd through 15th words *) 
DEST[255:240] := SignExtend(SRC[255:240] >> COUNT); 
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ARITHMETIC_RIGHT_SHIFT_DWORDS_256b(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0); 
IF (COUNT > 31) 

THEN COUNT := 32; 


Fl; 
DEST[31:0] := SignExtend(SRC[31:0] >> COUNT); 

(* Repeat shift operation for 2nd through 7th words *) 
DEST[255:224] := SignExtend(SRC[255:224] >> COUNT); 


ARITHMETIC_RIGHT_SHIFT_QWORDS(SRC, COUNT_SRC, VL) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 63) 

THEN COUNT := 64; 
Fl; 
DEST[63:0] := SignExtend(SRC[63:0] >> COUNT); 

(* Repeat shift operation for 2nd through 7th words *) 
DEST[VL-1:VL-64] := SignExtend(SRC[VL-1:VL-64] >> COUNT); 


ARITHMETIC_RIGHT_SHIFT_WORDS(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 15) 

THEN COUNT := 16; 
Fl; 
DEST[15:0] := SignExtend(SRC[1 5:0] >> COUNT); 

(* Repeat shift operation for 2nd through 7th words *) 
DEST[127:112] := SignExtend(SRC[127:112] >> COUNT); 


ARITHMETIC_RIGHT_SHIFT_DWORDS(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 31) 

THEN COUNT := 32; 
Fl; 
DEST[31:0] := SignExtend(SRC[31:0] >> COUNT); 

(* Repeat shift operation for 2nd through 3rd words *) 
DEST[1 27:96] := SignExtend(SRC[1 27:96] >> COUNT); 
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VPSRAW (EVEX versions, xmm/m1 28) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
IF VL= 128 
TMP_DEST[127:0] := ARITHMETIC_RIGHT_SHIFT_WORDS_128b(SRC1[127:0], SRC2) 


Fl; 
IF VL = 256 
TMP_DEST[255:0] := ARITHMETIC_RIGHT_SHIFT_WORDS_256b(SRC1[255:0], SRC2) 


Fl; 

IF VL=512 
TMP_DEST[255:0] := ARITHMETIC_RIGHT_SHIFT_WORDS_256b(SRC1[255:0], SRC2) 
TMP_DEST[511:256] := ARITHMETIC_RIGHT_SHIFT_WORDS_256b(SRC1[511:256], SRC2) 


Fl; 


FOR j :=0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = TMP_DEST[i+15:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] = 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPSRAW (EVEX versions, imm8) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
IF VL= 128 
TMP_DEST[127:0] := ARITHMETIC_RIGHT_SHIFT_WORDS_128b(SRC1[127:0], imm8) 


Fl; 
IF VL = 256 
TMP_DEST[255:0] := ARITHMETIC_RIGHT_SHIFT_WORDS_256b(SRC1[255:0], imm8) 


Fl; 

IF VL=512 
TMP_DEST[255:0] := ARITHMETIC_RIGHT_SHIFT_WORDS_256b(SRC1[255:0], imm8) 
TMP_DEST[511:256] := ARITHMETIC_RIGHT_SHIFT_WORDS_256b(SRC1[511:256], imms8) 


Fl; 


FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = TMP_DEST[i+15:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] = 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPSRAW (ymm, ymm, xmm/m1 28) - VEX 
DEST[255:0] := ARITHMETIC_RIGHT_SHIFT_WORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0 


VPSRAW (ymm, imm8) - VEX 
DEST[255:0] := ARITHMETIC_RIGHT_SHIFT_WORDS_256b(SRC1, imm8) 
DEST[MAXVL-1:256] := 0 


VPSRAW (xmm, xmm, xmm/m1 28) - VEX 
DEST[127:0] := ARITHMETIC_RIGHT_SHIFT_WORDS(SRC1, SRC2) 
DEST[MAXVL-1:128] := 0 


VPSRAW (xmm, imm8) - VEX 
DEST[127:0] := ARITHMETIC_RIGHT_SHIFT_WORDS(SRC1, imm8) 
DEST[MAXVL-1:128] := 0 


PSRAW (xmm, xmm, xmm/m1 28) 
DEST[127:0] := ARITHMETIC_RIGHT_SHIFT_WORDS(DEST, SRC) 
DEST[MAXVL-1:128] (Unmodified) 


PSRAW (xmm, imm8) 
DEST[127:0] := ARITHMETIC_RIGHT_SHIFT_WORDS(DEST, imm8) 
DEST[MAXVL-1:128] (Unmodified) 


VPSRAD (EVEX versions, imm8) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC1 *is memory*) 
THEN DEST[i+31:i] = ARITHMETIC_RIGHT_SHIFT_DWORDS1(SRC1 [31:0], imm8) 
ELSE DEST[i+31:i] := ARITHMETIC_RIGHT_SHIFT_DWORDS1(SRC1[i+31:i], imm8) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPSRAD (EVEX versions, xmm/m128) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF VL= 128 
TMP_DEST[127:0] := ARITHMETIC_RIGHT_SHIFT_DWORDS_128b(SRC1[1 27:0], SRC2) 
Fl; 
IF VL = 256 
TMP_DEST[255:0] := ARITHMETIC_RIGHT_SHIFT_DWORDS_256b(SRC1[255:0], SRC2) 
Fl; 
IF VL=512 
TMP_DEST[255:0] := ARITHMETIC_RIGHT_SHIFT_DWORDS_256b(SRC1[255:0], SRC2) 
TMP_DEST[511:256] := ARITHMETIC_RIGHT_SHIFT_DWORDS_256b(SRC1[51 1:256], SRC2) 
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Fl; 


FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPSRAD (ymm, ymm, xmm/m1 28) - VEX 
DEST[255:0] := ARITHMETIC_RIGHT_SHIFT_DWORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0 


VPSRAD (ymm, imm8) - VEX 
DEST[255:0] := ARITHMETIC_RIGHT_SHIFT_DWORDS_256b(SRC1, imm8) 
DEST[MAXVL-1:256] := 0 


VPSRAD (xmm, xmm, xmm/m1 28) - VEX 
DEST[127:0] := ARITHMETIC_RIGHT_SHIFT_DWORDS(SRC1, SRC2) 
DEST[MAXVL-1:128] := 0 


VPSRAD (xmm, imm8) - VEX 
DEST[127:0] := ARITHMETIC_RIGHT_SHIFT_DWORDS(SRC1, imm8) 
DEST[MAXVL-1:128] := 0 


PSRAD (xmm, xmm, xmm/m128) 
DEST[1 27:0] := ARITHMETIC_RIGHT_SHIFT_DWORDS(DEST, SRC) 
DEST[MAXVL-1:128] (Unmodified) 


PSRAD (xmm, imm8) 
DEST[127:0] := ARITHMETIC_RIGHT_SHIFT_DWORDS(DEST, imm8) 
DEST[MAXVL-1:128] (Unmodified) 


VPSRAQ (EVEX versions, imm8) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC1 *is memory’) 
THEN DEST[i+63:i] = ARITHMETIC_RIGHT_SHIFT_QWORDS1(SRC1[63:0], imm8) 
ELSE DEST[i+63:i] := ARITHMETIC_RIGHT_SHIFT_QWORDS 1 (SRC1[i+63:i], imm8) 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 


DEST[i+63:i] := 0 
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Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPSRAQ (EVEX versions, xmm/m1 28) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
TMP_DEST[VL-1:0] := ARITHMETIC_RIGHT_SHIFT_QWORDS(SRC1[VL-1:0], SRC2, VL) 


FOR j :=OTO7 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 

VPSRAD __m512i_mm512_srai_epi32(__m512i a, unsigned int imm); 
VPSRAD __m512i_mm512_mask_srai_epi32(__m512is,__ mmask16 k,__m512i a, unsigned int imm); 
VPSRAD __m512i_mm512_maskz_srai_epi32(__mmask16 k,___m512i a, unsigned int imm); 
VPSRAD __m256i __mm256_mask_srai_epi32(__m256i s,___ mmask8 k, __ m256i a, unsigned int imm); 
VPSRAD __m256i__mm256_maskz_srai_epi32(__mmask8 k, __m256i a, unsigned int imm); 

VPSRAD __m128i__mm_mask_srai_epi32(__m128i s,__ mmask8 k, __m128i a, unsigned int imm); 
VPSRAD __m128i __mm_maskz_srai_epi32(__mmask8 k, __m128i a, unsigned int imm); 

VPSRAD __m512i_mm512_sra_epi32(__m512i a, __m128i cnt); 

VPSRAD __m512i_mm512_mask_sra_epi32(__m512is,__ mmask16 k,__m512ia,__m128i cnt); 
VPSRAD __m512i_mm512_maskz_sra_epi32(__mmask16 k,__m512i a,__m128i cnt); 

VPSRAD __m256i__mm256_mask_sra_epi32(__m256is,__ mmask8 k,___ m256i a, ___m128i cnt); 
VPSRAD __m256i__mm256_maskz_sra_epi32(__mmask8 k,__ m256i a, ___m128i cnt); 

VPSRAD __m128i__mm_mask_sra_epi32(__m128i s,___ mmask8 k,___m128i a, __m128i cnt); 
VPSRAD __m128i__mm_maskz_sra_epi32(__mmask8 k,__m128i a,__m128i cnt); 

VPSRAQ __m512i_mm512_srai_epi64(__m512i a, unsigned int imm); 

VPSRAQ __m512i__mm512_mask_srai_epi64(__m512i s, __ mmask8 k, __m512i a, unsigned int imm) 
VPSRAQ __m512i__mm512_maskz_srai_epi64(_mmask8 k, __m512i a, unsigned int imm) 

VPSRAQ __m256i _mm256_mask_srai_epi64(__m256i s, __ mmask8 k, __m256i a, unsigned int imm); 
VPSRAQ __m256i _mm256_maskz_srai_epi64(__mmask8 k, __m256i a, unsigned int imm); 

VPSRAQ __m128i __mm_mask_srai_epi64(__m128i s, __mmask8 k, __m128i a, unsigned int imm); 
VPSRAQ __m128i __mm_maskz_srai_epi64(__mmask8 k, __m128i a, unsigned int imm); 

VPSRAQ __m512i_mm512_sra_epi64(__m512i a, __m128i cnt); 

VPSRAQ __m512i__mm512_mask_sra_epi64(__m512is, __ mmask8 k, __m512i a,__m128i cnt) 
VPSRAQ __m512i_mm512_maskz_sra_epi64(__mmask8 k, __m512i a,__m128i cnt) 

VPSRAQ __m256i _mm256_mask_sra_epi64(__m256i s,___ mmask8 k, __m256i a, __m128i cnt); 
VPSRAQ __m256i _mm256_maskz_sra_epi64(__mmask8 k, __m256i a, __m128i cnt); 

VPSRAQ __m128i __mm_mask_sra_epi64(__m128i s, __mmask8 k, __m128i a, __m128i cnt); 
VPSRAQ __m128i __mm_maskz_sra_epi64(__mmask8 k, __m128i a, ___m128i cnt); 

VPSRAW __m512i_mm512_srai_epi16(__m512i a, unsigned int imm); 
VPSRAW __m512i_mm512_mask_srai_epi16(__m512is,___ mmask32 k, 


m512i a, unsigned int imm); 
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VPSRAW __m512i_mm512_maskz_srai_epi16(__mmask32 k, __m512i a, unsigned int imm); 


VPSRAW __m256i __mm256_mask_srai_epi16(__m256i s, 


mmask16 k, __m256i a, unsigned int imm); 


VPSRAW __m256i__mm256_maskz_srai_epi16(__mmask16 k, __m256i a, unsigned int imm); 


VPSRAW __m128i __mm_mask_srai_epi16(__m128is, 


mmask8 k, __m128i a, unsigned int imm); 


VPSRAW __m128i__mm_maskz_srai_epi16(__mmask8 k, 


m1 28i a, unsigned int imm); 


VPSRAW __m512i_mm512_sra_epi16( 
VPSRAW __m512i_mm512_mask_sra_epi16(__m512is, 


m512ia,__m128i cnt); 


mmask16 k,__m512ia,__m128i cnt); 


VPSRAW __m512i_mm512_maskz_sra_epi16(__mmask16 k,___m512i a,__m128i cnt); 


VPSRAW __m256i__mm256_mask_sra_epi16(__m256is, 


mmask8 k,__ m256i a,__m128i cnt); 


VPSRAW __m256i__mm256_maskz_sra_epi16(__mmask8 k,___ m256i a,__m128i cnt); 


VPSRAW __m128i__mm_mask_sra_epi1 6( 


m128is,__mmask8 k,___m128i a,__m128i cnt); 


VPSRAW __m128i __mm_maskz_sra_epi16(__mmask8 k, 


m128i a,__m128i cnt); 


PSRAW:__m64 _mm_srai_pi16 (__m64 m, int count) 


PSRAW:__m64 _mm_sra_pi16 (__m64 m, 


m64 count) 


(V)PSRAW:__m128i __mm_srai_epi16( 


(V)PSRAW:__m128i __mm_sra_epi16( 


m128i m, int count) 
m128i m, ___m128i count) 


VPSRAW:__m256i __mm256_srai_epi16 (__m256i m, int count) 


VPSRAW:__m256i __mm256_sra_epi16 ( 


m256i m, __m128i count) 


PSRAD:__m64 _mm_srai_pi32 (__m64 m, int count) 


PSRAD:__m64 _mm_sra_pi32 (__m64 m, 
(V)PSRAD:__m128i __mm_srai_epi32 ( 


(V)PSRAD:__m128i __mm_sra_epi32 ( 


VPSRAD:__m256i __mm256_srai_epi32 ( 


m64 count) 


m128i m, int count) 
m128i m, 


m1 28i count) 
m256i m, int count) 


VPSRAD:__m256i __mm256_sra_epi32 ( 


Flags Affected 
None. 


Numeric Exceptions 
None. 


Other Exceptions 
VEX-encoded instructions: 


m256i m, __m128i count) 


Syntax with RM/RVM operand encoding (A/C in the operand encoding table), see Table 2-21, “Type 4 Class 


Exception Conditions”. 


Syntax with MI/VMI operand encoding (B/D in the operand encoding table), see Table 2-24, “Type 7 Class 


Exception Conditions”. 


EVEX-encoded VPSRAW (E in the operand encoding table), see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF 


Class Exception Conditions”. 


EVEX-encoded VPSRAD/Q: 


Syntax with Memi28 tuple type (G in the operand encoding table), see Exceptions Type E4NF.nb in 
Table 2-50, “Type E4NF Class Exception Conditions”. 


Syntax with Full tuple type (F in the operand encoding table), see Table 2-49, “Type E4 Class Exception Condi- 


tions”. 
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Opcode/ Op/ |64/32 bit | CPUID Description 
Instruction En Mode Feature 

Support | Flag 
66 OF 73 /3 ib A VIV SSE2 Shift xmm7 right by imm8 while shifting in Os. 
PSRLDQ xmm17, imm8 
VEX.128.66.0F.WIG 73 /3 ib B VN AVX Shift xmm2 right by imm8 bytes while shifting in 
VPSRLDQ xmm1, xmm2, imm8 Os. 
VEX.256.66.0F.WIG 73 /3 ib B VN AVX2 Shift ymm7 right by imm8 bytes while shifting in 
VPSRLDQ ymm1, ymm2, imm8 Os. 
EVEX.128.66.0F.WIG 73 /3 ib C VN AVX512VL_ | Shift xmm2/m128 right by imm8 bytes while 
VPSRLDQ xmm1, xmm2/m1 28, imm8 AVX512BW | shifting in Os and store result in xmm1. 
EVEX.256.66.0F.WIG 73 /3 ib C VN AVX512VL_ | Shift ymnm2/m256 right by imm8 bytes while 
VPSRLDQ ymm1, ymm2/m256, imm8 AVX512BW | shifting in Os and store result in ymm1. 
EVEX.512.66.0F.WIG 73 /3 ib C VIN AVX512BW | Shift zmm2/m512 right by imm8 bytes while 
VPSRLDQ zmm1, zmm2/m512, imm8 shifting in Os and store result in zmm1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (r, w) imm8s NA NA 
B NA VEX.vvvv (w) ModRM:r/m (r) imm8 NA 
C Full Mem EVEX.vvvv (w) ModRM:r/m (R) Imm8 NA 
Description 


Shifts the destination operand (first operand) to the right by the number of bytes specified in the count operand 
(second operand). The empty high-order bytes are cleared (set to all Os). If the value specified by the count 
operand is greater than 15, the destination operand is set to all Os. The count operand is an 8-bit immediate. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


128-bit Legacy SSE version: The source and destination operands are the same. Bits (MAXVL-1:128) of the corre- 
sponding YMM destination register remain unchanged. 


VEX.128 encoded version: The source and destination operands are XMM registers. Bits (MAXVL-1:128) of the 
destination YMM register are zeroed. 


VEX.256 encoded version: The source operand is a YMM register. The destination operand is a YMM register. The 
count operand applies to both the low and high 128-bit lanes. 


VEX.256 encoded version: The source operand is YMM register. The destination operand is an YMM register. Bits 
(MAXVL-1:256) of the corresponding ZMM register are zeroed. The count operand applies to both the low and high 
128-bit lanes. 


EVEX encoded versions: The source operand is a ZMM/YMM/XMM register or a 512/256/128-bit memory location. 
The destination operand is a ZMM/YMM/XMM register. The count operand applies to each 128-bit lanes. 


Note: VEX.vvvv/EVEX.vvvv encodes the destination register. 
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Operation 

VPSRLDQ (EVEX.512 encoded version) 
TEMP := COUNT 

IF (TEMP > 15) THEN TEMP := 16; FI 
DEST[127:0] := SRC[127:0] >> (TEMP * 8) 
DEST[255:128] := SRC[255:128] >> (TEMP * 8) 
DEST[383:256] := SRC[383:256] >> (TEMP * 8) 
DEST[511:384] := SRC[511:384] >> (TEMP * 8) 
DEST[MAXVL-1:512] := 0; 


VPSRLDQ (VEX.256 and EVEX.256 encoded version) 
TEMP := COUNT 

IF (TEMP > 15) THEN TEMP := 16; FI 

DEST[127:0] := SRC[127:0] >> (TEMP * 8) 
DEST[255:128] := SRC[255:128] >> (TEMP * 8) 
DEST[MAXVL-1:256] := 0; 


VPSRLDQ (VEX.128 and EVEX.128 encoded version) 
TEMP := COUNT 

IF (TEMP > 15) THEN TEMP := 16; FI 

DEST := SRC >> (TEMP * 8) 

DEST[MAXVL-1:128] := 0; 


PSRLDQ(128-bit Legacy SSE version) 
TEMP := COUNT 

IF (TEMP > 15) THEN TEMP := 16; Fl 
DEST := DEST >> (TEMP * 8) 
DEST[MAXVL- 1:1 28] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalents 


(V)PSRLDQ __m128i _mm_srli_si128 (__m128i a, int imm) 
VPSRLDQ __m256i__mm256_bsrli_epi128 (__m256i, const int) 
VPSRLDQ __m512i__mm512_bsrli_epi128 (__m512i, int) 


Flags Affected 
None. 


Numeric Exceptions 
None. 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-24, “Type 7 Class Exception Conditions”. 
EVEX-encoded instruction, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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Opcode/ Op/ |64/32 bit | CPUID Description 
Instruction En Mode Feature 

Support | Flag 
NP OF D1 /r' A VIV MMX Shift words in mmright by amount specified in 
PSRLW mm, mm/m64 mm/m64 while shifting in Os. 
66 OF D1 /r A VIV SSE2 Shift words in xmm7 right by amount 
PSRLW xmm1, xmm2/m128 specified in xmm2/m1 28 while shifting in Os. 
NP OF 71 /2 ib! B VIV MMX Shift words in mmright by imm8 while shifting 
PSRLW mm, imm8 in Os. 
66 OF 71 /2 ib B VIV SSE2 Shift words in xmm7 right by imm8 while 
PSRLW xmm1, imm8 shifting in Os. 
NP OF D2 /r' A VV MMX Shift doublewords in mm right by amount 
PSRLD mm, mm/m64 specified in mm/m64 while shifting in Os. 
66 OF D2 /r A VIV SSE2 Shift doublewords in xmm7 right by amount 
PSRLD xmm1, xmm2/m128 specified in xmm2 /m128 while shifting in Os. 
NP OF 72/2 ib! B VIV MMX Shift doublewords in mm right by imm8 while 
PSRLD mm, imm8 shifting in Os. 
66 OF 72 /2 ib B VIV SSE2 Shift doublewords in xmm7 right by imm8 
PSRLD xmm1, imm8 while shifting in Os. 
NP OF D3 /r' A VN MMX Shift mm right by amount specified in 
PSRLQ mm, mm/m64 mm/m64 while shifting in Os. 
66 OF D3 /r A VV SSE2 Shift quadwords in xmm7 right by amount 
PSRLO xmm1, xmm2/m128 specified in xmm2/m128 while shifting in Os. 
NP OF 73/2 ib! B VIV MMX Shift mm right by imm8 while shifting in Os. 
PSRLOQ mm, imm8 
66 OF 73 /2 ib B VIV SSE2 Shift quadwords in xmm7 right by imm8 while 
PSRLO xmm1, imm8 shifting in Os. 
VEX.128.66.0F.WIG D1 /r C VV AVX Shift words in xmm2 right by amount 
VPSRLW xmm1, xmm2, xmm3/m128 specified in xmm3/m128 while shifting in Os. 
VEX.128.66.0F.WIG 71 /2 ib D VV AVX Shift words in xmm_2 right by imm8 while 
VPSRLW xmm1, xmm2, imm8 shifting in Os. 
VEX.128.66.0F.WIG D2 /r C VV AVX Shift doublewords in xmm2 right by amount 
VPSRLD xmm1, xmm2, xmm3/m128 specified in xmm3/m128 while shifting in Os. 
VEX.128.66.0F.WIG 72 /2 ib D VIV AVX Shift doublewords in xmm2 right by imm8 
VPSRLD xmm1, xmm2, imm8 while shifting in Os. 
VEX.128.66.0F.WIG D3 /r C VIV AVX Shift quadwords in xmm2 right by amount 
VPSRLO xmm1, xmm2, xmm3/m128 specified in xmm3/m128 while shifting in Os. 
VEX.128.66.0F.WIG 73 /2 ib D VIV AVX Shift quadwords in xmm2 right by imm8 while 
VPSRLQ xmm1, xmm2z, imm8 shifting in Os. 
VEX.256.66.0F.WIG D1 /r C VIN AVX2 Shift words in ymm2 right by amount specified 
VPSRLW ymm 1, ymm2, xmm3/m128 in xmm3/m128 while shifting in Os. 
VEX.256.66.0F.WIG 71 /2 ib D VV AVX2 Shift words in ymme2 right by imm8 while 


VPSRLW ymm7, ymm2, imm8 


shifting in Os. 
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VEX.256.66.0F.WIG D2 /r VIV AVX2 Shift doublewords in ymm2 right by amount 

VPSRLD ymm1, ymm2, xmm3/m128 specified in xmm3/m128 while shifting in Os. 

VEX.256.66.0F.WIG 72 /2 ib VV AVX2 Shift doublewords in ymm2 right by imm8 

VPSRLD ymm1, ymm2, imm8 while shifting in Os. 

VEX.256.66.0F.WIG D3 /r VIV AVX2 Shift quadwords in ymm2 right by amount 

VPSRLO ymm1, ymm2, xmm3/m128 specified in xmm3/m128 while shifting in Os. 

VEX.256.66.0F.WIG 73 /2 ib VV AVX2 Shift quadwords in ymm2 right by imm8 while 

VPSRLO ymm1, ymm2, imm8 shifting in Os. 

EVEX.128.66.0F.WIG D1 /r VIV AVX512VL | Shift words in xmm2 right by amount specified 

VPSRLW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | in xmm3/m128 while shifting in Os using 
writemask k1. 

EVEX.256.66.0F.WIG D1 /r VIV AVX512VL | Shift words in ymm2 right by amount specified 

VPSRLW ymm1 {k1}{z}, ymm2, xmm3/m128 AVX512BW | in xmm3/m128 while shifting in Os using 
writemask k1. 

EVEX.512.66.0F.WIG D1 /r VIV AVX512BW | Shift words in zmm2 right by amount specified 

VPSRLW zmm1 {k1}{z}, zmm2, xmm3/m128 in xmm3/m128 while shifting in Os using 
writemask k1. 

EVEX.128.66.0F.WIG 71 /2 ib VV AVX512VL_ | Shift words in xmm2/m128 right by imm8 

VPSRLW xmm1 {k1}{z}, xmm2/m128, imm8 AVX512BW | while shifting in Os using writemask k1. 

EVEX.256.66.0F.WIG 71 /2 ib VV AVX512VL | Shift words in ymm2/m256 right by imm8 

VPSRLW ymm1 {k1}{z}, ynm2/m256, imm8 AVX512BW | while shifting in Os using writemask k1. 

EVEX.512.66.0F.WIG 71 /2 ib VV AVX512BW | Shift words in zmm2/m512 right by imm8 

VPSRLW zmm1 {k1}{z}, zmm2/m51 2, imm8 while shifting in Os using writemask k1. 

EVEX.128.66.0F.WO D2 /r VIV AVX512VL | Shift doublewords in xmm_2 right by amount 

VPSRLD xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512F specified in xmm3/m128 while shifting in Os 
using writemask k1. 

EVEX.256.66.0F.WO D2 /r VIV AVX512VL | Shift doublewords in ymm_2 right by amount 

VPSRLD ymm1 {k1}{z}, ynm2, xmm3/m128 AVX512F specified in xmm3/m1 28 while shifting in Os 
using writemask k1. 

EVEX.512.66.0F.WO D2 /r VIV AVX512F Shift doublewords in zmm2 right by amount 

VPSRLD zmm1 {k1}{z}, zmm2, xmm3/m128 specified in xmm3/m1 28 while shifting in Os 
using writemask k1. 

EVEX.128.66.0F.WO 72 /2 ib VV AVX512VL_ | Shift doublewords in xmm2/m128/m32bcst 

VPSRLD xmm1 {k1}{z}, xmm2/m1 28/m32bcst, AVX512F right by imm8 while shifting in Os using 

imm8 writemask k1. 

EVEX.256.66.0F.WO 72 /2 ib VV AVX512VL_ | Shift doublewords in ynm2/m256/m32bcst 

VPSRLD ymm1 {k1}{z}, ynm2/m256/m32bcst, AVX512F right by imm8 while shifting in Os using 

imm8 writemask k1. 

EVEX.512.66.0F,.WO 72 /2 ib VV AVX512F Shift doublewords in zmm2/m512/m32bcst 

VPSRLD zmm1 {k1}{z}, zmm2/m512/m32bcst, right by imm8 while shifting in Os using 

imm8 writemask k1. 

EVEX.128.66.0F.W1 D3 /r VIV AVX512VL | Shift quadwords in xmm2 right by amount 

VPSRLQ xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512F specified in xmm3/m128 while shifting in Os 
using writemask k1. 

EVEX.256.66.0F.W1 D3 /r VIN AVX512VL | Shift quadwords in ymme right by amount 

VPSRLQ ymm1 {k1}{z}, ymm2, xmm3/m128 AVX512F specified in xmm3/m1 28 while shifting in Os 
using writemask k1. 

EVEX.512.66.0F.W1 D3 /r VIV AVX512F Shift quadwords in zmm2 right by amount 


VPSRLQ zmm1 {k1}{z}, zmm2, xmm3/m1 28 


specified in xmm3/m1 28 while shifting in Os 
using writemask k1. 
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EVEX.128.66.0F.W1 73 /2 ib F VV AVX512VL | Shift quadwords in xmm2/m128/m64bcst 
VPSRLQ xmm1 {k1}{z}, xmm2/m128/m64bcst, AVX512F right by imm8 while shifting in Os using 
imm8 writemask k1. 

EVEX.256.66.0F.W1 73 /2 ib F VV AVX512VL | Shift quadwords in ynm2/m256/m64bcst 
VPSRLQ ymm1 {k1}{z}, ymnm2/m256/m64bcst, AVX512F right by imm8 while shifting in Os using 
imm8 writemask k1. 

EVEX.512.66.0F.W1 73 /2 ib F VV AVX512F Shift quadwords in zmm2/m512/m64bcst 
VPSRLQ zmm1 {k1}{z}, zmm2/m512/m64bcst, right by imm8 while shifting in Os using 
imm8 writemask k1. 

NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:r/m (r, w) imm8 NA NA 
C NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
D NA VEX.vvvv (w) ModRM:r/m (r) imm8 NA 
E Full Mem EVEX.vvvv (w) ModRM:r/m (R) Imm8s NA 
F Full EVEX.vvvv (w) ModRM:r/m (R) Imm8s NA 
G Mem128 ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Shifts the bits in the individual data elements (words, doublewords, or quadword) in the destination operand (first 
operand) to the right by the number of bits specified in the count operand (second operand). As the bits in the data 
elements are shifted right, the empty high-order bits are cleared (set to 0). If the value specified by the count 
operand is greater than 15 (for words), 31 (for doublewords), or 63 (for a quadword), then the destination operand 
is set to all Os. Figure 4-19 gives an example of shifting words in a 64-bit operand. 


Note that only the low 64-bits of a 128-bit count operand are checked to compute the count. 


oe x3 x2 x1 x0 
Shift Right | 
with Zero 
Extension | | 
ers X3 >> COUNT | X2 >> COUNT | X1 >> COUNT | X0 >> COUNT 


Figure 4-19. PSRLW, PSRLD, and PSRLQ Instruction Operation Using 64-bit Operand 


The (V)PSRLW instruction shifts each of the words in the destination operand to the right by the number of bits 
specified in the count operand; the (V)PSRLD instruction shifts each of the doublewords in the destination operand; 
and the PSRLQ instruction shifts the quadword (or quadwords) in the destination operand. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE instruction 64-bit operand: The destination operand is an MMX technology register; the count operand 
can be either an MMX technology register or an 64-bit memory location. 
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128-bit Legacy SSE version: The destination operand is an XMM register; the count operand can be either an XMM 
register or a 128-bit memory location, or an 8-bit immediate. If the count operand is a memory address, 128 bits 
are loaded but the upper 64 bits are ignored. Bits (MAXVL-1:128) of the corresponding YMM destination register 
remain unchanged. 

VEX.128 encoded version: The destination operand is an XMM register; the count operand can be either an XMM 
register or a 128-bit memory location, or an 8-bit immediate. If the count operand is a memory address, 128 bits 
are loaded but the upper 64 bits are ignored. Bits (MAXVL-1:128) of the destination YMM register are zeroed. 
VEX.256 encoded version: The destination operand is a YMM register. The source operand is a YMM register or a 
memory location. The count operand can come either from an XMM register or a memory location or an 8-bit imme- 
diate. Bits (MAXVL-1:256) of the corresponding ZMM register are zeroed. 

EVEX encoded versions: The destination operand is a ZMM register updated according to the writemask. The count 
operand is either an 8-bit immediate (the immediate count version) or an 8-bit value from an XMM register or a 
memory location (the variable count version). For the immediate count version, the source operand (the second 
operand) can be a ZMM register, a 512-bit memory location or a 512-bit vector broadcasted from a 32/64-bit 
memory location. For the variable count version, the first source operand (the second operand) is a ZMM register, 
the second source operand (the third operand, 8-bit variable count) can be an XMM register or a memory location. 
Note: In VEX/EVEX encoded versions of shifts with an immediate count, vvvv of VEX/EVEX encode the destination 
register, and VEX.B/EVEX.B + ModRM.r/m encodes the source register. 


Note: For shifts with an immediate count (VEX.128.66.0F 71-73 /2, or EVEX.128.66.0F 71-73 /2), 
VEX.vvvv/EVEX.vvvv encodes the destination register. 


Operation 


PSRLW (with 64-bit operand) 
IF (COUNT > 15) 
THEN 
DEST[64:0] := OOOOOOOD00000000H 
ELSE 
DEST[15:0] := ZeroExtend(DEST[1 5:0] >> COUNT); 
(* Repeat shift operation for 2nd and 3rd words *) 
DEST[63:48] := ZeroExtend(DEST[63:48] >> COUNT); 
Fl; 


PSRLD (with 64-bit operand) 

IF (COUNT > 31) 

THEN 
DEST[64:0] := QOOOOOOO00000000H 

ELSE 
DEST[31:0] := ZeroExtend(DEST[31:0] >> COUNT); 
DEST[63:32] := ZeroExtend(DEST[63:32] >> COUNT); 

Fl; 


PSRLQ (with 64-bit operand) 
IF (COUNT > 63) 
THEN 
DEST[64:0] := OOOOOD0D00000000H 
ELSE 
DEST := ZeroExtend(DEST >> COUNT); 
Fl; 
LOGICAL_RIGHT_SHIFT_DWORDS1(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 31) 
THEN 
DEST[31:0] := 0 
ELSE 
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DEST[31:0] := ZeroExtend(SRC[31:0] >> COUNT); 
Fl; 


LOGICAL_RIGHT_SHIFT_QWORDS1(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 63) 
THEN 
DEST[63:0] := 0 
ELSE 
DEST[63:0] := ZeroExtend(SRC[63:0] >> COUNT); 
Fl; 
LOGICAL_RIGHT_SHIFT_WORDS_256b(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 15) 
THEN 
DEST[255:0] := 0 
ELSE 
DEST[15:0] := ZeroExtend(SRC[1 5:0] >> COUNT); 
(* Repeat shift operation for 2nd through 15th words *) 
DEST[255:240] := ZeroExtend(SRC[255:240] >> COUNT); 


Fl; 


LOGICAL_RIGHT_SHIFT_WORDS(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 15) 
THEN 
DEST[127:0] := OOOOOOOODDDD00000000000000000000H 
ELSE 
DEST[15:0] := ZeroExtend(SRC[1 5:0] >> COUNT); 
(* Repeat shift operation for 2nd through 7th words *) 
DEST[127:1 12] := ZeroExtend(SRC[127:112] >> COUNT); 
Fl; 


LOGICAL_RIGHT_SHIFT_DWORDS_256b(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 31) 
THEN 
DEST[255:0] := 0 
ELSE 
DEST[31:0] := ZeroExtend(SRC[31:0] >> COUNT); 
(* Repeat shift operation for 2nd through 3rd words *) 
DEST[255:224] := ZeroExtend(SRC[255:224] >> COUNT); 
Fl; 


LOGICAL_RIGHT_SHIFT_DWORDS(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 31) 
THEN 
DEST[127:0] := OOOOOOOODDDD00000000000000000000H 
ELSE 
DEST[31:0] := ZeroExtend(SRC[31:0] >> COUNT); 
(* Repeat shift operation for 2nd through 3rd words *) 
DEST[1 27:96] := ZeroExtend(SRC[127:96] >> COUNT); 
Fl; 
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LOGICAL_RIGHT_SHIFT_QWORDS_256b(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 
IF (COUNT > 63) 
THEN 
DEST[255:0] := 0 
ELSE 
DEST[63:0] := ZeroExtend(SRC[63:0] >> COUNT); 
DEST[127:64] := ZeroExtend(SRC[1 27:64] >> COUNT); 
DEST[191:128] := ZeroExtend(SRC[191:128] >> COUNT); 
DEST[255:192] := ZeroExtend(SRC[255:192] >> COUNT); 
Fl; 


LOGICAL_RIGHT_SHIFT_QWORDS(SRC, COUNT_SRC) 
COUNT := COUNT_SRC[63:0]; 

IF (COUNT > 63) 

THEN 


DEST[127:0] := OOOOOOODDDDD00000000000000000000H 


ELSE 
DEST[63:0] := ZeroExtend(SRC[63:0] >> COUNT); 
DEST[127:64] := ZeroExtend(SRC[1 27:64] >> COUNT); 
Fl; 


VPSRLW (EVEX versions, xmm/m1 28) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 


IF VL= 128 
TMP_DEST[127:0] := LOGICAL_RIGHT_SHIFT_WORDS_128b(SRC1[127:0], SRC2) 
Fl; 
IF VL = 256 
TMP_DEST[255:0] := LOGICAL_RIGHT_SHIFT_WORDS_256b(SRC1[255:0], SRC2) 
Fl; 
IFVL=512 
TMP_DEST[255:0] := LOGICAL_RIGHT_SHIFT_WORDS_256b(SRC1[255:0], SRC2) 
TMP_DEST[51 1:256] := LOGICAL_RIGHT_SHIFT_WORDS_256b(SRC1[511:256], SRC2) 
Fl; 


FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST{i+1 5:i] := TMP_DEST[i+1 5:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+1 5:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] = 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPSRLW (EVEX versions, imm8) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
IF VL= 128 
TMP_DEST[127:0] := LOGICAL_RIGHT_SHIFT_WORDS_128b(SRC1[127:0], imm8) 


Fl; 
IF VL = 256 
TMP_DEST[255:0] := LOGICAL_RIGHT_SHIFT_WORDS_256b(SRC1[255:0], imm8) 


Fl; 

IF VL=512 
TMP_DEST[255:0] := LOGICAL_RIGHT_SHIFT_WORDS_256b(SRC1[255:0], imm8) 
TMP_DEST[51 1:256] := LOGICAL_RIGHT_SHIFT_WORDS_256b(SRC1[511:256], imm8) 


Fl; 


FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST{i+1 5:i] = TMP_DEST[i+15:i] 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] = 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPSRLW (ymm, ymm, xmm/m1 28) - VEX.256 encoding 
DEST[255:0] := LOGICAL_RIGHT_SHIFT_WORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0; 


VPSRLW (ymm, imm8) - VEX.256 encoding 
DEST[255:0] := LOGICAL_RIGHT_SHIFT_WORDS_256b(SRC1, imm8) 
DEST[MAXVL-1:256] := 0; 


VPSRLW (xmm, xmm, xmm/m128) - VEX.128 encoding 
DEST[127:0] := LOGICAL_RIGHT_SHIFT_WORDS(SRC1, SRC2) 
DEST[MAXVL-1:128] := 0 


VPSRLW (xmm, imm8) - VEX.128 encoding 
DEST[127:0] := LOGICAL_RIGHT_SHIFT_WORDS(SRC1, imm8) 
DEST[MAXVL-1:128] := 0 


PSRLW (xmm, xmm, xmm/m128) 
DEST[127:0] := LOGICAL_RIGHT_SHIFT_WORDS(DEST, SRC) 
DEST[MAXVL-1:128] (Unmodified) 


PSRLW (xmm, imm8) 


DEST[127:0] := LOGICAL_RIGHT_SHIFT_WORDS(DEST, imms) 
DEST[MAXVL-1:1 28] (Unmodified) 
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VPSRLD (EVEX versions, xmm/m128) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF VL= 128 
TMP_DEST[127:0] := LOGICAL_RIGHT_SHIFT_DWORDS_128b(SRC1[127:0], SRC2) 
Fl; 
IF VL = 256 
TMP_DEST[255:0] := LOGICAL_RIGHT_SHIFT_DWORDS_256b(SRC1[255:0], SRC2) 
Fl; 
IF VL=512 
TMP_DEST[255:0] := LOGICAL_RIGHT_SHIFT_DWORDS_256b(SRC1[255:0], SRC2) 
TMP_DEST[51 1:256] := LOGICAL_RIGHT_SHIFT_DWORDS_256b(SRC1[51 1:256], SRC2) 
Fl; 


FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPSRLD (EVEX versions, imm8) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC1 *is memory’) 
THEN DEST[i+31:i] = LOGICAL_RIGHT_SHIFT_DWORDS1(SRC1[31:0], imm8) 
ELSE DEST[i+31:i] := LOGICAL_RIGHT_SHIFT_DWORDS1(SRC1[i+31:i], imm8) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPSRLD (ymm, ymm, xmm/m128) - VEX.256 encoding 
DEST[255:0] := LOGICAL_RIGHT_SHIFT_DWORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0; 


VPSRLD (ymm, imm8) - VEX.256 encoding 


DEST[255:0] := LOGICAL_RIGHT_SHIFT_DWORDS_256b(SRC1, imm8) 
DEST[MAXVL-1:256] := 0; 
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VPSRLD (xmm, xmm, xmm/m1 28) - VEX.128 encoding 
DEST[127:0] := LOGICAL_RIGHT_SHIFT_DWORDS(SRC1, SRC2) 
DEST[MAXVL-1:128] := 0 


VPSRLD (xmm, imm8) - VEX.128 encoding 
DEST[1 27:0] := LOGICAL_RIGHT_SHIFT_DWORDS(SRC1, imms) 
DEST[MAXVL-1:128] := 0 


PSRLD (xmm, xmm, xmm/m128) 
DEST[1 27:0] := LOGICAL_RIGHT_SHIFT_DWORDS(DEST, SRC) 
DEST[MAXVL-1:128] (Unmodified) 


PSRLD (xmm, imm8) 
DEST[127:0] := LOGICAL_RIGHT_SHIFT_DWORDS(DEST, imms) 
DEST[MAXVL-1:128] (Unmodified) 


VPSRLQ (EVEX versions, xmm/m128) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


TMP_DEST[255:0] := LOGICAL_RIGHT_SHIFT_QWORDS_256b(SRC1[255:0], SRC2) 
TMP_DEST[511:256] := LOGICAL_RIGHT_SHIFT_QWORDS_256b(SRC1[51 1:256], SRC2) 


IF VL= 128 

TMP_DEST[127:0] := LOGICAL_RIGHT_SHIFT_QWORDS_128b(SRC1[127:0], SRC2) 
Fl; 
IF VL = 256 

TMP_DEST[255:0] := LOGICAL_RIGHT_SHIFT_QWORDS_256b(SRC1[255:0], SRC2) 
Fl; 
IF VL=512 

TMP_DEST[255:0] := LOGICAL_RIGHT_SHIFT_QWORDS_256b(SRC1[255:0], SRC2) 

TMP_DEST[51 1:256] := LOGICAL_RIGHT_SHIFT_QWORDS_256b(SRC1[511:256], SRC2) 
Fl; 
FOR j := 0 TO KL-1 

i:=j* 64 

IF k1[j] OR *no writemask* 

THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 

Fl; 

ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPSRLQ (EVEX versions, imm8) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC1 *is memory’) 
THEN DEST[i+63:i] = LOGICAL_RIGHT_SHIFT_QWORDS1(SRC1[63:0], imm8) 
ELSE DEST[i+63:i] := LOGICAL_RIGHT_SHIFT_QWORDS1(SRC1[i+63:i], imm8) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPSRLQ (ymm, ymm, xmm/m1 28) - VEX.256 encoding 
DEST[255:0] := LOGICAL_RIGHT_SHIFT_QWORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0; 


VPSRLQ (ymm, imm8) - VEX.256 encoding 

DEST[255:0] := LOGICAL_RIGHT_SHIFT_QWORDS_256b(SRC1, imm8) 
DEST[MAXVL-1:256] := 0; 

VPSRLQ (xmm, xmm, xmm/m1 28) - VEX.128 encoding 
DEST[127:0] := LOGICAL_RIGHT_SHIFT_QWORDS(SRC1, SRC2) 
DEST[MAXVL-1:128] := 0 


VPSRLQ (xmm, imm8) - VEX.128 encoding 
DEST[127:0] := LOGICAL_RIGHT_SHIFT_QWORDS(SRC1, imm8) 
DEST[MAXVL-1:128] := 0 


PSRLQ (xmm, xmm, xmm/m128) 
DEST[1 27:0] := LOGICAL_RIGHT_SHIFT_QWORDS(DEST, SRC) 
DEST[MAXVL-1:128] (Unmodified) 


PSRLQ (xmm, imm8) 
DEST[127:0] := LOGICAL_RIGHT_SHIFT_QWORDS(DEST, imm8) 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalents 

VPSRLD __m512i__mm512_srli_epi32(__m512i a, unsigned int imm); 

VPSRLD __m512i__mm512_mask_srli_epi32(__m512i s,__ mmask16 k,___m512i a, unsigned int imm); 
VPSRLD __m512i__mm512_maskz_srli_epi32(__mmask16 k, __m512i a, unsigned int imm); 
VPSRLD __m256i __mm256_mask_srli_epi32(__m256i s,___ mmask8 k, __ m256i a, unsigned int imm); 
VPSRLD __m256i _mm256_maskz_srli_epi32(__mmask8 k, __m256i a, unsigned int imm); 

VPSRLD __m128i _mm_mask_srli_epi32(__m128i s,___ mmask8 k, __m128i a, unsigned int imm); 
VPSRLD __m128i _mm_maskz_srli_epi32(__mmask8 k, __m128i a, unsigned int imm); 

VPSRLD __m512i_mm512_srl_epi32(__m512i a, ___m128i cnt); 

VPSRLD __m512i_mm512_mask_srl_epi32(__m512is,__ mmask16 k,__m512ia,__m128i cnt); 
VPSRLD __m512i__mm512_maskz_srl_epi32(__mmask16 k,__m512i a, ___m128i cnt); 

VPSRLD __m256i __mm256_mask_srl_epi32(__m256i s,__ mmask8 k,___ m256i a, __m128i cnt); 
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VPSRLD __m256i __mm256_maskz_srl_epi32(__mmask8 k,__ m256i a, 
mmask8 k,___m128i a,__m128i cnt); 


VPSRLD __m128i _mm_mask_srl_epi32(__m128is, 
VPSRLD __m128i __mm_maskz_srl_epi32(__mmask8 k, 


m128i a, 


VPSRLQ __m512i_mm512_srli_epi64(__m512i a, unsigned int imm); 
VPSRLQ ___m512i__mm512_mask_srli_epi64(__m512is, __ mmask8 k, 
VPSRLQ ___m512i__mm512_mask_srli_epi64(__mmask8 k, __m512i a, unsigned int imm); 
VPSRLQ ___m256i __mm256_mask_srli_epi64(__m256i s,___ mmask8 k, 
VPSRLQ __m256i _mm256_maskz_srli_epi64(___mmask8 k, __m256i a, unsigned int imm); 

m1 28i a, unsigned int imm); 
m1 28i a, unsigned int imm); 


VPSRLQ ___m128i__mm_mask_srli_epi64(__m128i s,__mmask8 k, 
VPSRLQ __m128i__mm_maskz_srli_epi64(__mmask8 k, 
VPSRLQ__m512i_mm512_srl_epi64(__m512i a, __m128i cnt); 


VPSRLQ ___m512i__mm512_mask_srl_epi64(__m512i s,___mmask8 k, __m512i a, ___m128i cnt); 
VPSRLQ___m512i_mm512_mask_srl_epi64(__mmask8 k,__m512i a, 
VPSRLQ ___m256i _mm256_mask_srl_epi64(__m256i s,___mmask8 k, __m256i a, ___m128i cnt); 
m256i a, 
VPSRLQ ___m128i __mm_mask_srl_epi64(__m128i s, __mmask8 k, __m128i a, __m128i cnt); 


VPSRLQ __m256i __mm256_maskz_srl_epi64(__mmask8 k, 


VPSRLQ __m128i __mm_maskz_srl_epi64(__mmask8 k, __m128i a, 


VPSRLW __m512i__mm512_srli_epi16(__m512i a, unsigned int imm); 

VPSRLW __m512i__mm512_mask_srli_epi16(__m512i s,__ mmask32 k,___m512i a, unsigned int imm); 
VPSRLW __m512i __mm512_maskz_srli_epi16(__mmask32 k,__m512i a, unsigned int imm); 
VPSRLW __m256i _mm256_mask_srli_epi16(__m256i s,__ mmask16 k, __ m256i a, unsigned int imm); 
m256i a, unsigned int imm); 

m1 28i a, unsigned int imm); 
VPSRLW __m128i _mm_maskz_srli_epi16(__mmask8 k, __m128i a, unsigned int imm); 


VPSRLW __m256i _mm256_maskz_srli_epi16(__mmask16 k, 
VPSRLW __m128i __mm_mask_srli_epi16(__m128i s, 


mmask8 k, 


VPSRLW __m512i__mm512_srl_epi16(__m512ia,__m128i cnt); 


VPSRLW __m512i__mm512_mask_srl_epi16(__m512is,__ mmask32 k,__m512i a, _m128i cnt); 
m512i a, 
VPSRLW __m256i __mm256_mask_srl_epi16(__m256i s,__ mmask16 k,___ m256i a, __m128i cnt); 
mmask16 a, 
mmask8 k,__m128i a, __m128i cnt); 
m128i a,__m128i cnt); 


VPSRLW __m512i__mm512_maskz_srl_epi16(__mmask32 k, 


VPSRLW __m256i __mm256_maskz_srl_epi16(__mmask8 k, 
VPSRLW __m128i _mm_mask_srl_epi16(__m128i s, 
VPSRLW __m128i _mm_maskz_srl_epi16(___mmask8 k, 
PSRLW:__m64 _mm_srli_pi16(__m64 m, int count) 
PSRLW:__m64 _mm_srl_pi16 (__m64 m, __m64 count) 
(V)PSRLW:__m128i __mm_srli_epi16 (__m128i m, int count) 
(V)PSRLW:__m128i __mm_srl_epi16 (__m128i m, __m128i count) 
VPSRLW:__m256i __mm256_srli_epi16 (__m256i m, int count) 
VPSRLW:__m256i__mm256_srl_epi16 (__m256i m, __m128i count) 
PSRLD:__m64 _mm_srli_pi32 (__m64 m, int count) 

PSRLD:__m64 _mm_srl_pi32 (__m64 m, __m64 count) 
(V)PSRLD:__m128i __mm_srli_epi32 (__m128i m, int count) 
(V)PSRLD:__m128i __mm_srl_epi32 (__m128i m,___m128i count) 
VPSRLD:__m256i__mm256_srli_epi32 (__m256i m, int count) 
VPSRLD:__m256i__mm256_srl_epi32 (__m256i m,___m128i count) 
PSRLQ:__m64 _mm_srli_si64 (__m64 m, int count) 

PSRLQ:__m64 _mm_srl_si64 (__m64 m, __m64 count) 
(V)PSRLQ:__m128i _mm_srli_epi64 (__m128i m, int count) 
(V)PSRLQ:__m128i _mm_srl_epi64 (__m128i m, __m128i count) 
VPSRLQ:__m256i _mm256_srli_epi64 (__m256i m, int count) 
VPSRLQ:__m256i _mm256_srl_epi64 (__m256i m, __m128i count) 


Flags Affected 
None. 
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Numeric Exceptions 


None. 


Other Exceptions 
VEX-encoded instructions: 


Syntax with RM/RVM operand encoding (A/C in the operand encoding table), see Table 2-21, “Type 4 Class Excep- 
tion Conditions”. 


Syntax with MI/VMI operand encoding (B/D in the operand encoding table), see Table 2-24, “Type 7 Class Excep- 
tion Conditions”. 


EVEX-encoded VPSRLW (E in the operand encoding table), see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF 
Class Exception Conditions”. 


EVEX-encoded VPSRLD/Q: 


Syntax with Mem128 tuple type (G in the operand encoding table), see Exceptions Type E4NF.nb in Table 2-50, 
“Type E4NF Class Exception Conditions”. 


Syntax with Full tuple type (F in the operand encoding table), see Table 2-49, “Type E4 Class Exception Conditions”. 
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Opcode/ Op/ |64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

NP OF F8 /r' A VIV MMX Subtract packed byte integers in mm/m64 

PSUBB mm, mm/m64 from packed byte integers in mm. 

66 OF F8 /r A VIV SSE2 Subtract packed byte integers in xmm2/m128 

PSUBB xmm1, xmm2/m128 from packed byte integers in xmm1. 

NP OF F9 /r' A VIV MMX Subtract packed word integers in mm/m64 

PSUBW mm, mm/m64 from packed word integers in mm. 

66 OF F9 /r A VIV SSE2 Subtract packed word integers in 

PSUBW xmm1, xmm2/m128 xmm2/m128 from packed word integers in 
xmm1. 

NP OF FA /r' A VIV MMX Subtract packed doubleword integers in 

PSUBD mm, mm/m64 mm/m64 from packed doubleword integers in 
mm. 

66 OF FA /r A VIV SSE2 Subtract packed doubleword integers in 

PSUBD xmm1, xmm2/m128 xmm2/mem128 from packed doubleword 
integers in xmm1. 

VEX.128.66.0F.WIG F8 /r B VIV AVX Subtract packed byte integers in xmm3/m128 

VPSUBB xmm1, xmm2, xmm3/m128 from xmm2. 

VEX.128.66.0F.WIG F9 /r B VIV AVX Subtract packed word integers in 

VPSUBW xmm1, xmm2, xmm3/m128 xmm3/m128 from xmm2. 

VEX.128.66.0F.WIG FA /r B VIV AVX Subtract packed doubleword integers in 

VPSUBD xmm1, xmm2, xmm3/m128 xmm3/m128 from xmme2. 

VEX.256.66.0F.WIG F8 /r B VIV AVX2 Subtract packed byte integers in ymm3/m256 

VPSUBB ymm17, ymm2, ymm3/m256 from ymm2. 

VEX.256.66.0F.WIG F9 /r B VIV AVX2 Subtract packed word integers in 

VPSUBW ymm1, ymm2, ymm3/m256 ymm3/m256 from ymm2. 

VEX.256.66.0F.WIG FA /r B VIV AVX2 Subtract packed doubleword integers in 

VPSUBD ymm17, ymm2, ymm3/m256 ymm3/m256 from ymm2. 

EVEX.128.66.0F.WIG F8 /r C VIV AVX512VL_ | Subtract packed byte integers in xmm3/m128 

VPSUBB xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | from xmm2 and store in xmm1 using 
writemask k1. 

EVEX.256.66.0F.WIG F8 /r Cc VIV AVX512VL_ | Subtract packed byte integers in ymm3/m256 

VPSUBB ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | from ymm2 and store in ymm1 using 
writemask k1. 

EVEX.512.66.0F.WIG F8 /r C VIV AVX512BW | Subtract packed byte integers in zmm3/m512 

VPSUBB zmm1 {k1}{z}, zmm2, zmm3/m512 from zmm2 and store in zmm1 using 
writemask k1. 

EVEX.128.66.0F.WIG F9 /r a VIV AVX512VL_ | Subtract packed word integers in 

VPSUBW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm3/m128 from xmmz and store in xmm1 
using writemask k1. 

EVEX.256.66.0F.WIG F9 /r C VIV AVX512VL_ | Subtract packed word integers in 

VPSUBW ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm3/m256 from ymm2 and store in ymm1 
using writemask k1. 

EVEX.512.66.0F.WIG F9 /r C VIN AVX512BW | Subtract packed word integers in 


VPSUBW zmm1 {k1}{z}, zmm2, zmm3/m512 


zmm3/m512 from zmm2 and store in zmm1 
using writemask k1. 
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EVEX.128.66.0F.WO FA /r D VIV AVX512VL_ | Subtract packed doubleword integers in 

VPSUBD xmm1 {k1}{z}, xmm2, xmm3/m1 28/m32bcst AVX512F — | xmm3/m128/m32bcst from xmm2 and store 
in xmm1 using writemask k1. 

EVEX.256.66.0F.WO FA /r D VIV AVX512VL_ | Subtract packed doubleword integers in 

VPSUBD ymm1 {k1}{z}, ymm2, ymm3/m256/m32bcst AVX512F — | ymm3/m256/m32bcst from ymm2 and store 
in ymm1 using writemask k1. 

EVEX.512.66.0F.WO FA /r D VIV AVX512F — | Subtract packed doubleword integers in 

VPSUBD zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst zmm3/m512/m32bcst from zmm_2 and store 
in zmm1 using writemask k1 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” in 
the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
D Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD subtract of the packed integers of the source operand (second operand) from the packed integers 
of the destination operand (first operand), and stores the packed integer results in the destination operand. See 
Figure 9-4 in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for an illustration of a 
SIMD operation. Overflow is handled with wraparound, as described in the following paragraphs. 


The (V)PSUBB instruction subtracts packed byte integers. When an individual result is too large or too small to be 
represented in a byte, the result is wrapped around and the low 8 bits are written to the destination element. 


The (V)PSUBW instruction subtracts packed word integers. When an individual result is too large or too small to be 
represented in a word, the result is wrapped around and the low 16 bits are written to the destination element. 


The (V)PSUBD instruction subtracts packed doubleword integers. When an individual result is too large or too small 
to be represented in a doubleword, the result is wrapped around and the low 32 bits are written to the destination 
element. 


Note that the (V)PSUBB, (V)PSUBW, and (V)PSUBD instructions can operate on either unsigned or signed (two's 
complement notation) packed integers; however, it does not set bits in the EFLAGS register to indicate overflow 
and/or a carry. To prevent undetected overflow conditions, software must control the ranges of values upon which 
it operates. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE version 64-bit operand: The destination operand must be an MMX technology register and the source 
operand can be either an MMX technology register or a 64-bit memory location. 
128-bit Legacy SSE version: The second source operand is an XMM register or a 128-bit memory location. The first 


source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM desti- 
nation register remain unchanged. 


VEX.128 encoded version: The second source operand is an XMM register or a 128-bit memory location. The first 
source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the destination YMM register 
are zeroed. 
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VEX.256 encoded versions: The second source operand is an YMM register or an 256-bit memory location. The first 
source operand and destination operands are YMM registers. Bits (MAXVL-1:256) of the corresponding ZMM 
register are zeroed. 

EVEX encoded VPSUBD: The second source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion or a 512/256/128-bit vector broadcasted from a 32/64-bit memory location. The first source operand and 
destination operands are ZMM/YMM/XMM registers. The destination is conditionally updated with writemask k1. 
EVEX encoded VPSUBB/W: The second source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory 
location. The first source operand and destination operands are ZMM/YMM/XMM registers. The destination is condi- 
tionally updated with writemask k1. 


Operation 


PSUBB (with 64-bit operands) 
DEST[7:0] := DEST[7:0] — SRC[7:0]; 
(* Repeat subtract operation for 2nd through 7th byte *) 
DEST[63:56] := DEST[63:56] — SRC[63:56]; 


PSUBW (with 64-bit operands) 
DEST[15:0] := DEST[15:0] — SRC[15:0]; 
(* Repeat subtract operation for 2nd and 3rd word *) 
DEST[63:48] := DEST[63:48] — SRC[63:48]; 


PSUBD (with 64-bit operands) 
DEST[31:0] := DEST[31:0] — SRC[31:0]; 
DEST[63:32] := DEST[63:32] — SRC[63:32]; 


PSUBD (with 128-bit operands) 
DEST[31:0] := DEST[31:0] — SRC[31:0]; 
(* Repeat subtract operation for 2nd and 3rd doubleword *) 
DEST[127:96] := DEST[127:96] — SRC[1 27:96]; 


VPSUBB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] = SRC1[i+7:i] - SRC2[i+7:i] 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] = 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


VPSUBW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = SRC1[i+15:i] - SRC2[i+15:i] 
ELSE 
IF *merging-masking* ; merging-masking 
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THEN *DEST[i+15:i] remains unchanged* 
; zeroing-masking 


ELSE *zeroing-masking* 
DEST[i+15:i] = 0 
Fl 
Fl; 
ENDFOR; 
DEST[MAXVL-1:VL] := 0 


VPSUBD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 

i:=j* 32 

IF k1[j] OR *no writemask* THEN 


IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN DEST[i+31:i] := SRC1[i+31:i] - SRC2[31:0] 
ELSE DEST[i+31:i] = SRC1[i+31:i] - SRC2[i+31:i] 


Fl; 
ELSE 
IF *merging-masking* 


ELSE *zeroing-masking* 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR; 
DEST[MAXVL-1:VL] := 0 


VPSUBB (VEX.256 encoded version) 

DEST[7:0] := SRC1[7:0]-SRC2[7:0] 

DEST[15:8] := SRC1[15:8]-SRC2[1 5:8] 
DEST[23:16] := SRC1[23:16]-SRC2[23:16] 
DEST[31:24] := SRC1[31:24]-SRC2[31:24] 
DEST[39:32] := SRC1[39:32]-SRC2[39:32] 
DEST[47:40] := SRC1[47:40]-SRC2[47:40] 
DEST[55:48] := SRC1[55:48]-SRC2[55:48] 
DEST[63:56] := SRC1[63:56]-SRC2[63:56] 
DEST[7 1:64] := SRC1[71:64]-SRC2[7 1:64] 
DEST[79:72] := SRC1[79:72]-SRC2[79:72] 
DEST[87:80] := SRC1[87:80]-SRC2[87:80] 
DEST[95:88] := SRC1[95:88]-SRC2[95:88] 
DEST[103:96] := SRC1[103:96]-SRC2[103:96] 
DEST[111:104] := SRC1[111:104]-SRC2[111:104] 
DEST[119:112] := SRC1[119:112]-SRC2[119:112] 
DEST[127:120] := SRC1[127:120]-SRC2[127:120] 
DEST[135:128] := SRC1[135:128]-SRC2[1 35:1 28] 
DEST[143:136] := SRC1[143:136]-SRC2[1 43:1 36] 
DEST[151:144] := SRC1[151:144]-SRC2[151:144] 
DEST[159:152] := SRC1[159:152]-SRC2[159:152] 
DEST[167:160] := SRC1[167:160]-SRC2[167:160] 
DEST[175:168] := SRC1[175:168]-SRC2[175:168] 
DEST[183:1 76] := SRC1[183:176]-SRC2[1 83:1 76] 
DEST[191:184] := SRC1[191:184]-SRC2[191:184] 
DEST[199:192] := SRC1[199:192]-SRC2[199:192] 
DEST[207:200] := SRC1[207:200]-SRC2[207:200] 
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DEST[215:208] := SRC1[215:208]-SRC2[215:208] 
DEST[223:216] = SRC1[223:216]-SRC2[223:216] 
DEST[231:224] := SRC1[231:224]-SRC2[231:224] 
DEST[239:232] := SRC1[239:232]-SRC2[239:232] 
DEST[247:240] := SRC1[247:240]-SRC2[247:240] 
DEST[255:248] := SRC1[255:248]-SRC2[255:248] 
DEST[MAXVL-1:256] := 0 


VPSUBB (VEX.128 encoded version) 

DEST[7:0] := SRC1[7:0]-SRC2[7:0] 

DEST[15:8] := SRC1[15:8]-SRC2[1 5:8] 
DEST[23:16] := SRC1[23:16]-SRC2[23:16] 
DEST[31:24] := SRC1[31:24]-SRC2[31:24] 
DEST[39:32] := SRC1[39:32]-SRC2[39:32] 
DEST[47:40] := SRC1[47:40]-SRC2[47:40] 
DEST[55:48] := SRC1[55:48]-SRC2[55:48] 
DEST[63:56] := SRC1[63:56]-SRC2[63:56] 
DEST[7 1:64] := SRC1[71:64]-SRC2[7 1:64] 
DEST[79:72] := SRC1[79:72]-SRC2[79:72] 
DEST[87:80] := SRC1[87:80]-SRC2[87:80] 
DEST[95:88] := SRC1[95:88]-SRC2[95:88] 
DEST[103:96] := SRC1[103:96]-SRC2[103:96] 
DEST[111:104] := SRC1[111:104]-SRC2[111:104] 
DEST[119:112] := SRC1[119:112]-SRC2[119:112] 
DEST[127:120] := SRC1[1 27:1 20]-SRC2[1 27:1 20] 
DEST[MAXVL-1:128] := 0 


PSUBB (128-bit Legacy SSE version) 
DEST[7:0] := DEST[7:0]-SRC[7:0] 

DEST[15:8] := DEST[15:8]-SRC[1 5:8] 
DEST[23:16] := DEST[23:16]-SRC[23:16] 
DEST[31:24] := DEST[31:24]-SRC[31:24] 
DEST[39:32] := DEST[39:32]-SRC[39:32] 
DEST[47:40] := DEST[47:40]-SRC[47:40] 
DEST[55:48] := DEST[55:48]-SRC[55:48] 
DEST[63:56] := DEST[63:56]-SRC[63:56] 
DEST[7 1:64] := DEST[71:64]-SRC[7 1:64] 
DEST[79:7 2] := DEST[79:72]-SRC[79:72] 
DEST[87:80] := DEST[87:80]-SRC[87:80] 
DEST[95:88] := DEST[95:88]-SRC[95:88] 
DEST[103:96] := DEST[103:96]-SRC[103:96] 
DEST[111:104] := DEST[111:104]-SRC[111:104] 
DEST[119:112] := DEST[119:112]-SRC[119:112] 
DEST[127:120] := DEST[127:120]-SRC[127:120] 
DEST[MAXVL-1:128] (Unmodified) 


VPSUBW (VEX.256 encoded version) 
DEST[15:0] := SRC1[15:0]-SRC2[1 5:0] 
DEST[31:16] := SRC1[31:16]-SRC2[31:16] 
DEST[47:32] := SRC1[47:32]-SRC2[47:32] 
DEST[63:48] := SRC1[63:48]-SRC2[63:48] 
DEST[79:64] := SRC1[79:64]-SRC2[79:64] 
DEST[95:80] := SRC1[95:80]-SRC2[95:80] 
DEST[1 11:96] := SRC1[111:96]-SRC2[1 11:96] 
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DEST[127:112] = SRC1[127:112]-SRC2[127:112] 
DEST[143:128] = SRC1[143:128]-SRC2[143:128] 
DEST[159:144] := SRC1[159:144]-SRC2[159:144] 
DEST[175:160] = SRC1[175:160]-SRC2[175:160] 
DEST[191:176] = SRC1[191:176]-SRC2[191:176] 
DEST[207:192] := SRC1207:192]-SRC2[207:192] 
DEST[223:208] := SRC1[223:208]-SRC2[223:208] 
DEST[239:224] := SRC1[239:224]-SRC2[239:224] 
DEST[255:240] := SRC1[255:240]-SRC2[255:240] 
DEST[MAXVL-1:256] := 0 


VPSUBW (VEX.128 encoded version) 
DEST[15:0] := SRC1[15:0]-SRC2[15:0] 
DEST[31:16] := SRC1[31:16]-SRC2[31:16] 
DEST[47:32] := SRC1[47:32]-SRC2[47:32] 
DEST[63:48] := SRC1[63:48]-SRC2[63:48] 
DEST[79:64] := SRC1[79:64]-SRC2[79:64] 
DEST[95:80] := SRC1[95:80]-SRC2[95:80] 

DEST[1 11:96] := SRC1[111:96]-SRC2[1 11:96] 
DEST[127:112] := SRC1[127:112]-SRC2[127:112] 
DEST[MAXVL-1:128] := 0 


PSUBW (128-bit Legacy SSE version) 
DEST[15:0] := DEST[15:0]-SRC[1 5:0] 
DEST[31:16] := DEST[31:16]-SRC[31:16] 
DEST[47:32] := DEST[47:32]-SRC[47:32] 
DEST[63:48] := DEST[63:48]-SRC[63:48] 
DEST[79:64] := DEST[79:64]-SRC[79:64] 
DEST[95:80] := DEST[95:80]-SRC[95:80] 
DEST[111:96] := DEST[111:96]-SRC[1 11:96] 
DEST[127:112] := DEST[127:112]-SRC[127:112] 
DEST[MAXVL-1:128] (Unmodified) 


VPSUBD (VEX.256 encoded version) 
DEST[31:0] := SRC1[31:0]-SRC2[31:0] 
DEST[63:32] := SRC1[63:32]-SRC2[63:32] 
DEST[95:64] := SRC1[95:64]-SRC2[95:64] 
DEST[127:96] := SRC1[127:96]-SRC2[1 27:96] 
DEST[159:128] := SRC1[159:128]-SRC2[159:128] 
DEST[191:160] := SRC1[191:160]-SRC2[191:160] 
DEST[223:192] := SRC1[223:192]-SRC2[223:192] 
DEST[255:224] := SRC1[255:224]-SRC2[255:224] 
DEST[MAXVL-1:256] := 0 


VPSUBD (VEX.128 encoded version) 
DEST[31:0] := SRC1[31:0]-SRC2[31:0] 
DEST[63:32] := SRC1[63:32]-SRC2[63:32] 
DEST[95:64] := SRC1[95:64]-SRC2[95:64] 
DEST[127:96] := SRC1[127:96]-SRC2[1 27:96] 
DEST[MAXVL-1:128] := 0 


PSUBD (128-bit Legacy SSE version) 


DEST[31:0] := DEST[31:0]-SRC[31:0] 
DEST[63:32] = DEST[63:32]-SRC[63:32] 
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DEST[95:64] := DEST[95:64]-SRC[95:64] 
DEST[127:96] := DEST[127:96]-SRC[127:96] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalents 
VPSUBB __m512i_mm512_sub_epi8(__m512i a,__m512i b); 


VPSUBB __m512i_mm512_mask_sub_epi8(__m512is,__ mmask64 k,___m512i a,__m512i b); 
VPSUBB __m512i_mm512_maskz_sub_epi8(__mmask64 k,__m512ia,__m512i b); 
VPSUBB __m256i __mm256_mask_sub_epi8(__m256i s,___ mmask32 k,___m256i a, __m256i b); 


VPSUBB __m256i__mm256_maskz_sub_epi8(__mmask32 k,___ m256i a, __ m256i b); 

VPSUBB __m128i _mm_mask_sub_epi8(__m128i s,__ mmask16 k,___m128i a,__m128i b); 
VPSUBB __m128i __mm_maskz_sub_epi8(__mmask16 k,__m128i a, __m128i b); 

VPSUBW __m512i_mm512_sub_epi16(__m512i a,__m512i b); 

VPSUBW __m512i_mm512_mask_sub_epi16(__m512is,___mmask32 k,__m512ia,__m512i b); 


VPSUBW __m512i_mm512_maskz_sub_epi16(__mmask32 k,__m512i a,__m512ib); 
VPSUBW __m256i __mm256_mask_sub_epi16(__m256is,__ mmask16 k,___ m256i a, __m256i b); 
VPSUBW __m256i __mm256_maskz_sub_epi16(__mmask16 k,__ m256i a, ___m256i b); 


VPSUBW __m128i__mm_mask_sub_epi16(__m128is,___ mmask8 k,___m128i a,__m128i b); 
VPSUBW __m128i __mm_maskz_sub_epi16(__mmask8 k, __m128i a,__m128i b); 
VPSUBD __m512i_mm512_sub_epi32(__m512i a, ___m512i b); 


VPSUBD __m512i_mm512_mask_sub_epi32(__m512is,__ mmask16 k,__m512i a, ___m512i b); 
VPSUBD __m512i_mm512_maskz_sub_epi32(__mmask16 k,__m512i a, __m512i b); 
VPSUBD __m256i __mm256_mask_sub_epi32(__m256i s,___ mmask8 k,__ m256i a, __ m256i b); 


VPSUBD __m256i__mm256_maskz_sub_epi32(__mmask8 k,__ m256i a, __m256i b); 
VPSUBD __m128i __mm_mask_sub_epi32(__m128i s,___ mmask8 k,__m128i a,__m128i b); 
VPSUBD __m128i __mm_maskz_sub_epi32(__mmask8 k,___m128i a,__m128i b); 
PSUBB:__m64 _mm_sub_pi8(__m64 m1,__m64 m2) 

(V)PSUBB:__m128i __mm_sub_epi8 (__m128i a, ___m128i b) 

VPSUBB:__m256i __mm256_sub_epi8 (__m256i a,__m256i b) 
PSUBW:__m64__mm_sub_pi16(__m64 m1,__ m64 m2) 

(V)PSUBW:__m128i __mm_sub_epi16 (__m128i a,__m128i b) 

VPSUBW:__m256i _mm256_sub_epi16 (__m256i a, __m256i b) 

PSUBD:__m64 _mm_sub_pi32(__m64 m1,__m64 m2) 

(V)PSUBD:__m128i __mm_sub_epi32 (__m128i a,__m128i b) 

VPSUBD:__m256i _mm256_sub_epi32 (__m256i a, __m256i b) 


Flags Affected 
None. 


Numeric Exceptions 
None. 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 

EVEX-encoded VPSUBD, see Table 2-49, “Type E4 Class Exception Conditions”. 

EVEX-encoded VPSUBB/W, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 


PSUBB/PSUBW/PSUBD—Subtract Packed Integers Vol.2B 4-485 


INSTRUCTION SET REFERENCE, M-U 


PSUBQ—Subtract Packed Quadword Integers 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
NP OF FB /r' A VIV SSE2 Subtract quadword integer in mm7 from mm2 
PSUBQ mm1, mm2/m64 /m64. 
66 OF FB /r A VIV SSE2 Subtract packed quadword integers in xmm17 
PSUBQ xmm1, xmm2/m128 from xmmé /m128. 
VEX.128.66.0F.WIG FB/r B VIV AVX Subtract packed quadword integers in 
VPSUBQ xmm1, xmm2, xmm3/m128 xmm3/m128 from xmme. 
VEX.256.66.0F.WIG FB /r B VIV AVX2 Subtract packed quadword integers in 
VPSUBQ ymm1, ymm2, ymm3/m256 ymm3/m256 from ymm2. 
EVEX.128.66.0F.W1 FB /r C VIV AVX512VL | Subtract packed quadword integers in 
VPSUBQ xmm1 {k1}{z}, xmm2, xmm3/m128/m64bcst AVX512F | xmm3/m128/m64bcst from xmm2z and store 
in xmm1 using writemask k1. 
EVEX.256.66.0F.W1 FB /r C VIV AVX512VL | Subtract packed quadword integers in 
VPSUBQ ymm1 {k1}{z}, ymm2, ymm3/m256/m64bcst AVX512F | ymm3/m256/m64bcst from ymm2 and store 
in ymm1 using writemask k1. 
EVEX.512.66.0F.W1 FB/r C VIV AVX512F | Subtract packed quadword integers in 
VPSUBQ zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst zmm3/m512/m64bcst from zmm_2 and store 
in zmm1 using writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Subtracts the second operand (source operand) from the first operand (destination operand) and stores the result 
in the destination operand. When packed quadword operands are used, a SIMD subtract is performed. When a 
quadword result is too large to be represented in 64 bits (overflow), the result is wrapped around and the low 64 
bits are written to the destination element (that is, the carry is ignored). 


Note that the (V)PSUBQ instruction can operate on either unsigned or signed (two’s complement notation) inte- 
gers; however, it does not set bits in the EFLAGS register to indicate overflow and/or a carry. To prevent undetected 
overflow conditions, software must control the ranges of the values upon which it operates. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE version 64-bit operand: The source operand can be a quadword integer stored in an MMX technology 
register or a 64-bit memory location. 


128-bit Legacy SSE version: The second source operand is an XMM register or a 128-bit memory location. The first 
source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM desti- 
nation register remain unchanged. 
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VEX.128 encoded version: The second source operand is an XMM register or a 128-bit memory location. The first 
source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the destination YMM register 


are zeroed. 


VEX.256 encoded versions: The second source operand is an YMM register or an 256-bit memory location. The first 
source operand and destination operands are YMM registers. Bits (MAXVL-1:256) of the corresponding ZMM 


register are zeroed. 


EVEX encoded VPSUBQ: The second source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion or a 512/256/128-bit vector broadcasted from a 32/64-bit memory location. The first source operand and 
destination operands are ZMM/YMM/XMM registers. The destination is conditionally updated with writemask k1. 


Operation 


PSUBQ (with 64-Bit operands) 
DEST[63:0] := DEST[63:0] — SRC[63:0]; 


PSUBQ (with 128-Bit operands) 
DEST[63:0] := DEST[63:0] — SRC[63:0]; 
DEST[127:64] := DEST[127:64] — SRC[127:64]; 


VPSUBQ (VEX.128 encoded version) 
DEST[63:0] := SRC1[63:0]-SRC2[63:0] 
DEST[127:64] := SRC1[127:64]-SRC2[1 27:64] 
DEST[MAXVL-1:128] := 0 


VPSUBQ (VEX.256 encoded version) 
DEST[63:0] := SRC1[63:0]-SRC2[63:0] 
DEST[127:64] := SRC1[127:64]-SRC2[1 27:64] 
DEST[191:128] := SRC1[191:128]-SRC2[191:128] 
DEST[255:192] := SRC1[255:192]-SRC2[255:192] 
DEST[MAXVL-1:256] := 0 


VPSUBQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN DEST[i+63:i] := SRC1[i+63:i] - SRC2[63:0] 
ELSE DEST[i+63:i] := SRC1[i+63:i] - SRC2[i+63:i] 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


PSUBQ—Subtract Packed Quadword Integers 


Vol.2B 4-487 


INSTRUCTION SET REFERENCE, M-U 


Intel C/C++ Compiler Intrinsic Equivalents 

VPSUBQ __m512i __mm512_sub_epi64(__m512i a,__m512i b); 
VPSUBQ __m512i __mm512_mask_sub_epi64(__m512i s,___mmask8 k, 
VPSUBQ __m512i __mm512_maskz_sub_epi64(__mmask8 k, __m512i a, 
VPSUBQ __m256i _mm256_mask_sub_epi64(__m256i s,___mmask8 k, 
VPSUBQ __m256i _mm256_maskz_sub_epi64(__mmask8 k, __m256i a, 
VPSUBQ __m128i _mm_mask_sub_epi64(__m128i s, ___mmask8 k, 
VPSUBQ __m128i _mm_maskz_sub_epi64(__mmask8 k,__m128i a, 
PSUBQ:__m64 _mm_sub_si64(__m64 m1, __m64 m2) 
(V)PSUBQ:__m128i _mm_sub_epi64(__m128i m1,_m128i m2) 
VPSUBQ:__m256i __mm256_sub_epi64(__m256i m1,__m256i m2) 


m512ia,__m512i b); 
m512i b); 

m256i a,__m256i b); 
m256i b); 

m128i a,__m128i b); 

m1 28i b); 


Flags Affected 
None. 


Numeric Exceptions 


None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded VPSUBQ, see Table 2-49, “Type E4 Class Exception Conditions”. 
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PSUBSB/PSUBSW-—Subtract Packed Signed Integers with Signed Saturation 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
NP OF €8 /r' A VIV MMX Subtract signed packed bytes in mm/m64 from 
PSUBSB mm, mm/m64 signed packed bytes in mm and saturate results. 
66 OF E8 /r A VIV SSE2 Subtract packed signed byte integers in 
PSUBSB xmm1, xmm2/m128 xmm_2/m1 28 from packed signed byte integers 
in xmm1 and saturate results. 
NP OF €9 /r' A VIV MMX Subtract signed packed words in mm/m64 from 
PSUBSW mm, mm/m64 signed packed words in mm and saturate 
results. 
66 OF E9 /r A VIV SSE2 Subtract packed signed word integers in 
PSUBSW xmm1, xmm2/m128 xmm2/m128 from packed signed word integers 
in xmm1 and saturate results. 
VEX.128.66.0F.WIG E8 /r B VIV AVX Subtract packed signed byte integers in 
VPSUBSB xmm1, xmm2, xmm3/m128 xmm3/m128 from packed signed byte integers 
in xmm2 and saturate results. 
VEX.128.66.0F.WIG E9 /r B VIV AVX Subtract packed signed word integers in 
VPSUBSW xmm1, xmm2, xmm3/m128 xmm3/m1 28 from packed signed word integers 
in xmm2 and saturate results. 
VEX.256.66.0F.WIG E8 /r B VIV AVX2 Subtract packed signed byte integers in 
VPSUBSB ymm1, ymm2, ymm3/m256 ymm3/m256 from packed signed byte integers 
in ymm2 and saturate results. 
VEX.256.66.0F.WIG E9 /r B VIV AVX2 Subtract packed signed word integers in 
VPSUBSW ymm1, ymm2, ymm3/m256 ymm3/m256 from packed signed word integers 
in ymm2 and saturate results. 
EVEX.128.66.0F.WIG E8 /r C VIV AVX512VL | Subtract packed signed byte integers in 
VPSUBSB xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm3/m128 from packed signed byte integers 
in xmm2 and saturate results and store in 
xmm1 using writemask k1. 
EVEX.256.66.0F.WIG E8 /r C VIV AVX512VL | Subtract packed signed byte integers in 
VPSUBSB ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm3/m256 from packed signed byte integers 
in ymme2 and saturate results and store in 
ymm1 using writemask k1. 
EVEX.512.66.0F.WIG E8 /r C VIV AVX512BW | Subtract packed signed byte integers in 
VPSUBSB zmm1 {k1}{z}, zmm2, zmm3/m512 zmm3/m512 from packed signed byte integers 
in zmm2 and saturate results and store inzmm1 
using writemask k1. 
EVEX.128.66.0F.WIG E9 /r C VIN AVX512VL | Subtract packed signed word integers in 
VPSUBSW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm3/m128 from packed signed word integers 
in xmm2 and saturate results and store in 
xmm1 using writemask k1. 
EVEX.256.66.0F.WIG E9 /r C VIV AVX512VL | Subtract packed signed word integers in 
VPSUBSW ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm3/m256 from packed signed word integers 


in ymme2 and saturate results and store in 
ymm1 using writemask k1. 
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EVEX.512.66.0F.WIG E9 /r Cc VIV AVX512BW | Subtract packed signed word integers in 
VPSUBSW zmm1 {k1}{z}, zmm2, zmm3/m512 zmm3/m512 from packed signed word integers 
inzmm2 and saturate results and store inzmm1 
using writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD subtract of the packed signed integers of the source operand (second operand) from the packed 
signed integers of the destination operand (first operand), and stores the packed integer results in the destination 
operand. See Figure 9-4 in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for an 
illustration of a SIMD operation. Overflow is handled with signed saturation, as described in the following para- 
graphs. 


The (V)PSUBSB instruction subtracts packed signed byte integers. When an individual byte result is beyond the 
range of a signed byte integer (that is, greater than 7FH or less than 80H), the saturated value of 7FH or 80H, 
respectively, is written to the destination operand. 


The (V)PSUBSW instruction subtracts packed signed word integers. When an individual word result is beyond the 
range of a signed word integer (that is, greater than 7FFFH or less than 8000H), the saturated value of 7FFFH or 
8000H, respectively, is written to the destination operand. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE version 64-bit operand: The destination operand must be an MMX technology register and the source 
operand can be either an MMX technology register or a 64-bit memory location. 

128-bit Legacy SSE version: The second source operand is an XMM register or a 128-bit memory location. The first 
source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM desti- 
nation register remain unchanged. 

VEX.128 encoded version: The second source operand is an XMM register or a 128-bit memory location. The first 
source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the destination YMM register 
are zeroed. 

VEX.256 encoded versions: The second source operand is an YMM register or an 256-bit memory location. The first 
source operand and destination operands are YMM registers. Bits (MAXVL-1:256) of the corresponding ZMM 
register are zeroed. 

EVEX encoded version: The second source operand is an ZMM/YMM/XMM register or an 512/256/128-bit memory 


location. The first source operand and destination operands are ZMM/YMM/XMM registers. The destination is condi- 
tionally updated with writemask k1. 


Operation 

PSUBSB (with 64-bit operands) 
DEST[7:0] := SaturateToSignedByte (DEST[7:0] — SRC (7:0); 
(* Repeat subtract operation for 2nd through 7th bytes *) 
DEST[63:56] := SaturateToSignedByte (DEST[63:56] — SRC[63:56] ); 
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PSUBSW (with 64-bit operands) 
DEST[15:0] := SaturateToSignedword (DEST[1 5:0] — SRC[15:0] ); 
(* Repeat subtract operation for 2nd and 7th words *) 
DEST[63:48] := SaturateToSignedword (DEST[63:48] — SRC[63:48] ); 


VPSUBSB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8; 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SaturateToSignedByte (SRC1[i+7:i] - SRC2[i+7:i]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] := 0; 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


VPSUBSW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = SaturateToSignedWord (SRC1[i+15:i] - SRC2[i+1 5:i]) 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0; 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0; 


VPSUBSB (VEX.256 encoded version) 

DEST[7:0] := SaturateToSignedByte (SRC1[7:0] - SRC2[7:0)); 

(* Repeat subtract operation for 2nd through 31th bytes *) 

DEST[255:248] := SaturateToSignedByte (SRC1[255:248] - SRC2[255:248}); 
DEST[MAXVL-1:256] := 0; 


VPSUBSB (VEX.128 encoded version) 

DEST[7:0] := SaturateToSignedByte (SRC1[7:0] - SRC2[7:0)); 

(* Repeat subtract operation for 2nd through 14th bytes *) 

DEST[127:120] := SaturateToSignedByte (SRC1[127:120] - SRC2[127:120}); 
DEST[MAXVL-1:1 28] := 0; 


PSUBSB (128-bit Legacy SSE Version) 

DEST[7:0] := SaturateToSignedByte (DEST[7:0] - SRC[7:0)); 

(* Repeat subtract operation for 2nd through 14th bytes *) 
DEST[127:120] := SaturateToSignedByte (DEST[127:120] - SRC[127:120)); 
DEST[MAXVL-1:128] (Unmodified); 


PSUBSB/PSUBSW-—Subtract Packed Signed Integers with Signed Saturation 


INSTRUCTION SET REFERENCE, M-U 


Vol.2B 4-491 


INSTRUCTION SET REFERENCE, M-U 


VPSUBSW (VEX.256 encoded version) 

DEST[15:0] := SaturateToSignedword (SRC1[15:0] - SRC2[15:0}); 

(* Repeat subtract operation for 2nd through 15th words *) 

DEST[255:240] := SaturateToSignedWord (SRC1[255:240] - SRC2[255:240)); 
DEST[MAXVL-1:256] := 0; 


VPSUBSW (VEX.128 encoded version) 

DEST[15:0] := SaturateToSignedword (SRC1[15:0] - SRC2[15:0}); 

(* Repeat subtract operation for 2nd through 7th words *) 

DEST[127:112] := SaturateToSignedWord (SRC1[127:112] - SRC2[127:112)]); 
DEST[MAXVL-1:1 28] := 0; 


PSUBSW (128-bit Legacy SSE Version) 

DEST[15:0] := SaturateToSignedword (DEST[1 5:0] - SRC[15:0]); 

(* Repeat subtract operation for 2nd through 7th words *) 

DEST[127:112] := SaturateToSignedWord (DEST[127:112] - SRC[127:112]); 
DEST[MAXVL-1:128] (Unmodified); 


Intel C/C++ Compiler Intrinsic Equivalents 
VPSUBSB __m512i_mm512_subs_epi8(__m512i a,__m512i b); 
VPSUBSB __m512i_mm512_mask_subs_epi8(__m512is,__mmask64 k,___m512ia,__m512i b); 


VPSUBSB __m512i_mm512_maskz_subs_epi8(__mmask64 k,__m512i a,__m512i b); 
VPSUBSB __m256i__mm256_mask_subs_epi8(__m256is,__ mmask32 k,___m256i a, ___ m256i b); 
VPSUBSB __m256i__mm256_maskz_subs_epi8(__ mmask32 k,__ m256i a, ___m256i b); 


VPSUBSB __m128i__mm_mask_subs_epi8(__m128i s,__ mmask16 k,__m128i a, ___m128i b); 
VPSUBSB __m128i __mm_maskz_subs_epi8(__mmask16 k,__m128i a,___m128i b); 
VPSUBSW __m512i_mm512_subs_epi16(__m512i a,__m512i b); 

VPSUBSW __m512i_mm512_mask_subs_epi16(__m512is,__ mmask32 k,__m512ia, 
VPSUBSW __m512i_mm512_maskz_subs_epi16(__mmask32 k,__m512ia,__m512i b); 
VPSUBSW __m256i__mm256_mask_subs_epi16(__m256i s,__ mmask16 k,___ m256i a, 
VPSUBSW __m256i __mm256_maskz_subs_epi16(__ mmask16 k,__ m256i a, ___m256i b); 
VPSUBSW __m128i __mm_mask_subs_epi16(__m128is,__ mmask8 k, __m128i a,__m128i b); 
VPSUBSW __m128i __mm_maskz_subs_epi16(__mmask8 k, __m128i a,__m128i b); 
PSUBSB:__m64 _mm_subs_pi8(__m64 m1,__m64 m2) 
(V)PSUBSB:__m128i__mm_subs_epi8(__m128i m1,__m128i m2) 

VPSUBSB:__m256i __mm256_subs_epi8(__m256i m1, __ m256i m2) 

PSUBSW:__m64 _mm_subs_pi16(__m64 m1, ___ m64 m2) 

(V)PSUBSW:__m128i __mm_subs_epi16(__m128i m1,__m128i m2) 

VPSUBSW:__m256i __mm256_subs_epi16(__m256i m1,__ m256i m2) 


m512i b); 


m256i b); 


Flags Affected 
None. 


Numeric Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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PSUBUSB/PSUBUSW-—Subtract Packed Unsigned Integers with Unsigned Saturation 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
NP OF D8 /r' A VIV MMX Subtract unsigned packed bytes in mm/m64 
PSUBUSB mm, mm/m64 from unsigned packed bytes in mm and 
saturate result. 
66 OF D8 /r A VIV SSE2 Subtract packed unsigned byte integers in 
PSUBUSB xmm1, xmm2/m128 xmm2/m128 from packed unsigned byte 
integers in xmm1 and saturate result. 
NP OF D9 /r' A VIV MMX Subtract unsigned packed words in mm/m64 
PSUBUSW mm, mm/m64 from unsigned packed words in mm and 
saturate result. 
66 OF D9 /r A VIV SSE2 Subtract packed unsigned word integers in 
PSUBUSW xmm1, xmm2/m128 xmm2/m128 from packed unsigned word 
integers in xmm17 and saturate result. 
VEX.128.66.0F.WIG D8 /r B VIV AVX Subtract packed unsigned byte integers in 
VPSUBUSB xmm1, xmm2, xmm3/m128 xmm3/m128 from packed unsigned byte 
integers in xmm2 and saturate result. 
VEX.128.66.0F.WIG D9 /r B VIV AVX Subtract packed unsigned word integers in 
VPSUBUSW xmm1, xmm2, xmm3/m128 xmm3/m128 from packed unsigned word 
integers in xmm2 and saturate result. 
VEX.256.66.0F.WIG D8 /r B VIV AVX2 Subtract packed unsigned byte integers in 
VPSUBUSB ymm1, ymm2, ymm3/m256 ymm3/m256 from packed unsigned byte 
integers in ymm2 and saturate result. 
VEX.256.66.0F.WIG D9 /r B VIV AVX2 Subtract packed unsigned word integers in 
VPSUBUSW ymm1, ymm2, ymm3/m256 ymm3/m256 from packed unsigned word 
integers in ymm2 and saturate result. 
EVEX.128.66.0F.WIG D8 /r C VIV AVX512VL | Subtract packed unsigned byte integers in 
VPSUBUSB xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm3/m128 from packed unsigned byte 
integers in xmm2, saturate results and store 
in xmm1 using writemask k1. 
EVEX.256.66.0F.WIG D8 /r C VIV AVX512VL | Subtract packed unsigned byte integers in 
VPSUBUSB ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm3/m256 from packed unsigned byte 
integers in ymm2, saturate results and store 
in ymm1 using writemask k1. 
EVEX.512.66.0F.WIG D8 /r C VIV AVX512BW | Subtract packed unsigned byte integers in 
VPSUBUSB zmm1 {k1}{z}, zmm2, zmm3/m512 zmm3/m512 from packed unsigned byte 
integers in zmm2, saturate results and store 
in zmm1 using writemask k1. 
EVEX.128.66.0F.WIG D9 /r C VIV AVX512VL | Subtract packed unsigned word integers in 
VPSUBUSW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm3/m128 from packed unsigned word 
integers in xmme2 and saturate results and 
store in xmm1 using writemask k1. 
EVEX.256.66.0F.WIG D9 /r C VV AVX512VL | Subtract packed unsigned word integers in 
VPSUBUSW ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm3/m256 from packed unsigned word 


integers in ymm2, saturate results and store 
in ymm1 using writemask k1. 
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EVEX.512.66.0F.WIG D9 /r C VIV AVX512BW | Subtract packed unsigned word integers in 
VPSUBUSW zmm1 {k1}{z}, zmm2, zmm3/m512 zmm3/m512 from packed unsigned word 
integers in zmm2, saturate results and store 
in zmm1 using writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD subtract of the packed unsigned integers of the source operand (second operand) from the 
packed unsigned integers of the destination operand (first operand), and stores the packed unsigned integer 
results in the destination operand. See Figure 9-4 in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1, for an illustration of a SIMD operation. Overflow is handled with unsigned saturation, as 
described in the following paragraphs. 


These instructions can operate on either 64-bit or 128-bit operands. 


The (V)PSUBUSB instruction subtracts packed unsigned byte integers. When an individual byte result is less than 
zero, the saturated value of OOH is written to the destination operand. 


The (V)PSUBUSW instruction subtracts packed unsigned word integers. When an individual word result is less than 
zero, the saturated value of OOOOH is written to the destination operand. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE version 64-bit operand: The destination operand must be an MMX technology register and the source 
operand can be either an MMX technology register or a 64-bit memory location. 

128-bit Legacy SSE version: The second source operand is an XMM register or a 128-bit memory location. The first 
source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM desti- 
nation register remain unchanged. 

VEX.128 encoded version: The second source operand is an XMM register or a 128-bit memory location. The first 


source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the destination YMM register 
are zeroed. 


VEX.256 encoded versions: The second source operand is an YMM register or an 256-bit memory location. The first 
source operand and destination operands are YMM registers. Bits (MAXVL-1:256) of the corresponding ZMM 
register are zeroed. 

EVEX encoded version: The second source operand is an ZMM/YMM/XMM register or an 512/256/128-bit memory 


location. The first source operand and destination operands are ZMM/YMM/XMM registers. The destination is condi- 
tionally updated with writemask k1. 


Operation 
PSUBUSB (with 64-bit operands) 
DEST[7:0] := SaturateToUnsignedByte (DEST[7:0] — SRC (7:0] ); 
(* Repeat add operation for 2nd through 7th bytes *) 
DEST[63:56] := SaturateToUnsignedByte (DEST[63:56] — SRC[63:56]; 
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PSUBUSW (with 64-bit operands) 
DEST[15:0] := SaturateToUnsignedWord (DEST[15:0] — SRC[15:0] ); 
(* Repeat add operation for 2nd and 3rd words *) 
DEST[63:48] := SaturateToUnsignedWord (DEST[63:48] — SRC[63:48] ); 


VPSUBUSB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8; 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] = SaturateToUnsignedByte (SRC1[i+7:i] - SRC2[i+7:i]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] := 0; 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0; 


VPSUBUSW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j* 16; 
IF k1[j] OR *no writemask* 
THEN DEST{i+1 5:i] = SaturateToUnsignedWord (SRC1[i+15:i] - SRC2[i+15:i]) 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0; 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0; 


VPSUBUSB (VEX.256 encoded version) 

DEST[7:0] := SaturateToUnsignedByte (SRC1[7:0] - SRC2[7:0)); 

(* Repeat subtract operation for 2nd through 31st bytes *) 

DEST[255:148] := SaturateToUnsignedByte (SRC1[255:248] - SRC2[255:248)); 
DEST[MAXVL-1:256] := 0; 


VPSUBUSB (VEX.128 encoded version) 

DEST[7:0] := SaturateToUnsignedByte (SRC1[7:0] - SRC2[7:0)); 

(* Repeat subtract operation for 2nd through 14th bytes *) 

DEST[127:120] := SaturateToUnsignedByte (SRC1[127:120] - SRC2[127:120)); 
DEST[MAXVL-1:128] := 0 


PSUBUSB (128-bit Legacy SSE Version) 

DEST[7:0] := SaturateToUnsignedByte (DEST[7:0] - SRC[7:0]); 

(* Repeat subtract operation for 2nd through 14th bytes *) 

DEST[1 27:1 20] := SaturateToUnsignedByte (DEST[127:120] - SRC[127:120)); 
DEST[MAXVL-1:128] (Unmodified) 
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VPSUBUSW (VEX.256 encoded version) 

DEST[15:0] := SaturateToUnsignedWord (SRC1[15:0] - SRC2[15:0)); 

(* Repeat subtract operation for 2nd through 15th words *) 

DEST[255:240] := SaturateToUnsignedword (SRC1[255:240] - SRC2[255:240)); 
DEST[MAXVL-1:256] := 0; 


VPSUBUSW (VEX.128 encoded version) 

DEST[15:0] := SaturateToUnsignedwWord (SRC1[15:0] - SRC2[15:0)); 

(* Repeat subtract operation for 2nd through 7th words *) 

DEST[127:112] := SaturateToUnsignedword (SRC1[127:112] - SRC2[127:112]); 
DEST[MAXVL-1:128] := 0 


PSUBUSW (128-bit Legacy SSE Version) 

DEST[15:0] := SaturateToUnsignedword (DEST[1 5:0] - SRC[15:0)); 

(* Repeat subtract operation for 2nd through 7th words *) 

DEST[127:112] := SaturateToUnsignedword (DEST[127:1 12] - SRC[127:112]); 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalents 

VPSUBUSB __m512i__mm512_subs_epu8(__m512i a,__m512ib); 

VPSUBUSB __m512i__mm512_mask_subs_epu8(__m512is,__ mmask64 k,___m512i a,__m512i b); 
VPSUBUSB __m512i_mm512_maskz_subs_epu8(__mmask64 k,__m512i a,__m512i b); 
VPSUBUSB __m256i __mm256_mask_subs_epu8(__m256i s,__ mmask32 k,___ m256i a, __ m256i b); 
VPSUBUSB __m256i __mm256_maskz_subs_epu8(__mmask32 k,___ m256i a, __ m256i b); 
VPSUBUSB __m128i__mm_mask_subs_epu8(__m128i s,___mmask16 k,__m128i a,__m128i b); 
VPSUBUSB __m128i __mm_maskz_subs_epu8(__mmask16 k,___m128i a,__m128i b); 
VPSUBUSW __m512i_mm512_subs_epu16(__m512i a,__m512i b); 

VPSUBUSW __m512i__mm512_mask_subs_epu16(__m512is,__ mmask32 k,__m512i a, 
VPSUBUSW __m512i__mm512_maskz_subs_epu16(__mmask32 k,__m512i a, __m512i b); 
VPSUBUSW __m256i _mm256_mask_subs_epu16(__m256is,__ mmask16 k,___m256i a, 
VPSUBUSW __m256i __mm256_maskz_subs_epu16(___mmask16 k,___ m256i a, __m256i b); 
VPSUBUSW __m128i __mm_mask_subs_epu16(__m128is,__ mmask8 k,___m128i a,__m128i b); 
VPSUBUSW __m128i __mm_maskz_subs_epu16(_mmask8 k,___m128i a,__m128i b); 
PSUBUSB:__m64 _mm_subs_pu8(__m64 m1,_m64 m2) 

(V)PSUBUSB:__m128i __mm_subs_epu8(__m128i m1,_m128i m2) 
VPSUBUSB:__m256i__mm256_subs_epu8(__m256i m1,__ m256i m2) 
PSUBUSW:__m64__mm_subs_pu16(__m64 m1,__m64 m2) 

(V)PSUBUSW:__m128i __mm_subs_epu16(__m128im1,__m128i m2) 
VPSUBUSW:__m256i__mm256_subs_epu16(__m256i m1,__ m256i m2) 


m512i b); 


m256i b); 


Flags Affected 
None. 


Numeric Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
66 OF 38 17 /r RM | V/V SSE4_1 Set ZF if xmm2/m128 AND xmm1 result is all 
PTEST xmm1, xmm2/m128 Os. Set CF if xmm2/m128 AND NOT xmm1 
result is all Os. 
VEX.128.66.0F38.WIG 17 /r RM |V/V AVX Set ZF and CF depending on bitwise AND and 
VPTEST xmm1, xmm2/m128 ANDN of sources. 
VEX.256.66.0F38.WIG 17 /r RM | V/V AVX Set ZF and CF depending on bitwise AND and 
VPTEST ymm1, ymm2/m256 ANDN of sources. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r) ModRM:r/m (r) NA NA 
Description 


PTEST and VPTEST set the ZF flag if all bits in the result are O of the bitwise AND of the first source operand (first 
operand) and the second source operand (second operand). VPTEST sets the CF flag if all bits in the result are 0 of 
the bitwise AND of the second source operand (second operand) and the logical NOT of the destination operand. 


The first source register is specified by the ModR/M reg field. 


128-bit versions: The first source register is an XMM register. The second source register can be an XMM register 
or a 128-bit memory location. The destination register is not modified. 


VEX.256 encoded version: The first source register is a YMM register. The second source register can be a YMM 
register or a 256-bit memory location. The destination register is not modified. 


Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 


(V)PTEST (128-bit version) 

IF (SRC[127:0] BITWISE AND DEST[127:0] = 0) 
THEN ZF := 1; 
ELSE ZF := 0; 

IF (SRC[127:0] BITWISE AND NOT DEST[127:0] = 0) 
THEN CF := 1; 
ELSE CF := 0; 

DEST (unmodified) 

AF := OF := PF := SF := 0; 


VPTEST (VEX.256 encoded version) 

IF (SRC[255:0] BITWISE AND DEST[255:0] = 0) THEN ZF := 1; 
ELSE ZF := 0; 

IF (SRC[255:0] BITWISE AND NOT DEST[255:0] = 0) THEN CF := 1; 
ELSE CF := 0; 

DEST (unmodified) 

AF := OF := PF := SF := 0; 
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Intel C/C++ Compiler Intrinsic Equivalent 


PTEST 
int__mm_testz_si128 (__m128is1,__m128is2); 
int__mm_testc_si128 (__m128is1,__m128i s2); 


int__mm_testnzc_sil128 (__m128is1,__m128i s2); 
VPTEST 

int_mm256_testz_si256 (__m256i s1,__ m256i s2); 
int_mm256_testc_si256 (__m256is1,___m256i s2); 


int_mm256_testnzc_si256 (__m256is1,___m256i s2); 
int_mm_testz_sil128 (__m128is1,__m128i s2); 

m1 28i s2); 

m1 28i s2); 


int__mm_testc_si1 28 (__m128i s1, 


int__mm_testnzc_si128 (__m128i s1, 


Flags Affected 


The OF, AF, PF, SF flags are cleared and the ZF, CF flags are set according to the operation. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 


See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 


#UD If VEX.vvvv # 1111B. 
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PTWRITE - Write Data to a Processor Trace Packet 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
F3 REX.W OF AE /4 RM |V/N.E Reads the data from r64/m64 to encode into a 
PTWRITE r64/m64 PTW packet if dependencies are met (see 
details below). 
F3 OF AE /4 RM | V/V Reads the data from r32/m32 to encode into a 
PTWRITE r32/m32 PTW packet if dependencies are met (see 
details below). 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:rm (r) NA NA NA 
Description 


This instruction reads data in the source operand and sends it to the Intel Processor Trace hardware to be encoded 
in a PTW packet if TriggerEn, ContextEn, FilterEn, and PTWEn are all set to 1. For more details on these values, see 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3C, Section 31.2.2, “Software Trace 
Instrumentation with PTWRITE”. The size of data is 64-bit if using REX.W in 64-bit mode, otherwise 32-bits of data 
are copied from the source operand. 


Note: The instruction will #UD if prefix 66H is used. 


Operation 
IF (IA32_RTIT_STATUS.TriggerEn & IA32_RTIT_STATUS.Context€n & IA32_RTIT_STATUS.FilterEn & IA32_RTIT_CTL.PTWEn) = 1 
PTW.PayloadBytes := Encoded payload size; 
PTW.IP := IA32_RTIT_CTL.FUPonPTW 
IF IA32_RTIT_CTL.FUPonPTW = 1 
Insert FUP packet with IP of PTWRITE; 
Fl; 
Fl; 


Flags Affected 
None. 


Other Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS or GS segments. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF (fault-code) For a page fault. 

#AC(0) If an unaligned memory reference is made while the current privilege level is 3 and alignment 
checking is enabled. 

#UD If CPUID.(EAX=14H, ECX=0):EBX.PTWRITE [Bit 4] = 0. 


If LOCK prefix is used. 
If 66H prefix is used. 
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Real-Address Mode Exceptions 


#GP(0) If any part of the operand lies outside of the effective address space from 0 to OFFFFH. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#UD If CPUID.(EAX=14H, ECX=0):EBX.PTWRITE [Bit 4] = 0. 


If LOCK prefix is used. 
If 66H prefix is used. 


Virtual 8086 Mode Exceptions 


#GP(0) If any part of the operand lies outside of the effective address space from 0 to OFFFFH. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF (fault-code) For a page fault. 

#AC(0) If an unaligned memory reference is made while alignment checking is enabled. 

#UD If CPUID.(EAX=14H, ECX=0):EBX.PTWRITE [Bit 4] = 0. 


If LOCK prefix is used. 
If 66H prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in Protected Mode. 


64-Bit Mode Exceptions 


#GP(0) If the memory address is in a non-canonical form. 

#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#PF (fault-code) For a page fault. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If CPUID.(EAX=14H, ECX=0):EBX.PTWRITE [Bit 4] = 0. 


If LOCK prefix is used. 
If 66H prefix is used. 
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PUNPCKHBW/PUNPCKHWD/PUNPCKHDQ/PUNPCKHQDQ— Unpack High Data 


xmm3/m128/m64bcst 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
NP OF 68 /r' A VV MMX Unpack and interleave high-order bytes from 
PUNPCKHBW mm, mm/m64 mm and mm/m64 into mm. 
66 OF 68 /r A VIV SSE2 Unpack and interleave high-order bytes from 
PUNPCKHBW xmm1, xmm2/m128 xmm1 and xmm2/m128 into xmm1. 
NP OF 69 /r' A VIV MMX Unpack and interleave high-order words from 
PUNPCKHWD mm, mm/m64 mm and mm/m64 into mm. 
66 OF 69 /r A VIV SSE2 Unpack and interleave high-order words from 
PUNPCKHWD xmm1, xmm2/m128 xmm1 and xmm2/m128 into xmm1. 
NP OF 6A /r' A VIV MMX Unpack and interleave high-order 
PUNPCKHDQ mm, mm/m64 doublewords from mm and mm/m64 into mm. 
66 OF 6A /r A VIV SSE2 Unpack and interleave high-order 
PUNPCKHDQ xmm1, xmm2/m128 doublewords from xmm1 and xmm2/m128 
into xmm1. 
66 OF 6D /r A VIV SSE2 Unpack and interleave high-order quadwords 
PUNPCKHQDQ xmm1, xmm2/m128 from xmm17 and xmm2/m128 into xmm1. 
VEX.128.66.0F.WIG 68/r B VIV AVX Interleave high-order bytes from xmm2 and 
VPUNPCKHBW xmm1,xmm2, xmm3/m128 xmm3/m128 into xmm1. 
VEX.128.66.0F.WIG 69/r B VV AVX Interleave high-order words from xmm2 and 
VPUNPCKHWD xmm1,xmm2, xmm3/m128 xmm3/m128 into xmm1. 
VEX.128.66.0F.WIG 6A/r B VIV AVX Interleave high-order doublewords from 
VPUNPCKHDQ xmm1, xmm2, xmm3/m128 xmmeé and xmm3/m128 into xmm1. 
VEX.128.66.0F.WIG 6D/r B VIV AVX Interleave high-order quadword from xmm2 
VPUNPCKHQDQ xmm7, xmm2, xmm3/m128 and xmm3/m128 into xmm1 register. 
VEX.256.66.0F.WIG 68 /r B VIV AVX2 Interleave high-order bytes from ymm2 and 
VPUNPCKHBW ymm1, ymm2, ymm3/m256 ymm3/m256 into ymm1 register. 
VEX.256.66.0F.WIG 69 /r B VN AVX2 Interleave high-order words from ymm2 and 
VPUNPCKHWD ymm17, ymm2, ymm3/m256 ymm3/m256 into ymm1 register. 
VEX.256.66.0F.WIG 6A /r B VV AVX2 Interleave high-order doublewords from 
VPUNPCKHDQ ymm7, ymm2, ynm3/m256 ymme2 and ymm3/m256 into ymm1 register. 
VEX.256.66.0F.WIG 6D /r B VIN AVX2 Interleave high-order quadword from ymm2 
VPUNPCKHQDQ ymm1, ymm2, ymm3/m256 and ymm3/m256 into ymm1 register. 
EVEX.128.66.0F.WIG 68 /r C VIN AVX512VL | Interleave high-order bytes from xmm2 and 
VPUNPCKHBW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm3/m128 into xmm1 register using k1 
write mask. 
EVEX.128.66.0F.WIG 69 /r C VIN AVX512VL | Interleave high-order words from xmme2 and 
VPUNPCKHWD xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm3/m128 into xmm1 register using k1 
write mask. 
EVEX.128.66.0F.WO 6A /r D VIV AVX512VL | Interleave high-order doublewords from 
VPUNPCKHDQ xmm1 {k1}{z}, xmm2, AVX512F = | xmm2 and xmm3/m128/m32bcst into xmm1 
xmm3/m128/m32bcst register using k1 write mask. 
EVEX.128.66.0F.W1 6D /r D VIN AVX512VL | Interleave high-order quadword from xmm2 
VPUNPCKHQDQ xmm1 {k1}{z}, xmm2, AVX512F | and xmm3/m128/m64bcst into xmm1 


register using k1 write mask. 
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EVEX.256.66.0F.WIG 68 /r VIV AVX512VL | Interleave high-order bytes from ymm2 and 
VPUNPCKHBW ymm1 {k1}{z}, ynm2, ymm3/m256 AVX512BW | ymm3/m256 into ymm1 register using k1 
write mask. 
EVEX.256.66.0F.WIG 69 /r VIV AVX512VL | Interleave high-order words from ymm2 and 
VPUNPCKHWD ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm3/m256 into ymm1 register using k1 
write mask. 
EVEX.256.66.0F.WO 6A /r VIV AVX512VL | Interleave high-order doublewords from 
VPUNPCKHDQ ymm1 {k1}{z}, ymm2, AVX512F = | ymm2 and ymm3/m256/m32bcst into ymm1 
ymm3/m256/m32bcst register using k1 write mask. 
EVEX.256.66.0F.W1 6D /r VV AVX512VL | Interleave high-order quadword from ymm2 
VPUNPCKHQDQ ymm1 {k1}{z}, ymm2, AVX512F — | and ymm3/m256/m64bcst into ymm1 
ymm3/m256/m64bcst register using k1 write mask. 
EVEX.512.66.0F.WIG 68/r VIV AVX512BW | Interleave high-order bytes from zmm2 and 
VPUNPCKHBW zmm1 {k1}{z}, zmm2, zmm3/m512 zmm3/m512 into zmm1 register. 
EVEX.512.66.0F.WIG 69/r VIV AVX512BW | Interleave high-order words from zmm2 and 
VPUNPCKHWD zmm1 {k1}{z}, zmm2, zmm3/m512 zmm3/m512 into zmm1 register. 
EVEX.512.66.0F.WO 6A /r VIV AVX512F | Interleave high-order doublewords from 
VPUNPCKHDQ zmm1 {k1}{z}, zmm2, zmm2 and zmm3/m512/m32bcst into zmm1 
zmm3/m512/m32bcst register using k1 write mask. 
EVEX.512.66.0F.W1 6D /r VIV AVX512F | Interleave high-order quadword from zmm2 
VPUNPCKHQDQ zmm1 {k1}{z}, zmm2, and zmm3/m51 2/m64bcst into zmm1 register 
zmm3/m512/m64bcst using k1 write mask. 
NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
D Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Unpacks and interleaves the high-order data elements (bytes, words, doublewords, or quadwords) of the destina- 
tion operand (first operand) and source operand (second operand) into the destination operand. Figure 4-20 shows 
the unpack operation for bytes in 64-bit operands. The low-order data elements are ignored. 
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SRC} Y7 | Y6 | Y5| Y4 | Y3 | Y2 | Y1| YO X7 | X6 | X5| X4 | X3 | X2 | X1 | XO | DEST 


DEST] Y7 | X7 | Y6 | X6| Y5 | X5 | Y4 | X4 


Figure 4-20. PUNPCKHBW Instruction Operation Using 64-bit Operands 


255 31 0 255 31 0 


SRC] Y7 | Y6 | Y5| Y4 | Y3 | Y2 | Y1 | YO X7 | X6 | XS} X4 | X3 | X2 | X1 | XO 
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Figure 4-21. 256-bit VPUNPCKHDQ Instruction Operation 


When the source data comes from a 64-bit memory operand, the full 64-bit operand is accessed from memory, but 
the instruction uses only the high-order 32 bits. When the source data comes from a 128-bit memory operand, an 
implementation may fetch only the appropriate 64 bits; however, alignment to a 16-byte boundary and normal 
segment checking will still be enforced. 


The (V)PUNPCKHBW instruction interleaves the high-order bytes of the source and destination operands, the 
(V)PUNPCKHWD instruction interleaves the high-order words of the source and destination operands, the 
(V)PUNPCKHDQ instruction interleaves the high-order doubleword (or doublewords) of the source and destination 
operands, and the (V)PUNPCKHQDQ instruction interleaves the high-order quadwords of the source and destina- 
tion operands. 


These instructions can be used to convert bytes to words, words to doublewords, doublewords to quadwords, and 
quadwords to double quadwords, respectively, by placing all Os in the source operand. Here, if the source operand 
contains all Os, the result (stored in the destination operand) contains zero extensions of the high-order data 
elements from the original value in the destination operand. For example, with the (V)PUNPCKHBW instruction the 
high-order bytes are zero extended (that is, unpacked into unsigned word integers), and with the (V)PUNPCKHWD 
instruction, the high-order words are zero extended (unpacked into unsigned doubleword integers). 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE versions 64-bit operand: The source operand can be an MMX technology register or a 64-bit memory 
location. The destination operand is an MMX technology register. 


128-bit Legacy SSE versions: The second source operand is an XMM register or a 128-bit memory location. The 
first source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM 
destination register remain unchanged. 


VEX.128 encoded versions: The second source operand is an XMM register or a 128-bit memory location. The first 
source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the destination YMM register 
are zeroed. 


VEX.256 encoded version: The second source operand is an YMM register or an 256-bit memory location. The first 
source operand and destination operands are YMM registers. 
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EVEX encoded VPUNPCKHDQ/QDQ: The second source operand is a ZMM/YMM/XMM register, a 512/256/128-bit 
memory location or a 512/256/128-bit vector broadcasted from a 32/64-bit memory location. The first source 
operand and destination operands are ZMM/YMM/XMM registers. The destination is conditionally updated with 


writemask k1. 


EVEX encoded VPUNPCKHWD/BW: The second source operand is a ZMM/YMM/XMM register, a 512/256/128-bit 
memory location. The first source operand and destination operands are ZMM/YMM/XMM registers. The destination 


is conditionally updated with writemask k1. 


Operation 


PUNPCKHBW instruction with 64-bit operands: 


DEST[7:0] := DEST[39:32]; 
DEST[15:8] := SRC[39:32]; 
DEST[23:16] := DEST[47:40]; 
DEST[31:24] := SRC[47:40]; 
DEST[39:32] := DEST[55:48]; 
DEST[47:40] := SRC[55:48]; 
DEST[55:48] := DEST[63:56]; 
DEST[63:56] := SRC[63:56]; 


PUNPCKHW instruction with 64-bit operands: 


DEST[15:0] := DEST[47:32]; 
DEST[31:16] := SRC[47:32]; 
DEST[47:32] := DEST[63:48]; 
DEST[63:48] := SRC[63:48]; 


PUNPCKHDQ instruction with 64-bit operands: 


DEST[31:0] := DEST[63:32]; 
DEST[63:32] := SRC[63:32]; 


INTERLEAVE_HIGH_BYTES_512b (SRC1, SRC2) 


TMP_DEST[255:0] := INTERLEAVE_HIGH_BYTES_256b(SRC1[255:0], SRC[255:0]) 
TMP_DEST[51 1:256] := INTERLEAVE_HIGH_BYTES_256b(SRC1[51 1:256], SRC[511:256]) 


INTERLEAVE_HIGH_BYTES_256b (SRC1, SRC2) 


DEST[7:0] = SRC1[71:64] 
DEST[15:8] := SRC2[71:64] 
DEST[23:16] = SRC1[79:72] 
DEST[31:24] = SRC2[79:72] 
DEST[39:32] = SRC1[87:80] 
DEST[47:40] = SRC2[87:80] 
DEST[55:48] = SRC1[95:88] 
DEST[63:56] = SRC2[95:88] 
DEST[71:64] := SRC1[103:96] 
DEST[79:72] := SRC2[103:96] 


DEST[87:80] = SRC1[111:104] 
DEST[95:88] = SRC2[111:104] 
DEST[103:96] := SRC1[119:112] 
DEST[111:104] := SRC2[119:112] 
DEST[119:112] = SRC1[127:120] 
DEST[127:120] := SRC2[127:120] 
DEST[135:128] = SRC1[199:192] 
DEST[143:136] := SRC2[199:192] 
DEST[151:144] := SRC1[207:200] 
DEST[159:152] := SRC2[207:200] 
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DEST[167:160] := SRC1[215:208] 
DEST[175:168] := SRC2[215:208] 
DEST[183:176] := SRC1[223:216] 
DEST[191:184] := SRC2[223:216] 
DEST[199:192] := SRC1[231:224] 
DEST[207:200] := SRC2[231:224] 
DEST[215:208] := SRC1[239:232] 
DEST[223:216] := SRC2[239:232] 
DEST[231:224] := SRC1[247:240] 
DEST[239:232] := SRC2[247:240] 
DEST[247:240] := SRC1[255:248] 
DEST[255:248] := SRC2[255:248] 


INTERLEAVE_HIGH_BYTES (SRC1, SRC2) 
DEST[7:0] = SRC1[71:64] 
DEST[15:8] := SRC2[71:64] 
DEST[23:16] = SRC1[79:72] 
DEST[31:24] = SRC2[79:72] 
DEST[39:32] := SRC1[87:80] 
DEST[47:40] := SRC2[87:80] 
DEST[55:48] := SRC1[95:88] 
DEST[63:56] = SRC2[95:88] 
DEST[71:64] := SRC1[103:96] 
DEST[79:72] := SRC2[103:96] 
DEST[87:80] := SRC1[111:104] 
DEST[95:88] = SRC2[111:104] 
DEST[103:96] := SRC1[119:112] 
DEST[111:104] := SRC2[119:112] 
DEST[119:112] := SRC1[127:120] 
DEST[127:120] := SRC2[127:120] 


INTERLEAVE_HIGH_WORDS_512b (SRC1, SRC2) 
TMP_DEST[255:0] := INTERLEAVE_HIGH_WORDS_256b(SRC1[255:0], SRC[255:0]) 
TMP_DEST[51 1:256] := INTERLEAVE_HIGH_WORDS_256b(SRC1[511:256], SRC[511:256]) 


INTERLEAVE_HIGH_WORDS_256b(SRC1, SRC2) 
DEST[15:0] := SRC1[79:64] 
DEST[31:16] = SRC2[79:64] 
DEST[47:32] = SRC1[95:80] 
DEST[63:48] = SRC2[95:80] 
DEST[79:64] := SRC1[111:96] 
DEST[95:80] := SRC2[111:96] 
DEST[111:96] := SRC1[127:112] 
DEST[127:112] = SRC2[127:112] 
DEST[143:128] := SRC1[207:192] 
DEST[159:144] := SRC2[207:192] 
DEST[175:160] := SRC1[223:208] 
DEST[191:176] := SRC2[223:208] 
DEST[207:192] := SRC1[239:224] 
DEST[223:208] := SRC2[239:224] 
DEST[239:224] := SRC1[255:240] 
DEST[255:240] := SRC2[255:240] 


INTERLEAVE_HIGH_WORDS (SRC1, SRC2) 
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DEST[15:0] := SRC1[79:64] 
DEST[31:16] = SRC2[79:64] 
DEST[47:32] = SRC1[95:80] 
DEST[63:48] = SRC2[95:80] 
DEST[79:64] := SRC1[111:96] 
DEST[95:80] := SRC2[111:96] 
DEST[111:96] := SRC1[127:112] 
DEST[127:112] := SRC2[127:112] 


INTERLEAVE_HIGH_DWORDS_512b (SRC1, SRC2) 
TMP_DEST[255:0] := INTERLEAVE_HIGH_DWORDS_256b(SRC1[255:0], SRC2[255:0)]) 
TMP_DEST[51 1:256] := INTERLEAVE_HIGH_DWORDS_256b(SRC1[51 1:256], SRC2[511:256]) 


INTERLEAVE_HIGH_DWORDS_256D(SRC1, SRC2) 
DEST[31:0] := SRC1[95:64] 

DEST[63:32] = SRC2[95:64] 

DEST[95:64] := SRC1[127:96] 

DEST[127:96] := SRC2[127:96] 

DEST[159:128] := SRC1[223:192] 
DEST[191:160] := SRC2[223:192] 
DEST[223:192] := SRC1[255:224] 
DEST[255:224] := SRC2[255:224] 


INTERLEAVE_HIGH_DWORDS(SRC1, SRC2) 
DEST[31:0] := SRC1[95:64] 

DEST[63:32] = SRC2[95:64] 

DEST[95:64] := SRC1[127:96] 
DEST[127:96] := SRC2[127:96] 


INTERLEAVE_HIGH_QWORDS_51 2b (SRC1, SRC2) 
TMP_DEST[255:0] := INTERLEAVE_HIGH_QWORDS_256b(SRC1[255:0], SRC2[255:0]) 
TMP_DEST[51 1:256] := INTERLEAVE_HIGH_QWORDS_256b(SRC1[511:256], SRC2[511:256]) 


INTERLEAVE_HIGH_QWORDS_256b(SRC1, SRC2) 
DEST[63:0] := SRC1[127:64] 

DEST[127:64] := SRC2[127:64] 

DEST[191:128] = SRC1[255:192] 
DEST[255:192] := SRC2[255:192] 


INTERLEAVE_HIGH_QWORDS(SRC1, SRC2) 
DEST[63:0] := SRC1[127:64] 
DEST[127:64] := SRC2[127:64] 


PUNPCKHBW (128-bit Legacy SSE Version) 
DEST[127:0] := INTERLEAVE_HIGH_BYTES(DEST, SRC) 
DEST[255:127] (Unmodified) 


VPUNPCKHBW (VEX.128 encoded version) 
DEST[127:0] := INTERLEAVE_HIGH_BYTES(SRC1, SRC2) 
DEST[MAXVL-1:127] := 0 


VPUNPCKHBW (VEX.256 encoded version) 


DEST[255:0] := INTERLEAVE_HIGH_BYTES_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0 
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(KL, VL) = (16, 128), (32, 256), (64, 512) 
IF VL= 128 
TMP_DEST[VL-1:0] := INTERLEAVE_HIGH_BYTES(SRC1[VL-1:0], SRC2[VL-1:0]) 


Fl; 
IF VL = 256 

TMP_DEST[VL-1:0] := INTERLEAVE_HIGH_BYTES_256b(SRC1[VL-1:0], SRC2[VL-1:0]) 
Fl; 
IFVL=512 

TMP_DEST[VL-1:0] := INTERLEAVE_HIGH_BYTES_51 2b(SRC1[VL-1:0], SRC2[VL-1:0]) 
Fl; 


FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] = TMP_DEST[i+7:i] 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


PUNPCKHWD (128-bit Legacy SSE Version) 
DEST[127:0] := INTERLEAVE_HIGH_WORDS(DEST, SRC) 
DEST[255:127] (Unmodified) 


VPUNPCKHWD (VEX.128 encoded version) 
DEST[127:0] := INTERLEAVE_HIGH_WORDS(SRC1, SRC2) 
DEST[MAXVL-1:127] := 0 


VPUNPCKHWD (VEX.256 encoded version) 
DEST[255:0] := INTERLEAVE_HIGH_WORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0 


VPUNPCKHWD (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
IF VL = 128 
TMP_DEST[VL-1:0] := INTERLEAVE_HIGH_WORDS(SRC1[VL-1:0], SRC2[VL-1:0]) 


Fl; 
IF VL = 256 

TMP_DEST[VL-1:0] := INTERLEAVE_HIGH_WORDS_256b(SRC1[VL-1:0], SRC2[VL-1:0]) 
Fl; 
IF VL=512 

TMP_DEST[VL-1:0] := INTERLEAVE_HIGH_WORDS_512b(SRC1[VL-1:0], SRC2[VL-1:0]) 
Fl; 


FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
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THEN DEST[i+15:i] = TMP_DEST[i+1 5:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


PUNPCKHDQ (128-bit Legacy SSE Version) 
DEST[127:0] := INTERLEAVE_HIGH_DWORDS(DEST, SRC) 
DEST[255:127] (Unmodified) 


VPUNPCKHDQ (VEX.128 encoded version) 
DEST[127:0] := INTERLEAVE_HIGH_DWORDS(SRC1, SRC2) 
DEST[MAXVL-1:127] := 0 


VPUNPCKHDQ (VEX.256 encoded version) 
DEST[255:0] := INTERLEAVE_HIGH_DWORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0 


VPUNPCKHDQ (EVEX.512 encoded version) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN TMP_SRC2[i+31:i] = SRC2[31:0] 
ELSE TMP_SRC2[i+31:i] = SRC2[i+31:i] 
Fl; 
ENDFOR; 
IF VL= 128 
TMP_DEST[VL-1:0] := INTERLEAVE_HIGH_DWORDS(SRC1[VL-1:0], TMP_SRC2[VL-1:0]) 
Fl; 
IF VL = 256 
TMP_DEST[VL-1:0] := INTERLEAVE_HIGH_DWORDS_256b(SRC1[VL-1:0], TMP_SRC2[VL-1:0]) 
Fl; 
IF VL=512 
TMP_DEST[VL-1:0] := INTERLEAVE_HIGH_DWORDS_512b(SRC1[VL-1:0], TMP_SRC2[VL-1:0]) 
Fl; 


FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST{[i+31:i] := TMP_DEST[i+31:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
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DEST[MAXVL-1:VL] := 0 


PUNPCKHQDQ (128-bit Legacy SSE Version) 
DEST[127:0] := INTERLEAVE_HIGH_QWORDS(DEST, SRC) 
DEST[MAXVL-1:128] (Unmodified) 


VPUNPCKHQDQ (VEX.128 encoded version) 
DEST[1 27:0] := INTERLEAVE_HIGH_QWORDS(SRC1, SRC2) 
DEST[MAXVL-1:128] := 0 


VPUNPCKHQDQ (VEX.256 encoded version) 
DEST[255:0] := INTERLEAVE_HIGH_QWORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0 


VPUNPCKHQDQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j:= 0 TO KL-1 
i:=j*64 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN TMP_SRC2[i+63:i] := SRC2[63:0] 
ELSE TMP_SRC2[i+63:i] := SRC2[i+63:i] 
Fl; 
ENDFOR; 
IF VL= 128 
TMP_DEST[VL-1:0] := INTERLEAVE_HIGH_QWORDS(SRC1[VL-1:0], TMP_SRC2[VL-1:0]) 
Fl; 
IF VL = 256 
TMP_DEST[VL-1:0] := INTERLEAVE_HIGH_QWORDS_256b(SRC1[VL-1:0], TMP_SRC2[VL-1:0]) 
Fl; 
IF VL=512 
TMP_DEST[VL-1:0] := INTERLEAVE_HIGH_QWORDS_512b(SRC1[VL-1:0], TMP_SRC2[VL-1:0]) 
Fl; 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 
VPUNPCKHBW __m512i_mm512_unpackhi_epi8(__m512i a, 
VPUNPCKHBW __m512i__mm512_mask_unpackhi_epi8(__m512is,__ mmask64 k,__m512i a, ___m512i b); 
VPUNPCKHBW __m512i_mm512_maskz_unpackhi_epi8(___ mmask64 k,__m512i a, __m512i b); 
VPUNPCKHBW __m256i __mm256_mask_unpackhi_epi8(__m256i s,__ mmask32 k,_ m256i a, __m256i b); 
VPUNPCKHBW __m256i__mm256_maskz_unpackhi_epi8(___mmask32 k,__ m256i a, __m256i b); 
VPUNPCKHBW __m128i __mm_mask_unpackhi_epi8(v s,__ mmask16 k,___m128i a, ___m128i b); 


m512i b); 
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VPUNPCKHBW __m128i __mm_maskz_unpackhi_epi8(__mmask16 k, __m128i a, 
VPUNPCKHWD __m512i_mm512_unpackhi_epi16(__m512i a,__m512i b); 
VPUNPCKHWD __m512i_mm512_mask_unpackhi_epi16(__m512i s,__ mmask32 k, 
VPUNPCKHWD __m512i_mm512_maskz_unpackhi_epi16(__mmask32 k,___m512i a, 
VPUNPCKHWD __m256i__mm256_mask_unpackhi_epi16(__m256i s,__ mmask16 k,__ m256i a, 
VPUNPCKHWD __m256i __mm256_maskz_unpackhi_epi16(__mmask16 k,__ m256i a, __m256i b); 
VPUNPCKHWD __m128i__mm_mask_unpackhi_epi16(v s,__ mmask8 k,__m128i a, ___m128i b); 
VPUNPCKHWD __m128i__mm_maskz_unpackhi_epi16(__mmask8 k, __m128i a,__m128i b); 
VPUNPCKHDQ __m512i_mm512_unpackhi_epi32(__m512i a, ___m512i b); 

VPUNPCKHDQ __m512i__mm512_mask_unpackhi_epi32(__m512i s,___mmask16 k,__m512i a, ___m512i b); 
VPUNPCKHDQ __m512i __mm512_maskz_unpackhi_epi32(__mmask16 k, __m512i a, __m512i b); 
VPUNPCKHDQ __m256i__mm256_mask_unpackhi_epi32(__m512i s,___mmask8 k, __m512i a, __m512i b); 
VPUNPCKHDQ __m256i __mm256_maskz_unpackhi_epi32(_mmask8 k, __m512i a, _m512i b); 
VPUNPCKHDQ __m128i __mm_mask_unpackhi_epi32(__m512i s,___mmask8 k,__m512i a, ___m512i b); 
VPUNPCKHDQ __m128i __mm_maskz_unpackhi_epi32(__mmask8 k, __m512i a, ___m512i b); 
VPUNPCKHQDQ __m512i__mm512_unpackhi_epi64(__m512i a, __m512i b); 


m128i b); 


m512ia, 
m512i b); 


m512i b); 


m256i b); 


VPUNPCKHQDQ __m512i__mm512_mask_unpackhi_epi64(__m512i s, __mmask8 k,___m512i a, __m512i b); 
VPUNPCKHQDQ __m512i__mm512_maskz_unpackhi_epi64(_mmask8 k,___m512i a, ___m512i b); 
VPUNPCKHQDQ __m256i _mm256_mask_unpackhi_epi64(__m512i s, _ mmask8 k,___m512i a, ___m512i b); 


VPUNPCKHQDQ __m256i _mm256_maskz_unpackhi_epi64(__mmask8 k, __m512i a, __m512i b); 
VPUNPCKHQDQ __m128i _mm_mask_unpackhi_epi64(__m512i s,___mmask8 k, __m512i a,__m512i b); 
VPUNPCKHQDQ __m128i _mm_maskz_unpackhi_epi64(__mmask8 k, __m512i a, ___m512i b); 
PUNPCKHBW:__m64 _mm_unpackhi_pi8(__m64 m1, ___ m64 m2) 

(V)PUNPCKHBW:__m128i _mm_unpackhi_epi8(__m128i m1, ___m128i m2) 
VPUNPCKHBW:__m256i_mm256_unpackhi_epi8(__m256i m1, ___ m256i m2) 
PUNPCKHWD:__m64 _mm_unpackhi_pi16(__m64 m1,__m64 m2) 

(V)PUNPCKHWD:__m128i __mm_unpackhi_epi16(__m128i m1,__m128i m2) 
VPUNPCKHWD:__m256i _mm256_unpackhi_epi16(__m256i m1,__m256i m2) 
PUNPCKHDQ:__m64 _mm_unpackhi_pi32(__m64 m1, ___m64 m2) 

(V)PUNPCKHDQ:__m128i _mm_unpackhi_epi32(__m128i m1, ___m128i m2) 
VPUNPCKHDQ:__m256i _mm256_unpackhi_epi32(__m256i m1, ___m256i m2) 
(V)PUNPCKHQDQ:__m128i _mm_unpackhi_epi64 (__m128i a, __m128i b) 
VPUNPCKHQDQ:__m256i __mm256_unpackhi_epi64 (__m256i a, __m256i b) 


Flags Affected 
None. 


Numeric Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded VPUNPCKHQDQ/QDQ, see Table 2-50, “Type E4NF Class Exception Conditions”. 


EVEX-encoded VPUNPCKHBW/WD, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Condi- 
tions”. 
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PUNPCKLBW/PUNPCKLWD/PUNPCKLDQ/PUNPCKLQDQ—Unpack Low Data 


xmm3/m128/m64bcst 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
NP OF 60 /r’ A VV MMX Interleave low-order bytes from mm and 
PUNPCKLBW mm, mm/m32 mm/m32 into mm. 
66 OF 60 /r A VV SSE2 Interleave low-order bytes from xmm7 and 
PUNPCKLBW xmm1, xmm2/m128 xmme/m128 into xmm1. 
NP OF 61 /r' A VV MMX Interleave low-order words from mm and 
PUNPCKLWD mm, mm/m32 mm/m32 into mm. 
66 OF 61 /r A VV SSE2 Interleave low-order words from xmm7 and 
PUNPCKLWD xmm1, xmm2/m128 xmm2/m128 into xmm1. 
NP OF 62 /r' A VV MMX Interleave low-order doublewords from mm 
PUNPCKLDQ mm, mm/m32 and mm/m32 into mm. 
66 OF 62 /r A VIN SSE2 Interleave low-order doublewords from xmm1 
PUNPCKLDQ xmm1, xmm2/m128 and xmm2/m128 into xmm1. 
66 OF 6C /r A VIV SSE2 Interleave low-order quadword from xmm1 
PUNPCKLOQDQ xmm1, xmm2/m128 and xmm2/m128 into xmm1 register. 
VEX.128.66.0F.WIG 60/r B VIV AVX Interleave low-order bytes from xmm2 and 
VPUNPCKLBW xmm1,xmm2, xmm3/m128 xmm3/m128 into xmm1. 
VEX.128.66.0F.WIG 61/r B VN AVX Interleave low-order words from xmm2 and 
VPUNPCKLWD xmm1.xmm2, xmm3/m128 xmm3/m128 into xmm1. 
VEX.128.66.0F.WIG 62/r B VV AVX Interleave low-order doublewords from xmm2 
VPUNPCKLDQ xmm1, xmm2, xmm3/m128 and xmm3/m128 into xmm1. 
VEX.128.66.0F.WIG 6C/r B VIV AVX Interleave low-order quadword from xmm2 
VPUNPCKLQDQ xmm1, xmm2, xmm3/m128 and xmm3/m128 into xmm1 register. 
VEX.256.66.0F.WIG 60 /r B VIV AVX2 Interleave low-order bytes from ymm2 and 
VPUNPCKLBW ymm1, ymm2, ymm3/m256 ymm3/m256 into ymm1 register. 
VEX.256.66.0F.WIG 61 /r B VIV AVX2 Interleave low-order words from ymm2 and 
VPUNPCKLWD ymm1, ymm2, ymm3/m256 ymm3/m256 into ymm1 register. 
VEX.256.66.0F.WIG 62 /r B VIV AVX2 Interleave low-order doublewords from ymm2 
VPUNPCKLDQ ymm1, ymm2, ymm3/m256 and ymm3/m256 into ymm1 register. 
VEX.256.66.0F.WIG 6C /r B VV AVX2 Interleave low-order quadword from ymm2 
VPUNPCKLQDQ ymm1, ymm2, ymm3/m256 and ymm3/m256 into ymm1 register. 
EVEX.128.66.0F.WIG 60 /r C VIV AVX512VL | Interleave low-order bytes from xmm2 and 
VPUNPCKLBW xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm3/m128 into xmm1 register subject to 
write mask k1. 
EVEX.128.66.0F.WIG 61 /r c VIN AVX512VL | Interleave low-order words from xmm2 and 
VPUNPCKLWD xmm1 {k1}{z}, xmm2, xmm3/m128 AVX512BW | xmm3/m128 into xmm1 register subject to 
write mask k1. 
EVEX.128.66.0F.W0 62 /r D VIN AVX512VL | Interleave low-order doublewords from xmm2 
VPUNPCKLDQ xmm1 {k1}{z}, xmm2, AVX512F | and xmm3/m128/m32bcst into xmm1 
xmm3/m128/m32bcst register subject to write mask k1. 
EVEX.128.66.0F.W1 6C /r D VIV AVX512VL | Interleave low-order quadword from zmm2 
VPUNPCKLQDQ xmm1 {k1}{z}, xmm2, AVX512F | and zmm3/m512/m64bcst into zmm1 


register subject to write mask k1. 
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EVEX.256.66.0F.WIG 60 /r VIV AVX512VL | Interleave low-order bytes from ymm2 and 
VPUNPCKLBW ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm3/m256 into ymm1 register subject to 
write mask k1. 
EVEX.256.66.0F.WIG 61 /r VIV AVX512VL | Interleave low-order words from ymm2 and 
VPUNPCKLWD ymm1 {k1}{z}, ymm2, ymm3/m256 AVX512BW | ymm3/m256 into ymm1 register subject to 
write mask k1. 
EVEX.256.66.0F.WO 62 /r VIV AVX512VL | Interleave low-order doublewords from ymm2 
VPUNPCKLDQ ymm1 {k1}{z}, ymm2, AVX512F | and ymm3/m256/m32bcst into ymm1 
ymm3/m256/m32bcst register subject to write mask k1. 
EVEX.256.66.0F.W1 6C /r VIV AVX512VL | Interleave low-order quadword from ymm2 
VPUNPCKLQDQ ymm1 {k1}{z}, ymm2, AVX512F | and ymm3/m256/m64bcst into ymm1 
ymm3/m256/m64bcst register subject to write mask k1. 
EVEX.512.66.0F.WIG 60/r VV AVX512BW | Interleave low-order bytes from zmm2 and 
VPUNPCKLBW zmm1 {k1}{z}, zmm2, zmm3/m512 zmm3/m512 into zmm1 register subject to 
write mask k1. 
EVEX.512.66.0F.WIG 61/r VV AVX512BW | Interleave low-order words from zmm2 and 
VPUNPCKLWD zmm1 {k1}{z}, zmm2, zmm3/m512 zmm3/m512 into zmm1 register subject to 
write mask k1. 
EVEX.512.66.0F.W0 62 /r VV AVX512F | Interleave low-order doublewords from zmm2 
VPUNPCKLDQ zmm1 {k1}{z}, zmm2, and zmm3/m51 2/m32bcst into zmm1 
zmm3/m512/m32bcst register subject to write mask k1. 
EVEX.512.66.0F.W1 6C /r VIV AVX512F _ | Interleave low-order quadword from zmm2 
VPUNPCKLQDQ zmm1 {k1}{z}, zmm2, and zmm3/m512/m64bcst into zmm1 
zmm3/m512/m64bcst register subject to write mask k1. 
NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
D Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Unpacks and interleaves the low-order data elements (bytes, words, doublewords, and quadwords) of the destina- 
tion operand (first operand) and source operand (second operand) into the destination operand. (Figure 4-22 
shows the unpack operation for bytes in 64-bit operands.). The high-order data elements are ignored. 
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SRC} Y7 | Y6 | Y5| Y4 | Y3 | Y2 | Y1 | YO X7 | X6 | X5| X4 | X3 | X2 | X1 | XO | DEST 


DEST] Y3 | X3 | Y2 | X2| Y1 | X1 | YO | XO 


Figure 4-22. PUNPCKLBW Instruction Operation Using 64-bit Operands 


255 310 255 31 0 
SRC} Y7 | Y6 | Y5| Y4 | Y3 | Y2 | Y1 | Yo X7 | X6 | X5| X4 | X3 | X2 | X1 | XO 
55 0 


DEST] Y5 | X5 | Y4 | X4] Y1 | X1 | YO | XO 


Figure 4-23. 256-bit VPUNPCKLDQ Instruction Operation 


When the source data comes from a 128-bit memory operand, an implementation may fetch only the appropriate 
64 bits; however, alignment to a 16-byte boundary and normal segment checking will still be enforced. 


The (V)PUNPCKLBW instruction interleaves the low-order bytes of the source and destination operands, the 
(V)PUNPCKLWD instruction interleaves the low-order words of the source and destination operands, the 
(V)PUNPCKLDQ instruction interleaves the low-order doubleword (or doublewords) of the source and destination 
operands, and the (V)PUNPCKLQDQ instruction interleaves the low-order quadwords of the source and destination 
operands. 


These instructions can be used to convert bytes to words, words to doublewords, doublewords to quadwords, and 
quadwords to double quadwords, respectively, by placing all Os in the source operand. Here, if the source operand 
contains all Os, the result (stored in the destination operand) contains zero extensions of the high-order data 
elements from the original value in the destination operand. For example, with the (V)PUNPCKLBW instruction the 
high-order bytes are zero extended (that is, unpacked into unsigned word integers), and with the (V)PUNPCKLWD 
instruction, the high-order words are zero extended (unpacked into unsigned doubleword integers). 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE versions 64-bit operand: The source operand can be an MMX technology register or a 32-bit memory 
location. The destination operand is an MMX technology register. 


128-bit Legacy SSE versions: The second source operand is an XMM register or a 128-bit memory location. The 
first source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM 
destination register remain unchanged. 


VEX.128 encoded versions: The second source operand is an XMM register or a 128-bit memory location. The first 
source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the destination YMM register 
are zeroed. 


VEX.256 encoded version: The second source operand is an YMM register or an 256-bit memory location. The first 
source operand and destination operands are YMM registers. Bits (MAXVL-1:256) of the corresponding ZMM 
register are zeroed. 
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EVEX encoded VPUNPCKLDQ/QDQ: The second source operand is a ZMM/YMM/XMM register, a 512/256/128-bit 
memory location or a 512/256/128-bit vector broadcasted from a 32/64-bit memory location. The first source 
operand and destination operands are ZMM/YMM/XMM registers. The destination is conditionally updated with 


writemask k1. 


EVEX encoded VPUNPCKLWD/BW: The second source operand is a ZMM/YMM/XMM register, a 512/256/128-bit 
memory location. The first source operand and destination operands are ZMM/YMM/XMM registers. The destination 


is conditionally updated with writemask k1. 


Operation 


PUNPCKLBW instruction with 64-bit operands: 
DEST[63:56] := SRC[31:24]; 
DEST[55:48] := DEST[31:24]; 
DEST[47:40] := SRC[23:16]; 
DEST[39:32] := DEST[23:16]; 
DEST[31:24] := SRC[15:8]; 
DEST[23:16] := DEST[15:8); 
DEST[15:8] := SRC[7:0]; 
DEST[7:0] := DEST[7:0]; 


PUNPCKLWD instruction with 64-bit operands: 
DEST[63:48] := SRC[31:16]; 
DEST[47:32] := DEST[31:16]; 
DEST[31:16] := SRC[15:0); 
DEST[15:0] := DEST[15:0); 


PUNPCKLDQ instruction with 64-bit operands: 
DEST[63:32] := SRC[31:0]; 
DEST[31:0] := DEST[3 1:0); 
INTERLEAVE_BYTES_512b (SRC1, SRC2) 
TMP_DEST[255:0] := INTERLEAVE_BYTES_256b(SRC1[255:0], SRC[255:0]) 
TMP_DEST[51 1:256] := INTERLEAVE_BYTES_256b(SRC1[51 1:256], SRC[511:256]) 


INTERLEAVE_BYTES_256b (SRC1, SRC2) 
DEST[7:0] = SRC1[7:0] 
DEST[15:8] := SRC2[7:0] 
DEST[23:16] = SRC1[15:8] 
DEST[31:24] = SRC2[15:8] 
DEST[39:32] = SRC1[23:16] 
DEST[47:40] := SRC2[23:16] 
DEST[55:48] = SRC1[31:24] 
DEST[63:56] = SRC2[31:24] 
DEST[7 1:64] = SRC1[39:32] 
DEST[79:72] := SRC2[39:32] 
DEST[87:80] = SRC1[47:40] 
DEST[95:88] = SRC2[47:40] 
DEST[103:96] := SRC1[55:48] 
DEST[111:104] := SRC2[55:48] 
DEST[119:112] = SRC1[63:56] 
DEST[127:120] := SRC2[63:56] 
DEST[135:128] := SRC1[135:128] 
DEST[143:136] := SRC2[135:128] 
DEST[151:144] := SRC1[143:136] 
DEST[159:152] := SRC2[143:136] 
DEST[167:160] := SRC1[151:144] 
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DEST[175:168] := SRC2[151:144] 
DEST[183:176] := SRC1[159:152] 
DEST[191:184] := SRC2[159:152] 
DEST[199:192] := SRC1[167:160] 
DEST[207:200] := SRC2[167:160] 
DEST[215:208] := SRC1[175:168] 
DEST[223:216] := SRC2[175:168] 
DEST[231:224] := SRC1[183:176] 
DEST[239:232] := SRC2[183:176] 
DEST[247:240] := SRC1[191:184] 
DEST[255:248] := SRC2[191:184] 


INTERLEAVE_BYTES (SRC1, SRC2) 
DEST[7:0] = SRC1[7:0] 
DEST[15:8] := SRC2[7:0] 
DEST[23:16] := SRC1[15:8] 
DEST[31:24] := SRC2[15:8] 
DEST[39:32] = SRC1[23:16] 
DEST[47:40] = SRC2[23:16] 
DEST[55:48] := SRC1[31:24] 
DEST[63:56] = SRC2[31:24] 
DEST[7 1:64] := SRC1[39:32] 
DEST[79:72] := SRC2[39:32] 
DEST[87:80] = SRC1[47:40] 
DEST[95:88] = SRC2[47:40] 
DEST[103:96] := SRC1[55:48] 
DEST[111:104] := SRC2[55:48] 
DEST[119:112] := SRC1[63:56] 
DEST[127:120] := SRC2[63:56] 


INTERLEAVE_WORDS_512b (SRC1, SRC2) 


TMP_DEST[255:0] := INTERLEAVE_WORDS_256b(SRC1[255:0], SRC[255:0]) 
TMP_DEST[51 1:256] := INTERLEAVE_WORDS_256b(SRC1[51 1:256], SRC[51 1:256]) 


INTERLEAVE_WORDS_256b(SRC1, SRC2) 
DEST[15:0] := SRC1[15:0] 
DEST[31:16] = SRC2[15:0] 
DEST[47:32] = SRC1[31:16] 
DEST[63:48] = SRC2[31:16] 
DEST[79:64] := SRC1[47:32] 
DEST[95:80] := SRC2[47:32] 
DEST[111:96] := SRC1[63:48] 
DEST[127:112] := SRC2[63:48] 
DEST[143:128] := SRC1[143:128] 
DEST[159:144] := SRC2[143:128] 
DEST[175:160] := SRC1[159:144] 
DEST[191:176] := SRC2[159:144] 
DEST[207:192] := SRC1[175:160] 
DEST[223:208] := SRC2[175:160] 
DEST[239:224] := SRC1[191:176] 
DEST[255:240] := SRC2[191:176] 


INTERLEAVE_WORDS (SRC1, SRC2) 
DEST[15:0] := SRC1[15:0] 
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DEST[31:16] = SRC2[15:0] 
DEST[47:32] = SRC1[31:16] 
DEST[63:48] = SRC2[31:16] 
DEST[79:64] = SRC1[47:32] 
DEST[95:80] = SRC2[47:32] 
DEST[111:96] := SRC1[63:48] 
DEST[127:112] = SRC2[63:48] 


INTERLEAVE_DWORDS_51 2b (SRC1, SRC2) 
TMP_DEST[255:0] := INTERLEAVE_DWORDS_256b(SRC1[255:0], SRC2[255:0]) 
TMP_DEST[51 1:256] := INTERLEAVE_DWORDS_256b(SRC1[511:256], SRC2[511:256]) 


INTERLEAVE_DWORDS_256b(SRC1, SRC2) 
DEST[31:0] := SRC1[31:0] 

DEST[63:32] = SRC2[31:0] 

DEST[95:64] := SRC1[63:32] 
DEST[127:96] := SRC2[63:32] 
DEST[159:128] := SRC1[159:128] 
DEST[191:160] := SRC2[159:128] 
DEST[223:192] := SRC1[191:160] 
DEST[255:224] := SRC2[191:160] 


INTERLEAVE_DWORDS(SRC1, SRC2) 
DEST[31:0] := SRC1[31:0] 

DEST[63:32] = SRC2[31:0] 

DEST[95:64] := SRC1[63:32] 

DEST[127:96] := SRC2[63:32] 

INTERLEAVE_QWORDS_512b (SRC1, SRC2) 

TMP_DEST[255:0] := INTERLEAVE_QWORDS_256b(SRC1[255:0], SRC2[255:0]) 
TMP_DEST[511:256] := INTERLEAVE_QWORDS_256b(SRC1[511:256], SRC2[511:256]) 


INTERLEAVE_QWORDS_256b(SRC1, SRC2) 
DEST[63:0] := SRC1[63:0] 

DEST[127:64] := SRC2[63:0] 
DEST[191:128] = SRC1[191:128] 
DEST[255:192] := SRC2[191:128] 


INTERLEAVE_QWORDS(SRC1, SRC2) 
DEST[63:0] := SRC1[63:0] 
DEST[127:64] := SRC2[63:0] 


PUNPCKLBW 
DEST[127:0] := INTERLEAVE_BYTES(DEST, SRC) 
DEST[255:127] (Unmodified) 


VPUNPCKLBW (VEX.128 encoded instruction) 
DEST[127:0] := INTERLEAVE_BYTES(SRC1, SRC2) 
DEST[MAXVL-1:127] := 0 


VPUNPCKLBW (VEX.256 encoded instruction) 


DEST[255:0] := INTERLEAVE_BYTES_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0 
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VPUNPCKLBW (EVEX.512 encoded instruction) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
IF VL= 128 
TMP_DEST[VL-1:0] := INTERLEAVE_BYTES(SRC1[VL-1:0], SRC2[VL-1:0]) 


Fl; 
IF VL = 256 

TMP_DEST[VL-1:0] := INTERLEAVE_BYTES_256b(SRC1[VL-1:0], SRC2[VL-1:0]) 
Fl; 
IFVL=512 

TMP_DEST[VL-1:0] := INTERLEAVE_BYTES_512b(SRC1[VL-1:0], SRC2[VL-1:0]) 
Fl; 


FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] = TMP_DEST[i+7:i] 


ELSE 

IF *merging-masking* ; mMerging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
DEST[51 1:0] := INTERLEAVE_BYTES_512b(SRC1, SRC2) 


PUNPCKLWD 
DEST[127:0] := INTERLEAVE_WORDS(DEST, SRC) 
DEST[255:127] (Unmodified) 


VPUNPCKLWD (VEX.128 encoded instruction) 
DEST[127:0] := INTERLEAVE_WORDS(SRC1, SRC2) 
DEST[MAXVL-1:127] := 0 


VPUNPCKLWD (VEX.256 encoded instruction) 
DEST[255:0] := INTERLEAVE_WORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0 


VPUNPCKLWD (EVEX.512 encoded instruction) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
IF VL= 128 
TMP_DEST[VL-1:0] := INTERLEAVE_WORDS(SRC1[VL-1:0], SRC2[VL-1:0]) 


Fl; 
IF VL = 256 

TMP_DEST[VL-1:0] := INTERLEAVE_WORDS_256b(SRC1[VL-1:0], SRC2[VL-1:0]) 
Fl; 
IF VL=512 

TMP_DEST[VL-1:0] := INTERLEAVE_WORDS_512b(SRC1[VL-1:0], SRC2[VL-1:0]) 
Fl; 


FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
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THEN DEST[i+15:i] = TMP_DEST[i+1 5:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
DEST[51 1:0] := INTERLEAVE_WORDS_512b(SRC1, SRC2) 


PUNPCKLDQ 
DEST[127:0] := INTERLEAVE_DWORDS(DEST, SRC) 
DEST[MAXVL-1:128] (Unmodified) 


VPUNPCKLDQ (VEX.128 encoded instruction) 
DEST[127:0] := INTERLEAVE_DWORDS(SRC1, SRC2) 
DEST[MAXVL-1:128] := 0 


VPUNPCKLDQ (VEX.256 encoded instruction) 
DEST[255:0] := INTERLEAVE_DWORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0 


VPUNPCKLDQ (EVEX encoded instructions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN TMP_SRC2[i+31:i] = SRC2[31:0] 
ELSE TMP_SRC2[i+31:i] = SRC2[i+31:i] 
Fl; 
ENDFOR; 
IF VL= 128 


TMP_DEST[VL-1:0] := INTERLEAVE_DWORDS(SRC1[VL-1:0], TMP_SRC2[VL-1:0]) 


Fl; 
IF VL = 256 


TMP_DEST[VL-1:0] := INTERLEAVE_DWORDS_256b(SRC1[VL-1:0], TMP_SRC2[VL-1:0]) 


Fl; 
IF VL=512 


TMP_DEST[VL-1:0] := INTERLEAVE_DWORDS_512b(SRC1[VL-1:0], TMP_SRC2[VL-1:0]) 


Fl; 


FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST{[i+31:i] := TMP_DEST[i+31:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 


Fl; 
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ENDFOR 
DEST51 1:0] := INTERLEAVE_DWORDS_512b(SRC1, SRC2) 
DEST[MAXVL-1:VL] := 0 


PUNPCKLQDQ 
DEST[127:0] := INTERLEAVE_QWORDS(DEST, SRC) 
DEST[MAXVL-1:1 28] (Unmodified) 


VPUNPCKLQDQ (VEX.128 encoded instruction) 
DEST[1 27:0] := INTERLEAVE_QWORDS(SRC1, SRC2) 
DEST[MAXVL-1:128] := 0 


VPUNPCKLQDQ (VEX.256 encoded instruction) 
DEST[255:0] := INTERLEAVE_QWORDS_256b(SRC1, SRC2) 
DEST[MAXVL-1:256] := 0 


VPUNPCKLQDQ (EVEX encoded instructions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j:= 0 TO KL-1 
i:=j* 64 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN TMP_SRC2[i+63:i] := SRC2[63:0] 
ELSE TMP_SRC2[i+63:i] := SRC2[i+63:i] 
Fl; 
ENDFOR; 
IF VL= 128 
TMP_DEST[VL-1:0] := INTERLEAVE_QWORDS(SRC1[VL-1:0], TMP_SRC2[VL-1:0]) 
Fl; 
IF VL = 256 
TMP_DEST[VL-1:0] := INTERLEAVE_QWORDS_256b(SRC1[VL-1:0], TMP_SRC2[VL-1:0]) 
Fl; 
IF VL=512 
TMP_DEST[VL-1:0] := INTERLEAVE_QWORDS_512b(SRC1[VL-1:0], TMP_SRC2[VL-1:0]) 
Fl; 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 

VPUNPCKLBW __m512i_mm512_unpacklo_epi8(__m512i a,__m512ib); 
VPUNPCKLBW __m512i_mm512_mask_unpacklo_epi8(__m512is,__mmask64 k,___m512i a,__m512i b); 
VPUNPCKLBW __m512i_mm512_maskz_unpacklo_epi8(__mmask64 k,__m512i a,__m512ib); 
VPUNPCKLBW __m256i__mm256_mask_unpacklo_epi8(__m256i s,__ mmask32 k,__ m256i a, 


m256i b); 
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VPUNPCKLBW __m256i__mm256_maskz_unpacklo_epi8(__mmask32 k,__ m256i a, ___m256i b); 
VPUNPCKLBW __m128i __mm_mask_unpacklo_epi8(v s,__ mmask16 k, __m128i a,__m128i b); 
VPUNPCKLBW __m128i __mm_maskz_unpacklo_epi8(__mmask16 k,___m128i a,__m128i b); 
VPUNPCKLWD __m512i_mm512_unpacklo_epi16(__m512i a,__m512i b); 

VPUNPCKLWD __m512i_mm512_mask_unpacklo_epi16(__m512is,__mmask32 k,__m512i a, 
VPUNPCKLWD __m512i__mm512_maskz_unpacklo_epi16(__ mmask32 k,___m512i a,__m512i b); 
VPUNPCKLWD __m256i__mm256_mask_unpacklo_epi16(__m256is,__ mmask16 k, __ m256i a, 
VPUNPCKLWD __m256i _mm256_maskz_unpacklo_epi16(__mmask16 k,___ m256i a, __ m256i b); 
VPUNPCKLWD __m128i_mm_mask_unpacklo_epi16(v s,__ mmask8 k, __m128i a,__m128i b); 
VPUNPCKLWD __m128i _mm_maskz_unpacklo_epi16(__mmask8 k, __m128i a, ___m128i b); 
VPUNPCKLDQ __m512i__mm512_unpacklo_epi32(__m512i a, ___m512i b); 

VPUNPCKLDQ __m512i__mm512_mask_unpacklo_epi32(__m512is, __mmask16 k,__m512ia,_m512i b); 


m512i b); 


m256i b); 


VPUNPCKLDQ __m512i__mm512_maskz_unpacklo_epi32(__mmask16 k,___m512i a, _m512i b); 
VPUNPCKLDQ __m256i _mm256_mask_unpacklo_epi32(__m256i s, __mmask8 k, __m256i a, __m256i b); 
VPUNPCKLDQ __m256i _mm256_maskz_unpacklo_epi32(__mmask8 k, __m256i a, __m256i b); 


VPUNPCKLDQ __m128i __mm_mask_unpacklo_epi32(v s,___mmask8 k, __m128i a, ___m128i b); 
VPUNPCKLDQ __m128i __mm_maskz_unpacklo_epi32(__mmask8 k, __m128i a, __m128i b); 
VPUNPCKLQDQ __m512i__mm512_unpacklo_epi64(__m512i a, __m512i b); 

VPUNPCKLQDQ __m512i_mm512_mask_unpacklo_epi64(__m512is,__mmask8 k,__m512i a, 
VPUNPCKLQDQ __m512i__mm512_maskz_unpacklo_epi64(_mmask8 k, __m512i a, __m512i b); 
VPUNPCKLQDQ __m256i __mm256_mask_unpacklo_epi64(__m256is,___ mmask8 k, __ m256i a, 
VPUNPCKLQDQ __m256i _mm256_maskz_unpacklo_epi64(__mmask8 k, __m256i a, __m256i b); 
VPUNPCKLQDQ __m128i _mm_mask_unpacklo_epi64(__m128i s, __mmask8 k, __m128i a, ___m128i b); 
VPUNPCKLQDQ __m128i _mm_maskz_unpacklo_epi64(__mmask8 k, __m128i a, __m128i b); 
PUNPCKLBW:__m64 _mm_unpacklo_pi8 (__m64 m1,__m64 m2) 

(V)PUNPCKLBW:__m1 28i __mm_unpacklo_epi8 (__m128i m1,__m128i m2) 

VPUNPCKLBW:__m256i _mm256_unpacklo_epi8 (__m256i m1,___ m256i m2) 

PUNPCKLWD:__m64 _mm_unpacklo_pi16 (__m64 m1,__m64 m2) 

(V)PUNPCKLWD:__m128i __mm_unpacklo_epi16 (__m128i m1,__m128i m2) 

VPUNPCKLWD:__m256i __mm256_unpacklo_epi16 (__m256i m1,__ m256i m2) 

PUNPCKLDQ:__m64 _mm_unpacklo_pi32 (__m64 m1,_m64 m2) 

(V)PUNPCKLDQ:__m128i _mm_unpacklo_epi32 (__m128i m1, __m128i m2) 

VPUNPCKLDQ:__m256i __mm256_unpacklo_epi32 (__m256i m1, ___m256i m2) 
(V)PUNPCKLQDQ:__m128i _mm_unpacklo_epi64 (__m128i m1,_m128i m2) 
VPUNPCKLQDQ:__m256i _mm256_unpacklo_epi64 (__m256i m1, __m256i m2) 


m512i b); 


m256i b); 


Flags Affected 
None. 


Numeric Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded VPUNPCKLDQ/QDQ, see Table 2-50, “Type E4NF Class Exception Conditions”. 


EVEX-encoded VPUNPCKLBW/WD, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Condi- 
tions”. 
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Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

FF /6 PUSH r/m16 M Valid Valid Push r/m76. 

FF /6 PUSH r/m32 M N.E. Valid Push r/m32. 

FF /6 PUSH r/m64 M Valid N.E. Push r/m64. 

50+rw PUSH r76 O Valid Valid Push r76. 

50+rd PUSH r32 6) N.E. Valid Push r32. 

50+rd PUSH r64 6) Valid N.E. Push r64. 

6A ib PUSH imm8 | Valid Valid Push immé. 

68 iw PUSH imm16 | Valid Valid Push imm16. 

68 id PUSH imm32 | Valid Valid Push imm32. 

OE PUSH CS ZO | Invalid Valid Push CS. 

16 PUSH SS ZO | Invalid Valid Push SS. 

1E PUSH DS ZO | Invalid Valid Push DS. 

06 PUSH ES ZO | Invalid Valid Push ES. 

OF AO PUSH FS ZO | Valid Valid Push FS. 

OF A8 PUSH GS ZO_ | Valid Valid Push GS. 

NOTES: 

* See IA-32 Architecture Compatibility section below. 

Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
O opcode + rd (r) NA NA NA 
| imm8/16/32 NA NA NA 
ZO NA NA NA NA 
Description 


Decrements the stack pointer and then stores the source operand on the top of the stack. Address and operand 
sizes are determined and used as follows: 


PUSH—Push Word, Doubleword or Quadword Onto the Stack 


Address size. The D flag in the current code-segment descriptor determines the default address size; it may be 
overridden by an instruction prefix (67H). 


The address size is used only when referencing a source operand in memory. 


Operand size. The D flag in the current code-segment descriptor determines the default operand size; it may 
be overridden by instruction prefixes (66H or REX.W). 


The operand size (16, 32, or 64 bits) determines the amount by which the stack pointer is decremented (2, 4 
or 8). 


If the source operand is an immediate of size less than the operand size, a sign-extended value is pushed on 
the stack. If the source operand is a segment register (16 bits) and the operand size is 64-bits, a zero- 
extended value is pushed on the stack; if the operand size is 32-bits, either a zero-extended value is pushed 
on the stack or the segment selector is written on the stack using a 16-bit move. For the last case, all recent 
Core and Atom processors perform a 16-bit move, leaving the upper portion of the stack location unmodified. 


Stack-address size. Outside of 64-bit mode, the B flag in the current stack-segment descriptor determines the 
size of the stack pointer (16 or 32 bits); in 64-bit mode, the size of the stack pointer is always 64 bits. 
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The stack-address size determines the width of the stack pointer when writing to the stack in memory and 
when decrementing the stack pointer. (As stated above, the amount by which the stack pointer is 
decremented is determined by the operand size.) 


If the operand size is less than the stack-address size, the PUSH instruction may result in a misaligned stack 
pointer (a stack pointer that is not aligned on a doubleword or quadword boundary). 


The PUSH ESP instruction pushes the value of the ESP register as it existed before the instruction was executed. If 
a PUSH instruction uses a memory operand in which the ESP register is used for computing the operand address, 
the address of the operand is computed before the ESP register is decremented. 


If the ESP or SP register is 1 when the PUSH instruction is executed in real-address mode, a stack-fault exception 
(#SS) is generated (because the limit of the stack segment is violated). Its delivery encounters a second stack- 
fault exception (for the same reason), causing generation of a double-fault exception (#DF). Delivery of the 
double-fault exception encounters a third stack-fault exception, and the logical processor enters shutdown mode. 
See the discussion of the double-fault exception in Chapter 6 of the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 3A. 


IA-32 Architecture Compatibility 


For IA-32 processors from the Intel 286 on, the PUSH ESP instruction pushes the value of the ESP register as it 
existed before the instruction was executed. (This is also true for Intel 64 architecture, real-address and virtual- 
8086 modes of IA-32 architecture.) For the Intel® 8086 processor, the PUSH SP instruction pushes the new value 
of the SP register (that is the value after it has been decremented by 2). 


Operation 


(* See Description section for possible sign-extension or zero-extension of source operand and for *) 
(* a case in which the size of the memory store may be smaller than the instruction’s operand size *) 
IF StackAddrSize = 64 
THEN 
IF OperandSize = 64 
THEN 
RSP := RSP - 8; 
Memory[SS:RSP] := SRC; (* push quadword *) 
ELSE IF OperandSize = 32 
THEN 
RSP := RSP - 4; 
Memory[SS:RSP] := SRC; (* push dword *) 
ELSE (* OperandSize = 16 *) 
RSP := RSP - 2; 
Memory[SS:RSP] := SRC; (* push word *) 
Fl; 


ELSE IF StackAddrSize = 32 
THEN 
IF OperandSize = 64 
THEN 
ESP := ESP - 8; 
Memory[SS:€SP] := SRC; (* push quadword *) 
ELSE IF OperandSize = 32 
THEN 
ESP := ESP - 4; 
Memory[SS:€SP] := SRC; (* push dword *) 
ELSE (* OperandSize = 16 *) 
ESP := ESP - 2; 
Memory[SS:€SP] := SRC; (* push word *) 
Fl; 
ELSE (* StackAddrSize = 16 *) 
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IF OperandSize = 32 


THEN 
SP := SP - 4; 
Memory[SS:SP] := SRC; (* push dword *) 
ELSE (* OperandSize = 16 *) 
SP := SP - 2; 
Memory[SS:SP] := SRC; (* push word *) 
Fl; 
FI; 
Flags Affected 
None. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 

If the new value of the SP or ESP register is outside the stack segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) If the memory address is in a non-canonical form. 

#SS(0) If the stack address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


If the PUSH is of CS, SS, DS, or ES. 
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PUSHA/PUSHAD—Push All General-Purpose Registers 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
60 PUSHA ZO | Invalid Valid Push AX, CX, DX, BX, original SP, BP, SI, and DI. 
60 PUSHAD ZO | Invalid Valid Push EAX, ECX, EDX, EBX, original ESP, EBP, 
ESI, and EDI. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Pushes the contents of the general-purpose registers onto the stack. The registers are stored on the stack in the 
following order: EAX, ECX, EDX, EBX, ESP (original value), EBP, ESI, and EDI (if the current operand-size attribute 
is 32) and AX, CX, DX, BX, SP (original value), BP, SI, and DI (if the operand-size attribute is 16). These instruc- 
tions perform the reverse operation of the POPA/POPAD instructions. The value pushed for the ESP or SP register is 
its value before prior to pushing the first register (see the “Operation” section below). 


The PUSHA (push all) and PUSHAD (push all double) mnemonics reference the same opcode. The PUSHA instruc- 
tion is intended for use when the operand-size attribute is 16 and the PUSHAD instruction for when the operand- 
size attribute is 32. Some assemblers may force the operand size to 16 when PUSHA is used and to 32 when 
PUSHAD is used. Others may treat these mnemonics as synonyms (PUSHA/PUSHAD) and use the current setting 
of the operand-size attribute to determine the size of values to be pushed from the stack, regardless of the 
mnemonic used. 


In the real-address mode, if the ESP or SP register is 1, 3, or 5 when PUSHA/PUSHAD executes: an #SS exception 
is generated but not delivered (the stack error reported prevents #SS delivery). Next, the processor generates a 
#DF exception and enters a shutdown state as described in the #DF discussion in Chapter 6 of the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 3A. 


This instruction executes as described in compatibility mode and legacy mode. It is not valid in 64-bit mode. 


Operation 
IF 64-bit Mode 


THEN #UD 
Fl; 


IF OperandSize = 32 (* PUSHAD instruction *) 
THEN 
Temp := (ESP); 
Push(EAX); 


Push(EDI); 
ELSE (* OperandSize = 16, PUSHA instruction *) 
Temp := (SP); 
Push(AX); 
Push(CX); 
Push(DX); 
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Push(BX); 
Push(Temp); 
Push(BP); 
Push(Sl); 
Push(Dl); 

FI; 

Flags Affected 

None. 


Protected Mode Exceptions 


#SS(0) If the starting or ending stack address is outside the stack segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If an unaligned memory reference is made while the current privilege level is 3 and alignment 
checking is enabled. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#GP If the ESP or SP register contains 7, 9, 11, 13, or 15. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If the ESP or SP register contains 7, 9, 11, 13, or 15. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If an unaligned memory reference is made while alignment checking is enabled. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#UD If in 64-bit mode. 
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PUSHF/PUSHFD/PUSHFQ—Push EFLAGS Register onto the Stack 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
9C PUSHF ZO | Valid Valid Push lower 16 bits of EFLAGS. 
9C PUSHFD ZO |N.E. Valid Push EFLAGS. 
9C PUSHFQ ZO | Valid N.E. Push RFLAGS. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Decrements the stack pointer by 4 (if the current operand-size attribute is 32) and pushes the entire contents of 
the EFLAGS register onto the stack, or decrements the stack pointer by 2 (if the operand-size attribute is 16) and 
pushes the lower 16 bits of the EFLAGS register (that is, the FLAGS register) onto the stack. These instructions 
reverse the operation of the POPF/POPFD instructions. 


When copying the entire EFLAGS register to the stack, the VM and RF flags (bits 16 and 17) are not copied; instead, 
the values for these flags are cleared in the EFLAGS image stored on the stack. See Chapter 3 of the Intel® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 1, for more information about the EFLAGS register. 


The PUSHF (push flags) and PUSHFD (push flags double) mnemonics reference the same opcode. The PUSHF 
instruction is intended for use when the operand-size attribute is 16 and the PUSHFD instruction for when the 
operand-size attribute is 32. Some assemblers may force the operand size to 16 when PUSHF is used and to 32 
when PUSHFD is used. Others may treat these mnemonics as synonyms (PUSHF/PUSHFD) and use the current 
setting of the operand-size attribute to determine the size of values to be pushed from the stack, regardless of the 
mnemonic used. 


In 64-bit mode, the instruction’s default operation is to decrement the stack pointer (RSP) by 8 and pushes RFLAGS 
on the stack. 16-bit operation is supported using the operand size override prefix 66H. 32-bit operand size cannot 
be encoded in this mode. When copying RFLAGS to the stack, the VM and RF flags (bits 16 and 17) are not copied; 
instead, values for these flags are cleared in the RFLAGS image stored on the stack. 


When operating in virtual-8086 mode (EFLAGS.VM = 1) without the virtual-8086 mode extensions (CR4.VME = 0), 
the PUSHF/PUSHFD instructions can be used only if IOPL = 3; otherwise, a general-protection exception (#GP) 
occurs. If the virtual-8086 mode extensions are enabled (CR4.VME = 1), PUSHF (but not PUSHFD) can be executed 
in virtual-8086 mode with IOPL < 3. 


(The protected-mode virtual-interrupt feature — enabled by setting CR4.PVI — affects the CLI and STI instructions 
in the same manner as the virtual-8086 mode extensions. PUSHF, however, is not affected by CR4.PVI.) 


In the real-address mode, if the ESP or SP register is 1 when PUSHF/PUSHFD instruction executes: an #SS excep- 
tion is generated but not delivered (the stack error reported prevents #SS delivery). Next, the processor generates 
a #DF exception and enters a shutdown state as described in the #DF discussion in Chapter 6 of the Intel® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 3A. 


Operation 


IF (PE = 0) or (PE = 1 and ((VM = 0) or (VM= 1 and IOPL = 3))) 
(* Real-Address Mode, Protected mode, or Virtual-8086 mode with IOPL equal to 3 *) 
THEN 
IF OperandSize = 32 
THEN 
push (EFLAGS AND OOFCFFFFH); 
(* VM and RF bits are cleared in image stored on the stack *) 
ELSE 
push (EFLAGS); (* Lower 16 bits only *) 


4-526 Vol. 2B PUSHF/PUSHFD/PUSHFQ—Push EFLAGS Register onto the Stack 


INSTRUCTION SET REFERENCE, M-U 


Fl; 


ELSE IF 64-bit MODE (* In 64-bit Mode *) 
IF OperandSize = 64 
THEN 
push (RFLAGS AND 00000000_OOFCFFFFH); 
(* VM and RF bits are cleared in image stored on the stack; *) 
ELSE 
push (EFLAGS); (* Lower 16 bits only *) 
Fl; 


ELSE (* In Virtual-8086 Mode with IOPL less than 3 *) 
IF (CR4.VME = 0) OR (OperandSize = 32) 
THEN #GP(0); (* Trap to virtual-8086 monitor *) 
ELSE 
tempFLAGS = EFLAGS[1 5:0]; 
tempFLAGS[9] = tempFLAGS[1 9]; (* VIF replaces IF *) 
tempFlags[1 3:12] = 3; (* IOPL is set to 3 in image stored on the stack *) 
push (tempFLAGS); 
Fl; 
Fl; 


Flags Affected 
None. 


Protected Mode Exceptions 


#SS(0) If the new value of the ESP register is outside the stack segment boundary. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If an unaligned memory reference is made while CPL = 3 and alignment checking is enabled. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If the I/O privilege level is less than 3. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If an unaligned memory reference is made while alignment checking is enabled. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If the stack address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If an unaligned memory reference is made while CPL = 3 and alignment checking is enabled. 
#UD If the LOCK prefix is used. 
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PXOR—Logical Exclusive OR 


Opcode*/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 

Support | Flag 
NP OF EF /r! A VV MMX Bitwise XOR of mm/m64 and mm. 
PXOR mm, mm/m64 
66 OF EF /r A VIN SSE2 Bitwise XOR of xmm2/m128 and xmm1. 
PXOR xmm1, xmm2/m128 
VEX.128.66.0F.WIG EF /r B VV AVX Bitwise XOR of xmm3/m128 and xmm2. 
VPXOR xmm1, xmm2, xmm3/m128 
VEX.256.66.0F.WIG EF /r B VV AVX2 Bitwise XOR of ymm3/m256 and ymm2. 
VPXOR ymm1, ymm2, ymm3/m256 
EVEX.128.66.0F.WO EF /r C VIV AVX512VL | Bitwise XOR of packed doubleword integers in 
VPXORD xmm1 {k1}{z}, xmm2, xmm3/m128/m32bcst AVX512F | xmme and xmm3/m128 using writemask k1. 
EVEX.256.66.0F.WO EF /r C VIV AVX512VL | Bitwise XOR of packed doubleword integers in 
VPXORD ymm1 {k1}{z}, ymm2, ymm3/m256/m32bcst AVX512F | ymme and ymm3/m256 using writemask k1. 
EVEX.512.66.0F.WO EF /r C VIV AVX512F | Bitwise XOR of packed doubleword integers in 


VPXORD zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst zmme2 and zmm3/m512/m32bcst using 


writemask k1. 


EVEX.128.66.0F.W1 EF /r C VIV AVX512VL | Bitwise XOR of packed quadword integers in 
VPXORQ xmm1 {k1}{z}, xmm2, AVX512F | xmm2 and xmm3/m128 using writemask k1. 
xmm3/m128/m64bcst 

EVEX.256.66.0F.W1 EF /r C VIV AVX512VL | Bitwise XOR of packed quadword integers in 
VPXORQ ymm1 {k1}{z}, ymm2, ymm3/m256/m64bcst AVX512F | ymme and ymm3/m256 using writemask k1. 
EVEX.512.66.0F.W1 EF /r C VIV AVX512F | Bitwise XOR of packed quadword integers in 


VPXORQ zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst zmm2 and zmm3/m512/m64bcst using 


writemask k1. 


NOTES: 


1. See note in Section 2.4, “AVX and SSE Instruction Exception Specification” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2A and Section 21.25.3, “Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers” 
in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a bitwise logical exclusive-OR (XOR) operation on the source operand (second operand) and the destina- 
tion operand (first operand) and stores the result in the destination operand. Each bit of the result is 1 if the corre- 
sponding bits of the two operands are different; each bit is 0 if the corresponding bits of the operands are the same. 


In 64-bit mode and not encoded with VEX/EVEX, using a REX prefix in the form of REX.R permits this instruction to 
access additional registers (XMM8-XMM15). 


Legacy SSE instructions 64-bit operand: The source operand can be an MMX technology register or a 64-bit 
memory location. The destination operand is an MMX technology register. 
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128-bit Legacy SSE version: The second source operand is an XMM register or a 128-bit memory location. The first 
source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM desti- 


nation register remain unchanged. 


VEX.128 encoded version: The second source operand is an XMM register or a 128-bit memory location. The first 
source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the destination YMM register 


are zeroed. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. The upper bits (MAXVL-1:256) of the 


corresponding register destination are zeroed. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
32/64-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally updated with 


writemask k1. 


Operation 


PXOR (64-bit operand) 
DEST := DEST XOR SRC 


PXOR (128-bit Legacy SSE version) 
DEST := DEST XOR SRC 
DEST[MAXVL-1:128] (Unmodified) 


VPXOR (VEX.128 encoded version) 
DEST := SRC1 XOR SRC2 
DEST[MAXVL-1:128] := 0 


VPXOR (VEX.256 encoded version) 
DEST := SRC1 XOR SRC2 
DEST[MAXVL-1:256] := 0 


VPXORD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN DEST{i+31:i] = SRC1[i+31:i] BITWISE XOR SRC2[31:0] 
ELSE DEST[i+31:i] := SRC1[i+31:i] BITWISE XOR SRC2[i+31:i] 


Fl; 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[31:0] := 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


PXOR—Logical Exclusive OR 


Vol.2B 4-529 


INSTRUCTION SET REFERENCE, M-U 


VPXORQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN DEST[i+63:i] := SRC1[i+63:i] BITWISE XOR SRC2[63:0] 
ELSE DEST[i+63:i] := SRC1[i+63:i] BITWISE XOR SRC2[i+63:i] 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[63:0] := 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 

VPXORD __m512i_mm512_xor_epi32(__m512ia,__m512ib) 

VPXORD __m512i_mm512_mask_xor_epi32(__m512i s,__ mmask16 m, ___m512i a,__m512ib) 
VPXORD __m512i_mm512_maskz_xor_epi32(__mmask16 m,_m512ia,__m512i b) 
VPXORD __m256i__mm256_xor_epi32(__m256i a, ___m256i b) 

VPXORD __m256i__mm256_mask_xor_epi32(__m256i s,___ mmask8 m, __m256i a, 
VPXORD __m256i__mm256_maskz_xor_epi32(__mmask8 m,___m256i a,___ m256i b) 
VPXORD __m128i__mm_xor_epi32(__m128i a,___m128i b) 

VPXORD __m128i__mm_mask_xor_epi32(__m128is,__ mmask8 m, ___m128i a,__m128i b) 


m256i b) 


VPXORD __m128i__mm_maskz_xor_epi32(__mmask16 m, __m128i a,__m128i b) 
VPXORQ __m512i__mm512_xor_epi64(__m512i a, __m512i b); 
VPXORQ __m512i__mm512_mask_xor_epi64(__m512is, __mmask8 m,_m512ia,__m512i b); 


VPXORQ __m512i__mm512_maskz_xor_epi64(__mmask8 m, __m512i a,__m512i b); 

VPXORQ __m256i __mm256_xor_epi64(__m256i a, __m256i b); 

VPXORQ __m256i _mm256_mask_xor_epi64(__m256i s, __ mmask8 m, __m256i a, __m256i b); 
VPXORQ __m256i _mm256_maskz_xor_epi64(__mmask8 m, __m256i a,__m256i b); 

VPXORQ __m128i __mm_xor_epi64(__m128i a, __m128i b); 
VPXORQ __m128i _mm_mask_xor_epi64(__m128i s,___mmask8 m, 
VPXORQ __m128i _mm_maskz_xor_epi64(__mmask8 m, ___m128i a, 
PXOR:__m64 __mm_xor_si64 (__m64 m1,__m64 m2) 
(V)PXOR:__m128i __mm_xor_si128 (__m128i a,__m128i b) 
VPXOR:__m256i __mm256_xor_si256 (__m256i a,__ m256i b) 


m128i a,__m128i b); 
m128i b); 


Flags Affected 
None. 


Numeric Exceptions 
None. 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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Opcode** Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

DO /2 RCL r/m&, 1 M1 | Valid Valid Rotate 9 bits (CF, r/m8) left once. 

REX + DO /2 RCL r/m8*, 1 M1 | Valid N.E. Rotate 9 bits (CF, r/m8) left once. 

D2 /2 RCL r/m8, CL MC | Valid Valid Rotate 9 bits (CF, r/m8) left CL times. 

REX + D2 /2 RCL r/m8*, CL MC | Valid N.E. Rotate 9 bits (CF, r/m8) left CL times. 

CO /2 ib RCL r/m8, imm8 MI | Valid Valid Rotate 9 bits (CF, r/m8) left imm8 times. 

REX + CO /2 ib RCL r/m8*, imm8 MI | Valid N.E. Rotate 9 bits (CF, r/m8) left imm8 times. 

D1 /2 RCL r/m16, 1 M1 | Valid Valid Rotate 17 bits (CF, r/m76) left once. 

D3 /2 RCL r/m76, CL MC | Valid Valid Rotate 17 bits (CF, r/m76) left CL times. 

C1 /2 ib RCL r/m16, imm8 MI | Valid Valid Rotate 17 bits (CF, r/m76) left imm8 times. 

D1 /2 RCL r/m32, 1 M1 | Valid Valid Rotate 33 bits (CF, r/m32) left once. 

REX.W + D1 /2 RCL r/m64, 1 M1 | Valid N.E. Rotate 65 bits (CF, r/m64) left once. Uses a 6 
bit count. 

D3 /2 RCL r/m32, CL MC | Valid Valid Rotate 33 bits (CF, r/m32) left CL times. 

REX.W + D3 /2 RCL r/m64, CL MC | Valid N.E. Rotate 65 bits (CF, r/m64) left CL times. Uses a 
6 bit count. 

C1 /2 ib RCL r/m32, imm8 MI | Valid Valid Rotate 33 bits (CF, r/m32) left imm8 times. 

REX.W + C1 /2 ib RCL r/m64, imm8 MI | Valid N.E. Rotate 65 bits (CF, r/m64) left imm8 times. 
Uses a 6 bit count. 

DO /3 RCR r/m&, 1 M1 | Valid Valid Rotate 9 bits (CF, r/m8) right once. 

REX + DO /3 RCR r/m8*, 1 M1 | Valid N.E. Rotate 9 bits (CF, r/m8) right once. 

D2 /3 RCR r/m8, CL MC | Valid Valid Rotate 9 bits (CF, r/m8) right CL times. 

REX + D2 /3 RCR r/m8*, CL MC | Valid N.E. Rotate 9 bits (CF, r/m8) right CL times. 

CO /3 ib RCR r/m8, imm8 MI | Valid Valid Rotate 9 bits (CF, r/m8) right imm8 times. 

REX + CO /3 ib RCR r/m8&*, imm8 MI | Valid N.E. Rotate 9 bits (CF, r/m8) right imm8 times. 

D1 /3 RCR r/m16, 1 M1 | Valid Valid Rotate 17 bits (CF, r/m76) right once. 

D3 /3 RCR r/m76, CL MC | Valid Valid Rotate 17 bits (CF, r/m76) right CL times. 

C1 /3 ib RCR r/m16, imm8& MI | Valid Valid Rotate 17 bits (CF, r/m16) right imm8 times. 

D1 /3 RCR r/m32, 1 M1 | Valid Valid Rotate 33 bits (CF, r/m32) right once. Uses a6 
bit count. 

REX.W + D1 /3 RCR r/m64, 1 M1 | Valid N.E. Rotate 65 bits (CF, r/m64) right once. Uses a6 
bit count. 

D3 /3 RCR r/m32, CL MC | Valid Valid Rotate 33 bits (CF, r/m32) right CL times. 

REX.W + D3 /3 RCR r/m64, CL MC | Valid N.E. Rotate 65 bits (CF, r/m64) right CL times. Uses 
a 6 bit count. 

C1 /3 ib RCR r/m32, imm8& MI | Valid Valid Rotate 33 bits (CF, r/m32) right imm8 times. 

REX.W + C1 /3 ib RCR r/m64, inmm8& MI | Valid N.E. Rotate 65 bits (CF, r/m64) right imm8 times. 
Uses a 6 bit count. 

DO /O ROL r/m8, 1 M1 | Valid Valid Rotate 8 bits r/m8 left once. 

REX + DO /0 ROL r/m8*, 1 M1 | Valid N.E. Rotate 8 bits r/m8 left once 

D2 /0 ROL r/m8, CL MC | Valid Valid Rotate 8 bits r/m8 left CL times. 

REX + D2 /0 ROL r/m8*, CL MC | Valid N.E. Rotate 8 bits r/m8 left CL times. 

CO /0 ib ROL r/m8, imm8 MI | Valid Valid Rotate 8 bits r/m8 left imm8 times. 
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Opcode** Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

REX + CO /0 ib ROL r/m8*, imm8 MI Valid N.E. Rotate 8 bits r/m8 left imm8 times. 

D1 /0 ROL r/m16, 1 M1 | Valid Valid Rotate 16 bits r/m76 left once. 

D3 /0 ROL r/m76, CL MC | Valid Valid Rotate 16 bits r/m76 left CL times. 

C1 /0 ib ROL r/m16, imm8 MI Valid Valid Rotate 16 bits r/m76 left immé8 times. 

D1 /0 ROL r/m32, 1 M1 | Valid Valid Rotate 32 bits r/m32 left once. 

REX.W + D1 /0 ROL r/m64, 1 M1 | Valid N.E. Rotate 64 bits r/m64 left once. Uses a 6 bit 
count. 

D3 /0 ROL r/m32, CL MC | Valid Valid Rotate 32 bits r/m32 left CL times. 

REX.W + D3 /0 ROL r/m64, CL MC _ | Valid N.E. Rotate 64 bits r/m64 left CL times. Uses a 6 
bit count. 

C1 /0 ib ROL r/m32, imm8 MI Valid Valid Rotate 32 bits r/m32 left immé8 times. 

REX.W + C1 /0 ib ROL r/m64, imm8 MI Valid N.E. Rotate 64 bits r/m64 left imm8 times. Uses a 
6 bit count. 

DO /1 ROR r/m&, 1 M1 | Valid Valid Rotate 8 bits r/m right once. 

REX + DO/1 ROR r/m8*, 1 M1 | Valid N.E. Rotate 8 bits r/m8 right once. 

D2/1 ROR r/m8, CL MC | Valid Valid Rotate 8 bits r/m8 right CL times. 

REX + D2 /1 ROR r/m8*, CL MC | Valid N.E. Rotate 8 bits r/m8 right CL times. 

CO /1 ib ROR r/m8, imm8& MI Valid Valid Rotate 8 bits r/m16 right imm& times. 

REX + CO /1 ib ROR r/m8*, imm8& MI Valid N.E. Rotate 8 bits r/m16 right imm& times. 

D1/1 ROR r/m16, 1 M1 | Valid Valid Rotate 16 bits r/m76 right once. 

D3 /1 ROR r/m16, CL MC | Valid Valid Rotate 16 bits r/m76 right CL times. 

C1/1 ib ROR r/m16, imm8 MI Valid Valid Rotate 16 bits r/m16 right imm& times. 

D1/1 ROR r/m32, 1 M1 | Valid Valid Rotate 32 bits r/m32 right once. 

REX.W + D1 /1 ROR r/m64, 1 M1 | Valid N.E. Rotate 64 bits r/m64 right once. Uses a 6 bit 
count. 

D3/1 ROR r/m32, CL MC | Valid Valid Rotate 32 bits r/m32 right CL times. 

REX.W + D3 /1 ROR r/m64, CL MC | Valid N.E. Rotate 64 bits r/m64 right CL times. Uses a 6 
bit count. 

C1/1 ib ROR r/m32, imm8& MI Valid Valid Rotate 32 bits r/m32 right imm& times. 

REX.W+C1/1 ib ROR r/m64, imm8& MI Valid N.E. Rotate 64 bits r/m64 right imm8 times. Uses a 
6 bit count. 


NOTES: 


* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 
** See IA-32 Architecture Compatibility section below. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M1 ModRM:r/m (w) 1 NA NA 
MC ModRM:r/m (w) CL NA NA 
MI ModRM:r/m (w) imm8 NA NA 
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Description 


Shifts (rotates) the bits of the first operand (destination operand) the number of bit positions specified in the 
second operand (count operand) and stores the result in the destination operand. The destination operand can be 
a register or a memory location; the count operand is an unsigned integer that can be an immediate or a value in 
the CL register. The count is masked to 5 bits (or 6 bits if in 64-bit mode and REX.W = 1). 


The rotate left (ROL) and rotate through carry left (RCL) instructions shift all the bits toward more-significant bit 
positions, except for the most-significant bit, which is rotated to the least-significant bit location. The rotate right 
(ROR) and rotate through carry right (RCR) instructions shift all the bits toward less significant bit positions, except 
for the least-significant bit, which is rotated to the most-significant bit location. 


The RCL and RCR instructions include the CF flag in the rotation. The RCL instruction shifts the CF flag into the 
least-significant bit and shifts the most-significant bit into the CF flag. The RCR instruction shifts the CF flag into the 
most-significant bit and shifts the least-significant bit into the CF flag. For the ROL and ROR instructions, the orig- 
inal value of the CF flag is not a part of the result, but the CF flag receives a copy of the bit that was shifted from 
one end to the other. 


The OF flag is defined only for the 1-bit rotates; it is undefined in all other cases (except RCL and RCR instructions 
only: a zero-bit rotate does nothing, that is affects no flags). For left rotates, the OF flag is set to the exclusive OR 
of the CF bit (after the rotate) and the most-significant bit of the result. For right rotates, the OF flag is set to the 
exclusive OR of the two most-significant bits of the result. 


In 64-bit mode, using a REX prefix in the form of REX.R permits access to additional registers (R8-R15). Use of 
REX.W promotes the first operand to 64 bits and causes the count operand to become a 6-bit counter. 


IA-32 Architecture Compatibility 


The 8086 does not mask the rotation count. However, all other IA-32 processors (starting with the Intel 286 
processor) do mask the rotation count to 5 bits, resulting in a maximum count of 31. This masking is done in all 
operating modes (including the virtual-8086 mode) to reduce the maximum execution time of the instructions. 


Operation 


(* RCL and RCR instructions *) 

SIZE := OperandSize; 

CASE (determine count) OF 
SIZE := 8: tempCOUNT := (COUNT AND 1FH) MOD 9; 
SIZE := 16: | tempCOUNT := (COUNT AND 1FH) MOD 17; 
SIZE := 32: = tempCOUNT := COUNT AND 1FH; 
SIZE := 64: — tempCOUNT := COUNT AND 3FH; 

ESAC; 


(* RCL instruction operation *) 
WHILE (tempCOUNT # 0) 
DO 
tempCF := MSB(DEST); 
DEST := (DEST * 2) + CF; 
CF := tempCF; 
tempCOUNT := tempCOUNT - 1; 
OD; 

ELIHW; 

IF (COUNT & COUNTMASK) = 1 
THEN OF := MSB(DEST) XOR CF; 
ELSE OF is undefined; 

Fl; 
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(* RCR instruction operation *) 
IF (COUNT & COUNTMASK) = 1 
THEN OF := MSB(DEST) XOR CF; 
ELSE OF is undefined; 
Fl; 
WHILE (tempCOUNT # 0) 
DO 
tempCF := LSB(SRC); 
DEST := (DEST / 2) + (CF * 25/28); 
CF := tempCF; 
tempCOUNT := tempCOUNT - 1; 
OD; 


(* ROL and ROR instructions *) 
IF OperandSize = 64 
THEN COUNTMASK = 3FH; 
ELSE COUNTMASK = 1FH; 
Fl; 


(* ROL instruction operation *) 


tempCOUNT := (COUNT & COUNTMASK) MOD SIZE 


WHILE (tempCOUNT # 0) 
DO 
tempCF := MSB(DEST); 
DEST := (DEST * 2) + tempCF; 
tempCOUNT := tempCOUNT - 1; 
OD; 
ELIHW; 
IF (COUNT & COUNTMASK) # 0 
THEN CF := LSB(DEST); 
Fl; 
IF (COUNT & COUNTMASK) = 1 
THEN OF := MSB(DEST) XOR CF; 
ELSE OF is undefined; 
Fl; 


(* ROR instruction operation *) 


tempCOUNT := (COUNT & COUNTMASK) MOD SIZE 


WHILE (tempCOUNT + 0) 
DO 
tempCF := LSB(SRC); 
DEST := (DEST / 2) + (tempCF « 25!26), 
tempCOUNT := tempCOUNT - 1; 
OD; 
ELIHW; 
IF (COUNT & COUNTMASK) # 0 
THEN CF := MSB(DEST); 
Fl; 
IF (COUNT & COUNTMASK) = 1 
THEN OF := MSB(DEST) XOR MSB — 1(DEST); 
ELSE OF is undefined; 
Fl; 
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Flags Affected 


If the masked count is 0, the flags are not affected. If the masked count is 1, then the OF flag is affected, otherwise 
(masked count is greater than 1) the OF flag is undefined. The CF flag is affected when the masked count is non- 
zero. The SF, ZF, AF, and PF flags are always unaffected. 


Protected Mode Exceptions 

#GP(0) If the source operand is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the source operand is located in a nonwritable segment. 
If the memory address is in a non-canonical form. 
#PF(fault-code) If a page fault occurs. 


#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used. 
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RCPPS—Compute Reciprocals of Packed Single-Precision Floating-Point Values 


Opcode*/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
NP OF 53 /r RM | V/V SSE Computes the approximate reciprocals of the 
RCPPS xmm1, xmm2/m128 packed single-precision floating-point values 
in xmm2/m128 and stores the results in 
xmm1. 
VEX.128.0F.WIG 53 /r RM | V/V AVX Computes the approximate reciprocals of 
VRCPPS xmm1, xmm2/m128 packed single-precision values in xmm2/mem 
and stores the results in xmm1. 
VEX.256.0F.WIG 53 /r RM |V/V AVX Computes the approximate reciprocals of 
VRCPPS ymm1, ymm2/m256 packed single-precision values in ynm2/mem 
and stores the results in ymm7. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Performs a SIMD computation of the approximate reciprocals of the four packed single-precision floating-point 
values in the source operand (second operand) stores the packed single-precision floating-point results in the 
destination operand. The source operand can be an XMM register or a 128-bit memory location. The destination 
operand is an XMM register. See Figure 10-5 in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1, for an illustration of a SIMD single-precision floating-point operation. 


The relative error for this approximation is: 


[Relative Error| < 1.5 * 2-1¢ 


The RCPPS instruction is not affected by the rounding control bits in the MXCSR register. When a source value is a 
0.0, an ~ of the sign of the source value is returned. A denormal source value is treated as a 0.0 (of the same sign). 
Tiny results (see Section 4.9.1.5, “Numeric Underflow Exception (#U)” in Intel® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 1) are always flushed to 0.0, with the sign of the operand. (Input values greater 
than or equal to |1.11111111110100000000000B«2!2°| are guaranteed to not produce tiny results; input values 
less than or equal to |1.00000000000110000000001B*2!2°| are guaranteed to produce tiny results, which are in 
turn flushed to 0.0; and input values in between this range may or may not produce tiny results, depending on the 
implementation.) When a source value is an SNaN or QNaN, the SNaN is converted to a QNaN or the source QNaN 
is returned. 


In 64-bit mode, using a REX prefix in the form of REX.R permits this instruction to access additional registers 
(XMM8-XMM15). 

128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
YMM register destination are unmodified. 

VEX.128 encoded version: the first source operand is an XMM register or 128-bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding YMM register destination are 
zeroed. 

VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 


Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 
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Operation 


RCPPS (128-bit Legacy SSE version) 
DEST[31:0] := APPROXIMATE(1/SRC[31:0]) 
DEST[63:32] := APPROXIMATE(1/SRC[63:32]) 
DEST[95:64] := APPROXIMATE(1/SRC[95:64]) 
DEST[127:96] := APPROXIMATE(1/SRC[1 27:96]) 
DEST[MAXVL-1:1 28] (Unmodified) 


VRCPPS (VEX.128 encoded version) 
DEST[31:0] := APPROXIMATE(1/SRC[31:0]) 
DEST[63:32] := APPROXIMATE(1/SRC[63:32]) 
DEST[95:64] := APPROXIMATE(1/SRC[95:64]) 
DEST[127:96] := APPROXIMATE(1/SRC[127:96]) 
DEST[MAXVL-1:128] := 0 


VRCPPS (VEX.256 encoded version) 

DEST[31:0] := APPROXIMATE(1/SRC[31:0]) 
DEST[63:32] := APPROXIMATE(1/SRC[63:32]) 
DEST[95:64] := APPROXIMATE(1/SRC[95:64]) 
DEST[127:96] := APPROXIMATE(1/SRC[127:96]) 
DEST[159:128] := APPROXIMATE(1/SRC[159:128]) 
DEST[191:160] := APPROXIMATE(1/SRC[191:160]) 
DEST[223:192] := APPROXIMATE(1/SRC[223:192]) 
DEST[255:224] := APPROXIMATE(1/SRC[255:224]) 


a on 


Intel C/C++ Compiler Intrinsic Equivalent 


RCCPS: m128_mm_rcp_ps(__m128 a) 
RCPPS: m256 __mm256_rcp_ps (__m256 a); 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.vvvv # 1111B. 
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RCPSS—Compute Reciprocal of Scalar Single-Precision Floating-Point Values 


Opcode*/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
F3 OF 53 /r RM | V/V SSE Computes the approximate reciprocal of the 


scalar single-precision floating-point value in 
xmm2/m3z2 and stores the result in xmm1. 


RCPSS xmm17, xmm2/m32 


VEX.LIG.F3.0F.WIG 53 /r RVM | V/V AVX 
VRCPSS xmm1, xmm2, xmm3/m32 


Computes the approximate reciprocal of the 
scalar single-precision floating-point value in 
xmm3/m32 and stores the result in xmm7. 
Also, upper single precision floating-point 
values (bits[127:32]) from xmm2 are copied to 


xmm1[127:32]. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Computes of an approximate reciprocal of the low single-precision floating-point value in the source operand 
(second operand) and stores the single-precision floating-point result in the destination operand. The source 
operand can be an XMM register or a 32-bit memory location. The destination operand is an XMM register. The 
three high-order doublewords of the destination operand remain unchanged. See Figure 10-6 in the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 1, for an illustration of a scalar single-precision floating- 
point operation. 


The relative error for this approximation is: 


[Relative Error| < 1.5 * 2-!¢ 


The RCPSS instruction is not affected by the rounding control bits in the MXCSR register. When a source value is a 
0.0, an ~ of the sign of the source value is returned. A denormal source value is treated as a 0.0 (of the same sign). 
Tiny results (see Section 4.9.1.5, “Numeric Underflow Exception (#U)” in Intel® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 1) are always flushed to 0.0, with the sign of the operand. (Input values greater 
than or equal to |1.11111111110100000000000B«2!2°| are guaranteed to not produce tiny results; input values 
less than or equal to |1.00000000000110000000001B*2!2°| are guaranteed to produce tiny results, which are in 
turn flushed to 0.0; and input values in between this range may or may not produce tiny results, depending on the 
implementation.) When a source value is an SNaN or QNaN, the SNaN is converted to a QNaN or the source QNaN 
is returned. 


In 64-bit mode, using a REX prefix in the form of REX.R permits this instruction to access additional registers 
(XMM8-XMM15). 


128-bit Legacy SSE version: The first source operand and the destination operand are the same. Bits (MAXVL- 
1:32) of the corresponding YMM destination register remain unchanged. 


VEX.128 encoded version: Bits (MAXVL-1:128) of the destination YMM register are zeroed. 


Operation 


RCPSS (128-bit Legacy SSE version) 
DEST[31:0] := APPROXIMATE(1/SRC[31:0]) 
DEST[MAXVL-1:32] (Unmodified) 
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VRCPSS (VEX.128 encoded version) 
DEST[31:0] := APPROXIMATE(1/SRC2[31:0]) 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
RCPSS: m128 _mm_rcp_ss(__m128 a) 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 


See Table 2-22, “Type 5 Class Exception Conditions”. 
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RDFSBASE/RDGSBASE—Read FS/GS Segment Base 


Opcode/ Op/ |64/32- |CPUID Fea- | Description 
Instruction En bit ture Flag 

Mode 
F3 OF AE /0 M VA FSGSBASE _ | Load the 32-bit destination register with the FS 
RDFSBASE r32 base address. 
F3 REX.W OF AE /O M VA FSGSBASE _ | Load the 64-bit destination register with the FS 
RDFSBASE r64 base address. 
F3 OF AE /1 M V/I FSGSBASE _ | Load the 32-bit destination register with the GS 
RDGSBASE r32 base address. 
F3 REX.W OF AE /1 M VA FSGSBASE _ | Load the 64-bit destination register with the GS 
RDGSBASE r64 base address. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Loads the general-purpose register indicated by the modR/M:r/m field with the FS or GS segment base address. 


The destination operand may be either a 32-bit or a 64-bit general-purpose register. The REX.W prefix indicates the 
operand size is 64 bits. If no REX.W prefix is used, the operand size is 32 bits; the upper 32 bits of the source base 
address (for FS or GS) are ignored and upper 32 bits of the destination register are cleared. 


This instruction is supported only in 64-bit mode. 


Operation 
DEST := FS/GS segment base address; 


Flags Affected 
None 


C/C++ Compiler Intrinsic Equivalent 


RDFSBASE: unsigned int __readfsbase_u32(void ); 
RDFSBASE: unsigned __int64 _readfsbase_u64(void ); 
RDGSBASE: unsigned int __readgsbase_u32(void ); 
RDGSBASE: unsigned __int64 _readgsbase_u64(void ); 


Protected Mode Exceptions 
#UD The RDFSBASE and RDGSBASE instructions are not recognized in protected mode. 


Real-Address Mode Exceptions 
#UD The RDFSBASE and RDGSBASE instructions are not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The RDFSBASE and RDGSBASE instructions are not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
#UD The RDFSBASE and RDGSBASE instructions are not recognized in compatibility mode. 
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64-Bit Mode Exceptions 
#UD If the LOCK prefix is used. 
If CR4.FSGSBASE[bit 16] = 0. 
If CPUID.0O7H.OH: EBX.FSGSBASE[bit 0] = 0. 
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RDMSR—Read from Model Specific Register 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
OF 32 RDMSR ZO | Valid Valid Read MSR specified by ECX into EDX:EAX. 
NOTES: 


* See IA-32 Architecture Compatibility section below. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Reads the contents of a 64-bit model specific register (MSR) specified in the ECX register into registers EDX:EAX. 
(On processors that support the Intel 64 architecture, the high-order 32 bits of RCX are ignored.) The EDX register 
is loaded with the high-order 32 bits of the MSR and the EAX register is loaded with the low-order 32 bits. (On 
processors that support the Intel 64 architecture, the high-order 32 bits of each of RAX and RDX are cleared.) If 
fewer than 64 bits are implemented in the MSR being read, the values returned to EDX:EAX in unimplemented bit 
locations are undefined. 


This instruction must be executed at privilege level 0 or in real-address mode; otherwise, a general protection 
exception #GP(0) will be generated. Specifying a reserved or unimplemented MSR address in ECX will also cause a 
general protection exception. 


The MSRs control functions for testability, execution tracing, performance-monitoring, and machine check errors. 
Chapter 2, “Model-Specific Registers (MSRs)” of the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 4, lists all the MSRs that can be read with this instruction and their addresses. Note that each 
processor family has its own set of MSRs. 


The CPUID instruction should be used to determine whether MSRs are supported (CPUID.01H:EDX[5] =1) before 
using this instruction. 


IA-32 Architecture Compatibility 


The MSRs and the ability to read them with the RDMSR instruction were introduced into the IA-32 Architecture with 
the Pentium processor. Execution of this instruction by an IA-32 processor earlier than the Pentium processor 
results in an invalid opcode exception #UD. 


See “Changes to Instruction Behavior in VMX Non-Root Operation” in Chapter 24 of the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 3C, for more information about the behavior of this instruction in 
VMX non-root operation. 


Operation 
EDX:EAX := MSR[ECX]; 


Flags Affected 
None. 


Protected Mode Exceptions 


#GP(0) If the current privilege level is not 0. 
If the value in ECX specifies a reserved or unimplemented MSR address. 
#UD If the LOCK prefix is used. 
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Real-Address Mode Exceptions 
#GP If the value in ECX specifies a reserved or unimplemented MSR address. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#GP(0) The RDMSR instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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RDPID—Read Processor ID 


Opcode/ Op/ |64/32- | CPUID Description 
Instruction En bit Feature Flag 
Mode 
F3 OF C7 /7 R N.E/V | RDPID Read IA32_TSC_AUX into r32. 
RDPID r32 
F3 OF C7 /7 R V/N.E. | RDPID Read IA32_TSC_AUX into r64. 
RDPID r64 
Instruction Operand Encoding! 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
R ModRM:r/m (w) NA NA NA 
Description 


Reads the value of the IA32_TSC_AUX MSR (address C0000103H) into the destination register. The value of CS.D 
and operand-size prefixes (66H and REX.W) do not affect the behavior of the RDPID instruction. 


Operation 


DEST := IA32_TSC_AUX 


Flags Affected 
None. 


Protected Mode Exceptions 
If the LOCK prefix is used. 
If CPUID.7H.0:ECX.RDPID[bit 22] = 0. 


#UD 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


Same exceptions as in protected mode. 


1.ModRM.MOD = 011B required 
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Opcode* Instruction Op/ |64/32bit | CPUID Description 
En |Mode Feature 
Support | Flag 
NP OF 01 EE RDPKRU ZO |V/V OSPKE Reads PKRU into EAX. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 

Description 


Reads the value of PKRU into EAX and clears EDX. ECX must be 0 when RDPKRU is executed; otherwise, a general- 


protection exception (#GP) occurs. 


RDPKRU can be executed only if CR4.PKE = 1; otherwise, an invalid-opcode exception (#UD) occurs. Software can 
discover the value of CR4.PKE by examining CPUID.(EAX=07H,ECX=0H):ECX.OSPKE [bit 4]. 


On processors that support the Intel 64 Architecture, the high-order 32-bits of RCX are ignored and the high-order 


32-bits of RDX and RAX are cleared. 


Operation 


IF (ECX = 0) 
THEN 
EAX := PKRU; 
EDX := 0; 
ELSE #GP(0); 
Fl; 


Flags Affected 
None. 


C/C++ Compiler Intrinsic Equivalent 
RDPKRU: uint32_t _rdpkru_u32(void); 


Protected Mode Exceptions 


#GP(0) If ECX # 0. 
#UD If the LOCK prefix is used. 
If CR4.PKE = O. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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RDPMC—Read Performance-Monitoring Counters 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 33 RDPMC ZO | Valid Valid Read performance-monitoring counter 
specified by ECX into EDX:EAX. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Reads the contents of the performance monitoring counter (PMC) specified in ECX register into registers EDX:EAX. 
(On processors that support the Intel 64 architecture, the high-order 32 bits of RCX are ignored.) The EDX register 
is loaded with the high-order 32 bits of the PMC and the EAX register is loaded with the low-order 32 bits. (On 
processors that support the Intel 64 architecture, the high-order 32 bits of each of RAX and RDX are cleared.) If 
fewer than 64 bits are implemented in the PMC being read, unimplemented bits returned to EDX:EAX will have 
value zero. 


The width of PMCs on processors supporting architectural performance monitoring (CPUID.OAH:EAX[7:0] #0) are 
reported by CPUID.OAH:EAX[23:16]. On processors that do not support architectural performance monitoring 
(CPUID.OAH:EAX[7:0]=0), the width of general-purpose performance PMCs is 40 bits, while the widths of special- 
purpose PMCs are implementation specific. 


Use of ECX to specify a PMC depends on whether the processor supports architectural performance monitoring: 


¢ If the processor does not support architectural performance monitoring (CPUID.OAH:EAX[7:0]=0), ECX[30:0] 
specifies the index of the PMC to be read. Setting ECX[31] selects “fast” read mode if supported. In this mode, 
RDPMC returns bits 31:0 of the PMC in EAX while clearing EDX to zero. 


¢ If the processor does support architectural performance monitoring (CPUID.OAH:EAX[7:0] #0), ECX[31:16] 
specifies type of PMC while ECX[15:0] specifies the index of the PMC to be read within that type. The following 
PMC types are currently defined: 


— General-purpose counters use type 0. The index x (to read IA32_PMCx) must be less than the value 
enumerated by CPUID.OAH.EAX[15:8] (thus ECX[15:8] must be zero). 


— Fixed-function counters use type 4000H. The index x (to read IA32_FIXED_CTRx) can be used if either 
CPUID.OAH.EDX[4:0] > x or CPUID.OAH.ECX[x] = 1 (thus ECX[15:5] must be 0). 


— Performance metrics use type 2000H. This type can be used only if 
IA32_PERF_CAPABILITIES.PERF_METRICS_AVAILABLE[bit 15]=1. For this type, the index in ECX[15:0] is 
implementation specific. 


Specifying an unsupported PMC encoding will cause a general protection exception #GP(0). For PMC details see 
Chapter 18, “Performance Monitoring”, in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3B. 


When in protected or virtual 8086 mode, the Performance-monitoring Counters Enabled (PCE) flag in register 
CR4 restricts the use of the RDPMC instruction. When the PCE flag is set, the RDPMC instruction can be executed 
at any privilege level; when the flag is clear, the instruction can only be executed at privilege level 0. (When in real- 
address mode, the RDPMC instruction is always enabled.) The PMCs can also be read with the RDMSR instruction, 
when executing at privilege level 0. 


The RDPMC instruction is not a serializing instruction; that is, it does not imply that all the events caused by the 
preceding instructions have been completed or that events caused by subsequent instructions have not begun. If 
an exact event count is desired, software must insert a serializing instruction (Such as the CPUID instruction) 
before and/or after the RDPMC instruction. 


Performing back-to-back fast reads are not guaranteed to be monotonic. To guarantee monotonicity on back-to- 
back reads, a serializing instruction must be placed between the two RDPMC instructions. 
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The RDPMC instruction can execute in 16-bit addressing mode or virtual-8086 mode; however, the full contents of 
the ECX register are used to select the PMC, and the event count is stored in the full EAX and EDX registers. The 
RDPMC instruction was introduced into the IA-32 Architecture in the Pentium Pro processor and the Pentium 
processor with MMX technology. The earlier Pentium processors have PMCs, but they must be read with the RDMSR 
instruction. 


Operation 
MSCB = Most Significant Counter Bit (* Model-specific *) 


IF (((CR4.PCE = 1) or (CPL = O) or (CRO.PE = 0)) and (ECX indicates a supported counter)) 
THEN 
EAX := counter[31:0]; 
EDX := ZeroExtend(counter[MSCB:32]); 
ELSE (* ECX is not valid or CR4.PCE is O and CPL is 1, 2, or 3 and CRO.PE is 1 *) 
#GP(0); 
FI; 


Flags Affected 
None. 


Protected Mode Exceptions 


#GP(0) If the current privilege level is not O and the PCE flag in the CR4 register is clear. 
If an invalid performance counter index is specified. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#GP If an invalid performance counter index is specified. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If the PCE flag in the CR4 register is clear. 
If an invalid performance counter index is specified. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) If the current privilege level is not 0 and the PCE flag in the CR4 register is clear. 
If an invalid performance counter index is specified. 
#UD If the LOCK prefix is used. 
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RDRAND—Read Random Number 


Opcode*/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 

Support | Flag 
NFx OF C7 /6 M VIN RDRAND _ | Read a 16-bit random number and store in the 
RDRAND r16 destination register. 
NFx OF C7 /6 M VIV RDRAND _ | Read a 32-bit random number and store in the 
RDRAND r32 destination register. 
NFx REX.W + OF C7 /6 M VAI RDRAND _ | Read a 64-bit random number and store in the 
RDRAND r64 destination register. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Loads a hardware generated random value and store it in the destination register. The size of the random value is 
determined by the destination register size and operating mode. The Carry Flag indicates whether a random value 
is available at the time the instruction is executed. CF=1 indicates that the data in the destination is valid. Other- 
wise CF=0 and the data in the destination operand will be returned as zeros for the specified width. All other flags 
are forced to 0 in either situation. Software must check the state of CF=1 for determining if a valid random value 
has been returned, otherwise it is expected to loop and retry execution of RDRAND (see Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 1, Section 7.3.17, “Random Number Generator Instructions”). 
This instruction is available at all privilege levels. 

In 64-bit mode, the instruction's default operation size is 32 bits. Using a REX prefix in the form of REX.B permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bit oper- 
ands. See the summary chart at the beginning of this section for encoding data and limits. 


Operation 


IF HwW_RND_GEN.ready = 1 
THEN 
CASE of 
osize is 64: DEST[63:0] := HW_RND_GEN.data; 
osize is 32: DEST[31:0] := HW_RND_GEN.data; 
osize is 16: DEST[15:0] := HW_RND_GEN.data; 
ESAC 
CF := 1; 
ELSE 
CASE of 
osize is 64: DEST[63:0] := 0; 
osize is 32: DEST[31:0] := 0; 
osize is 16: DEST[15:0] := 0; 
ESAC 


FI 
OF, SF, ZF, AF, PF := 0; 


Flags Affected 


The CF flag is set according to the result (see the “Operation” section above). The OF, SF, ZF, AF, and PF flags are 
set to 0. 
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Intel C/C++ Compiler Intrinsic Equivalent 


RDRAND: int _rdrand16_step( unsigned short * ); 
RDRAND: int __rdrand32_step( unsigned int * ); 
RDRAND: int __rdrand64_step( unsigned __int64 *); 


Protected Mode Exceptions 
#UD If the LOCK prefix is used. 
If CPUID.OLH:ECX.RDRAND[bit 30] = 0. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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RDSEED—Read Random SEED 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
NFx OF C7 /7 M VIV RDSEED Read a 16-bit NIST SP800-90B & C compliant random value and 
RDSEED r16 store in the destination register. 
NFx OF C7 /7 M VIV RDSEED Read a 32-bit NIST SP800-90B & C compliant random value and 
RDSEED r32 store in the destination register. 
NFx REX.W + OF C7 /7 M VAI RDSEED Read a 64-bit NIST SP800-90B & C compliant random value and 
RDSEED r64 store in the destination register. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Loads a hardware generated random value and store it in the destination register. The random value is generated 
from an Enhanced NRBG (Non Deterministic Random Bit Generator) that is compliant to NIST SP800-90B and NIST 
SP800-90C in the XOR construction mode. The size of the random value is determined by the destination register 
size and operating mode. The Carry Flag indicates whether a random value is available at the time the instruction 
is executed. CF=1 indicates that the data in the destination is valid. Otherwise CF=0 and the data in the destination 
operand will be returned as zeros for the specified width. All other flags are forced to 0 in either situation. Software 
must check the state of CF=1 for determining if a valid random seed value has been returned, otherwise it is 
expected to loop and retry execution of RDSEED (see Section 1.2). 


The RDSEED instruction is available at all privilege levels. The RDSEED instruction executes normally either inside 
or outside a transaction region. 


In 64-bit mode, the instruction's default operation size is 32 bits. Using a REX prefix in the form of REX.B permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bit oper- 
ands. See the summary chart at the beginning of this section for encoding data and limits. 


Operation 


IF HW_NRND_GEN.ready = 1 
THEN 
CASE of 
osize is 64: DEST[63:0] := HW_NRND_GEN.data; 
osize is 32: DEST[31:0] := HW_NRND_GEN.data; 
osize is 16: DEST[15:0] := HW_NRND_GEN.data; 
ESAC; 
CF := 1; 
ELSE 
CASE of 
osize is 64: DEST[63:0] := 0; 
osize is 32: DEST[31:0] := 0; 
osize is 16: DEST[15:0] := 0; 
ESAC; 
CF := 0; 
Fl; 


OF, SF, ZF, AF, PF := 0; 
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Flags Affected 


The CF flag is set according to the result (see the "Operation" section above). The OF, SF, ZF, AF, and PF flags 
are set to 0. 


C/C++ Compiler Intrinsic Equivalent 


RDSEED int __rdseed16_step( unsigned short * ); 
RDSEED int __rdseed32_step( unsigned int * ); 
RDSEED int __rdseed64_step( unsigned __int64 *); 


Protected Mode Exceptions 
#UD If the LOCK prefix is used. 
If CPUID.(EAX=07H, ECX=0H):EBX.RDSEED[bit 18] = 0. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 
If CPUID.(EAX=07H, ECX=0H):EBX.RDSEED[bit 18] = 0. 


Virtual-8086 Mode Exceptions 
#UD If the LOCK prefix is used. 
If CPUID.(EAX=07H, ECX=0H):EBX.RDSEED[bit 18] = 0. 


Compatibility Mode Exceptions 
#UD If the LOCK prefix is used. 
If CPUID.(EAX=07H, ECX=0H):EBX.RDSEED[bit 18] = 0. 


64-Bit Mode Exceptions 
#UD If the LOCK prefix is used. 
If CPUID.(EAX=07H, ECX=0H):EBX.RDSEED[bit 18] = 0. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En | bitMode | Feature 
Support | Flag 
F3 OF 1€/1 (mod=11) R VIN CET_SS Copy low 32 bits of shadow stack pointer (SSP) to r32. 
RDSSPD r32 
F3 REX.W OF 1E/1 (mod=11) | R VINE. CET_SS Copies shadow stack pointer (SSP) to r64. 
RDSSPQ r64 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
R ModRM:r/m (w) NA NA NA 


Description 


Copies the current shadow stack pointer (SSP) register to the register destination. This opcode is a NOP when CET 
shadow stacks are not enabled and on processors that do not support CET. 


Operation 
IFCPL=3 
IF CR4.CET & IA32_U_CET.SH_STK_EN 
IF (operand size is 64 bit) 


THEN 
Dest := SSP; 
ELSE 
Dest := SSP[31:0]; 
Fl; 
Fl; 
ELSE 


IF CR4.CET & IA32_S_CET.SH_STK_EN 
IF (operand size is 64 bit) 


THEN 
Dest := SSP; 
ELSE 
Dest := SSP[31:0]; 
Fl; 
Fl; 
Fl; 
Flags Affected 
None. 


C/C++ Compiler Intrinsic Equivalent 


RDSSPD = ___int32 _rdsspd_i32(void); 
RDSSPQ __int64 _rdsspq_i64(void); 


Protected Mode Exceptions 
None. 
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Real-Address Mode Exceptions 
None. 


Virtual-8086 Mode Exceptions 
None. 


Compatibility Mode Exceptions 
None. 


64-Bit Mode Exceptions 
None. 
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RDTSC—Read Time-Stamp Counter 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 31 RDTSC ZO | Valid Valid Read time-stamp counter into EDX:EAX. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Reads the current value of the processor’s time-stamp counter (a 64-bit MSR) into the EDX:EAX registers. The EDX 
register is loaded with the high-order 32 bits of the MSR and the EAX register is loaded with the low-order 32 bits. 
(On processors that support the Intel 64 architecture, the high-order 32 bits of each of RAX and RDX are cleared.) 


The processor monotonically increments the time-stamp counter MSR every clock cycle and resets it to 0 whenever 
the processor is reset. See “Time Stamp Counter” in Chapter 17 of the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 3B, for specific details of the time stamp counter behavior. 


The time stamp disable (TSD) flag in register CR4 restricts the use of the RDTSC instruction as follows. When the 
flag is clear, the RDTSC instruction can be executed at any privilege level; when the flag is set, the instruction can 
only be executed at privilege level 0. 


The time-stamp counter can also be read with the RDMSR instruction, when executing at privilege level 0. 


The RDTSC instruction is not a serializing instruction. It does not necessarily wait until all previous instructions 

have been executed before reading the counter. Similarly, subsequent instructions may begin execution before the 

read operation is performed. The following items may guide software seeking to order executions of RDTSC: 

¢ If software requires RDTSC to be executed only after all previous instructions have executed and all previous 
loads are globally visible, it can execute LFENCE immediately before RDTSC. 

¢ If software requires RDTSC to be executed only after all previous instructions have executed and all previous 
loads and stores are globally visible, it can execute the sequence MFENCE;LFENCE immediately before RDTSC. 


¢ If software requires RDTSC to be executed prior to execution of any subsequent instruction (including any 
memory accesses), it can execute the sequence LFENCE immediately after RDTSC. 


This instruction was introduced by the Pentium processor. 


See “Changes to Instruction Behavior in VMX Non-Root Operation” in Chapter 24 of the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 3C, for more information about the behavior of this instruction in 
VMX non-root operation. 


Operation 


IF (CR4.TSD = 0) or (CPL = 0) or (CRO.PE = 0) 
THEN EDX:E€AX := TimeStampCounter; 
ELSE (* CR4.TSD = 1 and (CPL = 1, 2, or 3) and CRO.PE = 1 *) 
#GP(0); 
Fl; 


Flags Affected 
None. 


1. Aload is considered to become globally visible when the value to be loaded is determined. 
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Protected Mode Exceptions 


#GP(0) If the TSD flag in register CR4 is set and the CPL is greater than 0. 


#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#GP(0) If the TSD flag in register CR4 is set. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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RDTSCP—Read Time-Stamp Counter and Processor ID 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 01 FO RDTSCP ZO ‘| Valid Valid Read 64-bit time-stamp counter and 
IA32_TSC_AUX value into EDX:EAX and ECX. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Reads the current value of the processor’s time-stamp counter (a 64-bit MSR) into the EDX:EAX registers and also 
reads the value of the IA32_TSC_AUX MSR (address C0000103H) into the ECX register. The EDX register is loaded 
with the high-order 32 bits of the IA32_TSC MSR; the EAX register is loaded with the low-order 32 bits of the 
IA32_TSC MSR; and the ECX register is loaded with the low-order 32-bits of IA32_TSC_AUX MSR. On processors 
that support the Intel 64 architecture, the high-order 32 bits of each of RAX, RDX, and RCX are cleared. 


The processor monotonically increments the time-stamp counter MSR every clock cycle and resets it to 0 whenever 
the processor is reset. See “Time Stamp Counter” in Chapter 17 of the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 3B, for specific details of the time stamp counter behavior. 


The time stamp disable (TSD) flag in register CR4 restricts the use of the RDTSCP instruction as follows. When the 
flag is clear, the RDTSCP instruction can be executed at any privilege level; when the flag is set, the instruction can 
only be executed at privilege level 0. 


The RDTSCP instruction is not a serializing instruction, but it does wait until all previous instructions have executed 

and all previous loads are globally visible.! But it does not wait for previous stores to be globally visible, and subse- 

quent instructions may begin execution before the read operation is performed. The following items may guide 

software seeking to order executions of RDTSCP: 

¢ If software requires RDTSCP to be executed only after all previous stores are globally visible, it can execute 
MFENCE immediately before RDTSCP. 


¢ If software requires RDTSCP to be executed prior to execution of any subsequent instruction (including any 
memory accesses), it can execute LFENCE immediately after RDTSCP. 


See “Changes to Instruction Behavior in VMX Non-Root Operation” in Chapter 24 of the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 3C, for more information about the behavior of this instruction in 
VMX non-root operation. 


Operation 
IF (CR4.TSD = 0) or (CPL = 0) or (CRO.PE = 0) 
THEN 
EDX:EAX := TimeStampCounter; 
ECX := IA32_TSC_AUX[31:0]; 
ELSE (* CR4.TSD = 1 and (CPL = 1, 2, or 3) and CRO.PE = 1 *) 
#GP(0); 
Fl; 


Flags Affected 
None. 


1. Aload is considered to become globally visible when the value to be loaded is determined. 
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Protected Mode Exceptions 
#GP(0) 
#UD If the LOCK prefix is used. 

If CPUID.80000001H:EDX.RDTSCP[bit 27] = 0. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 
If CPUID.80000001H:EDX.RDTSCP[bit 27] = 0. 


Virtual-8086 Mode Exceptions 
#GP(0) If the TSD flag in register CR4 is set. 
#UD If the LOCK prefix is used. 
If CPUID.80000001H:EDX.RDTSCP[bit 27] = 0. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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REP/REPE/REPZ/REPNE/REPNZ—Repeat String Operation Prefix 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

F3 6C REP INS m8, DX ZO | Valid Valid Input (E)CX bytes from port DX into ES:[(€)DI]. 

F3 6C REP INS m8, DX ZO | Valid N.E. Input RCX bytes from port DX into [RDI]. 

F3 6D REP INS m176, DX ZO ‘| Valid Valid Input (E)CX words from port DX into ES:[(E)DI.] 

F3 6D REP INS m32, DX ZO ‘| Valid Valid Input (E)CX doublewords from port DX into 
ES:[(E)DI]. 

F3 6D REP INS r/m32, DX ZO | Valid N.E. Input RCX default size from port DX into [RDI]. 

F3 A4 REP MOVS m8, m8 ZO_ | Valid Valid Move (€)CX bytes from DS:[(E)S!] to ES:[(E)DI]. 

F3 REX.W A4 REP MOVS m8, m8 ZO_ | Valid N.E. Move RCX bytes from [RSI] to [RDI]. 

F3A5 REP MOVS m16, m16 ZO_ | Valid Valid Move (€)CX words from DS:[(E)SI] to ES:[(E)DI]. 

F3 A5 REP MOVS m32, m32 ZO ‘| Valid Valid Move (€)CX doublewords from DS:[(E)SI] to 
ES:[(E)DI]. 

F3 REX.W A5 REP MOVS m64, m64 ZO_ | Valid N.E. Move RCX quadwords from [RSI] to [RDI]. 

F3 6E REP OUTS DX, r/m8& ZO | Valid Valid Output (E)CX bytes from DS:[(E)SI] to port DX. 

F3 REX.W 6E REP OUTS Dx, r/m8* ZO | Valid N.E. Output RCX bytes from [RSI] to port DX. 

F3 6F REP OUTS DX, r/m16 ZO ‘| Valid Valid Output (E)CX words from DS:[(E)SI] to port DX. 

F3 6F REP OUTS DX, r/m32 ZO ‘| Valid Valid Output (E)CX doublewords from DS:[(€)SI] to 
port DX. 

F3 REX.W 6F REP OUTS DX, r/m32 ZO | Valid N.E. Output RCX default size from [RSI] to port DX. 

F3 AC REP LODS AL ZO | Valid Valid Load (E)CX bytes from DS:[(E)SI] to AL. 

F3 REX.W AC REP LODS AL ZO | Valid N.E. Load RCX bytes from [RSI] to AL. 

F3 AD REP LODS AX ZO | Valid Valid Load (E)CX words from DS:[(E)SI] to AX. 

F3 AD REP LODS EAX ZO_ | Valid Valid Load (E)CX doublewords from DS:[(E)SI] to 
EAX. 

F3 REX.W AD REP LODS RAX ZO_ | Valid N.E. Load RCX quadwords from [RSI] to RAX. 

F3 AA REP STOS m8 ZO_ | Valid Valid Fill (E)CX bytes at ES:[(€)DI] with AL. 

F3 REX.W AA REP STOS m8 ZO_ | Valid N.E. Fill RCX bytes at [RDI] with AL. 

F3 AB REP STOS m16 ZO_ | Valid Valid Fill (E)CX words at ES:[(€)DI] with AX. 

F3 AB REP STOS m32 ZO_ | Valid Valid Fill (E)CX doublewords at ES:[(E)DI] with EAX. 

F3 REX.W AB REP STOS m64 ZO_ | Valid N.E. Fill RCX quadwords at [RDI] with RAX. 

F3 A6 REPE CMPS m8, m8 ZO | Valid Valid Find nonmatching bytes in ES:[(€)DI] and 
DS:[(E)SI]. 

F3 REX.W A6 REPE CMPS m8, m8 ZO | Valid N.E. Find non-matching bytes in [RDI] and [RSI]. 

F3 A7 REPE CMPS m16, m16 ZO | Valid Valid Find nonmatching words in ES:[(€)D!] and 
DS:[(E)SI]. 

F3 A7 REPE CMPS m32, m32 ZO | Valid Valid Find nonmatching doublewords in ES:[(€)DI] 
and DS:[(€)SI]. 

F3 REX.W A7 REPE CMPS m64, m64 ZO | Valid N.E. Find non-matching quadwords in [RDI] and 
[RSI]. 

F3 AE REPE SCAS m8 ZO | Valid Valid Find non-AL byte starting at ES:[(€)DI]. 

F3 REX.W AE REPE SCAS m8 ZO ‘| Valid N.E. Find non-AL byte starting at [RDI]. 

F3 AF REPE SCAS m16 ZO | Valid Valid Find non-AX word starting at ES:[(E)DI]. 

F3 AF REPE SCAS m32 ZO | Valid Valid Find non-EAX doubleword starting at 
ES:[(E)DI]. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

F3 REX.W AF REPE SCAS m64 ZO | Valid N.E. Find non-RAX quadword starting at [RDI]. 

F2 A6 REPNE CMPS m8, m8 ZO ‘| Valid Valid Find matching bytes in ES:[(E)DI] and DS:[(E)SI). 

F2 REX.W A6 REPNE CMPS m8, m8 ZO | Valid N.E. Find matching bytes in [RDI] and [RSI]. 

F2 A7 REPNE CMPS m16, m16 ZO | Valid Valid Find matching words in ES:[(€)DI] and 
DS:[(E)SI]. 

F2 A7 REPNE CMPS m32, m32 ZO | Valid Valid Find matching doublewords in ES:[(€)DI] and 
DS:[(E)SI1]. 

F2 REX.W A7 REPNE CMPS m64, m64 ZO ‘| Valid N.E. Find matching doublewords in [RDI] and [RSI]. 

F2 AE REPNE SCAS m8 ZO_ ‘| Valid Valid Find AL, starting at ES:[(€)DI]. 

F2 REX.W AE REPNE SCAS m8 ZO_ ‘| Valid N.E. Find AL, starting at [RDI]. 

F2 AF REPNE SCAS m16 ZO_ | Valid Valid Find AX, starting at ES:[(E)DI]. 

F2 AF REPNE SCAS m32 ZO_ ‘| Valid Valid Find EAX, starting at ES:[(E)DI]. 

F2 REX.W AF REPNE SCAS m64 ZO_ ‘| Valid N.E. Find RAX, starting at [RDI]. 

NOTES: 

* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Repeats a string instruction the number of times specified in the count register or until the indicated condition of 
the ZF flag is no longer met. The REP (repeat), REPE (repeat while equal), REPNE (repeat while not equal), REPZ 
(repeat while zero), and REPNZ (repeat while not zero) mnemonics are prefixes that can be added to one of the 
string instructions. The REP prefix can be added to the INS, OUTS, MOVS, LODS, and STOS instructions, and the 
REPE, REPNE, REPZ, and REPNZ prefixes can be added to the CMPS and SCAS instructions. (The REPZ and REPNZ 
prefixes are synonymous forms of the REPE and REPNE prefixes, respectively.) The F3H prefix is defined for the 
following instructions and undefined for the rest: 


¢ F3H as REP/REPE/REPZ for string and input/output instruction. 
¢ F3H is a mandatory prefix for POPCNT, LZCNT, and ADOX. 


The REP prefixes apply only to one string instruction at a time. To repeat a block of instructions, use the LOOP 
instruction or another looping construct. All of these repeat prefixes cause the associated instruction to be repeated 
until the count in register is decremented to 0. See Table 4-22. 


Table 4-22. Repeat Prefixes 


Repeat Prefix Termination Condition 1* Termination Condition 2 
REP RCX or (E)CX = 0 None 

REPE/REPZ RCX or (E)CX = 0 ZF=0 

REPNE/REPNZ RCX or (E)CX = 0 ZF=1 

NOTES: 


* Count register is CX, ECX or RCX by default, depending on attributes of the operating modes. 


4-560 Vol. 2B REP/REPE/REPZ/REPNE/REPNZ—Repeat String Operation Prefix 


INSTRUCTION SET REFERENCE, M-U 


The REPE, REPNE, REPZ, and REPNZ prefixes also check the state of the ZF flag after each iteration and terminate 
the repeat loop if the ZF flag is not in the specified state. When both termination conditions are tested, the cause 
of a repeat termination can be determined either by testing the count register with a JECXZ instruction or by 
testing the ZF flag (with a JZ, JNZ, or JNE instruction). 


When the REPE/REPZ and REPNE/REPNZ prefixes are used, the ZF flag does not require initialization because both 
the CMPS and SCAS instructions affect the ZF flag according to the results of the comparisons they make. 


A repeating string operation can be suspended by an exception or interrupt. When this happens, the state of the 
registers is preserved to allow the string operation to be resumed upon a return from the exception or interrupt 
handler. The source and destination registers point to the next string elements to be operated on, the EIP register 
points to the string instruction, and the ECX register has the value it held following the last successful iteration of 
the instruction. This mechanism allows long string operations to proceed without affecting the interrupt response 
time of the system. 


When a fault occurs during the execution of a CMPS or SCAS instruction that is prefixed with REPE or REPNE, the 
EFLAGS value is restored to the state prior to the execution of the instruction. Since the SCAS and CMPS instruc- 
tions do not use EFLAGS as an input, the processor can resume the instruction after the page fault handler. 


Use the REP INS and REP OUTS instructions with caution. Not all I/O ports can handle the rate at which these 
instructions execute. Note that a REP STOS instruction is the fastest way to initialize a large block of memory. 


In 64-bit mode, the operand size of the count register is associated with the address size attribute. Thus the default 
count register is RCX; REX.W has no effect on the address size and the count register. In 64-bit mode, if 67H is 
used to override address size attribute, the count register is ECX and any implicit source/destination operand will 
use the corresponding 32-bit index register. See the summary chart at the beginning of this section for encoding 
data and limits. 


REP INS may read from the I/O port without writing to the memory location if an exception or VM exit occurs due 
to the write (e.g. #PF). If this would be problematic, for example because the I/O port read has side-effects, soft- 
ware should ensure the write to the memory location does not cause an exception or VM exit. 


Operation 
IF AddressSize = 16 
THEN 
Use CX for CountReg; 


Implicit Source/Dest operand for memory use of SI/DI; 
ELSE IF AddressSize = 64 
THEN Use RCX for CountReg; 
Implicit Source/Dest operand for memory use of RSI/RDI; 
ELSE 
Use ECX for CountReg; 
Implicit Source/Dest operand for memory use of ESI/EDI; 
Fl; 
WHILE CountReg # 0 
DO 
Service pending interrupts (if any); 
Execute associated string instruction; 
CountReg := (CountReg - 1); 
IF CountReg = 0 
THEN exit WHILE loop; FI; 
IF (Repeat prefix is REPZ or REPE) and (ZF = 0) 
or (Repeat prefix is REPNZ or REPNE) and (ZF = 1) 
THEN exit WHILE loop; FI; 
OD; 


Flags Affected 
None; however, the CMPS and SCAS instructions do set the status flags in the EFLAGS register. 
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Exceptions (All Operating Modes) 
Exceptions may be generated by an instruction associated with the prefix. 


64-Bit Mode Exceptions 
#GP(0) If the memory address is in a non-canonical form. 
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RET—Return from Procedure 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
C3 RET ZO | Valid Valid Near return to calling procedure. 
CB RET ZO | Valid Valid Far return to calling procedure. 
C2 iw RET imm16 | Valid Valid Near return to calling procedure and pop 


imm16 bytes from stack. 


CA iw RET imm16 | Valid Valid Far return to calling procedure and pop imm16 
bytes from stack. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
| imm16 NA NA NA 
Description 


Transfers program control to a return address located on the top of the stack. The address is usually placed on the 
stack by a CALL instruction, and the return is made to the instruction that follows the CALL instruction. 


The optional source operand specifies the number of stack bytes to be released after the return address is popped; 
the default is none. This operand can be used to release parameters from the stack that were passed to the called 
procedure and are no longer needed. It must be used when the CALL instruction used to switch to a new procedure 
uses a call gate with a non-zero word count to access the new procedure. Here, the source operand for the RET 
instruction must specify the same number of bytes as is specified in the word count field of the call gate. 


The RET instruction can be used to execute three different types of returns: 


¢ Near return — Areturn to a calling procedure within the current code segment (the segment currently pointed 
to by the CS register), sometimes referred to as an intrasegment return. 


¢ Far return — A return to a calling procedure located in a different segment than the current code segment, 
sometimes referred to as an intersegment return. 


¢ Inter-privilege-level far return — A far return to a different privilege level than that of the currently 
executing program or procedure. 


The inter-privilege-level return type can only be executed in protected mode. See the section titled “Calling Proce- 
dures Using Call and RET” in Chapter 6 of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1, for detailed information on near, far, and inter-privilege-level returns. 


When executing a near return, the processor pops the return instruction pointer (offset) from the top of the stack 
into the EIP register and begins program execution at the new instruction pointer. The CS register is unchanged. 


When executing a far return, the processor pops the return instruction pointer from the top of the stack into the EIP 
register, then pops the segment selector from the top of the stack into the CS register. The processor then begins 
program execution in the new code segment at the new instruction pointer. 


The mechanics of an inter-privilege-level far return are similar to an intersegment return, except that the 
processor examines the privilege levels and access rights of the code and stack segments being returned to deter- 
mine if the control transfer is allowed to be made. The DS, ES, FS, and GS segment registers are cleared by the RET 
instruction during an inter-privilege-level return if they refer to segments that are not allowed to be accessed at the 
new privilege level. Since a stack switch also occurs on an inter-privilege level return, the ESP and SS registers are 
loaded from the stack. 


If parameters are passed to the called procedure during an inter-privilege level call, the optional source operand 
must be used with the RET instruction to release the parameters on the return. Here, the parameters are released 
both from the called procedure’s stack and the calling procedure’s stack (that is, the stack being returned to). 


In 64-bit mode, the default operation size of this instruction is the stack-address size, i.e. 64 bits. This applies to 
near returns, not far returns; the default operation size of far returns is 32 bits. 
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Refer to Chapter 6, “Procedure Calls, Interrupts, and Exceptions” and Chapter 18, “Control-Flow Enforcement Tech- 
nology (CET)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for CET details. 


Instruction ordering. Instructions following a far return may be fetched from memory before earlier instructions 
complete execution, but they will not execute (even speculatively) until all instructions prior to the far return have 
completed execution (the later instructions may execute before data stored by the earlier instructions have become 
globally visible). 


Unlike near indirect CALL and near indirect JMP, the processor will not speculatively execute the next sequential 
instruction after a near RET unless that instruction is also the target of a jump or is a target in a branch predictor. 


Operation 


(* Near return *) 
IF instruction = near return 
THEN; 
IF OperandSize = 32 
THEN 
IF top 4 bytes of stack not within stack limits 
THEN #SS(0); Fl; 
EIP := Pop(); 
IF ShadowStackEnabled(CPL) 
tempSsEIP = ShadowStackPop4B(); 
IF EIP = TempSsEIP 
THEN #CP(NEAR_RET); Fl; 
Fl; 
ELSE 
IF OperandSize = 64 
THEN 
IF top 8 bytes of stack not within stack limits 
THEN #SS(0); FI; 
RIP := Pop(); 
IF ShadowStackEnabled(CPL) 
tempSsEIP = ShadowStackPop8B(); 
IF RIP != tempSsE€IP 
THEN #CP(NEAR_RET); Fl; 
Fl; 
ELSE (* OperandSize = 16 *) 
IF top 2 bytes of stack not within stack limits 
THEN #SS(0); Fl; 
tempEIP := Pop(); 
tempElP := tempElP AND OOOOFFFFH; 
IF tempElP not within code segment limits 
THEN #GP(0); FI; 
EIP := tempEIP; 
IF ShadowStackEnabled(CPL) 
tempSsEip = ShadowStackPop4B(); 
IF EIP != tempSsEIP 
THEN #CP(NEAR_RET); Fl; 
Fl; 
Fl; 
Fl; 


IF instruction has immediate operand 
THEN (* Release parameters from stack *) 
IF StackAddressSize = 32 
THEN 
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ESP := ESP + SRC; 


ELSE 
IF StackAddressSize = 64 
THEN 
RSP := RSP + SRC; 
ELSE (* StackAddressSize = 16 *) 
SP := SP + SRC; 
Fl; 


Fl; 
Fl; 
Fl; 


(* Real-address mode or virtual-8086 mode *) 
IF ((PE = 0) or (PE = 1 AND VM = 1)) and instruction = far return 
THEN 
IF OperandSize = 32 
THEN 
IF top 8 bytes of stack not within stack limits 
THEN #SS(0); FI; 
EIP := Pop(); 
CS := Pop(); (* 32-bit pop, high-order 16 bits discarded *) 
ELSE (* OperandSize = 16 *) 
IF top 4 bytes of stack not within stack limits 
THEN #SS(0); FI; 
tempElP := Pop(); 
tempEIP := tempEIP AND OOOOFFFFH; 
IF tempElP not within code segment limits 
THEN #GP(0); Fl; 
EIP := tempEIP; 
CS := Pop(); (* 16-bit pop *) 
Fl; 
IF instruction has immediate operand 
THEN (* Release parameters from stack *) 
SP := SP + (SRC AND FFFFH); 
Fl; 
Fl; 


(* Protected mode, not virtual-8086 mode *) 
IF (PE = 1 and VM = O and IA32_EFER.LMA = 0) and instruction = far return 


THEN 
IF OperandSize = 32 
THEN 
IF second doubleword on stack is not within stack limits 
THEN #SS(0); FI; 
ELSE (* OperandSize = 16 *) 
IF second word on stack is not within stack limits 
THEN #SS(0); Fl; 
Fl; 


IF return code segment selector is NULL 
THEN #GP(0); Fl; 
IF return code segment selector addresses descriptor beyond descriptor table limit 
THEN #GP(selector); Fl; 
Obtain descriptor to which return code segment selector points from descriptor table; 
IF return code segment descriptor is not a code segment 
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THEN #GP(selector); FI; 
IF return code segment selector RPL < CPL 
THEN #GP(selector); Fl; 
IF return code segment descriptor is conforming 
and return code segment DPL > return code segment selector RPL 
THEN #GP(selector); Fl; 
IF return code segment descriptor is non-conforming and return code 
segment DPL # return code segment selector RPL 
THEN #GP(selector); Fl; 
IF return code segment descriptor is not present 
THEN #NP(selector); FI: 
IF return code segment selector RPL > CPL 
THEN GOTO RETURN-TO-OUTER-PRIVILEGE-LEVEL; 
ELSE GOTO RETURN-TO-SAME-PRIVILEGE-LEVEL; 
Fl; 
Fl; 


RETURN-TO-SAME-PRIVILEGE-LEVEL: 


IF the return instruction pointer is not within the return code segment limit 


THEN #GP(0); Fl; 
IF OperandSize = 32 
THEN 
EIP := Pop(); 
CS := Pop(); (* 32-bit pop, high-order 16 bits discarded *) 
ELSE (* OperandSize = 16 *) 
EIP := Pop(); 
EIP := EIP AND OOOOFFFFH; 
CS := Pop(); (* 16-bit pop *) 
Fl; 
IF instruction has immediate operand 
THEN (* Release parameters from stack *) 
IF StackAddressSize = 32 
THEN 
ESP := ESP + SRC; 
ELSE (* StackAddressSize = 16 *) 
SP := SP + SRC; 
Fl; 
Fl; 
IF ShadowStackEnabled(CPL) 
(* SSP must be 8 byte aligned *) 
IF SSP AND 0x7 != 0 
THEN #CP(FAR-RET/IRET); Fl; 
tempSsCS = shadow_stack_load 8 bytes from SSP+16; 
tempSsLIP = shadow_stack_load 8 bytes from SSP+8; 
prevSSP = shadow_stack_load 8 bytes from SSP; 
SSP = SSP + 24; 


(* do a 64 bit-compare to check if any bits beyond bit 15 are set *) 


tempCS = CS; (* zero pad to 64 bit *) 
IF tempCs != tempSsCS 
THEN #CP(FAR-RET/IRET); FI; 
(* do a 64 bit-compare; pad CSBASE+RIP with O for 32 bit LIP*) 
IF CSBASE + RIP != tempSsLIP 
THEN #CP(FAR-RET/IRET); Fl; 
(* prevSSP must be 4 byte aligned *) 
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IF prevSSP AND 0x3 != 0 
THEN #CP(FAR-RET/IRET); Fl; 
(* In legacy mode SSP must be in low 4GB *) 
IF prevSSP[63:32] != 0 
THEN #GP(0); Fl; 
SSP := prevSSP 
Fl; 


RETURN-TO-OUTER-PRIVILEGE-LEVEL: 
IF top (16 + SRC) bytes of stack are not within stack limits (OperandSize = 32) 
or top (8 + SRC) bytes of stack are not within stack limits (OQperandSize = 16) 
THEN #SS(0); Fl; 
Read return segment selector; 
IF stack segment selector is NULL 
THEN #GP(0); Fl; 
IF return stack segment selector index is not within its descriptor table limits 
THEN #GP(selector); FI; 
Read segment descriptor pointed to by return segment selector; 
IF stack segment selector RPL # RPL of the return code segment selector 
or stack segment is not a writable data segment 
or stack segment descriptor DPL # RPL of the return code segment selector 
THEN #GP(selector); Fl; 
IF stack segment not present 
THEN #SS(StackSegmentSelector); Fl; 
IF the return instruction pointer is not within the return code segment limit 
THEN #GP(0); Fl; 
IF OperandSize = 32 
THEN 
EIP := Pop(); 
CS := Pop(); (* 32-bit pop, high-order 16 bits discarded; segment descriptor loaded *) 
CS(RPL) := ReturnCodeSegmentSelector(RPL); 
IF instruction has immediate operand 
THEN (* Release parameters from called procedure’s stack *) 
IF StackAddressSize = 32 
THEN 
ESP := ESP + SRC; 
ELSE (* StackAddressSize = 16 *) 
SP := SP + SRC; 
Fl; 
Fl; 
temp€SP := Pop(); 
tempSS := Pop(); (* 32-bit pop, high-order 16 bits discarded; seg. descriptor loaded *) 
ELSE (* OperandSize = 16 *) 
EIP := Pop(); 
EIP := EIP AND OOOOFFFFH; 
CS := Pop(); (* 16-bit pop; segment descriptor loaded *) 
CS(RPL) := ReturnCodeSegmentSelector(RPL); 
IF instruction has immediate operand 
THEN (* Release parameters from called procedure’s stack *) 
IF StackAddressSize = 32 
THEN 
ESP := ESP + SRC; 
ELSE (* StackAddressSize = 16 *) 
SP := SP + SRC; 
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Fl; 
Fl; 
temp€ESP := Pop(); 
tempSS := Pop(); (* 16-bit pop; segment descriptor loaded *) 
Fl; 
IF ShadowStackEnabled(CPL) 
(* check if 8 byte aligned *) 
IF SSP AND 0x7 != 0 
THEN #CP(FAR-RET/IRET); Fl; 
IF ReturnCodeSegmentSelector(RPL) !=3 
THEN 
tempSsCS = shadow_stack_load 8 bytes from SSP+16; 
tempSsLIP = shadow_stack_load 8 bytes from SSP+8; 
tempSSP = shadow_stack_load 8 bytes from SSP; 
SSP = SSP + 24; 
(* Do 64 bit compare to detect bits beyond 15 being set *) 
tempCS = CS; (* zero extended to 64 bit *) 
IF tempCs != tempSsCS 
THEN #CP(FAR-RET/IRET); FI; 
(* Do 64 bit compare; pad CSBASE+RIP with O for 32 bit LA *) 
IF CSBASE + RIP != tempSsLIP 
THEN #CP(FAR-RET/IRET); FI; 
(* check if 4 byte aligned *) 
IF tempSSP AND 0x3 != 0 
THEN #CP(FAR-RET/IRET); FI; 
Fl; 
Fl; 
tempOldCPL = CPL; 


CPL := ReturnCodeSegmentSelector(RPL); 
ESP := tempESP; 
SS := tempSS; 
tempOldSSP = SSP; 
IF ShadowStackEnabled(CPL) 
IF CPL = 3 
THEN tempSSP := IA32_PL3_SSP; Fl; 
IF tempSSP[63:32] != 0 
THEN #GP(0); Fl; 
SSP := tempSSP 
Fl; 
(* Now past all faulting points; safe to free the token. The token free is done using the old SSP 
* and using a supervisor override as old CPL was a supervisor privilege level *) 
IF ShadowStackEnabled(tempOldCPL) 
expected_token_value = tempOldSSP | BUSY_BIT (* busy bit - bit position O - must be set *) 
new_token_value = tempOldSSP (* clear the busy bit *) 
shadow_stack_lock_cmpxchg8b(tempOldSSP, new_token_value, expected_token_value) 
Fl; 
Fl; 


FOR each SegReg in (ES, FS, GS, and DS) 
DO 
tempDesc := descriptor cache for SegReg (* hidden part of segment register *) 
IF (SegmentSelector == NULL) OR (tempDesc(DPL) < CPL AND tempDesc(Type) is (data or non-conforming code))) 
THEN (* Segment register invalid *) 
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SegmentSelector := 0; (*Segment selector becomes null*) 
Fl; 
OD; 


IF instruction has immediate operand 
THEN (* Release parameters from calling procedure’s stack *) 
IF StackAddressSize = 32 
THEN 
ESP := ESP + SRC; 
ELSE (* StackAddressSize = 16 *) 
SP := SP + SRC; 
Fl; 
Fl; 


(* IA-32e Mode *) 
IF (PE = 1 and VM = 0 and IA32_EFER.LMA = 1) and instruction = far return 


THEN 
IF OperandSize = 32 
THEN 
IF second doubleword on stack is not within stack limits 
THEN #SS(0); FI; 
IF first or second doubleword on stack is not in canonical space 
THEN #SS(0); FI; 
ELSE 
IF OperandSize = 16 
THEN 
IF second word on stack is not within stack limits 
THEN #SS(0); FI; 
IF first or second word on stack is not in canonical space 
THEN #SS(0); FI; 
ELSE (* OperandSize = 64 *) 
IF first or second quadword on stack is not in canonical space 
THEN #SS(0); FI; 
Fl 
Fl; 


IF return code segment selector is NULL 
THEN GP(0); Fl; 
IF return code segment selector addresses descriptor beyond descriptor table limit 
THEN GP(selector); Fl; 
IF return code segment selector addresses descriptor in non-canonical space 
THEN GP(selector); Fl; 
Obtain descriptor to which return code segment selector points from descriptor table; 
IF return code segment descriptor is not a code segment 
THEN #GP(selector); Fl; 
IF return code segment descriptor has L-bit = 1 and D-bit = 1 
THEN #GP(selector); Fl; 
IF return code segment selector RPL < CPL 
THEN #GP(selector); Fl; 
IF return code segment descriptor is conforming 
and return code segment DPL > return code segment selector RPL 
THEN #GP(selector); Fl; 
IF return code segment descriptor is non-conforming 
and return code segment DPL # return code segment selector RPL 
THEN #GP(selector); Fl; 
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IF return code segment descriptor is not present 
THEN #NP(selector); FI: 
IF return code segment selector RPL > CPL 
THEN GOTO IA-32E-MODE-RETURN-TO-OUTER-PRIVILEGE-LEVEL; 
ELSE GOTO IA-32E-MODE-RETURN-TO-SAME-PRIVILEGE-LEVEL; 
Fl; 
Fl; 


IA-32E-MODE-RETURN-TO-SAME-PRIVILEGE-LEVEL: 
IF the return instruction pointer is not within the return code segment limit 
THEN #GP(0); Fl; 
IF the return instruction pointer is not within canonical address space 
THEN #GP(0); Fl; 
IF OperandSize = 32 
THEN 
EIP := Pop(); 
CS := Pop(); (* 32-bit pop, high-order 16 bits discarded *) 
ELSE 
IF OperandSize = 16 
THEN 
EIP := Pop(); 
EIP := EIP AND OOOOFFFFH; 
CS := Pop(); (* 16-bit pop *) 
ELSE (* OperandSize = 64 *) 
RIP := Pop(); 
CS := Pop(); (* 64-bit pop, high-order 48 bits discarded *) 
Fl; 
Fl; 
IF instruction has immediate operand 
THEN (* Release parameters from stack *) 
IF StackAddressSize = 32 
THEN 
ESP := ESP + SRC; 
ELSE 
IF StackAddressSize = 16 
THEN 
SP := SP + SRC; 
ELSE (* StackAddressSize = 64 *) 
RSP := RSP + SRC; 
Fl; 
Fl; 
Fl; 
IF ShadowStackEnabled(CPL) 
IF SSP AND 0x7 != 0 (* check if aligned to 8 bytes *) 
THEN #CP(FAR-RET/IRET); Fl; 
tempSsCS = shadow_stack_load 8 bytes from SSP+16; 
tempSsLIP = shadow_stack_load 8 bytes from SSP+8; 
tempSSP = shadow_stack_load 8 bytes from SSP; 
SSP = SSP + 24; 
tempCS = CS; (* zero padded to 64 bit *) 
IF tempCS != tempSsCS (* 64 bit compare; CS zero padded to 64 bits *) 
THEN #CP(FAR-RET/IRET); Fl; 
IF CSBASE + RIP != tempSsLIP (* 64 bit compare *) 
THEN #CP(FAR-RET/IRET); Fl; 
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IF tempSSP AND Ox3 != 0 (* check if aligned to 4 bytes *) 
THEN #CP(FAR-RET/IRET); Fl; 
IF (CS.L = O AND tempSSP[63:32] != 0) OR 
(CS.L = 1 AND tempSSP is not canonical relative to the current paging mode) 
THEN #GP(0); Fl; 
SSP := tempSSP 
Fl; 


IA-32€-MODE-RETURN-TO-OUTER-PRIVILEGE-LEVEL: 
IF top (16 + SRC) bytes of stack are not within stack limits (OperandSize = 32) 
or top (8 + SRC) bytes of stack are not within stack limits (OQperandSize = 16) 
THEN #SS(0); Fl; 
IF top (16 + SRC) bytes of stack are not in canonical address space (OperandSize =32) 
or top (8 + SRC) bytes of stack are not in canonical address space (OperandSize = 16) 
or top (32 + SRC) bytes of stack are not in canonical address space (OperandSize = 64) 
THEN #SS(0); Fl; 
Read return stack segment selector; 
IF stack segment selector is NULL 
THEN 
IF new CS descriptor L-bit = 0 
THEN #GP(selector); 
IF stack segment selector RPL = 3 
THEN #GP(selector); 


Fl; 
IF return stack segment descriptor is not within descriptor table limits 
THEN #GP(selector); Fl; 
IF return stack segment descriptor is in non-canonical address space 
THEN #GP(selector); Fl; 
Read segment descriptor pointed to by return segment selector; 
IF stack segment selector RPL # RPL of the return code segment selector 
or stack segment is not a writable data segment 
or stack segment descriptor DPL # RPL of the return code segment selector 
THEN #GP(selector); Fl; 
IF stack segment not present 
THEN #SS(StackSegmentSelector); Fl; 
IF the return instruction pointer is not within the return code segment limit 
THEN #GP(0); Fl: 
IF the return instruction pointer is not within canonical address space 
THEN #GP(0); Fl; 
IF OperandSize = 32 
THEN 
EIP := Pop(); 
CS := Pop(); (* 32-bit pop, high-order 16 bits discarded, segment descriptor loaded *) 
CS(RPL) := ReturnCodeSegmentSelector(RPL); 
IF instruction has immediate operand 
THEN (* Release parameters from called procedure’s stack *) 
IF StackAddressSize = 32 


THEN 
ESP := ESP + SRC; 
ELSE 
IF StackAddressSize = 16 
THEN 
SP := SP + SRC; 


ELSE (* StackAddressSize = 64 *) 
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RSP := RSP + SRC; 
Fl; 
Fl; 
Fl; 
temp€ESP := Pop(); 
tempSS := Pop(); (* 32-bit pop, high-order 16 bits discarded, segment descriptor loaded *) 
ELSE 
IF OperandSize = 16 
THEN 
EIP := Pop(); 
EIP := EIP AND OOOOFFFFH; 
CS := Pop(); (* 16-bit pop; segment descriptor loaded *) 
CS(RPL) := ReturnCodeSegmentSelector(RPL); 
IF instruction has immediate operand 
THEN (* Release parameters from called procedure’s stack *) 
IF StackAddressSize = 32 
THEN 
ESP := ESP + SRC; 
ELSE 
IF StackAddressSize = 16 
THEN 
SP := SP + SRC; 
ELSE (* StackAddressSize = 64 *) 
RSP := RSP + SRC; 
Fl; 
Fl; 
Fl; 
tempESP := Pop(); 
tempSS := Pop(); (* 16-bit pop; segment descriptor loaded *) 
ELSE (* OperandSize = 64 *) 
RIP := Pop(); 
CS := Pop(); (* 64-bit pop; high-order 48 bits discarded; seg. descriptor loaded *) 
CS(RPL) := ReturnCodeSegmentSelector(RPL); 
IF instruction has immediate operand 
THEN (* Release parameters from called procedure’s stack *) 
RSP := RSP + SRC; 
Fl; 
tempESP := Pop(); 
tempSS := Pop(); (* 64-bit pop; high-order 48 bits discarded; seg. desc. loaded *) 
Fl; 
Fl; 


IF ShadowStackEnabled(CPL) 
(* check if 8 byte aligned *) 
IF SSP AND 0x7 != 0 
THEN #CP(FAR-RET/IRET); FI; 
IF ReturnCodeSegmentSelector(RPL) !=3 
THEN 
tempSsCS = shadow_stack_load 8 bytes from SSP+16; 
tempSsLIP = shadow_stack_load 8 bytes from SSP+8; 
tempSSP = shadow_stack_load 8 bytes from SSP; 
SSP = SSP + 24; 
(* Do 64 bit compare to detect bits beyond 15 being set *) 
tempCS = CS; (* zero padded to 64 bit *) 
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IF tempCs != tempSsCS 
THEN #CP(FAR-RET/IRET); Fl; 
(* Do 64 bit compare; pad CSBASE+RIP with O for 32 bit LIP *) 
IF CSBASE + RIP != tempSsLIP 
THEN #CP(FAR-RET/IRET); Fl; 
(* check if 4 byte aligned *) 
IF tempSSP AND Ox3 != 0 
THEN #CP(FAR-RET/IRET); FI; 
Fl; 
Fl; 
tempOldCPL = CPL; 
CPL := ReturnCodeSegmentSelector(RPL); 
ESP := tempESP; 
SS := tempSS; 
tempOldSSP = SSP; 
IF ShadowStackEnabled(CPL) 
IF CPL = 3 
THEN tempSSP := [A32_PL3_SSP; Fl; 
IF (CS.L = O AND tempSSP[63:32] != 0) OR 
(CS.L = 1 AND tempSSP is not canonical relative to the current paging mode) 
THEN #GP(0); Fl; 
SSP := tempSSP 
Fl; 
(* Now past all faulting points; safe to free the token. The token free is done using the old SSP 
* and using a supervisor override as old CPL was a supervisor privilege level *) 
IF ShadowStackEnabled(tempOldCPL) 
expected_token_value = tempOldSSP | BUSY_BIT (* busy bit - bit position O - must be set *) 
new_token_value = tempOldSSP (* clear the busy bit *) 
shadow_stack_lock_cmpxchg8b(tempOldSSP, new_token_value, expected_token_value) 
Fl; 


FOR each of segment register (ES, FS, GS, and DS) 
DO 
IF segment register points to data or non-conforming code segment 
and CPL > segment descriptor DPL; (* DPL in hidden part of segment register *) 
THEN SegmentSelector := 0; (* SegmentSelector invalid *) 
Fl; 
OD; 


IF instruction has immediate operand 
THEN (* Release parameters from calling procedure’s stack *) 
IF StackAddressSize = 32 
THEN 
ESP := ESP + SRC; 
ELSE 
IF StackAddressSize = 16 
THEN 
SP := SP + SRC; 
ELSE (* StackAddressSize = 64 *) 
RSP := RSP + SRC; 
Fl; 
Fl; 
Fl; 
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Flags Affected 
None. 


Protected Mode Exceptions 


#GP(0) 


#GP(selector) 


#SS(0) 


#NP(selector) 
#PF(fault-code) 
#AC(0) 
#CP(Far-RET/IRET) 


If the return code or stack segment selector is NULL. 
If the return instruction pointer is not within the return code segment limit. 


If returning to 32-bit or compatibility mode and the previous SSP from shadow stack (when 
returning to CPL <3) or from IA32_PL3_SSP (returning to CPL 3) is beyond 4GB. 


If the RPL of the return code segment selector is less then the CPL. 
If the return code or stack segment selector index is not within its descriptor table limits. 
If the return code segment descriptor does not indicate a code segment. 


If the return code segment is non-conforming and the segment selector’s DPL is not equal to 
the RPL of the code segment’s segment selector 


If the return code segment is conforming and the segment selector’s DPL greater than the RPL 
of the code segment’s segment selector 


If the stack segment is not a writable data segment. 
If the stack segment selector RPL is not equal to the RPL of the return code segment selector. 


If the stack segment descriptor DPL is not equal to the RPL of the return code segment 
selector. 


If the top bytes of stack are not within stack limits. 

If the return stack segment is not present. 

If the return code segment is not present. 

If a page fault occurs. 

If an unaligned memory access occurs when the CPL is 3 and alignment checking is enabled. 


If the previous SSP from shadow stack (when returning to CPL <3) or from IA32_PL3_SSP 
(returning to CPL 3) is not 4 byte aligned. 


If return instruction pointer from stack and shadow stack do not match. 


Real-Address Mode Exceptions 


#GP 
#SS 


If the return instruction pointer is not within the return code segment limit 
If the top bytes of stack are not within stack limits. 


Virtual-8086 Mode Exceptions 


#GP(0) 
#SS(0) 
#PF(fault-code) 
#AC(0) 


If the return instruction pointer is not within the return code segment limit 
If the top bytes of stack are not within stack limits. 

If a page fault occurs. 

If an unaligned memory access occurs when alignment checking is enabled. 


Compatibility Mode Exceptions 
Same as 64-bit mode exceptions. 
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64-Bit Mode Exceptions 
#GP(0) If the return instruction pointer is non-canonical. 
If the return instruction pointer is not within the return code segment limit. 
If the stack segment selector is NULL going back to compatibility mode. 
If the stack segment selector is NULL going back to CPL3 64-bit mode. 
If a NULL stack segment selector RPL is not equal to CPL going back to non-CPL3 64-bit mode. 
If the return code segment selector is NULL. 


If returning to 32-bit or compatibility mode and the previous SSP from shadow stack (when 
returning to CPL <3) or from IA32_PL3_SSP (returning to CPL 3) is beyond 4GB. 


#GP(selector) If the proposed segment descriptor for a code segment does not indicate it is a code segment. 
If the proposed new code segment descriptor has both the D-bit and L-bit set. 


If the DPL for a nonconforming-code segment is not equal to the RPL of the code segment 
selector. 


If CPL is greater than the RPL of the code segment selector. 


If the DPL of a conforming-code segment is greater than the return code segment selector 
RPL. 


If a segment selector index is outside its descriptor table limits. 

If a segment descriptor memory address is non-canonical. 

If the stack segment is not a writable data segment. 

If the stack segment descriptor DPL is not equal to the RPL of the return code segment 


selector. 

If the stack segment selector RPL is not equal to the RPL of the return code segment selector. 
#SS(0) If an attempt to pop a value off the stack violates the SS limit. 

If an attempt to pop a value off the stack causes a non-canonical address to be referenced. 
#NP(selector) If the return code or stack segment is not present. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 


current privilege level is 3. 


#CP(Far-RET/IRET) If the previous SSP from shadow stack (when returning to CPL <3) or from IA32_PL3_SSP 
(returning to CPL 3) is not 4 byte aligned. 


If return instruction pointer from stack and shadow stack do not match. 
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RORX — Rotate Right Logical Without Affecting Flags 


Opcode/ Op/ | 64/32 | CPUID Description 
Instruction En -bit Feature 

Mode | Flag 
VEX.LZ.F2.0F3A.WO FO /r ib RMI | V/V BMI2 Rotate 32-bit r/m32 right imm8 times without affecting arithmetic 
RORX r32, r/m32, imm8 flags. 
VEX.LZ.F2.0F3A.W1 FO /r ib RMI | V/N.E. | BMI2 Rotate 64-bit r/m64 right imm8 times without affecting arithmetic 
RORX r64, r/m64, imm8 flags. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (w) ModRM:r/m (r) Imm8s NA 
Description 


Rotates the bits of second operand right by the count value specified in imm8 without affecting arithmetic flags. 


The RORX instruction does not read or write the arithmetic flags. 


This instruction is not supported in real mode and virtual-8086 mode. The operand size is always 32 bits if not in 
64-bit mode. In 64-bit mode operand size 64 requires VEX.W1. VEX.W1 is ignored in non-64-bit modes. An attempt 


to execute this instruction with VEX.L not equal to 0 will cause #UD. 


Operation 


IF (OperandSize = 32) 

y := imm8 AND 1FH; 

DEST := (SRC >> y) | (SRC << (32-y)); 
ELSEIF (OperandSize = 64 ) 

y = imm8 AND 3FH; 

DEST := (SRC >> y) | (SRC << (64-y)); 
FI; 


Flags Affected 
None 


Intel C/C++ Compiler Intrinsic Equivalent 
Auto-generated from high-level language. 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-29, “Type 13 Class Exception Conditions”. 
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ROUNDPD — Round Packed Double Precision Floating-Point Values 


Opcode*/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

66 OF 3A 09 /r ib RMI | V/V SSE4_1 Round packed double precision floating-point 

ROUNDPD xmm1, xmm2/m128, imm8 values in xmm2/m1 28 and place the result in 
xmm1. The rounding mode is determined by 
immé. 

VEX.128.66.0F3A.WIG 09 /r ib RMI | V/V AVX Round packed double-precision floating-point 

VROUNDPD xmm1, xmm2/m128, imm8 values in xmm2/m128 and place the result in 
xmm1. The rounding mode is determined by 
immé. 

VEX.256.66.0F3A.WIG 09 /r ib RMI | V/V AVX Round packed double-precision floating-point 

VROUNDPD ymm1, ymm2/m256, imm8 values in ynm2/m256 and place the result in 
ymm1. The rounding mode is determined by 
immé. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (w) ModRM:r/m (r) imm8 NA 
Description 


Round the 2 double-precision floating-point values in the source operand (second operand) using the rounding 
mode specified in the immediate operand (third operand) and place the results in the destination operand (first 
operand). The rounding process rounds each input floating-point value to an integer value and returns the integer 
result as a double-precision floating-point value. 


The immediate operand specifies control fields for the rounding operation, three bit fields are defined and shown in 
Figure 4-24. Bit 3 of the immediate byte controls processor behavior for a precision exception, bit 2 selects the 
source of rounding mode control. Bits 1:0 specify a non-sticky rounding-mode value (Table 4-23 lists the encoded 
values for rounding-mode field). 


The Precision Floating-Point Exception is signaled according to the immediate operand. If any source operand is an 
SNaN then it will be converted to a QNaN. If DAZ is set to ‘1 then denormals will be converted to zero before 
rounding. 


128-bit Legacy SSE version: The second source can be an XMM register or 128-bit memory location. The destina- 
tion is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding YMM 
register destination are unmodified. 


VEX.128 encoded version: the source operand second source operand or a 128-bit memory location. The destina- 
tion operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding YMM register destination are 
zeroed. 


VEX.256 encoded version: The source operand is a YMM register or a 256-bit memory location. The destination 
operand is a YMM register. 


Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 
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3210 


Reserved 


P — Precision Mask; 0: normal, 1: inexact 
RS — Rounding select; 1: MXCSR.RC, 0: Imm8.RC 


RC — Rounding mode 


Figure 4-24. Bit Control Fields of Immediate Byte for ROUNDxx Instruction 


Table 4-23. Rounding Modes and Encoding of Rounding Control (RC) Field 


Rounding RC Field | Description 

Mode Setting 

Round to OOB Rounded result is the closest to the infinitely precise result. If two values are equally close, the result is 
nearest (even) the even value (i.e., the integer value with the least-significant bit of zero). 

Round down 01B Rounded result is closest to but no greater than the infinitely precise result. 

(toward —co) 

Round up 10B Rounded result is closest to but no less than the infinitely precise result. 

(toward +o) 

Round toward | 11B Rounded result is closest to but no greater in absolute value than the infinitely precise result. 

zero (Truncate) 


Operation 


IF (imm[2] = ‘1) 
THEN = // rounding mode is determined by MXCSR.RC 
DEST[63:0] := ConvertDPFPTolnteger_M(SRC[63:0}); 
DEST[1 27:64] := ConvertDPFPTolnteger_M(SRC[127:64}); 
ELSE // rounding mode is determined by IMM8.RC 
DEST[63:0] := ConvertDPFPTolnteger_Imm(SRC[63:0)); 
DEST[1 27:64] := ConvertDPFPTolnteger_Imm(SRC[1 27:64); 
Fl 


ROUNDPD (128-bit Legacy SSE version) 

DEST[63:0] := RoundTolnteger(SRC[63:0]], ROUND_CONTROL) 
DEST[127:64] := RoundTolnteger(SRC[127:64]], ROUND_CONTROL) 
DEST[MAXVL-1:128] (Unmodified) 


VROUNDPD (VEX.128 encoded version) 

DEST[63:0] := RoundTolnteger(SRC[63:0]], ROUND_CONTROL) 
DEST[127:64] := RoundTolnteger(SRC[127:64]], ROUND_CONTROL) 
DEST[MAXVL-1:128] := 0 


VROUNDPD (VEX.256 encoded version) 

DEST[63:0] := RoundTolnteger(SRC[63:0], ROUND_CONTROL) 
DEST[127:64] := RoundTolnteger(SRC[127:64]], ROUND_CONTROL) 
DEST[191:128] := RoundTolnteger(SRC[191:128]], ROUND_CONTROL) 
DEST[255:192] := RoundTolnteger(SRC[255:192] ], ROUND_CONTROL) 
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INSTRUCTION SET REFERENCE, M-U 


Intel C/C++ Compiler Intrinsic Equivalent 
m128 _mm_round_pd(__m128d s1, int iRoundMode); 
m128 _mm_floor_pd(__m128d s1); 
m128 _mm_ceil_pd(__m128d s1) 
m256 __mm256_round_pd(__m256d s1, int iRoundMode); 
m256 __mm256_floor_pd(__m256d s1); 
m256 _mm256_ceil_pd(__m256d s1) 


SIMD Floating-Point Exceptions 
Invalid (signaled only if SRC = SNaN) 


Precision (signaled only if imm[3] = ‘0; if imm[3] = ‘1, then the Precision Mask in the MXSCSR is ignored and preci- 
sion exception is not signaled.) 


Note that Denormal is not signaled by ROUNDPD. 


Other Exceptions 
See Table 2-19, “Type 2 Class Exception Conditions”; additionally: 
#UD If VEX.vvvv # 1111B. 
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ROUNDPS — Round Packed Single Precision Floating-Point Values 


Opcode*/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

66 OF 3A 08 RMI | V/V SSE4_1 Round packed single precision floating-point 

/r ib values in xmm2/m128 and place the result in 

ROUNDPS xmm1, xmm2/m128, imm8 xmm1. The rounding mode is determined by 
immé. 

VEX.128.66.0F3A.WIG 08 /r ib RMI | V/V AVX Round packed single-precision floating-point 

VROUNDPS xmm17, xmm2/m128, imm8 values in xmm2/m128 and place the result in 
xmm1. The rounding mode is determined by 
immé. 

VEX.256.66.0F3A.WIG 08 /r ib RMI | V/V AVX Round packed single-precision floating-point 

VROUNDPS ymm1, ynm2/m256, imm8 values in ymm2/m256 and place the result in 
ymm1. The rounding mode is determined by 
immé. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (w) ModRM:r/m (r) imm8 NA 
Description 


Round the 4 single-precision floating-point values in the source operand (second operand) using the rounding 
mode specified in the immediate operand (third operand) and place the results in the destination operand (first 
operand). The rounding process rounds each input floating-point value to an integer value and returns the integer 
result as a single-precision floating-point value. 


The immediate operand specifies control fields for the rounding operation, three bit fields are defined and shown in 
Figure 4-24. Bit 3 of the immediate byte controls processor behavior for a precision exception, bit 2 selects the 
source of rounding mode control. Bits 1:0 specify a non-sticky rounding-mode value (Table 4-23 lists the encoded 
values for rounding-mode field). 


The Precision Floating-Point Exception is signaled according to the immediate operand. If any source operand is an 
SNaN then it will be converted to a QNaN. If DAZ is set to ‘1 then denormals will be converted to zero before 
rounding. 


128-bit Legacy SSE version: The second source can be an XMM register or 128-bit memory location. The destina- 
tion is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding YMM 
register destination are unmodified. 


VEX.128 encoded version: the source operand second source operand or a 128-bit memory location. The destina- 
tion operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding YMM register destination are 
zeroed. 


VEX.256 encoded version: The source operand is a YMM register or a 256-bit memory location. The destination 
operand is a YMM register. 


Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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Operation 


IF (imm[2] = ‘1) 

THEN = // rounding mode is determined by MXCSR.RC 
DEST[31:0] := ConvertSPFPTolnteger_M(SRC[31:0)); 
DEST[63:32] := ConvertSPFPTolnteger_M(SRC[63:32]); 
DEST[95:64] := ConvertSPFPTolnteger_M(SRC[95:64)); 
DEST[1 27:96] := ConvertSPFPTolnteger_M(SRC[127:96]); 

ELSE // rounding mode is determined by IMM8.RC 
DEST[31:0] := ConvertSPFPTolnteger_Imm(SRC[31:0]); 
DEST[63:32] := ConvertSPFPTolnteger_Imm(SRC[63:32]); 
DEST[95:64] := ConvertSPFPTolnteger_Imm(SRC[95:64}); 
DEST[1 27:96] := ConvertSPFPTolnteger_Imm(SRC[127:96]); 

Fl; 


ROUNDPS(1 28-bit Legacy SSE version) 

DEST[31:0] := RoundTolnteger(SRC[31:0], ROUND_CONTROL) 
DEST[63:32] := RoundTolnteger(SRC[63:32], ROUND_CONTROL) 
DEST[95:64] := RoundTolnteger(SRC[95:64]], ROUND_CONTROL) 
DEST[127:96] := RoundTolnteger(SRC[127:96]], ROUND_CONTROL) 
DEST[MAXVL-1:128] (Unmodified) 


VROUNDPS (VEX.128 encoded version) 

DEST[31:0] := RoundTolnteger(SRC[31:0], ROUND_CONTROL) 
DEST[63:32] := RoundTolnteger(SRC[63:32], ROUND_CONTROL) 
DEST[95:64] := RoundTolnteger(SRC[95:64]], ROUND_CONTROL) 
DEST[127:96] := RoundTolnteger(SRC[127:96]], ROUND_CONTROL) 
DEST[MAXVL-1:128] := 0 


VROUNDPS (VEX.256 encoded version) 

DEST[31:0] := RoundTolnteger(SRC[31:0], ROUND_CONTROL) 
DEST[63:32] := RoundTolnteger(SRC[63:32], ROUND_CONTROL) 
DEST[95:64] := RoundTolnteger(SRC[95:64]], ROUND_CONTROL) 
DEST[127:96] := RoundTolnteger(SRC[127:96]], ROUND_CONTROL) 


DEST[159:128] := RoundTolnteger(SRC[159:128]], ROUND_CONTROL) 
DEST[191:160] := RoundTolnteger(SRC[191:160]], ROUND_CONTROL) 
DEST[223:192] := RoundTolnteger(SRC[223:1 92] ], ROUND_CONTROL) 
DEST[255:224] := RoundTolnteger(SRC[255:224] ], ROUND_CONTROL) 


Intel C/C++ Compiler Intrinsic Equivalent 


m128 _mm_round_ps(__m128 s1, int iRoundMode); 


m128 _mm_floor_ps(__m128 s1); 


m128 _mm_ceil_ps(__m128 s1) 

m256 __mm256_round_ps(__m256 s1, int iRoundMode); 
m256 _mm256_floor_ps(__m256 s1); 

m256 __mm256_ceil_ps(__m256 s1) 
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SIMD Floating-Point Exceptions 
Invalid (signaled only if SRC = SNaN) 


Precision (signaled only if imm[3] = ‘0; if imm[3] = ‘1, then the Precision Mask in the MXSCSR is ignored and preci- 
sion exception is not signaled.) 


Note that Denormal is not signaled by ROUNDPS. 


Other Exceptions 
See Table 2-19, “Type 2 Class Exception Conditions”; additionally: 
#UD If VEX.vvvv # 1111B. 
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ROUNDSD — Round Scalar Double Precision Floating-Point Values 


Opcode*/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
66 OF 3A OB /r ib RMI | V/V SSE4_1 Round the low packed double precision 
ROUNDSD xmm1, xmm2/m64, imm8 floating-point value in xmm2/m64 and place 


the result in xmm1. The rounding mode is 
determined by immé. 


VEX.LIG.66.0F3A.WIG OB /r ib RVMI | V/V AVX Round the low packed double precision 
VROUNDSD xmm1, xmm2, xmm3/m64, imm8 floating-point value in xmm3/m64 and place 
the result in xmm1. The rounding mode is 
determined by imm8. Upper packed double 
precision floating-point value (bits[127:64]) 
from xmm_2 is copied to xmm1[1 27:64]. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (w) ModRM:r/m (r) imm8 NA 
RVMI ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8 
Description 


Round the DP FP value in the lower qword of the source operand (second operand) using the rounding mode spec- 
ified in the immediate operand (third operand) and place the result in the destination operand (first operand). The 
rounding process rounds a double-precision floating-point input to an integer value and returns the integer result 
as a double precision floating-point value in the lowest position. The upper double precision floating-point value in 
the destination is retained. 


The immediate operand specifies control fields for the rounding operation, three bit fields are defined and shown in 
Figure 4-24. Bit 3 of the immediate byte controls processor behavior for a precision exception, bit 2 selects the 
source of rounding mode control. Bits 1:0 specify a non-sticky rounding-mode value (Table 4-23 lists the encoded 
values for rounding-mode field). 


The Precision Floating-Point Exception is signaled according to the immediate operand. If any source operand is an 
SNaN then it will be converted to a QNaN. If DAZ is set to ‘1 then denormals will be converted to zero before 
rounding. 

128-bit Legacy SSE version: The first source operand and the destination operand are the same. Bits (MAXVL- 
1:64) of the corresponding YMM destination register remain unchanged. 


VEX.128 encoded version: Bits (MAXVL-1:128) of the destination YMM register are zeroed. 


Operation 


IF (imm[2] = ‘1) 
THEN = // rounding mode is determined by MXCSR.RC 
DEST[63:0] := ConvertDPFPTolnteger_M(SRC[63:0)); 
ELSE // rounding mode is determined by IMM8.RC 
DEST[63:0] := ConvertDPFPTolnteger_Imm(SRC[63:0)); 
Fl; 
DEST[127:63] remains unchanged ; 


ROUNDSD (128-bit Legacy SSE version) 


DEST[63:0] := RoundTolnteger(SRC[63:0], ROUND_CONTROL) 
DEST[MAXVL-1:64] (Unmodified) 
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VROUNDSD (VEX.128 encoded version) 

DEST[63:0] := RoundTolnteger(SRC2[63:0], ROUND_CONTROL) 
DEST[127:64] := SRC1[127:64] 

DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


ROUNDSD: __m128d mm_round_sd(__m128d dst, __m128d s1, int iRoundMode); 
__m128d mm_floor_sd(__m128d dst,__m128d s1); 
__m128d mm_ceil_sd(__m128d dst, ___m128d s1); 


SIMD Floating-Point Exceptions 
Invalid (signaled only if SRC = SNaN) 


Precision (signaled only if imm[3] = ‘0; if imm[3] = ‘1, then the Precision Mask in the MXSCSR is ignored and preci- 
sion exception is not signaled.) 


Note that Denormal is not signaled by ROUNDSD. 


Other Exceptions 
See Table 2-20, “Type 3 Class Exception Conditions”. 


4-584 Vol. 2B ROUNDSD — Round Scalar Double Precision Floating-Point Values 


INSTRUCTION SET REFERENCE, M-U 


ROUNDSS — Round Scalar Single Precision Floating-Point Values 


Opcode*/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
66 OF 3A OA /r ib RMI | V/V SSE4_1 Round the low packed single precision 


floating-point value in xmm2/m32 and place 
the result in xmm1. The rounding mode is 
determined by immé. 


ROUNDSS xmm17, xmm2/m32, imm8 


Round the low packed single precision 
floating-point value in xmm3/m32 and place 
the result in xmm1. The rounding mode is 
determined by imm@. Also, upper packed 
single precision floating-point values 
(bits[127:32]) from xmm2 are copied to 


VEX.LIG.66.0F3A.WIG OA /r ib RVMI | V/V AVX 
VROUNDSS xmm1, xmm2, xmm3/m32, imm8 


xmm1[127:32]. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMI ModRM:reg (w) ModRM:r/m (r) imm8 NA 
RVMI ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8s 
Description 


Round the single-precision floating-point value in the lowest dword of the source operand (second operand) using 
the rounding mode specified in the immediate operand (third operand) and place the result in the destination 
operand (first operand). The rounding process rounds a single-precision floating-point input to an integer value 
and returns the result as a single-precision floating-point value in the lowest position. The upper three single-preci- 
sion floating-point values in the destination are retained. 


The immediate operand specifies control fields for the rounding operation, three bit fields are defined and shown in 
Figure 4-24. Bit 3 of the immediate byte controls processor behavior for a precision exception, bit 2 selects the 
source of rounding mode control. Bits 1:0 specify a non-sticky rounding-mode value (Table 4-23 lists the encoded 
values for rounding-mode field). 

The Precision Floating-Point Exception is signaled according to the immediate operand. If any source operand is an 
SNaN then it will be converted to a QNaN. If DAZ is set to ‘1 then denormals will be converted to zero before 
rounding. 

128-bit Legacy SSE version: The first source operand and the destination operand are the same. Bits (MAXVL- 
1:32) of the corresponding YMM destination register remain unchanged. 


VEX.128 encoded version: Bits (MAXVL-1:128) of the destination YMM register are zeroed. 


Operation 
IF (imm[2] = ‘1) 
THEN = // rounding mode is determined by MXCSR.RC 
DEST[31:0] := ConvertSPFPTolnteger_M(SRC[31:0)); 
ELSE // rounding mode is determined by IMM8.RC 
DEST[31:0] := ConvertSPFPTolnteger_Imm(SRC[31:0]); 
Fl; 
DEST[127:32] remains unchanged ; 


ROUNDSS (128-bit Legacy SSE version) 
DEST[31:0] := RoundTolnteger(SRC[3 1:0], ROUND_CONTROL) 
DEST[MAXVL-1:32] (Unmodified) 
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VROUNDSS (VEX.128 encoded version) 

DEST[31:0] := RoundTolnteger(SRC2[3 1:0], ROUND_CONTROL) 
DEST[127:32] := SRC1[127:32] 

DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


ROUNDSS: __m128 mm_round_ss(__m128 dst,__m128 s1, int iRoundMode); 
__m128 mm_floor_ss(__m128 dst,__m128 s1); 
__m128 mm_ceil_ss(__m128 dst, _m128 s1); 


SIMD Floating-Point Exceptions 
Invalid (signaled only if SRC = SNaN) 


Precision (signaled only if imm[3] = ‘0; if imm[3] = ‘1, then the Precision Mask in the MXSCSR is ignored and preci- 
sion exception is not signaled.) 


Note that Denormal is not signaled by ROUNDSS. 


Other Exceptions 
See Table 2-20, “Type 3 Class Exception Conditions”. 
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RSM—Resume from System Management Mode 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF AA RSM ZO | Valid Valid Resume operation of interrupted program. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Returns program control from system management mode (SMM) to the application program or operating-system 
procedure that was interrupted when the processor received an SMM interrupt. The processor’s state is restored 
from the dump created upon entering SMM. If the processor detects invalid state information during state restora- 
tion, it enters the shutdown state. The following invalid information can cause a shutdown: 


° Any reserved bit of CR4 is set to 1. 
¢ = Any illegal combination of bits in CRO, such as (PG=1 and PE=0) or (NW=1 and CD=0). 


¢ (Intel Pentium and Intel486™ processors only.) The value stored in the state dump base field is not a 32-KByte 
aligned address. 


The contents of the model-specific registers are not affected by a return from SMM. 
The SMM state map used by RSM supports resuming processor context for non-64-bit modes and 64-bit mode. 


See Chapter 30, “System Management Mode,” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3C, for more information about SMM and the behavior of the RSM instruction. 


Operation 


ReturnFromSMM; 
IF (IA-32e mode supported) or (CPUID DisplayFamily_DisplayModel = OGH_OCH ) 
THEN 
ProcessorState := Restore(SMMDump(lA-32e SMM STATE MAP)); 
Else 
ProcessorState := Restore(SMMDump(Non-32-Bit-Mode SMM STATE MAP)); 
Fl 


Flags Affected 
All. 


Protected Mode Exceptions 
#UD If an attempt is made to execute this instruction when the processor is not in SMM. 
If the LOCK prefix is used. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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RSQRTPS—Compute Reciprocals of Square Roots of Packed Single-Precision Floating-Point 
Values 


Opcode*/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
NP OF 52 /r RM | V/V SSE Computes the approximate reciprocals of the 
RSORTPS xmm1, xmm2/m128 square roots of the packed single-precision 


floating-point values in xmm2/m128 and 
stores the results in xmm1. 


VEX.128.0F.WIG 52 /r RM | V/V AVX Computes the approximate reciprocals of the 
VRSQRTPS xmm1, xmm2/m128 square roots of packed single-precision values 
in xmm2/mem and stores the results in xmm17. 
VEX.256.0F.WIG 52 /r RM | V/V AVX Computes the approximate reciprocals of the 
VRSQRTPS ymm1, ymm2/m256 square roots of packed single-precision values 


in ynm2/mem and stores the results in ymm7. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Performs a SIMD computation of the approximate reciprocals of the square roots of the four packed single-preci- 
sion floating-point values in the source operand (second operand) and stores the packed single-precision floating- 
point results in the destination operand. The source operand can be an XMM register or a 128-bit memory location. 
The destination operand is an XMM register. See Figure 10-5 in the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1, for an illustration of a SIMD single-precision floating-point operation. 


The relative error for this approximation is: 


[Relative Error] < 1.5 * 2-!¢ 


The RSQRTPS instruction is not affected by the rounding control bits in the MXCSR register. When a source value is 
a 0.0, an ~ of the sign of the source value is returned. A denormal source value is treated as a 0.0 (of the same 
sign). When a source value is a negative value (other than —0.0), a floating-point indefinite is returned. When a 
source value is an SNaN or QNaN, the SNaN is converted to a QNaN or the source QNaN is returned. 


In 64-bit mode, using a REX prefix in the form of REX.R permits this instruction to access additional registers 
(XMM8-XMM15). 

128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
YMM register destination are unmodified. 

VEX.128 encoded version: the first source operand is an XMM register or 128-bit memory location. The destination 
operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding YMM register destination are 
zeroed. 

VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 


Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 
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Operation 


RSQRTPS (128-bit Legacy SSE version) 

DEST[31:0] := APPROXIMATE(1/SOQRT(SRC[31:0])) 
DEST[63:32] := APPROXIMATE(1/SQRT(SRC1[63:32])) 
DEST[95:64] := APPROXIMATE(1/SQRT(SRC1[95:64])) 
DEST[127:96] := APPROXIMATE(1/SQRT(SRC2[127:96])) 
DEST[MAXVL-1:128] (Unmodified) 


VRSQRTPS (VEX.128 encoded version) 

DEST[31:0] := APPROXIMATE(1/SOQRT(SRC[31:0])) 
DEST[63:32] := APPROXIMATE(1/SQRT(SRC1[63:32])) 
DEST[95:64] := APPROXIMATE(1/SQRT(SRC1[95:64])) 
DEST[127:96] := APPROXIMATE(1/SQRT(SRC2[1 27:96])) 
DEST[MAXVL-1:128] := 0 


VRSQRTPS (VEX.256 encoded version) 

DEST[31:0] := APPROXIMATE(1/SORT(SRC[31:0])) 
DEST[63:32] := APPROXIMATE(1/SQRT(SRC1[63:32])) 
DEST[95:64] := APPROXIMATE(1/SQRT(SRC1[95:64)])) 
DEST[127:96] := APPROXIMATE(1/SQRT(SRC2[1 27:96])) 
DEST[159:128] := APPROXIMATE(1/SORT(SRC2[159:128]) 
DEST[191:160] := APPROXIMATE(1/SORT(SRC2[191:160]) 
DEST[223:192] := APPROXIMATE(1/SORT(SRC2[223:192]) 
DEST[255:224] := APPROXIMATE(1/SORT(SRC2[255:224]) 


a on 
Sara Tr hw 


Intel C/C++ Compiler Intrinsic Equivalent 


RSQRTPS: m128 _mm_rsqrt_ps(__m128 a) 
RSQRTPS: m256 _mm256_rsqrt_ps (__m256 a); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.vvvv # 1111B. 
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RSQRTSS—Compute Reciprocal of Square Root of Scalar Single-Precision Floating-Point Value 


Opcode*/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
F3 OF 52 /r RM |V/V SSE Computes the approximate reciprocal of the 
RSQRTSS xmm1, xmm2/m32 square root of the low single-precision 


floating-point value in xmm2/m32 and stores 
the results in xmm17. 


VEX.LIG.F3.0F.WIG 52 /r RVM | V/V AVX Computes the approximate reciprocal of the 
VRSQRTSS xmm1, xmm2, xmm3/m32 square root of the low single precision 
floating-point value in xmm3/m32 and stores 
the results in xmm7. Also, upper single 
precision floating-point values (bits[127:32]) 
from xmm2 are copied to xmm1[127:32]. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Computes an approximate reciprocal of the square root of the low single-precision floating-point value in the 
source operand (second operand) stores the single-precision floating-point result in the destination operand. The 
source operand can be an XMM register or a 32-bit memory location. The destination operand is an XMM register. 
The three high-order doublewords of the destination operand remain unchanged. See Figure 10-6 in the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 1, for an illustration of a scalar single-precision 
floating-point operation. 


The relative error for this approximation is: 


[Relative Error] < 1.5 * 2-1@ 


The RSQRTSS instruction is not affected by the rounding control bits in the MXCSR register. When a source value is 
a 0.0, an ~ of the sign of the source value is returned. A denormal source value is treated as a 0.0 (of the same 
sign). When a source value is a negative value (other than —0.0), a floating-point indefinite is returned. When a 
source value is an SNaN or QNaN, the SNaN is converted to a QNaN or the source QNaN is returned. 


In 64-bit mode, using a REX prefix in the form of REX.R permits this instruction to access additional registers 
(XMM8-XMM15). 


128-bit Legacy SSE version: The first source operand and the destination operand are the same. Bits (MAXVL- 
1:32) of the corresponding YMM destination register remain unchanged. 


VEX.128 encoded version: Bits (MAXVL-1:128) of the destination YMM register are zeroed. 


Operation 


RSQRTSS (128-bit Legacy SSE version) 
DEST[31:0] := APPROXIMATE(1/SQRT(SRC2[31:0])) 
DEST[MAXVL-1:32] (Unmodified) 


VRSQRTSS (VEX.128 encoded version) 
DEST[31:0] := APPROXIMATE(1/SQRT(SRC2[31:0])) 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 
RSQRTSS: m128_mm_rsqrt_ss(__m128 a) 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 
See Table 2-22, “Type 5 Class Exception Conditions”. 
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RSTORSSP—Restore Saved Shadow Stack Pointer 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
F3 OF 01 /5 (mod!=11, /5, M VIV CET_SS Restore SSP. 
memory only) 
RSTORSSP m64 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r, w) NA NA NA 
Description 


Restores SSP from the shadow-stack-restore token pointed to by m64. If the SSP restore was successful then the 
instruction replaces the shadow-stack-restore token with a previous-ssp token. The instruction sets the CF flag to 
indicate whether the SSP address recorded in the shadow-stack-restore token that was processed was 4 byte 
aligned, i.e., whether an alignment hole was created when the restore-shadow-stack token was pushed on this 
shadow stack. 

Following RSTORSSP if a restore-shadow-stack token needs to be saved on the previous shadow stack, use the 
SAVEPREVSSP instruction. 

If pushing a restore-shadow-stack token on the previous shadow stack is not required, the previous-ssp token can 
be popped using the INCSSPQ instruction. If the CF flag was set to indicate presence of an alignment hole, an addi- 
tional INCSSPD instruction is needed to advance the SSP past the alignment hole. 


Operation 
IF CPL = 3 
IF (CR4.CET & IA32_U_CET.SH_STK_EN) = 0 
THEN #UD; Fl; 
ELSE 
IF (CR4.CET & IA32_S_CET.SH_STK_EN) = 0 
THEN #UD; Fl; 
Fl; 


SSP_LA = Linear_Address(mem operand) 
IF SSP_LA not aligned to 8 bytes 
THEN #GP(0); Fl; 


previous_ssp_token = SSP | (IA32_EFER.LMA AND CS.L) | 0x02 

Start Atomic Execution 

restore_ssp_token = Locked shadow_stack_load 8 bytes from SSP_LA 
fault = 0 


IF ((restore_ssp_token & 0x03) != (IA32_EFER.LMA & CS.L)) 
THEN fault = 1; Fl; (* If L flag in token does not match IA32_EFER.LMA & CS.L or bit 1 is not O *) 


IF ((IA32_EFER.LMA AND CS.L) = 0 AND restore_ssp_token[63:32] != 0) 
THEN fault = 1; Fl; (* If compatibility/legacy mode and SSP to be restored not below 4G *) 


TMP = restore_ssp_token & ~Ox01 


TMP = (TMP - 8) 
TMP = TMP & ~Ox07 
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IF TMP != SSP_LA 
THEN fault = 1; Fl; (* If address in token does not match the requested top of stack *) 


TMP = (fault == 0) ? previous_ssp_token : restore_ssp_token 
shadow_stack_store 8 bytes of TMP to SSP_LA and release lock 
End Atomic Execution 


IF fault == 
THEN #CP(RSTORSSP); FI; 


SSP = SSP_LA 


// Set the CF if the SSP in the restore token was 4 byte aligned, i.e., there is an alignment hole 
RFLAGS.CF = (restore_ssp_token & 0x04) ? 1:0; 
RFLAGS.ZF,PF,AF,OF,SF := 0; 


Flags Affected 


CF is set to indicate if the shadow stack pointer in the restore token was 4 byte aligned, else it is cleared. ZF, 
PF, AF, OF, and SF are cleared. 


C/C++ Compiler Intrinsic Equivalent 
RSTORSSP void _rstorssp(void *); 


Protected Mode Exceptions 
#UD If the LOCK prefix is used. 
If CR4.CET = 0. 
IF CPL = 3 and IA32_U_CET.SH_STK_EN = 0. 
IF CPL < 3 and IA32_S_CET.SH_STK_EN = 0. 
#GP(0) If linear address of memory operand not 8 byte aligned. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If destination is located in a non-writeable segment. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#CP(rstorssp) If L bit in token does not match (IA32_EFER.LMA & CS.L). 


If address in token does not match linear address of memory operand. 
If in 32-bit or compatibility mode and the address in token is not below 4G. 
#PF(fault-code) If a page fault occurs. 


Real-Address Mode Exceptions 
#UD The RSTORSSP instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The RSTORSSP instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same as protected mode exceptions. 
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64-Bit Mode Exceptions 

#UD If the LOCK prefix is used. 
If CR4.CET = 0. 
If CPL = 3 and JA32_U_CET.SH_STK_EN = 0. 
If CPL < 3 and IA32_S_CET.SH_STK_EN = 0. 


#GP(0) If linear address of memory operand not 8 byte aligned. 

If a memory address is in a non-canonical form. 
#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#CP(rstorssp) If L bit in token does not match (IA32_EFER.LMA & CS.L). 


If address in token does not match linear address of memory operand. 
#PF(fault-code) If a page fault occurs. 
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SAHF—Store AH into Flags 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
SE SAHF ZO | Invalid* Valid Loads SF, ZF, AF, PF, and CF from AH into 
EFLAGS register. 
NOTES: 


* Valid in specific steppings. See Description section. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Loads the SF, ZF, AF, PF, and CF flags of the EFLAGS register with values from the corresponding bits in the AH 
register (bits 7, 6, 4, 2, and 0, respectively). Bits 1, 3, and 5 of register AH are ignored; the corresponding reserved 
bits (1, 3, and 5) in the EFLAGS register remain as shown in the “Operation” section below. 


This instruction executes as described above in compatibility mode and legacy mode. It is valid in 64-bit mode only 
if CPUID.80000001H:ECX.LAHF-SAHF[bit 0] = 1. 


Operation 


IF |A-64 Mode 
THEN 
IF CPUID.8B0000001H.ECX[0] = 1; 
THEN 
RFLAGS(SF:ZF:0:AF:0:PF:1:CF) := AH; 
ELSE 
#UD; 
Fl 
ELSE 
EFLAGS(SF:ZF:0:AF:0:PF:1:CF) := AH; 
Fl; 


Flags Affected 


The SF, ZF, AF, PF, and CF flags are loaded with values from the AH register. Bits 1, 3, and 5 of the EFLAGS register 
are unaffected, with the values remaining 1, 0, and 0, respectively. 


Protected Mode Exceptions 
None. 


Real-Address Mode Exceptions 
None. 


Virtual-8086 Mode Exceptions 
None. 


Compatibility Mode Exceptions 
None. 
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64-Bit Mode Exceptions 
#UD If CPUID.80000001H.ECX[0] = 0. 
If the LOCK prefix is used. 
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SAL/SAR/SHL/SHR—Shift 
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Opcode*** Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
DO /4 SAL r/m&, 1 M1 | Valid Valid Multiply r/m8 by 2, once. 
REX + DO /4 SAL r/m8**, 1 M1 | Valid N.E. Multiply r/m8 by 2, once. 
D2 /4 SAL r/m8, CL MC | Valid Valid Multiply r/m8 by 2, CL times. 
REX + D2 /4 SAL r/m8**, CL MC | Valid N.E. Multiply r/m8 by 2, CL times. 
CO /4 ib SAL r/m8, imm8 MI Valid Valid Multiply r/m8 by 2, imm8 times. 
REX + CO /4 ib SAL r/m8**, imm8 MI Valid N.E. Multiply r/m8 by 2, imm8 times. 
D1 /4 SAL r/m16, 1 M1 | Valid Valid Multiply r/m76 by 2, once. 
D3 /4 SAL r/m16, CL MC | Valid Valid Multiply r/m76 by 2, CL times. 
C1 /4 ib SAL r/m16, imm8 MI Valid Valid Multiply r/m76 by 2, imm8 times. 
D1 /4 SAL r/m32, 1 M1 | Valid Valid Multiply r/m32 by 2, once. 
REX.W + D1 /4 SAL r/m64, 1 M1 | Valid N.E. Multiply r/m64 by 2, once. 
D3 /4 SAL r/m32, CL MC | Valid Valid Multiply r/m32 by 2, CL times. 
REX.W + D3 /4 SAL r/m64, CL MC | Valid N.E. Multiply r/m64 by 2, CL times. 
C1 /4 ib SAL r/m32, imm8 MI Valid Valid Multiply r/m32 by 2, imm8 times. 
REX.W + C1 /4 ib SAL r/m64, imm8 MI Valid N.E. Multiply r/m64 by 2, imm8 times. 
DO /7 SAR r/m&, 1 M1 | Valid Valid Signed divide* r/m8 by 2, once. 
REX + DO /7 SAR r/m8**, 1 M1 | Valid N.E. Signed divide* r/m8 by 2, once. 
D2 /7 SAR r/m8, CL MC | Valid Valid Signed divide* r/m8 by 2, CL times. 
REX + D2 /7 SAR r/m8**, CL MC | Valid N.E. Signed divide* r/m8 by 2, CL times. 
CO /7 ib SAR r/m8, imm8 MI Valid Valid Signed divide* r/m8 by 2, imm8 times. 
REX + CO /7 ib SAR r/m8**, imm8 MI Valid N.E. Signed divide* r/m8 by 2, imm8 times. 
D1 /7 SAR r/m16,1 M1 | Valid Valid Signed divide* r/m76 by 2, once. 
D3 /7 SAR r/m76, CL MC | Valid Valid Signed divide* r/m76 by 2, CL times. 
C1/7 ib SAR r/m16, imm8 MI Valid Valid Signed divide* r/m16 by 2, imm8 times. 
D1 /7 SAR r/m32, 1 M1 | Valid Valid Signed divide* r/m32 by 2, once. 
REX.W + D1 /7 SAR r/m64, 1 M1 | Valid N.E. Signed divide* r/m64 by 2, once. 
D3 /7 SAR r/m32, CL MC | Valid Valid Signed divide* r/m32 by 2, CL times. 
REX.W + D3 /7 SAR r/m64, CL MC | Valid N.E. Signed divide* r/m64 by 2, CL times. 
C1/7 ib SAR r/m32, imm8 MI Valid Valid Signed divide* r/m32 by 2, imm8 times. 
REX.W + C1 /7 ib SAR r/m64, imm8 MI Valid N.E. Signed divide* r/m64 by 2, imm8 times 
DO /4 SHL r/m8, 1 M1 | Valid Valid Multiply r/m8 by 2, once. 
REX + DO /4 SHL r/m8**, 1 M1 | Valid N.E. Multiply r/m8 by 2, once. 
D2 /4 SHL r/m8, CL MC | Valid Valid Multiply r/m8 by 2, CL times. 
REX + D2 /4 SHL r/m8**, CL MC | Valid N.E. Multiply r/m8 by 2, CL times. 
CO /4 ib SHL r/m8, imm8& MI Valid Valid Multiply r/m8 by 2, imm8 times. 
REX + CO /4 ib SHL r/m8**, imm8& MI Valid N.E. Multiply r/m8 by 2, imm8 times. 
D1 /4 SHL r/m16,1 M1 | Valid Valid Multiply r/m76 by 2, once. 
D3 /4 SHL r/m16, CL MC | Valid Valid Multiply r/m76 by 2, CL times. 
C1 /4 ib SHL r/m16, imm8& MI Valid Valid Multiply r/m76 by 2, imm8 times. 
D1 /4 SHL r/m32,1 M1 | Valid Valid Multiply r/m32 by 2, once. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
REX.W + D1 /4 SHL r/m64,1 M1 | Valid N.E. Multiply r/m64 by 2, once. 
D3 /4 SHL r/m32, CL MC | Valid Valid Multiply r/m32 by 2, CL times. 
REX.W + D3 /4 SHL r/m64, CL MC | Valid N.E. Multiply r/m64 by 2, CL times. 
C1 /4 ib SHL r/m32, imm8& MI Valid Valid Multiply r/m32 by 2, imm8 times. 
REX.W + C1 /4 ib SHL r/m64, imm8& MI Valid N.E. Multiply r/m64 by 2, imm8 times. 
DO/5 SHR r/m&,1 M1 | Valid Valid Unsigned divide r/m8 by 2, once. 
REX + DO/5 SHR r/m8**, 1 M1 | Valid N.E. Unsigned divide r/m8 by 2, once. 
D2/5 SHR r/m8, CL MC | Valid Valid Unsigned divide r/m8 by 2, CL times. 
REX +D2/5 SHR r/m8**, CL MC | Valid N.E. Unsigned divide r/m8 by 2, CL times. 
CO /5 ib SHR r/m&, imm8 MI Valid Valid Unsigned divide r/m8 by 2, imm8 times. 
REX + CO /5 ib SHR r/m8**, imm8 MI Valid N.E. Unsigned divide r/m8 by 2, imm8 times. 
D1/5 SHR r/m16, 1 M1 | Valid Valid Unsigned divide r/m16 by 2, once. 
D3 /5 SHR r/m16, CL MC | Valid Valid Unsigned divide r/m76 by 2, CL times 
C1/5 ib SHR r/m16, imm8 MI Valid Valid Unsigned divide r/m16 by 2, imm8 times. 
D1/5 SHR r/m32, 1 M1 | Valid Valid Unsigned divide r/m32 by 2, once. 
REX.W+D1/5 SHR r/m64, 1 M1 | Valid N.E. Unsigned divide r/m64 by 2, once. 
D3 /5 SHR r/m32, CL MC | Valid Valid Unsigned divide r/m32 by 2, CL times. 
REX.W + D3 /5 SHR r/m64, CL MC | Valid N.E. Unsigned divide r/m64 by 2, CL times. 
C1/5 ib SHR r/m32, imm8 MI Valid Valid Unsigned divide r/m32 by 2, imm8 times. 
REX.W + (C1 /5 ib SHR r/m64, imm8 MI Valid N.E. Unsigned divide r/m64 by 2, imm8 times. 


NOTES: 


* Not the same form of division as IDIV; rounding is toward negative infinity. 
** In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 
***See IA-32 Architecture Compatibility section below. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M1 ModRM:r/m (r, w) 1 NA NA 
MC ModRM:r/m (r, w) CL NA NA 
MI ModRM:r/m (r, w) imm8 NA NA 
Description 


Shifts the bits in the first operand (destination operand) to the left or right by the number of bits specified in the 
second operand (count operand). Bits shifted beyond the destination operand boundary are first shifted into the CF 
flag, then discarded. At the end of the shift operation, the CF flag contains the last bit shifted out of the destination 
operand. 


The destination operand can be a register or a memory location. The count operand can be an immediate value or 
the CL register. The count is masked to 5 bits (or 6 bits if in 64-bit mode and REX.W is used). The count range is 
limited to 0 to 31 (or 63 if 64-bit mode and REX.W is used). A special opcode encoding is provided for a count of 1. 


The shift arithmetic left (SAL) and shift logical left (SHL) instructions perform the same operation; they shift the 
bits in the destination operand to the left (toward more significant bit locations). For each shift count, the most 
significant bit of the destination operand is shifted into the CF flag, and the least significant bit is cleared (see 
Figure 7-7 in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1). 
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The shift arithmetic right (SAR) and shift logical right (SHR) instructions shift the bits of the destination operand to 
the right (toward less significant bit locations). For each shift count, the least significant bit of the destination 
operand is shifted into the CF flag, and the most significant bit is either set or cleared depending on the instruction 
type. The SHR instruction clears the most significant bit (see Figure 7-8 in the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 1); the SAR instruction sets or clears the most significant bit to correspond 
to the sign (most significant bit) of the original value in the destination operand. In effect, the SAR instruction fills 
the empty bit position’s shifted value with the sign of the unshifted value (see Figure 7-9 in the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 1). 


The SAR and SHR instructions can be used to perform signed or unsigned division, respectively, of the destination 
operand by powers of 2. For example, using the SAR instruction to shift a signed integer 1 bit to the right divides 
the value by 2. 


Using the SAR instruction to perform a division operation does not produce the same result as the IDIV instruction. 
The quotient from the IDIV instruction is rounded toward zero, whereas the “quotient” of the SAR instruction is 
rounded toward negative infinity. This difference is apparent only for negative numbers. For example, when the 
IDIV instruction is used to divide -9 by 4, the result is -2 with a remainder of -1. If the SAR instruction is used to 
shift -9 right by two bits, the result is -3 and the “remainder” is +3; however, the SAR instruction stores only the 
most significant bit of the remainder (in the CF flag). 


The OF flag is affected only on 1-bit shifts. For left shifts, the OF flag is set to 0 if the most-significant bit of the 
result is the same as the CF flag (that is, the top two bits of the original operand were the same); otherwise, it is 
set to 1. For the SAR instruction, the OF flag is cleared for all 1-bit shifts. For the SHR instruction, the OF flag is set 
to the most-significant bit of the original operand. 


In 64-bit mode, the instruction’s default operation size is 32 bits and the mask width for CL is 5 bits. Using a REX 
prefix in the form of REX.R permits access to additional registers (R8-R15). Using a REX prefix in the form of REX.W 
promotes operation to 64-bits and sets the mask width for CL to 6 bits. See the summary chart at the beginning of 
this section for encoding data and limits. 


IA-32 Architecture Compatibility 


The 8086 does not mask the shift count. However, all other IA-32 processors (starting with the Intel 286 processor) 
do mask the shift count to 5 bits, resulting in a maximum count of 31. This masking is done in all operating modes 
(including the virtual-8086 mode) to reduce the maximum execution time of the instructions. 


Operation 
IF 64-Bit Mode and using REX.W 
THEN 
countMASK := 3FH; 
ELSE 


countMASK := 1FH; 
FI 


tempCOUNT := (COUNT AND countMASK); 
tempDEST := DEST; 
WHILE (tempCOUNT # 0) 
DO 
IF instruction is SAL or SHL 
THEN 
CF := MSB(DEST); 
ELSE (* Instruction is SAR or SHR *) 
CF := LSB(DEST); 
Fl; 
IF instruction is SAL or SHL 
THEN 
DEST := DEST * 2; 
ELSE 
IF instruction is SAR 
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THEN 
DEST := DEST / 2; (* Signed divide, rounding toward negative infinity *) 
ELSE (* Instruction is SHR *) 
DEST := DEST / 2; (* Unsigned divide *) 
Fl; 
Fl; 
tempCOUNT := tempCOUNT - 1; 
OD; 


(* Determine overflow for the various instructions *) 
IF (COUNT and countMASK) = 1 


THEN 
IF instruction is SAL or SHL 
THEN 
OF := MSB(DEST) XOR CF; 
ELSE 
IF instruction is SAR 
THEN 
OF := 0; 
ELSE (* Instruction is SHR *) 
OF := MSB(tempDEST); 
Fl; 
Fl; 
ELSE IF (COUNT AND countMASK) = 0 
THEN 


All flags unchanged; 
ELSE (* COUNT not 1 or 0 *) 
OF := undefined; 
Fl; 
Fl; 


Flags Affected 


The CF flag contains the value of the last bit shifted out of the destination operand; it is undefined for SHL and SHR 
instructions where the count is greater than or equal to the size (in bits) of the destination operand. The OF flag is 
affected only for 1-bit shifts (see “Description” above); otherwise, it is undefined. The SF, ZF, and PF flags are set 
according to the result. If the count is 0, the flags are not affected. For a non-zero count, the AF flag is undefined. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 
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Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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Opcode/ Op/ 64/32 | CPUID Description 
Instruction En -bit Feature 
Mode | Flag 
VEX.LZ.F3.0F38.W0 F7 /r RMV | V/V BMI2 Shift r/m32 arithmetically right with count specified in r32b. 
SARX r32a, r/m32, r32b 
VEX.LZ.66.0F38.W0 F7 /r RMV | V/V BMI2 Shift r/m32 logically left with count specified in r32b. 
SHLX 32a, r/m32, r32b 
VEX.LZ.F2.0F38.W0 F7 /r RMV | V/V BMI2 Shift r/m32 logically right with count specified in r32b. 
SHRX r32a, r/m32, r32b 
VEX.LZ.F3.0F38.W1 F7 /r RMV | V/N.E. | BMI2 Shift r/m64 arithmetically right with count specified in r64b. 
SARX r64a, r/m64, r64b 
VEX.LZ.66.0F38.W1 F7 /r RMV | V/N.E. | BMI2 Shift r/m64 logically left with count specified in r64b. 
SHLX r64a, r/m64, r64b 
VEX.LZ.F2.0F38.W1 F7 /r RMV | V/N.E. | BMI2 Shift r/m64 logically right with count specified in r64b. 
SHRX r64a, r/m64, r64b 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RMV ModRM:reg (w) ModRM:r/m (r) VEX.vvvv (r) NA 
Description 


Shifts the bits of the first source operand (the second operand) to the left or right by a COUNT value specified in the 
second source operand (the third operand). The result is written to the destination operand (the first operand). 
The shift arithmetic right (SARX) and shift logical right (SHRX) instructions shift the bits of the destination operand 
to the right (toward less significant bit locations), SARX keeps and propagates the most significant bit (sign bit) 
while shifting. 

The logical shift left (SHLX) shifts the bits of the destination operand to the left (toward more significant bit loca- 
tions). 

This instruction is not supported in real mode and virtual-8086 mode. The operand size is always 32 bits if not in 


64-bit mode. In 64-bit mode operand size 64 requires VEX.W1. VEX.W1 is ignored in non-64-bit modes. An 
attempt to execute this instruction with VEX.L not equal to 0 will cause #UD. 


If the value specified in the first source operand exceeds OperandSize -1, the COUNT value is masked. 
SARX,SHRX, and SHLX instructions do not update flags. 


Operation 


TEMP := SRC1; 
IF VEX.W1 and CS.L = 1 
THEN 
countMASK := 3FH; 
ELSE 
countMASK := 1FH; 
Fl 
COUNT := (SRC2 AND countMASK) 


DEST[OperandSize -1] = TEMP[OperandSize -1]; 
DO WHILE (COUNT + 0) 
IF instruction is SHLX 
THEN 
DEST[] := DEST *2; 
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ELSE IF instruction is SHRX 
THEN 
DEST[] := DEST /2; //unsigned divide 
ELSE /1 SARX 
DEST{[] := DEST /2; // signed divide, round toward negative infinity 
Fl; 
COUNT := COUNT - 1; 
OD 


Flags Affected 
None. 


Intel C/C++ Compiler Intrinsic Equivalent 
Auto-generated from high-level language. 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-29, “Type 13 Class Exception Conditions”. 
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SAVEPREVSSP—Save Previous Shadow Stack Pointer 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En | bitMode | Feature 
Support | Flag 
F3 OF 01 EA (mod!=11, /5, ZO | V/V CET_SS Save a restore-shadow-stack token on previous shadow stack. 
RM=010) 
SAVEPREVSSP 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Push a restore-shadow-stack token on the previous shadow stack at the next 8 byte aligned boundary. The 
previous SSP is obtained from the previous-ssp token at the top of the current shadow stack. 


Operation 
IF CPL = 3 
IF (CR4.CET & IA32_U_CET.SH_STK_EN) = 0 
THEN #UD; FI; 
ELSE 
IF (CR4.CET & IA32_S_CET.SH_STK_EN) = 0 
THEN #UD; FI; 
Fl; 


IF SSP not aligned to 8 bytes 

THEN #GP(0); Fl; 
(* Pop the “previous-ssp” token from current shadow stack *) 
previous_ssp_token = ShadowStackPop8B(SSP) 


(* If the CF flag indicates there was a alignment hole on current shadow stack then pop that alignment hole *) 
(* Note that the alignment hole must be zero and can be present only when in legacy/compatibility mode *) 
IF RFLAGS.CF == 1 AND (IA32_EFER.LMA AND CS.L) 


#GP(0) 

FI; 

IF RFLAGS.CF == 
must_be_zero = ShadowStackPop4B(SSP) 
IF must_be_zero != 0 THEN #GP(0) 

FI; 


(* Previous SSP token must have the bit 1 set *) 
IF ((previous_ssp_token & Ox02) == 0) 
THEN #GP(0); (* bit 1 was 0 *) 


IF ((IA32_EFER.LMA AND CS.L) = 0 AND previous_ssp_token [63:32] != 0) 
THEN #GP(0); Fl; (* If compatibility/legacy mode and SSP not in 4G *) 


(* Save Prev SSP from previous_ssp_token to the old shadow stack at next 8 byte aligned address *) 
old_SSP = previous_ssp_token & ~0x03 

temp := (old_SSP | (IA32_EFER.LMA & CS.L)); 

Shadow_stack_store 4 bytes of 0 to (old_SSP - 4) 

old_SSP := old_SSP & ~0x07; 
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Shadow_stack_store 8 bytes of temp to (old_SSP - 8) 


Flags Affected 


None. 


C/C++ Compiler Intrinsic Equivalent 


SAVEPREVSSP 


void _saveprevssp(void); 


Protected Mode Exceptions 


#UD 


#GP(0) 


#PF(fault-code) 


If the LOCK prefix is used. 

If CR4.CET = 0. 

IF CPL = 3 and IA32_U_CET.SH_STK_EN = 0. 
IF CPL < 3 and IA32_S_CET.SH_STK_EN = 0. 
If SSP not 8 byte aligned. 

If alignment hole on shadow stack is not 0. 


If bit 1 of the previous-ssp token is not set to 1. 


If in 32-bit/compatibility mode and SSP recorded in previous-ssp token is beyond 4G. 


If a page fault occurs. 


Real-Address Mode Exceptions 


#UD 


Virtual-8086 Mode Exceptions 


#UD 


Compatibility Mode Exceptions 
Same as protected mode exceptions. 


64-Bit Mode Exceptions 


#UD 


#GP(0) 


#PF(fault-code) 
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If the LOCK prefix is used. 

If CR4.CET = 0. 

If CPL = 3 and JA32_U_CET.SH_STK_EN = 0. 
If CPL < 3 and IA32_S_CET.SH_STK_EN = 0. 
If SSP not 8 byte aligned. 

If carry flag is set. 


If bit 1 of the previous-ssp token is not set to 1. 


If a page fault occurs. 


The SAVEPREVSSP instruction is not recognized in real-address mode. 


The SAVEPREVSSP instruction is not recognized in virtual-8086 mode. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

1C ib SBB AL, imm8 | Valid Valid Subtract with borrow imm8 from AL. 

1D iw SBB AX, imm16 | Valid Valid Subtract with borrow imm16 from AX. 

1D id SBB EAX, imm32 | Valid Valid Subtract with borrow imm32 from EAX. 

REX.W + 1D id SBB RAX, imm32 | Valid N.E. Subtract with borrow sign-extended imm.32 
to 64-bits from RAX. 

80 /3 ib SBB r/m8, imm8 MI Valid Valid Subtract with borrow imm8 from r/m8. 

REX + 80 /3 ib SBB r/m8*, imm8 MI Valid N.E. Subtract with borrow imm8 from r/m8. 

81 /3 iw SBB r/m16, imm16 MI Valid Valid Subtract with borrow imm16 from r/m76. 

81 /3 id SBB r/m32, imm32 MI Valid Valid Subtract with borrow imm32 from r/m32. 

REX.W + 81 /3 id SBB r/m64, imm32 MI Valid N.E. Subtract with borrow sign-extended imm32 to 
64-bits from r/m64. 

83 /3 ib SBB r/m16, imm8 MI | Valid Valid Subtract with borrow sign-extended imm8 
from r/m16. 

83 /3 ib SBB r/m32, imm8 MI Valid Valid Subtract with borrow sign-extended imm8 
from r/m32. 

REX.W + 83 /3 ib SBB r/m64, imm8 MI | Valid N.E. Subtract with borrow sign-extended imm8 
from r/m64. 

18 /r SBB r/m&, r8 MR | Valid Valid Subtract with borrow r8 from r/mé. 

REX + 18 /r SBB r/m8*, r8 MR | Valid N.E. Subtract with borrow r8 from r/mé8. 

19/r SBB r/m16, r16 MR | Valid Valid Subtract with borrow r716 from r/m16. 

19/r SBB r/m32, r32 MR | Valid Valid Subtract with borrow r32 from r/m32. 

REX.W + 19 /r SBB r/m64, r64 MR | Valid N.E. Subtract with borrow r64 from r/m64. 

1A/r SBB r8, r/m8& RM_ | Valid Valid Subtract with borrow r/m8 from ré. 

REX + 1A/r SBB r8*, r/m8* RM_ | Valid N.E. Subtract with borrow r/m8 from ré. 

1B/r SBB r16, r/m16 RM_ | Valid Valid Subtract with borrow r/m76 from r76. 

1B/r SBB r32, r/m32 RM_ | Valid Valid Subtract with borrow r/m32 from r32. 

REX.W + 1B /r SBB r64, r/m64 RM_ | Valid N.E. Subtract with borrow r/m64 from r64. 

NOTES: 


* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
| AL/AX/EAX/RAX imm8/16/32 NA NA 
MI ModRM:r/m (w) imm8/16/32 NA NA 
MR ModRM:r/m (w) ModRM:reg (r) NA NA 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
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Description 


Adds the source operand (second operand) and the carry (CF) flag, and subtracts the result from the destination 
operand (first operand). The result of the subtraction is stored in the destination operand. The destination operand 
can be a register or a memory location; the source operand can be an immediate, a register, or a memory location. 
(However, two memory operands cannot be used in one instruction.) The state of the CF flag represents a borrow 
from a previous subtraction. 


When an immediate value is used as an operand, it is sign-extended to the length of the destination operand 
format. 


The SBB instruction does not distinguish between signed or unsigned operands. Instead, the processor evaluates 
the result for both data types and sets the OF and CF flags to indicate a borrow in the signed or unsigned result, 
respectively. The SF flag indicates the sign of the signed result. 


The SBB instruction is usually executed as part of a multibyte or multiword subtraction in which a SUB instruction 
is followed by a SBB instruction. 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


Operation 
DEST := (DEST - (SRC + CF)); 


Intel C/C++ Compiler Intrinsic Equivalent 


SBB: extern unsigned char _subborrow_u8(unsigned char c_in, unsigned char src1, unsigned char src2, unsigned char *diff_out); 
ie extern unsigned char _subborrow_u16(unsigned char c_in, unsigned short src1, unsigned short src2, unsigned short 
*diff_out); 

SBB: extern unsigned char _subborrow_u32(unsigned char c_in, unsigned int src1, unsigned char int, unsigned int *diff_out); 
SBB extern unsigned char _subborrow_u64(unsigned char c_in, unsigned __int64 src1, unsigned __int64 src2, unsigned 


__int64 *diff_out); 


Flags Affected 
The OF, SF, ZF, AF, PF, and CF flags are set according to the result. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 
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Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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SCAS/SCASB/SCASW/SCASD—Scan String 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

AE SCAS m8 ZO ‘| Valid Valid Compare AL with byte at ES:(€)DI or RDI, then 
set status flags.* 

AF SCAS m16 ZO ‘| Valid Valid Compare AX with word at ES:(€)DI or RDI, then 
set status flags.* 

AF SCAS m32 ZO ‘| Valid Valid Compare EAX with doubleword at ES(E)DI or 
RDI then set status flags.* 

REX.W + AF SCAS m64 ZO | Valid N.E. Compare RAX with quadword at RDI or EDI 
then set status flags. 

AE SCASB ZO ‘| Valid Valid Compare AL with byte at ES:(E)DI or RDI then 
set status flags.* 

AF SCASW ZO ‘| Valid Valid Compare AX with word at ES:(€)DI or RDI then 
set status flags.* 

AF SCASD ZO ‘| Valid Valid Compare EAX with doubleword at ES:(E)DI or 
RDI then set status flags.* 

REX.W + AF SCASQ ZO_ ‘| Valid N.E. Compare RAX with quadword at RDI or EDI 
then set status flags. 


NOTES: 


* |n 64-bit mode, only 64-bit (RDI) and 32-bit (EDI) address sizes are supported. In non-64-bit mode, only 32-bit (EDI) and 16-bit (Dl) 
address sizes are supported. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


In non-64-bit modes and in default 64-bit mode: this instruction compares a byte, word, doubleword or quadword 
specified using a memory operand with the value in AL, AX, or EAX. It then sets status flags in EFLAGS recording 
the results. The memory operand address is read from ES:(E)DI register (depending on the address-size attribute 
of the instruction and the current operational mode). Note that ES cannot be overridden with a segment override 
prefix. 


At the assembly-code level, two forms of this instruction are allowed. The explicit-operand form and the no-oper- 
ands form. The explicit-operand form (specified using the SCAS mnemonic) allows a memory operand to be speci- 
fied explicitly. The memory operand must be a symbol that indicates the size and location of the operand value. The 
register operand is then automatically selected to match the size of the memory operand (AL register for byte 
comparisons, AX for word comparisons, EAX for doubleword comparisons). The explicit-operand form is provided 
to allow documentation. Note that the documentation provided by this form can be misleading. That is, the 
memory operand symbol must specify the correct type (size) of the operand (byte, word, or doubleword) but it 
does not have to specify the correct location. The location is always specified by ES:(E)DI. 


The no-operands form of the instruction uses a short form of SCAS. Again, ES:(E)DI is assumed to be the memory 
operand and AL, AX, or EAX is assumed to be the register operand. The size of operands is selected by the 
mnemonic: SCASB (byte comparison), SCASW (word comparison), or SCASD (doubleword comparison). 


After the comparison, the (E)DI register is incremented or decremented automatically according to the setting of 

the DF flag in the EFLAGS register. If the DF flag is 0, the (E)DI register is incremented; if the DF flag is 1, the (E)DI 
register is decremented. The register is incremented or decremented by 1 for byte operations, by 2 for word oper- 
ations, and by 4 for doubleword operations. 


SCAS, SCASB, SCASW, SCASD, and SCASQ can be preceded by the REP prefix for block comparisons of ECX bytes, 
words, doublewords, or quadwords. Often, however, these instructions will be used in a LOOP construct that takes 
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some action based on the setting of status flags. See “REP/REPE/REPZ /REPNE/REPNZ—Repeat String Operation 
Prefix” in this chapter for a description of the REP prefix. 


In 64-bit mode, the instruction’s default address size is 64-bits, 32-bit address size is supported using the prefix 
67H. Using a REX prefix in the form of REX.W promotes operation on doubleword operand to 64 bits. The 64-bit no- 
operand mnemonic is SCASQ. Address of the memory operand is specified in either RDI or EDI, and 
AL/AX/EAX/RAX may be used as the register operand. After a comparison, the destination register is incremented 
or decremented by the current operand size (depending on the value of the DF flag). See the summary chart at the 
beginning of this section for encoding data and limits. 


Operation 
Non-64-bit Mode: 


IF (Byte comparison) 
THEN 
temp := AL-— SRG 
SetStatusFlags(temp); 
THEN IF DF = 0 
THEN (€)DI := (E)DI + 1; 
ELSE (E)DI := (€)DI - 1; FI; 
ELSE IF (Word comparison) 


THEN 
temp := AX — SRC; 
SetStatusFlags(temp); 
IF DF =0 
THEN (€)DI := (E)DI + 2; 
ELSE (E)DI := (€)DI - 2; Fl; 
Fl; 
ELSE IF (Doubleword comparison) 
THEN 
temp := EAX - SRC; 
SetStatusFlags(temp); 
IF DF = 0 
THEN (€)DI := (E)DI + 4; 
ELSE (E)DI := (€)DI - 4; Fl; 
Fl; 
FI; 
64-bit Mode: 
IF (Byte cmparison) 
THEN 
temp := AL-— SRG 
SetStatusFlags(temp); 


THEN IF DF = 0 
THEN (RJE)DI := (RJE)DI + 1; 
ELSE (RIE)DI := (RJE)DI - 1; FA; 
ELSE IF (Word comparison) 


THEN 
temp := AX — SRC; 
SetStatusFlags(temp); 
IF DF =0 
THEN (RJE)DI := (RJE)DI + 2; 
ELSE (RIE)DI := (RJE)DI - 2; FA; 
Fl; 
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ELSE IF (Doubleword comparison) 
THEN 
temp := EAX - SRC; 
SetStatusFlags(temp); 
IF DF =O 
THEN (RIE)DI := (RIJE)DI + 4; 
ELSE (RIE)DI := (RIE)DI - 4; FI; 
FI; 
ELSE IF (Quadword comparison using REX.W ) 
THEN 
temp := RAX — SRC; 
SetStatusFlags(temp); 
IF DF =0 
THEN (RIE)DI := (RIE)DI + 8; 
ELSE (RIE)DI := (RIE)DI - 8; 
FI; 
Fl; 


Flags Affected 
The OF, SF, ZF, AF, PF, and CF flags are set according to the temporary result of the comparison. 


Protected Mode Exceptions 
#GP(0) If a memory operand effective address is outside the limit of the ES segment. 
If the ES register contains a NULL segment selector. 
If an illegal memory operand effective address in the ES segment is given. 
#PF(fault-code) If a page fault occurs. 


#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 


#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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SETcc—Set Byte on Condition 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 97 SETA r/m8 M Valid Valid Set byte if above (CF=0 and ZF=0). 
REX + OF 97 SETA r/m8* M Valid N.E. Set byte if above (CF=0 and ZF=0). 
OF 93 SETAE r/m8 M Valid Valid Set byte if above or equal (CF=0). 
REX + OF 93 SETAE r/m8* M Valid N.E. Set byte if above or equal (CF=0). 
OF 92 SETB r/m8 M Valid Valid Set byte if below (CF=1). 
REX + OF 92 SETB r/m8* M Valid N.E. Set byte if below (CF=1). 
OF 96 SETBE r/m8 M Valid Valid Set byte if below or equal (CF=1 or ZF=1). 
REX + OF 96 SETBE r/m8* M Valid N.E. Set byte if below or equal (CF=1 or ZF=1). 
OF 92 SETC r/m8 M Valid Valid Set byte if carry (CF=1). 
REX + OF 92 SETC r/ma* M Valid N.E. Set byte if carry (CF=1). 
OF 94 SETE r/m8 M Valid Valid Set byte if equal (ZF=1). 
REX + OF 94 SETE r/m8* M Valid N.E. Set byte if equal (ZF=1). 
OF SF SETG r/m8 M Valid Valid Set byte if greater (ZF=0 and SF=OF). 
REX + OF SF SETG r/m8* M Valid N.E. Set byte if greater (ZF=0 and SF=OF). 
OF 9D SETGE r/m8 M Valid Valid Set byte if greater or equal (SF=OF). 
REX + OF 9D SETGE r/m8* M Valid N.E. Set byte if greater or equal (SF=OF). 
OF 9C SETL r/m8 M Valid Valid Set byte if less (SF4 OF). 
REX + OF 9C SETL r/ma* M Valid N.E. Set byte if less (SF4 OF). 
OF SE SETLE r/m8& M Valid Valid Set byte if less or equal (ZF=1 or SF# OF). 
REX + OF 9E SETLE r/m8* M Valid N.E. Set byte if less or equal (ZF=1 or SF# OF). 
OF 96 SETNA r/m8 M Valid Valid Set byte if not above (CF=1 or ZF=1). 
REX + OF 96 SETNA r/m8* M Valid N.E. Set byte if not above (CF=1 or ZF=1). 
OF 92 SETNAE r/m8 M Valid Valid Set byte if not above or equal (CF=1). 
REX + OF 92 SETNAE r/m8* M Valid N.E. Set byte if not above or equal (CF=1). 
OF 93 SETNB r/m8 M Valid Valid Set byte if not below (CF=0). 
REX + OF 93 SETNB r/m8* M Valid N.E. Set byte if not below (CF=0). 
OF 97 SETNBE r/m8& M Valid Valid Set byte if not below or equal (CF=0 and 
ZF=0). 
REX + OF 97 SETNBE r/m8* M Valid N.E. Set byte if not below or equal (CF=0 and 
ZF=0). 
OF 93 SETNC r/m8 M Valid Valid Set byte if not carry (CF=0). 
REX + OF 93 SETNC r/m8* M Valid N.E. Set byte if not carry (CF=0). 
OF 95 SETNE r/m8 M Valid Valid Set byte if not equal (ZF=0). 
REX + OF 95 SETNE r/m8* M Valid N.E. Set byte if not equal (ZF=0). 
OF SE SETNG r/m8 M Valid Valid Set byte if not greater (ZF=1 or SF OF) 
REX + OF 9E SETNG r/m8* M Valid N.E. Set byte if not greater (ZF=1 or SF4 OF). 
OF 9C SETNGE r/m& M Valid Valid Set byte if not greater or equal (SF# OF). 
REX + OF 9C SETNGE r/m8* M Valid N.E. Set byte if not greater or equal (SF# OF). 
OF 9D SETNL r/m8 M Valid Valid Set byte if not less (SF=OF). 
REX + OF 9D SETNL r/m8* M Valid N.E. Set byte if not less (SF=OF). 
OF SF SETNLE r/m8 M Valid Valid Set byte if not less or equal (ZF=0 and SF=OF). 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
REX + OF SF SETNLE r/m8* M Valid N.E. Set byte if not less or equal (ZF=0 and SF=OF). 
OF 91 SETNO r/m8 M Valid Valid Set byte if not overflow (OF=0). 
REX + OF 91 SETNO r/m8* M Valid N.E. Set byte if not overflow (OF=0). 
OF 9B SETNP r/m8 M Valid Valid Set byte if not parity (PF=0). 
REX + OF 9B SETNP r/m8* M Valid N.E. Set byte if not parity (PF=0). 
OF 99 SETNS r/m8 M Valid Valid Set byte if not sign (SF=0). 
REX + OF 99 SETNS r/m8* M Valid N.E. Set byte if not sign (SF=0). 
OF 95 SETNZ r/m8 M Valid Valid Set byte if not zero (ZF=0). 
REX + OF 95 SETNZ r/m8* M Valid N.E. Set byte if not zero (ZF=0). 
OF 90 SETO r/m8 M Valid Valid Set byte if overflow (OF=1) 
REX + OF 90 SETO r/m8* M Valid N.E. Set byte if overflow (OF=1). 
OF 9A SETP r/m8 M Valid Valid Set byte if parity (PF=1). 
REX + OF 9A SETP r/m8* M Valid N.E. Set byte if parity (PF=1). 
OF 9A SETPE r/m8 M Valid Valid Set byte if parity even (PF=1). 
REX + OF 9A SETPE r/m8* M Valid N.E. Set byte if parity even (PF=1). 
OF 9B SETPO r/m8 M Valid Valid Set byte if parity odd (PF=0). 
REX + OF 9B SETPO r/m8* M Valid N.E. Set byte if parity odd (PF=0). 
OF 98 SETS r/m8 M Valid Valid Set byte if sign (SF=1). 
REX + OF 98 SETS r/m8* M Valid N.E. Set byte if sign (SF=1). 
OF 94 SETZ r/m8 M Valid Valid Set byte if zero (ZF=1). 
REX + OF 94 SETZ r/m8* M Valid N.E. Set byte if zero (ZF=1). 
NOTES: 
* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Sets the destination operand to O or 1 depending on the settings of the status flags (CF, SF, OF, ZF, and PF) in the 
EFLAGS register. The destination operand points to a byte register or a byte in memory. The condition code suffix 
(cc) indicates the condition being tested for. 


The terms “above” and “below” are associated with the CF flag and refer to the relationship between two unsigned 
integer values. The terms “greater” and “less” are associated with the SF and OF flags and refer to the relationship 
between two signed integer values. 


Many of the SETcc instruction opcodes have alternate mnemonics. For example, SETG (set byte if greater) and 
SETNLE (set if not less or equal) have the same opcode and test for the same condition: ZF equals 0 and SF equals 
OF. These alternate mnemonics are provided to make code more intelligible. Appendix B, “EFLAGS Condition 
Codes,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, shows the alternate 
mnemonics for various test conditions. 


Some languages represent a logical one as an integer with all bits set. This representation can be obtained by 
choosing the logically opposite condition for the SETcc instruction, then decrementing the result. For example, to 
test for overflow, use the SETNO instruction, then decrement the result. 
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The reg field of the ModR/M byte is not used for the SETCC instruction and those opcode bits are ignored by the 
processor. 


In IA-64 mode, the operand size is fixed at 8 bits. Use of REX prefix enable uniform addressing to additional byte 
registers. Otherwise, this instruction’s operation is the same as in legacy mode and compatibility mode. 


Operation 


IF condition 
THEN DEST := 1; 
ELSE DEST := 0; 
Fl; 


Flags Affected 
None. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#UD If the LOCK prefix is used. 


4-616 Vol. 2B SETcc—Set Byte on Condition 


INSTRUCTION SET REFERENCE, M-U 


SETSSBSY—Mark Shadow Stack Busy 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
F3 OF 01 E8 ZO VIV CET_SS Set busy flag in supervisor shadow stack token reference by 
SETSSBSY IA32_PLO_SSP. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


The SETSSBSY instruction verifies the presence of a non-busy supervisor shadow stack token at the address in the 
IA32_PLO_SSP MSR and marks it busy. Following successful execution of the instruction, the SSP is set to the value 
of the IA32_PLO_SSP MSR. 


Operation 

IF (CR4.CET = 0) 
THEN #UD; Fl; 

IF (IA32_S_CET.SH_STK_EN = 0) 
THEN #UD; FI; 

IF CPL>O 
THEN GP(0); Fl; 


SSP_LA = IA32_PLO_SSP 
If SSP_LA not aligned to 8 bytes 
THEN #GP(0); FI; 


expected_token_value = SSP_LA (* busy bit must not be set *) 

new_token_value = SSP_LA | BUSY_BIT (* set busy bit; bit position O *) 

IF shadow_stack_lock_cmpxchg8B(SSP_LA, new_token_value, expected_token_value) != expected_token_value 
THEN #CP(SETSSBSY); FI; 

SSP = SSP_LA 

Flags Affected 


None. 


C/C++ Compiler Intrinsic Equivalent 
SETSSBSY void _setssbsy(void); 


Protected Mode Exceptions 


#UD If the LOCK prefix is used. 
If CR4.CET = 0. 
IF IA32_S_CET.SH_STK_EN = 0. 
#GP(0) If IA32_PLO_SSP not aligned to 8 bytes. 
If CPLis not 0. 
#CP(setssbsy) If busy bit in token is set. 


If in 32-bit or compatibility mode, and the address in token is not below 4G. 
#PF(fault-code) If a page fault occurs. 
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Real-Address Mode Exceptions 
#UD The SETSSBSY instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The SETSSBSY instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same as protected mode exceptions. 


64-Bit Mode Exceptions 
Same as protected mode exceptions. 
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SFENCE—Store Fence 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
NP OF AE F8 SFENCE ZO | Valid Valid Serializes store operations. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Orders processor execution relative to all memory stores prior to the SFENCE instruction. The processor ensures 
that every store prior to SFENCE is globally visible before any store after SFENCE becomes globally visible. The 
SFENCE instruction is ordered with respect to memory stores, other SFENCE instructions, MFENCE instructions, 
and any serializing instructions (such as the CPUID instruction). It is not ordered with respect to memory loads or 
the LFENCE instruction. 


Weakly ordered memory types can be used to achieve higher processor performance through such techniques as 
out-of-order issue, write-combining, and write-collapsing. The degree to which a consumer of data recognizes or 
knows that the data is weakly ordered varies among applications and may be unknown to the producer of this data. 
The SFENCE instruction provides a performance-efficient way of ensuring store ordering between routines that 
produce weakly-ordered results and routines that consume this data. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Specification of the instruction's opcode above indicates a ModR/M byte of F8. For this instruction, the processor 
ignores the r/m field of the ModR/M byte. Thus, SFENCE is encoded by any opcode of the form OF AE Fx, where x 
is in the range 8-F. 


Operation 


Wait_On_Following_Stores_Until(preceding_stores_globally_visible); 


Intel C/C++ Compiler Intrinsic Equivalent 


void _mm_sfence(void) 


Exceptions (All Operating Modes) 
#UD If CPUID.O1H:EDX.SSE[bit 25] = 0. 
If the LOCK prefix is used. 
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SGDT—Store Global Descriptor Table Register 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
OF 01 /0 SGDT m M Valid Valid Store GDTR to m. 
NOTES: 


* See IA-32 Architecture Compatibility section below. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Stores the content of the global descriptor table register (GDTR) in the destination operand. The destination 
operand specifies a memory location. 


In legacy or compatibility mode, the destination operand is a 6-byte memory location. If the operand-size attribute 
is 16 or 32 bits, the 16-bit limit field of the register is stored in the low 2 bytes of the memory location and the 32- 
bit base address is stored in the high 4 bytes. 


In 64-bit mode, the operand size is fixed at 8+2 bytes. The instruction stores an 8-byte base and a 2-byte limit. 


SGDT is useful only by operating-system software. However, it can be used in application programs without causing 
an exception to be generated if CR4.UMIP = 0. See “LGDT/LIDT—Load Global/Interrupt Descriptor Table Register” 
in Chapter 3, Inte!® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A, for information on 
loading the GDTR and IDTR. 


IA-32 Architecture Compatibility 


The 16-bit form of the SGDT is compatible with the Intel 286 processor if the upper 8 bits are not referenced. The 
Intel 286 processor fills these bits with 1s; processor generations later than the Intel 286 processor fill these bits 
with Os. 


Operation 


IF instruction is SGDT 
IF OperandSize =16 or OperandSize = 32 (* Legacy or Compatibility Mode *) 
THEN 
DEST[O:1 5] := GDTR(Limit); 
DEST[16:47] := GDTR(Base); (* Full 32-bit base address stored *) 
Fl; 
ELSE (* 64-bit Mode *) 
DEST[O:1 5] := GDTR(Limit); 
DEST[16:79] := GDTR(Base); (* Full 64-bit base address stored *) 
Fl; 
Fl; 


Flags Affected 


None. 
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Protected Mode Exceptions 

#UD If the LOCK prefix is used. 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 
If CR4.UMIP = 1 and CPL > O. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while CPL = 3. 


Real-Address Mode Exceptions 


#UD If the LOCK prefix is used. 
#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 


Virtual-8086 Mode Exceptions 


#UD If the LOCK prefix is used. 

#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If CR4.UMIP = 1. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#UD If the LOCK prefix is used. 
#GP(0) If the memory address is in a non-canonical form. 


If CR4.UMIP = 1 and CPL > O. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while CPL = 3. 
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SHA1RNDS4—Perform Four Rounds of SHA1 Operation 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
NP OF 3A CC /r ib RMI VIN SHA Performs four rounds of SHA1 operation operating on SHA1 state 
SHA1RNDS4 xmm1, (A,B,C,D) from xmm1, with a pre-computed sum of the next 4 
xmm2/m128, imm8 round message dwords and state variable E from xmm2/m128. 
The immediate byte controls logic functions and round constants. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
RMI ModRM:reg (r, w) ModRM:r/m (r) Imm8s 
Description 


The SHAIRNDS4 instruction performs four rounds of SHA1 operation using an initial SHA1 state (A,B,C,D) from the 
first operand (which is a source operand and the destination operand) and some pre-computed sum of the next 4 
round message dwords, and state variable E from the second operand (a source operand). The updated SHA1 state 
(A,B,C,D) after four rounds of processing is stored in the destination operand. 


Operation 


SHA1RNDS4 
The function f() and Constant K are dependent on the value of the immediate. 


IF (imm8[1:0] = 0 ) 
THEN f() := f0(), K := Kg; 
ELSE IF ( imm8[1:0] = 1 ) 
THEN f() := f1(), K := Ky; 
ELSE IF ( imm8[1:0] = 2 ) 
THEN f() := f2(), K := Kp; 
ELSE IF (imm8[1:0] = 3 ) 
THEN f() := £3(), K = K3; 
Fl; 


A:= SRC1[127:96]; 
B := SRC1[95:64]; 

C:= SRC1[63:32]; 

D := SRC1[31:0}; 

WoE := SRC2[127:96]; 
Wy := SRC2[95:64]; 
We := SRC2[63:32]; 
W3 := SRC2[31:0]; 


Round i = O operation: 

A_1:=f (B,C, D) + (A ROL 5) +WoE +K; 
1:=A; 

_1:=BROL 30; 
1 . . 


FORi=1to3 
A_(i +1) :=  (BLi, Ci, D_i) + (A_i ROL 5) +W;+ €_i +k; 
B_(i+1):= Ai; 
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C_(i+1) := B_i ROL 30; 

D_(i+1) := Ci; 

E_(i+1):= Di; 
ENDFOR 


DEST[127:96] = A_4; 
DEST[95:64] := B_4; 
DEST[63:32] := C_4; 
DEST[31:0] := D_4; 


Intel C/C++ Compiler Intrinsic Equivalent 
SHA1RNDS4: __m128i__mm_sha1rnds4_epu32(__m128i,__m128i, const int); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”. 
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SHA1NEXTE—Calculate SHA1 State Variable € after Four Rounds 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support Flag 
NP OF 38 C8 /r RM VIN SHA Calculates SHA1 state variable E after four rounds of operation 
SHA1NEXTE xmm1, from the current SHA1 state variable A in xmm1. The calculated 
xmm2/m128 value of the SHA1 state variable E is added to the scheduled 
dwords in xmm2/m1 28, and stored with some of the scheduled 
dwords in xmm1. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 
RM ModRM:reg (r, w) ModRM:r/m (r) NA 
Description 


The SHA1NEXTE calculates the SHA1 state variable E after four rounds of operation from the current SHA1 state 
variable A in the destination operand. The calculated value of the SHA1 state variable E is added to the source 


operand, which contains the scheduled dwords. 


Operation 
SHA1NEXTE 


TMP := (SRC1[127:96] ROL 30); 


DEST[127:96] := SRC2[127:96] + TMP; 
DEST[95:64] := SRC2[95:64]; 
DEST[63:32] = SRC2[63:32]; 
DEST[31:0] := SRC2[31:0]; 


Intel C/C++ Compiler Intrinsic Equivalent 
SHA1NEXTE: ___m128i__mm_sha1nexte_epu32(__m128i, 


m1 28i); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


See Table 2-21, “Type 4 Class Exception Conditions”. 
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SHA1MSG1—Perform an Intermediate Calculation for the Next Four SHA1 Message Dwords 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 

Support | Flag 
NP OF 38 C9 /r RM VV SHA Performs an intermediate calculation for the next four SHA1 
SHA1MSG1 xmm1, message dwords using previous message dwords from xmm1 and 
xmm2/m128 xmm2/m1 28, storing the result in xmm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
RM ModRM:reg (r, w) ModRM:r/m (r) NA 
Description 


The SHA1MSG1 instruction is one of two SHA1 message scheduling instructions. The instruction performs an inter- 
mediate calculation for the next four SHA1 message dwords. 


Operation 
SHA1MSG1 


WO := SRC1[127:96] ; 
W1 := SRC1[95:64]; 
W2 := SRC1[63: 32]; 
W3 := SRC1[31: 0]; 
W4 := SRC2[127:96] ; 
W5 := SRC2[95:64]; 


DEST[127:96] := W2 XOR WO; 
DEST[95:64] := W3 XOR W1; 
DEST[63:32] := W4 XOR W2; 
DEST[31:0] := W5 XOR W3; 


Intel C/C++ Compiler Intrinsic Equivalent 
SHA1MSG1:__m128i_mm_sha1msg1_epu32(__m128i, 


Flags Affected 
None 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


See Table 2-21, “Type 4 Class Exception Conditions”. 


m1 28i); 
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SHA1MSG2—Perform a Final Calculation for the Next Four SHA1 Message Dwords 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 

Support | Flag 
NP OF 38 CA /r RM VN SHA Performs the final calculation for the next four SHA1 message 
SHA1MSG2 xmm1, dwords using intermediate results from xmm1 and the previous 
xmm2/m128 message dwords from xmm2/m1 28, storing the result in xmm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
RM ModRM:reg (r, w) ModRM:r/m (r) NA 
Description 


The SHA1MSGz2 instruction is one of two SHA1 message scheduling instructions. The instruction performs the final 
calculation to derive the next four SHA1 message dwords. 


Operation 
SHA1MSG2 


W13 := SRC2[95:64] ; 
W14 := SRC2[63: 32]; 

W15 := SRC2[31: 0]; 

W16 := (SRC1[127:96] XOR W13 ) ROL 1; 
W17 := (SRC1[95:64] XOR W14) ROL 1; 
W18 := (SRC1[63: 32] XOR W15) ROL 1; 
W19 := (SRC1[31; 0] XOR W16) ROL 1; 


DEST[127:96] := W16; 
DEST[95:64] = W17; 
DEST[63:32] = W18; 
DEST[31:0] := W19; 


Intel C/C++ Compiler Intrinsic Equivalent 


SHA1MSG2: __m128i __mm_shalmsg2_epu32(__m128i, __m128i); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”. 
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SHA256RNDS2—Perform Two Rounds of SHA256 Operation 


xmme2/m128, <XMMO> 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
NP OF 38 CB /r RMI VIV SHA Perform 2 rounds of SHA256 operation using an initial SHA256 
SHA256RNDS2 xmm1, state (C,D,G,H) from xmm1, an initial SHA256 state (A,B,E,F) from 


xmm2/m1 28, and a pre-computed sum of the next 2 round mes- 
sage dwords and the corresponding round constants from the 
implicit operand XMMO, storing the updated SHA256 state 
(A,B,E,F) result in xmm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
RMI ModRM:reg (r, w) ModRM:r/m (r) Implicit XMMO (r) 
Description 


The SHA256RNDS2 instruction performs 2 rounds of SHA256 operation using an initial SHA256 state (C,D,G,H) 
from the first operand, an initial SHA256 state (A,B,E,F) from the second operand, and a pre-computed sum of the 
next 2 round message dwords and the corresponding round constants from the implicit operand xmm0O. Note that 
only the two lower dwords of XMMO are used by the instruction. 


The updated SHA256 state (A,B,E,F) is written to the first operand, and the second operand can be used as the 


updated state (C,D,G,H) in later rounds. 


Operation 
SHA256RNDS2 


A_O:= SRC2[127:96]; 
B_O:= SRC2[95:64]; 
C_0:= SRC1[127:96]; 
D_O:= SRC1[95:64]; 
E_0:= SRC2[63:32]; 
F_O:= SRC2[31:0]; 
G_0:= SRC1[63:32]; 
H_O:= SRC1[31:0]; 
WKg = XMMO[31: 0}; 
WK, := XMMO[63: 32]; 


FORi =O to 1 


A_(i +1) := Ch (€_i, Fi, G_i) +2,( €i) +WK;+ H_i + Maj(A_i, Bi, Ci) +Z9( A_i); 


B_(i+1):= Ai; 
C_(i+1):=Bi; 

D_(i+1):= Ci: 

E_(i +1) := Ch (€_i, Fi, Gi) +2,( €i) +WK;+ Hi+ Di: 
F_(i+1):=€]; 

G_(i+1):= Fi; 

H_(i +1) := Git 

ENDFOR 


DEST[127:96] = A_2; 
DEST[95:64] := B_2; 
DEST[63:32] := €_2; 
DEST[31:0] := F_2; 
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Intel C/C++ Compiler Intrinsic Equivalent 
SHA256RNDS2: __m128i_mm_sha256rnds2_epu32(__m128i,__m128i,__m128i); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”. 
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SHA256MSG1—Perform an Intermediate Calculation for the Next Four SHA256 Message 


Dwords 

Opcode/ Op/En | 64/32 CPUID Description 

Instruction bit Mode | Feature 

Support | Flag 

NP OF 38 CC /r RM VV SHA Performs an intermediate calculation for the next four SHA256 

SHA256MSG1 xmm1, message dwords using previous message dwords from xmm1 and 

xmm2/m128 xmm2/m1 28, storing the result in xmm1. 

Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 
RM ModRM:reg (r, w) ModRM:r/m (r) NA 

Description 


The SHA256MSG1i instruction is one of two SHA256 message scheduling instructions. The instruction performs an 


intermediate calculation for the next four SHA256 message dwords. 


Operation 
SHA256MSG1 


W4 := SRC2[31: 0]; 
W3 := SRC1[127:96] ; 
W2 := SRC1[95:64]; 
W1 := SRC1[63: 32]; 
WO := SRC1[31: 0]; 


DEST[127:96] := W3 + oo( W4); 
DEST[95:64] := W2 + oo( W3); 
DEST[63:32] := W1 + o9( W2); 
DEST[31:0] := WO + o9( W1); 


Intel C/C++ Compiler Intrinsic Equivalent 
SHA256MSG1:__m128i__mm_sha256msg1_epu32(__m128i, __m128i); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”. 
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SHA256MSG2—Perform a Final Calculation for the Next Four SHA256 Message Dwords 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 

Support | Flag 
NP OF 38 CD /r RM VN SHA Performs the final calculation for the next four SHA256 message 
SHA256MSC@2 xmm1, dwords using previous message dwords from xmm1 and 
xmm2/m128 xmm2/m1 28, storing the result in xmm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 
RM ModRM:reg (r, w) ModRM:r/m (r) NA 
Description 


The SHA256MSGz2 instruction is one of two SHA2 message scheduling instructions. The instruction performs the 
final calculation for the next four SHA256 message dwords. 


Operation 
SHA256MSG2 


W14 := SRC2[95:64] ; 

W15 := SRC2[127:96] ; 

W16 := SRC1[31: 0] + o,( W14); 
W17 := SRC1[63: 32] + o)( W15); 
W18 := SRC1[95: 64] + o)( W16); 
W19 := SRC1[127: 96] + o,;( W17) ; 


DEST[127:96] := W19; 
DEST[95:64] := W18; 
DEST[63:32] = W17; 
DEST[31:0] := W16; 


Intel C/C++ Compiler Intrinsic Equivalent 
SHA256MSC@2 :__m128i_mm_sha256msg2_epu32(__m128i,__m128i); 


Flags Affected 
None 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”. 
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SHLD—Double Precision Shift Left 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

OF A4 /r ib SHLD r/m16, 716, imm8 MRI | Valid Valid Shift r/m76 to left imm8 places while shifting 
bits from r76 in from the right. 

OF AS /r SHLD r/m16, 716, CL MRC | Valid Valid Shift r/m76 to left CL places while shifting bits 
from r16 in from the right. 

OF A4 /r ib SHLD r/m32, r32, imm8 MRI | Valid Valid Shift r/m32 to left imm8 places while shifting 
bits from r32 in from the right. 

REX.W + OF A4 /r ib SHLD r/m64, r64, imm8 MRI | Valid N.E. Shift r/m64 to left imm8 places while shifting 
bits from r64 in from the right. 

OF AS /r SHLD r/m32, r32, CL MRC | Valid Valid Shift r/m32 to left CL places while shifting bits 
from r32 in from the right. 

REX.W + OF AS /r SHLD r/m64, r64, CL MRC | Valid N.E. Shift r/m64 to left CL places while shifting 
bits from r64 in from the right. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MRI ModRM:r/m (w) ModRM:reg (r) imm8 NA 
MRC ModRM:r/m (w) ModRM:reg (r) cL NA 

Description 


The SHLD instruction is used for multi-precision shifts of 64 bits or more. 


The instruction shifts the first operand (destination operand) to the left the number of bits specified by the third 
operand (count operand). The second operand (source operand) provides bits to shift in from the right (starting 
with bit 0 of the destination operand). 


The destination operand can be a register or a memory location; the source operand is a register. The count 
operand is an unsigned integer that can be stored in an immediate byte or in the CL register. If the count operand 
is CL, the shift count is the logical AND of CL and a count mask. In non-64-bit modes and default 64-bit mode; only 
bits 0 through 4 of the count are used. This masks the count to a value between 0 and 31. If a count is greater than 
the operand size, the result is undefined. 


If the count is 1 or greater, the CF flag is filled with the last bit shifted out of the destination operand. For a 1-bit 
shift, the OF flag is set if a sign change occurred; otherwise, it is cleared. If the count operand is 0, flags are not 
affected. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits 
(upgrading the count mask to 6 bits). See the summary chart at the beginning of this section for encoding data and 
limits. 


Operation 


IF (In 64-Bit Mode and REX.W = 1) 
THEN COUNT := COUNT MOD 64; 
ELSE COUNT := COUNT MOD 32; 

Fl 

SIZE := OperandSize; 

IF COUNT = 0 
THEN 

No operation; 
ELSE 
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IF COUNT > SIZE 
THEN (* Bad parameters *) 
DEST is undefined; 
CF, OF, SF, ZF, AF, PF are undefined; 
ELSE (* Perform the shift *) 
CF := BIT[DEST, SIZE - COUNT]; 
(* Last bit shifted out on exit *) 
FOR i := SIZE - 1 DOWN TO COUNT 


DO 
Bit(DEST, i) := Bit(DEST, i - COUNT); 
OD; 
FOR i := COUNT - 1 DOWN TO 0 
DO 
BIT[DEST, i] := BIT[SRC, i - COUNT + SIZE]; 
OD; 
Fl; 
Fl; 
Flags Affected 


If the count is 1 or greater, the CF flag is filled with the last bit shifted out of the destination operand and the SF, ZF, 
and PF flags are set according to the value of the result. For a 1-bit shift, the OF flag is set if a sign change occurred; 
otherwise, it is cleared. For shifts greater than 1 bit, the OF flag is undefined. If a shift occurs, the AF flag is unde- 
fined. If the count operand is 0, the flags are not affected. If the count is greater than the operand size, the flags 

are undefined. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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SHRD—Double Precision Shift Right 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF AC /r ib SHRD r/m16, 716, imm8 MRI | Valid Valid Shift r/m76 to right imm8 places while 
shifting bits from r76 in from the left. 
OF AD /r SHRD r/m16, 716, CL MRC | Valid Valid Shift r/m76 to right CL places while shifting 
bits from r76 in from the left. 
OF AC /r ib SHRD r/m32, r32, imm8 MRI | Valid Valid Shift r/m32 to right imm8 places while 
shifting bits from r32 in from the left. 
REX.W + OF AC /r ib SHRD r/m64, r64, imm8 MRI | Valid N.E. Shift r/m64 to right imm@ places while 
shifting bits from r64 in from the left. 
OF AD /r SHRD r/m32, r32, CL MRC | Valid Valid Shift r/m32 to right CL places while shifting 
bits from r32 in from the left. 
REX.W + OF AD /r SHRD r/m64, r64, CL MRC | Valid N.E. Shift r/m64 to right CL places while shifting 
bits from r64 in from the left. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MRI ModRM:r/m (w) ModRM:reg (r) imm8 NA 
MRC ModRM:r/m (w) ModRM:reg (r) cL NA 
Description 


The SHRD instruction is useful for multi-precision shifts of 64 bits or more. 


The instruction shifts the first operand (destination operand) to the right the number of bits specified by the third 
operand (count operand). The second operand (source operand) provides bits to shift in from the left (starting with 
the most significant bit of the destination operand). 


The destination operand can be a register or a memory location; the source operand is a register. The count 
operand is an unsigned integer that can be stored in an immediate byte or the CL register. If the count operand is 
CL, the shift count is the logical AND of CL and a count mask. In non-64-bit modes and default 64-bit mode, the 
width of the count mask is 5 bits. Only bits 0 through 4 of the count register are used (masking the count to a value 
between 0 and 31). If the count is greater than the operand size, the result is undefined. 


If the count is 1 or greater, the CF flag is filled with the last bit shifted out of the destination operand. For a 1-bit 
shift, the OF flag is set if a sign change occurred; otherwise, it is cleared. If the count operand is 0, flags are not 
affected. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits 
(upgrading the count mask to 6 bits). See the summary chart at the beginning of this section for encoding data and 
limits. 


Operation 


IF (In 64-Bit Mode and REX.W = 1) 
THEN COUNT := COUNT MOD 64; 
ELSE COUNT := COUNT MOD 32; 

Fl 

SIZE := OperandSize; 

IF COUNT = 0 
THEN 

No operation; 
ELSE 
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IF COUNT > SIZE 
THEN (* Bad parameters *) 
DEST is undefined; 
CF, OF, SF, ZF, AF, PF are undefined; 
ELSE (* Perform the shift *) 
CF := BIT[DEST, COUNT - 1]; (* Last bit shifted out on exit *) 
FOR i := 0 TO SIZE - 1 - COUNT 


DO 
BIT[DEST, i] := BIT[DEST, i + COUNT]; 
OD; 
FOR i := SIZE - COUNT TO SIZE - 1 
DO 
BIT[DEST,i] := BIT[SRC, i + COUNT - SIZE]; 
OD; 
Fl; 
Fl; 
Flags Affected 


If the count is 1 or greater, the CF flag is filled with the last bit shifted out of the destination operand and the SF, 
ZF, and PF flags are set according to the value of the result. For a 1-bit shift, the OF flag is set if a sign change 
occurred; otherwise, it is cleared. For shifts greater than 1 bit, the OF flag is undefined. If a shift occurs, the AF flag 
is undefined. If the count operand is 0, the flags are not affected. If the count is greater than the operand size, the 
flags are undefined. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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SHUFPD—Packed Interleave Shuffle of Pairs of Double-Precision Floating-Point Values 


Opcode/ Op/ 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support Flag 

66 OF C6 /r ib A VV SSE2 Shuffle two pairs of double-precision floating-point 

SHUFPD xmm1, xmm2/m128, imm8 values from xmm1 and xmm2/m128 using imm8 to 
select from each pair, interleaved result is stored in 
xmm1. 

VEX.128.66.0F.WIG C6 /r ib B VN AVX Shuffle two pairs of double-precision floating-point 

VSHUFPD xmm1, xmm2, xmm3/m128, values from xmm2 and xmm3/m128 using imm8 to 

imm8 select from each pair, interleaved result is stored in 
xmm1. 

VEX.256.66.0F.WIG C6 /r ib B VN AVX Shuffle four pairs of double-precision floating-point 

VSHUFPD ymm1, ymm2, ymm3/m256, values from ymm2 and ymm3/m256 using imm8 to 

imm8 select from each pair, interleaved result is stored in 
xmm1. 

EVEX.128.66.0F.W1 C6 /r ib C VV AVX512VL | Shuffle two paris of double-precision floating-point 

VSHUFPD xmm1{k1}{z}, xmm_2, AVX512F values from xmm2 and xmm3/m128/m64bcst using 

xmm3/m128/m64bcst, imm8 imm8 to select from each pair. store interleaved 
results in xmm1 subject to writemask k1. 

EVEX.256.66.0F.W1 C6 /r ib C VIV AVX512VL | Shuffle four paris of double-precision floating-point 

VSHUFPD ymm1{k1}{z}, ymm2, AVX512F values from ymm2 and ymm3/m256/m64bcst using 

ymm3/m256/m64bcst, imm8 imm8 to select from each pair. store interleaved 
results in ymm1 subject to writemask k1. 

EVEX.512.66.0F.W1 C6 /r ib C VV AVX512F Shuffle eight paris of double-precision floating-point 

VSHUFPD zmm1{k1}{z}, zmm2, values from zmm2 and zmm3/m512/m64bcst using 

zmm3/m512/m64bcst, imm8 imm8 to select from each pair. store interleaved 
results in zmm1 subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) Imm8 NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) Imm8s 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


Selects a double-precision floating-point value of an input pair using a bit control and move to a designated 
element of the destination operand. The low-to-high order of double-precision element of the destination operand 
is interleaved between the first source operand and the second source operand at the granularity of input pair of 
128 bits. Each bit in the imm§8 byte, starting from bit 0, is the select control of the corresponding element of the 
destination to received the shuffled result of an input pair. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
64-bit memory location The destination operand is a ZMM/YMM/XMM register updated according to the writemask. 
The select controls are the lower 8/4/2 bits of the imm8 byte. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. The select controls are the bit 3:0 
of the imm8 byte, imm8[7:4) are ignored. 


VEX.128 encoded version: The first source operand is a XMM register. The second source operand can be a XMM 
register or a 128-bit memory location. The destination operand is a XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. The select controls are the bit 1:0 of the imm8 byte, 
imm8[7:2) are ignored. 
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128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation operand and the first source operand is the same and is an XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are unmodified. The select controls are the bit 1:0 of the imm8 byte, 
imm8[7:2) are ignored. 


SRC1 X3 X2 x1 v.40) 
SRC2 Y3 2 Y1 YO 
DEST Y2 or Y3 X2 or X3 YO or Y1 XO or X1 


Figure 4-25. 256-bit VSHUFPD Operation of Four Pairs of DP FP Values 


Operation 


VSHUFPD (EVEX encoded versions when SRC2 is a vector register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF IMMO[O] = 0 
THEN TMP_DEST[63:0] := SRC1[63:0] 
ELSE TMP_DEST[63:0] := SRC1[127:64] Fl; 
IF IMMO[1] = 0 
THEN TMP_DEST[127:64] := SRC2[63:0] 
ELSE TMP_DEST[127:64] := SRC2[127:64] Fl; 
IF VL >= 256 
IF IMMO[2] = 0 
THEN TMP_DEST[191:128] := SRC1[191:128] 
ELSE TMP_DEST[191:128] := SRC1[255:192] Fl; 
IF IMMO[3] = 0 
THEN TMP_DEST[255:192] := SRC2[191:128] 
ELSE TMP_DEST[255:192] := SRC2[255:192] Fl; 


Fl; 
IF VL >= 512 
IF IMMO[4] = 0 
THEN TMP_DEST[319:256] := SRC1[319:256] 
ELSE TMP_DEST[319:256] := SRC1[383:320] Fl; 
IF IMMO[5] = 0 
THEN TMP_DEST[383:320] := SRC2[319:256] 
ELSE TMP_DEST[383:320] := SRC2[383:320] Fl; 
IF IMMO[6] = 0 
THEN TMP_DEST[447:384] := SRC1[447:384] 
ELSE TMP_DEST[447:384] := SRC1[511:448] Fl; 
IF IMMO[7] = 0 
THEN TMP_DEST[51 1:448] := SRC2[447:384] 
ELSE TMP_DEST[51 1:448] := SRC2[511:448] Fl; 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := TMP_DEST[i+63:i] 
ELSE 
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IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VSHUFPD (EVEX encoded versions when SRC2 is memory) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 
i:=j* 64 
IF (EVEX.b = 1) 
THEN TMP_SRC2[i+63:i] := SRC2[63:0] 
ELSE TMP_SRC2[i+63:i] := SRC2[i+63:i] 
Fl; 
ENDFOR; 
IF IMMO[O] = O 
THEN TMP_DEST[63:0] := SRC1[63:0] 
ELSE TMP_DEST[63:0] := SRC1[127:64] FI; 
IF IMMO[1] = 0 
THEN TMP_DEST[1 27:64] := TMP_SRC2[63:0] 
ELSE TMP_DEST[127:64] := TMP_SRC2[127:64] Fl; 
IF VL >= 256 
IF IMMO[2] = 0 
THEN TMP_DEST[191:128] := SRC1[191:128] 
ELSE TMP_DEST[191:128] := SRC1[255:192] Fl; 
IF IMMO[3] = 0 
THEN TMP_DEST[255:192] := TMP_SRC2[191:128] 
ELSE TMP_DEST[255:192] := TMP_SRC2[255:192] Fl; 


Fl; 
IF VL >= 512 
IF IMMO[4] = 0 
THEN TMP_DEST[319:256] := SRC1[319:256] 
ELSE TMP_DEST[319:256] := SRC1[383:320] Fl; 
IF IMMO[5] = 0 
THEN TMP_DEST[383:320] := TMP_SRC2[319:256] 
ELSE TMP_DEST[383:320] := TMP_SRC2[383:320] FI; 
IF IMMO[6] = 0 
THEN TMP_DEST[447:384] := SRC1[447:384] 
ELSE TMP_DEST[447:384] := SRC1[511:448] Fl; 
IF IMMO[7] = 0 
THEN TMP_DEST[51 1:448] := TMP_SRC2[447:384] 
ELSE TMP_DEST[51 1:448] := TMP_SRC2[51 1:448] Fl; 
Fl; 
FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
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ELSE *zeroing-masking* 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VSHUFPD (VEX.256 encoded version) 
IF IMMO[O] = O 
THEN DEST[63:0] := SRC1[63:0] 
ELSE DEST[63:0] := SRC1[127:64] Fl; 
IF IMMO[1] = 0 
THEN DEST[127:64] := SRC2[63:0] 
ELSE DEST[127:64] := SRC2[127:64] Fl; 
IF IMMO[2] = 0 
THEN DEST[191:128] := SRC1[191:128] 
ELSE DEST[191:128] := SRC1[255:192] Fl; 
IF IMMO[3] = 0 
THEN DEST[255:192] := SRC2[191:128] 
ELSE DEST[255:192] := SRC2[255:192] Fl; 
DEST[MAXVL-1:256] (Unmodified) 


VSHUFPD (VEX.128 encoded version) 
IF IMMO[O] = 0 
THEN DEST[63:0] := SRC1[63:0] 
ELSE DEST[63:0] := SRC1[127:64] Fl; 
IF IMMO[1] = 0 
THEN DEST[1 27:64] := SRC2[63:0] 
ELSE DEST[1 27:64] := SRC2[127:64] Fl; 
DEST[MAXVL-1:128] := 0 


VSHUFPD (128-bit Legacy SSE version) 
IF IMMO[O] = 0 
THEN DEST[63:0] := SRC1[63:0] 
ELSE DEST[63:0] := SRC1[127:64] Fl; 
IF IMMO[1] = 0 
THEN DEST[127:64] := SRC2[63:0] 
ELSE DEST[127:64] := SRC2[127:64] Fl; 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VSHUFPD __m512d_mm512_shuffle_pd(__m512d a, 


; zeroing-masking 


m512d b, int imm); 


VSHUFPD __m512d_mm512_mask_shuffle_pd(__m512d s, 


mmask8 k,__m512da,__m512db, int imm); 


VSHUFPD __m512d 


mm512 


maskz_shuffle_pd(__mmask8 k,__m512da,__m512d 5, int imm); 


VSHUFPD __m256d 


mm256 


VSHUFPD __m256d 


mm256 


shuffle_pd (__m256d a,___m256d b, const int select); 
mask_shuffle_pd(__m256d s,__ mmask8 k,__ m256d a,__ m256d b, int imm); 


VSHUFPD __m256d 


mm256 


maskz_shuffle_pd(__mmask8 k,__ m256d a, __m256d b, int imm); 


SHUFPD __m128d __mm_shuffle_pd (__m128d a,__m128d b, const int select); 


VSHUFPD __m128d __mm_mask_shuffle_pd(__m128d s, 


mmask8 k,__m128d a,__m128d , int imm); 


VSHUFPD __m128d __mm_maskz_shuffle_pd(___mmask8 k, 


m128d a,__m128d b, int imm); 
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SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-50, “Type E4NF Class Exception Conditions”. 
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SHUFPS—Packed Interleave Shuffle of Quadruplets of Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
NP OF C6 /r ib A VN SSE Select from quadruplet of single-precision floating- 
SHUFPS xmm1, xmm3/m128, imm8 point values in xmm1 and xmm2/m1 28 using imm8, 
interleaved result pairs are stored in xmm1. 
VEX.128.0F.WIG C6 /r ib B VIN AVX Select from quadruplet of single-precision floating- 
VSHUFPS xmm1, xmm2, point values in xmm1 and xmm2/m1 28 using imm8, 
xmm3/m1 28, imm8 interleaved result pairs are stored in xmm1. 
VEX.256.0F.WIG C6 /r ib B VIN AVX Select from quadruplet of single-precision floating- 
VSHUFPS ymm1, ymm2, point values in ymm2 and ymm3/m256 using imm8, 
ymm3/m256, imm8 interleaved result pairs are stored in ymm1. 
EVEX.128.0F.WO C6 /r ib C VIV AVX512VL | Select from quadruplet of single-precision floating- 
VSHUFPS xmm1{k1}{z}, xmm2, AVX512F point values in xmm1 and xmm2/m1 28 using imm8, 
xmm3/m128/m32bcst, imm8 interleaved result pairs are stored in xmm1, subject to 
writemask k1. 
EVEX.256.0F.WO C6 /r ib C VIV AVX512VL | Select from quadruplet of single-precision floating- 
VSHUFPS ymm1{k1}{z}, ymm2, AVX512F point values in ymm2 and ymm3/m256 using imm8, 
ymm3/m256/m32bcst, imm8 interleaved result pairs are stored in ymm1, subject to 
writemask k1. 
EVEX.512.0F.WO C6 /r ib C VN AVX512F Select from quadruplet of single-precision floating- 
VSHUFPS zmm1{k1}{z}, zmm2, point values in zmm2 and zmm3/m512 using imms, 
zmm3/m512/m32bcst, imm8 interleaved result pairs are stored in zmm1, subject to 
writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) Imm8s8 NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) Imm8s 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


Selects a single-precision floating-point value of an input quadruplet using a two-bit control and move to a desig- 
nated element of the destination operand. Each 64-bit element-pair of a 128-bit lane of the destination operand is 
interleaved between the corresponding lane of the first source operand and the second source operand at the gran- 
ularity 128 bits. Each two bits in the imm8 byte, starting from bit 0, is the select control of the corresponding 
element of a 128-bit lane of the destination to received the shuffled result of an input quadruplet. The two lower 
elements of a 128-bit lane in the destination receives shuffle results from the quadruple of the first source operand. 
The next two elements of the destination receives shuffle results from the quadruple of the second source operand. 


EVEX encoded versions: The first source operand is a ZMM/YMM/XMM register. The second source operand can be 
a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 
32-bit memory location. The destination operand is aZMM/YMM/XMM register updated according to the writemask. 
Imm8g[7:0] provides 4 select controls for each applicable 128-bit lane of the destination. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. Imm8[7:0] provides 4 select 
controls for the high and low 128-bit of the destination. 


VEX.128 encoded version: The first source operand is a XMM register. The second source operand can be a XMM 
register or a 128-bit memory location. The destination operand is a XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. Imm8[7:0] provides 4 select controls for each element of 
the destination. 
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128-bit Legacy SSE version: The source can be an XMM register or an 128-bit memory location. The destination is 
not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding ZMM 
register destination are unmodified. Imm8[7:0] provides 4 select controls for each element of the destination. 


src X7 x6 X5 x4 X3 x2 x1 x0 
sRca Y7 Y6 Y Y4 Y3 Y2 Y1 YO 


DEST| Y7..Y4 | Y7..Y4 | X7..X4] X7..X4]Y3..YO | Y3 ..YO 


Figure 4-26. 256-bit VSHUFPS Operation of Selection from Input Quadruplet and Pair-wise Interleaved Result 


Operation 


Select4(SRC, control) { 
CASE (control[1:0]) OF 
O: TMP := SRC[31:0); 
1: TMP := SRC[63:32]; 
2: TMP :=SRC[95:64]; 
3: TMP := SRC[127:96]; 
ESAC; 
RETURN TMP 
} 


VPSHUFPS (EVEX encoded versions when SRC2 is a vector register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


TMP_DEST[31:0] := Select4(SRC1[127:0], imm8[1:0)); 
TMP_DEST[63:32] := Select4(SRC1[127:0], imm8[3:2]); 
TMP_DEST[95:64] := Select4(SRC2[1 27:0], imm8[5:4)); 
TMP_DEST[1 27:96] := Select4(SRC2[1 27:0], imm8[7:6)); 
IF VL >= 256 
TMP_DEST[159:1 28] := Select4(SRC1[255:1 28], imm8[1:0}); 
TMP_DEST[191:160] := Select4(SRC1[255:1 28], imm8[3:2]); 
TMP_DEST[223:192] := Select4(SRC2[255:1 28], imm8[5:4}); 
TMP_DEST[255:224] := Select4(SRC2[255:1 28], imm8[7:6]); 
Fl; 
IFVL>=512 
TMP_DEST[287:256] := Select4(SRC1[383:256], imm8[1:0}); 
TMP_DEST[319:288] := Select4(SRC1[383:256], imm8[3:2]); 
TMP_DEST[351:320] := Select4(SRC2[383:256], imm8[5:4)); 
TMP_DEST[383:352] := Select4(SRC2[383:256], imm8[7:6]); 
TMP_DEST[415:384] := Select4(SRC1[51 1:384], imm8[1:0]) 
TMP_DEST[447:416] := Select4(SRC1[51 1:384], imm8[3:2]); 
) 
) 


TMP_DEST[479:448] := Select4(SRC2[51 1:384], imm8[5:4] 
TMP_DEST[51 1:480] := Select4(SRC2[51 1:384], imm8[7:6] 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
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THEN DEST[i+31:i] = TMP_DEST[i+31:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPSHUFPS (EVEX encoded versions when SRC2 is memory) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF (EVEX.b = 1) 
THEN TMP_SRC2{[i+31:i] := SRC2[31:0] 
ELSE TMP_SRC2[i+31:i] = SRC2[i+31:i] 
Fl; 
ENDFOR; 
TMP_DEST[31:0] := Select4(SRC1[127:0], imm8[1:0)); 
TMP_DEST[63:32] := Select4(SRC1[127:0], imm8[3:2]); 
TMP_DEST[95:64] := Select4(TMP_SRC2[1 27:0], imm8[5:4]); 
TMP_DEST[1 27:96] := Select4(TMP_SRC2[1 27:0], imm8[7:6]); 
IF VL >= 256 
TMP_DEST[159:1 28] := Select4(SRC1[255:1 28], imm8[1:0]); 
TMP_DEST[191:160] := Select4(SRC1[255:1 28], imm8[3:2]); 
TMP_DEST[223:192] := Select4(TMP_SRC2[255:1 28], imm8[5:4]); 
TMP_DEST[255:224] := Select4(TMP_SRC2[255:1 28], imm8[7:6]); 
Fl; 
IF VL >= 512 
TMP_DEST[287:256] := Select4(SRC1[383:256], imm8[1:0]); 
TMP_DEST[319:288] := Select4(SRC1[383:256], imm8[3:2]); 
TMP_DEST[351:320] := Select4(TMP_SRC2[383:256], imm8[5:4]); 
TMP_DEST[383:352] := Select4(TMP_SRC2[383:256], imm8[7:6]); 
TMP_DEST[415:384] := Select4(SRC1[511:384], imm8[1:0]); 
TMP_DEST[447:416] := Select4(SRC1[511:384], imm8[3:2]); 
TMP_DEST[479:448] := Select4(TMP_SRC2[51 1:384], imm8[5:4]); 
TMP_DEST[51 1:480] := Select4(TMP_SRC2[51 1:384], imm8[7:6]); 
Fl; 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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DEST[31:0] := Select4(SRC1[127:0], imm8[1:0)); 
DEST[63:32] := Select4(SRC1[127:0], imm8[3:2)); 
DEST[95:64] := Select4(SRC2[1 27:0], imm8[5:4)); 
DEST[127:96] := Select4(SRC2[127:0], imm8[7:6]); 
DEST[159:128] := Select4(SRC1[255:1 28], imm8[1:0)), 
DEST[191:160] := Select4(SRC1[255:1 28], imm8[3:2]); 
DEST[223:192] := Select4(SRC2[255:1 28], imm8[5:4)), 
DEST[255:224] := Select4(SRC2[255:1 28], imm8[7:6]), 
DEST[MAXVL-1:256] := 0 


VSHUFPS (VEX.128 encoded version) 
DEST[31:0] := Select4(SRC1[127:0], imm8[1:0]); 
DEST[63:32] := Select4(SRC1[127:0], imm8[3:2)); 
DEST[95:64] := Select4(SRC2[1 27:0], imm8[5:4)); 
DEST[127:96] := Select4(SRC2[1 27:0], imm8[7:6]); 
DEST[MAXVL-1:128] := 0 


SHUFPS (128-bit Legacy SSE version) 
DEST[31:0] := Select4(SRC1[127:0], imm8[1:0)); 
DEST[63:32] := Select4(SRC1[127:0], imm8[3:2]); 
DEST[95:64] := Select4(SRC2[1 27:0], imm8[5:4]); 
DEST[127:96] := Select4(SRC2[1 27:0], imm8[7:6]); 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 
VSHUFPS __m512_mm512_shuffle_ps(__m512 a, 


VSHUFPS __m512 _mm512_maskz_shuffle_ps(__mmask16 k, 
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m512 b, int imm); 
VSHUFPS __m512_mm512_mask_shuffle_ps(__m512s,__ mmask16 k,__m512 a,__m512 b, int imm); 
m512 a,__m512 5, int imm); 


VSHUFPS __m256 _mm256_shuffle_ps (__m256 a,__m256 b, const int select); 


VSHUFPS __m256 _mm256_mask_shuffle_ps(__m256 s, 


mmask8 k,__m256 a,__m256 b, int imm); 


VSHUFPS __m256 _mm256_maskz_shuffle_ps(__mmask8 k,__m256 a,__m256 b, int imm); 


SHUFPS __m128 _mm_shuffle_ps (_m128 a, 


m128 b, const int select); 


VSHUFPS __m128 _mm_mask_shuffle_ps(__m128s,__ mmask8 k,__m128 a,__m128, int imm); 


VSHUFPS __m128 _mm_maskz_shuffle_ps(__mmask8 k,__m128 a, 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


m128 b, int imm); 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-50, “Type E4NF Class Exception Conditions”. 
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SIDT—Store Interrupt Descriptor Table Register 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 01/1 SIDT m M Valid Valid Store IDTR to m. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Stores the content the interrupt descriptor table register (IDTR) in the destination operand. The destination 
operand specifies a 6-byte memory location. 


In non-64-bit modes, the 16-bit limit field of the register is stored in the low 2 bytes of the memory location and 
the 32-bit base address is stored in the high 4 bytes. 


In 64-bit mode, the operand size fixed at 8+2 bytes. The instruction stores 8-byte base and 2-byte limit values. 


SIDT is only useful in operating-system software; however, it can be used in application programs without causing 
an exception to be generated if CR4.UMIP = 0. See “LGDT/LIDT—Load Global/Interrupt Descriptor Table Register” 
in Chapter 3, Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A, for information on 
loading the GDTR and IDTR. 


IA-32 Architecture Compatibility 


The 16-bit form of SIDT is compatible with the Intel 286 processor if the upper 8 bits are not referenced. The Intel 
286 processor fills these bits with 1s; processor generations later than the Intel 286 processor fill these bits with 
Os. 


Operation 


IF instruction is SIDT 
THEN 
IF OperandSize =16 or OperandSize = 32 (* Legacy or Compatibility Mode *) 
THEN 
DEST[O:15] := IDTR(Limit); 
DEST[16:47] := IDTR(Base); Fl; (* Full 32-bit base address stored *) 
ELSE (* 64-bit Mode *) 
DEST[O:15] := IDTR(Limit); 
DEST[16:79] := IDTR(Base); (* Full 64-bit base address stored *) 
Fl; 
Fl; 


Flags Affected 
None. 
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Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 
If CR4.UMIP = 1 and CPL > 0. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while CPL = 3. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If CR4.UMIP = 1. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#UD If the LOCK prefix is used. 
#GP(0) If the memory address is in a non-canonical form. 


If CR4.UMIP = 1 and CPL > O. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while CPL = 3. 
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SLDT—Store Local Descriptor Table Register 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 00 /0 SLDT r/m16 M Valid Valid Stores segment selector from LDTR in r/m176. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Stores the segment selector from the local descriptor table register (LDTR) in the destination operand. The desti- 
nation operand can be a general-purpose register or a memory location. The segment selector stored with this 
instruction points to the segment descriptor (located in the GDT) for the current LDT. This instruction can only be 
executed in protected mode. 


Outside IA-32e mode, when the destination operand is a 32-bit register, the 16-bit segment selector is copied into 
the low-order 16 bits of the register. The high-order 16 bits of the register are cleared for the Pentium 4, Intel Xeon, 
and P6 family processors. They are undefined for Pentium, Intel486, and Intel386 processors. When the destina- 
tion operand is a memory location, the segment selector is written to memory as a 16-bit quantity, regardless of 
the operand size. 


In compatibility mode, when the destination operand is a 32-bit register, the 16-bit segment selector is copied into 
the low-order 16 bits of the register. The high-order 16 bits of the register are cleared. When the destination 
operand is a memory location, the segment selector is written to memory as a 16-bit quantity, regardless of the 
operand size. 


In 64-bit mode, using a REX prefix in the form of REX.R permits access to additional registers (R8-R15). The 
behavior of SLDT with a 64-bit register is to zero-extend the 16-bit selector and store it in the register. If the desti- 
nation is memory and operand size is 64, SLDT will write the 16-bit selector to memory as a 16-bit quantity, 
regardless of the operand size. 


Operation 
DEST := LDTR(SegmentSelector); 


Flags Affected 
None. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 
If CR4.UMIP = 1 and CPL > 0. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while CPL = 3. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD The SLDT instruction is not recognized in real-address mode. 
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Virtual-8086 Mode Exceptions 
#UD The SLDT instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the memory address is in a non-canonical form. 
If CR4.UMIP = 1 and CPL > O. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while CPL = 3. 
#UD If the LOCK prefix is used. 
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SMSW-—Store Machine Status Word 


Opcode* Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

OF 01 /4 SMSW r/m16 M Valid Valid Store machine status word to r/m76. 

OF 01 /4 SMSW r32/m16 M Valid Valid Store machine status word in low-order 16 
bits of r32/m16; high-order 16 bits of r32 are 
undefined. 

REX.W + OF 01 /4 SMSW r64/m16 M Valid Valid Store machine status word in low-order 16 
bits of r64/m16; high-order 16 bits of r32 are 
undefined. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Stores the machine status word (bits 0 through 15 of control register CRO) into the destination operand. The desti- 
nation operand can be a general-purpose register or a memory location. 


In non-64-bit modes, when the destination operand is a 32-bit register, the low-order 16 bits of register CRO are 
copied into the low-order 16 bits of the register and the high-order 16 bits are undefined. When the destination 
operand is a memory location, the low-order 16 bits of register CRO are written to memory as a 16-bit quantity, 
regardless of the operand size. 


In 64-bit mode, the behavior of the SMSW instruction is defined by the following examples: 
¢ SMSW ri6 operand size 16, store CRO[15:0] in ri6 

° SMSW r32 operand size 32, zero-extend CRO[31:0], and store in r32 

° SMSW r64 operand size 64, zero-extend CRO[63:0], and store in r64 

¢ SMSW mi6 operand size 16, store CRO[15:0] in m1i6 

° SMSW mi6 operand size 32, store CRO[15:0] in m16 (not m32) 

° SMSW mi16 operands size 64, store CRO[15:0] in m16 (not m64) 


SMSW is only useful in operating-system software. However, it is not a privileged instruction and can be used in 
application programs if CR4.UMIP = 0. It is provided for compatibility with the Intel 286 processor. Programs and 
procedures intended to run on IA-32 and Intel 64 processors beginning with the Intel386 processors should use the 
MOV CR instruction to load the machine status word. 


See “Changes to Instruction Behavior in VMX Non-Root Operation” in Chapter 24 of the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 3C, for more information about the behavior of this instruction in 
VMX non-root operation. 


Operation 


DEST := CRO[15:0]; 
(* Machine status word *) 


Flags Affected 
None. 
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Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 
If CR4.UMIP = 1 and CPL > 0. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while CPL = 3. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If CR4.UMIP = 1. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the memory address is in a non-canonical form. 
If CR4.UMIP = 1 and CPL > O. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while CPL = 3. 
#UD If the LOCK prefix is used. 
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SQRTPD—Square Root of Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
66 OF 51 /r A VV SSE2 Computes Square Roots of the packed double-precision 
SQRTPD xmm1, xmm2/m128 floating-point values in xmm2/m128 and stores the result 
inxmm1. 
VEX.128.66.0F.WIG 51 /r A VV AVX Computes Square Roots of the packed double-precision 
VSQRTPD xmm1, xmm2/m128 floating-point values in xmm2/m128 and stores the result 
inxmm1. 
VEX.256.66.0F.WIG 51 /r A VV AVX Computes Square Roots of the packed double-precision 
VSQRTPD ymm1, ymm2/m256 floating-point values in ymm2/m256 and stores the result 
inymm1. 
EVEX.128.66.0F.W1 51 /r B VV AVX512VL | Computes Square Roots of the packed double-precision 
VSQRTPD xmm1 {k1}{Z}, AVX512F floating-point values in xmm2/m128/m64bcst and stores 
xmm2/m1 28/m64bcst the result in xmm1 subject to writemask k1. 
EVEX.256.66.0F.W1 51 /r B VV AVX512VL | Computes Square Roots of the packed double-precision 
VSQRTPD ymm1 {k1}{Z}, AVX512F floating-point values in ymm2/m256/m64bcst and stores 
ymm2/m256/m64bcst the result in ymm1 subject to writemask k1. 
EVEX.512.66.0F.W1 51 /r B VV AVX512F Computes Square Roots of the packed double-precision 
VSQRTPD zmm1 {k1}{Z}, floating-point values in zmm2/m512/m64bcst and stores 
zmm2/m512/m64bcst{er} the result in zmm1 subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Performs a SIMD computation of the square roots of the two, four or eight packed double-precision floating-point 
values in the source operand (the second operand) stores the packed double-precision floating-point results in the 
destination operand (the first operand). 


EVEX encoded versions: The source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory location, or 
a 512/256/128-bit vector broadcasted from a 64-bit memory location. The destination operand is a 
ZMM/YMM/XMM register updated according to the writemask. 


VEX.256 encoded version: The source operand is a YMM register or a 256-bit memory location. The destination 
operand is a YMM register. The upper bits (MAXVL-1:256) of the corresponding ZMM register destination are 
zeroed. 


VEX.128 encoded version: the source operand second source operand or a 128-bit memory location. The destina- 
tion operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding ZMM register destination are 
zeroed. 


128-bit Legacy SSE version: The second source can be an XMM register or 128-bit memory location. The destina- 
tion is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding ZMM 
register destination are unmodified. 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 
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Operation 


VSQRTPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) AND (SRC *is register*) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC *is memory*) 
THEN DEST[i+63:i] = SOQRT(SRC[63:0]) 
ELSE DEST[i+63:i] := SQRT(SRC[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VSQRTPD (VEX.256 encoded version) 
DEST[63:0] := SQRT(SRC[63:0]) 
DEST[127:64] := SQRT(SRC[127:64]) 
DEST[191:128] := SQRT(SRC[191:128}]) 
DEST[255:192] := SQRT(SRC[255:1 92]) 
DEST[MAXVL-1:256] := 0 


VSQRTPD (VEX.128 encoded version) 
DEST[63:0] := SQRT(SRC[63:0)) 
DEST[127:64] := SQRT(SRC[127:64]) 
DEST[MAXVL-1:128] := 0 


SQRTPD (128-bit Legacy SSE version) 
DEST[63:0] := SQRT(SRC[63:0]) 
DEST[127:64] := SORT(SRC[127:64]) 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VSQRTPD __m512d_mm512_sqrt_round_pd(__m512d a, int r); 

VSQRTPD __m512d_mm512_mask_sqrt_round_pd(__m512d s,___mmask8 k,___m512d a, int r); 
VSQRTPD __m512d_mm512_maskz_sqrt_round_pd(__mmask8 k,__m512d a, int r); 
VSQRTPD __m256d __mm256_sqrt_pd (__m256d a); 
VSQRTPD __m256d__mm256_mask_sqrt_pd(__m256d s, 
VSQRTPD __m256d __mm256_maskz_sqrt_pd(__mmask8 k, 
SQRTPD __m128d _mm_sqrt_pd (__m128d a); 

VSQRTPD __m128d __mm_mask_sqrt_pd(__m128d s, __mmask8 k, __m128d a, int r); 
VSQRTPD __m128d _mm_maskz_sqrt_pd(__mmask8 k, __m128d a, int r); 


mmask8 k, _m256d a, int r); 
m256d a, int r); 
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SIMD Floating-Point Exceptions 
Invalid, Precision, Denormal 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-19, “Type 2 Class Exception Conditions”; additionally: 
#UD If VEX.vvvv != 1111B. 

EVEX-encoded instruction, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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SQRTPS—Square Root of Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
NP OF 51 /r A VIV SSE Computes Square Roots of the packed single-precision 
SQRTPS xmm1, xmm2/m128 floating-point values in xmm2/m128 and stores the result in 
xmm1. 
VEX.128.0F.WIG 51 /r A VIV AVX Computes Square Roots of the packed single-precision 
VSQRTPS xmm1, xmm2/m128 floating-point values in xmm2/m128 and stores the result in 
xmm1. 
VEX.256.0F.WIG 51/r A VIV AVX Computes Square Roots of the packed single-precision 
VSQRTPS ymm1, ymm2/m256 floating-point values in ymm2/m256 and stores the result in 
ymm1. 
EVEX.128.0F.WO 51 /r B VIV AVX512VL_ | Computes Square Roots of the packed single-precision 
VSQRTPS xmm1 {k1}{Z}, AVX512F floating-point values in xmm2/m128/m32bcst and stores 
xmm2/m128/m32bcst the result in xmm1 subject to writemask k1. 
EVEX.256.0F.WO 51 /r B VIV AVX512VL_ | Computes Square Roots of the packed single-precision 
VSQRTPS ymm1 {k1}{Z}, AVX512F floating-point values in ymm2/m256/m32bcst and stores 
ymm2/m256/m32bcst the result in ymm1 subject to writemask k1. 
EVEX.512.0F.WO0 51/r B VIV AVX512F Computes Square Roots of the packed single-precision 
VSQRTPS zmm1 {k1}{z}, floating-point values in zmm2/m512/m32bcst and stores 
zmm2/m512/m32bcst{er} the result in zmm1 subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Performs a SIMD computation of the square roots of the four, eight or sixteen packed single-precision floating-point 
values in the source operand (second operand) stores the packed single-precision floating-point results in the 
destination operand. 

EVEX.512 encoded versions: The source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory location 
or a 512/256/128-bit vector broadcasted from a 32-bit memory location. The destination operand is a 
ZMM/YMM/XMM register updated according to the writemask. 

VEX.256 encoded version: The source operand is a YMM register or a 256-bit memory location. The destination 
operand is a YMM register. The upper bits (MAXVL-1:256) of the corresponding ZMM register destination are 
zeroed. 

VEX.128 encoded version: the source operand second source operand or a 128-bit memory location. The destina- 
tion operand is an XMM register. The upper bits (MAXVL-1:128) of the corresponding ZMM register destination are 
zeroed. 

128-bit Legacy SSE version: The second source can be an XMM register or 128-bit memory location. The destina- 
tion is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding ZMM 
register destination are unmodified. 


Note: VEX.vvvv and EVEX.vvvwv are reserved and must be 1111b otherwise instructions will #UD. 
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Operation 


VSQRTPS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) AND (SRC *is register*) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC *is memory’) 
THEN DEST[i+31:i] := SQRT(SRC[3 1:0]) 
ELSE DEST[i+31:i] = SOQRT(SRC[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VSQRTPS (VEX.256 encoded version) 
DEST[31:0] := SQRT(SRC[31:0]) 
DEST[63:32] := SQRT(SRC[63:32]) 
DEST[95:64] := SQRT(SRC[95:64)) 
DEST[127:96] := SQRT(SRC[127:96]) 
DEST[159:1 28] := SQRT(SRC[159:1 28] 
DEST[191:160] := SQRT(SRC[191:160] 
DEST[223:192] := SQRT(SRC[223:192] 
DEST[255:224] := SQRT(SRC[255:224] 


a) 


VSQRTPS (VEX.128 encoded version) 
DEST[31:0] := SQRT(SRC[31:0]) 
DEST[63:32] := SQRT(SRC[63:32)) 
DEST[95:64] := SQRT(SRC[95:64}) 
DEST[127:96] := SQRT(SRC[127:96]) 
DEST[MAXVL-1:128] := 0 


SQRTPS (128-bit Legacy SSE version) 
DEST[31:0] := SQRT(SRC[31:0]) 
DEST[63:32] := SQRT(SRC[63:32]) 
DEST[95:64] := SQRT(SRC[95:64)) 
DEST[1 27:96] := SORT(SRC[127:96]) 
DEST[MAXVL-1:128] (Unmodified) 
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Intel C/C++ Compiler Intrinsic Equivalent 


VSQRTPS __m512 _mm512_sqrt_round_ps(__m512 a, int r); 
VSQRTPS __m512 _mm512_mask_sqrt_round_ps(__m512 s, 


mmask16 k, 


VSQRTPS __m512 _mm512_maskz_sqrt_round_ps(__mmask16 k, 


VSQRTPS __m256 __mm256_sqrt_ps (__m256 a); 
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m512 a, int r); 
m512 a, int r); 


VSQRTPS __m256 __mm256_mask_sqrt_ps(__m256 s,__mmask8 k,__m256 a, int r); 


VSQRTPS __m256 __mm256_maskz_sqrt_ps(__mmask8 k, 


SQRTPS __m128 _mm_sqrt_ps (__m128 a); 


VSQRTPS __m128 __mm_mask_sqrt_ps(__m128 s,__ mmask8 k, 


m256 a, int r); 


m128 a, int r); 


VSQRTPS __m128 _mm_maskz_sqrt_ps(_mmask8 k, __m128 a, int r); 


SIMD Floating-Point Exceptions 
Invalid, Precision, Denormal 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-19, “Type 2 Class Exception Conditions”; additionally: 


#UD If VEX.vvvv != 1111B. 


EVEX-encoded instruction, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 


#UD If EVEX.vvvv != 1111B. 
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SQRTSD—Compute Square Root of Scalar Double-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
F2 OF 51/r A VIV SSE2 Computes square root of the low double-precision floating- 
SQRTSD xmm1,xmm2/m64 point value in xmm2/m64 and stores the results in xmm1. 
VEX.LIG.F2.0F.WIG 51/r B VIV AVX Computes square root of the low double-precision floating- 
VSQRTSD xmm1,xmm2, point value in xmm3/m64 and stores the results in xmm1. 
xmm3/m64 Also, upper double-precision floating-point value 
(bits[127:64]) from xmm_2 is copied to xmm1[127:64]. 
EVEX.LLIG.F2.0F.W1 51/r C VIV AVX512F Computes square root of the low double-precision floating- 
VSQRTSD xmm1 {k1}{z}, xmm2, point value in xmm3/m64 and stores the results in xmm1 
xmm3/m64{er} under writemask k1. Also, upper double-precision floating- 
point value (bits[127:64]) from xmm2 is copied to 
xmm1[127:64]. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Computes the square root of the low double-precision floating-point value in the second source operand and stores 
the double-precision floating-point result in the destination operand. The second source operand can be an XMM 
register or a 64-bit memory location. The first source and destination operands are XMM registers. 


128-bit Legacy SSE version: The first source operand and the destination operand are the same. The quadword at 
bits 127:64 of the destination operand remains unchanged. Bits (MAXVL-1:64) of the corresponding destination 
register remain unchanged. 


VEX.128 and EVEX encoded versions: Bits 127:64 of the destination operand are copied from the corresponding 
bits of the first source operand. Bits (MAXVL-1:128) of the destination register are zeroed. 


EVEX encoded version: The low quadword element of the destination operand is updated according to the 
writemask. 


Software should ensure VSQRTSD is encoded with VEX.L=0. Encoding VSQRTSD with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 
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Operation 


VSQRTSD (EVEX encoded version) 
IF (EVEX.b = 1) AND (SRC2 *is register*) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := SQRT(SRC2[63:0]) 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[1 27:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


VSQRTSD (VEX.128 encoded version) 
DEST[63:0] := SQRT(SRC2[63:0]) 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


SQRTSD (128-bit Legacy SSE version) 
DEST[63:0] := SQRT(SRC[63:0]) 
DEST[MAXVL-1:64] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VSQRTSD __m128d _mm_sqrt_round_sd(__m128d a, ___m128d, int r); 

VSQRTSD __m128d _mm_mask_sqrt_round_sd(__m128d s,__mmask8 k,__m128d a, ___m128d, int r); 
VSQRTSD __m128d _mm_maskz_sqrt_round_sd(__mmask8 k,___m128d a, ___m128d, int r); 

SQRTSD __m128d __mm_sqrt_sd (__m128d a, ___m128d b) 


SIMD Floating-Point Exceptions 
Invalid, Precision, Denormal 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-47, “Type E3 Class Exception Conditions”. 
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SQRTSS—Compute Square Root of Scalar Single-Precision Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
F3 OF 51 /r A VIV SSE Computes square root of the low single-precision floating-point 
SQRTSS xmm1, xmm2/m32 value in xmm2/m32 and stores the results in xmm1. 
VEX.LIG.F3.0F.WIG 51 /r B VIV AVX Computes square root of the low single-precision floating-point 
VSQRTSS xmm1, xmm2, value in xmm3/m32 and stores the results in xmm1. Also, 
xmm3/m32 upper single-precision floating-point values (bits[127:32]) from 
xmm_2 are copied to xmm1[127:32]. 
EVEX.LLIG.F3.0F.WO 51 /r C VIV AVX512F | Computes square root of the low single-precision floating-point 
VSQRTSS xmm1 {k1}{z}, xmm2, value in xmm3/m32 and stores the results in xmm1 under 
xmm3/m32{er} writemask k1. Also, upper single-precision floating-point values 
(bits[127:32]) from xmm2 are copied to xmm1[127:32]. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Computes the square root of the low single-precision floating-point value in the second source operand and stores 
the single-precision floating-point result in the destination operand. The second source operand can be an XMM 
register or a 32-bit memory location. The first source and destination operands is an XMM register. 


128-bit Legacy SSE version: The first source operand and the destination operand are the same. Bits (MAXVL- 
1:32) of the corresponding YMM destination register remain unchanged. 


VEX.128 and EVEX encoded versions: Bits 127:32 of the destination operand are copied from the corresponding 
bits of the first source operand. Bits (MAXVL-1:128) of the destination ZMM register are zeroed. 


EVEX encoded version: The low doubleword element of the destination operand is updated according to the 


writemask. 


Software should ensure VSQRTSS is encoded with VEX.L=0. Encoding VSQRTSS with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 
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Operation 


VSQRTSS (EVEX encoded version) 
IF (EVEX.b = 1) AND (SRC2 *is register*) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN = DEST[31:0] := SQRT(SRC2[31:0]) 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[31:0] := 0 
Fl; 


Fl; 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


VSQRTSS (VEX.128 encoded version) 
DEST[31:0] := SQRT(SRC2[31:0]) 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


SQRTSS (128-bit Legacy SSE version) 
DEST[31:0] := SQRT(SRC2[31:0]) 
DEST[MAXVL-1:32] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VSQRTSS __m128 _mm_sqrt_round_ss(__m128 a, __m128, int r); 

VSQRTSS __m128 _mm_mask_sqrt_round_ss(__m128 s,__mmask8 k,___m128 a, _m128, int r); 
VSQRTSS __m128 _mm_maskz_sqrt_round_ss(___mmask8 k, __m128 a,__m128, int r); 
SQRTSS __m128 __mm_sqrt_ss(__m128 a) 


SIMD Floating-Point Exceptions 
Invalid, Precision, Denormal 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-47, “Type E3 Class Exception Conditions”. 
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STAC—Set AC Flag in EFLAGS Register 


Opcode/ Op/ |64/32 bit | CPUID Description 
Instruction En Mode Feature 
Support | Flag 
NP OF 01 CB ZO VN SMAP Set the AC flag in the EFLAGS register. 
STAC 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Sets the AC flag bit in EFLAGS register. This may enable alignment checking of user-mode data accesses. This 
allows explicit supervisor-mode data accesses to user-mode pages even if the SMAP bit is set in the CR4 register. 


This instruction's operation is the same in non-64-bit modes and 64-bit mode. Attempts to execute STAC when 
CPL > 0 cause #UD. 


Operation 


EFLAGS.AC := 1; 


Flags Affected 
AC set. Other flags are unaffected. 


Protected Mode Exceptions 
#UD If the LOCK prefix is used. 
If the CPL > 0. 
If CPUID.(EAX=07H, ECX=0H):EBX.SMAP[bit 20] = 0. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 
If CPUID.(EAX=07H, ECX=0H):EBX.SMAP[bit 20] = 0. 


Virtual-8086 Mode Exceptions 
#UD The STAC instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
#UD If the LOCK prefix is used. 
If the CPL > 0. 
If CPUID.(EAX=07H, ECX=0H):EBX.SMAP[bit 20] = 0. 


64-Bit Mode Exceptions 
#UD If the LOCK prefix is used. 
If the CPL > 0. 
If CPUID.(EAX=07H, ECX=0H):EBX.SMAP[bit 20] = 0. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
F9 STC ZO | Valid Valid Set CF flag. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Sets the CF flag in the EFLAGS register. Operation is the same in all modes. 


Operation 
CF := 1; 


Flags Affected 


The CF flag is set. The OF, ZF, SF, AF, and PF flags are unaffected. 


Exceptions (All Operating Modes) 


#UD 


STC—Set Carry Flag 


If the LOCK prefix is used. 
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STD—Set Direction Flag 


Opcode Instruction Op/ | 64-bit Compat/ |Description 
En |Mode Leg Mode 
FD STD ZO | Valid Valid Set DF flag. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Sets the DF flag in the EFLAGS register. When the DF flag is set to 1, string operations decrement the index regis- 
ters (ESI and/or EDI). Operation is the same in all modes. 


Operation 
DF := 1; 


Flags Affected 


The DF flag is set. The CF, OF, ZF, SF, AF, and PF flags are unaffected. 


Exceptions (All Operating Modes) 


#UD 
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STl—Set Interrupt Flag 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
FB STI ZO | Valid Valid Set interrupt flag; external, maskable 
interrupts enabled at the end of the next 
instruction. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


In most cases, STI sets the interrupt flag (IF) in the EFLAGS register. This allows the processor to respond to mask- 
able hardware interrupts. 


If IF = 0, maskable hardware interrupts remain inhibited on the instruction boundary following an execution of STI. 
(The delayed effect of this instruction is provided to allow interrupts to be enabled just before returning from a 
procedure or subroutine. For instance, if an STI instruction is followed by an RET instruction, the RET instruction is 
allowed to execute before external interrupts are recognized. No interrupts can be recognized if an execution of CLI 
immediately follow such an execution of STI.) The inhibition ends after delivery of another event (e.g., exception) 
or the execution of the next instruction. 


The IF flag and the STI and CLI instructions do not prohibit the generation of exceptions and nonmaskable inter- 
rupts (NMIs). However, NMIs (and system-management interrupts) may be inhibited on the instruction boundary 
following an execution of STI that begins with IF = 0. 


Operation is different in two modes defined as follows: 
¢ PVI mode (protected-mode virtual interrupts): CRO.PE = 1, EFLAGS.VM = 0, CPL = 3, and CR4.PVI = 1; 
° VME mode (virtual-8086 mode extensions): CRO.PE = 1, EFLAGS.VM = 1, and CR4.VME = 1. 


If IOPL < 3, EFLAGS.VIP = 1, and either VME mode or PVI mode is active, STI sets the VIF flag in the EFLAGS 
register, leaving IF unaffected. 


Table 4-24 indicates the action of the STI instruction depending on the processor operating mode, IOPL, CPL, and 
EFLAGS.VIP. 


Table 4-24. Decision Table for STI Results 


Mode IOPL EFLAGS.VIP STI Result 
Real-address x! X IF=1 
Protected, not PVI@ ai ‘ a 
<CPL X #GP fault 
3 X IF =1 
Protected, PVI? as 0 VIF = 1 
1 #GP fault 
Virtual-8086, not VME? : * — 
0-2 X #GP fault 
3 X IF = 1 
Virtual-8086, VME? ae 0 VIF = 1 
1 #GP fault 


NOTES: 
1. X = This setting has no effect on instruction operation. 


STl—Set Interrupt Flag Vol.2B 4-665 


INSTRUCTION SET REFERENCE, M-U 


2. For this table, “protected mode” applies whenever CRO.PE = 1 and EFLAGS.VM = 0; it includes compatibility mode and 64-bit mode. 
3. PVI mode and virtual-8086 mode each imply CPL = 3. 


Operation 


IF CRO.PE = O (* Executing in real-address mode *) 
THEN IF := 1; (* Set Interrupt Flag *) 
ELSE 
IF IOPL > CPL (* CPL = 3 if EFLAGS.VM = 1 *) 
THEN IF := 1; (* Set Interrupt Flag *) 


ELSE 
IF VME mode OR PVI mode 
THEN 
IF EFLAGS.VIP = 0 
THEN VIF := 1; (* Set Virtual Interrupt Flag *) 
ELSE #GP(0); 
FI; 
ELSE #GP(0); 
FI; 
FI; 
FI; 
Flags Affected 


Either the IF flag or the VIF flag is set to 1. Other flags are unaffected. 


Protected Mode Exceptions 


#GP(0) If CPL is greater than IOPL and PVI mode is not active. 
If CPL is greater than IOPL and EFLAGS.VIP = 1. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If IOPL is less than 3 and VME mode is not active. 
If IOPLis less than 3 and EFLAGS.VIP = 1. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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Opcode*/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 

Support | Flag 
NP OF AE /3 M VIV SSE Store contents of MXCSR register to m32. 
STMXCSR m32 
VEX.LZ.0F.WIG AE /3 M VV AVX Store contents of MXCSR register to m32. 
VSTMXCSR m32 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Stores the contents of the MXCSR control and status register to the destination operand. The destination operand 
is a 32-bit memory location. The reserved bits in the MXCSR register are stored as Os. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


VEX.L must be 0, otherwise instructions will #UD. 


Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 
m32 := MXCSR; 


Intel C/C++ Compiler Intrinsic Equivalent 


_mm_getcsr(void) 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 


See Table 2-22, “Type 5 Class Exception Conditions”; additionally: 


#UD If VEX.L= 1, 
If VEX.vvvv # 1111B. 
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STOS/STOSB/STOSW/STOSD/STOSQ—Store String 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

AA STOS m8 NA | Valid Valid For legacy mode, store AL at address ES:(€)DI; 
For 64-bit mode store AL at address RDI or 
EDI. 

AB STOS m16 NA | Valid Valid For legacy mode, store AX at address ES:(E)DI; 
For 64-bit mode store AX at address RDI or 
EDI. 

AB STOS m32 NA | Valid Valid For legacy mode, store EAX at address 
ES:(€)DI; For 64-bit mode store EAX at address 
RDI or EDI. 

REX.W + AB STOS m64 NA | Valid N.E. Store RAX at address RDI or EDI. 

AA STOSB NA | Valid Valid For legacy mode, store AL at address ES:(€)DI; 
For 64-bit mode store AL at address RDI or 
EDI. 

AB STOSW NA | Valid Valid For legacy mode, store AX at address ES:(E)DI; 
For 64-bit mode store AX at address RDI or 
EDI. 

AB STOSD NA | Valid Valid For legacy mode, store EAX at address 
ES:(€)DI; For 64-bit mode store EAX at address 
RDI or EDI. 

REX.W + AB STOSQ NA | Valid N.E. Store RAX at address RDI or EDI. 

Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
NA NA NA NA NA 
Description 


In non-64-bit and default 64-bit mode; stores a byte, word, or doubleword from the AL, AX, or EAX register 
(respectively) into the destination operand. The destination operand is a memory location, the address of which is 
read from either the ES:EDI or ES:DI register (depending on the address-size attribute of the instruction and the 
mode of operation). The ES segment cannot be overridden with a segment override prefix. 


At the assembly-code level, two forms of the instruction are allowed: the “explicit-operands” form and the “no- 
operands” form. The explicit-operands form (specified with the STOS mnemonic) allows the destination operand to 
be specified explicitly. Here, the destination operand should be a symbol that indicates the size and location of the 
destination value. The source operand is then automatically selected to match the size of the destination operand 
(the AL register for byte operands, AX for word operands, EAX for doubleword operands). The explicit-operands 
form is provided to allow documentation; however, note that the documentation provided by this form can be 
misleading. That is, the destination operand symbol must specify the correct type (size) of the operand (byte, 
word, or doubleword), but it does not have to specify the correct location. The location is always specified by the 
ES:(E)DI register. These must be loaded correctly before the store string instruction is executed. 


The no-operands form provides “short forms” of the byte, word, doubleword, and quadword versions of the STOS 
instructions. Here also ES:(E)DI is assumed to be the destination operand and AL, AX, or EAX is assumed to be the 
source operand. The size of the destination and source operands is selected by the mnemonic: STOSB (byte read 
from register AL), STOSW (word from AX), STOSD (doubleword from EAX). 


After the byte, word, or doubleword is transferred from the register to the memory location, the (E)DI register is 
incremented or decremented according to the setting of the DF flag in the EFLAGS register. If the DF flag is 0, the 
register is incremented; if the DF flag is 1, the register is decremented (the register is incremented or decremented 
by 1 for byte operations, by 2 for word operations, by 4 for doubleword operations). 
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NOTE: To improve performance, more recent processors support modifications to the processor’s operation during 
the string store operations initiated with STOS and STOSB. See Section 7.3.9.3 in the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 1 for additional information on fast-string operation. 


In 64-bit mode, the default address size is 64 bits, 32-bit address size is supported using the prefix 67H. Using a 
REX prefix in the form of REX.W promotes operation on doubleword operand to 64 bits. The promoted no-operand 
mnemonic is STOSQ. STOSQ (and its explicit operands variant) store a quadword from the RAX register into the 
destination addressed by RDI or EDI. See the summary chart at the beginning of this section for encoding data and 
limits. 

The STOS, STOSB, STOSW, STOSD, STOSQ instructions can be preceded by the REP prefix for block stores of ECX 
bytes, words, or doublewords. More often, however, these instructions are used within a LOOP construct because 
data needs to be moved into the AL, AX, or EAX register before it can be stored. See “REP/REPE/REPZ 
/REPNE/REPNZ—Repeat String Operation Prefix” in this chapter for a description of the REP prefix. 


Operation 
Non-64-bit Mode: 


IF (Byte store) 
THEN 
DEST := AL; 
THEN IF DF = 0 
THEN (€)DI := (E)DI + 1; 
ELSE (€)DI := (€)DI - 1; 
Fl; 
ELSE IF (Word store) 
THEN 
DEST := AX; 
THEN IF DF = 0 
THEN (€)DI := (E)DI + 2; 
ELSE (€)DI := (€)DI - 2; 
Fl; 
Fl; 
ELSE IF (Doubleword store) 
THEN 
DEST := EAX; 
THEN IF DF = 0 
THEN (€)DI := (E)DI + 4; 
ELSE (€)DI := (€)DI - 4; 
Fl; 
Fl; 
FI; 


64-bit Mode: 


IF (Byte store) 
THEN 
DEST := AL; 
THEN IF DF = 0 
THEN (RJE)DI := (RJE)DI + 1; 
ELSE (RIE)DI := (RJE)DI - 1; 
Fl; 
ELSE IF (Word store) 
THEN 
DEST := AX; 
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THEN IF DF = 0 
THEN (RIE)DI := (RIE)DI + 2; 
ELSE (RIE)DI := (RIE)DI - 2; 


Fl; 
FI; 
ELSE IF (Doubleword store) 
THEN 
DEST := EAX; 
THEN IF DF = 0 
THEN (RIE)DI := (RJE)DI + 4; 
ELSE (RIE)DI := (RIE)DI - 4; 
FI; 
FI; 
ELSE IF (Quadword store using REX.W ) 
THEN 
DEST := RAX; 
THEN IF DF = 0 
THEN (RIE)DI := (RJE)DI + 8; 
ELSE (RIE)DI := (RIE)DI - 8; 
Fl; 
FI; 
FI; 
Flags Affected 
None. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the limit of the ES segment. 
If the ES register contains a NULL segment selector. 

#PF(fault-code) If a page fault occurs. 


#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#GP If a memory operand effective address is outside the ES segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the ES segment limit. 
#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 
#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 


#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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STR—Store Task Register 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 00/1 STR r/m16 M Valid Valid Stores segment selector from TR in r/m16. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Stores the segment selector from the task register (TR) in the destination operand. The destination operand can be 
a general-purpose register or a memory location. The segment selector stored with this instruction points to the 
task state segment (TSS) for the currently running task. 


When the destination operand is a 32-bit register, the 16-bit segment selector is copied into the lower 16 bits of the 
register and the upper 16 bits of the register are cleared. When the destination operand is a memory location, the 
segment selector is written to memory as a 16-bit quantity, regardless of operand size. 


In 64-bit mode, operation is the same. The size of the memory operand is fixed at 16 bits. In register stores, the 2- 
byte TR is zero extended if stored to a 64-bit register. 


The STR instruction is useful only in operating-system software. It can only be executed in protected mode. 


Operation 
DEST := TR(SegmentSelector); 


Flags Affected 


None. 


Protected Mode Exceptions 


#GP(0) If the destination is a memory operand that is located in a non-writable segment or if the 
effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 


selector. 
If CR4.UMIP = 1 and CPL > O. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If a page fault occurs. 
#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD The STR instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The STR instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 


#GP(0) If the memory address is in a non-canonical form. 
If CR4.UMIP = 1 and CPL > O. 

#SS(0) If the stack address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


STR—Store Task Register Vol.2B 4-673 


INSTRUCTION SET REFERENCE, M-U 


SUB—Subtract 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

2C ib SUB AL, imm8 | Valid Valid Subtract imm8 from AL. 

2D iw SUB AX, imm16 | Valid Valid Subtract imm16 from AX. 

2D id SUB EAX, imm32 | Valid Valid Subtract imm32 from EAX. 

REX.W + 2D id SUB RAX, imm32 | Valid N.E. Subtract imm32 sign-extended to 64-bits 
from RAX. 

80/5 ib SUB r/m8, imm8 MI Valid Valid Subtract imm8 from r/m8. 

REX + 80 /5 ib SUB r/m8*, imm8 MI Valid N.E. Subtract imm8 from r/m8. 

81/5 iw SUB r/m16, imm16 MI Valid Valid Subtract imm16 from r/m76. 

81 /5 id SUB r/m32, imm32 MI Valid Valid Subtract imm32 from r/m32. 

REX.W + 81 /5 id SUB r/m64, imm32 MI Valid N.E. Subtract imm32 sign-extended to 64-bits 
from r/m64. 

83 /5 ib SUB r/m16, imm8 MI Valid Valid Subtract sign-extended imm8 from r/m16. 

83 /5 ib SUB r/m32, imm8 MI Valid Valid Subtract sign-extended imm8 from r/m32. 

REX.W + 83 /5 ib SUB r/m64, imm8 MI Valid N.E. Subtract sign-extended imm8 from r/m64. 

28 /r SUB r/m8, r8 MR | Valid Valid Subtract r8 from r/m8. 

REX + 28 /r SUB r/m8&*, r8* MR | Valid N.E. Subtract r8 from r/m8. 

29/r SUB r/m16, r16 MR | Valid Valid Subtract 776 from r/m16. 

29/r SUB r/m32, r32 MR | Valid Valid Subtract r32 from r/m32. 

REX.W + 29 /r SUB r/m64, r64 MR | Valid N.E. Subtract r64 from r/m64. 

2A/r SUB r8, r/m8& RM_ | Valid Valid Subtract r/m8 from ré. 

REX + 2A/r SUB r8*, r/m8* RM | Valid N.E. Subtract r/m8 from ré. 

2B/r SUB 716, r/m16 RM_ | Valid Valid Subtract r/m16 from r76. 

2B/r SUB r32, r/m32 RM_ | Valid Valid Subtract r/m32 from r32. 

REX.W + 2B /r SUB r64, r/m64 RM | Valid N.E. Subtract r/m64 from r64. 

NOTES: 


* |n 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
| AL/AX/EAX/RAX imm8/16/32 NA NA 
MI ModRM:r/m (r, w) imm8/16/32 NA NA 
MR ModRM:r/m (r, w) ModRM:reg (r) NA NA 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


Subtracts the second operand (source operand) from the first operand (destination operand) and stores the result 
in the destination operand. The destination operand can be a register or a memory location; the source operand 
can be an immediate, register, or memory location. (However, two memory operands cannot be used in one 
instruction.) When an immediate value is used as an operand, it is sign-extended to the length of the destination 
operand format. 
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The SUB instruction performs integer subtraction. It evaluates the result for both signed and unsigned integer 
operands and sets the OF and CF flags to indicate an overflow in the signed or unsigned result, respectively. The SF 
flag indicates the sign of the signed result. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 


Operation 
DEST := (DEST - SRC); 


Flags Affected 
The OF, SF, ZF, AF, PF, and CF flags are set according to the result. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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SUBPD—Subtract Packed Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
66 OF 5C /r A VIV SSE2 Subtract packed double-precision floating-point values 
SUBPD xmm1, xmm2/m128 in xmm2/mem from xmm1 and store result in xmm1. 
VEX.128.66.0F.WIG 5C /r B VV AVX Subtract packed double-precision floating-point values 
VSUBPD xmm1,xmm_2, xmm3/m128 in xmm3/mem from xmm2 and store result in xmm1. 
VEX.256.66.0F.WIG SC /r B VV AVX Subtract packed double-precision floating-point values 
VSUBPD ymm1, ymm2, ymm3/m256 in ymm3/mem from ymmz and store result in ymm1. 
EVEX.128.66.0F.W1 5C /r C VIV AVX512VL | Subtract packed double-precision floating-point values 
VSUBPD xmm1 {k1}{z}, xmm2, AVX512F from xmm3/m128/m64bcst to xmm_z and store result 
xmm3/m128/m64bcst in xmm1 with writemask k1. 
EVEX.256.66.0F.W1 5C /r C VIV AVX512VL | Subtract packed double-precision floating-point values 
VSUBPD ymm1 {k1}{z}, ymm2, AVX512F from ymm3/m256/m64bcst to ymm2 and store result 
ymm3/m256/m64bcst in ymm1 with writemask k1. 
EVEX.512.66.0F.W1 5C /r C VIV AVX512F Subtract packed double-precision floating-point values 
VSUBPD zmm1 {k1}{z}, zmm2, from zmm3/m512/m64bcst to zmm_2 and store result in 
zmm3/m512/m64bcst{er} zmm1 with writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 

A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 

B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 

C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 

Description 


Performs a SIMD subtract of the two, four or eight packed double-precision floating-point values of the second 
Source operand from the first Source operand, and stores the packed double-precision floating-point results in the 
destination operand. 


VEX.128 and EVEX.128 encoded versions: The second source operand is an XMM register or an 128-bit memory 
location. The first source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the corre- 
sponding destination register are zeroed. 


VEX.256 and EVEX.256 encoded versions: The second source operand is an YMM register or an 256-bit memory 
location. The first source operand and destination operands are YMM registers. Bits (MAXVL-1:256) of the corre- 
sponding destination register are zeroed. 


EVEX.512 encoded version: The second source operand is a ZMM register, a 512-bit memory location or a 512-bit 
vector broadcasted from a 64-bit memory location. The first source operand and destination operands are ZMM 
registers. The destination operand is conditionally updated according to the writemask. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper Bits (MAXVL-1:128) of the corresponding 
register destination are unmodified. 
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Operation 


VSUBPD (EVEX encoded versions) when src2 operand is a vector register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = SRC1[i+63:i] - SRC2[i+63:i] 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[63:0] := 0 
Fl; 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VSUBPD (EVEX encoded versions) when src2 operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) 
THEN = DEST[i+63:i] := SRC1[i+63:i] - SRC2[63:0); 
ELSE EST[i+63:i] = SRC1[i+63:i] - SRC2[i+63:i]; 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[63:0] := 0 
Fl; 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VSUBPD (VEX.256 encoded version) 

DEST[63:0] := SRC1[63:0] - SRC2[63:0] 
DEST[127:64] := SRC1[127:64] - SRC2[127:64] 
DEST[191:128] := SRC1[191:128] - SRC2[191:128] 
DEST[255:192] := SRC1[255:192] - SRC2[255:192] 
DEST[MAXVL-1:256] := 0 
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VSUBPD (VEX.128 encoded version) 
DEST[63:0] := SRC1[63:0] - SRC2[63:0] 
DEST[127:64] := SRC1[127:64] - SRC2[127:64] 
DEST[MAXVL-1:128] := 0 


SUBPD (128-bit Legacy SSE version) 
DEST[63:0] := DEST[63:0] - SRC[63:0] 
DEST[127:64] := DEST[127:64] - SRC[127:64] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VSUBPD __m512d_mm512_sub_pd (__m512d a,__m512db); 
VSUBPD __m512d_mm512_mask_sub_pd (__m512ds, 


mmask8 k, 


m512da,__m512d b); 


VSUBPD __m512d_mm512_maskz_sub_pd (__mmask8 k,__m512da,__m512d b); 


VSUBPD __m512d_mm512_sub_round_pd (__m512d a, 


m512d , int); 


VSUBPD __m512d_mm512_mask_sub_round_pd (__m512ds,__mmask8 k,__m512d a,__m512db, int); 


VSUBPD __m512d_mm512_maskz_sub_round_pd (__mmask8 k,___m512da, 


VSUBPD __m256d __mm256_sub_pd (__m256d a, __m256d b); 
VSUBPD __m256d __mm256_mask_sub_pd (__m256d s, 


SUBPD __m128d_mm_sub_pd (__m128d a, _m128d b); 


mmask8 k, 
VSUBPD __m256d __mm256_maskz_sub_pd (__mmask8 k,__ m256d a, 


m512d b, int); 


m256d a, 
m256d b); 


m256d b); 


VSUBPD __m128d_mm_mask_sub_pd (__m128ds,__ mmask8 k,___m128d a,__m128d b); 


VSUBPD __m128d __mm_maskz_sub_pd (__mmask8 k,__m128d a, 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 


m128d b); 


VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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SUBPS—Subtract Packed Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
NP OF 5C /r A VV SSE Subtract packed single-precision floating-point values 
SUBPS xmm1, xmm2/m128 in xmm2/mem from xmm1 and store result in xmm1. 
VEX.128.0F.WIG 5C /r B VV AVX Subtract packed single-precision floating-point values 
VSUBPS xmm1,xmm2, xmm3/m128 in xmm3/mem from xmmcz and stores result in xmm1. 
VEX.256.0F.WIG 5C /r B VIV AVX Subtract packed single-precision floating-point values 
VSUBPS ymm1, ymm2, ymm3/m256 in ymm3/mem from ymmz2 and stores result in ymm1. 
EVEX.128.0F.WO SC /r C VIV AVX512VL_ | Subtract packed single-precision floating-point values 
VSUBPS xmm1 {k1}{z}, xmm2, AVX512F from xmm3/m128/m32bcst to xmm_2 and stores 
xmm3/m128/m32bcst result in xmm1 with writemask k1. 
EVEX.256.0F.WO SC /r C VV AVX512VL_ | Subtract packed single-precision floating-point values 
VSUBPS ymm1 {k1}{z}, ymm2, AVX512F from ymm3/m256/m32bcst to ymm2 and stores 
ymm3/m256/m32bcst result in ymm1 with writemask k1. 
EVEX.512.0F.WO SC /r C VV AVX512F Subtract packed single-precision floating-point values 
VSUBPS zmm1 {k1}{z}, zmm2, in zmm3/m512/m32bcst from zmm_2 and stores result 
zmm3/m512/m32bcst{er} in zmm1 with writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 

A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 

B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 

C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 

Description 


Performs a SIMD subtract of the packed single-precision floating-point values in the second Source operand from 
the First Source operand, and stores the packed single-precision floating-point results in the destination operand. 


VEX.128 and EVEX.128 encoded versions: The second source operand is an XMM register or an 128-bit memory 
location. The first source operand and destination operands are XMM registers. Bits (MAXVL-1:128) of the corre- 


sponding destination register are zeroed. 


VEX.256 and EVEX.256 encoded versions: The second source operand is an YMM register or an 256-bit memory 
location. The first source operand and destination operands are YMM registers. Bits (MAXVL-1:256) of the corre- 


sponding destination register are zeroed. 


EVEX.512 encoded version: The second source operand is a ZMM register, a 512-bit memory location or a 512-bit 
vector broadcasted from a 32-bit memory location. The first source operand and destination operands are ZMM 


registers. The destination operand is conditionally updated according to the writemask. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper Bits (MAXVL-1:128) of the corresponding 


register destination are unmodified. 
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Operation 


VSUBPS (EVEX encoded versions) when src2 operand is a vector register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 


FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC1[i+31:i] - SRC2[i+31:1] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[31:0] := 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


VSUBPS (EVEX encoded versions) when src2 operand is a memory source 
(KL, VL) = (4, 128), (8, 256),(16, 512) 
FOR j:=0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) 
THEN = DEST[i+31:i] = SRC1[i+31:i] - SRC2[3 1:0]; 
ELSE DEST[i+31:i] = SRC1[i+31:i] - SRC2[i+31:i]; 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[31:0] := 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


VSUBPS (VEX.256 encoded version) 

DEST[31:0] := SRC1[31:0] - SRC2[31:0] 
DEST[63:32] := SRC1[63:32] - SRC2[63:32] 
DEST[95:64] := SRC1[95:64] - SRC2[95:64] 
DEST[127:96] := SRC1[127:96] - SRC2[127:96] 
DEST[159:128] := SRC1[159:1 28] - SRC2[159:128] 
DEST[191:160] := SRC1[191:160] - SRC2[191:160] 
DEST[223:192] := SRC1[223:192] - SRC2[223:192] 
DEST[255:224] := SRC1[255:224] - SRC2[255:224]. 
DEST[MAXVL-1:256] := 0 
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VSUBPS (VEX.128 encoded version) 
DEST[31:0] := SRC1[31:0] - SRC2[31:0] 
DEST[63:32] := SRC1[63:32] - SRC2[63:32] 
DEST[95:64] := SRC1[95:64] - SRC2[95:64] 
DEST[127:96] := SRC1[127:96] - SRC2[127:96] 
DEST[MAXVL-1:128] := 0 


SUBPS (128-bit Legacy SSE version) 
DEST[31:0] := SRC1[31:0] - SRC2[31:0] 
DEST[63:32] := SRC1[63:32] - SRC2[63:32] 
DEST[95:64] := SRC1[95:64] - SRC2[95:64] 
DEST[127:96] := SRC1[1 27:96] - SRC2[127:96] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VSUBPS __m512 _mm512_sub_ps (__m512 a,__m512 b); 
VSUBPS __m512 _mm512_mask_sub_ps (_m512s, 


mmask16 k, 


m512a, 


m512 b); 


VSUBPS __m512 _mm512_maskz_sub_ps (__mmask16 k,__m512 a,__m512 b); 


VSUBPS __m512 _mm512_sub_round_ps (__m512 a, 
VSUBPS __m512 __mm512_mask_sub_round_ps (__m512 s, 
VSUBPS __m512 __mm512_maskz_sub_round_ps (__mmask16 k, 
VSUBPS __m256 _mm256_sub_ps (__m256 a,__m256 b); 

VSUBPS __m256 _mm256_mask_sub_ps (__m256 s, 


mmask8 k, 


m512 b, int); 
mmask16 k,__m512a,__m512 b, int); 


m512 a,__m512 5, int); 


m256 a,__m256 b); 


VSUBPS __m256 _mm256_maskz_sub_ps (__mmask16 k,__m256 a,__ m256 b); 


SUBPS __m128_mm_sub_ps (_m128a,__m128 b); 


VSUBPS __m128 _mm_mask_sub_ps (__m128s,__mmask8 k,_m128 a,__m128 b); 


VSUBPS __m128 _mm_maskz_sub_ps (__mmask16 k,__m128 a, 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 


m128 b); 


VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 


EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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SUBSD—Subtract Scalar Double-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
F2 OF 5C /r A VIV SSE2 Subtract the low double-precision floating-point value in 
SUBSD xmm1, xmm2/m64 xmm2/m64 from xmm1 and store the result in xmm1. 
VEX.LIG.F2.0F.WIG 5C /r B VIV AVX Subtract the low double-precision floating-point value in 
VSUBSD xmm1,xmm2, xmm3/m64 xmm3/m64 from xmmc2 and store the result in xmm1. 
EVEX.LLIG.F2.0F.W1 5C /r C VIV AVX512F | Subtract the low double-precision floating-point value in 
VSUBSD xmm1 {k1}{z}, xmm_2, xmm3/m64 from xmmz and store the result in xmm1 
xmm3/m64{er} under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Subtract the low double-precision floating-point value in the second source operand from the first source operand 
and stores the double-precision floating-point result in the low quadword of the destination operand. 


The second source operand can be an XMM register or a 64-bit memory location. The first source and destination 
operands are XMM registers. 


128-bit Legacy SSE version: The destination and first source operand are the same. Bits (MAXVL-1:64) of the 
corresponding destination register remain unchanged. 


VEX.128 and EVEX encoded versions: Bits (127:64) of the XMM register destination are copied from corresponding 
bits in the first source operand. Bits (MAXVL-1:128) of the destination register are zeroed. 


EVEX encoded version: The low quadword element of the destination operand is updated according to the 
writemask. 


Software should ensure VSUBSD is encoded with VEX.L=0. Encoding VSUBSD with VEX.L=1 may encounter unpre- 
dictable behavior across different processor generations. 
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Operation 


VSUBSD (EVEX encoded version) 
IF (SRC2 *is register*) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN  DEST[63:0] := SRC1[63:0] - SRC2[63:0] 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[1 27:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


VSUBSD (VEX.128 encoded version) 
DEST[63:0] := SRC1[63:0] - SRC2[63:0] 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


SUBSD (128-bit Legacy SSE version) 
DEST[63:0] := DEST[63:0] - SRC[63:0] 
DEST[MAXVL-1:64] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VSUBSD __m128d_mm_mask_sub_sd (__m128ds,__mmask8 k,__m128d a, 
VSUBSD __m128d_mm_maskz_sub_sd (__mmask8 k,___m128d a,__m128d b); 

VSUBSD __m128d_mm_sub_round_sd (__m128d a,__m128d 5, int); 

VSUBSD __m128d_mm_mask_sub_round_sd (__m128ds,__ mmask8 k,__m128da,_m128d 5, int); 
VSUBSD __m128d _mm_maskz_sub_round_sd (__mmask8 k,__m128d a,__m128db, int); 

SUBSD __m128d __mm_sub_sd (__m128d a,___m128d b); 


m128d b); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
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SUBSS—Subtract Scalar Single-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
F3 OF 5C /r A VIV SSE Subtract the low single-precision floating-point value in 
SUBSS xmm1, xmm2/m32 xmm2/m32 from xmm1 and store the result in xmm1. 
VEX.LIG.F3.0F.WIG 5C /r B VIV AVX Subtract the low single-precision floating-point value in 
VSUBSS xmm1,xmm2, xmm3/m32 xmm3/m32 from xmm2 and store the result in xmm1. 
EVEX.LLIG.F3.0F.WO 5C /r C VV AVX512F | Subtract the low single-precision floating-point value in 
VSUBSS xmm1 {k1}{z}, xmm2, xmm3/m32 from xmmz and store the result in xmm1 
xmm3/m32{er} under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Subtract the low single-precision floating-point value from the second source operand and the first source operand 
and store the double-precision floating-point result in the low doubleword of the destination operand. 


The second source operand can be an XMM register or a 32-bit memory location. The first source and destination 
operands are XMM registers. 


128-bit Legacy SSE version: The destination and first source operand are the same. Bits (MAXVL-1:32) of the 
corresponding destination register remain unchanged. 


VEX.128 and EVEX encoded versions: Bits (127:32) of the XMM register destination are copied from corresponding 
bits in the first source operand. Bits (MAXVL-1:128) of the destination register are zeroed. 


EVEX encoded version: The low doubleword element of the destination operand is updated according to the 
writemask. 


Software should ensure VSUBSS is encoded with VEX.L=0. Encoding VSUBSD with VEX.L=1 may encounter unpre- 
dictable behavior across different processor generations. 
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Operation 


VSUBSS (EVEX encoded version) 
IF (SRC2 *is register*) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN = DEST[31:0] := SRC1[31:0] - SRC2[31:0] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


VSUBSS (VEX.128 encoded version) 
DEST[31:0] := SRC1[31:0] - SRC2[31:0] 
DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


SUBSS (128-bit Legacy SSE version) 
DEST[31:0] := DEST[31:0] - SRC[31:0] 
DEST[MAXVL-1:32] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VSUBSS __m128_mm_mask_sub_ss (_m128s,__mmask8k,__m128 a, 
VSUBSS __m128_mm_maskz_sub_ss (__mmask8 k,__m128 a,__m128 b); 

VSUBSS __m128_mm_sub_round_ss (__m128 a,__m128 b, int); 

VSUBSS __m128_mm_mask_sub_round_ss (__m128s,__mmask8 k,__m128 a,__m128 5, int); 
VSUBSS __m128_mm_maskz_sub_round_ss (__mmask8 k,__m128 a,__m128, int); 

SUBSS __m128 _mm_sub_ss (_m128a,__m128 b); 


m128 b); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
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SWAPGS—Swap GS Base Register 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 01 F8 SWAPGS ZO | Valid Invalid Exchanges the current GS base register value 
with the value contained in MSR address 
C0000102H. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


SWAPGS exchanges the current GS base register value with the value contained in MSR address CO000102H 
(IA32_KERNEL_GS_BASE). The SWAPGS instruction is a privileged instruction intended for use by system soft- 
ware. 


When using SYSCALL to implement system calls, there is no kernel stack at the OS entry point. Neither is there a 
straightforward method to obtain a pointer to kernel structures from which the kernel stack pointer could be read. 
Thus, the kernel cannot save general purpose registers or reference memory. 


By design, SWAPGS does not require any general purpose registers or memory operands. No registers need to be 
saved before using the instruction. SWAPGS exchanges the CPL 0 data pointer from the IA32_KERNEL_GS_ BASE 
MSR with the GS base register. The kernel can then use the GS prefix on normal memory references to access 
kernel data structures. Similarly, when the OS kernel is entered using an interrupt or exception (where the kernel 
stack is already set up), SWAPGS can be used to quickly get a pointer to the kernel data structures. 


The IA32_KERNEL_GS_BASE MSR itself is only accessible using RDMSR/WRMSR instructions. Those instructions 
are only accessible at privilege level 0. The WRMSR instruction ensures that the IA32_KERNEL_GS_ BASE MSR 
contains a canonical address. 


Operation 


IF CS.L # 1 (* Not in 64-Bit Mode *) 
THEN 
#UD; Fl; 


IF CPL#0 
THEN #GP(0); Fl; 


tmp := GS.base; 
GS.base := IA32_KERNEL_GS_BASE; 
IA32_KERNEL_GS_BASE := tmp; 


Flags Affected 


None 


Protected Mode Exceptions 
#UD If Mode # 64-Bit. 


Real-Address Mode Exceptions 
#UD If Mode + 64-Bit. 


Virtual-8086 Mode Exceptions 
#UD If Mode 4 64-Bit. 
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Compatibility Mode Exceptions 
#UD If Mode 4 64-Bit. 


64-Bit Mode Exceptions 
#GP(0) If CPL#0. 
#UD If the LOCK prefix is used. 
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SYSCALL—Fast System Call 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 05 SYSCALL ZO | Valid Invalid Fast call to privilege level O system 
procedures. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


SYSCALL invokes an OS system-call handler at privilege level 0. It does so by loading RIP from the IA32_LSTAR 
MSR (after saving the address of the instruction following SYSCALL into RCX). (The WRMSR instruction ensures 
that the IA32_LSTAR MSR always contain a canonical address.) 


SYSCALL also saves RFLAGS into Rii and then masks RFLAGS using the IA32_FMASK MSR (MSR address 
C0000084Hh); specifically, the processor clears in RFLAGS every bit corresponding to a bit that is set in the 
IA32_FMASK MSR. 


SYSCALL loads the CS and SS selectors with values derived from bits 47:32 of the IA32_STAR MSR. However, the 
CS and SS descriptor caches are not loaded from the descriptors (in GDT or LDT) referenced by those selectors. 
Instead, the descriptor caches are loaded with fixed values. See the Operation section for details. It is the respon- 
sibility of OS software to ensure that the descriptors (in GDT or LDT) referenced by those selector values corre- 
spond to the fixed values loaded into the descriptor caches; the SYSCALL instruction does not ensure this 
correspondence. 


The SYSCALL instruction does not save the stack pointer (RSP). If the OS system-call handler will change the stack 
pointer, it is the responsibility of software to save the previous value of the stack pointer. This might be done prior 
to executing SYSCALL, with software restoring the stack pointer with the instruction following SYSCALL (which will 
be executed after SYSRET). Alternatively, the OS system-call handler may save the stack pointer and restore it 
before executing SYSRET. 


When shadow stacks are enabled at a privilege level where the SYSCALL instruction is invoked, the SSP is saved to 
the IA32_PL3_SSP MSR. If shadow stacks are enabled at privilege level 0, the SSP is loaded with O. Refer to 
Chapter 6, “Procedure Calls, Interrupts, and Exceptions” and Chapter 18, “Control-Flow Enforcement Technology 
(CET)” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for additional CET details. 


Instruction ordering. Instructions following a SYSCALL may be fetched from memory before earlier instructions 
complete execution, but they will not execute (even speculatively) until all instructions prior to the SYSCALL have 
completed execution (the later instructions may execute before data stored by the earlier instructions have become 
globally visible). 


Operation 


IF (CS.L # 1 ) or (IA32_EFER.LMA 1) or (IA32_EFER.SCE # 1) 

(* Not in 64-Bit Mode or SYSCALL/SYSRET not enabled in [A32_EFER *) 
THEN #UD; 

Fl; 


RCX := RIP; (* Will contain address of next instruction *) 
RIP := [A32_LSTAR; 

R11 := RFLAGS; 

RFLAGS := RFLAGS AND NOT(IA32_FMASK); 


CS.Selector := IA32_STAR[47:32] AND FFFCH (* Operating system provides CS; RPL forced to 0 *) 
(* Set rest of CS to a fixed value *) 
CS.Base := 0; (* Flat segment *) 
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CS.Limit := FFFFFH; (* With 4-KByte granularity, implies a 4-GByte limit *) 
CS.Type := 11; (* Execute/read code, accessed *) 

CSS := 1; 

CS.DPL := 0; 

CS.P := 1; 

CS.L:= 1; (* Entry is to 64-bit mode *) 

CS.D := 0; (* Required if CS.L = 1 *) 

CS.G := 1; (* 4-KByte granularity *) 


IF ShadowStackEnabled(CPL) 
THEN (* adjust so bits 63:N get the value of bit N-1, where N is the CPU's maximum linear-address width *) 
IA32_PL3_SSP := LA_adjust(SSP); 
(* With shadow stacks enabled the system call is supported from Ring 3 to Ring 0 *) 
(* OS supporting Ring O to Ring O system calls or Ring 1/2 to ring O system call *) 
(* Must preserve the contents of [A32_PL3_SSP to avoid losing ring 3 state *) 
Fl; 


CPL := 0; 


IF ShadowStackEnabled(CPL) 
SSP := 0; 

FI; 

IF EndbranchEnabled(CPL) 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH 
IA32_S_CET.SUPPRESS = 0 


FI; 

SS.Selector := [A32_STAR[47:32] + 8; (* SS just above CS *) 

(* Set rest of SS to a fixed value *) 

SS.Base := 0; (* Flat segment *) 

SS.Limit := FFFFFH; (* With 4-KByte granularity, implies a 4-GByte limit *) 
SS.Type := 3; (* Read/write data, accessed *) 
SSS := 1; 

SS.DPL := 0; 

SSP := 1; 

SS.B := 1; (* 32-bit stack segment *) 
SS.G::= 1; (* 4-KByte granularity *) 
Flags Affected 

All. 


Protected Mode Exceptions 
#UD The SYSCALL instruction is not recognized in protected mode. 


Real-Address Mode Exceptions 
#UD The SYSCALL instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The SYSCALL instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
#UD The SYSCALL instruction is not recognized in compatibility mode. 
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64-Bit Mode Exceptions 
#UD If IA32_EFER.SCE = 0. 
If the LOCK prefix is used. 
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SYSENTER—Fast System Call 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 34 SYSENTER ZO | Valid Valid Fast call to privilege level O system 
procedures. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Executes a fast call to a level O system procedure or routine. SYSENTER is a companion instruction to SYSEXIT. The 
instruction is optimized to provide the maximum performance for system calls from user code running at privilege 
level 3 to operating system or executive procedures running at privilege level 0. 


When executed in IA-32e mode, the SYSENTER instruction transitions the logical processor to 64-bit mode; other- 
wise, the logical processor remains in protected mode. 


Prior to executing the SYSENTER instruction, software must specify the privilege level 0 code segment and code 
entry point, and the privilege level 0 stack segment and stack pointer by writing values to the following MSRs: 


° IA32_SYSENTER_CS (MSR address 174H) — The lower 16 bits of this MSR are the segment selector for the 
privilege level 0 code segment. This value is also used to determine the segment selector of the privilege level 
0 stack segment (see the Operation section). This value cannot indicate a null selector. 


® IA32_SYSENTER_EIP (MSR address 176H) — The value of this MSR is loaded into RIP (thus, this value 
references the first instruction of the selected operating procedure or routine). In protected mode, only 
bits 31:0 are loaded. 


¢ IA32_SYSENTER_ESP (MSR address 175H) — The value of this MSR is loaded into RSP (thus, this value 
contains the stack pointer for the privilege level 0 stack). This value cannot represent a non-canonical address. 
In protected mode, only bits 31:0 are loaded. 


These MSRs can be read from and written to using RDMSR/WRMSR. The WRMSR instruction ensures that the 
IA32_SYSENTER_EIP and IA32_SYSENTER_ESP MSRs always contain canonical addresses. 


While SYSENTER loads the CS and SS selectors with values derived from the IA32_SYSENTER_CS MSR, the CS and 
SS descriptor caches are not loaded from the descriptors (in GDT or LDT) referenced by those selectors. Instead, 
the descriptor caches are loaded with fixed values. See the Operation section for details. It is the responsibility of 
OS software to ensure that the descriptors (in GDT or LDT) referenced by those selector values correspond to the 
fixed values loaded into the descriptor caches; the SYSENTER instruction does not ensure this correspondence. 


The SYSENTER instruction can be invoked from all operating modes except real-address mode. 


The SYSENTER and SYSEXIT instructions are companion instructions, but they do not constitute a call/return pair. 
When executing a SYSENTER instruction, the processor does not save state information for the user code (e.g., the 
instruction pointer), and neither the SYSENTER nor the SYSEXIT instruction supports passing parameters on the 
stack. 


To use the SYSENTER and SYSEXIT instructions as companion instructions for transitions between privilege level 3 
code and privilege level 0 operating system procedures, the following conventions must be followed: 


¢ The segment descriptors for the privilege level 0 code and stack segments and for the privilege level 3 code and 
stack segments must be contiguous in a descriptor table. This convention allows the processor to compute the 
segment selectors from the value entered in the SYSENTER_CS_MSR MSR. 


° The fast system call “stub” routines executed by user code (typically in shared libraries or DLLS) must save the 
required return IP and processor state information if a return to the calling procedure is required. Likewise, the 
operating system or executive procedures called with SYSENTER instructions must have access to and use this 
saved return and state information when returning to the user code. 
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The SYSENTER and SYSEXIT instructions were introduced into the IA-32 architecture in the Pentium II processor. 
The availability of these instructions on a processor is indicated with the SYSENTER/SYSEXIT present (SEP) feature 
flag returned to the EDX register by the CPUID instruction. An operating system that qualifies the SEP flag must 
also qualify the processor family and model to ensure that the SYSENTER/SYSEXIT instructions are actually 
present. For example: 


IF CPUID SEP bit is set 
THEN IF (Family = 6) and (Model < 3) and (Stepping < 3) 
THEN 
SYSENTER/SYSEXIT_Not_Supported; FI; 
ELSE 
SYSENTER/SYSEXIT_Supported; FI; 
Fl; 


When the CPUID instruction is executed on the Pentium Pro processor (model 1), the processor returns a the SEP 
flag as set, but does not support the SYSENTER/SYSEXIT instructions. 


When shadow stacks are enabled at privilege level where SYSENTER instruction is invoked, the SSP is saved to the 
IA32_PL3_SSP MSR. If shadow stacks are enabled at privilege level 0, the SSP is loaded with 0. Refer to Chapter 6, 
“Procedure Calls, Interrupts, and Exceptions” and Chapter 18, “Control-Flow Enforcement Technology (CET)” in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for additional CET details. 


Instruction ordering. Instructions following a SYSENTER may be fetched from memory before earlier instructions 
complete execution, but they will not execute (even speculatively) until all instructions prior to the SYSENTER have 
completed execution (the later instructions may execute before data stored by the earlier instructions have become 
globally visible). 


Operation 
IF CRO.PE = 0 OR IA32_SYSENTER_CS[15:2] = 0 THEN #GP(0); Fl; 


RFLAGS.VM := 0; (* Ensures protected mode execution *) 
RFLAGSL.IF := 0; (* Mask interrupts *) 
IF in IA-32e mode 

THEN 


RSP := IA32_SYSENTER_ESP; 
RIP := IA32_SYSENTER_EIP; 
ELSE 
ESP := IA32_SYSENTER_ESP[31:0]; 
EIP := |A32_SYSENTER_EIP[31:0]; 
Fl; 


CS.Selector := [A32_SYSENTER_CS[15:0] AND FFFCH; 
(* Operating system provides CS; RPL forced to 0 *) 
(* Set rest of CS to a fixed value *) 


CS.Base := 0; (* Flat segment *) 
CS.Limit := FFFFFH; (* With 4-KByte granularity, implies a 4-GByte limit *) 
CS.Type := 11; (* Execute/read code, accessed *) 
CSS := 1; 
CS.DPL := 0; 
CS.P := 1; 
IF in IA-32e mode 
THEN 
CS.L:= 1; (* Entry is to 64-bit mode *) 
CS.D := 0; (* Required if CS.L = 1 *) 
ELSE 
CS.L := 0; 
CS.D:= 1; (* 32-bit code segment”) 
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FI; 
CS.G:= 1; (* 4-KByte granularity *) 


IF ShadowStackEnabled(CPL) 
THEN 
IF IA32_EFER.LMA = 0 
THEN IA32_PL3_SSP := SSP; 
ELSE (* adjust so bits 63:N get the value of bit N-1, where N is the CPU’s maximum linear-address width *) 
IA32_PL3_SSP := LA_adjust(SSP); 
Fl; 
FI; 


CPL := 0; 


IF ShadowStackEnabled(CPL) 
SSP := 0; 

FI; 

IF EndbranchEnabled(CPL) 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH 
IA32_S_CET.SUPPRESS = 0 


FI; 

SS.Selector := CS.Selector + 8; (* SS just above CS *) 

(* Set rest of SS to a fixed value *) 

SS.Base := 0; (* Flat segment *) 

SS. Limit := FFFFFH; (* With 4-KByte granularity, implies a 4-GByte limit *) 
SS.Type := 3; (* Read/write data, accessed *) 
SSS := 1; 

SS.DPL := 0; 

SSP := 1; 

SS.B := 1; (* 32-bit stack segment*) 
SS.G:= 1; (* 4-KByte granularity *) 
Flags Affected 


VM, IF (see Operation above) 


Protected Mode Exceptions 
#GP(0) If IA32_SYSENTER_CS[15:2] = 0. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#GP The SYSENTER instruction is not recognized in real-address mode. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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SYSEXIT—Fast Return from Fast System Call 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 35 SYSEXIT ZO | Valid Valid Fast return to privilege level 3 user code. 
REX.W + OF 35 SYSEXIT ZO | Valid Valid Fast return to 64-bit mode privilege level 3 
user code. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Executes a fast return to privilege level 3 user code. SYSEXIT is a companion instruction to the SYSENTER instruc- 
tion. The instruction is optimized to provide the maximum performance for returns from system procedures 
executing at protections levels 0 to user procedures executing at protection level 3. It must be executed from code 
executing at privilege level 0. 


With a 64-bit operand size, SYSEXIT remains in 64-bit mode; otherwise, it either enters compatibility mode (if the 
logical processor is in IA-32e mode) or remains in protected mode (if it is not). 


Prior to executing SYSEXIT, software must specify the privilege level 3 code segment and code entry point, and the 

privilege level 3 stack segment and stack pointer by writing values into the following MSR and general-purpose 

registers: 

° IA32_SYSENTER_CS (MSR address 174H) — Contains a 32-bit value that is used to determine the segment 
selectors for the privilege level 3 code and stack segments (see the Operation section) 


¢ RDX — The canonical address in this register is loaded into RIP (thus, this value references the first instruction 
to be executed in the user code). If the return is not to 64-bit mode, only bits 31:0 are loaded. 


° ECX — The canonical address in this register is loaded into RSP (thus, this value contains the stack pointer for 
the privilege level 3 stack). If the return is not to 64-bit mode, only bits 31:0 are loaded. 


The IA32_SYSENTER_CS MSR can be read from and written to using RDMSR and WRMSR. 


While SYSEXIT loads the CS and SS selectors with values derived from the IA32_SYSENTER_CS MSR, the CS and 
SS descriptor caches are not loaded from the descriptors (in GDT or LDT) referenced by those selectors. Instead, 
the descriptor caches are loaded with fixed values. See the Operation section for details. It is the responsibility of 
OS software to ensure that the descriptors (in GDT or LDT) referenced by those selector values correspond to the 
fixed values loaded into the descriptor caches; the SYSEXIT instruction does not ensure this correspondence. 


The SYSEXIT instruction can be invoked from all operating modes except real-address mode and virtual-8086 
mode. 


The SYSENTER and SYSEXIT instructions were introduced into the IA-32 architecture in the Pentium II processor. 
The availability of these instructions on a processor is indicated with the SYSENTER/SYSEXIT present (SEP) feature 
flag returned to the EDX register by the CPUID instruction. An operating system that qualifies the SEP flag must 
also qualify the processor family and model to ensure that the SYSENTER/SYSEXIT instructions are actually 
present. For example: 


IF CPUID SEP bit is set 
THEN IF (Family = 6) and (Model < 3) and (Stepping < 3) 
THEN 
SYSENTER/SYSEXIT_Not_Supported; FI; 
ELSE 
SYSENTER/SYSEXIT_Supported; FI; 
Fl; 
When the CPUID instruction is executed on the Pentium Pro processor (model 1), the processor returns a the SEP 
flag as set, but does not support the SYSENTER/SYSEXIT instructions. 
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When shadow stacks are enabled at privilege level 3 the instruction loads SSP with value from IA32_PL3_SSP MSR. 
Refer to Chapter 6, “Procedure Calls, Interrupts, and Exceptions” and Chapter 18, “Control-Flow Enforcement 
Technology (CET)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for additional 
CET details. 


Instruction ordering. Instructions following a SYSEXIT may be fetched from memory before earlier instructions 
complete execution, but they will not execute (even speculatively) until all instructions prior to the SYSEXIT have 
completed execution (the later instructions may execute before data stored by the earlier instructions have 
become globally visible). 


Operation 
IF IA32_SYSENTER_CS[15:2] = 0 OR CRO.PE = 0 OR CPL# O THEN #GP(0); Fl; 


IF operand size is 64-bit 
THEN = (* Return to 64-bit mode *) 


RSP := RCX; 
RIP := RDX; 
ELSE (* Return to protected mode or compatibility mode *) 
RSP := ECX; 
RIP := EDX; 
Fl; 
IF operand size is 64-bit (* Operating system provides CS; RPL forced to 3 *) 
THEN CS.Selector := IA32_SYSENTER_CS[15:0] + 32; 
ELSE CS.Selector := IA32_SYSENTER_CS[15:0] + 16; 
Fl; 
CS.Selector := CS.Selector OR 3; (* RPL forced to 3 *) 
(* Set rest of CS to a fixed value *) 
CS.Base := 0; (* Flat segment *) 
CS.Limit := FFFFFH; (* With 4-KByte granularity, implies a 4-GByte limit *) 
CS.Type := 11; (* Execute/read code, accessed *) 
CSS := 1; 
CS.DPL := 3; 
CS.P := 1; 


IF operand size is 64-bit 
THEN = (* return to 64-bit mode *) 


CS.L:= 1; (* 64-bit code segment *) 
CS.D := 0; (* Required if CS.L = 1 *) 
ELSE (* return to protected mode or compatibility mode *) 
CS.L:= 0; 
CS.D:= 1; (* 32-bit code segment”*) 
Fl; 
CS.G := 1; (* 4-KByte granularity *) 
CPL := 3; 


IF ShadowStackEnabled(CPL) 
THEN SSP := [A32_PL3_SSP; 


FI; 

SS.Selector := CS.Selector + 8; (* SS just above CS *) 

(* Set rest of SS to a fixed value *) 

SS.Base := 0; (* Flat segment *) 

SS.Limit := FFFFFH; (* With 4-KByte granularity, implies a 4-GByte limit *) 
SS.Type := 3; (* Read/write data, accessed *) 

SSS := 1; 

SS.DPL := 3; 
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SS.P := 1; 

SS.B := 1; (* 32-bit stack segment*) 
SS.G := 1; (* 4-KByte granularity *) 
Flags Affected 

None. 


Protected Mode Exceptions 


#GP(0) If IA32_SYSENTER_CS[15:2] = 0. 
If CPL 40. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#GP The SYSEXIT instruction is not recognized in real-address mode. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#GP(0) The SYSEXIT instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) If IA32_SYSENTER_CS = 0. 

If CPL 40. 

If RCX or RDX contains a non-canonical address. 
#UD If the LOCK prefix is used. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 07 SYSRET ZO | Valid Invalid Return to compatibility mode from fast 
system call 
REX.W + OF 07 SYSRET ZO | Valid Invalid Return to 64-bit mode from fast system call 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


SYSRET is a companion instruction to the SYSCALL instruction. It returns from an OS system-call handler to user 
code at privilege level 3. It does so by loading RIP from RCX and loading RFLAGS from R11.! With a 64-bit operand 
size, SYSRET remains in 64-bit mode; otherwise, it enters compatibility mode and only the low 32 bits of the regis- 
ters are loaded. 


SYSRET loads the CS and SS selectors with values derived from bits 63:48 of the IA32_STAR MSR. However, the 
CS and SS descriptor caches are not loaded from the descriptors (in GDT or LDT) referenced by those selectors. 
Instead, the descriptor caches are loaded with fixed values. See the Operation section for details. It is the respon- 
sibility of OS software to ensure that the descriptors (in GDT or LDT) referenced by those selector values corre- 
spond to the fixed values loaded into the descriptor caches; the SYSRET instruction does not ensure this 
correspondence. 


The SYSRET instruction does not modify the stack pointer (ESP or RSP). For that reason, it is necessary for soft- 
ware to switch to the user stack. The OS may load the user stack pointer (if it was saved after SYSCALL) before 
executing SYSRET; alternatively, user code may load the stack pointer (if it was saved before SYSCALL) after 
receiving control from SYSRET. 


If the OS loads the stack pointer before executing SYSRET, it must ensure that the handler of any interrupt or 
exception delivered between restoring the stack pointer and successful execution of SYSRET is not invoked with the 
user stack. It can do so using approaches such as the following: 


¢ External interrupts. The OS can prevent an external interrupt from being delivered by clearing EFLAGS.IF 
before loading the user stack pointer. 


¢ Nonmaskable interrupts (NMIs). The OS can ensure that the NMI handler is invoked with the correct stack by 
using the interrupt stack table (IST) mechanism for gate 2 (NMI) in the IDT (see Section 6.14.5, “Interrupt 
Stack Table,” in Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A). 


° General-protection exceptions (#GP). The SYSRET instruction generates #GP(0) if the value of RCX is not 
canonical. The OS can address this possibility using one or more of the following approaches: 


— Confirming that the value of RCX is canonical before executing SYSRET. 
— Using paging to ensure that the SYSCALL instruction will never save a non-canonical value into RCX. 
— Using the IST mechanism for gate 13 (#GP) in the IDT. 


When shadow stacks are enabled at privilege level 3 the instruction loads SSP with value from IA32_PL3_SSP MSR. 
Refer to Chapter 6, “Procedure Calls, Interrupts, and Exceptions” and Chapter 18, “Control-Flow Enforcement 
Technology (CET)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for additional 
CET details. 


1. Regardless of the value of R11, the RF and VM flags are always O in RFLAGS after execution of SYSRET. In addition, all reserved bits 
in RFLAGS retain the fixed values. 
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Instruction ordering. Instructions following a SYSRET may be fetched from memory before earlier instructions 
complete execution, but they will not execute (even speculatively) until all instructions prior to the SYSRET have 
completed execution (the later instructions may execute before data stored by the earlier instructions have become 


globally visible). 


Operation 


IF (CS.L# 1 ) or (IA32_EFER.LMA # 1) or (IA32_EFERSCE ¥ 1) 

(* Not in 64-Bit Mode or SYSCALL/SYSRET not enabled in |A32_EFER *) 
THEN #UD; Fl; 

IF (CPL # 0) THEN #GP(O); Fl; 


IF (operand size is 64-bit) 
THEN (* Return to 64-Bit Mode *) 
IF (RCX is not canonical) THEN #GP(0); 
RIP := RCX; 
ELSE (* Return to Compatibility Mode *) 
RIP := ECX; 
FI; 
RFLAGS := (R11 & 3C7FD7H) | 2; (* Clear RF, VM, reserved bits; set bit 1 *) 


IF (operand size is 64-bit) 
THEN CS.Selector := 1[A32_STAR[63:48]+16; 
ELSE CS.Selector := [A32_STAR[63:48]; 
FI; 
CS.Selector := CS.Selector OR 3; (* RPL forced to 3 *) 
(* Set rest of CS to a fixed value *) 
CS.Base := 0; (* Flat segment *) 
CS.Limit := FFFFFH; (* With 4-KByte granularity, implies a 4-GByte limit *) 
CS.Type := 11; (* Execute/read code, accessed *) 
CSS := 1; 
CS.DPL := 3; 
CSP := 1; 
IF (operand size is 64-bit) 
THEN (* Return to 64-Bit Mode *) 


CS.L:= 1; (* 64-bit code segment *) 
CS.D := 0; (* Required if CS.L = 1 *) 
ELSE (* Return to Compatibility Mode *) 
CS.L:= 0; (* Compatibility mode *) 
CS.D:= 1; (* 32-bit code segment *) 
FI; 
CS.G := 1; (* 4-KByte granularity *) 
CPL := 3; 


IF ShadowStackEnabled(CPL) 
SSP := IA32_PL3_SSP; 
FI; 


SS.Selector := (IA32_STAR[63:48]+8) OR 3; (* RPL forced to 3 *) 
(* Set rest of SS to a fixed value *) 


SS.Base := 0; (* Flat segment *) 

SS.Limit := FFFFFH; (* With 4-KByte granularity, implies a 4-GByte limit *) 
SS.Type := 3; (* Read/write data, accessed *) 

SSS := 1; 

SS.DPL := 3; 

SSP := 1; 

SS.B := 1; (* 32-bit stack segment*) 
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SS.G := 1; (* 4-KByte granularity *) 
Flags Affected 
All. 


Protected Mode Exceptions 
#UD The SYSRET instruction is not recognized in protected mode. 


Real-Address Mode Exceptions 
#UD The SYSRET instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The SYSRET instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
#UD The SYSRET instruction is not recognized in compatibility mode. 


64-Bit Mode Exceptions 


#UD If IA32_EFER.SCE = 0. 
If the LOCK prefix is used. 
#GP(0) If CPL#0. 


If the return is to 64-bit mode and RCX contains a non-canonical address. 
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TEST—Logical Compare 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

A8 ib TEST AL, imm8& | Valid Valid AND imm8 with AL; set SF, ZF, PF according to 
result. 

AS iw TEST AX, imm16 | Valid Valid AND imm76 with AX; set SF, ZF, PF according 
to result. 

AQ id TEST EAX, imm32 | Valid Valid AND imm32 with EAX; set SF, ZF, PF according 
to result. 

REX.W + AQ id TEST RAX, imm32 | Valid N.E. AND imm32 sign-extended to 64-bits with 
RAX; set SF, ZF, PF according to result. 

F6 /O ib TEST r/m8, imm8 MI Valid Valid AND imm8 with r/m&; set SF, ZF, PF according 
to result. 

REX + F6 /0 ib TEST r/m8*, imm8 MI | Valid N.E. AND imm8 with r/m&; set SF, ZF, PF according 
to result. 

F7 /0 iw TEST r/m16, imm16 MI | Valid Valid AND imm16 with r/m16; set SF, ZF, PF 
according to result. 

F7 /0 id TEST r/m32, imm32 MI | Valid Valid AND imm32 with r/m32, set SF, ZF, PF 
according to result. 

REX.W + F7 /O id TEST r/m64, imm32 MI | Valid N.E. AND imm32 sign-extended to 64-bits with 
r/m64; set SF, ZF, PF according to result. 

84 /r TEST r/m8, r8 MR | Valid Valid AND r8 with r/m&; set SF, ZF, PF according to 
result. 

REX + 84 /r TEST r/m8*, r8* MR | Valid N.E. AND r8 with r/m&; set SF, ZF, PF according to 
result. 

85 /r TEST r/m16, r16 MR | Valid Valid AND r76 with r/m16; set SF, ZF, PF according 
to result. 

85 /r TEST r/m32, r32 MR | Valid Valid AND r32 with r/m32, set SF, ZF, PF according 
to result. 

REX.W + 85 /r TEST r/m64, r64 MR | Valid N.E. AND r64 with r/m64; set SF, ZF, PF according 
to result. 

NOTES: 


* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
| AL/AX/EAX/RAX imm8/16/32 NA NA 
MI ModRM:r/m (r) imm8/16/32 NA NA 
MR ModRM:r/m (r) ModRM:reg (r) NA NA 
Description 


Computes the bit-wise logical AND of first operand (source 1 operand) and the second operand (source 2 operand) 


and sets the SF, ZF, and PF status flags according to the result. The result is then discarded. 


In 64-bit mode, using a REX prefix in the form of REX.R permits access to additional registers (R8-R15). Using a 
REX prefix in the form of REX.W promotes operation to 64 bits. See the summary chart at the beginning of this 


section for encoding data and limits. 


4-700 Vol. 2B 


TEST—Logical Compare 


INSTRUCTION SET REFERENCE, M-U 


Operation 


TEMP := SRC1 AND SRC2; 
SF := MSB(TEMP); 


IF TEMP = 0 
THEN ZF := 1; 
ELSE ZF := 0; 
FI: 
PF := BitwiseXNOR(TEMP[0:7)); 
CF := 0; 
OF := 0; 


(* AF is undefined *) 


Flags Affected 


The OF and CF flags are set to 0. The SF, ZF, and PF flags are set according to the result (See the “Operation” 
section above). The state of the AF flag is undefined. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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TPAUSE—Timed PAUSE 


Opcode / Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
66 OF AE /6 A VIV WAITPKG_ | Directs the processor to enter an implementation- 
TPAUSE r32, <edx>, <eax> dependent optimized state until the TSC reaches the value 
in EDX:EAX. 


Instruction Operand Encoding! 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (r) NA NA NA 
Description 


TPAUSE instructs the processor to enter an implementation-dependent optimized state. There are two such opti- 
mized states to choose from: light-weight power/performance optimized state, and improved power/performance 
optimized state. The selection between the two is governed by the explicit input register bit{O0] source operand. 


TPAUSE is available when CPUID.7.0:ECX.WAITPKG[bit 5] is enumerated as 1. TPAUSE may be executed at any 
privilege level. This instruction’s operation is the same in non-64-bit modes and in 64-bit mode. 


Unlike PAUSE, the TPAUSE instruction will not cause an abort when used inside a transactional region, described in 
the chapter Chapter 16, “Programming with Intel® Transactional Synchronization Extensions,” of the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 1. 

The input register contains information such as the preferred optimized state the processor should enter as 
described in the following table. Bits other than bit 0 are reserved and will result in #GP if non-zero. 


Table 4-25. TPAUSE Input Register Bit Definitions 


Bit Value State Name Wakeup Time Power Savings Other Benefits 

bit[O] = 0 C0.2 Slower Larger Improves performance of the other SMT thread(s) 
on the same core. 

bit[O] = 1 CO.1 Faster Smaller NA 

bits[31:1] NA NA NA Reserved 


The instruction execution wakes up when the time-stamp counter reaches or exceeds the implicit EDX:EAX 64-bit 
input value. 


Prior to executing the TPAUSE instruction, an operating system may specify the maximum delay it allows the 
processor to suspend its operation. It can do so by writing TSC-quanta value to the following 32-bit MSR 
(IA32_UMWAIT_CONTROL at MSR index E1H): 

¢ TA32_UMWAIT_CONTROL[31:2] — Determines the maximum time in TSC-quanta that the processor can reside 


in either CO.1 or CO.2. A zero value indicates no maximum time. The maximum time value is a 32-bit value 
where the upper 30 bits come from this field and the lower two bits are zero. 


¢ [A32_UMWAIT_CONTROL[1] — Reserved. 


¢ JTA32_UMWAIT_CONTROL[0] — CO.2 is not allowed by the OS. Value of “1” means all CO.2 requests revert to 
Co.1. 


If the processor that executed a TPAUSE instruction wakes due to the expiration of the operating system time-limit, 
the instructions sets RFLAGS.CF; otherwise, that flag is cleared. 


The following additional events cause the processor to exit the implementation-dependent optimized state: a store 
to the read-set range within the transactional region, an NMI or SMI, a debug exception, a machine check excep- 
tion, the BINIT# signal, the INIT# signal, and the RESET# signal. 


1. The Mod field of the ModR/M byte must have value 11B. 


4-702 Vol. 2B TPAUSE—Timed PAUSE 


INSTRUCTION SET REFERENCE, M-U 


Other implementation-dependent events may cause the processor to exit the implementation-dependent opti- 
mized state proceeding to the instruction following TPAUSE. In addition, an external interrupt causes the processor 
to exit the implementation-dependent optimized state regardless of whether maskable-interrupts are inhibited 
(EFLAGS.IF =0). It should be noted that if maskable-interrupts are inhibited execution will proceed to the instruc- 


tion following TPAUSE. 


Operation 
os_deadline := TSC+(lIA32_MWAIT_CONTROL[31:2]<<2) 
instr_deadline := UINT64(EDX:EAX) 


IF os_deadline < instr_deadline: 
deadline := os_deadline 
using_os_deadline := 1 

ELSE: 
deadline := instr_deadline 


using_os_deadline := 0 


WHILE TSC < deadline: 
implementation_dependent_optimized_state(Source register, deadline, [A32_UMWAIT_CONTROL[0}]) 


IF using_os_deadline AND TSC > deadline: 


RFLAGS.CF := 1 
ELSE: 
RFLAGS.CF := 0 


RFLAGS.AF,PF,SF,ZF,OF := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
TPAUSE uint8_t _tpause(uint32_t control, uint64_t counter); 


Numeric Exceptions 
None. 


Exceptions (All Operating Modes) 


#GP(0) If src[31:1] !=0. 
If CR4.TSD = 1 and CPL != 0. 
#UD If CPUID.7.0:ECX.WAITPKG[bit 5]=0. 
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TZCNT — Count the Number of Trailing Zero Bits 


Opcode/ Op/ | 64/32 | CPUID Description 
Instruction En -bit Feature 

Mode Flag 
F3 OF BC /r A VIV BMI1 Count the number of trailing zero bits in r/m76, return result in r76. 
TZCNT 16, r/m16 
F3 OF BC /r A VIV BMI1 Count the number of trailing zero bits in r/m32, return result in r32. 
TZCNT r32, r/m32 
F3 REX.W OF BC /r A V/N.E. BMI1 Count the number of trailing zero bits in r/m64, return result in r64. 
TZCNT 164, r/m64 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
A ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


TZCNT counts the number of trailing least significant zero bits in source operand (second operand) and returns the 
result in destination operand (first operand). TZCNT is an extension of the BSF instruction. The key difference 
between TZCNT and BSF instruction is that TZCNT provides operand size as output when source operand is zero 
while in the case of BSF instruction, if source operand is zero, the content of destination operand are undefined. On 
processors that do not support TZCNT, the instruction byte encoding is executed as BSF. 


Operation 


temp := 0 
DEST := 0 
DO WHILE ( (temp < OperandSize) and (SRC[ temp] = 0) ) 


temp := temp +1 
DEST := DEST+ 1 
OD 


IF DEST = OperandSize 
CF :=1 
ELSE 


Fl 
IF DEST = 0 

ZF = 1 
ELSE 


Fl 


Flags Affected 


ZF is set to 1 in case of zero output (least significant bit of the source is set), and to 0 otherwise, CF is set to 1 if 
the input was zero and cleared otherwise. OF, SF, PF and AF flags are undefined. 


Intel C/C++ Compiler Intrinsic Equivalent 
TZCNT: unsigned __int32 _tzcnt_u32(unsigned __int32 src); 
TZCNT: unsigned __int64 _tzcnt_u64(unsigned __int64 src); 
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Protected Mode Exceptions 


#GP(0) For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
If the DS, ES, FS, or GS register is used to access memory and it contains a null segment 
selector. 

#SS(0) For an illegal address in the SS segment. 

#PF (fault-code) For a page fault. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP(0) If any part of the operand lies outside of the effective address space from 0 to OFFFFH. 
#SS(0) For an illegal address in the SS segment. 
#UD If LOCK prefix is used. 


Virtual 8086 Mode Exceptions 


#GP(0) If any part of the operand lies outside of the effective address space from 0 to OFFFFH. 

#SS(0) For an illegal address in the SS segment. 

#PF (fault-code) For a page fault. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in Protected Mode. 


64-Bit Mode Exceptions 


#GP(0) If the memory address is in a non-canonical form. 

#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#PF (fault-code) For a page fault. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If LOCK prefix is used. 
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UCOMISD—Unordered Compare Scalar Double-Precision Floating-Point Values and Set EFLAGS 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
66 OF 2E /r A VIV SSE2 Compare low double-precision floating-point values in 
UCOMISD xmm1, xmm2/m64 xmm1 and xmm2/mem64 and set the EFLAGS flags 
accordingly. 
VEX.LIG.66.0F.WIG 2E /r A VIV AVX Compare low double-precision floating-point values in 
VUCOMISD xmm1, xmm2/m64 xmm1 and xmm2/mem64 and set the EFLAGS flags 
accordingly. 
EVEX.LLIG.66.0F.W1 2E /r B VIV AVX512F | Compare low double-precision floating-point values in 
VUCOMISD xmm1, xmm2/m64{sae} xmm1 and xmm2/m64 and set the EFLAGS flags 
accordingly. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r) ModRM:r/m (r) NA NA 
B Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Performs an unordered compare of the double-precision floating-point values in the low quadwords of operand 1 
(first operand) and operand 2 (second operand), and sets the ZF, PF, and CF flags in the EFLAGS register according 
to the result (unordered, greater than, less than, or equal). The OF, SF and AF flags in the EFLAGS register are set 
to 0. The unordered result is returned if either source operand is a NaN (QNaN or SNaN). 

Operand 1 is an XMM register; operand 2 can be an XMM register or a 64 bit memory 

location. 

The UCOMISD instruction differs from the COMISD instruction in that it signals a SIMD floating-point invalid oper- 
ation exception (#1) only when a source operand is an SNaN. The COMISD instruction signals an invalid operation 
exception only if a source operand is either an SNaN or a QNaN. 

The EFLAGS register is not updated if an unmasked SIMD floating-point exception is generated. 

Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b, otherwise instructions will #UD. 


Software should ensure VCOMISD is encoded with VEX.L=0. Encoding VCOMISD with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 


Operation 


(V)UCOMISD (all versions) 
RESULT := UnorderedCompare(DEST[63:0] <> SRC[63:0]) { 
(* Set EFLAGS *) CASE (RESULT) OF 
UNORDERED: ZF,PF,CF := 111; 
GREATER_THAN: ZF,PF,CF := 000; 
LESS_THAN: ZF,PF,CF := 001; 
EQUAL: ZF,PF,CF := 100; 
ESAC; 
OF, AF, SF := 0; } 
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VUCOMISD int __mm_comi_round_sd(__m128d a, ___m128d b, int imm, int sae); 
UCOMISD int __mm_ucomieq_sd(__m128d a, ___m128d b) 

UCOMISD int _mm_ucomilt_sd(__m128d a, ___m128d b) 

UCOMISD int __mm_ucomile_sd(__m128d a,___m128d b) 

UCOMISD int _mm_ucomigt_sd(__m128d a,_m128d b) 

UCOMISD int _mm_ucomige_sd(__m128d a,__m128d b) 

UCOMISD int _mm_ucomineg_sd(__m128d a, ___m128d b) 


SIMD Floating-Point Exceptions 
Invalid (if SNaN operands), Denormal 


Other Exceptions 
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VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”; additionally: 


#UD If VEX.vvvv != 1111B. 


EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions”. 
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UCOMISS—Unordered Compare Scalar Single-Precision Floating-Point Values and Set EFLAGS 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
NP OF 2E /r A VIV SSE Compare low single-precision floating-point values in 


UCOMISS xmm1, xmm2/m32 xmm1 and xmm2/mem32 and set the EFLAGS flags 
accordingly. 
Compare low single-precision floating-point values in 
xmm1 and xmm2/mem32 and set the EFLAGS flags 
accordingly. 
Compare low single-precision floating-point values in 
xmm1 and xmm2/mem32 and set the EFLAGS flags 
accordingly. 


VEX.LIG.OF.WIG 2E /r A VV AVX 
VUCOMISS xmm1, xmm2/m32 


EVEX.LLIG.OF.WO 2€E /r B VV 
VUCOMISS xmm1, xmm2/m32{sae} 


AVX512F 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r) ModRM:r/m (r) NA NA 
B Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Compares the single-precision floating-point values in the low doublewords of operand 1 (first operand) and 
operand 2 (second operand), and sets the ZF, PF, and CF flags in the EFLAGS register according to the result (unor- 
dered, greater than, less than, or equal). The OF, SF and AF flags in the EFLAGS register are set to 0. The unor- 
dered result is returned if either source operand is a NaN (QNaN or SNaN). 

Operand 1 is an XMM register; operand 2 can be an XMM register or a 32 bit memory location. 

The UCOMISS instruction differs from the COMISS instruction in that it signals a SIMD floating-point invalid opera- 
tion exception (#1) only if a source operand is an SNaN. The COMISS instruction signals an invalid operation excep- 
tion when a source operand is either a QNaN or SNaN. 

The EFLAGS register is not updated if an unmasked SIMD floating-point exception is generated. 

Note: VEX.vvvv and EVEX.vvvwv are reserved and must be 1111b, otherwise instructions will #UD. 


Software should ensure VCOMISS is encoded with VEX.L=0. Encoding VCOMISS with VEX.L=1 may encounter 
unpredictable behavior across different processor generations. 


Operation 


(V)UCOMISS (all versions) 
RESULT := UnorderedCompare(DEST[31:0] <> SRC[31:0]) { 
(* Set EFLAGS *) CASE (RESULT) OF 
UNORDERED: ZF,PF,CF := 111; 
GREATER_THAN: ZF,PF,CF := 000; 
LESS_THAN: ZF,PF,CF := 001; 
EQUAL: ZF,PF,CF := 100; 
ESAC; 
OF, AF, SF := 0; } 
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Intel C/C++ Compiler Intrinsic Equivalent 


VUCOMISS 
UCOMISS 
UCOMISS 
UCOMISS 
UCOMISS 
UCOMISS 
UCOMISS 


int 
int 
int 
int 
int 
int 
int 


mm. 


comi_round_ss(__m128 a,__m128 5, int imm, int sae); 


mm. 


mm. 


ucomieq_ss(__m128 a,__m128 b); 
ucomilt_ss(__m128 a,__m128 b); 


mm. 


ucomile_ss(__m128 a,__m128 b); 


mm. 


ucomigt_ss(__m128 a, ___m128 b); 


mm. 


ucomige_ss(__m128 a,__m128 b); 


_mm_! 


ucomineq_ss(__m128 a,_m128b); 


SIMD Floating-Point Exceptions 


Invalid (if SNaN Operands), Denormal 


Other Exceptions 


VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”; additionally: 


#UD 


EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions”. 
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UD—Undefined Instruction 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
OF FF /r UDOT r32, r/m32 RM _ | Valid Valid Raise invalid opcode exception. 
OF B9 /r UD1 r32, r/m32 RM _ | Valid Valid Raise invalid opcode exception. 
OF OB UD2 ZO | Valid Valid Raise invalid opcode exception. 
NOTES: 


1. Some processors decode the UDO instruction without a ModR/M byte. As a result, those processors would deliver an invalid-opcode 
exception instead of a fault on instruction fetch when the instruction with a ModR/M byte (and any implied bytes) would cross a page 
or segment boundary. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
RM ModRM:reg (r) ModRM:r/m (r) NA NA 
Description 


Generates an invalid opcode exception. This instruction is provided for software testing to explicitly generate an 
invalid opcode exception. The opcodes for this instruction are reserved for this purpose. 


Other than raising the invalid opcode exception, this instruction has no effect on processor state or memory. 


Even though it is the execution of the UD instruction that causes the invalid opcode exception, the instruction 
pointer saved by delivery of the exception references the UD instruction (and not the following instruction). 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


#UD (* Generates invalid opcode exception *); 


Flags Affected 


None. 


Exceptions (All Operating Modes) 
#UD Raises an invalid opcode exception in all operating modes. 
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UMONITOR—User Level Set Up Monitor Address 


Opcode / Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
F3 OF AE /6 A VIV WAITPKG | Sets up a linear address range to be monitored by 
UMONITOR r16/r32/r64 hardware and activates the monitor. The address range 
should be a write-back memory caching type. The 
address is contained in r16/r32/r64. 


Instruction Operand Encoding! 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (r) NA NA NA 
Description 


The UMONITOR instruction arms address monitoring hardware using an address specified in the source register 
(the address range that the monitoring hardware checks for store operations can be determined by using the 
CPUID monitor leaf function, EAX=05H). A store to an address within the specified address range triggers the 
monitoring hardware. The state of monitor hardware is used by UMWAIT. 


The content of the source register is an effective address. By default, the DS segment is used to create a linear 
address that is monitored. Segment overrides can be used. The address range must use memory of the write-back 
type. Only write-back memory is guaranteed to correctly trigger the monitoring hardware. Additional information 
on determining what address range to use in order to prevent false wake-ups is described in Chapter 8, “Multiple- 
Processor Management” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


The UMONITOR instruction is ordered as a load operation with respect to other memory transactions. The instruc- 
tion is subject to the permission checking and faults associated with a byte load. Like a load, UMONITOR sets the 
A-bit but not the D-bit in page tables. 


UMONITOR and UMWAIT are available when CPUID.7.0:ECX.WAITPKG[bit 5] is enumerated as 1. UMONITOR and 
UMWAIT may be executed at any privilege level. Except for the width of the source register, the instruction’s oper- 
ation is the same in non-64-bit modes and in 64-bit mode. 


UMONITOR does not interoperate with the legacy MWAIT instruction. If UMONITOR was executed prior to executing 
MWAIT and following the most recent execution of the legacy MONITOR instruction, MWAIT will not enter an opti- 
mized state. Execution will continue to the instruction following MWAIT. 


The UMONITOR instruction causes a transactional abort when used inside a transactional region. 
The width of the source register (16b, 32b or 64b) is determined by the effective addressing width, which is 


affected in the standard way by the machine mode settings and 67 prefix. 
Operation 


UMONITOR sets up an address range for the monitor hardware using the content of source register as an effective 
address and puts the monitor hardware in armed state. A store to the specified address range will trigger the 
monitor hardware. 


Intel C/C++ Compiler Intrinsic Equivalent 
UMONITOR void _umonitor(void *address); 


Numeric Exceptions 
None 


1. The Mod field of the ModR/M byte must have value 11B. 
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Protected Mode Exceptions 


#GP(0) 


#SS(0) 
#PF(fault-code) 
#UD 


If the specified segment is not SS and the source register is outside the specified segment 
limit. 

If the specified segment register contains a NULL segment selector. 

If the specified segment is SS and the source register is outside the SS segment limit. 

For a page fault. 

If CPUID.7.0:ECX.WAITPKG[bit 5]=0. 


Real Address Mode Exceptions 


#GP 


#SS 


#UD 


If the specified segment is not SS and the source register is outside of the effective address 
space from O to FFFFH. 


If the specified segment is SS and the source register is outside of the effective address space 
from 0 to FFFFH. 


If CPUID.7.0:ECX.WAITPKG[bit 5]=0. 


Virtual 8086 Mode Exceptions 
Same exceptions as in real address mode; additionally: 


#PF(fault-code) 


For a page fault. 


Compatibility Mode Exceptions 


Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) 

#SS(0) 
#PF(fault-code) 
#UD 
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If the specified segment is not SS and the linear address is in non-canonical form. 
If the specified segment is SS and the source register is in non-canonical form. 
For a page fault. 

If CPUID.7.0:ECX.WAITPKG[bit 5]=0. 
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UMWAIT—User Level Monitor Wait 


Opcode / Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
F2 OF AE /6 A VV WAITPKG_ | A hint that allows the processor to stop instruction 
UMWAIT r32, <edx>, <eax> execution and enter an implementation-dependent 
optimized state until occurrence of a class of events. 


Instruction Operand Encoding! 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (r) NA NA NA 
Description 


UMWAIT instructs the processor to enter an implementation-dependent optimized state while monitoring a range 
of addresses. The optimized state may be either a light-weight power/performance optimized state or an improved 
power/performance optimized state. The selection between the two states is governed by the explicit input register 
bit[O] source operand. 

UMWAIT is available when CPUID.7.0:ECX.WAITPKG[bit 5] is enumerated as 1. UMWAIT may be executed at any 
privilege level. This instruction’s operation is the same in non-64-bit modes and in 64-bit mode. 


The input register contains information such as the preferred optimized state the processor should enter as 
described in the following table. Bits other than bit 0 are reserved and will result in #GP if nonzero. 


Table 4-26. UMWAIT Input Register Bit Definitions 


Bit Value | State Name | Wakeup Time | Power Savings | Other Benefits 

bitjO]} =O | CO2 Slower Larger Improves performance of the other SMT thread(s) on the same core. 
bitjO]=1 | CO.1 Faster Smaller NA 

bits[31:1] | NA NA NA Reserved 


The instruction wakes up when the time-stamp counter reaches or exceeds the implicit EDX:EAX 64-bit input value 
(if the monitoring hardware did not trigger beforehand). 


Prior to executing the UMWAIT instruction, an operating system may specify the maximum delay it allows the 
processor to suspend its operation. It can do so by writing TSC-quanta value to the following 32bit MSR 
(IA32_UMWAIT_CONTROL at MSR index E1H): 


° JTA32_UMWAIT_CONTROL[31:2] — Determines the maximum time in TSC-quanta that the processor can reside 
in either CO.1 or CO.2. A zero value indicates no maximum time. The maximum time value is a 32-bit value 
where the upper 30 bits come from this field and the lower two bits are zero. 

° TA32_UMWAIT_CONTROL[1] — Reserved. 

¢ = =1A32_UMWAIT_CONTROL[0] — CO.2 is not allowed by the OS. Value of “1” means all CO.2 requests revert to 
co.1. 

If the processor that executed a UMWAIT instruction wakes due to the expiration of the operating system time- 

limit, the instructions sets RFLAGS.CF; otherwise, that flag is cleared. 

The UMWAIT instruction causes a transactional abort when used inside a transactional region. 

The UMWAIT instruction operates with the UMONITOR instruction. The two instructions allow the definition of an 

address at which to wait (UMONITOR) and an implementation-dependent optimized operation to perform while 

waiting (UMWAIT). The execution of UMWAIT is a hint to the processor that it can enter an implementation-depen- 


dent-optimized state while waiting for an event or a store operation to the address range armed by UMONITOR. 
The UMWAIT instruction will not wait (will not enter an implementation-dependent optimized state) if any of the 


1. The Mod field of the ModR/M byte must have value 11B. 
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following instructions were executed before UMWAIT and after the most recent execution of UMONITOR: IRET, 
MONITOR, SYSEXIT, SYSRET, and far RET (the last if it is changing CPL). 

The following additional events cause the processor to exit the implementation-dependent optimized state: a store 
to the address range armed by the UMONITOR instruction, an NMI or SMI, a debug exception, a machine check 
exception, the BINIT# signal, the INIT# signal, and the RESET# signal. Other implementation-dependent events 
may also cause the processor to exit the implementation-dependent optimized state. 

In addition, an external interrupt causes the processor to exit the implementation-dependent optimized state 
regardless of whether maskable-interrupts are inhibited (EFLAGS.IF =0). 

Following exit from the implementation-dependent-optimized state, control passes to the instruction after the 
UMWAIT instruction. A pending interrupt that is not masked (including an NMI or an SMI) may be delivered before 
execution of that instruction. 

Unlike the HLT instruction, the UMWAIT instruction does not restart at the UMWAIT instruction following the 
handling of an SMI. 

If the preceding UMONITOR instruction did not successfully arm an address range or if UMONITOR was not 
executed prior to executing UMWAIT and following the most recent execution of the legacy MONITOR instruction 


(UMWAIT does not interoperate with MONITOR), then the processor will not enter an optimized state. Execution will 
continue to the instruction following UMWAIT. 


A store to the address range armed by the UMONITOR instruction will cause the processor to exit UMWAIT if either 
the store was originated by other processor agents or the store was originated by a non-processor agent. 


Operation 
os_deadline := TSC+(IA32_MWAIT_CONTROL[31:2]<<2) 
instr_deadline := UINT64(EDX:EAX) 


IF os_deadline < instr_deadline: 
deadline := os_deadline 
using_os_deadline := 1 

ELSE: 
deadline := instr_deadline 
using_os_deadline := 0 


WHILE monitor hardware armed AND TSC < deadline: 
implementation_dependent_optimized_state(Source register, deadline, |A32_UMWAIT_CONTROL[0] ) 


IF using_os_deadline AND TSC > deadline: 


RFLAGS.CF := 1 
ELSE: 
RFLAGS.CF := 0 


RFLAGS.AF,PF,SF,ZF,OF := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
UMWAIT uint8_t _umwait(uint32_t control, uint64_t counter); 


Numeric Exceptions 
None 


Exceptions (All Operating Modes) 


#GP(0) If src[31:1] != 0. 
If CR4.TSD = 1 and CPL != 0. 
#UD If CPUID.7.0:ECX.WAITPKG[bit 5]=0. 
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UNPCKHPD—Unpack and Interleave High Packed Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
66 OF 15 /r A VIV SSE2 Unpacks and Interleaves double-precision floating-point 
UNPCKHPD xmm1, xmm2/m128 values from high quadwords of xmm1 and 
xmm2/m128. 
VEX.128.66.0F.WIG 15 /r B VIN AVX Unpacks and Interleaves double-precision floating-point 
VUNPCKHPD xmm1,xmm2, values from high quadwords of xmm2 and 
xmm3/m128 xmm3/m1 28. 
VEX.256.66.0F.WIG 15 /r B VV AVX Unpacks and Interleaves double-precision floating-point 
VUNPCKHPD ymm1,ymm2, values from high quadwords of ymm2 and 
ymm3/m256 ymm3/m256. 
EVEX.128.66.0F.W1 15 /r C VIV AVX512VL_ | Unpacks and Interleaves double precision floating-point 
VUNPCKHPD xmm1 {k1}{z}, xmm2, AVX512F values from high quadwords of xmm2 and 
xmm3/m128/m64bcst xmm3/m128/m64bcst subject to writemask k1. 
EVEX.256.66.0F.W1 15 /r C VIV AVX512VL_ | Unpacks and Interleaves double precision floating-point 
VUNPCKHPD ymm1 {k1}{z}, ymm2, AVX512F values from high quadwords of ymm2 and 
ymm3/m256/m64bcst ymm3/m256/m64bcst subject to writemask k1. 
EVEX.512.66.0F.W1 15 /r C VIV AVX512F Unpacks and Interleaves double-precision floating-point 
VUNPCKHPD zmm1 {k1}{z}, zmm2, values from high quadwords of zmm2 and 
zmm3/m512/m64bcst zmm3/m512/m64bcst subject to writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs an interleaved unpack of the high double-precision floating-point values from the first source operand 
and the second source operand. See Figure 4-15 in the Intel® 64 and IA-32 Architectures Software Developer's 
Manual, Volume 2B. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. When unpacking from a memory operand, an implementation may fetch 
only the appropriate 64 bits; however, alignment to 16-byte boundary and normal segment checking will still be 
enforced. 


VEX.128 encoded version: The first source operand is a XMM register. The second source operand can be a XMM 
register or a 128-bit memory location. The destination operand is a XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 


EVEX.512 encoded version: The first source operand is a ZMM register. The second source operand is a ZMM 
register, a 512-bit memory location, or a 512-bit vector broadcasted from a 64-bit memory location. The destina- 
tion operand is a ZMM register, conditionally updated using writemask k1. 


EVEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM 
register, a 256-bit memory location, or a 256-bit vector broadcasted from a 64-bit memory location. The destina- 
tion operand is a YMM register, conditionally updated using writemask k1. 

EVEX.128 encoded version: The first source operand is a XMM register. The second source operand is a XMM 
register, a 128-bit memory location, or a 128-bit vector broadcasted from a 64-bit memory location. The destina- 
tion operand is a XMM register, conditionally updated using writemask k1. 
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Operation 


VUNPCKHPD (EVEX encoded versions when SRC2 is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF VL >= 128 

TMP_DEST[63:0] := SRC1[127:64] 

TMP_DEST[127:64] := SRC2[127:64] 
Fl; 
IF VL >= 256 

TMP_DEST[191:128] := SRC1[255:192] 

TMP_DEST[255:192] := SRC2[255:192] 
Fl; 
IF VL >= 512 

TMP_DEST[319:256] := SRC1[383:320] 

TMP_DEST[383:320] := SRC2[383:320] 

TMP_DEST[447:384] := SRC1[51 1:448] 

TMP_DEST[51 1:448] := SRC2[51 1:448] 
Fl; 
FOR j :=0 TO KL-1 

i:=j* 64 

IF k1[j] OR *no writemask* 

THEN DEST{[i+63:i] := TMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 

Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VUNPCKHPD (EVEX encoded version when SRC2 is memory) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF (EVEX.b = 1) 
THEN TMP_SRC2[i+63:i] = SRC2[63:0] 
ELSE TMP_SRC2[i+63:i] :-= SRC2[i+63:i] 
Fl; 
ENDFOR; 
IF VL >= 128 
TMP_DEST[63:0] := SRC1[127:64] 
TMP_DEST[127:64] := TMP_SRC2[127:64] 
Fl; 
IF VL >= 256 
TMP_DEST[191:1 28] := SRC1[255:192] 
TMP_DEST[255:192] := TMP_SRC2[255:192] 
Fl; 
IF VL >= 512 
TMP_DEST[319:256] := SRC1[383:320] 
TMP_DEST[383:320] := TMP_SRC2[383:320] 
TMP_DEST[447:384] := SRC1[511:448] 
TMP_DEST[51 1:448] := TMP_SRC2[511:448] 
Fl; 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VUNPCKHPD (VEX.256 encoded version) 
DEST[63:0] := SRC1[127:64] 

DEST[127:64] := SRC2[127:64] 
DEST[191:128] := SRC1[255:192] 
DEST[255:192] := SRC2[255:192] 
DEST[MAXVL-1:256] := 0 


VUNPCKHPD (VEX.128 encoded version) 
DEST[63:0] := SRC1[127:64] 

DEST[127:64] := SRC2[127:64] 
DEST[MAXVL-1:128] := 0 


UNPCKHPD (128-bit Legacy SSE version) 
DEST[63:0] := SRC1[127:64] 

DEST[127:64] := SRC2[127:64] 
DEST[MAXVL-1:128] (Unmodified) 


UNPCKHPD—Unpack and Interleave High Packed Double-Precision Floating-Point Values 


INSTRUCTION SET REFERENCE, M-U 


Vol.2B 4-717 


INSTRUCTION SET REFERENCE, M-U 


Intel C/C++ Compiler Intrinsic Equivalent 


VUNPCKHPD __m512d_mm512_unpackhi_pd(__m512da,__m512d b); 
VUNPCKHPD __m512d_mm512_mask_unpackhi_pd(__m512ds,__mmask8 k, 
VUNPCKHPD __m512d_mm512_maskz_unpackhi_pd(__mmask8 k,__m512d a, 
VUNPCKHPD __m256d _mm256_unpackhi_pd(__m256d a, ___ m256d b) 
VUNPCKHPD __m256d __mm256_mask_unpackhi_pd(__m256ds,__ mmask8 k,___m256d a, ___ m256d b); 
VUNPCKHPD __m256d __mm256_maskz_unpackhi_pd(__mmask8 k,__ m256d a, ___m256d b); 
UNPCKHPD __m128d __mm_unpackhi_pd(__m128d a,_m128d b) 
VUNPCKHPD __m128d __mm_mask_unpackhi_pd(__m128d s,___ mmask8 k, 
VUNPCKHPD __m128d_mm_maskz_unpackhi_pd(__mmask8 k, __m128d a, 


m512da,__m512d b); 
m512d b); 


m128d a, 
m128d b); 


m128d b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Non-EVEX-encoded instructions, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-50, “Type E4NF Class Exception Conditions”. 
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UNPCKHPS—Unpack and Interleave High Packed Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
NP OF 15 /r A VIV SSE Unpacks and Interleaves single-precision floating-point 
UNPCKHPS xmm1, xmm2/m128 values from high quadwords of xmm1 and xmm2/m128. 
VEX.128.0F.WIG 15 /r B VIV AVX Unpacks and Interleaves single-precision floating-point 
VUNPCKHPS xmm1, xmm2, values from high quadwords of xmm2 and xmm3/m128. 
xmm3/m128 
VEX.256.0F.WIG 15 /r B VIV AVX Unpacks and Interleaves single-precision floating-point 
VUNPCKHPS ymm1, ymm2, values from high quadwords of ymm2 and ymm3/m256. 
ymm3/m256 
EVEX.128.0F.WO 15 /r C VIV AVX512VL | Unpacks and Interleaves single-precision floating-point 
VUNPCKHPS xmm1 {k1}{z}, xmm_2, AVX512F values from high quadwords of xmm2 and 
xmm3/m128/m32bcst xmm3/m128/m32bcst and write result to xmm1 subject to 
writemask k1. 
EVEX.256.0F.WO 15 /r C VIV AVX512VL | Unpacks and Interleaves single-precision floating-point 
VUNPCKHPS ymm1 {k1}{z}, ymm2, AVX512F values from high quadwords of ymm2 and 
ymm3/m256/m32bcst ymm3/m256/m32bcst and write result to ymm1 subject to 
writemask k1. 
EVEX.512.0F.WO 15 /r C VIV AVX512F Unpacks and Interleaves single-precision floating-point 
VUNPCKHPS zmm1 {k1}{z}, zmm2, values from high quadwords of zmm2 and 
zmm3/m512/m32bcst zmm3/m512/m32bcst and write result to zmm1 subject to 
writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs an interleaved unpack of the high single-precision floating-point values from the first source operand and 
the second source operand. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. When unpacking from a memory operand, an implementation may fetch 
only the appropriate 64 bits; however, alignment to 16-byte boundary and normal segment checking will still be 
enforced. 

VEX.128 encoded version: The first source operand is a XMM register. The second source operand can be a XMM 
register or a 128-bit memory location. The destination operand is a XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 

VEX.256 encoded version: The second source operand is an YMM register or an 256-bit memory location. The first 
source operand and destination operands are YMM registers. 
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srci] x7 X6 X5 x4 X3 X2 x1 XO 
sRc2]Y7 Y6 Y5 Y4 Y3 Y2 v1 YO 
Dest] 7 X7 Y6 X6 Y3 X3 Y2 X2 


Figure 4-27. VUNPCKHPS Operation 


EVEX.512 encoded version: The first source operand is a ZMM register. The second source operand is a ZMM 
register, a 512-bit memory location, or a 512-bit vector broadcasted from a 32-bit memory location. The destina- 
tion operand is a ZMM register, conditionally updated using writemask k1. 

EVEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM 
register, a 256-bit memory location, or a 256-bit vector broadcasted from a 32-bit memory location. The destina- 
tion operand is a YMM register, conditionally updated using writemask k1. 

EVEX.128 encoded version: The first source operand is a XMM register. The second source operand is a XMM 
register, a 128-bit memory location, or a 128-bit vector broadcasted from a 32-bit memory location. The destina- 
tion operand is a XMM register, conditionally updated using writemask k1. 


Operation 


VUNPCKHPS (EVEX encoded version when SRC2 is a register) 

(KL, VL) = (4, 128), (8, 256), (16, 512) 

IF VL >= 128 
TMP_DEST[31:0] := SRC1[95:64] 
TMP_DEST[63:32] := SRC2[95:64] 
TMP_DEST[95:64] := SRC1[127:96] 
TMP_DEST[127:96] := SRC2[127:96] 

Fl; 

IF VL >= 256 
TMP_DEST[159:1 28] := SRC1[223:192] 
TMP_DEST[191:160] := SRC2[223:192] 
TMP_DEST[223:192] := SRC1[255:224] 
TMP_DEST[255:224] := SRC2[255:224] 

Fl; 

IF VL >=512 
TMP_DEST[287:256] := SRC1[351:320] 
TMP_DEST[319:288] := SRC2[351:320] 
TMP_DEST[351:320] := SRC1[383:352] 
TMP_DEST[383:352] := SRC2[383:352] 
TMP_DEST[415:384] := SRC1[479:448] 
TMP_DEST[447:416] := SRC2[479:448] 
TMP_DEST[479:448] := SRC1[51 1:480] 
TMP_DEST[51 1:480] := SRC2[51 1:480] 

Fl; 
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FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VUNPCKHPS (EVEX encoded version when SRC2 is memory) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF (EVEX.b = 1) 
THEN TMP_SRC2[i+31:i] = SRC2[31:0] 
ELSE TMP_SRC2[i+31:i] = SRC2[i+31:i] 
Fl; 
ENDFOR; 
IF VL >= 128 
TMP_DEST[31:0] := SRC1[95:64] 
TMP_DEST[63:32] := TMP_SRC2[95:64] 
TMP_DEST[95:64] := SRC1[1 27:96] 
TMP_DEST[127:96] := TMP_SRC2[127:96] 
Fl; 
IF VL >= 256 
TMP_DEST[159:1 28] := SRC1[223:192] 
TMP_DEST[191:160] := TMP_SRC2[223:192] 
TMP_DEST[223:192] := SRC1[255:224] 
TMP_DEST[255:224] := TMP_SRC2[255:224] 
Fl; 
IF VL >= 512 
TMP_DEST[287:256] := SRC1[351:320] 
TMP_DEST[319:288] := TMP_SRC2[351:320] 
TMP_DEST[351:320] := SRC1[383:352] 
TMP_DEST[383:352] := TMP_SRC2[383:352] 
TMP_DEST[415:384] := SRC1[479:448] 
TMP_DEST[447:416] := TMP_SRC2[479:448] 
TMP_DEST[479:448] := SRC1[511:480] 
TMP_DEST[51 1:480] := TMP_SRC2[511:480] 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 


DEST[i+31:i] := 0 
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Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VUNPCKHPS (VEX.256 encoded version) 
DEST[31:0] := SRC1[95:64] 

DEST[63:32] := SRC2[95:64] 

DEST[95:64] := SRC1[127:96] 
DEST[127:96] := SRC2[127:96] 
DEST[159:128] := SRC1[223:192] 
DEST[191:160] := SRC2[223:192] 
DEST[223:192] := SRC1[255:224] 
DEST[255:224] := SRC2[255:224] 
DEST[MAXVL-1:256] := 0 


VUNPCKHPS (VEX.128 encoded version) 
DEST[31:0] := SRC1[95:64] 

DEST[63:32] := SRC2[95:64] 

DEST[95:64] := SRC1[127:96] 
DEST[127:96] := SRC2[127:96] 
DEST[MAXVL-1:128] := 0 


UNPCKHPS (128-bit Legacy SSE version) 
DEST[31:0] := SRC1[95:64] 

DEST[63:32] := SRC2[95:64] 

DEST[95:64] := SRC1[127:96] 
DEST[127:96] := SRC2[127:96] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VUNPCKHPS __m512 _mm512_unpackhi_ps( 


m512 b); 


VUNPCKHPS __m512 _mm512_mask_unpackhi_ps( 


m512 s,__mmask16 k, 


m512a,__m512b); 


VUNPCKHPS __m512 _mm512_maskz_unpackhi_ps( 


VUNPCKHPS __m256 _mm256_unpackhi_ps ( 


mmask16 k,__m512 a,__m512 b); 


m256 b); 


VUNPCKHPS __m256 _mm256_mask_unpackhi_ps(__m256 s,__ mmask8 k,___m256 a,__m256 b); 


VUNPCKHPS __m256 _mm256_maskz_unpackhi_ps( 


mmask8 k, 


m256 a,__m256 b); 


UNPCKHPS __m128 _mm_unpackhi_ps (__m128 a,__m128 b); 


VUNPCKHPS __m128 _mm_mask_unpackhi_ps( 


VUNPCKHPS __m128 _mm_maskz_unpackhi_ps( 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Non-EVEX-encoded instructions, see Table 2-21, “Type 4 Class Exception Conditions”. 


mmask8 k,_m128 a,__m128 b); 


mmask8 k,__m128a,__m128 b); 


" 


EVEX-encoded instructions, see Table 2-50, “Type E4NF Class Exception Conditions”. 
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UNPCKLPD—Unpack and Interleave Low Packed Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
66 OF 14 /r A VV SSE2 Unpacks and Interleaves double-precision floating-point 
UNPCKLPD xmm1, xmm2/m128 values from low quadwords of xmm1 and xmm2/m128. 
VEX.128.66.0F.WIG 14 /r B VV AVX Unpacks and Interleaves double-precision floating-point 
VUNPCKLPD xmm1,xmm2z, values from low quadwords of xmm2 and xmm3/m128. 
xmm3/m128 
VEX.256.66.0F.WIG 14 /r B VV AVX Unpacks and Interleaves double-precision floating-point 
VUNPCKLPD ymm1,ymmc2, values from low quadwords of ymm2 and ymm3/m256. 
ymm3/m256 
EVEX.128.66.0F.W1 14 /r C VIV AVX512VL_ | Unpacks and Interleaves double precision floating-point 
VUNPCKLPD xmm1 {k1}{z}, xmm2, AVX512F values from low quadwords of xmm2 and 
xmm3/m128/m64bcst xmm3/m128/m64bcst subject to write mask k1. 
EVEX.256.66.0F.W1 14 /r C VIV AVX512VL_ | Unpacks and Interleaves double precision floating-point 
VUNPCKLPD ymm1 {k1}{z}, ymm2, AVX512F values from low quadwords of ymm2 and 
ymm3/m256/m64bcst ymm3/m256/m64bcst subject to write mask k1. 
EVEX.512.66.0F.W1 14 /r C VV AVX512F Unpacks and Interleaves double-precision floating-point 


zmm3/m512/m64bcst 


VUNPCKLPD zmm1 {k1}{z}, zmm2, 


Instruction Operand Encoding 


values from low quadwords of zmm2 and 
zmm3/m512/m64bcst subject to write mask k1. 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs an interleaved unpack of the low double-precision floating-point values from the first source operand and 
the second source operand. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. When unpacking from a memory operand, an implementation may fetch 
only the appropriate 64 bits; however, alignment to 16-byte boundary and normal segment checking will still be 
enforced. 


VEX.128 encoded version: The first source operand is a XMM register. The second source operand can be a XMM 
register or a 128-bit memory location. The destination operand is a XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 


EVEX.512 encoded version: The first source operand is a ZMM register. The second source operand is a ZMM 
register, a 512-bit memory location, or a 512-bit vector broadcasted from a 64-bit memory location. The destina- 
tion operand is a ZMM register, conditionally updated using writemask k1. 


EVEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM 
register, a 256-bit memory location, or a 256-bit vector broadcasted from a 64-bit memory location. The destina- 
tion operand is a YMM register, conditionally updated using writemask k1. 


EVEX.128 encoded version: The first source operand is an XMM register. The second source operand is a XMM 
register, a 128-bit memory location, or a 128-bit vector broadcasted from a 64-bit memory location. The destina- 
tion operand is a XMM register, conditionally updated using writemask k1. 
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Operation 


VUNPCKLPD (EVEX encoded versions when SRC2 is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF VL >= 128 
TMP_DEST[63:0] := SRC1[63:0] 
TMP_DEST[127:64] := SRC2[63:0] 
Fl; 
IF VL >= 256 
TMP_DEST[191:128] := SRC1[191:128] 
TMP_DEST[255:192] := SRC2[191:128] 
Fl; 
IF VL >= 512 
TMP_DEST[319:256] := SRC1[319:256] 
TMP_DEST[383:320] := SRC2[319:256] 
TMP_DEST[447:384] := SRC1[447:384] 
TMP_DEST[51 1:448] := SRC2[447:384] 
Fl; 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := TMP_DEST[i+63:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VUNPCKLPD (EVEX encoded version when SRC2 is memory) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF (EVEX.b = 1) 
THEN TMP_SRC2[i+63:i] = SRC2[63:0] 
ELSE TMP_SRC2[i+63:i] :-= SRC2[i+63:i] 
Fl; 
ENDFOR; 
IF VL >= 128 
TMP_DEST[63:0] := SRC1[63:0] 
TMP_DEST[127:64] := TMP_SRC2[63:0] 
Fl; 
IF VL >= 256 
TMP_DEST[191:1 28] := SRC1[191:128] 
TMP_DEST[255:192] := TMP_SRC2[191:128] 
Fl; 
IF VL >= 512 
TMP_DEST[319:256] := SRC1[319:256] 
TMP_DEST[383:320] := TMP_SRC2[319:256] 
TMP_DEST[447:384] := SRC1[447:384] 
TMP_DEST[51 1:448] := TMP_SRC2[447:384] 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VUNPCKLPD (VEX.256 encoded version) 
DEST[63:0] := SRC1[63:0] 

DEST[127:64] := SRC2[63:0] 
DEST[191:128] := SRC1[191:128] 
DEST[255:192] := SRC2[191:128] 
DEST[MAXVL-1:256] := 0 


VUNPCKLPD (VEX.128 encoded version) 
DEST[63:0] := SRC1[63:0] 

DEST[127:64] := SRC2[63:0] 
DEST[MAXVL-1:128] := 0 


UNPCKLPD (128-bit Legacy SSE version) 
DEST[63:0] := SRC1[63:0] 

DEST[127:64] := SRC2[63:0] 
DEST[MAXVL-1:128] (Unmodified) 
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Intel C/C++ Compiler Intrinsic Equivalent 


VUNPCKLPD __m512d_mm512_unpacklo_pd(__m512da,__m512d b); 
VUNPCKLPD __m512d_mm512_mask_unpacklo_pd(__m512ds,__mmask8 k,__m512da, 
VUNPCKLPD __m512d_mm512_maskz_unpacklo_pd(__mmask8 k,___m512da,__m512d b); 
VUNPCKLPD __m256d_mm256_unpacklo_pd(__m256d a, ___ m256d b) 

VUNPCKLPD __m256d__mm256_mask_unpacklo_pd(__m256d s,__ mmask8 k,__ m256d a, ___m256d b); 
VUNPCKLPD __m256d__mm256_maskz_unpacklo_pd(__mmask8 k, __m256d a, __ m256d b); 
UNPCKLPD __m128d_mm_unpacklo_pd(__m128d a,__m128d b) 
VUNPCKLPD __m128d_mm_mask_unpacklo_pd(__m128d s,___mmask8 k, 
VUNPCKLPD __m128d_mm_maskz_unpacklo_pd(__mmask8 k,___m128d a, 


m512d b); 


m128d a,__m128d b); 
m128d b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Non-EVEX-encoded instructions, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-50, “Type E4NF Class Exception Conditions”. 
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UNPCKLPS—Unpack and Interleave Low Packed Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
NP OF 14 /r A VIV SSE Unpacks and Interleaves single-precision floating-point 
UNPCKLPS xmm1, xmm2/m128 values from low quadwords of xmm1 and xmm2/m128. 
VEX.128.0F.WIG 14 /r B VIV AVX Unpacks and Interleaves single-precision floating-point 
VUNPCKLPS xmm1,xmm2z, values from low quadwords of xmm2 and xmm3/m128. 
xmm3/m128 
VEX.256.0F.WIG 14 /r B VIV AVX Unpacks and Interleaves single-precision floating-point 
VUNPCKLPS values from low quadwords of ymm2 and ymm3/m256. 
ymm1,ymm2,ymm3/m256 
EVEX.128.0F.WO 14 /r C VIV AVX512VL_ | Unpacks and Interleaves single-precision floating-point 
VUNPCKLPS xmm1 {k1}{z}, xmm2, AVX512F values from low quadwords of xmm2 and xmm3/mem and 
xmm3/m128/m32bcst write result to xmm1 subject to write mask k1. 
EVEX.256.0F.WO 14 /r C VIV AVX512VL_ | Unpacks and Interleaves single-precision floating-point 
VUNPCKLPS ymm1 {k1}{z}, ymm2, AVX512F values from low quadwords of ymm2 and ymm3/mem and 
ymm3/m256/m32bcst write result to ymm1 subject to write mask k1. 
EVEX.512.0F.WO 14 /r C VIV AVX512F Unpacks and Interleaves single-precision floating-point 
VUNPCKLPS zmm1 {k1}{z}, zmm2, values from low quadwords of zmm2 and 
zmm3/m512/m32bcst zmm3/m512/m32bcst and write result to zmm1 subject 

to write mask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs an interleaved unpack of the low single-precision floating-point values from the first source operand and 
the second source operand. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
ZMM register destination are unmodified. When unpacking from a memory operand, an implementation may fetch 
only the appropriate 64 bits; however, alignment to 16-byte boundary and normal segment checking will still be 
enforced. 


VEX.128 encoded version: The first source operand is a XMM register. The second source operand can be a XMM 
register or a 128-bit memory location. The destination operand is a XMM register. The upper bits (MAXVL-1:128) of 
the corresponding ZMM register destination are zeroed. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand can be a YMM 
register or a 256-bit memory location. The destination operand is a YMM register. 
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srcil X7 X6 X5 x4 X3 X2 x1 x0 
SRC2|Y7 Y6 Y5 Y3 Y2 v1 YO 
DEST) Y5 X5 Y4 x4 Y1 x1 YO x0 


Figure 4-28. VUNPCKLPS Operation 


EVEX.512 encoded version: The first source operand is a ZMM register. The second source operand is a ZMM 
register, a 512-bit memory location, or a 512-bit vector broadcasted from a 32-bit memory location. The destina- 
tion operand is a ZMM register, conditionally updated using writemask k1. 

EVEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM 
register, a 256-bit memory location, or a 256-bit vector broadcasted from a 32-bit memory location. The destina- 
tion operand is a YMM register, conditionally updated using writemask k1. 

EVEX.128 encoded version: The first source operand is an XMM register. The second source operand is a XMM 
register, a 128-bit memory location, or a 128-bit vector broadcasted from a 32-bit memory location. The destina- 
tion operand is a XMM register, conditionally updated using writemask k1. 


Operation 


VUNPCKLPS (EVEX encoded version when SRC2 is a ZMM register) 

(KL, VL) = (4, 128), (8, 256), (16, 512) 

IF VL >= 128 
TMP_DEST[31:0] := SRC1[31:0] 
TMP_DEST[63:32] := SRC2[31:0] 
TMP_DEST[95:64] := SRC1[63:32] 
TMP_DEST[127:96] := SRC2[63:32] 

Fl; 

IF VL >= 256 
TMP_DEST[159:1 28] := SRC1[159:1 28] 
TMP_DEST[191:160] := SRC2[159:128] 
TMP_DEST[223:192] := SRC1[191:160] 
TMP_DEST[255:224] := SRC2[191:160] 

Fl; 

IF VL >=512 
TMP_DEST[287:256] := SRC1[287:256] 
TMP_DEST[319:288] := SRC2[287:256] 
TMP_DEST[351:320] := SRC1[319:288] 
TMP_DEST[383:352] := SRC2[319:288] 
TMP_DEST[415:384] := SRC1[415:384] 
TMP_DEST[447:416] := SRC2[415:384] 
TMP_DEST[479:448] := SRC1[447:416] 
TMP_DEST[51 1:480] := SRC2[447:416] 

Fl; 

FOR j :=0 TO KL-1 
i:=j* 32 
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IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 


ELSE 

IF *merging-masking* ;merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VUNPCKLPS (EVEX encoded version when SRC2 is memory) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 31 
IF (EVEX.b = 1) 
THEN TMP_SRC2[i+31:i] = SRC2[31:0] 
ELSE TMP_SRC2[i+31:i] = SRC2[i+31:i] 
Fl; 
ENDFOR; 
IF VL >= 128 
TMP_DEST[31:0] := SRC1[31:0] 
TMP_DEST[63:32] := TMP_SRC2[31:0] 
TMP_DEST[95:64] := SRC1[63:32] 
TMP_DEST[1 27:96] := TMP_SRC2[63:32] 
Fl; 
IF VL >= 256 
TMP_DEST[159:1 28] := SRC1[159:1 28] 
TMP_DEST[191:160] := TMP_SRC2[159:1 28] 
TMP_DEST[223:192] := SRC1[191:160] 
TMP_DEST[255:224] := TMP_SRC2[191:160] 
Fl; 
IF VL >= 512 
TMP_DEST[287:256] := SRC1[287:256] 
TMP_DEST[319:288] := TMP_SRC2[287:256] 
TMP_DEST[351:320] := SRC1[319:288] 
TMP_DEST[383:352] := TMP_SRC2[319:288] 
TMP_DEST[415:384] := SRC1[415:384] 
TMP_DEST[447:416] := TMP_SRC2[415:384] 
TMP_DEST[479:448] := SRC1[447:416] 
TMP_DEST[51 1:480] := TMP_SRC2[447:416] 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 


Fl; 
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ENDFOR 
DEST[MAXVL-1:VL] := 0 


UNPCKLPS (VEX.256 encoded version) 
DEST[31:0] := SRC1[31:0] 

DEST[63:32] := SRC2[31:0] 

DEST[95:64] := SRC1[63:32] 
DEST[127:96] := SRC2[63:32] 
DEST[159:128] := SRC1[159:128] 
DEST[191:160] := SRC2[159:128] 
DEST[223:192] := SRC1[191:160] 
DEST[255:224] := SRC2[191:160] 
DEST[MAXVL-1:256] := 0 


VUNPCKLPS (VEX.128 encoded version) 
DEST[31:0] := SRC1[31:0] 

DEST[63:32] := SRC2[31:0] 

DEST[95:64] := SRC1[63:32] 
DEST[127:96] := SRC2[63:32] 
DEST[MAXVL-1:128] := 0 


UNPCKLPS (128-bit Legacy SSE version) 
DEST[31:0] := SRC1[31:0] 

DEST[63:32] := SRC2[31:0] 

DEST[95:64] := SRC1[63:32] 
DEST[127:96] := SRC2[63:32] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VUNPCKLPS __m512_mm512_unpacklo_ps(__m512 a,__m512 b); 

VUNPCKLPS __m512_mm512_mask_unpacklo_ps(__m512s,__mmask16k,__m512 a,__m512 b); 
VUNPCKLPS __m512_mm512_maskz_unpacklo_ps(__mmask16 k,__m512 a,__m512 b); 
VUNPCKLPS __m256 _mm256_unpacklo_ps (__m256 a, ___m256 b); 

VUNPCKLPS __m256 __mm256_mask_unpacklo_ps(__m256 s,__ mmask8 k,__m256 a,__m256 b); 
VUNPCKLPS __m256 __mm256_maskz_unpacklo_ps(__mmask8 k,___m256 a,__m256 b); 
UNPCKLPS __m128_mm_unpacklo_ps (_m128 a,__m128 b); 

VUNPCKLPS __m128_mm_mask_unpacklo_ps(__m128s,__mmask8 k,__m128 a,__m128 b); 
VUNPCKLPS __m128 __mm_maskz_unpacklo_ps(__mmask8 k,__m128 a,__m128 b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
Non-EVEX-encoded instructions, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-50, “Type E4NF Class Exception Conditions”. 
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CHAPTER 5 
INSTRUCTION SET REFERENCE, V-Z 


5.1 TERNARY BIT VECTOR LOGIC TABLE 


VPTERNLOGD/VPTERNLOGQ instructions operate on dword/qword elements and take three bit vectors of the 
respective input data elements to form a set of 32/64 indices, where each 3-bit value provides an index into an 8- 
bit lookup table represented by the imm8 byte of the instruction. The 256 possible values of the immé8 byte is 
constructed as a 16x16 boolean logic table. The 16 rows of the table uses the lower 4 bits of imm8 as row index. 
The 16 columns are referenced by imm8[7:4]. The 16 columns of the table are present in two halves, with 8 
columns shown in Table 5-10 for the column index value between 0:7, followed by Table 5-11 showing the 8 
columns corresponding to column index 8:15. This section presents the two-halves of the 256-entry table using a 
short-hand notation representing simple or compound boolean logic expressions with three input bit source data. 


The three input bit source data will be denoted with the capital letters: A, B, C; where A represents a bit from the 
first source operand (also the destination operand), B and C represent a bit from the 2nd and 3rd source operands. 


Each map entry takes the form of a logic expression consisting of one of more component expressions. Each 
component expression consists of either a unary or binary boolean operator and associated operands. Each binary 
boolean operator is expressed in lowercase letters, and operands concatenated after the logic operator. The unary 
operator ‘not’ is expressed using ‘!’. Additionally, the conditional expression “A?B:C” expresses a result returning B 
if A is set, returning C otherwise. 

A binary boolean operator is followed by two operands, e.g. andAB. For a compound binary expression that contain 
commutative components and comprising the same logic operator, the 2nd logic operator is omitted and three 
operands can be concatenated in sequence, e.g. andABC. When the 2nd operand of the first binary boolean expres- 
sion comes from the result of another boolean expression, the 2nd boolean expression is concatenated after the 
uppercase operand of the first logic expression, e.g. norBnandAC. When the result is independent of an operand, 
that operand is omitted in the logic expression, e.g. zeros or norCB. 

The 3-input expression “majorABC” returns 0 if two or more input bits are 0, returns 1 if two or more input bits are 
1. The 3-input expression “minorABC” returns 1 if two or more input bits are 0, returns O if two or more input bits 
are 1. 

The building-block bit logic functions used in Table 5-10 and Table 5-11 include: 

* Constants: TRUE (1), FALSE (0); 

¢ Unary function: Not (!); 

° Binary functions: and, nand, or, nor, xor, xnor; 

* Conditional function: Select (?:); 


¢ Tertiary functions: major, minor. 
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Table 5-10. Low 8 columns of the 16x16 Map of VPTERNLOG Boolean Logic Operations 


Imm [7:4] 
[3:0] | OH 1H 2H 3H 4H 5H 6H 7H 
OOH | FALSE andAnorBC norBnandAC_ | andA!B norCnandBA | andA!C andAxorBC andAnandBC 
O1H_ | norABC norCB norBxorAC A?!B:norBC norCxorBA A?!C:norBC A?xorBC:norB | A?nandBC:no 
C rBC 
02H _ | andCnorBA norBxnorAC | andC!B norBnorAC C?norBA:and | C?norBA:A C?!B:andBA C7IB:A 
BA 
03H _ | norBA norBandAC C7IB:norBA IB C?norBA:xnor | A?IC:!B A?xorBC:!B A?nandBC:!B 
BA 
04H _ | andBnorAC norCxnorBA | B?norAC:and | B?norAC:A andBIC norCnorBA B?!C:andAC B7IC:A 
AC 
O5H_ | norCA norCandBA B?norAC:xnor | A?!B:IC B?!IC:norAC IC A?xorBC:!C A?nandBC:!c 
AC 
OGH | norAxnorBC | A?norBC:xorB | B?norAC:C xorBorAC C?norBA:B xorCorBA xorCB B?IC:orAC 
C 
O7H_ | norAandBC minorABC C7IB:IA nandBorAC B?ICIA nandCorBA A?xorBC:nan | nandCB 
dBC 
O8H | norAnandBC | A?norBC:and | andCxorBA A?!B:andBC andBxorAC A?z!C:andBC A?xorBC:and | xorAandBC 
BC BC 
O9H_ | norAxorBC A?norBC:xnor | C?xorBA:norB | A7!B:xnorBC | B?xorAC:norA | A?!C:xnorBC | xnorABC A?nandBC:xn 
BC A C orBC 
OAH | andClA A?norBC:C andCnandBA | A?!B:C C7IA:andBA xorCA xorCandBA A?nandBC:C 
OBH_ | C?!A:norBA C7IA:IB C?nandBA:no | C?nandBA:!B_ | B?xorAC:!A B?xorAC:nan | C?nandBA:xn | nandBxnorAC 
rBA dAC orBA 
OCH | andBlA A?norBC:B B?!A:andAC xorBA andBnandAC | A?!C:B xorBandAC A?nandBc:B 
ODH_ | B?lIA:norAC B?IA:IC B?IA:xnorAC_ | C?xorBA:nan | B?nandAC:no | B?nandAC:!IC | B?nandAC:xn | nandCxnorBA 
dBA rAC orAC 
OEH_ | norAnorBC xorAorBC B?IA:C A?!B:orBC C7IA:B A?!C:orBC B?nandAC:C — | A?nandBC:or 
BC 
OFH | JA nandAorBC C?nandBA:!A | nandBA B?nandAC:lA | nandCA nandAxnorBC | nandABC 


Table 5-11 shows the half of 256-entry map corresponding to column index values 8:15. 


5-2 Vol. 2C 


INSTRUCTION SET REFERENCE, V-Z 


Table 5-11. Low 8 columns of the 16x16 Map of VPTERNLOG Boolean Logic Operations 


Imm [7:4] 
[3:0] | 08H O9H OAH OBH OCH ODH OEH OFH 
OOH _ | andABC andAxnorBC | andCA B?andAC:A andBA C?andBA:A andAorBC A 
O1H_ | A?andBC:nor | B?andAC!c A?C:norBC C?A:IB A?B:norBC B?PA:IC xnorAorBC orAnorBC 
BC 
02H | andCxnorBA | B?andAC:xor | B?andAC:C B?andAC:orA | C?xnorBA:an_ | B?A:xorAC B?A:C B?A:orAC 
AC C dBA 
03H _ | A?andBC:!B xnorBandAC | A?C!B nandBnandA | xnorBA B?A:nandAC | A?orBC:!B orA!B 
C 
O4H | andBxnorAC | C?andBA:xor | B?xnorAC:an | B?xnorAC:A C?andBA:B C?andBA:orB | C?A:B C?A:orBA 
BA dAC A 
O5H_= | A?andBC!c XnorCandBA | xnorCA C?A:nandBA | A?B:!C nandCnandB_ | A?orBC:!C orA!IC 
A 
O6H_ | A?andBC:xor | xorABC A?C:xorBC B?xnorAC:orA | A?B:xorBC C?xnorBA:orB | A?orBC:xorBC | orAxorBC 
BC C A 
O7H | xnorAandBC | A?xnorBC:na | A?C:inandBC | nandBxorAC | A?B:nandBC | nandCxorBA | A?orBCnandB | orAnandBC 
ndBC C 
08H | andCB ArxnorBC:an | andCorAB B?C:A andBorAC C?B:A majorABC orAandBC 
dBC 
O9H_ | B?C:norAC XnorcB XnorCorBA C?orBA:!B XnorBorAC B?orAC!IC A?orBC:xnorB | orAxnorBC 
C 
OAH | A?andBC:C A?xnorBC:C C B?C:orAC A?B:C B?orAC:xorAC | orCandBA orCA 
OBH | B?CiA B?C:nandAC — | orCnorBA orC!B B?orACA B?orAC:nand | orCxnorBA nandBnorAC 
AC 
OCH | A?andBC:B A?xnorBC:B | A?C:B C?orBA:xorBA | B C?B:orBA orBandAC orBA 
ODH | C?BIA C?B:nandBA C?orBA:!A C?orBA:nand_ | orBnorAC orB!IC orBxnorAC nandCnorBA 
BA 
OEH | A?andBC:orB | A?xnorBC:orB | A?C:orBC orCxorBA A?B:orBC orBxorAC orCB orABC 
C C 
OFH | nandAnandB | nandAxorBC | orClA orCnandBA orBIA orBnandAC nandAnorBC_ | TRUE 
C 


Table 5-10 and Table 5-11 translate each of the possible value of the imm&8 byte to a Boolean expression. These 
tables can also be used by software to translate Boolean expressions to numerical constants to form the imm8s 
value needed to construct the VPTERNLOG syntax. There is a unique set of three byte constants (FOH, CCH, AAH) 
that can be used for this purpose as input operands in conjunction with the Boolean expressions defined in those 
tables. The reverse mapping can be expressed as: 


Result_imm8 = Table_Lookup_Entry( OFOH, OCCH, OAAH) 
Table_Lookup_Entry is the Boolean expression defined in Table 5-10 and Table 5-11. 
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5.2 INSTRUCTIONS (V-Z) 


Chapter 5 continues an alphabetical discussion of Intel® 64 and IA-32 instructions (V-Z). See also: Chapter 3, 
“Instruction Set Reference, A-L,” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
2A, and Chapter 4, “Instruction Set Reference, M-U,” in the Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 2B. 
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VALIGND/VALIGNQ—Align Doubleword/Quadword Vectors 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F3A.WO 03 /r ib A VIV AVX512VL | Shift right and merge vectors xmm_2 and 
VALIGND xmm1 {k1}{z}, xmm2, AVX512F xmm3/m128/m32bcst with double-word granularity 
xmm3/m128/m32bcst, imm8 using imm8 as number of elements to shift, and store the 
final result in xmm1, under writemask. 
EVEX.128.66.0F3A.W1 03 /r ib A VIV AVX512VL | Shift right and merge vectors xmm_2 and 
VALIGNQ xmm1 {k1}{z}, xmm_2, AVX512F xmm3/m128/m64bcst with quad-word granularity using 
xmm3/m128/m64bcst, imm8 imm8 as number of elements to shift, and store the final 
result in xmm1, under writemask. 
EVEX.256.66.0F3A.WO 03 /r ib A VIV AVX512VL | Shift right and merge vectors ymm2 and 
VALIGND ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m32bcst with double-word granularity 
ymm3/m256/m32bcst, imm8 using imm8 as number of elements to shift, and store the 
final result in ymm1, under writemask. 
EVEX.256.66.0F3A.W1 03 /r ib A VIV AVX512VL | Shift right and merge vectors ymm2 and 
VALIGNQ ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m64bcst with quad-word granularity using 
ymm3/m256/m64bcst, imm8 imm8 as number of elements to shift, and store the final 
result in ymm1, under writemask. 
EVEX.512.66.0F3A.WO 03 /r ib A VIV AVX512F Shift right and merge vectors zmm2 and 
VALIGND zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst with double-word granularity 
zmm3/m51 2/m32bcst, imm8 using imm8 as number of elements to shift, and store the 
final result in zmm1, under writemask. 
EVEX.512.66.0F3A.W1 03 /r ib A VIV AVX512F Shift right and merge vectors zmm2 and 
VALIGNQ zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst with quad-word granularity using 
zmm3/m512/m64bcst, imm8 imm8 as number of elements to shift, and store the final 
result in zmm1, under writemask. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Concatenates and shifts right doubleword/quadword elements of the first source operand (the second operand) 
and the second source operand (the third operand) into a 1024/512/256-bit intermediate vector. The low 
512/256/128-bit of the intermediate vector is written to the destination operand (the first operand) using the 
writemask ki. The destination and first source operands are ZMM/YMM/XMM registers. The second source operand 
can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted 
from a 32/64-bit memory location. 
This instruction is writemasked, so only those elements with the corresponding bit set in vector mask register k1 


are computed and stored into zmm1. Elements in zmmi with the corresponding bit clear in ki retain their previous 
values (merging-masking) or are set to 0 (zeroing-masking). 


VALIGND/VALIGNQ—Align Doubleword/Quadword Vectors 


Vol.2C 5-5 


INSTRUCTION SET REFERENCE, V-Z 


Operation 


VALIGND (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


IF (SRC2 *is memory*) (AND EVEX.b = 1) 
THEN 
FOR j := 0 TO KL-1 
i:=j* 32 
src[i+3 1:1] := SRC2[31:0] 
ENDFOR; 
ELSE src := SRC2 
Fl 
; Concatenate sources 
tmp[VL-1:0] := src[VL-1:0] 
tmp[2VL-1:VL] := SRC1[VL-1:0] 
; Shift right doubleword elements 
IF VL= 128 
THEN SHIFT = imm8[1:0] 
ELSE 
IF VL = 256 
THEN SHIFT = imm8[2:0] 
ELSE SHIFT = imm8[3:0] 
Fl 
Fl; 
tmp[2VL-1:0] := tmp[2VL-1:0] >> (32*SHIFT) 
; Apply writemask 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST{[i+31:i] := tmp[i+31:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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VALIGNQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256),(8, 512) 
IF (SRC2 *is memory*) (AND EVEX.b = 1) 
THEN 
FOR j := 0 TO KL-1 
i:=j* 64 
src[i+63:i] := SRC2[63:0] 
ENDFOR; 
ELSE src := SRC2 
Fl 
; Concatenate sources 
tmp[VL-1:0] := src[VL-1:0] 
tmp[2VL-1:VL] := SRC1[VL-1:0] 
; Shift right quadword elements 
IF VL= 128 
THEN SHIFT = imm8[0] 
ELSE 
IF VL = 256 
THEN SHIFT = imm8[1:0] 
ELSE SHIFT = imm8[2:0] 
Fl 
Fl; 
tmp[2VL-1:0] := tmp[2VL-1:0] >> (64*SHIFT) 
; Apply writemask 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := tmp[i+63:i] 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VALIGND __m512i_mm512_alignr_epi32(__m512ia,___m512i 5, int cnt); 

VALIGND __m512i_mm512_mask_alignr_epi32(__m512is,__mmask16k,___m512i a, 
VALIGND __m512i_mm512_maskz_alignr_epi32(__mmask16 k,___m512ia,__m512ib, int cnt); 
VALIGND __m256i __mm256_mask_alignr_epi32(__m256is,__ mmask8 k,___ m256i a,__ m256i b, int cnt); 
VALIGND __m256i _mm256_maskz_alignr_epi32(__mmask8 k,___ m256i a,__ m256i b, int cnt); 
VALIGND __m128i __mm_mask_alignr_epi32(__m128is,__ mmask8 k,___m128ia,__m128i, int cnt); 
VALIGND __m128i __mm_maskz_alignr_epi32(__mmask8 k,___m128i a, ___m128i b, int cnt); 

VALIGNQ __m512i_mm512_alignr_epi64(__m512i a, __m512i b, int cnt); 

VALIGNQ __m512i_mm512_mask_alignr_epi64(__m512is,__ mmask8 k, __m512i a,__m512ib, int cnt); 
VALIGNQ __m512i __mm512_maskz_alignr_epi64(_mmask8 k, __m512i a,__m512ib, int cnt); 
VALIGNQ __m256i__mm256_mask_alignr_epi64(__m256i s, __mmask8 k, __m256i a,___m256i b, int cnt); 
VALIGNQ __m256i __mm256_maskz_alignr_epi64(__mmask8 k, __m256i a,__m256i b, int cnt); 
VALIGNQ __m128i __mm_mask_alignr_epi64(__m128i s,___mmask8 k, __m128i a, ___m128i b, int cnt); 
VALIGNQ __m128i __mm_maskz_alignr_epi64(__mmask8 k, __m128i a, ___m128i, int cnt); 


m512ib, int cnt); 


Exceptions 
See Table 2-50, “Type E4NF Class Exception Conditions”. 
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VBLENDMPD/VBLENDMPS—Blend Float64/Float32 Vectors Using an OpMask Control 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.66.0F38.W1 65 /r A VV AVX512VL | Blend double-precision vector xmm_2 and double-precision 
VBLENDMPD xmm1 {k1}{Z}, AVX512F vector xmm3/m128/m64bcst and store the result in xmm1, 
xmm_2, xmm3/m128/m64bcst under control mask. 
EVEX.256.66.0F38.W1 65 /r A VIV AVX512VL | Blend double-precision vector ymm2 and double-precision 
VBLENDMPD ymm1 {k1}{Z}, AVX512F vector ymm3/m256/m64bcst and store the result in ymm1, 
ymm_2, ymm3/m256/m64bcst under control mask. 
EVEX.512.66.0F38.W1 65 /r A VIV AVX512F Blend double-precision vector zmm2 and double-precision 
VBLENDMPD zmm1 {k1}{z}, vector zmm3/m512/m64bcst and store the result in zmm1, 
zmm2, zmm3/m512/m64bcst under control mask. 
EVEX.128.66.0F38.W0O 65 /r A VIV AVX512VL | Blend single-precision vector xmm2 and single-precision 
VBLENDMPS xmm1 {k1}{Z}, AVX512F vector xmm3/m128/m32bcst and store the result in xmm1, 
xmm2, xmm3/m1 28/m32bcst under control mask. 
EVEX.256.66.0F38.W0 65 /r A VIV AVX512VL | Blend single-precision vector ymm2 and single-precision 
VBLENDMPS ymm1 {k1}{Z}, AVX512F vector ymm3/m256/m32bcst and store the result in ymm1, 
ymm_2, ymm3/m256/m32bcst under control mask. 
EVEX.512.66.0F38.W0 65 /r A VIV AVX512F Blend single-precision vector zmme2 and single-precision 
VBLENDMPS zmm1 {k1}{Z}, vector zmm3/m512/m32bcst using k1 as select control and 
zmm2, zmm3/m512/m32bcst store the result in zmm1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs an element-by-element blending between float64/float32 elements in the first source operand (the 
second operand) with the elements in the second source operand (the third operand) using an opmask register as 
select control. The blended result is written to the destination register. 


The destination and first source operands are ZMM/YMM/XMM registers. The second source operand can be a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 64- 
bit memory location. 


The opmask register is not used as a writemask for this instruction. Instead, the mask is used as an element 
selector: every element of the destination is conditionally selected between first source or second source using the 
value of the related mask bit (0 for first source operand, 1 for second source operand). 


If EVEX.z is set, the elements with corresponding mask bit value of 0 in the destination operand are zeroed. 
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Operation 

VBLENDMPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no controlmask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
DEST[i+63:i] = SRC2[63:0] 
ELSE 
DEST[i+63:i] := SRC2[i+63:i] 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN DEST{[i+63:i] = SRC1[i+63:i] 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl; 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 

VBLENDMPS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no controlmask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
DEST[i+31:i] = SRC2[31:0] 
ELSE 
DEST[i+31:i] := SRC2[i+31:i] 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN DEST{[i+31:i] = SRC1[i+31:i] 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl; 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VBLENDMPD 
VBLENDMPD 
VBLENDMPD 
VBLENDMPS 
VBLENDMPS 
VBLENDMPS 


m512d_mm512_mask_blend_pd(__mmask8 k,___m512da,__m512d b); 


m256d __mm256_mask_blend_pd(__mmask8 k,__ m256d a,___ m256d b); 
m128d __mm_mask_blend_pd(__mmask8 k,___m128da,__m128d b); 


m512_mm512_mask_blend_ps(__mmask16 k,__m512 a,__m512 b); 


m256 _mm256_mask_blend_ps(__mmask8 k,___m256 a, ___m256 b); 


m128 __mm_mask_blend_ps(__mmask8 k,__m128 a,__m128 b); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-49, “Type E4 Class Exception Conditions”. 
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VBROADCAST—Load with Broadcast Floating-Point Data 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Feature 

Mode Flag 

Support 
VEX.128.66.0F38.WO 18 /r A VIV AVX Broadcast single-precision floating-point element in 
VBROADCASTSS xmm1, m32 mem to four locations in xmm1. 
VEX.256.66.0F38.W0O 18 /r A VIV AVX Broadcast single-precision floating-point element in 
VBROADCASTSS ymm1, m32 mem to eight locations in ymm1. 
VEX.256.66.0F38.W0 19 /r A VIV AVX Broadcast double-precision floating-point element in 
VBROADCASTSD ymm1, m64 mem to four locations in ymm1. 
VEX.256.66.0F38.W0 1A /r A VIV AVX Broadcast 128 bits of floating-point data in mem to 
VBROADCASTF128 ymm1, m128 low and high 128-bits in ymm1. 
VEX.128.66.0F38.W0 18/r A VIV AVX2 Broadcast the low single-precision floating-point 
VBROADCASTSS xmm1, xmm2 element in the source operand to four locations in 

xmm1. 

VEX.256.66.0F38.W0 18 /r A VV AVX2 Broadcast low single-precision floating-point element 
VBROADCASTSS ymm1, xmm2 in the source operand to eight locations in ymm1. 
VEX.256.66.0F38.W0 19 /r A VIV AVX2 Broadcast low double-precision floating-point element 
VBROADCASTSD ymm1, xmm2 in the source operand to four locations in ymm1. 
EVEX.256.66.0F38.W1 19 /r B VIV AVX512VL | Broadcast low double-precision floating-point element 
VBROADCASTSD ymm1 {k1}{z}, AVX512F in xmm2/m64 to four locations in ymm1 using 
xmm2/m64 writemask k1. 
EVEX.512.66.0F38.W1 19 /r B VIV AVX512F Broadcast low double-precision floating-point element 
VBROADCASTSD zmm1 {k1}{Z}, in xmm2/m64 to eight locations in zmm1 using 
xmm2/m64 writemask k1. 
EVEX.256.66.0F38.W0 19 /r C VIV AVX512VL | Broadcast two single-precision floating-point elements 
VBROADCASTF32X2 ymm1 {k1}{Z}, AVX512DQ | in xmm2/m64 to locations in ymm1 using writemask 
xmm2/m64 k1. 
EVEX.512.66.0F38.W0 19 /r C VIN AVX512DQ | Broadcast two single-precision floating-point elements 
VBROADCASTF32X2 zmm1 {k1}{Z}, in xmm2/m64 to locations in zmm1 using writemask 
xmm2/m64 k1. 
EVEX.128.66.0F38.W0 18 /r B VIV AVX512VL | Broadcast low single-precision floating-point element 
VBROADCASTSS xmm1 {k1}{z}, AVX512F in xmm2/m32 to all locations in xmm1 using 
xmm2/m32 writemask k1. 
EVEX.256.66.0F38.W0 18 /r B VIV AVX512VL | Broadcast low single-precision floating-point element 
VBROADCASTSS ymm1 {k1}{z}, AVX512F in xmm2/m32 to all locations in ymm1 using 
xmm2/m32 writemask k1. 
EVEX.512.66.0F38.W0 18 /r B VIV AVX512F Broadcast low single-precision floating-point element 
VBROADCASTSS zmm1 {k1}{Z}, in xmm2/m32 to all locations in zmm1 using 
xmm2/m32 writemask k1. 
EVEX.256.66.0F38.W0 1A /r D VIV AVX512VL | Broadcast 128 bits of 4 single-precision floating-point 
VBROADCASTF32X4 ymm1 {k1}{z}, AVX512F data in mem to locations in ymm1 using writemask k1. 
m128 
EVEX.512.66.0F38.W0 1A /r D VIV AVX512F Broadcast 128 bits of 4 single-precision floating-point 
VBROADCASTF32X4 zmm1 {k1}{Z}, data in mem to locations in zmm1 using writemask k1. 
m128 
EVEX.256.66.0F38.W1 1A /r C VIV AVX512VL | Broadcast 128 bits of 2 double-precision floating-point 
VBROADCASTF64X2 ymm1 {k1}{Z}, AVX512DQ | data in mem to locations in ymm1 using writemask k1. 


mi28 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Feature 

Mode Flag 

Support 
EVEX.512.66.0F38.W1 1A /r C VIN AVX512DQ | Broadcast 128 bits of 2 double-precision floating-point 
VBROADCASTF64X2 zmm1 {k1}{Z}, data in mem to locations in zmm1 using writemask k1. 
m128 
EVEX.512.66.0F38.W0 1B /r E VIN AVX512DQ | Broadcast 256 bits of 8 single-precision floating-point 
VBROADCASTF32X8 zmm1 {k1}{Z}, data in mem to locations in zmm1 using writemask k1. 
m256 
EVEX.512.66.0F38.W1 1B /r D VIV AVX512F Broadcast 256 bits of 4 double-precision floating-point 
VBROADCASTF64X4 zmm1 {k1}{Z}, data in mem to locations in zmm1 using writemask k1. 
m256 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
C Tuple2 ModRM:reg (w) ModRM:r/m (r) NA NA 
D Tuple4 ModRM:reg (w) ModRM:r/m (r) NA NA 
E Tuple8 ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


VBROADCASTSD/VBROADCASTSS/VBROADCASTF128 load floating-point values as one tuple from the source 
operand (second operand) in memory and broadcast to all elements of the destination operand (first operand). 


VEX256-encoded versions: The destination operand is a YMM register. The source operand is either a 32-bit, 64- 
bit, or 128-bit memory location. Register source encodings are reserved and will #UD. Bits (MAXVL-1:256) of the 
destination register are zeroed. 


EVEX-encoded versions: The destination operand is a ZMM/YMM/XMM register and updated according to the 
writemask ki. The source operand is either a 32-bit, 64-bit memory location or the low doubleword/quadword 
element of an XMM register. 
VBROADCASTF32X2/VBROADCASTF32X4/VBROADCASTF64X2/VBROADCASTF32X8/VBROADCASTF64X4 load 
floating-point values as tuples from the source operand (the second operand) in memory or register and broadcast 
to all elements of the destination operand (the first operand). The destination operand is a YMM/ZMM register 
updated according to the writemask ki. The source operand is either a register or 64-bit/128-bit/256-bit memory 
location. 

VBROADCASTSD and VBROADCASTF128,F32x4 and F64x2 are only supported as 256-bit and 512-bit wide 
versions and up. VBROADCASTSS is supported in 128-bit, 256-bit and 512-bit wide versions. F32x8 and F64x4 are 
only supported as 512-bit wide versions. 


VBROADCASTF32X2/VBROADCASTF32X4/VBROADCASTF32X8 have 32-bit granularity. VBROADCASTF64X2 and 
VBROADCASTF64X4 have 64-bit granularity. 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 


If VBROADCASTSD or VBROADCASTF128 is encoded with VEX.L= 0, an attempt to execute the instruction encoded 
with VEX.L= 0 will cause an #UD exception. 
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DES] xo x0 x0 x0 x0 x0 XO x0 


Figure 5-1. VBROADCASTSS Operation (VEX.256 encoded version) 


m32 x0 


DES ) 0 0 ) Xo Xo Xo XO 


Figure 5-2. VBROADCASTSS Operation (VEX.128-bit version) 


m64 xo 
X0 x0 X0 X0 


Figure 5-3. VBROADCASTSD Operation (VEX.256-bit version) 


DEST| 


m128 xO 


XO x 


DEST| 0 


Figure 5-4. VBROADCASTF1 28 Operation (VEX.256-bit version) 
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m256 


XO 


DEST| xo 


XO 


Figure 5-5. VBROADCASTF64X4 Operation (512-bit version with writemask all 1s) 


Operation 


VBROADCASTSS (128 bit version VEX and legacy) 
temp := SRC[31:0] 

DEST[31:0] := temp 

DEST[63:32] := temp 

DEST[95:64] := temp 

DEST[127:96] := temp 

DEST[MAXVL-1:128] := 0 


VBROADCASTSS (VEX.256 encoded version) 
temp := SRC[31:0] 
DEST[31:0] := temp 
DEST[63:32] := temp 
DEST[95:64] := temp 
DEST[127:96] := temp 
DEST[159:1 28] := temp 
DEST[191:160] := temp 
DEST[223:192] := temp 
DEST[255:224] := temp 
DEST[MAXVL-1:256] := 0 


VBROADCASTSS (EVEX encoded versions) 
(KL, VL) (4, 128), (8, 256),= (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC[31:0] 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VBROADCASTSD (VEX.256 encoded version) 
temp := SRC[63:0] 

DEST[63:0] := temp 

DEST[127:64] := temp 

DEST[191:128] := temp 

DEST[255:192] := temp 

DEST[MAXVL-1:256] := 0 


VBROADCASTSD (EVEX encoded versions) 
(KL, VL) = (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = SRC[63:0] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VBROADCASTF32x2 (EVEX encoded versions) 
(KL, VL) = (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
n:= (j mod 2) * 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC[n+31:n] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VBROADCASTF1 28 (VEX.256 encoded version) 
temp := SRC[127:0] 

DEST[127:0] := temp 

DEST[255:1 28] := temp 

DEST[MAXVL-1:256] := 0 
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VBROADCASTF32X4 (EVEX encoded versions) 
(KL, VL) = (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
n:= (j modulo 4) * 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC[n+31:n] 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VBROADCASTF64X2 (EVEX encoded versions) 
(KL, VL) = (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
n:= (j modulo 2) * 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = SRC[n+63:n] 


ELSE 

IF *merging-masking* ; mMerging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] = 0 
Fl 
Fl; 
ENDFOR; 


VBROADCASTF32X8 (EVEX.U1.512 encoded version) 
FOR j:=0TO15 
i:=j* 32 
n:= (j modulo 8) * 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC[n+31:n] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VBROADCASTF64X4 (EVEX.512 encoded version) 
FOR j :=OTO7 
i:=j* 64 
n:= (j modulo 4) * 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = SRC[n+63:n] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VBROADCASTF32x2 __m512_mm512_broadcast_f32x2(__m128 a); 
VBROADCASTF32x2 __m512 _mm512_mask_broadcast_f32x2(__m512 s,__mmask16 k, 
VBROADCASTF32x2 __m512_mm512_maskz_broadcast_f32x2(__mmask16 k,__m128 a); 
VBROADCASTF32x2 __m256 _mm256_broadcast_f32x2(__m128 a); 

VBROADCASTF32x2 __m256 __mm256_mask_broadcast_f32x2(__m256 s,__ mmask8 k,__m128 a); 
VBROADCASTF32x2 __m256 __mm256_maskz_broadcast_f32x2(__mmask8 k,__m128 a); 
VBROADCASTF32x4 __m512_mm512_broadcast_f32x4(__m128 a); 
VBROADCASTF32x4 __m512 _mm512_mask_broadcast_f32x4(__m512 s,__mmask16 k, 
VBROADCASTF32x4 __m512_mm512_maskz_broadcast_f32x4(__mmask16 k,__m128 a); 
VBROADCASTF32x4 __m256 _mm256_broadcast_f32x4(__m128 a); 

VBROADCASTF32x4 __m256 _mm256_mask_broadcast_f32x4(__m256 s,___ mmask8 k,__m128 a); 
VBROADCASTF32x4 __m256 _mm256_maskz_broadcast_f32x4(__mmask8 k,___m128 a); 
VBROADCASTF32x8 __m512_mm512_broadcast_f32x8(__m256 a); 
VBROADCASTF32x8 __m512 _mm512_mask_broadcast_f32x8(__m512 s,__mmask16 k, 
VBROADCASTF32x8 __m512_mm512_maskz_broadcast_f32x8(__mmask16 k,___m256 a); 
VBROADCASTF64x2 __m512d_mm512_broadcast_f64x2(__m128d a); 

VBROADCASTF64x2 __m512d_mm512_mask_broadcast_f64x2(__m512ds,__mmask8 k,__m128d a); 
VBROADCASTF64x2 __m512d_mm512_maskz_broadcast_f64x2(__mmask8 k,__m128d a); 
VBROADCASTF64x2 __m256d_mm256_broadcast_f64x2(__m128d a); 
VBROADCASTF64x2 __m256d __mm256_mask_broadcast_f64x2(__m256d s, 
VBROADCASTF64x2 __m256d __mm256_maskz_broadcast_f64x2(__mmask8 k, 
VBROADCASTF64x4 __m512d_mm512_broadcast_f64x4(__m256d a); 
VBROADCASTF64x4 __m512d_mm512_mask_broadcast_f64x4(__m512ds,__mmask8 k,__m256d a); 
VBROADCASTF64x4 __m512d_mm512_maskz_broadcast_f64x4(__mmask8 k,__m256d a); 
VBROADCASTSD __m512d_mm512_broadcastsd_pd(__m128d a); 
VBROADCASTSD __m512d_mm512_mask_broadcastsd_pd(__m512d s, 
VBROADCASTSD __m512d_mm512_maskz_broadcastsd_pd(__mmask8 k, 
VBROADCASTSD __m256d __mm256_broadcastsd_pd(__m128d a); 
VBROADCASTSD __m256d __mm256_mask_broadcastsd_pd(__m256d s,__ mmask8 k,__m128d a); 
VBROADCASTSD __m256d __mm256_maskz_broadcastsd_pd(__mmask8 k, __m128d a); 
VBROADCASTSD __m256d __mm256_broadcast_sd(double *a); 

VBROADCASTSS __m512 _mm512_broadcastss_ps(__m128 a); 

VBROADCASTSS __m512 _mm512_mask_broadcastss_ps(__m512 s,__mmask16 k,__m128 a); 
VBROADCASTSS __m512 _mm512_maskz_broadcastss_ps(__mmask16 k,___m128 a); 
VBROADCASTSS __m256 _mm256_broadcastss_ps(__m128 a); 
VBROADCASTSS __m256 _mm256_mask_broadcastss_ps(__m256 s, 
VBROADCASTSS __m256 __mm256_maskz_broadcastss_ps(__mmask8 k, 


m128 a); 


m128 a); 


m256 a); 


mmask8 k, __m128d a); 
m128d a); 


mmask8 k, 
m128d a); 


m1 28d a); 


mmask8 k, 
m128 a); 


m128 a); 
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INSTRUCTION SET REFERENCE, V-Z 


VBROADCASTSS __m128 _mm_broadcastss_ps(__m128 a); 

VBROADCASTSS __m128 __mm_mask_broadcastss_ps(__m128s,__mmask8 k,__m128 a); 
VBROADCASTSS __m128 __mm_maskz_broadcastss_ps(__mmask8 k,___m128 a); 
VBROADCASTSS __m128_mm_broadcast_ss(float *a); 

VBROADCASTSS __m256 __mm256_broadcast_ss(float *a); 

VBROADCASTF128 __m256 _mm256_broadcast_ps(__m128 * a); 

VBROADCASTF128 __m256d _mm256_broadcast_pd(__m1 28d * a); 


Exceptions 

VEX-encoded instructions, see Table 2-23, “Type 6 Class Exception Conditions”. 

EVEX-encoded instructions, see Table 2-53, “Type E6 Class Exception Conditions”. 

Additionally: 

#UD If VEX.L = 0 for VBROADCASTSD or VBROADCASTF128. 
If EVEX.L’L = 0 for VBROADCASTSD/VBROADCASTF32X2/VBROADCASTF32X4/VBROADCASTF64X2. 
If EVEX.L’L < 10b for VBROADCASTF32X8/VBROADCASTF64X4. 
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INSTRUCTION SET REFERENCE, V-Z 


VCOMPRESSPD-—Store Sparse Packed Double-Precision Floating-Point Values into Dense 


Memory 

Opcode/ Op/ | 64/32 CPUID Description 

Instruction En bit Mode | Feature 

Support | Flag 

EVEX.128.66.0F38.W1 8A /r A VIV AVX512VL | Compress packed double-precision floating-point 

VCOMPRESSPD xmm1/m128 {k1}{z}, AVX512F values from xmm2 to xmm1/m128 using writemask 

xmm2 k1. 

EVEX.256.66.0F38.W1 8A /r A VIV AVX512VL | Compress packed double-precision floating-point 

VCOMPRESSPD ymm1/m256 {k1}{Z}, AVX512F values from ymm2 to ymm1/m256 using writemask 

ymm2 k1. 

EVEX.512.66.0F38.W1 8A /r A VIV AVX512F Compress packed double-precision floating-point 

VCOMPRESSPD zmm1/m512 {k1}{Z}, values from zmm_2 using control mask k1 to 

zmm2 zmm1/m512. 

Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) NA NA 

Description 


Compress (store) up to 8 double-precision floating-point values from the source operand (the second operand) as 
a contiguous vector to the destination operand (the first operand) The source operand is aZMM/YMM/XMM register, 
the destination operand can be a ZMM/YMM/XMM register or a 512/256/128-bit memory location. 

The opmask register ki selects the active elements (partial vector or possibly non-contiguous if less than 8 active 
elements) from the source operand to compress into a contiguous vector. The contiguous vector is written to the 
destination starting from the low element of the destination operand. 

Memory destination version: Only the contiguous vector is written to the destination memory location. EVEX.z 
must be zero. 

Register destination version: If the vector length of the contiguous vector is less than that of the input vector in the 
source operand, the upper bits of the destination register are unmodified if EVEX.z is not set, otherwise the upper 
bits are zeroed. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Note that the compressed displacement assumes a pre-scaling (N) corresponding to the size of one single element 
instead of the size of the full vector. 


Operation 


VCOMPRESSPD (EVEX encoded versions) store form 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
SIZE := 64 
k:=0 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
DEST[k+SIZE-1:k] := SRC[i+63:i] 
k:=k+ SIZE 
Fl; 


ENDFOR 
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INSTRUCTION SET REFERENCE, V-Z 


VCOMPRESSPD (EVEX encoded versions) reg-reg form 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
SIZE := 64 
k:=0 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
DEST[k+SIZE-1:k] := SRC[i+63:i] 
k:=k + SIZE 
Fl; 
ENDFOR 
IF *merging-masking* 
THEN *DEST[VL-1:k] remains unchanged* 
ELSE DEST[VL-1:k] := 0 
Fl 
DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCOMPRESSPD __m512d_mm512_mask_compress_pd(__m512ds,__ mmask8 k,__m512d a); 
VCOMPRESSPD __m512d_mm512_maskz_compress_pd(__mmask8 k,___m512d a); 
VCOMPRESSPD void __mm512_mask_compressstoreu_pd( void * d,__ mmask8 k,___m512d a); 
VCOMPRESSPD __m256d_mm256_mask_compress_pd(__m256ds,__ mmask8 k,___ m256d a); 
VCOMPRESSPD __m256d__mm256_maskz_compress_pd(__mmask8 k, __m256d a); 
VCOMPRESSPD void _mm256_mask_compressstoreu_pd( void * d,__ mmask8 k, __ m256d a); 
VCOMPRESSPD __m128d_mm_mask_compress_pd(__m128ds,__ mmask8 k,___m128d a); 
VCOMPRESSPD __m128d_mm_maskz_compress_pd(__mmask8 k,___m128d a); 
VCOMPRESSPD void _mm_mask_compressstoreu_pd( void * d,__ mmask8 k,___m128d a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


EVEX-encoded instructions, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”; 
additionally: 


#UD If EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VCOMPRESSPS-—Store Sparse Packed Single-Precision Floating-Point Values into Dense Memory 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.W0O 8A /r A VIV AVX512VL | Compress packed single-precision floating-point 
VCOMPRESSPS xmm1/m128 {k1}{z}, AVX512F values from xmm2 to xmm1/m128 using writemask 
xmm2 k1. 
EVEX.256.66.0F38.W0 8A /r A VIV AVX512VL | Compress packed single-precision floating-point 
VCOMPRESSPS ymm1/m256 {k1}{Z}, AVX512F values from ymm2 to ymm1/m256 using writemask 
ymm2 k1. 
EVEX.512.66.0F38.W0 8A /r A VIV AVX512F Compress packed single-precision floating-point 
VCOMPRESSPS zmm1/m512 {k1}{z}, values from zmm_2 using control mask k1 to 
zmm2 zmmi/m512. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Compress (stores) up to 16 single-precision floating-point values from the source operand (the second operand) to 
the destination operand (the first operand). The source operand is a ZMM/YMM/XMM register, the destination 
operand can be a ZMM/YMM/XMM register or a 512/256/128-bit memory location. 

The opmask register k1 selects the active elements (a partial vector or possibly non-contiguous if less than 16 
active elements) from the source operand to compress into a contiguous vector. The contiguous vector is written to 
the destination starting from the low element of the destination operand. 

Memory destination version: Only the contiguous vector is written to the destination memory location. EVEX.z 
must be zero. 

Register destination version: If the vector length of the contiguous vector is less than that of the input vector in the 
source operand, the upper bits of the destination register are unmodified if EVEX.z is not set, otherwise the upper 
bits are zeroed. 

EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Note that the compressed displacement assumes a pre-scaling (N) corresponding to the size of one single element 
instead of the size of the full vector. 


Operation 


VCOMPRESSPS (EVEX encoded versions) store form 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
SIZE := 32 
k:=0 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
DEST[k+SIZE-1:k] := SRC[i+31:i] 
k:=k+ SIZE 
Fl; 


ENDFOR; 
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INSTRUCTION SET REFERENCE, V-Z 


VCOMPRESSPS (EVEX encoded versions) reg-reg form 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
SIZE := 32 
k:=0 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
DEST[k+SIZE-1:k] := SRC[i+31:i] 
k:=k + SIZE 
Fl; 
ENDFOR 
IF *merging-masking* 
THEN *DEST[VL-1:k] remains unchanged* 
ELSE DEST[VL-1:k] := 0 
Fl 
DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCOMPRESSPS __m512_mm512_mask_compress_ps(__m512s,__ mmask16 k,__m512 a); 
VCOMPRESSPS __m512_mm512_maskz_compress_ps(__mmask16 k,___m512 a); 
VCOMPRESSPS void _mm512_mask_compressstoreu_ps( void * d,__ mmask16 k,__m512 a); 
VCOMPRESSPS __m256 _mm256_mask_compress_ps(__m256s,__ mmask8 k,___m256 a); 
VCOMPRESSPS __m256 __mm256_maskz_compress_ps(__mmask8 k, __m256 a); 
VCOMPRESSPS void _mm256_mask_compressstoreu_ps( void * d,__ mmask8 k,___m256 a); 
VCOMPRESSPS __m128_mm_mask_compress_ps(__m128s,__ mmask8 k,__m128 a); 
VCOMPRESSPS __m128_mm_maskz_compress_ps(__mmask8 k, __m128 a); 
VCOMPRESSPS void _mm_mask_compressstoreu_ps( void * d,__ mmask8 k,___m128 a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


EVEX-encoded instructions, see Exceptions Type E4.nb. in Table 2-49, “Type E4 Class Exception Conditions”; 
additionally: 


#UD If EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VCVTNE2PS2BF 16—Convert Two Packed Single Data to One Packed BF16 Data 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 

Support 
EVEX.128.F2.0F38.W0 72 /r A VIV AVX512VL Convert packed single data from xmm2 and 
VCVTNE2PS2BF16 xmm1{k1}{Z}, AVX512_BF16 xmm3/m128/m32bcst to packed BF16 data in 
xmm2, xmm3/m1 28/m32bcst xmm1 with writemask k1. 
EVEX.256.F2.0F38.W0 72 /r A VIV AVX512VL Convert packed single data from ymm2 and 
VCVTNE2PS2BF16 ymm1{k1}{2}, AVX512_BF16 ymm3/m256/m32bcst to packed BF16 data in 
ymme2, ymm3/m256/m32bcst ymm1 with writemask k1. 
EVEX.512.F2.0F38.W0 72 /r A VIV AVX512F Convert packed single data from zmm2 and 
VCVTNE2PS2BF16 zmm1{k1}{z}, AVX512_BF16 zmm3/m512/m32bcst to packed BF16 data in 
zmm2, zmm3/m512/m32bcst zmm1 with writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Converts two SIMD registers of packed single data into a single register of packed BF16 data. 
This instruction does not support memory fault suppression. 
This instruction uses “Round to nearest (even)” rounding mode. Output denormals are always flushed to zero and 


input denormals are always treated as zero. MXCSR is not consulted nor updated. No floating-point exceptions are 
generated. 


Operation 


VCVTNE2PS2BF16 dest, src1, src2 
VL = (128, 256, 512) 
KL = VL/16 


origdest := dest 
FOR i := 0 to KL-1: 
IF k1[ i] or *no writemask*: 
IFi < KL/2: 
IF src2 is memory and evex.b == 1: 
= src2.fp32[0] 
ELSE: 
= src2.fp32[ i] 
ELSE: 
= srcl.fp32[ i-KL/2] 


// See VCVTNEPS2BF 16 for definition of convert helper function 
dest.word[i] := convert_fp32_to_bfloat16(t) 


ELSE IF *zeroing*: 
dest.word[ i ]:= 0 
ELSE: // Merge masking, dest element unchanged 
dest.word{ i ]:= origdest.word[ i ] 
DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 
VCVTNE2PS2BF16 __m128bh __mm_cvtne2ps_pbh (__m128, __m128); 


VCVTNE2PS2BF16 __m128bh __mm_mask_cvtne2ps_pbh (__m128bh, __mmask8, 
VCVTNE2PS2BF16 __m128bh _mm_maskz_cvtne2ps_pbh (__mmask8, __m128,__m128); 


VCVTNE2PS2BF16 __m256bh __mm256_cvtne2zps_pbh (__m256, __m256); 


VCVTNE2PS2BF16 __m256bh __mm256_mask_cvtne2ps_pbh (__m256bh, __ mmask16, 
VCVTNE2PS2BF16 __m256bh __mm256_maskz_cvtne2ps_ pbh (__mmask16, 


VCVTNE2PS2BF16 __m512bh_mm512_cvtne2ps_pbh (__m512,___m512); 


VCVTNE2PS2BF16 __m512bh_mm512_mask_cvtne2ps_pbh (__m512bh, __ mmask32, 


VCVTNE2PS2BF16 __m512bh __mm512_maskz_cvtne2ps_pbh (__mmask32, 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-50, “Type E4NF Class Exception Conditions”. 


VCVTNE2PS2BF16—Convert Two Packed Single Data to One Packed BF16 Data 


INSTRUCTION SET REFERENCE, V-Z 


m128,__m128); 


m256, __m256); 


m512,__m512); 
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INSTRUCTION SET REFERENCE, V-Z 


VCVTNEPS2BF 16—Convert Packed Single Data to Packed BF16 Data 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 

Support 
EVEX.128.F3.0F38.W0 72 /r A VIV AVX512VL Convert packed single data from xmm2/m128 
VCVTNEPS2BF16 xmm1{k1}{Z}, AVX512_BF16 to packed BF16 data in xmm1 with writemask 
xmm2/m128/m32bcst k1, 
EVEX.256.F3.0F38.W0 72 /r A VIV AVX512VL Convert packed single data from ymm2/m256 
VCVTNEPS2BF16 xmm1{k1}{Z}, AVX512_BF16 to packed BF16 data in xmm1 with writemask 
ymm2/m256/m32bcst k1. 
EVEX.512.F3.0F38.W0 72 /r A VIV AVX512F Convert packed single data from zmm2/m512 
VCVTNEPS2BF16 ymm1{k1}{Z}, AVX512_BF16 to packed BF16 data in ymm1 with writemask 
zmm2/m512/m32bcst k1, 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts one SIMD register of packed single data into a single register of packed BF16 data. 


This instruction uses “Round to nearest (even)” rounding mode. Output denormals are always flushed to zero and 
input denormals are always treated as zero. MXCSR is not consulted nor updated. 


As the instruction operand encoding table shows, the EVEX.vvvv field is not used for encoding an operand. 
EVEX.vvvv is reserved and must be 0b1111 otherwise instructions will #UD. 


Operation 


Define convert_fp32_to_bfloat1 6(x): 

IF x is zero or denormal: 
dest[15] := x[31] // sign preserving zero (denormal go to zero) 
dest[14:0] := 0 

ELSE IF x is infinity: 
dest[15:0] := x[31:16] 

ELSE IF x is NAN: 
dest[15:0] := x[31:16] // truncate and set MSB of the mantissa to force QNAN 
dest[6] := 1 

ELSE // normal number 
LSB := x[16] 
rounding_bias ‘= OxOO007FFF + LSB 
temp[31:0] := x[31:0] + rounding_bias // integer add 
dest[15:0] := temp[31:16] 

RETURN dest 
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VCVTNEPS2BF16 dest, src 
VL = (128, 256, 512) 
KL =VL/16 


origdest := dest 
FOR i := 0 to KL/2-1: 
IF k1[ i] or *no writemask*: 
IF src is memory and evex.b == 1: 
t:= src.fp32[0] 
ELSE: 
= src.fp32[ i] 


dest.word[i] ‘= convert_fp32_to_bfloat16(t) 


ELSE IF *zeroing*: 
dest.word[ i]:= 0 
ELSE: // Merge masking, dest element unchanged 
dest.word[ i] := origdest.word[ i ] 
DEST[MAXVL-1:VL/2] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTNEPS2BF16 __m128bh __mm_cvtneps_pbh (__m128); 

VCVTNEPS2BF16 __m128bh _mm_mask_cvtneps_pbh (__m128bh, ___mmask8,__m128); 
VCVTNEPS2BF16 __m128bh __mm_maskz_cvtneps_pbh (__mmask8, __m128); 
VCVTNEPS2BF16 __m128bh __mm256_cvtneps_pbh (__m256); 

VCVTNEPS2BF16 __m128bh __mm256_mask_cvtneps_pbh (__m128bh, __mmask8, __m256); 
VCVTNEPS2BF16 __m128bh _mm256_maskz_cvtneps_pbh (__mmask8, __m256); 
VCVTNEPS2BF16 __m256bh __mm512_cvtneps_pbh (__m512); 

VCVTNEPS2BF16 __m256bh __mm512_mask_cvtneps_pbh (__m256bh, __mmask16, 
VCVTNEPS2BF16 __m256bh __mm512_maskz_cvtneps_pbh (__mmask16, __m512); 


m512); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-49, “Type E4 Class Exception Conditions”. 


VCVTNEPS2BF16—Convert Packed Single Data to Packed BF16 Data 


INSTRUCTION SET REFERENCE, V-Z 


Vol.2C 5-27 


INSTRUCTION SET REFERENCE, V-Z 


VCVTPD2QQ—Convert Packed Double-Precision Floating-Point Values to Packed Quadword 


Integers 

Opcode/ Op/ | 64/32 CPUID Description 

Instruction En bit Mode | Feature 

Support | Flag 

EVEX.128.66.0F.W1 7B /r A VIV AVX512VL_ | Convert two packed double-precision floating-point values from 

VCVTPD2QQ xmm1 {k1}{Z}, AVX512DQ | xmm2/m128/m64bcst to two packed quadword integers in 

xmm2/m128/m64bcst xmm1 with writemask k1. 

EVEX.256.66.0F.W1 7B /r A VIN AVX512VL_ | Convert four packed double-precision floating-point values from 

VCVTPD2QQ ymm1 {k1}{Z}, AVX512DQ | ymm2/m256/m64bcst to four packed quadword integers in 

ymm2/m256/m64bcst ymm1 with writemask k1. 

EVEX.512.66.0F.W1 7B /r A VN AVX512DQ_ | Convert eight packed double-precision floating-point values 

VCVTPD2QQ zmm1 {k1}{Z}, from zmm2/m512/m64bcst to eight packed quadword integers 

zmm2/m512/m64bcst{er} in zmm1 with writemask k1. 

Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 

Description 


Converts packed double-precision floating-point values in the source operand (second operand) to packed quad- 
word integers in the destination operand (first operand). 


EVEX encoded versions: The source operand is a ZMM/YMM/XMM register or a 512/256/128-bit memory location. 
The destination operation is a ZMM/YMM/XMM register conditionally updated with writemask k1. 


When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MKCSR 
register or the embedded rounding control bits. If a converted result cannot be represented in the destination 
format, the floating-point invalid exception is raised, and if this exception is masked, the indefinite integer value 
(2-1, where w represents the number of bits in the destination format) is returned. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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INSTRUCTION SET REFERENCE, V-Z 


Operation 


VCVTPD2QQ (EVEX encoded version) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL == 512) AND (EVEX.b == 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
Convert_Double_Precision_Floating_Point_To_QuadInteger(SRC[i+63:i]) 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTPD2QQ (EVEX encoded version) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) 
THEN 
DEST[i+63:i] = Convert_Double_Precision_Floating_Point_To_QuadInteger(SRC[63:0}) 
ELSE 
DEST[i+63:i] := Convert_Double_Precision_Floating_Point_To_QuadInteger(SRC[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTPD2QQ __m512i__mm512_cvtpd_epi64(__m512d a); 

VCVTPD2QQ __m512i_mm512_mask_cvtpd_epi64(__m512is,__ mmask8 k, 
VCVTPD2QQ __m512i__mm512_maskz_cvtpd_epi64(__mmask8 k, __m512d a); 

VCVTPD2QQ __m512i__mm512_cvt_roundpd_epi64(_m512d a, int r); 

VCVTPD2QQ __m512i__mm512_mask_cvt_roundpd_epi64(_m512is,___mmask8 k,___m512d a, int r); 
VCVTPD2QQ __m512i __mm512_maskz_cvt_roundpd_epi64(__mmask8 k, __m512d a, int r); 
VCVTPD2QQ __m256i _mm256_mask_cvtpd_epi64(__m256i s, __ mmask8 k, __m256d a); 
VCVTPD2QQ __m256i _mm256_maskz_cvtpd_epi64(_mmask8 k, __m256d a); 

VCVTPD2QQ __m128i __mm_mask_cvtpd_epi64(__m128is, _mmask8 k, __m128d a); 

VCVTPD2QQ __m128i _mm_maskz_cvtpd_epi64(__mmask8 k, __m128d a); 

VCVTPD2QQ __m256i __mm256_cvtpd_epi64 (__m256d src) 

VCVTPD2QQ __m128i _mm_cvtpd_epi64 (__m128d src) 


m512d a); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VCVTPD2UDQ—Convert Packed Double-Precision Floating-Point Values to Packed Unsigned 
Doubleword Integers 


Opcode Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.0F.W1 79 /r A VIV AVX512VL_ | Convert two packed double-precision floating-point 
VCVTPD2UDQ xmm1 {k1}{z}, AVX512F values in xmm2/m128/m64bcst to two unsigned 
xmm2/m128/m64bcst doubleword integers in xmm1 subject to writemask k1. 
EVEX.256.0F.W1 79 /r A VIV AVX512VL_ | Convert four packed double-precision floating-point 
VCVTPD2UDQ xmm1 {k1}{z}, AVX512F values in ymnm2/m256/m64bcst to four unsigned 
ymm2/m256/m64bcst doubleword integers in xmm1 subject to writemask k1. 
EVEX.512.0F.W1 79 /r A VV AVX512F Convert eight packed double-precision floating-point 
VCVTPD2UDQ ymm1 {k1}{Z}, values in zmm2/m512/m64bcst to eight unsigned 
zmm2/m512/m64bcst{er} doubleword integers in ymm1 subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts packed double-precision floating-point values in the source operand (the second operand) to packed 
unsigned doubleword integers in the destination operand (the first operand). 

When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MKCSR 
register or the embedded rounding control bits. If a converted result cannot be represented in the destination 
format, the floating-point invalid exception is raised, and if this exception is masked, the integer value 2” - 1 is 
returned, where w represents the number of bits in the destination format. 

The source operand is aZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector 
broadcasted from a 64-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally 
updated with writemask k1. The upper bits (MAXVL-1:256) of the corresponding destination are zeroed. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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INSTRUCTION SET REFERENCE, V-Z 


Operation 


VCVTPD2UDQ (EVEX encoded versions) when src2 operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 


FOR j := 0 TO KL-1 


i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
DEST[i+31:i] := 
Convert_Double_Precision_Floating_Point_To_UlInteger(SRC[k+63:k]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0 


VCVTPD2UDQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
Convert_Double_Precision_Floating_Point_To_Ulnteger(SRC[63:0]) 
ELSE 
DEST[i+31:i] := 
Convert_Double_Precision_Floating_Point_To_UInteger(SRC[k+63:k]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTPD2UDQ __m256i __mm512_cvtpd_epu32(__m512d a); 

VCVTPD2UDQ __m256i __mm512_mask_cvtpd_epu32(__m256i s, __mmask8 k, __m512d a); 
VCVTPD2UDQ __m256i__mm512_maskz_cvtpd_epu32(__mmask8 k, __m512d a); 
VCVTPD2UDQ __m256i__mm512_cvt_roundpd_epu32(__m512da, int 1); 


VCVTPD2UDQ __m256i __mm512_mask_cvt_roundpd_epu32(__m256i s, __mmask8 k,___m512d a, int r); 


VCVTPD2UDQ __m256i __mm512_maskz_cvt_roundpd_epu32(__mmask8 k,__m512da, int 1); 
VCVTPD2UDQ __m128i __mm256_mask_cvtpd_epu32(__m128i s, __mmask8 k, __m256d a); 
VCVTPD2UDQ __m128i __mm256_maskz_cvtpd_epu32(__mmask8 k, __m256d a); 
VCVTPD2UDQ __m128i _mm_mask_cvtpd_epu32(__m128i s,__mmask8 k, __m128d a); 
VCVTPD2UDQ __m128i _mm_maskz_cvtpd_epu32(__mmask8 k, __m128d a); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 


EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 


#UD If EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VCVTPD2UQQ—Convert Packed Double-Precision Floating-Point Values to Packed Unsigned 
Quadword Integers 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.66.0F.W1 79 /r A VV AVX512VL_ | Convert two packed double-precision floating-point values from 
VCVTPD2UQQ xmm1 {k1}{2}, AVX512DQ | xmm2/mem to two packed unsigned quadword integers in 
xmm2/m128/m64bcst xmm1 with writemask k1. 
EVEX.256.66.0F.W1 79 /r A VV AVX512VL_ | Convert fourth packed double-precision floating-point values 
VCVTPD2UQQ ymm1 {k1}{z}, AVX512DQ_ | from ymm2/mem to four packed unsigned quadword integers 
ymm2/m256/m64bcst in ymm1 with writemask k1. 
EVEX.512.66.0F.W1 79 /r A VN AVX512DQ_ | Convert eight packed double-precision floating-point values 
VCVTPD2UQQ zmm1 {k1}{Z}, from zmm2/mem to eight packed unsigned quadword integers 
zmm2/m512/m64bcst{er} in zmm1 with writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts packed double-precision floating-point values in the source operand (second operand) to packed 
unsigned quadword integers in the destination operand (first operand). 


When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MKCSR 
register or the embedded rounding control bits. If a converted result cannot be represented in the destination 
format, the floating-point invalid exception is raised, and if this exception is masked, the integer value 2“ - 1 is 
returned, where w represents the number of bits in the destination format. 

The source operand is a ZMM/YMM/XMM register or a 512/256/128-bit memory location. The destination operation 
is a ZMM/YMM/XMM register conditionally updated with writemask k1. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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Operation 


VCVTPD2UQQ (EVEX encoded versions) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL == 512) AND (EVEX.b == 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
Convert_Double_Precision_Floating_Point_To_UQuadInteger(SRC[i+63:i]) 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTPD2UQQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) 
THEN 
DEST[i+63:i] := 
Convert_Double_Precision_Floating_Point_To_UQuadInteger(SRC[63:0]) 
ELSE 
DEST[i+63:i] := 
Convert_Double_Precision_Floating_Point_To_UQuadInteger(SRC[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Vol.2C 5-35 


INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTPD2UQQ __m512i_mm512_cvtpd_epu64(__m512d a); 

VCVTPD2UQQ __m512i_mm512_mask_cvtpd_epu64(__m512is,___mmask8 k,___m512d a); 
VCVTPD2UQQ __m512i_mm512_maskz_cvtpd_epu64(__mmask8 k, __m512d a); 
VCVTPD2UQQ __m512i__mm512_cvt_roundpd_epu64(__m512da, int r); 

VCVTPD2UQQ __m512i_mm512_mask_cvt_roundpd_epu64(__m512is, __mmask8 k,___m512d a, int r); 
VCVTPD2UQQ __m512i_mm512_maskz_cvt_roundpd_epu64( __mmask8 k, __m512d a, int r); 
VCVTPD2UQQ __m256i _mm256_mask_cvtpd_epu64(__m256i s,___mmask8 k, __m256d a); 
VCVTPD2UQQ __m256i _mm256_maskz_cvtpd_epu64(__mmask8 k, __m256d a); 
VCVTPD2UQQ __m128i __mm_mask_cvtpd_epu64(__m128i s, __ mmask8 k, __m128d a); 
VCVTPD2UQQ __m128i _mm_maskz_cvtpd_epu64(__mmask8 k, __m128d a); 

VCVTPD2UQQ __m256i _mm256_cvtpd_epu64 (__m256d src) 

VCVTPD2UQQ __m128i __mm_cvtpd_epu64 (__m128d src) 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VCVTPH2PS—Convert 16-bit FP values to Single-Precision FP values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
VEX.128.66.0F38.W0 13 /r A VIV F16C Convert four packed half precision (16-bit) floating- 
VCVTPH2PS xmm1, xmm2/m64 point values in xmm2/m64 to packed single-precision 
floating-point value in xmm1. 
VEX.256.66.0F38.W0 13 /r A VIV F16C Convert eight packed half precision (16-bit) floating- 
VCVTPH2PS ymm1, xmm2/m128 point values in xmm2/m1 28 to packed single- 
precision floating-point value in ymm1. 
EVEX.128.66.0F38.W0 13 /r B VIV AVX512VL | Convert four packed half precision (16-bit) floating- 
VCVTPH2PS xmm1 {k1}{z}, xmm2/m64 AVX512F point values in xmm2/m64 to packed single-precision 
floating-point values in xmm1. 
EVEX.256.66.0F38.W0 13 /r B VIV AVX512VL | Convert eight packed half precision (16-bit) floating- 
VCVTPH2PS ymm1 {k1}{z}, AVX512F point values in xmm2/m1 28 to packed single- 
xmm2/m128 precision floating-point values in ymm1. 
EVEX.512.66.0F38.W0 13 /r B VIN AVX512F Convert sixteen packed half precision (16-bit) 
VCVTPH2PS zmm1 {k1}{Z}, floating-point values in ymm2/m256 to packed 
ymm2/m256 {sae} single-precision floating-point values in zmm1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Half Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts packed half precision (16-bits) floating-point values in the low-order bits of the source operand (the 
second operand) to packed single-precision floating-point values and writes the converted values into the destina- 


tion operand (the first operand). 


If case of a denormal operand, the correct normal result is returned. MXCSR.DAZ is ignored and is treated as if it 
0. No denormal exception is reported on MXCSR. 


VEX.128 version: The source operand is a XMM register or 64-bit memory location. The destination operand is a 
XMM register. The upper bits (MAXVL-1:128) of the corresponding destination register are zeroed. 


VEX.256 version: The source operand is a XMM register or 128-bit memory location. The destination operand is a 
YMM register. Bits (MAXVL-1:256) of the corresponding destination register are zeroed. 


EVEX encoded versions: The source operand is a YMM/XMM/XMM (low 64-bits) register or a 256/128/64-bit 
memory location. The destination operand is aZMM/YMM/XMM register conditionally updated with writemask k1. 


The diagram below illustrates how data is converted from four packed half precision (in 64 bits) to four single preci- 


sion (in 128 bits) FP values. 


Note: VEX.vvvv and EVEX.vvvv are reserved (must be 1111b). 
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INSTRUCTION SET REFERENCE, V-Z 


VCVTPH2PS xmm1, xmm2/mem64, immé& 
127 96 95 64 +63 48 47 32 31 16 15 0 
VH3 VH2 VH1 VHO xmm2/mem64 
convert convert 
convert convert 
127 96 95 64 63 3231 0 
VS3 VS2 vs1 vso xmm1 


Figure 5-6. VCVTPH2PS (128-bit Version) 


Operation 
vCvt_h2s(SRC1[15:0]) 


{ 
RETURN Cvt_Half_Precision_To_Single_Precision(SRC1[15:0]); 


} 


VCVTPH2PS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 

i:=j* 32 

k:=j* 16 

IF k1[j] OR *no writemask* 

THEN DEST[i+31:i] = 
vCvt_h2s(SRC[k+1 5:k]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTPH2PS (VEX.256 encoded version) 

DEST[31:0] := vCvt_h2s(SRC1[15:0)); 

DEST[63:32] := vCvt_h2s(SRC1[31:16)); 

DEST[95:64] := vCvt_h2s(SRC1[47:32]); 
DEST[127:96] := vCvt_h2s(SRC1[63:48)); 
DEST[159:128] := vCvt_h2s(SRC1[79:64)]); 
DEST[191:160] := vCvt_h2s(SRC1[95:80)]); 
DEST[223:192] := vCvt_h2s(SRC1[111:96]); 
DEST[255:224] := vCvt_h2s(SRC1[127:112]); 
DEST[MAXVL-1:256] := 0 
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VCVTPH2PS (VEX.128 encoded version) 
DEST[31:0] := vCvt_h2s(SRC1[15:0)); 
DEST[63:32] := vCvt_h2s(SRC1[31:16)); 
DEST[95:64] := vCvt_h2s(SRC1[47:32]); 
DEST[127:96] := vCvt_h2s(SRC1[63:48]); 
DEST[MAXVL-1:128] := 0 


Flags Affected 
None 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTPH2PS 


m512 


mm512_cvtph_ps( 


m256i a); 


VCVTPH2PS 


m512 


mm512_mask_cvtph_ps( 


VCVTPH2PS 


m512 


mm512_maskz_cvtph_ps( 


VCVTPH2PS 


m512 


mm512_cvt_roundph_ps( 


VCVTPH2PS 


m512 


mm512_mask_cvt_roundph_ps(__m512 s, 


m512s, 
mmask16 k, 
m256i a, int sae); 


INSTRUCTION SET REFERENCE, V-Z 


mmask16 k, 
m256i a); 


m256i a); 


mmask16 k, __m256i a, int sae); 


VCVTPH2PS 


m512 


mm512_maskz_cvt_roundph_ps( 


mmask16 k,___m256i a, int sae); 


VCVTPH2PS 


m256 


mm256_mask_cvtph_ps( 


VCVTPH2PS 


m256 


m256 s, 


mmask8 k, __m128i a); 


mm256_maskz_cvtph_ps(__mmask8 k, __m128i a); 


VCVTPH2PS 


m128 


mm_mask_cvtph_ps(__m128 s, 


VCVTPH2PS 


m128 


VCVTPH2PS 


m128 


mmask8 k, __m128i a); 


mm_maskz_cvtph_ps(__mmask8 k, __m128i a); 
mm_cvtph_ps (__m128i m1); 


VCVTPH2PS 


m256 


mm256_cvtph_ps ( 


m128i m1) 


SIMD Floating-Point Exceptions 


Invalid 


Other Exceptions 


VEX-encoded instructions, see Table 2-26, “Type 11 Class Exception Conditions” (do not report #AC). 


EVEX-encoded instructions, see Table 2-60, “Type E11 Class Exception Conditions”. 


Additionally: 
#UD 
#UD 


If VEX.W=1. 


If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VCVTPS2PH—Convert Single-Precision FP value to 16-bit FP value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
VEX.128.66.0F3A.WO 1D /r ib A VIV F16C Convert four packed single-precision floating-point values 
VCVTPS2PH xmm1/m64, xmm2, in xmm2 to packed half-precision (16-bit) floating-point 
imm8s values in xmm1/m64. Imm8 provides rounding controls. 
VEX.256.66.0F3A.WO 1D /r ib A VIV F16C Convert eight packed single-precision floating-point values 
VCVTPS2PH xmm1/m128, ymm2, in ymm2 to packed half-precision (16-bit) floating-point 
imm8 values in xmm1/m128. Imm8 provides rounding controls. 
EVEX.128.66.0F3A.WO 1D /r ib B VIV AVX512VL | Convert four packed single-precision floating-point values 
VCVTPS2PH xmm1/m64 {k1}{Z}, AVX512F in xmm_2 to packed half-precision (16-bit) floating-point 
xmme2, imm8 values in xmm1/m64. Imm8 provides rounding controls. 
EVEX.256.66.0F3A.WO 1D /r ib B VIV AVX512VL | Convert eight packed single-precision floating-point values 
VCVTPS2PH xmm1/m1 28 {k1}{z}, AVX512F in ymm2 to packed half-precision (16-bit) floating-point 
ymme2, imm8 values in xmm1/m128. Imm8 provides rounding controls. 
EVEX.512.66.0F3A.WO 1D /r ib B VIV AVX512F Convert sixteen packed single-precision floating-point 
VCVTPS2PH ymm1/m256 {k1}{z}, values in zmm_2 to packed half-precision (16-bit) floating- 
zmme{sae}, imm8 point values in ymm1/m256. Imm8 provides rounding 
controls. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (w) ModRM:reg (r) Imm8 NA 
B Half Mem ModRM:r/m (w) ModRM:reg (r) Imm8s NA 
Description 


Convert packed single-precision floating values in the source operand to half-precision (16-bit) floating-point 
values and store to the destination operand. The rounding mode is specified using the immediate field (imm8). 


Underflow results (i.e., tiny results) are converted to denormals. MXCSR.FTZ is ignored. If a source element is 
denormal relative to the input format with DM masked and at least one of PM or UM unmasked; a SIMD exception 
will be raised with DE, UE and PE set. 


VCVTPS2PH xmm 1/mem64, xmm2, imm8& 
127 96 95 64 «63 32.031 0 
VS3 Vvs2 vs1 vso xmm2 
rt 
convert convert conve convert 
127 96 95 64 63 48 47 32 31 16 15 0 
VH3 VH2 VH1 VHO xmm1/mem64 


Figure 5-7. VCVTPS2PH (128-bit Version) 


The immediate byte defines several bit fields that control rounding operation. The effect and encoding of the RC 


field are listed in Table 5-12. 
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Table 5-12. Immediate Byte Encoding for 16-bit Floating-Point Conversion Instructions 


INSTRUCTION SET REFERENCE, V-Z 


Bits Field Name/value Description Comment 

Imm{1:0] RC=00B Round to nearest even If Imm[2] = 0 
RC=01B Round down 
RC=10B Round up 
RC=11B Truncate 

Imm[2] MS1=0 Use imm[1:0] for rounding Ignore MXCSR.RC 
MS1=1 Use MXCSR.RC for rounding 

Imm{7:3] Ignored Ignored by processor 


VEX.128 version: The source operand is a XMM register. The destination operand is a XMM register or 64-bit 
memory location. If the destination operand is a register then the upper bits (MAXVL-1:64) of corresponding 


register are zeroed. 


VEX.256 version: The source operand is a YMM register. The destination operand is a XMM register or 128-bit 
memory location. If the destination operand is a register, the upper bits (MAXVL-1:128) of the corresponding desti- 


nation register are zeroed. 


Note: VEX.vvvv and EVEX.vvvv are reserved (must be 1111b). 


EVEX encoded versions: The source operand is a ZMM/YMM/XMM register. The destination operand is a 


YMM/XMM/XMM (low 64-bits) register or a 256/128/64-bit memory location, conditionally updated with writemask 
k1. Bits (MAXVL-1:256/128/64) of the corresponding destination register are zeroed. 


Operation 
vCvt_s2h(SRC1[31:0]) 


{ 
IF Imm[2] = 0 


THEN — ; using Imm[1:0] for rounding control, see Table 5-12 


RETURN Cvt_Single_Precision_To_Half_Precision_FP_Imm(SRC1[31:0)); 
ELSE —; using MXCSR.RC for rounding control 
RETURN Cvt_Single_Precision_To_Half_Precision_FP_Mxcsr(SRC1[31:0]); 


Fl; 
} 


VCVTPS2PH (EVEX encoded versions) when dest is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TOKL-1 
i:=j*16 
k:=j* 32 


IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = 


vCvt_s2h(SRC[k+31:k]) 


ELSE 


IF *merging-masking* 
THEN *DEST{i+15:i] remains unchanged* 


ELSE 


; merging-masking 


; zeroing-masking 


DEST[i+15:i] := 0 


Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL/2] := 0 
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VCVTPS2PH (EVEX encoded versions) when dest is memory 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j*16 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = 
vCvt_s2h(SRC[k+31:k]) 
ELSE 
*DEST[i+15:i] remains unchanged* —_; merging-masking 
Fl; 
ENDFOR 


VCVTPS2PH (VEX.256 encoded version) 

DEST[15:0] := vCvt_s2h(SRC1[31:0)); 

DEST[31:16] := vCvt_s2h(SRC1[63:32)); 

DEST[47:32] := vCvt_s2h(SRC1[95:64)); 

DEST[63:48] := vCvt_s2h(SRC1[127:96)); 

DEST[79:64] := vCvt_s2h(SRC1[159:128)); 
DEST[95:80] := vCvt_s2h(SRC1[191:160)); 

DEST[1 11:96] := vCvt_s2h(SRC1[223:192]); 
DEST[127:112] := vCvt_s2h(SRC1[255:224]); 
DEST[MAXVL-1:128] := 0 


VCVTPS2PH (VEX.128 encoded version) 
DEST[15:0] := vCvt_s2h(SRC1[31:0)); 
DEST[31:16] := vCvt_s2h(SRC1[63:32)); 
DEST[47:32] := vCvt_s2h(SRC1[95:64)); 
DEST[63:48] := vCvt_s2h(SRC1[127:96]); 
DEST[MAXVL-1:64] := 0 


Flags Affected 
None 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTPS2PH __m256i_mm512_cvtps_ph(__m512 a); 

VCVTPS2PH __m256i_mm512_mask_cvtps_ph(__m256i s,___ mmask16 k,__m512 a); 
VCVTPS2PH __m256i_mm512_maskz_cvtps_ph(__mmask16 k,_m512 a); 

VCVTPS2PH __m256i_mm512_cvt_roundps_ph(__m512 a, const int imm); 

VCVTPS2PH __m256i__mm512_mask_cvt_roundps_ph(__m256is, __mmask16 k,_m512 a, const int imm); 
VCVTPS2PH __m256i__mm512_maskz_cvt_roundps_ph(__mmask16 k,__m512 a, const int imm); 
VCVTPS2PH __m128i__mm256_mask_cvtps_ph(__m128i s,__ mmask8 k,__m256 a); 
VCVTPS2PH __m128i __mm256_maskz_cvtps_ph(__mmask8 k,__m256 a); 

VCVTPS2PH __m128i __mm_mask_cvtps_ph(__m128i s, __ mmask8 k,__m128 a); 

VCVTPS2PH __m128i __mm_maskz_cvtps_ph(__mmask8 k,__m128 a); 

VCVTPS2PH __m128i__mm_cvtps_ph (__m128 m1, const int imm); 

VCVTPS2PH __m128i __mm256_cvtps_ph(__m256 m1, const int imm); 


SIMD Floating-Point Exceptions 
Invalid, Underflow, Overflow, Precision, Denormal (if MXCSR.DAZ=0); 
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Other Exceptions 
VEX-encoded instructions, see Table 2-26, “Type 11 Class Exception Conditions” (do not report #AC); 
EVEX-encoded instructions, see Table 2-60, “Type E11 Class Exception Conditions”. 


Additionally: 
#UD If VEX.W=1. 
#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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VCVTPS2UDQ—Convert Packed Single-Precision Floating-Point Values to Packed Unsigned 
Doubleword Integer Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support Flag 
EVEX.128.0F.WO 79 /r A VIV AVX512VL | Convert four packed single precision floating-point 
VCVTPS2UDQ xmm1 {k1}{z}, AVX512F values from xmm2/m128/m32bcst to four packed 
xmme2/m1 28/m32bcst unsigned doubleword values in xmm1 subject to 
writemask k1. 
EVEX.256.0F.WO 79 /r A VIV AVX512VL | Convert eight packed single precision floating-point 
VCVTPS2UDQ ymm1 {k1}{Z}, AVX512F values from ymm2/m256/m32bcst to eight packed 
ymm2/m256/m32bcst unsigned doubleword values in ymm1 subject to 
writemask k1. 
EVEX.512.0F.WO 79 /r A VIV AVX512F Convert sixteen packed single-precision floating-point 
VCVTPS2UDQ zmm1 {k1}{2}, values from zmm2/m512/m32bcst to sixteen packed 
zmm2/m512/m32bcst{er} unsigned doubleword values in zmm1 subject to 
writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts sixteen packed single-precision floating-point values in the source operand to sixteen unsigned double- 
word integers in the destination operand. 

When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MKCSR 
register or the embedded rounding control bits. If a converted result cannot be represented in the destination 
format, the floating-point invalid exception is raised, and if this exception is masked, the integer value 2“ - 1 is 
returned, where w represents the number of bits in the destination format. 


The source operand is aZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector 
broadcasted from a 32-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally 
updated with writemask k1. 


Note: EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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Operation 


VCVTPS2UDQ (EVEX encoded versions) when src operand is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 


FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
Convert_Single_Precision_Floating_Point_To_UlInteger(SRC[i+31:i]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTPS2UDQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no * 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
Convert_Single_Precision_Floating_Point_To_UlInteger(SRC[31:0]) 
ELSE 
DEST[i+31:i] := 
Convert_Single_Precision_Floating_Point_To_Ulnteger(SRC[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VCVTPS2UDQ __m512i__mm512_cvtps_epu32(__m512 a); 

VCVTPS2UDQ __m512i __mm512_mask_cvtps_epu32(__m512i s,___mmask16 k,__m512 a); 
VCVTPS2UDQ __m512i __mm512_maskz_cvtps_epu32(__mmask16 k,___m512 a); 
VCVTPS2UDQ __m512i __mm512_cvt_roundps_epu32(__m512 a, int r); 

VCVTPS2UDQ __m512i __mm512_mask_cvt_roundps_epu32(__m512is,___mmask16 k,__m512 a, int r); 
VCVTPS2UDQ __m512i__mm512_maskz_cvt_roundps_epu32(__mmask16 k,___m512 a, int 1); 
VCVTPS2UDQ __m256i __mm256_cvtps_epu32(__m256d a); 

VCVTPS2UDQ __m256i _mm256_mask_cvtps_epu32(__m256i s,___mmask8 k, __m256 a); 
VCVTPS2UDQ __m256i _mm256_maskz_cvtps_epu32(__mmask8 k, __m256 a); 
VCVTPS2UDQ __m128i _mm_cvtps_epu32(__m128 a); 

VCVTPS2UDQ __m128i _mm_mask_cvtps_epu32(__m128i s, __mmask8 k, __m128 a); 
VCVTPS2UDQ __m128i __mm_maskz_cvtps_epu32(__mmask8 k, __m128 a); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VCVTPS2QQ—Convert Packed Single Precision Floating-Point Values to Packed Signed 
Quadword Integer Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F.WO 7B /r A VIV AVX512VL_ | Convert two packed single precision floating-point values from 
VCVTPS2QQ xmm1 {k1}{z}, AVX512DQ | xmm2/m64/m32bcst to two packed signed quadword values in 
xmm2/m64/m32bcst xmm1 subject to writemask k1. 
EVEX.256.66.0F.WO 7B /r A VIV AVX512VL_ | Convert four packed single precision floating-point values from 
VCVTPS2QQ ymm1 {k1}{Z}, AVX512DQ | xmm2/m128/m32bcst to four packed signed quadword values 
xmme2/m128/m32bcst in ymm1 subject to writemask k1. 
EVEX.512.66.0F.W0 7B /r A VN AVX512DQ | Convert eight packed single precision floating-point values from 
VCVTPS2QQ zmm1 {k1}{z}, ymm2/m256/m32bcst to eight packed signed quadword values 
ymm2/m256/m32bcst{er} in zmm1 subject to writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Half ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts eight packed single-precision floating-point values in the source operand to eight signed quadword inte- 
gers in the destination operand. 


When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MXCSR 
register or the embedded rounding control bits. If a converted result cannot be represented in the destination 

format, the floating-point invalid exception is raised, and if this exception is masked, the indefinite integer value 
(2“-1, where w represents the number of bits in the destination format) is returned. 


The source operand is a YMM/XMM/XMM (low 64- bits) register or a 256/128/64-bit memory location. The destina- 
tion operation is a ZMM/YMM/XMM register conditionally updated with writemask k1. 


Note: EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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Operation 

VCVTPS2QQ (EVEX encoded versions) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 

IF (VL == 512) AND (EVEX.b == 1) 


THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 
Fl; 
FOR j :=0 TO KL-1 
i:=j* 64 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
Convert_Single_Precision_To_QuadInteger(SRC[k+31:k]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTPS2QQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) 
THEN 
DEST[i+63:i] := 
Convert_Single_Precision_To_QuadInteger(SRC[31:0]) 
ELSE 
DEST[i+63:i] := 
Convert_Single_Precision_To_QuadInteger(SRC[k+31:k]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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mm512_cvtps_epi64(__m512 a); 


VCVTPS2QQ 
VCVTPS2QQ 
VCVTPS2QQ 
VCVTPS2QQ 
VCVTPS2QQ 
VCVTPS2QQ 
VCVTPS2QQ 
VCVTPS2QQ 
VCVTPS2QQ 
VCVTPS2QQ 
VCVTPS2QQ 
VCVTPS2QQ 


m512i 


m512i 


mm512_mask_cvtps_epi64(__m512is,__ mmask16 k, 
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m512 a); 


m512i 


mm512_maskz_cvtps_epi64(__ mmask16 k,__m512 a); 


m512i 


m512i 


mm512_cvt_roundps_epi64(__m512 a, intr); 
mm512_mask_cvt_roundps_epi64(__m512is,__ mmask16 k,__m512 a4, intr); 


m512i 


mm512_maskz_cvt_roundps_epi64(__mmask16 k, 


m512 a, int r); 


m256i 


mm256_cvtps_epi64(__m256 a); 


m256i 


mm256_mask_cvtps_epi64(__m256i s, 


mmask8 k,___m256 a); 


m256i 


mm256_maskz_cvtps_epi64(__ mmask8 k, 


m256 a); 


m128i 


mm_cvtps_epi64(__m128 a); 


m128i 


m128i 


mm_mask_cvtps_epi64( 
mm_maskz_cvtps_epi64( 


m128is,__mmask8 k,__m128 a); 
mmask8 k,___m128 a); 


SIMD Floating-Point Exceptions 


Invalid, Precision 


Other Exceptions 


EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”; additionally: 


#UD 


If EVEX.vvvv != 1111B. 
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VCVTPS2UQQ—Convert Packed Single Precision Floating-Point Values to Packed Unsigned 
Quadword Integer Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.66.0F.WO 79 /r A VIN AVX512VL | Convert two packed single precision floating-point values from 
VCVTPS2UQQ xmm1 {k1}{Z}, AVX512DQ | zmm2/m64/m32bcst to two packed unsigned quadword values 
xmm2/m64/m32bcst in zmm1 subject to writemask k1. 
EVEX.256.66.0F.WO 79 /r A VIV AVX512VL | Convert four packed single precision floating-point values from 
VCVTPS2UQQ ymm1 {k1}{2Z}, AVX512DQ | xmm2/m128/m32bcst to four packed unsigned quadword 
xmm2/m128/m32bcst values in ymm1 subject to writemask k1. 
EVEX.512.66.0F.W0 79 /r A VIN AVX512DQ | Convert eight packed single precision floating-point values from 
VCVTPS2UQQ zmm1 {k1}{Z}, ymm2/m256/m32bcst to eight packed unsigned quadword 
ymm2/m256/m32bcst{er} values in zmm1 subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Half ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts up to eight packed single-precision floating-point values in the source operand to unsigned quadword 
integers in the destination operand. 

When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MKCSR 
register or the embedded rounding control bits. If a converted result cannot be represented in the destination 
format, the floating-point invalid exception is raised, and if this exception is masked, the integer value 2“ - 1 is 
returned, where w represents the number of bits in the destination format. 


The source operand is a YMM/XMM/XMM (low 64- bits) register or a 256/128/64-bit memory location. The destina- 
tion operation is a ZMM/YMM/XMM register conditionally updated with writemask k1. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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Operation 

VCVTPS2UQQ (EVEX encoded versions) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 

IF (VL == 512) AND (EVEX.b == 1) 


THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
Convert_Single_Precision_To_UQuadInteger(SRC[k+31:k]) 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTPS2UQQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) 
THEN 
DEST[i+63:i] := 
Convert_Single_Precision_To_UQuadInteger(SRC[31:0]) 
ELSE 
DEST[i+63:i] := 
Convert_Single_Precision_To_UQuadInteger(SRC[k+31:k]) 
Fl; 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VCVTPS2UQQ __m512i_mm512_cvtps_epu64(__m512 a); 

VCVTPS2UQQ __m512i_mm512_mask_cvtps_epu64(__m512is,__ mmask16 k, 
VCVTPS2UQQ __m512i_mm512_maskz_cvtps_epu64(__mmask16 k,__m512 a); 
VCVTPS2UQQ___m512i_mm512_cvt_roundps_epu64(__m512 a, intr); 

VCVTPS2UQQ __m512i_mm512_mask_cvt_roundps_epu64(__m512is,__mmask16 k,__m512 a, int r); 


m512 a); 


VCVTPS2UQQ __m512i_mm512_maskz_cvt_roundps_epu64(__mmask16 k,__m512 a, int r); 
VCVTPS2UQQ __m256i __mm256_cvtps_epu64(__m256 a); 
VCVTPS2UQQ __m256i __mm256_mask_cvtps_epu64(__m256i s, __ mmask8 k, __m256 a); 


VCVTPS2UQQ __m256i __mm256_maskz_cvtps_epu64(__mmask8 k, __m256 a); 
VCVTPS2UQQ __m128i __mm_cvtps_epu64(__m128 a); 

VCVTPS2UQQ __m128i __mm_mask_cvtps_epu64(__m128is,___mmask8 k, __m128 a); 
VCVTPS2UQQ __m128i __mm_maskz_cvtps_epu64(__mmask8 k, __m128 a); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VCVTQQ2PD—Convert Packed Quadword Integers to Packed Double-Precision Floating-Point 


Values 
Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.F3.0F.W1 E6 /r A VIV AVX512VL_ | Convert two packed quadword integers from 
VCVTQQ2PD xmm1 {k1}{Z}, AVX512DQ | xmm2/m128/m64bcst to packed double-precision floating- 
xmm2/m128/m64bcst point values in xmm1 with writemask k1. 
EVEX.256.F3.0F.W1 E6 /r A VIV AVX512VL_ | Convert four packed quadword integers from 
VCVTQQ2PD ymm1 {k1}{2}, AVX512DQ_ | ymm2/m256/m64bcst to packed double-precision floating- 
ymm2/m256/m64bcst point values in ymm1 with writemask k1. 
EVEX.512.F3.0F.W1 €6 /r A VV AVX512DQ_ | Convert eight packed quadword integers from 
VCVTQQ2PD zmm1 {k1}{Z}, zmm2/m512/m64bcst to eight packed double-precision 
zmm2/m512/m64bcst{er} floating-point values in zmm1 with writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts packed quadword integers in the source operand (second operand) to packed double-precision floating- 


point values in the destination operand (first operand). 


The source operand is a ZMM/YMM/XMM register or a 512/256/128-bit memory location. The destination operation 


is a ZMM/YMM/XMM register conditionally updated with writemask k1. 
EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Operation 


VCVTQQ2PD (EVEX2 encoded versions) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL == 512) AND (EVEX.b == 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
Convert_QuadInteger_To_Double_Precision_Floating_Point(SRC[i+63:i]) 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VCVTQQ2PD (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) 
THEN 
DEST[i+63:i] := 
Convert_Quadinteger_To_Double_Precision_Floating_Point(SRC[63:0]) 
ELSE 
DEST[i+63:i] := 
Convert_QuadInteger_To_Double_Precision_Floating_Point(SRC[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTQQ2PD __m512d_mm512_cvtepi64_pd(__m512i a); 

VCVTQQ2PD __m512d_mm512_mask_cvtepi64_pd(__m512ds,__mmask16 k,__m512i a); 
VCVTQQ2PD __m512d_mm512_maskz_cvtepi64_pd(_mmask16 k,___m512i a); 

VCVTQQ2PD __m512d_mm512_cvt_roundepi64_pd(__m512i a, int r); 

VCVTQQ2PD __m512d_mm512_mask_cvt_roundepi64_pd(__m512ds,__ mmask8 k,___m512i a, int r); 
VCVTQQ2PD __m512d_mm512_maskz_cvt_roundepi64_pd(__mmask8 k,__m512i a, int r); 
VCVTQQ2PD __m256d_mm256_mask_cvtepi64_pd(__m256ds,__ mmask8 k, __m256i a); 
VCVTQQ2PD __m256d __mm256_maskz_cvtepi64_pd(__mmask8 k,___m256i a); 

VCVTQQ2PD __m128d __mm_mask_cvtepi64_pd(__m128ds,__ mmask8 k, __m128i a); 

VCVTQQ2PD __m128d _mm_maskz_cvtepi64_pd(__mmask8 k, __m128i a); 


SIMD Floating-Point Exceptions 
Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VCVTQQ2PS—Convert Packed Quadword Integers to Packed Single-Precision Floating-Point 


Values 

Opcode/ Op/ | 64/32 CPUID Description 

Instruction En bit Mode | Feature 

Support | Flag 

EVEX.128.0F.W1 5B /r A VIV AVX512VL | Convert two packed quadword integers from xmm2/mem to 

VCVTQQ2PS xmm1 {k1}{Z}, AVX512DQ | packed single-precision floating-point values in xmm1 with 

xmm2/m128/m64bcst writemask k1. 

EVEX.256.0F.W1 5B /r A VIV AVX512VL | Convert four packed quadword integers from ymm2/mem to 

VCVTQQ2PS xmm1 {k1}{Z}, AVX512DQ | packed single-precision floating-point values in xmm1 with 

ymm2/m256/m64bcst writemask k1. 

EVEX.512.0F.W1 5B /r A VN AVX512DQ_ | Convert eight packed quadword integers from zmm2/mem to 

VCVTQQ2PS ymm1 {k1}{Z}, eight packed single-precision floating-point values in ymm1 with 

zmm2/m512/m64bcst{er} writemask k1. 

Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 

Description 


Converts packed quadword integers in the source operand (second operand) to packed single-precision floating- 


point values in the destination operand (first operand). 


The source operand is a ZMM/YMM/XMM register or a 512/256/128-bit memory location. The destination operation 
is a YMM/XMM/XMM (lower 64 bits) register conditionally updated with writemask k1. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Operation 


VCVTQQ2PS (EVEX encoded versions) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 
i:=j* 64 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[k+31:k] := 
Convert_QuadInteger_To_Single_Precision_Floating_Point(SRC[i+63:i]) 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST[k+31:k] remains unchanged* 
ELSE ; zeroing-masking 

DEST[k+31:k] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0 
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VCVTQQ2PS (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) 


THEN 
DEST[k+31:k] := 
Convert_QuadInteger_To_Single_Precision_Floating_Point(SRC[63:0]) 
ELSE 
DEST[k+31:k] := 
Convert_QuadInteger_To_Single_Precision_Floating_Point(SRC[i+63:i]) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[k+31:k] remains unchanged* 
ELSE ; zeroing-masking 

DEST[k+31:k] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTQQ2PS __m256 _mm512_cvtepi64_ps(__m512i a); 

VCVTQQ2PS __m256 _mm512_mask_cvtepi64_ps(__m256 s,__ mmask16 k, 
VCVTQQ2PS __m256_mm512_maskz_cvtepi64_ps(__ mmask16 k,___m512i a); 

VCVTQQ2PS __m256 _mm512_cvt_roundepi64_ps(_m512i a, int r); 

VCVTQQ2PS __m256 _mm512_mask_cvt_roundepi_ps(__m256s,__ mmask8 k,___m512i a, int r); 
VCVTQQ2PS __m256 _mm512_maskz_cvt_roundepi64_ps(__mmask8 k, __m512i a, int r); 
VCVTQQ2PS __m128 _mm256_cvtepi64_ps(__m256i a); 

VCVTQQ2PS __m128 _mm256_mask_cvtepi64_ps(__m128s,__mmask8 k, 
VCVTQQ2PS __m128 _mm256_maskz_cvtepi64_ps(_ mmask8 k, __ m256i a); 
VCVTQQ2PS __m128_mm_cvtepi64_ps(__m128i a); 

VCVTQQ2PS __m128 _mm_mask_cvtepi64_ps(__m128s,__ mmask8 k, __m128i a); 
VCVTQQ2PS __m128_mm_maskz_cvtepi64_ps(__ mmask8 k, __m128i a); 


m512i a); 


m256i a); 


SIMD Floating-Point Exceptions 
Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VCVTSD2USI—Convert Scalar Double-Precision Floating-Point Value to Unsigned Doubleword 


Integer 
Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.LLIG.F2.0F.WO 79 /r A VIN AVX512F Convert one double-precision floating-point value from 
VCVTSD2USI r32, xmm1/m64{er} xmm1/m64 to one unsigned doubleword integer r32. 
EVEX.LLIG.F2.0F.W1 79 /r A VINE." AVX512F Convert one double-precision floating-point value from 
VCVTSD2USI r64, xmm1/m64{er} xmm1/m64 to one unsigned quadword integer zero- 
extended into r64. 
NOTES: 


1. EVEX.W1 in non-64 bit is ignored; the instructions behaves as if the WO version is used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Fixed ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts a double-precision floating-point value in the source operand (the second operand) to an unsigned 
doubleword integer in the destination operand (the first operand). The source operand can be an XMM register or 
a 64-bit memory location. The destination operand is a general-purpose register. When the source operand is an 
XMM register, the double-precision floating-point value is contained in the low quadword of the register. 

When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MXCSR 
register or the embedded rounding control bits. If a converted result cannot be represented in the destination 
format, the floating-point invalid exception is raised, and if this exception is masked, the integer value 2“ - 1 is 
returned, where w represents the number of bits in the destination format. 


Operation 


VCVTSD2USI (EVEX encoded version) 
IF (SRC *is register*) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 

IF 64-Bit Mode and OperandSize = 64 
THEN DEST[63:0] := Convert_Double_Precision_Floating_Point_To_Ulnteger(SRC[63:0)); 
ELSE DEST[31:0] := Convert_Double_Precision_Floating_Point_To_UlInteger(SRC[63:0}); 


Fl 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTSD2USI unsigned int __mm_cvtsd_u32(__m128d); 

VCVTSD2USI unsigned int __mm_cvt_roundsd_u32(__m128d, int r); 
VCVTSD2USI unsigned __int64__mm_cvtsd_u64(__m128d); 
VCVTSD2USI unsigned __int64 __mm_cvt_roundsd_u64(__m1 28d, int r); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions”. 
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VCVTSS2USI—Convert Scalar Single-Precision Floating-Point Value to Unsigned Doubleword 


Integer 
Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.LLIG.F3.0F.WO 79 /r A VIV AVX512F | Convert one single-precision floating-point value from 
VCVTSS2USI r32, xmm1/m32{er} xmm1/m32 to one unsigned doubleword integer in r32. 
EVEX.LLIG.F3.0F.W1 79 /r A VINE. AVX512F | Convert one single-precision floating-point value from 
VCVTSS2USI r64, xmm1/m32{er} xmm1/m32 to one unsigned quadword integer in r64. 
NOTES: 


1. EVEX.W1 in non-64 bit is ignored; the instructions behaves as if the WO version is used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Fixed ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts a single-precision floating-point value in the source operand (the second operand) to an unsigned double- 
word integer (or unsigned quadword integer if operand size is 64 bits) in the destination operand (the first 
operand). The source operand can be an XMM register or a memory location. The destination operand is a general- 
purpose register. When the source operand is an XMM register, the single-precision floating-point value is contained 
in the low doubleword of the register. 


When a conversion is inexact, the value returned is rounded according to the rounding control bits in the MKCSR 
register or the embedded rounding control bits. If a converted result cannot be represented in the destination 
format, the floating-point invalid exception is raised, and if this exception is masked, the integer value 2“ - 1 is 
returned, where w represents the number of bits in the destination format. 


VEX.W1 and EVEX.W1 versions: promotes the instruction to produce 64-bit data in 64-bit mode. 
Note: EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 


VCVTSS2USI (EVEX encoded version) 
IF (SRC *is register*) AND (EVEX.b = 1) 


THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 
Fl; 
IF 64-bit Mode and OperandSize = 64 
THEN 
DEST[63:0] := Convert_Single_Precision_Floating_Point_To_Ulnteger(SRC[31:0]); 
ELSE 
DEST[31:0] := Convert_Single_Precision_Floating_Point_To_Ulnteger(SRC[31:0]); 
Fl; 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTSS2USI unsigned _mm_cvtss_u32(__m128 a); 

VCVTSS2USI unsigned _mm_cvt_roundss_u32(__m128 a, int r); 
VCVTSS2USI unsigned __int64_mm_cvtss_u64(__m128 a); 
VCVTSS2USI unsigned __int64 __mm_cvt_roundss_u64(__m128 a, int r); 


5-58 Vol. 2C VCVTSS2USI—Convert Scalar Single-Precision Floating-Point Value to Unsigned Doubleword Integer 


INSTRUCTION SET REFERENCE, V-Z 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions”. 
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WV-Z 


VCVTTPD2QQ—Convert with Truncation Packed Double-Precision Floating-Point Values to 
Packed Quadword Integers 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.128.66.0F.W1 7A /r A VIV AVX512VL | Convert two packed double-precision floating-point values from 
VCVTTPD2QQ xmm1 {k1}{Z}, AVX512DQ | zmm2/m128/m64bcst to two packed quadword integers in 
xmm2/m128/m64bcst zmm1 using truncation with writemask k1. 
EVEX.256.66.0F.W1 7A /r A VIV AVX512VL | Convert four packed double-precision floating-point values 
VCVTTPD2QQ ymm1 {k1}{Z}, AVX512DQ | from ymm2/m256/m64bcst to four packed quadword integers 
ymm2/m256/m64bcst in ymm1 using truncation with writemask k1. 
EVEX.512.66.0F.W1 7A /r A VN AVX512DQ_ | Convert eight packed double-precision floating-point values 
VCVTTPD2QQ zmm1 {k1}{z}, from zmm2/m512 to eight packed quadword integers in zmm1 
zmm2/m512/m64bcst{sae} using truncation with writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts with truncation packed double-precision floating-point values in the source operand (second operand) to 
packed quadword integers in the destination operand (first operand). 


EVEX encoded versions: The source operand is a ZMM/YMM/XMM register or a 512/256/128-bit memory location. 
The destination operand is aZMM/YMM/XMM register conditionally updated with writemask k1. 


When a conversion is inexact, a truncated (round toward zero) value is returned. If a converted result cannot be 
represented in the destination format, the floating-point invalid exception is raised, and if this exception is masked, 
the indefinite integer value (2“-1, where w represents the number of bits in the destination format) is returned. 


Note: EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 


VCVTTPD2QQ (EVEX encoded version) when src operand is a register 


(KL, VL) = (2, 128), (4, 256), (8 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 


512) 


Convert_Double_Precision_Floating_Point_To_QuadInteger_Truncate(SRC[i+63:i]) 


ELSE 


IF *merging-masking* 
THEN *DEST[i+63:i] remains unchanged* 


ELSE 


DEST[i+63:i] := 0 


Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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; zeroing-masking 
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VCVTTPD2QQ (EVEX encoded version) when src operand is a memory source 


(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j*64 


IF k1[j] OR *no writemask* 


THEN 


IF (EVEX.b == 1) 


Fl; 


ELSE 


IF *merging-masking* 


Fl 


Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTTPD2QQ 
VCVTTPD2QQ 
VCVTTPD2QQ 
VCVTTPD2QQ 
VCVTTPD2QQ 
VCVTTPD2QQ 
VCVTTPD2QQ 
VCVTTPD2QQ 
VCVTTPD2QQ 
VCVTTPD2QQ 


THEN 


DEST[i+63:i] := 


ELSE 


Convert_Double_Precision_Floating_Point_To_QuadInteger_Truncate(SRC[63:0]) 


DEST[i+63:i] := Convert_Double_Precision_Floating_Point_To_QuadInteger_Truncate(SRC[i+63:i]) 


; Merging-masking 


THEN *DEST{[i+63:i] remains unchanged* 


ELSE 


DEST[i+63:i] := 0 


; zeroing-masking 


m512i_mm512_cvttpd_epi64(_m512d a); 


mask_cvttpd_epi64(__m512is,__ mmask8 k,__m512d a); 


m512d a); 


mmask8 k,__m512d a, int sae); 


m512d a, int sae); 


mask_cvttpd_epi64(__ m256i s,___ mmask8 k,___ m256d a); 


m128d a); 


m512i_mm512 
m512i_mm512_maskz_cvttpd_epi64(__mmask8 k, 
m512i_mm512_cvtt_roundpd_epi64(__m512d a, int sae); 
m512i_mm512_mask_cvtt_roundpd_epi64(__m512is, 
m512i_mm512_maskz_cvtt_roundpd_epi64(__mmask8 k, 
m256i_mm256 

m256i__mm256_maskz_cvttpd_epi64(__ mmask8 k,___ m256d a); 
m128i_mm_mask_cvttpd_epi64(__m128is,__ mmask8 k, 
m128i_mm_maskz_cvttpd_epi64(__mmask8 k, 


m128d a); 


SIMD Floating-Point Exceptions 


Invalid, Precision 


Other Exceptions 


EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 


#UD 


If EVEX.vvvv != 1111B. 
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VCVTTPD2UDQ—Convert with Truncation Packed Double-Precision Floating-Point Values to 
Packed Unsigned Doubleword Integers 


Opcode Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.128.0F.W1 78 /r A VIV AVX512VL_ | Convert two packed double-precision floating-point values 
VCVTTPD2UDQ xmm1 {k1}{z}, AVX512F in xmm2/m128/m64bcst to two unsigned doubleword 
xmm_2/m1 28/m64bcst integers in xmm1 using truncation subject to writemask 
k1. 
EVEX.256.0F.W1 78 02 /r A VIN AVX512VL_ | Convert four packed double-precision floating-point 
VCVTTPD2UDQ xmm1 {k1}{z}, AVX512F values in ymm2/m256/m64bcst to four unsigned 
ymm2/m256/m64bcst doubleword integers in xmm1 using truncation subject to 
writemask k1. 
EVEX.512.0F.W1 78 /r A VIV AVX512F Convert eight packed double-precision floating-point 
VCVTTPD2UDQ ymm1 {k1}{z}, values in zmm2/m512/m64bcst to eight unsigned 
zmm2/m512/m64bcst{sae} doubleword integers in ymm1 using truncation subject to 
writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts with truncation packed double-precision floating-point values in the source operand (the second operand) 
to packed unsigned doubleword integers in the destination operand (the first operand). 


When a conversion is inexact, a truncated (round toward zero) value is returned. If a converted result cannot be 
represented in the destination format, the floating-point invalid exception is raised, and if this exception is masked, 
the integer value 2 - 1 is returned, where w represents the number of bits in the destination format. 


The source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector 
broadcasted from a 64-bit memory location. The destination operand is a YMM/XMM/XMM (low 64 bits) register 
conditionally updated with writemask k1. The upper bits (MAXVL-1:256) of the corresponding destination are 
zeroed. 


Note: EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 
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Operation 

VCVTTPD2UDQ (EVEX encoded versions) when src2 operand is a register 
(KL, VL) = (2, 128), (4, 256),(8, 512) 

FOR j := 0 TO KL-1 


i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
DEST[i+31:i] := 
Convert_Double_Precision_Floating_Point_To_Ulnteger_Truncate(SRC[k+63:k]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0 


VCVTTPD2UDQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256),(8, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
Convert_Double_Precision_Floating_Point_To_Ulnteger_Truncate(SRC[63:0]) 
ELSE 
DEST[i+31:i] := 
Convert_Double_Precision_Floating_Point_To_Ulnteger_Truncate(SRC[k+63:k]) 
Fl; 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0 


VCVTTPD2UDQ—Convert with Truncation Packed Double-Precision Floating-Point Values to Packed Unsigned Doubleword Integers 


Vol.2C 5-63 


INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTTPD2UDQ __m256i_mm512_cvttpd_epu32(__m512d a); 

VCVTTPD2UDQ __m256i__mm512_mask_cvttpd_epu32(__m256i s,___mmask8 k, 
VCVTTPD2UDQ __m256i__mm512_maskz_cvttpd_epu32(__mmask8 k, __m512d a); 

VCVTTPD2UDQ __m256i __mm512_cvtt_roundpd_epu32(__m512d a, int sae); 

VCVTTPD2UDQ __m256i__mm512_mask_cvtt_roundpd_epu32(__m256i s,__mmask8 k,___m512d a, int sae); 
VCVTTPD2UDQ __m256i__mm512_maskz_cvtt_roundpd_epu32(__mmask8 k, __m512d a, int sae); 
VCVTTPD2UDQ __m128i __mm256_mask_cvttpd_epu32(__m128i s,___mmask8 k, __m256d a); 
VCVTTPD2UDQ __m128i _mm256_maskz_cvttpd_epu32(__mmask8 k, __m256d a); 

VCVTTPD2UDQ __m128i _mm_mask_cvttpd_epu32(__m128i s,___mmask8 k, __m128d a); 

VCVTTPD2UDQ __m128i __mm_maskz_cvttpd_epu32(__mmask8 k, __m128d a); 


m512d a); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VCVTTPD2UQQ—Convert with Truncation Packed Double-Precision Floating-Point Values to 
Packed Unsigned Quadword Integers 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F.W1 78 /r A VIV AVX512VL Convert two packed double-precision floating-point values 
VCVTTPD2UQQ xmm1 {k1}{z}, AVX512DQ_ | from xmm2/m128/m64bcst to two packed unsigned 
xmm2/m128/m64bcst quadword integers in xmm1 using truncation with 
writemask k1. 
EVEX.256.66.0F.W1 78 /r A VIV AVX512VL Convert four packed double-precision floating-point values 
VCVTTPD2UQQ ymm1 {k1}{z}, AVX512DQ_ | from ymm2/m256/m64bcst to four packed unsigned 
ymm2/m256/m64bcst quadword integers in ymm1 using truncation with 
writemask k1. 
EVEX.512.66.0F.W1 78 /r A VN AVX512DQ | Convert eight packed double-precision floating-point values 
VCVTTPD2UQQ zmm1 {k1}{Z}, from zmm2/mem to eight packed unsigned quadword 
zmm2/m512/m64bcst{sae} integers in zmm1 using truncation with writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts with truncation packed double-precision floating-point values in the source operand (second operand) to 
packed unsigned quadword integers in the destination operand (first operand). 


When a conversion is inexact, a truncated (round toward zero) value is returned. If a converted result cannot be 
represented in the destination format, the floating-point invalid exception is raised, and if this exception is masked, 
the integer value 2“ - 1 is returned, where w represents the number of bits in the destination format. 


EVEX encoded versions: The source operand is a ZMM/YMM/XMM register or a 512/256/128-bit memory location. 
The destination operation is a ZMM/YMM/XMM register conditionally updated with writemask k1. 


Note: EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 


VCVTTPD2UQQ (EVEX encoded versions) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 


Convert_Double_Precision_Floating_Point_To_UQuadInteger_Truncate(SRC[i+63:i]) 


ELSE 


IF *merging-masking* 


ELSE 


DEST[i+63:i] := 0 


Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
; zeroing-masking 
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VCVTTPD2UQQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) 
THEN 
DEST[i+63:i] := 
Convert_Double_Precision_Floating_Point_To_UQuadInteger_Truncate(SRC[63:0]) 
ELSE 
DEST[i+63:i] := 
Convert_Double_Precision_Floating_Point_To_UQuadInteger_Truncate(SRC[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] = 0 
Intel C/C++ Compiler Intrinsic Equivalent 


VCVTTPD2UQQ _mm<size>[_mask[z]]_cvtt[_round]pd_epu64 


VCVTTPD2UQQ __m512i_mm512_cvttpd_epu64(__m512d a); 

VCVTTPD2UQQ __m512i_mm512_mask_cvttpd_epu64(__m512is,__ mmask8 k,___m512d a); 
VCVTTPD2UQQ __m512i__mm512_maskz_cvttpd_epu64( __mmask8 k, __m512d a); 

VCVTTPD2UQQ __m512i__mm512_cvtt_roundpd_epu64(__m512d a, int sae); 

VCVTTPD2UQQ __m512i __mm512_mask_cvtt_roundpd_epu64(__m512is,___mmask8 k, __m512d a, int sae); 
VCVTTPD2UQQ __m512i _mm512_maskz_cvtt_roundpd_epu64( __mmask8 k, __m512d a, int sae); 
VCVTTPD2UQQ __m256i _mm256_mask_cvttpd_epu64(__m256i s,___mmask8 k, __m256d a); 
VCVTTPD2UQQ __m256i __mm256_maskz_cvttpd_epu64( __mmask8 k, __m256d a); 

VCVTTPD2UQQ __m128i__mm_mask_cvttpd_epu64(__m128i s,__mmask8 k, __m128d a); 

VCVTTPD2UQQ __m128i __mm_maskz_cvttpd_epu64(__mmask8 k, __m128d a); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VCVTTPS2UDQ—Convert with Truncation Packed Single-Precision Floating-Point Values to 
Packed Unsigned Doubleword Integer Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support Flag 
EVEX.128.0F.WO 78 /r A VV AVX512VL | Convert four packed single precision floating-point 
VCVTTPS2UDQ xmm1 {k1}{z}, AVX512F values from xmm2/m128/m32bcst to four packed 
xmme2/m128/m32bcst unsigned doubleword values in xmm1 using 
truncation subject to writemask k1. 
EVEX.256.0F.WO 78 /r A VV AVX512VL | Convert eight packed single precision floating-point 
VCVTTPS2UDQ ymm1 {k1}{z}, AVX512F values from ymm2/m256/m32bcst to eight packed 
ymm2/m256/m32bcst unsigned doubleword values in ymm1 using 
truncation subject to writemask k1. 
EVEX.512.0F.WO 78 /r A VV AVX512F Convert sixteen packed single-precision floating- 
VCVTTPS2UDQ zmm1 {k1}{Z}, point values from zmm2/m512/m32bcst to sixteen 
zmm2/m512/m32bcst{sae} packed unsigned doubleword values in zmm1 using 
truncation subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts with truncation packed single-precision floating-point values in the source operand to sixteen unsigned 
doubleword integers in the destination operand. 


When a conversion is inexact, a truncated (round toward zero) value is returned. If a converted result cannot be 
represented in the destination format, the floating-point invalid exception is raised, and if this exception is masked, 
the integer value 2“ - 1 is returned, where w represents the number of bits in the destination format. 


EVEX encoded versions: The source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory location or 
a 512/256/128-bit vector broadcasted from a 32-bit memory location. The destination operand is a 
ZMM/YMM/XMM register conditionally updated with writemask k1. 


Note: EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Operation 


VCVTTPS2UDQ (EVEX encoded versions) when src operand is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 


Convert_Single_Precision_Floating_Point_To_Ulnteger_Truncate(SRC[i+31:i]) 


ELSE 


IF *merging-masking* 
THEN *DEST{[i+31:i] remains unchanged* 


ELSE 


DEST[i+31:i] := 0 


Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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; merging-masking 


; zeroing-masking 
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VCVTTPS2UDQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
Convert_Single_Precision_Floating_Point_To_Ulnteger_Truncate(SRC[31:0]) 
ELSE 
DEST[i+31:i] := 
Convert_Single_Precision_Floating_Point_To_Ulnteger_Truncate(SRC[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTTPS2UDQ __m512i_mm512_cvttps_epu32(__m512 a); 

VCVTTPS2UDQ __m512i__mm512_mask_cvttps_epu32(__m512is, __mmask16 k,___m512 a); 
VCVTTPS2UDQ __m512i__mm512_maskz_cvttps_epu32(__mmask16 k,___m512 a); 

VCVTTPS2UDQ __m512i_mm512_cvtt_roundps_epu32(__m512 a, int sae); 

VCVTTPS2UDQ __m512i__mm512_mask_cvtt_roundps_epu32(__m512is, _mmask16 k,__m512 a, int sae); 
VCVTTPS2UDQ __m512i__mm512_maskz_cvtt_roundps_epu32(__mmask16 k,___m512 a, int sae); 
VCVTTPS2UDQ __m256i _mm256_mask_cvttps_epu32(__m256i s,___mmask8 k, __m256 a); 
VCVTTPS2UDQ __m256i _mm256_maskz_cvttps_epu32(__mmask8 k, __m256 a); 

VCVTTPS2UDQ __m128i _mm_mask_cvttps_epu32(__m128i s,___mmask8 k, __m128 a); 

VCVTTPS2UDQ __m128i__mm_maskz_cvttps_epu32(__mmask8 k, __m128 a); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VCVTTPS2QQ—Convert with Truncation Packed Single Precision Floating-Point Values to 
Packed Signed Quadword Integer Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.128.66.0F.W0 7A /r A VN AVX512VL | Convert two packed single precision floating-point values from 
VCVTTPS2QQ xmm1 {k1}{Z}, AVX512DQ | xmm2/m64/m32bcst to two packed signed quadword values in 
xmm2/m64/m32bcst xmm1 using truncation subject to writemask k1. 
EVEX.256.66.0F.WO 7A /r A VN AVX512VL | Convert four packed single precision floating-point values from 
VCVTTPS2QQ ymm1 {k1}{Z}, AVX512DQ | xmm2/m128/m32bcst to four packed signed quadword values 
xmme2/m128/m32bcst in ymm1 using truncation subject to writemask k1. 
EVEX.512.66.0F.W0 7A /r A VN AVX512DQ_ | Convert eight packed single precision floating-point values from 
VCVTTPS2QQ zmm1 {k1}{Z}, ymm2/m256/m32bcst to eight packed signed quadword values 
ymm2/m256/m32bcst{sae} in zmm1 using truncation subject to writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Half ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts with truncation packed single-precision floating-point values in the source operand to eight signed quad- 
word integers in the destination operand. 


When a conversion is inexact, a truncated (round toward zero) value is returned. If a converted result cannot be 
represented in the destination format, the floating-point invalid exception is raised, and if this exception is masked, 
the indefinite integer value (2-1, where w represents the number of bits in the destination format) is returned. 


EVEX encoded versions: The source operand is a YMM/XMM/XMM (low 64 bits) register or a 256/128/64-bit 
memory location. The destination operation is a vector register conditionally updated with writemask k1. 


Note: EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Operation 


VCVTTPS2QQ (EVEX encoded versions) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j= 0 TOKL-1 
i:=j*64 
k:=j* 32 


IF k1[j] OR *no writemask* 


THEN DEST[i+63:i] := 


Convert_Single_Precision_To_QuadInteger_Truncate(SRC[k+31:k]) 


ELSE 


IF *merging-masking* 
THEN *DEST{[i+63:i] remains unchanged* 


ELSE 


DEST[i+63:i] := 0 


Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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; Merging-masking 


; zeroing-masking 
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VCVTTPS2QQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) 
THEN 
DEST[i+63:i] := 
Convert_Single_Precision_To_QuadInteger_Truncate(SRC[31:0]) 
ELSE 
DEST[i+63:i] := 
Convert_Single_Precision_To_QuadInteger_Truncate(SRC[k+31:k]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTTPS2QQ __m512i_mm512_cvttps_epi64(__m256 a); 

VCVTTPS2QQ __m512i_mm512_mask_cvttps_epi64(_m512is,___mmask16 k, __m256 a); 
VCVTTPS2QQ __m512i _mm512_maskz_cvttps_epi64(__mmask16 k, __m256 a); 

VCVTTPS2QQ __m512i__mm512_cvtt_roundps_epi64(__m256 a, int sae); 

VCVTTPS2QQ __m512i_mm512_mask_cvtt_roundps_epi64(__m512is,__ mmask16 k,___m256 a, int sae); 
VCVTTPS2QQ __m512i _mm512_maskz_cvtt_roundps_epi64(__mmask16 k, __m256 a, int sae); 
VCVTTPS2QQ __m256i__mm256_mask_cvttps_epi64(_m256i s,___ mmask8 k, __m128 a); 

VCVTTPS2QQ __m256i __mm256_maskz_cvttps_epi64(__mmask8 k, __m128 a); 

VCVTTPS2QQ __m128i __mm_mask_cvttps_epi64(__m128i s,__mmask8 k, __m128 a); 

VCVTTPS2QQ __m128i _mm_maskz_cvttps_epi64(__mmask8 k, __m128 a); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VCVTTPS2UQQ—Convert with Truncation Packed Single Precision Floating-Point Values to 
Packed Unsigned Quadword Integer Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.128.66.0F.WO 78 /r A VIV AVX512VL Convert two packed single precision floating-point values 
VCVTTPS2UQQ xmm1 {k1}{z}, AVX512DQ from xmm2/m64/m32bcst to two packed unsigned quadword 
xmm2/m64/m32bcst values in xmm1 using truncation subject to writemask k1. 
EVEX.256.66.0F.WO 78 /r A VIV AVX512VL Convert four packed single precision floating-point values 
VCVTTPS2UQQ ymm1 {k1}{Z}, AVX512DQ from xmm2/m128/m32bcst to four packed unsigned 
xmm2/m128/m32bcst quadword values in ymm1 using truncation subject to 
writemask k1. 
EVEX.512.66.0F.W0O 78 /r A VN AVX512DQ Convert eight packed single precision floating-point values 
VCVTTPS2UQQ zmm1 {k1}{Z}, from ymm2/m256/m32bcst to eight packed unsigned 
ymm2/m256/m32bcst{sae} quadword values in zmm1 using truncation subject to 
writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Half ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts with truncation up to eight packed single-precision floating-point values in the source operand to 
unsigned quadword integers in the destination operand. 


When a conversion is inexact, a truncated (round toward zero) value is returned. If a converted result cannot be 
represented in the destination format, the floating-point invalid exception is raised, and if this exception is masked, 
the integer value 2“ - 1 is returned, where w represents the number of bits in the destination format. 


EVEX encoded versions: The source operand is a YMM/XMM/XMM (low 64 bits) register or a 256/128/64-bit 
memory location. The destination operation is a vector register conditionally updated with writemask k1. 


Note: EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Operation 


VCVTTPS2UQQ (EVEX encoded versions) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 
i:=j* 64 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 


Convert_Single_Precision_To_UQuadInteger_Truncate(SRC[k+31:k]) 


ELSE 


IF *merging-masking* 


; merging-masking 


THEN *DEST{[i+63:i] remains unchanged* 


ELSE 


; zeroing-masking 


DEST[i+63:i] = 0 


Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VCVTTPS2UQQ (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) 
THEN 
DEST[i+63:i] := 
Convert_Single_Precision_To_UQuadInteger_Truncate(SRC[31:0]) 
ELSE 
DEST[i+63:i] := 
Convert_Single_Precision_To_UQuadInteger_Truncate(SRC[k+31:k]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTTPS2UQQ 
VCVTTPS2UQQ 
VCVTTPS2UQQ 
VCVTTPS2UQQ 
VCVTTPS2UQQ 
VCVTTPS2UQQ 
VCVTTPS2UQQ 
VCVTTPS2UQQ 
VCVTTPS2UQQ 
VCVTTPS2UQQ 
VCVTTPS2UQQ 


_mm<size>[_mask[z]]_cvttL_round]ps_epu64 


m512i_mm512_cvttps_epu64(__m256 a); 


m512i_mm512_mask_cvttps_epu64(__m512is,__mmask16 k,__m256 a); 


m512i_mm512_maskz_cvttps_epu64(___mmask16 k,__m256 a); 


m512i_mm512_cvtt_roundps_epu64(__m256 a, int sae); 


m512i_mm512_mask_cvtt_roundps_epu64(__m512is,__mmask16 k,___m256 4, int sae); 
m512i_mm512_maskz_cvtt_roundps_epu64(__mmask16 k,__m256 a, int sae); 


m256i__mm256_mask_cvttps_epu64(__m256is,__ mmask8 k,__m128 a); 


m256i __mm256_maskz_cvttps_epu64(__ mmask8 k,___m128 a); 


m128i __mm_mask_cvttps_epu64(__m128is,__ mmask8 k,__m128 a); 


m128i_mm_maskz_cvttps_epu64(__ mmask8 k,___m128 a); 


SIMD Floating-Point Exceptions 


Invalid, Precision 


Other Exceptions 


EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”; additionally: 


#UD 
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VCVTTSD2USI—Convert with Truncation Scalar Double-Precision Floating-Point Value to 
Unsigned Integer 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.LLIG.F2.0F.WO 78 /r A VN AVX512F Convert one double-precision floating-point value from 
VCVTTSD2USI r32, xmm1/m64{sae} xmm1/m64 to one unsigned doubleword integer r32 
using truncation. 
EVEX.LLIG.F2.0F.W1 78 /r A VINE. AVX512F Convert one double-precision floating-point value from 
VCVTTSD2USI r64, xmm1/m64{sae} xmm1/m64 to one unsigned quadword integer zero- 
extended into r64 using truncation. 


NOTES: 
1. For this specific instruction, EVEX.W in non-64 bit is ignored; the instructions behaves as if the WO version is 
used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Fixed ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts with truncation a double-precision floating-point value in the source operand (the second operand) to an 
unsigned doubleword integer (or unsigned quadword integer if operand size is 64 bits) in the destination operand 
(the first operand). The source operand can be an XMM register or a 64-bit memory location. The destination 
operand is a general-purpose register. When the source operand is an XMM register, the double-precision floating- 
point value is contained in the low quadword of the register. 

When a conversion is inexact, a truncated (round toward zero) value is returned. If a converted result cannot be 
represented in the destination format, the floating-point invalid exception is raised, and if this exception is masked, 
the integer value 2“ - 1 is returned, where w represents the number of bits in the destination format. 


EVEX.W1 version: promotes the instruction to produce 64-bit data in 64-bit mode. 


Operation 


VCVTTSD2USI (EVEX encoded version) 

IF 64-Bit Mode and OperandSize = 64 
THEN DEST[63:0] := Convert_Double_Precision_Floating_Point_To_Ulnteger_Truncate(SRC[63:0}); 
ELSE DEST[31:0] := Convert_Double_Precision_Floating_Point_To_UInteger_Truncate(SRC[63:0)); 


Fl 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTTSD2USI unsigned int __mm_cvttsd_u32(__m1 28d); 

VCVTTSD2USI unsigned int __mm_cvtt_roundsd_u32(__m1282d, int sae); 
VCVTTSD2USI unsigned __int64_mm_cvttsd_u64(__m1 28d); 
VCVTTSD2USI unsigned __int64 __mm_cvtt_roundsd_u64(__m128d, int sae); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions”. 
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VCVTTSS2US!I—Convert with Truncation Scalar Single-Precision Floating-Point Value to 
Unsigned Integer 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.LLIG.F3.0F.WO 78 /r A VIN AVX512F Convert one single-precision floating-point value from 
VCVTTSS2USI r32, xmm1/m32{sae} xmm1/m32 to one unsigned doubleword integer in 
r32 using truncation. 
EVEX.LLIG.F3.0F.W1 78 /r A VINE." AVX512F Convert one single-precision floating-point value from 
VCVTTSS2USI r64, xmm1/m32{sae} xmm1/m32 to one unsigned quadword integer in r64 
using truncation. 


NOTES: 


1. For this specific instruction, EVEX.W in non-64 bit is ignored; the instructions behaves as if the WO version is 
used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Fixed ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts with truncation a single-precision floating-point value in the source operand (the second operand) to an 
unsigned doubleword integer (or unsigned quadword integer if operand size is 64 bits) in the destination operand 
(the first operand). The source operand can be an XMM register or a memory location. The destination operand is 
a general-purpose register. When the source operand is an XMM register, the single-precision floating-point value 
is contained in the low doubleword of the register. 

When a conversion is inexact, a truncated (round toward zero) value is returned. If a converted result cannot be 
represented in the destination format, the floating-point invalid exception is raised, and if this exception is masked, 
the integer value 2 - 1 is returned, where w represents the number of bits in the destination format. 

EVEX.W1 version: promotes the instruction to produce 64-bit data in 64-bit mode. 


Note: EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 


VCVTTSS2USI (EVEX encoded version) 
IF 64-bit Mode and OperandSize = 64 
THEN 
DEST[63:0] := Convert_Single_Precision_Floating_Point_To_UInteger_Truncate(SRC[3 1:0)); 
ELSE 
DEST[31:0] := Convert_Single_Precision_Floating_Point_To_UlInteger_Truncate(SRC[31:0)); 


Fl; 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTTSS2USI unsigned int __mm_cvttss_u32(__m128 a); 

VCVTTSS2USI unsigned int__mm_cvtt_roundss_u32(__m128 a, int sae); 
VCVTTSS2USI unsigned __int64__mm_cvttss_u64(__m128 a); 
VCVTTSS2USI unsigned __int64 _mm_cvtt_roundss_u64(__m128 a, int sae); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-48, “Type E3NF Class Exception Conditions”. 


5-74 Vol. 2C VCVTTSS2USI—Convert with Truncation Scalar Single-Precision Floating-Point Value to Unsigned Integer 


INSTRUCTION SET REFERENCE, V-Z 


VCVTUDQ2PD—Convert Packed Unsigned Doubleword Integers to Packed Double-Precision 


Floating-Point Values 


writemask k1. 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.F3.0F.W0 7A /r A VIV AVX512VL Convert two packed unsigned doubleword integers 
VCVTUDQ2PD xmm1 {k1}{Z}, AVX512F from ymm2/m64/m32bcst to packed double-precision 
xmm2/m64/m32bcst floating-point values in zmm1 with writemask k1. 
EVEX.256.F3.0F.W0 7A /r A VIV AVX512VL Convert four packed unsigned doubleword integers 
VCVTUDQ2PD ymm1 {k1}{Z}, AVX512F from xmm2/m128/m32bcst to packed double- 
xmme2/m128/m32bcst precision floating-point values in zmm1 with 

writemask k1. 

EVEX.512.F3.0F.W0 7A /r A VIV AVX512F Convert eight packed unsigned doubleword integers 
VCVTUDQ2PD zmm1 {k1}{z}, from ymm2/m256/m32bcst to eight packed double- 
ymm2/m256/m32bcst precision floating-point values in zmm1 with 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Half ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts packed unsigned doubleword integers in the source operand (second operand) to packed double-preci- 


sion floating-point values in the destination operand (first operand). 


The source operand is a YMM/XMM/XMM (low 64 bits) register, a 256/128/64-bit memory location or a 
256/128/64-bit vector broadcasted from a 32-bit memory location. The destination operand is a ZMM/YMM/XMM 


register conditionally updated with writemask k1. 
Attempt to encode this instruction with EVEX embedded rounding is ignored. 
Note: EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 


VCVTUDQ2PD (EVEX encoded versions) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 

i:=j* 64 

k:=j* 32 

IF k1[j] OR *no writemask* 

THEN DEST[i+63:i] := 
Convert_Ulnteger_To_Double_Precision_Floating_Point(SRC[k+31:k]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTUDQ2PD—Convert Packed Unsigned Doubleword Integers to Packed Double-Precision Floating-Point Values 


Vol. 2C 5-75 


INSTRUCTION SET REFERENCE, V-Z 


VCVTUDQ2PD (EVEX encoded versions) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
Convert_Ulnteger_To_Double_Precision_Floating_Point(SRC[31:0]) 
ELSE 
DEST[i+63:i] := 
Convert_Ulnteger_To_Double_Precision_Floating_Point(SRC[k+31:k]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTUDQ2PD 


m512d 


mm512_cvtepu32_pd(__m256i a); 


VCVTUDQ2PD 


m512d 


mm512_mask_cvtepu32_pd(__m512ds,__mmask8 k,___m256i a); 


VCVTUDQ2PD 


m512d 


mm512_maskz_cvtepu32_pd(__mmask8 k, __m256i a); 


VCVTUDQ2PD 


m256d 


VCVTUDQ2PD 


m256d 


mm256_cvtepu32_pd(__m128i a); 
mm256_mask_cvtepu32_pd(__m256ds,__ mmask8 k, __m128i a); 


VCVTUDQ2PD 


m256d 


mm256_maskz_cvtepu32_pd(__mmask8 k, __m128i a); 


VCVTUDQ2PD __| 


m128d 


_mm_cvtepu32_pd(__m128i a); 
VCVTUDQ2PD __m128d_mm_mask_cvtepu32_pd(__m128ds, 


mmask8 k, __m128i a); 


VCVTUDQ2PD __m128d _mm_maskz_cvtepu32_pd(__mmask8 k, 


m128i a); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


EVEX-encoded instructions, see Table 2-51, “Type E5 Class Exception Conditions”; additionally: 
If EVEX.vvvv != 1111B. 


#UD 


5-76 Vol. 2C 


VCVTUDQ2PD—Convert Packed Unsigned Doubleword Integers to Packed Double-Precision Floating-Point Values 


INSTRUCTION SET REFERENCE, V-Z 


VCVTUDQ2PS—Convert Packed Unsigned Doubleword Integers to Packed Single-Precision 


Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.F2.0F.W0 7A /r A VIV AVX512VL | Convert four packed unsigned doubleword integers from 
VCVTUDQ2PS xmm1 {k1}{Z}, AVX512F xmm2/m128/m32bcst to packed single-precision 
xmm2/m128/m32bcst floating-point values in xmm1 with writemask k1. 
EVEX.256.F2.0F.W0 7A /r A VIV AVX512VL | Convert eight packed unsigned doubleword integers 
VCVTUDQ2PS ymm1 {k1}{z}, AVX512F from ymm2/m256/m32bcst to packed single-precision 
ymm2/m256/m32bcst floating-point values in zmm1 with writemask k1. 
EVEX.512.F2.0F.W0 7A /r A VIV AVX512F Convert sixteen packed unsigned doubleword integers 
VCVTUDQ2PS zmm1 {k1}{2}, from zmm2/m512/m32bcst to sixteen packed single- 
zmm2/m512/m32bcst{er} precision floating-point values in zmm1 with writemask 

k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts packed unsigned doubleword integers in the source operand (second operand) to single-precision 
floating-point values in the destination operand (first operand). 
The source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 32-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally 


updated with writemask k1. 


Note: EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 


VCVTUDQ2PS (EVEX encoded version) when src operand is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


IF (VL = 512) AND (EVEX.b = 1) 


THEN 


SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 


ELSE 


SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 


FOR j := 0 TOKL-1 
i:=j* 32 


IF k1[j] OR *no writemask* 


THEN DEST[i+31:i] := 


Convert_Ulnteger_To_Single_Precision_Floating_Point(SRC[i+31:i]) 


ELSE 


IF *merging-masking* 
THEN *DEST{[i+31:i] remains unchanged* 
; zeroing-masking 


ELSE 


DEST[i+31:i] := 0 


Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VCVTUDQ2PS—Convert Packed Unsigned Doubleword Integers to Packed Single-Precision Floating-Point Values 


; merging-masking 


Vol. 2C 5-77 


INSTRUCTION SET REFERENCE, V-Z 


VCVTUDQ2PS (EVEX encoded version) when src operand is a memory source 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
Convert_Ulnteger_To_Single_Precision_Floating_Point(SRC[31:0]) 
ELSE 
DEST[i+31:i] := 
Convert_Ulnteger_To_Single_Precision_Floating_Point(SRC[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTUDQ2PS 
VCVTUDQ2PS 
VCVTUDQ2PS 
VCVTUDQ2PS 
VCVTUDQ2PS 
VCVTUDQ2PS 
VCVTUDQ2PS 
VCVTUDQ2PS 
VCVTUDQ2PS 
VCVTUDQ2PS 


m512 


mm512_cvtepu32_ps(__m512i a); 


m512 


mm512_mask_cvtepu32_ps(__m512s,__ mmask16k,___m512i a); 


m512 


mm512_maskz_cvtepu32_ps(__mmask16 k,__m512i a); 


m512 


mm512_cvt_roundepu32_ps(__m512ia, int r); 


m512 


mm512_mask_cvt_roundepu32_ps(__m512s,__ mmask16 k,___m512i a, intr); 


m512 


mm512_maskz_cvt_roundepu32_ps(__mmask16 k,___m512i a, int r); 


m256 


mm256_cvtepu32_ps(__m256i a); 


m256 


mm256_mask_cvtepu32_ps(__m256s,__ mmask8 k,___ m256i a); 


m256 


mm256_maskz_cvtepu32_ps(__mmask8 k, __m256i a); 


_m128 _| 


mm_cvtepu32_ps(__m128i a); 


VCVTUDQ2PS __m128 _mm_mask_cvtepu32_ps(__m128s,__mmask8 k, __m128i a); 
VCVTUDQ2PS __m128 _mm_maskz_cvtepu32_ps(_mmask8 k, __m128i a); 


SIMD Floating-Point Exceptions 


Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
If EVEX.vvvv != 1111B. 


#UD 
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VCVTUDQ2PS—Convert Packed Unsigned Doubleword Integers to Packed Single-Precision Floating-Point Values 


INSTRUCTION SET REFERENCE, V-Z 


VCVTUQQ2PD—Convert Packed Unsigned Quadword Integers to Packed Double-Precision 


Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support Flag 
EVEX.128.F3.0F.W1 7A /r A VIV AVX512VL Convert two packed unsigned quadword integers from 
VCVTUQQ2PD xmm1 {k1}{Z}, AVX512DQ xmm2/m128/m64bcst to two packed double-precision 
xmm2/m128/m64bcst floating-point values in xmm1 with writemask k1. 
EVEX.256.F3.0F.W1 7A /r A VIV AVX512VL Convert four packed unsigned quadword integers from 
VCVTUQQ2PD ymm1 {k1}{z}, AVX512DQ ymm2/m256/m64bcst to packed double-precision floating- 
ymm2/m256/m64bcst point values in ymm1 with writemask k1. 
EVEX.512.F3.0F.W1 7A /r A VV AVX512DQ Convert eight packed unsigned quadword integers from 
VCVTUQQ2PD zmm1 {k1}{z}, zmm2/m512/m64bcst to eight packed double-precision 
zmm2/m512/m64bcst{er} floating-point values in zmm1 with writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts packed unsigned quadword integers in the source operand (second operand) to packed double-precision 


floating-point values in the destination operand (first operand). 


The source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector 
broadcasted from a 64-bit memory location. The destination operand is a ZMM/YMM/XMM register conditionally 


updated with writemask k1. 
Note: EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 


VCVTUQQ2PD (EVEX encoded version) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL == 512) AND (EVEX.b == 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
Convert_UQuadInteger_To_Double_Precision_Floating_Point(SRC[i+63:i]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] :-= 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VCVTUQQ2PD—Convert Packed Unsigned Quadword Integers to Packed Double-Precision Floating-Point Values 


Vol.2C 5-79 


INSTRUCTION SET REFERENCE, V-Z 


VCVTUQQ2PD (EVEX encoded version) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) 
THEN 
DEST[i+63:i] := 
Convert_UQuadInteger_To_Double_Precision_Floating_Point(SRC[63:0]) 
ELSE 
DEST[i+63:i] := 
Convert_UQuadInteger_To_Double_Precision_Floating_Point(SRC[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTUQQ2PD __m512d_mm512_cvtepu64_ps(_m512i a); 
VCVTUQQ2PD __m512d_mm512_mask_cvtepu64_ps(__m512ds,__mmask8 k, __m512i a); 
VCVTUQQ2PD __m512d_mm512_maskz_cvtepu64_ps(___mmask8 k, __m512i a); 
VCVTUQQ2PD __m512d_mm512_cvt_roundepu64_ps(__m512i a, int r); 
VCVTUQQ2PD __m512d_mm512_mask_cvt_roundepu64_ps(__m512ds, 
VCVTUQQ2PD __m512d_mm512_maskz_cvt_roundepu64_ps(__mmask8 k, 
VCVTUQQ2PD __m256d __mm256_cvtepu64_ps(__m256i a); 
VCVTUQQ2PD __m256d __mm256_mask_cvtepu64_ps(__m256d s,__mmask8 k, __m256i a); 
VCVTUQQ2PD __m256d __mm256_maskz_cvtepu64_ps(___mmask8 k, __m256i a); 
VCVTUQQ2PD __m128d __mm_cvtepu64_ps(__m128i a); 
VCVTUQQ2PD __m128d _mm_mask_cvtepu64_ps(__m128d s, 
VCVTUQQ2PD __m128d _mm_maskz_cvtepu64_ps(__mmask8 k, 


mmask8 k,___m512i a, int r); 
m512i a, int r); 


mmask8 k, 
m128i a); 


m128i a); 


SIMD Floating-Point Exceptions 


Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 


5-80 Vol. 2C VCVTUQQ2PD—Convert Packed Unsigned Quadword Integers to Packed Double-Precision Floating-Point Values 


INSTRUCTION SET REFERENCE, V-Z 


VCVTUQQ2PS—Convert Packed Unsigned Quadword Integers to Packed Single-Precision 
Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.F2.0F.W1 7A /r A VIN AVX512VL Convert two packed unsigned quadword integers from 
VCVTUQQ2PS xmm1 {k1}{Z}, AVX512DQ_ | xmm2/m128/m64bcst to packed single-precision floating- 
xmm2/m128/m64bcst point values in zmm1 with writemask k1. 
EVEX.256.F2.0F.W1 7A /r A VIN AVX512VL Convert four packed unsigned quadword integers from 
VCVTUQQ2PS xmm1 {k1}{Z}, AVX512DQ_ =| ymm2/m256/m64bcst to packed single-precision floating- 
ymm2/m256/m64bcst point values in xmm1 with writemask k1. 
EVEX.512.F2.0F.W1 7A /r A VIN AVX512DQ_ | Convert eight packed unsigned quadword integers from 
VCVTUQQ2PS ymm1 {k1}{2Z}, zmm2/m512/m64bcst to eight packed single-precision 
zmm2/m512/m64bcst{er} floating-point values in zmm1 with writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts packed unsigned quadword integers in the source operand (second operand) to single-precision floating- 
point values in the destination operand (first operand). 


EVEX encoded versions: The source operand is a ZMM/YMM/XMM register or a 512/256/128-bit memory location. 
The destination operand is a YMM/XMM/XMM (low 64 bits) register conditionally updated with writemask k1. 


Note: EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Operation 


VCVTUQQ2PS (EVEX encoded version) when src operand is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 


FOR j := 0 TO KL-1 
i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST{[i+31:i] = 
Convert_UQuadInteger_To_Single_Precision_Floating_Point(SRC[k+63:k]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0 


VCVTUQQ2PS—Convert Packed Unsigned Quadword Integers to Packed Single-Precision Floating-Point Values Vol. 2C 5-81 


INSTRUCTION SET REFERENCE, V-Z 


VCVTUQQ2PS (EVEX encoded version) when src operand is a memory source 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
Convert_UQuadInteger_To_Single_Precision_Floating_Point(SRC[63:0]) 
ELSE 
DEST[i+31:i] := 
Convert_UQuadInteger_To_Single_Precision_Floating_Point(SRC[k+63:k]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTUQQ2PS __m256 __mm512_cvtepu64_ps(_m512i a); 

VCVTUQQ2PS __m256 __mm512_mask_cvtepu64_ps(__m256 s,__mmask8 k, __m512i a); 
VCVTUQQ2PS __m256 __mm512_maskz_cvtepu64_ps(__mmask8 k, __m512i a); 
VCVTUQQ2PS __m256 __mm512_cvt_roundepu64_ps(__m512ia, int r); 

VCVTUQQ2PS __m256 __mm512_mask_cvt_roundepu64_ps(__m256 s,___mmask8 k, __m512ia, int r); 
VCVTUQQ2PS __m256 __mm512_maskz_cvt_roundepu64_ps(__mmask8 k,___m512i a, int r); 
VCVTUQQ2PS __m128_mm256_cvtepu64_ps( __m256i a); 

VCVTUQQ2PS __m128 _mm256_mask_cvtepu64_ps(__m128s,__mmask8 k, __m256i a); 
VCVTUQQ2PS __m128 _mm256_maskz_cvtepu64_ps(__mmask8 k, __m256i a); 
VCVTUQQ2PS __m128 _mm_cvtepu64_ps(__m128i a); 

VCVTUQQ2PS __m128_mm_mask_cvtepu64_ps(__m128 s,__mmask8 k, __m128i a); 
VCVTUQQ2PS __m128 __mm_maskz_cvtepu64_ps(___mmask8 k, __m128i a); 


SIMD Floating-Point Exceptions 
Precision 


Other Exceptions 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VCVTUSI2SD—Convert Unsigned Integer to Scalar Double-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.LLIG.F2.0F.WO 7B /r A VIV AVX512F | Convert one unsigned doubleword integer from 
VCVTUSI2SD xmm1, xmm2, r/m32 r/m32 to one double-precision floating-point value in 
xmm1. 
EVEX.LLIG.F2.0F.W1 7B /r A VINE. AVX512F | Convert one unsigned quadword integer from r/m64 
VCVTUSI2SD xmm1, xmmc2, r/m64{er} to one double-precision floating-point value in xmm1. 
NOTES: 


1. For this specific instruction, EVEX.W in non-64 bit is ignored; the instructions behaves as if the WO version is 
used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Converts an unsigned doubleword integer (or unsigned quadword integer if operand size is 64 bits) in the second 
source operand to a double-precision floating-point value in the destination operand. The result is stored in the low 
quadword of the destination operand. When conversion is inexact, the value returned is rounded according to the 
rounding control bits in the MXCSR register. 


The second source operand can be a general-purpose register or a 32/64-bit memory location. The first source and 
destination operands are XMM registers. Bits (127:64) of the XMM register destination are copied from corre- 
sponding bits in the first source operand. Bits (MAXVL-1:128) of the destination register are zeroed. 


EVEX.W1 version: promotes the instruction to use 64-bit input value in 64-bit mode. 
EVEX.WO0 version: attempt to encode this instruction with EVEX embedded rounding is ignored. 


Operation 


VCVTUSI2SD (EVEX encoded version) 
IF (SRC2 *is register*) AND (EVEX.b = 1) 


THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 
Fl; 
IF 64-Bit Mode And OperandSize = 64 
THEN 
DEST[63:0] := Convert_Ulnteger_To_Double_Precision_Floating_Point(SRC2[63:0}); 
ELSE 
DEST[63:0] := Convert_UInteger_To_Double_Precision_Floating_Point(SRC2[31:0]); 
Fl; 


DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] = 0 


VCVTUSI2SD—Convert Unsigned Integer to Scalar Double-Precision Floating-Point Value Vol.2C 5-83 


INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 
VCVTUSI2SD ___m128d _mm_cvtu32_sd(__m128d s, unsigned a); 


VCVTUSI2SD ___m128d_mm_cvtu64_sd(__m128ds, unsigned __int64 a); 
VCVTUSI2SD __m128d_mm_cvt_roundu64_sd(__m128d ss, unsigned __int64 a, int r); 


SIMD Floating-Point Exceptions 
Precision 


Other Exceptions 


See Table 2-48, “Type E3NF Class Exception Conditions” if W1, else see Table 2-59, “Type ELONF Class Exception 
Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VCVTUSI2SS—Convert Unsigned Integer to Scalar Single-Precision Floating-Point Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 

EVEX.LLIG.F3.0F.WO 7B /r A VIV AVX512F | Convert one signed doubleword integer from r/m32 to 

VCVTUSI2SS xmm1, xmm2, r/m32{er} one single-precision floating-point value in xmm1. 

EVEX.LLIG.F3.0F.W1 7B /r A VINE. AVX512F | Convert one signed quadword integer from r/m64 to 

VCVTUSI2SS xmm1, xmm2, r/m64{er} one single-precision floating-point value in xmm1. 
NOTES: 


1. For this specific instruction, EVEX.W in non-64 bit is ignored; the instructions behaves as if the WO version is 
used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Converts a unsigned doubleword integer (or unsigned quadword integer if operand size is 64 bits) in the source 
operand (second operand) to a single-precision floating-point value in the destination operand (first operand). The 
source operand can be a general-purpose register or a memory location. The destination operand is an XMM 
register. The result is stored in the low doubleword of the destination operand. When a conversion is inexact, the 
value returned is rounded according to the rounding control bits in the MXCSR register or the embedded rounding 
control bits. 


The second source operand can be a general-purpose register or a 32/64-bit memory location. The first source and 
destination operands are XMM registers. Bits (127:32) of the XMM register destination are copied from corre- 
sponding bits in the first source operand. Bits (MAXVL-1:128) of the destination register are zeroed. 


EVEX.W1 version: promotes the instruction to use 64-bit input value in 64-bit mode. 


Operation 


VCVTUSI2SS (EVEX encoded version) 
IF (SRC2 *is register*) AND (EVEX.b = 1) 


THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 
Fl; 
IF 64-Bit Mode And OperandSize = 64 
THEN 
DEST[31:0] := Convert_Ulnteger_To_Single_Precision_Floating_Point(SRC[63:0)); 
ELSE 
DEST[31:0] := Convert_Ulnteger_To_Single_Precision_Floating_Point(SRC[31:0)); 
Fl; 


DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] = 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VCVTUSI2SS __m128_mm_cvtu32_ss(__m128 s, unsigned a); 

VCVTUSI2SS __m128_mm_cvt_roundu32_ss(__m128 s, unsigned a, int r); 
VCVTUSI2SS __m128_mm_cvtu64_ss(__m128s, unsigned __int64 a); 
VCVTUSI2SS __m128_mm_cvt_roundu64_ss(__m128s, unsigned __int64 a, int r); 
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INSTRUCTION SET REFERENCE, V-Z 


SIMD Floating-Point Exceptions 
Precision 


Other Exceptions 


See Table 2-48, “Type E3NF Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VDBPSADBW—Double Block Packed Sum-Absolute-Differences (SAD) on Unsigned Bytes 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F3A.WO 42 /r ib A VIV AVX512VL Compute packed SAD word results of unsigned bytes in 
VDBPSADBW xmm1 {k1}{z}, xmm2, AVX512BW | dword block from xmm_2 with unsigned bytes of dword 
xmm3/m128, imm8 blocks transformed from xmm3/m128 using the shuffle 


controls in imm8. Results are written to xmm1 under the 
writemask k1. 


EVEX.256.66.0F3A.WO 42 /r ib A VV AVX512VL Compute packed SAD word results of unsigned bytes in 
VDBPSADBW ymm1 {k1}{z}, ymm2, AVX512BW | dword block from ymm2 with unsigned bytes of dword 
ymm3/m256, imm8 blocks transformed from ymm3/m256 using the shuffle 


controls in imms. Results are written to ymm1 under the 
writemask k1. 


EVEX.512.66.0F3A.WO 42 /r ib A VIV AVX512BW_ | Compute packed SAD word results of unsigned bytes in 
VDBPSADBW zmm1 {k1}{z}, zmm2, dword block from zmm2 with unsigned bytes of dword 
zmm3/m51 2, imm8 blocks transformed from zmm3/m512 using the shuffle 


controls in imm8. Results are written to zmm1 under the 
writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8 
Description 


Compute packed SAD (sum of absolute differences) word results of unsigned bytes from two 32-bit dword 
elements. Packed SAD word results are calculated in multiples of qword superblocks, producing 4 SAD word results 
in each 64-bit superblock of the destination register. 


Within each super block of packed word results, the SAD results from two 32-bit dword elements are calculated as 
follows: 


¢ The lower two word results are calculated each from the SAD operation between a sliding dword element within 
a qword superblock from an intermediate vector with a stationary dword element in the corresponding qword 
superblock of the first source operand. The intermediate vector, see “Tmp1” in Figure 5-8, is constructed from 
the second source operand the imm8 byte as shuffle control to select dword elements within a 128-bit lane of 
the second source operand. The two sliding dword elements in a qword superblock of Tmpi are located at byte 
offset 0 and 1 within the superblock, respectively. The stationary dword element in the qword superblock from 
the first source operand is located at byte offset 0. 


¢ The next two word results are calculated each from the SAD operation between a sliding dword element within 
a qword superblock from the intermediate vector Tmp1 with a second stationary dword element in the corre- 
sponding qword superblock of the first source operand. The two sliding dword elements in a qword superblock 
of Tmpi are located at byte offset 2and 3 within the superblock, respectively. The stationary dword element in 
the qword superblock from the first source operand is located at byte offset 4. 


¢ The intermediate vector is constructed in 128-bits lanes. Within each 128-bit lane, each dword element of the 
intermediate vector is selected by a two-bit field within the imm8 byte on the corresponding 128-bits of the 
second source operand. The imm§8 byte serves as dword shuffle control within each 128-bit lanes of the inter- 
mediate vector and the second source operand, similarly to PSHUFD. 


The first source operand is a ZMM/YMM/XMM register. The second source operand is a ZMM/YMM/XMM register, or 
a 512/256/128-bit memory location. The destination operand is conditionally updated based on writemask k1 at 
16-bit word granularity. 
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127+128*n 95+128*n 63+128*n 31+128*n 128*n 
128-bit Lane of Src2 Dw3 Dw2 Dw1 DWO 
OOB: DWO 
01B: DW1 
imm8 shuffle control 10B: Dw2 
11B: DW3 
7 5 3 0 
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VDBPSADBW—Double Block Packed Sum-Absolute-Differences (SAD) on Unsigned Bytes 


Figure 5-8. 64-bit Super Block of SAD Operation in VDBPSADBW 


Operation 


VDBPSADBW (EVEX encoded versions) 

(KL, VL) = (8, 128), (16, 256), (32, 512) 

Selection of quadruplets: 

FOR! =0 to VL step 128 
TMP1[I+31:1] := select (SRC2[I+127: I], imm8[1:0]) 
TMP1[I+63: I+32] := select (SRC2[I+127: I], imm8[3:2]) 
TMP1[I+95: I+64] := select (SRC2[I+127: I], imm8[5:4]) 
TMP1[I+127: |+96] := select (SRC2[I+127: I], imm8[7:6]) 

END FOR 


SAD of quadruplets: 


FOR | =0 to VL step 64 
TMP_DEST[I+15:1] := ABS(SRC1[I+7: I] - TMP1[I+7: I]) + 
ABS(SRC1[I+15: 1+8]- TMP 1[I+15: 1+8]) + 
ABS(SRC1[I+23: 1+16]- TMP1[I+23: 1+16]) + 
ABS(SRC1[I+31: 1+24]- TMP1[I+31: 1+24]) 


TMP_DEST[I+31: I+16] := ABS(SRC1[I+7: 1] - TMP1[I+15: I+8]) + 
ABS(SRC1[I+15: 1+8]- TMP1[I+23: 1+16]) + 
ABS(SRC1[I+23: 1+16]- TMP1[I+31: 1+24]) + 
ABS(SRC1[I+31: 1+24]- TMP1[I+39: I1+32]) 

TMP_DEST[I+47: I+32] := ABS(SRC1[I+39: +32] - TMP1[I+23: 1+16]) + 
ABS(SRC1[I+47: 1+40]- TMP1[I+31: 1+24]) + 
ABS(SRC1[I+55: 1+48]- TMP1[I+39: 1+32]) + 
ABS(SRC1[I+63: 1+56]- TMP 1[I+47: 1+ 40]) 


TMP_DEST[I+63: I+48] := ABS(SRC1[I+39: +32] - TMP1[I+31: 1+24]) + 
ABS(SRC1[I+47: 1+40] - TMP1[I+39: 1+32]) + 
ABS(SRC1[I+55: 1+48] - TMP1[I+47: 1+40]) + 
ABS(SRC1[I+63: 1+56] - TMP1[I+55: 1+48]) 
ENDFOR 


FOR j := OTOKL-1 
i= j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = TMP_DEST[i+15:i] 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+15:i] = O 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VDBPSADBW 
VDBPSADBW 
VDBPSADBW 
VDBPSADBW 
VDBPSADBW 
VDBPSADBW 
VDBPSADBW 
VDBPSADBW 
VDBPSADBW 


SIMD Floating-Point Exceptions 


None 


m512i 


mm512 


m512ia,__m512ib int immé8); 


m512i 


mm512 


mask_dbsad_epu8(__m512is, 


mmask32 m,__m512i a,__m512i b int imm8); 


m512i 


mm512 


maskz_dbsad_epu8(__mmask32 m,___m512i a,__m512i b int immé8); 


m256i 


mm256 


m256i a, 


m256i 


mm256 


mask_dbsad_epu8(__m256i s, 


m256i b int imm8); 
mmask16 m, __m256i a,__m256i b int imm8); 


m256i 


mm256 


maskz_dbsad_epu8(__mmask16 m, __m256i a,___m256i b int imm8); 


m1 28i 


mm_dbsad_epu8( 


m128i a, 


m128i 


mm_mask_dbsad_epu8( 


m1 28i b int immés); 
m128i s,__mmask8 m, 


m128i a,__m128i b int imm8); 


m128i 


mm_maskz_dbsad_epu8(__mmask8 m, 


m128i a,__m128i b int imm8); 


Other Exceptions 


See Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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VDPBF16PS—Dot Product of BF16 Pairs Accumulated into Packed Single Precision 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
EVEX.128.F3.0F38.W0 52 /r A VN AVX512VL Multiply BF16 pairs from xmme2 and 
VDPBF16PS xmm1{k1}{z}, xmm_2, AVX512_BF16 xmm3/m128, and accumulate the resulting 
xmm3/m128/m32bcst packed single precision results in xmm1 with 
writemask k1. 
EVEX.256.F3.0F38.W0 52 /r A VIN AVX512VL Multiply BF16 pairs from ymm2 and 
VDPBF16PS ymm1{k1}{z}, ymm2, AVX512_BF16 ymm3/m256, and accumulate the resulting 
ymm3/m256/m32bcst packed single precision results in ymm1 with 
writemask k1. 
EVEX.512.F3.0F38.W0 52 /r A VIV AVX512F Multiply BF16 pairs from zmm2 and 
VDPBF16PS zmm1{k1}{z}, zmm2, AVX512_BF16 zmm3/m512, and accumulate the resulting 
zmm3/m512/m32bcst packed single precision results in zmm1 with 
writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction performs a SIMD dot-product of two BF16 pairs and accumulates into a packed single precision 


register. 


“Round to nearest even” rounding mode is used when doing each accumulation of the FMA. Output denormals are 
always flushed to zero and input denormals are always treated as zero. MXCSR is not consulted nor updated. 


NaN propagation priorities are described in Table 5-1. 


Table 5-1. NaN Propagation Priorities 


NaN Priority | Description Comments 
1 src1 low is NaN . 
Lower part has priority over upper part, i.e., it overrides the upper part. 

2 src2 low is NaN 

3 src1 high is NaN 

— Upper part may be overridden if lower has NaN. 
4 src2 high is NaN 
5 srcdest is NaN Dest is propagated if no NaN is encountered by srcz. 
Operation 


Define make_fp32(x): 
// The x parameter is bfloat16. Pack it in to upper 16b of a dword. The bit pattern is a legal fp32 value. Return that bit pattern. 


dword := 0 


dword[31:16] := x 


RETURN dword 
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INSTRUCTION SET REFERENCE, V-Z 


VDPBF16PS srcdest, src1, src2 
VL = (128, 256, 512) 
KL = VL/32 


origdest := srcdest 
FOR i:= 0 to KL-1: 
IF k1[ i] or *no writemask*: 


IF src2 is memory and evex.b == 1: 


t:= src2.dword[0] 
ELSE: 
= src2.dword[ i ] 


// FP32 FMA with daz in, ftz out and RNE rounding. MXCSR neither consulted nor updated. 


srcdest.fp32[ i ] += make_fp32(src1.bfloat16[2*i+1]) * make_fp32(t.bfloat[1]) 
srcdest.fp32[ i ] += make_fp32(src1.bfloat16[2*i+0]) * make_fp32(t.bfloat[0]) 


ELSE IF *zeroing*: 
srcdest.dword[ i ]:= 0 


ELSE: // merge masking, dest element unchanged 
srcdest.dword[ i ] := origdest.dword[ i ] 


srcdest[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
VDPBF16PS __m128 __mm_dpbf16_ps( 


VDPBF16PS __m128_mm_mask_dpbf16_ps( 


VDPBF16PS __m128_mm_maskz_dpbf16_ps( 


VDPBF16PS __m256 __mm256_dpbf16_ps( 


VDPBF16PS __m256 __mm256_mask_dpbf16_ps( 


m128bh, __m128bh); 
mmask8, 
mmask8, _m128,___m128bh, ___m128bh); 
m256bh, __m256bh); 


m128bh, __m128bh); 


mmask8, __m256bh, __m256bh); 


VDPBF16PS __m256 __mm256_maskz_dpbf16_ps( 


mmask8, __m256, 


VDPBF16PS __m512 _mm512_dpbf16_ps( 


VDPBF16PS __m512_mm512_mask_dpbf16_ps( 


m256bh, __m256bh); 
m512bh,___m512bh); 
mmask16,__.m512bh,___m512bh); 


VDPBF16PS __m512_mm512_maskz_dpbf16_ps( 


mmask16, 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 


m512,__m512bh, __m512bh); 


See Table 2-49, “Type E4 Class Exception Conditions”. 
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VEXPANDPD—Load Sparse Packed Double-Precision Floating-Point Values from Dense Memory 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.W1 88 /r A VIV AVX512VL | Expand packed double-precision floating-point values 
VEXPANDPD xmm1 {k1}{Z}, AVX512F from xmm2/m128 to xmm1 using writemask k1. 
xmm2/m128 
EVEX.256.66.0F38.W1 88 /r A VIV AVX512VL | Expand packed double-precision floating-point values 
VEXPANDPD ymm1 {k1}{z}, ymm2/m256 AVX512F from ymm2/m256 to ymm1 using writemask k1. 
EVEX.512.66.0F38.W1 88 /r A VIV AVX512F Expand packed double-precision floating-point values 
VEXPANDPD zmm1 {k1}{z}, zmm2/m512 from zmm2/m512 to zmm1 using writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Expand (load) up to 8/4/2, contiguous, double-precision floating-point values of the input vector in the source 
operand (the second operand) to sparse elements in the destination operand (the first operand) selected by the 
writemask k1. 

The destination operand is a ZMM/YMM/XMM register, the source operand can be a ZMM/YMM/XMM register or a 
512/256/128-bit memory location. 

The input vector starts from the lowest element in the source operand. The writemask register k1 selects the desti- 
nation elements (a partial vector or sparse elements if less than 8 elements) to be replaced by the ascending 
elements in the input vector. Destination elements not selected by the writemask ki are either unmodified or 
zeroed, depending on EVEX.z. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Note that the compressed displacement assumes a pre-scaling (N) corresponding to the size of one single element 
instead of the size of the full vector. 


Operation 


VEXPANDPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
k:=0 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
DEST[i+63:i] := SRC[k+63:k]; 
k:=k+64 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VEXPANDPD 
VEXPANDPD 
VEXPANDPD 
VEXPANDPD 
VEXPANDPD 
VEXPANDPD 
VEXPANDPD 
VEXPANDPD 
VEXPANDPD 
VEXPANDPD 
VEXPANDPD 
VEXPANDPD 


m512d 


mm512_mask_expand_pd(__m512ds,__ mmask8 k,__m512d a); 


m512d 


mm512_maskz_expand_pd(__mmask8 k,___m512d a); 


m512d 


mm512_mask_expandloadu_pd(__m512ds, __mmask8 k, void * a); 


m512d 


mm512_maskz_expandloadu_pd(__mmask8 k, void * a); 


m256d 


mm256_mask_expand_pd(__m256ds,__ mmask8 k,___ m256d a); 


m256d 


mm256_maskz_expand_pd(__mmask8 k, __m256d a); 


m256d 


mm256_mask_expandloadu_pd(_m256d s,___ mmask8 k, void * a); 


m256d 


mm256_maskz_expandloadu_pd(__mmask8 k, void * a); 


m128d 


mm_mask_expand_pd(__m128ds,__ mmask8 k,___m128d a); 


m128d 


mm_maskz_expand_pd(__mmask8 k, __m128d a); 


m128d 


m128d 


mm_mask_expandloadu_pd(__m128d s,___mmask8 k, void * a); 
mm_maskz_expandloadu_pd(__ mmask8 k, void * a); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


See Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”; additionally: 


#UD 


5-94 Vol. 2C 


If EVEX.vvvv != 1111B. 


VEXPANDPD—Load Sparse Packed Double-Precision Floating-Point Values from Dense Memory 
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VEXPANDPS—Load Sparse Packed Single-Precision Floating-Point Values from Dense Memory 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.W0 88 /r A VV AVX512VL | Expand packed single-precision floating-point values 
VEXPANDPS xmm1 {k1}{z}, xmm2/m128 AVX512F from xmm2/m128 to xmm1 using writemask k1. 
EVEX.256.66.0F38.W0 88 /r A VV AVX512VL | Expand packed single-precision floating-point values 
VEXPANDPS ymm1 {k1}{z}, ynm2/m256 AVX512F from ymm2/m256 to ymm1 using writemask k1. 
EVEX.512.66.0F38.W0 88 /r A VV AVX512F Expand packed single-precision floating-point values 
VEXPANDPS zmm1 {k1}{z}, zmm2/m512 from zmm2/m512 to zmm1 using writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Expand (load) up to 16/8/4, contiguous, single-precision floating-point values of the input vector in the source 
operand (the second operand) to sparse elements of the destination operand (the first operand) selected by the 


writemask k1. 


The destination operand is a ZMM/YMM/XMM register, the source operand can be a ZMM/YMM/XMM register or a 


512/256/128-bit memory location. 


The input vector starts from the lowest element in the source operand. The writemask k1 selects the destination 
elements (a partial vector or sparse elements if less than 16 elements) to be replaced by the ascending elements 
in the input vector. Destination elements not selected by the writemask ki are either unmodified or zeroed, 


depending on EVEX.z. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
Note that the compressed displacement assumes a pre-scaling (N) corresponding to the size of one single element 


instead of the size of the full vector. 


Operation 


VEXPANDPS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
k:=0 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
DEST[i+31:i] = SRC[k+31:k]; 
k:=k+32 
ELSE 
IF *merging-masking* 


ELSE 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
; zeroing-masking 
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Intel C/C++ Compiler Intrinsic Equivalent 


VEXPANDPS __m512 __mm512_mask_expand_ps(__m512s,__ mmask16 k,__m512 a); 
VEXPANDPS __m512_mm512_maskz_expand_ps(__mmask16 k,___m512 a); 
VEXPANDPS __m512 _mm512_mask_expandloadu_ps(__m512 s,___ mmask16 k, void * a); 
VEXPANDPS __m512 _mm512_maskz_expandloadu_ps(___mmask16 k, void * a); 
VEXPANDPD __m256 _mm256_mask_expand_ps(__m256s,__ mmask8 k,___m256 a); 
VEXPANDPD __m256 _mm256_maskz_expand_ps(__mmask8 k,___m256 a); 
VEXPANDPD __m256 _mm256_mask_expandloadu_ps(__m256 s,___ mmask8 kK, void * a); 
VEXPANDPD __m256 _mm256_maskz_expandloadu_ps(__mmask8 Kk, void * a); 
VEXPANDPD __m128 _mm_mask_expand_ps(__m128s,__ mmask8 k,___m128 a); 
VEXPANDPD __m128 _mm_maskz_expand_ps(__mmask8 k,___m128 a); 

VEXPANDPD __m128 _mm_mask_expandloadu_ps(__m128 s,___mmask8 kK, void * a); 
VEXPANDPD __m128 _mm_maskz_expandloadu_ps( ___mmask8 k, void * a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


See Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 00 /4 VERR r/m16 M Valid Valid Set ZF=1 if segment specified with r/m76 can 
be read. 
OF 00/5 VERW r/m16 M Valid Valid Set ZF=1 if segment specified with r/m16 can 
be written. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Verifies whether the code or data segment specified with the source operand is readable (VERR) or writable 
(VERW) from the current privilege level (CPL). The source operand is a 16-bit register or a memory location that 
contains the segment selector for the segment to be verified. If the segment is accessible and readable (VERR) or 
writable (VERW), the ZF flag is set; otherwise, the ZF flag is cleared. Code segments are never verified as writable. 
This check cannot be performed on system segments. 


To set the ZF flag, the following conditions must be met: 


¢ The segment selector is not NULL. 


° The selector must denote a descriptor within the bounds of the descriptor table (GDT or LDT). 


¢ The selector must denote the descriptor of a code or data segment (not that of a system segment or gate). 


¢ For the VERR instruction, the segment must be readable. 


¢ For the VERW instruction, the segment must be a writable data segment. 


e If the segment is not a conforming code segment, the segment’s DPL must be greater than or equal to (have 
less or the same privilege as) both the CPL and the segment selector's RPL. 


The validation performed is the same as is performed when a segment selector is loaded into the DS, ES, FS, or GS 
register, and the indicated access (read or write) is performed. The segment selector's value cannot result in a 
protection exception, enabling the software to anticipate possible segment access problems. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. The operand size is fixed at 16 bits. 


Operation 
IF SRC(Offset) > (GDTR(Limit) or (LDTR(Limit)) 


THEN ZF := 0; Fl; 


Read segment descriptor; 


IF SegmentDescriptor(DescriptorT ype) = O (* System segment *) 
or (SegmentDescriptor(Type) # conforming code segment) 
and (CPL > DPL) or (RPL > DPL) 


THEN 


ELSE 


IF (Instruction = VERR) and (Segment readable)) 
or ((Instruction = VERW) and (Segment writable)) 


Fl; 
Fl; 


VERR/VERW—Verify a Segment for Reading or Writing 


THEN 
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Flags Affected 
The ZF flag is set to 1 if the segment is accessible and readable (VERR) or writable (VERW); otherwise, it is set to 0. 


Protected Mode Exceptions 
The only exceptions generated for these instructions are those related to illegal addressing of the source operand. 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD The VERR and VERW instructions are not recognized in real-address mode. 
If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#UD The VERR and VERW instructions are not recognized in virtual-8086 mode. 
If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used. 
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VEXTRACTF128/VEXTRACTF32x4/VEXTRACTF64x2/VEXTRACTF32x8/VEXTRACTF64x4—Extr 
act Packed Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
VEX.256.66.0F3A.WO 19 /r ib A VIV AVX Extract 128 bits of packed floating-point values 
VEXTRACTF128 xmm1/m128, ymm2, from ymm2 and store results in xmm1/m128. 
imm8 
EVEX.256.66.0F3A.WO 19 /r ib C VIV AVX512VL | Extract 128 bits of packed single-precision floating- 
VEXTRACTF32X4 xmm1/m1 28 {k1}{z}, AVX512F point values from ymm2 and store results in 
ymm_2, imm8 xmm1/m128 subject to writemask k1. 
EVEX.512.66.0F3A.WO 19 /r ib C VIV AVX512F Extract 128 bits of packed single-precision floating- 
VEXTRACTF32x4 xmm1/m1 28 {k1}{z}, point values from zmm2 and store results in 
zmm2, imm8 xmm1/m128 subject to writemask k1. 
EVEX.256.66.0F3A.W1 19 /r ib B VIV AVX512VL | Extract 128 bits of packed double-precision 
VEXTRACTF64X2 xmm1/m128 {k1}{2}, AVX512DQ | floating-point values from ymme2 and store results 
ymm_2, imm8 in xmm1/m128 subject to writemask k1. 
EVEX.512.66.0F3A.W1 19 /r ib B VV AVX512DQ | Extract 128 bits of packed double-precision 
VEXTRACTF64X2 xmm1/m128 {k1}{z}, floating-point values from zmm2 and store results 
zmm2, imm8 in xmm1/m128 subject to writemask k1. 
EVEX.512.66.0F3A.WO 1B /r ib D VIN AVX512DQ | Extract 256 bits of packed single-precision floating- 
VEXTRACTF32X8 ymm1/m256 {k1}{Z}, point values from zmm2 and store results in 
zmm2, imm8 ymm1/m256 subject to writemask k1. 
EVEX.512.66.0F3A.W1 1B /r ib C VIV AVX512F Extract 256 bits of packed double-precision 
VEXTRACTF64x4 ymm1/m256 {k1}{z}, floating-point values from zmm2 and store results 
zmme2, imm8 in ymm1/m256 subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (w) ModRM:reg (r) Imm8s NA 
B Tuple2 ModRM:r/m (w) ModRM:reg (r) Imm8s NA 
C Tuple4 ModRM:r/m (w) ModRM:reg (r) Imm8s NA 
D Tuple8 ModRM:r/m (w) ModRM:reg (r) Imm8s NA 
Description 


VEXTRACTF128/VEXTRACTF32x4 and VEXTRACTF64x2 extract 128-bits of single-precision floating-point values 
from the source operand (the second operand) and store to the low 128-bit of the destination operand (the first 
operand). The 128-bit data extraction occurs at an 128-bit granular offset specified by imm8[0] (256-bit) or 
imm8[1:0] as the multiply factor. The destination may be either a vector register or an 128-bit memory location. 
VEXTRACTF32x4: The low 128-bit of the destination operand is updated at 32-bit granularity according to the 
writemask. 


VEXTRACTF32x8 and VEXTRACTF64x4 extract 256-bits of double-precision floating-point values from the source 
operand (second operand) and store to the low 256-bit of the destination operand (the first operand). The 256-bit 
data extraction occurs at an 256-bit granular offset specified by imm8[0] (256-bit) or imm8[0] as the multiply 
factor The destination may be either a vector register or a 256-bit memory location. 


VEXTRACTF64x4: The low 256-bit of the destination operand is updated at 64-bit granularity according to the 
writemask. 


VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 
The high 6 bits of the immediate are ignored. 


If VEXTRACTF128 is encoded with VEX.L= 0, an attempt to execute the instruction encoded with VEX.L= 0 will 
cause an #UD exception. 
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Operation 


VEXTRACTF32x4 (EVEX encoded versions) when destination is a register 
VL = 256,512 
IF VL = 256 
CASE (imm8[0]) OF 
0: TMP_DEST[127:0] := SRC1[127:0] 
1: TMP_DEST[127:0] := SRC1[255:128] 
ESAC. 
Fl; 
IF VL=512 
CASE (imm8[1:0]) OF 
00: TMP_DEST[127:0] := SRC1[127:0] 
01: TMP_DEST[127:0] := SRC1[255:128] 
10: TMP_DEST[127:0] := SRC1[383:256] 
11: TMP_DEST[127:0] := SRC1[511:384] 
ESAC. 
Fl; 
FOR j :=O0TO3 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:128] := 0 


VEXTRACTF32x4 (EVEX encoded versions) when destination is memory 
VL = 256,512 
IF VL = 256 
CASE (imm8[0]) OF 
0: TMP_DEST[127:0] := SRC1[127:0] 
1: TMP_DEST[127:0] := SRC1[255:128] 
ESAC. 
Fl; 
IF VL=512 
CASE (imm8[1:0]) OF 
00: TMP_DEST[127:0] := SRC1[127:0] 
01: TMP_DEST[127:0] := SRC1[255:128] 
10: TMP_DEST[127:0] := SRC1[383:256] 
11: TMP_DEST[127:0] := SRC1[511:384] 
ESAC. 
Fl; 


FOR j :=0TO3 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST{[i+31:i] := TMP_DEST[i+31:i] 
ELSE *DEST[i+31:i] remains unchanged* ; Merging-masking 
Fl; 
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ENDFOR 


VEXTRACTF64x2 (EVEX encoded versions) when destination is a register 
VL = 256,512 
IF VL = 256 
CASE (imm8[0]) OF 
0: TMP_DEST[127:0] := SRC1[127:0] 
1: TMP_DEST[1 27:0] := SRC1[255:128] 
ESAC. 
Fl; 
IF VL=512 
CASE (imm8[1:0]) OF 
00: TMP_DEST[1 27:0] := SRC1[127:0] 
01: TMP_DEST[127:0] := SRC1[255:128] 
10: TMP_DEST[1 27:0] := SRC1[383:256] 
11: TMP_DEST[1 27:0] := SRC1[511:384] 
ESAC. 
Fl; 


FOR j:=OTO1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:128] := 0 


VEXTRACTF64x2 (EVEX encoded versions) when destination is memory 
VL = 256, 512 
IF VL = 256 
CASE (imm8[0]) OF 
0: TMP_DEST[127:0] := SRC1[127:0] 
1: TMP_DEST[1 27:0] := SRC1[255:128] 
ESAC. 
Fl; 
IF VL=512 
CASE (imm8[1:0]) OF 
00: TMP_DEST[1 27:0] := SRC1[127:0] 
01: TMP_DEST[127:0] := SRC1[255:128] 
10: TMP_DEST[1 27:0] := SRC1[383:256] 
11: TMP_DEST[1 27:0] := SRC1[511:384] 
ESAC. 
Fl; 


FOR j :=0TO1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
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ELSE *DEST[i+63:i] remains unchanged* ; Merging-masking 
Fl; 
ENDFOR 


VEXTRACTF32x8 (EVEX.U1.512 encoded version) when destination is a register 
VL=512 
CASE (imm8[0]) OF 
0: TMP_DEST[255:0] := SRC1[255:0] 
1: TMP_DEST[255:0] := SRC1[511:256] 
ESAC. 


FOR j :=OTO7 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:256] := 0 


VEXTRACTF32x8 (EVEX.U1.512 encoded version) when destination is memory 
CASE (imm8[0]) OF 

0: TMP_DEST[255:0] := SRC1[255:0] 

1: TMP_DEST[255:0] := SRC1[511:256] 
ESAC. 


FOR j :=OTO7 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 
ELSE *DEST[i+31:i] remains unchanged* ; mMerging-masking 
Fl; 
ENDFOR 


VEXTRACTF64x4 (EVEX.512 encoded version) when destination is a register 
VL=512 
CASE (imm8[0]) OF 
0: TMP_DEST[255:0] := SRC1[255:0] 
1: TMP_DEST[255:0] := SRC1[511:256] 
ESAC. 


FOR j:=0T03 
i:=j*64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
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DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:256] := 0 


VEXTRACTF64x4 (EVEX.512 encoded version) when destination is memory 


CASE (imm8[0]) OF 
0: TMP_DEST[255:0] := SRC1[255:0] 
1: TMP_DEST[255:0] := SRC1[511:256] 
ESAC. 


FOR j:=OTO3 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE ; merging-masking 
*DEST[i+63:i] remains unchanged* 
Fl; 
ENDFOR 


VEXTRACTF128 (memory destination form) 
CASE (imm8[0]) OF 

0: DEST[127:0] := SRC1[127:0] 

1: DEST[127:0] := SRC1[255:128] 
ESAC. 


VEXTRACTF1 28 (register destination form) 
CASE (imm8[0]) OF 
0: DEST[127:0] := SRC1[127:0] 
1: DEST[127:0] := SRC1[255:128] 
ESAC. 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VEXTRACTF32x4___m128_mm512_extractf32x4_ps(__m512 a, const int nidx); 
VEXTRACTF32x4___m128_mm512_mask_extractf32x4_ps(__m128 s,___ mmask8 k, 
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m512 a, const int nidx); 


VEXTRACTF32x4___m128_mm512_maskz_extractf32x4_ps(__mmask8 k,__m512 a, const int nidx); 


VEXTRACTF32x4 ___m128_mm256_extractf32x4_ps(__m256 a, const int nidx); 


VEXTRACTF32x4___m128_mm256_mask_extractf32x4_ps(__m128 s,___ mmask8 k,___m256 a, const int nidx); 
VEXTRACTF32x4___m128_mm256_maskz_extractf32x4_ps(__mmask8 k,__m256 a, const int nidx); 


VEXTRACTF32x8 __m256_mm512_extractf32x8_ps(__m512 a, const int nidx); 
VEXTRACTF32x8 __m256 __mm512_mask_extractf32x8_ps(__m256 s,___ mmask8 k, 


m512 a, const int nidx); 


VEXTRACTF32x8 __m256 _mm512_maskz_extractf32x8_ps(__mmask8 k,__m512 a, const int nidx); 


VEXTRACTF64x2 __m128d_mm512_extractf64x2_pd(__m512d a, const int nidx); 


VEXTRACTF64x2 
VEXTRACTF64x2 
VEXTRACTF64x2 
VEXTRACTF64x2 
VEXTRACTF64x2 
VEXTRACTF64x4 
VEXTRACTF64x4 
VEXTRACTF64x4 


m128d 


mm512 


mask_extractf64x2_pd(__m128ds,__ mmask8 k,__m512d a, const int nidx); 


m128d 


mm512 


maskz_extractf64x2_pd(__mmask8 k,___m512d a, const int nidx); 


m128d 


mm256 


extractf64x2_pd(__m256d a, const int nidx); 


m128d 


mm256 


mask_extractf64x2_pd(__m128ds,__ mmask8 k,___m256d a, const int nidx); 


m128d 


mm256 


maskz_extractf64x2_pd(__mmask8 k, __m256d a, const int nidx); 


m256d 


mm512 


extractf64x4_pd(__m512d a, const int nidx); 


m256d 


mm512 


m256d 


mm512 


mask_extractf64x4_pd(__m256ds,__ mmask8 k,__m512d a, const int nidx); 
maskz_extractf64x4_pd(__mmask8 k,___m512d a, const int nidx); 


VEXTRACTF128 ___m128 _mm256_extractf128_ps (__m256 a, int offset); 
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VEXTRACTF128 ___m128d_mm256_extractf128_pd (__m256d a, int offset); 
VEXTRACTF128 __m128i_mm256_extractf128_si256(__m256i a, int offset); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
VEX-encoded instructions, see Table 2-23, “Type 6 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-54, “Type E6NF Class Exception Conditions”. 


Additionally: 
#UD IF VEX.L = 0. 
#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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VEXTRACTI1 28/VEXTRACTI32x4/VEXTRACTI64x2/VEXTRACTI32x8/VEXTRACTI64x4—Extract 


packed Integer Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
VEX.256.66.0F3A.WO 39 /r ib A VV AVX2 Extract 128 bits of integer data from ymm2 and 
VEXTRACTI128 xmm1/m128, ymm2, store results in xmm1/m1 28. 
imm8 
EVEX.256.66.0F3A.WO 39 /r ib C VV AVX512VL_ | Extract 128 bits of double-word integer values 
VEXTRACTI3Z2X4 xmm1/m128 {k1}{Z}, AVX512F from ymmz and store results in xmm1/m128 
ymm_2, imm8 subject to writemask k1. 
EVEX.512.66.0F3A.WO 39 /r ib C VV AVX512F Extract 128 bits of double-word integer values 
VEXTRACTI32x4 xmm1/m1 28 {k1}{z}, from zmm2 and store results in xmm1/m128 
zmm2, imm8 subject to writemask k1. 
EVEX.256.66.0F3A.W1 39 /r ib B VV AVX512VL_ | Extract 128 bits of quad-word integer values from 
VEXTRACTI64X2 xmm1/m128 {k1}{2}, AVX512DQ | ymm2 and store results in xmm1/m128 subject to 
ymm_2, imm8 writemask k1. 
EVEX.512.66.0F3A.W1 39 /r ib B VN AVX512DQ_ | Extract 128 bits of quad-word integer values from 
VEXTRACTI64X2 xmm1/m128 {k1}{z}, zmme2 and store results in xmm1/m128 subject to 
zmm_2, imm8 writemask k1. 
EVEX.512.66.0F3A.WO 3B /r ib D VV AVX512DQ_ | Extract 256 bits of double-word integer values 
VEXTRACTI3Z2X8 ymm1/m256 {k1}{z}, from zmm2 and store results in ymm1/m256 
zmm2, imm8 subject to writemask k1. 
EVEX.512.66.0F3A.W1 3B /r ib C VV AVX512F Extract 256 bits of quad-word integer values from 
VEXTRACTI64x4 ymm1/m256 {k1}{zZ}, zmmez and store results in ymm1/m256 subject to 
zmm_2, imm8 writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:r/m (w) ModRM:reg (r) Imm8s NA 
B Tuple2 ModRM:r/m (w) ModRM:reg (r) Imm8 NA 
C Tuple4 ModRM:r/m (w) ModRM:reg (r) Imm8s NA 
D Tuple8 ModRM:r/m (w) ModRM:reg (r) Imm8 NA 
Description 


VEXTRACTI128/VEXTRACTI32x4 and VEXTRACTI64x2 extract 128-bits of doubleword integer values from the 
source operand (the second operand) and store to the low 128-bit of the destination operand (the first operand). 
The 128-bit data extraction occurs at an 128-bit granular offset specified by imm8[0] (256-bit) or imm8[1:0] as 
the multiply factor. The destination may be either a vector register or an 128-bit memory location. 


VEXTRACTI32x4: The low 128-bit of the destination operand is updated at 32-bit granularity according to the 


writemask. 


VEXTRACTI64x2: The low 128-bit of the destination operand is updated at 64-bit granularity according to the 


writemask. 


VEXTRACTI32x8 and VEXTRACTI64x4 extract 256-bits of quadword integer values from the source operand (the 
second operand) and store to the low 256-bit of the destination operand (the first operand). The 256-bit data 
extraction occurs at an 256-bit granular offset specified by imm8[0] (256-bit) or imm8[0] as the multiply factor 
The destination may be either a vector register or a 256-bit memory location. 


VEXTRACTI32x8: The low 256-bit of the destination operand is updated at 32-bit granularity according to the 


writemask. 
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VEXTRACTI64x4: The low 256-bit of the destination operand is updated at 64-bit granularity according to the 
writemask. 


VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 
The high 7 bits (6 bits in EVEX.512) of the immediate are ignored. 


If VEXTRACTI128 is encoded with VEX.L= 0, an attempt to execute the instruction encoded with VEX.L= 0 will 
cause an #UD exception. 


Operation 


VEXTRACTI32x4 (EVEX encoded versions) when destination is a register 
VL = 256,512 
IF VL = 256 
CASE (imm8[0]) OF 
0: TMP_DEST[127:0] := SRC1[127:0] 
1: TMP_DEST[127:0] := SRC1[255:128] 
ESAC. 
Fl; 
IF VL=512 
CASE (imm8[1:0]) OF 
00: TMP_DEST[1 27:0] := SRC1[127:0] 
01: TMP_DEST[127:0] := SRC1[255:128] 
10: TMP_DEST[127:0] := SRC1[383:256] 
11: TMP_DEST[127:0] := SRC1[511:384] 
ESAC. 
Fl; 
FOR j :=0 TO 3 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:128] := 0 


VEXTRACTI32x4 (EVEX encoded versions) when destination is memory 
VL = 256,512 
IF VL = 256 
CASE (imm8[0]) OF 
0: TMP_DEST[127:0] := SRC1[127:0] 
1: TMP_DEST[127:0] := SRC1[255:128] 
ESAC. 
Fl; 
IF VL=512 
CASE (imm8[1:0]) OF 
00: TMP_DEST[1 27:0] := SRC1[127:0] 
01: TMP_DEST[127:0] := SRC1[255:128] 
10: TMP_DEST[127:0] := SRC1[383:256] 
11: TMP_DEST[127:0] := SRC1[51 1:384] 
ESAC. 
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Fl; 


FOR j :=O0TO3 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 
ELSE *DEST[i+31:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR 


VEXTRACTI64x2 (EVEX encoded versions) when destination is a register 
VL = 256,512 
IF VL = 256 
CASE (imm8[0]) OF 
0: TMP_DEST[127:0] := SRC1[127:0] 
1: TMP_DEST[1 27:0] := SRC1[255:128] 
ESAC. 
Fl; 
IF VL=512 
CASE (imm8[1:0]) OF 
00: TMP_DEST[1 27:0] := SRC1[127:0] 
01: TMP_DEST[127:0] := SRC1[255:1 28] 
10: TMP_DEST[1 27:0] := SRC1[383:256] 
11: TMP_DEST[1 27:0] := SRC1[511:384] 
ESAC. 
Fl; 


FOR j:=OTO1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:128] := 0 
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VEXTRACTI64x2 (EVEX encoded versions) when destination is memory 
VL = 256,512 
IF VL = 256 
CASE (imm8[0]) OF 
0: TMP_DEST[127:0] := SRC1[127:0] 
1: TMP_DEST[127:0] := SRC1[255:128] 
ESAC. 
Fl; 
IF VL=512 
CASE (imm8[1:0]) OF 
00: TMP_DEST[1 27:0] := SRC1[127:0] 
01: TMP_DEST[127:0] := SRC1[255:128] 
10: TMP_DEST[127:0] := SRC1[383:256] 
11: TMP_DEST[127:0] := SRC1[511:384] 
ESAC. 
Fl; 


FOR j :=0OTO1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE *DEST[i+63:i] remains unchanged* ; Merging-masking 
Fl; 
ENDFOR 


VEXTRACTI32x8 (EVEX.U1.512 encoded version) when destination is a register 
VL=512 
CASE (imm8[0]) OF 
0: TMP_DEST[255:0] := SRC1[255:0] 
1: TMP_DEST[255:0] := SRC1[511:256] 
ESAC. 


FOR j :=OTO7 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:256] := 0 
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VEXTRACTI32x8 (EVEX.U1.512 encoded version) when destination is memory 
CASE (imm8[0]) OF 

0: TMP_DEST[255:0] := SRC1[255:0] 

1: TMP_DEST[255:0] := SRC1[511:256] 
ESAC. 


FOR j:=OTO7 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 
ELSE *DEST[i+31:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR 


VEXTRACTI64x4 (EVEX.512 encoded version) when destination is a register 
VL=512 
CASE (imm8[0]) OF 
0: TMP_DEST[255:0] := SRC1[255:0] 
1: TMP_DEST[255:0] := SRC1[511:256] 
ESAC. 


FOR j:=OTO3 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:256] := 0 


VEXTRACTI64x4 (EVEX.512 encoded version) when destination is memory 
CASE (imm8[0]) OF 
0: TMP_DEST[255:0] := SRC1[255:0] 
1: TMP_DEST[255:0] := SRC1[511:256] 
ESAC. 
FOR j:=OTO3 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE *DEST[i+63:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR 
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VEXTRACTI1 28 (memory destination form) 
CASE (imm8[0]) OF 

0: DEST[127:0] := SRC1[127:0] 

1: DEST[1 27:0] := SRC1[255:128] 
ESAC. 


VEXTRACTI1 28 (register destination form) 
CASE (imm8[0]) OF 
0: DEST[127:0] := SRC1[127:0] 
1: DEST[1 27:0] := SRC1[255:128] 
ESAC. 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VEXTRACTI32x4 __m128i_mm512_extracti32x4_epi32(__m512i a, const int nidx); 

VEXTRACTI32x4 __m128i__mm512_mask_extracti32x4_epi32(__m128is,__ mmask8 k, __m512i a, const int nidx); 
VEXTRACTI32x4 __m128i_mm512_maskz_extracti32x4_epi32(__mmask8 k,__m512i a, const int nidx); 
VEXTRACTI32x4 ___m128i__mm256_extracti32x4_epi32(__m256i a, const int nidx); 

VEXTRACTI32x4 __m128i__mm256_mask_extracti32x4_epi32(__m128i s,__ mmask8 k, __m256i a, const int nidx); 
VEXTRACTI32x4 __m128i __mm256_maskz_extracti32x4_epi32(__mmask8 k, __ m256i a, const int nidx); 
VEXTRACTI32x8 __m256i_mm512_extracti32x8_epi32(__m512i a, const int nidx); 

VEXTRACTI32x8 __m256i_mm512_mask_extracti32x8_epi32(__m256is,__ mmask8 k, __m512i a, const int nidx); 
VEXTRACTI32x8 __m256i_mm512_maskz_extracti32x8_epi32(__mmask8 k,__m512i a, const int nidx); 
VEXTRACTI64x2 __m128i_mm512_extracti64x2_epi64(__m512i a, const int nidx); 

VEXTRACTI64x2 __ m128i_mm512_mask_extracti64x2_epi64(__m128i s,__ mmask8 k, __m512i a, const int nidx); 
VEXTRACTI64x2 __m128i_mm512_maskz_extracti64x2_epi64(__ mmask8 k, __m512i a, const int nidx); 
VEXTRACTI64x2 __m128i_mm256_extracti64x2_epi64(__m256i a, const int nidx); 

VEXTRACTI64x2 __m128i_mm256_mask_extracti64x2_epi64(__m128is,__ mmask8 k, __m256i a, const int nidx); 
VEXTRACTI64x2 __m128i_mm256_maskz_extracti64x2_epi64(__ mmask8 k, __ m256i a, const int nidx); 
VEXTRACTI64x4 _ m256i_mm512_extracti64x4_epi64(__m512i a, const int nidx); 

VEXTRACTI64x4 __ m256i_mm512_mask_extracti64x4_epi64(__m25Gis,__ mmask8 k, __m512i a, const int nidx); 
VEXTRACTI64x4 __m256i__mm512_maskz_extracti64x4_epi64(__ mmask8 k, __m512i a, const int nidx); 
VEXTRACTI128 __m128i_mm256_extracti128_si256(__m256i a, int offset); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
VEX-encoded instructions, see Table 2-23, “Type 6 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-54, “Type E6NF Class Exception Conditions”. 


Additionally: 
#UD IF VEX.L = 0. 
#UD If VEX.vvvv != 1111B or EVEX.vvvv != 1111B. 
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VFIXUPIMMPD—Fix Up Special Packed Float64 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.66.0F3A.W1 54 /r ib A VIV AVX512VL | Fix up special numbers in float64 vector xmm1, float64 
VFIXUPIMMPD xmm1 {k1}{z}, xmm2, AVX512F vector xmm_2 and int64 vector xmm3/m128/m64bcst 
xmm3/m128/m64bcst, imm8 and store the result in xmm1, under writemask. 
EVEX.256.66.0F3A.W1 54 /r ib A VV AVX512VL | Fix up special numbers in float64 vector ymm1, float64 
VFIXUPIMMPD ymm1 {k1}{z}, ymm2, AVX512F vector ymm_2 and int64 vector ymm3/m256/m64bcst 
ymm3/m256/m64bcst, imm8 and store the result in ymm1, under writemask. 
EVEX.512.66.0F3A.W1 54 /r ib A VV AVX512F Fix up elements of float64 vector in zmm2 using int64 
VFIXUPIMMPD zmm1 {k1}{z}, zmm2, vector table in zmm3/m512/m64bcst, combine with 
zmm3/m512/m64bcst{sae}, imm8 preserved elements from zmm1, and store the result in 

zmm1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) Imm8 
Description 


Perform fix-up of quad-word elements encoded in double-precision floating-point format in the first source operand 
(the second operand) using a 32-bit, two-level look-up table specified in the corresponding quadword element of 
the second source operand (the third operand) with exception reporting specifier imm8. The elements that are 
fixed-up are selected by mask bits of 1 specified in the opmask k1. Mask bits of 0 in the opmask k1 or table 
response action of 0000b preserves the corresponding element of the first operand. The fixed-up elements from 
the first source operand and the preserved element in the first operand are combined as the final results in the 
destination operand (the first operand). 


The destination and the first source operands are ZMM/YMM/XMM registers. The second source operand can be a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 64- 
bit memory location. 


The two-level look-up table perform a fix-up of each DP FP input data in the first source operand by decoding the 
input data encoding into 8 token types. A response table is defined for each token type that converts the input 
encoding in the first source operand with one of 16 response actions. 


This instruction is specifically intended for use in fixing up the results of arithmetic calculations involving one source 
so that they match the spec, although it is generally useful for fixing up the results of multiple-instruction 
sequences to reflect special-number inputs. For example, consider rcp(0). Input 0 to rcp, and you should get INF 
according to the DX10 spec. However, evaluating rcp via Newton-Raphson, where x=approx(1/0), yields an incor- 
rect result. To deal with this, VFIXUPIMMPD can be used after the N-R reciprocal sequence to set the result to the 
correct value (i.e. INF when the input is 0). 


If MXCSR.DAZ is not set, denormal input elements in the first source operand are considered as normal inputs and 
do not trigger any fixup nor fault reporting. 


Imm is used to set the required flags reporting. It supports #ZE and #IE fault reporting (see details below). 


MXCSR mask bits are ignored and are treated as if all mask bits are set to masked response). If any of the imm8 
bits is set and the condition met for fault reporting, MXCSR.IE or MXCSR.ZE might be updated. 


This instruction is writemasked, so only those elements with the corresponding bit set in vector mask register ki 
are computed and stored into zmm1. Elements in the destination with the corresponding bit clear in k1 retain their 
previous values or are set to 0. 
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Operation 


enum TOKEN_TYPE 

{ 
QNAN_TOKEN := 0, 
SNAN_TOKEN := 1, 
ZERO_VALUE_TOKEN := 2, 
POS_ONE_VALUE_TOKEN := 3, 
NEG_INF_TOKEN := 4, 
POS_INF_TOKEN := 5, 
NEG_VALUE_TOKEN := 6, 
POS_VALUE_TOKEN := 7 

} 


FIXUPIMM_DP (dest[63:0], src1[63:0],tbl3[63:0], imm8 [7:0]){ 
tsrc[63:0] := ((src1 [62:52] = 0) AND (MXCSR.DAZ =1)) ? 0.0 : src1[63:0] 
CASE(tsrc[63:0] of TOKEN_TYPE) { 
QNAN_TOKEN: j := 0; 
SNAN_TOKEN: j := 1; 
ZERO_VALUE_TOKEN: j := 2; 
POS_ONE_VALUE_TOKEN: j := 3; 
NEG_INF_TOKEN: j := 4; 
POS_INF_TOKEN: j := 5; 
NEG_VALUE_TOKEN: j := 6; 
POS_VALUE_TOKEN: j := 7; 

} ; end source special CASE(tsrc...) 


; The required response from src3 table is extracted 
token_response[3:0] = tbl3[3+4*j:4*j]; 


CASE(token_response[3:0)) { 
0000: dest[63:0] := dest[63:0]; ; preserve content of DEST 
0001: dest[63:0] := tsrc[63:0); ; pass through src1 normal input value, denormal as zero 
0010: dest[63:0] := QNaN(tsrc[63:0)); 
0011: dest[63:0] := QNAN_Indefinite; 
0100: dest[63:0] := -INF; 
0101: dest[63:0] := +INF; 
0110: dest[63:0] := tsrc.sign? -INF : +INF; 
0111: dest[63:0] := -0; 
1000: dest[63:0] := +0; 
1001: dest[63:0] := -1; 
1010: dest[63:0] := +1; 
1011: dest[63:0] := %; 
1100: dest[63:0] := 90.0; 
1101: dest[63:0] := Pl/2; 
1110: dest[63:0] := MAX_FLOAT; 
1111: dest[63:0] := -MAX_FLOAT; 
} ; end of token_response CASE 
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; The required fault reporting from immé8 is extracted 
; TOKENs are mutually exclusive and TOKENs priority defines the order. 
; Multiple faults related to a single token can occur simultaneously. 
IF (tsrc[63:0] of TOKEN_TYPE: ZERO_VALUE_TOKEN) AND imm8[0] then set #ZE; 
IF (tsrc[63:0] of TOKEN_TYPE: ZERO_VALUE_TOKEN) AND imm8[1] then set #IE; 
IF (tsrc[63:0] of TOKEN_TYPE: ONE_VALUE_TOKEN) AND imm8[2] then set #ZE; 
IF (tsrc[63:0] of TOKEN_TYPE: ONE_VALUE_TOKEN) AND imm8[3] then set #IE; 
IF (tsrc[63:0] of TOKEN_TYPE: SNAN_TOKEN) AND imm8[4] then set #IE; 
IF (tsrc[63:0] of TOKEN_TYPE: NEG_INF_TOKEN) AND imm8[5] then set #IE; 
IF (tsrc[63:0] of TOKEN_TYPE: NEG_VALUE_TOKEN) AND imm8[6] then set #IE; 
IF (tsrc[63:0] of TOKEN_TYPE: POS_INF_TOKEN) AND imm8[7] then set #IE; 
; end fault reporting 

return dest[63:0]; 

} ;end of FIXUPIMM_DP() 


ee ee ee ee 


VFIXUPIMMPD 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j:= O TOKL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN 
DEST[i+63:i] := FIXUPIMM_DP(DEST[i+63:i], SRC1[i+63:i], SRC2[63:0], imm8 [7:0]) 
ELSE 
DEST[i+63:i] := FIXUPIMM_DP(DEST[i+63:i], SRC1 [i+63:i], SRC2[i+63:i], imm8 [7:0]) 
Fl; 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE DEST[i+63:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Immediate Control Description: 


|7| 6] 5 4] 3] 2 1/0 
+INF> #IE 
- VE > #IE 

- INF> #IE 
SNaN> #IE 
ONE > #IE 
ONE > #ZE 
ZERO > #15 
ZERO >  —f2E 


Figure 5-9. VFIXUPIMMPD Immediate Control Description 


Intel C/C++ Compiler Intrinsic Equivalent 


VFIXUPIMMPD __m512d_mm512_fixupimm_pd(__m512d a, ___m512i tbl, int imm); 

VFIXUPIMMPD __m512d_mm512_mask_fixupimm_pd(__m512d s,___mmask8 k,__m512da,__m512i tbl, int imm); 
VFIXUPIMMPD __m512d_mm512_maskz_fixupimm_pd(__mmask8 k,__m512da,__m512i tbl, int imm); 
VFIXUPIMMPD __m512d_mm512_fixupimm_round_pd(__m512da,__m512i tbl, int imm, int sae); 

VFIXUPIMMPD __m512d_mm512_mask_fixupimm_round_pd(__m512ds,__ mmask8 k,__m512d a,__m512z tbl, int imm, int sae); 
VFIXUPIMMPD __m512d_mm512_maskz_fixupimm_round_pd(__mmask8 k,__m512d a,__m512i tbl, int imm, int sae); 
VFIXUPIMMPD __m256d_mm256_fixupimm_pd(__m256d a, m256d b,___ m256i c, int imm8); 

VFIXUPIMMPD __m256d__mm256_mask_fixupimm_pd(__m256d a,__mmask8 k,__m256d b,__ m256i c, int imm8); 
VFIXUPIMMPD __m256d __mm256_maskz_fixupimm_pd(__mmask8 k,__m256d a,__m256d b,___m256i c, int imm8); 
VFIXUPIMMPD __m128d _mm_fixupimm_pd(__m128d a,__m128d b,__m128ic, int imm8); 

VFIXUPIMMPD __m128d __mm_mask_fixupimm_pd(__m128d a, ___mmask8 k,__m128d b, __m128i_c, int imm8); 
VFIXUPIMMPD __m128d __mm_maskz_fixupimm_pd(__mmask8 k,___m128d a,__m128db, 128ic, int imm8); 


SIMD Floating-Point Exceptions 


Zero, Invalid 


Other Exceptions 
See Table 2-46, “Type E2 Class Exception Conditions”. 


5-114 Vol. 2C VFIXUPIMMPD—Fix Up Special Packed Float64 Values 


INSTRUCTION SET REFERENCE, V-Z 


VFIXUPIMMPS—Fix Up Special Packed Float32 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.66.0F3A.WO 54 /r A VIV AVX512VL | Fix up special numbers in float32 vector xmm1, float32 
VFIXUPIMMPS xmm1 {k1}{z}, xmm2, AVX512F vector xmm_2 and int32 vector xmm3/m128/m32bcst 
xmm3/m128/m32bcst, imm8 and store the result in xmm1, under writemask. 
EVEX.256.66.0F3A.WO 54 /r A VIV AVX512VL | Fix up special numbers in float32 vector ymm1, float32 
VFIXUPIMMPS ymm1 {k1}{z}, ymm2, AVX512F vector ymm_2 and int32 vector ymm3/m256/m32bcst 
ymm3/m256/m32bcst, imm8 and store the result in ymm1, under writemask. 
EVEX.512.66.0F3A.WO 54 /r ib A VIV AVX512F Fix up elements of float32 vector in zmm2 using int32 
VFIXUPIMMPS zmm1 {k1}{z}, zmm2, vector table in zmm3/m512/m32bcst, combine with 
zmm3/m51 2/m32bcst{sae}, imm8 preserved elements from zmm1, and store the result in 

zmm1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


Perform fix-up of doubleword elements encoded in single-precision floating-point format in the first source operand 
(the second operand) using a 32-bit, two-level look-up table specified in the corresponding doubleword element of 
the second source operand (the third operand) with exception reporting specifier imm8. The elements that are 
fixed-up are selected by mask bits of 1 specified in the opmask k1. Mask bits of 0 in the opmask k1 or table 
response action of 0000b preserves the corresponding element of the first operand. The fixed-up elements from 
the first source operand and the preserved element in the first operand are combined as the final results in the 
destination operand (the first operand). 


The destination and the first source operands are ZMM/YMM/XMM registers. The second source operand can be a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 64- 
bit memory location. 


The two-level look-up table perform a fix-up of each SP FP input data in the first source operand by decoding the 
input data encoding into 8 token types. A response table is defined for each token type that converts the input 
encoding in the first source operand with one of 16 response actions. 


This instruction is specifically intended for use in fixing up the results of arithmetic calculations involving one source 
so that they match the spec, although it is generally useful for fixing up the results of multiple-instruction 
sequences to reflect special-number inputs. For example, consider rcp(0). Input 0 to rcp, and you should get INF 
according to the DX10 spec. However, evaluating rcp via Newton-Raphson, where x=approx(1/0), yields an incor- 
rect result. To deal with this, VFIXUPIMMPS can be used after the N-R reciprocal sequence to set the result to the 
correct value (i.e. INF when the input is 0). 


If MXCSR.DAZ is not set, denormal input elements in the first source operand are considered as normal inputs and 
do not trigger any fixup nor fault reporting. 


Imm8 is used to set the required flags reporting. It supports #ZE and #IE fault reporting (see details below). 
MXCSR.DAZ is used and refer to zmm2 only (i.e. zmm1 is not considered as zero in case MXCSR.DAZ is set). 


MXCSR mask bits are ignored and are treated as if all mask bits are set to masked response). If any of the imm8& 
bits is set and the condition met for fault reporting, MXCSR.IE or MXCSR.ZE might be updated. 
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Operation 


enum TOKEN_TYPE 

{ 
QNAN_TOKEN := 0, 
SNAN_TOKEN := 1, 
ZERO_VALUE_TOKEN := 2, 
POS_ONE_VALUE_TOKEN := 3, 
NEG_INF_TOKEN := 4, 
POS_INF_TOKEN := 5, 
NEG_VALUE_TOKEN := 6, 
POS_VALUE_TOKEN := 7 

} 


FIXUPIMM_SP ( dest[31:0], src1[31:0],tbI3[3 1:0], imms [7:0])f{ 
tsrc[31:0] := ((src1[30:23] = 0) AND (MXCSR.DAZ =1)) ? 0.0 : src1[31:0] 
CASE(tsrc[31:0] of TOKEN_TYPE) { 
QNAN_TOKEN: j := 0; 
SNAN_TOKEN: j := 1; 
ZERO_VALUE_TOKEN: j := 2; 
POS_ONE_VALUE_TOKEN: j := 3; 
NEG_INF_TOKEN: j := 4; 
POS_INF_TOKEN: j := 5; 
NEG_VALUE_TOKEN: j := 6; 
POS_VALUE_TOKEN: j := 7; 

} ; end source special CASE(tsrc...) 


; The required response from src3 table is extracted 
token_response[3:0] = tbl3[3+4*j:4*j]; 


CASE(token_response[3:0)) { 
0000: dest[31:0] := dest[31:0]; ; preserve content of DEST 
0001: dest[31:0] := tsrc[31:0]; ; pass through src1 normal input value, denormal as zero 
0010: dest[31:0] := QNaN(tsrc[3 1:0); 
0011: dest[31:0] := QNAN_Indefinite; 
0100: dest[31:0] := -INF; 
0101: dest[31:0] := +INF; 
0110: dest[31:0] := tsrc.sign? -INF : +INF; 
0111: dest[31:0] := -0; 
1000: dest[31:0] := +0; 
1001: dest[31:0] := -1; 
1010: dest[31:0] := +1; 
1011: dest[31:0] := % 
1100: dest[31:0] := 90.0; 
1101: dest[31:0] := Pl/2; 
1110: dest[31:0] := MAX_FLOAT; 
1111: dest[3 1:0] := -MAX_FLOAT; 
} ; end of token_response CASE 
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; The required fault reporting from immé8 is extracted 
; TOKENs are mutually exclusive and TOKENs priority defines the order. 
; Multiple faults related to a single token can occur simultaneously. 
IF (tsrc[31:0] of TOKEN_TYPE: ZERO_VALUE_TOKEN) AND imm8[0] then set #ZE; 
IF (tsrc[31:0] of TOKEN_TYPE: ZERO_VALUE_TOKEN) AND imm8[1] then set #IE; 
IF (tsrc[31:0] of TOKEN_TYPE: ONE_VALUE_TOKEN) AND imm8[2] then set #ZE; 
IF (tsrc[31:0] of TOKEN_TYPE: ONE_VALUE_TOKEN) AND imm8[3] then set #IE; 
IF (tsrc[31:0] of TOKEN_TYPE: SNAN_TOKEN) AND imm8[4] then set #IE; 
IF (tsrc[31:0] of TOKEN_TYPE: NEG_INF_TOKEN) AND imm8[5] then set #IE; 
IF (tsrc[31:0] of TOKEN_TYPE: NEG_VALUE_TOKEN) AND imm8[6] then set #IE; 
IF (tsrc[31:0] of TOKEN_TYPE: POS_INF_TOKEN) AND imm8[7] then set #IE; 
; end fault reporting 

return dest[3 1:0]; 

} ; end of FIXUPIMM_SP() 


VFIXUPIMMPS (EVEX) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN 
DEST[i+31:i] := FIXUPIMM_SP(DEST[i+31:i], SRC1[i+3 1:1], SRC2[31:0], imm8 [7:0]) 
ELSE 
DEST[i+31:i] := FIXUPIMM_SP(DEST[i+3 1:1], SRC1[i+31:i], SRC2[i+31:i], imm8 [7:0]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 ; zeroing-masking 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Immediate Control Description: 


+ INF > #1IE 
= VED #1IE 


SNaN > #1IE 


- INF > #1IE 


ONE > #1E 


ONE > #ZE 


ZERO > eT Ey 


ZERO > #ZE 


7] 6] 5 4) 3] 2] 1] 0 


Figure 5-10. VFIXUPIMMPS Immediate Control Description 


Intel C/C++ Compiler Intrinsic Equivalent 


VFIXUPIMMPS 


m512 


mm512_fixupimm_ps(__m512 a,__m512i tbl, int imm); 


VFIXUPIMMPS 


m512 


mm512_mask_fixupimm_ps(__m512 s, 


VFIXUPIMMPS 


m512 


mmask16 k,__m512 a,__m512i tbl, int imm); 


VFIXUPIMMPS 


m512 


mm512_maskz_fixupimm_ps( 


mmask16 k,__m512 a,__m512i tbl, int imm); 


mm512_fixupimm_round_ps(__m512 a,__m512i tbl, int imm, int sae); 


VFIXUPIMMPS 


m512 


mm512_mask_fixupimm_round_ps(__m512 s,__mmask16 k,__m512 a,__m512i tbl, int imm, int sae); 


VFIXUPIMMPS 


m512 


mm512_maskz_fixupimm_round_ps(_mmask16 k, 


m512 a,__m512i tbl, int imm, int sae); 


VFIXUPIMMPS 


m256 


mm256_fixupimm_ps(__m256 a, 


VFIXUPIMMPS 


m256 


m256 b,___m256i c, int imm8); 


mm256_mask_fixupimm_ps(__m256 a,___ mmask8 k,__m256 b,___ m256i, int imm8); 


VFIXUPIMMPS 


m256 


mm256_maskz_fixupimm_ps( 


mmask8 k,__m256 a,__m256b, _ m256i c, int imm8); 


VFIXUPIMMPS 


_mi128 


_mm_fixupimm_ps(__m128 a,__m128 b, 128i, int imms); 


VFIXUPIMMPS __m128 _mm_mask_fixupimm_ps(__m128 a, ___mmask8 k,__m128 b,___m128i_c, int imm8); 


VFIXUPIMMPS __m128 __mm_maskz_fixupimm_ps(__mmask8 k, 


SIMD Floating-Point Exceptions 


Zero, Invalid 


Other Exceptions 
See Table 2-46, “Type E2 Class Exception Conditions”. 
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VFIXUPIMMSD—Fix Up Special Scalar Float64 Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.LLIG.66.0F3A.W1 55 /r ib A VIV AVX512F Fix up a float64 number in the low quadword element of 
VFIXUPIMMSD xmm1 {k1}{Z}, xmm_2 using scalar int32 table in xmm3/m64 and store the 
xmm2, xmm3/m64{sae}, imm8 result in xmm1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


Perform a fix-up of the low quadword element encoded in double-precision floating-point format in the first source 
operand (the second operand) using a 32-bit, two-level look-up table specified in the low quadword element of the 
second source operand (the third operand) with exception reporting specifier imm8. The element that is fixed-up 
is selected by mask bit of 1 specified in the opmask ki. Mask bit of 0 in the opmask ki or table response action of 
0000b preserves the corresponding element of the first operand. The fixed-up element from the first source 
operand or the preserved element in the first operand becomes the low quadword element of the destination 
operand (the first operand). Bits 127:64 of the destination operand is copied from the corresponding bits of the 
first source operand. The destination and first source operands are XMM registers. The second source operand can 
be a XMM register or a 64- bit memory location. 

The two-level look-up table perform a fix-up of each DP FP input data in the first source operand by decoding the 
input data encoding into 8 token types. A response table is defined for each token type that converts the input 
encoding in the first source operand with one of 16 response actions. 

This instruction is specifically intended for use in fixing up the results of arithmetic calculations involving one source 
so that they match the spec, although it is generally useful for fixing up the results of multiple-instruction 
sequences to reflect special-number inputs. For example, consider rcp(0). Input 0 to rcp, and you should get INF 
according to the DX10 spec. However, evaluating rcp via Newton-Raphson, where x=approx(1/0), yields an incor- 
rect result. To deal with this, VFIXUPIMMPD can be used after the N-R reciprocal sequence to set the result to the 
correct value (i.e. INF when the input is 0). 

If MXCSR.DAZ is not set, denormal input elements in the first source operand are considered as normal inputs and 
do not trigger any fixup nor fault reporting. 


Imm8 is used to set the required flags reporting. It supports #ZE and #IE fault reporting (see details below). 
MXCSR.DAZ is used and refer to zmm2 only (i.e. zmm1 is not considered as zero in case MXCSR.DAZ is set). 


MXCSR mask bits are ignored and are treated as if all mask bits are set to masked response). If any of the imm8& 
bits is set and the condition met for fault reporting, MXCSR.IE or MXCSR.ZE might be updated. 


Operation 

enum TOKEN_TYPE 

{ 
QNAN_TOKEN := 0, 
SNAN_TOKEN := 1, 
ZERO_VALUE_TOKEN := 2, 
POS_ONE_VALUE_TOKEN := 3, 
NEG_INF_TOKEN := 4, 
POS_INF_TOKEN := 5, 
NEG_VALUE_TOKEN := 6, 
POS_VALUE_TOKEN := 7 
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FIXUPIMM_DP (dest[63:0], src1[63:0],tbl3[63:0], imm8 [7:0]){ 
tsrc[63:0] := ((src1 [62:52] = 0) AND (MXCSR.DAZ =1)) ? 0.0 : src1[63:0] 
CASE(tsrc[63:0] of TOKEN_TYPE) { 
QNAN_TOKEN: j := 0; 
SNAN_TOKEN: j := 1; 
ZERO_VALUE_TOKEN: j := 2; 
POS_ONE_VALUE_TOKEN: j := 3; 
NEG_INF_TOKEN: j := 4; 
POS_INF_TOKEN: j := 5; 
NEG_VALUE_TOKEN: j := 6; 
POS_VALUE_TOKEN: j := 7; 

} ; end source special CASE(tsrc...) 


; The required response from src3 table is extracted 
token_response[3:0] = tbl3[3+4*j:4*j]; 


CASE(token_response[3:0)) { 
0000: dest[63:0] := dest[63:0] ; preserve content of DEST 
0001: dest[63:0] := tsrc[63:0); ; pass through src1 normal input value, denormal as zero 
0010: dest[63:0] := QNaN(tsrc[63:0)); 
0011: dest[63:0] := QNAN_Indefinite; 
0100:dest[63:0] := -INF; 
0101: dest[63:0] := +INF; 
0110: dest[63:0] := tsrc.sign? -INF : +INF; 
0111: dest[63:0] := -0; 
1000: dest[63:0] := +0; 
1001: dest[63:0] := -1; 
1010: dest[63:0] := +1; 
1011: dest[63:0] := %; 
1100: dest[63:0] := 90.0; 
1101: dest[63:0] := Pl/2; 
1110: dest[63:0] := MAX_FLOAT; 
1111: dest[63:0] := -MAX_FLOAT; 
} ; end of token_response CASE 


; The required fault reporting from imm8 is extracted 
; TOKENs are mutually exclusive and TOKENs priority defines the order. 
; Multiple faults related to a single token can occur simultaneously. 
IF (tsrc[63:0] of TOKEN_TYPE: ZERO_VALUE_TOKEN) AND imm8[0] then set #ZE; 
IF (tsrc[63:0] of TOKEN_TYPE: ZERO_VALUE_TOKEN) AND imm8[1] then set #IE; 
IF (tsrc[63:0] of TOKEN_TYPE: ONE_VALUE_TOKEN) AND imm8[2] then set #ZE; 
IF (tsrc[63:0] of TOKEN_TYPE: ONE_VALUE_TOKEN) AND imm8{[3] then set #lE; 
IF (tsrc[63:0] of TOKEN_TYPE: SNAN_TOKEN) AND imm8[4] then set #IE; 
IF (tsrc[63:0] of TOKEN_TYPE: NEG_INF_TOKEN) AND imm8[5] then set #IE; 
IF (tsrc[63:0] of TOKEN_TYPE: NEG_VALUE_TOKEN) AND imm8[6] then set #IE; 
IF (tsrc[63:0] of TOKEN_TYPE: POS_INF_TOKEN) AND imm8[7] then set #IE; 
; end fault reporting 

return dest[63:0]; 

} ; end of FIXUPIMM_DP() 
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VFIXUPIMMSD (EVEX encoded version) 
IF k1[0] OR *no writemask* 
THEN DEST[63:0] := FIXUPIMM_DP(DEST[63:0], SRC1[63:0], SRC2[63:0], imm8 [7:0]) 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE DEST[63:0] := 0 ; zeroing-masking 
Fl 
Fl; 
DEST[1 27:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


Immediate Control Description: 


+INF> #IE 
- VE > #IE 
- INF> #IE 
SNaN> #IE 
ONE > #IE 
ONE > #2ZE 
ZERO > #18 
ZEROD #2ZE 


Figure 5-11. VFIXUPIMMSD Immediate Control Description 


Intel C/C++ Compiler Intrinsic Equivalent 


VFIXUPIMMSD __m128d _mm_fixupimm_sd(__m128d a, __m128i tbl, int imm); 

VFIXUPIMMSD __m128d __mm_mask_fixupimm_sd(__m128d s,__ mmask8 k,__m128d a, ___m128i tbl, int imm); 
VFIXUPIMMSD __m128d __mm_maskz_fixupimm_sd(__mmask8 k,__m128d a, __m128i tbl, int imm); 

VFIXUPIMMSD __m128d __mm_fixupimm_round_sd(__m128d a, __m128i tbl, int imm, int sae); 

VFIXUPIMMSD __m128d __mm_mask_fixupimm_round_sd(__m128d s,__mmask8 k,__m128d a, __m128i tbl, int imm, int sae); 
VFIXUPIMMSD __m128d __mm_maskz_fixupimm_round_sd(__mmask8 k,__m128d a, ___m128i tbl, int imm, int sae); 


SIMD Floating-Point Exceptions 


Zero, Invalid 


Other Exceptions 
See Table 2-47, “Type E3 Class Exception Conditions”. 
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VFIXUPIMMSS—Fix Up Special Scalar Float32 Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.LLIG.66.0F3A.WO 55 /r ib A VIV AVX512F | Fix upa float32 number in the low doubleword element 
VFIXUPIMMSS xmm1 {k1}{z}, xmm2, in xmm_z using scalar int32 table in xmm3/m32 and store 
xmm3/m32{sae}, imm8 the result in xmm1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) Imms 
Description 


Perform a fix-up of the low doubleword element encoded in single-precision floating-point format in the first source 
operand (the second operand) using a 32-bit, two-level look-up table specified in the low doubleword element of 
the second source operand (the third operand) with exception reporting specifier imm8. The element that is fixed- 
up is selected by mask bit of 1 specified in the opmask k1. Mask bit of 0 in the opmask ki or table response action 
of 0000b preserves the corresponding element of the first operand. The fixed-up element from the first source 
operand or the preserved element in the first operand becomes the low doubleword element of the destination 
operand (the first operand) Bits 127:32 of the destination operand is copied from the corresponding bits of the first 
source operand. The destination and first source operands are XMM registers. The second source operand can be a 
XMM register or a 32-bit memory location. 

The two-level look-up table perform a fix-up of each SP FP input data in the first source operand by decoding the 
input data encoding into 8 token types. A response table is defined for each token type that converts the input 
encoding in the first source operand with one of 16 response actions. 

This instruction is specifically intended for use in fixing up the results of arithmetic calculations involving one source 
so that they match the spec, although it is generally useful for fixing up the results of multiple-instruction 
sequences to reflect special-number inputs. For example, consider rcp(0). Input 0 to rcp, and you should get INF 
according to the DX10 spec. However, evaluating rcp via Newton-Raphson, where x=approx(1/0), yields an incor- 
rect result. To deal with this, VFIXUPIMMPD can be used after the N-R reciprocal sequence to set the result to the 
correct value (i.e. INF when the input is 0). 

If MXCSR.DAZ is not set, denormal input elements in the first source operand are considered as normal inputs and 
do not trigger any fixup nor fault reporting. 


Imm8 is used to set the required flags reporting. It supports #ZE and #IE fault reporting (see details below). 
MXCSR.DAZ is used and refer to zmm2 only (i.e. zmm1 is not considered as zero in case MXCSR.DAZ is set). 


MXCSR mask bits are ignored and are treated as if all mask bits are set to masked response). If any of the imm8 
bits is set and the condition met for fault reporting, MXCSR.IE or MXCSR.ZE might be updated. 


Operation 

enum TOKEN_TYPE 

{ 
QNAN_TOKEN := 0, 
SNAN_TOKEN := 1, 
ZERO_VALUE_TOKEN := 2, 
POS_ONE_VALUE_TOKEN := 3, 
NEG_INF_TOKEN := 4, 
POS_INF_TOKEN := 5, 
NEG_VALUE_TOKEN := 6, 
POS_VALUE_TOKEN := 7 
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FIXUPIMM_SP (dest[3 1:0], src1[31:0],tbI3[31:0], imm8 [7:0])f{ 
tsrc[31:0] := ((src1[30:23] = 0) AND (MXCSR.DAZ =1)) ? 0.0 : src1[31:0] 
CASE(tsrc[63:0] of TOKEN_TYPE) { 
QNAN_TOKEN: j := 0; 
SNAN_TOKEN: j := 1; 
ZERO_VALUE_TOKEN: j := 2; 
POS_ONE_VALUE_TOKEN: j := 3; 
NEG_INF_TOKEN: j := 4; 
POS_INF_TOKEN: j := 5; 
NEG_VALUE_TOKEN: j := 6; 
POS_VALUE_TOKEN: j := 7; 

} ; end source special CASE(tsrc...) 


; The required response from src3 table is extracted 
token_response[3:0] = tbl3[3+4*j:4*j]; 


CASE(token_response[3:0)) { 
0000: dest[31:0] := dest[31:0]; ; preserve content of DEST 
0001: dest[31:0] := tsrc[31:0]; ; pass through src1 normal input value, denormal as zero 
0010: dest[31:0] := QNaN(tsrc[3 1:0); 
0011: dest[31:0] := QNAN_Indefinite; 
0100: dest[31:0] := -INF; 
0101: dest[31:0] := +INF; 
0110: dest[31:0] := tsrc.sign? -INF : +INF; 
0111: dest[31:0] := -0; 
1000: dest[31:0] := +0; 
1001: dest[31:0] := -1; 
1010: dest[31:0] := +1; 
1011: dest[31:0] := % 
1100: dest[31:0] := 90.0; 
1101: dest[31:0] := Pl/2; 
1110: dest[31:0] := MAX_FLOAT; 
1111: dest[31:0] := -MAX_FLOAT; 
} ; end of token_response CASE 


; The required fault reporting from immé8 is extracted 
; TOKENs are mutually exclusive and TOKENs priority defines the order. 
; Multiple faults related to a single token can occur simultaneously. 
IF (tsrc[31:0] of TOKEN_TYPE: ZERO_VALUE_TOKEN) AND imm8[0] then set #ZE; 
IF (tsrc[31:0] of TOKEN_TYPE: ZERO_VALUE_TOKEN) AND imm8[1] then set #IE; 
IF (tsrc[31:0] of TOKEN_TYPE: ONE_VALUE_TOKEN) AND imm8[2] then set #ZE; 
IF (tsrc[31:0] of TOKEN_TYPE: ONE_VALUE_TOKEN) AND imm8[3] then set #IE; 
IF (tsrc[31:0] of TOKEN_TYPE: SNAN_TOKEN) AND imm8[4] then set #IE; 
IF (tsrc[31:0] of TOKEN_TYPE: NEG_INF_TOKEN) AND imm8[5] then set #IE; 
IF (tsrc[31:0] of TOKEN_TYPE: NEG_VALUE_TOKEN) AND imm8[6] then set #IE; 
IF (tsrc[31:0] of TOKEN_TYPE: POS_INF_TOKEN) AND imm8[7] then set #IE; 
; end fault reporting 

return dest[3 1:0]; 

} ; end of FIXUPIMM_SP() 
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VFIXUPIMMSS (EVEX encoded version) 
IF k1[0] OR *no writemask* 


THEN DEST[31:0] := FIXUPIMM_SP(DEST[31:0], SRC1[31:0], SRC2[31:0], imm8 [7:0]) 


ELSE 
IF *merging-masking* 


THEN *DEST[31:0] remains unchanged* 


ELSE DEST[31:0] := 0 
Fl 
Fl; 
DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


Immediate Control Description: 


; merging-masking 


; zeroing-masking 


+ INF > 
- VE > 
- INF > 
SNaN > 
ONE > 
ONE > 
ZERO > 
ZERO > 


#1E 
#1E 
#1IE 
#1IE 
#1E 
#ZE 
#1E 
#ZE 


Figure 5-12. VFIXUPIMMSS Immediate Control Description 


Intel C/C++ Compiler Intrinsic Equivalent 


VFIXUPIMMSS __m128 _mm_fixupimm_ss(__m128 a, 


m1 28i tbl, int imm); 


VFIXUPIMMSS __m128 _mm_mask_fixupimm_ss(__m128 s,__ mmask8 k,__m128 a, __m128i tbl, int imm); 


VFIXUPIMMSS __m128 __mm_maskz_fixupimm_ss( __mmask8 k, 


m128 a, __m128i tbl, int imm); 


VFIXUPIMMSS __m128 _mm_fixupimm_round_ss(__m128 a, __m128i tbl, int imm, int sae); 


VFIXUPIMMSS __m128 _mm_mask_fixupimm_round_ss(__m128 s, 
VFIXUPIMMSS __m128 _mm_maskz_fixupimm_round_ss(__mmask8 k, 


SIMD Floating-Point Exceptions 


Zero, Invalid 


Other Exceptions 


mmask8 k,__m128 a,__m128i tbl, int imm, int sae); 
m128 a,__m128i tbl, int imm, int sae); 


See Table 2-47, “Type E3 Class Exception Conditions”. 
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VFMADD132PD/VFMADD213PD/VFMADD231PD—Fused Multiply-Add of Packed Double- 
Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
VEX.128.66.0F38.W1 98 /r A VIV FMA Multiply packed double-precision floating-point 
VFMADD132PD xmm1, xmme2, values from xmm1 and xmm3/mem, add to xmm2 
xmm3/m128 and put result in xmm1. 
VEX.128.66.0F38.W1 A8 /r A VIV FMA Multiply packed double-precision floating-point 
VFMADD213PD xmm1, xmm2, values from xmm1 and xmme2, add to xmm3/mem 
xmm3/m128 and put result in xmm1. 
VEX.128.66.0F38.W1 B8 /r A VIV FMA Multiply packed double-precision floating-point 
VFMADD231PD xmm1, xmme2, values from xmm2 and xmm3/mem, add to xmm1 
xmm3/m128 and put result in xmm1. 
VEX.256.66.0F38.W1 98 /r A VIV FMA Multiply packed double-precision floating-point 
VFMADD132PD ymm1, ymm2, values from ymm1 and ymm3/mem, add to ymm2 
ymm3/m256 and put result in ymm1. 
VEX.256.66.0F38.W1 A8 /r A VIV FMA Multiply packed double-precision floating-point 
VFMADD213PD ymm1, ymm2, values from ymm1 and ymm2, add to ymm3/mem 
ymm3/m256 and put result in ymm1. 
VEX.256.66.0F38.W1 B8 /r A VIV FMA Multiply packed double-precision floating-point 
VFMADD231PD ymm1, ymm2, values from ymm2 and ymm3/mem, add to ymm1 
ymm3/m256 and put result in ymm1. 
EVEX.128.66.0F38.W1 98 /r B VIV AVX512VL | Multiply packed double-precision floating-point 
VFMADD132PD xmm1 {k1}{z}, xmm2, AVX512F values from xmm1 and xmm3/m128/m64bcst, add 
xmm3/m128/m64bcst to xmm2 and put result in xmm1. 
EVEX.128.66.0F38.W1 A8 /r B VIV AVX512VL | Multiply packed double-precision floating-point 
VFMADD213PD xmm1 {k1}{z}, xmm2, AVX512F values from xmm1 and xmm2, add to 
xmm3/m128/m64bcst xmm3/m128/m64bcst and put result in xmm1. 
EVEX.128.66.0F38.W1 B8 /r B VIV AVX512VL | Multiply packed double-precision floating-point 
VFMADD231PD xmm1 {k1}{z}, xmm_2, AVX512F values from xmm2 and xmm3/m128/m64bcst, add 
xmm3/m128/m64bcst to xmm1 and put result in xmm1. 
EVEX.256.66.0F38.W1 98 /r B VIV AVX512VL | Multiply packed double-precision floating-point 
VFMADD132PD ymm1 {k1}{z}, ymm2, AVX512F values from ymm1 and ymm3/m256/m64bcst, add 
ymm3/m256/m64bcst to ymm2 and put result in ymm1. 
EVEX.256.66.0F38.W1 A8 /r B VIV AVX512VL | Multiply packed double-precision floating-point 
VFMADD213PD ymm1 {k1}{z}, ymm2, AVX512F values from ymm1 and ymm2, add to 
ymm3/m256/m64bcst ymm3/m256/m64bcst and put result in ymm1. 
EVEX.256.66.0F38.W1 B8 /r B VIV AVX512VL | Multiply packed double-precision floating-point 
VFMADD231PD ymm1 {k1}{z}, ymm2, AVX512F values from ymm2 and ymm3/m256/m64bcst, add 
ymm3/m256/m64bcst to ymm1 and put result in ymm1. 
EVEX.512.66.0F38.W1 98 /r B VIV AVX512F Multiply packed double-precision floating-point 
VFMADD132PD zmm1 {k1}{z}, zmm2, values from zmm1 and zmm3/m512/m64bcst, add 
zmm3/m512/m64bcst{er} to zmm2 and put result in zmm1. 
EVEX.512.66.0F38.W1 A8 /r B VIV AVX512F Multiply packed double-precision floating-point 
VFMADD213PD zmm1 {k1}{z}, zmm2, values from zmm1 and zmm2, add to 
zmm3/m512/m64bcst{er} zmm3/m512/m64bcst and put result in zmm1. 
EVEX.512.66.0F38.W1 B8 /r B VIV AVX512F Multiply packed double-precision floating-point 
VFMADD231PD zmm1 {k1}{z}, zmm2, values from zmm2 and zmm3/m512/m64bcst, add 
zmm3/m512/m64bcst{er} to zmm1 and put result in zmm1. 
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INSTRUCTION SET REFERENCE, V-Z 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a set of SIMD multiply-add computation on packed double-precision floating-point values using three 
source operands and writes the multiply-add results in the destination operand. The destination operand is also the 
first source operand. The second operand must be a SIMD register. The third source operand can be a SIMD 
register or a memory location. 


VFMADD132PD: Multiplies the two, four or eight packed double-precision floating-point values from the first source 
operand to the two, four or eight packed double-precision floating-point values in the third source operand, adds 

the infinite precision intermediate result to the two, four or eight packed double-precision floating-point values in 
the second source operand, performs rounding and stores the resulting two, four or eight packed double-precision 
floating-point values to the destination operand (first source operand). 


VFMADD213PD: Multiplies the two, four or eight packed double-precision floating-point values from the second 
source operand to the two, four or eight packed double-precision floating-point values in the first source operand, 
adds the infinite precision intermediate result to the two, four or eight packed double-precision floating-point 
values in the third source operand, performs rounding and stores the resulting two, four or eight packed double- 
precision floating-point values to the destination operand (first source operand). 


VFMADD231PD: Multiplies the two, four or eight packed double-precision floating-point values from the second 
source to the two, four or eight packed double-precision floating-point values in the third source operand, adds the 
infinite precision intermediate result to the two, four or eight packed double-precision floating-point values in the 
first source operand, performs rounding and stores the resulting two, four or eight packed double-precision 
floating-point values to the destination operand (first source operand). 


EVEX encoded versions: The destination operand (also first source operand) is a ZMM register and encoded in 
reg_field. The second source operand is a ZMM register and encoded in EVEX.vvvv. The third source operand is a 
ZMM register, a 512-bit memory location, or a 512-bit vector broadcasted from a 64-bit memory location. The 
destination operand is conditionally updated with write mask k1. 


VEX.256 encoded version: The destination operand (also first source operand) is a YMM register and encoded in 
reg_field. The second source operand is a YMM register and encoded in VEX.vvvv. The third source operand is a 
YMM register or a 256-bit memory location and encoded in rm_field. 


VEX.128 encoded version: The destination operand (also first source operand) is a XMM register and encoded in 
reg_field. The second source operand is a XMM register and encoded in VEX.vvvv. The third source operand is a 
XMM register or a 128-bit memory location and encoded in rm_field. The upper 128 bits of the YMM destination 
register are zeroed. 
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Operation 


In the operations below, “*” and “+” symbols represent multiplication and addition with infinite precision inputs and outputs (no 


rounding). 


VFMADD132PD DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 64%i; 
DEST[n+63:n] := RoundFPControl_MXCSR(DEST[n+63:n]*SRC3[n+63:n] + SRC2[n+63:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFMADD213PD DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 64%; 
DEST[n+63:n] := RoundFPControl_MXCSR(SRC2[n+63:n]*DEST[n+63:n] + SRC3[n+63:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFMADD231PD DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 64%; 
DEST[n+63:n] := RoundFPControl_MXCSR(SRC2[n+63:n]*SRC3[n+63:n] + DEST[n+63:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 
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VFMADD132PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
RoundFPControl(DEST[i+63:i]*SRC3[i+63:i] + SRC2[i+63:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFMADD132PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(DEST[i+63:i]*SRC3[63:0] + SRC2[i+63:i]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(DEST[i+63:i]*SRC3[i+63:i] + SRC2[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VFMADD213PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
RoundFPControl(SRC2[i+63:i]*DEST[i+63:i] + SRC3[i+63:i]) 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFMADD213PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*DEST[i+63:i] + SRC3[63:0]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*DEST[i+63:i] + SRC3[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VFMADD231PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
RoundFPControl(SRC2[i+63:i]*SRC3[i+63:i] + DEST[i+63:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFMADD231PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*SRC3[63:0] + DEST[i+63:i]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*SRC3[i+63:i] + DEST[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VFMADDxxxPD __m512d_mm512_fmadd_pd(__m512da,__m512db,__m512d c); 

VFMADDxxxPD __m512d_mm512_fmadd_round_pd(__m512da,__m512db,__m512d, int r); 
VFMADDxxxPD __m512d_mm512_mask_fmadd_pd(__m512d a, ___mmask8 k,__m512db,_m512d c); 
VFMADDxxxPD __m512d_mm512_maskz_fmadd_pd(__mmask8 k,__m512da,__m512db,__m512dc); 
VFMADDxxxPD __m512d_mm512_mask3_fmadd_pd(__m512da,__m512db,__m512dc,__mmask8 k); 
VFMADDxxxPD __m512d_mm512_mask_fmadd_round_pd(__m512d a,__mmask8 k, 
VFMADDxxxPD __m512d_mm512_maskz_fmadd_round_pd(__mmask8 k,__m512da,__m512d b, 
VFMADDxxxPD __m512d_mm512_mask3_fmadd_round_pd(__m512da,__m512db,__m512dc, 
VFMADDxxxPD __m256d __mm256_mask_fmadd_pd(__m256d a, __mmask8 k,__m256d b, __m256d c); 
VFMADDxxxPD __m256d__mm256_maskz_fmadd_pd(__mmask8 k,__m256d a,__m256d b,__ m256d c); 
VFMADDxxxPD __m256d_mm256_mask3_fmadd_pd(__m256d a,__m256d b,__ m256dc,___ mmask8 k); 
VFMADDxxxPD __m128d _mm_mask_fmadd_pd(__m128d a,__mmask8 k,__m128db,__m128d c); 
VFMADDxxxPD __m128d _mm_maskz_fmadd_pd(__mmask8 k,___m128d a,__m128db,__m128d c); 
VFMADDxxxPD __m128d _mm_mask3_fmadd_pd(__m128d a,__m128d b,__m128d c,___mmask8 k); 
VFMADDxxxPD __m128d _mm_fmadd_pd (__m128d a,__m128db,__m128d c); 

VFMADDxxxPD __m256d_mm256_fmadd_pd (__m256d a,__m256d b,___m256d c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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m512db,__m512dc, intr); 
m512dc, int r); 
mmask§8 k, int r); 
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VFMADD132PS/VFMADD213PS/VFMADD231PS—Fused Multiply-Add of Packed Single- 


Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
VEX.128.66.0F38.WO 98 /r A VV FMA Multiply packed single-precision floating-point values 
VFMADD132PS xmm1, xmm2, from xmm1 and xmm3/mem, add to xmm2 and put 
xmm3/m128 result in xmm1. 
VEX.128.66.0F38.W0O A8 /r A VV FMA Multiply packed single-precision floating-point values 
VFMADD213PS xmm1, xmm2, from xmm1 and xmmz, add to xmm3/mem and put 
xmm3/m128 result in xmm1. 
VEX.128.66.0F38.WO B8 /r A VV FMA Multiply packed single-precision floating-point values 
VFMADD231PS xmm1, xmme2, from xmm2 and xmm3/mem, add to xmm1 and put 
xmm3/m128 result in xmm1. 
VEX.256.66.0F38.WO 98 /r A VV FMA Multiply packed single-precision floating-point values 
VFMADD132PS ymm1, ymm2, from ymm1 and ymm3/mem, add to ymm2 and put 
ymm3/m256 result in ymm1. 
VEX.256.66.0F38.W0O A8 /r A VV FMA Multiply packed single-precision floating-point values 
VFMADD213PS ymm1, ymm2, from ymm1 and ymm2, add to ymm3/mem and put 
ymm3/m256 result in ymm1. 
VEX.256.66.0F38.0 B8 /r A VV FMA Multiply packed single-precision floating-point values 
VFMADD231PS ymm1, ymm2, from ymm2 and ymm3/mem, add to ymm1 and put 
ymm3/m256 result in ymm1. 
EVEX.128.66.0F38.W0 98 /r B VIV AVX512VL | Multiply packed single-precision floating-point values 
VFMADD132PS xmm1 {k1}{z}, xmm2, AVX512F from xmm1 and xmm3/m128/m32bcst, add to 
xmm3/m1 28/m32bcst xmm_2 and put result in xmm1. 
EVEX.128.66.0F38.W0 A8 /r B VIV AVX512VL | Multiply packed single-precision floating-point values 
VFMADD213PS xmm1 {k1}{z}, xmm2, AVX512F from xmm1 and xmm2, add to 
xmm3/m1 28/m32bcst xmm3/m128/m32bcst and put result in xmm1. 
EVEX.128.66.0F38.W0 B8 /r B VIV AVX512VL | Multiply packed single-precision floating-point values 
VFMADD231PS xmm1 {k1}{z}, xmm2, AVX512F from xmm_2 and xmm3/m128/m32bcst, add to 
xmm3/m1 28/m32bcst xmm1 and put result in xmm1. 
EVEX.256.66.0F38.W0 98 /r B VIV AVX512VL | Multiply packed single-precision floating-point values 
VFMADD132PS ymm1 {k1}{z}, ymm2, AVX512F from ymm1 and ymm3/m256/m32bcst, add to 
ymm3/m256/m32bcst ymm_2 and put result in ymm1. 
EVEX.256.66.0F38.W0 A8 /r B VIV AVX512VL | Multiply packed single-precision floating-point values 
VFMADD213PS ymm1 {k1}{z}, ymm2, AVX512F from ymm1 and ymm2, add to 
ymm3/m256/m32bcst ymm3/m256/m32bcst and put result in ymm1. 
EVEX.256.66.0F38.W0 B8 /r B VIV AVX512VL | Multiply packed single-precision floating-point values 
VFMADD231PS ymm1 {k1}{z}, ymm2, AVX512F from ymm2 and ymm3/m256/m32bcst, add to 
ymm3/m256/m32bcst ymm1 and put result in ymm1. 
EVEX.512.66.0F38.W0 98 /r B VIV AVX512F Multiply packed single-precision floating-point values 
VFMADD132PS zmm1 {k1}{z}, zmm2, from zmm1 and zmm3/m512/m32bcst, add to 
zmm3/m51 2/m32bcst{er} zmmez and put result in zmm1. 
EVEX.512.66.0F38.W0 A8 /r B VIV AVX512F Multiply packed single-precision floating-point values 
VFMADD213PS zmm1 {k1}{z}, zmm2, from zmm1 and zmm2, add to 
zmm3/m51 2/m32bcst{er} zmm3/m512/m32bcst and put result in zmm1. 
EVEX.512.66.0F38.W0 B8 /r B VIV AVX512F Multiply packed single-precision floating-point values 


VFMADD231PS zmm1 {k1}{z}, zmm2, 
zmm3/m512/m32bcst{er} 


from zmm2 and zmm3/m512/m32bcst, add to 
zmm1 and put result in zmm1. 
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Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a set of SIMD multiply-add computation on packed single-precision floating-point values using three 
source operands and writes the multiply-add results in the destination operand. The destination operand is also the 
first source operand. The second operand must be a SIMD register. The third source operand can be a SIMD 
register or a memory location. 


VFMADD132PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the first 
source operand to the four, eight or sixteen packed single-precision floating-point values in the third source 
operand, adds the infinite precision intermediate result to the four, eight or sixteen packed single-precision 
floating-point values in the second source operand, performs rounding and stores the resulting four, eight or 
sixteen packed single-precision floating-point values to the destination operand (first source operand). 


VFMADD213PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the second 
source operand to the four, eight or sixteen packed single-precision floating-point values in the first source 
operand, adds the infinite precision intermediate result to the four, eight or sixteen packed single-precision 
floating-point values in the third source operand, performs rounding and stores the resulting the four, eight or 
sixteen packed single-precision floating-point values to the destination operand (first source operand). 


VFMADD231PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the second 
source operand to the four, eight or sixteen packed single-precision floating-point values in the third source 
operand, adds the infinite precision intermediate result to the four, eight or sixteen packed single-precision 
floating-point values in the first source operand, performs rounding and stores the resulting four, eight or sixteen 
packed single-precision floating-point values to the destination operand (first source operand). 


EVEX encoded versions: The destination operand (also first source operand) is a ZMM register and encoded in 
reg_field. The second source operand is a ZMM register and encoded in EVEX.vvvv. The third source operand is a 
ZMM register, a 512-bit memory location, or a 512-bit vector broadcasted from a 32-bit memory location. The 
destination operand is conditionally updated with write mask k1. 


VEX.256 encoded version: The destination operand (also first source operand) is a YMM register and encoded in 
reg_field. The second source operand is a YMM register and encoded in VEX.vvvv. The third source operand is a 
YMM register or a 256-bit memory location and encoded in rm_field. 


VEX.128 encoded version: The destination operand (also first source operand) is a XMM register and encoded in 
reg_field. The second source operand is a XMM register and encoded in VEX.vvvv. The third source operand is a 
XMM register or a 128-bit memory location and encoded in rm_field. The upper 128 bits of the YMM destination 
register are zeroed. 
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Operation 


In the operations below, “*” and “+” symbols represent multiplication and addition with infinite precision inputs and outputs (no 
rounding). 


VFMADD132PS DEST, SRC2, SRC3 
IF (VEX.128) THEN 
MAXNUM := 4 
ELSEIF (VEX.256) 
MAXNUM := 8 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 32%; 
DEST[n+31:n] := RoundFPControl_MXCSR(DEST[n+31 :n]*SRC3[n+31:n] + SRC2[n+31:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFMADD213PS DEST, SRC2, SRC3 
IF (VEX.128) THEN 
MAXNUM := 4 
ELSEIF (VEX.256) 
MAXNUM := 8 
Fl 
For i= 0 to MAXNUM-1 { 
n:= 32%; 
DEST[n+31:n] := RoundFPControl_MXCSR(SRC2[n+31 :n]*DEST[n+31:n] + SRC3[n+31:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:1 28] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFMADD231PS DEST, SRC2, SRC3 
IF (VEX.128) THEN 
MAXNUM := 4 
ELSEIF (VEX.256) 
MAXNUM := 8 
Fl 
For i= 0 to MAXNUM-1 { 
n:= 32%; 
DEST[n+31:n] := RoundFPControl_MXCSR(SRC2[n+31 :n]*SRC3[n+31:n] + DEST[n+31:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:1 28] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 
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VFMADD132PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
RoundFPControl(DEST[i+3 1 :i]*SRC3[i+31:i] + SRC2[i+31:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFMADD132PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(DEST[i+3 1:i]*SRC3[3 1:0] + SRC2[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(DEST[i+31:i]*SRC3[i+3 1:1] + SRC2[i+3 1:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VFMADD132PS/VFMADD213PS/VFMADD231PS—Fused Multiply-Add of Packed Single-Precision Floating-Point Values 


Vol.2C 5-135 


INSTRUCTION SET REFERENCE, V-Z 


VFMADD213PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
RoundFPControl(SRC2[i+31:i]*DEST[i+31:i] + SRC3[i+31:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFMADD213PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+3 1:i]*DEST[i+31:i] + SRC3[31:0]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*DEST[i+31:i] + SRC3[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VFMADD231PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
RoundFPControl(SRC2[i+31:i]*SRC3[i+31:i] + DEST[i+31:i]) 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFMADD231PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*SRC3[3 1:0] + DEST[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*SRC3[i+3 1:i] + DEST[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VFMADDxxxPS __m512_mm512_fmadd_ps(__m512 a,__m512b,__m512 c); 

VFMADDxxxPS __m512_mm512_fmadd_round_ps(__m512 a,__m512b,__m512¢, int r); 

VFMADDxxxPS __m512 _mm512_mask_fmadd_ps(__m512 a,__mmask16 k,__m512b,__m512 c); 
VFMADDxxxPS __m512_mm512_maskz_fmadd_ps(__mmask16 k,__m512 a,__m512b,__m512 c); 
VFMADDxxxPS __m512_mm512_mask3_fmadd_ps(__m512 a,__m512b,__m512c,__mmask16 k); 
VFMADDxxxPS __m512_mm512_mask_fmadd_round_ps(__m512 a,__mmask16k,__m512b,__m512c, int r); 
VFMADDxxxPS __m512_mm512_maskz_fmadd_round_ps(__mmask16 k,__m512a,__m512b,__m512., intr); 
VFMADDxxxPS __m512_mm512_mask3_fmadd_round_ps(__m512 a,__m512b,__m512c,__mmask16 k, int r); 
VFMADDxxxPS __m256 _mm256_mask_fmadd_ps(__m256 a,__ mmask8 k,__m256 b,__m256 c); 
VFMADDxxxPS __m256 __mm256_maskz_fmadd_ps(__mmask8 k,__m256 a,__m256b,__m256 c); 
VFMADDxxxPS __m256 __mm256_mask3_fmadd_ps(__m256 a,__m256b,__m256 c,__ mmask8 k); 
VFMADDxxxPS __m128 _mm_mask_fmadd_ps(__m128 a,__ mmask8 k,__m128b,__m128 c); 

VFMADDxxxPS __m128_mm_maskz_fmadd_ps(__mmask8 k,__m128a,__m128b,__m128 c); 

VFMADDxxxPS __m128 _mm_mask3_fmadd_ps(__m128 a,__m128b,_m128c,__mmask8 k); 

VFMADDxxxPS __m128 _mm_fmadd_ps (_m128a,__m128b,__m128 c); 

VFMADDxxxPS __m256_mm256_fmadd_ps (_m256a,__m256b,__m256 c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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VFMADD132SD/VFMADD213SD/VFMADD231SD—Fused Multiply-Add of Scalar Double- 
Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
VEX.LIG.66.0F38.W1 99 /r A VV FMA Multiply scalar double-precision floating-point value 
VFMADD132SD xmm1, xmm2, from xmm1 and xmm3/m64, add to xmm2 and put 
xmm3/m64 result in xmm1. 
VEX.LIG.66.0F38.W1 AQ /r A VIN FMA Multiply scalar double-precision floating-point value 
VFMADD213SD xmm1, xmm2, from xmm1 and xmm2, add to xmm3/m64 and put 
xmm3/m64 result in xmm1. 
VEX.LIG.66.0F38.W1 B9 /r A VV FMA Multiply scalar double-precision floating-point value 
VFMADD231SD xmm1, xmm2, from xmm_2 and xmm3/m64, add to xmm1 and put 
xmm3/m64 result in xmm1. 
EVEX.LLIG.66.0F38.W1 99 /r B VIV AVX512F Multiply scalar double-precision floating-point value 
VFMADD132SD xmm1 {k1}{z}, xmm2z, from xmm1 and xmm3/m64, add to xmm2 and put 
xmm3/m64{er} result in xmm1. 
EVEX.LLIG.66.0F38.W1 A9 /r B VIV AVX512F Multiply scalar double-precision floating-point value 
VFMADD213SD xmm1 {k1}{z}, xmm2z, from xmm1 and xmm2, add to xmm3/m64 and put 
xmm3/m64{er} result in xmm1. 
EVEX.LLIG.66.0F38.W1 B9 /r B VIV AVX512F Multiply scalar double-precision floating-point value 
VFMADD231SD xmm1 {k1}{z}, xmm2z, from xmm2 and xmm3/m64, add to xmm1 and put 
xmm3/m64{er} result in xmm1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Tuple1 Scalar ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD multiply-add computation on the low double-precision floating-point values using three source 
operands and writes the multiply-add result in the destination operand. The destination operand is also the first 
source operand. The first and second operand are XMM registers. The third source operand can be an XMM register 
or a 64-bit memory location. 


VFMADD132SD: Multiplies the low double-precision floating-point value from the first source operand to the low 
double-precision floating-point value in the third source operand, adds the infinite precision intermediate result to 
the low double-precision floating-point values in the second source operand, performs rounding and stores the 
resulting double-precision floating-point value to the destination operand (first source operand). 


VFMADD213SD: Multiplies the low double-precision floating-point value from the second source operand to the low 
double-precision floating-point value in the first source operand, adds the infinite precision intermediate result to 
the low double-precision floating-point value in the third source operand, performs rounding and stores the 
resulting double-precision floating-point value to the destination operand (first source operand). 


VFMADD231SD: Multiplies the low double-precision floating-point value from the second source to the low double- 
precision floating-point value in the third source operand, adds the infinite precision intermediate result to the low 
double-precision floating-point value in the first source operand, performs rounding and stores the resulting 
double-precision floating-point value to the destination operand (first source operand). 


VEX.128 and EVEX encoded version: The destination operand (also first source operand) is encoded in reg_field. 
The second source operand is encoded in VEX.vvvv/EVEX.vvvv. The third source operand is encoded in rm_field. 
Bits 127:64 of the destination are unchanged. Bits MAXVL-1:128 of the destination register are zeroed. 


EVEX encoded version: The low quadword element of the destination is updated according to the writemask. 
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Operation 


In the operations below, “*” and “+” symbols represent multiplication and addition with infinite precision inputs and outputs (no 
rounding). 


VFMADD132SD DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := RoundFPControl(DEST[63:0]*SRC3[63:0] + SRC2[63:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := DEST[127:64] 
DEST[MAXVL-1:128] := 0 


VFMADD213SD DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := RoundFPControl(SRC2[63:0]*DEST[63:0] + SRC3[63:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := DEST[127:64] 
DEST[MAXVL-1:128] := 0 
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VFMADD231SD DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := RoundFPControl(SRC2[63:0]*SRC3[63:0] + DEST[63:0]) 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := DEST[127:64] 
DEST[MAXVL-1:128] := 0 


VFMADD132SD DEST, SRC2, SRC3 (VEX encoded version) 

DEST[63:0] := MAXVL-1:128RoundFPControl_MXCSR(DEST[63:0]*SRC3[63:0] + SRC2[63:0]) 
DEST[127:63] := DEST[127:63] 

DEST[MAXVL-1:128] = 0 


VFMADD213SD DEST, SRC2, SRC3 (VEX encoded version) 

DEST[63:0] := RoundFPControl_MXCSR(SRC2[63:0]*DEST[63:0] + SRC3[63:0]) 
DEST[127:63] := DEST[127:63] 

DEST[MAXVL-1:128] := 0 


VFMADD231SD DEST, SRC2, SRC3 (VEX encoded version) 

DEST[63:0] := RoundFPControl_MXCSR(SRC2[63:0]*SRC3[63:0] + DEST[63:0]) 
DEST[127:63] := DEST[127:63] 

DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFMADDxxxSD __m128d_mm_fmadd_round_sd(__m128d a,__m128db,__m128d.c, int r); 

VFMADDxxxSD __m128d_mm_mask_fmadd_sd(__m128d a,__ mmask8 k,_m128d b,___m128d c); 
VFMADDxxxSD __m128d __mm_maskz_fmadd_sd(__mmask8 k,___m128d a,__m128db, ___m128d c); 
VFMADDxxxSD __m128d _mm_mask3_fmadd_sd(__m128d a,__m128db,__m128dc,___ mmask8 k); 
VFMADDxxxSD __m128d __mm_mask_fmadd_round_sd(__m128d a, ___mmask8 k,__m128db,__m128d, int r); 
VFMADDxxxSD __m128d __mm_maskz_fmadd_round_sd(__mmask8 k,__m128da,__m128db,__m128dc, int r); 
VFMADDxxxSD __m128d __mm_mask3_fmadd_round_sd(__m128d a,__m128db,__m128dc,__mmask8 k, int r); 
VFMADDxxxSD __m128d_mm_fmadd_sd (__m128d a,__m128db,___m128d c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
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VFMADD132SS/VFMADD213SS/VFMADD231SS—Fused Multiply-Add of Scalar Single-Precision 
Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
VEX.LIG.66.0F38.W0 99 /r A VIV FMA Multiply scalar single-precision floating-point value 
VFMADD132SS xmm1, xmm2, from xmm1 and xmm3/m32, add to xmm_2 and put 
xmm3/m32 result in xmm1. 
VEX.LIG.66.0F38.W0 AQ /r A VIV FMA Multiply scalar single-precision floating-point value 
VFMADD213SS xmm1, xmm2, from xmm1 and xmm2, add to xmm3/m32 and put 
xmm3/m32 result in xmm1. 
VEX.LIG.66.0F38.W0 B9 /r A VIV FMA Multiply scalar single-precision floating-point value 
VFMADD231SS xmm1, xmm2, from xmm_2 and xmm3/m32, add to xmm1 and put 
xmm3/m32 result in xmm1. 
EVEX.LLIG.66.0F38.W0 99 /r B VIV AVX512F Multiply scalar single-precision floating-point value 
VFMADD132SS xmm1 {k1}{z}, xmm2, from xmm1 and xmm3/m32, add to xmm_2 and put 
xmm3/m32{er} result in xmm1. 
EVEX.LLIG.66.0F38.W0 AQ /r B VIV AVX512F Multiply scalar single-precision floating-point value 
VFMADD213SS xmm1 {k1}{z}, xmm2, from xmm1 and xmm2, add to xmm3/m32 and put 
xmm3/m32{er} result in xmm1. 
EVEX.LLIG.66.0F38.W0 B9 /r B VIV AVX512F Multiply scalar single-precision floating-point value 
VFMADD231SS xmm1 {k1}{z}, xmm2, from xmm2 and xmm3/m32, add to xmm1 and put 
xmm3/m32{er} result in xmm1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Tuple1 Scalar ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD multiply-add computation on single-precision floating-point values using three source operands 
and writes the multiply-add results in the destination operand. The destination operand is also the first source 
operand. The first and second operands are XMM registers. The third source operand can be a XMM register or a 32- 
bit memory location. 


VFMADD132SS: Multiplies the low single-precision floating-point value from the first source operand to the low 
single-precision floating-point value in the third source operand, adds the infinite precision intermediate result to 
the low single-precision floating-point value in the second source operand, performs rounding and stores the 
resulting single-precision floating-point value to the destination operand (first source operand). 


VFMADD213SS: Multiplies the low single-precision floating-point value from the second source operand to the low 
single-precision floating-point value in the first source operand, adds the infinite precision intermediate result to 
the low single-precision floating-point value in the third source operand, performs rounding and stores the 
resulting single-precision floating-point value to the destination operand (first source operand). 


VFMADD231SS: Multiplies the low single-precision floating-point value from the second source operand to the low 
single-precision floating-point value in the third source operand, adds the infinite precision intermediate result to 
the low single-precision floating-point value in the first source operand, performs rounding and stores the resulting 
single-precision floating-point value to the destination operand (first source operand). 


VEX.128 and EVEX encoded version: The destination operand (also first source operand) is encoded in reg_field. 
The second source operand is encoded in VEX.vvvv/EVEX.vvvv. The third source operand is encoded in rm_field. 
Bits 127:32 of the destination are unchanged. Bits MAXVL-1:128 of the destination register are zeroed. 
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EVEX encoded version: The low doubleword element of the destination is updated according to the writemask. 


Compiler tools may optionally support a complementary mnemonic for each instruction mnemonic listed in the 
opcode/instruction column of the summary table. The behavior of the complementary mnemonic in situations 
involving NANs are governed by the definition of the instruction mnemonic defined in the opcode/instruction 


column. 


Operation 


In the operations below, “*” and “+” symbols represent multiplication and addition with infinite precision inputs and outputs (no 


rounding). 


VFMADD132SS DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 

IF k1[0] or *no writemask* 
THEN = DEST[31:0] := RoundFPControl(DEST[31:0]*SRC3[31:0] + SRC2[31:0]) 
ELSE 


IF *merging-masking* ;Merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 


THEN DEST[31:0] := 0 
Fl; 
Fl; 
DEST[1 27:32] := DEST[127:32] 
DEST[MAXVL-1:1 28] := 0 


VFMADD213SS DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 

IF k1[0] or *no writemask* 
THEN = DEST[31:0] := RoundFPControl(SRC2[31:0]*DEST[31:0] + SRC3[31:0]) 
ELSE 


IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 


THEN DEST[31:0] := 0 
Fl; 
Fl; 
DEST[1 27:32] := DEST[127:32] 
DEST[MAXVL-1:1 28] := 0 
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VFMADD231SS DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 

IF k1[0] or *no writemask* 
THEN = DEST[31:0] := RoundFPControl(SRC2[31:0]*SRC3[31:0] + DEST[31:0]) 
ELSE 


IF *merging-masking* ; merging-masking 
THEN *DEST[31:0]] remains unchanged* 
ELSE ; zeroing-masking 


THEN DEST[31:0] := 0 
Fl; 
Fl; 
DEST[1 27:32] := DEST[1 27:32] 
DEST[MAXVL-1:128] := 0 


VFMADD132SS DEST, SRC2, SRC3 (VEX encoded version) 

DEST[31:0] := RoundFPControl_MXCSR(DEST[31:0]*SRC3[31:0] + SRC2[31:0]) 
DEST[127:32] := DEST[127:32] 

DEST[MAXVL-1:128] := 0 


VFMADD213SS DEST, SRC2, SRC3 (VEX encoded version) 

DEST[31:0] := RoundFPControl_MXCSR(SRC2[31:0]*DEST[31:0] + SRC3[31:0]) 
DEST[127:32] := DEST[127:32] 

DEST[MAXVL-1:128] := 0 


VFMADD231SS DEST, SRC2, SRC3 (VEX encoded version) 

DEST[31:0] := RoundFPControl_MXCSR(SRC2[31:0]*SRC3[31:0] + DEST[31:0]) 
DEST[127:32] := DEST[127:32] 

DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFMADDxxxSS __m128_mm_fmadd_round_ss(__m128 a,__m128b,__m128 c, int r); 
VFMADDxxxSS __m128_mm_mask_fmadd_ss(__m128 a,__mmask8 k,_m128b,__m128 c); 
VFMADDxxxSS __m128 _mm_maskz_fmadd_ss(__mmask8 k,__m128 a,__m128b,__m128 c); 
VFMADDxxxSS __m128_mm_mask3_fmadd_ss(__m128 a,__m128b,__m128c,__mmask8 k); 
VFMADDxxxSS __m128 __mm_mask_fmadd_round_ss(__m128 a, ___mmask8 k,__m128 b, 
VFMADDxxxSS __m128 _mm_maskz_fmadd_round_ss(__mmask8 k,__m128 a,__m128b, 
VFMADDxxxSS __m128_mm_mask3_fmadd_round_ss(__m128 a,__m128b,__m128c, 
VFMADDxxxSS __m128_mm_fmadd_ss (_m128a,__m128b,__m128 c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 


m128 c, int r); 
m128 ¢, intr); 
mmask8 k, int r); 
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VFMADDSUB132PD/VFMADDSUB2 1 3PD/VFMADDSUB231PD—Fused Multiply-Alternating 
Add/Subtract of Packed Double-Precision Floating-Point Values 


ymm_2, ymm3/m256/m64bcst 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
VEX.128.66.0F38.W1 96 /r A VV FMA Multiply packed double-precision floating-point values 
VFMADDSUB132PD xmm1, xmm2, from xmm1 and xmm3/mem, add/subtract elements in 
xmm3/m128 xmm2 and put result in xmm1. 
VEX.128.66.0F38.W1 A6 /r A VIV FMA Multiply packed double-precision floating-point values 
VFMADDSUB213PD xmm1, xmm2, from xmm1 and xmm2, add/subtract elements in 
xmm3/m128 xmm3/mem and put result in xmm1. 
VEX.128.66.0F38.W1 B6 /r A VIV FMA Multiply packed double-precision floating-point values 
VFMADDSUB231PD xmm1, xmm2, from xmm2 and xmm3/mem, add/subtract elements in 
xmm3/m128 xmm1 and put result in xmm1. 
VEX.256.66.0F38.W1 96 /r A VIV FMA Multiply packed double-precision floating-point values 
VFMADDSUB132PD ymm1, ymm2, from ymm1 and ymm3/mem, add/subtract elements in 
ymm3/m256 ymme and put result in ymm1. 
VEX.256.66.0F38.W1 A6 /r A VIV FMA Multiply packed double-precision floating-point values 
VFMADDSUB213PD ymm1, ymm2, from ymm1 and ymm2, add/subtract elements in 
ymm3/m256 ymm3/mem and put result in ymm1. 
VEX.256.66.0F38.W1 B6 /r A VV FMA Multiply packed double-precision floating-point values 
VFMADDSUB231PD ymm1, ymm2, from ymm2 and ymm3/mem, add/subtract elements in 
ymm3/m256 ymm1 and put result in ymm1. 
EVEX.128.66.0F38.W1 A6 /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMADDSUB213PD xmm1 {k1}{Z}, AVX512F from xmm1 and xmmz, add/subtract elements in 
xmm2, xmm3/m128/m64bcst xmm3/m128/m64bcst and put result in xmm1 subject to 
writemask k1. 
EVEX.128.66.0F38.W1 B6 /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMADDSUB231PD xmm1 {k1}{Z}, AVX512F from xmm_2 and xmm3/m128/m64bcst, add/subtract 
xmm2, xmm3/m128/m64bcst elements in xmm1 and put result in xmm1 subject to 
writemask k1. 
EVEX.128.66.0F38.W1 96 /r B VV AVX512VL | Multiply packed double-precision floating-point values 
VFMADDSUB132PD xmm1 {k1}{Z}, AVX512F from xmm1 and xmm3/m128/m64bcst, add/subtract 
xmm2, xmm3/m128/m64bcst elements in xmm_2 and put result in xmm1 subject to 
writemask k1. 
EVEX.256.66.0F38.W1 A6 /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMADDSUB213PD ymm1 {k1}{z}, AVX512F from ymm1 and ymm2, add/subtract elements in 
ymm_2, ymm3/m256/m64bcst ymm3/m256/m64bcst and put result in ymm1 subject to 
writemask k1. 
EVEX.256.66.0F38.W1 B6 /r B VV AVX512VL | Multiply packed double-precision floating-point values 
VFMADDSUB231PD ymm1 {k1}{z}, AVX512F from ymm2 and ymm3/m256/m64bcst, add/subtract 
ymm_2, ymm3/m256/m64bcst elements in ymm1 and put result in ymm1 subject to 
writemask k1. 
EVEX.256.66.0F38.W1 96 /r B VV AVX512VL | Multiply packed double-precision floating-point values 
VFMADDSUB132PD ymm1 {k1}{z}, AVX512F from ymm1 and ymm3/m256/m64bcst, add/subtract 


elements in ymm2 and put result in ymm1 subject to 
writemask k1. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.512.66.0F38.W1 AG /r B VIV AVX512F Multiply packed double-precision floating-point values 
VFMADDSUB213PD zmm1 {k1}{Z}, from zmm1and zmmz, add/subtract elements in 
zmm2, zmm3/m512/m64bcst{er} zmm3/m512/m64bcst and put result in zmm1 subject to 
writemask k1. 
EVEX.512.66.0F38.W1 B6 /r B VIV AVX512F Multiply packed double-precision floating-point values 
VFMADDSUB231PD zmm1 {k1}{z}, from zmm2 and zmm3/m512/m64bcst, add/subtract 
zmm2, zmm3/m512/m64bcst{er} elements in zmm1 and put result in zmm1 subject to 
writemask k1. 
EVEX.512.66.0F38.W1 96 /r B VIV AVX512F Multiply packed double-precision floating-point values 
VFMADDSUB132PD zmm1 {k1}{z}, from zmm1 and zmm3/m512/m64bcst, add/subtract 
zmm2, zmm3/m51 2/m64bcst{er} elements in zmm_2 and put result in zmm1 subject to 
writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


VFMADDSUB132PD: Multiplies the two, four, or eight packed double-precision floating-point values from the first 
source operand to the two or four packed double-precision floating-point values in the third source operand. From 
the infinite precision intermediate result, adds the odd double-precision floating-point elements and subtracts the 
even double-precision floating-point values in the second source operand, performs rounding and stores the 
resulting two or four packed double-precision floating-point values to the destination operand (first source 
operand). 


VFMADDSUB213PD: Multiplies the two, four, or eight packed double-precision floating-point values from the 
second source operand to the two or four packed double-precision floating-point values in the first source operand. 
From the infinite precision intermediate result, adds the odd double-precision floating-point elements and subtracts 
the even double-precision floating-point values in the third source operand, performs rounding and stores the 
resulting two or four packed double-precision floating-point values to the destination operand (first source 
operand). 


VFMADDSUB231PD: Multiplies the two, four, or eight packed double-precision floating-point values from the 
second source operand to the two or four packed double-precision floating-point values in the third source operand. 
From the infinite precision intermediate result, adds the odd double-precision floating-point elements and subtracts 
the even double-precision floating-point values in the first source operand, performs rounding and stores the 
resulting two or four packed double-precision floating-point values to the destination operand (first source 
operand). 

EVEX encoded versions: The destination operand (also first source operand) and the second source operand are 
ZMM/YMM/XMM register. The third source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion or a 512/256/128-bit vector broadcasted from a 64-bit memory location. The destination operand is condition- 
ally updated with write mask k1. 


VEX.256 encoded version: The destination operand (also first source operand) is a YMM register and encoded in 
reg_field. The second source operand is a YMM register and encoded in VEX.vvvv. The third source operand is a 
YMM register or a 256-bit memory location and encoded in rm_field. 
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VEX.128 encoded version: The destination operand (also first source operand) is a XMM register and encoded in 
reg_field. The second source operand is a XMM register and encoded in VEX.vvvv. The third source operand is a 
XMM register or a 128-bit memory location and encoded in rm_field. The upper 128 bits of the YMM destination 
register are zeroed. 

Compiler tools may optionally support a complementary mnemonic for each instruction mnemonic listed in the 
opcode/instruction column of the summary table. The behavior of the complementary mnemonic in situations 
involving NANs are governed by the definition of the instruction mnemonic defined in the opcode/instruction 
column. 


Operation 


In the operations below, “*” and “-” symbols represent multiplication and subtraction with infinite precision inputs and outputs (no 
rounding). 


VFMADDSUB132PD DEST, SRC2, SRC3 
IF (VEX.128) THEN 
DEST[63:0] := RoundFPControl_MXCSR(DEST[63:0]*SRC3[63:0] - SRC2[63:0]) 
DEST[127:64] := RoundFPControl_MXCSR(DEST[127:64]*SRC3[1 27:64] + SRC2[127:64]) 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[63:0] := RoundFPControl_MXCSR(DEST[63:0]*SRC3[63:0] - SRC2[63:0]) 
DEST[127:64] := RoundFPControl_MXCSR(DEST[127:64]*SRC3[1 27:64] + SRC2[127:64]) 
DEST[191:128] := RoundFPControl_MXCSR(DEST[191:128]*SRC3[191:128] - SRC2[191:128}) 
DEST[255:192] := RoundFPControl_MXCSR(DEST[255:192]*SRC3[255:1 92] + SRC2[255:192] 
FI 


VFMADDSUB213PD DEST, SRC2, SRC3 
IF (VEX.128) THEN 
DEST[63:0] := RoundFPControl_MXCSR(SRC2[63:0]*DEST[63:0] - SRC3[63:0]) 
DEST[127:64] := RoundFPControl_MXCSR(SRC2[127:64]*DEST[1 27:64] + SRC3[127:64]) 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[63:0] := RoundFPControl_MXCSR(SRC2[63:0]*DEST[63:0] - SRC3[63:0]) 
DEST[127:64] := RoundFPControl_MXCSR(SRC2[127:64]*DEST[1 27:64] + SRC3[127:64]) 
DEST[191:128] := RoundFPControl_MXCSR(SRC2[191:128]*DEST[191:128] - SRC3[191:128]) 
DEST[255:192] := RoundFPControl_MXCSR(SRC2[255:1 92]*DEST[255:192] + SRC3[255:192] 
FI 


VFMADDSUB231PD DEST, SRC2, SRC3 
IF (VEX.128) THEN 
DEST[63:0] := RoundFPControl_MXCSR(SRC2[63:0]*SRC3[63:0] - DEST[63:0]) 
DEST[127:64] := RoundFPControl_MXCSR(SRC2[127:64]*SRC3[1 27:64] + DEST[127:64]) 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[63:0] := RoundFPControl_MXCSR(SRC2[63:0]*SRC3[63:0] - DEST[63:0]) 
DEST[127:64] := RoundFPControl_MXCSR(SRC2[127:64]*SRC3[1 27:64] + DEST[127:64]) 
DEST[191:128] := RoundFPControl_MXCSR(SRC2[191:128]*SRC3[191:128] - DEST[191:128}) 
DEST[255:192] = RoundFPControl_MXCSR(SRC2[255:192]*SRC3[255:1 92] + DEST[255:192] 
FI 
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VFMADDSUB132PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN DEST[i+63:i] := 
RoundFPControl(DEST[i+63:i]*SRC3[i+63:i] - SRC2[i+63:i]) 
ELSE DEST[i+63:i] := 
RoundFPControl(DEST[i+63:i]*SRC3[i+63:i] + SRC2[i+63:i]) 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VFMADDSUB132PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 


(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] = 
RoundFPControl_MXCSR(DEST[i+63:i]*SRC3[63:0] - SRC2[i+63:i]) 
ELSE 
DEST[i+63:i] = 
RoundFPControl_MXCSR(DEST[i+63:i]*SRC3[i+63:i] - SRC2[i+63:i]) 
Fl; 
ELSE 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] = 
RoundFPControl_MXCSR(DEST[i+63:i]*SRC3[63:0] + SRC2[i+63:i]) 
ELSE 
DEST[i+63:i] = 
RoundFPControl_MXCSR(DEST[i+63:i]*SRC3[i+63:i] + SRC2[i+63:i]) 
Fl; 
Fl 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VFMADDSUB1 32PD/VFMADDSUB21 3PD/VFMADDSUB231PD—Fused Multiply-Alternating Add/Subtract of Packed Double-Precision Vol.2C 5-149 


INSTRUCTION SET REFERENCE, V-Z 


VFMADDSUB213PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN DEST[i+63:i] := 
RoundFPControl(SRC2[i+63:i]*DEST[i+63:i] - SRC3[i+63:i]) 
ELSE DEST[i+63:i] := 
RoundFPControl(SRC2[i+63:i]*DEST[i+63:i] + SRC3[i+63:i]) 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VFMADDSUB213PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 


(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] = 
RoundFPControl_MXCSR(SRC2[i+63:i]*DEST[i+63:i] - SRC3[63:0]) 
ELSE 
DEST[i+63:i] = 
RoundFPControl_MXCSR(SRC2[i+63:i]*DEST[i+63:i] - SRC3[i+63:i]) 
Fl; 
ELSE 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] = 
RoundFPControl_MXCSR(SRC2[i+63:i]*DEST[i+63:i] + SRC3[63:0]) 
ELSE 
DEST[i+63:i] = 
RoundFPControl_MXCSR(SRC2[i+63:i]*DEST[i+63:i] + SRC3[i+63:i]) 
Fl; 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VFMADDSUB231PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN DEST[i+63:i] := 
RoundFPControl(SRC2[i+63:i]*SRC3[i+63:i] - DEST[i+63:i]) 
ELSE DEST[i+63:i] = 
RoundFPControl(SRC2[i+63:i]*SRC3[i+63:i] + DEST[i+63:i]) 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VFMADDSUB231PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 


(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] = 
RoundFPControl_MXCSR(SRC2[i+63:i]*SRC3[63:0] - DEST[i+63:i]) 
ELSE 
DEST[i+63:i] = 
RoundFPControl_MXCSR(SRC2[i+63:i]*SRC3[i+63:i] - DEST[i+63:i]) 
Fl; 
ELSE 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] = 
RoundFPControl_MXCSR(SRC2[i+63:i]*SRC3[63:0] + DEST[i+63:i]) 
ELSE 
DEST[i+63:i] = 
RoundFPControl_MXCSR(SRC2[i+63:i]*SRC3[i+63:i] + DEST[i+63:i]) 
Fl; 
Fl 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VFMADDSUBxxxPD __m512d_mm512_fmaddsub_pd(__m512da,__m512db,__m512dc); 

VFMADDSUBxxxPD __m512d_mm512_fmaddsub_round_pd(__m512d a,__m512db,__m512dc, int r); 

VFMADDSUBxxxPD __m512d_mm512_mask_fmaddsub_pd(__m512d a,__ mmask8 k,__m512db,___m512d c); 
VFMADDSUBxxxPD __m512d_mm512_maskz_fmaddsub_pd(__mmask8 k,__m512da,__m512db,__m512d c); 
VFMADDSUBxxxPD __m512d_mm512_mask3_fmaddsub_pd(__m512d a,__m512db,__m512dc,__mmask8 k); 
VFMADDSUBxxxPD __m512d_mm512_mask_fmaddsub_round_pd(__m512d a,__mmask8 k,__m512db,__m512dc, int r); 
VFMADDSUBxxxPD __m512d_mm512_maskz_fmaddsub_round_pd(__mmask8 k,__m512da,__m512db,__m512dc, intr); 
VFMADDSUBxxxPD __m512d_mm512_mask3_fmaddsub_round_pd(__m512da,__m512db,__m512dc,__ mmask8 k, int r); 
VFMADDSUBxxxPD __m256d __mm256_mask_fmaddsub_pd(__m256d a,__ mmask8 k,___ m256d b,__ m256d c); 
VFMADDSUBxxxPD __m256d __mm256_maskz_fmaddsub_pd(__mmask8 k,__ m256d a,__m256d b,___m256d c); 
VFMADDSUBxxxPD __m256d__mm256_mask3_fmaddsub_pd(__m256d a,__m256d b,__m256dc,___mmask8 k); 
VFMADDSUBxxxPD __m128d _mm_mask_fmaddsub_pd(__m128d a,___mmask8 k,__m128d b,___m128d c); 
VFMADDSUBxxxPD __m128d __mm_maskz_fmaddsub_pd(__mmask8 k,__m128d a,__m128db,__m128d c); 
VFMADDSUBxxxPD __m128d __mm_mask3_fmaddsub_pd(__m128d a,__m128db,__m128dc,__mmask8 k); 
VFMADDSUBxxxPD __m128d _mm_fmaddsub_pd (__m128d a,__m128d b,__m128d c); 

VFMADDSUBxxxPD __m256d_mm256_fmaddsub_pd (__m256d a,___m256d b, __m256d c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VFMADDSUB132PS/VFMADDSUB213PS/VFMADDSUB231PS—Fused Multiply-Alternating 
Add/Subtract of Packed Single-Precision Floating-Point Values 


VFMADDSUB132PS zmm1 {k1}{Z}, 
zmm2, zmm3/m51 2/m32bcst{er} 


VFMADDSUB1 32PS/VFMADDSUB2 1 3PS/VFMADDSUB231PS—Fused Multiply-Alternating Add/Subtract of Packed Single-Precision 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
VEX.128.66.0F38.W0 96 /r A VIV FMA Multiply packed single-precision floating-point values from 
VFMADDSUB132PS xmm1, xmm2, xmm1 and xmm3/mem, add/subtract elements in xmm2 
xmm3/m128 and put result in xmm1. 
VEX.128.66.0F38.W0 A6 /r A VIV FMA Multiply packed single-precision floating-point values from 
VFMADDSUB213PS xmm1, xmm2, xmm1 and xmm2, add/subtract elements in xmm3/mem 
xmm3/m128 and put result in xmm1. 
VEX.128.66.0F38.W0 B6 /r A VIV FMA Multiply packed single-precision floating-point values from 
VFMADDSUB231PS xmm1, xmm2, xmm_2 and xmm3/mem, add/subtract elements in xmm1 
xmm3/m128 and put result in xmm1. 
VEX.256.66.0F38.W0 96 /r A VIV FMA Multiply packed single-precision floating-point values from 
VFMADDSUB132PS ymm1, ymme2, ymm1 and ymm3/mem, add/subtract elements in ymm2 
ymm3/m256 and put result in ymm1. 
VEX.256.66.0F38.W0 A6 /r A VIV FMA Multiply packed single-precision floating-point values from 
VFMADDSUB213PS ymm1, ymm2, ymm1 and ymm2, add/subtract elements in ymnm3/mem 
ymm3/m256 and put result in ymm1. 
VEX.256.66.0F38.W0 B6 /r A VIV FMA Multiply packed single-precision floating-point values from 
VFMADDSUB231PS ymm1, ymm2, ymme2 and ymm3/mem, add/subtract elements in ymm1 
ymm3/m256 and put result in ymm1. 
EVEX.128.66.0F38.W0 A6 /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFMADDSUB213PS xmm1 {k1}{2}, AVX512F xmm1 and xmmd2, add/subtract elements in 
xmm2, xmm3/m128/m32bcst xmm3/m128/m32bcst and put result in xmm1 subject to 
writemask k1. 
EVEX.128.66.0F38.W0 B6 /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFMADDSUB231PS xmm1 {k1}{Z}, AVX512F xmme and xmm3/m128/m32bcst, add/subtract elements 
xmm2, xmm3/m128/m32bcst in xmm1 and put result in xmm1 subject to writemask k1. 
EVEX.128.66.0F38.W0 96 /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFMADDSUB132PS xmm1 {k1}{z}, AVX512F xmm1 and xmm3/m128/m32bcst, add/subtract elements 
xmm2, xmm3/m128/m32bcst in zmm2 and put result in xmm1 subject to writemask k1. 
EVEX.256.66.0F38.W0 A6 /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFMADDSUB213PS ymm1 {k1}{Z}, AVX512F ymm1 and ymm2, add/subtract elements in 
ymm_2, ymm3/m256/m32bcst ymm3/m256/m32bcst and put result in ymm1 subject to 
writemask k1. 
EVEX.256.66.0F38.W0 B6 /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFMADDSUB231PS ymm1 {k1}{Z}, AVX512F ymme2 and ymm3/m256/m32bcst, add/subtract elements 
ymm_2, ymm3/m256/m32bcst in ymm1 and put result in ymm1 subject to writemask k1. 
EVEX.256.66.0F38.W0 96 /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFMADDSUB132PS ymm1 {k1}{Z}, AVX512F ymm1 and ymm3/m256/m32bcst, add/subtract elements 
ymm_2, ymm3/m256/m32bcst in ymme2 and put result in ymm1 subject to writemask k1. 
EVEX.512.66.0F38.W0 A6 /r B VIV AVX512F Multiply packed single-precision floating-point values from 
VFMADDSUB213PS zmm1 {k1}{Z}, zmm1 and zmm2, add/subtract elements in 
zmm2, zmm3/m51 2/m32bcst{er} zmm3/m512/m32bcst and put result in zmm1 subject to 
writemask k1. 
EVEX.512.66.0F38.W0O B6 /r B VIV AVX512F Multiply packed single-precision floating-point values from 
VFMADDSUB231PS zmm1 {k1}{Z}, zmme2 and zmm3/m512/m32bcst, add/subtract elements 
zmm2, zmm3/m51 2/m32bcst{er} in zmm1 and put result in zmm1 subject to writemask k1. 
EVEX.512.66.0F38.W0O 96 /r B VIV AVX512F Multiply packed single-precision floating-point values from 


zmm1 and zmm3/m512/m32bcst, add/subtract elements 
in zmm2 and put result in zmm1 subject to writemask k1. 


Vol.2C 5-155 


INSTRUCTION SET REFERENCE, V-Z 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


VFMADDSUB132PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the first 
source operand to the corresponding packed single-precision floating-point values in the third source operand. 
From the infinite precision intermediate result, adds the odd single-precision floating-point elements and subtracts 
the even single-precision floating-point values in the second source operand, performs rounding and stores the 
resulting packed single-precision floating-point values to the destination operand (first source operand). 


VFMADDSUB213PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the 
second source operand to the corresponding packed single-precision floating-point values in the first source 
operand. From the infinite precision intermediate result, adds the odd single-precision floating-point elements and 
subtracts the even single-precision floating-point values in the third source operand, performs rounding and stores 
the resulting packed single-precision floating-point values to the destination operand (first source operand). 


VFMADDSUB231PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the 
second source operand to the corresponding packed single-precision floating-point values in the third source 
operand. From the infinite precision intermediate result, adds the odd single-precision floating-point elements and 
subtracts the even single-precision floating-point values in the first source operand, performs rounding and stores 
the resulting packed single-precision floating-point values to the destination operand (first source operand). 


EVEX encoded versions: The destination operand (also first source operand) and the second source operand are 
ZMM/YMM/XMM register. The third source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion or a 512/256/128-bit vector broadcasted from a 32-bit memory location. The destination operand is condition- 
ally updated with write mask k1. 


VEX.256 encoded version: The destination operand (also first source operand) is a YMM register and encoded in 
reg_field. The second source operand is a YMM register and encoded in VEX.vvvv. The third source operand is a 
YMM register or a 256-bit memory location and encoded in rm_field. 


VEX.128 encoded version: The destination operand (also first source operand) is a XMM register and encoded in 
reg_field. The second source operand is a XMM register and encoded in VEX.vvvv. The third source operand is a 
XMM register or a 128-bit memory location and encoded in rm_field. The upper 128 bits of the YMM destination 
register are zeroed. 


Compiler tools may optionally support a complementary mnemonic for each instruction mnemonic listed in the 
opcode/instruction column of the summary table. The behavior of the complementary mnemonic in situations 
involving NANs are governed by the definition of the instruction mnemonic defined in the opcode/instruction 
column. 
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INSTRUCTION SET REFERENCE, V-Z 


Operation 


In the operations below, “*” and “+” symbols represent multiplication and addition with infinite precision inputs and outputs (no 
rounding). 


VFMADDSUB132PS DEST, SRC2, SRC3 
IF (VEX.128) THEN 
MAXNUM :=2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM -1{ 
n:= 64%i; 
DEST[n+31:n] := RoundFPControl_MXCSR(DEST[n+31 :n]*SRC3[n+3 1:n] - SRC2[n+31:n]) 
DEST[nN+63:n+32] := RoundFPControl_MXCSR(DEST[n+63:n+32]*SRC3[n+63:n+32] + SRC2[n+63:n+32]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFMADDSUB213PS DEST, SRC2, SRC3 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM -1{ 
n:= 64%; 
DEST[n+31:n] := RoundFPControl_MXCSR(SRC2[n+31 :n]*DEST[n+31:n] - SRC3[n+31:n]) 
DEST[n+63:n+32] := RoundFPControl_MXCSR(SRC2[n+63:n+32]*DEST[n+63:n+32] + SRC3[n+63:n+32)) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:1 28] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 
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INSTRUCTION SET REFERENCE, V-Z 


VFMADDSUB231PS DEST, SRC2, SRC3 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM -1{ 
n:= 64%; 
DEST[n+31:n] := RoundFPControl_MXCSR(SRC2[n+31 :n]*SRC3[n+31:n] - DEST[n+31:n]) 
DEST[n+63:n+32] :=RoundFPControl_MXCSR(SRC2[n+63:n+32]*SRC3[n+63:n+32] + DEST[n+63:n+32]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:1 28] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFMADDSUB132PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) (4, 128), (8, 256),= (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN DEST[i+31:i] := 
RoundFPControl(DEST[i+31:i]*SRC3[i+31:i] - SRC2[i+3 1:i]) 
ELSE DEST[i+31:i] = 
RoundFPControl(DEST[i+31:i]*SRC3[i+31:i] + SRC2[i+31:i]) 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


VFMADDSUB132PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 


(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] = 
RoundFPControl_MXCSR(DEST[i+3 1 :i]*SRC3[3 1:0] - SRC2[i+31:i]) 
ELSE 
DEST[i+31:i] = 
RoundFPControl_MXCSR(DEST[i+3 1 :i]*SRC3[i+3 1:i] - SRC2[i+31:i]) 
Fl; 
ELSE 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] = 
RoundFPControl_MXCSR(DEST[i+3 1 :i]*SRC3[3 1:0] + SRC2[i+31:i]) 
ELSE 
DEST[i+31:i] = 
RoundFPControl_MXCSR(DEST[i+3 1 :i]*SRC3[i+3 1:i] + SRC2[i+3 1:i]) 
Fl; 
Fl 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


VFMADDSUB213PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN DEST[i+31:i] := 
RoundFPControl(SRC2[i+31:i]*DEST[i+31:i] - SRC3[i+3 1:i]) 
ELSE DEST[i+31:i] := 
RoundFPControl(SRC2[i+31:i]*DEST[i+31:i] + SRC3[i+31:i]) 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFMADDSUB213PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*DEST[i+31:i] - SRC3[31:0]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*DEST[i+31:i] - SRC3[i+3 1:i]) 
Fl; 
ELSE 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*DEST[i+31:i] + SRC3[31:0]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+3 1:i]*DEST[i+31:i] + SRC3[i+31:i]) 
Fl; 
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Fl 
ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


INSTRUCTION SET REFERENCE, V-Z 


VFMADDSUB231PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 


(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN DEST[i+31:i] = 
RoundFPControl(SRC2[i+31:i]*SRC3[i+31:i] - DEST[i+31:i]) 
ELSE DEST[i+31:i] := 
RoundFPControl(SRC2[i+31:i]*SRC3[i+31:i] + DEST[i+31:i]) 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VFMADDSUB132PS/VFMADDSUB2 1 3PS/VFMADDSUB231PS—Fused Multiply-Alternating Add/Subtract of Packed Single-Precision Vol.2C 5-161 


INSTRUCTION SET REFERENCE, V-Z 


VFMADDSUB231PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*SRC3[3 1:0] - DEST[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*SRC3[i+31:i] - DEST[i+3 1:i]) 
Fl; 
ELSE 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*SRC3[3 1:0] + DEST[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*SRC3[i+31:i] + DEST[i+31:i]) 
Fl; 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VFMADDSUBxxxPS 
VFMADDSUBxxxPS 
VFMADDSUBxxxPS 
VFMADDSUBxxxPS 
VFMADDSUBxxxPS 
VFMADDSUBxxxPS 
VFMADDSUBxxxPS 
VFMADDSUBxxxPS 
VFMADDSUBxxxPS 
VFMADDSUBxxxPS 
VFMADDSUBxxxPS 
VFMADDSUBxxxPS 
VFMADDSUBxxxPS 
VFMADDSUBxxxPS 
VFMADDSUBxxxPS 


m512 


mm512_fmaddsub_ps(__m512 a,__m512b,__m512 c); 


m512 


mm512_fmaddsub_round_ps(__m512 a,__m512b,__m512c, int r); 


m512 


mm512_mask_fmaddsub_ps(__m512 a,__mmask16 k,__m512b,__m512 c); 


m512 


m512 


mm512_maskz_fmaddsub_ps(__mmask16 k,__m512a,__m512b,__m512c); 
mm512_mask3_fmaddsub_ps(__m512 a,__m512b,__m512c,__mmask16 k); 


m512 


mm512_mask_fmaddsub_round_ps(__m512 a,__mmask16 k,__m512b,__m512¢, intr); 


m512 


mm512_maskz_fmaddsub_round_ps(__mmask16 k,__m512a,__m512b,__m512¢, intr); 


m512 


mm512_mask3_fmaddsub_round_ps(__m512 a,__m512b,__m512c,__mmask16 k, int r); 


m256 


mm256_mask_fmaddsub_ps(__m256 a,__mmask8 k,__m256 b,__m256 c); 


m256 


mm256_maskz_fmaddsub_ps(__mmask8 k,__m256 a,__m256 b,__m256 c); 


m256 


mi28 


mm256_mask3_fmaddsub_ps(__m256 a,__m256b,__m256c,__ mmask8 k); 
mm_mask_fmaddsub_ps(__m128 a,__mmask8 k,__m128b,__m128 c); 


mi28 


mm_maskz_fmaddsub_ps(__mmask8 k,__m128 a,__m128b,__m128 c); 


mi28 


mm_mask3_fmaddsub_ps(__m128 a,__m128b,__m128 c,___mmask8 k); 


_m128 
VFMADDSUBxxxPS __m256 _mm256_fmaddsub_ps (__m256 a, 


_mm_fmaddsub_ps (__m128 a,__m128b,__m128 c); 
m256 b,__m256 c); 


SIMD Floating-Point Exceptions 


Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 


VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VFMSUBADD132PD/VFMSUBADD21 3PD/VFMSUBADD231PD—Fused Multiply-Alternating 
Subtract/Add of Packed Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
VEX.128.66.0F38.W1 97 /r A VV FMA Multiply packed double-precision floating-point values 
VFMSUBADD132PD xmm1, xmm2, from xmm1 and xmm3/mem, subtract/add elements 
xmm3/m128 in xmm_2 and put result in xmm1. 
VEX.128.66.0F38.W1 A7 /r A VV FMA Multiply packed double-precision floating-point values 
VFMSUBADD213PD xmm1, xmm2, from xmm1 and xmm2, subtract/add elements in 
xmm3/m128 xmm3/mem and put result in xmm1. 
VEX.128.66.0F38.W1 B7 /r A VV FMA Multiply packed double-precision floating-point values 
VFMSUBADD231PD xmm1, xmm2, from xmm2 and xmm3/mem, subtract/add elements 
xmm3/m128 in xmm1 and put result in xmm1. 
VEX.256.66.0F38.W1 97 /r A VV FMA Multiply packed double-precision floating-point values 
VFMSUBADD132PD ymm1, ymm2, from ymm1 and ymm3/mem, subtract/add elements 
ymm3/m256 in ymm2 and put result in ymm1. 
VEX.256.66.0F38.W1 A7 /r A VV FMA Multiply packed double-precision floating-point values 
VFMSUBADD213PD ymm1, ymm2, from ymm1 and ymm2, subtract/add elements in 
ymm3/m256 ymm3/mem and put result in ymm1. 
VEX.256.66.0F38.W1 B7 /r A VV FMA Multiply packed double-precision floating-point values 
VFMSUBADD231PD ymm1, ymm2, from ymm2 and ymm3/mem, subtract/add elements 
ymm3/m256 in ymm1 and put result in ymm1. 
EVEX.128.66.0F38.W1 97 /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMSUBADD132PD xmm1 {k1}{Z}, AVX512F from xmm1 and xmm3/m128/m64bcst, subtract/add 
xmm2, xmm3/m128/m64bcst elements in xmm_2 and put result in xmm1 subject to 
writemask k1. 
EVEX.128.66.0F38.W1 A7 /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMSUBADD213PD xmm1 {k1}{Z}, AVX512F from xmm1 and xmm2, subtract/add elements in 
xmm2, xmm3/m128/m64bcst xmm3/m128/m64bcst and put result in xmm1 
subject to writemask k1. 
EVEX.128.66.0F38.W1 B7 /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMSUBADD231PD xmm1 {k1}{Z}, AVX512F from xmm_2 and xmm3/m128/m64bcst, subtract/add 
xmm2, xmm3/m128/m64bcst elements in xmm1 and put result in xmm1 subject to 
writemask k1. 
EVEX.256.66.0F38.W1 97 /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMSUBADD132PD ymm1 {k1}{z}, AVX512F from ymm1 and ymm3/m256/m64bcst, subtract/add 
ymm2, ymm3/m256/m64bcst elements in ymm2 and put result in ymm1 subject to 
writemask k1. 
EVEX.256.66.0F38.W1 A7 /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMSUBADD213PD ymm1 {k1}{z}, AVX512F from ymm1 and ymm2, subtract/add elements in 
ymme2, ymm3/m256/m64bcst ymm3/m256/m64bcst and put result in ymm1 
subject to writemask k1. 
EVEX.256.66.0F38.W1 B7 /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMSUBADD231PD ymm1 {k1}{z}, AVX512F from ymm2 and ymm3/m256/m64bcst, subtract/add 


ymm2, ymm3/m256/m64bcst 


elements in ymm1 and put result in ymm1 subject to 
writemask k1. 
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VFMSUBADD 1 32PD/VFMSUBADD21 3PD/VFMSUBADD231PD—Fused Multiply-Alternating Subtract/Add of Packed Double-Precision 


INSTRUCTION SET REFERENCE, V-Z 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.512.66.0F38.W1 97 /r B VV AVX512F Multiply packed double-precision floating-point values 
VFMSUBADD132PD zmm1 {k1}{z}, from zmm1 and zmm3/m512/m64bcst, subtract/add 
zmm2, zmm3/m512/m64bcst{er} elements in zmme2 and put result in zmm1 subject to 
writemask k1. 
EVEX.512.66.0F38.W1 A7 /r B VV AVX512F Multiply packed double-precision floating-point values 
VFMSUBADD213PD zmm1 {k1}{z}, from zmm1 and zmm2, subtract/add elements in 
zmm2, zmm3/m51 2/m64bcst{er} zmm3/m512/m64bcst and put result inzmm1 subject 
to writemask k1. 
EVEX.512.66.0F38.W1 B7 /r B VV AVX512F Multiply packed double-precision floating-point values 
VFMSUBADD231PD zmm1 {k1}{Z}, from zmm2 and zmm3/m512/m64bcst, subtract/add 
zmm2, zmm3/m51 2/m64bcst{er} elements in zmm1 and put result in zmm1 subject to 
writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


VFMSUBADD132PD: Multiplies the two, four, or eight packed double-precision floating-point values from the first 
source operand to the two or four packed double-precision floating-point values in the third source operand. From 
the infinite precision intermediate result, subtracts the odd double-precision floating-point elements and adds the 
even double-precision floating-point values in the second source operand, performs rounding and stores the 
resulting two or four packed double-precision floating-point values to the destination operand (first source 
operand). 


VFMSUBADD213PD: Multiplies the two, four, or eight packed double-precision floating-point values from the 
second source operand to the two or four packed double-precision floating-point values in the first source operand. 
From the infinite precision intermediate result, subtracts the odd double-precision floating-point elements and 
adds the even double-precision floating-point values in the third source operand, performs rounding and stores the 
resulting two or four packed double-precision floating-point values to the destination operand (first source 
operand). 


VFMSUBADD231PD: Multiplies the two, four, or eight packed double-precision floating-point values from the 
second source operand to the two or four packed double-precision floating-point values in the third source 
operand. From the infinite precision intermediate result, subtracts the odd double-precision floating-point 
elements and adds the even double-precision floating-point values in the first source operand, performs rounding 
and stores the resulting two or four packed double-precision floating-point values to the destination operand (first 
source operand). 


EVEX encoded versions: The destination operand (also first source operand) and the second source operand are 
ZMM/YMM/XMM register. The third source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion or a 512/256/128-bit vector broadcasted from a 64-bit memory location. The destination operand is condition- 
ally updated with write mask k1. 
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INSTRUCTION SET REFERENCE, V-Z 


VEX.256 encoded version: The destination operand (also first source operand) is a YMM register and encoded in 
reg_field. The second source operand is a YMM register and encoded in VEX.vvvv. The third source operand is a 
YMM register or a 256-bit memory location and encoded in rm_field. 


VEX.128 encoded version: The destination operand (also first source operand) is a XMM register and encoded in 
reg_field. The second source operand is a XMM register and encoded in VEX.vvvv. The third source operand is a 
XMM register or a 128-bit memory location and encoded in rm_field. The upper 128 bits of the YMM destination 
register are zeroed. 

Compiler tools may optionally support a complementary mnemonic for each instruction mnemonic listed in the 
opcode/instruction column of the summary table. The behavior of the complementary mnemonic in situations 
involving NANs are governed by the definition of the instruction mnemonic defined in the opcode/instruction 
column. 


Operation 


In the operations below, “*” and “+” symbols represent multiplication and addition with infinite precision inputs and outputs (no 
rounding). 


VFMSUBADD132PD DEST, SRC2, SRC3 
IF (VEX.128) THEN 
DEST[63:0] := RoundFPControl_MXCSR(DEST[63:0]*SRC3[63:0] + SRC2[63:0]) 
DEST[127:64] := RoundFPControl_MXCSR(DEST[127:64]*SRC3[1 27:64] - SRC2[127:64]) 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[63:0] := RoundFPControl_MXCSR(DEST[63:0]*SRC3[63:0] + SRC2[63:0]) 
DEST[127:64] := RoundFPControl_MXCSR(DEST[127:64]*SRC3[1 27:64] - SRC2[127:64]) 
DEST[191:128] := RoundFPControl_MXCSR(DEST[191:128]*SRC3[191:128] + SRC2[191:128]) 
DEST[255:192] := RoundFPControl_MXCSR(DEST[255:192]*SRC3[255:1 92] - SRC2[255:192] 
Fl 


VFMSUBADD213PD DEST, SRC2, SRC3 
IF (VEX.128) THEN 
DEST[63:0] := RoundFPControl_MXCSR(SRC2[63:0]*DEST[63:0] + SRC3[63:0]) 
DEST[127:64] := RoundFPControl_MXCSR(SRC2[127:64]*DEST[127:64] - SRC3[127:64]) 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[63:0] := RoundFPControl_MXCSR(SRC2[63:0]*DEST[63:0] + SRC3[63:0]) 
DEST[127:64] := RoundFPControl_MXCSR(SRC2[127:64]*DEST[1 27:64] - SRC3[127:64]) 
DEST[191:128] := RoundFPControl_MXCSR(SRC2[191:128]*DEST[191:128] + SRC3[191:128}) 
DEST[255:192] := RoundFPControl_MXCSR(SRC2[255:192]*DEST[255:1 92] - SRC3[255:192] 
Fl 


VFMSUBADD231PD DEST, SRC2, SRC3 
IF (VEX.128) THEN 
DEST[63:0] := RoundFPControl_MXCSR(SRC2[63:0]*SRC3[63:0] + DEST[63:0]) 
DEST[127:64] := RoundFPControl_MXCSR(SRC2[127:64]*SRC3[1 27:64] - DEST[127:64]) 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[63:0] := RoundFPControl_MXCSR(SRC2[63:0]*SRC3[63:0] + DEST[63:0]) 
DEST[127:64] := RoundFPControl_MXCSR(SRC2[127:64]*SRC3[1 27:64] - DEST[127:64]) 
DEST[191:128] := RoundFPControl_MXCSR(SRC2[191:128]*SRC3[191:128] + DEST[191:128]) 
DEST[255:192] := RoundFPControl_MXCSR(SRC2[255:192]*SRC3[255:192] - DEST[255:192] 
Fl 


5-166 Vol. 2C VFMSUBADD132PD/VFMSUBADD2 1 3PD/VFMSUBADD231PD—Fused Multiply-Alternating Subtract/Add of Packed Double-Precision 


INSTRUCTION SET REFERENCE, V-Z 


VFMSUBADD132PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN DEST[i+63:i] := 
RoundFPControl(DEST[i+63:i]*SRC3[i+63:i] + SRC2[i+63:i]) 
ELSE DEST[i+63:i] := 
RoundFPControl(DEST[i+63:i]*SRC3[i+63:i] - SRC2[i+63:i]) 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VFMSUBADD132PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(DEST[i+63:i]*SRC3[63:0] + SRC2[i+63:i]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(DEST[i+63:i]*SRC3[i+63:i] + SRC2[i+63:i]) 
Fl; 
ELSE 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(DEST[i+63:i]*SRC3[63:0] - SRC2[i+63:i]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(DEST[i+63:i]*SRC3[i+63:i] - SRC2[i+63:i]) 
Fl; 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VFMSUBADD213PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN DEST[i+63:i] := 
RoundFPControl(SRC2[i+63:i]*DEST[i+63:i] + SRC3[i+63:i]) 
ELSE DEST[i+63:i] := 
RoundFPControl(SRC2[i+63:i]*DEST[i+63:i] - SRC3[i+63:i]) 
Fl 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VFMSUBADD213PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*DEST[i+63:i] + SRC3[63:0]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*DEST[i+63:i] + SRC3[i+63:i]) 
Fl; 
ELSE 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*DEST[i+63:i] - SRC3[63:0]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*DEST[i+63:i] - SRC3[i+63:i]) 
Fl; 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VFMSUBADD231PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN DEST[i+63:i] := 
RoundFPControl(SRC2[i+63:i]*SRC3[i+63:i] + DEST[i+63:i]) 
ELSE DEST[i+63:i] := 
RoundFPControl(SRC2[i+63:i]*SRC3[i+63:i] - DEST[i+63:i]) 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VFMSUBADD231PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*SRC3[63:0] + DEST[i+63:i]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*SRC3[i+63:i] + DEST[i+63:i]) 
Fl; 
ELSE 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*SRC3[63:0] - DEST[i+63:i]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*SRC3[i+63:i] - DEST[i+63:i]) 
Fl; 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VFMSUBADDxxxPD 
VFMSUBADDxxxPD 
VFMSUBADDxxxPD 
VFMSUBADDxxxPD 
VFMSUBADDxxxPD 
VFMSUBADDxxxPD 
VFMSUBADDxxxPD 
VFMSUBADDxxxPD 
VFMSUBADDxxxPD 
VFMSUBADDxxxPD 
VFMSUBADDxxxPD 
VFMSUBADDxxxPD 
VFMSUBADDxxxPD 
VFMSUBADDxxxPD 
VFMSUBADDxxxPD 


m512d 


mm512_fmsubadd_pd(__m512da,__m512db,_m512d c); 


m512d 


mm512_fmsubadd_round_pd(__m512da,__m512db,__m512dc, int r); 


m512d 


mm512_mask_fmsubadd_pd(__m512d a,__mmask8 k,__m512db,__m512d c); 


m512d 


mm512_maskz_fmsubadd_pd(__mmask8 k,__m512da,__m512db,__m512dc); 


m512d 


mm512_mask3_fmsubadd_pd(__m512da,__m512db,__m512dc,__ mmask8 k); 


m512d 


mm512_mask_fmsubadd_round_pd(__m512da,__ mmask8 k,__m512db,__m512dc, intr); 


m512d 


mm512_maskz_fmsubadd_round_pd(__mmask8 k,__m512da,__m512db,__m512dc, int r); 


m512d 


mm512_mask3_fmsubadd_round_pd(__m512da,__m512db,__m512dc,__mmask8 k, int r); 


m256d 


mm256_mask_fmsubadd_pd(__m256d a,___ mmask8 k,__m256d b, __m256d c); 


m256d 


mm256_maskz_fmsubadd_pd(__mmask8 k,__m256d a,__m256d b,___ m256d c); 


m256d 


mm256_mask3_fmsubadd_pd(__m256d a,__m256db,__ m256dc,___ mmask8 k); 


m128d 


mm_mask_fmsubadd_pd(__m128d a,__ mmask8 k,__m128db,__m128d c); 


m128d 


mm_maskz_fmsubadd_pd(__mmask8 k,__m128da,__m128db,___m128d c); 


m128d 


mm_mask3_fmsubadd_pd(__m128d a,__m128d b,__m128dc, __mmask8 k); 


__m128d 


_mm_fmsubadd_pd (__m128d a,__m128db,___m128d c); 
VFMSUBADDxxxPD __m256d __mm256_fmsubadd_pd (__m256d a, 


m256d b,__m256d c); 


SIMD Floating-Point Exceptions 


Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 


VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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VFMSUBADD132PS/VFMSUBADD21 3PS/VFMSUBADD231PS—Fused Multiply-Alternating 
Subtract/Add of Packed Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
VEX.128.66.0F38.W0O 97 /r A VV FMA Multiply packed single-precision floating-point values from 
VFMSUBADD132PS xmm1, xmm2, xmm1 and xmm3/mem, subtract/add elements in xmm2 
xmm3/m128 and put result in xmm1. 
VEX.128.66.0F38.W0O A7 /r A VV FMA Multiply packed single-precision floating-point values from 
VFMSUBADD213PS xmm1, xmm2, xmm1 and xmm2, subtract/add elements in xmm3/mem 
xmm3/m128 and put result in xmm1. 
VEX.128.66.0F38.W0O B7 /r A VIV FMA Multiply packed single-precision floating-point values from 
VFMSUBADD231PS xmm1, xmm2, xmm2 and xmm3/mem, subtract/add elements in xmm1 
xmm3/m128 and put result in xmm1. 
VEX.256.66.0F38.WO 97 /r A VIV FMA Multiply packed single-precision floating-point values from 
VFMSUBADD132PS ymm1, ymm2, ymm1 and ymm3/mem, subtract/add elements in ymnm2 
ymm3/m256 and put result in ymm1. 
VEX.256.66.0F38.W0O A7 /r A VIV FMA Multiply packed single-precision floating-point values from 
VFMSUBADD213PS ymm1, ymm2, ymm1 and ymm2, subtract/add elements in ymm3/mem 
ymm3/m256 and put result in ymm1. 
VEX.256.66.0F38.W0 B7 /r A VV FMA Multiply packed single-precision floating-point values from 
VFMSUBADD231PS ymm1, ymm2, ymme2 and ymm3/mem, subtract/add elements in ymm1 
ymm3/m256 and put result in ymm1. 
EVEX.128.66.0F38.W0 97 /r B VV AVX512VL | Multiply packed single-precision floating-point values from 
VFMSUBADD132PS xmm1 {k1}{z}, AVX512F xmm1 and xmm3/m128/m32bcst, subtract/add elements 
xmm2, xmm3/m128/m32bcst in xmm2 and put result in xmm1 subject to writemask k1. 
EVEX.128.66.0F38.W0 A7 /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFMSUBADD213PS xmm1 {k1}{z}, AVX512F xmm1 and xmm2, subtract/add elements in 
xmm2, xmm3/m128/m32bcst xmm3/m128/m32bcst and put result in xmm1 subject to 
writemask k1. 
EVEX.128.66.0F38.W0 B7 /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFMSUBADD231PS xmm1 {k1}{z}, AVX512F xmme2 and xmm3/m128/m32bcst, subtract/add elements 
xmm2, xmm3/m128/m32bcst in xmm1 and put result in xmm1 subject to writemask k1. 
EVEX.256.66.0F38.W0 97 /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFMSUBADD132PS ymm1 {k1}{Z}, AVX512F ymm1 and ymm3/m256/m32bcst, subtract/add elements 
ymm2, ymm3/m256/m32bcst in ymmd2 and put result in ymm1 subject to writemask k1. 
EVEX.256.66.0F38.W0 A7 /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFMSUBADD213PS ymm1 {k1}{Z}, AVX512F ymm1 and ymmd2, subtract/add elements in 
ymm2, ymm3/m256/m32bcst ymm3/m256/m32bcst and put result in ymm1 subject to 
writemask k1. 
EVEX.256.66.0F38.W0 B7 /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFMSUBADD231PS ymm1 {k1}{Z}, AVX512F ymme2 and ymm3/m256/m32bcst, subtract/add elements 
ymm2, ymm3/m256/m32bcst in ymm1 and put result in ymm1 subject to writemask k1. 
EVEX.512.66.0F38.W0 97 /r B VIV AVX512F Multiply packed single-precision floating-point values from 
VFMSUBADD132PS zmm1 {k1}{Z}, zmm1 and zmm3/m512/m32bcst, subtract/add elements 
zmm2, zmm3/m51 2/m32bcst{er} in zmm2 and put result in zmm1 subject to writemask k1. 
EVEX.512.66.0F38.W0 A7 /r B VV AVX512F Multiply packed single-precision floating-point values from 
VFMSUBADD213PS zmm1 {k1}{Z}, zmm1 and zmmcz, subtract/add elements in 
zmm2, zmm3/m512/m32bcst{er} zmm3/m512/m32bcst and put result in zmm1 subject to 
writemask k1. 
EVEX.512.66.0F38.W0 B7 /r B VV AVX512F Multiply packed single-precision floating-point values from 


VFMSUBADD231PS zmm1 {k1}{2}, 
zmm2, zmm3/m51 2/m32bcst{er} 
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zmme2 and zmm3/m512/m32bcst, subtract/add elements 
in zmm1 and put result in zmm1 subject to writemask k1. 


VFMSUBADD132PS/VFMSUBADD213PS/VFMSUBADD231PS—Fused Multiply-Alternating Subtract/Add of Packed Single-Precision 


INSTRUCTION SET REFERENCE, V-Z 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


VFMSUBADD132PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the first 
source operand to the corresponding packed single-precision floating-point values in the third source operand. 
From the infinite precision intermediate result, subtracts the odd single-precision floating-point elements and adds 
the even single-precision floating-point values in the second source operand, performs rounding and stores the 
resulting packed single-precision floating-point values to the destination operand (first source operand). 


VFMSUBADD213PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the 
second source operand to the corresponding packed single-precision floating-point values in the first source 
operand. From the infinite precision intermediate result, subtracts the odd single-precision floating-point elements 
and adds the even single-precision floating-point values in the third source operand, performs rounding and stores 
the resulting packed single-precision floating-point values to the destination operand (first source operand). 


VFMSUBADD231PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the 
second source operand to the corresponding packed single-precision floating-point values in the third source 
operand. From the infinite precision intermediate result, subtracts the odd single-precision floating-point elements 
and adds the even single-precision floating-point values in the first source operand, performs rounding and stores 
the resulting packed single-precision floating-point values to the destination operand (first source operand). 


EVEX encoded versions: The destination operand (also first source operand) and the second source operand are 
ZMM/YMM/XMM register. The third source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion or a 512/256/128-bit vector broadcasted from a 32-bit memory location. The destination operand is condition- 
ally updated with write mask k1. 


VEX.256 encoded version: The destination operand (also first source operand) is a YMM register and encoded in 
reg_field. The second source operand is a YMM register and encoded in VEX.vvvv. The third source operand is a 
YMM register or a 256-bit memory location and encoded in rm_field. 


VEX.128 encoded version: The destination operand (also first source operand) is a XMM register and encoded in 
reg_field. The second source operand is a XMM register and encoded in VEX.vvvv. The third source operand is a 
XMM register or a 128-bit memory location and encoded in rm_field. The upper 128 bits of the YMM destination 
register are zeroed. 


Compiler tools may optionally support a complementary mnemonic for each instruction mnemonic listed in the 
opcode/instruction column of the summary table. The behavior of the complementary mnemonic in situations 
involving NANs are governed by the definition of the instruction mnemonic defined in the opcode/instruction 
column. 
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INSTRUCTION SET REFERENCE, V-Z 


Operation 


In the operations below, “*” and “+” symbols represent multiplication and addition with infinite precision inputs and outputs (no 
rounding). 


VFMSUBADD132PS DEST, SRC2, SRC3 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM -1{ 
n:= 64%; 
DEST[n+31:n] := RoundFPControl_MXCSR(DEST[n+31 :n]*SRC3[n+31:n] + SRC2[n+31:n]) 
DEST[n+63:n+32] := RoundFPControl_MXCSR(DEST[n+63:n+32]*SRC3[n+63:n+32] -SRC2[n+63:n+32)) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFMSUBADD213PS DEST, SRC2, SRC3 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM -1{ 
n:= 64%; 
DEST[n+31:n] := RoundFPControl_MXCSR(SRC2[n+31 :n}*DEST[n+31:n] +SRC3[n+3 1:n)J) 
DEST[n+63:n+32] := RoundFPControl_MXCSR(SRC2[n+63:n+32]*DEST[n+63:n+32] -SRC3[n+63:n+32]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:1 28] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFMSUBADD231PS DEST, SRC2, SRC3 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM -1{ 
n:= 64%; 
DEST[n+31:n] := RoundFPControl_MXCSR(SRC2[n+31 :n]*SRC3[n+31:n] + DEST[n+31:n]) 
DEST[n+63:n+32] := RoundFPControl_MXCSR(SRC2[n+63:n+32]*SRC3[n+63:n+32] -DEST[n+63:n+32]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:1 28] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 
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VFMSUBADD132PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 


(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN DEST[i+31:i] = 
RoundFPControl(DEST[i+3 1 :i]*SRC3[i+31:i] + SRC2[i+31:i]) 
ELSE DEST[i+31:i] := 
RoundFPControl(DEST[i+3 1 :i]*SRC3[i+31:i] - SRC2[i+31:i]) 
Fl 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VFMSUBADD132PS/VFMSUBADD2 1 3PS/VFMSUBADD231PS—Fused Multiply-Alternating Subtract/Add of Packed Single-Precision 


INSTRUCTION SET REFERENCE, V-Z 


Vol.2C 5-177 


INSTRUCTION SET REFERENCE, V-Z 


VFMSUBADD132PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(DEST[i+31:i]*SRC3[3 1:0] + SRC2[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(DEST[i+31:i]*SRC3[i+31:i] + SRC2[i+31:i]) 
Fl; 
ELSE 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(DEST[i+31:i]*SRC3[3 1:0] - SRC2[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(DEST[i+31:i]*SRC3[i+31:i] - SRC2[i+31:i]) 
Fl; 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


VFMSUBADD213PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN DEST[i+31:i] = 
RoundFPControl(SRC2[i+31:i]*DEST[i+31:i] + SRC3[i+31:i]) 
ELSE DEST[i+31:i] := 
RoundFPControl(SRC2[i+31:i]*DEST[i+31:i] - SRC3[i+3 1:i]) 
Fl 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


VFMSUBADD213PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*DEST[i+31:i] + SRC3[31:0]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*DEST[i+31:i] + SRC3[i+31:i]) 
Fl; 
ELSE 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+3 1:i]*DEST[i+31:i] - SRC3[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*DEST[i+31:i] - SRC3[31:0]) 
Fl; 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


VFMSUBADD231PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN DEST[i+31:i] = 
RoundFPControl(SRC2[i+31:i]*SRC3[i+31:i] + DEST[i+31:i]) 
ELSE DEST[i+31:i] := 
RoundFPControl(SRC2[i+31:i]*SRC3[i+31:i] - DEST[i+31:i]) 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


VFMSUBADD231PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF j *is even* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*SRC3[3 1:0] + DEST[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*SRC3[i+31:i] + DEST[i+31:i]) 
Fl; 
ELSE 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*SRC3[3 1:0] - DEST[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*SRC3[i+31:i] - DEST[i+3 1:i]) 
Fl; 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VFMSUBADDxxxPS 
VFMSUBADDxxxPS 
VFMSUBADDxxxPS 
VFMSUBADDxxxPS 
VFMSUBADDxxxPS 
VFMSUBADDxxxPS 
VFMSUBADDxxxPS 
VFMSUBADDxxxPS 
VFMSUBADDxxxPS 
VFMSUBADDxxxPS 
VFMSUBADDxxxPS 
VFMSUBADDxxxPS 
VFMSUBADDxxxPS 
VFMSUBADDxxxPS 
VFMSUBADDxxxPS 


m512 


mm512_fmsubadd_ps(__m512 a,__m512b,__m512 c); 


m512 


mm512_fmsubadd_round_ps(__m512 a,__m512b,__m512¢, intr); 


m512 


mm512_mask_fmsubadd_ps(__m512 a,__mmask16k,__m512b,__m512 c); 


m512 


mm512 


m512 


maskz_fmsubadd_ps(__mmask16 k,__m512 a,__m512b,__m512 c); 


mm512_mask3_fmsubadd_ps(__m512 a,__m512b,__m512c,__mmask16 k); 


m512 


mm512_mask_fmsubadd_round_ps(__m512 a,__mmask16 k,__m512b,__m512, int r); 


m512 


mm512_maskz_fmsubadd_round_ps(__mmask16 k,__m512a,__m512b,__m512c, intr); 


m512 


mm512_mask3_fmsubadd_round_ps(__m512 a,__m512b,__m512 c,__mmask16 k, int r); 


m256 


mm256_mask_fmsubadd_ps(__m256 a,__mmask8k,__m256 b,__m256 c); 


m256 


mm256_maskz_fmsubadd_ps(__mmask8 k,__m256 a,__m256b,__m256 c); 


m256 


mi28 


mm256_mask3_fmsubadd_ps(__m256 a,__m256b,__m256c,__ mmask8 k); 
mm_mask_fmsubadd_ps(__m128 a,__ mmask8 k,__m128b,__m128 c); 


mi28 


mm_maskz_fmsubadd_ps(__mmask8 k,__m128 a,__m128b,__m128 c); 


mi28 


mm_mask3_fmsubadd_ps(__m128 a,__m128b,__m128c, ___mmask8 k); 


_m128 
VFMSUBADDxxxPS __m256 __mm256_fmsubadd_ps (__m256 a, 


_mm_fmsubadd_ps (__m128 a,__m128b,__m128c); 
m256 b,__m256 c); 


SIMD Floating-Point Exceptions 


Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 


VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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Vol.2C 5-183 


INSTRUCTION SET REFERENCE, V-Z 


VFMSUB132PD/VFMSUB213PD/VFMSUB231PD—Fused Multiply-Subtract of Packed Double- 
Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
VEX.128.66.0F38.W1 9A /r A VIV FMA Multiply packed double-precision floating-point values 
VFMSUB132PD xmm1, xmm2, from xmm1 and xmm3/mem, subtract xmm2 and put 
xmm3/m128 result in xmm1. 
VEX.128.66.0F38.W1 AA /r A VIV FMA Multiply packed double-precision floating-point values 
VFMSUB213PD xmm1, xmm2, from xmm1 and xmmz, subtract xmm3/mem and put 
xmm3/m128 result in xmm1. 
VEX.128.66.0F38.W1 BA /r A VIV FMA Multiply packed double-precision floating-point values 
VFMSUB231PD xmm1, xmm2, from xmm_2 and xmm3/mem, subtract xmm1 and put 
xmm3/m128 result in xmm1. 
VEX.256.66.0F38.W1 9A /r A VIV FMA Multiply packed double-precision floating-point values 
VFMSUB132PD ymm1, ymm2, from ymm1 and ymm3/mem, subtract ymm2 and put 
ymm3/m256 result in ymm1. 
VEX.256.66.0F38.W1 AA /r A VIV FMA Multiply packed double-precision floating-point values 
VFMSUB213PD ymm1, ymm2, from ymm1 and ymm2, subtract ynm3/mem and put 
ymm3/m256 result in ymm1. 
VEX.256.66.0F38.W1 BA /r A VIV FMA Multiply packed double-precision floating-point values 
VFMSUB231PD ymm1, ymm2, from ymm2 and ymm3/mem, subtract ymm1 and put 
ymm3/m256 result in ymm1.S 
EVEX.128.66.0F38.W1 9A /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMSUB132PD xmm1 {k1}{Z}, AVX512F from xmm1 and xmm3/m128/m64bcst, subtract xmm2 
xmm2, xmm3/m128/m64bcst and put result in xmm1 subject to writemask k1. 
EVEX.128.66.0F38.W1 AA /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMSUB213PD xmm1 {k1}{z}, AVX512F from xmm1 and xmmz, subtract xmm3/m128/m64bcst 
xmm2, xmm3/m128/m64bcst and put result in xmm1 subject to writemask k1. 
EVEX.128.66.0F38.W1 BA /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMSUB231PD xmm1 {k1}{z}, AVX512F from xmm_2 and xmm3/m128/m64bcst, subtract xmm1 
xmm2, xmm3/m128/m64bcst and put result in xmm1 subject to writemask k1. 
EVEX.256.66.0F38.W1 9A /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMSUB132PD ymm1 {k1}{Z}, AVX512F from ymm1 and ymm3/m256/m64bcst, subtract ymm2 
ymme2, ymm3/m256/m64bcst and put result in ymm1 subject to writemask k1. 
EVEX.256.66.0F38.W1 AA /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMSUB213PD ymm1 {k1}{Z}, AVX512F from ymm1 and ymm2, subtract ynm3/m256/m64bcst 
ymm2, ymm3/m256/m64bcst and put result in ymm1 subject to writemask k1. 
EVEX.256.66.0F38.W1 BA /r B VIV AVX512VL | Multiply packed double-precision floating-point values 
VFMSUB231PD ymm1 {k1}{Z}, AVX512F from ymm_2 and ymm3/m256/m64bcst, subtract ymm1 
ymme2, ymm3/m256/m64bcst and put result in ymm1 subject to writemask k1. 
EVEX.512.66.0F38.W1 9A /r B VIV AVX512F Multiply packed double-precision floating-point values 
VFMSUB132PD zmm1 {k1}{Z}, from zmm1 and zmm3/m512/m64bcst, subtract zmm2 
zmm2, zmm3/m512/m64bcst{er} and put result in zmm1 subject to writemask k1. 
EVEX.512.66.0F38.W1 AA /r B VIV AVX512F Multiply packed double-precision floating-point values 
VFMSUB213PD zmm1 {k1}{Z}, from zmm1 and zmm2, subtract zmm3/m512/m64bcst 
zmm2, zmm3/m512/m64bcst{er} and put result in zmm1 subject to writemask k1. 
EVEX.512.66.0F38.W1 BA /r B VIV AVX512F Multiply packed double-precision floating-point values 


VFMSUB231PD zmm1 {k1}{z}, 
zmm2, zmm3/m512/m64bcst{er} 


from zmm2 and zmm3/m512/m64bcst, subtract zmm1 
and put result in zmm1 subject to writemask k1. 
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INSTRUCTION SET REFERENCE, V-Z 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a set of SIMD multiply-subtract computation on packed double-precision floating-point values using three 
source operands and writes the multiply-subtract results in the destination operand. The destination operand is 
also the first source operand. The second operand must be a SIMD register. The third source operand can be a 
SIMD register or a memory location. 


VFMSUB132PD: Multiplies the two, four or eight packed double-precision floating-point values from the first source 
operand to the two, four or eight packed double-precision floating-point values in the third source operand. From 
the infinite precision intermediate result, subtracts the two, four or eight packed double-precision floating-point 
values in the second source operand, performs rounding and stores the resulting two, four or eight packed double- 
precision floating-point values to the destination operand (first source operand). 


VFMSUB213PD: Multiplies the two, four or eight packed double-precision floating-point values from the second 
source operand to the two, four or eight packed double-precision floating-point values in the first source operand. 
From the infinite precision intermediate result, subtracts the two, four or eight packed double-precision floating- 
point values in the third source operand, performs rounding and stores the resulting two, four or eight packed 
double-precision floating-point values to the destination operand (first source operand). 


VFMSUB231PD: Multiplies the two, four or eight packed double-precision floating-point values from the second 
source to the two, four or eight packed double-precision floating-point values in the third source operand. From the 
infinite precision intermediate result, subtracts the two, four or eight packed double-precision floating-point values 
in the first source operand, performs rounding and stores the resulting two, four or eight packed double-precision 
floating-point values to the destination operand (first source operand). 


EVEX encoded versions: The destination operand (also first source operand) and the second source operand are 
ZMM/YMM/XMM register. The third source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion or a 512/256/128-bit vector broadcasted from a 64-bit memory location. The destination operand is condition- 
ally updated with write mask k1. 


VEX.256 encoded version: The destination operand (also first source operand) is a YMM register and encoded in 
reg_field. The second source operand is a YMM register and encoded in VEX.vvvv. The third source operand is a 
YMM register or a 256-bit memory location and encoded in rm_field. 


VEX.128 encoded version: The destination operand (also first source operand) is a XMM register and encoded in 
reg_field. The second source operand is a XMM register and encoded in VEX.vvvv. The third source operand is a 
XMM register or a 128-bit memory location and encoded in rm_field. The upper 128 bits of the YMM destination 
register are zeroed. 
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Operation 


In the operations below, “*” and “-” symbols represent multiplication and subtraction with infinite precision inputs and outputs (no 
rounding). 


VFMSUB132PD DEST, SRC2, SRC3 (VEX encoded versions) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 64%; 
DEST[n+63:n] := RoundFPControl_MXCSR(DEST[n+63:n]*SRC3[n+63:n] - SRC2[n+63:n)) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFMSUB213PD DEST, SRC2, SRC3 (VEX encoded versions) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i= 0 to MAXNUM-1 { 
n:= 64%; 
DEST[n+63:n] := RoundFPControl_MXCSR(SRC2[n+63:n]*DEST[n+63:n] - SRC3[n+63:n)) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFMSUB231PD DEST, SRC2, SRC3 (VEX encoded versions) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i= 0 to MAXNUM-1 { 
n:= 64%; 
DEST[n+63:n] := RoundFPControl_MXCSR(SRC2[n+63:n]*SRC3[n+63:n] - DEST[n+63:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:1 28] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 
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VFMSUB132PD DEST, SRC2, SRC3 (EVEX encoded versions, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
RoundFPControl(DEST[i+63:i]*SRC3[i+63:i] - SRC2[i+63:i]) 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFMSUB132PD DEST, SRC2, SRC3 (EVEX encoded versions, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(DEST[i+63:i]*SRC3[63:0] - SRC2[i+63:i]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(DEST[i+63:i]*SRC3[i+63:i] - SRC2[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VFMSUB132PD/VFMSUB213PD/VFMSUB231PD—Fused Multiply-Subtract of Packed Double-Precision Floating-Point Values 


Vol.2C 5-187 


INSTRUCTION SET REFERENCE, V-Z 


VFMSUB213PD DEST, SRC2, SRC3 (EVEX encoded versions, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
RoundFPControl(SRC2[i+63:i]*DEST[i+63:i] - SRC3[i+63:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFMSUB213PD DEST, SRC2, SRC3 (EVEX encoded versions, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*DEST[i+63:i] - SRC3[63:0]) 
+31:i]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*DEST[i+63:i] - SRC3[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VFMSUB231PD DEST, SRC2, SRC3 (EVEX encoded versions, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
RoundFPControl(SRC2[i+63:i]*SRC3[i+63:i] - DEST[i+63:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFMSUB231PD DEST, SRC2, SRC3 (EVEX encoded versions, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*SRC3[63:0] - DEST[i+63:i]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(SRC2[i+63:i]*SRC3[i+63:i] - DEST[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VFMSUBxxxPD __m512d_mm512_fmsub_pd(__m512da,__m512db,__m512dc); 

VFMSUBxxxPD __m512d_mm512_fmsub_round_pd(__m512da,__m512db,__m512dc, int r); 

VFMSUBxxxPD __m512d_mm512_mask_fmsub_pd(__m512da,__ mmask8 k,__m512db,__m512d c); 
VFMSUBxxxPD __m512d_mm512_maskz_fmsub_pd(__mmask8 k,__m512da,__m512db,__m512d c); 
VFMSUBxxxPD __m512d_mm512_mask3_fmsub_pd(__m512da,__m512db,__m512dc,__mmask8 k); 
VFMSUBxxxPD __m512d_mm512_mask_fmsub_round_pd(__m512d a,__mmask8k,__m512db,__m512dc, int r); 
VFMSUBxxxPD __m512d_mm512_maskz_fmsub_round_pd(__mmask8 k,___m512da,__m512db,__m512dc, intr); 
VFMSUBxxxPD __m512d_mm512_mask3_fmsub_round_pd(__m512da,__m512db,__m512dc,___mmask8 k, int r); 
VFMSUBxxxPD __m256d_mm256_mask_fmsub_pd(__m256d a,__ mmask8 k,__ m256d b,__ m256d c); 
VFMSUBxxxPD __m256d _mm256_maskz_fmsub_pd(__mmask8 k,___ m256d a,__m256d b,___m256d c); 
VFMSUBxxxPD __m256d_mm256_mask3_fmsub_pd(__m256d a,__m256d b,__m256d c,___mmask8 k); 
VFMSUBxxxPD __m128d _mm_mask_fmsub_pd(__m128d a,__mmask8 k,__m128d b,___m128d c); 

VFMSUBxxxPD __m128d _mm_maskz_fmsub_pd(__mmask8 k,__m128d a,__m128d b,___m128d c); 
VFMSUBxxxPD __m128d _mm_mask3_fmsub_pd(__m128d a,__m128db,__m128dc,__mmask8 k); 
VFMSUBxxxPD __m128d_mm_fmsub_pd (__m128da,_m128db,__m128d c); 

VFMSUBxxxPD __m256d_mm256_fmsub_pd (__m256d a,__m256d b, __m256d c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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VFMSUB132PS/VFMSUB2 1 3PS/VFMSUB231PS—Fused Multiply-Subtract of Packed Single- 
Precision Floating-Point Values 


VFMSUB231PS zmm1 {k1}{Z}, 
zmm2, zmm3/m51 2/m32bcst{er} 


Opcode/ Op/E | 64/32 CPUID Description 
Instruction n bitMode | Feature 

Support Flag 
VEX.128.66.0F38.W0 9A /r A VIV FMA Multiply packed single-precision floating-point values 
VFMSUB132PS xmm1, xmm2, from xmm1 and xmm3/mem, subtract xmm_2 and put 
xmm3/m128 result in xmm1. 
VEX.128.66.0F38.W0 AA /r A VIV FMA Multiply packed single-precision floating-point values 
VFMSUB213PS xmm1, xmm2, from xmm1 and xmm2z, subtract xmm3/mem and put 
xmm3/m128 result in xmm1. 
VEX.128.66.0F38.W0 BA /r A VIV FMA Multiply packed single-precision floating-point values 
VFMSUB231PS xmm1, xmm2, from xmm2 and xmm3/mem, subtract xmm1 and put 
xmm3/m128 result in xmm1. 
VEX.256.66.0F38.W0 9A /r A VIV FMA Multiply packed single-precision floating-point values 
VFMSUB132PS ymm1, ymm2, from ymm1 and ymm3/mem, subtract ymm2 and put 
ymm3/m256 result in ymm1. 
VEX.256.66.0F38.W0 AA /r A VIV FMA Multiply packed single-precision floating-point values 
VFMSUB213PS ymm1, ymm2, from ymm1 and ymm2, subtract ymm3/mem and put 
ymm3/m256 result in ymm1. 
VEX.256.66.0F38.0 BA /r A VIV FMA Multiply packed single-precision floating-point values 
VFMSUB231PS ymm1, ymm2, from ymm2 and ymm3/mem, subtract ymm1 and put 
ymm3/m256 result in ymm1. 
EVEX.128.66.0F38.W0 JA /r B VIV AVX512VL | Multiply packed single-precision floating-point values 
VFMSUB132PS xmm1 {k1}{z}, AVX512F from xmm1 and xmm3/m128/m32bcst, subtract 
xmm2, xmm3/m128/m32bcst xmme2 and put result in xmm1. 
EVEX.128.66.0F38.WO AA /r B VIV AVX512VL | Multiply packed single-precision floating-point values 
VFMSUB213PS xmm1 {k1}{z}, AVX512F from xmm1 and xmmz, subtract 
xmm2, xmm3/m128/m32bcst xmm3/m128/m32bcst and put result in xmm1. 
EVEX.128.66.0F38.W0 BA /r B VIV AVX512VL | Multiply packed single-precision floating-point values 
VFMSUB231PS xmm1 {k1}{z}, AVX512F from xmm2 and xmm3/m128/m32bcst, subtract 
xmm2, xmm3/m128/m32bcst xmm1 and put result in xmm1. 
EVEX.256.66.0F38.W0 JA /r B VIV AVX512VL | Multiply packed single-precision floating-point values 
VFMSUB132PS ymm1 {k1}{z}, AVX512F from ymm1 and ymm3/m256/m32bcst, subtract 
ymm_2, ymm3/m256/m32bcst ymm_2 and put result in ymm1. 
EVEX.256.66.0F38.W0 AA /r B VIV AVX512VL | Multiply packed single-precision floating-point values 
VFMSUB213PS ymm1 {k1}{z}, AVX512F from ymm1 and ymm2, subtract 
ymm_2, ymm3/m256/m32bcst ymm3/m256/m32bcst and put result in ymm1. 
EVEX.256.66.0F38.W0 BA /r B VIV AVX512VL | Multiply packed single-precision floating-point values 
VFMSUB231PS ymm1 {k1}{z}, AVX512F from ymm2 and ymm3/m256/m32bcst, subtract 
ymm_2, ymm3/m256/m32bcst ymm1 and put result in ymm1. 
EVEX.512.66.0F38.W0 JA /r B VIV AVX512F Multiply packed single-precision floating-point values 
VFMSUB132PS zmm1 {k1}{Z}, from zmm1 and zmm3/m512/m32bcst, subtract zmm2 
zmm2, zmm3/m51 2/m32bcst{er} and put result in zmm1. 
EVEX.512.66.0F38.W0 AA /r B VIV AVX512F Multiply packed single-precision floating-point values 
VFMSUB213PS zmm1 {k1}{Z}, from zmm1 and zmm2, subtract zmm3/m512/m32bcst 
zmm2, zmm3/m51 2/m32bcst{er} and put result in zmm1. 
EVEX.512.66.0F38.W0 BA /r B VIV AVX512F Multiply packed single-precision floating-point values 


from zmm2 and zmm3/m512/m32bcst, subtract zmm1 
and put result in zmm1. 
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Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a set of SIMD multiply-subtract computation on packed single-precision floating-point values using three 
source operands and writes the multiply-subtract results in the destination operand. The destination operand is 
also the first source operand. The second operand must be a SIMD register. The third source operand can be a 
SIMD register or a memory location. 


VFMSUB132PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the first 
source operand to the four, eight or sixteen packed single-precision floating-point values in the third source 
operand. From the infinite precision intermediate result, subtracts the four, eight or sixteen packed single-precision 
floating-point values in the second source operand, performs rounding and stores the resulting four, eight or 
sixteen packed single-precision floating-point values to the destination operand (first source operand). 


VFMSUB213PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the second 
source operand to the four, eight or sixteen packed single-precision floating-point values in the first source 
operand. From the infinite precision intermediate result, subtracts the four, eight or sixteen packed single-precision 
floating-point values in the third source operand, performs rounding and stores the resulting four, eight or sixteen 
packed single-precision floating-point values to the destination operand (first source operand). 


VFMSUB231PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the second 

source to the four, eight or sixteen packed single-precision floating-point values in the third source operand. From 
the infinite precision intermediate result, subtracts the four, eight or sixteen packed single-precision floating-point 
values in the first source operand, performs rounding and stores the resulting four, eight or sixteen packed single- 
precision floating-point values to the destination operand (first source operand). 


EVEX encoded versions: The destination operand (also first source operand) and the second source operand are 
ZMM/YMM/XMM register. The third source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion or a 512/256/128-bit vector broadcasted from a 32-bit memory location. The destination operand is condition- 
ally updated with write mask k1. 


VEX.256 encoded version: The destination operand (also first source operand) is a YMM register and encoded in 
reg_field. The second source operand is a YMM register and encoded in VEX.vvvv. The third source operand is a 
YMM register or a 256-bit memory location and encoded in rm_field. 


VEX.128 encoded version: The destination operand (also first source operand) is a XMM register and encoded in 
reg_field. The second source operand is a XMM register and encoded in VEX.vvvv. The third source operand is a 
XMM register or a 128-bit memory location and encoded in rm_field. The upper 128 bits of the YMM destination 
register are zeroed. 
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Operation 


In the operations below, “*” and “-” symbols represent multiplication and subtraction with infinite precision inputs and outputs (no 


rounding). 


VFMSUB132PS DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 32%; 
DEST[n+31:n] := RoundFPControl_MXCSR(DEST[n+31 :n]*SRC3[n+3 1:n] - SRC2[n+31:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFMSUB213PS DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 32%; 
DEST[n+31:n] := RoundFPControl_MXCSR(SRC2[n+31 :n]*DEST[n+31:n] - SRC3[n+31:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:1 28] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFMSUB231PS DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 32%; 
DEST[n+31:n] := RoundFPControl_MXCSR(SRC2[n+31 :n]*SRC3[n+31:n] - DEST[n+31:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 
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VFMSUB132PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] := 
RoundFPControl(DEST[i+31:i]*SRC3[i+31:i] - SRC2[i+3 1:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFMSUB132PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(DEST[i+31:i]*SRC3[3 1:0] - SRC2[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(DEST[i+3 1:i]*SRC3[i+3 1:1] - SRC2[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VFMSUB213PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
RoundFPControl_MXCSR(SRC2[i+3 1:i]*DEST[i+3 1:i] - SRC3[i+31:i]) 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFMSUB213PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+3 1:i]*DEST[i+3 1:i] - SRC3[31:0]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+3 1:i]*DEST[i+3 1:i] - SRC3[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VFMSUB231PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+3 1:i]*SRC3[i+31:i] - DEST[i+3 1:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFMSUB231PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+31:i]*SRC3[3 1:0] - DEST[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(SRC2[i+3 1:i]*SRC3[i+31:i] - DEST[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VFMSUBxxxPS __m512_mm512_fmsub_ps(__m512 a,__m512b,__m512 c); 

VFMSUBxxxPS __m512_mm512_fmsub_round_ps(__m512 a,__m512b,__m512¢, intr); 
VFMSUBxxxPS __m512_mm512_mask_fmsub_ps(__m512 a,__ mmask16k,__m512b,__m512 c); 
VFMSUBxxxPS __m512_mm512_maskz_fmsub_ps(__mmask16 k,__m512 a,__m512b,__m512 c); 
VFMSUBxxxPS __m512_mm512_mask3_fmsub_ps(__m512 a,__m512b,__m512 c,__mmask16 k); 
VFMSUBxxxPS __m512_mm512_mask_fmsub_round_ps(__m512 a,__mmask16k,__m512b, 


VFMSUBxxxPS __m256 _mm256_mask_fmsub_ps(__m256 a,__ mmask8 k,__m256 b,__m256 c); 
VFMSUBxxxPS __m256 __mm256_maskz_fmsub_ps(__mmask8 k,__m256 a,__m256 b,__m256 c); 
VFMSUBxxxPS __m256 _mm256_mask3_fmsub_ps(__m256 a,__m256 b,__m256 c,__ mmask8 k); 
VFMSUBxxxPS __m128 _mm_mask_fmsub_ps(__m128 a,__mmask8 k,__m128b,__m128 c); 
VFMSUBxxxPS __m128 _mm_maskz_fmsub_ps(__mmask8 k,_m128 a,__m128b,__m128 c); 
VFMSUBxxxPS __m128 _mm_mask3_fmsub_ps(__m128a,__m128b,__m128c,__mmask8 k); 
VFMSUBxxxPS __m128 _mm_fmsub_ps (__m128a,__m128b,__m128 c); 

VFMSUBxxxPS __m256 __mm256_fmsub_ps (_m256 a,__m256 b,__m256 c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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m512 ¢, intr); 
VFMSUBxxxPS __m512_mm512_maskz_fmsub_round_ps(__mmask16 k,__m512 a,__m512b,__m512¢, int r); 
VFMSUBxxxPS __m512_mm512_mask3_fmsub_round_ps(__m512 a,__m512b,__m512c,__mmask16 k, int r); 
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VFMSUB132SD/VFMSUB213SD/VFMSUB231SD—Fused Multiply-Subtract of Scalar Double- 
Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
VEX.LIG.66.0F38.W1 9B /r A VIV FMA Multiply scalar double-precision floating-point value from 
VFMSUB132SD xmm1, xmm2, xmm1 and xmm3/m64, subtract xmm2 and put result in 
xmm3/m64 xmm1. 
VEX.LIG.66.0F38.W1 AB /r A VIV FMA Multiply scalar double-precision floating-point value from 
VFMSUB213SD xmm1, xmm2, xmm1 and xmmd2, subtract xmm3/m64 and put result in 
xmm3/m64 xmm1. 
VEX.LIG.66.0F38.W1 BB /r A VIN FMA Multiply scalar double-precision floating-point value from 
VFMSUB231SD xmm1, xmm2, xmme2 and xmm3/m64, subtract xmm1 and put result in 
xmm3/m64 xmm1. 
EVEX.LLIG.66.0F38.W1 9B /r B VIV AVX512F | Multiply scalar double-precision floating-point value from 
VFMSUB132SD xmm1 {k1}{Z}, xmm1 and xmm3/m64, subtract xmm2 and put result in 
xmm2, xmm3/m64{er} xmm1. 
EVEX.LLIG.66.0F38.W1 AB /r B VIV AVX512F | Multiply scalar double-precision floating-point value from 
VFMSUB213SD xmm1 {k1}{Z}, xmm1 and xmmd2, subtract xmm3/m64 and put result in 
xmm2, xmm3/m64{er} xmm1. 
EVEX.LLIG.66.0F38.W1 BB /r B VIV AVX512F | Multiply scalar double-precision floating-point value from 
VFMSUB231SD xmm1 {k1}{Z}, xmm_2 and xmm3/m64, subtract xmm1 and put result in 
xmm2, xmm3/m64{er} xmm1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Tuple1 Scalar ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD multiply-subtract computation on the low packed double-precision floating-point values using 
three source operands and writes the multiply-subtract result in the destination operand. The destination operand 
is also the first source operand. The second operand must be a XMM register. The third source operand can be a 
XMM register or a 64-bit memory location. 


VFMSUB132SD: Multiplies the low packed double-precision floating-point value from the first source operand to the 
low packed double-precision floating-point value in the third source operand. From the infinite precision interme- 
diate result, subtracts the low packed double-precision floating-point values in the second source operand, 
performs rounding and stores the resulting packed double-precision floating-point value to the destination operand 
(first source operand). 


VFMSUB213SD: Multiplies the low packed double-precision floating-point value from the second source operand to 
the low packed double-precision floating-point value in the first source operand. From the infinite precision inter- 
mediate result, subtracts the low packed double-precision floating-point value in the third source operand, 
performs rounding and stores the resulting packed double-precision floating-point value to the destination operand 
(first source operand). 


VFMSUB231SD: Multiplies the low packed double-precision floating-point value from the second source to the low 
packed double-precision floating-point value in the third source operand. From the infinite precision intermediate 
result, subtracts the low packed double-precision floating-point value in the first source operand, performs 
rounding and stores the resulting packed double-precision floating-point value to the destination operand (first 
source operand). 


VEX.128 and EVEX encoded version: The destination operand (also first source operand) is encoded in reg_field. 
The second source operand is encoded in VEX. vvvv/EVEX.vvvv. The third source operand is encoded in rm_field. 
Bits 127:64 of the destination are unchanged. Bits MAXVL-1:128 of the destination register are zeroed. 
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EVEX encoded version: The low quadword element of the destination is updated according to the writemask. 


Compiler tools may optionally support a complementary mnemonic for each instruction mnemonic listed in the 
opcode/instruction column of the summary table. The behavior of the complementary mnemonic in situations 
involving NANs are governed by the definition of the instruction mnemonic defined in the opcode/instruction 


column. 


Operation 


In the operations below, “*” and “-" symbols represent multiplication and subtraction with infinite precision inputs and outputs (no 


rounding). 


VFMSUB132SD DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := RoundFPControl(DEST[63:0]*SRC3[63:0] - SRC2[63:0]) 


ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := DEST[127:64] 
DEST[MAXVL-1:128] := 0 


VFMSUB213SD DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := RoundFPControl(SRC2[63:0]*DEST[63:0] - SRC3[63:0]) 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := DEST[127:64] 
DEST[MAXVL-1:128] := 0 
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VFMSUB231SD DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 

IF k1[0] or *no writemask* 
THEN DEST[63:0] := RoundFPControl(SRC2[63:0]*SRC3[63:0] - DEST[63:0]) 
ELSE 


IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 


THEN DEST[63:0] := 0 
Fl; 
Fl; 
DEST[1 27:64] := DEST[1 27:64] 
DEST[MAXVL-1:128] := 0 


VFMSUB132SD DEST, SRC2, SRC3 (VEX encoded version) 

DEST[63:0] := RoundFPControl_MXCSR(DEST[63:0]*SRC3[63:0] - SRC2[63:0]) 
DEST[127:64] := DEST[127:64] 

DEST[MAXVL-1:128] := 0 


VFMSUB213SD DEST, SRC2, SRC3 (VEX encoded version) 

DEST[63:0] := RoundFPControl_MXCSR(SRC2[63:0]*DEST[63:0] - SRC3[63:0]) 
DEST[127:64] := DEST[127:64] 

DEST[MAXVL-1:128] := 0 


VFMSUB231SD DEST, SRC2, SRC3 (VEX encoded version) 

DEST[63:0] := RoundFPControl_MXCSR(SRC2[63:0]*SRC3[63:0] - DEST[63:0]) 
DEST[127:64] := DEST[127:64] 

DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFMSUBxxxSD __m128d_mm_fmsub_round_sd(__m128d a,_m128db,__m128d., int r); 

VFMSUBxxxSD __m128d __mm_mask_fmsub_sd(__m128d a,___mmask8 k,__m128d b,___m128d c); 
VFMSUBxxxSD __m128d _mm_maskz_fmsub_sd(__mmask8 k,__m128d a,__m128db,__m128d c); 
VFMSUBxxxSD __m128d _mm_mask3_fmsub_sd(__m128d a,__m128db,__m128dc,__ mmask8 k); 


VFMSUBxxxSD __m128d_mm_mask_fmsub_round_sd(__m128d a, ___mmask8 k,__m128db,__m128dc, int r); 


VFMSUBxxxSD __m128d __mm_maskz_fmsub_round_sd(__mmask8 k,___m128da,__m128d b, 
VFMSUBxxxSD __m128d _mm_mask3_fmsub_round_sd(__m128d a,__m128db,__m128dc, 
VFMSUBxxxSD __m128d_mm_fmsub_sd (__m128d a,__m128d b,__m128d c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 


m128d ¢, int r); 
mmask8 k, int r); 
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VFMSUB132SS/VFMSUB213SS/VFMSUB231SS—Fused Multiply-Subtract of Scalar Single- 
Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
VEX.LIG.66.0F38.W0O 9B /r A VIV FMA Multiply scalar single-precision floating-point value from 
VFMSUB132SS xmm1, xmm2, xmm1 and xmm3/m32, subtract xmm2 and put result in 
xmm3/m32 xmm1. 
VEX.LIG.66.0F38.W0 AB /r A VIV FMA Multiply scalar single-precision floating-point value from 
VFMSUB213SS xmm1, xmm2, xmm1 and xmmd2, subtract xmm3/m32 and put result in 
xmm3/m32 xmm1. 
VEX.LIG.66.0F38.WO BB /r A VIV FMA Multiply scalar single-precision floating-point value from 
VFMSUB231SS xmm1, xmm2, xmme2 and xmm3/m32, subtract xmm1 and put result in 
xmm3/m32 xmm1. 
EVEX.LLIG.66.0F38.W0 9B /r B VIV AVX512F Multiply scalar single-precision floating-point value from 
VFMSUB132SS xmm1 {k1}{Z}, xmm1 and xmm3/m32, subtract xmm2 and put result in 
xmme2, xmm3/m32{er} xmm1. 
EVEX.LLIG.66.0F38.W0 AB /r B VIV AVX512F Multiply scalar single-precision floating-point value from 
VFMSUB213SS xmm1 {k1}{Z}, xmm1 and xmmd2, subtract xmm3/m32 and put result in 
xmme2, xmm3/m32{er} xmm1. 
EVEX.LLIG.66.0F38.W0 BB /r B VIV AVX512F Multiply scalar single-precision floating-point value from 
VFMSUB231SS xmm1 {k1}{z}, xmme2 and xmm3/m32, subtract xmm1 and put result in 
xmm2, xmm3/m32{er} xmm1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Tuple1 Scalar ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD multiply-subtract computation on the low packed single-precision floating-point values using 
three source operands and writes the multiply-subtract result in the destination operand. The destination operand 
is also the first source operand. The second operand must be a XMM register. The third source operand can be a 
XMM register or a 32-bit memory location. 


VFMSUB132SS: Multiplies the low packed single-precision floating-point value from the first source operand to the 
low packed single-precision floating-point value in the third source operand. From the infinite precision interme- 
diate result, subtracts the low packed single-precision floating-point values in the second source operand, 
performs rounding and stores the resulting packed single-precision floating-point value to the destination operand 
(first source operand). 


VFMSUB213SS: Multiplies the low packed single-precision floating-point value from the second source operand to 
the low packed single-precision floating-point value in the first source operand. From the infinite precision interme- 
diate result, subtracts the low packed single-precision floating-point value in the third source operand, performs 
rounding and stores the resulting packed single-precision floating-point value to the destination operand (first 
source operand). 


VFMSUB231SS: Multiplies the low packed single-precision floating-point value from the second source to the low 
packed single-precision floating-point value in the third source operand. From the infinite precision intermediate 
result, subtracts the low packed single-precision floating-point value in the first source operand, performs rounding 
and stores the resulting packed single-precision floating-point value to the destination operand (first source 
operand). 


VEX.128 and EVEX encoded version: The destination operand (also first source operand) is encoded in reg_field. 
The second source operand is encoded in VEX.vvvv/EVEX.vvvv. The third source operand is encoded in rm_field. 
Bits 127:32 of the destination are unchanged. Bits MAXVL-1:128 of the destination register are zeroed. 


VFMSUB132SS/VFMSUB213SS/VFMSUB231SS—Fused Multiply-Subtract of Scalar Single-Precision Floating-Point Values Vol.2C 5-201 


INSTRUCTION SET REFERENCE, V-Z 


EVEX encoded version: The low doubleword element of the destination is updated according to the writemask. 
Compiler tools may optionally support a complementary mnemonic for each instruction mnemonic listed in the 
opcode/instruction column of the summary table. The behavior of the complementary mnemonic in situations 
involving NANs are governed by the definition of the instruction mnemonic defined in the opcode/instruction 
column. 


Operation 


In the operations below, “*” and “-” symbols represent multiplication and subtraction with infinite precision inputs and outputs (no 
rounding). 


VFMSUB132SS DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[31:0] := RoundFPControl(DEST[31:0]*SRC3[3 1:0] - SRC2[31:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[127:32] := DEST[127:32] 
DEST[MAXVL-1:128] := 0 


VFMSUB213SS DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[31:0] := RoundFPControl(SRC2[31:0]*DEST[31:0] - SRC3[31:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[1 27:32] := DEST[127:32] 
DEST[MAXVL-1:128] := 0 
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VFMSUB231SS DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 

IF k1[0] or *no writemask* 
THEN = DEST[31:0] := RoundFPControl(SRC2[3 1:0]*SRC3[63:0] - DEST[31:0]) 
ELSE 


IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 


THEN DEST[31:0] := 0 
Fl; 
Fl; 
DEST[1 27:32] := DEST[127:32] 
DEST[MAXVL-1:1 28] := 0 


VFMSUB132SS DEST, SRC2, SRC3 (VEX encoded version) 

DEST[31:0] := RoundFPControl_MXCSR(DEST[31:0]*SRC3[31:0] - SRC2[31:0]) 
DEST[127:32] := DEST[127:32] 

DEST[MAXVL-1:128] = 0 


VFMSUB213SS DEST, SRC2, SRC3 (VEX encoded version) 

DEST[31:0] := RoundFPControl_MXCSR(SRC2[31:0]*DEST[31:0] - SRC3[31:0]) 
DEST[127:32] := DEST[127:32] 

DEST[MAXVL-1:128] = 0 


VFMSUB231SS DEST, SRC2, SRC3 (VEX encoded version) 

DEST[31:0] := RoundFPControl_MXCSR(SRC2[31:0]*SRC3[31:0] - DEST[31:0]) 
DEST[127:32] := DEST[127:32] 

DEST[MAXVL-1:128] = 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFMSUBxxxSS __m128_mm_fmsub_round_ss(__m128 a,__m128b,__m128c, int r); 

VFMSUBxxxSS __m128_mm_mask_fmsub_ss(__m128 a,__mmask8 k,__m128 b,__m128 c); 
VFMSUBxxxSS __m128 _mm_maskz_fmsub_ss(__mmask8 k,_m128 a,__m128b,__m128 c); 
VFMSUBxxxSS __m128_mm_mask3_fmsub_ss(__m128 a,__m128b,__m128c,__mmask8 k); 
VFMSUBxxxSS __m128 __mm_mask_fmsub_round_ss(__m128 a,__ mmask8 k,__m128b,__m128c, int r); 
VFMSUBxxxSS __m128 __mm_maskz_fmsub_round_ss(__mmask8 k,__m128 a,__m128b,__m128c, intr); 
VFMSUBxxxSS __m128 _mm_mask3_fmsub_round_ss(__m128 a,__m128b,__m128c,__mmask8 k, int r); 
VFMSUBxxxSS __m128_mm_fmsub_ss (_m128a,__m128b,__m128 c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VFNMADD132PD/VFNMADD213PD/VFNMADD231PD—Fused Negative Multiply-Add of Packed 
Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
VEX.128.66.0F38.W1 9C /r A VIV FMA Multiply packed double-precision floating-point values from 
VFNMADD132PD xmm1, xmm2, xmm1 and xmm3/mem, negate the multiplication result 
xmm3/m128 and add to xmm2 and put result in xmm1. 
VEX.128.66.0F38.W1 AC /r A VIV FMA Multiply packed double-precision floating-point values from 
VFNMADD213PD xmm1, xmm2, xmm1 and xmm2, negate the multiplication result and add 
xmm3/m128 to xmm3/mem and put result in xmm1. 
VEX.128.66.0F38.W1 BC /r A VIV FMA Multiply packed double-precision floating-point values from 
VFNMADD231PD xmm1, xmm2, xmme2 and xmm3/mem, negate the multiplication result 
xmm3/m128 and add to xmm1 and put result in xmm1. 
VEX.256.66.0F38.W1 9C /r A VIV FMA Multiply packed double-precision floating-point values from 
VFNMADD132PD ymm1, ymm2, ymm1 and ymm3/mem, negate the multiplication result and 
ymm3/m256 add to ymm2 and put result in ymm1. 
VEX.256.66.0F38.W1 AC /r A VIV FMA Multiply packed double-precision floating-point values from 
VFNMADD213PD ymm1, ymm2, ymm1 and ymm2, negate the multiplication result and add 
ymm3/m256 to ymm3/mem and put result in ymm1. 
VEX.256.66.0F38.W1 BC /r A VIV FMA Multiply packed double-precision floating-point values from 
VFNMADD231PD ymm1, ymm2, ymm2 and ymm3/mem, negate the multiplication result and 
ymm3/m256 add to ymm1 and put result in ymm1. 
EVEX.128.66.0F38.W1 SC /r B VV AVX512VL | Multiply packed double-precision floating-point values from 
VFNMADD132PD xmm0 {k1}{z}, AVX512F xmm1 and xmm3/m128/m64bcst, negate the 
xmm1, xmm2/m128/m64bcst multiplication result and add to xmm2 and put result in 
xmm1. 
EVEX.128.66.0F38.W1 AC /r B VIV AVX512VL | Multiply packed double-precision floating-point values from 
VFNMADD213PD xmm1 {k1}{Z}, AVX512F xmm1 and xmm2, negate the multiplication result and add 
xmm2, xmm3/m128/m64bcst to xmm3/m128/m64bcst and put result in xmm1. 
EVEX.128.66.0F38.W1 BC /r B VV AVX512VL | Multiply packed double-precision floating-point values from 
VFNMADD231PD xmm1 {k1}{Z}, AVX512F xmme2 and xmm3/m1 28/m64bcst, negate the 
xmm2, xmm3/m128/m64bcst multiplication result and add to xmm1 and put result in 
xmm1. 
EVEX.256.66.0F38.W1 SC /r B VV AVX512VL | Multiply packed double-precision floating-point values from 
VFNMADD132PD ymm1 {k1}{Z}, AVX512F ymm1 and ymm3/m256/m64bcst, negate the 
ymm2, ymm3/m256/m64bcst multiplication result and add to ymm2 and put result in 
ymm1. 
EVEX.256.66.0F38.W1 AC /r B VV AVX512VL | Multiply packed double-precision floating-point values from 
VFNMADD213PD ymm1 {k1}{Z}, AVX512F ymm1 and ymm2, negate the multiplication result and add 
ymm2, ymm3/m256/m64bcst to ymm3/m256/m64bcst and put result in ymm1. 
EVEX.256.66.0F38.W1 BC /r B VV AVX512VL | Multiply packed double-precision floating-point values from 
VFNMADD231PD ymm1 {k1}{Z}, AVX512F ymme and ymm3/m256/m64bcst, negate the 
ymme2, ymm3/m256/m64bcst multiplication result and add to ymm1 and put result in 
ymm1. 
EVEX.512.66.0F38.W1 SC /r B VV AVX512F Multiply packed double-precision floating-point values from 
VFNMADD132PD zmm1 {k1}{z}, zmm1 and zmm3/m512/m64bcst, negate the multiplication 
zmm2, zmm3/m512/m64bcst{er} result and add to zmm2 and put result in zmm1. 
EVEX.512.66.0F38.W1 AC /r B VV AVX512F Multiply packed double-precision floating-point values from 
VFNMADD213PD zmm1 {k1}{z}, zmm1 and zmmz, negate the multiplication result and add 
zmm2, zmm3/m512/m64bcst{er} to zmm3/m512/m64bcst and put result in zmm1. 
EVEX.512.66.0F38.W1 BC /r B VV AVX512F Multiply packed double-precision floating-point values from 


VFNMADD231PD zmm1 {k1}{Z}, 
zmm2, zmm3/m51 2/m64bcst{er} 


zmme2 and zmm3/m512/m64bcst, negate the multiplication 
result and add to zmm1 and put result in zmm1. 
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INSTRUCTION SET REFERENCE, V-Z 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


VFNMADD132PD: Multiplies the two, four or eight packed double-precision floating-point values from the first 
source operand to the two, four or eight packed double-precision floating-point values in the third source operand, 
adds the negated infinite precision intermediate result to the two, four or eight packed double-precision floating- 
point values in the second source operand, performs rounding and stores the resulting two, four or eight packed 
double-precision floating-point values to the destination operand (first source operand). 


VFNMADD213PD: Multiplies the two, four or eight packed double-precision floating-point values from the second 
source operand to the two, four or eight packed double-precision floating-point values in the first source operand, 
adds the negated infinite precision intermediate result to the two, four or eight packed double-precision floating- 
point values in the third source operand, performs rounding and stores the resulting two, four or eight packed 
double-precision floating-point values to the destination operand (first source operand). 


VFNMADD231PD: Multiplies the two, four or eight packed double-precision floating-point values from the second 
source to the two, four or eight packed double-precision floating-point values in the third source operand, the 
negated infinite precision intermediate result to the two, four or eight packed double-precision floating-point 
values in the first source operand, performs rounding and stores the resulting two, four or eight packed double- 
precision floating-point values to the destination operand (first source operand). 


EVEX encoded versions: The destination operand (also first source operand) and the second source operand are 
ZMM/YMM/XMM register. The third source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion or a 512/256/128-bit vector broadcasted from a 64-bit memory location. The destination operand is condition- 
ally updated with write mask k1. 

VEX.256 encoded version: The destination operand (also first source operand) is a YMM register and encoded in 
reg_field. The second source operand is a YMM register and encoded in VEX.vvvv. The third source operand is a 
YMM register or a 256-bit memory location and encoded in rm_field. 


VEX.128 encoded version: The destination operand (also first source operand) is a XMM register and encoded in 
reg_field. The second source operand is a XMM register and encoded in VEX.vvvv. The third source operand is a 
XMM register or a 128-bit memory location and encoded in rm_field. The upper 128 bits of the YMM destination 
register are zeroed. 


Operation 


In the operations below, “*” and “-” symbols represent multiplication and subtraction with infinite precision inputs and outputs (no 
rounding). 
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VFNMADD132PD DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i= 0 to MAXNUM-1 { 
n:= 64%; 
DEST[n+63:n] := RoundFPControl_MXCSR(-(DEST[n+63:n]*SRC3[n+63:n]) + SRC2[n+63:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFNMADD213PD DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i= 0 to MAXNUM-1 { 
n:= 64%; 
DEST[n+63:n] := RoundFPControl_MXCSR(-(SRC2[n+63:n]*DEST[n+63:n]) + SRC3[n+63:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFNMADD231PD DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i= 0 to MAXNUM-1 { 
n:= 64%; 
DEST[n+63:n] := RoundFPControl_MXCSR(-(SRC2[n+63:n]*SRC3[n+63:n]) + DEST[n+63:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 
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VFNMADD132PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
RoundFPControl(-(DEST[i+63:i]*SRC3[i+63:i]) + SRC2[i+63:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFNMADD132PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(-(DEST[i+63:i]*SRC3[63:0]) + SRC2[i+63:i]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(-(DEST[i+63:i]*SRC3[i+63:i]) + SRC2[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VFNMADD213PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
RoundFPControl(-(SRC2[i+63:i]*DEST[i+63:i]) + SRC3[i+63:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFNMADD213PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(-(SRC2[i+63:i]*DEST[i+63:i]) + SRC3[63:0]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(-(SRC2[i+63:i]*DEST[i+63:i]) + SRC3[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VFNMADD231PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
RoundFPControl(-(SRC2[i+63:i]*SRC3[i+63:i]) + DEST[i+63:i]) 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFNMADD231PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(-(SRC2[i+63:i]*SRC3[63:0]) + DEST[i+63:i]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(-(SRC2[i+63:i]*SRC3[i+63:i]) + DEST[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VFNMADDxxxPD __m512d_mm512_fnmadd_pd(__m512da,__m512db,___m512dc); 

VFNMADDxxxPD __m512d_mm512_fnmadd_round_pd(__m512da,__m512db,__m512dc, int r); 

VFNMADDxxxPD __m512d_mm512_mask_fnmadd_pd(__m512d a,__ mmask8 k,__m512db,_m512d c); 
VFNMADDxxxPD __m512d_mm512_maskz_fnmadd_pd(__mmask8 k,__m512da,__m512db,__m512d c); 
VFNMADDxxxPD __m512d_mm512_mask3_fnmadd_pd(__m512da,__m512db,__m512dc,__ mmask8 k); 
VFNMADDxxxPD __m512d_mm512_mask_fnmadd_round_pd(__m512d a,__mmask8k,_m512db,__m512dc, int r); 
VFNMADDxxxPD __m512d_mm512_maskz_fnmadd_round_pd(__mmask8 k,__m512da,__m512db,__m512dc, int r); 
VFNMADDxxxPD __m512d_mm512_mask3_fnmadd_round_pd(__m512da,__m512db,__m512dc,___mmask8 k, int r); 
VFNMADDxxxPD __m256d_mm256_mask_fnmadd_pd(__m256d a, ___ mmask8 k,__ m256d b,___m256d c); 
VFNMADDxxxPD __m256d __mm256_maskz_fnmadd_pd(__mmask8 k,__m256d a,__m256db,__ m256d c); 
VFNMADDxxxPD __m256d__mm256_mask3_fnmadd_pd(__m256d a,__ m256d b,__ m256dc,___ mmask8 k); 
VFNMADDxxxPD __m128d __mm_mask_fnmadd_pd(__m128d a,__ mmask8 k,__m128d b,___m128d c); 
VFNMADDxxxPD __m128d __mm_maskz_fnmadd_pd(__mmask8 k,___m128d a,__m128d b,___m128d c); 
VFNMADDxxxPD __m128d __mm_mask3_fnmadd_pd(__m128d a,__m128d b,_m128d c, __mmask8 k); 
VFNMADDxxxPD __m128d_mm_fnmadd_pd (__m128d a,__m128db,__m128d c); 

VFNMADDxxxPD __m256d_mm256_fnmadd_pd (__m256d a,__m256d b,___m256d c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VFNMADD132PS/VFNMADD213PS/VFNMADD231PS—Fused Negative Multiply-Add of Packed 
Single-Precision Floating-Point Values 


VFNMADD231PS zmm1 {k1}{Z}, 
zmm2, zmm3/m51 2/m32bcst{er} 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
VEX.128.66.0F38.W0 SC /r A VIV FMA Multiply packed single-precision floating-point values from 
VFNMADD132PS xmm1, xmm2, xmm1 and xmm3/mem, negate the multiplication result 
xmm3/m128 and add to xmm_2 and put result in xmm1. 
VEX.128.66.0F38.W0 AC /r A VIV FMA Multiply packed single-precision floating-point values from 
VFNMADD213PS xmm1, xmm_2, xmm1 and xmm2, negate the multiplication result and add 
xmm3/m128 to xmm3/mem and put result in xmm1. 
VEX.128.66.0F38.W0 BC /r A VIV FMA Multiply packed single-precision floating-point values from 
VFNMADD231PS xmm1, xmm2, xmm2 and xmm3/mem, negate the multiplication result 
xmm3/m128 and add to xmm1 and put result in xmm1. 
VEX.256.66.0F38.W0 SC /r A VIV FMA Multiply packed single-precision floating-point values from 
VFNMADD132PS ymm1, ymm2, ymm1 and ymm3/mem, negate the multiplication result 
ymm3/m256 and add to ymm2 and put result in ymm1. 
VEX.256.66.0F38.W0 AC /r A VIV FMA Multiply packed single-precision floating-point values from 
VFNMADD213PS ymm1, ymm2, ymm1 and ymm2, negate the multiplication result and add 
ymm3/m256 to ymm3/mem and put result in ymm1. 
VEX.256.66.0F38.0 BC /r A VIV FMA Multiply packed single-precision floating-point values from 
VFNMADD231PS ymm1, ymm2, ymm2 and ymm3/mem, negate the multiplication result and 
ymm3/m256 add to ymm1 and put result in ymm1. 
EVEX.128.66.0F38.WO SC /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFNMADD132PS xmm1 {k1}{Z}, AVX512F xmm1 and xmm3/m128/m32bcst, negate the multiplication 
xmm2, xmm3/m128/m32bcst result and add to xmm2 and put result in xmm1. 
EVEX.128.66.0F38.WO AC /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFNMADD213PS xmm1 {k1}{Z}, AVX512F xmm1 and xmm_2, negate the multiplication result and add 
xmm2, xmm3/m128/m32bcst to xmm3/m128/m32bcst and put result in xmm1. 
EVEX.128.66.0F38.WO BC /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFNMADD231PS xmm1 {k1}{Z}, AVX512F xmme2 and xmm3/m128/m32bcst, negate the multiplication 
xmm2, xmm3/m128/m32bcst result and add to xmm1 and put result in xmm1. 
EVEX.256.66.0F38.WO SC /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFNMADD132PS ymm1 {k1}{Z}, AVX512F ymm1 and ymm3/m256/m3 2bcst, negate the multiplication 
ymm_2, ymm3/m256/m32bcst result and add to ymm2 and put result in ymm1. 
EVEX.256.66.0F38.WO AC /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFNMADD213PS ymm1 {k1}{Z}, AVX512F ymm1 and ymm2, negate the multiplication result and add 
ymme2, ymm3/m256/m32bcst to ymm3/m256/m32bcst and put result in ymm1. 
EVEX.256.66.0F38.WO BC /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFNMADD231PS ymm1 {k1}{Z}, AVX512F ymme and ymm3/m256/m3 2bcst, negate the multiplication 
ymm_2, ymm3/m256/m32bcst result and add to ymm1 and put result in ymm1. 
EVEX.512.66.0F38.WO SC /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFNMADD132PS zmm1 {k1}{Z}, AVX512F zmm1 and zmm3/m51 2/m32bcst, negate the multiplication 
zmm2, zmm3/m51 2/m32bcst{er} result and add to zmm2 and put result in zmm1. 
EVEX.512.66.0F38.WO AC /r B VIV AVX512F Multiply packed single-precision floating-point values from 
VFNMADD213PS zmm1 {k1}{Z}, zmm1 and zmm2, negate the multiplication result and add 
zmm2, zmm3/m51 2/m32bcst{er} to zmm3/m512/m32bcst and put result in zmm1. 
EVEX.512.66.0F38.WO BC /r B VIV AVX512F Multiply packed single-precision floating-point values from 


zmme2 and zmm3/m51 2/m32bcst, negate the multiplication 
result and add to zmm1 and put result in zmm1. 
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INSTRUCTION SET REFERENCE, V-Z 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


VFNMADD132PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the first 
source operand to the four, eight or sixteen packed single-precision floating-point values in the third source 
operand, adds the negated infinite precision intermediate result to the four, eight or sixteen packed single-precision 
floating-point values in the second source operand, performs rounding and stores the resulting four, eight or 
sixteen packed single-precision floating-point values to the destination operand (first source operand). 


VFNMADD213PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the second 
source operand to the four, eight or sixteen packed single-precision floating-point values in the first source 
operand, adds the negated infinite precision intermediate result to the four, eight or sixteen packed single-precision 
floating-point values in the third source operand, performs rounding and stores the resulting the four, eight or 
sixteen packed single-precision floating-point values to the destination operand (first source operand). 


VFNMADD231PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the second 
source operand to the four, eight or sixteen packed single-precision floating-point values in the third source 
operand, adds the negated infinite precision intermediate result to the four, eight or sixteen packed single-precision 
floating-point values in the first source operand, performs rounding and stores the resulting four, eight or sixteen 
packed single-precision floating-point values to the destination operand (first source operand). 

EVEX encoded versions: The destination operand (also first source operand) and the second source operand are 
ZMM/YMM/XMM register. The third source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion or a 512/256/128-bit vector broadcasted from a 32-bit memory location. The destination operand is condition- 
ally updated with write mask k1. 

VEX.256 encoded version: The destination operand (also first source operand) is a YMM register and encoded in 
reg_field. The second source operand is a YMM register and encoded in VEX.vvvv. The third source operand is a 
YMM register or a 256-bit memory location and encoded in rm_field. 

VEX.128 encoded version: The destination operand (also first source operand) is a XMM register and encoded in 
reg_field. The second source operand is a XMM register and encoded in VEX.vvvv. The third source operand is a 
XMM register or a 128-bit memory location and encoded in rm_field. The upper 128 bits of the YMM destination 
register are zeroed. 


Operation 


In the operations below, “*” and “+” symbols represent multiplication and addition with infinite precision inputs and outputs (no 
rounding). 


VFNMADD132PS DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 32%; 
DEST[n+31:n] := RoundFPControl_MXCSR(- (DEST[n+31:n]*SRC3[n+3 1 :n]) + SRC2[n+31:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:1 28] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 
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VFNMADD213PS DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 32%; 
DEST[n+31:n] := RoundFPControl_MXCSR(- (SRC2[n+31:n]*DEST[n+31:n]) + SRC3[n+31:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFNMADD231PS DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 32%; 
DEST[n+31:n] := RoundFPControl_MXCSR(- (SRC2[n+31:n]*SRC3[n+31:n]) + DEST[n+31:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFNMADD132PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
RoundFPControl(-(DEST[i+3 1 :i]*SRC3[i+31:i]) + SRC2[i+31:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VFNMADD132PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(-(DEST[i+31:i]*SRC3[31:0]) + SRC2[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(-(DEST[i+3 1 :i]*SRC3[i+31:i]) + SRC2[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VFNMADD213PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 


THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 
Fl; 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] := 
RoundFPControl(-(SRC2[i+3 1 :i]*DEST[i+31:i]) + SRC3[i+31:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VFNMADD213PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(-(SRC2[i+31 :iJ*DEST[i+3 1:i]) + SRC3[31:0]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(-(SRC2[i+3 1 :i]*DEST[i+31:i]) + SRC3[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VFNMADD231PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
RoundFPControl(-(SRC2[i+31:i]*SRC3[i+31:i]) + DEST[i+31:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VFNMADD231PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(-(SRC2[i+31:i]*SRC3[31:0]) + DEST[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(-(SRC2[i+3 1 :i]*SRC3[i+31:i]) + DEST[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFNMADDxxxPS __m512_mm512_fnmadd_ps(__m512 a,__m512b,__m512c); 

VFNMADDxxxPS __m512_mm512_fnmadd_round_ps(__m512 a,__m512b,__m512¢, intr); 

VFNMADDxxxPS __m512_mm512_mask_fnmadd_ps(__m512 a,__mmask16 k,__m512b,__m512 c); 
VFNMADDxxxPS __m512_mm512_maskz_fnmadd_ps(__mmask16 k,__m512a,__m512b,__m512 c); 
VFNMADDxxxPS __m512_mm512_mask3_fnmadd_ps(__m512 a,__m512b,__m512c,__mmask16 k); 
VFNMADDxxxPS __m512_mm512_mask_fnmadd_round_ps(__m512 a,__mmask16k,__m512b,__m512, int r); 
VFNMADDxxxPS __m512_mm512_maskz_fnmadd_round_ps(__mmask16 k,__m512 a,__m512b,__m512¢, intr); 
VFNMADDxxxPS __m512_mm512_mask3_fnmadd_round_ps(__m512 a,__m512b,__m512c,__mmask16 k, int r); 
VFNMADDxxxPS __m256 __mm256_mask_fnmadd_ps(__m256 a, ___mmask8 k,__m256 b, __m256 c); 
VFNMADDxxxPS __m256 _mm256_maskz_fnmadd_ps(__mmask8 k,__m256 a,__m256b,__m256 c); 
VFNMADDxxxPS __m256 __mm256_mask3_fnmadd_ps(__m256 a,__m256 b,__m256 c,__mmask8 k); 
VFNMADDxxxPS __m128_mm_mask_fnmadd_ps(__m128 a,__mmask8 k,__m128b,__m128 c); 

VFNMADDxxxPS __m128 _mm_maskz_fnmadd_ps(__mmask8 k,__m128a,__m128b,__m128 c); 
VFNMADDxxxPS __m128 _mm_mask3_fnmadd_ps(__m128 a,__m128b,__m128c,___mmask8 k); 
VFNMADDxxxPS __m128_mm_fnmadd_ps (__m128 a,__m128b,__m128 c); 

VFNMADDxxxPS __m256 __mm256_fnmadd_ps (__m256 a,__m256 b,_m256 c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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VFNMADD132SD/VFNMADD213SD/VFNMADD231SD—Fused Negative Multiply-Add of Scalar 


Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
VEX.LIG.66.0F38.W1 SD /r A VIN FMA Multiply scalar double-precision floating-point value from 
VFNMADD132SD xmm1, xmm2z, xmm1 and xmm3/mem, negate the multiplication result and 
xmm3/m64 add to xmm2 and put result in xmm1. 
VEX.LIG.66.0F38.W1 AD /r A VIV FMA Multiply scalar double-precision floating-point value from 
VFNMADD213SD xmm1, xmm2, xmm1 and xmm2, negate the multiplication result and add to 
xmm3/m64 xmm3/mem and put result in xmm1. 
VEX.LIG.66.0F38.W1 BD /r A VIV FMA Multiply scalar double-precision floating-point value from 
VFNMADD231SD xmm1, xmm2, xmm2 and xmm3/mem, negate the multiplication result and 
xmm3/m64 add to xmm1 and put result in xmm1. 
EVEX.LLIG.66.0F38.W1 9D /r B VIV AVX512F Multiply scalar double-precision floating-point value from 
VFNMADD132SD xmm1 {k1}{Z}, xmm1 and xmm3/m64, negate the multiplication result and 
xmm2, xmm3/m64{er} add to xmm2 and put result in xmm1. 
EVEX.LLIG.66.0F38.W1 AD /r B VIV AVX512F Multiply scalar double-precision floating-point value from 
VFNMADD213SD xmm1 {k1}{Z}, xmm1 and xmm2, negate the multiplication result and add to 
xmm2, xmm3/m64{er} xmm3/m64 and put result in xmm1. 
EVEX.LLIG.66.0F38.W1 BD /r B VIV AVX512F Multiply scalar double-precision floating-point value from 
VFNMADD231SD xmm1 {k1}{Z}, xmm2 and xmm3/m64, negate the multiplication result and 
xmm2, xmm3/m64{er} add to xmm1 and put result in xmm1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Tuple1 Scalar ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


VFNMADD132SD: Multiplies the low packed double-precision floating-point value from the first source operand to 
the low packed double-precision floating-point value in the third source operand, adds the negated infinite preci- 
sion intermediate result to the low packed double-precision floating-point values in the second source operand, 
performs rounding and stores the resulting packed double-precision floating-point value to the destination operand 
(first source operand). 


VFNMADD213SD: Multiplies the low packed double-precision floating-point value from the second source operand 
to the low packed double-precision floating-point value in the first source operand, adds the negated infinite preci- 
sion intermediate result to the low packed double-precision floating-point value in the third source operand, 
performs rounding and stores the resulting packed double-precision floating-point value to the destination operand 
(first source operand). 


VFNMADD231SD: Multiplies the low packed double-precision floating-point value from the second source to the low 
packed double-precision floating-point value in the third source operand, adds the negated infinite precision inter- 
mediate result to the low packed double-precision floating-point value in the first source operand, performs 
rounding and stores the resulting packed double-precision floating-point value to the destination operand (first 
source operand). 

VEX.128 and EVEX encoded version: The destination operand (also first source operand) is encoded in reg_field. 


The second source operand is encoded in VEX.vvvv/EVEX.vvvv. The third source operand is encoded in rm_field. 
Bits 127:64 of the destination are unchanged. Bits MAXVL-1:128 of the destination register are zeroed. 
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EVEX encoded version: The low quadword element of the destination is updated according to the writemask. 
Compiler tools may optionally support a complementary mnemonic for each instruction mnemonic listed in the 
opcode/instruction column of the summary table. The behavior of the complementary mnemonic in situations 
involving NANs are governed by the definition of the instruction mnemonic defined in the opcode/instruction 
column. 


Operation 


In the operations below, “*” and “+” symbols represent multiplication and addition with infinite precision inputs and outputs (no 
rounding). 


VFNMADD132SD DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := RoundFPControl(-(DEST[63:0]*SRC3[63:0]) + SRC2[63:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := DEST[127:64] 
DEST[MAXVL-1:128] := 0 


VFNMADD213SD DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := RoundFPControl(-(SRC2[63:0]*DEST[63:0]) + SRC3[63:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := DEST[127:64] 
DEST[MAXVL-1:128] := 0 
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VFNMADD231SD DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN = DEST[63:0] := RoundFPControl(-(SRC2[63:0]*SRC3[63:0]) + DEST[63:0]) 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := DEST[127:64] 
DEST[MAXVL-1:128] := 0 


VFNMADD132SD DEST, SRC2, SRC3 (VEX encoded version) 

DEST[63:0] := RoundFPControl_MXCSR(- (DEST[63:0]*SRC3[63:0]) + SRC2[63:0]) 
DEST[127:64] := DEST[127:64] 

DEST[MAXVL-1:128] := 0 


VFNMADD213SD DEST, SRC2, SRC3 (VEX encoded version) 

DEST[63:0] := RoundFPControl_MXCSR(- (SRC2[63:0]*DEST[63:0]) + SRC3[63:0]) 
DEST[127:64] := DEST[127:64] 

DEST[MAXVL-1:128] := 0 


VFNMADD231SD DEST, SRC2, SRC3 (VEX encoded version) 

DEST[63:0] := RoundFPControl_MXCSR(- (SRC2[63:0]*SRC3[63:0]) + DEST[63:0]) 
DEST[127:64] := DEST[127:64] 

DEST[MAXVL-1:128] = 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFNMADDxxxSD __m128d __mm_fnmadd_round_sd(__m128d a,__m128db,__m128dc, int r); 

VFNMADDxxxSD __m128d _mm_mask_fnmadd_sd(__m128d a, ___mmask8 k,__m128d b,__m128d c); 
VFNMADDxxxSD __m128d _mm_maskz_fnmadd_sd(__mmask8 k,__m128d a,_m128db, ___m128d c); 
VFNMADDxxxSD __m128d _mm_mask3_fnmadd_sd(__m128d a,__m128db,__m128dc,__mmask8 k); 
VFNMADDxxxSD __m128d _mm_mask_fnmadd_round_sd(__m128d a, ___ mmask8 k,__m128db,__m128dc, int r); 
VFNMADDxxxSD __m128d _mm_maskz_fnmadd_round_sd(__mmask8 k,__m128da,__m128db,__m128d, int r); 
VFNMADDxxxSD __m128d _mm_mask3_fnmadd_round_sd(__m128d a,__m128db,__m128dc,__mmask8 k, int r); 
VFNMADDxxxSD __m128d _mm_fnmadd_sd (__m128da,__m128db,__m128d c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
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VFNMADD132SS/VFNMADD213SS/VFNMADD231SS—Fused Negative Multiply-Add of Scalar 
Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
VEX.LIG.66.0F38.W0 9D /r A VIV FMA Multiply scalar single-precision floating-point value from 
VFNMADD132SS xmm1, xmm2, xmm1 and xmm3/m32, negate the multiplication result 
xmm3/m32 and add to xmm2 and put result in xmm1. 
VEX.LIG.66.0F38.W0 AD /r A VIV FMA Multiply scalar single-precision floating-point value from 
VFNMADD213SS xmm1, xmm2, xmm1 and xmm2, negate the multiplication result and 
xmm3/m32 add to xmm3/m32 and put result in xmm1. 
VEX.LIG.66.0F38.W0 BD /r A VIV FMA Multiply scalar single-precision floating-point value from 
VFNMADD231SS xmm1, xmm2, xmme2 and xmm3/m32, negate the multiplication result 
xmm3/m32 and add to xmm1 and put result in xmm1. 
EVEX.LLIG.66.0F38.W0 9D /r B VIV AVX512F Multiply scalar single-precision floating-point value from 
VFNMADD132SS xmm1 {k1}{Z}, xmm1 and xmm3/m32, negate the multiplication result 
xmm2, xmm3/m32{er} and add to xmm2 and put result in xmm1. 
EVEX.LLIG.66.0F38.W0 AD /r B VV AVX512F Multiply scalar single-precision floating-point value from 
VFNMADD213SS xmm1 {k1}{Z}, xmm1 and xmm2, negate the multiplication result and 
xmm2, xmm3/m32{er} add to xmm3/m32 and put result in xmm1. 
EVEX.LLIG.66.0F38.W0 BD /r B VIV AVX512F Multiply scalar single-precision floating-point value from 
VFNMADD231SS xmm1 {k1}{Z}, xmme2 and xmm3/m32, negate the multiplication result 
xmm2, xmm3/m32{er} and add to xmm1 and put result in xmm1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Tuple1 Scalar ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


VFNMADD132SS: Multiplies the low packed single-precision floating-point value from the first source operand to 
the low packed single-precision floating-point value in the third source operand, adds the negated infinite precision 
intermediate result to the low packed single-precision floating-point value in the second source operand, performs 
rounding and stores the resulting packed single-precision floating-point value to the destination operand (first 
source operand). 


VFNMADD213SS: Multiplies the low packed single-precision floating-point value from the second source operand to 
the low packed single-precision floating-point value in the first source operand, adds the negated infinite precision 
intermediate result to the low packed single-precision floating-point value in the third source operand, performs 
rounding and stores the resulting packed single-precision floating-point value to the destination operand (first 
source operand). 


VFNMADD231SS: Multiplies the low packed single-precision floating-point value from the second source operand to 
the low packed single-precision floating-point value in the third source operand, adds the negated infinite precision 
intermediate result to the low packed single-precision floating-point value in the first source operand, performs 
rounding and stores the resulting packed single-precision floating-point value to the destination operand (first 
source operand). 

VEX.128 and EVEX encoded version: The destination operand (also first source operand) is encoded in reg_field. 


The second source operand is encoded in VEX.vvvv/EVEX.vvvv. The third source operand is encoded in rm_field. 
Bits 127:32 of the destination are unchanged. Bits MAXVL-1:128 of the destination register are zeroed. 
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EVEX encoded version: The low doubleword element of the destination is updated according to the writemask. 


Compiler tools may optionally support a complementary mnemonic for each instruction mnemonic listed in the 
opcode/instruction column of the summary table. The behavior of the complementary mnemonic in situations 
involving NANs are governed by the definition of the instruction mnemonic defined in the opcode/instruction 


column. 


Operation 


In the operations below, “*” and “+” symbols represent multiplication and addition with infinite precision inputs and outputs (no 


rounding). 


VFNMADD132SS DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN = DEST[31:0] := RoundFPControl(-(DEST[3 1:0]*SRC3[31:0]) + SRC2[31:0]) 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[1 27:32] := DEST[127:32] 
DEST[MAXVL-1:128] := 0 


VFNMADD213SS DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN = DEST[31:0] := RoundFPControl(-(SRC2[31:0]*DEST[31:0]) + SRC3[31:0]) 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[1 27:32] := DEST[127:32] 
DEST[MAXVL-1:128] := 0 
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VFNMADD231SS DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[31:0] := RoundFPControl(-(SRC2[3 1:0]*SRC3[63:0]) + DEST[31:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[1 27:32] := DEST[127:32] 
DEST[MAXVL-1:128] := 0 


VFNMADD132SS DEST, SRC2, SRC3 (VEX encoded version) 

DEST[31:0] := RoundFPControl_MXCSR(- (DEST[31:0]*SRC3[31:0]) + SRC2[31:0]) 
DEST[127:32] := DEST[127:32] 

DEST[MAXVL-1:128] := 0 


VFNMADD213SS DEST, SRC2, SRC3 (VEX encoded version) 

DEST[31:0] := RoundFPControl_MXCSR(- (SRC2[31:0]*DEST[31:0]) + SRC3[31:0]) 
DEST[127:32] := DEST[127:32] 

DEST[MAXVL-1:128] := 0 


VFNMADD2315S DEST, SRC2, SRC3 (VEX encoded version) 

DEST[31:0] := RoundFPControl_MXCSR(- (SRC2[31:0]*SRC3[31:0]) + DEST[31:0]) 
DEST[127:32] := DEST[127:32] 

DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFNMADDxxxSS __m128 _mm_fnmadd_round_ss(__m128 a,__m128b,__m128, int 1); 

VFNMADDxxxSS __m128 _mm_mask_fnmadd_ss(__m128 a,__mmask8 k,__m128b,__m128 c); 
VFNMADDxxxSS __m128 _mm_maskz_fnmadd_ss(__mmask8 k,_m128 a,__m128b,__m128 c); 
VFNMADDxxxSS __m128 _mm_mask3_fnmadd_ss(__m128 a,__m128b,__m128c,__mmask8 k); 
VFNMADDxxxSS __m128 _mm_mask_fnmadd_round_ss(__m128 a,__mmask8 k,__m128b,__m128 c, intr); 
VFNMADDxxxSS __m128 _mm_maskz_fnmadd_round_ss(__mmask8 k,__m128a,__m128b,__m128c, int r); 
VFNMADDxxxSS __m128 _mm_mask3_fnmadd_round_ss(__m128 a,__m128b,__m128c,__mmask8 k, int r); 
VFNMADDxxxSS __m128 __mm_fnmadd_ss (__m128 a,__m128b,__m128 c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
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VFNMSUB132PD/VFNMSUB213PD/VFNMSUB231PD—Fused Negative Multiply-Subtract of 
Packed Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
VEX.128.66.0F38.W1 9E /r A VIV FMA Multiply packed double-precision floating-point values from 
VFNMSUB132PD xmm1, xmm2, xmm1 and xmm3/mem, negate the multiplication result 
xmm3/m128 and subtract xmm_2 and put result in xmm1. 
VEX.128.66.0F38.W1 AE /r A VIV FMA Multiply packed double-precision floating-point values from 
VFNMSUB213PD xmm1, xmm2, xmm1 and xmmd2, negate the multiplication result and 
xmm3/m128 subtract xmm3/mem and put result in xmm1. 
VEX.128.66.0F38.W1 BE /r A VIV FMA Multiply packed double-precision floating-point values from 
VFNMSUB231PD xmm1, xmm2, xmme2 and xmm3/mem, negate the multiplication result 
xmm3/m128 and subtract xmm1 and put result in xmm1. 
VEX.256.66.0F38.W1 9E /r A VIV FMA Multiply packed double-precision floating-point values from 
VFNMSUB132PD ymm1, ymm2, ymm1 and ymm3/mem, negate the multiplication result and 
ymm3/m256 subtract ymm_2 and put result in ymm1. 
VEX.256.66.0F38.W1 AE /r A VIV FMA Multiply packed double-precision floating-point values from 
VFNMSUB213PD ymm1, ymm2, ymm1 and ymm2, negate the multiplication result and 
ymm3/m256 subtract ymm3/mem and put result in ymm1. 
VEX.256.66.0F38.W1 BE /r A VIV FMA Multiply packed double-precision floating-point values from 
VFNMSUB231PD ymm1, ymm2, ymme2 and ymm3/mem, negate the multiplication result and 
ymm3/m256 subtract ymm1 and put result in ymm1. 
EVEX.128.66.0F38.W1 9E /r B VIV AVX512VL | Multiply packed double-precision floating-point values from 
VFNMSUB132PD xmm1 {k1}{Z}, AVX512F xmm1 and xmm3/m128/m64bcst, negate the 
xmm2, xmm3/m128/m64bcst multiplication result and subtract xmm_2 and put result in 
xmm1. 
EVEX.128.66.0F38.W1 AE /r B VIV AVX512VL | Multiply packed double-precision floating-point values from 
VFNMSUB213PD xmm1 {k1}{Z}, AVX512F xmm1 and xmm2, negate the multiplication result and 
xmm2, xmm3/m128/m64bcst subtract xmm3/m128/m64bcst and put result in xmm1. 
EVEX.128.66.0F38.W1 BE /r B VIV AVX512VL | Multiply packed double-precision floating-point values from 
VFNMSUB231PD xmm1 {k1}{Z}, AVX512F xmme2 and xmm3/m128/m64bcst, negate the 
xmm2, xmm3/m128/m64bcst multiplication result and subtract xmm1 and put result in 
xmm1. 
EVEX.256.66.0F38.W1 9E /r B VIV AVX512VL | Multiply packed double-precision floating-point values from 
VFNMSUB132PD ymm1 {k1}{Z}, AVX512F ymm1 and ymm3/m256/m64bcst, negate the 
ymmc2, ymm3/m256/m64bcst multiplication result and subtract ymm_2 and put result in 
ymm1. 
EVEX.256.66.0F38.W1 AE /r B VIV AVX512VL | Multiply packed double-precision floating-point values from 
VFNMSUB213PD ymm1 {k1}{Z}, AVX512F ymm1 and ymmz2, negate the multiplication result and 
ymm_2, ymm3/m256/m64bcst subtract ymm3/m256/m64bcst and put result in ymm1. 
EVEX.256.66.0F38.W1 BE /r B VIV AVX512VL | Multiply packed double-precision floating-point values from 
VFNMSUB231PD ymm1 {k1}{Z}, AVX512F ymme2 and ymm3/m256/m64bcst, negate the 
ymm2, ymm3/m256/m64bcst multiplication result and subtract ymm1 and put result in 
ymm1. 
EVEX.512.66.0F38.W1 9E /r B VIV AVX512F Multiply packed double-precision floating-point values from 
VFNMSUB132PD zmm1 {k1}{z}, zmm1 and zmm3/m512/m64bcst, negate the multiplication 
zmm2, zmm3/m51 2/m64bcst{er} result and subtract zmm2 and put result in zmm1. 
EVEX.512.66.0F38.W1 AE /r B VIV AVX512F Multiply packed double-precision floating-point values from 
VFNMSUB213PD zmm1 {k1}{z}, zmm1 and zmm2, negate the multiplication result and 
zmm2, zmm3/m51 2/m64bcst{er} subtract zmm3/m512/m64bcst and put result in zmm1. 
EVEX.512.66.0F38.W1 BE /r B VIV AVX512F Multiply packed double-precision floating-point values from 
VFNMSUB231PD zmm1 {k1}{z}, zmme2 and zmm3/m512/m64bcst, negate the multiplication 
zmm2, zmm3/m51 2/m64bcst{er} result and subtract zmm1 and put result in zmm1. 
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Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


VFNMSUB132PD: Multiplies the two, four or eight packed double-precision floating-point values from the first 
source operand to the two, four or eight packed double-precision floating-point values in the third source operand. 
From negated infinite precision intermediate results, subtracts the two, four or eight packed double-precision 
floating-point values in the second source operand, performs rounding and stores the resulting two, four or eight 
packed double-precision floating-point values to the destination operand (first source operand). 


VFNMSUB213PD: Multiplies the two, four or eight packed double-precision floating-point values from the second 
source operand to the two, four or eight packed double-precision floating-point values in the first source operand. 
From negated infinite precision intermediate results, subtracts the two, four or eight packed double-precision 
floating-point values in the third source operand, performs rounding and stores the resulting two, four or eight 
packed double-precision floating-point values to the destination operand (first source operand). 


VFNMSUB231PD: Multiplies the two, four or eight packed double-precision floating-point values from the second 
source to the two, four or eight packed double-precision floating-point values in the third source operand. From 
negated infinite precision intermediate results, subtracts the two, four or eight packed double-precision floating- 
point values in the first source operand, performs rounding and stores the resulting two, four or eight packed 
double-precision floating-point values to the destination operand (first source operand). 


EVEX encoded versions: The destination operand (also first source operand) and the second source operand are 
ZMM/YMM/XMM register. The third source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion or a 512/256/128-bit vector broadcasted from a 64-bit memory location. The destination operand is condition- 
ally updated with write mask k1. 

VEX.256 encoded version: The destination operand (also first source operand) is a YMM register and encoded in 
reg_field. The second source operand is a YMM register and encoded in VEX.vvvv. The third source operand is a 
YMM register or a 256-bit memory location and encoded in rm_field. 

VEX.128 encoded version: The destination operand (also first source operand) is a XMM register and encoded in 
reg_field. The second source operand is a XMM register and encoded in VEX.vvvv. The third source operand is a 
XMM register or a 128-bit memory location and encoded in rm_field. The upper 128 bits of the YMM destination 
register are zeroed. 


Operation 


In the operations below, “*” and “-” symbols represent multiplication and subtraction with infinite precision inputs and outputs (no 
rounding). 


VFNMSUB132PD DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i= 0 to MAXNUM-1 { 
n:= 64%; 
DEST[n+63:n] := RoundFPControl_MXCSR( - (DEST[n+63:n]*SRC3[n+63:n)) - SRC2[n+63:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 
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VFNMSUB213PD DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 64%; 
DEST[n+63:n] := RoundFPControl_MXCSR( - (SRC2[n+63:n]*DEST[n+63:n]) - SRC3[n+63:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFNMSUB231PD DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 64%; 
DEST[n+63:n] := RoundFPControl_MXCSR( - (SRC2[n+63:n]*SRC3[n+63:n)) - DEST[n+63:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFNMSUB132PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
RoundFPControl(-(DEST[i+63:i]*SRC3[i+63:i]) - SRC2[i+63:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VFNMSUB132PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(-(DEST[i+63:i]*SRC3[63:0]) - SRC2[i+63:i]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(-(DEST[i+63:i]*SRC3[i+63:i]) - SRC2[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VFNMSUB213PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
RoundFPControl(-(SRC2[i+63:i]*DEST[i+63:i]) - SRC3[i+63:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VFNMSUB213PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(-(SRC2[i+63:i]*DEST[i+63:i]) - SRC3[63:0]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(-(SRC2[i+63:i]*DEST[i+63:i]) - SRC3[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VFNMSUB231PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := 
RoundFPControl(-(SRC2[i+63:i]*SRC3[i+63:i]) - DEST[i+63:i]) 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VFNMSUB1 32PD/VFNMSUB213PD/VFNMSUB231PD—Fused Negative Multiply-Subtract of Packed Double-Precision Floating-Point 


Vol.2C 5-227 


INSTRUCTION SET REFERENCE, V-Z 


VFNMSUB231PD DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+63:i] := 
RoundFPControl_MXCSR(-(SRC2[i+63:i]*SRC3[63:0]) - DEST[i+63:i]) 
ELSE 
DEST[i+63:i] := 
RoundFPControl_MXCSR(-(SRC2[i+63:i]*SRC3[i+63:i]) - DEST[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFNMSUBxxxPD __m512d_mm512_fnmsub_pd(__m512da,__m512d b, 
VFNMSUBxxxPD __m512d_mm512_fnmsub_round_pd(__m512da,__m512db,__m512dc, int r); 

VFNMSUBxxxPD __m512d_mm512_mask_fnmsub_pd(__m512da,__mmask8k,__m512db,__m512d c); 
VFNMSUBxxxPD __m512d_mm512_maskz_fnmsub_pd(__mmask8 k,__m512da,__m512db,__m512d c); 
VFNMSUBxxxPD __m512d_mm512_mask3_fnmsub_pd(__m512d a,__m512db,__m512dc,___mmask8 k); 
VFNMSUBxxxPD __m512d_mm512_mask_fnmsub_round_pd(__m512d a,__mmask8 k,__m512db,__m512dc, int r); 
VFNMSUBxxxPD __m512d_mm512_maskz_fnmsub_round_pd(__mmask8 k,__m512da,__m512db,__m512dc, intr); 
VFNMSUBxxxPD __m512d_mm512_mask3_fnmsub_round_pd(__m512da,__m512db,__m512dc,__mmask8 k, int r); 
VFNMSUBxxxPD __m256d__mm256_mask_fnmsub_pd(__m256d a,__mmask8 k,__m256d b,___ m256d c); 
VFNMSUBxxxPD __m256d__mm256_maskz_fnmsub_pd(__mmask8 k,__ m256d a,__m256d b,___m256d c); 
VFNMSUBxxxPD __m256d __mm256_mask3_fnmsub_pd(__m256d a,__m256d b,__m256d c,___mmask8 k); 
VFNMSUBxxxPD __m128d __mm_mask_fnmsub_pd(__m128d a, ___mmask8 k,__m128d b,___m128d c); 
VFNMSUBxxxPD __m128d __mm_maskz_fnmsub_pd(__mmask8 k,__m128d a,__m128db,__m128d c); 
VFNMSUBxxxPD __m128d_mm_mask3_fnmsub_pd(__m128d a,__m128db,__m128dc,__ mmask8 k); 
VFNMSUBxxxPD __m128d __mm_fnmsub_pd (__m128d a,__m128d b,__m128d c); 

VFNMSUBxxxPD __m256d_mm256_fnmsub_pd (__m256d a,__m256db, __ m256d c); 


m512d c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VFNMSUB132PS/VFNMSUB213PS/VFNMSUB231PS—Fused Negative Multiply-Subtract of 
Packed Single-Precision Floating-Point Values 


VFNMSUB231PS zmm1 {k1}{Z}, 
zmm2, zmm3/m51 2/m32bcstf{er} 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
VEX.128.66.0F38.W0 SE /r A VIV FMA Multiply packed single-precision floating-point values from 
VFNMSUB132PS xmm1, xmm2, xmm1 and xmm3/mem, negate the multiplication result and 
xmm3/m128 subtract xmme2 and put result in xmm1. 
VEX.128.66.0F38.W0 AE /r A VIV FMA Multiply packed single-precision floating-point values from 
VFNMSUB213PS xmm1, xmm2, xmm1 and xmmd2, negate the multiplication result and 
xmm3/m128 subtract xmm3/mem and put result in xmm1. 
VEX.128.66.0F38.W0 BE /r A VV FMA Multiply packed single-precision floating-point values from 
VFNMSUB231PS xmm1, xmm2, xmm2 and xmm3/mem, negate the multiplication result and 
xmm3/m128 subtract xmm1 and put result in xmm1. 
VEX.256.66.0F38.W0 SE /r A VIV FMA Multiply packed single-precision floating-point values from 
VFNMSUB132PS ymm1, ymm2, ymm1 and ymm3/mem, negate the multiplication result and 
ymm3/m256 subtract ymm_2 and put result in ymm1. 
VEX.256.66.0F38.W0 AE /r A VV FMA Multiply packed single-precision floating-point values from 
VFNMSUB213PS ymm1, ymm2, ymm1 and ymm2, negate the multiplication result and 
ymm3/m256 subtract ymm3/mem and put result in ymm1. 
VEX.256.66.0F38.0 BE /r A VIV FMA Multiply packed single-precision floating-point values from 
VFNMSUB231PS ymm1, ymm2, ymme2 and ymm3/mem, negate the multiplication result and 
ymm3/m256 subtract ymm1 and put result in ymm1. 
EVEX.128.66.0F38.WO SE /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFNMSUB132PS xmm1 {k1}{Z}, AVX512F xmm1 and xmm3/m128/m32bcst, negate the multiplication 
xmm2, xmm3/m128/m32bcst result and subtract xmm_2 and put result in xmm1. 
EVEX.128.66.0F38.W0 AE /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFNMSUB213PS xmm1 {k1}{Z}, AVX512F xmm1 and xmmd2, negate the multiplication result and 
xmm2, xmm3/m128/m32bcst subtract xmm3/m128/m32bcst and put result in xmm1. 
EVEX.128.66.0F38.WO BE /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFNMSUB231PS xmm1 {k1}{Z}, AVX512F xmm2 and xmm3/m128/m32bcst, negate the multiplication 
xmm2, xmm3/m128/m32bcst result subtract add to xmm1 and put result in xmm1. 
EVEX.256.66.0F38.WO SE /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFNMSUB132PS ymm1 {k1}{Z}, AVX512F ymm1 and ymm3/m256/m32bcst, negate the multiplication 
ymm_2, ymm3/m256/m32bcst result and subtract ymm2 and put result in ymm1. 
EVEX.256.66.0F38.W0 AE /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFNMSUB213PS ymm1 {k1}{Z}, AVX512F ymm1 and ymm2, negate the multiplication result and 
ymm_2, ymm3/m256/m32bcst subtract ynm3/m256/m32bcst and put result in ymm1. 
EVEX.256.66.0F38.WO BE /r B VIV AVX512VL | Multiply packed single-precision floating-point values from 
VFNMSUB231PS ymm1 {k1}{Z}, AVX512F ymme and ymm3/m256/m32bcst, negate the multiplication 
ymm_2, ymm3/m256/m32bcst result subtract add to ymm1 and put result in ymm1. 
EVEX.512.66.0F38.WO SE /r B VV AVX512F Multiply packed single-precision floating-point values from 
VFNMSUB132PS zmm1 {k1}{z}, zmm1 and zmm3/m512/m32bcst, negate the multiplication 
zmm2, zmm3/m51 2/m32bcst{er} result and subtract zmm2 and put result in zmm1. 
EVEX.512.66.0F38.W0O AE /r B VV AVX512F Multiply packed single-precision floating-point values from 
VFNMSUB213PS zmm1 {k1}{z}, zmm1 and zmm2, negate the multiplication result and 
zmm2, zmm3/m51 2/m32bcst{er} subtract zmm3/m512/m32bcst and put result in zmm1. 
EVEX.512.66.0F38.WO BE /r B VV AVX512F Multiply packed single-precision floating-point values from 


zmme2 and zmm3/m512/m32bcst, negate the multiplication 
result subtract add to zmm1 and put result in zmm1. 
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Vol.2C 5-229 


INSTRUCTION SET REFERENCE, V-Z 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


VFNMSUB132PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the first 
source operand to the four, eight or sixteen packed single-precision floating-point values in the third source 
operand. From negated infinite precision intermediate results, subtracts the four, eight or sixteen packed single- 
precision floating-point values in the second source operand, performs rounding and stores the resulting four, eight 
or sixteen packed single-precision floating-point values to the destination operand (first source operand). 


VFNMSUB213PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the second 
source operand to the four, eight or sixteen packed single-precision floating-point values in the first source 
operand. From negated infinite precision intermediate results, subtracts the four, eight or sixteen packed single- 
precision floating-point values in the third source operand, performs rounding and stores the resulting four, eight 
or sixteen packed single-precision floating-point values to the destination operand (first source operand). 


VFNMSUB231PS: Multiplies the four, eight or sixteen packed single-precision floating-point values from the second 
source to the four, eight or sixteen packed single-precision floating-point values in the third source operand. From 
negated infinite precision intermediate results, subtracts the four, eight or sixteen packed single-precision floating- 
point values in the first source operand, performs rounding and stores the resulting four, eight or sixteen packed 
single-precision floating-point values to the destination operand (first source operand). 


EVEX encoded versions: The destination operand (also first source operand) and the second source operand are 
ZMM/YMM/XMM register. The third source operand is a ZMM/YMM/XMM register, a 512/256/128-bit memory loca- 
tion or a 512/256/128-bit vector broadcasted from a 32-bit memory location. The destination operand is condition- 
ally updated with write mask k1. 

VEX.256 encoded version: The destination operand (also first source operand) is a YMM register and encoded in 
reg_field. The second source operand is a YMM register and encoded in VEX.vvvv. The third source operand is a 
YMM register or a 256-bit memory location and encoded in rm_field. 

VEX.128 encoded version: The destination operand (also first source operand) is a XMM register and encoded in 
reg_field. The second source operand is a XMM register and encoded in VEX.vvvv. The third source operand is a 
XMM register or a 128-bit memory location and encoded in rm_field. The upper 128 bits of the YMM destination 
register are zeroed. 


Operation 


In the operations below, “*” and “-” symbols represent multiplication and subtraction with infinite precision inputs and outputs (no 
rounding). 


VFNMSUB132PS DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i= 0 to MAXNUM-1 { 
n:= 32%; 
DEST[n+31:n] := RoundFPControl_MXCSR( - (DEST[n+31:n]*SRC3[n+31:n]) - SRC2[n+31:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


5-230 Vol.2C —=VFNMSUB132PS/VFNMSUB213PS/VFNMSUB231PS—Fused Negative Multiply-Subtract of Packed Single-Precision Floating-Point Val- 


VFNMSUB213PS DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 32%; 
DEST[n+31:n] := RoundFPControl_MXCSR( - (SRC2[n+31:n]*DEST[n+31:n]) - SRC3[n+31:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFNMSUB231PS DEST, SRC2, SRC3 (VEX encoded version) 
IF (VEX.128) THEN 
MAXNUM := 2 
ELSEIF (VEX.256) 
MAXNUM := 4 
Fl 
For i = 0 to MAXNUM-1 { 
n:= 32%; 
DEST[n+31:n] := RoundFPControl_MXCSR( - (SRC2[n+31:n]*SRC3[n+31:n]) - DEST[n+31:n]) 
} 
IF (VEX.128) THEN 
DEST[MAXVL-1:128] := 0 
ELSEIF (VEX.256) 
DEST[MAXVL-1:256] := 0 
Fl 


VFNMSUB132PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
RoundFPControl(-(DEST[i+3 1 :i]*SRC3[i+31:i]) - SRC2[i+3 1:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VFNMSUB132PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(-(DEST[i+3 1 :i]*SRC3[3 1:0]) - SRC2[i+3 1:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(-(DEST[i+31 :i]*SRC3[i+31:i]) - SRC2[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VFNMSUB213PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
RoundFPControl_MXCSR(-(SRC2[i+3 1 :i]*DEST[i+31:i]) - SRC3[i+31:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VFNMSUB213PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(-(SRC2[i+3 1 :i]*DEST[i+31:i]) - SRC3[31:0]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(-(SRC2[i+3 1 :i]*DEST[i+31:i]) - SRC3[i+3 1:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VFNMSUB231PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a register) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
RoundFPControl_MXCSR(-(SRC2[i+3 1:i]*SRC3[i+31:i]) - DEST[i+31:i]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VFNMSUB231PS DEST, SRC2, SRC3 (EVEX encoded version, when src3 operand is a memory source) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) 
THEN 
DEST[i+31:i] := 
RoundFPControl_MXCSR(-(SRC2[i+3 1:i]*SRC3[3 1:0]) - DEST[i+31:i]) 
ELSE 
DEST[i+31:i] := 
RoundFPControl_MXCSR(-(SRC2[i+3 1 :i]*SRC3[i+31:i]) - DEST[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFNMSUBxxxPS __m512_mm512_fnmsub_ps(__m512 a,__m512b,__m512 c); 

VFNMSUBxxxPS __m512_mm512_fnmsub_round_ps(__m512 a,__m512b,__m512¢, intr); 

VFNMSUBxxxPS __m512_mm512_mask_fnmsub_ps(__m512 a,__mmask16k,__m512b,__m512 c); 
VFNMSUBxxxPS __m512_mm512_maskz_fnmsub_ps(__mmask16 k,__m512 a,__m512b,__m512 c); 
VFNMSUBxxxPS __m512_mm512_mask3_fnmsub_ps(__m512 a,__m512b,__m512 c,__mmask16 k); 
VFNMSUBxxxPS __m512_mm512_mask_fnmsub_round_ps(__m512 a,__mmask16k,__m512b,__m512., intr); 
VFNMSUBxxxPS __m512_mm512_maskz_fnmsub_round_ps(__mmask16 k,__m512a,__m512b,__m512,¢, intr); 
VFNMSUBxxxPS __m512_mm512_mask3_fnmsub_round_ps(__m512 a,__m512b,__m512c,__mmask16 kK, int r); 
VFNMSUBxxxPS __m256 __mm256_mask_fnmsub_ps(__m256 a,__ mmask8 k,__m256 b,__m256 c); 
VFNMSUBxxxPS __m256 _mm256_maskz_fnmsub_ps(__mmask8 k,__m256 a,__m256 b,__m256 c); 
VFNMSUBxxxPS __m256 _mm256_mask3_fnmsub_ps(__m256 a,__m256 b,__ m256c,__ mmask8 k); 
VFNMSUBxxxPS __m128 _mm_mask_fnmsub_ps(__m128 a,__mmask8 k,__m128b,_m128 c); 

VFNMSUBxxxPS __m128 _mm_maskz_fnmsub_ps(__mmask8 k,__m128a,__m128b,__m128 c); 
VFNMSUBxxxPS __m128_mm_mask3_fnmsub_ps(__m128 a,__m128b,__m128c,__mmask8 k); 
VFNMSUBxxxPS __m128_mm_fnmsub_ps (__m128 a,__m128b,__m128 c); 

VFNMSUBxxxPS __m256 _mm256_fnmsub_ps (__m256 a,__m256b,__m256 c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-19, “Type 2 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-46, “Type E2 Class Exception Conditions”. 
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VFNMSUB132SD/VFNMSUB213SD/VFNMSUB231SD—Fused Negative Multiply-Subtract of 
Scalar Double-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
VEX.LIG.66.0F38.W1 9F /r A VIV FMA Multiply scalar double-precision floating-point value from 
VFNMSUB132SD xmm1, xmm2, xmm1 and xmm3/mem, negate the multiplication result and 
xmm3/m64 subtract xmm2 and put result in xmm1. 
VEX.LIG.66.0F38.W1 AF /r A VIV FMA Multiply scalar double-precision floating-point value from 
VFNMSUB213SD xmm1, xmm2, xmm1 and xmm2, negate the multiplication result and 
xmm3/m64 subtract xmm3/mem and put result in xmm1. 
VEX.LIG.66.0F38.W1 BF /r A VIV FMA Multiply scalar double-precision floating-point value from 
VFNMSUB231SD xmm1, xmm2, xmme2 and xmm3/mem, negate the multiplication result and 
xmm3/m64 subtract xmm1 and put result in xmm1. 
EVEX.LLIG.66.0F38.W1 SF /r B VIV AVX512F Multiply scalar double-precision floating-point value from 
VFNMSUB132SD xmm1 {k1}{Z}, xmm1 and xmm3/m64, negate the multiplication result and 
xmm2, xmm3/m64{er} subtract xmm2 and put result in xmm1. 
EVEX.LLIG.66.0F38.W1 AF /r B VIV AVX512F Multiply scalar double-precision floating-point value from 
VFNMSUB213SD xmm1 {k1}{Z}, xmm1 and xmm2, negate the multiplication result and 
xmm2, xmm3/m64{er} subtract xmm3/m64 and put result in xmm1. 
EVEX.LLIG.66.0F38.W1 BF /r B VIV AVX512F Multiply scalar double-precision floating-point value from 
VFNMSUB231SD xmm1 {k1}{zZ}, xmme2 and xmm3/m64, negate the multiplication result and 
xmm2, xmm3/m64{er} subtract xmm1 and put result in xmm1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Tuple1 Scalar ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


VFNMSUB132SD: Multiplies the low packed double-precision floating-point value from the first source operand to 
the low packed double-precision floating-point value in the third source operand. From negated infinite precision 
intermediate result, subtracts the low double-precision floating-point value in the second source operand, performs 
rounding and stores the resulting packed double-precision floating-point value to the destination operand (first 
source operand). 


VFNMSUB213SD: Multiplies the low packed double-precision floating-point value from the second source operand 
to the low packed double-precision floating-point value in the first source operand. From negated infinite precision 
intermediate result, subtracts the low double-precision floating-point value in the third source operand, performs 
rounding and stores the resulting packed double-precision floating-point value to the destination operand (first 
source operand). 


VFNMSUB231SD: Multiplies the low packed double-precision floating-point value from the second source to the low 
packed double-precision floating-point value in the third source operand. From negated infinite precision interme- 
diate result, subtracts the low double-precision floating-point value in the first source operand, performs rounding 
and stores the resulting packed double-precision floating-point value to the destination operand (first source 
operand). 

VEX.128 and EVEX encoded version: The destination operand (also first source operand) is encoded in reg_field. 
The second source operand is encoded in VEX.vvvv/EVEX.vvvv. The third source operand is encoded in rm_field. 
Bits 127:64 of the destination are unchanged. Bits MAXVL-1:128 of the destination register are zeroed. 
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EVEX encoded version: The low quadword element of the destination is updated according to the writemask. 
Compiler tools may optionally support a complementary mnemonic for each instruction mnemonic listed in the 
opcode/instruction column of the summary table. The behavior of the complementary mnemonic in situations 
involving NANs are governed by the definition of the instruction mnemonic defined in the opcode/instruction 
column. 


Operation 


In the operations below, “*” and “-” symbols represent multiplication and subtraction with infinite precision inputs and outputs (no 
rounding). 


VFNMSUB132SD DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := RoundFPControl(-(DEST[63:0]*SRC3[63:0]) - SRC2[63:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := DEST[127:64] 
DEST[MAXVL-1:128] := 0 


VFNMSUB213SD DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := RoundFPControl(-(SRC2[63:0]*DEST[63:0]) - SRC3[63:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := DEST[127:64] 
DEST[MAXVL-1:128] := 0 
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VFNMSUB231SD DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := RoundFPControl(-(SRC2[63:0]*SRC3[63:0]) - DEST[63:0]) 


ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := DEST[127:64] 
DEST[MAXVL-1:128] := 0 


VFNMSUB132SD DEST, SRC2, SRC3 (VEX encoded version) 

DEST[63:0] := RoundFPControl_MXCSR(- (DEST[63:0]*SRC3[63:0]) - SRC2[63:0]) 
DEST[127:64] := DEST[127:64] 

DEST[MAXVL-1:128] := 0 


VFNMSUB2135SD DEST, SRC2, SRC3 (VEX encoded version) 

DEST[63:0] := RoundFPControl_MXCSR(- (SRC2[63:0]*DEST[63:0]) - SRC3[63:0]) 
DEST[127:64] := DEST[127:64] 

DEST[MAXVL-1:128] = 0 


VFNMSUB231SD DEST, SRC2, SRC3 (VEX encoded version) 

DEST[63:0] := RoundFPControl_MXCSR(- (SRC2[63:0]*SRC3[63:0]) - DEST[63:0]) 
DEST[127:64] := DEST[127:64] 

DEST[MAXVL-1:128] = 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFNMSUBxxxSD __m128d _mm_fnmsub_round_sd(__m128d a,__m128db,__m128d, int r); 

VFNMSUBxxxSD __m128d _mm_mask_fnmsub_sd(__m128d a,__mmask8 k,__m128d b,__m128d c); 
VFNMSUBxxxSD __m128d _mm_maskz_fnmsub_sd(__mmask8 k,__m128da,__m128db,__m128d c); 
VFNMSUBxxxSD __m128d _mm_mask3_fnmsub_sd(__m128d a,__m128db,__m128dc,__ mmask8 k); 
VFNMSUBxxxSD __m128d _mm_mask_fnmsub_round_sd(__m128d a,__mmask8 k,_m128db,__m128dc, int r); 
VFNMSUBxxxSD __m128d _mm_maskz_fnmsub_round_sd(__mmask8 k,___m128d a,__m128d b,__m128dc, int r); 
VFNMSUBxxxSD __m128d _mm_mask3_fnmsub_round_sd(__m128d a,__m128db,___m128dc, ___mmask8 k, int r); 
VFNMSUBxxxSD __m128d _mm_fnmsub_sd (__m128d a,__m128db,_m128d c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VFNMSUB132SS/VFNMSUB213SS/VFNMSUB231SS—Fused Negative Multiply-Subtract of 
Scalar Single-Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
VEX.LIG.66.0F38.W0 9F /r A VIV FMA Multiply scalar single-precision floating-point value from 
VFNMSUB132SS xmm1, xmm2, xmm1 and xmm3/m32, negate the multiplication result and 
xmm3/m32 subtract xmm2 and put result in xmm1. 
VEX.LIG.66.0F38.W0 AF /r A VIV FMA Multiply scalar single-precision floating-point value from 
VFNMSUB213SS xmm1, xmm2, xmm1 and xmm2, negate the multiplication result and 
xmm3/m32 subtract xmm3/m32 and put result in xmm1. 
VEX.LIG.66.0F38.W0 BF /r A VIV FMA Multiply scalar single-precision floating-point value from 
VFNMSUB231SS xmm1, xmm2, xmm2 and xmm3/m32, negate the multiplication result and 
xmm3/m32 subtract xmm1 and put result in xmm1. 
EVEX.LLIG.66.0F38.WO SF /r B VIV AVX512F Multiply scalar single-precision floating-point value from 
VFNMSUB132SS xmm1 {k1}{Z}, xmm1 and xmm3/m32, negate the multiplication result and 
xmm2, xmm3/m32{er} subtract xmm2 and put result in xmm1. 
EVEX.LLIG.66.0F38.WO AF /r B VIV AVX512F Multiply scalar single-precision floating-point value from 
VFNMSUB213SS xmm1 {k1}{Z}, xmm1 and xmm2, negate the multiplication result and 
xmm2, xmm3/m32{er} subtract xmm3/m32 and put result in xmm1. 
EVEX.LLIG.66.0F38.WO BF /r B VIV AVX512F Multiply scalar single-precision floating-point value from 
VFNMSUB231SS xmm1 {k1}{zZ}, xmme2 and xmm3/m32, negate the multiplication result and 
xmme2, xmm3/m32{er} subtract xmm1 and put result in xmm1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Tuple1 Scalar ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


VFNMSUB132SS: Multiplies the low packed single-precision floating-point value from the first source operand to 
the low packed single-precision floating-point value in the third source operand. From negated infinite precision 
intermediate result, the low single-precision floating-point value in the second source operand, performs rounding 
and stores the resulting packed single-precision floating-point value to the destination operand (first source 
operand). 


VFNMSUB213SS: Multiplies the low packed single-precision floating-point value from the second source operand to 
the low packed single-precision floating-point value in the first source operand. From negated infinite precision 
intermediate result, the low single-precision floating-point value in the third source operand, performs rounding 
and stores the resulting packed single-precision floating-point value to the destination operand (first source 
operand). 


VFNMSUB231SS: Multiplies the low packed single-precision floating-point value from the second source to the low 
packed single-precision floating-point value in the third source operand. From negated infinite precision interme- 
diate result, the low single-precision floating-point value in the first source operand, performs rounding and stores 
the resulting packed single-precision floating-point value to the destination operand (first source operand). 


VEX.128 and EVEX encoded version: The destination operand (also first source operand) is encoded in reg_field. 
The second source operand is encoded in VEX. vvvv/EVEX.vvvv. The third source operand is encoded in rm_field. 
Bits 127:32 of the destination are unchanged. Bits MAXVL-1:128 of the destination register are zeroed. 


EVEX encoded version: The low doubleword element of the destination is updated according to the writemask. 


Compiler tools may optionally support a complementary mnemonic for each instruction mnemonic listed in the 
opcode/instruction column of the summary table. The behavior of the complementary mnemonic in situations 
involving NANs are governed by the definition of the instruction mnemonic defined in the opcode/instruction 
column. 
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Operation 


In the operations below, “*” and “-” symbols represent multiplication and subtraction with infinite precision inputs and outputs (no 
rounding). 


VFNMSUB132SS DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN = DEST[31:0] := RoundFPControl(-(DEST[3 1:0]*SRC3[31:0]) - SRC2[31:0]) 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[1 27:32] := DEST[127:32] 
DEST[MAXVL-1:128] := 0 


VFNMSUB213SS DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN = DEST[31:0] := RoundFPControl(-(SRC2[31:0]*DEST[31:0]) - SRC3[31:0]) 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[1 27:32] := DEST[127:32] 
DEST[MAXVL-1:128] := 0 
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VFNMSUB231SS DEST, SRC2, SRC3 (EVEX encoded version) 
IF (EVEX.b = 1) and SRC3 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] or *no writemask* 
THEN DEST[31:0] := RoundFPControl(-(SRC2[3 1:0]*SRC3[63:0]) - DEST[31:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[1 27:32] := DEST[127:32] 
DEST[MAXVL-1:128] := 0 


VFNMSUB132SS DEST, SRC2, SRC3 (VEX encoded version) 
DEST[31:0] := RoundFPControl_MXCSR(- (DEST[31:0]*SRC3[31:0]) - SRC2[31:0]) 
DEST[127:32] := DEST[127:32] 

DEST[MAXVL-1:128] := 0 


VFNMSUB2135S DEST, SRC2, SRC3 (VEX encoded version) 
DEST[31:0] := RoundFPControl_MXCSR(- (SRC2[31:0]*DEST[31:0]) - SRC3[31:0]) 
DEST[127:32] := DEST[127:32] 

DEST[MAXVL-1:128] := 0 


VFNMSUB2315SS DEST, SRC2, SRC3 (VEX encoded version) 
DEST[31:0] := RoundFPControl_MXCSR(- (SRC2[31:0]*SRC3[31:0]) - DEST[31:0]) 
DEST[127:32] := DEST[127:32] 

DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFNMSUBxxxSS __m128 _mm_fnmsub_round_ss(__m128 a,__m128b,__m128c, intr); 

VFNMSUBxxxSS __m128 _mm_mask_fnmsub_ss(__m128 a,__mmask8 k,__m128b,__m128 c); 
VFNMSUBxxxSS __m128 _mm_maskz_fnmsub_ss(__mmask8 k,__m128a,__m128b,__m128 c); 
VFNMSUBxxxSS __m128 _mm_mask3_fnmsub_ss(__m128 a,__m128b,__m128 c,__mmask8 k); 
VFNMSUBxxxSS __m128 _mm_mask_fnmsub_round_ss(__m128 a,__ mmask8 k,__m128b,__m128, int r); 
VFNMSUBxxxSS __m128 _mm_maskz_fnmsub_round_ss(__mmask8 k,__m128a,__m128b,__m128c, intr); 
VFNMSUBxxxSS __m128 _mm_mask3_fnmsub_round_ss(__m128 a,__m128b,__m128c,__mmask8 k, int r); 
VFNMSUBxxxSS __m128 __mm_fnmsub_ss (__m128 a,__m128b,__m128 c); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal 


Other Exceptions 
VEX-encoded instructions, see Table 2-20, “Type 3 Class Exception Conditions”. 


EVEX-encoded instructions, see Table 2-47, “Type E3 Class Exception Conditions”. 
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VFPCLASSPD—Tests Types Of a Packed Float64 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F3A.W1 66/rib | A VIV AVX512VL | Tests the input for the following categories: NaN, +0, -0, 
VFPCLASSPD k2 {k1}, AVX512DQ | +lInfinity, -Infinity, denormal, finite negative. The immediate 
xmm2/m128/m64bcst, imm8 field provides a mask bit for each of these category tests. The 
masked test results are OR-ed together to form a mask result. 
EVEX.256.66.0F3A.W1 66/rib | A VIV AVX512VL | Tests the input for the following categories: NaN, +0, -0, 
VFPCLASSPD k2 {k1}, AVX512DQ | +lInfinity, -Infinity, denormal, finite negative. The immediate 
ymm2/m256/m64bcst, imm8 field provides a mask bit for each of these category tests. The 
masked test results are OR-ed together to form a mask result. 
EVEX.512.66.0F3A.W1 66 /rib | A VIN AVX512DQ | Tests the input for the following categories: NaN, +0, -0, 
VFPCLASSPD k2 {k1}, +Infinity, -Infinity, denormal, finite negative. The immediate 
zmm2/m512/m64bcst, imm8 field provides a mask bit for each of these category tests. The 
masked test results are OR-ed together to form a mask result. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


The FPCLASSPD instruction checks the packed double precision floating point values for special categories, speci- 
fied by the set bits in the imm8 byte. Each set bit in imm8 specifies a category of floating-point values that the 
input data element is classified against. The classified results of all specified categories of an input value are ORed 
together to form the final boolean result for the input element. The result of each element is written to the corre- 
sponding bit in a mask register k2 according to the writemask k1. Bits [MAX_KL-1:8/4/2] of the destination are 
cleared. 


The classification categories specified by imm8 are shown in Figure 5-13. The classification test for each category 
is listed in Table 5-13. 


7 6 5 4 3 2 1 0 


SNaN Neg. Finite | Denormal Neg. INF +INF Neg. 0 +0 QNaN 


Figure 5-13. Imm8 Byte Specifier of Special Case FP Values for VFPCLASSPD/SD/PS/SS 


Table 5-13. Classifier Operations for VFPCLASSPD/SD/PS/SS 


Bits Imm8[0] Imm8[1] Imm8[2] Imm8[3] Imm8[4] Imm8s[5] Imm8[6] Imm8[7] 

Category | QNAN PosZero NegZero PosINF NegINF Denormal Negative SNAN 

Classifier | Checks for | Checks for | Checks for- | Checks for | Checks for - | Checks for Checks for Checks for 
QNaN +0 0 +INF INF Denormal Negative finite SNaN 


The source operand is aZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector 
broadcasted from a 64-bit memory location. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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Operation 
CheckFPClassDP (tsrc[63:0], imm8[7:0]){ 


//* Start checking the source operand for special type *// 
NegNum := tsrc[63]; 
IF (tsrc[62:52]=07FFh) Then ExpAllOnes := 1; Fl; 
IF (tsrc[62:52]=Oh) Then ExpAllZeros := 1; 
IF (ExpAllZeros AND MXCSR.DAZ) Then 
MantAllZeros := 1; 
ELSIF (tsrc[51:0]=O0h) Then 
MantAllZeros := 1; 
Fl; 
ZeroNumber := ExpAllZeros AND MantAllZeros 
SignalingBit := tsrc[51]; 


sNaN_res := ExpAllOnes AND NOT(MantAllZeros) AND NOT(SignalingBit); // sNaN 
qNaN_res := ExpAllOnes AND NOT(MantAllZeros) AND SignalingBit; // qNaN 
Pzero_res := NOT(NegNum) AND ExpAllZeros AND MantaAllZeros; // +0 
Nzero_res := NegNum AND ExpAllZeros AND MantAllZeros; // -0 

Pinf_res := NOT(NegNum) AND ExpAllOnes AND MantAllZeros; // +Inf 

Ninf_res := NegNum AND ExpAllOnes AND MantAllZeros; // -Inf 

Denorm_res := ExpAllZeros AND NOT(MantAllZeros); // denorm 

FinNeg_res := NegNum AND NOT(ExpAllOnes) AND NOT(ZeroNumber); // -finite 


bResult = ( imm8[0] AND qNaN_res ) OR (imm8[1] AND Pzero_res ) OR 
(imm8[2] AND Nzero_res ) OR ( imm8[3] AND Plinf_res ) OR 
(imm8[4] AND Ninf_res ) OR (imm8[5] AND Denorm_res ) OR 
(imm8[6] AND FinNeg_res ) OR ( imm8[7] AND sNaN_res ); 
Return bResult; 
}//* end of CheckFPClassDP() *// 


VFPCLASSPD (EVEX Encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) AND (SRC *is memory*) 
THEN 
DEST{[j] := CheckFPClassDP(SRC1 [63:0], imm8[7:0]); 
ELSE 
DEST{[j] := CheckFPClassDP(SRC1 [i+63:i], imm8[7:0}); 
Fl; 
ELSE DEST{j] := 0 ; zeroing-masking only 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VFPCLASSPD __mmask8 _mm512_fpclass_pd_mask(__m512d a, int c); 

VFPCLASSPD __mmask8 _mm512_mask_fpclass_pd_mask(__mmask8 m,__m512d a, int c) 
VFPCLASSPD __mmask8 _mm256_fpclass_pd_mask(__m256d a, int c) 

VFPCLASSPD __mmask8 _mm256_mask_fpclass_pd_mask(__mmask8 m,___m256d a, int c) 
VFPCLASSPD __mmask8 _mm_fpclass_pd_mask(__m128d a, int c) 
VFPCLASSPD __mmask8 _mm_mask_fpclass_pd_mask(__mmask8 m, 


m128d a, int c) 


SIMD Floating-Point Exceptions 


None 

Other Exceptions 

See Table 2-49, “Type E4 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VFPCLASSPS—Tests Types Of a Packed Float32 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F3A.WO 66 /rib | A VIV AVX512VL | Tests the input for the following categories: NaN, +0, -0, 
VFPCLASSPS k2 {k1}, AVX512DQ | +lnfinity, -Infinity, denormal, finite negative. The immediate 
xmme2/m1 28/m32bcst, imm8 field provides a mask bit for each of these category tests. The 
masked test results are OR-ed together to form a mask result. 
EVEX.256.66.0F3A.WO0 66 /rib | A VIV AVX512VL | Tests the input for the following categories: NaN, +0, -0, 
VFPCLASSPS k2 {k1}, AVX512DQ | +lnfinity, -Infinity, denormal, finite negative. The immediate 
ymm2/m256/m32bcst, imm8 field provides a mask bit for each of these category tests. The 
masked test results are OR-ed together to form a mask result. 
EVEX.512.66.0F3A.W0 66 /rib | A VIN AVX512DQ | Tests the input for the following categories: NaN, +0, -0, 
VFPCLASSPS k2 {k1}, +Infinity, -Infinity, denormal, finite negative. The immediate 
zmm2/m512/m32bcst, imm8 field provides a mask bit for each of these category tests. The 
masked test results are OR-ed together to form a mask result. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


The FPCLASSPS instruction checks the packed single-precision floating point values for special categories, specified 
by the set bits in the imm8 byte. Each set bit in imm8 specifies a category of floating-point values that the input 
data element is classified against. The classified results of all specified categories of an input value are ORed 
together to form the final boolean result for the input element. The result of each element is written to the corre- 
sponding bit in a mask register k2 according to the writemask k1. Bits [MAX_KL-1:16/8/4] of the destination are 


cleared. 


The classification categories specified by imm8 are shown in Figure 5-13. The classification test for each category 


is listed in Table 5-13. 


The source operand is aZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector 
broadcasted from a 32-bit memory location. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Operation 


CheckFPClassSP (tsrc[31:0], imm8[7:0])f{ 


//* Start checking the source operand for special type *// 


NegNum := tsrc[31]; 


IF (tsrc[30:23]=OFFh) Then ExpAllOnes := 1; Fl; 
IF (tsrc[30:23]=0h) Then ExpAllZeros := 1; 
IF (ExpAllZeros AND MXCSR.DAZ) Then 


MantAllZeros := 1; 
ELSIF (tsrc[22:0]=0h) Then 
MantAllZeros := 1; 

Fl; 


ZeroNumber= ExpAllZeros AND MantAllZeros 


SignalingBit= tsrc[22]; 


sNaN_res := ExpAllOnes AND NOT(MantAllZeros) AND NOT(SignalingBit); // sNaN 
qNaN_res := ExpAllOnes AND NOT(MantAllZeros) AND SignalingBit; // qNaN 
Pzero_res := NOT(NegNum) AND ExpAllZeros AND MantAllZeros; // +0 
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Nzero_res := NegNum AND ExpAllZeros AND MantAllZeros; // -0 

Pinf_res := NOT(NegNum) AND ExpAllOnes AND MantAllZeros; // +Inf 

Ninf_res := NegNum AND ExpAllOnes AND MantAllZeros; // -Inf 

Denorm_res := ExpAllZeros AND NOT(MantAllZeros); // denorm 

FinNeg_res := NegNum AND NOT(ExpAllOnes) AND NOT(ZeroNumber); // -finite 


bResult = ( imm8[0] AND qNaN_res ) OR (imm8[1] AND Pzero_res ) OR 
(imm8[2] AND Nzero_res ) OR ( imm8[3] AND Pinf_res ) OR 
(imm8[4] AND Ninf_res ) OR ( imm8[5] AND Denorm_res ) OR 
(imm8[6] AND FinNeg_res ) OR ( imm8[7] AND sNalN_res ); 
Return bResult; 
}//* end of CheckSPClassSP() *// 


VFPCLASSPS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b == 1) AND (SRC *is memory’) 
THEN 
DEST{[j] := CheckFPClassDP(SRC1 [31:0], imm8[7:0}]); 
ELSE 
DEST{[j] := CheckFPClassDP(SRC1 [i+31:i], imm8[7:0}); 
Fl; 
ELSE DEST{j] := 0 ; zeroing-masking only 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFPCLASSPS __mmask16 _mm512_fpclass_ps_mask(__m512 a, int c); 
VFPCLASSPS __mmask16 __mm512_mask_fpclass_ps_mask(__mmask16 m, 
VFPCLASSPS __mmask8 _mm256_fpclass_ps_mask(__m256 a, int c) 
VFPCLASSPS __mmask8 _mm256_mask_fpclass_ps_mask(__mmask8 m, 
VFPCLASSPS __mmask8 _mm_fpclass_ps_mask(__m128 a, int c) 
VFPCLASSPS __mmask8 _mm_mask_fpclass_ps_mask(__mmask8 m, 


m512 a, int c) 


m256 a, int c) 


m128 a, int c) 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-49, “Type E4 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VFPCLASSSD—Tests Types Of a Scalar Float64 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support Flag 
EVEX.LLIG.66.0F3A.W1 67 /rib | A VIN AVX512DQ | Tests the input for the following categories: NaN, +0, -0, 
VFPCLASSSD k2 {k1}, +Infinity, -Infinity, denormal, finite negative. The immediate 
xmm2/m64, imm8 field provides a mask bit for each of these category tests. The 
masked test results are OR-ed together to form a mask result. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


The FPCLASSSD instruction checks the low double precision floating point value in the source operand for special 
categories, specified by the set bits in the imm8 byte. Each set bit in imm8 specifies a category of floating-point 
values that the input data element is classified against. The classified results of all specified categories of an input 
value are ORed together to form the final boolean result for the input element. The result is written to the low bit in 
a mask register k2 according to the writemask k1. Bits MAX_KL-1: 1 of the destination are cleared. 

The classification categories specified by imm8 are shown in Figure 5-13. The classification test for each category 
is listed in Table 5-13. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Operation 
CheckFPClassDP (tsrc[63:0], imm8[7:0]){ 


NegNum := tsrc[63]; 
IF (tsrc[62:52]=07FFh) Then ExpAllOnes := 1; Fl; 
IF (tsrc[62:52]=0h) Then ExpAllZeros := 1; 
IF (ExpAllZeros AND MXCSR.DAZ) Then 
MantAllZeros := 1; 
ELSIF (tsrc[51:0]=O0h) Then 
MantAllZeros := 1; 
Fl; 
ZeroNumber := ExpAllZeros AND MantAllZeros 
SignalingBit := tsrc[5 1]; 


sNaN_res := ExpAllOnes AND NOT(MantAllZeros) AND NOT(SignalingBit); // sNaN 
qNaN_res := ExpAllOnes AND NOT(MantAllZeros) AND SignalingBit; // qNaN 
Pzero_res := NOT(NegNum) AND ExpAllZeros AND MantAllZeros; // +0 
Nzero_res := NegNum AND ExpAllZeros AND MantAllZeros; // -0 

Pinf_res := NOT(NegNum) AND ExpAllOnes AND MantAllZeros; // +Inf 

Ninf_res := NegNum AND ExpAllOnes AND MantAllZeros; // -Inf 

Denorm_res := ExpAllZeros AND NOT(MantAllZeros); // denorm 

FinNeg_res := NegNum AND NOT(ExpAllOnes) AND NOT(ZeroNumber); // -finite 


bResult = ( imm8[0] AND qNaN_res ) OR (imm8[1] AND Pzero_res ) OR 
(imm8[2] AND Nzero_res ) OR ( imm8[3] AND Plinf_res ) OR 
(imm8[4] AND Ninf_res ) OR ( imm8[5] AND Denorm_res ) OR 
(imm8[6] AND FinNeg_res ) OR ( imm8[7] AND sNaN_res ); 
Return bResult; 
}//* end of CheckFPClassDP() *// 


5-246 Vol. 2C VFPCLASSSD—Tests Types Of a Scalar Float64 Values 


INSTRUCTION SET REFERENCE, V-Z 


VFPCLASSSD (EVEX encoded version) 


IF k1[0] OR *no writemask* 
THEN DEST[O] := 
CheckFPClassDP(SRC1 [63:0], imm8[7:0]) 
ELSE DEST[O] := 0 ; zeroing-masking only 
Fl; 


DEST[MAX_KL-1:1] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFPCLASSSD __mmask8 _mm_fpclass_sd_mask(__m128d a, int c) 
VFPCLASSSD __mmask8 _mm_mask_fpclass_sd_mask(__mmask8 m,__m128d a, int c) 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-53, “Type E6 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VFPCLASSSS—Tests Types Of a Scalar Float32 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.LLIG.66.0F3A.WO 67 /r A VIN AVX512DQ | Tests the input for the following categories: NaN, +0, -0, 
VFPCLASSSS k2 {k1}, +lInfinity, -Infinity, denormal, finite negative. The immediate 
xmm2/m32, imm8 field provides a mask bit for each of these category tests. The 
masked test results are OR-ed together to form a mask result. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


The FPCLASSSS instruction checks the low single-precision floating point value in the source operand for special 
categories, specified by the set bits in the imm8 byte. Each set bit in imm8 specifies a category of floating-point 
values that the input data element is classified against. The classified results of all specified categories of an input 
value are ORed together to form the final boolean result for the input element. The result is written to the low bit in 
a mask register k2 according to the writemask k1. Bits MAX_KL-1: 1 of the destination are cleared. 


The classification categories specified by imm8 are shown in Figure 5-13. The classification test for each category 


is listed in Table 5-13. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Operation 


CheckFPClassSP (tsrc[31:0], imm8[7:0])<{ 


//* Start checking the source operand for special type *// 


NegNum := tsrc[31]; 


IF (tsrc[30:23]=OFFh) Then ExpAllOnes := 1; Fl; 
IF (tsrc[30:23]=0h) Then ExpAllZeros := 1; 
IF (ExpAllZeros AND MXCSR.DAZ) Then 


MantAllZeros := 1; 


ELSIF (tsrc[22:0]=0h) Then 


MantAllZeros := 1; 
Fl; 


ZeroNumber= ExpAllZeros AND MantAllZeros 


SignalingBit= tsrc[22]; 


sNaN_res := ExpAllOnes AND NOT(MantAllZeros) AND NOT(SignalingBit); // sNaN 
qNaN_res := ExpAllOnes AND NOT(MantAllZeros) AND SignalingBit; // qNaN 
Pzero_res := NOT(NegNum) AND ExpAllZeros AND MantaAllZeros; // +0 
Nzero_res := NegNum AND ExpAllZeros AND MantAllZeros; // -0 

Pinf_res := NOT(NegNum) AND ExpAllOnes AND MantAllZeros; // +Inf 

Ninf_res := NegNum AND ExpAllOnes AND MantAllZeros; // -Inf 

Denorm_res := ExpAllZeros AND NOT(MantAllZeros); // denorm 

FinNeg_res := NegNum AND NOT(ExpAllOnes) AND NOT(ZeroNumber); // -finite 


bResult = ( imm8[0] AND qNaN_res ) OR (imm8[1] AND Pzero_res ) OR 
(imm8[2] AND Nzero_res ) OR ( imm8[3] AND Pinf_res ) OR 
(imm8[4] AND Ninf_res ) OR (imm8[5] AND Denorm_res ) OR 
(imm8[6] AND FinNeg_res ) OR ( imm8[7] AND sNaN_res ); 


Return bResult; 
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}//* end of CheckSPClassSP() *// 


VFPCLASSSS (EVEX encoded version) 


IF k1[0] OR *no writemask* 
THEN DEST[O] := 
CheckFPClassSP(SRC1 [31:0], imm8[7:0]) 
ELSE DEST[O] := 0 ; zeroing-masking only 
Fl; 


DEST[MAX_KL-1:1] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VFPCLASSSS __mmask8 _mm_fpclass_ss_mask(__m128 a, int c) 
VFPCLASSSS __mmask8 _mm_mask_fpclass_ss_mask(__mmask8 m, 


m128 a, int c) 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-53, “Type E6 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VGATHERDPD/VGATHERQPD — Gather Packed DP FP Values Using Signed Dword/Qword Indices 


Opcode/ Op/ | 64/3 | CPUID Description 
Instruction En 2-bit | Feature 
Mode | Flag 

VEX.128.66.0F38.W1 92 /r RMV | V/V AVX2 Using dword indices specified in vm32x, gather double-pre- 

VGATHERDPD xmm1, vm32x, xmm2 cision FP values from memory conditioned on mask speci- 
fied by xmm2. Conditionally gathered elements are merged 
into xmm1. 

VEX.128.66.0F38.W1 93 /r RMV | V/V AVX2 Using qword indices specified in vm64x, gather double-pre- 

VGATHERQPD xmm1, vm64x, xmm2 cision FP values from memory conditioned on mask speci- 
fied by xmm2. Conditionally gathered elements are merged 
into xmm1. 

VEX.256.66.0F38.W1 92 /r RMV | V/V AVX2 Using dword indices specified in vm32x, gather double-pre- 

VGATHERDPD ymm1, vm32x, ymm2 cision FP values from memory conditioned on mask speci- 
fied by ymmz. Conditionally gathered elements are merged 
into ymm1. 

VEX.256.66.0F38.W1 93 /r RMV | V/V AVX2 Using qword indices specified in vm64y, gather double-pre- 

VGATHERQPD ymm17, vm64y, ymm2 cision FP values from memory conditioned on mask speci- 
fied by ymm2. Conditionally gathered elements are merged 
into ymm1. 


Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 


RMV ModRM:reg (r,w) BaseReg (R): VSIB:base, VEX.vvvv (r, w) NA 
VectorReg(R): VSIB:index 


Description 


The instruction conditionally loads up to 2 or 4 double-precision floating-point values from memory addresses 
specified by the memory operand (the second operand) and using qword indices. The memory operand uses the 
VSIB form of the SIB byte to specify a general purpose register operand as the common base, a vector register for 
an array of indices relative to the base and a constant scale factor. 


The mask operand (the third operand) specifies the conditional load operation from each memory address and the 
corresponding update of each data element of the destination operand (the first operand). Conditionality is speci- 
fied by the most significant bit of each data element of the mask register. If an element’s mask bit is not set, the 

corresponding element of the destination register is left unchanged. The width of data element in the destination 

register and mask register are identical. The entire mask register will be set to zero by this instruction unless the 
instruction causes an exception. 


Using dword indices in the lower half of the mask register, the instruction conditionally loads up to 2 or 4 double- 
precision floating-point values from the VSIB addressing memory operand, and updates the destination register. 


This instruction can be suspended by an exception if at least one element is already gathered (i.e., if the exception 
is triggered by an element other than the rightmost one with its mask bit set). When this happens, the destination 
register and the mask operand are partially updated; those elements that have been gathered are placed into the 
destination register and have their mask bits set to zero. If any traps or interrupts are pending from already gath- 
ered elements, they will be delivered in lieu of the exception; in this case, EFLAG.RF is set to one so an instruction 
breakpoint is not re-triggered when the instruction is continued. 


If the data size and index size are different, part of the destination register and part of the mask register do not 
correspond to any elements being gathered. This instruction sets those parts to zero. It may do this to one or both 
of those registers even if the instruction triggers an exception, and even if the instruction triggers the exception 
before gathering any elements. 
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VEX.128 version: The instruction will gather two double-precision floating-point values. For dword indices, only the 
lower two indices in the vector index register are used. 


VEX.256 version: The instruction will gather four double-precision floating-point values. For dword indices, only the 
lower four indices in the vector index register are used. 


Note that: 


If any pair of the index, mask, or destination registers are the same, this instruction results a #UD fault. 


The values may be read from memory in any order. Memory ordering with other instructions follows the Intel- 
64 memory-ordering model. 


Faults are delivered in a right-to-left manner. That is, if a fault is triggered by an element and delivered, all 
elements closer to the LSB of the destination will be completed (and non-faulting). Individual elements closer 
to the MSB may or may not be completed. If a given element triggers multiple faults, they are delivered in the 
conventional order. 

Elements may be gathered in any order, but faults must be delivered in a right-to-left order; thus, elements to 
the left of a faulting one may be gathered before the fault is delivered. A given implementation of this 
instruction is repeatable - given the same input values and architectural state, the same set of elements to the 
left of the faulting one will be gathered. 


This instruction does not perform AC checks, and so will never deliver an AC fault. 
This instruction will cause a #UD if the address size attribute is 16-bit. 
This instruction will cause a #UD if the memory operand is encoded without the SIB byte. 


This instruction should not be used to access memory mapped I/O as the ordering of the individual loads it does 
is implementation specific, and some implementations may use loads larger than the data element size or load 
elements an indeterminate number of times. 

The scaled index may require more bits to represent than the address bits used by the processor (e.g., in 32- 


bit mode, if the scale is greater than one). In this case, the most significant bits beyond the number of address 
bits are ignored. 
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Operation 


DEST := SRC1; 

BASE_ADDR: base register encoded in VSIB addressing; 
VINDEX: the vector index register encoded by VSIB addressing; 
SCALE: scale factor encoded by SIB:[7:6]; 

DISP: optional 1, 4 byte displacement; 

MASK := SRC3; 


VGATHERDPD (VEX.128 version) 
MASK[MAXVL-1:128] := 0; 


FOR j :=Oto1 
i:=j* 64; 
IF MASK[63+i] THEN 
MASK{[i +63:i] := FFFFFFFF_FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{i +63:i] := 0; 
Fl; 
ENDFOR 
FOR j :=Oto 1 
k:=j * 32; 
i:=j* 64; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX[k+31 :k])*SCALE + DISP; 
IF MASK[63+i] THEN 
DEST[i +63:i] == FETCH_64BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK{i +63: i] := 0; 
ENDFOR 


DEST[MAXVL-1:128] := 0; 


VGATHERQPD (VEX.128 version) 
MASK[MAXVL-1:128] := 0; 
FOR j :=Oto1 
i:=j* 64; 
IF MASK[63+i] THEN 
MASK{[i +63:i] := FFFFFFFF_FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{i +63:i] := 0; 
Fl; 
ENDFOR 
FOR j :=Oto1 
i:=j* 64; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX1[i+63:i])*SCALE + DISP; 
IF MASK[63+i] THEN 
DEST[i +63:i] = FETCH_64BITS(DATA_ADDR); // a fault exits this instruction 
Fl; 
MASK{i +63: i] := 0; 
ENDFOR 
DEST[MAXVL-1:128] := 0; 
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VGATHERQPD (VEX.256 version) 
MASK[MAXVL-1:256] := 0; 
FOR j :=0 to3 
i:=j* 64; 
IF MASK[63+i] THEN 
MASK{i +63:i] := FFFFFFFF_FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{[i +63:i] := 0; 
Fl; 
ENDFOR 
FOR j :=0 to3 
i:=j* 64; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX1 [i+63:i])*SCALE + DISP; 
IF MASK[63+i] THEN 
DEST[i +63:i] = FETCH_64BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK[i +63: i] := 0; 
ENDFOR 
DEST[MAXVL-1:256] := 0; 


VGATHERDPD (VEX.256 version) 
MASK[MAXVL-1:256] := 0; 


FOR j :=0 to3 
i:=j* 64; 
IF MASK[63+i] THEN 
MASK{i +63:i] := FFFFFFFF_FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{[i +63:i] := 0; 
Fl; 
ENDFOR 
FOR j :=0 to3 
k:= | * 32; 
i:=j* 64; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX1 [k+31:k])*SCALE + DISP; 
IF MASK[63+i] THEN 
DEST[i +63:i] = FETCH_64BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK{i +63:i] := 0; 
ENDFOR 


DEST[MAXVL-1:256] := 0; 
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Intel C/C++ Compiler Intrinsic Equivalent 


VGATHERDPD: __m128d _mm_i32gather_pd (double const * base, 


VGATHERDPD: 
scale); 


VGATHERDPD: 


VGATHERDPD: 
scale); 


VGATHERQPD: __m128d __mm_i64gather_pd (double const * base, 


VGATHEROQPD: 
scale); 


VGATHEROQPD: 


VGATHEROQPD: 
scale); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


m128d_mm_mask_i32gather_pd (__m128d src, double const * base, __m128i index, 


m256d __mm256_mask_i32gather_pd (__m256d src, double const * base, __m128i index, 


m128d_mm_mask_i64gather_pd (__m128d src, double const * base, __m128i index, 


m256d_mm256_i64gather_pd (double const * base, 
m256d _mm256_mask_i64gather_pd (__m256d src, double const * base, __m256i index, 


m1 28i index, const int scale); 


m128d mask, const int 


m256d_mm256_i32gather_pd (double const * base, __m128i index, const int scale); 


m256d mask, const int 


m1 28i index, const int scale); 


m128d mask, const int 


m256i index, const int scale); 


m256d mask, const int 


See Table 2-27, “Type 12 Class Exception Conditions”. 
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VGATHERDPS/VGATHEROPS — Gather Packed SP FP values Using Signed Dword/Qword Indices 


Opcode/ Op/ | 64/32 | CPUID Description 
Instruction En -bit Feature 
Mode | Flag 

VEX.128.66.0F38.W0 92 /r A VIV AVX2 Using dword indices specified in vm32x, gather single-preci- 

VGATHERDPS xmm1, vm32x, xmm2 sion FP values from memory conditioned on mask specified 
by xmm_e. Conditionally gathered elements are merged into 
xmm1. 

VEX.128.66.0F38.W0 93 /r A VIV AVX2 Using qword indices specified in vm64x, gather single-preci- 

VGATHEROPS xmm1, vm64x, xmm2 sion FP values from memory conditioned on mask specified 
by xmm_e. Conditionally gathered elements are merged into 
xmm1. 

VEX.256.66.0F38.W0 92 /r A VIV AVX2 Using dword indices specified in vm32y, gather single-preci- 

VGATHERDPS ymm1, vm32y, ymm2 sion FP values from memory conditioned on mask specified 
by ymm2. Conditionally gathered elements are merged into 
ymm1. 

VEX.256.66.0F38.W0 93 /r A VIV AVX2 Using qword indices specified in vm64y, gather single-preci- 

VGATHEROPS xmm1, vm64y, xmm2 sion FP values from memory conditioned on mask specified 
by xmm_e. Conditionally gathered elements are merged into 
xmm1. 


Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 


A ModRM:reg (r,w) BaseReg (R): VSIB:base, VEX.vvvv (r, w) NA 
VectorReg(R): VSIB:index 


Description 


The instruction conditionally loads up to 4 or 8 single-precision floating-point values from memory addresses spec- 
ified by the memory operand (the second operand) and using dword indices. The memory operand uses the VSIB 
form of the SIB byte to specify a general purpose register operand as the common base, a vector register for an 
array of indices relative to the base and a constant scale factor. 


The mask operand (the third operand) specifies the conditional load operation from each memory address and the 
corresponding update of each data element of the destination operand (the first operand). Conditionality is speci- 
fied by the most significant bit of each data element of the mask register. If an element’s mask bit is not set, the 

corresponding element of the destination register is left unchanged. The width of data element in the destination 
register and mask register are identical. The entire mask register will be set to zero by this instruction unless the 
instruction causes an exception. 


Using qword indices, the instruction conditionally loads up to 2 or 4 single-precision floating-point values from the 
VSIB addressing memory operand, and updates the lower half of the destination register. The upper 128 or 256 bits 
of the destination register are zero’ed with qword indices. 


This instruction can be suspended by an exception if at least one element is already gathered (i.e., if the exception 
is triggered by an element other than the rightmost one with its mask bit set). When this happens, the destination 
register and the mask operand are partially updated; those elements that have been gathered are placed into the 
destination register and have their mask bits set to zero. If any traps or interrupts are pending from already gath- 
ered elements, they will be delivered in lieu of the exception; in this case, EFLAG.RF is set to one so an instruction 
breakpoint is not re-triggered when the instruction is continued. 


If the data size and index size are different, part of the destination register and part of the mask register do not 
correspond to any elements being gathered. This instruction sets those parts to zero. It may do this to one or both 
of those registers even if the instruction triggers an exception, and even if the instruction triggers the exception 
before gathering any elements. 
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VEX.128 version: For dword indices, the instruction will gather four single-precision floating-point values. For 
qword indices, the instruction will gather two values and zero the upper 64 bits of the destination. 


VEX.256 version: For dword indices, the instruction will gather eight single-precision floating-point values. For 
qword indices, the instruction will gather four values and zero the upper 128 bits of the destination. 


Note that: 
e If any pair of the index, mask, or destination registers are the same, this instruction results a UD fault. 


¢ The values may be read from memory in any order. Memory ordering with other instructions follows the Intel- 
64 memory-ordering model. 

¢ Faults are delivered in a right-to-left manner. That is, if a fault is triggered by an element and delivered, all 
elements closer to the LSB of the destination will be completed (and non-faulting). Individual elements closer 
to the MSB may or may not be completed. If a given element triggers multiple faults, they are delivered in the 
conventional order. 

¢ Elements may be gathered in any order, but faults must be delivered in a right-to-left order; thus, elements to 
the left of a faulting one may be gathered before the fault is delivered. A given implementation of this 
instruction is repeatable - given the same input values and architectural state, the same set of elements to the 
left of the faulting one will be gathered. 

¢ This instruction does not perform AC checks, and so will never deliver an AC fault. 

¢ This instruction will cause a #UD if the address size attribute is 16-bit. 

¢ This instruction will cause a #UD if the memory operand is encoded without the SIB byte. 


¢ This instruction should not be used to access memory mapped I/O as the ordering of the individual loads it does 
is implementation specific, and some implementations may use loads larger than the data element size or load 
elements an indeterminate number of times. 

¢ The scaled index may require more bits to represent than the address bits used by the processor (e.g., in 32- 
bit mode, if the scale is greater than one). In this case, the most significant bits beyond the number of address 
bits are ignored. 


Operation 


DEST := SRC1; 

BASE_ADDR: base register encoded in VSIB addressing; 
VINDEX: the vector index register encoded by VSIB addressing; 
SCALE: scale factor encoded by SIB:[7:6]; 

DISP: optional 1, 4 byte displacement; 

MASK := SRC3; 
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VGATHERDPS (VEX.128 version) 
MASK[MAXVL-1:128] := 0; 
FOR j :=0 to3 
i:=j* 32; 
IF MASK[31 +i] THEN 
MASK{i +31:i] := FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{i +31:i] := 0; 
Fl; 
ENDFOR 
FOR j := 0 to3 
i:=j* 32; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX[i+31:i])*SCALE + DISP; 
IF MASK[31 +i] THEN 
DEST{i +31:i] = FETCH_32BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK{i +31:i] = 0; 
ENDFOR 
DEST[MAXVL-1:1 28] := 0; 


VGATHEROPS (VEX.128 version) 
MASK[MAXVL-1:64] := 0; 
FOR j :=0 to3 
i:=j* 32; 
IF MASK[31 +i] THEN 
MASK{i +31:i] := FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{i +31:i] = 0; 
Fl; 
ENDFOR 
FOR j :=Oto1 
k:=j* 64; 
i:=j* 32; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX1 [k+63:k])*SCALE + DISP; 
IF MASK[31 +i] THEN 
DEST{i +31:i] = FETCH_32BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK{i +31:i] = 0; 
ENDFOR 
DEST[MAXVL-1:64] := 0; 
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VGATHERDPS (VEX.256 version) 
MASK[MAXVL-1:256] := 0; 
FOR j :=Oto7 
i:=j* 32; 
IF MASK[31 +i] THEN 
MASK{[i +31:i] := FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{i +31:i] = 0; 
Fl; 
ENDFOR 
FOR j :=Oto7 
i:=j* 32; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX1[i+31:i])*SCALE + DISP; 
IF MASK[31 +i] THEN 
DEST{i +31:i] = FETCH_32BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK{i +31:i] = 0; 
ENDFOR 
DEST[MAXVL-1:256] := 0; 


VGATHEROPS (VEX.256 version) 
MASK[MAXVL-1:128] := 0; 
FOR j :=Oto7 
i:=j* 32; 
IF MASK[31 +i] THEN 
MASK{i +31:i] := FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{i +31:i] = 0; 
Fl; 
ENDFOR 
FOR j :=O0 to3 
k:=j* 64; 
i:=j* 32; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX1[k+63:k])*SCALE + DISP; 
IF MASK[31 +i] THEN 
DEST{i +31:i] = FETCH_32BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK{i +31:i] = 0; 
ENDFOR 
DEST[MAXVL-1:128] := 0; 
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Intel C/C++ Compiler Intrinsic Equivalent 
VGATHERDPS: __m128_mm_i32gather_ps (float const * base, 


VGATHERDPS: m256 __mm256_i32gather_ps (float const * base, 


scale); 
VGATHERQPS: __m128_mm_i64gather_ps (float const * base, 


VGATHEROPS: m128_mm256_i64gather_ps (float const * base, 


scale); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-27, “Type 12 Class Exception Conditions”. 
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m1 28i index, const int scale); 
VGATHERDPS: m128 _mm_mask_i32gather_ps (__m128 src, float const * base, _m128i index, 


m256i index, const int scale); 
VGATHERDPS: m256 _mm256_mask_i32gather_ps (__m256 src, float const * base, 


m1 28i index, const int scale); 
VGATHEROPS: m128 __mm_mask_i64gather_ps (__m128 src, float const * base, __m128i index, 


m256i index, const int scale); 
VGATHEROPS: m128 _mm256_mask_i64gather_ps (__m128 src, float const * base, 
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m128 mask, const int scale); 


m256 mask, const int 


m128 mask, const int scale); 


m128 mask, const int 
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VGATHERDPS/VGATHERDPD—Gather Packed Single, Packed Double with Signed Dword 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.W0 92 /vsib A VV AVX512VL | Using signed dword indices, gather single-precision floating- 
VGATHERDPS xmm1 {k1}, vm32x AVX512F point values from memory using k1 as completion mask. 
EVEX.256.66.0F38.W0 92 /vsib A VV AVX512VL | Using signed dword indices, gather single-precision floating- 
VGATHERDPS ymm1 {k1}, vm32y AVX512F point values from memory using k1 as completion mask. 
EVEX.512.66.0F38.W0 92 /vsib A VV AVX512F Using signed dword indices, gather single-precision floating- 
VGATHERDPS zmm1 {k1}, vm32z point values from memory using k1 as completion mask. 
EVEX.128.66.0F38.W1 92 /vsib A VV AVX512VL | Using signed dword indices, gather float64 vector into 
VGATHERDPD xmm1 {k1}, AVX512F float64 vector xmm1 using k1 as completion mask. 
vm32x 
EVEX.256.66.0F38.W1 92 /vsib A VV AVX512VL | Using signed dword indices, gather float64 vector into 
VGATHERDPD ymm1 {k1}, AVX512F float64 vector ymm1 using k1 as completion mask. 
vm32x 
EVEX.512.66.0F38.W1 92 /vsib A VV AVX512F Using signed dword indices, gather float64 vector into 
VGATHERDPD zmm1 {k1}, vm32y float64 vector zmm1 using k1 as completion mask. 


Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 


BaseReg (R): VSIB:base, 
VectorReg(R): VSIB:index 


A Tuple1 Scalar ModRM:reg (w) NA NA 


Description 


A set of single-precision/double-precision faulting-point memory locations pointed by base address BASE_ADDR 
and index vector V_INDEX with scale SCALE are gathered. The result is written into a vector register. The elements 
are specified via the VSIB (i.e., the index register is a vector register, holding packed indices). Elements will only be 
loaded if their corresponding mask bit is one. If an element’s mask bit is not set, the corresponding element of the 
destination register is left unchanged. The entire mask register will be set to zero by this instruction unless it trig- 
gers an exception. 


This instruction can be suspended by an exception if at least one element is already gathered (i.e., if the exception 
is triggered by an element other than the right most one with its mask bit set). When this happens, the destination 
register and the mask register (k1) are partially updated; those elements that have been gathered are placed into 
the destination register and have their mask bits set to zero. If any traps or interrupts are pending from already 
gathered elements, they will be delivered in lieu of the exception; in this case, EFLAG.RF is set to one so an instruc- 
tion breakpoint is not re-triggered when the instruction is continued. 


If the data element size is less than the index element size, the higher part of the destination register and the mask 
register do not correspond to any elements being gathered. This instruction sets those higher parts to zero. It may 
update these unused elements to one or both of those registers even if the instruction triggers an exception, and 
even if the instruction triggers the exception before gathering any elements. 


Note that: 


¢ The values may be read from memory in any order. Memory ordering with other instructions follows the Intel- 
64 memory-ordering model. 


¢ Faults are delivered in a right-to-left manner. That is, if a fault is triggered by an element and delivered, all 
elements closer to the LSB of the destination zmm will be completed (and non-faulting). Individual elements 
closer to the MSB may or may not be completed. If a given element triggers multiple faults, they are delivered 
in the conventional order. 


¢ Elements may be gathered in any order, but faults must be delivered in a right-to left order; thus, elements to 
the left of a faulting one may be gathered before the fault is delivered. A given implementation of this 
instruction is repeatable - given the same input values and architectural state, the same set of elements to the 
left of the faulting one will be gathered. 
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¢ This instruction does not perform AC checks, and so will never deliver an AC fault. 
° Not valid with 16-bit effective addresses. Will deliver a #UD fault. 
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Note that the presence of VSIB byte is enforced in this instruction. Hence, the instruction will #UD fault if 


ModRM.rm is different than 100b. 


This instruction has special disp8*N and alignment rules. N is considered to be the size of a single vector element. 


The scaled index may require more bits to represent than the address bits used by the processor (e.g., in 32-bit 
mode, if the scale is greater than one). In this case, the most significant bits beyond the number of address bits are 


ignored. 


The instruction will #UD fault if the destination vector zmm1 is the same as index vector VINDEX. The instruction 


will #UD fault if the kO mask register is specified. 


Operation 


BASE_ADDR stands for the memory operand base address (a GPR); may not exist 


VINDEX stands for the memory operand vector of indices (a vector register) 
SCALE stands for the memory operand scalar (1, 2, 4 or 8) 
DISP is the optional 1 or 4 byte displacement 


VGATHERDPS (EVEX encoded version) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1{j] 
THEN DEST[i+31:i] = 
MEM[BASE_ADDR + 
SignExtend(VINDEX[i+31:i]) * SCALE + DISP] 
k1[j] := 0 
ELSE *DEST[i+31:i] := remains unchanged* 
Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 
DEST[MAXVL-1:VL] := 0 


VGATHERDPD (EVEX encoded version) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
k:=j* 32 
IF k1{j] 
THEN DEST[i+63:i] = MEM[BASE_ADDR + 
SignExtend(VINDEX[k+31:k]) * SCALE + DISP] 
k1[j] := 0 
ELSE *DEST[i+63:i] := remains unchanged* 
Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 
DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VGATHERDPD 
VGATHERDPD 
VGATHERDPD 
VGATHERDPD 
VGATHERDPS 
VGATHERDPS 
VGATHERDPS 


GATHERDPS __m128_mm_mmask_i32gather_ps(__m128 s,__ mmask8 k, 


m512d_mm512_i32gather_pd(__m256i vdx, void * base, int scale); 


m512d_mm512_mask_i32gather_pd(__m512ds,___ mmask8 k, __m256i vdx, void * base, int scale); 
m256d_mm256_mmask_i32gather_pd(__m256ds,__ mmask8 k, __m128i vdx, void * base, int scale); 


m128d_mm_mmask_i32gather_pd(__m128ds,__ mmask8 k, __m128i vdx, void * base, int scale); 


m512_mm512_i32gather_ps(__m512i vdx, void * base, int scale); 


m512_mm512_mask_i32gather_ps(__m512s,__ mmask16 k,__m512i vdx, void * base, int scale); 


m256 _mm256_mmask_i32gather_ps(__m256 s,__ mmask8 k,__m256i vdx, void * base, int scale); 


m1 28i vdx, void * base, int scale); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-61, “Type E12 Class Exception Conditions”. 
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VGATHERQPS/VGATHERQPD—Gather Packed Single, Packed Double with Signed Qword Indices 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.128.66.0F38.W0 93 /vsib A VIV AVX512VL_ | Using signed qword indices, gather single-precision 
VGATHEROPS xmm1 {k1}, vm64x AVX512F floating-point values from memory using k1 as completion 
mask. 
EVEX.256.66.0F38.W0 93 /vsib A VIV AVX512VL_ | Using signed qword indices, gather single-precision 
VGATHERQPS xmm1 {k1}, vm64y AVX512F floating-point values from memory using k1 as completion 
mask. 
EVEX.512.66.0F38.W0 93 /vsib A VIV AVX512F Using signed qword indices, gather single-precision 
VGATHERQPS ymm1 {k1}, vm64z floating-point values from memory using k1 as completion 
mask. 
EVEX.128.66.0F38.W1 93 /vsib A VIV AVX512VL_ | Using signed qword indices, gather float64 vector into 
VGATHERQPD xmm1 {k1}, vm64x AVX512F float64 vector xmm1 using k1 as completion mask. 
EVEX.256.66.0F38.W1 93 /vsib A VIV AVX512VL_ | Using signed qword indices, gather float64 vector into 
VGATHERQPD ymm1 {k1}, vm64y AVX512F float64 vector ymm1 using k1 as completion mask. 
EVEX.512.66.0F38.W1 93 /vsib A VIV AVX512F Using signed qword indices, gather float64 vector into 
VGATHERQPD zmm1 {k1}, vm64z float64 vector zmm1 using k1 as completion mask. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
BaseReg (R): VSIB:base, 
A Tuple1 Scalar ModRM:reg (w) aoe VSIB:index NA NA 
Description 


A set of 8 single-precision/double-precision faulting-point memory locations pointed by base address BASE_ADDR 
and index vector V_INDEX with scale SCALE are gathered. The result is written into vector a register. The elements 
are specified via the VSIB (i.e., the index register is a vector register, holding packed indices). Elements will only 

be loaded if their corresponding mask bit is one. If an element’s mask bit is not set, the corresponding element of 
the destination register is left unchanged. The entire mask register will be set to zero by this instruction unless it 

triggers an exception. 


This instruction can be suspended by an exception if at least one element is already gathered (i.e., if the exception 
is triggered by an element other than the rightmost one with its mask bit set). When this happens, the destination 
register and the mask register (k1) are partially updated; those elements that have been gathered are placed into 
the destination register and have their mask bits set to zero. If any traps or interrupts are pending from already 
gathered elements, they will be delivered in lieu of the exception; in this case, EFLAG.RF is set to one so an instruc- 
tion breakpoint is not re-triggered when the instruction is continued. 


If the data element size is less than the index element size, the higher part of the destination register and the mask 
register do not correspond to any elements being gathered. This instruction sets those higher parts to zero. It may 
update these unused elements to one or both of those registers even if the instruction triggers an exception, and 
even if the instruction triggers the exception before gathering any elements. 


Note that: 


¢ The values may be read from memory in any order. Memory ordering with other instructions follows the Intel- 
64 memory-ordering model. 


¢ Faults are delivered in a right-to-left manner. That is, if a fault is triggered by an element and delivered, all 
elements closer to the LSB of the destination zmm will be completed (and non-faulting). Individual elements 
closer to the MSB may or may not be completed. If a given element triggers multiple faults, they are delivered 
in the conventional order. 
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¢ Elements may be gathered in any order, but faults must be delivered in a right-to left order; thus, elements to 
the left of a faulting one may be gathered before the fault is delivered. A given implementation of this 
instruction is repeatable - given the same input values and architectural state, the same set of elements to the 
left of the faulting one will be gathered. 

¢ This instruction does not perform AC checks, and so will never deliver an AC fault. 

* Not valid with 16-bit effective addresses. Will deliver a #UD fault. 


Note that the presence of VSIB byte is enforced in this instruction. Hence, the instruction will #UD fault if 
ModRM.rm is different than 100b. 


This instruction has special disp8*N and alignment rules. N is considered to be the size of a single vector element. 
The scaled index may require more bits to represent than the address bits used by the processor (e.g., in 32-bit 
mode, if the scale is greater than one). In this case, the most significant bits beyond the number of address bits are 
ignored. 


The instruction will #UD fault if the destination vector zmm1 is the same as index vector VINDEX. The instruction 
will #UD fault if the kO mask register is specified. 


Operation 


BASE_ADDR stands for the memory operand base address (a GPR); may not exist 
VINDEX stands for the memory operand vector of indices (a ZMM register) 
SCALE stands for the memory operand scalar (1, 2, 4 or 8) 

DISP is the optional 1 or 4 byte displacement 


VGATHERQPS (EVEX encoded version) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 


i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = 
MEM[BASE_ADDR + (VINDEX[k+63:k]) * SCALE + DISP] 
k1[j] :=0 
ELSE *DEST[i+31:i] := remains unchanged* 
Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 
DEST[MAXVL-1:VL/2] := 0 


VGATHERQPD (EVEX encoded version) 


(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] := MEM[BASE_ADDR + (VINDEX[i+63:i]) * SCALE + DISP] 
k1[j] = 0 
ELSE *DEST[i+63:i] := remains unchanged* 
Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 
DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VGATHERQPD 
VGATHERQPD 
VGATHERQPD 
VGATHERQPD 
VGATHERQPS 
VGATHERQPS 
VGATHERQPS 
VGATHERQPS 


m512d 


mm512_i64gather_pd(__m512i vdx, void * base, int scale); 


m512d 


m256d 


mm512_mask_i64gather_pd(__m512ds,__mmask8 k,___m512i vdx, void * base, int scale); 
mm256_mask_i64gather_pd(__m256d s,__ mmask8 k, __ m256i vdx, void * base, int scale); 


m128d 


mm_mask_i64gather_pd(__m128ds,__ mmask8 k,__m128i vdx, void * base, int scale); 


m256 


mm512_i64gather_ps(_m512i vdx, void * base, int scale); 


m256 


mm512_mask_i64gather_ps(__m256 s,__ mmask16 k,___m512i vdx, void * base, int scale); 


m128 


mm256_mask_i64gather_ps(__m128 s,__ mmask8 k,___ m256i vdx, void * base, int scale); 


m128 


mm_mask_i64gather_ps(__m128s,__mmask8 k,__m128i vdx, void * base, int scale); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-61, “Type E12 Class Exception Conditions”. 
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VGETEXPPD—Convert Exponents of Packed DP FP Values to DP FP Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F38.W1 42 /r | A VIV AVX512VL | Convert the exponent of packed double-precision floating-point 
VGETEXPPD xmm1 {k1}{z}, AVX512F values in the source operand to DP FP results representing 
xmm2/m1 28/m64bcst unbiased integer exponents and stores the results in the 
destination register. 
EVEX.256.66.0F38.W1 42 /r | A VIV AVX512VL | Convert the exponent of packed double-precision floating-point 
VGETEXPPD ymm1 {k1}{Z}, AVX512F values in the source operand to DP FP results representing 
ymm2/m256/m64bcst unbiased integer exponents and stores the results in the 
destination register. 
EVEX.512.66.0F38.W1 42 /r | A VIV AVX512F Convert the exponent of packed double-precision floating-point 
VGETEXPPD zmm1 {k1}{Z}, values in the source operand to DP FP results representing 
zmm2/m512/m64bcst{sae} unbiased integer exponents and stores the results in the 
destination under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Extracts the biased exponents from the normalized DP FP representation of each qword data element of the source 
operand (the second operand) as unbiased signed integer value, or convert the denormal representation of input 
data to unbiased negative integer values. Each integer value of the unbiased exponent is converted to double- 
precision FP value and written to the corresponding qword elements of the destination operand (the first operand) 
as DP FP numbers. 


The destination operand is aZMM/YMM/XMM register and updated under the writemask. The source operand can 
be a ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector broadcasted from 
a 64-bit memory location. 


EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Each GETEXP operation converts the exponent value into a FP number (permitting input value in denormal repre- 
sentation). Special cases of input values are listed in Table 5-14. 


The formula is: 
GETEXP(x) = floor(log>(|x|)) 
Notation floor(x) stands for the greatest integer not exceeding real number x. 


Table 5-14. VGETEXPPD/SD Special Cases 


Input Operand Result Comments 

srcl = NaN QNaN(src1) 

0 < [src1| < INF floor(loga(|src1])) = z mina a #DE 
| src1| = +INF +INF 

|src1]=0 -INF 
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Operation 


NormalizeExp TinyDPFP(SRC[63:0]) 
{ 
// \bit is the hidden integral bit of a FP number. In case of denormal number it has the value of ZERO. 
Src.Jbit := 0; 
Dst.exp := 1; 
Dst.fraction := SRC[51:0]; 
WHILE(Src.Jbit = 0) 


{ 
Src.Jbit := Dst.fraction[51]; // Get the fraction MSB 
Dst.fraction := Dst.fraction << 1; // One bit shift left 
Dst.exp-- ; // Decrement the exponent 
} 
Dst.fraction := 0; // zero out fraction bits 
Dst.sign := 1; // Return negative sign 
TMP[63:0] := MXCSR.DAZ? 0: (Dst.sign << 63) OR (Dst.exp << 52) OR (Dst.fraction) ; 
Return (TMP[63:0}); 
} 
Convert€xpDPFP(SRC[63:0]) 
{ 
Src.sign := 0; // Zero out sign bit 
Src.exp := SRC[62:52]; 
Src.fraction := SRC[51:0); 
// Check for NaN 
IF (SRC = NaN) 
IF (SRC = SNAN ) SET IE; 
Return QNAN(SRC); 
} 
// Check for +INF 
IF (SRC = +INF) Return (SRC); 
// check if zero operand 
IF ((Src.exp = 0) AND ((Src.fraction = 0) OR (MXCSR.DAZ = 1))) Return (-INF); 
} 
ELSE // check if denormal operand (notice that MXCSR.DAZ = 0) 
{ 
IF ((Src.exp = 0) AND (Src.fraction != 0)) 
{ 
TMP[63:0] := NormalizeExpTinyDPFP(SRC[63:0)) ; // Get Normalized Exponent 
Set #DE 
} 
ELSE // exponent value is correct 
TMP[63:0] := (Src.sign << 63) OR (Src.exp << 52) OR (Src.fraction) ; 
} 
TMP := SAR(TMP, 52); // Shift Arithmetic Right 
TMP := TMP - 1023; // Subtract Bias 
Return Cvtl2D(TMP); // Convert INT to Double-Precision FP number 
} 
} 
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VGETEXPPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC *is memory’) 
THEN 
DEST[i+63:i] := 
Convert€xpDPFP(SRC[63:0]) 
ELSE 
DEST[i+63:i] := 
Convert€xpDPFP(SRC[i+63:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VGETEXPPD __m512d_mm512_getexp_pd(__m512d a); 

VGETEXPPD __m512d_mm512_mask_getexp_pd(__m512ds,__mmask8 k,__m512d a); 
VGETEXPPD __m512d_mm512_maskz_getexp_pd(__mmask8 k,___m512d a); 

VGETEXPPD __m512d_mm512_getexp_round_pd(__m512d a, int sae); 

VGETEXPPD __m512d_mm512_mask_getexp_round_pd(__m512ds,__mmask8 k,___m512d a, int sae); 
VGETEXPPD __m512d_mm512_maskz_getexp_round_pd(__mmask8 k,___m512d a, int sae); 
VGETEXPPD __m256d _mm256_getexp_pd(__m256d a); 

VGETEXPPD __m256d _mm256_mask_getexp_pd(__m256d s,__ mmask8 k,___ m256d a); 
VGETEXPPD __m256d _mm256_maskz_getexp_pd(__mmask8 k,___ m256d a); 

VGETEXPPD __m128d _mm_getexp_pd(__m128d a); 

VGETEXPPD __m128d_mm_mask_getexp_pd(__m128ds,___ mmask8 k,___m128d a); 
VGETEXPPD __m128d _mm_maskz_getexp_pd(__mmask8 k, __m128d a); 


SIMD Floating-Point Exceptions 
Invalid, Denormal 


Other Exceptions 
See Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VGETEXPPS—Convert Exponents of Packed SP FP Values to SP FP Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F38.W0 42 /r A VIV AVX512VL | Convert the exponent of packed single-precision floating-point 
VGETEXPPS xmm1 {k1}{Z}, AVX512F values in the source operand to SP FP results representing 
xmme2/m128/m32bcst unbiased integer exponents and stores the results in the 
destination register. 
EVEX.256.66.0F38.W0 42 /r A VIV AVX512VL | Convert the exponent of packed single-precision floating-point 
VGETEXPPS ymm1 {k1}{z}, AVX512F values in the source operand to SP FP results representing 
ymm2/m256/m32bcst unbiased integer exponents and stores the results in the 
destination register. 
EVEX.512.66.0F38.W0 42 /r A VIV AVX512F Convert the exponent of packed single-precision floating-point 
VGETEXPPS zmm1 {k1}{Z}, values in the source operand to SP FP results representing 
zmm2/m512/m32bcst{sae} unbiased integer exponents and stores the results in the 
destination register. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Extracts the biased exponents from the normalized SP FP representation of each dword element of the source 
operand (the second operand) as unbiased signed integer value, or convert the denormal representation of input 
data to unbiased negative integer values. Each integer value of the unbiased exponent is converted to single-preci- 
sion FP value and written to the corresponding dword elements of the destination operand (the first operand) as SP 
FP numbers. 


The destination operand is a ZMM/YMM/XMM register and updated under the writemask. The source operand can 
be a ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector broadcasted from 
a 32-bit memory location. 


EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Each GETEXP operation converts the exponent value into a FP number (permitting input value in denormal repre- 
sentation). Special cases of input values are listed in Table 5-15. 


The formula is: 
GETEXP(x) = floor(logs(|x|)) 
Notation floor(x) stands for maximal integer not exceeding real number x. 


Software usage of VGETEXPxx and VGETMANTxx instructions generally involve a combination of GETEXP operation 
and GETMANT operation (see VGETMANTPD). Thus VGETEXPxx instruction do not require software to handle SIMD 
FP exceptions. 


Table 5-15. VGETEXPPS/SS Special Cases 
Input Operand Result Comments 
srcl = NaN QNaN(src1) 


If (SRC = SNaN) then #IE 


0 < |src1| < INF floor(loga(|src1|)) If (SRC = denormal) then #DE 
| src1| = +INF +INF 
| src1| =O -INF 
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Figure 5-14 illustrates the VGETEXPPS functionality on input values with normalized representation. 


31] 30] 29} 28] 27] 26} 25] 24 | 23} 22] 21] 20} 19| 18] 17| 16] 15] 14] 13] 1211/10} 9} 8} 7} 6} 5} 4) 3} 2} 1] 0 


Src = 2M 


SAR Src, 23 = 080h 


-Bias 


Tmp - Bias = 1 


Cvt_PI2PS(01h) = 2°0 


Figure 5-14. VGETEXPPS Functionality On Normal Input values 


Operation 


NormalizeExpTinySPFP(SRC[31:0]) 
{ 
// \bit is the hidden integral bit of a FP number. In case of denormal number it has the value of ZERO. 
Src.Jbit := 0; 
Dst.exp := 1; 
Dst.fraction := SRC[22:0); 
WHILE(Src.Jbit = 0) 


{ 
Src.Jbit := Dst.fraction[22]; // Get the fraction MSB 
Dst.fraction := Dst.fraction << 1; // One bit shift left 
Dst.exp- ; // Decrement the exponent 

} 

Dst.fraction := 0; // zero out fraction bits 

Dst.sign := 1; // Return negative sign 


TMP[31:0] := MXCSR.DAZ? 0: (Dst.sign << 31) OR (Dst.exp << 23) OR (Dst.fraction) ; 
Return (TMP[31:0)); 
} 
ConvertE€xpSPFP(SRC[31:0]) 
{ 
Src.sign := 0; // Zero out sign bit 
Src.exp := SRC[30:23]; 
Src.fraction := SRC[22:0); 
// Check for NaN 
IF (SRC = NaN) 
{ 
IF (SRC = SNAN ) SET IE; 
Return QNAN(SRC); 


} 
// Check for +INF 
IF (SRC = +INF) Return (SRC); 


// check if zero operand 
IF ((Src.exp = 0) AND ((Src.fraction = 0) OR (MXCSR.DAZ = 1))) Return (-INF); 


ELSE // check if denormal operand (notice that MXCSR.DAZ = 0) 
{ 
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IF ((Src.exp = 0) AND (Src.fraction != 0)) 


{ 
TMP[31:0] := NormalizeExpTinySPFP(SRC[31:0)) ; // Get Normalized Exponent 
Set #DE 

} 

ELSE // exponent value is correct 

{ 
TMP[31:0] := (Src.sign << 31) OR (Src.exp << 23) OR (Src.fraction) ; 

} 

TMP := SAR(TMP, 23); // Shift Arithmetic Right 

TMP := TMP - 127; // Subtract Bias 

Return Cvtl2D(TMP); // Convert INT to Single-Precision FP number 


} 


VGETEXPPS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC *is memory*) 
THEN 
DEST[i+31:i] := 
ConvertE€xpSPFP(SRC[31:0]) 
ELSE 
DEST[i+31:i] := 
Convert€xpSPFP(SRC[i+31:i]) 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VGETEXPPS 


m512 


mm512_getexp_ps(__m512 a); 


VGETEXPPS 


m512 


mm512_mask_getexp_ps(__m512s, 


VGETEXPPS 


m512 


mm512_maskz_getexp_ps( 


VGETEXPPS 


m512 


mm512_getexp_round_ps( 


VGETEXPPS 


m512 


mm512_mask_getexp_round_ps( 


VGETEXPPS 


m512 


mm512_maskz_getexp_round_ps( 


mmask16 k,__m512 a); 


mmask16 k,__m512 a); 
m512 a, int sae); 
m512s,__mmask16 k,__m512 a, int sae); 


mmask16 k,__m512 a, int sae); 


VGETEXPPS 


m256 


mm256_getexp_ps(__m256 a); 


VGETEXPPS 


m256 


mm256_mask_getexp_ps(__m256 s, 


VGETEXPPS 


m256 


mm256_maskz_getexp_ps( 


VGETEXPPS 


m128 


mm_getexp_ps(__m128 a); 


VGETEXPPS 


mi28 


mm_mask_getexp_ps( 


mmask8 k, 


mmask8 k, 
m256 a); 


m256 a); 


m128s,__mmask8 k,___m128 a); 


VGETEXPPS 


m128 


mm_maskz_getexp_ps( 


mmask8 k, 


SIMD Floating-Point Exceptions 


Invalid, Denormal 


Other Exceptions 
See Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
If EVEX.vvvv != 1111B. 


#UD 
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VGETEXPSD—Convert Exponents of Scalar DP FP Values to DP FP Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.LLIG.66.0F38.W1 43 /r A VV AVX512F | Convert the biased exponent (bits 62:52) of the low double- 
VGETEXPSD xmm1 {k1}{Z}, precision floating-point value in xmm3/m64 to a DP FP value 
xmm2, xmm3/m64{sae} representing unbiased integer exponent. Stores the result to 
the low 64-bit of xmm1 under the writemask k1 and merge 
with the other elements of xmm2. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Extracts the biased exponent from the normalized DP FP representation of the low qword data element of the 
source operand (the third operand) as unbiased signed integer value, or convert the denormal representation of 
input data to unbiased negative integer values. The integer value of the unbiased exponent is converted to double- 
precision FP value and written to the destination operand (the first operand) as DP FP numbers. Bits (127:64) of 
the XMM register destination are copied from corresponding bits in the first source operand. 


The destination must be a XMM register, the source operand can be a XMM register or a float64 memory location. 


If writemasking is used, the low quadword element of the destination operand is conditionally updated depending 
on the value of writemask register k1. If writemasking is not used, the low quadword element of the destination 
operand is unconditionally updated. 


Each GETEXP operation converts the exponent value into a FP number (permitting input value in denormal repre- 
sentation). Special cases of input values are listed in Table 5-14. 


The formula is: 
GETEXP(x) = floor(logo(|x|)) 
Notation floor(x) stands for maximal integer not exceeding real number x. 


Operation 
// NormalizeExpTinyDPFP(SRC[63:0)) is defined in the Operation section of VGETEXPPD 


// ConvertExpDPFP(SRC[63:0)) is defined in the Operation section of VGETEXPPD 


VGETEXPSD (EVEX encoded version) 


IF k1[0] OR *no writemask* 
THEN DEST[63:0] := 
Convert€xpDPFP(SRC2[63:0]) 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[63:0] := 0 
Fl 


Fl; 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VGETEXPSD 


m128d 


mm. 


getexp_sd(__m128da,__m128d b); 


VGETEXPSD 


m128d 


mm 


mask_getexp_sd(__m128ds,__mmask8 k,___m128da,__m128d b); 


VGETEXPSD 


m128d 


mm. 


maskz_getexp_sd(__mmask8 k,__m128d a,__m128d b); 


VGETEXPSD 


m128d 


mm. 


getexp_round_sd(__m128da,__m128d, int sae); 


VGETEXPSD 


m128d 


mm. 


mask_getexp_round_sd(__m128d s,__mmask8 k,__m128d a,__m128d b, int sae); 


VGETEXPSD 


m128d 


mm. 


maskz_getexp_round_sd(__mmask8 k,__m128da,_m128db, int sae); 


SIMD Floating-Point Exceptions 


Invalid, Denormal 


Other Exceptions 
See Table 2-47, “Type E3 Class Exception Conditions”. 
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VGETEXPSS—Convert Exponents of Scalar SP FP Values to SP FP Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support Flag 
EVEX.LLIG.66.0F38.W0 43 /r A VV AVX512F Convert the biased exponent (bits 30:23) of the low single- 
VGETEXPSS xmm1 {k1}{z}, xmm2, precision floating-point value in xmm3/m32 to a SP FP 
xmm3/m32{sae} value representing unbiased integer exponent. Stores the 
result to xmm1 under the writemask k1 and merge with the 
other elements of xmme2. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Extracts the biased exponent from the normalized SP FP representation of the low doubleword data element of the 
source operand (the third operand) as unbiased signed integer value, or convert the denormal representation of 
input data to unbiased negative integer values. The integer value of the unbiased exponent is converted to single- 
precision FP value and written to the destination operand (the first operand) as SP FP numbers. Bits (127:32) of 
the XMM register destination are copied from corresponding bits in the first source operand. 

The destination must be a XMM register, the source operand can be a XMM register or a float32 memory location. 


If writemasking is used, the low doubleword element of the destination operand is conditionally updated depending 
on the value of writemask register k1. If writemasking is not used, the low doubleword element of the destination 
operand is unconditionally updated. 


Each GETEXP operation converts the exponent value into a FP number (permitting input value in denormal repre- 
sentation). Special cases of input values are listed in Table 5-15. 

The formula is: 

GETEXP(x) = floor(logo(|x|)) 

Notation floor(x) stands for maximal integer not exceeding real number x. 

Software usage of VGETEXPxx and VGETMANTxx instructions generally involve a combination of GETEXP operation 


and GETMANT operation (see VGETMANTPD). Thus VGETEXPxx instruction do not require software to handle SIMD 
FP exceptions. 


Operation 


// NormalizeExpTinySPFP(SRC[31:0]) is defined in the Operation section of VGETEXPPS 
// ConvertExpSPFP(SRC[31:0]) is defined in the Operation section of VGETEXPPS 


VGETEXPSS (EVEX encoded version) 
IF k1[0] OR *no writemask* 
THEN DEST[31:0] := 
Convert€xpDPFP(SRC2[31:0]) 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[31:0]:= 0 
Fl 
Fl; 
ENDFOR 


DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] = 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


mi28 a,__m128b); 


mmask8 k,__m128a,__m128 b); 


m128s,__mmask8 k,__m128a,__m128b, int sae); 


VGETEXPSS __m128_mm m128 b); 

VGETEXPSS __m128_mm_mask_getexp_ss(__m128s,__ mmask8 k, 
VGETEXPSS __m128_mm_maskz_getexp_ss( 

VGETEXPSS __m128_mm_getexp_round_ss(__m128 a,__m128}, int sae); 
VGETEXPSS __m128_mm_mask_getexp_round_ss( 

VGETEXPSS __m128_mm_maskz_getexp_round_ss( 


mmask8 k,__m128 a,__m128 b, int sae); 


SIMD Floating-Point Exceptions 


Invalid, Denormal 


Other Exceptions 


See Table 2-47, “Type E3 Class Exception Conditions”. 
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VGETMANTPD—Extract Float64 Vector of Normalized Mantissas from Float64 Vector 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.128.66.0F3A.W1 26 /r ib A VN AVX512VL | Get Normalized Mantissa from float64 vector 
VGETMANTPD xmm1 {k1}{Z}, AVX512F xmm2/m128/m64bcst and store the result in xmm1, using 
xmm2/m128/m64bcst, imm8 immé for sign control and mantissa interval normalization, 
under writemask. 
EVEX.256.66.0F3A.W1 26 /r ib A VN AVX512VL | Get Normalized Mantissa from float64 vector 
VGETMANTPD ymm1 {k1}{Z}, AVX512F ymm2/m256/m64bcst and store the result in ymm1, using 
ymm2/m256/m64bcst, imm8 immé for sign control and mantissa interval normalization, 
under writemask. 
EVEX.512.66.0F3A.W1 26 /r ib A VN AVX512F Get Normalized Mantissa from float64 vector 
VGETMANTPD zmm1 {k1}{z}, zmm2/m512/m64bcst and store the result in zmm1, using 
zmm2/m512/m64bcst{sae}, immé for sign control and mantissa interval normalization, 
imm8 under writemask. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) Imm8s NA 
Description 


Convert double-precision floating values in the source operand (the second operand) to DP FP values with the 
mantissa normalization and sign control specified by the imm§8 byte, see Figure 5-15. The converted results are 
written to the destination operand (the first operand) using writemask ki. The normalized mantissa is specified by 
interv (imm8[1:0]) and the sign control (sc) is specified by bits 3:2 of the immediate byte. 


The destination operand is a ZMM/YMM/XMM register updated under the writemask. The source operand can be a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector broadcasted from a 64- 
bit memory location. 


7 6 5 4 3 2 1 0 
imm8 Must Be Zero Sign Control (SC) Normaiization Interval 
Z Imm8[1:0] = 00b : Interval is [ 1, 2) 
Imm8[3:2] = 00b : sign(SRC) Imm8[1:0] = 01b : Interval is [1/2, 2) 
Imm8[3:2] = 01b:0 Imm8[1:0] = 10b : Interval is [ 1/2, 1) 
Imm8[3] = 1b : qNan_Indefinite if sign(SRC) != 0, regardless of imm8[2]. Imm8[1:0] = 11b : Interval is [3/4, 3/2) 


Figure 5-15. Imm8 Controls for VGETMANTPD/SD/PS/SS 


For each input DP FP value x, The conversion operation is: 


GetMant(x) = +£2‘|x.significand| 
where: 


1 <= |x.significand| < 2 


Unbiased exponent k depends on the interval range defined by interv and whether the exponent of the source is 
even or odd. The sign of the final result is determined by sc and the source sign. 
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If interv != 0 then k = -1, otherwise K = 0. The encoded value of imm8[1:0] and sign control are shown in 
Figure 5-15. 


Each converted DP FP result is encoded according to the sign control, the unbiased exponent k (adding bias) anda 
mantissa normalized to the range specified by interv. 


The GetMant() function follows Table 5-16 when dealing with floating-point special numbers. 


This instruction is writemasked, so only those elements with the corresponding bit set in vector mask register ki 
are computed and stored into the destination. Elements in zmmi with the corresponding bit clear in ki retain their 
previous values. 


Note: EVEX.vvvv is reserved and must be 1111b; otherwise instructions will #UD. 


Table 5-16. GetMant() Special Float Values Behavior 


Input Result Exceptions / Comments 
NaN QNaN(SRC) Ignore interv 
If (SRC = SNaN) then #1E 
+0 1.0 Ignore interv 
+0 1.0 Ignore interv 
-0 IF (SC[O]) THEN +1.0 Ignore interv 
ELSE -1.0 
- IF (SC[1]) THEN {QNaN_Indefinite} Ignore interv 
ELSE { If (SC[1]) then #IE 
IF (SC[O]) THEN +1.0 
ELSE -1.0 
negative SC[1] ? QNaN_Indefinite : Getmant(SRC)' If (SC[1]) then #IE 
NOTES: 


1. In case SC[1]==0, the sign of Getmant(SRC) is declared according to SC[O}. 


Operation 


def getmant_fp64(src, sign_control, normalization_interval): 

bias := 1023 
dst.sign := sign_control[O] ? 0: src.sign 
signed_one := sign_control[O] ? +1.0:-1.0 
dst.exp := src.exp 
dst.fraction := src.fraction 
zero := (dst.exp = O) and ((dst.fraction = 0) or (MXCSR.DAZ=1)) 
denormal := (dst.exp = 0) and (dst.fraction != 0) and (MXCSR.DAZ=0) 
infinity := (dst.exp = Ox7FF) and (dst.fraction = 0) 
nan := (dst.exp = Ox7FF) and (dst.fraction != 0) 
src_signaling := src.fraction[51] 
snan := nan and (src_signaling = 0) 
positive := (src.sign = 0) 
negative := (src.sign = 1) 
if nan: 

if snan: 

MXCSRLIE := 1 
return qnan(src) 


if positive and (zero or infinity): 
return 1.0 

if negative: 
if zero: 
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return signed_one 
if infinity: 
if sign_control[1]: 
MXCSR.IE := 1 
return QNaN_Indefinite 
return signed_one 
if sign_control[1]: 
MXCSR.IE := 1 
return QNaN_Indefinite 


if denormal: 
if MXCSR.DAZ: 
dst.fraction := 0 
else: 
jbit = 0 
dst.exp := bias 
while jbit = 0: 
jbit = dst.fraction[51] 
dst.fraction := dst.fraction << 1 
dst.exp : = dst.exp - 1 
MXCSR.DE := 1 


unbiased_exp := dst.exp - bias 

odd_exp := unbiased_exp[0] 

signaling_bit := dst.fraction[51] 

if normalization_interval = ObOO: 
dst.exp := bias 

else if normalization_interval = Ob0O1: 
dst.exp := odd_exp ? bias-1 : bias 

else if normalization_interval = 0b10: 
dst.exp := bias-1 

else if normalization_interval = 0b11: 
dst.exp := signaling_bit ? bias-1 : bias 

return dst 


VGETMANTPD (EVEX encoded versions) 
VGETMANTPD dest{k1}, src, imm8 

VL = 128, 256, or 512 

KL:= VL/64 

sign_control := imm8[3:2] 
normalization_interval := imm8[1:0] 


FOR i := 0 to KL-1: 
IF k1[i] or *no writemask*: 
IF SRC is memory and (EVEX.b = 1): 
tsrc := src.double[0] 
ELSE: 
tsrc := src.double{i] 
DEST.double[i] := getmant_fp64(tsrc, sign_control, normalization_interval) 
ELSE IF *zeroing*: 
DEST.double[i] := 0 
//else DEST.double[i] remains unchanged 


DEST[MAX_VL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VGETMANTPD 
VGETMANTPD 
VGETMANTPD 
VGETMANTPD 
VGETMANTPD 
VGETMANTPD 
VGETMANTPD 
VGETMANTPD 
VGETMANTPD 
VGETMANTPD 
VGETMANTPD 
VGETMANTPD 


m512d 


mm512 


getmant_pd( 


m512d 


mm512 


mask_getmant_pd( 


m512d a, enum intv, enum sgn); 


m512ds,__mmask8 k,__m512d a, enum intv, enum sgn); 


m512d 


mm512 


maskz_getmant_pd( 


mmask8 k, __m512d a, enum intv, enum sgn); 


m512d 


mm512 


getmant_round_pd( 


m512d 


mm512 


mask_getmant_round_pd( 


m512d a, enum intv, enum sgn, int r); 
m512ds,__mmask8 k,__m512d a, enum intv, enum sgn, int r); 


m512d 


mm512 


maskz_getmant_round_pd( 


mmask8 k,___m512d a, enum intv, enum sgn, int r); 


m256d 


mm256 


getmant_pd( 


m256d 


mm256_mask_getmant_pd( 


m256d a, enum intv, enum sgn); 


m256d s,__ mmask8 k,__ m256d a, enum intv, enum sgn); 


m256d 


mm256_maskz_getmant_pd( 


mmask8 k, __m256d a, enum intv, enum sgn); 


m128d 


mm_getmant_pd( 


m128d 


mm_mask_getmant_pd( 


m1 28d a, enum intv, enum sgn); 


m128d 


mm_maskz_getmant_pd( 


m128ds,__mmask8 k,___m128d a, enum intv, enum sgn); 
mmask8 k,___m128d a, enum intv, enum sgn); 


SIMD Floating-Point Exceptions 


Denormal, Invalid 


Other Exceptions 


See Table 2-46, “Type E2 Class Exception Conditions”; additionally: 


#UD 
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VGETMANTPS—E€Extract Float32 Vector of Normalized Mantissas from Float32 Vector 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F3A.WO 26 /rib | A VIN AVX512VL | Get normalized mantissa from float32 vector 
VGETMANTPS xmm1 {k1}{Z}, AVX512F xmm2/m128/m32bcst and store the result in xmm1, using 
xmm2/m128/m32bcst, imm8 immé for sign control and mantissa interval normalization, 
under writemask. 
EVEX.256.66.0F3A.WO 26 /rib | A VIN AVX512VL | Get normalized mantissa from float32 vector 
VGETMANTPS ymm1 {k1}{z}, AVX512F ymm2/m256/m32bcst and store the result in ymm1, using 
ymm2/m256/m32bcst, imm8 immé for sign control and mantissa interval normalization, 
under writemask. 
EVEX.512.66.0F3A.WO 26 /rib | A VIV AVX512F Get normalized mantissa from float32 vector 
VGETMANTPS zmm1 {k1}{Z}, zmm2/m512/m32bcst and store the result in zmm1, using 
zmm2/m512/m32bcst{sae}, immé for sign control and mantissa interval normalization, 
imm8 under writemask. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) Imm8s NA 
Description 


Convert single-precision floating values in the source operand (the second operand) to SP FP values with the 
mantissa normalization and sign control specified by the imm§8 byte, see Figure 5-15. The converted results are 
written to the destination operand (the first operand) using writemask ki. The normalized mantissa is specified by 
interv (imm8[1:0]) and the sign control (sc) is specified by bits 3:2 of the immediate byte. 


The destination operand is a ZMM/YMM/XMM register updated under the writemask. The source operand can be a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector broadcasted from a 32- 
bit memory location. 


For each input SP FP value x, The conversion operation is: 
GetMant(x) = +£2‘|x.significand| 
where: 


1 <= |x.significand| < 2 


Unbiased exponent k depends on the interval range defined by interv and whether the exponent of the source is 
even or odd. The sign of the final result is determined by sc and the source sign. 

if interv != 0 then k = -1, otherwise K = O. The encoded value of imm8[1:0] and sign control are shown 
in Figure 5-15. 


Each converted SP FP result is encoded according to the sign control, the unbiased exponent k (adding bias) anda 
mantissa normalized to the range specified by interv. 


The GetMant() function follows Table 5-16 when dealing with floating-point special numbers. 


This instruction is writemasked, so only those elements with the corresponding bit set in vector mask register ki 
are computed and stored into the destination. Elements in zmm1i with the corresponding bit clear in k1 retain their 
previous values. 


Note: EVEX.vvvv is reserved and must be 1111b, VEX.L must be 0; otherwise instructions will #UD. 
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Operation 


def getmant_fp32(src, sign_control, normalization_interval): 

bias := 127 
dst.sign := sign_control[O] ? 0: src.sign 
signed_one := sign_control[O] ? +1.0:-1.0 
dst.exp := src.exp 
dst.fraction := src.fraction 
zero := (dst.exp = 0) and (dst.fraction = 0) 
denormal := (dst.exp = 0) and (dst.fraction != 0) 
infinity := (dst.exp = OxFF) and (dst.fraction = 0) 
nan := (dst.exp = OxFF) and (dst.fraction != 0) 
src_signaling := src.fraction[22] 
snan := nan and (src_signaling = 0) 
positive := (src.sign = 0) 
negative := (src.sign = 1) 
if nan: 

if snan: 

MXCSR.IE := 1 
return qnan(src) 


if positive and (zero or infinity): 
return 1.0 
if negative: 
if zero: 
return signed_one 
if infinity: 
if sign_control[1]: 
MXCSR.IE := 1 
return QNaN_Indefinite 
return signed_one 
if sign_control[1]: 
MXCSR.IE := 1 
return QNaN_Indefinite 


if denormal: 
if MXCSR.DAZ: 
dst.fraction := 0 
else: 
jbit = 0 
dst.exp := bias 
while jbit = 0: 
jbit := dst.fraction[22] 
dst.fraction := dst.fraction << 1 
dst.exp : = dst.exp - 1 
MXCSR.DE := 1 


unbiased_exp := dst.exp - bias 

odd_exp := unbiased_exp[0] 

signaling_bit := dst.fraction[22] 

if normalization_interval = ObOO: 
dst.exp := bias 

else if normalization_interval = Ob0O1: 
dst.exp := odd_exp ? bias-1 : bias 

else if normalization_interval = 0b10: 
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dst.exp := bias-1 
else if normalization_interval = 0b11: 
dst.exp := signaling_bit ? bias-1 : bias 
return dst 


VGETMANTPS (EVEX encoded versions) 
VGETMANTPS dest{k1}, src, imm8 

VL = 128, 256, or 512 

KL:= VL/32 

sign_control := imm8[3:2] 
normalization_interval := imm8[1:0] 


FOR i := 0 to KL-1: 
IF k1[i] or *no writemask*: 
IF SRC is memory and (EVEX.b = 1): 
tsrc := src.float[O] 
ELSE: 
tsrc := src.float[i] 


DEST. float[i] := getmant_fp32(tsrc, sign_control, normalization_interval) 


ELSE IF *zeroing*: 
DEST. float[i] := 0 
//else DEST.float[i] remains unchanged 


DEST[MAX_VL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VGETMANTPS __m512_mm512_getmant_ps(__m512 a, enum intv, enum sgn); 


INSTRUCTION SET REFERENCE, V-Z 


VGETMANTPS __m512_mm512_mask_getmant_ps(__m512 s,__ mmask16 k,__m512 a, enum intv, enum sgn; 


VGETMANTPS __m512_mm512_maskz_getmant_ps(__mmask16 k, 


VGETMANTPS __m512_mm512_mask_getmant_round_ps(__m512 s, 


m512 a, enum intv, enum sgn); 
VGETMANTPS __m512_mm512_getmant_round_ps(__m512 a, enum intv, enum sgn, int r); 
mmask16 k,__m512 a, enum intv, enum sgn, int r); 


VGETMANTPS __m512_mm512_maskz_getmant_round_ps(__mmask16 k,___m512 a, enum intv, enum sgn, int r); 


VGETMANTPS __m256 _mm256_getmant_ps(_m256 a, enum intv, enum sgn); 


VGETMANTPS __m256_mm256_mask_getmant_ps(__m256 s,__ mmask8 k,__m256 a, enum intv, enum sgn); 
VGETMANTPS __m256 _mm256_maskz_getmant_ps(__mmask8 k,___m256 a, enum intv, enum sgn); 


VGETMANTPS __m128_mm_getmant_ps(__m128 a, enum intv, enum sgn); 


VGETMANTPS __m128_mm_mask_getmant_ps(__m128 s,__ mmask8 k,___m128 a, enum intv, enum sgn); 


VGETMANTPS __m128_mm_maskz_getmant_ps(__mmask8 k,___m128 a, enum intv, enum sgn); 


SIMD Floating-Point Exceptions 
Denormal, Invalid 


Other Exceptions 
See Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VGETMANTSD—Extract Float64 of Normalized Mantissas from Float64 Scalar 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.LLIG.66.0F3A.W1 27 /r ib A VIN AVX512F | Extract the normalized mantissa of the low float64 
VGETMANTSD xmm1 {k1}{z}, xmm2, element in xmm3/m64 using imm8 for sign control and 
xmm3/m64{sae}, imm8 mantissa interval normalization. Store the mantissa to 
xmm1 under the writemask k1 and merge with the 
other elements of xmm2. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Convert the double-precision floating values in the low quadword element of the second source operand (the third 
operand) to DP FP value with the mantissa normalization and sign control specified by the imm8 byte, see 

Figure 5-15. The converted result is written to the low quadword element of the destination operand (the first 
operand) using writemask k1. Bits (127:64) of the XMM register destination are copied from corresponding bits in 
the first source operand. The normalized mantissa is specified by interv (imm8[1:0]) and the sign control (sc) is 
specified by bits 3:2 of the immediate byte. 


The conversion operation is: 
GetMant(x) = £2*|x.significand| 
where: 


1 <= |x.significand| < 2 


Unbiased exponent k depends on the interval range defined by interv and whether the exponent of the source is 
even or odd. The sign of the final result is determined by sc and the source sign. 

If interv != 0 then k = -1, otherwise K = 0. The encoded value of imm8[1:0] and sign control are shown in 
Figure 5-15. 

The converted DP FP result is encoded according to the sign control, the unbiased exponent k (adding bias) and a 
mantissa normalized to the range specified by interv. 

The GetMant() function follows Table 5-16 when dealing with floating-point special numbers. 


If writemasking is used, the low quadword element of the destination operand is conditionally updated depending 
on the value of writemask register k1. If writemasking is not used, the low quadword element of the destination 
operand is unconditionally updated. 
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// getmant_fp64(src, sign_control, normalization_interval) is defined in the operation section of VGETMANTPD 


VGETMANTSD (EVEX encoded version) 
SignCtrl[1:0] := IMM8[3:2]; 


Interv[1:0] := IMM8[1:0]; 


IF k1[0] OR *no writemask* 
THEN DEST[63:0] := 
getmant_fp64(src, sign_control, normalization_interval) 


ELSE 


IF *merging-masking* 


ELSE 


Fl 
Fl; 


; merging-masking 
THEN *DEST[63:0] remains unchanged* 
; zeroing-masking 


DEST[63:0] := 0 


DEST[127:64] := SRC1[127:64] 


DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VGETMANTSD 
VGETMANTSD 
VGETMANTSD 
VGETMANTSD 
VGETMANTSD 
VGETMANTSD 


m128d 


mm 


m128d 


mm 


getmant_sd(__m128d a,__m128 b, enum intv, enum sgn); 
mask_getmant_sd(__m128d s,__ mmask8 k,__m128d a, _m128d b, enum intv, enum sgn); 


m128d 


mm. 


maskz_getmant_sd(__mmask8 k,__m128 a, ___m128d b, enum intv, enum sgn); 


m128d 


mm. 


getmant_round_sd(__m128d a,__m128 b, enum intv, enum sgn, int r); 


m128d 


mm. 


mask_getmant_round_sd( 


m128ds,__mmask8 k,___m128d a,__m128d b, enum intv, enum sgn, int r); 


m128d 


mm. 


maskz_getmant_round_sd( 


mmask8 k,___m128d a,__m128d b, enum intv, enum sgn, int r); 


SIMD Floating-Point Exceptions 


Denormal, Invalid 


Other Exceptions 
See Table 2-47, “Type E3 Class Exception Conditions”. 
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VGETMANTSS—Extract Float32 Vector of Normalized Mantissa from Float32 Vector 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.LLIG.66.0F3A.WO 27 /r ib A VIN AVX512F Extract the normalized mantissa from the low float32 
VGETMANTSS xmm1 {k1}{z}, xmm2, element of xmm3/m32 using imm8 for sign control and 
xmm3/m32{sae}, imm8 mantissa interval normalization, store the mantissa to 
xmm1 under the writemask k1 and merge with the 
other elements of xmme2. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Convert the single-precision floating values in the low doubleword element of the second source operand (the third 
operand) to SP FP value with the mantissa normalization and sign control specified by the imm§8 byte, see 

Figure 5-15. The converted result is written to the low doubleword element of the destination operand (the first 
operand) using writemask k1. Bits (127:32) of the XMM register destination are copied from corresponding bits in 
the first source operand. The normalized mantissa is specified by interv (imm8[1:0]) and the sign control (sc) is 
specified by bits 3:2 of the immediate byte. 


The conversion operation is: 
GetMant(x) = £2*|x.significand| 
where: 


1 <= |x.significand| < 2 


Unbiased exponent k depends on the interval range defined by interv and whether the exponent of the source is 
even or odd. The sign of the final result is determined by sc and the source sign. 

If interv != 0 then k = -1, otherwise K = 0. The encoded value of imm8[1:0] and sign control are shown in 
Figure 5-15. 


The converted SP FP result is encoded according to the sign control, the unbiased exponent k (adding bias) and a 
mantissa normalized to the range specified by interv. 


The GetMant() function follows Table 5-16 when dealing with floating-point special numbers. 


If writemasking is used, the low doubleword element of the destination operand is conditionally updated depending 
on the value of writemask register k1. If writemasking is not used, the low doubleword element of the destination 
operand is unconditionally updated. 
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// getmant_fp32(src, sign_control, normalization_interval) is defined in the operation section of VGETMANTPS 


VGETMANTSS (EVEX encoded version) 
SignCtrl[1:0] := IMM8[3:2]; 


Interv[1:0] := IMM8[1:0]; 


IF k1[0] OR *no writemask* 


THEN DEST[31:0] := 


getmant_fp32(src, sign_control, normalization_interval) 


ELSE 


IF *merging-masking* 


ELSE 


Fl 
Fl; 


; merging-masking 
THEN *DEST[31:0] remains unchanged* 
; zeroing-masking 


DEST[31:0] := 0 


DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VGETMANTSS 
VGETMANTSS 
VGETMANTSS 
VGETMANTSS 
VGETMANTSS 
VGETMANTSS 


getmant_ss(__m128 a,__m128 b, enum intv, enum sgn); 
mask_getmant_ss(__m128s,__mmask8 k,__m128 a,__m128 b, enum intv, enum sgn); 


m128 b, enum intv, enum sgn); 


getmant_round_ss(_m128 a,__m128 b, enum intv, enum sgn, int r); 


m128s,__mmask8 k,__m128 a, 


mi28_mm 

mi28_mm 

m128 _mm_maskz_getmant_ss(__mmask8 k,__m128 a, 
mi28_mm 

m128 _mm_mask_getmant_round_ss( 

m128 __mm_maskz_getmant_round_ss( 


mmask8 k,___m128 a,__m128 b, enum intv, enum sgn, int r); 


SIMD Floating-Point Exceptions 


Denormal, Invalid 


Other Exceptions 
See Table 2-47, “Type E3 Class Exception Conditions”. 
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m128 b, enum intv, enum sgn, int r); 


Vol. 2C 5-287 


INSTRUCTION SET REFERENCE, V-Z 


VINSERTF 1 28/VINSERTF32x4/VINSERTF64x2/VINSERTF32x8/VINSERTF64x4—Insert Packed 
Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
VEX.256.66.0F3A.WO 18 /r ib A VIV AVX Insert 128 bits of packed floating-point values from 
VINSERTF128 ymm1, ymm2, xmm3/m128 and the remaining values from ymm2 
xmm3/m1 28, imm8 into ymm1. 
EVEX.256.66.0F3A.WO 18 /r ib C VIV AVX512VL | Insert 128 bits of packed single-precision floating- 
VINSERTF32X4 ymm1 {k1}{z}, ymm2, AVX512F point values from xmm3/m128 and the remaining 
xmm3/m128, imm8 values from ymm_2 into ymm1 under writemask k1. 
EVEX.512.66.0F3A.WO 18 /r ib C VIV AVX512F Insert 128 bits of packed single-precision floating- 
VINSERTF32X4 zmm1 {k1}{z}, zmm2, point values from xmm3/m128 and the remaining 
xmm3/m128, imm8 values from zmm2 into zmm1 under writemask k1. 
EVEX.256.66.0F3A.W1 18 /r ib B VIV AVX512VL | Insert 128 bits of packed double-precision floating- 
VINSERTF64X2 ymm1 {k1}{z}, ymm2, AVX512DQ | point values from xmm3/m128 and the remaining 
xmm3/m128, imm8 values from ymm_2 into ymm1 under writemask k1. 
EVEX.512.66.0F3A.W1 18 /r ib B VV AVX512DQ | Insert 128 bits of packed double-precision floating- 
VINSERTF64X2 zmm1 {k1}{z}, zmm2, point values from xmm3/m128 and the remaining 
xmm3/m128, imm8 values from zmm2 into zmm1 under writemask k1. 
EVEX.512.66.0F3A.WO 1A /r ib D VIN AVX512DQ | Insert 256 bits of packed single-precision floating- 
VINSERTF32X8 zmm1 {k1}{z}, zmm2, point values from ymm3/m256 and the remaining 
ymm3/m256, imm8 values from zmm_2 into zmm1 under writemask k1. 
EVEX.512.66.0F3A.W1 1A /r ib C VIV AVX512F Insert 256 bits of packed double-precision floating- 
VINSERTF64X4 zmm1 {k1}{z}, zmm2, point values from ymm3/m256 and the remaining 
ymm3/m256, imm8 values from zmm_2 into zmm1 under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) Imm8 
B Tuple2 ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s8 
C Tuple4 ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
D Tuple8 ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


VINSERTF128/VINSERTF32x4 and VINSERTF64x2 insert 128-bits of packed floating-point values from the second 
source operand (the third operand) into the destination operand (the first operand) at an 128-bit granularity offset 
multiplied by imm8[0] (256-bit) or imm8[1:0]. The remaining portions of the destination operand are copied from 
the corresponding fields of the first source operand (the second operand). The second source operand can be either 
an XMM register or a 128-bit memory location. The destination and first source operands are vector registers. 


VINSERTF32x4: The destination operand is a ZMM/YMM register and updated at 32-bit granularity according to the 
writemask. The high 6/7 bits of the immediate are ignored. 


VINSERTF64x2: The destination operand is a ZMM/YMM register and updated at 64-bit granularity according to the 
writemask. The high 6/7 bits of the immediate are ignored. 


VINSERTF32x8 and VINSERTF64x4 inserts 256-bits of packed floating-point values from the second source operand 
(the third operand) into the destination operand (the first operand) at a 256-bit granular offset multiplied by 
imm8[0]. The remaining portions of the destination are copied from the corresponding fields of the first source 
operand (the second operand). The second source operand can be either an YMM register or a 256-bit memory 
location. The high 7 bits of the immediate are ignored. The destination operand is a ZMM register and updated at 
32/64-bit granularity according to the writemask. 
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Operation 


VINSERTF32x4 (EVEX encoded versions) 
(KL, VL) = (8, 256), (16, 512) 
TEMP_DEST[VL-1:0] := SRC1[VL-1:0] 
IF VL = 256 
CASE (imm8[0]) OF 
0: TMP_DEST[127:0] := SRC2[127:0] 
1: TMP_DEST[255:128] := SRC2[127:0] 
ESAC. 
Fl; 
IF VL= 512 
CASE (imm8[1:0]) OF 
00: TMP_DEST[127:0] := SRC2[127:0] 
01: TMP_DEST[255:1 28] := SRC2[127:0] 
10: TMP_DEST[383:256] := SRC2[127:0] 
11: TMP_DEST[51 1:384] := SRC2[127:0] 
ESAC. 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VINSERTF64x2 (EVEX encoded versions) 
(KL, VL) = (4, 256), (8, 512) 
TEMP_DEST[VL-1:0] := SRC1[VL-1:0] 
IF VL = 256 
CASE (imm8[0]) OF 
0: TMP_DEST[127:0] := SRC2[127:0] 
1: TMP_DEST[255:128] := SRC2[127:0] 
ESAC. 
Fl; 
IF VL= 512 
CASE (imm8[1:0]) OF 
00: TMP_DEST[127:0] := SRC2[127:0] 
01: TMP_DEST[255:1 28] := SRC2[127:0] 
10: TMP_DEST[383:256] := SRC2[127:0] 
11: TMP_DEST[51 1:384] := SRC2[127:0] 
ESAC. 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 
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IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VINSERTF32x8 (EVEX.U1.512 encoded version) 
TEMP_DEST[VL-1:0] := SRC1[VL-1:0] 
CASE (imm8[0]) OF 
0: TMP_DEST[255:0] := SRC2[255:0] 
1: TMP_DEST[511:256] := SRC2[255:0] 
ESAC. 


FOR j:=0TO015 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VINSERTF64x4 (EVEX.512 encoded version) 
VL=512 
TEMP_DEST[VL-1:0] := SRC1[VL-1:0] 
CASE (imm8[0]) OF 

0: TMP_DEST[255:0] := SRC2[255:0] 

1: TMP_DEST[511:256] := SRC2[255:0] 
ESAC. 


FOR j :=OTO7 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VINSERTF128 (VEX encoded version) 
TEMP[255:0] := SRC1[255:0] 
CASE (imm8[0]) OF 

0: TEMP[1 27:0] := SRC2[127:0] 

1: TEMP[255:128] := SRC2[127:0] 
ESAC 
DEST := TEMP 


Intel C/C++ Compiler Intrinsic Equivalent 


VINSERTF32x4 ___m512_mm512_insertf32x4(__m512 a,__m128b, int imm); 

VINSERTF32x4 __m512 _mm512_mask_insertf32x4(__m512 s,__mmask16 k,__m512 a,__m128 5, int imm); 
VINSERTF32x4 __m512 __mm512_maskz_insertf32x4(__mmask16 k,__m512 a,__m128, int imm); 
VINSERTF32x4 ___m256 _mm256_insertf32x4(__m256 a,__m128b, int imm); 

VINSERTF32x4 __m256 __mm256_mask_insertf32x4(__m256 s,__ mmask8 k,__ m256 a,__m128 }, int imm); 
VINSERTF32x4 __m256 _mm256_maskz_insertf32x4(__mmask8 k,__m256 a,__m128 b, int imm); 
VINSERTF32x8 __m512_mm512_insertf32x8(__m512 a,__m256 b, int imm); 

VINSERTF32x8 __m512_mm512_mask_insertf32x8(__m512 s,__mmask16 k,__m512 a,__m256 b, int imm); 
VINSERTF32x8 __m512_mm512_maskz_insertf32x8(__mmask16 k,__m512 a,__m256 b, int imm); 
VINSERTF64x2 __m512d_mm512_insertf64x2(__m512da,__m128d b, int imm); 

VINSERTF64x2 __m512d_mm512_mask_insertf64x2(__m512ds,__mmask8 k,__m512da,__m128d , int imm); 
VINSERTF64x2 __m512d_mm512_maskz_insertf64x2(__mmask8 k,__m512da,__m128d 5, int imm); 
VINSERTF64x2 _ m256d_mm256_insertf64x2(__m256d a,___m128d b, int imm); 

VINSERTF64x2 __m256d_mm256_mask_insertf64x2(__m256d s,__ mmask8 k,__ m256d a,__m128d b, int imm); 
VINSERTF64x2 _ m256d_mm256_maskz_insertf64x2(__mmask8 k,__ m256d a, __m128d 5, int imm); 
VINSERTF64x4 _ m512d_mm512_insertf64x4(__m512da,__m256d b, int imm); 

VINSERTF64x4 __m512d_mm512_mask_insertf64x4(__m512ds,__mmask8 k,__m512da,__m256d b, int imm); 
VINSERTF64x4 _ m512d_mm512_maskz_insertf64x4(__mmask8 k,__m512da,__m256d b, int imm); 
VINSERTF128 __m256 __mm256_insertf128_ps (_m256 a,__m128b, int offset); 

VINSERTF128 __m256d_mm256_insertf128_pd (__m256d a,__m128d }, int offset); 

VINSERTF128 __m256i __mm256_insertf128_si256 (_m256ia,__m128i}, int offset); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

VEX-encoded instruction, see Table 2-23, “Type 6 Class Exception Conditions”; additionally: 
#UD If VEX.L = 0. 

EVEX-encoded instruction, see Table 2-54, “Type E6NF Class Exception Conditions”. 
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VINSERTI1 28/VINSERTI32xX4/VINSERTI64x2/VINSERTI32x8/VINSERTI64x4—Insert Packed 


Integer Values 
Opcode/ Op/ 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 

VEX.256.66.0F3A.WO 38 /r ib A VIV AVX2 Insert 128 bits of integer data from xmm3/m128 and 
VINSERTI128 ymm1, ymm2, the remaining values from ymm_2 into ymm1. 
xmm3/m128, imm8 
EVEX.256.66.0F3A.WO 38 /r ib C VIV AVX512VL | Insert 128 bits of packed doubleword integer values 
VINSERTI32X4 ymm1 {k1}{z}, ymm2, AVX512F from xmm3/m128 and the remaining values from 
xmm3/m1 28, imm8 ymm_2 into ymm1 under writemask k1. 
EVEX.512.66.0F3A.WO 38 /r ib C VIV AVX512F Insert 128 bits of packed doubleword integer values 
VINSERTI32X4 zmm1 {k1}{z}, zmm2, from xmm3/m128 and the remaining values from 
xmm3/m128, imm8 zmm_2 into zmm1 under writemask k1. 
EVEX.256.66.0F3A.W1 38 /r ib B VIV AVX512VL | Insert 128 bits of packed quadword integer values 
VINSERTI64X2 ymm1 {k1}{z}, ymm2, AVX512DQ_ | from xmm3/m128 and the remaining values from 
xmm3/m128, imm8 ymm_2 into ymm1 under writemask k1. 
EVEX.512.66.0F3A.W1 38 /r ib B VIN AVX512DQ | Insert 128 bits of packed quadword integer values 
VINSERTI64X2 zmm1 {k1}{z}, zmm2, from xmm3/m128 and the remaining values from 
xmm3/m128, imm8 zmm_2 into zmm1 under writemask k1. 
EVEX.512.66.0F3A.WO 3A /r ib D VIN AVX512DQ | Insert 256 bits of packed doubleword integer values 
VINSERTI32X8 zmm1 {k1}{z}, zmm2, from ymm3/m256 and the remaining values from 
ymm3/m256, imm8 zmmcz into zmm1 under writemask k1. 
EVEX.512.66.0F3A.W1 3A /r ib C VIV AVX512F Insert 256 bits of packed quadword integer values 
VINSERTI64X4 zmm1 {k1}{z}, zmm2, from ymm3/m256 and the remaining values from 
ymm3/m256, imm8 zmm_2 into zmm1 under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) Imms 
B Tuple2 ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
C Tuple4 ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8 
D Tuple8 ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


VINSERTI32x4 and VINSERTI64x2 inserts 128-bits of packed integer values from the second source operand (the 
third operand) into the destination operand (the first operand) at an 128-bit granular offset multiplied by imm8[0] 
(256-bit) or imm8[1:0]. The remaining portions of the destination are copied from the corresponding fields of the 
first source operand (the second operand). The second source operand can be either an XMM register or a 128-bit 
memory location. The high 6/7bits of the immediate are ignored. The destination operand is a ZMM/YMM register 
and updated at 32 and 64-bit granularity according to the writemask. 


VINSERTI32x8 and VINSERTI64x4 inserts 256-bits of packed integer values from the second source operand (the 
third operand) into the destination operand (the first operand) at a 256-bit granular offset multiplied by imm8[0]. 
The remaining portions of the destination are copied from the corresponding fields of the first source operand (the 
second operand). The second source operand can be either an YMM register or a 256-bit memory location. The 
upper bits of the immediate are ignored. The destination operand is a ZMM register and updated at 32 and 64-bit 
granularity according to the writemask. 


VINSERTI128 inserts 128-bits of packed integer data from the second source operand (the third operand) into the 
destination operand (the first operand) at a 128-bit granular offset multiplied by imm8[0]. The remaining portions 
of the destination are copied from the corresponding fields of the first source operand (the second operand). The 
second source operand can be either an XMM register or a 128-bit memory location. The high 7 bits of the imme- 
diate are ignored. VEX.L must be 1, otherwise attempt to execute this instruction with VEX.L=0 will cause #UD. 
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Operation 


VINSERTI32x4 (EVEX encoded versions) 
(KL, VL) = (8, 256), (16, 512) 
TEMP_DEST[VL-1:0] := SRC1[VL-1:0] 
IF VL = 256 
CASE (imm8[0]) OF 
0: TMP_DEST[127:0] := SRC2[127:0] 
1: TMP_DEST[255:128] := SRC2[127:0] 
ESAC. 
Fl; 
IF VL= 512 
CASE (imm8[1:0]) OF 
00: TMP_DEST[127:0] := SRC2[127:0] 
01: TMP_DEST[255:1 28] := SRC2[127:0] 
10: TMP_DEST[383:256] := SRC2[127:0] 
11: TMP_DEST[51 1:384] := SRC2[127:0] 
ESAC. 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VINSERTI64x2 (EVEX encoded versions) 
(KL, VL) = (4, 256), (8, 512) 
TEMP_DEST[VL-1:0] := SRC1[VL-1:0] 
IF VL = 256 
CASE (imm8[0]) OF 
0: TMP_DEST[127:0] := SRC2[127:0] 
1: TMP_DEST[255:128] := SRC2[127:0] 
ESAC. 
Fl; 
IF VL= 512 
CASE (imm8[1:0]) OF 
00: TMP_DEST[127:0] := SRC2[127:0] 
01: TMP_DEST[255:1 28] := SRC2[127:0] 
10: TMP_DEST[383:256] := SRC2[127:0] 
11: TMP_DEST[51 1:384] := SRC2[127:0] 
ESAC. 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 
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IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VINSERTI32x8 (EVEX.U1.512 encoded version) 
TEMP_DEST[VL-1:0] := SRC1[VL-1:0] 
CASE (imm8[0]) OF 
0: TMP_DEST[255:0] := SRC2[255:0] 
1: TMP_DEST[511:256] := SRC2[255:0] 
ESAC. 


FOR j:=0TO015 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VINSERTI64x4 (EVEX.512 encoded version) 
VL=512 
TEMP_DEST[VL-1:0] := SRC1[VL-1:0] 
CASE (imm8[0]) OF 

0: TMP_DEST[255:0] := SRC2[255:0] 

1: TMP_DEST[511:256] := SRC2[255:0] 
ESAC. 


FOR j :=OTO7 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VINSERTI128 
TEMP[255:0] = SRC1[255:0] 
CASE (imm8[0]) OF 

0: TEMP[127:0] := SRC2[127:0] 

1: TEMP[255:128] := SRC2[127:0] 
ESAC 
DEST := TEMP 


Intel C/C++ Compiler Intrinsic Equivalent 


VINSERTI32x4 __mm512i _inserti32x4(__m512i a,__m128ib, int imm); 

VINSERTI32x4 __mm512i_mask_inserti32x4(__m512is,__ mmask16 k,__m512ia,__m128i b, int imm); 
VINSERTI32x4 __mm512i_maskz_inserti32x4(__ mmask16 k,__m512i a, ___m128i, int imm); 

VINSERTI32x4 __m256i __mm256_inserti32x4(__m256i a,__m128ib, int imm); 

VINSERTI32x4 __m256i__mm256_mask_inserti32x4(__m256is,__ mmask8 k,__ m25Gi a,___m128i, int imm); 
VINSERTI32x4 __m256i __mm256_maskz_inserti32x4(__ mmask8 k,___ m256i a,___m128ib, int imm); 
VINSERTI32x8 __m512i_mm512_inserti32x8(__m512i a, ___m256ib, int imm); 

VINSERTI32x8 __m512i_mm512_mask_inserti32x8(__m512is,__ mmask16 k,___m512ia,__m256i b, int imm); 
VINSERTI32x8 __m512i_mm512_maskz_inserti32x8(___mmask16 k,__m512i a,__ m256i b, int imm); 
VINSERTI64x2 __ m512i_mm512_inserti64x2(__m512i a,__m128ib, int imm); 

VINSERTI64x2 __ m512i_mm512_mask_inserti64x2(__m512is,__ mmask8 k,__m512i a, __m128i, int imm); 
VINSERTI64x2 __ m512i_mm512_maskz_inserti64x2(__ mmask8 k,__ m512i a,__m128ib, int imm); 
VINSERTI64x2 __ m256i_mm256_inserti64x2(__ m256i a,___m128ib, int imm); 

VINSERTI64x2 __ m256i_mm256_mask_inserti64x2(__m256i s,__ mmask8 k,___ m256i a, __m128i }, int imm); 
VINSERTI64x2 __ m256i_mm256_maskz_inserti64x2(__ mmask8 k, __ m256i a, __m128ib, int imm); 
VINSERTI64x4 _mm512_inserti64x4(__m512i a,__m256i b, int imm); 

VINSERTI64x4 _mm512_mask_inserti64x4(__m512is,__ mmask8 k,___m512i a, ___m256i b, int imm); 
VINSERTI64x4 _mm512_maskz_inserti64x4(__ mmask m,___m512i a,__m256i b, int imm); 

VINSERTI128 __m256i __mm256_insertf128_si256 (__m256i a,__m128i, int offset); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

VEX-encoded instruction, see Table 2-23, “Type 6 Class Exception Conditions”; additionally: 
#UD If VEX.L = 0. 

EVEX-encoded instruction, see Table 2-54, “Type E6NF Class Exception Conditions”. 
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VMASKMOV—Conditional SIMD Packed Loads and Stores 


Opcode/ Op/ | 64/32-bit | CPUID Description 
Instruction En |Mode Feature 

Flag 
VEX.128.66.0F38.W0 2C /r RVM | V/V AVX Conditionally load packed single-precision values from 
VMASKMOVPS xmm1, xmm2, m128 m128 using mask in xmm2 and store in xmm17. 
VEX.256.66.0F38.W0 2C /r RVM | V/V AVX Conditionally load packed single-precision values from 
VMASKMOVPS ymm1, ymm2, m256 m256 using mask in ymm2 and store in ymm17. 
VEX.128.66.0F38.W0 2D /r RVM | V/V AVX Conditionally load packed double-precision values from 
VMASKMOVPD xmm1, xmm2, m128 m128 using mask in xmm2 and store in xmm17. 
VEX.256.66.0F38.W0 2D /r RVM | V/V AVX Conditionally load packed double-precision values from 
VMASKMOVPD ymm1, ymm2, m256 m256 using mask in ymm2 and store in ymm1. 
VEX.128.66.0F38.W0 2€E /r MVR | V/V AVX Conditionally store packed single-precision values from 
VMASKMOVPS m128, xmm1, xmm2 xmmé using mask in xmm/. 
VEX.256.66.0F38.W0 2€E /r MVR | V/V AVX Conditionally store packed single-precision values from 
VMASKMOVPS m256, ymm1, ymm2 ymm_2 using mask in ymm7. 
VEX.128.66.0F38.WO 2F /r MVR | V/V AVX Conditionally store packed double-precision values from 
VMASKMOVPD m128, xmm1, xmm2 xmmé using mask in xmm/. 
VEX.256.66.0F38.W0 2F /r MVR | V/V AVX Conditionally store packed double-precision values from 
VMASKMOVPD m256, ymm1, ymm2 ymmeé using mask in ymm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
MVR ModRM:r/m (w) VEX.vvvv (r) ModRM:reg (r) NA 

Description 


Conditionally moves packed data elements from the second source operand into the corresponding data element of 
the destination operand, depending on the mask bits associated with each data element. The mask bits are speci- 
fied in the first source operand. 


The mask bit for each data element is the most significant bit of that element in the first source operand. If a mask 
is 1, the corresponding data element is copied from the second source operand to the destination operand. If the 
mask is 0, the corresponding data element is set to zero in the load form of these instructions, and unmodified in 
the store form. 


The second source operand is a memory address for the load form of these instruction. The destination operand is 
a memory address for the store form of these instructions. The other operands are both XMM registers (for 
VEX.128 version) or YMM registers (for VEX.256 version). 


Faults occur only due to mask-bit required memory accesses that caused the faults. Faults will not occur due to 
referencing any memory location if the corresponding mask bit for that memory location is 0. For example, no 
faults will be detected if the mask bits are all zero. 


Unlike previous MASKMOV instructions (MASKMOVQ and MASKMOVDQU), a nontemporal hint is not applied to 
these instructions. 

Instruction behavior on alignment check reporting with mask bits of less than all 1s are the same as with mask bits 
of all is. 


VMASKMOV should not be used to access memory mapped I/O and un-cached memory as the access and the 
ordering of the individual loads or stores it does is implementation specific. 
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In cases where mask bits indicate data should not be loaded or stored paging A and D bits will be set in an imple- 
mentation dependent way. However, A and D bits are always set for pages where data is actually loaded/stored. 


Note: for load forms, the first source (the mask) is encoded in VEX.vvvv; the second source is encoded in rm_field, 


and the destination register is encoded in reg_field. 


Note: for store forms, the first source (the mask) is encoded in VEX.vvvv; the second source register is encoded in 


reg_field, and the destination memory location is encoded in rm_field. 


Operation 


VMASKMOVPS -1 28-bit load 

DEST[31:0] := IF (SRC1[31]) Load_32(mem) ELSE 0 
DEST[63:32] := IF (SRC1[63]) Load_32(mem + 4) ELSE 0 
DEST[95:64] := IF (SRC1[95]) Load_32(mem + 8) ELSE 0 
DEST[127:97] := IF (SRC1[127]) Load_32(mem + 12) ELSE O 
DEST[MAXVL-1:128] := 0 


VMASKMOVPS - 256-bit load 

DEST[31:0] := IF (SRC1[31]) Load_32(mem) ELSE O 
DEST[63:32] := IF (SRC1[63]) Load_32(mem + 4) ELSE 0 
DEST[95:64] := IF (SRC1[95]) Load_32(mem + 8) ELSE 0 
DEST[127:96] := IF (SRC1[127]) Load_32(mem + 12) ELSE O 
DEST[159:128] := IF (SRC1[159]) Load_32(mem + 16) ELSE O 
DEST[191:160] := IF (SRC1[191]) Load_32(mem + 20) ELSE O 
DEST[223:192] := IF (SRC1[223]) Load_32(mem + 24) ELSE O 
DEST[255:224] := IF (SRC1[255]) Load_32(mem + 28) ELSE O 


VMASKMOVPD - 128-bit load 

DEST[63:0] := IF (SRC1[63]) Load_64(mem) ELSE O 
DEST[127:64] := IF (SRC1[127]) Load_64(mem + 16) ELSE O 
DEST[MAXVL-1:128] := 0 


VMASKMOVPD - 256-bit load 

DEST[63:0] := IF (SRC1[63]) Load_64(mem) ELSE O 
DEST[127:64] := IF (SRC1[127]) Load_64(mem + 8) ELSE 0 
DEST[195:128] := IF (SRC1[191]) Load_64(mem + 16) ELSE O 
DEST[255:196] := IF (SRC1[255]) Load_64(mem + 24) ELSE 0 


VMASKMOVPS - 128-bit store 

IF (SRC1[31]) DEST[31:0] := SRC2[31:0] 

IF (SRC1[63]) DEST[63:32] := SRC2[63:32] 

IF (SRC1[95]) DEST[95:64] = SRC2[95:64] 

IF (SRC1[127]) DEST[127:96] := SRC2[127:96] 


VMASKMOVPS - 256-bit store 

IF (SRC1[31]) DEST[31:0] := SRC2[31:0] 

IF (SRC1[63]) DEST[63:32] = SRC2[63:32] 

IF (SRC1[95]) DEST[95:64] := SRC2[95:64] 

IF (SRC1[127]) DEST[127:96] := SRC2[127:96] 

IF (SRC1[159]) DEST[159:128] :-=SRC2[159:128] 
IF (SRC1[191]) DEST[191:160] := SRC2[191:160] 
IF (SRC1[223]) DEST[223:192] := SRC2[223:192] 
IF (SRC1[255]) DEST[255:224] := SRC2[255:224] 


a) 
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VMASKMOVPD - 128-bit store 
IF (SRC1[63]) DEST[63:0] := SRC2[63:0] 
IF (SRC1[127]) DEST[127:64] = SRC2[127:64] 


VMASKMOVPD - 256-bit store 

IF (SRC1[63]) DEST[63:0] := SRC2[63:0] 

IF (SRC1[127]) DEST[127:64] = SRC2[127:64] 

IF (SRC1[191]) DEST[191:128] := SRC2[191:128] 
IF (SRC1[255]) DEST[255:1 92] := SRC2[255:192] 


Intel C/C++ Compiler Intrinsic Equivalent 


m256 _mm256_maskload_ps(float const *a, 


void _mm256_maskstore_ps(float *a, 
m256d __mm256_maskload_pd(double *a, 


void _mm256_maskstore_pd(double *a, 


__m128 _mm_maskload_ps(float const *a, 


void _mm_maskstore_ps(float *a, 


m128d _mm_maskload_pd(double const *a, __m128i mask); 


void +_mm_maskstore_pd(double *a, 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


m256i mask, 
m256i mask); 
m256i mask, 
m128i mask) 


m128i mask, 


m128i mask, 


See Table 2-23, “Type 6 Class Exception Conditions” (No AC# reported for any mask bit combinations); 


additionally: 
#UD If VEX.W = 1. 
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VP2INTERSECTD/VP2INTERSECTQ—Compute Intersection Between DWORDS/QUADWORDS to a 


Pair of Mask Registers 


Opcode/ Op/ | 64/32 CPUID Feature Flag Description 
Instruction En bit Mode 
Support 
EVEX.NDS.128.F2.0F38.W0 68 /r A VIV AVX512VL Store, in an even/odd pair of mask registers, 
VP2INTERSECTD k1+1, xmm2, AVX512_VP2INTERSECT | the indicators of the locations of value 
xmm3/m128/m32bcst matches between dwords in 
xmm3/m128/m32bcst and xmm2. 
EVEX.NDS.256.F2.0F38.W0 68 /r A VIV AVX512VL Store, in an even/odd pair of mask registers, 
VP2INTERSECTD k1+1, ymm2, AVX512_VP2INTERSECT | the indicators of the locations of value 
ymm3/m256/m32bcst matches between dwords in 
ymm3/m256/m32bcst and ymm2. 
EVEX.NDS.512.F2.0F38.W0 68 /r A VIV AVX512F Store, in an even/odd pair of mask registers, 
VP2INTERSECTD k1+1, zmm2, AVX512_VP2INTERSECT | the indicators of the locations of value 
zmm3/m512/m32bcst matches between dwords in 
zmm3/m512/m32bcst and zmm_2. 
EVEX.NDS.128.F2.0F38.W1 68 /r A VIV AVX512VL Store, in an even/odd pair of mask registers, 
VP2INTERSECTQ k1+1, xmm2, AVX512_VP2INTERSECT | the indicators of the locations of value 
xmm3/m128/m64bcst matches between quadwords in 
xmm3/m128/m64bcst and xmm2. 
EVEX.NDS.256.F2.0F38.W1 68 /r A VIV AVX512VL Store, in an even/odd pair of mask registers, 
VP2INTERSECTQ k1+1, ymm2, AVX512_VP2INTERSECT | the indicators of the locations of value 
ymm3/m256/m64bcst matches between quadwords in 
ymm3/m256/m64bcst and ymmz. 
EVEX.NDS.512.F2.0F38.W1 68 /r A VIV AVX512F Store, in an even/odd pair of mask registers, 
VP2INTERSECTQ k1+1, zmm2, AVX512_VP2INTERSECT | the indicators of the locations of value 
zmm3/m512/m64bcst matches between quadwords in 
zmm3/m512/m64bcst and zmm2. 
Instruction Operand Encoding 
Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction writes an even/odd pair of mask registers. The mask register destination indicated in the 
MODRM.REG field is used to form the basis of the register pair. The low bit of that field is masked off (set to zero) 
to create the first register of the pair. 


EVEX.aaa and EVEX.z must be zero. 
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Operation 


VP2INTERSECTD destmask, src1, src2 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


// dest_mask_reg_id is the register id specified in the instruction for destmask 
dest_base := dest_mask_reg_id & ~1 


// maskregs[ ] is an array representing the mask registers 
maskregs[dest_base+O][MAX_KL-1:0] := 0 
maskregs[dest_base+1 ][MAX_KL-1:0] := 0 


FOR i := 0 to KL-1: 
FOR j := 0 to KL-1: 
match := (src1.dword[i] == src2.dword[j]) 
maskregs[dest_base+O].bit[i] |= match 
maskregs[dest_base+1 ].bit[j] |= match 


VP2INTERSECTQ destmask, src1, src2 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


// dest_mask_reg_id is the register id specified in the instruction for destmask 
dest_base := dest_mask_reg_id & ~1 


// maskregs[ ] is an array representing the mask registers 
maskregs[dest_base+O][MAX_KL-1:0] := 0 
maskregs[dest_base+1 ][MAX_KL-1:0] := 0 


FOR i = 0 to KL-1: 
FOR j = 0 to KL-1: 
match := (src1.qword[i] == src2.qword[j]) 
maskregs[dest_base+O].bit[i] |= match 
maskregs[dest_base+1 ].bit[j] |= match 


Intel C/C++ Compiler Intrinsic Equivalent 


VP2INTERSECTD void _mm_2intersect_epi32(__m128i,__m128i,__ mmask8 *,___ mmask8 *); 
VP2INTERSECTD void __mm256_2intersect_epi32(__m256i,__m256i,___ mmask8 *, __ mmask8 *); 
VP2INTERSECTD void __mm512_2intersect_epi32(__m512i,__m512i,__ mmask16 *, __ mmask16 *); 
VP2INTERSECTQ void __mm_2intersect_epi64(__m128i, __m128i, __ mmask8 *, __mmask8 *); 
VP2INTERSECTQ void __mm256_2intersect_epi64(__m256i,___ m256i,___ mmask8 *, __mmask8 *); 
VP2INTERSECTQ void _mm512_2intersect_epi64(__m512i,___m512i,___mmask8 *, __mmask8 *); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-50, “Type E4NF Class Exception Conditions”. 
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VPBLENDD — Blend Packed Dwords 


INSTRUCTION SET REFERENCE, V-Z 


Opcode/ Op/ 64/32 | CPUID Description 
Instruction En -bit Feature 
Mode | Flag 
VEX.128.66.0F3A.W0 02 /r ib RVMI | V/V AVX2 Select dwords from xmm2 and xmm3/m128 from 
VPBLENDD xmm1, xmm2, xmm3/m128, imm8 mask specified in imm8 and store the values into 
xmm1. 
VEX.256.66.0F3A.WO O2 /r ib RVMI | V/V AVX2 Select dwords from ymm2 and ymm3/m256 from 
VPBLENDD ymm1, ymm2, ymm3/m256, imm8 mask specified in imm8 and store the values into 
ymm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RVMI ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) Imm8 
Description 


Dword elements from the source operand (second operand) are conditionally written to the destination operand 
(first operand) depending on bits in the immediate operand (third operand). The immediate bits (bits 7:0) forma 
mask that determines whether the corresponding word in the destination is copied from the source. If a bit in the 
mask, corresponding to a word, is “1", then the word is copied, else the word is unchanged. 


VEX.128 encoded version: The second source operand can be an XMM register or a 128-bit memory location. The 
first source and destination operands are XMM registers. Bits (MAXVL-1:128) of the corresponding YMM register 


are zeroed. 


VEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM register 
or a 256-bit memory location. The destination operand is a YMM register. 


Operation 
VPBLENDD (VEX.256 encoded version) 


IF (imm8[0] == 1) THEN DEST[31:0] := SRC2[31:0] 


ELSE DEST[31:0] := SRC1[31:0] 


IF (imm8[1] == 1) THEN DEST[63:32] := SRC2[63:32] 


ELSE DEST[63:32] := SRC1[63:32] 


IF (imm8[2] == 1) THEN DEST[95:64] := SRC2[95:64] 


ELSE DEST[95:64] := SRC1[95:64] 


IF (imm8[3] == 1) THEN DEST[127:96] := SRC2[127:96] 


ELSE DEST[1 27:96] := SRC1[127:96] 


IF (imm8[4] == 1) THEN DEST[159:128] := SRC2[159:128] 


ELSE DEST[159:1 28] := SRC1[159:128] 


IF (imm8[5] == 1) THEN DEST[191:160] := SRC2[191:160] 


ELSE DEST[191:160] := SRC1[191:160] 


IF (imm8[6] == 1) THEN DEST[223:192] := SRC2[223:192] 


ELSE DEST[223:192] := SRC1[223:192] 


IF (imm8[7] == 1) THEN DEST[255:224] := SRC2[255:224] 


ELSE DEST[255:224] := SRC1[255:224] 


VPBLENDD — Blend Packed Dwords 
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INSTRUCTION SET REFERENCE, V-Z 


VPBLENDD (VEX.128 encoded version) 

IF (imm8[0] == 1) THEN DEST[31:0] := SRC2[31:0] 
ELSE DEST[31:0] := SRC1[31:0] 

IF (imm8[1] == 1) THEN DEST[63:32] := SRC2[63:32] 
ELSE DEST[63:32] := SRC1[63:32] 

IF (imm8[2] == 1) THEN DEST[95:64] := SRC2[95:64] 
ELSE DEST[95:64] := SRC1[95:64] 

IF (imm8[3] == 1) THEN DEST[127:96] := SRC2[127:96] 
ELSE DEST[1 27:96] := SRC1[127:96] 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
VPBLENDD: m128i_mm_blend_epi32 (__m128i v1,__m128i v2, const int mask) 
VPBLENDD: m256i _mm256_blend_epi32 (__m256i v1, 


m256i v2, const int mask) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.W = 1. 
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VPBLENDD — Blend Packed Dwords 


INSTRUCTION SET REFERENCE, V-Z 


VPBLENDMB/VPBLENDMW-—Blend Byte/Word Vectors Using an Opmask Control 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.128.66.0F38.WO 66 /r A VV AVX512VL | Blend byte integer vector xmm2 and byte vector 
VPBLENDMB xmm1 {k1}{Z}, AVX512BW | xmm3/m128 and store the result in xmm1, under control 
xmm2, xmm3/m128 mask. 
EVEX.256.66.0F38.WO 66 /r A VV AVX512VL | Blend byte integer vector ymm2 and byte vector 
VPBLENDMB ymm1 {k1}{Z}, AVX512BW | ymm3/m256 and store the result in ymm1, under control 
ymm2, ymm3/m256 mask. 
EVEX.512.66.0F38.WO 66 /r A VIV AVX512BW | Blend byte integer vector zmm2 and byte vector 
VPBLENDMB zmm1 {k1}{Z}, zmm3/m512 and store the result in zmm1, under control 
zmme2, zmm3/m512 mask. 
EVEX.128.66.0F38.W1 66 /r A VV AVX512VL | Blend word integer vector xmm2 and word vector 
VPBLENDMW xmm1 {k1}{z}, AVX512BW | xmm3/m128 and store the result in xmm1, under control 
xmm2, xmm3/m128 mask. 
EVEX.256.66.0F38.W1 66 /r A VV AVX512VL_ | Blend word integer vector ymm2 and word vector 
VPBLENDMW ymm1 {k1}{zZ}, AVX512BW | ymm3/m256 and store the result in ymm1, under control 
ymm2, ymm3/m256 mask. 
EVEX.512.66.0F38.W1 66 /r A VIV AVX512BW | Blend word integer vector zmm2 and word vector 
VPBLENDMW zmm1 {k1}{z}, zmm3/m512 and store the result in zmm1, under control 
zmm2, zmm3/m512 mask. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs an element-by-element blending of byte/word elements between the first source operand byte vector 
register and the second source operand byte vector from memory or register, using the instruction mask as 
selector. The result is written into the destination byte vector register. 


The destination and first source operands are ZMM/YMM/XMM registers. The second source operand can be a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit memory location. 


The mask is not used as a writemask for this instruction. Instead, the mask is used as an element selector: every 
element of the destination is conditionally selected between first source or second source using the value of the 
related mask bit (0 for first source, 1 for second source). 
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Operation 


VPBLENDMB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 


FOR j :=0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST{i+7:i] := SRC2[i+7:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN DEST[i+7:i] := SRC1[i+7:i] 
ELSE ; zeroing-masking 

DEST[i+7:i] := 0 
Fl; 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0; 


VPBLENDMW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j :=0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST{i+1 5:i] = SRC2[i+15:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN DEST{i+1 5:i] = SRC1[i+ 153i] 
ELSE ; zeroing-masking 

DEST[i+15:i] := 0 
Fl; 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPBLENDMB __m512i_mm512_mask_blend_epi8(__mmask64 m,__m512i a,__m512i b); 
VPBLENDMB __m256i __mm256_mask_blend_epi8(__mmask32 m, ___m256i a, __m256i b); 
VPBLENDMB __m128i _mm_mask_blend_epi8(__mmask16 m, __m128i a, __m128i b); 
VPBLENDMW __m512i_mm512_mask_blend_epi16(__mmask32 m,__m512ia,_m512ib); 
VPBLENDMW __m256i _mm256_mask_blend_epi16(__mmask16 m,__m256i a, __m256i b); 
VPBLENDMW __m128i _mm_mask_blend_epi16(__mmask8 m, __m128i a, ___m128i b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-49, “Type E4 Class Exception Conditions”. 
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VPBLENDMB/VPBLENDMW-—Blend Byte/Word Vectors Using an Opmask Control 


INSTRUCTION SET REFERENCE, V-Z 


VPBLENDMD/VPBLENDMQ—Blend Int32/Int64 Vectors Using an OpMask Control 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F38.W0 64 /r A VIV AVX512VL | Blend doubleword integer vector xmm2 and doubleword 
VPBLENDMD xmm1 {k1}{Z}, AVX512F vector xmm3/m128/m32bcst and store the result in 
xmm_2, xmm3/m1 28/m32bcst xmm1, under control mask. 
EVEX.256.66.0F38.W0 64 /r A VIV AVX512VL | Blend doubleword integer vector ymm2 and doubleword 
VPBLENDMD ymm1 {k1}{z}, ymm2, AVX512F vector ymm3/m256/m32bcst and store the result in 
ymm3/m256/m32bcst ymm1, under control mask. 
EVEX.512.66.0F38.W0O 64 /r A VIV AVX512F Blend doubleword integer vector zmm2 and doubleword 
VPBLENDMD zmm1 {k1}{z}, zmm2, vector zmm3/m512/m32bcst and store the result in 
zmm3/m512/m32bcst zmm1, under control mask. 
EVEX.128.66.0F38.W1 64 /r A VIV AVX512VL | Blend quadword integer vector xmm2 and quadword 
VPBLENDMQ xmm1 {k1}{z}, AVX512F vector xmm3/m128/m64bcst and store the result in 
xmm_2, xmm3/m128/m64bcst xmm1, under control mask. 
EVEX.256.66.0F38.W1 64 /r A VIV AVX512VL | Blend quadword integer vector ymm2 and quadword 
VPBLENDMQ ymm1 {k1}{z}, AVX512F vector ymm3/m256/m64bcst and store the result in 
ymm_2, ymm3/m256/m64bcst ymm1, under control mask. 
EVEX.512.66.0F38.W1 64 /r A VIV AVX512F Blend quadword integer vector zmm2 and quadword 
VPBLENDMQ zmm1 {k1}{z}, zmm2, vector zmm3/m512/m64bcst and store the result in 
zmm3/m512/m64bcst zmm1, under control mask. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs an element-by-element blending of dword/qword elements between the first source operand (the second 
operand) and the elements of the second source operand (the third operand) using an opmask register as select 
control. The blended result is written into the destination. 


The destination and first source operands are ZMM registers. The second source operand can be a ZMM register, a 
512-bit memory location or a 512-bit vector broadcasted from a 32-bit memory location. 


The opmask register is not used as a writemask for this instruction. Instead, the mask is used as an element 
selector: every element of the destination is conditionally selected between first source or second source using the 
value of the related mask bit (0 for the first source operand, 1 for the second source operand). 


If EVEX.z is set, the elements with corresponding mask bit value of 0 in the destination operand are zeroed. 
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Operation 

VPBLENDMD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no controlmask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
DEST[i+31:i] = SRC2[31:0] 
ELSE 
DEST[i+31:i] = SRC2[i+31:i] 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN DEST{[i+31:i] = SRC1[i+31:i] 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl; 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0; 


VPBLENDMD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no controlmask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
DEST[i+31:i] = SRC2[31:0] 
ELSE 
DEST[i+31:i] := SRC2[i+31:i] 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN DEST{[i+31:i] = SRC1[i+31:i] 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl; 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPBLENDMD __m512i__mm512_mask_blend_epi32(__mmask16 k,___m512ia,__m512i b); 
m256i a,__m256i b); 
VPBLENDMD __m128i__mm_mask_blend_epi32(__mmask8 m, __m128i a, ___m128i b); 

m512ia,__m512ib); 
VPBLENDMQ __m256i _mm256_mask_blend_epi64(__mmask8 m, __m256i a, __m256i b); 
VPBLENDMQ __m128i _mm_mask_blend_epi64(__mmask8 m, __m128i a, 


VPBLENDMD __m256i__mm256_mask_blend_epi32(__mmask8 m, 


VPBLENDMQ __m512i__mm512_mask_blend_epi64(__mmask8 k, 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-49, “Type E4 Class Exception Conditions”. 
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VPBROADCASTB/W/D/Q—Load with Broadcast Integer Data from General Purpose Register 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Feature 

Mode Flag 

Support 
EVEX.128.66.0F38.W0 7A /r A VIV AVX512VL_ | Broadcast an 8-bit value from a GPR to all bytes in the 
VPBROADCASTB xmm1 {k1}{Z}, reg AVX512BW | 128-bit destination subject to writemask k1. 
EVEX.256.66.0F38.W0 7A /r A VIV AVX512VL_ | Broadcast an 8-bit value from a GPR to all bytes in the 
VPBROADCASTB ymm1 {k1}{z}, reg AVX512BW | 256-bit destination subject to writemask k1. 
EVEX.512.66.0F38.W0O 7A /r A VIV AVX512BW | Broadcast an 8-bit value from a GPR to all bytes in the 
VPBROADCASTB zmm1 {k1}{Z}, reg 512-bit destination subject to writemask k1. 
EVEX.128.66.0F38.W0 7B /r A VIV AVX512VL_ | Broadcast a 16-bit value from a GPR to all words in the 
VPBROADCASTW xmm1 {k1}{Z}, reg AVX512BW | 128-bit destination subject to writemask k1. 
EVEX.256.66.0F38.W0 7B /r A VIV AVX512VL_ | Broadcast a 16-bit value from a GPR to all words in the 
VPBROADCASTW ymm1 {k1}{z}, reg AVX512BW | 256-bit destination subject to writemask k1. 
EVEX.512.66.0F38.W0 7B /r A VIV AVX512BW | Broadcast a 16-bit value from a GPR to all words in the 
VPBROADCASTW zmm1 {k1}{2}, reg 512-bit destination subject to writemask k1. 
EVEX.128.66.0F38.W0O 7C /r A VIV AVX512VL_ | Broadcast a 32-bit value from a GPR to all double-words 
VPBROADCASTD xmm1 {k1}{z}, r32 AVX512F in the 128-bit destination subject to writemask k1. 
EVEX.256.66.0F38.W0O 7C /r A VIV AVX512VL_ | Broadcast a 32-bit value from a GPR to all double-words 
VPBROADCASTD ymm1 {k1}{z}, r32 AVX512F in the 256-bit destination subject to writemask k1. 
EVEX.512.66.0F38.WO 7C /r A VIV AVX512F Broadcast a 32-bit value from a GPR to all double-words 
VPBROADCASTD zmm1 {k1}{2}, r32 in the 512-bit destination subject to writemask k1. 
EVEX.128.66.0F38.W1 7C /r A VINE. AVX512VL_ | Broadcast a 64-bit value from a GPR to all quad-words in 
VPBROADCASTQ xmm1 {k1}{z}, r64 AVX512F the 128-bit destination subject to writemask k1. 
EVEX.256.66.0F38.W1 7C /r A VINE. AVX512VL_ | Broadcast a 64-bit value from a GPR to all quad-words in 
VPBROADCASTQ ymm1 {k1}{z}, r64 AVX512F the 256-bit destination subject to writemask k1. 
EVEX.512.66.0F38.W1 7C /r A VINE. AVX512F Broadcast a 64-bit value from a GPR to all quad-words in 
VPBROADCASTQ zmm1 {k1}{z}, r64 the 512-bit destination subject to writemask k1. 


NOTES: 


1. EVEX.W in non-64 bit is ignored; the instructions behaves as if the WO version is used. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Broadcasts a 8-bit, 16-bit, 32-bit or 64-bit value from a general-purpose register (the second operand) to all the 
locations in the destination vector register (the first operand) using the writemask k1. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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VPBROADCASTB/W/D/Q—Load with Broadcast Integer Data from General Purpose Register 


Operation 


VPBROADCASTB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SRC[7:0] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+7:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPBROADCASTW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = SRC[15:0] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPBROADCASTD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC[31:0] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPBROADCASTB/W/D/Q—Load with Broadcast Integer Data from General Purpose Register 
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VPBROADCASTQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = SRC[63:0] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPBROADCASTB __m512i_mm512_mask_set1_epi8(__m512is,__ mmask64 k, int a); 
VPBROADCASTB __m512i_mm512_maskz_set1_epi8(__mmask64 k, int a); 
VPBROADCASTB __m256i__mm256_mask_set1_epi8(__m256i s,__ mmask32 k, int a); 
VPBROADCASTB __m256i__mm256_maskz_set1_epi8(__mmask32 k, int a); 
VPBROADCASTB __m128i_mm_mask_set1_epi8(__m128is,__ mmask16 k, int a); 
VPBROADCASTB __m128i__mm_maskz_set1_epi8(__mmask16 kK, int a); 
VPBROADCASTD __m512i_mm512_mask_set1_epi32(__m512is,__mmask16 kK, int a); 
VPBROADCASTD __m512i_mm512_maskz_set1_epi32(__mmask16 k, int a); 
VPBROADCASTD __m256i__mm256_mask_set1_epi32(__m256is,__ mmask8 k, int a); 
VPBROADCASTD __m256i __mm256_maskz_set1_epi32(__mmask8 k, int a); 
VPBROADCASTD __m128i __mm_mask_set1_epi32(__m128i s, __mmask8 k, int a); 
VPBROADCASTD __m128i_mm_maskz_set1_epi32(__mmask8 k, int a); 
VPBROADCASTQ __m512i__mm512_mask_set1_epi64(__m512i s,___mmask8 k, __int64 a); 
VPBROADCASTQ __m512i_mm512_maskz_set1_epi64(__mmask8 k, __int64 a); 
VPBROADCASTQ __m256i__mm256_mask_set1_epi64(__m256i s,___ mmask8 k, __int64 a); 
VPBROADCASTQ __m256i__mm256_maskz_set1_epi64(_mmask8 k, __int64 a); 
VPBROADCASTQ __m128i __mm_mask_set1_epi64(__m128i s,__mmask8 k, __int64 a); 
VPBROADCASTQ __m128i__mm_maskz_set1_epi64(__mmask8 k, __int64 a); 
VPBROADCASTW __m512i_mm512_mask_set1_epi16(__m512is, __ mmask32 k, int a); 
VPBROADCASTW __m512i_mm512_maskz_set1_epi16(__mmask32 k, int a); 
VPBROADCASTW __m256i_mm256_mask_set1_epi16(__m256i s,___ mmask16 kK, int a); 
VPBROADCASTW __m256i__mm256_maskz_set1_epi16(__mmask16 k, int a); 
VPBROADCASTW __m128i_mm_mask_set1_epi16(__m128i s,___ mmask8 k, int a); 
VPBROADCASTW __m128i __mm_maskz_set1_epi16(__mmask8 k, int a); 


Exceptions 


EVEX-encoded instructions, see Table 2-55, “Type E7NM Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support Flag 
VEX.128.66.0F38.W0 78 /r A VIV AVX2 Broadcast a byte integer in the source operand 
VPBROADCASTB xmm1, xmm2/m8 to sixteen locations in xmm1. 
VEX.256.66.0F38.W0 78 /r A VIV AVX2 Broadcast a byte integer in the source operand 
VPBROADCASTB ymm1, xmm2/m8 to thirty-two locations in ymm1. 
EVEX.128.66.0F38.W0 78 /r B VV AVX512VL_ | Broadcast a byte integer in the source operand 
VPBROADCASTB xmm1{k1}{z}, xmm2/m8 AVX512BW | to locations in xmm1 subject to writemask k1. 
EVEX.256.66.0F38.W0O 78 /r B VIV AVX512VL | Broadcast a byte integer in the source operand 
VPBROADCASTB ymm1{k1}{z}, xmm2/m8 AVX512BW | to locations in ymm1 subject to writemask k1. 
EVEX.512.66.0F38.W0O 78 /r B VIV AVX512BW | Broadcast a byte integer in the source operand 
VPBROADCASTB zmm1{k1}{z}, xmm2/m8 to 64 locations in zmm1 subject to writemask 
k1. 
VEX.128.66.0F38.W0 79 /r A VIV AVX2 Broadcast a word integer in the source 
VPBROADCASTW xmm1, xmm2/m16 operand to eight locations in xmm1. 
VEX.256.66.0F38.W0 79 /r A VIV AVX2 Broadcast a word integer in the source 
VPBROADCASTW ymm1, xmm2/m16 operand to sixteen locations in ymm1. 
EVEX.128.66.0F38.W0O 79 /r B VIV AVX512VL_ | Broadcast a word integer in the source 
VPBROADCASTW xmm1{k1}{z}, xmm2/m16 AVX512BW | operand to locations in xmm1 subject to 
writemask k1. 
EVEX.256.66.0F38.W0 79 /r B VIV AVX512VL_ | Broadcast a word integer in the source 
VPBROADCASTW ymm1{k1}{z}, xmm2/m16 AVX512BW | operand to locations in ymm1 subject to 
writemask k1. 
EVEX.512.66.0F38.W0 79 /r B VIV AVX512BW | Broadcast a word integer in the source 
VPBROADCASTW zmm1{k1}{z}, xmm2/m16 operand to 32 locations in zmm1 subject to 
writemask k1. 
VEX.128.66.0F38.W0 58 /r A VIV AVX2 Broadcast a dword integer in the source 
VPBROADCASTD xmm1, xmm2/m32 operand to four locations in xmm1. 
VEX.256.66.0F38.W0 58 /r A VIV AVX2 Broadcast a dword integer in the source 
VPBROADCASTD ymm1, xmm2/m32 operand to eight locations in ymm1. 
EVEX.128.66.0F38.W0 58 /r B VIV AVX512VL_ | Broadcast a dword integer in the source 
VPBROADCASTD xmm1 {k1}{z}, xmm2/m32 AVX512F operand to locations in xmm1 subject to 
writemask k1. 
EVEX.256.66.0F38.W0 58 /r B VIV AVX512VL_ | Broadcast a dword integer in the source 
VPBROADCASTD ymm1 {k1}{z}, xmm2/m32 AVX512F operand to locations in ymm1 subject to 
writemask k1. 
EVEX.512.66.0F38.W0 58 /r B VIV AVX512F Broadcast a dword integer in the source 
VPBROADCASTD zmm1 {k1}{z}, xmm2/m32 operand to locations in zmm1 subject to 
writemask k1. 
VEX.128.66.0F38.W0 59 /r A VIV AVX2 Broadcast a qword element in source operand 
VPBROADCASTQ xmm1, xmm2/m64 to two locations in xmm1. 
VEX.256.66.0F38.W0 59 /r A VIV AVX2 Broadcast a qword element in source operand 
VPBROADCASTQ ymm1, xmm2/m64 to four locations in ymm1. 
EVEX.128.66.0F38.W1 59 /r B VIV AVX512VL_ | Broadcast a qword element in source operand 
VPBROADCASTQ xmm1 {k1}{z}, xmm2/m64 AVX512F to locations in xmm1 subject to writemask k1. 
EVEX.256.66.0F38.W1 59 /r B VIV AVX512VL_ | Broadcast a qword element in source operand 
VPBROADCASTQ ymm1 {k1}{z}, xmm2/m64 AVX512F to locations in ymm1 subject to writemask k1. 
EVEX.512.66.0F38.W1 59 /r B VIV AVX512F Broadcast a qword element in source operand 
VPBROADCASTQ zmm1 {k1}{z}, xmm2/m64 to locations in zmm1 subject to writemask k1. 
EVEX.128.66.0F38.W0 59 /r C VIN AVX512VL_ | Broadcast two dword elements in source 
VBROADCASTI32x2 xmm1 {k1}{z}, xmm2/m64 AVX512DQ_ | operand to locations in xmm1 subject to 


writemask k1. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 

EVEX.256.66.0F38.W0 59 /r C VIN AVX512VL | Broadcast two dword elements in source 

VBROADCASTI32x2 ymm1 {k1}{z}, xmm2/m64 AVX512DQ | operand to locations in ymm1 subject to 
writemask k1. 

EVEX.512.66.0F38.W0 59 /r C VV AVX512DQ | Broadcast two dword elements in source 

VBROADCASTI32x2 zmm1 {k1}{z}, xmm2/m64 operand to locations in zmm1 subject to 
writemask k1. 

VEX.256.66.0F38.W0 5A /r A VIV AVX2 Broadcast 128 bits of integer data in mem to 

VBROADCASTI128 ymm1, m128 low and high 128-bits in ymm1. 

EVEX.256.66.0F38.W0 5A /r D VIV AVX512VL | Broadcast 128 bits of 4 doubleword integer 

VBROADCASTI32X4 ymm1 {k1}{z}, m128 AVX512F data in mem to locations in ymm1 using 
writemask k1. 

EVEX.512.66.0F38.W0 5A /r D VIV AVX512F Broadcast 128 bits of 4 doubleword integer 

VBROADCASTI32X4 zmm1 {k1}{z}, m128 data in mem to locations in zmm1 using 
writemask k1. 

EVEX.256.66.0F38.W1 5A /r C VIV AVX512VL_ | Broadcast 128 bits of 2 quadword integer data 

VBROADCASTI64X2 ymm1 {k1}{z}, m128 AVX512DQ | inmem to locations in ymm1 using writemask 
k1, 

EVEX.512.66.0F38.W1 5A /r C VIV AVX512DQ | Broadcast 128 bits of 2 quadword integer data 

VBROADCASTI64X2 zmm1 {k1}{z}, m128 in mem to locations in zmm1 using writemask 
k1, 

EVEX.512.66.0F38.W0 5B /r E VIV AVX512DQ | Broadcast 256 bits of 8 doubleword integer 

VBROADCASTI32X8 zmm1 {k1}{z}, m256 data in mem to locations in zmm1 using 
writemask k1. 

EVEX.512.66.0F38.W1 5B /r D VIV AVX512F Broadcast 256 bits of 4 quadword integer data 

VBROADCASTI64X4 zmm1 {k1}{z}, m256 in mem to locations in zmm1 using writemask 
k1, 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) NA NA 
B Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
C Tuple2 ModRM:reg (w) ModRM:r/m (r) NA NA 
D Tuple4 ModRM:reg (w) ModRM:r/m (r) NA NA 
E Tuple8 ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Load integer data from the source operand (the second operand) and broadcast to all elements of the destination 


operand (the first operand). 


VEX256-encoded VPBROADCASTB/W/D/Q: The source operand is 8-bit, 16-bit, 32-bit, 64-bit memory location or 
the low 8-bit, 16-bit 32-bit, 64-bit data in an XMM register. The destination operand is a YMM register. 
VPBROADCASTI128 support the source operand of 128-bit memory location. Register source encodings for 
VPBROADCASTI128 is reserved and will #UD. Bits (MAXVL-1:256) of the destination register are zeroed. 
EVEX-encoded VPBROADCASTD/Q: The source operand is a 32-bit, 64-bit memory location or the low 32-bit, 64- 
bit data in an XMM register. The destination operand is a ZMM/YMM/XMM register and updated according to the 
writemask k1. 
VPBROADCASTI32X4 and VPBROADCASTI64X4: The destination operand is a ZMM register and updated according 
to the writemask k1. The source operand is 128-bit or 256-bit memory location. Register source encodings for 
VBROADCASTI32X4 and VBROADCASTI64X4 are reserved and will #UD. 
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INSTRUCTION SET REFERENCE, V-Z 


Note: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 
If VPBROADCASTI128 is encoded with VEX.L= 0, an attempt to execute the instruction encoded with VEX.L= 0 will 


cause an #UD exception. 


DEST| XO 


XO 


XO 


XO 


XO 


XO 


XO 


XO 


Figure 5-16. VPBROADCASTD Operation (VEX.256 encoded version) 


m32 x0 
DES 0) 0) 0 0) 0) Xo a) 0) 
Figure 5-17. VPBROADCASTD Operation (128-bit version) 
m64 [ x | 
DEST| xo Xo xo xo 
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Figure 5-18. VPBROADCASTQ Operation (256-bit version) 
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m128 


DEST| xo 


Figure 5-19. VBROADCASTI128 Operation (256-bit version) 


m256 


DES xO 


Figure 5-20. VBROADCASTI256 Operation (512-bit version) 


Operation 


VPBROADCASTB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN DEST{i+7:i] := SRC[7:0] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPBROADCASTW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+1 5:i] = SRC[15:0] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPBROADCASTD (128 bit version) 
temp := SRC[31:0] 

DEST[31:0] := temp 

DEST[63:32] := temp 

DEST[95:64] := temp 

DEST[127:96] := temp 
DEST[MAXVL-1:128] := 0 


VPBROADCASTD (VEX.256 encoded version) 
temp := SRC[31:0] 
DEST[31:0] := temp 
DEST[63:32] := temp 
DEST[95:64] := temp 
DEST[127:96] := temp 
DEST[159:1 28] := temp 
DEST[191:160] := temp 
DEST[223:192] := temp 
DEST[255:224] := temp 
DEST[MAXVL-1:256] := 0 


VPBROADCASTD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i= j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] := SRC[31:0] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPBROADCASTQ (VEX.256 encoded version) 
temp := SRC[63:0] 

DEST[63:0] := temp 

DEST[127:64] := temp 

DEST[191:128] := temp 

DEST[255:192] := temp 

DEST[MAXVL-1:256] := 0 


VPBROADCASTQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = SRC[63:0] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
VBROADCASTI32x2 (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 

i:=j* 32 

n:= (j mod 2) * 32 

IF k1[j] OR *no writemask* 

THEN DEST[i+31:i] = SRC[n+31:n] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VBROADCASTI1 28 (VEX.256 encoded version) 
temp := SRC[127:0] 

DEST[127:0] := temp 

DEST[255:1 28] := temp 

DEST[MAXVL-1:256] := 0 
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VBROADCASTI32X4 (EVEX encoded versions) 
(KL, VL) = (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
n:= (j modulo 4) * 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC[n+31:n] 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VBROADCASTI64X2 (EVEX encoded versions) 
(KL, VL) = (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
n:= (j modulo 2) * 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = SRC[n+63:n] 


ELSE 

IF *merging-masking* ; mMerging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] = 0 
Fl 
Fl; 
ENDFOR; 


VBROADCASTI32X8 (EVEX.U1.512 encoded version) 
FOR j:=0TO15 
i:=j* 32 
n:= (j modulo 8) * 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SRC[n+31:n] 


ELSE 

IF *merging-masking* ;merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VBROADCASTI64X4 (EVEX.512 encoded version) 
FOR j :=OTO7 
i:=j* 64 
n:= (j modulo 4) * 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = SRC[n+63:n] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPBROADCASTB __m512i_mm512_broadcastb_epi8(__m128i a); 

VPBROADCASTB __m512i_mm512_mask_broadcastb_epi8(__m512is,__ mmask64 k,___m128i a); 
VPBROADCASTB __m512i_mm512_maskz_broadcastb_epi8(__ mmask64 k,__m128i a); 
VPBROADCASTB __m256i__mm256_broadcastb_epi8(__m1 28i a); 

VPBROADCASTB __m256i__mm256_mask_broadcastb_epi8(__m256i s,__ mmask32 k,___m128i a); 
VPBROADCASTB __m256i__mm256_maskz_broadcastb_epi8(__mmask32 k,__m128i a); 
VPBROADCASTB __m128i__mm_mask_broadcastb_epi8(__m128i s,__ mmask16 k,__m128i a); 
VPBROADCASTB __m128i__mm_maskz_broadcastb_epi8(__mmask16 k,___m128i a); 
VPBROADCASTB __m128i__mm_broadcastb_epi8(__m128i a); 

VPBROADCASTD __m512i_mm512_broadcastd_epi32(__m128i a); 

VPBROADCASTD __m512i_mm512_mask_broadcastd_epi32(__m512is,__ mmask16 k,___m128i a); 
VPBROADCASTD __m512i_mm512_maskz_broadcastd_epi32(__ mmask16 k, __m128i a); 
VPBROADCASTD __m256i__mm256_broadcastd_epi32(__m128i a); 

VPBROADCASTD __m256i __mm256_mask_broadcastd_epi32(__m256i s,___ mmask8 k, 
VPBROADCASTD __m256i__mm256_maskz_broadcastd_epi32(__mmask8 k, __m128i a); 
VPBROADCASTD __m128i _mm_broadcastd_epi32(__m128i a); 

VPBROADCASTD __m128i __mm_mask_broadcastd_epi32(__m128i s,___mmask8 k,___m128i a); 
VPBROADCASTD __m128i_mm_maskz_broadcastd_epi32(__mmask8 k, __m128i a); 
VPBROADCASTQ __m512i_mm512_broadcastq_epi64( __m128i a); 

VPBROADCASTQ __m512i_mm512_mask_broadcastq_epi64(__m512i s,___mmask8 k, __m128i a); 
VPBROADCASTQ __m512i_mm512_maskz_broadcastq_epi64(_mmask8 k, __m128i a); 
VPBROADCASTQ __m256i __mm256_broadcastq_epi64(__m128i a); 

VPBROADCASTQ __m256i__mm256_mask_broadcastq_epi64(__m256i s, ___mmask8 k, __m128i a); 
VPBROADCASTQ __m256i _mm256_maskz_broadcastq_epi64(__mmask8 k, __m128i a); 
VPBROADCASTQ __m128i __mm_broadcastq_epi64(__m128i a); 

VPBROADCASTQ __m128i __mm_mask_broadcastq_epi64(__m128is,__ mmask8 k, 
VPBROADCASTQ __m128i __mm_maskz_broadcastq_epi64(__mmask8 k, __m128i a); 
VPBROADCASTW __m512i_mm512_broadcastw_epi16(__m128i a); 

VPBROADCASTW __m512i_mm512_mask_broadcastw_epi16(__m512is,__ mmask32 k, __m128i a); 
VPBROADCASTW __m512i_mm512_maskz_broadcastw_epi16(__mmask32 k,___m128i a); 
VPBROADCASTW __m256i __mm256_broadcastw_epi16(__m128i a); 

VPBROADCASTW __m256i __mm256_mask_broadcastw_epi16(__m256i s,__ mmask16 k, 
VPBROADCASTW __m256i __mm256_maskz_broadcastw_epi16(__mmask16 k,___m128i a); 
VPBROADCASTW __m128i __mm_broadcastw_epi16(__m128i a); 

VPBROADCASTW __m128i_mm_mask_broadcastw_epi16(__m128is,__ mmask8 k, __m128i a); 
VPBROADCASTW __m128i _mm_maskz_broadcastw_epi16(___mmask8 k, _m128i a); 
VBROADCASTI32x2 __m512i_mm512_broadcast_i32x2(__m128i a); 


m1 28i a); 


m128i a); 


m1 28i a); 
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mm512_mask_broadcast_i32x2(__m512is,__ mmask16 k,__m128i a); 


VBROADCASTI32x2 __m512i 


mm512_maskz_broadcast_i32x2(___mmask16 k,___m128i a); 


VBROADCASTI32x2 __m256i 


mm256_broadcast_i32x2(__m128i a); 


VBROADCASTI32x2 __m256i __mm256_mask_broadcast_i32x2(__m256i s,__ mmask8 k,__m128i a); 
VBROADCASTI32x2 __m256i __mm256_maskz_broadcast_i32x2(__mmask8 k, __m128i a); 
VBROADCASTI32x2 __m128i __mm_broadcast_i32x2(__m128i a); 
VBROADCASTI32x2 __m128i __mm_mask_broadcast_i32x2(__m128i s,__ mmask8 k, 
VBROADCASTI32x2 __m128i __mm_maskz_broadcast_i32x2(__mmask8 k, __m128i a); 
VBROADCASTI32x4 __m512i_mm512_broadcast_i32x4(__m128i a); 


m128i a); 


VBROADCASTI32x4 __m512i__mm512_mask_broadcast_i32x4(__m512is,__ mmask16 k,__m128i a); 


VBROADCASTI32x4 __m512i_mm512_maskz_broadcast_i32x4(__mmask16 k, __m128i a); 
VBROADCASTI32x4 __m256i__mm256_broadcast_i32x4(__m128i a); 

VBROADCASTI32x4 __m256i _mm256_mask_broadcast_i32x4(__m256i s,___ mmask8 k,___m128i a); 
VBROADCASTI32x4 __m256i __mm256_maskz_broadcast_i32x4(__mmask8 k, __m128i a); 
VBROADCASTI32x8 __m512i_mm512_broadcast_i32x8(__m256i a); 


VBROADCASTI32x8 __m512i__mm512_mask_broadcast_i32x8(__m512i s,___ mmask16 k,___m256i a); 


VBROADCASTI32x8 __m512i_mm512_maskz_broadcast_i32x8(__mmask16 k, __m256i a); 
VBROADCASTI64x2 __m512i_mm512_broadcast_i64x2(__m128i a); 

VBROADCASTI64x2 __ m512i_mm512_mask_broadcast_i64x2(__m512i s,__ mmask8 k,___m128i a); 
VBROADCASTI64x2 _ m512i_mm512_maskz_broadcast_i64x2(__mmask8 k, __m128i a); 
VBROADCASTI64x2 __m256i__mm256_broadcast_i64x2(__m128i a); 

VBROADCASTI64x2 __ m256i __mm256_mask_broadcast_i64x2(__m256i s,___ mmask8 k,__m128i a); 
VBROADCASTI64x2 __ m256i __mm256_maskz_broadcast_i64x2(__mmask8 k, __m128i a); 
VBROADCASTI64x4 __ _m512i_mm512_broadcast_i64x4(__m256i a); 

VBROADCASTI64x4 _ m512i__mm512_mask_broadcast_i64x4(__m512i s,___ mmask8 k, __ m256i a); 
VBROADCASTI64x4 _—_m512i_mm512_maskz_broadcast_i64x4(__mmask8 k, __m256i a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instructions, see Table 2-23, “Type 6 Class Exception Conditions”. 


EVEX-encoded instructions, syntax with reg/mem operand, see Table 2-53, “Type E6 Class Exception Conditions”. 


Additionally: 

#UD If VEX.L = 0 for VPBROADCASTQ, VPBROADCASTI128. 
If EVEX.L’L = 0 for VBROADCASTI32X4/VBROADCASTI64X2. 
If EVEX.L’L < 10b for VBROADCASTI32X8/VBROADCASTI64X4. 
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VPBROADCASTM—Broadcast Mask to Vector Register 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support Flag 
EVEX.128.F3.0F38.W1 2A /r RM VIV AVX512VL | Broadcast low byte value in k1 to two locations in xmm1. 
VPBROADCASTMB2Q xmm1, k1 AVX512CD 
EVEX.256.F3.0F38.W1 2A /r RM VIV AVX512VL | Broadcast low byte value in k1 to four locations in ymm1. 
VPBROADCASTMB2Q ymm1, k1 AVX512CD 
EVEX.512.F3.0F38.W1 2A /r RM VIV AVX512CD | Broadcast low byte value in k1 to eight locations in zmm1. 
VPBROADCASTMB2Q zmm1, k1 
EVEX.128.F3.0F38.W0 3A /r RM VIV AVX512VL | Broadcast low word value in k1 to four locations in xmm1. 
VPBROADCASTMW2D xmm1, k1 AVX512CD 
EVEX.256.F3.0F38.W0 3A /r RM VIV AVX512VL | Broadcast low word value in k1 to eight locations in ymm1. 
VPBROADCASTMW2D ymm1, k1 AVX512CD 
EVEX.512.F3.0F38.W0 3A /r RM VV AVX512CD | Broadcast low word value in k1 to sixteen locations in 
VPBROADCASTMW2D zmm1, k1 zmm1. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Broadcasts the zero-extended 64/32 bit value of the low byte/word of the source operand (the second operand) to 
each 64/32 bit element of the destination operand (the first operand). The source operand is an opmask register. 
The destination operand is a ZMM register (EVEX.512), YMM register (EVEX.256), or XMM register (EVEX.128). 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Operation 


VPBROADCASTMB2Q 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 

i:= j*64 

DEST[i+63:i] := ZeroExtend(SRC[7:0]) 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPBROADCASTMW2D 
(KL, VL) = (4, 128), (8, 256),(16, 512) 
FOR j := 0 TOKL-1 

i:= j*32 

DEST[i+31:i] := ZeroExtend(SRC[15:0]) 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPBROADCASTMB2Q __m512i_mm512_broadcastmb_epi64(__mmask8); 
VPBROADCASTMW2D __m512i_mm512_broadcastmw_epi32(__mmask16); 
VPBROADCASTMB2Q __m256i__mm256_broadcastmb_epi64(___mmask8); 
VPBROADCASTMW2D __m256i __mm256_broadcastmw_epi32(__mmask8); 
VPBROADCASTMB2Q __m128i __mm_broadcastmb_epi64( ___mmask8); 
VPBROADCASTMW2D __m128i__mm_broadcastmw_epi32(__mmask8); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


EVEX-encoded instruction, see Table 2-54, “Type E6NF Class Exception Conditions”. 
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VPCMPB/VPCMPUB—Compare Packed Byte Values Into Mask 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F3A.WO 3F /r ib A VIV AVX512VL_ | Compare packed signed byte values in xmm3/m128 and 
AVX512BW | xmmz using bits 2:0 of imm8 as a comparison predicate 
VPCMPB k1 {k2}, xmm2, with writemask k2 and leave the result in mask register 
xmm3/m128, imm8 k1, 
EVEX.256.66.0F3A.WO 3F /r ib A VV AVX512VL_ | Compare packed signed byte values in ymm3/m256 and 
AVX512BW | ymm2 using bits 2:0 of imm8 as a comparison predicate 
VPCMPB k1 {k2}, ymm2, with writemask k2 and leave the result in mask register 
ymm3/m256, imm8 k1. 
EVEX.512.66.0F3A.WO 3F /r ib A VIN AVX512BW | Compare packed signed byte values in zmm3/m512 and 
VPCMPB k1 {k2}, zmm2, zmm_2 using bits 2:0 of imm8 as a comparison predicate 
zmm3/m51 2, imm8 with writemask k2 and leave the result in mask register 
k1. 
EVEX.128.66.0F3A.WO 3€ /r ib A VIV AVX512VL_ | Compare packed unsigned byte values in xmm3/m128 
AVX512BW | and xmm2 using bits 2:0 of imm8 as a comparison 
VPCMPUB k1 {k2}, xmm2, predicate with writemask k2 and leave the result in mask 
xmm3/m128, imm8 register k1. 
EVEX.256.66.0F3A.WO 3€ /r ib A VIV AVX512VL_ | Compare packed unsigned byte values in ymm3/m256 
AVX512BW | and ymm2 using bits 2:0 of imm8 as a comparison 
VPCMPUB k1 {k2}, ymm2, predicate with writemask k2 and leave the result in mask 
ymm3/m256, imm8 register k1. 
EVEX.512.66.0F3A.WO 3€ /r ib A VV AVX512BW | Compare packed unsigned byte values in zmm3/m512 
VPCMPUB k1 {k2}, zmm2, and zmm2 using bits 2:0 of imm8 as a comparison 
zmm3/m512, imm8 predicate with writemask k2 and leave the result in mask 
register k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (w) vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD compare of the packed byte values in the second source operand and the first source operand and 
returns the results of the comparison to the mask destination operand. The comparison predicate operand (imme- 
diate byte) specifies the type of comparison performed on each pair of packed values in the two source operands. 
The result of each comparison is a single mask bit result of 1 (comparison true) or 0 (comparison false). 


VPCMPB performs a comparison between pairs of signed byte values. 
VPCMPUB performs a comparison between pairs of unsigned byte values. 


The first source operand (second operand) is a ZMM/YMM/XMM register. The second source operand can be a 
ZMM/YMM/XMM register or a 512/256/128-bit memory location. The destination operand (first operand) is a mask 
register k1. Up to 64/32/16 comparisons are performed with results written to the destination operand under the 
writemask k2. 
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The comparison predicate operand is an 8-bit immediate: bits 2:0 define the type of comparison to be performed. 
Bits 3 through 7 of the immediate are reserved. Compiler can implement the pseudo-op mnemonic listed in Table 
5-17. 


Table 5-17. Pseudo-Op and VPCMP* Implementation 


Pseudo-Op PCMPM Implementation 
VPCMPEQ* reg7, reg2, reg3 VPCMP* reg1, reg2, reg3, O 
VPCMPLT* reg1, reg2, reg3 VPCMP*reg1, reg2, reg3, 1 
VPCMPLE* reg1, reg2, reg3 VPCMP* reg1, reg2, reg3, 2 
VPCMPNEOQ* reg1, reg2, reg3 VPCMP* reg1, reg2, reg3, 4 
VPPCMPNLT* reg1, reg2, reg3 VPCMP* reg1, reg2, reg3, 5 
VPCMPNLE* reg1, reg2, reg3 VPCMP* reg1, reg2, reg3, 6 
Operation 
CASE (COMPARISON PREDICATE) OF 
O: OP := EQ; 
1: OP := LT; 
2: OP := LE; 
3: OP := FALSE; 
4: OP := NEQ; 
5: OP := NLT; 
6: OP := NLE; 
7: OP := TRUE; 
ESAC; 


VPCMPB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 


i:=j*8 
IF k2[j] OR *no writemask* 
THEN 
CMP := SRC1[i+7:i] OP SRC2[i+7:i]; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; FI; 
ELSE DEST{[j] = 0 ; zeroing-masking onlyFl; 
Fl; 
ENDFOR 


DEST[MAX_KL-1:KL] := 0 
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VPCMPUB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 


i:=j*8 
IF k2[j] OR *no writemask* 
THEN 
CMP := SRC1[i+7:i] OP SRC2[i+7:i]; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; Fl; 
ELSE DEST{[j] = 0 ; zeroing-masking onlyFl; 
Fl; 
ENDFOR 


DEST[MAX_KL-1:KL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPCMPB __mmask64 _mm512_cmp_epi8_mask(__m512i a, __m512i b, int cmp); 

VPCMPB __mmask64 _mm512_mask_cmp_epi8_mask(___mmask64 m,__m512i a, ___m512ib, int cmp); 

VPCMPB __mmask32 _mm256_cmp_epi8_mask(__m256i a, __ m256i b, int cmp); 

VPCMPB __mmask32 _mm256_mask_cmp_epi8_mask( ___mmask32 m,__m256i a, __m256i b, int cmp); 

VPCMPB __mmask16 _mm_cmp_epi8_mask(__m128i a,___m128i b, int cmp); 

VPCMPB __mmask16 _mm_mask_cmp_epi8_mask(__mmask16 m,__m128i a, ___m128i b, int cmp); 

VPCMPB __mmask64 _mm512_cmp[eq|gelgt|le|lt|neq]_epi8_mask(_m512i a,__m512ib); 

VPCMPB __mmask64 _mm512_mask_cmp[eq|gelgtlle|ItIneq]_epi8_mask(__mmask64 m,_m512i a,__m512i b); 
VPCMPB __mmask32 _mm256_cmp[eq|gelgt|le|lt|neq]_epi8_mask( __m256i a, __m256i b); 

VPCMPB __mmask32 _mm256_mask_cmp[eq|gelgtlle|It|neq]_epi8_mask(__mmask32 m,__m256i a,__ m256i b); 
VPCMPB __mmask16 _mm_cmpfeq|ge|gt|le|lt|neq]_epi8_mask(__m128i a, ___m128i b); 

VPCMPB __mmask16 _mm_mask_cmp[eq|gel|gtlle|It|neq]_epi8_mask(__mmask16 m, ___m128i a,__m128i b); 

VPCMPUB __mmask64_mm512_cmp_epu8_mask(__m512ia,__m512ib, int cmp); 

VPCMPUB __mmask64 __mm512_mask_cmp_epu8_mask(__mmask64 m,_m512i a,__m512i, int cmp); 

VPCMPUB __mmask32 _mm256_cmp_epu8_mask(__m256i a,__ m256i b, int cmp); 

VPCMPUB __mmask32 _mm256_mask_cmp_epu8_mask(__mmask32 m,__m256i a,__ m256i b, int cmp); 

VPCMPUB __mmask16 _mm_cmp_epu8_mask(__m128i a,__m128ib, int cmp); 

VPCMPUB __mmask16 _mm_mask_cmp_epu8_mask(__mmask16 m, __m128i a, ___m128i, int cmp); 

VPCMPUB __mmask64_mm512_cmpf[eq|ge|gtlle|It|neq]_epu8_mask(__m512i a,__m512i b, int cmp); 

VPCMPUB __mmask64 __mm512_mask_cmp[eq|ge|gt|le|lt|neq]_epu8_mask(___ mmask64 m,__m512i a,__m512ib, int cmp); 
VPCMPUB __mmask32 _mm256_cmp[eq|ge|gtlle|It|neq]_epu8_mask(__m256i a, ___ m256i b, int cmp); 

VPCMPUB __mmask32 _mm256_mask_cmp[eq|ge|gt|le|lt|neq]_epu8_mask(_mmask32 m,__m256i a, ___m256i b, int cmp); 
VPCMPUB __mmask16 _mm_cmp[eq|gelgtlle|It|Ineq]_epu8_mask(__m128i a,__m128i b, int cmp); 

VPCMPUB __mmask16 _mm_mask_cmp[eq|ge|gt|le|lt|neq]_epu8_mask(___mmask16 m,__m128i a,__m128i b, int cmp); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 


5-324 Vol. 2C VPCMPB/VPCMPUB—Compare Packed Byte Values Into Mask 


INSTRUCTION SET REFERENCE, V-Z 


VPCMPD/VPCMPUD—Compare Packed Integer Values into Mask 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 

EVEX.128.66.0F3A.WO 1F /r ib A VIV AVX512VL | Compare packed signed doubleword integer values in 

VPCMPD k1 {k2}, xmm2, AVX512F xmm3/m128/m32bcst and xmm2z using bits 2:0 of imm8 

xmm3/m128/m32bcst, imm8 as a comparison predicate with writemask k2 and leave 
the result in mask register k1. 

EVEX.256.66.0F3A.WO 1F /r ib A VIV AVX512VL | Compare packed signed doubleword integer values in 

VPCMPD k1 {k2}, ymm2, AVX512F ymm3/m256/m32bcst and ymmz using bits 2:0 of imm8 

ymm3/m256/m32bcst, imm8 as a comparison predicate with writemask k2 and leave 
the result in mask register k1. 

EVEX.512.66.0F3A.WO 1F /r ib A VIV AVX512F Compare packed signed doubleword integer values in 

VPCMPD k1 {k2}, zmm2, zmm2 and zmm3/m512/m32bcst using bits 2:0 of imm8 

zmm3/m512/m32bcst, imm8 as a comparison predicate. The comparison results are 
written to the destination k1 under writemask k2. 

EVEX.128.66.0F3A.WO 1€ /r ib A VIV AVX512VL | Compare packed unsigned doubleword integer values in 

VPCMPUD k1 {k2}, xmm2, AVX512F xmm3/m128/m32bcst and xmm2z using bits 2:0 of imm8 

xmm3/m128/m32bcst, imm8 as a comparison predicate with writemask k2 and leave 
the result in mask register k1. 

EVEX.256.66.0F3A.WO 1€ /r ib A VIV AVX512VL | Compare packed unsigned doubleword integer values in 

VPCMPUD k1 {k2}, ymm2, AVX512F ymm3/m256/m32bcst and ymmz using bits 2:0 of imm8 

ymm3/m256/m32bcst, imm8 as a comparison predicate with writemask k2 and leave 
the result in mask register k1. 

EVEX.512.66.0F3A.WO 1€ /r ib A VIV AVX512F Compare packed unsigned doubleword integer values in 

VPCMPUD k1 {k2}, zmm2, zmme2 and zmm3/m512/m32bcst using bits 2:0 of imm8 

zmm3/m512/m32bcst, imm8 as a comparison predicate. The comparison results are 
written to the destination k1 under writemask k2. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


Performs a SIMD compare of the packed integer values in the second source operand and the first source operand 
and returns the results of the comparison to the mask destination operand. The comparison predicate operand 
(immediate byte) specifies the type of comparison performed on each pair of packed values in the two source oper- 
ands. The result of each comparison is a single mask bit result of 1 (comparison true) or 0 (comparison false). 


VPCMPD/VPCMPUD performs a comparison between pairs of signed/unsigned doubleword integer values. 
The first source operand (second operand) is a ZMM/YMM/XMM register. The second source operand can be a 
ZMM/YMM/XMM register or a 512/256/128-bit memory location or a 512-bit vector broadcasted from a 32-bit 


memory location. The destination operand (first operand) is a mask register k1. Up to 16/8/4 comparisons are 
performed with results written to the destination operand under the writemask k2. 


The comparison predicate operand is an 8-bit immediate: bits 2:0 define the type of comparison to be performed. 
Bits 3 through 7 of the immediate are reserved. Compiler can implement the pseudo-op mnemonic listed in Table 
5-17. 
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Operation 


CASE (COMPARISON PREDICATE) OF 
O: OP := EQ; 
1: OP := LT; 
2: OP :=LE; 
3: OP := FALSE; 
4: OP := NEQ; 
5: OP := NLT; 
6: OP := NLE; 
7: OP := TRUE; 
ESAC; 


VPCMPD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k2[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN CMP := SRC1[i+31:i] OP SRC2[31:0]; 
ELSE CMP := SRC1[i+31:i] OP SRC2[i+31:i]; 
Fl; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; FA; 
ELSE DEST{[j] := 0 ; zeroing-masking onlyFl; 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


VPCMPUD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k2[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN CMP := SRC1[i+31:i] OP SRC2[31:0]; 
ELSE CMP := SRC1[i+31:i] OP SRC2[i+31:i]; 
Fl; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; FA; 
ELSE DEST{[j] := 0 ; zeroing-masking onlyFl; 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


5-326 Vol. 2C 


VPCMPD/VPCMPUD—Compare Packed Integer Values into Mask 


INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VPCMPD __mmask16 __mm512_cmp_epi32_mask(__m512i a,__m512ib, int imm); 

VPCMPD __mmask16 _mm512_mask_cmp_epi32_mask(__mmask16 k,___m512i a,__m512ib, int imm); 
VPCMPD __mmask16 _mm512_cmpfeq|lge|gtlle|lt|neq]_epi32_mask(_m512i a,__m512i b); 

VPCMPD __mmask16 _mm512_mask_cmp[eq|ge|gt|le|lt|neq]_epi32_mask(__mmask16 k,___m512i a,__m512i b); 
VPCMPUD __mmask16 _mm512_cmp_epu32_mask(__m512ia,__m512i, int imm); 

VPCMPUD __mmask16 __mm512_mask_cmp_epu32_mask(__mmask16 k,__m512i a,__m512ib, int imm); 
VPCMPUD __mmask16 _mm512_cmp[eq|gelgt|le|Itjneq]_epu32_mask(__m512i a,__m512ib); 


VPCMPUD __mmask16 __mm512_mask_cmpf[eq|ge|gtlle|lt|neq]_epu32_mask(__mmask16 k,__m512i a,__m512i b); 
VPCMPD __mmask8 _mm256_cmp_epi32_mask(__m256i a,__m256ib, int imm); 

VPCMPD __mmask8 _mm256_mask_cmp_epi32_mask(__mmask8 k,___m256i a, __ m256i b, int imm); 

VPCMPD __mmask8 _mm256_cmpfeq|ge|gt|le|lt|neq]_epi32_mask(__m256i a, __m256i b); 

VPCMPD __mmask8 _mm256_mask_cmp[eq|gelgt|le|ltIneq]_epi32_mask(__mmask8 k, __ m256i a, __m256i b); 
VPCMPUD __mmask8 __mm256_cmp_epu32_mask(__m256i a,__ m256i b, int imm); 

VPCMPUD __mmask8 _mm256_mask_cmp_epu32_mask(__mmask8 k, __ m256i a,__m256i b, int imm); 
VPCMPUD __mmask8 _mm256_cmp[eq|gelgtlle|Itineq]_epu32_mask(__m256i a, ___m256i b); 

VPCMPUD __mmask8 _mm256_mask_cmp[eq|ge|gtlle|lt|neq]_epu32_mask(__mmask8 k,___m256i a, __ m256i b); 
VPCMPD __mmask8 _mm_cmp_epi32_mask(__m128i a,__m128ib, int imm); 

VPCMPD __mmask8 _mm_mask_cmp_epi32_mask(__mmask8 k, __m128i a, ___m128i b, int imm); 

VPCMPD __mmask8 _mm_cmpfeaq|lge|gtlle|lt|neq]_epi32_mask(___m128i a,__m128i b); 

VPCMPD __mmask8 _mm_mask_cmp[eq|ge|gtle|lt|neq]_epi32_mask(__mmask8 k, __m128i a,__m128i b); 


VPCMPUD __mmask8 _mm_cmp_epu32_mask(__m128i a, __m128i b, int imm); 

VPCMPUD __mmask8 _mm_mask_cmp_epu32_mask(__mmask8 k, __m128i a,__m128ib, int imm); 
VPCMPUD __mmask8 _mm_cmp[eq|gelgtlle|Itineq]_epu32_mask(__m128i a,__m128i b); 

VPCMPUD __mmask8 _mm_mask_cmp[eq|lge|gtlle|lt|neq]_epu32_mask(__mmask8 k, __m128i a, ___m128i b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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VPCMPQ/VPCMPUQ—Compare Packed Integer Values into Mask 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 

EVEX.128.66.0F3A.W1 1F /r ib A VIV AVX512VL | Compare packed signed quadword integer values in 

VPCMPQ k1 {k2}, xmm2, AVX512F xmm3/m128/m64bcst and xmm_z using bits 2:0 of imm8 

xmm3/m128/m64bcst, imm8 as a comparison predicate with writemask k2 and leave 
the result in mask register k1. 

EVEX.256.66.0F3A.W1 1F /r ib A VIV AVX512VL | Compare packed signed quadword integer values in 

VPCMPQ k1 {k2}, ymm2, AVX512F ymm3/m256/m64bcst and ymmz using bits 2:0 of imm8 

ymm3/m256/m64bcst, imm8 as a comparison predicate with writemask k2 and leave 
the result in mask register k1. 

EVEX.512.66.0F3A.W1 1F /r ib A VIV AVX512F Compare packed signed quadword integer values in 

VPCMPQ k1 {k2}, zmm2, zmm3/m512/m64bcst and zmm2 using bits 2:0 of imm8 

zmm3/m512/m64bcst, imm8 as a comparison predicate with writemask k2 and leave 
the result in mask register k1. 

EVEX.128.66.0F3A.W1 1€ /r ib A VIV AVX512VL | Compare packed unsigned quadword integer values in 

VPCMPUQ k1 {k2}, xmm2, AVX512F xmm3/m128/m64bcst and xmmz using bits 2:0 of imm8 

xmm3/m1 28/m64bcst, imm8 as a comparison predicate with writemask k2 and leave 
the result in mask register k1. 

EVEX.256.66.0F3A.W1 1€ /r ib A VIV AVX512VL | Compare packed unsigned quadword integer values in 

VPCMPUQ k1 {k2}, ymm2, AVX512F ymm3/m256/m64bcst and ymmz using bits 2:0 of imm8 

ymm3/m256/m64bcst, imm8 as a comparison predicate with writemask k2 and leave 
the result in mask register k1. 

EVEX.512.66.0F3A.W1 1€ /r ib A VIV AVX512F Compare packed unsigned quadword integer values in 

VPCMPUQ k1 {k2}, zmm2, zmm3/m512/m64bcst and zmm_2 using bits 2:0 of imm8 

zmm3/m512/m64bcst, imm8 as a comparison predicate with writemask k2 and leave 
the result in mask register k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imms 
Description 


Performs a SIMD compare of the packed integer values in the second source operand and the first source operand 
and returns the results of the comparison to the mask destination operand. The comparison predicate operand 
(immediate byte) specifies the type of comparison performed on each pair of packed values in the two source oper- 
ands. The result of each comparison is a single mask bit result of 1 (comparison true) or 0 (comparison false). 


VPCMPQ/VPCMPUQ performs a comparison between pairs of signed/unsigned quadword integer values. 
The first source operand (second operand) is a ZMM/YMM/XMM register. The second source operand can be a 
ZMM/YMM/XMM register or a 512/256/128-bit memory location or a 512-bit vector broadcasted from a 64-bit 


memory location. The destination operand (first operand) is a mask register k1. Up to 8/4/2 comparisons are 
performed with results written to the destination operand under the writemask k2. 


The comparison predicate operand is an 8-bit immediate: bits 2:0 define the type of comparison to be performed. 
Bits 3 through 7 of the immediate are reserved. Compiler can implement the pseudo-op mnemonic listed in Table 
5-17. 
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Operation 


CASE (COMPARISON PREDICATE) OF 
O: OP := EQ; 
1: OP := LT; 
2: OP :=LE; 
3: OP := FALSE; 
4: OP := NEQ; 
5: OP := NLT; 
6: OP := NLE; 
7: OP := TRUE; 
ESAC; 


VPCMPQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k2[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN CMP := SRC1[i+63:i] OP SRC2[63:0]; 
ELSE CMP := SRC1[i+63:i] OP SRC2[i+63:i); 


Fl; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; FI; 
ELSE DEST{[j] := 0 ; zeroing-masking only 
Fl; 
ENDFOR 


DEST[MAX_KL-1:KL] := 0 


VPCMPUQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k2[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN CMP := SRC1[i+63:i] OP SRC2[63:0]; 
ELSE CMP := SRC1[i+63:i] OP SRC2[i+63:i); 


Fl; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; FI; 
ELSE DEST{[j] := 0 ; zeroing-masking only 
Fl; 
ENDFOR 


DEST[MAX_KL-1:KL] := 0 


VPCMPQ/VPCMPUQ—Compare Packed Integer Values into Mask 


INSTRUCTION SET REFERENCE, V-Z 


Vol. 2C 5-329 


INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VPCMPQ __mmask8 _mm512_cmp_epi64_mask(__m512i a, __m512i b, int imm); 

VPCMPQ __mmask8 __mm512_mask_cmp_epi64_mask(__mmask8 k, __m512i a, __m512ib, int imm); 
VPCMPQ __mmask8 _mm512_cmp[eq|gelgtlle|Itineq]_epi64_mask(__m512i a, ___m512i b); 
VPCMPQ __mmask8 _mm512_mask_cmpf[eq|lge|gt|le|lt|neq]_epi64_mask(__mmask8 k, __m512i a, 
VPCMPUQ __mmask8 __mm512_cmp_epu64_mask(__m512i a, __m512ib, int imm); 

VPCMPUQ __mmask8 _mm512_mask_cmp_epu64_mask(__mmask8 k,___m512i a, __m512i b, int imm); 
VPCMPUQ __mmask8 _mm512_cmpfeq|ge|gt|le|lt|neq]_epu64_mask(__m512i a,__m512i b); 


m512i b); 


VPCMPUQ __mmask8 _mm512_mask_cmp[eq|gel|gtlle|ItIneq]_epu64_mask(__mmask8 k,___m512i a,__m512ib); 
VPCMPQ __mmask8 _mm256_cmp_epi64_mask(__m256i a, __m256i b, int imm); 

VPCMPQ __mmask8 _mm256_mask_cmp_epi64_mask(__mmask8 k, __m256i a, __m256i b, int imm); 

VPCMPQ __mmask8 _mm256_cmp[eq|gelgtlle|Itineq]_epi64_mask(__m256i a, __ m256i b); 

VPCMPQ __mmask8 _mm256_mask_cmp[eq|lge|gt|le|lt|neq]_epi64_mask(__mmask8 k, __ m256i a, ___m256i b); 
VPCMPUQ __mmask8 _mm256_cmp_epu64_mask(__m256i a, __m256i b, int imm); 

VPCMPUQ __mmask8 _mm256_mask_cmp_epu64_mask(__mmask8 k, __m256i a, __m256i b, int imm); 
VPCMPUQ __mmask8 _mm256_cmpfeq|ge|gt|le|lt|neq]_epu64_mask(__m256i a, _ m256i b); 

VPCMPUQ __mmask8 _mm256_mask_cmp[eq|ge|gtlle|It|neq]_epu64_mask(__mmask8 k, __ m256i a, ___m256i b); 


VPCMPQ __mmask8 _mm_cmp_epi64_mask(__m128i a, __m128i , int imm); 
VPCMPQ __mmask8 _mm_mask_cmp_epi64_mask(__mmask8 k, __m128i a, __m128i b, int imm); 
VPCMPQ __mmask8 _mm_cmp[eq|lge|gtlle|ItIneq]_epi64_mask(__m128i a,__m128i b); 

VPCMPQ __mmask8 _mm_mask_cmp[eq|ge|gtlle|lt|neq]_epi64_mask(__mmask8 k, __m128i a,__m128i b); 
VPCMPUQ __mmask8 _mm_cmp_epu64_mask(__m128i a, __m128i b, int imm); 

VPCMPUQ __mmask8 _mm_mask_cmp_epu64_mask(__mmask8 k, __m128i a, __m128ib, int imm); 
VPCMPUQ __mmask8 _mm_cmpfeq|lge|gtlle|lt|neq]_epu64_mask(__m128i a, __m128i b); 
VPCMPUQ __mmask8 _mm_mask_cmp[eq|ge|gt|le|ItIneq]_epu64_mask(__mmask8 k, __m128i a, 


m128i b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VPCMPW/VPCMPUW—Compare Packed Word Values Into Mask 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F3A.W1 3F /r ib A VIV AVX512VL_ | Compare packed signed word integers in xmm3/m128 
AVX512BW | and xmm2 using bits 2:0 of imm8 as a comparison 
VPCMPW k1 {k2}, xmm2, predicate with writemask k2 and leave the result in 
xmm3/m128, imm8 mask register k1. 
EVEX.256.66.0F3A.W1 3F /r ib A VIV AVX512VL_ | Compare packed signed word integers in ymm3/m256 
AVX512BW | and ymm2 using bits 2:0 of imm8 as a comparison 
VPCMPW k1 {k2}, ymm2, predicate with writemask k2 and leave the result in 
ymm3/m256, imm8 mask register k1. 
EVEX.512.66.0F3A.W1 3F /r ib A VIV AVX512BW | Compare packed signed word integers in zmm3/m512 
VPCMPW k1 {k2}, zmm2, and zmmz using bits 2:0 of imm8 as a comparison 
zmm3/m512, imm8 predicate with writemask k2 and leave the result in 
mask register k1. 
EVEX.128.66.0F3A.W1 3€ /r ib A VIV AVX512VL_ | Compare packed unsigned word integers in xmm3/m128 
AVX512BW | and xmm2 using bits 2:0 of imm8 as a comparison 
VPCMPUW k1 {k2}, xmm2, predicate with writemask k2 and leave the result in 
xmm3/m128, imm8 mask register k1. 
EVEX.256.66.0F3A.W1 3€ /r ib A VIV AVX512VL_ | Compare packed unsigned word integers in ymm3/m256 
AVX512BW | and ymm2 using bits 2:0 of imm8 as a comparison 
VPCMPUW k1 {k2}, ymm2, predicate with writemask k2 and leave the result in 
ymm3/m256, imm8 mask register k1. 
VPCMPUW k1 {k2}, zmm2, A VIV AVX512BW | Compare packed unsigned word integers inzmm3/m512 
zmm3/m51 2, imm8 and zmmz using bits 2:0 of imm8 as a comparison 
predicate with writemask k2 and leave the result in 
mask register k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (w) vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a SIMD compare of the packed integer word in the second source operand and the first source operand 
and returns the results of the comparison to the mask destination operand. The comparison predicate operand 
(immediate byte) specifies the type of comparison performed on each pair of packed values in the two source oper- 
ands. The result of each comparison is a single mask bit result of 1 (comparison true) or 0 (comparison false). 


VPCMPW performs a comparison between pairs of signed word values. 
VPCMPUW performs a comparison between pairs of unsigned word values. 


The first source operand (second operand) is a ZMM/YMM/XMM register. The second source operand can be a 
ZMM/YMM/XMM register or a 512/256/128-bit memory location. The destination operand (first operand) is a mask 
register k1. Up to 32/16/8 comparisons are performed with results written to the destination operand under the 
writemask k2. 


The comparison predicate operand is an 8-bit immediate: bits 2:0 define the type of comparison to be performed. 
Bits 3 through 7 of the immediate are reserved. Compiler can implement the pseudo-op mnemonic listed in Table 
5-17. 


VPCMPW/VPCMPUW—Compare Packed Word Values Into Mask Vol.2C 5-331 


INSTRUCTION SET REFERENCE, V-Z 


Operation 


CASE (COMPARISON PREDICATE) OF 
O: OP := EQ; 
1: OP := LT; 
2: OP :=LE; 
3: OP := FALSE; 
4: OP := NEQ; 
5: OP := NLT; 
6: OP := NLE; 
7: OP := TRUE; 
ESAC; 


VPCMPW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 


i:=j*16 
IF k2[j] OR *no writemask* 
THEN 
ICMP := SRC1[i+15:i] OP SRC2[i+15:i]; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; FA; 
ELSE DEST{[j] = 0 ; zeroing-masking only 
Fl; 
ENDFOR 


DEST[MAX_KL-1:KL] := 0 


VPCMPUW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 


i:=j*16 
IF k2[j] OR *no writemask* 
THEN 
CMP := SRC1[i+15:i] OP SRC2[i+1 5:1]; 
IF CMP = TRUE 
THEN DEST{j] := 1; 
ELSE DEST{j] := 0; FA; 
ELSE DEST{[j] = 0 ; zeroing-masking only 
Fl; 
ENDFOR 


DEST[MAX_KL-1:KL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VPCMPW __mmask32 _mm512_cmp_epi16_mask(__m512i a, ___m512i, int cmp); 

VPCMPW __mmask32 _mm512_mask_cmp_epi16_mask(__mmask32 m,__m512i a,__m512ib, int cmp); 
VPCMPW __mmask16 _mm256_cmp_epi16_mask(__m256i a, __ m256i b, int cmp); 

VPCMPW __mmask16 _mm256_mask_cmp_epi16_mask(__mmask16 m,___m256i a,___m256i b, int cmp); 
VPCMPW __mmask8 _mm_cmp_epi16_mask(__m128i a,__m128ib, int cmp); 

VPCMPW __mmask8 _mm_mask_cmp_epi16_mask(__mmask8 m, __m128i a,__m128ib, int cmp); 
VPCMPW __mmask32 _mm512_cmpfeq|lge|gtle|lt|neq]_epi16_mask(_m512i a,__m512i b); 


VPCMPW __mmask32 _mm512_mask_cmp[eq|gelgt|le|lt|neq]_epi16_mask(__ mmask32 m,_m512i a, ___m512i b); 
VPCMPW __mmask16 _mm256_cmpfeq|lge|gtlle|lt|neq]_epi16_mask(_ m256i a, __m256i b); 

VPCMPW __mmask16 _mm256_mask_cmp[eq|gelgtle|lt|neq]_epi16_mask(__mmask16 m,___m256i a, __m256i b); 
VPCMPW __mmask8 _mm_cmpfeaq|lge|gtlle|lt|neq]_epi1 6_mask(_m128i a, __m128i b); 

VPCMPW __mmask8 _mm_mask_cmp[eq|ge|gt|le|lt|neq]_epi16_mask(__mmask8 m,__m128i a, ___m128i b); 


VPCMPUW __mmask32 _mm512_cmp_epu16_mask(__m512ia,__m512ib, int cmp); 
VPCMPUW __mmask32 _mm512_mask_cmp_epu16_mask(__mmask32 m,__m512ia, 
VPCMPUW __mmask16 _mm256_cmp_epu16_mask(__m256i a,__ m256i b, int cmp); 
VPCMPUW __mmask16 __mm256_mask_cmp_epu16_mask(_mmask16 m,__m256i a, 
VPCMPUW __mmask8 _mm_cmp_epu16_mask(__m128i a, ___m128i b, int cmp); 
VPCMPUW __mmask8 _mm_mask_cmp_epu16_mask(__mmask8 m,__m128i a, 
VPCMPUW __mmask32 _mm512_cmp[eq|gelgtlle|It|neq]_epu16_mask(__m512ia, 


m512i b, int cmp); 


m256i b, int cmp); 


m1 28i b, int cmp); 
m512i b, int cmp); 


VPCMPUW __mmask32 _mm512_mask_cmp[eq|ge|gtlle|lt|neq]_epu16_mask(_mmask32 m,_m512i a,__m512ib, int cmp); 
VPCMPUW __mmask16 __mm256_cmpf[eq|gelgtlle|It|neq]_epu16_mask(__m256i a, ___m256i b, int cmp); 
VPCMPUW __mmask16 __mm256_mask_cmp[eq|ge|gtle|lt|neq]_epu16_mask(__mmask16 m,___m256i a, ___m256i b, int cmp); 


VPCMPUW __mmask8 _mm_cmp[eq|gelgtlle|itineq]_epu16_mask(__m128i a,__m128i b, int cmp); 


VPCMPUW __mmask8 _mm_mask_cmp[eq|ge|gtle|It|neq]_epu16_mask(__mmask8 m, __m128i a,__m128ib, int cmp); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VPCOMPRESSB/VCOMPRESSW —Store Sparse Packed Byte/Word Integer Values into Dense 


Memory/Register 
Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
EVEX.128.66.0F38.W0 63 /r A VIV AVX512_VBMI2 Compress up to 128 bits of packed byte values 
VPCOMPRESSB m1 28{k1}, xmm1 AVX512VL from xmm1 to m128 with writemask k1. 
EVEX.128.66.0F38.W0 63 /r B VIV AVX512_VBMI2 Compress up to 128 bits of packed byte values 
VPCOMPRESSB xmm1{k1}{z}, xmm2 AVX512VL from xmm2 to xmm1 with writemask k1. 
EVEX.256.66.0F38.W0 63 /r A VIV AVX512_VBMI2 Compress up to 256 bits of packed byte values 
VPCOMPRESSB m256{k1}, ymm1 AVX512VL from ymm1 to m256 with writemask k1. 
EVEX.256.66.0F38.W0 63 /r B VIV AVX512_VBMI2 Compress up to 256 bits of packed byte values 
VPCOMPRESSB ymm1{k1}{z}, ymm2 AVX512VL from ymm_2 to ymm1 with writemask k1. 
EVEX.512.66.0F38.W0 63 /r A VIV AVX512_VBMI2 Compress up to 512 bits of packed byte values 
VPCOMPRESSB m51 2{k1}, zmm1 from zmm1 to m512 with writemask k1. 
EVEX.512.66.0F38.W0 63 /r B VIV AVX512_VBMI2 Compress up to 512 bits of packed byte values 
VPCOMPRESSB zmm1{k1}{z}, zmm2 from zmm2 to zmm1 with writemask k1. 
EVEX.128.66.0F38.W1 63 /r A VIV AVX512_VBMI2 Compress up to 128 bits of packed word values 
VPCOMPRESSW m128{k1}, xmm1 AVX512VL from xmm1 to m128 with writemask k1. 
EVEX.128.66.0F38.W1 63 /r B VIV AVX512_VBMI2 Compress up to 128 bits of packed word values 
VPCOMPRESSW xmm1{k1}{z}, xmm2 AVX512VL from xmm2 to xmm1 with writemask k1. 
EVEX.256.66.0F38.W1 63 /r A VIV AVX512_VBMI2 Compress up to 256 bits of packed word values 
VPCOMPRESSW m256{k1}, ymm1 AVX512VL from ymm1 to m256 with writemask k1. 
EVEX.256.66.0F38.W1 63 /r B VIV AVX512_VBMI2 Compress up to 256 bits of packed word values 
VPCOMPRESSW ymm1{k1}{z}, ymm2 AVX512VL from ymm2 to ymm1 with writemask k1. 
EVEX.512.66.0F38.W1 63 /r A VIV AVX512_VBMI2 Compress up to 512 bits of packed word values 
VPCOMPRESSW m512{k1}, zmm1 from zmm1 to m512 with writemask k1. 
EVEX.512.66.0F38.W1 63 /r B VIV AVX512_VBMI2 Compress up to 512 bits of packed word values 
VPCOMPRESSW zmm1{k1}{z}, zmm2 from zmm2 to zmm1 with writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) NA NA 
B NA ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Compress (stores) up to 64 byte values or 32 word values from the source operand (second operand) to the desti- 
nation operand (first operand), based on the active elements determined by the writemask operand. Note: 
EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Moves up to 512 bits of packed byte values from the source operand (second operand) to the destination operand 
(first operand). This instruction is used to store partial contents of a vector register into a byte vector or single 
memory location using the active elements in operand writemask. 


Memory destination version: Only the contiguous vector is written to the destination memory location. EVEX.z 
must be zero. 


Register destination version: If the vector length of the contiguous vector is less than that of the input vector in the 
source operand, the upper bits of the destination register are unmodified if EVEX.z is not set, otherwise the upper 
bits are zeroed. 


This instruction supports memory fault suppression. 


5-334 Vol. 2C VPCOMPRESSB/VCOMPRESSW —Store Sparse Packed Byte/Word Integer Values into Dense Memory/Register 


INSTRUCTION SET REFERENCE, V-Z 


Note that the compressed displacement assumes a pre-scaling (N) corresponding to the size of one single element 


instead of the size of the full vector. 


Operation 


VPCOMPRESSB store form 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
k:=0 
FOR j := 0 TO KL-1: 
IF k1[j] OR *no writemask*: 
DEST.byte[k] := SRC.byte[j] 
k:=k+1 


VPCOMPRESSB reg-reg form 

(KL, VL) = (16, 128), (32, 256), (64, 512) 
k:=0 

FOR j := 0 TOKL-1: 

IF k1[j] OR *no writemask*: 
DEST.byte[k] := SRC.byte[j] 
k:i=k+1 

IF *merging-masking*: 
*DEST[VL-1:k*8] remains unchanged* 
ELSE DEST[VL-1:k*8] := 0 
DEST[MAX_VL-1:VL] := 0 


VPCOMPRESSW store form 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
k:=0 
FOR j := 0 TOKL-1: 
IF k1[j] OR *no writemask*: 
DEST.word[k] := SRC.word[j] 
k:i=k+1 


VPCOMPRESSW reg-reg form 

(KL, VL) = (8, 128), (16, 256), (32, 512) 
k:=0 

FOR j := 0 TOKL-1: 

IF k1[j] OR *no writemask*: 
DEST.word[k] := SRC.word[j] 
k:i=k+1 

IF *merging-masking*: 
*DEST[VL-1:k*16] remains unchanged* 
ELSE DEST[VL-1:k*16] := 0 
DEST[MAX_VL-1:VL] := 0 


VPCOMPRESSB/VCOMPRESSW —Store Sparse Packed Byte/Word Integer Values into Dense Memory/Register 


Vol. 2C 5-335 


INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VPCOMPRESSB __m128i_mm_mask_compress_epi8(__m128i, _ mmask16, __m128i); 
VPCOMPRESSB __m128i __mm_maskz_compress_epi8(__mmask16, __m128i); 
VPCOMPRESSB __m256i __mm256_mask_compress_epi8(__m256i,__ mmask32, __m256i); 
VPCOMPRESSB __m256i __mm256_maskz_compress_epi8(__mmask32, __m256i); 
VPCOMPRESSB __m512i__mm512_mask_compress_epi8(__m512i,__ mmask64,___m512i); 
VPCOMPRESSB __m512i__mm512_maskz_compress_epi8(__mmask64, __m512i); 
VPCOMPRESSB void _mm_mask_compressstoreu_epi8(void*, _ mmask16,___m128i); 
VPCOMPRESSB void _mm256_mask_compressstoreu_epi8(void*, _ mmask32, __m256i); 
VPCOMPRESSB void __mm512_mask_compressstoreu_epi8(void*, _ mmask64,___m512i); 
VPCOMPRESSW __m128i _mm_mask_compress_epi16(__m128i, __ mmask8, __m128i); 
VPCOMPRESSW __m128i _mm_maskz_compress_epi16(__mmask8, __m128i); 


VPCOMPRESSW __m256i _mm256_mask_compress_epi16(__m256i,__ mmask16, __ m256i); 
VPCOMPRESSW __m256i _mm256_maskz_compress_epi16(__mmask16, __m256i); 
VPCOMPRESSW __m512i _mm512_mask_compress_epi16(__m512i,__ mmask32,___m512i); 


VPCOMPRESSW __m512i _mm512_maskz_compress_epi16(__mmask32, __m512i); 
VPCOMPRESSW void _mm_mask_compressstoreu_epil6(void*, _ mmask8, _m128i); 
VPCOMPRESSW void _mm256_mask_compressstoreu_epi16(void*, _ mmask16, __m256i); 
VPCOMPRESSW void _mm512_mask_compressstoreu_epi16(void*, _ mmask32, __m512ii); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-49, “Type E4 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VPCOMPRESSD-—Store Sparse Packed Doubleword Integer Values into Dense Memory/Register 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.66.0F38.WO 8B /r A VIV AVX512VL | Compress packed doubleword integer values from 
VPCOMPRESSD xmm1/m128 {k1}{z}, xmm2 AVX512F xmme2 to xmm1/m128 using controlmask k1. 
EVEX.256.66.0F38.WO 8B /r A VIV AVX512VL | Compress packed doubleword integer values from 
VPCOMPRESSD ymm1/m256 {k1}{z}, ymnm2 AVX512F ymme2 to ymm1/m256 using controlmask k1. 
EVEX.512.66.0F38.W0O 8B /r A VIV AVX512F Compress packed doubleword integer values from 
VPCOMPRESSD zmm1/m512 {k1}{z}, zmm2 zmme2 to zmm1/m512 using controlmask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Compress (store) up to 16/8/4 doubleword integer values from the source operand (second operand) to the desti- 
nation operand (first operand). The source operand is aZMM/YMM/XMM register, the destination operand can bea 
ZMM/YMM/XMM register or a 512/256/128-bit memory location. 

The opmask register ki selects the active elements (partial vector or possibly non-contiguous if less than 16 active 
elements) from the source operand to compress into a contiguous vector. The contiguous vector is written to the 
destination starting from the low element of the destination operand. 

Memory destination version: Only the contiguous vector is written to the destination memory location. EVEX.z 
must be zero. 


Register destination version: If the vector length of the contiguous vector is less than that of the input vector in the 
source operand, the upper bits of the destination register are unmodified if EVEX.z is not set, otherwise the upper 
bits are zeroed. 

Note: EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Note that the compressed displacement assumes a pre-scaling (N) corresponding to the size of one single element 
instead of the size of the full vector. 


Operation 


VPCOMPRESSD (EVEX encoded versions) store form 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
SIZE := 32 
k:=0 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no controlmask* 
THEN 
DEST[k+SIZE-1:k] := SRC[i+31:i] 
k:=k + SIZE 
Fl; 


ENDFOR; 


VPCOMPRESSD—Store Sparse Packed Doubleword Integer Values into Dense Memory/Register Vol. 2C 5-337 


INSTRUCTION SET REFERENCE, V-Z 


VPCOMPRESSD (EVEX encoded versions) reg-reg form 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
SIZE := 32 
k:=0 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no controlmask* 
THEN 
DEST[k+SIZE-1:k] := SRC[i+31:i] 
k:=k+ SIZE 
Fl; 
ENDFOR 
IF *merging-masking* 
THEN *DEST[VL-1:k] remains unchanged* 
ELSE DEST[VL-1:k] := 0 
Fl 
DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPCOMPRESSD __m512i_mm512_mask_compress_epi32(__m512is,__ mmask16 c,__m512i a); 
VPCOMPRESSD __m512i_mm512_maskz_compress_epi32(__mmask16 c,__m512i a); 
VPCOMPRESSD void __mm512_mask_compressstoreu_epi32(void * a,__ mmask16c,__m512is); 
VPCOMPRESSD __m256i__mm256_mask_compress_epi32(__m256i s,__ mmask8 c,___ m256i a); 
VPCOMPRESSD __m256i __mm256_maskz_compress_epi32(__mmask8 c,___m256i a); 
VPCOMPRESSD void __mm256_mask_compressstoreu_epi32(void * a,__ mmask8 c,__ m256i s); 
VPCOMPRESSD __m128i__mm_mask_compress_epi32(__m128i s,__mmask8 c,__m128i a); 
VPCOMPRESSD __m128i _mm_maskz_compress_epi32(__mmask8 c, __m128i a); 
VPCOMPRESSD void _mm_mask_compressstoreu_epi32(void * a,__ mmask8 c,___m128i s); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VPCOMPRESSQ-—Store Sparse Packed Quadword Integer Values into Dense Memory/Register 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.W1 8B /r A VIV AVX512VL | Compress packed quadword integer values from 
VPCOMPRESSQ xmm1/m1 28 {k1}{z}, xmm2 AVX512F xmm2 to xmm1/m128 using controlmask k1. 
EVEX.256.66.0F38.W1 8B /r A VIV AVX512VL | Compress packed quadword integer values from 
VPCOMPRESSQ ymm1/m256 {k1}{z}, ymm2 AVX512F ymme2 to ymm1/m256 using controlmask k1. 
EVEX.512.66.0F38.W1 8B /r A VV AVX512F Compress packed quadword integer values from 
VPCOMPRESSQ zmm1/m512 {k1}{z}, zmm2 zmm_2 to zmm1/m512 using controlmask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Compress (stores) up to 8/4/2 quadword integer values from the source operand (second operand) to the destina- 
tion operand (first operand). The source operand is a ZMM/YMM/XMM register, the destination operand can be a 
ZMM/YMM/XMM register or a 512/256/128-bit memory location. 

The opmask register ki selects the active elements (partial vector or possibly non-contiguous if less than 8 active 
elements) from the source operand to compress into a contiguous vector. The contiguous vector is written to the 
destination starting from the low element of the destination operand. 

Memory destination version: Only the contiguous vector is written to the destination memory location. EVEX.z 
must be zero. 

Register destination version: If the vector length of the contiguous vector is less than that of the input vector in the 
source operand, the upper bits of the destination register are unmodified if EVEX.z is not set, otherwise the upper 
bits are zeroed. 

Note: EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Note that the compressed displacement assumes a pre-scaling (N) corresponding to the size of one single element 
instead of the size of the full vector. 


Operation 


VPCOMPRESSQ (EVEX encoded versions) store form 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
SIZE := 64 
k:=0 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no controlmask* 
THEN 
DEST[k+SIZE-1:k] := SRC[i+63:i] 
k:=k + SIZE 
Fl; 


ENFOR 
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VPCOMPRESSQ (EVEX encoded versions) reg-reg form 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
SIZE := 64 
k:=0 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no controlmask* 
THEN 
DEST[k+SIZE-1:k] := SRC[i+63:i] 
k:=k+SIZE 
Fl; 
ENDFOR 
IF *merging-masking* 
THEN *DEST[VL-1:k] remains unchanged* 
ELSE DEST[VL-1:k] := 0 
Fl 
DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPCOMPRESSQ __m512i__mm512_mask_compress_epi64(__m512i s,___mmask8 c,___m512i a); 
VPCOMPRESSQ __m512i_mm512_maskz_compress_epi64(__mmask8 c, __m512i a); 
VPCOMPRESSQ void _mm512_mask_compressstoreu_epi64(void * a, __mmask8 c,_m512i s); 
VPCOMPRESSQ __m256i __mm256_mask_compress_epi64(__m256i s,___mmask8 c, __m256i a); 
VPCOMPRESSQ __m256i __mm256_maskz_compress_epi64(__mmask8 c, __m256i a); 
VPCOMPRESSQ void _mm256_mask_compressstoreu_epi64(void * a, __mmask8 c, ___m256i s); 
VPCOMPRESSQ __m128i __mm_mask_compress_epi64(__m128i s,___mmask8 c, __m128i a); 
VPCOMPRESSQ __m128i __mm_maskz_compress_epi64(__mmask8 c, __m128i a); 
VPCOMPRESSQ void _mm_mask_compressstoreu_epi64(void * a,___ mmask8 c, __m128i s); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VPCONFLICTD/Q—Detect Conflicts Within a Vector of Packed Dword/Qword Values into Dense 
Memory/ Register 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.WO C4 /r A VIV AVX512VL Detect duplicate double-word values in 
VPCONFLICTD xmm1 {k1}{z}, AVX512CD xmm2/m128/m32bcst using writemask k1. 
xmm2/m128/m32bcst 
EVEX.256.66.0F38.WO C4 /r A VIV AVX512VL Detect duplicate double-word values in 
VPCONFLICTD ymm1 {k1}{Z}, AVX512CD ymm2/m256/m32bcst using writemask k1. 
ymm2/m256/m32bcst 
EVEX.512.66.0F38.W0O C4 /r A VIV AVX512CD Detect duplicate double-word values in 
VPCONFLICTD zmm1 {k1}{Z}, zmm2/m512/m32bcst using writemask k1. 
zmm2/m512/m32bcst 
EVEX.128.66.0F38.W1 C4 /r A VIV AVX512VL Detect duplicate quad-word values in 
VPCONFLICTQ xmm1 {k1}{2}, AVX512CD xmm2/m128/m64bcst using writemask k1. 
xmm2/m128/m64bcst 
EVEX.256.66.0F38.W1 C4 /r A VIV AVX512VL Detect duplicate quad-word values in 
VPCONFLICTQ ymm1 {k1}{Z}, AVX512CD ymm2/m256/m64bcst using writemask k1. 
ymm2/m256/m64bcst 
EVEX.512.66.0F38.W1 C4 /r A VIV AVX512CD Detect duplicate quad-word values in 
VPCONFLICTQ zmm1 {k1}{Z}, zmm2/m512/m64bcst using writemask k1. 
zmm2/m512/m64bcst 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Test each dword/qword element of the source operand (the second operand) for equality with all other elements in 
the source operand closer to the least significant element. Each element’s comparison results form a bit vector, 
which is then zero extended and written to the destination according to the writemask. 


EVEX.512 encoded version: The source operand is a ZMM register, a 512-bit memory location, or a 512-bit vector 
broadcasted from a 32/64-bit memory location. The destination operand is a ZMM register, conditionally updated 
using writemask k1. 


EVEX.256 encoded version: The source operand is a YMM register, a 256-bit memory location, or a 256-bit vector 
broadcasted from a 32/64-bit memory location. The destination operand is a YMM register, conditionally updated 
using writemask k1. 


EVEX.128 encoded version: The source operand is a XMM register, a 128-bit memory location, or a 128-bit vector 
broadcasted from a 32/64-bit memory location. The destination operand is a XMM register, conditionally updated 
using writemask k1. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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Operation 


VPCONFLICTD 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j*32 
IF MaskBit(j) OR *no writemask*THEN 
FOR k := 0 TOj-1 
m := k*32 
IF ((SRC[i+31:i] = SRC[m+31:m])) THEN 
DEST[i+k] := 1 
ELSE 
DEST[i+k] := 0 
Fl 
ENDFOR 
DEST[i+31:i+j] := 0 
ELSE 
IF *merging-masking* THEN 
*DEST[i+31:i] remains unchanged* 
ELSE 
DEST[i+31:i] := 0 
Fl 
Fl 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPCONFLICTQ 
(KL, VU) = (2, 128), (4, 256), (8, 512) 
FOR j= OTOKL-1 


i:= j*64 
IF MaskBit(j) OR *no writemask*THEN 
FOR k:= 0 TOj-1 
m := k*64 
IF ((SRC[i+63:i] = SRC[m+63:m])) THEN 
DEST[i+k] := 1 
ELSE 
DEST[i+k] := 0 
Fl 
ENDFOR 
DEST[i+63:i+j] := 0 
ELSE 


IF *merging-masking* THEN 
*DEST[i+63:i] remains unchanged* 
ELSE 
DEST[i+63:i] = 0 
Fl 
Fl 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPCONFLICTD __m512i_mm512_conflict_epi32(__m512i a); 

VPCONFLICTD __m512i_mm512_mask_conflict_epi32(__m512is,__mmask16 m, 
VPCONFLICTD __m512i_mm512_maskz_conflict_epi32(__mmask16 m, ___m512i a); 
VPCONFLICTQ __m512i_mm512_conflict_epi64(__m512i a); 

VPCONFLICTQ __m512i_mm512_mask_conflict_epi64(__m512i s,__mmask8 m, __m512i a); 
VPCONFLICTQ __m512i_mm512_maskz_conflict_epi64(__mmask8 m, __m512i a); 
VPCONFLICTD __m256i_mm256_conflict_epi32(__m256i a); 

VPCONFLICTD __m256i_mm256_mask_conflict_epi32(__m256i s,__ mmask8 m, __m256i a); 
VPCONFLICTD __m256i_mm256_maskz_conflict_epi32(__mmask8 m, ___m256i a); 
VPCONFLICTQ __m256i__mm256_conflict_epi64(__m256i a); 

VPCONFLICTQ __m256i__mm256_mask_conflict_epi64(__m256i s,__ mmask8 m, __m256i a); 
VPCONFLICTQ __m256i __mm256_maskz_conflict_epi64(__mmask8 m, __m256i a); 
VPCONFLICTD __m128i_mm_conflict_epi32(__m128i a); 


m512i a); 


VPCONFLICTD __m128i__mm_mask_conflict_epi32(__m128i s,__ mmask8 m, __m128i a); 
VPCONFLICTD __m128i_mm_maskz_conflict_epi32(__mmask8 m, __m128i a); 
VPCONFLICTQ __m128i_mm_conflict_epi64(_m128i a); 

VPCONFLICTQ __m128i __mm_mask_conflict_epi64(__m128i s,___ mmask8 m, __m128i a); 


VPCONFLICTQ __m128i__mm_maskz_conflict_epi64(__mmask8 m, __m128i a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Table 2-50, “Type E4NF Class Exception Conditions”. 


VPCONFLICTD/Q—Detect Conflicts Within a Vector of Packed Dword/Qword Values into Dense Memory/ Register 


INSTRUCTION SET REFERENCE, V-Z 


Vol.2C 5-343 


INSTRUCTION SET REFERENCE, V-Z 


VPDPBUSD — Multiply and Add Unsigned and Signed Bytes 


Opcode/ Op/ | 64/32 CPUID Feature Description 
Instruction En | bitMode | Flag 

Support 
EVEX.128.66.0F38.W0 50 /r A VIV AVX512_VNNI Multiply groups of 4 pairs of signed bytes in 
VPDPBUSD xmm1{k1}{z}, xmm2, AVX512VL xmm3/m128/m32bcst with corresponding 
xmm3/m1 28/m32bcst unsigned bytes of xmm2, summing those products 


and adding them to doubleword result in xmm1 
under writemask k1. 


EVEX.256.66.0F38.W0 50 /r A VIV AVX512_VNNI Multiply groups of 4 pairs of signed bytes in 
VPDPBUSD ymm1{k1}{z}, ymm2, AVX512VL ymm3/m256/m32bcst with corresponding 
ymm3/m256/m32bcst unsigned bytes of ymm2, summing those products 


and adding them to doubleword result in ymm1 
under writemask k1. 


EVEX.512.66.0F38.W0 50 /r A VIV AVX512_VNNI Multiply groups of 4 pairs of signed bytes in 
VPDPBUSD zmm1{k1}{z}, zmm2, zmm3/m512/m32bcst with corresponding 
zmm3/m512/m32bcst unsigned bytes of zmm2, summing those products 


and adding them to doubleword result in zmm1 
under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Multiplies the individual unsigned bytes of the first source operand by the corresponding signed bytes of the second 
source operand, producing intermediate signed word results. The word results are then summed and accumulated 
in the destination dword element size operand. 


This instruction supports memory fault suppression. 


Operation 


VPDPBUSD dest, src1, src2 
(KL,VL)=(4,1 28), (8,256), (16,51 2) 
ORIGDEST := DEST 
FOR i := 0 TO KL-1: 
IF k1[i] or *no writemask*: 
// Byte elements of SRC1 are zero-extended to 16b and 
// byte elements of SRC2 are sign extended to 16b before multiplication. 
IF SRC2 is memory and EVEX.b == 1: 
t:= SRC2.dword[0] 
ELSE: 
t:= SRC2.dword{i] 
p1word := ZERO_EXTEND(SRC1.byte[4*i]) * SIGN_EXTEND(t.byte[0]) 
p2word := ZERO_EXTEND(SRC1 .byte[4*i+1]) * SIGN_EXTEND(t.byte[1 J) 
p3word := ZERO_EXTEND(SRC1.byte[4*i+2]) * SIGN_EXTEND(t.byte[2]) 
p4word := ZERO_EXTEND(SRC1.byte[4*i+3]) * SIGN_EXTEND(t.byte[3]) 
DEST.dword[i] := ORIGDEST.dword[i] + p1 word + p2word + p3word + p4word 
ELSE IF *zeroing*: 
DEST.dword[i] := 0 
ELSE:  // Merge masking, dest element unchanged 
DEST.dword[i] := ORIGDEST.dword[i] 
DEST[MAX_VL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPDPBUSD __m128i__mm_dpbusd_epi32(__m128i,___m128i,___m128i); 
VPDPBUSD __m128i __mm_mask_dpbusd_epi32(__m128i, __mmask8, 
VPDPBUSD __m128i__mm_maskz_dpbusd_epi32(__mmask8, __m128i, 


VPDPBUSD __m256i __mm256_dpbusd_epi32(__m256i, __m256i, 


VPDPBUSD __m256i __mm256_mask_dpbusd_epi32(__m256i, 


m256i, __m256i); 


VPDPBUSD __m256i__mm256_maskz_dpbusd_epi32(__mmask8, 
VPDPBUSD __m512i_mm512_dpbusd_epi32(__m512i,___m512i, 


VPDPBUSD __m512i_mm512_mask_dpbusd_epi32(__m512i, 


VPDPBUSD __m512i__mm512_maskz_dpbusd_epi32(__mmask16, 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-49, “Type E4 Class Exception Conditions”. 


VPDPBUSD — Multiply and Add Unsigned and Signed Bytes 


INSTRUCTION SET REFERENCE, V-Z 


Vol.2C 5-345 


INSTRUCTION SET REFERENCE, V-Z 


VPDPBUSDS — Multiply and Add Unsigned and Signed Bytes with Saturation 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 

Support 
EVEX.128.66.0F38.W0 51 /r A VIV AVX512_VNNI Multiply groups of 4 pairs signed bytes in 
VPDPBUSDS xmm1{k1}{z}, xmm2, AVX512VL xmm3/m1 28/m32bcst with corresponding 
xmm3/m1 28/m32bcst unsigned bytes of xmm2, summing those 


products and adding them to doubleword 
result, with signed saturation in xmm1, under 
writemask k1. 


EVEX.256.66.0F38.W0 51 /r A VIV AVX512_VNNI Multiply groups of 4 pairs signed bytes in 
VPDPBUSDS ymm1{k1}{z}, ymm2, AVX512VL ymm3/m256/m32bcst with corresponding 
ymm3/m256/m32bcst unsigned bytes of ymm2, summing those 


products and adding them to doubleword 
result, with signed saturation in ymm1, under 
writemask k1. 


EVEX.512.66.0F38.W0 51 /r A VIV AVX512_VNNI Multiply groups of 4 pairs signed bytes in 
VPDPBUSDS zmm1{k1}{z}, zmm2, zmm3/m512/m32bcst with corresponding 
zmm3/m512/m32bcst unsigned bytes of zmm2, summing those 


products and adding them to doubleword 
result, with signed saturation in zmm1, under 
writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Multiplies the individual unsigned bytes of the first source operand by the corresponding signed bytes of the second 
source operand, producing intermediate signed word results. The word results are then summed and accumulated 
in the destination dword element size operand. If the intermediate sum overflows a 32b signed number the result 
is saturated to either Ox7FFF_FFFF for positive numbers of 0x8000_0000 for negative numbers. 


This instruction supports memory fault suppression. 


Operation 


VPDPBUSDS dest, src1, src2 
(KL,VL)=(4,1 28), (8,256), (16,512) 
ORIGDEST := DEST 
FOR i :=0 TO KL-1: 
IF k1[i] or *no writemask*: 
// Byte elements of SRC1 are zero-extended to 16b and 
// byte elements of SRC2 are sign extended to 16b before multiplication. 
IF SRC2 is memory and EVEX.b == 1: 
t:= SRC2.dword[0] 
ELSE: 
t:= SRC2.dword{i] 
p1word := ZERO_EXTEND(SRC1.byte[4*i]) * SIGN_EXTEND(t.byte[0]) 
p2word := ZERO_EXTEND(SRC1 .byte[4*i+1]) * SIGN_EXTEND(t.byte[1 J) 
p3word := ZERO_EXTEND(SRC1.byte[4*i+2]) * SIGN_EXTEND(t.byte[2]) 
p4word := ZERO_EXTEND(SRC1.byte[4*i+3]) *SIGN_EXTEND(t.byte[3]) 
DEST.dword{i] := SIGNED_DWORD_SATURATE(ORIGDEST.dword{[i] + p1 word + p2word + p3word + p4word) 
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ELSE IF *zeroing*: 
DEST.dword[i] := 0 
ELSE:  // Merge masking, dest element unchanged 
DEST.dword[i] := ORIGDEST.dword{i] 
DEST[MAX_VL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPDPBUSDS __m128i_mm_dpbusds_epi32(__m128i,___m128i, __m128i); 
VPDPBUSDS __m128i_mm_mask_dpbusds_epi32(__m128i, __ mmask8, 
VPDPBUSDS __m128i__mm_maskz_dpbusds_epi32(__mmask8, __m128i, 


m128i, __m128i); 


VPDPBUSDS __m256i __mm256_dpbusds_epi32(__m256i, __m256i, 


VPDPBUSDS __m256i __mm256_mask_dpbusds_epi32(__m256i, 
VPDPBUSDS __m256i__mm256_maskz_dpbusds_epi32(__mmask8, 


VPDPBUSDS __m512i_mm512_dpbusds_epi32(__m512i,___m512i, 


mmask8, __m256i,___m256i); 


VPDPBUSDS __m512i_mm512_mask_dpbusds_epi32(__m512i, 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-49, “Type E4 Class Exception Conditions”. 


VPDPBUSDS — Multiply and Add Unsigned and Signed Bytes with Saturation 


mmask16, 
VPDPBUSDS __m512i_mm512_maskz_dpbusds_epi32(__mmask16, 


INSTRUCTION SET REFERENCE, V-Z 


Vol.2C 5-347 


INSTRUCTION SET REFERENCE, V-Z 


VPDPWSSD — Multiply and Add Signed Word Integers 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
EVEX.128.66.0F38.W0 82 /r A VIV AVX512_VNNI Multiply groups of 2 pairs signed words in 
VPDPWSSD xmm1{k1}{z}, xmm2, AVX512VL xmm3/m1 28/m32bcst with corresponding 
xmm3/m1 28/m32bcst signed words of xmm2, summing those 
products and adding them to doubleword result 
in xmm1, under writemask k1. 
EVEX.256.66.0F38.W0 82 /r A VIV AVX512_VNNI Multiply groups of 2 pairs signed words in 
VPDPWSSD ymm1{k1}{z}, ymm2, AVX512VL ymm3/m256/m32bcst with corresponding 
ymm3/m256/m32bcst signed words of ymm2, summing those 
products and adding them to doubleword result 
in ymm1, under writemask k1. 
EVEX.512.66.0F38.W0 82 /r A VIV AVX512_VNNI Multiply groups of 2 pairs signed words in 
VPDPWSSD zmm1{k1}{z}, zmm2, zmm3/m512/m32bcst with corresponding 
zmm3/m512/m32bcst signed words of zmm2, summing those 
products and adding them to doubleword result 
in zmm1, under writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Multiplies the individual signed words of the first source operand by the corresponding signed words of the second 
source operand, producing intermediate signed, doubleword results. The adjacent doubleword results are then 


summed and accumulated in the destination operand. 
This instruction supports memory fault suppression. 


Operation 


VPDPWSSD dest, src1, src2 
(KL,VL)=(4,1 28), (8,256), (16,51 2) 
ORIGDEST := DEST 
FOR i :=0 TO KL-1: 

IF k1[i] or *no writemask*: 


IF SRC2 is memory and EVEX.b == 1: 


t:= SRC2.dword[0] 
ELSE: 
t:= SRC2.dword{i] 


p1dword := SIGN_EXTEND(SRC1.word[2*i]) * SIGN_EXTEND(t.word[0]) 


p2dword := SIGN_EXTEND(SRC1.word[2*i+1]) * SIGN_EXTEND(t.word[1]) 


DEST.dword[i] := ORIGDEST.dword[i] + p1dword + p2dword 


ELSE IF *zeroing*: 
DEST.dword[i] := 0 


ELSE: // Merge masking, dest element unchanged 
DEST.dword[i] := ORIGDEST.dword[i] 


DEST[MAX_VL-1:VL] := 0 


5-348 Vol. 2C 


VPDPWSSD — Multiply and Add Signed Word Integers 


Intel C/C++ Compiler Intrinsic Equivalent 
VPDPWSSD __m128i__mm_dpwssd_epi32(__m128i, __m128i, 


VPDPWSSD __m128i__mm_mask_dpwssd_epi32(__m128i, _ mmask8, ___m128i, __m128i); 
VPDPWSSD __m128i__mm_maskz_dpwssd_epi32(__mmask8, __m128i, 


VPDPWSSD __m256i__mm256_dpwssd_epi32(__m256i,__m256i, 
mmask8,___m256i,__ m256i); 


VPDPWSSD __m256i__mm256_mask_dpwssd_epi32(__m256i, 


VPDPWSSD __m256i __mm256_maskz_dpwssd_epi32(__mmask8, 
VPDPWSSD __m512i_mm512_dpwssd_epi32(__m512i,__m512i, 


VPDPWSSD __m512i_mm512_mask_dpwssd_epi32(__m512i, 


m512i,___m512i); 


VPDPWSSD __m512i_mm512_maskz_dpwssd_epi32(__mmask16, 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-49, “Type E4 Class Exception Conditions”. 
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VPDPWSSDS — Multiply and Add Signed Word Integers with Saturation 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 

EVEX.128.66.0F38.W0 53 /r A VIV AVX512_VNNI Multiply groups of 2 pairs of signed words in 

VPDPWSSDS xmm1{k1}{z}, xmm2, AVX512VL xmm3/m1 28/m32bcst with corresponding 

xmm3/m1 28/m32bcst signed words of xmm2, summing those 
products and adding them to doubleword result 
in xmm1, with signed saturation, under 
writemask k1. 

EVEX.256.66.0F38.W0 53 /r A VIV AVX512_VNNI Multiply groups of 2 pairs of signed words in 

VPDPWSSDS ymm1{k1}{z}, ymm2, AVX512VL ymm3/m256/m32bcst with corresponding 

ymm3/m256/m32bcst signed words of ymm2, summing those 
products and adding them to doubleword result 
in ymm1, with signed saturation, under 
writemask k1. 

EVEX.512.66.0F38.W0 53 /r A VN AVX512_VNNI Multiply groups of 2 pairs of signed words in 

VPDPWSSDS zmm1{k1}{z}, zmm2, zmm3/m512/m32bcst with corresponding 

zmm3/m512/m32bcst signed words of zmm2, summing those 
products and adding them to doubleword result 
in zmm1, with signed saturation, under 
writemask k1. 

Instruction Operand Encoding 
Op/En | Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 


Description 


Multiplies the individual signed words of the first source operand by the corresponding signed words of the second 
source operand, producing intermediate signed, doubleword results. The adjacent doubleword results are then 
summed and accumulated in the destination operand. If the intermediate sum overflows a 32b signed number, the 
result is saturated to either Ox7FFF_FFFF for positive numbers of 0x8000_0000 for negative numbers. 


This instruction supports memory fault suppression. 


Operation 


VPDPWSSDS dest, src1, src2 
(KL,VL)=(4,1 28), (8,256), (16,51 2) 
ORIGDEST := DEST 
FOR i :=0 TO KL-1: 
IF k1[i] or *no writemask*: 
IF SRC2 is memory and EVEX.b == 1: 
t:= SRC2.dword[0] 
ELSE: 
t:= SRC2.dword{i] 


p1dword := SIGN_EXTEND(SRC1.word[2*i]) * SIGN_EXTEND(t.word[0}) 


p2dword := SIGN_EXTEND(SRC1.word[2*i+ 1]) * SIGN_EXTEND(t.word[1 J) 


DEST.dword{[i] := SIGNED_DWORD_SATURATE(ORIGDEST.dword[i] + p1dword + p2dword) 


ELSE IF *zeroing*: 
DEST.dword[i] := 0 
ELSE: 
DEST.dword[i] := ORIGDEST.dword[i] 
DEST[MAX_VL-1:VL] := 0 
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// Merge masking, dest element unchanged 


VPDPWSSDS — Multiply and Add Signed Word Integers with Saturation 


Intel C/C++ Compiler Intrinsic Equivalent 
VPDPWSSDS __m128i __mm_dpwssds_epi32(__m128i, __m128i, 


VPDPWSSDS __m128i _mm_mask_dpwssd_epi32(__m128i,___mmask8, 


VPDPWSSDS __m128i _mm_maskz_dpwssd_epi32(__mmask8, 


VPDPWSSDS __m256i __mm256_dpwssd_epi32(__m256i, __m256i, 
mmask8, _m256i,___ m256i); 


VPDPWSSDS __m256i _mm256_mask_dpwssd_epi32(__m256i, 


VPDPWSSDS __m256i _mm256_maskz_dpwssd_epi32(__mmask8, 
VPDPWSSDS __m512i_mm512_dpwssd_epi32(__m512i,__m512i, 


VPDPWSSDS __m512i_mm512_mask_dpwssd_epi32(__m512i, 


m512i,___m512i); 


VPDPWSSDS __m512i_mm512_maskz_dpwssd_epi32(__mmask16, 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-49, “Type E4 Class Exception Conditions”. 
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VPERM2F 128 — Permute Floating-Point Values 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En Mode Feature 
Support | Flag 
VEX.256.66.0F3A.WO 06 /r ib RVMI | V/V AVX Permute 128-bit floating-point fields in ymm2 
VPERM2F128 ymm17, ymm2, ymm3/m256, imm8 and ymm3/mem using controls from imm8 and 
store result in ymm17. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RVMI ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) imm8 
Description 


Permute 128 bit floating-point-containing fields from the first source operand (second operand) and second source 
operand (third operand) using bits in the 8-bit immediate and store results in the destination operand (first 
operand). The first source operand is a YMM register, the second source operand is a YMM register or a 256-bit 
memory location, and the destination operand is a YMM register. 


SRC2 Y1 Yo 
a 
DEST XO, X1, YO, or Y1 XO, X1, YO, or Y1 


Figure 5-21. VPERM2F128 Operation 
Imm8[1:0] select the source for the first destination 128-bit field, imm8[5:4] select the source for the second 


destination field. If imm8[3] is set, the low 128-bit field is zeroed. If imm8[7] is set, the high 128-bit field is zeroed. 
VEX.L must be 1, otherwise the instruction will #UD. 
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Operation 


VPERM2F128 
CASE IMM8[1:0] of 

0: DEST[127:0] := SRC1[127:0] 

1: DEST[127:0] := SRC1[255:128] 
2: DEST[127:0] = SRC2[127:0] 

3: DEST[127:0] = SRC2[255:128] 
ESAC 


CASE IMM8[5:4] of 

0: DEST[255:128] = SRC1[127:0] 

1: DEST[255:1 28] := SRC1[255:128] 
2: DEST[255:128] = SRC2[127:0] 

3; DEST[255:128] := SRC2[255:128] 
ESAC 

IF (imm8[3]) 

DEST[127:0] := 0 

FI 


IF (imm8[7]) 
DEST[MAXVL-1:128] := 0 
FI 


Intel C/C++ Compiler Intrinsic Equivalent 


VPERM2F128: m256 __mm256_permute2f128_ps (__m256 a,__m256 b, int control) 
VPERM2F128: m256d _mm256_permute2f128_pd (__m256d a, _m256d b, int control) 
VPERM2F128: m256i__mm256_permute2f128_si256 (__m256i a,___m256i b, int control) 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-23, “Type 6 Class Exception Conditions”; additionally: 
#UD If VEX.L = 0 

If VEX.W = 1. 
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VPERM21128 — Permute Integer Values 


Opcode/ Op/ 64/32 | CPUID Description 
Instruction En -bit Feature 
Mode _ | Flag 
VEX.256.66.0F3A.WO 46 /r ib RVMI | V/V AVX2 Permute 128-bit integer data in ymm2 and 
VPERM21128 ymm1, ymm2, ymm3/m256, imm8& ymm3/mem using controls from imm8 and 
store result in ymm/7. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RVMI ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) Imm8 
Description 


Permute 128 bit integer data from the first source operand (second operand) and second source operand (third 
operand) using bits in the 8-bit immediate and store results in the destination operand (first operand). The first 
source operand is a YMM register, the second source operand is a YMM register or a 256-bit memory location, and 
the destination operand is a YMM register. 


SRC2 Y1 YO 
DEST X0, X1, YO, or Y1 XO, X1, YO, or Y1 


Figure 5-22. VPERM2I128 Operation 
Imm8[1:0] select the source for the first destination 128-bit field, imm8[5:4] select the source for the second 


destination field. If imm8[3] is set, the low 128-bit field is zeroed. If imm8[7] is set, the high 128-bit field is zeroed. 
VEX.L must be 1, otherwise the instruction will #UD. 


5-354 Vol. 2C VPERM21128 — Permute Integer Values 


Operation 


VPERM21128 
CASE IMM8[1:0] of 

0: DEST[127:0] = SRC1[127:0] 

1: DEST[127:0] := SRC1[255:128] 

2: DEST[127:0] = SRC2[127:0] 

3: DEST[127:0] = SRC2[255:128] 
ESAC 

CASE IMM8[5:4] of 

0: DEST[255:128] = SRC1[127:0] 

1: DEST[255:1 28] := SRC1[255:128] 
2: DEST[255:128] = SRC2[127:0] 

3; DEST[255:128] = SRC2[255:128] 
ESAC 

IF (imm8[3]) 

DEST[127:0] := 0 

Fl 


IF (imm8[7]) 
DEST[255:128] := 0 
Fl 


Intel C/C++ Compiler Intrinsic Equivalent 


VPERM21128:__m256i__mm256_permute2x128_si256 (__m256i a,__ m256i b, int control) 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-23, “Type 6 Class Exception Conditions”; additionally: 
#UD If VEX.L = 0, 

If VEX.W = 1. 
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VPERMB—Permute Packed Bytes Elements 


Opcode/ Op/ | 64/32 CPUIDFeature | Description 
Instruction En | bitMode | Flag 
Support 
EVEX.128.66.0F38.W0 8D /r A VV AVX512VL Permute bytes in xmm3/m1 28 using byte indexes in 
VPERMB xmm1 {k1}{z}, xmm2, AVX512_VBMI | xmm2 and store the result in xmm1 using writemask 
xmm3/m128 k1, 
EVEX.256.66.0F38.W0 8D /r A VIV AVX512VL Permute bytes in ymm3/m256 using byte indexes in 
VPERMB ymm1 {k1}{z}, ymm2, AVX512_VBMI | ymm2 and store the result in ymm1 using writemask 
ymm3/m256 k1. 
EVEX.512.66.0F38.W0 8D /r A VV AVX512_VBMI | Permute bytes in zmm3/m512 using byte indexes in 
VPERMB zmm1 {k1}{z}, zmm2, zmmcz and store the result in zmm1 using writemask 
zmm3/m512 k1, 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Copies bytes from the second source operand (the third operand) to the destination operand (the first operand) 
according to the byte indices in the first source operand (the second operand). Note that this instruction permits a 
byte in the source operand to be copied to more than one location in the destination operand. 


Only the low 6(EVEX.512)/5(EVEX.256)/4(EVEX.128) bits of each byte index is used to select the location of the 
source byte from the second source operand. 


The first source operand is a ZMM/YMM/XMM register. The second source operand can be a ZMM/YMM/XMM reg- 
ister, a 512/256/128-bit memory location. The destination operand is a ZMM/YMM/XMM register updated at byte 
granularity by the writemask k1. 


Operation 


VPERMB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 


IF VL = 128: 
n:= 3; 

ELSE IF VL = 256: 
ni=4; 

ELSE IF VL = 512: 
n:=5; 

Fl; 

FOR j := 0 TO KL-1: 


id = SRC1[j*8 + n: j*8]; // location of the source byte 
IF k1[j] OR *no writemask* THEN 

DEST[j*8 + 7: j*8] = SRC2[id*8 +7: id*8]; 
ELSE IF zeroing-masking THEN 


DESTI[j*8 + 7: j*8] := 0; 
*ELSE 


DESTI[j*8 + 7: j*8] remains unchanged* 


Fl 
ENDFOR 
DEST[MAX_VL-1:VL] := 0; 


Intel C/C++ Compiler Intrinsic Equivalent 


VPERMB __m512i_mm512_permutexvar_epi8(__m512i idx, 
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m512i a); 


\VPERMB—Permute Packed Bytes Elements 


VPERMB 


m512i 
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mm512_mask_permutexvar_epi8(__m512is,__ mmask64 k,___m512i idx, __m512i a); 


VPERMB 


m512i 


mm512_maskz_permutexvar_epi8(__mmask64 k,__m512i idx, ___m512i a); 


VPERMB 


m256i 


mm256_permutexvar_epi8(__m256i idx, __m256i a); 


VPERMB 


m256i 


mm256_mask_permutexvar_epi8(__m256i s,__ mmask32 k,___ m256i idx, __m256i a); 


VPERMB 


m256i 


mm256_maskz_permutexvar_epi8(__mmask32 k,___ m256i idx, __ m256i a); 


VPERMB __. 


VPERMB __m128i __mm_mask_permutexvar_epi8(__m128i s, 


m128i _1 


mm_permutexvar_epi8(__m128i idx, __m128i a); 


mmask16 k,__m128i idx, __m128i a); 


VPERMB __m128i __mm_maskz_permutexvar_epi8(__mmask16 k, 


m128i idx, __m128i a); 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 


See Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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VPERMD/VPERMW—Permute Packed Doublewords/Words Elements 


Opcode/ Op/ 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
VEX.256.66.0F38.W0 36 /r A VIV AVX2 Permute doublewords in ymm3/m256 using indices in 
VPERMD ymm1, ymm2, ymm3/m256 ymm_2 and store the result in ymm1. 
EVEX.256.66.0F38.W0 36 /r B VIN AVX512VL_ | Permute doublewords in ymm3/m256/m32bcst using 
VPERMD ymm1 {k1}{z}, ymm2, AVX512F indexes in ymme2 and store the result in ymm1 using 
ymm3/m256/m32bcst writemask k1. 
EVEX.512.66.0F38.W0 36 /r B VV AVX512F Permute doublewords in zmm3/m512/m32bcst using 
VPERMD zmm1 {k1}{z}, zmm2, indices in zmm2 and store the result in zmm1 using 
zmm3/m512/m32bcst writemask k1. 
EVEX.128.66.0F38.W1 8D /r C VIV AVX512VL_ | Permute word integers in xmm3/m128 using indexes 
VPERMW xmm1 {k1}{z}, xmm2, AVX512BW | inxmm2 and store the result in xmm1 using writemask 
xmm3/m128 k1, 
EVEX.256.66.0F38.W1 8D /r C VV AVX512VL_ | Permute word integers in ymm3/m256 using indexes 
VPERMW ymm1 {k1}{z}, ymm2, AVX512BW | inymm2 and store the result in ymm1 using writemask 
ymm3/m256 k1, 
EVEX.512.66.0F38.W1 8D /r C VV AVX512BW | Permute word integers in zmm3/m512 using indexes 
VPERMW zmm1 {k1}{z}, zmm2, in zmm2 and store the result in zmm1 using writemask 
zmm3/m512 k1, 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 

A NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 

B Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 

C Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 

Description 


Copies doublewords (or words) from the second source operand (the third operand) to the destination operand (the 
first operand) according to the indices in the first source operand (the second operand). Note that this instruction 
permits a doubleword (word) in the source operand to be copied to more than one location in the destination 
operand. 


VEX.256 encoded VPERMD: The first and second operands are YMM registers, the third operand can be a YMM 
register or memory location. Bits (MAXVL-1:256) of the corresponding destination register are zeroed. 


EVEX encoded VPERMD: The first and second operands are ZMM/YMM registers, the third operand can be a 
ZMM/YMM register, a 512/256-bit memory location or a 512/256-bit vector broadcasted from a 32-bit memory 
location. The elements in the destination are updated using the writemask k1. 


VPERMW: first and second operands are ZMM/YMM/XMM registers, the third operand can be a ZMM/YMM/XMM 
register, or a 512/256/128-bit memory location. The destination is updated using the writemask k1. 


EVEX.128 encoded versions: Bits (MAXVL-1:128) of the corresponding ZMM register are zeroed. 
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Operation 


VPERMD (EVEX encoded versions) 
(KL, VL) = (8, 256), (16, 512) 
IF VL = 256 THEN n:= 2; Fl; 
IF VL = 512 THEN n:= 3; Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
id := 32*SRC1[i+n:i] 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN DEST[i+31:i] = SRC2[31:0]; 
ELSE DEST[i+31:i] := SRC2[id+31:id]; 


Fl; 
ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPERMD (VEX.256 encoded version) 

DEST[31:0] := (SRC2[255:0] >> (SRC1[2:0] * 32))[31:0]; 
DEST[63:32] := (SRC2[255:0] >> (SRC1[34:32] * 32))[31:0]; 
DEST[95:64] := (SRC2[255:0] >> (SRC1[66:64] * 32))[31:0]; 
DEST[127:96] := (SRC2[255:0] >> (SRC1[98:96] * 32))[31:0]; 
DEST[159:1 28] := (SRC2[255:0] >> (SRC1[130:128] * 32))[31:0]; 
DEST[191:160] := (SRC2[255:0] >> (SRC1[162:160] * 32))[31:0]; 
DEST[223:192] := (SRC2[255:0] >> (SRC1[194:192] * 32))[31:0]; 
DEST[255:224] := (SRC2[255:0] >> (SRC1[226:224] * 32))[31:0]; 
DEST[MAXVL-1:256] := 0 


~~ YS YH 


VPERMW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
IF VL = 128 THEN n:= 2; Fl; 
IF VL = 256 THEN n:= 3; Fl; 
IF VL = 512 THEN n:= 4; Fl; 
FOR j := 0 TO KL-1 

i:=j*16 

id := 16*SRC1[i+n:i] 

IF k1[j] OR *no writemask* 

THEN DEST[i+1 5:i] := SRC2[id+1 5:id] 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPERMD __m512i_mm512_permutexvar_epi32(__m512i idx, __m512i a); 

VPERMD __m512i_mm512_mask_permutexvar_epi32(__m512is,__mmask16 k,__m512i idx, __m512i a); 
VPERMD __m512i_mm512_maskz_permutexvar_epi32(__mmask16 k,__m512i idx, __m512i a); 
VPERMD __m256i__mm256_permutexvar_epi32(__m256i idx, __ m256i a); 

VPERMD __m256i__mm256_mask_permutexvar_epi32(__m256i s,__ mmask8 k, __m256i idx, __ m256i a); 
VPERMD __m256i_mm256_maskz_permutexvar_epi32(__mmask8 k, __m256i idx, __ m256i a); 

VPERMW __m512i_mm512_permutexvar_epi16(__m512i idx, __m512i a); 

VPERMW __m512i_mm512_mask_permutexvar_epi16(__m512i s,__ mmask32 k,__m512i idx, ___m512i a); 
VPERMW __m512i_mm512_maskz_permutexvar_epi16(__mmask32 k,__m512i idx, ___m512i a); 
VPERMW __m256i__mm256_permutexvar_epi16(__m256i idx, __m256i a); 

VPERMW __m256i__mm256_mask_permutexvar_epi16(__m256i s,__ mmask16 k, __ m256i idx, __m256i a); 
VPERMW __m256i__mm256_maskz_permutexvar_epi16(__mmask16 k,__m256i idx, _ m256i a); 
VPERMW __m128i 


_mm_permutexvar_epi16(__m128i idx, __m128i a); 
VPERMW __m128i __mm_mask_permutexvar_epi16(__m128i s,___mmask8 k, 


VPERMW __m128i__mm_maskz_permutexvar_epi16(__mmask8 k, 


m1 28i idx, __m128i a); 
m128i idx, __m128i a); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded VPERMD, see Table 2-50, “Type E4NF Class Exception Conditions”. 
EVEX-encoded VPERMW, see Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 


Additionall 
#UD 
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y: 


If VEX.L = 0. 
If EVEX.L’L = 0 for VPERMD. 
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VPERMI2B—Full Permute of Bytes from Two Tables Overwriting the Index 


Opcode/ Op/ | 64/32 CPUID Feature Description 
Instruction En | bitMode | Flag 

Support 
EVEX.128.66.0F38.W0O 75 /r A VIV AVX512VL Permute bytes in xmm3/m128 and xmm_2 using 
VPERMIZB xmm1 {k1}{z}, xmm2, AVX512_VBMI byte indexes in xmm1 and store the byte results 
xmm3/m128 in xmm1 using writemask k1. 
EVEX.256.66.0F38.W0 75 /r A VIV AVX512VL Permute bytes in ymm3/m256 and ymme2 using 
VPERMI2B ymm1 {k1}{z}, ymm2, AVX512_VBMI byte indexes in ymm1 and store the byte results 
ymm3/m256 in ymm1 using writemask k1. 
EVEX.512.66.0F38.W0 75 /r A VIV AVX512_VBMI Permute bytes in zmm3/m512 and zmme2 using 
VPERMI2ZB zmm1 {k1}{z}, zmm2, byte indexes in zmm1 and store the byte results 
zmm3/m512 in zmm1 using writemask k1. 


Instruction Operand Encoding 


Op/En | Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Permutes byte values in the second operand (the first source operand) and the third operand (the second source 
operand) using the byte indices in the first operand (the destination operand) to select byte elements from the 
second or third source operands. The selected byte elements are written to the destination at byte granularity 
under the writemask k1. 

The first and second operands are ZMM/YMM/XMM registers. The first operand contains input indices to select 
elements from the two input tables in the 2nd and 3rd operands. The first operand is also the destination of the 
result. The third operand can be a ZMM/YMM/XMM register, or a 512/256/128-bit memory location. In each index 
byte, the id bit for table selection is bit 6/5/4, and bits [5:0]/[4:0]/[3:0] selects element within each input table. 


Note that these instructions permit a byte value in the source operands to be copied to more than one location in 
the destination operand. Also, the same tables can be reused in subsequent iterations, but the index elements are 
overwritten. 


Bits (MAX_VL-1:256/128) of the destination are zeroed for VL=256,128. 
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Operation 


VPERMIZ2B (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
IF VL = 128: 
id := 3; 
ELSE IF VL = 256: 
id:=4; 
ELSE IF VL = 512: 
id:=5; 
Fl; 
TMP_DEST[VL-1:0] := DEST[VL-1:0]; 
FOR j :=0 TO KL-1 
off := 8*SRC1[j*8 + id: j*8] ; 
IF k1[j] OR *no writemask*: 
DEST[j*8 + 7: j*8] = TMP_DEST[j*8+id+1 ]? SRC2[off+ 7:off] : SRC1[off+7:off]; 
ELSE IF *zeroing-masking* 
DEST[j*8 + 7: j*8] := 0; 
*ELSE 
DEST[j*8 + 7: j*8] remains unchanged* 
Fl; 
ENDFOR 
DEST[MAX_VL-1:VL] := 0; 


Intel C/C++ Compiler Intrinsic Equivalent 


VPERMI2B____m512i_mm512_permutex2var_epi8(__m512i a,__m512i idx, __m512i b); 
VPERMI2B __m512i_mm512_mask2_permutex2var_epi8(__m512i a,__m512i idx, __ mmask64 k,__m512i b); 


VPERMI2B __m512i_mm512_maskz_permutex2var_epi8(__mmask64 k,___m512i a,__m512i idx, __m512i b); 
VPERMI2B __m256i__mm256_permutex2var_epi8(__m256i a, __ m256i idx, __m256i b); 

VPERMI2B __m256i_mm256_mask2_permutex2var_epi8(__m256i a,__ m256i idx, __ mmask32 k, __m256i b); 
VPERMI2B __ m256i__mm256_maskz_permutex2var_epi8(__mmask32 k,__ m256i a,__ m256Gi idx, __ m256i b); 


VPERMI2B __m128i__mm_permutex2var_epi8(__m128i a, __m128i idx, __m128i b); 
VPERMI2B __m128i__mm_mask2_permutex2var_epi8(__m128i a,__m128i idx, __ mmask16 k, __m128i b); 
VPERMI2B __m128i __mm_maskz_permutex2var_epi8(__mmask16 k,___m128i a, __m128i idx, __m128i b); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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VPERMI2W/D/Q/PS/PD—Full Permute From Two Tables Overwriting the Index 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 

EVEX.128.66.0F38.W1 75 /r A VV AVX512VL_ | Permute word integers from two tables in 

VPERMI2W xmm1 {k1}{z}, xmm2, AVX512BW | xmm3/m128 and xmm_z using indexes in xmm1 and 

xmm3/m128 store the result in xmm1 using writemask k1. 

EVEX.256.66.0F38.W1 75 /r A VV AVX512VL_ | Permute word integers from two tables in 

VPERMI2W ymm1 {k1}{z}, ymm2, AVX512BW | ymm3/m256 and ymm_2 using indexes in ymm1 and 

ymm3/m256 store the result in ymm1 using writemask k1. 

EVEX.512.66.0F38.W1 75 /r A VV AVX512BW | Permute word integers from two tables in 

VPERMI2W zmm1 {k1}{z}, zmm2, zmm3/m512 and zmm2 using indexes in zmm1 and 

zmm3/m512 store the result in zmm1 using writemask k1. 

EVEX.128.66.0F38.W0O 76 /r B VV AVX512VL_ | Permute double-words from two tables in 

VPERMI2ZD xmm1 {k1}{z}, xmm2, AVX512F xmm3/m1 28/m32bcst and xmm2 using indexes in 

xmm3/m128/m32bcst xmm_1 and store the result in xmm1 using writemask 
k1. 

EVEX.256.66.0F38.W0 76 /r B VIV AVX512VL_ | Permute double-words from two tables in 

VPERMI2ZD ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m32bcst and ymmz using indexes in 

ymm3/m256/m32bcst ymm1 and store the result in ymm1 using writemask 
k1. 

EVEX.512.66.0F38.W0 76 /r B VIN AVX512F Permute double-words from two tables in 

VPERMI2ZD zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst and zmmz using indices in 

zmm3/m512/m32bcst zmm1 and store the result in zmm1 using writemask 
k1. 

EVEX.128.66.0F38.W1 76 /r B VIV AVX512VL_ | Permute quad-words from two tables in 

VPERMI2Q xmm1 {k1}{z}, xmm2, AVX512F xmm3/m128/m64bcst and xmm_z using indexes in 

xmm3/m128/m64bcst xmm_1 and store the result in xmm1 using writemask 
k1. 

EVEX.256.66.0F38.W1 76 /r B VIV AVX512VL_ | Permute quad-words from two tables in 

VPERMI2Q ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m64bcst and ymmz using indexes in 

ymm3/m256/m64bcst ymm1 and store the result in ymm1 using writemask 
k1. 

EVEX.512.66.0F38.W1 76 /r B VIV AVX512F Permute quad-words from two tables in 

VPERMI2Q zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst and zmm2 using indices in 

zmm3/m512/m64bcst zmm1 and store the result in zmm1 using writemask 
k1. 

EVEX.128.66.0F38.WO 77 /r B VIV AVX512VL_ | Permute single-precision FP values from two tables in 

VPERMI2PS xmm1 {k1}{z}, xmm2, AVX512F xmm3/m1 28/m32bcst and xmm2 using indexes in 

xmm3/m128/m32bcst xmm_1 and store the result in xmm1 using writemask 
k1. 

EVEX.256.66.0F38.W0O 77 /r B VV AVX512VL_ | Permute single-precision FP values from two tables in 

VPERMI2ZPS ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m32bcst and ymmz using indexes in 

ymm3/m256/m32bcst ymm1 and store the result in ymm1 using writemask 
k1. 

EVEX.512.66.0F38.W0O 77 /r B VIV AVX512F Permute single-precision FP values from two tables in 

VPERMI2PS zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst and zmmz using indices in 

zmm3/m512/m32bcst zmm1 and store the result in zmm1 using writemask 


k1. 
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INSTRUCTION SET REFERENCE, V-Z 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F38.W1 77 /r B VIV AVX512VL_ | Permute double-precision FP values from two tables in 
VPERMI2PD xmm1 {k1}{z}, xmm2, AVX512F xmm3/m128/m64bcst and xmmz using indexes in 
xmm3/m1 28/m64bcst xmm1 and store the result in xmm1 using writemask 
k1. 
EVEX.256.66.0F38.W1 77 /r B VIV AVX512VL_ | Permute double-precision FP values from two tables in 
VPERMI2PD ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m64bcst and ymm2z using indexes in 
ymm3/m256/m64bcst ymm1 and store the result in ymm1 using writemask 
k1, 
EVEX.512.66.0F38.W1 77 /r B VIV AVX512F Permute double-precision FP values from two tables in 
VPERMI2PD zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst and zmm_2 using indices in 
zmm3/m512/m64bcst zmm1 and store the result in zmm1 using writemask 
k1, 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (r,w) EVEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Permutes 16-bit/32-bit/64-bit values in the second operand (the first source operand) and the third operand (the 
second source operand) using indices in the first operand to select elements from the second and third operands. 
The selected elements are written to the destination operand (the first operand) according to the writemask k1. 
The first and second operands are ZMM/YMM/XMM registers. The first operand contains input indices to select 
elements from the two input tables in the 2nd and 3rd operands. The first operand is also the destination of the 
result. 

D/Q/PS/PD element versions: The second source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit 
memory location or a 512/256/128-bit vector broadcasted from a 32/64-bit memory location. Broadcast from the 
low 32/64-bit memory location is performed if EVEX.b and the id bit for table selection are set (selecting table_2). 
Dword/PS versions: The id bit for table selection is bit 4/3/2, depending on VL=512, 256, 128. Bits 
[3:0]/[2:0]/[1:0] of each element in the input index vector select an element within the two source operands, If 
the id bit is 0, table_1 (the first source) is selected; otherwise the second source operand is selected. 

Qword/PD versions: The id bit for table selection is bit 3/2/1, and bits [2:0]/[1:0] /bit 0 selects element within each 
input table. 

Word element versions: The second source operand can be a ZMM/YMM/XMM register, or a 512/256/128-bit 
memory location. The id bit for table selection is bit 5/4/3, and bits [4:0]/[3:0]/[2:0] selects element within each 
input table. 

Note that these instructions permit a 16-bit/32-bit/64-bit value in the source operands to be copied to more than 
one location in the destination operand. Note also that in this case, the same table can be reused for example for a 
second iteration, while the index elements are overwritten. 


Bits (MAXVL-1:256/128) of the destination are zeroed for VL=256,128. 
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Operation 


VPERMI2W (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
IF VL= 128 
id:=2 
Fl; 
IF VL = 256 
id:=3 
Fl; 
IF VL= 512 
id :=4 
Fl; 
TMP_DEST := DEST 
FOR j := 0 TO KL-1 
i:=j*16 
off := 16*TMP_DEST[i+id:i] 
IF k1[j] OR *no writemask* 


THEN 
DEST[i+1 5:i]=TMP_DEST[i+id+ 1] ? SRC2[off+1 S:off] 
: SRC1[off+1 5:off] 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPERMI2D/VPERMI2PS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF VL= 128 
id:=1 
Fl; 
IF VL = 256 
id:=2 
Fl; 
IF VL= 512 
id:=3 
Fl; 
TMP_DEST := DEST 
FOR j := 0 TO KL-1 
i:=j* 32 
off := 32*TMP_DEST[i+id:i] 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN 
DEST[i+31:i] = TMP_DEST[i+id+1] ? SRC2[31:0] 
: SRC1[off+31:off] 
ELSE 
DEST[i+31:i] = TMP_DEST[i+id+1] ? SRC2[off+31:off] 
: SRC1[off+31:off] 
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Fl 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPERMI2Q/VPERMIZPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8 512) 
IF VL= 128 
id:=0 
Fl; 
IF VL = 256 
id:=1 
Fl; 
IF VL=512 
id:=2 
Fl; 
TMP_DEST:= DEST 
FOR j := 0 TO KL-1 
i:=j* 64 
off := 64*TMP_DEST[i+id:i] 
IF k1[j] OR *no writemask* 


THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
DEST[i+63:i] = TMP_DEST[i+id+1] ? SRC2[63:0] 
: SRC1[off+63:off] 
ELSE 
DEST[i+63:i] := TMP_DEST[i+id+1] ? SRC2[off+63:off] 
: SRC1[off+63:off] 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPERMI2D __m512i_mm512_permutex2var_epi32(__m512i a,__m512i idx,__m512i b); 

VPERMI2D __m512i_mm512_mask_permutex2var_epi32(__m512i a,__ mmask16 k,__m512i idx, __m512i b); 
VPERMI2D __m512i_mm512_mask2_permutex2var_epi32(__m512i a,__m512i idx, ___ mmask16 k,___m512i b); 
VPERMI2D __m512i_mm512_maskz_permutex2var_epi32(__mmask16 k,__m512ia,__m512i idx, __m512i b); 
VPERMI __m256i__mm256_permutex2var_epi32(__m256i a,__ m256i idx, __m256i b); 

VPERMI2D __m256i__mm256_mask_permutex2var_epi32(__m256i a,__ mmask8 k,__ m256i idx, __m256i b); 
VPERMI2D __ m256i_mm256_mask2_permutex2var_epi32(__m256i a, ___ m256i idx, __ mmask8 k, __m256i b); 
VPERMI2D __m256i__mm256_maskz_permutex2var_epi32(__mmask8 k,__ m256i a,___ mM256i idx, __m256i b); 


VPERMI2D __m128i_mm_permutex2var_epi32(__m128i a, ___m128i idx, __m128i b); 

VPERMI2D __m128i__mm_mask_permutex2var_epi32(__m128i a,__mmask8 k,___m128i idx, __m128i b); 
VPERMI2D __m128i__mm_mask2_permutex2var_epi32(__m128i a, __m128i idx, __ mmask8 k, __m128i b); 
VPERMI2D __m128i__mm_maskz_permutex2var_epi32(__mmask8 k,___m128i a,__m128i idx, __m128i b); 
VPERMI2PD __m512d_mm512_permutex2var_pd(__m512d a,__m512i idx,__m512d b); 

VPERMI2PD __m512d_mm512_mask_permutex2var_pd(__m512d a,__ mmask8 k,___m512i idx,__m512d b); 
VPERMI2PD __m512d_mm512_mask2_permutex2var_pd(__m512da,__m512i idx, ___mmask8 k,__m512d b); 
VPERMI2PD __m512d_mm512_maskz_permutex2var_pd(__mmask8 k,__m512d a,__m512i idx, __m512d b); 
VPERMI2PD __m256d_mm256_permutex2var_pd(__m256d a, ___ m256i idx, __ m256d b); 

VPERMI2PD __m256d __mm256_mask_permutex2var_pd(__m256d a, ___ mmask8 k, __ m256i idx, ___ m256d b); 
VPERMI2PD __m256d __mm256_mask2_permutex2var_pd(__m256d a, ___ m256i idx, __ mmask8 k, __ m256d b); 
VPERMI2PD __m256d __mm256_maskz_permutex2var_pd(__mmask8 k,___ m256d a, __m256i idx, __m256d b); 
VPERMI2PD __m128d_mm_permutex2var_pd(__m128d a, __m128i idx, __m128d b); 

VPERMI2PD __m128d _mm_mask_permutex2var_pd(__m128d a,__ mmask8 k,___m128i idx, __m128d b); 
VPERMI2PD __m128d_mm_mask2_permutex2var_pd(__m128d a, __m128i idx, __ mmask8 k,__m128d b); 
VPERMI2PD __m128d __mm_maskz_permutex2var_pd(__mmask8 k,___m128d a,__m128i idx, __m128d b); 
VPERMI2PS __m512_mm512_permutex2var_ps(__m512 a,__m512i idx,__m512 b); 

VPERMI2PS __m512_mm512_mask_permutex2var_ps(__m512 a,__mmask16 k,___m512i idx, __m512 b); 
VPERMI2PS __m512_mm512_mask2_permutex2var_ps(__m512 a,__m512i idx, __ mmask16 k,__m512 b); 
VPERMI2PS ___m512_mm512_maskz_permutex2var_ps(__mmask16 k,__m512 a,__m512i idx,__m512 b); 
VPERMI2PS ___m256 __mm256_permutex2var_ps(__m256 a, ___ m256i idx,___m256 b); 

VPERMI2PS __m256 _mm256_mask_permutex2var_ps(__m256 a,__ mmask8 k, __m256i idx, __ m256 b); 
VPERMI2PS __m256 __mm256_mask2_permutex2var_ps(__m256 a,__ m256i idx, _ mmask8 k,___m256 b); 
VPERMI2PS __m256 __mm256_maskz_permutex2var_ps(__mmask8 k,__m256 a,__ m256i idx, __m256 b); 


VPERMI2PS ___m128 __mm_permutex2var_ps(__m128 a, 
VPERMI2PS __m128 __mm_mask_permutex2var_ps(__m128 a,__ mmask8 k,___m128i idx, ___m128 b); 

VPERMI2PS __m128 _mm_mask2_permutex2var_ps(__m128 a,__m128i idx, _ mmask8 k,__m128 b); 
VPERMI2PS __m128 _mm_maskz_permutex2var_ps(__mmask8 k,__m128 a,__m128i idx, __m128 b); 
VPERMI2Q___m512i__mm512_permutex2var_epi64(__m512i a,__m512i idx, __m512i b); 


m1 28i idx, __m128 b); 


VPERMI2Q___m512i__mm512_mask_permutex2var_epi64(__m512i a, __mmask8 k, __m512i idx, __m512i b); 
VPERMI2Q___m512i _mm512_mask2_permutex2var_epi64(__m512i a, __m512i idx, __mmask8 k, __m512i b); 
VPERMI2Q___m512i__mm512_maskz_permutex2var_epi64(__mmask8 k, __m512i a,__m512i idx, __m512i b); 
VPERMI2Q_ __m256i _mm256_permutex2var_epi64(__m256i a, __m256i idx, __m256i b); 

VPERMI2Q __m256i _mm256_mask_permutex2var_epi64(__m256i a, __mmask8 k, __m256i idx, __m256i b); 
VPERMI2Q __m256i _mm256_mask2_permutex2var_epi64(__m256i a, __m256i idx, __mmask8 k, __m256i b); 
VPERMI2Q __m256i __mm256_maskz_permutex2var_epi64(__mmask8 k, __m256i a, __m256i idx, __m256i b); 
VPERMI2Q __m128i _mm_permutex2var_epi64(__m128i a, __m128i idx, __m128i b); 

VPERMI2Q __m128i _mm_mask_permutex2var_epi64(__m128i a, ___mmask8 k, __m128i idx, __m128i b); 
VPERMI2Q __m128i __mm_mask2_permutex2var_epi64(__m128i a, __m128i idx, __ mmask8 k, __m128i b); 


VPERMI2Q __m128i _mm_maskz_permutex2var_epi64(__mmask8 k, __m128i a, __m128i idx, __m128i b); 
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VPERMI2W __m512i 


mm512_permutex2var_epil16(__m512i a,___m512i idx, ___m512ib); 


VPERMI2W __m512i 


mm512_mask_permutex2var_epi16(__m512i a,__ mmask32 k,__m512i idx, ___m512ib); 


VPERMI2W __m512i 


mm512_mask2_permutex2var_epi16(__m512i a,__m512i idx, __ mmask32 k,___m512ib); 


VPERMI2W __m512i 


VPERMI2W __m256i 


mm512_maskz_permutex2var_epi16(__mmask32 k,__m512i a,__m512i idx, __m512i b); 
mm256_permutex2var_epi16(__m256i a,__ m256i idx, __ m256i b); 


VPERMI2W __m256i 


mm256_mask_permutex2var_epi16(__m256i a,__ mmask16 k,__ m256i idx, __ m256i b); 


VPERMI2W __m256i 


mm256_mask2_permutex2var_epi16(__m256i a,__ m256i idx,__ mmask16 k, __m256i b); 


VPERMI2W __m256i 


mm256_maskz_permutex2var_epi16(__mmask16 k,__ m256i a,__ m256i idx, __m256i b); 


VPERMI2W __m128i _| 


VPERMI2W __m128i 


mm_permutex2var_epi16(__m128i a, ___m128i idx, __m128i b); 
mm_mask_permutex2var_epi16(__m128i a, ___mmask8 k, __m128i idx, 


m128i b); 


VPERMI2W __m128i 


mm_mask2_permutex2var_epi16(__m128i a,__m128i idx, ___ mmask8 k, __m128i b); 


VPERMI2W __m128i 


mm_maskz_permutex2var_epi16(__mmask8 k, __m128i a,__m128i idx, __m128i b); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


VPERMI2D/Q/PS/PD: See Table 2-50, “Type E4NF Class Exception Conditions”. 
VPERMI2W: See Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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VPERMILPD—Permute In-Lane of Pairs of Double-Precision Floating-Point Values 


Description 


Permute double-precision floating-point values in 
xmmz using controls from xmm3/m1 28 and store 
result in xmm1. 


Permute double-precision floating-point values in 
ymmcz using controls from ymm3/m256 and store 
result in ymm1. 


Permute double-precision floating-point values in 
xmmz using control from xmm3/m128/m64bcst 
and store the result in xmm1 using writemask k1. 


Permute double-precision floating-point values in 
ymmcz using control from ymm3/m256/m64bcst 
and store the result in ymm1 using writemask k1. 


Permute double-precision floating-point values in 
zmm_z using control from zmm3/m512/m64bcst 
and store the result in zmm1 using writemask k1. 
Permute double-precision floating-point values in 
xmm2/m128 using controls from immés. 

Permute double-precision floating-point values in 
ymm2/m256 using controls from immés. 

Permute double-precision floating-point values in 
xmm2/m128/m64bcst using controls from imm8 
and store the result in xmm1 using writemask k1. 


Permute double-precision floating-point values in 
ymm2/m256/m64bcst using controls from imm8 
and store the result in ymm1 using writemask k1. 


Opcode/ Op/En | 64/32 CPUID 

Instruction bit Mode | Feature 
Support Flag 

VEX.128.66.0F38.WO OD /r A VIV AVX 

VPERMILPD xmm1, xmm2, xmm3/m128 

VEX.256.66.0F38.WO OD /r A VIV AVX 

VPERMILPD ymm1, ymm2, ymm3/m256 

EVEX.128.66.0F38.W1 OD /r C VIV AVX512VL 

VPERMILPD xmm1 {k1}{z}, xmm_2, AVX512F 

xmm3/m128/m64bcst 

EVEX.256.66.0F38.W1 OD /r C VIV AVX512VL 

VPERMILPD ymm1 {k1}{z}, ymm2, AVX512F 

ymm3/m256/m64bcst 

EVEX.512.66.0F38.W1 OD /r C VIV AVX512F 

VPERMILPD zmm1 {k1}{z}, zmm2, 

zmm3/m512/m64bcst 

VEX.128.66.0F3A.WO 05 /r ib B VIV AVX 

VPERMILPD xmm1, xmm2/m1 28, imm8 

VEX.256.66.0F3A.WO 05 /r ib B VIV AVX 

VPERMILPD ymm1, ymm2/m256, imm8 

EVEX.128.66.0F3A.W1 05 /r ib D VIV AVX512VL 

VPERMILPD xmm1 {k1}{z}, AVX512F 

xmm2/m128/m64bcst, imm8 

EVEX.256.66.0F3A.W1 05 /r ib D VIV AVX512VL 

VPERMILPD ymm1 {k1}{z}, AVX512F 

ymm2/m256/m64bcst, imm8 

EVEX.512.66.0F3A.W1 05 /r ib D VIV AVX512F 

VPERMILPD zmm1 {k1}{Z}, 

zmm2/m512/m64bcst, imm8 


Permute double-precision floating-point values in 
zmm2/m512/m64bcst using controls from imm8 
and store the result in zmm1 using writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
B NA ModRM:reg (w) ModRM:r/m (r) NA NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
D Full ModRM:reg (w) ModRM:r/m (r) NA NA 
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Description 
(variable control version) 


Permute pairs of double-precision floating-point values in the first source operand (second operand), each using a 
1-bit control field residing in the corresponding quadword element of the second source operand (third operand). 
Permuted results are stored in the destination operand (first operand). 


The control bits are located at bit 0 of each quadword element (see Figure 5-24). Each control determines which of 
the source element in an input pair is selected for the destination element. Each pair of source elements must lie in 
the same 128-bit region as the destination. 


EVEX version: The second source operand (third operand) is a ZMM/YMM/XMM register, a 512/256/128-bit 
memory location or a 512/256/128-bit vector broadcasted from a 64-bit memory location. Permuted results are 
written to the destination under the writemask. 


SRC1 X3 X2 x1 x0 


DEST| X2..X3 X2..X3 X0..X1 X0..X1 


Figure 5-23. VPERMILPD Operation 


VEX.256 encoded version: Bits (MAXVL-1:256) of the corresponding ZMM register are zeroed. 


Bit 
255 194 193 127 66 65 63 2 1 
3 3 
2 2 
ignored sel ef ee et 
Control Field 4 Control Field 2 Control Field1 


Figure 5-24. VPERMILPD Shuffle Control 


(immediate control version) 

Permute pairs of double-precision floating-point values in the first source operand (second operand), each pair 
using a 1-bit control field in the imm8 byte. Each element in the destination operand (first operand) use a separate 
control bit of the imm8 byte. 

VEX version: The source operand is a YMM/XMM register or a 256/128-bit memory location and the destination 
operand is a YMM/XMM register. Imm8 byte provides the lower 4/2 bit as permute control fields. 


EVEX version: The source operand (second operand) is a ZMM/YMM/XMM register, a 512/256/128-bit memory 
location or a 512/256/128-bit vector broadcasted from a 64-bit memory location. Permuted results are written to 
the destination under the writemask. Imm8 byte provides the lower 8/4/2 bit as permute control fields. 


Note: For the imm8 versions, VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instruction will 
#UD. 
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Operation 


VPERMILPD (EVEX immediate versions) 
(KL, VL) = (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF (EVEX.b = 1) AND (SRC1 *is memory*) 
THEN TMP_SRC1[i+63:i] = SRC1[63:0]; 
ELSE TMP_SRC1[i+63:i] := SRC1[i+63:i]; 
Fl; 
ENDFOR; 
IF (imm8[O] = 0 
IF (imm8[O] = 1 
IF (imm8[1] = 0 
IF (imm8[1] = 1 
IF VL >= 256 
IF (imm8[2] = 0 
IF (imm8[2] = 1 
IF (imm8[3] = 0 
IF (imm8[3] = 1 


THEN TMP_DEST[63:0] := SRC1[63:0]; Fl; 

THEN TMP_DEST[63:0] := TMP_SRC1[127:64]; FI; 
THEN TMP_DEST[127:64] := TMP_SRC1[63:0]; Fl; 
THEN TMP_DEST[127:64] := TMP_SRC1[1 27:64]; Fl; 


~~ Pro = 


THEN TMP_DEST[191:128] := TMP_SRC1[191:128]; Fl; 
THEN TMP_DEST[191:128] := TMP_SRC1[255:192]; Fl; 
THEN TMP_DEST[255:192] := TMP_SRC1[191:128]; Fl; 
THEN TMP_DEST[255:192] := TMP_SRC1[255:192]; Fl; 


~~ Fa ws a 


Fl; 
IFVL>=512 

IF (imm8[4] = 0 
IF (imm8[4] = 1 
IF (imm8[5] = 0 
IF (imm8[5] = 1 
IF (imm8[6] = 0 
IF ( 
IF ( 
IF ( 


THEN TMP_DEST[319:256] := TMP_SRC1[319:256]; Fl; 
THEN TMP_DEST[319:256] := TMP_SRC1[383:320]; Fl; 
THEN TMP_DEST[383:320] := TMP_SRC1[319:256]; Fl; 
THEN TMP_DEST[383:320] := TMP_SRC1[383:320]; Fl; 
THEN TMP_DEST[447:384] := TMP_SRC1[447:384]; Fl; 
THEN TMP_DEST[447:384] := TMP_SRC1[511:448]; Fl; 
THEN TMP_DEST[51 1:448] := TMP_SRC1[447:384]; Fl; 
THEN TMP_DEST[51 1:448] := TMP_SRC1[511:448]; Fl; 


imm8[6] = 1 
imm8[7] = 0 
imm8[7] = 1 


Ne 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPERMILPD (256-bit immediate version) 

IF (imm8[O] = 0) THEN DEST[63:0] := SRC1[63:0] 

IF (imm8[O] = 1) THEN DEST[63:0] := SRC1[127:64] 

IF (imm8[1] = 0) THEN DEST[1 27:64] := SRC1[63:0] 

IF (imm8[1] = 1) THEN DEST[1 27:64] := SRC1[127:64] 

IF (imm8[2] = 0) THEN DEST[191:128] := SRC1[191:128] 

IF (imm8[2] = 1) THEN DEST[191:128] := SRC1[255:192] 
) 
) 


Solin fin, Gi ilimins igi’ gis 


IF (imm8[3] = 0) THEN DEST[255:192] := SRC1[191:128] 
IF (imm8[3] = 1) THEN DEST[255:192] := SRC1[255:192] 
DEST[MAXVL-1:256] := 0 
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VPERMILPD (128-bit immediate version) 

IF (imm8[0] = 0) THEN DEST[63:0] := SRC1[63:0] 

IF (imm8[0] = 1) THEN DEST[63:0] := SRC1[127:64] 

IF (imm8[1] = 0) THEN DEST[127:64] := SRC1[63:0] 

IF (imm8[1] = 1) THEN DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


VPERMILPD (EVEX variable versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF (EVEX.b = 1) AND (SRC2 *is memory”) 
THEN TMP_SRC2{[i+63:i] := SRC2[63:0]; 
ELSE TMP_SRC2[i+63:i] = SRC2[i+63:i]; 
Fl; 
ENDFOR; 


IF (TMP_SRC2[1] = 0) THEN TMP_DEST[63:0] := SRC1[63:0]; Fl; 

IF (TMP_SRC2[1] = 1) THEN TMP_DEST[63:0] := SRC1[127:64]; Fl; 

IF (TMP_SRC2[65] = 0) THEN TMP_DEST[127:64] := SRC1[63:0]; Fl; 

IF (TMP_SRC2[65] = 1) THEN TMP_DEST[127:64] := SRC1[127:64]; FI; 

IF VL >= 256 
IF (TMP_SRC2[129] = 0 
IF (TMP_SRC2[129] = 1 
IF (TMP_SRC2[193] = 0 
IF (TMP_SRC2[193] = 1 


THEN TMP_DEST[191:128] := SRC1[191:128]; Fl; 
THEN TMP_DEST[191:128] := SRC1[255:192]; Fl; 
THEN TMP_DEST[255:1 92] := SRC1[191:128]; Fl; 
THEN TMP_DEST[255:192] := SRC1[255:192]; Fl; 


YS Hw => 


Fl; 
IF VL >=512 
IF (TMP_SRC2[257] = 0 
IF (TMP_SRC2[257] = 1 
IF (TMP_SRC2[321] = 0 
IF (TMP_SRC2[321] = 1 
IF (TMP_SRC2[385] = 0 
IF ( 
IF ( 
IF ( 


THEN TMP_DEST[319:256] := SRC1[319:256]; Fl; 
THEN TMP_DEST[319:256] := SRC1[383:320]; Fl; 
THEN TMP_DEST[383:320] := SRC1[319:256]; Fl; 
THEN TMP_DEST[383:320] := SRC1[383:320]; Fl; 
THEN TMP_DEST[447:384] := SRC1[447:384]; Fl; 
THEN TMP_DEST[447:384] := SRC1[511:448]; Fl; 
THEN TMP_DEST[51 1:448] := SRC1[447:384]; Fl; 
THEN TMP_DEST[51 1:448] := SRC1[511:448]; Fl; 


TMP_SRC2[385] = 1 
TMP_SRC2[449] = 0 
TMP_SRC2[449] = 1 


YS Ds DS DS 


Fl; 


FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPERMILPD (256-bit variable version) 
IF (SRC2[1] = 0) THEN DEST[63:0] := SRC1[63:0] 


IF 
IF 
IF 
IF 
IF 
IF 


fan a, on igeamns. spmns poo 


SRC2[1] = 1) THEN DEST[63:0] := SRC1[127:64] 
SRC2[65] = 0) THEN DEST[127:64] := SRC1[63:0] 
SRC2[65] = 1) THEN DEST[127:64] = SRC1[127:64] 
SRC2[129] = 0) THEN DEST[191:128] := SRC1[191:128] 
SRC2[129] = 1) THEN DEST[191:128] := SRC1[255:192] 
SRC2[193] = 0) THEN DEST[255:192] := SRC1[191:128] 


IF (SRC2[193] = 1) THEN DEST[255:192] := SRC1[255:192] 
DEST[MAXVL-1:256] := 0 


VPERMILPD (128-bit variable version) 

IF (SRC2[1] = 0) THEN DEST[63:0] := SRC1[63:0] 

IF (SRC2[1] = 1) THEN DEST[63:0] := SRC1[127:64] 

IF (SRC2[65] = 0) THEN DEST[127:64] := SRC1[63:0] 

IF (SRC2[65] = 1) THEN DEST[1 27:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 
VPERMILPD 


m512d 


mm512_permute_pd(__m512d a, int imm); 


m512d 


mm512_mask_permute_pd(__m512ds,__mmask8 k,__m512d a, int imm); 


m512d 


mm512_maskz_permute_pd(__mmask8 k, __m512d a, int imm); 


m256d 


mm256_mask_permute_pd(__m256d s,__ mmask8 k,___m256d a, int imm); 


m256d 


mm256_maskz_permute_pd(__mmask8 k, __m256d a, int imm); 
mmask8 k,___m128d a, int imm); 


mm_maskz_permute_pd(__mmask8 k, __m128d a, int imm); 


m512d a); 


m128d_mm_mask_permute_pd(__m128d s, 
m128d 
m512d_mm512_permutevar_pd(__m512ii, 
m512d 


mm512_mask_permutevar_pd(__m512ds,__mmask8 k,__m512ii,__m512d a); 


m512d 


mm512_maskz_permutevar_pd(__mmask8 k,___m512ii,__m512d a); 


m256d 


mm256_mask_permutevar_pd(__m256d s,__ mmask8 k,__ m256d i,__ m256d a); 


m256d 


m128d 


mm256_maskz_permutevar_pd(__mmask8 k,___ m256d i,__ m256d a); 
mm_mask_permutevar_pd(__m128ds,__mmask8 k,__m128di,__m128d a); 


m128d 


mm_maskz_permutevar_pd(__ mmask8 k,___m128di,___m128d a); 


m128d 


mm_permute_pd (__m128d a, int control) 


m256d 


mm256_permute_pd (__m256d a, int control) 


__mi128d 


_mm_permutevar_pd (__m128d a, 
VPERMILPD __m256d_mm256_permutevar_pd (__m256d a, 


m1 28i control); 
m256i control); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”; additionally: 


#UD 


If VEX.W = 1. 


EVEX-encoded instruction, see Table 2-50, “Type E4NF Class Exception Conditions”; additionally: 


#UD 


If either (E)VEX.vvvv != 1111B and with imm8. 
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VPERMILPS—Permute In-Lane of Quadruples of Single-Precision Floating-Point Values 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
VEX.128.66.0F38.W0O OC /r A VIV AVX Permute single-precision floating-point values in 
VPERMILPS xmm1, xmm2, xmm3/m128 xmmcz using controls from xmm3/m128 and 
store result in xmm1. 
VEX.128.66.0F3A.WO 04 /r ib B VIV AVX Permute single-precision floating-point values in 
VPERMILPS xmm1, xmm2/m1 28, imm8 xmm2/m1 28 using controls from imm8 and store 
result in xmm1. 
VEX.256.66.0F38.WO OC /r A VIV AVX Permute single-precision floating-point values in 
VPERMILPS ymm1, ymm2, ymm3/m256 ymmcz using controls from ymm3/m256 and 
store result in ymm1. 
VEX.256.66.0F3A.WO 04 /r ib B VIV AVX Permute single-precision floating-point values in 
VPERMILPS ymm1, ymm2/m256, imm8 ymm2/m256 using controls from imm8 and store 
result in ymm1. 
EVEX.128.66.0F38.WO OC /r C VIV AVX512VL | Permute single-precision floating-point values 
VPERMILPS xmm1 {k1}{z}, xmm2, AVX512F xmmz using control from xmm3/m128/m32bcst 
xmm3/m1 28/m32bcst and store the result in xmm1 using writemask k1. 
EVEX.256.66.0F38.W0O OC /r C VIV AVX512VL | Permute single-precision floating-point values 
VPERMILPS ymm1 {k1}{z}, ymm2, AVX512F ymmcz using control from ymm3/m256/m32bcst 
ymm3/m256/m32bcst and store the result in ymm1 using writemask k1. 
EVEX.512.66.0F38.W0O OC /r C VIV AVX512F Permute single-precision floating-point values 
VPERMILPS zmm1 {k1}{z}, zmm2, zmmce using control from zmm3/m512/m32bcst 
zmm3/m512/m32bcst and store the result in zmm1 using writemask k1. 
EVEX.128.66.0F3A.WO 04 /r ib D VIV AVX512VL | Permute single-precision floating-point values 
VPERMILPS xmm1 {k1}{Z}, AVX512F xmm2/m128/m32bcst using controls from imm8 
xmm2/m1 28/m3 2bcst, imm8 and store the result in xmm1 using writemask k1. 
EVEX.256.66.0F3A.WO 04 /r ib D VIV AVX512VL | Permute single-precision floating-point values 
VPERMILPS ymm1 {k1}{Z}, AVX512F ymm2/m256/m32bcst using controls from imm8 
ymm2/m256/m32bcst, imm8 and store the result in ymm1 using writemask k1. 
EVEX.512.66.0F3A.WO 04 /r D VIV AVX512F Permute single-precision floating-point values 
ibVPERMILPS zmm1 {k1}{Z}, zmm2/m512/m32bcst using controls from imm8 
zmm2/m512/m32bcst, imm8 and store the result in zmm1 using writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
B NA ModRM:reg (w) ModRM:r/m (r) NA NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
D Full ModRM:reg (w) ModRM:r/m (r) NA NA 
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Description 
(variable control version) 


Permute quadruples of single-precision floating-point values in the first source operand (second operand), each 
quadruplet using a 2-bit control field in the corresponding dword element of the second source operand. Permuted 
results are stored in the destination operand (first operand). 


The 2-bit control fields are located at the low two bits of each dword element (see Figure 5-26). Each control deter- 
mines which of the source element in an input quadruple is selected for the destination element. Each quadruple of 
source elements must lie in the same 128-bit region as the destination. 


EVEX version: The second source operand (third operand) is a ZMM/YMM/XMM register, a 512/256/128-bit 
memory location or a 512/256/128-bit vector broadcasted from a 32-bit memory location. Permuted results are 
written to the destination under the writemask. 


SRC1 


DEST] X7.. X4 | X7..X4 | X7..X4] X7..X4]X3..X0 | X3..X0 | x3..x0 | X3.. X0 


Figure 5-25. VPERMILPS Operation 


Bit 
255 226 225224 63 34.3332 3 1 0 
ignored sel atte ignored sel ignored sel 
Control Field 7 Control Field 2 Control Field 1 


Figure 5-26. VPERMILPS Shuffle Control 


(immediate control version) 


Permute quadruples of single-precision floating-point values in the first source operand (second operand), each 
quadruplet using a 2-bit control field in the imm8 byte. Each 128-bit lane in the destination operand (first operand) 
use the four control fields of the same imm8 byte. 


VEX version: The source operand is a YMM/XMM register or a 256/128-bit memory location and the destination 
operand is a YMM/XMM register. 


EVEX version: The source operand (second operand) is a ZMM/YMM/XMM register, a 512/256/128-bit memory 
location or a 512/256/128-bit vector broadcasted from a 32-bit memory location. Permuted results are written to 
the destination under the writemask. 


Note: For the imm§8 version, VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instruction will 
#UD. 
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Operation 


Select4(SRC, control) { 
CASE (control[1:0]) OF 

O: TMP := SRC[31:0]; 

1: TMP := SRC[63:32]; 

2: TMP :=SRC[95:64]; 
3: TMP := SRC[127:96]; 
ESAC; 
RETURN TMP 
! 


VPERMILPS (EVEX immediate versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF (EVEX.b = 1) AND (SRC1 *is memory*) 
THEN TMP_SRC1[i+31:i] := SRC1[31:0]; 
ELSE TMP_SRC1[i+31:i] = SRC1[i+31:i]; 
Fl; 
ENDFOR; 


TMP_DEST[31:0] := Select4(TMP_SRC1[127:0], imm8[1:0)); 
TMP_DEST[63:32] := Select4(TMP_SRC1[127:0], imm8[3:2]); 
TMP_DEST[95:64] := Select4(TMP_SRC1[127:0], imm8[5:4]); 
TMP_DEST[127:96] := Select4(TMP_SRC1[127:0], imm8[7:6)); Fl; 


IF VL >= 256 


TMP_DEST[159:1 28] := Select4(TMP_SRC1[255:1 28], imm8[1:0] 
TMP_DEST[191:160] := Select4(TMP_SRC1[255:1 28], imm8[3:2] 
TMP_DEST[223:192] := Select4(TMP_SRC1[255:1 28], imm8[5:4] 
TMP_DEST[255:224] := Select4(TMP_SRC1[255:1 28], imm8[7:6] 


Fl; 
IF VL >=512 
TMP_DEST[287:256] := Select4 
TMP_DEST[319:288] := Select4 
TMP_DEST[351:320] := Select4 
TMP_DEST[383:352] := Select4 
TMP_DEST[415:384] := Select4 
TMP_DEST[447:416] := Select4 
TMP_DEST[479:448] := Select4 
TMP_DEST[51 1:480] := Select4 
Fl; 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 
ELSE 
IF *merging-masking* 


a ee a 


TMP_SRC1[383:256], imm8[1:0] 
TMP_SRC1[383:256], imm8[3:2] 
TMP_SRC1[383:256], imm8[5:4] 
TMP_SRC1[383:256], imm8[7:6] 
TMP_SRC1[511:384], imm8[1:0] 
TMP_SRC1[511:384], imm8[3:2] 
TMP_SRC1[511:384], imm8[5:4] 
TMP_SRC1[511:384], imm8[7:6] 


; Fl; 
; Fl; 
; Fl; 
; Fl; 


a) 


; Fl; 
; Fl; 
; Fl; 
; Fl; 
; Fl; 
; Fl; 
; Fl; 
; Fl 


a ) 


THEN *DEST[i+31:i] remains unchanged* 


ELSE DEST[i+31:i] := 0 
Fl; 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VPERMILPS (256-bit immediate version) 
DEST[31:0] := Select4(SRC1[1 27:0], imm8[1:0]); 
DEST[63:32] := Select4(SRC1[127:0], imm8[3:2)); 
DEST[95:64] := Select4(SRC1[127:0], imm8[5:4]); 
DEST[127:96] := Select4(SRC1[127:0], imm8[7:6]); 
DEST[159:128] := Select4(SRC1[255:128], imm8[1:0]), 
DEST[191:160] := Select4(SRC1[255:1 28], imm8[3:2]); 
DEST[223:192] := Select4(SRC1[255:128], imm8[5:4]), 
DEST[255:224] := Select4(SRC1[255:1 28], imm8[7:6]), 


VPERMILPS (128-bit immediate version) 
DEST[31:0] := Select4(SRC1[127:0], imm8[1:0)); 
DEST[63:32] := Select4(SRC1[127:0], imm8[3:2)); 
DEST[95:64] := Select4(SRC1[127:0], imm8[5:4)); 
DEST[127:96] := Select4(SRC1[127:0], imm8[7:6]); 
DEST[MAXVL-1:128] := 0 


VPERMILPS (EVEX variable versions) 
(KL, VL) = (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN TMP_SRC2[i+31:i] = SRC2[3 1:0]; 
ELSE TMP_SRC2[i+31:i] := SRC2[i+31:i]; 
Fl; 
ENDFOR; 
TMP_DEST[31:0] := Select4(SRC1[127:0], TMP_SRC2[1:0)); 
TMP_DEST[63:32] := Select4(SRC1[127:0], TMP_SRC2[33:32]); 
TMP_DEST[95:64] := Select4(SRC1[127:0], TMP_SRC2[65:64)); 
TMP_DEST[127:96] := Select4(SRC1[127:0], TMP_SRC2[97:96]); 
IF VL >= 256 
TMP_DEST[159:1 28] := Select4(SRC1[255:128], TMP_SRC2[1 29:1 28)); 
TMP_DEST[191:160] := Select4(SRC1[255:128], TMP_SRC2[161:160)); 
) 
) 


o 


TMP_DEST[223:192] := Select4(SRC1[255:128], TMP_SRC2[193:192] 
TMP_DEST[255:224] := Select4(SRC1[255:128], TMP_SRC2[225:224] 
Fl; 
IFVL>=512 
TMP_DEST[287:256] := Select4(SRC1[383:256], TMP_SRC2[257:256]) 
TMP_DEST[319:288] := Select4(SRC1[383:256], TMP_SRC2[289:288]) 
TMP_DEST[351:320] := Select4(SRC1[383:256], TMP_SRC2[321:320)); 
TMP_DEST[383:352] := Select4(SRC1[383:256], TMP_SRC2[353:352]); 
) 
) 
) 
) 


oi 


o 


o 


TMP_DEST[415:384] := Select4(SRC1[511:384], TMP_SRC2[385:384] 
TMP_DEST[447:416] := Select4(SRC1[511:384], TMP_SRC2[41 7:416] 
TMP_DEST[479:448] := Select4(SRC1[511:384], TMP_SRC2[449:448] 
TMP_DEST[51 1:480] := Select4(SRC1[511:384], TMP_SRC2[481:480] 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 
ELSE 
IF *merging-masking* 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 ;zeroing-masking 


o 


o 


o 


oi 
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Fl; 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPERMILPS (256-bit variable version) 

DEST[31:0] := Select4(SRC1[127:0], SRC2[1:0)); 
DEST[63:32] := Select4(SRC1[127:0], SRC2[33:32]); 
DEST[95:64] := Select4(SRC1[127:0], SRC2[65:64)); 
DEST[127:96] := Select4(SRC1[127:0], SRC2[97:96)); 
DEST[159:128] := Select4(SRC1[255:1 28], SRC2[129:128] 
DEST[191:160] := Select4(SRC1[255:1 28], SRC2[161:160] 
DEST[223:192] := Select4(SRC1[255:1 28], SRC2[193:192] 
DEST[255:224] := Select4(SRC1[255:1 28], SRC2[225:224] 
DEST[MAXVL-1:256] := 0 


i" 


In 


in 


a) 


VPERMILPS (128-bit variable version) 

DEST[31:0] := Select4(SRC1[127:0], SRC2[1:0)); 
DEST[63:32] := Select4(SRC1[127:0], SRC2[33:32]); 
DEST[95:64] :=Select4(SRC1[127:0], SRC2[65:64)); 
DEST[127:96] := Select4(SRC1[127:0], SRC2[97:96)); 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPERMILPS __m512_mm512_permute_ps(__m512 a, int imm); 

VPERMILPS __m512_mm512_mask_permute_ps(__m512 s,__ mmask16 k,___m512 a, int imm); 
VPERMILPS __m512_mm512_maskz_permute_ps(__mmask16 k,__m512 a, int imm); 
VPERMILPS __m256 _mm256_mask_permute_ps(__m256 s,__ mmask8 k, __m256 a, int imm); 
VPERMILPS __m256 _mm256_maskz_permute_ps(__mmask8 k,___m256 a, int imm); 
VPERMILPS __m128_mm_mask_permute_ps(__m128 s,__ mmask8 k, __m128 a, int imm); 
VPERMILPS __m128_mm_maskz_permute_ps(___mmask8 k,__m128 a, int imm); 
VPERMILPS __m512_mm512_permutevar_ps(__m512ii,__m512 a); 

VPERMILPS __m512_mm512_mask_permutevar_ps(__m512s,__ mmask16 k,_m512ii, 
VPERMILPS __m512_mm512_maskz_permutevar_ps(__ mmask16 k,__m512ii,__m512 a); 
VPERMILPS __m256_mm256_mask_permutevar_ps(__m256 s,__ mmask8 k,___m256 i,__ m256 a); 
VPERMILPS __m256_mm256_maskz_permutevar_ps(__ mmask8 k,__ m256 i, ___m256 a); 
VPERMILPS __m128_mm_mask_permutevar_ps(__m128s,__ mmask8 k,__m128i,__m128 a); 
VPERMILPS __m128_mm_maskz_permutevar_ps(__ mmask8 k,__m128i,__m128 a); 

VPERMILPS __m128_mm_permute_ps (__m128 a, int control); 

VPERMILPS __m256_mm256_permute_ps (__m256 a, int control); 

VPERMILPS __m128_mm_permutevar_ps (__m128 a, __m128i control); 

VPERMILPS __m256 __mm256_permutevar_ps (__m256 a, __m256i control); 


m512 a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.W = 1. 

EVEX-encoded instruction, see Table 2-50, “Type E4NF Class Exception Conditions”; additionally: 
#UD If either (E)VEX.vvvv != 1111B and with imm8. 
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Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 

Support | Flag 
VEX.256.66.0F3A.W1 01 /r ib A VIV AVX2 Permute double-precision floating-point elements in 
VPERMPD ymm1, ymm2/m256, imm8 ymm2/m256 using indices in imm8 and store the 

result in ymm1. 

EVEX.256.66.0F3A.W1 01 /r ib B VIV AVX512VL | Permute double-precision floating-point elements in 
VPERMPD ymm1 {k1}{z}, AVX512F ymm2/m256/m64bcst using indexes in imm8 and 
ymm2/m256/m64bcst, imm8 store the result in ymm1 subject to writemask k1. 
EVEX.512.66.0F3A.W1 01 /r ib B VIV AVX512F Permute double-precision floating-point elements in 
VPERMPD zmm1 {k1}{Z}, zmm2/m512/m64bcst using indices in imm8 and 
zmm2/m512/m64bcst, imm8 store the result in zmm1 subject to writemask k1. 
EVEX.256.66.0F38.W1 16 /r C VIV AVX512VL | Permute double-precision floating-point elements in 
VPERMPD ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m64bcst using indexes in ymm2 and 
ymm3/m256/m64bcst store the result in ymm1 subject to writemask k1. 
EVEX.512.66.0F38.W1 16 /r C VIV AVX512F Permute double-precision floating-point elements in 
VPERMPD zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst using indices in zmm2 and 
zmm3/m512/m64bcst store the result in zmm1 subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) Imm8s NA 
B Full ModRM:reg (w) ModRM:r/m (r) Imm8s NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


The imm§8 version: Copies quadword elements of double-precision floating-point values from the source operand 
(the second operand) to the destination operand (the first operand) according to the indices specified by the imme- 
diate operand (the third operand). Each two-bit value in the immediate byte selects a qword element in the source 
operand. 


VEX version: The source operand can be a YMM register or a memory location. Bits (MAXVL-1:256) of the corre- 
sponding destination register are zeroed. 


In EVEX.512 encoded version, The elements in the destination are updated using the writemask k1 and the imm8& 
bits are reused as control bits for the upper 256-bit half when the control bits are coming from immediate. The 
source operand can be a ZMM register, a 512-bit memory location or a 512-bit vector broadcasted from a 64-bit 
memory location. 


The imm§8 versions: VEX.vvvv and EVEX.vvvv are reserved and must be 1111b otherwise instructions will #UD. 


The vector control version: Copies quadword elements of double-precision floating-point values from the second 
source operand (the third operand) to the destination operand (the first operand) according to the indices in the 
first source operand (the second operand). The first 3 bits of each 64 bit element in the index operand selects which 
quadword in the second source operand to copy. The first and second operands are ZMM registers, the third 
operand can be a ZMM register, a 512-bit memory location or a 512-bit vector broadcasted from a 64-bit memory 
location. The elements in the destination are updated using the writemask k1. 


Note that this instruction permits a qword in the source operand to be copied to multiple locations in the destination 
operand. 

If VPERMPD is encoded with VEX.L= 0, an attempt to execute the instruction encoded with VEX.L= 0 will cause an 
#UD exception. 
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Operation 


VPERMPD (EVEX - imm8 control forms) 
(KL, VL) = (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF (EVEX.b = 1) AND (SRC *is memory’) 
THEN TMP_SRC[i+63:i] := SRC[63:0); 
ELSE TMP_SRC[i+63:i] := SRC[i+63:i]; 
Fl; 
ENDFOR; 


TMP_DEST[63:0] := (TMP_SRC[256:0] >> (IMM8[1:0] * 64))[63:0); 
TMP_DEST[1 27:64] := (TMP_SRC[256:0] >> (IMM8[3:2] * 64))[63:0]; 
TMP_DEST[191:1 28] := (TMP_SRC[256:0] >> (IMM8[5:4] * 64))[63:0]; 
TMP_DEST[255:1 92] := (TMP_SRC[256:0] >> (IMM8[7:6] * 64))[63:0]; 
IF VL >= 512 
TMP_DEST[319:256] := 
TMP_DEST[383:320] := 
TMP_DEST[447:384] := 
TMP_DEST[51 1:448] := 
Fl; 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 ;zeroing-masking 


TMP_SRC[511:256] >> 
TMP_SRC[511:256] >> 
TMP_SRC[511:256] >> 
TMP_SRC[511:256] >> 


IMM8[1:0] * 64 
IMM8[3:2] * 64 


))[63:0]; 

) 
IMM8[5:4] * 64) 

) 


[63:0]; 
[63:0]; 


IMM8[7:6] * 64))[63:0]; 


EX ~~ 
~~ pa gam 
TS Teh UM 


Fl; 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPERMPD (EVEX - vector control forms) 
(KL, VL) = (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN TMP_SRC2{[i+63:i] := SRC2[63:0]; 
ELSE TMP_SRC2[i+63:i] = SRC2[i+63:i]; 
Fl; 
ENDFOR; 


IF VL = 256 
TMP_DEST[63:0] := (TMP_SRC2[255:0] >> (SRC1[1:0] * 64))[63:0]; 
TMP_DEST[127:64] := (TMP_SRC2[255:0] >> (SRC1[65:64] * 64))[63:0]; 
TMP_DEST[191:128] := (TMP_SRC2[255:0] >> (SRC1[129:128] * 64))[63:0]; 
TMP_DEST[255:192] := (TMP_SRC2[255:0] >> (SRC1[193:192] * 64))[63:0]; 
Fl; 
IF VL=512 
TMP_DEST[63:0] := (TMP_SRC2[511:0] >> (SRC1[2:0] * 64))[63:0]; 
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TMP_DEST[127:64] = (TMP_SRC2[511:0] >> (SRC1[66:64] * 64))[63:0]; 
TMP_DEST[191:128] := (TMP_SRC2[51 1:0] >> (SRC1[130:128] * 64))[63:0]; 
TMP_DEST[255:192] := (TMP_SRC2[511:0] >> (SRC1[194:192] * 64))[63:0]; 
TMP_DEST[319:256] := (TMP_SRC2[51 1:0] >> (SRC1[258:256] * 64))[63:0]; 
TMP_DEST[383:320] := (TMP_SRC2[511:0] >> (SRC1[322:320] * 64))[63:0]; 
TMP_DEST[447:384] := (TMP_SRC2[511:0] >> (SRC1[386:384] * 64))[63:0]; 
TMP_DEST[511:448] := (TMP_SRC2[511:0] >> (SRC1[450:448] * 64))[63:0]; 


(pm py pm, gta 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 :zeroing-masking 
Fl; 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPERMPD (VEX.256 encoded version) 

DEST[63:0] := (SRC[255:0] >> (IMM8[1:0] * 64))[63:0); 
DEST[127:64] := (SRC[255:0] >> (IMM8[3:2] * 64))[63:0]; 
DEST[191:128] := (SRC[255:0] >> (IMM8[5:4] * 64))[63:0); 
DEST[255:192] := (SRC[255:0] >> (IMM8[7:6] * 64))[63:0); 
DEST[MAXVL-1:256] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPERMPD __m512d_mm512_permutex_pd(__m512d a, int imm); 
VPERMPD __m512d _mm512_mask_permutex_pd(__m512ds,__mmask16 k,__m512d a, int imm); 
VPERMPD __m512d_mm512_maskz_permutex_pd(__mmask16 k,__m512d a, int imm); 
VPERMPD __m512d_mm512_permutexvar_pd(__m512ii,__m512d a); 

VPERMPD __m512d_mm512_mask_permutexvar_pd(__m512ds,__ mmask16k,__m512ii, 
VPERMPD __m512d_mm512_maskz_permutexvar_pd(___mmask16 k,___m512ii,__m512d a); 
VPERMPD __m256d _mm256_permutex_epi64(__m256d a, int imm); 

VPERMPD __m256d _mm256_mask_permutex_epi64(__m256i s,___ mmask8 k,__ m256d a, int imm); 
VPERMPD __m256d _mm256_maskz_permutex_epi64(__ mmask8 k, __ m256d a, int imm); 
VPERMPD __m256d _mm256_permutexvar_epi64(__m256i i,__ m256d a); 
VPERMPD __m256d __mm256_mask_permutexvar_epi64(__m256i s,___mmask8 k, 
VPERMPD __m256d _mm256_maskz_permutexvar_epi64(__ mmask8 k, __ m256i i, 


m512d a); 


m256i i, 
m256d a); 


m256d a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.L = 0. 

If VEX.vvvv != 1111B. 
EVEX-encoded instruction, see Table 2-50, “Type E4NF Class Exception Conditions”; additionally: 
#UD If encoded with EVEX.128. 

If EVEX.vvvv != 1111B and with imm8s. 
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VPERMPS—Permute Single-Precision Floating-Point Elements 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
VEX.256.66.0F38.W0O 16 /r A VIV AVX2 Permute single-precision floating-point elements in 
VPERMPS ymm1, ymm2, ymm3/m256 using indices in ymm2 and store the result in 
ymm3/m256 ymm1. 
EVEX.256.66.0F38.W0 16 /r B VIV AVX512VL | Permute single-precision floating-point elements in 
VPERMPS ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m32bcst using indexes in ymm2 and store 
ymm3/m256/m32bcst the result in ymm1 subject to write mask k1. 
EVEX.512.66.0F38.W0 16 /r B VIV AVX512F Permute single-precision floating-point values in 
VPERMPS zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst using indices in zmm2 and store the 
zmm3/m512/m32bcst result in zmm1 subject to write mask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Copies doubleword elements of single-precision floating-point values from the second source operand (the third 
operand) to the destination operand (the first operand) according to the indices in the first source operand (the 
second operand). Note that this instruction permits a doubleword in the source operand to be copied to more than 
one location in the destination operand. 


VEX.256 versions: The first and second operands are YMM registers, the third operand can be a YMM register or 
memory location. Bits (MAXVL-1:256) of the corresponding destination register are zeroed. 
EVEX encoded version: The first and second operands are ZMM registers, the third operand can be a ZMM register, 


a 512-bit memory location or a 512-bit vector broadcasted from a 32-bit memory location. The elements in the 
destination are updated using the writemask k1. 


If VPERMPS is encoded with VEX.L= 0, an attempt to execute the instruction encoded with VEX.L= 0 will cause an 
#UD exception. 


Operation 


VPERMPS (EVEX forms) 
(KL, VL) (8, 256),= (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN TMP_SRC2{[i+31:i] := SRC2[31:0]; 
ELSE TMP_SRC2[i+31:i] = SRC2[i+3 1:1]; 
Fl; 
ENDFOR; 


IF VL = 256 
TMP_DEST[31:0] := (TMP_SRC2[255:0] >> (SRC1[2:0] * 32))[31:0]; 
TMP_DEST[63:32] := (TMP_SRC2[255:0] >> (SRC1[34:32] * 32))[31:0]; 
TMP_DEST[95:64] := (TMP_SRC2[255:0] >> (SRC1[66:64] * 32))[31:0]; 
TMP_DEST[127:96] = (TMP_SRC2[255:0] >> (SRC1[98:96] * 32))[31:0]; 
TMP_DEST[159:128] := (TMP_SRC2[255:0] >> (SRC1[130:128] * 32))[31:0]; 
TMP_DEST[191:160] := (TMP_SRC2[255:0] >> (SRC1[162:160] * 32))[31:0]; 
TMP_DEST[223:192] := (TMP_SRC2[255:0] >> (SRC1[193:192] * 32))[31:0]; 

( ( 


~~ YS YH 
STS lCU SU 


TMP_DEST[255:224] := (TMP_SRC2[255:0] >> (SRC1[226:224] * 32))[31:0]; 
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Fl; 
IF VL=512 
TMP_DEST[31:0] := (TMP_SRC2[51 1:0] >> (SRC1[3:0] * 32))[31:0]; 
TMP_DEST[63:32] := (TMP_SRC2[51 1:0] >> (SRC1[35:32] * 32))[31:0]; 
TMP_DEST[95:64] := (TMP_SRC2[51 1:0] >> (SRC1[67:64] * 32))[31:0]; 
TMP_DEST[127:96] := (TMP_SRC2[51 1:0] >> (SRC1[99:96] * 32))[31:0]; 
TMP_DEST[159:1 28] := (TMP_SRC2[51 1:0] >> (SRC1[131:128] * 32 
TMP_DEST[191:160] := (TMP_SRC2[51 1:0] >> (SRC1[163:160] * 32 
TMP_DEST[223:192] := (TMP_SRC2[51 1:0] >> (SRC1[195:192] * 32 
TMP_DEST[255:224] := (TMP_SRC2[51 1:0] >> (SRC1[227:224] * 32 
TMP_DEST[287:256] := (TMP_SRC2[51 1:0] >> (SRC1[259:256] * 32 
TMP_DEST[319:288] := (TMP_SRC2[51 1:0] >> (SRC1[291:288] * 32 
TMP_DEST[351:320] := (TMP_SRC2[51 1:0] >> (SRC1[323:320] * 32 
TMP_DEST[383:352] := (TMP_SRC2[51 1:0] >> (SRC1[355:352] * 32 
TMP_DEST[415:384] := (TMP_SRC2[51 1:0] >> (SRC1[387:384] * 32 
TMP_DEST[447:416] := (TMP_SRC2[51 1:0] >> (SRC1[419:416] * 32 
TMP_DEST[479:448] :=(TMP_SRC2[51 1:0] >> (SRC1[451:448] * 32) 
TMP_DEST[51 1:480] := (TMP_SRC2[51 1:0] >> (SRC1[483:480] * 32 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 :zeroing-masking 


[31:0]; 


YS a OWS SS WS NS SS NS YS YS YS aS 


Fl; 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPERMPS (VEX.256 encoded version) 

DEST[31:0] := (SRC2[255:0] >> (SRC1[2:0] * 32))[31:0]; 
DEST[63:32] := (SRC2[255:0] >> (SRC1[34:32] * 32))[31:0]; 
DEST[95:64] := (SRC2[255:0] >> (SRC1[66:64] * 32))[31:0]; 
DEST[127:96] := (SRC2[255:0] >> (SRC1[98:96] * 32))[31:0]; 
DEST[159:128] := (SRC2[255:0] >> (SRC1[130:128] * 32))[31:0]; 
DEST[191:160] := (SRC2[255:0] >> (SRC1[162:160] * 32))[31:0]; 
DEST[223:192] := (SRC2[255:0] >> (SRC1[194:192] * 32))[31:0]; 
DEST[255:224] := (SRC2[255:0] >> (SRC1[226:224] * 32))[31:0]; 
DEST[MAXVL-1:256] := 0 
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)[3 1:0]; 
)[3 1:0]; 
)[3 1:0]; 
)[3 1:0]; 
)[3 1:0]; 
)[3 1:0]; 
)[3 1:0]; 
)[3 1:0]; 
)[3 1:0]; 
)[3 1:0]; 


)[3 1:0]; 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPERMPS __m512 _mm512_permutexvar_ps(__m512ii,___m512 a); 

VPERMPS __m512_mm512_mask_permutexvar_ps(__m512s,__ mmask16 k,___m512ii, 
VPERMPS __m512_mm512_maskz_permutexvar_ps(__ mmask16 k,__m512ii,__m512 a); 
VPERMPS __m256 _mm256_permutexvar_ps(__m256 i,__ m256 a); 

VPERMPS __m256 __mm256_mask_permutexvar_ps(__m256 s,__ mmask8 k,__m256i,__m256 a); 
VPERMPS __m256 _mm256_maskz_permutexvar_ps(_mmask8 k,__m256 i, __m256 a); 


m512 a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 

Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.L = 0. 

EVEX-encoded instruction, see Table 2-50, “Type E4NF Class Exception Conditions”. 


5-384 Vol. 2C VPERMPS—Permute Single-Precision Floating-Point Elements 


INSTRUCTION SET REFERENCE, V-Z 


VPERMQ—Qwords Element Permutation 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 

Support | Flag 
VEX.256.66.0F3A.W1 00 /r ib A VIV AVX2 Permute qwords in ymm2/m256 using indices in 
VPERMQ ymm1, ymm2/m256, imm8 immé8 and store the result in ymm1. 
EVEX.256.66.0F3A.W1 O00 /r ib B VIV AVX512VL | Permute qwords in ymm2/m256/m64bcst using 
VPERMQ ymm1 {k1}{z}, AVX512F indexes in imm8 and store the result in ymm1. 
ymm2/m256/m64bcst, imm8 
EVEX.512.66.0F3A.W1 O00 /r ib B VIV AVX512F Permute qwords in zmm2/m51 2/m64bcst using 
VPERMQ zmm1 {k1}{Z}, indices in imm8 and store the result in zmm1. 
zmm2/m512/m64best, imm8 
EVEX.256.66.0F38.W1 36 /r C VIV AVX512VL_ | Permute qwords in ymm3/m256/m64bcst using 
VPERMQ ymm1 {k1}{z}, ymm2, AVX512F indexes in ymm2 and store the result in ymm1. 
ymm3/m256/m64bcst 
EVEX.512.66.0F38.W1 36 /r C VIV AVX512F Permute qwords in zmm3/m51 2/m64bcst using 
VPERMQ zmm1 {k1}{z}, zmm2, indices in zmm2 and store the result in zmm1. 
zmm3/m512/m64bcst 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) ModRM:r/m (r) Imm8s NA 
B Full ModRM:reg (w) ModRM:r/m (r) Imm8s NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


The imm8 version: Copies quadwords from the source operand (the second operand) to the destination operand 
(the first operand) according to the indices specified by the immediate operand (the third operand). Each two-bit 
value in the immediate byte selects a qword element in the source operand. 


VEX version: The source operand can be a YMM register or a memory location. Bits (MAXVL-1:256) of the corre- 
sponding destination register are zeroed. 


In EVEX.512 encoded version, The elements in the destination are updated using the writemask k1 and the imms 
bits are reused as control bits for the upper 256-bit half when the control bits are coming from immediate. The 
source operand can be a ZMM register, a 512-bit memory location or a 512-bit vector broadcasted from a 64-bit 
memory location. 


Immediate control versions: VEX.vvvv and EVEX.vvvwv are reserved and must be 1111b otherwise instructions will 
#UD. 


The vector control version: Copies quadwords from the second source operand (the third operand) to the destina- 
tion operand (the first operand) according to the indices in the first source operand (the second operand). The first 
3 bits of each 64 bit element in the index operand selects which quadword in the second source operand to copy. 
The first and second operands are ZMM registers, the third operand can be a ZMM register, a 512-bit memory loca- 
tion or a 512-bit vector broadcasted from a 64-bit memory location. The elements in the destination are updated 
using the writemask k1. 


Note that this instruction permits a qword in the source operand to be copied to multiple locations in the destination 
operand. 


If VPERMPQ is encoded with VEX.L= 0 or EVEX.128, an attempt to execute the instruction will cause an #UD excep- 
tion. 
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Operation 


VPERMQ (EVEX - imm8 control forms) 
(KL, VL) = (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF (EVEX.b = 1) AND (SRC *is memory’) 
THEN TMP_SRC[i+63:i] := SRC[63:0); 
ELSE TMP_SRC[i+63:i] := SRC[i+63:i]; 
Fl; 
ENDFOR; 
TMP_DEST[63:0] := (TMP_SRC[255:0] >> (IMM8[1:0] * 64))[63:0); 
TMP_DEST[127:64] := (TMP_SRC[255:0] >> (IMM8[3:2] * 64))[63:0]; 
TMP_DEST[191:128] := (TMP_SRC[255:0] >> (IMM8[5:4] * 64))[63:0]; 
TMP_DEST[255:192] := (TMP_SRC[255:0] >> (IMM8[7:6] * 64))[63:0]; 
IF VL >=512 
TMP_DEST[319:256] := 
TMP_DEST[383:320] := 
TMP_DEST[447:384] := 
TMP_DEST[51 1:448] := 
Fl; 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 ;zeroing-masking 


TMP_SRC[511:256] >> 
TMP_SRC[511:256] >> 
TMP_SRC[511:256] >> 
TMP_SRC[511:256] >> 


IMM8[1:0] * 64) 
IMM8[3:2] * 64) 
IMM8[5:4] * 64) 
IMM8[7:6] * 64) 


[63:0]; 
[63:0]; 
[63:0]; 
[63:0]; 
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Fl; 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPERMQ (EVEX - vector control forms) 
(KL, VL) = (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN TMP_SRC2[i+63:i] = SRC2[63:0); 
ELSE TMP_SRC2[i+63:i] = SRC2[i+63:i); 
Fl; 
ENDFOR; 
IF VL = 256 
TMP_DEST[63:0] := (TMP_SRC2[255:0] >> (SRC1[1:0] * 64))[63:0]; 
TMP_DEST[127:64] := (TMP_SRC2[255:0] >> (SRC1[65:64] * 64))[63:0); 
TMP_DEST[191:1 28] := (TMP_SRC2[255:0] >> (SRC1[129:128] * 64))[63:0]; 
TMP_DEST[255:192] := (TMP_SRC2[255:0] >> (SRC1[193:192] * 64))[63:0]; 
Fl; 
IF VL=512 
TMP_DEST[63:0] := (TMP_SRC2[51 1:0] >> (SRC1[2:0] * 64))[63:0]; 
TMP_DEST[127:64] := (TMP_SRC2[51 1:0] >> (SRC1[66:64] * 64))[63:0); 
TMP_DEST[191:1 28] := (TMP_SRC2[51 1:0] >> (SRC1[130:128] * 64))[63:0]; 
TMP_DEST[255:192] := (TMP_SRC2[51 1:0] >> (SRC1[194:192] * 64))[63:0]; 
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TMP_DEST[319:256] := 
TMP_DEST[383:320] := 
TMP_DEST[447:384] := 
TMP_DEST[51 1:448] := 


Fl; 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 


Fl; 
ENDFOR 


TMP_SRC2[51 1:0] >> (SRC1[258:256] * 64 
TMP_SRC2[51 1:0] >> (SRC1[322:320] * 64 
TMP_SRC2[51 1:0] >> (SRC1[386:384] * 64 
TMP_SRC2[51 1:0] >> (SRC1[450:448] * 64 
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)[63:0]; 
)[63:0]; 
)[63:0]; 
)[63:0]; 
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IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE 


Fl; 


; zeroing-masking 


DEST[i+63:i] := 0 :zeroing-masking 


DEST[MAXVL-1:VL] := 0 


VPERMQ (VEX.256 encoded version) 

DEST[63:0] := (SRC[255:0] >> (IMM8[1:0] * 64))[63:0); 
DEST[127:64] := (SRC[255:0] >> (IMM8[3:2] * 64))[63:0]; 
DEST[191:128] := (SRC[255:0] >> (IMM8[5:4] * 64))[63:0); 
DEST[255:192] := (SRC[255:0] >> (IMM8[7:6] * 64))[63:0); 
DEST[MAXVL-1:256] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPERMQ 
VPERMQ 
VPERMQ 
VPERMQ 
VPERMQ 
VPERMQ 
VPERMQ 
VPERMQ 
VPERMQ 
VPERMQ 
VPERMQ 
VPERMQ 


m512i 


mm512 


permutex_epi64(__m512i a, int imm); 


m512i 


mm512 


mask_permutex_epi64(__m512is,__ mmask8 k,___m512i a, int imm); 


m512i 


mm512 


maskz_permutex_epi64(__ mmask8 k,__m512i a, int imm); 


m512i 


mm512 


permutexvar_epi64(__m512i a,__m512ib); 


m512i 


mm512 


mask_permutexvar_epi64(__m512is,__ mmask8 k,__m512i a,__m512i b); 


m512i 


mm512 


maskz_permutexvar_epi64(__ mmask8 k,__m512i a,__m512i b); 


m256i 


mm256 


permutex_epi64(__m256i a, int imm); 


m256i 


mm256 


mask_permutex_epi64(__m256i s,__ mmask8 k, __ m256i a, int imm); 


m256i 


mm256 


maskz_permutex_epi64(__ mmask8 k, __ m256i a, int imm); 


m256i 


mm256 


permutexvar_epi64(__ m256i a, ___m256i b); 


m256i 


mm256 


m256i 


mm256 


mask_permutexvar_epi64(__m256is,__ mmask8 k,___ m256i a, __ m256i b); 
maskz_permutexvar_epi64(__ mmask8 k, __ m256i a, ___m256i b); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”; additionally: 


#UD 


#UD 


If VEX.L = 0. 

If VEX.vvvv != 1111B. 

EVEX-encoded instruction, see Table 2-50, “Type E4NF Class Exception Conditions”; additionally: 
If encoded with EVEX.128. 

If EVEX.vvvv != 1111B and with imm8s. 
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VPERMT2B—Full Permute of Bytes from Two Tables Overwriting a Table 


Opcode/ Op | 64/32 CPUID Feature | Description 
Instruction / bit Mode | Flag 

En | Support 
EVEX.128.66.0F38.W0 7D /r A VIN AVX512VL Permute bytes in xmm3/m128 and xmm1 using byte 
VPERMT2B xmm1 {k1}{z}, xmm2, AVX512_VBMI_ | indexes in xmm2 and store the byte results in xmm1 
xmm3/m128 using writemask k1. 
EVEX.256.66.0F38.W0 7D /r A VIV AVX512VL Permute bytes in ymm3/m256 and ymm1 using byte 
VPERMT2B ymm1 {k1}{z}, ymm2, AVX512_VBMI | indexes in ymm2 and store the byte results in ymm1 
ymm3/m256 using writemask k1. 
EVEX.512.66.0F38.W0 7D /r A VV AVX512_VBMI_ | Permute bytes in zmm3/m512 and zmm1 using byte 
VPERMT2B zmm1 {k1}{z}, zmm2, indexes in zmm_2 and store the byte results in zmm1 
zmm3/m512 using writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Permutes byte values from two tables, comprising of the first operand (also the destination operand) and the third 
operand (the second source operand). The second operand (the first source operand) provides byte indices to 
select byte results from the two tables. The selected byte elements are written to the destination at byte granu- 
larity under the writemask k1. 


The first and second operands are ZMM/YMM/XMM registers. The second operand contains input indices to select 
elements from the two input tables in the 1st and 3rd operands. The first operand is also the destination of the 
result. The second source operand can be a ZMM/YMM/XMM register, or a 512/256/128-bit memory location. In 
each index byte, the id bit for table selection is bit 6/5/4, and bits [5:0]/[4:0]/[3:0] selects element within each 
input table. 


Note that these instructions permit a byte value in the source operands to be copied to more than one location in 
the destination operand. Also, the second table and the indices can be reused in subsequent iterations, but the first 
table is overwritten. 


Bits (MAX_VL-1:256/128) of the destination are zeroed for VL=256,128. 
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Operation 


VPERMTZ2B (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
IF VL = 128: 
id := 3; 
ELSE IF VL = 256: 
id := 4; 
ELSE IF VL = 512: 
id := 5; 
Fl; 
TMP_DEST[VL-1:0] := DEST[VL-1:0]; 
FOR j := 0 TO KL-1 
off := 8*SRC1[j*8 + id: j*8] ; 
IF k1[j] OR *no writemask*: 
DEST[j*8 + 7: j*8] = SRC1[j*8+id+1]? SRC2[off+7:off] : TMP_DEST[off+7:off]; 
ELSE IF *zeroing-masking* 
DEST[j*8 + 7: j*8] := 0; 
*ELSE 
DEST[j*8 + 7: j*8] remains unchanged* 
Fl; 
ENDFOR 
DEST[MAX_VL-1:VL] := 0; 


Intel C/C++ Compiler Intrinsic Equivalent 


VPERMT2B __m512i_mm512_permutex2var_epi8(__m512i a,__m512i idx, __m512i b); 

VPERMT2B __m512i_mm512_mask_permutex2var_epi8(__m512i a,__mmask64 k,__m512i idx, __m512i b); 
VPERMT2B __m512i_mm512_maskz_permutex2var_epi8(__mmask64 k,__m512i a,__m512i idx,___m512ib); 
VPERMT2B __m256i_mm256_permutex2var_epi8(__m256i a,_ m256i idx, __m256i b); 

VPERMT2B __m256i__mm256_mask_permutex2var_epi8(__m256i a,__mmask32 k,___ m256i idx, __m256i b); 
VPERMT2B __m256i__mm256_maskz_permutex2var_epi8(__mmask32 k,__ m25Gi a, __m256i idx, __m256i b); 
VPERMT2B __m128i_mm_permutex2var_epi8(__m128i a,__m128i idx, __m128i b); 

VPERMT2B __m128i__mm_mask_permutex2var_epi8(__m128i a,__ mmask16 k,___m128i idx, __m128i b); 
VPERMT2B __m128i __mm_maskz_permutex2var_epi8(__mmask16 k,___m128i a,__m128i idx, __m128i b); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 


See Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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VPERMT2W/D/Q/PS/PD—Full Permute from Two Tables Overwriting one Table 


VPERMT2PD zmm1 {k1}{z}, 
zmm2, zmm3/m512/m64bcst 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.W1 7D /r A VIV AVX512VL_ | Permute word integers from two tables in xmm3/m128 
VPERMT2W xmm1 {k1}{z}, xmm_2, AVX512BW | and xmm1 using indexes in xmm2 and store the result in 
xmm3/m128 xmm_1 using writemask k1. 
EVEX.256.66.0F38.W1 7D /r A VIV AVX512VL_ | Permute word integers from two tables in ymm3/m256 
VPERMT2W ymm1 {k1}{z}, ymm2, AVX512BW | and ymm!1 using indexes in ymm2 and store the result in 
ymm3/m256 ymm1 using writemask k1. 
EVEX.512.66.0F38.W1 7D /r A VIV AVX512BW | Permute word integers from two tables in zmm3/m512 
VPERMT2W zmm1 {k1}{z}, zmm2, and zmm1 using indexes in zmm2 and store the result in 
zmm3/m512 zmm1 using writemask k1. 
EVEX.128.66.0F38.WO 7E /r B VV AVX512VL_ | Permute double-words from two tables in 
VPERMT2D xmm1 {k1}{z}, xmm2, AVX512F xmm3/m128/m32bcst and xmm1 using indexes in xmm2 
xmm3/m1 28/m32bcst and store the result in xmm1 using writemask k1. 
EVEX.256.66.0F38.W0 7E /r B VIN AVX512VL_ | Permute double-words from two tables in 
VPERMT2D ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m32bcst and ymm1 using indexes in ymm2 
ymm3/m256/m32bcst and store the result in ymm1 using writemask k1. 
EVEX.512.66.0F38.WO 7E /r B VIN AVX512F Permute double-words from two tables in 
VPERMT2D zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst and zmm1 using indices in zmm2 
zmm3/m512/m32bcst and store the result in zmm1 using writemask k1. 
EVEX.128.66.0F38.W1 7E /r B VIV AVX512VL_ | Permute quad-words from two tables in 
VPERMT2Q xmm1 {k1}{z}, xmm2, AVX512F xmm3/m128/m64bcst and xmm1 using indexes in xmm2 
xmm3/m1 28/m64bcst and store the result in xmm1 using writemask k1. 
EVEX.256.66.0F38.W1 7E /r B VIV AVX512VL_ | Permute quad-words from two tables in 
VPERMT2Q ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m64bcst and ymm1 using indexes in ymm2 
ymm3/m256/m64bcst and store the result in ymm1 using writemask k1. 
EVEX.512.66.0F38.W1 7E /r B VIV AVX512F Permute quad-words from two tables in 
VPERMT2Q zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst and zmm1 using indices in zmm2 
zmm3/m512/m64bcst and store the result in zmm1 using writemask k1. 
EVEX.128.66.0F38.WO 7F /r B VIV AVX512VL_ | Permute single-precision FP values from two tables in 
VPERMT2PS xmm1 {k1}{Z}, AVX512F xmm3/m128/m32bcst and xmm1 using indexes in xmm2 
xmm2, xmm3/m128/m32bcst and store the result in xmm1 using writemask k1. 
EVEX.256.66.0F38.W0O 7F /r B VIV AVX512VL_ | Permute single-precision FP values from two tables in 
VPERMT2PS ymm1 {k1}{Z}, AVX512F ymm3/m256/m32bcst and ymm1 using indexes in ymm2 
ymme2, ymm3/m256/m32bcst and store the result in ymm1 using writemask k1. 
EVEX.512.66.0F38.W0O 7F /r B VIV AVX512F Permute single-precision FP values from two tables in 
VPERMT2PS zmm1 {k1}{Z}, zmm3/m512/m32bcst and zmm1 using indices in zmm2 
zmm2, zmm3/m512/m32bcst and store the result in zmm1 using writemask k1. 
EVEX.128.66.0F38.W1 7F /r B VIV AVX512VL_ | Permute double-precision FP values from two tables in 
VPERMT2PD xmm1 {k1}{z}, AVX512F xmm3/m128/m64bcst and xmm1 using indexes in xmm2 
xmm2, xmm3/m128/m64bcst and store the result in xmm1 using writemask k1. 
EVEX.256.66.0F38.W1 7F /r B VIV AVX512VL_ | Permute double-precision FP values from two tables in 
VPERMT2PD ymm1 {k1}{z}, AVX512F ymm3/m256/m64bcst and ymm1 using indexes in ymm2 
ymm2, ymm3/m256/m64bcst and store the result in ymm1 using writemask k1. 
EVEX.512.66.0F38.W1 7F /r B VIV AVX512F Permute double-precision FP values from two tables in 


zmm3/m512/m64bcst and zmm1 using indices in zmm2 
and store the result in zmm1 using writemask k1. 
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Instruction Operand Encoding 


Op/En | Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (r,w) EVEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Permutes 16-bit/32-bit/64-bit values in the first operand and the third operand (the second source operand) using 
indices in the second operand (the first source operand) to select elements from the first and third operands. The 
selected elements are written to the destination operand (the first operand) according to the writemask k1. 


The first and second operands are ZMM/YMM/XMM registers. The second operand contains input indices to select 
elements from the two input tables in the 1st and 3rd operands. The first operand is also the destination of the 
result. 

D/Q/PS/PD element versions: The second source operand can be a ZMM/YMM/XMM register, a 512/256/128-bit 
memory location or a 512/256/128-bit vector broadcasted from a 32/64-bit memory location. Broadcast from the 
low 32/64-bit memory location is performed if EVEX.b and the id bit for table selection are set (selecting table_2). 
Dword/PS versions: The id bit for table selection is bit 4/3/2, depending on VL=512, 256, 128. Bits 
[3:0]/[2:0]/[1:0] of each element in the input index vector select an element within the two source operands, If 
the id bit is 0, table_1 (the first source) is selected; otherwise the second source operand is selected. 

Qword/PD versions: The id bit for table selection is bit 3/2/1, and bits [2:0]/[1:0] /bit 0 selects element within each 
input table. 

Word element versions: The second source operand can be a ZMM/YMM/XMM register, or a 512/256/128-bit 
memory location. The id bit for table selection is bit 5/4/3, and bits [4:0]/[3:0]/[2:0] selects element within each 
input table. 

Note that these instructions permit a 16-bit/32-bit/64-bit value in the source operands to be copied to more than 
one location in the destination operand. Note also that in this case, the same index can be reused for example for 
a second iteration, while the table elements being permuted are overwritten. 


Bits (MAXVL-1:256/128) of the destination are zeroed for VL=256,128. 


Operation 


VPERMT2W (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
IF VL= 128 

id:=2 
Fl; 
IF VL = 256 

id:=3 
Fl; 
IF VL= 512 

id:=4 
Fl; 
TMP_DEST := DEST 
FOR j := 0 TO KL-1 

i:=j*16 

off = 16*SRC1[itid:i] 

IF k1[j] OR *no writemask* 

THEN 
DEST[i+1 5:i]=SRC1[i+id+1] ? SRC2[off+1 5:off] 
: TMP_DEST[off+1 5S:off] 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE ; zeroing-masking 
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DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPERMT2D/VPERMTZ2PS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF VL= 128 
id:=1 
Fl; 
IF VL = 256 
id:=2 
Fl; 
IF VL=512 
id:=3 
Fl; 
TMP_DEST := DEST 
FOR j := 0 TO KL-1 
i:=j* 32 
off := 32*SRC1[itid:i] 
IF k1[j] OR *no writemask* 


THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
DEST[i+31:i] = SRC1[i+id+1] ? SRC2[31:0] 
: TMP_DEST[off+31:off] 
ELSE 
DEST[i+31:i] = SRC1[i+id+1] ? SRC2[off+3 1:off] 
: TMP_DEST[off+31:off] 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPERMT2Q/VPERMT2PD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8 512) 
IF VL= 128 
id:=0 
Fl; 
IF VL = 256 
id:=1 
Fl; 
IF VL=512 
id:=2 
Fl; 
TMP_DEST:= DEST 
FOR j :=0 TO KL-1 
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i:=j*64 


off := 64*SRC1[itid:i] 
IF k1[j] OR *no writemask* 
THEN 


ELSE 


Fl; 
ENDFOR 


IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN 
DEST[i+63:i] = SRC1[i+id+1] ? SRC2[63:0] 
: TMP_DEST[off+63:0ff] 
ELSE 
DEST[i+63:i] = SRC1[i+id+1] ? SRC2[off+63:off] 
: TMP_DEST[off+63:0ff] 
Fl 


IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPERMT2D 


m512i_mm512_permutex2var_epi32(__m512i a, 


VPERMT2D 


m512i_mm512_mask_permutex2var_epi32(__m512ia, 


VPERMT2D 


m512i_mm512_mask2_permutex2var_epi32(__m512i a, 


VPERMT2D 


m512i_mm512_maskz_permutex2var_epi32(__mmask16 k,__m512ia, 


VPERMT2D 


m256i__mm256_permutex2var_epi32(__m256i a, 


VPERMT2D 


VPERMT2D 


VPERMT2D 


VPERMT2D __m128i __mm_permutex2var_epi32(__m128i a, 


VPERMT2D 


m128i __mm_mask_permutex2var_epi32(__m128i a, 


VPERMT2D 


m128i __mm_mask2_permutex2var_epi32(__m128i a, 


VPERMT2D __m128i __mm_maskz_permutex2var_epi32(__mmask8 k, 


VPERMT2PD 
VPERMT2PD 
VPERMT2PD 
VPERMT2PD 
VPERMT2PD 
VPERMT2PD 
VPERMT2PD 
VPERMT2PD 
VPERMT2PD 
VPERMT2PD 
VPERMT2PD 
VPERMT2PD 
VPERMT2PS 
VPERMT2PS 
VPERMT2PS 
VPERMT2PS 
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m512d_mm512_permutex2var_pd(__m512da,__m512i idx, 
m512d_mm512_mask_permutex2var_pd(__m512da,__ mmask8 k, 
m512d_mm512_mask2_permutex2var_pd(__m512d a, 
m512d_mm512_maskz_permutex2var_pd(__mmask8 k, 
m256d _mm256_permutex2var_pd(__m256d a, ___ m256i idx, 
m256d __mm256_mask_permutex2var_pd(__m256d a, ___ mmask8 k, 
m256d __mm256_mask2_permutex2var_pd(__m256d a, 
m256d __mm256_maskz_permutex2var_pd(__mmask8 k, 
m1 28i idx, 
m128d _mm_mask_permutex2var_pd(__m128d a,__ mmask8 k,__m128i idx, 


__m128d _mm_permutex2var_pd(__m128d a, 


m128d_mm_mask2_permutex2var_pd(__m128d a, 
m128d __mm_maskz_permutex2var_pd(__mmask8 k, 
m512_mm512_permutex2var_ps(__m512 a, 


m512i idx, 
mmask16 k,___m512i idx, 
mmask16 k,___m512i b); 
m512i idx, 


m256i idx, 
m256i_mm256_mask_permutex2var_epi32(__m256i a, 
m256i_mm256_mask2_permutex2var_epi32(__m256i a, 
m256i __mm256_maskz_permutex2var_epi32(__mmask8 k, 
m1 28i idx, 


m512i idx, 
m512_mm512_mask_permutex2var_ps(__m512 a,__mmask16 k,___m512i idx, 
m512_mm512_mask2_permutex2var_ps(__m512 a, 
m512_mm512_maskz_permutex2var_ps(__mmask16 k,__m512 a, 
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m512i b); 


m512i b); 


m256i idx, __m256i b); 
mmask8 k, __m256i b); 


m256i b); 


m128i b); 
m128i b); 
m128i a, __m128i idx, __m128ib); 


m512i idx, __m512d b); 
m512i idx, __mmask8 k,___m512d b); 
m512da,__m512i idx, 


m512d b); 


m256i idx, __m256d b); 
m256i idx, ___ mmask8 k, __m256d b); 
m256d a,__ m256i idx, 


m256d b); 


m1 28d b); 
mmask8 k, __m128d b); 
m128d b); 


m512 b); 


m512 b); 
m512 b); 
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VPERMT2PS __m256 _mm256_permutex2var_ps(__m256 a, ___ m256i idx, __m256 b); 

VPERMT2PS __m256_mm256_mask_permutex2var_ps(__m256 a,___ mmask8 k, __ m256i idx, __m256 b); 
VPERMT2PS __m256_mm256_mask2_permutex2var_ps(__m256 a,__ m256i idx, __ mmask8 k,__ M256 b); 
VPERMT2PS __m256_mm256_maskz_permutex2var_ps(__mmask8 k,__m256 a, ___m256i idx, __m256 b); 
VPERMT2PS __m128_mm_permutex2var_ps(__m128 a,__m128i idx, __m128 b); 

VPERMT2PS __m128_mm_mask_permutex2var_ps(__m128 a,___ mmask8 k,__m128i idx, __m128 b); 
VPERMT2PS __m128_mm_mask2_permutex2var_ps(__m128 a, __m128i idx, __ mmask8 k,___m128 b); 
VPERMT2PS __m128_mm_maskz_permutex2var_ps(__mmask8 k,__m128 a,_m128i idx,__m128 b); 
VPERMT2Q __m512i_mm512_permutex2var_epi64(__m512i a, ___m512i idx, __m512i b); 

VPERMT2Q __m512i_mm512_mask_permutex2var_epi64(__m512i a, ___ mmask8 k, __m512i idx, __m512i b); 
VPERMT2Q __m512i_mm512_mask2_permutex2var_epi64(__m512i a, ___m512i idx, __ mmask8 k, __m512i b); 
VPERMT2Q __m512i_mm512_maskz_permutex2var_epi64(__mmask8 k, __m512i a,__m512i idx, __m512i b); 
VPERMT2Q __m256i__mm256_permutex2var_epi64(__m256i a, __m256i idx, __m256i b); 

VPERMT2Q __m256i __mm256_mask_permutex2var_epi64(__m256i a, __ mmask8 k, __m256i idx, __m256i b); 
VPERMT2Q __m256i __mm256_mask2_permutex2var_epi64(__m256i a, __m256i idx, __ mmask8 k, __m256i b); 
VPERMT2Q __m256i __mm256_maskz_permutex2var_epi64(__mmask8 k, __m256i a, ___m256i idx, __m256i b); 
VPERMT2Q __m128i __mm_permutex2var_epi64(__m128i a, ___m128i idx, __m128i b); 

VPERMT2Q __m128i __mm_mask_permutex2var_epi64(__m128i a, __mmask8 k, __m128i idx, __m128i b); 
VPERMT2Q __m128i __mm_mask2_permutex2var_epi64(__m128i a, ___m128i idx, __mmask8 k, __m128i b); 
VPERMT2Q __m128i __mm_maskz_permutex2var_epi64(__mmask8 k, __m128i a, ___m128i idx, __m128i b); 
VPERMT2W __m512i_mm512_permutex2var_epi16(__m512i a,__m512i idx, ___m512i b); 

VPERMT2W __m512i_mm512_mask_permutex2var_epi16(__m512i a,__ mmask32 k,___m512i idx, ___m512i b); 
VPERMT2W __m512i_mm512_mask2_permutex2var_epi16(__m512i a,__m512i idx, _ mmask32 k,__m512i b); 
VPERMT2W __m512i_mm512_maskz_permutex2var_epi16(__mmask32 k,__m512ia,__m512i idx, __m512ib); 
VPERMT2W __m256i_mm256_permutex2var_epi16(__m256i a,___ m256i idx, __m256i b); 

VPERMT2W __m256i__mm256_mask_permutex2var_epi16(__m256i a,__ mmask16 k, __m256i idx, __m256i b); 
VPERMT2W __m256i_mm256_mask2_permutex2var_epi16(__m256i a,___ m256i idx, _ mmask16 k, __m256i b); 
VPERMT2W __m256i_mm256_maskz_permutex2var_epi16(__mmask16 k,__ m256i a, __ m256i idx, __m256i b); 
VPERMT2W __m128i_mm_permutex2var_epi16(__m128i a, ___m128i idx, __m128i b); 


VPERMT2W __m128i__mm_mask_permutex2var_epi16(__m128i a, 
VPERMT2W __m128i__mm_mask2_permutex2var_epi16(__m128i a, 


mmask8 k, __m128i idx, __m128i b); 
m128i idx, ___ mmask8 k, __m128i b); 


VPERMT2W __m128i__mm_maskz_permutex2var_epi16(__mmask8 k, __m128i a, 


m128i idx, __m128i b); 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 
VPERMT2D/Q/PS/PD: See Table 2-50, “Type E4NF Class Exception Conditions”. 
VPERMT2W: See Exceptions Type E4NF.nb in Table 2-50, “Type E4NF Class Exception Conditions”. 
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Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
EVEX.128.66.0F38.W0 62 /r A VIV AVX512_VBMI2 Expands up to 128 bits of packed byte values 
VPEXPANDB xmm1{k1}{z}, m128 AVX512VL from m128 to xmm1 with writemask k1. 
EVEX.128.66.0F38.W0 62 /r B VIV AVX512_VBMI2 Expands up to 128 bits of packed byte values 
VPEXPANDB xmm1{k1}{z}, xmm2 AVX512VL from xmm_2 to xmm1 with writemask k1. 
EVEX.256.66.0F38.W0 62 /r A VIV AVX512_VBMI2 Expands up to 256 bits of packed byte values 
VPEXPANDB ymm1{k1}{z}, m256 AVX512VL from m256 to ymm1 with writemask k1. 
EVEX.256.66.0F38.W0 62 /r B VIV AVX512_VBMI2 Expands up to 256 bits of packed byte values 
VPEXPANDB ymm1{k1}{z}, ymm2 AVX512VL from ymm_2 to ymm1 with writemask k1. 
EVEX.512.66.0F38.W0 62 /r A VIV AVX512_VBMI2 Expands up to 512 bits of packed byte values 
VPEXPANDB zmm1{k1}{z}, m512 from m512 to zmm1 with writemask k1. 
EVEX.512.66.0F38.W0 62 /r B VIV AVX512_VBMI2 Expands up to 512 bits of packed byte values 
VPEXPANDB zmm1{k1}{z}, zmm2 from zmm2 to zmm1 with writemask k1. 
EVEX.128.66.0F38.W1 62 /r A VIV AVX512_VBMI2 Expands up to 128 bits of packed word values 
VPEXPANDW xmm1{k1}{z}, m128 AVX512VL from m128 to xmm1 with writemask k1. 
EVEX.128.66.0F38.W1 62 /r B VIV AVX512_VBMI2 Expands up to 128 bits of packed word values 
VPEXPANDW xmm1{k1}{z}, xmm2 AVX512VL from xmm_2 to xmm1 with writemask k1. 
EVEX.256.66.0F38.W1 62 /r A VIV AVX512_VBMI2 Expands up to 256 bits of packed word values 
VPEXPANDW ymm1{k1}{z}, m256 AVX512VL from m256 to ymm1 with writemask k1. 
EVEX.256.66.0F38.W1 62 /r B VIV AVX512_VBMI2 Expands up to 256 bits of packed word values 
VPEXPANDW ymm1{k1}{z}, ymm2 AVX512VL from ymm_2 to ymm1 with writemask k1. 
EVEX.512.66.0F38.W1 62 /r A VIV AVX512_VBMIl2 Expands up to 512 bits of packed word values 
VPEXPANDW zmm1{k1}{z}, m512 from m512 to zmm1 with writemask k1. 
EVEX.512.66.0F38.W1 62 /r B VIV AVX512_VBMI2 Expands up to 512 bits of packed byte integer 
VPEXPANDW zmm1{k1}{z}, zmm2 values from zmm2 to zmm1 with writemask 
k1. 
Instruction Operand Encoding 
Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Expands (loads) up to 64 byte integer values or 32 word integer values from the source operand (memory 
operand) to the destination operand (register operand), based on the active elements determined by the 


writemask operand. 


Note: EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


VPEXPANDB/VPEXPANDW — Expand Byte/Word Values 


Vol.2C 5-395 


INSTRUCTION SET REFERENCE, V-Z 


Moves 128, 256 or 512 bits of packed byte integer values from the source operand (memory operand) to the desti- 
nation operand (register operand). This instruction is used to load from an int8 vector register or memory location 
while inserting the data into sparse elements of destination vector register using the active elements pointed out 


by the operand writemask. 
This instruction supports memory fault suppression. 


Note that the compressed displacement assumes a pre-scaling (N) corresponding to the size of one single element 


instead of the size of the full vector. 


Operation 


VPEXPANDB 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
k:=0 
FOR j := 0 TOKL-1: 
IF k1[j] OR *no writemask*: 
DEST.byte[j] := SRC.byte[k]; 
k:=k+1 
ELSE: 
IF *merging-masking*: 
*DEST.byte[j] remains unchanged* 
ELSE: ; zeroing-masking 
DEST.byte[j] := 0 
DEST[MAX_VL-1:VL] := 0 


VPEXPANDW 
(KL, VL) = (8,128), (16,256), (32, 512) 
k:=0 
FOR j :=0 TO KL-1: 
IF k1[j] OR *no writemask*: 
DEST.word[j] := SRC.word[k]; 
k:=k+1 
ELSE: 
IF *merging-masking*: 
*DEST.word[j] remains unchanged* 
ELSE: ; zeroing-masking 
DEST.word[j] := 0 
DEST[MAX_VL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPEXPAND 


m128i 


mm_mask_expand_epi8(__m128i,___ mmask16, __m128i); 


VPEXPAND 


m128i 


mm_maskz_expand_epi8(__mmask16, __m128i); 


VPEXPAND 


m128i 


mm_mask_expandloadu_epi8(__m128i,__ mmask16, const void"); 


VPEXPAND 


m128i 


mm_maskz_expandloadu_epi8(__mmask16, const void"); 


VPEXPAND 


m256i 


mm256_mask_expand_epi8(__m256i,__ mmask32, __ m256i); 


VPEXPAND 


m256i 


mm256_maskz_expand_epi8(__mmask32, __m256i); 


VPEXPAND 


m256i 


mm256_mask_expandloadu_epi8(__m256i, __ mmask32, const void"); 


VPEXPAND 


m256i 


mm256_maskz_expandloadu_epi8(__mmask32, const void*); 


VPEXPAND 


m512i 


mm512_mask_expand_epi8(__m512i,__ mmask64, __m512i); 


VPEXPAND 


m512i 


mm512_maskz_expand_epi8(__mmask64, __m512i); 


VPEXPAND 


m512i 


mm512_mask_expandloadu_epi8(__m512i, __ mmask64, const void"); 


VPEXPAND 


m512i 


mm512_maskz_expandloadu_epi8(__mmask64, const void*); 


VPEXPANDW 
VPEXPANDW 
VPEXPANDW 
VPEXPANDW 
VPEXPANDW 
VPEXPANDW 
VPEXPANDW 
VPEXPANDW 
VPEXPANDW 
VPEXPANDW 
VPEXPANDW 
VPEXPANDW 


m1 28i 


mm_mask_expand_epi16(__m128i,__ mmask8,__m128i); 


m1 28i 


mm_maskz_expand_epi16(__mmask8, __m128i); 


m128i 


mm_mask_expandloadu_epi16(__m128i, __ mmask8, const void’); 


m1 28i 


mm_maskz_expandloadu_epi16(__mmask8, const void *); 


m256i 


mm256_mask_expand_epil16(__m256i,__ mmask16, __m256i); 


m256i 


mm256_maskz_expand_epi16(__mmask16, __m256i); 


m256i 


mm256_mask_expandloadu_epi16(__m256i, __ mmask16, const void"); 


m256i 


mm256_maskz_expandloadu_epi16(__mmask16, const void’); 


m512i 


mm512_mask_expand_epi16(__m512i,___ mmask32, __m512i); 


m512i 


mm512_maskz_expand_epi16(__mmask32, __m512i); 


m512i 


mm512_mask_expandloadu_epi16(__m512i, __ mmask32, const void"); 


m512i 


mm512_maskz_expandloadu_epi16(__mmask32, const void’); 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 


See Table 2-49, “Type E4 Class Exception Conditions”. 


VPEXPANDB/VPEXPANDW — Expand Byte/Word Values 
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VPEXPANDD—Load Sparse Packed Doubleword Integer Values from Dense Memory / Register 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support Flag 
EVEX.128.66.0F38.W0 89 /r A VIV AVX512VL_ | Expand packed double-word integer values from 
VPEXPANDD xmm1 {k1}{z}, AVX512F xmm2/m128 to xmm1 using writemask k1. 
xmm2/m128 
EVEX.256.66.0F38.W0 89 /r A VIV AVX512VL | Expand packed double-word integer values from 
VPEXPANDD ymm1 {k1}{Z}, AVX512F ymm2/m256 to ymm1 using writemask k1. 
ymm2/m256 
EVEX.512.66.0F38.W0 89 /r A VIV AVX512F Expand packed double-word integer values from 
VPEXPANDD zmm1 {k1}{Z}, zmm2/m512 to zmm1 using writemask k1. 
zmm2/m512 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Expand (load) up to 16 contiguous doubleword integer values of the input vector in the source operand (the second 
operand) to sparse elements in the destination operand (the first operand), selected by the writemask ki. The 
destination operand is a ZMM register, the source operand can be a ZMM register or memory location. 

The input vector starts from the lowest element in the source operand. The opmask register k1 selects the destina- 
tion elements (a partial vector or sparse elements if less than 8 elements) to be replaced by the ascending 
elements in the input vector. Destination elements not selected by the writemask k1 are either unmodified or 
zeroed, depending on EVEX.z. 


Note: EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Note that the compressed displacement assumes a pre-scaling (N) corresponding to the size of one single element 
instead of the size of the full vector. 


Operation 


VPEXPANDD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 


k:=0 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
DEST[i+31:i] = SRC[k+3 1:k]; 
k:=k+32 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPEXPANDD 
VPEXPANDD 
VPEXPANDD 
VPEXPANDD 
VPEXPANDD 
VPEXPANDD 
VPEXPANDD 
VPEXPANDD 
VPEXPANDD 
VPEXPANDD 
VPEXPANDD 
VPEXPANDD 


m512i 


mm512_mask_expandloadu_epi32(__m512is,__mmask16 k, void * a); 


m512i 


mm512_maskz_expandloadu_epi32(__mmask16 k, void * a); 


m512i 


mm512_mask_expand_epi32(__m512is, __mmask16 k,__m512i a); 


m512i 


mm512 


m256i 


maskz_expand_epi32(__mmask16 k,__m512i a); 


mm256_mask_expandloadu_epi32(__m256i s, __ mmask8 k, void * a); 


m256i 


mm256_maskz_expandloadu_epi32(__mmask8 kK, void * a); 


m256i 


mm256_mask_expand_epi32(__m256i s,___mmask8 k, __m256i a); 


m256i 


mm256_maskz_expand_epi32(__mmask8 k, __m256i a); 


m1 28i 


mm_mask_expandloadu_epi32(__m128is,__ mmask8 kK, void * a); 


m1 28i 


mm_maskz_expandloadu_epi32(__mmask8 kK, void * a); 


m128i 


m1 28i 


mm_mask_expand_epi32(__m128i s,__ mmask8 k, __m128i a); 
mm_maskz_expand_epi32(__mmask8 k, __m128i a); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”; 


additionally: 


#UD 


VPEXPANDD—Load Sparse Packed Doubleword Integer Values from Dense Memory / Register 


If EVEX.vvvv != 1111B. 
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VPEXPANDQ—Load Sparse Packed Quadword Integer Values from Dense Memory / Register 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.66.0F38.W1 89 /r A VIV AVX512VL | Expand packed quad-word integer values from 
VPEXPANDQ xmm1 {k1}{z}, xmm2/m128 AVX512F xmm2/m128 to xmm1 using writemask k1. 
EVEX.256.66.0F38.W1 89 /r A VIV AVX512VL | Expand packed quad-word integer values from 
VPEXPANDQ ymm1 {k1}{z}, ymm2/m256 AVX512F ymm2/m256 to ymm1 using writemask k1. 
EVEX.512.66.0F38.W1 89 /r A VIV AVX512F Expand packed quad-word integer values from 
VPEXPANDQ zmm1 {k1}{z}, zmm2/m512 zmm2/m512 to zmm1 using writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Expand (load) up to 8 quadword integer values from the source operand (the second operand) to sparse elements 
in the destination operand (the first operand), selected by the writemask k1. The destination operand is a ZMM 
register, the source operand can be a ZMM register or memory location. 

The input vector starts from the lowest element in the source operand. The opmask register k1 selects the destina- 
tion elements (a partial vector or sparse elements if less than 8 elements) to be replaced by the ascending 
elements in the input vector. Destination elements not selected by the writemask k1 are either unmodified or 
zeroed, depending on EVEX.z. 

Note: EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


Note that the compressed displacement assumes a pre-scaling (N) corresponding to the size of one single element 
instead of the size of the full vector. 


Operation 


VPEXPANDQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
k:=0 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
DEST[i+63:i] = SRC[k+63:k]; 
k:=k+64 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPEXPANDQ 
VPEXPANDQ 
VPEXPANDQ 
VPEXPANDQ 
VPEXPANDQ 
VPEXPANDQ 
VPEXPANDQ 
VPEXPANDQ 
VPEXPANDQ 
VPEXPANDQ 
VPEXPANDQ 
VPEXPANDQ 


m512i 


mm512_mask_expandloadu_epi64(__m512is,__ mmask8 k, void * a); 


m512i 


mm512_maskz_expandloadu_epi64(__ mmask8 k, void * a); 


m512i 


mm512_mask_expand_epi64(__m512is,___mmask8 k,__m512i a); 


m512i 


mm512 


m256i 


maskz_expand_epi64(__mmask8 k,___m512i a); 


mm256_mask_expandloadu_epi64(__m256is,__ mmask8 k, void * a); 


m256i 


mm256_maskz_expandloadu_epi64(__ mmask8 k, void * a); 


m256i 


mm256_mask_expand_epi64(__m256i s,___ mmask8 k,___m256i a); 


m256i 


mm256_maskz_expand_epi64(__mmask8 k, __m256i a); 


m128i 


mm_mask_expandloadu_epi64(__m128i s,__ mmask8 kK, void * a); 


m128i 


mm_maskz_expandloadu_epi64(__ mmask8 k, void * a); 


m128i 


m128i 


mm_mask_expand_epi64(__m128i s,__ mmask8 k, __m128i a); 
mm_maskz_expand_epi64(__ mmask8 k, __m128i a); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


EVEX-encoded instruction, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”; 


additionally: 


#UD 
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VPGATHERDD/VPGATHERQD — Gather Packed Dword Values Using Signed Dword/Qword 
Indices 


Opcode/ Op/ | 64/32 | CPUID Description 
Instruction En -bit Feature 
Mode Flag 

VEX.128.66.0F38.W0 90 /r RMV | V/V AVX2 Using dword indices specified in vm32x, gather dword val- 

VPGATHERDD xmm1, vm32x, xmm2 ues from memory conditioned on mask specified by 
xmmez. Conditionally gathered elements are merged into 
xmm1. 

VEX.128.66.0F38.W0O 91 /r RMV | V/V AVX2 Using qword indices specified in vm64x, gather dword val- 

VPGATHERQD xmm17, vm64x, xmm2 ues from memory conditioned on mask specified by 
xmmez. Conditionally gathered elements are merged into 
xmm1. 

VEX.256.66.0F38.W0 90 /r RMV | V/V AVX2 Using dword indices specified in vm32y, gather dword 

VPGATHERDD ymm1, vm32y, ymm2 from memory conditioned on mask specified by ymm2. 
Conditionally gathered elements are merged into ymm1. 

VEX.256.66.0F38.W0 91 /r RMV | V/V AVX2 Using qword indices specified in vm64y, gather dword val- 

VPGATHERQD xmm1, vm64y, xmm2 ues from memory conditioned on mask specified by 
xmmez. Conditionally gathered elements are merged into 
xmm1. 


Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 


RMV ModRM:reg (r,w) BaseReg (R): VSIB:base, VEX.vvvv (r, w) NA 
VectorReg(R): VSIB:index 


Description 


The instruction conditionally loads up to 4 or 8 dword values from memory addresses specified by the memory 
operand (the second operand) and using dword indices. The memory operand uses the VSIB form of the SIB byte 
to specify a general purpose register operand as the common base, a vector register for an array of indices relative 
to the base and a constant scale factor. 


The mask operand (the third operand) specifies the conditional load operation from each memory address and the 
corresponding update of each data element of the destination operand (the first operand). Conditionality is speci- 
fied by the most significant bit of each data element of the mask register. If an element’s mask bit is not set, the 

corresponding element of the destination register is left unchanged. The width of data element in the destination 

register and mask register are identical. The entire mask register will be set to zero by this instruction unless the 
instruction causes an exception. 


Using qword indices, the instruction conditionally loads up to 2 or 4 qword values from the VSIB addressing 
memory operand, and updates the lower half of the destination register. The upper 128 or 256 bits of the destina- 
tion register are zero’ed with qword indices. 


This instruction can be suspended by an exception if at least one element is already gathered (i.e., if the exception 
is triggered by an element other than the rightmost one with its mask bit set). When this happens, the destination 
register and the mask operand are partially updated; those elements that have been gathered are placed into the 
destination register and have their mask bits set to zero. If any traps or interrupts are pending from already gath- 
ered elements, they will be delivered in lieu of the exception; in this case, EFLAG.RF is set to one so an instruction 
breakpoint is not re-triggered when the instruction is continued. 


If the data size and index size are different, part of the destination register and part of the mask register do not 
correspond to any elements being gathered. This instruction sets those parts to zero. It may do this to one or both 
of those registers even if the instruction triggers an exception, and even if the instruction triggers the exception 
before gathering any elements. 


VEX.128 version: For dword indices, the instruction will gather four dword values. For qword indices, the instruction 
will gather two values and zero the upper 64 bits of the destination. 
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VEX.256 version: For dword indices, the instruction will gather eight dword values. For qword indices, the instruc- 
tion will gather four values and zero the upper 128 bits of the destination. 


Note that: 


If any pair of the index, mask, or destination registers are the same, this instruction results a UD fault. 


The values may be read from memory in any order. Memory ordering with other instructions follows the Intel- 
64 memory-ordering model. 


Faults are delivered in a right-to-left manner. That is, if a fault is triggered by an element and delivered, all 
elements closer to the LSB of the destination will be completed (and non-faulting). Individual elements closer 
to the MSB may or may not be completed. If a given element triggers multiple faults, they are delivered in the 
conventional order. 


Elements may be gathered in any order, but faults must be delivered in a right-to-left order; thus, elements to 
the left of a faulting one may be gathered before the fault is delivered. A given implementation of this 
instruction is repeatable - given the same input values and architectural state, the same set of elements to the 
left of the faulting one will be gathered. 


This instruction does not perform AC checks, and so will never deliver an AC fault. 
This instruction will cause a #UD if the address size attribute is 16-bit. 
This instruction will cause a #UD if the memory operand is encoded without the SIB byte. 


This instruction should not be used to access memory mapped I/O as the ordering of the individual loads it does 
is implementation specific, and some implementations may use loads larger than the data element size or load 
elements an indeterminate number of times. 


The scaled index may require more bits to represent than the address bits used by the processor (e.g., in 32- 
bit mode, if the scale is greater than one). In this case, the most significant bits beyond the number of address 
bits are ignored. 


Operation 


DEST := SRC1; 

BASE_ADDR: base register encoded in VSIB addressing; 
VINDEX: the vector index register encoded by VSIB addressing; 
SCALE: scale factor encoded by SIB:[7:6]; 

DISP: optional 1, 4 byte displacement; 

MASK := SRC3; 


VPGATHERDD (VEX.128 version) 
MASK[MAXVL-1:128] := 0; 
FOR j= 0 to 3 


i:=j* 32; 
IF MASK[31 +i] THEN 
MASK{i +31:i] := FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{i +31:i] := 0; 
Fl; 
ENDFOR 
FOR j := 0 to3 
i:=j* 32; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX[i+31:i])*SCALE + DISP; 
IF MASK[31 +i] THEN 
DEST{i +31:i] = FETCH_32BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK{i +31:i] = 0; 
ENDFOR 
DEST[MAXVL-1:1 28] := 0; 
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VPGATHERQD (VEX.128 version) 
MASK[MAXVL-1:64] := 0; 


FOR j =O to3 
i:=j* 32; 
IF MASK[31 +i] THEN 
MASK{[i +31:i] := FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{i +31:i] = 0; 
Fl; 
ENDFOR 
FOR j :=O to 1 
k:=j* 64; 
i:=j* 32; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX1[k+63:k])*SCALE + DISP; 
IF MASK[31 +i] THEN 
DEST{i +31:i] = FETCH_32BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK{i +31:i] = 0; 
ENDFOR 


DEST[MAXVL-1:64] := 0; 


VPGATHERDD (VEX.256 version) 
MASK[MAXVL-1:256] := 0; 
FOR j :=Oto7 
i:=j* 32; 
IF MASK[31 +i] THEN 
MASK{[i +31:i] := FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{i +31:i] = 0; 
Fl; 
ENDFOR 
FOR j :=Oto7 
i:=j* 32; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX1[i+31:i])*SCALE + DISP; 
IF MASK[31 +i] THEN 
DEST[i +31:i] = FETCH_32BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK{i +31:i] = 0; 
ENDFOR 
DEST[MAXVL-1:256] := 0; 
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VPGATHERQD (VEX.256 version) 
MASK[MAXVL-1:128] := 0; 


FOR j :=Oto7 
i:=j* 32; 
IF MASK[31 +i] THEN 
MASK{i +31:i] := FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{i +31:i] := 0; 
Fl; 
ENDFOR 
FOR j :=0 to3 
k:=j* 64; 
i:=j* 32; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX1 [k+63:k])*SCALE + DISP; 
IF MASK[31 +i] THEN 
DEST{i +31:i] = FETCH_32BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK{i +31:i] = 0; 
ENDFOR 


DEST[MAXVL-1:128] := 0; 


Intel C/C++ Compiler Intrinsic Equivalent 

VPGATHERDD: __m128i__mm_i32gather_epi32 (int const * base, __m128i index, const int scale); 

VPGATHERDD: __m128i __mm_mask_i32gather_epi32 (__m128i src, int const * base, __m128i index, __m128i mask, const int scale); 
VPGATHERDD: __ m256i_mm256_i32gather_epi32 ( int const * base, __m256i index, const int scale); 


VPGATHERDD: __ m256i_mm256_mask_i32gather_epi32 (__m256i src, int const * base, __m256i index, 
scale); 


VPGATHERQD: __m128i __mm_i64gather_epi32 (int const * base, __m128i index, const int scale); 
VPGATHERQD: __m128i __mm_mask_i64gather_epi32 (__m128i src, int const * base, 
VPGATHERQD: __m128i __mm256_i64gather_epi32 (int const * base, __m256i index, const int scale); 


VPGATHERQD: __m128i__mm256_mask_i64gather_epi32 (__m128i src, int const * base, __m256i index, 
scale); 


m256i mask, const int 


m128i index, __m128i mask, const int scale); 


m128i mask, const int 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-27, “Type 12 Class Exception Conditions”. 
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VPGATHERDD/VPGATHERDQ—Gather Packed Dword, Packed Qword with Signed Dword Indices 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.66.0F38.W0 90 /vsib A VV AVX512VL | Using signed dword indices, gather dword values from 
VPGATHERDD xmm1 {k1}, vm32x AVX512F memory using writemask k1 for merging-masking. 
EVEX.256.66.0F38.W0 90 /vsib A VV AVX512VL | Using signed dword indices, gather dword values from 
VPGATHERDD ymm1 {k1}, vm32y AVX512F memory using writemask k1 for merging-masking. 
EVEX.512.66.0F38.W0 90 /vsib A VIV AVX512F Using signed dword indices, gather dword values from 
VPGATHERDD zmm1 {k1}, vm32z memory using writemask k1 for merging-masking. 
EVEX.128.66.0F38.W1 90 /vsib A VV AVX512VL | Using signed dword indices, gather quadword values from 
VPGATHERDQ xmm1 {k1}, vm32x AVX512F memory using writemask k1 for merging-masking. 
EVEX.256.66.0F38.W1 90 /vsib A VV AVX512VL | Using signed dword indices, gather quadword values from 
VPGATHERDQ ymm1 {k1}, vm32x AVX512F memory using writemask k1 for merging-masking. 
EVEX.512.66.0F38.W1 90 /vsib A VIV AVX512F Using signed dword indices, gather quadword values from 
VPGATHERDQ zmm1 {k1}, vm32y memory using writemask k1 for merging-masking. 


Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 


BaseReg (R): VSIB:base, 
VectorReg(R): VSIB:index 


A Tuple1 Scalar ModRM:reg (w) NA NA 


Description 


A set of 16 or 8 doubleword/quadword memory locations pointed to by base address BASE_ADDR and index vector 
VINDEX with scale SCALE are gathered. The result is written into vector zmm1. The elements are specified via the 
VSIB (i.e., the index register is a zmm, holding packed indices). Elements will only be loaded if their corresponding 
mask bit is one. If an element’s mask bit is not set, the corresponding element of the destination register (zmm1) 
is left unchanged. The entire mask register will be set to zero by this instruction unless it triggers an exception. 


This instruction can be suspended by an exception if at least one element is already gathered (i.e., if the exception 
is triggered by an element other than the rightmost one with its mask bit set). When this happens, the destination 
register and the mask register (k1) are partially updated; those elements that have been gathered are placed into 
the destination register and have their mask bits set to zero. If any traps or interrupts are pending from already 
gathered elements, they will be delivered in lieu of the exception; in this case, EFLAG.RF is set to one so an instruc- 
tion breakpoint is not re-triggered when the instruction is continued. 

If the data element size is less than the index element size, the higher part of the destination register and the mask 
register do not correspond to any elements being gathered. This instruction sets those higher parts to zero. It may 
update these unused elements to one or both of those registers even if the instruction triggers an exception, and 
even if the instruction triggers the exception before gathering any elements. 

Note that: 


¢ The values may be read from memory in any order. Memory ordering with other instructions follows the Intel- 
64 memory-ordering model. 


¢ Faults are delivered in a right-to-left manner. That is, if a fault is triggered by an element and delivered, all 
elements closer to the LSB of the destination zmm will be completed (and non-faulting). Individual elements 
closer to the MSB may or may not be completed. If a given element triggers multiple faults, they are delivered 
in the conventional order. 

¢ Elements may be gathered in any order, but faults must be delivered in a right-to-left order; thus, elements to 
the left of a faulting one may be gathered before the fault is delivered. A given implementation of this 
instruction is repeatable - given the same input values and architectural state, the same set of elements to the 
left of the faulting one will be gathered. 


¢ This instruction does not perform AC checks, and so will never deliver an AC fault. 
* Not valid with 16-bit effective addresses. Will deliver a #UD fault. 
¢ These instructions do not accept zeroing-masking since the 0 values in k1 are used to determine completion. 
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Note that the presence of VSIB byte is enforced in this instruction. Hence, the instruction will #UD fault if 
ModRM.rm is different than 100b. 


This instruction has the same disp8*N and alignment rules as for scalar instructions (Tuple 1). 


The instruction will #UD fault if the destination vector zmm1 is the same as index vector VINDEX. The instruction 
will #UD fault if the kO mask register is specified. 

The scaled index may require more bits to represent than the address bits used by the processor (e.g., in 32-bit 
mode, if the scale is greater than one). In this case, the most significant bits beyond the number of address bits are 
ignored. 


Operation 


BASE_ADDR stands for the memory operand base address (a GPR); may not exist 
VINDEX stands for the memory operand vector of indices (a ZMM register) 
SCALE stands for the memory operand scalar (1, 2, 4 or 8) 

DISP is the optional 1 or 4 byte displacement 


VPGATHERDD (EVEX encoded version) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1{j] 
THEN DEST[i+31:i] := MEM[BASE_ADDR + 
SignExtend(VINDEX[i+31:i]) * SCALE + DISP]), 1) 
k1{j] := 0 
ELSE *DEST[i+31:i] := remains unchanged* ; Only merging masking is allowed 
Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 
DEST[MAXVL-1:VL] := 0 


VPGATHERDQ (EVEX encoded version) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
k:=j* 32 
IF k1{j] 
THEN DEST[i+63:i] := 
MEM[BASE_ADDR + SignExtend(VINDEX[k+31:k]) * SCALE + DISP]) 
k1{j] := 0 
ELSE *DEST[i+63:i] := remains unchanged* ; Only merging masking is allowed 
Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 
DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPGATHERDD __m512i_mm512_i32gather_epi32(__m512i vdx, void * base, int scale); 

VPGATHERDD __m512i_mm512_mask_i32gather_epi32(__m512is,__mmask16 k,__m512i vdx, void * base, int scale); 
VPGATHERDD __m256i__mm256_mmask_i32gather_epi32(__m256i s,___ mmask8 k, __ m256i vdx, void * base, int scale); 
VPGATHERDD __m128i __mm_mmask_i32gather_epi32(__m128is,___mmask8 k, __m128i vdx, void * base, int scale); 
VPGATHERDQ __m512i__mm512_i32logather_epi64(__m256i vdx, void * base, int scale); 

VPGATHERDQ __m512i__mm512_mask_i32logather_epi64(__m512is, __mmask8 k, __m256i vdx, void * base, int scale); 
VPGATHERDQ __m256i __mm256_mmask_i32logather_epi64(__m256i s,___mmask8 k, __m128i vdx, void * base, int scale); 
VPGATHERDQ __m128i __mm_mmask_i32gather_epi64(__m128i s,___mmask8 k, __m128i vdx, void * base, int scale); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-61, “Type E12 Class Exception Conditions”. 
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VPGATHERDQ/VPGATHERQQ — Gather Packed Qword Values Using Signed Dword/Qword 
Indices 


Opcode/ Op/ | 64/32 | CPUID Description 
Instruction En -bit Feature 
Mode | Flag 

VEX.128.66.0F38.W1 90 /r A VIV AVX2 Using dword indices specified in vm32x, gather qword val- 

VPGATHERDQ xmm17, vm32x, xmm2 ues from memory conditioned on mask specified by 
xmme. Conditionally gathered elements are merged into 
xmm1. 

VEX.128.66.0F38.W1 91 /r A VIV AVX2 Using qword indices specified in vm64x, gather qword val- 

VPGATHERQQ xmm1, vm64x, xmm2 ues from memory conditioned on mask specified by 
xmmez. Conditionally gathered elements are merged into 
xmm1. 

VEX.256.66.0F38.W1 90 /r A VIV AVX2 Using dword indices specified in vm32x, gather qword val- 

VPGATHERDQ ymm1, vm32x, ymnm2 ues from memory conditioned on mask specified by 
ymm_z. Conditionally gathered elements are merged into 
ymm1. 

VEX.256.66.0F38.W1 91 /r A VIV AVX2 Using qword indices specified in vm64y, gather qword val- 

VPGATHERQQ ymm17, vm64y, ymm2 ues from memory conditioned on mask specified by 
ymme. Conditionally gathered elements are merged into 
ymm1. 


Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 


A ModRM:reg (r,w) BaseReg (R): VSIB:base, VEX.vvvv (r, w) NA 
VectorReg(R): VSIB:index 


Description 


The instruction conditionally loads up to 2 or 4 qword values from memory addresses specified by the memory 
operand (the second operand) and using qword indices. The memory operand uses the VSIB form of the SIB byte 
to specify a general purpose register operand as the common base, a vector register for an array of indices relative 
to the base and a constant scale factor. 


The mask operand (the third operand) specifies the conditional load operation from each memory address and the 
corresponding update of each data element of the destination operand (the first operand). Conditionality is speci- 
fied by the most significant bit of each data element of the mask register. If an element’s mask bit is not set, the 

corresponding element of the destination register is left unchanged. The width of data element in the destination 

register and mask register are identical. The entire mask register will be set to zero by this instruction unless the 
instruction causes an exception. 


Using dword indices in the lower half of the mask register, the instruction conditionally loads up to 2 or 4 qword 
values from the VSIB addressing memory operand, and updates the destination register. 


This instruction can be suspended by an exception if at least one element is already gathered (i.e., if the exception 
is triggered by an element other than the rightmost one with its mask bit set). When this happens, the destination 
register and the mask operand are partially updated; those elements that have been gathered are placed into the 
destination register and have their mask bits set to zero. If any traps or interrupts are pending from already gath- 
ered elements, they will be delivered in lieu of the exception; in this case, EFLAG.RF is set to one so an instruction 
breakpoint is not re-triggered when the instruction is continued. 


If the data size and index size are different, part of the destination register and part of the mask register do not 
correspond to any elements being gathered. This instruction sets those parts to zero. It may do this to one or both 
of those registers even if the instruction triggers an exception, and even if the instruction triggers the exception 
before gathering any elements. 


VEX.128 version: The instruction will gather two qword values. For dword indices, only the lower two indices in the 
vector index register are used. 
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VEX.256 version: The instruction will gather four qword values. For dword indices, only the lower four indices in the 
vector index register are used. 


Note that: 
e If any pair of the index, mask, or destination registers are the same, this instruction results a UD fault. 


¢ The values may be read from memory in any order. Memory ordering with other instructions follows the Intel- 
64 memory-ordering model. 

¢ Faults are delivered in a right-to-left manner. That is, if a fault is triggered by an element and delivered, all 
elements closer to the LSB of the destination will be completed (and non-faulting). Individual elements closer 
to the MSB may or may not be completed. If a given element triggers multiple faults, they are delivered in the 
conventional order. 

¢ Elements may be gathered in any order, but faults must be delivered in a right-to-left order; thus, elements to 
the left of a faulting one may be gathered before the fault is delivered. A given implementation of this 
instruction is repeatable - given the same input values and architectural state, the same set of elements to the 
left of the faulting one will be gathered. 

¢ This instruction does not perform AC checks, and so will never deliver an AC fault. 

¢ This instruction will cause a #UD if the address size attribute is 16-bit. 

¢ This instruction will cause a #UD if the memory operand is encoded without the SIB byte. 

¢ This instruction should not be used to access memory mapped I/O as the ordering of the individual loads it does 
is implementation specific, and some implementations may use loads larger than the data element size or load 
elements an indeterminate number of times. 

¢ The scaled index may require more bits to represent than the address bits used by the processor (e.g., in 32- 


bit mode, if the scale is greater than one). In this case, the most significant bits beyond the number of address 
bits are ignored. 


Operation 


DEST := SRC1; 

BASE_ADDR: base register encoded in VSIB addressing; 
VINDEX: the vector index register encoded by VSIB addressing; 
SCALE: scale factor encoded by SIB:[7:6]; 

DISP: optional 1, 4 byte displacement; 

MASK := SRC3; 


VPGATHERDQ (VEX.128 version) 
MASK[MAXVL-1:128] := 0; 


FOR j :=O to 1 
i:=j* 64; 
IF MASK[63+i] THEN 
MASK{[i +63:i] := FFFFFFFF_FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{i +63:i] := 0; 
Fl; 
ENDFOR 
FOR j :=O to 1 
k:=j * 32; 
i:=j* 64; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX[k+31 :k])*SCALE + DISP; 
IF MASK[63+i] THEN 
DEST{[i +63:i] = FETCH_64BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK{[i +63:i] := 0; 
ENDFOR 


DEST[MAXVL-1:128] := 0; 
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VPGATHERQQ (VEX.128 version) 
MASK[MAXVL-1:1 28] := 0; 
FOR j :=Oto1 
i:=j* 64; 
IF MASK[63+i] THEN 
MASK{i +63:i] := FFFFFFFF_FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{[i +63:i] := 0; 
Fl; 
ENDFOR 
FOR j :=Oto1 
i:=j* 64; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX1 [i+63:i])*SCALE + DISP; 
IF MASK[63+i] THEN 
DEST[i +63:i] = FETCH_64BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK{i +63:i] := 0; 
ENDFOR 
DEST[MAXVL-1:1 28] := 0; 


VPGATHERQQ (VEX.256 version) 
MASK[MAXVL-1:256] := 0; 
FOR j :=0 to3 
i:=j* 64; 
IF MASK[63+i] THEN 
MASK{i +63:i] := FFFFFFFF_FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{[i +63:i] := 0; 
Fl; 
ENDFOR 
FOR j :=0 to3 
i:=j* 64; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX1 [i+63:i])*SCALE + DISP; 
IF MASK[63+i] THEN 
DEST[i +63:i] = FETCH_64BITS(DATA_ADDR); // a fault exits the instruction 
Fl; 
MASK{[i +63:i] := 0; 
ENDFOR 
DEST[MAXVL-1:256] := 0; 


VPGATHERDQ (VEX.256 version) 
MASK[MAXVL-1:256] := 0; 
FOR j :=0 to3 
i:=j* 64; 
IF MASK[63+i] THEN 
MASK{i +63:i] := FFFFFFFF_FFFFFFFFH; // extend from most significant bit 
ELSE 
MASK{i +63:i] := 0; 
Fl; 
ENDFOR 
FOR j :=0 to3 
k:=j * 32; 
i:=j* 64; 
DATA_ADDR := BASE_ADDR + (SignExtend(VINDEX1 [k+31:k])*SCALE + DISP; 
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IF MASK[63+i] THEN 


DEST[i +63:i] = FETCH_64BITS(DATA_ADDR); // a fault exits the instruction 


Fl; 


MASK[i +63:i] := O; 


ENDFOR 


DEST[MAXVL-1:256] := 0; 


Intel C/C++ Compiler Intrinsic Equivalent 
VPGATHERDQ: __m128i __mm_i32gather_epi64 (__int64 const * base, 


VPGATHERDQ: __m128i __mm_mask_i32gather_epi64 (__m128i src, 


scale); 
VPGATHERDQ: 


int scale); 
VPGATHERQQ: __| 
VPGATHERQQ: 


m128i __mm_i64gather_epi64 (__int64 const * base, 
m128i __mm_mask_i64gather_epi64 (__m128i src, __int64 const * base, 


scale); 
VPGATHERQQ: 


VPGATHERQQ: 


int scale); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


m1 28i index, const int scale); 


int64 const * base, __m128i index, __m128i mask, const int 


m256i__mm256_i32gather_epi64 (__int64 const * base, _m128i index, const int scale); 
VPGATHERDQ: __m256i __mm256_mask_i32gather_epi64 (__m256i src, 


int64 const * base, __m128i index, __ m256i mask, const 


m1 28i index, const int scale); 


m1 28i index, __m128i mask, const int 


m256i_mm256_i64gather_epi64 __(int64 const * base, _ m256i index, const int scale); 
m256i __mm256_mask_i64gather_epi64 (__m256i src, 


int64 const * base, __m256i index, __m256i mask, const 


See Table 2-27, “Type 12 Class Exception Conditions”. 
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VPGATHERQD/VPGATHERQQ—Gather Packed Dword, Packed Qword with Signed Qword Indices 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.W0 91 /vsib A VIV AVX512VL | Using signed qword indices, gather dword values from 
VPGATHERQD xmm1 {k1}, vm64x AVX512F memory using writemask k1 for merging-masking. 
EVEX.256.66.0F38.W0 91 /vsib A VIV AVX512VL | Using signed qword indices, gather dword values from 
VPGATHERQD xmm1 {k1}, vm64y AVX512F memory using writemask k1 for merging-masking. 
EVEX.512.66.0F38.W0 91 /vsib A VIV AVX512F Using signed qword indices, gather dword values from 
VPGATHERQD ymm1 {k1}, vm64z memory using writemask k1 for merging-masking. 
EVEX.128.66.0F38.W1 91 /vsib A VIV AVX512VL | Using signed qword indices, gather quadword values from 
VPGATHERQQ xmm1 {k1}, vm64x AVX512F memory using writemask k1 for merging-masking. 
EVEX.256.66.0F38.W1 91 /vsib A VIV AVX512VL | Using signed qword indices, gather quadword values from 
VPGATHERQQ ymm1 {k1}, vm64y AVX512F memory using writemask k1 for merging-masking. 
EVEX.512.66.0F38.W1 91 /vsib A VIV AVX512F Using signed qword indices, gather quadword values from 
VPGATHERQQ zmm1 {k1}, vm64z memory using writemask k1 for merging-masking. 


Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 


BaseReg (R): VSIB:base, 
VectorReg(R): VSIB:index 


A Tuple1 Scalar ModRM:reg (w) NA NA 


Description 


A set of 8 doubleword/quadword memory locations pointed to by base address BASE_ADDR and index vector 
VINDEX with scale SCALE are gathered. The result is written into a vector register. The elements are specified via 
the VSIB (i.e., the index register is a vector register, holding packed indices). Elements will only be loaded if their 
corresponding mask bit is one. If an element’s mask bit is not set, the corresponding element of the destination 
register is left unchanged. The entire mask register will be set to zero by this instruction unless it triggers an excep- 
tion. 


This instruction can be suspended by an exception if at least one element is already gathered (i.e., if the exception 
is triggered by an element other than the rightmost one with its mask bit set). When this happens, the destination 
register and the mask register (k1) are partially updated; those elements that have been gathered are placed into 
the destination register and have their mask bits set to zero. If any traps or interrupts are pending from already 
gathered elements, they will be delivered in lieu of the exception; in this case, EFLAG.RF is set to one so an instruc- 
tion breakpoint is not re-triggered when the instruction is continued. 


If the data element size is less than the index element size, the higher part of the destination register and the mask 
register do not correspond to any elements being gathered. This instruction sets those higher parts to zero. It may 
update these unused elements to one or both of those registers even if the instruction triggers an exception, and 
even if the instruction triggers the exception before gathering any elements. 


Note that: 


¢ The values may be read from memory in any order. Memory ordering with other instructions follows the Intel- 
64 memory-ordering model. 


¢ Faults are delivered in a right-to-left manner. That is, if a fault is triggered by an element and delivered, all 
elements closer to the LSB of the destination zmm will be completed (and non-faulting). Individual elements 
closer to the MSB may or may not be completed. If a given element triggers multiple faults, they are delivered 
in the conventional order. 


¢ Elements may be gathered in any order, but faults must be delivered in a right-to-left order; thus, elements to 
the left of a faulting one may be gathered before the fault is delivered. A given implementation of this 
instruction is repeatable - given the same input values and architectural state, the same set of elements to the 
left of the faulting one will be gathered. 
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°® This instruction does not perform AC checks, and so will never deliver an AC fault. 
* Not valid with 16-bit effective addresses. Will deliver a #UD fault. 
¢ These instructions do not accept zeroing-masking since the 0 values in k1 are used to determine completion. 


Note that the presence of VSIB byte is enforced in this instruction. Hence, the instruction will #UD fault if 
ModRM.rm is different than 100b. 


This instruction has the same disp8*N and alignment rules as for scalar instructions (Tuple 1). 


The instruction will #UD fault if the destination vector zmm1 is the same as index vector VINDEX. The instruction 
will #UD fault if the kO mask register is specified. 

The scaled index may require more bits to represent than the address bits used by the processor (e.g., in 32-bit 
mode, if the scale is greater than one). In this case, the most significant bits beyond the number of address bits are 
ignored. 


Operation 


BASE_ADDR stands for the memory operand base address (a GPR); may not exist 
VINDEX stands for the memory operand vector of indices (a ZMM register) 
SCALE stands for the memory operand scalar (1, 2, 4 or 8) 

DISP is the optional 1 or 4 byte displacement 


VPGATHERQD (EVEX encoded version) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 


i:=j* 32 
k:=j* 64 
IF k1{j] 

THEN DEST[i+31:i] := MEM[BASE_ADDR + (VINDEX[k+63:k]) * SCALE + DISP}), 1) 

k1[j] := 0 

ELSE *DEST[i+31:i] = remains unchanged* ; Only merging masking is allowed 

Fl; 
ENDFOR 


k1[MAX_KL-1:KL] := 0 
DEST[MAXVL-1:VL/2] := 0 


VPGATHERQQ (EVEX encoded version) 
(KL, VL) = (2, 64), (4, 128), (8, 256) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1{j] 
THEN DEST[i+63:i] := 
MEM[BASE_ADDR + (VINDEX[i+63:i]) * SCALE + DISP]) 
k1{j] := 0 
ELSE *DEST[i+63:i] := remains unchanged* ; Only merging masking is allowed 
Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 
DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPGATHERQD 
VPGATHERQD 
VPGATHERQD 
VPGATHERQD 
VPGATHERQQ 
VPGATHERQQ 
VPGATHERQQ 
VPGATHERQQ 


m256i 


mm512_i64gather_epi32(__m512i vdx, void * base, int scale); 


m256i 


m1 28i 


mm512_mask_i64gather_epi32lo(__m256is,___ mmask8 k,___m512i vdx, void * base, int scale); 
mm256_mask_i64gather_epi32lo(__m128is,___ mmask8 k, __ m256i vdx, void * base, int scale); 


m128i 


mm_mask_i64gather_epi32(__m128is,__mmask8 k, __m128i vdx, void * base, int scale); 


m512i 


mm512_i64gather_epi64(__m512i vdx, void * base, int scale); 


m512i 


mm512_mask_i64gather_epi64(__m512is,__ mmask8 k,___m512i vdx, void * base, int scale); 


m256i 


mm256_mask_i64gather_epi64(__m256i s,___ mmask8 k, __ m256i vdx, void * base, int scale); 


m128i 


mm_mask_i64gather_epi64(__m128i s,__ mmask8 k,___m128i vdx, void * base, int scale); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-61, “Type E12 Class Exception Conditions”. 
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VPLZCNTD/Q—Count the Number of Leading Zero Bits for Packed Dword, Packed Qword Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.W0 44 /r A VIV AVX512VL_ | Count the number of leading zero bits in each dword 
VPLZCNTD xmm1 {k1}{z}, AVX512CD | element of xmm2/m128/m32bcst using writemask k1. 
xmm2/m128/m32bcst 
EVEX.256.66.0F38.W0 44 /r A VIV AVX512VL_ | Count the number of leading zero bits in each dword 
VPLZCNTD ymm1 {k1}{Z}, AVX512CD | element of ymm2/m256/m32bcst using writemask k1. 
ymm2/m256/m32bcst 
EVEX.512.66.0F38.W0 44 /r A VIV AVX512CD_ | Count the number of leading zero bits in each dword 
VPLZCNTD zmm1 {k1}{z}, element of zmm2/m512/m32bcst using writemask k1. 
zmm2/m512/m32bcst 
EVEX.128.66.0F38.W1 44 /r A VIV AVX512VL_ | Count the number of leading zero bits in each qword 
VPLZCNTQ xmm1 {k1}{Z}, AVX512CD | element of xmm2/m128/m64bcst using writemask k1. 
xmm2/m128/m64bcst 
EVEX.256.66.0F38.W1 44 /r A VIV AVX512VL_ | Count the number of leading zero bits in each qword 
VPLZCNTQ ymm1 {k1}{2}, AVX512CD | element of ynm2/m256/m64bcst using writemask k1. 
ymm2/m256/m64bcst 
EVEX.512.66.0F38.W1 44 /r A VIV AVX512CD_ | Count the number of leading zero bits in each qword 
VPLZCNTQ zmm1 {k1}{Z}, element of zmm2/m512/m64bcst using writemask k1. 
zmm2/m512/m64bcst 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Counts the number of leading most significant zero bits in each dword or qword element of the source operand (the 
second operand) and stores the results in the destination register (the first operand) according to the writemask. 
If an element is zero, the result for that element is the operand size of the element. 


EVEX.512 encoded version: The source operand is a ZMM register, a 512-bit memory location, or a 512-bit vector 
broadcasted from a 32/64-bit memory location. The destination operand is a ZMM register, conditionally updated 
using writemask k1. 


EVEX.256 encoded version: The source operand is a YMM register, a 256-bit memory location, or a 256-bit vector 
broadcasted from a 32/64-bit memory location. The destination operand is a YMM register, conditionally updated 
using writemask k1. 


EVEX.128 encoded version: The source operand is a XMM register, a 128-bit memory location, or a 128-bit vector 
broadcasted from a 32/64-bit memory location. The destination operand is a XMM register, conditionally updated 
using writemask k1. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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Operation 


VPLZCNTD 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j*32 
IF MaskBit(j) OR *no writemask* 
THEN 
temp := 32 
DEST[i+31:i] := 0 
WHILE (temp > 0) AND (SRC[i+temp-1] = 0) 
DO 
temp := temp - 1 
DEST[i+31:i] = DEST[i+31:i] + 1 
OD 
ELSE 
IF *merging-masking* 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE DEST[i+31:i] := 0 
Fl 
Fl 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPLZCNTQ 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:= j*64 
IF MaskBit(j) OR *no writemask* 
THEN 
temp := 64 
DEST[i+63:i] := 0 
WHILE (temp > 0) AND (SRC[i+temp-1] = 0) 
DO 
temp := temp - 1 
DEST[i+63:i] := DEST[i+63:i] + 1 
OD 
ELSE 
IF *merging-masking* 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE DEST[i+63:i] := 0 
Fl 
Fl 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPLZCNTD __m512i_mm512_lzcnt_epi32(__m512i a); 


VPLZCNTD __m512i_mm512_mask_Izcnt_epi32(__m512is,__mmask16 m, ___m512i a); 
VPLZCNTD __m512i_mm512_maskz_lzcnt_epi32(__ mmask16 m, __m512i a); 
VPLZCNTQ __m512i_mm512_lzcnt_epi64(__m512i a); 

VPLZCNTQ __m512i__mm512_mask_Izcnt_epi64(__m512i s,___ mmask8 m, __m512i a); 
VPLZCNTQ __m512i__mm512_maskz_Izcnt_epi64(__mmask8 m, __m512i a); 
VPLZCNTD __m256i __mm256_Izcnt_epi32(__m256i a); 

VPLZCNTD __m256i __mm256_mask_Izcnt_epi32(__m256i s,___ mmask8 m, __m256i a); 
VPLZCNTD __m256i__mm256_maskz_lzcnt_epi32(__mmask8 m, __m256i a); 
VPLZCNTQ __m256i __mm256_lIzcnt_epi64(__m256i a); 

VPLZCNTQ __m256i _mm256_mask_Izcnt_epi64(__m256i s, __mmask8 m, __m256i a); 
VPLZCNTQ __m256i__mm256_maskz_Izcnt_epi64(__mmask8 m, __m256i a); 
VPLZCNTD __m128i __mm_lIzcnt_epi32(__m128i a); 

VPLZCNTD __m128i __mm_mask_Izcnt_epi32(__m128is,___ mmask8 m, __m128i a); 
VPLZCNTD __m128i __mm_maskz_lzcnt_epi32(__mmask8 m, __m128i a); 

VPLZCNTQ __m128i __mm_Izcnt_epi64(__m128i a); 

VPLZCNTQ __m128i __mm_mask_Izcnt_epi64(__m128i s, __ mmask8 m, __m128i a); 


VPLZCNTQ __m128i __mm_maskz_lzcnt_epi64(__mmask8 m, __m128i a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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VPMADD52HUQ—Packed Multiply of Unsigned 52-bit Unsigned Integers and Add High 52-bit 
Products to 64-bit Accumulators 


Opcode/ Op/ | 32/64 CPUID Description 
Instruction En | bit Mode 
Support 
EVEX.128.66.0F38.W1 BS /r A VIV AVX512_IFMA Multiply unsigned 52-bit integers in xmm2 and 
VPMADD52HUQ xmm1 {k1}{z}, xmm2, AVX512VL xmm3/m128 and add the high 52 bits of the 104- 
xmm3/m128/m64bcst bit product to the qword unsigned integers in 
xmm1 using writemask k1. 
EVEX.256.66.0F38.W1 BS /r A VIV AVX512_IFMA Multiply unsigned 52-bit integers in ymm2 and 
VPMADD52HUQ ymm1 {k1}{z}, ymm2, AVX512VL ymm3/m256 and add the high 52 bits of the 104- 
ymm3/m256/m64bcst bit product to the qword unsigned integers in 
ymm1 using writemask k1. 
EVEX.512.66.0F38.W1 BS /r A VIV AVX512_IFMA Multiply unsigned 52-bit integers in zmm2 and 
VPMADD52HUQ zmm1 {k1}{z}, zmm2, zmm3/m512 and add the high 52 bits of the 104- 
zmm3/m512/m64bcst bit product to the qword unsigned integers in 
zmm1 using writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m(r) NA 
Description 


Multiplies packed unsigned 52-bit integers in each qword element of the first source operand (the second oper- 
and) with the packed unsigned 52-bit integers in the corresponding elements of the second source operand (the 
third operand) to form packed 104-bit intermediate results. The high 52-bit, unsigned integer of each 104-bit 
product is added to the corresponding qword unsigned integer of the destination operand (the first operand) 


under the writemask k1. 


The first source operand is a ZMM/YMM/XMM register. The second source operand can be a ZMM/YMM/XMM reg- 
ister, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 64-bit memory loca- 
tion. The destination operand is a ZMM/YMM/XMM register conditionally updated with writemask k1 at 64-bit 


granularity. 
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Operation 


VPMADDS52HUQ (EVEX encoded) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j = 0 TOKL-1 
i:=j* 64; 
IF k1[j] OR *no writemask* THEN 
IF src2 is Memory AND EVEX.b=1 THEN 
tsrc2[63:0] := ZeroExtend64(src2[51:0]); 
ELSE 
tsrc2[63:0] := ZeroExtend64(src2[i+5 1:i]; 
Fl; 
Temp128[127:0] := ZeroExtend64(src1 [i+51:i]) * tsrc2[63:0]; 
Temp2[63:0] := DEST[i+63:i] + ZeroExtend64(temp128[103:52)) ; 
DEST[i+63:i] = Temp2[63:0]; 
ELSE 
IF *zeroing-masking* THEN 
DEST[i+63:i] := 0; 
ELSE *merge-masking* 
DEST[i+63:i] is unchanged; 
Fl; 
Fl; 
ENDFOR 
DEST[MAX_VL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
VPMADDS2HUQ __m512i __mm512_madd52hi_epu64(__m512i a,__m512i b, __m512i c); 
VPMADDS2HUQ __m512i __mm512_mask_madd52hi_epu64(__m512is, __mmask8 k,___m512ia,__m512i b, ___m512i c); 


VPMADD52HUQ __m512i_mm512_maskz_madd52hi_epu64(__mmask8 k,___m512i a,__m512i b, ___m512i c); 
VPMADDS52HUQ __m256i _mm256_madd52hi_epu64(__m256i a, __ m256i b, __m256i c); 

VPMADD52HUQ __m256i _mm256_mask_madd52hi_epu64(__m256i s,___ mmask8 k, __m256i a, __m256i b, __m256i c); 
VPMADD52HUQ __m256i__mm256_maskz_madd52hi_epu64(__mmask8 k, __m256i a, __m256i b, __m256i c); 


VPMADD52HUQ __m128i__mm_madd52hi_epu64(__m128i a,__m128i b, __m128i c); 
VPMADD52HUQ __m128i __mm_mask_madd52hi_epu64(__m128i s,___mmask8 k, __m128i a, __m128i b,__m128i c); 
VPMADD52HUQ __m128i __mm_maskz_madd52hi_epu64(__mmask8 k, __m128i a,__m128i b, __m128i c); 


Flags Affected 


None. 


SIMD Floating-Point Exceptions 


None 
Other Exceptions 


See Table 2-49, “Type E4 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VPMADD52LUQ—Packed Multiply of Unsigned 52-bit Integers and Add the Low 52-bit Products 
to Qword Accumulators 


Opcode/ Op/En | 32/64 CPUID Description 
Instruction bit Mode 
Support 
EVEX.128.66.0F38.W1 B4 /r A VIV AVX512_IFMA Multiply unsigned 52-bit integers in xmme2 and 
VPMADD52LUQ xmm1 {k1}{Z}, AVX512VL xmm3/m1 28 and add the low 52 bits of the 104-bit 
xmm2,xmm3/m128/m64bcst product to the qword unsigned integers in xmm1 
using writemask k1. 
EVEX.256.66.0F38.W1 B4 /r A VIV AVX512_IFMA Multiply unsigned 52-bit integers in ymm2 and 
VPMADD52LUQ ymm1 {k1}{z}, AVX512VL ymm3/m256 and add the low 52 bits of the 104-bit 
ymm_2, ymm3/m256/m64bcst product to the qword unsigned integers in ymm1 
using writemask k1. 
EVEX.512.66.0F38.W1 B4 /r A VIV AVX512_IFMA Multiply unsigned 52-bit integers in zmm2 and 
VPMADD52LUQ zmm1 {k1}{Z}, zmm3/m512 and add the low 52 bits of the 104-bit 
zmm2,zmm3/m512/m64bcst product to the qword unsigned integers in zmm1 
using writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m(r) NA 
Description 


Multiplies packed unsigned 52-bit integers in each qword element of the first source operand (the second oper- 
and) with the packed unsigned 52-bit integers in the corresponding elements of the second source operand (the 
third operand) to form packed 104-bit intermediate results. The low 52-bit, unsigned integer of each 104-bit 
product is added to the corresponding qword unsigned integer of the destination operand (the first operand) 


under the writemask k1. 


The first source operand is a ZMM/YMM/XMM register. The second source operand can be a ZMM/YMM/XMM reg- 
ister, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 64-bit memory loca- 
tion. The destination operand is a ZMM/YMM/XMM register conditionally updated with writemask k1 at 64-bit 


granularity. 
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Operation 


VPMADD52LUQ (EVEX encoded) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1 
i:=j* 64; 
IF k1[j] OR *no writemask* THEN 
IF src2 is Memory AND EVEX.b=1 THEN 
tsrc2[63:0] := ZeroExtend64(src2[51:0]); 
ELSE 
tsrc2[63:0] := ZeroExtend64(src2[i+5 1:1]; 
Fl; 
Temp128[127:0] := ZeroExtend64(src1 [i+51:i]) * tsrc2[63:0); 
Temp2[63:0] := DEST[i+63:i] + ZeroExtend64(temp1 28[51:0)) ; 
DEST[i+63:i] = Temp2[63:0]; 
ELSE 
IF *zeroing-masking* THEN 
DEST[i+63:i] := 0; 
ELSE *merge-masking* 
DEST[i+63:i] is unchanged; 
Fl; 
Fl; 
ENDFOR 


DEST[MAX_VL-1:VL] := 0; 


Intel C/C++ Compiler Intrinsic Equivalent 

VPMADDS52LUQ __m512i_mm512_madd52lo_epu64(__m512ia,__m512ib,_m512i c); 

VPMADD52LUQ __m512i__mm512_mask_madd52lo_epu64(__m512is, __mmask8 k,__m512ia,__m512i b,__m512i c); 
VPMADD52LUQ __m512i__mm512_maskz_madd52lo_epu64(__mmask8 k, __m512i a,__m512ib,___m512i c); 
VPMADD52LUQ __m256i__mm256_madd52lo_epu64(__m256i a,___m256i b, __m256i c); 

VPMADD52LUQ __m256i __mm256_mask_madd52lo_epu64(__m256i s, __ mmask8 k,___m256i a, ___m256i b, __m256i c); 


VPMADD52LUQ __m256i __mm256_maskz_madd52lo_epu64(__mmask8 k, __m256i a, __m256i b, __m256i c); 
VPMADD52LUQ __m128i __mm_madd52lo_epu64(__m128i a,__m128i b, __m128i c); 

VPMADD52LUQ __m128i __mm_mask_madd52lo_epu64(__m128i s,___mmask8 k, __m128i a,__m128i b, __m128i c); 
VPMADD52LUQ __m128i__mm_maskz_madd52lo_epu64(__mmask8 k, __m128i a,__m128i b, __m128i c); 

Flags Affected 

None. 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


See Table 2-49, “Type E4 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VPMASKMOV — Conditional SIMD Integer Packed Loads and Stores 


Opcode/ Op/ | 64/32 | CPUID Description 
Instruction En -bit Feature 

Mode | Flag 
VEX.128.66.0F38.W0 8C /r RVM | V/V AVX2 Conditionally load dword values from m728 using mask 
VPMASKMOVD xmm1, xmm2, m128 in xmm2 and store in xmm1. 
VEX.256.66.0F38.W0 8C /r RVM | V/V AVX2 Conditionally load dword values from m256 using mask 
VPMASKMOVD ymm17, ymm2, m256 in ymm2 and store in ymm1. 
VEX.128.66.0F38.W1 8C /r RVM | V/V AVX2 Conditionally load qword values from m728 using mask 
VPMASKMOVQ xmm1, xmm2, m128 in xmm2 and store in xmm1. 
VEX.256.66.0F38.W1 8C /r RVM | V/V AVX2 Conditionally load qword values from m256 using mask 
VPMASKMOVQ ymm7, ymm2, m256 in ymm2 and store in ymm1. 
VEX.128.66.0F38.W0 8E /r MVR | V/V AVX2 Conditionally store dword values from xmm2 using 
VPMASKMOVD m128, xmm1, xmm2 mask in xmm1. 
VEX.256.66.0F38.W0 8E /r MVR | V/V AVX2 Conditionally store dword values from ymm2 using 
VPMASKMOVD m256, ymm1, ynm2 mask in ymm17. 
VEX.128.66.0F38.W1 8E /r MVR | V/V AVX2 Conditionally store qword values from xmm2 using 
VPMASKMOVQ m128, xmm1, xmm2 mask in xmm7. 
VEX.256.66.0F38.W1 8E /r MVR | V/V AVX2 Conditionally store qword values from ymm2 using 
VPMASKMOVQ m256, ymm1, ymm2 mask in ymm17. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RVM ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
MVR ModRM:r/m (w) VEX.vvvv (r) ModRM:reg (r) NA 

Description 


Conditionally moves packed data elements from the second source operand into the corresponding data element 
of the destination operand, depending on the mask bits associated with each data element. The mask bits are 
specified in the first source operand. 


The mask bit for each data element is the most significant bit of that element in the first source operand. If a mask 
is 1, the corresponding data element is copied from the second source operand to the destination operand. If the 
mask is 0, the corresponding data element is set to zero in the load form of these instructions, and unmodified in 
the store form. 


The second source operand is a memory address for the load form of these instructions. The destination operand 
is a memory address for the store form of these instructions. The other operands are either XMM registers (for 
VEX.128 version) or YMM registers (for VEX.256 version). 


Faults occur only due to mask-bit required memory accesses that caused the faults. Faults will not occur due to 
referencing any memory location if the corresponding mask bit for that memory location is 0. For example, no 
faults will be detected if the mask bits are all zero. 


Unlike previous MASKMOV instructions (MASKMOVQ and MASKMOVDQU), a nontemporal hint is not applied to 
these instructions. 


Instruction behavior on alignment check reporting with mask bits of less than all 1s are the same as with mask bits 
of all 1s. 
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VMASKMOV should not be used to access memory mapped I/O as the ordering of the individual loads or stores it 
does is implementation specific. 

In cases where mask bits indicate data should not be loaded or stored paging A and D bits will be set in an imple- 
mentation dependent way. However, A and D bits are always set for pages where data is actually loaded/stored. 
Note: for load forms, the first source (the mask) is encoded in VEX.vvvv; the second source is encoded in rm_field, 
and the destination register is encoded in reg_field. 


Note: for store forms, the first source (the mask) is encoded in VEX.vvvv; the second source register is encoded in 
reg_field, and the destination memory location is encoded in rm_field. 


Operation 


VPMASKMOVD - 256-bit load 

DEST[31:0] := IF (SRC1[31]) Load_32(mem) ELSE 0 
DEST[63:32] := IF (SRC1[63]) Load_32(mem + 4) ELSE O 
DEST[95:64] := IF (SRC1[95]) Load_32(mem + 8) ELSE 0 
DEST[127:96] := IF (SRC1[127]) Load_32(mem + 12) ELSE O 
DEST[159:128] := IF (SRC1[159]) Load_32(mem + 16) ELSE 0 
DEST[191:160] := IF (SRC1[191]) Load_32(mem + 20) ELSE 0 
DEST[223:192] := IF (SRC1[223]) Load_32(mem + 24) ELSE 0 
DEST[255:224] := IF (SRC1[255]) Load_32(mem + 28) ELSE 0 


VPMASKMOVD -128-bit load 

DEST[31:0] := IF (SRC1[31]) Load_32(mem) ELSE 0 
DEST[63:32] := IF (SRC1[63]) Load_32(mem + 4) ELSE O 
DEST[95:64] := IF (SRC1[95]) Load_32(mem + 8) ELSE 0 
DEST[127:97] := IF (SRC1[127]) Load_32(mem + 12) ELSE O 
DEST[MAXVL-1:128] := 0 


VPMASKMOVQ - 256-bit load 

DEST[63:0] := IF (SRC1[63]) Load_64(mem) ELSE O 
DEST[127:64] := IF (SRC1[127]) Load_64(mem + 8) ELSE 0 
DEST[195:128] := IF (SRC1[191]) Load_64(mem + 16) ELSE 0 
DEST[255:196] := IF (SRC1[255]) Load_64(mem + 24) ELSE 0 


VPMASKMOVQ - 128-bit load 

DEST[63:0] := IF (SRC1[63]) Load_64(mem) ELSE 0 
DEST[127:64] := IF (SRC1[127]) Load_64(mem + 16) ELSE O 
DEST[MAXVL-1:128] := 0 


VPMASKMOVD - 256-bit store 

IF (SRC1[31]) DEST[31:0] := SRC2[31:0] 

IF (SRC1[63]) DEST[63:32] = SRC2[63:32] 

IF (SRC1[95]) DEST[95:64] := SRC2[95:64] 

IF (SRC1[127]) DEST[127:96] := SRC2[127:96] 

IF (SRC1[159]) DEST[159:1 28] :-=SRC2[159:128] 
IF (SRC1[191]) DEST[191:160] := SRC2[191:160] 
IF (SRC1[223]) DEST[223:1 92] := SRC2[223:192] 
IF (SRC1[255]) DEST[255:224] := SRC2[255:224] 


a a) 


5-424 Vol. 2C VPMASKMOV — Conditional SIMD Integer Packed Loads and Stores 


VPMASKMOVD - 128-bit store 
IF (SRC1[31]) DEST[31:0] := SRC2[31:0] 

IF (SRC1[63]) DEST[63:32] = SRC2[63:32] 

IF (SRC1[95]) DEST[95:64] := SRC2[95:64] 

IF (SRC1[127]) DEST[127:96] := SRC2[127:96] 


VPMASKMOVQ - 256-bit store 
IF (SRC1[63]) DEST[63:0] := SRC2[63:0] 

IF (SRC1[127]) DEST[127:64] :=SRC2[127:64] 

IF (SRC1[191]) DEST[191:128] := SRC2[191:128] 
IF (SRC1[255]) DEST[255:192] := SRC2[255:192] 


VPMASKMOVQ - 128-bit store 

IF (SRC1[63]) DEST[63:0] := SRC2[63:0] 

IF (SRC1[127]) DEST[127:64] :=SRC2[127:64] 

Intel C/C++ Compiler Intrinsic Equivalent 

VPMASKMOVD: __m256i _mm256_maskload_epi32(int const *a, __m256i mask) 
VPMASKMOVD: void _mm256_maskstore_epi32(int *a,__m256i mask, __m256i b) 
VPMASKMOVQ: __m256i _mm256_maskload_epi64(__int64 const *a, __m256i mask); 
VPMASKMOVQ: void +_mm256_maskstore_epi64(__int64 *a,___ m256i mask, __m256d b); 
VPMASKMOVD: __m128i__mm_maskload_epi32(int const *a,__m128i mask) 
VPMASKMOVD: void +_mm_maskstore_epi32(int *a,__m128i mask, __m128 b) 
VPMASKMOVQ: __m128i __mm_maskload_epi64(__int cont *a, __m128i mask); 
VPMASKMOVQ: void +=_mm_maskstore_epi64(__int64 *a,__m128i mask, __m128i b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


INSTRUCTION SET REFERENCE, V-Z 


See Table 2-23, “Type 6 Class Exception Conditions” (No AC# reported for any mask bit combinations). 
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VPMOVB2M/VPMOVW2M/VPMOVD2M/VPMOVQ2M—Convert a Vector Register to a Mask 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.F3.0F38.W0 29 /r RM VIV AVX512VL | Sets each bit ink1 to 1 or O based on the value of the most 
VPMOVBeM k1, xmm1 AVX512BW | significant bit of the corresponding byte in XMM1. 
EVEX.256.F3.0F38.W0 29 /r RM VIV AVX512VL_ | Sets each bit in k1 to 1 or O based on the value of the most 
VPMOVBeM k1, ymm1 AVX512BW | significant bit of the corresponding byte in YMM1. 
EVEX.512.F3.0F38.W0 29 /r RM VIV AVX512BW | Sets each bit in k1 to 1 or O based on the value of the most 
VPMOVB2M k1, zmm1 significant bit of the corresponding byte in ZMM1. 
EVEX.128.F3.0F38.W1 29 /r RM VIV AVX512VL_ | Sets each bit in k1 to 1 or O based on the value of the most 
VPMOVWeM k1, xmm1 AVX512BW | significant bit of the corresponding word in XMM1. 
EVEX.256.F3.0F38.W1 29 /r RM VIV AVX512VL_ | Sets each bit in k1 to 1 or O based on the value of the most 
VPMOVWe2M k1, ymm1 AVX512BW | significant bit of the corresponding word in YMM1. 
EVEX.512.F3.0F38.W1 29 /r RM VIV AVX512BW | Sets each bit in k1 to 1 or O based on the value of the most 
VPMOVWeM k1, zmm1 significant bit of the corresponding word in ZMM1. 
EVEX.128.F3.0F38.W0 39 /r RM VIV AVX512VL_ | Sets each bit ink1 to 1 or O based on the value of the most 
VPMOVD2M k1, xmm1 AVX512DQ_ | significant bit of the corresponding doubleword in XMM1. 
EVEX.256.F3.0F38.W0 39 /r RM VIV AVX512VL | Sets each bit in k1 to 1 or O based on the value of the most 
VPMOVD2M k1, ymm1 AVX512DQ_ | significant bit of the corresponding doubleword in YMM1. 
EVEX.512.F3.0F38.W0 39 /r RM VN AVX512DQ_ | Sets each bit in k1 to 1 or O based on the value of the most 
VPMOVD2M k1, zmm1 significant bit of the corresponding doubleword in ZMM1. 
EVEX.128.F3.0F38.W1 39 /r RM VIV AVX512VL_ | Sets each bit in k1 to 1 or O based on the value of the most 
VPMOVQ2M k1, xmm1 AVX512DQ_ | significant bit of the corresponding quadword in XMM1. 
EVEX.256.F3.0F38.W1 39 /r RM VIV AVX512VL | Sets each bit in k1 to 1 or O based on the value of the most 
VPMOVQ2M k1, ymm1 AVX512DQ_ | significant bit of the corresponding quadword in YMM1. 
EVEX.512.F3.0F38.W1 39 /r RM VIN AVX512DQ | Sets each bit in k1 to 1 or O based on the value of the most 
VPMOVQ2M k1, zmm1 significant bit of the corresponding quadword in ZMM1. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts a vector register to a mask register. Each element in the destination register is set to 1 or O depending on 


the value of most significant bit of the corresponding element in the source register. 


The source operand is a ZMM/YMM/XMM register. The destination operand is a mask register. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


5-426 Vol. 2C 


VPMOVB2M/VPMOVW2M/VPMOVD2M/VPMOVQ2M—Convert a Vector Register to a Mask 


Operation 


VPMOVB2M (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
IF SRC[i+7] 
THEN -DEST{[j] := 1 
ELSE DEST{[j] := 0 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


VPMOVWeM (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF SRC[i+15] 
THEN -DEST[j] := 1 
ELSE DEST[j] := 0 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


VPMOVD2M (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF SRC[i+31] 
THEN DEST{[j] := 1 
ELSE DEST{[j] := 0 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


VPMOVQ2M (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF SRC[i+63] 
THEN -DEST{[j] := 1 
ELSE DEST{[j] := 0 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalents 


VPMPOVB2M __mmask64 _mm512_movepi8_mask(__m512i ); 
VPMPOVD2M __mmask16 __mm512_movepi32_mask(__m512i); 
VPMPOVQ2M __mmask8 _mm512_movepi64_mask(__m512i ); 
VPMPOVW2M __mmask32 _mm512_movepi16_mask(__m512i ); 
VPMPOVB2M __mmask32 _mm256_movepi8_mask(__m256i ); 
VPMPOVD2M __mmask8 _mm256_movepi32_mask(__m256i ); 
VPMPOVQ2M __mmask8 _mm256_movepi64_mask( __m256i ); 
VPMPOVW2M __mmask16 _mm256_movepi16_mask(__m256i ); 
VPMPOVB2M __mmask16 _mm_movepi8_mask(__m128i ); 
VPMPOVD2M __mmask8 _mm_movepi32_mask(__m128i ); 
VPMPOVQ2M __mmask8 _mm_movepi64_mask( __m128i ); 
VPMPOVW2M __mmask8 _mm_movepi16_mask(__m128i ); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Table 2-55, “Type E7NM Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VPMOVDB/VPMOVSDB/VPMOVUSDB—Down Convert DWord to Byte 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.F3.0F38.W0 31 /r A VIV AVX512VL | Converts 4 packed double-word integers from xmm2 
VPMOVDB xmm1/m32 {k1}{z}, xmm2 AVX512F into 4 packed byte integers in xmm1/m32 with 
truncation under writemask k1. 
EVEX.128.F3.0F38.W0 21 /r A VIV AVX512VL | Converts 4 packed signed double-word integers from 
VPMOVSDB xmm1/m32 {k1}{z}, xmm2 AVX512F Xmm_z into 4 packed signed byte integers in 
xmm1/m32 using signed saturation under writemask 
k1. 
EVEX.128.F3.0F38.W0 11 /r A VIV AVX512VL | Converts 4 packed unsigned double-word integers 
VPMOVUSDB xmm1/m32 {k1}{z}, AVX512F from xmm_2 into 4 packed unsigned byte integers in 
xmm2 xmm1/m32 using unsigned saturation under 
writemask k1. 
EVEX.256.F3.0F38.W0 31 /r A VIV AVX512VL | Converts 8 packed double-word integers from ymm2 
VPMOVDB xmm1/m64 {k1}{z}, ynm2 AVX512F into 8 packed byte integers in xmm1/m64 with 
truncation under writemask k1. 
EVEX.256.F3.0F38.W0 21 /r A VIV AVX512VL | Converts 8 packed signed double-word integers from 
VPMOVSDB xmm1/m64 {k1}{z}, ymm2 AVX512F ymm_2 into 8 packed signed byte integers in 
xmm1/m64 using signed saturation under writemask 
k1. 
EVEX.256.F3.0F38.W0 11 /r A VIV AVX512VL | Converts 8 packed unsigned double-word integers 
VPMOVUSDB xmm1/m64 {k1}{z}, ymm2 AVX512F from ymm_2 into 8 packed unsigned byte integers in 
xmm1/m64 using unsigned saturation under 
writemask k1. 
EVEX.512.F3.0F38.W0 31 /r A VIV AVX512F Converts 16 packed double-word integers from zmm2 
VPMOVDB xmm1/m128 {k1}{z}, zmm2 into 16 packed byte integers in xmm1/m128 with 
truncation under writemask k1. 
EVEX.512.F3.0F38.W0 21 /r A VIV AVX512F Converts 16 packed signed double-word integers 
VPMOVSDB xmm1/m128 {k1}{z}, zmm2 from zmm2 into 16 packed signed byte integers in 
xmm1/m128 using signed saturation under 
writemask k1. 
EVEX.512.F3.0F38.W0 11 /r A VIV AVX512F Converts 16 packed unsigned double-word integers 
VPMOVUSDB xmm1/m128 {k1}{z}, from zmm2 into 16 packed unsigned byte integers in 
zmm2 xmm1/m128 using unsigned saturation under 
writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Quarter Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


VPMOVDB down converts 32-bit integer elements in the source operand (the second operand) into packed bytes 
using truncation. VPMOVSDB converts signed 32-bit integers into packed signed bytes using signed saturation. 
VPMOVUSDB convert unsigned double-word values into unsigned byte values using unsigned saturation. 


The source operand is a ZMM/YMM/XMM register. The destination operand is a XMM register or a 128/64/32-bit 


memory location. 


Down-converted byte elements are written to the destination operand (the first operand) from the least-significant 
byte. Byte elements of the destination operand are updated according to the writemask. Bits (MAXVL-1:128/64/32) 


of the register destination are zeroed. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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Operation 


VPMOVDB instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TOKL-1 
i:=j*8 
m:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] = TruncateDoublewordToByte (SRC[m+31:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/4] := 0; 


VPMOVDB instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TOKL-1 
i:=j*8 
m:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] = TruncateDoublewordToByte (SRC[m+31:m]) 
ELSE *DEST[i+7:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR 


VPMOVSDB instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TOKL-1 
i:=j*8 
m:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SaturateSignedDoubleWordToByte (SRC[m+31:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/4] := 0; 


5-430 Vol. 2C VPMOVDB/VPMOVSDB/VPMOVUSDB—Down Convert DWord to Byte 


INSTRUCTION SET REFERENCE, V-Z 


VPMOVSDB instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
m:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SaturateSignedDoublewordToByte (SRC[m+31:m]) 
ELSE *DEST[i+7:i] remains unchanged* ; Merging-masking 
Fl; 
ENDFOR 


VPMOVUSDB instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
m:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SaturateUnsignedDoubleWordToByte (SRC[m+31:m]) 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/4] := 0; 


VPMOVUSDB instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
m:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SaturateUnsignedDoubleWordToByte (SRC[m+31:m]) 
ELSE *DEST[i+7:i] remains unchanged* ; Merging-masking 
Fl; 
ENDFOR 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalents 


VPMOVDB __m128i_mm512_cvtepi32_epi8(_m512i a); 

VPMOVDB __m128i_mm512_mask_cvtepi32_epi8(__m128is,__ mmask16 k, 
VPMOVDB __m128i_mm512_maskz_cvtepi32_epi8(__ mmask16 k,___m512i a); 
VPMOVDB void __mm512_mask_cvtepi32_storeu_epi8(void * d,__ mmask16 k, 
VPMOVSDB __m128i__mm512_cvtsepi32_epi8(__m512i a); 

VPMOVSDB __m128i __mm512_mask_cvtsepi32_epi8(__m128is,___ mmask16 k, 
VPMOVSDB __m128i__mm512_maskz_cvtsepi32_epi8(__ mmask16 k, __m512i a); 
VPMOVSDB void __mm512_mask_cvtsepi32_storeu_epi8(void * d,__ mmask16 k, __m512i a); 
VPMOVUSDB __m128i_mm512_cvtusepi32_epi8(__m512i a); 


m512i a); 


m512i a); 


m512i a); 


VPMOVUSDB __m128i_mm512_mask_cvtusepi32_epi8(__m128is,__ mmask16 k, __m512i a); 
VPMOVUSDB __m128i_mm512_maskz_cvtusepi32_epi8(__ mmask16 k, __m512i a); 
VPMOVUSDB void __mm512_mask_cvtusepi32_storeu_epi8(void * d,__ mmask16 k,__m512i a); 
VPMOVUSDB __m128i __mm256_cvtusepi32_epi8(__m256i a); 

VPMOVUSDB __m128i_mm256_mask_cvtusepi32_epi8(__m128i a,__ mmask8 k, __m256i b); 


VPMOVUSDB __m128i __mm256_maskz_cvtusepi32_epi8(__mmask8 k, __m256i b); 
VPMOVUSDB void _mm256_mask_cvtusepi32_storeu_epi8(void * , _ mmask8 k, __m256i b); 
VPMOVUSDB __m128i__mm_cvtusepi32_epi8(__m128i a); 

VPMOVUSDB __m128i__mm_mask_cvtusepi32_epi8(__m128i a,__ mmask8 k,___m128i b); 
VPMOVUSDB __m128i __mm_maskz_cvtusepi32_epi8(__ mmask8 k, __m128i b); 


VPMOVUSDB void _mm_mask_cvtusepi32_storeu_epi8(void * ,__ mmask8 k, __m128i b); 
VPMOVSDB __m128i__mm256_cvtsepi32_epi8(__m256i a); 
VPMOVSDB __m128i__mm256_mask_cvtsepi32_epi8(__m128i a,__ mmask8 k, __m256i b); 


VPMOVSDB __m128i__mm256_maskz_cvtsepi32_epi8(__mmask8 k, __m256i b); 


VPMOVSDB void _mm256_mask_cvtsepi32_storeu_epi8(void * , _ mmask8 k, __ m256i b); 
VPMOVSDB __m128i__mm_cvtsepi32_epi8(__m128i a); 
VPMOVSDB __m128i __mm_mask_cvtsepi32_epi8(__m128i a,__ mmask8 k, __m128i b); 


VPMOVSDB __m128i __mm_maskz_cvtsepi32_epi8(___mmask8 k, __m128i b); 
VPMOVSDB void _mm_mask_cvtsepi32_storeu_epi8(void *, _ mmask8 k, __m128i b); 
VPMOVDB __m128i _mm256_cvtepi32_epi8(__m256i a); 


VPMOVDB __m128i_mm256_mask_cvtepi32_epi8(__m128i a,__mmask8 k, __ m256i b); 
VPMOVDB __m128i_mm256_maskz_cvtepi32_epi8(___mmask8 k, __m256i b); 
VPMOVDB void _mm256_mask_cvtepi32_storeu_epi8(void * , __ mmask8 k, __ m256i b); 
VPMOVDB __m128i _mm_cvtepi32_epi8(__m128i a); 

VPMOVDB __m128i_mm_mask_cvtepi32_epi8(__m128i a,__mmask8 k, __m128i b); 
VPMOVDB __m128i_mm_maskz_cvtepi32_epi8(__mmask8 k, __m128i b); 

VPMOVDB void _mm_mask_cvtepi32_storeu_epi8(void * ,__ mmask8 k, __m128i b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Table 2-53, “Type E6 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VPMOVDW/VPMOVSDW/VPMOVUSDW—Down Convert DWord to Word 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.F3.0F38.W0 33 /r A VIV AVX512VL | Converts 4 packed double-word integers from 
VPMOVDW xmm1/m64 {k1}{z}, xmm2 AVX512F xmm_2 into 4 packed word integers in xmm1/m64 

with truncation under writemask k1. 

EVEX.128.F3.0F38.W0 23 /r A VIV AVX512VL | Converts 4 packed signed double-word integers 
VPMOVSDW xmm1/m64 {k1}{z}, xmm2 AVX512F from xmm_2 into 4 packed signed word integers in 


ymm1/m64 using signed saturation under 
writemask k1. 

EVEX.128.F3.0F38.W0 13 /r A VIV AVX512VL | Converts 4 packed unsigned double-word integers 
VPMOVUSDW xmm1/m64 {k1}{z}, xmm2 AVX512F from xmm_2 into 4 packed unsigned word integers 
in xmm1/m64 using unsigned saturation under 
writemask k1. 


EVEX.256.F3.0F38.W0 33 /r A VIV AVX512VL | Converts 8 packed double-word integers from 
VPMOVDW xmm1/m128 {k1}{z}, ymm2 AVX512F ymm_e into 8 packed word integers in xmm1/m128 
with truncation under writemask k1. 
EVEX.256.F3.0F38.W0 23 /r A VIV AVX512VL | Converts 8 packed signed double-word integers 
VPMOVSDW xmm1/m128 {k1}{z}, ymm2 AVX512F from ymm_2 into 8 packed signed word integers in 


xmm1/m128 using signed saturation under 
writemask k1. 


EVEX.256.F3.0F38.W0 13 /r A VIV AVX512VL | Converts 8 packed unsigned double-word integers 
VPMOVUSDW xmm1/m128 {k1}{z}, AVX512F from ymm_2 into 8 packed unsigned word integers 
ymm2 in xmm1/m128 using unsigned saturation under 
writemask k1. 
EVEX.512.F3.0F38.W0 33 /r A VIV AVX512F Converts 16 packed double-word integers from 
VPMOVDW ymm1/m256 {k1}{z}, zmm2 zmm_z into 16 packed word integers in 
ymm1/m256 with truncation under writemask k1. 
EVEX.512.F3.0F38.W0 23 /r A VIV AVX512F Converts 16 packed signed double-word integers 
VPMOVSDW ymm1/m256 {k1}{z}, zmm2 from zmm2 into 16 packed signed word integers in 


ymm1/m256 using signed saturation under 
writemask k1. 


EVEX.512.F3.0F38.W0 13 /r A VIV AVX512F Converts 16 packed unsigned double-word integers 
VPMOVUSDW ymm1/m256 {k1}{z}, from zmm_2 into 16 packed unsigned word integers 
zmm2 in ynm1/m256 using unsigned saturation under 


writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Half Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


VPMOVDW down converts 32-bit integer elements in the source operand (the second operand) into packed words 
using truncation. VPMOVSDW converts signed 32-bit integers into packed signed words using signed saturation. 
VPMOVUSDW convert unsigned double-word values into unsigned word values using unsigned saturation. 


The source operand is a ZMM/YMM/XMM register. The destination operand is a YMM/XMM/XMM register or a 
256/128/64-bit memory location. 


Down-converted word elements are written to the destination operand (the first operand) from the least-significant 
word. Word elements of the destination operand are updated according to the writemask. Bits (MAXVL- 
1:256/128/64) of the register destination are zeroed. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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INSTRUCTION SET REFERENCE, V-Z 


Operation 


VPMOVDW instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
m:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST{i+15:i] = TruncateDoublewordToWord (SRC[m+31:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0; 


VPMOVDW instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TOKL-1 
i:=j*16 
m:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST{i+15:i] = TruncateDoublewordToWord (SRC[m+31:m]) 
ELSE 
*DEST[i+15:i] remains unchanged* —_; merging-masking 
Fl; 
ENDFOR 


VPMOVSDW instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TOKL-1 
i:=j* 16 
m:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+15:i] := SaturateSignedDoubleWordToWord (SRC[m+31:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0; 
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VPMOVSDW instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
m:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST{i+15:i] := SaturateSignedDoublewordToWord (SRC[m+31:m]) 
ELSE 
*DEST[i+15:i] remains unchanged* —_ ; merging-masking 
Fl; 
ENDFOR 


VPMOVUSDW instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TOKL-1 
i:=j*16 
m:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST{i+1 5:i] := SaturateUnsignedDoubleWordToWord (SRC[m+31:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0; 


VPMOVUSDW instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
m:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST{i+15:i] := SaturateUnsignedDoubleWordToWord (SRC[m+31:m]) 
ELSE 
*DEST[i+15:i] remains unchanged* —_; merging-masking 
Fl; 
ENDFOR 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalents 
VPMOVDW __m256i_mm512_cvtepi32_epil16(__m512i a); 


VPMOVDW __m256i__mm512_mask_cvtepi32_epi16(__m256i s,___ mmask16 k,___m512i a); 
VPMOVDW __m256i_mm512_maskz_cvtepi32_epi16(__mmask16 k,___m512i a); 
VPMOVDW void _mm512_mask_cvtepi32_storeu_epi16(void * d,__ mmask16 k,___m512i a); 
VPMOVSDW __m256i_mm512_cvtsepi32_epi16(__m512i a); 

VPMOVSDW __m256i_mm512_mask_cvtsepi32_epi16(__m256is,__ mmask16 k,___m512i a); 
VPMOVSDW __m256i_mm512_maskz_cvtsepi32_epi16(__ mmask16 k,__m512i a); 
VPMOVSDW void _mm512_mask_cvtsepi32_storeu_epi16(void * d,__ mmask16 k, __m512i a); 


VPMOVUSDW __m256i_mm512_cvtusepi32_epi16 __m512i a); 


VPMOVUSDW __m256i_mm512_mask_cvtusepi32_epi16(__m256is,__ mmask16 k, __m512i a); 
VPMOVUSDW __m256i_mm512_maskz_cvtusepi32_epi16(__mmask16 k,___m512i a); 
VPMOVUSDW void __mm512_mask_cvtusepi32_storeu_epi16(void * d,__ mmask16 k, __m512i a); 
VPMOVUSDW __m128i_mm256_cvtusepi32_epi16(__m256i a); 

VPMOVUSDW __m128i__mm256_mask_cvtusepi32_epi16(__m128i a,__mmask8 k, __m256i b); 


VPMOVUSDW __m128i__mm256_maskz_cvtusepi32_epi16(__ mmask8 k, __ m256i b); 
VPMOVUSDW void _mm256_mask_cvtusepi32_storeu_epi16(void * ,__ mmask8 k, __ m256i b); 
VPMOVUSDW __m128i __mm_cvtusepi32_epi16(__m128i a); 

VPMOVUSDW __m128i __mm_mask_cvtusepi32_epi16(__m128i a,___mmask8 k, 
VPMOVUSDW __m128i __mm_maskz_cvtusepi32_epi16(__mmask8 k, _m128i b); 


m128i b); 


VPMOVUSDW void _mm_mask_cvtusepi32_storeu_epi16(void * ,__ mmask8 k, __m128i b); 
VPMOVSDW __m128i_mm256_cvtsepi32_epi16(__m256i a); 
VPMOVSDW __m128i__mm256_mask_cvtsepi32_epi16(__m128i a,___ mmask8 k, __m256i b); 


VPMOVSDW __m128i__mm256_maskz_cvtsepi32_epi16(__ mmask8 k, __ m256i b); 
VPMOVSDW void __mm256_mask_cvtsepi32_storeu_epi16(void *,___ mmask8 k, __m256i b); 
VPMOVSDW __m128i__mm_cvtsepi32_epi16(__m128i a); 

VPMOVSDW __m128i__mm_mask_cvtsepi32_epi16(__m128i a,__mmask8 k, 
VPMOVSDW __m128i__mm_maskz_cvtsepi32_epi16(__ mmask8 k, __m128i b); 


m128i b); 


VPMOVSDW void _mm_mask_cvtsepi32_storeu_epi16(void *, __ mmask8 k, __m128i b); 
VPMOVDW __m128i__mm256_cvtepi32_epi16(__m256i a); 
VPMOVDW __m128i __mm256_mask_cvtepi32_epi16(__m128i a, __ mmask8 k, __m256i b); 


VPMOVDW __m128i_mm256_maskz_cvtepi32_epi16(__mmask8 k, __ m256i b); 
VPMOVDW void _mm256_mask_cvtepi32_storeu_epi16(void *,__ mmask8 k, __m256i b); 
VPMOVDW __m128i_mm_cvtepi32_epi16(__m128i a); 


VPMOVDW __m128i _mm_mask_cvtepi32_epi16(__m128i a,__ mmask8 k, __m128i b); 
VPMOVDW __m128i __mm_maskz_cvtepi32_epi16(__ mmask8 k, __m128i b); 
VPMOVDW void _mm_mask_cvtepi32_storeu_epi16(void *, __ mmask8 k, __m128i b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Table 2-53, “Type E6 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VPMOVM2B/VPMOVM2W/VPMOVM2D/VPMOVM2Q—Convert a Mask Register to a Vector 


Register 
Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.F3.0F38.W0 28 /r RM VIV AVX512VL | Sets each byte in XMM1 to all 1’s or all O's based on the value 
VPMOVM2B xmm1, k1 AVX512BW | of the corresponding bit in k1. 
EVEX.256.F3.0F38.W0 28 /r RM VIV AVX512VL | Sets each byte in YMM1 to all 1's or all O's based on the value 
VPMOVM2B ymm1, k1 AVX512BW | of the corresponding bit in k1. 
EVEX.512.F3.0F38.W0 28 /r RM VIV AVX512BW | Sets each byte in ZMM1 to all 1's or all O's based on the value 
VPMOVM2B zmm1, k1 of the corresponding bit in k1. 
EVEX.128.F3.0F38.W1 28 /r RM VIN AVX512VL_ | Sets each word in XMM1 to all 1's or all O's based on the value 
VPMOVM2W xmm1, k1 AVX512BW | of the corresponding bit in k1. 
EVEX.256.F3.0F38.W1 28 /r RM VV AVX512VL_ | Sets each word in YMM1 to all 1’s or all O's based on the value 
VPMOVM2W ymm1, k1 AVX512BW | of the corresponding bit in k1. 
EVEX.512.F3.0F38.W1 28 /r RM VIN AVX512BW | Sets each word in ZMM1 to all 1’s or all O's based on the value 
VPMOVM2W zmm1, k1 of the corresponding bit in k1. 
EVEX.128.F3.0F38.W0 38 /r RM VIN AVX512VL_ | Sets each doubleword in XMM1 to all 1's or all O’s based on the 
VPMOVM2D xmm1, k1 AVX512DQ_ | value of the corresponding bit in k1. 
EVEX.256.F3.0F38.W0 38 /r RM VIN AVX512VL_ | Sets each doubleword in YMM1 to all 1’s or all O's based on the 
VPMOVM2D ymm1, k1 AVX512DQ_ | value of the corresponding bit in k1. 
EVEX.512.F3.0F38.W0 38 /r RM VN AVX512DQ_ | Sets each doubleword in ZMM1 to all 1's or all O’s based on the 
VPMOVM2D zmm1, k1 value of the corresponding bit in k1. 
EVEX.128.F3.0F38.W1 38 /r RM VIV AVX512VL | Sets each quadword in XMM1 to all 1's or all O’s based on the 
VPMOVM2Q xmm1, k1 AVX512DQ_ | value of the corresponding bit in k1. 
EVEX.256.F3.0F38.W1 38 /r RM VIV AVX512VL | Sets each quadword in YMM1 to all 1’s or all O's based on the 
VPMOVM2Q ymm1, k1 AVX512DQ_ | value of the corresponding bit in k1. 
EVEX.512.F3.0F38.W1 38 /r RM VV AVX512DQ | Sets each quadword in ZMM1 to all 1's or all O's based on the 
VPMOVM2Q zmm1, k1 value of the corresponding bit in k1. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Converts a mask register to a vector register. Each element in the destination register is set to all 1’s or all 0's 
depending on the value of the corresponding bit in the source mask register. 


The source operand is a mask register. The destination operand is a ZMM/YMM/XMM register. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


VPMOVM2B/VPMOVM2W/VPMOVM2D/VPMOVM2Q—Convert a Mask Register to a Vector Register 


Vol.2C 5-437 


INSTRUCTION SET REFERENCE, V-Z 


Operation 


VPMOVM2B (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j :=0 TO KL-1 
i:=j*8 
IF SRC[j] 
THEN — DEST[i+7:i] := -1 
ELSE DEST[i+7:i] := 0 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPMOVM2W (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j :=0 TO KL-1 
i:=j*16 
IF SRC[j] 
THEN = DEST[i+15:i] = -1 
ELSE DEST[i+15:i] := 0 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPMOVM2D (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF SRC[j] 
THEN —DEST[i+31:i] := -1 
ELSE DEST[i+31:i] := 0 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 


VPMOVM2Q (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF SRC[j] 
THEN  DEST[i+63:i] := -1 
ELSE DEST[i+63:i] := 0 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VPMOVM2B/VPMOVM2W/VPMOVM2D/VPMOVM2Q—Convert a Mask Register to a Vector Register 


Intel C/C++ Compiler Intrinsic Equivalents 


VPMOVM2B 


m512i 


mm512_movm_epi8(__mmask64 ); 


VPMOVM2D 
VPMOVM2Q 
VPMOVM2W 
VPMOVM2B 


m512i 


m512i 


mm512_movm_epi32(__mmaské8 ); 
mm512_movm_epi64(__mmask16 ); 


m512i 


mm512_movm_epi16(__mmask32 ); 


m256i 


mm256_movm_epi8(__mmask32 ); 


VPMOVM2D 
VPMOVM2Q 
VPMOVM2W 
VPMOVM2B 


m256i 


mm256_movm_epi32(__mmask8 ); 


m256i 


mm256_movm_epi64(__mmaské8 ); 


m256i 


mm256_movm_epi16(__mmask16 ); 


m128i 


VPMOVM2D 
VPMOVM2Q 
VPMOVM2W 


m128i 


mm_movm_epi8( 
mm_movm_epi32( 


mmask16 ); 
mmask8 ); 


m128i 


mm_movm_epi64( 


mmask8 ); 


m1 28i 


mm_movm_epi1 6( 


mmask8 ); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


EVEX-encoded instruction, see Table 2-55, “Type E7NM Class Exception Conditions”; additionally: 


#UD 


VPMOVM2B/VPMOVM2W/VPMOVM2D/VPMOVM2Q—Convert a Mask Register to a Vector Register 


If EVEX.vvvv != 1111B. 


INSTRUCTION SET REFERENCE, V-Z 


Vol.2C 5-439 


INSTRUCTION SET REFERENCE, V-Z 


VPMOVQB/VPMOVSQB/VPMOVUSQB—Down Convert QWord to Byte 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 

EVEX.128.F3.0F38.W0 32 /r A VIV AVX512VL | Converts 2 packed quad-word integers from xmm2 

VPMOVQB xmm1/m16 {k1}{z}, xmm2 AVX512F into 2 packed byte integers in xmm1/m76 with 
truncation under writemask k1. 

EVEX.128.F3.0F38.W0 22 /r A VIV AVX512VL | Converts 2 packed signed quad-word integers from 

VPMOVSQB xmm1/m16 {k1}{z}, xmm2 AVX512F xmm_z into 2 packed signed byte integers in 
xmm1/m16 using signed saturation under writemask 
k1. 

EVEX.128.F3.0F38.W0 12 /r A VIV AVX512VL | Converts 2 packed unsigned quad-word integers 

VPMOVUSQB xmm1/m16 {k1}{z}, xmm2 AVX512F from xmm_2 into 2 packed unsigned byte integers in 
xmm1/m16 using unsigned saturation under 
writemask k1. 

EVEX.256.F3.0F38.W0 32 /r A VIV AVX512VL | Converts 4 packed quad-word integers from ymm2 

VPMOVQB xmm1/m32 {k1}{z}, ymm2 AVX512F into 4 packed byte integers in xmm1/m32 with 
truncation under writemask k1. 

EVEX.256.F3.0F38.W0 22 /r A VIV AVX512VL | Converts 4 packed signed quad-word integers from 

VPMOVSQB xmm1/m32 {k1}{z}, ymm2 AVX512F ymm_2 into 4 packed signed byte integers in 
xmm1/m32 using signed saturation under writemask 
k1. 

EVEX.256.F3.0F38.W0 12 /r A VIV AVX512VL | Converts 4 packed unsigned quad-word integers 

VPMOVUSQB xmm1/m32 {k1}{z}, ymm2 AVX512F from ymm_2 into 4 packed unsigned byte integers in 
xmm1/m32 using unsigned saturation under 
writemask k1. 

EVEX.512.F3.0F38.W0 32 /r A VIV AVX512F Converts 8 packed quad-word integers from zmm2 

VPMOVQB xmm1/m64 {k1}{z}, zmm2 into 8 packed byte integers in xmm1/m64 with 
truncation under writemask k1. 

EVEX.512.F3.0F38.W0 22 /r A VIV AVX512F Converts 8 packed signed quad-word integers from 

VPMOVSQB xmm1/m64 {k1}{z}, zmm2 zmm_2 into 8 packed signed byte integers in 
xmm1/m64 using signed saturation under writemask 
k1. 

EVEX.512.F3.0F38.W0 12 /r A VIV AVX512F Converts 8 packed unsigned quad-word integers 

VPMOVUSQB xmm1/m64 {k1}{z}, zmm2 from zmm2 into 8 packed unsigned byte integers in 
xmm1/m64 using unsigned saturation under 
writemask k1. 

Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Eighth Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


VPMOVQB down converts 64-bit integer elements in the source operand (the second operand) into packed byte 
elements using truncation. VPMOVSQB converts signed 64-bit integers into packed signed bytes using signed satu- 
ration. VPMOVUSQB convert unsigned quad-word values into unsigned byte values using unsigned saturation. The 
source operand is a vector register. The destination operand is an XMM register or a memory location. 


Down-converted byte elements are written to the destination operand (the first operand) from the least-significant 
byte. Byte elements of the destination operand are updated according to the writemask. Bits (MAXVL-1:64) of the 


destination are zeroed. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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VPMOVQB/VPMOVSQB/VPMOVUSQB—Down Convert Qword to Byte 


Operation 


VPMOVQB instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
m :=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST{i+7:i] = TruncateQuadWordToByte (SRC[m+63:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/8] := 0; 


VPMOVQB instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1 
i:=j*8 
m :=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] = TruncateQuadWordToByte (SRC[m+63:m]) 
ELSE 
*DEST[i+7:i] remains unchanged* ; Merging-masking 
Fl; 
ENDFOR 


VPMOVSQB instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
m :=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SaturateSignedQuadWordToByte (SRC[m+63:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/8] := 0; 
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INSTRUCTION SET REFERENCE, V-Z 
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INSTRUCTION SET REFERENCE, V-Z 


VPMOVSQB instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1 
i:=j*8 
m:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SaturateSignedQuadWordToByte (SRC[m+63:m]) 
ELSE 
*DEST[i+7:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR 


VPMOVUSQB instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1 
i:=j*8 
m:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SaturateUnsignedQuadwordToByte (SRC[m+63:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/8] := 0; 


VPMOVUSQB instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1 
i:=j*8 
m:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SaturateUnsignedQuadwordToByte (SRC[m+63:m]) 
ELSE 
*DEST[i+7:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalents 
VPMOVQB __m128i __mm512_cvtepi64_epi8(_m512i a); 


VPMOVQB __m128i__mm512_mask_cvtepi64_epi8(__m128i s,__ mmask8 k, 
VPMOVQB __m128i __mm512_maskz_cvtepi64_epi8(___mmask8 k, __m512i a); 


m512i a); 


VPMOVOQB void _mm512_mask_cvtepi64_storeu_epi8(void * d,___mmask8 k, __m512i a); 
VPMOVSQB __m128i__mm512_cvtsepi64_epi8(__m512i a); 
VPMOVSQB __m128i__mm512_mask_cvtsepi64_epi8(__m128i s,___mmask8 k, __m512i a); 


VPMOVSQB __m128i__mm512_maskz_cvtsepi64_epi8(__mmask8 k, __m512i a); 
VPMOVSQB void __mm512_mask_cvtsepi64_storeu_epi8(void * d,___mmask8 k, __m512i a); 
VPMOVUSQB __m128i __mm512_cvtusepi64_epi8( __m512i a); 

VPMOVUSQB __m128i_mm512_mask_cvtusepi64_epi8(__m128is,__ mmask8 k, 
VPMOVUSQB __m128i__mm512_maskz_cvtusepi64_epi8(_mmask8 k, __m512i a); 


m512i a); 


VPMOVUSQB void __mm512_mask_cvtusepi64_storeu_epi8(void * d,__ mmask8 k, __m512i a); 
VPMOVUSQB __m128i__mm256_cvtusepi64_epi8(__m256i a); 
VPMOVUSQB __m128i __mm256_mask_cvtusepi64_epi8(__m128i a, ___mmask8 k, __m256i b); 


VPMOVUSQB __m128i __mm256_maskz_cvtusepi64_epi8(__mmask8 k, __m256i b); 
VPMOVUSQB void _mm256_mask_cvtusepi64_storeu_epi8(void * , __ mmask8 k, __m256i b); 
VPMOVUSQB __m128i__mm_cvtusepi64_epi8(__m128i a); 


VPMOVUSQB __m128i __mm_mask_cvtusepi64_epi8(__m128i a, __ mmask8 k, __m128i b); 
VPMOVUSQB __m128i __mm_maskz_cvtusepi64_epi8(_mmask8 k, __m128i b); 
VPMOVUSQB void _mm_mask_cvtusepi64_storeu_epi8(void * , __ mmask8 k, __m128i b); 


VPMOVSQB __m128i__mm256_cvtsepi64_epi8(__m256i a); 

VPMOVSQB __m128i__mm256_mask_cvtsepi64_epi8(__m128i a, __ mmask8 k, __m256i b); 
VPMOVSQB __m128i __mm256_maskz_cvtsepi64_epi8(__mmask8 k, __m256i b); 
VPMOVSQB void __mm256_mask_cvtsepi64_storeu_epi8(void * , __ mmask8 k, __m256i b); 
VPMOVSQB __m128i __mm_cvtsepi64_epi8(__m128i a); 

VPMOVSQB __m128i __mm_mask_cvtsepi64_epi8(__m128i a, __mmask8 k, __m128i b); 
VPMOVSQB __m128i __mm_maskz_cvtsepi64_epi8(__mmask8 k, __m128i b); 

VPMOVSQB void _mm_mask_cvtsepi64_storeu_epi8(void * , __ mmask8 k, __m128i b); 
VPMOVOQB __m128i __mm256_cvtepi64_epi8(__m256i a); 

VPMOVQB __m128i __mm256_mask_cvtepi64_epi8(__m128i a,__mmask8 k, 
VPMOVQB __m128i _mm256_maskz_cvtepi64_epi8(___mmask8 k, __m256i b); 
VPMOVOQB void _mm256_mask_cvtepi64_storeu_epi8(void * ,___mmask8 k, __m256i b); 
VPMOVQB __m128i __mm_cvtepi64_epi8(__m128i a); 

VPMOVQB __m128i __mm_mask_cvtepi64_epi8(__m128i a,__mmask8 k, 
VPMOVQB __m128i _mm_maskz_cvtepi64_epi8(_mmask8 k, __m128i b); 
VPMOVOQB void _mm_mask_cvtepi64_storeu_epi8(void * , _ mmask8 k, __m128i b); 


m256i b); 


m128i b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Table 2-53, “Type E6 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VPMOVQD/VPMOVSQD/VPMOVUSQD—Down Convert QWord to DWord 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.F3.0F38.W0 35 /r A VIV AVX512VL | Converts 2 packed quad-word integers from xmm2 
VPMOVQD xmm1/m128 {k1}{z}, xmm2 AVX512F into 2 packed double-word integers in xmm1/m128 

with truncation subject to writemask k1. 

EVEX.128.F3.0F38.W0 25 /r A VIV AVX512VL | Converts 2 packed signed quad-word integers from 
VPMOVSQD xmm1/m64 {k1}{z}, xmm2 AVX512F xmm_2 into 2 packed signed double-word integers 


in xmm1/m64 using signed saturation subject to 

writemask k1. 

EVEX.128.F3.0F38.W0 15 /r A VIV AVX512VL | Converts 2 packed unsigned quad-word integers 

VPMOVUSQD xmm1/m64 {k1}{z}, xmm2 AVX512F from xmm_2 into 2 packed unsigned double-word 

integers in xmm1/m64 using unsigned saturation 
subject to writemask k1. 


EVEX.256.F3.0F38.W0 35 /r A VIV AVX512VL | Converts 4 packed quad-word integers from ymm2 
VPMOVQD xmm1/m128 {k1}{z}, ynm2 AVX512F into 4 packed double-word integers in xmm1/m128 
with truncation subject to writemask k1. 
EVEX.256.F3.0F38.W0 25 /r A VIV AVX512VL | Converts 4 packed signed quad-word integers from 
VPMOVSQD xmm1/m128 {k1}{z}, ymm2 AVX512F ymm_e into 4 packed signed double-word integers in 


xmm1/m128 using signed saturation subject to 
writemask k1. 

EVEX.256.F3.0F38.W0 15 /r A VIV AVX512VL | Converts 4 packed unsigned quad-word integers 
VPMOVUSQD xmm1/m128 {k1}{z}, ynm2 AVX512F from ymm_2 into 4 packed unsigned double-word 
integers in xmm1/m128 using unsigned saturation 
subject to writemask k1. 


EVEX.512.F3.0F38.W0 35 /r A VIV AVX512F Converts 8 packed quad-word integers from zmm2 
VPMOVQD ymm1/m256 {k1}{z}, zmm2 into 8 packed double-word integers in ynm1/m256 
with truncation subject to writemask k1. 
EVEX.512.F3.0F38.W0 25 /r A VIV AVX512F Converts 8 packed signed quad-word integers from 
VPMOVSQD ymm1/m256 {k1}{z}, zmm2 zmm_2 into 8 packed signed double-word integers in 


ymm1/m256 using signed saturation subject to 
writemask k1. 

EVEX.512.F3.0F38.W0 15 /r A VIV AVX512F Converts 8 packed unsigned quad-word integers 
VPMOVUSQD ymm1/m256 {k1}{z}, zmm2 from zmm2 into 8 packed unsigned double-word 
integers in ymm1/m256 using unsigned saturation 
subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Half Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


VPMOVQW down converts 64-bit integer elements in the source operand (the second operand) into packed double- 
words using truncation. VPMOVSQW converts signed 64-bit integers into packed signed doublewords using signed 
saturation. VPMOVUSQW convert unsigned quad-word values into unsigned double-word values using unsigned 
saturation. 


The source operand is a ZMM/YMM/XMM register. The destination operand is a YMM/XMM/XMM register or a 
256/128/64-bit memory location. 


Down-converted doubleword elements are written to the destination operand (the first operand) from the least- 
significant doubleword. Doubleword elements of the destination operand are updated according to the writemask. 
Bits (MAXVL-1:256/128/64) of the register destination are zeroed. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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INSTRUCTION SET REFERENCE, V-Z 


Operation 


VPMOVQD instruction (EVEX encoded version) reg-reg form 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
m :=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TruncateQuadWordToDWord (SRC[m+63:m]) 
ELSE *zeroing-masking* ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL/2] := 0; 


VPMOVQD instruction (EVEX encoded version) memory form 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
m :=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TruncateQuadwordToDWord (SRC[m+63:m]) 
ELSE *DEST[i+31:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR 


VPMOVSQD instruction (EVEX encoded version) reg-reg form 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1 
i:=j* 32 
m :=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = SaturateSignedQuadWordToDWord (SRC[m+63:m]) 


ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0; 
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VPMOVSQD instruction (EVEX encoded version) memory form 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
m:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] := SaturateSignedQuadWordToDWord (SRC[m+63:m]) 
ELSE *DEST[i+31:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR 


VPMOVUSQD instruction (EVEX encoded version) reg-reg form 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1 
i:=j* 32 
m:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] := SaturateUnsignedQuadWordToDWord (SRC[m+63:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0; 


VPMOVUSQD instruction (EVEX encoded version) memory form 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1 
i:=j* 32 
m:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] := SaturateUnsignedQuadWordToDWord (SRC[m+63:m]) 
ELSE *DEST[i+31:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalents 


VPMOVQD __m256i__mm512_cvtepi64_epi32(__m512i a); 

VPMOVQD __m256i_mm512_mask_cvtepi64_epi32(__m256i s,___ mmask8 k, 
VPMOVQD __m256i__mm512_maskz_cvtepi64_epi32(_mmask8 k, __m512i a); 

VPMOVQD void __mm512_mask_cvtepi64_storeu_epi32(void * d,__mmask8 k, __m512i a); 
VPMOVSQD __m256i __mm512_cvtsepi64_epi32(__m512i a); 

VPMOVSQD __m256i__mm512_mask_cvtsepi64_epi32(__m256i s,___mmask8 k, __m512i a); 
VPMOVSQD __m256i__mm512_maskz_cvtsepi64_epi32(_mmask8 k, __m512i a); 


m512i a); 


VPMOVSQD void __mm512_mask_cvtsepi64_storeu_epi32(void * d,___mmask8 k, __m512i a); 
VPMOVUSQD __m256i__mm512_cvtusepi64_epi32(_m512i a); 
VPMOVUSQD __m256i__mm512_mask_cvtusepi64_epi32(__m256i s, __mmask8 k, __m512i a); 


VPMOVUSQD __m256i __mm512_maskz_cvtusepi64_epi32(__mmask8 k, __m512i a); 
VPMOVUSQD void _mm512_mask_cvtusepi64_storeu_epi32(void * d,__ mmask8 k, __m512i a); 
VPMOVUSQD __m128i __mm256_cvtusepi64_epi32(__m256i a); 

VPMOVUSQD __m128i__mm256_mask_cvtusepi64_epi32(__m128i a,__mmask8 k, 
VPMOVUSQD __m128i _mm256_maskz_cvtusepi64_epi32(__mmask8 k, __m256i b); 
VPMOVUSQD void _mm256_mask_cvtusepi64_storeu_epi32(void * ,__ mmask8 k, __m256i b); 
VPMOVUSQD __m128i __mm_cvtusepi64_epi32(__m128i a); 

VPMOVUSQD __m128i __mm_mask_cvtusepi64_epi32(__m128i a,__ mmask8 k, 
VPMOVUSQD __m128i _mm_maskz_cvtusepi64_epi32(__mmask8 k, __m128i b); 


m256i b); 


m128i b); 


VPMOVUSQD void _mm_mask_cvtusepi64_storeu_epi32(void * , __ mmask8 k, __m128i b); 
VPMOVSQD __m128i __mm256_cvtsepi64_epi32(__m256i a); 
VPMOVSQD __m128i __mm256_mask_cvtsepi64_epi32(__m128i a, ___mmask8 k, __m256i b); 


VPMOVSQD __m128i__mm256_maskz_cvtsepi64_epi32(__mmask8 k, __m256i b); 
VPMOVSQD void _mm256_mask_cvtsepi64_storeu_epi32(void * , __ mmask8 k, __m256i b); 
VPMOVSQD __m128i__mm_cvtsepi64_epi32(__m128i a); 

VPMOVSQD __m128i __mm_mask_cvtsepi64_epi32(__m128i a,__ mmask8 k, 
VPMOVSQD __m128i__mm_maskz_cvtsepi64_epi32(__mmask8 k, __m128i b); 
VPMOVSQD void _mm_mask_cvtsepi64_storeu_epi32(void * ,__ mmask8 k, __m128i b); 
VPMOVQD __m128i __mm256_cvtepi64_epi32(__m256i a); 

VPMOVQD __m128i __mm256_mask_cvtepi64_epi32(__m128i a, __mmask8 k, __m256i b); 
VPMOVQD __m128i__mm256_maskz_cvtepi64_epi32(___mmask8 k, __m256i b); 


m128i b); 


VPMOVQD void _mm256_mask_cvtepi64_storeu_epi32(void * , __mmask8 k, __m256i b); 
VPMOVQD __m128i __mm_cvtepi64_epi32(__m128i a); 
VPMOVQD __m128i __mm_mask_cvtepi64_epi32(__m128i a,__ mmask8 k, __m128i b); 


VPMOVQD __m128i _mm_maskz_cvtepi64_epi32(__mmask8 k, __m128i b); 
VPMOVQD void _mm_mask_cvtepi64_storeu_epi32(void * , _ mmask8 k, __m128i b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Table 2-53, “Type E6 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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INSTRUCTION SET REFERENCE, V-Z 


VPMOVQW/VPMOVSQW/VPMOVUSQW—Down Convert QWord to Word 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 

EVEX.128.F3.0F38.W0 34 /r A VIV AVX512VL | Converts 2 packed quad-word integers from xmm2 

VPMOVQW xmm1/m32 {k1}{z}, xmm2 AVX512F into 2 packed word integers in xmm1/m32 with 
truncation under writemask k1. 

EVEX.128.F3.0F38.W0 24 /r A VIV AVX512VL | Converts 8 packed signed quad-word integers from 

VPMOVSQW xmm1/m32 {k1}{z}, xmm2 AVX512F zmm_2 into 8 packed signed word integers in 
xmm1/m32 using signed saturation under writemask 
k1. 

EVEX.128.F3.0F38.W0 14 /r A VIV AVX512VL | Converts 2 packed unsigned quad-word integers from 

VPMOVUSQW xmm1/m32 {k1}{z}, xmm2 AVX512F Xmm_z into 2 packed unsigned word integers in 
xmm1/m32 using unsigned saturation under 
writemask k1. 

EVEX.256.F3.0F38.W0 34 /r A VIV AVX512VL | Converts 4 packed quad-word integers from ymm2 

VPMOVQW xmm1/m64 {k1}{z}, ymm2 AVX512F into 4 packed word integers in xmm1/m64 with 
truncation under writemask k1. 

EVEX.256.F3.0F38.W0 24 /r A VIV AVX512VL | Converts 4 packed signed quad-word integers from 

VPMOVSQW xmm1/m64 {k1}{z}, ymm2 AVX512F ymm_2 into 4 packed signed word integers in 
xmm1/m64 using signed saturation under writemask 
k1. 

EVEX.256.F3.0F38.W0 14 /r A VIV AVX512VL | Converts 4 packed unsigned quad-word integers from 

VPMOVUSQW xmm1/m64 {k1}{2}, ymm2 AVX512F ymm_2 into 4 packed unsigned word integers in 
xmm1/m64 using unsigned saturation under 
writemask k1. 

EVEX.512.F3.0F38.W0 34 /r A VIV AVX512F Converts 8 packed quad-word integers from zmm2 

VPMOVQW xmm1/m128 {k1}{z}, zmm2 into 8 packed word integers in xmm1/m128 with 
truncation under writemask k1. 

EVEX.512.F3.0F38.W0 24 /r A VIV AVX512F Converts 8 packed signed quad-word integers from 

VPMOVSQW xmm1/m128 {k1}{z}, zmm2 zmm_2 into 8 packed signed word integers in 
xmm1/m128 using signed saturation under 
writemask k1. 

EVEX.512.F3.0F38.W0 14 /r A VIV AVX512F Converts 8 packed unsigned quad-word integers from 

VPMOVUSQW xmm1/m128 {k1}{z}, zmm_2 into 8 packed unsigned word integers in 

zmm2 xmm1/m128 using unsigned saturation under 
writemask k1. 

Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Quarter Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


VPMOVQW down converts 64-bit integer elements in the source operand (the second operand) into packed words 
using truncation. VPMOVSQW converts signed 64-bit integers into packed signed words using signed saturation. 
VPMOVUSQW convert unsigned quad-word values into unsigned word values using unsigned saturation. 


The source operand is a ZMM/YMM/XMM register. The destination operand is a XMM register or a 128/64/32-bit 


memory location. 


Down-converted word elements are written to the destination operand (the first operand) from the least-significant 
word. Word elements of the destination operand are updated according to the writemask. Bits (MAXVL- 
1:128/64/32) of the register destination are zeroed. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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VPMOVQW/VPMOVSQW/VPMOVUSQW—Down Convert QWord to Word 


Operation 


VPMOVQW instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
m :=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+15:i] = TruncateQuadWordToWord (SRC[m+63:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/4] := 0; 


VPMOVQW instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
m :=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST{i+15:i] = TruncateQuadWordToWord (SRC[m+63:m]) 
ELSE 
*DEST[i+15:i] remains unchanged* —_ ; merging-masking 
Fl; 
ENDFOR 


VPMOVSQW instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
m :=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST{i+15:i] = SaturateSignedQuadWordToWord (SRC[m+63:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/4] := 0; 
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VPMOVSQW instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1 
i:=j*16 
m:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+15:i] := SaturateSignedQuadwordToWord (SRC[m+63:m]) 
ELSE 
*DEST[i+15:i] remains unchanged* —_; merging-masking 
Fl; 
ENDFOR 


VPMOVUSQW instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1 
i:=j*16 
m:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+15:i] := SaturateUnsignedQuadWordToWord (SRC[m+63:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+15:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/4] := 0; 


VPMOVUSQW instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
m:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+15:i] := SaturateUnsignedQuadWordToWord (SRC[m+63:m]) 
ELSE 
*DEST[i+15:i] remains unchanged* —_; merging-masking 
Fl; 
ENDFOR 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalents 
VPMOVQW __m128i __mm512_cvtepi64_epi16(__m512i a); 


VPMOVQW __m128i __mm512_mask_cvtepi64_epi16(__m128i s, __ mmask8 k, __m512i a); 
VPMOVQW __m128i __mm512_maskz_cvtepi64_epi16(_mmask8 k, __m512i a); 
VPMOVQW void __mm512_mask_cvtepi64_storeu_epi16(void * d,__ mmask8 k, __m512i a); 


VPMOVSQW __m128i__mm512_cvtsepi64_epi16(__m512i a); 
VPMOVSQW __m128i__mm512_mask_cvtsepi64_epi16(__m128i s,__ mmask8 k, __m512i a); 
VPMOVSQW __m128i__mm512_maskz_cvtsepi64_epi16(__mmask8 k, __m512i a); 


VPMOVSQW void __mm512_mask_cvtsepi64_storeu_epi1 6(void * d,___mmask8 k, __m512i a); 
VPMOVUSQW __m128i__mm512_cvtusepi64_epi16(__m512i a); 
VPMOVUSQW __m128i__mm512_mask_cvtusepi64_epi16(__m128i s,___ mmask8 k, __m512i a); 


VPMOVUSQW __m128i__mm512_maskz_cvtusepi64_epi16(__mmask8 k, __m512i a); 


VPMOVUSQW void _mm512_mask_cvtusepi64_storeu_epil 6(void * d, __ mmask8 k, __m512i a); 
VPMOVUSQD __m128i __mm256_cvtusepi64_epi32(__m256i a); 
VPMOVUSQD __m128i __mm256_mask_cvtusepi64_epi32(__m128i a,___mmask8 k, __m256i b); 


VPMOVUSQD __m128i _mm256_maskz_cvtusepi64_epi32(__mmask8 k, __m256i b); 
VPMOVUSQD void _mm256_mask_cvtusepi64_storeu_epi32(void * ,__ mmask8 k, __m256i b); 
VPMOVUSQD __m128i __mm_cvtusepi64_epi32(__m128i a); 

VPMOVUSQD __m128i __mm_mask_cvtusepi64_epi32(__m128i a,__ mmask8 k, 
VPMOVUSQD __m128i _mm_maskz_cvtusepi64_epi32(__mmask8 k, __m128i b); 


m128i b); 


VPMOVUSQD void _mm_mask_cvtusepi64_storeu_epi32(void * , __ mmask8 k, __m128i b); 
VPMOVSQD __m128i __mm256_cvtsepi64_epi32(__m256i a); 
VPMOVSQD __m128i __mm256_mask_cvtsepi64_epi32(__m128i a, ___mmask8 k, __m256i b); 


VPMOVSQD __m128i__mm256_maskz_cvtsepi64_epi32(__mmask8 k, __m256i b); 
VPMOVSQD void _mm256_mask_cvtsepi64_storeu_epi32(void * , __ mmask8 k, __m256i b); 
VPMOVSQD __m128i__mm_cvtsepi64_epi32(__m128i a); 

VPMOVSQD __m128i __mm_mask_cvtsepi64_epi32(__m128i a,__ mmask8 k, 
VPMOVSQD __m128i__mm_maskz_cvtsepi64_epi32(__mmask8 k, __m128i b); 
VPMOVSQD void _mm_mask_cvtsepi64_storeu_epi32(void * ,__ mmask8 k, __m128i b); 
VPMOVQD __m128i __mm256_cvtepi64_epi32(__m256i a); 

VPMOVQD __m128i __mm256_mask_cvtepi64_epi32(__m128i a, __mmask8 k, __m256i b); 
VPMOVQD __m128i__mm256_maskz_cvtepi64_epi32(___mmask8 k, __m256i b); 


m128i b); 


VPMOVQD void _mm256_mask_cvtepi64_storeu_epi32(void * , __mmask8 k, __m256i b); 
VPMOVQD __m128i __mm_cvtepi64_epi32(__m128i a); 
VPMOVQD __m128i __mm_mask_cvtepi64_epi32(__m128i a,__ mmask8 k, __m128i b); 


VPMOVQD __m128i _mm_maskz_cvtepi64_epi32(__mmask8 k, __m128i b); 
VPMOVQD void _mm_mask_cvtepi64_storeu_epi32(void * , _ mmask8 k, __m128i b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Table 2-53, “Type E6 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VPMOVWB/VPMOVSWB/VPMOVUSWB—Down Convert Word to Byte 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.F3.0F38.W0 30 /r A VIV AVX512VL_ | Converts 8 packed word integers from xmm2 into 8 
VPMOVWB xmm1/m64 {k1}{z}, xmm2 AVX512BW | packed bytes in xmm1/m64 with truncation under 
writemask k1. 
EVEX.128.F3.0F38.W0 20 /r A VIV AVX512VL_ | Converts 8 packed signed word integers from xmm2 
VPMOVSWB xmm1/m64 {k1}{z}, AVX512BW | into 8 packed signed bytes in xmm1/m64 using 
xmm2 signed saturation under writemask k1. 
EVEX.128.F3.0F38.W0 10 /r A VIV AVX512VL_ | Converts 8 packed unsigned word integers from 
VPMOVUSWB xmm1/m64 {k1}{z}, AVX512BW | xmm2 into 8 packed unsigned bytes in 8mm1/m64 
xmm2 using unsigned saturation under writemask k1. 
EVEX.256.F3.0F38.W0 30 /r A VIV AVX512VL_ | Converts 16 packed word integers from ymm2 into 
VPMOVWB xmm1/m128 {k1}{z}, AVX512BW | 16 packed bytes in xmm1/m128 with truncation 
ymm2 under writemask k1. 
EVEX.256.F3.0F38.W0 20 /r A VIV AVX512VL_ | Converts 16 packed signed word integers from ymm2 
VPMOVSWB xmm1/m128 {k1}{z}, AVX512BW | into 16 packed signed bytes in xmm1/m128 using 
ymm2 signed saturation under writemask k1. 
EVEX.256.F3.0F38.W0 10 /r A VIV AVX512VL_ | Converts 16 packed unsigned word integers from 
VPMOVUSWB xmm1/m128 {k1}{z}, AVX512BW | ymm2into 16 packed unsigned bytes in xmm1/m128 
ymm2 using unsigned saturation under writemask k1. 
EVEX.512.F3.0F38.W0 30 /r A VIV AVX512BW | Converts 32 packed word integers from zmm2 into 
VPMOVWB ymm1/m256 {k1}{z}, 32 packed bytes in ymm1/m256 with truncation 
zmm2 under writemask k1. 
EVEX.512.F3.0F38.W0 20 /r A VIV AVX512BW | Converts 32 packed signed word integers from zmm2 
VPMOVSWB ymm1/m256 {k1}{z}, into 32 packed signed bytes in ymm1/m256 using 
zmm2 signed saturation under writemask k1. 
EVEX.512.F3.0F38.W0 10 /r A VIV AVX512BW | Converts 32 packed unsigned word integers from 
VPMOVUSWB ymm1/m256 {k1}{z}, zmm2z into 32 packed unsigned bytes in ynm1/m256 
zmm2 using unsigned saturation under writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Half Mem ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


VPMOVWB down converts 16-bit integers into packed bytes using truncation. VPMOVSWEB converts signed 16-bit 
integers into packed signed bytes using signed saturation. VPMOVUSWB convert unsigned word values into 
unsigned byte values using unsigned saturation. 


The source operand is aZMM/YMM/XMM register. The destination operand is a YMM/XMM/XMM register or a 


256/128/64-bit memory location. 


Down-converted byte elements are written to the destination operand (the first operand) from the least-significant 
byte. Byte elements of the destination operand are updated according to the writemask. Bits (MAXVL- 


1:256/128/64) of the register destination are zeroed. 


Note: EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
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VPMOVWB/VPMOVSWB/VPMOVUSWB—Down Convert Word to Byte 


Operation 


VPMOVWB instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j:=O TOKI-1 
i:=j*8 
m:=j* 16 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] = TruncatewordToByte (SRC[m+15:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] = 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0; 


VPMOVWB instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j:=O TOKI-1 
i:=j*8 
m:=j* 16 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] = TruncateWordToByte (SRC[m+15:m]) 
ELSE 
*DEST[i+7:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR 


VPMOVSWB instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j :=O TOKI-1 
i:=j*8 
m:=j* 16 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SaturateSignedWordToByte (SRC[m+15:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] = 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0; 
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VPMOVSWEB instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TOKI-1 
i:=j*8 
m:=j* 16 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] = SaturateSignedWordToByte (SRC[m+15:m]) 
ELSE 
*DEST[i+7:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR 


VPMOVUSWB instruction (EVEX encoded versions) when dest is a register 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TOKI-1 
i:=j*8 
m:=j* 16 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SaturateUnsignedWordToByte (SRC[m+15:m]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+7:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+7:i] = 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL/2] := 0; 


VPMOVUSWB instruction (EVEX encoded versions) when dest is memory 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TOKI-1 
i:=j*8 
m:=j* 16 
IF k1[j] OR *no writemask* 
THEN DEST[i+7:i] := SaturateUnsignedWordToByte (SRC[m+15:m]) 
ELSE 
*DEST[i+7:i] remains unchanged* ; merging-masking 
Fl; 
ENDFOR 


5-454 Vol. 2C VPMOVWB/VPMOVSWB/VPMOVUSWB—Down Convert Word to Byte 


INSTRUCTION SET REFERENCE, V-Z 
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VPMOVUSWB __m256i_mm512_cvtusepi16_epi8(__m512i a); 

VPMOVUSWB __m256i__mm512_mask_cvtusepi16_epi8(__m256i a,___ mmask32 k, 
VPMOVUSWB __m256i__mm512_maskz_cvtusepi16_epi8(__ mmask32 k,___m512ib); 
VPMOVUSWB void _mm512_mask_cvtusepi16_storeu_epi8(void *,__ mmask32 k, __m512ib); 
VPMOVSWB __m256i__mm512_cvtsepi16_epi8(__m512i a); 

VPMOVSWB __m256i_mm512_mask_cvtsepi16_epi8(__m256i a,__ mmask32 k,__m512i b); 
VPMOVSWB __m256i __mm512_maskz_cvtsepi16_epi8(__ mmask32 k, __m512i b); 
VPMOVSWB void _mm512_mask_cvtsepi16_storeu_epi8(void * ,__ mmask32 k,__m512i b); 
VPMOVWB __m256i_mm512_cvtepi16_epi8(__m512i a); 

VPMOVWB __m256i_mm512_mask_cvtepi16_epi8(__m256i a, ___ mmask32 k, 
VPMOVWB __m256i_mm512_maskz_cvtepi16_epi8(___mmask32 k,___m512i b); 
VPMOVWB void __mm512_mask_cvtepi16_storeu_epi8(void * , _ mmask32 k,___m512i b); 
VPMOVUSWB __m128i__mm256_cvtusepi16_epi8(__m256i a); 

VPMOVUSWB __m128i __mm256_mask_cvtusepi16_epi8(__m128i a,__ mmask16 k, 
VPMOVUSWB __m128i__mm256_maskz_cvtusepi16_epi8(__mmask16 k, __m256i b); 
VPMOVUSWB void _mm256_mask_cvtusepi16_storeu_epi8(void *,__ mmask16 k, __m256i b); 
VPMOVUSWB __m128i__mm_cvtusepi16_epi8(__m1 283 a); 

VPMOVUSWB __m128i __mm_mask_cvtusepi16_epi8(__m128i a,__ mmask8 k, __m128i b); 
VPMOVUSWB __m128i __mm_maskz_cvtusepi16_epi8(__mmask8 k, __m128i b); 
VPMOVUSWB void _mm_mask_cvtusepi16_storeu_epi8(void *, _ mmask8 k,___m128i b); 
VPMOVSWB __m128i __mm256_cvtsepi16_epi8(__m256i a); 

VPMOVSWB __m128i__mm256_mask_cvtsepi16_epi8(__m128i a,__ mmask16 k,__ m256i b); 
VPMOVSWB __m128i __mm256_maskz_cvtsepi16_epi8(__ mmask16 k, __m256i b); 


m512i b); 


m512i b); 


m256i b); 


VPMOVSWB void _mm256_mask_cvtsepi16_storeu_epi8(void * ,__ mmask16 k, __m256i b); 
VPMOVSWB __m128i __mm_cvtsepi16_epi8(__m128i a); 
VPMOVSWB __m128i__mm_mask_cvtsepi16_epi8(__m128i a,__ mmask8 k, __m128i b); 


VPMOVSWB __m128i __mm_maskz_cvtsepi16_epi8(___mmask8 k, __m128i b); 
VPMOVSWB void _mm_mask_cvtsepi16_storeu_epi8(void *,__ mmask8 k, __m128i b); 
VPMOVWB __m128i_mm256_cvtepi16_epi8(__m256i a); 

VPMOVWB __m128i__mm256_mask_cvtepi16_epi8(__m128i a,__ mmask16 k, 
VPMOVWB __m128i_mm256_maskz_cvtepi16_epi8(__ mmask16 k, __m256i b); 
VPMOVWB void _mm256_mask_cvtepi16_storeu_epi8(void * , _ mmask16 k, __m256i b); 
VPMOVWB __m128i_mm_cvtepi16_epi8(__m128i a); 

VPMOVWB __m128i __mm_mask_cvtepi16_epi8(__m128i a,___ mmask8 k, 
VPMOVWB __m128i __mm_maskz_cvtepi16_epi8(__ mmask8 k, __m128i b); 
VPMOVWB void _mm_mask_cvtepi16_storeu_epi8(void * ,__ mmask8 k, __m128i b); 


m256i b); 


m128i b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Table 2-53, “Type E6 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VPMULTISHIFTQB - Select Packed Unaligned Bytes from Quadword Sources 


Opcode / Op/ | 64/32 CPUID Feature | Description 
Instruction En bitMode | Flag 

Support 
EVEX.128.66.0F38.W1 83 /r A VIV AVX512_VBMI | Select unaligned bytes from qwords in 
VPMULTISHIFTQB xmm1 {k1}{z}, AVX512VL xmm3/m128/m64bcst using control bytes in 
xmm2,xmm3/m128/m64bcst xmm_2, write byte results to xmm1 under k1. 
EVEX.256.66.0F38.W1 83 /r A VIV AVX512_VBMI | Select unaligned bytes from qwords in 
VPMULTISHIFTQB ymm1 {k1}{z}, AVX512VL ymm3/m256/m64bcst using control bytes in 
ymm2,ymm3/m256/m64bcst ymm2, write byte results to ymm1 under k1. 
EVEX.512.66.0F38.W1 83 /r A VIV AVX512_VBMI | Select unaligned bytes from qwords in 
VPMULTISHIFTQB zmm1 {k1}{Z}, zmm3/m512/m64bcst using control bytes in 
zmm2,zmm3/m512/m64bcst zmme2, write byte results to zmm1 under k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction selects eight unaligned bytes from each input qword element of the second source operand (the 
third operand) and writes eight assembled bytes for each qword element in the destination operand (the first 
operand). Each byte result is selected using a byte-granular shift control within the corresponding qword element 
of the first source operand (the second operand). Each byte result in the destination operand is updated under the 
writemask k1. 


Only the low 6 bits of each control byte are used to select an 8-bit slot to extract the output byte from the qword 
data in the second source operand. The starting bit of the 8-bit slot can be unaligned relative to any byte boundary 
and is extracted from the input qword source at the location specified in the low 6-bit of the control byte. If the 8- 
bit slot would exceed the qword boundary, the out-of-bound portion of the 8-bit slot is wrapped back to start from 
bit 0 of the input qword element. 


The first source operand is a ZMM/YMM/XMM register. The second source operand can be a ZMM/YMM/XMM reg- 
ister, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 64-bit memory loca- 
tion. The destination operand is a ZMM/YMM/XMM register. 
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Operation 


INSTRUCTION SET REFERENCE, V-Z 


VPMULTISHIFTQB DEST, SRC1, SRC2 (EVEX encoded version) 
(KL, VL) = (2, 128),(4, 256), (8, 512) 


FOR i := 0 TO KL-1 


IF EVEX.b=1 AND src2 is memory THEN 
tcur := src2.qword[0]; //broadcasting 


ELSE 


tcur := src2.qword[i]; 


Fl; 
FOR j:=Oto7 


ctrl := src1.qword[i].byte[j] & 63; 
FOR k := 0 to 7 
res,bit[k] := tcur.bit[ (ctrl+k) mod 64 J; 


ENDFOR 


IF k1[i*8+j] or no writemask THEN 
DEST.qword[i].byte[j] := res; 

ELSE IF zeroing-masking THEN 
DEST.qword[i].byte[j] := 0; 


ENDFOR 
ENDFOR 


DEST.qword[MAX_VL-1:VL] := 0; 


Intel C/C++ Compiler Intrinsic Equivalent 


VPMULTISHIFTQB 
VPMULTISHIFTQB 
VPMULTISHIFTQB 
VPMULTISHIFTQB 
VPMULTISHIFTQB 
VPMULTISHIFTQB 
VPMULTISHIFTQB 


VPMULTISHIFTQB __m128i __mm_mask_multishift_epi64_epi8(__m128i s, 
VPMULTISHIFTQB __m128i __mm_maskz_multishift_epi64_epi8(__mmask8 k,__m128i a, 


m512i_mm512_multishift_epi64_epi8(__m512i a,__m512ib); 
m512i_mm512_mask_multishift_epi64_epi8(__m512i s,__ mmask64 k,__m512i a,_m512ib); 
m512i_mm512_maskz_multishift_epi64_epi8(__ mmask64 k,___m512i a,__m512i b); 
m256i__mm256_multishift_epi64_epi8(__ m256i a,___ m256i b); 
m256i__mm256_mask_multishift_epi64_epi8(__m256i s,__ mmask32 k,__ m256i a,___m256i b); 
m256i_mm256_maskz_multishift_epi64_epi8(__ mmask32 k, __ m256i a,__m256i b); 
__m128i_mm_multishift_epi64_epi8(__m128i a, ___m128i b); 


mmask8 k,___m128i a,__m128i b); 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 


m128i b); 


See Table 2-50, “Type E4NF Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VPOPCNT — Return the Count of Number of Bits Set to 1 in BYTE/WORD/DWORD/QWORD 


Opcode/ Op/ | 64/32 CPUID Feature Flag Description 
Instruction En bit Mode 
Support 
EVEX.128.66.0F38.W0 54 /r A VIV AVX512_BITALG Counts the number of bits set to one in 
VPOPCNTB xmm1{k1}{Z}, AVX512VL xmm2/m128 and puts the result in xmm1 with 
xmm2/m128 writemask k1. 
EVEX.256.66.0F38.W0 54 /r A VV AVX512_BITALG Counts the number of bits set to one in 
VPOPCNTB ymm1{k1}{Z}, AVX512VL ymm2/m256 and puts the result in ymm1 with 
ymm2/m256 writemask k1. 
EVEX.512.66.0F38.W0 54 /r A VV AVX512_BITALG Counts the number of bits set to one in 
VPOPCNTB zmm1{k1}{Z}, zmm2/m512 and puts the result in zmm1 with 
zmm2/m512 writemask k1. 
EVEX.128.66.0F38.W1 54 /r A VV AVX512_BITALG Counts the number of bits set to one in 
VPOPCNTW xmm1{k1}{Z}, AVX512VL xmm_2/m128 and puts the result in xmm1 with 
xmm2/m128 writemask k1. 
EVEX.256.66.0F38.W1 54 /r A VIV AVX512_BITALG Counts the number of bits set to one in 
VPOPCNTW ymm1{k1}{Z}, AVX512VL ymm2/m256 and puts the result in ymm1 with 
ymm2/m256 writemask k1. 
EVEX.512.66.0F38.W1 54 /r A VV AVX512_BITALG Counts the number of bits set to one in 
VPOPCNTW zmm1{k1}{z}, zmm2/m512 and puts the result in zmm1 with 
zmm2/m512 writemask k1. 
EVEX.128.66.0F38.W0 55 /r B VIN AVX512_VPOPCNTDQ | Counts the number of bits set to one in 
VPOPCNTD xmm1{k1}{Z}, AVX512VL xmm2/m128/m32bcst and puts the result in 
xmm2/m1 28/m32bcst xmm1 with writemask k1. 
EVEX.256.66.0F38.W0 55 /r B VIN AVX512_VPOPCNTDQ | Counts the number of bits set to one in 
VPOPCNTD ymm1{k1}{Z}, AVX512VL ymm2/m256/m32bcst and puts the result in 
ymm2/m256/m32bcst ymm1 with writemask k1. 
EVEX.512.66.0F38.W0 55 /r B VIN AVX512_VPOPCNTDQ | Counts the number of bits set to one in 
VPOPCNTD zmm1{k1}{Z}, zmm2/m512/m32bcst and puts the result in 
zmm2/m512/m32bcst zmm1 with writemask k1. 
EVEX.128.66.0F38.W1 55 /r B VV AVX512_VPOPCNTDQ | Counts the number of bits set to one in 
VPOPCNTQ xmm1{k1}{2}, AVX512VL xmm2/m128/m32bcst and puts the result in 
xmme2/m1 28/m64bcst xmm1 with writemask k1. 
EVEX.256.66.0F38.W1 55 /r B VV AVX512_VPOPCNTDQ | Counts the number of bits set to one in 
VPOPCNTQ ymm1{k1}{2}, AVX512VL ymm2/m256/m32bcst and puts the result in 
ymm2/m256/m64bcst ymm1 with writemask k1. 
EVEX.512.66.0F38.W1 55 /r B VV AVX512_VPOPCNTDQ | Counts the number of bits set to one in 
VPOPCNTQ zmm1{k1}{z}, zmm2/m512/m64bcst and puts the result in 
zmm2/m512/m64bcst zmm1 with writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (w) ModRM:r/m (r) NA NA 
B Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


This instruction counts the number of bits set to one in each byte, word, dword or qword element of its source (e.g., 
zmm2 or memory) and places the results in the destination register (Zmm1). This instruction supports memory 


fault suppression. 
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VPOPCNT — Return the Count of Number of Bits Set to 1 in BYTE/WORD/DWORD/QWORD 


Operation 


VPOPCNTB 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TOKL-1: 
IF MaskBit(j) OR *no writemask*: 
DEST.byte[j] := POPCNT(SRC.byte[j]) 
ELSE IF *merging-masking*: 
*DEST.byte[j] remains unchanged* 
ELSE: 
DEST.byte[j] := 0 
DEST[MAX_VL-1:VL] := 0 


VPOPCNTW 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TOKL-1: 
IF MaskBit(j) OR *no writemask*: 
DEST.word[j] := POPCNT(SRC.word[j]) 
ELSE IF *merging-masking*: 
*DEST.word[j] remains unchanged* 
ELSE: 
DEST.word[j] := 0 
DEST[MAX_VL-1:VL] := 0 


VPOPCNTD 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TOKL-1: 
IF MaskBit(j) OR *no writemask*: 
IF SRC is broadcast memop: 
t:= SRC.dword[0] 
ELSE: 
t:= SRC.dword[j] 
DEST.dword[j] := POPCNT(t) 
ELSE IF *merging-masking*: 
*DEST..dword[j] remains unchanged* 
ELSE: 
DEST..dword[j] := 0 
DEST[MAX_VL-1:VL] := 0 


VPOPCNTQ 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1: 
IF MaskBit(j) OR *no writemask*: 
IF SRC is broadcast memop: 
t:= SRC.qword[0] 
ELSE: 
t:= SRC.qword[j] 
DEST.qword[j] := POPCNT(t) 
ELSE IF *merging-masking*: 
*DEST..qword{[j] remains unchanged* 
ELSE: 
DEST..qword[j] := 0 
DEST[MAX_VL-1:VL] := 0 


VPOPCNT — Return the Count of Number of Bits Set to 1 in BYTE/WORD/DWORD/QWORD 


INSTRUCTION SET REFERENCE, V-Z 


Vol.2C 5-459 


INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VPOPCNTW __m128i__mm_popcnt_epi16(__m1 28i); 

VPOPCNTW __m128i __mm_mask_popcnt_epi16(__m128i,__ mmask8, 
VPOPCNTW __m128i_mm_maskz_popcnt_epi16(__mmask8, __m128i); 

VPOPCNTW __m256i__mm256_popcnt_epi16(__m256i); 

VPOPCNTW __m256i__mm256_mask_popcnt_epi16(__m256i,__ mmask16, __ m256i); 
VPOPCNTW __m256i__mm256_maskz_popcnt_epi16(__mmask16, __m256i); 
VPOPCNTW __m512i_mm512_popcnt_epi16(__m51 2); 

VPOPCNTW __m512i_mm512_mask_popcnt_epi16(__m512i,__ mmask32, 
VPOPCNTW __m512i _mm512_maskz_popcnt_epi16(__mmask32, __m512i); 
VPOPCNTQ __m128i _mm_popcnt_epi64(__m1 28i); 

VPOPCNTQ __m128i _mm_mask_popcnt_epi64(__m128i,___ mmask8, __m128i); 
VPOPCNTQ __m128i _mm_maskz_popcnt_epi64(__mmask8, __m128i); 
VPOPCNTQ __m256i _mm256_popcnt_epi64(__m256i); 

VPOPCNTQ __m256i _mm256_mask_popcnt_epi64(__m256i,___mmask8, 
VPOPCNTQ __m256i _mm256_maskz_popcnt_epi64(__mmask8, __m256i); 
VPOPCNTQ __m512i _mm512_popcnt_epi64(__m512i); 

VPOPCNTQ __m512i _mm512_mask_popcnt_epi64(__m512i,__ mmask8, __m512i); 
VPOPCNTQ __m512i _mm512_maskz_popcnt_epi64(__mmask8, __m512i); 
VPOPCNTD __m128i _mm_popcnt_epi32(__m128i); 

VPOPCNTD __m128i _mm_mask_popcnt_epi32(__m128i, __ mmask8, 
VPOPCNTD __m128i _mm_maskz_popcnt_epi32(__mmask8, __m128i); 

VPOPCNTD __m256i _mm256_popcnt_epi32(__m256i); 

VPOPCNTD __m256i _mm256_mask_popcnt_epi32(__m256i, _ mmask8, __m256i); 
VPOPCNTD __m256i _mm256_maskz_popcnt_epi32(__mmask8, __m256i); 
VPOPCNTD __m512i _mm512_popcnt_epi32(__m512i); 

VPOPCNTD __m512i _mm512_mask_popcnt_epi32(__m512i, _ mmask16, 
VPOPCNTD __m512i _mm512_maskz_popcnt_epi32(__mmask16, __m512i); 
VPOPCNTB __m128i _mm_popcnt_epi8(__m128i); 

VPOPCNTB __m128i _mm_mask_popcnt_epi8(__m128i, __ mmask16, __m128i); 
VPOPCNTB __m128i _mm_maskz_popcnt_epi8(__mmask16, __m128i); 
VPOPCNTB __m256i _mm256_popcnt_epi8(__m256i); 

VPOPCNTB __m256i _mm256_mask_popcnt_epi8(__m256i,__ mmask32, 
VPOPCNTB ___m256i _mm256_maskz_popcnt_epi8(__mmask32, __m256i); 
VPOPCNTB __m512i _mm512_popcnt_epi8(__m51 2i); 

VPOPCNTB__m512i _mm512_mask_popcnt_epi8(__m512i,__ mmask64, __m512i); 
VPOPCNTB __m512i _mm512_maskz_popcnt_epi8(__mmask64, __m512i); 


m1 28i); 


m512i); 


m256i); 


m1 28i); 


m512i); 


m256i); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 


See Type E4. 


5-460 Vol. 2C VPOPCNT — Return the Count of Number of Bits Set to 1 in BYTE/WORD/DWORD/QWORD 


VPROLD/VPROLVD/VPROLQ/VPROLVQ—Bit Rotate Left 


INSTRUCTION SET REFERENCE, V-Z 


Opcode/ Op/€En 64/32 CPUID Description 
Instruction bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.W0 15 /r B VIV AVX512VL | Rotate doublewords in xmm2 left by count in the 
VPROLVD xmm1 {k1}{z}, xmm2, AVX512F corresponding element of xmm3/m128/m32bcst. 
xmm3/m128/m32bcst Result written to xmm1 under writemask k1. 
EVEX.128.66.0F.WO 72 /1 ib A VV AVX512VL | Rotate doublewords in xmm2/m128/m3 2bcst left 
VPROLD xmm1 {k1}{z}, AVX512F by immé. Result written to xmm1 using 
xmm2/m128/m32bcst, imm8 writemask k1. 
EVEX.128.66.0F38.W1 15 /r B VIV AVX512VL | Rotate quadwords in xmmz left by count in the 
VPROLVQ xmm1 {k1}{z}, xmm2, AVX512F corresponding element of xmm3/m128/m64bcst. 
xmm3/m128/m64bcst Result written to xmm1 under writemask k1. 
EVEX.128.66.0F.W1 72 /1 ib A VIV AVX512VL | Rotate quadwords in xmm2/m128/m64bcst left 
VPROLQ xmm1 {k1}{Z}, AVX512F by immé. Result written to xmm1 using 
xmm2/m128/m64bcst, imm8 writemask k1. 
EVEX.256.66.0F38.W0 15 /r B VIV AVX512VL | Rotate doublewords in ymm2 left by count in the 
VPROLVD ymm1 {k1}{z}, ymm2, AVX512F corresponding element of ymm3/m256/m32bcst. 
ymm3/m256/m32bcst Result written to ymm1 under writemask k1. 
EVEX.256.66.0F.WO 72 /1 ib A VIV AVX512VL | Rotate doublewords in ymm2/m256/m32bcst left 
VPROLD ymm1 {k1}{z}, AVX512F by immé. Result written to ymm1 using 
ymm2/m256/m32bcst, imm8 writemask k1. 
EVEX.256.66.0F38.W1 15 /r B VIV AVX512VL | Rotate quadwords in ymm2 left by count in the 
VPROLVQ ymm1 {k1}{z}, ymm2, AVX512F corresponding element of ymm3/m256/m64bcst. 
ymm3/m256/m64bcst Result written to ymm1 under writemask k1. 
EVEX.256.66.0F.W1 72/1 ib A VIV AVX512VL | Rotate quadwords in ymm2/m256/m64bcst left 
VPROLQ ymm1 {k1}{Z}, AVX512F by imm8. Result written to ymm1 using 
ymm2/m256/m64bcst, imm8 writemask k1. 
EVEX.512.66.0F38.W0 15 /r B VIV AVX512F Rotate left of doublewords in zmm2 by count in 
VPROLVD zmm1 {k1}{z}, zmm2, the corresponding element of 
zmm3/m512/m32bcst zmm3/m512/m32bcst. Result written to zmm1 

using writemask k1. 

EVEX.512.66.0F.WO 72 /1 ib A VIN AVX512F Rotate left of doublewords in 
VPROLD zmm1 {k1}{Z}, zmm3/m512/m32bcst by imms. Result written to 
zmm2/m51 2/m32bcst, imm8 zmm1 using writemask k1. 
EVEX.512.66.0F38.W1 15 /r B VIV AVX512F Rotate quadwords in zmm2 left by count in the 
VPROLVQ zmm1 {k1}{z}, zmm2, corresponding element of zmm3/m512/m64bcst. 
zmm3/m512/m64bcst Result written to zmm1under writemask k1. 
EVEX.512.66.0F.W1 72 /1 ib A VIV AVX512F Rotate quadwords in zmm2/m512/m64bcst left 
VPROLQ zmm1 {k1}{Z}, by immé. Result written to zmm1 using 
zmm2/m512/m64bcst, imm8 writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full VEX.vvvv (w) ModRM:r/m (R) Imms NA 
B Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
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INSTRUCTION SET REFERENCE, V-Z 


Description 


Rotates the bits in the individual data elements (doublewords, or quadword) in the first source operand to the left 
by the number of bits specified in the count operand. If the value specified by the count operand is greater than 31 
(for doublewords), or 63 (for a quadword), then the count operand modulo the data size (32 or 64) is used. 


EVEX.128 encoded version: The destination operand is a XMM register. The source operand is a XMM register or a 
memory location (for immediate form). The count operand can come either from an XMM register or a memory 
location or an 8-bit immediate. Bits (MAXVL-1:128) of the corresponding ZMM register are zeroed. 


EVEX.256 encoded version: The destination operand is a YMM register. The source operand is a YMM register or a 
memory location (for immediate form). The count operand can come either from an XMM register or a memory 
location or an 8-bit immediate. Bits (MAXVL-1:256) of the corresponding ZMM register are zeroed. 


EVEX.512 encoded version: The destination operand is a ZMM register updated according to the writemask. For the 
count operand in immediate form, the source operand can be a ZMM register, a 512-bit memory location or a 512- 
bit vector broadcasted from a 32/64-bit memory location, the count operand is an 8-bit immediate. For the count 
operand in variable form, the first source operand (the second operand) is a ZMM register and the counter operand 
(the third operand) is a ZMM register, a 512-bit memory location or a 512-bit vector broadcasted from a 32/64-bit 
memory location. 


Operation 


LEFT_ROTATE_DWORDS(SRC, COUNT_SRC) 
COUNT := COUNT_SRC modulo 32; 
DEST[31:0] := (SRC << COUNT) | (SRC >> (32 - COUNT); 


LEFT_ROTATE_QWORDS(SRC, COUNT_SRC) 
COUNT := COUNT_SRC modulo 64; 
DEST[63:0] := (SRC << COUNT) | (SRC >> (64 - COUNT); 


VPROLD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC1 *is memory’) 
THEN DEST{[i+31:i] = LEFT_ROTATE_DWORDS(SRC1[3 1:0], imm8) 
ELSE DEST[i+31:i] := LEFT_ROTATE_DWORDS(SRC1[i+31:i], imm8) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPROLVD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN DEST[i+31:i] = LEFT_ROTATE_DWORDS(SRC1[i+31:i], SRC2[31:0]) 
ELSE DEST[i+31:i] := LEFT_ROTATE_DWORDS(SRC1[i+31:i], SRC2[i+31:i]) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPROLQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC1 *is memory*) 
THEN DEST[i+63:i] = LEFT_ROTATE_QWORDS(SRC1 [63:0], imm8) 
ELSE DEST[i+63:i] := LEFT_ROTATE_QWORDS(SRC1[i+63:i], imm8) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPROLD/VPROLVD/VPROLQ/VPROLVQ—Bit Rotate Left 


INSTRUCTION SET REFERENCE, V-Z 
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INSTRUCTION SET REFERENCE, V-Z 


VPROLVQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN DEST[i+63:i] = LEFT_ROTATE_QWORDS(SRC1[i+63:i], SRC2[63:0]) 
ELSE DEST[i+63:i] := LEFT_ROTATE_QWORDS(SRC1[i+63:i], SRC2[i+63:i]) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPROLD __m512i_mm512_rol_epi32(__m512i a, int imm); 

VPROLD __m512i_mm512_mask_rol_epi32(__m512i a,__mmask16 k,___m512ib, int imm); 
VPROLD __m512i_mm512_maskz_rol_epi32(__mmask16 k,__m512ia, int imm); 

VPROLD __m256i_mm256_rol_epi32(__m256i a, int imm); 

VPROLD __m256i __mm256_mask_rol_epi32(__m256i a,__ mmask8 k, 
VPROLD __m256i __mm256_maskz_rol_epi32(__mmask8 k, 
VPROLD __m128i __mm_rol_epi32(__m128i a, int imm); 
VPROLD __m128i__mm_mask_rol_epi32(__m128i a,__ mmask8 k, __m128i b, int imm); 
VPROLD __m128i__mm_maskz_rol_epi32(__mmask8 k,___m128i a, int imm); 

VPROLQ __m512i_mm512_rol_epi64(__m512i a, int imm); 

VPROLQ __m512i_mm512_mask_rol_epi64(__m512i a, ___mmask8 k, __m512ib, int imm); 
VPROLQ __m512i__mm512_maskz_rol_epi64(__mmask8 k, __m512i a, int imm); 

VPROLQ __m256i__mm256_rol_epi64(__m256i a, int imm); 

VPROLQ __m256i __mm256_mask_rol_epi64(__m256i a, __mmask8 k, __m256i b, int imm); 
VPROLQ __m256i _mm256_maskz_rol_epi64(_mmask8 k, __m256i a, int imm); 

VPROLQ __m128i__mm_rol_epi64(__m128i a, int imm); 

VPROLQ __m128i __mm_mask_rol_epi64(__m128i a, __mmask8 k, 
VPROLQ __m128i __mm_maskz_rol_epi64(__mmask8 k, __m128i a, int imm); 

VPROLVD __m512i_mm512_rolv_epi32(__m512i a,__m512i cnt); 

VPROLVD __m512i_mm512_mask_rolv_epi32(__m512i a,__ mmask16 k,__m512ib,___m512i cnt); 
VPROLVD __m512i_mm512_maskz_rolv_epi32(__mmask16 k,__m512i a, _m512i cnt); 
VPROLVD __m256i__mm256_rolv_epi32(__m256i a,__ m256i cnt); 

VPROLVD __m256i __mm256_mask_rolv_epi32(__m256i a,__ mmask8 k,___ m256i b, __m256i cnt); 
VPROLVD __m256i __mm256_maskz_rolv_epi32(__mmask8 k,___ m256i a, __m256i cnt); 

VPROLVD __m128i__mm_rolv_epi32(__m128i a,__m128i cnt); 

VPROLVD __m128i __mm_mask_rolv_epi32(__m128i a,__mmask8 k,__m128i b,___m128i cnt); 
VPROLVD __m128i__mm_maskz_rolv_epi32(__mmask8 k,___m128i a,__m128i cnt); 

VPROLVQ __m512i_mm512_rolv_epi64(__m512i a,__m512i cnt); 

VPROLVQ __m512i_mm512_mask_rolv_epi64(__m512i a,___mmask8 k, __m512i b,__m512i cnt); 
VPROLVQ __m512i_mm512_maskz_rolv_epi64(__mmask8 k,___m512i a, ___m512i cnt); 

VPROLVQ __m256i__mm256_rolv_epi64(__m256i a, ___m256i cnt); 

VPROLVQ __m256i__mm256_mask_rolv_epi64(__m256i a, ___mmask8 k, __m256i b, __m256i cnt); 
VPROLVQ __m256i__mm256_maskz_rolv_epi64(__mmask8 k, __m256i a, __m256i cnt); 

VPROLVQ __m128i __mm_rolv_epi64(__m128i a, __m128i cnt); 


m256i b, int imm); 
m256i a, int imm); 


m1 28i b, int imm); 
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VPROLVQ __m128i __mm_mask_rolv_epi64(__m128i a, ___mmask8 k, __m128i b, 
VPROLVQ __m128i __mm_maskz_rolv_epi64(__mmask8 k, __m128i a, 


m128i cnt); 
m1 28i cnt); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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VPRORD/VPRORVD/VPRORQ/VPRORVQ—Bit Rotate Right 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support Flag 
EVEX.128.66.0F38.W0 14 /r B VIV AVX512VL | Rotate doublewords in xmm2 right by count in 
VPRORVD xmm1 {k1}z}, xmm2, AVX512F the corresponding element of 
xmm3/m1 28/m32bcst xmm3/m128/m32bcst, store result using 
writemask k1. 
EVEX.128.66.0F.WO 72 /0 ib A VV AVX512VL | Rotate doublewords in xmm2/m128/m32bcst 
VPRORD xmm1 {k1}{Z}, AVX512F right by immé8, store result using writemask k1. 
xmm2/m128/m32bcst, imm8 
EVEX.128.66.0F38.W1 14 /r B VIV AVX512VL | Rotate quadwords in xmm_2 right by count in the 
VPRORVQ xmm1 {k1}{z}, xmm2, AVX512F corresponding element of xmm3/m128/m64bcst, 
xmm3/m1 28/m64bcst store result using writemask k1. 
EVEX.128.66.0F.W1 72 /0 ib A VIV AVX512VL | Rotate quadwords in xmm2/m128/m64best right 
VPRORQ xmm1 {k1}{z}, AVX512F by immé8, store result using writemask k1. 
xmm2/m128/m64bcst, imm8 
EVEX.256.66.0F38.W0 14 /r B VIV AVX512VL | Rotate doublewords in ymmd2 right by count in 
VPRORVD ymm1 {k1}{z}, ymm2, AVX512F the corresponding element of 
ymm3/m256/m32bcst ymm3/m256/m32bcst, store using result 
writemask k1. 
EVEX.256.66.0F.WO 72 /0 ib A VV AVX512VL | Rotate doublewords in ymm2/m256/m32bcst 
VPRORD ymm1 {k1}{z}, AVX512F right by immé8, store result using writemask k1. 
ymm2/m256/m32bcst, imm8 
EVEX.256.66.0F38.W1 14 /r B VIV AVX512VL | Rotate quadwords in ymm2 right by count in the 
VPRORVQ ymm1 {k1}{z}, ymm2, AVX512F corresponding element of ynm3/m256/m64bcst, 
ymm3/m256/m64bcst store result using writemask k1. 
EVEX.256.66.0F.W1 72 /0 ib A VIV AVX512VL | Rotate quadwords in ynm2/m256/m64best right 
VPRORQ ymm1 {k1}{Z}, AVX512F by immé8, store result using writemask k1. 
ymm2/m256/m64bcst, imm8 
EVEX.512.66.0F38.W0 14 /r B VV AVX512F Rotate doublewords in zmm2 right by count in 
VPRORVD zmm1 {k1}{z}, zmm2, the corresponding element of 
zmm3/m512/m32bcst zmm3/m512/m32bcst, store result using 
writemask k1. 
EVEX.512.66.0F.W0 72 /0 ib A VIN AVX512F Rotate doublewords in zmm2/m512/m32bcst 
VPRORD zmm1 {k1}{Z}, right by immé8, store result using writemask k1. 
zmm2/m512/m32bcst, imm8 
EVEX.512.66.0F38.W1 14 /r B VIV AVX512F Rotate quadwords in zmm2 right by count in the 
VPRORVQ zmm1 {k1}{z}, zmm2, corresponding element of zmm3/m512/m64bcst, 
zmm3/m512/m64bcst store result using writemask k1. 
EVEX.512.66.0F.W1 72 /0 ib A VIV AVX512F Rotate quadwords in zmm2/m512/m64bcst right 
VPRORQ zmm1 {k1}{Z}, by immé8, store result using writemask k1. 
zmm2/m512/m64bcst, imm8 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full VEX.vvvv (w) ModRM:r/m (R) Imm8s NA 
B Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
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Description 


Rotates the bits in the individual data elements (doublewords, or quadword) in the first source operand to the right 
by the number of bits specified in the count operand. If the value specified by the count operand is greater than 31 
(for doublewords), or 63 (for a quadword), then the count operand modulo the data size (32 or 64) is used. 


EVEX.128 encoded version: The destination operand is a XMM register. The source operand is a XMM register or a 
memory location (for immediate form). The count operand can come either from an XMM register or a memory 
location or an 8-bit immediate. Bits (MAXVL-1:128) of the corresponding ZMM register are zeroed. 


EVEX.256 encoded version: The destination operand is a YMM register. The source operand is a YMM register or a 
memory location (for immediate form). The count operand can come either from an XMM register or a memory 
location or an 8-bit immediate. Bits (MAXVL-1:256) of the corresponding ZMM register are zeroed. 


EVEX.512 encoded version: The destination operand is a ZMM register updated according to the writemask. For the 
count operand in immediate form, the source operand can be a ZMM register, a 512-bit memory location or a 512- 
bit vector broadcasted from a 32/64-bit memory location, the count operand is an 8-bit immediate. For the count 
operand in variable form, the first source operand (the second operand) is a ZMM register and the counter operand 
(the third operand) is a ZMM register, a 512-bit memory location or a 512-bit vector broadcasted from a 32/64-bit 
memory location. 


Operation 


RIGHT_ROTATE_DWORDS(SRC, COUNT_SRC) 
COUNT := COUNT_SRC modulo 32; 
DEST[31:0] := (SRC >> COUNT) | (SRC << (32 - COUNT); 


RIGHT_ROTATE_QWORDS(SRC, COUNT_SRC) 
COUNT := COUNT_SRC modulo 64; 
DEST[63:0] := (SRC >> COUNT) | (SRC << (64 - COUNT); 


VPRORD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC1 *is memory*) 
THEN DEST[i+31:i] = RIGHT_ROTATE_DWORDS( SRC1[31:0], imm8) 
ELSE DEST[i+31:i] := RIGHT_ROTATE_DWORDS(SRC1[i+31:i], imm8) 


Fl; 
ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPRORVD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN DEST[i+31:i] = RIGHT_ROTATE_DWORDS(SRC1[i+31:i], SRC2[31:0]) 
ELSE DEST[i+31:i] := RIGHT_ROTATE_DWORDS(SRC1[i+31:i], SRC2[i+3 1:i]) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VPRORQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC1 *is memory’) 
THEN DEST[i+63:i] = RIGHT_ROTATE_QWORDS(SRC1[63:0], imm8) 
ELSE DEST[i+63:i] := RIGHT_ROTATE_QWORDS(SRC1[i+63:i], imm8]) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 
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VPRORVQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 


THEN DEST[i+63:i] := RIGHT_ROTATE_QWORDS(SRC1[i+63:i], SRC2[63:0]) 
ELSE DEST[i+63:i] = RIGHT_ROTATE_QWORDS(SRC1[i+63:i], SRC2[i+63:i]) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPRORD __m512i_mm512_ror_epi32(__m512i a, int imm); 
VPRORD __m512i_mm512_mask_ror_epi32(__m512i a, 


VPRORD __m512i__mm512_maskz_ror_epi32(__mmask16 k, 


VPRORD __m256i __mm256_ror_epi32(__m256i a, int imm); 
VPRORD __m256i __mm256_mask_ror_epi32(__m256i a, 


VPRORD __m128i __mm_ror_epi32(__m128i a, int imm); 


VPRORD __m128i __mm_mask_ror_epi32(__m128i a,___mmask8 k, __m128ib, int imm); 
VPRORD __m128i __mm_maskz_ror_epi32(__mmask8 k, __m128i a, int imm); 


VPRORQ __m512i_mm512_ror_epi64(__m512i a, int imm); 
VPRORQ __m512i_mm512_mask_ror_epi64(__m512i a, 


VPRORQ __m512i_mm512_maskz_ror_epi64(__mmask8 k, 


VPRORQ __m256i__mm256_ror_epi64(__m256i a, int imm); 
VPRORQ __m256i__mm256_mask_ror_epi64(__m256i a, 


VPRORQ __m256i __mm256_maskz_ror_epi64(__mmask8 k, 


VPRORQ __m128i__mm_ror_epi64(__m128i a, int imm); 


VPRORQ __m128i__mm_mask_ror_epi64(__m128i a, __mmask8 k, 
VPRORQ __m128i __mm_maskz_ror_epi64(__mmask8 k, __m128i a, int imm); 

m512i cnt); 

mmask16 k,__m512ib,___m512i cnt); 
VPRORVD __m512i_mm512_maskz_rorv_epi32(__mmask16 k, 
VPRORVD __m256i_mm256_rorv_epi32(__m256i a, __ m256i cnt); 


VPRORVD __m512i_mm512_rorv_epi32(__m512ia, 
VPRORVD __m512i_mm512_mask_rorv_epi32(__m512i a, 


VPRORVD __m256i__mm256_mask_rorv_epi32(__m256i a, 


VPRORVD __m256i__mm256_maskz_rorv_epi32(__mmask8 k, __m256i a, 
VPRORVD __m128i__mm_rorv_epi32(__m128i a, __m128i cnt); 
mmask8 k,___m128i b, __m128i cnt); 


VPRORVD __m128i__mm_mask_rorv_epi32(__m128i a, 
VPRORVD __m128i__mm_maskz_rorv_epi32(__mmask8 k, 
VPRORVQ __m512i_mm512_rorv_epi64(__m512i a, 
VPRORVQ __m512i_mm512_mask_rorv_epi64(__m512i a, 


VPRORVQ __m512i_mm512_maskz_rorv_epi64(__mmask8 k, __m512i a, 
m256i cnt); 
mmask8 k,___m256i b, __m256i cnt); 


VPRORVQ __m256i__mm256_rorv_epi64(__m256i a, 
VPRORVQ __m256i__mm256_mask_rorv_epi64(__m256i a, 


VPRORVQ __m256i _mm256_maskz_rorv_epi64(__mmask8 k, 
m1 28i cnt); 


VPRORVQ __m128i __mm_rorv_epi64(__m128i a, 
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mmask16 k,___m512ib, int imm); 
m512i a, int imm); 


mmask8 k, __m256i b, int imm); 
VPRORD __m256i __mm256_maskz_ror_epi32(__mmask8 k, __m256i a, int imm); 


m512i b, int imm); 
m512i a, int imm); 


mmask8 k, __m256i b, int imm); 
m256i a, int imm); 


m128i b, int imm); 


m512i cnt); 
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VPRORVQ __m128i _mm_mask_rorv_epi64(__m128i a, __mmask8 k, __m128i b, __m128i cnt); 
VPRORVQ __m128i _mm_maskz_rorv_epi64(__mmask8 k, __m128i a, __m128i cnt); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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VPSCATTERDD/VPSCATTERDQ/VPSCATTERQD/VPSCATTERQQ—Scatter Packed Dword, Packed 
Qword with Signed Dword, Signed Qword Indices 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.W0 AO /vsib A VIV AVX512VL | Using signed dword indices, scatter dword values to 
VPSCATTERDD vm32x {k1}, xmm1 AVX512F memory using writemask k1. 
EVEX.256.66.0F38.W0 AO /vsib A VIV AVX512VL | Using signed dword indices, scatter dword values to 
VPSCATTERDD vm32y {k1}, ymm1 AVX512F memory using writemask k1. 
EVEX.512.66.0F38.W0 AO /vsib A VIV AVX512F Using signed dword indices, scatter dword values to 
VPSCATTERDD vm32z {k1}, zmm1 memory using writemask k1. 
EVEX.128.66.0F38.W1 AO /vsib A VIV AVX512VL_ | Using signed dword indices, scatter qword values to 
VPSCATTERDQ vm32x {k1}, xmm1 AVX512F memory using writemask k1. 
EVEX.256.66.0F38.W1 AO /vsib A VIV AVX512VL_ | Using signed dword indices, scatter qword values to 
VPSCATTERDQ vm32x {k1}, ymm1 AVX512F memory using writemask k1. 
EVEX.512.66.0F38.W1 AO /vsib A VIV AVX512F Using signed dword indices, scatter qword values to 
VPSCATTERDQ vm32y {k1}, zmm1 memory using writemask k1. 
EVEX.128.66.0F38.W0 A1 /vsib A VIV AVX512VL | Using signed qword indices, scatter dword values to 
VPSCATTERQD vm64x {k1}, xmm1 AVX512F memory using writemask k1. 
EVEX.256.66.0F38.W0 Al /vsib A VIV AVX512VL | Using signed qword indices, scatter dword values to 
VPSCATTERQD vm64y {k1}, xmm1 AVX512F memory using writemask k1. 
EVEX.512.66.0F38.W0 Al /vsib A VIV AVX512F Using signed qword indices, scatter dword values to 
VPSCATTERQD vm64z {k1}, ymm1 memory using writemask k1. 
EVEX.128.66.0F38.W1 A1 /vsib A VIV AVX512VL_ | Using signed qword indices, scatter qword values to 
VPSCATTERQQ vm64x {k1}, xmm1 AVX512F memory using writemask k1. 
EVEX.256.66.0F38.W1 A1 /vsib A VIV AVX512VL_ | Using signed qword indices, scatter qword values to 
VPSCATTERQQ vm64y {k1}, ymm1 AVX512F memory using writemask k1. 
EVEX.512.66.0F38.W1 Al /vsib A VIV AVX512F Using signed qword indices, scatter qword values to 
VPSCATTERQQ vm64z {k1}, zmm1 memory using writemask k1. 


Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 


BaseReg (R): VSIB:base, 
VectorReg(R): VSIB:index 


A Tuple1 Scalar ModRM:reg (r) NA NA 


Description 


Stores up to 16 elements (8 elements for qword indices) in doubleword vector or 8 elements in quadword vector to 
the memory locations pointed by base address BASE_ADDR and index vector VINDEX, with scale SCALE. The 
elements are specified via the VSIB (i.e., the index register is a vector register, holding packed indices). Elements 
will only be stored if their corresponding mask bit is one. The entire mask register will be set to zero by this instruc- 
tion unless it triggers an exception. 


This instruction can be suspended by an exception if at least one element is already scattered (i.e., if the exception 
is triggered by an element other than the rightmost one with its mask bit set). When this happens, the destination 
register and the mask register are partially updated. If any traps or interrupts are pending from already scattered 
elements, they will be delivered in lieu of the exception; in this case, EFLAG.RF is set to one so an instruction 
breakpoint is not re-triggered when the instruction is continued. 


Note that: 


¢ Only writes to overlapping vector indices are guaranteed to be ordered with respect to each other (from LSB to 
MSB of the source registers). Note that this also include partially overlapping vector indices. Writes that are not 
overlapped may happen in any order. Memory ordering with other instructions follows the Intel-64 memory 
ordering model. Note that this does not account for non-overlapping indices that map into the same physical 
address locations. 
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¢ If two or more destination indices completely overlap, the “earlier” write(s) may be skipped. 

¢ Faults are delivered in a right-to-left manner. That is, if a fault is triggered by an element and delivered, all 
elements closer to the LSB of the destination ZMM will be completed (and non-faulting). Individual elements 
closer to the MSB may or may not be completed. If a given element triggers multiple faults, they are delivered 
in the conventional order. 


¢ Elements may be scattered in any order, but faults must be delivered in a right-to left order; thus, elements to 
the left of a faulting one may be gathered before the fault is delivered. A given implementation of this 
instruction is repeatable - given the same input values and architectural state, the same set of elements to the 
left of the faulting one will be gathered. 


¢ This instruction does not perform AC checks, and so will never deliver an AC fault. 
* Not valid with 16-bit effective addresses. Will deliver a #UD fault. 


¢ If this instruction overwrites itself and then takes a fault, only a subset of elements may be completed before 
the fault is delivered (as described above). If the fault handler completes and attempts to re-execute this 
instruction, the new instruction will be executed, and the scatter will not complete. 

Note that the presence of VSIB byte is enforced in this instruction. Hence, the instruction will #UD fault if 

ModRM.rm is different than 100b. 


This instruction has special disp8*N and alignment rules. N is considered to be the size of a single vector element. 


The scaled index may require more bits to represent than the address bits used by the processor (e.g., in 32-bit 
mode, if the scale is greater than one). In this case, the most significant bits beyond the number of address bits are 
ignored. 

The instruction will #UD fault if the kO mask register is specified. 


The instruction will #UD fault if EVEX.Z = 1. 


Operation 


BASE_ADDR stands for the memory operand base address (a GPR); may not exist 
VINDEX stands for the memory operand vector of indices (a ZMM register) 
SCALE stands for the memory operand scalar (1, 2, 4 or 8) 

DISP is the optional 1 or 4 byte displacement 


VPSCATTERDD (EVEX encoded versions) 
(KL, VL)= (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN MEM[BASE_ADDR +SignExtend(VINDEX[i+31:i]) * SCALE + DISP] := SRC[i+31:i] 
k1[j] := 0 


Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 


VPSCATTERDQ (EVEX encoded versions) 
(KL, VL)= (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 

i:=j* 64 

k:=j* 32 

IF k1[j] OR *no writemask* 

THEN MEM[BASE_ADDR +SignExtend(VINDEX[k+31:k]) * SCALE + DISP] := SRC[i+63:i] 
k1[j] := 0 

Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 
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VPSCATTERQD (EVEX encoded versions) 
(KL, VL)= (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 

i:=j* 32 

k:=j* 64 

IF k1[j] OR *no writemask* 

THEN MEM[BASE_ADDR + (VINDEX[k+63:k]) * SCALE + DISP] := SRC[i+31:i] 
k1[j] := 0 


Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 


VPSCATTERQQ (EVEX encoded versions) 
(KL, VL)= (2, 128), (4, 256), (8, 512) 
FOR j:= 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN MEM[BASE_ADDR + (VINDEX[j+63;j]) * SCALE + DISP] := SRC[i+63:i] 
Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPSCATTERDD void __mm512_i32scatter_epi32(void * base,___m512i vdx,__m512i a, int scale); 
VPSCATTERDD void _mm256_i32scatter_epi32(void * base, __ m256i vdx,___ m256i a, int scale); 
VPSCATTERDD void _mm_i32scatter_epi32(void * base,___m128i vdx, __m128i a, int scale); 
VPSCATTERDD void _mm512_mask_i32scatter_epi32(void * base, _ mmask16 k,___m512i vdx, 
VPSCATTERDD void _mm256_mask_i32scatter_epi32(void * base, _ mmask8 k,___ m256i vdx, __m256i a, int scale); 
VPSCATTERDD void _mm_mask_i32scatter_epi32(void * base, __ mmask8 k,___m128i vdx, __m128i a, int scale); 
VPSCATTERDQ void _mm512_i32scatter_epi64(void * base, ___ m256i vdx,___m512i a, int scale); 

VPSCATTERDQ void _mm256_i32scatter_epi64(void * base, __m128i vdx, __m256i a, int scale); 

VPSCATTERDQ void _mm_i32scatter_epi64(void * base, __m128i vdx, __m128i a, int scale); 

VPSCATTERDQ void _mm512_mask_i32scatter_epi64(void * base, __ mmask8 k, __m256i vdx,___m512i a, int scale); 
VPSCATTERDQ void _mm256_mask_i32scatter_epi64(void * base, __ mmask8 k, __m128i vdx, __m256i a, int scale); 
VPSCATTERDQ void _mm_mask_i32scatter_epi64(void * base, __mmask8 k, __m128i vdx, __m128i a, int scale); 
VPSCATTERQD void _mm512_i64scatter_epi32(void * base, ___m512i vdx, __m256i a, int scale); 

VPSCATTERQD void _mm256_i64scatter_epi32(void * base, ___m256i vdx, __m128i a, int scale); 

VPSCATTERQD void _mm_i64scatter_epi32(void * base, __m128i vdx, __m128i a, int scale); 

VPSCATTERQD void _mm512_mask_i64scatter_epi32(void * base, __ mmask8 k, __m512i vdx, __m256i a, int scale); 
VPSCATTERQD void _mm256_mask_i64scatter_epi32(void * base, __ mmask8 k, __m256i vdx, __m128i a, int scale); 
VPSCATTERQD void _mm_mask_i64scatter_epi32(void * base, __mmask8 k, __m128i vdx, __m128i a, int scale); 
VPSCATTERQQ void __mm512_i64scatter_epi64(void * base, __m512i vdx, __m512i a, int scale); 

VPSCATTERQQ void __mm256_i64scatter_epi64(void * base, __m256i vdx, __m256i a, int scale); 

VPSCATTERQQ void __mm_i64scatter_epi64(void * base, ___m128i vdx, __m128i a, int scale); 

VPSCATTERQQ void __mm512_mask_i64scatter_epi64(void * base, __ mmask8 k, __m512i vdx, __m512i a, int scale); 
VPSCATTERQQ void __mm256_mask_i64scatter_epi64(void * base, __mmask8 k, __m256i vdx, __m256i a, int scale); 
VPSCATTERQQ void __mm_mask_i64scatter_epi64(void * base, _ mmask8 k, __m128i vdx, __m128i a, int scale); 


m512i a, int scale); 


SIMD Floating-Point Exceptions 
None 


VPSCATTERDD/VPSCATTERDQ/VPSCATTERQD/VPSCATTERQQ—Scatter Packed Dword, Packed Qword with Signed Dword, Signed 


Vol. 2C 


5-473 


INSTRUCTION SET REFERENCE, V-Z 


Other Exceptions 
See Table 2-61, “Type E12 Class Exception Conditions”. 
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VPSHLD — Concatenate and Shift Packed Data Left Logical 


INSTRUCTION SET REFERENCE, V-Z 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
EVEX.128.66.0F3A.W1 70 /r /ib A VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHLDW xmm1{k1}{z}, xmm2, AVX512VL extract result shifted to the left by constant 
xmm3/m128, imm8 value in imm8 into xmm1. 
EVEX.256.66.0F3A.W1 70 /r /ib A VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHLDW ymm1{k1}{z}, ymm2, AVX512VL extract result shifted to the left by constant 
ymm3/m256, imm8 value in imm8 into ymm1. 
EVEX.512.66.0F3A.W1 70 /r /ib A VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHLDW zmm1{k1}{z}, zmm2, extract result shifted to the left by constant 
zmm3/m51 2, imm8 value in imm8 into zmm1. 
EVEX.128.66.0F3A.WO 71 /r /ib B VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHLDD xmm1{k1}{z}, xmm2, AVX512VL extract result shifted to the left by constant 
xmm3/m128/m32bcst, imm8 value in imm8 into xmm1. 
EVEX.256.66.0F3A.WO 71 /r /ib B VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHLDD ymm1{k1}{z}, ymm2, AVX512VL extract result shifted to the left by constant 
ymm3/m256/m32bcst, imm8 value in imm8 into ymm1. 
EVEX.512.66.0F3A.WO 71 /r /ib B VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHLDD zmm1{k1}{z}, zmm2, extract result shifted to the left by constant 
zmm3/m512/m32bcst, imm8 value in imm8 into zmm1. 
EVEX.128.66.0F3A.W1 71 /r /ib B VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHLDQ xmm1{k1}{z}, xmm2, AVX512VL extract result shifted to the left by constant 
xmm3/m128/m64bcst, imm8 value in imm8 into xmm1. 
EVEX.256.66.0F3A.W1 71 /r /ib B VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHLDQ ymm1{k1}{z}, ymm2, AVX512VL extract result shifted to the left by constant 
ymm3/m256/m64bcst, imm8 value in imm8 into ymm1. 
EVEX.512.66.0F3A.W1 71 /r /ib B VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHLDQ zmm1{k1}{z}, zmm2, extract result shifted to the left by constant 
zmm3/m512/m64bcst, imm8 value in imm8 into zmm1. 
Instruction Operand Encoding 
Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) immé (r) 
B Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) immé8 (r) 

Description 

Concatenate packed data, extract result shifted to the left by constant value. 

This instruction supports memory fault suppression. 
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Operation 


VPSHLDW DEST, SRC2, SRC3, imm8 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j :=0 TOKL-1: 
IF MaskBit(j) OR *no writemask*: 
tmp := concat(SRC2.word[j], SRC3.word[j]) << (imm8 & 15) 
DEST.word[j] := tmp.word[1] 
ELSE IF *zeroing*: 
DEST.word[j] := 0 
*ELSE DEST.word[j] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 


VPSHLDD DEST, SRC2, SRC3, imm8 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1: 
IF SRC3 is broadcast memop: 
tsrc3 := SRC3.dword[0] 
ELSE: 
tsrc3 := SRC3.dword{[j] 
IF MaskBit(j) OR *no writemask*: 
tmp := concat(SRC2.dword[j], tsrc3) << (imm8 & 31) 
DEST.dword{[j] := tmp.dword[1] 
ELSE IF *zeroing*: 
DEST.dword{j] := 0 
*ELSE DEST.dword[j] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 


VPSHLDQ DEST, SRC2, SRC3, imm8 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1: 
IF SRC3 is broadcast memop: 
tsrc3 := SRC3.qword[0] 
ELSE: 
tsrc3 := SRC3.qword|[j] 
IF MaskBit(j) OR *no writemask*: 
tmp := concat(SRC2.qword[j], tsrc3) << (imm8 & 63) 
DEST.qword{[j] := tmp.qword[1] 
ELSE IF *zeroing*: 
DEST.qword[j] := 0 
*ELSE DEST.qword[j] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VPSHLDD __m128i _mm_shldi_epi32(__m128i, __m128i, int); 

VPSHLDD __m128i__mm_mask_shldi_epi32(__m128i,__ mmask8, __m128i,___m128i, int); 
VPSHLDD __m128i __mm_maskz_shldi_epi32(__mmask8, __m128i,__m128i, int); 

VPSHLDD __m256i __mm256_shldi_epi32(__m256i, __m256i, int); 

VPSHLDD __m256i_mm256_mask_shldi_epi32(__m256i,__ mmask8,__ m256i,___ m256i, int); 
VPSHLDD __m256i __mm256_maskz_shldi_epi32(__mmask8, _ m256i, __ m256i, int); 
VPSHLDD __m512i__mm512_shldi_epi32(__m512i, ___m512i, int); 

VPSHLDD __m512i_mm512_mask_shldi_epi32(__m512i,__ mmask16,___m512i,___m512i, int); 
VPSHLDD __m512i_mm512_maskz_shldi_epi32(__mmask16,__m512i,__m512i, int); 
VPSHLDQ __m128i _mm_shldi_epi64(__m128i, __m128i, int); 

VPSHLDQ __m128i _mm_mask_shldi_epi64(__m128i, __ mmask8, __m128i, __m128i, int); 
VPSHLDQ __m128i _mm_maskz_shldi_epi64(__mmask8, __m128i, __m128i, int); 

VPSHLDQ __m256i __mm256_shldi_epi64(__m256i, __m256i, int); 

VPSHLDQ __m256i _mm256_mask_shldi_epi64(__m256i, __mmask8, __m256i, __m256i, int); 
VPSHLDQ __m256i _mm256_maskz_shldi_epi64(__mmask8, __m256i, __m256i, int); 
VPSHLDQ __m512i __mm512_shldi_epi64(__m512i, __m512i, int); 

VPSHLDQ __m512i_mm512_mask_shldi_epi64(__m512i, __mmask8, __m512i, __m512i, int); 
VPSHLDQ __m512i _mm512_maskz_shldi_epi64(__mmask8, __m512i, __m512i, int); 
VPSHLDW __m128i__mm_shldi_epi16(__m128i, __m128i, int); 

VPSHLDW __m128i__mm_mask_shldi_epi16(__m128i,__ mmask8, __m128i,___m128i, int); 
VPSHLDW __m128i __mm_maskz_shldi_epi16(__mmask8,___m128i,__m128i, int); 

VPSHLDW __m256i __mm256_shldi_epi16(__m256i, __m256i, int); 

VPSHLDW __m256i_mm256_mask_shlidi_epi16(__m256i,__ mmask16, __ m256i, __ m256i, int); 
VPSHLDW __m256i __mm256_maskz_shldi_epi16(__mmask16,___ m256i, __ m256i, int); 
VPSHLDW __m512i__mm512_shldi_epi16(__m512i, __m512i, int); 

VPSHLDW __m512i_mm512_mask_shldi_epi16(__m512i,__ mmask32,___m512i,___m512i, int); 
VPSHLDW __m512i_mm512_maskz_shldi_epi16(__mmask32,___m512i,__m512i, int); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Type E4. 
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VPSHLDV — Concatenate and Variable Shift Packed Data Left Logical 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
EVEX.128.66.0F38.W1 70 /r A VIN AVX512_VBMI2 Concatenate xmm1 and xmm2, extract result 
VPSHLDVW xmm1{k1}{z}, xmm2, AVX512VL shifted to the left by value in xmm3/m1 28 into 
xmm3/m128 xmm1. 
EVEX.256.66.0F38.W1 70 /r A VIV AVX512_VBMI2 Concatenate ymm1 and ymm2, extract result 
VPSHLDVW ymm1{k1}{z}, ymm2, AVX512VL shifted to the left by value in xmm3/m256 into 
ymm3/m256 ymm1. 
EVEX.512.66.0F38.W1 70 /r A VIN AVX512_VBMI2 Concatenate zmm1 and zmm2, extract result 
VPSHLDVW zmm1{k1}{z}, zmm2, shifted to the left by value in zmm3/m512 into 
zmm3/m512 zmm1. 
EVEX.128.66.0F38.W0 71 /r B VIN AVX512_VBMI2 Concatenate xmm1 and xmm2, extract result 
VPSHLDVD xmm1{k1}{z}, xmm_2, AVX512VL shifted to the left by value in xmm3/m1 28 into 
xmm3/m128/m32bcst xmm1. 
EVEX.256.66.0F38.W0 71 /r B VIV AVX512_VBMI2 Concatenate ymm1 and ymm2, extract result 
VPSHLDVD ymm1{k1}{z}, ymm2, AVX512VL shifted to the left by value in xmm3/m256 into 
ymm3/m256/m32bcst ymm1. 
EVEX.512.66.0F38.W0 71 /r B VIN AVX512_VBMI2 Concatenate zmm1 and zmm2, extract result 
VPSHLDVD zmm1{k1}{z}, zmm2, shifted to the left by value in zmm3/m512 into 
zmm3/m512/m32bcst zmm1. 
EVEX.128.66.0F38.W1 71 /r B VIN AVX512_VBMI2 Concatenate xmm1 and xmm2, extract result 
VPSHLDVQ xmm1{k1}{z}, xmm2, AVX512VL shifted to the left by value in xmm3/m1 28 into 
xmm3/m128/m64bcst xmm1. 
EVEX.256.66.0F38.W1 71 /r B VIV AVX512_VBMI2 Concatenate ymm1 and ymm2, extract result 
VPSHLDVQ ymm1{k1}{z}, ymm2, AVX512VL shifted to the left by value in xmm3/m256 into 
ymm3/m256/m64bcst ymm1. 
EVEX.512.66.0F38.W1 71 /r B VIN AVX512_VBMI2 Concatenate zmm1 and zmm2, extract result 
VPSHLDVQ zmm1{k1}{z}, zmm2, shifted to the left by value in zmm3/m512 into 
zmm3/m512/m64bcst zmm1. 
Instruction Operand Encoding 
Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Concatenate packed data, extract result shifted to the left by variable value. 


This instruction supports memory fault suppression. 
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Operation 


FUNCTION concat(a,b): 

IF words: 
d.word[1] :=a 
d.word[O] := b 
return d 

ELSE IF dwords: 
q.dword[1] :=a 
q.dword[0] := b 
return q 

ELSE IF qwords: 
o.qword[1] :=a 
o.qword[0] := b 
return o 


VPSHLDVW DEST, SRC2, SRC3 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TOKL-1: 
IF MaskBit(j) OR *no writemask*: 
tmp := concat(DEST.word[j], SRC2.word[j]) << (SRC3.word[j] & 15) 
DEST.word{j] := tmp.word[1] 
ELSE IF *zeroing*: 
DEST.word[j] := 0 
*ELSE DEST.word[j] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 


VPSHLDVD DEST, SRC2, SRC3 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TOKL-1: 
IF SRC3 is broadcast memop: 
tsrc3 := SRC3.dword[0] 
ELSE: 
tsrc3 := SRC3.dword|j] 
IF MaskBit(j) OR *no writemask*: 
tmp := concat(DEST.dword[j], SRC2.dword[j]) << (tsrc3 & 31) 
DEST.dword{j] := tmp.dword[1] 
ELSE IF *zeroing*: 
DEST.dword[j] := 0 
*ELSE DEST.dword[j] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 


VPSHLDV — Concatenate and Variable Shift Packed Data Left Logical 
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INSTRUCTION SET REFERENCE, V-Z 


VPSHLDVQ DEST, SRC2, SRC3 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=O TOKL-1: 
IF SRC3 is broadcast memop: 
tsrc3 := SRC3.qword[0] 
ELSE: 
tsrc3 := SRC3.qword{[j] 
IF MaskBit(j) OR *no writemask*: 
tmp := concat(DEST.qword[j], SRC2.qword[j]) << (tsrc3 & 63) 
DEST.qword{j] := tmp.qword[1] 
ELSE IF *zeroing*: 
DEST.qword[j] := 0 
*ELSE DEST.qword[j] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPSHLDVW __m128i __mm_shldv_epi16(__m128i, __m128i,___m128i); 

VPSHLDVW __m128i__mm_mask_shldv_epi16(__m128i,__ mmask8,___m128i, __m128i); 
VPSHLDVW __m128i __mm_maskz_shldv_epi16(__mmask8, __m128i,___m128i, __m128i); 
VPSHLDVW __m256i _mm256_shldv_epi16(__m256i, __ m256i, __m256i); 

VPSHLDVW __m256i__mm256_mask_shldv_epil16(__m256i,__ mmask16, __ m256i, __ m256i); 
VPSHLDVW __m256i __mm256_maskz_shldv_epi16(__mmask16,__m256i,___ m256i, __ m256i); 
VPSHLDVQ___m512i) _mm512_shldv_epi64(__m512i,__m512i,__m512i); 

VPSHLDVQ __m512) _mm512_mask_shldv_epi64(__m512i, __ mmask8, ___m512i,___m512i); 
VPSHLDVQ __m512i) _mm512_maskz_shldv_epi64(__mmask8, __m512i,__m512i,___m512i); 
VPSHLDVW __m128i _mm_shldv_epi16(__m128i, __m128i, __m128i); 

VPSHLDVW __m128i _mm_mask_shldv_epi16(__m128i,__ mmask8, __m128i,___m128i); 
VPSHLDVW __m128i _mm_maskz_shldv_epi16(__mmask8, __m128i,__m128i,__m128i); 
VPSHLDVW __m256i _mm256_shIdv_epi16(__m256i, __m256i, __m256i); 

VPSHLDVW __m256i _mm256_mask_shldv_epi16(__m256i,___ mmask16, __ m256i, __ m256i); 
VPSHLDVW __m256i _mm256_maskz_shldv_epi16(__mmask16,__ m256i,___ m256i,___ m256i); 
VPSHLDVW __m512i _mm512_shIdv_epi16(__m512i, __m512i,___m512i); 

VPSHLDVW __m512i _mm512_mask_shldv_epi16(__m512i,__ mmask32,___m512i,__m512i); 
VPSHLDVW __m512i _mm512_maskz_shldv_epi16(__mmask32,___m512i,___m512i,__m512i); 
VPSHLDVD __m128i _mm_shldv_epi32(__m128i, __m128i, __m128i); 

VPSHLDVD __m128i _mm_mask_shldv_epi32(__m128i, __ mmask8, __m128i, __m128i); 
VPSHLDVD __m128i _mm_maskz_shldv_epi32(__mmask8, __m128i, __m128i, __m128i); 
VPSHLDVD __m256i _mm256_shIdv_epi32(__m256i, __m256i, __m256i); 

VPSHLDVD __m256i _mm256_mask_shldv_epi32(__m256i,__ mmask8, __m256i,__ m256i); 
VPSHLDVD __m256i _mm256_maskz_shldv_epi32(__mmask8,__m256i,__ m256i, __ m256i); 
VPSHLDVD __m512i _mm512_shldv_epi32(__m512i,___m512i, __m512i); 

VPSHLDVD __m512i _mm512_mask_shldv_epi32(__m512i,__ mmask16,__m512i,___m512i); 
VPSHLDVD __m512i _mm512_maskz_shldv_epi32(__mmask16,___m512i,__m512i,__m512i); 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Type E4. 
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VPSHRD — Concatenate and Shift Packed Data Right Logical 


INSTRUCTION SET REFERENCE, V-Z 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
EVEX.128.66.0F3A.W1 72 /r /ib A VV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHRDW xmm1{k1}{z}, xmm2, AVX512VL extract result shifted to the right by constant 
xmm3/m128, imm8 value in imm8 into xmm1. 
EVEX.256.66.0F3A.W1 72 /r /ib A VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHRDW ymm1{k1}{z}, ymm2, AVX512VL extract result shifted to the right by constant 
ymm3/m256, imm8 value in imm8 into ymm1. 
EVEX.512.66.0F3A.W1 72 /r /ib A VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHRDW zmm1{k1}{z}, zmm2, extract result shifted to the right by constant 
zmm3/m512, imm8 value in imm8 into zmm1. 
EVEX.128.66.0F3A.WO 73 /r /ib B VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHRDD xmm1{k1}{z}, xmm2z, AVX512VL extract result shifted to the right by constant 
xmm3/m128/m32bcst, imm8 value in imm8 into xmm1. 
EVEX.256.66.0F3A.WO 73 /r /ib B VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHRDD ymm1{k1}{z}, ymm2, AVX512VL extract result shifted to the right by constant 
ymm3/m256/m32bcst, imm8 value in imm8 into ymm1. 
EVEX.512.66.0F3A.WO 73 /r /ib B VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHRDD zmm1{k1}{z}, zmm2, extract result shifted to the right by constant 
zmm3/m512/m32bcst, imm8 value in imm8 into zmm1. 
EVEX.128.66.0F3A.W1 73 /r /ib B VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHRDQ xmm1{k1}{z}, xmm2, AVX512VL extract result shifted to the right by constant 
xmm3/m128/m64bcst, imm8 value in imm8 into xmm1. 
EVEX.256.66.0F3A.W1 73 /r /ib B VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHRDQ ymm1{k1}{z}, ymm2, AVX512VL extract result shifted to the right by constant 
ymm3/m256/m64bcst, imm8 value in imm8 into ymm1. 
EVEX.512.66.0F3A.W1 73 /r /ib B VIV AVX512_VBMI2 Concatenate destination and source operands, 
VPSHRDQ zmm1{k1}{z}, zmm2, extract result shifted to the right by constant 
zmm3/m512/m64bcst, imm8 value in imm8 into zmm1. 
Instruction Operand Encoding 
Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) immé (r) 
B Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) immé (r) 

Description 

Concatenate packed data, extract result shifted to the right by constant value. 

This instruction supports memory fault suppression. 
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Operation 


VPSHRDW DEST, SRC2, SRC3, imm8 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1: 

IF MaskBit(j) OR *no writemask*: 


DEST.word[j] := concat(SRC3.word[j], SRC2.word[j]) >> (imm8 & 15) 


ELSE IF *zeroing*: 
DEST.word[j] := 0 
*ELSE DEST.word[j] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 


VPSHRDD DEST, SRC2, SRC3, imm8 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TOKL-1: 
IF SRC3 is broadcast memop: 
tsrc3 := SRC3.dword[0] 
ELSE: 
tsrc3 := SRC3.dword|j] 
IF MaskBit(j) OR *no writemask*: 
DEST.dword{j] := concat(tsrc3, SRC2.dword{j]) >> (imm8 & 31) 
ELSE IF *zeroing*: 
DEST.dword{j] := 0 
*ELSE DEST.dword[j] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 


VPSHRDQ DEST, SRC2, SRC3, imm8 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1: 
IF SRC3 is broadcast memop: 
tsrc3 := SRC3.qword[0] 
ELSE: 
tsrc3 := SRC3.qword{[j] 
IF MaskBit(j) OR *no writemask*: 
DEST.qword[j] := concat(tsrc3, SRC2.qword[j]) >> (imm8 & 63) 
ELSE IF *zeroing*: 
DEST.qword{j] := 0 
*ELSE DEST.qword[j] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 
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VPSHRD — Concatenate and Shift Packed Data Right Logical 


Intel C/C++ Compiler Intrinsic Equivalent 


VPSHRDQ __m128i _mm_shrdi_epi64(__m128i, __m128i, int); 
VPSHRDQ __m128i _mm_mask_shrdi_epi64(__m128i, __ mmask8, 
VPSHRDQ __m128i _mm_maskz_shrdi_epi64(__mmask8, __m128i, __m128i, int); 
VPSHRDQ __m256i _mm256_shrdi_epi64(__m256i, __m256i, int); 


VPSHRDQ __m256i _mm256_mask_shrdi_epi64(__m256i, __mmask8, __m256i, __m256i, int); 
m256i,__ m256i, int); 


VPSHRDQ __m256i _mm256_maskz_shrdi_epi64(__mmask8, 
VPSHRDQ __m512i _mm512_shrdi_epi64(__m512i, __m512i, int); 
VPSHRDQ __m512i _mm512_mask_shrdi_epi64(__m512i, __ mmask8, 


m512i, 


VPSHRDQ __m512i _mm512_maskz_shrdi_epi64(__mmask8, __m512i, __m512i, int); 


VPSHRDD __m128i __mm_shrdi_epi32(__m128i, __m128i, int); 


VPSHRDD __m128i __mm_mask_shrdi_epi32(__m128i,__ mmask8, __m128i,__m128i, int); 


VPSHRDD __m128i __mm_maskz_shrdi_epi32(__mmask8, ___m128i, 
VPSHRDD __m256i _mm256_shrdi_epi32(__m256i, __m256i, int); 
VPSHRDD __m256i__mm256_mask_shrdi_epi32(__m256i,__ mmask8, __m256i, 
VPSHRDD __m256i __mm256_maskz_shrdi_epi32(__mmask8, __m256i, 
VPSHRDD __m512i __mm512_shrdi_epi32(__m512i, __m512i, int); 

VPSHRDD __m512i_mm512_mask_shrdi_epi32(__m512i,__ mmask16,___m512i, 


m1 28i, int); 


VPSHRDD __m512i_mm512_maskz_shrdi_epi32(__mmask16, __m512i, 
VPSHRDW __m128i__mm_shrdi_epi16(__m128i, __m128i, int); 
VPSHRDW __m128i __mm_mask_shrdi_epi16(__m128i,__ mmask8, __m128i, 


VPSHRDW __m128i __mm_maskz_shrdi_epi16(__mmask8, __m128i,___m128i, int); 
VPSHRDW __m256i __mm256_shrdi_epi16(__m256i, __m256i, int); 


VPSHRDW __m256i_mm256_mask_shrdi_epi16(__m256i,__ mmask16,___ m256i, __m256i, int); 
m256i, int); 


VPSHRDW __m256i__mm256_maskz_shrdi_epi16(__mmask16, __m256i, 
VPSHRDW __m512i__mm512_shrdi_epi16(__m512i, __m512i, int); 

VPSHRDW __m512i__mm512_mask_shrdi_epi16(__m512i,___ mmask32, 
VPSHRDW __m512i_mm512_maskz_shrdi_epi16(__mmask32,___m512i, 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Type E4. 


VPSHRD — Concatenate and Shift Packed Data Right Logical 


m128i,__m128i, int); 


m256i, int); 


m512i, int); 


m1 28i, int); 


m512i,__m512i, int); 
m51 2i, int); 


INSTRUCTION SET REFERENCE, V-Z 


Vol.2C 5-483 


INSTRUCTION SET REFERENCE, V-Z 


VPSHRDV — Concatenate and Variable Shift Packed Data Right Logical 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
EVEX.128.66.0F38.W1 72 /r A VIN AVX512_VBMI2 Concatenate xmm1 and xmm2, extract result 
VPSHRDVW xmm1{k1}{z}, xmm2, AVX512VL shifted to the right by value in xmm3/m128 
xmm3/m128 into xmm1. 
EVEX.256.66.0F38.W1 72 /r A VIV AVX512_VBMI2 Concatenate ymm1 and ymm2, extract result 
VPSHRDVW ymm1{k1}{z}, ymm2, AVX512VL shifted to the right by value in xmm3/m256 
ymm3/m256 into ymm1. 
EVEX.512.66.0F38.W1 72 /r A VIN AVX512_VBMI2 Concatenate zmm1 and zmm2, extract result 
VPSHRDVW zmm1{k1}{z}, zmm2, shifted to the right by value in zmm3/m512 
zmm3/m512 into zmm1. 
EVEX.128.66.0F38.W0 73 /r B VIN AVX512_VBMI2 Concatenate xmm1 and xmm2, extract result 
VPSHRDVD xmm1{k1}{z}, xmm2, AVX512VL shifted to the right by value in xmm3/m128 
xmm3/m128/m32bcst into xmm1. 
EVEX.256.66.0F38.W0 73 /r B VIV AVX512_VBMI2 Concatenate ymm1 and ymm2, extract result 
VPSHRDVD ymm1{k1}{z}, ymm2, AVX512VL shifted to the right by value in xmm3/m256 
ymm3/m256/m32bcst into ymm1. 
EVEX.512.66.0F38.W0 73 /r B VIN AVX512_VBMI2 Concatenate zmm1 and zmm2, extract result 
VPSHRDVD zmm1{k1}{z}, zmm2, shifted to the right by value in zmm3/m512 
zmm3/m512/m32bcst into zmm1. 
EVEX.128.66.0F38.W1 73 /r B VIN AVX512_VBMI2 Concatenate xmm1 and xmm2, extract result 
VPSHRDVQ xmm1{k1}{z}, xmm2, AVX512VL shifted to the right by value in xmm3/m128 
xmm3/m128/m64bcst into xmm1. 
EVEX.256.66.0F38.W1 73 /r B VIV AVX512_VBMI2 Concatenate ymm1 and ymm2, extract result 
VPSHRDVQ ymm1{k1}{z}, ymm2, AVX512VL shifted to the right by value in xmm3/m256 
ymm3/m256/m64bcst into ymm1. 
EVEX.512.66.0F38.W1 73 /r B VIN AVX512_VBMI2 Concatenate zmm1 and zmm2, extract result 
VPSHRDVQ zmm1{k1}{z}, zmm2, shifted to the right by value in zmm3/m512 
zmm3/m512/m64bcst into zmm1. 
Instruction Operand Encoding 
Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Concatenate packed data, extract result shifted to the right by variable value. 
This instruction supports memory fault suppression. 


5-484 Vol. 2C 


VPSHRDV — Concatenate and Variable Shift Packed Data Right Logical 


Operation 


VPSHRDVW DEST, SRC2, SRC3 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1: 

IF MaskBit(j) OR *no writemask*: 


DEST.word[j] := concat(SRC2.word[j], DEST.word[j]) >> (SRC3.word[j] & 15) 


ELSE IF *zeroing*: 
DEST.word[j] := 0 
*ELSE DEST.word[j] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 


VPSHRDVD DEST, SRC2, SRC3 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TOKL-1: 
IF SRC3 is broadcast memop: 
tsrc3 := SRC3.dword[0] 
ELSE: 
tsrc3 := SRC3.dword|j] 
IF MaskBit(j) OR *no writemask*: 
DEST.dword[j] := concat(SRC2.dword{j], DEST.dword[j]) >> (tsrc3 & 31) 
ELSE IF *zeroing*: 
DEST.dword[j] := 0 
*ELSE DEST.dword[j] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 


VPSHRDVQ DEST, SRC2, SRC3 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TOKL-1: 
IF SRC3 is broadcast memop: 
tsrc3 := SRC3.qword[0] 
ELSE: 
tsrc3 := SRC3.qword|j] 
IF MaskBit(j) OR *no writemask*: 
DEST.qword[j] := concat(SRC2.qword[j], DEST.qword[j]) >> (tsrc3 & 63) 
ELSE IF *zeroing*: 
DEST.qword[j] := 0 
*ELSE DEST.qword[j] remains unchanged* 
DEST[MAX_VL-1:VL] := 0 


VPSHRDV — Concatenate and Variable Shift Packed Data Right Logical 


INSTRUCTION SET REFERENCE, V-Z 


Vol.2C 5-485 


INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VPSHRDVQ ___m128i _mm_shrdv_epi64(__m128i, m128i); 

VPSHRDVQ __m128i _mm_mask_shrdv_epi64(__m128i, __ mmask8, __m128i, __m128i); 
VPSHRDVQ __m128i _mm_maskz_shrdv_epi64( m128i,__m128i,__m128i); 
VPSHRDVQ ___m256i _mm256_shrdv_epi64( m256i, __m256i); 

VPSHRDVQ __m256i _mm256_mask_shrdv_epi64( mmask8,___m256i,__ m256i); 
VPSHRDVQ ___m256i _mm256_maskz_shrdv_epi64(__mmask8, __m256i,__m256i, __m256i); 
VPSHRDVQ__m512i _mm512_shrdv_epi64( m512i,___m512i); 

VPSHRDVQ ___m512i _mm512_mask_shrdv_epi64( mmask8, _m512i,__m512i); 
VPSHRDVQ___m512i _mm512_maskz_shrdv_epi64(__mmask8, __m512i,__m512i,__m512i); 
VPSHRDVD __m128i __mm_shrdv_epi32( m128i); 

VPSHRDVD __m128i __mm_mask_shrdv_epi32( mmask8, __m128i,__m128i); 
VPSHRDVD __m128i__mm_maskz_shrdv_epi32( m128i,__m128i,__m128i); 
VPSHRDVD __m256i __mm256_shrdv_epi32(__m256i, __m256i, __m256i); 

VPSHRDVD __m256i __mm256_mask_shrdv_epi32( mmask8,__m256i,__ m256i); 
VPSHRDVD __m256i__mm256_maskz_shrdv_epi32( m256i,__ m256i,___ m256i); 
VPSHRDVD __m512i__mm512_shrdv_epi32(__m512i,___m512i, ___m512i); 

VPSHRDVD __m512i_mm512_mask_shrdv_epi32( mmask16,__m512i,___m512i); 
VPSHRDVD __m512i_mm512_maskz_shrdv_epi32(__mmask16,___m512i,__m512i,___m512i); 
VPSHRDVW __m128i__mm_shrdv_epi16(__m128i, m1 28i); 

VPSHRDVW __m128i __mm_mask_shrdv_epi16( mmask8, __m128i,__m128i); 
VPSHRDVW __m128i__mm_maskz_shrdv_epi16( m128i,__m128i,__m128i); 
VPSHRDVW __m256i _mm256 m256i,__m256i); 

VPSHRDVW __m256i _mm256_mask_shrdv_epi16( mmask16,__m256i,___ m256i); 
VPSHRDVW __m256i __mm256_maskz_shrdv_epi16(__mmask16,__ m256i,__ m256i,__ m256i); 
VPSHRDVW __m512i__mm512 m512i,__m512i); 

VPSHRDVW __m512i_mm512_mask_shrdv_epi16( mmask32,__m512i,__m512i); 
VPSHRDVW __m512i_mm512_maskz_shrdv_epi16(__mmask32,___m512i,__m512i,__m512i); 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 


See Type E4. 
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VPSHRDV — Concatenate and Variable Shift Packed Data Right Logical 


INSTRUCTION SET REFERENCE, V-Z 


VPSHUFBITQMB — Shuffle Bits from Quadword Elements Using Byte Indexes into Mask 


Opcode/ Op/ 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
EVEX.128.66.0F38.WO 8F /r A VIV AVX512_BITALG Extract values in xmm2 using control bits of 
VPSHUFBITOMB k1{k2}, xmm2, AVX512VL xmm3/m128 with writemask k2 and leave the 
xmm3/m128 result in mask register k1. 
EVEX.256.66.0F38.WO 8F /r A VIV AVX512_BITALG Extract values in ymm2 using control bits of 
VPSHUFBITOMB k1{k2}, ymm2, AVX512VL ymm3/m256 with writemask k2 and leave the 
ymm3/m256 result in mask register k1. 
EVEX.512.66.0F38.WO 8F /r A VIV AVX512_BITALG Extract values in zmm_2 using control bits of 
VPSHUFBITOMB k1{k2}, zmm2, zmm3/m51 2 with writemask k2 and leave the 
zmm3/m512 result in mask register k1. 
Instruction Operand Encoding 
Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


The VPSHUFBITQMB instruction performs a bit gather select using second source as control and first source as 
data. Each bit uses 6 control bits (2nd source operand) to select which data bit is going to be gathered (first source 
operand). A given bit can only access 64 different bits of data (first 64 destination bits can access first 64 data bits, 
second 64 destination bits can access second 64 data bits, etc.). 

Control data for each output bit is stored in 8 bit elements of SRC2, but only the 6 least significant bits of each 
element are used. 


This instruction uses write masking (zeroing only). This instruction supports memory fault suppression. 


The first source operand is a ZMM register. The second source operand is a ZMM register or a memory location. The 
destination operand is a mask register. 


Operation 


VPSHUFBITQMB DEST, SRC1, SRC2 
(KL, VL) = (16,128), (32,256), (64, 512) 
FOR i := 0 TO KL/8-1: //Qword 
FOR j := 0 to 7: // Byte 
IF k2[i*8+j] or *no writemask*: 
m := SRC2.qword{[i].byte[j] & Ox3F 
k1[i*8+j] = SRC1.qword[i].bit[m] 
ELSE: 
k1[i*8+j] := 0 
k1[MAX_KL-1:KL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPSHUFBITQMB __mmask16 _mm_bitshuffle_epi64_mask(__m128i, 


m128i); 


VPSHUFBITQMB __mmask16 _mm_mask_bitshuffle_epi64_mask(__mmask16, __m128i, __m128i); 
VPSHUFBITQMB __mmask32 _mm256_bitshuffle_epi64_mask(__m256i, __m256i); 

VPSHUFBITQMB __mmask32 _mm256_mask_bitshuffle_epi64_mask(__mmask32, __m256i, __m256i); 
VPSHUFBITQMB __mmask64 __mm512_bitshuffle_epi64_mask(__m512i, __m512i); 

VPSHUFBITQMB __mmask64 _mm512_mask_bitshuffle_epi64_mask(__mmask64, __m512i,___m512i); 


VPSHUFBITQMB — Shuffle Bits from Quadword Elements Using Byte Indexes into Mask Vol.2C 5-487 


INSTRUCTION SET REFERENCE, V-Z 


VPSLLVW/VPSLLVD/VPSLLVQ—Variable Bit Shift Left Logical 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
VEX.128.66.0F38.W0O 47 /r A VV AVX2 Shift doublewords in xmm2 left by amount specified in 
VPSLLVD xmm1, xmm2, xmm3/m128 the corresponding element of xmm3/m1 28 while 
shifting in Os. 
VEX.128.66.0F38.W1 47 /r A VV AVX2 Shift quadwords in xmmz left by amount specified in 
VPSLLVQ xmm1, xmm2, xmm3/m128 the corresponding element of xmm3/m1 28 while 
shifting in Os. 
VEX.256.66.0F38.W0O 47 /r A VV AVX2 Shift doublewords in ymm2 left by amount specified in 
VPSLLVD ymm1, ymm2, ymm3/m256 the corresponding element of ymm3/m256 while 
shifting in Os. 
VEX.256.66.0F38.W1 47 /r A VV AVX2 Shift quadwords in ymm2 left by amount specified in 
VPSLLVQ ymm1, ymm2, ymm3/m256 the corresponding element of ymm3/m256 while 
shifting in Os. 
EVEX.128.66.0F38.W1 12 /r B VIV AVX512VL_ | Shift words in xmm2 left by amount specified in the 
VPSLLVW xmm1 {k1}{z}, xmm_2, AVX512BW | corresponding element of xmm3/m128 while shifting 
xmm3/m128 in Os using writemask k1. 
EVEX.256.66.0F38.W1 12 /r B VIV AVX512VL_ | Shift words in ymm2 left by amount specified in the 
VPSLLVW ymm1 {k1}{z}, ymm2, AVX512BW | corresponding element of ymm3/m256 while shifting 
ymm3/m256 in Os using writemask k1. 
EVEX.512.66.0F38.W1 12 /r B VIV AVX512BW | Shift words in zmm2 left by amount specified in the 
VPSLLVW zmm1 {k1}{z}, zmm2, corresponding element of zmm3/m512 while shifting 
zmm3/m512 in Os using writemask k1. 
EVEX.128.66.0F38.W0 47 /r C VIV AVX512VL_ | Shift doublewords in xmmz left by amount specified in 
VPSLLVD xmm1 {k1}{z}, xmm2, AVX512F the corresponding element of xmm3/m128/m32bcst 
xmm3/m1 28/m32bcst while shifting in Os using writemask k1. 
EVEX.256.66.0F38.W0 47 /r C VIV AVX512VL_ | Shift doublewords in ymm2 left by amount specified in 
VPSLLVD ymm1 {k1}{z}, ymm2, AVX512F the corresponding element of ymm3/m256/m32bcst 
ymm3/m256/m32bcst while shifting in Os using writemask k1. 
EVEX.512.66.0F38.W0 47 /r C VIV AVX512F Shift doublewords in zmm_2 left by amount specified in 
VPSLLVD zmm1 {k1}{z}, zmm2, the corresponding element of zmm3/m512/m32bcst 
zmm3/m512/m32bcst while shifting in Os using writemask k1. 
EVEX.128.66.0F38.W1 47 /r C VIV AVX512VL_ | Shift quadwords in xmm2 left by amount specified in 
VPSLLVQ xmm1 {k1}{z}, xmm2, AVX512F the corresponding element of xmm3/m128/m64bcst 
xmm3/m1 28/m64bcst while shifting in Os using writemask k1. 
EVEX.256.66.0F38.W1 47 /r C VIV AVX512VL_ | Shift quadwords in ymm2 left by amount specified in 
VPSLLVQ ymm1 {k1}{z}, ymm2, AVX512F the corresponding element of ymm3/m256/m64bcst 
ymm3/m256/m64bcst while shifting in Os using writemask k1. 
EVEX.512.66.0F38.W1 47 /r C VIV AVX512F Shift quadwords in zmm2 left by amount specified in 
VPSLLVQ zmm1 {k1}{z}, zmm2, the corresponding element of zmm3/m512/m64bcst 
zmm3/m512/m64bcst while shifting in Os using writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
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INSTRUCTION SET REFERENCE, V-Z 


Description 


Shifts the bits in the individual data elements (words, doublewords or quadword) in the first source operand to the 
left by the count value of respective data elements in the second source operand. As the bits in the data elements 
are shifted left, the empty low-order bits are cleared (set to 0). 


The count values are specified individually in each data element of the second source operand. If the unsigned 
integer value specified in the respective data element of the second source operand is greater than 15 (for word), 
31 (for doublewords), or 63 (for a quadword), then the destination data element are written with 0. 

VEX.128 encoded version: The destination and first source operands are XMM registers. The count operand can be 
either an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination register 
are zeroed. 

VEX.256 encoded version: The destination and first source operands are YMM registers. The count operand can be 
either an YMM register or a 256-bit memory. Bits (MAXVL-1:256) of the corresponding ZMM register are zeroed. 
EVEX encoded VPSLLVD/Q: The destination and first source operands are ZMM/YMM/XMM registers. The count 
operand can be either a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512-bit vector broad- 
casted from a 32/64-bit memory location. The destination is conditionally updated with writemask k1. 

EVEX encoded VPSLLVW: The destination and first source operands are ZMM/YMM/XMM registers. The count 
operand can be either a ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination is condition- 
ally updated with writemask k1. 


Operation 


VPSLLVW (EVEX encoded version) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 


FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+15:i] = ZeroExtend(SRC1[i+15:i] << SRC2[i+15:i]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0; 
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INSTRUCTION SET REFERENCE, V-Z 


VPSLLVD (VEX.128 version) 
COUNT_O := SRC2[31 : 0] 
(* Repeat Each COUNT_i for the 2nd through 4th dwords of SRC2*) 
COUNT_3 := SRC2[127 : 96]; 
IF COUNT_O < 32 THEN 
DEST[31:0] := ZeroExtend(SRC1[31:0] << COUNT_O); 
ELSE 
DEST[31:0] := 0; 
(* Repeat shift operation for 2nd through 4th dwords *) 
IF COUNT_3 < 32 THEN 
DEST[1 27:96] := ZeroExtend(SRC1[127:96] << COUNT_3); 
ELSE 
DEST[127:96] := 0; 
DEST[MAXVL-1:128] := 0; 


VPSLLVD (VEX.256 version) 
COUNT_O := SRC2[31 : OJ; 
(* Repeat Each COUNT_i for the 2nd through 7th dwords of SRC2*) 
COUNT_7 := SRC2[255 : 224]; 
IF COUNT_O < 32 THEN 
DEST[31:0] := ZeroExtend(SRC1[31:0] << COUNT_O); 
ELSE 
DEST[31:0] := 0; 
(* Repeat shift operation for 2nd through 7th dwords *) 
IF COUNT_7 < 32 THEN 
DEST[255:224] := ZeroExtend(SRC1[255:224] << COUNT_7); 
ELSE 
DEST[255:224] := 0; 
DEST[MAXVL-1:256] := 0; 


VPSLLVD (EVEX encoded version) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN DEST[i+31:i] = ZeroExtend(SRC1[i+31:i] << SRC2[31:0]) 
ELSE DEST[i+31:i] := ZeroExtend(SRC1[i+31:i] << SRC2[i+31:i]) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0; 
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VPSLLVQ (VEX.128 version) 

COUNT_O := SRC2[63 : 0]; 

COUNT_1 := SRC2[127 : 64]; 

IF COUNT_O < 64THEN 

DEST[63:0] := ZeroExtend(SRC1[63:0] << COUNT_O); 
ELSE 

DEST[63:0] := 0; 

IF COUNT_1 < 64 THEN 

DEST[1 27:64] := ZeroExtend(SRC1[127:64] << COUNT_1); 
ELSE 

DEST[127:96] := 0; 

DEST[MAXVL-1:1 28] := 0; 


VPSLLVQ (VEX.256 version) 
COUNT_O := SRC2[63 : 0]; 
(* Repeat Each COUNT_i for the 2nd through 4th dwords of SRC2*) 
COUNT_3 := SRC2[255 : 192]; 
IF COUNT_O < G4THEN 
DEST[63:0] := ZeroExtend(SRC1[63:0] << COUNT_O); 
ELSE 
DEST[63:0] := 0; 
(* Repeat shift operation for 2nd through 4th dwords *) 
IF COUNT_3 < 64 THEN 
DEST[255:192] := ZeroExtend(SRC1[255:192] << COUNT_3); 
ELSE 
DEST[255:192] := 0; 
DEST[MAXVL-1:256] := 0; 


VPSLLVQ (EVEX encoded version) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN DEST[i+63:i] := ZeroExtend(SRC1[i+63:i] << SRC2[63:0]) 
ELSE DEST[i+63:i] := ZeroExtend(SRC1[i+63:i] << SRC2[i+63:i]) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0; 
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INSTRUCTION SET REFERENCE, V-Z 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VPSLLVW 
VPSLLVW 
VPSLLVW 
VPSLLVW 
VPSLLVW 
VPSLLVW 
VPSLLVW 
VPSLLVD 
VPSLLVD 
VPSLLVD 
VPSLLVD 
VPSLLVD 
VPSLLVD 
VPSLLVD 
VPSLLVQ 
VPSLLVQ 
VPSLLVQ 
VPSLLVD 
VPSLLVD 
VPSLLVD 
VPSLLVD 
VPSLLVD 
VPSLLVQ 


m512i_mm512_sllv_epi16(__m512i a,__m512i cnt); 
m512i_mm512_mask_sllv_epi16(__m512is,__ mmask32 k,__m512i a,__m512i cnt); 
m512i_mm512_maskz_sllv_epi16(__mmask32 k, __m512ia,__m512i cnt); 
m256i_mm256_mask_sllv_epi16(__m256i s,__ mmask16 k,___ m256i a,__ m256i cnt); 
m256i__mm256_maskz_sllv_epi16(__mmask16 k, __ m256i a,__ m256i cnt); 
m128i_mm_mask_sllv_epi16(__m128is,__ mmask8 k,___m128i a,__m128i cnt); 
m128i_mm_maskz_sllv_epi16(__mmask8 k,___m128i a,__m128i cnt); 
m512i_mm512_sllv_epi32(__m512i a,__m512i cnt); 


m512i 


m512i 


mm512_mask_sllv_epi32(__m512is,__ mmask16 k,___m512ia,__m512i cnt); 
mm512_maskz_sllv_epi32(__mmask16 k,__m512i a,__m512i cnt); 


m256i 


mm256_mask_sllv_epi32(__m256is,__ mmask8 k,___ m256i a,___ m256i cnt); 


m256i 


mm256_maskz_sllv_epi32(__mmask8 k,__ m256i a,__ m256i cnt); 


m128i 


mm_mask_sllv_epi32(__m128is,__ mmask8 k,___m128i a,__m128i cnt); 


m128i 


mm_maskz_sllv_epi32(__mmask8 k,__m128i a, __m128i cnt); 


m512i 


mm512_sllv_epi64(__m512i a,__m512i cnt); 


m512i 


mm512_mask_sllv_epi64(__m512is,__ mmask8 k,___m512i a,__m512i cnt); 
mm512_maskz_sllv_epi64(__mmask8 k,__m512i a, __m512i cnt); 


mmask8 k,___m256i a, __m256i cnt); 


mm256_maskz_sllv_epi64(__ mmask8 k,__ m256i a,__ m256i cnt); 


mm_mask_sllv_epi64(__m128is,__ mmask8 k,___m128i a,__m128i cnt); 


m128i a,__m128i cnt); 


m512i 
m256i__mm256_mask_sllv_epi64(__m256i s, 
m256i 

m128i 

m128i __mm_maskz_sllv_epi64(__mmask8 k, 
m256i_mm256_sllv_epi32 (__m256i m, 


m256i count) 


m256i 


m256i count) 


mm256_sllv_epi64 (__m256i m, 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
VEX-encoded instructions, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded VPSLLVD/VPSLLVQ, see Table 2-49, “Type E4 Class Exception Conditions”. 

EVEX-encoded VPSLLVW, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VPSRAVW/VPSRAVD/VPSRAVQ—Variable Bit Shift Right Arithmetic 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
VEX.128.66.0F38.W0 46 /r A VIV AVX2 Shift doublewords in xmm_2 right by amount specified 
VPSRAVD xmm1, xmm2, xmm3/m128 in the corresponding element of xmm3/m128 while 
shifting in sign bits. 
VEX.256.66.0F38.W0 46 /r A VIV AVX2 Shift doublewords in ymm2 right by amount specified 
VPSRAVD ymm1, ymm2, ymm3/m256 in the corresponding element of ymm3/m256 while 
shifting in sign bits. 
EVEX.128.66.0F38.W1 11 /r B VIV AVX512VL_ | Shift words in xmm2 right by amount specified in the 
VPSRAVW xmm1 {k1}{z}, xmm2, AVX512BW | corresponding element of xmm3/m1 28 while shifting 
xmm3/m128 in sign bits using writemask k1. 
EVEX.256.66.0F38.W1 11 /r B VIV AVX512VL_ | Shift words in ymm2 right by amount specified in the 
VPSRAVW ymm1 {k1}{z}, ymm2, AVX512BW | corresponding element of ymm3/m256 while shifting 
ymm3/m256 in sign bits using writemask k1. 
EVEX.512.66.0F38.W1 11 /r B VIV AVX512BW | Shift words in zmm_2 right by amount specified in the 
VPSRAVW zmm1 {k1}{z}, zmm2, corresponding element of zmm3/m512 while shifting 
zmm3/m512 in sign bits using writemask k1. 
EVEX.128.66.0F38.W0O 46 /r C VIV AVX512VL_ | Shift doublewords in xmm2 right by amount specified 
VPSRAVD xmm1 {k1}{z}, xmm2, AVX512F in the corresponding element of 
xmm3/m128/m32bcst xmm3/m128/m32bcst while shifting in sign bits 
using writemask k1. 
EVEX.256.66.0F38.W0 46 /r C VIV AVX512VL_ | Shift doublewords in ymm2 right by amount specified 
VPSRAVD ymm1 {k1}{z}, ymm2, AVX512F in the corresponding element of 
ymm3/m256/m32bcst ymm3/m256/m32bcst while shifting in sign bits 
using writemask k1. 
EVEX.512.66.0F38.W0 46 /r C VIV AVX512F Shift doublewords in zmm2 right by amount specified 
VPSRAVD zmm1 {k1}{z}, zmm2, in the corresponding element of 
zmm3/m512/m32bcst zmm3/m512/m32bcst while shifting in sign bits using 
writemask k1. 
EVEX.128.66.0F38.W1 46 /r C VIV AVX512VL_ | Shift quadwords in xmm2 right by amount specified 
VPSRAVQ xmm1 {k1}{z}, xmm2, AVX512F in the corresponding element of 
xmm3/m128/m64bcst xmm3/m128/m64bcst while shifting in sign bits 
using writemask k1. 
EVEX.256.66.0F38.W1 46 /r C VIV AVX512VL_ | Shift quadwords in ymm2 right by amount specified 
VPSRAVQ ymm1 {k1}{z}, ymm2, AVX512F in the corresponding element of 
ymm3/m256/m64bcst ymm3/m256/m64bcst while shifting in sign bits 
using writemask k1. 
EVEX.512.66.0F38.W1 46 /r C VIV AVX512F Shift quadwords in zmm_2 right by amount specified in 
VPSRAVQ zmm1 {k1}{z}, zmm2, the corresponding element of zmm3/m512/m64bcst 
zmm3/m512/m64bcst while shifting in sign bits using writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
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INSTRUCTION SET REFERENCE, V-Z 


Description 


Shifts the bits in the individual data elements (word/doublewords/quadword) in the first source operand (the 
second operand) to the right by the number of bits specified in the count value of respective data elements in the 
second source operand (the third operand). As the bits in the data elements are shifted right, the empty high-order 
bits are set to the MSB (sign extension). 


The count values are specified individually in each data element of the second source operand. If the unsigned 
integer value specified in the respective data element of the second source operand is greater than 15 (for words), 
31 (for doublewords), or 63 (for a quadword), then the destination data element is filled with the corresponding 
sign bit of the source element. 


VEX.128 encoded version: The destination and first source operands are XMM registers. The count operand can be 
either an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination register 
are zeroed. 

VEX.256 encoded version: The destination and first source operands are YMM registers. The count operand can be 
either an YMM register or a 256-bit memory. Bits (MAXVL-1:256) of the corresponding destination register are 
zeroed. 

EVEX.512/256/128 encoded VPSRAVD/W: The destination and first source operands are ZMM/YMM/XMM registers. 
The count operand can be either a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128- 
bit vector broadcasted from a 32/64-bit memory location. The destination is conditionally updated with writemask 
k1. 

EVEX.512/256/128 encoded VPSRAVQ: The destination and first source operands are ZMM/YMM/XMM registers. 
The count operand can be either a ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination is 
conditionally updated with writemask k1. 


Operation 


VPSRAVW (EVEX encoded version) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 


FOR j := 0 TO KL-1 


i:=j*16 
IF k1[j] OR *no writemask* 
THEN 
COUNT := SRC2[i+3:i] 
IF COUNT < 16 
THEN = DEST[i+15:i] := SignExtend(SRC1[i+15:i] >> COUNT) 
ELSE 
FORK :=0T015 
DEST[i+k] := SRC1[i+15] 
ENDFOR; 
Fl 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{i+1 5:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0; 
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VPSRAVD (VEX.128 version) 
COUNT_O := SRC2[31 : 0] 

(* Repeat Each COUNT_i for the 2nd through 4th dwords of SRC2*) 
COUNT_3 := SRC2[127 : 96]; 
DEST[31:0] := SignExtend(SRC1[31:0] >> COUNT_0); 

(* Repeat shift operation for 2nd through 4th dwords *) 
DEST[1 27:96] := SignExtend(SRC1[127:96] >> COUNT_3); 
DEST[MAXVL-1:1 28] := 0; 


VPSRAVD (VEX.256 version) 
COUNT_O := SRC2[31 : 0]; 

(* Repeat Each COUNT_i for the 2nd through 8th dwords of SRC2*) 
COUNT_7 := SRC2[255 : 224]; 
DEST[31:0] := SignExtend(SRC1[31:0] >> COUNT_O); 

(* Repeat shift operation for 2nd through 7th dwords *) 
DEST[255:224] := SignExtend(SRC1[255:224] >> COUNT_7); 
DEST[MAXVL-1:256] := 0; 


VPSRAVD (EVEX encoded version) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 


THEN 
COUNT := SRC2[4:0] 
IF COUNT < 32 
THEN — DEST[i+31:i] := SignExtend(SRC1[i+31:i] >> COUNT) 
ELSE 
FOR k := 0 TO 31 
DEST[i+k] := SRC1[i+31] 
ENDFOR; 
Fl 
ELSE 
COUNT := SRC2[i+4:i] 
IF COUNT < 32 
THEN — DEST[i+31:i] := SignExtend(SRC1[i+31:i] >> COUNT) 
ELSE 
FOR k := 0 TO 31 
DEST[i+k] := SRC1[i+31] 
ENDFOR; 
Fl 
Fl; 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[31:0] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0; 
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INSTRUCTION SET REFERENCE, V-Z 
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INSTRUCTION SET REFERENCE, V-Z 


VPSRAVQ (EVEX encoded version) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN 
COUNT := SRC2[5:0] 
IF COUNT < 64 
THEN — DEST[i+63:i] := SignExtend(SRC1[i+63:i] >> COUNT) 
ELSE 
FOR k := 0 T0 63 
DEST[i+k] := SRC1[i+63] 
ENDFOR; 
Fl 
ELSE 
COUNT := SRC2[i+5:i] 
IF COUNT < 64 
THEN —DEST[i+63:i] := SignExtend(SRC1[i+63:i] >> COUNT) 
ELSE 
FOR k := 0 T0 63 
DEST[i+k] := SRC1[i+63] 
ENDFOR; 
Fl 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[63:0] := 0 
Fl 
Fl; 
ENDFOR; 
DEST[MAXVL-1:VL] := 0; 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VPSRAVD __m512i 


mm512_srav_epi32(__m512i a, ___m512i cnt); 


VPSRAVD __m512i 


mm512_mask_srav_epi32(__m512i s,__ mmask16 m, 


VPSRAVD __m512i 


m512ia,__m512i cnt); 


mm512_maskz_srav_epi32(__mmask16 m,__m512i a, ___m512i cnt); 


VPSRAVD __m256i 


mm256_srav_epi32(__m256i a, __ m256i cnt); 


VPSRAVD __m256i 


mm256_mask_srav_epi32(__m256i s,__ mmask8 m,___ m256i a, __m256i cnt); 


VPSRAVD __m256i 


mm256_maskz_srav_epi32(__mmask8 m,__m256i a, __ m256i cnt); 


VPSRAVD __m128i 


VPSRAVD __m128i 


mm_srav_epi32(__m128i a, __m128i cnt); 


VPSRAVD __m128i 


VPSRAVQ __m512i 


VPSRAVQ __m512i 


VPSRAVQ __m512i 


VPSRAVQ __m256i 


VPSRAVQ __m256i 


mm_mask_srav_epi32(__m128is,__ mmask8 m, __m128i a, _m128i cnt); 
mm_maskz_srav_epi32(__mmask8 m,__m128i a, __m128i cnt); 
mm512_srav_epi64(__m512ia,__m512i cnt); 
mm512_mask_srav_epi64(__m512is,__ mmask8 m,___m512i a, __m512i cnt); 
mm512_maskz_srav_epi64(__ mmask8 m,___m512i a,_m512i cnt); 
mm256_srav_epi64(__m256i a, __ m256i cnt); 
mm256_mask_srav_epi64(__m256i s,__ mmask8 m, __m256i a, ___m256i cnt); 


VPSRAVQ __m256i 


mm256_maskz_srav_epi64(__mmask8 m,___m256i a, __m256i cnt); 


VPSRAVQ __m128i 


VPSRAVQ __m128i 


mm_srav_epi64(__m128i a, __m128i cnt); 
mm_mask_srav_epi64(__m128is,__ mmask8 m,__m128i a,__m128i cnt); 


VPSRAVQ __m128i 


VPSRAVW __m512i 


VPSRAVW __m512i 


mm_maskz_srav_epi64(__mmask8 m, __m128i a,__m128i cnt); 
mm512_srav_epi16(__m512ia,__m512i cnt); 
mm512_mask_srav_epi16(__m512is,__ mmask32 m,__m512i a, _m512i cnt); 


VPSRAVW __m512i 


mm512_maskz_srav_epi16(__mmask32 m,__m512i a, ___m512i cnt); 


VPSRAVW __m256i 


mm256_srav_epi16(__m256i a, ___ m256i cnt); 


VPSRAVW __m256i 


VPSRAVW __m256i 


mm256_mask_srav_epi16(__m256i s,___ mmask16 m,___m256i a, ___m256i cnt); 
mm256_maskz_srav_epi16(__mmask16 m,__m256i a, __m256i cnt); 


VPSRAVW __m128i 


mm_srav_epil16(__m128i a, __m128i cnt); 


VPSRAVW __m128i 


mm_mask_srav_epi16(__m128is,__ mmask8 m, __m128i a,__m128i cnt); 


VPSRAVW __m128i 


mm_maskz_srav_epi32(__mmask8 m,_m128i a, ___m128i cnt); 


VPSRAVD __m256i 


mm256_srav_epi32 (__m256i m, __m256i count) 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


Non-EVEX-encoded instruction, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instruction, see Table 2-49, “Type E4 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VPSRLVW/VPSRLVD/VPSRLVQ—Variable Bit Shift Right Logical 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
VEX.128.66.0F38.W0 45 /r A VIV AVX2 Shift doublewords in xmm2 right by amount specified 
VPSRLVD xmm1, xmm2, xmm3/m128 in the corresponding element of xmm3/m128 while 
shifting in Os. 
VEX.128.66.0F38.W1 45 /r A VIV AVX2 Shift quadwords in xmm_2 right by amount specified in 
VPSRLVQ xmm1, xmm2, xmm3/m128 the corresponding element of xmm3/m1 28 while 
shifting in Os. 
VEX.256.66.0F38.W0 45 /r A VIV AVX2 Shift doublewords in ymm2 right by amount specified 
VPSRLVD ymm1, ymm2, ymm3/m256 in the corresponding element of ymm3/m256 while 
shifting in Os. 
VEX.256.66.0F38.W1 45 /r A VIV AVX2 Shift quadwords in ymm_2 right by amount specified in 
VPSRLVQ ymm1, ymm2, ymm3/m256 the corresponding element of ynm3/m256 while 
shifting in Os. 
EVEX.128.66.0F38.W1 10 /r B VIV AVX512VL_ | Shift words in xmm2 right by amount specified in the 
VPSRLVW xmm1 {k1}{z}, xmme2, AVX512BW | corresponding element of xmm3/m128 while shifting 
xmm3/m128 in Os using writemask k1. 
EVEX.256.66.0F38.W1 10 /r B VIV AVX512VL_ | Shift words in ymm_2 right by amount specified in the 
VPSRLVW ymm1 {k1}{z}, ymm2, AVX512BW | corresponding element of ymm3/m256 while shifting 
ymm3/m256 in Os using writemask k1. 
EVEX.512.66.0F38.W1 10 /r B VIV AVX512BW | Shift words in zmm2 right by amount specified in the 
VPSRLVW zmm1 {k1}{z}, zmm2, corresponding element of zmm3/m512 while shifting 
zmm3/m512 in Os using writemask k1. 
EVEX.128.66.0F38.W0 45 /r C VIV AVX512VL_ | Shift doublewords in xmm_2 right by amount specified 
VPSRLVD xmm1 {k1}{z}, xmm2, AVX512F in the corresponding element of xmm3/m128/m32bcst 
xmm3/m1 28/m32bcst while shifting in Os using writemask k1. 
EVEX.256.66.0F38.W0 45 /r C VIV AVX512VL_ | Shift doublewords in ymm_2 right by amount specified 
VPSRLVD ymm1 {k1}{z}, ymm2, AVX512F in the corresponding element of ynm3/m256/m32bcst 
ymm3/m256/m32bcst while shifting in Os using writemask k1. 
EVEX.512.66.0F38.W0 45 /r C VIV AVX512F Shift doublewords in zmm2 right by amount specified 
VPSRLVD zmm1 {k1}{z}, zmm2, in the corresponding element of zmm3/m512/m32bcst 
zmm3/m512/m32bcst while shifting in Os using writemask k1. 
EVEX.128.66.0F38.W1 45 /r C VIV AVX512VL_ | Shift quadwords in xmm2 right by amount specified in 
VPSRLVQ xmm1 {k1}{z}, xmm2, AVX512F the corresponding element of xmm3/m128/m64bcst 
xmm3/m128/m64bcst while shifting in Os using writemask k1. 
EVEX.256.66.0F38.W1 45 /r C VIV AVX512VL_ | Shift quadwords in ymm2 right by amount specified in 
VPSRLVQ ymm1 {k1}{z}, ymm2, AVX512F the corresponding element of ynm3/m256/m64bcst 
ymm3/m256/m64bcst while shifting in Os using writemask k1. 
EVEX.512.66.0F38.W1 45 /r C VIV AVX512F Shift quadwords in zmm2 right by amount specified in 
VPSRLVQ zmm1 {k1}{z}, zmm2, the corresponding element of zmm3/m512/m64bcst 
zmm3/m512/m64bcst while shifting in Os using writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
B Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
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INSTRUCTION SET REFERENCE, V-Z 


Description 


Shifts the bits in the individual data elements (words, doublewords or quadword) in the first source operand to the 
right by the count value of respective data elements in the second source operand. As the bits in the data elements 
are shifted right, the empty high-order bits are cleared (set to 0). 

The count values are specified individually in each data element of the second source operand. If the unsigned 
integer value specified in the respective data element of the second source operand is greater than 15 (for word), 
31 (for doublewords), or 63 (for a quadword), then the destination data element are written with 0. 

VEX.128 encoded version: The destination and first source operands are XMM registers. The count operand can be 
either an XMM register or a 128-bit memory location. Bits (MAXVL-1:128) of the corresponding destination register 
are zeroed. 

VEX.256 encoded version: The destination and first source operands are YMM registers. The count operand can be 
either an YMM register or a 256-bit memory. Bits (MAXVL-1:256) of the corresponding ZMM register are zeroed. 
EVEX encoded VPSRLVD/Q: The destination and first source operands are ZMM/YMM/XMM registers. The count 
operand can be either a ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512-bit vector broad- 
casted from a 32/64-bit memory location. The destination is conditionally updated with writemask k1. 

EVEX encoded VPSRLVW: The destination and first source operands are ZMM/YMM/XMM registers. The count 
operand can be either a ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination is condition- 
ally updated with writemask k1. 


Operation 


VPSRLVW (EVEX encoded version) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 


FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN DEST[i+15:i] = ZeroExtend(SRC1[i+15:i] >> SRC2[i+15:i]) 


ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{i+15:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+15:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0; 


VPSRLVD (VEX.128 version) 
COUNT_O := SRC2[31 : 0] 

(* Repeat Each COUNT_i for the 2nd through 4th dwords of SRC2*) 
COUNT_3 := SRC2[127 : 96]; 
IF COUNT_O < 32 THEN 

DEST[31:0] := ZeroExtend(SRC1[31:0] >> COUNT_O); 
ELSE 

DEST[31:0] := 0; 

(* Repeat shift operation for 2nd through 4th dwords *) 
IF COUNT_3 < 32 THEN 

DEST[1 27:96] := ZeroExtend(SRC1[127:96] >> COUNT_3); 
ELSE 

DEST[1 27:96] := 0; 
DEST[MAXVL-1:1 28] := 0; 


VPSRLVW/VPSRLVD/VPSRLVQ—Variable Bit Shift Right Logical Vol.2C 5-499 


INSTRUCTION SET REFERENCE, V-Z 


VPSRLVD (VEX.256 version) 
COUNT_O := SRC2[31 : OJ; 
(* Repeat Each COUNT_i for the 2nd through 7th dwords of SRC2*) 
COUNT_7 := SRC2[255 : 224]; 
IF COUNT_O < 32 THEN 
DEST[31:0] := ZeroExtend(SRC1[31:0] >> COUNT_0); 
ELSE 
DEST[31:0] := 0; 
(* Repeat shift operation for 2nd through 7th dwords *) 
IF COUNT_7 < 32 THEN 
DEST[255:224] := ZeroExtend(SRC1[255:224] >> COUNT_7); 
ELSE 
DEST[255:224] := 0; 
DEST[MAXVL-1:256] := 0; 


VPSRLVD (EVEX encoded version) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN DEST[i+31:i] = ZeroExtend(SRC1[i+31:i] >> SRC2[31:0]) 
ELSE DEST[i+31:i] := ZeroExtend(SRC1[i+31:i] >> SRC2[i+31:i]) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0; 


VPSRLVQ (VEX.128 version) 
COUNT_O := SRC2[63 : 0]; 
COUNT_1 := SRC2[127 : 64]; 
IF COUNT_O < 64 THEN 
DEST[63:0] := ZeroExtend(SRC1[63:0] >> COUNT_O); 
ELSE 
DEST[63:0] := 0; 
IF COUNT_1 < 64 THEN 
DEST[127:64] := ZeroExtend(SRC1[127:64] >> COUNT_1); 
ELSE 
DEST[127:64] := 0; 
DEST[MAXVL-1:128] := 0; 
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VPSRLVQ (VEX.256 version) 
COUNT_O := SRC2[63 : 0]; 
(* Repeat Each COUNT_i for the 2nd through 4th dwords of SRC2*) 
COUNT_3 := SRC2[255 : 192]; 
IF COUNT_O < 64 THEN 
DEST[63:0] := ZeroExtend(SRC1[63:0] >> COUNT_O); 
ELSE 
DEST[63:0] := 0; 
(* Repeat shift operation for 2nd through 4th dwords *) 
IF COUNT_3 < 64 THEN 
DEST[255:1 92] := ZeroExtend(SRC1[255:192] >> COUNT_3); 
ELSE 
DEST[255:192] := 0; 
DEST[MAXVL-1:256] := 0; 


VPSRLVQ (EVEX encoded version) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN DEST[i+63:i] := ZeroExtend(SRC1[i+63:i] >> SRC2[63:0]) 
ELSE DEST[i+63:i] := ZeroExtend(SRC1[i+63:i] >> SRC2[i+63:i]) 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 

DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0; 
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Vol.2C 5-501 


INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VPSRLVW 
VPSRLVW 
VPSRLVW 
VPSRLVW 
VPSRLVW 
VPSRLVW 
VPSRLVW 
VPSRLVW 
VPSRLVD 
VPSRLVD 
VPSRLVD 
VPSRLVD 
VPSRLVD 
VPSRLVD 
VPSRLVD 
VPSRLVQ 
VPSRLVQ 
VPSRLVQ 
VPSRLVQ 
VPSRLVQ 
VPSRLVQ 
VPSRLVQ 
VPSRLVQ 
VPSRLVD 
VPSRLVQ 


m512i 


mm512_srlv_epi16(__m512i a, __m512i cnt); 


m512i 


mm512_mask_srlv_epi16(__m512is,___ mmask32 k,__m512i a,__m512i cnt); 


m512i 


mm512_maskz_srlv_epi16(__mmask32 k,___m512i a,__m512i cnt); 


m256i 


mm256_mask_srlv_epi16(__m256i s,__ mmask16 k,__ m256i a, __m256i cnt); 


m256i 


mm256_maskz_srlv_epi16(__mmask16 k,__ m256i a, __m256i cnt); 


m128i 


mm_mask_srlv_epi16(__m128i s,___ mmask8 k,__m128i a, ___m128i cnt); 


m1 28i 


mm_maskz_srlv_epi16(__mmask8 k,___m128i a,__m128i cnt); 


m256i 


mm256_srlv_epi32 (__m256i m, __m256i count) 


m512i 


mm512_srlv_epi32(__m512i a, __m512i cnt); 


m512i_mm512_mask_srlv_epi32(__m512is,__ mmask16 k,__m512ia,__m512i cnt); 
m512i_mm512_maskz_srlv_epi32(__mmask16 k,__m512ia,__m512i cnt); 
m256i__mm256_mask_srlv_epi32(__m256is,__ mmask8 k,__ m256i a, __ m256i cnt); 
m256i__mm256_maskz_srlv_epi32(__mmask8 k,___ m256i a, __ m256i cnt); 

m128i __mm_mask_srlv_epi32(__m128i s,__ mmask8 k,___m128i a, ___m128i cnt); 
m128i__mm_maskz_srlv_epi32(__mmask8 k,__m128i a, __m128i cnt); 
m512i_mm512_srlv_epi64(__m512ia,___m512i cnt); 
m512i_mm512_mask_srlv_epi64(__m512is,__ mmask8 k,__m512ia,___m512i cnt); 
m512i_mm512_maskz_srlv_epi64(__ mmask8 k,__ m512ia,___m512i cnt); 

m256i __mm256_mask_srlv_epi64(__m256is,__ mmask8 k,___ m256i a, __ m256i cnt); 
m256i __mm256_maskz_srlv_epi64(__ mmask8 k,___ m256i a, __ m256i cnt); 

m128i __mm_mask_srlv_epi64(__m128i s,__ mmask8 k,__m128i a, ___m128i cnt); 
m128i __mm_maskz_srlv_epi64(___mmask8 k,__m128i a, ___m128i cnt); 

m256i __mm256_srlv_epi64 (__m256i m, __m256i count) 
m128i_mm_srlv_epi32(__m128i a,__m128i cnt); 
m128i_mm_srlv_epi64(__m128i a,___m128i cnt); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
VEX-encoded instructions, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded VPSRLVD/Q, see Table 2-49, “Type E4 Class Exception Conditions”. 


EVEX-encoded VPSRLVW, see Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VPTERNLOGD/VPTERNLOGQ—Bitwise Ternary Logic 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F3A.WO 25 /r ib A VIV AVX512VL | Bitwise ternary logic taking xmm1, xmme2 and 
VPTERNLOGD xmm1 {k1}{z}, xmm2, AVX512F xmm3/m128/m32bcst as source operands and writing 
xmm3/m128/m32bcst, imm8 the result to xmm1 under writemask k1 with dword 


granularity. The immediate value determines the specific 
binary function being implemented. 


EVEX.256.66.0F3A.WO 25 /r ib A VIV AVX512VL | Bitwise ternary logic taking ymm1, ymm2 and 
VPTERNLOGD ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m32bcst as source operands and writing 
ymm3/m256/m32bcst, imm8 the result to ymm1 under writemask k1 with dword 


granularity. The immediate value determines the specific 
binary function being implemented. 


EVEX.512.66.0F3A.WO 25 /r ib A VIV AVX512F Bitwise ternary logic taking zmm1, zmm2 and 
VPTERNLOGD zmm1 {k1}{z}, zmm2, zmm3/m512/m32bcst as source operands and writing 
zmm3/m512/m32bcst, imm8 the result to zmm1 under writemask k1 with dword 


granularity. The immediate value determines the specific 
binary function being implemented. 


EVEX.128.66.0F3A.W1 25 /r ib A VIV AVX512VL | Bitwise ternary logic taking xmm1, xmme2 and 
VPTERNLOGQ xmm1 {k1}{z}, xmm_2, AVX512F xmm3/m128/m64bcst as source operands and writing 
xmm3/m128/m64bcst, imm8 the result to xmm1 under writemask k1 with qword 


granularity. The immediate value determines the specific 
binary function being implemented. 


EVEX.256.66.0F3A.W1 25 /r ib A VV AVX512VL | Bitwise ternary logic taking ymm1, ymm2 and 
VPTERNLOGQ ymm1 {k1}{z}, ymm2, AVX512F ymm3/m256/m64bcst as source operands and writing 
ymm3/m256/m64bcst, imm8 the result to ymm1 under writemask k1 with qword 


granularity. The immediate value determines the specific 
binary function being implemented. 


EVEX.512.66.0F3A.W1 25 /r ib A VIV AVX512F Bitwise ternary logic taking zmm1, zmm2 and 
VPTERNLOGQ zmm1 {k1}{z}, zmm2, zmm3/m512/m64bcst as source operands and writing 
zmm3/m512/m64bcst, imm8 the result to zmm1 under writemask k1 with qword 


granularity. The immediate value determines the specific 
binary function being implemented. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


VPTERNLOGD/Q takes three bit vectors of 512-bit length (in the first, second and third operand) as input data to 
form a set of 512 indices, each index is comprised of one bit from each input vector. The imm8 byte specifies a 
boolean logic table producing a binary value for each 3-bit index value. The final 512-bit boolean result is written 
to the destination operand (the first operand) using the writemask k1 with the granularity of doubleword element 
or quadword element into the destination. 


The destination operand is a ZMM (EVEX.512)/YMM (EVEX.256)/XMM (EVEX.128) register. The first source 
operand is a ZMM/YMM/XMM register. The second source operand can be a ZMM/YMM/XMM register, a 
512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 32/64-bit memory location The 
destination operand is a ZMM register conditionally updated with writemask k1. 
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Table 5-18 shows two examples of Boolean functions specified by immediate values OxE2 and OxE4, with the look 
up result listed in the fourth column following the three columns containing all possible values of the 3-bit index. 


Table 5-18. Examples of VPTERNLOGD/Q Imm8 Boolean Function and Input Index Values 


VPTERNLOGD reg1, reg2, src3, OxE2 Bit Result with | VPTERNLOGD reg1, reg2, src3, OxE4 Bit Result with 
Bit(reg1) Bit(req2) Bit(src3) ImmB=OxE2 | Bitiregl) Bit(reg2) —_| Bit(src3) Immne=OxEt 

0 0 0 0 0 0 0 0 

0 0 1 1 0 0 1 0 

0 1 0 0 0 1 0 1 

0 1 1 0 0 1 1 0 

1 0 0 0 1 0 0 0 

1 0 1 1 1 0 1 1 

1 1 0 1 1 1 0 1 

1 1 1 1 1 1 1 1 


Specifying different values in imm8 will allow any arbitrary three-input Boolean functions to be implemented in 
software using VPTERNLOGD/Q. Table 5-10 and Table 5-11 provide a mapping of all 256 possible imm8 values to 
various Boolean expressions. 


Operation 

VPTERNLOGD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 


i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
FOR k := 0 TO 31 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN DEST{j][k] := imm[(DEST[i+k] << 2) + (SRC1[i+k ] << 1) + SRC2[k J] 
ELSE DESTI[j][k] := imm[(DEST[i+k] << 2) + (SRC1[ i+k ] << 1) + SRC2[ i+k J] 
Fl; 
; table lookup of immediate bellow; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31 +i:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[31 +i:i] := O 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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VPTERNLOGQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 


i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
FOR k := 0 TO 63 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN DEST{j][k] := imm[(DEST[i+k] << 2) + (SRC1[i+k ] << 1) + SRC2[ k J] 
ELSE DEST{j][k] := imm[(DEST[i+k] << 2) + (SRC1[i+k ] << 1) + SRC2[ i+k J] 
Fl; ; table lookup of immediate bellow; 
ELSE 
IF *merging-masking* ; Merging-masking 
THEN *DEST[63+i:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[63+i:i] := 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 


VPTERNLOGD __m512i_mm512_ternarylogic_epi32(__m512i a,__m512ib, int imm); 
VPTERNLOGD __m512i_mm512_mask_ternarylogic_epi32(__m512is,__ mmask16 m,__m512i a,_m512ib, int imm); 


VPTERNLOGD __m512i_mm512_maskz_ternarylogic_epi32(__mmask m,_m512i a,__m512i, int imm); 
VPTERNLOGD __m256i_mm256_ternarylogic_epi32(__m256i a,___m256i b, int imm); 
VPTERNLOGD __m256i_mm256_mask_ternarylogic_epi32(__m256i s,__ mmask8 m, __m256i a, __m256i b, int imm); 


VPTERNLOGD __m256i_mm256_maskz_ternarylogic_epi32(__mmask8 m, __m256i a,__m256i b, int imm); 
VPTERNLOGD __m128i_mm_ternarylogic_epi32(__m128i a,__m128ib, int imm); 

VPTERNLOGD __m128i __mm_mask_ternarylogic_epi32(__m128i s,__ mmask8 m, __m128i a,__m128ib, int imm); 
VPTERNLOGD __m128i __mm_maskz_ternarylogic_epi32(__ mmask8 m, __m128i a,__m128i b, int imm); 
VPTERNLOGQ __m512i_mm512_ternarylogic_epi64(__m512i a,__m512ib, int imm); 

VPTERNLOGQ __m512i_mm512_mask_ternarylogic_epi64(__m512is,__ mmask8 m,___m512i a,__m512ib, int imm); 
VPTERNLOGQ __m512i_mm512_maskz_ternarylogic_epi64(__ mmask8 m, ___m512i a,__m512ib, int imm); 
VPTERNLOGQ __m256i_mm256_ternarylogic_epi64(__m256i a, ___ m256i b, int imm); 

VPTERNLOGQ __m256i__mm256_mask_ternarylogic_epi64(__m256is,__ mmask8 m, __m256i a,__m256i b, int imm); 
VPTERNLOGQ __m256i__mm256_maskz_ternarylogic_epi64(__ mmask8 m, __m256i a, __m256i b, int imm); 
VPTERNLOGQ __m128i_mm_ternarylogic_epi64(__m128i a, __m128i b, int imm); 

VPTERNLOGQ __m128i __mm_mask_ternarylogic_epi64(__m128is,__ mmask8 m, ___m128i a,__m128i b, int imm); 
VPTERNLOGQ __m128i__mm_maskz_ternarylogic_epi64(__ mmask8 m, __m128i a,__m128i }, int imm); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-49, “Type E4 Class Exception Conditions”. 
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VPTESTMB/VPTESTMW/VPTESTMD/VPTESTMQ—Logical AND and Set Mask 


VPTESTMB k2 {k1}, xmm2, 
xmm3/m128 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F38.W0 26 /r A VIV AVX512VL Bitwise AND of packed byte integers in xmm2 and 


AVX512BW | xmm3/m128 and set mask k2 to reflect the zero/non-zero 
status of each element of the result, under writemask k1. 


EVEX.256.66.0F38.W0 26 /r 
VPTESTMB k2 {k1}, ymm2, 
ymm3/m256 


A VIV AVX512VL Bitwise AND of packed byte integers in ymm2 and 
AVX512BW | ymm3/m256 and set mask k2 to reflect the zero/non-zero 
status of each element of the result, under writemask k1. 


EVEX.512.66.0F38.W0O 26 /r 
VPTESTMB k2 {k1}, zmm2, 
zmm3/m512 


A VIV AVX512BW | Bitwise AND of packed byte integers in zmm2 and 
zmm3/m512 and set mask k2 to reflect the zero/non-zero 
status of each element of the result, under writemask k1. 


EVEX.128.66.0F38.W1 26 /r 
VPTESTMW k2 {k1}, xmm_z, 
xmm3/m128 


A VIV AVX512VL Bitwise AND of packed word integers in xmm2 and 
AVX512BW | xmm3/m128 and set mask k2 to reflect the zero/non-zero 
status of each element of the result, under writemask k1. 


EVEX.256.66.0F38.W1 26 /r 
VPTESTMW k2 {k1}, ymm_2, 
ymm3/m256 
EVEX.512.66.0F38.W1 26 /r 
VPTESTMW k2 {k1}, zmm2, 
zmm3/m512 


A VIV AVX512VL Bitwise AND of packed word integers in ymm2 and 
AVX512BW | ymm3/m256 and set mask k2 to reflect the zero/non-zero 
status of each element of the result, under writemask k1. 
A VV AVX512BW | Bitwise AND of packed word integers in zmm2 and 
zmm3/m512 and set mask k2 to reflect the zero/non-zero 
status of each element of the result, under writemask k1. 


EVEX.128.66.0F38.W0 27 /r B VIV AVX512VL Bitwise AND of packed doubleword integers in xmm2 and 

VPTESTMD k2 {k1}, xmm2, AVX512F xmm3/m128/m32bcst and set mask k2 to reflect the 

xmm3/m128/m32bcst zero/non-zero status of each element of the result, under 
writemask k1. 

EVEX.256.66.0F38.W0 27 /r B VIV AVX512VL Bitwise AND of packed doubleword integers in ymm2 and 

VPTESTMD k2 {k1}, ymm2, AVX512F ymm3/m256/m32bcst and set mask k2 to reflect the 

ymm3/m256/m32bcst zero/non-zero status of each element of the result, under 
writemask k1. 

EVEX.512.66.0F38.W0 27 /r B VIV AVX512F Bitwise AND of packed doubleword integers in zmm2 and 

VPTESTMD k2 {k1}, zmm2, zmm3/m512/m32bcst and set mask k2 to reflect the 

zmm3/m512/m32bcst zero/non-zero status of each element of the result, under 


writemask k1. 


EVEX.128.66.0F38.W1 27 /r 
VPTESTMQ k2 {k1}, xmm2, 
xmm3/m128/m64bcst 


B VIV AVX512VL Bitwise AND of packed quadword integers in xmm_2 and 
AVX512F xmm3/m128/m64bcst and set mask k2 to reflect the 
zero/non-zero status of each element of the result, under 
writemask k1. 


EVEX.256.66.0F38.W1 27 /r 
VPTESTMQ k2 {k1}, ymm2, 
ymm3/m256/m64bcst 


B VIV AVX512VL Bitwise AND of packed quadword integers in ymm2 and 
AVX512F ymm3/m256/m64bcst and set mask k2 to reflect the 
zero/non-zero status of each element of the result, under 
writemask k1. 


EVEX.512.66.0F38.W1 27 /r 
VPTESTMQ k2 {k1}, zmm2, 
zmm3/m512/m64bcst 


B VIV AVX512F Bitwise AND of packed quadword integers in zmm2 and 
zmm3/m512/m64bcst and set mask k2 to reflect the 
zero/non-zero status of each element of the result, under 
writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
5-506 Vol. 2C VPTESTMB/VPTESTMW/VPTESTMD/VPTESTMQ—Logical AND and Set Mask 


Description 


Performs a bitwise logical AND operation on the first source operand (the second operand) and second source 


operand (the third operand) and stores the result in the destination operand (the first operand) under the 
writemask. Each bit of the result is set to 1 if the bitwise AND of the corresponding elements of the first and second 


src operands is non-zero; otherwise it is set to 0. 


INSTRUCTION SET REFERENCE, V-Z 


VPTESTMD/VPTESTMQ: The first source operand is a ZMM/YMM/XMM register. The second source operand can be a 
ZMM/YMM/XMM register, a 512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 


32/64-bit memory location. The destination operand is a mask register updated under the writemask. 


VPTESTMB/VPTESTMW: The first source operand is a ZMM/YMM/XMM register. The second source operand can be a 
ZMM/YMM/XMM register or a 512/256/128-bit memory location. The destination operand is a mask register 


updated under the writemask. 


Operation 


VPTESTMB (EVEX encoded versions) 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
IF k1[j] OR *no writemask* 
THEN — DEST{j] := (SRC1[i+7:i] BITWISE AND SRC2[i+7:i] != 0)? 1 : 0; 
ELSE DEST{j] = 0 ; zeroing-masking only 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


VPTESTMW (EVEX encoded versions) 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF k1[j] OR *no writemask* 
THEN — DEST{[j] = (SRC1[i+15:i] BITWISE AND SRC2[i+15:i] != 0)? 1 : 0; 
ELSE DEST{[j] = 0 ; zeroing-masking only 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


VPTESTMD (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 


THEN DEST{j] := (SRC1[i+31:i] BITWISE AND SRC2[31:0] != 0)? 1 : 0; 
ELSE DEST{j] = (SRC1[i+31:i] BITWISE AND SRC2[i+31:i] != 0)? 1 : 0; 


Fl; 
ELSE DEST{j] := 0 ; zeroing-masking only 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 
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VPTESTMQ (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN DEST{j] := (SRC1[i+63:i] BITWISE AND SRC2[63:0] != 0)? 1 : 0; 
ELSE DEST{j] := (SRC1[i+63:i] BITWISE AND SRC2[i+63:i] != 0)? 1 : 0; 
Fl; 
ELSE DEST{j] := 0 ; zeroing-masking only 
Fl; 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


Intel C/C++ Compiler Intrinsic Equivalents 


VPTESTMB __mmask64_mm512_test_epi8_mask(__m512i a,__m512i b); 
VPTESTMB __mmask64 __mm512_mask_test_epi8_mask(__mmask64, 
VPTESTMW __mmask32 __mm512_test_epi16_mask(__m512ia,__m512i b); 
VPTESTMW __mmask32 _mm512_mask_test_epi16_mask(__mmask32, 
VPTESTMD __mmask16 __mm512_test_epi32_mask(__m512i a,__m512ib); 

VPTESTMD __mmask16 __mm512_mask_test_epi32_mask(__mmask16,___m512i a, 
VPTESTMQ __mmask8 _mm512_test_epi64_mask(__m512i a, __m512i b); 

VPTESTMQ __mmask8 _mm512_mask_test_epi64_mask(__mmask8, __m512i a, 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
VPTESTMD/Q: See Table 2-49, “Type E4 Class Exception Conditions”. 


m512ia,__m512ib); 


m512ia,__m512ib); 


m512i b); 


VPTESTMB/W: See Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode 
Support 
EVEX.128.F3.0F38.W0 26 /r A VIV AVX512VL Bitwise NAND of packed byte integers in xmm2 and 
VPTESTNMB k2 {k1!, xmm2, AVX512BW | xmm3/m128 and set mask k2 to reflect the zero/non-zero 
xmm3/m128 status of each element of the result, under writemask k1. 
EVEX.256.F3.0F38.W0 26 /r A VIV AVX512VL Bitwise NAND of packed byte integers in ymm2 and 
VPTESTNMB k2 {k1!, ymme2, AVX512BW | ymm3/m256 and set mask k2 to reflect the zero/non-zero 
ymm3/m256 status of each element of the result, under writemask k1. 
EVEX.512.F3.0F38.W0 26 /r A VIV AVX512F Bitwise NAND of packed byte integers in zmm2 and 
VPTESTNMB k2 {k1}!, zmm2, AVX512BW | zmm3/m512 and set mask k2 to reflect the zero/non-zero 
zmm3/m512 status of each element of the result, under writemask k1. 
EVEX.128.F3.0F38.W1 26 /r A VIV AVX512VL Bitwise NAND of packed word integers in xmm2 and 
VPTESTNMW k2 {k1}, xmme2, AVX512BW | xmm3/m128 and set mask k2 to reflect the zero/non-zero 
xmm3/m1 28 status of each element of the result, under writemask k1. 
EVEX.256.F3.0F38.W1 26 /r A VIV AVX512VL Bitwise NAND of packed word integers in ymm2 and 
VPTESTNMW k2 {k1}, ymm2, AVX512BW | ymm3/m256 and set mask k2 to reflect the zero/non-zero 
ymm3/m256 status of each element of the result, under writemask k1. 
EVEX.512.F3.0F38.W1 26 /r A VIV AVX512F Bitwise NAND of packed word integers in zmm2 and 
VPTESTNMW k2 {k1}, zmm2, AVX512BW | zmm3/m512 and set mask k2 to reflect the zero/non-zero 
zmm3/m512 status of each element of the result, under writemask k1. 
EVEX.128.F3.0F38.W0 27 /r B VIV AVX512VL Bitwise NAND of packed doubleword integers in xmm2 and 
VPTESTNMD k2 {k1}, xmm2, AVX512F xmm3/m128/m32bcst and set mask k2 to reflect the 
xmm3/m128/m32bcst zero/non-zero status of each element of the result, under 
writemask k1. 
EVEX.256.F3.0F38.W0 27 /r B VIV AVX512VL Bitwise NAND of packed doubleword integers in ymm2 and 
VPTESTNMD k2 {k1}, ymm2, AVX512F ymm3/m256/m32bcst and set mask k2 to reflect the 
ymm3/m256/m32bcst zero/non-zero status of each element of the result, under 
writemask k1. 
EVEX.512.F3.0F38.W0 27 /r B VIV AVX512F Bitwise NAND of packed doubleword integers in zmm2 and 
VPTESTNMD k2 {k1}, zmm2, zmm3/m512/m32bcst and set mask k2 to reflect the 
zmm3/m512/m32bcst zero/non-zero status of each element of the result, under 
writemask k1. 
EVEX.128.F3.0F38.W1 27 /r B VIV AVX512VL Bitwise NAND of packed quadword integers in xmm2 and 
VPTESTNMQ k2 {k1}, xmm2, AVX512F xmm3/m128/m64bcst and set mask k2 to reflect the 
xmm3/m128/m64bcst zero/non-zero status of each element of the result, under 
writemask k1. 
EVEX.256.F3.0F38.W1 27 /r B VIV AVX512VL Bitwise NAND of packed quadword integers in ymm2 and 
VPTESTNMQ k2 {k1}, ymm2, AVX512F ymm3/m256/m64bcst and set mask k2 to reflect the 
ymm3/m256/m64bcst zero/non-zero status of each element of the result, under 
writemask k1. 
EVEX.512.F3.0F38.W1 27 /r B VIV AVX512F Bitwise NAND of packed quadword integers in zmm2 and 


VPTESTNMQ k2 {k1}, zmm2, 
zmm3/m512/m64bcst 


zmm3/m512/m64bcst and set mask k2 to reflect the 
zero/non-zero status of each element of the result, under 
writemask k1. 
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Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full Mem ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
B Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a bitwise logical NAND operation on the byte/word/doubleword/quadword element of the first source 
operand (the second operand) with the corresponding element of the second source operand (the third operand) 
and stores the logical comparison result into each bit of the destination operand (the first operand) according to the 
writemask k1. Each bit of the result is set to 1 if the bitwise AND of the corresponding elements of the first and 


second src operands is zero; otherwise it is set to 0. 


EVEX encoded VPTESTNMD/Q: The first source operand is a ZMM/YMM/XMM registers. The second source operand 
can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location, or a 512/256/128-bit vector broadcasted 


from a 32/64-bit memory location. The destination is updated according to the writemask. 


EVEX encoded VPTESTNMB/W: The first source operand is a ZMM/YMM/XMM registers. The second source operand 
can be a ZMM/YMM/XMM register, a 512/256/128-bit memory location. The destination is updated according to the 


writemask. 


Operation 


VPTESTNMB 
(KL, VL) = (16, 128), (32, 256), (64, 512) 
FOR j := 0 TO KL-1 
i:=j*8 
IF MaskBit(j) OR *no writemask* 
THEN 


DEST[j] = (SRC1[i+7:i] BITWISE AND SRC2[i+7:i] == 0)? 1:0 


ELSE DEST{j] := 0; zeroing masking only 
Fl 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


VPTESTNMW 
(KL, VL) = (8, 128), (16, 256), (32, 512) 
FOR j := 0 TO KL-1 
i:=j*16 
IF MaskBit(j) OR *no writemask* 
THEN 


DEST[j] := (SRC1[i+15:i] BITWISE AND SRC2[i+15:i] == 0)? 1:0 


ELSE DEST{j] := 0; zeroing masking only 
Fl 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 
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VPTESTNMD 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:= j*32 
IF MaskBit(j) OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 


THEN DEST[i+31:i] := (SRC1[i+31:i] BITWISE AND SRC2[31:0] == 0)? 1:0 
ELSE DEST{j] := (SRC1[i+31:i] BITWISE AND SRC2[i+31:i] == 0)? 1:0 


Fl 
ELSE DEST{[j] := 0; zeroing masking only 
Fl 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


VPTESTNMQ 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i= j*64 
IF MaskBit(j) OR *no writemask* 
THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 


THEN DEST{j] := (SRC1[i+63:i] BITWISE AND SRC2[63:0] == 0)? 1 : 0; 
ELSE DEST{j] := (SRC1[i+63:i] BITWISE AND SRC2[i+63:i] == 0)? 1 : 0; 


Fl; 
ELSE DEST{[j] := 0; zeroing masking only 
Fl 
ENDFOR 
DEST[MAX_KL-1:KL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VPTESTNMB __mmask64 _mm512_testn_epi8_mask(__m512i a,__m512ib); 
VPTESTNMB __mmask64 _mm512_mask_testn_epi8_mask(__mmask64, __m512ia, 
VPTESTNMB __mmask32 _mm256_testn_epi8_mask(__m256i a, __ m256i b); 
VPTESTNMB __mmask32 _mm256_mask_testn_epi8_mask(__mmask32, _ m256i a, 
VPTESTNMB __mmask16 _mm_testn_epi8_mask(__m128i a, __m128i b); 


VPTESTNMB __mmask16 _mm_mask_testn_epi8_mask(__mmask16, 


VPTESTNMW __mmask32 _mm512_testn_epil16_mask(__m512ia,__m512i b); 
VPTESTNMW __mmask32 _mm512_mask_testn_epi16_mask(__mmask32,__m512ia, 
VPTESTNMW __mmask16 _mm256_testn_epi16_mask(__m256i a, __m256i b); 
VPTESTNMW __mmask16 _mm256_mask_testn_epi16_mask(__mmask16,___m256i a, 
VPTESTNMW __mmask8 _mm_testn_epi16_mask(__m128i a, ___m128i b); 


VPTESTNMW __mmask8 _mm_mask_testn_epi16_mask(__mmask8, 


VPTESTNMD __mmask16 _mm512_testn_epi32_mask(__m512i a,__m512ib); 
VPTESTNMD __mmask16 _mm512_mask_testn_epi32_mask(__mmask16, 
VPTESTNMD __mmask8 _mm256_testn_epi32_mask(__m256i a, __ m256i b); 
VPTESTNMD __mmask8 _mm256_mask_testn_epi32_mask(__mmask8, __m256i a, 
VPTESTNMD __mmask8 _mm_testn_epi32_mask(__m128i a, ___m128i b); 


VPTESTNMD __mmask8 _mm_mask_testn_epi32_mask(__mmask8, 


VPTESTNMQ __mmask8 _mm512_testn_epi64_mask(__m512i a, ___m512i b); 
VPTESTNMQ __mmask8 _mm512_mask_testn_epi64_mask(__mmask8, __m512i a, 
VPTESTNMQ __mmask8 _mm256_testn_epi64_mask(__m256i a, __m256i b); 
VPTESTNMQ __mmask8 _mm256_mask_testn_epi64_mask(__mmask8, __m256i a, 
VPTESTNMQ __mmask8 _mm_testn_epi64_mask(__m128i a, __m128i b); 
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VPTESTNMQ __mmask8 _mm_mask_testn_epi64_mask(__mmask8, __m128i a, __m128i b); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
VPTESTNMD/VPTESTNMQ: See Table 2-49, “Type E4 Class Exception Conditions”. 
VPTESTNMB/VPTESTNMW: See Exceptions Type E4.nb in Table 2-49, “Type E4 Class Exception Conditions”. 
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VRANGEPD—Range Restriction Calculation For Packed Pairs of Float64 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.128.66.0F3A.W1 50 /r ib A VV AVX512VL_ | Calculate two RANGE operation output value from 2 pairs 
VRANGEPD xmm1 {k1}{z}, xmm2, AVX512DQ_ | of double-precision floating-point values in xmm2 and 
xmm3/m128/m64bcst, imm8 xmm3/m128/m32bcst, store the results to xmm1 under 
the writemask k1.Imm8 specifies the comparison and sign 
of the range operation. 
EVEX.256.66.0F3A.W1 50 /r ib A VV AVX512VL_ | Calculate four RANGE operation output value from 4pairs 
VRANGEPD ymm1 {k1}{z}, ymm2, AVX512DQ_ | of double-precision floating-point values in ymm2 and 
ymm3/m256/m64bcst, imm8 ymm3/m256/m32bcst, store the results to ymm1 under 
the writemask k1.Imm8 specifies the comparison and sign 
of the range operation. 
EVEX.512.66.0F3A.W1 50 /r ib A VV AVX512DQ_ | Calculate eight RANGE operation output value from 8 
VRANGEPD zmm1 {k1}{z}, zmm2, pairs of double-precision floating-point values in zmm2 
zmm3/m512/m64bcst{sae}, imm8 and zmm3/m512/m32bcst, store the results to zmm1 
under the writemask k1. Imm8 specifies the comparison 
and sign of the range operation. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


This instruction calculates 2/4/8 range operation outputs from two sets of packed input double-precision FP values 
in the first source operand (the second operand) and the second source operand (the third operand). The range 
outputs are written to the destination operand (the first operand) under the writemask k1. 


Bits7:4 of imm8 byte must be zero. The range operation output is performed in two parts, each configured by a 
two-bit control field within imm8[3:0]: 


° Imm8[1:0] specifies the initial comparison operation to be one of max, min, max absolute value or min 
absolute value of the input value pair. Each comparison of two input values produces an intermediate result 
that combines with the sign selection control (Imm8[3:2]) to determine the final range operation output. 


¢ Imm8[3:2] specifies the sign of the range operation output to be one of the following: from the first input 
value, from the comparison result, set or clear. 


The encodings of Imm8[1:0] and Imm8[3:2] are shown in Figure 5-27. 


imm8 


6 5 4 


Must Be Zero 


2 1 0 


Sign Control (SC) 


Compare Operation Select 


Immg[3:2] = 00b : Select sign(SRC1) 


Imm8[3:2] = 01b : Select sign(Compare_Result) 


Imm8[3:2] = 10b : Set sign to 0 
Imm8[3:2] = 11b: Set sign to 1 


Imm8[1:0] = 00b : Select Min value 
Imm8[1:0] = 01b : Select Max value 
Imm8[1:0] = 10b : Select Min-Abs value 
Imm8[1:0] = 11b : Select Max-Abs value 


Figure 5-27. Imm8 Controls for VRANGEPD/SD/PS/SS 
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When one or more of the input value is a NAN, the comparison operation may signal invalid exception (IE). Details 
with one of more input value is NAN is listed in Table 5-19. If the comparison raises an IE, the sign select control 
(Imm8[3:2] has no effect to the range operation output, this is indicated also in Table 5-19. 


When both input values are zeros of opposite signs, the comparison operation of MIN/MAX in the range compare 
operation is slightly different from the conceptually similar FP MIN/MAX operation that are found in the instructions 
VMAXPD/VMINPD. The details of MIN/MAX/MIN_ABS/MAX_ABS operation for VRANGEPD/PS/SD/SS for magni- 
tude-0, opposite-signed input cases are listed in Table 5-20. 


Additionally, non-zero, equal-magnitude with opposite-sign input values perform MIN_ABS or MAX_ABS compar- 


ison operation with result listed in Table 5-21. 


Table 5-19. Signaling of Comparison Operation of One or More NaN Input Values and Effect of Imm8[3:2] 


Src Sre2 Result IE Signaling Due to Comparison Imm8[3:2] Effect to Range Output 

sNaN1 sNaN2 Quiet(sNaN1) Yes Ignored 

sNaN1 qNaN2 Quiet(sNaN1) Yes Ignored 

sNaN1 Norm2 Quiet(sNaN1) Yes Ignored 

qNaN1 sNaN2 Quiet(sNaN2) Yes Ignored 

qNaN1 qNaN2 qNaN1 No Applicable 

qNaN1 Norm2 Norm2 No Applicable 

Norm1 sNaN2 Quiet(sNaN2) Yes Ignored 

Norm1 qNaN2 Norm1 No Applicable 

Table 5-20. Comparison Result for Opposite-Signed Zero Cases for MIN, MIN_ABS and MAX, MAX_ABS 

MIN and MIN_ABS MAX and MAX_ABS 

Src Sre2 Result Src Src2 Result 

+0 -0 -0 +0 -0 +0 

-0 +0 -0 -0 +0 +0 


Table 5-21. Comparison Result of Equal-Magnitude Input Cases for MIN_ABS and MAX_ABS, (|a] = |b], a>0, b<O) 


MIN_ABS ([a| = |b], a>0, b<O) MAX_ABS (|a] = [b], a>0, b<0O) 
Src Src2 Result Src Srce2 Result 
a b b a b a 
b a b b a a 
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Operation 
RangeDP(SRC1[63:0], SRC2[63:0], CmpOpCtl[1:0], SignSelCtI[1 :0]) 
{ 

// Check if SNAN and report IE, see also Table 5-19 

IF (SRC1 = SNAN) THEN RETURN (QNAN(SRC1), set IE); 

IF (SRC2 = SNAN) THEN RETURN (QNAN(SRC2), set IE); 


Src1.exp := SRC1[62:52]; 

Src1.fraction := SRC1[51:0); 

IF ((Src1.exp = O ) and (Src1.fraction != 0)) THEN// Src1 is a denormal number 
IF DAZ THEN Src1.fraction := 0; 
ELSE IF (SRC2 <> QNAN) Set DE; FI; 

Fl; 


Sre2.exp := SRC2[62:52]; 

Src2.fraction := SRC2[51:0); 

IF ((Src2.exp = O) and (Src2.fraction !=0 )) THEN// Src2 is a denormal number 
IF DAZ THEN Src2.fraction := 0; 
ELSE IF (SRC1 <> QNAN) Set DE; FI; 

Fl; 


IF (SRC2 = QNAN) THEN{TMP[63:0] := SRC1[63:0]} 
ELSE IF(SRC1 = QNAN) THEN{TMP[63:0] := SRC2[63:0]} 
ELSE IF (Both SRC1, SRC2 are magnitude-0 and opposite-signed) TMP[63:0] := from Table 5-20 
ELSE IF (Both SRC1, SRC2 are magnitude-equal and opposite-signed and CmpOpCtl[1:0] > 01) TMP[63:0] := from Table 5-21 
ELSE 

Case(CmpOpCtl[1:0]) 

00: TMP[63:0] := (SRC1[63:0] < SRC2[63:0]) ? SRC1[63:0] : SRC2[63:0]; 

01: TMP[63:0] := (SRC1[63:0] < SRC2[63:0]) ? SRC2[63:0] : SRC1[63:0]; 

10: TMP[63:0] := (ABS(SRC1[63:0]) < ABS(SRC2[63:0])) ? SRC1[63:0] : SRC2[63:0]; 

11: TMP[63:0] := (ABS(SRC1[63:0]) < ABS(SRC2[63:0])) ? SRC2[63:0] : SRC1[63:0]; 

ESAC; 
Fl; 


Case(SignSelCtl[1:0]) 
00: dest := (SRC1[63] << 63) OR (TMP[62:0));// Preserve Src1 sign bit 
01: dest := TMP[63:0];// Preserve sign of compare result 
10: dest := (0 << 63) OR (TMP[62:0));// Zero out sign bit 
11: dest := (1 << 63) OR (TMP[62:0));// Set the sign bit 
ESAC; 
RETURN dest[63:0]; 
} 


CmpOpcCtl[1:0]= imm8[1:0]; 
SignSelCtl[1:0]=imm8[3:2]; 
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VRANGEPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b == 1) AND (SRC2 *is memory*) 
THEN DEST[i+63:i] = RangeDP (SRC1[i+63:i], SRC2[63:0], CmpOpCtl[1:0], SignSelCtI[1:0)); 
ELSE DEST[i+63:i] := RangeDP (SRC1[i+63:i], SRC2[i+63:i], CmpOpCtl[1 :0], SignSelCtl[1:0}); 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] = 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


The following example describes a common usage of this instruction for checking that the input operand is bound- 
ed between +1023. 


VRANGEPD zmm_dst, zmm_src, zmm_1023, 02h; 


Where: 
zmm_dst is the destination operand. 
zmm_src is the input operand to compare against £1023 (this is SRC1). 
zmm_1023 is the reference operand, contains the value of 1023 (and this is SRC2). 
IMM=02(imm8[1:0]='10) selects the Min Absolute value operation with selection of SRC1.sign. 


In case |zmm_src| < 1023 (i.e. SRC1 is smaller than 1023 in magnitude), then its value will be written into 
zmm_dst. Otherwise, the value stored in zmm_dst will get the value of 1023 (received on zmm_1i023, which is 
SRC2). 

However, the sign control (imm8[3:2]='00) instructs to select the sign of SRC1 received from zmm_src. So, even 
in the case of |Zmm_src| = 1023, the selected sign of SRC1 is kept. 

Thus, if zmm_src < -1023, the result of VRANGEPD will be the minimal value of -1023 while if zmm_src > +1023, 
the result of VRANGE will be the maximal value of +1023. 
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VRANGEPD __m512d_mm512_range_pd(__m512da, 
VRANGEPD __m512d_mm512_range_round_pd (__m512d a, 


VRANGEPD __m256d_mm256_range_pd (__m256d a, 


VRANGEPD __m128d_mm_maskz_range_pd (__mmask8 k, 


SIMD Floating-Point Exceptions 


Invalid, Denormal 


Other Exceptions 
See Table 2-46, “Type E2 Class Exception Conditions”. 
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m512d b, int imm); 

m512d b, int imm, int sae); 

VRANGEPD __m512d_mm512_mask_range_pd (__m512 ds,___mmask8 k,___m512d a,__m512d b, int imm); 
VRANGEPD __m512d_mm512_mask_range_round_pd (__m512ds, 
VRANGEPD __m512d_mm512_maskz_range_pd (__mmask8 k,___m512d a,__m512d b, int imm); 
VRANGEPD __m512d_mm512_maskz_range_round_pd (__mmask8 k, 
m256d b, int imm); 
VRANGEPD __m256d _mm256_mask_range_pd (__m256ds,__ mmask8 k,__ m256d a, 
VRANGEPD __m256d_mm256_maskz_range_pd (__mmask8 k,__ m256d a, 
VRANGEPD __m128d_mm_range_pd (__m128 a,__m128d, int imm); 
VRANGEPD __m128d_mm_mask_range_pd (__m128 s,___mmask8 k,__m128d a, ___m128d b, int imm); 
m1 28d b, int imm); 


mmask8 k,__m512da, 


m512d b, int imm, int sae); 


m256d b, int imm); 
m256d b, int imm); 


m128d a, 
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m512d b, int imm, int sae); 
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VRANGEPS—Range Restriction Calculation For Packed Pairs of Float32 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.66.0F3A.WO 50 /r ib A VIV AVX512VL | Calculate four RANGE operation output value from 4 pairs 
VRANGEPS xmm1 {k1}{z}, xmm2, AVX512DQ_ | of single-precision floating-point values in xmm2 and 
xmm3/m128/m32bcst, imm8 xmm3/m128/m32bcst, store the results to xmm1 under 


the writemask k1.Imm8 specifies the comparison and sign 
of the range operation. 


EVEX.256.66.0F3A.WO 50 /r ib A VIV AVX512VL | Calculate eight RANGE operation output value from 8 pairs 
VRANGEPS ymm1 {k1}{z}, ymm2, AVX512DQ_ | of single-precision floating-point values in ymm2 and 
ymm3/m256/m32bcst, imm8 ymm3/m256/m32bcst, store the results to ymm1 under 


the writemask k1.Imm8 specifies the comparison and sign 
of the range operation. 


EVEX.512.66.0F3A.WO 50 /r ib A VIN AVX512DQ | Calculate 16 RANGE operation output value from 16 pairs 
VRANGEPS zmm1 {k1}{z}, zmm2, of single-precision floating-point values in zmm2 and 
zmm3/m512/m32bcst{sae}, imm8 zmm3/m512/m32bcst, store the results to zmm1 under 


the writemask k1.Imm8 specifies the comparison and sign 
of the range operation. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


This instruction calculates 4/8/16 range operation outputs from two sets of packed input single-precision FP values 
in the first source operand (the second operand) and the second source operand (the third operand). The range 
outputs are written to the destination operand (the first operand) under the writemask k1. 


Bits7:4 of imm8 byte must be zero. The range operation output is performed in two parts, each configured by a 
two-bit control field within imm8[3:0]: 
° Imm8[1:0] specifies the initial comparison operation to be one of max, min, max absolute value or min 


absolute value of the input value pair. Each comparison of two input values produces an intermediate result that 
combines with the sign selection control (Imm8[3:2]) to determine the final range operation output. 


° Imm8[3:2] specifies the sign of the range operation output to be one of the following: from the first input 
value, from the comparison result, set or clear. 

The encodings of Imm8[1:0] and Imm8[3:2] are shown in Figure 5-27. 

When one or more of the input value is a NAN, the comparison operation may signal invalid exception (IE). Details 


with one of more input value is NAN is listed in Table 5-19. If the comparison raises an IE, the sign select control 
(Imm8[3:2]) has no effect to the range operation output, this is indicated also in Table 5-19. 


When both input values are zeros of opposite signs, the comparison operation of MIN/MAX in the range compare 
operation is slightly different from the conceptually similar FP MIN/MAX operation that are found in the instructions 
VMAXPD/VMINPD. The details of MIN/MAX/MIN_ABS/MAX_ABS operation for VRANGEPD/PS/SD/SS for magni- 
tude-0, opposite-signed input cases are listed in Table 5-20. 


Additionally, non-zero, equal-magnitude with opposite-sign input values perform MIN_ABS or MAX_ABS compar- 
ison operation with result listed in Table 5-21. 
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Operation 
RangeSP(SRC1[31:0], SRC2[31:0], CmpOpCtl[1:0], SignSelCti[1:0]) 
{ 

// Check if SNAN and report IE, see also Table 5-19 

IF (SRC1=SNAN) THEN RETURN (QNAN(SRC1), set IE); 

IF (SRC2=SNAN) THEN RETURN (QNAN(SRC2), set IE); 


Src1.exp := SRC1[30:23]; 

Src1.fraction := SRC1[22:0); 

IF ((Src1.exp = O ) and (Src1.fraction != 0 )) THEN// Src1 is a denormal number 
IF DAZ THEN Src1.fraction := 0; 
ELSE IF (SRC2 <> QNAN) Set DE; FI; 

Fl; 

Src2.exp := SRC2[30:23); 

Srce2.fraction := SRC2[22:0]; 

IF ((Src2.exp = O ) and (Src2.fraction != 0 )) THEN// Src2 is a denormal number 
IF DAZ THEN Src2.fraction := 0; 
ELSE IF (SRC1 <> QNAN) Set DE; FI; 

Fl; 


IF (SRC2 = QNAN) THEN{TMP[31:0] := SRC1[31:0]} 
ELSE IF(SRC1 = QNAN) THEN{TMP[31:0] := SRC2[31:0]} 
ELSE IF (Both SRC1, SRC2 are magnitude-O and opposite-signed) TMP[31:0] := from Table 5-20 
ELSE IF (Both SRC1, SRC2 are magnitude-equal and opposite-signed and CmpOpCtl[1:0] > 01) TMP[31:0] := from Table 5-21 
ELSE 
Case(CmpOpCtl[1:0]) 
00: TMP[31:0] := (SRC1[31:0] < SRC2[31:0]) ? SRC1[31:0] : SRC2[31:0]; 
01: TMP[31:0] := (SRC1[31:0] < SRC2[31:0]) ? SRC2[31:0] : SRC1[31:0]; 
10: TMP[31:0] := (ABS(SRC1[31:0]) < ABS(SRC2[31:0])) ? SRC1[31:0] : SRC2[3 1:0]; 
11: TMP[31:0] := (ABS(SRC1[31:0]) < ABS(SRC2[31:0])) ? SRC2[31:0] : SRC1[31:0]; 
ESAC; 
Fl; 
Case(SignSelCtl[1:0]) 
OO: dest := (SRC1[31] << 31) OR (TMP[30:0));// Preserve Src1 sign bit 
01: dest := TMP[31:0];// Preserve sign of compare result 
10: dest := (0 << 31) OR (TMP[30:0));// Zero out sign bit 
11: dest := (1 << 31) OR (TMP[30:0));// Set the sign bit 
ESAC; 
RETURN dest[31:0]; 
} 


CmpOpcCtl[1:0]= imm8[1:0]; 
SignSelCtl[1:0]=imm8[3:2]; 
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VRANGEPS 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b == 1) AND (SRC2 *is memory*) 
THEN DEST[i+31:i] = RangeSP (SRC1[i+31:i], SRC2[31:0], CmpOpCtl[1:0], SignSelCtI[1:0]); 
ELSE DEST[i+31:i] := RangeSP (SRC1[i+31:i], SRC2[i+31:i], CmpOpCtl[1:0], SignSelCti[1:0}); 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] = 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


The following example describes a common usage of this instruction for checking that the input operand is bound- 
ed between +150. 


VRANGEPS zmm_dst, zmm_src, zmm_1i50, 02h; 


Where: 

zmm_dst is the destination operand. 

zmm_src is the input operand to compare against +150. 

zmm_1i50 is the reference operand, contains the value of 150. 

IMM=02(imm8[1:0]="10) selects the Min Absolute value operation with selection of srci.sign. 


In case |zmm_src| < 150, then its value will be written into zmm_dst. Otherwise, the value stored in zmm_dst 
will get the value of 150 (received on zmm_i50). 


However, the sign control (imm8[3:2]=’00) instructs to select the sign of SRC1 received from zmm_src. So, even 
in the case of |Zmm_src| = 150, the selected sign of SRC1 is kept. 


Thus, if zmm_src < -150, the result of VRANGEPS will be the minimal value of -150 while if zmm_src > +150, 
the result of VRANGE will be the maximal value of +150. 
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Intel C/C++ Compiler Intrinsic Equivalent 
VRANGEPS __m512_mm512_range_ps (__m512 a, 


VRANGEPS __m512_mm512_mask_range_ps (__m512s, 
VRANGEPS __m512_mm512_mask_range_round_ps (_m512s, 


VRANGEPS __m512_mm512_maskz_range_ps (__mmask16 k,__m512 a, 
VRANGEPS __m512_mm512_maskz_range_round_ps (__mmask16 k, 
m256 b, int imm); 
mmask8 k, 
VRANGEPS __m256 __mm256_maskz_range_ps (__mmask8 k,__m256 a, 
VRANGEPS __m128_mm_range_ps (__m128 a, ___m128, int imm); 

VRANGEPS __m128_mm_mask_range_ps (__m128s,__ mmask8 k,__m128 a, 
mi128 a, 


VRANGEPS __m256 _mm256_range_ps (__m256 a, 
VRANGEPS __m256 _mm256_mask_range_ps (__m256 s, 


VRANGEPS __m128_mm_maskz_range_ps (__mmask8 k, 


SIMD Floating-Point Exceptions 


Invalid, Denormal 


Other Exceptions 
See Table 2-46, “Type E2 Class Exception Conditions”. 
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m512 b, int imm); 

VRANGEPS __m512_mm512_range_round_ps (__m512 a,_m512 5, int imm, int sae); 

mmask16 k,__m512 a,__m512 b, int imm); 

m512 b, int imm, int sae); 
m512 b, int imm); 

m512 b, int imm, int sae); 


m256 b, int imm); 
m256 b, int imm); 


m128 b, int imm); 
m128 b, int imm); 
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VRANGESD—Range Restriction Calculation From a pair of Scalar Float64 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.LLIG.66.0F3A.W1 51 /r A VIN AVX512DQ_ | Calculate a RANGE operation output value from 2 double- 
VRANGESD xmm1 {k1}{Z}, precision floating-point values in xmm2 and xmm3/m64, 
xmm2, xmm3/m64{sae}, imm8 store the output to xmm1 under writemask. Imm8 specifies 
the comparison and sign of the range operation. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


This instruction calculates a range operation output from two input double-precision FP values in the low qword 
element of the first source operand (the second operand) and second source operand (the third operand). The 
range output is written to the low qword element of the destination operand (the first operand) under the 
writemask k1. 


Bits7:4 of imm8 byte must be zero. The range operation output is performed in two parts, each configured by a 
two-bit control field within imm8[3:0]: 


° Imm8[1:0] specifies the initial comparison operation to be one of max, min, max absolute value or min 
absolute value of the input value pair. Each comparison of two input values produces an intermediate result that 
combines with the sign selection control (Imm8[3:2]) to determine the final range operation output. 

° Imm8[3:2] specifies the sign of the range operation output to be one of the following: from the first input 
value, from the comparison result, set or clear. 


The encodings of Imm8[1:0] and Imm8[3:2] are shown in Figure 5-27. 
Bits 128:63 of the destination operand are copied from the respective element of the first source operand. 


When one or more of the input value is a NAN, the comparison operation may signal invalid exception (IE). Details 
with one of more input value is NAN is listed in Table 5-19. If the comparison raises an IE, the sign select control 
(Imm8[3:2] has no effect to the range operation output, this is indicated also in Table 5-19. 


When both input values are zeros of opposite signs, the comparison operation of MIN/MAX in the range compare 
operation is slightly different from the conceptually similar FP MIN/MAX operation that are found in the instructions 
VMAXPD/VMINPD. The details of MIN/MAX/MIN_ABS/MAX_ABS operation for VRANGEPD/PS/SD/SS for magni- 
tude-0, opposite-signed input cases are listed in Table 5-20. 

Additionally, non-zero, equal-magnitude with opposite-sign input values perform MIN_ABS or MAX_ABS compar- 
ison operation with result listed in Table 5-21. 
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Operation 
RangeDP(SRC1[63:0], SRC2[63:0], CmpOpCtl[1:0], SignSelCtI[1 :0]) 
{ 

// Check if SNAN and report IE, see also Table 5-19 

IF (SRC1 = SNAN) THEN RETURN (QNAN(SRC1), set IE); 

IF (SRC2 = SNAN) THEN RETURN (QNAN(SRC2), set IE); 


Src1.exp := SRC1[62:52]; 

Src1.fraction := SRC1[51:0); 

IF ((Src1.exp = O ) and (Src1.fraction != 0)) THEN// Src1 is a denormal number 
IF DAZ THEN Src1.fraction := 0; 
ELSE IF (SRC2 <> QNAN) Set DE; FI; 

Fl; 


Sre2.exp := SRC2[62:52]; 

Src2.fraction := SRC2[51:0); 

IF ((Src2.exp = O) and (Src2.fraction !=0 )) THEN// Src2 is a denormal number 
IF DAZ THEN Src2.fraction := 0; 
ELSE IF (SRC1 <> QNAN) Set DE; FI; 

Fl; 


IF (SRC2 = QNAN) THEN{TMP[63:0] := SRC1[63:0]} 
ELSE IF(SRC1 = QNAN) THEN{TMP[63:0] := SRC2[63:0]} 
ELSE IF (Both SRC1, SRC2 are magnitude-0 and opposite-signed) TMP[63:0] := from Table 5-20 
ELSE IF (Both SRC1, SRC2 are magnitude-equal and opposite-signed and CmpOpCtl[1:0] > 01) TMP[63:0] := from Table 5-21 
ELSE 

Case(CmpOpCtl[1:0]) 

00: TMP[63:0] := (SRC1[63:0] < SRC2[63:0]) ? SRC1[63:0] : SRC2[63:0]; 

01: TMP[63:0] := (SRC1[63:0] < SRC2[63:0]) ? SRC2[63:0] : SRC1[63:0]; 

10: TMP[63:0] := (ABS(SRC1[63:0]) < ABS(SRC2[63:0])) ? SRC1[63:0] : SRC2[63:0]; 

11: TMP[63:0] := (ABS(SRC1[63:0]) < ABS(SRC2[63:0])) ? SRC2[63:0] : SRC1[63:0]; 

ESAC; 
Fl; 


Case(SignSelCtl[1:0]) 
00: dest := (SRC1[63] << 63) OR (TMP[62:0));// Preserve Src1 sign bit 
01: dest := TMP[63:0];// Preserve sign of compare result 
10: dest := (0 << 63) OR (TMP[62:0));// Zero out sign bit 
11: dest := (1 << 63) OR (TMP[62:0));// Set the sign bit 
ESAC; 
RETURN dest[63:0]; 
} 


CmpOpcCtl[1:0]= imm8[1:0]; 
SignSelCtl[1:0]=imm8[3:2]; 
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VRANGESD 
IF k1[0] OR *no writemask* 
THEN DEST[63:0] := RangeDP (SRC1[63:0], SRC2[63:0], CmpOpCtl[1:0], SignSelCtl[1:0]); 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[63:0] = 0 
Fl; 
Fl; 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


The following example describes a common usage of this instruction for checking that the input operand is bound- 
ed between +1023. 


VRANGESD xmm_dst, xmm_src, xmm_1023, 02h; 


Where: 

xmm_dst is the destination operand. 

xmm_src is the input operand to compare against +1023. 

xmm_1023 is the reference operand, contains the value of 1023. 

IMM=02(imm8[1:0]=’10) selects the Min Absolute value operation with selection of srci.sign. 


In case |xmm_src| < 1023, then its value will be written into xmm_dst. Otherwise, the value stored in xmm_dst 
will get the value of 1023 (received on xmm_1i023). 

However, the sign control (imm8[3:2]=’00) instructs to select the sign of SRC1 received from xmm_src. So, even 
in the case of |xmm_src| = 1023, the selected sign of SRC1 is kept. 

Thus, if xmm_src < -1023, the result of VRANGEPD will be the minimal value of -1023while if xmm_src > +1023, 
the result of VRANGE will be the maximal value of +1023. 


Intel C/C++ Compiler Intrinsic Equivalent 


VRANGESD __m128d_mm_range_sd (__m128d a, ___m128d, int imm); 

VRANGESD __m128d_mm_range_round_sd (__m128d a, ___m128d }, int imm, int sae); 

VRANGESD __m128d _mm_mask_range_sd (__m128d s,___mmask8 k,___m128d a,__m128d b, int imm); 

VRANGESD __m128d _mm_mask_range_round_sd (__m128d s,___mmask8 k,___m128d a, __m128d b, int imm, int sae); 
VRANGESD __m128d __mm_maskz_range_sd (__mmask8 k,__m128d a, ___m128db, int imm); 

VRANGESD __m128d _mm_maskz_range_round_sd (__mmask8 k, __m128d a,__m128d b, int imm, int sae); 


SIMD Floating-Point Exceptions 


Invalid, Denormal 


Other Exceptions 
See Table 2-47, “Type E3 Class Exception Conditions”. 
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VRANGESS—Range Restriction Calculation From a Pair of Scalar Float32 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.LLIG.66.0F3A.WO 51 /r A VIV AVX512DQ_ | Calculate a RANGE operation output value from 2 single- 
VRANGESS xmm1 {k1}{z}, precision floating-point values in xmm2 and xmm3/m32, 
xmm2, xmm3/m32{sae}, imm8 store the output to xmm1 under writemask. Imm8 specifies 
the comparison and sign of the range operation. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction calculates a range operation output from two input single-precision FP values in the low dword 
element of the first source operand (the second operand) and second source operand (the third operand). The 
range output is written to the low dword element of the destination operand (the first operand) under the 
writemask k1. 

Bits7:4 of imm8 byte must be zero. The range operation output is performed in two parts, each configured by a 
two-bit control field within imm8[3:0]: 


¢ Imm8[1:0] specifies the initial comparison operation to be one of max, min, max absolute value or min 
absolute value of the input value pair. Each comparison of two input values produces an intermediate result 
that combines with the sign selection control (Imm8[3:2]) to determine the final range operation output. 


¢ Imm8[3:2] specifies the sign of the range operation output to be one of the following: from the first input 
value, from the comparison result, set or clear. 

The encodings of Imm8[1:0] and Imm8[3:2] are shown in Figure 5-27. 

Bits 128:31 of the destination operand are copied from the respective elements of the first source operand. 

When one or more of the input value is a NAN, the comparison operation may signal invalid exception (IE). Details 


with one of more input value is NAN is listed in Table 5-19. If the comparison raises an IE, the sign select control 
(Imm8[3:2]) has no effect to the range operation output, this is indicated also in Table 5-19. 


When both input values are zeros of opposite signs, the comparison operation of MIN/MAX in the range compare 
operation is slightly different from the conceptually similar FP MIN/MAX operation that are found in the instructions 
VMAXPD/VMINPD. The details of MIN/MAX/MIN_ABS/MAX_ABS operation for VRANGEPD/PS/SD/SS for magni- 
tude-0, opposite-signed input cases are listed in Table 5-20. 


Additionally, non-zero, equal-magnitude with opposite-sign input values perform MIN_ABS or MAX_ABS compar- 
ison operation with result listed in Table 5-21. 
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Operation 
RangeSP(SRC1[31:0], SRC2[31:0], CmpOpCtl[1:0], SignSelCtI[1:0]) 
{ 

// Check if SNAN and report IE, see also Table 5-19 

IF (SRC1=SNAN) THEN RETURN (QNAN(SRC1), set IE); 

IF (SRC2=SNAN) THEN RETURN (QNAN(SRC2), set IE); 


Src1.exp := SRC1[30:23]; 

Src1.fraction := SRC1[22:0); 

IF ((Src1.exp = 0 ) and (Src1.fraction != 0 )) THEN// Src1 is a denormal number 
IF DAZ THEN Src1.fraction := 0; 
ELSE IF (SRC2 <> QNAN) Set DE; FI; 

Fl; 

Src2.exp := SRC2[30:23]; 

Src2.fraction := SRC2[22:0]; 

IF ((Src2.exp = 0 ) and (Src2.fraction != 0 )) THEN// Src2 is a denormal number 
IF DAZ THEN Src2.fraction := 0; 
ELSE IF (SRC1 <> QNAN) Set DE; FI; 

Fl; 


IF (SRC2 = QNAN) THEN{TMP[31:0] := SRC1[31:0]} 
ELSE IF(SRC1 = QNAN) THEN{TMP[31:0] := SRC2[31:0]} 
ELSE IF (Both SRC1, SRC2 are magnitude-0 and opposite-signed) TMP[31:0] := from Table 5-20 
ELSE IF (Both SRC1, SRC2 are magnitude-equal and opposite-signed and CmpOpCtl[1:0] > 01) TMP[31:0] := from Table 5-21 
ELSE 
Case(CmpOpCtl[1:0]) 
00: TMP[31:0] := (SRC1[31:0] < SRC2[31:0]) ? SRC1[31:0] : SRC2[31:0]; 
01: TMP[31:0] := (SRC1[31:0] < SRC2[31:0]) ? SRC2[31:0] : SRC1[31:0]; 
10: TMP[31:0] := (ABS(SRC1[31:0]) < ABS(SRC2[31:0])) ? SRC1[31:0] : SRC2[3 1:0]; 
11: TMP[31:0] := (ABS(SRC1[31:0]) < ABS(SRC2[31:0])) ? SRC2[31:0] : SRC1[31:0]; 
ESAC; 
Fl; 
Case(SignSelCtl[1:0]) 
00: dest := (SRC1[31] << 31) OR (TMP[30:0]);// Preserve Src1 sign bit 
01: dest := TMP[31:0];// Preserve sign of compare result 
10: dest := (0 << 31) OR (TMP[30:0));// Zero out sign bit 
11: dest := (1 << 31) OR (TMP[30:0));// Set the sign bit 
ESACG; 
RETURN dest[31:0]; 
} 


CmpOpcCtl[1:0]= imm8[1:0]; 
SignSelCtl[1:0]=imm8[3:2]; 
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VRANGESS 
IF k1[0] OR *no writemask* 
THEN DEST[31:0] := RangeSP (SRC1[31:0], SRC2[31:0], CmpOpCtl[1:0], SignSelCti[1:0)); 
ELSE 
IF *merging-masking* ;Merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[31:0] = 0 
Fl; 
Fl; 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


The following example describes a common usage of this instruction for checking that the input operand is 
bounded between +150. 


VRANGESS zmm_dst, zmm_src, zmm_150, 02h; 


Where: 

xmm_dst is the destination operand. 

xmm_src is the input operand to compare against +150. 

xmm_150 is the reference operand, contains the value of 150. 

IMM=02(imm8[1:0]="10) selects the Min Absolute value operation with selection of srci.sign. 


In case |xmm_src] < 150, then its value will be written into zmm_dst. Otherwise, the value stored in xmm_dst 
will get the value of 150 (received on zmm_1i50). 

However, the sign control (imm8[3:2]='00) instructs to select the sign of SRC1 received from xmm_src. So, even 
in the case of |xmm_src| = 150, the selected sign of SRC1 is kept. 

Thus, if xmm_src < -150, the result of VRANGESS will be the minimal value of -150 while if xmm_src > +150, 
the result of VRANGE will be the maximal value of +150. 


Intel C/C++ Compiler Intrinsic Equivalent 


VRANGESS __m128_mm_range_ss (__m128 a, ___m128 b, int imm); 

VRANGESS __m128_mm_range_round_ss (__m128 a,_m128, int imm, int sae); 

VRANGESS __m128_mm_mask_range_ss (__m128 s,___mmask8 k,__m128 a,__m128 b, int imm); 
VRANGESS __m128 _mm_mask_range_round_ss (__m128 s,___mmask8 k,__m128 a,__m128 b, int imm, int sae); 
VRANGESS __m128_mm_maskz_range_ss (__mmask8 k, __m128 a, ___m128 b, int imm); 

VRANGESS __m128_mm_maskz_range_round_ss (__mmask8 k,__m128 a,__m128 b, int imm, int sae); 


SIMD Floating-Point Exceptions 


Invalid, Denormal 


Other Exceptions 
See Table 2-47, “Type E3 Class Exception Conditions”. 
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VRCP14PD—Compute Approximate Reciprocals of Packed Float64 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.66.0F38.W1 4C /r A VN AVX512VL_ | Computes the approximate reciprocals of the packed double- 
VRCP14PD xmm1 {k1}{z}, AVX512F precision floating-point values in xmm2/m128/m64bcst and 
xmm2/m128/m64bcst stores the results in xmm1. Under writemask. 
EVEX.256.66.0F38.W1 4C /r A VN AVX512VL_ | Computes the approximate reciprocals of the packed double- 
VRCP14PD ymm1 {k1}{z}, AVX512F precision floating-point values in ymm2/m256/m64bcst and 
ymm2/m256/m64bcst stores the results in ymm1. Under writemask. 
EVEX.512.66.0F38.W1 4C /r A VIV AVX512F Computes the approximate reciprocals of the packed double- 
VRCP14PD zmm1 {k1}{z}, precision floating-point values in zmm2/m512/m64bcst and 
zmm2/m512/m64bcst stores the results in zmm1. Under writemask. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


This instruction performs a SIMD computation of the approximate reciprocals of eight/four/two packed double- 
precision floating-point values in the source operand (the second operand) and stores the packed double-precision 
floating-point results in the destination operand. The maximum relative error for this approximation is less than 27 
14 


The source operand can be a ZMM register, a 512-bit memory location, or a 512-bit vector broadcasted from a 64- 
bit memory location. The destination operand is a ZMM register conditionally updated according to the writemask. 


The VRCP14PD instruction is not affected by the rounding control bits in the MXCSR register. When a source value 
is a 0.0, an ~ with the sign of the source value is returned. A denormal source value will be treated as zero only in 
case of DAZ bit set in MXCSR. Otherwise it is treated correctly (i.e. not as a 0.0). Underflow results are flushed to 
zero only in case of FTZ bit set in MXCSR. Otherwise it will be treated correctly (i.e. correct underflow result is 
written) with the sign of the operand. When a source value is a SNaN or QNaN, the SNaN is converted to a QNaN or 
the source QNaN is returned. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
MXCSR exception flags are not affected by this instruction and floating-point exceptions are not reported. 


Table 5-22. VRCP14PD/VRCP14SD Special Cases 


Input value Result value Comments 

0<x< 271024 INF Very small denormal 

-2°1024 <x <9 -INF Very small denormal 

X > 21022 Underflow Up to 18 bits of fractions are returned* 
X < -21022 -Underflow Up to 18 bits of fractions are returned* 
X=2n 2 

X=-27 -2" 


* in this case the mantissa is shifted right by one or two bits 


A numerically exact implementation of VRCP14xx can be found at https://software.intel.com/en-us/articles/refer- 
ence-implementations-for-IA-approximation-instructions-vrcp14-vrsgrt14-vrcp28-vrsqrt28-vexp2. 
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Operation 


VRCP14PD ((EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC *is memory*) 
THEN DEST[i+63:i] := APPROXIMATE(1.0/SRC[63:0]); 
ELSE DEST[i+63:i] := APPROXIMATE(1.0/SRC[i+63:i]); 


Fl; 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] :-= 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 

VRCP14PD __m512d_mm512_rcp14_pd(__m512d a); 
VRCP14PD __m512d_mm512_mask_rcp14_pd(__m512ds, 
VRCP14PD __m512d_mm512_maskz_rcp14_pd(__mmask8 k, 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-49, “Type E4 Class Exception Conditions”. 
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mmask8 k, 
m512d a); 
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VRCP14SD—Compute Approximate Reciprocal of Scalar Float64 Value 


Opcode/ Op | 64/32 CPUID Description 
Instruction /En | bitMode | Feature 
Support | Flag 
EVEX.LLIG.66.0F38.W1 4D /r A VIV AVX512F | Computes the approximate reciprocal of the scalar double- 
VRCP14SD xmm1 {k1}{z}, xmm2, precision floating-point value in xmm3/m64 and stores the 
xmm3/m64 result in xmm1 using writemask k1. Also, upper double- 
precision floating-point value (bits[127:64]) from xmm_2 is 
copied to xmm1[127:64]. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction performs a SIMD computation of the approximate reciprocal of the low double-precision floating- 
point value in the second source operand (the third operand) stores the result in the low quadword element of the 
destination operand (the first operand) according to the writemask k1. Bits (127:64) of the XMM register destina- 
tion are copied from corresponding bits in the first source operand (the second operand). The maximum relative 
error for this approximation is less than 2"!4. The source operand can be an XMM register or a 64-bit memory loca- 


tion. The destination operand is an XMM register. 


The VRCP14SD instruction is not affected by the rounding control bits in the MXCSR register. When a source value 
is a 0.0, an ~ with the sign of the source value is returned. A denormal source value will be treated as zero only in 
case of DAZ bit set in MXCSR. Otherwise it is treated correctly (i.e. not as a 0.0). Underflow results are flushed to 
zero only in case of FTZ bit set in MXCSR. Otherwise it will be treated correctly (i.e. correct underflow result is 
written) with the sign of the operand. When a source value is a SNaN or QNaN, the SNaN is converted to a QNaN or 
the source QNaN is returned. See Table 5-22 for special-case input values. 


MXCSR exception flags are not affected by this instruction and floating-point exceptions are not reported. 


A numerically exact implementation of VRCP14xx can be found at: 


https://software.intel.com/en-us/articles/reference-implementations-for-IA-approximation-instructions-vrcp14- 


vrsgrti4-vrcp28-vrsqrt28-vexp2. 


Operation 


VRCP14SD (EVEX version) 
IF k1[0] OR *no writemask* 


THEN DEST[63:0] := APPROXIMATE(1.0/SRC2[63:0)); 


ELSE 
IF *merging-masking* 


ELSE 
DEST[63:0] := 0 
Fl; 
Fl; 
DEST[1 27:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 
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; merging-masking 
THEN *DEST[63:0] remains unchanged* 
; zeroing-masking 


VRCP14SD—Compute Approximate Reciprocal of Scalar Float64 Value 


Intel C/C++ Compiler Intrinsic Equivalent 

VRCP14SD __m128d_mm_rcp14_sd(__m128da,__m128d b); 

VRCP14SD __m128d_mm_mask_rcp14_sd(__m128ds,__ mmask8 k,__ m128d a, 
VRCP14SD __m128d _mm_maskz_rcp14_sd(__mmask8 k,___m128d a,_m128d b); 


m128d b); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-51, “Type E5 Class Exception Conditions”. 
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VRCP14PS—Compute Approximate Reciprocals of Packed Float32 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.128.66.0F38.W0 4C /r A VIV AVX512VL_ | Computes the approximate reciprocals of the packed single- 
VRCP14PS xmm1 {k1}{z}, AVX512F precision floating-point values in xmm2/m128/m32bcst and 
xmm2/m128/m32bcst stores the results in xmm1. Under writemask. 
EVEX.256.66.0F38.W0 4C /r A VV AVX512VL_ | Computes the approximate reciprocals of the packed single- 
VRCP14PS ymm1 {k1}{z}, AVX512F precision floating-point values in ymm2/m256/m32bcst and 
ymm2/m256/m32bcst stores the results in ymm1. Under writemask. 
EVEX.512.66.0F38.W0O 4C /r A VV AVX512F Computes the approximate reciprocals of the packed single- 
VRCP14PS zmm1 {k1}{Z}, precision floating-point values in zmm2/m512/m32bcst and 
zmm2/m512/m32bcst stores the results in zmm1. Under writemask. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


This instruction performs a SIMD computation of the approximate reciprocals of the packed single-precision 
floating-point values in the source operand (the second operand) and stores the packed single-precision floating- 
point results in the destination operand (the first operand). The maximum relative error for this approximation is 
less than 2714, 


The source operand can be a ZMM register, a 512-bit memory location or a 512-bit vector broadcasted from a 32- 
bit memory location. The destination operand is a ZMM register conditionally updated according to the writemask. 


The VRCP14PS instruction is not affected by the rounding control bits in the MXCSR register. When a source value 
is a 0.0, an -~ with the sign of the source value is returned. A denormal source value will be treated as zero only in 
case of DAZ bit set in MXCSR. Otherwise it is treated correctly (i.e. not as a 0.0). Underflow results are flushed to 
zero only in case of FTZ bit set in MXCSR. Otherwise it will be treated correctly (i.e. correct underflow result is 
written) with the sign of the operand. When a source value is a SNaN or QNaN, the SNaN is converted to a QNaN or 
the source QNaN is returned. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
MXCSR exception flags are not affected by this instruction and floating-point exceptions are not reported. 


Table 5-23. VRCP14PS/VRCP14SS Special Cases 


Input value Result value Comments 

O<X<2128 INF Very small denormal 

2128 x ¢-0 -INF Very small denormal 

X > 2126 Underflow Up to 18 bits of fractions are returned* 
X < -2126 -Underflow Up to 18 bits of fractions are returned* 
X=2n 2" 

X=-27 -2" 


* in this case the mantissa is shifted right by one or two bits 


A numerically exact implementation of VRCP14xx can be found at: 


https://software.intel.com/en-us/articles/reference-implementations-for-IA-approximation-instructions-vrcp14- 
vrsqrti4-vrcp28-vrsqrt28-vexp2. 
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Operation 


VRCP14PS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC *is memory’) 
THEN DEST[i+31:i] = APPROXIMATE(1.0/SRC[31:0]); 
ELSE DEST[i+31:i] := APPROXIMATE(1.0/SRC[i+31:i]); 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VRCP14PS___m512_mm512_rcp14_ps(__m512 a); 
VRCP14PS___m512_mm512_mask_rcp14_ps(__m512s, 


VRCP14PS __m256_mm256_rcp14_ps(__m256 a); 
VRCP14PS___m256 __mm512_mask_rcp14_ps(__m256 s, 


mmask8 k, 


VRCP14PS __m256 __mm512_maskz_rcp14_ps(__ mmask8 k, __m256 a); 


VRCP14PS __m128_mm_rcp14_ps(__m128 a); 
VRCP14PS __m128_mm_mask_rcp14_ps(__m128 s,__mmask8 k, 
VRCP14PS __m128_mm_maskz_rcp14_ps(__mmask8 k, __m128 a); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-49, “Type E4 Class Exception Conditions”. 
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mmask16 k, 
VRCP14PS __m512_mm512_maskz_rcp14_ps(__ mmask16 k,___m512 a); 


m128 a); 
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VRCP14SS—Compute Approximate Reciprocal of Scalar Float32 Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support Flag 
EVEX.LLIG.66.0F38.W0 4D /r A VV AVX512F | Computes the approximate reciprocal of the scalar single- 
VRCP14SS xmm1 {k1}{z}, xmm2, precision floating-point value in xmm3/m32 and stores the 
xmm3/m32 results in xmm1 using writemask k1. Also, upper double- 
precision floating-point value (bits[127:32]) from xmm2 is 
copied to xmm1[1 27:32]. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction performs a SIMD computation of the approximate reciprocal of the low single-precision floating- 
point value in the second source operand (the third operand) and stores the result in the low quadword element of 
the destination operand (the first operand) according to the writemask k1. Bits (127:32) of the XMM register desti- 
nation are copied from corresponding bits in the first source operand (the second operand). The maximum relative 
error for this approximation is less than 27!4. The source operand can be an XMM register or a 32-bit memory loca- 
tion. The destination operand is an XMM register. 


The VRCP14SS instruction is not affected by the rounding control bits in the MXCSR register. When a source value 
is a 0.0, an ~ with the sign of the source value is returned. A denormal source value will be treated as zero only in 
case of DAZ bit set in MXCSR. Otherwise it is treated correctly (i.e. not as a 0.0). Underflow results are flushed to 
zero only in case of FTZ bit set in MXCSR. Otherwise it will be treated correctly (i.e. correct underflow result is 
written) with the sign of the operand. When a source value is a SNaN or QNaN, the SNaN is converted to a QNaN or 
the source QNaN is returned. See Table 5-23 for special-case input values. 


MXCSR exception flags are not affected by this instruction and floating-point exceptions are not reported. 


A numerically exact implementation of VRCP14xx can be found at https://software.intel.com/en-us/articles/refer- 
ence-implementations-for-IA-approximation-instructions-vrcp14-vrsqrt14-vrcp28-vrsqrt28-vexp2. 


Operation 
VRCP14SS (EVEX version) 
IF k1[0] OR *no writemask* 
THEN DEST[31:0] := APPROXIMATE(1.0/SRC2[31:0)); 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[31:0] := 0 
Fl; 
Fl; 


DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 
VRCP14SS___m128_mm_rcp14_ss(__m128a,__m128 b); 

VRCP14SS_ __m128 _mm_mask_rcp14_ss(__m128s,__mmask8 k,__m128 a,__m128 b); 
VRCP14SS __m128 _mm_maskz_rcp14_ss(__mmask8 k,__m128 a,__m128 b); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-51, “Type E5 Class Exception Conditions”. 
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VREDUCEPD—Perform Reduction Transformation on Packed Float64 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F3A.W156/rib | A VV AVX512VL_ | Perform reduction transformation on packed double-precision 
VREDUCEPD xmm1 {k1}{z}, AVX512DQ_ | floating point values in xmm2/m128/m32bcst by subtracting 
xmm2/m128/m64bcst, imm8 a number of fraction bits specified by the immé8 field. Stores 
the result in xmm1 register under writemask k1. 
EVEX.256.66.0F3A.W156/rib | A VV AVX512VL_ | Perform reduction transformation on packed double-precision 
VREDUCEPD ymm1 {k1}{z}, AVX512DQ_ | floating point values in ymm2/m256/m32bcst by subtracting 
ymm2/m256/m64bcst, imm8 a number of fraction bits specified by the immé8 field. Stores 
the result in ymm1 register under writemask k1. 
EVEX.512.66.0F3A.W1 56 /rib | A VV AVX512DQ_ | Perform reduction transformation on double-precision floating 
VREDUCEPD zmm1 {k1}{Z}, point values in zmm2/m512/m32bcst by subtracting a 
zmm2/m512/m64bcst{sae}, number of fraction bits specified by the imm8 field. Stores the 
imm8 result in zmm1 register under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) Imm8 NA 
Description 


Perform reduction transformation of the packed binary encoded double-precision FP values in the source operand 
(the second operand) and store the reduced results in binary FP format to the destination operand (the first 
operand) under the writemask k1. 


The reduction transformation subtracts the integer part and the leading M fractional bits from the binary FP source 
value, where M is a unsigned integer specified by imm8[7:4], see Figure 5-28. Specifically, the reduction transfor- 
mation can be expressed as: 


dest = src —- (ROUND(2™*src))*2™: 


where “Round()” treats “src”, “2”, and their product as binary FP numbers with normalized significand and bi- 
ased exponents. 


The magnitude of the reduced result can be expressed by considering src= 2P*man2, 
where ‘manz2’ is the normalized significand and ‘p’ is the unbiased exponent 

Then if RC = RNE: 0<=|Reduced Result|<=2?"™-1 

Then if RC # RNE: 0<=|Reduced Result|<2?-™ 


This instruction might end up with a precision exception set. However, in case of SPE set (i.e. Suppress Precision 
Exception, which is imm8[3]=1), no precision exception is reported. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


7 6 5 4 3 2 1 0 


imm8 Fixed point length SPE RS Round Control Override 


Suppress Precision Exception: Imm8[3] Imm8[1:0] = 00b : Round nearest even 
Imm8[3] = Ob : Use MXCSR exception mask — Round Select: Imm8[2] Imm8[1:0] = 01b : Round down 
Imm8[3] = 1b : Suppress Imm8[2] = Ob : Use Imm8[1:0] Imm8{[1:0] = 10b : Round up 

Immé[2] = 1b: Use MXCSR Imm8[1:0] = 11b : Truncate 


Imm8[7:4] : Number of fixed points to subtract 


Figure 5-28. Imm8 Controls for VREDUCEPD/SD/PS/SS 
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Handling of special case of input values are listed in Table 5-24. 


Table 5-24. VREDUCEPD/SD/PS/SS Special Cases 


Round Mode Returned value 
\Srel|<2™! RNE Srcl 
RPI, Src1 > O Round (Src1-2"") * 
RPI, Src1 < O Src 
RNI, Src1 2 0 Src 
|Srel] <2™ RNI, Src1 < O Round (Src1+2™) * 
eee NOT RNI +0.0 
Dest = £0 (Srcl!=INF) RNI -0.0 
Srcl = +INF any +0.0 
Src l= +NAN n/a QNaN(Src1) 


* Round control = (imm8.MS1)? MXCSR.RC: imm8.RC 


Operation 


ReduceArgumentDP(SRC[63:0], imm8[7:0]) 
{ 
// Check for NaN 
IF (SRC [63:0] = NAN) THEN 
RETURN (Convert SRC[63:0] to QNaN); FI; 
M := imm8[7:4]; // Number of fraction bits of the normalized significand to be subtracted 
RC := imm8[1:0];// Round Control for ROUND() operation 
RC source := imm[2]; 
SPE := imm[3];// Suppress Precision Exception 
TMP[63:0] := 2™ {ROUND(2™*SRC[63:0], SPE, RC_source, RC)}; // ROUND() treats SRC and 2" as standard binary FP values 
TMP[63:0] := SRC[63:0] - TMP[63:0]; // subtraction under the same RC,SPE controls 
RETURN TMP[63:0]; // binary encoded FP with biased exponent and normalized significand 
} 


VREDUCEPD 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b == 1) AND (SRC *is memory’) 
THEN DEST[i+63:i] = ReduceArgumentDP(SRC[63:0], imm8[7:0]); 
ELSE DEST[i+63:i] := ReduceArgumentDP(SRC[i+63:i], imm8[7:0]); 


Fl; 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] = 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 
VREDUCEPD __m512d_mm512_mask_reduce_pd( 


VREDUCEPD __m512d_mm512_mask_reduce_pd( 


VREDUCEPD __m512d_mm512_maskz_reduce_pd( 


VREDUCEPD __m256d __mm256_mask_reduce_pd( 
VREDUCEPD __m256d __mm256_mask_reduce_pd( 


VREDUCEPD __m256d __mm256_maskz_reduce_pd( 


m512d a, int imm, int sae) 

m512ds,__mmask8 k,__m512d a, int imm, int sae) 
mmask8 k,__m512d a, int imm, int sae) 

m256d a, int imm) 

m256d s,__ mmask8 k,___m256d a, int imm) 


m256d a, int imm) 


VREDUCEPD __m128d_mm_mask_reduce_pd(__m128d a, int imm) 


VREDUCEPD __m128d_mm_mask_reduce_pd(__m128d s, 
VREDUCEPD __m128d __mm_maskz_reduce_pd(__mmask8 k, 


SIMD Floating-Point Exceptions 


Invalid, Precision 


mmask8 k, 
m128d a, int imm) 


m128d a, int imm) 


If SPE is enabled, precision exception is not reported (regardless of MXCSR exception mask). 


Other Exceptions 


See Table 2-46, “Type E2 Class Exception Conditions”; additionally: 


#UD If EVEX.vvvv != 1111B. 
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VREDUCESD—Perform a Reduction Transformation on a Scalar Float64 Value 


Opcode/ Op/ | 64/32bit | CPUID Description 
Instruction En Mode Feature 

Support Flag 
EVEX.LLIG.66.0F3A.W1 57 A VIV AVX512D | Performa reduction transformation ona scalar double-precision 
VREDUCESD xmm1 {k1}{z}, Q floating point value in xmm3/m64 by subtracting a number of 
xmm_2, xmm3/m64{sae}, fraction bits specified by the imm8 field. Also, upper double 
imm8/r precision floating-point value (bits[127:64]) from xmm2 are 

copied to xmm1[127:64]. Stores the result in xmm1 register. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Perform a reduction transformation of the binary encoded double-precision FP value in the low qword element of 
the second source operand (the third operand) and store the reduced result in binary FP format to the low qword 
element of the destination operand (the first operand) under the writemask k1. Bits 127:64 of the destination 
operand are copied from respective qword elements of the first source operand (the second operand). 

The reduction transformation subtracts the integer part and the leading M fractional bits from the binary FP source 
value, where M is a unsigned integer specified by imm8[7:4], see Figure 5-28. Specifically, the reduction transfor- 
mation can be expressed as: 

dest = src - (ROUND(2™*src))*2™; 

where “Round()” treats “src”, “2™”, and their product as binary FP numbers with normalized significand and bi- 
ased exponents. 


The magnitude of the reduced result can be expressed by considering src= 2?*manz2, 

where ‘man2’ is the normalized significand and ‘p’ is the unbiased exponent 

Then if RC = RNE: 0<=|Reduced Result|<=2?°™-1 

Then if RC # RNE: 0<=|Reduced Result|<2?-™ 

This instruction might end up with a precision exception set. However, in case of SPE set (i.e. Suppress Precision 
Exception, which is imm8[3]=1), no precision exception is reported. 

The operation is write masked. 

Handling of special case of input values are listed in Table 5-24. 


Operation 
ReduceArgumentDP(SRC[63:0], imm8[7:0]) 
{ 
// Check for NaN 
IF (SRC [63:0] = NAN) THEN 
RETURN (Convert SRC[63:0] to QNaN); FI; 
M := imm8[7:4]; // Number of fraction bits of the normalized significand to be subtracted 
RC := imm8[1:0];// Round Control for ROUND() operation 
RC source := imm[2]; 
SPE := imm[3];// Suppress Precision Exception 
TMP[63:0] := 2™ *{ROUND(2*SRC[63:0], SPE, RC_source, RC)}; // ROUND() treats SRC and 2" as standard binary FP values 
TMP[63:0] := SRC[63:0] - TMP[63:0]; // subtraction under the same RC,SPE controls 
RETURN TMP[63:0]; // binary encoded FP with biased exponent and normalized significand 


VREDUCESD—Perform a Reduction Transformation on a Scalar Float64 Value Vol.2C 5-539 


INSTRUCTION SET REFERENCE, V-Z 


VREDUCESD 
IF k1[0] or *no writemask* 
THEN  DEST[63:0] := ReduceArgumentDP(SRC2[63:0], imm8[7:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] = 0 
Fl; 


Fl; 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
VREDUCESD __m128d_mm_mask_reduce_sd(__m128da,__m128d, int imm, int sae) 


VREDUCESD __m128d _mm_mask_reduce_sd(__m128d s,___ mmask16 k,__m128d a,_m128d, int imm, int sae) 
VREDUCESD __m128d _mm_maskz_reduce_sd(__mmask16 k,__m128d a,__m128d, int imm, int sae) 


SIMD Floating-Point Exceptions 
Invalid, Precision 
If SPE is enabled, precision exception is not reported (regardless of MXCSR exception mask). 


Other Exceptions 
See Table 2-47, “Type E3 Class Exception Conditions”. 
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VREDUCEPS—Perform Reduction Transformation on Packed Float32 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F3A.WO 56 /r ib A VIV AVX512VL Perform reduction transformation on packed single-precision 
VREDUCEPS xmm1 {k1}{z}, AVX512DQ_ | floating point values in xmm2/m1 28/m32bcst by subtracting 
xmm2/m128/m32bcst, imm8 a number of fraction bits specified by the immé8 field. Stores 
the result in xmm1 register under writemask k1. 
EVEX.256.66.0F3A.WO 56 /r ib A VIV AVX512VL Perform reduction transformation on packed single-precision 
VREDUCEPS ymm1 {k1}{z}, AVX512DQ_ | floating point values in ymm2/m256/m3 2bcst by subtracting 
ymm2/m256/m32bcst, imm8 a number of fraction bits specified by the immé8 field. Stores 
the result in ymm1 register under writemask k1. 
EVEX.512.66.0F3A.W0 56 /rib | A VIN AVX512DQ_ | Perform reduction transformation on packed single-precision 
VREDUCEPS zmm1 {k1}{Z}, floating point values in zmm2/m512/m32bcst by subtracting 
zmm2/m512/m32bcst{sae}, a number of fraction bits specified by the immé8 field. Stores 
imm8 the result in zmm1 register under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) Imm8 NA 
Description 


Perform reduction transformation of the packed binary encoded single-precision FP values in the source operand 
(the second operand) and store the reduced results in binary FP format to the destination operand (the first 
operand) under the writemask k1. 


The reduction transformation subtracts the integer part and the leading M fractional bits from the binary FP source 
value, where M is a unsigned integer specified by imm8[7:4], see Figure 5-28. Specifically, the reduction transfor- 
mation can be expressed as: 

dest = src - (ROUND(2™*src))*2™; 

where “Round()” treats “sre”, “2™”, and their product as binary FP numbers with normalized significand and bi- 
ased exponents. 

The magnitude of the reduced result can be expressed by considering src= 2P*man2, 

where ‘man2’ is the normalized significand and ‘p’ is the unbiased exponent 

Then if RC = RNE: 0<=|Reduced Result|<=2?°™-1 


Then if RC # RNE: 0<=|Reduced Result|<2?-™ 


This instruction might end up with a precision exception set. However, in case of SPE set (i.e. Suppress Precision 
Exception, which is imm8[3]=1), no precision exception is reported. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 
Handling of special case of input values are listed in Table 5-24. 
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Operation 


ReduceArgumentSP(SRC[3 1:0], imm8[7:0]) 
{ 

// Check for NaN 

IF (SRC [31:0] = NAN) THEN 

RETURN (Convert SRC[31:0] to QNaN); FI 

M := imm8[7:4]; // Number of fraction bits of the normalized significand to be subtracted 

RC := imm8[1:0];// Round Control for ROUND() operation 

RC source := imm[2]; 

SPE := imm{[3];// Suppress Precision Exception 

TMP[31:0] := 2™ *{ROUND(2"*SRC[31:0], SPE, RC_source, RC)}; // ROUND() treats SRC and 2" as standard binary FP values 

TMP[3 1:0] := SRC[31:0] - TMP[31:0]; // subtraction under the same RC,SPE controls 
RETURN TMP[31:0]; // binary encoded FP with biased exponent and normalized significand 
} 


VREDUCEPS 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b == 1) AND (SRC *is memory”) 
THEN DEST[i+31:i] = ReduceArgumentSP(SRC[31:0], imm8[7:0)); 
ELSE DEST[i+31:i] := ReduceArgumentSP(SRC[i+31 :i], imm8[7:0)); 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] = 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VREDUCEPS _ m512_mm512_mask_reduce_ps(__m512 a, int imm, int sae) 

VREDUCEPS _ m512 _mm512_mask_reduce_ps(__m512 s,__ mmask16 k,__m512 a, int imm, int sae) 
VREDUCEPS _ _m512 __mm512_maskz_reduce_ps(__mmask16 k,__m512 a, int imm, int sae) 
VREDUCEPS __m256 _mm256_mask_reduce_ps(_m256 a, int imm) 

VREDUCEPS __m256 _mm256_mask_reduce_ps(__m256 s,___ mmask8 k,__ m256 a, int imm) 
VREDUCEPS __m256 __mm256_maskz_reduce_ps(__mmask8 k,___m256 a, int imm) 

VREDUCEPS __m128 __mm_mask_reduce_ps(_m128 a, int imm) 

VREDUCEPS __m128 __mm_mask_reduce_ps(__m128s,___mmask8 k,__m128 a, int imm) 
VREDUCEPS __m128 __mm_maskz_reduce_ps(__mmask8 k,___m128 a, int imm) 


SIMD Floating-Point Exceptions 

Invalid, Precision 

If SPE is enabled, precision exception is not reported (regardless of MXCSR exception mask). 
Other Exceptions 


See Table 2-46, “Type E2 Class Exception Conditions”; additionally: 
#UD If EVEX.vvvv != 1111B. 
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VREDUCESS—Perform a Reduction Transformation on a Scalar Float32 Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.LLIG.66.0F3A.WO 57 /r A VIN AVX512DQ_ | Performa reduction transformation on a scalar single-precision 
/ib floating point value in xmm3/m32 by subtracting a number of 
VREDUCESS xmm1 {k1}{Z}, fraction bits specified by the immé8 field. Also, upper single 
xmm2, xmm3/m32{sae}, precision floating-point values (bits[127:32]) from xmm2 are 
imm8 copied to xmm1[127:32]. Stores the result in xmm1 register. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Perform a reduction transformation of the binary encoded single-precision FP value in the low dword element of the 
second source operand (the third operand) and store the reduced result in binary FP format to the low dword 
element of the destination operand (the first operand) under the writemask k1. Bits 127:32 of the destination 
operand are copied from respective dword elements of the first source operand (the second operand). 

The reduction transformation subtracts the integer part and the leading M fractional bits from the binary FP source 
value, where M is a unsigned integer specified by imm8[7:4], see Figure 5-28. Specifically, the reduction transfor- 
mation can be expressed as: 

dest = src - (ROUND(2™*src))*2™; 

where “Round()” treats “src”, “2™”, and their product as binary FP numbers with normalized significand and bi- 
ased exponents. 

The magnitude of the reduced result can be expressed by considering src= 2?*manz2, 


where ‘man2’ is the normalized significand and ‘p’ is the unbiased exponent 
Then if RC = RNE: 0<=|Reduced Result|<=2?°™-1 
Then if RC # RNE: 0<=|Reduced Result|<2?"™ 


This instruction might end up with a precision exception set. However, in case of SPE set (i.e. Suppress Precision 
Exception, which is imm8[3]=1), no precision exception is reported. 


Handling of special case of input values are listed in Table 5-24. 


Operation 
ReduceArgumentSP(SRC[3 1:0], imm8[7:0]) 
{ 
// Check for NaN 
IF (SRC [31:0] = NAN) THEN 
RETURN (Convert SRC[31:0] to QNaN); FI 
M := imm8[7:4]; // Number of fraction bits of the normalized significand to be subtracted 
RC := imm8[1:0];// Round Control for ROUND() operation 
RC source := imm[2]; 
SPE := imm[3];// Suppress Precision Exception 
TMP[31:0] := 2™ *{ROUND(2"*SRC[31:0], SPE, RC_source, RC)}; // ROUND() treats SRC and 2" as standard binary FP values 
TMP[31:0] := SRC[31:0] - TMP[31:0]; // subtraction under the same RC,SPE controls 
RETURN TMP[31:0]; // binary encoded FP with biased exponent and normalized significand 
} 
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VREDUCESS 
IF k1[0] or *no writemask* 
THEN DEST[31:0] := ReduceArgumentSP(SRC2[31:0], imm8[7:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] = 0 
Fl; 


Fl; 
DEST[127:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
VREDUCESS __m128 _mm_mask_reduce_ss(__m128 a,__m128 b, int imm, int sae) 


VREDUCESS __m128_mm_mask_reduce_ss(__m128s,__mmask16k,__m128 a, 
VREDUCESS __m128 _mm_maskz_reduce_ss(__mmask16 k,__m128 a, 


m128 b, int imm, int sae) 
m128 b, int imm, int sae) 


SIMD Floating-Point Exceptions 
Invalid, Precision 


If SPE is enabled, precision exception is not reported (regardless of MXCSR exception mask). 


Other Exceptions 
See Table 2-47, “Type E3 Class Exception Conditions”. 
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VRNDSCALEPD—Round Packed Float64 Values To Include A Given Number Of Fraction Bits 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F3A.W1 09 /r ib A VIV AVX512VL | Rounds packed double-precision floating point values in 
VRNDSCALEPD xmm1 {k1}{Z}, AVX512F xmm2/m128/m64bcst to a number of fraction bits 
xmme2/m128/m64bcst, imm8 specified by the immé® field. Stores the result in xmm1 
register. Under writemask. 
EVEX.256.66.0F3A.W1 09 /r ib A VIV AVX512VL | Rounds packed double-precision floating point values in 
VRNDSCALEPD ymm1 {k1}{z}, AVX512F ymm2/m256/m64bcst to a number of fraction bits 
ymm2/m256/m64bcst, imm8 specified by the immé® field. Stores the result in ymm1 
register. Under writemask. 
EVEX.512.66.0F3A.W1 09 /r ib A VIV AVX512F Rounds packed double-precision floating-point values in 
VRNDSCALEPD zmm1 {k1}{Z}, zmm2/m512/m64bcst to a number of fraction bits 
zmm2/m512/m64bcst{sae}, imm8 specified by the immé® field. Stores the result in zmm1 
register using writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) Imm8s NA 
Description 


Round the double-precision floating-point values in the source operand by the rounding mode specified in the 
immediate operand (see Figure 5-29) and places the result in the destination operand. 


The destination operand (the first operand) is a ZMM/YMM/XMM register conditionally updated according to the 
writemask. The source operand (the second operand) can be a ZMM/YMM/XMM register, a 512/256/128-bit 
memory location, or a 512/256/128-bit vector broadcasted from a 64-bit memory location. 


The rounding process rounds the input to an integral value, plus number bits of fraction that are specified by 
imm8[7:4] (to be included in the result) and returns the result as a double-precision floating-point value. 


It should be noticed that no overflow is induced while executing this instruction (although the source is scaled by 
the imm8[7:4] value). 


The immediate operand also specifies control fields for the rounding operation, three bit fields are defined and 
shown in the “Immediate Control Description” figure below. Bit 3 of the immediate byte controls the processor 
behavior for a precision exception, bit 2 selects the source of rounding mode control. Bits 1:0 specify a non-sticky 
rounding-mode value (Immediate control table below lists the encoded values for rounding-mode field). 


The Precision Floating-Point Exception is signaled according to the immediate operand. If any source operand is an 
SNaN then it will be converted to a QNaN. If DAZ is set to ‘1 then denormals will be converted to zero before 
rounding. 


The sign of the result of this instruction is preserved, including the sign of zero. 
The formula of the operation on each data element for VRNDSCALEPD is 
ROUND(x) = 2™*Round_to_INT(x*2™, round_ctrl), 
round_ctrl = imm[3:0]; 
M=imm[7:4]; 
The operation of x*2™ is computed as if the exponent range is unlimited (i.e. no overflow ever occurs). 
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VRNDSCALEPD is a more general form of the VEX-encoded VROUNDPD instruction. In VROUNDPD, the formula of 
the operation on each element is 


ROUND(x) = Round_to_INT(x, round_ctrl), 
round_ctrl = imm[3:0]; 


Note: EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


7 6 5 4 3 2 1 0 


imm8 Fixed point length SPE RS Round Control Override 


Suppress Precision Exception: Imm8[3] Immef1 0] = 00b : Round nearest even 


Imm8[7:4] : Number of fixed points to preserve Imm8[3] = Ob : Use MXCSR exception mask —_ Round Select: Imm8[2] Imm8[1:0] = 01b : Round down 
Imm8[3] = 1b : Suppress Imm8[2] = Ob : Use Imm8[1:0] Imm8[1:0] = 10b : Round up 
imme[2)=:1bs Use MACSR Imm8[1:0] = 11b: Truncate 


Figure 5-29. Imm8 Controls for VRNDSCALEPD/SD/PS/SS 


Handling of special case of input values are listed in Table 5-25. 


Table 5-25. VRNDSCALEPD/SD/PS/SS Special Cases 


Returned value 
Src1=+inf Src 
Src1=+NAN Src1 converted to QNAN 
Src1=+0 Src 


5-546 Vol. 2C VRNDSCALEPD—Round Packed Float64 Values To Include A Given Number Of Fraction Bits 


Operation 


RoundTolntegerDP(SRC[63:0], imm8[7:0)) { 
if (imm8[2] = 1) 


rounding_direction := MXCSR:RC ; get round control from MXCSR 
else 

rounding_direction := imm8[1:0] ; get round control from imm8[1:0] 
Fl 
M := imm8[7:4] ; get the scaling factor 


case (rounding_direction) 

00: TMP[63:0] := round_to_nearest_even integer(2*SRC[63:0]) 
01: TMP[63:0] := round_to_equal_or_smaller. integer(2™*SRC[63:0]) 
10: TMP[63:0] := round_to_equal_or_larger. integer(2"*SRC[63:0]) 


11: TMP[63:0] := round_to_nearest_smallest. magnitude_integer(2™*SRC[63:0]) 


ESAC 
Dest[63:0] := 2""* TMP[63:0] : scale down back to 2™ 


if (imm8[3] = 0) Then ; check SPE 
if (SRC[63:0] != Dest[63:0]) Then ; check precision lost 
set_precision() ; set #PE 
Fl; 
Fl; 
return(Dest[63:0]) 
} 


VRNDSCALEPD (EVEX encoded versions) 

(KL, VL) = (2, 128), (4, 256), (8, 512) 

IF *src is a memory operand* 
THEN TMP_SRC := BROADCAST64(SRC, VL, k1) 
ELSE TMP_SRC := SRC 

Fl; 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = RoundTolntegerDP((TMP_SRC[i+63:i], imm8[7:0]) 
ELSE 


IF *merging-masking* ; mMerging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 


VRNDSCALEPD—Round Packed Float64 Values To Include A Given Number Of Fraction Bits 


INSTRUCTION SET REFERENCE, V-Z 


Vol. 2C 5-547 


INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VRNDSCALEPD 


m512d 


mm512_roundscale_pd(__m512d a, int imm); 


VRNDSCALEPD 


m512d 


mm512_roundscale_round_pd(__m512d a, int imm, int sae); 


VRNDSCALEPD 


m512d 


mm512_mask_roundscale_pd(__m512ds,__mmask8 k,__m512d a, int imm); 


VRNDSCALEPD 


m512d 


VRNDSCALEPD 


m512d 


mm512_mask_roundscale_round_pd(__m512ds,__mmask8 k,__m512d a, int imm, int sae); 
mm512_maskz_roundscale_pd(__mmask8 k,___m512d a, int imm); 


VRNDSCALEPD 


m512d 


mm512_maskz_roundscale_round_pd(__mmask8 k,___m512d a, int imm, int sae); 


VRNDSCALEPD 


m256d 


mm256_roundscale_pd(__m256d a, int imm); 


VRNDSCALEPD 


m256d 


mm256_mask_roundscale_pd(__m256d s,__ mmask8 k,__ m256d a, int imm); 


VRNDSCALEPD 


m256d 


mm256_maskz_roundscale_pd(__mmask8 k, __ m256d a, int imm); 


VRNDSCALEPD __ 


m128d 


mm_roundscale_pd(__m128d a, int imm); 


VRNDSCALEPD __m128d _mm_mask_roundscale_pd(__m128d s,___ mmask8 k,___m128d a, int imm); 
VRNDSCALEPD __m128d _mm_maskz_roundscale_pd(__mmask8 k, __m128d a, int imm); 


SIMD Floating-Point Exceptions 


Invalid, Precision 


If SPE is enabled, precision exception is not reported (regardless of MXCSR exception mask). 


Other Exceptions 


See Table 2-46, “Type E2 Class Exception Conditions”. 
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VRNDSCALESD—Round Scalar Float64 Value To Include A Given Number Of Fraction Bits 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
EVEX.LLIG.66.0F3A.W1 OB /r ib A VV AVX512F | Rounds scalar double-precision floating-point value in 
VRNDSCALESD xmm1 {k1}{z}, xmm2, xmm3/m64 to a number of fraction bits specified by the 
xmm3/m64{sae}, imm8 immé field. Stores the result in xmm1 register. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) Imm8s 
Description 


Rounds a double-precision floating-point value in the low quadword (see Figure 5-29) element of the second 
source operand (the third operand) by the rounding mode specified in the immediate operand and places the result 
in the corresponding element of the destination operand (the first operand) according to the writemask. The quad- 
word element at bits 127:64 of the destination is copied from the first source operand (the second operand). 


The destination and first source operands are XMM registers, the 2nd source operand can be an XMM register or 
memory location. Bits MAXVL-1:128 of the destination register are cleared. 


The rounding process rounds the input to an integral value, plus number bits of fraction that are specified by 
imm8[7:4] (to be included in the result) and returns the result as a double-precision floating-point value. 


It should be noticed that no overflow is induced while executing this instruction (although the source is scaled by 
the imm8[7:4] value). 


The immediate operand also specifies control fields for the rounding operation, three bit fields are defined and 
shown in the “Immediate Control Description” figure below. Bit 3 of the immediate byte controls the processor 
behavior for a precision exception, bit 2 selects the source of rounding mode control. Bits 1:0 specify a non-sticky 
rounding-mode value (Immediate control table below lists the encoded values for rounding-mode field). 


The Precision Floating-Point Exception is signaled according to the immediate operand. If any source operand is an 
SNaN then it will be converted to a QNaN. If DAZ is set to ‘1 then denormals will be converted to zero before 
rounding. 


The sign of the result of this instruction is preserved, including the sign of zero. 


The formula of the operation for VRNDSCALESD is 
ROUND(x) = 2™*Round_to_INT(x*2™, round_ctrl), 
round_ctrl = imm[3:0]; 
M=imm[7:4]; 
The operation of x*2™ is computed as if the exponent range is unlimited (i.e. no overflow ever occurs). 


VRNDSCALESD is a more general form of the VEX-encoded VROUNDSD instruction. In VROUNDSD, the formula of 
the operation is 


ROUND(x) = Round_to_INT(x, round_ctrl), 
round_ctrl = imm[3:0]; 


EVEX encoded version: The source operand is a XMM register or a 64-bit memory location. The destination operand 


is a XMM register. 
Handling of special case of input values are listed in Table 5-25. 
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Operation 


RoundTolntegerDP(SRC[63:0], imm8[7:0)) { 
if (imm8[2] = 1) 


rounding_direction := MXCSR:RC ; get round control from MXCSR 
else 

rounding_direction := imm8[1:0] ; get round control from imm8[1:0] 
Fl 
M := imm8[7:4] ; get the scaling factor 


case (rounding_direction) 

00: TMP[63:0] := round_to_nearest_even integer(2*SRC[63:0]) 

01: TMP[63:0] := round_to_equal_or_smaller. integer(2"*SRC[63:0]) 

10: TMP[63:0] := round_to_equal_or_larger. integer(2*SRC[63:0]) 

11: TMP[63:0] := round_to_nearest_smallest magnitude_integer(2™*SRC[63:0]) 
ESAC 


Dest[63:0] := 2""* TMP[63:0] : scale down back to 2™ 


if (imm8[3] = 0) Then; check SPE 
if (SRC[63:0] != Dest[63:0]) Then ; check precision lost 
set_precision() ; set #PE 
Fl; 
Fl; 
return(Dest[63:0]) 
} 


VRNDSCALESD (EVEX encoded version) 
IF k1[0] or *no writemask* 
THEN  DEST[63:0] := RoundTolntegerDP(SRC2[63:0], Zero_upper_imm[7:0]) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VRNDSCALESD __m128d_mm_roundscale_sd (__m128d a,__m128d b, int imm); 

VRNDSCALESD __m128d _mm_roundscale_round_sd (__m128d a,__m128d, int imm, int sae); 

VRNDSCALESD __m128d __mm_mask_roundscale_sd (__m128d s,___ mmask8 k,__m128d a,_m128d b, int imm); 
VRNDSCALESD __m128d __mm_mask_roundscale_round_sd (__m128ds,__ mmask8 k,__m128da,__m128d b, int imm, int sae); 
VRNDSCALESD __m128d _mm_maskz_roundscale_sd (__mmask8 k,__m128da,__m128d, int imm); 

VRNDSCALESD __m128d __mm_maskz_roundscale_round_sd (__mmask8 k,__m128d a,_m128d b, int imm, int sae); 


SIMD Floating-Point Exceptions 
Invalid, Precision 


If SPE is enabled, precision exception is not reported (regardless of MXCSR exception mask). 


Other Exceptions 
See Table 2-47, “Type E3 Class Exception Conditions”. 
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VRNDSCALEPS—Round Packed Float32 Values To Include A Given Number Of Fraction Bits 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F3A.WO 08 /r ib A VIV AVX512VL | Rounds packed single-precision floating point values in 
VRNDSCALEPS xmm1 {k1}{Z}, AVX512F xmm2/m128/m32bcst to a number of fraction bits 
xmme2/m128/m32bcst, imm8 specified by the immé8 field. Stores the result in xmm1 
register. Under writemask. 
EVEX.256.66.0F3A.WO 08 /r ib A VIV AVX512VL | Rounds packed single-precision floating point values in 
VRNDSCALEPS ymm1 {k1}{Z}, AVX512F ymm2/m256/m32bcst to a number of fraction bits 
ymm2/m256/m32bcst, imm8 specified by the immé& field. Stores the result in ymm1 
register. Under writemask. 
EVEX.512.66.0F3A.WO 08 /r ib A VIV AVX512F Rounds packed single-precision floating-point values in 
VRNDSCALEPS zmm1 {k1}{z}, zmm2/m512/m32bcst to a number of fraction bits 
zmm2/m512/m32bcst{sae}, imm8 specified by the immé® field. Stores the result in zmm1 
register using writemask. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) Imm8 NA 
Description 


Round the single-precision floating-point values in the source operand by the rounding mode specified in the 
immediate operand (see Figure 5-29) and places the result in the destination operand. 


The destination operand (the first operand) is a ZMM register conditionally updated according to the writemask. 
The source operand (the second operand) can be a ZMM register, a 512-bit memory location, or a 512-bit vector 
broadcasted from a 32-bit memory location. 


The rounding process rounds the input to an integral value, plus number bits of fraction that are specified by 
imm8[7:4] (to be included in the result) and returns the result as a single-precision floating-point value. 


It should be noticed that no overflow is induced while executing this instruction (although the source is scaled by 
the imm8[7:4] value). 


The immediate operand also specifies control fields for the rounding operation, three bit fields are defined and 
shown in the “Immediate Control Description” figure below. Bit 3 of the immediate byte controls the processor 
behavior for a precision exception, bit 2 selects the source of rounding mode control. Bits 1:0 specify a non-sticky 
rounding-mode value (Immediate control table below lists the encoded values for rounding-mode field). 


The Precision Floating-Point Exception is signaled according to the immediate operand. If any source operand is an 
SNaN then it will be converted to a QNaN. If DAZ is set to ‘1 then denormals will be converted to zero before 
rounding. 


The sign of the result of this instruction is preserved, including the sign of zero. 


The formula of the operation on each data element for VRNDSCALEPS is 
ROUND(x) = 2™*Round_to_INT(x*2™, round_ctrl), 
round_ctrl = imm[3:0]; 
M=imm[7:4]; 
The operation of x*2™ is computed as if the exponent range is unlimited (i.e. no overflow ever occurs). 


VRNDSCALEPS is a more general form of the VEX-encoded VROUNDPS instruction. In VROUNDPS, the formula of 
the operation on each element is 


ROUND(x) = Round_to_INT(x, round_ctrl), 
round_ctrl = imm[3:0]; 
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Note: EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


Handling of special case of input values are listed in Table 5-25. 


Operation 


RoundTolntegerSP(SRC[3 1:0], imm8[7:0]) { 
if (imm8[2] = 1) 


rounding_direction := MXCSR:RC ; get round control from MXCSR 
else 

rounding_direction := imm8[1:0] ; get round control from imm8[1:0] 
Fl 
M := imm8[7:4] ; get the scaling factor 


case (rounding_direction) 

00: TMP[31:0] := round_to_nearest_even integer(2*SRC[31:0]) 
01: TMP[31:0] := round_to_equal_or_smaller integer(2™*SRC[31:0]) 
10: TMP[31:0] := round_to_equal_or_larger. integer(2*SRC[31:0]) 
11: TMP[31:0] := round_to_nearest_smallest magnitude_integer(2™*SRC[31:0]) 
ESAC; 


Dest[31:0] := 2"* TMP[31:0] : scale down back to 2™ 
if (imm8[3] = 0) Then ; check SPE 
if (SRC[31:0] != Dest[31:0]) Then ; check precision lost 
set_precision() ; set #PE 
Fl; 
Fl; 
return(Dest[3 1:0]) 
} 


VRNDSCALEPS (EVEX encoded versions) 

(KL, VL) = (4, 128), (8, 256), (16, 512) 

IF *src is a memory operand* 
THEN TMP_SRC := BROADCAST32(SRC, VL, k1) 
ELSE TMP_SRC := SRC 

Fl; 


FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] := RoundTolntegerSP(TMP_SRC[i+31:i]), imm8[7:0]) 
ELSE 


IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl; 
Fl; 
ENDFOR; 


DEST[MAXVL-1:VL] := 0 
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Intel C/C++ Compiler Intrinsic Equivalent 


VRNDSCALEPS __m512_mm512_roundscale_ps(__m512 a, int imm); 
VRNDSCALEPS __m512_mm512_roundscale_round_ps(__m512 a, int imm, int sae); 


VRNDSCALEPS __m512_mm512_mask_roundscale_ps(__m512 s,__ mmask16 k,__m512 a, int imm); 
m512 a, int imm, int sae); 


VRNDSCALEPS __m512_mm512_mask_roundscale_round_ps(__m512 s,__mmask16 k, 
VRNDSCALEPS __m512_mm512_maskz_roundscale_ps(__mmask16 k,__m512 a, int imm); 
VRNDSCALEPS __m512_mm512_maskz_roundscale_round_ps(__mmask16 k, 
VRNDSCALEPS __m256 __mm256_roundscale_ps(__m256 a, int imm); 
VRNDSCALEPS __m256 __mm256_mask_roundscale_ps(__m256 s,__ mmask8 k,___m256 a, int imm); 
VRNDSCALEPS __m256 _mm256_maskz_roundscale_ps(__mmask8 k, __m256 a, int imm); 
VRNDSCALEPS __m128_mm_roundscale_ps(_m256 a, int imm); 

VRNDSCALEPS __m128_mm_mask_roundscale_ps(__m128s, __ mmask8 k,__m128 a, int imm); 
VRNDSCALEPS __m128_mm_maskz_roundscale_ps(__mmask8 k,___m128 a, int imm); 


SIMD Floating-Point Exceptions 


Invalid, Precision 


If SPE is enabled, precision exception is not reported (regardless of MXCSR exception mask). 


Other Exceptions 
See Table 2-46, “Type E2 Class Exception Conditions”. 
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VRNDSCALESS—Round Scalar Float32 Value To Include A Given Number Of Fraction Bits 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.LLIG.66.0F3A.WO OA /r ib A VIV AVX512F | Rounds scalar single-precision floating-point value in 
VRNDSCALESS xmm1 {k1}{z}, xmm2, xmm3/m32 to a number of fraction bits specified by the 
xmm3/m32{sae}, imm8 imm8 field. Stores the result in xmm1 register under 
writemask. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Rounds the single-precision floating-point value in the low doubleword element of the second source operand (the 
third operand) by the rounding mode specified in the immediate operand (see Figure 5-29) and places the result in 
the corresponding element of the destination operand (the first operand) according to the writemask. The double- 
word elements at bits 127:32 of the destination are copied from the first source operand (the second operand). 


The destination and first source operands are XMM registers, the 2nd source operand can be an XMM register or 
memory location. Bits MAXVL-1:128 of the destination register are cleared. 


The rounding process rounds the input to an integral value, plus number bits of fraction that are specified by 
imm8[7:4] (to be included in the result) and returns the result as a single-precision floating-point value. 


It should be noticed that no overflow is induced while executing this instruction (although the source is scaled by 
the imm8[7:4] value). 


The immediate operand also specifies control fields for the rounding operation, three bit fields are defined and 
shown in the “Immediate Control Description” figure below. Bit 3 of the immediate byte controls the processor 
behavior for a precision exception, bit 2 selects the source of rounding mode control. Bits 1:0 specify a non-sticky 
rounding-mode value (Immediate control tables below lists the encoded values for rounding-mode field). 


The Precision Floating-Point Exception is signaled according to the immediate operand. If any source operand is an 
SNaN then it will be converted to a QNaN. If DAZ is set to ‘1 then denormals will be converted to zero before 
rounding. 


The sign of the result of this instruction is preserved, including the sign of zero. 


The formula of the operation for VRNDSCALESS is 
ROUND(x) = 2™*Round_to_INT(x*2™, round_ctrl), 
round_ctrl = imm[3:0]; 
M=imm[7:4]; 
The operation of x*2™ is computed as if the exponent range is unlimited (i.e. no overflow ever occurs). 


VRNDSCALESS is a more general form of the VEX-encoded VROUNDSS instruction. In VROUNDSS, the formula of 
the operation on each element is 


ROUND(x) = Round_to_INT(x, round_ctrl), 
round_ctrl = imm[3:0]; 


EVEX encoded version: The source operand is a XMM register or a 32-bit memory location. The destination operand 
is a XMM register. 


Handling of special case of input values are listed in Table 5-25. 
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Operation 


RoundTolntegerSP(SRC[3 1:0], imm8[7:0]) { 
if (imm8[2] = 1) 


rounding_direction := MXCSR:RC ; get round control from MXCSR 
else 

rounding_direction := imm8[1:0] ; get round control from imm8[1:0] 
Fl 
M := imm8[7:4] ; get the scaling factor 


case (rounding_direction) 

00: TMP[31:0] := round_to_nearest_even integer(2*SRC[31:0]) 

01: TMP[31:0] := round_to_equal_or_smaller. integer(2™*SRC[31:0]) 

10: TMP[31:0] := round_to_equal_or_larger. integer(2"*SRC[31:0]) 

11: TMP[31:0] := round_to_nearest_smallest. magnitude_integer(2™*SRC[31:0]) 
ESAC; 


Dest[31:0] := 2"* TMP[31:0] : scale down back to 2™ 
if (imm8[3] = 0) Then ; check SPE 
if (SRC[31:0] != Dest[31:0]) Then ; check precision lost 
set_precision() ; set #PE 
Fl; 
Fl; 
return(Dest[31:0]) 
} 


VRNDSCALESS (EVEX encoded version) 
IF k1[0] or *no writemask* 
THEN = DEST[31:0] := RoundTolntegerSP(SRC2[31:0], Zero_upper_imm[7:0]) 


ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VRNDSCALESS __m128 _mm_roundscale_ss (__m128 a,__m128b, int imm); 

VRNDSCALESS __m128 _mm_roundscale_round_ss (__m128 a,__m128, int imm, int sae); 

VRNDSCALESS __m128 __mm_mask_roundscale_ss (__m128s,__ mmask8 k,___m128 a,__m128, int imm); 
VRNDSCALESS __m128 _mm_mask_roundscale_round_ss (__m128 s,__mmask8 k,__m128 a,__m128 b, int imm, int sae); 
VRNDSCALESS __m128 _mm_maskz_roundscale_ss (__mmask8 k,__m128 a,__m128 b, int imm); 

VRNDSCALESS __m128 _mm_maskz_roundscale_round_ss (__mmask8 k,__m128 a,__m128 b, int imm, int sae); 


SIMD Floating-Point Exceptions 
Invalid, Precision 
If SPE is enabled, precision exception is not reported (regardless of MXCSR exception mask). 


Other Exceptions 
See Table 2-47, “Type E3 Class Exception Conditions”. 
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VRSQRT14PD—Compute Approximate Reciprocals of Square Roots of Packed Float64 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.128.66.0F38.W1 4€ /r A VIV AVX512VL | Computes the approximate reciprocal square roots of the 
VRSQRT14PD xmm1 {k1}{2Z}, AVX512F packed double-precision floating-point values in 
xmm2/m128/m64bcst xmm2/m128/m64bcst and stores the results in xmm1. 
Under writemask. 
EVEX.256.66.0F38.W1 4€ /r A VV AVX512VL | Computes the approximate reciprocal square roots of the 
VRSQRT14PD ymm1 {k1}{2}, AVX512F packed double-precision floating-point values in 
ymm2/m256/m64bcst ymm2/m256/m64bcst and stores the results in ymm1. 
Under writemask. 
EVEX.512.66.0F38.W1 4€ /r A VIV AVX512F Computes the approximate reciprocal square roots of the 
VRSQRT14PD zmm1 {k1}{Z}, packed double-precision floating-point values in 
zmm2/m512/m64bcst zmm2/m512/m64bcst and stores the results in zmm1 
under writemask. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


This instruction performs a SIMD computation of the approximate reciprocals of the square roots of the eight 
packed double-precision floating-point values in the source operand (the second operand) and stores the packed 
double-precision floating-point results in the destination operand (the first operand) according to the writemask. 
The maximum relative error for this approximation is less than 2714, 


EVEX.512 encoded version: The source operand can be a ZMM register, a 512-bit memory location, or a 512-bit 
vector broadcasted from a 64-bit memory location. The destination operand is a ZMM register, conditionally 
updated using writemask k1. 


EVEX.256 encoded version: The source operand is a YMM register, a 256-bit memory location, or a 256-bit vector 
broadcasted from a 64-bit memory location. The destination operand is a YMM register, conditionally updated using 
writemask k1. 


EVEX.128 encoded version: The source operand is a XMM register, a 128-bit memory location, or a 128-bit vector 
broadcasted from a 64-bit memory location. The destination operand is a XMM register, conditionally updated using 
writemask k1. 


The VRSQRT14PD instruction is not affected by the rounding control bits in the MXCSR register. When a source 
value is a 0.0, an ~ with the sign of the source value is returned. When the source operand is an + then +ZERO 
value is returned. A denormal source value is treated as zero only if DAZ bit is set in MXCSR. Otherwise it is treated 
correctly and performs the approximation with the specified masked response. When a source value is a negative 
value (other than 0.0) a floating-point QNaN_indefinite is returned. When a source value is an SNaN or QNaN, the 
SNaN is converted to a QNaN or the source QNaN is returned. 


MXCSR exception flags are not affected by this instruction and floating-point exceptions are not reported. 
Note: EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


A numerically exact implementation of VRSQRT14xx can be found at https://software.intel.com/en-us/arti- 
cles/reference-implementations-for-IA-approximation-instructions-vrcp14-vrsqrt14-vrcp28-vrsgrt28-vexp2. 
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Operation 


VRSQRT14PD (EVEX encoded versions) 


(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 

i:=j* 64 

IF k1[j] OR *no writemask* THEN 


IF (EVEX.b = 1) AND (SRC *is memory*) 
THEN DEST[i+63:i] = APPROXIMATE(1.0/ SORT(SRC[63:0])); 
ELSE DEST[i+63:i] = APPROXIMATE(1.0/ SORT(SRC[i+63:i])); 


Fl; 
ELSE 
IF *merging-masking* 


; merging-masking 


THEN *DEST{[i+63:i] remains unchanged* 


ELSE 
DEST[i+63:i] := 0 
Fl; 
Fl; 
ENDFOR; 
DEST[MAXVL-1:VL] := 0 


; zeroing-masking 


Table 5-26. VRSQRT14PD Special Cases 


INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


Input value Result value Comments 

Any denormal Normal Cannot generate overflow 
X= 2-en Qn 

X<0 QNaN_Indefinite | Including -INF 

X=-0 -INF 

X=+0 +INF 

X = +INF +0 


VRSQRT14PD __m512d_mm512_rsqrt14_pd(__m512d a); 

VRSQRT14PD __m512d __mm512_mask_rsqrt14_pd(__m512ds,___mmask8 k,__m512d a); 
VRSQRT14PD __m512d __mm512_maskz_rsqrt14_pd(___mmask8 k, __m512d a); 
VRSQRT14PD __m256d __mm256_rsqrt14_pd(__m256d a); 

VRSQRT14PD __m256d _mm512_mask_rsqrt14_pd(__m256d s, __ mmask8 k, __m256d a); 
VRSQRT14PD __m256d _mm512_maskz_rsqrt14_pd(___mmask8 k, __m256d a); 
VRSQRT14PD __m128d _mm_rsqrt14_pd(__m128d a); 

VRSQRT14PD __m128d _mm_mask_rsqrt14_pd(__m128d s, __mmask8 k, __m128d a); 
VRSQRT14PD __m128d _mm_maskz_rsqrt14_pd(__mmask8 k, __m128d a); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


See Table 2-49, “Type E4 Class Exception Conditions”. 
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VRSQRT14SD—Compute Approximate Reciprocal of Square Root of Scalar Float64 Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.LLIG.66.0F38.W1 4F /r A VIV AVX512F | Computes the approximate reciprocal square root of the 
VRSQRT14SD xmm1 {k1}{z}, scalar double-precision floating-point value in xmm3/m64 
xmm2, xmm3/m64 and stores the result in the low quadword element of xmm1 
using writemask k1. Bits[127:64] of xmmz is copied to 
xmm1[127:64]. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Computes the approximate reciprocal of the square roots of the scalar double-precision floating-point value in the 
low quadword element of the source operand (the second operand) and stores the result in the low quadword 
element of the destination operand (the first operand) according to the writemask. The maximum relative error for 
this approximation is less than 2°!4. The source operand can be an XMM register or a 32-bit memory location. The 
destination operand is an XMM register. 


Bits (127:64) of the XMM register destination are copied from corresponding bits in the first source operand. Bits 
(MAXVL-1:128) of the destination register are zeroed. 


The VRSQRT14SD instruction is not affected by the rounding control bits in the MXCSR register. When a source 
value is a 0.0, an - with the sign of the source value is returned. When the source operand is an + then +ZERO 
value is returned. A denormal source value is treated as zero only if DAZ bit is set in MXCSR. Otherwise it is treated 
correctly and performs the approximation with the specified masked response. When a source value is a negative 
value (other than 0.0) a floating-point QNaN_indefinite is returned. When a source value is an SNaN or QNaN, the 
SNaN is converted to a QNaN or the source QNaN is returned. 


MXCSR exception flags are not affected by this instruction and floating-point exceptions are not reported. 
A nee tically € exact IPI Smien talon of pie cet ener can a found at hetps: Lisoftware, intel. com/en- usfartie 
| | t : 


Operation 
VRSQRT14SD (EVEX version) 
IF k1[0] or *no writemask* 
THEN DEST[63:0] := APPROXIMATE(1.0/ SQRT(SRC2[63:0])) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[63:0] := 0 
Fl; 


Fl; 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 
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Table 5-27. VRSQRT14SD Special Cases 


Input value Result value Comments 

Any denormal Normal Cannot generate overflow 
X= 2-en 2n 

xX<0 QNaN_Indefinite | Including -INF 

X=-0 -INF 

X=+0 +INF 

X = +INF +0 


Intel C/C++ Compiler Intrinsic Equivalent 

VRSQRT14SD __m128d _mm_rsqrt14_sd(__m128d a, __m128d b); 

VRSQRT14SD __m128d _mm_mask_rsqrt14_sd(__m128d s, __mmask8 k, __m128d a, __m128d b); 
VRSQRT14SD __m128d __mm_maskz_rsqrt14_sd(__mmask8d m, __m128d a, ___m128d b); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-51, “Type E5 Class Exception Conditions”. 
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VRSQRT14PS—Compute Approximate Reciprocals of Square Roots of Packed Float32 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.128.66.0F38.W0O 4€ /r A VV AVX512VL_ | Computes the approximate reciprocal square roots of the 
VRSQRT14PS xmm1 {k1}{Z}, AVX512F packed single-precision floating-point values in 
xmm2/m128/m32bcst xmm2/m128/m32bcst and stores the results in xmm1. 
Under writemask. 
EVEX.256.66.0F38.W0O 4€ /r A VIV AVX512VL_ | Computes the approximate reciprocal square roots of the 
VRSQRT14PS ymm1 {k1}{2Z}, AVX512F packed single-precision floating-point values in 
ymm2/m256/m32bcst ymm2/m256/m32bcst and stores the results in ymm1. 
Under writemask. 
EVEX.512.66.0F38.W0 4€ /r A VV AVX512F Computes the approximate reciprocal square roots of the 
VRSQRT14PS zmm1 {k1}{Z}, packed single-precision floating-point values in 
zmm2/m512/m32bcst zmm2/m512/m32bcst and stores the results in zmm1. Under 
writemask. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


This instruction performs a SIMD computation of the approximate reciprocals of the square roots of 16 packed 
single-precision floating-point values in the source operand (the second operand) and stores the packed single- 
precision floating-point results in the destination operand (the first operand) according to the writemask. The 
maximum relative error for this approximation is less than 2744. 


EVEX.512 encoded version: The source operand can be a ZMM register, a 512-bit memory location or a 512-bit 
vector broadcasted from a 32-bit memory location. The destination operand is a ZMM register, conditionally 
updated using writemask k1. 


EVEX.256 encoded version: The source operand is a YMM register, a 256-bit memory location, or a 256-bit vector 
broadcasted from a 32-bit memory location. The destination operand is a YMM register, conditionally updated using 
writemask k1. 


EVEX.128 encoded version: The source operand is a XMM register, a 128-bit memory location, or a 128-bit vector 
broadcasted from a 32-bit memory location. The destination operand is a XMM register, conditionally updated using 
writemask k1. 


The VRSQRT14PS instruction is not affected by the rounding control bits in the MXCSR register. When a source 
value is a 0.0, an ~ with the sign of the source value is returned. When the source operand is an +o then +ZERO 
value is returned. A denormal source value is treated as zero only if DAZ bit is set in MXCSR. Otherwise it is treated 
correctly and performs the approximation with the specified masked response. When a source value is a negative 
value (other than 0.0) a floating-point QNaN_indefinite is returned. When a source value is an SNaN or QNaN, the 
SNaN is converted to a QNaN or the source QNaN is returned. 


MXCSR exception flags are not affected by this instruction and floating-point exceptions are not reported. 
Note: EVEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 


A numerically exact implementation of VRSQRT14xx can be found at https://software.intel.com/en-us/arti- 
cles/reference-implementations-for-IA-approximation-instructions-vrcp14-vrsqrt14-vrcp28-vrsgrt28-vexp2. 
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Operation 


VRSQRT14PS (EVEX encoded versions) 


(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 

i:=j* 32 

IF k1[j] OR *no writemask* THEN 


IF (EVEX.b = 1) AND (SRC *is memory*) 
THEN DEST[i+31:i] = APPROXIMATE(1.0/ SORT(SRC[31:0])); 
ELSE DEST[i+31:i] = APPROXIMATE(1.0/ SORT(SRC[i+3 1 :i])) 


Fl; 
ELSE 
IF *merging-masking* 


; merging-masking 


THEN *DEST{[i+31:i] remains unchanged* 


ELSE 
DEST[i+31:i] := 0 
Fl; 
Fl; 
ENDFOR; 
DEST[MAXVL-1:VL] := 0 


; zeroing-masking 


Table 5-28. VRSQRT14PS Special Cases 


INSTRUCTION SET REFERENCE, V-Z 


Input value Result value Comments 
Any denormal Normal Cannot generate overflow 
X=2en a 
xX<0 QNaN_Indefinite | Including -INF 
X=-0 -INF 
X=+0 +INF 
X = +INF +0 
Intel C/C++ Compiler Intrinsic Equivalent 
VRSQRT14PS __m512 __mm512_rsqrt14_ps(_m512 a); 


VRSQRT14PS __m512 _mm512_mask_rsqrt14_ps(__m512s, 


mmask16 k,__m512 a); 


mmask16 k, 


VRSQRT14PS __m512 _mm512_maskz_rsqrt14_ps( 
VRSQRT14PS __m256 _mm256_rsqrt14_ps( 


m512 a); 
m256 a); 


VRSQRT14PS __m256 _mm256_mask_rsqrt14_ps(__m256 s, 


mmask8 k,___m256 a); 


VRSQRT14PS __m256 __mm256_maskz_rsqrt14_ps( 


mmask8 k, __m256 a); 


VRSQRT14PS __m128 _mm_rsqrt14_ps( 


m128 a); 


VRSQRT14PS __m128 _mm_mask_rsqrt14_ps(__m128 s,___mmask8 k, __m128 a); 


VRSQRT14PS __m128 _mm_maskz_rsqrt14_ps( 


mmask8 k,___m128 a); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 


See Table 2-21, “Type 4 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VRSQRT14SS—Compute Approximate Reciprocal of Square Root of Scalar Float32 Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.LLIG.66.0F38.WO 4F /r A VIV AVX512F | Computes the approximate reciprocal square root of the 
VRSQRT14SS xmm1 {k1}{z}, scalar single-precision floating-point value in xmm3/m32 
xmm2, xmm3/m32 and stores the result in the low doubleword element of 
xmm1 using writemask k1. Bits[127:32] of xmmz is copied 
to xmm1[127:32]. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Computes of the approximate reciprocal of the square root of the scalar single-precision floating-point value in the 
low doubleword element of the source operand (the second operand) and stores the result in the low doubleword 
element of the destination operand (the first operand) according to the writemask. The maximum relative error for 
this approximation is less than 2°!4. The source operand can be an XMM register or a 32-bit memory location. The 
destination operand is an XMM register. 


Bits (127:32) of the XMM register destination are copied from corresponding bits in the first source operand. Bits 
(MAXVL-1:128) of the destination register are zeroed. 


The VRSQRT14SS instruction is not affected by the rounding control bits in the MXCSR register. When a source 
value is a 0.0, an - with the sign of the source value is returned. When the source operand is an ~, zero with the 
sign of the source value is returned. A denormal source value is treated as zero only if DAZ bit is set in MXCSR. 
Otherwise it is treated correctly and performs the approximation with the specified masked response. When a 
source value is a negative value (other than 0.0) a floating-point indefinite is returned. When a source value is an 
SNaN or QNaN, the SNaN is converted to a QNaN or the source QNaN is returned. 


MXCSR exception flags are not affected by this instruction and floating-point exceptions are not reported. 
A aeime tically € exact IPI Sn entation of pee emery can i found at hetps: Lisoftware. intel. com/en- usfartie 
| | t : 


Operation 


VRSQRT14SS (EVEX version) 
IF k1[0] or *no writemask* 
THEN DEST[31:0] := APPROXIMATE(1.0/ SQRT(SRC2[31:0])) 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
THEN DEST[31:0] := 0 
Fl; 


Fl; 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 
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Table 5-29. VRSQRT14SS Special Cases 


INSTRUCTION SET REFERENCE, V-Z 


Input value Result value Comments 

Any denormal Normal Cannot generate overflow 
X= 2-en 2n 

xX<0 QNaN_Indefinite | Including -INF 

X=-0 -INF 

X=+0 +INF 

X = +INF +0 


Intel C/C++ Compiler Intrinsic Equivalent 

VRSQRT14SS __m128 _mm_rsqrt14_ss(__m128 a, ___m128 b); 
VRSQRT14SS __m128 _mm_mask_rsqrt14_ss(__m128 s, __mmask8 k, 
VRSQRT14SS __m128 _mm_maskz_rsqrt14_ss(__mmask8 k,__m128 a, 


m128 a, 
m128 b); 


m128 b); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-51, “Type E5 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VSCALEFPD—Scale Packed Float64 Values With Float64 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.W1 2C /r A VIV AVX512VL | Scale the packed double-precision floating-point values in 
VSCALEFPD xmm1 {k1}{z}, xmm2, AVX512F xmmcz using values from xmm3/m128/m64bcst. Under 
xmm3/m128/m64bcst writemask k1. 
EVEX.256.66.0F38.W1 2C /r A VIV AVX512VL | Scale the packed double-precision floating-point values in 
VSCALEFPD ymm1 {k1}{z}, ymm2, AVX512F ymmcz using values from ymm3/m256/m64bcst. Under 
ymm3/m256/m64bcst writemask k1. 
EVEX.512.66.0F38.W1 2C /r A VIV AVX512F Scale the packed double-precision floating-point values in 
VSCALEFPD zmm1 {k1}{z}, zmm2, zmm_2 using values from zmm3/m512/m64bcst. Under 
zmm3/m512/m64bcst{er} writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a floating-point scale of the packed double-precision floating-point values in the first source operand by 
multiplying it by 2 power of the double-precision floating-point values in second source operand. 


The equation of this operation is given by: 
zmm1 := zmm2*2"loor(zmm3)_ 
Floor(zmm3) means maximum integer value < zmm3. 


If the result cannot be represented in double precision, then the proper overflow response (for positive scaling 
operand), or the proper underflow response (for negative scaling operand) is issued. The overflow and underflow 
responses are dependent on the rounding mode (for IEEE-compliant rounding), as well as on other settings in 
MXCSR (exception mask bits, FTZ bit), and on the SAE bit. 


The first source operand is a ZMM/YMM/XMM register. The second source operand is a ZMM/YMM/XMM register, a 
512/256/128-bit memory location or a 512/256/128-bit vector broadcasted from a 64-bit memory location. The 
destination operand is a ZMM/YMM/XMM register conditionally updated with writemask k1. 


Handling of special-case input values are listed in Table 5-30 and Table 5-31. 


Table 5-30. VSCALEFPD/SD/PS/SS Special Cases 


Srce2 Set IE 
+NaN +inf -Inf 0/Denorm/Norm 
Src1_ | +QNaN QNaN(Src1) +INF +0 QNaN(Src1) IF either source is SNAN 
+SNaN QNaN(Src1) QNaN(Src1) QNaN(Src1) QNaN(Src1) YES 
+Inf QNaN(Src2) Src QNaN_Indefinite | Src1 IF Src2 is SNAN or -INF 
+0 QNaN(Src2) QNaN_Indefinite | Src1 Src IF Src2 is SNAN or +INF 
Denorm/Norm | QNaN(Src2) +INF (Src1 sign) +0 (Src sign) Compute Result IF Src2 is SNAN 
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Table 5-31. Additional VSCALEFPD/SD Special Cases 


INSTRUCTION SET REFERENCE, V-Z 


Special Case Returned value Faults 
|result| < 271074 +0 or +Min-Denormal (Src1 sign) Underflow 
result] > 21024 +INF (Src1 sign) or +Max-normal (Src1 sign) Overflow 
Operation 
SCALE(SRC1, SRC2) 


{ 

TMP_SRC2 := SRC2 

TMP_SRC1 := SRC1 

IF (SRC2 is denormal AND MXCSR.DAZ) THEN TMP_SRC2=0 

IF (SRC1 is denormal AND MXCSR.DAZ) THEN TMP_SRC1=0 

/* SRC2 is a 64 bits floating-point value */ 

DEST[63:0] := TMP_SRC1[63:0] * POW(2, Floor(TMP_SRC2[63:0])) 


} 
VSCALEFPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
IF (VL = 512) AND (EVEX.b = 1) AND (SRC2 *is register*) 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory”) 
THEN DEST[i+63:i] = SCALE(SRC1[i+63:i], SRC2[63:0)); 
ELSE DEST[i+63:i] := SCALE(SRC1[i+63:i], SRC2[i+63:i]); 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VSCALEFPD __m512d_mm512_scalef_round_pd(__m512d a, 
VSCALEFPD __m512d_mm512_mask_scalef_round_pd(__m512ds, 


VSCALEFPD __m512d_mm512_scalef_pd(__m512da,__m512d b); 


m512d b, int rounding); 
mmask8 k, 
VSCALEFPD __m512d_mm512_maskz_scalef_round_pd(__mmask8 k,__m512d a, 


m512da,__m512d, int rounding); 
m512d b, int rounding); 


VSCALEFPD __m512d_mm512_mask_scalef_pd(__m512ds,__mmask8 k,__m512da,__m512d b); 


VSCALEFPD __m512d_mm512_maskz_scalef_pd(__mmask8 k, 
VSCALEFPD __m256d_mm256_scalef_pd(__m256d a,__ m256d b); 
VSCALEFPD __m256d _mm256_mask_scalef_pd(__m256d s, 
VSCALEFPD __m256d __mm256_maskz_scalef_pd(__mmask8 k, 
VSCALEFPD __m128d _mm_scalef_pd(__m128d a, __m128d b); 


mmask8 k,__m256d a, 
m256d a,__m256d b); 


m512da,__m512d b); 


m256d b); 


VSCALEFPD __m128d __mm_mask_scalef_pd(__m128ds,__ mmask8 k,__m128d a,___m128d b); 


VSCALEFPD __m128d __mm_maskz_scalef_pd(__mmask8 k, 


SIMD Floating-Point Exceptions 


Overflow, Underflow, Invalid, Precision, Denormal (for Src1). 


Denormal is not reported for Src2. 


Other Exceptions 
See Table 2-46, “Type E2 Class Exception Conditions”. 
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m128d a,__m128d b); 
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INSTRUCTION SET REFERENCE, V-Z 


VSCALEFSD—Scale Scalar Float64 Values With Float64 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.LLIG.66.0F38.W1 2D /r A VIV AVX512F | Scale the scalar double-precision floating-point values in 
VSCALEFSD xmm1 {k1}{z}, xmm_2, xmmz using the value from xmm3/m64. Under writemask 
xmm3/m64{er} k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a floating-point scale of the packed double-precision floating-point value in the first source operand by 
multiplying it by 2 power of the double-precision floating-point value in second source operand. 


The equation of this operation is given by: 

xmm1 := xmm2*2floor(xmm3)_ 

Floor(xmm3) means maximum integer value < xmm3. 

If the result cannot be represented in double precision, then the proper overflow response (for positive scaling 
operand), or the proper underflow response (for negative scaling operand) is issued. The overflow and underflow 


responses are dependent on the rounding mode (for IEEE-compliant rounding), as well as on other settings in 
MXCSR (exception mask bits, FTZ bit), and on the SAE bit. 


EVEX encoded version: The first source operand is an XMM register. The second source operand is an XMM register 
or a memory location. The destination operand is an XMM register conditionally updated with writemask k1. 


Handling of special-case input values are listed in Table 5-30 and Table 5-31. 


Operation 


SCALE(SRC1, SRC2) 
{ 
; Check for denormal operands 
TMP_SRC2 := SRC2 
TMP_SRC1 := SRC1 
IF (SRC2 is denormal AND MXCSR.DAZ) THEN TMP_SRC2=0 
IF (SRC1 is denormal AND MXCSR.DAZ) THEN TMP_SRC1=0 
/* SRC2 is a 64 bits floating-point value */ 
DEST[63:0] := TMP_SRC1[63:0] * POW(2, Floor(TMP_SRC2[63:0])) 
} 
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VSCALEFSD (EVEX encoded version) 
IF (EVEX.b= 1) and SRC2 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] OR *no writemask* 
THEN DEST[63:0] := SCALE(SRC1[63:0], SRC2[63:0]) 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[63:0] := 0 
Fl 
Fl; 
DEST[127:64] := SRC1[127:64] 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 

VSCALEFSD __m128d_mm_scalef_round_sd(__m128d a,__m128d b, int); 

VSCALEFSD __m128d __mm_mask_scalef_round_sd(__m128d s,___mmask8 k,__m128d a,__m128d , int); 
VSCALEFSD __m128d __mm_maskz_scalef_round_sd(__mmask8 k,___m128d a,__m128d b, int); 


SIMD Floating-Point Exceptions 


Overflow, Underflow, Invalid, Precision, Denormal (for Src1). 
Denormal is not reported for Src2. 


Other Exceptions 
See Table 2-47, “Type E3 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VSCALEFPS—Scale Packed Float32 Values With Float32 Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
EVEX.128.66.0F38.WO 2C /r A VIV AVX512VL | Scale the packed single-precision floating-point values in 
VSCALEFPS xmm1 {k1}{z}, xmm2, AVX512F xmmz using values from xmm3/m128/m32bcst. Under 
xmm3/m128/m32bcst writemask k1. 
EVEX.256.66.0F38.WO 2C /r A VIV AVX512VL | Scale the packed single-precision values in ymm2 using 
VSCALEFPS ymm1 {k1}{z}, ymm2, AVX512F floating point values from ymm3/m256/m32bcst. Under 
ymm3/m256/m32bcst writemask k1. 
EVEX.512.66.0F38.W0O 2C /r A VIV AVX512F Scale the packed single-precision floating-point values in 
VSCALEFPS zmm1 {k1}{z}, zmm2, zmm_2 using floating-point values from 
zmm3/m51 2/m32bcst{er} zmm3/m51 2/m32bcst. Under writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a floating-point scale of the packed single-precision floating-point values in the first source operand by 
multiplying it by 2 power of the float32 values in second source operand. 


The equation of this operation is given by: 


zmm1 := zmm2*2‘loor(zmms3) 
Floor(zmm3) means maximum integer value < zmm3. 


If the result cannot be represented in single precision, then the proper overflow response (for positive scaling 
operand), or the proper underflow response (for negative scaling operand) is issued. The overflow and underflow 
responses are dependent on the rounding mode (for IEEE-compliant rounding), as well as on other settings in 
MXCSR (exception mask bits, FTZ bit), and on the SAE bit. 

EVEX.512 encoded version: The first source operand is a ZMM register. The second source operand is a ZMM 
register, a 512-bit memory location or a 512-bit vector broadcasted from a 32-bit memory location. The destina- 
tion operand is a ZMM register conditionally updated with writemask k1. 

EVEX.256 encoded version: The first source operand is a YMM register. The second source operand is a YMM 
register, a 256-bit memory location, or a 256-bit vector broadcasted from a 32-bit memory location. The destina- 
tion operand is a YMM register, conditionally updated using writemask k1. 

EVEX.128 encoded version: The first source operand is an XMM register. The second source operand is a XMM 
register, a 128-bit memory location, or a 128-bit vector broadcasted from a 32-bit memory location. The destina- 
tion operand is a XMM register, conditionally updated using writemask k1. 


Handling of special-case input values are listed in Table 5-30 and Table 5-32. 


Table 5-32. Additional VSCALEFPS/SS Special Cases 


Special Case Returned value Faults 
|result| < 27149 +0 or +Min-Denormal (Src1 sign) Underflow 
result] 2 2128 +INF (Src1 sign) or +Max-normal (Src1 sign) Overflow 
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Operation 


SCALE(SRC1, SRC2) 
; Check for denormal operands 
TMP_SRC2 := SRC2 
TMP_SRC1 := SRC1 
IF (SRC2 is denormal AND MXCSR.DAZ) THEN TMP_SRC2=0 
IF (SRC1 is denormal AND MXCSR.DAZ) THEN TMP_SRC1=0 
/* SRC2 is a 32 bits floating-point value */ 
DEST[31:0] := TMP_SRC1[31:0] * POW(2, Floor(TMP_SRC2[31:0])) 
} 


VSCALEFPS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
IF (VL = 512) AND (EVEX.b = 1) AND (SRC2 *is register*) 


THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 
Fl; 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN DEST{[i+31:i] = SCALE(SRC1[i+31:i], SRC2[31:0)); 
ELSE DEST[i+31:i] := SCALE(SRC1[i+31:i], SRC2[i+31:i]); 
Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0; 


Intel C/C++ Compiler Intrinsic Equivalent 


VSCALEFPS __m512_mm512_scalef_round_ps(__m512 a,__m512 b, int rounding); 
VSCALEFPS __m512 _mm512_mask_scalef_round_ps(__m512 s,__ mmask16 k, 
VSCALEFPS __m512 _mm512_maskz_scalef_round_ps(__mmask16 k,__m512 a, 
VSCALEFPS __m512_mm512_scalef_ps(__m512 a,__m512 b); 

VSCALEFPS __m512_mm512_mask_scalef_ps(__m512s,__mmask16 k,__m512 a,__m512 b); 
VSCALEFPS __m512 _mm512_maskz_scalef_ps(__mmask16 k,__m512 a,__m512 b); 
VSCALEFPS __m256 _mm256_scalef_ps(__m256 a,__m256 b); 

VSCALEFPS __m256 __mm256_mask_scalef_ps(__m256 s,__ mmask8 k,__m256 a,__m256 b); 
VSCALEFPS __m256 _mm256_maskz_scalef_ps(__mmask8 k,__m256 a,__m256 b); 
VSCALEFPS __m128 _mm_scalef_ps(__m128 a,__m128 b); 

VSCALEFPS __m128 _mm_mask_scalef_ps(__m128s,__mmask8k,__m128 a,__m128 b); 
VSCALEFPS __m128 _mm_maskz_scalef_ps(__mmask8 k,__m128 a,__m128 b); 


SIMD Floating-Point Exceptions 


Overflow, Underflow, Invalid, Precision, Denormal (for Src1). 
Denormal is not reported for Src2. 


m512 a,__m512 5, int rounding); 
m512 b, int rounding); 
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Other Exceptions 
See Table 2-46, “Type E2 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE, V-Z 


VSCALEFSS—Scale Scalar Float32 Value With Float32 Value 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 

EVEX.LLIG.66.0F38.W0 2D /r A VIV AVX512F | Scale the scalar single-precision floating-point value in 
VSCALEFSS xmm1 {k1}{z}, xmm2, xmmcz using floating-point value from xmm3/m32. Under 
xmm3/m32{er} writemask k1. 

Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 

A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 


Description 


Performs a floating-point scale of the scalar single-precision floating-point value in the first source operand by 
multiplying it by 2 power of the float32 value in second source operand. 


The equation of this operation is given by: 
xmm1 := xmm2*2floor(xmm3) | 
Floor(xmm3) means maximum integer value < xmm3. 


If the result cannot be represented in single precision, then the proper overflow response (for positive scaling 
operand), or the proper underflow response (for negative scaling operand) is issued. The overflow and underflow 
responses are dependent on the rounding mode (for IEEE-compliant rounding), as well as on other settings in 


MXCSR (exception mask bits, FTZ bit), and on the SAE bit. 


EVEX encoded version: The first source operand is an XMM register. The second source operand is an XMM register 
or a memory location. The destination operand is an XMM register conditionally updated with writemask k1. 


Handling of special-case input values are listed in Table 5-30 and Table 5-32. 
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Operation 


SCALE(SRC1, SRC2) 
{ 
; Check for denormal operands 
TMP_SRC2 := SRC2 
TMP_SRC1 := SRC1 
IF (SRC2 is denormal AND MXCSR.DAZ) THEN TMP_SRC2=0 
IF (SRC1 is denormal AND MXCSR.DAZ) THEN TMP_SRC1=0 
/* SRC2 is a 32 bits floating-point value */ 
DEST[31:0] := TMP_SRC1[31:0] * POW(2, Floor(TMP_SRC2[31:0])) 
} 


VSCALEFSS (EVEX encoded version) 
IF (EVEX.b= 1) and SRC2 *is a register* 
THEN 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(EVEX.RC); 
ELSE 
SET_ROUNDING_MODE_FOR_THIS_INSTRUCTION(MXCSR.RC); 


Fl; 
IF k1[0] OR *no writemask* 
THEN DEST[31:0] := SCALE(SRC1[31:0], SRC2[31:0]) 
ELSE 
IF *merging-masking* ;merging-masking 
THEN *DEST[31:0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[31:0] := 0 
Fl 
Fl; 
DEST[1 27:32] := SRC1[127:32] 
DEST[MAXVL-1:128] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
VSCALEFSS __m128_mm_scalef_round_ss(__m128 a,__m128 b, int); 


VSCALEFSS __m128 _mm_mask_scalef_round_ss(__m128 s,__mmask8 k,__m128 a,__m128 }, int); 
VSCALEFSS __m128 _mm_maskz_scalef_round_ss(__mmask8 k,__m128 a,__m128 }, int); 


SIMD Floating-Point Exceptions 


Overflow, Underflow, Invalid, Precision, Denormal (for Src1). 
Denormal is not reported for Src2. 


Other Exceptions 
See Table 2-47, “Type E3 Class Exception Conditions”. 


VSCALEFSS—Scale Scalar Float32 Value With Float32 Value Vol.2C 5-573 


INSTRUCTION SET REFERENCE, V-Z 


VSCATTERDPS/VSCATTERDPD/VSCATTERQPS/VSCATTERQPD—Scatter Packed Single, Packed 
Double with Signed Dword and Qword Indices 


Opcode/ Op/E | 64/32 CPUID Description 
Instruction n bit Mode | Feature 

Support | Flag 
EVEX.128.66.0F38.W0 A2 /vsib A VIV AVX512VL | Using signed dword indices, scatter single-precision 
VSCATTERDPS vm3ex {k1}, xmm1 AVX512F floating-point values to memory using writemask k1. 
EVEX.256.66.0F38.W0 A2 /vsib A VIV AVX512VL | Using signed dword indices, scatter single-precision 
VSCATTERDPS vm32y {k1}, ymm1 AVX512F floating-point values to memory using writemask k1. 
EVEX.512.66.0F38.W0 A2 /vsib A VIV AVX512F Using signed dword indices, scatter single-precision 
VSCATTERDPS vm32z {k1}, zmm1 floating-point values to memory using writemask k1. 
EVEX.128.66.0F38.W1 A2 /vsib A VIV AVX512VL | Using signed dword indices, scatter double-precision 
VSCATTERDPD vm32x {k1}, xmm1 AVX512F floating-point values to memory using writemask k1. 
EVEX.256.66.0F38.W1 A2 /vsib A VIV AVX512VL | Using signed dword indices, scatter double-precision 
VSCATTERDPD vm32x {k1}, ymm1 AVX512F floating-point values to memory using writemask k1. 
EVEX.512.66.0F38.W1 A2 /vsib A VIV AVX512F Using signed dword indices, scatter double-precision 
VSCATTERDPD vm32y {k1}, zmm1 floating-point values to memory using writemask k1. 
EVEX.128.66.0F38.W0 A3 /vsib A VIV AVX512VL | Using signed qword indices, scatter single-precision 
VSCATTERQPS vm64x {k1}, xmm1 AVX512F floating-point values to memory using writemask k1. 
EVEX.256.66.0F38.W0 A3 /vsib A VIV AVX512VL | Using signed qword indices, scatter single-precision 
VSCATTERQPS vm64y {k1}, xmm1 AVX512F floating-point values to memory using writemask k1. 
EVEX.512.66.0F38.W0 A3 /vsib A VIV AVX512F Using signed qword indices, scatter single-precision 
VSCATTERQPS vm64z {k1}, ymm1 floating-point values to memory using writemask k1. 
EVEX.128.66.0F38.W1 A3 /vsib A VIV AVX512VL | Using signed qword indices, scatter double-precision 
VSCATTERQPD vm64x {k1}, xmm1 AVX512F floating-point values to memory using writemask k1. 
EVEX.256.66.0F38.W1 A3 /vsib A VIV AVX512VL | Using signed qword indices, scatter double-precision 
VSCATTERQPD vm64y {k1}, ymm1 AVX512F floating-point values to memory using writemask k1. 
EVEX.512.66.0F38.W1 A3 /vsib A VIV AVX512F Using signed qword indices, scatter double-precision 
VSCATTERQPD vm64z {k1}, zmm1 floating-point values to memory using writemask k1. 


Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 


BaseReg (R): VSIB:base, 
VectorReg(R): VSIB:index 


A Tuple1 Scalar ModRM:reg (r) NA NA 


Description 


Stores up to 16 elements (or 8 elements) in doubleword/quadword vector zmm1i to the memory locations pointed 
by base address BASE_ADDR and index vector VINDEX, with scale SCALE. The elements are specified via the VSIB 
(i.e., the index register is a vector register, holding packed indices). Elements will only be stored if their corre- 
sponding mask bit is one. The entire mask register will be set to zero by this instruction unless it triggers an excep- 
tion. 


This instruction can be suspended by an exception if at least one element is already scattered (i.e., if the exception 
is triggered by an element other than the rightmost one with its mask bit set). When this happens, the destination 
register and the mask register (ki) are partially updated. If any traps or interrupts are pending from already scat- 
tered elements, they will be delivered in lieu of the exception; in this case, EFLAG.RF is set to one so an instruction 
breakpoint is not re-triggered when the instruction is continued. 


Note that: 


* Only writes to overlapping vector indices are guaranteed to be ordered with respect to each other (from LSB to 
MSB of the source registers). Note that this also include partially overlapping vector indices. Writes that are not 
overlapped may happen in any order. Memory ordering with other instructions follows the Intel-64 memory 
ordering model. Note that this does not account for non-overlapping indices that map into the same physical 
address locations. 
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¢ If two or more destination indices completely overlap, the “earlier” write(s) may be skipped. 

¢ Faults are delivered in a right-to-left manner. That is, if a fault is triggered by an element and delivered, all 
elements closer to the LSB of the destination zmm will be completed (and non-faulting). Individual elements 
closer to the MSB may or may not be completed. If a given element triggers multiple faults, they are delivered 
in the conventional order. 


¢ Elements may be scattered in any order, but faults must be delivered in a right-to left order; thus, elements to 
the left of a faulting one may be scattered before the fault is delivered. A given implementation of this 
instruction is repeatable - given the same input values and architectural state, the same set of elements to the 
left of the faulting one will be scattered. 


¢ This instruction does not perform AC checks, and so will never deliver an AC fault. 
° Not valid with 16-bit effective addresses. Will deliver a #UD fault. 


¢ If this instruction overwrites itself and then takes a fault, only a subset of elements may be completed before 
the fault is delivered (as described above). If the fault handler completes and attempts to re-execute this 
instruction, the new instruction will be executed, and the scatter will not complete. 

Note that the presence of VSIB byte is enforced in this instruction. Hence, the instruction will #UD fault if 

ModRM.rm is different than 100b. 


This instruction has special disp8*N and alignment rules. N is considered to be the size of a single vector element. 
The scaled index may require more bits to represent than the address bits used by the processor (e.g., in 32-bit 
mode, if the scale is greater than one). In this case, the most significant bits beyond the number of address bits are 
ignored. 


The instruction will #UD fault if the kO mask register is specified. 


Operation 


BASE_ADDR stands for the memory operand base address (a GPR); may not exist 
VINDEX stands for the memory operand vector of indices (a ZMM register) 
SCALE stands for the memory operand scalar (1, 2, 4 or 8) 

DISP is the optional 1 or 4 byte displacement 


VSCATTERDPS (EVEX encoded versions) 
(KL, VL)= (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
j:=j* 32 
IF k1[j] OR *no writemask* 
THEN MEM[BASE_ADDR +SignExtend(VINDEX[i+31:i]) * SCALE + DISP] := 
SRC[i+3 1:1] 
k1{j] := 0 
Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 


VSCATTERDPD (EVEX encoded versions) 
(KL, VL)= (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
k:=j* 32 
IF k1[j] OR *no writemask* 
THEN MEM[BASE_ADDR +SignExtend(VINDEX[k+31 :k]) * SCALE + DISP] := 
SRC[i+63:i] 
k1{j] := 0 
Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 
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VSCATTERQPS (EVEX encoded versions) 
(KL, VL)= (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
k:=j* 64 
IF k1[j] OR *no writemask* 
THEN MEM[BASE_ADDR + (VINDEX[k+63:k]) * SCALE + DISP] := 
SRC[i+31:i] 
k1[j] :=0 
Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 


VSCATTERQPD (EVEX encoded versions) 
(KL, VL)= (2, 128), (4, 256), (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN MEM[BASE_ADDR + (VINDEX[i+63:i]) * SCALE + DISP] := 
SRC[i+63:i] 
k1[j] :=0 
Fl; 
ENDFOR 
k1[MAX_KL-1:KL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 


VSCATTERDPD void __mm512_i32scatter_pd(void * base, _ m256i vdx,__m512d a, int scale); 
VSCATTERDPD void __mm512_mask_i32scatter_pd(void * base, __ mmask8 k, __m256i vdx, 
VSCATTERDPS void __mm512_i32scatter_ps(void * base,__m512i vdx,__m512 a, int scale); 

VSCATTERDPS void __mm512_mask_i32scatter_ps(void * base,__ mmask16 k,__m512i vdx,_m512 a, int scale); 
VSCATTERQPD void __mm512_i64scatter_pd(void * base, ___m512i vdx,__m512d a, int scale); 

VSCATTERQPD void __mm512_mask_i64scatter_pd(void * base, __mmask8 k, __m512i vdx, 
VSCATTEROPS void __mm512_i64scatter_ps(void * base, __m512i vdx, __m256 a, int scale); 
VSCATTEROPS void _mm512_mask_i64scatter_ps(void * base, __mmask8 k, __m512i vdx, 
VSCATTERDPD void _mm256_i32scatter_pd(void * base, ___m128i vdx,___m256d a, int scale); 
VSCATTERDPD void _mm256_mask_i32scatter_pd(void * base, __ mmask8 k, __m128i vdx, 
VSCATTERDPS void _mm256_i32scatter_ps(void * base,__ m256i vdx,___m256 a, int scale); 

VSCATTERDPS void _mm256_mask_i32scatter_ps(void * base, __ mmask8 k,___ m256i vdx,___m256 a, int scale); 
VSCATTERQPD void __mm256_i64scatter_pd(void * base, __ m256i vdx, __m256d a, int scale); 

VSCATTERQPD void _mm256_mask_i64scatter_pd(void * base, __mmask8 k, __m256i vdx, 
VSCATTEROPS void __mm256_i64scatter_ps(void * base, __m256i vdx, __m128 a, int scale); 
VSCATTEROPS void _mm256_mask_i64scatter_ps(void * base, __mmask8 k, __m256i vdx, 
VSCATTERDPD void _mm_i32scatter_pd(void * base, __m128i vdx,___m128d a, int scale); 
VSCATTERDPD void _mm_mask_i32scatter_pd(void * base, __ mmask8 k,___m128i vdx,___m128d a, int scale); 
VSCATTERDPS void _mm_i32scatter_ps(void * base,__m128i vdx,__m128 a, int scale); 

VSCATTERDPS void _mm_mask_i32scatter_ps(void * base, __ mmask8 k,___m128i vdx, 
VSCATTERQPD void _mm_i64scatter_pd(void * base, __m128i vdx, __m128d a, int scale); 
VSCATTERQPD void _mm_mask_i64scatter_pd(void * base, __mmask8 k, __m128i vdx, 
VSCATTEROPS void __mm_i64scatter_ps(void * base, __m128i vdx,___m128 a, int scale); 
VSCATTEROPS void _mm_mask_i64scatter_ps(void * base, __mmask8 k, __m128i vdx, 


m512d a, int scale); 


m512d a, int scale); 


m256 a, int scale); 


m256d a, int scale); 


m256d a, int scale); 


m128 a, int scale); 


m128 a, int scale); 


m128d a, int scale); 


m128 a, int scale); 
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SIMD Floating-Point Exceptions 
Invalid, Overflow, Underflow, Precision, Denormal 


Other Exceptions 
See Table 2-61, “Type E12 Class Exception Conditions”. 
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VSHUFF32x4/VSHUFF64x2/VSHUFI32x4/VSHUFI64x2—Shuffle Packed Values at 128-bit 


Granularity 
Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.256.66.0F3A.WO 23 /r ib A VIV AVX512VL_ | Shuffle 128-bit packed single-precision floating-point 
VSHUFF32X4 ymm1{k1}{z}, ymm2, AVX512F values selected by imm8 from ymm2 and 
ymm3/m256/m32bcst, imm8 ymm3/m256/m32bcst and place results in ymm1 
subject to writemask k1. 
EVEX.512.66.0F3A.WO 23 /r ib A VIV AVX512F Shuffle 128-bit packed single-precision floating-point 
VSHUFF32x4 zmm1{k1}{z}, zmm2, values selected by imm8 from zmm2 and 
zmm3/m512/m32bcst, imm8 zmm3/m512/m32bcst and place results in zmm1 
subject to writemask k1. 
EVEX.256.66.0F3A.W1 23 /r ib A VIV AVX512VL_ | Shuffle 128-bit packed double-precision floating-point 
VSHUFF64X2 ymm1{k1}{z}, ymm2, AVX512F values selected by imm8 from ymm2 and 
ymm3/m256/m64bcst, imm8 ymm3/m256/m64bcst and place results in ymm1 
subject to writemask k1. 
EVEX.512.66.0F3A.W1 23 /r ib A VIV AVX512F Shuffle 128-bit packed double-precision floating-point 
VSHUFF64x2 zmm1{k1}{z}, zmm2, values selected by imm8 from zmm2 and 
zmm3/m512/m64bcst, imm8 zmm3/m512/m64bcst and place results in zmm1 
subject to writemask k1. 
EVEX.256.66.0F3A.WO 43 /r ib A VIV AVX512VL_ | Shuffle 128-bit packed double-word values selected by 
VSHUFI32X4 ymm1{k1}{z}, ymm2, AVX512F imm8 from ymm2 and ymm3/m256/m32bcst and place 
ymm3/m256/m32bcst, imm8 results in ymm1 subject to writemask k1. 
EVEX.512.66.0F3A.WO 43 /r ib A VIV AVX512F Shuffle 128-bit packed double-word values selected by 
VSHUFI32x4 zmm1{k1}{z}, zmm2, imm8 from zmm2 and zmm3/m512/m32bcst and place 
zmm3/m512/m32bcst, imm8 results in zmm1 subject to writemask k1. 
EVEX.256.66.0F3A.W1 43 /r ib A VIV AVX512VL_ | Shuffle 128-bit packed quad-word values selected by 
VSHUFI64X2 ymm1{k1}{z}, ymm2, AVX512F imm8 from ymm2 and ymm3/m256/m64bcst and place 
ymm3/m256/m64bcst, imm8 results in ymm1 subject to writemask k1. 
EVEX.512.66.0F3A.W1 43 /r ib A VIV AVX512F Shuffle 128-bit packed quad-word values selected by 
VSHUFI64x2 zmm1{k1}{z}, zmm2, imm8 from zmm2 and zmm3/m512/m64bcst and place 
zmm3/m512/m64bcst, imm8 results in zmm1 subject to writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


256-bit Version: Moves one of the two 128-bit packed single-precision floating-point values from the first source 

operand (second operand) into the low 128-bit of the destination operand (first operand); moves one of the two 

packed 128-bit floating-point values from the second source operand (third operand) into the high 128-bit of the 
destination operand. The selector operand (third operand) determines which values are moved to the destination 
operand. 


512-bit Version: Moves two of the four 128-bit packed single-precision floating-point values from the first source 
operand (second operand) into the low 256-bit of each double qword of the destination operand (first operand); 
moves two of the four packed 128-bit floating-point values from the second source operand (third operand) into 
the high 256-bit of the destination operand. The selector operand (third operand) determines which values are 
moved to the destination operand. 


The first source operand is a vector register. The second source operand can be a ZMM register, a 512-bit memory 
location or a 512-bit vector broadcasted from a 32/64-bit memory location. The destination operand is a vector 
register. 


The writemask updates the destination operand with the granularity of 32/64-bit data elements. 
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Operation 


Select2(SRC, control) { 
CASE (control[0]) OF 
O: TMP := SRC[127:0]; 
1: TMP := SRC[255:128); 
ESAC; 
RETURN TMP 
} 


Select4(SRC, control) { 
CASE (control[1:0]) OF 
O: TMP := SRC[127:0]; 
1: TMP := SRC[255:128); 
2: TMP := SRC[383:256]; 
3: TMP := SRC[511:384]; 
ESAC; 
RETURN TMP 
} 


VSHUFF32x4 (EVEX versions) 
(KL, VL) = (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN TMP_SRC2[i+31:i] = SRC2[31:0] 
ELSE TMP_SRC2[i+31:i] = SRC2[i+31:i] 
Fl; 
ENDFOR; 
IF VL = 256 
TMP_DEST[127:0] := Select2(SRC1[255:0], imm8[0}); 
TMP_DEST[255:1 28] := Select2(SRC2[255:0], imm8[1]); 
Fl; 
IF VL= 512 
TMP_DEST[127:0] := Select4(SRC1[51 1:0], imm8[1:0}); 
TMP_DEST[255:1 28] := Select4(SRC1[51 1:0], imm8[3:2]); 
TMP_DEST[383:256] := Select4(TMP_SRC2[51 1:0], imm8[5:4}); 
TMP_DEST[51 1:384] := Select4(TMP_SRC2[51 1:0], imm8[7:6]); 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
THEN DEST[i+31:i] := 0 
Fl; 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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VSHUFF64x2 (EVEX 512-bit version) 
(KL, VL) = (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN TMP_SRC2[i+63:i] = SRC2[63:0] 
ELSE TMP_SRC2[i+63:i] := SRC2[i+63:i] 
Fl; 
ENDFOR; 
IF VL = 256 
TMP_DEST[127:0] := Select2(SRC1[255:0], imm8[0}); 
TMP_DEST[255:1 28] := Select2(SRC2[255:0], imm8[1]); 
Fl; 
IF VL=512 
TMP_DEST[127:0] := Select4(SRC1[51 1:0], imm8[1:0}); 
TMP_DEST[255:1 28] := Select4(SRC1[51 1:0], imm8[3:2]); 
TMP_DEST[383:256] := Select4(TMP_SRC2[51 1:0], imm8[5:4}); 
TMP_DEST[51 1:384] := Select4(TMP_SRC2[51 1:0], imm8[7:6]); 


Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
THEN DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VSHUFI32x4 (EVEX 512-bit version) 
(KL, VL) = (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF (EVEX.b = 1) AND (SRC2 *is memory’) 
THEN TMP_SRC2[i+31:i] = SRC2[31:0] 
ELSE TMP_SRC2[i+31:i] := SRC2[i+31:i] 
Fl; 
ENDFOR; 
IF VL = 256 
TMP_DEST[127:0] := Select2(SRC1[255:0], imm8[0}); 
TMP_DEST[255:1 28] := Select2(SRC2[255:0], imm8[1]); 
Fl; 
IF VL=512 
TMP_DEST[127:0] := Select4(SRC1[51 1:0], imm8[1:0}); 
TMP_DEST[255:1 28] := Select4(SRC1[51 1:0], imm8[3:2]); 
TMP_DEST[383:256] := Select4(TMP_SRC2[51 1:0], imm8[5:4}); 
TMP_DEST[51 1:384] := Select4(TMP_SRC2[51 1:0], imm8[7:6]); 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 32 
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IF k1[j] OR *no writemask* 
THEN DEST[i+31:i] = TMP_DEST[i+31:i] 


ELSE 

IF *merging-masking* ;merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

THEN DEST[i+31:i] := 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VSHUFI64x2 (EVEX 512-bit version) 
(KL, VL) = (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF (EVEX.b = 1) AND (SRC2 *is memory*) 
THEN TMP_SRC2[i+63:i] = SRC2[63:0] 
ELSE TMP_SRC2[i+63:i] := SRC2[i+63:i] 
Fl; 
ENDFOR; 
IF VL = 256 
TMP_DEST[127:0] := Select2(SRC1[255:0], imm8[0}); 
TMP_DEST[255:1 28] := Select2(SRC2[255:0], imm8[1]); 
Fl; 
IF VL=512 
TMP_DEST[127:0] := Select4(SRC1[51 1:0], imm8[1:0)); 
TMP_DEST[255:1 28] := Select4(SRC1[51 1:0], imm8[3:2]); 
TMP_DEST[383:256] := Select4(TMP_SRC2[51 1:0], imm8[5:4}); 
TMP_DEST[51 1:384] := Select4(TMP_SRC2[51 1:0], imm8[7:6]); 
Fl; 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* 
THEN DEST[i+63:i] = TMP_DEST[i+63:i] 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 
THEN DEST[i+63:i] := 0 
Fl 
Fl; 
ENDFOR 
DEST[MAXVL-1:VL] := 0 
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INSTRUCTION SET REFERENCE, V-Z 


Intel C/C++ Compiler Intrinsic Equivalent 


VSHUFI32x4 __m512i_mm512_shuffle_i32x4(__m512ia,__m512i b, int imm); 

VSHUFI32x4 __m512i_mm512_mask_shuffle_i32x4(__m512is,__mmask16 k,__m512ia,__m512i b, int imm); 
VSHUFI32x4 __m512i_mm512_maskz_shuffle_i32x4(__mmask16 k,__m512ia,__m512i b, int imm); 
VSHUFI32x4 __m256i__mm256_shuffle_i32x4(__m256i a,__ m256i b, int imm); 

VSHUFI32x4 __m256i__mm256_mask_shuffle_i32x4(__m256i s,___mmask8 k,__ m256i a, __ m256i b, int imm); 
VSHUFI32x4 __m256i__mm256_maskz_shuffle_i32x4(__mmask8 k,__ m256i a,___m256i b, int imm); 
VSHUFF32x4 ___m512 _mm512_shuffle_f32x4(__m512 a,__m512 b, int imm); 

VSHUFF32x4 __m512 _mm512_mask_shuffle_f32x4(__m512 s,__ mmask16 k,__m512 a,__m512 b, int imm); 
VSHUFF32x4 __m512 _mm512_maskz_shuffle_f32x4(__mmask16 k,__m512 a,__m512 b, int imm); 
VSHUFI64x2 __ m512i_mm512_shuffle_i64x2(__m512ia,__m512i b, int imm); 

VSHUFI64x2 _ m512i_mm512_mask_shuffle_i64x2(__m512is,__mmask8 k,__m512i b,___m512i b, int imm); 
VSHUFI64x2 __m512i_mm512_maskz_shuffle_i64x2(__mmask8 k,__m512i a,__m512ib, int imm); 
VSHUFF64x2 _ m512d_mm512_shuffle_f64x2(__m512d a,__m512db, int imm); 

VSHUFF64x2 __m512d_mm512_mask_shuffle_f64x2(__m512ds,__mmask8 k,__m512da,__m512db, int imm); 
VSHUFF64x2 _ m512d_mm512_maskz_shuffle_f64x2(__ mmask8 k,__m512d a,__m512db, int imm); 


SIMD Floating-Point Exceptions 


None 


Other Exceptions 
See Table 2-50, “Type E4NF Class Exception Conditions”; additionally: 


#UD 
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VTESTPD/VTESTPS—Packed Bit Test 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 

VEX.128.66.0F38.WO OE /r RM |V/V AVX Set ZF and CF depending on sign bit AND and 

VTESTPS xmm1, xmm2/m128 ANDN of packed single-precision floating-point 
SOUIces. 

VEX.256.66.0F38.WO OE /r RM |V/V AVX Set ZF and CF depending on sign bit AND and 

VTESTPS ymm17, ymm2/m256 ANDN of packed single-precision floating-point 
SOUIces. 

VEX.128.66.0F38.WO OF /r RM |V/V AVX Set ZF and CF depending on sign bit AND and 

VTESTPD xmm1, xmm2/m128 ANDN of packed double-precision floating-point 
SOUICeS. 

VEX.256.66.0F38.WO OF /r RM |V/V AVX Set ZF and CF depending on sign bit AND and 

VTESTPD ymm1, ymm2/m256 ANDN of packed double-precision floating-point 
SOUICeS. 

Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r) ModRM:r/m (r) NA NA 
Description 


VTESTPS performs a bitwise comparison of all the sign bits of the packed single-precision elements in the first 
source operation and corresponding sign bits in the second source operand. If the AND of the source sign bits with 
the dest sign bits produces all zeros, the ZF is set else the ZF is clear. If the AND of the source sign bits with the 
inverted dest sign bits produces all zeros the CF is set else the CF is clear. An attempt to execute VTESTPS with 
VEX.W=1 will cause #UD. 


VTESTPD performs a bitwise comparison of all the sign bits of the double-precision elements in the first source 
operation and corresponding sign bits in the second source operand. If the AND of the source sign bits with the dest 
sign bits produces all zeros, the ZF is set else the ZF is clear. If the AND the source sign bits with the inverted dest 
sign bits produces all zeros the CF is set else the CF is clear. An attempt to execute VTESTPS with VEX.W=1 will 
cause #UD. 

The first source register is specified by the ModR/M reg field. 

128-bit version: The first source register is an XMM register. The second source register can be an XMM register or 
a 128-bit memory location. The destination register is not modified. 

VEX.256 encoded version: The first source register is a YMM register. The second source register can be a YMM 
register or a 256-bit memory location. The destination register is not modified. 


Note: In VEX-encoded versions, VEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. 
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Operation 


VTESTPS (128-bit version) 

TEMP[1 27:0] := SRC[127:0] AND DEST[127:0] 

IF (TEMP[31] = TEMP[63] = TEMP[95] = TEMP[127] = 0) 
THEN ZF := 1; 
ELSE ZF := 0; 


TEMP[1 27:0] := SRC[127:0] AND NOT DEST[127:0] 

IF (TEMP[31] = TEMP[63] = TEMP[95] = TEMP[127] = 0) 
THEN CF := 1; 
ELSE CF := 0; 

DEST (unmodified) 

AF := OF := PF := SF := 0; 


VTESTPS (VEX.256 encoded version) 

TEMP[255:0] := SRC[255:0] AND DEST[255:0] 

IF (TEMP[31] = TEMP[63] = TEMP[95] = TEMP[127]= TEMP[160] =TEMP[191] = TEMP[224] = TEMP[255] = 0) 
THEN ZF := 1; 
ELSE ZF := 0; 


TEMP[255:0] := SRC[255:0] AND NOT DEST[255:0] 

IF (TEMP[31] = TEMP[63] = TEMP[95] = TEMP[127]= TEMP[160] =TEMP[191] = TEMP[224] = TEMP[255] = 0) 
THEN CF := 1; 
ELSE CF := 0; 

DEST (unmodified) 

AF := OF := PF := SF := 0; 


VTESTPD (128-bit version) 
TEMP[1 27:0] := SRC[127:0] AND DEST[127:0] 
IF ( TEMP[63] = TEMP[127] = 0) 

THEN ZF := 1; 

ELSE ZF := 0; 


TEMP[1 27:0] := SRC[127:0] AND NOT DEST[127:0] 
IF ( TEMP[63] = TEMP[127] = 0) 
THEN CF := 1; 
ELSE CF := 0; 
DEST (unmodified) 
AF := OF := PF := SF := 0; 


VTESTPD (VEX.256 encoded version) 

TEMP[255:0] := SRC[255:0] AND DEST[255:0] 

IF (TEMP[63] = TEMP[1 27] = TEMP[191] = TEMP[255] = 0) 
THEN ZF := 1; 
ELSE ZF := 0; 


TEMP[255:0] := SRC[255:0] AND NOT DEST[255:0] 

IF (TEMP[63] = TEMP[1 27] = TEMP[191] = TEMP[255] = 0) 
THEN CF := 1; 
ELSE CF := 0; 

DEST (unmodified) 

AF := OF := PF := SF := 0; 
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Intel C/C++ Compiler Intrinsic Equivalent 


VTESTPS 
int_mm256_testz_ps (_m256 s1,__m256 s2); 
int__mm256_testc_ps (_m256 s1,__m256 s2); 
m128 s2); 
int__mm_testz_ps (_m128s1,__m128 s2); 


int_mm256_testnzc_ps (__m256 s1, 


int__mm_testc_ps (__m128s1,__m128s2); 


int__mm_testnzc_ps (_m128s1,__m128 s2); 


VTESTPD 
int_mm256_testz_pd (__m256ds1,__m256d s2); 
int_mm256_testc_pd (__m256d s1,__m256d s2); 
int__mm256_testnzc_pd (__m256d s1,__m256d s2); 
m128d s2); 
m128d s2); 
m128d s2); 


int__mm_testz_pd (__m128d s1, 


int__mm_testc_pd (__m128d s1, 


int__mm_testnzc_pd (__m128d s1, 


Flags Affected 
The OF, AF, PF, SF flags are cleared and the ZF, CF flags are set according to the operation. 


SIMD Floating-Point Exceptions 
None. 


Other Exceptions 
See Table 2-21, “Type 4 Class Exception Conditions”; additionally: 
#UD If VEX.vvvv # 1111B. 

If VEX.W = 1 for VTESTPS or VTESTPD. 
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VZEROALL—Zero XMM, YMM and ZMM Registers 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
VEX.256.0F.WIG 77 ZO |V/IV AVX Zero some of the XMM, YMM and ZMM 
VZEROALL registers. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


In 64-bit mode, the instruction zeroes XMMO-XMM15, YMMO-YMM15, and ZMMO-ZMM15. Outside 64-bit mode, it 
zeroes only XMMO-XMM7, YMMO-YMM7, and ZMMO-ZMM7. VZEROALL does not modify ZMM16-ZMM31. 


Note: VEX.vvvv is reserved and must be 1111b, otherwise instructions will #UD. In Compatibility and legacy 32-bit 
mode only the lower 8 registers are modified. 


Operation 

simd_reg_file[][] is a two dimensional array representing the SIMD register file containing all the overlapping xmm, ymm and zmm 
registers present in that implementation. The major dimension is the register number: O for xmmO, ymmO and zmm0O; 1 for xmm1, 
ymm1, and zmm1; etc. The minor dimension size is the width of the implemented SIMD state measured in bits. On a machine 
supporting Intel AVX-512, the width is 512. 


VZEROALL (VEX.256 encoded version) 
IF (64-bit mode) 
limit :=15 
ELSE 
limit := 7 
FOR i in O.. limit: 
simd_reg_file[iJ[MAXVL-1:0] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
VZEROALL: _mm256_zeroall() 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 


" 


See Table 2-25, “Type 8 Class Exception Conditions”. 
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VZEROUPPER—Zero Upper Bits of YMM and ZMM Registers 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
VEX.128.0F.WIG 77 ZO |V/V AVX Zero bits in positions 128 and higher of some 
VZEROUPPER YMM and ZMM registers. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


In 64-bit mode, the instruction zeroes the bits in positions 128 and higher in YMMO-YMM15 and ZMMO-ZMM15. 
Outside 64-bit mode, it zeroes those bits only in YMMO-YMM7 and ZMMO-ZMM7. VZEROUPPER does not modify the 
lower 128 bits of these registers and it does not modify ZMM16-ZMM31. 

This instruction is recommended when transitioning between AVX and legacy SSE code; it will eliminate perfor- 
mance penalties caused by false dependencies. 

Note: VEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. In Compatibility and legacy 32-bit 
mode only the lower 8 registers are modified. 


Operation 

simd_reg_file[][] is a two dimensional array representing the SIMD register file containing all the overlapping xmm, ymm and zmm 
registers present in that implementation. The major dimension is the register number: O for xmmO, ymmO and zmm0O; 1 for xmm1, 
ymm1, and zmm1; etc. The minor dimension size is the width of the implemented SIMD state measured in bits. 


VZEROUPPER 

IF (64-bit mode) 
limit :=15 

ELSE 
limit := 7 

FOR iin O.. limit: 
simd_reg_file[i][/MAXVL-1:1 28] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
VZEROUPPER: _mm256_zeroupper() 


SIMD Floating-Point Exceptions 


None. 


Other Exceptions 


" 


See Table 2-25, “Type 8 Class Exception Conditions”. 
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WAIT/FWAIT—Wait 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
9B WAIT ZO | Valid Valid Check pending unmasked floating-point 
exceptions. 
9B FWAIT ZO | Valid Valid Check pending unmasked floating-point 
exceptions. 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Causes the processor to check for and handle pending, unmasked, floating-point exceptions before proceeding. 
(FWAIT is an alternate mnemonic for WAIT.) 


This instruction is useful for synchronizing exceptions in critical sections of code. Coding a WAIT instruction after a 
floating-point instruction ensures that any unmasked floating-point exceptions the instruction may raise are 
handled before the processor can modify the instruction’s results. See the section titled “Floating-Point Exception 
Synchronization” in Chapter 8 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, 


for more information on using the WAIT/FWAIT instruction. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


CheckForPendingUnmaskedFloatingPointExceptions; 


FPU Flags Affected 
The CO, C1, C2, and C3 flags are undefined. 


Floating-Point Exceptions 


None. 


Protected Mode Exceptions 
If CRO.MP[bit 1] = 1 and CRO.TS[bit 3] = 1. 
If the LOCK prefix is used. 


#NM 
#UD 


Real-Address Mode Exceptions 


Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 


Same exceptions as in protected mode. 


Compatibility Mode Exceptions 


Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


Same exceptions as in protected mode. 
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WBINVD—Write Back and Invalidate Cache 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 09 WBINVD ZO ‘| Valid Valid Write back and flush Internal caches; initiate 
writing-back and flushing of external caches. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Writes back all modified cache lines in the processor’s internal cache to main memory and invalidates (flushes) the 
internal caches. The instruction then issues a special-function bus cycle that directs external caches to also write 
back modified data and another bus cycle to indicate that the external caches should be invalidated. 


After executing this instruction, the processor does not wait for the external caches to complete their write-back 
and flushing operations before proceeding with instruction execution. It is the responsibility of hardware to respond 
to the cache write-back and flush signals. The amount of time or cycles for WBINVD to complete will vary due to 
size and other factors of different cache hierarchies. As a consequence, the use of the WBINVD instruction can have 
an impact on logical processor interrupt/event response time. Additional information of WBINVD behavior in a 
cache hierarchy with hierarchical sharing topology can be found in Chapter 2 of the Inte/® 64 and IA-32 Architec- 
tures Software Developer’s Manual, Volume 3A. 


The WBINVD instruction is a privileged instruction. When the processor is running in protected mode, the CPL of a 
program or procedure must be 0 to execute this instruction. This instruction is also a serializing instruction (see 
“Serializing Instructions” in Chapter 8 of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3A). 


In situations where cache coherency with main memory is not a concern, software can use the INVD instruction. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


IA-32 Architecture Compatibility 


The WBINVD instruction is implementation dependent, and its function may be implemented differently on future 
Intel 64 and IA-32 processors. The instruction is not supported on IA-32 processors earlier than the Intel486 
processor. 


Operation 


WriteBack(InternalCaches); 
Flush(InternalCaches); 
SignalWriteBack(ExternalCaches); 
SignalFlush(ExternalCaches); 
Continue; (* Continue execution *) 


Intel C/C++ Compiler Intrinsic Equivalent 
WBINVD void _wbinvd(void); 


Flags Affected 
None. 


Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0. 
#UD If the LOCK prefix is used. 
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Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#GP(0) WBINVD cannot be executed at the virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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WBNOINVD—Write Back and Do Not Invalidate Cache 


Opcode / Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
F3 OF 09 ZO |V/V WBNOINVD | Write back and do not flush internal caches; 
WBNOINVD initiate writing-back without flushing of external 
caches. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA NA 
Description 


The WBNOINVD instruction writes back all modified cache lines in the processor’s internal cache to main memory 
but does not invalidate (flush) the internal caches. 


After executing this instruction, the processor does not wait for the external caches to complete their write-back 
operation before proceeding with instruction execution. It is the responsibility of hardware to respond to the cache 
write-back signal. The amount of time or cycles for WBNOINVD to complete will vary due to size and other factors 
of different cache hierarchies. As a consequence, the use of the WBNOINVD instruction can have an impact on 
logical processor interrupt/event response time. 


The WBNOINVD instruction is a privileged instruction. When the processor is running in protected mode, the CPL of 
a program or procedure must be 0 to execute this instruction. This instruction is also a serializing instruction (see 
“Serializing Instructions” in Chapter 8 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3A). 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 


Operation 


WriteBack(InternalCaches); 
Continue; (* Continue execution *) 


Intel C/C++ Compiler Intrinsic Equivalent 
WBNOINVD void _wbnoinvd(void); 


Flags Affected 
None. 


Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0. 
#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#GP(0) WBNOINVD cannot be executed at the virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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WRFSBASE/WRGSBASE—Write FS/GS Segment Base 


Opcode/ Op/ |64/32- | CPUID Fea- | Description 
Instruction En bit ture Flag 

Mode 
F3 OF AE/2 M V/I FSGSBASE | Load the FS base address with the 32-bit value in 
WRFSBASE r32 the source register. 
F3 REX.W OF AE /2 M V/I FSGSBASE | Load the FS base address with the 64-bit value in 
WRFSBASE r64 the source register. 
F3 OF AE /3 M V/I FSGSBASE | Load the GS base address with the 32-bit value in 
WRGSBASE r32 the source register. 
F3 REX.W OF AE /3 M VAI FSGSBASE | Load the GS base address with the 64-bit value in 
WRGSBASE r64 the source register. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Loads the FS or GS segment base address with the general-purpose register indicated by the modR/M:r/m field. 


The source operand may be either a 32-bit or a 64-bit general-purpose register. The REX.W prefix indicates the 
operand size is 64 bits. If no REX.W prefix is used, the operand size is 32 bits; the upper 32 bits of the source 
register are ignored and upper 32 bits of the base address (for FS or GS) are cleared. 


This instruction is supported only in 64-bit mode. 


Operation 
FS/GS segment base address := SRC; 


Flags Affected 
None 


C/C++ Compiler Intrinsic Equivalent 


WRFSBASE: void _writefsbase_u32( unsigned int ); 

WRFSBASE: _writefsbase_u64( unsigned __int64 ); 
WRGSBASE: void _writegsbase_u32( unsigned int ); 
WRGSBASE: _writegsbase_u64( unsigned __int64 ); 


Protected Mode Exceptions 
#UD The WRFSBASE and WRGSBASE instructions are not recognized in protected mode. 


Real-Address Mode Exceptions 
#UD The WRFSBASE and WRGSBASE instructions are not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The WRFSBASE and WRGSBASE instructions are not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
#UD The WRFSBASE and WRGSBASE instructions are not recognized in compatibility mode. 
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64-Bit Mode Exceptions 
#UD If the LOCK prefix is used. 
If CR4.FSGSBASE[bit 16] = 0. 
If CPUID.0O7H.OH: EBX.FSGSBASE[bit 0] = 0 
#GP(0) If the source register contains a non-canonical address. 
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WRMSR—Write to Model Specific Register 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
OF 30 WRMSR ZO | Valid Valid Write the value in EDX:EAX to MSR specified 
by ECX. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Writes the contents of registers EDX:EAX into the 64-bit model specific register (MSR) specified in the ECX register. 
(On processors that support the Intel 64 architecture, the high-order 32 bits of RCX are ignored.) The contents of 
the EDX register are copied to high-order 32 bits of the selected MSR and the contents of the EAX register are 
copied to low-order 32 bits of the MSR. (On processors that support the Intel 64 architecture, the high-order 32 
bits of each of RAX and RDX are ignored.) Undefined or reserved bits in an MSR should be set to values previously 
read. 


This instruction must be executed at privilege level 0 or in real-address mode; otherwise, a general protection 
exception #GP(0) is generated. Specifying a reserved or unimplemented MSR address in ECX will also cause a 
general protection exception. The processor will also generate a general protection exception if software attempts 
to write to bits in a reserved MSR. 


When the WRMSR instruction is used to write to an MTRR, the TLBs are invalidated. This includes global entries 
(see “Translation Lookaside Buffers (TLBs)” in Chapter 3 of the Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 3A). 


MSRs control functions for testability, execution tracing, performance-monitoring and machine check errors. 
Chapter 2, “Model-Specific Registers (MSRs)” of the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 4, lists all MSRs that can be written with this instruction and their addresses. Note that each 
processor family has its own set of MSRs. 


The WRMSR instruction is a serializing instruction (see “Serializing Instructions” in Chapter 8 of the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 3A). Note that WRMSR to the IA32_TSC_DEADLINE 
MSR (MSR index 6E0H) and the X2APIC MSRs (MSR indices 802H to 83FH) are not serializing. 


The CPUID instruction should be used to determine whether MSRs are supported (CPUID.01H:EDX[5] =1) before 
using this instruction. 
IA-32 Architecture Compatibility 


The MSRs and the ability to read them with the WRMSR instruction were introduced into the IA-32 architecture with 
the Pentium processor. Execution of this instruction by an IA-32 processor earlier than the Pentium processor 
results in an invalid opcode exception #UD. 


Operation 
MSR[ECX] := EDX:EAX; 


Flags Affected 
None. 
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Protected Mode Exceptions 


#GP(0) 


#UD 


If the current privilege level is not 0. 
If the value in ECX specifies a reserved or unimplemented MSR address. 
If the value in EDX:EAX sets bits that are reserved in the MSR specified by ECX. 


If the source register contains a non-canonical address and ECX specifies one of the following 
MSRs: IA32_DS_AREA, IA32_FS_BASE, IA32_GS_BASE, IA32_KERNEL_GS_ BASE, 
IA32_LSTAR, IA32_SYSENTER_EIP, IA32_SYSENTER_ESP. 


If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 


#UD 


If the value in ECX specifies a reserved or unimplemented MSR address. 
If the value in EDX:EAX sets bits that are reserved in the MSR specified by ECX. 


If the source register contains a non-canonical address and ECX specifies one of the following 
MSRs: IA32_DS_AREA, IA32_FS_BASE, IA32_GS_BASE, IA32_KERNEL_GS_ BASE, 
IA32_LSTAR, IA32_SYSENTER_EIP, IA32_SYSENTER_ESP. 


If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) 


The WRMSR instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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WRPKRU—Write Data to User Page Key Register 
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Opcode/ Op/ |64/32bit | CPUID Description 
Instruction En |Mode Feature 
Support | Flag 
NP OF 01 EF ZO |VV OSPKE Writes EAX into PKRU. 
WRPKRU 
Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Writes the value of EAX into PKRU. ECX and EDX must be 0 when WRPKRU is executed; otherwise, a general- 


protection exception (#GP) occurs. 


WRPKRU can be executed only if CR4.PKE = 1; otherwise, an invalid-opcode exception (#UD) occurs. Software can 
discover the value of CR4.PKE by examining CPUID.(EAX=07H,ECX=0H):ECX.OSPKE [bit 4]. 


On processors that support the Intel 64 Architecture, the high-order 32-bits of RCX, RDX and RAX are ignored. 


WRPKRU will never execute speculatively. Memory accesses affected by PKRU register will not execute (even spec- 
ulatively) until all prior executions of WRPKRU have completed execution and updated the PKRU register. 


Operation 


IF (ECX = 0 AND EDX = 0) 
THEN PKRU := EAX; 
ELSE #GP(0); 

Fl; 


Flags Affected 
None. 


C/C++ Compiler Intrinsic Equivalent 


WRPKRU: void _wrpkru(uint32_t); 


Protected Mode Exceptions 


#GP(0) If ECX # 0. 
If EDX # 0. 

#UD If the LOCK prefix is used 
If CR4.PKE = 0. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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WRSSD/WRSSQ—Write to Shadow Stack 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
OF 38 F6 MR | V/V CET_SS Write 4 bytes to shadow stack. 
WRSSD r/m32, r32 
REX.W OF 38 F6 MR | V/N.E. CET_SS Write 8 bytes to shadow stack. 
WRSSQ r/m64, r64 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Writes bytes in register source to the shadow stack. 


Operation 
IF CPL = 3 
IF (CR4.CET & IA32_U_CET.SH_STK_EN) = 0 
THEN #UD; FI; 
IF (IA32_U_CET.WR_SHSTK_EN) = 0 
THEN #UD; Fl; 


ELSE 
IF (CR4.CET & IA32_S_CET.SH_STK_EN) = 0 
THEN #UD; Fl; 
IF (IA32_S_CET.WR_SHSTK_EN) = 0 
THEN #UD; Fl; 


Fl; 
DEST_LA = Linear_Address(mem operand) 
IF (operand size is 64 bit) 
THEN 
(* Destination not 8B aligned *) 
IF DEST_LA[2:0] 
THEN GP(0); FI; 
Shadow_stack_store 8 bytes of SRC to DEST_LA; 
ELSE 
(* Destination not 4B aligned *) 
IF DEST_LA[1:0] 
THEN GP(0); Fl; 
Shadow_stack_store 4 bytes of SRC[31:0] to DEST_LA; 
Fl; 


Flags Affected 


None. 


C/C++ Compiler Intrinsic Equivalent 
WRSSD void _wrssd(__int32, void *); 
WRSSQ void __wrssq(__int64, void *); 
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Protected Mode Exceptions 


#UD 


#GP(0) 


#SS(0) 
#PF(fault-code) 


If the LOCK prefix is used. 

If CR4.CET = 0. 

If CPL = 3 and JA32_U_CET.SH_STK_EN = 0. 

If CPL < 3 and IA32_S_CET.SH_STK_EN = 0. 

If CPL = 3 and IA32_U_CET.WR_SHSTK_EN = 0. 

If CPL < 3 and IA32_S_CET.WR_SHSTK_EN = 0. 

If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If destination is located in a non-writeable segment. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If linear address of destination is not 4 byte aligned. 
If a memory operand effective address is outside the SS segment limit. 


If a page fault occurs if destination is not a user shadow stack when CPL3 and not a supervisor 
shadow stack when CPL < 3. 


Other terminal and non-terminal faults. 


Real-Address Mode Exceptions 


#UD 


The WRSS instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 


#UD 


The WRSS instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 


#UD 


#PF(fault-code) 


If the LOCK prefix is used. 

If CR4.CET = 0. 

If CPL = 3 and JA32_U_CET.SH_STK_EN = 0. 

If CPL < 3 and IA32_S_CET.SH_STK_EN = 0. 

If CPL = 3 and IA32_U_CET.WR_SHSTK_EN = 0. 
If CPL < 3 and IA32_S_CET.WR_SHSTK_EN = 0. 


If a page fault occurs if destination is not a user shadow stack when CPL3 and not a supervisor 
shadow stack when CPL < 3. 


Other terminal and non-terminal faults. 


64-Bit Mode Exceptions 


#UD 


#GP(0) 


#PF(fault-code) 
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If the LOCK prefix is used. 

If CR4.CET = 0. 

If CPL = 3 and JA32_U_CET.SH_STK_EN = 0. 

If CPL < 3 and IA32_S_CET.SH_STK_EN = 0. 

If CPL = 3 and IA32_U_CET.WR_SHSTK_EN = 0. 

If CPL < 3 and IA32_S_CET.WR_SHSTK_EN = 0. 

If a memory address is in a non-canonical form. 

If linear address of destination is not 4 byte aligned. 


If a page fault occurs if destination is not a user shadow stack when CPL3 and not a supervisor 
shadow stack when CPL < 3. 


Other terminal and non-terminal faults. 
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Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 

Support | Flag 
66 OF 38F5 MR | V/V CET_SS Write 4 bytes to shadow stack. 
WRUSSD r/m32, r32 
66 REX.W OF 38 F5 MR | V/N.E. CET_SS Write 8 bytes to shadow stack. 
WRUSSQ r/m64, r64 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Writes bytes in register source to a user shadow stack page. The WRUSS instruction can be executed only if CPL = 
0, however the processor treats its shadow-stack accesses as user accesses. 


Operation 
IF CR4.CET = 0 
THEN #UD; Fl: 
IF CPL >0O 
THEN #GP(0); Fl; 
DEST_LA = Linear_Address(mem operand) 
IF (operand size is 64 bit) 
THEN 
(* Destination not 8B aligned *) 
IF DEST_LA[2:0] 
THEN GP(0); Fl; 


Shadow_stack_store 8 bytes of SRC to DEST_LA as user-mode access; 


ELSE 
(* Destination not 4B aligned *) 
IF DEST_LA[1:0] 
THEN GP(0); Fl; 


Shadow_stack_store 4 bytes of SRC[31:0] to DEST_LA as user-mode access; 


Fl; 


Flags Affected 


None. 


C/C++ Compiler Intrinsic Equivalent 


WRUSSD — void _wrussd(__int32, void *); 
WRUSSQ void __wrussq(__int64, void *); 
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Protected Mode Exceptions 


#UD If the LOCK prefix is used. 
If CR4.CET = 0. 
#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If destination is located in a non-writeable segment. 


If the DS, ES, FS, or GS register is used to access memory and it contains a NULL segment 
selector. 


If linear address of destination is not 4 byte aligned. 

If CPL is not O. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 
#PF(fault-code) If destination is not a user shadow stack. 

Other terminal and non-terminal faults. 


Real-Address Mode Exceptions 
#UD The WRUSS instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The WRUSS instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 


#UD If the LOCK prefix is used. 
If CR4.CET = 0. 
#GP(0) If a memory address is in a non-canonical form. 


If linear address of destination is not 4 byte aligned. 

If CPL is not 0. 
#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#PF(fault-code) If destination is not a user shadow stack. 

Other terminal and non-terminal faults. 


64-Bit Mode Exceptions 


#UD If the LOCK prefix is used. 
If CR4.CET = 0. 
#GP(0) If a memory address is in a non-canonical form. 


If linear address of destination is not 4 byte aligned. 
If CPL is not 0. 

#PF(fault-code) If destination is not a user shadow stack. 
Other terminal and non-terminal faults. 
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XACQUIRE/XRELEASE — Hardware Lock Elision Prefix Hints 


Opcode/Instruction 64/32bit | CPUID Description 
Mode Feature 
Support | Flag 
Fe VIN HLE! A hint used with an “XACQUIRE-enabled” instruction to start lock 
XACQUIRE elision on the instruction memory operand address. 
F3 VIN HLE A hint used with an “XRELEASE-enabled” instruction to end lock 
XRELEASE elision on the instruction memory operand address. 
NOTES: 


1. Software is not required to check the HLE feature flag to use XACQUIRE or XRELEASE, as they are treated as regular prefix if HLE 
feature flag reports 0. 


Description 


The XACQUIRE prefix is a hint to start lock elision on the memory address specified by the instruction and the 
XRELEASE prefix is a hint to end lock elision on the memory address specified by the instruction. 


The XACQUIRE prefix hint can only be used with the following instructions (these instructions are also referred to 

as XACQUIRE-enabled when used with the XACQUIRE prefix): 

¢ Instructions with an explicit LOCK prefix (FOH) prepended to forms of the instruction where the destination 
operand is a memory operand: ADD, ADC, AND, BTC, BTR, BTS, CMPXCHG, CMPXCHG8B, DEC, INC, NEG, NOT, 
OR, SBB, SUB, XOR, XADD, and XCHG. 

¢ The XCHG instruction either with or without the presence of the LOCK prefix. 


The XRELEASE prefix hint can only be used with the following instructions (also referred to as XRELEASE-enabled 
when used with the XRELEASE prefix): 


¢ Instructions with an explicit LOCK prefix (FOH) prepended to forms of the instruction where the destination 
operand is a memory operand: ADD, ADC, AND, BTC, BTR, BTS, CMPXCHG, CMPXCHG8B, DEC, INC, NEG, NOT, 
OR, SBB, SUB, XOR, XADD, and XCHG. 

¢ The XCHG instruction either with or without the presence of the LOCK prefix. 


¢ The “MOV mem, reg” (Opcode 88H/89H) and “MOV mem, imm” (Opcode C6H/C7H) instructions. In these 
cases, the XRELEASE is recognized without the presence of the LOCK prefix. 


The lock variables must satisfy the guidelines described in Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1, Section 16.3.3, for elision to be successful, otherwise an HLE abort may be signaled. 


If an encoded byte sequence that meets XACQUIRE/XRELEASE requirements includes both prefixes, then the HLE 
semantic is determined by the prefix byte that is placed closest to the instruction opcode. For example, an F3F2C6 
will not be treated as a XRELEASE-enabled instruction since the F2H (XACQUIRE) is closest to the instruction 
opcode C6. Similarly, an F2F3F0 prefixed instruction will be treated as a XRELEASE-enabled instruction since F3H 
(XRELEASE) is closest to the instruction opcode. 
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Intel 64 and IA-32 Compatibility 
The effect of the XACQUIRE/XRELEASE prefix hint is the same in non-64-bit modes and in 64-bit mode. 


For instructions that do not support the XACQUIRE hint, the presence of the F2H prefix behaves the same way as 
prior hardware, according to 


¢ REPNE/REPNZ semantics for string instructions, 

¢ Serve as SIMD prefix for legacy SIMD instructions operating on XMM register 
* Cause #UD if prepending the VEX prefix. 

¢ Undefined for non-string instructions or other situations. 


For instructions that do not support the XRELEASE hint, the presence of the F3H prefix behaves the same way as in 
prior hardware, according to 


® REP/REPE/REPZ semantics for string instructions, 

¢ Serve as SIMD prefix for legacy SIMD instructions operating on XMM register 
* Cause #UD if prepending the VEX prefix. 

¢ Undefined for non-string instructions or other situations. 


Operation 
XACQUIRE 
IF XACQUIRE-enabled instruction 
THEN 
IF (HLE_NEST_COUNT < MAX_HLE_NEST_COUNT) THEN 
HLE_NEST_COUNT++ 
IF (HLE_NEST_COUNT = 1) THEN 
HLE_ACTIVE := 1 
IF 64-bit mode 
THEN 
restartRIP := instruction pointer of the XACQUIRE-enabled instruction 
ELSE 
restartElP := instruction pointer of the XACQUIRE-enabled instruction 
Fl; 
Enter HLE Execution (* record register state, start tracking memory state *) 
Fl; (* HLE_NEST_COUNT = 1%) 
IF ElisionBufferAvailable 
THEN 
Allocate elision buffer 
Record address and data for forwarding and commit checking 
Perform elision 
ELSE 
Perform lock acquire operation transactionally but without elision 
Fl; 
ELSE (* HLE_NEST_COUNT = MAX_HLE_NEST_COUNT *) 
GOTO HLE_ABORT_PROCESSING 
Fl; 
ELSE 
Treat instruction as non-XACQUIRE F2H prefixed legacy instruction 
Fl; 
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XRELEASE 


IF XRELEASE-enabled instruction 
THEN 
IF (HLE_LNEST_COUNT > 0) 
THEN 
HLE_NEST_COUNT-- 
IF lock address matches in elision buffer THEN 
IF lock satisfies address and value requirements THEN 
Deallocate elision buffer 
ELSE 
GOTO HLE_ABORT_PROCESSING 
Fl; 
Fl; 
IF (HLE_LNEST_COUNT = 0) 
THEN 
IF NoAllocatedElisionBuffer 
THEN 
Try to commit transactional execution 
IF fail to commit transactional execution 
THEN 
GOTO HLE_ABORT_PROCESSING; 
ELSE (* commit success *) 
HLE_ACTIVE := 0 
Fl; 
ELSE 
GOTO HLE_ABORT_PROCESSING 
Fl; 
Fl; 
Fl; (* HLE_NEST_COUNT > 0 *) 
ELSE 
Treat instruction as non-XRELEASE F3H prefixed legacy instruction 
Fl; 


(* For any HLE abort condition encountered during HLE execution *) 
HLE_ABORT_PROCESSING: 
HLE_ACTIVE := 0 
HLE_NEST_COUNT := 0 
Restore architectural register state 
Discard memory updates performed in transaction 
Free any allocated lock elision buffers 
IF 64-bit mode 
THEN 
RIP := restartRIP 
ELSE 
EIP := restartElP 
Fl; 
Execute and retire instruction at RIP (or EIP) and ignore any HLE hint 
END 
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SIMD Floating-Point Exceptions 
None 


Other Exceptions 
#GP(0) If the use of prefix causes instruction length to exceed 15 bytes. 
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XABORT — Transactional Abort 


Opcode/Instruction Op/ | 64/32bit | CPUID Description 
En Mode Feature 
Support | Flag 
C6 F8 ib A VIV RTM Causes an RTM abort if in RTM execution 
XABORT imm8 


Instruction Operand Encoding 


Op/En Operand 1 Operand2 Operand3 Operand4 
A imm8 NA NA NA 
Description 


XABORT forces an RTM abort. Following an RTM abort, the logical processor resumes execution at the fallback 
address computed through the outermost XBEGIN instruction. The EAX register is updated to reflect an XABORT 
instruction caused the abort, and the imm8 argument will be provided in bits 31:24 of EAX. 


Operation 
XABORT 
IF RTM_ACTIVE = 0 
THEN 
Treat as NOP; 
ELSE 
GOTO RTM_ABORT_PROCESSING; 
Fl; 


(* For any RTM abort condition encountered during RTM execution *) 
RTM_ABORT_PROCESSING: 
Restore architectural register state; 
Discard memory updates performed in transaction; 
Update EAX with status and XABORT argument; 
RTM_NEST_COUNT:= 0; 
RTM_ACTIVE:= 0; 
IF 64-bit Mode 
THEN 
RIP:= fallbackRIP; 
ELSE 
EIP := fallbackEIP; 
Fl; 
END 


Flags Affected 
None 


Intel C/C++ Compiler Intrinsic Equivalent 
XABORT: void _xabort( unsigned int); 


SIMD Floating-Point Exceptions 
None 


XABORT — Transactional Abort Vol.2C 5-607 


INSTRUCTION SET REFERENCE, V-Z 


Other Exceptions 
#UD CPUID.(EAX=7, ECX=0):EBX.RTM[bit 11] = 0. 
If LOCK prefix is used. 
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XADD—€xchange and Add 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 

En |Mode Leg Mode 
OF CO /r XADD r/m8&, r8 MR | Valid Valid Exchange r8 and r/m8&; load sum into r/m8. 
REX + OF CO /r XADD r/m8*, r8* MR | Valid N.E. Exchange r8 and r/m8; load sum into r/m8. 
OF C1 /r XADD r/m16, r16 MR | Valid Valid Exchange r76 and r/m16; load sum into r/m76. 
OF C1 /r XADD r/m32, r32 MR | Valid Valid Exchange r32 and r/m32,; load sum into r/m32. 
REX.W + OF C1 /r XADD r/m64, r64 MR | Valid N.E. Exchange r64 and r/m64; load sum into r/m64. 
NOTES: 


* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (r, w) ModRM:reg (r, w) NA NA 
Description 


Exchanges the first operand (destination operand) with the second operand (source operand), then loads the sum 
of the two values into the destination operand. The destination operand can be a register or a memory location; the 
source operand is a register. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 


IA-32 Architecture Compatibility 


IA-32 processors earlier than the Intel486 processor do not recognize this instruction. If this instruction is used, 
you should provide an equivalent code sequence that runs on earlier processors. 


Operation 


TEMP := SRC + DEST; 
SRC := DEST; 
DEST := TEMP; 


Flags Affected 


The CF, PF, AF, SF, ZF, and OF flags are set according to the result of the addition, which is stored in the destination 
operand. 


Protected Mode Exceptions 

#GP(0) If the destination is located in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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Opcode/Instruction Op/ | 64/32bit | CPUID Description 
En Mode Feature 
Support | Flag 

C7 F8 A VIN RTM Specifies the start of an RTM region. Provides a 16-bit relative 
XBEGIN rel16 offset to compute the address of the fallback instruction address at 

which execution resumes following an RTM abort. 
C7 F8 A VIV RTM Specifies the start of an RTM region. Provides a 32-bit relative 
XBEGIN rel32 offset to compute the address of the fallback instruction address at 

which execution resumes following an RTM abort. 

Instruction Operand Encoding 
Op/En Operand 1 Operand2 Operand3 Operand4 
A Offset NA NA NA 
Description 


The XBEGIN instruction specifies the start of an RTM code region. If the logical processor was not already in trans- 
actional execution, then the XBEGIN instruction causes the logical processor to transition into transactional execu- 
tion. The XBEGIN instruction that transitions the logical processor into transactional execution is referred to as the 
outermost XBEGIN instruction. The instruction also specifies a relative offset to compute the address of the fallback 
code path following a transactional abort. (Use of the 16-bit operand size does not cause this address to be trun- 


cated to 16 bits, unlike a near jump to a relative offset.) 


On an RTM abort, the logical processor discards all architectural register and memory updates performed during 
the RTM execution and restores architectural state to that corresponding to the outermost XBEGIN instruction. The 


fallback address following an abort is computed from the outermost XBEGIN instruction. 


Operation 
XBEGIN 
IF RTM_NEST_COUNT < MAX_RTM_NEST_COUNT 
THEN 
RTM_NEST_COUNT++ 
IF RTM_NEST_COUNT = 1 THEN 
IF 64-bit Mode 
THEN 
IF OperandSize = 16 
THEN fallbackRIP := RIP + SignExtend64(rel1 6); 
ELSE fallbackRIP := RIP + SignExtend64(rel32); 


Fl; 
IF fallbackRIP is not canonical 
THEN #GP(0); 
Fl; 
ELSE 


IF OperandSize = 16 
THEN fallbackEIP := EIP + Sign€xtend32(rel16); 
ELSE fallbackElP := EIP + rel32; 


Fl; 
IF fallbackEIP outside code segment limit 
THEN #GP(0); 
Fl; 
Fl; 
RTM_ACTIVE := 1 


Enter RTM Execution (* record register state, start tracking memory state*) 
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Fl; (* RTM_NEST_COUNT = 1 *) 
ELSE (* RTM_NEST_COUNT = MAX_RTM_NEST_COUNT *) 
GOTO RTM_ABORT_PROCESSING 
Fl; 


(* For any RTM abort condition encountered during RTM execution *) 
RTM_ABORT_PROCESSING: 
Restore architectural register state 
Discard memory updates performed in transaction 
Update EAX with status 
RTM_NEST_COUNT := 0 
RTM_ACTIVE := 0 
IF 64-bit mode 
THEN 
RIP := fallbackRIP 
ELSE 
EIP := fallbackEIP 
Fl; 
END 


Flags Affected 
None 


Intel C/C++ Compiler Intrinsic Equivalent 
XBEGIN: — unsigned int __xbegin( void ); 


SIMD Floating-Point Exceptions 
None 


Protected Mode Exceptions 


#UD CPUID.(EAX=7, ECX=0):EBX.RTM[bit 11]=0. 
If LOCK prefix is used. 
#GP(0) If the fallback address is outside the CS segment. 


Real-Address Mode Exceptions 
#GP(0) If the fallback address is outside the address space OOOOH and FFFFH. 
#UD CPUID.(EAX=7, ECX=0):EBX.RTM[bit 11]=0. 

If LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#GP(0) If the fallback address is outside the address space OOOOH and FFFFH. 
#UD CPUID.(EAX=7, ECX=0):EBX.RTM[bit 11]=0. 

If LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-bit Mode Exceptions 


#UD CPUID.(EAX=7, ECX=0):EBX.RTM[bit 11] = 0. 
If LOCK prefix is used. 
#GP(0) If the fallback address is non-canonical. 
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XCHG—Exchange Register/Memory with Register 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

90+rw XCHG AX, r16 6) Valid Valid Exchange r76 with AX. 

90+rw XCHG r16, AX 6) Valid Valid Exchange AX with r76. 

90+rd XCHG EAX, r32 6) Valid Valid Exchange r32 with EAX. 

REX.W + 90+rd XCHG RAX, r64 6) Valid N.E. Exchange r64 with RAX. 

90+rd XCHG r32, EAX 6) Valid Valid Exchange EAX with r32. 

REX.W + 90+rd XCHG r64, RAX ¢) Valid N.E. Exchange RAX with r64. 

86 /r XCHG r/m8, r8 MR | Valid Valid Exchange r& (byte register) with byte from 
r/m8. 

REX + 86 /r XCHG r/m8&*, r8* MR | Valid N.E. Exchange r& (byte register) with byte from 
r/mé. 

86 /r XCHG r8, r/m8 RM _ | Valid Valid Exchange byte from r/m8 with r8 (byte 
register). 

REX + 86 /r XCHG r8*, r/m8* RM | Valid N.E. Exchange byte from r/m8 with r8 (byte 
register). 

87 /r XCHG r/m16, r16 MR | Valid Valid Exchange r76 with word from r/m16. 

87 /r XCHG 16, r/m16 RM | Valid Valid Exchange word from r/m176 with r76. 

87 /r XCHG r/m32, r32 MR | Valid Valid Exchange r32 with doubleword from r/m32. 

[REXW+87/r ~—~—s*«(|XCHGr/m64,r64——itsé«<*STMRRs«*| Walid «= (NE. ~—_| Exchange r64 with quadword from r/m64._—i 
87 /r XCHG r32, r/m32 RM | Valid Valid Exchange doubleword from r/m32 with r32. 
[REXW+87/r ——S«(|XCHGr64,r/m64——(tsé«**RM«Sd( Valid «= (NE. ~—_| Exchange quadword from r/m64 with 64. _—| 
NOTES: 


* |n 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
6) AX/EAX/RAX (r, w) opcode + rd (r, w) NA NA 
6) opcode + rd (r, w) AX/EAX/RAX (r, w) NA NA 
MR ModRM:r/m (r, w) ModRM:reg (r) NA NA 
RM ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Exchanges the contents of the destination (first) and source (second) operands. The operands can be two general- 
purpose registers or a register and a memory location. If a memory operand is referenced, the processor’s locking 
protocol is automatically implemented for the duration of the exchange operation, regardless of the presence or 
absence of the LOCK prefix or of the value of the IOPL. (See the LOCK prefix description in this chapter for more 
information on the locking protocol.) 


This instruction is useful for implementing semaphores or similar data structures for process synchronization. (See 
“Bus Locking” in Chapter 8 of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A, for 
more information on bus locking.) 


The XCHG instruction can also be used instead of the BSWAP instruction for 16-bit operands. 


In 64-bit mode, the instruction’s default operation size is 32 bits. Using a REX prefix in the form of REX.R permits 
access to additional registers (R8-R15). Using a REX prefix in the form of REX.W promotes operation to 64 bits. See 
the summary chart at the beginning of this section for encoding data and limits. 


5-614 Vol. 2C XCHG—Exchange Register/Memory with Register 


INSTRUCTION SET REFERENCE, V-Z 


NOTE 


XCHG (E)AX, (E)AX (encoded instruction byte is 90H) is an alias for NOP regardless of data size 
prefixes, including REX.W. 


Operation 


TEMP := DEST; 
DEST := SRC; 
SRC := TEMP; 


Flags Affected 
None. 


Protected Mode Exceptions 

#GP(0) If either operand is in a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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XEND — Transactional End 


Opcode/Instruction Op/ | 64/32bit | CPUID Description 
En Mode Feature 
Support | Flag 
NP OF 01 D5 A VN RTM Specifies the end of an RTM code region. 
XEND 


Instruction Operand Encoding 


Op/En Operand 1 Operand2 Operand3 Operand4 
A NA NA NA NA 
Description 


The instruction marks the end of an RTM code region. If this corresponds to the outermost scope (that is, including 
this XEND instruction, the number of XBEGIN instructions is the same as number of XEND instructions), the logical 
processor will attempt to commit the logical processor state atomically. If the commit fails, the logical processor will 
rollback all architectural register and memory updates performed during the RTM execution. The logical processor 
will resume execution at the fallback address computed from the outermost XBEGIN instruction. The EAX register 
is updated to reflect RTM abort information. 


XEND executed outside a transactional region will cause a #GP (General Protection Fault). 


Operation 
XEND 
IF (RTM_ACTIVE = 0) THEN 
SIGNAL #GP 
ELSE 
RTM_NEST_COUNT-- 
IF (RTM_NEST_COUNT = 0) THEN 
Try to commit transaction 
IF fail to commit transactional execution 
THEN 
GOTO RTM_ABORT_PROCESSING; 
ELSE (* commit success *) 
RTM_ACTIVE := 0 
Fl; 
Fl; 
Fl; 


(* For any RTM abort condition encountered during RTM execution *) 
RTM_ABORT_PROCESSING: 
Restore architectural register state 
Discard memory updates performed in transaction 
Update EAX with status 
RTM_NEST_COUNT := 0 
RTM_ACTIVE := 0 
IF 64-bit Mode 
THEN 
RIP := fallbackRIP 
ELSE 
EIP := fallbackElP 
Fl; 
END 
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Flags Affected 
None 


Intel C/C++ Compiler Intrinsic Equivalent 
XEND: void _xend( void ); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


#UD CPUID.(EAX=7, ECX=0):EBX.RTM[bit 11] = 0. 
If LOCK prefix is used. 
#GP(0) If RTM_ACTIVE = 0. 
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XGETBV—Get Value of Extended Control Register 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
NP OF 01 DO XGETBV ZO | Valid Valid Reads an XCR specified by ECX into EDX:EAX. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Reads the contents of the extended control register (XCR) specified in the ECX register into registers EDX:EAX. (On 
processors that support the Intel 64 architecture, the high-order 32 bits of RCX are ignored.) The EDX register is 
loaded with the high-order 32 bits of the XCR and the EAX register is loaded with the low-order 32 bits. (On proces- 
sors that support the Intel 64 architecture, the high-order 32 bits of each of RAX and RDX are cleared.) If fewer 
than 64 bits are implemented in the XCR being read, the values returned to EDX:EAX in unimplemented bit loca- 
tions are undefined. 


XCRO is supported on any processor that supports the XGETBV instruction. If 
CPUID.(EAX=0DH,ECX=1):EAX.XG1[bit 2] = 1, executing XGETBV with ECX = 1 returns in EDX:EAX the logical- 
AND of XCRO and the current value of the XINUSE state-component bitmap. This allows software to discover the 
state of the init optimization used by XSAVEOPT and XSAVES. See Chapter 13, “Managing State Using the XSAVE 
Feature Set,” in Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1. 


Use of any other value for ECX results in a general-protection (#GP) exception. 


Operation 
EDX:EAX := XCR[ECX]; 


Flags Affected 
None. 


Intel C/C++ Compiler Intrinsic Equivalent 
XGETBV: unsigned __int64 _xgetbv( unsigned int); 


Protected Mode Exceptions 


#GP(0) If an invalid XCR is specified in ECX (includes ECX = 1 if 
CPUID.(EAX=0DH,ECX=1):EAX.XGi[bit 2] = 0). 
#UD If CPUID.01H:ECX.XSAVE[bit 26] = 0. 


If CR4.OSXSAVE[bit 18] = 0. 
If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP(0) If an invalid XCR is specified in ECX (includes ECX = 1 if 
CPUID.(EAX=0DH,ECX=1):EAX.XGi[bit 2] = 0). 
#UD If CPUID.01H:ECX.XSAVE[bit 26] = 0. 


If CR4.OSXSAVE[bit 18] = 0. 
If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 
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Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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XLAT/XLATB—Table Look-up Translation 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 

D7 XLAT m8 ZO | Valid Valid Set AL to memory byte DS:[(€)BX + unsigned 
AL]. 

D7 XLATB ZO | Valid Valid Set AL to memory byte DS:[(€)BX + unsigned 
AL]. 

REX.W + D7 XLATB ZO | Valid N.E. Set AL to memory byte [RBX + unsigned AL]. 

Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Locates a byte entry in a table in memory, using the contents of the AL register as a table index, then copies the 
contents of the table entry back into the AL register. The index in the AL register is treated as an unsigned integer. 
The XLAT and XLATB instructions get the base address of the table in memory from either the DS:EBX or the DS:BX 
registers (depending on the address-size attribute of the instruction, 32 or 16, respectively). (The DS segment may 
be overridden with a segment override prefix.) 


At the assembly-code level, two forms of this instruction are allowed: the “explicit-operand” form and the “no- 
operand” form. The explicit-operand form (specified with the XLAT mnemonic) allows the base address of the table 
to be specified explicitly with a symbol. This explicit-operands form is provided to allow documentation; however, 
note that the documentation provided by this form can be misleading. That is, the symbol does not have to specify 
the correct base address. The base address is always specified by the DS:(E)BX registers, which must be loaded 
correctly before the XLAT instruction is executed. 


The no-operands form (XLATB) provides a “short form” of the XLAT instructions. Here also the processor assumes 
that the DS:(E)BX registers contain the base address of the table. 


In 64-bit mode, operation is similar to that in legacy or compatibility mode. AL is used to specify the table index 
(the operand size is fixed at 8 bits). RBX, however, is used to specify the table’s base address. See the summary 
chart at the beginning of this section for encoding data and limits. 


Operation 


IF AddressSize = 16 
THEN 
AL:= (DS:BX + ZeroExtend(AL)); 
ELSE IF (AddressSize = 32) 
AL:= (DS:EBX + ZeroExtend(AL)); FI; 
ELSE (AddressSize = 64) 
AL:= (RBX + ZeroExtend(AL)); 
FI; 


Flags Affected 
None. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 


#PF(fault-code) If a page fault occurs. 
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#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#UD If the LOCK prefix is used. 
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Exclusive OR 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
34 ib XOR AL, imm8 | Valid Valid AL XOR immé. 
35 iw XOR AX, imm16 | Valid Valid AX XOR imm76. 
35 id XOR EAX, imm32 | Valid Valid EAX XOR imm32. 
REX.W + 35 id XOR RAX, imm32 | Valid N.E. RAX XOR imm32 (sign-extended). 
80 /6 ib XOR r/m8, imm8 MI | Valid Valid r/m8 XOR immé. 
REX + 80 /6 ib XOR r/m8*, imm8 MI | Valid N.E. r/m8 XOR immé. 
81 /6 iw XOR r/m16, imm16 MI | Valid Valid r/m16 XOR imm176. 
81 /6 id XOR r/m32, imm32 MI | Valid Valid r/m32 XOR imm3z2. 
REX.W + 81 /6 id XOR r/m64, imm32 MI | Valid N.E. r/m64 XOR imm32 (sign-extended). 
83 /6 ib XOR r/m16, imm8 MI | Valid Valid r/m16 XOR imm6 (sign-extended). 
83 /6 ib XOR r/m32, imm8 MI | Valid Valid r/m32 XOR imm8 (sign-extended). 
REX.W + 83 /6 ib XOR r/m64, imm8 MI | Valid N.E. r/m64 XOR imm8 (sign-extended). 
30 /r XOR r/m8, r8 MR | Valid Valid r/m8 XOR r8. 
REX + 30 /r XOR r/m8*, r8* MR | Valid N.E. r/m8 XOR r8. 
31/r XOR r/m16, r16 MR | Valid Valid r/m16 XOR r16. 
31/r XOR r/m32, r32 MR | Valid Valid r/m32 XOR r32. 
REX.W + 31 /r XOR r/m64, r64 MR | Valid N.E. r/m64 XOR r64. 
32 /r XOR r8, r/m8 RM_ | Valid Valid r8 XOR r/mé. 
REX + 32 /r XOR r8*, r/m8* RM_ | Valid N.E. r8 XOR r/mé. 
33 /r XOR r76, r/m16 RM_ | Valid Valid r16 XOR r/m16. 
33 /r XOR r32, r/m32 RM_ | Valid Valid r32 XOR r/m32. 
REX.W + 33 /r XOR r64, r/m64 RM_ | Valid N.E. r64 XOR r/m64. 
NOTES: 


* In 64-bit mode, r/m8 can not be encoded to access the following byte registers if a REX prefix is used: AH, BH, CH, DH. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
| AL/AX/EAX/RAX imm8/16/32 NA NA 
MI ModRM:r/m (r, w) imm8/16/32 NA NA 
MR ModRM:r/m (r, w) ModRM:reg (r) NA NA 
RM ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


Performs a bitwise exclusive OR (XOR) operation on the destination (first) and source (second) operands and 
stores the result in the destination operand location. The source operand can be an immediate, a register, or a 
memory location; the destination operand can be a register or a memory location. (However, two memory oper- 
ands cannot be used in one instruction.) Each bit of the result is 1 if the corresponding bits of the operands are 
different; each bit is 0 if the corresponding bits are the same. 


This instruction can be used with a LOCK prefix to allow the instruction to be executed atomically. 
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In 64-bit mode, using a REX prefix in the form of REX.R permits access to additional registers (R8-R15). Using a 
REX prefix in the form of REX.W promotes operation to 64 bits. See the summary chart at the beginning of this 
section for encoding data and limits. 


Operation 
DEST := DEST XOR SRC; 


Flags Affected 


The OF and CF flags are cleared; the SF, ZF, and PF flags are set according to the result. The state of the AF flag is 
undefined. 


Protected Mode Exceptions 

#GP(0) If the destination operand points to a non-writable segment. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains a NULL segment selector. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Real-Address Mode Exceptions 


#GP If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS If a memory operand effective address is outside the SS segment limit. 
#UD If the LOCK prefix is used but the destination is not a memory operand. 


Virtual-8086 Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 

#GP(0) If the memory address is in a non-canonical form. 

#PF(fault-code) If a page fault occurs. 

#AC(0) If alignment checking is enabled and an unaligned memory reference is made while the 
current privilege level is 3. 

#UD If the LOCK prefix is used but the destination is not a memory operand. 
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XORPD—Bitwise Logical XOR of Packed Double Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 

Support | Flag 
66 OF 57/r A VIV SSE2 Return the bitwise logical XOR of packed double- 
XORPD xmm1, xmm2/m128 precision floating-point values in xmm1 and xmm2/mem. 
VEX.128.66.0F.WIG 57 /r B VIV AVX Return the bitwise logical XOR of packed double- 
VXORPD xmm1,xmmz, precision floating-point values in xmm2 and xmm3/mem. 
xmm3/m128 
VEX.256.66.0F.WIG 57 /r B VIV AVX Return the bitwise logical XOR of packed double- 
VXORPD ymm1, ymme2, precision floating-point values in ymm2 and ymm3/mem. 
ymm3/m256 
EVEX.128.66.0F.W1 57 /r C VIV AVX512VL_ | Return the bitwise logical XOR of packed double- 
VXORPD xmm1 {k1}{z}, xmm2, AVX512DQ | precision floating-point values in xmm2 and 
xmm3/m1 28/m64bcst xmm3/m128/m64bcst subject to writemask k1. 
EVEX.256.66.0F.W1 57 /r C VIV AVX512VL_ | Return the bitwise logical XOR of packed double- 
VXORPD ymm1 {k1}{z}, ymm2, AVX512DQ_ | precision floating-point values in ymme2 and 
ymm3/m256/m64bcst ymm3/m256/m64bcst subject to writemask k1. 
EVEX.512.66.0F.W1 57 /r C VIN AVX512DQ_ | Return the bitwise logical XOR of packed double- 
VXORPD zmm1 {k1}{z}, zmm2, precision floating-point values in zmm2 and 
zmm3/m512/m64bcst zmm3/m512/m64bcst subject to writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a bitwise logical XOR of the two, four or eight packed double-precision floating-point values from the first 
source operand and the second source operand, and stores the result in the destination operand. 


EVEX.512 encoded version: The first source operand is a ZMM register. The second source operand can be a ZMM 
register or a vector memory location. The destination operand is a ZMM register conditionally updated with 
writemask k1. 


VEX.256 and EVEX.256 encoded versions: The first source operand is a YMM register. The second source operand 
is a YMM register or a 256-bit memory location. The destination operand is a YMM register (conditionally updated 
with writemask k1 in case of EVEX). The upper bits (MAXVL-1:256) of the corresponding ZMM register destination 
are zeroed. 


VEX.128 and EVEX.128 encoded versions: The first source operand is an XMM register. The second source operand 
is an XMM register or 128-bit memory location. The destination operand is an XMM register (conditionally updated 
with writemask k1 in case of EVEX). The upper bits (MAXVL-1:128) of the corresponding ZMM register destination 
are zeroed. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
register destination are unmodified. 
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Operation 


VXORPD (EVEX encoded versions) 
(KL, VL) = (2, 128), (4, 256), (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b == 1) AND (SRC2 *is memory*) 
THEN DEST[i+63:i] = SRC1[i+63:i] BITWISE XOR SRC2[63:0]; 
ELSE DEST[i+63:i] := SRC1[i+63:i] BITWISE XOR SRC2[i+63:i); 


Fl; 
ELSE 

IF *merging-masking* ; Merging-masking 
THEN *DEST{[i+63:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+63:i] = 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VXORPD (VEX.256 encoded version) 

DEST[63:0] := SRC1[63:0] BITWISE XOR SRC2[63:0] 
DEST[127:64] := SRC1[127:64] BITWISE XOR SRC2[1 27:64] 
DEST[191:128] := SRC1[191:128] BITWISE XOR SRC2[191:128] 
DEST[255:192] := SRC1[255:192] BITWISE XOR SRC2[255:192] 
DEST[MAXVL-1:256] := 0 


VXORPD (VEX.128 encoded version) 

DEST[63:0] := SRC1[63:0] BITWISE XOR SRC2[63:0] 
DEST[127:64] := SRC1[127:64] BITWISE XOR SRC2[1 27:64] 
DEST[MAXVL-1:128] := 0 


XORPD (128-bit Legacy SSE version) 

DEST[63:0] := DEST[63:0] BITWISE XOR SRC[63:0] 
DEST[127:64] := DEST[127:64] BITWISE XOR SRC[127:64] 
DEST[MAXVL-1:1 28] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VXORPD __m512d_mm512_xor_pd (__m512d a,__m512db); 


VXORPD __m512d_mm512_mask_xor_pd (__m512d a,__ mmask8 m,___m512d b); 


VXORPD __m512d_mm512_maskz_xor_pd (__mmask8 m, ___m512d a); 
VXORPD __m256d_mm256_xor_pd (__m256d a,___ m256d b); 
VXORPD __m256d__mm256_mask_xor_pd (__m256d a, ___mmask8 m, 
VXORPD __m256d_mm256_maskz_xor_pd (__mmask8 m, __m256d a); 
XORPD __m128d _mm_xor_pd (__m128d a, ___m128d b); 

VXORPD __m128d_mm_mask_xor_pd (__m128d a,___mmask8 m, __m128d b); 
VXORPD __m128d __mm_maskz_xor_pd (__mmask8 m, __m128d a); 


SIMD Floating-Point Exceptions 
None 
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Other Exceptions 
Non-EVEX-encoded instructions, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-49, “Type E4 Class Exception Conditions”. 
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XORPS—Bitwise Logical XOR of Packed Single Precision Floating-Point Values 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
NP OF 57 /r A VV SSE Return the bitwise logical XOR of packed single- 
XORPS xmm1, xmm2/m128 precision floating-point values in xmm1 and 
xmm2/mem. 
VEX.128.0F.WIG 57 /r B VIN AVX Return the bitwise logical XOR of packed single- 
VXORPS xmm1,xmm_2, xmm3/m128 precision floating-point values in xmm2 and 
xmm3/mem. 
VEX.256.0F.WIG 57 /r B VIN AVX Return the bitwise logical XOR of packed single- 
VXORPS ymm1, ymm2, ymm3/m256 precision floating-point values in ymm2 and 
ymm3/mem. 
EVEX.128.0F.WO 57 /r C VV AVX512VL_ | Return the bitwise logical XOR of packed single- 
VXORPS xmm1 {k1}{z}, xmm2, AVX512DQ_ | precision floating-point values in xmm2 and 
xmm3/m128/m32bcst xmm3/m128/m32bcst subject to writemask k1. 
EVEX.256.0F.WO 57 /r C VV AVX512VL_ | Return the bitwise logical XOR of packed single- 
VXORPS ymm1 {k1}{z}, ymm2, AVX512DQ_ | precision floating-point values in ymme2 and 
ymm3/m256/m32bcst ymm3/m256/m32bcst subject to writemask k1. 
EVEX.512.0F.W0 57 /r C VV AVX512DQ_ | Return the bitwise logical XOR of packed single- 
VXORPS zmm1 {k1}{z}, zmm2, precision floating-point values in zmm2 and 
zmm3/m512/m32bcst zmm3/m512/m32bcst subject to writemask k1. 
Instruction Operand Encoding 
Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A NA ModRM:reg (r, w) ModRM:r/m (r) NA NA 
B NA ModRM:reg (w) VEX.vvvv (r) ModRM:r/m (r) NA 
C Full ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Performs a bitwise logical XOR of the four, eight or sixteen packed single-precision floating-point values from the 
first source operand and the second source operand, and stores the result in the destination operand 


EVEX.512 encoded version: The first source operand is a ZMM register. The second source operand can be a ZMM 
register or a vector memory location. The destination operand is a ZMM register conditionally updated with 
writemask k1. 


VEX.256 and EVEX.256 encoded versions: The first source operand is a YMM register. The second source operand 
is a YMM register or a 256-bit memory location. The destination operand is a YMM register (conditionally updated 
with writemask k1 in case of EVEX). The upper bits (MAXVL-1:256) of the corresponding ZMM register destination 
are zeroed. 


VEX.128 and EVEX.128 encoded versions: The first source operand is an XMM register. The second source operand 
is an XMM register or 128-bit memory location. The destination operand is an XMM register (conditionally updated 
with writemask k1 in case of EVEX). The upper bits (MAXVL-1:128) of the corresponding ZMM register destination 
are zeroed. 


128-bit Legacy SSE version: The second source can be an XMM register or an 128-bit memory location. The desti- 
nation is not distinct from the first source XMM register and the upper bits (MAXVL-1:128) of the corresponding 
register destination are unmodified. 
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Operation 


VXORPS (EVEX encoded versions) 
(KL, VL) = (4, 128), (8, 256), (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b == 1) AND (SRC2 *is memory*) 
THEN DEST[i+31:i] = SRC1[i+31:i] BITWISE XOR SRC2[3 1:0); 
ELSE DEST[i+31:i] := SRC1[i+31:i] BITWISE XOR SRC2[i+3 1:1]; 


Fl; 
ELSE 

IF *merging-masking* ; merging-masking 
THEN *DEST{[i+31:i] remains unchanged* 
ELSE *zeroing-masking* ; zeroing-masking 

DEST[i+31:i] = 0 
Fl 
Fl; 
ENDFOR 


DEST[MAXVL-1:VL] := 0 


VXORPS (VEX.256 encoded version) 

DEST[31:0] := SRC1[31:0] BITWISE XOR SRC2[31:0] 
DEST[63:32] := SRC1[63:32] BITWISE XOR SRC2[63:32] 
DEST[95:64] := SRC1[95:64] BITWISE XOR SRC2[95:64] 
DEST[127:96] := SRC1[127:96] BITWISE XOR SRC2[127:96] 
DEST[159:128] := SRC1[159:128] BITWISE XOR SRC2[159:128] 
DEST[191:160] := SRC1[191:160] BITWISE XOR SRC2[191:160] 
DEST[223:192] := SRC1[223:192] BITWISE XOR SRC2[223:192] 
DEST[255:224] := SRC1[255:224] BITWISE XOR SRC2[255:224]. 
DEST[MAXVL-1:256] := 0 


VXORPS (VEX.128 encoded version) 

DEST[31:0] := SRC1[31:0] BITWISE XOR SRC2[31:0] 
DEST[63:32] := SRC1[63:32] BITWISE XOR SRC2[63:32] 
DEST[95:64] := SRC1[95:64] BITWISE XOR SRC2[95:64] 
DEST[127:96] := SRC1[127:96] BITWISE XOR SRC2[127:96] 
DEST[MAXVL-1:128] := 0 


XORPS (128-bit Legacy SSE version) 

DEST[31:0] := SRC1[31:0] BITWISE XOR SRC2[31:0] 
DEST[63:32] := SRC1[63:32] BITWISE XOR SRC2[63:32] 
DEST[95:64] := SRC1[95:64] BITWISE XOR SRC2[95:64] 
DEST[127:96] := SRC1[127:96] BITWISE XOR SRC2[1 27:96] 
DEST[MAXVL-1:128] (Unmodified) 


Intel C/C++ Compiler Intrinsic Equivalent 


VXORPS __m512_mm512_xor_ps (_m512a,__m512 b); 
VXORPS __m512_mm512_mask_xor_ps (__m512 a,__mmask16 m,__m512 b); 
VXORPS __m512_mm512_maskz_xor_ps (__mmask16 m, ___m512 a); 

VXORPS __m256 _mm256_xor_ps (_m256 a,__m256 b); 

VXORPS __m256 __mm256_mask_xor_ps (__m256 a,___ mmask8 m,__m256 b); 
VXORPS __m256 __mm256_maskz_xor_ps (__mmask8 m, __m256 a); 

XORPS __m128_mm_xor_ps (__m128 a,__m128 b); 

VXORPS __m128 _mm_mask_xor_ps (__m128 a,__mmask8 m, 


m128 b); 
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VXORPS __m128 __mm_maskz_xor_ps (__mmask8 m, __m128 a); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 


Non-EVEX-encoded instructions, see Table 2-21, “Type 4 Class Exception Conditions”. 
EVEX-encoded instructions, see Table 2-49, “Type E4 Class Exception Conditions”. 
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XRSTOR—Restore Processor Extended States 


Opcode / Op/ | 64/32 bit | CPUID Description 
Instruction En Mode Feature 

Support | Flag 
NP OF AE/5 M VIV XSAVE Restore state components specified by EDX:EAX from 
XRSTOR mem mem. 
NP REX.W + OF AE/5 M V/N.E. XSAVE Restore state components specified by EDX:EAX from 
XRSTOR64 mem Mem. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Performs a full or partial restore of processor state components from the XSAVE area located at the memory 
address specified by the source operand. The implicit EDX:EAX register pair specifies a 64-bit instruction mask. The 
specific state components restored correspond to the bits set in the requested-feature bitmap (RFBM), which is the 
logical-AND of EDX:EAX and XCRO. 


The format of the XSAVE area is detailed in Section 13.4, “XSAVE Area,” of Inte!® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 1. Like FXRSTOR and FXSAVE, the memory format used for x87 state depends 
on a REX.W prefix; see Section 13.5.1, “x87 State” of Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1. 


Section 13.8, “Operation of XRSTOR,” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 

1 provides a detailed description of the operation of the XRSTOR instruction. The following items provide a high- 

level outline: 

° Execution of XRSTOR may take one of two forms: standard and compacted. Bit 63 of the XCOMP_BV field in the 
XSAVE header determines which form is used: value 0 specifies the standard form, while value 1 specifies the 
compacted form. 


* If RFBM[/] = 0, XRSTOR does not update state component i.! 

¢ If RFBM[/] = 1 and bit / is clear in the XSTATE_BV field in the XSAVE header, XRSTOR initializes state 
component /. 

e If RFBM[/] = 1 and XSTATE_BV[/] = 1, XRSTOR loads state component j from the XSAVE area. 

¢ The standard form of XRSTOR treats MXCSR (which is part of state component 1 — SSE) differently from the 


XMM registers. If either form attempts to load MXCSR with an illegal value, a general-protection exception 
(#GP) occurs. 


¢ XRSTOR loads the internal value XRSTOR_INFO, which may be used to optimize a subsequent execution of 
XSAVEOPT or XSAVES. 


* Immediately following an execution of XRSTOR, the processor tracks as in-use (not in initial configuration) any 
state component / for which RFBM[/] = 1 and XSTATE_BV[/] = 1; it tracks as modified any state component 
i for which RFBM[/] = 0. 
Use of a source operand not aligned to 64-byte boundary (for 64-bit and 32-bit modes) results in a general-protec- 
tion (#GP) exception. In 64-bit mode, the upper 32 bits of RDX and RAX are ignored. 


See Section 13.6, “Processor Tracking of XSAVE-Managed State,” of Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1 for discussion of the bitmaps XINUSE and XMODIFIED and of the quantity 
XRSTOR_INFO. 


1. There is an exception if RFBM[1] = 0 and RFBM[2] = 1. In this case, the standard form of XRSTOR will load MXCSR from memory, 
even though MXCSR is part of state component 1 — SSE. The compacted form of XRSTOR does not make this exception. 
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Operation 


RFBM := XCRO AND EDX:EAX; /* bitwise logical AND */ 
COMPMASK := XCOMP_BV field from XSAVE header; 
RSTORMASK := XSTATE_BV field from XSAVE header; 


IF COMPMASK[63] = 0 
THEN 
/* Standard form of XRSTOR */ 
TO_BE_RESTORED := RFBM AND RSTORMASK; 
TO_BE_INITIALIZED := RFBM AND NOT RSTORMASK; 


IF TO_BE_RESTORED[O] = 1 
THEN 
XINUSE[0] := 1; 
load x87 state from legacy region of XSAVE area; 
ELSIF TO_BE_INITIALIZED[O] = 1 
THEN 
XINUSE[0] := 0; 
initialize x87 state; 
Fl; 


IF RFBM[1] = 1 OR RFBM[2] = 1 
THEN load MXCSR from legacy region of XSAVE area; 
Fl; 


IF TO_BE_RESTORED[1] = 1 
THEN 
XINUSE[1] := 1; 
load XMM registers from legacy region of XSAVE area; // this step does not load MXCSR 
ELSIF TO_BE_INITIALIZED[1] = 1 


THEN 
XINUSE[1] := 0; 
set all XMM registers to 0; // this step does not initialize MXCSR 
Fl; 
FOR i:= 2 TO62 
IF TO_BE_RESTORED[i] = 1 
THEN 
XINUSE[i] := 1; 
load XSAVE state component i at offset n from base of XSAVE area; 
//n enumerated by CPUID(EAX=ODH,ECX=i):EBX) 
ELSIF TO_BE_INITIALIZED[i] = 1 
THEN 
XINUSE[i] := 0; 
initialize XSAVE state component i; 
Fl; 
ENDFOR; 
ELSE 


/* Compacted form of XRSTOR */ 
IF CPUID.(EAX=0DH,ECX=1):EAX.XSAVEC[bit 1] = 0 
THEN  /* compacted form not supported */ 
#GP(0); 
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Fl; 


FORMAT = COMPMASK AND 7FFFFFFF_FFFFFFFFH; 
RESTORE_FEATURES = FORMAT AND RFBM; 

TO_BE_RESTORED := RESTORE_FEATURES AND RSTORMASK; 
FORCE_INIT := RFBM AND NOT FORMAT; 

TO_BE_INITIALIZED = (RFBM AND NOT RSTORMASK) OR FORCE_INIT; 


IF TO_BE_RESTORED[O] = 1 
THEN 
XINUSE[0] := 1; 
load x87 state from legacy region of XSAVE area; 
ELSIF TO_BE_INITIALIZED[O] = 1 
THEN 
XINUSE[0] := 0; 
initialize x87 state; 
Fl; 


IF TO_BE_RESTORED[1] = 1 
THEN 
XINUSE[1] := 1; 
load SSE state from legacy region of XSAVE area; // this step loads the XMM registers and MXCSR 
ELSIF TO_BE_INITIALIZED[1] = 1 


THEN 
set all XMM registers to O; 
XINUSE[1] := 0; 
MXCSR := 1F80H; 
Fl; 
NEXT_FEATURE_OFFSET = 576; // Legacy area and XSAVE header consume 576 bytes 
FOR i := 2 TO 62 
IF FORMAT[i] = 1 
THEN 
IF TO_BE_RESTORED[i] = 1 
THEN 
XINUSE[i] := 1; 
load XSAVE state component i at offset NEXT_FEATURE_OFFSET from base of XSAVE area; 
Fl; 
NEXT_FEATURE_OFFSET = NEXT_FEATURE_OFFSET + n(n enumerated by CPUID(EAX=0DH,ECX=i):EAX); 
Fl; 
IF TO_BE_INITIALIZED[i] = 1 
THEN 
XINUSE[i] := 0; 
initialize XSAVE state component i; 
Fl; 
ENDFOR; 


Fl; 

XMODIFIED := NOT RFBM; 

IF in VMX non-root operation 
THEN VMXNR := 1; 


ELSE VMXNR := 0; 
Fl; 


5-632 Vol. 2C XRSTOR—Restore Processor Extended States 


INSTRUCTION SET REFERENCE, V-Z 


LAXA := linear address of XSAVE area; 
XRSTOR_INFO := (CPL,|VMXNR,LAXA,COMPMASK); 


Flags Affected 
None. 


Intel C/C++ Compiler Intrinsic Equivalent 
XRSTOR: void _xrstor( void *, unsigned __int64); 
XRSTOR: void _xrstor64( void * , unsigned __int64); 


Protected Mode Exceptions 


#GP(0) 


#SS(0) 
#PF(fault-code) 
#NM 

#UD 


#AC 


If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 


If bit 63 of the XCOMP_BV field of the XSAVE header is 1 and 
CPUID.(EAX=0DH,ECX=1):EAX.XSAVEC[bit 1] = 0. 


If the standard form is executed and a bit in XCRO is 0 and the corresponding bit in the 
XSTATE_BV field of the XSAVE header is 1. 


If the standard form is executed and bytes 23:8 of the XSAVE header are not all zero. 

If the compacted form is executed and a bit in XCRO is 0 and the corresponding bit in the 
XCOMP_BV field of the XSAVE header is 1. 

If the compacted form is executed and a bit in the XCOMP_BV field in the XSAVE header is 0 
and the corresponding bit in the XSTATE_BV field is 1. 

If the compacted form is executed and bytes 63:16 of the XSAVE header are not all zero. 

If attempting to write any reserved bits of the MXCSR register with 1. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If CRO.TS[bit 3] = 1. 

If CPUID.O1H:ECX.XSAVE[bit 26] = 0. 

If CR4.OSXSAVE[bit 18] = 0. 

If the LOCK prefix is used. 

If this exception is disabled a general protection exception (#GP) is signaled if the memory 
operand is not aligned on a 64-byte boundary, as described above. If the alignment check 
exception (#AC) is enabled (and the CPL is 3), signaling of #AC is not guaranteed and may 
vary with implementation, as follows. In all implementations where #AC is not signaled, a 
general protection exception is signaled in its place. In addition, the width of the alignment 
check may also vary with implementation. For instance, for a given implementation, an align- 
ment check exception might be signaled for a 2-byte misalignment, whereas a general protec- 
tion exception might be signaled for all other misalignments (4-, 8-, or 16-byte 
misalignments). 


Real-Address Mode Exceptions 


#GP 


If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 
If any part of the operand lies outside the effective address space from 0 to FFFFH. 


If bit 63 of the XCOMP_BV field of the XSAVE header is 1 and 
CPUID.(EAX=0DH,ECX=1):EAX.XSAVEC[bit 1] = 0. 


If the standard form is executed and a bit in XCRO is 0 and the corresponding bit in the 
XSTATE_BV field of the XSAVE header is 1. 


If the standard form is executed and bytes 23:8 of the XSAVE header are not all zero. 


If the compacted form is executed and a bit in XCRO is 0 and the corresponding bit in the 
XCOMP_BV field of the XSAVE header is 1. 
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#NM 
#UD 


If the compacted form is executed and a bit in the XCOMP_BV field in the XSAVE header is 0 
and the corresponding bit in the XSTATE_BV field is 1. 


If the compacted form is executed and bytes 63:16 of the XSAVE header are not all zero. 
If attempting to write any reserved bits of the MXCSR register with 1. 

If CRO.TS[bit 3] = 1. 

If CPUID.01H:ECX.XSAVE[bit 26] = 0. 

If CR4.0SXSAVE[bit 18] = 0. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) 


#SS(0) 
#PF(fault-code) 
#NM 

#UD 


#AC 
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If a memory address is in a non-canonical form. 
If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 


If bit 63 of the XCOMP_BV field of the XSAVE header is 1 and 
CPUID.(EAX=0DH,ECX=1):EAX.XSAVEC[bit 1] = 0. 


If the standard form is executed and a bit in XCRO is 0 and the corresponding bit in the 
XSTATE_BV field of the XSAVE header is 1. 


If the standard form is executed and bytes 23:8 of the XSAVE header are not all zero. 


If the compacted form is executed and a bit in XCRO is 0 and the corresponding bit in the 
XCOMP_BV field of the XSAVE header is 1. 


If the compacted form is executed and a bit in the XCOMP_BV field in the XSAVE header is 0 
and the corresponding bit in the XSTATE_BV field is 1. 


If the compacted form is executed and bytes 63:16 of the XSAVE header are not all zero. 
If attempting to write any reserved bits of the MXCSR register with 1. 

If a memory address referencing the SS segment is in a non-canonical form. 

If a page fault occurs. 

If CRO.TS[bit 3] = 1. 

If CPUID.01H:ECX.XSAVE[bit 26] = 0. 

If CR4.OSXSAVE[bit 18] = 0. 

If the LOCK prefix is used. 


If this exception is disabled a general protection exception (#GP) is signaled if the memory 
operand is not aligned on a 64-byte boundary, as described above. If the alignment check 
exception (#AC) is enabled (and the CPL is 3), signaling of #AC is not guaranteed and may 
vary with implementation, as follows. In all implementations where #AC is not signaled, a 
general protection exception is signaled in its place. In addition, the width of the alignment 
check may also vary with implementation. For instance, for a given implementation, an align- 
ment check exception might be signaled for a 2-byte misalignment, whereas a general protec- 
tion exception might be signaled for all other misalignments (4-, 8-, or 16-byte 
misalignments). 
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XRSTORS—Restore Processor Extended States Supervisor 


Opcode / Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 

Support | Flag 
NP OF C7 /3 M VIV XSS Restore state components specified by EDX:EAX from 
XRSTORS mem mem. 
NP REX.W + OF C7 /3 M V/N.E. XSS Restore state components specified by EDX:EAX from 
XRSTORS64 mem mem. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Performs a full or partial restore of processor state components from the XSAVE area located at the memory 
address specified by the source operand. The implicit EDX:EAX register pair specifies a 64-bit instruction mask. 
The specific state components restored correspond to the bits set in the requested-feature bitmap (RFBM), which 
is the logical-AND of EDX:EAX and the logical-OR of XCRO with the IA32_XSS MSR. XRSTORS may be executed only 
if CPL = 0. 

The format of the XSAVE area is detailed in Section 13.4, “XSAVE Area,” of Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 1. Like FKRSTOR and FXSAVE, the memory format used for x87 state depends 


on a REX.W prefix; see Section 13.5.1, “x87 State” of Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1. 


Section 13.12, “Operation of XRSTORS,” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1 provides a detailed description of the operation of the XRSTOR instruction. The following items provide a 
high-level outline: 


° Execution of XRSTORS is similar to that of the compacted form of XRSTOR; XRSTORS cannot restore from an 
XSAVE area in which the extended region is in the standard format (see Section 13.4.3, “Extended Region of an 
XSAVE Area” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1). 


¢ XRSTORS differs from XRSTOR in that it can restore state components corresponding to bits set in the 
IA32_XSS MSR. 


¢ If RFBM[/] = 0, XRSTORS does not update state component i. 


¢ If RFBM[/] = 1 and bit /is clear in the XSTATE_BV field in the XSAVE header, XRSTORS initializes state 
component /. 


¢ If RFBM[/] = 1 and XSTATE_BV[/] = 1, XRSTORS loads state component i from the XSAVE area. 
° If XRSTORS attempts to load MXCSR with an illegal value, a general-protection exception (#GP) occurs. 


¢ XRSTORS loads the internal value XRSTOR_INFO, which may be used to optimize a subsequent execution of 
XSAVEOPT or XSAVES. 


¢ Immediately following an execution of XRSTORS, the processor tracks as in-use (not in initial configuration) 
any state component / for which RFBM[/] = 1 and XSTATE_BV[/] = 1; it tracks as modified any state component 
i for which RFBM[/] = 0. 


Use of a source operand not aligned to 64-byte boundary (for 64-bit and 32-bit modes) results in a general-protec- 
tion (#GP) exception. In 64-bit mode, the upper 32 bits of RDX and RAX are ignored. 


See Section 13.6, “Processor Tracking of XSAVE-Managed State,” of Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1 for discussion of the bitmaps XINUSE and XMODIFIED and of the quantity 
XRSTOR_INFO. 
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Operation 


RFBM := (XCRO OR IA32_XSS) AND EDX:EAX; /* bitwise logical OR and AND */ 
COMPMASK := XCOMP_BV field from XSAVE header; 
RSTORMASK := XSTATE_BV field from XSAVE header; 


FORMAT = COMPMASK AND 7FFFFFFF_FFFFFFFFH; 
RESTORE_FEATURES = FORMAT AND RFBM; 

TO_BE_RESTORED := RESTORE_FEATURES AND RSTORMASK; 
FORCE_INIT := RFBM AND NOT FORMAT; 

TO_BE_INITIALIZED = (RFBM AND NOT RSTORMASK) OR FORCE_INIT; 


IF TO_BE_RESTORED[O] = 1 
THEN 
XINUSE[0] := 1; 
load x87 state from legacy region of XSAVE area; 
ELSIF TO_BE_INITIALIZED[O] = 1 
THEN 
XINUSE[0] := 0; 
initialize x87 state; 
Fl; 


IF TO_BE_RESTORED[1] = 1 
THEN 
XINUSE[1] := 1; 
load SSE state from legacy region of XSAVE area; // this step loads the XMM registers and MXCSR 
ELSIF TO_BE_INITIALIZED[1] = 1 
THEN 
set all XMM registers to O; 
XINUSE[1] := 0; 
MXCSR := 1F80H; 
Fl; 


NEXT_FEATURE_OFFSET = 576; // Legacy area and XSAVE header consume 576 bytes 
FOR i :=2 TO 62 
IF FORMAT{Ii] = 1 
THEN 
IF TO_BE_RESTORED{i] = 1 
THEN 
XINUSE[i] := 1; 
load XSAVE state component i at offset NEXT_FEATURE_OFFSET from base of XSAVE area; 
Fl; 
NEXT_FEATURE_OFFSET = NEXT_FEATURE_OFFSET + n(n enumerated by CPUID(EAX=0DH,ECX=i):EAX); 
Fl; 
IF TO_BE_INITIALIZED[i] = 1 
THEN 
XINUSE[i] := 0; 
initialize XSAVE state component i; 
Fl; 
ENDFOR; 


XMODIFIED := NOT RFBM; 


IF in VMX non-root operation 


5-636 Vol. 2C XRSTORS—Restore Processor Extended States Supervisor 


THEN VMXNR := 1; 
ELSE VMXNR := 0; 


Fl; 
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LAXA := linear address of XSAVE area; 
XRSTOR_INFO := (CPL,|VMXNR,LAXA,COMPMASK); 


Flags Affected 
None. 


Intel C/C++ Compiler Intrinsic Equivalent 
XRSTORS: — void _xrstors( void * , unsigned __int64); 
XRSTORS64: void _xrstors64( void * , unsigned __int64); 


Protected Mode Exceptions 


#GP(0) 


#SS(0) 
#PF(fault-code) 
#NM 

#UD 


If CPL > O. 

If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 

If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 

If bit 63 of the XCOMP_BV field of the XSAVE header is 0. 

If a bit in XCRO is 0 and the corresponding bit in the XCOMP_BV field of the XSAVE header is 1. 


If a bit in the XCOMP_BV field in the XSAVE header is 0 and the corresponding bit in the 
XSTATE_BV field is 1. 


If bytes 63:16 of the XSAVE header are not all zero. 

If attempting to write any reserved bits of the MXCSR register with 1. 

If a memory operand effective address is outside the SS segment limit. 

If a page fault occurs. 

If CRO.TS[bit 3] = 1. 

If CPUID.O1H:ECX.XSAVE[bit 26] = 0 or CPUID.(EAX=0DH,ECX=1):EAX.XSS[bit 3] = 0. 
If CR4.OSXSAVE[bit 18] = 0. 

If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#GP 


#NM 
#UD 


If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 

If any part of the operand lies outside the effective address space from 0 to FFFFH. 

If bit 63 of the XCOMP_BV field of the XSAVE header is 0. 

If a bit in XCRO is 0 and the corresponding bit in the XCOMP_BV field of the XSAVE header is 1. 


If a bit in the XCOMP_BV field in the XSAVE header is 0 and the corresponding bit in the 
XSTATE_BV field is 1. 


If bytes 63:16 of the XSAVE header are not all zero. 

If attempting to write any reserved bits of the MXCSR register with 1. 

If CRO.TS[bit 3] = 1. 

If CPUID.01H:ECX.XSAVE[bit 26] = 0 or CPUID.(EAX=0DH,ECX=1):EAX.XSS[bit 3] = 0. 
If CR4.OSXSAVE[bit 18] = 0. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 
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Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) 


#SS(0) 
#PF(fault-code) 
#NM 

#UD 
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If CPL > 0. 

If a memory address is in a non-canonical form. 

If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 

If bit 63 of the XCOMP_BV field of the XSAVE header is 0. 

If a bit in XCRO is 0 and the corresponding bit in the XCOMP_BV field of the XSAVE header is 1. 


If a bit in the XCOMP_BV field in the XSAVE header is 0 and the corresponding bit in the 
XSTATE_BV field is 1. 


If bytes 63:16 of the XSAVE header are not all zero. 

If attempting to write any reserved bits of the MXCSR register with 1. 

If a memory address referencing the SS segment is in a non-canonical form. 

If a page fault occurs. 

If CRO.TS[bit 3] = 1. 

If CPUID.01H:ECX.XSAVE[bit 26] = 0 or CPUID.(EAX=0DH,ECX=1):EAX.XSS[bit 3] = 0. 
If CR4.OSXSAVE[bit 18] = 0. 

If the LOCK prefix is used. 
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XSAVE—Save Processor Extended States 


Opcode / Op/ | 64/32 bit | CPUID Description 
Instruction En Mode Feature 

Support | Flag 
NP OF AE /4 M VIV XSAVE Save state components specified by EDX:EAX to mem. 
XSAVE mem 
NP REX.W + OF AE /4 M V/N.E. XSAVE Save state components specified by EDX:EAX to mem. 
XSAVE64 mem 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Performs a full or partial save of processor state components to the XSAVE area located at the memory address 

specified by the destination operand. The implicit EDX:EAX register pair specifies a 64-bit instruction mask. The 

specific state components saved correspond to the bits set in the requested-feature bitmap (RFBM), which is the 
logical-AND of EDX:EAX and XCRO. 


The format of the XSAVE area is detailed in Section 13.4, “XSAVE Area,” of Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 1. Like FKRSTOR and FXSAVE, the memory format used for x87 state depends 
on a REX.W prefix; see Section 13.5.1, “x87 State” of Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1. 


Section 13.7, “Operation of XSAVE,” of Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 
provides a detailed description of the operation of the XSAVE instruction. The following items provide a high-level 
outline: 


* XSAVE saves state component / if and only if RFBM[/] = 1.1 


¢ XSAVE does not modify bytes 511:464 of the legacy region of the XSAVE area (see Section 13.4.1, “Legacy 
Region of an XSAVE Area” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1). 


e XSAVE reads the XSTATE_BV field of the XSAVE header (see Section 13.4.2, “XSAVE Header” of Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 1) and writes a modified value back to memory as 
follows. If RFBM[/] = 1, XSAVE writes XSTATE_BV[/] with the value of XINUSE[/]. (XINUSE is a bitmap by which 
the processor tracks the status of various state components. See Section 13.6, “Processor Tracking of XSAVE- 
Managed State” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1.) If RFBM[/] = 0, 
XSAVE writes XSTATE_BV[/] with the value that it read from memory (it does not modify the bit). XSAVE does 
not write to any part of the XSAVE header other than the XSTATE_BV field. 


¢ XSAVE always uses the standard format of the extended region of the XSAVE area (see Section 13.4.3, 
“Extended Region of an XSAVE Area” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1). 


Use of a destination operand not aligned to 64-byte boundary (in either 64-bit or 32-bit modes) results ina 
general-protection (#GP) exception. In 64-bit mode, the upper 32 bits of RDX and RAX are ignored. 


1. Anexception is made for MXCSR and MXCSR_MASK, which belong to state component 1 — SSE. XSAVE saves these values to mem- 
ory if either RFBM[1] or RFBM[2] is 1. 
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Operation 


RFBM := XCRO AND EDX:EAX; = /* bitwise logical AND */ 
OLD_BV := XSTATE_BV field from XSAVE header; 


IF RFBM[O] = 1 
THEN store x87 state into legacy region of XSAVE area; 
Fl; 


IF RFBM[1] = 1 
THEN store XMM registers into legacy region of XSAVE area; // this step does not save MXCSR or MXCSR_MASK 
Fl; 


IF RFBM[1] = 1 OR RFBM[2] = 1 
THEN store MXCSR and MXCSR_MASK into legacy region of XSAVE area; 
Fl; 


FOR i := 2 TO 62 
IF RFBM[i] = 1 
THEN save XSAVE state component i at offset n from base of XSAVE area (n enumerated by CPUID(EAX=0DH,ECX=i):EBX); 
FI; 
ENDFOR; 


XSTATE_BV field in XSAVE header := (OLD_BV AND NOT RFBM) OR (XINUSE AND RFBM); 


Flags Affected 
None. 


Intel C/C++ Compiler Intrinsic Equivalent 
XSAVE: void _xsave( void * , unsigned __int64); 
XSAVE: void _xsave64( void * , unsigned __int64); 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#NM If CRO.TS[bit 3] = 1. 

#UD If CPUID.01H:ECX.XSAVE[bit 26] = 0. 


If CR4.OSXSAVE[bit 18] = 0. 
If the LOCK prefix is used. 


#AC If this exception is disabled a general protection exception (#GP) is signaled if the memory 
operand is not aligned on a 64-byte boundary, as described above. If the alignment check 
exception (#AC) is enabled (and the CPL is 3), signaling of #AC is not guaranteed and may 
vary with implementation, as follows. In all implementations where #AC is not signaled, a 
general protection exception is signaled in its place. In addition, the width of the alignment 
check may also vary with implementation. For instance, for a given implementation, an align- 
ment check exception might be signaled for a 2-byte misalignment, whereas a general protec- 
tion exception might be signaled for all other misalignments (4-, 8-, or 16-byte 
misalignments). 


5-640 Vol. 2C XSAVE—Save Processor Extended States 


INSTRUCTION SET REFERENCE, V-Z 


Real-Address Mode Exceptions 


#GP 


#NM 
#UD 


If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 
If any part of the operand lies outside the effective address space from 0 to FFFFH. 
If CRO.TS[bit 3] = 1. 

If CPUID.O1H:ECX.XSAVE[bit 26] = 0. 

If CR4.0SXSAVE[bit 18] = 0. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) 


#SS(0) 
#PF(fault-code) 
#NM 

#UD 


#AC 


If the memory address is in a non-canonical form. 

If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 
If a memory address referencing the SS segment is in a non-canonical form. 

If a page fault occurs. 

If CRO.TS[bit 3] = 1. 

If CPUID.01H:ECX.XSAVE[bit 26] = 0. 

If CR4.OSXSAVE[bit 18] = 0. 

If the LOCK prefix is used. 


If this exception is disabled a general protection exception (#GP) is signaled if the memory 
operand is not aligned on a 64-byte boundary, as described above. If the alignment check 
exception (#AC) is enabled (and the CPL is 3), signaling of #AC is not guaranteed and may 
vary with implementation, as follows. In all implementations where #AC is not signaled, a 
general protection exception is signaled in its place. In addition, the width of the alignment 
check may also vary with implementation. For instance, for a given implementation, an align- 
ment check exception might be signaled for a 2-byte misalignment, whereas a general protec- 
tion exception might be signaled for all other misalignments (4-, 8-, or 16-byte 
misalignments). 
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XSAVEC—Save Processor Extended States with Compaction 


Opcode / Op/ | 64/32 bit | CPUID Description 
Instruction En Mode Feature 

Support | Flag 
NP OF C7 /4 M VIV XSAVEC Save state components specified by EDX:EAX to mem with 
XSAVEC mem compaction. 
NP REX.W + OF C7 /4 M V/N.E. XSAVEC Save state components specified by EDX:EAX to mem with 
XSAVEC64 mem compaction. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Performs a full or partial save of processor state components to the XSAVE area located at the memory address 

specified by the destination operand. The implicit EDX:EAX register pair specifies a 64-bit instruction mask. The 

specific state components saved correspond to the bits set in the requested-feature bitmap (RFBM), which is the 
logical-AND of EDX:EAX and XCRO. 


The format of the XSAVE area is detailed in Section 13.4, “XSAVE Area,” of Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 1. Like FXRSTOR and FXSAVE, the memory format used for x87 state depends 
on a REX.W prefix; see Section 13.5.1, “x87 State” of Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1. 


Section 13.10, “Operation of XSAVEC,” of Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
1 provides a detailed description of the operation of the XSAVEC instruction. The following items provide a high- 
level outline: 


¢ Execution of XSAVEC is similar to that of XSAVE. XSAVEC differs from XSAVE in that it uses compaction and that 
it may use the init optimization. 


* XSAVEC saves state component / if and only if RFBM[/] = 1 and XINUSE[/] = 1.1 (XINUSE is a bitmap by which 
the processor tracks the status of various state components. See Section 13.6, “Processor Tracking of XSAVE- 
Managed State” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1.) 


° XSAVEC does not modify bytes 511:464 of the legacy region of the XSAVE area (see Section 13.4.1, “Legacy 
Region of an XSAVE Area” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1). 


¢ XSAVEC writes the logical AND of RFBM and XINUSE to the XSTATE_BV field of the XSAVE header.2/3 (See 
Section 13.4.2, “XSAVE Header” of Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
1.) XSAVEC sets bit 63 of the XCOMP_BV field and sets bits 62:0 of that field to RFBM[62:0]. XSAVEC does not 
write to any parts of the XSAVE header other than the XSTATE_BV and XCOMP_BV fields. 


° XSAVEC always uses the compacted format of the extended region of the XSAVE area (see Section 13.4.3, 
“Extended Region of an XSAVE Area” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1). 


Use of a destination operand not aligned to 64-byte boundary (in either 64-bit or 32-bit modes) results in a 
general-protection (#GP) exception. In 64-bit mode, the upper 32 bits of RDX and RAX are ignored. 


1. There is an exception for state component 1 (SSE). MXCSR is part of SSE state, but XINUSE[1] may be 0 even if MXCSR does not 
have its initial value of 1F80H. In this case, XSAVEC saves SSE state as long as RFBM[1] = 1. 


2. Unlike XSAVE and XSAVEOPT, XSAVEC clears bits in the XSTATE_BV field that correspond to bits that are clear in RFBM. 


3. There is an exception for state component 1 (SSE). MXCSR is part of SSE state, but XINUSE[1] may be 0 even if MXCSR does not 
have its initial value of 1F80H. In this case, XSAVEC sets XSTATE_BV[1] to 1 as long as RFBM[1] = 1. 
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Operation 


RFBM := XCRO AND EDX:EAX; /* bitwise logical AND */ 
TO_BE_SAVED := RFBM AND XINUSE; _/* bitwise logical AND */ 
If MXCSR # 1F80H AND RFBM[1] 

TO_BE_SAVED[1] = 1; 
Fl; 


IF TO_BE_SAVED[0] = 1 
THEN store x87 state into legacy region of XSAVE area; 
Fl; 


IF TO_BE_SAVED[1] = 1 
THEN store SSE state into legacy region of XSAVE area; // this step saves the XMM registers, MXCSR, and MXCSR_MASK 


Fl; 
NEXT_FEATURE_OFFSET = 576; // Legacy area and XSAVE header consume 576 bytes 
FOR i := 2 TO 62 
IF RFBM[i] = 1 
THEN 
IF TO_BE_SAVED[i] 
THEN save XSAVE state component i at offset NEXT_FEATURE_OFFSET from base of XSAVE area; 
Fl; 
NEXT_FEATURE_OFFSET = NEXT_FEATURE_OFFSET + n (n enumerated by CPUID(EAX=0DH,ECX=i):EAX); 
Fl; 
ENDFOR; 


XSTATE_BV field in XSAVE header := TO_BE_SAVED; 
XCOMP_BV field in XSAVE header := RFBM OR 80000000_O00000000H; 


Flags Affected 
None. 


Intel C/C++ Compiler Intrinsic Equivalent 
XSAVEC: void _xsavec( void * , unsigned __int64); 
XSAVEC64: void_xsavec64( void *, unsigned __int64); 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#NM If CRO.TS[bit 3] = 1. 

#UD If CPUID.OLH:ECX.XSAVE[bit 26] = 0 or CPUID.(EAX=0DH,ECX=1):EAX.XSAVEC[bit 1] = 0. 


If CR4.OSXSAVE[bit 18] = 0. 
If the LOCK prefix is used. 
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#AC 


If this exception is disabled a general protection exception (#GP) is signaled if the memory 
operand is not aligned on a 64-byte boundary, as described above. If the alignment check 
exception (#AC) is enabled (and the CPL is 3), signaling of #AC is not guaranteed and may 
vary with implementation, as follows. In all implementations where #AC is not signaled, a 
general protection exception is signaled in its place. In addition, the width of the alignment 
check may also vary with implementation. For instance, for a given implementation, an align- 
ment check exception might be signaled for a 2-byte misalignment, whereas a general protec- 
tion exception might be signaled for all other misalignments (4-, 8-, or 16-byte 
misalignments). 


Real-Address Mode Exceptions 


#GP 


#NM 
#UD 


If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 

If any part of the operand lies outside the effective address space from 0 to FFFFH. 

If CRO.TS[bit 3] = 1. 

If CPUID.01H:ECX.XSAVE[bit 26] = 0 or CPUID.(EAX=0DH,ECX=1):EAX.XSAVEC[bit 1] = 0. 
If CR4.OSXSAVE[bit 18] = 0. 

If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#GP(0) 
#SS(0) 
#PF(fault-code) 


#NM 
#UD 


#AC 
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If the memory address is in a non-canonical form. 

If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 

If a memory address referencing the SS segment is in a non-canonical form. 

If a page fault occurs. 

If CRO.TS[bit 3] = 1. 

If CPUID.01H:ECX.XSAVE[bit 26] = 0 or CPUID.(EAX=0DH,ECX=1):EAX.XSAVEC[bit 1] = 0. 
If CR4.OSXSAVE[bit 18] = 0. 

If the LOCK prefix is used. 


If this exception is disabled a general protection exception (#GP) is signaled if the memory 
operand is not aligned on a 64-byte boundary, as described above. If the alignment check 
exception (#AC) is enabled (and the CPL is 3), signaling of #AC is not guaranteed and may 
vary with implementation, as follows. In all implementations where #AC is not signaled, a 
general protection exception is signaled in its place. In addition, the width of the alignment 
check may also vary with implementation. For instance, for a given implementation, an align- 
ment check exception might be signaled for a 2-byte misalignment, whereas a general protec- 
tion exception might be signaled for all other misalignments (4-, 8-, or 16-byte 
misalignments). 
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XSAVEOPT—Save Processor Extended States Optimized 


Opcode/ Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 

Support | Flag 
NP OF AE /6 M VIV XSAVEOPT | Save state components specified by EDX:EAX 
XSAVEOPT mem to mem, optimizing if possible. 
NP REX.W + OF AE /6 M VIV XSAVEOPT | Save state components specified by EDX:EAX 
XSAVEOPT64 mem to mem, optimizing if possible. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Performs a full or partial save of processor state components to the XSAVE area located at the memory address 

specified by the destination operand. The implicit EDX:EAX register pair specifies a 64-bit instruction mask. The 

specific state components saved correspond to the bits set in the requested-feature bitmap (RFBM), which is the 
logical-AND of EDX:EAX and XCRO. 


The format of the XSAVE area is detailed in Section 13.4, “XSAVE Area,” of Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 1. Like FKRSTOR and FXSAVE, the memory format used for x87 state depends 
on a REX.W prefix; see Section 13.5.1, “x87 State” of Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1. 


Section 13.9, “Operation of XSAVEOPT,” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1 provides a detailed description of the operation of the XSAVEOPT instruction. The following items provide 
a high-level outline: 


¢ Execution of XSAVEOPT is similar to that of XSAVE. XSAVEOPT differs from XSAVE in that it may use the init and 
modified optimizations. The performance of XSAVEOPT will be equal to or better than that of XSAVE. 


* XSAVEOPT saves state component / only if RFBM[/] = 1 and XINUSE[/] = 1.1 (XINUSE is a bitmap by which the 
processor tracks the status of various state components. See Section 13.6, “Processor Tracking of XSAVE- 
Managed State”of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1.) Even if both 
bits are 1, XSAVEOPT may optimize and not save state component i if (1) state component / has not been 
modified since the last execution of XRSTOR or XRSTORS; and (2) this execution of XSAVES corresponds to 
that last execution of XRSTOR or XRSTORS as determined by the internal value XRSTOR_INFO (see the 
Operation section below). 


¢ XSAVEOPT does not modify bytes 511:464 of the legacy region of the XSAVE area (see Section 13.4.1, “Legacy 
Region of an XSAVE Area” of Inte!® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1). 


¢ XSAVEOPT reads the XSTATE_BV field of the XSAVE header (see Section 13.4.2, “XSAVE Header” of Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 1) and writes a modified value back to memory 
as follows. If RFBM[/] = 1, XSAVEOPT writes XSTATE_BV[/] with the value of XINUSE[/]. If RFBM[/] = 0, 
XSAVEOPT writes XSTATE_BV[/] with the value that it read from memory (it does not modify the bit). 
XSAVEOPT does not write to any part of the XSAVE header other than the XSTATE_BV field. 


¢ XSAVEOPT always uses the standard format of the extended region of the XSAVE area (see Section 13.4.3, 
“Extended Region of an XSAVE Area” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1). 


Use of a destination operand not aligned to 64-byte boundary (in either 64-bit or 32-bit modes) will result in a 
general-protection (#GP) exception. In 64-bit mode, the upper 32 bits of RDX and RAX are ignored. 


1. There is an exception made for MXCSR and MXCSR_MASK, which belong to state component 1 — SSE. XSAVEOPT always saves 
these to memory if RFBM[1] = 1 or RFBM[2] = 1, regardless of the value of XINUSE. 
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See Section 13.6, “Processor Tracking of XSAVE-Managed State,” of Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1 for discussion of the bitmap XMODIFIED and of the quantity XRSTOR_INFO. 


Operation 


RFBM := XCRO AND EDX:EAX; = /* bitwise logical AND */ 
OLD_BV := XSTATE_BV field from XSAVE header; 
TO_BE_SAVED := RFBM AND XINUSE; 


IF in VMX non-root operation 
THEN VMXNR := 1; 
ELSE VMXNR := 0; 

Fl; 

LAXA := linear address of XSAVE area; 

IF XRSTOR_INFO = (CPL,VMXNR,LAXA,OOO00000_00000000h) 
THEN TO_BE_SAVED := TO_BE_SAVED AND XMODIFIED; 

Fl; 


IF TO_BE_SAVED[O] = 1 
THEN store x87 state into legacy region of XSAVE area; 
Fl; 


IF TO_BE_SAVED[1] 
THEN store XMM registers into legacy region of XSAVE area; // this step does not save MXCSR or MXCSR_MASK 
Fl; 


IF RFBM[1] = 1 or RFBM[2] = 1 
THEN store MXCSR and MXCSR_MASK into legacy region of XSAVE area; 
Fl; 


FOR i := 2 TO 62 
IF TO_BE_SAVED[i] = 1 
THEN save XSAVE state component i at offset n from base of XSAVE area (n enumerated by CPUID(EAX=0DH,ECX=i):EBX); 
FI; 
ENDFOR; 


XSTATE_BV field in XSAVE header := (OLD_BV AND NOT RFBM) OR (XINUSE AND RFBM); 


Flags Affected 
None. 


Intel C/C++ Compiler Intrinsic Equivalent 
XSAVEOPT: void _xsaveopt( void * , unsigned __int64); 
XSAVEOPT: void_xsaveopt64( void *, unsigned __int64); 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 

#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#NM If CRO.TS[bit 3] = 1. 
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If CPUID.O1LH:ECX.XSAVE[bit 26] = 0 or CPUID.(EAX=0DH,ECX=1):EAX.XSAVEOPT[bit 0] = 
0 


If CR4.OSXSAVE[bit 18] = 0. 
If the LOCK prefix is used. 


If this exception is disabled a general protection exception (#GP) is signaled if the memory 
operand is not aligned on a 64-byte boundary, as described above. If the alignment check 
exception (#AC) is enabled (and the CPL is 3), signaling of #AC is not guaranteed and may 
vary with implementation, as follows. In all implementations where #AC is not signaled, a 
general protection exception is signaled in its place. In addition, the width of the alignment 
check may also vary with implementation. For instance, for a given implementation, an align- 
ment check exception might be signaled for a 2-byte misalignment, whereas a general protec- 
tion exception might be signaled for all other misalignments (4-, 8-, or 16-byte 
misalignments). 


Real-Address Mode Exceptions 


#GP 


#NM 
#UD 


If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 
If any part of the operand lies outside the effective address space from 0 to FFFFH. 
If CRO.TS[bit 3] = 1. 


If CPUID.O1H:ECX.XSAVE[bit 26] = 0 or CPUID.(EAX=0DH,ECX=1):EAX.XSAVEOPT[bit 0] = 
0. 


If CR4.OSXSAVE[bit 18] = 0. 
If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#SS(0) 
#GP(0) 


#PF(fault-code) 


#NM 
#UD 


#AC 


If a memory address referencing the SS segment is in a non-canonical form. 

If the memory address is in a non-canonical form. 

If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 

If a page fault occurs. 

If CRO.TS[bit 3] = 1. 

If CPUID.O1H:ECX.XSAVE[bit 26] = 0 or CPUID.(EAX=0DH,ECX=1):EAX.XSAVEOPT[bit 0] = 
0. 

If CR4.OSXSAVE[bit 18] = 0. 

If the LOCK prefix is used. 

If this exception is disabled a general protection exception (#GP) is signaled if the memory 
operand is not aligned on a 64-byte boundary, as described above. If the alignment check 
exception (#AC) is enabled (and the CPL is 3), signaling of #AC is not guaranteed and may 
vary with implementation, as follows. In all implementations where #AC is not signaled, a 
general protection exception is signaled in its place. In addition, the width of the alignment 
check may also vary with implementation. For instance, for a given implementation, an align- 
ment check exception might be signaled for a 2-byte misalignment, whereas a general protec- 
tion exception might be signaled for all other misalignments (4-, 8-, or 16-byte 
misalignments). 
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XSAVES—Save Processor Extended States Supervisor 


Opcode / Op/ | 64/32 bit | CPUID Description 
Instruction En |Mode Feature 

Support | Flag 
NP OF C7 /5 M VIV XSS Save state components specified by EDX:EAX to 
XSAVES mem mem with compaction, optimizing if possible. 
NP REX.W + OF C7 /5 M V/N.E. XSS Save state components specified by EDX:EAX to 
XSAVES64 mem mem with compaction, optimizing if possible. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Performs a full or partial save of processor state components to the XSAVE area located at the memory address 
specified by the destination operand. The implicit EDX:EAX register pair specifies a 64-bit instruction mask. The 
specific state components saved correspond to the bits set in the requested-feature bitmap (RFBM), the logical- 
AND of EDX:EAX and the logical-OR of XCRO with the IA32_XSS MSR. XSAVES may be executed only if CPL = 0. 


The format of the XSAVE area is detailed in Section 13.4, “XSAVE Area,” of Inte/® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 1. Like FXRSTOR and FXSAVE, the memory format used for x87 state depends 
on a REX.W prefix; see Section 13.5.1, “x87 State” of Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1. 


Section 13.11, “Operation of XSAVES,” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
1 provides a detailed description of the operation of the XSAVES instruction. The following items provide a high- 
level outline: 


° Execution of XSAVES is similar to that of XSAVEC. XSAVES differs from XSAVEC in that it can save state 
components corresponding to bits set in the IA32_XSS MSR and that it may use the modified optimization. 


* XSAVES saves state component j only if RFBM[/] = 1 and XINUSE[/] = 1.! (XINUSE is a bitmap by which the 
processor tracks the status of various state components. See Section 13.6, “Processor Tracking of XSAVE- 
Managed State” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1.) Even if both 
bits are 1, XSAVES may optimize and not save state component i if (1) state component / has not been modified 
since the last execution of XRSTOR or XRSTORS; and (2) this execution of XSAVES correspond to that last 
execution of XRSTOR or XRSTORS as determined by XRSTOR_INFO (see the Operation section below). 


¢ XSAVES does not modify bytes 511:464 of the legacy region of the XSAVE area (see Section 13.4.1, “Legacy 
Region of an XSAVE Area” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1). 


* XSAVES writes the logical AND of RFBM and XINUSE to the XSTATE_BV field of the XSAVE header. (See Section 
13.4.2, “XSAVE Header” of Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1.) 
XSAVES sets bit 63 of the XCOMP_BV field and sets bits 62:0 of that field to RFBM[62:0]. XSAVES does not 
write to any parts of the XSAVE header other than the XSTATE_BV and XCOMP_BV fields. 


°  XSAVES always uses the compacted format of the extended region of the XSAVE area (see Section 13.4.3, 
“Extended Region of an XSAVE Area” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1). 


Use of a destination operand not aligned to 64-byte boundary (in either 64-bit or 32-bit modes) results in a 
general-protection (#GP) exception. In 64-bit mode, the upper 32 bits of RDX and RAX are ignored. 


1. There is an exception for state component 1 (SSE). MXCSR is part of SSE state, but XINUSE[1] may be 0 even if MXCSR does not 
have its initial value of 1F80H. In this case, the init optimization does not apply and XSAVEC will save SSE state as long as RFBM[1] = 
1 and the modified optimization is not being applied. 

2. There is an exception for state component 1 (SSE). MXCSR is part of SSE state, but XINUSE[1] may be 0 even if MXCSR does not 
have its initial value of 1F80H. In this case, XSAVES sets XSTATE_BV[1] to 1 as long as RFBM[1] = 1. 
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See Section 13.6, “Processor Tracking of XSAVE-Managed State,” of Intel® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1 for discussion of the bitmap XMODIFIED and of the quantity XRSTOR_INFO. 


Operation 


RFBM := (XCRO OR IA32_XSS) AND EDX:EAX; /* bitwise logical OR and AND */ 
IF in VMX non-root operation 
THEN VMXNR := 1; 
ELSE VMXNR := 0; 
Fl; 
LAXA := linear address of XSAVE area; 
COMPMASK := RFBM OR 80000000_00000000H; 
TO_BE_SAVED := RFBM AND XINUSE; 
IF XRSTOR_INFO = (CPL,VMXNR,LAXA,COMPMASK) 
THEN TO_BE_SAVED := TO_BE_SAVED AND XMODIFIED; 
Fl; 
IF MXCSR # 1F80H AND RFBM[1] 
THEN TO_BE_SAVED[1] = 1; 
Fl; 


IF TO_BE_SAVED[0] = 1 
THEN store x87 state into legacy region of XSAVE area; 
Fl; 


IF TO_BE_SAVED[1] = 1 
THEN store SSE state into legacy region of XSAVE area; // this step saves the XMM registers, MXCSR, and MXCSR_MASK 
Fl; 


NEXT_FEATURE_OFFSET = 576; // Legacy area and XSAVE header consume 576 bytes 
FOR i := 2 TO 62 
IF RFBM[i] = 1 
THEN 
IF TO_BE_SAVED[i] 
THEN 
save XSAVE state component i at offset NEXT_FEATURE_OFFSET from base of XSAVE area; 
IFi=8 // state component 8 is for PT state 
THEN IA32_RTIT_CTL.Trace€En[bit 0] := 0; 
Fl; 
Fl; 
NEXT_FEATURE_OFFSET = NEXT_FEATURE_OFFSET + n (n enumerated by CPUID(EAX=0DH,ECX=i):EAX); 
Fl; 
ENDFOR; 


NEW_HEADER := RFBM AND XINUSE; 
IF MXCSR # 1F80H AND RFBM[1] 
THEN NEW_HEADER[1] = 1; 
Fl; 
XSTATE_BV field in XSAVE header := NEW_HEADER; 
XCOMP_BV field in XSAVE header := COMPMASK; 


Flags Affected 
None. 
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Intel C/C++ Compiler Intrinsic Equivalent 
XSAVES: void _xsaves( void * , unsigned __int64); 
XSAVES64: void _xsaves64( void * , unsigned __int64); 


Protected Mode Exceptions 

#GP(0) If CPL > 0. 
If a memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 


#SS(0) If a memory operand effective address is outside the SS segment limit. 

#PF(fault-code) If a page fault occurs. 

#NM If CRO.TS[bit 3] = 1. 

#UD If CPUID.01H:ECX.XSAVE[bit 26] = 0 or CPUID.(EAX=0DH,ECX=1):EAX.XSS[bit 3] = 0. 


If CR4.OSXSAVE[bit 18] = 0. 
If the LOCK prefix is used. 


Real-Address Mode Exceptions 

#GP If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 
If any part of the operand lies outside the effective address space from 0 to FFFFH. 

#NM If CRO.TS[bit 3] = 1. 

#UD If CPUID.01H:ECX.XSAVE[bit 26] = 0 or CPUID.(EAX=0DH,ECX=1):EAX.XSS[bit 3] = 0. 
If CR4.OSXSAVE[bit 18] = 0. 
If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
#GP(0) If CPL > 0. 
If the memory address is in a non-canonical form. 
If a memory operand is not aligned on a 64-byte boundary, regardless of segment. 


#SS(0) If a memory address referencing the SS segment is in a non-canonical form. 
#PF(fault-code) If a page fault occurs. 

#NM If CRO.TS[bit 3] = 1. 

#UD If CPUID.01H:ECX.XSAVE[bit 26] = 0 or CPUID.(EAX=0DH,ECX=1):EAX.XSS[bit 3] = 0. 


If CR4.OSXSAVE[bit 18] = 0. 
If the LOCK prefix is used. 
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XSETBV—Set Extended Control Register 


Opcode Instruction Op/ | 64-Bit Compat/ |Description 
En |Mode Leg Mode 
NP OF 01 D1 XSETBV ZO | Valid Valid Write the value in EDX:EAX to the XCR 
specified by ECX. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Writes the contents of registers EDX:EAX into the 64-bit extended control register (XCR) specified in the ECX 
register. (On processors that support the Intel 64 architecture, the high-order 32 bits of RCX are ignored.) The 
contents of the EDX register are copied to high-order 32 bits of the selected XCR and the contents of the EAX 
register are copied to low-order 32 bits of the XCR. (On processors that support the Intel 64 architecture, the high- 
order 32 bits of each of RAX and RDX are ignored.) Undefined or reserved bits in an XCR should be set to values 
previously read. 


This instruction must be executed at privilege level 0 or in real-address mode; otherwise, a general protection 
exception #GP(0) is generated. Specifying a reserved or unimplemented XCR in ECX will also cause a general 
protection exception. The processor will also generate a general protection exception if software attempts to write 
to reserved bits in an XCR. 


Currently, only XCRO is supported. Thus, all other values of ECX are reserved and will cause a #GP(0). Note that 
bit O of XCRO (corresponding to x87 state) must be set to 1; the instruction will cause a #GP(0) if an attempt is 
made to clear this bit. In addition, the instruction causes a #GP(0) if an attempt is made to set XCRO[2] (AVX state) 
while clearing XCRO[1] (SSE state); it is necessary to set both bits to use AVX instructions; Section 13.3, “Enabling 
the XSAVE Feature Set and XSAVE-Enabled Features,” of Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1. 


Operation 
XCR[ECX] := EDX:EAX; 


Flags Affected 
None. 


Intel C/C++ Compiler Intrinsic Equivalent 
XSETBV: void _xsetbv( unsigned int, unsigned __int64); 


Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0. 
If an invalid XCR is specified in ECX. 
If the value in EDX:EAX sets bits that are reserved in the XCR specified by ECX. 
If an attempt is made to clear bit 0 of XCRO. 
If an attempt is made to set XCRO[2:1] to 10b. 
#UD If CPUID.O1H:ECX.XSAVE[bit 26] = 0. 
If CR4.0SXSAVE[bit 18] = 0. 
If the LOCK prefix is used. 
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Real-Address Mode Exceptions 
#GP If an invalid XCR is specified in ECX. 
If the value in EDX:EAX sets bits that are reserved in the XCR specified by ECX. 
If an attempt is made to clear bit 0 of XCRO. 
If an attempt is made to set XCRO[2:1] to 10b. 
#UD If CPUID.01H:ECX.XSAVE[bit 26] = 0. 
If CR4.0OSXSAVE[bit 18] = 0. 
If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 
#GP(0) The XSETBV instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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Opcode/Instruction Op/ | 64/32bit | CPUID Description 
En Mode Feature 

Support | Flag 
NP OF 01 D6 ZO VIV HLE or Test if executing in a transactional region 
XTEST RTM 

Instruction Operand Encoding 
Op/En Operand 1 Operand2 Operand3 Operand4 
ZO NA NA NA NA 
Description 


The XTEST instruction queries the transactional execution status. If the instruction executes inside a transaction- 
ally executing RTM region or a transactionally executing HLE region, then the ZF flag is cleared, else it is set. 


Operation 

XTEST 

IF (RTM_ACTIVE = 1 OR HLE_ACTIVE = 1) 
THEN 


ELSE 
Fl; 


Flags Affected 


The ZF flag is cleared if the instruction is executed transactionally; otherwise it is set to 1. The CF, OF, SF, PF, and 
AF, flags are cleared. 


Intel C/C++ Compiler Intrinsic Equivalent 


XTEST: int __xtest( void ); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
#UD CPUID.(EAX=7, ECX=0):EBX.HLE[bit 4] = 0 and CPUID.(EAX=7, ECX=0):EBX.RTM[bit 11] = 
0. 


If LOCK prefix is used. 
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CHAPTER 6 
SAFER MODE EXTENSIONS REFERENCE 


6.1 OVERVIEW 


This chapter describes the Safer Mode Extensions (SMX) for the Intel 64 and IA-32 architectures. Safer Mode 
Extensions (SMX) provide a programming interface for system software to establish a measured environment 
within the platform to support trust decisions by end users. The measured environment includes: 


* Measured launch of a system executive, referred to as a Measured Launched Environment (MLE)!. The system 
executive may be based on a Virtual Machine Monitor (VMM), a measured VMM is referred to as MVMM2. 


* Mechanisms to ensure the above measurement is protected and stored in a secure location in the platform. 
¢ Protection mechanisms that allow the VMM to control attempts to modify the VMM. 


The measurement and protection mechanisms used by a measured environment are supported by the capabilities 
of an Intel® Trusted Execution Technology (Intel® TXT) platform: 


¢ The SMX are the processor’s programming interface in an Intel TXT platform. 
¢ The chipset in an Intel TXT platform provides enforcement of the protection mechanisms. 


¢ Trusted Platform Module (TPM) 1.2 in the platform provides platform configuration registers (PCRs) to store 
software measurement values. 


6.2 SMX FUNCTIONALITY 


SMX functionality is provided in an Intel 64 processor through the GETSEC instruction via leaf functions. The 
GETSEC instruction supports multiple leaf functions. Leaf functions are selected by the value in EAX at the time 
GETSEC is executed. Each GETSEC leaf function is documented separately in the reference pages with a unique 
mnemonic (even though these mnemonics share the same opcode, OF 37). 


6.2.1 Detecting and Enabling SMX 


Software can detect support for SMX operation using the CPUID instruction. If software executes CPUID with 1 in 
EAX, a value of 1 in bit 6 of ECX indicates support for SMX operation (GETSEC is available), see CPUID instruction 
for the layout of feature flags of reported by CPUID.01H:ECX. 


System software enables SMX operation by setting CR4.SMXE[Bit 14] = 1 before attempting to execute GETSEC. 
Otherwise, execution of GETSEC results in the processor signaling an invalid opcode exception (#UD). 


If the CPUID SMX feature flag is clear (CPUID.01H.ECX[Bit 6] = 0), attempting to set CR4.SMXE[Bit 14] results in 
a general protection exception. 


The IA32_FEATURE_CONTROL MSR (at address 03AH) provides feature control bits that configure operation of 
VMX and SMX. These bits are documented in Table 6-1. 


1. See Intel® Trusted Execution Technology Measured Launched Environment Programming Guide. 


2. AnMVMM is sometimes referred to as a measured launched environment (MLE). See Intel® Trusted Execution Technology Measured 
Launched Environment Programming Guide 
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Table 6-1. Layout of IA32_FEATURE_CONTROL 


Bit Position Description 

0 Lock bit (O = unlocked, 1 = locked). When set to ‘1’ further writes to this MSR are blocked. 

1 Enable VMX in SMX operation. 

2 Enable VMX outside SMX operation. 

7:3 Reserved 

14:8 SENTER Local Function Enables: When set, each bit in the field represents an enable control for a corresponding 
SENTER function. 

15 SENTER Global Enable: Must be set to ‘1’ to enable operation of GETSEC[SENTER]. 

16 Reserved 

17 SGX Launch Control Enable: Must be set to ‘1’ to enable runtime re-configuration of SGX Launch Control via the 
IA32_SGXLEPUBKEYHASHh MSR. 

18 SGX Global Enable: Must be set to ‘1’ to enable Intel SGX leaf functions. 

19 Reserved 

20 LMCE On: When set, system software can program the MSRs associated with LMCE to configure delivery of some 
machine check exceptions to a single logical processor. 

63:21 Reserved 


Bit O is a lock bit. If the lock bit is clear, an attempt to execute VMXON will cause a general-protection exception. 
Attempting to execute GETSEC[SENTER] when the lock bit is clear will also cause a general-protection 
exception. If the lock bit is set, WRMSR to the IA32_FEATURE_CONTROL MSR will cause a general-protection 
exception. Once the lock bit is set, the MSR cannot be modified until a power-on reset. System BIOS can use 
this bit to provide a setup option for BIOS to disable support for VMX, SMX or both VMX and SMX. 


Bit 1 enables VMX in SMX operation (between executing the SENTER and SEXIT leaves of GETSEC). If this bit is 
clear, an attempt to execute VMXON in SMX will cause a general-protection exception if executed in SMX 
operation. Attempts to set this bit on logical processors that do not support both VMX operation (Chapter 6, 
“Safer Mode Extensions Reference”) and SMX operation cause general-protection exceptions. 


Bit 2 enables VMX outside SMX operation. If this bit is clear, an attempt to execute VMXON will cause a general- 
protection exception if executed outside SMX operation. Attempts to set this bit on logical processors that do 
not support VMX operation cause general-protection exceptions. 


Bits 8 through 14 specify enabled functionality of the SENTER leaf function. Each bit in the field represents an 
enable control for a corresponding SENTER function. Only enabled SENTER leaf functionality can be used when 
executing SENTER. 


Bits 15 specify global enable of all SENTER functionalities. 


6.2.2 SMX Instruction Summary 


System software must first query for available GETSEC leaf functions by executing GETSEC[CAPABILITIES]. The 
CAPABILITIES leaf function returns a bit map of available GETSEC leaves. An attempt to execute an unsupported 
leaf index results in an undefined opcode (#UD) exception. 
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6.2.2.1 GETSEC[CAPABILITIES] 


The SMX functionality provides an architectural interface for newer processor generations to extend SMX capabili- 
ties. Specifically, the GETSEC instruction provides a capability leaf function for system software to discover the 
available GETSEC leaf functions that are supported in a processor. Table 6-2 lists the currently available GETSEC 
leaf functions. 


Table 6-2. GETSEC Leaf Functions 


Index (EAX) Leaf function Description 

0 CAPABILITIES Returns the available leaf functions of the GETSEC instruction. 
1 Undefined Reserved 

2 ENTERACCS Enter 

3 EXITAC Exit 

4 SENTER Launch an MLE. 

5 SEXIT Exit the MLE. 

6 PARAMETERS Return SMX related parameter information. 
7 SMCTRL SMX mode control. 

8 WAKEUP Wake up sleeping processors in safer mode. 
9 - (4G-1) Undefined Reserved 


6.2.2.2 GETSEC[ENTERACCS] 


The GETSEC[ENTERACCS] leaf enables authenticated code execution mode. The ENTERACCS leaf function 
performs an authenticated code module load using the chipset public key as the signature verification. ENTERACCS 
requires the existence of an Intel® Trusted Execution Technology capable chipset since it unlocks the chipset 
private configuration register space after successful authentication of the loaded module. The physical base 
address and size of the authenticated code module are specified as input register values in EBX and ECX, respec- 
tively. 

While in the authenticated code execution mode, certain processor state properties change. For this reason, the 


time in which the processor operates in authenticated code execution mode should be limited to minimize impact 
on external system events. 


Upon entry into , the previous paging context is disabled (since the authenticated code module image is specified 
with physical addresses and can no longer rely upon external memory-based page-table structures). 


Prior to executing the GETSEC[ENTERACCS] leaf, system software must ensure the logical processor issuing 
GETSEC[ENTERACCS] is the boot-strap processor (BSP), as indicated by IA32_APIC_BASE.BSP = 1. System soft- 
ware must ensure other logical processors are in a suitable idle state and not marked as BSP. 


The GETSEC[ENTERACCS] leaf may be used by different agents to load different authenticated code modules to 
perform functions related to different aspects of a measured environment, for example system software and 
Intel® TXT enabled BIOS may use more than one authenticated code modules. 


6.2.2.3 GETSEC[EXITAC] 


GETSEC[EXITAC] takes the processor out of . When this instruction leaf is executed, the contents of the authenti- 
cated code execution area are scrubbed and control is transferred to the non-authenticated context defined by a 
near pointer passed with the GETSEC[EXITAC] instruction. 


The authenticated code execution area is no longer accessible after completion of GETSEC[EXITAC]. RBX (or EBX) 
holds the address of the near absolute indirect target to be taken. 
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6.2.2.4 GETSEC(SENTER] 


The GETSEC[SENTER] leaf function is used by the initiating logical processor (ILP) to launch an MLE. 
GETSEC[SENTER] can be considered a superset of the ENTERACCS leaf, because it enters as part of the measured 
environment launch. 


Measured environment startup consists of the following steps: 

¢ the ILP rendezvous the responding logical processors (RLPs) in the platform into a controlled state (At the 
completion of this handshake, all the RLPs except for the ILP initiating the measured environment launch are 
placed in a newly defined SENTER sleep state). 


° Load and authenticate the authenticated code module required by the measured environment, and enter 
authenticated code execution mode. 


°® Verify and lock certain system configuration parameters. 
® Measure the dynamic root of trust and store into the PCRs in TPM. 
¢ Transfer control to the MLE with interrupts disabled. 


Prior to executing the GETSEC[SENTER] leaf, system software must ensure the platform’s TPM is ready for access 
and the ILP is the boot-strap processor (BSP), as indicated by IA32_APIC_BASE.BSP. System software must ensure 
other logical processors (RLPs) are in a suitable idle state and not marked as BSP. 


System software launching a measurement environment is responsible for providing a proper authenticate code 
module address when executing GETSEC[SENTER]. The AC module responsible for the launch of a measured envi- 
ronment and loaded by GETSEC[SENTER] is referred to as SINIT. See Inte/® Trusted Execution Technology 
Measured Launched Environment Programming Guide for additional information on system software requirements 
prior to executing GETSEC[SENTER]. 


6.2.2.5 GETSEC[SEXIT] 


System software exits the measured environment by executing the instruction GETSEC[SEXIT] on the ILP. This 
instruction rendezvous the responding logical processors in the platform for exiting from the measured environ- 
ment. External events (if left masked) are unmasked and Intel® TXT-capable chipset’s private configuration space 
is re-locked. 


6.2.2.6 GETSEC[PARAMETERS] 


The GETSEC[PARAMETERS] leaf function is used to report attributes, options and limitations of SMX operation. 
Software uses this leaf to identify operating limits or additional options. 


The information reported by GETSEC[PARAMETERS] may require executing the leaf multiple times using EBX as an 
index. If the GETSEC[PARAMETERS] instruction leaf or if a specific parameter field is not available, then SMX oper- 
ation should be interpreted to use the default limits of respective GETSEC leaves or parameter fields defined in the 
GETSEC[PARAMETERS] leaf. 


6.2.2.7 GETSEC[SMCTRL] 


The GETSEC[SMCTRL] leaf function is used for providing additional control over specific conditions associated with 
the SMX architecture. An input register is supported for selecting the control operation to be performed. See the 
specific leaf description for details on the type of control provided. 


6.2.2.8 GETSEC(WAKEUP] 


Responding logical processors (RLPs) are placed in the SENTER sleep state after the initiating logical processor 
executes GETSEC[SENTER]. The ILP can wake up RLPs to join the measured environment by using 
GETSEC[WAKEUP]. When the RLPs in SENTER sleep state wake up, these logical processors begin execution at the 
entry point defined in a data structure held in system memory (pointed to by an chipset register LT.MLE.JOIN) in 
TXT configuration space. 
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6.2.3 Measured Environment and SMX 


This section gives a simplified view of a representative life cycle of a measured environment that is launched by a 
system executive using SMX leaf functions. Inte/® Trusted Execution Technology Measured Launched Environment 
Programming Guide provides more detailed examples of using SMX and chipset resources (including chipset regis- 
ters, Trusted Platform Module) to launch an MVMM. 


The life cycle starts with the system executive (an OS, an OS loader, and so forth) loading the MLE and SINIT AC 
module into available system memory. The system executive must validate and prepare the platform for the 
measured launch. When the platform is properly configured, the system executive executes GETSEC[SENTER] on 
the initiating logical processor (ILP) to rendezvous the responding logical processors into an SENTER sleep state, 
the ILP then enters into using the SINIT AC module. In a multi-threaded or multi-processing environment, the 
system executive must ensure that other logical processors are already in an idle loop, or asleep (such as after 
executing HLT) before executing GETSEC[SENTER]. 


After the GETSEC[SENTER] rendezvous handshake is performed between all logical processors in the platform, the 
ILP loads the chipset authenticated code module (SINIT) and performs an authentication check. If the check 
passes, the processor hashes the SINIT AC module and stores the result into TPM PCR 17. It then switches execu- 
tion context to the SINIT AC module. The SINIT AC module will perform a number of platform operations, 
including: verifying the system configuration, protecting the system memory used by the MLE from I/O devices 
capable of DMA, producing a hash of the MLE, storing the hash value in TPM PCR 18, and various other operations. 
When SINIT completes execution, it executes the GETSEC[EXITAC] instruction and transfers control the MLE at the 
designated entry point. 


Upon receiving control from the SINIT AC module, the MLE must establish its protection and isolation controls 
before enabling DMA and interrupts and transferring control to other software modules. It must also wake up the 
RLPs from their SENTER sleep state using the GETSEC[WAKEUP] instruction and bring them into its protection and 
isolation environment. 


While executing in a measured environment, the MVMM can access the Trusted Platform Module (TPM) in locality 2. 
The MVMM has complete access to all TPM commands and may use the TPM to report current measurement values 
or use the measurement values to protect information such that only when the platform configuration registers 
(PCRs) contain the same value is the information released from the TPM. This protection mechanism is known as 
sealing. 


A measured environment shutdown is ultimately completed by executing GETSEC[SEXIT]. Prior to this step system 
software is responsible for scrubbing sensitive information left in the processor caches, system memory. 


6.3 GETSEC LEAF FUNCTIONS 


This section provides detailed descriptions of each leaf function of the GETSEC instruction. GETSEC is available only 
if CPUID.O1H:ECX[Bit 6] = 1. This indicates the availability of SMX and the GETSEC instruction. Before GETSEC can 
be executed, SMX must be enabled by setting CR4.SMXE[Bit 14] = 1. 


A GETSEC leaf can only be used if it is shown to be available as reported by the GETSEC[CAPABILITIES] function. 
Attempts to access a GETSEC leaf index not supported by the processor, or if CR4.SMXE is 0, results in the signaling 
of an undefined opcode exception. 


All GETSEC leaf functions are available in protected mode, including the compatibility sub-mode of IA-32e mode 
and the 64-bit sub-mode of IA-32e mode. Unless otherwise noted, the behavior of all GETSEC functions and inter- 
actions related to the measured environment are independent of IA-32e mode. This also applies to the interpreta- 
tion of register widths! passed as input parameters to GETSEC functions and to register results returned as output 
parameters. 


1. This chapter uses the 64-bit notation RAX, RIP, RSP, RFLAGS, etc. for processor registers because processors that support SMX also 
support Intel 64 Architecture. The MVMM can be launched in IA-32e mode or outside IA-32e mode. The 64-bit notation of processor 
registers also refer to its 32-bit forms if SMX is used in 32-bit environment. In some places, notation such as EAX is used to refer 
specifically to lower 32 bits of the indicated register 
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The GETSEC functions ENTERACCS, SENTER, SEXIT, and WAKEUP require a Intel® TXT capable-chipset to be 
present in the platform. The GETSEC[CAPABILITIES] returned bit vector in position 0 indicates an Intel® TXT- 
capable chipset has been sampled present! by the processor. 


The processor's operating mode also affects the execution of the following GETSEC leaf functions: SMCTRL, ENTER- 
ACCS, EXITAC, SENTER, SEXIT, and WAKEUP. These functions are only allowed in protected mode at CPL = 0. They 
are not allowed while in SMM in order to prevent potential intra-mode conflicts. Further execution qualifications 
exist to prevent potential architectural conflicts (for example: nesting of the measured environment or authenti- 
cated code execution mode). See the definitions of the GETSEC leaf functions for specific requirements. 


For the purpose of performance monitor counting, the execution of GETSEC functions is counted as a single instruc- 
tion with respect to retired instructions. The response by a responding logical processor (RLP) to messages associ- 
ated with GETSEC[SENTER] or GTSEC[SEXIT] is transparent to the retired instruction count on the ILP. 


1. Sampled present means that the processor sent a message to the chipset and the chipset responded that it (a) knows about the 
message and (b) is capable of executing SENTER. This means that the chipset CAN support Intel® TXT, and is configured and WILLING 
to support it. 
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GETSEC[CAPABILITIES] - Report the SMX Capabilities 


Opcode Instruction Description 

NP OF 37 GETSEC[CAPABILITIES] | Report the SMX capabilities. 

(EAX = 0) The capabilities index is input in EBX with the result returned in EAX. 
Description 


The GETSEC[CAPABILITIES] function returns a bit vector of supported GETSEC leaf functions. The CAPABILITIES 
leaf of GETSEC is selected with EAX set to 0 at entry. EBX is used as the selector for returning the bit vector field in 
EAX. GETSEC[CAPABILITIES] may be executed at all privilege levels, but the CR4.SMXE bit must be set or an unde- 
fined opcode exception (#UD) is returned. 


With EBX = 0 upon execution of GETSEC[CAPABILITIES], EAX returns the a bit vector representing status on the 
presence of a Intel® TXT-capable chipset and the first 30 available GETSEC leaf functions. The format of the 
returned bit vector is provided in Table 6-3. 


If bit 0 is set to 1, then an Intel® TXT-capable chipset has been sampled present by the processor. If bits in the range 
of 1-30 are set, then the corresponding GETSEC leaf function is available. If the bit value at a given bit index is 0, 
then the GETSEC leaf function corresponding to that index is unsupported and attempted execution results in a 
#UD. 


Bit 31 of EAX indicates if further leaf indexes are supported. If the Extended Leafs bit 31 is set, then additional leaf 
functions are accessed by repeating GETSEC[CAPABILITIES] with EBX incremented by one. When the most signifi- 
cant bit of EAX is not set, then additional GETSEC leaf functions are not supported; indexing EBX to a higher value 
results in EAX returning zero. 


Table 6-3. GETSEC Capability Result Encoding (EBX = 0) 


Field Bit position Description 

Chipset Present 0 Intel? TXT-capable chipset is present. 
Undefined 1 Reserved 

ENTERACCS 2 GETSEC[ENTERACCS] is available. 
EXITAC 3 GETSEC[EXITAC] is available. 

SENTER 4 GETSEC[SENTER] is available. 

SEXIT 5 GETSEC[SEXIT] is available. 
PARAMETERS 6 GETSEC[PARAMETERS] is available. 
SMCTRL 7 GETSEC[SMCTRL] is available. 
WAKEUP 8 GETSEC[WAKEUP] is available. 
Undefined 30:9 Reserved 

Extended Leafs 31 Reserved for extended information reporting of GETSEC capabilities. 
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Operation 
IF (CR4.SMXE=0) 
THEN #UD; 
ELSIF (in VMX non-root operation) 
THEN VM Exit (reason="GETSEC instruction”); 
IF (EBX=0) THEN 
BitVector := 0; 
IF (TXT chipset present) 
BitVector[Chipset present] := 1; 
IF (ENTERACCS Available) 
THEN BitVector[ENTERACCS] := 1; 
IF (EXITAC Available) 
THEN BitVector[EXITAC] := 1; 
IF (SENTER Available) 
THEN BitVector[SENTER] := 1; 
IF (SEXIT Available) 
THEN BitVector[SEXIT] := 1; 
IF (PARAMETERS Available) 
THEN BitVector[PARAMETERS] := 1; 
IF (SMCTRL Available) 
THEN BitVector[SMCTRL] := 1; 
IF (WAKEUP Available) 
THEN BitVector[WAKEUP] := 1; 
EAX := BitVector; 
ELSE 
EAX := 0; 
END:;: 


Flags Affected 
None 


Use of Prefixes 


LOCK Causes #UD. 

REP* Cause #UD (includes REPNE/REPNZ and REP/REPE/REPZ). 
Operand size Causes #UD. 

NP 66/F2/F3 prefixes are not allowed. 

Segment overrides Ignored. 

Address size Ignored. 

REX Ignored. 


Protected Mode Exceptions 
#UD IF CR4.SMXE = 0. 


Real-Address Mode Exceptions 
#UD IF CR4.SMXE = 0. 


Virtual-8086 Mode Exceptions 
#UD IF CR4.SMXE = 0. 


Compatibility Mode Exceptions 
#UD IF CR4.SMXE = 0. 
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64-Bit Mode Exceptions 
#UD IF CR4.SMXE = 0. 


VM-exit Condition 
Reason (GETSEC) IF in VMX non-root operation. 
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GETSEC[ENTERACCS] — Execute Authenticated Chipset Code 


Opcode Instruction Description 

NP OF 37 GETSEC[ENTERACCS] | Enter authenticated code execution mode. 

(EAX = 2) EBX holds the authenticated code module physical base address. ECX holds the authenticated 
code module size (bytes). 


Description 


The GETSEC[ENTERACCS] function loads, authenticates and executes an authenticated code module using an 
Intel® TXT platform chipset's public key. The ENTERACCS leaf of GETSEC is selected with EAX set to 2 at entry. 


There are certain restrictions enforced by the processor for the execution of the GETSEC[ENTERACCS] instruction: 


* Execution is not allowed unless the processor is in protected mode or IA-32e mode with CPL = 0 and 
EFLAGS.VM = 0. 


¢ Processor cache must be available and not disabled, that is, CRO.CD and CRO.NW bits must be 0. 


°® For processor packages containing more than one logical processor, CRO.CD is checked to ensure consistency 
between enabled logical processors. 


¢ For enforcing consistency of operation with numeric exception reporting using Interrupt 16, CRO.NE must be 
set. 


e An Intel TXT-capable chipset must be present as communicated to the processor by sampling of the power-on 
configuration capability field after reset. 


¢ The processor can not already be in authenticated code execution mode as launched by a previous 
GETSEC[ENTERACCS] or GETSEC[SENTER] instruction without a subsequent exiting using GETSEC[EXITAC]). 


* To avoid potential operability conflicts between modes, the processor is not allowed to execute this instruction 
if it currently is in SMM or VMX operation. 


° To ensure consistent handling of SIPI messages, the processor executing the GETSEC[ENTERACCS] instruction 
must also be designated the BSP (boot-strap processor) as defined by IA32_APIC_BASE.BSP (Bit 8). 


Failure to conform to the above conditions results in the processor signaling a general protection exception. 
Prior to execution of the ENTERACCS leaf, other logical processors, i.e., RLPs, in the platform must be: 


¢ Idle in a wait-for-SIPI state (as initiated by an INIT assertion or through reset for non-BSP designated 
processors), or 


¢ Inthe SENTER sleep state as initiated by a GETSEC[SENTER] from the initiating logical processor (ILP). 


If other logical processor(s) in the same package are not idle in one of these states, execution of ENTERACCS 
signals a general protection exception. The same requirement and action applies if the other logical processor(s) of 
the same package do not have CRO.CD = 0. 


A successful execution of ENTERACCS results in the ILP entering an authenticated code execution mode. Prior to 
reaching this point, the processor performs several checks. These include: 


¢ Establish and check the location and size of the specified authenticated code module to be executed by the 
processor. 


¢ Inhibit the ILP’s response to the external events: INIT, A20M, NMI and SMI. 
¢ Broadcast a message to enable protection of memory and I/O from other processor agents. 
¢ Load the designated code module into an authenticated code execution area. 


* Isolate the contents of the authenticated code execution area from further state modification by external 
agents. 


¢ Authenticate the authenticated code module. 


¢ Initialize the initiating logical processor state based on information contained in the authenticated code module 
header. 


* Unlock the Intel® TXT-capable chipset private configuration space and TPM locality 3 space. 
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¢ Begin execution in the authenticated code module at the defined entry point. 


The GETSEC[ENTERACCS] function requires two additional input parameters in the general purpose registers EBX 
and ECX. EBX holds the authenticated code (AC) module physical base address (the AC module must reside below 
4 GBytes in physical address space) and ECX holds the AC module size (in bytes). The physical base address and 
size are used to retrieve the code module from system memory and load it into the internal authenticated code 
execution area. The base physical address is checked to verify it is on a modulo-4096 byte boundary. The size is 
verified to be a multiple of 64, that it does not exceed the internal authenticated code execution area capacity (as 
reported by GETSEC[CAPABILITIES]), and that the top address of the AC module does not exceed 32 bits. An error 
condition results in an abort of the authenticated code execution launch and the signaling of a general protection 
exception. 


As an integrity check for proper processor hardware operation, execution of GETSEC[ENTERACCS] will also check 
the contents of all the machine check status registers (as reported by the MSRs IA32_MCi_STATUS) for any valid 
uncorrectable error condition. In addition, the global machine check status register IA32_MCG_STATUS MCIP bit 
must be cleared and the IERR processor package pin (or its equivalent) must not be asserted, indicating that no 
machine check exception processing is currently in progress. These checks are performed prior to initiating the 
load of the authenticated code module. Any outstanding valid uncorrectable machine check error condition present 
in these status registers at this point will result in the processor signaling a general protection violation. 


The ILP masks the response to the assertion of the external signals INIT#, A2Z0M, NMI#, and SMI#. This masking 
remains active until optionally unmasked by GETSEC[EXITAC] (this defined unmasking behavior assumes 
GETSEC[ENTERACCS] was not executed by a prior GETSEC[SENTER]). The purpose of this masking control is to 
prevent exposure to existing external event handlers that may not be under the control of the authenticated code 
module. 


The ILP sets an internal flag to indicate it has entered authenticated code execution mode. The state of the A20M 
pin is likewise masked and forced internally to a de-asserted state so that any external assertion is not recognized 
during authenticated code execution mode. 


To prevent other (logical) processors from interfering with the ILP operating in authenticated code execution mode, 
memory (excluding implicit write-back transactions) access and I/O originating from other processor agents are 
blocked. This protection starts when the ILP enters into authenticated code execution mode. Only memory and I/O 
transactions initiated from the ILP are allowed to proceed. Exiting authenticated code execution mode is done by 
executing GETSEC[EXITAC]. The protection of memory and I/O activities remains in effect until the ILP executes 
GETSEC[EXITAC]. 


Prior to launching the authenticated execution module using GETSEC[ENTERACCS] or GETSEC[SENTER], the 
processor's MTRRs (Memory Type Range Registers) must first be initialized to map out the authenticated RAM 
addresses as WB (writeback). Failure to do so may affect the ability for the processor to maintain isolation of the 
loaded authenticated code module. If the processor detected this requirement is not met, it will signal an Intel® 
TXT reset condition with an error code during the loading of the authenticated code module. 


While physical addresses within the load module must be mapped as WB, the memory type for locations outside of 
the module boundaries must be mapped to one of the supported memory types as returned by GETSEC[PARAME- 
TERS] (or UC as default). 


To conform to the minimum granularity of MTRR MSRs for specifying the memory type, authenticated code RAM 
(ACRAM) is allocated to the processor in 4096 byte granular blocks. If an AC module size as specified in ECX is not 
a multiple of 4096 then the processor will allocate up to the next 4096 byte boundary for mapping as ACRAM with 
indeterminate data. This pad area will not be visible to the authenticated code module as external memory nor can 
it depend on the value of the data used to fill the pad area. 


At the successful completion of GETSEC[ENTERACCS], the architectural state of the processor is partially initialized 
from contents held in the header of the authenticated code module. The processor GDTR, CS, and DS selectors are 
initialized from fields within the authenticated code module. Since the authenticated code module must be relocat- 
able, all address references must be relative to the authenticated code module base address in EBX. The processor 
GDTR base value is initialized to the AC module header field GDTBasePtr + module base address held in EBX and 
the GDTR limit is set to the value in the GDTLimit field. The CS selector is initialized to the AC module header 
SegSel field, while the DS selector is initialized to CS + 8. The segment descriptor fields are implicitly initialized to 
BASE=0, LIMIT=FFFFFh, G=1, D=1, P=1, S=1, read/write access for DS, and execute/read access for CS. The 
processor begins the authenticated code module execution with the EIP set to the AC module header EntryPoint 
field + module base address (EBX). The AC module based fields used for initializing the processor state are checked 
for consistency and any failure results in a shutdown condition. 
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A summary of the register state initialization after successful completion of GETSEC[ENTERACCS] is given for the 
processor in Table 6-4. The paging is disabled upon entry into authenticated code execution mode. The authenti- 
cated code module is loaded and initially executed using physical addresses. It is up to the system software after 
execution of GETSEC[ENTERACCS] to establish a new (or restore its previous) paging environment with an appro- 
priate mapping to meet new protection requirements. EBP is initialized to the authenticated code module base 
physical address for initial execution in the authenticated environment. As a result, the authenticated code can 
reference EBP for relative address based references, given that the authenticated code module must be position 


independent. 


Table 6-4. Register State Initialization after GETSEC[ENTERACCS] 


Register State Initialization Status Comment 
CRO PG<0, AM<-0, WP<-0: Others unchanged Paging, Alignment Check, Write-protection are 
disabled. 
CR4 MCE~0, CET<-0, PCIDE<-0: Others unchanged Machine Check Exceptions, Control-flow 
Enforcement Technology, and Process-context 
Identifiers disabled. 
EFLAGS 00000002H 
IA32_EFER OH IA-32e mode disabled. 
EIP AC.base + EntryPoint AC.base is in EBX as input to GETSEC[ENTERACCS]. 
[EJR]BX Pre-ENTERACCS state: Next [E|R]JIP prior to Carry forward 64-bit processor state across 
GETSEC[ENTERACCS] GETSEC[ENTERACCS]. 
ECX Pre-ENTERACCS state: [31:16]=GDTR.limit; Carry forward processor state across 
[15:0]=CS.sel GETSEC[ENTERACCS]. 
[EJR]DX Pre-ENTERACCS state: Carry forward 64-bit processor state across 
GDTR base GETSEC[ENTERACCS]. 
EBP AC.base 
cs Sel=[SegSel], base=0, limit=FFFFFh, G=1, D=1, 
AR=9BH 
DS Sel=[SegSel] +8, base=0, limit=FFFFFh, G=1, D=1, 
AR=93H 
GDTR Base= AC.base (EBX) + [GDTBasePtr], 
Limit=[GDTLimit] 
DR7 00000400H 
IA32_DEBUGCTL OH 
1A32_MISC_ENABLE | See Table 6-5 for example. The number of initialized fields may change due to 
processor implementation. 
Performance OH 
counters and 
counter control 
registers 


The segmentation related processor state that has not been initialized by GETSEC[ENTERACCS] requires appro- 
priate initialization before use. Since a new GDT context has been established, the previous state of the segment 
selector values held in ES, SS, FS, GS, TR, and LDTR might not be valid. 
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The MSR IA32_EFER is also unconditionally cleared as part of the processor state initialized by ENTERACCS. Since 
paging is disabled upon entering authenticated code execution mode, a new paging environment will have to be 
reestablished in order to establish IA-32e mode while operating in authenticated code execution mode. 


Debug exception and trap related signaling is also disabled as part of GETSEC[ENTERACCS]. This is achieved by 
resetting DR7, TF in EFLAGs, and the MSR IA32_DEBUGCTL. These debug functions are free to be re-enabled once 
supporting exception handler(s), descriptor tables, and debug registers have been properly initialized following 
entry into authenticated code execution mode. Also, any pending single-step trap condition will have been cleared 
upon entry into this mode. 


Performance related counters and counter control registers are cleared as part of execution of ENTERACCS. This 
implies any active performance counters at any time of ENTERACCS execution will be disabled. To reactive the 
processor performance counters, this state must be re-initialized and re-enabled. 


The IA32_MISC_ENABLE MSR is initialized upon entry into authenticated execution mode. Certain bits of this MSR 
are preserved because preserving these bits may be important to maintain previously established platform settings 
(See the footnote for Table 6-5.). The remaining bits are cleared for the purpose of establishing a more consistent 
environment for the execution of authenticated code modules. One of the impacts of initializing this MSR is any 
previous condition established by the MONITOR instruction will be cleared. 


To support the possible return to the processor architectural state prior to execution of GETSEC[ENTERACCS], 
certain critical processor state is captured and stored in the general- purpose registers at instruction completion. 
[E|R]BX holds effective address ([E|RJIP) of the instruction that would execute next after GETSEC[ENTERACCS], 
ECX[15:0] holds the CS selector value, ECX[31:16] holds the GDTR limit field, and [E]R]DX holds the GDTR base 
field. The subsequent authenticated code can preserve the contents of these registers so that this state can be 
manually restored if needed, prior to exiting authenticated code execution mode with GETSEC[EXITAC]. For the 
processor state after exiting authenticated code execution mode, see the description of GETSEC[SEXIT]. 


Table 6-5. IA32_MISC_ENABLE MSR Initialization’ by ENTERACCS and SENTER 


Field Bit position Description 
Fast strings enable 0 Clear to 0. 
FOPCODE compatibility mode 2 Clear to 0. 
enable 
Thermal monitor enable 3 Set to 1 if other thermal monitor capability is not enabled. 
Split-lock disable 4 Clear to 0. 
Bus lock on cache line splits 8 Clear to 0. 
disable 
Hardware prefetch disable 9 Clear to 0. 
GV1/2 legacy enable 15 Clear to 0. 
MONITOR/MWAIT s/m enable 18 Clear to 0. 
Adjacent sector prefetch disable | 19 Clear to 0. 
NOTES: 


1. The number of IA32_MISC_ENABLE fields that are initialized may vary due to processor implementations. 

ENTERACCS (and SENTER) initialize the state of processor thermal throttling such that at least a minimum level is enabled. If thermal 
throttling is already enabled when executing one of these GETSEC leaves, then no change in the thermal throttling control settings 
will occur. If thermal throttling is disabled, then it will be enabled via setting of the thermal throttle control bit 3 as a result of execut- 
ing these GETSEC leaves. 


N 


The IDTR will also require reloading with a new IDT context after entering authenticated code execution mode, 
before any exceptions or the external interrupts INTR and NMI can be handled. Since external interrupts are re- 
enabled at the completion of authenticated code execution mode (as terminated with EXITAC), it is recommended 
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that a new IDT context be established before this point. Until such a new IDT context is established, the 
programmer must take care in not executing an INT n instruction or any other operation that would result in an 
exception or trap signaling. 


Prior to completion of the GETSEC[ENTERACCS] instruction and after successful authentication of the AC module, 
the private configuration space of the Intel TXT chipset is unlocked. The authenticated code module alone can gain 
access to this normally restricted chipset state for the purpose of securing the platform. 


Once the authenticated code module is launched at the completion of GETSEC[ENTERACCS], it is free to enable 
interrupts by setting EFLAGS.IF and enable NMI by execution of IRET. This presumes that it has re-established 
interrupt handling support through initialization of the IDT, GDT, and corresponding interrupt handling code. 


Operation in a Uni-Processor Platform 
(* The state of the internal flag ACMODEFLAG persists across instruction boundary *) 
IF (CR4.SMXE=0) 
THEN #UD; 
ELSIF (in VMX non-root operation) 
THEN VM Exit (reason="GETSEC instruction’); 
ELSIF (GETSEC leaf unsupported) 
THEN #UD; 
ELSIF ((in VMX operation) or 
(CRO.PE=0) or (CRO.CD=1) or (CRO.NW=1) or (CRO.NE=0) or 
CPL>O) or (EFLAGS.VM=1) or 
1A32_APIC_BASE.BSP=0) or 
TXT chipset not present) or 
ACMODEFLAG=1) or (IN_SMM=1)) 
THEN #GP(0); 
IF (GETSEC[PARAMETERS].Parameter_Type = 5, MCA_Handling (bit 6) = 0) 
FOR I = 0 to [A32_MCG_CAP.COUNT-1 DO 
IF (IA32_MC[I]_ STATUS = uncorrectable error) 
THEN #GP(0); 


oan pore eens ee 


OD; 
Fl; 
IF (IA32_MCG_STATUS.MCIP=1) or (IERR pin is asserted) 
THEN #GP(0); 
ACBASE := EBX; 
ACSIZE := ECX; 
IF (((ACBASE MOD 4096) # 0) or ((ACSIZE MOD 64 ) # 0) or (ACSIZE < minimum module size) OR (ACSIZE > authenticated RAM 
capacity)) or (ACBASE+ACSIZE) > (2°32 -1))) 
THEN #GP(0); 
IF (secondary thread(s) CRO.CD = 1) or ((secondary thread(s) NOT(wait-for-SIPI)) and 
(secondary thread(s) not in SENTER sleep state) 
THEN #GP(0); 
Mask SMI, INIT, A20M, and NMI external pin events; 
IA32_MISC_ENABLE := (IA32_MISC_ENABLE & MASK_CONST*) 
(* The hexadecimal value of MASK_CONST may vary due to processor implementations *) 
A20M := 0; 
IA32_DEBUGCTL := 0; 
Invalidate processor TLB(s); 
Drain Outgoing Transactions; 
ACMODEFLAG := 1; 
SignalTXTMessage(ProcessorHold); 
Load the internal ACRAM based on the AC module size; 
(* Ensure that all ACRAM loads hit Write Back memory space *) 
IF (ACRAM memory type + WB) 
THEN TXT-SHUTDOWN(#BadACMMT ype); 
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IF (AC module header version isnot supported) OR (ACRAM[ModuleT ype] + 2) 
THEN TXT-SHUTDOWN(#UnsupportedACM); 

(* Authenticate the AC Module and shutdown with an error if it fails *) 

KEY := GETKEY(ACRAM, ACBASE); 

KEYHASH := HASH(KEY); 

CSKEYHASH := READ(TXT.PUBLIC.KEY); 

IF (KEYHASH # CSKEYHASH) 
THEN TXT-SHUTDOWN(#AuthenticateFail); 

SIGNATURE := DECRYPT(ACRAM, ACBASE, KEY); 

(* The value of SIGNATURE_LEN_CONST is implementation-specific*) 

FOR I=0 to SIGNATURE_LEN_CONST - 1 DO 
ACRAM[SCRATCH.I] := SIGNATURE[I]; 

COMPUTEDSIGNATURE := HASH(ACRAM, ACBASE, ACSIZE); 

FOR I=0 to SIGNATURE_LEN_CONST - 1 DO 
ACRAM[SCRATCH.SIGNATURE_LEN_CONST +I] := COMPUTEDSIGNATURE[I]; 

IF (SIGNATURE # COMPUTEDSIGNATURE) 
THEN TXT-SHUTDOWN(#AuthenticateFail); 

ACMCONTROL := ACRAM[CodeControl]; 

IF (ACMCONTROL.O = 0) and (ACMCONTROL.1 = 1) and (snoop hit to modified line detected on ACRAM load)) 
THEN TXT-SHUTDOWN(#UnexpectedHITM); 

IF (ACMCONTROL reserved bits are set) 
THEN TXT-SHUTDOWN(#BadACMFormat); 

IF (ACRAM[GDTBasePtr] < (ACRAM[HeaderLen] * 4 + Scratch_size)) OR 
((ACRAM[GDTBasePtr] + ACRAM[GDTLimit]) >= ACSIZE)) 
THEN TXT-SHUTDOWN(#BadACMFormat); 

IF (ACMCONTROL.O = 1) and (ACMCONTROL.1 = 1) and (snoop hit to modified line detected on ACRAM load)) 
THEN ACEntryPoint := ACBASE+ACRAM[ErrorEntryPoint]; 

ELSE 
ACEntryPoint := ACBASE+ACRAM[EntryPoint]; 

IF ((ACEntryPoint >= ACSIZE) OR (ACEntryPoint < (ACRAM[HeaderLen] * 4 + Scratch_size)))THEN TXT-SHUTDOWN(#BadACMFormat); 

IF (ACRAM[GDTLimit] & FFFFOOO0Oh) 
THEN TXT-SHUTDOWN(#BadACMFormat); 

IF (ACRAM[SegSel] > (ACRAM[GDTLimit] - 15)) OR (ACRAM[SegSel] < 8)) 
THEN TXT-SHUTDOWN(#BadACMFormat); 

IF (ACRAM[SegSel].Tl=1) OR (ACRAM[SegSel].RPL + 0)) 
THEN TXT-SHUTDOWN(#BadACMFormat); 

CRO.[PG.AM.WP] := 0; 

CR4.MCE := 0; 

EFLAGS := 00000002h; 

IA32_EFER := Oh; 

[E|R]BX := [EJR]IP of the instruction after GETSEC[ENTERACCS]; 

ECX := Pre-GETSEC[ENTERACCS] GDT.limit:CS.sel; 

[EJR]DX := Pre-GETSEC[ENTERACCS] GDT.base; 

EBP := ACBASE; 

GDTR.BASE := ACBASE+ACRAM[GDTBasePtr]; 

GDTR.LIMIT := ACRAM[GDTLimit]; 

CS.SEL := ACRAM[SegSel]; 

CS.BASE := 0; 

CS.LIMIT := FFFFFh; 

CS.G:= 1; 

CS.D:= 1; 

CS.AR := 9Bh; 

DS.SEL := ACRAM[SegSel]+8; 

DS.BASE := 0; 
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DS.LIMIT := FFFFFh; 

DS.G := 1; 

DS.D := 1; 

DS.AR := 93h; 

DR7 := 00000400h; 
IA32_DEBUGCTL := 0; 
SignalTXTMsg(OpenPrivate); 
SignalTXTMsg(OpenLocality3); 
EIP := ACEntryPoint; 

END; 


Flags Affected 
All flags are cleared. 


Use of Prefixes 


LOCK Causes #UD. 

REP* Cause #UD (includes REPNE/REPNZ and REP/REPE/REPZ). 
Operand size Causes #UD. 

NP 66/F2/F3 prefixes are not allowed. 

Segment overrides Ignored. 

Address size Ignored. 

REX Ignored. 


Protected Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[ENTERACCS] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) If CRO.CD = 1 or CRO.NW = 1 or CRO.NE = 0 or CRO.PE = 0 or CPL > O or EFLAGS.VM = 1. 


If a Intel® TXT-capable chipset is not present. 
If in VMX root operation. 


If the initiating processor is not designated as the bootstrap processor via the MSR bit 
IA32_APIC_BASE.BSP. 


If the processor is already in authenticated code execution mode. 

If the processor is in SMM. 

If a valid uncorrectable machine check error is logged in IA32_MC[I]_STATUS. 

If the authenticated code base is not on a 4096 byte boundary. 

If the authenticated code size > processor internal authenticated code area capacity. 
If the authenticated code size is not modulo 64. 

If other enabled logical processor(s) of the same package CRO.CD = 1. 


If other enabled logical processor(s) of the same package are not in the wait-for-SIPI or 
SENTER sleep state. 


Real-Address Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[ENTERACCS] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) GETSEC[ENTERACCS] is not recognized in real-address mode. 
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Virtual-8086 Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[ENTERACCS] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) GETSEC[ENTERACCS] is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
All protected mode exceptions apply. 
#GP IF AC code module does not reside in physical address below 2%32 -1. 


64-Bit Mode Exceptions 
All protected mode exceptions apply. 
#GP IF AC code module does not reside in physical address below 2%32 -1. 


VM-exit Condition 
Reason (GETSEC) IF in VMX non-root operation. 
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GETSEC[EXITAC]—Exit Authenticated Code Execution Mode 


Opcode Instruction Description 

NP OF 37 GETSEC{EXITAC] Exit authenticated code execution mode. 

(EAX=3) RBX holds the Near Absolute Indirect jump target and EDX hold the exit parameter flags. 
Description 


The GETSEC[EXITAC] leaf function exits the ILP out of authenticated code execution mode established by 
GETSEC[ENTERACCS] or GETSEC[SENTER]. The EXITAC leaf of GETSEC is selected with EAX set to 3 at entry. EBX 
(or RBX, if in 64-bit mode) holds the near jump target offset for where the processor execution resumes upon 
exiting authenticated code execution mode. EDX contains additional parameter control information. Currently only 
an input value of 0 in EDX is supported. All other EDX settings are considered reserved and result in a general 
protection violation. 


GETSEC[EXITAC] can only be executed if the processor is in protected mode with CPL = 0 and EFLAGS.VM = 0. The 
processor must also be in authenticated code execution mode. To avoid potential operability conflicts between 
modes, the processor is not allowed to execute this instruction if it is in SMM or in VMX operation. A violation of 
these conditions results in a general protection violation. 


Upon completion of the GETSEC[EXITAC] operation, the processor unmasks responses to external event signals 
INIT#, NMI#, and SMI#. This unmasking is performed conditionally, based on whether the authenticated code 
execution mode was entered via execution of GETSEC[SENTER] or GETSEC[ENTERACCS]. If the processor is in 
authenticated code execution mode due to the execution of GETSEC[SENTER], then these external event signals 
will remain masked. In this case, A20M is kept disabled in the measured environment until the measured environ- 
ment executes GETSEC[SEXIT]. INIT# is unconditionally unmasked by EXITAC. Note that any events that are 
pending, but have been blocked while in authenticated code execution mode, will be recognized at the completion 
of the GETSEC[EXITAC] instruction if the pin event is unmasked. 


The intent of providing the ability to optionally leave the pin events SMI#, and NMI# masked is to support the 
completion of a measured environment bring-up that makes use of VMX. In this envisioned security usage 
scenario, these events will remain masked until an appropriate virtual machine has been established in order to 
field servicing of these events in a safer manner. Details on when and how events are masked and unmasked in 
VMX operation are described in Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3C. It 
should be cautioned that if no VMX environment is to be activated following GETSEC[EXITAC], that these events 
will remain masked until the measured environment is exited with GETSEC[SEXIT]. If this is not desired then the 
GETSEC function SMCTRL(0O) can be used for unmasking SMI# in this context. NMI# can be correspondingly 
unmasked by execution of IRET. 


A successful exit of the authenticated code execution mode requires the ILP to perform additional steps as outlined 
below: 


* Invalidate the contents of the internal authenticated code execution area. 
¢ Invalidate processor TLBs. 

° Clear the internal processor AC Mode indicator flag. 

® Re-lock the TPM locality 3 space. 


* Unlock the Intel® TXT-capable chipset memory and I/O protections to allow memory and I/O activity by other 
processor agents. 


° Perform a near absolute indirect jump to the designated instruction location. 


The content of the authenticated code execution area is invalidated by hardware in order to protect it from further 
use or visibility. This internal processor storage area can no longer be used or relied upon after GETSEC[EXITAC]. 

Data structures need to be re-established outside of the authenticated code execution area if they are to be refer- 
enced after EXITAC. Since addressed memory content formerly mapped to the authenticated code execution area 
may no longer be coherent with external system memory after EXITAC, processor TLBs in support of linear to phys- 
ical address translation are also invalidated. 
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Upon completion of GETSEC[EXITAC] a near absolute indirect transfer is performed with EIP loaded with the 
contents of EBX (based on the current operating mode size). In 64-bit mode, all 64 bits of RBX are loaded into RIP 
if REX.W precedes GETSEC[EXITAC]. Otherwise RBX is treated as 32 bits even while in 64-bit mode. Conventional 
CS limit checking is performed as part of this control transfer. Any exception conditions generated as part of this 
control transfer will be directed to the existing IDT; thus it is recommended that an IDTR should also be established 
prior to execution of the EXITAC function if there is a need for fault handling. In addition, any segmentation related 
(and paging) data structures to be used after EXITAC should be re-established or validated by the authenticated 
code prior to EXITAC. 


In addition, any segmentation related (and paging) data structures to be used after EXITAC need to be re-estab- 
lished and mapped outside of the authenticated RAM designated area by the authenticated code prior to EXITAC. 
Any data structure held within the authenticated RAM allocated area will no longer be accessible after completion 
by EXITAC. 


Operation 

(* The state of the internal flag ACMODEFLAG and SENTERFLAG persist across instruction boundary *) 

IF (CR4.SMXE=0) 

THEN #UD; 

ELSIF (in VMX non-root operation) 

THEN VM Exit (reason="GETSEC instruction’); 

ELSIF (GETSEC leaf unsupported) 

THEN #UD; 

ELSIF ((in VMX operation) or ( (in 64-bit mode) and ( RBX is non-canonical) ) 
(CRO.PE=0) or (CPL>O) or (EFLAGS.VM=1) or 
(ACMODEFLAG=0) or (IN_SMM=1)) or (EDX + 0)) 
THEN #GP(0); 

IF (OperandSize = 32) 

THEN tempEIP := EBX; 

ELSIF (OperandSize = 64) 
THEN tempElIP := RBX; 

ELSE 
tempEIP := EBX AND OOOOFFFFH; 

IF (tempEIP > code segment limit) 

THEN #GP(0); 

Invalidate ACRAM contents; 

Invalidate processor TLB(s); 

Drain outgoing messages; 

SignalTXTMsg(CloseLocality3); 

SignalTXTMsg(LockSMRAM); 

SignalTXTMsg(ProcessorRelease); 

Unmask INIT; 

IF (SENTERFLAG=0) 

THEN Unmask SMI, INIT, NMI, and A2OM pin event; 

ELSEIF (IA32_SMM_MONITOR_CTL[O] = 0) 

THEN Unmask SMI pin event; 

ACMODEFLAG := 0; 

IF IA32_EFER.LMA == 
THEN CR3 := R8; 

EIP := tempEIP; 

END; 


Flags Affected 
None. 
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Use of Prefixes 


LOCK Causes #UD. 

REP* Cause #UD (includes REPNE/REPNZ and REP/REPE/REPZ). 
Operand size Causes #UD. 

NP 66/F2/F3 prefixes are not allowed. 

Segment overrides Ignored. 

Address size Ignored. 

REX.W Sets 64-bit mode Operand size attribute. 


Protected Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[EXITAC] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) If CRO.PE = 0 or CPL>0 or EFLAGS.VM =1. 


If in VMX root operation. 

If the processor is not currently in authenticated code execution mode. 
If the processor is in SMM. 

If any reserved bit position is set in the EDX parameter register. 


Real-Address Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[EXITAC] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) GETSEC[EXITAC] is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[EXITAC] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) GETSEC[EXITAC] is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
All protected mode exceptions apply. 


64-Bit Mode Exceptions 
All protected mode exceptions apply. 
#GP(0) If the target address in RBX is not in a canonical form. 


VM-Exit Condition 
Reason (GETSEC) IF in VMX non-root operation. 
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GETSEC[SENTER]—Enter a Measured Environment 


Opcode Instruction Description 
NP OF 37 GETSEC[SENTER] Launch a measured environment. 
(EAX=4) EBX holds the SINIT authenticated code module physical base address. 


ECX holds the SINIT authenticated code module size (bytes). 
EDX controls the level of functionality supported by the measured environment launch. 


Description 


The GETSEC[SENTER] instruction initiates the launch of a measured environment and places the initiating logical 
processor (ILP) into the authenticated code execution mode. The SENTER leaf of GETSEC is selected with EAX set 
to 4 at execution. The physical base address of the AC module to be loaded and authenticated is specified in EBX. 
The size of the module in bytes is specified in ECX. EDX controls the level of functionality supported by the 
measured environment launch. To enable the full functionality of the protected environment launch, EDX must be 
initialized to zero. 


The authenticated code base address and size parameters (in bytes) are passed to the GETSEC[SENTER] instruc- 
tion using EBX and ECX respectively. The ILP evaluates the contents of these registers according to the rules for the 
AC module address in GETSEC[ENTERACCS]. AC module execution follows the same rules, as set by 
GETSEC[ENTERACCS]. 


The launching software must ensure that the TPM.ACCESS_0.activeLocality bit is clear before executing the 
GETSEC[SENTER] instruction. 


There are restrictions enforced by the processor for execution of the GETSEC[SENTER] instruction: 


° Execution is not allowed unless the processor is in protected mode or IA-32e mode with CPL = 0 and 
EFLAGS.VM = 0. 


¢* Processor cache must be available and not disabled using the CRO.CD and NW bits. 


¢ For enforcing consistency of operation with numeric exception reporting using Interrupt 16, CRO.NE must be 
set. 


¢ An Intel TXT-capable chipset must be present as communicated to the processor by sampling of the power-on 
configuration capability field after reset. 


¢ The processor can not be in authenticated code execution mode or already in a measured environment (as 
launched by a previous GETSEC[ENTERACCS] or GETSEC[SENTER] instruction). 


* To avoid potential operability conflicts between modes, the processor is not allowed to execute this instruction 
if it currently is in SMM or VMX operation. 


* To ensure consistent handling of SIPI messages, the processor executing the GETSEC[SENTER] instruction 
must also be designated the BSP (boot-strap processor) as defined by IA32_APIC_BASE.BSP (Bit 8). 


¢ EDX must be initialized to a setting supportable by the processor. Unless enumeration by the GETSEC[PARAM- 
ETERS] leaf reports otherwise, only a value of zero is supported. 


Failure to abide by the above conditions results in the processor signaling a general protection violation. 


This instruction leaf starts the launch of a measured environment by initiating a rendezvous sequence for all logical 
processors in the platform. The rendezvous sequence involves the initiating logical processor sending a message 
(by executing GETSEC[SENTER]) and other responding logical processors (RLPs) acknowledging the message, 
thus synchronizing the RLP(s) with the ILP. 


In response to a message signaling the completion of rendezvous, RLPs clear the bootstrap processor indicator flag 
(IA32_APIC_BASE.BSP) and enter an SENTER sleep state. In this sleep state, RLPs enter an idle processor condi- 
tion while waiting to be activated after a measured environment has been established by the system executive. 
RLPs in the SENTER sleep state can only be activated by the GETSEC leaf function WAKEUP in a measured environ- 
ment. 
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A successful launch of the measured environment results in the initiating logical processor entering the authenti- 
cated code execution mode. Prior to reaching this point, the ILP performs the following steps internally: 


¢ Inhibit processor response to the external events: INIT, A20M, NMI, and SMI. 

¢ Establish and check the location and size of the authenticated code module to be executed by the ILP. 

* Check for the existence of an Intel® TXT-capable chipset. 

e Verify the current power management configuration is acceptable. 

° Broadcast a message to enable protection of memory and I/O from activities from other processor agents. 
¢ Load the designated AC module into authenticated code execution area. 

¢ Isolate the content of authenticated code execution area from further state modification by external agents. 
¢ Authenticate the AC module. 

¢ Updated the Trusted Platform Module (TPM) with the authenticated code module's hash. 

* Initialize processor state based on the authenticated code module header information. 

* Unlock the Intel® TXT-capable chipset private configuration register space and TPM locality 3 space. 

¢ Begin execution in the authenticated code module at the defined entry point. 


As an integrity check for proper processor hardware operation, execution of GETSEC[SENTER] will also check the 
contents of all the machine check status registers (as reported by the MSRs IA32_MCi_STATUS) for any valid 
uncorrectable error condition. In addition, the global machine check status register IA32_MCG_STATUS MCIP bit 
must be cleared and the IERR processor package pin (or its equivalent) must be not asserted, indicating that no 
machine check exception processing is currently in-progress. These checks are performed twice: once by the ILP 
prior to the broadcast of the rendezvous message to RLPs, and later in response to RLPs acknowledging the rendez- 
vous message. Any outstanding valid uncorrectable machine check error condition present in the machine check 
status registers at the first check point will result in the ILP signaling a general protection violation. If an 
outstanding valid uncorrectable machine check error condition is present at the second check point, then this will 
result in the corresponding logical processor signaling the more severe TXT-shutdown condition with an error code 
of 12. 


Before loading and authentication of the target code module is performed, the processor also checks that the 
current voltage and bus ratio encodings correspond to known good values supportable by the processor. The MSR 
IA32_PERF_STATUS values are compared against either the processor supported maximum operating target 
setting, system reset setting, or the thermal monitor operating target. If the current settings do not meet any of 
these criteria then the SENTER function will attempt to change the voltage and bus ratio select controls in a 
processor-specific manner. This adjustment may be to the thermal monitor, minimum (if different), or maximum 
operating target depending on the processor. 


This implies that some thermal operating target parameters configured by BIOS may be overridden by SENTER. 
The measured environment software may need to take responsibility for restoring such settings that are deemed 
to be safe, but not necessarily recognized by SENTER. If an adjustment is not possible when an out of range setting 
is discovered, then the processor will abort the measured launch. This may be the case for chipset controlled 
settings of these values or if the controllability is not enabled on the processor. In this case it is the responsibility of 
the external software to program the chipset voltage ID and/or bus ratio select settings to known good values 
recognized by the processor, prior to executing SENTER. 


NOTE 


For a mobile processor, an adjustment can be made according to the thermal monitor operating 
target. For a quad-core processor the SENTER adjustment mechanism may result in a more conser- 
vative but non-uniform voltage setting, depending on the pre-SENTER settings per core. 


The ILP and RLPs mask the response to the assertion of the external signals INIT#, A20M, NMI#, and SMI#. The 
purpose of this masking control is to prevent exposure to existing external event handlers until a protected handler 
has been put in place to directly handle these events. Masked external pin events may be unmasked conditionally 
or unconditionally via the GETSEC[EXITAC], GETSEC[SEXIT], GETSEC[SMCTRL] or for specific VMX related opera- 
tions such as a VM entry or the VMXOFF instruction (see respective GETSEC leaves and Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 3C for more details). The state of the A20M pin is masked and 
forced internally to a de-asserted state so that external assertion is not recognized. A20M masking as set by 
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GETSEC[SENTER] is undone only after taking down the measured environment with the GETSEC[SEXIT] instruc- 
tion or processor reset. INTR is masked by simply clearing the EFLAGS.IF bit. It is the responsibility of system soft- 
ware to control the processor response to INTR through appropriate management of EFLAGS. 


To prevent other (logical) processors from interfering with the ILP operating in authenticated code execution mode, 
memory (excluding implicit write-back transactions) and I/O activities originating from other processor agents are 
blocked. This protection starts when the ILP enters into authenticated code execution mode. Only memory and I/O 
transactions initiated from the ILP are allowed to proceed. Exiting authenticated code execution mode is done by 

executing GETSEC[EXITAC]. The protection of memory and I/O activities remains in effect until the ILP executes 

GETSEC[EXITAC]. 


Once the authenticated code module has been loaded into the authenticated code execution area, it is protected 
against further modification from external bus snoops. There is also a requirement that the memory type for the 
authenticated code module address range be WB (via initialization of the MTRRs prior to execution of this instruc- 
tion). If this condition is not satisfied, it is a violation of security and the processor will force a TXT system reset 
(after writing an error code to the chipset LT.ERRORCODE register). This action is referred to as a Intel® TXT reset 
condition. It is performed when it is considered unreliable to signal an error through the conventional exception 
reporting mechanism. 


To conform to the minimum granularity of MTRR MSRs for specifying the memory type, authenticated code RAM 
(ACRAM) is allocated to the processor in 4096 byte granular blocks. If an AC module size as specified in ECX is not 
a multiple of 4096 then the processor will allocate up to the next 4096 byte boundary for mapping as ACRAM with 
indeterminate data. This pad area will not be visible to the authenticated code module as external memory nor can 
it depend on the value of the data used to fill the pad area. 


Once successful authentication has been completed by the ILP, the computed hash is stored in a trusted storage 
facility in the platform. The following trusted storage facility are supported: 


¢  =If the platform register FTM_INTERFACE_ID.[bits 3:0] = 0, the computed hash is stored to the platform’s TPM 
at PCR17 after this register is implicitly reset. PCR17 is a dedicated register for holding the computed hash of 
the authenticated code module loaded and subsequently executed by the GETSEC[SENTER]. As part of this 
process, the dynamic PCRs 18-22 are reset so they can be utilized by subsequently software for registration of 
code and data modules. 


¢ If the platform register FTM_INTERFACE_ID.[bits 3:0] = 1, the computed hash is stored in a firmware trusted 
module (FTM) using a modified protocol similar to the protocol used to write to TPM’s PCR17. 


After successful execution of SENTER, either PCR17 (if FTM is not enabled) or the FTM (if enabled) contains the 
measurement of AC code and the SENTER launching parameters. 


After authentication is completed successfully, the private configuration space of the Intel® TXT-capable chipset is 
unlocked so that the authenticated code module and measured environment software can gain access to this 
normally restricted chipset state. The Intel® TXT-capable chipset private configuration space can be locked later 
by software writing to the chipset LT.CMD.CLOSE-PRIVATE register or unconditionally using the GETSEC[SEXIT] 
instruction. 


The SENTER leaf function also initializes some processor architecture state for the ILP from contents held in the 
header of the authenticated code module. Since the authenticated code module is relocatable, all address refer- 
ences are relative to the base address passed in via EBX. The ILP GDTR base value is initialized to EBX + [GDTBa- 
sePtr] and GDTR limit set to [GDTLimit]. The CS selector is initialized to the value held in the AC module header 
field SegSel, while the DS, SS, and ES selectors are initialized to CS+8. The segment descriptor fields are initialized 
implicitly with BASE=0, LIMIT=FFFFFh, G=1, D=1, P=1, S=1, read/write/accessed for DS, SS, and ES, while 
execute/read/accessed for CS. Execution in the authenticated code module for the ILP begins with the EIP set to 
EBX + [EntryPoint]. AC module defined fields used for initializing processor state are consistency checked with a 
failure resulting in an TXT-shutdown condition. 


Table 6-6 provides a summary of processor state initialization for the ILP and RLP(s) after successful completion of 
GETSEC[SENTER]. For both ILP and RLP(s), paging is disabled upon entry to the measured environment. It is up to 
the ILP to establish a trusted paging environment, with appropriate mappings, to meet protection requirements 
established during the launch of the measured environment. RLP state initialization is not completed until a subse- 
quent wake-up has been signaled by execution of the GETSEC[ WAKEUP] function by the ILP. 
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Table 6-6. Register State Initialization after GETSEC[SENTER] and GETSEC[WAKEUP] 


Register State ILP after GETSEC[SENTER] RLP after GETSEC[WAKEUP] 

CRO PG<0, AM<0, WP<-0; Others unchanged PG<0, CD0, NW<0, AM<0, WP<-0; PE<-1, NE<-1 

CR4 00004000H 00004000H 

EFLAGS 00000002H 00000002H 

IA32_EFER OH 0 

EIP [EntryPoint from MLE header!] ([LT.MLEJOIN + 12] 

EBX Unchanged [SINIT.BASE] Unchanged 

EDX SENTER control flags Unchanged 

EBP SINIT.BASE Unchanged 

cs Sel=[SINIT SegSel], base=0, limit=FFFFFH, G=1, Sel = [LT.MLEJOIN + 8], base = 0, limit = FFFFFH, G = 
D=1, AR=9BH 1,D = 1, AR = SBH 

DS, ES, SS Sel=[SINIT SegSel] +8, base=0, limit=FFFFFA, G=1, | Sel = [LT.MLEJOIN + 8] +8, base = 0, limit = FFFFFH, 
D=1, AR=93H G=1,D=1, AR = 93H 

GDTR Base= SINIT.base (EBX) + [SINIT.GDTBasePtr], Base = [LT.MLEJOIN + 4], Limit = [LT.MLEJOIN] 
Limit=[SINIT.GDTLimit] 

DR7 00000400H 00000400H 

IA32_DEBUGCTL OH OH 

Performance OH OH 

counters and counter 

control registers 

IA32_MISC_ENABLE See Table 6-5 See Table 6-5 

IA32_SMM_MONITOR | Bit 2-0 Bit 20 

_CTL 

NOTES: 


1. See Inte/® Trusted Execution Technology Measured Launched Environment Programming Guide for MLE header 
format. 


Segmentation related processor state that has not been initialized by GETSEC[SENTER] requires appropriate 
initialization before use. Since a new GDT context has been established, the previous state of the segment selector 
values held in FS, GS, TR, and LDTR may no longer be valid. The IDTR will also require reloading with a new IDT 
context after launching the measured environment before exceptions or the external interrupts INTR and NMI can 
be handled. In the meantime, the programmer must take care in not executing an INT n instruction or any other 
condition that would result in an exception or trap signaling. 


Debug exception and trap related signaling is also disabled as part of execution of GETSEC[SENTER]. This is 
achieved by clearing DR7, TF in EFLAGs, and the MSR IA32_DEBUGCTL as defined in Table 6-6. These can be re- 
enabled once supporting exception handler(s), descriptor tables, and debug registers have been properly re-initial- 
ized following SENTER. Also, any pending single-step trap condition will be cleared at the completion of SENTER for 
both the ILP and RLP(s). 


Performance related counters and counter control registers are cleared as part of execution of SENTER on both the 
ILP and RLP. This implies any active performance counters at the time of SENTER execution will be disabled. To 
reactive the processor performance counters, this state must be re-initialized and re-enabled. 


Since MCE along with all other state bits (with the exception of SMXE) are cleared in CR4 upon execution of SENTER 
processing, any enabled machine check error condition that occurs will result in the processor performing the TXT- 
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shutdown action. This also applies to an RLP while in the SENTER sleep state. For each logical processor CR4.MCE 
must be reestablished with a valid machine check exception handler to otherwise avoid an TXT-shutdown under 
such conditions. 


The MSR IA32_EFER is also unconditionally cleared as part of the processor state initialized by SENTER for both the 
ILP and RLP. Since paging is disabled upon entering authenticated code execution mode, a new paging environ- 
ment will have to be re-established if it is desired to enable IA-32e mode while operating in authenticated code 
execution mode. 


The miscellaneous feature control MSR, IA32_MISC_ENABLE, is initialized as part of the measured environment 
launch. Certain bits of this MSR are preserved because preserving these bits may be important to maintain previ- 
ously established platform settings. See the footnote for Table 6-5 The remaining bits are cleared for the purpose 
of establishing a more consistent environment for the execution of authenticated code modules. Among the impact 
of initializing this MSR, any previous condition established by the MONITOR instruction will be cleared. 


Effect of MSR IA32_FEATURE_CONTROL MSR 


Bits 15:8 of the IA32_FEATURE_CONTROL MSR affect the execution of GETSEC[SENTER]. These bits consist of two 
fields: 


¢ Bit 15: a global enable control for execution of SENTER. 


¢ Bits 14:8: a parameter control field providing the ability to qualify SENTER execution based on the level of 
functionality specified with corresponding EDX parameter bits 6:0. 


The layout of these fields in the IA32_FEATURE_CONTROL MSR is shown in Table 6-1. 


Prior to the execution of GETSEC[SENTER], the lock bit of IA32_FEATURE_CONTROL MSR must be bit set to affirm 
the settings to be used. Once the lock bit is set, only a power-up reset condition will clear this MSR. The 
IA32_FEATURE_CONTROL MSR must be configured in accordance to the intended usage at platform initialization. 
Note that this MSR is only available on SMX or VMX enabled processors. Otherwise, IA32_FEATURE_CONTROL is 
treated as reserved. 


The Intel® Trusted Execution Technology Measured Launched Environment Programming Guide provides additional details and 
requirements for programming measured environment software to launch in an Intel TXT platform. 


Operation in a Uni-Processor Platform 
(* The state of the internal flag ACMODEFLAG and SENTERFLAG persist across instruction boundary *) 
GETSEC[SENTER] (ILP only): 
IF (CR4.SMXE=0) 
THEN #UD; 
ELSE IF (in VMX non-root operation) 
THEN VM Exit (reason="GETSEC instruction’); 
ELSE IF (GETSEC leaf unsupported) 
THEN #UD; 
ELSE IF ((in VMX root operation) or 
(CRO.PE=0) or (CRO.CD=1) or (CRO.NW=1) or (CRO.NE=0) or 
(CPL>O) or (EFLAGS.VM=1) or 
(IA32_APIC_BASE.BSP=0) or (TXT chipset not present) or 
(SENTERFLAG=1) or (ACMODEFLAG=1) or (IN_'SMM=1) or 
(TPM interface is not present) or 
(EDX + (SENTER_EDX_support_mask & EDX)) or 
(IA32_FEATURE_CONTROL[0]=0) or (IA32_FEATURE_CONTROL[15]=0) or 
((IA32_FEATURE_CONTROL[1 4:8] & EDX[6:0]) + EDX[6:0])) 
THEN #GP(0); 
IF (GETSEC[PARAMETERS].Parameter_Type = 5, MCA_Handling (bit 6) = 0) 
FOR | = 0 to IA32_MCG_CAP.COUNT-1 DO 
IF IA32_MC[I]_STATUS = uncorrectable error 
THEN #GP(0); 
Fl; 
OD; 
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FI; 

IF (IA32_MCG_STATUS.MCIP=1) or (IERR pin is asserted) 
THEN #GP(0); 

ACBASE := EBX; 

ACSIZE := ECX; 

IF (((ACBASE MOD 4096) + 0) or ((ACSIZE MOD 64) + 0) or (ACSIZE < minimum 
module size) or (ACSIZE > AC RAM capacity) or ((ACBASE+ACSIZE) > (232 -1))) 

THEN #GP(0); 

Mask SMI, INIT, A20M, and NMI external pin events; 

SignalTXTMsg(SENTER); 

DO 

WHILE (no SignalSENTER message); 


TXT_SENTER__MSG_EVENT (ILP & RLP): 
Mask and clear SignalSENTER event; 
Unmask SignalSEXIT event; 
IF (in VMX operation) 
THEN TXT-SHUTDOWN(#lllegalEvent); 
FOR | = 0 to IA32_MCG_CAP.COUNT-1 DO 
IF [A32_MC[I]_ STATUS = uncorrectable error 
THEN TXT-SHUTDOWN(#UnrecovMCError); 
Fl; 
OD; 
IF (IA32_MCG_STATUS.MCIP=1) or (IERR pin is asserted) 
THEN TXT-SHUTDOWN(#UnrecovMCError); 
IF (Voltage or bus ratio status are NOT at a known good state) 
THEN IF (Voltage select and bus ratio are internally adjustable) 
THEN 
Make product-specific adjustment on operating parameters; 
ELSE 
TXT-SHUTDOWN(#illegalVIDBRatio); 
Fl; 


IA32_MISC_ENABLE := (IA32_MISC_ENABLE & MASK_CONST*) 
(* The hexadecimal value of MASK_CONST may vary due to processor implementations *) 
A20M := 0; 

IA32_DEBUGCTL := 0; 

Invalidate processor TLB(s); 

Drain outgoing transactions; 

Clear performance monitor counters and control; 

SENTERFLAG := 1; 

SignalTXTMsg(SENTERAck); 

IF (logical processor is not ILP) 

THEN GOTO RLP_SENTER_ROUTINE; 

(* ILP waits for all logical processors to ACK *) 

DO 
DONE := TXT.READ(LT.STS); 

WHILE (not DONE); 

SignalTXTMsg(SENTERContinue); 

SignalTXTMsg(ProcessorHold); 

FOR I=ACBASE to ACBASE+ACSIZE-1 DO 
ACRAM[I-ACBASE].ADDR := |; 
ACRAM[I-ACBASE].DATA := LOAD(); 

OD; 
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IF (ACRAM memory type + WB) 
THEN TXT-SHUTDOWN(#BadACMMT ype); 

IF (AC module header version is not supported) OR (ACRAM[ModuleType] # 2) 
THEN TXT-SHUTDOWN(#UnsupportedACM); 

KEY := GETKEY(ACRAM, ACBASE); 

KEYHASH := HASH(KEY); 

CSKEYHASH := LT.READ(LT.PUBLIC.KEY); 

IF (KEYHASH # CSKEYHASH) 
THEN TXT-SHUTDOWN(#AuthenticateFail); 

SIGNATURE := DECRYPT(ACRAM, ACBASE, KEY); 

(* The value of SIGNATURE_LEN_CONST is implementation-specific*) 

FOR I=0 to SIGNATURE_LEN_CONST - 1 DO 
ACRAM[SCRATCH.I] := SIGNATURE[I]; 

COMPUTEDSIGNATURE := HASH(ACRAM, ACBASE, ACSIZE); 

FOR I=0 to SIGNATURE_LEN_CONST - 1 DO 
ACRAM[SCRATCH.SIGNATURE_LEN_CONST +I] := COMPUTEDSIGNATURE[I]; 

IF (SIGNATURE # COMPUTEDSIGNATURE) 
THEN TXT-SHUTDOWN(#AuthenticateFail); 

ACMCONTROL := ACRAM[CodeControl]; 

IF (ACMCONTROL.O = 0) and (ACMCONTROL.1 = 1) and (snoop hit to modified line detected on ACRAM load)) 
THEN TXT-SHUTDOWN(#UnexpectedHITM); 

IF (ACMCONTROL reserved bits are set) 
THEN TXT-SHUTDOWN(#BadACMFormat); 

IF ((ACRAM[GDTBasePtr] < (ACRAM[HeaderLen] * 4 + Scratch_size)) OR 
((ACRAM[GDTBasePtr] + ACRAM[GDTLimit]) >= ACSIZE)) 
THEN TXT-SHUTDOWN(#BadACMFormat); 

IF (ACMCONTROL.O = 1) and (ACMCONTROL.1 = 1) and (snoop hit to modified 
line detected on ACRAM load)) 
THEN ACEntryPoint := ACBASE+ACRAM[ErrorEntryPoint]; 

ELSE 
ACEntryPoint := ACBASE+ACRAM[EntryPoint]; 

IF ((ACEntryPoint >= ACSIZE) or (ACEntryPoint < (ACRAM[HeaderLen] * 4 + Scratch_size))) 
THEN TXT-SHUTDOWN(#BadACMFormat); 

IF (ACRAM[SegSel] > (ACRAM[GDTLimit] - 15)) or (ACRAM[SegSel] < 8)) 
THEN TXT-SHUTDOWN(#BadACMFormat); 

IF (ACRAM[SegSel].Tl=1) or (ACRAM[SegSel].RPL+0)) 
THEN TXT-SHUTDOWN(#BadACMFormat); 


IF (FTM_INTERFACE_ID.[3:0] = 1 ) (* Alternate FTM Interface has been enabled *) 
THEN (* TPM_LOC_CTRL_4 is located at OFED44008H, TMP_DATA_BUFFER_4 is located at OFED44080H *) 
WRITE(TPM_LOC_CTRL_4) := 01H; (* Modified HASH.START protocol *) 
(* Write to firmware storage *) 
WRITE(TPM_DATA_BUFFER_4) := SIGNATURE_LEN_CONST + 4; 
FOR I=0 to SIGNATURE_LEN_CONST - 1 DO 
WRITE(TPM_DATA_BUFFER_4 + 2 +1) := ACRAM[SCRATCH1I]; 
WRITE(TPM_DATA_BUFFER_4 + 2 + SIGNATURE_LEN_CONST) := EDX; 
WRITE(FTM.LOC_CTRL) := O6H; (* Modified protocol combining HASH.DATA and HASH.END *) 
ELSE IF (FTM_INTERFACE_ID.[3:0] = 0 ) (* Use standard TPM Interface *) 
ACRAM[SCRATCH.SIGNATURE_LEN_CONST] := EDX; 
WRITE(TPM.HASH.START) := 0; 
FOR I=0 to SIGNATURE_LEN_CONST + 3 DO 
WRITE(TPM.HASH.DATA) := ACRAM[SCRATCH.I]; 
WRITE(TPM.HASH.END) := 0; 
FI; 
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ACMODEFLAG := 1; 
CRO.[PG.AM.WP] := 0; 

CR4 := 00004000h; 

EFLAGS := 00000002h; 
IA32_EFER := 0; 

EBP := ACBASE; 

GDTR.BASE := ACBASE+ACRAM[GDTBasePtr]; 
GDTR.LIMIT := ACRAM[GDTLimit]; 
CS.SEL := ACRAM[SegSel]; 
CS.BASE := 0; 

CS.LIMIT := FFFFFH; 

CS.G:= 1; 

CS.D:= 1; 

CS.AR := 9Bh; 

DS.SEL := ACRAM[SegSel]+8; 
DS.BASE := 0; 

DS.LIMIT := FFFFFh; 

DS.G := 1; 

DS.D := 1; 

DS.AR := 93h; 

SS := DS; 

ES := DS; 

DR7 := 00000400h; 
IA32_DEBUCCTL := 0; 
SignalTXTMsg(UnlockSMRAM); 
SignalTXTMsg(OpenPrivate); 
SignalTXTMsg(OpenLocality3); 
EIP := ACEntryPoint; 

END; 


RLP_SENTER_ROUTINE: (RLP only) 

Mask SMI, INIT, A20M, and NMI external pin events 
Unmask SignalWAKEUP event; 

Wait for SignalSENTERContinue message; 
IA32_APIC_BASE.BSP := 0; 

GOTO SENTER sleep state; 

END; 


Flags Affected 
All flags are cleared. 


Use of Prefixes 


LOCK Causes #UD. 

REP* Cause #UD (includes REPNE/REPNZ and REP/REPE/REPZ). 
Operand size Causes #UD. 

NP 66/F2/F3 prefixes are not allowed. 

Segment overrides Ignored. 

Address size Ignored. 

REX Ignored. 
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Protected Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[SENTER] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) If CRO.CD = 1 or CRO.NW = 1 or CRO.NE = 0 or CRO.PE = O or CPL > O or EFLAGS.VM = 1. 


If in VMX root operation. 


If the initiating processor is not designated as the bootstrap processor via the MSR bit 
IA32_APIC_BASE.BSP. 


If an Intel® TXT-capable chipset is not present. 
If an Intel® TXT-capable chipset interface to TPM is not detected as present. 


If a protected partition is already active or the processor is already in authenticated code 
mode. 


If the processor is in SMM. 
If a valid uncorrectable machine check error is logged in IA32_MC[I]_STATUS. 
If the authenticated code base is not on a 4096 byte boundary. 


If the authenticated code size > processor's authenticated code execution area storage 
capacity. 
If the authenticated code size is not modulo 64. 


Real-Address Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[SENTER] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) GETSEC[SENTER] is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[SENTER] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) GETSEC[SENTER] is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
All protected mode exceptions apply. 
#GP IF AC code module does not reside in physical address below 2%32 -1. 


64-Bit Mode Exceptions 
All protected mode exceptions apply. 
#GP IF AC code module does not reside in physical address below 2%32 -1. 


VM-Exit Condition 
Reason (GETSEC) IF in VMX non-root operation. 


GETSEC[SENTER]—Enter a Measured Environment Vol.2D 6-29 


SAFER MODE EXTENSIONS REFERENCE 


GETSEC[SEXIT]—Exit Measured Environment 


Opcode Instruction Description 

NP OF 37 GETSEC{SEXIT] Exit measured environment. 
(EAX=5) 

Description 


The GETSEC[SEXIT] instruction initiates an exit of a measured environment established by GETSEC[SENTER]. The 
SEXIT leaf of GETSEC is selected with EAX set to 5 at execution. This instruction leaf sends a message to all logical 
processors in the platform to signal the measured environment exit. 


There are restrictions enforced by the processor for the execution of the GETSEC[SEXIT] instruction: 

¢® Execution is not allowed unless the processor is in protected mode (CRO.PE = 1) with CPL = 0 and EFLAGS.VM 
=0. 

¢ The processor must be in a measured environment as launched by a previous GETSEC[SENTER] instruction, 
but not still in authenticated code execution mode. 

° To avoid potential inter-operability conflicts between modes, the processor is not allowed to execute this 
instruction if it currently is in SMM or in VMX operation. 


¢ To ensure consistent handling of SIPI messages, the processor executing the GETSEC[SEXIT] instruction must 
also be designated the BSP (bootstrap processor) as defined by the register bit IA32_APIC_BASE.BSP (bit 8). 


Failure to abide by the above conditions results in the processor signaling a general protection violation. 


This instruction initiates a sequence to rendezvous the RLPs with the ILP. It then clears the internal processor flag 
indicating the processor is operating in a measured environment. 


In response to a message signaling the completion of rendezvous, all RLPs restart execution with the instruction 
that was to be executed at the time GETSEC[SEXIT] was recognized. This applies to all processor conditions, with 
the following exceptions: 


¢ If an RLP executed HLT and was in this halt state at the time of the message initiated by GETSEC[SEXIT], then 
execution resumes in the halt state. 


¢ If an RLP was executing MWAIT, then a message initiated by GETSEC[SEXIT] causes an exit of the MWAIT state, 
falling through to the next instruction. 


¢ If an RLP was executing an intermediate iteration of a string instruction, then the processor resumes execution 
of the string instruction at the point which the message initiated by GETSEC[SEXIT] was recognized. 


° IfanRLP is still in the SENTER sleep state (never awakened with GETSEC[WAKEUP]), it will be sent to the wait- 
for-SIPI state after first clearing the bootstrap processor indicator flag (IA32_APIC_BASE.BSP) and any 
pending SIPI state. In this case, such RLPs are initialized to an architectural state consistent with having taken 
a soft reset using the INIT# pin. 


Prior to completion of the GETSEC[SEXIT] operation, both the ILP and any active RLPs unmask the response of the 
external event signals INIT#, A20M, NMI#, and SMI#. This unmasking is performed unconditionally to recognize 
pin events which are masked after a GETSEC[SENTER]. The state of A20M is unmasked, as the A20M pin is not 
recognized while the measured environment is active. 


On a successful exit of the measured environment, the ILP re-locks the Intel® TXT-capable chipset private config- 
uration space. GETSEC[SEXIT] does not affect the content of any PCR. 


At completion of GETSEC[SEXIT] by the ILP, execution proceeds to the next instruction. Since EFLAGS and the 
debug register state are not modified by this instruction, a pending trap condition is free to be signaled if previously 
enabled. 
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Operation in a Uni-Processor Platform 
(* The state of the internal flag ACMODEFLAG and SENTERFLAG persist across instruction boundary *) 


GETSEC[SEXIT] (ILP only): 
IF (CR4.SMXE=0) 
THEN #UD; 
ELSE IF (in VMX non-root operation) 
THEN VM Exit (reason="GETSEC instruction”); 
ELSE IF (GETSEC leaf unsupported) 
THEN #UD; 
ELSE IF ((in VMX root operation) or 
(CRO.PE=0) or (CPL>O) or (EFLAGS.VM=1) or 
(IA32_APIC_BASE.BSP=0) or 
(TXT chipset not present) or 
(SENTERFLAG=0) or (ACMODEFLAG=1) or (IN_'SMM=1)) 
THEN #GP(0); 
SignalTXTMsg(SEXIT); 
DO 
WHILE (no SignalSEXIT message); 


TXT_SEXIT_MSG_EVENT (ILP & RLP): 
Mask and clear SignalSEXIT event; 
Clear MONITOR FSM; 
Unmask SignalSENTER event; 
IF (in VMX operation) 
THEN TXT-SHUTDOWN(#lllegalEvent); 
SignalTXTMsg(SEXITAck); 
IF (logical processor is not ILP) 
THEN GOTO RLP_SEXIT_ROUTINE; 
(* ILP waits for all logical processors to ACK *) 
DO 
DONE := READ(LT.STS); 
WHILE (NOT DONE); 
SignalTXTMsg(SEX!T Continue); 
SignalTXTMsg(ClosePrivate); 
SENTERFLAG := 0; 
Unmask SMI, INIT, A2OM, and NMI external pin events; 
END; 


RLP_SEXIT_ROUTINE (RLPs only): 
Wait for SignalSEXITContinue message; 
Unmask SMI, INIT, A2OM, and NMI external pin events; 
IF (prior execution state = HLT) 
THEN reenter HLT state; 
IF (prior execution state = SENTER sleep) 
THEN 
IA32_APIC_BASE.BSP := 0; 
Clear pending SIPI state; 
Call INIT_PROCESSOR_STATE; 
Unmask SIPI event; 
GOTO WAIT-FOR-SIPI; 
Fl; 
END; 
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Flags Affected 
ILP: None. 
RLPs: all flags are modified for an RLP. returning to wait-for-SIPI state, none otherwise. 


Use of Prefixes 


LOCK Causes #UD. 

REP* Cause #UD (includes REPNE/REPNZ and REP/REPE/REPZ). 
Operand size Causes #UD. 

NP 66/F2/F3 prefixes are not allowed. 

Segment overrides Ignored. 

Address size Ignored. 

REX Ignored. 


Protected Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[SEXIT] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) If CRO.PE = 0 or CPL > O or EFLAGS.VM = 1. 


If in VMX root operation. 
If the initiating processor is not designated via the MSR bit IA32_APIC_BASE.BSP. 
If an Intel® TXT-capable chipset is not present. 


If a protected partition is not already active or the processor is already in authenticated code 
mode. 


If the processor is in SMM. 


Real-Address Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[SEXIT] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) GETSEC[SEXIT] is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[SEXIT] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) GETSEC[SEXIT] is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
All protected mode exceptions apply. 


64-Bit Mode Exceptions 
All protected mode exceptions apply. 


VM-Exit Condition 
Reason (GETSEC) IF in VMX non-root operation. 
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Opcode Instruction Description 

NP OF 37 GETSEC[PARAMETERS] | Report the SMX parameters. 

(EAX=6) The parameters index is input in EBX with the result returned in EAX, EBX, and ECX. 
Description 


The GETSEC[PARAMETERS] instruction returns specific parameter information for SMX features supported by the 
processor. Parameter information is returned in EAX, EBX, and ECX, with the input parameter selected using EBX. 


Software retrieves parameter information by searching with an input index for EBX starting at 0, and then reading 
the returned results in EAX, EBX, and ECX. EAX[4:0] is designated to return a parameter type field indicating if a 
parameter is available and what type it is. If EAX[4:0] is returned with 0, this designates a null parameter and indi- 


cates no more parameters are available. 


Table 6-7 defines the parameter types supported in current and future implementations. 


Table 6-7. SMX Reporting Parameters Format 


Parameter 
Type EAX[4:0] | Parameter Description EAX[31:5] EBX[31:0] ECX[31:0] 
0 NULL Reserved (0 returned) Reserved (unmodified) Reserved (unmodified) 
1 Supported AC module Reserved (0 returned) Version comparison mask | Version numbers 
versions supported 
2 Max size of authenticated | Multiply by 32 for size in Reserved (unmodified) Reserved (unmodified) 
code execution area bytes 
3 External memory types Memory type bit mask Reserved (unmodified) Reserved (unmodified) 
supported during AC mode 
4 Selective SENTER EAX[1 4:8] correspond to Reserved (unmodified) Reserved (unmodified) 
functionality control available SENTER function 
disable controls 
5 TXT extensions support TXT Feature Extensions Reserved Reserved 
Flags (see Table 6-8) 
6-31 Undefined Reserved (unmodified) Reserved (unmodified) Reserved (unmodified) 
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Table 6-8. TXT Feature Extensions Flags 


Bit Definition Description 


5 Processor based Returns 1 if this processor implements a processor-rooted S-CRTM capability and 0 if not (S- 
S-CRTM support CRTM is rooted in BIOS). 

This flag cannot be used to infer whether the chipset supports TXT or whether the 
processor support SMX. 


6 Machine Check Returns 1 if it machine check status registers can be preserved through ENTERACCS and 
Handling SENTER. If this bit is 1, the caller of ENTERACCS and SENTER is not required to clear machine 
check error status bits before invoking these GETSEC leaves. 

If this bit returns O, the caller of ENTERACCS and SENTER must clear all machine check error 
status bits before invoking these GETSEC leaves. 


31:7 Reserved Reserved for future use. Will return 0. 


Supported AC module versions (as defined by the AC module HeaderVersion field) can be determined for a partic- 
ular SMX capable processor by the type 1 parameter. Using EBX to index through the available parameters reported 
by GETSEC[PARAMETERS] for each unique parameter set returned for type 1, software can determine the complete 
list of AC module version(s) supported. 


For each parameter set, EBX returns the comparison mask and ECX returns the available HeaderVersion field 
values supported, after AND'ing the target HeaderVersion with the comparison mask. Software can then determine 
if a particular AC module version is supported by following the pseudo-code search routine given below: 


parameter_search_index= 0 
do { 
EBX= parameter_search_index++ 
EAX=6 
GETSEC 
if (EAX[4:0] = 1) { 
if ((version_query & EBX) = ECX) { 
version_is_supported= 1 
break 


} 


} 
} while (EAX[4:0] + 0) 


If only AC modules with a HeaderVersion of 0 are supported by the processor, then only one parameter set of type 
1 will be returned, as follows: EAX = OOOOOOOI1H, 


EBX = FFFFFFFFH and ECX = OO0OQO0000H. 


The maximum capacity for an authenticated code execution area supported by the processor is reported with the 
parameter type of 2. The maximum supported size in bytes is determined by multiplying the returned size in 
EAX[31:5] by 32. Thus, for a maximum supported authenticated RAM size of 32KBytes, EAX returns with 
00008002H. 


Supportable memory types for memory mapped outside of the authenticated code execution area are reported 
with the parameter type of 3. While is active, as initiated by the GETSEC functions SENTER and ENTERACCS and 
terminated by EXITAC, there are restrictions on what memory types are allowed for the rest of system memory. It 
is the responsibility of the system software to initialize the memory type range register (MTRR) MSRs and/or the 
page attribute table (PAT) to only map memory types consistent with the reporting of this parameter. The reporting 
of supportable memory types of external memory is indicated using a bit map returned in EAX[31:8]. These bit 
positions correspond to the memory type encodings defined for the MTRR MSR and PAT programming. See 

Table 6-9. 


The parameter type of 4 is used for enumerating the availability of selective GETSEC[SENTER] function disable 
controls. If a 1 is reported in bits 14:8 of the returned parameter EAX, then this indicates a disable control capa- 
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bility exists with SENTER for a particular function. The enumerated field in bits 14:8 corresponds to use of the EDX 
input parameter bits 6:0 for SENTER. If an enumerated field bit is set to 1, then the corresponding EDX input 
parameter bit of EDX may be set to 1 to disable that designated function. If the enumerated field bit is 0 or this 
parameter is not reported, then no disable capability exists with the corresponding EDX input parameter for 
SENTER, and EDX bit(s) must be cleared to 0 to enable execution of SENTER. If no selective disable capability for 
SENTER exists as enumerated, then the corresponding bits in the IA32_FEATURE_CONTROL MSR bits 14:8 must 
also be programmed to 1 if the SENTER global enable bit 15 of the MSR is set. This is required to enable future 
extensibility of SENTER selective disable capability with respect to potentially separate software initialization of the 


MSR. 
Table 6-9. External Memory Types Using Parameter 3 
EAX Bit Position Parameter Description 
8 Uncacheable (UC) 
9 Write Combining (WC) 
11:10 Reserved 
12 Write-through (WT) 
13 Write-protected (WP) 
14 Write-back (WB) 
31:15 Reserved 


If the GETSEC[PARAMETERS] leaf or specific parameter is not present for a given SMX capable processor, then 
default parameter values should be assumed. These are defined in Table 6-10. 


Table 6-10. Default Parameter Values 


Parameter Type EAX[4:0] Default Setting Parameter Description 
1 0.0 only Supported AC module versions. 
2 32 KBytes Authenticated code execution area size. 
3 UC only External memory types supported during AC execution mode. 
4 None Available SENTER selective disable controls. 
Operation 


(* example of a processor supporting only a 0.0 HeaderVersion, 32K ACRAM size, memory types UC and WC *) 


IF (CR4.SMXE=0) 
THEN #UD; 


ELSE IF (in VMX non-root operation) 


THEN VM Exit (reason="GETSEC instruction’); 


ELSE IF (GETSEC leaf unsupported) 


THEN #UD; 


(* example of a processor supporting a 0.0 HeaderVersion *) 


IF (EBX=0) THEN 
EAX := 00000001h; 
EBX := FFFFFFFFh; 
ECX := 00000000h; 

ELSE IF (EBX=1) 


(* example of a processor supporting a 32K ACRAM size *) 
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THEN EAX := 00008002h; 
ESE IF (EBX= 2) 
(* example of a processor supporting external memory types of UC and WC *) 
THEN EAX := 00000303h; 
ESE IF (EBX= other value(s) less than unsupported index value) 
(* EAX value varies. Consult Table 6-7 and Table 6-8*) 
ELSE (* unsupported index*) 
EAX := OOO00000h; 
END; 


Flags Affected 
None. 


Use of Prefixes 


LOCK Causes #UD. 

REP* Cause #UD (includes REPNE/REPNZ and REP/REPE/REPZ). 
Operand size Causes #UD. 

NP 66/F2/F3 prefixes are not allowed. 

Segment overrides Ignored. 

Address size Ignored. 

REX Ignored. 


Protected Mode Exceptions 
#UD If CR4.SMXE = 0. 
If GETSEC[PARAMETERS] is not reported as supported by GETSEC[CAPABILITIES]. 


Real-Address Mode Exceptions 
#UD If CR4.SMXE = 0. 
If GETSEC[PARAMETERS] is not reported as supported by GETSEC[CAPABILITIES]. 


Virtual-8086 Mode Exceptions 
#UD If CR4.SMXE = 0. 
If GETSEC[PARAMETERS] is not reported as supported by GETSEC[CAPABILITIES]. 


Compatibility Mode Exceptions 
All protected mode exceptions apply. 


64-Bit Mode Exceptions 
All protected mode exceptions apply. 


VM-Exit Condition 
Reason (GETSEC) IF in VMX non-root operation. 
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GETSEC[SMCTRL]—SMX Mode Control 


Opcode Instruction Description 
NP OF 37 (EAX = 7) | GETSEC[SMCTRL] Perform specified SMX mode control as selected with the input EBX. 
Description 


The GETSEC[SMCTRL] instruction is available for performing certain SMX specific mode control operations. The 
operation to be performed is selected through the input register EBX. Currently only an input value in EBX of 0 is 
supported. All other EBX settings will result in the signaling of a general protection violation. 


If EBX is set to 0, then the SMCTRL leaf is used to re-enable SMI events. SMI is masked by the ILP executing the 
GETSEC[SENTER] instruction (SMI is also masked in the responding logical processors in response to SENTER 
rendezvous messages.). The determination of when this instruction is allowed and the events that are unmasked 
is dependent on the processor context (See Table 6-11). For brevity, the usage of SMCTRL where EBX=0 will be 
referred to as GETSEC[SMCTRL(0)]. 


As part of support for launching a measured environment, the SMI, NMI and INIT events are masked after 
GETSEC[SENTER], and remain masked after exiting authenticated execution mode. Unmasking these events 
should be accompanied by securely enabling these event handlers. These security concerns can be addressed in 
VMX operation by a MVMM. 


The VM monitor can choose two approaches: 


¢ Inadual monitor approach, the executive software will set up an SMM monitor in parallel to the executive VMM 
(i.e. the MVMM), see Chapter 30, “System Management Mode” of Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 3C. The SMM monitor is dedicated to handling SMI events without compromising 
the security of the MVMM. This usage model of handling SMI while a measured environment is active does not 
require the use of GETSEC[SMCTRL(0)] as event re-enabling after the VMX environment launch is handled 
implicitly and through separate VMX based controls. 


° If a dedicated SMM monitor will not be established and SMIs are to be handled within the measured 
environment, then GETSEC[SMCTRL(0)] can be used by the executive software to re-enable SMI that has been 
masked as a result of SENTER. 


Table 6-11 defines the processor context in which GETSEC[SMCTRL(0)] can be used and which events will be 
unmasked. Note that the events that are unmasked are dependent upon the currently operating processor context. 


Table 6-11. Supported Actions for GETSEC[SMCTRL(0)] 


ILP Mode of Operation SMCTRL execution action 
In VMX non-root operation VM exit 

SENTERFLAG = 0 #GP(0), illegal context 

In authenticated code execution mode #GP(0), illegal context 
(ACMODEFLAG = 1) 

SENTERFLAG = 1, not in VMX operation, not in Unmask SMI 

SMM 


SENTERFLAG = 1, in VMX root operation, not in Unmask SMI if SMM monitor is not configured, otherwise #GP(0) 
SMM 


SENTERFLAG = 1, In VMX root operation, in SMM #GP(0), illegal context 
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Operation 
(* The state of the internal flag ACMODEFLAG and SENTERFLAG persist across instruction boundary *) 
IF (CR4.SMXE=0) 
THEN #UD; 
ELSE IF (in VMX non-root operation) 
THEN VM Exit (reason="GETSEC instruction”); 
ELSE IF (GETSEC leaf unsupported) 
THEN #UD; 
ELSE IF ((CRO.PE=0) or (CPL>O) OR (EFLAGS.VM=1)) 
THEN #GP(0); 
ELSE IF((EBX=0) and (SENTERFLAG=1) and (ACMODEFLAG=0) and (IN_SMM=0) and 
(((in VMX root operation) and (SMM monitor not configured)) or (not in VMX operation)) ) 
THEN unmask SMI; 
ELSE 
#GP(0); 
END 


Flags Affected 
None. 


Use of Prefixes 


LOCK Causes #UD. 

REP* Cause #UD (includes REPNE/REPNZ and REP/REPE/REPZ). 
Operand size Causes #UD. 

NP 66/F2/F3 prefixes are not allowed. 

Segment overrides Ignored. 

Address size Ignored. 

REX Ignored. 


Protected Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[SMCTRL] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) If CRO.PE = 0 or CPL > O or EFLAGS.VM = 1. 


If in VMX root operation. 


If a protected partition is not already active or the processor is currently in authenticated code 
mode. 


If the processor is in SMM. 
If the SMM monitor is not configured. 


Real-Address Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[SMCTRL] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) GETSEC[SMCTRL] is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 


#UD If CR4.SMXE = 0. 
If GETSEC[SMCTRL] is not reported as supported by GETSEC[CAPABILITIES]. 
#GP(0) GETSEC[SMCTRL] is not recognized in virtual-8086 mode. 
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Compatibility Mode Exceptions 
All protected mode exceptions apply. 


64-Bit Mode Exceptions 
All protected mode exceptions apply. 


VM-exit Condition 


Reason (GETSEC) IF in VMX non-root operation. 
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GETSEC[WAKEUP]—Wake up sleeping processors in measured environment 


Opcode Instruction Description 

NP OF 37 GETSEC[WAKEUP] Wake up the responding logical processors from the SENTER sleep state. 
(EAX=8) 

Description 


The GETSEC[WAKEUP] leaf function broadcasts a wake-up message to all logical processors currently in the 
SENTER sleep state. This GETSEC leaf must be executed only by the ILP, in order to wake-up the RLPs. Responding 
logical processors (RLPs) enter the SENTER sleep state after completion of the SENTER rendezvous sequence. 


The GETSEC[WAKEUP] instruction may only be executed: 

¢ Inameasured environment as initiated by execution of GETSEC[SENTER]. 

* Outside of authenticated code execution mode. 

¢ Execution is not allowed unless the processor is in protected mode with CPL = 0 and EFLAGS.VM = 0. 


¢ In addition, the logical processor must be designated as the boot-strap processor as configured by setting 
IA32_APIC_BASE.BSP = 1. 


If these conditions are not met, attempts to execute GETSEC[WAKEUP] result in a general protection violation. 


An RLP exits the SENTER sleep state and start execution in response to a WAKEUP signal initiated by ILP’s execution 
of GETSEC[WAKEUP]. The RLP retrieves a pointer to a data structure that contains information to enable execution 
from a defined entry point. This data structure is located using a physical address held in the Intel® TXT-capable 
chipset configuration register LT.MLE.JOIN. The register is publicly writable in the chipset by all processors and is 
not restricted by the Intel® TXT-capable chipset configuration register lock status. The format of this data structure 
is defined in Table 6-12. 


Table 6-12. RLP MVMM JOIN Data Structure 


Offset Field 

0 GDT limit 

4 CDT base pointer 

8 Segment selector initializer 
12 EIP 


The MLE JOIN data structure contains the information necessary to initialize RLP processor state and permit the 
processor to join the measured environment. The GDTR, LIP, and CS, DS, SS, and ES selector values are initialized 
using this data structure. The CS selector index is derived directly from the segment selector initializer field; DS, 
SS, and ES selectors are initialized to CS+8. The segment descriptor fields are initialized implicitly with BASE = 0, 
LIMIT = FFFFFH,G=1,D=1,P=1,S = 1; read/write/access for DS, SS, and ES; and execute/read/access for 
CS. It is the responsibility of external software to establish a GDT pointed to by the MLE JOIN data structure that 
contains descriptor entries consistent with the implicit settings initialized by the processor (see Table 6-6). Certain 
states from the content of Table 6-12 are checked for consistency by the processor prior to execution. A failure of 
any consistency check results in the RLP aborting entry into the protected environment and signaling an Intel® TXT 
shutdown condition. The specific checks performed are documented later in this section. After successful comple- 
tion of processor consistency checks and subsequent initialization, RLP execution in the measured environment 
begins from the entry point at offset 12 (as indicated in Table 6-12). 
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Operation 
(* The state of the internal flag ACMODEFLAG and SENTERFLAG persist across instruction boundary *) 
IF (CR4.SMXE=0) 
THEN #UD; 
ELSE IF (in VMX non-root operation) 
THEN VM Exit (reason="GETSEC instruction’); 
ELSE IF (GETSEC leaf unsupported) 
THEN #UD; 
ELSE IF ((CRO.PE=0) or (CPL>O) or (EFLAGS.VM=1) or (SENTERFLAG=0) or (ACMODEFLAG=1) or (IN_SMM=0) or (in VMX operation) or 
(IA32_APIC_BASE.BSP=0) or (TXT chipset not present)) 
THEN #GP(0); 
ELSE 
SignalTXTMsg(WAKEUP); 
END; 


RLP_SIPI_WAKEUP_FROM_SENTER_ROUTINE: (RLP only) 
WHILE (no SignalWAKEUP event); 
IF ([A32_SMM_MONITOR_CTL[0] # ILP.IA32_SMM_MONITOR_CTL[0]) 
THEN TXT-SHUTDOWN(#illlegalEvent) 
IF ([A32_SMM_MONITOR_CTL[0] = 0) 
THEN Unmask SMI pin event; 
ELSE 
Mask SMI pin event; 
Mask A20M, and NMI external pin events (unmask INIT); 
Mask SignalWAKEUP event; 
Invalidate processor TLB(s); 
Drain outgoing transactions; 
TempGDTRLIMIT := LOAD(LT.MLE.JOIN); 
TempGDTRBASE := LOAD(LT.MLEJOIN+4); 
TempSegSel := LOAD(LT.MLE.JOIN+8); 
TempElP := LOAD(LT.MLEJOIN+1 2); 
IF (TempGDTLimit & FFFFOOOOh) 
THEN TXT-SHUTDOWN(#BadJOINFormat); 
IF ((TempSegSel > TempGDTRLIMIT-15) or (TempSegSel < 8)) 
THEN TXT-SHUTDOWN(#BadJOINFormat); 
IF ((TempSegSel.Tl=1) or (TempSegSel.RPL+0)) 
THEN TXT-SHUTDOWN(#BadJOINFormat); 
CRO.[PG,CD,NW,AM,WP] := 0; 
CRO.[NE,PE] := 1; 
CR4 := 00004000h; 
EFLAGS := 00000002h; 
IA32_EFER := 0; 
GDTR.BASE := TempGDTRBASE; 
GDTR.LIMIT := TempGDTRLIMIT; 
CS.SEL := TempSegSel; 
CS.BASE := 0; 
CS.LIMIT := FFFFFh; 
CS.G:= 1; 
CS.D:= 1; 
CS.AR := SBh; 
DS.SEL := TempSegSel+8; 
DS.BASE := 0; 
DS.LIMIT := FFFFFh; 
DS.G := 1; 
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DS.D := 1; 

DS.AR := 93h; 

SS := DS; 

ES := DS; 

DR7 := 00000400h; 
IA32_DEBUGCTL := 0; 
EIP := TempElP; 

END; 


Flags Affected 
None. 


Use of Prefixes 
LOCK 

REP* 

Operand size 

NP 

Segment overrides 
Address size 

REX 


Causes #UD. 

Cause #UD (includes REPNE/REPNZ and REP/REPE/REPZ). 
Causes #UD. 

66/F2/F3 prefixes are not allowed. 

Ignored. 

Ignored. 

Ignored. 


Protected Mode Exceptions 


#UD 


#GP(0) 


#UD 


#GP(0) 


If CR4.SMXE = 0. 

If GETSEC[WAKEUP] is not reported as supported by GETSEC[CAPABILITIES]. 
If CRO.PE = 0 or CPL > O or EFLAGS.VM = 1. 

If in VMX operation. 


If a protected partition is not already active or the processor is currently in authenticated code 
mode. 


If the processor is in SMM. 

If CR4.SMXE = 0. 

If GETSEC[WAKEUP] is not reported as supported by GETSEC[CAPABILITIES]. 
GETSEC[WAKEUP] is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 


#UD 


#GP(0) 


If CR4.SMXE = 0. 
If GETSEC[WAKEUP] is not reported as supported by GETSEC[CAPABILITIES]. 
GETSEC[WAKEUP] is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
All protected mode exceptions apply. 


64-Bit Mode Exceptions 
All protected mode exceptions apply. 


VM-exit Condition 
Reason (GETSEC) 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI" 
PROCESSORS 


This chapter describes the instruction set that is unique to Intel® Xeon Phi™ Processors based on the Knights 
Landing and Knights Mill microarchitectures. The set is not supported in any other Intel processors. Included are 
Intel® AVX-512 instructions. For additional instructions supported on these processors, see Chapter 3, “Instruction 
Set Reference, A-L”, Chapter 4, “Instruction Set Reference, M-U”, and Chapter 5, “Instruction Set Reference, V-Z”. 
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PREFETCHWT1—Prefetch Vector Data Into Caches with Intent to Write and T1 Hint 


Opcode/ Op/ | 64/32 bit | CPUIDFeature | Description 
Instruction En Mode Flag 
Support 
OF OD /2 M VIV PREFETCHWT1 | Move data from m8 closer to the processor using T1 hint 
PREFETCHWT1 m8 with intent to write. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Fetches the line of data from memory that contains the byte specified with the source operand to a location in the 
cache hierarchy specified by an intent to write hint (so that data is brought into ‘Exclusive’ state via a request for 
ownership) and a locality hint: 


e T1 (temporal data with respect to first level cache)—prefetch data into the second level cache. 


The source operand is a byte memory location. (The locality hints are encoded into the machine level instruction 
using bits 3 through 5 of the ModR/M byte. Use of any ModR/M value other than the specified ones will lead to 
unpredictable behavior.) 


If the line selected is already present in the cache hierarchy at a level closer to the processor, no data movement 
occurs. Prefetches from uncacheable or WC memory are ignored. 


The PREFETCHWT1 instruction is merely a hint and does not affect program behavior. If executed, this instruction 
moves data closer to the processor in anticipation of future use. 


The implementation of prefetch locality hints is implementation-dependent, and can be overloaded or ignored by a 
processor implementation. The amount of data prefetched is also processor implementation-dependent. It will, 
however, be a minimum of 32 bytes. Additional details of the implementation-dependent locality hints are 
described in Section 9.5, “Memory Optimization Using Prefetch” of the Intel® 64 and IA-32 Architectures Optimi- 
zation Reference Manual. 


It should be noted that processors are free to speculatively fetch and cache data from system memory regions that 
are assigned a memory-type that permits speculative reads (that is, the WB, WC, and WT memory types). A 
PREFETCHWT1 instruction is considered a hint to this speculative behavior. Because this speculative fetching can 
occur at any time and is not tied to instruction execution, a PREFETCHWT1 instruction is not ordered with respect 
to the fence instructions (MFENCE, SFENCE, and LFENCE) or locked memory references. A PREFETCHWT1 instruc- 
tion is also unordered with respect to CLFLUSH and CLFLUSHOPT instructions, other PREFETCHWT1 instructions, or 
any other general instruction. It is ordered with respect to serializing instructions such as CPUID, WRMSR, OUT, and 
MOV CR. 


This instruction’s operation is the same in non-64-bit modes and 64-bit mode. 

Operation 

PREFETCH(mem, Level, State) Prefetches a byte memory location pointed by ‘mem’ into the cache level specified by ‘Level’; a request 
for exclusive/ownership is done if ‘State’ is 1. Note that the memory location ignore cache line splits. This operation is considered a 
hint for the processor and may be skipped depending on implementation. 


Prefetch (m8, Level = 1, EXCLUSIVE=1); 


Flags Affected 
All flags are affected 


C/C++ Compiler Intrinsic Equivalent 
void __mm_prefetch( char const *, int hint= _MM_HINT_ET1); 


7-2 Vol. 2D PREFETCHWT1—Prefetch Vector Data Into Caches with Intent to Write and T1 Hint 


Protected Mode Exceptions 


#UD If the LOCK prefix is used. 


Real-Address Mode Exceptions 


#UD If the LOCK prefix is used. 


Virtual-8086 Mode Exceptions 


#UD If the LOCK prefix is used. 


Compatibility Mode Exceptions 


#UD If the LOCK prefix is used. 


64-Bit Mode Exceptions 


#UD If the LOCK prefix is used. 
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V4FMADDPS/V4FNMADDPS — Packed Single-Precision Floating-Point Fused Multiply-Add 
(4-iterations) 


Opcode/ Op/ | 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
EVEX.512.F2.0F38.W0 9A /r A VIV AVX512_4FMAPS | Multiply packed single-precision floating-point 
V4FMADDPS zmm1{k1}{z}, zmm2+3, values from source register block indicated by 
m128 zmm_2 by values from m128 and accumulate the 
result in zmm1. 
EVEX.512.F2.0F38.W0 AA /r A VIV AVX512_4FMAPS | Multiply and negate packed single-precision 
V4FNMADDPS zmm1{k1}{Z}, floating-point values from source register block 
zmm2+3,m128 indicated by zmm2 by values from m128 and 
accumulate the result in zmm1. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1_4X ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction computes 4 sequential packed fused single-precision floating-point multiply-add instructions with a 
sequentially selected memory operand in each of the four steps. 


In the above box, the notation of “+3” is used to denote that the instruction accesses 4 source registers based on 
that operand; sources are consecutive, start in a multiple of 4 boundary, and contain the encoded register operand. 
This instruction supports memory fault suppression. The entire memory operand is loaded if any of the 16 lowest 
significant mask bits is set to 1 or if a “no masking” encoding is used. 

The tuple type Tuple1_4X implies that four 32-bit elements (16 bytes) are referenced by the memory operation 
portion of this instruction. 

Rounding is performed at every FMA (fused multiply and add) boundary. Exceptions are also taken sequentially. 
Pre- and post-computational exceptions of the first FMA take priority over the pre- and post-computational excep- 
tions of the second FMA, etc. 
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Operation 
src_reg_id is the 5 bit index of the vector register specified in the instruction as the src1 register. 


define NFMA_PS(kI, vl, dest, k1, msrc, regs_loaded, src_base, posneg): 
tmpdest := dest 


// reg[] is an array representing the SIMD register file. 
FOR j := 0 to regs_loaded-1: 


FOR i:= O to kl-1: 
IF k1[i] or *no writemask*: 
IF posneg = 0: 


tmpdest.single[i] := RoundFPControl_MXCSR(tmpdest.single[i] - reg[src_base + j ].single[i] * msrc.single[j]) 


ELSE: 


tmpdest.single[i] ‘= RoundFPControl_MXCSR(tmpdest.single[i] + reg[src_base + j ].single[i] * msrc.single[j]) 


ELSE IF *zeroing*: 
tmpdest.single[i] := 0 
dest := tmpdst 
dest{MAX_VL-1:VL] := 0 


V4FMADDPS and V4FNMADDPS dest{k1}, src1, msrc (AVX512) 
KL, VL = (16,512) 


regs_loaded := 4 

src_base := src_reg_id & ~3 // for src1 operand 

posneg := 0 if negative form, 1 otherwise 

NFMA_PS(kl, vl, dest, k1, msrc, regs_loaded, src_base, posneg) 


Intel C/C++ Compiler Intrinsic Equivalent 


V4FMADDPS __m512_mm512_4fmadd_ps(__m512,__m512x4,__m128 *); 
V4FMADDPS __m512 _mm512_mask_4fmadd_ps(__m512,__ mmask16,__m512x4,__m128 *); 


V4FMADDPS __m512_mm512_maskz_4fmadd_ps(__mmask16,__m512,__m512x4,_m128*); 
V4FNMADDPS __m512_mm512_4fnmadd_ps(__m512,__m512x4,__m128 *); 

V4FNMADDPS __m512_mm512_mask_4fnmadd_ps(__m512,__ mmask16,__m512x4,__m128 *); 
V4FNMADDPS __m512 _mm512_maskz_4fnmadd_ps(__mmask16,__m512,__m512x4,__m128 *); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal. 


Other Exceptions 

See Type E2; additionally 

#UD If the EVEX broadcast bit is set to 1. 
#UD If the MODRM.mod = 0b11. 
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V4FMADDSS/V4FNMADDSS —Scalar Single-Precision Floating-Point Fused Multiply-Add 
(4-iterations) 


Opcode/ Op/ | 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
EVEX.LLIG.F2.0F38.W0 9B /r A VIV AVX512_4FMAPS | Multiply scalar single-precision floating-point 
V4FMADDSS xmm1{k1}{Z}, values from source register block indicated by 
xmm2+3,m128 xmm_z by values from m128 and accumulate the 
result in xmm1. 
EVEX.LLIG.F2.0F38.W0 AB /r A VIV AVX512_4FMAPS | Multiply and negate scalar single-precision 
V4FNMADDSS xmm1{k1}{Z}, floating-point values from source register block 
xmm2+3, m128 indicated by xmm2 by values from m128 and 
accumulate the result in xmm1. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1_4X ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction computes 4 sequential scalar fused single-precision floating-point multiply-add instructions with a 
sequentially selected memory operand in each of the four steps. 

In the above box, the notation of “+3” is used to denote that the instruction accesses 4 source registers based that 
operand; sources are consecutive, start in a multiple of 4 boundary, and contain the encoded register operand. 
This instruction supports memory fault suppression. The entire memory operand is loaded if the least significant 
mask bit is set to 1 or if a “no masking” encoding is used. 

The tuple type Tuple1_4X implies that four 32-bit elements (16 bytes) are referenced by the memory operation 
portion of this instruction. 

Rounding is performed at every FMA boundary. Exceptions are also taken sequentially. Pre- and post-computa- 
tional exceptions of the first FMA take priority over the pre- and post-computational exceptions of the second FMA, 
etc. 


Operation 
src_reg_id is the 5 bit index of the vector register specified in the instruction as the src1 register. 


define NFMA_SS(vI, dest, k1, msrc, regs_loaded, src_base, posneg): 
tmpdest := dest 
// reg{] is an array representing the SIMD register file. 
IF k1[0] or *no writemask*: 
FOR j := 0 to regs_loaded - 1: 
IF posneg = 0: 
tmpdest.single[0] := RoundFPControl_MXCSR(tmpdest.single[0] - reg[src_base + j ].single[O] * msrc.single[j]) 
ELSE: 
tmpdest.single[O] := RoundFPControl_MXCSR(tmpdest.single[O] + reg[src_base + j ].single[O] * msrc.single[j]) 
ELSE IF *zeroing*: 
tmpdest.single[0] := 0 
dest := tmpdst 
dest[MAX_VL-1:VL] := 0 
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V4FMADDSS and V4FNMADDSS dest{k1}, src1, msrc (AVX512) 
VL=128 


regs_loaded := 4 

src_base := src_reg_id & ~3 // for src1 operand 

posneg := 0 if negative form, 1 otherwise 

NFMA_SS(vI, dest, k1, msrc, regs_loaded, src_base, posneg) 


Intel C/C++ Compiler Intrinsic Equivalent 


V4FMADDSS __m128_mm_4fmadd_ss(__m128,___m128x4,___m128*); 

V4FMADDSS __m128 __mm_mask_4fmadd_ss(__m128, __mmask8,__m128x4,___m128 *); 
V4FMADDSS __m128 _mm_maskz_4fmadd_ss(__mmask8,___m128,___m128x4,__m128 *); 
V4FNMADDSS __m128 _mm_4fnmadd_ss(__m128,__m128x4,__m128 *); 

V4FNMADDSS __m128 _mm_mask_4fnmadd_ss(__m128, __mmask8,___m128x4,__m128 *); 
V4FNMADDSS __m128 _mm_maskz_4fnmadd_ss(__mmask8, ___m128,__m128x4,__m128 *); 


SIMD Floating-Point Exceptions 
Overflow, Underflow, Invalid, Precision, Denormal. 


Other Exceptions 

See Type E2; additionally 

#UD If the EVEX broadcast bit is set to 1. 
#UD If the MODRM.mod = 0b11. 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VEXP2PD—Approximation to the Exponential 2~x of Packed Double-Precision Floating-Point 
Values with Less Than 2*-23 Relative Error 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.512.66.0F38.W1 C8/r | A VIV AVX512ER | Computes approximations to the exponential 2*x (with less 
VEXP2PD zmm1 {k1}{Z}, than 2°-23 of maximum relative error) of the packed double- 
zmm2/m512/m64bcst {sae} precision floating-point values from zmm2/m512/m64bcst and 
stores the floating-point result in zmm1 with writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


Computes the approximate base-2 exponential evaluation of the double-precision floating-point values in the 
source operand (the second operand) and stores the results to the destination operand (the first operand) using 
the writemask ki. The approximate base-2 exponential is evaluated with less than 2-23 of relative error. 


Denormal input values are treated as zeros and do not signal #DE, irrespective of MKCSR.DAZ. Denormal results 
are flushed to zeros and do not signal #UE, irrespective of MXCSR.FTZ. 


The source operand is a ZMM register, a 512-bit memory location or a 512-bit vector broadcasted from a 64-bit 
memory location. The destination operand is a ZMM register, conditionally updated using writemask k1. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


A numerically exact implementation of VEXP2xx can be found at https://software.intel.com/en-us/articles/refer- 
ence-implementations-for-IA-approximation-instructions-vrcp14-vrsqrt14-vrcp28-vrsqrt28-vexp2. 


Operation 


VEXP2PD 
(KL, VL) = (8, 512) 
FOR j :=0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC *is memory*) 
THEN DEST[i+63:i] := EXP2_23_DP(SRC[63:0)) 
ELSE DEST[i+63:i] := EXP2_23_DP(SRC[i+63:i]) 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl; 
Fl; 
ENDFOR; 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


Table 6-33. Special Values Behavior 


Source Input Result Comments 

NaN QNaN(src) If (SRC = SNaN) then #1 
+0 +0 

+/-0 1.0f Exact result 

-O +0.0f 

Integral value N 2~ (N) Exact result 


Intel C/C++ Compiler Intrinsic Equivalent 
VEXP2PD __m512d_mm512_exp2a23_round_pd (__m512da, int sae); 


VEXP2PD __m512d_mm512_mask_exp2a23_round_pd (__m512da,__mmask8 m,___m512d, int sae); 
VEXP2PD __m512d_mm512_maskz_exp2a23_round_pd (__mmask8 m,_m512d , int sae); 


SIMD Floating-Point Exceptions 
Invalid (if SNaN input), Overflow 


Other Exceptions 
See Table 2-46, “Type E2 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VEXP2PS—Approximation to the Exponential 2~x of Packed Single-Precision Floating-Point 
Values with Less Than 2*-23 Relative Error 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.512.66.0F38.WO0 C8 /r | A VIV AVX512ER | Computes approximations to the exponential 2*x (with less 
VEXP2PS zmm1 {k1}{z}, than 2°-23 of maximum relative error) of the packed single- 
zmm2/m512/m32bcst {sae} precision floating-point values from zmm2/m512/m32bcst and 
stores the floating-point result in zmm1 with writemask k1. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (r, w) ModRM:r/m (r) NA NA 
Description 


Computes the approximate base-2 exponential evaluation of the single-precision floating-point values in the source 
operand (the second operand) and store the results in the destination operand (the first operand) using the 
writemask ki. The approximate base-2 exponential is evaluated with less than 2-23 of relative error. 


Denormal input values are treated as zeros and do not signal #DE, irrespective of MKCSR.DAZ. Denormal results 
are flushed to zeros and do not signal #UE, irrespective of MXCSR.FTZ. 


The source operand is a ZMM register, a 512-bit memory location, or a 512-bit vector broadcasted from a 32-bit 
memory location. The destination operand is a ZMM register, conditionally updated using writemask k1. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


A numerically exact implementation of VEXP2xx can be found at https://software.intel.com/en-us/articles/refer- 
ence-implementations-for-IA-approximation-instructions-vrcp14-vrsqrt14-vrcp28-vrsqrt28-vexp2. 


Operation 


VEXP2PS 
(KL, VL) = (16, 512) 
FOR j :=0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC *is memory*) 
THEN DEST{[i+31:i] = EXP2_23_SP(SRC[31:0]) 
ELSE DEST[i+31:i] = EXP2_23_SP(SRC[i+31:i]) 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl; 
Fl; 
ENDFOR; 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


Table 6-34. Special Values Behavior 


Source Input Result Comments 

NaN QNaN(src) If (SRC = SNaN) then #1 
+0 +0 

+/-0 1.0f Exact result 

-O +0.0f 

Integral value N 2~ (N) Exact result 


Intel C/C++ Compiler Intrinsic Equivalent 
VEXP2PS __m512_mm512_exp2a23_round_ps (__m512 a, int sae); 


VEXP2PS __m512_mm512_mask_exp2a23_round_ps (__m512 a,__mmask16 m,_m512 }, int sae); 
VEXP2PS __m512 _mm512_maskz_exp2a23_round_ps (__mmask16 m,__m512 b, int sae); 


SIMD Floating-Point Exceptions 
Invalid (if SNaN input), Overflow 


Other Exceptions 
See Table 2-46, “Type E2 Class Exception Conditions”. 
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Vol.2D 7-11 


INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VGATHERPFODPS/VGATHERPFOQPS/VGATHERPFODPD/VGATHERPFOQPD-—Sparse Prefetch 
Packed SP/DP Data Values with Signed Dword, Signed Qword Indices Using TO Hint 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.512.66.0F38.W0 C6 /1 /vsib A VV AVX512PF | Using signed dword indices, prefetch sparse byte 
VGATHERPFODPS vm32z {k1} memory locations containing single-precision data 
using opmask k1 and TO hint. 
EVEX.512.66.0F38.W0O C7 /1 /vsib A VV AVX512PF | Using signed qword indices, prefetch sparse byte 
VGATHERPFOQPS vm64z {k1} memory locations containing single-precision data 
using opmask k1 and TO hint. 
EVEX.512.66.0F38.W1 C6 /1 /vsib A VV AVX512PF_ | Using signed dword indices, prefetch sparse byte 
VGATHERPFODPD vm32y {k1} memory locations containing double-precision data 
using opmask k1 and TO hint. 
EVEX.512.66.0F38.W1 C7 /1 /vsib A VV AVX512PF | Using signed qword indices, prefetch sparse byte 
VGATHERPFOQPD vm64z {k1} memory locations containing double-precision data 
using opmask k1 and TO hint. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 


A Tuple1 Scalar BaseReg (R): VSIB:base, NA NA NA 
VectorReg(R): VSIB:index 


Description 


The instruction conditionally prefetches up to sixteen 32-bit or eight 64-bit integer byte data elements. The 
elements are specified via the VSIB (i.e., the index register is an zmm, holding packed indices). Elements will only 
be prefetched if their corresponding mask bit is one. 


Lines prefetched are loaded into to a location in the cache hierarchy specified by a locality hint (TO): 
e TO (temporal data)—prefetch data into the first level cache. 


[PS data] For dword indices, the instruction will prefetch sixteen memory locations. For qword indices, the instruc- 
tion will prefetch eight values. 


[PD data] For dword and qword indices, the instruction will prefetch eight memory locations. 
Note that: 

(1) The prefetches may happen in any order (or not at all). The instruction is a hint. 

(2) The mask is left unchanged. 

(3) Not valid with 16-bit effective addresses. Will deliver a #UD fault. 

(4) No FP nor memory faults may be produced by this instruction. 

(5) Prefetches do not handle cache line splits 

(6) A #UD is signaled if the memory operand is encoded without the SIB byte. 


Operation 


BASE_ADDR stands for the memory operand base address (a GPR); may not exist 

VINDEX stands for the memory operand vector of indices (a vector register) 

SCALE stands for the memory operand scalar (1, 2, 4 or 8) 

DISP is the optional 1, 2 or 4 byte displacement 

PREFETCH(mem, Level, State) Prefetches a byte memory location pointed by ‘mem’ into the cache level specified by ‘Level’; a request 
for exclusive/ownership is done if ‘State’ is 1. Note that the memory location ignore cache line splits. This operation is considered a 
hint for the processor and may be skipped depending on implementation. 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VGATHERPFODPS (EVEX encoded version) 
(KL, VL) = (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[i+31:i]) * SCALE + DISP], Level=0, RFO = 0) 
Fl; 
ENDFOR 


VGATHERPFODPD (EVEX encoded version) 
(KL, VL) = (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
k:=j* 32 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[k+31:k]) * SCALE + DISP], Level=0, RFO = 0) 
Fl; 
ENDFOR 


VGATHERPFOOQPS (EVEX encoded version) 
(KL, VL) = (8, 256) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[i+63:i]) * SCALE + DISP], Level=0, RFO = 0) 
Fl; 
ENDFOR 


VGATHERPFOQPD (EVEX encoded version) 
(KL, VL) = (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
k :=j* 64 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[k+63:k]) * SCALE + DISP], Level=0, RFO = 0) 
Fl; 
ENDFOR 


Intel C/C++ Compiler Intrinsic Equivalent 


VGATHERPFODPD void __mm512_mask_prefetch_i32gather_pd(__m256i vdx, __mmask8 m, void * base, int scale, int hint); 
VGATHERPFODPS void _mm512_mask_prefetch_i32gather_ps(__m512i vdx,___ mmask16 m, void * base, int scale, int hint); 
VGATHERPFOQPD void _mm512_mask_prefetch_i64gather_pd(__m512i vdx, __ mmask8 m, void * base, int scale, int hint); 
VGATHERPFOOQPS void _mm512_mask_prefetch_i64gather_ps(__m512i vdx, __mmask8 m, void * base, int scale, int hint); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-62, “Type E12NP Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VGATHERPF 1DPS/VGATHERPF 1 QPS/VGATHERPF 1 DPD/VGATHERPF1QPD—Sparse Prefetch 
Packed SP/DP Data Values with Signed Dword, Signed Qword Indices Using T1 Hint 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 

EVEX.512.66.0F38.W0 C6 /2 /vsib A VIV AVX512PF Using signed dword indices, prefetch sparse byte 

VGATHERPF1DPS vm32z {k1} memory locations containing single-precision data using 
opmask k1 and T1 hint. 

EVEX.512.66.0F38.W0 C7 /2 /vsib A VIV AVX512PF Using signed qword indices, prefetch sparse byte 

VGATHERPF1QPS vm64z {k1} memory locations containing single-precision data using 
opmask k1 and T1 hint. 

EVEX.512.66.0F38.W1 C6 /2 /vsib A VIV AVX512PF Using signed dword indices, prefetch sparse byte 

VGATHERPF1DPD vm32y {k1} memory locations containing double-precision data using 
opmask k1 and 11 hint. 

EVEX.512.66.0F38.W1 C7 /2 /vsib A VIV AVX512PF Using signed qword indices, prefetch sparse byte 

VGATHERPF1QPD vm64z {k1} memory locations containing double-precision data using 
opmask k1 and 11 hint. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 


A Tuple1 Scalar BaseReg (R): VSIB:base, NA NA NA 
VectorReg(R): VSIB:index 


Description 


The instruction conditionally prefetches up to sixteen 32-bit or eight 64-bit integer byte data elements. The 
elements are specified via the VSIB (i.e., the index register is an zmm, holding packed indices). Elements will only 
be prefetched if their corresponding mask bit is one. 


Lines prefetched are loaded into to a location in the cache hierarchy specified by a locality hint (T1): 
e T1 (temporal data)—prefetch data into the second level cache. 


[PS data] For dword indices, the instruction will prefetch sixteen memory locations. For qword indices, the instruc- 
tion will prefetch eight values. 


[PD data] For dword and qword indices, the instruction will prefetch eight memory locations. 
Note that: 

(1) The prefetches may happen in any order (or not at all). The instruction is a hint. 

(2) The mask is left unchanged. 

(3) Not valid with 16-bit effective addresses. Will deliver a #UD fault. 

(4) No FP nor memory faults may be produced by this instruction. 

(5) Prefetches do not handle cache line splits 

(6) A #UD is signaled if the memory operand is encoded without the SIB byte. 


Operation 


BASE_ADDR stands for the memory operand base address (a GPR); may not exist 

VINDEX stands for the memory operand vector of indices (a vector register) 

SCALE stands for the memory operand scalar (1, 2, 4 or 8) 

DISP is the optional 1, 2 or 4 byte displacement 

PREFETCH(mem, Level, State) Prefetches a byte memory location pointed by ‘mem’ into the cache level specified by ‘Level’; a request 
for exclusive/ownership is done if ‘State’ is 1. Note that the memory location ignore cache line splits. This operation is considered a 
hint for the processor and may be skipped depending on implementation. 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VGATHERPF1DPS (EVEX encoded version) 
(KL, VL) = (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[i+31:i]) * SCALE + DISP], Level=1, RFO = 0) 
Fl; 
ENDFOR 


VGATHERPF1DPD (EVEX encoded version) 
(KL, VL) = (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
k:=j* 32 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[k+31:k]) * SCALE + DISP], Level=1, RFO = 0) 
Fl; 
ENDFOR 


VGATHERPF10QPS (EVEX encoded version) 
(KL, VL) = (8, 256) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[i+63:i]) * SCALE + DISP], Level=1, RFO = 0) 
Fl; 
ENDFOR 


VGATHERPF1QPD (EVEX encoded version) 
(KL, VL) = (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
k :=j* 64 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[k+63:k]) * SCALE + DISP], Level=1, RFO = 0) 
Fl; 
ENDFOR 


Intel C/C++ Compiler Intrinsic Equivalent 


VGATHERPF1DPD void __mm512_mask_prefetch_i32gather_pd(__m256i vdx, __mmask8 m, void * base, int scale, int hint); 
VGATHERPF1DPS void __mm512_mask_prefetch_i32gather_ps(__m512i vdx,___ mmask16 m, void * base, int scale, int hint); 
VGATHERPF1QPD void __mm512_mask_prefetch_i64gather_pd(__m512i vdx,___ mmask8 m, void * base, int scale, int hint); 
VGATHERPF1QPS void _mm512_mask_prefetch_i64gather_ps(__m512i vdx, __mmask8 m, void * base, int scale, int hint); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-62, “Type E12NP Class Exception Conditions”. 


VGATHERPF 1 DPS/VGATHERPF1 QPS/VGATHERPF 1 DPD/VGATHERPF 1 QPD—Sparse Prefetch Packed SP/DP Data Values with Signed Vol.2D 7-15 


INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VP4DPWSSDS — Dot Product of Signed Words with Dword Accumulation and Saturation 
(4-iterations) 


Opcode/ Op/ | 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
EVEX.512.F2.0F38.W0 53 /r A VIV AVX512_4VNNIW | Multiply signed words from source register block 
VP4DPWSSDS zmm1{k1}{z}, indicated by zmm2 by signed words from m128 
zmm2+3, m128 and accumulate the resulting dword results with 
signed saturation in zmm1. 


Instruction Operand Encoding 


Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1_4X ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


This instruction computes 4 sequential register source-block dot-products of two signed word operands with 
doubleword accumulation and signed saturation. The memory operand is sequentially selected in each of the four 
steps. 

In the above box, the notation of “+3” is used to denote that the instruction accesses 4 source registers based on 
that operand; sources are consecutive, start in a multiple of 4 boundary, and contain the encoded register operand. 
This instruction supports memory fault suppression. The entire memory operand is loaded if any bit of the lowest 
16-bits of the mask is set to 1 or if a “no masking” encoding is used. 


The tuple type Tuple1_4X implies that four 32-bit elements (16 bytes) are referenced by the memory operation 
portion of this instruction. 


Operation 
src_reg_id is the 5 bit index of the vector register specified in the instruction as the src1 register. 


\VP4DPWSSDS dest, src1, src2 
(KL,VL) = (16,512) 
N:=4 


ORIGDEST := DEST 
src_base := src_reg_id & ~ (N-1) // for src1 operand 


FOR i:= 0 to KL-1: 
IF k1[i] or *no writemask*: 
FOR m:= 0 to N-1: 
t:= SRC2.dword[m] 
p1dword := reg[src_base+m].word[2*i] * t.word[O] 
p2dword := reg[src_base+m].word[2*i+1] * t.word[1] 
DEST.dword[i] := SIGNED_DWORD_SATURATE(DEST.dword[i] + p1dword + p2dword) 
ELSE IF *zeroing*: 
DEST.dword[i] := 0 
ELSE 
DEST.dword[i] := ORIGDEST.dword[i] 
DEST[MAX_VL-1:VL] := 0 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


Intel C/C++ Compiler Intrinsic Equivalent 
VP4DPWSSDS __m512i_mm512_4dpwssds_epi32(__m512i, __m512ix4, __m128i *); 


VP4DPWSSDS __m512i_mm512_mask_4dpwssds_epi32(__m512i,__ mmask16,___m512ix4, __m128i *); 
VP4DPWSSDS __m512i_mm512_maskz_4dpwssds_epi32(__mmask16,___m512i,__m512ix4,__m128i *); 


SIMD Floating-Point Exceptions 


None. 

Other Exceptions 

See Type E4; additionally 

#UD If the EVEX broadcast bit is set to 1. 
#UD If the MODRM.mod = Obi1. 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VP4DPWSSD — Dot Product of Signed Words with Dword Accumulation (4-iterations) 


Opcode/ Op/ | 64/32 CPUID Feature Description 
Instruction En bitMode | Flag 
Support 
EVEX.512.F2.0F38.W0 52 /r A VIV AVX512_4VNNIW | Multiply signed words from source register block 
VP4DPWSSD zmm1{k1}{z}, zmm2+3, indicated by zmm2 by signed words from m128 
m128 and accumulate resulting signed dwords in zmm1. 
Instruction Operand Encoding 
Op/En Tuple Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1_4X ModRM:reg (r, w) EVEX.vvvv (r) ModRM:r/m (r) NA 


Description 


This instruction computes 4 sequential register source-block dot-products of two signed word operands with 
doubleword accumulation; see Figure 7-1 below. The memory operand is sequentially selected in each of the four 


steps. 


In the above box, the notation of “+3” is used to denote that the instruction accesses 4 source registers based on 
that operand; sources are consecutive, start in a multiple of 4 boundary, and contain the encoded register operand. 


This instruction supports memory fault suppression. The entire memory operand is loaded if any bit of the lowest 
16-bits of the mask is set to 1 or if a “no masking” encoding is used. 

The tuple type Tuple1_4X implies that four 32-bit elements (16 bytes) are referenced by the memory operation 
portion of this instruction. 


Figure 7-1. 
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Register Source-Block Dot Product of Two Signed Word Operands with Doubleword Accumulation! 


NOTES: 
1. For illustration purposes, one source-block dot product instance is shown out of 
the four. 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


Operation 
src_reg_id is the 5 bit index of the vector register specified in the instruction as the src1 register. 


\VP4DPWSSD dest, src1, src2 
(KL,VL) = (16,512) 
N:= 4 


ORIGDEST := DEST 
src_base != src_reg_id & ~ (N-1) // for src1 operand 


FOR i ‘= 0 to KL-1: 
IF k1[i] or *no writemask*: 
FOR m:= 0 to N-1: 
t:= SRC2.dword[m] 
p1dword := reg[src_base+m].word[2*i] * t.word[0] 
p2dword := reg[src_base+m].word[2*i+1] * t.word[1] 
DEST.dword[i] := DEST.dword[i] + p1dword + p2dword 
ELSE IF *zeroing*: 
DEST.dword[i] := 0 
ELSE 
DEST.dword[i] ‘= ORIGDEST.dword{[i] 
DEST[MAX_VL-1:VL] := 0 


Intel C/C++ Compiler Intrinsic Equivalent 
VP4DPWSSD __m512i_mm512_4dpwssd_epi32(__m512i,__m512ix4, __m128i *); 


VP4DPWSSD __m512i_mm512_mask_4dpwssd_epi32(__m512i,__ mmask16, __m512ix4,__m128i *); 
VP4DPWSSD __m512i__mm512_maskz_4dpwssd_epi32(__mmask16,___m512i,__m512ix4,___m128i *); 


SIMD Floating-Point Exceptions 


None. 

Other Exceptions 

See Type E4; additionally 

#UD If the EVEX broadcast bit is set to 1. 
#UD If the MODRM.mod = Ob11. 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VRCP28PD—Approximation to the Reciprocal of Packed Double-Precision Floating-Point Values 
with Less Than 2”-28 Relative Error 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.512.66.0F38.W1 CA/r | A VV AVX512ER | Computes the approximate reciprocals ( < 2-28 relative error) 
VRCP28PD zmm1 {k1}{Z}, of the packed double-precision floating-point values in 
zmm2/m512/m64bcst {sae} zmm2/m512/m64bcst and stores the results in zmm1. Under 
writemask. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Computes the reciprocal approximation of the float64 values in the source operand (the second operand) and store 
the results to the destination operand (the first operand). The approximate reciprocal is evaluated with less than 
2-28 of maximum relative error. 

Denormal input values are treated as zeros and do not signal #DE, irrespective of MKCSR.DAZ. Denormal results 
are flushed to zeros and do not signal #UE, irrespective of MXCSR.FTZ. 

If any source element is NaN, the quietized NaN source value is returned for that element. If any source element is 
+o, +0.0 is returned for that element. Also, if any source element is £0.0, +@ is returned for that element. 

The source operand is a ZMM register, a 512-bit memory location or a 512-bit vector broadcasted from a 64-bit 
memory location. The destination operand is a ZMM register, conditionally updated using writemask k1. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


A numerically exact implementation of VRCP28xx can be found at https://software.intel.com/en-us/articles/refer- 
ence-implementations-for-IA-approximation-instructions-vrcp14-vrsqrt14-vrcp28-vrsqrt28-vexp2. 


Operation 


VRCP28PD (EVEX encoded versions) 
(KL, VL) = (8, 512) 


FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC *is memory*) 
THEN DEST{[i+63:i] := RCP_28_DP(1.0/SRC[63:0)); 
ELSE DEST[i+63:i] := RCP_28_DP(1.0/SRC[i+63:i]); 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl; 
Fl; 
ENDFOR; 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


Table 6-35. VRCP28PD Special Cases 


Input value Result value Comments 

NAN QNAN(input) If (SRC = SNaN) then #1 

O<X<« 271022 INF Positive input denormal or zero; #Z 

-2°1022 ¢ x ¢.9 -INF Negative input denormal or zero; #Z 

Ko 2'hee +0.0f 

X <2 ee -0.0f 

X= +0 +0.0f 

X = -@ -0.0f 

X=2" an Exact result (unless input/output is a denormal) 
X=-27 -2" Exact result (unless input/output is a denormal) 


Intel C/C++ Compiler Intrinsic Equivalent 


VRCP28PD __m512d_mm512_rcp28_round_pd ( 


m512d a, int sae); 


VRCP28PD __m512d_mm512_mask_rcp28_round_pd(__m512da,__ mmask8 m,___m512d , int sae); 


VRCP28PD __m512d_mm512_maskz_rcp28_round_pd(__mmask8 m, 


m512d b, int sae); 


SIMD Floating-Point Exceptions 
Invalid (if SNaN input), Divide-by-zero 


Other Exceptions 


See Table 2-46, “Type E2 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VRCP28SD—Approximation to the Reciprocal of Scalar Double-Precision Floating-Point Value 
with Less Than 2”-28 Relative Error 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.LLIG.66.0F38.W1 CB /r A VIV AVX512ER | Computes the approximate reciprocal ( < 2-28 relative 
VRCP28SD xmm1 {k1}{z}, xmm2, error) of the scalar double-precision floating-point value 
xmm3/m64 {sae} in xmm3/m64 and stores the results in xmm1. Under 
writemask. Also, upper double-precision floating-point 
value (bits[127:64]) from xmm2 is copied to 
xmm1[127:64]. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Computes the reciprocal approximation of the low float64 value in the second source operand (the third operand) 
and store the result to the destination operand (the first operand). The approximate reciprocal is evaluated with 
less than 2“-28 of maximum relative error. The result is written into the low float64 element of the destination 
operand according to the writemask k1. Bits 127:64 of the destination is copied from the corresponding bits of the 
first source operand (the second operand). 


A denormal input value is treated as zero and does not signal #DE, irrespective of MKCSR.DAZ. A denormal result 
is flushed to zero and does not signal #UE, irrespective of MXCSR.FTZ. 


If any source element is NaN, the quietized NaN source value is returned for that element. If any source element is 
+o, +0.0 is returned for that element. Also, if any source element is £0.0, +@ is returned for that element. 


The first source operand is an XMM register. The second source operand is an XMM register or a 64-bit memory 
location. The destination operand is a XMM register, conditionally updated using writemask k1. 


A numerically exact implementation of VRCP28xx can be found at https://software.intel.com/en-us/articles/refer- 
ence-implementations-for-IA-approximation-instructions-vrcp14-vrsgqrt14-vrcp28-vrsqrt28-vexp2. 


Operation 
VRCP28SD ((EVEX encoded versions) 


IF k1[0] OR *no writemask* THEN 
DEST[63: 0] := RCP_28_DP(1.0/SRC2[63: 0)); 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63: 0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[63: 0] := 0 
Fl; 
Fl; 
ENDFOR; 


DEST[127:64] := SRC1[127: 64] 
DEST[MAXVL-1:128] := 0 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


Table 6-36. VRCP28SD Special Cases 


Input value Result value Comments 

NAN QNAN(input) If (SRC = SNaN) then #1 

O<X<« 271022 INF Positive input denormal or zero; #Z 

-2°1022 ¢ x ¢.9 -INF Negative input denormal or zero; #Z 

Ko 2'hee +0.0f 

X <2 ee -0.0f 

X= +0 +0.0f 

X = -@ -0.0f 

X=2" an Exact result (unless input/output is a denormal) 
X=-27 -2" Exact result (unless input/output is a denormal) 


Intel C/C++ Compiler Intrinsic Equivalent 
VRCP28SD __m128d_mm_rcp28_round_sd (__m128da,__m128d 5, int sae); 


VRCP28SD __m128d_mm_mask_rcp28_round_sd(__m128ds,__ mmask8 m,__m128d a, __m128d 5, int sae); 
VRCP28SD __m128d __mm_maskz_rcp28_round_sd(__mmask8 m,___m128d a,___m128d b, int sae); 


SIMD Floating-Point Exceptions 
Invalid (if SNaN input), Divide-by-zero 


Other Exceptions 


See Table 2-47, “Type E3 Class Exception Conditions”. 


VRCP28SD—Approximation to the Reciprocal of Scalar Double-Precision Floating-Point Value with Less Than 2*-28 Relative Error 


Vol.2D 7-23 


INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VRCP28PS—Approximation to the Reciprocal of Packed Single-Precision Floating-Point Values 
with Less Than 2~-28 Relative Error 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.512.66.0F38.W0O CA /r A VV AVX512ER_ | Computes the approximate reciprocals ( < 2*-28 relative 
VRCP28PS zmm1 {k1}{Z}, error) of the packed single-precision floating-point values in 
zmm2/m512/m32bcst {sae} zmm2/m512/m32bcst and stores the results in zmm1. Under 
writemask. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Computes the reciprocal approximation of the float32 values in the source operand (the second operand) and store 
the results to the destination operand (the first operand) using the writemask k1. The approximate reciprocal is 
evaluated with less than 2“-28 of maximum relative error prior to final rounding. The final results are rounded to 
< 2-23 relative error before written to the destination. 


Denormal input values are treated as zeros and do not signal #DE, irrespective of MKCSR.DAZ. Denormal results 
are flushed to zeros and do not signal #UE, irrespective of MXCSR.FTZ. 


If any source element is NaN, the quietized NaN source value is returned for that element. If any source element is 
+o, +0.0 is returned for that element. Also, if any source element is £0.0, +@ is returned for that element. 


The source operand is a ZMM register, a 512-bit memory location, or a 512-bit vector broadcasted from a 32-bit 
memory location. The destination operand is a ZMM register, conditionally updated using writemask k1. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


A numerically exact implementation of VRCP28xx can be found at https://software.intel.com/en-us/articles/refer- 
ence-implementations-for-IA-approximation-instructions-vrcp14-vrsqrt14-vrcp28-vrsqrt28-vexp2. 


Operation 


VRCP28PS (EVEX encoded versions) 
(KL, VL) = (16, 512) 


FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC *is memory*) 
THEN DEST[i+31:i] := RCP_28_SP(1.0/SRC[31:0)); 
ELSE DEST[i+31:i] = RCP_28_SP(1.0/SRC[i+31:i]); 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl; 
Fl; 
ENDFOR; 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


Table 6-37. VRCP28PS Special Cases 


Input value Result value Comments 

NAN QNAN(input) If (SRC = SNaN) then #1 

O<x<« 27126 INF Positive input denormal or zero; #Z 

-2126<X <9 -INF Negative input denormal or zero; #Z 

Koz +0.0f 

X<.2le6 -0.0f 

X= +0 +0.0f 

X = -@ -0.0f 

X=2" an Exact result (unless input/output is a denormal) 
X=-27 -2" Exact result (unless input/output is a denormal) 


Intel C/C++ Compiler Intrinsic Equivalent 
VRCP28PS __mm512_rcp28_round_ps (__m512 a, int sae); 


VRCP28PS __m512_mm512_mask_rcp28_round_ps(__m512 s,__mmask16 m,_m512 a, int sae); 
VRCP28PS __m512_mm512_maskz_rcp28_round_ps(__mmask16 m,__m512 a, int sae); 


SIMD Floating-Point Exceptions 
Invalid (if SNaN input), Divide-by-zero 


Other Exceptions 


See Table 2-46, “Type E2 Class Exception Conditions”. 


VRCP28PS—Approximation to the Reciprocal of Packed Single-Precision Floating-Point Values with Less Than 2*-28 Relative Error 


Vol.2D 7-25 


INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VRCP28SS—Approximation to the Reciprocal of Scalar Single-Precision Floating-Point Value 
with Less Than 2”-28 Relative Error 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.LLIG.66.0F38.WO CB /r A VIV AVX512ER_ | Computes the approximate reciprocal ( < 2-28 relative 
VRCP28SS xmm1 {k1}{z}, error) of the scalar single-precision floating-point value in 
xmme2, xmm3/m32 {sae} xmm3/m32 and stores the results in xmm1. Under 
writemask. Also, upper 3 single-precision floating-point 
values (bits[127:32]) from xmm2 is copied to 
xmm1[127:32]. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Computes the reciprocal approximation of the low float32 value in the second source operand (the third operand) 
and store the result to the destination operand (the first operand). The approximate reciprocal is evaluated with 
less than 2“-28 of maximum relative error prior to final rounding. The final result is rounded to < 2-23 relative 
error before written into the low float32 element of the destination according to writemask k1. Bits 127:32 of the 
destination is copied from the corresponding bits of the first source operand (the second operand). 


A denormal input value is treated as zero and does not signal #DE, irrespective of MKCSR.DAZ. A denormal result 
is flushed to zero and does not signal #UE, irrespective of MXCSR.FTZ. 


If any source element is NaN, the quietized NaN source value is returned for that element. If any source element is 
+o, +0.0 is returned for that element. Also, if any source element is £0.0, +@ is returned for that element. 

The first source operand is an XMM register. The second source operand is an XMM register or a 32-bit memory 
location. The destination operand is a XMM register, conditionally updated using writemask k1. 


A numerically exact implementation of VRCP28xx can be found at https://software.intel.com/en-us/articles/refer- 
ence-implementations-for-IA-approximation-instructions-vrcp14-vrsgrt14-vrcp28-vrsqrt28-vexp2. 


Operation 
VRCP28SS ((EVEX encoded versions) 
IF k1[0] OR *no writemask* THEN 
DEST[31: 0] := RCP_28_SP(1.0/SRC2[31: 0)); 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31: 0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[31: 0] := 0 
Fl; 
Fl; 
ENDFOR; 


DEST[127:32] := SRC1[127: 32] 
DEST[MAXVL-1:128] := 0 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


Table 6-38. VRCP28SS Special Cases 


Input value Result value Comments 

NAN QNAN(input) If (SRC = SNaN) then #1 

O<x<« 27126 INF Positive input denormal or zero; #Z 

-2126<X <9 -INF Negative input denormal or zero; #Z 

Koz +0.0f 

X<.2le6 -0.0f 

X= +0 +0.0f 

X = -@ -0.0f 

X=2" an Exact result (unless input/output is a denormal) 
X=-27 -2" Exact result (unless input/output is a denormal) 


Intel C/C++ Compiler Intrinsic Equivalent 


VRCP28SS __m128 _mm_rcp28_round_ss (__m128a,__m128b, int sae); 
VRCP28SS __m128 _mm_mask_rcp28_round_ss(__m128 s,__ mmask8 m,__m128 a,__m128 , int sae); 
VRCP28SS __m128 _mm_maskz_rcp28_round_ss(__mmask8 m, __m128 a,__m128 , int sae); 


SIMD Floating-Point Exceptions 
Invalid (if SNaN input), Divide-by-zero 


Other Exceptions 


See Table 2-47, “Type E3 Class Exception Conditions”. 


VRCP28SS—Approximation to the Reciprocal of Scalar Single-Precision Floating-Point Value with Less Than 2*-28 Relative Error 


Vol.2D 7-27 


INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VRSQRT28PD—Approximation to the Reciprocal Square Root of Packed Double-Precision 
Floating-Point Values with Less Than 2*-28 Relative Error 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.512.66.0F38.W1 CC /r | A VIV AVX512ER | Computes approximations to the Reciprocal square root (<2*- 
VRSQRT28PD zmm1 {k1}{Z}, 28 relative error) of the packed double-precision floating-point 
zmm2/m512/m64bcst {sae} values from zmm2/m512/m64bcst and stores result in 
zmm1 with writemask k1. 


Instruction Operand Encoding 


Op/En | Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Computes the reciprocal square root of the float64 values in the source operand (the second operand) and store 
the results to the destination operand (the first operand). The approximate reciprocal is evaluated with less than 
2-28 of maximum relative error. 

If any source element is NaN, the quietized NaN source value is returned for that element. Negative (non-zero) 
source numbers, as well as -®, return the canonical NaN and set the Invalid Flag (#1). 


A value of -O must return -® and set the DivByZero flags (#Z). Negative numbers should return NaN and set the 
Invalid flag (#1). Note however that the instruction flush input denormals to zero of the same sign, so negative 
denormals return -® and set the DivByZero flag. 


The source operand is a ZMM register, a 512-bit memory location or a 512-bit vector broadcasted from a 64-bit 
memory location. The destination operand is a ZMM register, conditionally updated using writemask k1. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


A numerically exact implementation of VRSQRT28xx can be found at https://software.intel.com/en-us/arti- 
cles/reference-implementations-for-IA-approximation-instructions-vrcp14-vrsqrt14-vrcp28-vrsgrt28-vexp2. 


Operation 


VRSQRT28PD (EVEX encoded versions) 
(KL, VL) = (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC *is memory*) 
THEN DEST{[i+63:i] := (1.0/ SORT(SRC[63:0))); 
ELSE DEST[i+63:i] := (1.0/ SQRT(SRC[i+63:i])); 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+63:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+63:i] := 0 
Fl; 
Fl; 
ENDFOR; 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


Table 6-39. VRSQRT28PD Special Cases 


Input value Result value Comments 

NAN QNAN(input) If (SRC = SNaN) then #1 
X= 2-en 2n 

X<0 QNaN_Indefinite Including -INF 

X = -0 or negative denormal | -INF #Z 

X= +0 or positive denormal | +INF #Z 

X = +INF +0 


Intel C/C++ Compiler Intrinsic Equivalent 


VRSQRT28PD __m512d_mm512_rsqrt28_round_pd(__m512d a, int sae); 
VRSQRT28PD __m512d _mm512_mask_rsqrt28_round_pd(__m512d s,___mmask8 m,__m512d a, int sae); 
VRSQRT28PD __m512d __mm512_maskz_rsqrt28_round_pd(__mmask8 m,__m512d a, int sae); 


SIMD Floating-Point Exceptions 
Invalid (if SNaN input), Divide-by-zero 


Other Exceptions 


See Table 2-46, “Type E2 Class Exception Conditions”. 


VRSQRT28PD—Approximation to the Reciprocal Square Root of Packed Double-Precision Floating-Point Values with Less Than 2*-28 


Vol.2D 7-29 


INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VRSQRT28SD—Approximation to the Reciprocal Square Root of Scalar Double-Precision 
Floating-Point Value with Less Than 2~-28 Relative Error 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support Flag 
EVEX.LLIG.66.0F38.W1 CD /r A VIV AVX512ER_ | Computes approximate reciprocal square root (<2*-28 
VRSQRT28SD xmm1 {k1}{Z}, relative error) of the scalar double-precision floating-point 
xmm_2, xmm3/m64 {sae} value from xmm3/m64 and stores result in xmm1 with 
writemask k1. Also, upper double-precision floating-point 
value (bits[127:64]) from xmm2 is copied to 
xmm1[127:64]. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Computes the reciprocal square root of the low float64 value in the second source operand (the third operand) and 
store the result to the destination operand (the first operand). The approximate reciprocal square root is evaluated 
with less than 2“-28 of maximum relative error. The result is written into the low float64 element of xmm1 
according to the writemask k1. Bits 127:64 of the destination is copied from the corresponding bits of the first source operand (the 
second operand). 


If any source element is NaN, the quietized NaN source value is returned for that element. Negative (non-zero) 
source numbers, as well as -®, return the canonical NaN and set the Invalid Flag (#1). 


A value of -0 must return -® and set the DivByZero flags (#Z). Negative numbers should return NaN and set the 
Invalid flag (#1). Note however that the instruction flush input denormals to zero of the same sign, so negative 
denormals return -® and set the DivByZero flag. 


The first source operand is an XMM register. The second source operand is an XMM register or a 64-bit memory 
location. The destination operand is a XMM register. 


A numerically exact implementation of VRSQRT28xx can be found at https://software.intel.com/en-us/arti- 
cles/reference-implementations-for-IA-approximation-instructions-vrcp14-vrsqrt14-vrcp28-vrsgrt28-vexp2. 


Operation 
VRSQRT28SD (EVEX encoded versions) 


IF k1[0] OR *no writemask* THEN 
DEST[63: 0] := (1.0/ SQRT(SRC[63: 0))); 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[63: 0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[63: 0] := 0 
Fl; 
Fl; 
ENDFOR; 


DEST[127:64] := SRC1[127: 64] 
DEST[MAXVL-1:128] := 0 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


Table 6-40. VRSQRT28SD Special Cases 


Input value Result value Comments 

NAN QNAN(input) If (SRC = SNaN) then #1 
X= 2-en 2n 

X<0 QNaN_Indefinite Including -INF 

X =-0 or negative denormal | -INF #Z 

X= +0 or positive denormal | +INF #Z 

X = +INF +0 


Intel C/C++ Compiler Intrinsic Equivalent 


VRSQRT28SD __m128d_mm_rsqrt28_round_sd(__m128d a, __m128d b, int rounding); 
VRSQRT28SD __m128d __mm_mask_rsqrt28_round_sd(__m128ds,___ mmask8 m,__m128d a, __m128d b, int rounding); 
VRSQRT28SD __m128d __mm_maskz_rsqrt28_round_sd( ___mmask8 m,__m128d a, __m128d b, int rounding); 


SIMD Floating-Point Exceptions 
Invalid (if SNaN input), Divide-by-zero 


Other Exceptions 


See Table 2-47, “Type E3 Class Exception Conditions”. 
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INSTRUCTION SET REFERENCE UNIQUE TO INTEL® XEON PHI™ PROCESSORS 


VRSQRT28PS—Approximation to the Reciprocal Square Root of Packed Single-Precision 
Floating-Point Values with Less Than 2*-28 Relative Error 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bitMode | Feature 
Support | Flag 
EVEX.512.66.0F38.W0 CC /r A VIV AVX512ER | Computes approximations to the Reciprocal square root 
VRSQRT28PS zmm1 {k1}{Z}, (<2*-28 relative error) of the packed single-precision 
zmm2/m512/m32bcst {sae} floating-point values from zmm2/m512/m32bcst and stores 
result in zmm1 with writemask k1. 


Instruction Operand Encoding 


Op/En | Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Full ModRM:reg (w) ModRM:r/m (r) NA NA 
Description 


Computes the reciprocal square root of the float32 values in the source operand (the second operand) and store 
the results to the destination operand (the first operand). The approximate reciprocal is evaluated with less than 
2-28 of maximum relative error prior to final rounding. The final results is rounded to < 2-23 relative error 
before written to the destination. 


If any source element is NaN, the quietized NaN source value is returned for that element. Negative (non-zero) 
source numbers, as well as -®, return the canonical NaN and set the Invalid Flag (#1). 


A value of -O0 must return -® and set the DivByZero flags (#Z). Negative numbers should return NaN and set the 
Invalid flag (#1). Note however that the instruction flush input denormals to zero of the same sign, so negative 
denormals return -® and set the DivByZero flag. 


The source operand is a ZMM register, a 512-bit memory location, or a 512-bit vector broadcasted from a 32-bit 
memory location. The destination operand is a ZMM register, conditionally updated using writemask k1. 


EVEX.vvvv is reserved and must be 1111b otherwise instructions will #UD. 


A numerically exact implementation of VRSQRT28xx can be found at https://software.intel.com/en-us/arti- 
cles/reference-implementations-for-IA-approximation-instructions-vrcp14-vrsqrt14-vrcp28-vrsgrt28-vexp2. 


Operation 


VRSQRT28PS (EVEX encoded versions) 
(KL, VL) = (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1[j] OR *no writemask* THEN 
IF (EVEX.b = 1) AND (SRC *is memory*) 
THEN DEST{[i+31:i] := (1.0/ SQRT(SRC[31:0])); 
ELSE DEST[i+31:i] := (1.0/ SQRT(SRC[i+31:i])); 


Fl; 
ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[i+31:i] remains unchanged* 
ELSE ; zeroing-masking 
DEST[i+31:i] := 0 
Fl; 
Fl; 
ENDFOR; 
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Table 6-41. VRSQRT28PS Special Cases 


Input value Result value Comments 

NAN QNAN(input) If (SRC = SNaN) then #1 
X= aren Qn 

X<0 QNaN_Indefinite Including -INF 

X = -0 or negative denormal -INF #Z 

X = +0 or positive denormal +INF #Z 

X = +INF +0 


Intel C/C++ Compiler Intrinsic Equivalent 


VRSQRT28PS __m512 __mm512_rsqrt28_round_ps(__m512 a, int sae); 
VRSQRT28PS __m512 __mm512_mask_rsqrt28_round_ps(__m512 s,__mmask16 m,__m512 a, int sae); 
VRSQRT28PS __m512 __mm512_maskz_rsqrt28_round_ps(__mmask16 m,__m512 a, int sae); 


SIMD Floating-Point Exceptions 
Invalid (if SNaN input), Divide-by-zero 


Other Exceptions 


See Table 2-46, “Type E2 Class Exception Conditions”. 
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VRSQRT28SS—Approximation to the Reciprocal Square Root of Scalar Single-Precision Floating- 
Point Value with Less Than 2-28 Relative Error 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support Flag 
EVEX.LLIG.66.0F38.WO CD /r A VIV AVX512ER | Computes approximate reciprocal square root (<2*-28 
VRSQRT28SS xmm1 {k1}{Z}, relative error) of the scalar single-precision floating-point 
xmm2, xmm3/m32 {sae} value from xmm3/m32 and stores result in xmm1 with 
writemask k1. Also, upper 3 single-precision floating-point 
value (bits[127:32]) from xmm2 is copied to 
xmm1[127:32]. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 
A Tuple1 Scalar ModRM:reg (w) EVEX.vvvv (r) ModRM:r/m (r) NA 
Description 


Computes the reciprocal square root of the low float32 value in the second source operand (the third operand) and 
store the result to the destination operand (the first operand). The approximate reciprocal square root is evaluated 
with less than 24-28 of maximum relative error prior to final rounding. The final result is rounded to < 2“-23 rela- 
tive error before written to the low float32 element of the destination according to the writemask k1. Bits 127:32 of 
the destination is copied from the corresponding bits of the first source operand (the second operand). 


If any source element is NaN, the quietized NaN source value is returned for that element. Negative (non-zero) 
source numbers, as well as -®, return the canonical NaN and set the Invalid Flag (#1). 


A value of -0 must return -® and set the DivByZero flags (#Z). Negative numbers should return NaN and set the 
Invalid flag (#1). Note however that the instruction flush input denormals to zero of the same sign, so negative 
denormals return -® and set the DivByZero flag. 


The first source operand is an XMM register. The second source operand is an XMM register or a 32-bit memory 
location. The destination operand is a XMM register. 


A numerically exact implementation of VRSQRT28xx can be found at https://software.intel.com/en-us/arti- 
cles/reference-implementations-for-IA-approximation-instructions-vrcp14-vrsqrt14-vrcp28-vrsgrt28-vexp2. 


Operation 
VRSQRTZ28SS (EVEX encoded versions) 


IF k1[0] OR *no writemask* THEN 
DEST[31: 0] := (1.0/ SQRT(SRC[31: 0))); 


ELSE 
IF *merging-masking* ; merging-masking 
THEN *DEST[31: 0] remains unchanged* 
ELSE ; zeroing-masking 
DEST[31: 0] := 0 
Fl; 
Fl; 
ENDFOR; 


DEST[127:32] := SRC1[127: 32] 
DEST[MAXVL-1:128] := 0 
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Table 6-42. VRSQRT28SS Special Cases 


Input value Result value Comments 

NAN QNAN(input) If (SRC = SNaN) then #1 
X= 2-en 2n 

X<0 QNaN_Indefinite Including -INF 

X = -0 or negative denormal | -INF #Z 

X = +0 or positive denormal | +INF #Z 

X = +INF +0 


Intel C/C++ Compiler Intrinsic Equivalent 


VRSQRT28SS __m128 _mm_rsqrt28_round_ss(__m128 a, __m128 b, int rounding); 
VRSQRT28SS __m128 __mm_mask_rsqrt28_round_ss(__m128 s,___mmask8 m,__m128 a,_m128 b, int rounding); 
VRSQRT28SS __m128 __mm_maskz_rsqrt28_round_ss(__mmask8 m,__m128 a,__m128 b, int rounding); 


SIMD Floating-Point Exceptions 
Invalid (if SNaN input), Divide-by-zero 


Other Exceptions 


See Table 2-47, “Type E3 Class Exception Conditions”. 
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VSCATTERPFODPS/VSCATTERPFOQPS/VSCATTERPFODPD/VSCATTERPFOQPD—Sparse Prefetch 
Packed SP/DP Data Values with Signed Dword, Signed Qword Indices Using TO Hint with Intent 
to Write 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.512.66.0F38.W0O C6 /5 /vsib A VIV AVX512PF | Using signed dword indices, prefetch sparse byte 
VSCATTERPFODPS vm32z {k1} memory locations containing single-precision data using 
writemask k1 and TO hint with intent to write. 
EVEX.512.66.0F38.W0 C7 /5 /vsib A VIV AVX512PF | Using signed qword indices, prefetch sparse byte 
VSCATTERPFOQPS vm64z {k1} memory locations containing single-precision data using 
writemask k1 and TO hint with intent to write. 
EVEX.512.66.0F38.W1 C6 /5 /vsib A VIV AVX512PF | Using signed dword indices, prefetch sparse byte 
VSCATTERPFODPD vm32y {k1} memory locations containing double-precision data 
using writemask k1 and TO hint with intent to write. 
EVEX.512.66.0F38.W1 C7 /5 /vsib A VIV AVX512PF | Using signed qword indices, prefetch sparse byte 
VSCATTERPFOQPD vm64z {k1} memory locations containing double-precision data 
using writemask k1 and TO hint with intent to write. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 


A Tuple1 Scalar BaseReg (R): VSIB:base, NA NA NA 
VectorReg(R): VSIB:index 


Description 


The instruction conditionally prefetches up to sixteen 32-bit or eight 64-bit integer byte data elements. The 
elements are specified via the VSIB (i.e., the index register is an zmm, holding packed indices). Elements will only 
be prefetched if their corresponding mask bit is one. 


cache lines will be brought into exclusive state (RFO) specified by a locality hint (TO): 
e TO (temporal data)—prefetch data into the first level cache. 


[PS data] For dword indices, the instruction will prefetch sixteen memory locations. For qword indices, the instruc- 
tion will prefetch eight values. 


[PD data] For dword and qword indices, the instruction will prefetch eight memory locations. 
Note that: 

(1) The prefetches may happen in any order (or not at all). The instruction is a hint. 

(2) The mask is left unchanged. 

(3) Not valid with 16-bit effective addresses. Will deliver a #UD fault. 

(4) No FP nor memory faults may be produced by this instruction. 

(5) Prefetches do not handle cache line splits 

(6) A #UD is signaled if the memory operand is encoded without the SIB byte. 


Operation 


BASE_ADDR stands for the memory operand base address (a GPR); may not exist 

VINDEX stands for the memory operand vector of indices (a vector register) 

SCALE stands for the memory operand scalar (1, 2, 4 or 8) 

DISP is the optional 1, 2 or 4 byte displacement 

PREFETCH(mem, Level, State) Prefetches a byte memory location pointed by ‘mem’ into the cache level specified by ‘Level’; a request 
for exclusive/ownership is done if ‘State’ is 1. Note that the memory location ignore cache line splits. This operation is considered a 
hint for the processor and may be skipped depending on implementation. 
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VSCATTERPFODPS (EVEX encoded version) 
(KL, VL) = (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[i+31:i]) * SCALE + DISP], Level=0, RFO = 1) 
Fl; 
ENDFOR 


VSCATTERPFODPD (EVEX encoded version) 
(KL, VL) = (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
k:=j* 32 
IF k1[{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[k+31:k]) * SCALE + DISP], Level=0, RFO = 1) 
Fl; 
ENDFOR 


VSCATTERPFOQPS (EVEX encoded version) 
(KL, VL) = (8, 256) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[i+63:i]) * SCALE + DISP], Level=0, RFO = 1) 
Fl; 
ENDFOR 


VSCATTERPFOQPD (EVEX encoded version) 
(KL, VL) = (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
k :=j* 64 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[k+63:k]) * SCALE + DISP], Level=0, RFO = 1) 
Fl; 
ENDFOR 


Intel C/C++ Compiler Intrinsic Equivalent 
VSCATTERPFODPD void_mm512_prefetch_i32scatter_pd(void *base, _ m256i vdx, int scale, int hint); 


VSCATTERPFODPD void __mm512_mask_prefetch_i32scatter_pd(void *base,__ mmask8 m, ___m256i vd, int scale, int hint); 
VSCATTERPFODPS void __mm512_prefetch_i32scatter_ps(void *base, __m512i vdx, int scale, int hint); 
VSCATTERPFODPS void __mm512_mask_prefetch_i32scatter_ps(void *base,__ mmask16 m,__m512i vdx, int scale, int hint); 


VSCATTERPFOQPD void __mm512_prefetch_i64scatter_pd(void * base, __m512i vdx, int scale, int hint); 
VSCATTERPFOQPD void __mm512_mask_prefetch_i64scatter_pd(void * base, _mmask8 m,___m512i vdx, int scale, int hint); 
VSCATTERPFOOPS void __mm512_prefetch_i64scatter_ps(void * base, __m512i vdx, int scale, int hint); 
VSCATTERPFOOPS void __mm512_mask_prefetch_i64scatter_ps(void * base, __mmask8 m, __m512i vdx, int scale, int hint); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-62, “Type E12NP Class Exception Conditions”. 
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VSCATTERPF 1 DPS/VSCATTERPF1 QPS/VSCATTERPF1 DPD/VSCATTERPF 1QPD—Sparse Prefetch 
Packed SP/DP Data Values with Signed Dword, Signed Qword Indices Using T1 Hint with Intent 
to Write 


Opcode/ Op/ | 64/32 CPUID Description 
Instruction En bit Mode | Feature 
Support | Flag 
EVEX.512.66.0F38.W0 C6 /6 /vsib A VIV AVX512PF | Using signed dword indices, prefetch sparse byte memory 
VSCATTERPF1DPS vm32z {k1} locations containing single-precision data using writemask 
k1 and T1 hint with intent to write. 
EVEX.512.66.0F38.W0 C7 /6 /vsib A VIV AVX512PF | Using signed qword indices, prefetch sparse byte memory 
VSCATTERPF1QPS vm64z {k1} locations containing single-precision data using writemask 
k1 and T1 hint with intent to write. 
EVEX.512.66.0F38.W1 C6 /6 /vsib A VIV AVX512PF | Using signed dword indices, prefetch sparse byte memory 
VSCATTERPF1DPD vm32y {k1} locations containing double-precision data using 
writemask k1 and T1 hint with intent to write. 
EVEX.512.66.0F38.W1 C7 /6 /vsib A VV AVX512PF | Using signed qword indices, prefetch sparse byte memory 
VSCATTERPF1QPD vm64z {k1} locations containing double-precision data using 
writemask k1 and T1 hint with intent to write. 


Instruction Operand Encoding 


Op/En Tuple Type Operand 1 Operand 2 Operand 3 Operand 4 


A Tuple1 Scalar BaseReg (R): VSIB:base, NA NA NA 
VectorReg(R): VSIB:index 


Description 


The instruction conditionally prefetches up to sixteen 32-bit or eight 64-bit integer byte data elements. The 
elements are specified via the VSIB (i.e., the index register is an zmm, holding packed indices). Elements will only 
be prefetched if their corresponding mask bit is one. 


cache lines will be brought into exclusive state (RFO) specified by a locality hint (T1): 
e T1 (temporal data)—prefetch data into the second level cache. 


[PS data] For dword indices, the instruction will prefetch sixteen memory locations. For qword indices, the instruc- 
tion will prefetch eight values. 


[PD data] For dword and qword indices, the instruction will prefetch eight memory locations. 
Note that: 

(1) The prefetches may happen in any order (or not at all). The instruction is a hint. 

(2) The mask is left unchanged. 

(3) Not valid with 16-bit effective addresses. Will deliver a #UD fault. 

(4) No FP nor memory faults may be produced by this instruction. 

(5) Prefetches do not handle cache line splits 

(6) A #UD is signaled if the memory operand is encoded without the SIB byte. 


Operation 


BASE_ADDR stands for the memory operand base address (a GPR); may not exist 

VINDEX stands for the memory operand vector of indices (a vector register) 

SCALE stands for the memory operand scalar (1, 2, 4 or 8) 

DISP is the optional 1, 2 or 4 byte displacement 

PREFETCH(mem, Level, State) Prefetches a byte memory location pointed by ‘mem’ into the cache level specified by ‘Level’; a request 
for exclusive/ownership is done if ‘State’ is 1. Note that the memory location ignore cache line splits. This operation is considered a 
hint for the processor and may be skipped depending on implementation. 
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VSCATTERPF1DPS (EVEX encoded version) 
(KL, VL) = (16, 512) 
FOR j := 0 TO KL-1 
i:=j* 32 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[i+31:i]) * SCALE + DISP], Level=1, RFO = 1) 
Fl; 
ENDFOR 


VSCATTERPF1DPD (EVEX encoded version) 
(KL, VL) = (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
k:=j* 32 
IF k1[j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[k+31:k]) * SCALE + DISP], Level=1, RFO = 1) 
Fl; 
ENDFOR 


VSCATTERPF1QPS (EVEX encoded version) 
(KL, VL) = (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[i+63:i]) * SCALE + DISP], Level=1, RFO = 1) 
Fl; 
ENDFOR 


VSCATTERPF1QPD (EVEX encoded version) 
(KL, VL) = (8, 512) 
FOR j := 0 TO KL-1 
i:=j* 64 
k :=j* 64 
IF k1{j] 
Prefetch( [BASE_ADDR + SignExtend(VINDEX[k+63:k]) * SCALE + DISP], Level=1, RFO = 1) 
Fl; 
ENDFOR 


Intel C/C++ Compiler Intrinsic Equivalent 
VSCATTERPF1DPD void _mm512_prefetch_i32scatter_pd(void *base, __m256i vdx, int scale, int hint); 


VSCATTERPF1DPD void __mm512_mask_prefetch_i32scatter_pd(void *base,__ mmask8 m, ___m256i vd, int scale, int hint); 
VSCATTERPF1DPS void __mm512_prefetch_i32scatter_ps(void *base, __m512i vdx, int scale, int hint); 
VSCATTERPF1DPS void __mm512_mask_prefetch_i32scatter_ps(void *base,__ mmask16 m,_m512i vdx, int scale, int hint); 


VSCATTERPF1QPD void_mm512_prefetch_i64scatter_pd(void * base, __m512i vdx, int scale, int hint); 
VSCATTERPF1QPD void __mm512_mask_prefetch_i64scatter_pd(void * base, _mmask8 m,___m512i vdx, int scale, int hint); 
VSCATTERPF1QPS void __mm512_prefetch_i64scatter_ps(void *base, __m512i vdx, int scale, int hint); 
VSCATTERPF1QPS void __mm512_mask_prefetch_i64scatter_ps(void *base, __mmask8 m, __m512i vdx, int scale, int hint); 


SIMD Floating-Point Exceptions 
None 


Other Exceptions 
See Table 2-62, “Type E12NP Class Exception Conditions”. 
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APPENDIX A 
OPCODE MAP 


Use the opcode tables in this chapter to interpret IA-32 and Intel 64 architecture object code. Instructions are 
divided into encoding groups: 


e 1-byte, 2-byte and 3-byte opcode encodings are used to encode integer, system, MMX technology, 
SSE/SSE2/SSE3/SSSE3/SSE4, and VMX instructions. Maps for these instructions are given in Table A-2 
through Table A-6. 


¢ Escape opcodes (in the format: ESC character, opcode, ModR/M byte) are used for floating-point instructions. 
The maps for these instructions are provided in Table A-7 through Table A-22. 


NOTE 


All blanks in opcode maps are reserved and must not be used. Do not depend on the operation of 
undefined or blank opcodes. 


A.1 USING OPCODE TABLES 


Tables in this appendix list opcodes of instructions (including required instruction prefixes, opcode extensions in 
associated ModR/M byte). Blank cells in the tables indicate opcodes that are reserved or undefined. Cells marked 
“Reserved-NOP” are also reserved but may behave as NOP on certain processors. Software should not use opcodes 
corresponding blank cells or cells marked “Reserved-NOP” nor depend on the current behavior of those opcodes. 


The opcode map tables are organized by hex values of the upper and lower 4 bits of an opcode byte. For i-byte 
encodings (Table A-2), use the four high-order bits of an opcode to index a row of the opcode table; use the four 
low-order bits to index a column of the table. For 2-byte opcodes beginning with OFH (Table A-3), skip any instruc- 
tion prefixes, the OFH byte (OFH may be preceded by 66H, F2H, or F3H) and use the upper and lower 4-bit values 
of the next opcode byte to index table rows and columns. Similarly, for 3-byte opcodes beginning with OF38H or 
OF3AH (Table A-4), skip any instruction prefixes, OF38H or OF3AH and use the upper and lower 4-bit values of the 
third opcode byte to index table rows and columns. See Section A.2.4, “Opcode Look-up Examples for One, Two, 
and Three-Byte Opcodes.” 


When a ModR/M byte provides opcode extensions, this information qualifies opcode execution. For information on 
how an opcode extension in the ModR/M byte modifies the opcode map in Table A-2 and Table A-3, see Section A.4. 


The escape (ESC) opcode tables for floating point instructions identify the eight high order bits of opcodes at the 
top of each page. See Section A.5. If the accompanying ModR/M byte is in the range of OOH-BFH, bits 3-5 (the top 
row of the third table on each page) along with the reg bits of ModR/M determine the opcode. ModR/M bytes 
outside the range of OOH-BFH are mapped by the bottom two tables on each page of the section. 


A.2 KEY TO ABBREVIATIONS 


Operands are identified by a two-character code of the form Zz. The first character, an uppercase letter, specifies 
the addressing method; the second character, a lowercase letter, specifies the type of operand. 


A.2.1 Codes for Addressing Method 


The following abbreviations are used to document addressing methods: 


A Direct address: the instruction has no ModR/M byte; the address of the operand is encoded in the instruc- 
tion. No base register, index register, or scaling factor can be applied (for example, far JMP (EA)). 


B The VEX.vvvv field of the VEX prefix selects a general purpose register. 
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The reg field of the ModR/M byte selects a control register (for example, MOV (OF20, OF22)). 


The reg field of the ModR/M byte selects a debug register (for example, 
MOV (0F21,0F23)). 


A ModR/M byte follows the opcode and specifies the operand. The operand is either a general-purpose 
register or a memory address. If it is a memory address, the address is computed from a segment register 
and any of the following values: a base register, an index register, a scaling factor, a displacement. 


EFLAGS/RFLAGS Register. 
The reg field of the ModR/M byte selects a general register (for example, AX (000)). 


The VEX.vvvv field of the VEX prefix selects a 128-bit XMM register or a 256-bit YMM register, determined 
by operand type. For legacy SSE encodings this operand does not exist, changing the instruction to 
destructive form. 


Immediate data: the operand value is encoded in subsequent bytes of the instruction. 


The instruction contains a relative offset to be added to the instruction pointer register (for example, JMP 
(OE9), LOOP). 


The upper 4 bits of the 8-bit immediate selects a 128-bit XMM register or a 256-bit YMM register, deter- 
mined by operand type. (the MSB is ignored in 32-bit mode) 


The ModR/M byte may refer only to memory (for example, BOUND, LES, LDS, LSS, LFS, LGS, 
CMPXCHG8B). 


The R/M field of the ModR/M byte selects a packed-quadword, MMX technology register. 


The instruction has no ModR/M byte. The offset of the operand is coded as a word or double word 
(depending on address size attribute) in the instruction. No base register, index register, or scaling factor 
can be applied (for example, MOV (A0-A3)). 


The reg field of the ModR/M byte selects a packed quadword MMX technology register. 


A ModR/M byte follows the opcode and specifies the operand. The operand is either an MMX technology 
register or a memory address. If it is a memory address, the address is computed from a segment register 
and any of the following values: a base register, an index register, a scaling factor, and a displacement. 


The R/M field of the ModR/M byte may refer only to a general register (for example, MOV (OF20-0F23)). 
The reg field of the ModR/M byte selects a segment register (for example, MOV (8C,8E)). 


The R/M field of the ModR/M byte selects a 128-bit XMM register or a 256-bit YMM register, determined by 
operand type. 


The reg field of the ModR/M byte selects a 128-bit XMM register or a 256-bit YMM register, determined by 
operand type. 


A ModR/M byte follows the opcode and specifies the operand. The operand is either a 128-bit XMM register, 
a 256-bit YMM register (determined by operand type), or a memory address. If it is a memory address, the 
address is computed from a segment register and any of the following values: a base register, an index 
register, a scaling factor, and a displacement. 


Memory addressed by the DS:rSI register pair (for example, MOVS, CMPS, OUTS, or LODS). 
Memory addressed by the ES:rDI register pair (for example, MOVS, CMPS, INS, STOS, or SCAS). 


Codes for Operand Type 


The following abbreviations are used to document operand types: 


a 


Two one-word operands in memory or two double-word operands in memory, depending on operand-size 
attribute (used only by the BOUND instruction). 


Byte, regardless of operand-size attribute. 
Byte or word, depending on operand-size attribute. 
Doubleword, regardless of operand-size attribute. 
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dq Double-quadword, regardless of operand-size attribute. 

p 32-bit, 48-bit, or 80-bit pointer, depending on operand-size attribute. 
pd 128-bit or 256-bit packed double-precision floating-point data. 

pi Quadword MMX technology register (for example: mm0O). 

ps 128-bit or 256-bit packed single-precision floating-point data. 

q Quadword, regardless of operand-size attribute. 


qq Quad-Quadword (256-bits), regardless of operand-size attribute. 


Ss 6-byte or 10-byte pseudo-descriptor. 

sd Scalar element of a 128-bit double-precision floating data. 

ss Scalar element of a 128-bit single-precision floating data. 

si Doubleword integer register (for example: eax). 

Vv Word, doubleword or quadword (in 64-bit mode), depending on operand-size attribute. 
Ww Word, regardless of operand-size attribute. 

x dq or qq based on the operand-size attribute. 

y Doubleword or quadword (in 64-bit mode), depending on operand-size attribute. 

Z Word for 16-bit operand-size or doubleword for 32 or 64-bit operand-size. 


A.2.3 Register Codes 
When an opcode requires a specific register as an operand, the register is identified by name (for example, AX, CL, 
or ESI). The name indicates whether the register is 64, 32, 16, or 8 bits wide. 


A register identifier of the form eXX or rXX is used when register width depends on the operand-size attribute. exx 
is used when 16 or 32-bit sizes are possible; rXX is used when 16, 32, or 64-bit sizes are possible. For example: 
eAX indicates that the AX register is used when the operand-size attribute is 16 and the EAX register is used when 
the operand-size attribute is 32. rAX can indicate AX, EAX or RAX. 


When the REX.B bit is used to modify the register specified in the reg field of the opcode, this fact is indicated by 
adding “/x” to the register name to indicate the additional possibility. For example, rCX/r9 is used to indicate that 
the register could either be rCX or r9. Note that the size of r9 in this case is determined by the operand size attri- 
bute (just as for rCX). 


A.2.4 Opcode Look-up Examples for One, Two, and Three-Byte Opcodes 


This section provides examples that demonstrate how opcode maps are used. 


A.2.4.1 One-Byte Opcode Instructions 


The opcode map for 1-byte opcodes is shown in Table A-2. The opcode map for 1-byte opcodes is arranged by row 
(the least-significant 4 bits of the hexadecimal value) and column (the most-significant 4 bits of the hexadecimal 
value). Each entry in the table lists one of the following types of opcodes: 


¢ Instruction mnemonics and operand types using the notations listed in Section A.2 
* Opcodes used as an instruction prefix 


For each entry in the opcode map that corresponds to an instruction, the rules for interpreting the byte following 

the primary opcode fall into one of the following cases: 

¢ AModR/M byte is required and is interpreted according to the abbreviations listed in Section A.1 and Chapter 
2, “Instruction Format,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A. 
Operand types are listed according to notations listed in Section A.2. 
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¢ AModR/M byte is required and includes an opcode extension in the reg field in the ModR/M byte. Use Table A-6 
when interpreting the ModR/M byte. 


e Use of the ModR/M byte is reserved or undefined. This applies to entries that represent an instruction prefix or 
entries for instructions without operands that use ModR/M (for example: 60H, PUSHA; 06H, PUSH ES). 


Example A-1. Look-up Example for 1-Byte Opcodes 
Opcode 030500000000H for an ADD instruction is interpreted using the 1-byte opcode map (Table A-2) as follows: 


¢ = The first digit (0) of the opcode indicates the table row and the second digit (3) indicates the table column. This 
locates an opcode for ADD with two operands. 


¢ The first operand (type Gv) indicates a general register that is a word or doubleword depending on the operand- 
size attribute. The second operand (type Ev) indicates a ModR/M byte follows that specifies whether the 
operand is a word or doubleword general-purpose register or a memory address. 


° The ModR/M byte for this instruction is 05H, indicating that a 32-bit displacement follows (OOOO0000H). The 
reg/opcode portion of the ModR/M byte (bits 3-5) is 000, indicating the EAX register. 


The instruction for this opcode is ADD EAX, mem_op, and the offset of mem_op is OOOOOOOOH. 


Some 1- and 2-byte opcodes point to group numbers (shaded entries in the opcode map table). Group numbers 
indicate that the instruction uses the reg/opcode bits in the ModR/M byte as an opcode extension (refer to Section 
A.4). 


A.2.4.2 Two-Byte Opcode Instructions 


The two-byte opcode map shown in Table A-3 includes primary opcodes that are either two bytes or three bytes in 
length. Primary opcodes that are 2 bytes in length begin with an escape opcode OFH. The upper and lower four bits 
of the second opcode byte are used to index a particular row and column in Table A-3. 


Two-byte opcodes that are 3 bytes in length begin with a mandatory prefix (66H, F2H, or F3H) and the escape 
opcode (OFH). The upper and lower four bits of the third byte are used to index a particular row and column in Table 
A-3 (except when the second opcode byte is the 3-byte escape opcodes 38H or 3AH; in this situation refer to 
Section A.2.4.3). 


For each entry in the opcode map, the rules for interpreting the byte following the primary opcode fall into one of 
the following cases: 


¢ A ModR/M byte is required and is interpreted according to the abbreviations listed in Section A.1 and Chapter 
2, “Instruction Format,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A. 
The operand types are listed according to notations listed in Section A.2. 


¢ AModR/M byte is required and includes an opcode extension in the reg field in the ModR/M byte. Use Table A-6 
when interpreting the ModR/M byte. 


¢ Use of the ModR/M byte is reserved or undefined. This applies to entries that represent an instruction without 
operands that are encoded using ModR/M (for example: OF77H, EMMS). 


Example A-2. Look-up Example for 2-Byte Opcodes 
Look-up opcode OFA4050000000003H for a SHLD instruction using Table A-3. 


° The opcode is located in row A, column 4. The location indicates a SHLD instruction with operands Ev, Gv, and 
Ib. Interpret the operands as follows: 


— Ev: The ModR/M byte follows the opcode to specify a word or doubleword operand. 
— Gv: The reg field of the ModR/M byte selects a general-purpose register. 
— Ib: Immediate data is encoded in the subsequent byte of the instruction. 


° The third byte is the ModR/M byte (05H). The mod and opcode/reg fields of ModR/M indicate that a 32-bit 
displacement is used to locate the first operand in memory and eAX as the second operand. 


° The next part of the opcode is the 32-bit displacement for the destination memory operand (OQOOQ0000H). The 
last byte stores immediate byte that provides the count of the shift (03H). 
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¢ By this breakdown, it has been shown that this opcode represents the instruction: SHLD DS:00000000H, EAX, 
3. 


A.2.4.3 Three-Byte Opcode Instructions 


The three-byte opcode maps shown in Table A-4 and Table A-5 includes primary opcodes that are either 3 or 4 
bytes in length. Primary opcodes that are 3 bytes in length begin with two escape bytes OF38H or OF3A. The upper 
and lower four bits of the third opcode byte are used to index a particular row and column in Table A-4 or Table A-5. 


Three-byte opcodes that are 4 bytes in length begin with a mandatory prefix (66H, F2H, or F3H) and two escape 
bytes (OF38H or OF3AH). The upper and lower four bits of the fourth byte are used to index a particular row and 
column in Table A-4 or Table A-5. 


For each entry in the opcode map, the rules for interpreting the byte following the primary opcode fall into the 
following case: 


° AModR/M byte is required and is interpreted according to the abbreviations listed in A.1 and Chapter 2, 
“Instruction Format,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A. The 
operand types are listed according to notations listed in Section A.2. 


Example A-3. Look-up Example for 3-Byte Opcodes 
Look-up opcode 660F3A0FC108H for a PALIGNR instruction using Table A-5. 


® 66H is a prefix and OF3AH indicate to use Table A-5. The opcode is located in row 0, column F indicating a 
PALIGNR instruction with operands Vdq, Wdq, and Ib. Interpret the operands as follows: 


— Vdq: The reg field of the ModR/M byte selects a 128-bit XMM register. 
— Wddq: The R/M field of the ModR/M byte selects either a 128-bit XMM register or memory location. 
— Ib: Immediate data is encoded in the subsequent byte of the instruction. 
¢ The next byte is the ModR/M byte (C1H). The reg field indicates that the first operand is XMMO. The mod shows 
that the R/M field specifies a register and the R/M indicates that the second operand is XMM1. 
° The last byte is the immediate byte (08H). 
¢ By this breakdown, it has been shown that this opcode represents the instruction: PALIGNR XMMO, XMM1, 8. 


A.2.4.4 VEX Prefix Instructions 


Instructions that include a VEX prefix are organized relative to the 2-byte and 3-byte opcode maps, based on the 
VEX.mmmmm field encoding of implied OF, OF38H, OF3AH, respectively. Each entry in the opcode map of a VEX- 
encoded instruction is based on the value of the opcode byte, similar to non-VEX-encoded instructions. 


A VEX prefix includes several bit fields that encode implied 66H, F2H, F3H prefix functionality (VEX.pp) and 
operand size/opcode information (VEX.L). See chapter 4 for details. 


Opcode tables A2-A6 include both instructions with a VEX prefix and instructions without a VEX prefix. Many entries 
are only made once, but represent both the VEX and non-VEX forms of the instruction. If the VEX prefix is present 
all the operands are valid and the mnemonic is usually prefixed with a “v”. If the VEX prefix is not present the 
VEX.vvvv operand is not available and the prefix “v” is dropped from the mnemonic. 


A few instructions exist only in VEX form and these are marked with a superscript “v”. 


Operand size of VEX prefix instructions can be determined by the operand type code. 128-bit vectors are indicated 
by 'dq', 256-bit vectors are indicated by 'qq', and instructions with operands supporting either 128 or 256-bit, 
determined by VEX.L, are indicated by 'x'. For example, the entry "VMOVUPD Vx,Wx" indicates both VEX.L=0 and 
VEX.L=1 are supported. 
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A.2.5 Superscripts Utilized in Opcode Tables 


Table A-1 contains notes on particular encodings. These notes are indicated in the following opcode maps by super- 
scripts. Gray cells indicate instruction groupings. 


Table A-1. Superscripts Utilized in Opcode Tables 


Superscript Meaning of Symbol 
Symbol 


1A Bits 5, 4, and 3 of ModR/M byte used as an opcode extension (refer to Section A.4, “Opcode Extensions For One-Byte 
And Two-byte Opcodes"). 

1B Use the OFOB opcode (UD2 instruction), the OFB9H opcode (UD1 instruction), or the OFFFH opcode (UDO instruction) 
when deliberately trying to generate an invalid opcode exception (#UD). 

1C Some instructions use the same two-byte opcode. If the instruction has variations, or the opcode represents 


different instructions, the ModR/M byte will be used to differentiate the instruction. For the value of the ModR/M 
byte needed to decode the instruction, see Table A-6. 


The instruction is invalid or not encodable in 64-bit mode. 40 through 4F (single-byte INC and DEC) are REX prefix 
combinations when in 64-bit mode (use FE/FF Grp 4 and 5 for INC and DEC). 


Instruction is only available when in 64-bit mode 


The operand size is forced to a 64-bit operand size when in 64-bit mode (prefixes that change operand size are 
ignored for this instruction in 64-bit mode). 


VEX form only exists. There is no legacy SSE form of the instruction. For Integer GPR instructions it means VEX 
prefix required. 


VEX128 & SSE forms only exist (no VEX256), when can't be inferred from the data size. 


When in 64-bit mode, instruction defaults to 64-bit operand size and cannot encode 32-bit operand size. 
v1 


A.3 ONE, TWO, AND THREE-BYTE OPCODE MAPS 


See Table A-2 through Table A-5 below. The tables are multiple page presentations. Rows and columns with 
sequential relationships are placed on facing pages to make look-up tasks easier. Note that table footnotes are not 
presented on each page. Table footnotes for each table are presented on the last page of the table. 
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Table A-2. One-byte Opcode Map: (OOH — F7H) * 


Gy, Ev AL, 


Eb, Gb Ev, Gv Gb, Eb Gv, Ev AL, rAX, Iz 


Gb, Eb Gv, Ev AL, Ib rAX, Iz 


Eb, Gb Ev, Gv 
INC'e4 general register / REX°® Prefixes 


eBP eSl eDl 


eAX eCxX eDX eBX eSP 
REX REX.B REX.X REX.XB REX.R REX.RB REX.RX REX.RXB 


PUSH* general register 
rAX/r8 rCX/r9 rDX/r10 rBX/r11 rSP/r12 rBP/r13 rSi/r14 rDI/r15 


PUSHA'®4/ POPA'4/ BOUND®4 ARPL'64 SEG=FS SEG=GS Operand Address 


PUSHAD!64 POPAD!®4 Gv, Ma Ew, Gw (Prefix) (Prefix) Size Size 
MOVSxD°64 (Prefix) (Prefix) 


Gv, Ev 
f64 Jb - Short-displacement jump on condition 


NO B/NAE/C NB/AE/NC Z/E NZ/NE 


Immediate Grp fs 


Ey, Iz Eb, Ib'®4 Ey, Ib Eb, Gb Ev, Gv 


Eb, Ib 


XCHG word, double-word or quad-word register with rAX 


NOP 
rSP/r12 rBP/r13 rSi/r14 


PAUSE(F3) 
XCHG r8, rAX BAM 


rDI/r15 


MOVS/B MOVS/W/D/Q CMPS/B CMPS/W/D 
AL, Ob TAX, Ov Ob, AL Ov, rAX erm ~ aie stad 
MOV immediate byte into byte register 


AL/R8B, Ib CLIR9B, Ib DL/R10B, Ib BL/R11B, Ib AH/R12B, Ib CH/R13B, Ib DH/R14B, Ib 
Shift Grp 214 near RET'®4 near RET!©4 Lesi64 Lbs! Grp 1118 - MOV 
ee Gz, Mp Eb, Ib Ey, Iz 


lw 
215, Us Bee lb VEX+2byte VEX+byte 


AAM'®4 AAD'®4 XLAT/ 
Ib Ib XLATB 


BH/R15B, Ib 


Shift Grp 214 


Eb, 1 Ev, 1 Eb, CL Ev, CL 


LOOPNE"4, LOOPE4/ Loopf4 Jrcxz'e4/ 


LOOPNz‘®4 Loopz'64 Jb Jb 
Jb Jb 


LOCK INT1 REPNE REP/REPE 
(Prefix) XACQUIRE XRELEASE 
(Prefix) (Prefix) 
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Table A-2. One-byte Opcode Map: (O8H — FFH) * 


PUSH 2-byte 
csi64 escape 
(Table A-3) 


PUSH POP 
psi64 psi64 


Eb, Gb Gb, Eb AL, rAX, Iz 


SEG=CS DAs!®4 
Eb, Gb Ev, Gv Gb, Eb Gv, Ev AL, rAX, Iz (Prefix) 
CMP SEG=DS AAsi64 
Eb, Gb Ev, Gv Gb, Eb Gv, Ev AL, Ib rAX, Iz (Prefix) 
DEC'®4 general register / REX°® Prefixes 


eAX eCX eDX eBX eSP eBP eSl eDl 
REX.W REX.WB REX.WX REX.WXB REX.WR REX.WRB REX.WRX REX.WRXB 


POP“ into general register 
rAX/r8 rCX/r9 rDX/r10 rBX/r11 rSP/r12 rBP/r13 rSi/r14 rDI/r15 


IMUL PUSH*“4 IMUL INS/ INS/ OUTS/ OUTS/ 
Gy, Ey, Iz Ib Gy, Ev, Ib INSB INSW/ OUTSB OUTSW/ 
Yb, DX INSD DX, Xb OUTSD 
Yz, DX DX, Xz 


ft 


Jec'®4 | Jb- Short displacement jump on condition 


NP/PO LINGE NL/GE NLE/G 


MOV LEA Grp 1A14 pops64 
Ev, Sw Gv, M 


Eb, Gb Ev, Gv Gb, Eb Gv, Ev 


CBW/ CWD/ far CALL'64 FWAIT/ PUSHF/D/Q 464/ | POPF/D/Q 44; 
CWDE/ cCDaQ/ Ap WAIT Fv Fv 
CDQE cao 


STOS/B STOS/W/D/Q LODS/B LODS/W/D/Q SCAS/B SCAS/W/D/Q 


AL, Ib rAX, Iz Yb, AL Yv, rAX AL, Xb rAX, Xv AL, Yb rAX, Yv 


MOV immediate word or double into word, double, or quad register 
rAX/r8, lv rCX/r9, lv rDX/r10, lv rBX/r11, lv rSP/r12, Iv rBP/r13, Iv rSi/r14, lv rDI/r15 , lv 
far RET far RET INT3 IRET/D/Q 


lw 


ESC (Escape to coprocessor instruction set 


near CALL4 
Jz DX, AL DX, eAX 


CLC INC/DEC. INC/DEC. 
Grp AWA Grp 514 


NOTES: 


* All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 
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vmovups 
Vps, Wps 


Table A-3. Two-byte Opcode Map: OOH — 77H (First Byte is OFH) * 


vmovups 
Wps, Vps 


vmovips 
Va, Ha, Mq 
vmovhips 
Vq, Ha, Uq 


vmovips 
Ma, Vq 


vunpcklips 
Vx, Hx, Wx 


SYSCALL°* 


vunpckhps 
Vx, Hx, Wx 


vmovhps”! 

Vdq, Hq, Mq 
vmovihps 

Vdq, Hq, Uq 


OPCODE MAP 


SYSRET°©* 


vmovhps*! 
Mq, Vq 


for) 
o 


vmovupd 
Vpd, Wpd 


vmovupd 
Wpd,Vpd 


vmovipd 
Vq, Hq, Mq 


vmovipd 
Mq, Vq 


vunpckipd 
Vx,Hx,Wx 


vunpckhpd 
Vx,Hx,Wx 


vmovhpd"1 
Vdq, Hq, Mq 


vmovhpd" 
Mq, Vq 


vmovss 
Vx, Hx, Wss 


vmovss 
Wss, Hx, Vss 


vmovslidup 
Vx, Wx 


vmovshdup 
Vx, Wx 


F3 
F2 


vmovsd 
Vx, Hx, Wsd 


vmovmskps 
Gy, Ups 


vmovsd 
Wsd, Hx, Vsd 


vsqrtps 
Vps, Wps 


vmovddup 
Vx, Wx 


B/C/NAE 


vrsqrtps 
Vps, Wps 


CMOVcce, (Gv, Ev) - Conditional Move 


AE/NB/NC 


vrcpps 
Vps, Wps 


SYSENTER 


E/Z 


vandps 
Vps, Hps, Wps 


SYSEXIT 


vandnps 
Vps, Hps, Wps 


vorps 
Vps, Hps, Wps 


GETSEC 


vxorps 
Vps, Hps, Wps 


vmovmskpd 
Gy,Upd 


vsqrtpd 
Vpd, Wpd 


vandpd 
Vpd, Hpd, Wed 


vandnpd 
Vpd, Hpd, Wpd 


vorpd 
Vpd, Hpd, Wed 


vxorpd 
Vpd, Hpd, Wed 


vsqrtss 
Vss, Hss, Wss 


vrsqrtss 
Vss, Hss, Wss 


vrcpss 
Vss, Hss, Wss 


punpcklbw 
Pq, Qd 


vpunpcklbw 
Vx, Hx, Wx 


vsqrtsd 
Vsd, Hsd, Wsd 


punpcklwd 
Pq, Qd 


vpunpcklwd 
Vx, Hx, Wx 


punpckldq 
Pq, Qd 


vpunpckldq 
Vx, Hx, Wx 


packsswb 
Pq, Qq 


vpacksswb 
Vx, Hx, Wx 


pcmpgtb 
Pq, Qq 


vpcmpgtb 
Vx, Hx, Wx 


vpcmpgtw 
Vx, Hx, Wx 


pcmpgtd 
Pq, Qq 


vpcmpgtd 
Vx, Hx, Wx 


packuswb 
Pq, Qq 


vpackuswb 
Vx, Hx, Wx 


pshufw 
Pq, Qaq, Ib 


vpshufd 
Vx, Wx, Ib 


vpshufhw 
Vx, Wx, Ib 


vpshuflw 
Vx, Wx, Ib 


pcmpeqb 
Pq, Qq 


pcmpeqw 
Pq, Qq 


pcmpeqd 
Pq, Qq 


emms 
vzeroupper’ 
vzeroallY 


vpcmpeqb 
Vx, Hx, Wx 


vpcmpeqw 
Vx, Hx, Wx 


vpcmpeqd 
Vx, Hx, Wx 
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vmovaps 
Vps, Wps 


Table A-3. Two-byte Opcode Map: 08H — 7FH (First Byte is OFH) * 


WBINVD 


Reserved-NOP 


vmovaps 
Wps, Vps 


bndidx 


2-byte Illegal 
Opcodes 
up2'8 


bndstx 


bndmov 


bndmov 


bndcl 


bndmk 


bndcu 


cvtpi2ps 
Vps, Qpi 


bndcn 


vmovntps 
Mps, Vps 


cevttps2pi 
Ppi, Wps 


prefetchw(/1) 
Ev 


Reserved-NOP 


cvtps2pi 
Ppi, Wps 


vucomiss 
Vss, Wss 


vcomiss 
Vss, Wss 


vmovapd 
Vpd, Wed 


vmovapd 
Wpd,Vpd 


cvtpi2pd 
Vpd, Qpi 


vmovntpd 
Mpd, Vpd 


evttpd2pi 
Ppi, Wpd 


cvtpd2pi 
Qpi, Wpd 


vucomisd 
Vsd, Wsd 


vcomisd 
Vsd, Wsd 


vevtsi2ss 
Vss, Hss, Ey 


vevttss2si 
Gy, Wss 


vevtss2si 
Gy, Wss 


3-byte escape 
(Table A-4) 


vaddps 
Vps, Hps, Wps 


vmulps 
Vps, Hps, Wps 


vevtsi2sd 
Vsd, Hsd, Ey 
3-byte escape 
(Table A-5) 


vevips2pd 
Vpd, Wps 


vevttsd2si 
Gy, Wsd 


CMOVcc(Gv, Ev) - Conditional Move 


NP/PO 


vevidq2ps 
Vps, Wdq 


LINGE 


vsubps 
Vps, Hps, Wps 


vevtsd2si 
Gy, Wsd 


vminps 
Vps, Hps, Wps 


vdivps 
Vps, Hps, Wps 


vmaxps 
Vps, Hps, Wps 


vaddpd 
Vpd, Hpd, Wed 


vmulpd 
Vpd, Hpd, Wpd 


vevipd2ps 
Vps, Wpd 


vevips2dq 
Vdq, Wps 


vsubpd 
Vpd, Hpd, Wpd 


vminpd 
Vpd, Hpd, Wpd 


vdivpd 
Vpd, Hpd, Wpd 


vmaxpd 
Vpd, Hpd, Wed 


vaddss 
Vss, Hss, Wss 


vmulss 
Vss, Hss, Wss 


vevtss2sd 
Vsd, Hx, Wss 


vevitps2dq 
Vdq, Wps 


vsubss 
Vss, Hss, Wss 


vminss 
Vss, Hss, Wss 


vdivss 
Vss, Hss, Wss 


vmaxss 
Vss, Hss, Wss 


vaddsd 
Vsd, Hsd, Wsd 


punpckhbw 
Pq, Qd 


vmulsd 
Vsd, Hsd, Wsd 


punpckhwd 
Pq, Qd 


vevtsd2ss 
Vss, Hx, Wsd 


punpckhdq 
Pq, Qd 


packssdw 
Pq, Qd 


vsubsd 
Vsd, Hsd, Wsd 


vminsd 
Vsd, Hsd, Wsd 


vdivsd 
Vsd, Hsd, Wsd 


movd/q 
Pd, Ey 


vmaxsd 
Vsd, Hsd, Wsd 


movq 
Pq, Qq 


vpunpckhbw 
Vx, Hx, Wx 


vpunpckhwd 
Vx, Hx, Wx 


vpunpckhdq 
Vx, Hx, Wx 


vpackssdw 
Vx, Hx, Wx 


vpunpcklqdq 
Vx, Hx, Wx 


vpunpckhqdq 
Vx, Hx, Wx 


vmovd/q 
vy, Ey 


vmovdga 
Vx, Wx 


VMREAD 
Ey, Gy 


VMWRITE 
Gy, Ey 


movd/q 
Ey, Pd 


vmovdqu 
Vx, Wx 


movq 
Qq, Pq 


vhaddpd 
Vpd, Hpd, Wed 


vhsubpd 
Vpd, Hpd, Wpd 


vmovd/q 
Ey, Vy 


vmovdga 
Wx,Vx 


vmovq 
Vq, Wq 


vmovdqu 
Wx,Vx 
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vhaddps 
Vps, Hps, Wps 


vhsubps 
Vps, Hps, Wps 


3 
x 


Table A-3. Two-byte Opcode Map: 80H — F7H (First Byte is OFH) * 


Jcc' 
B/CNAE 


B/C/NAE 


vempps 
Vps,Hps,Wps, Ib 


AE/NB/NC 


SETcc, Eb - Byte 
AE/NB/NC 


movnti 
My, Gy 


4 Jz - Long-displacement jump on conditi 


E/Z 


Set on condition 
E/Z 


pinsrw 
Pq,Ry/Mw, |b 


pextrw 
Gd, Nq, Ib 


vshufps 
Vps,Hps,Wps, |b 


vcmppd 
Vpd,Hpd,Wpd, |b 


vpinsrw 
Vdq,Hdq,Ry/Mw, |b 


vpextrw 
Gd, Udq, Ib 


vshufpd 
Vpd,Hpd,Wpd, Ib 


vempss 
Vss,Hss,Wss, |b 


psrlw 
Pq, Qq 


vcmpsd 
Vsd,Hsd,Wsd,|Ib 


psrid 
Pq, Qq 


psrlq 
Pq, Qq 


pmullw 
Pq, Qq 


OPCODE MAP 


pmovmskb 
Gd, Nq 


vaddsubpd 
Vpd, Hpd, Wpd 


vpsrlw 
Vx, Hx, Wx 


vpsrid 
Vx, Hx, Wx 


vpsriq 
Vx, Hx, Wx 


vpmullw 
Vx, Hx, Wx 


movq2dq 
Vdq, Nq 


vpmovmskb 
Gd, Ux 


vaddsubps 
Vps, Hps, Wps 
pavgb 
Pq, Qq 


psraw 
Pq, Qq 


psrad 
Pq, Qq 


pavgw 
Pq, Qq 


pmulhuw 
Pq, Qq 


pmulhw 
Pq, Qq 


movdq2q 
Pq, Uq 


movntq 
Mq, Pq 


vpavgb 
Vx, Hx, Wx 


vpsraw 
Vx, Hx, Wx 


vpsrad 
Vx, Hx, Wx 


vpavgw 
Vx, Hx, Wx 


vpmulhuw 
Vx, Hx, Wx 


vpmulhw 
Vx, Hx, Wx 


vevitpd2dq 
Vx, Wpd 


vmovntdq 
Mx, Vx 


vevidq2pd 
Vx, Wpd 


pmuludg 
Pq, Qq 


pmaddwd 
Pq, Qq 


vevipd2dq 
Vx, Wpd 


psadbw 
Pq, Qq 


maskmovq 
Pq, Nq 


vpmuludq 
Vx, Hx, Wx 


vpmaddwd 
Vx, Hx, Wx 


vpsadbw 
Vx, Hx, Wx 


vmaskmovdqu 
Vdq, Udq 


viddqu 
Vx, Mx 
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Table A-3. Two-byte Opcode Map: 88H — FFH (First Byte is OFH) * 


Jec!®4, Jz - Long-displacement jump on condition 
Ss NS P/PE NP/PO LINGE NL/GE LE/NG NLE/G 
SETcc, Eb - Byte Set on condition 
Ss NS P/PE NP/PO LINGE NL/GE LE/NG NLE/G 
A PUSH" Pops RSM BTS SHRD SHRD (Grp 15")! IMUL 
GS GS Ev, Gv Ev, Gv, Ib Ev, Gv, CL Gv, Ev 
JMPE Grp 1014 Grp 8'* BTC BSF BSR MOVSX 
(reserved for Invalid Opcode’® Ev, Ib Ev, Gv Gv, Ev Gv, Ev Gv Eb Cv E 
B emulator on IPF) Me Ynew 
F3 POPCNT TZCNT LZCNT 
Gv, Ev Gv, Ev Gv, Ev 
BSWAP 
RAX/EAX/ RCX/ECX/ RDX/EDX/ RBX/EBX/ RSP/ESP/ RBP/EBP/ RSI/ESI/ RDI/EDI/ 
R8/R8D R9/R9D R10/R10D R11/R11D R12/R12D R13/R13D R14/R14D R15/R15D 
Cc 
psubusb psubusw pminub pand paddusb paddusw pmaxub pandn 
Pq, Qq Pq, Qq Pq, Qq Pq, Qq Pq, Qq Pq, Qq Pq, Qq Pq, Qq 
66 vpsubusb vpsubusw vpminub vpand vpaddusb vpaddusw vpmaxub vpandn 
D Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx 
F3 
F2 
psubsb psubsw pminsw por paddsb paddsw pmaxsw pxor 
Pq, Qq Pq, Qq Pq, Qq Pq, Qq Pq, Qq Pq, Qq Pq, Qq Pq, Qq 
66 vpsubsb vpsubsw vpminsw vpor vpaddsb vpaddsw vpmaxsw vpxor 
E Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx 
F3 
F2 
psubb psubw psubd psubq paddb paddw paddd 
Pq, Qq Pq, Qq Pq, Qq Pq, Qq Pq, Qq Pq, Qq Pq, Qq oP 
F 66 vpsubb vpsubw vpsubd vpsubq vpaddb vpaddw vpaddd 
Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx Vx, Hx, Wx 
F2 
NOTES: 


* 
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All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 


Table A-4. Three-byte Opcode Map: OOH — F7H (First Two Bytes are OF 38H) * 


pshufb 
Pq, Qq 


phaddw 
Pq, Qq 


phaddd 
Pq, Qq 


phaddsw 
Pq, Qq 


pmaddubsw 
Pq, Qq 


phsubw 
Pq, Qq 


phsubd 
Pq, Qq 


OPCODE MAP 


phsubsw 
Pq, Qq 


vpshufb 
Vx, Hx, Wx 


pblendvb 
Vdq, Wdq 


vphaddw 
Vx, Hx, Wx 


vphaddd 
Vx, Hx, Wx 


vphaddsw 
Vx, Hx, Wx 
vevtph2ps” 
Vx, Wx, Ib 


vpmaddubsw 
Vx, Hx, Wx 


blendvps 
Vdq, Wdq 


vphsubw 
Vx, Hx, Wx 


blendvpd 
Vdq, Wdq 


vphsubd 
Vx, Hx, Wx 
vpermps” 
Vqa, Haq, Waq 


vphsubsw 
Vx, Hx, Wx 


vpmovsxbw 
Vx, Ux/Mq 


vpmovsxbd 
Vx, Ux/Md 


vpmovsxbq 
Vx, Ux/Mw 


vpmovsxwd 
Vx, Ux/Mq 


vpmovsxwq 
Vx, Ux/Md 


vpmovsxdq 
Vx, Ux/Mq 


vpmovzxbw 
Vx, Ux/Mq 


vpmovzxbd 
Vx, Ux/Md 


vpmovzxbq 
Vx, Ux/Mw 


vpmovzxwd 
Vx, Ux/Mq 


vpmovzxwq 
Vx, Ux/Md 


vpmovzxdq 
Vx, Ux/Mq 


vpermdY 
Vaq, Haq, Waq 


vpcmpgtq 
Vx, Hx, Wx 


vpmulld 
Vx, Hx, Wx 


vphminposuw 
Vdq, Wdq 


vpsrlvd/qY 
Vx, Hx, Wx 


vpsravdY 
Vx, Hx, Wx 


vpsllvd/qY 
Vx, Hx, Wx 


INVEPT 
Gy, Mdq 


INVVPID 
Gy, Mdq 


INVPCID 
Gy, Mdq 


vgatherdd/qY 
Vx,Hx,Wx 


vgatherqd/qY 
Vx,Hx,Wx 


vgatherdps/dY 
Vx,Hx,Wx 


vgatherqps/dY 
Vx,Hx,Wx 


vfimaddsub132ps/dY 
Vx,Hx,Wx 


vfimsubadd132ps/dY 
Vx,Hx,Wx 


vfimaddsub213ps/d¥ 
Vx,Hx,Wx 


vfimsubadd213ps/dY 
Vx,Hx,Wx 


vfimaddsub231ps/dY 
Vx,Hx,Wx 


vfimsubadd231ps/dY 
Vx,Hx,Wx 


ADCX 
Gy, Ey 


ADOX 
Gy, Ey 


MULXY 
By,Gy,rDX,Ey 
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Table A-4. Three-byte Opcode Map: 08H — FFH (First Two Bytes are OF 38H) * 


psignb 
Pq, Qq 


psignw 
Pq, Qq 


psignd 
Pq, Qq 


pmulhrsw 
Pq, Qq 


vpsignb 
Vx, Hx, Wx 


vpsignw 
Vx, Hx, Wx 


vpsignd 
Vx, Hx, Wx 


vpmulhrsw 
Vx, Hx, Wx 


vpermilps” 
Vx,Hx,Wx 


vpermilpdY 
Vx,Hx,Wx 


vtestps” 
Vx, Wx 


vtestpdY 
Vx, Wx 


vbroadcastss” 
Vx, Wd 


vpmuldq 
Vx, Hx, Wx 


vbroadcastsd” Vaqq, 
Wa 


vpcmpeqq 
Vx, Hx, Wx 


\vbroadcastf128” Vqq, 
Mdq 


vmovntdga 
Vx, Mx 


vpackusdw 
Vx, Hx, Wx 


vmaskmovps” 
Vx,Hx,Mx 


vmaskmovpdY 
Vx,Hx,Mx 


vmaskmovpsY 
Mx,Hx,Vx 


vmaskmovpdY 
Mx,Hx,Vx 


vpminsb 
Vx, Hx, Wx 


vpminsd 
Vx, Hx, Wx 


vpminuw 
Vx, Hx, Wx 


vpminud 
Vx, Hx, Wx 


vpmaxsb 
Vx, Hx, Wx 


vpmaxsd 
Vx, Hx, Wx 


vpmaxuw 
Vx, Hx, Wx 


vpmaxud 
Vx, Hx, Wx 


vpbroadcastdY 
Vx, Wx 


vpbroadcastq’ 
Vx, Wx 


vbroadcasti128” 
Vaq, Mdq 


vpbroadcastbY 
Vx, Wx 


vpbroadcastwY 
Vx, Wx 


vpmaskmovd/q" 
Vx,Hx,Mx 


vpmaskmovd/qY 
Mx,Vx,Hx 


vimadd132ps/dY 
Vx, Hx, Wx 


vimadd132ss/d¥ 
Vx, Hx, Wx 


vfmsub132ps/d” 
Vx, Hx, Wx 


vimsub132ss/d” 
Vx, Hx, Wx 


vinmadd132ps/d” 
Vx, Hx, Wx 


vinmadd132ss/d” 
Vx, Hx, Wx 


vinmsub132ps/dY 
Vx, Hx, Wx 


vfnmsub132ss/d” 
Vx, Hx, Wx 


vimadd213ps/dY 
Vx, Hx, Wx 


vimadd213ss/dY 
Vx, Hx, Wx 


vimsub213ps/d” 
Vx, Hx, Wx 


vfimsub213ss/dY 
Vx, Hx, Wx 


vinmadd213ps/d” 
Vx, Hx, Wx 


vinmadd213ss/dY 
Vx, Hx, Wx 


vinmsub213ps/dY 
Vx, Hx, Wx 


vfnmsub213ss/dY 
Vx, Hx, Wx 


vimadd231ps/dY 
Vx, Hx, Wx 


shatnexte 
Vdq,Wdq 


vimadd231ss/dY 
Vx, Hx, Wx 


shaimsg1 
Vdq,Wdq 


vimsub231ps/d” 
Vx, Hx, Wx 


sha1msg2 
Vdgq,Wdq 


vfimsub231ss/dY 
Vx, Hx, Wx 


sha256rnds2 
Vdq,Wdq 


vinmadd231ps/d” 
Vx, Hx, Wx 


sha256msg1 
Vdq,Wdq 


vinmadd231ss/dY 
Vx, Hx, Wx 


sha256msg2 
Vdq,Wdq 


vinmsub231ps/dY 
Vx, Hx, Wx 


vfnmsub231ss/dY 
Vx, Hx, Wx 


VAESIMC 
Vdq, Wdq 


VAESENC 
Vdq,Hdgq,Wdq 


VAESENCLAST 
Vdq,Hdq,Wdq 


VAESDEC 
Vdq,Hdq,Wdq 


VAESDECLAST 
Vdq,Hdq,Wdq 


* All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 


A-14 Vol. 2D 


Table A-5. Three-byte Opcode Map: OOH — F7H (First two bytes are OF 3AH) * 


vpermq” 
Vqq, Waq, Ib 


vpermpd” 
Vaq, Waq, |b 


vpblenddY 
Vx,Hx,Wx, Ib 


vpermilps” 
Vx, Wx, Ib 


vpermilpd” 
Vx, Wx, Ib 


vperm2f128Y 
Vqq,Hqq,Waq,|b 


OPCODE MAP 


vpextrb 
Rd/Mb, Vdq, Ib 


vpextrw 
Rd/Mw, Vdq, Ib 


vpextrd/q 
Ey, Vdq, Ib 


vextractps 
Ed, Vdq, Ib 


vpinsrb 
Vdq,Hdq,Ry/Mb, Ib 


vinsertps 
Vdq,Hdgq,Udq/Md, Ib 


vpinsrd/q 
Vdq,Hdq,Ey,|Ib 


vdpps 
Vx,Hx,Wx, Ib 


vdppd 
Vdq,Hdg,Wdq,Ib 


vmpsadbw 
Vx,Hx,Wx, Ib 


vpclmulqdq 
Vdq,Hdq,Wdq, |b 


vperm2i128” 
Vaqq,Hqq,Waq,lb 


vpcmpestrm 
Vdq, Wag, Ib 


vpcmpestri 
Vdq, Wag, Ib 


vpcmpistrm 
Vdq, Wag, Ib 


vpcmpistri 
Vdq, Wdg, Ib 


Tim) O JO}W]YS |oOlao}n 
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Table A-5. Three-byte Opcode Map: 08H — FFH (First Two Bytes are OF 3AH) * 
pix 


vroundps 
Vx,Wx,Ib 


vinsertf128” 
Vqq,Hqq,Waq,lb 


vroundpd 
Vx,Wx, Ib 


vextractf128” 
Wdq,Vqq,lb 


vroundss 
Vss,Wss, Ib 


vroundsd 
Vsd,Wsd,|b 


vblendps 
Vx,Hx,Wx,Ib 


vblendpd 
Vx,Hx,Wx,Ib 
vevtps2phY 
Wx, Vx, Ib 


vpblendw 
Vx,Hx,Wx, Ib 


palignr 
Pq, Qaq, Ib 
vpalignr 
Vx,Hx,Wx,Ib 


vinserti128” 
Vaq,Hqq,Waq, Ib 


vextracti128” 
Wdq,Vqq,lb 


vblendvps” 
Vx,Hx,Wx,Lx 


vblendvpdY 
Vx,Hx,Wx,Lx 


vpblendvbY 
Vx,Hx,Wx,Lx 


shatrnds4 
Vdq,Wdq,Ib 


VAESKEYGEN 
Vdq, Wdgq, Ib 


NOTES: 


* 
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A.4 OPCODE EXTENSIONS FOR ONE-BYTE AND TWO-BYTE OPCODES 


Some 1-byte and 2-byte opcodes use bits 3-5 of the ModR/M byte (the nnn field in Figure A-1) as an extension of 
the opcode. 


mod nnn R/M 


Figure A-1. ModR/M Byte nnn Field (Bits 5, 4, and 3) 


Opcodes that have opcode extensions are indicated in Table A-6 and organized by group number. Group numbers 
(from 1 to 16, second column) provide a table entry point. The encoding for the r/m field for each instruction can 
be established using the third column of the table. 


A.4.1 Opcode Look-up Examples Using Opcode Extensions 


An Example is provided below. 


Example A-4. Interpreting an ADD Instruction 
An ADD instruction with a 1-byte opcode of 80H is a Group 1 instruction: 
¢ Table A-6 indicates that the opcode extension field encoded in the ModR/M byte for this instruction is OOOB. 


° The r/m field can be encoded to access a register (11B) or a memory address using a specified addressing 
mode (for example: mem = OOB, 01B, 10B). 


Example A-5. Looking Up OF01C3H 

Look up opcode OF01C3 for a VMRESUME instruction by using Table A-2, Table A-3 and Table A-6: 
° OF tells us that this instruction is in the 2-byte opcode map. 

* 01 (row O, column 1 in Table A-3) reveals that this opcode is in Group 7 of Table A-6. 


° C3 is the ModR/M byte. The first two bits of C3 are 11B. This tells us to look at the second of the Group 7 rows 
in Table A-6. 


° The Op/Reg bits [5,4,3] are OOOB. This tells us to look in the 000 column for Group 7. 
e Finally, the R/M bits [2,1,0] are 011B. This identifies the opcode as the VMRESUME instruction. 


A.4.2 Opcode Extension Tables 
See Table A-6 below. 
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Table A-6. Opcode Extensions for One- and Two-byte Opcodes by Group Number * 


8F 1A 


CO0,C1 reg, imm SHL/SAL 
DO, D1 reg, 1 
D2, D3 reg, CL 


TEST MUL DIV IDIV 
Ib/Iz AL/rAX AL/rAX AL/rAX 


INC DEC 
Eb Eb 


INC DEC near CALL'4 far CALL near JMP‘64 PUSH%4 
Ev Ev Ev Ev Ev 


SLDT STR LLDT VERR 
Rv/Mw Rv/Mw Ew Ew 


SGDT SIDT LGDT SMSW INVLPG 
Ms Ms Ms Mw/Rv Mb 


F6, F7 


FE 


FF 


VMCALL (001)} MONITOR [XGETBV (000) SWAPGS 
VMLAUNCH (000) — |XSETBV (001) 064/900) 
(010) MWAIT (001) 
VMRESUME | CLAC (010) vNt00) 
(011) VMXOFF| STAC (011) 
(100) ENCLS (111) 


RDTSCP (001) 


ENCLU(111) 


ICMPXCH8B Mq VMPTRLD VMPTRST 
CMPXCHG16B Mq Mq 
Mdq 


VMCLEAR 


RDSEED 


XABORT (000) Ib 


XBEGIN (000) Jz 


psraw 
Nq, Ib 


vpsraw 
Hx, Ux, Ib 


psrid psrad 
Nq, Ib Nq, Ib 


vpsrid vpsrad 
Hx, Ux, Ib Hx,Ux, Ib 


psrlq psl 

Nq, Ib Nq, 

vpsriq vpsridq vps! vpslldq 
Hx, Ux, Ib Hx, Ux, Ib Hx,Ux, Ib Hx,Ux,|Ib 
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Table A-6. Opcode Extensions for One- and Two-byte Opcodes by Group Number * (Contd.) 


Encoding of Bits 5,4,3 of the ModR/M Byte (bits 2,1,0 in parenthesis) 
Opcode Group | Mod 7,6 


fxsave fxrstor Idmxcsr stmxcsr XRSTOR | XSAVEOPT clflush 


lfence mfence sfence 


RDFSBASE | RDGSBASE | WRFSBASE | WRGSBASE 
Ry Ry Ry Ry 


prefetch prefetch prefetch prefetch Reserved NOP 
NTA TO 11 T2 


Reserved NOP 


BLSMSK’ 
VEX.0F38 F3 By, Ey 


NOTES: 


* All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 
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A.5 ESCAPE OPCODE INSTRUCTIONS 


Opcode maps for coprocessor escape instruction opcodes (x87 floating-point instruction opcodes) are in Table A-7 
through Table A-22. These maps are grouped by the first byte of the opcode, from D8-DF. Each of these opcodes 
has a ModR/M byte. If the ModR/M byte is within the range of OOH-BFH, bits 3-5 of the ModR/M byte are used as 
an opcode extension, similar to the technique used for 1-and 2-byte opcodes (see A.4). If the ModR/M byte is 
outside the range of OOH through BFH, the entire ModR/M byte is used as an opcode extension. 


A.5.1 Opcode Look-up Examples for Escape Instruction Opcodes 


Examples are provided below. 


Example A-6. Opcode with ModR/M Byte in the OOH through BFH Range 
DD0504000000H can be interpreted as follows: 


¢ The instruction encoded with this opcode can be located in Section . Since the ModR/M byte (05H) is within the 
OOH through BFH range, bits 3 through 5 (000) of this byte indicate the opcode for an FLD double-real 
instruction (see Table A-9). 


¢ The double-real value to be loaded is at OOO00004H (the 32-bit displacement that follows and belongs to this 
opcode). 


Example A-7. Opcode with ModR/M Byte outside the OOH through BFH Range 
D8C1H can be interpreted as follows: 


¢ This example illustrates an opcode with a ModR/M byte outside the range of OOH through BFH. The instruction 
can be located in Section A.4. 


¢ In Table A-8, the ModR/M byte C1H indicates row C, column 1 (the FADD instruction using ST(0), ST(1) as 
operands). 


A.5.2 Escape Opcode Instruction Tables 


Tables are listed below. 


A.5.2.1 Escape Opcodes with D8 as First Byte 


Table A-7 and A-8 contain maps for the escape instruction opcodes that begin with D8H. Table A-7 shows the map if the ModR/M 
byte is in the range of OOH-BFH. Here, the value of bits 3-5 (the nnn field in Figure A-1) selects the instruction. 


Table A-7. D8 Opcode Map When ModR/M Byte is Within OOH to BFH * 


nnn Field of ModR/M Byte (refer to Figure A.4) 
000B 001B 010B 011B 100B 101B 110B 111B 


FADD FMUL FCOM FCOMP FSUB FSUBR FDIV FDIVR 
single-real single-real single-real single-real single-real single-real single-real single-real 


NOTES: 


* 


All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 
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Table A-8 shows the map if the ModR/M byte is outside the range of OOH-BFH. Here, the first digit of the ModR/M byte selects the 
table row and the second digit selects the column. 


FADD 


Table A-8. D8 Opcode Map When ModR/M Byte is Outside OOH to BFH * 


ST(0),ST(0) 


ST(0),ST(1) 


ST(0),ST(2) 


ST(0),ST(3) 


ST(0),ST(4) 


ST(0),ST(5) 


ST(0),ST(6) 


ST(0),ST(7) 


FCOM 


ST(0),ST(0) 


ST(0),ST(1) 


ST(0),T(2) 


ST(0),ST(3) 


ST(0),ST(4) 


ST(0),ST(5) 


ST(0),ST(6) 


ST(0),ST(7) 


FSUB 


ST(0),ST(0) 


ST(0),ST(1) 


ST(0),ST(2) 


ST(0),ST(3) 


ST(0),ST(4) 


ST(0),ST(5) 


ST(0),ST(6) 


ST(0),ST(7) 


FDIV 


ST(0),ST(0) 


ST(0),ST(1) 


ST(0),ST(2) 


ST(0),ST(3) 


FM 


ST(0),ST(4) 


UL 


ST(0),ST(5) 


ST(0),ST(6) 


ST(0),ST(7) 


ST(0),ST(0) 


ST(0),ST(1) 


ST(0),ST(2) 


ST(0),ST(3) 


ST(0),ST(4) 


ST(0),ST(5) 


ST(0),ST(6) 


ST(0),ST(7) 


FCOMP 


ST(0),ST(0) 


ST(0),ST(1) 


ST(0),T(2) 


ST(0),ST(3) 


ST(0),ST(4) 


ST(0),ST(5) 


ST(0),ST(6) 


ST(0),ST(7) 


FSUBR 


ST(0),ST(0) 


ST(0),ST(1) 


ST(0),ST(2) 


ST(0),ST(3) 


ST(0),ST(4) 


ST(0),ST(5) 


ST(0),ST(6) 


ST(0),ST(7) 


NOTES: 


* 


A.5.2.2 


FDI 


VR 


ST(0),ST(0) 


ST(0),ST(1) 


ST(0),ST(2) 


ST(0),ST(3) 


Escape Opcodes with D9 as First Byte 


Table A-9 and A-10 contain maps for escape instruction opcodes that begin with DOH. Table A-9 shows the map if the ModR/M 
byte is in the range of OOH-BFH. Here, the value of bits 3-5 (the nnn field in Figure A-1) selects the instruction. 


ST(0),ST(4) 


ST(0),ST(5) 


ST(0),ST(6) 


ST(0),ST(7) 


All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 


Table A-9. D9 Opcode Map When ModR/M Byte is Within OOH to BFH * 
nnn Field of ModR/M Byte 
011B 100B 


000B 001B 010B 101B 110B 111B 


FLD FST FSTP FLDENV FLDCW FSTENV FSTCW 
single-real single-real single-real 14/28 bytes 2 bytes 14/28 bytes 2 bytes 
NOTES: 


* 


All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 
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Table A-10 shows the map if the ModR/M byte is outside the range of OOH-BFH. Here, the first digit of the ModR/M byte selects 
the table row and the second digit selects the column. 


ST(0),ST(0) 


Table A-10. D9 Opcode Map When ModR/M Byte is Outside OOH to BFH * 


ST(0),ST(1) 


ST(0),ST(2) 


ST(0),ST(3) 


ST(0),ST(7) 


FNOP 


FCHS 


FTST 


FXAM 


F2XM1 


FPATAN 


FXTRACT 


FPREM1 


FDECSTP 


FINCSTP 


ST(0),ST(1) 


ST(0),ST(2) 


ST(0),ST(3) 


ST(0),ST(5) 


ST(0),ST(6) 


ST(0),ST(7) 


FLDL2T 


FLDL2E 


FLDPI 


FLDLG2 


FLDLN2 


FYL2XP1 


FSQRT 


FSINCOS 


FRNDINT 


FSCALE 


NOTES: 


* All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 


A.5.2.3 Escape Opcodes with DA as First Byte 
Table A-11 and A-12 contain maps for escape instruction opcodes that begin with DAH. Table A-11 shows the map if the ModR/M 
byte is in the range of OOH-BFH. Here, the value of bits 3-5 (the nnn field in Figure A-1) selects the instruction. 
Table A-11. DA Opcode Map When ModR/M Byte is Within OOH to BFH * 
nnn Field of ModR/M Byte 
000B 001B 010B 011B 100B 101B 


110B 111B 


FIADD FIMUL FICOM FICOMP FISUB FISUBR FIDIV FIDIVR 
dword-integer dword-integer dword-integer dword-integer dword-integer dword-integer dword-integer dword-integer 


NOTES: 


* All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 
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Table A-12 shows the map if the ModR/M byte is outside the range of OOH-BFH. Here, the first digit of the ModR/M byte selects 
the table row and the second digit selects the column. 


Table A-12. DA Opcode Map When ModR/M Byte is Outside OOH to BFH * 


FCM 


OVB 


ST(0),ST(0) 


ST(0),ST(1) 


ST(0),ST(2) 


ST(0),ST(3) 


ST(0),ST(4) 


ST(0),ST(5) 


ST(0),ST(6) 


ST(0),ST(7) 


FCMOVBE 


ST(0),ST(0) 


ST(0),ST(1) 


ST(0),ST(2) 


ST(0),ST(3) 


ST(0),ST(4) 


ST(0),ST(5) 


ST(0),ST(6) 


ST(0),ST(7) 


FCM 


OVE 


ST(0),ST(0) 


ST(0),ST(1) 


ST(0),ST(2) 


ST(0),ST(3) 


ST(0),ST(4) 


ST(0),ST(5) 


ST(0),ST(6) 


ST(0),ST(7) 


FCM 


OVU 


ST(0),ST(0) 


ST(0),ST(1) 


ST(0),ST(2) 


ST(0),ST(3) 


ST(0),ST(4) 


ST(0),ST(5) 


ST(0),ST(6) 


ST(0),ST(7) 


FUCOMPP 


NOTES: 


* All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 


A.5.2.4 Escape Opcodes with DB as First Byte 


Table A-13 and A-14 contain maps for escape instruction opcodes that begin with DBH. Table A-13 shows the map if the ModR/M 
byte is in the range of OOH-BFH. Here, the value of bits 3-5 (the nnn field in Figure A-1) selects the instruction. 


Table A-13. DB Opcode Map When ModR/M Byte is Within OOH to BFH * 
nnn Field of ModR/M Byte 


000B 001B 010B 011B 100B 101B 110B 111B 


FILD FISTTP FIST FISTP FLD FSTP 
dword-integer dword-integer dword-integer dword-integer extended-real extended-real 


NOTES: 


* 


All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 
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Table A-14 shows the map if the ModR/M byte is outside the range of OOH-BFH. Here, the first digit of the ModR/M byte selects 
the table row and the second digit selects the column. 


Table A-14. DB Opcode Map When ModR/M Byte is Outside OOH to BFH * 


FCMOVNB 
ST(0),ST(0) | ST(0),ST(1) | ST(0),ST(2) | ST(O),ST(3) | ST(0),ST(4) | ST(O),ST(5) | ST(O),ST(6) | ST(0),ST(7) 
FCMOVNBE 
ST(0),ST(0) | ST(0),ST(1) | ST(O),ST(2) | ST(0),ST(3) | ST(O),ST(4) | ST(O),ST(5) | ST(O),ST(6) | ST(0),ST(7) 
FCLEX FINIT 


ST(0),ST(0) | ST(0),ST(1) | ST(0),ST(2) ST(0),ST(5) | ST(0),ST(6) | ST(0),ST(7) 


FCMOVNE 
ST(0),ST(0) | ST(0),ST(1) | ST(O),ST(2) | ST(0),ST(3) | ST(O),ST(4) | ST(O),ST(5) | ST(O),ST(6) | ST(0),ST(7) 
FCMOVNU 
ST(0),ST(0) | ST(0),ST(1) | ST(O),ST(2) | ST(0),ST(3) | ST(O),ST(4) | ST(O),ST(5) | ST(O),ST(6) | ST(0),ST(7) 
FUCOMI 
ST(0),ST(0) | ST(0),ST(1) | ST(0),ST(2) | ST(0),ST(3) | ST(O),ST(4) | ST(O),ST(5) | ST(O),ST(6) | ST(0),ST(7) 


NOTES: 
* All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 


A.5.2.5 Escape Opcodes with DC as First Byte 


Table A-15 and A-16 contain maps for escape instruction opcodes that begin with DCH. Table A-15 shows the map if the ModR/M 
byte is in the range of OOH-BFH. Here, the value of bits 3-5 (the nnn field in Figure A-1) selects the instruction. 


Table A-15. DC Opcode Map When ModR/M Byte is Within OOH to BFH * 
nnn Field of ModR/M Byte (refer to Figure A-1) 


000B 001B 010B 011B 100B 101B 110B 111B 


FADD FMUL FCOM FCOMP FSUB FSUBR FDIV FDIVR 
double-real double-real double-real double-real double-real double-real double-real double-real 


NOTES: 


* 


All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 
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Table A-16 shows the map if the ModR/M byte is outside the range of OOH-BFH. In this case the first digit of the ModR/M byte 
selects the table row and the second digit selects the column. 


FADD 


Table A-16. DC Opcode Map When ModR/M Byte is Outside OOH to BFH * 


ST(0),ST(0) 


ST(1),ST(0) 


ST(2),ST(0) 


ST(3),ST(0) 


ST(4),ST(0) 


ST(5),ST(0) 


ST(6),ST(0) 


ST(7),ST(0) 


FSUBR 


ST(0),ST(0) 


ST(1),ST(0) 


ST(2),ST(0) 


ST(3),ST(0) 


ST(4),ST(0) 


ST(5),ST(0) 


ST(6),ST(0) 


ST(7),ST(0) 


FDI 


VR 


ST(0),ST(0) 


ST(1),ST(0) 


ST(2),ST(0) 


ST(3),ST(0) 


ST(4),ST(0) 


ST(5),ST(0) 


ST(6),ST(0) 


ST(7),ST(0) 


ST(0),ST(0) 


ST(1),ST(0) 


ST(2),ST(0) 


ST(3),ST(0) 


ST(4),ST(0) 


ST(5),ST(0) 


ST(7),ST(0) 


FS 


UB 


ST(0),ST(0) 


ST(1),ST(0) 


ST(2),ST(0) 


ST(3),ST(0) 


ST(4),ST(0) 


ST(5),ST(0) 


ST(6),ST(0) 


ST(7),ST(0) 


FDIV 


ST(0),ST(0) 


ST(1),ST(0) 


ST(2),ST(0) 


ST(3),ST(0) 


ST(4),ST(0) 


ST(5),ST(0) 


ST(6),ST(0) 


ST(7),ST(0) 


NOTES: 
* All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 


A.5.2.6 Escape Opcodes with DD as First Byte 


Table A-17 and A-18 contain maps for escape instruction opcodes that begin with DDH. Table A-17 shows the map if the ModR/M 
byte is in the range of OOH-BFH. Here, the value of bits 3-5 (the nnn field in Figure A-1) selects the instruction. 


Table A-17. DD Opcode Map When ModR/M Byte is Within OOH to BFH * 
nnn Field of ModR/M Byte 


000B 001B 010B 011B 100B 101B 110B 111B 


FLD FISTTP FST FSTP FRSTOR FSAVE FSTSW 
double-real integer64 double-real double-real 98/108bytes 98/108bytes 2 bytes 
NOTES: 


* 


All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 
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Table A-18 shows the map if the ModR/M byte is outside the range of OOH-BFH. The first digit of the ModR/M byte selects the table 
row and the second digit selects the column. 


Table A-18. DD Opcode Map When ModR/M Byte is Outside OOH to BFH * 


ST(4) ST(5) 


ST(4) ST(5) 


FUCOM 


ST(0),ST(0) ST(1),ST(0) ST(2),ST(0) ST(3),ST(0) ST(4),ST(0) ST(5),ST(0) ST(6),ST(0) ST(7),ST(0) 


NOTES: 


* All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 


A.5.2.7 Escape Opcodes with DE as First Byte 
Table A-19 and A-20 contain opcode maps for escape instruction opcodes that begin with DEH. Table A-19 shows the opcode map 
if the ModR/M byte is in the range of OOH-BFH. In this case, the value of bits 3-5 (the nnn field in Figure A-1) selects the instruc- 
tion. 
Table A-19. DE Opcode Map When ModR/M Byte is Within OOH to BFH * 
nnn Field of ModR/M Byte 
000B 001B 010B 011B 100B 101B 110B 111B 


FIADD FIMUL FICOM FICOMP FISUB FISUBR FIDIV FIDIVR 
word-integer word-integer word-integer word-integer word-integer word-integer word-integer word-integer 


NOTES: 


* 


All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 
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Table A-20 shows the opcode map if the ModR/M byte is outside the range of OOH-BFH. The first digit of the ModR/M byte selects 
the table row and the second digit selects the column. 


Table A-20. DE Opcode Map When ModR/M Byte is Outside OOH to BFH * 


FADDP 


ST(0),ST(0) 


ST(1),ST(0) 


ST(2),ST(0) 


ST(3),ST(0) 


ST(4),ST(0) 


ST(5),ST(0) 


ST(6),ST(0) 


ST(7),ST(0) 


FSUBRP 


ST(0),ST(0) 


ST(1),ST(0) 


ST(2),ST(0) 


ST(3),ST(0) 


ST(4),ST(0) 


ST(5),ST(0) 


ST(6),ST(0) 


ST(7),ST(0) 


FDIVRP 


ST(0),ST(0) 


ST(1),ST(0) 


ST(2),ST(0) 


ST(3),ST(0) 


ST(4),ST(0) 


ST(5),ST(0) 


ST(6),ST(0) 


ST(7),ST(0) 


ST(0),ST(0) 


ST(1),ST(0) 


ST(2),ST(0) 


ST(3),ST(0) 


ST(4),ST(0) 


ST(6),ST(0) 


ST(7),ST(0) 


FCOMPP 


FSUBP 
ST(3),ST(0) ST(4),ST(0) 
FDIVP 
ST(3),ST(0) ST(4),ST(0) 


ST(0),ST(0) | ST(1),ST(O) | ST(2),ST(O) ST(5),ST(0) | ST(6),ST(0) | ST(7),ST(O) 


ST(0),ST(0) 
NOTES: 


* 


ST(1),ST(0) ST(2),ST(0). ST(5),ST(0) ST(6),ST(0) ST(7),ST(0) 


All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 


A.5.2.8 Escape Opcodes with DF As First Byte 


Table A-21 and A-22 contain the opcode maps for escape instruction opcodes that begin with DFH. Table A-21 shows the opcode 
map if the ModR/M byte is in the range of OOH-BFH. Here, the value of bits 3-5 (the nnn field in Figure A-1) selects the instruction. 


Table A-21. DF Opcode Map When ModR/M Byte is Within OOH to BFH * 
nnn Field of ModR/M Byte 


000B 001B 010B 011B 100B 101B 110B 111B 


FILD FISTTP FIST FISTP FBLD FILD FBSTP FISTP 
word-integer word-integer word-integer word-integer packed-BCD qword-integer packed-BCD qword-integer 


NOTES: 


* 


All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 
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Table A-22 shows the opcode map if the ModR/M byte is outside the range of OOH-BFH. The first digit of the ModR/M byte selects 
the table row and the second digit selects the column. 


Table A-22. DF Opcode Map When ModR/M Byte is Outside OOH to BFH © 


FCOMIP 


ST(0),ST(1) ; ST(0),ST(3) ST(0),ST(4) ST(0),ST(5) ST(0),ST(6) ST(0),ST(7) 


FUCOMIP 
ST(0),ST(0) ST(0),ST(1) ; ST(0),ST(3) ST(0),ST(4) ST(0),ST(5) ST(0),ST(6) ST(0),ST(7) 


NOTES: 
* All blanks in all opcode maps are reserved and must not be used. Do not depend on the operation of undefined or reserved locations. 
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APPENDIX B 
INSTRUCTION FORMATS AND ENCODINGS 


This appendix provides machine instruction formats and encodings of IA-32 instructions. The first section describes 
the IA-32 architecture’s machine instruction format. The remaining sections show the formats and encoding of 
general-purpose, MMX, P6 family, SSE/SSE2/SSE3, x87 FPU instructions, and VMX instructions. Those instruction 
formats also apply to Intel 64 architecture. Instruction formats used in 64-bit mode are provided as supersets of 
the above. 


B.1 MACHINE INSTRUCTION FORMAT 


All Intel Architecture instructions are encoded using subsets of the general machine instruction format shown in 
Figure B-1. Each instruction consists of: 


® an opcode 


* aregister and/or address mode specifier consisting of the ModR/M byte and sometimes the scale-index-base 
(SIB) byte (if required) 
¢ adisplacement and an immediate data field (if required) 


76543210 76543210 76543210 
Legacy Prefixes | REX Prefixes [TTTTTTTT TTTTTTTT | TTTTTTTT 


Grp 1,Grp 2, (optional) 
Grp 3, Grp 4 1, 2, or 3 Byte Opcodes (T = Opcode 


7-6 5-3. 2:0 7-6 5-3 2-0 
—_ Mod Reg* R/M_ |Scale Index Base | d32|16|8|None d32|16|8|None 


ModR/M Byte SIB Byte Address Displacement Immediate Data 
NN (4,2, 1 Bytes or None) (4,2,1 Bytes or None) 
Register and/or Address NOTE: 
Mode Specifier 


* The Reg Field may be used as an 
opcode extension field (TTT) and as a 
way to encode diagnostic registers 
(eee). 


Figure B-1. General Machine Instruction Format 


The following sections discuss this format. 


B.1.1 Legacy Prefixes 


The legacy prefixes noted in Figure B-1 include 66H, 67H, F2H and F3H. They are optional, except when F2H, F3H 
and 66H are used in new instruction extensions. Legacy prefixes must be placed before REX prefixes. 


Refer to Chapter 2, “Instruction Format,” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2A, for more information on legacy prefixes. 
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B.1.2 REX Prefixes 


REX prefixes are a set of 16 opcodes that span one row of the opcode map and occupy entries 40H to 4FH. These 
opcodes represent valid instructions (INC or DEC) in IA-32 operating modes and in compatibility mode. In 64-bit 
mode, the same opcodes represent the instruction prefix REX and are not treated as individual instructions. 


Refer to Chapter 2, “Instruction Format,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2A, for more information on REX prefixes. 


B.1.3 Opcode Fields 


The primary opcode for an instruction is encoded in one to three bytes of the instruction. Within the primary 
opcode, smaller encoding fields may be defined. These fields vary according to the class of operation being 
performed. 


Almost all instructions that refer to a register and/or memory operand have a register and/or address mode byte 
following the opcode. This byte, the ModR/M byte, consists of the mod field (2 bits), the reg field (3 bits; this field 
is sometimes an opcode extension), and the R/M field (3 bits). Certain encodings of the ModR/M byte indicate that 
a second address mode byte, the SIB byte, must be used. 


If the addressing mode specifies a displacement, the displacement value is placed immediately following the 
ModR/M byte or SIB byte. Possible sizes are 8, 16, or 32 bits. If the instruction specifies an immediate value, the 
immediate value follows any displacement bytes. The immediate, if specified, is always the last field of the instruc- 
tion. 


Refer to Chapter 2, “Instruction Format,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2A, for more information on opcodes. 


B.1.4 Special Fields 


Table B-1 lists bit fields that appear in certain instructions, sometimes within the opcode bytes. All of these fields 
(except the d bit) occur in the general-purpose instruction formats in Table B-13. 


Table B-1. Special Fields Within Instruction Encodings 


Field Name Description sat - 

reg General-register specifier (see Table B-4 or B-5). 3 

Ww Specifies if data is byte or full-sized, where full-sized is 16 or 32 bits (see Table B-6). 1 

Ss Specifies sign extension of an immediate field (see Table B-7). 1 
sreg2 Segment register specifier for CS, SS, DS, ES (see Table B-8). 2 
sreg3 Segment register specifier for CS, SS, DS, ES, FS, GS (see Table B-8). 3 
eee Specifies a special-purpose (control or debug) register (see Table B-9). 3 
tttn For conditional instructions, specifies a condition asserted or negated (see Table B-12). 4 

d Specifies direction of data operation (see Table B-11). 1 
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Reg Field (reg) for Non-64-Bit Modes 


INSTRUCTION FORMATS AND ENCODINGS 


The reg field in the ModR/M byte specifies a general-purpose register operand. The group of registers specified is 
modified by the presence and state of the w bit in an encoding (refer to Section B.1.4.3). Table B-2 shows the 

encoding of the reg field when the w bit is not present in an encoding; Table B-3 shows the encoding of the reg field 
when the w bit is present. 


Table B-2. Encoding of reg Field When w Field is Not Present in Instruction 


reg Field Register Selected during Register Selected during 

16-Bit Data Operations 32-Bit Data Operations 
000 AX EAX 
001 CX ECX 
010 DX EDX 
011 BX EBX 
100 SP ESP 
101 BP EBP 
110 Sl ESI 
111 DI EDI 


Table B-3. Encoding of reg Field When w Field is Present in Instruction 


Register Specified by reg Field 
During 16-Bit Data Operations 


reg 


000 
001 
010 
011 
100 
101 
110 
111 


Function of w Field 


When w=0 When w= 1 
AL AX 
CL CX 
DL DX 
BL BX 
AH SP 
CH BP 
DH Sl 
BH DI 


reg 


000 
001 
010 
011 
100 
101 
110 
111 


Register Specified by reg Field 
During 32-Bit Data Operations 
Function of w Field 
When w=0 When w= 1 

AL EAX 

CL ECX 

DL EDX 

BL EBX 

AH ESP 

CH EBP 

DH ESI 

BH EDI 
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B.1.4.2 Reg Field (reg) for 64-Bit Mode 


Just like in non-64-bit modes, the reg field in the ModR/M byte specifies a general-purpose register operand. The 
group of registers specified is modified by the presence of and state of the w bit in an encoding (refer to Section 
B.1.4.3). Table B-4 shows the encoding of the reg field when the w bit is not present in an encoding; Table B-5 
shows the encoding of the reg field when the w bit is present. 


Table B-4. Encoding of reg Field When w Field is Not Present in Instruction 


reg Field Register Selected during Register Selected during Register Selected during 
16-Bit Data Operations 32-Bit Data Operations 64-Bit Data Operations 
000 AX EAX RAX 
001 CX ECX RCX 
010 DX EDX RDX 
011 BX EBX RBX 
100 SP ESP RSP 
101 BP EBP RBP 
110 Sl ESI RSI 
111 DI EDI RDI 


Table B-5. Encoding of reg Field When w Field is Present in Instruction 


Register Specified by reg Field Register Specified by reg Field 
During 16-Bit Data Operations During 32-Bit Data Operations 
Function of w Field Function of w Field 
ve When w =0 When w= 1 a When w=0 When w=1 
000 AL AX 000 AL EAX 
001 CL CX 001 CL ECX 
010 DL DX 010 DL EDX 
011 BL BX 011 BL EBX 
100 AH! SP 100 AH* ESP 
101 CH? BP 101 CH* EBP 
110 DH Sl 110 DH* ESI 
111 BH DI 111 BH* EDI 
NOTES: 


1. AH, CH, DH, BH can not be encoded when REX prefix is used. Such an expression defaults to the low byte. 


B.1.4.3 Encoding of Operand Size (w) Bit 


The current operand-size attribute determines whether the processor is performing 16-bit, 32-bit or 64-bit opera- 
tions. Within the constraints of the current operand-size attribute, the operand-size bit (w) can be used to indicate 
operations on 8-bit operands or the full operand size specified with the operand-size attribute. Table B-6 shows the 
encoding of the w bit depending on the current operand-size attribute. 


Table B-6. Encoding of Operand Size (w) Bit 


w Bit 


Operand Size When 


Operand-Size Attribute is 16 Bits 


8 Bits 
16 Bits 


Operand Size When 


Operand-Size Attribute is 32 Bits 


8 Bits 
32 Bits 
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INSTRUCTION FORMATS AND ENCODINGS 


The sign-extend (s) bit occurs in instructions with immediate data fields that are being extended from 8 bits to 16 


or 32 bits. See Table B-7. 


Table B-7. Encoding of Sign-Extend (s) Bit 


Effect on 8-Bit 
Immediate Data 


Effect on 16- or 32-Bit 
Immediate Data 


0 None 


1 Sign-extend to fill 16-bit or 32-bit destination 


None 


None 


B.1.4.5 Segment Register (sreg) Field 


When an instruction operates on a segment register, the reg field in the ModR/M byte is called the sreg field and is 
used to specify the segment register. Table B-8 shows the encoding of the sreg field. This field is sometimes a 2-bit 
field (Ssreg2) and other times a 3-bit field (sreg3). 


Table B-8. Encoding of the Segment Register (sreg) Field 


2-Bit sreg2 Field Segment Register Selected 3-Bit sreg3 Field Segment Register Selected 
00 ES 000 ES 
01 cs 001 cs 
10 SS 010 Ss 
11 DS 011 DS 
100 FS 
101 GS 
110 Reserved! 
111 Reserved 
NOTES: 


1. Do not use reserved encodings. 


B.1.4.6 Special-Purpose Register (eee) Field 


When control or debug registers are referenced in an instruction they are encoded in the eee field, located in bits 5 
though 3 of the ModR/M byte (an alternate encoding of the sreg field). See Table B-9. 


Table B-9. Encoding of Special-Purpose Register (eee) Field 


eee Control Register Debug Register 
000 CRO DRO 

001 Reserved? DR1 

010 CR2 DR2 

011 CR3 DR3 

100 CR4 Reserved 
101 Reserved Reserved 
110 Reserved DR6 

111 Reserved DR7 


NOTES: 
1. Do not use reserved encodings. 
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B.1.4.7 Condition Test (tttn) Field 


For conditional instructions (such as conditional jumps and set on condition), the condition test field (tttn) is 
encoded for the condition being tested. The ttt part of the field gives the condition to test and the n part indicates 
whether to use the condition (n = 0) or its negation (n = 1). 


¢ For i-byte primary opcodes, the tttn field is located in bits 3, 2, 1, and 0 of the opcode byte. 
° For 2-byte primary opcodes, the tttn field is located in bits 3, 2, 1, and 0 of the second opcode byte. 
Table B-10 shows the encoding of the tttn field. 


Table B-10. Encoding of Conditional Test (tttn) Field 


tttn Mnemonic Condition 
0000 0 Overflow 

0001 NO No overflow 

0010 B, NAE Below, Not above or equal 

0011 NB, AE Not below, Above or equal 

0100 E;Z Equal, Zero 

0101 NE, NZ Not equal, Not zero 

0110 BE, NA Below or equal, Not above 

0111 NBE, A Not below or equal, Above 

1000 S Sign 

1001 NS Not sign 

1010 P, PE Parity, Parity Even 

1011 NP, PO Not parity, Parity Odd 

1100 L, NGE Less than, Not greater than or equal to 
1101 NL, GE Not less than, Greater than or equal to 
1110 LE, NG Less than or equal to, Not greater than 
1111 NLE, G Not less than or equal to, Greater than 


B.1.4.8 Direction (d) Bit 


In many two-operand instructions, a direction bit (d) indicates which operand is considered the source and which 
is the destination. See Table B-11. 


¢ When used for integer instructions, the d bit is located at bit 1 of a 1-byte primary opcode. Note that this bit 
does not appear as the symbol “d” in Table B-13; the actual encoding of the bit as 1 or 0 is given. 


¢ When used for floating-point instructions (in Table B-16), the d bit is shown as bit 2 of the first byte of the 
primary opcode. 


Table B-11. Encoding of Operation Direction (d) Bit 


d Source Destination 
0 reg Field ModR/M or SIB Byte 
1 ModR/M or SIB Byte reg Field 


B.1.5 Other Notes 


Table B-12 contains notes on particular encodings. These notes are indicated in the tables shown in the following 
sections by superscripts. 
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Table B-12. Notes on Instruction Encoding 
Symbol Note 
A value of 11B in bits 7 and 6 of the ModR/M byte is reserved. 
A value of 01B (or 108) in bits 7 and 6 of the ModR/M byte is reserved. 


B.2 GENERAL-PURPOSE INSTRUCTION FORMATS AND ENCODINGS FOR NON- 
64-BIT MODES 


Table B-13 shows machine instruction formats and encodings for general purpose instructions in non-64-bit 
modes. 


Table B-13. General Purpose Instruction Formats and Encodings for Non-64-Bit Modes 


Instruction and Format Encoding 
AAA - ASCII Adjust after Addition 00110111 
AAD - ASCII Adjust AX before Division 1101 0101 : 0000 1010 
AAM - ASCII Adjust AX after Multiply 1101 0100 : 0000 1010 
AAS - ASCII Adjust AL after Subtraction 00111111 
ADC - ADD with Carry 
register1 to register2 0001 O0Ow : 11 reg] reg2 
register2 to register1 0001 001w: 11 reg] reg2 
memory to register 0001 001w: mod reg r/m 
register to memory 0001 O0Ow : mod reg r/m 
immediate to register 1000 OOsw: 11 010 reg: immediate data 
immediate to AL, AX, or EAX 0001 010w: immediate data 
immediate to memory 1000 OOsw : mod 010 r/m: immediate data 
ADD - Add 
register1 to register2 0000 O00w : 11 reg] reg2 
register2 to register1 0000 001w: 11 reg] reg2 
memory to register 0000 001w: mod reg r/m 
register to memory 0000 O00w : mod reg r/m 
immediate to register 1000 OOsw: 11 000 reg: immediate data 
immediate to AL, AX, or EAX 0000 010w: immediate data 
immediate to memory 1000 OOsw : mod 000 r/m: immediate data 
AND - Logical AND 
register1 to register2 0010 O000w: 11 reg] reg2 
register2 to register 0010 001w: 11 reg] reg2 
memory to register 0010 001w: mod reg r/m 
register to memory 0010 O0Ow : mod reg r/m 
immediate to register 1000 OOsw: 11 100 reg: immediate data 
immediate to AL, AX, or EAX 0010 010w: immediate data 
immediate to memory 1000 OOsw : mod 100 r/m: immediate data 
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Table B-13. General Purpose Instruction Formats and Encodings for Non-64-Bit Modes (Contd.) 


Instruction and Format 


Encoding 


ARPL - Adjust RPL Field of Selector 


from register 0110 0011: 11 reg] reg2 
from memory 0110 0011 : mod reg r/m 
BOUND - Check Array Against Bounds 0110 0010: mod’ reg r/m 
BSF - Bit Scan Forward 
register1, register2 0000 1111: 1011 1100: 11 reg] reg2 
memory, register 0000 1111: 1011 1100: mod reg r/m 
BSR - Bit Scan Reverse 
register1, register2 0000 1111: 1011 1101:11 reg] reg2 
memory, register 0000 1111: 1011 1101 :modregr/m 
BSWAP - Byte Swap 0000 1111:1100 1 reg 
BT - Bit Test 
register, immediate 0000 1111: 1011 1010: 11 100 reg: imm8 data 
memory, immediate 0000 1111: 1011 1010: mod 100 r/m: imm8 data 
register1, register2 0000 1111: 10100011:11 reg2 reg] 
memory, reg 0000 1111: 10100011 : mod reg r/m 
BTC - Bit Test and Complement 
register, immediate 0000 1111: 1011 1010: 11 111 reg: imm8 data 
memory, immediate 0000 1111: 1011 1010: mod 111 r/m: imm8 data 
register1, register2 0000 1111: 1011 1011:11 reg2 reg] 
memory, reg 0000 1111: 1011 1011 :modregr/m 
BTR - Bit Test and Reset 
register, immediate 0000 1111: 1011 1010: 11 110 reg: imm8 data 
memory, immediate 0000 1111: 1011 1010: mod 110 r/m: imm8 data 
register1, register2 0000 1111: 1011 0011:11 reg2 reg] 
memory, reg 0000 1111: 1011 0011: mod reg r/m 
BTS - Bit Test and Set 
register, immediate 0000 1111: 1011 1010: 11 101 reg: imm8 data 
memory, immediate 0000 1111: 1011 1010: mod 101 r/m: imm8 data 
register1, register2 0000 1111: 1010 1011:11 reg2 reg] 
memory, reg 0000 1111: 1010 1011: mod reg r/m 
CALL - Call Procedure (in same segment) 
direct 1110 1000: full displacement 
register indirect 1111 1111:11010reg 
memory indirect 1111 1111:mod010r/m 
CALL - Call Procedure (in other segment) 
direct 1001 1010: unsigned full offset, selector 
indirect 1111 1111:mod 011 r/m 
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Table B-13. General Purpose Instruction Formats and Encodings for Non-64-Bit Modes (Contd.) 


Instruction and Format Encoding 

CBW - Convert Byte to Word 1001 1000 

CDQ - Convert Doubleword to Qword 1001 1001 

CLC - Clear Carry Flag 1111 1000 

CLD - Clear Direction Flag 1111 1100 

CLI - Clear Interrupt Flag 1111 1010 

CLTS - Clear Task-Switched Flag in CRO 0000 1111 : 0000 0110 

CMC - Complement Carry Flag 1111 0101 

CMP - Compare Two Operands 

register] with register2 0011 100w: 11 reg1 reg2 


register2 with register] 0011 101w: 11 reg1 reg2 

memory with register 0011 100w: mod reg r/m 

register with memory 0011 101w: mod reg r/m 

immediate with register 1000 OOsw: 11 111 reg: immediate data 


immediate with AL, AX, or EAX 


0011 110w: 


immediate data 


immediate with memory 1000 OOsw : mod 111 r/m: immediate data 
CMPS/CMPSB/CMPSW/CMPSD - Compare String Operands 1010 011w 
CMPXCHG - Compare and Exchange 

register1, register2 0000 1111: 1011 O00w: 11 reg2 reg] 


memory, register 0000 1111: 1011 O0Ow: mod reg r/m 
CPUID - CPU Identification 0000 1111: 10100010 
CWD - Convert Word to Doubleword 1001 1001 
CWDE - Convert Word to Doubleword 1001 1000 
DAA - Decimal Adjust AL after Addition 00100111 
DAS - Decimal Adjust AL after Subtraction 00101111 
DEC - Decrement by 1 

register 1111 111w:11 001 reg 

register (alternate encoding) 0100 1 reg 

memory 1111 111w: mod 001 r/m 
DIV - Unsigned Divide 

AL, AX, or EAX by register 1111 011w:11110reg 

AL, AX, or EAX by memory 1111 011w: mod 110 r/m 
HLT - Halt 11110100 
IDIV - Signed Divide 

AL, AX, or EAX by register 1111 011w: 11111 reg 

AL, AX, or EAX by memory 1111 011w: mod 111 r/m 
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Table B-13. General Purpose Instruction Formats and Encodings for Non-64-Bit Modes (Contd.) 


Instruction and Format 


Encoding 


IMUL - Signed Multiply 


AL, AX, or EAX with register 


1111 011w: 11 101 reg 


AL, AX, or EAX with memory 


1111 011w: mod 101 reg 


register1 with register2 


0000 1111: 1010 1111:11:reg1 reg2 


register with memory 


0000 1111: 1010 1111: modregr/m 


register1 with immediate to register2 


0110 10s1: 11 reg] reg2 : immediate data 


memory with immediate to register 


0110 10s1 : mod reg r/m: immediate data 


IN - Input From Port 


fixed port 


1110 010w: port number 


variable port 


1110 110w 


INC - Increment by 1 


reg 1111 111w: 11 000 reg 
reg (alternate encoding) 0100 Oreg 
memory 1111 111w: mod 000 r/m 
INS - Input from DX Port 0110 110Ww 
INT n - Interrupt Type n 1100 1101: type 
INT - Single-Step Interrupt 3 1100 1100 
INTO - Interrupt 4 on Overflow 1100 1110 


INVD - Invalidate Cache 


0000 1111 : 0000 1000 


INVLPG - Invalidate TLB Entry 


0000 1111 : 0000 0001 : mod 111 r/m 


INVPCID - Invalidate Process-Context Identifier 


0110 0110:0000 1111:0011 1000:1000 0010: mod reg r/m 


IRET/IRETD - Interrupt Return 


1100 1111 


Jcc - Jump if Condition is Met 


8-bit displacement 


0111 tttn: 8-bit displacement 


full displacement 


0000 1111 : 1000 tttn: full displacement 


JCXZ/JECXZ - Jump on CX/ECX Zero 
Address-size prefix differentiates JCXZ 


and JECXZ 


1110 0011 : 8-bit displacement 


JMP - Unconditional Jump (to same segment) 


short 


1110 1011 : 8-bit displacement 


direct 


1110 1001 : full displacement 


register indirect 


1111 1111:11 100 reg 


memory indirect 


11111111 :mod 100 r/m 


JMP - Unconditional Jump (to other segment) 


direct intersegment 


1110 1010: unsigned full offset, selector 


indirect intersegment 


11111111 :mod 101 r/m 


LAHF - Load Flags into AHRegister 
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Table B-13. General Purpose Instruction Formats and Encodings for Non-64-Bit Modes (Contd.) 


Instruction and Format 


Encoding 


LAR - Load Access Rights Byte 


from register 0000 1111 : 0000 0010: 11 reg] reg2 
from memory 0000 1111 : 0000 0010: mod reg r/m 
LDS - Load Pointer to DS 1100 0101 : mod“ reg r/m 
LEA - Load Effective Address 1000 1101 : mod’ reg r/m 
LEAVE - High Level Procedure Exit 1100 1001 
LES - Load Pointer to ES 1100 0100: mod“® reg r/m 
LFS - Load Pointer to FS 0000 1111: 1011 0100: mod’ reg r/m 
LGDT - Load Global Descriptor Table Register 0000 1111 : 0000 0001 : mod’ 010 r/m 
LGS - Load Pointer to GS 0000 1111: 1011 0101 : mod’ reg r/m 
LIDT - Load Interrupt Descriptor Table Register 0000 1111 : 0000 0001 : mod’ 011 r/m 
LLDT - Load Local Descriptor Table Register 
LDTR from register 0000 1111: 0000 0000: 11010 reg 
LDTR from memory 0000 1111 : 0000 0000 : mod 010 r/m 
LMSW - Load Machine Status Word 
from register 0000 1111: 0000 0001:11 110 reg 
from memory 0000 1111 : 0000 0001 : mod 110 r/m 
LOCK - Assert LOCK# Signal Prefix 1111 0000 
LODS/LODSB/LODSW/LODSD - Load String Operand 1010 110w 
LOOP - Loop Count 1110 0010: 8-bit displacement 
LOOPZ/LOOPE - Loop Count while Zero/Equal 1110 0001 : 8-bit displacement 
LOOPNZ/LOOPNE - Loop Count while not Zero/Equal 1110 0000 : 8-bit displacement 
LSL - Load Segment Limit 
from register 0000 1111 : 0000 0011: 11 reg] reg2 
from memory 0000 1111 : 0000 0011 : mod reg r/m 
LSS - Load Pointer to SS 0000 1111: 1011 0010: mod’ reg r/m 
LTR - Load Task Register 
from register 0000 1111 : 0000 0000: 11 011 reg 
from memory 0000 1111 : 0000 0000: mod 011 r/m 
MOV - Move Data 
register1 to register2 1000 100w: 11 reg1 reg2 
register2 to register1 1000 101w: 11 reg! reg2 
memory to reg 1000 101w: mod reg r/m 
reg to memory 1000 100w: mod reg r/m 
immediate to register 1100 011w: 11 000 reg: immediate data 
immediate to register (alternate encoding) 1011 wreg: immediate data 
immediate to memory 1100 011w: mod 000 r/m: immediate data 
memory to AL, AX, or EAX 1010 000w : full displacement 
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Table B-13. General Purpose Instruction Formats and Encodings for Non-64-Bit Modes (Contd.) 


Instruction and Format 


Encoding 


AL, AX, or EAX to memory 


1010 001w: full displacement 


MOV - Move to/from Control Registers 


CRO from register 


0000 1111 : 0010 0010: -- 000 reg 


CR2 from register 


0000 1111 : 0010 0010: -- 010reg 


CR3 from register 


0000 1111: 0010 0010: -- 011 reg 


CR4 from register 


0000 1111: 0010 0010: -- 100 reg 


register from CRO-CR4 


0000 1111 :0010 0000: -- eee reg 


MOV - Move to/from Debug Registers 


DRO-DR3 from register 


0000 1111:0010 0011 : -- eee reg 


DR4-DR5 from register 


0000 1111 :0010 0011 : -- eee reg 


DR6-DR7 from register 


0000 1111 :0010 0011 : -- eee reg 


register from DR6-DR7 


0000 1111 :0010 0001 : -- eee reg 


register from DR4-DR5 


0000 1111 :0010 0001 : -- eee reg 


register from DRO-DR3 


0000 1111 :0010 0001 : -- eee reg 


MOV - Move to/from Segment Registers 


register to segment register 


1000 1110: 11 sreg3 reg 


register to SS 


1000 1110: 11 sreg3 reg 


memory to segment reg 


1000 1110: mod sreg3 r/m 


memory to SS 


1000 1110: mod sreg3 r/m 


segment register to register 


1000 1100: 11 sreg3 reg 


segment register to memory 


1000 1100: mod sreg3 r/m 


MOVBE - Move data after swapping bytes 


memory to register 


0000 1111: 0011 1000:1111 0000: mod reg r/m 


register to memory 


0000 1111: 0011 1000:1111 0001 : mod reg r/m 


MOVS/MOVSB/MOVSW/MOVSD - Move Data from String to 
String 


MOVSX - Move with Sign-Extend 


1010 010w 


memory to reg 


0000 1111: 1011 111w: mod reg r/m 


MOVZX - Move with Zero-Extend 


register2 to register1 


0000 1111: 1011 011w: 11 reg] reg2 


memory to register 


0000 1111: 1011 011w: mod reg r/m 


MUL - Unsigned Multiply 


AL, AX, or EAX with register 


1111 011w:11 100 reg 


AL, AX, or EAX with memory 


1111 011w: mod 100 r/m 


NEG - Two’s Complement Negation 


register 


1111 011w:11011 reg 


memory 


1111 011w: mod 011 r/m 


NOP - No Operation 
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Table B-13. General Purpose Instruction Formats and Encodings for Non-64-Bit Modes (Contd.) 


Instruction and Format 


Encoding 


NOP - Multi-byte No Operation! 


register 


0000 1111 0001 1111: 11 O00 reg 


memory 


0000 1111 0001 1111: mod 000 r/m 


NOT - One’s Complement Negation 


register 


1111 011w:11010reg 


memory 


1111 011w:mod010r/m 


OR - Logical Inclusive OR 


register1 to register2 


0000 100w: 11 reg] reg2 


register2 to register 1 


0000 101w: 11 reg] reg2 


memory to register 


0000 101w: mod reg r/m 


register to memory 


0000 100w : mod reg r/m 


immediate to register 


1000 OOsw: 11 001 reg: immediate data 


immediate to AL, AX, or EAX 


0000 110w: immediate data 


immediate to memory 


1000 OOsw: mod 001 r/m: immediate data 


OUT - Output to Port 


fixed port 1110 011w: port number 
variable port 1110111w 
OUTS - Output to DX Port 0110 111w 


POP - Pop a Word from the Stack 


register 


1000 1111: 11 000 reg 


register (alternate encoding) 


0101 1 reg 


memory 


1000 1111: mod 000 r/m 


POP - Pop a Segment Register from the Stack (Note: CS cannot be sreg2 in this usage.) 


segment register DS, ES 


000 sreg2 111 


segment register SS 


000 sreg2 111 


segment register FS, GS 
POPA/POPAD - Pop All General Registers 


0000 1111: 10 sreg3 001 
01100001 


POPF/POPFD - Pop Stack into FLAGS or EFLAGS Register 


1001 1101 


PUSH - Push Operand onto the Stack 


register 


1111 1111:11110reg 


register (alternate encoding) 


0101 Oreg 


memory 


1111 1111:mod 110 r/m 


immediate 


0110 10sO0 : immediate data 


PUSH - Push Segment Register onto the Stack 


segment register CS,DS,ES,SS 


000 sreg2 110 


segment register FS,GS 


0000 1111: 10 sreg3 000 


PUSHA/PUSHAD - Push All General Registers 


0110 0000 
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Table B-13. General Purpose Instruction Formats and Encodings for Non-64-Bit Modes (Contd.) 


Instruction and Format Encoding 

PUSHF/PUSHFD - Push Flags Register onto the Stack 1001 1100 
RCL - Rotate thru Carry Left 

register by 1 1101 000w: 11 010 reg 

memory by 1 1101 O000w : mod 010 r/m 

register by CL 1101 001w: 11010 reg 

memory by CL 1101 001w: mod 010 r/m 

register by immediate count 1100 000w: 11 010 reg: imm8 data 

memory by immediate count 1100 O00w : mod 010 r/m: imm8 data 


RCR - Rotate thru Carry Right 


register by 1 1101 000w: 11 011 reg 
memory by 1 1101 O00w : mod 011 r/m 
register by CL 1101 001w: 11011 reg 
memory by CL 1101 001w: mod 011 r/m 
register by immediate count 1100 O000w: 11 011 reg: imm8 data 
memory by immediate count 1100 O00w : mod 011 r/m: imm8 data 
RDMSR - Read from Model-Specific Register 0000 1111: 0011 0010 
RDPMC - Read Performance Monitoring Counters 0000 1111 :0011 0011 
RDTSC - Read Time-Stamp Counter 0000 1111 :0011 0001 
RDTSCP - Read Time-Stamp Counter and Processor ID 0000 1111 : 0000 0001: 1111 1001 
REP INS - Input String 1111 0011 :0110 110w 
REP LODS - Load String 1111 0011: 1010 110w 
REP MOVS - Move String 1111 0011: 1010 010w 
REP OUTS - Output String 1111 0011:0110111w 
REP STOS - Store String 1111 0011: 1010 101w 
REPE CMPS - Compare String 11110011: 1010 011w 
REPE SCAS - Scan String 1111 0011:1010 111w 
REPNE CMPS - Compare String 11110010: 1010 011w 
REPNE SCAS - Scan String 1111 0010: 1010 111w 
RET - Return from Procedure (to same segment) 
no argument 1100 0011 
adding immediate to SP 1100 0010: 16-bit displacement 
RET - Return from Procedure (to other segment) 
intersegment 1100 1011 
adding immediate to SP 1100 1010: 16-bit displacement 
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Table B-13. General Purpose Instruction Formats and Encodings for Non-64-Bit Modes (Contd.) 


Instruction and Format Encoding 
ROL - Rotate Left 
register by 1 1101 000w: 11 000 reg 
memory by 1 1101 O00w : mod 000 r/m 
register by CL 1101 001w: 11 000 reg 
memory by CL 1101 001w: mod 000 r/m 
register by immediate count 1100 000w : 11 000 reg: imm8 data 


memory by immediate count 


1100 000w : 


mod 000 r/m: imm8 data 


ROR - Rotate Right 


register by 1 1101 000w: 11 001 reg 

memory by 1 1101 O00w : mod 001 r/m 

register by CL 1101 001w: 11 001 reg 

memory by CL 1101 001w: mod 001 r/m 

register by immediate count 1100 000w : 11 001 reg: imm8 data 


memory by immediate count 1100 O00w : mod 001 r/m: imm8 data 
RSM - Resume from System Management Mode 0000 1111: 1010 1010 
SAHF - Store AH into Flags 1001 1110 


SAL - Shift Arithmetic Left 


same instruction as SHL 


SAR - Shift Arithmetic Right 


register by 1 1101 000w: 11 111 reg 

memory by 1 1101 O000w : mod 111 r/m 

register by CL 1101 001w:11 111 reg 

memory by CL 1101 001w: mod 111 r/m 

register by immediate count 1100 O00w: 11 111 reg: imm8 data 


memory by immediate count 


1100 000w : 


mod 111 r/m:immé8 data 


SBB - Integer Subtraction with Borrow 


register1 to register2 


0001 100w : 


11 reg] reg2 


register2 to register 0001 101w: 11 reg] reg2 

memory to register 0001 101w: mod reg r/m 

register to memory 0001 100w : mod reg r/m 

immediate to register 1000 OOsw: 11 011 reg: immediate data 


immediate to AL, AX, or EAX 


0001 110w: 


immediate data 


immediate to memory 1000 OOsw : mod 011 r/m: immediate data 
SCAS/SCASB/SCASW/SCASD - Scan String 1010 111w 
SETcc - Byte Set on Condition 

register 0000 1111: 1001 tttn: 11 000 reg 

memory 0000 1111: 1001 tttn : mod 000 r/m 
SGDT - Store Global Descriptor Table Register 0000 1111 : 0000 0001 : mod“ 000 r/m 
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Table B-13. General Purpose Instruction Formats and Encodings for Non-64-Bit Modes (Contd.) 


Instruction and Format Encoding 
SHL - Shift Left 
register by 1 1101 000w: 11 100 reg 
memory by 1 1101 O00w: mod 100 r/m 
register by CL 1101 001w:11 100 reg 
memory by CL 1101 001w: mod 100 r/m 
register by immediate count 1100 000w: 11 100 reg: imm8 data 
memory by immediate count 1100 O00w : mod 100 r/m: imm8 data 
SHLD - Double Precision Shift Left 
register by immediate count 0000 1111: 10100100: 11 reg2 reg] : imm8 
memory by immediate count 0000 1111: 10100100: mod reg r/m: imm8 
register by CL 0000 1111: 10100101: 11 reg2 reg] 
memory by CL 0000 1111: 10100101 : mod reg r/m 
SHR - Shift Right 
register by 1 1101 000w: 11 101 reg 
memory by 1 1101 O00w: mod 101 r/m 
register by CL 1101 001w: 11 101 reg 
memory by CL 1101 001w: mod 101 r/m 
register by immediate count 1100 000w: 11 101 reg: imm8 data 
memory by immediate count 1100 O00w : mod 101 r/m: imm8 data 
SHRD - Double Precision Shift Right 
register by immediate count 0000 1111: 1010 1100: 11 reg2 reg] : imm8 
memory by immediate count 0000 1111: 1010 1100: mod reg r/m: imm8 
register by CL 0000 1111: 1010 1101:11 reg2 reg] 
memory by CL 0000 1111: 1010 1101 : mod reg r/m 
SIDT - Store Interrupt Descriptor Table Register 0000 1111 : 0000 0001 : mod’ 001 r/m 
SLDT - Store Local Descriptor Table Register 
to register 0000 1111 : 0000 0000: 11 000 reg 
to memory 0000 1111 : 0000 0000 : mod 000 r/m 
SMSW - Store Machine Status Word 
to register 0000 1111: 0000 0001 : 11 100 reg 
to memory 0000 1111 : 0000 0001 : mod 100 r/m 
STC - Set Carry Flag 1111 1001 
STD - Set Direction Flag 11111101 
STI - Set Interrupt Flag 11111011 
STOS/STOSB/STOSW/STOSD - Store String Data 1010 101w 
STR - Store Task Register 
to register 0000 1111 : 0000 0000: 11 001 reg 
to memory 0000 1111 : 0000 0000 : mod 001 r/m 
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Table B-13. General Purpose Instruction Formats and Encodings for Non-64-Bit Modes (Contd.) 


Instruction and Format 


Encoding 


SUB - Integer Subtraction 


register1 to register2 


0010 100w: 11 reg] reg2 


register2 to register 


0010 101w: 11 reg] reg2 


memory to register 


0010 101w: mod reg r/m 


register to memory 


0010 100w: mod reg r/m 


immediate to register 


1000 OOsw: 11 101 reg: immediate data 


immediate to AL, AX, or EAX 


0010 110w: immediate data 


immediate to memory 


1000 OOsw: mod 101 r/m: immediate data 


TEST - Logical Compare 


register] and register2 


1000 010w: 11 reg1 reg2 


memory and register 


1000 010w: mod reg r/m 


immediate and register 


1111 011w: 11 000 reg: immediate data 


immediate and AL, AX, or EAX 


1010 100w: immediate data 


immediate and memory 


1111 011w: mod 000 r/m: immediate data 


UDO - Undefined instruction 


0000 1111:1111 1111 


UD1 - Undefined instruction 


0000 1111 : 0000 1011 


UD2 - Undefined instruction 


0000 FFFF : 0000 1011 


VERR - Verify a Segment for Reading 


register 0000 1111: 0000 0000:11 100 reg 

memory 0000 1111 : 0000 0000: mod 100 r/m 
VERW - Verify a Segment for Writing 

register 0000 1111: 0000 0000: 11 101 reg 

memory 0000 1111 : 0000 0000: mod 101 r/m 
WAIT - Wait 1001 1011 


WBINVD - Writeback and Invalidate Data Cache 


0000 1111 : 0000 1001 


WRMSR - Write to Model-Specific Register 
XADD - Exchange and Add 


0000 1111 : 0011 0000 


register1, register2 


0000 1111: 1100 000w: 11 reg2 reg] 


memory, reg 


0000 1111: 1100 O00w: mod reg r/m 


XCHG - Exchange Register/Memory with Register 


register] with register2 


1000 011w: 11 reg1 reg2 


AX or EAX with reg 1001 Oreg 
memory with reg 1000 011w: mod reg r/m 
XLAT/XLATB - Table Look-up Translation 11010111 


XOR - Logical Exclusive OR 


register1 to register2 


0011 O0Ow : 11 reg] reg2 


register2 to register1 


0011 001w: 11 reg] reg2 


memory to register 


0011 001w: mod reg r/m 
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Table B-13. General Purpose Instruction Formats and Encodings for Non-64-Bit Modes (Contd.) 


Instruction and Format 


Encoding 


register to memory 


0011 O0Ow : mod reg r/m 


immediate to register 


1000 OOsw: 11 110 reg: immediate data 


immediate to AL, AX, or EAX 


0011 010w: immediate data 


immediate to memory 


1000 OOsw: mod 110 r/m: immediate data 


Prefix Bytes 
address size 01100111 
LOCK 1111 0000 
operand size 01100110 
CS segment override 0010 1110 
DS segment override 00111110 
ES segment override 0010 0110 
FS segment override 01100100 
GS segment override 01100101 
SS segment override 00110110 


NOTES: 


1. The multi-byte NOP instruction does not alter the content of the register and will not issue a memory operation. 


B.2.1 General Purpose Instruction Formats and Encodings for 64-Bit Mode 


Table B-15 shows machine instruction formats and encodings for general purpose instructions in 64-bit mode. 
Table B-14. Special Symbols 


Symbol Application 
S If the value of REX.W. is 1, it overrides the presence of 66H. 
w The value of bit W. in REX is has no effect. 


Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode 


Instruction and Format 


Encoding 


ADC - ADD with Carry 


register1 to register2 


qwordregister1 to qwordregister2 


0100 OROB: 0001 O00w: 11 reg] reg2 
0100 1ROB: 0001 0001: 11 qwordreg] qwordreg2 


register2 to register1 


0100 OROB: 0001 001w: 11 reg] reg2 


qwordregister1 to qwordregister2 


memory to register 


0100 1ROB: 0001 0011: 11 qwordreg] qwordreg2 
0100 ORXB: 0001 001w: mod reg r/m 


memory to qwordregister 


0100 1RXB: 0001 0011 : mod qwordreg r/m 


register to memory 


qwordregister to memory 


0100 ORXB : 0001 O00Ow : mod reg r/m 
0100 1RXB: 0001 0001 : mod qwordreg r/m 


immediate to register 


0100 000B: 1000 OOsw: 11 010 reg: immediate 


immediate to qwordregister 


immediate to qwordregister 


0100 100B: 1000 0001 : 11 010 qwordreg : imm32 
0100 1ROB: 1000 0011: 11 010 qwordreg: imm8 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


immediate to AL, AX, or EAX 


0001 010w: immediate data 


immediate to RAX 


0100 1000 : 0000 0101 : imm32 


immediate to memory 


0100 OOXB: 1000 OOsw : mod 010 r/m: immediate 


immediate32 to memory64 


0100 10XB: 1000 0001 : mod 010 r/m: imm32 


immediate8 to memory64 


0100 10XB : 1000 0031 : mod 010 r/m: imm8 


ADD - Add 


register] to register2 


0100 OROB: 0000 000w: 11 reg] reg2 


qwordregister1 to qwordregister2 


0100 1ROB 0000 0000: 11 qwordreg1 qwordreg2 


register2 to register 


0100 OROB: 0000 001w: 11 reg] reg2 


qwordregister1 to qwordregister2 


0100 1ROB 0000 0010: 11 qwordreg1 qwordreg2 


memory to register 


0100 ORXB : 0000 001w: mod reg r/m 


memory64 to qwordregister 


0100 1RXB : 0000 0000 : mod qwordreg r/m 


register to memory 


0100 ORXB : 0000 O00w : mod reg r/m 


qwordregister to memory64 


0100 1RXB: 0000 0011 : mod qwordreg r/m 


immediate to register 


0100 OOO0B: 1000 OOsw: 11 000 reg: immediate data 


immediate32 to qwordregister 


0100 100B: 1000 0001 : 11 010 qwordreg: imm 


immediate to AL, AX, or EAX 


0000 010w: immediate8 


immediate to RAX 


0100 1000 : 0000 0101 : imm32 


immediate to memory 


0100 OOXB: 1000 OOsw : mod 000 r/m: immediate 


immediate32 to memory64 


0100 10XB: 1000 0001 : mod 010 r/m: imm32 


immediate8 to memory64 


0100 10XB: 1000 0011 : mod 010 r/m: imm8 


AND - Logical AND 


register1 to register2 


0100 OROB 0010 000w: 11 reg1 reg2 


qwordregister1 to qwordregister2 


0100 1ROB 0010 0001 : 11 qwordreg1 qwordreg2 


register2 to register 


0100 OROB 0010 001w: 11 reg1 reg2 


register1 to register2 


memory to register 


0100 1ROB 0010 0011 : 11 qwordreg1 qwordreg2 
0100 ORXB 0010 001w: mod reg r/m 


memory64 to qwordregister 


0100 1RXB: 0010 0011 : mod qwordreg r/m 


register to memory 


0100 ORXB : 0010 O00w : mod reg r/m 


qwordregister to memory64 


0100 1RXB: 0010 0001 : mod qwordreg r/m 


immediate to register 


0100 OOOB: 1000 00sw: 11 100 reg: immediate 


immediate32 to qwordregister 


0100 100B 1000 0001 : 11 100 qwordreg: imm32 


immediate to AL, AX, or EAX 


0010 010w: immediate 


immediate32 to RAX 


0100 1000 0010 1001 : imm32 


immediate to memory 


immediate32 to memory64 


0100 OOXB: 1000 OOsw: mod 100 r/m: immediate 
0100 10XB: 1000 0001 : mod 100 r/m: immediate32 


immediate8 to memory64 


0100 10XB : 1000 0011 : mod 100 r/m: imm8 


BSF - Bit Scan Forward 


Vol.2D B-19 


INSTRUCTION FORMATS AND ENCODINGS 


Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


register1, register2 


0100 OROB 0000 1111: 


1011 1100: 


11 reg] reg2 


qwordregister1, qwordregister2 


0100 1ROB 0000 1111: 
qwordreg2 


1011 1100 


:11 qwordreg1 


memory, register 


0100 ORXB 0000 1111: 


10111100: 


mod reg r/m 


memory64, qwordregister 


0100 1RXB 0000 1111: 


10111100: 


mod qwordreg r/m 


BSR - Bit Scan Reverse 


register1, register2 0100 OROB 0000 1111: 1011 1101: 11 reg] reg2 

qwordregister1, qwordregister2 0100 1ROB 0000 1111: 1011 1101: 11 qwordreg1 
qwordreg2 

memory, register 0100 ORXB 0000 1111: 1011 1101: mod reg r/m 

memory64, qwordregister 0100 1RXB 0000 1111: 1011 1101 : mod qwordreg r/m 


BSWAP - Byte Swap 


0000 1111: 1100 1 reg 


BSWAP - Byte Swap 


0100 100B 0000 1111: 


1100 1 qwordreg 


BT - Bit Test 


register, immediate 


0100 OOOB 0000 1111: 


1011 1010: 


11 100 reg: imm8 


qwordregister, immediate8 


0100 100B 1111: 1011 


1010: 11 100 qwordreg: imm8 data 


memory, immediate 


0100 OOXB 0000 1111: 


1011 1010: 


mod 100 r/m: imm8 


memory64, immediate8 


0100 10XB 0000 1111: 


1011 1010: 


mod 100 r/m: imm8 data 


register1, register2 0100 OROB 0000 1111: 1010 0011: 11 reg2 reg 
qwordregister1, qwordregister2 0100 1ROB 0000 1111 : 1010 0011: 11 qwordreg2 
qwordreg1 
memory, reg 0100 ORXB 0000 1111: 1010 0011 : mod reg r/m 
memory, qwordreg 0100 1RXB 0000 1111: 1010 0011 : mod qwordreg r/m 
BTC - Bit Test and Complement 
register, immediate 0100 OOOB 0000 1111: 1011 1010:11 111 reg: imm8 
qwordregister, immediate8 0100 100B 0000 1111: 1011 1010: 11 111 qwordreg: imm8 
memory, immediate 0100 OOXB 0000 1111: 1011 1010: mod 111 r/m: imm8 
memory64, immediate8 0100 10XB 0000 1111: 1011 1010: mod 111 r/m: imm8 
register1, register2 0100 OROB 0000 1111: 1011 1011: 11 reg2 reg] 
qwordregister1, qwordregister2 0100 1ROB 0000 1111: 1011 1011: 11 qwordreg2 
qwordreg1 
memory, register 0100 ORXB 0000 1111: 1011 1011: mod reg r/m 
memory, qwordreg 0100 1RXB 0000 1111: 1011 1011 : mod qwordreg r/m 
BTR - Bit Test and Reset 
register, immediate 0100 000B 0000 1111: 1011 1010:11 110 reg: imm8 
qwordregister, immediate8 0100 100B 0000 1111: 1011 1010: 11 110 qwordreg: imm8 
memory, immediate 0100 OOXB 0000 1111: 1011 1010: mod 110 r/m: imm8 
memory64, immediate8 0100 10XB 0000 1111: 1011 1010: mod 110 r/m: imm8 
register1, register2 0100 OROB 0000 1111: 1011 0011: 11 reg2 reg] 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


qwordregister1, qwordregister2 


0100 1ROB 0000 1111: 1011 0011: 11 qwordreg2 
qwordreg1 


memory, register 


0100 ORXB 0000 1111: 1011 0011 : mod reg r/m 


memory64, qwordreg 


0100 1RXB 0000 1111: 1011 0011 : mod qwordreg r/m 


BTS - Bit Test and Set 


register, immediate 


0100 OOOB 0000 1111: 1011 1010: 11 101 reg: imm8s 


qwordregister, immediate8 


0100 100B 0000 1111: 1011 1010: 11 101 qwordreg: imm8 


memory, immediate 


0100 OOXB 0000 1111: 1011 1010: mod 101 r/m: imm8 


memory64, immediate8 


0100 10XB 0000 1111: 1011 1010: mod 101 r/m: imm8 


register1, register2 


0100 OROB 0000 1111: 1010 1011: 11 reg2 reg! 


qwordregister1, qwordregister2 


0100 1ROB 0000 1111: 1010 1011: 11 qwordreg2 
qwordreg1 


memory, register 


0100 ORXB 0000 1111: 1010 1011 : mod reg r/m 


memory64, qwordreg 


0100 1RXB 0000 1111: 1010 1011 : mod qwordreg r/m 


CALL - Call Procedure (in same segment) 


direct 


1110 1000: displacement32 


register indirect 


0100 WROO” 1111 1111:11 010 reg 


memory indirect 


0100 WOXBY 1111 1111: mod 010 r/m 


CALL - Call Procedure (in other segment) 


indirect 1111 .1111:mod 011 r/m 
indirect 0100 10XB 0100 1000 1111 1111: mod 011 r/m 
CBW - Convert Byte to Word 1001 1000 
CDQ - Convert Doubleword to Qword+ 1001 1001 
CDQE - RAX, Sign-Extend of EAX 0100 1000 1001 1001 
CLC - Clear Carry Flag 1111 1000 
CLD - Clear Direction Flag 1111 1100 
CLI - Clear Interrupt Flag 1111 1010 
CLTS - Clear Task-Switched Flag in CRO 0000 1111 : 0000 0110 
CMC - Complement Carry Flag 11110101 


CMP - Compare Two Operands 


register] with register2 


0100 OROB 0011 100w: 11 reg1 reg2 


qwordregister1 with qwordregister2 


0100 1ROB 0011 1001: 11 qwordreg1 qwordreg2 


register2 with register] 


0100 OROB 0011 101w: 11 reg! reg2 


qwordregister2 with qwordregister1 


0100 1ROB 0011 101w: 11 qwordreg1 qwordreg2 


memory with register 


0100 ORXB 0011 100w: mod reg r/m 


memory64 with qwordregister 


register with memory 


0100 1RXB 0011 1001 : mod qwordreg r/m 
0100 ORXB 0011 101w: mod reg r/m 


qwordregister with memory64 


0100 1RXB 0011 101w1 : mod qwordreg r/m 


immediate with register 


0100 OOOB 1000 OOsw: 11 111 reg: imm 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


immediate32 with qwordregister 


0100 100B 1000 0001 : 11 111 qwordreg : imm64 


immediate with AL, AX, or EAX 


0011 110w: imm 


immediate32 with RAX 


0100 1000 0011 1101 : imm32 


immediate with memory 


0100 OOXB 1000 OOsw: mod 111 r/m: imm 


immediate32 with memory64 


0100 1RXB 1000 0001 : mod 111 r/m: imm64 


immediate8 with memory64 


0100 1RXB 1000 0011 : mod 111 r/m: imm8 


CMPS/CMPSB/CMPSW/CMPSD/CMPSQ - Compare String Operands 


compare string operands [ X at DS:(€)SI with Y at €S:(€)DI J 


1010 011w 


qword at address RSI with qword at address RDI 


0100 1000 1010 0111 


CMPXCHG - Compare and Exchange 


register1, register2 


0000 1111: 1011 O00w: 11 reg2 reg] 


byteregister1, byteregister2 0100 OOOB 0000 1111: 1011 0000: 11 bytereg2 reg1 


qwordregister1, qwordregister2 0100 100B 0000 1111: 1011 0001 : 11 qwordreg2 reg] 


memory, register 0000 1111: 1011 O00w: mod reg r/m 


memory8, byteregister 0100 OOXB 0000 1111: 1011 0000: mod bytereg r/m 


memory64, qwordregister 0100 10XB 0000 1111 : 1011 0001 : mod qwordreg r/m 


CPUID - CPU Identification 


0000 1111: 10100010 


CQO - Sign-Extend RAX 


0100 1000 1001 1001 


CWD - Convert Word to Doubleword 


1001 1001 


CWDE - Convert Word to Doubleword 


1001 1000 


DEC - Decrement by 1 


register 


0100 0OOB 1111 111w: 11 001 reg 


qwordregister 


0100 100B 1111 1111:11 001 qwordreg 


memory 


0100 OOXB 1111 111w: mod 001 r/m 


memory64 


0100 10XB 1111 1111: mod 001 r/m 


DIV - Unsigned Divide 
AL, AX, or EAX by register 


0100 OOOB 1111 011w: 11110 reg 


Divide RDX:RAX by qwordregister 


0100 100B 1111 0111: 11 110 qwordreg 


AL, AX, or EAX by memory 


0100 OOXB 1111 011w: mod 110 r/m 


Divide RDX:RAX by memory64 


0100 10XB 1111 0111: mod 110 r/m 


ENTER - Make Stack Frame for High Level Procedure 


1100 1000: 16-bit displacement : 8-bit level (L) 


HLT - Halt 


11110100 


IDIV - Signed Divide 


AL, AX, or EAX by register 


0100 0OOB 1111 011w: 11111 reg 


RDX:RAX by qwordregister 0100 100B 1111 0111:11 111 qwordreg 
AL, AX, or EAX by memory 0100 OOXB 1111 011w: mod 111 r/m 
RDX:RAX by memory64 0100 10XB 1111 0111 :mod 111 r/m 


IMUL - Signed Multiply 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


AL, AX, or EAX with register 


0100 000B 1111 011w:11 101 reg 


RDX:RAX := RAX with qwordregister 


0100 100B 1111 0111: 11 101 qwordreg 


AL, AX, or EAX with memory 


0100 OOXB 1111 011w: mod 101 r/m 


RDX:RAX := RAX with memory64 


0100 10XB 1111 0111: mod 101 r/m 


register] with register2 


0000 1111:10101111:11:reg1 reg2 


qwordregister1 := qwordregister1 with qwordregister2 


0100 1ROB 0000 1111: 1010 1111: 11 : qwordreg1 
qwordreg2 


register with memory 


0100 ORXB 0000 1111: 10101111 : mod reg r/m 


qwordregister := qwordregister with memory64 


0100 1RXB 0000 1111: 1010 1111 : mod qwordreg r/m 


register1 with immediate to register2 


0100 OROB 0110 10s1: 11 reg] reg2 : imm 


qwordregister1 := qwordregister2 with sign-extended 
immediate8 


0100 1ROB 0110 1011 : 11 qwordreg1 qwordreg2 : imm8 


qwordregister1 := qwordregister2 with immediate32 


0100 1ROB 0110 1001 : 11 qwordreg1 qwordreg2 : imm32 


memory with immediate to register 


0100 ORXB 0110 10s1 : mod reg r/m: imm 


qwordregister := memory64 with sign-extended immediate8 


0100 1RXB 0110 1011 : mod qwordreg r/m: imm8 


qwordregister := memory64 with immediate32 


0100 1RXB 0110 1001 : mod qwordreg r/m : imm32 


IN - Input From Port 


fixed port 


1110 010w: port number 


variable port 


1110 110w 


INC - Increment by 1 


reg 0100 000B 1111 111w: 11 000 reg 
qwordreg 0100 100B 1111 1111: 11 000 qwordreg 
memory 0100 OOXB 1111 111w: mod 000 r/m 
memory64 0100 10XB 1111 1111: mod 000 r/m 

INS - Input from DX Port 0110 110w 

INT n - Interrupt Type n 1100 1101: type 

INT - Single-Step Interrupt 3 1100 1100 

INTO - Interrupt 4 on Overflow 1100 1110 


INVD - Invalidate Cache 


0000 1111 : 0000 1000 


INVLPG - Invalidate TLB Entry 


0000 1111 : 0000 0001 : mod 111 r/m 


INVPCID - Invalidate Process-Context Identifier 


0110 0110:0000 1111:0011 1000:1000 0010: mod reg r/m 


IRETO - Interrupt Return 


1100 1111 


Jcc - Jump if Condition is Met 


8-bit displacement 


0111 tttn : 8-bit displacement 


displacements (excluding 16-bit relative offsets) 


0000 1111: 1000 tttn : displacement32 


JCXZ/JECXZ - Jump on CX/ECX Zero 
Address-size prefix differentiates JCXZ and JECXZ 


1110 0011 : 8-bit displacement 


JMP - Unconditional Jump (to same segment) 


short 


1110 1011 : 8-bit displacement 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


direct 


1110 1001 : displacement32 


register indirect 


0100 WOOB” : 1111 1111: 11 100 reg 


memory indirect 


0100 WOXB™ : 1111 1111: mod 100 r/m 


JMP - Unconditional Jump (to other segment) 


indirect intersegment 


0100 OOXB: 1111 1111: mod 101 r/m 


64-bit indirect intersegment 


0100 10XB: 1111 1111: mod 101 r/m 


LAR - Load Access Rights Byte 


from register 


0100 OROB : 0000 1111 : 0000 0010: 11 regi reg2 


from dwordregister to qwordregister, masked by OOFxFFOOH 


from memory 


0100 WROB: 0000 1111 : 0000 0010: 11 qwordreg1 
dwordreg2 


0100 ORXB : 0000 1111 : 0000 0010: mod reg r/m 


from memory32 to qwordregister, masked by OOFxFFOOH 


0100 WRXB 0000 1111 : 0000 0010: mod r/m 


LEA - Load Effective Address 


in wordregister/dwordregister 


0100 ORXB: 1000 1101 : mod“ reg r/m 


in qwordregister 


0100 1RXB: 1000 1101 : mod4 qwordreg r/m 


LEAVE - High Level Procedure Exit 
LFS - Load Pointer to FS 


1100 1001 


FS:r16/r32 with far pointer from memory 


0100 ORXB : 0000 1111: 1011 0100: mod’ reg r/m 


FS:r64 with far pointer from memory 
LGDT - Load Global Descriptor Table Register 


0100 1RXB: 0000 1111: 1011 0100: mod’ qwordreg r/m 
0100 10XB : 0000 1111 : 0000 0001 : mod’ 010 r/m 


LGS - Load Pointer to GS 


GS:r16/r32 with far pointer from memory 


GS:r64 with far pointer from memory 


0100 ORXB : 0000 1111: 1011 0101 : mod’ reg r/m 
0100 1RXB: 0000 1111: 1011 0101 : mod’ qwordreg r/m 


LIDT - Load Interrupt Descriptor Table Register 


0100 10XB : 0000 1111 : 0000 0001 : mod’ 011 r/m 


LLDT - Load Local Descriptor Table Register 


LDTR from register 


0100 O00B : 0000 1111 : 0000 0000: 11 010 reg 


LDTR from memory 


0100 OOXB :0000 1111 : 0000 0000 : mod 010 r/m 


LMSW - Load Machine Status Word 


from register 


0100 000B : 0000 1111 : 0000 0001 : 11 110 reg 


from memory 


0100 OOXB :0000 1111 : 0000 0001 : mod 110 r/m 


LOCK - Assert LOCK# Signal Prefix 
LODS/LODSB/LODSW/LODSD/LODSQ - Load String Operand 


1111 0000 


at DS:(€)SI to AL/EAX/EAX 


1010 110w 


at (R)SI to RAX 


0100 1000 1010 1101 


LOOP - Loop Count 


if count # O, 8-bit displacement 


1110 0010 


if count # O, RIP + 8-bit displacement sign-extended to 64-bits 


0100 1000 1110 0010 


LOOPE - Loop Count while Zero/Equal 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


if count # O & ZF =1, 8-bit displacement 


1110 0001 


if count # 0 & ZF = 1, RIP + 8-bit displacement sign-extended to 
64-bits 


0100 1000 1110 0001 


LOOPNE/LOOPNZ - Loop Count while not Zero/Equal 


if count # O & ZF = O, 8-bit displacement 


1110 0000 


if count # 0 & ZF = 0, RIP + 8-bit displacement sign-extended to 
64-bits 


0100 1000 1110 0000 


LSL - Load Segment Limit 


from register 


0000 1111: 0000 0011: 11 reg] reg2 


from qwordregister 


0100 1ROO 0000 1111 : 0000 0011: 11 qwordreg] reg2 


from memory16 


0000 1111: 0000 0011 : mod reg r/m 


from memory64 


0100 1RXB 0000 1111 : 0000 0011 : mod qwordreg r/m 


LSS - Load Pointer to SS 


SS:r16/r32 with far pointer from memory 


0100 ORXB : 0000 1111: 1011 0010: mod’ reg r/m 


SS:r64 with far pointer from memory 


0100 1WXB: 0000 1111: 1011 0010: mod’ qwordreg r/m 


LTR - Load Task Register 


from register 


0100 OROO : 0000 1111 : 0000 0000: 11 011 reg 


from memory 


0100 OOXB : 0000 1111 : 0000 0000 : mod 011 r/m 


MOV - Move Data 


register1 to register2 


0100 OROB: 1000 100w: 11 reg] reg2 


qwordregister1 to qwordregister2 


0100 1ROB 1000 1001 : 11 qwordeg1 qwordreg2 


register2 to register1 


0100 OROB: 1000 101w: 11 reg] reg2 


qwordregister2 to qwordregister1 


0100 1ROB 1000 1011: 11 qwordreg1 qwordreg2 


memory to reg 


0100 ORXB: 1000 101w: mod reg r/m 


memory64 to qwordregister 


0100 1RXB 1000 1011 : mod qwordreg r/m 


reg to memory 


0100 ORXB: 1000 100w : mod reg r/m 


qwordregister to memory64 


immediate to register 


0100 1RXB 1000 1001 : mod qwordreg r/m 
0100 000B: 1100 011w: 11 000 reg: imm 


immediate32 to qwordregister (zero extend) 


0100 100B 1100 0111: 11 O00 qwordreg: imm32 


immediate to register (alternate encoding) 


0100 000B: 1011 wreg: imm 


immediate64 to qwordregister (alternate encoding) 


0100 100B 1011 1000 reg : imm64 


immediate to memory 


0100 OOXB: 1100 011w: mod 000 r/m: imm 


immediate32 to memory64 (zero extend) 


0100 10XB 1100 0111 : mod 000 r/m: imm32 


memory to AL, AX, or EAX 


0100 0000: 1010 000w : displacement 


memory64 to RAX 0100 1000 1010 0001 : displacement64 
AL, AX, or EAX to memory 0100 0000: 1010 001w: displacement 
RAX to memory64 0100 1000 1010 0011 : displacement64 


MOV - Move to/from Control Registers 


CRO-CR4 from register 


0100 OROB : 0000 1111 : 0010 0010: 11 eee reg (eee = CR#) 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


CRx from qwordregister 


0100 1ROB: 0000 1111 :0010 0010: 11 eee qwordreg (Reee 
= CR#) 


register from CRO-CR4 


0100 OROB : 0000 1111 : 0010 0000: 11 eee reg (eee = CR#) 


qwordregister from CRx 


0100 1ROB 0000 1111 :0010 0000: 11 eee qwordreg 
(Reee = CR#) 


MOV - Move to/from Debug Registers 


DRO-DR7 from register 


0000 1111:0010 0011: 11 eee reg (eee = DR#) 


DRO-DR7 from quadregister 


0100 100B 0000 1111 : 0010 0011: 11 eee reg (eee = DR#) 


register from DRO-DR7 


0000 1111 :0010 0001 : 11 eee reg (eee = DR#) 


quadregister from DRO-DR7 


0100 100B 0000 1111 : 0010 0001 : 11 eee quadreg (eee = 
DR#) 


MOV - Move to/from Segment Registers 


register to segment register 


0100 WOOB” : 1000 1110: 11 sreg reg 


register to SS 


0100 000B: 1000 1110: 11 sreg reg 


memory to segment register 


0100 OOXB: 1000 1110: mod sreg r/m 


memory64 to segment register (lower 16 bits) 


0100 10XB 1000 1110: mod sreg r/m 


memory to SS 


0100 OOXB: 1000 1110: mod sreg r/m 


segment register to register 


0100 000B: 1000 1100: 11 sreg reg 


segment register to qwordregister (zero extended) 


0100 100B 1000 1100: 11 sreg qwordreg 


segment register to memory 


0100 OOXB : 1000 1100: mod sreg r/m 


segment register to memory64 (zero extended) 


0100 10XB 1000 1100: mod sreg3 r/m 


MOVBE - Move data after swapping bytes 


memory to register 


0100 ORXB : 0000 1111 :0011 1000:1111 0000: mod reg r/m 


memory64 to qwordregister 


0100 1RXB: 0000 1111 :0011 1000:1111 0000: mod reg r/m 


register to memory 


0100 ORXB :0000 1111 : 0011 1000:1111 0001 : mod reg r/m 


qwordregister to memory64 
MOVS/MOVSB/MOVSW/MOVSD/MOVSQ - Move Data from String 


0100 1RXB :0000 1111 :0011 1000:1111 0001 : mod reg r/m 


to String 


Move data from string to string 


1010 010w 


Move data from string to string (qword) 


0100 1000 1010 0101 


MOVSX/MOVSXD - Move with Sign-Extend 


register2 to register1 


0100 OROB : 0000 1111: 1011 111w: 11 regi reg2 


byteregister2 to qwordregister1 (sign-extend) 


0100 1ROB 0000 1111: 1011 1110: 11 quadreg1 bytereg2 


wordregister2 to qwordregister1 


0100 1ROB 0000 1111 :1011 1111:11 quadreg1 wordreg2 


dwordregister2 to qwordregister1 


0100 1ROB 0110 0011: 11 quadreg1 dwordreg2 


memory to register 


0100 ORXB: 0000 1111: 1011 111w: mod reg r/m 


memory8 to qwordregister (sign-extend) 


0100 1RXB 0000 1111: 1011 1110: mod qwordreg r/m 


memory16 to qwordregister 


0100 1RXB 0000 1111: 1011 1111 : mod qwordreg r/m 


memory32 to qwordregister 
MOVZX - Move with Zero-Extend 


0100 1RXB 0110 0011 : mod qwordreg r/m 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


register2 to register 


0100 OROB : 0000 1111: 1011 011w: 11 reg1 reg2 


dwordregister2 to qwordregister1 


0100 1ROB 0000 1111: 1011 0111: 11 qwordreg1 
dwordreg2 


memory to register 


0100 ORXB : 0000 1111: 1011 011w: mod reg r/m 


memory32 to qwordregister 


0100 1RXB 0000 1111: 1011 0111 : mod qwordreg r/m 


MUL - Unsigned Multiply 


AL, AX, or EAX with register 


0100 000B: 1111 011w:11 100 reg 


RAX with qwordregister (to RDX:RAX) 


0100 100B 1111 0111: 11 100 qwordreg 


AL, AX, or EAX with memory 


0100 OOXB 1111 011w: mod 100 r/m 


RAX with memory64 (to RDX:RAX) 


0100 10XB 1111 0111 : mod 100 r/m 


NEG - Two’s Complement Negation 


register 


qwordregister 


0100 0OOB: 1111 011w: 11011 reg 
0100 100B 1111 0111: 11011 qwordreg 


memory 


0100 OOXB: 1111 011w: mod 011 r/m 


memory64 
NOP - No Operation 


0100 10XB 1111 0111: mod 011 r/m 
1001 0000 


NOT - One’s Complement Negation 


register 


qwordregister 


0100 0OOB: 1111 011w: 11010 reg 
0100 OOOB 1111 0111: 11 010 qwordreg 


memory 


0100 OOXB: 1111 011w: mod 010 r/m 


memory64 


OR - Logical Inclusive OR 


0100 1RXB 1111 0111: mod 010 r/m 


register1 to register2 


0000 100w: 11 reg] reg2 


byteregister1 to byteregister2 


qwordregister1 to qwordregister2 


0100 OROB 0000 1000: 11 bytereg1 bytereg2 
0100 1ROB 0000 1001 : 11 qwordreg1 qwordreg2 


register2 to register 


0000 101w: 11 reg] reg2 


byteregister2 to byteregister1 


0100 OROB 0000 1010: 11 bytereg1 bytereg2 


qwordregister2 to qwordregister1 


0100 OROB 0000 1011 : 11 qwordreg1 qwordreg2 


memory to register 


0000 101w: mod reg r/m 


memory8 to byteregister 


memory8 to qwordregister 


0100 ORXB 0000 1010: mod bytereg r/m 
0100 ORXB 0000 1011 : mod qwordreg r/m 


register to memory 


0000 100w: mod reg r/m 


byteregister to memory8 


qwordregister to memory64 


0100 ORXB 0000 1000: mod bytereg r/m 
0100 1RXB 0000 1001 : mod qwordreg r/m 


immediate to register 


1000 OOsw: 11 001 reg: imm 


immediate8 to byteregister 


0100 O00B 1000 0000: 11 001 bytereg : imm8 


immediate32 to qwordregister 


0100 000B 1000 0001 : 11 001 qwordreg: imm32 


immediate8 to qwordregister 


0100 000B 1000 0011: 11 001 qwordreg : imm8 


immediate to AL, AX, or EAX 


0000 110w: imm 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


immediate64 to RAX 


0100 1000 0000 1101 : imm64 


immediate to memory 


1000 OOsw: mod 001 r/m: imm 


immediate8 to memory8 


0100 OOXB 1000 0000 : mod 001 r/m: imm8 


immediate32 to memory64 


0100 OOXB 1000 0001 : mod 001 r/m: imm32 


immediate8 to memory64 


0100 OOXB 1000 0011 : mod 001 r/m: imm8 


OUT - Output to Port 


fixed port 


1110 011w: port number 


variable port 


1110 111w 


OUTS - Output to DX Port 


output to DX Port 


0110111w 


POP - Pop a Value from the Stack 


wordregister 


0101 0101 :0100 OO0B: 1000 1111: 11 000 regi6 


qwordregister 


0100 WOOB®: 1000 1111: 11 000 reg64 


wordregister (alternate encoding) 


0101 0101 : 0100 O00B: 0101 1 regi6 


qwordregister (alternate encoding) 


0100 WOOB : 0101 1 reg64 


memory64 


0100 WOXBS : 1000 1111 : mod 000 r/m 


memory16 


0101 0101 : 0100 OOXB 1000 1111 : mod 000 r/m 


POP - Pop a Segment Register from the Stack 
(Note: CS cannot be sreg2 in this usage.) 


segment register FS, GS 


0000 1111: 10 sreg3 001 


POPF/POPFQ - Pop Stack into FLAGS/RFLAGS Register 


pop stack to FLAGS register 


0101 0101: 1001 1101 


pop Stack to RFLAGS register 


0100 1000 1001 1101 


PUSH - Push Operand onto the Stack 


wordregister 


0101 0101 :0100 OOOB: 1111 1111:11110regi6 


qwordregister 


wordregister (alternate encoding) 


0100 WOOB®: 1111 1111: 11 110 reg64 
0101 0101 : 0100 O00B: 0101 Oregi6 


qwordregister (alternate encoding) 


0100 WOOBS : 0101 0 reg64 


memory16 0101 0101: 0100 OO0B: 1111 1111:mod110r/m 
memory64 0100 WOOBS: 1111 1111:mod 110 r/m 
immediate8 0110 1010: imm8 

immediate16 0101 0101: 0110 1000: imm16 

immediate64 0110 1000 : imm64 


PUSH - Push Segment Register onto the Stack 


segment register FS,GS 


0000 1111: 10 sreg3 000 


PUSHF/PUSHFD - Push Flags Register onto the Stack 


1001 1100 


RCL - Rotate thru Carry Left 


register by 1 


qwordregister by 1 


0100 000B: 1101 000w: 11 010 reg 
0100 100B 1101 0001: 11 010 qwordreg 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


memory by 1 


0100 OOXB: 1101 O00w : mod 010 r/m 


memory64 by 1 


0100 10XB 1101 0001 : mod 010 r/m 


register by CL 0100 000B: 1101 001w: 11 010 reg 
qwordregister by CL 0100 100B 1101 0011: 11 010 qwordreg 
memory by CL 0100 OOXB: 1101 001w: mod 010 r/m 
memory64 by CL 0100 10XB 1101 0011 : mod 010 r/m 


register by immediate count 


0100 000B: 1100 000w : 11 010 reg: imm 


qwordregister by immediate count 


0100 100B 1100 0001 : 11 010 qwordreg : imm8 


memory by immediate count 


0100 OOXB: 1100 O00w : mod 010 r/m: imm 


memory64 by immediate count 


0100 10XB 1100 0001 : mod 010 r/m: imm8 


RCR - Rotate thru Carry Right 


register by 1 


0100 000B: 1101 000w: 11 011 reg 


qwordregister by 1 


0100 100B 1101 0001: 11 011 qwordreg 


memory by 1 


0100 OOXB: 1101 O00w: mod 011 r/m 


memory64 by 1 


0100 10XB 1101 0001 : mod 011 r/m 


register by CL 0100 000B: 1101 001w: 11 011 reg 
qwordregister by CL 0100 000B 1101 0010: 11 011 qwordreg 
memory by CL 0100 OOXB: 1101 001w: mod 011 r/m 
memory64 by CL 0100 10XB 1101 0011 : mod 011 r/m 


register by immediate count 


0100 000B: 1100 000w: 11 011 reg: imm8 


qwordregister by immediate count 


0100 100B 1100 0001 : 11 011 qwordreg : imm8 


memory by immediate count 


0100 OOXB: 1100 O00w : mod 011 r/m: imm8 


memory64 by immediate count 


0100 10XB 1100 0001 : mod 011 r/m: imm8 


RDMSR - Read from Model-Specific Register 


load ECX-specified register into EDX:EAX 


0000 1111: 0011 0010 


RDPMC - Read Performance Monitoring Counters 


load ECX-specified performance counter into EDX:EAX 


0000 1111: 0011 0011 


RDTSC - Read Time-Stamp Counter 


read time-stamp counter into EDX:EAX 


0000 1111: 0011 0001 


RDTSCP - Read Time-Stamp Counter and Processor ID 


0000 1111 : 0000 0001: 1111 1001 


REP INS - Input String 


REP LODS - Load String 


REP MOVS - Move String 


REP OUTS - Output String 


REP STOS - Store String 
REPE CMPS - Compare String 


REPE SCAS - Scan String 


REPNE CMPS - Compare String 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format Encoding 
REPNE SCAS - Scan String 
RET - Return from Procedure (to same segment) 
no argument 1100 0011 
adding immediate to SP 1100 0010: 16-bit displacement 


RET - Return from Procedure (to other segment) 


intersegment 


1100 1011 


adding immediate to SP 


1100 1010: 16-bit displacement 


ROL - Rotate Left 


register by 1 


0100 O00B 1101 O00w : 


11 000 reg 


byteregister by 1 


0100 OO0B 1101 0000: 


11 000 bytereg 


qwordregister by 1 


0100 100B 1101 0001: 


11 000 qwordreg 


memory by 1 0100 OOXB 1101 O00w : mod 000 r/m 
memory8 by 1 0100 OOXB 1101 0000: mod 000 r/m 
memory64 by 1 0100 10XB 1101 0001 : mod 000 r/m 
register by CL 0100 000B 1101 001w: 11 000 reg 
byteregister by CL 0100 OO0B 1101 0010: 11 000 bytereg 
qwordregister by CL 0100 100B 1101 0011: 11 000 qwordreg 
memory by CL 0100 OOXB 1101 001w: mod 000 r/m 
memory8 by CL 0100 OOXB 1101 0010: mod 000 r/m 
memory64 by CL 0100 10XB 1101 0011 : mod 000 r/m 


register by immediate count 


1100 000w: 11 000 reg 


:imm8s 


byteregister by immediate count 


0100 OO0B 1100 0000: 


11 000 bytereg : imm8 


qwordregister by immediate count 


0100 100B 1100 0001 : 


11 000 bytereg : imm8 


memory by immediate count 


1100 O00w : mod 000 r/m: imm8 


memory8 by immediate count 


0100 OOXB 1100 0000 : 


mod 000 r/m : imm8 


memory64 by immediate count 
ROR - Rotate Right 


0100 10XB 1100 0001 : 


mod 000 r/m : imm8 


register by 1 


0100 OO00B 1101 O00w : 


11 001 reg 


byteregister by 1 


0100 OOOB 1101 0000: 


11 001 bytereg 


qwordregister by 1 


0100 100B 1101 0001: 


11 001 qwordreg 


memory by 1 0100 OOXB 1101 O00w : mod 001 r/m 
memory8 by 1 0100 OOXB 1101 0000: mod 001 r/m 
memory64 by 1 0100 10XB 1101 0001 : mod 001 r/m 
register by CL 0100 000B 1101 001w: 11 001 reg 
byteregister by CL 0100 000B 1101 0010: 11 001 bytereg 
qwordregister by CL 0100 100B 1101 0011: 11 001 qwordreg 
memory by CL 0100 OOXB 1101 001w: mod 001 r/m 
memory8 by CL 0100 OOXB 1101 0010: mod 001 r/m 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


memory64 by CL 


0100 10XB 1101 0011 


:mod 001 r/m 


register by immediate count 


0100 OOOB 1100 000w 


:11 001 reg: imm8 


byteregister by immediate count 


0100 OO0B 1100 0000 


:11 001 reg: imm8 


qwordregister by immediate count 


0100 100B 1100 0001 


:11 001 qwordreg : imm8 


memory by immediate count 


0100 OOXB 1100 000w 


: mod 001 r/m: imm8s 


memory8 by immediate count 


0100 OOXB 1100 0000 


:mod 001 r/m: imm8 


memory64 by immediate count 


0100 10XB 1100 0001 


:mod 001 r/m: imm8 


RSM - Resume from System Management Mode 


0000 1111: 1010 1010 


SAL - Shift Arithmetic Left 


same instruction as SHL 


SAR - Shift Arithmetic Right 


register by 1 


0100 O000B 1101 O000w 


:11111 reg 


byteregister by 1 


0100 O000B 1101 0000: 


11111 bytereg 


qwordregister by 1 


0100 100B 1101 0001 


:11111 qwordreg 


memory by 1 0100 OOXB 1101 O00w : mod 111 r/m 
memory8 by 1 0100 OOXB 1101 0000: mod 111 r/m 
memory64 by 1 0100 10XB 1101 0001 : mod 111 r/m 


register by CL 0100 OOOB 1101 001w: 11 111 reg 
byteregister by CL 0100 000B 1101 0010: 11 111 bytereg 
qwordregister by CL 0100 100B 1101 0011: 11 111 qwordreg 
memory by CL 0100 OOXB 1101 001w: mod 111 r/m 
memory8 by CL 0100 OOXB 1101 0010: mod 111 r/m 
memory64 by CL 0100 10XB 1101 0011 : mod 111 r/m 


register by immediate count 


0100 OO0B 1100 000w 


:11111 reg: imm8 


byteregister by immediate count 


0100 O000B 1100 0000: 


11111 bytereg : imm8 


qwordregister by immediate count 


0100 100B 1100 0001 


:11 111 qwordreg : imm8 


memory by immediate count 


memory8 by immediate count 


0100 OOXB 1100 000w : 
0100 OOXB 1100 0000 : 


mod 111 r/m:imm8 


mod 111 r/m:imm8 


memory64 by immediate count 


0100 10XB 1100 0001 


:mod 111 r/m:imm8 


SBB - Integer Subtraction with Borrow 


register to register2 


0100 OROB 0001 100w : 


11 reg] reg2 


byteregister1 to byteregister2 


0100 OROB 0001 1000: 


11 bytereg1 bytereg2 


quadregister1 to quadregister2 


0100 1ROB 0001 1001 


: 11 quadreg1 quadreg2 


register2 to register 1 


0100 OROB 0001 101w: 


11 reg] reg2 


byteregister2 to byteregister1 


0100 OROB 0001 1010: 


11 reg] bytereg2 


byteregister2 to byteregister1 


memory to register 


0100 1ROB 0001 1011: 
0100 ORXB 0001 101w: 


11 reg] bytereg2 


mod reg r/m 


memory8 to byteregister 


0100 ORXB 0001 1010: 


mod bytereg r/m 


memory64 to byteregister 


0100 1RXB 0001 1011: 


mod quadreg r/m 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format Encoding 
register to memory 0100 ORXB 0001 100w: mod reg r/m 
byteregister to memory8 0100 ORXB 0001 1000: mod reg r/m 
quadregister to memory64 0100 1RXB 0001 1001 : mod reg r/m 


immediate to register 


0100 O00B 1000 OOsw : 


11011 reg:imm 


immediate8 to byteregister 


0100 OO0B 1000 0000: 


11011 bytereg : imm8 


immediate32 to qwordregister 


0100 100B 1000 0001 : 


11 011 qwordreg : imm32 


immediate8 to qwordregister 


0100 100B 1000 0011: 


11 011 qwordreg : imm8 


immediate to AL, AX, or EAX 


0100 OO0B 0001 110w: 


imm 


immediate32 to RAL 


0100 1000 0001 1101 


:imm32 


immediate to memory 


0100 OOXB 1000 OOsw : 


mod 011 r/m:imm 


immediate8 to memory8 


0100 OOXB 1000 0000 : 


mod 011 r/m:imm8 


immediate32 to memory64 


0100 10XB 1000 0001 


:mod 011 r/m:imm32 


immediate8 to memory64 


0100 10XB 1000 0011 


:mod 011 r/m:imm8s 


SCAS/SCASB/SCASW/SCASD - Scan String 


scan string 


1010 111w 


scan string (compare AL with byte at RDI) 


0100 1000 1010 1110 


scan string (compare RAX with qword at RDI) 


0100 1000 1010 1111 


SETcc - Byte Set on Condition 


register 0100 000B 0000 1111: 1001 tttn: 11 000 reg 
register 0100 0000 0000 1111: 1001 tttn: 11 000 reg 
memory 0100 OOXB 0000 1111 : 1001 tttn : mod 000 r/m 
memory 0100 0000 0000 1111: 1001 tttn: mod 000 r/m 
SGDT - Store Global Descriptor Table Register 0000 1111 : 0000 0001 : mod’ 000 r/m 
SHL - Shift Left 
register by 1 0100 OO0B 1101 O000w: 11 100 reg 


byteregister by 1 
qwordregister by 1 


0100 OO0B 1101 0000: 


0100 100B 1101 0001 


11 100 bytereg 


:11 100 qwordreg 


memory by 1 0100 OOXB 1101 O00w : mod 100 r/m 
memory8 by 1 0100 OOXB 1101 0000: mod 100 r/m 
memory64 by 1 0100 10XB 1101 0001 : mod 100 r/m 
register by CL 0100 000B 1101 001w: 11 100 reg 
byteregister by CL 0100 000B 1101 0010: 11 100 bytereg 
qwordregister by CL 0100 100B 1101 0011: 11 100 qwordreg 
memory by CL 0100 OOXB 1101 001w: mod 100 r/m 
memory8 by CL 0100 OOXB 1101 0010: mod 100 r/m 
memory64 by CL 0100 10XB 1101 0011 : mod 100 r/m 


register by immediate count 


0100 O00B 1100 000w : 


11 100 reg: imm8 


byteregister by immediate count 
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0100 OOOB 1100 0000: 


11 100 bytereg : imm8 


INSTRUCTION FORMATS AND ENCODINGS 


Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


quadregister by immediate count 


0100 100B 1100 0001 : 


11 100 quadreg : imm8 


memory by immediate count 


0100 OOXB 1100 000w : 


mod 100 r/m: imm8 


memory8 by immediate count 


0100 OOXB 1100 0000 : 


mod 100 r/m: imm8 


memory64 by immediate count 


0100 10XB 1100 0001 


:mod 100 r/m: imm8 


SHLD - Double Precision Shift Left 


register by immediate count 


0100 OROB 0000 1111 


: 1010 0100: 11 reg2 reg] : imm8 


qwordregister by immediate8 


0100 1ROB 0000 1111 
qwordreg1 : imm8 


: 1010 0100: 11 qworddreg2 


memory by immediate count 


0100 ORXB 0000 1111 


: 1010 0100: mod reg r/m: imm8 


memory64 by immediate8 


0100 1RXB 0000 1111 
imm8 


: 1010 0100: mod qwordreg r/m: 


register by CL 0100 OROB 0000 1111: 10100101: 11 reg2 reg 
quadregister by CL 0100 1ROB 0000 1111: 1010 0101: 11 quadreg2 quadreg1 
memory by CL 0100 OOXB 0000 1111: 1010 0101 : mod reg r/m 
memory64 by CL 0100 1RXB 0000 1111: 10100101 : mod quadreg r/m 


SHR - Shift Right 


register by 1 


0100 O000B 1101 O00w : 


11 101 reg 


byteregister by 1 


0100 O00B 1101 0000: 


11 101 bytereg 


qwordregister by 1 


0100 100B 1101 0001 


:11 101 qwordreg 


memory by 1 0100 OOXB 1101 O00w: mod 101 r/m 
memory8 by 1 0100 OOXB 1101 0000: mod 101 r/m 
memory64 by 1 0100 10XB 1101 0001 : mod 101 r/m 
register by CL 0100 OOOB 1101 001w: 11 101 reg 
byteregister by CL 0100 000B 1101 0010: 11 101 bytereg 
qwordregister by CL 0100 100B 1101 0011:11 101 qwordreg 
memory by CL 0100 OOXB 1101 001w: mod 101 r/m 
memory8 by CL 0100 OOXB 1101 0010: mod 101 r/m 
memory64 by CL 0100 10XB 1101 0011 : mod 101 r/m 


register by immediate count 


0100 OOOB 1100 000w : 


11 101 reg: imm8 


byteregister by immediate count 


0100 OOOB 1100 0000: 


11 101 reg: imm8 


qwordregister by immediate count 


0100 100B 1100 0001 


:11 101 reg: imm8 


memory by immediate count 


0100 OOXB 1100 000w : 


mod 101 r/m:imm8 


memory8 by immediate count 


0100 OOXB 1100 0000 : 


mod 101 r/m:imm8 


memory64 by immediate count 


0100 10XB 1100 0001 : 


mod 101 r/m:imm8 


SHRD - Double Precision Shift Right 


register by immediate count 


qwordregister by immediate8 


0100 OROB 0000 1111: 


0100 1ROB 0000 1111: 
qwordreg1 : imm8 


1010 1100: 11 reg2 reg1 :imm8 
1010 1100: 11 qwordreg2 


memory by immediate count 


0100 OOXB 0000 1111: 


1010 1100: mod reg r/m: imm8 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


memory64 by immediate8 


0100 1RXB 0000 1111: 
imm8 


1010 1100: mod qwordreg r/m: 


register by CL 0100 000B 0000 1111: 1010 1101: 11 reg2 reg] 

qwordregister by CL 0100 1ROB 0000 1111: 1010 1101: 11 qwordreg2 
qwordreg1 

memory by CL 0000 1111: 1010 1101: mod reg r/m 

memory64 by CL 0100 1RXB 0000 1111: 1010 1101 : mod qwordreg r/m 


SIDT - Store Interrupt Descriptor Table Register 


0000 1111 : 0000 0001 


‘mod’ 001 r/m 


SLDT - Store Local Descriptor Table Register 


to register 0100 000B 0000 1111 : 0000 0000: 11 000 reg 

to memory 0100 OOXB 0000 1111 : 0000 0000: mod 000 r/m 
SMSW - Store Machine Status Word 

to register 0100 000B 0000 1111 : 0000 0001 : 11 100 reg 

to memory 0100 OOXB 0000 1111 : 0000 0001 : mod 100 r/m 


STC - Set Carry Flag 


1111 1001 


STD - Set Direction Flag 


11111101 


STI - Set Interrupt Flag 


11111011 


STOS/STOSB/STOSW/STOSD/STOSQ - Store String Data 


store string data 


1010 101w 


store string data (RAX at address RDI) 


0100 1000 1010 1011 


STR - Store Task Register 


to register 


0100 OOOB 0000 1111: 


0000 0000: 11 001 reg 


to memory 


0100 OOXB 0000 1111: 


0000 0000: mod 001 r/m 


SUB - Integer Subtraction 


register1 from register2 


0100 OROB 0010 100w 


: 11 reg1 reg2 


byteregister1 from byteregister2 


0100 OROB 0010 1000: 


11 bytereg1 bytereg2 


qwordregister1 from qwordregister2 


register2 from register 


0100 1ROB 0010 1000 
0100 OROB 0010 101w 


:11 qwordreg1 qwordreg2 
:11 reg] reg2 


byteregister2 from byteregister1 


0100 OROB 0010 1010: 


11 bytereg] bytereg2 


qwordregister2 from qwordregister1 


0100 1ROB 0010 1011 


:11 qwordreg1 qwordreg2 


memory from register 


0100 OOXB 0010 101w 


: mod reg r/m 


memory8 from byteregister 


0100 ORXB 0010 1010: 


mod bytereg r/m 


memory64 from qwordregister 


0100 1RXB 0010 1011 


:mod qwordreg r/m 


register from memory 


0100 ORXB 0010 100w 


‘mod reg r/m 


byteregister from memory8 


0100 ORXB 0010 1000: 


mod bytereg r/m 


qwordregister from memory8 


immediate from register 


0100 1RXB 0010 1000: 


0100 O00B 1000 OOsw 


mod qwordreg r/m 


:11 101 reg: imm 


immediate8 from byteregister 


0100 OOOB 1000 0000: 


11 101 bytereg : imm8 


immediate32 from qwordregister 
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0100 100B 1000 0001 : 


11 101 qwordreg : imm32 


INSTRUCTION FORMATS AND ENCODINGS 


Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


immediate8 from qwordregister 


0100 100B 1000 0011: 11 101 qwordreg: imm8 


immediate from AL, AX, or EAX 


0100 O000B 0010 110w: imm 


immediate32 from RAX 


0100 1000 0010 1101 : imm32 


immediate from memory 


0100 OOXB 1000 OOsw : mod 101 r/m: imm 


immediate8 from memory8 0100 OOXB 1000 0000 : mod 101 r/m: imm8 
immediate32 from memory64 0100 10XB 1000 0001 : mod 101 r/m: imm32 
immediate8 from memory64 0100 10XB 1000 0011 : mod 101 r/m: imm8 


SWAPGS - Swap GS Base Register 


Exchanges the current GS base register value for value in MSR 
C0000102H 


0000 1111 0000 0001 


1111 1000 


SYSCALL - Fast System Call 


fast call to privilege level O system procedures 
SYSRET - Return From Fast System Call 


0000 1111 0000 0101 


return from fast system call 


0000 1111 0000 0111 


TEST - Logical Compare 


register1 and register2 


0100 OROB 1000 010w: 


11 reg] reg2 


byteregister1 and byteregister2 


0100 OROB 1000 0100: 


11 bytereg1 bytereg2 


qwordregister1 and qwordregister2 


memory and register 


0100 1ROB 1000 0101 : 
0100 OROB 1000 010w : 


11 qwordreg1 qwordreg2 


mod reg r/m 


memory8 and byteregister 


0100 ORXB 1000 0100: 


mod bytereg r/m 


memory64 and qwordregister 


immediate and register 


0100 1RXB 1000 0101: 
0100 OOOB 1111 O11w: 


mod qwordreg r/m 


11 000 reg: imm 


immediate8 and byteregister 


0100 OOOB 1111 0110: 


11 000 bytereg : imm8 


immediate32 and qwordregister 
immediate and AL, AX, or EAX 


0100 100B 1111 0111: 
0100 OOOB 1010 100w : 


11 000 bytereg : imm8 


imm 


immediate32 and RAX 


0100 1000 1010 1001 : 


imm32 


immediate and memory 


0100 OOXB 1111 011w: 


mod 000 r/m: imm 


immediate8 and memory8 


0100 1000 1111 0110: 


mod 000 r/m : imm8 


immediate32 and memory64 


0100 1000 1111 0111: 


mod 000 r/m: imm32 


UD2 - Undefined instruction 
VERR - Verify a Segment for Reading 


0000 FFFF : 0000 1011 


register 


0100 OOOB 0000 1111: 


0000 0000: 11 100 reg 


memory 


0100 OOXB 0000 1111: 


0000 0000 : mod 100 r/m 


VERW - Verify a Segment for Writing 


register 0100 O00B 0000 1111 : 0000 0000: 11 101 reg 
memory 0100 OOXB 0000 1111 : 0000 0000: mod 101 r/m 
WAIT - Wait 1001 1011 


WBINVD - Writeback and Invalidate Data Cache 


0000 1111 : 0000 1001 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


WRMSR - Write to Model-Specific Register 


write EDX:EAX to ECX specified MSR 


0000 1111: 0011 0000 


write RDX[31:0]:RAX[31:0] to RCX specified MSR 


0100 1000 0000 1111 : 0011 0000 


XADD - Exchange and Add 


register1, register2 


0100 OROB 0000 1111: 


1100 000w: 11 reg2 reg 


byteregister1, byteregister2 


0100 OROB 0000 1111: 


1100 0000: 11 bytereg2 bytereg1 


qwordregister1, qwordregister2 


0100 OROB 0000 1111: 
qwordreg1 


1100 0001 : 11 qwordreg2 


memory, register 


0100 ORXB 0000 1111: 


1100 O00w : mod reg r/m 


memory8, bytereg 


0100 1RXB 0000 1111: 


1100 0000: mod bytereg r/m 


memory64, qwordreg 


0100 1RXB 0000 1111: 


1100 0001 : mod qwordreg r/m 


XCHG - Exchange Register/Memory with Register 


register1 with register2 


1000 011w: 11 reg! reg2 


AX or EAX with register 


1001 Oreg 


memory with register 
XLAT/XLATB - Table Look-up Translation 


1000 011w: mod reg r/m 


AL to byte DS:[(€)BX + unsigned AL] 


1101 0111 


AL to byte DS:[RBX + unsigned AL] 
XOR - Logical Exclusive OR 


0100 1000 1101 0111 


register1 to register2 


0100 ORXB 0011 O00w : 


11 reg] reg2 


byteregister1 to byteregister2 


qwordregister1 to qwordregister2 


0100 OROB 0011 0000: 
0100 1ROB 0011 0001 


11 bytereg] bytereg2 


:11 qwordreg1 qwordreg2 


register2 to register1 


0100 OROB 0011 OO1w: 


11 reg] reg2 


byteregister2 to byteregister1 


qwordregister2 to qwordregister1 


0100 OROB 0011 0010: 
0100 1ROB 0011 0011 


11 bytereg1 bytereg2 


:11 qwordreg1 qwordreg2 


memory to register 


0100 ORXB 0011 O0O01w: 


mod reg r/m 


memory8 to byteregister 


0100 ORXB 0011 0010: 


mod bytereg r/m 


memory64 to qwordregister 


0100 1RXB 0011 0011 


: mod qwordreg r/m 


register to memory 


0100 ORXB 0011 O00w : 


mod reg r/m 


byteregister to memory8 


qwordregister to memory8 


0100 ORXB 0011 0000 : 
0100 1RXB 0011 0001 


mod bytereg r/m 


:mod qwordreg r/m 


immediate to register 


0100 O00B 1000 OOsw : 


11110 reg:imm 


immediate8 to byteregister 


immediate32 to qwordregister 


0100 O00B 1000 0000 
0100 100B 1000 0001 : 


:11 110 bytereg : imm8 


11 110 qwordreg : imm32 


immediate8 to qwordregister 


0100 100B 1000 0011: 


11 110 qwordreg : imm8 


immediate to AL, AX, or EAX 


0100 OO0B 0011 010w: 


imm 


immediate to RAX 


0100 1000 0011 0101 


: immediate data 


immediate to memory 


0100 OOXB 1000 OOsw : 


mod 110 r/m:imm 


immediate8 to memory8 


0100 OOXB 1000 0000 : 


mod 110 r/m: imm8 
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Table B-15. General Purpose Instruction Formats and Encodings for 64-Bit Mode (Contd.) 


Instruction and Format 


Encoding 


immediate32 to memory64 


0100 10XB 1000 0001 : mod 110 r/m: imm32 


immediate8 to memory64 


0100 10XB 1000 0011 : mod 110 r/m: imm8 


Prefix Bytes 
address size 01100111 
LOCK 1111 0000 
operand size 01100110 
CS segment override 0010 1110 
DS segment override 00111110 
ES segment override 0010 0110 
FS segment override 01100100 
GS segment override 01100101 
SS segment override 00110110 


B.3 PENTIUM® PROCESSOR FAMILY INSTRUCTION FORMATS AND ENCODINGS 


The following table shows formats and encodings introduced by the Pentium processor family. 


Table B-16. Pentium Processor Family Instruction Formats and Encodings, Non-64-Bit Modes 


Instruction and Format 


Encoding 


CMPXCHG8B - Compare and Exchange 8 Bytes 
EDX:EAX with memory64 


0000 1111: 1100 0111 : mod 001 r/m 


Table B-17. Pentium Processor Family Instruction Formats and Encodings, 64-Bit Mode 


Instruction and Format 


Encoding 


CMPXCHG8B/CMPXCHG16B - Compare and Exchange Bytes 
EDX:EAX with memory64 


0000 1111: 1100 0111 : mod 001 r/m 


RDX:RAX with memory128 


0100 10XB 0000 1111: 11000111 : mod 001 r/m 


B.4 64-BIT MODE INSTRUCTION ENCODINGS FOR SIMD INSTRUCTION 


EXTENSIONS 


Non-64-bit mode instruction encodings for MMX Technology, SSE, SSE2, and SSE3 are covered by applying these 
rules to Table B-19 through Table B-31. Table B-34 lists special encodings (instructions that do not follow the rules 


below). 

1. The REX instruction has no effect: 
* On immediates. 
¢ If both operands are MMX registers. 
* On MMX registers and XMM registers. 


¢ If an MMX register is encoded in the reg field of the ModR/M byte. 


Vol.2D B-37 


INSTRUCTION FORMATS AND ENCODINGS 


2. If amemory operand is encoded in the r/m field of the ModR/M byte, REX.X and REX.B may be used for 
encoding the memory operand. 


3. Ifa general-purpose register is encoded in the r/m field of the ModR/M byte, REX.B may be used for register 
encoding and REX.W may be used to encode the 64-bit operand size. 


4. If an XMM register operand is encoded in the reg field of the ModR/M byte, REX.R may be used for register 
encoding. If an XMM register operand is encoded in the r/m field of the ModR/M byte, REX.B may be used for 
register encoding. 


B.5 MMX INSTRUCTION FORMATS AND ENCODINGS 


MMX instructions, except the EMMS instruction, use a format similar to the 2-byte Intel Architecture integer format. 
Details of subfield encodings within these formats are presented below. 


B.5.1 Granularity Field (gg) 


The granularity field (gg) indicates the size of the packed operands that the instruction is operating on. When this 
field is used, it is located in bits 1 and 0 of the second opcode byte. Table B-18 shows the encoding of the gg field. 


Table B-18. Encoding of Granularity of Data Field (gg) 


gg Granularity of Data 
00 Packed Bytes 

01 Packed Words 

10 Packed Doublewords 

11 Quadword 


B.5.2 MMxX Technology and General-Purpose Register Fields (mmxreg and reg) 


When MMxX technology registers (mmxreg) are used as operands, they are encoded in the ModR/M byte in the reg 
field (bits 5, 4, and 3) and/or the R/M field (bits 2, 1, and 0). 


If an MMX instruction operates on a general-purpose register (reg), the register is encoded in the R/M field of the 
ModR/M byte. 


B.5.3 MMxX Instruction Formats and Encodings Table 


Table B-19 shows the formats and encodings of the integer instructions. 


Table B-19. MMX Instruction Formats and Encodings 


Instruction and Format Encoding 

EMMS - Empty MMX technology state 0000 1111:01110111 
MOVD - Move doubleword 

reg to mmxreg 0000 1111:0110 1110: 11 mmxreg reg 

reg from mmxreg 0000 1111:0111 1110: 11 mmxreg reg 

mem to mmxreg 0000 1111:0110 1110: mod mmxreg r/m 

mem from mmxreg 0000 1111:0111 1110: mod mmxreg r/m 
MOVQ - Move quadword 

mmxreg2 to mmxreg1 0000 1111:0110 1111: 11 mmxreg1 mmxreg2 

mmxreg2 from mmxreg1 0000 1111:0111 1111: 11 mmxreg1 mmxreg2 


B-38 Vol. 2D 


INSTRUCTION FORMATS AND ENCODINGS 


Table B-19. MMX Instruction Formats and Encodings (Contd.) 


Instruction and Format 


Encoding 


mem to mmxreg 


0000 1111:0110 1111: mod mmxreg r/m 


mem from mmxreg 


0000 1111:0111 1111: mod mmxreg r/m 


PACKSSDW' - Pack dword to word data (signed with saturat 


ion) 


mmxreg2 to mmxreg1 


0000 1111:0110 1011: 11 mmxreg1 mmxreg2 


memory to mmxreg 


0000 1111:0110 1011: mod mmxreg r/m 


PACKSSWB! - Pack word to byte data (signed with saturatio 


n 


~— 


mmxreg2 to mmxreg1 


0000 1111:0110 0011: 11 mmxreg1 mmxreg2 


memory to mmxreg 


0000 1111:0110 0011: mod mmxreg r/m 


PACKUSWB! - Pack word to byte data (unsigned with saturation) 


mmxreg2 to mmxreg1 


0000 1111:0110 0111: 11 mmxreg1 mmxreg2 


memory to mmxreg 


0000 1111:0110 0111: mod mmxreg r/m 


PADD - Add with wrap-around 


mmxreg2 to mmxreg1 


0000 1111: 1111 11gg: 11 mmxreg1 mmxreg2 


memory to mmxreg 


0000 1111: 1111 11gg: mod mmxreg r/m 


PADDS - Add signed with saturation 


mmxreg2 to mmxreg1 


0000 1111: 1110 11gg: 11 mmxreg1 mmxreg2 


memory to mmxreg 


0000 1111: 1110 11gg: mod mmxreg r/m 


PADDUS - Add unsigned with saturation 


mmxreg2 to mmxreg1 


0000 1111: 1101 11gg: 11 mmxreg1 mmxreg2 


memory to mmxreg 


0000 1111: 1101 11gg: mod mmxreg r/m 


PAND - Bitwise And 


mmxreg2 to mmxreg1 


0000 1111:1101 1011: 11 mmxreg1 mmxreg2 


memory to mmxreg 


0000 1111:1101 1011: mod mmxreg r/m 


PANDN - Bitwise AndNot 


mmxreg2 to mmxreg1 


0000 1111:1101 1111: 11 mmxreg1 mmxreg2 


memory to mmxreg 


PCMPEQ - Packed compare for equality 


0000 1111:1101 1111: mod mmxreg r/m 


mmxreg1 with mmxreg2 


0000 1111:0111 01gg: 11 mmxreg1 mmxreg2 


mmxreg with memory 


0000 1111:0111 01gg: mod mmxreg r/m 


PCMPGT - Packed compare greater (signed) 


mmxreg1 with mmxreg2 


0000 1111:0110 01gg: 11 mmxreg1 mmxreg2 


mmxreg with memory 


0000 1111:0110 01gg: mod mmxreg r/m 


PMADDWD - Packed multiply add 


mmxreg2 to mmxreg1 


0000 1111:1111 0101: 11 mmxreg1 mmxreg2 


memory to mmxreg 


PMULHUW - Packed multiplication, store high word (unsigned) 


0000 1111:1111 0101: mod mmxreg r/m 


mmxreg2 to mmxreg1 


0000 1111: 1110 0100: 11 mmxreg1 mmxreg2 


memory to mmxreg 


0000 1111: 11100100: mod mmxreg r/m 
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Table B-19. MMX Instruction Formats and Encodings (Contd.) 


Instruction and Format 


Encoding 


PMULHW - Packed multiplication, store high word 


mmxreg2 to mmxreg1 


0000 1111:1110 0101: 


11 mmxreg1 mmxreg2 


memory to mmxreg 


0000 1111:1110 0101: 


mod mmxreg r/m 


PMULLW - Packed multiplication, store low word 


mmxreg2 to mmxreg1 


0000 1111:1101 0101: 


11 mmxreg1 mmxreg2 


memory to mmxreg 


0000 1111:1101 0101: 


mod mmxreg r/m 


POR - Bitwise Or 


mmxreg2 to mmxreg1 


0000 1111:1110 1011: 


11 mmxreg1 mmxreg2 


memory to mmxreg 


0000 1111:1110 1011: 


mod mmxreg r/m 


PSLL? - Packed shift left logical 


mmxreg1 by mmxreg2 


0000 1111:1111 O0gg: 


11 mmxreg1 mmxreg2 


mmxreg by memory 


0000 1111:1111 O0gg: 


mod mmxreg r/m 


mmxreg by immediate 


0000 1111:0111 O0gg: 


11 110 mmxreg: imm8 data 


PSRA@ - Packed shift right arithmetic 


mmxreg1 by mmxreg2 


0000 1111:1110 O0gg: 


11 mmxreg1 mmxreg2 


mmxreg by memory 


0000 1111:1110 O0gg: 


mod mmxreg r/m 


mmxreg by immediate 


0000 1111:0111 O0gg: 


11 100 mmxreg: imm8 data 


PSRL? - Packed shift right logical 


mmxreg1 by mmxreg2 


0000 1111:1101 O0gg: 


11 mmxreg1 mmxreg2 


mmxreg by memory 


0000 1111:1101 O0gg: 


mod mmxreg r/m 


mmxreg by immediate 


0000 1111:0111 O0gg: 


11 010 mmxreg: imm8 data 


PSUB - Subtract with wrap-around 


mmxreg2 from mmxreg1 


0000 1111:1111 10gg: 


11 mmxreg1 mmxreg2 


memory from mmxreg 


0000 1111:1111 10gg: 


mod mmxreg r/m 


PSUBS - Subtract signed with saturation 


mmxreg2 from mmxreqg1 


memory from mmxreg 


0000 1111:1110 10gg: 
0000 1111:1110 10gg: 


11 mmxreg1 mmxreg2 


mod mmxreg r/m 


PSUBUS - Subtract unsigned with saturation 


mmxreg2 from mmxreqg1 


0000 1111:1101 10gg: 


11 mmxreg1 mmxreg2 


memory from mmxreg 


0000 1111:1101 10gg: 


mod mmxreg r/m 


PUNPCKH - Unpack high data to next larger type 


mmxreg2 to mmxreg1 


0000 1111:0110 10gg: 


11 mmxreg1 mmxreg2 


memory to mmxreg 


0000 1111:0110 10gg: 


mod mmxreg r/m 


PUNPCKL - Unpack low data to next larger type 


mmxreg2 to mmxreg1 


memory to mmxreg 


0000 1111:0110 O0gg: 
0000 1111:0110 00gg: 


11 mmxreg1 mmxreg2 


mod mmxreg r/m 
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Table B-19. MMX Instruction Formats and Encodings (Contd.) 


Instruction and Format Encoding 
PXOR - Bitwise Xor 
mmxreg2 to mmxreg1 0000 1111:1110 1111: 11 mmxreg1 mmxreg2 
memory to mmxreg 0000 1111:1110 1111: mod mmxreg r/m 


NOTES: 
1. The pack instructions perform saturation from signed packed data of one type to signed or unsigned data of the next smaller type. 


2. The format of the shift instructions has one additional format to support shifting by immediate shift-counts. The shift operations 
are not supported equally for all data types. 


B.6 PROCESSOR EXTENDED STATE INSTRUCTION FORMATS AND ENCODINGS 


Table B-20 shows the formats and encodings for several instructions that relate to processor extended state 
management. 


Table B-20. Formats and Encodings of XSAVE/XRSTOR/XGETBV/XSETBV Instructions 


Instruction and Format Encoding 
XGETBV - Get Value of Extended Control Register 0000 1111:0000 0001: 1101 0000 
XRSTOR - Restore Processor Extended States! 0000 1111:1010 1110: mod’ 101 r/m 
XSAVE - Save Processor Extended States! 0000 1111:1010 1110: mod’ 100 r/m 
XSETBV - Set Extended Control Register 0000 1111:0000 0001: 1101 0001 


NOTES: 
1. For XSAVE and XRSTOR, “mod = 11” is reserved. 


B.7 P6 FAMILY INSTRUCTION FORMATS AND ENCODINGS 


Table B-20 shows the formats and encodings for several instructions that were introduced into the IA-32 architec- 
ture in the P6 family processors. 


Table B-21. Formats and Encodings of P6 Family Instructions 


Instruction and Format Encoding 

CMOVcc - Conditional Move 

register2 to register] 0000 1111:0100 tttn: 11 reg] reg2 

memory to register 0000 1111: 0100 tttn: mod reg r/m 
FCMOVcc - Conditional Move on EFLAG Register Condition Codes 

move if below (B) 11011 010: 11 000 ST(i) 

move if equal (E) 11011 010:11 001 ST(i) 

move if below or equal (BE) 11011010: 11010 ST(i) 

move if unordered (U) 11011010: 11 011 ST(i) 

move if not below (NB) 11011011: 11 000 ST(i) 

move if not equal (NE) 11011 011:11 001 ST(i) 

move if not below or equal (NBE) 11011 011:11 010 ST(i) 
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Table B-21. Formats and Encodings of P6 Family Instructions (Contd.) 


Instruction and Format Encoding 
move if not unordered (NU) 11011 011:11 011 ST(i) 
FCOMI - Compare Real and Set EFLAGS 11011 011:11 110 ST(i) 
FXRSTOR - Restore x87 FPU, MMX, SSE, and SSE2 State 0000 1111:1010 1110: mod’ 001 r/m 
FXSAVE - Save x87 FPU, MMX, SSE, and SSE2 State 0000 1111:1010 1110: mod’ 000 r/m 
SYSENTER - Fast System Call 0000 1111:0011 0100 
SYSEXIT - Fast Return from Fast System Call 0000 1111:0011 0101 


NOTES: 
1. For FXSAVE and FXRSTOR, “mod = 11” is reserved. 


B.8 SSE INSTRUCTION FORMATS AND ENCODINGS 


The SSE instructions use the ModR/M format and are preceded by the OFH prefix byte. In general, operations are 
not duplicated to provide two directions (that is, separate load and store variants). 


The following three tables (Tables B-22, B-23, and B-24) show the formats and encodings for the SSE SIMD 
floating-point, SIMD integer, and cacheability and memory ordering instructions, respectively. Some SSE instruc- 
tions require a mandatory prefix (66H, F2H, F3H) as part of the two-byte opcode. Mandatory prefixes are included 
in the tables. 


Table B-22. Formats and Encodings of SSE Floating-Point Instructions 


Instruction and Format Encoding 

ADDPS—Add Packed Single-Precision Floating-Point Values 

xmmreg2 to xmmreg1 0000 1111:0101 1000:11 xmmreg1 xmmreg2 

mem to xmmreg 0000 1111:0101 1000: mod xmmreg r/m 
ADDSS—Add Scalar Single-Precision Floating-Point Values 

xmmreg2 to xmmreg1 1111 0011:0000 1111:01011000:11 xmmreg1 xmmreg2 

mem to xmmreg 1111 0011:0000 1111:01011000: mod xmmreg r/m 
ANDNPS-—Bitwise Logical AND NOT of Packed Single-Precision Floating-Point Values 

xmmreg2 to xmmreg1 0000 1111:0101 0101:11 xmmreg1 xmmreg2 

mem to xmmreg 0000 1111:0101 0101: mod xmmreg r/m 
ANDPS-—Bitwise Logical AND of Packed Single-Precision Floating-Point Values 

xmmreg2 to xmmreg1 0000 1111:0101 0100:11 xmmreg1 xmmreg2 

mem to xmmreg 0000 1111:0101 0100: mod xmmreg r/m 
CMPPS—Compare Packed Single-Precision Floating-Point Values 

xmmreg2 to xmmreg1, imm8 0000 1111:1100 0010:11 xmmreg1 xmmreg2: imm8 

mem to xmmreg, imm8 0000 1111:1100 0010: mod xmmreg r/m: imm8 


CMPSS—Compare Scalar Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1, imm8 1111 0011:0000 1111:1100 0010:11 xmmreg1 xmmreg2: imm8 

mem to xmmreg, imm8 1111 0011:0000 1111:1100 0010: mod xmmreg r/m: imm8 
COMISS—Compare Scalar Ordered Single-Precision Floating-Point Values and Set EFLAGS 

xmmreg2 to xmmreg1 0000 1111:0010 1111:11 xmmreg1 xmmreg2 

mem to xmmreg 0000 1111:0010 1111: mod xmmreg r/m 
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Table B-22. Formats and Encodings of SSE Floating-Point Instructions (Contd.) 


Instruction and Format 


Encoding 


CVTPI2PS—Convert Packed Doubleword Integers to Packed Single-Precision Floating-Point Values 


mmreg to xmmreg 


0000 1111:0010 1010:11 xmmreg1 mmreg1 


mem to xmmreg 


0000 1111:0010 1010: mod xmmreg r/m 


CVTPS2PI—Convert Packed Single-Precision Floating-Point Values to Packed Doubleword Integers 


xmmreg to mmreg 


0000 1111:0010 1101:11 mmreg1 xmmreg1 


mem to mmreg 


0000 1111:0010 1101: mod mmreg r/m 


CVTSI2SS—Convert Doubleword Integer to Scalar Single-Precision Floating-Point Value 


r32 to xmmreg1 


1111 0011:0000 1111:00101010:11 xmmreg1 132 


mem to xmmreg 


1111 0011:0000 1111:00101010: mod xmmreg r/m 


CVTSS2SI—Convert Scalar Single-Precision Floating-Point Value to Doubleword Integer 


xmmreg to r32 


1111 0011:0000 1111:0010 1101:11 r32 xmmreg 


mem to r32 


1111 0011:0000 1111:0010 1101: mod r32 r/m 


CVTTPS2PI—Convert with Truncation Packed Single-Precision Floating-Point Values to Packed Doubleword Integers 


xmmreg to mmreg 


0000 1111:0010 1100:11 mmreg1 xmmreg1 


mem to mmreg 


0000 1111:0010 1100: mod mmreg r/m 


CVTTSS2SI—Convert with Truncation Scalar Single-Prec 


ision Floating-Point Value to Doubleword Integer 


xmmreg to r32 


1111 0011:0000 1111:0010 1100:11 r32 xmmreg1 


mem to r32 


1111 0011:0000 1111:0010 1100: mod r32 r/m 


DIVPS—Divide Packed Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0000 1111:0101 1110:11 xmmreg1 xmmreg2 


mem to xmmreg 


0000 1111:0101 1110: mod xmmreg r/m 


DIVSS—Divide Scalar Single-Precision Floating-Point Val 


ues 


xmmreg2 to xmmreg1 


1111 0011:0000 1111:0101 1110:11 xmmreg1 xmmreg2 


mem to xmmreg 


1111 0011:0000 1111:0101 1110: mod xmmreg r/m 


LDMXCSR—Load MXCSR Register State 


m32 to MXCSR 


0000 1111:1010 1110:mod’ 010 mem 


MAXPS—Return Maximum Packed Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0000 1111:0101 1111:11 xmmreg1 xmmreg2 


mem to xmmreg 


0000 1111:0101 1111: mod xmmreg r/m 


MAXSS—Return Maximum Scalar Double-Precision Floating-Point Value 


xmmreg2 to xmmreg1 


1111 0011:0000 1111:0101 1111:11 xmmreg1 xmmreg2 


mem to xmmreg 


1111 0011:0000 1111:0101 1111: mod xmmreg r/m 


MINPS—Return Minimum Packed Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0000 1111:0101 1101:11 xmmreg1 xmmreg2 


mem to xmmreg 


0000 1111:0101 1101: mod xmmreg r/m 


MINSS—Return Minimum Scalar Double-Precision Floating-Point Value 


xmmreg2 to xmmreg1 


1111 0011:0000 1111:0101 1101:11 xmmreg1 xmmreg2 


mem to xmmreg 


1111 0011:0000 1111:0101 1101: mod xmmreg r/m 
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Table B-22. Formats and Encodings of SSE Floating-Point Instructions (Contd.) 


Instruction and Format 


Encoding 


MOVAPS—Move Aligned Packed Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0000 1111:0010 1000:11 xmmreg2 xmmreg1 


mem to xmmreg1 


0000 1111:0010 1000: mod xmmreg r/m 


xmmreg1 to xmmreg2 


0000 1111:0010 1001:11 xmmreg1 xmmreg2 


xmmreg1 to mem 


0000 1111:0010 1001: mod xmmreg r/m 


MOVHLPS—Move Packed Single-Precision Floating-Point Values High to Low 


xmmreg2 to xmmreg1 


0000 1111:0001 0010:11 xmmreg1 xmmreg2 


MOVHPS—Move High Packed Single-Precision Floating-Point Values 


mem to xmmreg 


0000 1111:0001 0110: mod xmmreg r/m 


xmmreg to mem 


0000 1111:0001 0111: mod xmmreg r/m 


MOVLHPS—Move Packed Single-Precision Floating-Point Values Low to High 


xmmreg2 to xmmreg1 


0000 1111:00010110:11 xmmreg1 xmmreg2 


MOVLPS—Move Low Packed Single-Precision Floating-Point Values 


mem to xmmreg 


0000 1111:0001 0010: mod xmmreg r/m 


xmmreg to mem 


0000 1111:0001 0011: mod xmmreg r/m 


MOVMSKPS—Extract Packed Single-Precision Floating-Point Sign Mask 


xmmreg to r32 


0000 1111:0101 0000:11 r32 xmmreg 


MOVSS—Move Scalar Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


1111 0011:0000 1111:0001 0000:11 xmmreg2 xmmreg1 


mem to xmmreg1 


1111 0011:0000 1111:0001 0000: mod xmmreg r/m 


xmmreg1 to xmmreg2 


1111 0011:0000 1111:0001 0001:11 xmmreg1 xmmreg2 


xmmreg1 to mem 


1111 0011:0000 1111:0001 0001: mod xmmreg r/m 


MOVUPS—Move Unaligned Packed Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


mem to xmmreg1 


0000 1111:0001 0000:11 xmmreg2 xmmreg1 
0000 1111:0001 0000: mod xmmreg r/m 


xmmreg1 to xmmreg2 


0000 1111:0001 0001:11 xmmreg1 xmmreg2 


xmmreg1 to mem 


0000 1111:0001 0001: mod xmmreg r/m 


MULPS—Multiply Packed Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0000 1111:0101 1001:11 xmmreg1 xmmreg2 


mem to xmmreg 


0000 1111:0101 1001: mod xmmreg r/m 


MULSS—Multiply Scalar Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


1111 0011:0000 1111:0101 1001:11 xmmreg1 xmmreg2 


mem to xmmreg 


1111 0011:0000 1111:0101 1001: mod xmmreg r/m 


ORPS—Bitwise Logical OR of Single-Precision Floating-Point Values 


xmmreg2 to xmmreq1 


0000 1111:0101 0110:11 xmmreg1 xmmreg2 


mem to xmmreg 


0000 1111:0101 0110: mod xmmreg r/m 


RCPPS—Compute Reciprocals of Packed Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0000 1111:0101 0011:11 xmmreg1 xmmreg2 
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Table B-22. Formats and Encodings of SSE Floating-Point Instructions (Contd.) 


Instruction and Format Encoding 
mem to xmmreg 0000 1111:0101 0011: mod xmmreg r/m 
RCPSS—Compute Reciprocals of Scalar Single-Precision Floating-Point Value 
xmmreg2 to xmmreg1 1111 0011:0000 1111:01010011:11 xmmreg1 xmmreg2 
mem to xmmreg 1111 0011:0000 1111:01010011: mod xmmreg r/m 
RSQRTPS—Compute Reciprocals of Square Roots of Packed Single-Precision Floating-Point Values 
xmmreg2 to xmmreg1 0000 1111:0101 0010:11 xmmreg1 xmmreg2 
mem to xmmreg 0000 1111:0101 0010: mode xmmreg r/m 
RSQRTSS—Compute Reciprocals of Square Roots of Scalar Single-Precision Floating-Point Value 
xmmreg2 to xmmreg1 1111 0011:0000 1111:0101 0010:11 xmmreg1 xmmreg2 
mem to xmmreg 1111 0011:0000 1111:0101 0010: mod xmmreg r/m 
SHUFPS—Shuffle Packed Single-Precision Floating-Point Values 
xmmreg2 to xmmreg1, imm8 0000 1111:1100 0110:11 xmmreg1 xmmreg2: imm8 
mem to xmmreg, imm8 0000 1111:1100 0110: mod xmmreg r/m: imm8 
SQRTPS—Compute Square Roots of Packed Single-Precision Floating-Point Values 
xmmreg2 to xmmreg1 0000 1111:0101 0001:11 xmmreg1 xmmreg2 
mem to xmmreg 0000 1111:0101 0001: mod xmmreg r/m 
SQRTSS—Compute Square Root of Scalar Single-Precision Floating-Point Value 
xmmreg2 to xmmreg1 1111 0011:0000 1111:0101 0001:11 xmmreg1 xmmreg2 
mem to xmmreg 1111 0011:0000 1111:0101 0001:mod xmmreg r/m 
STMXCSR—Store MXCSR Register State 
MXCSR to mem 0000 1111:1010 1110:mod4 011 mem 
SUBPS—Subtract Packed Single-Precision Floating-Point Values 
xmmreg2 to xmmreg1 0000 1111:0101 1100:11 xmmreg1 xmmreg2 
mem to xmmreg 0000 1111:0101 1100:mod xmmreg r/m 
SUBSS—Subtract Scalar Single-Precision Floating-Point Values 
xmmreg2 to xmmreg1 1111 0011:0000 1111:0101 1100:11 xmmreg1 xmmreg2 
mem to xmmreg 1111 0011:0000 1111:0101 1100:mod xmmreg r/m 
UCOMISS—Unordered Compare Scalar Ordered Single-Precision Floating-Point Values and Set EFLAGS 
xmmreg2 to xmmreg1 0000 1111:0010 1110:11 xmmreg1 xmmreg2 
mem to xmmreg 0000 1111:0010 1110: mod xmmreg r/m 
UNPCKHPS—Unpack and Interleave High Packed Single-Precision Floating-Point Values 
xmmreg2 to xmmreg1 0000 1111:0001 0101:11 xmmreg1 xmmreg2 
mem to xmmreg 0000 1111:0001 0101: mod xmmreg r/m 
UNPCKLPS—Unpack and Interleave Low Packed Single-Precision Floating-Point Values 
xmmreg2 to xmmreg1 0000 1111:0001 0100:11 xmmreg1 xmmreg2 
mem to xmmreg 0000 1111:0001 0100: mod xmmreg r/m 
XORPS—Bitwise Logical XOR of Single-Precision Floating-Point Values 
xmmreg2 to xmmreg1 0000 1111:0101 0111:11 xmmreg1 xmmreg2 
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Table B-22. Formats and Encodings of SSE Floating-Point Instructions (Contd.) 


Instruction and Format 


Encoding 


mem to xmmreg 


0000 1111:0101 0111: mod xmmreg r/m 


Table B-23. Formats and Encodings of SSE Integer Instructions 


Instruction and Format 


Encoding 


PAVGB/PAVGW—Average Packed Integers 


mmreg2 to mmreg1 


0000 1111:1110 0000:11 mmreg1 mmreg2 


0000 1111:1110 0011:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:1110 0000: mod mmreg r/m 


0000 1111:1110 0011: mod mmreg r/m 


PEXTRW—Extract Word 


mmreg to reg32, imm8 


0000 1111:1100 0101:11 r32 mmreg: imm8 


PINSRW—Insert Word 


reg32 to mmreg, imm8 


m16 to mmreg, imm8 


0000 1111:1100 0100:11 mmreg r32: imm8 
0000 1111:1100 0100: mod mmreg r/m: imm8 


PMAXSW—Maximum of Packed Signed Word Integers 


mmreg2 to mmreg1 


mem to mmreg 


0000 1111:1110 1110:11 mmreg1 mmreg2 
0000 1111:1110 1110: mod mmreg r/m 


PMAXUB—Maximum of Packed Unsigned Byte Integers 


mmreg2 to mmreg1 


mem to mmreg 


0000 1111:1101 1110:11 mmreg1 mmreg2 
0000 1111:1101 1110: mod mmreg r/m 


PMINSW—Minimum of Packed Signed Word Integers 


mmreg2 to mmreg1 


mem to mmreg 


0000 1111:1110 1010:11 mmreg1 mmreg2 
0000 1111:1110 1010: mod mmreg r/m 


PMINUB—Minimum of Packed Unsigned Byte Integers 


mmreg2 to mmreg1 


0000 1111:1101 1010:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:1101 1010: mod mmreg r/m 


PMOVMSKB—Move Byte Mask To Integer 


mmreg to reg32 


0000 1111:1101 0111:11 r32 mmreg 


PMULHUW—Multiply Packed Unsigned Integers and Store High Result 


mmreg2 to mmreg1 


0000 1111:1110 0100:11 mmreg1 mmreg2 


mem to mmreg 
PSADBW—Compute Sum of Absolute Differences 


0000 1111:1110 0100: mod mmreg r/m 


mmreg2 to mmreg1 


0000 1111:1111 0110:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:1111 0110: mod mmreg r/m 


PSHUFW —Shuffle Packed Words 


mmreg2 to mmreg1, imm8 


0000 1111:0111 0000:11 mmreg1 mmreg2: imm8 


mem to mmreg, imm8 


0000 1111:0111 0000: mod mmreg r/m: imm8 
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Table B-24. Format and Encoding of SSE Cacheability & Memory Ordering Instructions 


Instruction and Format Encoding 

MASKMOVQ-—Store Selected Bytes of Quadword 

mmreg2 to mmreg1 0000 1111:1111 0111:11 mmreg1 mmreg2 
MOVNTPS—Store Packed Single-Precision Floating-Point Values Using Non-Temporal Hint 

xmmreg to mem 0000 1111:0010 1011: mod xmmreg r/m 
MOVNTQ—Store Quadword Using Non-Temporal Hint 

mmreg to mem 0000 1111:1110 0111: mod mmreg r/m 
PREFETCHTO—Prefetch Temporal to All Cache Levels 0000 1111:0001 1000:mod4 001 mem 
PREFETCHT1—Prefetch Temporal to First Level Cache 0000 1111:0001 1000:mod* 010 mem 
PREFETCHT2—Prefetch Temporal to Second Level Cache 0000 1111:0001 1000:mod’ 011 mem 
PREFETCHNTA—Prefetch Non-Temporal to All Cache Levels 0000 1111:0001 1000:mod* 000 mem 
SFENCE—Store Fence 0000 1111:1010 1110:11 111 000 


B.9 SSE2 INSTRUCTION FORMATS AND ENCODINGS 


The SSE2 instructions use the ModR/M format and are preceded by the OFH prefix byte. In general, operations are 
not duplicated to provide two directions (that is, separate load and store variants). 


The following three tables show the formats and encodings for the SSE2 SIMD floating-point, SIMD integer, and 
cacheability instructions, respectively. Some SSE2 instructions require a mandatory prefix (66H, F2H, F3H) as part 
of the two-byte opcode. These prefixes are included in the tables. 


B.9.1 Granularity Field (gg) 


The granularity field (gg) indicates the size of the packed operands that the instruction is operating on. When this 
field is used, it is located in bits 1 and O of the second opcode byte. Table B-25 shows the encoding of this gg field. 


Table B-25. Encoding of Granularity of Data Field (gg) 


gg Granularity of Data 
00 Packed Bytes 

01 Packed Words 

10 Packed Doublewords 

11 Quadword 


Vol.2D B-47 


INSTRUCTION FORMATS AND ENCODINGS 


Table B-26. Formats and E 


ncodings of SSE2 Floating-Point Instructions 


Instruction and Format 


Encoding 


ADDPD—Add Packed Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0101 1000:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0101 1000: mod xmmreg r/m 


ADDSD—Add Scalar Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


1111 0010:0000 1111:0101 1000:11 xmmreg1 xmmreg2 


mem to xmmreg 


1111 0010:0000 1111:0101 1000: mod xmmreg r/m 


ANDNPD-—Bitwise Logical AND NOT of Packed Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0101 0101:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0101 0101: mod xmmreg r/m 


ANDPD-—Bitwise Logical AND of Packed Double-Preci 


sion Floating-Point Values 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0101 0100:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0101 0100: mod xmmreg r/m 


CMPPD—Compare Packed Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1, imm8 


mem to xmmreg, imm8 


0110 0110:0000 1111:1100 0010: mod xmmreg r/m: imm8 


CMPSD—Compare Scalar Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1, imm8 


mem to xmmreg, imm8 


11110 010:0000 1111:1100 0010: mod xmmreg r/m: imm8 


COMISD—Compare Scalar Ordered Double-Precision F 


loating-Point Values and Set EFLAGS 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0010 1111:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0010 1111: mod xmmreg r/m 


CVTPI2PD—Convert Packed Doubleword Integers to Packed Double-Precision Floating-Point Values 


mmreg to xmmreg 


0110 0110:0000 1111:0010 1010:11 xmmreg1 mmreg1 


mem to xmmreg 


0110 0110:0000 1111:0010 1010: mod xmmreg r/m 


CVTPD2PI—Convert Packed Double-Precision Floating-Point Values to Packed Doubleword Integers 


xmmreg to mmreg 


mem to mmreg 


0110 0110:0000 1111:0010 1101:11 mmreg1 xmmreg1 
0110 0110:0000 1111:0010 1101: mod mmreg r/m 


CVTSI2SD—Convert Doubleword Integer to Scalar Do 


uble-Precision Floating-Point Value 


r32 to xmmreg1 


1111 0010:0000 1111:0010 1010:11 xmmreg r32 


mem to xmmreg 


1111 0010:0000 1111:0010 1010: mod xmmreg r/m 


CVTSD2SI—Convert Scalar Double-Precision Floating-Point Value to Doubleword Integer 


xmmreg to r32 


1111 0010:0000 1111:0010 1101:11 r32 xmmreg 


mem to r32 


1111 0010:0000 1111:0010 1101: mod r32 r/m 


CVTTPD2PI—Convert with Truncation Packed Double-Precision Floating-Point Values to Packed Doubleword Integers 


xmmreg to mmreg 


mem to mmreg 


0110 0110:0000 1111:0010 1100:11 mmreg xmmreg 
0110 0110:0000 1111:0010 1100: mod mmreg r/m 


CVTTSD2SI—Convert with Truncation Scalar Double-Precision Floating-Point Value to Doubleword Integer 


xmmreg to r32 


B-48 Vol. 2D 


1111 0010:0000 1111:0010 1100:11 r32 xmmreg 


0110 0110:0000 1111:1100 0010:11 xmmreg1 xmmreg2: imm8 


1111 0010:0000 1111:1100 0010:11 xmmreg1 xmmreg2: imm8 


INSTRUCTION FORMATS AND ENCODINGS 


Table B-26. Formats and Encodings of SSE2 Floating-Point Instructions (Contd.) 


Instruction and Format Encoding 
mem to r32 1111 0010:0000 1111:0010 1100: mod r32 r/m 
CVTPD2PS—Covert Packed Double-Precision Floating-Point Values to Packed Single-Precision Floating-Point Values 
xmmreg2 to xmmreg1 0110 0110:0000 1111:0101 1010:11 xmmreg1 xmmreg2 
mem to xmmreg 0110 0110:0000 1111:0101 1010: mod xmmreg r/m 
CVTPS2PD—Covert Packed Single-Precision Floating-Point Values to Packed Double-Precision Floating-Point Values 
xmmreg2 to xmmreg1 0000 1111:0101 1010:11 xmmreg1 xmmreg2 
mem to xmmreg 0000 1111:0101 1010: mod xmmreg r/m 
CVTSD2SS—Covert Scalar Double-Precision Floating-Point Value to Scalar Single-Precision Floating-Point Value 
xmmreg2 to xmmreg1 1111 0010:0000 1111:0101 1010:11 xmmreg1 xmmreg2 
mem to xmmreg 1111 0010:0000 1111:0101 1010: mod xmmreg r/m 
CVTSS2SD—Covert Scalar Single-Precision Floating-Point Value to Scalar Double-Precision Floating-Point Value 
xmmreg2 to xmmreg1 1111 0011:0000 1111:0101 1010:11 xmmreg1 xmmreg2 
mem to xmmreg 1111 0011:00001 111:0101 1010: mod xmmreg r/m 
CVTPD2DQ—Convert Packed Double-Precision Floating-Point Values to Packed Doubleword Integers 
xmmreg2 to xmmreg1 1111 0010:0000 1111:1110 0110:11 xmmreg1 xmmreg2 
mem to xmmreg 1111 0010:0000 1111:1110 0110: mod xmmreg r/m 
CVTTPD2DQ—Convert With Truncation Packed Double-Precision Floating-Point Values to Packed Doubleword Integers 
xmmreg2 to xmmreg1 0110 0110:0000 1111:1110 0110:11 xmmreg1 xmmreg2 
mem to xmmreg 0110 0110:0000 1111:1110 0110: mod xmmreg r/m 
CVTDQ2PD—Convert Packed Doubleword Integers to Packed Single-Precision Floating-Point Values 
xmmreg2 to xmmreg1 1111 0011:0000 1111:1110 0110:11 xmmreg1 xmmreg2 
mem to xmmreg 1111 0011:0000 1111:1110 0110: mod xmmreg r/m 
CVTPS2DQ—Convert Packed Single-Precision Floating-Point Values to Packed Doubleword Integers 
xmmreg2 to xmmreg1 0110 0110:0000 1111:0101 1011:11 xmmreg1 xmmreg2 
mem to xmmreg 0110 0110:0000 1111:0101 1011: mod xmmreg r/m 
CVTTPS2DQ—Convert With Truncation Packed Single-Precision Floating-Point Values to Packed Doubleword Integers 
xmmreg2 to xmmreg1 1111 0011:0000 1111:0101 1011:11 xmmreg1 xmmreg2 
mem to xmmreg 1111 0011:0000 1111:0101 1011: mod xmmreg r/m 
CVTDQ2PS—Convert Packed Doubleword Integers to Packed Double-Precision Floating-Point Values 
xmmreg2 to xmmreg1 0000 1111:0101 1011:11 xmmreg1 xmmreg2 
mem to xmmreg 0000 1111:0101 1011: mod xmmreg r/m 
DIVPD—Divide Packed Double-Precision Floating-Point Values 
xmmreg2 to xmmreg1 0110 0110:0000 1111:0101 1110:11 xmmreg1 xmmreg2 
mem to xmmreg 0110 0110:0000 1111:0101 1110: mod xmmreg r/m 
DIVSD—Divide Scalar Double-Precision Floating-Point Values 
xmmreg2 to xmmreg1 1111 0010:0000 1111:0101 1110:11 xmmreg1 xmmreg2 
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Table B-26. Formats and Encodings of SSE2 Floating-Point Instructions (Contd.) 


Instruction and Format 


Encoding 


mem to xmmreg 


1111 0010:0000 1111:0101 1110: mod xmmreg r/m 


MAXPD—Return Maximum Packed Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0101 1111:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0101 1111: mod xmmreg r/m 


MAXSD—Return Maximum Scalar Double-Precision Fl 


oating-Point Value 


xmmreg2 to xmmreg1 


1111 0010:0000 1111:0101 1111:11 xmmreg1 xmmreg2 


mem to xmmreg 


1111 0010:0000 1111:0101 1111: mod xmmreg r/m 


MINPD—Return Minimum Packed Double-Precision Fl 


oating-Point Values 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0101 1101:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0101 1101: mod xmmreg r/m 


MINSD—Return Minimum Scalar Double-Precision Flo 


ating-Point Value 


xmmreg2 to xmmreg1 


1111 0010:0000 1111:0101 1101:11 xmmreg1 xmmreg2 


mem to xmmreg 


1111 0010:0000 1111:0101 1101: mod xmmreg r/m 


MOVAPD—Move Aligned Packed Double-Precision Flo 


ating-Point Values 


xmmreg1 to xmmreg2 


0110 0110:0000 1111:0010 1001:11 xmmreg2 xmmreg1 


xmmreg1 to mem 


0110 0110:0000 1111:0010 1001: mod xmmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0010 1000:11 xmmreg1 xmmreg2 


mem to xmmreg1 


0110 0110:0000 1111:0010 1000: mod xmmreg r/m 


MOVHPD—Move High Packed Double-Precision Floati 


ng-Point Values 


xmmreg to mem 


0110 0110:0000 1111:0001 0111: mod xmmreg r/m 


mem to xmmreg 


0110 0110:0000 1111:0001 0110: mod xmmreg r/m 


MOVLPD—Move Low Packed Double-Precision Floating-Point Values 


xmmreg to mem 


0110 0110:0000 1111:0001 0011: mod xmmreg r/m 


mem to xmmreg 


0110 0110:0000 1111:0001 0010: mod xmmreg r/m 


MOVMSKPD—E€Extract Packed Double-Precision Floating-Point Sign Mask 


xmmreg to r32 


0110 0110:0000 1111:0101 0000:11 r32 xmmreg 


MOVSD—Move Scalar Double-Precision Floating-Point Values 


xmmreg1 to xmmreg2 


1111 0010:0000 1111:0001 0001:11 xmmreg2 xmmreg1 


xmmreg1 to mem 


1111 0010:0000 1111:0001 0001: mod xmmreg r/m 


xmmreg2 to xmmreg1 


1111 0010:0000 1111:0001 0000:11 xmmreg1 xmmreg2 


mem to xmmreg1 


1111 0010:0000 1111:0001 0000: mod xmmreg r/m 


MOVUPD—Move Unaligned Packed Double-Precision 


Floating-Point Values 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0001 0001:11 xmmreg2 xmmreg1 


mem to xmmreg1 


0110 0110:0000 1111:0001 0001: mod xmmreg r/m 


xmmreg1 to xmmreg2 


xmmreg1 to mem 


0110 0110:0000 1111:0001 0000:11 xmmreg1 xmmreg2 
0110 0110:0000 1111:0001 0000: mod xmmreg r/m 


MULPD—Multiply Packed Double-Precision Floating-P. 


oint Values 


xmmreg2 to xmmreg1 
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0110 0110:0000 1111:0101 1001:11 xmmreg1 xmmreg2 


INSTRUCTION FORMATS AND ENCODINGS 


Table B-26. Formats and Encodings of SSE2 Floating-Point Instructions (Contd.) 


Instruction and Format 


Encoding 


mem to xmmreg 


0110 0110:0000 1111:0101 1001: mod xmmreg r/m 


MULSD—Multiply Scalar Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


1111 0010:00001111:01011001:11 xmmreg1 xmmreg2 


mem to xmmreg 


1111 0010:00001111:01011001: mod xmmreg r/m 


ORPD—Bitwise Logical OR of Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0101 0110:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0101 0110: mod xmmreg r/m 


SHUFPD—Shuffle Packed Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1, imm8 


0110 0110:0000 1111:1100 0110:11 xmmreg1 xmmreg2: imm8 


mem to xmmreg, imm8 


0110 0110:0000 1111:1100 0110: mod xmmreg r/m: imm8 


SQRTPD—Compute Square Roots of Packed Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0101 0001:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0101 0001: mod xmmreg r/m 


SQRTSD—Compute Square Root of Scalar Double-Pre 


cision Floating-Point Value 


xmmreg2 to xmmreg1 


1111 0010:0000 1111:0101 0001:11 xmmreg1 xmmreg2 


mem to xmmreg 


1111 0010:0000 1111:0101 0001: mod xmmreg r/m 


SUBPD—Subtract Packed Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0101 1100:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0101 1100: mod xmmreg r/m 


SUBSD—Subtract Scalar Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


1111 0010:0000 1111:0101 1100:11 xmmreg1 xmmreg2 


mem to xmmreg 


1111 0010:0000 1111:0101 1100: mod xmmreg r/m 


UCOMISD—Unordered Compare Scalar Ordered Doubl 


e-Precision Floating-Point Values and Set EFLAGS 


xmmreg2 to xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0010 1110:11 xmmreg1 xmmreg2 
0110 0110:0000 1111:0010 1110: mod xmmreg r/m 


UNPCKHPD—Unpack and Interleave High Packed Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0001 0101:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0001 0101: mod xmmreg r/m 


UNPCKLPD—Unpack and Interleave Low Packed Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0001 0100:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0001 0100: mod xmmreg r/m 


XORPD—Bitwise Logical OR of Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0101 0111:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0101 0111: mod xmmreg r/m 
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Table B-27. Formats and Encodings of SSE2 Integer Instructions 


Instruction and Format 


Encoding 


MOVD—Move Doubleword 


reg to xmmreg 


0110 0110:0000 1111:0110 1110: 11 xmmreg reg 


reg from xmmreg 


0110 0110:0000 1111:0111 1110: 11 xmmreg reg 


mem to xmmreg 


0110 0110:0000 1111:0110 1110: mod xmmreg r/m 


mem from xmmreg 


0110 0110:0000 1111:0111 1110: mod xmmreg r/m 


MOVDQA—Move Aligned Double Quadword 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0110 1111:11 xmmreg1 xmmreg2 


xmmreg2 from xmmreq1 


0110 0110:0000 1111:0111 1111:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0110 1111: mod xmmreg r/m 


mem from xmmreg 


0110 0110:0000 1111:0111 1111: mod xmmreg r/m 


MOVDQU—Move Unaligned Double Quadword 


xmmreg2 to xmmreg1 


1111 0011:0000 1111:0110 1111:11 xmmreg1 xmmreg2 


xmmreg2 from xmmreg1 


1111 0011:0000 1111:0111 1111:11 xmmreg1 xmmreg2 


mem to xmmreg 


1111 0011:0000 1111:0110 1111: mod xmmreg r/m 


mem from xmmreg 


1111 0011:0000 1111:0111 1111: mod xmmreg r/m 


MOVQ2DQ—Move Quadword from MMX to XMM Register 


mmreg to xmmreg 


1111 0011:0000 1111:1101 0110:11 mmreg1 mmreg2 


MOVDQ2Q—Move Quadword from XMM to MMX Register 


xmmreg to mmreg 


1111 0010:0000 1111:1101 0110:11 mmreg1 mmreg2 


MOVQ—Move Quadword 


xmmreg2 to xmmreg1 


1111 0011:0000 1111:0111 1110: 11 xmmreg1 xmmreg2 


xmmreg2 from xmmreqg1 


0110 0110:0000 1111:1101 0110: 11 xmmreg1 xmmreg2 


mem to xmmreg 


1111 0011:0000 1111:0111 1110: mod xmmreg r/m 


mem from xmmreg 


0110 0110:0000 1111:1101 0110: mod xmmreg r/m 


PACKSSDW'!—Pack Dword To Word Data (signed with saturation) 


xmmreg2 to xmmreg1 


memory to xmmreg 


0110 0110:0000 1111:0110 1011: 11 xmmreg1 xmmreg2 
0110 0110:0000 1111:0110 1011: mod xmmreg r/m 


PACKSSWB—Pack Word To Byte Data (signed with saturation) 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0110 0011: 11 xmmreg1 xmmreg2 


memory to xmmreg 


0110 0110:0000 1111:0110 0011: mod xmmreg r/m 


PACKUSWB—Pack Word To Byte Data (unsigned with saturation) 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0110 0111: 11 xmmreg1 xmmreg2 


memory to xmmreg 


0110 0110:0000 1111:0110 0111: mod xmmreg r/m 


PADDQ—Add Packed Quadword Integers 


mmreg2 to mmreg1 


mem to mmreg 


0000 1111:1101 0100:11 mmreg1 mmreg2 
0000 1111:1101 0100: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1101 0100:11 xmmreg1 xmmreg2 


mem to xmmreg 
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0110 0110:0000 1111:1101 0100: mod xmmreg r/m 
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Table B-27. Formats and Encodings of SSE2 Integer Instructions (Contd.) 


Instruction and Format 


Encoding 


PADD—Add With Wrap-around 


xmmreg2 to xmmreg1 


0110 0110:0000 1111: 1111 11gg: 11 xmmreg1 xmmreg2 


memory to xmmreg 


0110 0110:0000 1111: 1111 11gg: mod xmmreg r/m 


PADDS—Add Signed With Saturation 


xmmreg2 to xmmreg1 


0110 0110:0000 1111: 1110 11gg: 11 xmmreg1 xmmreg2 


memory to xmmreg 


0110 0110:0000 1111: 1110 11gg: mod xmmreg r/m 


PADDUS—Add Unsigned With Saturation 


xmmreg2 to xmmreg1 


0110 0110:0000 1111: 1101 11gg: 11 xmmreg1 xmmreg2 


memory to xmmreg 


0110 0110:0000 1111: 1101 11gg: mod xmmreg r/m 


PAND—Bitwise And 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1101 1011: 11 xmmreg1 xmmreg2 


memory to xmmreg 


0110 0110:0000 1111:1101 1011: mod xmmreg r/m 


PANDN—Bitwise AndNot 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1101 1111: 11 xmmreg1 xmmreg2 


memory to xmmreg 


0110 0110:0000 1111:1101 1111: mod xmmreg r/m 


PAVGB—Average Packed Integers 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:11100 000:11 xmmreg1 xmmreg2 


mem to xmmreg 


01100110:00001111:11100000 mod xmmreg r/m 


PAVGW—Average Packed Integers 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1110 0011:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:1110 0011 mod xmmreg r/m 


PCMPEQ—Packed Compare For Equality 


xmmreg1 with xmmreg2 


0110 0110:0000 1111:0111 01gg: 11 xmmreg1 xmmreg2 


xmmreg with memory 


0110 0110:0000 1111:0111 01gg: mod xmmreg r/m 


PCMPGT—Packed Compare Greater (signed) 


xmmreg1 with xmmreg2 


xmmreg with memory 


0110 0110:0000 1111:0110 01gg: 11 xmmreg1 xmmreg2 
0110 0110:0000 1111:0110 01gg: mod xmmreg r/m 


PEXTRW—Extract Word 


xmmreg to reg32, imm8 


0110 0110:0000 1111:1100 0101:11 r32 xmmreg: imm8 


PINSRW—Insert Word 


reg32 to xmmreg, imm8 


0110 0110:0000 1111:1100 0100:11 xmmreg r32: imm8 


m16 to xmmreg, imm8 


0110 0110:0000 1111:1100 0100: mod xmmreg r/m: imm8 


PMADDWD—Packed Multiply Add 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1111 0101: 11 xmmreg1 xmmreg2 


memory to xmmreg 
PMAXSW—Maximum of Packed Signed Word Integers 


0110 0110:0000 1111:1111 0101: mod xmmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1110 1110:11 xmmreg1 xmmreg2 


mem to xmmreg 


01100110:00001111:11101110: mod xmmreg r/m 


Vol.2D B-53 


INSTRUCTION FORMATS AND ENCODINGS 


Table B-27. Formats and Encodings of SSE2 Integer Instructions (Contd.) 


Instruction and Format 


Encoding 


PMAXUB—Maximum of Packed Unsigned Byte Integers 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1101 1110:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:1101 1110: mod xmmreg r/m 


PMINSW—Minimum of Packed Signed Word Integers 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1110 1010:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:1110 1010: mod xmmreg r/m 


PMINUB—Minimum of Packed Unsigned Byte Integers 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1101 1010:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:1101 1010 mod xmmreg r/m 


PMOVMSKB—Move Byte Mask To Integer 


xmmreg to reg32 


0110 0110:0000 1111:1101 0111:11 132 xmmreg 


PMULHUW—Packed multiplication, store high word (unsigned) 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1110 0100: 11 xmmreg1 xmmreg2 


memory to xmmreg 


0110 0110:0000 1111:1110 0100: mod xmmreg r/m 


PMULHW—Packed Multiplication, store high word 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1110 0101: 11 xmmreg1 xmmreg2 


memory to xmmreg 


0110 0110:0000 1111:1110 0101: mod xmmreg r/m 


PMULLW—Packed Multiplication, store low word 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1101 0101: 11 xmmreg1 xmmreg2 


memory to xmmreg 


0110 0110:0000 1111:1101 0101: mod xmmreg r/m 


PMULUDQ—Multiply Packed Unsigned Doubleword Integers 


mmreg2 to mmreg1 


0000 1111:1111 0100:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:1111 0100: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:00001111:1111 0100:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:00001111:1111 0100: mod xmmreg r/m 


POR—Bitwise Or 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1110 1011: 11 xmmreg1 xmmreg2 


memory to xmmreg 


0110 0110:0000 1111:1110 1011: mod xmmreg r/m 


PSADBW—Compute Sum of Absolute Differences 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1111 0110:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:1111 0110: mod xmmreg r/m 


PSHUFLW—Shuffle Packed Low Words 


xmmreg2 to xmmreg1, imm8 


1111 0010:0000 1111:0111 0000:11 xmmreg1 xmmreg2: imm8 


mem to xmmreg, imm8 


1111 0010:0000 1111:0111 0000:11 mod xmmreg r/m: imm8 


PSHUFHW-—Shuffle Packed High Words 


xmmreg2 to xmmreg1, imm8 


1111 0011:0000 1111:0111 0000:11 xmmreg1 xmmreg2: imm8 


mem to xmmreg, imm8 


1111 0011:0000 1111:0111 0000: mod xmmreg r/m: imm8 


PSHUFD—Shuffle Packed Doublewords 
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Table B-27. Formats and Encodings of SSE2 Integer Instructions (Contd.) 


Instruction and Format 


Encoding 


xmmreg2 to xmmreg1, imm8 


0110 0110:0000 1111:0111 0000:11 xmmreg1 xmmreg2: imm8 


mem to xmmreg, imm8 


0110 0110:0000 1111:0111 0000: mod xmmreg r/m: imm8 


PSLLDQ—Shift Double Quadword Left Logical 


xmmreg, imm8 


0110 0110:0000 1111:0111 0011:11 111 xmmreg: imm8 


PSLL—Packed Shift Left Logical 


xmmreg1 by xmmreg2 


0110 0110:0000 1111:1111 O0gg: 11 xmmreg1 xmmreg2 


xmmreg by memory 


0110 0110:0000 1111:1111 O0gg: mod xmmreg r/m 


xmmreg by immediate 


0110 0110:0000 1111:0111 O0gg: 11 110 xmmreg: imm8 


PSRA—Packed Shift Right Arithmetic 


xmmreg1 by xmmreg2 


0110 0110:0000 1111:1110 O0gg: 11 xmmreg1 xmmreg2 


xmmreg by memory 


0110 0110:0000 1111:1110 O0gg: mod xmmreg r/m 


xmmreg by immediate 


0110 0110:0000 1111:0111 O0gg: 11 100 xmmreg: imm8 


PSRLDQ—Shift Double Quadword Right Logical 


xmmreg, imm8 


0110 0110:00001111:01110011:11 011 xmmreg: imm8 


PSRL—Packed Shift Right Logical 


xmmreg1 by xmmreg2 


0110 0110:0000 1111:1101 O0gg: 11 xmmreg1 xmmreg2 


xmmreg by memory 


0110 0110:0000 1111:1101 O0gg: mod xmmreg r/m 


xmmreg by immediate 


0110 0110:0000 1111:0111 O0gg: 11 010 xmmreg: imm8 


PSUBQ—Subtract Packed Quadword Integers 


mmreg2 to mmreg1 


0000 1111:11111 011:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:1111 1011: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1111 1011:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:1111 1011: mod xmmreg r/m 


PSUB—Subtract With Wrap-around 


xmmreg2 from xmmreg1 


0110 0110:0000 1111:1111 10gg: 11 xmmreg1 xmmreg2 


memory from xmmreg 
PSUBS—Subtract Signed With Saturation 


0110 0110:0000 1111:1111 10gg: mod xmmreg r/m 


xmmreg2 from xmmreg1 


0110 0110:0000 1111:1110 10gg: 11 xmmreg1 xmmreg2 


memory from xmmreg 


0110 0110:0000 1111:1110 10gg: mod xmmreg r/m 


PSUBUS—Subtract Unsigned With Saturation 


xmmreg2 from xmmreg1 


0000 1111:1101 10gg: 11 xmmreg1 xmmreg2 


memory from xmmreg 


0000 1111:1101 10gg: mod xmmreg r/m 


PUNPCKH—Unpack High Data To Next Larger Type 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0110 10gg:11 xmmreg1 xmmreg2 


mem to xmmreg 
PUNPCKHQDQ—Unpack High Data 


0110 0110:0000 1111:0110 10gg: mod xmmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0110 1101:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0110 1101: mod xmmreg r/m 
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Table B-27. Formats and Encodings of SSE2 Integer Instructions (Contd.) 


Instruction and Format 


Encoding 


PUNPCKL—Unpack Low Data To Next Larger Type 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0110 00gg:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0110 O0gg: mod xmmreg r/m 


PUNPCKLQDQ—Unpack Low Data 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0110 1100:11 xmmreg1 xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0110 1100: mod xmmreg r/m 


PXOR—Bitwise Xor 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1110 1111: 11 xmmreg1 xmmreg2 


memory to xmmreg 


0110 0110:0000 1111:1110 1111: mod xmmreg r/m 


Table B-28. Format and Encoding of SSE2 Cacheability Instructions 


Instruction and Format 
MASKMOVDQU-Store Selected Bytes of Double Qua 


Encoding 
dword 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:1111 0111:11 xmmreg1 xmmreg2 


CLFLUSH—Flush Cache Line 


mem 


0000 1111:1010 1110: mod 111 r/m 


MOVNTPD-—Store Packed Double-Precision Floating-Point Values Using Non-Temporal Hint 


xmmreg to mem 


0110 0110:0000 1111:0010 1011: mod xmmreg r/m 


MOVNTDQ-—Store Double Quadword Using Non-Temporal Hint 


xmmreg to mem 


0110 0110:0000 1111:1110 0111: mod xmmreg r/m 


reg to mem 


MOVNTI-—Store Doubleword Using Non-Temporal Hint 


0000 1111:1100 0011: mod reg r/m 


PAUSE—Spin Loop Hint 


1111 0011:1001 0000 


LFENCE—Load Fence 
MFENCE—Memory Fence 


0000 1111:1010 1110: 11 101 000 


0000 1111:1010 1110: 11 110 000 
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B.10 SSE3 FORMATS AND ENCODINGS TABLE 


The tables in this section provide SSE3 formats and encodings. Some SSE3 instructions require a mandatory prefix 
(66H, F2H, F3H) as part of the two-byte opcode. These prefixes are included in the tables. 


When in IA-32e mode, use of the REX.R prefix permits instructions that use general purpose and XMM registers to 
access additional registers. Some instructions require the REX.W prefix to promote the instruction to 64-bit opera- 
tion. Instructions that require the REX.W prefix are listed (with their opcodes) in Section B.13. 


Table B-29. Formats and Encodings of SSE3 Floating-Point Instructions 


Instruction and Format Encoding 
ADDSUBPD—Add /Sub packed DP FP numbers from XMM2/Mem to XMM1 
xmmreg2 to xmmreg1 01100110:00001111:11010000:11 xmmreg1 xmmreg2 
mem to xmmreg 01100110:00001111:11010000: mod xmmreg r/m 
ADDSUBPS—Add /Sub packed SP FP numbers from XMM2/Mem to XMM1 
xmmreg2 to xmmreg1 11110010:00001111:11010000:11 xmmreg1 xmmreg2 
mem to xmmreg 11110010:00001111:11010000: mod xmmreg r/m 
HADDPD—Add horizontally packed DP FP numbers XMM2/Mem to XMM1 
xmmreg2 to xmmreg1 01100110:00001111:01111100:11 xmmreg1 xmmreg2 
mem to xmmreg 01100110:00001111:01111100: mod xmmreg r/m 
HADDPS—Add horizontally packed SP FP numbers XMM2/Mem to XMM1 
xmmreg2 to xmmreg1 11110010:00001111:01111100:11 xmmreg1 xmmreg2 
mem to xmmreg 11110010:00001111:01111100: mod xmmreg r/m 
HSUBPD—Sub horizontally packed DP FP numbers XMM2/Mem to XMM1 
xmmreg2 to xmmreg1 01100110:00001111:01111101:11 xmmreg1 xmmreg2 
mem to xmmreg 01100110:00001111:01111101: mod xmmreg r/m 
HSUBPS—Sub horizontally packed SP FP numbers XMM2/Mem to XMM1 
xmmreg2 to xmmreg1 11110010:00001111:01111101:11 xmmreg1 xmmreg2 
mem to xmmreg 11110010:00001111:01111101: mod xmmreg r/m 
Table B-30. Formats and Encodings for SSE3 Event Management Instructions 
Instruction and Format Encoding 
MONITOR—Set up a linear address range to be monitored by hardware 
eax, ecx, edx 0000 1111 : 0000 0001:11 001 000 
MWAIT—Wait until write-back store performed within the range specified by the instruction MONITOR 
eax, CX 0000 1111 : 0000 0001:11 001 001 


Table B-31. Formats and Encodings for SSE3 Integer and Move Instructions 


Instruction and Format Encoding 
FISTTP—Store ST in int16 (chop) and pop 
m1 6int 11011 111: mod‘ 001 r/m 
FISTTP—Store ST in int32 (chop) and pop 
m32int 11011 011: mod’ 001 r/m 
FISTTP—Store ST in int64 (chop) and pop 
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Table B-31. Formats and Encodings for SSE3 Integer and Move Instructions (Contd.) 


Instruction and Format 


Encoding 


m64int 11011 101 : mod‘ 001 r/m 
LDDQU—Load unaligned integer 128-bit 
xmm, m128 11110010:00001111:11110000: mod’ xmmreg r/m 


MOVDDUP—Move 64 bits representing one DP data from XM 


M2/Mem to XMM1 and duplicate 


xmmreg2 to xmmreg1 


11110010:00001111:00010010:11 xmmreg1 xmmreg2 


mem to xmmreg 


11110010:00001111:00010010: mod xmmreg r/m 


MOVSHDUP—Move 128 bits representing 4 SP data from XM 


M2/Mem to XMM1 and duplicate high 


xmmreg2 to xmmreg1 


1111001 1:00001111:00010110:11 xmmreg1 xmmreg2 


mem to xmmreg 


1111001 1:00001111:00010110: mod xmmreg r/m 


MOVSLDUP—Move 128 bits representing 4 SP data from XMM2/Mem to XMM1 and duplicate low 


xmmreg2 to xmmreg1 


1111001 1:00001111:00010010:11 xmmreg1 xmmreg2 


mem to xmmreg 


1111001 1:00001111:00010010: mod xmmreg r/m 


B.11 


SSSE3 FORMATS AND ENCODING TABLE 


The tables in this section provide SSSE3 formats and encodings. Some SSSE3 instructions require a mandatory 
prefix (66H) as part of the three-byte opcode. These prefixes are included in the table below. 


Table B-32. Formats and Encodings for SSSE3 Instructions 


Instruction and Format 


Encoding 


PABSB—Packed Absolute Value Bytes 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0001 1100:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:0011 1000: 0001 1100: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1000: 0001 1100:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0001 1100: mod xmmreg r/m 


PABSD—Packed Absolute Value Double Words 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0001 1110:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:0011 1000: 0001 1110: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1000: 0001 1110:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0001 1110: mod xmmreg r/m 


PABSW—Packed Absolute Value Words 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0001 1101:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:0011 1000: 0001 1101: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1000: 0001 1101:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0001 1101: mod xmmreg r/m 


PALIGNR—Packed Align Right 


mmreg2 to mmreg1, imm8 


0000 1111:0011 1010: 0000 1111:11 mmreg1 mmreg2: imm8 
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Table B-32. Formats and Encodings for SSSE3 Instructions (Contd.) 


Instruction and Format 


Encoding 


mem to mmreg, imm8 


0000 1111:0011 1010: 0000 1111: mod mmreg r/m: imm8 


xmmreg2 to xmmreg1, imm8 


0110 0110:0000 1111:0011 1010: 0000 1111:11 xmmreg1 
xmmreg2: imm8 


mem to xmmreg, imm8 


0110 0110:0000 1111:0011 1010: 0000 1111: mod xmmreg r/m: 
imm8 


PHADDD—Packed Horizontal Add Double Words 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0000 0010:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:0011 1000: 0000 0010: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1000: 0000 0010:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0000 0010: mod xmmreg r/m 


PHADDSW—Packed Horizontal Add and Saturate 


mmreg2 to mmreg1 


mem to mmreg 


0000 1111:0011 1000: 0000 0011:11 mmreg1 mmreg2 
0000 1111:0011 1000: 0000 0011: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1000: 0000 0011:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0000 0011: mod xmmreg r/m 


PHADDW—Packed Horizontal Add Words 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0000 0001:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:0011 1000: 0000 0001: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1000: 0000 0001:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0000 0001: mod xmmreg r/m 


PHSUBD—Packed Horizontal Subtract Double Words 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0000 0110:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:0011 1000: 0000 0110: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1000: 0000 0110:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0000 0110: mod xmmreg r/m 


PHSUBSW—Packed Horizontal Subtract and Saturate 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0000 0111:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:0011 1000: 0000 0111: mod mmreg r/m 


xmmreg2 to xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0000 0111:11 xmmreg1 
xmmreg2 


0110 0110:0000 1111:0011 1000: 0000 0111: mod xmmreg r/m 


PHSUBW—Packed Horizontal Subtract Words 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0000 0101:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:0011 1000: 0000 0101: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1000: 0000 0101:11 xmmreg1 
xmmreg2 
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Table B-32. Formats and Encodings for SSSE3 Instructions (Contd.) 


Instruction and Format 


Encoding 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0000 0101: mod xmmreg r/m 


PMADDUBSW—Multiply and Add Packed Signed and Unsigne 


d Bytes 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0000 0100:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:0011 1000: 0000 0100: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1000: 0000 0100:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0000 0100: mod xmmreg r/m 


PMULHRSW—Packed Multiply Hign with Round and Scale 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0000 1011:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:0011 1000: 0000 1011: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1000: 0000 1011:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0000 1011: mod xmmreg r/m 


PSHUFB—Packed Shuffle Bytes 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0000 0000:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:0011 1000: 0000 0000: mod mmreg r/m 


xmmreg2 to xmmreqg1 


0110 0110:0000 1111:0011 1000: 0000 0000:11 xmmreg1 
xmmreg2 


mem to xmmreg 
PSIGNB—Packed Sign Bytes 


0110 0110:0000 1111:0011 1000: 0000 0000: mod xmmreg r/m 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0000 1000:11 mmreg1 mmreg2 


mem to mmreg 


xmmreg2 to xmmreg1 


0000 1111:0011 1000: 0000 1000: mod mmreg r/m 


0110 0110:0000 1111:0011 1000: 0000 1000:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0000 1000: mod xmmreg r/m 


PSIGND—Packed Sign Double Words 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0000 1010:11 mmreg1 mmreg2 


mem to mmreg 


xmmreg2 to xmmreg1 


0000 1111:0011 1000: 0000 1010: mod mmreg r/m 


0110 0110:0000 1111:0011 1000: 0000 1010:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0000 1010: mod xmmreg r/m 


PSIGNW—Packed Sign Words 


mmreg2 to mmreg1 


0000 1111:0011 1000: 0000 1001:11 mmreg1 mmreg2 


mem to mmreg 


0000 1111:0011 1000: 0000 1001: mod mmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1000: 0000 1001:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0000 1001: mod xmmreg r/m 
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AESNI AND PCLMULQDQ INSTRUCTION FORMATS AND ENCODINGS 


Table B-33 shows the formats and encodings for AESNI and PCLMULQDQ instructions. 
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Table B-33. Formats and Encodings of AESNI and PCLMULQDQ Instructions 


Instruction and Format Encoding 
AE€SDEC—Perform One Round of an AES Decryption Flow 
xmmreg2 to xmmreg1 0110 0110:0000 1111:0011 1000:1101 1110:11 xmmreg1 
xmmreg2 
mem to xmmreg 0110 0110:0000 1111:0011 1000:1101 1110: mod xmmreg r/m 
AESDECLAST—Perform Last Round of an AES Decryption Flow 
xmmreg2 to xmmreg1 0110 0110:0000 1111:0011 1000:1101 1111:11 xmmreg1 
xmmreg2 
mem to xmmreg 0110 0110:0000 1111:0011 1000:1101 1111: mod xmmreg r/m 
AE€SENC—Perform One Round of an AES Encryption Flow 
xmmreg2 to xmmreg1 0110 0110:0000 1111:0011 1000:1101 1100:11 xmmreg1 
xmmreg2 
mem to xmmreg 0110 0110:0000 1111:0011 1000:1101 1100: mod xmmreg r/m 
AESENCLAST—Perform Last Round of an AES Encryption Flow 
xmmreg2 to xmmreg1 0110 0110:0000 1111:0011 1000:1101 1101:11 xmmreg1 
xmmreg2 
mem to xmmreg 0110 0110:0000 1111:0011 1000:1101 1101: mod xmmreg r/m 
AESIMC—Perform the AES InvMixColumn Transformation 
xmmreg2 to xmmreg1 0110 0110:0000 1111:0011 1000:1101 1011:11 xmmreg1 
xmmreg2 
mem to xmmreg 0110 0110:0000 1111:0011 1000:1101 1011: mod xmmreg r/m 
AESKEYGENASSIST—AES Round Key Generation Assist 
xmmreg2 to xmmreg1, imm8 0110 0110:0000 1111:0011 1010:1101 1111:11 xmmreg1 
xmmreg2: imm8 
mem to xmmreg, imm8 0110 0110:0000 1111:0011 1010:1101 1111: mod xmmreg r/m: 
imm8 
PCLMULQDQ—Carry-Less Multiplication Quadword 
xmmreg2 to xmmreg1, imm8 0110 0110:0000 1111:0011 1010:0100 0100:11 xmmreg1 
xmmreg2: imm8 
mem to xmmreg, imm8 0110 0110:0000 1111:0011 1010:0100 0100: mod xmmreg r/m: 
imm8 


B.13. SPECIAL ENCODINGS FOR 64-BIT MODE 


The following Pentium, P6, MMX, SSE, SSE2, SSE3 instructions are promoted to 64-bit operation in IA-32e mode 
by using REX.W. However, these entries are special cases that do not follow the general rules (specified in Section 
B.4). 


Table B-34. Special Case Instructions Promoted Using REX.W 
Instruction and Format Encoding 
CMOVcc—Conditional Move 
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Table B-34. Special Case Instructions Promoted Using REX.W (Contd.) 


Instruction and Format 


Encoding 


register2 to register] 


0100 OROB 0000 1111: 0100 tttn: 11 reg1 reg2 


qwordregister2 to qwordregister1 


0100 1ROB 0000 1111: 0100 tttn: 11 qwordreg1 qwordreg2 


memory to register 


0100 ORXB 0000 1111 : 0100 tttn: mod reg r/m 


memory64 to qwordregister 


0100 1RXB 0000 1111 : 0100 tttn : mod qwordreg r/m 


CVTSD2SI—Convert Scalar Double-Precision Floating-Point Value to Doubleword Integer 


xmmreg to r32 


0100 OROB 1111 0010:0000 1111:0010 1101:11 r32 
xmmreg 


xmmreg to r64 


0100 1ROB 1111 0010:0000 1111:0010 1101:11 r64 
xmmreg 


mem64 to r32 


0100 OROXB 1111 0010:0000 1111:0010 1101: mod r32 r/m 


mem64 to r64 


0100 1RXB 1111 0010:0000 1111:0010 1101: mod r64 r/m 


CVTSI2SS—Convert Doubleword Integer to Scalar Single-Precision Floating-Point Value 


r32 to xmmreg1 


0100 OROB 1111 0011:0000 1111:0010 1010:11 xmmreg 
r32 


r64 to xmmreg1 


0100 1ROB 1111 0011:0000 1111:0010 1010:11 xmmreg 
r64 


mem to xmmreg 


0100 ORXB 1111 0011:0000 1111:0010 1010: mod xmmreg 
r/m 


mem64 to xmmreg 


0100 1RXB 1111 0011:0000 1111:0010 1010: mod xmmreg 
r/m 


CVTSI2SD—Convert Doubleword Integer to Scalar Double-Precis 


ion Floating-Point Value 


r32 to xmmreg1 


0100 OROB 1111 0010:0000 1111:0010 1010:11 xmmreg 
r32 


r64 to xmmreg1 


0100 1ROB 1111 0010:0000 1111:0010 1010:11 xmmreg 
r64 


mem to xmmreg 


0100 ORXB 1111 0010:0000 1111:00101 010: mod xmmreg 
r/m 


mem64 to xmmreg 


0100 1RXB 1111 0010:0000 1111:0010 1010: mod xmmreg 
r/m 


CVTSS2SI—Convert Scalar Single-Precision Floating-Point Value 


to Doubleword Integer 


xmmreg to r32 


xmmreg to r64 


0100 OROB 1111 0011:0000 1111:0010 1101:11 r32 
xmmreg 


0100 1ROB 1111 0011:0000 1111:0010 1101:11 r64 
xmmreg 


mem to r32 


0100 ORXB 11110011:00001111:00101101: mod r32 r/m 


mem32 to r64 


0100 1RXB 1111 0011:0000 1111:0010 1101: mod r64 r/m 


CVTTSD2SI—Convert with Truncation Scalar Double-Precision Floating-Point Value to Doubleword Integer 


xmmreg to r32 


0100 OROB 11110010:00001111:00101100:11 r32 xmmreg 


xmmreg to r64 


0100 1ROB 1111 0010:0000 1111:0010 1100:11 r64 
xmmreg 


mem64 to r32 


0100 ORXB 1111 0010:0000 1111:0010 1100: mod r32 r/m 


mem64 to r64 


0100 1RXB 1111 0010:0000 1111:0010 1100: mod r64 r/m 
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Table B-34. Special Case Instructions Promoted Using REX.W (Contd.) 


Instruction and Format Encoding 
CVTTSS2SI—Convert with Truncation Scalar Single-Precision Floating-Point Value to Doubleword Integer 
xmmreg to r32 0100 OROB 1111 0011:0000 1111:0010 1100:11 r32 
xmmreg1 
xmmreg to r64 0100 1ROB 1111 0011:0000 1111:0010 1100:11 r64 
xmmreg1 
mem to r32 0100 ORXB 1111 0011:0000 1111:0010 1100: mod r32 r/m 
mem32 to r64 0100 1RXB 1111 0011:0000 1111:0010 1100: mod r64 r/m 
MOVD/MOVQ—Move doubleword 
reg to mmxreg 0100 OROB 0000 1111:0110 1110: 11 mmxreg reg 
qwordreg to mmxreg 0100 1ROB 0000 1111:0110 1110: 11 mmxreg qwordreg 
reg from mmxreg 0100 OROB 0000 1111:0111 1110: 11 mmxreg reg 
qwordreg from mmxreg 0100 1ROB 0000 1111:0111 1110: 11 mmxreg qwordreg 
mem to mmxreg 0100 ORXB 0000 1111:0110 1110: mod mmxreg r/m 
mem64 to mmxreg 0100 1RXB 0000 1111:0110 1110: mod mmxreg r/m 
mem from mmxreg 0100 ORXB 0000 1111:0111 1110: mod mmxreg r/m 
mem64 from mmxreg 0100 1RXB 0000 1111:0111 1110: mod mmxreg r/m 
mmxreg with memory 0100 ORXB 0000 1111:0110 01gg: mod mmxreg r/m 
MOVMSKPS—Extract Packed Single-Precision Floating-Point Sign Mask 
xmmreg to r32 0100 OROB 0000 1111:0101 0000:11 r32 xmmreg 
xmmreg to r64 0100 1ROB 00001111:01010000:11 r64 xmmreg 
PEXTRW—Extract Word 
mmreg to reg32, imm8 0100 OROB 0000 1111:1100 0101:11 r32 mmreg: imm8 
mmreg to reg64, imm8 0100 1ROB 0000 1111:1100 0101:11 r64 mmreg: imm8 
xmmreg to reg32, imm8 0100 OROB 0110 0110 0000 1111:1100 0101:11 r32 
xmmreg: imm8 
xmmreg to reg64, imm8 0100 1ROB 0110 0110 0000 1111:1100 0101:11 r64 
xmmreg: imm8 
PINSRW—Insert Word 
reg32 to mmreg, imm8 0100 OROB 0000 1111:1100 0100:11 mmreg r32: imm8 
reg64 to mmreg, imm8 0100 1ROB 0000 1111:1100 0100:11 mmreg r64: imm8 
m16 to mmreg, imm8 0100 OROB 0000 1111:1100 0100 mod mmreg r/m: imm8 
m16 to mmreg, imm8 0100 1RXB 0000 1111:11000100 mod mmreg r/m: imm8 
reg32 to xmmreg, imm8 0100 ORXB 0110 0110 0000 1111:1100 0100:11 xmmreg 
r32: imm8 
reg64 to xmmreg, imm8 0100 ORXB 0110 0110 0000 1111:1100 0100:11 xmmreg 
r64: imm8 
m16 to xmmreg, imm8 0100 ORXB 0110 0110 0000 1111:1100 0100 mod xmmreg 
r/m: imm8s 
m16 to xmmreg, imm8 0100 1RXB 0110 0110 0000 1111:1100 0100 mod xmmreg 
r/m: imm8 


PMOVMSKB—Move Byte Mask To Integer 
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Table B-34. Special Case Instructions Promoted Using REX.W (Contd.) 


Instruction and Format 


Encoding 


mmreg to reg32 


0100 ORXB 0000 1111:1101 0111:11 r32 mmreg 


mmreg to reg64 


0100 1ROB 0000 1111:1101 0111:11 r64 mmreg 


xmmreg to reg32 


0100 ORXB 0110 0110 0000 1111:1101 0111:11 r32 mmreg 


xmmreg to reg64 


01100110 0000 1111:1101 0111:11 r64 xmmreg 


B.14 SSE4.1 FORMATS AND ENCODING TABLE 


The tables in this section provide SSE4.1 formats and encodings. Some SSE4.1 instructions require a mandatory 
prefix (66H, F2H, F3H) as part of the three-byte opcode. These prefixes are included in the tables. 


In 64-bit mode, some instructions requires REX.W, the byte sequence of REX.W prefix in the opcode sequence is 


shown. 


Table B-35. Encodings of SSE4.1 instructions 


Instruction and Format 


Encoding 


BLENDPD — Blend Packed Double-Precision Floats 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1010: 0000 1101:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1010: 0000 1101: mod xmmreg r/m 


BLENDPS — Blend Packed Single-Precision Floats 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1010: 0000 1100:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1010: 0000 1100: mod xmmreg r/m 


BLENDVPD — Variable Blend Packed Double-Precision Floats 


xmmreg2 to xmmreg1 <xmmO> 


0110 0110:0000 1111:0011 1000: 0001 0101:11 xmmreg1 
xmmreg2 


mem to xmmreg <xmmO0> 


0110 0110:0000 1111:0011 1000: 0001 0101: mod xmmreg r/m 


BLENDVPS — Variable Blend Packed Single-Precision Floats 


xmmreg2 to xmmreg1 <xmmO0> 


0110 0110:0000 1111:0011 1000: 0001 0100:11 xmmreg1 
xmmreg2 


mem to xmmreg <xmmO0> 


0110 0110:0000 1111:0011 1000: 0001 0100: mod xmmreg r/m 


DPPD — Packed Double-Precision Dot Products 


xmmreg2 to xmmreg1, imm8 


0110 0110:0000 1111:0011 1010: 0100 0001:11 xmmreg1 
xmmreg2: imm8 


mem to xmmreg, imm8 


0110 0110:0000 1111:0011 1010: 0100 0001: mod xmmreg r/m: 
imm8 


DPPS — Packed Single-Precision Dot Products 


xmmreg2 to xmmreg1, imm8 


0110 0110:0000 1111:0011 1010: 0100 0000:11 xmmreg1 
xmmreg2: imm8 


mem to xmmreg, imm8 


0110 0110:0000 1111:0011 1010: 0100 0000: mod xmmreg r/m: 
imm8 


EXTRACTPS — Extract From Packed Single-Precision Floats 


reg from xmmreg , imm8 


0110 0110:0000 1111:0011 1010: 0001 0111:11 xmmreg reg: 
imm8 
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Table B-35. Encodings of SSE4.1 instructions 


Instruction and Format Encoding 
mem from xmmreg , imm8 0110 0110:0000 1111:0011 1010: 0001 0111: mod xmmreg r/m: 
imm8 


INSERTPS — Insert Into Packed Single-Precision Floats 


xmmreg2 to xmmreg1, imm8 0110 0110:0000 1111:0011 1010: 0010 0001:11 xmmreg1 
xmmreg2: imm8 

mem to xmmreg, imm8 0110 0110:0000 1111:0011 1010: 0010 0001: mod xmmreg r/m: 
imm8 


MOVNTDQA — Load Double Quadword Non-temporal Aligned 


m128 to xmmreg 0110 0110:0000 1111:0011 1000: 0010 1010:11 r/m xmmreg2 
MPSADBW — Multiple Packed Sums of Absolute Difference 
xmmreg2 to xmmreg1, imm8 0110 0110:0000 1111:0011 1010: 0100 0010:11 xmmreg1 
xmmreg2: imm8 
mem to xmmreg, imm8 0110 0110:0000 1111:0011 1010: 0100 0010: mod xmmreg r/m: 
imm8 


PACKUSDW — Pack with Unsigned Saturation 


xmmreg2 to xmmreg1 0110 0110:0000 1111:0011 1000: 0010 1011:11 xmmreg1 
xmmreg2 
mem to xmmreg 0110 0110:0000 1111:0011 1000: 0010 1011: mod xmmreg r/m 
PBLENDVB — Variable Blend Packed Bytes 
xmmreg2 to xmmreg1 <xmm0> 0110 0110:0000 1111:0011 1000: 0001 0000:11 xmmreg1 
xmmreg2 
mem to xmmreg <xmm0> 0110 0110:0000 1111:0011 1000: 0001 0000: mod xmmreg r/m 
PBLENDW — Blend Packed Words 
xmmreg2 to xmmreg1, imm8 0110 0110:0000 1111:0011 1010: 0001 1110:11 xmmreg1 
xmmreg2: imm8 
mem to xmmreg, imm8 0110 0110:0000 1111:0011 1010: 0000 1110: mod xmmreg r/m: 
imm8 


PCMPEQQ — Compare Packed Qword Data of Equal 


xmmreg2 to xmmreg1 0110 0110:0000 1111:0011 1000: 0010 1001:11 xmmreg1 
xmmreg2 
mem to xmmreg 0110 0110:0000 1111:0011 1000: 0010 1001: mod xmmreg r/m 


PEXTRB — Extract Byte 


reg from xmmreg , imm8 0110 0110:0000 1111:0011 1010: 0001 0100:11 xmmreg reg: 
imm8 

xmmreg to mem, imm8 0110 0110:0000 1111:0011 1010: 0001 0100: mod xmmreg r/m: 
imm8 


PEXTRD — Extract DWord 


reg from xmmreg, imm8 0110 0110:0000 1111:0011 1010: 0001 0110:11 xmmreg reg: 
imm8 
xmmreg to mem, imm8 0110 0110:0000 1111:0011 1010: 0001 0110: mod 


xmmreg r/m: imm8 
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Table B-35. Encodings of SSE4.1 instructions 


Instruction and Format 


Encoding 


PEXTRQ — Extract QWord 


r64 from xmmreg, imm8 


0110 0110:REX.W:0000 1111:0011 1010: 0001 0110:11 xmmreg 
reg: imm8 


m64 from xmmreg, imm8 


0110 0110:REX.W:0000 1111:0011 1010: 0001 0110: mod 
xmmreg r/m: imm8 


PEXTRW — Extract Word 


reg from xmmreg, imm8 


0110 0110:0000 1111:0011 1010: 0001 0101:11 reg xmmreg: 
imm8 


mem from xmmreg, imm8 


0110 0110:0000 1111:0011 1010: 0001 0101: mod xmmreg r/m: 
imm8 


PHMINPOSUW — Packed Horizontal Word Minimum 


xmmreg2 to xmmreqg1 


0110 0110:0000 1111:0011 1000: 0100 0001:11 xmmreg1 
xmmreg2 


mem to xmmreg 
PINSRB — Extract Byte 


0110 0110:0000 1111:0011 1000: 0100 0001: mod xmmreg r/m 


reg to xmmreg, imm8 


0110 0110:0000 1111:0011 1010: 0010 0000:11 xmmreg reg: 
imm8 


mem to xmmreg, imm8 


0110 0110:0000 1111:0011 1010: 0010 0000: mod xmmreg r/m: 
imm8 


PINSRD — Extract DWord 


reg to xmmreg, imm8 


0110 0110:0000 1111:0011 1010: 0010 0010:11 xmmreg reg: 
imm8 


mem to xmmreg, imm8 


0110 0110:0000 1111:0011 1010: 0010 0010: mod xmmreg r/m: 
imm8 


PINSRQ — Extract QWord 


r64 to xmmreg, imm8 


0110 0110:REX.W:0000 1111:0011 1010:0010 0010:11 xmmreg 
reg: imm8 


m64 to xmmreg, imm8 


0110 0110:REX.W:0000 1111:0011 1010: 0010 0010: mod 
xmmreg r/m: imm8 


PMAXSB — Maximum of Packed Signed Byte Integers 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1000: 0011 1100:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0011 1100: mod xmmreg r/m 


PMAXSD — Maximum of Packed Signed Dword Integers 


xmmreg2 to xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0011 1101:11 xmmreg1 
xmmreg2 


0110 0110:0000 1111:0011 1000: 0011 1101: mod xmmreg r/m 


PMAXUD — Maximum of Packed Unsigned Dword Integers 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 1000: 0011 1111:11 xmmreg1 
xmmreg2 


mem to xmmreg 


0110 0110:0000 1111:0011 1000: 0011 1111: mod xmmreg r/m 


PMAXUW — Maximum of Packed Unsigned Word Integers 
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Table B-35. Encodings of SSE4.1 instructions 


Instruction and Format 


Encoding 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 
xmmreg2 


1000: 0011 1110:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0011 1110: mod xmmreg r/m 


PMINSB — Minimum of Packed Signed Byte Integers 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 
xmmreg2 


1000: 0011 1000:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0011 1000: mod xmmreg r/m 


PMINSD — Minimum of Packed Signed Dword Integers 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 
xmmreg2 


1000: 0011 1001:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0011 1001: mod xmmreg r/m 


PMINUD — Minimum of Packed Unsigned Dword Integers 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 
xmmreg2 


1000: 0011 1011:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0011 1011: mod xmmreg r/m 


PMINUW — Minimum of Packed Unsigned Word Integers 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 
xmmreg2 


1000: 0011 1010:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0011 1010: mod xmmreg r/m 


PMOVSXBD — Packed Move Sign Extend - Byte to Dword 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 
xmmreg2 


1000: 0010 0001:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0010 0001: mod xmmreg r/m 


PMOVSXBQ — Packed Move Sign Extend - Byte to Qword 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 
xmmreg2 


1000: 0010 0010:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0010 0010: mod xmmreg r/m 


PMOVSXBW — Packed Move Sign Extend - Byte to Word 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 
xmmreg2 


1000: 0010 0000:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0010 0000: mod xmmreg r/m 


PMOVSXWD — Packed Move Sign Extend - Word to Dword 


xmmreg2 to xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 
xmmreg2 


0110 0110:0000 1111:0011 


1000: 0010 0011:11 xmmreg1 


1000: 0010 0011: mod xmmreg r/m 


PMOVSXWQ — Packed Move Sign Extend - Word to Qword 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 
xmmreg2 


1000: 0010 0100:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0010 0100: mod xmmreg r/m 


PMOVSXDQ — Packed Move Sign Extend - Dword to Qword 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 
xmmreg2 


1000: 0010 0101:11 xmmreg1 
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Table B-35. Encodings of SSE4.1 instructions 


Instruction and Format 


Encoding 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0010 0101: 


mod xmmreg r/m 


PMOVZXBD — Packed Move Zero Extend - Byte to Dword 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 


xmmreg2 


1000: 0011 0001:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0011 0001: 


mod xmmreg r/m 


PMOVZXBQ — Packed Move Zero Extend - Byte to Qword 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 


xmmreg2 


1000: 0011 0010:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0011 0010: 


mod xmmreg r/m 


PMOVZXBW — Packed Move Zero Extend - Byte to Word 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 


xmmreg2 


1000: 0011 0000:11 xmmreg1 


mem to xmmreg 
PMOVZXWD — Packed Move Zero Extend - Word to Dword 


0110 0110:0000 1111:0011 


1000: 0011 0000: 


mod xmmreg r/m 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 


xmmreg2 


1000: 0011 0011:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0011 0011: 


mod xmmreg r/m 


PMOVZXWQ — Packed Move Zero Extend - Word to Qword 


xmmreg2 to xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


xmmreg2 


0110 0110:0000 1111:0011 


1000: 0011 0100:11 xmmreg1 


1000: 0011 0100: 


mod xmmreg r/m 


PMOVZXDQ — Packed Move Zero Extend - Dword to Qword 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 


xmmreg2 


1000: 0011 0101:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0011 0101: 


mod xmmreg r/m 


PMULDQ — Multiply Packed Signed Dword Integers 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 


xmmreg2 


1000: 0010 1000:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0010 1000: 


mod xmmreg r/m 


PMULLD — Multiply Packed Signed Dword Integers, Store low Result 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 


xmmreg2 


1000: 0100 0000:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0100 0000: 


mod xmmreg r/m 


PTEST — Logical Compare 


xmmreg2 to xmmreg1 


0110 0110:0000 1111:0011 


xmmreg2 


1000: 0001 0111:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1000: 0001 0111: 


mod xmmreg r/m 


ROUNDPD — Round Packed Double-Precision Values 


xmmreg2 to xmmreg1, imm8 


mem to xmmreg, imm8 


0110 0110:0000 1111:0011 1010: 0000 1001:11 xmmreg1 


xmmreg2: imm8 


0110 0110:0000 1111:0011 1010: 0000 1001: 


imms 


mod xmmreg r/m: 
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Table B-35. Encodings of SSE4.1 instructions 


Instruction and Format Encoding 
ROUNDPS — Round Packed Single-Precision Values 
xmmreg2 to xmmreg1, imm8 0110 0110:0000 1111:0011 1010: 0000 1000:11 xmmreg1 
xmmreg2: imm8 
mem to xmmreg, imm8 0110 0110:0000 1111:0011 1010: 0000 1000: mod xmmreg r/m: 
imm8 
ROUNDSD — Round Scalar Double-Precision Value 
xmmreg2 to xmmreg1, imm8 0110 0110:0000 1111:0011 1010: 0000 1011:11 xmmreg1 
xmmreg2: imm8 
mem to xmmreg, imm8 0110 0110:0000 1111:0011 1010: 0000 1011: mod xmmreg r/m: 
imm8 


ROUNDSS — Round Scalar Single-Precision Value 


xmmreg2 to xmmreg1, imm8 0110 0110:0000 1111:0011 1010: 0000 1010:11 xmmreg1 
xmmreg2: imm8 

mem to xmmreg, imm8 0110 0110:0000 1111:0011 1010: 0000 1010: mod xmmreg r/m: 
imm8 


B.15  SSE4.2 FORMATS AND ENCODING TABLE 


The tables in this section provide SSE4.2 formats and encodings. Some SSE4.2 instructions require a mandatory 
prefix (66H, F2H, F3H) as part of the three-byte opcode. These prefixes are included in the tables. In 64-bit mode, 
some instructions requires REX.W, the byte sequence of REX.W prefix in the opcode sequence is shown. 


Table B-36. Encodings of SSE4.2 instructions 


Instruction and Format Encoding 
CRC32 — Accumulate CRC32 
reg2 to reg! 1111 0010:0000 1111:0011 1000: 1111 O00w :11 reg] reg2 
mem to reg 1111 0010:0000 1111:0011 1000: 1111 O00w: mod reg r/m 
bytereg2 to reg! 1111 0010:0100 WROB:0000 1111:0011 1000: 1111 0000 :11 
reg1 bytereg2 
m8 to reg 1111 0010:0100 WROB:0000 1111:0011 1000: 1111 0000: mod 
reg r/m 
qwreg2 to qwreg1 1111 0010:0100 1ROB:0000 1111:0011 1000: 1111 0001 :11 
qwreg1 qwreg2 
mem64 to qwreg 1111 0010:0100 1ROB:0000 1111:0011 1000: 1111 0001 : mod 
qwreg r/m 
PCMPESTRI— Packed Compare Explicit-Length Strings To Index 
xmmreg2 to xmmreg1, imm8 0110 0110:0000 1111:0011 1010: 0110 0001:11 xmmreg1 
xmmreg2: imm8 
mem to xmmreg 0110 0110:0000 1111:0011 1010: 0110 0001: mod xmmreg r/m 
PCMPESTRM— Packed Compare Explicit-Length Strings To Mask 
xmmreg2 to xmmreg1, imm8 0110 0110:0000 1111:0011 1010: 0110 0000:11 xmmreg1 
xmmreg2: imm8 
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Table B-36. Encodings of SSE4.2 instructions 


Instruction and Format 


Encoding 


mem to xmmreg 


0110 0110:0000 1111:0011 


1010: 0110 0000: mod xmmreg r/m 


PCMPISTRI— Packed Compare Implicit-Length String To Index 


xmmreg2 to xmmreg1, imm8 


0110 0110:0000 1111:0011 
xmmreg2: imm8 


1010: 0110 0011:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1010: 0110 0011: mod xmmreg r/m 


PCMPISTRM— Packed Compare Implicit-Length Strings To Mask 


xmmreg2 to xmmreg1, imm8 


0110 0110:0000 1111:0011 
xmmreg2: imm8 


1010: 0110 0010:11 xmmreg1 


mem to xmmreg 


0110 0110:0000 1111:0011 


1010: 0110 0010: mod xmmreg r/m 


PCMPGTQ— Packed Compare Greater Than 


xmmreg to xmmreg 


0110 0110:0000 1111:0011 
xmmreg2 


1000: 0011 0111:11 xmmreg1 


mem to xmmreg 
POPCNT— Return Number of Bits Set to 1 


0110 0110:0000 1111:0011 


1000: 0011 0111: mod xmmreg r/m 


reg2 to reg] 


1111 0011:0000 1111:1011 


1000:11 reg1 reg2 


mem to reg1 


qwreg2 to qwreg1 


1111 0011:0000 1111:1011 


1000:mod reg1 r/m 


1111 0011:0100 1ROB:0000 1111:1011 1000:11 regi reg2 


mem64 to qwreg] 


1111 0011:0100 1ROB:0000 1111:1011 1000:mod reg1 r/m 
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AVX FORMATS AND ENCODING TABLE 


The tables in this section provide AVX formats and encodings. A mixed form of bit/hex/symbolic forms are used to 


express the various bytes: 


The C4/C5 and opcode bytes are expressed in hex notation; the first and second payload byte of VEX, the modR/M 
byte is expressed in combination of bit/symbolic form. The first payload byte of C4 is expressed as combination of 
bits and hex form, with the hex value preceded by an underscore. The VEX bit field to encode upper register 8-15 
uses 1’s complement form, each of those bit field is expressed as lower case notation rxb, instead of RXB. 


The hybrid bit-nibble-byte form is depicted below: 


hex notation 76----3210 hex notation 7-6 5-3 2-0 
cS R srcreg Lp p Opcode byte Mod Reg* R/M 
Two-Byte VEX 
765 4----- (0) 76----3210 hex notation 7-6 5-3 2-0 
C4 RXB O_hex W srcreg L pp Opcode byte Mod Reg R/M 
a; 
mmmmm 


Three-Byte VEX 


Figure B-2. Hybrid Notation of VEX-Encoded Key Instruction Bytes 
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Table B-37. Encodings of AVX instructions 


Instruction and Format 


Encoding 


VBLENDPD — Blend Packed Double-Precision Floats 


xmmreg2 with xmmreg3 into xmmreg1 


C4: rxb0_3: w xmmreg2 001:0D:11 xmmreg1 xmmreg3: imm 


xmmreg2 with mem to xmmreg1 


C4: rxbO_3: w xmmreg2 001:0D:mod xmmreg1 r/m: imm 


ymmreg2 with ymmreg3 into ymmreg1 


C4: rxb0_3: w ymmreg2 101:0D:11 ymmreg1 ymmreg3: imm 


ymmreg2 with mem to ymmreg1 


C4: rxbO_3: w ymmreg2 101:0D:mod ymmreg1 r/m: imm 


VBLENDPS — Blend Packed Single-Precision Floats 


xmmreg2 with xmmreg3 into xmmreg1 


C4: rxbO_3: w xmmreg2 001:0C:11 xmmreg1 xmmreg3: imm 


xmmreg2 with mem to xmmreg1 


C4: rxb0_3: w xmmreg2 001:0C:mod xmmreg1 r/m: imm 


ymmreg2 with ymmreg3 into ymmreg1 


C4: rxb0_3: w ymmreg2 101:0C:11 ymmreg1 ymmreg3: imm 


ymmreg2 with mem to ymmreg1 


C4: rxb0_3: w ymmreg2 101:0C:mod ymmreg1 r/m: imm 


VBLENDVPD — Variable Blend Packed Double-Precision Floats 


xmmreg2 with xmmreg3 into xmmreg1 using xmmreg4 as 
mask 


C4: rxbO_3: 0 xmmreg2 001:4B:11 xmmreg1 xmmreg3: xmmreg4 


xmmreg2 with mem to xmmreg1 using xmmreg4 as mask 


C4: rxb0_3: O xmmreg2 001:4B:mod xmmreg1 r/m: xmmreg4 


ymmreg2 with ymmreg3 into ymmreg1 using ymmreg4 as 
mask 


C4: rxbO_3: 0 ymmreg2 101:4B:11 ymmreg1 ymmreg3: ymmreg4 


ymmreg2 with mem to ymmreg1 using ymmreg4 as mask 


C4: rxb0_3: 0 ymmreg2 101:4B:mod ymmreg1 r/m: ymmreg4 


VBLENDVPS — Variable Blend Packed Single-Precision Floats 


xmmreg2 with xmmreg3 into xmmreg1 using xmmreg4 as 
mask 


C4: rxbO_3: 0 xmmreg2 001:4A:11 xmmreg1 xmmreg3: xmmreg4 


xmmreg2 with mem to xmmreg1 using xmmreg4 as mask 


C4: rxbO_3: 0 xmmreg2 001:4A:mod xmmreg1 r/m: xmmreg4 


ymmreg2 with ymmreg3 into ymmreg1 using ymmreg4 as 
mask 


C4: rxbO_3: 0 ymmreg2 101:4A:11 ymmreg1 ymmreg3: ymmreg4 


ymmreg2 with mem to ymmreg1 using ymmreg4 as mask 


C4: rxb0_3: 0 ymmreg2 101:4A:mod ymmreg1 r/m: ymmreg4 


VDPPD — Packed Double-Precision Dot Products 


xmmreg2 with xmmreg3 into xmmreg1 


C4: rxbO_3: w xmmreg2 001:41:11 xmmreg1 xmmreg3: imm 


xmmreg2 with mem to xmmreg1 


C4: rxbO_3: w xmmreg2 001:41:mod xmmreg1 r/m: imm 


VDPPS — Packed Single-Precision Dot Products 


xmmreg2 with xmmreg3 into xmmreg1 


C4: rxbO_3: w xmmreg2 001:40:11 xmmreg1 xmmreg3: imm 


xmmreg2 with mem to xmmreg1 


C4: rxbO_3: w xmmreg2 001:40:mod xmmreg1 r/m: imm 


ymmreg2 with ymmreg3 into ymmreg1 


ymmreg2 with mem to ymmreg1 


C4: rxbO_3: w ymmreg2 101:40:11 ymmreg1 ymmreg3: imm 
C4: rxb0_3: w ymmreg2 101:40:mod ymmreg1 r/m: imm 


VEXTRACTPS — Extract From Packed Single-Precision Floats 


reg from xmmreqg1 using imm 


mem from xmmreg1 using imm 


C4: rxbO_3: w_F 001:17:11 xmmreg1 reg: imm 
C4: rxbO_3: w_F 001:17:mod xmmreg1 r/m: imm 


VINSERTPS — Insert Into Packed Single-Precision Floats 


use imm to merge xmmreg3 with xmmreg2 into xmmreg1 


C4: rxb0_3: w xmmreg2 001:21:11 xmmreg1 xmmreg3: imm 


use imm to merge mem with xmmreg2 into xmmreg1 


C4: rxb0_3: w xmmreg2 001:21:mod xmmreg1 r/m: imm 


VMOVNTDQA — Load Double Quadword Non-temporal Aligned 


m128 to xmmreg1 


C4: rxbO_2: w_F 001:2A:11 xmmreg1 r/m 
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Instruction and Format 


Encoding 


VMPSADBW — Multiple Packed Sums of Absolute Difference 


xmmreg3 with xmmreg2 into xmmreg1 


C4: rxbO_3: w xmmreg2 001:42:11 xmmreg1 xmmreg3: imm 


m128 with xmmreg2 into xmmreg1 


C4: rxbO_3: w xmmreg2 001:42:mod xmmreg1 r/m: imm 


VPACKUSDW — Pack with Unsigned Saturation 


xmmreg3 and xmmreg2 to xmmreg1 


C4: rxbO_2: w xmmreg2 001:2B:11 xmmreg1 xmmreg3: imm 


m128 and xmmreg2 to xmmreg1 


C4: rxbO_2: w xmmreg2 001:2B:mod xmmreg1 r/m: imm 


VPBLENDVB — Variable Blend Packed Bytes 


xmmreg2 with xmmreg3 into xmmreg1 using xmmreg4 as 
mask 


C4: rxbO_3: w xmmreg2 001:4C:11 xmmreg1 xmmreg3: xmmreg4 


xmmreg2 with mem to xmmreg1 using xmmreg4 as mask 


C4: rxbO_3: w xmmreg2 001:4C:mod xmmreg1 r/m: xmmreg4 


VPBLENDW — Blend Packed Words 


xmmreg2 with xmmreg3 into xmmreg1 


C4: rxbO_3: w xmmreg2 001:0E:11 xmmreg1 xmmreg3: imm 


xmmreg2 with mem to xmmreg1 


C4: rxbO_3: w xmmreg2 001:0E:mod xmmreg1 r/m: imm 


VPCMPEQQ — Compare Packed Qword Data of Equal 


xmmreg2 with xmmreg3 into xmmreg1 


C4: rxbO_2: w xmmreg2 001:29:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:29:mod xmmreg1 r/m: 


VPEXTRB — Extract Byte 


reg from xmmreg1 using imm 


C4: rxbO_3: O_F 001:14:11 xmmreg1 reg: imm 


mem from xmmreg1 using imm 


C4: rxbO_3: O_F 001:14:mod xmmreg1 r/m: imm 


VPEXTRD — Extract DWord 


reg from xmmreg1 using imm 


C4: rxbO_3: O_F 001:16:11 xmmreg1 reg: imm 


mem from xmmreqg1 using imm 


C4: rxbO_3: O_F 001:16:mod xmmreg1 r/m: imm 


VPEXTRQ — Extract QWord 


reg from xmmreg1 using imm 


C4: rxbO_3: 1_F 001:16:11 xmmreg1 reg: imm 


mem from xmmreg1 using imm 


C4: rxbO_3: 1_F 001:16:mod xmmreg1 r/m: imm 


VPEXTRW — Extract Word 


reg from xmmreg1 using imm 


mem from xmmreg1 using imm 


C4: rxbO_3: O_F 001:15:11 xmmreg1 reg: imm 
C4: rxbO0_3: O_F 001:15:mod xmmreg1 r/m: imm 


VPHMINPOSUW — Packed Horizontal Word Minimum 


xmmreg2 to xmmreg1 


C4: rxbO_2: w_F 001:41:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_2: w_F 001:41:mod xmmreg1 r/m 


VPINSRB — Insert Byte 


reg with xmmreg2 to xmmreg1, imm8 


C4: rxbO_3: O xmmreg2 001:20:11 xmmreg1 reg: imm 


mem with xmmreg2 to xmmreg1, imm8 


C4: rxbO_3: O xmmreg2 001:20:mod xmmreg1 r/m: imm 


VPINSRD — Insert DWord 


reg with xmmreg2 to xmmreg1, imm8 


mem with xmmreg2 to xmmreg1, imm8 


C4: rxbO0_3: 0 xmmreg2 001:22:11 xmmreg1 reg: imm 
C4: rxbO_3: 0 xmmreg2 001:22:mod xmmreg1 r/m: imm 


VPINSRQ — Insert QWord 


r64 with xmmreg2 to xmmreg1, imm8 
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C4: rxbO_3: 1 xmmreg2 001:22:11 xmmreg1 reg: imm 


INSTRUCTION FORMATS AND ENCODINGS 


Instruction and Format 


Encoding 


m64 with xmmreg2 to xmmreg1, imm8 


C4: rxbO_3: 1 xmmreg2 001:22:mod xmmreg1 r/m: imm 


VPMAXSB — Maximum of Packed Signed Byte Integers 


xmmreg2 with xmmreg3 into xmmreg1 


C4: rxbO_2: w xmmreg2 001:3C:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:3C:mod xmmreg1 r/m 


VPMAXSD — Maximum of Packed Signed Dword Integers 


xmmreg2 with xmmreg3 into xmmreg1 


C4: rxbO_2: w xmmreg2 001:3D:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:3D:mod xmmreg1 r/m 


VPMAXUD — Maximum of Packed Unsigned Dword Integers 


xmmreg2 with xmmreg3 into xmmreg1 


C4: rxbO_2: w xmmreg2 001:3F:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:3F:mod xmmreg1 r/m 


VPMAXUW — Maximum of Packed Unsigned Word Integers 


xmmreg2 with xmmreg3 into xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:3€:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:3E:mod xmmreg1 r/m 


VPMINSB — Minimum of Packed Signed Byte Integers 


xmmreg2 with xmmreg3 into xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:38:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:38:mod xmmreg1 r/m 


VPMINSD — Minimum of Packed Signed Dword Integers 


xmmreg2 with xmmreg3 into xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:39:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:39:mod xmmreg1 r/m 


VPMINUD — Minimum of Packed Unsigned Dword Integers 


xmmreg2 with xmmreg3 into xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:3B:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:3B:mod xmmreg1 r/m 


VPMINUW — Minimum of Packed Unsigned Word Integers 


xmmreg2 with xmmreg3 into xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:3A:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:3A:mod xmmreg1 r/m 


VPMOVSXBD — Packed Move Sign Extend - Byte to Dword 


xmmreg2 to xmmreg1 


C4: rxbO_2: w_F 001:21:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_2: w_F 001:21:mod xmmreg1 r/m 


VPMOVSXBQ — Packed Move Sign Extend - Byte to Qword 


xmmreg2 to xmmreg1 


mem to xmmreg1 


C4: rxbO_2: w_F 001:22:11 xmmreg1 xmmreg2 
C4: rxbO_2: w_F 001:22:mod xmmreg1 r/m 


VPMOVSXBW — Packed Move Sign Extend - Byte to Word 


xmmreg2 to xmmreg1 


mem to xmmreg1 


C4: rxbO_2: w_F 001:20:11 xmmreg1 xmmreg2 
C4: rxbO_2: w_F 001:20:mod xmmreg1 r/m 


VPMOVSXWD — Packed Move Sign Extend - Word to Dword 


xmmreg2 to xmmreg1 


C4: rxbO_2: w_F 001:23:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_2: w_F 001:23:mod xmmreg1 r/m 


VPMOVSXWQ — Packed Move Sign Extend - Word to Qword 


xmmreg2 to xmmreg1 


C4: rxbO_2: w_F 001:24:11 xmmreg1 xmmreg2 
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Instruction and Format 


Encoding 


mem to xmmreg1 


C4: rxbO_2: w_F 001:24:mod xmmreg1 r/m 


VPMOVSXDQ — Packed Move Sign Extend - Dword to Qword 


xmmreg2 to xmmreg1 


C4: rxbO_2: w_F 001:25:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_2: w_F 001:25:mod xmmreg1 r/m 


VPMOVZXBD — Packed Move Zero Extend - Byte to Dword 


xmmreg2 to xmmreg1 


C4: rxbO_2: w_F 001:31:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_2: w_F 001:31:mod xmmreg1 r/m 


VPMOVZXBQ — Packed Move Zero Extend - Byte to Qword 


xmmreg2 to xmmreg1 


C4: rxbO_2: w_F 001:32:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_2: w_F 001:32:mod xmmreg1 r/m 


VPMOVZXBW — Packed Move Zero Extend - Byte to Word 


xmmreg2 to xmmreg1 


mem to xmmreg1 


C4: rxbO_2: w_F 001:30:11 xmmreg1 xmmreg2 
C4: rxbO_2: w_F 001:30:mod xmmreg1 r/m 


VPMOVZXWD — Packed Move Zero Extend - Word to Dword 


xmmreg2 to xmmreg1 


mem to xmmreg1 


C4: rxbO_2: w_F 001:33:11 xmmreg1 xmmreg2 
C4: rxbO_2: w_F 001:33:mod xmmreg1 r/m 


VPMOVZXWQ — Packed Move Zero Extend - Word to Qword 


xmmreg2 to xmmreg1 


mem to xmmreg1 


C4: rxbO_2: w_F 001:34:11 xmmreg1 xmmreg2 
C4: rxbO_2: w_F 001:34:mod xmmreg1 r/m 


VPMOVZXDQ — Packed Move Zero Extend - Dword to Qword 


xmmreg2 to xmmreg1 


mem to xmmreg1 


C4: rxbO_2: w_F 001:35:11 xmmreg1 xmmreg2 
C4: rxbO_2: w_F 001:35:mod xmmreg1 r/m 


VPMULDQ — Multiply Packed Signed Dword Integers 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:28:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:28:mod xmmreg1 r/m 


VPMULLD — Multiply Packed Signed Dword Integers, Store low Result 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_2: w xmmreg2 001:40:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:40:mod xmmreg1 r/m 


VPTEST — Logical Compare 


xmmreg2 to xmmreg1 


mem to xmmreg 


C4: rxbO_2: w_F 001:17:11 xmmreg1 xmmreg2 
C4: rxbO_2: w_F 001:17:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


C4: rxbO_2: w_F 101:17:11 ymmreg1 ymmreg2 


mem to ymmreg 
VROUNDPD — Round Packed Double-Precision Values 


C4: rxbO_2: w_F 101:17:mod ymmreg1 r/m 


xmmreg2 to xmmreg1, imm8 


C4: rxbO_3: w_F 001:09:11 xmmreg1 xmmreg2: imm 


mem to xmmreg1, imm8 


C4: rxb0_3: w_F 001:09:mod xmmreg1 r/m: imm 


ymmreg2 to ymmreg1, imm8 


C4: rxbO_3: w_F 101:09:11 ymmreg1 ymmreg2: imm 


mem to ymmreg1, imm8 


C4: rxbO_3: w_F 101:09:mod ymmreg1 r/m: imm 


VROUNDPS — Round Packed Single-Precision Values 
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Instruction and Format 


Encoding 


xmmreg2 to xmmreg1, imm8 


C4: rxbO_3: w_F 001:08:11 xmmreg1 xmmreg2: imm 


mem to xmmreg1, imm8 


C4: rxbO_3: w_F 001:08:mod xmmreg1 r/m: imm 


ymmreg2 to ymmreg1, imm8 


C4: rxbO_3: w_F 101:08:11 ymmreg1 ymmreg2: imm 


mem to ymmreg1, imm8 


C4: rxbO_3: w_F 101:08:mod ymmreg1 r/m: imm 


VROUNDSD — Round Scalar Double-Precision Value 


xmmreg2 and xmmreg3 to xmmreg1, imm8 


C4: rxbO_3: w xmmreg2 001:0B:11 xmmreg1 xmmreg3: imm 


xmmreg2 and mem to xmmreg1, imm8 


C4: rxbO_3: w xmmreg2 001:0B:mod xmmreg1 r/m: imm 


VROUNDSS — Round Scalar Single-Precision Value 


xmmreg2 and xmmreg3 to xmmreg1, imm8 


C4: rxbO0_3: w xmmreg2 001:0A:11 xmmreg1 xmmreg3: imm 


xmmreg2 and mem to xmmreg1, imm8 


C4: rxbO_3: w xmmreg2 001:0A:mod xmmreg1 r/m: imm 


VPCMPESTRI — Packed Compare Explicit Length Strings, Ret 


urn Index 


xmmreg2 with xmmreg1, imm8 


mem with xmmreg1, imm8 


C4: rxbO_3: w_F 001:61:11 xmmreg1 xmmreg2: imm 
C4: rxbO_3: w_F 001:61:mod xmmreg1 r/m: imm 


VPCMPESTRM — Packed Compare Explicit Length Strings, Return Mask 


xmmreg2 with xmmreg1, imm8 


mem with xmmreg1, imm8 


C4: rxbO_3: w_F 001:60:11 xmmreg1 xmmreg2: imm 
C4: rxbO_3: w_F 001:60:mod xmmreg1 r/m: imm 


VPCMPGTQ — Compare Packed Data for Greater Than 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:28:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:28:mod xmmreg1 r/m 


VPCMPISTRI — Packed Compare Implicit Length Strings, Return Index 


xmmreg2 with xmmreg1, imm8 


mem with xmmreg1, imm8 


C4: rxbO_3: w_F 001:63:11 xmmreg1 xmmreg2: imm 
C4: rxbO_3: w_F 001:63:mod xmmreg1 r/m: imm 


VPCMPISTRM — Packed Compare Implicit Length Strings, Return Mask 


xmmreg2 with xmmreg1, imm8 


mem with xmmreg, imm8 


C4: rxbO_3: w_F 001:62:11 xmmreg1 xmmreg2: imm 
C4: rxbO_3: w_F 001:62:mod xmmreg1 r/m: imm 


VAESDEC — Perform One Round of an AES Decryption Flow 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_2: w xmmreg2 001:DE:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:DE:mod xmmreg1 r/m 


VAESDECLAST — Perform Last Round of an AES Decryption Flow 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:DF:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:DF:mod xmmreg1 r/m 


VAESENC — Perform One Round of an AES Encryption Flow 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:DC:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:DC:mod xmmreg1 r/m 


VAESENCLAST — Perform Last Round of an AES Encryption Flow 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_2: w xmmreg2 001:DD:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:DD:mod xmmreg1 r/m 


VAESIMC — Perform the AES InvMixColumn Transformation 


xmmreg2 to xmmreg1 


C4: rxbO_2: w_F 001:DB:11 xmmreg1 xmmreg2 
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Instruction and Format 


Encoding 


mem to xmmreg1 


C4: rxbO_2: w_F 001:DB:mod xmmreg1 r/m 


VAESKEYGENASSIST — AES Round Key Generation Assist 


xmmreg2 to xmmreg1, imm8 


C4: rxbO_3: w_F 001:DF:11 xmmreg1 xmmreg2: imm 


mem to xmmreg, imm8 


C4: rxbO_3: w_F 001:DF:mod xmmreg1 r/m: imm 


VPABSB — Packed Absolute Value 


xmmreg2 to xmmreg1 


C4: rxbO_2: w_F 001:1C:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_2: w_F 001:1C:mod xmmreg1 r/m 


VPABSD — Packed Absolute Value 


xmmreg2 to xmmreg1 


C4: rxbO_2: w_F 001:1€:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_2: w_F 001:1E:mod xmmreg1 r/m 


VPABSW — Packed Absolute Value 


xmmreg2 to xmmreg1 


mem to xmmreg1 


C4: rxbO_2: w_F 001:1D:11 xmmreg1 xmmreg2 
C4: rxbO_2: w_F 001:1D:mod xmmreg1 r/m 


VPALIGNR — Packed Align Right 


xmmreg2 with xmmreg3 to xmmreg1, imm8 


xmmreg2 with mem to xmmreg1, imm8 


C4: rxbO_3: w xmmreg2 001:DD:11 xmmreg1 xmmreg3: imm 


C4: rxbO_3: w xmmreg2 001:DD:mod xmmreg1 r/m: imm 


VPHADDD — Packed Horizontal Add 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:02:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:02:mod xmmreg1 r/m 


VPHADDW — Packed Horizontal Add 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:01:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:01:mod xmmreg1 r/m 


VPHADDSW — Packed Horizontal Add and Saturate 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:03:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:03:mod xmmreg1 r/m 


VPHSUBD — Packed Horizontal Subtract 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_2: w xmmreg2 001:06:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:06:mod xmmreg1 r/m 


VPHSUBW — Packed Horizontal Subtract 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:05:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:05:mod xmmreg1 r/m 


VPHSUBSW — Packed Horizontal Subtract and Saturate 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:07:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:07:mod xmmreg1 r/m 


VPMADDUBSW — Multiply and Add Packed Signed and Unsigned Bytes 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_2: w xmmreg2 001:04:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:04:mod xmmreg1 r/m 


VPMULHRSW — Packed Multiply High with Round and Scale 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_2: w xmmreg2 001:0B:11 xmmreg1 xmmreg3 
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Instruction and Format 


Encoding 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:0B:mod xmmreg1 r/m 


VPSHUFB — Packed Shuffle Bytes 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_2: w xmmreg2 001:00:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:00:mod xmmreg1 r/m 


VPSIGNB — Packed SIGN 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_2: w xmmreg2 001:08:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:08:mod xmmreg1 r/m 


VPSIGND — Packed SIGN 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_2: w xmmreg2 001:0A:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:0A:mod xmmreg1 r/m 


VPSIGNW — Packed SIGN 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_2: w xmmreg2 001:09:11 xmmreg1 xmmreg3 
C4: rxbO_2: w xmmreg2 001:09:mod xmmreg1 r/m 


VADDSUBPD — Packed Double-FP Add/Subtract 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:D0:11 xmmreg1 xmmreg3 
C4: rxbO0_1: w xmmreg2 001:DO:mod xmmreg1 r/m 


xmmreglo2! with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:D0:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


ymmreg2 with ymmreg3 to ymmreg1 


C5: r_xmmreglo2 001:D0:mod xmmreg1 r/m 


C4: rxb0_1: w ymmreg2 101:D0:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 101:DO:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:D0:11 ymmreg1 ymmreglo3 
C5: r_ymmreglo2 101:D0:mod ymmreg1 r/m 


VADDSUBPS — Packed Single-FP Add/Subtract 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 011:D0:11 xmmreg1 xmmreg3 


C4: rxb0_1: w xmmreg2 011:DO:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 011:D0:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 011:D0:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 111:D0:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 111:DO:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 111:D0:11 ymmreg1 ymmreglo3 
C5: r_ymmreglo2 111:D0:mod ymmreg1 r/m 


VHADDPD — Packed Double-FP Horizontal Add 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:7C:11 xmmreg1 xmmreg3 


C4: rxb0_1: w xmmreg2 001:7C:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:7C:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:7C:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:7C:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 101:7C:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 101:7C:11 ymmreg1 ymmreglo3 
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ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:7C:mod ymmreg1 r/m 


VHADDPS — Packed Single-FP Horizontal Add 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 011:7C:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 011:7C:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 011:7C:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 011:7C:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxbO0_1: w ymmreg2 111:7C:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 111:7C:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 111:7C:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 111:7C:mod ymmreg1 r/m 


VHSUBPD — Packed Double-FP Horizontal Subtract 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:7D:11 xmmreg1 xmmreg3 


C4: rxbO_1: w xmmreg2 001:7D:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:7D:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


ymmreg2 with ymmreg3 to ymmreg1 


C5: r_xmmreglo2 001:7D:mod xmmreg1 r/m 


C4: rxb0_1: w ymmreg2 101:7D:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 101:7D:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:7D:11 ymmreg1 ymmreglo3 
C5: r_ymmreglo2 101:7D:mod ymmreg1 r/m 


VHSUBPS — Packed Single-FP Horizontal Subtract 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO0_1: w xmmreg2 011:7D:11 xmmreg1 xmmreg3 


C4: rxbO_1: w xmmreg2 011:7D:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 011:7D:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


ymmreg2 with ymmreg3 to ymmreg1 


C5: r_xmmreglo2 011:7D:mod xmmreg1 r/m 


C4: rxb0_1: w ymmreg2 111:7D:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 111:7D:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 111:7D:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 111:7D:mod ymmreg1 r/m 


VLDDQU — Load Unaligned Integer 128 Bits 


mem to xmmreg1 


mem to xmmreg1 


C4: rxbO_1: w_F 011:FO:mod xmmreg1 r/m 
C5: r_F 011:FO:mod xmmreg1 r/m 


mem to ymmreg1 


C4: rxbO_1: w_F 111:FO:mod ymmreg1 r/m 


mem to ymmreg1 
VMOVDDUP — Move One Double-FP and Duplicate 


C5: r_F 111:FO:mod ymmreg1 r/m 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 011:12:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_1: w_F 011:12:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 011:12:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 011:12:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


C4: rxbO_1: w_F 111:12:11 ymmreg1 ymmreg2 
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mem to ymmreg1 


C4: rxbO_1: w_F 111:12:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5:r_F 111:12:11 ymmreg1 ymmreglo 


mem to ymmreg1 


C5: r_F 111:12:mod ymmreg1 r/m 


VMOVHLPS — Move Packed Single-Precision Floating-Point Values High to Low 


xmmreg2 and xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 000:12:11 xmmreg1 xmmreg3 


xmmreglo2 and xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 000:12:11 xmmreg1 xmmreglo3 


VMOVSHDUP — Move Packed Single-FP High and Duplicate 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 010:16:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_1: w_F 010:16:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 010:16:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 010:16:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


mem to ymmreg1 


C4: rxbO_1: w_F 110:16:11 ymmreg1 ymmreg2 
C4: rxbO_1: w_F 110:16:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 110:16:11 ymmreg1 ymmreglo 


mem to ymmreg1 
VMOVSLDUP — Move Packed Single-FP Low and Duplicate 


C5: r_F 110:16:mod ymmreg1 r/m 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 010:12:11 xmmreg1 xmmreg2 


mem to xmmreg1 


xmmreglo to xmmreg1 


C4: rxbO_1: w_F 010:12:mod xmmreg1 r/m 
C5: r_F 010:12:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 010:12:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


mem to ymmreg1 


C4: rxb0_1: w_F 110:12:11 ymmreg1 ymmreg2 
C4: rxbO_1: w_F 110:12:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 110:12:11 ymmreg1 ymmreglo 


mem to ymmreg1 


C5: r_F 110:12:mod ymmreg1 r/m 


VADDPD — Add Packed Double-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:58:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:58:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:58:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:58:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 101:58:11 ymmreg1 ymmreg3 
C4: rxb0_1: w ymmreg2 101:58:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 101:58:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


VADDSD — Add Scalar Double-Precision Floating-Point Values 


C5: r_ymmreglo2 101:58:mod ymmreg1 r/m 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 011:58:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 011:58:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 011:58:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5 r_xmmreglo2 011:58:mod xmmreg1 r/m 


VANDPD — Bitwise Logical AND of Packed Double-Precision Floating-Point Values 


Vol.2D B-79 


INSTRUCTION FORMATS AND ENCODINGS 


Instruction and Format 
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xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:54:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:54:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:54:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:54:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:54:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 101:54:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 101:54:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:54:mod ymmreg1 r/m 


VANDNPD — Bitwise Logical AND NOT of Packed Double-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:55:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:55:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:55:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:55:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:55:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


ymmreglo2 with ymmreglo3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:55:mod ymmreg1 r/m 
C5: r_ymmreglo2 101:55:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:55:mod ymmreg1 r/m 


VCMPPD — Compare Packed Double-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:C2:11 xmmreg1 xmmreg3: imm 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:C2:mod xmmreg1 r/m: imm 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:C2:11 xmmreg1 xmmreglo3: imm 


C5: r_xmmreglo2 001:C2:mod xmmreg1 r/m: imm 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:C2:11 ymmreg1 ymmreg3: imm 


ymmreg2 with mem to ymmreg1 


ymmreglo2 with ymmreglo3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:C2:mod ymmreg1 r/m: imm 
C5: r_ymmreglo2 101:C2:11 ymmreg1 ymmreglo3: imm 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:C2:mod ymmreg1 r/m: imm 


VCMPSD — Compare Scalar Double-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 011:C2:11 xmmreg1 xmmreg3: imm 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 011:C2:mod xmmreg1 r/m: imm 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 011:C2:11 xmmreg1 xmmreglo3: imm 


C5: r_xmmreglo2 011:C2:mod xmmreg1 r/m: imm 


VCOMISD — Compare Scalar Ordered Double-Precision Floating-Point Values and Set EFLAGS 


xmmreg2 to xmmreg1 


mem to xmmreg1 


C4: rxbO_1: w_F 001:2F:11 xmmreg1 xmmreg2 
C4: rxbO_1: w_F 001:2F:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 001:2F:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 001:2F:mod xmmreg1 r/m 


VCVTDQ2PD— Convert Packed Dword Integers to Packed Do 


uble-Precision FP Values 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 010:€6:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_1: w_F 010:€6:mod xmmreg1 r/m 
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xmmreglo to xmmreg1 


C5: r_F 010:€6:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 010:€6:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


C4: rxb0_1: w_F 110:€6:11 ymmreg1 ymmreg2 


mem to ymmreg1 


C4: rxbO_1: w_F 110:€6:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 110:€6:11 ymmreg1 ymmreglo 


mem to ymmreg1 


C5: r_F 110:€6:mod ymmreg1 r/m 


VCVTDQ2PS— Convert Packed Dword Integers to Packed Single-Precision FP Values 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 000:5B:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_1: w_F 000:5B:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 000:5B:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 000:5B:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


mem to ymmreg1 


C4: rxbO_1: w_F 100:5B:11 ymmreg1 ymmreg2 
C4: rxbO_1: w_F 100:5B:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 100:5B:11 ymmreg1 ymmreglo 


mem to ymmreg1 


C5: r_F 100:5B:mod ymmreg1 r/m 


VCVTPD2DQ— Convert Packed Double-Precision FP Values to Packed Dword Integers 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 011:€6:11 xmmreg1 xmmreg2 


mem to xmmreg1 


xmmreglo to xmmreg1 


C4: rxbO_1: w_F 011:€6:mod xmmreg1 r/m 
C5: r_F 011:€6:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 011:€6:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


mem to ymmreg1 


C4: rxb0O_1: w_F 111:€6:11 ymmreg1 ymmreg2 
C4: rxbO_1: w_F 111:€6:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 111:€6:11 ymmreg1 ymmreglo 


mem to ymmreg1 


C5: r_F 111:€6:mod ymmreg1 r/m 


VCVTPD2PS— Convert Packed Double-Precision FP Values to Packed Single-Precision FP Values 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 001:5A:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_1: w_F 001:5A:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 001:5A:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 001:5A:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


mem to ymmreg1 


C4: rxbO_1: w_F 101:5A:11 ymmreg1 ymmreg2 
C4: rxbO_1: w_F 101:5A:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 101:5A:11 ymmreg1 ymmreglo 


mem to ymmreg1 
VCVTPS2DQ— Convert Packed Single-Precision FP Values to 


C5: r_F 101:5A:mod ymmreg1 r/m 
Packed Dword Integers 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 001:5B:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_1: w_F 001:5B:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 001:5B:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 001:5B:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


C4: rxbO_1: w_F 101:5B:11 ymmreg1 ymmreg2 
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mem to ymmreg1 


C4: rxbO_1: w_F 101:5B:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 101:5B:11 ymmreg1 ymmreglo 


mem to ymmreg1 


C5: r_F 101:5B:mod ymmreg1 r/m 


VCVTPS2PD— Convert Packed Single-Precision FP Values to 


Packed Double-Precision FP Values 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 000:5A:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxb0_1: w_F 000:5A:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 000:5A:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 000:5A:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


C4: rxbO_1: w_F 100:5A:11 ymmreg1 ymmreg2 


mem to ymmreg1 


C4: rxbO_1: w_F 100:5A:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 100:5A:11 ymmreg1 ymmreglo 


mem to ymmreg1 


C5: r_F 100:5A:mod ymmreg1 r/m 


VCVTSD2SI— Convert Scalar Double-Precision FP Value to Integer 


xmmreg1 to reg32 


C4: rxbO_1: O_F 011:2D:11 reg xmmreg1 


mem to reg32 


xmmreglo to reg32 


C4: rxb0_1: O_F 011:2D:mod reg r/m 
C5: r_F 011:2D:11 reg xmmreglo 


mem to reg32 


C5: r_F 011:2D:mod reg r/m 


ymmreg1 to reg64 


mem to reg64 


C4: rxbO_1: 1_F 111:2D:11 reg ymmreg1 
C4: rxbO_1: 1_F 111:2D:mod reg r/m 


VCVTSD2SS — Convert Scalar Double-Precision FP Value to Scalar Single-Precision FP Value 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 011:5A:11 xmmreg1 xmmreg3 


C4: rxbO_1: w xmmreg2 011:5A:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 011:5A:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 
VCVTSI2SD— Convert Dword Integer to Scalar Double-Precis 


C5: r_xmmreglo2 011:5A:mod xmmreg1 r/m 


ion FP Value 


xmmreg2 with reg to xmmreg1 


C4: rxbO_1: 0 xmmreg2 011:2A:11 xmmreg1 reg 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: 0 xmmreg2 011:2A:mod xmmreg1 r/m 


xmmreglo2 with reglo to xmmreg1 


C5: r_xmmreglo2 011:2A:11 xmmreg1 reglo 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 011:2A:mod xmmreg1 r/m 


ymmreg2 with reg to ymmreg1 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: 1 ymmreg2 111:2A:11 ymmreg1 reg 
C4: rxb0_1: 1 ymmreg2 111:2A:mod ymmreg1 r/m 


VCVTSS2SD — Convert Scalar Single-Precision FP Value to Scalar Double-Precision FP Value 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 010:5A:11 xmmreg1 xmmreg3 
C4: rxbO_1: w xmmreg2 010:5A:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 010:5A:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 010:5A:mod xmmreg1 r/m 


VCVTTPD2DQ— Convert with Truncation Packed Double-Prec 


ision FP Values to Packed Dword Integers 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 001:€6:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_1: w_F 001:€6:mod xmmreg1 r/m 
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xmmreglo to xmmreg1 


C5: r_F 001:€6:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 001:€6:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


C4: rxb0_1: w_F 101:€6:11 ymmreg1 ymmreg2 


mem to ymmreg1 


C4: rxbO_1: w_F 101:€6:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 101:€6:11 ymmreg1 ymmreglo 


mem to ymmreg1 


C5: r_F 101:€6:mod ymmreg1 r/m 


VCVTTPS2DQ— Convert with Truncation Packed Single-Precision FP Values to Packed Dword Integers 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 010:5B:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_1: w_F 010:5B:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 010:5B:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 010:5B:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


mem to ymmreg1 


C4: rxbO_1: w_F 110:5B:11 ymmreg1 ymmreg2 
C4: rxbO_1: w_F 110:5B:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 110:5B:11 ymmreg1 ymmreglo 


mem to ymmreg1 


C5: r_F 110:5B:mod ymmreg1 r/m 


VCVTTSD2SI— Convert with Truncation Scalar Double-Precision FP Value to Signed Integer 


xmmreg1 to reg32 


C4: rxbO_1: O_F 011:2C:11 reg xmmreg1 


mem to reg32 


xmmreglo to reg32 


C4: rxbO_1: O_F 011:2C:mod reg r/m 
C5: r_F 011:2C:11 reg xmmreglo 


mem to reg32 


C5: r_F 011:2C:mod reg r/m 


xmmreg1 to reg64 


mem to reg64 


C4: rxbO_1: 1_F 011:2C:11 reg xmmreg1 
C4: rxbO_1: 1_F 011:2C:mod reg r/m 


VDIVPD — Divide Packed Double-Precision Floating-Point Va 


lues 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:5E:11 xmmreg1 xmmreg3 
C4: rxbO_1: w xmmreg2 001:5E:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:5€:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:5€:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:5€:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 101:5E€:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:5€:11 ymmreg1 ymmreglo3 
C5: r_ymmreglo2 101:5€:mod ymmreg1 r/m 


VDIVSD — Divide Scalar Double-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 011:5€:11 xmmreg1 xmmreg3 
C4: rxbO_1: w xmmreg2 011:5€:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 011:5€:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 011:5€:mod xmmreg1 r/m 


VMASKMOVDQU-— Store Selected Bytes of Double Quadword 


xmmreg1 to mem; xmmreg2 as mask 


C4: rxbO_1: w_F 001:F7:11 r/m xmmreg1: xmmreg2 


xmmreg1 to mem; xmmreg2 as mask 


C5: r_F 001:F7:11 r/m xmmreg1: xmmreg2 
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VMAXPD — Return Maximum Packed Double-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:5F:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:5F:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:5F:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:5F:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:5F:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 101:5F:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 101:5F:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:5F:mod ymmreg1 r/m 


VMAXSD — Return Maximum Scalar Double-Precision Floating-Point Value 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 011:5F:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxbO_1: w xmmreg2 011:5F:mod xmmreg1 r/m 


C5: r_xmmreglo2 011:5F:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 011:5F:mod xmmreg1 r/m 


xmmreg2 with xmmreg3 to xmmreg1 


VMINPD — Return Minimum Packed Double-Precision Floating-Point Values 


C4: rxb0_1: w xmmreg2 001:5D:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:5D:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:5D:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:5D:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:5D:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


ymmreglo2 with ymmreglo3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:5D:mod ymmreg1 r/m 


C5: r_ymmreglo2 101:5D:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:5D:mod ymmreg1 r/m 


xmmreg2 with xmmreg3 to xmmreg1 


VMINSD — Return Minimum Scalar Double-Precision Floating-Point Value 


C4: rxbO_1: w xmmreg2 011:5D:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 011:5D:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 011:5D:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 011:5D:mod xmmreg1 r/m 


VMOVAPD — Move Aligned Packed Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


mem to xmmreg1 


C4: rxbO_1: w_F 001:28:11 xmmreg1 xmmreg2 


C4: rxbO_1: w_F 001:28:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 001:28:11 xmmreg1 xmmreglo 


mem to xmmreg1 


xmmreg1 to xmmreg2 


C5: r_F 001:28:mod xmmreg1 r/m 


C4: rxbO_1: w_F 001:29:11 xmmreg2 xmmreg1 


xmmreg1 to mem 


C4: rxbO_1: w_F 001:29:mod r/m xmmreg1 


xmmreg1 to xmmreglo 


C5: r_F 001:29:11 xmmreglo xmmreg1 


xmmreg1 to mem 


C5: r_F 001:29:mod r/m xmmreg1 


ymmreg2 to ymmreg1 


C4: rxbO_1: w_F 101:28:11 ymmreg1 ymmreg2 


mem to ymmreg1 


C4: rxb0_1: w_F 101:28:mod ymmreg1 r/m 
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ymmreglo to ymmreg1 


C5: r_F 101:28:11 ymmreg1 ymmreglo 


mem to ymmreg1 


C5: r_F 101:28:mod ymmreg1 r/m 


ymmreg1 to ymmreg2 


C4: rxbO_1: w_F 101:29:11 ymmreg2 ymmreg1 


ymmreg1 to mem 


C4: rxb0_1: w_F 101:29:mod r/m ymmreg1 


ymmreg1 to ymmreglo 


C5: r_F 101:29:11 ymmreglo ymmreg1 


ymmreg1 to mem 


C5: r_F 101:29:mod r/m ymmreg1 


VMOVD — Move Doubleword 


reg32 to xmmreg1 


C4: rxbO_1: O_F 001:6€:11 xmmreg1 reg32 


mem32 to xmmreg1 


C4: rxbO_1: O_F 001:6E:mod xmmreg1 r/m 


reg32 to xmmreg1 


C5: r_F 001:6€:11 xmmreg1 reg32 


mem32 to xmmreg1 


C5: r_F 001:6E:mod xmmreg1 r/m 


xmmreg1 to reg32 


xmmreg1 to mem32 


C4: rxbO_1: O_F 001:7€:11 reg32 xmmreg1 
C4: rxbO_1: O_F 001:7E:mod mem32 xmmreg1 


xmmreglo to reg32 


C5: r_F 001:7€:11 reg32 xmmreglo 


xmmreglo to mem32 


VMOVQ — Move Quadword 


C5: r_F 001:7E:mod mem32 xmmreglo 


reg64 to xmmreg1 


C4: rxbO_1: 1_F 001:6€:11 xmmreg1 reg64 


mem64 to xmmreg1 


xmmreg1 to reg64 


C4: rxbO_1: 1_F 001:6E:mod xmmreg1 r/m 
C4: rxbO_1: 1_F 001:7€:11 reg64 xmmreg1 


xmmreg1 to mem64 


C4: rxbO_1: 1_F 001:7E:mod r/m xmmreg1 


VMOVDQA — Move Aligned Double Quadword 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 001:6F:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_1: w_F 001:6F:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


mem to xmmreg1 


C5: r_F 001:6F:11 xmmreg1 xmmreglo 
C5: r_F 001:6F:mod xmmreg1 r/m 


xmmreg1 to xmmreg2 


C4: rxbO_1: w_F 001:7F:11 xmmreg2 xmmreg1 


xmmreg1 to mem 


C4: rxbO_1: w_F 001:7F:mod r/m xmmreg1 


xmmreg1 to xmmreglo 


C5: r_F 001:7F:11 xmmreglo xmmreg1 


xmmreg1 to mem 


C5: r_F 001:7F:mod r/m xmmreg1 


ymmreg2 to ymmreg1 


mem to ymmreg1 


C4: rxb0_1: w_F 101:6F:11 ymmreg1 ymmreg2 
C4: rxbO_1: w_F 101:6F:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 101:6F:11 ymmreg1 ymmreglo 


mem to ymmreg1 


ymmreg1 to ymmreg2 


C5: r_F 101:6F:mod ymmreg1 r/m 
C4: rxb0_1: w_F 101:7F:11 ymmreg2 ymmreg1 


ymmreg1 to mem 


C4: rxbO_1: w_F 101:7F:mod r/m ymmreg1 


ymmreg1 to ymmreglo 


C5: r_F 101:7F:11 ymmreglo ymmreg1 


ymmreg1 to mem 


C5: r_F 101:7F:mod r/m ymmreg1 


VMOVDQU — Move Unaligned Double Quadword 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 010:6F:11 xmmreg1 xmmreg2 
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mem to xmmreg1 


C4: rxbO_1: w_F 010:6F:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 010:6F:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 010:6F:mod xmmreg1 r/m 


xmmreg1 to xmmreg2 


C4: rxbO_1: w_F 010:7F:11 xmmreg2 xmmreg1 


xmmreg1 to mem 


C4: rxbO_1: w_F 010:7F:mod r/m xmmreg1 


xmmreg1 to xmmreglo 


C5: r_F 010:7F:11 xmmreglo xmmreg1 


xmmreg1 to mem 


C5: r_F 010:7F:mod r/m xmmreg1 


ymmreg2 to ymmreg1 


C4: rxbO_1: w_F 110:6F:11 ymmreg1 ymmreg2 


mem to ymmreg1 


C4: rxbO_1: w_F 110:6F:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 110:6F:11 ymmreg1 ymmreglo 


mem to ymmreg1 


C5: r_F 110:6F:mod ymmreg1 r/m 


ymmreg1 to ymmreg2 


ymmreg1 to mem 


C4: rxbO_1: w_F 110:7F:11 ymmreg2 ymmreg1 
C4: rxbO_1: w_F 110:7F:mod r/m ymmreg1 


ymmreg1 to ymmreglo 


C5: r_F 110:7F:11 ymmreglo ymmreg1 


ymmreg1 to mem 


C5: r_F 110:7F:mod r/m ymmreg1 


VMOVHPD — Move High Packed Double-Precision Floating-Point Value 


xmmreg1 and mem to xmmreg2 


C4: rxb0_1: w xmmreg1 001:16:11 xmmreg2 r/m 


xmmreg1 and mem to xmmreglo2 


xmmreg1 to mem 


C5: r_xmmreg1 001:16:11 xmmreglo2 r/m 
C4: rxbO_1: w_F 001:17:mod r/m xmmreg1 


xmmreglo to mem 


C5: r_F 001:17:mod r/m xmmreglo 


xmmreg1 and mem to xmmreg2 


VMOVLPD — Move Low Packed Double-Precision Floating-Point Value 


C4: rxb0_1: w xmmreg1 001:12:11 xmmreg2 r/m 


xmmreg1 and mem to xmmreglo2 


C5: r_xmmreg1 001:12:11 xmmreglo2 r/m 


xmmreg1 to mem 


xmmreglo to mem 


C4: rxbO_1: w_F 001:13:mod r/m xmmreg1 
C5: r_F 001:13:mod r/m xmmreglo 


VMOVMSKPD — Extract Packed Double-Precision Floating-Point Sign Mask 


xmmreg2 to reg 


C4: rxbO_1: w_F 001:50:11 reg xmmreg1 


xmmreglo to reg 


C5: r_F 001:50:11 reg xmmreglo 


ymmregz to reg 


C4: rxbO_1: w_F 101:50:11 reg ymmreg1 


ymmreglo to reg 
VMOVNTDQ — Store Double Quadword Using Non-Temporal 


C5: r_F 101:50:11 reg ymmreglo 
Hint 


xmmreg1 to mem 


C4: rxbO_1: w_F 001:€7:11 r/m xmmreg1 


xmmreglo to mem 


ymmreg1 to mem 


C5: r_F 001:€7:11 r/m xmmreglo 
C4: rxbO_1: w_F 101:€7:11 r/m ymmreg1 


ymmreglo to mem 


C5: r_F 101:€7:11 r/m ymmreglo 


VMOVNTPD — Store Packed Double-Precision Floating-Point 


Values Using Non-Temporal Hint 


xmmreg1 to mem 


C4: rxbO_1: w_F 001:2B:11 r/m xmmreg1 


xmmreglo to mem 


C5: r_F 001:2B:11 r/m xmmreglo 


ymmreg1 to mem 


C4: rxbO_1: w_F 101:2B:11r/m ymmreg1 
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ymmreglo to mem 


C5: r_F 101:2B:11r/m ymmreglo 


VMOVSD — Move Scalar Double-Precision Floating-Point Value 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 011:10:11 xmmreg1 xmmreg3 


mem to xmmreg1 


C4: rxbO_1: w_F 011:10:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 011:10:11 xmmreg1 xmmreglo3 


mem to xmmreg1 


C5: r_F 011:10:mod xmmreg1 r/m 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 011:11:11 xmmreg1 xmmreg3 


xmmreg1 to mem 


C4: rxbO_1: w_F 011:11:mod r/m xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 011:11:11 xmmreg1 xmmreglo3 


xmmreglo to mem 


C5: r_F 011:11:mod r/m xmmreglo 


VMOVUPD — Move Unaligned Packed Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


mem to xmmreg1 


C4: rxbO_1: w_F 001:10:11 xmmreg1 xmmreg2 
C4: rxbO_1: w_F 001:10:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 001:10:11 xmmreg1 xmmreglo 


mem to xmmreg1 


ymmreg2 to ymmreg1 


C5: r_F 001:10:mod xmmreg1 r/m 
C4: rxb0_1: w_F 101:10:11 ymmreg1 ymmreg2 


mem to ymmreg1 


C4: rxbO_1: w_F 101:10:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


mem to ymmreg1 


C5: r_F 101:10:11 ymmreg1 ymmreglo 
C5: r_F 101:10:mod ymmreg1 r/m 


xmmreg1 to xmmreg2 


C4: rxbO_1: w_F 001:11:11 xmmreg2 xmmreg1 


xmmreg1 to mem 


xmmreg1 to xmmreglo 


C4: rxbO_1: w_F 001:11:mod r/m xmmreg1 
C5: r_F 001:11:11 xmmreglo xmmreg1 


xmmreg1 to mem 


C5: r_F 001:11:mod r/m xmmreg1 


ymmreg1 to ymmreg2 


ymmreg1 to mem 


C4: rxb0O_1: w_F 101:11:11 ymmreg2 ymmreg1 
C4: rxbO_1: w_F 101:11:mod r/m ymmreg1 


ymmreg1 to ymmreglo 


C5: r_F 101:11:11 ymmreglo ymmreg1 


ymmreg1 to mem 


C5: r_F 101:11:mod r/m ymmreg1 


VMULPD — Multiply Packed Double-Precision Floating-Point 


Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:59:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:59:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:59:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:59:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 101:59:11 ymmreg1 ymmreg3 
C4: rxb0_1: w ymmreg2 101:59:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 101:59:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:59:mod ymmreg1 r/m 


VMULSD — Multiply Scalar Double-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 011:59:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 011:59:mod xmmreg1 r/m 
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xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 011:59:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 011:59:mod xmmreg1 r/m 


VORPD — Bitwise Logical OR of Double-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:56:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:56:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:56:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:56:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:56:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 101:56:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 101:56:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:56:mod ymmreg1 r/m 


VPACKSSWB— Pack with Signed Saturation 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:63:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:63:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:63:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:63:mod xmmreg1 r/m 


VPACKSSDW- Pack with Signed Saturation 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:6B:11 xmmreg1 xmmreg3 
C4: rxb0_1: w xmmreg2 001:6B:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:6B:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 
VPACKUSWB— Pack with Unsigned Saturation 


C5: r_xmmreglo2 001:6B:mod xmmreg1 r/m 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:67:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:67:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:67:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:67:mod xmmreg1 r/m 


VPADDB — Add Packed Integers 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:FC:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:FC:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:FC:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:FC:mod xmmreg1 r/m 


VPADDW — Add Packed Integers 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:FD:11 xmmreg1 xmmreg3 


C4: rxb0_1: w xmmreg2 001:FD:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:FD:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:FD:mod xmmreg1 r/m 


VPADDD — Add Packed Integers 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:FE:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:FE:mod xmmreg1 r/m 
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Instruction and Format 


Encoding 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:FE:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:FE:mod xmmreg1 r/m 


VPADDQ — Add Packed Quadword Integers 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:D4:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:D4:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:D4:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:D4:mod xmmreg1 r/m 


VPADDSB — Add Packed Signed Integers with Signed Saturation 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:€C:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:EC:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:€C:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:€C:mod xmmreg1 r/m 


VPADDSW — Add Packed Signed Integers with Signed Saturation 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:€D:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:ED:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:€D:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:ED:mod xmmreg1 r/m 


VPADDUSB — Add Packed Unsigned Integers with Unsigned 


xmmreg2 with xmmreg3 to xmmreg1 


Saturation 


C4: rxb0_1: w xmmreg2 001:DC:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:DC:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:DC:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:DC:mod xmmreg1 r/m 


VPADDUSW — Add Packed Unsigned Integers with Unsigned Saturation 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:DD:11 xmmreg1 xmmreg3 
C4: rxb0_1: w xmmreg2 001:DD:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:DD:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:DD:mod xmmreg1 r/m 


VPAND — Logical AND 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:DB:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:DB:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:DB:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:DB:mod xmmreg1 r/m 


VPANDN — Logical AND NOT 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:DF:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:DF:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:DF:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:DF:mod xmmreg1 r/m 


VPAVGB — Average Packed Integers 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:€0:11 xmmreg1 xmmreg3 
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Instruction and Format 


Encoding 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:€0:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:€0:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:€0:mod xmmreg1 r/m 


VPAVGW — Average Packed Integers 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:E€3:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:E3:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:€3:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:€3:mod xmmreg1 r/m 


VPCMPEQB — Compare Packed Data for Equal 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:74:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:74:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:74:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:74:mod xmmreg1 r/m 


VPCMPEQW — Compare Packed Data for Equal 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:75:11 xmmreg1 xmmreg3 


C4: rxbO_1: w xmmreg2 001:75:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:75:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 
VPCMPEQD — Compare Packed Data for Equal 


C5: r_xmmreglo2 001:75:mod xmmreg1 r/m 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:76:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:76:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:76:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:76:mod xmmreg1 r/m 


VPCMPGTB — Compare Packed Signed Integers for Greater Than 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:64:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:64:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:64:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:64:mod xmmreg1 r/m 


VPCMPGTW — Compare Packed Signed Integers for Greater Than 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:65:11 xmmreg1 xmmreg3 


C4: rxbO_1: w xmmreg2 001:65:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:65:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:65:mod xmmreg1 r/m 


VPCMPGTD — Compare Packed Signed Integers for Greater Than 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:66:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:66:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:66:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:66:mod xmmreg1 r/m 


VPEXTRW — Extract Word 
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Instruction and Format 


Encoding 


xmmreg1 to reg using imm 


C4: rxbO_1: O_F 001:C5:11 reg xmmreg1: imm 


xmmreg1 to reg using imm 


C5: r_F 001:C5:11 reg xmmreg1: imm 


VPINSRW — Insert Word 


xmmreg2 with reg to xmmreg1 


C4: rxb0_1: 0 xmmreg2 001:C4:11 xmmreg1 reg: imm 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: 0 xmmreg2 001:C4:mod xmmreg1 r/m: imm 


xmmreglo2 with reglo to xmmreg1 


C5: r_xmmreglo2 001:C4:11 xmmreg1 reglo: imm 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:C4:mod xmmreg1 r/m: imm 


VPMADDWD — Multiply and Add Packed Integers 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:F5:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:F5:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:F5:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 
VPMAXSW — Maximum of Packed Signed Word Integers 


C5: r_xmmreglo2 001:F5:mod xmmreg1 r/m 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:€E:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:EE:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:€€:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:€E:mod xmmreg1 r/m 


VPMAXUB — Maximum of Packed Unsigned Byte Integers 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:DE:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:DE:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:DE:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:DE:mod xmmreg1 r/m 


VPMINSW — Minimum of Packed Signed Word Integers 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:E€A:11 xmmreg1 xmmreg3 
C4: rxbO_1: w xmmreg2 001:EA:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:€A:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:EA:mod xmmreg1 r/m 


VPMINUB — Minimum of Packed Unsigned Byte Integers 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:DA:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:DA:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:DA:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:DA:mod xmmreg1 r/m 


VPMOVMSKB — Move Byte Mask 


xmmreg1 to reg 


C4: rxbO_1: w_F 001:D7:11 reg xmmreg1 


xmmreg1 to reg 


C5: r_F 001:D7:11 reg xmmreg1 


VPMULHUW — Multiply Packed Unsigned Integers and Store 


High Result 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:€4:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:€4:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:€4:11 xmmreg1 xmmreglo3 
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Instruction and Format 
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xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:€4:mod xmmreg1 r/m 


VPMULHW — Multiply Packed Signed Integers and Store High Result 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:€5:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:E5:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:€5:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:€5:mod xmmreg1 r/m 


VPMULLW — Multiply Packed Signed Integers and Store Low 


Result 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:D5:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:D5:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:D5:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:D5:mod xmmreg1 r/m 


VPMULUDQ — Multiply Packed Unsigned Doubleword Intege 


xmmreg2 with xmmreg3 to xmmreg1 


rs 


C4: rxbO_1: w xmmreg2 001:F4:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:F4:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:F4:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:F4:mod xmmreg1 r/m 


VPOR — Bitwise Logical OR 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:€B:11 xmmreg1 xmmreg3 
C4: rxb0_1: w xmmreg2 001:EB:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:€B:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 
VPSADBW — Compute Sum of Absolute Differences 


C5: r_xmmreglo2 001:EB:mod xmmreg1 r/m 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:F6:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:F6:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:F6:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:F6:mod xmmreg1 r/m 


xmmreglo2 with mem to xmmreg1 


VPSHUFD — Shuffle Packed Doublewords 


xmmreg2 to xmmreg1 using imm 


C4: rxbO_1: w_F 001:70:11 xmmreg1 xmmreg2: imm 


mem to xmmreg1 using imm 


C4: rxbO_1: w_F 001:70:mod xmmreg1 r/m: imm 


xmmreglo to xmmreg1 using imm 


mem to xmmreg1 using imm 


C5: r_F 001:70:11 xmmreg1 xmmreglo: imm 


C5: r_F 001:70:mod xmmreg1 r/m: imm 


VPSHUFHW — Shuffle Packed High Words 


xmmreg2 to xmmreg1 using imm 


mem to xmmreg1 using imm 


C4: rxbO_1: w_F 010:70:11 xmmreg1 xmmreg2: imm 
C4: rxbO_1: w_F 010:70:mod xmmreg1 r/m: imm 


xmmreglo to xmmreg1 using imm 


C5: r_F 010:70:11 xmmreg1 xmmreglo: imm 


mem to xmmreg1 using imm 


C5: r_F 010:70:mod xmmreg1 r/m: imm 


VPSHUFLW — Shuffle Packed Low Words 


xmmreg2 to xmmreg1 using imm 


C4: rxbO_1: w_F 011:70:11 xmmreg1 xmmreg2: imm 


mem to xmmreg1 using imm 


C4: rxbO_1: w_F 011:70:mod xmmreg1 r/m: imm 
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xmmreglo to xmmreg1 using imm 


C5: r_F 011:70:11 xmmreg1 xmmreglo: imm 


mem to xmmreg1 using imm 


C5: r_F 011:70:mod xmmreg1 r/m: imm 


VPSLLDQ — Shift Double Quadword Left Logical 


xmmreg2 to xmmreg1 using imm 


C4: rxbO_1: w_F 001:73:11 xmmreg1 xmmreg2: imm 


xmmreglo to xmmreg1 using imm 


C5: r_F 001:73:11 xmmreg1 xmmreglo: imm 


VPSLLW — Shift Packed Data Left Logical 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:F1:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:F1:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:F1:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:F1:mod xmmreg1 r/m 


xmmreg2 to xmmreg1 using imm8 


C4: rxbO_1: w_F 001:71:11 xmmreg1 xmmreg2: imm 


xmmreglo to xmmreg1 using imm8 
VPSLLD — Shift Packed Data Left Logical 


C5: r_F 001:71:11 xmmreg1 xmmreglo: imm 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:F2:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:F2:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:F2:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:F2:mod xmmreg1 r/m 


xmmreg2 to xmmreg1 using imm8 


xmmreglo to xmmreg1 using imm8 


C4: rxbO_1: w_F 001:72:11 xmmreg1 xmmreg2: imm 


C5: r_F 001:72:11 xmmreg1 xmmreglo: imm 


VPSLLQ — Shift Packed Data Left Logical 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:F3:11 xmmreg1 xmmreg3 


C4: rxb0_1: w xmmreg2 001:F3:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:F3:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


xmmreg2 to xmmreg1 using imm8 


C5: r_xmmreglo2 001:F3:mod xmmreg1 r/m 


C4: rxbO_1: w_F 001:73:11 xmmreg1 xmmreg2: imm 


xmmreglo to xmmreg1 using imm8 


C5: r_F 001:73:11 xmmreg1 xmmreglo: imm 


VPSRAW — Shift Packed Data Right Arithmetic 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:€1:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:€1:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:€1:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:€1:mod xmmreg1 r/m 


xmmreg2 to xmmreg1 using imm8 


C4: rxbO_1: w_F 001:71:11 xmmreg1 xmmreg2: imm 


xmmreglo to xmmreg1 using imm8 
VPSRAD — Shift Packed Data Right Arithmetic 


C5: r_F 001:71:11 xmmreg1 xmmreglo: imm 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:E€2:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:E2:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:€2:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:€2:mod xmmreg1 r/m 


xmmreg2 to xmmreg1 using imm8 


C4: rxbO_1: w_F 001:72:11 xmmreg1 xmmreg2: imm 
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xmmreglo to xmmreg1 using imm8 


C5: r_F 001:72:11 xmmreg1 xmmreglo: imm 


VPSRLDQ — Shift Double Quadword Right Logical 


xmmreg2 to xmmreg1 using imm8 


C4: rxbO_1: w_F 001:73:11 xmmreg1 xmmreg2: imm 


xmmreglo to xmmreg1 using imm8 


C5: r_F 001:73:11 xmmreg1 xmmreglo: imm 


VPSRLW — Shift Packed Data Right Logical 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:D1:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:D1:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:D1:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:D1:mod xmmreg1 r/m 


xmmreg2 to xmmreg1 using imm8 


C4: rxbO_1: w_F 001:71:11 xmmreg1 xmmreg2: imm 


xmmreglo to xmmreg1 using imm8 


C5: r_F 001:71:11 xmmreg1 xmmreglo: imm 


VPSRLD — Shift Packed Data Right Logical 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:D2:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:D2:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:D2:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:D2:mod xmmreg1 r/m 


xmmreg2 to xmmreg1 using imm8 


C4: rxbO_1: w_F 001:72:11 xmmreg1 xmmreg2: imm 


xmmreglo to xmmreg1 using imm8 
VPSRLQ — Shift Packed Data Right Logical 


C5: r_F 001:72:11 xmmreg1 xmmreglo: imm 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:D3:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:D3:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:D3:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:D3:mod xmmreg1 r/m 


xmmreg2 to xmmreg1 using imm8 


xmmreglo to xmmreg1 using imm8 


C4: rxbO_1: w_F 001:73:11 xmmreg1 xmmreg2: imm 


C5: r_F 001:73:11 xmmreg1 xmmreglo: imm 


VPSUBB — Subtract Packed Integers 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:F8:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:F8:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:F8:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 
VPSUBW — Subtract Packed Integers 


C5: r_xmmreglo2 001:F8:mod xmmreg1 r/m 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:F9:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:F9:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:F9:11 xmmreg1 xmmreglo3 


xmmrelog2 with mem to xmmreg1 


C5: r_xmmreglo2 001:F9:mod xmmreg1 r/m 


VPSUBD — Subtract Packed Integers 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:FA:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:FA:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:FA:11 xmmreg1 xmmreglo3 
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xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:FA:mod xmmreg1 r/m 


VPSUBQ — Subtract Packed Quadword Integers 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:FB:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:FB:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:FB:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:FB:mod xmmreg1 r/m 


VPSUBSB — Subtract Packed Signed Integers with Signed Saturation 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:€8:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0O_1: w xmmreg2 001:€8:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:€8:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:€8:mod xmmreg1 r/m 


VPSUBSW — Subtract Packed Signed Integers with Signed S 


xmmreg2 with xmmreg3 to xmmreg1 


aturation 


C4: rxbO_1: w xmmreg2 001:€9:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0O_1: w xmmreg2 001:€9:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:€9:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:€9:mod xmmreg1 r/m 


VPSUBUSB — Subtract Packed Unsigned Integers with Unsigned Saturation 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:D8:11 xmmreg1 xmmreg3 
C4: rxb0_1: w xmmreg2 001:D8:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:D8:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:D8:mod xmmreg1 r/m 


VPSUBUSW — Subtract Packed Unsigned Integers with Unsigned Saturation 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0O_1: w xmmreg2 001:D9:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:D9:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:D9:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:D9:mod xmmreg1 r/m 


VPUNPCKHBW — Unpack High Data 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:68:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:68:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:68:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:68:mod xmmreg1 r/m 


VPUNPCKHWD — Unpack High Data 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:69:11 xmmreg1 xmmreg3 


C4: rxb0_1: w xmmreg2 001:69:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:69:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:69:mod xmmreg1 r/m 


VPUNPCKHDQ — Unpack High Data 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:6A:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:6A:mod xmmreg1 r/m 
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xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:6A:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:6A:mod xmmreg1 r/m 


VPUNPCKHQDQ — Unpack High Data 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0O_1: w xmmreg2 001:6D:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:6D:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:6D:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:6D:mod xmmreg1 r/m 


VPUNPCKLBW — Unpack Low Data 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:60:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:60:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:60:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 
VPUNPCKLWD — Unpack Low Data 


C5: r_xmmreglo2 001:60:mod xmmreg1 r/m 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0O_1: w xmmreg2 001:61:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxb0_1: w xmmreg2 001:61:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:61:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:61:mod xmmreg1 r/m 


VPUNPCKLDQ — Unpack Low Data 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:62:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:62:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:62:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:62:mod xmmreg1 r/m 


VPUNPCKLQDQ — Unpack Low Data 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:6C:11 xmmreg1 xmmreg3 


C4: rxbO_1: w xmmreg2 001:6C:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:6C:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:6C:mod xmmreg1 r/m 


VPXOR — Logical Exclusive OR 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:EF:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:EF:mod xmmreg1 r/m 


C5: r_xmmreglo2 001:E€F:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:€F:mod xmmreg1 r/m 


VSHUFPD — Shuffle Packed Double-Precision Floating-Point 


xmmreg2 with xmmreg3 to xmmreg1 using imm8 


Values 


C4: rxbO_1: w xmmreg2 001:C6:11 xmmreg1 xmmreg3: imm 


xmmreg2 with mem to xmmreg1 using imm8 


C4: rxbO_1: w xmmreg2 001:C6:mod xmmreg1 r/m: imm 


xmmreglo2 with xmmreglo3 to xmmreg1 using imm8 


C5: r_xmmreglo2 001:C6:11 xmmreg1 xmmreglo3: imm 


xmmreglo2 with mem to xmmreg1 using imm8 


C5: r_xmmreglo2 001:C6:mod xmmreg1 r/m: imm 


ymmreg2 with ymmreg3 to ymmreg1 using imm8 


C4: rxbO_1: w ymmreg2 101:C6:11 ymmreg1 ymmreg3: imm 


ymmreg2 with mem to ymmreg1 using imm8 


C4: rxb0_1: w ymmreg2 101:C6:mod ymmreg1 r/m: imm 
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ymmreglo2 with ymmreglo3 to ymmreg1 using imm8 


C5: r_ymmreglo2 101:C6:11 ymmreg1 ymmreglo3: imm 


ymmreglo2 with mem to ymmreg1 using imm8 


C5: r_ymmreglo2 101:C6:mod ymmreg1 r/m: imm 


VSQRTPD — Compute Square Roots of Packed Double-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 001:51:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_1: w_F 001:51:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 001:51:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 001:51:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


C4: rxb0_1: w_F 101:51:11 ymmreg1 ymmreg2 


mem to ymmreg1 


C4: rxbO_1: w_F 101:51:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 101:51:11 ymmreg1 ymmreglo 


mem to ymmreg1 


C5: r_F 101:51:mod ymmreg1 r/m 


VSQRTSD — Compute Square Root of Scalar Double-Precision Floating-Point Value 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 011:51:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 011:51:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 011:51:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 011:51:mod xmmreg1 r/m 


VSUBPD — Subtract Packed Double-Precision Floating-Point 


Values 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:5C:11 xmmreg1 xmmreg3 
C4: rxbO_1: w xmmreg2 001:5C:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:5C:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


ymmreg2 with ymmreg3 to ymmreg1 


C5: r_xmmreglo2 001:5C:mod xmmreg1 r/m 


C4: rxb0_1: w ymmreg2 101:5C:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 101:5C:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:5C:11 ymmreg1 ymmreglo3 
C5: r_ymmreglo2 101:5C:mod ymmreg1 r/m 


VSUBSD — Subtract Scalar Double-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 011:5C:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 011:5C:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 011:5C:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 011:5C:mod xmmreg1 r/m 


VUCOMISD — Unordered Compare Scalar Double-Precision Floating-Point Values and Set EFLAGS 


xmmreg2 with xmmreg1, set EFLAGS 


C4: rxbO_1: w_F xmmreg1 001:2E:11 xmmreg2 


mem with xmmreg1, set EFLAGS 


xmmreglo with xmmreg1, set EFLAGS 


C4: rxbO_1: w_F xmmreg1 001:2E:mod r/m 
C5: r_F xmmreg1 001:2E:11 xmmreglo 


mem with xmmreg1, set EFLAGS 


C5: r_F xmmreg1 001:2E:mod r/m 


VUNPCKHPD — Unpack and Interleave High Packed Double-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:15:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:15:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:15:11 xmmreg1 xmmreglo3 
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xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:15:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:15:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 101:15:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 101:15:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:15:mod ymmreg1 r/m 


VUNPCKHPS — Unpack and Interleave High Packed Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 000:15:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 000:15:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 000:15:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 000:15:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 100:15:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


ymmreglo2 with ymmreglo3 to ymmreg1 


C4: rxb0_1: w ymmreg2 100:15:mod ymmreg1 r/m 
C5: r_ymmreglo2 100:15:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 100:15:mod ymmreg1 r/m 


VUNPCKLPD — Unpack and Interleave Low Packed Double-P 


xmmreg2 with xmmreg3 to xmmreg1 


recision Floating-Point Values 


C4: rxbO_1: w xmmreg2 001:14:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 001:14:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:14:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 001:14:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:14:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


ymmreglo2 with ymmreglo3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:14:mod ymmreg1 r/m 
C5: r_ymmreglo2 101:14:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:14:mod ymmreg1 r/m 


VUNPCKLPS — Unpack and Interleave Low Packed Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 000:14:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 000:14:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 000:14:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 000:14:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 100:14:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


ymmreglo2 with ymmreglo3 to ymmreg1 


C4: rxb0_1: w ymmreg2 100:14:mod ymmreg1 r/m 
C5: r_ymmreglo2 100:14:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 100:14:mod ymmreg1 r/m 


VXORPD — Bitwise Logical XOR for Double-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 001:57:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 001:57:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 001:57:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 001:57:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 101:57:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 101:57:mod ymmreg1 r/m 
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ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 101:57:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 101:57:mod ymmreg1 r/m 


VADDPS — Add Packed Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 000:58:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 000:58:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 000:58:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 000:58:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 100:58:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 100:58:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 100:58:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 100:58:mod ymmreg1 r/m 


VADDSS — Add Scalar Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 010:58:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 010:58:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 010:58:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 010:58:mod xmmreg1 r/m 


VANDPS — Bitwise Logical AND of Packed Single-Precision F 


loating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxb0O_1: w xmmreg2 000:54:11 xmmreg1 xmmreg3 
C4: rxb0_1: w xmmreg2 000:54:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 000:54:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


ymmreg2 with ymmreg3 to ymmreg1 


C5: r_xmmreglo2 000:54:mod xmmreg1 r/m 


C4: rxb0_1: w ymmreg2 100:54:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 100:54:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 100:54:11 ymmreg1 ymmreglo3 
C5: r_ymmreglo2 100:54:mod ymmreg1 r/m 


VANDNPS — Bitwise Logical AND NOT of Packed Single-Prec 


ision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 000:55:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 000:55:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 000:55:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


ymmreg2 with ymmreg3 to ymmreg1 


C5: r_xmmreglo2 000:55:mod xmmreg1 r/m 


C4: rxb0_1: w ymmreg2 100:55:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 100:55:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 100:55:11 ymmreg1 ymmreglo3 
C5: r_ymmreglo2 100:55:mod ymmreg1 r/m 


VCMPPS — Compare Packed Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 000:C2:11 xmmreg1 xmmreg3: imm 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 000:C2:mod xmmreg1 r/m: imm 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 000:C2:11 xmmreg1 xmmreglo3: imm 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 000:C2:mod xmmreg1 r/m: imm 


Vol.2D B-99 


INSTRUCTION FORMATS AND ENCODINGS 


Instruction and Format 


Encoding 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 100:C2:11 ymmreg1 ymmreg3: imm 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 100:C2:mod ymmreg1 r/m: imm 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 100:C2:11 ymmreg1 ymmreglo3: imm 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 100:C2:mod ymmreg1 r/m: imm 


VCMPSS — Compare Scalar Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 010:C2:11 xmmreg1 xmmreg3: imm 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 010:C2:mod xmmreg1 r/m: imm 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 010:C2:11 xmmreg1 xmmreglo3: imm 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 010:C2:mod xmmreg1 r/m: imm 


VCOMISS — Compare Scalar Ordered Single-Precision Floating-Point Values and Set EFLAGS 


xmmreg2 with xmmreg1 


C4: rxbO_1: w_F 000:2F:11 xmmreg1 xmmreg2 


mem with xmmreg1 


xmmreglo with xmmreg1 


C4: rxbO_1: w_F 000:2F:mod xmmreg1 r/m 
C5: r_F 000:2F:11 xmmreg1 xmmreglo 


mem with xmmreg1 


C5: r_F 000:2F:mod xmmreg1 r/m 


VCVTSI2SS — Convert Dword Integer to Scalar Single-Precisi 


xmmreg2 with reg to xmmreg1 


ion FP Value 


C4: rxbO_1: 0 xmmreg2 010:2A:11 xmmreg1 reg 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: 0 xmmreg2 010:2A:mod xmmreg1 r/m 


xmmreglo2 with reglo to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 010:2A:11 xmmreg1 reglo 


C5: r_xmmreglo2 010:2A:mod xmmreg1 r/m 


xmmreg2 with reg to xmmreg1 


C4: rxbO_1: 1 xmmreg2 010:2A:11 xmmreg1 reg 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: 1 xmmreg2 010:2A:mod xmmreg1 r/m 


VCVTSS2SI — Convert Scalar Single-Precision FP Value to Dword Integer 


xmmreg1 to reg 


C4: rxbO_1: O_F 010:2D:11 reg xmmreg1 


mem to reg 


xmmreglo to reg 


C4: rxb0_1: O_F 010:2D:mod reg r/m 
C5: r_F 010:2D:11 reg xmmreglo 


mem to reg 


C5: r_F 010:2D:mod reg r/m 


xmmreg1 to reg 


C4: rxbO_1: 1_F 010:2D:11 reg xmmreg1 


mem to reg 


C4: rxb0_1: 1_F 010:2D:mod reg r/m 


VCVTTSS2SI — Convert with Truncation Scalar Single-Precisi 


on FP Value to Dword Integer 


xmmreg1 to reg 


mem to reg 


C4: rxbO_1: O_F 010:2C:11 reg xmmreg1 
C4: rxbO_1: O_F 010:2C:mod reg r/m 


xmmreglo to reg 


C5: r_F 010:2C:11 reg xmmreglo 


mem to reg 


xmmreg1 to reg 


C5: r_F 010:2C:mod reg r/m 
C4: rxbO_1: 1_F 010:2C:11 reg xmmreg1 


mem to reg 


C4: rxbO_1: 1_F 010:2C:mod reg r/m 


VDIVPS — Divide Packed Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 000:5E:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 000:5E:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 000:5€:11 xmmreg1 xmmreglo3 
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INSTRUCTION FORMATS AND ENCODINGS 


Instruction and Format 


Encoding 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 000:5E:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 100:5€:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 100:5E:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 100:5€:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 100:5€:mod ymmreg1 r/m 


VDIVSS — Divide Scalar Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 010:5E:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 010:5E:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 010:5€:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 010:5€:mod xmmreg1 r/m 


VLDMXCSR — Load MXCSR Register 


mem to MXCSR reg 
mem to MXCSR reg 


C4: rxbO_1: w_F 000:AEmod 011 r/m 
C5: r_F 000:AEmod 011 r/m 


VMAXPS — Return Maximum Packed Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 000:5F:11 xmmreg1 xmmreg3 
C4: rxb0_1: w xmmreg2 000:5F:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 000:5F:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


ymmreg2 with ymmreg3 to ymmreg1 


C5: r_xmmreglo2 000:5F:mod xmmreg1 r/m 


C4: rxbO_1: w ymmreg2 100:5F:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 100:5F:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 100:5F:11 ymmreg1 ymmreglo3 
C5: r_ymmreglo2 100:5F:mod ymmreg1 r/m 


VMAXSS — Return Maximum Scalar Single-Precision Floating-Point Value 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 010:5F:11 xmmreg1 xmmreg3 


C4: rxb0_1: w xmmreg2 010:5F:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 010:5F:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 010:5F:mod xmmreg1 r/m 


VMINPS — Return Minimum Packed Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 000:5D:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C4: rxbO_1: w xmmreg2 000:5D:mod xmmreg1 r/m 


C5: r_xmmreglo2 000:5D:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 000:5D:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 100:5D:11 ymmreg1 ymmreg3 
C4: rxb0_1: w ymmreg2 100:5D:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 100:5D:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 100:5D:mod ymmreg1 r/m 


VMINSS — Return Minimum Scalar Single-Precision Floating- 


Point Value 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxb0_1: w xmmreg2 010:5D:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 010:5D:mod xmmreg1 r/m 
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INSTRUCTION FORMATS AND ENCODINGS 


Instruction and Format 


Encoding 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 010:5D:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 010:5D:mod xmmreg1 r/m 


VMOVAPS— Move Aligned Packed Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 000:28:11 xmmreg1 xmmreg2 


mem to xmmreg1 


C4: rxbO_1: w_F 000:28:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 000:28:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 000:28:mod xmmreg1 r/m 


xmmreg1 to xmmreg2 


C4: rxbO_1: w_F 000:29:11 xmmreg2 xmmreg1 


xmmreg1 to mem 


C4: rxbO_1: w_F 000:29:mod r/m xmmreg1 


xmmreg1 to xmmreglo 


C5: r_F 000:29:11 xmmreglo xmmreg1 


xmmreg1 to mem 


C5: r_F 000:29:mod r/m xmmreg1 


ymmreg2 to ymmreg1 


mem to ymmreg1 


C4: rxbO_1: w_F 100:28:11 ymmreg1 ymmreg2 


C4: rxb0_1: w_F 100:28:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 100:28:11 ymmreg1 ymmreglo 


mem to ymmreg1 


ymmreg1 to ymmreg2 


C5: r_F 100:28:mod ymmreg1 r/m 


C4: rxbO_1: w_F 100:29:11 ymmreg2 ymmreg1 


ymmreg1 to mem 


C4: rxbO_1: w_F 100:29:mod r/m ymmreg1 


ymmreg1 to ymmreglo 


ymmreg1 to mem 


C5: r_F 100:29:11 ymmreglo ymmreg1 


C5: r_F 100:29:mod r/m ymmreg1 


VMOVHPS — Move High Packed Single-Precision Floating-Po 


int Values 


xmmreg1 with mem to xmmreg2 


xmmreg1 with mem to xmmreglo2 


C4: rxb0_1: w xmmreg1 000:16:mod xmmreg2 r/m 


C5: r_xmmreg1 000:16:mod xmmreglo2 r/m 


xmmreg1 to mem 


C4: rxbO_1: w_F 000:17:mod r/m xmmreg1 


xmmreglo to mem 


C5: r_F 000:17:mod r/m xmmreglo 


VMOVLHPS — Move Packed Single-Precision Floating-Point Values Low to High 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 000:16:11 xmmreg1 xmmreglo3 


VMOVLPS — Move Low Packed Single-Precision Floating-Point Values 


xmmreg1 with mem to xmmreg2 


C4: rxbO_1: w xmmreg1 000:12:mod xmmreg2 r/m 


xmmreg1 with mem to xmmreglo2 


xmmreg1 to mem 


C5: r_xmmreg1 000:12:mod xmmreglo2 r/m 


C4: rxbO_1: w_F 000:13:mod r/m xmmreg1 


xmmreglo to mem 


C5: r_F 000:13:mod r/m xmmreglo 


xmmreg2 to reg 


VMOVMSKPS — Extract Packed Single-Precision Floating-Poi 


nt Sign Mask 
C4: rxbO_1: w_F 000:50:11 reg xmmreg2 


xmmreglo to reg 


C5: r_F 000:50:11 reg xmmreglo 


ymmregz to reg 


C4: rxbO_1: w_F 100:50:11 reg ymmreg2 


ymmreglo to reg 


C5: r_F 100:50:11 reg ymmreglo 


VMOVNTPS — Store Packed Single-Precision Floating-Point Values Using Non-Temporal Hint 


xmmreg1 to mem 


C4: rxbO_1: w_F 000:2B:mod r/m xmmreg1 
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C4: rxbO_1: w xmmreg2 000:16:11 xmmreg1 xmmreg3 


INSTRUCTION FORMATS AND ENCODINGS 


Instruction and Format 


Encoding 


xmmreglo to mem 


C5: r_F 000:2B:mod r/m xmmreglo 


ymmreg1 to mem 


C4: rxb0_1: w_F 100:2B:mod r/m ymmreg1 


ymmreglo to mem 


C5: r_F 100:2B:mod r/m ymmreglo 


VMOVSS — Move Scalar Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 010:10:11 xmmreg1 xmmreg3 


mem to xmmreg1 


C4: rxbO_1: w_F 010:10:mod xmmreg1 r/m 


xmmreg2 with xmmreg3 to xmmreg1 


C5: r_xmmreg2 010:10:11 xmmreg1 xmmreg3 


mem to xmmreg1 


C5: r_F 010:10:mod xmmreg1 r/m 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 010:11:11 xmmreg1 xmmreg3 


xmmreg1 to mem 


C4: rxbO_1: w_F 010:11:mod r/m xmmreg1 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 010:11:11 xmmreg1 xmmreglo3 


xmmreglo to mem 


C5: r_F 010:11:mod r/m xmmreglo 


VMOVUPS— Move Unaligned Packed Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 000:10:11 xmmreg1 xmmreg2 


mem to xmmreg1 


xmmreglo to xmmreg1 


C4: rxbO_1: w_F 000:10:mod xmmreg1 r/m 
C5: r_F 000:10:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 000:10:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


mem to ymmreg1 


C4: rxb0O_1: w_F 100:10:11 ymmreg1 ymmreg2 
C4: rxbO_1: w_F 100:10:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 100:10:11 ymmreg1 ymmreglo 


mem to ymmreg1 


xmmreg1 to xmmreg2 


C5: r_F 100:10:mod ymmreg1 r/m 
C4: rxbO_1: w_F 000:11:11 xmmreg2 xmmreg1 


xmmreg1 to mem 


C4: rxbO_1: w_F 000:11:mod r/m xmmreg1 


xmmreg1 to xmmreglo 


xmmreg1 to mem 


C5: r_F 000:11:11 xmmreglo xmmreg1 
C5: r_F 000:11:mod r/m xmmreg1 


ymmreg1 to ymmreg2 


C4: rxbO_1: w_F 100:11:11 ymmreg2 ymmreg1 


ymmreg1 to mem 


C4: rxbO_1: w_F 100:11:mod r/m ymmreg1 


ymmreg1 to ymmreglo 


C5: r_F 100:11:11 ymmreglo ymmreg1 


ymmreg1 to mem 


C5: r_F 100:11:mod r/m ymmreg1 


VMULPS — Multiply Packed Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 000:59:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxb0_1: w xmmreg2 000:59:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 000:59:11 xmmreg1 xmmreglo3 


C5: r_xmmreglo2 000:59:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 100:59:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 100:59:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


C5: r_ymmreglo2 100:59:11 ymmreg1 ymmreglo3 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 100:59:mod ymmreg1 r/m 


VMULSS — Multiply Scalar Single-Precision Floating-Point Values 
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Instruction and Format 


Encoding 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 010:59:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 010:59:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 010:59:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 010:59:mod xmmreg1 r/m 


VORPS — Bitwise Logical OR of Single-Precision Floating-Poi 


nt Values 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 000:56:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 000:56:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 000:56:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 000:56:mod xmmreg1 r/m 


ymmreg2 with ymmreg3 to ymmreg1 


C4: rxb0_1: w ymmreg2 100:56:11 ymmreg1 ymmreg3 


ymmreg2 with mem to ymmreg1 


C4: rxb0_1: w ymmreg2 100:56:mod ymmreg1 r/m 


ymmreglo2 with ymmreglo3 to ymmreg1 


ymmreglo2 with mem to ymmreg1 


C5: r_ymmreglo2 100:56:11 ymmreg1 ymmreglo3 
C5: r_ymmreglo2 100:56:mod ymmreg1 r/m 


VRCPPS — Compute Reciprocals of Packed Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


mem to xmmreg1 


C4: rxbO_1: w_F 000:53:11 xmmreg1 xmmreg2 
C4: rxbO_1: w_F 000:53:mod xmmreg1 r/m 


xmmreglo to xmmreg1 


C5: r_F 000:53:11 xmmreg1 xmmreglo 


mem to xmmreg1 


ymmreg2 to ymmreg1 


C5: r_F 000:53:mod xmmreg1 r/m 
C4: rxbO_1: w_F 100:53:11 ymmreg1 ymmreg2 


mem to ymmreg1 


C4: rxbO_1: w_F 100:53:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


mem to ymmreg1 


C5: r_F 100:53:11 ymmreg1 ymmreglo 
C5: r_F 100:53:mod ymmreg1 r/m 


VRCPSS — Compute Reciprocal of Scalar Single-Precision Flo 


ating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 010:53:11 xmmreg1 xmmreg3 


C4: rxbO_1: w xmmreg2 010:53:mod xmmreg1 r/m 


xmmreglo2 with xmmreglo3 to xmmreg1 


C5: r_xmmreglo2 010:53:11 xmmreg1 xmmreglo3 


xmmreglo2 with mem to xmmreg1 


C5: r_xmmreglo2 010:53:mod xmmreg1 r/m 


VRSQRTPS — Compute Reciprocals of Square Roots of Packed Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1 


C4: rxbO_1: w_F 000:52:11 xmmreg1 xmmreg2 


mem to xmmreg1 


xmmreglo to xmmreg1 


C4: rxbO_1: w_F 000:52:mod xmmreg1 r/m 
C5: r_F 000:52:11 xmmreg1 xmmreglo 


mem to xmmreg1 


C5: r_F 000:52:mod xmmreg1 r/m 


ymmreg2 to ymmreg1 


mem to ymmreg1 


C4: rxbO_1: w_F 100:52:11 ymmreg1 ymmreg2 
C4: rxbO_1: w_F 100:52:mod ymmreg1 r/m 


ymmreglo to ymmreg1 


C5: r_F 100:52:11 ymmreg1 ymmreglo 


mem to ymmreg1 


C5: r_F 100:52:mod ymmreg1 r/m 


VRSQRTSS — Compute Reciprocal of Square Root of Scalar S 


ingle-Precision Floating-Point Value 


xmmreg2 with xmmreg3 to xmmreg1 


C4: rxbO_1: w xmmreg2 010:52:11 xmmreg1 xmmreg3 


xmmreg2 with mem to xmmreg1 


C4: rxbO_1: w xmmreg2 010:52:mod xmmreg1 r/m 
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INSTRUCTION FORMATS AND ENCODINGS 


Instruction and Format Encoding 
xmmreglo2 with xmmreglo3 to xmmreg1 C5: r_xmmreglo2 010:52:11 xmmreg1 xmmreglo3 
xmmreglo2 with mem to xmmreg1 C5: r_xmmreglo2 010:52:mod xmmreg1 r/m 

VSHUFPS — Shuffle Packed Single-Precision Floating-Point Values 
xmmreg2 with xmmreg3 to xmmreg1, imm8 C4: rxbO_1: w xmmreg2 000:C6:11 xmmreg1 xmmreg3: imm 
xmmreg2 with mem to xmmreg1, imm8 C4: rxbO_1: w xmmreg2 000:C6:mod xmmreg1 r/m: imm 
xmmreglo2 with xmmreglo3 to xmmreg1, imm8 C5: r_xmmreglo2 000:C6:11 xmmreg1 xmmreglo3: imm 
xmmreglo2 with mem to xmmreg1, imm8 C5: r_xmmreglo2 000:C6:mod xmmreg1 r/m: imm 
ymmreg2 with ymmreg3 to ymmreg1, imm8 C4: rxb0_1: w ymmreg2 100:C6:11 ymmreg1 ymmreg3: imm 
ymmreg2 with mem to ymmreg1, imm8 C4: rxb0_1: w ymmreg2 100:C6:mod ymmreg1 r/m: imm 
ymmreglo2 with ymmreglo3 to ymmreg1, imm8 C5: r_ymmreglo2 100:C6:11 ymmreg1 ymmreglo3: imm 
ymmreglo2 with mem to ymmreg1, imm8 C5: r_ymmreglo2 100:C6:mod ymmreg1 r/m: imm 


VSQRTPS — Compute Square Roots of Packed Single-Precision Floating-Point Values 


xmmreg2 to xmmreg1 C4: rxbO_1: w_F 000:51:11 xmmreg1 xmmreg2 
mem to xmmreg1 C4: rxbO_1: w_F 000:51:mod xmmreg1 r/m 
xmmreglo to xmmreg1 C5: r_F 000:51:11 xmmreg1 xmmreglo 

mem to xmmreg1 C5: r_F 000:51:mod xmmreg1 r/m 

ymmreg2 to ymmreg1 C4: rxbO_1: w_F 100:51:11 ymmreg1 ymmreg2 
mem to ymmreg1 C4: rxbO_1: w_F 100:51:mod ymmreg1 r/m 
ymmreglo to ymmreg1 C5: r_F 100:51:11 ymmreg1 ymmreglo 

mem to ymmreg1 C5: r_F 100:51:mod ymmreg1 r/m 


VSQRTSS — Compute Square Root of Scalar Single-Precision Floating-Point Value 


xmmreg2 with xmmreg3 to xmmreg1 C4: rxb0O_1: w xmmreg2 010:51:11 xmmreg1 xmmreg3 
xmmreg2 with mem to xmmreg1 C4: rxb0_1: w xmmreg2 010:51:mod xmmreg1 r/m 
xmmreglo2 with xmmreglo3 to xmmreg1 C5: r_xmmreglo2 010:51:11 xmmreg1 xmmreglo3 
xmmreglo2 with mem to xmmreg1 C5: r_xmmreglo2 010:51:mod xmmreg1 r/m 
VSTMXCSR — Store MXCSR Register State 
MXCSR to mem C4: rxb0_1: w_F 000:AE:mod 011 r/m 
MXCSR to mem C5: r_F 000:AE:mod 011 r/m 
VSUBPS — Subtract Packed Single-Precision Floating-Point Values 
xmmreg2 with xmmreg3 to xmmreg1 C4: rxbO_1: w xmmreg2 000:5C:11 xmmreg1 xmmreg3 
xmmreg2 with mem to xmmreg1 C4: rxb0_1: w xmmreg2 000:5C:mod xmmreg1 r/m 
xmmreglo2 with xmmreglo3 to xmmreg1 C5: r_xmmreglo2 000:5C:11 xmmreg1 xmmreglo3 
xmmreglo2 with mem to xmmreg1 C5: r_xmmreglo2 000:5C:mod xmmreg1 r/m 
ymmreg2 with ymmreg3 to ymmreg1 C4: rxb0_1: w ymmreg2 100:5C:11 ymmreg1 ymmreg3 
ymmreg2 with mem to ymmreg1 C4: rxb0_1: w ymmreg2 100:5C:mod ymmreg1 r/m 
ymmreglo2 with ymmreglo3 to ymmreg1 C5: r_ymmreglo2 100:5C:11 ymmreg1 ymmreglo3 
ymmreglo2 with mem to ymmreg1 C5: r_ymmreglo2 100:5C:mod ymmreg1 r/m 


VSUBSS — Subtract Scalar Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 C4: rxbO_1: w xmmreg2 010:5C:11 xmmreg1 xmmreg3 
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Instruction and Format Encoding 
xmmreg2 with mem to xmmreg1 C4: rxbO_1: w xmmreg2 010:5C:mod xmmreg1 r/m 
xmmreglo2 with xmmreglo3 to xmmreg1 C5: r_xmmreglo2 010:5C:11 xmmreg1 xmmreglo3 
xmmreglo2 with mem to xmmreg1 C5: r_xmmreglo2 010:5C:mod xmmreg1 r/m 


VUCOMISS — Unordered Compare Scalar Single-Precision Floating-Point Values and Set EFLAGS 


xmmreg2 with xmmreg1 C4: rxbO_1: w_F 000:2E:11 xmmreg1 xmmreg2 
mem with xmmreg1 C4: rxbO_1: w_F 000:2E:mod xmmreg1 r/m 
xmmreglo with xmmreg1 C5: r_F 000:2E:11 xmmreg1 xmmreglo 

mem with xmmreg1 C5: r_F 000:2E:mod xmmreg1 r/m 


UNPCKHPS — Unpack and Interleave High Packed Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 C4: rxbO_1: w xmmreg2 000:15:11 xmmreg1 xmmreg3 
xmmreg2 with mem to xmmreg1 C4: rxb0_1: w xmmreg2 000:15mod xmmreg1 r/m 
ymmreg2 with ymmreg3 to ymmreg1 C4: rxb0_1: w ymmreg2 100:15:11 ymmreg1 ymmreg3 
ymmreg2 with mem to ymmreg1 C4: rxb0_1: w ymmreg2 100:15mod ymmreg1 r/m 


UNPCKLPS — Unpack and Interleave Low Packed Single-Precision Floating-Point Value 


xmmreg2 with xmmreg3 to xmmreg1 C4: rxbO_1: w xmmreg2 000:14:11 xmmreg1 xmmreg3 
xmmreg2 with mem to xmmreg1 C4: rxb0_1: w xmmreg2 000:14mod xmmreg1 r/m 
ymmreg2 with ymmreg3 to ymmreg1 C4: rxb0_1: w ymmreg2 100:14:11 ymmreg1 ymmreg3 
ymmreg2 with mem to ymmreg1 C4: rxb0_1: w ymmreg2 100:14mod ymmreg1 r/m 


VXORPS — Bitwise Logical XOR for Single-Precision Floating-Point Values 


xmmreg2 with xmmreg3 to xmmreg1 C4: rxbO_1: w xmmreg2 000:57:11 xmmreg1 xmmreg3 

xmmreg2 with mem to xmmreg1 C4: rxb0_1: w xmmreg2 000:57:mod xmmreg1 r/m 

xmmreglo2 with xmmreglo3 to xmmreg1 C5: r_xmmreglo2 000:57:11 xmmreg1 xmmreglo3 

xmmreglo2 with mem to xmmreg1 C5: r_xmmreglo2 000:57:mod xmmreg1 r/m 

ymmreg2 with ymmreg3 to ymmreg1 C4: rxb0_1: w ymmreg2 100:57:11 ymmreg1 ymmreg3 

ymmreg2 with mem to ymmreg1 C4: rxb0_1: w ymmreg2 100:57:mod ymmreg1 r/m 

ymmreglo2 with ymmreglo3 to ymmreg1 C5: r_ymmreglo2 100:57:11 ymmreg1 ymmreglo3 

ymmreglo2 with mem to ymmreg1 C5: r_ymmreglo2 100:57:mod ymmreg1 r/m 
VBROADCAST —Load with Broadcast 

mem to xmmreg1 C4: rxbO_2: O_F 001:18:mod xmmreg1 r/m 

mem to ymmreg1 C4: rxbO_2: O_F 101:18:mod ymmreg1 r/m 

mem to ymmreg1 C4: rxbO_2: O_F 101:19:mod ymmreg1 r/m 

mem to ymmreg1 C4: rxbO_2: O_F 101:1A:mod ymmreg1 r/m 
VEXTRACTF128 — Extract Packed Floating-Point Values 

ymmreg2 to xmmreg1, imm8 C4: rxbO_3: O_F 001:19:11 xmmreg1 ymmreg2: imm 

ymmreg2 to mem, imm8 C4: rxbO_3: O_F 001:19:mod r/m ymmreg2: imm 
VINSERTF 128 — Insert Packed Floating-Point Values 

xmmreg3 and merge with ymmreg2 to ymmreg1, imm8 C4: rxb0_3: 0 ymmreg2101:18:11 ymmreg1 xmmreg3: imm 

mem and merge with ymmreg2 to ymmreg1, imm8 C4: rxbO_3: 0 ymmreg2 101:18:mod ymmreg1 r/m: imm 


VPERMILPD — Permute Double-Precision Floating-Point Values 
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Instruction and Format Encoding 

xmmreg2 with xmmreg3 to xmmreg1 C4: rxbO_2: 0 xmmreg2 001:0D:11 xmmreg1 xmmreg3 
xmmreg2 with mem to xmmreg1 C4: rxbO_2: 0 xmmreg2 001:0D:mod xmmreg1 r/m 
ymmreg2 with ymmreg3 to ymmreg1 C4: rxbO_2: 0 ymmreg2 101:0D:11 ymmreg1 ymmreg3 
ymmreg2 with mem to ymmreg1 C4: rxbO_2: 0 ymmreg2 101:0D:mod ymmreg1 r/m 
xmmreg2 to xmmreg1, imm C4: rxbO_3: O_F 001:05:11 xmmreg1 xmmreg2: imm 
mem to xmmreg1, imm C4: rxbO_3: O_F 001:05:mod xmmreg1 r/m: imm 
ymmreg2 to ymmreg1, imm C4: rxbO_3: O_F 101:05:11 ymmreg1 ymmreg2: imm 
mem to ymmreg1, imm C4: rxbO_3: O_F 101:05:mod ymmreg1 r/m: imm 

VPERMILPS — Permute Single-Precision Floating-Point Values 
xmmreg2 with xmmreg3 to xmmreg1 C4: rxbO_2: 0 xmmreg2 001:0C:11 xmmreg1 xmmreg3 
xmmreg2 with mem to xmmreg1 C4: rxbO_2: 0 xmmreg2 001:0C:mod xmmreg1 r/m 
xmmreg2 to xmmreg1, imm C4: rxbO_3: O_F 001:04:11 xmmreg1 xmmreg2: imm 
mem to xmmreg1, imm C4: rxbO_3: O_F 001:04:mod xmmreg1 r/m: imm 
ymmreg2 with ymmreg3 to ymmreg1 C4: rxbO_2: 0 ymmreg2 101:0C:11 ymmreg1 ymmreg3 
ymmreg2 with mem to ymmreg1 C4: rxbO_2: 0 ymmreg2 101:0C:mod ymmreg1 r/m 
ymmreg2 to ymmreg1, imm C4: rxbO_3: O_F 101:04:11 ymmreg1 ymmreg2: imm 
mem to ymmreg1, imm C4: rxbO_3: O_F 101:04:mod ymmreg1 r/m: imm 

VPERM2F128 — Permute Floating-Point Values 
ymmreg2 with ymmreg3 to ymmreg1 C4: rxb0_3: 0 ymmreg2 101:06:11 ymmreg1 ymmreg3: imm 
ymmreg2 with mem to ymmreg1 C4: rxb0_3: 0 ymmreg2 101:06:mod ymmreg1 r/m: imm 

VTESTPD/VTESTPS — Packed Bit Test 
xmmreg2 to xmmreg1 C4: rxbO_2: O_F 001:0€:11 xmmreg2 xmmreg1 
mem to xmmreg1 C4: rxbO_2: O_F 001:0E:mod xmmreg2 r/m 
ymmreg2 to ymmreg1 C4: rxbO_2: O_F 101:0€:11 ymmreg2 ymmreg1 
mem to ymmreg1 C4: rxbO_2: O_F 101:0E:mod ymmreg2 r/m 
xmmreg2 to xmmreg1 C4: rxbO_2: O_F 001:0F:11 xmmreg1 xmmreg2: imm 
mem to xmmreg1 C4: rxbO_2: O_F 001:0F:mod xmmreg1 r/m: imm 
ymmreg2 to ymmreg1 C4: rxbO_2: O_F 101:0F:11 ymmreg1 ymmreg2: imm 
mem to ymmreg1 C4: rxbO_2: O_F 101:0F:mod ymmreg1 r/m: imm 

NOTES: 


1. The term “lo” refers to the lower eight registers, 0-7 
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B.17 


FLOATING-POINT INSTRUCTION FORMATS AND ENCODINGS 


Table B-38 shows the five different formats used for floating-point instructions. In all cases, instructions are at 
least two bytes long and begin with the bit pattern 11011. 


Table B-38. General Floating-Point Instruction Formats 


Instruction 
First Byte Second Byte Optional Fields 
1 11011 OPA 1 mod 1 OPB r/m s-i-b disp 
2 11011 MF OPA mod OPB r/m s-i-b disp 
3 11011 d P OPA 1 1 OPB R ST(i) 
4 11011 0 0 1 1 1 1 OP 
5 11011 1 1 1 1 1 OP 
15-11 10 9 8 7 6 5 4 3 210 
MF = Memory Format R XOR d= 0 — Destination OP Source 
00 — 32-bit real R XOR d= 1 — Source OP Destination 
01 — 32-bit integer 
10 — 64-bit real ST(i) = Register stack element / 
11 — 16-bit integer 000 = Stack Top 
P = Pop 


O — Do not pop stack 

1 — Pop stack after operation 
d = Destination 

O — Destination is ST(0) 

1 — Destination is ST(i) 


001 = Second stack element 


111 = €ighth stack element 


The Mod and R/M fields of the ModR/M byte have the same interpretation as the corresponding fields of the integer 
instructions. The SIB byte and disp (displacement) are optionally present in instructions that have Mod and R/M 
fields. Their presence depends on the values of Mod and R/M, as for integer instructions. 


Table B-39 shows the formats and encodings of the floating-point instructions. 


Table B-39. Floating-Point Instruction Formats and Encodings 


Instruction and Format Encoding 

F2XM1 - Compute 257(°) - 1 11011 001: 1111 0000 
FABS - Absolute Value 11011 001: 11100001 
FADD - Add 

ST(0) := ST(0) + 32-bit memory 11011 000 : mod 000 r/m 

ST(0) := ST(O) + 64-bit memory 11011 100: mod 000 r/m 

ST(d) := ST(0) + ST(i) 11011 d0O: 11 000 ST(i) 
FADDP - Add and Pop 

ST(0) := ST(0) + ST(i) 11011 110: 11 000 ST(i) 
FBLD - Load Binary Coded Decimal 11011 111: mod 100 r/m 
FBSTP - Store Binary Coded Decimal and Pop 11011 111:mod 110 r/m 
FCHS - Change Sign 11011 001 : 1110 0000 
FCLEX - Clear Exceptions 11011 011:11100010 


FCOM - Compare Real 
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Table B-39. Floating-Point Instruction Formats and Encodings (Contd.) 


Instruction and Format Encoding 

32-bit memory 11011 000: mod 010 r/m 

64-bit memory 11011 100: mod 010 r/m 

ST(i) 11011 000: 11 010 ST(i) 
FCOMP - Compare Real and Pop 

32-bit memory 11011 000: mod 011 r/m 

64-bit memory 11011 100: mod 011 r/m 

ST(i) 11011 000: 11 011 ST(i) 
FCOMPP - Compare Real and Pop Twice 11011 110:11011 001 
FCOMIP - Compare Real, Set EFLAGS, and Pop 11011 111:11 110 ST(i) 
FCOS - Cosine of ST(0) 11011 001:11111111 
FDECSTP - Decrement Stack-Top Pointer 11011 001:11110110 
FDIV - Divide 

ST(0) := ST(O) + 32-bit memory 11011 000: mod 110 r/m 

ST(0) :=ST(0) + 64-bit memory 11011 100: mod 110 r/m 

ST(d) := ST(O) + ST(i) 11011 d00: 1111 R ST(i) 
FDIVP - Divide and Pop 

ST(0) := ST(0) = ST(i) 11011 110: 1111 1 ST(i) 
FDIVR - Reverse Divide 

ST(0) := 32-bit memory + ST(0) 11011 000: mod 111 r/m 

ST(0) := 64-bit memory + ST(0) 11011 100: mod 111 r/m 

ST(d) := ST(i) + ST(O) 11011 d00: 1111 R ST(i) 
FDIVRP - Reverse Divide and Pop 

ST(0) := ST(i) + ST(0) 11011 110:1111 OST(i) 
FFREE - Free ST(i) Register 11011 101: 1100 0 ST(i) 
FIADD - Add Integer 

ST(0) := ST(O) + 16-bit memory 11011 110: mod 000 r/m 

ST(0) := ST(O) + 32-bit memory 11011 010: mod 000 r/m 
FICOM - Compare Integer 

16-bit memory 11011 110: mod 010 r/m 

32-bit memory 11011 010: mod 010 r/m 
FICOMP - Compare Integer and Pop 

16-bit memory 11011 110: mod 011 r/m 

32-bit memory 11011 010: mod 011 r/m 
FIDIV - Divide 

ST(0) := ST(O) + 16-bit memory 11011 110: mod 110r/m 

ST(0) := ST(O) + 32-bit memory 11011010: mod 110 r/m 
FIDIVR - Reverse Divide 

ST(0) := 16-bit memory + ST(0) 11011 110: mod 111 r/m 
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Table B-39. Floating-Point Instruction Formats and Encodings (Contd.) 


Instruction and Format Encoding 


ST(0) := 32-bit memory + ST(0) 11011010: mod 111 r/m 
FILD - Load Integer 

16-bit memory 11011 111: mod 000 r/m 

32-bit memory 11011 011: mod 000 r/m 

64-bit memory 11011 111: mod 101 r/m 
FIMUL- Multiply 

ST(0) := ST(O) x 16-bit memory 11011 110: mod 001 r/m 

ST(0) := ST(O) x 32-bit memory 11011 010: mod 001 r/m 


FINCSTP - Increment Stack Pointer 11011 001:11110111 


FINIT - Initialize Floating-Point Unit 


FIST - Store Integer 


16-bit memory 11011 111:mod 010 r/m 


32-bit memory 11011 011:mod 010 r/m 


FISTP - Store Integer and Pop 


16-bit memory 11011 111:mod011 r/m 


32-bit memory 11011 011: mod 011 r/m 


64-bit memory 11011 111:mod 111 r/m 


FISUB - Subtract 


ST(0) := ST(O) - 16-bit memory 11011 110: mod 100 r/m 


ST(0) := ST(0) - 32-bit memory 11011010: mod 100 r/m 


FISUBR - Reverse Subtract 


ST(0) := 16-bit memory — ST(0) 11011 110: mod 101 r/m 


ST(0) := 32-bit memory — ST(0) 11011010: mod 101 r/m 


FLD - Load Real 


32-bit memory 11011 001 : mod 000 r/m 


11011 101 : mod 000 r/m 
80-bit memory 11011 011: mod 101 r/m 


64-bit memory 


ST(i) 11011 001 : 11 000 ST(i) 


FLD1 - Load +1.0 into ST(0) 11011 001: 1110 1000 


FLDCW - Load Control Word 11011 001: mod 101 r/m 


FLDENV - Load FPU Environment 11011 001 : mod 100 r/m 


FLDLZ2E - Load log>(e) into ST(0) 11011 001:1110 1010 


FLDL2T - Load loga(10) into ST(0) 11011 001 :1110 1001 


FLDLG2 - Load log; 9(2) into ST(0) 11011 001:1110 1100 


FLDLN2 - Load log,(2) into ST(0) 11011 001:11101101 
FLDPI - Load z into ST(0) 11011 001:1110 1011 


FLDZ - Load +0.0 into ST(0) 11011 001:11101110 


FMUL - Multiply 
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Instruction and Format Encoding 

ST(0) := ST(O) x 32-bit memory 11011 000 : mod 001 r/m 

ST(O) := ST(O) x 64-bit memory 11011 100: mod 001 r/m 

ST(d) := ST(0) x ST(i) 11011 d00: 1100 1 ST(i) 
FMULP - Multiply 

ST(i) == ST(O) x ST(i) 11011 110: 1100 1 ST(i) 
FNOP - No Operation 11011 001 : 1101 0000 
FPATAN - Partial Arctangent 11011 001:1111 0011 
FPREM - Partial Remainder 11011 001:1111 1000 
FPREM1 - Partial Remainder (IEEE) 11011 001:1111 0101 
FPTAN - Partial Tangent 11011 001: 11110010 
FRNDINT - Round to Integer 11011 001:1111 1100 
FRSTOR - Restore FPU State 11011 101: mod 100 r/m 
FSAVE - Store FPU State 11011 101: mod 110r/m 
FSCALE - Scale 11011 001:1111 1101 
FSIN - Sine 11011 001:1111 1110 
FSINCOS - Sine and Cosine 11011 001:1111 1011 
FSQRT - Square Root 11011 001: 1111 1010 
FST - Store Real 

32-bit memory 11011 001 : mod 010 r/m 

64-bit memory 11011 101: mod 010 r/m 

ST(i) 11011 101: 11 010 ST(i) 
FSTCW - Store Control Word 11011 001: mod 111 r/m 
FSTENV - Store FPU Environment 11011 001: mod 110 r/m 
FSTP - Store Real and Pop 

32-bit memory 11011 001 : mod 011 r/m 

64-bit memory 11011 101: mod 011 r/m 

80-bit memory 11011 011: mod 111 r/m 

ST(i) 11011 101: 11011 ST(i) 
FSTSW - Store Status Word into AX 11011 111: 1110 0000 
FSTSW - Store Status Word into Memory 11011 101: mod 111 r/m 
FSUB - Subtract 

ST(0) := ST(O) - 32-bit memory 11011 000: mod 100 r/m 

ST(0O) := ST(O) - 64-bit memory 11011 100: mod 100 r/m 

ST(d) := ST(0) - ST(i) 11011 d00: 1110 R ST(i) 
FSUBP - Subtract and Pop 

ST(0) := ST(0) - ST(i) 11011 110: 11101 ST(i) 
FSUBR - Reverse Subtract 

ST(0) := 32-bit memory - ST(0) 11011 000: mod 101 r/m 
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Table B-39. Floating-Point Instruction Formats and Encodings (Contd.) 


Instruction and Format 


Encoding 


ST(0) := 64-bit memory - ST(0) 


11011 100: mod 101 r/m 


ST(d) := ST(i) - ST(0) 


11011 d00: 1110 R ST(i) 


FSUBRP - Reverse Subtract and Pop 


ST(i) = ST(i) - ST(0) 


11011 110:11100 ST(i) 


FTST - Test 


11011 001: 11100100 


FUCOM - Unordered Compare Real 


11011 101:11100ST(i) 


FUCOMP - Unordered Compare Real and Pop 


11011 101:11101 ST(i) 


FUCOMPP - Unordered Compare Real and Pop Twice 


11011 010: 1110 1001 


FUCOMI - Unorderd Compare Real and Set EFLAGS 


11011 011: 11 101 ST(i) 


FUCOMIP - Unorderd Compare Real, Set EFLAGS, and Pop 


11011 111: 11 101 ST(i) 


FXAM - Examine 11011 001:11100101 
FXCH - Exchange ST(0) and ST(i) 11011 001: 1100 1 ST(i) 
FXTRACT - Extract Exponent and Significand 11011 001:1111 0100 
FYL2X - ST(1) x logo(ST(0)) 11011 001: 11110001 
FYL2XP1 - ST(1) x loga(ST(0) + 1.0) 11011 001:1111 1001 


FWAIT - Wait until FPU Ready 


1001 1011 (same instruction as WAIT) 


B.18 VMX INSTRUCTIONS 


Table B-40 describes virtual-machine extensions (VMX) 


Table B-40. Encodin 


gs for VMX Instructions 


Instruction and Format 


Encoding 


INVEPT—Invalidate Cached EPT Mappings 


Descriptor m128 according to reg 


01100110 00001111 00111000 10000000: mod reg r/m 


INVVPID—Invalidate Cached VPID Mappings 


Descriptor m128 according to reg 


01100110 00001111 00111000 10000001: mod reg r/m 


VMCALL—Call to VM Monitor 


Call VMM: causes VM exit. 


00001111 00000001 11000001 


VMCLEAR—Clear Virtual-Machine Control Structure 


mem32:VMCS_data_ptr 


01100110 00001111 11000111: mod 110 r/m 


mem64:VMCS_data_ptr 


01100110 00001111 11000111: mod 110 r/m 


VMFUNC—Invoke VM Function 


Invoke VM function specified in EAX 


00001111 00000001 11010100 


VMLAUNCH—Launch Virtual Machine 


Launch VM managed by Current_VMCS 


00001111 00000001 11000010 


VMRESUME—Resume Virtual Machine 


Resume VM managed by Current_VMCS 


00001111 00000001 11000011 


VMPTRLD—Load Pointer to Virtual-Machine Control Structure 


mem32 to Current_VMCS_ptr 


00001111 11000111: mod 110 r/m 
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Table B-40. Encodings for VMX Instructions 


Instruction and Format 


Encoding 


mem64 to Current_VMCS_ptr 


00001111 11000111: mod 110 r/m 


VMPTRST—Store Pointer to Virtual-Machine Control Structur 


e 


Current_VMCS_ptr to mem32 


00001111 11000111: mod 111 r/m 


Current_VMCS_ptr to mem64 


00001111 11000111: mod 111 r/m 


VMREAD—Read Field from Virtual-Machine Control Structure 


132 (VMCS_fieldn) to r32 
132 (VMCS_fieldn) to mem32 
164 (VMCS_fieldn) to r64 
164 (VMCS_fieldn) to mem64 


00001111 01111000: 11 reg2 reg1 
00001111 01111000: mod r32 r/m 
00001111 01111000: 11 reg2 reg1 
00001111 01111000: mod r64 r/m 


VMWRITE—Write Field to Virtual-Machine Control Structure 


r32 to r32 (VMCS_fieldn) 
mem32 to r32 (VMCS_fieldn) 
r64 to r64 (VMCS_fieldn) 
mem64 to r64 (VMCS_fieldn) 


00001111 01111001: 11 regi reg2 
00001111 01111001: mod r32 r/m 
00001111 01111001: 11 reg1 reg2 
00001111 01111001: mod r64 r/m 


VMXOFF—Leave VMX Operation 


Leave VMX. 00001111 00000001 11000100 
VMXON—Enter VMX Operation 
Enter VMX. 11110011 000011111 11000111: mod 110 r/m 


B.19 SMX INSTRUCTIONS 


Table B-38 describes Safer Mode extensions (VMX). GETSEC leaf functions are selected by a valid value in EAX on input. 


Table B-41. Encodings for SMX Instructions 


Instruction and Format Encoding 

GETSEC—GETSEC leaf functions are selected by the value in EAX on input 

GETSEC[CAPABILITIES] 00001111 00110111 (EAX= 0) 
GETSEC[ENTERACCS] 00001111 00110111 (EAX= 2) 
GETSEC[EXITAC] 00001111 00110111 (EAX= 3) 
GETSEC[SENTER] 00001111 00110111 (EAX= 4) 
GETSEC[SEXIT] 00001111 00110111 (EAX= 5) 
GETSEC[PARAMETERS] 00001111 00110111 (EAX= 6) 
GETSECISMCTRL] 00001111 00110111 (EAX= 7) 
GETSEC[WAKEUP] 00001111 00110111 (EAX= 8) 
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APPENDIX C 
INTEL® C/C++ COMPILER INTRINSICS AND FUNCTIONAL EQUIVALENTS 


The two tables in this appendix itemize the Intel C/C++ compiler intrinsics and functional equivalents for the Intel 
MMX technology, SSE, SSE2, SSE3, and SSSE3 instructions. 


There may be additional intrinsics that do not have an instruction equivalent. It is strongly recommended that the 
reader reference the compiler documentation for the complete list of supported intrinsics. Please refer to 
http://www. intel.com/support/performancetools/. 


Table C-1 presents simple intrinsics and Table C-2 presents composite intrinsics. Some intrinsics are “composites” 
because they require more than one instruction to implement them. 


Intel C/C++ Compiler intrinsic names reflect the following naming conventions: 
_mm_<intrin_op>_<suffix> 


where: 
<intrin_op> Indicates the intrinsics basic operation; for example, add for addition and sub for subtrac- 
tion 
<suffix> Denotes the type of data operated on by the instruction. The first one or two letters of 


each suffix denotes whether the data is packed (p), extended packed (ep), or scalar (s). 
The remaining letters denote the type: 


Ss single-precision floating point 
d double-precision floating point 
i128 signed 128-bit integer 

i64 signed 64-bit integer 

u64 unsigned 64-bit integer 

i32 signed 32-bit integer 

u32 unsigned 32-bit integer 

i16 signed 16-bit integer 

ul6 unsigned 16-bit integer 

i8 signed 8-bit integer 

u8& unsigned 8-bit integer 


The variable r is generally used for the intrinsic's return value. A number appended to a variable name indicates the 
element of a packed object. For example, rO is the lowest word of r. 


The packed values are represented in right-to-left order, with the lowest value being used for scalar operations. 
Consider the following example operation: 


double a[2] = {1.0, 2.0}; 
__m128d t =_mm_load_pd(a); 
The result is the same as either of the following: 
__m128d t =_mm_set_pd(2.0, 1.0); 
__m128d t =_mm_setr_pd(1.0, 2.0); 
In other words, the XMM register that holds the value t will look as follows: 
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The “scalar” element is 1.0. Due to the nature of the instruction, some intrinsics require their arguments to be 
immediates (constant integer literals). 


To use an intrinsic in your code, insert a line with the following syntax: 


data_type intrinsic_name (parameters) 


Where: 
data_type Is the return data type, which can be either void, int, __m64, __m128, __m128d, or 
__m128i. Only the _mm_empty intrinsic returns void. 


intrinsic_name Is the name of the intrinsic, which behaves like a function that you can use in your C/C++ 
code instead of in-lining the actual instruction. 


parameters Represents the parameters required by each intrinsic. 


C.1 SIMPLE INTRINSICS 


NOTE 


For detailed descriptions of the intrinsics in Table C-1, see the corresponding mnemonic in Chapter 
3, “Instruction Set Reference, A-L” of the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 2A, Chapter 4, “Instruction Set Reference, M-U” of the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 2B, or Chapter 5, “Instruction Set Reference, V-Z,” 
of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2C. 


Table C-1. Simple Intrinsics 


Mnemonic Intrinsic 
ADDPD m128d __mm_add_pd(__m128d a,___m128d b) 
ADDPS m128 _mm_add_ps(__m128 a,__m128b) 
ADDSD m128d _mm_add_sd(__m128d a, __m128d b) 
ADDSS m128 _mm_add_ss(__m128 a,__m128 b) 
ADDSUBPD m128d __mm_addsub_pd(__m128d a, __m128d b) 
ADDSUBPS m128_mm_addsub_ps(__m128 a,__m128 b) 
AESDEC __m128i _mm_aesdec (__m128i,__m128i) 
AESDECLAST __m128i _mm_aesdeclast (__m128i,___m128i) 
AESENC __m128i _mm_aesenc (__m128i, __m128i) 
AESENCLAST __m128i _mm_aesenclast (__m128i,__m128i) 
AESIMC __m128i _mm_aesimc (__m128i) 
AESKEYGENASSIST __m128i _mm_aesimc (__m128i, const int) 
ANDNPD m128d_mm_andnot_pd(__m128d a,_m128d b) 
ANDNPS m128_mm_andnot_ps(__m128 a,__m128 b) 
ANDPD m128d_mm_and_pd(__m128d a,__m128db) 
ANDPS m128_mm_and_ps(__m128 a,__m128 b) 
BLENDPD m128d_mm_blend_pd(__m128d v1,__m128d v2, const int mask) 
BLENDPS m128_mm_blend_ps(__m128 v1,_m128 v2, const int mask) 
BLENDVPD m128d _mm_blendv_pd(__m128d v1,__m128d v2, __m128d v3) 
BLENDVPS m128_mm_blendv_ps(__m128 v1,__m128 v2,__m128 v3) 
CLFLUSH void _mm_clflush(void const *p) 
CMPPD m128d_mm_cmpeq_pd(__m128d a, ___m128d b) 
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Table C-1. Simple Intrinsics (Contd.) 


Mnemonic Intrinsic 


m128d_mm_cmplt_pd(__m128d a,__m128d b) 
m128d_mm_cmple_pd(__m128d a, ___m128d b) 


m128d_mm_cmpgt_pd(__m128d a,__m128d b) 
m128d_mm_cmpge_pd(__m128d a,__m128d b) 
__m128d_mm_cmpneq_pd(__m128d a,__m128d b) 


m128d _mm_cmpnit_pd(__m128d a,__m128d b) 
m128d b) 
__m128d_mm_cmpnge_pd(__m128d a,__m128d b) 
m128d_mm_cmpord_pd(__m128d a,__m128d b) 
__m128d_mm_cmpunord_pd(__m128d a,__m128d b) 
m128d _mm_cmpnle_pd(__m128d a,__m128d b) 


__m128d_mm_cmpngt_pd(__m128d a, 


CMPPS m128 _mm_cmpeq_ps(__m128 a,__m128 b) 
m128 _mm_cmplt_ps(__m128 a,__m128 b) 
m128 _mm_cmple_ps(__m128 a,__m128 b) 


m128 _mm_cmpgt_ps(__m128 a,__m128 b) 

m128 _mm_cmpge_ps(__m128 a,__m128 b) 

m128 __mm_cmpneq_ps(__m128 a,__m128 b) 
m128 __mm_cmpnit_ps(__m128 a,__m128 b) 
m128 _mm_cmpngt_ps(__m128 a,__m128 b) 
m128 __mm_cmpnge_ps(__m128 a,__m128 b) 
m128 _mm_cmpord_ps(__m128 a,__m128 b) 


__m128 _mm_cmpunord_ps(__m128 a,__m128 b) 


m128 b) 


m128 _mm_cmpnle_ps(__m128 a, 


CMPSD m128d_mm_cmpeq_sd(__m128d a, 
m128d_mm_cmplt_sd(__m128d a,__m128d b) 
m128d_mm_cmple_sd(__m128d a, ___m128d b) 
m128d_mm_cmpgt_sd(__m128d a,_m128d b) 


m128d b) 


m128d_mm_cmpge_sd(__m128d a,___m128d b) 
m128 _mm_cmpneq_sd(__m128d a,__m128d b) 
m128 _mm_cmpnit_sd(__m128d a, ___m128d b) 

m128d _mm_cmpnle_sd(__m128d a,___m128d b) 


__m128d_mm_cmpngt_sd(__m128d a,__m128d b) 
m128d b) 
m1 28d b) 
__m128d_mm_cmpunord_sd(__m128d a,___m128d b) 


__m128d_mm_cmpnge_sd(__m128d a, 


m128d _mm_cmpord_sd(__m128d a, 


CMPSS m128 _mm_cmpeq_ss(__m128 a,__m128 b) 
m128 _mm_cmplt_ss(__m128 a,__m128 b) 
m128 __mm_cmple_ss(__m128 a,__m128 b) 


m128 _mm_cmpgt_ss(__m128 a,__m128 b) 
m128 _mm_cmpge_ss(__m128 a,__m128 b) 
m128 __mm_cmpneq_ss(__m128 a,__m128 b) 
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Table C-1. Simple Intrinsics (Contd.) 
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Mnemonic Intrinsic 
m128 _mm_cmpnit_ss(__m128 a,__m128 b) 
m128 _mm_cmpnle_ss(__m128 a,__m128 b) 
m128 _mm_cmpngt_ss(__m128 a,__m128 b) 
m128 _mm_cmpnge_ss(__m128 a,__m128 b) 
m128_mm_cmpord_ss(__m128 a,__m128 b) 
__m128 _mm_cmpunord_ss(__m128 a,__m128 b) 

COMISD int __mm_comieq_sd(__m128d a,___m128d b) 
int __mm_comilt_sd(__m128d a,_m128d b) 
int __mm_comile_sd(__m128d a,__m128d b) 
int __mm_comigt_sd(__m128d a,___m128d b) 
int __mm_comige_sd(__m128d a,__m128d b) 
int __mm_comineq_sd(__m128d a,_m128d b) 

COMISS int__mm_comieq_ss(__m128 a,__m128 b) 
int __mm_comilt_ss(__m128 a, __m128 b) 
int __mm_comile_ss(__m128 a,__m128 b) 
int __mm_comigt_ss(__m128 a, ___m128 b) 
int__mm_comige_ss(__m128 a,__m128 b) 
int__mm_comineq_ss(__m128 a,__m128 b) 

CRC32 unsigned int __mm_crc32_u8(unsigned int crc, unsigned char data) 
unsigned int _mm_crc32_u16(unsigned int crc, unsigned short data) 
unsigned int _mm_crc32_u32(unsigned int crc, unsigned int data) 
unsigned __int64 _mm_crc32_u64(unsigned __int64 crc, unsigned __int64 data) 

CVTDQ2PD __m128d_mm_cvtepi32_pd(__m128i a) 

CVTDQ2PS __m128_mm_cvtepi32_ps(__m128i a) 

CVTPD2DQ m128i__mm_cvtpd_epi32(__m128d a) 

CVTPD2PI m64 _mm_cvtpd_pi32(__m128d a) 

CVTPD2PS m128 _mm_cvtpd_ps(__m128d a) 

CVTPI2PD __m128d_mm_cvtpi32_pd(__m64 a) 

CVTPI2PS mi28_mm_cvt_pi2ps(__m128 a,__m64 b) 

m128_mm_cvtpi32_ps(__m128 a,__m64 b) 

CVTPS2DQ m128i__mm_cvtps_epi32(__m128 a) 

CVTPS2PD m128d_mm_cvtps_pd(__m128 a) 

CVTPS2PI m64_mm_cvt_ps2pi(__m128 a) 

m64 _mm_cvtps_pi32(__m128 a) 

CVTSD2SI int__mm_cvtsd_si32(__m128d a) 

CVTSD2SS m128_mm_cvtsd_ss(__m128 a,__m128d b) 

CVTSI2SD m128d_mm_cvtsi32_sd(__m128d a, int b) 

CVTSI2SS m128_mm_cvt_si2ss(__m128 a, int b) 

m128_mm_cvtsi32_ss(__m128 a, int b) 

mi28 _mm_cvtsi64_ss(__m128 a,__int64 b) 
CVTSS2SD m128d_mm_cvtss_sd(__m128d a,__m128 b) 
CVTSS2SI int_mm_cvt_ss2si(__m128 a) 


int__mm_cvtss_si32(__m128 a) 
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Table C-1. Simple Intrinsics (Contd.) 


Mnemonic Intrinsic 
CVTTPD2DQ m128i __mm_cvttpd_epi32(__m128d a) 
CVTTPD2PI m64 _mm_cvttpd_pi32(__m128d a) 
CVTTPS2DQ m128i __mm_cvttps_epi32(__m128 a) 
CVTTPS2PI m64 _mm_cvtt_ps2pi(__m128 a) 
m64_mm_cvttps_pi32(__m128 a) 
CVTTSD2SI int__mm_cvttsd_si32(__m128d a) 
CVTTSS2SI int__mm_cvtt_ss2si(__m128 a) 
int __mm_cvttss_si32(__m128 a) 
m64_mm_cvtsi32_si64(int i) 
int __mm_cvtsi64_si32(__m64 m) 
DIVPD m128d _mm_div_pd(__m128d a, ___m128d b) 
DIVPS m128_mm_div_ps(__m128 a,__m128 b) 
DIVSD m128d _mm_div_sd(__m128d a, __m128d b) 
DIVSS m128_mm_div_ss(__m128 a,__m128 b) 
DPPD m128d_mm_dp_pd(__m128d a, ___m128d b, const int mask) 
DPPS m128_mm_dp_ps(__m128 a,__m128 b, const int mask) 
EMMS void _mm_empty() 
EXTRACTPS int __mm_extract_ps(__m128 src, const int ndx) 
HADDPD m128d __mm_hadd_pd(__m128d a,___m128d b) 
HADDPS m128 _mm_hadd_ps(__m128 a,__m128 b) 
HSUBPD m128d _mm_hsub_pd(__m128d a, ___m128d b) 
HSUBPS m128 _mm_hsub_ps(__m128 a,__m128 b) 
INSERTPS m128 _mm_insert_ps(__m128 dst, __m128 src, const int ndx) 
LDDQU m128i _mm_lddqu_si1 28(__m128i const *p) 
LDMXCSR __mm_setcsr(unsigned int i) 
LFENCE void _mm_Ifence(void) 
MASKMOVDQU void _mm_maskmoveu_si128(__m128i d, __m128i n, char *p) 
MASKMOVQ void _mm_maskmove_si64(__m64 d, __m64 n, char *p) 
MAXPD m128d _mm_max_pd(__m128d a, __m128d b) 
MAXPS m128 __mm_max_ps(__m128 a,__m128 b) 
MAXSD m128d _mm_max_sd(__m128d a,__m128d b) 
MAXSS m128 _mm_max_ss(__m128 a,__m128 b) 
MFENCE void _mm_mfence(void) 
MINPD m128d _mm_min_pd(__m128d a,__m128d b) 
MINPS m128_mm_min_ps(__m128 a,__m128 b) 
MINSD m128d_mm_min_sd(__m128d a,__m128d b) 
MINSS m128_mm_min_ss(__m128 a,__m128 b) 
MONITOR void _mm_monitor(void const *p, unsigned extensions, unsigned hints) 
MOVAPD m128d_mm_load_pd(double * p) 
void_mm_store_pd(double *p,___m128d a) 
MOVAPS m128 _mm_load_ps(float * p) 


void_mm_store_ps(float *p,__m128 a) 
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Table C-1. Simple Intrinsics (Contd.) 
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Mnemonic Intrinsic 
MOVD m128i_mm_cvtsi32_si128(int a) 
int__mm_cvtsil128_si32(__m128i a) 
m64 _mm_cvtsi32_si64(int a) 
int__mm_cvtsi64_si32(__m64 a) 
MOVDDUP __m128d_mm_movedup_pd(__m128d a) 
__m128d _mm_loaddup_pd(double const * dp) 
MOVDQA m128i __mm_load_sil28(__m128i * p) 
void_mm_store_si128(__m128i *p,__m128i a) 
MOVDQU m128i _mm_loadu_si128(__m128i * p) 
void_mm_storeu_si128(__m128i *p,__m128i a) 
MOVDQ2Q __m64 __mm_movepi64_pi64(__m128i a) 
MOVHLPS m128 _mm_movehl_ps(__m128 a,___m128 b) 
MOVHPD m128d_mm_loadh_pd(__m128d a, double * p) 
void _mm_storeh_pd(double * p,__m128d a) 
MOVHPS m128_mm_loadh_pi(__m128 a,__m64 * p) 
void _mm_storeh_pi(__m64 * p,__m128 a) 
MOVLPD m128d _mm_loadl_pd(__m128d a, double * p) 
void _mm_storel_pd(double * p,__m128d a) 
MOVLPS m128 _mm_loadl_pi(__m128 a,__m64 *p) 
void_mm_storel_pi(__m64 * p,__m128 a) 
MOVLHPS m128_mm_movelh_ps(__m128 a,_m128 b) 
MOVMSKPD int __mm_movemask_pd(__m128d a) 
MOVMSKPS int __mm_movemask_ps(__m128 a) 
MOVNTDOA m128i __mm_stream_load_si128(__m128i *p) 
MOVNTDQ void_mm_stream_sil28(__m128i * p,__m128i a) 
MOVNTPD void_mm_stream_pd(double * p,__m128d a) 
MOVNTPS void_mm_stream_ps(float * p,__m128 a) 
MOVNTI void_mm_stream_si32(int * p, int a) 
MOVNTQ void_mm_stream_pi(__m64 * p,___m64 a) 
MOVO m128i __mm_loadl_epi64(__m128i * p) 
void_mm_storel_epi64(_m128i * p,__m128i a) 
m128i_mm_move_epi64(__m128i a) 
MOVQ2DQ __m128i __mm_movpi64_epi64(__m64 a) 
MOVSD m128d_mm_load_sd(double * p) 
void_mm_store_sd(double * p,__m128d a) 
m128d_mm_move_sd(__m128d a,__m128d b) 
MOVSHDUP __m128 _mm_movehdup_ps(__m128 a) 
MOVSLDUP __m128_mm_moveldup_ps(__m128 a) 
MOVSS m128 _mm_load_ss(float * p) 


m128 a) 


void_mm_store_ss(float * p, 


m128_mm_move_ss(__m128 a,__m128 b) 
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Table C-1. Simple Intrinsics (Contd.) 


Mnemonic Intrinsic 
MOVUPD m128d _mm_loadu_pd(double * p) 
void_mm_storeu_pd(double *p,__m128d a) 
MOVUPS m128 _mm_loadu_ps(float * p) 
void_mm_storeu_ps(float *p,__m128 a) 
MPSADBW __m128i __mm_mpsadbw_epu8(__m128is1,__m128i s2, const int mask) 
MULPD m128d_mm_mul_pd(__m128d a,__m128d b) 
MULPS m128_mm_mul_ss(__m128 a,__m128 b) 
MULSD m128d_mm_mul_sd(__m128da,_m128d b) 
MULSS m128_mm_mul_ss(__m128 a,__m128 b) 
MWAIT void _mm_mwait(unsigned extensions, unsigned hints) 
ORPD m128d_mm_or_pd(__m128d a,_m128d b) 
ORPS m128_mm_or_ps(__m128 a,__m128 b) 
PABSB m64 __mm_abs_pi8 (__m64 a) 
m128i __mm_abs_epi8 (__m128i a) 
PABSD m64 _mm_abs_pi32 (__m64 a) 
m128i__mm_abs_epi32 (__m128i a) 
PABSW m64 __mm_abs_pi16 (__m64 a) 
m128i__mm_abs_epi16 (__m128i a) 
PACKSSWB m128i __mm_packs_epi16(__m128i m1,_m128i m2) 
PACKSSWB m64 __mm_packs_pi16(__m64 m1,__m64 m2) 
PACKSSDW m128i _mm_packs_epi32 (__m128i m1,__m128i m2) 
PACKSSDW m64 __mm_packs_pi32 (__m64 m1,__m64 m2) 
PACKUSDW m128i_mm_packus_epi32(__m128i m1,__m128i m2) 
PACKUSWB m128i_mm_packus_epi16(__m128i m1,__m128i m2) 
PACKUSWB m64 __mm_packs_pu16(__m64 m1,__m64 m2) 
PADDB m128i _mm_add_epi8(__m128i m1,__m128i m2) 
PADDB m64 __mm_add_pi8(__m64 m1,_m64 m2) 
PADDW m128i __mm_add_epi16(__m128i m1, ___m128i m2) 
PADDW m64 _mm_add_pi16(__m64 m1,__ m64 m2) 
PADDD m128i _mm_add_epi32(__m128i m1, _m128i m2) 
PADDD m64 _mm_add_pi32(__m64 m1,__ m64 m2) 
PADDQ m128i__mm_add_epi64(__m128i m1,_m128i m2) 
PADDQ m64 __mm_add_si64(__m64 m1, __m64 m2) 
PADDSB m128i_mm_adds_epi8(__m128i m1,_m128i m2) 
PADDSB m64 __mm_adds_pi8(__m64 m1,__m64 m2) 
PADDSW m128i_mm_adds_epi16(__m128i m1,__m128i m2) 
PADDSW m64 _mm_adds_pi16(__m64 m1,__m64 m2) 
PADDUSB m128i _mm_adds_epu8(__m128i m1,__m128i m2) 
PADDUSB m64 __mm_adds_pu8(__m64 m1,__ m64 m2) 
PADDUSW m128i_mm_adds_epu16(__m128i m1,__m128i m2) 
PADDUSW m64 _mm_adds_pu16(__m64 m1,__m64 m2) 
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Table C-1. Simple Intrinsics (Contd.) 


Mnemonic Intrinsic 

PALIGNR m64 __mm_alignr_pi8 (__m64 a,__ m64 5, int n) 
m128i _mm_alignr_epi8 (__m128i a,__m128i, int n) 

PAND m128i _mm_and_si128(__m128i m1,__m128i m2) 
PAND m64 __mm_and_si64(__m64 m1,__m64 m2) 
PANDN m128i_mm_andnot_si128(__m128i m1, ___m128i m2) 
PANDN m64 _mm_andnot_si64(__m64 m1,__m64 m2) 
PAUSE void _mm_pause(void) 
PAVGB m128i _mm_avg_epu8(__m128i a, ___m128i b) 
PAVGB m64 _mm_avg_pu8(__m64 a,__m64 b) 
PAVGW m128i __mm_avg_epu16(__m128i a,__m128i b) 
PAVGW m64 __mm_avg_pu16(__m64 a,_m64 b) 
PBLENDVB m128i _mm_blendv_epi (__m128i v1,__m128i v2, ___m128i mask) 
PBLENDW m128i _mm_blend_epi16(__m128i v1, ___m128i v2, const int mask) 
PCLMULQDQ __m128i _mm_clmulepi64_si128 (__m128i, __m128i, const int) 
PCMPEQB m128i __mm_cmpeq_epi8(__m128i m1,_m128i m2) 
PCMPEQB m64_mm_cmpeq_pi8(__m64 m1,__m64 m2) 
PCMPEQQ m128i _mm_cmpeq_epi64(__m128i a,___m128i b) 
PCMPEQW m128i _mm_cmpeq_epi16 (__m128i m1,__m128i m2) 
PCMPEQW m64__mm_cmpeq_pi16 (__m64 m1,_m64 m2) 
PCMPEQD m128i _mm_cmpeq_epi32(__m128i m1,_m128i m2) 
PCMPEQD m64 __mm_cmpeq_pi32(__m64 m1,__m64 m2) 
PCMPESTRI int __mm_cmpestri (__m128i a, int la,__m128i b, int Ib, const int mode) 


int __mm_cmpestra 


— 


__m128i a, int la,__m128i 5, int Ib, const int mode 


wa 


int __mm_cmpestrc 


— 


—__m128i a, int la,__m128i b, int Ib, const int mode 


na 


int __mm_cmpestro 


— 


__m128i a, int la,__m128i b, int Ib, const int mode 


a 


int __mm_cmpestrs (__m128i a, int la,__m128i b, int Ib, const int mode 


— 
~~ 


int __mm_cmpestrz (__m128i a, int la,__m128i b, int Ib, const int mode) 
PCMPESTRM __m128i _mm_cmpestrm (__m128i a, int la, 


m1 28i b, int Ib, const int mode) 


int __mm_cmpestra (__m128i a, int la,__m128i b, int Ib, const int mode) 


int __mm_cmpestrc (__m128i a, int la,__m128i b, int Ib, const int mode) 


int __mm_cmpestro (__m128i a, int la,__m128ib, int Ib, const int mode) 


int __mm_cmpestrs (__m128i a, int la,___m128i b, int Ib, const int mode 


) 
int __mm_cmpestrz (__m128i a, int la,__m128i b, int lb, const int mode) 


PCMPGTB m128i _mm_cmpgt_epi8 (__m128i m1,__m128i m2) 

PCMPGTB m64 __mm_cmpgt_pi8 (__m64 m1,__m64 m2) 

PCMPGTW m128i _mm_cmpgt_epi16(__m128i m1,__m128i m2) 

PCMPGTW m64 _mm_cmpgt_pi16 (__m64 m1,__m64 m2) 

PCMPGTD m128i _mm_cmpgt_epi32(__m128i m1,__m128i m2) 

PCMPGTD m64 __mm_cmpgt_pi32(__m64 m1,__m64 m2) 

PCMPISTRI __m128i __mm_cmpestrm (__m128i a, int la,__m128i b, int Ib, const int mode) 


int __mm_cmpestra (__m128i a, int la,__m128i b, int Ib, const int mode) 
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int __mm_cmpestrc (__m128i a, int la,__m128i b, int Ib, const int mode) 
int __mm_cmpestro (__m128i a, int la,__m128i b, int Ib, const int mode) 
int __mm_cmpestrs (__m128i a, int la,__m128i b, int Ib, const int mode) 
int __mm_cmpistrz (__m128i a, __m128i b, const int mode) 
PCMPISTRM __m128i __mm_cmpistrm (__m128i a, __m128i b, const int mode) 
int __mm_cmpistra (__m128i a,__m128i b, const int mode) 
int __mm_cmpistrc (__m128i a,__m128i b, const int mode) 
int __mm_cmpistro (__m128i a,__m128i b, const int mode) 
int __mm_cmpistrs (__m128i a,__m128i b, const int mode) 
int __mm_cmpistrz (__m128i a, __m128i b, const int mode) 
PCMPGTQ m128i _mm_cmpgt_epi64(__m128i a, __m128i b) 
PEXTRB int __mm_extract_epi8 (__m128i src, const int ndx) 
PEXTRD int __mm_extract_epi32 (__m128i src, const int ndx) 
PEXTRQ int64 _mm_extract_epi64 (__m128i src, const int ndx) 
PEXTRW int __mm_extract_epi16(__m128i a, int n) 
PEXTRW int __mm_extract_pi16(__m64 a, int n) 
int __mm_extract_epi16 (__m128i src, int ndx) 
PHADDD m64 _mm_hadd_pi32 (__m64 a, ___m64 b) 
m128i_mm_hadd_epi32 (__m128i a,__m128i b) 
PHADDSW m64_mm_hadds_pi16 (__m64 a,__m64 b) 
m128i __mm_hadds_epi16 (__m128i a,__m128i b) 
PHADDW m64 __mm_hadd_pi16 (__m64 a,__m64 b) 
m128i_mm_hadd_epi16 (__m128i a,__m128i b) 
PHMINPOSUW m128i _mm_minpos_epu16(__m128i packed_words) 
PHSUBD m64 _mm_hsub_pi32 (__m64 a,__m64 b) 
m128i __mm_hsub_epi32 (__m128i a,__m128i b) 
PHSUBSW m64__mm_hsubs_pi16 (__m64 a,__m64 b) 
m128i__mm_hsubs_epi16 (__m128i a,__m128i b) 
PHSUBW m64 __mm_hsub_pi16 (__m64 a,__m64 b) 
m128i__mm_hsub_epi16 (__m128i a, ___m128i b) 
PINSRB m128i __mm_insert_epi8(__m128i s1, int s2, const int ndx) 
PINSRD m128i_mm_insert_epi32(__m128i s2, int s, const int ndx) 
PINSRQ m128i __mm_insert_epi64(__m128i s2, __int64 s, const int ndx) 
PINSRW m128i_mm_insert_epi16(__m128i a, int d, int n) 
PINSRW m64 _mm_insert_pi16(__m64 a, int d, int n) 
PMADDUBSW m64 _mm_maddubs_pi16 (__m64 a,__ m64 b) 
__m128i __mm_maddubs_epi16 (__m128i a,__m128i b) 
PMADDWD m128i __mm_madd_epi16(__m128i m1 __m128i m2) 
PMADDWD m64 __mm_madd_pi16(__m64 m1,___ m64 m2) 
PMAXSB m128i_mm_max_epi8(__m128i a,__m128i b) 
PMAXSD m128i _mm_max_epi32(__m128i a, __m128i b) 
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PMAXSW m128i _mm_max_epi16(__m128i a,__m128i b) 
PMAXSW m64 __mm_max_pi16(__m64 a,_ m64 b) 
PMAXUB m128i __mm_max_epu8(__m128i a, ___m128i b) 
PMAXUB m64 _mm_max_pu8(__m64 a, ___m64 b) 
PMAXUD m128i _mm_max_epu32(__m128i a,__m128i b) 
PMAXUW m128i _mm_max_epu16(__m128i a,__m128i b) 
PMINSB m128i _mm_min_epi8(__m128i a,__m128i b) 
PMINSD m128i _mm_min_epi32(__m128i a,__m128i b) 
PMINSW m128i _mm_min_epi16(__m128i a, __m128i b) 
PMINSW m64 _mm_min_pi16(__m64 a, ___m64 b) 

PMINUB m128i _mm_min_epu8(__m128i a, __m128i b) 
PMINUB m64 __mm_min_pu8(__m64 a, __m64 b) 
PMINUD m128i _mm_min_epu32 (__m128i a, ___m128i b) 
PMINUW m128i_mm_min_epu16 (__m128i a, ___m128i b) 
PMOVMSKB int __mm_movemask_epi8(__m128i a) 
PMOVMSKB int __mm_movemask_pi8(__m64 a) 
PMOVSXBW m128i_mm_ cvtepi8_epi16(__m128i a) 
PMOVSXBD m128i_mm_cvtepi8_epi32(__m128i a) 
PMOVSXBQ m128i__mm_cvtepi8_epi64(__m128i a) 
PMOVSXWD __m128i_mm_cvtepi16_epi32(__m128i a) 
PMOVSXWQ __m128i__mm_cvtepi16_epi64(__m128i a) 
PMOVSXDQ __m128i__mm_cvtepi32_epi64(__m128i a) 
PMOVZXBW __m128i _mm__cvtepu8_epi16(__m128i a) 
PMOVZXBD __m128i_mm_cvtepu8_epi32(__m128i a) 
PMOVZXBQ __m128i__mm_cvtepu8_epi64(__m128i a) 
PMOVZXWD __m128i __mm_cvtepu16_epi32(__m128i a) 
PMOVZXWQ __m128i__mm_cvtepu16_epi64(__m128i a) 
PMOVZXDQ __m128i__mm_cvtepu32_epi64(__m128i a) 
PMULDQ m128i __mm_mul_epi32(__m128i a, __m128i b) 
PMULHRSW m64 __mm_mulhrs_pi16 (__m64 a,_m64 b) 
m128i _mm_mulhrs_epi16 (__m128i a, __m128i b) 
PMULHUW m128i_mm_mulhi_epu16(__m128i a, __m128i b) 
PMULHUW m64 __mm_mulhi_pu16(__m64 a, __ m64 b) 
PMULHW m128i __mm_mulhi_epi16(__m128i m1, __m128i m2) 
PMULHW m64 __mm_mulhi_pi16(__m64 m1,__m64 m2) 
PMULLUD m128i _mm_mullo_epi32(__m128i a,___m128i b) 
PMULLW m128i_mm_mullo_epi16(__m128i m1, _m128i m2) 
PMULLW m64 __mm_mullo_pi16(__m64 m1, _m64 m2) 
PMULUDQ m64 __mm_mul_su32(__m64 m1, __m64 m2) 
m128i_mm_mul_epu32(__m128i m1,__m128i m2) 
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POPCNT int __mm_popcnt_u32(unsigned int a) 
int64_t __mm_popcnt_u64(unsigned __int64 a) 
POR m64 _mm_or_si64(__m64 m1,__m64 m2) 
POR m128i_mm_or_si128(__m128i m1,__m128i m2) 
PREFETCHh void _mm_prefetch(char *a, int sel) 
PSADBW m128i __mm_sad_epu8(__m128i a, ___m128i b) 
PSADBW m64 __mm_sad_pu8(__m64 a,__ m64 b) 
PSHUFB m64 _mm_shuffle_pi8 (__m64 a,__m64 b) 
m128i __mm_shuffle_epi8 (__m128i a,__m128i b) 
PSHUFD m128i __mm_shuffle_epi32(__m128i a, int n) 
PSHUFHW __m128i_mm_shufflehi_epi16(__m128i a, int n) 
PSHUFLW __m128i __mm_shufflelo_epi16(__m128i a, int n) 
PSHUFW m64 _mm_shuffle_pi16(__m64 a, int n) 
PSIGNB m64 _mm_sign_pi8 (__m64 a,__m64 b) 
m128i__mm_sign_epi8 (__m128i a,__m128ib) 
PSIGND m64 _mm_sign_pi32 (__m64 a,__m64 b) 
m128i_mm_sign_epi32 (__m128ia,__m128ib) 
PSIGNW m64_mm_sign_pil6 (__m64 a,__m64 b) 
m128i_mm_sign_epi16 (__m128i a, __m128ib) 
PSLLW m128i_mm_sll_epi16(__m128i m, __m128i count) 
PSLLW m128i_mm_slli_epi16(__m128i m, int count) 
PSLLW m64 _mm_sll_pi16(__m64 m, __m64 count) 
m64 _mm_slli_pi16(__m64 m, int count) 
PSLLD m128i_mm_slli_epi32(__m128i m, int count) 
m128i_mm_sll_epi32(__m128i m, __m128i count) 
PSLLD m64 _mm_slli_pi32(__m64 m, int count) 
m64 _mm_sll_pi32(__m64 m, __m64 count) 
PSLLO m64 _mm_sll_si64(__m64 m, __m64 count) 
m64 _mm_slli_si64(__m64 m, int count) 
PSLLO m128i __mm_sll_epi64(__m128i m, __m128i count) 
m128i_mm_slli_epi64(__m128i m, int count) 
PSLLDQ m128i __mm_slli_sil128(__m128i m, int imm) 
PSRAW m128i _mm_sra_epi16(__m128i m, __m128i count) 
m128i _mm_srai_epi16(__m128i m, int count) 
PSRAW m64 __mm_sra_pil16(__m64 m, __m64 count) 
m64 __mm_srai_pi16(__m64 m, int count) 
PSRAD m128i_mm_sra_epi32 (__m128i m,___m128i count) 
m128i_mm_srai_epi32 (__m128i m, int count) 
PSRAD m64 __mm_sra_pi32 (__m64 m, __m64 count) 
m64 _mm_srai_pi32 (__m64 m, int count) 
PSRLW m128i_mm_srl_epi16 (__m128i m, __m128i count) 
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m128i _mm_srli_epi16 (__m128i m, int count) 
m64 _mm_srl_pi16 (__m64 m, __m64 count) 
m64 _mm_srli_pi16(__m64 m, int count) 
PSRLD m128i __mm_srl_epi32 (__m128i m, __m128i count) 
m128i_mm_srli_epi32 (__m128i m, int count) 
PSRLD m64 __mm_srl_pi32 (__m64 m, __m64 count) 
m64 __mm_srli_pi32 (__m64 m, int count) 
PSRLOQ m128i __mm_srl_epi64 (__m128i m, __m128i count) 
m128i _mm_srli_epi64 (__m128i m, int count) 
PSRLOQ m64 _mm_srl_si64 (__m64 m, __m64 count) 
m64 _mm_srli_si64 (__m64 m, int count) 
PSRLDQ m128i __mm_srli_sil28(__m128i m, int imm) 
PSUBB m128i_mm_sub_epi8(__m128i m1,__m128i m2) 
PSUBB m64 __mm_sub_pi8(__m64 m1,__m64 m2) 
PSUBW m128i __mm_sub_epi16(__m128i m1,__m128i m2) 
PSUBW m64 __mm_sub_pi16(__m64 m1,__m64 m2) 
PSUBD m128i__mm_sub_epi32(__m128i m1,_m128i m2) 
PSUBD m64 _mm_sub_pi32(__m64 m1,__m64 m2) 
PSUBQ m128i _mm_sub_epi64(__m128i m1,__m128i m2) 
PSUBQ m64 _mm_sub_si64(__m64 m1,_m64 m2) 
PSUBSB m128i _mm_subs_epi8(__m128im1,__m128i m2) 
PSUBSB m64 _mm_subs_pi8(__m64 m1, ___m64 m2) 
PSUBSW m128i __mm_subs_epi16(__m128i m1,__m128i m2) 
PSUBSW m64 _mm_subs_pi16(__m64 m1,_m64 m2) 
PSUBUSB m128i _mm_subs_epu8(__m128i m1,_m128i m2) 
PSUBUSB m64 _mm_subs_pu8(__m64 m1,__m64 m2) 
PSUBUSW m128i __mm_subs_epu16(__m128i m1, _m128i m2) 
PSUBUSW m64 __mm_subs_pu16(__m64 m1,__m64 m2) 
PTEST int __mm_testz_sil28(__m128is1,__m128i s2) 
int __mm_testc_si128(__m128i s1,__m128i s2) 
int __mm_testnzc_si128(__m128i s1,__m128i s2) 
PUNPCKHBW m64 _mm_unpackhi_pi8(__m64 m1,__m64 m2) 
PUNPCKHBW __m128i _mm_unpackhi_epi8(__m128i m1,_m128i m2) 
PUNPCKHWD m64 _mm_unpackhi_pi16(__m64 m1,__m64 m2) 
PUNPCKHWD __m128i __mm_unpackhi_epi16(__m128i m1,__m128i m2) 
PUNPCKHDQ m64 _mm_unpackhi_pi32(__m64 m1, __m64 m2) 
PUNPCKHDQ __m128i _mm_unpackhi_epi32(__m128i m1, ___m128i m2) 
PUNPCKHQDQ __m128i _mm_unpackhi_epi64(__m128i m1, ___m128i m2) 
PUNPCKLBW m64 _mm_unpacklo_pi8 (__m64 m1,__m64 m2) 
PUNPCKLBW __m128i _mm_unpacklo_epi8 (__m128i m1,__m128i m2) 
PUNPCKLWD m64 _mm_unpacklo_pi16(__m64 m1,__m64 m2) 
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PUNPCKLWD __m128i __mm_unpacklo_epi16(__m128i m1,_m128i m2) 
PUNPCKLDQ m64 _mm_unpacklo_pi32(__m64 m1,__m64 m2) 
PUNPCKLDQ __m128i _mm_unpacklo_epi32(__m128i m1, ___m128i m2) 
PUNPCKLQDQ __m128i __mm_unpacklo_epi64(__m128i m1, __m128i m2) 
PXOR m64 __mm_xor_si64(__m64 m1,__m64 m2) 

PXOR m128i_mm_xor_si128(__m128i m1, __m128i m2) 
RCPPS m128 _mm_rcp_ps(__m128 a) 
RCPSS m128_mm_rcp_ss(__m128 a) 
ROUNDPD __m128 mm_round_pd(__m128d s1, int iRoundMode) 
__m128 mm_floor_pd(__m128d s1) 
__m128 mm_ceil_pd(__m128d s1) 
ROUNDPS __m128 mm_round_ps(__m128 s1, int iRoundMode) 
__m128 mm_floor_ps(__m128 s1) 
__m128 mm_ceil_ps(__m128 s1) 
ROUNDSD __m128d mm_round_sd(__m128d dst, ___m128d s1, int iRoundMode) 
__m128d mm_floor_sd(__m128d dst,__m128ds1) 
__m128d mm_ceil_sd(__m128d dst, ___m128d s1) 
ROUNDSS __m128 mm_round_ss(__m128 dst, ___m128 s1, int iRoundMode) 
__m128 mm_floor_ss(__m128 dst,__m128 s1) 
__m128 mm_ceil_ss(__m128 dst,__m128 s1) 
RSQRTPS m128 _mm_rsqrt_ps(__m128 a) 
RSQRTSS m128 _mm_rsqrt_ss(__m128 a) 
SFENCE void_mm_sfence(void) 
SHUFPD m128d _mm_shuffle_pd(__m128d a, ___m128d b, unsigned int imm8) 
SHUFPS m128 _mm_shuffle_ps(__m128 a, __m128 b, unsigned int imm8) 
SQRTPD m128d _mm_sqrt_pd(__m128d a) 
SQRTPS m128 _mm_sqrt_ps(__m128 a) 
SQRTSD m128d _mm_sqrt_sd(__m128d a) 
SQRTSS m128 _mm_sqrt_ss(__m128 a) 
STMXCSR _mm_getcsr(void) 
SUBPD m128d_mm_sub_pd(__m128d a,__m128d b) 
SUBPS m128 _mm_sub_ps(__m128 a,__m128 b) 
SUBSD m128d_mm_sub_sd(__m128d a,__m128d b) 
SUBSS m128_mm_sub_ss(__m128 a,__m128 b) 
UCOMISD int__mm_ucomieq_sd(__m128d a,__m128d b) 
int __mm_ucomilt_sd(__m128d a,__m128d b) 
int __mm_ucomile_sd(__m128d a,__m128d b) 
int __mm_ucomigt_sd(__m128d a,__m128d b) 
int __mm_ucomige_sd(__m128d a,__m128d b) 
int __mm_ucomineq_sd(__m128d a,___m128d b) 
UCOMISS int__mm_ucomieq_ss(__m128 a,__m128 b) 
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int__mm_ucomilt_ss(__m128 a,__m128 b) 
int__mm_ucomile_ss(__m128 a,__m128 b) 
int __mm_ucomigt_ss(__m128 a,__m128 b) 


int __mm_ucomige_ss(__m128 a,__m128 b) 


int__mm_ucomineq_ss(__m128 a,__m128 b) 


UNPCKHPD __m128d _mm_unpackhi_pd(__m128d a, ___m128d b) 
UNPCKHPS _—m128 _mm_unpackhi_ps(__m128 a,__m128 b) 
UNPCKLPD __m128d_mm_unpacklo_pd(__m128d a,___m128d b) 
UNPCKLPS __m128_mm_unpacklo_ps(__m128 a,_m128 b) 
XORPD m128d _mm_xor_pd(__m128d a,__m128d b) 
XORPS m128_mm_xor_ps(__m128 a,__m128 b) 


C2 COMPOSITE INTRINSICS 


Table C-2. Composite Intrinsics 


Mnemonic 


Intrinsic 


(composite) 


m128i _mm_set_epi64(__m64 q1,__m64 qO) 


(composite) 


m128i _mm_set_epi32(int i3, int i2, int i1, int iO) 


(composite) 


m128i_mm_set_epi16(short w7,short w6, short w5, short w4, short w3, short w2, 
short w1,short wO) 


(composite) 


m128i _mm_set_epi8(char w15,char w14, char w13, char w12, char w11, char w10, 
char w9, char w8, char w7,char w6, char w5, char w4, char w3, char w2,char w1, char wO) 
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(composite) m128i __mm_set1_epi64(__m64 q) 
(composite) m128i__mm_set1_epi32(int a) 
(composite) m128i __mm_set1_epi16(short a) 
(composite) m128i __mm_set1_epi8(char a) 
(composite) m128i __mm_setr_epi64(__m64 q1,__m64 q0) 
(composite) m128i __mm_setr_epi32(int i3, int i2, int 11, int i0) 
(composite) m128i __mm_setr_epi16(short w7,short w6, short w5, short w4, short w3, short w2, short w, 
short w0) 
(composite) m128i _mm_setr_epi8(char w15,char w14, char w13, char w12, char w11, char w10, 
char w9, char w8,char w7, char w6,char w5, char w4, char w3, char w2,char w1,char wO) 
(composite) m128i__mm_setzero_si128() 
(composite) m128 _mm_set_ps1(float w) 
m128 _mm_set1_ps(float w) 
(composite) __m128cmm_set1_pd(double w) 
(composite) m128d _mm_set_sd(double w) 
(composite) m128d_mm_set_pd(double z, double y) 
(composite) m128_mm_set_ps(float z, float y, float x, float w) 
(composite) m128d_mm_setr_pd(double z, double y) 
(composite) m128_mm_setr_ps(float z, float y, float x, float w) 
(composite) m128d_mm_setzero_pd(void) 
(composite) m128 _mm_setzero_ps(void) 
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MOVSD + shuffle m128d_mm_load_pd(double * p) 
m128d_mm_load1_pd(double *p) 


MOVSS + shuffle m128 _mm_load_ps1 (float * p) 
m128 _mm_load1_ps(float *p) 


MOVAPD + shuffle |__m128d _mm_loadr_pd(double * p) 
MOVAPS + shuffle m128 __mm_loadr_ps(float * p) 
MOVSD + shuffle | void_mm_store1_pd(double *p,__m128d a) 


MOVSS + shuffle | void_mm_store_ps1(float * p,__m128 a) 
void _mm_store1_ps(float *p,__m128 a) 


MOVAPD + shuffle |_mm_storer_pd(double * p,__m128d a) 
MOVAPS + shuffle |_mm_storer_ps(float * p,__m128 a) 
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CHAPTER 1 
ABOUT THIS MANUAL 


The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A: System Programming Guide, 
Part 1 (order number 253668), the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3B: 
System Programming Guide, Part 2 (order number 253669), the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 3C: System Programming Guide, Part 3 (order number 326019), and the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 3D:System Programming Guide, Part 4 (order 
number 332831) are part of a set that describes the architecture and programming environment of Intel 64 and IA- 
32 Architecture processors. The other volumes in this set are: 


° Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1: Basic Architecture (order number 
253665). 


° = =Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A, 2B, 2C & 2D: Instruction Set 
Reference (order numbers 253666, 253667, 326018 and 334569). 


° The Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4: Model-Specific Registers 
(order number 335592). 


The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, describes the basic architecture 
and programming environment of Intel 64 and IA-32 processors. The Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volumes 2A, 2B, 2C & 2D, describe the instruction set of the processor and the opcode struc- 
ture. These volumes apply to application programmers and to programmers who write operating systems or exec- 
utives. The Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 3A, 3B, 3C & 3D, describe 
the operating-system support environment of Intel 64 and IA-32 processors. These volumes target operating- 
system and BIOS designers. In addition, Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
3B, and Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3C address the programming 
environment for classes of software that host operating systems. The Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 4, describes the model-specific registers of Intel 64 and IA-32 processors. 


1.1 INTEL® 64 AND IA-32 PROCESSORS COVERED IN THIS MANUAL 


This manual set includes information pertaining primarily to the most recent Intel 64 and IA-32 processors, which 
include: 


* Pentium® processors 

° P6 family processors 

* Pentium® 4 processors 

* Pentium® M processors 

* Intel® Xeon® processors 

* Pentium® D processors 

* Pentium® processor Extreme Editions 

* 64-bit Intel® Xeon® processors 

* Intel® Core™ Duo processor 

* Intel® Core™ Solo processor 

* Dual-Core Intel® Xeon® processor LV 

* Intel® Core™2 Duo processor 

* Intel® Core™2 Quad processor Q6000 series 
* Intel® xeon® processor 3000, 3200 series 
* Intel® Xeon® processor 5000 series 

* Intel® xeon® processor 5100, 5300 series 
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* Intel® Core™2 Extreme processor X7000 and X6800 series 
* Intel® Core™2 Extreme QX6000 series 

* Intel® Xeon® processor 7100 series 

* Intel® Pentium® Dual-Core processor 

* Intel® Xeon® processor 7200, 7300 series 

* Intel® Core™2 Extreme QX9000 series 

* Intel® Xeon® processor 5200, 5400, 7400 series 

* Intel® Core™2 Extreme processor QX9000 and X9000 series 
* Intel® Core™2 Quad processor Q9000 series 

* Intel® Core™2 Duo processor E8000, T9000 series 


* Intel® Atom™ processors 200, 300, D400, D500, D2000, N200, N400, N2000, E2000, Z500, Z600, Z2000, 
C1000 series are built from 45 nm and 32 nm processes. 


* Intel® Core™ i7 processor 

* Intel® Core™ i5 processor 

* Intel® Xeon® processor E7-8800/4800/2800 product families 
* Intel® Core™ i7-3930K processor 

* 2nd generation Intel® Core™ i7-2xxx, Intel® Core™ i5-2xxx, Intel® Core™ i3-2xxx processor series 
* Intel® Xeon® processor E3-1200 product family 

* Intel® Xeon® processor E5-2400/1400 product family 

* Intel® Xeon® processor E5-4600/2600/1600 product family 
* 3rd generation Intel® Core™ processors 

* Intel® Xeon® processor E3-1200 v2 product family 

* Intel® Xeon® processor E5-2400/1400 v2 product families 

* Intel® Xeon® processor E5-4600/2600/1600 v2 product families 
* Intel® Xeon® processor E7-8800/4800/2800 v2 product families 
* 4th generation Intel® Core™ processors 

* The Intel® Core™ M processor family 

* Intel® Core™ i7-59xx Processor Extreme Edition 

* Intel® Core™ i7-49xx Processor Extreme Edition 

* Intel® Xeon® processor E3-1200 v3 product family 

* Intel® Xeon® processor E5-2600/1600 v3 product families 

* 5th generation Intel® Core™ processors 

* Intel® Xeon® processor D-1500 product family 

* Intel® Xeon® processor E5 v4 family 

* Intel® Atom™ processor X7-Z8000 and X5-Z8000 series 

* Intel® Atom™ processor Z3400 series 

* Intel® Atom™ processor Z3500 series 

* 6th generation Intel® Core™ processors 

* Intel® Xeon® processor E3-1500m v5 product family 

* 7th generation Intel® Core™ processors 

* Intel® Xeon Phi™ Processor 3200, 5200, 7200 Series 

* Intel® Xeon® Processor Scalable Family 

* 8th generation Intel® Core™ processors 

* Intel® Xeon Phi™ Processor 7215, 7285, 7295 Series 
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* Intel® Xeon® E processors 

* 9th generation Intel® Core™ processors 

* 2nd generation Intel® Xeon® Processor Scalable Family 
* 10th generation Intel® Core™ processors 

* 11th generation Intel® Core™ processors 

* 3rd generation Intel® Xeon® Processor Scalable Family 


P6 family processors are IA-32 processors based on the P6 family microarchitecture. This includes the Pentium® 
Pro, Pentium® II, Pentium® III, and Pentium® III Xeon® processors. 


The Pentium® 4, Pentium® D, and Pentium® processor Extreme Editions are based on the Intel NetBurst® micro- 
architecture. Most early Intel® Xeon® processors are based on the Intel NetBurst® microarchitecture. Intel Xeon 
processor 5000, 7100 series are based on the Intel NetBurst® microarchitecture. 


The Intel® Core™ Duo, Intel® Core™ Solo and dual-core Intel® Xeon® processor LV are based on an improved 
Pentium® M processor microarchitecture. 


The Intel® Xeon® processor 3000, 3200, 5100, 5300, 7200, and 7300 series, Intel® Pentium® dual-core, Intel® 
Core™2 Duo, Intel® Core™2 Quad, and Intel® Core™2 Extreme processors are based on Intel® Core™ microarchi- 
tecture. 


The Intel® Xeon® processor 5200, 5400, 7400 series, Intel® Core™2 Quad processor Q9000 series, and Intel® 
Core™2 Extreme processors QX9000, X9000 series, Intel® Core™2 processor E8000 series are based on Enhanced 
Intel® Core™ microarchitecture. 


The Intel® Atom™ processors 200, 300, D400, D500, D2000, N200, N400, N2000, E2000, Z500, Z600, Z2000, 
C1000 series are based on the Intel® Atom™ microarchitecture and supports Intel 64 architecture. 


P6 family, Pentium® M, Intel® Core™ Solo, Intel® Core™ Duo processors, dual-core Intel® Xeon® processor LV, 
and early generations of Pentium 4 and Intel Xeon processors support IA-32 architecture. The Intel® Atom™ 
processor Z5xx series support IA-32 architecture. 


The Intel® Xeon® processor 3000, 3200, 5000, 5100, 5200, 5300, 5400, 7100, 7200, 7300, 7400 series, Intel® 
Core™ 2 Duo, Intel® Core™2 Extreme, Intel® Core™2 Quad processors, Pentium® D processors, Pentium® Dual- 
Core processor, newer generations of Pentium 4 and Intel Xeon processor family support Intel® 64 architecture. 


The Intel® Core™ i7 processor and Intel® Xeon® processor 3400, 5500, 7500 series are based on 45 nm Nehalem 
microarchitecture. Westmere microarchitecture is a 32 nm version of the Nehalem microarchitecture. Intel® 
Xeon® processor 5600 series, Intel Xeon processor E7 and various Intel Core i7, i5, i3 processors are based on the 
Westmere microarchitecture. These processors support Intel 64 architecture. 


The Intel® Xeon® processor E5 family, Intel® Xeon® processor E3-1200 family, Intel® Xeon® processor E7- 
8800/4800/2800 product families, Intel® Core™ i7-3930K processor, and 2nd generation Intel® Core™ i7-2xxx, 
Intel® Core™ i5-2xxx, Intel® Core™ i3-2xxx processor series are based on the Sandy Bridge microarchitecture and 
support Intel 64 architecture. 


The Intel® Xeon® processor E7-8800/4800/2800 v2 product families, Intel® Xeon® processor E3-1200 v2 product 
family and 3rd generation Intel® Core™ processors are based on the Ivy Bridge microarchitecture and support 
Intel 64 architecture. 


The Intel® Xeon® processor E5-4600/2600/1600 v2 product families, Intel® Xeon® processor E5-2400/1400 v2 
product families and Intel® Core™ i7-49xx Processor Extreme Edition are based on the Ivy Bridge-E microarchitec- 
ture and support Intel 64 architecture. 


The Intel® Xeon® processor E3-1200 v3 product family and 4th Generation Intel® Core™ processors are based on 
the Haswell microarchitecture and support Intel 64 architecture. 


The Intel® Xeon® processor E5-2600/1600 v3 product families and the Intel® Core™ i7-59xx Processor Extreme 
Edition are based on the Haswell-E microarchitecture and support Intel 64 architecture. 


The Intel® Atom™ processor Z8000 series is based on the Airmont microarchitecture. 


The Intel® Atom™ processor Z3400 series and the Intel® Atom™ processor Z3500 series are based on the Silver- 
mont microarchitecture. 
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The Intel® Core™ M processor family, 5th generation Intel® Core™ processors, Intel® Xeon® processor D-1500 
product family and the Intel® Xeon® processor E5 v4 family are based on the Broadwell microarchitecture and 
support Intel 64 architecture. 


The Intel® Xeon® Processor Scalable Family, Intel® Xeon® processor E3-1500m v5 product family and 6th gener- 
ation Intel® Core™ processors are based on the Skylake microarchitecture and support Intel 64 architecture. 


The 7th generation Intel® Core™ processors are based on the Kaby Lake microarchitecture and support Intel 64 
architecture. 


The Intel® Atom™ processor C series, the Intel® Atom™ processor X series, the Intel® Pentium® processor J 
series, the Intel® Celeron® processor J series, and the Intel® Celeron® processor N series are based on the Gold- 
mont microarchitecture. 


The Intel® Xeon Phi™ Processor 3200, 5200, 7200 Series is based on the Knights Landing microarchitecture and 
supports Intel 64 architecture. 


The Intel® Pentium® Silver processor series, the Intel® Celeron® processor J series, and the Intel® Celeron® 
processor N series are based on the Goldmont Plus microarchitecture. 


The 8th generation Intel® Core™ processors, 9th generation Intel® Core™ processors, and Intel® Xeon® E proces- 
sors are based on the Coffee Lake microarchitecture and support Intel 64 architecture. 


The Intel® Xeon Phi™ Processor 7215, 7285, 7295 Series is based on the Knights Mill microarchitecture and 
supports Intel 64 architecture. 


The 2nd generation Intel® Xeon® Processor Scalable Family is based on the Cascade Lake product and supports 
Intel 64 architecture. 


Some 10th generation Intel® Core™ processors are based on the Ice Lake microarchitecture, and some are based 
on the Comet Lake microarchitecture; both support Intel 64 architecture. 


Some 11th generation Intel® Core™ processors are based on the Tiger Lake microarchitecture, and some are 
based on the Rocket Lake microarchitecture; both support Intel 64 architecture. 


Some 3rd generation Intel® Xeon® Processor Scalable Family processors are based on the Cooper Lake product, 
and some are based on the Ice Lake microarchitecture; both support Intel 64 architecture. 


IA-32 architecture is the instruction set architecture and programming environment for Intel's 32-bit microproces- 
sors. Intel® 64 architecture is the instruction set architecture and programming environment which is the superset 
of Intel’s 32-bit and 64-bit architectures. It is compatible with the IA-32 architecture. 


Lé OVERVIEW OF THE SYSTEM PROGRAMMING GUIDE 


A description of this manual’s content follows!?: 


Chapter 1 — About This Manual. Gives an overview of all eight volumes of the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual. It also describes the notational conventions in these manuals and lists related Intel 
manuals and documentation of interest to programmers and hardware designers. 


Chapter 2 — System Architecture Overview. Describes the modes of operation used by Intel 64 and IA-32 
processors and the mechanisms provided by the architectures to support operating systems and executives, 
including the system-oriented registers and data structures and the system-oriented instructions. The steps neces- 
sary for switching between real-address and protected modes are also identified. 


Chapter 3 — Protected-Mode Memory Management. Describes the data structures, registers, and instructions 
that support segmentation and paging. The chapter explains how they can be used to implement a “flat” (unseg- 
mented) memory model or a segmented memory model. 


Chapter 4 — Paging. Describes the paging modes supported by Intel 64 and IA-32 processors. 


1. Model-Specific Registers have been moved out of this volume and into a separate volume: Intel® 64 and IA-32 Architectures Soft- 
ware Developer's Manual, Volume 4. 
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Chapter 5 — Protection. Describes the support for page and segment protection provided in the Intel 64 and IA- 
32 architectures. This chapter also explains the implementation of privilege rules, stack switching, pointer valida- 
tion, user and supervisor modes. 


Chapter 6 — Interrupt and Exception Handling. Describes the basic interrupt mechanisms defined in the Intel 
64 and IA-32 architectures, shows how interrupts and exceptions relate to protection, and describes how the archi- 
tecture handles each exception type. Reference information for each exception is given in this chapter. Includes 
programming the LINTO and LINT1 inputs and gives an example of how to program the LINTO and LINT1 pins for 
specific interrupt vectors. 


Chapter 7 — Task Management. Describes mechanisms the Intel 64 and IA-32 architectures provide to support 
multitasking and inter-task protection. 


Chapter 8 — Multiple-Processor Management. Describes the instructions and flags that support multiple 
processors with shared memory, memory ordering, and Intel® Hyper-Threading Technology. Includes MP initializa- 
tion for P6 family processors and gives an example of how to use the MP protocol to boot P6 family processors in 
an MP system. 


Chapter 9 — Processor Management and Initialization. Defines the state of an Intel 64 or IA-32 processor 
after reset initialization. This chapter also explains how to set up an Intel 64 or IA-32 processor for real-address 
mode operation and protected- mode operation, and how to switch between modes. 


Chapter 10 — Advanced Programmable Interrupt Controller (APIC). Describes the programming interface 
to the local APIC and gives an overview of the interface between the local APIC and the I/O APIC. Includes APIC bus 
message formats and describes the message formats for messages transmitted on the APIC bus for P6 family and 
Pentium processors. 


Chapter 11 — Memory Cache Control. Describes the general concept of caching and the caching mechanisms 
supported by the Intel 64 or IA-32 architectures. This chapter also describes the memory type range registers 
(MTRRs) and how they can be used to map memory types of physical memory. Information on using the new cache 
control and memory streaming instructions introduced with the Pentium III, Pentium 4, and Intel Xeon processors 
is also given. 


Chapter 12 — Intel® MMX™ Technology System Programming. Describes those aspects of the Intel® MMX™ 
technology that must be handled and considered at the system programming level, including: task switching, 
exception handling, and compatibility with existing system environments. 


Chapter 13 — System Programming For Instruction Set Extensions And Processor Extended States. 
Describes the operating system requirements to support SSE/SSE2/SSE3/SSSE3/SSE4 extensions, including task 
switching, exception handling, and compatibility with existing system environments. The latter part of this chapter 
describes the extensible framework of operating system requirements to support processor extended states. 
Processor extended state may be required by instruction set extensions beyond those of 
SSE/SSE2/SSE3/SSSE3/SSE4 extensions. 


Chapter 14 — Power and Thermal Management. Describes facilities of Intel 64 and IA-32 architecture used for 
power management and thermal monitoring. 


Chapter 15 — Machine-Check Architecture. Describes the machine-check architecture and machine-check 
exception mechanism found in the Pentium 4, Intel Xeon, and P6 family processors. Additionally, a signaling mech- 
anism for software to respond to hardware corrected machine check error is covered. 


Chapter 16 — Interpreting Machine-Check Error Codes. Gives an example of how to interpret the error codes 
for a machine-check error that occurred on a P6 family processor. 


Chapter 17 — Debug, Branch Profile, TSC, and Resource Monitoring Features. Describes the debugging 
registers and other debug mechanism provided in Intel 64 or IA-32 processors. This chapter also describes the 
time-stamp counter. 


Chapter 18 — Performance Monitoring. Describes the Intel 64 and IA-32 architectures’ facilities for monitoring 
performance. 


Chapter 19 — 8086 Emulation. Describes the real-address and virtual-8086 modes of the IA-32 architecture. 


Chapter 20 — Mixing 16-Bit and 32-Bit Code. Describes how to mix 16-bit and 32-bit code modules within the 
same program or task. 


Chapter 21 — IA-32 Architecture Compatibility. Describes architectural compatibility among IA-32 proces- 
sors. 
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Chapter 22 — Introduction to Virtual Machine Extensions. Describes the basic elements of virtual machine 
architecture and the virtual machine extensions for Intel 64 and IA-32 Architectures. 


Chapter 23 — Virtual Machine Control Structures. Describes components that manage VMX operation. These 
include the working-VMCS pointer and the controlling-VMCS pointer. 


Chapter 24 — VMX Non-Root Operation. Describes the operation of a VMX non-root operation. Processor oper- 
ation in VMX non-root mode can be restricted programmatically such that certain operations, events or conditions 
can cause the processor to transfer control from the guest (running in VMX non-root mode) to the monitor software 
(running in VMX root mode). 


Chapter 25 — VM Entries. Describes VM entries. VM entry transitions the processor from the VMM running in VMX 
root-mode to a VM running in VMX non-root mode. VM-Entry is performed by the execution of VMLAUNCH or VMRE- 
SUME instructions. 


Chapter 26 — VM Exits. Describes VM exits. Certain events, operations or situations while the processor is in VMX 
non-root operation may cause VM-exit transitions. In addition, VM exits can also occur on failed VM entries. 


Chapter 27 — VMX Support for Address Translation. Describes virtual-machine extensions that support 
address translation and the virtualization of physical memory. 


Chapter 28 — APIC Virtualization and Virtual Interrupts. Describes the VMCS including controls that enable 
the virtualization of interrupts and the Advanced Programmable Interrupt Controller (APIC). 


Chapter 29 — VMX Instruction Reference. Describes the virtual-machine extensions (VMX). VMX is intended 
for a system executive to support virtualization of processor hardware and a system software layer acting as a host 
to multiple guest software environments. 


Chapter 30 — System Management Mode. Describes Intel 64 and IA-32 architectures’ system management 
mode (SMM) facilities. 


Chapter 31 — Intel® Processor Trace. Describes details of Intel® Processor Trace. 


Chapter 32 — Introduction to Intel® Software Guard Extensions. Provides an overview of the Intel® Soft- 
ware Guard Extensions (Intel® SGX) set of instructions. 


Chapter 33 — Enclave Access Control and Data Structures. Describes Enclave Access Control procedures and 
defines various Intel SGX data structures. 


Chapter 34 — Enclave Operation. Describes enclave creation and initialization, adding pages and measuring an 
enclave, and enclave entry and exit. 


Chapter 35 — Enclave Exiting Events. Describes enclave-exiting events (EEE) and asynchronous enclave exit 
(AEX). 


Chapter 36 — SGX Instruction References. Describes the supervisor and user level instructions provided by 
Intel SGX. 


Chapter 37 — Intel® SGX Interactions with IA32 and Intel® 64 Architecture. Describes the Intel SGX 
collection of enclave instructions for creating protected execution environments on processors supporting IA32 and 
Intel 64 architectures. 


Chapter 38 — Enclave Code Debug and Profiling. Describes enclave code debug processes and options. 


Appendix A — VMX Capability Reporting Facility. Describes the VMX capability MSRs. Support for specific VMX 
features is determined by reading capability MSRs. 


Appendix B — Field Encoding in VMCS. Enumerates all fields in the VMCS and their encodings. Fields are 
grouped by width (16-bit, 32-bit, etc.) and type (guest-state, host-state, etc.). 


Appendix C — VM Basic Exit Reasons. Describes the 32-bit fields that encode reasons for a VM exit. Examples 
of exit reasons include, but are not limited to: software interrupts, processor exceptions, software traps, NMIs, 
external interrupts, and triple faults. 


1.3 NOTATIONAL CONVENTIONS 


This manual uses specific notation for data-structure formats, for symbolic representation of instructions, and for 
hexadecimal and binary numbers. A review of this notation makes the manual easier to read. 


1-6 Vol. 3A 


ABOUT THIS MANUAL 


1.3.1 Bit and Byte Order 


In illustrations of data structures in memory, smaller addresses appear toward the bottom of the figure; addresses 
increase toward the top. Bit positions are numbered from right to left. The numerical value of a set bit is equal to 

two raised to the power of the bit position. Intel 64 and IA-32 processors are “little endian” machines; this means 
the bytes of a word are numbered starting from the least significant byte. Figure 1-1 illustrates these conventions. 


1.3.2 Reserved Bits and Software Compatibility 


In many register and memory layout descriptions, certain bits are marked as reserved. When bits are marked as 

reserved, it is essential for compatibility with future processors that software treat these bits as having a future, 

though unknown, effect. The behavior of reserved bits should be regarded as not only undefined, but unpredict- 

able. Software should follow these guidelines in dealing with reserved bits: 

* Do not depend on the states of any reserved bits when testing the values of registers which contain such bits. 
Mask out the reserved bits before testing. 


* Do not depend on the states of any reserved bits when storing to memory or to a register. 
* Do not depend on the ability to retain information written into any reserved bits. 


¢ When loading a register, always load the reserved bits with the values indicated in the documentation, if any, 
or reload them with values previously read from the same register. 


NOTE 


Avoid any software dependence upon the state of reserved bits in Intel 64 and IA-32 registers. 
Depending upon the values of reserved register bits will make software dependent upon the 
unspecified manner in which the processor handles these bits. Programs that depend upon 
reserved values risk incompatibility with future processors. 


Data Structure 


Highest p 
Address 31 24 23 16 15 8 7 0 <— Bit offset 


Lowest 
Address 


Byte Offset 


Figure 1-1. Bit and Byte Order 
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1.33 Instruction Operands 


When instructions are represented symbolically, a subset of assembly language is used. In this subset, an instruc- 
tion has the following format: 
label: mnemonic argument1, argument2, argument3 
where: 
¢ A label is an identifier which is followed by a colon. 
¢ Amnemonic is a reserved name for a class of instruction opcodes which have the same function. 


¢ The operands argumenti, argument2, and argument3 are optional. There may be from zero to three 
operands, depending on the opcode. When present, they take the form of either literals or identifiers for data 
items. Operand identifiers are either reserved names of registers or are assumed to be assigned to data items 
declared in another part of the program (which may not be shown in the example). 


When two operands are present in an arithmetic or logical instruction, the right operand is the source and the left 
operand is the destination. 


For example: 


LOADREG: MOV EAX, SUBTOTAL 


In this example LOADREG is a label, MOV is the mnemonic identifier of an opcode, EAX is the destination operand, 
and SUBTOTAL is the source operand. Some assembly languages put the source and destination in reverse order. 


1.3.4 Hexadecimal and Binary Numbers 


Base 16 (hexadecimal) numbers are represented by a string of hexadecimal digits followed by the character H (for 
example, F82EH). A hexadecimal digit is a character from the following set: 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C, D, 
E, and F. 


Base 2 (binary) numbers are represented by a string of 1s and Os, sometimes followed by the character B (for 
example, 1010B). The “B” designation is only used in situations where confusion as to the type of number might 
arise. 


1.3.5 Segmented Addressing 


The processor uses byte addressing. This means memory is organized and accessed as a sequence of bytes. 
Whether one or more bytes are being accessed, a byte address is used to locate the byte or bytes memory. The 
range of memory that can be addressed is called an address space. 


The processor also supports segmented addressing. This is a form of addressing where a program may have many 
independent address spaces, called segments. For example, a program can keep its code (instructions) and stack 
in separate segments. Code addresses would always refer to the code space, and stack addresses would always 
refer to the stack space. The following notation is used to specify a byte address within a segment: 


Segment-register: Byte-address 


For example, the following segment address identifies the byte at address FF79H in the segment pointed by the DS 
register: 


DS:FF79H 


The following segment address identifies an instruction address in the code segment. The CS register points to the 
code segment and the EIP register contains the address of the instruction. 


CS:EIP 
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1.3.6 Syntax for CPUID, CR, and MSR Values 


Obtain feature flags, status, and system information by using the CPUID instruction, by checking control register 
bits, and by reading model-specific registers. We are moving toward a single syntax to represent this type of infor- 
mation. See Figure 1-2. 


CPUID Input and Output 


CPUID.01H:EDX.SSE[bit 25] = 1 


Input value for EAX register 


Output register and feature flag or field 
name with bit position(s) 


Value (or range) of output 


Control Register Values 


CR4.OSFXSR)Ibit 9] = 1 


Example CR name 


Feature flag or field name 
with bit position(s) 


Value (or range) of output 


Model-Specific Register Values 


IA32_MISC_ENABLE.ENABLEFOPCODEDbit 2] = 1 
) 


Example MSR name 


Feature flag or field name with bit position(s) 


Value (or range) of output 


Figure 1-2. Syntax for CPUID, CR, and MSR Data Presentation 


1.3.7 Exceptions 


An exception is an event that typically occurs when an instruction causes an error. For example, an attempt to 
divide by zero generates an exception. However, some exceptions, such as breakpoints, occur under other condi- 
tions. Some types of exceptions may provide error codes. An error code reports additional information about the 
error. An example of the notation used to show an exception and error code is shown below: 


#PF(fault code) 


This example refers to a page-fault exception under conditions where an error code naming a type of fault is 
reported. Under some conditions, exceptions which produce error codes may not be able to report an accurate 
code. In this case, the error code is zero, as shown below for a general-protection exception: 


#GP(0) 
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1.4 RELATED LITERATURE 


Literature related to Intel 64 and IA-32 processors is listed and viewable on-line at: 


https://software.intel.com/en-us/articles/intel-sdm 


See also: 


The latest security information on Intel® products: 
https://www.intel.com/content/www/us/en/security-center/default.html 


Software developer resources, guidance and insights for security advisories: 
https://software.intel.com/security-software-guidance/ 


The data sheet for a particular Intel 64 or IA-32 processor 
The specification update for a particular Intel 64 or IA-32 processor 


Intel® C++ Compiler documentation and online help: 
http://software.intel.com/en-us/articles/intel-compilers/ 


Intel® Fortran Compiler documentation and online help: 
http ://software.intel.com/en-us/articles/intel-compilers/ 


Intel® Software Development Tools: 
https://software.intel.com/en-us/intel-sdp-home 


Intel® 64 and IA-32 Architectures Software Developer’s Manual (in one, four or ten volumes): 
https://software.intel.com/en-us/articles/intel-sdm 


Intel® 64 and IA-32 Architectures Optimization Reference Manual: 
https://software.intel.com/en-us/articles/intel-sdm#optimization 


Intel® Trusted Execution Technology Measured Launched Environment Programming Guide: 
http://www. intel.com/content/www/us/en/software-developers/intel-txt-software-development-guide.html 


Intel® Software Guard Extensions (Intel® SGX) Information 
https://software.intel.com/en-us/isa-extensions/intel-sgx 


Developing Multi-threaded Applications: A Platform Consistent Approach: 
https://software.intel.com/sites/default/files/article/147714/51534-developing-multithreaded-applica- 
tions. pdf 


Using Spin-Loops on Intel® Pentium® 4 Processor and Intel® Xeon® Processor: 
https://software.intel.com/sites/default/files/22/30/25602 


Performance Monitoring Unit Sharing Guide 
http://software.intel.com/file/30388 


Literature related to select features in future Intel processors are available at: 


Intel® Architecture Instruction Set Extensions Programming Reference 
https://software.intel.com/en-us/isa-extensions 


More relevant links are: 


Intel® Developer Zone: 

https://software.intel.com/en-us 

Developer centers: 

http://www. intel.com/content/www/us/en/hardware-developers/developer-centers.html 
Processor support general link: 

http://www.intel.com/support/processors/ 

Intel® Hyper-Threading Technology (Intel® HT Technology): 

http://www. intel.com/technology/platform-technology/hyper-threading/index.htm 
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CHAPTER 2 
SYSTEM ARCHITECTURE OVERVIEW 


IA-32 architecture (beginning with the Intel386 processor family) provides extensive support for operating-system 
and system-development software. This support offers multiple modes of operation, which include: 


° Real mode, protected mode, virtual 8086 mode, and system management mode. These are sometimes 
referred to as legacy modes. 


Intel 64 architecture supports almost all the system programming facilities available in IA-32 architecture and 
extends them to a new operating mode (IA-32e mode) that supports a 64-bit programming environment. IA-32e 
mode allows software to operate in one of two sub-modes: 


° 64-bit mode supports 64-bit OS and 64-bit applications 

* Compatibility mode allows most legacy software to run; it co-exists with 64-bit applications under a 64-bit OS. 
The IA-32 system-level architecture includes features to assist in the following operations: 
¢ Memory management 

¢ Protection of software modules 

¢ Multitasking 

* Exception and interrupt handling 

* Multiprocessing 

* Cache management 

¢ Hardware resource and power management 

¢ Debugging and performance monitoring 


This chapter provides a description of each part of this architecture. It also describes the system registers that are 
used to set up and control the processor at the system level and gives a brief overview of the processor’s system- 
level (operating system) instructions. 


Many features of the system-level architecture are used only by system programmers. However, application 
programmers may need to read this chapter and the following chapters in order to create a reliable and secure 
environment for application programs. 


This overview and most subsequent chapters of this book focus on protected-mode operation of the IA-32 architec- 
ture. IA-32e mode operation of the Intel 64 architecture, as it differs from protected mode operation, is also 
described. 


All Intel 64 and IA-32 processors enter real-address mode following a power-up or reset (See Chapter 9, “Processor 
Management and Initialization”). Software then initiates the switch from real-address mode to protected mode. If 
IA-32e mode operation is desired, software also initiates a switch from protected mode to IA-32e mode. 


Z.1 OVERVIEW OF THE SYSTEM-LEVEL ARCHITECTURE 


System-level architecture consists of a set of registers, data structures, and instructions designed to support basic 
system-level operations such as memory management, interrupt and exception handling, task management, and 
control of multiple processors. 


Figure 2-1 provides a summary of system registers and data structures that applies to 32-bit modes. System regis- 
ters and data structures that apply to IA-32e mode are shown in Figure 2-2. 
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Figure 2-2. System-Level Registers and Data Structures in |[A-32e Mode and 4-Level Paging 


2.1.1 Global and Local Descriptor Tables 


When operating in protected mode, all memory accesses pass through either the global descriptor table (GDT) or 
an optional local descriptor table (LDT) as shown in Figure 2-1. These tables contain entries called segment 


descriptors. Segment descriptors provide the base address of segments well as access rights, type, and usage 
information. 
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Each segment descriptor has an associated segment selector. A segment selector provides the software that uses 
it with an index into the GDT or LDT (the offset of its associated segment descriptor), a global/local flag (deter- 
mines whether the selector points to the GDT or the LDT), and access rights information. 


To access a byte in a segment, a segment selector and an offset must be supplied. The segment selector provides 
access to the segment descriptor for the segment (in the GDT or LDT). From the segment descriptor, the processor 
obtains the base address of the segment in the linear address space. The offset then provides the location of the 
byte relative to the base address. This mechanism can be used to access any valid code, data, or stack segment, 
provided the segment is accessible from the current privilege level (CPL) at which the processor is operating. The 
CPL is defined as the protection level of the currently executing code segment. 


See Figure 2-1. The solid arrows in the figure indicate a linear address, dashed lines indicate a segment selector, 
and the dotted arrows indicate a physical address. For simplicity, many of the segment selectors are shown as 
direct pointers to a segment. However, the actual path from a segment selector to its associated segment is always 
through a GDT or LDT. 


The linear address of the base of the GDT is contained in the GDT register (GDTR); the linear address of the LDT is 
contained in the LDT register (LDTR). 


2.1.1.1 Global and Local Descriptor Tables in |A-32e Mode 


GDTR and LDTR registers are expanded to 64-bits wide in both IA-32e sub-modes (64-bit mode and compatibility 
mode). For more information: see Section 3.5.2, “Segment Descriptor Tables in IA-32e Mode.” 


Global and local descriptor tables are expanded in 64-bit mode to support 64-bit base addresses, (16-byte LDT 
descriptors hold a 64-bit base address and various attributes). In compatibility mode, descriptors are not 
expanded. 


2lve System Segments, Segment Descriptors, and Gates 


Besides code, data, and stack segments that make up the execution environment of a program or procedure, the 
architecture defines two system segments: the task-state segment (TSS) and the LDT. The GDT is not considered 
a segment because it is not accessed by means of a segment selector and segment descriptor. TSSs and LDTs have 
segment descriptors defined for them. 


The architecture also defines a set of special descriptors called gates (call gates, interrupt gates, trap gates, and 
task gates). These provide protected gateways to system procedures and handlers that may operate at a different 
privilege level than application programs and most procedures. For example, a CALL to a call gate can provide 
access to a procedure in a code segment that is at the same or a numerically lower privilege level (more privileged) 
than the current code segment. To access a procedure through a call gate, the calling procedure! supplies the 
selector for the call gate. The processor then performs an access rights check on the call gate, comparing the CPL 
with the privilege level of the call gate and the destination code segment pointed to by the call gate. 


If access to the destination code segment is allowed, the processor gets the segment selector for the destination 
code segment and an offset into that code segment from the call gate. If the call requires a change in privilege 
level, the processor also switches to the stack for the targeted privilege level. The segment selector for the new 
stack is obtained from the TSS for the currently running task. Gates also facilitate transitions between 16-bit and 
32-bit code segments, and vice versa. 


2.1.2.1 Gates in IA-32e Mode 


In IA-32e mode, the following descriptors are 16-byte descriptors (expanded to allow a 64-bit base): LDT descrip- 
tors, 64-bit TSSs, call gates, interrupt gates, and trap gates. 


Call gates facilitate transitions between 64-bit mode and compatibility mode. Task gates are not supported in IA- 
32e mode. On privilege level changes, stack segment selectors are not read from the TSS. Instead, they are set to 
NULL. 


1. The word “procedure” is commonly used in this document as a general term for a logical unit or block of code (such as a program, pro- 
cedure, function, or routine). 
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rae is) Task-State Segments and Task Gates 


The TSS (see Figure 2-1) defines the state of the execution environment for a task. It includes the state of general- 
purpose registers, segment registers, the EFLAGS register, the EIP register, and segment selectors with stack 
pointers for three stack segments (one stack for each privilege level). The TSS also includes the segment selector 
for the LDT associated with the task and the base address of the paging-structure hierarchy. 


All program execution in protected mode happens within the context of a task (called the current task). The 
segment selector for the TSS for the current task is stored in the task register. The simplest method for switching 
to a task is to make a call or jump to the new task. Here, the segment selector for the TSS of the new task is given 
in the CALL or JMP instruction. In switching tasks, the processor performs the following actions: 


Stores the state of the current task in the current TSS. 
Loads the task register with the segment selector for the new task. 
Accesses the new TSS through a segment descriptor in the GDT. 


h WN 


Loads the state of the new task from the new TSS into the general-purpose registers, the segment registers, 
the LDTR, control register CR3 (base address of the paging-structure hierarchy), the EFLAGS register, and the 
EIP register. 


5. Begins execution of the new task. 


A task can also be accessed through a task gate. A task gate is similar to a call gate, except that it provides access 
(through a segment selector) to a TSS rather than a code segment. 


2.1.3.1 Task-State Segments in IA-32e Mode 


Hardware task switches are not supported in IA-32e mode. However, TSSs continue to exist. The base address of 
a TSS is specified by its descriptor. 


A 64-bit TSS holds the following information that is important to 64-bit operation: 
¢ Stack pointer addresses for each privilege level 

¢ Pointer addresses for the interrupt stack table 

° Offset address of the 10-permission bitmap (from the TSS base) 


The task register is expanded to hold 64-bit base addresses in IA-32e mode. See also: Section 7.7, “Task Manage- 
ment in 64-bit Mode.” 


2.1.4 Interrupt and Exception Handling 


External interrupts, software interrupts and exceptions are handled through the interrupt descriptor table (IDT). 
The IDT stores a collection of gate descriptors that provide access to interrupt and exception handlers. Like the 
GDT, the IDT is not a segment. The linear address for the base of the IDT is contained in the IDT register (IDTR). 


Gate descriptors in the IDT can be interrupt, trap, or task gate descriptors. To access an interrupt or exception 
handler, the processor first receives an interrupt vector from internal hardware, an external interrupt controller, or 
from software by means of an INT n, INTO, INT3, INT1, or BOUND instruction. The interrupt vector provides an 
index into the IDT. If the selected gate descriptor is an interrupt gate or a trap gate, the associated handler proce- 
dure is accessed in a manner similar to calling a procedure through a call gate. If the descriptor is a task gate, the 
handler is accessed through a task switch. 


2.1.4.1 Interrupt and Exception Handling IA-32e Mode 


In IA-32e mode, interrupt gate descriptors are expanded to 16 bytes to support 64-bit base addresses. This is true 
for 64-bit mode and compatibility mode. 


The IDTR register is expanded to hold a 64-bit base address. Task gates are not supported. 


Vol. 3A 2-5 


SYSTEM ARCHITECTURE OVERVIEW 


2.1.5 Memory Management 


System architecture supports either direct physical addressing of memory or virtual memory (through paging). 
When physical addressing is used, a linear address is treated as a physical address. When paging is used: all code, 
data, stack, and system segments (including the GDT and IDT) can be paged with only the most recently accessed 
pages being held in physical memory. 


The location of pages (sometimes called page frames) in physical memory is contained in the paging structures. 
These structures reside in physical memory (see Figure 2-1 for the case of 32-bit paging). 


The base physical address of the paging-structure hierarchy is contained in control register CR3. The entries in the 
paging structures determine the physical address of the base of a page frame, access rights and memory manage- 
ment information. 


To use this paging mechanism, a linear address is broken into parts. The parts provide separate offsets into the 
paging structures and the page frame. A system can have a single hierarchy of paging structures or several. For 
example, each task can have its own hierarchy. 


2.1.5.1 Memory Management in IA-32e Mode 


In IA-32e mode, physical memory pages are managed by a set of system data structures. In both compatibility 
mode and 64-bit mode, four or five levels of system data structures are used (see Chapter 4, “Paging”). These 
include the following: 


° The page map level 5 (PMLS5) — An entry in the PML5 table contains the physical address of the base of a 
PML4 table, access rights, and memory management information. The base physical address of the PML5 table 
is stored in CR3. The PMLS table is used only with 5-level paging. 


¢ A page map level 4 (PML4) — An entry in a PML4 table contains the physical address of the base of a page 
directory pointer table, access rights, and memory management information. With 4-level paging, there is only 
one PML4 table and its base physical address is stored in CR3. 


° <A set of page directory pointer tables — An entry in a page directory pointer table contains the physical 
address of the base of a page directory table, access rights, and memory management information. 

° Sets of page directories — An entry in a page directory table contains the physical address of the base of a 
page table, access rights, and memory management information. 


° Sets of page tables — An entry in a page table contains the physical address of a page frame, access rights, 
and memory management information. 


2.1.6 System Registers 

To assist in initializing the processor and controlling system operations, the system architecture provides system 

flags in the EFLAGS register and several system registers: 

¢ The system flags and IOPL field in the EFLAGS register control task and mode switching, interrupt handling, 
instruction tracing, and access rights. See also: Section 2.3, “System Flags and Fields in the EFLAGS Register.” 


¢ The control registers (CRO, CR2, CR3, and CR4) contain a variety of flags and data fields for controlling system- 
level operations. Other flags in these registers are used to indicate support for specific processor capabilities 
within the operating system or executive. See also: Section 2.5, “Control Registers” and Section 2.6, “Extended 
Control Registers (Including XCRO).” 


¢ The debug registers (not shown in Figure 2-1) allow the setting of breakpoints for use in debugging programs 
and systems software. See also: Chapter 17, “Debug, Branch Profile, TSC, and Intel® Resource Director 
Technology (Intel® RDT) Features.” 


¢ The GDTR, LDTR, and IDTR registers contain the linear addresses and sizes (limits) of their respective tables. 
See also: Section 2.4, ‘Memory-Management Registers.” 


¢ The task register contains the linear address and size of the TSS for the current task. See also: Section 2.4, 
“Memory-Management Registers.” 


° Model-specific registers (not shown in Figure 2-1). 
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The model-specific registers (MSRs) are a group of registers available primarily to operating-system or executive 
procedures (that is, code running at privilege level 0). These registers control items such as the debug extensions, 
the performance-monitoring counters, the machine- check architecture, and the memory type ranges (MTRRs). 


The number and function of these registers varies among different members of the Intel 64 and IA-32 processor 
families. See also: Section 9.4, “Model-Specific Registers (MSRs),” and Chapter 2, “Model-Specific Registers 
(MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4. 


Most systems restrict access to system registers (other than the EFLAGS register) by application programs. 
Systems can be designed, however, where all programs and procedures run at the most privileged level (privilege 
level 0). In such a case, application programs would be allowed to modify the system registers. 


2.1.6.1 System Registers in |A-32e Mode 


In IA-32e mode, the four system-descriptor-table registers (GDTR, IDTR, LDTR, and TR) are expanded in hardware 
to hold 64-bit base addresses. EFLAGS becomes the 64-bit RFLAGS register. CRO-CR4 are expanded to 64 bits. 
CR8 becomes available. CR8 provides read-write access to the task priority register (TPR) so that the operating 
system can control the priority classes of external interrupts. 


In 64-bit mode, debug registers DRO-DR7 are 64 bits. In compatibility mode, address-matching in DRO-DR3 is 
also done at 64-bit granularity. 


On systems that support IA-32e mode, the extended feature enable register (IA32_EFER) is available. This model- 
specific register controls activation of IA-32e mode and other IA-32e mode operations. In addition, there are 
several model-specific registers that govern IA-32e mode instructions: 


° IA32_KERNEL_GS_BASE — Used by SWAPGS instruction. 
° IA32_LSTAR — Used by SYSCALL instruction. 

° IA32_FMASK — Used by SYSCALL instruction. 

¢ IA32_STAR — Used by SYSCALL and SYSRET instruction. 


2.1.7 Other System Resources 


Besides the system registers and data structures described in the previous sections, system architecture provides 
the following additional resources: 


* Operating system instructions (see also: Section 2.8, “System Instruction Summary”). 
¢ Performance-monitoring counters (not shown in Figure 2-1). 
¢ Internal caches and buffers (not shown in Figure 2-1). 


Performance-monitoring counters are event counters that can be programmed to count processor events such as 
the number of instructions decoded, the number of interrupts received, or the number of cache loads. 


The processor provides several internal caches and buffers. The caches are used to store both data and instruc- 
tions. The buffers are used to store things like decoded addresses to system and application segments and write 
operations waiting to be performed. See also: Chapter 11, “Memory Cache Control.” 


2.2 MODES OF OPERATION 


The IA-32 architecture supports three operating modes and one quasi-operating mode: 


° Protected mode — This is the native operating mode of the processor. It provides a rich set of architectural 
features, flexibility, high performance and backward compatibility to existing software base. 


¢ Real-address mode — This operating mode provides the programming environment of the Intel 8086 
processor, with a few extensions (such as the ability to switch to protected or system management mode). 


¢ System management mode (SMM) — SMM is a standard architectural feature in all IA-32 processors, 
beginning with the Intel386 SL processor. This mode provides an operating system or executive with a 
transparent mechanism for implementing power management and OEM differentiation features. SMM is 
entered through activation of an external system interrupt pin (SMI#), which generates a system management 
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interrupt (SMI). In SMM, the processor switches to a separate address space while saving the context of the 
currently running program or task. SMM-specific code may then be executed transparently. Upon returning 
from SMM, the processor is placed back into its state prior to the SMI. 


° Virtual-8086 mode — In protected mode, the processor supports a quasi-operating mode known as virtual- 
8086 mode. This mode allows the processor execute 8086 software in a protected, multitasking environment. 


Intel 64 architecture supports all operating modes of IA-32 architecture and IA-32e modes: 


® IA-32e mode — In IA-32e mode, the processor supports two sub-modes: compatibility mode and 64-bit 
mode. 64-bit mode provides 64-bit linear addressing and support for physical address space larger than 64 
GBytes. Compatibility mode allows most legacy protected-mode applications to run unchanged. 


Figure 2-3 shows how the processor moves between operating modes. 


SMI# 
Real-Address 
Mode 
Reset 
or 
Reset or a RSM 
] RE=! 
SMI# 
Reset > 
RSM System 
Management 
LME=1, CRO.PG=1* — onary Mode 


A 
See** 
=1 


_ 
~Rsm 
VM=0 VM= 
* See Section 9.8.5 
irtual-8086 See Section 9.8.5.4 


Mode 


Figure 2-3. Transitions Among the Processor's Operating Modes 


The processor is placed in real-address mode following power-up or a reset. The PE flag in control register CRO then 
controls whether the processor is operating in real-address or protected mode. See also: Section 9.9, “Mode 
Switching.” and Section 4.1.2, “Paging-Mode Enabling.” 


The VM flag in the EFLAGS register determines whether the processor is operating in protected mode or virtual- 
8086 mode. Transitions between protected mode and virtual-8086 mode are generally carried out as part of a task 
switch or a return from an interrupt or exception handler. See also: Section 19.2.5, “Entering Virtual-8086 Mode.” 


The LMA bit (IA32_EFER.LMA[bit 10]) determines whether the processor is operating in IA-32e mode. When 
running in IA-32e mode, 64-bit or compatibility sub-mode operation is determined by CS.L bit of the code segment. 
The processor enters into IA-32e mode from protected mode by enabling paging and setting the LME bit 
(IA32_EFER.LME[bit 8]). See also: Chapter 9, “Processor Management and Initialization.” 


The processor switches to SMM whenever it receives an SMI while the processor is in real-address, protected, 
virtual-8086, or IA-32e modes. Upon execution of the RSM instruction, the processor always returns to the mode 
it was in when the SMI occurred. 
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Extended Feature Enable Register 


The IA32_EFER MSR provides several fields related to IA-32e mode enabling and operation. It also provides one 
field that relates to page-access right modification (see Section 4.6, “Access Rights”). The layout of the 
IA32_EFER MSR is shown in Figure 2-4. 


63 1211109 8 7 1 0 


IA32_EFER 


Execute Disable Bit Enable 


IA-32e Mode Active 


IA-32e Mode Enable 


SYSCALL Enable 


Reserved 
Figure 2-4. IA32_EFER MSR Layout 
Table 2-1. IA32_EFER MSR Information 

Bit Description 
0 SYSCALL Enable: IA32_EFER.SCE (R/W) 

Enables SYSCALL/SYSRET instructions in 64-bit mode. 
7 Reserved. 
8 IA-32e Mode Enable: IA32_EFER.LME (R/W) 

Enables I|A-32e mode operation. 
9 Reserved. 
10 IA-32e Mode Active: IA32_EFER.LMA (R) 

Indicates |A-32e mode is active when set. 
11 Execute Disable Bit Enable: IA32_EFER.NXE (R/W) 

Enables page access restriction by preventing instruction fetches from PAE pages with the XD bit set (See Section 4.6). 
63:12 Reserved. 

2.3 SYSTEM FLAGS AND FIELDS IN THE EFLAGS REGISTER 


The system flags and IOPL field of the EFLAGS register control I/O, maskable hardware interrupts, debugging, task 
switching, and the virtual-8086 mode (see Figure 2-5). Only privileged code (typically operating system or execu- 
tive code) should be allowed to modify these bits. 


The system flags and IOPL are: 


TF 


Trap (bit 8) — Set to enable single-step mode for debugging; clear to disable single-step mode. In single- 
step mode, the processor generates a debug exception after each instruction. This allows the execution 
state of a program to be inspected after each instruction. If an application program sets the TF flag using a 
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IF 


IOPL 


NT 


RF 


VM 


POPF, POPFD, or IRET instruction, a debug exception is generated after the instruction that follows the 
POPF, POPFD, or IRET. 


31 22 212019 18 17 16 15 14131211109 876543210 
Reserved (set to 0) VVfalviglols| © folo)s|r}s|ztolalole) 4c 
D ciMlE\°|T] p JElElFlFlF le) OlF| le] te 


ID — Identification Flag 

VIP — Virtual Interrupt Pending 
VIF — Virtual Interrupt Flag 
AC — Alignment Check / Access Control —— 
VM — Virtual-8086 Mode 
RF — Resume Flag 
NT — Nested Task Flag 
IOPL— I/O Privilege Level 
IF — Interrupt Enable Flag 
TF — Trap Flag 


Reserved 


Figure 2-5. System Flags in the EFLAGS Register 


Interrupt enable (bit 9) — Controls the response of the processor to maskable hardware interrupt 
requests (see also: Section 6.3.2, “Maskable Hardware Interrupts”). The flag is set to respond to maskable 
hardware interrupts; cleared to inhibit maskable hardware interrupts. The IF flag does not affect the gener- 
ation of exceptions or nonmaskable interrupts (NMI interrupts). The CPL, IOPL, and the state of the VME 
flag in control register CR4 determine whether the IF flag can be modified by the CLI, STI, POPF, POPFD, 
and IRET. 


I/O privilege level field (bits 12 and 13) — Indicates the I/O privilege level (IOPL) of the currently 
running program or task. The CPL of the currently running program or task must be less than or equal to 
the IOPL to access the I/O address space. The POPF and IRET instructions can modify this field only when 
operating at a CPL of 0. 


The IOPL is also one of the mechanisms that controls the modification of the IF flag and the handling of 
interrupts in virtual-8086 mode when virtual mode extensions are in effect (when CR4.VME = 1). See also: 
Chapter 19, “Input/Output,” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1. 


Nested task (bit 14) — Controls the chaining of interrupted and called tasks. The processor sets this flag 
on calls to a task initiated with a CALL instruction, an interrupt, or an exception. It examines and modifies 
this flag on returns from a task initiated with the IRET instruction. The flag can be explicitly set or cleared 
with the POPF/POPFD instructions; however, changing to the state of this flag can generate unexpected 
exceptions in application programs. 


See also: Section 7.4, “Task Linking.” 


Resume (bit 16) — Controls the processor’s response to instruction-breakpoint conditions. When set, this 
flag temporarily disables debug exceptions (#DB) from being generated for instruction breakpoints 
(although other exception conditions can cause an exception to be generated). When clear, instruction 
breakpoints will generate debug exceptions. 


The primary function of the RF flag is to allow the restarting of an instruction following a debug exception 
that was caused by an instruction breakpoint condition. Here, debug software must set this flag in the 
EFLAGS image on the stack just prior to returning to the interrupted program with IRETD (to prevent the 
instruction breakpoint from causing another debug exception). The processor then automatically clears 
this flag after the instruction returned to has been successfully executed, enabling instruction breakpoint 
faults again. 


See also: Section 17.3.1.1, “Instruction-Breakpoint Exception Condition.” 
Virtual-8086 mode (bit 17) — Set to enable virtual-8086 mode; clear to return to protected mode. 
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See also: Section 19.2.1, “Enabling Virtual-8086 Mode.” 


AC Alignment check or access control (bit 18) — If the AM bit is set in the CRO register, alignment 
checking of user-mode data accesses is enabled if and only if this flag is 1. An alignment-check exception 
is generated when reference is made to an unaligned operand, such as a word at an odd byte address ora 
doubleword at an address which is not an integral multiple of four. Alignment-check exceptions are gener- 
ated only in user mode (privilege level 3). Memory references that default to privilege level 0, such as 
segment descriptor loads, do not generate this exception even when caused by instructions executed in 
user-mode. 


The alignment-check exception can be used to check alignment of data. This is useful when exchanging 
data with processors which require all data to be aligned. The alignment-check exception can also be used 
by interpreters to flag some pointers as special by misaligning the pointer. This eliminates overhead of 
checking each pointer and only handles the special pointer when used. 


If the SMAP bit is set in the CR4 register, explicit supervisor-mode data accesses to user-mode pages are 
allowed if and only if this bit is 1. See Section 4.6, “Access Rights.” 


VIF Virtual Interrupt (bit 19) — Contains a virtual image of the IF flag. This flag is used in conjunction with 
the VIP flag. The processor only recognizes the VIF flag when either the VME flag or the PVI flag in control 
register CR4 is set and the IOPL is less than 3. (The VME flag enables the virtual-8086 mode extensions; 
the PVI flag enables the protected-mode virtual interrupts.) 


See also: Section 19.3.3.5, “Method 6: Software Interrupt Handling,” and Section 19.4, “Protected-Mode 
Virtual Interrupts.” 


VIP Virtual interrupt pending (bit 20) — Set by software to indicate that an interrupt is pending; cleared to 
indicate that no interrupt is pending. This flag is used in conjunction with the VIF flag. The processor reads 
this flag but never modifies it. The processor only recognizes the VIP flag when either the VME flag or the 
PVI flag in control register CR4 is set and the IOPL is less than 3. The VME flag enables the virtual-8086 
mode extensions; the PVI flag enables the protected-mode virtual interrupts. 


See Section 19.3.3.5, “Method 6: Software Interrupt Handling,” and Section 19.4, “Protected-Mode Virtual 
Interrupts.” 


ID Identification (bit 21) — The ability of a program or procedure to set or clear this flag indicates support 
for the CPUID instruction. 


2.3.1 System Flags and Fields in I|A-32e Mode 


In 64-bit mode, the RFLAGS register expands to 64 bits with the upper 32 bits reserved. System flags in RFLAGS 
(64-bit mode) or EFLAGS (compatibility mode) are shown in Figure 2-5. 


In IA-32e mode, the processor does not allow the VM bit to be set because virtual-8086 mode is not supported 
(attempts to set the bit are ignored). Also, the processor will not set the NT bit. The processor does, however, allow 
software to set the NT bit (note that an IRET causes a general protection fault in IA-32e mode if the NT bit is set). 


In IA-32e mode, the SYSCALL/SYSRET instructions have a programmable method of specifying which bits are 
cleared in RFLAGS/EFLAGS. These instructions save/restore EFLAGS/RFLAGS. 


2.4 MEMORY-MANAGEMENT REGISTERS 


The processor provides four memory-management registers (GDTR, LDTR, IDTR, and TR) that specify the locations 
of the data structures which control segmented memory management (see Figure 2-6). Special instructions are 
provided for loading and storing these registers. 
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System Table Registers 


47(79) 1615 0 
GDTR 32(64)-bit Linear Base Address 16-Bit Table Limit 
IDTR 32(64)-bit Linear Base Address 16-Bit Table Limit 
System Segment Segment Descriptor Registers (Automatically Loaded) 
Registers 
15 0 Attributes 
eae Seg. Sel. 32(64)-bit Linear Base Address Segment Limit 
LDTR Seg. Sel. 32(64)-bit Linear Base Address Segment Limit 


Figure 2-6. Memory Management Registers 


2.4.1 Global Descriptor Table Register (GDTR) 


The GDTR register holds the base address (32 bits in protected mode; 64 bits in IA-32e mode) and the 16-bit table 
limit for the GDT. The base address specifies the linear address of byte 0 of the GDT; the table limit specifies the 
number of bytes in the table. 


The LGDT and SGDT instructions load and store the GDTR register, respectively. On power up or reset of the 
processor, the base address is set to the default value of 0 and the limit is set to OFFFFH. A new base address must 
be loaded into the GDTR as part of the processor initialization process for protected-mode operation. 


See also: Section 3.5.1, “Segment Descriptor Tables.” 


2.4.2 Local Descriptor Table Register (LDTR) 


The LDTR register holds the 16-bit segment selector, base address (32 bits in protected mode; 64 bits in IA-32e 
mode), segment limit, and descriptor attributes for the LDT. The base address specifies the linear address of byte 
0 of the LDT segment; the segment limit specifies the number of bytes in the segment. See also: Section 3.5.1, 
“Segment Descriptor Tables.” 


The LLDT and SLDT instructions load and store the segment selector part of the LDTR register, respectively. The 
segment that contains the LDT must have a segment descriptor in the GDT. When the LLDT instruction loads a 
segment selector in the LDTR: the base address, limit, and descriptor attributes from the LDT descriptor are auto- 
matically loaded in the LDTR. 


When a task switch occurs, the LDTR is automatically loaded with the segment selector and descriptor for the LDT 
for the new task. The contents of the LDTR are not automatically saved prior to writing the new LDT information 
into the register. 


On power up or reset of the processor, the segment selector and base address are set to the default value of 0 and 
the limit is set to OFFFFH. 


2.4.3 IDTR Interrupt Descriptor Table Register 


The IDTR register holds the base address (32 bits in protected mode; 64 bits in IA-32e mode) and 16-bit table limit 
for the IDT. The base address specifies the linear address of byte O of the IDT; the table limit specifies the number 
of bytes in the table. The LIDT and SIDT instructions load and store the IDTR register, respectively. On power up or 
reset of the processor, the base address is set to the default value of 0 and the limit is set to OFFFFH. The base 
address and limit in the register can then be changed as part of the processor initialization process. 


See also: Section 6.10, “Interrupt Descriptor Table (IDT).” 
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2.4.4 Task Register (TR) 


The task register holds the 16-bit segment selector, base address (32 bits in protected mode; 64 bits in IA-32e 
mode), segment limit, and descriptor attributes for the TSS of the current task. The selector references the TSS 
descriptor in the GDT. The base address specifies the linear address of byte 0 of the TSS; the segment limit speci- 
fies the number of bytes in the TSS. See also: Section 7.2.4, “Task Register.” 


The LTR and STR instructions load and store the segment selector part of the task register, respectively. When the 
LTR instruction loads a segment selector in the task register, the base address, limit, and descriptor attributes from 
the TSS descriptor are automatically loaded into the task register. On power up or reset of the processor, the base 
address is set to the default value of 0 and the limit is set to OFFFFH. 


When a task switch occurs, the task register is automatically loaded with the segment selector and descriptor for 
the TSS for the new task. The contents of the task register are not automatically saved prior to writing the new TSS 
information into the register. 


2.5 CONTROL REGISTERS 


Control registers (CRO, CR1i, CR2, CR3, and CR4; see Figure 2-7) determine operating mode of the processor and 
the characteristics of the currently executing task. These registers are 32 bits in all 32-bit modes and compatibility 
mode. 


In 64-bit mode, control registers are expanded to 64 bits. The MOV CRn instructions are used to manipulate the 

register bits. Operand-size prefixes for these instructions are ignored. The following is also true: 

¢ The control registers can be read and loaded (or modified) using the move-to-or-from-control-registers forms 
of the MOV instruction. In protected mode, the MOV instructions allow the control registers to be read or loaded 
(at privilege level 0 only). This restriction means that application programs or operating-system procedures 
(running at privilege levels 1, 2, or 3) are prevented from reading or loading the control registers. 

¢ Some of the bits in CRO and CR4 are reserved and must be written with zeros. Attempting to set any reserved 
bits in CRO[31:0] is ignored. Attempting to set any reserved bits in CRO[63:32] results in a general-protection 
exception, #GP(0). Attempting to set any reserved bits in CR4 results in a general-protection exception, 
#GP(0). 

¢ All 64 bits of CR2 are writable by software. 

° Reserved bits in CR3[63:MAXPHYADDR] must be zero. Attempting to set any of them results in #GP(0). 

° The MOV CR2 instruction does not check that address written to CR2 is canonical. 


¢ A 64-bit capable processor will retain the upper 32 bits of each control register when transitioning out of IA-32e 
mode. 


* Ona 64-bit capable processor, an execution of MOV to CR outside of 64-bit mode zeros the upper 32 bits of the 
control register. 


° Register CR8 is available in 64-bit mode only. 


The control registers are summarized below, and each architecturally defined control field in these control registers 

is described individually. In Figure 2-7, the width of the register in 64-bit mode is indicated in parenthesis (except 

for CRO). 

¢ CRO — Contains system control flags that control operating mode and states of the processor. 

¢ CR1i — Reserved. 

¢ CR2 — Contains the page-fault linear address (the linear address that caused a page fault). 

¢ CR3 — Contains the physical address of the base of the paging-structure hierarchy and two flags (PCD and 
PWT). Only the most-significant bits (less the lower 12 bits) of the base address are specified; the lower 12 bits 
of the address are assumed to be 0. The first paging structure must thus be aligned to a page (4-KByte) 


boundary. The PCD and PWT flags control caching of that paging structure in the processor’s internal data 
caches (they do not control TLB caching of page-directory information). 


When using the physical address extension, the CR3 register contains the base address of the page-directory- 
pointer table. With 4-level paging and 5-level paging, the CR3 register contains the base address of the PML4 
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table and PMLS table, respectively. If PCIDs are enabled, CR3 has a format different from that illustrated in 
Figure 2-7. See Section 4.5, “4-Level Paging and 5-Level Paging.” 


See also: Chapter 4, “Paging.” 


¢ CR4 — Contains a group of flags that enable several architectural extensions, and indicate operating system or 
executive support for specific processor capabilities. Bits CR4[63:32] can only be used for IA-32e mode only 
features that are enabled after entering 64-bit mode. Bits CR4[63:32] do not have any effect outside of IA-32e 
mode. 


* CR8 — Provides read and write access to the Task Priority Register (TPR). It specifies the priority threshold 
value that operating systems use to control the priority class of external interrupts allowed to interrupt the 
processor. This register is available only in 64-bit mode. However, interrupt filtering continues to apply in 
compatibility mode. 


31 (63) 24 23 22 21 20 19 18 17 16 15 14 #13 #12 «#11 «10 9 8 x 6 5 4 3 2 4 0 
p|cj/p/s/s/, mil a ry pl)e|m/p/p],|tlely 
Reserved K|E]K C/|G/C}]A/S s|V|]M]| CR4 
Te: | ae) oss) ales ! ElefelelelFloji je 
P| P E/E P 
osxsave—_! ‘— FSGSBASE moet 
PCIDE ‘— OSXMMEXCPT 
31 (63) 12 11 5 4 3 2 0 
P| P 
Page-Directory Base c|w CR3 
D/| T 
31 (63) 0 
Page-Fault Linear Address CR2 
31 (63) 0 
CRI 
31 30 29 28 19 18 17 16 15 6 5 4 3 2 1 0 
P| C|N A Ww N/E] T/E;]Mi]P 
c|p|w M P E/T|s|m|PJ]e | CRO 
Reserved 


Figure 2-7. Control Registers 


The flags in control registers are: 
CRO.PG 


Paging (bit 31 of CRO) — Enables paging when set; disables paging when clear. When paging is 
disabled, all linear addresses are treated as physical addresses. The PG flag has no effect if the PE flag (bit 
0 of register CRO) is not also set; setting the PG flag when the PE flag is clear causes a general-protection 
exception (#GP). See also: Chapter 4, “Paging.” 


On Intel 64 processors, enabling and disabling IA-32e mode operation also requires modifying CRO.PG. 
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CRO.CD 


Cache Disable (bit 30 of CRO) — When the CD and NW flags are clear, caching of memory locations for 
the whole of physical memory in the processor’s internal (and external) caches is enabled. When the CD 
flag is set, caching is restricted as described in Table 11-5. To prevent the processor from accessing and 
updating its caches, the CD flag must be set and the caches must be invalidated so that no cache hits can 
occur. 


See also: Section 11.5.3, “Preventing Caching,” and Section 11.5, “Cache Control.” 


CRO.NW 
Not Write-through (bit 29 of CRO) — When the NW and CD flags are clear, write-back (for Pentium 4, 
Intel Xeon, P6 family, and Pentium processors) or write-through (for Intel486 processors) is enabled for 
writes that hit the cache and invalidation cycles are enabled. See Table 11-5 for detailed information about 
the effect of the NW flag on caching for other settings of the CD and NW flags. 


CRO.AM 
Alignment Mask (bit 18 of CRO) — Enables automatic alignment checking when set; disables alignment 
checking when clear. Alignment checking is performed only when the AM flag is set, the AC flag in the 
EFLAGS register is set, CPL is 3, and the processor is operating in either protected or virtual-8086 mode. 


CRO.WP 
Write Protect (bit 16 of CRO) — When set, inhibits supervisor-level procedures from writing into read- 
only pages; when clear, allows supervisor-level procedures to write into read-only pages (regardless of the 
U/S bit setting; see Section 4.1.3 and Section 4.6). This flag facilitates implementation of the copy-on- 
write method of creating a new process (forking) used by operating systems such as UNIX. This flag must 
be set before software can set CR4.CET, and it cannot be cleared as long as CR4.CET = 1 (see below). 


CRO.NE 
Numeric Error (bit 5 of CRO) — Enables the native (internal) mechanism for reporting x87 FPU errors 
when set; enables the PC-style x87 FPU error reporting mechanism when clear. When the NE flag is clear 
and the IGNNE# input is asserted, x87 FPU errors are ignored. When the NE flag is clear and the IGNNE# 
input is deasserted, an unmasked x87 FPU error causes the processor to assert the FERR# pin to generate 
an external interrupt and to stop instruction execution immediately before executing the next waiting 
floating-point instruction or WAIT/FWAIT instruction. 


The FERR# pin is intended to drive an input to an external interrupt controller (the FERR# pin emulates the 
ERROR# pin of the Intel 287 and Intel 387 DX math coprocessors). The NE flag, IGNNE# pin, and FERR# 
pin are used with external logic to implement PC-style error reporting. Using FERR# and IGNNE# to handle 
floating-point exceptions is deprecated by modern operating systems; this non-native approach also limits 
newer processors to operate with one logical processor active. 


See also: Section 8.7, “Handling x87 FPU Exceptions in Software” in Chapter 8, “Programming with the x87 
FPU,” and Appendix A, “EFLAGS Cross-Reference,” in the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1. 


CRO.ET 
Extension Type (bit 4 of CRO) — Reserved in the Pentium 4, Intel Xeon, P6 family, and Pentium proces- 
sors. In the Pentium 4, Intel Xeon, and P6 family processors, this flag is hardcoded to 1. In the Intel386 
and Intel486 processors, this flag indicates support of Intel 387 DX math coprocessor instructions when 
set. 


CRO.TS 
Task Switched (bit 3 of CRO) — Allows the saving of the x87 FPU/MMX/SSE/SSE2/SSE3/SSSE3/SSE4 
context on a task switch to be delayed until an x87 FPU/MMX/SSE/SSE2/SSE3/SSSE3/SSE4 instruction is 
actually executed by the new task. The processor sets this flag on every task switch and tests it when 
executing x87 FPU/MMX/SSE/SSE2/SSE3/SSSE3/SSE4 instructions. 


¢ Ifthe TS flag is set and the EM flag (bit 2 of CRO) is clear, a device-not-available exception (#NM) is 
raised prior to the execution of any x87 FPU/MMX/SSE/SSE2/SSE3/SSSE3/SSE4 instruction; with the 
exception of PAUSE, PREFETCHhA, SFENCE, LFENCE, MFENCE, MOVNTI, CLFLUSH, CRC32, and POPCNT. 
See the paragraph below for the special case of the WAIT/FWAIT instructions. 


¢ Ifthe TS flag is set and the MP flag (bit 1 of CRO) and EM flag are clear, an #NM exception is not raised 
prior to the execution of an x87 FPU WAIT/FWAIT instruction. 
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¢ If the EM flag is set, the setting of the TS flag has no effect on the execution of x87 
FPU/MMX/SSE/SSE2/SSE3/SSSE3/SSE4 instructions. 


Table 2-2 shows the actions taken when the processor encounters an x87 FPU instruction based on the 
settings of the TS, EM, and MP flags. Table 12-1 and 13-1 show the actions taken when the processor 
encounters an MMX/SSE/SSE2/SSE3/SSSE3/SSE4 instruction. 


The processor does not automatically save the context of the x87 FPU, XMM, and MXCSR registers on a 
task switch. Instead, it sets the TS flag, which causes the processor to raise an #NM exception whenever it 
encounters an x87 FPU/MMX/SSE/SSE2/SSE3/SSSE3/SSE4 instruction in the instruction stream for the 
new task (with the exception of the instructions listed above). 


The fault handler for the #NM exception can then be used to clear the TS flag (with the CLTS instruction) 
and save the context of the x87 FPU, XMM, and MXCSR registers. If the task never encounters an x87 
FPU/MMX/SSE/SSE2/SSE3/SSSE3/SSE4 instruction, the x87 FPU/MMX/SSE/SSE2/SSE3/SSSE3/SSE4 
context is never saved. 


Table 2-2. Action Taken By x87 FPU Instructions for Different Combinations of EM, MP, and TS 


CRO Flags x87 FPU Instruction Type 

EM MP TS Floating-Point WAIT/FWAIT 
0 0 0 Execute Execute. 

0) 0 1 #NM Exception Execute. 

0 1 0 Execute Execute. 

0 1 1 #NM Exception #NM exception. 
1 0 0 #NM Exception Execute. 

1 0 1 #NM Exception Execute. 

1 1 0 #NM Exception Execute. 

1 1 1 #NM Exception #NM exception. 

CRO.EM 


Emulation (bit 2 of CRO) — Indicates that the processor does not have an internal or external x87 FPU when set; 
indicates an x87 FPU is present when clear. This flag also affects the execution of 
MMX/SSE/SSE2/SSE3/SSSE3/SSE4 instructions. 


When the EM flag is set, execution of an x87 FPU instruction generates a device-not-available exception 
(#NM). This flag must be set when the processor does not have an internal x87 FPU or is not connected to 
an external math coprocessor. Setting this flag forces all floating-point instructions to be handled by soft- 
ware emulation. Table 9-3 shows the recommended setting of this flag, depending on the IA-32 processor 
and x87 FPU or math coprocessor present in the system. Table 2-2 shows the interaction of the EM, MP, and 
TS flags. 


Also, when the EM flag is set, execution of an MMX instruction causes an invalid-opcode exception (#UD) 
to be generated (see Table 12-1). Thus, if an IA-32 or Intel 64 processor incorporates MMX technology, the 
EM flag must be set to 0 to enable execution of MMX instructions. 


Similarly for SSE/SSE2/SSE3/SSSE3/SSE4 extensions, when the EM flag is set, execution of most 
SSE/SSE2/SSE3/SSSE3/SSE4 instructions causes an invalid opcode exception (#UD) to be generated (see 
Table 13-1). If an IA-32 or Intel 64 processor incorporates the SSE/SSE2/SSE3/SSSE3/SSE4 extensions, 
the EM flag must be set to 0 to enable execution of these extensions. SSE/SSE2/SSE3/SSSE3/SSE4 
instructions not affected by the EM flag include: PAUSE, PREFETCHh, SFENCE, LFENCE, MFENCE, MOVNTI, 
CLFLUSH, CRC32, and POPCNT. 


CRO.MP 


Monitor Coprocessor (bit 1 of CRO) — Controls the interaction of the WAIT (or FWAIT) instruction with 
the TS flag (bit 3 of CRO). If the MP flag is set, a WAIT instruction generates a device-not-available exception 
(#NM) if the TS flag is also set. If the MP flag is clear, the WAIT instruction ignores the setting of the TS flag. 
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Table 9-3 shows the recommended setting of this flag, depending on the IA-32 processor and x87 FPU or 
math coprocessor present in the system. Table 2-2 shows the interaction of the MP, EM, and TS flags. 


CRO.PE 
Protection Enable (bit 0 of CRO) — Enables protected mode when set; enables real-address mode when 
clear. This flag does not enable paging directly. It only enables segment-level protection. To enable paging, 
both the PE and PG flags must be set. 


See also: Section 9.9, “Mode Switching.” 


CR3.PCD 
Page-level Cache Disable (bit 4 of CR3) — Controls the memory type used to access the first paging 
structure of the current paging-structure hierarchy. See Section 4.9, “Paging and Memory Typing”. This bit 
is not used if paging is disabled, with PAE paging, or with 4-level paging? or 5-level paging if CR4.PCIDE=1. 


CR3.PWT 
Page-level Write-Through (bit 3 of CR3) — Controls the memory type used to access the first paging 
structure of the current paging-structure hierarchy. See Section 4.9, “Paging and Memory Typing”. This bit 
is not used if paging is disabled, with PAE paging, or with 4-level paging or 5-level paging if CR4.PCIDE=1. 


CR4.VME 
Virtual-8086 Mode Extensions (bit 0 of CR4) — Enables interrupt- and exception-handling extensions 
in virtual-8086 mode when set; disables the extensions when clear. Use of the virtual mode extensions can 
improve the performance of virtual-8086 applications by eliminating the overhead of calling the virtual- 
8086 monitor to handle interrupts and exceptions that occur while executing an 8086 program and, 
instead, redirecting the interrupts and exceptions back to the 8086 program’s handlers. It also provides 
hardware support for a virtual interrupt flag (VIF) to improve reliability of running 8086 programs in multi- 
tasking and multiple-processor environments. 


See also: Section 19.3, “Interrupt and Exception Handling in Virtual-8086 Mode.” 


CR4.PVI 
Protected-Mode Virtual Interrupts (bit 1 of CR4) — Enables hardware support for a virtual interrupt 
flag (VIF) in protected mode when set; disables the VIF flag in protected mode when clear. 


See also: Section 19.4, “Protected-Mode Virtual Interrupts.” 


CR4.TSD 
Time Stamp Disable (bit 2 of CR4) — Restricts the execution of the RDTSC instruction to procedures 
running at privilege level O when set; allows RDTSC instruction to be executed at any privilege level when 
clear. This bit also applies to the RDTSCP instruction if supported (if CPUID.80000001H:EDX[27] = 1). 


CR4.DE 
Debugging Extensions (bit 3 of CR4) — References to debug registers DR4 and DR5 cause an unde- 
fined opcode (#UD) exception to be generated when set; when clear, processor aliases references to regis- 
ters DR4 and DRS for compatibility with software written to run on earlier IA-32 processors. 


See also: Section 17.2.2, “Debug Registers DR4 and DR5.” 


CR4.PSE 
Page Size Extensions (bit 4 of CR4) — Enables 4-MByte pages with 32-bit paging when set; restricts 
32-bit paging to pages of 4 KBytes when clear. 


See also: Section 4.3, “32-Bit Paging.” 


CR4.PAE 
Physical Address Extension (bit 5 of CR4) — When set, enables paging to produce physical addresses 
with more than 32 bits. When clear, restricts physical addresses to 32 bits. PAE must be set before entering 
IA-32e mode. 


See also: Chapter 4, “Paging.” 


CR4.MCE 
Machine-Check Enable (bit 6 of CR4) — Enables the machine-check exception when set; disables the 
machine-check exception when clear. 


2. Earlier versions of this manual used the term “IA-32e paging” to identify 4-level paging. 
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See also: Chapter 15, “Machine-Check Architecture.” 


CR4.PGE 
Page Global Enable (bit 7 of CR4) — (Introduced in the P6 family processors.) Enables the global page 
feature when set; disables the global page feature when clear. The global page feature allows frequently 
used or shared pages to be marked as global to all users (done with the global flag, bit 8, in a page-direc- 
tory-pointer-table entry, a page-directory entry, or a page-table entry). Global pages are not flushed from 
the translation-lookaside buffer (TLB) on a task switch or a write to register CR3. 


When enabling the global page feature, paging must be enabled (by setting the PG flag in control register 
CRO) before the PGE flag is set. Reversing this sequence may affect program correctness, and processor 
performance will be impacted. 


See also: Section 4.10, “Caching Translation Information.” 


CR4.PCE 
Performance-Monitoring Counter Enable (bit 8 of CR4) — Enables execution of the RDPMC instruc- 
tion for programs or procedures running at any protection level when set; RDPMC instruction can be 
executed only at protection level 0 when clear. 


CR4.0SFXSR 
Operating System Support for FXSAVE and FXRSTOR instructions (bit 9 of CR4) — When set, this 
flag: (1) indicates to software that the operating system supports the use of the FXSAVE and FXRSTOR 
instructions, (2) enables the FXSAVE and FXRSTOR instructions to save and restore the contents of the 
XMM and MXCSR registers along with the contents of the x87 FPU and MMX registers, and (3) enables the 
processor to execute SSE/SSE2/SSE3/SSSE3/SSE4 instructions, with the exception of the PAUSE, 
PREFETCHh, SFENCE, LFENCE, MFENCE, MOVNTI, CLFLUSH, CRC32, and POPCNT. 


If this flag is clear, the FKSAVE and FXRSTOR instructions will save and restore the contents of the x87 FPU 
and MMX registers, but they may not save and restore the contents of the XMM and MXCSR registers. Also, 
the processor will generate an invalid opcode exception (#UD) if it attempts to execute any 
SSE/SSE2/SSE3 instruction, with the exception of PAUSE, PREFETCHh, SFENCE, LFENCE, MFENCE, 
MOVNTI, CLFLUSH, CRC32, and POPCNT. The operating system or executive must explicitly set this flag. 


NOTE 


CPUID feature flag FXSR indicates availability of the FKSAVE/FXRSTOR instructions. The OSFXSR 
bit provides operating system software with a means of enabling FKSAVE/FXRSTOR to save/restore 
the contents of the X87 FPU, XMM and MXCSR registers. Consequently OSFXSR bit indicates that 
the operating system provides context switch support for SSE/SSE2/SSE3/SSSE3/SSE4. 


CR4.0SXMMEXCPT 
Operating System Support for Unmasked SIMD Floating-Point Exceptions (bit 10 of CR4) — 
When set, indicates that the operating system supports the handling of unmasked SIMD floating-point 
exceptions through an exception handler that is invoked when a SIMD floating-point exception (#XM) is 
generated. SIMD floating-point exceptions are only generated by SSE/SSE2/SSE3/SSE4.1 SIMD floating- 
point instructions. 


The operating system or executive must explicitly set this flag. If this flag is not set, the processor will 
generate an invalid opcode exception (#UD) whenever it detects an unmasked SIMD floating-point excep- 
tion. 

CR4.UMIP 
User-Mode Instruction Prevention (bit 11 of CR4) — When set, the following instructions cannot be 
executed if CPL > 0: SGDT, SIDT, SLDT, SMSW, and STR. An attempt at such execution causes a general- 
protection exception (#GP). 

CR4.LA57 
57-bit linear addresses (bit 12 of CR4) — When set in IA-32e mode, the processor uses 5-level paging 
to translate 57-bit linear addresses. When clear in IA-32e mode, the processor uses 4-level paging to 
translate 48-bit linear addresses. This bit cannot be modified in IA-32e mode. 


See also: Chapter 4, “Paging.” 


2-18 Vol. 3A 


SYSTEM ARCHITECTURE OVERVIEW 


CR4.VMXE 


VMX-Enable Bit (bit 13 of CR4) — Enables VMX operation when set. See Chapter 22, “Introduction to 
Virtual Machine Extensions.” 


CR4.SMXE 
SMX-Enable Bit (bit 14 of CR4) — Enables SMX operation when set. See Chapter 6, “Safer Mode Exten- 
sions Reference” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2D. 


CR4.FSGSBASE 


FSGSBASE-Enable Bit (bit 16 of CR4) — Enables the instructions RDFSBASE, RDGSBASE, WRFSBASE, 
and WRGSBASE. 


CR4.PCIDE 
PCID-Enable Bit (bit 17 of CR4) — Enables process-context identifiers (PCIDs) when set. See Section 
4.10.1, “Process-Context Identifiers (PCIDs)”. Applies only in IA-32e mode (if IA32_EFER.LMA = 1). 


CR4.0SXSAVE 
XSAVE and Processor Extended States-Enable Bit (bit 18 of CR4) — When set, this flag: (1) indi- 
cates (via CPUID.01H:ECX.OSXSAVE[bit 27]) that the operating system supports the use of the XGETBV, 
XSAVE and XRSTOR instructions by general software; (2) enables the XSAVE and XRSTOR instructions to 
save and restore the x87 FPU state (including MMX registers), the SSE state (XMM registers and MXCSR), 
along with other processor extended states enabled in XCRO; (3) enables the processor to execute XGETBV 
and XSETBV instructions in order to read and write XCRO. See Section 2.6 and Chapter 13, “System 
Programming for Instruction Set Extensions and Processor Extended States”. 


CR4.KL 
Key-Locker-Enable Bit (bit 19 of CR4) — When set, the LOADIWKEY instruction is enabled; in addition, 
if support for the AES Key Locker instructions has been activated by system firmware, 
CPUID.19H:EBX.AESKLE[bit 0] is enumerated as 1 and the AES Key Locker instructions are enabled.? 
When clear, CPUID.19H:EBX.AESKLE[bit 0] is enumerated as 0 and execution of any Key Locker instruction 
causes an invalid-opcode exception (#UD). 


CR4.SMEP 
SMEP-Enable Bit (bit 20 of CR4) — Enables supervisor-mode execution prevention (SMEP) when set. 
See Section 4.6, “Access Rights”. 


CR4.SMAP 


SMAP-Enable Bit (bit 21 of CR4) — Enables supervisor-mode access prevention (SMAP) when set. See 
Section 4.6, “Access Rights.” 


CR4.PKE 
Enable protection keys for user-mode pages (bit 22 of CR4) — 4-level paging and 5-level paging 
associate each user-mode linear address with a protection key. When set, this flag indicates (via 
CPUID.(EAX=07H,ECX=0H):ECX.OSPKE [bit 4]) that the operating system supports use of the PKRU 
register to specify, for each protection key, whether user-mode linear addresses with that protection key 
can be read or written. This bit also enables access to the PKRU register using the RDPKRU and WRPKRU 
instructions. 


CR4.CET 
Control-flow Enforcement Technology (bit 23 of CR4) — Enables control-flow enforcement tech- 
nology when set. See Chapter 18, “Control-flow Enforcement Technology (CET)” of the IA-32 Intel® Archi- 
tecture Software Developer’s Manual, Volume 1. This flag can be set only if CRO.WP is set, and it must be 
clear before CRO.WP can be cleared (see below). 


CR4.PKS 
Enable protection keys for supervisor-mode pages (bit 24 of CR4) — 4-level paging and 5-level 
paging associate each supervisor-mode linear address with a protection key. When set, this flag allows use 
of the IA32_PKRS MSR to specify, for each protection key, whether supervisor-mode linear addresses with 
that protection key can be read or written. 


3. Software can check CPUID.1 9H:EBX.AESKLE[bit 0] after setting CR4.KL to determine whether the AES Key Locker instructions have 
been enabled. Note that some processors may allow enabling of those instructions without activation by system firmware. Some 
processors may not support use of the AES Key Locker instructions in system-management mode (SMM). Those processors enumer- 
ate CPUID.1 9H:EBX.AESKLE[bit 0] as O in SMM regardless of the setting of CR4.KL. 
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CR8.TPL 
Task Priority Level (bit 3:0 of CR8) — This sets the threshold value corresponding to the highest- 
priority interrupt to be blocked. A value of 0 means all interrupts are enabled. This field is available in 64- 
bit mode. A value of 15 means all interrupts will be disabled. 


2.5.1 CPUID Qualification of Control Register Flags 


Not all flags in control register CR4 are implemented on all processors. With the exception of the PCE flag, they can 
be qualified with the CPUID instruction to determine if they are implemented on the processor before they are 
used. 


The CR8 register is available on processors that support Intel 64 architecture. 


2.6 EXTENDED CONTROL REGISTERS (INCLUDING XCRO) 


If CPUID.O1H:ECX.XSAVE[bit 26] is 1, the processor supports one or more extended control registers (XCRs). 
Currently, the only such register defined is XCRO. This register specifies the set of processor state components for 
which the operating system provides context management, e.g. x87 FPU state, SSE state, AVX state. The OS 
programs XCRO to reflect the features for which it provides context management. 


63 9 76543 210 


Reserved (must be 0) 1 


Reserved for XCRO bit vector expansion 
Reserved / Future processor extended states 
PKRU state 
Hi16_ZMM state 
ZMM_Hi256 state 
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BNDCSR state 
BNDREG state 
AVX state 
SSE state 
x87 FPU/MMxX state (must be 1) 


Figure 2-8. XCRO 


Software can access XCRO only if CR4.0SXSAVE[bit 18] = 1. (This bit is also readable as 
CPUID.01H:ECX.OSXSAVE[bit 27].) Software can use CPUID leaf function ODH to enumerate the bits in XCRO that 
the processor supports (see CPUID instruction in Intel® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2A). Each supported state component is represented by a bit in XCRO. System software enables state 
components by loading an appropriate bit mask value into XCRO using the XSETBV instruction. 


As each bit in XCRO (except bit 63) corresponds to a processor state component, XCRO thus provides support for 
up to 63 sets of processor state components. Bit 63 of XCRO is reserved for future expansion and will not represent 
a processor state component. 


Currently, XCRO defines support for the following state components: 
*  XCRO.X87 (bit 0): This bit O must be 1. An attempt to write 0 to this bit causes a #GP exception. 


¢ XCRO.SSE (bit 1): If 1, the XSAVE feature set can be used to manage MXCSR and the XMM registers (XMMO- 
XMM15 in 64-bit mode; otherwise XMMO-XMM7). 


¢ XCRO.AVX (bit 2): If 1, AVX instructions can be executed and the XSAVE feature set can be used to manage the 
upper halves of the YMM registers (YMMO-YMM15 in 64-bit mode; otherwise YMMO-YMM7). 
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¢ XCRO.BNDREG (bit 3): If 1, MPX instructions can be executed and the XSAVE feature set can be used to 
manage the bounds registers BNDO-BND3. 


¢ XCRO.BNDCSR (bit 4): If 1, MPX instructions can be executed and the XSAVE feature set can be used to 
manage the BNDCFGU and BNDSTATUS registers. 


¢ XCRO.opmask (bit 5): If 1, AVX-512 instructions can be executed and the XSAVE feature set can be used to 
manage the opmask registers kO-k7. 


¢ XCRO.ZMM_Hi256 (bit 6): If 1, AVX-512 instructions can be executed and the XSAVE feature set can be used 
to manage the upper halves of the lower ZMM registers (ZMMO-ZMM15 in 64-bit mode; otherwise ZMMO- 
ZMM7). 


¢ = XCRO.Hi16_ZMM (bit 7): If 1, AVX-512 instructions can be executed and the XSAVE feature set can be used to 
manage the upper ZMM registers (ZMM16-ZMM31, only in 64-bit mode). 


¢ XCRO.PKRU (bit 9): If 1, the XSAVE feature set can be used to manage the PKRU register (see Section 2.7). 


An attempt to use XSETBV to write to XCRO results in general-protection exceptions (#GP) if it would do any of the 
following: 


° Set a bit reserved in XCRO for a given processor (as determined by the contents of EAX and EDX after executing 
CPUID with EAX=0DH, ECX= OH). 


° Clear XCRO.x87. 

¢ Clear XCRO.SSE and set XCRO.AVX. 

¢ Clear XCRO.AVX and set any of XCRO.opmask, XCRO.ZMM_Hi256, and XCRO.Hi16_ZMM. 

° Set either XCRO.BNDREG and XCRO.BNDCSR while not setting the other. 

° Set any of XCRO.opmask, XCRO.ZMM_Hi256, and XCRO.Hi16_ZMM while not setting all of them. 
After reset, all bits (except bit 0) in XCRO are cleared to zero; XCRO[O] is set to 1. 


27 PROTECTION-KEY RIGHTS REGISTERS (PKRU AND IA32_PKRS) 


Processors may support either or both of two protection-key rights registers: PKRU for user-mode pages and the 
IA32_PKRS MSR (MSR index 6E1H) for supervisor-mode pages. 4-level paging and 5-level paging associate a 4-bit 
protection key with each page. The protection-key rights registers determine accessibility based on a page’s 
protection key. 


If CPUID.(EAX=07H,ECX=0H):ECX.PKU [bit 3] = 1, the processor supports the protection-key feature for user- 
mode pages. When CR4.PKE = 1, software can use the protection-key rights register for user pages (PKRU) 
to specify the access rights for user-mode pages for each protection key. 

If CPUID.(EAX=07H,ECX=0H):ECX.PKS [bit 31] = 1, the processor supports the protection-key feature for super- 


visor-mode pages. When CR4.PKS = 1, software can use the protection-key rights register for supervisor 
pages (the IA32_PKRS MSR) to specify the access rights for supervisor-mode pages for each protection key. 
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Figure 2-9. Format of Protection-Key Rights Registers 
The format of each protection-key rights register is given in Figure 2-9. Each contains 16 pairs of disable controls 
to prevent data accesses to linear addresses (user-mode or supervisor-mode, depending on the register) based on 
their protection keys. Each protection key / (0 </ < 15) is associated with two bits in each protection-key rights 
register: 
° Bit 2/, shown as “ADi” (access disable): if set, the processor prevents any data accesses to linear addresses 
(user-mode or supervisor-mode, depending on the register) with protection key /. 
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° Bit 2i+1, shown as “WDi” (write disable): if set, the processor prevents write accesses to linear addresses 
(user-mode or supervisor-mode, depending on the register) with protection key i. 


(Bits 63:32 of the IA32_PKRS MSR are reserved and must be zero.) 


See Section 4.6.2, “Protection Keys,” for details of how the processor uses the protection-key rights registers to 
control accesses to linear addresses. 


Software can read and write PKRU using the RDPKRU and WRPKRU instructions. The IA32_PKRS MSR can be read 
and written with the RDMSR and WRMSR instructions. Writes to the IA32_PKRS MSR using WRMSR are not serial- 
izing. 


2.8 SYSTEM INSTRUCTION SUMMARY 


System instructions handle system-level functions such as loading system registers, managing the cache, 
managing interrupts, or setting up the debug registers. Many of these instructions can be executed only by oper- 
ating-system or executive procedures (that is, procedures running at privilege level 0). Others can be executed at 
any privilege level and are thus available to application programs. 


Table 2-3 lists the system instructions and indicates whether they are available and useful for application programs. 
These instructions are described in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 
2A, 2B, 2C & 2D. 


Table 2-3. Summary of System Instructions 


Useful to Protected from 

Instruction Description Application? Application? 

LLDT Load LDT Register No Yes 
SLDT Store LDT Register No If CR4.UMIP = 1 
LGDT Load GDT Register No Yes 
SGDT Store GDT Register No If CR4.UMIP = 1 
LTR Load Task Register No Yes 

STR Store Task Register No If CR4.UMIP = 1 
LIDT Load IDT Register No Yes 

SIDT Store IDT Register No If CR4.UMIP = 1 
MOV CRn Load and store control registers No Yes 
SMSW Store MSW Yes If CR4.UMIP = 1 
LMSW Load MSW No Yes 

CLTS Clear TS flag in CRO No Yes 
ARPL Adjust RPL Yes!.5 No 

LAR Load Access Rights Yes No 

LSL Load Segment Limit Yes No 
VERR Verify for Reading Yes No 
VERW Verify for Writing Yes No 

MOV DRn Load and store debug registers No Yes 

INVD Invalidate cache, no writeback No Yes 
WBINVD Invalidate cache, with writeback No Yes 
INVLPG Invalidate TLB entry No Yes 

HLT Halt Processor No Yes 
LOCK (Prefix) Bus Lock Yes No 
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Table 2-3. Summary of System Instructions (Contd.) 


Useful to Protected from 
Instruction Description Application? Application? 
RSM Return from system management mode No Yes 
RDMSR2 Read Model-Specific Registers No Yes 
WRMSR?3 Write Model-Specific Registers No Yes 
RDPMC* Read Performance-Monitoring Counter Yes Yes? 
RDTSC3 Read Time-Stamp Counter Yes Yes? 
RDTSCP? Read Serialized Time-Stamp Counter Yes Yes? 
XGETBV Return the state of XCRO Yes No 
XSETBV Enable one or more processor extended states No® Yes 


NOTES: 

1. Useful to application programs running at a CPL of 1 or 2. 

2. The TSD and PCE flags in control register CR4 control access to these instructions by application programs running at a CPL of 3. 

3. These instructions were introduced into the IA-32 Architecture with the Pentium processor. 

4. This instruction was introduced into the IA-32 Architecture with the Pentium Pro processor and the Pentium processor with MMX technol- 
ogy. 

5. This instruction is not supported in 64-bit mode. 

6. Application uses XGETBV to query which set of processor extended states are enabled. 

7. RDTSCP is introduced in Intel Core i7 processor. 


2.8.1 Loading and Storing System Registers 

The GDTR, LDTR, IDTR, and TR registers each have a load and store instruction for loading data into and storing 
data from the register: 

¢ LGDT (Load GDTR Register) — Loads the GDT base address and limit from memory into the GDTR register. 
° SGDT (Store GDTR Register) — Stores the GDT base address and limit from the GDTR register into memory. 
¢ LIDT (Load IDTR Register) — Loads the IDT base address and limit from memory into the IDTR register. 

° SIDT (Store IDTR Register) — Stores the IDT base address and limit from the IDTR register into memory. 


¢ LLDT (Load LDTR Register) — Loads the LDT segment selector and segment descriptor from memory into 
the LDTR. (The segment selector operand can also be located in a general-purpose register. ) 


¢ SLDT (Store LDTR Register) — Stores the LDT segment selector from the LDTR register into memory or a 
general-purpose register. 


¢ LTR (Load Task Register) — Loads segment selector and segment descriptor for a TSS from memory into the 
task register. (The segment selector operand can also be located in a general-purpose register. ) 


¢ STR (Store Task Register) — Stores the segment selector for the current task TSS from the task register into 
memory or a general-purpose register. 


The LMSW (load machine status word) and SMSW (store machine status word) instructions operate on bits 0 
through 15 of control register CRO. These instructions are provided for compatibility with the 16-bit Intel 286 
processor. Programs written to run on 32-bit IA-32 processors should not use these instructions. Instead, they 
should access the control register CRO using the MOV CR instruction. 


The CLTS (clear TS flag in CRO) instruction is provided for use in handling a device-not-available exception (#NM) 
that occurs when the processor attempts to execute a floating-point instruction when the TS flag is set. This 
instruction allows the TS flag to be cleared after the x87 FPU context has been saved, preventing further #NM 
exceptions. See Section 2.5, “Control Registers,” for more information on the TS flag. 


The control registers (CRO, CR1, CR2, CR3, CR4, and CR8) are loaded using the MOV instruction. The instruction 
loads a control register from a general-purpose register or stores the content of a control register in a general- 
purpose register. 
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2.8.2 Verifying of Access Privileges 


The processor provides several instructions for examining segment selectors and segment descriptors to determine 
if access to their associated segments is allowed. These instructions duplicate some of the automatic access rights 
and type checking done by the processor, thus allowing operating-system or executive software to prevent excep- 
tions from being generated. 


The ARPL (adjust RPL) instruction adjusts the RPL (requestor privilege level) of a segment selector to match that of 
the program or procedure that supplied the segment selector. See Section 5.10.4, “Checking Caller Access Privi- 
leges (ARPL Instruction)” for a detailed explanation of the function and use of this instruction. Note that ARPL is not 
supported in 64-bit mode. 


The LAR (load access rights) instruction verifies the accessibility of a specified segment and loads access rights 
information from the segment’s segment descriptor into a general-purpose register. Software can then examine 
the access rights to determine if the segment type is compatible with its intended use. See Section 5.10.1, 

“Checking Access Rights (LAR Instruction)” for a detailed explanation of the function and use of this instruction. 


The LSL (load segment limit) instruction verifies the accessibility of a specified segment and loads the segment 
limit from the segment’s segment descriptor into a general-purpose register. Software can then compare the 
segment limit with an offset into the segment to determine whether the offset lies within the segment. See Section 
5.10.3, “Checking That the Pointer Offset Is Within Limits (LSL Instruction)” for a detailed explanation of the func- 
tion and use of this instruction. 


The VERR (verify for reading) and VERW (verify for writing) instructions verify if a selected segment is readable or 
writable, respectively, at a given CPL. See Section 5.10.2, “Checking Read/Write Rights (VERR and VERW Instruc- 
tions)” for a detailed explanation of the function and use of these instructions. 


2.8.3 Loading and Storing Debug Registers 


Internal debugging facilities in the processor are controlled by a set of 8 debug registers (DRO-DR7). The MOV 
instruction allows setup data to be loaded to and stored from these registers. 


On processors that support Intel 64 architecture, debug registers DRO-DR7 are 64 bits. In 32-bit modes and 
compatibility mode, writes to a debug register fill the upper 32 bits with zeros. Reads return the lower 32 bits. In 
64-bit mode, the upper 32 bits of DR6-DR7 are reserved and must be written with zeros. Writing one to any of the 
upper 32 bits causes an exception, #GP(0). 


In 64-bit mode, MOV DRn instructions read or write all 64 bits of a debug register (operand-size prefixes are 
ignored). All 64 bits of DRO-DR3 are writable by software. However, MOV DRn instructions do not check that 
addresses written to DRO-DR3 are in the limits of the implementation. Address matching is supported only on valid 
addresses generated by the processor implementation. 


2.8.4 Invalidating Caches and TLBs 


The processor provides several instructions for use in explicitly invalidating its caches and TLB entries. The INVD 
(invalidate cache with no writeback) instruction invalidates all data and instruction entries in the internal caches 
and sends a signal to the external caches indicating that they should also be invalidated. 


The WBINVD (invalidate cache with writeback) instruction performs the same function as the INVD instruction, 
except that it writes back modified lines in its internal caches to memory before it invalidates the caches. After 
invalidating the caches local to the executing logical processor or processor core, WBINVD signals caches higher in 
the cache hierarchy (caches shared with the invalidating logical processor or core) to write back any data they have 
in modified state at the time of instruction execution and to invalidate their contents. 


Note, non-shared caches may not be written back nor invalidated. In Figure 2-10 below, if code executing on either 
LPO or LP1 were to execute a WBINVD, the shared L1 and L2 for LPO/LP1 will be written back and invalidated as will 
the shared L3. However, the L1 and L2 caches not shared with LPO and LP1 will not be written back nor invalidated. 
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Figure 2-10. WBINVD Invalidation of Shared and Non-Shared Cache Hierarchy 
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The INVLPG (invalidate TLB entry) instruction invalidates (flushes) the TLB entry for a specified page. 


2.8.5 Controlling the Processor 


The HLT (halt processor) instruction stops the processor until an enabled interrupt (such as NMI or SMI, which are 
normally enabled), a debug exception, the BINIT# signal, the INIT# signal, or the RESET# signal is received. The 
processor generates a special bus cycle to indicate that the halt mode has been entered. 


Hardware may respond to this signal in a number of ways. An indicator light on the front panel may be turned on. 
An NMI interrupt for recording diagnostic information may be generated. Reset initialization may be invoked (note 
that the BINIT# pin was introduced with the Pentium Pro processor). If any non-wake events are pending during 

shutdown, they will be handled after the wake event from shutdown is processed (for example, A20M# interrupts). 


The LOCK prefix invokes a locked (atomic) read-modify-write operation when modifying a memory operand. This 
mechanism is used to allow reliable communications between processors in multiprocessor systems, as described 
below: 


¢ Inthe Pentium processor and earlier IA-32 processors, the LOCK prefix causes the processor to assert the 
LOCK# signal during the instruction. This always causes an explicit bus lock to occur. 


¢ Inthe Pentium 4, Intel Xeon, and P6 family processors, the locking operation is handled with either a cache lock 
or bus lock. If a memory access is cacheable and affects only a single cache line, a cache lock is invoked and 
the system bus and the actual memory location in system memory are not locked during the operation. Here, 
other Pentium 4, Intel Xeon, or P6 family processors on the bus write-back any modified data and invalidate 
their caches as necessary to maintain system memory coherency. If the memory access is not cacheable 
and/or it crosses a cache line boundary, the processor’s LOCK# signal is asserted and the processor does not 
respond to requests for bus control during the locked operation. 


The RSM (return from SMM) instruction restores the processor (from a context dump) to the state it was in prior to 
a system management mode (SMM) interrupt. 


2.8.6 Reading Performance-Monitoring and Time-Stamp Counters 


The RDPMC (read performance-monitoring counter) and RDTSC (read time-stamp counter) instructions allow 
application programs to read the processor’s performance-monitoring and time-stamp counters, respectively. 
Processors based on Intel NetBurst® microarchitecture have eighteen 40-bit performance-monitoring counters; P6 
family processors have two 40-bit counters. Intel® Atom™ processors and most of the processors based on the 
Intel Core microarchitecture support two types of performance monitoring counters: programmable performance 
counters similar to those available in the P6 family, and three fixed-function performance monitoring counters. 
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Details of programmable and fixed-function performance monitoring counters for each processor generation are 
described in Chapter 18, “Performance Monitoring”. 


The programmable performance counters can support counting either the occurrence or duration of events. Events 
that can be monitored on programmable counters generally are model specific (except for architectural perfor- 
mance events enumerated by CPUID leaf OAH); they may include the number of instructions decoded, interrupts 
received, or the number of cache loads. Individual counters can be set up to monitor different events. Use the 
system instruction WRMSR to set up values in one of the IA32_PERFEVTSELx MSR, in one of the 45 ESCRs and one 
of the 18 CCCR MSRs (for Pentium 4 and Intel Xeon processors); or in the PerfEvtSelO or the PerfEvtSeli MSR (for 
the P6 family processors). The RDPMC instruction loads the current count from the selected counter into the 
EDX:EAX registers. 


Fixed-function performance counters record only specific events that are defined at: https://perfmon- 
events.intel.com/, and the width/number of fixed-function counters are enumerated by CPUID leaf OAH. 


The time-stamp counter is a model-specific 64-bit counter that is reset to zero each time the processor is reset. If 
not reset, the counter will increment ~9.5 x 101° times per year when the processor is operating at a clock rate 
of 3GHz. At this clock frequency, it would take over 190 years for the counter to wrap around. The RDTSC 
instruction loads the current count of the time-stamp counter into the EDX:EAX registers. 


See Section 18.1, “Performance Monitoring Overview,” and Section 17.17, “Time-Stamp Counter,” for more infor- 
mation about the performance monitoring and time-stamp counters. 


The RDTSC instruction was introduced into the IA-32 architecture with the Pentium processor. The RDPMC instruc- 
tion was introduced into the IA-32 architecture with the Pentium Pro processor and the Pentium processor with 
MMX technology. Earlier Pentium processors have two performance-monitoring counters, but they can be read only 
with the RDMSR instruction, and only at privilege level 0. 


2.8.6.1 Reading Counters in 64-Bit Mode 


In 64-bit mode, RDTSC operates the same as in protected mode. The count in the time-stamp counter is stored in 
EDX:EAX (or RDX[31:0]:RAX[31:0] with RDX[63:32]:RAX[63:32] cleared). 


RDPMC requires an index to specify the offset of the performance-monitoring counter. In 64-bit mode for Pentium 
4 or Intel Xeon processor families, the index is specified in ECX[30:0]. The current count of the performance-moni- 
toring counter is stored in EDX:EAX (or RDX[31:0]:RAX[31:0] with RDX[63:32]:RAX[63:32] cleared). 


2.8.7 Reading and Writing Model-Specific Registers 


The RDMSR (read model-specific register) and WRMSR (write model-specific register) instructions allow a 
processor’s 64-bit model-specific registers (MSRs) to be read and written, respectively. The MSR to be read or 
written is specified by the value in the ECX register. 


RDMSR reads the value from the specified MSR to the EDX:EAX registers; WRMSR writes the value in the EDX:EAX 
registers to the specified MSR. RDMSR and WRMSR were introduced into the IA-32 architecture with the Pentium 
processor. 


See Section 9.4, “Model-Specific Registers (MSRs),” for more information. 


2.8.7.1 Reading and Writing Model-Specific Registers in 64-Bit Mode 


RDMSR and WRMSR require an index to specify the address of an MSR. In 64-bit mode, the index is 32 bits; it is 
specified using ECX. 


2.8.8 Enabling Processor Extended States 


The XSETBV instruction is required to enable OS support of individual processor extended states in XCRO (see 
Section 2.6). 
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CHAPTER 3 
PROTECTED-MODE MEMORY MANAGEMENT 


This chapter describes the Intel 64 and IA-32 architecture’s protected-mode memory management facilities, 
including the physical memory requirements, segmentation mechanism, and paging mechanism. 


See also: Chapter 5, “Protection” (for a description of the processor’s protection mechanism) and Chapter 19, 
“8086 Emulation” (for a description of memory addressing protection in real-address and virtual-8086 modes). 


3.1 MEMORY MANAGEMENT OVERVIEW 


The memory management facilities of the IA-32 architecture are divided into two parts: segmentation and paging. 
Segmentation provides a mechanism of isolating individual code, data, and stack modules so that multiple 
programs (or tasks) can run on the same processor without interfering with one another. Paging provides a mech- 
anism for implementing a conventional demand-paged, virtual-memory system where sections of a program's 
execution environment are mapped into physical memory as needed. Paging can also be used to provide isolation 
between multiple tasks. When operating in protected mode, some form of segmentation must be used. There is 
no mode bit to disable segmentation. The use of paging, however, is optional. 


These two mechanisms (Segmentation and paging) can be configured to support simple single-program (or single- 
task) systems, multitasking systems, or multiple-processor systems that used shared memory. 


As shown in Figure 3-1, segmentation provides a mechanism for dividing the processor’s addressable memory 
space (called the linear address space) into smaller protected address spaces called segments. Segments can 
be used to hold the code, data, and stack for a program or to hold system data structures (such as a TSS or LDT). 
If more than one program (or task) is running on a processor, each program can be assigned its own set of 
segments. The processor then enforces the boundaries between these segments and ensures that one program 
does not interfere with the execution of another program by writing into the other program's segments. The 
segmentation mechanism also allows typing of segments so that the operations that may be performed on a partic- 
ular type of segment can be restricted. 


All the segments in a system are contained in the processor’s linear address space. To locate a byte in a particular 
segment, a logical address (also called a far pointer) must be provided. A logical address consists of a segment 
selector and an offset. The segment selector is a unique identifier for a segment. Among other things it provides an 
offset into a descriptor table (such as the global descriptor table, GDT) to a data structure called a segment 
descriptor. Each segment has a segment descriptor, which specifies the size of the segment, the access rights and 
privilege level for the segment, the segment type, and the location of the first byte of the segment in the linear 
address space (called the base address of the segment). The offset part of the logical address is added to the base 
address for the segment to locate a byte within the segment. The base address plus the offset thus forms a linear 
address in the processor’s linear address space. 
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Figure 3-1. Segmentation and Paging 


If paging is not used, the linear address space of the processor is mapped directly into the physical address space 
of processor. The physical address space is defined as the range of addresses that the processor can generate on 
its address bus. 


Because multitasking computing systems commonly define a linear address space much larger than it is economi- 
cally feasible to contain all at once in physical memory, some method of “virtualizing” the linear address space is 
needed. This virtualization of the linear address space is handled through the processor’s paging mechanism. 


Paging supports a “virtual memory” environment where a large linear address space is simulated with a small 
amount of physical memory (RAM and ROM) and some disk storage. When using paging, each segment is divided 
into pages (typically 4 KBytes each in size), which are stored either in physical memory or on the disk. The oper- 
ating system or executive maintains a page directory and a set of page tables to keep track of the pages. When a 
program (or task) attempts to access an address location in the linear address space, the processor uses the page 
directory and page tables to translate the linear address into a physical address and then performs the requested 
operation (read or write) on the memory location. 


If the page being accessed is not currently in physical memory, the processor interrupts execution of the program 
(by generating a page-fault exception). The operating system or executive then reads the page into physical 
memory from the disk and continues executing the program. 


When paging is implemented properly in the operating-system or executive, the swapping of pages between phys- 
ical memory and the disk is transparent to the correct execution of a program. Even programs written for 16-bit IA- 
32 processors can be paged (transparently) when they are run in virtual-8086 mode. 


3.2 USING SEGMENTS 


The segmentation mechanism supported by the IA-32 architecture can be used to implement a wide variety of 
system designs. These designs range from flat models that make only minimal use of segmentation to protect 
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programs to multi-segmented models that employ segmentation to create a robust operating environment in 
which multiple programs and tasks can be executed reliably. 


The following sections give several examples of how segmentation can be employed in a system to improve 
memory management performance and reliability. 


3.2.1 Basic Flat Model 


The simplest memory model for a system is the basic “flat model,” in which the operating system and application 

programs have access to a continuous, unsegmented address space. To the greatest extent possible, this basic flat 
model hides the segmentation mechanism of the architecture from both the system designer and the application 

programmer. 


To implement a basic flat memory model with the IA-32 architecture, at least two segment descriptors must be 
created, one for referencing a code segment and one for referencing a data segment (see Figure 3-2). Both of 
these segments, however, are mapped to the entire linear address space: that is, both segment descriptors have 
the same base address value of 0 and the same segment limit of 4 GBytes. By setting the segment limit to 4 
GBytes, the segmentation mechanism is kept from generating exceptions for out of limit memory references, even 
if no physical memory resides at a particular address. ROM (EPROM) is generally located at the top of the physical 
address space, because the processor begins execution at FFFF_FFFOH. RAM (DRAM) is placed at the bottom of the 
address space because the initial base address for the DS data segment after reset initialization is 0. 


3.2.2 Protected Flat Model 


The protected flat model is similar to the basic flat model, except the segment limits are set to include only the 
range of addresses for which physical memory actually exists (see Figure 3-3). A general-protection exception 
(#GP) is then generated on any attempt to access nonexistent memory. This model provides a minimum level of 
hardware protection against some kinds of program bugs. 
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Figure 3-2. Flat Model 
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Figure 3-3. Protected Flat Model 


More complexity can be added to this protected flat model to provide more protection. For example, for the paging 
mechanism to provide isolation between user and supervisor code and data, four segments need to be defined: 
code and data segments at privilege level 3 for the user, and code and data segments at privilege level 0 for the 
supervisor. Usually these segments all overlay each other and start at address 0 in the linear address space. This 
flat segmentation model along with a simple paging structure can protect the operating system from applications, 
and by adding a separate paging structure for each task or process, it can also protect applications from each other. 
Similar designs are used by several popular multitasking operating systems. 


3.2.3 Multi-Segment Model 


A multi-segment model (such as the one shown in Figure 3-4) uses the full capabilities of the segmentation mech- 
anism to provide hardware enforced protection of code, data structures, and programs and tasks. Here, each 
program (or task) is given its own table of segment descriptors and its own segments. The segments can be 
completely private to their assigned programs or shared among programs. Access to all segments and to the 
execution environments of individual programs running on the system is controlled by hardware. 
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Figure 3-4. Multi-Segment Model 


Access checks can be used to protect not only against referencing an address outside the limit of a segment, but 
also against performing disallowed operations in certain segments. For example, since code segments are desig- 
nated as read-only segments, hardware can be used to prevent writes into code segments. The access rights infor- 
mation created for segments can also be used to set up protection rings or levels. Protection levels can be used to 
protect operating-system procedures from unauthorized access by application programs. 


3.2.4 Segmentation in |[A-32e Mode 


In IA-32e mode of Intel 64 architecture, the effects of segmentation depend on whether the processor is running 
in compatibility mode or 64-bit mode. In compatibility mode, segmentation functions just as it does using legacy 
16-bit or 32-bit protected mode semantics. 


In 64-bit mode, segmentation is generally (but not completely) disabled, creating a flat 64-bit linear-address 
space. The processor treats the segment base of CS, DS, ES, SS as zero, creating a linear address that is equal to 
the effective address. The FS and GS segments are exceptions. These segment registers (which hold the segment 
base) can be used as additional base registers in linear address calculations. They facilitate addressing local data 
and certain operating system data structures. 


Note that the processor does not perform segment limit checks at runtime in 64-bit mode. 


3.2.5 Paging and Segmentation 


Paging can be used with any of the segmentation models described in Figures 3-2, 3-3, and 3-4. The processor’s 
paging mechanism divides the linear address space (into which segments are mapped) into pages (as shown in 
Figure 3-1). These linear-address-space pages are then mapped to pages in the physical address space. The 
paging mechanism offers several page-level protection facilities that can be used with or instead of the segment- 


Vol. 3A 3-5 


PROTECTED-MODE MEMORY MANAGEMENT 


protection facilities. For example, it lets read-write protection be enforced on a page-by-page basis. The paging 
mechanism also provides two-level user-supervisor protection that can also be specified on a page-by-page basis. 


3.3 PHYSICAL ADDRESS SPACE 


In protected mode, the IA-32 architecture provides a normal physical address space of 4 GBytes (23bytes). This 
is the address space that the processor can address on its address bus. This address space is flat (unsegmented), 
with addresses ranging continuously from 0 to FFFFFFFFH. This physical address space can be mapped to read- 
write memory, read-only memory, and memory mapped I/O. The memory mapping facilities described in this 
chapter can be used to divide this physical memory up into segments and/or pages. 


Starting with the Pentium Pro processor, the IA-32 architecture also supports an extension of the physical address 
space to 276 bytes (64 GBytes); with a maximum physical address of FFFFFFFFFH. This extension is invoked in 
either of two ways: 


e¢ Using the physical address extension (PAE) flag, located in bit 5 of control register CR4. 
e Using the 36-bit page size extension (PSE-36) feature (introduced in the Pentium III processors). 


Physical address support has since been extended beyond 36 bits. See Chapter 4, “Paging” for more information 
about 36-bit physical addressing. 


3.3.1 Intel® 64 Processors and Physical Address Space 


On processors that support Intel 64 architecture (CPUID.80000001H:EDX[29] = 1), the size of the physical 
address range is implementation-specific and indicated by CPUID.80000008H:EAX[bits 7-0]. 


For the format of information returned in EAX, see “CPUID—CPU Identification” in Chapter 3 of the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 2A. See also: Chapter 4, “Paging.” 


3.4 LOGICAL AND LINEAR ADDRESSES 


At the system-architecture level in protected mode, the processor uses two stages of address translation to arrive 
at a physical address: logical-address translation and linear address space paging. 


Even with the minimum use of segments, every byte in the processor’s address space is accessed with a logical 
address. A logical address consists of a 16-bit segment selector and a 32-bit offset (see Figure 3-5). The segment 
selector identifies the segment the byte is located in and the offset specifies the location of the byte in the segment 
relative to the base address of the segment. 


The processor translates every logical address into a linear address. A linear address is a 32-bit address in the 
processor's linear address space. Like the physical address space, the linear address space is a flat (unsegmented), 
232-byte address space, with addresses ranging from 0 to FFFFFFFFH. The linear address space contains all the 
segments and system tables defined for a system. 


To translate a logical address into a linear address, the processor does the following: 


1. Uses the offset in the segment selector to locate the segment descriptor for the segment in the GDT or LDT and 
reads it into the processor. (This step is needed only when a new segment selector is loaded into a segment 
register. ) 


2. Examines the segment descriptor to check the access rights and range of the segment to ensure that the 
segment is accessible and that the offset is within the limits of the segment. 


3. Adds the base address of the segment from the segment descriptor to the offset to form a linear address. 
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Figure 3-5. Logical Address to Linear Address Translation 


If paging is not used, the processor maps the linear address directly to a physical address (that is, the linear 
address goes out on the processor’s address bus). If the linear address space is paged, a second level of address 
translation is used to translate the linear address into a physical address. 


See also: Chapter 4, “Paging.” 


3.4.1 Logical Address Translation in |A-32e Mode 


In IA-32e mode, an Intel 64 processor uses the steps described above to translate a logical address to a linear 
address. In 64-bit mode, the offset and base address of the segment are 64-bits instead of 32 bits. The linear 
address format is also 64 bits wide and is subject to the canonical form requirement. 


Each code segment descriptor provides an L bit. This bit allows a code segment to execute 64-bit code or legacy 
32-bit code by code segment. 


3.4.2 Segment Selectors 


A segment selector is a 16-bit identifier for a segment (see Figure 3-6). It does not point directly to the segment, 
but instead points to the segment descriptor that defines the segment. A segment selector contains the following 
items: 


Index (Bits 3 through 15) — Selects one of 8192 descriptors in the GDT or LDT. The processor multiplies 
the index value by 8 (the number of bytes in a segment descriptor) and adds the result to the base 
address of the GDT or LDT (from the GDTR or LDTR register, respectively). 


TI (table indicator) flag 
(Bit 2) — Specifies the descriptor table to use: clearing this flag selects the GDT; setting this flag 
selects the current LDT. 


Index 


Table Indicator 
0 = GDT 
1 =LDT 
Requested Privilege Level (RPL) 


Figure 3-6. Segment Selector 
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Requested Privilege Level (RPL) 
(Bits 0 and 1) — Specifies the privilege level of the selector. The privilege level can range from 0 to 
3, with 0 being the most privileged level. See Section 5.5, “Privilege Levels”, for a description of the 
relationship of the RPL to the CPL of the executing program (or task) and the descriptor privilege 
level (DPL) of the descriptor the segment selector points to. 


The first entry of the GDT is not used by the processor. A segment selector that points to this entry of the GDT (that 
is, asegment selector with an index of 0 and the TI flag set to 0) is used as a “null segment selector.” The processor 
does not generate an exception when a segment register (other than the CS or SS registers) is loaded with a null 
selector. It does, however, generate an exception when a segment register holding a null selector is used to access 
memory. A null selector can be used to initialize unused segment registers. Loading the CS or SS register with a null 
segment selector causes a general-protection exception (#GP) to be generated. 


Segment selectors are visible to application programs as part of a pointer variable, but the values of selectors are 
usually assigned or modified by link editors or linking loaders, not application programs. 


3.4.3 Segment Registers 


To reduce address translation time and coding complexity, the processor provides registers for holding up to 6 
segment selectors (see Figure 3-7). Each of these segment registers support a specific kind of memory reference 
(code, stack, or data). For virtually any kind of program execution to take place, at least the code-segment (CS), 
data-segment (DS), and stack-segment (SS) registers must be loaded with valid segment selectors. The processor 
also provides three additional data-segment registers (ES, FS, and GS), which can be used to make additional data 
segments available to the currently executing program (or task). 


For a program to access a segment, the segment selector for the segment must have been loaded in one of the 
segment registers. So, although a system can define thousands of segments, only 6 can be available for immediate 
use. Other segments can be made available by loading their segment selectors into these registers during program 
execution. 


Visible Part Hidden Part 
Segment Selector Base Address, Limit, Access Information | CS 
Ss 
DS 
ES 
FS 
GS 


Figure 3-7. Segment Registers 


Every segment register has a “visible” part and a “hidden” part. (The hidden part is sometimes referred to as a 
“descriptor cache” or a “shadow register.”) When a segment selector is loaded into the visible part of a segment 
register, the processor also loads the hidden part of the segment register with the base address, segment limit, and 
access control information from the segment descriptor pointed to by the segment selector. The information cached 
in the segment register (visible and hidden) allows the processor to translate addresses without taking extra bus 
cycles to read the base address and limit from the segment descriptor. In systems in which multiple processors 
have access to the same descriptor tables, it is the responsibility of software to reload the segment registers when 
the descriptor tables are modified. If this is not done, an old segment descriptor cached in a segment register might 
be used after its memory-resident version has been modified. 


Two kinds of load instructions are provided for loading the segment registers: 


1. Direct load instructions such as the MOV, POP, LDS, LES, LSS, LGS, and LFS instructions. These instructions 
explicitly reference the segment registers. 


2. Implied load instructions such as the far pointer versions of the CALL, JMP, and RET instructions, the SYSENTER 
and SYSEXIT instructions, and the IRET, INT n, INTO, INT3, and INT1 instructions. These instructions change 
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the contents of the CS register (and sometimes other segment registers) as an incidental part of their 
operation. 


The MOV instruction can also be used to store the visible part of a segment register in a general-purpose register. 


3.4.4 Segment Loading Instructions in |[A-32e Mode 


Because ES, DS, and SS segment registers are not used in 64-bit mode, their fields (base, limit, and attribute) in 
segment descriptor registers are ignored. Some forms of segment load instructions are also invalid (for example, 
LDS, POP ES). Address calculations that reference the ES, DS, or SS segments are treated as if the segment base 
is zero. 


The processor checks that all linear-address references are in canonical form instead of performing limit checks. 
Mode switching does not change the contents of the segment registers or the associated descriptor registers. 
These registers are also not changed during 64-bit mode execution, unless explicit segment loads are performed. 


In order to set up compatibility mode for an application, segment-load instructions (MOV to Sreg, POP Sreg) work 
normally in 64-bit mode. An entry is read from the system descriptor table (GDT or LDT) and is loaded in the hidden 
portion of the segment register. The descriptor-register base, limit, and attribute fields are all loaded. However, the 
contents of the data and stack segment selector and the descriptor registers are ignored. 


When FS and GS segment overrides are used in 64-bit mode, their respective base addresses are used in the linear 
address calculation: (FS or GS).base + index + displacement. FS.base and GS.base are then expanded to the full 
linear-address size supported by the implementation. The resulting effective address calculation can wrap across 
positive and negative addresses; the resulting linear address must be canonical. 


In 64-bit mode, memory accesses using FS-segment and GS-segment overrides are not checked for a runtime limit 
nor subjected to attribute-checking. Normal segment loads (MOV to Sreg and POP Sreg) into FS and GS load a 
standard 32-bit base value in the hidden portion of the segment register. The base address bits above the standard 
32 bits are cleared to 0 to allow consistency for implementations that use less than 64 bits. 


The hidden descriptor register fields for FS.base and GS.base are physically mapped to MSRs in order to load all 
address bits supported by a 64-bit implementation. Software with CPL = 0 (privileged software) can load all 
supported linear-address bits into FS.base or GS.base using WRMSR. Addresses written into the 64-bit FS.base 
and GS.base registers must be in canonical form. A WRMSR instruction that attempts to write a non-canonical 
address to those registers causes a #GP fault. 


When in compatibility mode, FS and GS overrides operate as defined by 32-bit mode behavior regardless of the 
value loaded into the upper 32 linear-address bits of the hidden descriptor register base field. Compatibility mode 
ignores the upper 32 bits when calculating an effective address. 


A new 64-bit mode instruction, SWAPGS, can be used to load GS base. SWAPGS exchanges the kernel data struc- 
ture pointer from the IA32_KERNEL_GS_BASE MSR with the GS base register. The kernel can then use the GS 
prefix on normal memory references to access the kernel data structures. An attempt to write a non-canonical 
value (using WRMSR) to the IA32_KERNEL_GS_BASE MSR causes a #GP fault. 


3.4.5 Segment Descriptors 


A segment descriptor is a data structure in a GDT or LDT that provides the processor with the size and location of 
a segment, as well as access control and status information. Segment descriptors are typically created by 
compilers, linkers, loaders, or the operating system or executive, but not application programs. Figure 3-8 illus- 
trates the general descriptor format for all types of segment descriptors. 
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Figure 3-8. Segment Descriptor 


The flags and fields in a segment descriptor are as follows: 


Segment limit field 


Specifies the size of the segment. The processor puts together the two segment limit fields to form 

a 20-bit value. The processor interprets the segment limit in one of two ways, depending on the 

setting of the G (granularity) flag: 

e If the granularity flag is clear, the segment size can range from 1 byte to 1 MByte, in byte incre- 
ments. 

e If the granularity flag is set, the segment size can range from 4 KBytes to 4 GBytes, in 4-KByte 
increments. 


The processor uses the segment limit in two different ways, depending on whether the segment is 
an expand-up or an expand-down segment. See Section 3.4.5.1, “Code- and Data-Segment 
Descriptor Types”, for more information about segment types. For expand-up segments, the offset 
in a logical address can range from 0 to the segment limit. Offsets greater than the segment limit 
generate general-protection exceptions (#GP, for all segments other than SS) or stack-fault excep- 
tions (#SS for the SS segment). For expand-down segments, the segment limit has the reverse 
function; the offset can range from the segment limit plus 1 to FFFFFFFFH or FFFFH, depending on 
the setting of the B flag. Offsets less than or equal to the segment limit generate general-protection 
exceptions or stack-fault exceptions. Decreasing the value in the segment limit field for an expand- 
down segment allocates new memory at the bottom of the segment's address space, rather than at 
the top. IA-32 architecture stacks always grow downwards, making this mechanism convenient for 


expandable stacks. 


Base address fields 


Type field 
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Defines the location of byte 0 of the segment within the 4-GByte linear address space. The 
processor puts together the three base address fields to form a single 32-bit value. Segment base 
addresses should be aligned to 16-byte boundaries. Although 16-byte alignment is not required, 
this alignment allows programs to maximize performance by aligning code and data on 16-byte 
boundaries. 


Indicates the segment or gate type and specifies the kinds of access that can be made to the 
segment and the direction of growth. The interpretation of this field depends on whether the 
descriptor type flag specifies an application (code or data) descriptor or a system descriptor. The 
encoding of the type field is different for code, data, and system descriptors (see Figure 5-1). See 
Section 3.4.5.1, “Code- and Data-Segment Descriptor Types”, for a description of how this field is 
used to specify code and data-segment types. 
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S (descriptor type) flag 
Specifies whether the segment descriptor is for a system segment (S flag is clear) or a code or data 
segment (S flag is set). 


DPL (descriptor privilege level) field 
Specifies the privilege level of the segment. The privilege level can range from 0 to 3, with 0 being 
the most privileged level. The DPL is used to control access to the segment. See Section 5.5, “Priv- 
ilege Levels”, for a description of the relationship of the DPL to the CPL of the executing code 
segment and the RPL of a segment selector. 


P (segment-present) flag 
Indicates whether the segment is present in memory (set) or not present (clear). If this flag is clear, 
the processor generates a segment-not-present exception (#NP) when a segment selector that 
points to the segment descriptor is loaded into a segment register. Memory management software 
can use this flag to control which segments are actually loaded into physical memory at a given 
time. It offers a control in addition to paging for managing virtual memory. 


Figure 3-9 shows the format of a segment descriptor when the segment-present flag is clear. When 
this flag is clear, the operating system or executive is free to use the locations marked “Available” to 
store its own data, such as information regarding the whereabouts of the missing segment. 


D/B (default operation size/default stack pointer size and/or upper bound) flag 
Performs different functions depending on whether the segment descriptor is an executable code 
segment, an expand-down data segment, or a stack segment. (This flag should always be set to 1 
for 32-bit code and data segments and to 0 for 16-bit code and data segments. ) 


Executable code segment. The flag is called the D flag and it indicates the default length for 
effective addresses and operands referenced by instructions in the segment. If the flag is set, 
32-bit addresses and 32-bit or 8-bit operands are assumed; if it is clear, 16-bit addresses and 
16-bit or 8-bit operands are assumed. 

The instruction prefix 66H can be used to select an operand size other than the default, and the 
prefix 67H can be used select an address size other than the default. 


Stack segment (data segment pointed to by the SS register). The flag is called the B (big) 
flag and it specifies the size of the stack pointer used for implicit stack operations (such as 
pushes, pops, and calls). If the flag is set, a 32-bit stack pointer is used, which is stored in the 
32-bit ESP register; if the flag is clear, a 16-bit stack pointer is used, which is stored in the 16- 
bit SP register. If the stack segment is set up to be an expand-down data segment (described in 
the next paragraph), the B flag also specifies the upper bound of the stack segment. 


Expand-down data segment. The flag is called the B flag and it specifies the upper bound of 
the segment. If the flag is set, the upper bound is FFFFFFFFH (4 GBytes); if the flag is clear, the 
upper bound is FFFFH (64 KBytes). 


31 16 15 14 1312 11 87 0 
D . 
Available 0} P |S; Type Available 4 
31 0 
Available 0 


Figure 3-9. Segment Descriptor When Segment-Present Flag Is Clear 


G (granularity) flag 
Determines the scaling of the segment limit field. When the granularity flag is clear, the segment 
limit is interpreted in byte units; when flag is set, the segment limit is interpreted in 4-KByte units. 
(This flag does not affect the granularity of the base address; it is always byte granular.) When the 
granularity flag is set, the twelve least significant bits of an offset are not tested when checking the 
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offset against the segment limit. For example, when the granularity flag is set, a limit of 0 results in 
valid offsets from 0 to 4095. 


L (64-bit code segment) flag 
In IA-32e mode, bit 21 of the second doubleword of the segment descriptor indicates whether a 
code segment contains native 64-bit code. A value of 1 indicates instructions in this code segment 
are executed in 64-bit mode. A value of 0 indicates the instructions in this code segment are 
executed in compatibility mode. If L-bit is set, then D-bit must be cleared. When not in IA-32e mode 
or for non-code segments, bit 21 is reserved and should always be set to 0. 


Available and reserved bits 
Bit 20 of the second doubleword of the segment descriptor is available for use by system software. 


3.4.5.1 Code- and Data-Segment Descriptor Types 


When the S (descriptor type) flag in a segment descriptor is set, the descriptor is for either a code or a data 
segment. The highest order bit of the type field (bit 11 of the second double word of the segment descriptor) then 
determines whether the descriptor is for a data segment (clear) or a code segment (set). 


For data segments, the three low-order bits of the type field (bits 8, 9, and 10) are interpreted as accessed (A), 
write-enable (W), and expansion-direction (E). See Table 3-1 for a description of the encoding of the bits in the 
type field for code and data segments. Data segments can be read-only or read/write segments, depending on the 
setting of the write-enable bit. 


Table 3-1. Code- and Data-Segment Types 


Type Field Descriptor Description 
Decimal 1 10 9 8 Type 
E W A 
0 0 0 0 0 Data Read-Only 
1 0 0 0 1 Data Read-Only, accessed 
2 0 0 1 0 Data Read/Write 
3 0 0 1 1 Data Read/Write, accessed 
4 0 1 0 0 Data Read-Only, expand-down 
5 0 1 0 1 Data Read-Only, expand-down, accessed 
6 0 1 1 0 Data Read/Write, expand-down 
7 0 1 1 1 Data Read/Write, expand-down, accessed 
C R A 
8 1 0 0 0 Code Execute-Only 
9 1 0 0 1 Code Execute-Only, accessed 
10 1 0 1 0 Code Execute/Read 
11 1 0 1 1 Code Execute/Read, accessed 
12 1 1 0 0 Code Execute-Only, conforming 
13 1 1 0 1 Code Execute-Only, conforming, accessed 
14 1 1 1 0 Code Execute/Read, conforming 
15 1 1 1 1 Code Execute/Read, conforming, accessed 


Stack segments are data segments which must be read/write segments. Loading the SS register with a segment 
selector for a nonwritable data segment generates a general-protection exception (#GP). If the size of a stack 
segment needs to be changed dynamically, the stack segment can be an expand-down data segment (expansion- 
direction flag set). Here, dynamically changing the segment limit causes stack space to be added to the bottom of 
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the stack. If the size of a stack segment is intended to remain static, the stack segment may be either an expand- 
up or expand-down type. 


The accessed bit indicates whether the segment has been accessed since the last time the operating-system or 
executive cleared the bit. The processor sets this bit whenever it loads a segment selector for the segment into a 
segment register, assuming that the type of memory that contains the segment descriptor supports processor 
writes. The bit remains set until explicitly cleared. This bit can be used both for virtual memory management and 
for debugging. 


For code segments, the three low-order bits of the type field are interpreted as accessed (A), read enable (R), and 
conforming (C). Code segments can be execute-only or execute/read, depending on the setting of the read-enable 
bit. An execute/read segment might be used when constants or other static data have been placed with instruction 
code in a ROM. Here, data can be read from the code segment either by using an instruction with a CS override 
prefix or by loading a segment selector for the code segment in a data-segment register (the DS, ES, FS, or GS 
registers). In protected mode, code segments are not writable. 


Code segments can be either conforming or nonconforming. A transfer of execution into a more-privileged 
conforming segment allows execution to continue at the current privilege level. A transfer into a nonconforming 
segment at a different privilege level results in a general-protection exception (#GP), unless a call gate or task gate 
is used (see Section 5.8.1, “Direct Calls or Jumps to Code Segments”, for more information on conforming and 
nonconforming code segments). System utilities that do not access protected facilities and handlers for some types 
of exceptions (such as, divide error or overflow) may be loaded in conforming code segments. Utilities that need to 
be protected from less privileged programs and procedures should be placed in nonconforming code segments. 


NOTE 


Execution cannot be transferred by a call or a jump to a less-privileged (numerically higher 
privilege level) code segment, regardless of whether the target segment is a conforming or 
nonconforming code segment. Attempting such an execution transfer will result in a general- 
protection exception. 


All data segments are nonconforming, meaning that they cannot be accessed by less privileged programs or proce- 
dures (code executing at numerically higher privilege levels). Unlike code segments, however, data segments can 
be accessed by more privileged programs or procedures (code executing at numerically lower privilege levels) 
without using a special access gate. 


If the segment descriptors in the GDT or an LDT are placed in ROM, the processor can enter an indefinite loop if 
software or the processor attempts to update (write to) the ROM-based segment descriptors. To prevent this 
problem, set the accessed bits for all segment descriptors placed in a ROM. Also, remove operating-system or 
executive code that attempts to modify segment descriptors located in ROM. 


3.5 SYSTEM DESCRIPTOR TYPES 


When the S (descriptor type) flag in a segment descriptor is clear, the descriptor type is a system descriptor. The 
processor recognizes the following types of system descriptors: 


¢ Local descriptor-table (LDT) segment descriptor. 
° Task-state segment (TSS) descriptor. 

* Call-gate descriptor. 

¢  Interrupt-gate descriptor. 

° Trap-gate descriptor. 

¢ Task-gate descriptor. 


These descriptor types fall into two categories: system-segment descriptors and gate descriptors. System- 
segment descriptors point to system segments (LDT and TSS segments). Gate descriptors are in themselves 
“gates,” which hold pointers to procedure entry points in code segments (call, interrupt, and trap gates) or which 
hold segment selectors for TSS’s (task gates). 
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Table 3-2 shows the encoding of the type field for system-segment descriptors and gate descriptors. Note that 


system descriptors in IA-32e mode are 16 bytes instead of 8 bytes. 


Table 3-2. System-Segment and Gate-Descriptor Types 


Type Field Description 
Decimal 11 10 9 8 32-Bit Mode IA-32e Mode 

0 0 0 0 0 Reserved Reserved 

1 0 0 0 1 16-bit TSS (Available) Reserved 

2 0 0 1 0 LDT LDT 

3 0 0 1 1 16-bit TSS (Busy) Reserved 

4 0 1 0 0 16-bit Call Gate Reserved 

2) 0 1 0 1 Task Gate Reserved 

6 0 1 1 0 16-bit Interrupt Gate Reserved 

7 0 1 1 1 16-bit Trap Gate Reserved 

8 1 0 0 0 Reserved Reserved 

9 1 0 0 1 32-bit TSS (Available) 64-bit TSS (Available) 
10 1 0 1 0 Reserved Reserved 
11 1 0 1 1 32-bit TSS (Busy) 64-bit TSS (Busy) 
12 1 1 0 0 32-bit Call Gate 64-bit Call Gate 
13 1 1 0 1 Reserved Reserved 
14 1 1 1 0 32-bit Interrupt Gate 64-bit Interrupt Gate 
15 1 1 1 1 32-bit Trap Gate 64-bit Trap Gate 


See also: Section 3.5.1, “Segment Descriptor Tables”, and Section 7.2.2, “TSS Descriptor” (for more information 
on the system-segment descriptors); see Section 5.8.3, “Call Gates”, Section 6.11, “IDT Descriptors”, and Section 
7.2.5, “Task-Gate Descriptor” (for more information on the gate descriptors). 


3.5.1 Segment Descriptor Tables 


A segment descriptor table is an arra 
length and can contain up to 8192 (2 


¢ The global descriptor table (GDT) 
¢ The local descriptor tables (LDT) 
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Global Local 
Descriptor Descriptor 
Table (GDT) Table (LDT) 
| t] 
| Tl=0 Tl=1 
Segment 
Selector 
56 56 
48 48 
40 40 
32 32 
24 24 
16 16 
8 8 
First Descriptor in 
GDT is Not Used 0 0 
GDTR Register LDTR Register 
Limit Limit 
Base Address Base Address 
Seg. Sel. 


Figure 3-10. Global and Local Descriptor Tables 


Each system must have one GDT defined, which may be used for all programs and tasks in the system. Optionally, 
one or more LDTs can be defined. For example, an LDT can be defined for each separate task being run, or some or 
all tasks can share the same LDT. 


The GDT is not a segment itself; instead, it is a data structure in linear address space. The base linear address and 
limit of the GDT must be loaded into the GDTR register (see Section 2.4, “Memory-Management Registers”). The 

base address of the GDT should be aligned on an eight-byte boundary to yield the best processor performance. The 
limit value for the GDT is expressed in bytes. As with segments, the limit value is added to the base address to get 
the address of the last valid byte. A limit value of 0 results in exactly one valid byte. Because segment descriptors 
are always 8 bytes long, the GDT limit should always be one less than an integral multiple of eight (that is, 8N - 1). 


The first descriptor in the GDT is not used by the processor. A segment selector to this “null descriptor” does not 
generate an exception when loaded into a data-segment register (DS, ES, FS, or GS), but it always generates a 
general-protection exception (#GP) when an attempt is made to access memory using the descriptor. By initializing 
the segment registers with this segment selector, accidental reference to unused segment registers can be guar- 
anteed to generate an exception. 


The LDT is located in a system segment of the LDT type. The GDT must contain a segment descriptor for the LDT 
segment. If the system supports multiple LDTs, each must have a separate segment selector and segment 
descriptor in the GDT. The segment descriptor for an LDT can be located anywhere in the GDT. See Section 3.5, 
“System Descriptor Types”, for information on the LDT segment-descriptor type. 


An LDT is accessed with its segment selector. To eliminate address translations when accessing the LDT, the 
segment selector, base linear address, limit, and access rights of the LDT are stored in the LDTR register (see 
Section 2.4, “Memory-Management Registers”). 


When the GDTR register is stored (using the SGDT instruction), a 48-bit “pseudo-descriptor” is stored in memory 
(see top diagram in Figure 3-11). To avoid alignment check faults in user mode (privilege level 3), the pseudo- 
descriptor should be located at an odd word address (that is, address MOD 4 is equal to 2). This causes the 


Vol. 3A 3-15 


PROTECTED-MODE MEMORY MANAGEMENT 


processor to store an aligned word, followed by an aligned doubleword. User-mode programs normally do not store 
pseudo-descriptors, but the possibility of generating an alignment check fault can be avoided by aligning pseudo- 
descriptors in this way. The same alignment should be used when storing the IDTR register using the SIDT instruc- 
tion. When storing the LDTR or task register (using the SLDT or STR instruction, respectively), the pseudo- 
descriptor should be located at a doubleword address (that is, address MOD 4 is equal to 0). 


47 16 15 0 
32-bit Base Address Limit 


79 16 15 0 
64-bit Base Address Limit 


Figure 3-11. Pseudo-Descriptor Formats 


3.5.2 Segment Descriptor Tables in |A-32e Mode 


In IA-32e mode, a segment descriptor table can contain up to 8192 (213) 8-byte descriptors. An entry in the 
segment descriptor table can be 8 bytes. System descriptors are expanded to 16 bytes (occupying the space of two 
entries). 

GDTR and LDTR registers are expanded to hold 64-bit base address. The corresponding pseudo-descriptor is 80 
bits. (see the bottom diagram in Figure 3-11). 


The following system descriptors expand to 16 bytes: 
— Call gate descriptors (see Section 5.8.3.1, “IA-32e Mode Call Gates”) 
— IDT gate descriptors (see Section 6.14.1, “64-Bit Mode IDT”) 
— LDT and TSS descriptors (see Section 7.2.3, “TSS Descriptor in 64-bit mode”). 
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CHAPTER 4 
PAGING 


Chapter 3 explains how segmentation converts logical addresses to linear addresses. Paging (or linear-address 
translation) is the process of translating linear addresses so that they can be used to access memory or I/O 
devices. Paging translates each linear address to a physical address and determines, for each translation, what 
accesses to the linear address are allowed (the address’s access rights) and the type of caching used for such 
accesses (the address’s memory type). 


Intel-64 processors support four different paging modes. These modes are identified and defined in Section 4.1. 
Section 4.2 gives an overview of the translation mechanism that is used in all modes. Section 4.3, Section 4.4, and 
Section 4.5 discuss the four paging modes in detail. 


Section 4.6 details how paging determines and uses access rights. Section 4.7 discusses exceptions that may be 
generated by paging (page-fault exceptions). Section 4.8 considers data which the processor writes in response to 
linear-address accesses (accessed and dirty flags). 


Section 4.9 describes how paging determines the memory types used for accesses to linear addresses. Section 
4.10 provides details of how a processor may cache information about linear-address translation. Section 4.11 
outlines interactions between paging and certain VMX features. Section 4.12 gives an overview of how paging can 
be used to implement virtual memory. 


4.1 PAGING MODES AND CONTROL BITS 


Paging behavior is controlled by the following control bits: 

¢ The WP and PG flags in control register CRO (bit 16 and bit 31, respectively). 

° The PSE, PAE, PGE, LA57, PCIDE, SMEP, SMAP, PKE, CET, and PKS flags in control register CR4 (bit 4, bit 5, 
bit 7, bit 12, bit 17, bit 20, bit 21, bit 22, bit 23, and bit 24, respectively). 

¢ The LME and NXE flags in the IA32_EFER MSR (bit 8 and bit 11, respectively). 

¢ The AC flag in the EFLAGS register (bit 18). 


Software enables paging by using the MOV to CRO instruction to set CRO.PG. Before doing so, software should 
ensure that control register CR3 contains the physical address of the first paging structure that the processor will 
use for linear-address translation (see Section 4.2) and that that structure is initialized as desired. See Table 4-3, 
Table 4-7, and Table 4-12 for the use of CR3 in the different paging modes. 


Section 4.1.1 describes how the values of CRO.PG, CR4.PAE, CR4.LA57, and IA32_EFER.LME determine whether 
paging is enabled and, if so, which of four paging modes is in use. Section 4.1.2 explains how to manage these bits 
to establish or make changes in paging modes. Section 4.1.3 discusses how CRO.WP, CR4.PSE, CR4.PGE, 
CR4.PCIDE, CR4.SMEP, CR4.SMAP, CR4.PKE, CR4.CET, CR4.PKS, and IA32_EFER.NXE modify the operation of the 
different paging modes. 


4.1.1 Four Paging Modes 


If CRO.PG = 0, paging is not used. The logical processor treats all linear addresses as if they were physical 
addresses. CR4.PAE, CR4.LA57, and IA32_EFER.LME are ignored by the processor, as are CRO.WP, CR4.PSE, 
CR4.PGE, CR4.SMEP, CR4.SMAP, and IA32_EFER.NXE. (CR4.CET is also ignored insofar as it affects linear-address 
access rights.) 


Paging is enabled if CRO.PG = 1. Paging can be enabled only if protection is enabled (CRO.PE = 1). If paging is 

enabled, one of four paging modes is used. The values of CR4.PAE, CR4.LA57, and IA32_EFER.LME determine 

which paging mode is used: 

° If CR4.PAE = 0, 32-bit paging is used. 32-bit paging is detailed in Section 4.3. 32-bit paging uses CRO.WP, 
CR4.PSE, CR4.PGE, CR4.SMEP, CR4.SMAP, and CR4.CET as described in Section 4.1.3 and Section 4.6. 
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° If CR4.PAE = 1 and IA32_EFER.LME = 0, PAE paging is used. PAE paging is detailed in Section 4.4. PAE paging 
uses CRO.WP, CR4.PGE, CR4.SMEP, CR4.SMAP, CR4.CET, and IA32_EFER.NXE as described in Section 4.1.3 and 
Section 4.6. 


© If CR4.PAE = 1, IA32_EFER.LME = 1, and CR4.LA57 = 0, 4-level paging! is used. 4-level paging is detailed 
in Section 4.5 (along with 5-level paging). 4-level paging uses CRO.WP, CR4.PGE, CR4.PCIDE, CR4.SMEP, 
CR4.SMAP, CR4.PKE, CR4.CET, CR4.PKS, and IA32_EFER.NXE as described in Section 4.1.3 and Section 4.6. 


© If CR4.PAE = 1, IA32_EFER.LME = 1, and CR4.LA57 = 1, 5-level paging is used. 5-level paging is detailed in 
Section 4.5 (along with 4-level paging). 5-level paging uses CRO.WP, CR4.PGE, CR4.PCIDE, CR4.SMEP, 
CR4.SMAP, CR4.PKE, CR4.CET, CR4.PKS, and IA32_EFER.NXE as described in Section 4.1.3 and Section 4.6. 


NOTE 


32-bit paging and PAE paging can be used only in legacy protected mode (IA32_EFER.LME = 0). In 
contrast, 4-level paging and 5-level paging can be used only IA-32e mode (IA32_EFER.LME = 1). 


The four paging modes differ with regard to the following details: 
¢ Linear-address width. The size of the linear addresses that can be translated. 
¢  Physical-address width. The size of the physical addresses produced by paging. 


¢ Page size. The granularity at which linear addresses are translated. Linear addresses on the same page are 
translated to corresponding physical addresses on the same page. 


* Support for execute-disable access rights. In some paging modes, software can be prevented from fetching 
instructions from pages that are otherwise readable. 


¢ Support for PCIDs. With 4-level paging and 5-level paging, software can enable a facility by which a logical 
processor caches information for multiple linear-address spaces. The processor may retain cached information 
when software switches between different linear-address spaces. 


® Support for protection keys. With 4-level paging and 5-level paging, each linear address is associated with a 
protection key. Software can use the protection-key rights registers to disable, for each protection key, how 
certain accesses to linear addresses associated with that protection key. 


Table 4-1 illustrates the principal differences between the four paging modes. 


Table 4-1. Properties of Different Paging Modes 


a ; Supports 

Paging PGin | PAcin | LMEin ASTI |e eee Page pupports | PCIDs and 
Mode CRO CR4 IA32_EFER | CR4 Width Width! Sizes Disable? aa 
None 0 N/A N/A N/A 32 32 N/A No No 
32-bit 1 ) 02 N/A 32 Up to 402 . eee No No 

4MB 

4KB 5 
PAE 1 1 0 N/A 32 Up to 52 ap Yes No 

4KB 
4-level 1 1 1 0) 48 Up to 52 2 MB Yes? Yes’ 

1 GB® 

4KB 
5-level 1 1 1 1 57 Up to 52 2MB Yes? Yes’ 

1 GB® 


1. Earlier versions of this manual used the term “IA-32e paging” to identify 4-level paging. 


2. The LMA flag in the IA32_EFER MSR (bit 10) is a status bit that indicates whether the logical processor is in IA-32e mode (and thus 
uses either 4-level paging or 5-level paging). The processor always sets IA32_EFER.LMA to CRO.PG & IA32_EFER.LME. Software can- 
not directly modify [A32_EFER.LMA; an execution of WRMSR to the [A32_EFER MSR ignores bit 10 of its source operand. 
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NOTES: 

1. The physical-address width is always bounded by MAXPHYADDR; see Section 4.1.4. 

2. The processor ensures that [A32_EFER.LME must be O if CRO.PG = 1 and CR4.PAE = 0. 

3. 32-bit paging supports physical-address widths of more than 32 bits only for 4-MByte pages and only if the PSE-36 mechanism is 
supported; see Section 4.1.4 and Section 4.3. 

4. 32-bit paging uses 4-MByte pages only if CR4.PSE = 1; see Section 4.3. 

5. Execute-disable access rights are applied only if IA32_EFER.NXE = 1; see Section 4.6. 

6. Processors that support 4-level paging or 5-level paging do not necessarily support 1-GByte pages; see Section 4.1.4. 

7.PCIDs are used only if CR4.PCIDE = 1; see Section 4.10.1. Protection keys are used only if certain conditions hold; see Section 4.6.2. 


Because 32-bit paging and PAE paging are used only in legacy protected mode and because legacy protected mode 
cannot produce linear addresses larger than 32 bits, 32-bit paging and PAE paging translate 32-bit linear 
addresses. 


4-level paging and 5-level paging are used only in IA-32e mode. IA-32e mode has two sub-modes: 


° Compatibility mode. This sub-mode uses only 32-bit linear addresses. In this sub-mode, 4-level paging and 5- 
level paging treat bits 63:32 of such an address as all 0. 


° 64-bit mode. While this sub-mode produces 64-bit linear addresses, the processor enforces canonicality, 
meaning that the upper bits of such an address are identical: bits 63:47 for 4-level paging and bits 63:56 for 
5-level paging. 4-level paging (respectively, 5-level paging) does not use bits 63:48 (respectively, bits 63:57) 
of such addresses. 


4.1.2 Paging-Mode Enabling 


If CRO.PG = 1, a logical processor is in one of four paging modes, depending on the values of CR4.PAE, 
IA32_EFER.LME, and CR4.LA57. Figure 4-1 illustrates how software can enable these modes and make transitions 
between them. The following items identify certain limitations and other details: 


¢ JA32_EFER.LME cannot be modified while paging is enabled (CRO.PG = 1). Attempts to do so using WRMSR 
cause a general-protection exception (#GP(0)). 


¢ Paging cannot be enabled (by setting CRO.PG to 1) while CR4.PAE = 0 and IA32_EFER.LME = 1. Attempts to do 
so using MOV to CRO cause a general-protection exception (#GP(0)). 


* One node in Figure 4-1 is labeled “IA-32e mode.” This node represents either 4-level paging (if CR4.LA57 = 0) 
or 5-level paging (if CR4.LA57 = 1). As noted in the following items, software cannot modify CR4.LA57 
(effecting transition between 4-level paging and 5-level paging) without first disabling paging. 


® CR4.PAE and CR4.LA57 cannot be modified while either 4-level paging or 5-level paging is in use (when 
CRO.PG = 1 and IA32_EFER.LME = 1). Attempts to do so using MOV to CR4 cause a general-protection 
exception (#GP(0)). 


* Regardless of the current paging mode, software can disable paging by clearing CRO.PG with MOV to CRO.! 


¢ Software can transition between 32-bit paging and PAE paging by changing the value of CR4.PAE with MOV to 
CR4. 


° Software cannot transition directly between 4-level paging (or 5-level paging) and any of other paging mode. 
It must first disable paging (by clearing CRO.PG with MOV to CRO), then set CR4.PAE, IA32_EFER.LME, and 
CR4.LA57 to the desired values (with MOV to CR4 and WRMSR), and then re-enable paging (by setting CRO.PG 
with MOV to CRO). As noted earlier, an attempt to modify CR4.PAE, IA32_EFER.LME, or CR.LA57 while 4-level 
paging or 5-level paging is enabled causes a general-protection exception (#GP(0)). 


¢ VMxX transitions allow transitions between paging modes that are not possible using MOV to CR or WRMSR. This 
is because VMX transitions can load CRO, CR4, and IA32_EFER in one operation. See Section 4.11.1. 


1. If the logical processor is in 64-bit mode or if CR4.PCIDE = 1, an attempt to clear CRO.PG causes a general-protection exception 
(#GP). Software should transition to compatibility mode and clear CR4.PCIDE before attempting to disable paging. 
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Figure 4-1. Enabling and Changing Paging Modes 


4.1.3 Paging-Mode Modifiers 


Details of how each paging mode operates are determined by the following control bits: 


The WP flag in CRO (bit 16). 


e 
bit 23, and bit 24, respectively). 
The NXE flag in the IA32_EFER MSR 


(bit 11). 


The PSE, PGE, PCIDE, SMEP, SMAP, PKE, CET, and PKS flags in CR4 (bit 4, bit 7, bit 17, bit 20, bit 21, bit 22, 


CRO.WP allows pages to be protected from supervisor-mode writes. If CRO.WP = 0, supervisor-mode write 
accesses are allowed to linear addresses with read-only access rights; if CRO.WP = 1, they are not. (User-mode 
write accesses are never allowed to linear addresses with read-only access rights, regardless of the value of 


CRO.WP.) Section 4.6 explains how access rights are determined, including the definition of supervisor-mode and 
user-mode accesses. 

CR4.PSE enables 4-MByte pages for 32-bit paging. If CR4.PSE = 0, 32-bit paging can use only 4-KByte pages; if 

CR4.PSE = 1, 32-bit paging can use both 4-KByte pages and 4-MByte pages. See Section 4.3 for more information. 
(PAE paging, 4-level paging, and 5-level paging can use multiple page sizes regardless of the value of CR4.PSE.) 


CR4.PGE enables global pages. If CR4.PGE = 0, no translations are shared across address spaces; if CR4.PGE = 1, 
specified translations may be shared across address spaces. See Section 4.10.2.4 for more information. 


CR4.PCIDE enables process-context identifiers (PCIDs) for 4-level paging and 5-level paging. PCIDs allow a logical 
processor to cache information for multiple linear-address spaces. See Section 4.10.1 for more information. 
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CR4.SMEP allows pages to be protected from supervisor-mode instruction fetches. If CR4.SMEP = 1, software 
operating in supervisor mode cannot fetch instructions from linear addresses that are accessible in user mode. 
Section 4.6 explains how access rights are determined, including the definition of supervisor-mode accesses and 
user-mode accessibility. 


CR4.SMAP allows pages to be protected from supervisor-mode data accesses. If CR4.SMAP = 1, software oper- 
ating in supervisor mode cannot access data at linear addresses that are accessible in user mode. Software can 
override this protection by setting EFLAGS.AC. Section 4.6 explains how access rights are determined, including 
the definition of supervisor-mode accesses and user-mode accessibility. 


CR4.PKE and CR4.PKS enable specification of access rights based on protection keys. 4-level paging and 5-level 
paging associate each linear address with a protection key. When CR4.PKE = 1, the PKRU register specifies, for 
each protection key, whether user-mode linear addresses with that protection key can be read or written. When 
CR4.PKS = 1, the IA32_PKRS MSR does the same for supervisor-mode linear addresses. See Section 4.6 for more 
information. 


CR4.CET enables control-flow enforcement technology, including the shadow-stack feature. If CR4.CET = 1, 
certain memory accesses are identified as shadow-stack accesses and certain linear addresses translate to 
shadow-stack pages. Section 4.6 explains how access rights are determined for these accesses and pages. (The 
processor allows CR4.CET to be set only if CRO.WP is also set.) 


IA32_EFER.NXE enables execute-disable access rights for PAE paging, 4-level paging, and 5-level paging. If 
IA32_EFER.NXE = 1, instruction fetches can be prevented from specified linear addresses (even if data reads from 
the addresses are allowed). Section 4.6 explains how access rights are determined. (IA32_EFER.NXE has no effect 
with 32-bit paging. Software that wants to use this feature to limit instruction fetches from readable pages must 
use PAE paging, 4-level paging, or 5-level paging.) 


4.1.4 Enumeration of Paging Features by CPUID 


Software can discover support for different paging features using the CPUID instruction: 


¢ PSE: page-size extensions for 32-bit paging. 
If CPUID.01H:EDX.PSE [bit 3] = 1, CR4.PSE may be set to 1, enabling support for 4-MByte pages with 32-bit 
paging (see Section 4.3). 


¢ PAE: physical-address extension. 
If CPUID.O1H:EDX.PAE [bit 6] = 1, CR4.PAE may be set to 1, enabling PAE paging (this setting is also required 
for 4-level paging and 5-level paging). 


¢ PGE: global-page support. 
If CPUID.01H:EDX.PGE [bit 13] = 1, CR4.PGE may be set to 1, enabling the global-page feature (see Section 
4.10.2.4). 


¢ PAT: page-attribute table. 
If CPUID.01H:EDX.PAT [bit 16] = 1, the 8-entry page-attribute table (PAT) is supported. When the PAT is 
supported, three bits in certain paging-structure entries select a memory type (used to determine type of 
caching used) from the PAT (see Section 4.9.2). 

° =PSE-36: page-size extensions with 40-bit physical-address extension. 
If CPUID.01H:EDX.PSE-36 [bit 17] = 1, the PSE-36 mechanism is supported, indicating that translations using 
4-MByte pages with 32-bit paging may produce physical addresses with up to 40 bits (see Section 4.3). 

¢ PCID: process-context identifiers. 
If CPUID.O1H:ECX.PCID [bit 17] = 1, CR4.PCIDE may be set to 1, enabling process-context identifiers (see 
Section 4.10.1). 

° SMEP: supervisor-mode execution prevention. 
If CPUID.(EAX=07H,ECX=0H):EBX.SMEP [bit 7] = 1, CR4.SMEP may be set to 1, enabling supervisor-mode 
execution prevention (see Section 4.6). 

¢ SMAP: supervisor-mode access prevention. 
If CPUID.(EAX=07H,ECX=0H):EBX.SMAP [bit 20] = 1, CR4.SMAP may be set to 1, enabling supervisor-mode 
access prevention (see Section 4.6). 
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° PKU: protection keys for user-mode pages. 
If CPUID.(EAX=07H,ECX=0H):ECX.PKU [bit 3] = 1, CR4.PKE may be set to 1, enabling protection keys for 
user-mode pages (see Section 4.6). 


° OSPKE: enabling of protection keys for user-mode pages. 
CPUID.(EAX=07H,ECX=0H):ECX.OSPKE [bit 4] returns the value of CR4.PKE. Thus, protection keys for user- 
mode pages are enabled if this flag is 1 (see Section 4.6). 


* CET: control-flow enforcement technology. 
If CPUID.(EAX=07H,ECX=0H):ECX.CET_SS [bit 7] = 1, CR4.CET may be set to 1, enabling shadow-stack 
pages (see Section 4.6). 


° ~=LA57: 57-bit linear addresses and 5-level paging. 
If CPUID.(EAX=07H,ECX=0):ECX.LA57 [bit 16] = 1, CR4.LA57 may be set to 1, enabling 5-level paging. 


¢ PKS: protection keys for supervisor-mode pages. 
If CPUID.(EAX=07H,ECX=0H):ECX.PKS [bit 31] = 1, CR4.PKS may be set to 1, enabling protection keys for 
supervisor-mode pages (see Section 4.6). 


° NX: execute disable. 
If CPUID.80000001H:EDX.NX [bit 20] = 1, IA32_EFER.NXE may be set to 1, allowing software to disable 
execute access to selected pages (see Section 4.6). (Processors that do not support CPUID function 
80000001H do not allow IA32_EFER.NXE to be set to 1.) 

° Page1iGB: 1-GByte pages. 
If CPUID.80000001H:EDX.Page1GB [bit 26] = 1, 1-GByte pages may be supported with 4-level paging and 5- 
level paging (see Section 4.5). 

¢ LM: IA-32e mode support. 
If CPUID.80000001H:EDX.LM [bit 29] = 1, IA32_EFER.LME may be set to 1, enabling IA-32e mode (with either 
4-level paging or 5-level paging). (Processors that do not support CPUID function 80000001H do not allow 
IA32_EFER.LME to be set to 1.) 

¢ CPUID.80000008H:EAX[7:0] reports the physical-address width supported by the processor. (For processors 
that do not support CPUID function 80000008H, the width is generally 36 if CPUID.O1H:EDX.PAE [bit 6] = 1 
and 32 otherwise.) This width is referred to as MAXPHYADDR. MAXPHYADDR is at most 52. 

¢ CPUID.80000008H:EAX[15:8] reports the linear-address width supported by the processor. Generally, this 
value is reported as follows: 


— If CPUID.80000001H:EDX.LM [bit 29] = 0, the value is reported as 32. 


— If CPUID.80000001H:EDX.LM [bit 29] = 1 and CPUID.(EAX=07H,ECX=0):ECX.LA57 [bit 16] = 0, the 
value is reported as 48. 


— If CPUID.(EAX=07H,ECX=0):ECX.LA57 [bit 16] = 1, the value is reported as 57. 
(Processors that do not support CPUID function 80000008H, support a linear-address width of 32.) 


4.2 HIERARCHICAL PAGING STRUCTURES: AN OVERVIEW 


All four paging modes translate linear addresses using hierarchical paging structures. This section provides an 
overview of their operation. Section 4.3, Section 4.4, Section 4.5, and Section 4.6 provide details for the four 
paging modes. 


Every paging structure is 4096 Bytes in size and comprises a number of individual entries. With 32-bit paging, 
each entry is 32 bits (4 bytes); there are thus 1024 entries in each structure. With the other paging modes, each 
entry is 64 bits (8 bytes); there are thus 512 entries in each structure. (PAE paging includes one exception, a 
paging structure that is 32 bytes in size, containing 4 64-bit entries. ) 


The processor uses the upper portion of a linear address to identify a series of paging-structure entries. The last of 
these entries identifies the physical address of the region to which the linear address translates (called the page 
frame). The lower portion of the linear address (called the page offset) identifies the specific address within that 
region to which the linear address translates. 
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Each paging-structure entry contains a physical address, which is either the address of another paging structure or 
the address of a page frame. In the first case, the entry is said to reference the other paging structure; in the 
latter, the entry is said to map a page. 


The first paging structure used for any translation is located at the physical address in CR3. A linear address is 
translated using the following iterative procedure. A portion of the linear address (initially the uppermost bits) 
selects an entry in a paging structure (initially the one located using CR3). If that entry references another paging 
structure, the process continues with that paging structure and with the portion of the linear address immediately 
below that just used. If instead the entry maps a page, the process completes: the physical address in the entry is 
that of the page frame and the remaining lower portion of the linear address is the page offset. 


The following items give an example for each of the four paging modes (each example locates a 4-KByte page 
frame): 


* With 32-bit paging, each paging structure comprises 1024 = 2!° entries. For this reason, the translation 
process uses 10 bits at a time from a 32-bit linear address. Bits 31:22 identify the first paging-structure entry 
and bits 21:12 identify a second. The latter identifies the page frame. Bits 11:0 of the linear address are the 
page offset within the 4-KByte page frame. (See Figure 4-2 for an illustration.) 


* With PAE paging, the first paging structure comprises only 4 = 2? entries. Translation thus begins by using 
bits 31:30 from a 32-bit linear address to identify the first paging-structure entry. Other paging structures 
comprise 512 =2° entries, so the process continues by using 9 bits at a time. Bits 29:21 identify a second 
paging-structure entry and bits 20:12 identify a third. This last identifies the page frame. (See Figure 4-5 for 
an illustration. ) 


* With 4-level paging, each paging structure comprises 512 = 2° entries and translation uses 9 bits at a time 
from a 48-bit linear address. Bits 47:39 identify the first paging-structure entry, bits 38:30 identify a second, 
bits 29:21 a third, and bits 20:12 identify a fourth. Again, the last identifies the page frame. (See Figure 4-8 
for an illustration.) 


e =5-level paging is similar to 4-level paging except that 5-level paging translates 57-bit linear addresses. 
Bits 56:48 identify the first paging-structure entry, while the remaining bits are used as with 4-level paging. 


The translation process in each of the examples above completes by identifying a page frame; the page frame is 
part of the translation of the original linear address. In some cases, however, the paging structures may be 
configured so that the translation process terminates before identifying a page frame. This occurs if the process 
encounters a paging-structure entry that is marked “not present” (because its P flag — bit O — is clear) or in which 
a reserved bit is set. In this case, there is no translation for the linear address; an access to that address causes a 
page-fault exception (see Section 4.7). 


In the examples above, a paging-structure entry maps a page with a 4-KByte page frame when only 12 bits remain 
in the linear address; entries identified earlier always reference other paging structures. That may not apply in 
other cases. The following items identify when an entry maps a page and when it references another paging struc- 
ture: 


¢ If more than 12 bits remain in the linear address, bit 7 (PS — page size) of the current paging-structure entry 
is consulted. If the bit is 0, the entry references another paging structure; if the bit is 1, the entry maps a page. 


¢ If only 12 bits remain in the linear address, the current paging-structure entry always maps a page (bit 7 is 
used for other purposes). 


If a paging-structure entry maps a page when more than 12 bits remain in the linear address, the entry identifies 
a page frame larger than 4 KBytes. For example, 32-bit paging uses the upper 10 bits of a linear address to locate 
the first paging-structure entry; 22 bits remain. If that entry maps a page, the page frame is 272 Bytes = 4 MBytes. 
32-bit paging can use 4-MByte pages if CR4.PSE = 1. The other paging modes can use 2-MByte pages (regardless 
of the value of CR4.PSE). 4-level paging and 5-level paging can use 1-GByte pages if the processor supports them 
(see Section 4.1.4). 


Paging structures are given different names based on their uses in the translation process. Table 4-2 gives the 
names of the different paging structures. It also provides, for each structure, the source of the physical address 
used to locate it (CR3 or a different paging-structure entry); the bits in the linear address used to select an entry 
from the structure; and details of whether and how such an entry can map a page. 
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Table 4-2. Paging Structures in the Different Paging Modes 


Physical 
Paging Structure Paging Mode Address of 
Structure 


Bits Selecting 


Entry Page Mapping 


32-bit, PAE, 4-level N/A 


PML5 table 


5-level N/A (PS must be 0) 
32-bit, PAE 


PML4 table 4-level 


N/A (PS must be 0) 
5-level 


32-bit N/A 


Page-directory- PAE N/A (PS must be 0) 
pointer table 


4-level, 5-level 1-GByte page if PS=1 ! 


4-MByte page if PS=1¢ 


Page directory 
PAE, 4-level, 5-level 2-MByte page if PS=1 


32-bit 
Page table 4-KByte page 
PAE, 4-level, 5-level 


NOTES: 

1. Not all processors support 1-GByte pages; see Section 4.1.4. 

2. 32-bit paging ignores the PS flag in a PDE (and uses the entry to reference a page table) unless CR4.PSE = 1. Not all processors sup- 
port 4-MByte pages with 32-bit paging; see Section 4.1.4. 


4.3 32-BIT PAGING 


A logical processor uses 32-bit paging if CRO.PG = 1 and CR4.PAE = 0. 32-bit paging translates 32-bit linear 
addresses to 40-bit physical addresses.! Although 40 bits corresponds to 1 TByte, linear addresses are limited to 
32 bits; at most 4 GBytes of linear-address space may be accessed at any given time. 


32-bit paging uses a hierarchy of paging structures to produce a translation for a linear address. CR3 is used to 
locate the first paging-structure, the page directory. Table 4-3 illustrates how CR3 is used with 32-bit paging. 


32-bit paging may map linear addresses to either 4-KByte pages or 4-MByte pages. Figure 4-2 illustrates the trans- 
lation process when it uses a 4-KByte page; Figure 4-3 covers the case of a 4-MByte page. The following items 
describe the 32-bit paging process in more detail as well has how the page size is determined: 


¢ A4-KByte naturally aligned page directory is located at the physical address specified in bits 31:12 of CR3 (see 
Table 4-3). A page directory comprises 1024 32-bit entries (PDEs). A PDE is selected using the physical address 
defined as follows: 


— Bits 39:32 are all 0. 
— Bits 31:12 are from CR3. 
— Bits 11:2 are bits 31:22 of the linear address. 


1. Bits in the range 39:32 are O in any physical address used by 32-bit paging except those used to map 4-MByte pages. If the proces- 
sor does not support the PSE-36 mechanism, this is true also for physical addresses used to map 4-MByte pages. If the processor 
does support the PSE-36 mechanism and MAXPHYADDR < 40, bits in the range 39:MAXPHYADDR are 0 in any physical address used 
to map a 4-MByte page. (The corresponding bits are reserved in PDEs.) See Section 4.1.4 for how to determine MAXPHYADDR and 
whether the PSE-36 mechanism is supported. 
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— Bits 1:0 are O. 


Because a PDE is identified using bits 31:22 of the linear address, it controls access to a 4-Mbyte region of the 
linear-address space. Use of the PDE depends on CR4.PSE and the PDE’s PS flag (bit 7): 


°¢ If CR4.PSE = 1 and the PDE’s PS flag is 1, the PDE maps a 4-MByte page (see Table 4-4). The final physical 
address is computed as follows: 


— Bits 39:32 are bits 20:13 of the PDE. 
— Bits 31:22 are bits 31:22 of the PDE. 
— Bits 21:0 are from the original linear address. 


¢ If CR4.PSE = 0 or the PDE's PS flag is 0, a 4-KByte naturally aligned page table is located at the physical 
address specified in bits 31:12 of the PDE (see Table 4-5). A page table comprises 1024 32-bit entries (PTEs). 
A PTE is selected using the physical address defined as follows: 


— Bits 39:32 are all 0. 

— Bits 31:12 are from the PDE. 

— Bits 11:2 are bits 21:12 of the linear address. 
— Bits 1:0 are O. 


° Because a PTE is identified using bits 31:12 of the linear address, every PTE maps a 4-KByte page (see 
Table 4-6). The final physical address is computed as follows: 


— Bits 39:32 are all 0. 
— Bits 31:12 are from the PTE. 
— Bits 11:0 are from the original linear address. 


If a paging-structure entry’s P flag (bit 0) is O or if the entry sets any reserved bit, the entry is used neither to refer- 
ence another paging-structure entry nor to map a page. There is no translation for a linear address whose transla- 
tion would use such a paging-structure entry; a reference to such a linear address causes a page-fault exception 
(see Section 4.7). 


With 32-bit paging, there are reserved bits only if CR4.PSE = 1: 


¢ Ifthe P flag and the PS flag (bit 7) of a PDE are both 1, the bits reserved depend on MAXPHYADDR, and whether 
the PSE-36 mechanism is supported: 


— Ifthe PSE-36 mechanism is not supported, bits 21:13 are reserved. 


— If the PSE-36 mechanism is supported, bits 21:(M-19) are reserved, where M is the minimum of 40 and 
MAXPHYADDR. 


* If the PAT is not supported:? 

— Ifthe P flag of a PTE is 1, bit 7 is reserved. 

— Ifthe P flag and the PS flag of a PDE are both 1, bit 12 is reserved. 
(If CR4.PSE = 0, no bits are reserved with 32-bit paging.) 


A reference using a linear address that is successfully translated to a physical address is performed only if allowed 
by the access rights of the translation; see Section 4.6. 


1. The upper bits in the final physical address do not all come from corresponding positions in the PDE; the physical-address bits in the 
PDE are not all contiguous. 


2. See Section 4.1.4 for how to determine MAXPHYADDR and whether the PSE-36 mechanism is supported. 
3. See Section 4.1.4 for how to determine whether the PAT is supported. 
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Linear Address 
31 22 21 12 11 0 
Directory Table | Offset 


A12 4-KByte Page 


A710 10 Page Table |_»| Physical Address 


Page Directory 


— wm PTE > 
20 
'— | PDE with PS=0 
20 
> 
32 


CR3 


Figure 4-2. Linear-Address Translation to a 4-KByte Page using 32-Bit Paging 


Linear Address 
31 22 21 0 
Directory Offset 


22 4-MByte Page 


10 Page Directory 


>) Physical Address 


—3 | PDE with PS=1 > 
18 
yal 


32 


CR3 


Figure 4-3. Linear-Address Translation to a 4-MByte Page using 32-Bit Paging 


Figure 4-4 gives a summary of the formats of CR3 and the paging-structure entries with 32-bit paging. For the 
paging structure entries, it identifies separately the format of entries that map pages, those that reference other 
paging structures, and those that do neither because they are “not present”; bit 0 (P) and bit 7 (PS) are highlighted 
because they determine how such an entry is used. 
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31/30/29] 28] 27} 26/25 |24}23[22)21) 2019] 18] 17] 16]15]i4ji3li2iiijio] 9} si7ielis5i4/3i2tijoyt | 


Bits 31:22 of address Reserved Bits 39:32 of 
of 4MB page frame (must be 0) address 


Ignored 


Address of page directory’ Ignored 


PDE: 
4MB 
page 


Pp 
Ignored 


PDE: 


page 


Address of page table Ignored 
table 


OnV!] ONVI] OND 
40; Ha 0]/ Hav 


PDE: 


Ignored not 
present 


PTE: 
Address of 4KB page frame Ignored 4KB 
W page 


NOTES: 


PTE: 


Ignored not 
present 


Figure 4-4. Formats of CR3 and Paging-Structure Entries with 32-Bit Paging 


1. CR3 has 64 bits on processors supporting the Intel-64 architecture. These bits are ignored with 32-bit paging. 
2. This example illustrates a processor in which MAXPHYADDR is 36. If this value is larger or smaller, the number of bits reserved in 
positions 20:13 of a PDE mapping a 4-MByte page will change. 


Table 4-3. Use of CR3 with 32-Bit Paging 


Bit Contents 

Position(s) 

2:0 Ignored 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the page directory during linear- 
address translation (See Section 4.9) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the page directory during linear- 
address translation (See Section 4.9) 

11:5 Ignored 

31:12 Physical address of the 4-KByte aligned page directory used for linear-address translation 

63:32 Ignored (these bits exist only on processors supporting the Intel-64 architecture) 
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Table 4-4. Format of a 32-Bit Page-Directory Entry that Maps a 4-MByte Page 


Bit Contents 

Position(s) 

0 (P) Present; must be 1 to map a 4-MByte page 

1 (R/W) Read/write; if 0, writes may not be allowed to the 4-MByte page referenced by this entry (see Section 4.6) 

2 (U/S) User/supervisor; if 0, user-mode accesses are not allowed to the 4-MByte page referenced by this entry (see Section 
4.6) 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the 4-MByte page referenced by 
this entry (see Section 4.9) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the 4-MByte page referenced by 
this entry (see Section 4.9) 

5 (A) Accessed; indicates whether software has accessed the 4-MByte page referenced by this entry (see Section 4.8) 

6 (D) Dirty; indicates whether software has written to the 4-MByte page referenced by this entry (see Section 4.8) 

7 (PS) Page size; must be 1 (otherwise, this entry references a page table; see Table 4-5) 

8 (G) Global; if CR4.PGE = 1, determines whether the translation is global (see Section 4.10); ignored otherwise 

11:9 Ignored 

12 (PAT) If the PAT is supported, indirectly determines the memory type used to access the 4-MByte page referenced by this 
entry (see Section 4.9.2); otherwise, reserved (must be 0)! 

(M-20):13 Bits (M-1):32 of physical address of the 4-MByte page referenced by this entry? 

21:(M-19) Reserved (must be 0) 

31:22 Bits 31:22 of physical address of the 4-MByte page referenced by this entry 

NOTES: 


1. See Section 4.1.4 for how to determine whether the PAT is supported. 


2. If the PSE-36 mechanism is not supported, M is 32, and this row does not apply. If the PSE-36 mechanism is supported, M is the min- 
imum of 40 and MAXPHYADDR (this row does not apply if MAXPHYADDR = 32). See Section 4.1.4 for how to determine MAXPHYA- 
DDR and whether the PSE-36 mechanism is supported. 
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Table 4-5. Format of a 32-Bit Page-Directory Entry that References a Page Table 


Bit Contents 

Position(s) 

0 (P) Present; must be 1 to reference a page table 

1 (R/W) Read/write; if 0, writes may not be allowed to the 4-MByte region controlled by this entry (see Section 4.6) 

2 (U/S) User/supervisor; if 0, user-mode accesses are not allowed to the 4-MByte region controlled by this entry (see Section 
4.6) 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the page table referenced by this 
entry (see Section 4.9) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the page table referenced by this 
entry (see Section 4.9) 

5 (A) Accessed; indicates whether this entry has been used for linear-address translation (see Section 4.8) 

6 Ignored 

7 (PS) If CR4.PSE = 1, must be O (otherwise, this entry maps a 4-MByte page; see Table 4-4); otherwise, ignored 

11:8 Ignored 

31:12 Physical address of 4-KByte aligned page table referenced by this entry 

Table 4-6. Format of a 32-Bit Page-Table Entry that Maps a 4-KByte Page 

Bit Contents 

Position(s) 

0 (P) Present; must be 1 to map a 4-KByte page 

1 (R/W) Read/write; if 0, writes may not be allowed to the 4-KByte page referenced by this entry (see Section 4.6) 

2 (U/S) User/supervisor; if 0, user-mode accesses are not allowed to the 4-KByte page referenced by this entry (see Section 
4.6) 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the 4-KByte page referenced by this 
entry (see Section 4.9) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the 4-KByte page referenced by this 
entry (see Section 4.9) 

5 (A) Accessed; indicates whether software has accessed the 4-KByte page referenced by this entry (see Section 4.8) 

6 (D) Dirty; indicates whether software has written to the 4-KByte page referenced by this entry (see Section 4.8) 

7 (PAT) If the PAT is supported, indirectly determines the memory type used to access the 4-KByte page referenced by this 
entry (see Section 4.9.2); otherwise, reserved (must be 0)! 

8 (G) Global; if CR4.PGE = 1, determines whether the translation is global (see Section 4.10); ignored otherwise 

11:9 Ignored 

31:12 Physical address of the 4-KByte page referenced by this entry 

NOTES: 


1. See Section 4.1.4 for how to determine whether the PAT is supported. 
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4.4 PAE PAGING 


A logical processor uses PAE paging if CRO.PG = 1, CR4.PAE = 1, and IA32_EFER.LME = 0. PAE paging translates 
32-bit linear addresses to 52-bit physical addresses.! Although 52 bits corresponds to 4 PBytes, linear addresses 
are limited to 32 bits; at most 4 GBytes of linear-address space may be accessed at any given time. 


With PAE paging, a logical processor maintains a set of four (4) PDPTE registers, which are loaded from an address 
in CR3. Linear address are translated using 4 hierarchies of in-memory paging structures, each located using one 
of the PDPTE registers. (This is different from the other paging modes, in which there is one hierarchy referenced 
by CR3.) 


Section 4.4.1 discusses the PDPTE registers. Section 4.4.2 describes linear-address translation with PAE paging. 


4.4.1 PDPTE Registers 


When PAE paging is used, CR3 references the base of a 32-Byte page-directory-pointer table. Table 4-7 illus- 
trates how CR3 is used with PAE paging. 


Table 4-7. Use of CR3 with PAE Paging 


Bit Contents 

Position(s) 

4:0 Ignored 

31:5 Physical address of the 32-Byte aligned page-directory-pointer table used for linear-address translation 
63:32 Ignored (these bits exist only on processors supporting the Intel-64 architecture) 


The page-directory-pointer-table comprises four (4) 64-bit entries called PDPTEs. Each PDPTE controls access to a 
1-GByte region of the linear-address space. Corresponding to the PDPTEs, the logical processor maintains a set of 
four (4) internal, non-architectural PDPTE registers, called PDPTEO, PDPTE1, PDPTE2, and PDPTE3. The logical 
processor loads these registers from the PDPTEs in memory as part of certain operations: 


¢ If PAE paging would be in use following an execution of MOV to CRO or MOV to CR4 (see Section 4.1.1) and the 
instruction is modifying any of CRO.CD, CRO.NW, CRO.PG, CR4.PAE, CR4.PGE, CR4.PSE, or CR4.SMEP; then the 
PDPTEs are loaded from the address in CR3. 


¢ If MOV to CR3 is executed while the logical processor is using PAE paging, the PDPTEs are loaded from the 
address being loaded into CR3. 


¢ If PAE paging is in use and a task switch changes the value of CR3, the PDPTEs are loaded from the address in 
the new CR3 value. 


* Certain VMX transitions load the PDPTE registers. See Section 4.11.1. 
Table 4-8 gives the format of a PDPTE. If any of the PDPTEs sets both the P flag (bit 0) and any reserved bit, the 


MOV to CR instruction causes a general-protection exception (#GP(0)) and the PDPTEs are not loaded.? As shown 
in Table 4-8, bits 2:1, 8:5, and 63:MAXPHYADDR are reserved in the PDPTEs. 


1. If MAXPHYADDR < 52, bits in the range 51:MAXPHYADDR will be 0 in any physical address used by PAE paging. (The corresponding 
bits are reserved in the paging-structure entries.) See Section 4.1.4 for how to determine MAXPHYADDR. 


2. Onsome processors, reserved bits are checked even in PDPTEs in which the P flag (bit 0) is 0. 


4-14 Vol. 3A 


PAGING 


Table 4-8. Format of a PAE Page-Directory-Pointer-Table Entry (PDPTE) 


Bit Contents 

Position(s) 

0 (P) Present; must be 1 to reference a page directory 

2:1 Reserved (must be 0) 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the page directory referenced by 
this entry (see Section 4.9) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the page directory referenced by 
this entry (see Section 4.9) 

8:5 Reserved (must be 0) 

11:9 Ignored 


(M-1):12 Physical address of 4-KByte aligned page directory referenced by this entry! 


63:M Reserved (must be 0) 


NOTES: 
1. Mis an abbreviation for MAXPHYADDR, which is at most 52; see Section 4.1.4. 


4.4.2 Linear-Address Translation with PAE Paging 


PAE paging may map linear addresses to either 4-KByte pages or 2-MByte pages. Figure 4-5 illustrates the trans- 
lation process when it produces a 4-KByte page; Figure 4-6 covers the case of a 2-MByte page. The following items 
describe the PAE paging process in more detail as well has how the page size is determined: 


¢ Bits 31:30 of the linear address select a PDPTE register (see Section 4.4.1); this is PDPTE/, where / is the value 
of bits 31:30.! Because a PDPTE register is identified using bits 31:30 of the linear address, it controls access 
to a 1-GByte region of the linear-address space. If the P flag (bit 0) of PDPTE/ is 0, the processor ignores bits 
63:1, and there is no mapping for the 1-GByte region controlled by PDPTE/. A reference using a linear address 
in this region causes a page-fault exception (see Section 4.7). 


° If the P flag of PDPTE/ is 1, 4-KByte naturally aligned page directory is located at the physical address specified 
in bits 51:12 of PDPTE/ (see Table 4-8 in Section 4.4.1). A page directory comprises 512 64-bit entries (PDEs). 
A PDE is selected using the physical address defined as follows: 


— Bits 51:12 are from PDPTE/. 
— Bits 11:3 are bits 29:21 of the linear address. 
— Bits 2:0 are O. 


Because a PDE is identified using bits 31:21 of the linear address, it controls access to a 2-Mbyte region of the 
linear-address space. Use of the PDE depends on its PS flag (bit 7): 


¢ If the PDE’s PS flag is 1, the PDE maps a 2-MByte page (see Table 4-9). The final physical address is computed 
as follows: 


— Bits 51:21 are from the PDE. 
— Bits 20:0 are from the original linear address. 


e If the PDE’s PS flag is 0, a 4-KByte naturally aligned page table is located at the physical address specified in 
bits 51:12 of the PDE (see Table 4-10). A page table comprises 512 64-bit entries (PTEs). A PTE is selected 
using the physical address defined as follows: 


— Bits 51:12 are from the PDE. 


1. With PAE paging, the processor does not use CR3 when translating a linear address (as it does in the other paging modes). It does 
not access the PDPTEs in the page-directory-pointer table during linear-address translation. 


Vol. 3A 4-15 


PAGING 


— Bits 11:3 are bits 20:12 of the linear address. 
— Bits 2:0 are O. 


° Because a PTE is identified using bits 31:12 of the linear address, every PTE maps a 4-KByte page (see 
Table 4-11). The final physical address is computed as follows: 


— Bits 51:12 are from the PTE. 
— Bits 11:0 are from the original linear address. 


If the P flag (bit 0) of a PDE or a PTE is 0 or if a PDE or a PTE Sets any reserved bit, the entry is used neither to 
reference another paging-structure entry nor to map a page. There is no translation for a linear address whose 
translation would use such a paging-structure entry; a reference to such a linear address causes a page-fault 
exception (see Section 4.7). 


The following bits are reserved with PAE paging: 
° If the P flag (bit 0) of a PDE or a PTE is 1, bits 62: MAXPHYADDR are reserved. 
e If the P flag and the PS flag (bit 7) of a PDE are both 1, bits 20:13 are reserved. 
° If IA32_EFER.NXE = 0 and the P flag of a PDE or a PTE is 1, the XD flag (bit 63) is reserved. 
* If the PAT is not supported:! 
— Ifthe P flag of a PTE is 1, bit 7 is reserved. 
— Ifthe P flag and the PS flag of a PDE are both 1, bit 12 is reserved. 


A reference using a linear address that is successfully translated to a physical address is performed only if allowed 
by the access rights of the translation; see Section 4.6. 


Linear Address 
31 30 29 21 20 12 11 0 


Directory Table Offset 


Directory Pointer —» 


12 4-KByte Page 


Page Table Physical Address 
Page Directory 9 
9 \_y | PTE ri 
|_| PDE with PS=0 ie ae 
2 


PDPTE Registers 


40 


——* | PDPTE value 


Figure 4-5. Linear-Address Translation to a 4-KByte Page using PAE Paging 


1. See Section 4.1.4 for how to determine whether the PAT is supported. 
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Linear Address 
31 30 29 21 20 0 
Directory Offset 


Directory 
Pointer 


21  2-MByte Page 


Page Directory —>) Physical Address 


PDPTE Registers 


—~| PDE with PS=1 


— | PDPTE value > 
40 


31 


Figure 4-6. Linear-Address Translation to a 2-MByte Page using PAE Paging 


Table 4-9. Format of a PAE Page-Directory Entry that Maps a 2-MByte Page 


Bit Contents 

Position(s) 

0 (P) Present; must be 1 to map a 2-MByte page 

1 (R/W) Read/write; if 0, writes may not be allowed to the 2-MByte page referenced by this entry (see Section 4.6) 

2 (U/S) User/supervisor; if 0, user-mode accesses are not allowed to the 2-MByte page referenced by this entry (see Section 
46) 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the 2-MByte page referenced by 
this entry (see Section 4.9) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the 2-MByte page referenced by this 
entry (see Section 4.9) 

5 (A) Accessed; indicates whether software has accessed the 2-MByte page referenced by this entry (see Section 4.8) 

6 (D) Dirty; indicates whether software has written to the 2-MByte page referenced by this entry (see Section 4.8) 

7 (PS) Page size; must be 1 (otherwise, this entry references a page table; see Table 4-10) 

8 (G) Global; if CR4.PGE = 1, determines whether the translation is global (see Section 4.10); ignored otherwise 

11:9 Ignored 

12 (PAT) If the PAT is supported, indirectly determines the memory type used to access the 2-MByte page referenced by this 
entry (see Section 4.9.2); otherwise, reserved (must be 0)! 

20:13 Reserved (must be 0) 

(M-1):21 Physical address of the 2-MByte page referenced by this entry 

62:M Reserved (must be 0) 

63 (XD) If IA32_EFER.NXE = 1, execute-disable (if 1, instruction fetches are not allowed from the 2-MByte page controlled by 
this entry; see Section 4.6); otherwise, reserved (must be 0) 

NOTES: 


1. See Section 4.1.4 for how to determine whether the PAT is supported. 
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Table 4-10. Format of a PAE Page-Directory Entry that References a Page Table 


Bit Contents 

Position(s) 

0 (P) Present; must be 1 to reference a page table 

1 (R/W) Read/write; if 0, writes may not be allowed to the 2-MByte region controlled by this entry (see Section 4.6) 

2 (U/S) User/supervisor; if 0, user-mode accesses are not allowed to the 2-MByte region controlled by this entry (see 
Section 4.6) 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the page table referenced by this 
entry (see Section 4.9) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the page table referenced by this 
entry (see Section 4.9) 

5 (A) Accessed; indicates whether this entry has been used for linear-address translation (see Section 4.8) 

6 Ignored 

7 (PS) Page size; must be O (otherwise, this entry maps a 2-MByte page; see Table 4-9) 

11:8 Ignored 

(M-1):12 Physical address of 4-KByte aligned page table referenced by this entry 

62:M Reserved (must be 0) 

63 (XD) If [A32_EFER.NXE = 1, execute-disable (if 1, instruction fetches are not allowed from the 2-MByte region controlled 
by this entry; see Section 4.6); otherwise, reserved (must be 0) 

Table 4-11. Format of a PAE Page-Table Entry that Maps a 4-KByte Page 

Bit Contents 

Position(s) 

0 (P) Present; must be 1 to map a 4-KByte page 

1 (R/W) Read/write; if 0, writes may not be allowed to the 4-KByte page referenced by this entry (see Section 4.6) 

2 (U/S) User/supervisor; if 0, user-mode accesses are not allowed to the 4-KByte page referenced by this entry (see Section 
4.6) 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the 4-KByte page referenced by 
this entry (see Section 4.9) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the 4-KByte page referenced by this 
entry (see Section 4.9) 

5 (A) Accessed; indicates whether software has accessed the 4-KByte page referenced by this entry (see Section 4.8) 

6 (D) Dirty; indicates whether software has written to the 4-KByte page referenced by this entry (see Section 4.8) 

7 (PAT) If the PAT is supported, indirectly determines the memory type used to access the 4-KByte page referenced by this 
entry (see Section 4.9.2); otherwise, reserved (must be 0)! 

8 (G) Global; if CR4.PGE = 1, determines whether the translation is global (see Section 4.10); ignored otherwise 
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Table 4-11. Format of a PAE Page-Table Entry that Maps a 4-KByte Page (Contd.) 


Bit Contents 
Position(s) 
11:9 Ignored 


(M-1):12 Physical address of the 4-KByte page referenced by this entry 


62:M Reserved (must be 0) 


63 (XD) If IA32_EFER.NXE = 1, execute-disable (if 1, instruction fetches are not allowed from the 4-KByte page controlled by 
this entry; see Section 4.6); otherwise, reserved (must be 0) 


NOTES: 
1. See Section 4.1.4 for how to determine whether the PAT is supported. 


Figure 4-7 gives a summary of the formats of CR3 and the paging-structure entries with PAE paging. For the paging 
structure entries, it identifies separately the format of entries that map pages, those that reference other paging 
structures, and those that do neither because they are “not present”; bit O (P) and bit 7 (PS) are highlighted 
because they determine how a paging-structure entry is used. 


serogazesaszi| || | brosezesssziiosacsaaeiolbleseazilol 


Ignored@ Address of page-directory-pointer table Ignored 


3 PDPTE: 
Reserved Address of page directory . present 


PDTPE: 


Ignored not 
present 


PDE: 


Address of 
Reserved 2MB page frame Reserved ‘ : ae 


PDE: 


Reserved Address of page table : page 
table 


PDE: 


Ignored not 
present 


PTE: 
Reserved Address of 4KB page frame : 4KB 
page 
PTE: 


Ignored not 
present 


Figure 4-7. Formats of CR3 and Paging-Structure Entries with PAE Paging 


NOTES: 

1. Mis an abbreviation for MAXPHYADDR. 

2. CR3 has 64 bits only on processors supporting the Intel-64 architecture. These bits are ignored with PAE paging. 
3. Reserved fields must be 0. 

4. If IA32_EFER.NXE = 0 and the P flag of a PDE or a PTE is 1, the XD flag (bit 63) is reserved. 
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4.5 4-LEVEL PAGING AND 5-LEVEL PAGING 


Because the operation of 4-level paging and 5-level paging is very similar, they are described together in this 
section. The following items highlight the distinctions between the two paging modes: 


¢ A logical processor uses 4-level paging if CRO.PG = 1, CR4.PAE = 1, IA32_EFER.LME = 1, and CR4.LA57 = 0. 
4-level paging translates 48-bit linear addresses to 52-bit physical addresses.! Although 52 bits corresponds to 
4 PBytes, linear addresses are limited to 48 bits; at most 256 TBytes of linear-address space may be accessed 
at any given time. 


¢ A logical processor uses 5-level paging if CRO.PG = 1, CR4.PAE = 1, IA32_EFER.LME = 1, and CR4.LA57 = 1. 
5-level paging translates 57-bit linear addresses to 52-bit physical addresses. Thus, 5-level paging supports a 
linear-address space sufficient to access the entire physical-address space. 


Both paging modes translate linear addresses using a hierarchy of in-memory paging structures located using the 
contents of CR3, which is used to locate the first paging-structure. For 4-level paging, this is the PML4 table, and 
for 5-level paging it is the PML5 table. Use of CR3 with 4-level paging and 5-level paging depends on whether 
process-context identifiers (PCIDs) have been enabled by setting CR4.PCIDE: 


* Table 4-12 illustrates how CR3 is used with 4-level paging and 5-level paging if CR4.PCIDE = 0. 


Table 4-12. Use of CR3 with 4-Level Paging and 5-level Paging and CR4.PCIDE = 0 


Bit Contents 

Position(s) 

2:0 Ignored 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the PML4 table during linear- 
address translation (see Section 4.9.2) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the PML4 table during linear-address 
translation (See Section 4.9.2) 

11:5 Ignored 

M-1:12 Physical address of the 4-KByte aligned PML4 table or PML5 table used for linear-address translation! 

63:M Reserved (must be 0) 

NOTES: 


1.Mis an abbreviation for MAXPHYADDR, which is at most 52; see Section 4.1.4. 


°* Table 4-13 illustrates how CR3 is used with 4-level paging and 5-level paging if CR4.PCIDE = 1. 


Table 4-13. Use of CR3 with 4-Level Paging and 5-Level Paging and CR4.PCIDE = 1 


Bit Contents 
Position(s) 
11:0 PCID (see Section 4.10.1)! 
M-1:12 Physical address of the 4-KByte aligned PML4 table used for linear-address translation@ 
63:M Reserved (must be 0)3 
NOTES: 


1. Section 4.9.2 explains how the processor determines the memory type used to access the PML4 table during linear-address transla- 
tion with CR4.PCIDE = 1. 


2. Mis an abbreviation for MAXPHYADDR, which is at most 52; see Section 4.1.4. 


1. If MAXPHYADDR < 52, bits in the range 51:MAXPHYADDR will be O in any physical address used by 4-level paging. (The correspond- 
ing bits are reserved in the paging-structure entries.) See Section 4.1.4 for how to determine MAXPHYADDR. 
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3. See Section 4.10.4.1 for use of bit 63 of the source operand of the MOV to CR3 instruction. 


After software modifies the value of CR4.PCIDE, the logical processor immediately begins using CR3 as specified 
for the new value. For example, if software changes CR4.PCIDE from 1 to 0, the current PCID immediately changes 
from CR3[11:0] to OOOH (see also Section 4.10.4.1). In addition, the logical processor subsequently determines 
the memory type used to access the PML4 table using CR3.PWT and CR3.PCD, which had been bits 4:3 of the PCID. 


4-level paging and 5-level paging may map linear addresses to 4-KByte pages, 2-MByte pages, or 1-GByte pages.! 
Figure 4-8 illustrates the translation process for 4-level paging when it produces a 4-KByte page; Figure 4-9 covers 
the case of a 2-MByte page, and Figure 4-10 the case of a 1-GByte page. (The process for 5-level paging is similar. ) 


Linear Address 
47 39 38 30 29 21 20 12 11 0 
PML4 Directory Ptr Directory Table Offset 


9 
79 42_4-KByte Page 
“~»| Physical Addr 


PTE 
Page-Directory- ‘| PDE with PS=0 a0 
Pointer Table 40 Page Table 
Page-Directory 
|_| PDPTE b 40 
9 
40 
>| PML4E — 
> 
40 
CR3 


Figure 4-8. Linear-Address Translation to a 4-KByte Page using 4-Level Paging 


1. Not all processors support 1-GByte pages; see Section 4.1.4. 
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Linear Address 
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Page-Directory 
L_»| PDPTE 
40 
9 
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Figure 4-9. Linear-Address Translation to a 2-MByte Page using 4-Level Paging 
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Figure 4-10. Linear-Address Translation to a 1-GByte Page using 4-Level Paging 
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4-level paging and 5-level paging associate with each linear address a protection key. Section 4.6 explains how 
the processor uses the protection key in its determination of the access rights of each linear address. 


The remainder of this section describes the translation process used by 4-level paging and 5-level paging in more 
detail, as well has how the page size and protection key are determined. Because the process used by the two 
paging modes is similar, they are described together, with any differences identified, in the following items: 


With 5-level paging, a 4-KByte naturally aligned PMLS5 table is located at the physical address specified in 
bits 51:12 of CR3 (see Table 4-12). (4-level paging does not use a PML5 table and omits this step.) A PML5 
table comprises 512 64-bit entries (PML5Es). A PML5E is selected using the physical address defined as follows: 


— Bits 51:12 are from CR3. 
— Bits 11:3 are bits 56:48 of the linear address. 
— Bits 2:0 are all 0. 


Because a PML5E is identified using bits 56:48 of the linear address, it controls access to a 256-TByte region of 
the linear-address space. 


A 4-KByte naturally aligned PML4 table is located at the physical address specified in bits 51:12 of CR3 (for 4- 
level paging; see Table 4-12) or in bits 51:12 of the PML4E (for 5-level paging; see Table 4-14). A PML4 table 
comprises 512 64-bit entries (PML4Es). A PML4E is selected using the physical address defined as follows: 


— Bits 51:12 are from CR3 (for 4-level paging) or in bits 51:12 of the PML4E (for 5-level paging). 
— Bits 11:3 are bits 47:39 of the linear address. 
— Bits 2:0 are all 0. 


Because a PML4E is identified using bits 47:39 of the linear address, it controls access to a 512-GByte region 
of the linear-address space. 


A 4-KByte naturally aligned page-directory-pointer table is located at the physical address specified in 
bits 51:12 of the PML4E (see Table 4-15). A page-directory-pointer table comprises 512 64-bit entries 
(PDPTEs). A PDPTE is selected using the physical address defined as follows: 


— Bits 51:12 are from the PML4E. 
— Bits 11:3 are bits 38:30 of the linear address. 
— Bits 2:0 are all 0. 


Because a PDPTE is identified using bits 47:30 of the linear address, it controls access to a 1-GByte region of the 
linear-address space. Use of the PDPTE depends on its PS flag (bit 7): 


If the PDPTE’s PS flag is 1, the PDPTE maps a 1-GByte page (see Table 4-16). The final physical address is 
computed as follows: 


— Bits 51:30 are from the PDPTE. 
— Bits 29:0 are from the original linear address. 
The linear address’s protection key is the value of bits 62:59 of the PDPTE (see Section 4.6.2). 


If the PDPTE’s PS flag is 0, a 4-KByte naturally aligned page directory is located at the physical address 
specified in bits 51:12 of the PDPTE (see Table 4-17). A page directory comprises 512 64-bit entries (PDEs). A 
PDE is selected using the physical address defined as follows: 


— Bits 51:12 are from the PDPTE. 
— Bits 11:3 are bits 29:21 of the linear address. 
— Bits 2:0 are all 0. 


Because a PDE is identified using bits 47:21 of the linear address, it controls access to a 2-MByte region of the 
linear-address space. Use of the PDE depends on its PS flag: 


If the PDE's PS flag is 1, the PDE maps a 2-MByte page (see Table 4-18). The final physical address is computed 
as follows: 


1. 


The PS flag of a PDPTE is reserved and must be 0 (if the P flag is 1) if 1-GByte pages are not supported. See Section 4.1.4 for how 
to determine whether 1-GByte pages are supported. 
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— Bits 51:21 are from the PDE. 
— Bits 20:0 are from the original linear address. 
The linear address’s protection key is the value of bits 62:59 of the PDE (see Section 4.6.2). 


¢ If the PDE’s PS flag is 0, a 4-KByte naturally aligned page table is located at the physical address specified in 
bits 51:12 of the PDE (see Table 4-19). A page table comprises 512 64-bit entries (PTEs). A PTE is selected 
using the physical address defined as follows: 


— Bits 51:12 are from the PDE. 
— Bits 11:3 are bits 20:12 of the linear address. 
— Bits 2:0 are all 0. 


° Because a PTE is identified using bits 47:12 of the linear address, every PTE maps a 4-KByte page (see 
Table 4-20). The final physical address is computed as follows: 


— Bits 51:12 are from the PTE. 
— Bits 11:0 are from the original linear address. 
The linear address’s protection key is the value of bits 62:59 of the PTE (see Section 4.6.2). 


If a paging-structure entry’s P flag (bit 0) is O or if the entry sets any reserved bit, the entry is used neither to refer- 
ence another paging-structure entry nor to map a page. There is no translation for a linear address whose transla- 
tion would use such a paging-structure entry; a reference to such a linear address causes a page-fault exception 
(see Section 4.7). 


The following bits in a paging-structure entry are reserved with 4-level paging and 5-level paging (assuming that 
the entry’s P flag is 1): 


¢ Bits 51:MAXPHYADDR are reserved in every paging-structure entry. 

° The PS flag is reserved in a PML5E or a PML4E. 

* If 1-GByte pages are not supported, the PS flag is reserved in a PDPTE.! 

° Ifthe PS flag in a PDPTE is 1, bits 29:13 of the entry are reserved. 

° Ifthe PS flag in a PDE is 1, bits 20:13 of the entry are reserved. 

° If IA32_EFER.NXE = 0, the XD flag (bit 63) is reserved in every paging-structure entry. 


A reference using a linear address that is successfully translated to a physical address is performed only if allowed 
by the access rights of the translation; see Section 4.6. 


Figure 4-11 gives a summary of the formats of CR3 and the 4-level and 5-level paging-structure entries. For the 

paging structure entries, it identifies separately the format of entries that map pages, those that reference other 
paging structures, and those that do neither because they are “not present”; bit 0 (P) and bit 7 (PS) are highlighted 
because they determine how a paging-structure entry is used. 


Table 4-14. Format of a PML5 Entry (PML5€) that References a PML4 Table 


Bit Contents 

Position(s) 

0 (P) Present; must be 1 to reference a PML4 table 

1 (R/W) Read/write; if 0, writes may not be allowed to the 256-TByte region controlled by this entry (see Section 4.6) 

2 (U/S) User/supervisor; if 0, user-mode accesses are not allowed to the 256-TByte region controlled by this entry (see 
Section 4.6) 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the PML4 table referenced by this 
entry (see Section 4.9.2) 


1. See Section 4.1.4 for how to determine whether 1-GByte pages are supported. 
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Table 4-14. Format of a PML5 Entry (PML5€) that References a PML4 Table (Contd.) 


Bit Contents 

Position(s) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the PML4 table referenced by this 
entry (see Section 4.9.2) 

5 (A) Accessed; indicates whether this entry has been used for linear-address translation (see Section 4.8) 

6 Ignored 

7 (PS) Reserved (must be 0) 

11:8 Ignored 

M-1:12 Physical address of 4-KByte aligned PML4 table referenced by this entry 

51:M Reserved (must be 0) 

62:52 Ignored 

63 (XD) If IA32_EFER.NXE = 1, execute-disable (if 1, instruction fetches are not allowed from the 256-TByte region 
controlled by this entry; see Section 4.6); otherwise, reserved (must be 0) 


Table 4-15. Format of a PML4 Entry (PML4€) that References a Page-Directory-Pointer Table 


Bit Contents 

Position(s) 

0 (P) Present; must be 1 to reference a page-directory-pointer table 

1 (R/W) Read/write; if 0, writes may not be allowed to the 512-GByte region controlled by this entry (see Section 4.6) 

2 (U/S) User/supervisor; if 0, user-mode accesses are not allowed to the 512-GByte region controlled by this entry (see 
Section 4.6) 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the page-directory-pointer table 


referenced by this entry (see Section 4.9.2) 


4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the page-directory-pointer table 
referenced by this entry (see Section 4.9.2) 

5 (A) Accessed; indicates whether this entry has been used for linear-address translation (see Section 4.8) 

6 Ignored 

7 (PS) Reserved (must be 0) 

11:8 Ignored 

M-1:12 Physical address of 4-KByte aligned page-directory-pointer table referenced by this entry 

51:M Reserved (must be 0) 

62:52 Ignored 

63 (XD) If IA32_EFER.NXE = 1, execute-disable (if 1, instruction fetches are not allowed from the 512-GByte region 


controlled by this entry; see Section 4.6); otherwise, reserved (must be 0) 
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Table 4-16. Format of a Page-Directory-Pointer-Table Entry (PDPTE) that Maps a 1-GByte Page 


Bit Contents 

Position(s) 

0 (P) Present; must be 1 to map a 1-GByte page 

1 (R/W) Read/write; if 0, writes may not be allowed to the 1-GByte page referenced by this entry (see Section 4.6) 

2 (U/S) User/supervisor; if 0, user-mode accesses are not allowed to the 1-GByte page referenced by this entry (see Section 
46) 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the 1-GByte page referenced by this 
entry (see Section 4.9.2) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the 1-GByte page referenced by this 
entry (see Section 4.9.2) 

5 (A) Accessed; indicates whether software has accessed the 1-GByte page referenced by this entry (see Section 4.8) 

6 (D) Dirty; indicates whether software has written to the 1-GByte page referenced by this entry (see Section 4.8) 

7 (PS) Page size; must be 1 (otherwise, this entry references a page directory; see Table 4-17) 

8 (G) Global; if CR4.PGE = 1, determines whether the translation is global (see Section 4.10); ignored otherwise 

11:9 Ignored 

12 (PAT) Pusey determines the memory type used to access the 1-GByte page referenced by this entry (see Section 
4.9.2) 

29:13 Reserved (must be 0) 

(M-1):30 Physical address of the 1-GByte page referenced by this entry 

51:M Reserved (must be 0) 

58:52 Ignored 

62:59 Protection key; if CR4.PKE = 1 or CR4.PKS = 1, this may control the page’s access rights (see Section 4.6.2); otherwise, 
it is not used to control access rights. 

63 (XD) If IA32_EFER.NXE = 1, execute-disable (if 1, instruction fetches are not allowed from the 1-GByte page controlled by 
this entry; see Section 4.6); otherwise, reserved (must be 0) 

NOTES: 


1. The PAT is supported on all processors that support 4-level paging. 
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Table 4-17. Format of a Page-Directory-Pointer-Table Entry (PDPTE) that References a Page Directory 


Bit Contents 

Position(s) 

0 (P) Present; must be 1 to reference a page directory 

1 (R/W) Read/write; if 0, writes may not be allowed to the 1-GByte region controlled by this entry (see Section 4.6) 

2 (U/S) 7 aad if O, user-mode accesses are not allowed to the 1-GByte region controlled by this entry (see Section 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the page directory referenced by 
this entry (see Section 4.9.2) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the page directory referenced by 
this entry (see Section 4.9.2) 

5 (A) Accessed; indicates whether this entry has been used for linear-address translation (see Section 4.8) 

6 Ignored 

7 (PS) Page size; must be O (otherwise, this entry maps a 1-GByte page; see Table 4-16) 

11:8 Ignored 

(M-1):12 Physical address of 4-KByte aligned page directory referenced by this entry 

51:M Reserved (must be 0) 

62:52 Ignored 

63 (XD) If IA32_EFER.NXE = 1, execute-disable (if 1, instruction fetches are not allowed from the 1-GByte region controlled 
by this entry; see Section 4.6); otherwise, reserved (must be 0) 

Table 4-18. Format of a Page-Directory Entry that Maps a 2-MByte Page 

Bit Contents 

Position(s) 

0 (P) Present; must be 1 to map a 2-MByte page 

1 (R/W) Read/write; if 0, writes may not be allowed to the 2-MByte page referenced by this entry (see Section 4.6) 

2 (U/S) User/supervisor; if 0, user-mode accesses are not allowed to the 2-MByte page referenced by this entry (see Section 
4.6) 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the 2-MByte page referenced by 
this entry (see Section 4.9.2) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the 2-MByte page referenced by 
this entry (see Section 4.9.2) 

5 (A) Accessed; indicates whether software has accessed the 2-MByte page referenced by this entry (see Section 4.8) 

6 (D) Dirty; indicates whether software has written to the 2-MByte page referenced by this entry (see Section 4.8) 

7 (PS) Page size; must be 1 (otherwise, this entry references a page table; see Table 4-19) 

8 (G) Global; if CR4.PGE = 1, determines whether the translation is global (see Section 4.10); ignored otherwise 
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Table 4-18. Format of a Page-Directory Entry that Maps a 2-MByte Page (Contd.) 
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Bit Contents 

Position(s) 

11:9 Ignored 

12 (PAT) Indirectly determines the memory type used to access the 2-MByte page referenced by this entry (see Section 
4.9.2) 

20:13 Reserved (must be 0) 

(M-1):21 Physical address of the 2-MByte page referenced by this entry 

51:M Reserved (must be 0) 

58:52 Ignored 

62:59 Protection key; if CR4.PKE = 1 or CR4.PKS = 1, this may control the page's access rights (see Section 4.6.2); 
otherwise, it is not used to control access rights. 

63 (XD) If IA32_EFER.NXE = 1, execute-disable (if 1, instruction fetches are not allowed from the 2-MByte page controlled by 
this entry; see Section 4.6); otherwise, reserved (must be 0) 

Table 4-19. Format of a Page-Directory Entry that References a Page Table 

Bit Contents 

Position(s) 

0 (P) Present; must be 1 to reference a page table 

1 (R/W) Read/write; if 0, writes may not be allowed to the 2-MByte region controlled by this entry (see Section 4.6) 

2 (U/S) User/supervisor; if 0, user-mode accesses are not allowed to the 2-MByte region controlled by this entry (see Section 
4.6) 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the page table referenced by this 
entry (see Section 4.9.2) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the page table referenced by this 
entry (see Section 4.9.2) 

5 (A) Accessed; indicates whether this entry has been used for linear-address translation (see Section 4.8) 

6 Ignored 

7 (PS) Page size; must be O (otherwise, this entry maps a 2-MByte page; see Table 4-18) 

11:8 Ignored 

(M-1):12 Physical address of 4-KByte aligned page table referenced by this entry 

51:M Reserved (must be 0) 

62:52 Ignored 

63 (XD) If IA32_EFER.NXE = 1, execute-disable (if 1, instruction fetches are not allowed from the 2-MByte region controlled 
by this entry; see Section 4.6); otherwise, reserved (must be 0) 
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Table 4-20. Format of a Page-Table Entry that Maps a 4-KByte Page 


Bit Contents 

Position(s) 

0 (P) Present; must be 1 to map a 4-KByte page 

1 (R/W) Read/write; if 0, writes may not be allowed to the 4-KByte page referenced by this entry (see Section 4.6) 

2 (U/S) ae if O, user-mode accesses are not allowed to the 4-KByte page referenced by this entry (see Section 

3 (PWT) Page-level write-through; indirectly determines the memory type used to access the 4-KByte page referenced by 
this entry (see Section 4.9.2) 

4 (PCD) Page-level cache disable; indirectly determines the memory type used to access the 4-KByte page referenced by this 
entry (see Section 4.9.2) 

5 (A) Accessed; indicates whether software has accessed the 4-KByte page referenced by this entry (see Section 4.8) 

6 (D) Dirty; indicates whether software has written to the 4-KByte page referenced by this entry (see Section 4.8) 

7 (PAT) Indirectly determines the memory type used to access the 4-KByte page referenced by this entry (see Section 4.9.2) 

8 (G) Global; if CR4.PGE = 1, determines whether the translation is global (see Section 4.10); ignored otherwise 

11:9 Ignored 


(M-1):12 Physical address of the 4-KByte page referenced by this entry 


51:M Reserved (must be 0) 
58:52 Ignored 
62:59 Protection key; if CR4.PKE = 1 or CR4.PKS = 1, this may control the page's access rights (see Section 4.6.2); 


otherwise, it is not used to control access rights. 


63 (XD) If IA32_EFER.NXE = 1, execute-disable (if 1, instruction fetches are not allowed from the 4-KByte page controlled by 
this entry; see Section 4.6); otherwise, reserved (must be 0) 
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Figure 4-11. Formats of CR3 and Paging-Structure Entries with 4-Level Paging and 5-Level Paging 
NOTES: 
1. Mis an abbreviation for MAXPHYADDR. 
2. Reserved fields must be 0. 
3. If IA32_EFER.NXE = O and the P flag of a paging-structure entry is 1, the XD flag (bit 63) is reserved. 
4. The protection key is used only if software has enabled the appropriate feature; see Section 4.6.2. 
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4.6 ACCESS RIGHTS 


There is a translation for a linear address if the processes described in Section 4.3, Section 4.4.2, and Section 4.5 
(depending upon the paging mode) completes and produces a physical address. Whether an access is permitted by 
a translation is determined by the access rights specified by the paging-structure entries controlling the transla- 
tion;! paging-mode modifiers in CRO, CR4, and the IA32_EFER MSR; EFLAGS.AC; and the mode of the access. 


Section 4.6.1 describes how the processor determines the access rights for each linear address. Section 4.6.2 
provides additional information about how protection keys contribute to access-rights determination. (They do so 
only with 4-level paging and 5-level paging, and only if CR4.PKE = 1 or CR4.PKS = 1.) 


4.6.1 Determination of Access Rights 


Every access to a linear address is either a supervisor-mode access or a user-mode access. For all instruction 
fetches and most data accesses, this distinction is determined by the current privilege level (CPL): accesses made 
while CPL < 3 are supervisor-mode accesses, while accesses made while CPL = 3 are user-mode accesses. 


Some operations implicitly access system data structures with linear addresses; the resulting accesses to those 
data structures are supervisor-mode accesses regardless of CPL. Examples of such accesses include the following: 
accesses to the global descriptor table (GDT) or local descriptor table (LDT) to load a segment descriptor; accesses 
to the interrupt descriptor table (IDT) when delivering an interrupt or exception; and accesses to the task-state 
segment (TSS) as part of a task switch or change of CPL. All these accesses are called implicit supervisor-mode 
accesses regardless of CPL. Other accesses made while CPL < 3 are called explicit supervisor-mode accesses. 


Access rights are also controlled by the mode of a linear address as specified by the paging-structure entries 
controlling the translation of the linear address. If the U/S flag (bit 2) is 0 in at least one of the paging-structure 
entries, the address is a Ssupervisor-mode address. Otherwise, the address is a user-mode address. 


When the shadow -stack feature of control-flow enforcement technology (CET) is enabled, certain accesses to 
linear addresses are considered shadow-stack accesses (see Section 18.2, “Shadow Stacks”in the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 1). Like ordinary data accesses, each shadow-stack 
access is defined as being either a user access or a supervisor access. In general, a shadow-stack access is a user 
access if CPL = 3 and a supervisor access if CPL < 3. The WRUSS instruction is an exception; although it can be 
executed only if CPL = 0, the processor treats its shadow-stack accesses as user accesses. 


Shadow-stack accesses are allowed only to shadow-stack addresses. A linear address is a shadow-stack 
address if the following are true of the translation of the linear address: (1) the R/W flag (bit 1) is O and the dirty 
flag (bit 6) is 1 in the paging-structure entry that maps the page containing the linear address; and (2) the R/W 
flag is 1 in every other paging-structure entry controlling the translation of the linear address. 


The following items detail how paging determines access rights (only the items noted explicitly apply to shadow- 
stack accesses): 


¢ For supervisor-mode accesses: 


— Data may be read (implicitly or explicitly) from any supervisor-mode address with a protection key for 
which read access is permitted (see Section 4.6.2). 


— Data reads from user-mode pages. 
Access rights depend on the value of CR4.SMAP: 


¢ If CR4.SMAP = 0, data may be read from any user-mode address with a protection key for which read 
access is permitted (see Section 4.6.2). 


¢ If CR4.SMAP = 1, access rights depend on the value of EFLAGS.AC and whether the access is implicit or 
explicit: 


— If EFLAGS.AC = 1 and the access is explicit, data may be read from any user-mode address with a 
protection key for which read access is permitted (see Section 4.6.2). 


— If EFLAGS.AC = 0 or the access is implicit, data may not be read from any user-mode address. 


1. With PAE paging, the PDPTEs do not determine access rights. 
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— Data writes to supervisor-mode addresses. 
Access rights depend on the value of CRO.WP: 


If CRO.WP = 0, data may be written to any supervisor-mode address with a protection key for which 
write access is permitted (see Section 4.6.2). 


If CRO.WP = 1, data may be written to any supervisor-mode address with a translation for which the 
R/W flag (bit 1) is 1 in every paging-structure entry controlling the translation and with a protection key 
for which write access is permitted (see Section 4.6.2); data may not be written to any supervisor- 
mode address with a translation for which the R/W flag is 0 in any paging-structure entry controlling the 
translation. 


— Data writes to user-mode addresses. 
Access rights depend on the value of CRO.WP: 


If CRO.WP = 0, access rights depend on the value of CR4.SMAP: 


— If CR4.SMAP = 0, data may be written to any user-mode address with a protection key for which 
write access is permitted (see Section 4.6.2). 


— If CR4.SMAP = 1, access rights depend on the value of EFLAGS.AC and whether the access is 
implicit or explicit: 


e If EFLAGS.AC = 1 and the access is explicit, data may be written to any user-mode address 
with a protection key for which write access is permitted (see Section 4.6.2). 


e If EFLAGS.AC = 0 or the access is implicit, data may not be written to any user-mode address. 
If CRO.WP = 1, access rights depend on the value of CR4.SMAP: 


— If CR4.SMAP = 0, data may be written to any user-mode address with a translation for which the 
R/W flag is 1 in every paging-structure entry controlling the translation and with a protection key 
for which write access is permitted (see Section 4.6.2); data may not be written to any user-mode 
address with a translation for which the R/W flag is 0 in any paging-structure entry controlling the 
translation. 


— If CR4.SMAP = 1, access rights depend on the value of EFLAGS.AC and whether the access is 
implicit or explicit: 


e If EFLAGS.AC = 1 and the access is explicit, data may be written to any user-mode address 
with a translation for which the R/W flag is 1 in every paging-structure entry controlling the 
translation and with a protection key for which write access is permitted (see Section 4.6.2); 
data may not be written to any user-mode address with a translation for which the R/W flag is 
0 in any paging-structure entry controlling the translation. 


e If EFLAGS.AC = 0 or the access is implicit, data may not be written to any user-mode address. 


— Instruction fetches from supervisor-mode addresses. 


For 32-bit paging or if IA32_EFER.NXE = 0, instructions may be fetched from any supervisor-mode 
address. 


For other paging modes with IA32_EFER.NXE = 1, instructions may be fetched from any supervisor- 
mode address with a translation for which the XD flag (bit 63) is 0 in every paging-structure entry 
controlling the translation; instructions may not be fetched from any supervisor-mode address with a 
translation for which the XD flag is 1 in any paging-structure entry controlling the translation. 


— Instruction fetches from user-mode addresses. 
Access rights depend on the values of CR4.SMEP: 
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If CR4.SMEP = 0, access rights depend on the paging mode and the value of IA32_EFER.NXE: 


— For 32-bit paging or if IA32_EFER.NXE = 0, instructions may be fetched from any user-mode 
address. 


— For other paging modes with IA32_EFER.NXE = 1, instructions may be fetched from any user- 
mode address with a translation for which the XD flag is 0 in every paging-structure entry 
controlling the translation; instructions may not be fetched from any user-mode address with a 
translation for which the XD flag is 1 in any paging-structure entry controlling the translation. 
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¢ If CR4.SMEP = 1, instructions may not be fetched from any user-mode address. 


— Supervisor-mode shadow-stack accesses are allowed only to supervisor-mode shadow-stack addresses 
(see above). 


° For user-mode accesses: 


— Data reads. 
Access rights depend on the mode of the linear address: 


¢ Data may be read from any user-mode address with a protection key for which read access is permitted 
(see Section 4.6.2). 


¢ Data may not be read from any supervisor-mode address. 


— Data writes. 
Access rights depend on the mode of the linear address: 


* Data may be written to any user-mode address with a translation for which the R/W flag is 1 in every 
paging-structure entry controlling the translation and with a protection key for which write access is 
permitted (see Section 4.6.2). 


* Data may not be written to any supervisor-mode address. 


— Instruction fetches. 
Access rights depend on the mode of the linear address, the paging mode, and the value of 
IA32_EFER.NXE: 


¢ For 32-bit paging or if IA32_EFER.NXE = 0, instructions may be fetched from any user-mode address. 


¢ For other paging modes with IA32_EFER.NXE = 1, instructions may be fetched from any user-mode 
address with a translation for which the XD flag is 0 in every paging-structure entry controlling the 
translation. 


¢ Instructions may not be fetched from any supervisor-mode address. 


— User-mode shadow-stack accesses made outside enclave mode are allowed only to user-mode shadow- 
stack addresses (see above). User-mode shadow-stack accesses made in enclave mode are treated like 
ordinary data accesses (see above). 


A processor may cache information from the paging-structure entries in TLBs and paging-structure caches (see 
Section 4.10). These structures may include information about access rights. The processor may enforce access 
rights based on the TLBs and paging-structure caches instead of on the paging structures in memory. 


This fact implies that, if software modifies a paging-structure entry to change access rights, the processor might 
not use that change for a subsequent access to an affected linear address (see Section 4.10.4.3). See Section 
4.10.4.2 for how software can ensure that the processor uses the modified access rights. 


4.6.2 Protection Keys 


4-level paging and 5-level paging associate a 4-bit protection key with each linear address (the protection key 
located in bits 62:59 of the paging-structure entry that mapped the page containing the linear address; see Section 
4.5). Two protection key features control accesses to linear addresses based on their protection keys: 


° If CR4.PKE = 1, the PKRU register determines, for each protection key, whether user-mode addresses with that 
protection key may be read or written. 

° If CR4.PKS = 1, the IA32_PKRS MSR (MSR index 6E1H) determines, for each protection key, whether 
supervisor-mode addresses with that protection key may be read or written. 


32-bit paging and PAE paging do not associate linear addresses with protection keys. For the purposes of Section 
4.6.1, reads and writes are implicitly permitted for all protection keys with either of those paging modes. 


The PKRU register (protection-key rights for user pages) is a 32-bit register with the following format: for each / 
(0 <i < 15), PKRU[2/] is the access-disable bit for protection key i (AD/); PKRU[2/+1] is the write-disable bit 
for protection key / (WD/). The IA32_PKRS MSR has the same format (bits 63:32 of the MSR are reserved and must 
be zero). 
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Software can use the RDPKRU and WRPKRU instructions with ECX = 0 to read and write PKRU. In addition, the 
PKRU register is XSAVE-managed state and can thus be read and written by instructions in the XSAVE feature set. 
See Chapter 13, “Managing State Using the XSAVE Feature Set,” of Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1 for more information about the XSAVE feature set. 


Software can use the RDMSR and WRMSR instructions to read and write the IA32_PKRS MSR. Writes to the 
IA32_PKRS MSR using WRMSR are not serializing. The IA32_PKRS MSR is not XSAVE-managed. 


How a linear address’s protection key controls access to the address depends on the mode of the linear address: 


¢ A linear address’s protection key controls only data accesses to the address. It does not in any way affect 
instructions fetches from the address. 


¢ If CR4.PKE = 0, the protection key of a user-mode address does not control data accesses to the address (for 
the purposes of Section 4.6.1, reads and writes of user-mode addresses are implicitly permitted for all 
protection keys). 


If CR4.PKE = 1, use of the protection key / of a user-mode address depends on the value of the PKRU register: 
— If AD/ = 1, no data accesses are permitted. 
— If WD/i = 1, permission may be denied to certain data write accesses: 

e¢ User-mode write accesses are not permitted. 


¢ Supervisor-mode write accesses are not permitted if CRO.WP = 1. (If CRO.WP = 0, WDi does not affect 
supervisor-mode write accesses to user-mode addresses with protection key /.) 


° If CR4.PKS = 0, the protection key of a supervisor-mode address does not control data accesses to the address 
(for the purposes of Section 4.6.1, reads and writes of supervisor-mode addresses are implicitly permitted for 
all protection keys). 


If CR4.PKS = 1, use of the protection key i of a supervisor-mode address depends on the value of the 
IA32_PKRS MSR: 


— If AD/ = 1, no data accesses are permitted. 


— If WDi = 1, write accesses are not permitted if CRO.WP = 1. (If CRO.WP = 0, IA32_PKRS.WDi does not 
affect write accesses to supervisor-mode addresses with protection key /.) 


Protection keys apply to shadow-stack accesses just as they do to ordinary data accesses. 


4.7 PAGE-FAULT EXCEPTIONS 


Accesses using linear addresses may cause page-fault exceptions (#PF; exception 14). An access to a linear 
address may cause a page-fault exception for either of two reasons: (1) there is no translation for the linear 
address; or (2) there is a translation for the linear address, but its access rights do not permit the access. 


As noted in Section 4.3, Section 4.4.2, and Section 4.5, there is no translation for a linear address if the translation 
process for that address would use a paging-structure entry in which the P flag (bit 0) is O or one that sets a 
reserved bit. If there is a translation for a linear address, its access rights are determined as specified in Section 
4.6. 


When Intel® Software Guard Extensions (Intel® SGX) are enabled, the processor may deliver exception 14 for 
reasons unrelated to paging. See Section 33.3, “Access-control Requirements” and Section 33.20, “Enclave Page 
Cache Map (EPCM)” in Chapter 33, “Enclave Access Control and Data Structures.” Such an exception is called an 
SGX-induced page fault. The processor uses the error code to distinguish SGX-induced page faults from ordinary 
page faults. 
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Figure 4-12 illustrates the error code that the processor provides on delivery of a page-fault exception. The 
following items explain how the bits in the error code describe the nature of the page-fault exception: 
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P 0 The fault was caused by a non-present page. 
1 The fault was caused by a page-level protection violation. 


W/R 0 The access causing the fault was a read. 
1 The access causing the fault was a write. 


U/S 0 A supervisor-mode access caused the fault. 
A user-mode access caused the fault. 


= 


RSVD__O The fault was not caused by reserved bit violation. 
The fault was caused by a reserved bit set to 1 in some 
paging-structure entry. 


= 


/D 0 The fault was not caused by an instruction fetch. 
1 The fault was caused by an instruction fetch. 
PK 0 The fault was not caused by protection keys. 
1 There was a protection-key violation. 
ss The fault was not caused by a shadow-stack access. 


- Oo 


The fault was caused by a shadow-stack access. 


SGX 0 The fault is not related to SGX. 
1 The fault resulted from violation of SGX-specific access-control 
requirements. 


Figure 4-12. Page-Fault Error Code 


¢ =P flag (bit 0). 
This flag is O if there is no translation for the linear address because the P flag was 0 in one of the paging- 
structure entries used to translate that address. 

© ~W/R (bit 1). 
If the access causing the page-fault exception was a write, this flag is 1; otherwise, it is 0. This flag describes 
the access causing the page-fault exception, not the access rights specified by paging. 

° U/S (bit 2). 
If a user-mode access caused the page-fault exception, this flag is 1; it is 0 if a supervisor-mode access did so. 
This flag describes the access causing the page-fault exception, not the access rights specified by paging. User- 
mode and supervisor-mode accesses are defined in Section 4.6. 


¢ RSVD flag (bit 3). 
This flag is 1 if there is no translation for the linear address because a reserved bit was set in one of the paging- 
structure entries used to translate that address. (Because reserved bits are not checked in a paging-structure 
entry whose P flag is 0, bit 3 of the error code can be set only if bit 0 is also set.*) 


Bits reserved in the paging-structure entries are reserved for future functionality. Software developers should 
be aware that such bits may be used in the future and that a paging-structure entry that causes a page-fault 
exception on one processor might not do so in the future. 


1. Some past processors had errata for some page faults that occur when there is no translation for the linear address because the P 
flag was O in one of the paging-structure entries used to translate that address. Due to these errata, some such page faults pro- 
duced error codes that cleared bit O (P flag) and set bit 3 (RSVD flag). 
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¢ I/D flag (bit 4). 
This flag is 1 if (1) the access causing the page-fault exception was an instruction fetch; and (2) either 
(a) CR4.SMEP = 1; or (b) both (i) CR4.PAE = 1 (either PAE paging, 4-level paging, or 5-level paging is in use); 
and (ii) IA32_EFER.NXE = 1. Otherwise, the flag is 0. This flag describes the access causing the page-fault 
exception, not the access rights specified by paging. 


¢ PK flag (bit 5). 
This flag is 1 only for data accesses and only with 4-level paging and 5-level paging. In these cases, the setting 
depends on the mode of the address being accessed: 


— For accesses to supervisor-mode addresses, the flag is set if (1) CR4.PKS = 1; (2) the linear address has 
protection key /; and (3) the IA32_PKRS MSR (see Section 4.6.2) is such that either (a) AD/ = 1; or (b) the 
following all hold: (i) WD/ = 1; (ii) the access is a write access; and (iii) either CRO.WP = 1 or the access 
causing the page-fault exception was a user-mode access. (Note that this flag may be set on page faults 
due to user-mode accesses to supervisor-mode addresses.) 


— For accesses to user-mode addresses, the flag is set if (1) CR4.PKE = 1; (2) the linear address has 
protection key /; and (3) the PKRU register (see Section 4.6.2) is such that either (a) AD/ = 1; or (b) the 
following all hold: (i) WD/ = 1; (ii) the access is a write access; and (iii) either CRO.WP = 1 or the access 
causing the page-fault exception was a user-mode access. 


° SS (bit 1). 
If the access causing the page-fault exception was a shadow-stack access (including shadow-stack accesses in 
enclave mode), this flag is 1; otherwise, it is 0. This flag describes the access causing the page-fault exception, 
not the access rights specified by paging. 


° SGX flag (bit 15). 
This flag is 1 if the exception is unrelated to paging and resulted from violation of SGX-specific access-control 
requirements. Because such a violation can occur only if there is no ordinary page fault, this flag is set only if 
the P flag (bit 0) is 1 and the RSVD flag (bit 3) and the PK flag (bit 5) are both 0. 


Page-fault exceptions occur only due to an attempt to use a linear address. Failures to load the PDPTE registers 
with PAE paging (see Section 4.4.1) cause general-protection exceptions (#GP(0)) and not page-fault exceptions. 


4.8 ACCESSED AND DIRTY FLAGS 


For any paging-structure entry that is used during linear-address translation, bit 5 is the accessed flag.! For 
paging-structure entries that map a page (as opposed to referencing another paging structure), bit 6 is the dirty 
flag. These flags are provided for use by memory-management software to manage the transfer of pages and 
paging structures into and out of physical memory. 


Whenever the processor uses a paging-structure entry as part of linear-address translation, it sets the accessed 
flag in that entry (if it is not already set). 


Whenever there is a write to a linear address, the processor sets the dirty flag (if it is not already set) in the paging- 
structure entry that identifies the final physical address for the linear address (either a PTE or a paging-structure 
entry in which the PS flag is 1). 


NOTE 


If software on one logical processor writes to a page while software on another logical processor 
concurrently clears the R/W flag in the paging-structure entry that maps the page, execution on 
some processors may result in the entry’s dirty flag being set (due to the write on the first logical 
processor) and the entry’s R/W flag being clear (due to the update to the entry on the second 
logical processor). This will never occur on a processor that supports control-flow enforcement 
technology (CET). Specifically, a processor that supports CET will never set the dirty flag ina 
paging-structure entry in which the R/W flag is clear. 


1. With PAE paging, the PDPTEs are not used during linear-address translation but only to load the PDPTE registers for some execu- 
tions of the MOV CR instruction (see Section 4.4.1). For this reason, the PDPTEs do not contain accessed flags with PAE paging. 
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Memory-management software may clear these flags when a page or a paging structure is initially loaded into 
physical memory. These flags are “sticky,” meaning that, once set, the processor does not clear them; only soft- 
ware can clear them. 


A processor may cache information from the paging-structure entries in TLBs and paging-structure caches (see 
Section 4.10). This fact implies that, if software changes an accessed flag or a dirty flag from 1 to 0, the processor 
might not set the corresponding bit in memory on a subsequent access using an affected linear address (see 
Section 4.10.4.3). See Section 4.10.4.2 for how software can ensure that these bits are updated as desired. 


NOTE 


The accesses used by the processor to set these flags may or may not be exposed to the 
processor’s self-modifying code detection logic. If the processor is executing code from the same 
memory area that is being used for the paging structures, the setting of these flags may or may not 
result in an immediate change to the executing code stream. 


4.9 PAGING AND MEMORY TYPING 


The memory type of a memory access refers to the type of caching used for that access. Chapter 11, “Memory 
Cache Control” provides many details regarding memory typing in the Intel-64 and IA-32 architectures. This 
section describes how paging contributes to the determination of memory typing. 


The way in which paging contributes to memory typing depends on whether the processor supports the Page 
Attribute Table (PAT; see Section 11.12).! Section 4.9.1 and Section 4.9.2 explain how paging contributes to 
memory typing depending on whether the PAT is supported. 


4.9.1 Paging and Memory Typing When the PAT is Not Supported (Pentium Pro and 
Pentium II Processors) 


NOTE 


The PAT is supported on all processors that support 4-level paging or 5-level paging. Thus, this 
section applies only to 32-bit paging and PAE paging. 


If the PAT is not supported, paging contributes to memory typing in conjunction with the memory-type range regis- 
ters (MTRRs) as specified in Table 11-6 in Section 11.5.2.1. 


For any access to a physical address, the table combines the memory type specified for that physical address by 
the MTRRs with a PCD value and a PWT value. The latter two values are determined as follows: 


¢ For an access to a PDE with 32-bit paging, the PCD and PWT values come from CR3. 
¢ For an access to a PDE with PAE paging, the PCD and PWT values come from the relevant PDPTE register. 
° For an access to a PTE, the PCD and PWT values come from the relevant PDE. 


¢ For an access to the physical address that is the translation of a linear address, the PCD and PWT values come 
from the relevant PTE (if the translation uses a 4-KByte page) or the relevant PDE (otherwise). 


¢ With PAE paging, the UC memory type is used when loading the PDPTEs (see Section 4.4.1). 


4.9.2 Paging and Memory Typing When the PAT is Supported (Pentium III and More Recent 
Processor Families) 


If the PAT is supported, paging contributes to memory typing in conjunction with the PAT and the memory-type 
range registers (MTRRs) as specified in Table 11-7 in Section 11.5.2.2. 


1. The PAT is supported on Pentium Ill and more recent processor families. See Section 4.1.4 for how to determine whether the PAT is 
supported. 
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The PAT is a 64-bit MSR (IA32_PAT; MSR index 277H) comprising eight (8) 8-bit entries (entry / comprises 
bits 8/+7:8/ of the MSR). 


For any access to a physical address, the table combines the memory type specified for that physical address by the 
MTRRs with a memory type selected from the PAT. Table 11-11 in Section 11.12.3 specifies how a memory type is 
selected from the PAT. Specifically, it comes from entry / of the PAT, where / is defined as follows: 


¢ For an access to an entry in a paging structure whose address is in CR3 (e.g., the PML4 table with 4-level 
paging): 
— For 4-level paging or 5-level paging with CR4.PCIDE = 1, / = 0. 
— Otherwise, i = 2*PCD+PWT, where the PCD and PWT values come from CR3. 


¢ For an access to a PDE with PAE paging, i = 2*PCD+PWT, where the PCD and PWT values come from the 
relevant PDPTE register. 


° For an access to a paging-structure entry X whose address is in another paging-structure entry Y, / = 
2*PCD+PWT, where the PCD and PWT values come from Y. 


° For an access to the physical address that is the translation of a linear address, / = 4*PAT+2*PCD+PWT, where 
the PAT, PCD, and PWT values come from the relevant PTE (if the translation uses a 4-KByte page), the relevant 
PDE (if the translation uses a 2-MByte page or a 4-MByte page), or the relevant PDPTE (if the translation uses 
a 1-GByte page). 


* With PAE paging, the WB memory type is used when loading the PDPTEs (see Section 4.4.1).! 


4.9.3 Caching Paging-Related Information about Memory Typing 


A processor may cache information from the paging-structure entries in TLBs and paging-structure caches (see 
Section 4.10). These structures may include information about memory typing. The processor may use memory- 
typing information from the TLBs and paging-structure caches instead of from the paging structures in memory. 


This fact implies that, if software modifies a paging-structure entry to change the memory-typing bits, the 
processor might not use that change for a subsequent translation using that entry or for access to an affected linear 
address. See Section 4.10.4.2 for how software can ensure that the processor uses the modified memory typing. 


4.10 CACHING TRANSLATION INFORMATION 


The Intel-64 and IA-32 architectures may accelerate the address-translation process by caching data from the 
paging structures on the processor. Because the processor does not ensure that the data that it caches are always 
consistent with the structures in memory, it is important for software developers to understand how and when the 
processor may cache such data. They should also understand what actions software can take to remove cached 
data that may be inconsistent and when it should do so. This section provides software developers information 
about the relevant processor operation. 


Section 4.10.1 introduces process-context identifiers (PCIDs), which a logical processor may use to distinguish 
information cached for different linear-address spaces. Section 4.10.2 and Section 4.10.3 describe how the 
processor may cache information in translation lookaside buffers (TLBs) and paging-structure caches, respectively. 
Section 4.10.4 explains how software can remove inconsistent cached information by invalidating portions of the 
TLBs and paging-structure caches. Section 4.10.5 describes special considerations for multiprocessor systems. 


4.10.1 Process-Context Identifiers (PCIDs) 


Process-context identifiers (PCIDs) are a facility by which a logical processor may cache information for multiple 
linear-address spaces. The processor may retain cached information when software switches to a different linear- 
address space with a different PCID (e.g., by loading CR3; see Section 4.10.4.1 for details). 


1. Some older IA-32 processors used the UC memory type when loading the PDPTEs. Some processors may use the UC memory type if 
CRO.CD = 1 or if the MTRRs are disabled. These behaviors are model-specific and not architectural. 
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A PCID is a 12-bit identifier. Non-zero PCIDs are enabled by setting the PCIDE flag (bit 17) of CR4. If CR4.PCIDE = 
0, the current PCID is always 000H; otherwise, the current PCID is the value of bits 11:0 of CR3. Not all processors 
allow CR4.PCIDE to be set to 1; see Section 4.1.4 for how to determine whether this is allowed. 


The processor ensures that CR4.PCIDE can be 1 only in IA-32e mode (thus, 32-bit paging and PAE paging use only 
PCID O0OH). In addition, software can change CR4.PCIDE from 0 to 1 only if CR3[11:0] = OOOH. These require- 
ments are enforced by the following limitations on the MOV CR instruction: 


¢ MOV to CR4 causes a general-protection exception (#GP) if it would change CR4.PCIDE from 0 to 1 and either 
IA32_EFER.LMA = 0 or CR3[11:0] # OOOH. 


¢ MOV to CRO causes a general-protection exception if it would clear CRO.PG to 0 while CR4.PCIDE = 1. 


When a logical processor creates entries in the TLBs (Section 4.10.2) and paging-structure caches (Section 
4.10.3), it associates those entries with the current PCID. When using entries in the TLBs and paging-structure 
caches to translate a linear address, a logical processor uses only those entries associated with the current PCID 
(see Section 4.10.2.4 for an exception). 


If CR4.PCIDE = 0, a logical processor does not cache information for any PCID other than OOOH. This is because 
(1) if CR4.PCIDE = 0, the logical processor will associate any newly cached information with the current PCID, 
OOOH; and (2) if MOV to CR4 clears CR4.PCIDE, all cached information is invalidated (see Section 4.10.4.1). 


NOTE 


In revisions of this manual that were produced when no processors allowed CR4.PCIDE to be set to 
1, Section 4.10 discussed the caching of translation information without any reference to PCIDs. 
While the section now refers to PCIDs in its specification of this caching, this documentation change 
is not intended to imply any change to the behavior of processors that do not allow CR4.PCIDE to 
be set to 1. 


4.10.2 | Translation Lookaside Buffers (TLBs) 


A processor may cache information about the translation of linear addresses in translation lookaside buffers 
(TLBs). In general, TLBs contain entries that map page numbers to page frames; these terms are defined in 
Section 4.10.2.1. Section 4.10.2.2 describes how information may be cached in TLBs, and Section 4.10.2.3 gives 
details of TLB usage. Section 4.10.2.4 explains the global-page feature, which allows software to indicate that 
certain translations should receive special treatment when cached in the TLBs. 


4.10.2.1 Page Numbers, Page Frames, and Page Offsets 


Section 4.3, Section 4.4.2, and Section 4.5 give details of how the different paging modes translate linear 
addresses to physical addresses. Specifically, the upper bits of a linear address (called the page number) deter- 
mine the upper bits of the physical address (called the page frame); the lower bits of the linear address (called 
the page offset) determine the lower bits of the physical address. The boundary between the page number and 
the page offset is determined by the page size. Specifically: 


¢ 32-bit paging: 


— Ifthe translation does not use a PTE (because CR4.PSE = 1 and the PS flag is 1 in the PDE used), the page 
size is 4 MBytes and the page number comprises bits 31:22 of the linear address. 


— Ifthe translation does use a PTE, the page size is 4 KBytes and the page number comprises bits 31:12 of 
the linear address. 


° PAE paging: 


— If the translation does not use a PTE (because the PS flag is 1 in the PDE used), the page size is 2 MBytes 
and the page number comprises bits 31:21 of the linear address. 


— Ifthe translation does use a PTE, the page size is 4 KBytes and the page number comprises bits 31:12 of 
the linear address. 


° = 4-level paging and 5-level paging: 
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— Ifthe translation does not use a PDE (because the PS flag is 1 in the PDPTE used), the page size is 1 GByte 
and the page number comprises bits 47:30 of the linear address. 


— Ifthe translation does use a PDE but does not uses a PTE (because the PS flag is 1 in the PDE used), the 
page size is 2 MBytes and the page number comprises bits 47:21 of the linear address. 


— Ifthe translation does use a PTE, the page size is 4 KBytes and the page number comprises bits 47:12 of 
the linear address. 


4.10.2.2 Caching Translations in TLBs 


The processor may accelerate the paging process by caching individual translations in translation lookaside 
buffers (TLBs). Each entry in a TLB is an individual translation. Each translation is referenced by a page number. 
It contains the following information from the paging-structure entries used to translate linear addresses with the 
page number: 


¢ The physical address corresponding to the page number (the page frame). 


° The access rights from the paging-structure entries used to translate linear addresses with the page number 
(see Section 4.6): 


— The logical-AND of the R/W flags. 

— The logical-AND of the U/S flags. 

— The logical-OR of the XD flags (necessary only if IA32_EFER.NXE = 1). 
— The protection key (only with 4-level paging and 5-level paging). 


e Attributes from a paging-structure entry that identifies the final page frame for the page number (either a PTE 
or a paging-structure entry in which the PS flag is 1): 


— The dirty flag (see Section 4.8). 
— The memory type (see Section 4.9). 


(TLB entries may contain other information as well. A processor may implement multiple TLBs, and some of these 
may be for special purposes, e.g., only for instruction fetches. Such special-purpose TLBs may not contain some of 
this information if it is not necessary. For example, a TLB used only for instruction fetches need not contain infor- 
mation about the R/W and dirty flags.) 


As noted in Section 4.10.1, any TLB entries created by a logical processor are associated with the current PCID. 


Processors need not implement any TLBs. Processors that do implement TLBs may invalidate any TLB entry at any 
time. Software should not rely on the existence of TLBs or on the retention of TLB entries. 


4.10.2.3 Details of TLB Use 


Because the TLBs cache entries only for linear addresses with translations, there can be a TLB entry for a page 
number only if the P flag is 1 and the reserved bits are 0 in each of the paging-structure entries used to translate 
that page number. In addition, the processor does not cache a translation for a page number unless the accessed 
flag is 1 in each of the paging-structure entries used during translation; before caching a translation, the processor 
sets any of these accessed flags that is not already 1. 


Subject to the limitations given in the previous paragraph, the processor may cache a translation for any linear 
address, even if that address is not used to access memory. For example, the processor may cache translations 
required for prefetches and for accesses that result from speculative execution that would never actually occur in 
the executed code path. 


If the page number of a linear address corresponds to a TLB entry associated with the current PCID, the processor 
may use that TLB entry to determine the page frame, access rights, and other attributes for accesses to that linear 
address. In this case, the processor may not actually consult the paging structures in memory. The processor may 
retain a TLB entry unmodified even if software subsequently modifies the relevant paging-structure entries in 
memory. See Section 4.10.4.2 for how software can ensure that the processor uses the modified paging-structure 
entries. 


If the paging structures specify a translation using a page larger than 4 KBytes, some processors may cache 
multiple smaller-page TLB entries for that translation. Each such TLB entry would be associated with a page 
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number corresponding to the smaller page size (e.g., bits 47:12 of a linear address with 4-level paging), even 
though part of that page number (e.g., bits 20:12) is part of the offset with respect to the page specified by the 
paging structures. The upper bits of the physical address in such a TLB entry are derived from the physical address 
in the PDE used to create the translation, while the lower bits come from the linear address of the access for which 
the translation is created. There is no way for software to be aware that multiple translations for smaller pages 
have been used for a large page. For example, an execution of INVLPG for a linear address on such a page invali- 
dates any and all smaller-page TLB entries for the translation of any linear address on that page. 


If software modifies the paging structures so that the page size used for a 4-KByte range of linear addresses 
changes, the TLBs may subsequently contain multiple translations for the address range (one for each page size). 
A reference to a linear address in the address range may use any of these translations. Which translation is used 
may vary from one execution to another, and the choice may be implementation-specific. 


4.10.2.4 Global Pages 


The Intel-64 and IA-32 architectures also allow for global pages when the PGE flag (bit 7) is 1 in CR4. If the G flag 
(bit 8) is 1 in a paging-structure entry that maps a page (either a PTE or a paging-structure entry in which the PS 
flag is 1), any TLB entry cached for a linear address using that paging-structure entry is considered to be global. 
Because the G flag is used only in paging-structure entries that map a page, and because information from such 
entries is not cached in the paging-structure caches, the global-page feature does not affect the behavior of the 
paging-structure caches. 


A logical processor may use a global TLB entry to translate a linear address, even if the TLB entry is associated with 
a PCID different from the current PCID. 


4.10.3. Paging-Structure Caches 


In addition to the TLBs, a processor may cache other information about the paging structures in memory. 


4.10.3.1 Caches for Paging Structures 
A processor may support any or all of the following paging-structure caches: 


¢ PMLSE cache (5-level paging only). Each PML5E-cache entry is referenced by a 9-bit value and is used for 
linear addresses for which bits 56:40 have that value. The entry contains information from the PML5E used to 
translate such linear addresses: 


— The physical address from the PML5E (the address of the PML4 table). 
— The value of the R/W flag of the PML5E. 

— The value of the U/S flag of the PML5E. 

— The value of the XD flag of the PML5E. 

— The values of the PCD and PWT flags of the PML5E. 

The following items detail how a processor may use the PMLSE cache: 


— If the processor has a PML5E-cache entry for a linear address, it may use that entry when translating the 
linear address (instead of the PMLSE in memory). 


— The processor does not create a PMLSE-cache entry unless the P flag is 1 and all reserved bits are 0 in the 
PML5E in memory. 


— The processor does not create a PMLSE-cache entry unless the accessed flag is 1 in the PMLS5E in memory; 
before caching a translation, the processor sets the accessed flag if it is not already 1. 


— The processor may create a PML5E-cache entry even if there are no translations for any linear address that 
might use that entry (e.g., because the P flags are 0 in all entries in the referenced PML4 table). 


— Ifthe processor creates a PML5E-cache entry, the processor may retain it unmodified even if software 
subsequently modifies the corresponding PML5E in memory. 


° PML4E cache (4-level paging and 5-level paging only). The use of the PML4E cache depends on the paging 
mode: 
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For 4-level paging, each PML4E-cache entry is referenced by a 9-bit value and is used for linear addresses 
for which bits 47:39 have that value. 


For 5-level paging, each PML4E-cache entry is referenced by an 18-bit value and is used for linear 
addresses for which bits 56:39 have that value. 


A PML4E-cache entry contains information from the PML5E and PML4E used to translate the relevant linear 
addresses (for 4-level paging, the PML5E does not apply): 


The physical address from the PML4E (the address of the page-directory-pointer table). 
The logical-AND of the R/W flags in the PML5E and the PML4E. 

The logical-AND of the U/S flags in the PML5E and the PML4E. 

The logical-OR of the XD flags in the PML5E and the PML4E. 

The values of the PCD and PWT flags of the PML4E. 


The following items detail how a processor may use the PML4E cache: 


If the processor has a PML4E-cache entry for a linear address, it may use that entry when translating the 
linear address (instead of the PML5E and PML4E in memory). 


The processor does not create a PML4E-cache entry unless the P flags are 1 and all reserved bits are 0 in 
the PML5E and the PML4E in memory. 


The processor does not create a PML4E-cache entry unless the accessed flags are 1 in the PML5E and the 
PML4E in memory; before caching a translation, the processor sets any accessed flags that are not already 
1. 


The processor may create a PML4E-cache entry even if there are no translations for any linear address that 
might use that entry (e.g., because the P flags are 0 in all entries in the referenced page-directory-pointer 
table). 


If the processor creates a PML4E-cache entry, the processor may retain it unmodified even if software 
subsequently modifies the corresponding PML4E in memory. 


* PDPTE cache (4-level paging and 5-level paging only).! The use of the PML4E cache depends on the paging 
mode: 


For 4-level paging, each PDPTE-cache entry is referenced by an 18-bit value and is used for linear 
addresses for which bits 47:30 have that value. 


For 5-level paging, each PDPTE-cache entry is referenced by a 27-bit value and is used for linear addresses 
for which bits 56:30 have that value. 


A PDPTE-cache entry contains information from the PML5E, PML4E, PDPTE used to translate the relevant linear 
addresses (for 4-level paging, the PML5E does not apply): 


The physical address from the PDPTE (the address of the page directory). (No PDPTE-cache entry is created 
for a PDPTE that maps a 1-GByte page.) 


The logical-AND of the R/W flags in the PML5E, PML4E, and PDPTE. 
The logical-AND of the U/S flags in the PML5E, PML4E, and PDPTE. 
The logical-OR of the XD flags in the PML5E, PML4E, and PDPTE. 
The values of the PCD and PWT flags of the PDPTE. 


The following items detail how a processor may use the PDPTE cache: 


If the processor has a PDPTE-cache entry for a linear address, it may use that entry when translating the 
linear address (instead of the PML5E, PML4E, and PDPTE in memory). 


The processor does not create a PDPTE-cache entry unless the P flags are 1, the PS flags are 0, and the 
reserved bits are 0 in the PMLSE, PML4E, and PDPTE in memory. 


1. With PAE paging, the PDPTEs are stored in internal, non-architectural registers. The operation of these registers is described in Sec- 
tion 4.4.1 and differs from that described here. 
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The processor does not create a PDPTE-cache entry unless the accessed flags are 1 in the PMLSE, PML4E 
and PDPTE in memory; before caching a translation, the processor sets any accessed flags that are not 
already 1. 


The processor may create a PDPTE-cache entry even if there are no translations for any linear address that 
might use that entry. 


If the processor creates a PDPTE-cache entry, the processor may retain it unmodified even if software 
subsequently modifies the corresponding PMLS5E, PML4E, or PDPTE in memory. 


© PDE cache. The use of the PDE cache depends on the paging mode: 


For 32-bit paging, each PDE-cache entry is referenced by a 10-bit value and is used for linear addresses for 
which bits 31:22 have that value. 


For PAE paging, each PDE-cache entry is referenced by an 11-bit value and is used for linear addresses for 
which bits 31:21 have that value. 


For 4-level paging, each PDE-cache entry is referenced by a 27-bit value and is used for linear addresses 
for which bits 47:21 have that value. 


For 5-level paging, each PDE-cache entry is referenced by a 36-bit value and is used for linear addresses 
for which bits 56:21 have that value. 


A PDE-cache entry contains information from the PML5E, PML4E, PDPTE, and PDE used to translate the relevant 
linear addresses (for 32-bit paging and PAE paging, only the PDE applies; for 4-level paging, the PML5E does 
not apply): 


The physical address from the PDE (the address of the page table). (No PDE-cache entry is created for a 
PDE that maps a page.) 


The logical-AND of the R/W flags in the PML5E, PML4E, PDPTE, and PDE. 
The logical-AND of the U/S flags in the PML5E, PML4E, PDPTE, and PDE. 
The logical-OR of the XD flags in the PML5SE, PML4E, PDPTE, and PDE. 
The values of the PCD and PWT flags of the PDE. 


The following items detail how a processor may use the PDE cache (references below to PML5Es, PML4Es, and 
PDPTEs apply only to 4-level paging and to 5-level paging, as appropriate): 


If the processor has a PDE-cache entry for a linear address, it may use that entry when translating the 
linear address (instead of the PMLSE, PML4E, PDPTE, and PDE in memory). 


The processor does not create a PDE-cache entry unless the P flags are 1, the PS flags are 0, and the 
reserved bits are 0 in the PMLSE, PML4E, PDPTE, and PDE in memory. 


The processor does not create a PDE-cache entry unless the accessed flag is 1 in the PML5E, PML4E, PDPTE, 
and PDE in memory; before caching a translation, the processor sets any accessed flags that are not 
already 1. 


The processor may create a PDE-cache entry even if there are no translations for any linear address that 
might use that entry. 


If the processor creates a PDE-cache entry, the processor may retain it unmodified even if software subse- 
quently modifies the corresponding PML5E, PML4E, PDPTE, or PDE in memory. 


Information from a paging-structure entry can be included in entries in the paging-structure caches for other 
paging-structure entries referenced by the original entry. For example, if the R/W flag is 0 ina PML4E, then the R/W 
flag will be 0 in any PDPTE-cache entry for a PDPTE from the page-directory-pointer table referenced by that 
PML4E. This is because the R/W flag of each such PDPTE-cache entry is the logical-AND of the R/W flags in the 
appropriate PML4E and PDPTE. 


The paging-structure caches contain information only from paging-structure entries that reference other paging 
structures (and not those that map pages). Because the G flag is not used in such paging-structure entries, the 
global-page feature does not affect the behavior of the paging-structure caches. 


The processor may create entries in paging-structure caches for translations required for prefetches and for 
accesses that are a result of speculative execution that would never actually occur in the executed code path. 
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As noted in Section 4.10.1, any entries created in paging-structure caches by a logical processor are associated 
with the current PCID. 


A processor may or may not implement any of the paging-structure caches. Software should rely on neither their 
presence nor their absence. The processor may invalidate entries in these caches at any time. Because the 
processor may create the cache entries at the time of translation and not update them following subsequent modi- 
fications to the paging structures in memory, software should take care to invalidate the cache entries appropri- 
ately when causing such modifications. The invalidation of TLBs and the paging-structure caches is described in 
Section 4.10.4. 


4.10.3.2 Using the Paging-Structure Caches to Translate Linear Addresses 


When a linear address is accessed, the processor uses a procedure such as the following to determine the physical 
address to which it translates and whether the access should be allowed: 


e If the processor finds a TLB entry that is for the page number of the linear address and that is associated with 
the current PCID (or which is global), it may use the physical address, access rights, and other attributes from 
that entry. 


e If the processor does not find a relevant TLB entry, it may use the upper bits of the linear address to select an 
entry from the PDE cache that is associated with the current PCID (Section 4.10.3.1 indicates which bits are 
used in each paging mode). It can then use that entry to complete the translation process (locating a PTE, etc.) 
as if it had traversed the PDE (and, for 4-level paging and 5-level paging, the PDPTE, PML4E, and PML5E, as 
appropriate) corresponding to the PDE-cache entry. 


¢ The following items apply when 4-level paging or 5-level paging is used: 


— Ifthe processor does not find a relevant TLB entry or PDE-cache entry, it may use the upper bits of the 
linear address (for 4-level paging, bits 47:30; for 5-level paging, bits 56:30) to select an entry from the 
PDPTE cache that is associated with the current PCID. It can then use that entry to complete the translation 
process (locating a PDE, etc.) as if it had traversed the PDPTE, the PML4E, and (for 5-level paging) the 
PMLS5E corresponding to the PDPTE-cache entry. 


— If the processor does not find a relevant TLB entry, PDE-cache entry, or PDPTE-cache entry, it may use the 
upper bits of the linear address (for 4-level paging, bits 47:39; for 5-level paging, bits 56:39) to select an 
entry from the PML4E cache that is associated with the current PCID. It can then use that entry to complete 
the translation process (locating a PDPTE, etc.) as if it had traversed the corresponding PML4E. 


— With 5-level paging, if the processor does not find a relevant TLB entry, PDE-cache entry, PDPTE-cache 
entry, or PML4E-cache entry, it may use bits 56:48 of the linear address to select an entry from the PMLS5SE 
cache that is associated with the current PCID. It can then use that entry to complete the translation 
process (locating a PML4E, etc.) as if it had traversed the corresponding PML5E. 


(Any of the above steps would be skipped if the processor does not support the cache in question.) 


If the processor does not find a TLB or paging-structure-cache entry for the linear address, it uses the linear 
address to traverse the entire paging-structure hierarchy, as described in Section 4.3, Section 4.4.2, and Section 
4.5. 


4.10.3.3. Multiple Cached Entries for a Single Paging-Structure Entry 


The paging-structure caches and TLBs may contain multiple entries associated with a single PCID and with infor- 
mation derived from a single paging-structure entry. The following items give some examples for 4-level paging: 


° Suppose that two PML4Es contain the same physical address and thus reference the same page-directory- 
pointer table. Any PDPTE in that table may result in two PDPTE-cache entries, each associated with a different 
set of linear addresses. Specifically, suppose that the nt and nth entries in the PML4 table contain the same 
physical address. This implies that the physical address in the m™ PDPTE in the page-directory-pointer table 
would appear in the PDPTE-cache entries associated with both p,; and p>, where (p; » 9) = ny, (p2 » 9) = No, 
and (p; & 1FFH) = (p> & 1FFH) = m. This is because both PDPTE-cache entries use the same PDPTE, one 
resulting from a reference from the n,"" PML4E and one from the n3"" PML4E. 


¢ Suppose that the first PML4E (i.e., the one in position 0) contains the physical address X in CR3 (the physical 
address of the PML4 table). This implies the following: 
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— Any PML4-cache entry associated with linear addresses with 0 in bits 47:39 contains address X. 


— Any PDPTE-cache entry associated with linear addresses with 0 in bits 47:30 contains address X. This is 
because the translation for a linear address for which the value of bits 47:30 is 0 uses the value of 
bits 47:39 (0) to locate a page-directory-pointer table at address X (the address of the PML4 table). It then 
uses the value of bits 38:30 (also 0) to find address X again and to store that address in the PDPTE-cache 
entry. 


— Any PDE-cache entry associated with linear addresses with 0 in bits 47:21 contains address X for similar 
reasons. 


— Any TLB entry for page number 0 (associated with linear addresses with 0 in bits 47:12) translates to page 
frame X » 12 for similar reasons. 


The same PML4E contributes its address X to all these cache entries because the self-referencing nature of the 
entry causes it to be used as a PML4E, a PDPTE, a PDE, and a PTE. 


4.10.4 _ Invalidation of TLBs and Paging-Structure Caches 


As noted in Section 4.10.2 and Section 4.10.3, the processor may create entries in the TLBs and the paging-struc- 
ture caches when linear addresses are translated, and it may retain these entries even after the paging structures 
used to create them have been modified. To ensure that linear-address translation uses the modified paging struc- 
tures, software should take action to invalidate any cached entries that may contain information that has since 
been modified. 


4.10.4.1 Operations that Invalidate TLBs and Paging-Structure Caches 


The following instructions invalidate entries in the TLBs and the paging-structure caches: 


INVLPG. This instruction takes a single operand, which is a linear address. The instruction invalidates any TLB 
entries that are for a page number corresponding to the linear address and that are associated with the current 
PCID. It also invalidates any global TLB entries with that page number, regardless of PCID (see Section 
4.10.2.4).! INVLPG also invalidates all entries in all paging-structure caches associated with the current PCID, 
regardless of the linear addresses to which they correspond. 


INVPCID. The operation of this instruction is based on instruction operands, called the INVPCID type and the 
INVPCID descriptor. Four INVPCID types are currently defined: 


— Individual-address. If the INVPCID type is 0, the logical processor invalidates mappings—except global 
translations—associated with the PCID specified in the INVPCID descriptor and that would be used to 
translate the linear address specified in the INVPCID descriptor.? (The instruction may also invalidate global 
translations, as well as mappings associated with other PCIDs and for other linear addresses. ) 


— Single-context. If the INVPCID type is 1, the logical processor invalidates all mappings—except global 
translations—associated with the PCID specified in the INVPCID descriptor. (The instruction may also 
invalidate global translations, as well as mappings associated with other PCIDs.) 


— All-context, including globals. If the INVPCID type is 2, the logical processor invalidates 
mappings—including global translations—associated with all PCIDs. 


— All-context. If the INVPCID type is 3, the logical processor invalidates mappings—except global transla- 
tions—associated with all PCIDs. (The instruction may also invalidate global translations. ) 


See Chapter 3 of the Intel 64 and IA-32 Architecture Software Developer’s Manual, Volume 2A for details of the 
INVPCID instruction. 


MOV to CRO. The instruction invalidates all TLB entries (including global entries) and all entries in all paging- 
structure caches (for all PCIDs) if it changes the value of CRO.PG from 1 to 0. 


MOV to CR3. The behavior of the instruction depends on the value of CR4.PCIDE: 


If the paging structures map the linear address using a page larger than 4 KBytes and there are multiple TLB entries for that page 
(see Section 4.10.2.3), the instruction invalidates all of them. 


If the paging structures map the linear address using a page larger than 4 KBytes and there are multiple TLB entries for that page 
(see Section 4.10.2.3), the instruction invalidates all of them. 
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— If CR4.PCIDE = 0, the instruction invalidates all TLB entries associated with PCID O00H except those for 
global pages. It also invalidates all entries in all paging-structure caches associated with PCID OOOH. 


— If CR4.PCIDE = 1 and bit 63 of the instruction’s source operand is 0, the instruction invalidates all TLB 
entries associated with the PCID specified in bits 11:0 of the instruction’s source operand except those for 
global pages. It also invalidates all entries in all paging-structure caches associated with that PCID. It is not 
required to invalidate entries in the TLBs and paging-structure caches that are associated with other PCIDs. 


— If CR4.PCIDE = 1 and bit 63 of the instruction’s source operand is 1, the instruction is not required to 
invalidate any TLB entries or entries in paging-structure caches. 

MOV to CR4. The behavior of the instruction depends on the bits being modified: 

— The instruction invalidates all TLB entries (including global entries) and all entries in all paging-structure 


caches (for all PCIDs) if (1) it changes the value of CR4.PGE;! or (2) it changes the value of the CR4.PCIDE 
from 1 to 0. 


— The instruction invalidates all TLB entries and all entries in all paging-structure caches for the current PCID 
if (1) it changes the value of CR4.PAE; or (2) it changes the value of CR4.SMEP from 0 to 1. 


Task switch. If a task switch changes the value of CR3, it invalidates all TLB entries associated with PCID O000H 
except those for global pages. It also invalidates all entries in all paging-structure caches associated with PCID 
OOOH. 


VMX transitions. See Section 4.11.1. 


The processor is always free to invalidate additional entries in the TLBs and paging-structure caches. The following 
are some examples: 


INVLPG may invalidate TLB entries for pages other than the one corresponding to its linear-address operand. It 
may invalidate TLB entries and paging-structure-cache entries associated with PCIDs other than the current 
PCID. 


INVPCID may invalidate TLB entries for pages other than the one corresponding to the specified linear address. 
It may invalidate TLB entries and paging-structure-cache entries associated with PCIDs other than the specified 
PCID. 


MOV to CRO may invalidate TLB entries even if CRO.PG is not changing. For example, this may occur if either 
CRO.CD or CRO.NW is modified. 


MOV to CR3 may invalidate TLB entries for global pages. If CR4.PCIDE = 1 and bit 63 of the instruction’s source 
operand is 0, it may invalidate TLB entries and entries in the paging-structure caches associated with PCIDs 
other than the PCID it is establishing. It may invalidate entries if CR4.PCIDE = 1 and bit 63 of the instruction’s 
source operand is 1. 


MOV to CR4 may invalidate TLB entries when changing CR4.PSE or when changing CR4.SMEP from 1 to 0. 


On a processor supporting Hyper-Threading Technology, invalidations performed on one logical processor may 
invalidate entries in the TLBs and paging-structure caches used by other logical processors. 


(Other instructions and operations may invalidate entries in the TLBs and the paging-structure caches, but the 
instructions identified above are recommended. ) 


In addition to the instructions identified above, page faults invalidate entries in the TLBs and paging-structure 
caches. In particular, a page-fault exception resulting from an attempt to use a linear address will invalidate any 
TLB entries that are for a page number corresponding to that linear address and that are associated with the 
current PCID. It also invalidates all entries in the paging-structure caches that would be used for that linear address 
and that are associated with the current PCID.? These invalidations ensure that the page-fault exception will not 
recur (if the faulting instruction is re-executed) if it would not be caused by the contents of the paging structures in 


If CR4.PGE is changing from 0 to 1, there were no global TLB entries before the execution; if CR4.PGE is changing from 1 to O, there 
will be no global TLB entries after the execution. 


Task switches do not occur in |A-32e mode and thus cannot occur with 4-level paging. Since CR4.PCIDE can be set only with 4-level 
paging, task switches occur only with CR4.PCIDE = 0. 

Unlike INVLPG, page faults need not invalidate all entries in the paging-structure caches, only those that would be used to translate 
the faulting linear address. 
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memory (and if, therefore, it resulted from cached entries that were not invalidated after the paging structures 
were modified in memory). 


As noted in Section 4.10.2, some processors may choose to cache multiple smaller-page TLB entries for a transla- 
tion specified by the paging structures to use a page larger than 4 KBytes. There is no way for software to be aware 
that multiple translations for smaller pages have been used for a large page. The INVLPG instruction and page 
faults provide the same assurances that they provide when a single TLB entry is used: they invalidate all TLB 
entries corresponding to the translation specified by the paging structures. 


4.10.4.2 Recommended Invalidation 
The following items provide some recommendations regarding when software should perform invalidations: 


¢ If software modifies a paging-structure entry that maps a page (rather than referencing another paging 
structure), it should execute INVLPG for any linear address with a page number whose translation uses that 
paging-structure entry.! 


(If the paging-structure entry may be used in the translation of different page numbers — see Section 4.10.3.3 
— software should execute INVLPG for linear addresses with each of those page numbers; alternatively, it could 
use MOV to CR3 or MOV to CR4.) 


¢ If software modifies a paging-structure entry that references another paging structure, it may use one of the 
following approaches depending upon the types and number of translations controlled by the modified entry: 


— Execute INVLPG for linear addresses with each of the page numbers with translations that would use the 
entry. However, if no page numbers that would use the entry have translations (e.g., because the P flags 
are 0 in all entries in the paging structure referenced by the modified entry), it remains necessary to 
execute INVLPG at least once. 


— Execute MOV to CR3 if the modified entry controls no global pages. 
— Execute MOV to CR4 to modify CR4.PGE. 


° If CR4.PCIDE = 1 and software modifies a paging-structure entry that does not map a page or in which the G 
flag (bit 8) is 0, additional steps are required if the entry may be used for PCIDs other than the current one. Any 
one of the following suffices: 


— Execute MOV to CR4 to modify CR4.PGE, either immediately or before again using any of the affected 
PCIDs. For example, software could use different (previously unused) PCIDs for the processes that used the 
affected PCIDs. 


— For each affected PCID, execute MOV to CR3 to make that PCID current (and to load the address of the 
appropriate PML4 table). If the modified entry controls no global pages and bit 63 of the source operand to 
MOV to CR3 was 0, no further steps are required. Otherwise, execute INVLPG for linear addresses with each 
of the page numbers with translations that would use the entry; if no page numbers that would use the 
entry have translations, execute INVLPG at least once. 


¢ If software using PAE paging modifies a PDPTE, it should reload CR3 with the register’s current value to ensure 
that the modified PDPTE is loaded into the corresponding PDPTE register (see Section 4.4.1). 


¢ If the nature of the paging structures is such that a single entry may be used for multiple purposes (see Section 
4.10.3.3), software should perform invalidations for all of these purposes. For example, if a single entry might 
serve as both a PDE and PTE, it may be necessary to execute INVLPG with two (or more) linear addresses, one 
that uses the entry as a PDE and one that uses it as a PTE. (Alternatively, software could use MOV to CR3 or 
MOV to CR4.) 


¢ As noted in Section 4.10.2, the TLBs may subsequently contain multiple translations for the address range if 
software modifies the paging structures so that the page size used for a 4-KByte range of linear addresses 
changes. A reference to a linear address in the address range may use any of these translations. 


Software wishing to prevent this uncertainty should not write to a paging-structure entry in a way that would 
change, for any linear address, both the page size and either the page frame, access rights, or other attributes. 
It can instead use the following algorithm: first clear the P flag in the relevant paging-structure entry (e.g., 


1. One execution of INVLPG is sufficient even for a page with size greater than 4 KBytes. 
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PDE); then invalidate any translations for the affected linear addresses (see above); and then modify the 
relevant paging-structure entry to set the P flag and establish modified translation(s) for the new page size. 


Software should clear bit 63 of the source operand to a MOV to CR3 instruction that establishes a PCID that had 
been used earlier for a different linear-address space (e.g., with a different value in bits 51:12 of CR3). This 
ensures invalidation of any information that may have been cached for the previous linear-address space. 


This assumes that both linear-address spaces use the same global pages and that it is thus not necessary to 
invalidate any global TLB entries. If that is not the case, software should invalidate those entries by executing 
MOV to CR4 to modify CR4.PGE. 


4.10.4.3 Optional Invalidation 


The following items describe cases in which software may choose not to invalidate and the potential consequences 
of that choice: 


If a paging-structure entry is modified to change the P flag from O to 1, no invalidation is necessary. This is 
because no TLB entry or paging-structure cache entry is created with information from a paging-structure entry 
in which the P flag is 0.4 


If a paging-structure entry is modified to change the accessed flag from 0 to 1, no invalidation is necessary 
(assuming that an invalidation was performed the last time the accessed flag was changed from 1 to 0). This is 
because no TLB entry or paging-structure cache entry is created with information from a paging-structure entry 
in which the accessed flag is 0. 


If a paging-structure entry is modified to change the R/W flag from 0 to 1, failure to perform an invalidation 
may result in a “spurious” page-fault exception (e.g., in response to an attempted write access) but no other 
adverse behavior. Such an exception will occur at most once for each affected linear address (see Section 
4.10.4.1). 


If CR4.SMEP = 0 and a paging-structure entry is modified to change the U/S flag from 0 to 1, failure to perform 
an invalidation may result in a “spurious” page-fault exception (e.g., in response to an attempted user-mode 
access) but no other adverse behavior. Such an exception will occur at most once for each affected linear 
address (see Section 4.10.4.1). 


If a paging-structure entry is modified to change the XD flag from 1 to O, failure to perform an invalidation may 
result in a “spurious” page-fault exception (e.g., in response to an attempted instruction fetch) but no other 
adverse behavior. Such an exception will occur at most once for each affected linear address (see Section 
4.10.4.1). 


If a paging-structure entry is modified to change the accessed flag from 1 to O, failure to perform an invali- 
dation may result in the processor not setting that bit in response to a subsequent access to a linear address 
whose translation uses the entry. Software cannot interpret the bit being clear as an indication that such an 
access has not occurred. 


If software modifies a paging-structure entry that identifies the final physical address for a linear address 
(either a PTE or a paging-structure entry in which the PS flag is 1) to change the dirty flag from 1 to 0, failure 
to perform an invalidation may result in the processor not setting that bit in response to a subsequent write to 
a linear address whose translation uses the entry. Software cannot interpret the bit being clear as an indication 
that such a write has not occurred. 


The read of a paging-structure entry in translating an address being used to fetch an instruction may appear to 
execute before an earlier write to that paging-structure entry if there is no serializing instruction between the 
write and the instruction fetch. Note that the invalidating instructions identified in Section 4.10.4.1 are all 
serializing instructions. 


Section 4.10.3.3 describes situations in which a single paging-structure entry may contain information cached 
in multiple entries in the paging-structure caches. Because all entries in these caches are invalidated by any 
execution of INVLPG, it is not necessary to follow the modification of such a paging-structure entry by 
executing INVLPG multiple times solely for the purpose of invalidating these multiple cached entries. (It may be 
necessary to do so to invalidate multiple TLB entries.) 


If it is also the case that no invalidation was performed the last time the P flag was changed from 1 to 0, the processor may use a 
TLB entry or paging-structure cache entry that was created when the P flag had earlier been 1. 
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4.10.4.4 Delayed Invalidation 


Required invalidations may be delayed under some circumstances. Software developers should understand that, 
between the modification of a paging-structure entry and execution of the invalidation instruction recommended in 
Section 4.10.4.2, the processor may use translations based on either the old value or the new value of the paging- 
structure entry. The following items describe some of the potential consequences of delayed invalidation: 


¢ Ifa paging-structure entry is modified to change the P flag from 1 to 0, an access to a linear address whose 
translation is controlled by this entry may or may not cause a page-fault exception. 


¢ If a paging-structure entry is modified to change the R/W flag from 0 to 1, write accesses to linear addresses 
whose translation is controlled by this entry may or may not cause a page-fault exception. 


¢ If a paging-structure entry is modified to change the U/S flag from 0 to 1, user-mode accesses to linear 
addresses whose translation is controlled by this entry may or may not cause a page-fault exception. 


¢ If a paging-structure entry is modified to change the XD flag from 1 to O, instruction fetches from linear 
addresses whose translation is controlled by this entry may or may not cause a page-fault exception. 


As noted in Section 8.1.1, an x87 instruction or an SSE instruction that accesses data larger than a quadword may 
be implemented using multiple memory accesses. If such an instruction stores to memory and invalidation has 
been delayed, some of the accesses may complete (writing to memory) while another causes a page-fault excep- 
tion.! In this case, the effects of the completed accesses may be visible to software even though the overall 
instruction caused a fault. 


In some cases, the consequences of delayed invalidation may not affect software adversely. For example, when 
freeing a portion of the linear-address space (by marking paging-structure entries “not present”), invalidation 
using INVLPG may be delayed if software does not re-allocate that portion of the linear-address space or the 
memory that had been associated with it. However, because of speculative execution (or errant software), there 
may be accesses to the freed portion of the linear-address space before the invalidations occur. In this case, the 
following can happen: 


¢ Reads can occur to the freed portion of the linear-address space. Therefore, invalidation should not be delayed 
for an address range that has read side effects. 


¢ The processor may retain entries in the TLBs and paging-structure caches for an extended period of time. 
Software should not assume that the processor will not use entries associated with a linear address simply 
because time has passed. 


¢ As noted in Section 4.10.3.1, the processor may create an entry in a paging-structure cache even if there are 
no translations for any linear address that might use that entry. Thus, if software has marked “not present” all 
entries in a page table, the processor may subsequently create a PDE-cache entry for the PDE that references 
that page table (assuming that the PDE itself is marked “present”). 


¢ If software attempts to write to the freed portion of the linear-address space, the processor might not generate 
a page fault. (Such an attempt would likely be the result of a software error.) For that reason, the page frames 
previously associated with the freed portion of the linear-address space should not be reallocated for another 
purpose until the appropriate invalidations have been performed. 


4.10.5 Propagation of Paging-Structure Changes to Multiple Processors 


As noted in Section 4.10.4, software that modifies a paging-structure entry may need to invalidate entries in the 
TLBs and paging-structure caches that were derived from the modified entry before it was modified. In a system 
containing more than one logical processor, software must account for the fact that there may be entries in the 
TLBs and paging-structure caches of logical processors other than the one used to modify the paging-structure 
entry. The process of propagating the changes to a paging-structure entry is commonly referred to as “TLB shoot- 
down.” 


TLB shootdown can be done using memory-based semaphores and/or interprocessor interrupts (IPI). The 
following items describe a simple but inefficient example of a TLB shootdown algorithm for processors supporting 
the Intel-64 and IA-32 architectures: 


1. If the accesses are to different pages, this may occur even if invalidation has not been delayed. 
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1. Begin barrier: Stop all but one logical processor; that is, cause all but one to execute the HLT instruction or to 
enter a spin loop. 


Allow the active logical processor to change the necessary paging-structure entries. 


Allow all logical processors to perform invalidations appropriate to the modifications to the paging-structure 
entries. 


4. Allow all logical processors to resume normal operation. 


Alternative, performance-optimized, TLB shootdown algorithms may be developed; however, software developers 
must take care to ensure that the following conditions are met: 


¢ All logical processors that are using the paging structures that are being modified must participate and perform 
appropriate invalidations after the modifications are made. 


° If the modifications to the paging-structure entries are made before the barrier or if there is no barrier, the 
operating system must ensure one of the following: (1) that the affected linear-address range is not used 
between the time of modification and the time of invalidation; or (2) that it is prepared to deal with the conse- 
quences of the affected linear-address range being used during that period. For example, if the operating 
system does not allow pages being freed to be reallocated for another purpose until after the required invalida- 
tions, writes to those pages by errant software will not unexpectedly modify memory that is in use. 


° Software must be prepared to deal with reads, instruction fetches, and prefetch requests to the affected linear- 
address range that are a result of speculative execution that would never actually occur in the executed code 
path. 


When multiple logical processors are using the same linear-address space at the same time, they must coordinate 
before any request to modify the paging-structure entries that control that linear-address space. In these cases, 
the barrier in the TLB shootdown routine may not be required. For example, when freeing a range of linear 
addresses, some other mechanism can assure no logical processor is using that range before the request to free it 
is made. In this case, a logical processor freeing the range can clear the P flags in the PTEs associated with the 
range, free the physical page frames associated with the range, and then signal the other logical processors using 
that linear-address space to perform the necessary invalidations. All the affected logical processors must complete 
their invalidations before the linear-address range and the physical page frames previously associated with that 
range can be reallocated. 


4.11. INTERACTIONS WITH VIRTUAL-MACHINE EXTENSIONS (VMX) 


The architecture for virtual-machine extensions (VMX) includes features that interact with paging. Section 4.11.1 
discusses ways in which VMX-specific control transfers, called VMX transitions specially affect paging. Section 
4.11.2 gives an overview of VMX features specifically designed to support address translation. 


4.11.1 VMX Transitions 


The VMX architecture defines two control transfers called VM entries and VM exits; collectively, these are called 
VMX transitions. VM entries and VM exits are described in detail in Chapter 25 and Chapter 26, respectively, in 
the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3C. The following items identify 
paging-related details: 


° \VMX transitions modify the CRO and CR4 registers and the IA32_EFER MSR concurrently. For this reason, they 
allow transitions between paging modes that would not otherwise be possible: 


— VM entries allow transitions from 4-level paging directly to either 32-bit paging or PAE paging. 


— VM exits allow transitions from either 32-bit paging or PAE paging directly to 4-level paging or 5-level 
paging. 
° VMX transitions that result in PAE paging load the PDPTE registers (see Section 4.4.1) as follows: 


— VM entries load the PDPTE registers either from the physical address being loaded into CR3 or from the 
virtual-machine control structure (VMCS); see Section 25.3.2.4. 


— VM exits load the PDPTE registers from the physical address being loaded into CR3; see Section 26.5.4. 
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¢ VMxX transitions invalidate the TLBs and paging-structure caches based on certain control settings. See Section 
25.3.2.5 and Section 26.5.5 in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
3C. 


4.11.2 | VMX Support for Address Translation 


Chapter 27, “VMX Support for Address Translation,” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3C describe two features of the virtual-machine extensions (VMX) that interact directly with 
paging. These are virtual-processor identifiers (VPIDs) and the extended page table mechanism (EPT). 


VPIDs provide a way for software to identify to the processor the address spaces for different “virtual processors.” 
The processor may use this identification to maintain concurrently information for multiple address spaces in its 
TLBs and paging-structure caches, even when non-zero PCIDs are not being used. See Section 27.1 for details. 


When EPT is in use, the addresses in the paging-structures are not used as physical addresses to access memory 
and memory-mapped I/O. Instead, they are treated as guest-physical addresses and are translated through a 

set of EPT paging structures to produce physical addresses. EPT can also specify its own access rights and memory 
typing; these are used on conjunction with those specified in this chapter. See Section 27.2 for more information. 


Both VPIDs and EPT may change the way that a processor maintains information in TLBs and paging structure 
caches and the ways in which software can manage that information. Some of the behaviors documented in 
Section 4.10 may change. See Section 27.3 for details. 


4.12 USING PAGING FOR VIRTUAL MEMORY 


With paging, portions of the linear-address space need not be mapped to the physical-address space; data for the 
unmapped addresses can be stored externally (e.g., on disk). This method of mapping the linear-address space is 
referred to as virtual memory or demand-paged virtual memory. 


Paging divides the linear address space into fixed-size pages that can be mapped into the physical-address space 
and/or external storage. When a program (or task) references a linear address, the processor uses paging to trans- 
late the linear address into a corresponding physical address if such an address is defined. 


If the page containing the linear address is not currently mapped into the physical-address space, the processor 
generates a page-fault exception as described in Section 4.7. The handler for page-fault exceptions typically 
directs the operating system or executive to load data for the unmapped page from external storage into physical 
memory (perhaps writing a different page from physical memory out to external storage in the process) and to 
map it using paging (by updating the paging structures). When the page has been loaded into physical memory, a 
return from the exception handler causes the instruction that generated the exception to be restarted. 


Paging differs from segmentation through its use of fixed-size pages. Unlike segments, which usually are the same 
size as the code or data structures they hold, pages have a fixed size. If segmentation is the only form of address 
translation used, a data structure present in physical memory will have all of its parts in memory. If paging is used, 
a data structure can be partly in memory and partly in disk storage. 


4.13, MAPPING SEGMENTS TO PAGES 


The segmentation and paging mechanisms provide support for a wide variety of approaches to memory manage- 
ment. When segmentation and paging are combined, segments can be mapped to pages in several ways. To imple- 
ment a flat (unsegmented) addressing environment, for example, all the code, data, and stack modules can be 
mapped to one or more large segments (up to 4-GBytes) that share same range of linear addresses (see 

Figure 3-2 in Section 3.2.2). Here, segments are essentially invisible to applications and the operating-system or 
executive. If paging is used, the paging mechanism can map a single linear-address space (contained in a single 
segment) into virtual memory. Alternatively, each program (or task) can have its own large linear-address space 
(contained in its own segment), which is mapped into virtual memory through its own paging structures. 


Segments can be smaller than the size of a page. If one of these segments is placed in a page which is not shared 
with another segment, the extra memory is wasted. For example, a small data structure, such as a 1-Byte sema- 
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phore, occupies 4 KBytes if it is placed in a page by itself. If many semaphores are used, it is more efficient to pack 
them into a single page. 


The Intel-64 and IA-32 architectures do not enforce correspondence between the boundaries of pages and 
segments. A page can contain the end of one segment and the beginning of another. Similarly, a segment can 
contain the end of one page and the beginning of another. 


Memory-management software may be simpler and more efficient if it enforces some alignment between page and 
segment boundaries. For example, if a segment which can fit in one page is placed in two pages, there may be 
twice as much paging overhead to support access to that segment. 


One approach to combining paging and segmentation that simplifies memory-management software is to give each 
segment its own page table, as shown in Figure 4-13. This convention gives the segment a single entry in the page 
directory, and this entry provides the access control information for paging the entire segment. 
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Figure 4-13. Memory Management Convention That Assigns a Page Table 
to Each Segment 
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In protected mode, the Intel 64 and IA-32 architectures provide a protection mechanism that operates at both the 
segment level and the page level. This protection mechanism provides the ability to limit access to certain 
segments or pages based on privilege levels (four privilege levels for segments and two privilege levels for pages). 
For example, critical operating-system code and data can be protected by placing them in more privileged 
segments than those that contain applications code. The processor's protection mechanism will then prevent appli- 
cation code from accessing the operating-system code and data in any but a controlled, defined manner. 


Segment and page protection can be used at all stages of software development to assist in localizing and detecting 
design problems and bugs. It can also be incorporated into end-products to offer added robustness to operating 
systems, utilities software, and applications software. 


When the protection mechanism is used, each memory reference is checked to verify that it satisfies various 
protection checks. All checks are made before the memory cycle is started; any violation results in an exception. 
Because checks are performed in parallel with address translation, there is no performance penalty. The protection 
checks that are performed fall into the following categories: 


¢ Limit checks. 

° Type checks. 

° Privilege level checks. 

°* Restriction of addressable domain. 

° Restriction of procedure entry-points. 
¢ Restriction of instruction set. 


All protection violation results in an exception being generated. See Chapter 6, “Interrupt and Exception Handling,” 
for an explanation of the exception mechanism. This chapter describes the protection mechanism and the viola- 
tions which lead to exceptions. 


The following sections describe the protection mechanism available in protected mode. See Chapter 19, “8086 
Emulation,” for information on protection in real-address and virtual-8086 mode. 


5.1 ENABLING AND DISABLING SEGMENT AND PAGE PROTECTION 


Setting the PE flag in register CRO causes the processor to switch to protected mode, which in turn enables the 
segment-protection mechanism. Once in protected mode, there is no control bit for turning the protection mecha- 
nism on or off. The part of the segment-protection mechanism that is based on privilege levels can essentially be 
disabled while still in protected mode by assigning a privilege level of 0 (most privileged) to all segment selectors 
and segment descriptors. This action disables the privilege level protection barriers between segments, but other 
protection checks such as limit checking and type checking are still carried out. 


Page-level protection is automatically enabled when paging is enabled (by setting the PG flag in register CRO). Here 
again there is no mode bit for turning off page-level protection once paging is enabled. However, page-level protec- 
tion can be disabled by performing the following operations: 


¢ Clear the WP flag in control register CRO. 
° Set the read/write (R/W) and user/supervisor (U/S) flags for each page-directory and page-table entry. 
This action makes each page a writable, user page, which in effect disables page-level protection. 
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5.2 FIELDS AND FLAGS USED FOR SEGMENT-LEVEL AND 


PAGE-LEVEL PROTECTION 


The processor’s protection mechanism uses the following fields and flags in the system data structures to control 
access to segments and pages: 


Descriptor type (S) flag — (Bit 12 in the second doubleword of a segment descriptor.) Determines if the 
segment descriptor is for a system segment or a code or data segment. 


Type field — (Bits 8 through 11 in the second doubleword of a segment descriptor.) Determines the type of 
code, data, or system segment. 


Limit field — (Bits 0 through 15 of the first doubleword and bits 16 through 19 of the second doubleword of a 
segment descriptor.) Determines the size of the segment, along with the G flag and E flag (for data segments). 


G flag — (Bit 23 in the second doubleword of a segment descriptor. ) Determines the size of the segment, along 
with the limit field and E flag (for data segments). 


E flag — (Bit 10 in the second doubleword of a data-segment descriptor.) Determines the size of the segment, 
along with the limit field and G flag. 


Descriptor privilege level (DPL) field — (Bits 13 and 14 in the second doubleword of a segment descriptor. ) 
Determines the privilege level of the segment. 


Requested privilege level (RPL) field — (Bits 0 and 1 of any segment selector.) Specifies the requested 
privilege level of a segment selector. 


Current privilege level (CPL) field — (Bits 0 and 1 of the CS segment register.) Indicates the privilege level 
of the currently executing program or procedure. The term current privilege level (CPL) refers to the setting of 
this field. 


User/supervisor (U/S) flag — (Bit 2 of paging-structure entries.) Determines the type of page: user or 
supervisor. 


Read/write (R/W) flag — (Bit 1 of paging-structure entries.) Determines the type of access allowed to a 
page: read-only or read/write. 


Execute-disable (XD) flag — (Bit 63 of certain paging-structure entries.) Determines the type of access 
allowed to a page: executable or not-executable. 


Figure 5-1 shows the location of the various fields and flags in the data-, code-, and system-segment descriptors; 
Figure 3-6 shows the location of the RPL (or CPL) field in a segment selector (or the CS register); and Chapter 4 
identifies the locations of the U/S, R/W, and XD flags in the paging-structure entries. 
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Figure 5-1. Descriptor Fields Used for Protection 
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Many different styles of protection schemes can be implemented with these fields and flags. When the operating 
system creates a descriptor, it places values in these fields and flags in keeping with the particular protection style 
chosen for an operating system or executive. Application programs do not generally access or modify these fields 


and flags. 


The following sections describe how the processor uses these fields and flags to perform the various categories of 


checks described in the introduction to this chapter. 


5.2.1 Code-Segment Descriptor in 64-bit Mode 


Code segments continue to exist in 64-bit mode even though, for address calculations, the segment base is treated 
as zero. Some code-segment (CS) descriptor content (the base address and limit fields) is ignored; the remaining 
fields function normally (except for the readable bit in the type field). 


Code segment descriptors and selectors are needed in IA-32e mode to establish the processor’s operating mode 


and execution privilege-level. The usage is as follows: 
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° IA-32e mode uses a previously unused bit in the CS descriptor. Bit 53 is defined as the 64-bit (L) flag and is 
used to select between 64-bit mode and compatibility mode when IA-32e mode is active (IA32_EFER.LMA = 1). 
See Figure 5-2. 


— If CS.L = 0 and IA-32e mode is active, the processor is running in compatibility mode. In this case, CS.D 
selects the default size for data and addresses. If CS.D = 0, the default data and address size is 16 bits. If 
CS.D = 1, the default data and address size is 32 bits. 


— If CS.L = 1 and IA-32e mode is active, the only valid setting is CS.D = 0. This setting indicates a default 
operand size of 32 bits and a default address size of 64 bits. The CS.L = 1 and CS.D = 1 bit combination is 
reserved for future use and a #GP fault will be generated on an attempt to use a code segment with these 
bits set in IA-32e mode. 


¢ In IA-32e mode, the CS descriptor’s DPL is used for execution privilege checks (as in legacy 32-bit mode). 
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Figure 5-2. Descriptor Fields with Flags used in |A-32e Mode 


5.3 LIMIT CHECKING 


The limit field of a segment descriptor prevents programs or procedures from addressing memory locations outside 
the segment. The effective value of the limit depends on the setting of the G (granularity) flag (see Figure 5-1). For 
data segments, the limit also depends on the E (expansion direction) flag and the B (default stack pointer size 
and/or upper bound) flag. The E flag is one of the bits in the type field when the segment descriptor is for a data- 
segment type. 


When the G flag is clear (byte granularity), the effective limit is the value of the 20-bit limit field in the segment 
descriptor. Here, the limit ranges from 0 to FFFFFH (1 MByte). When the G flag is set (4-KByte page granularity), 
the processor scales the value in the limit field by a factor of 2 (4 KBytes). In this case, the effective limit ranges 
from FFFH (4 KBytes) to FFFFFFFFH (4 GBytes). Note that when scaling is used (G flag is set), the lower 12 bits of 
a segment offset (address) are not checked against the limit; for example, note that if the segment limit is 0, 
offsets 0 through FFFH are still valid. 


For all types of segments except expand-down data segments, the effective limit is the last address that is allowed 
to be accessed in the segment, which is one less than the size, in bytes, of the segment. The processor causes a 
general-protection exception (or, if the segment is SS, a stack-fault exception) any time an attempt is made to 
access the following addresses in a segment: 


¢ A byte at an offset greater than the effective limit 

¢ Aword at an offset greater than the (effective-limit - 1) 

¢ A doubleword at an offset greater than the (effective-limit - 3) 
¢ A quadword at an offset greater than the (effective-limit - 7) 
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¢ A double quadword at an offset greater than the (effective limit - 15) 


When the effective limit is FFFFFFFFH (4 GBytes), these accesses may or may not cause the indicated exceptions. 
Behavior is implementation-specific and may vary from one execution to another. 


For expand-down data segments, the segment limit has the same function but is interpreted differently. Here, the 
effective limit specifies the last address that is not allowed to be accessed within the segment; the range of valid 
offsets is from (effective-limit + 1) to FFFFFFFFH if the B flag is set and from (effective-limit + 1) to FFFFH if the B 
flag is clear. An expand-down segment has maximum size when the segment limit is 0. 


Limit checking catches programming errors such as runaway code, runaway subscripts, and invalid pointer calcu- 
lations. These errors are detected when they occur, so identification of the cause is easier. Without limit checking, 
these errors could overwrite code or data in another segment. 


In addition to checking segment limits, the processor also checks descriptor table limits. The GDTR and IDTR regis- 
ters contain 16-bit limit values that the processor uses to prevent programs from selecting a segment descriptors 
outside the respective descriptor tables. The LDTR and task registers contain 32-bit segment limit value (read from 
the segment descriptors for the current LDT and TSS, respectively). The processor uses these segment limits to 
prevent accesses beyond the bounds of the current LDT and TSS. See Section 3.5.1, “Segment Descriptor Tables,” 
for more information on the GDT and LDT limit fields; see Section 6.10, “Interrupt Descriptor Table (IDT),” for more 
information on the IDT limit field; and see Section 7.2.4, “Task Register,” for more information on the TSS segment 
limit field. 


5.3.1 Limit Checking in 64-bit Mode 


In 64-bit mode, the processor does not perform runtime limit checking on code or data segments. However, the 
processor does check descriptor-table limits. 


5.4 TYPE CHECKING 


Segment descriptors contain type information in two places: 
¢ The S (descriptor type) flag. 
¢ The type field. 


The processor uses this information to detect programming errors that result in an attempt to use a segment or 
gate in an incorrect or unintended manner. 


The S flag indicates whether a descriptor is a system type or a code or data type. The type field provides 4 addi- 
tional bits for use in defining various types of code, data, and system descriptors. Table 3-1 shows the encoding of 
the type field for code and data descriptors; Table 3-2 shows the encoding of the field for system descriptors. 


The processor examines type information at various times while operating on segment selectors and segment 
descriptors. The following list gives examples of typical operations where type checking is performed (this list is not 
exhaustive): 


° When a segment selector is loaded into a segment register — Certain segment registers can contain only 
certain descriptor types, for example: 


— The CS register only can be loaded with a selector for a code segment. 


— Segment selectors for code segments that are not readable or for system segments cannot be loaded into 
data-segment registers (DS, ES, FS, and GS). 


— Only segment selectors of writable data segments can be loaded into the SS register. 
¢ When a segment selector is loaded into the LDTR or task register — For example: 

— The LDTR can only be loaded with a selector for an LDT. 

— The task register can only be loaded with a segment selector for a TSS. 


° When instructions access segments whose descriptors are already loaded into segment registers — 
Certain segments can be used by instructions only in certain predefined ways, for example: 


— No instruction may write into an executable segment. 
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— No instruction may write into a data segment if it is not writable. 
— No instruction may read an executable segment unless the readable flag is set. 


¢ When an instruction operand contains a segment selector — Certain instructions can access segments 
or gates of only a particular type, for example: 


— A far CALL or far JMP instruction can only access a segment descriptor for a conforming code segment, 
nonconforming code segment, call gate, task gate, or TSS. 


— The LLDT instruction must reference a segment descriptor for an LDT. 
— The LTR instruction must reference a segment descriptor for a TSS. 


— The LAR instruction must reference a segment or gate descriptor for an LDT, TSS, call gate, task gate, code 
segment, or data segment. 


— The LSL instruction must reference a segment descriptor for a LDT, TSS, code segment, or data segment. 
— IDT entries must be interrupt, trap, or task gates. 
* During certain internal operations — For example: 


— Ona far call or far jump (executed with a far CALL or far JMP instruction), the processor determines the 
type of control transfer to be carried out (call or jump to another code segment, a call or jump through a 
gate, or a task switch) by checking the type field in the segment (or gate) descriptor pointed to by the 
segment (or gate) selector given as an operand in the CALL or JMP instruction. If the descriptor type is for 
a code segment or call gate, a call or jump to another code segment is indicated; if the descriptor type is for 
a TSS or task gate, a task switch is indicated. 


— Onacall or jump through a call gate (or on an interrupt- or exception-handler call through a trap or 
interrupt gate), the processor automatically checks that the segment descriptor being pointed to by the 
gate is for a code segment. 


— On acall or jump to a new task through a task gate (or on an interrupt- or exception-handler call to a new 
task through a task gate), the processor automatically checks that the segment descriptor being pointed to 
by the task gate is for a TSS. 


— On acall or jump to a new task by a direct reference to a TSS, the processor automatically checks that the 
segment descriptor being pointed to by the CALL or JMP instruction is for a TSS. 


— Onreturn from a nested task (initiated by an IRET instruction), the processor checks that the previous task 
link field in the current TSS points to a TSS. 


5.4.1 Null Segment Selector Checking 


Attempting to load a null segment selector (see Section 3.4.2, “Segment Selectors”) into the CS or SS segment 
register generates a general-protection exception (#GP). A null segment selector can be loaded into the DS, ES, 
FS, or GS register, but any attempt to access a segment through one of these registers when it is loaded with a null 
segment selector results ina #GP exception being generated. Loading unused data-segment registers with a null 
segment selector is a useful method of detecting accesses to unused segment registers and/or preventing 
unwanted accesses to data segments. 


5.4.1.1 NULL Segment Checking in 64-bit Mode 


In 64-bit mode, the processor does not perform runtime checking on NULL segment selectors. The processor does 
not cause a #GP fault when an attempt is made to access memory where the referenced segment register has a 
NULL segment selector. 


5.5 PRIVILEGE LEVELS 


The processor’s segment-protection mechanism recognizes 4 privilege levels, numbered from 0 to 3. The greater 
numbers mean lesser privileges. Figure 5-3 shows how these levels of privilege can be interpreted as rings of 
protection. 
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The center (reserved for the most privileged code, data, and stacks) is used for the segments containing the critical 
software, usually the kernel of an operating system. Outer rings are used for less critical software. (Systems that 
use only 2 of the 4 possible privilege levels should use levels 0 and 3.) 


Protection Rings 


Operating 
System 
Kernel 


Operating System 
Services A Level 1 


Applications 


Figure 5-3. Protection Rings 


The processor uses privilege levels to prevent a program or task operating at a lesser privilege level from accessing 
a segment with a greater privilege, except under controlled situations. When the processor detects a privilege level 
violation, it generates a general-protection exception (#GP). 


To carry out privilege-level checks between code segments and data segments, the processor recognizes the 
following three types of privilege levels: 


Current privilege level (CPL) — The CPL is the privilege level of the currently executing program or task. It 
is stored in bits O and 1 of the CS and SS segment registers. Normally, the CPL is equal to the privilege level of 
the code segment from which instructions are being fetched. The processor changes the CPL when program 
control is transferred to a code segment with a different privilege level. The CPL is treated slightly differently 
when accessing conforming code segments. Conforming code segments can be accessed from any privilege 
level that is equal to or numerically greater (less privileged) than the DPL of the conforming code segment. 
Also, the CPL is not changed when the processor accesses a conforming code segment that has a different 
privilege level than the CPL. 


Descriptor privilege level (DPL) — The DPLis the privilege level of a segment or gate. It is stored in the DPL 
field of the segment or gate descriptor for the segment or gate. When the currently executing code segment 
attempts to access a segment or gate, the DPL of the segment or gate is compared to the CPL and RPL of the 
segment or gate selector (as described later in this section). The DPL is interpreted differently, depending on 
the type of segment or gate being accessed: 


— Data segment — The DPL indicates the numerically highest privilege level that a program or task can have 
to be allowed to access the segment. For example, if the DPL of a data segment is 1, only programs running 
at a CPL of 0 or 1 can access the segment. 


— Nonconforming code segment (without using a call gate) — The DPL indicates the privilege level that 
a program or task must be at to access the segment. For example, if the DPL of a nonconforming code 
segment is 0, only programs running at a CPL of 0 can access the segment. 


— Call gate — The DPL indicates the numerically highest privilege level that the currently executing program 
or task can be at and still be able to access the call gate. (This is the same access rule as for a data 
segment.) 


— Conforming code segment and nonconforming code segment accessed through a call gate — The 
DPL indicates the numerically lowest privilege level that a program or task can have to be allowed to access 
the segment. For example, if the DPL of a conforming code segment is 2, programs running at a CPL of 0 or 
1 cannot access the segment. 
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— TSS — The DPL indicates the numerically highest privilege level that the currently executing program or 
task can be at and still be able to access the TSS. (This is the same access rule as for a data segment. ) 


Requested privilege level (RPL) — The RPL is an override privilege level that is assigned to segment 
selectors. It is stored in bits 0 and 1 of the segment selector. The processor checks the RPL along with the CPL 
to determine if access to a segment is allowed. Even if the program or task requesting access to a segment has 
sufficient privilege to access the segment, access is denied if the RPL is not of sufficient privilege level. That is, 
if the RPL of a segment selector is numerically greater than the CPL, the RPL overrides the CPL, and vice versa. 
The RPL can be used to ensure that privileged code does not access a segment on behalf of an application 
program unless the program itself has access privileges for that segment. See Section 5.10.4, “Checking Caller 
Access Privileges (ARPL Instruction),” for a detailed description of the purpose and typical use of the RPL. 


Privilege levels are checked when the segment selector of a segment descriptor is loaded into a segment register. 
The checks used for data access differ from those used for transfers of program control among code segments; 
therefore, the two kinds of accesses are considered separately in the following sections. 


5.6 PRIVILEGE LEVEL CHECKING WHEN ACCESSING DATA SEGMENTS 


To access operands in a data segment, the segment selector for the data segment must be loaded into the data- 
segment registers (DS, ES, FS, or GS) or into the stack-segment register (SS). (Segment registers can be loaded 
with the MOV, POP, LDS, LES, LFS, LGS, and LSS instructions.) Before the processor loads a segment selector into 
a segment register, it performs a privilege check (see Figure 5-4) by comparing the privilege levels of the currently 
running program or task (the CPL), the RPL of the segment selector, and the DPL of the segment’s segment 
descriptor. The processor loads the segment selector into the segment register if the DPL is numerically greater 
than or equal to both the CPL and the RPL. Otherwise, a general-protection fault is generated and the segment 
register is not loaded. 
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Figure 5-4. Privilege Check for Data Access 


Figure 5-5 shows four procedures (located in codes segments A, B, C, and D), each running at different privilege 
levels and each attempting to access the same data segment. 


1. 


The procedure in code segment A is able to access data segment E using segment selector E1, because the CPL 
of code segment A and the RPL of segment selector E1 are equal to the DPL of data segment E. 


The procedure in code segment B is able to access data segment E using segment selector E2, because the CPL 
of code segment B and the RPL of segment selector E2 are both numerically lower than (more privileged) than 
the DPL of data segment E. A code segment B procedure can also access data segment E using segment 
selector E1. 


The procedure in code segment C is not able to access data segment E using segment selector E3 (dotted line), 
because the CPL of code segment C and the RPL of segment selector E3 are both numerically greater than (less 
privileged) than the DPL of data segment E. Even if a code segment C procedure were to use segment selector 
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E1 or E2, such that the RPL would be acceptable, it still could not access data segment E because its CPL is not 
privileged enough. 


4. The procedure in code segment D should be able to access data segment E because code segment D’s CPL is 
numerically less than the DPL of data segment E. However, the RPL of segment selector E3 (which the code 
segment D procedure is using to access data segment E) is numerically greater than the DPL of data segment 
E, so access is not allowed. If the code segment D procedure were to use segment selector Ei or E2 to access 
the data segment, access would be allowed. 
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Figure 5-5. Examples of Accessing Data Segments From Various Privilege Levels 


As demonstrated in the previous examples, the addressable domain of a program or task varies as its CPL changes. 
When the CPL is 0, data segments at all privilege levels are accessible; when the CPL is 1, only data segments at 
privilege levels 1 through 3 are accessible; when the CPL is 3, only data segments at privilege level 3 are acces- 
sible. 


The RPL of a segment selector can always override the addressable domain of a program or task. When properly 
used, RPLs can prevent problems caused by accidental (or intensional) use of segment selectors for privileged data 
segments by less privileged programs or procedures. 


It is important to note that the RPL of a segment selector for a data segment is under software control. For 
example, an application program running at a CPL of 3 can set the RPL for a data- segment selector to 0. With the 
RPL set to 0, only the CPL checks, not the RPL checks, will provide protection against deliberate, direct attempts to 
violate privilege-level security for the data segment. To prevent these types of privilege-level-check violations, a 
program or procedure can check access privileges whenever it receives a data-segment selector from another 
procedure (see Section 5.10.4, “Checking Caller Access Privileges (ARPL Instruction)”). 


5.6.1 Accessing Data in Code Segments 


In some instances it may be desirable to access data structures that are contained in a code segment. The 
following methods of accessing data in code segments are possible: 


¢ Load a data-segment register with a segment selector for a nonconforming, readable, code segment. 
° Load a data-segment register with a segment selector for a conforming, readable, code segment. 


e Use a code-segment override prefix (CS) to read a readable, code segment whose selector is already loaded in 
the CS register. 


The same rules for accessing data segments apply to method 1. Method 2 is always valid because the privilege 
level of a conforming code segment is effectively the same as the CPL, regardless of its DPL. Method 3 is always 
valid because the DPL of the code segment selected by the CS register is the same as the CPL. 
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5.7 PRIVILEGE LEVEL CHECKING WHEN LOADING THE SS REGISTER 


Privilege level checking also occurs when the SS register is loaded with the segment selector for a stack segment. 
Here all privilege levels related to the stack segment must match the CPL; that is, the CPL, the RPL of the stack- 
segment selector, and the DPL of the stack-segment descriptor must be the same. If the RPL and DPL are not equal 
to the CPL, a general-protection exception (#GP) is generated. 


5.8 PRIVILEGE LEVEL CHECKING WHEN TRANSFERRING PROGRAM CONTROL 
BETWEEN CODE SEGMENTS 


To transfer program control from one code segment to another, the segment selector for the destination code 
segment must be loaded into the code-segment register (CS). As part of this loading process, the processor exam- 
ines the segment descriptor for the destination code segment and performs various limit, type, and privilege 
checks. If these checks are successful, the CS register is loaded, program control is transferred to the new code 
segment, and program execution begins at the instruction pointed to by the EIP register. 


Program control transfers are carried out with the JMP, CALL, RET, SYSENTER, SYSEXIT, SYSCALL, SYSRET, INT n, 
and IRET instructions, as well as by the exception and interrupt mechanisms. Exceptions, interrupts, and the IRET 
instruction are special cases discussed in Chapter 6, “Interrupt and Exception Handling.” This chapter discusses 
only the JMP, CALL, RET, SYSENTER, SYSEXIT, SYSCALL, and SYSRET instructions. 

A JMP or CALL instruction can reference another code segment in any of four ways: 

¢ The target operand contains the segment selector for the target code segment. 


¢ The target operand points to a call-gate descriptor, which contains the segment selector for the target code 
segment. 


¢ The target operand points to a TSS, which contains the segment selector for the target code segment. 


° The target operand points to a task gate, which points to a TSS, which in turn contains the segment selector for 
the target code segment. 


The following sections describe first two types of references. See Section 7.3, “Task Switching,” for information on 
transferring program control through a task gate and/or TSS. 


The SYSENTER and SYSEXIT instructions are special instructions for making fast calls to and returns from operating 
system or executive procedures. These instructions are discussed in Section 5.8.7, “Performing Fast Calls to 
System Procedures with the SYSENTER and SYSEXIT Instructions.” 


The SYCALL and SYSRET instructions are special instructions for making fast calls to and returns from operating 
system or executive procedures in 64-bit mode. These instructions are discussed in Section 5.8.8, “Fast System 
Calls in 64-Bit Mode.” 


5.8.1 Direct Calls or Jumps to Code Segments 


The near forms of the JMP, CALL, and RET instructions transfer program control within the current code segment, 
so privilege-level checks are not performed. The far forms of the JMP, CALL, and RET instructions transfer control 
to other code segments, so the processor does perform privilege-level checks. 


When transferring program control to another code segment without going through a call gate, the processor 
examines four kinds of privilege level and type information (see Figure 5-6): 


¢ The CPL. (Here, the CPL is the privilege level of the calling code segment; that is, the code segment that 
contains the procedure that is making the call or jump.) 
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Figure 5-6. Privilege Check for Control Transfer Without Using a Gate 


¢ The DPL of the segment descriptor for the destination code segment that contains the called procedure. 
¢ The RPL of the segment selector of the destination code segment. 


¢ The conforming (C) flag in the segment descriptor for the destination code segment, which determines whether 
the segment is a conforming (C flag is set) or nonconforming (C flag is clear) code segment. See Section 
3.4.5.1, “Code- and Data-Segment Descriptor Types,” for more information about this flag. 


The rules that the processor uses to check the CPL, RPL, and DPL depends on the setting of the C flag, as described 
in the following sections. 


5.8.1.1 Accessing Nonconforming Code Segments 


When accessing nonconforming code segments, the CPL of the calling procedure must be equal to the DPL of the 

destination code segment; otherwise, the processor generates a general-protection exception (#GP). For example 

in Figure 5-7: 

* Code segment C is a nonconforming code segment. A procedure in code segment A can call a procedure in code 
segment C (using segment selector C1) because they are at the same privilege level (CPL of code segment A is 
equal to the DPL of code segment C). 


° A procedure in code segment B cannot call a procedure in code segment C (using segment selector C2 or C1) 
because the two code segments are at different privilege levels. 
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Figure 5-7. Examples of Accessing Conforming and Nonconforming Code Segments From Various Privilege Levels 


The RPL of the segment selector that points to a nonconforming code segment has a limited effect on the privilege 
check. The RPL must be numerically less than or equal to the CPL of the calling procedure for a successful control 
transfer to occur. So, in the example in Figure 5-7, the RPLs of segment selectors Ci and C2 could legally be set to 
0, 1, or 2, but not to 3. 


When the segment selector of a nonconforming code segment is loaded into the CS register, the privilege level field 
is not changed; that is, it remains at the CPL (which is the privilege level of the calling procedure). This is true, even 
if the RPL of the segment selector is different from the CPL. 


5.8.1.2 Accessing Conforming Code Segments 


When accessing conforming code segments, the CPL of the calling procedure may be numerically equal to or 
greater than (less privileged) the DPL of the destination code segment; the processor generates a general-protec- 
tion exception (#GP) only if the CPL is less than the DPL. (The segment selector RPL for the destination code 
segment is not checked if the segment is a conforming code segment. ) 


In the example in Figure 5-7, code segment D is a conforming code segment. Therefore, calling procedures in both 
code segment A and B can access code segment D (using either segment selector Di or D2, respectively), because 
they both have CPLs that are greater than or equal to the DPL of the conforming code segment. For conforming 
code segments, the DPL represents the numerically lowest privilege level that a calling procedure may 
be at to successfully make a call to the code segment. 


(Note that segments selectors D1 and D2 are identical except for their respective RPLs. But since RPLs are not 
checked when accessing conforming code segments, the two segment selectors are essentially interchangeable.) 


When program control is transferred to a conforming code segment, the CPL does not change, even if the DPL of 
the destination code segment is less than the CPL. This situation is the only one where the CPL may be different 
from the DPL of the current code segment. Also, since the CPL does not change, no stack switch occurs. 


Conforming segments are used for code modules such as math libraries and exception handlers, which support 
applications but do not require access to protected system facilities. These modules are part of the operating 
system or executive software, but they can be executed at numerically higher privilege levels (less privileged 
levels). Keeping the CPL at the level of a calling code segment when switching to a conforming code segment 
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prevents an application program from accessing nonconforming code segments while at the privilege level (DPL) of 
a conforming code segment and thus prevents it from accessing more privileged data. 


Most code segments are nonconforming. For these segments, program control can be transferred only to code 
segments at the same level of privilege, unless the transfer is carried out through a call gate, as described in the 
following sections. 


5.8.2 Gate Descriptors 


To provide controlled access to code segments with different privilege levels, the processor provides special set of 
descriptors called gate descriptors. There are four kinds of gate descriptors: 


° Call gates 
° Trap gates 
° Interrupt gates 
° Task gates 


Task gates are used for task switching and are discussed in Chapter 7, “Task Management”. Trap and interrupt 
gates are special kinds of call gates used for calling exception and interrupt handlers. The are described in Chapter 
6, “Interrupt and Exception Handling.” This chapter is concerned only with call gates. 


5.8.3 Call Gates 


Call gates facilitate controlled transfers of program control between different privilege levels. They are typically 
used only in operating systems or executives that use the privilege-level protection mechanism. Call gates are also 
useful for transferring program control between 16-bit and 32-bit code segments, as described in Section 20.4, 
“Transferring Control Among Mixed-Size Code Segments.” 


Figure 5-8 shows the format of a call-gate descriptor. A call-gate descriptor may reside in the GDT or in an LDT, but 
not in the interrupt descriptor table (IDT). It performs six functions: 


¢ It specifies the code segment to be accessed. 
¢ It defines an entry point for a procedure in the specified code segment. 
¢ It specifies the privilege level required for a caller trying to access the procedure. 


31 16 15 141312 11 87 6 54 ) 
D Type 
Offset in Segment 31:16 P| P | ope | eat ta 
L jol4 | 1 (0 | 0 
31 16 15 0 
Segment Selector Offset in Segment 15:00 0 


DPL. Descriptor Privilege Level 
P Gate Valid 


Figure 5-8. Call-Gate Descriptor 


° If a stack switch occurs, it specifies the number of optional parameters to be copied between stacks. 


¢ It defines the size of values to be pushed onto the target stack: 16-bit gates force 16-bit pushes and 32-bit 
gates force 32-bit pushes. 


¢ It specifies whether the call-gate descriptor is valid. 


The segment selector field in a call gate specifies the code segment to be accessed. The offset field specifies the 
entry point in the code segment. This entry point is generally to the first instruction of a specific procedure. The DPL 
field indicates the privilege level of the call gate, which in turn is the privilege level required to access the selected 
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procedure through the gate. The P flag indicates whether the call-gate descriptor is valid. (The presence of the code 
segment to which the gate points is indicated by the P flag in the code segment’s descriptor.) The parameter count 
field indicates the number of parameters to copy from the calling procedures stack to the new stack if a stack 
switch occurs (see Section 5.8.5, “Stack Switching”). The parameter count specifies the number of words for 16- 
bit call gates and doublewords for 32-bit call gates. 


Note that the P flag in a gate descriptor is normally always set to 1. If it is set to 0, a not present (#NP) exception 
is generated when a program attempts to access the descriptor. The operating system can use the P flag for special 
purposes. For example, it could be used to track the number of times the gate is used. Here, the P flag is initially 

set to 0 causing a trap to the not-present exception handler. The exception handler then increments a counter and 
sets the P flag to 1, so that on returning from the handler, the gate descriptor will be valid. 


5.8.3.1 IA-32e Mode Call Gates 


Call-gate descriptors in 32-bit mode provide a 32-bit offset for the instruction pointer (EIP); 64-bit extensions 
double the size of 32-bit mode call gates in order to store 64-bit instruction pointers (RIP). See Figure 5-9: 


¢ The first eight bytes (bytes 7:0) of a 64-bit mode call gate are similar but not identical to legacy 32-bit mode 
call gates. The parameter-copy-count field has been removed. 


¢ Bytes 11:8 hold the upper 32 bits of the target-segment offset in canonical form. A general-protection 
exception (#GP) is generated if software attempts to use a call gate with a target offset that is not in canonical 
form. 


¢ 16-byte descriptors may reside in the same descriptor table with 16-bit and 32-bit descriptors. A type field, 
used for consistency checking, is defined in bits 12:8 of the 64-bit descriptor’s highest dword (cleared to zero). 
A general-protection exception (#GP) results if an attempt is made to access the upper half of a 64-bit mode 
descriptor as a 32-bit mode descriptor. 
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Figure 5-9. Call-Gate Descriptor in I[A-32e Mode 


° Target code segments referenced by a 64-bit call gate must be 64-bit code segments (CS.L = 1, CS.D = 0). If 
not, the reference generates a general-protection exception, #GP (CS selector). 

* Only 64-bit mode call gates can be referenced in IA-32e mode (64-bit mode and compatibility mode). The 
legacy 32-bit mode call gate type (OCH) is redefined in IA-32e mode as a 64-bit call-gate type; no 32-bit call- 
gate type exists in IA-32e mode. 
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¢ Ifa far call references a 16-bit call gate type (04H) in IA-32e mode, a general-protection exception (#GP) is 
generated. 


When a call references a 64-bit mode call gate, actions taken are identical to those taken in 32-bit mode, with the 
following exceptions: 


¢ Stack pushes are made in eight-byte increments. 
¢ A 64-bit RIP is pushed onto the stack. 
¢ Parameter copying is not performed. 


Use a matching far-return instruction size for correct operation (returns from 64-bit calls must be performed with 
a 64-bit operand-size return to process the stack correctly). 


5.8.4 Accessing a Code Segment Through a Call Gate 


To access a call gate, a far pointer to the gate is provided as a target operand in a CALL or JMP instruction. The 
segment selector from this pointer identifies the call gate (see Figure 5-10); the offset from the pointer is required, 
but not used or checked by the processor. (The offset can be set to any value.) 


When the processor has accessed the call gate, it uses the segment selector from the call gate to locate the 
segment descriptor for the destination code segment. (This segment descriptor can be in the GDT or the LDT.) It 
then combines the base address from the code-segment descriptor with the offset from the call gate to form the 
linear address of the procedure entry point in the code segment. 


As shown in Figure 5-11, four different privilege levels are used to check the validity of a program control transfer 
through a call gate: 


¢ The CPL (current privilege level). 

¢ The RPL (requestor's privilege level) of the call gate’s selector. 

¢ The DPL (descriptor privilege level) of the call gate descriptor. 

¢ The DPL of the segment descriptor of the destination code segment. 

The C flag (conforming) in the segment descriptor for the destination code segment is also checked. 
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Figure 5-10. Call-Gate Mechanism 
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Figure 5-11. Privilege Check for Control Transfer with Call Gate 


The privilege checking rules are different depending on whether the control transfer was initiated with a CALL ora 
JMP instruction, as shown in Table 5-1. 
Table 5-1. Privilege Check Rules for Call Gates 
Instruction Privilege Check Rules 
CALL CPL < call gate DPL; RPL < call gate DPL 


Destination conforming code segment DPL < CPL 


Destination nonconforming code segment DPL < CPL 
JMP CPL < call gate DPL; RPL < call gate DPL 


Destination conforming code segment DPL < CPL 


Destination nonconforming code segment DPL = CPL 


The DPL field of the call-gate descriptor specifies the numerically highest privilege level from which a calling proce- 
dure can access the call gate; that is, to access a call gate, the CPL of a calling procedure must be equal to or less 
than the DPL of the call gate. For example, in Figure 5-15, call gate A has a DPL of 3. So calling procedures at all 
CPLs (0 through 3) can access this call gate, which includes calling procedures in code segments A, B, and C. Call 
gate B has a DPL of 2, so only calling procedures at a CPL or O, 1, or 2 can access call gate B, which includes calling 
procedures in code segments B and C. The dotted line shows that a calling procedure in code segment A cannot 
access Call gate B. 


The RPL of the segment selector to a call gate must satisfy the same test as the CPL of the calling procedure; that 
is, the RPL must be less than or equal to the DPL of the call gate. In the example in Figure 5-15, a calling procedure 
in code segment C can access call gate B using gate selector B2 or B1, but it could not use gate selector B3 to 
access Call gate B. 


If the privilege checks between the calling procedure and call gate are successful, the processor then checks the 
DPL of the code-segment descriptor against the CPL of the calling procedure. Here, the privilege check rules vary 
between CALL and JMP instructions. Only CALL instructions can use call gates to transfer program control to more 
privileged (numerically lower privilege level) nonconforming code segments; that is, to nonconforming code 
segments with a DPL less than the CPL. A JMP instruction can use a call gate only to transfer program control to a 
nonconforming code segment with a DPL equal to the CPL. CALL and JMP instruction can both transfer program 
control to a more privileged conforming code segment; that is, to a conforming code segment with a DPL less than 
or equal to the CPL. 
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If a call is made to a more privileged (numerically lower privilege level) nonconforming destination code segment, 
the CPL is lowered to the DPL of the destination code segment and a stack switch occurs (see Section 5.8.5, “Stack 
Switching”). If a call or jump is made to a more privileged conforming destination code segment, the CPL is not 
changed and no stack switch occurs. 
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Figure 5-12. Example of Accessing Call Gates At Various Privilege Levels 


Call gates allow a single code segment to have procedures that can be accessed at different privilege levels. For 
example, an operating system located in a code segment may have some services which are intended to be used 
by both the operating system and application software (such as procedures for handling character I/O). Call gates 
for these procedures can be set up that allow access at all privilege levels (0 through 3). More privileged call gates 
(with DPLs of 0 or 1) can then be set up for other operating system services that are intended to be used only by 
the operating system (such as procedures that initialize device drivers). 


5.8.5 Stack Switching 


Whenever a call gate is used to transfer program control to a more privileged nonconforming code segment (that 
is, when the DPL of the nonconforming destination code segment is less than the CPL), the processor automatically 
switches to the stack for the destination code segment’s privilege level. This stack switching is carried out to 
prevent more privileged procedures from crashing due to insufficient stack space. It also prevents less privileged 
procedures from interfering (by accident or intent) with more privileged procedures through a shared stack. 


Each task must define up to 4 stacks: one for applications code (running at privilege level 3) and one for each of 

the privilege levels 2, 1, and 0 that are used. (If only two privilege levels are used [3 and O], then only two stacks 
must be defined.) Each of these stacks is located in a separate segment and is identified with a segment selector 
and an offset into the stack segment (a stack pointer). 


The segment selector and stack pointer for the privilege level 3 stack is located in the SS and ESP registers, respec- 
tively, when privilege-level-3 code is being executed and is automatically stored on the called procedure’s stack 
when a stack switch occurs. 


Pointers to the privilege level 0, 1, and 2 stacks are stored in the TSS for the currently running task (see 

Figure 7-2). Each of these pointers consists of a segment selector and a stack pointer (loaded into the ESP 
register). These initial pointers are strictly read-only values. The processor does not change them while the task is 
running. They are used only to create new stacks when calls are made to more privileged levels (numerically lower 
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privilege levels). These stacks are disposed of when a return is made from the called procedure. The next time the 
procedure is called, a new stack is created using the initial stack pointer. (The TSS does not specify a stack for priv- 
ilege level 3 because the processor does not allow a transfer of program control from a procedure running at a CPL 
of 0, 1, or 2 to a procedure running at a CPL of 3, except on a return.) 


The operating system is responsible for creating stacks and stack-segment descriptors for all the privilege levels to 
be used and for loading initial pointers for these stacks into the TSS. Each stack must be read/write accessible (as 
specified in the type field of its segment descriptor) and must contain enough space (as specified in the limit field) 
to hold the following items: 


¢ The contents of the SS, ESP, CS, and EIP registers for the calling procedure. 
¢ The parameters and temporary variables required by the called procedure. 
¢ The EFLAGS register and error code, when implicit calls are made to an exception or interrupt handler. 


The stack will need to require enough space to contain many frames of these items, because procedures often call 
other procedures, and an operating system may support nesting of multiple interrupts. Each stack should be large 
enough to allow for the worst case nesting scenario at its privilege level. 


(If the operating system does not use the processor’s multitasking mechanism, it still must create at least one TSS 
for this stack-related purpose. ) 


When a procedure call through a call gate results in a change in privilege level, the processor performs the following 
steps to switch stacks and begin execution of the called procedure at a new privilege level: 


1. Uses the DPL of the destination code segment (the new CPL) to select a pointer to the new stack (segment 
selector and stack pointer) from the TSS. 


2. Reads the segment selector and stack pointer for the stack to be switched to from the current TSS. Any limit 
violations detected while reading the stack-segment selector, stack pointer, or stack-segment descriptor cause 
an invalid TSS (#TS) exception to be generated. 


3. Checks the stack-segment descriptor for the proper privileges and type and generates an invalid TSS (#TS) 
exception if violations are detected. 


4. Temporarily saves the current values of the SS and ESP registers. 
Loads the segment selector and stack pointer for the new stack in the SS and ESP registers. 


Pushes the temporarily saved values for the SS and ESP registers (for the calling procedure) onto the new stack 
(see Figure 5-13). 


7. Copies the number of parameter specified in the parameter count field of the call gate from the calling 
procedure’s stack to the new stack. If the count is 0, no parameters are copied. 


Pushes the return instruction pointer (the current contents of the CS and EIP registers) onto the new stack. 


Loads the segment selector for the new code segment and the new instruction pointer from the call gate into 
the CS and EIP registers, respectively, and begins execution of the called procedure. 


See the description of the CALL instruction in Chapter 3, Instruction Set Reference, in the IA-32 Intel Architecture 
Software Developer’s Manual, Volume 2, for a detailed description of the privilege level checks and other protection 
checks that the processor performs on a far call through a call gate. 
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Figure 5-13. Stack Switching During an Interprivilege-Level Call 


The parameter count field in a call gate specifies the number of data items (up to 31) that the processor should 
copy from the calling procedure’s stack to the stack of the called procedure. If more than 31 data items need to be 
passed to the called procedure, one of the parameters can be a pointer to a data structure, or the saved contents 
of the SS and ESP registers may be used to access parameters in the old stack space. The size of the data items 
passed to the called procedure depends on the call gate size, as described in Section 5.8.3, “Call Gates.” 


5.8.5.1 Stack Switching in 64-bit Mode 


Although protection-check rules for call gates are unchanged from 32-bit mode, stack-switch changes in 64-bit 
mode are different. 


When stacks are switched as part of a 64-bit mode privilege-level change through a call gate, a new SS (stack 
segment) descriptor is not loaded; 64-bit mode only loads an inner-level RSP from the TSS. The new SS is forced 
to NULL and the SS selector’s RPL field is forced to the new CPL. The new SS is set to NULL in order to handle 
nested far transfers (far CALL, INTn, interrupts and exceptions). The old SS and RSP are saved on the new stack. 


On a subsequent far RET, the old SS is popped from the stack and loaded into the SS register. See Table 5-2. 


Table 5-2. 64-Bit-Mode Stack Layout After Far CALL with CPL Change 


32-bit Mode IA-32e mode 
Old SS Selector +12 +24 Old SS Selector 
Old ESP +8 +16 Old RSP 
CS Selector +4 +8 Old CS Selector 
EIP 0 ESP RSP 0 RIP 
< 4Bytes > < 8 Bytes > 


In 64-bit mode, stack operations resulting from a privilege-level-changing far call or far return are eight-bytes wide 
and change the RSP by eight. The mode does not support the automatic parameter-copy feature found in 32-bit 
mode. The call-gate count field is ignored. Software can access the old stack, if necessary, by referencing the old 
stack-segment selector and stack pointer saved on the new process stack. 


In 64-bit mode, far RET is allowed to load a NULL SS under certain conditions. If the target mode is 64-bit mode 
and the target CPL + 3, IRET allows SS to be loaded with a NULL selector. If the called procedure itself is inter- 
rupted, the NULL SS is pushed on the stack frame. On the subsequent far RET, the NULL SS on the stack acts as a 
flag to tell the processor not to load a new SS descriptor. 
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5.8.6 Returning from a Called Procedure 


The RET instruction can be used to perform a near return, a far return at the same privilege level, and a far return 
to a different privilege level. This instruction is intended to execute returns from procedures that were called with 
a CALL instruction. It does not support returns from a JMP instruction, because the JMP instruction does not save a 
return instruction pointer on the stack. 


A near return only transfers program control within the current code segment; therefore, the processor performs 
only a limit check. When the processor pops the return instruction pointer from the stack into the EIP register, it 
checks that the pointer does not exceed the limit of the current code segment. 


On a far return at the same privilege level, the processor pops both a segment selector for the code segment being 
returned to and a return instruction pointer from the stack. Under normal conditions, these pointers should be 
valid, because they were pushed on the stack by the CALL instruction. However, the processor performs privilege 
checks to detect situations where the current procedure might have altered the pointer or failed to maintain the 
stack properly. 


A far return that requires a privilege-level change is only allowed when returning to a less privileged level (that is, 
the DPL of the return code segment is numerically greater than the CPL). The processor uses the RPL field from the 
CS register value saved for the calling procedure (see Figure 5-13) to determine if a return to a numerically higher 
privilege level is required. If the RPL is numerically greater (less privileged) than the CPL, a return across privilege 
levels occurs. 


The processor performs the following steps when performing a far return to a calling procedure (see Figures 6-2 
and 6-4 in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for an illustration of the 
stack contents prior to and after a return): 


1. Checks the RPL field of the saved CS register value to determine if a privilege level change is required on the 
return. 


2. Loads the CS and EIP registers with the values on the called procedure’s stack. (Type and privilege level checks 
are performed on the code-segment descriptor and RPL of the code- segment selector.) 


3. (If the RET instruction includes a parameter count operand and the return requires a privilege level change.) 
Adds the parameter count (in bytes obtained from the RET instruction) to the current ESP register value (after 
popping the CS and EIP values), to step past the parameters on the called procedure’s stack. The resulting 
value in the ESP register points to the saved SS and ESP values for the calling procedure’s stack. (Note that the 
byte count in the RET instruction must be chosen to match the parameter count in the call gate that the calling 
procedure referenced when it made the original call multiplied by the size of the parameters.) 


4. (If the return requires a privilege level change.) Loads the SS and ESP registers with the saved SS and ESP 
values and switches back to the calling procedure’s stack. The SS and ESP values for the called procedure’s 
stack are discarded. Any limit violations detected while loading the stack-segment selector or stack pointer 
cause a general-protection exception (#GP) to be generated. The new stack-segment descriptor is also checked 
for type and privilege violations. 


5. (If the RET instruction includes a parameter count operand.) Adds the parameter count (in bytes obtained from 
the RET instruction) to the current ESP register value, to step past the parameters on the calling procedure’s 
stack. The resulting ESP value is not checked against the limit of the stack segment. If the ESP value is beyond 
the limit, that fact is not recognized until the next stack operation. 


6. (If the return requires a privilege level change.) Checks the contents of the DS, ES, FS, and GS segment 
registers. If any of these registers refer to segments whose DPL is less than the new CPL (excluding conforming 
code segments), the segment register is loaded with a null segment selector. 


See the description of the RET instruction in Chapter 4 of the Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 2B, for a detailed description of the privilege level checks and other protection checks that 
the processor performs on a far return. 


5.8.7 Performing Fast Calls to System Procedures with the 
SYSENTER and SYSEXIT Instructions 


The SYSENTER and SYSEXIT instructions were introduced into the IA-32 architecture in the Pentium II processors 
for the purpose of providing a fast (low overhead) mechanism for calling operating system or executive procedures. 


5-20 Vol. 3A 


PROTECTION 


SYSENTER is intended for use by user code running at privilege level 3 to access operating system or executive 
procedures running at privilege level 0. SYSEXIT is intended for use by privilege level 0 operating system or exec- 
utive procedures for fast returns to privilege level 3 user code. SYSENTER can be executed from privilege levels 3, 
2, 1, or 0; SYSEXIT can only be executed from privilege level 0. 


The SYSENTER and SYSEXIT instructions are companion instructions, but they do not constitute a call/return pair. 
This is because SYSENTER does not save any state information for use by SYSEXIT on a return. 


The target instruction and stack pointer for these instructions are not specified through instruction operands. 
Instead, they are specified through parameters entered in MSRs and general-purpose registers. 


For SYSENTER, target fields are generated using the following sources: 

° Target code segment — Reads this from IA32_SYSENTER_CS. 

° Target instruction — Reads this from IA32_SYSENTER_EIP. 

¢ Stack segment — Computed by adding 8 to the value in IA32_SYSENTER_CS. 

¢ Stack pointer — Reads this from the IA32_SYSENTER_ESP. 

For SYSEXIT, target fields are generated using the following sources: 

° Target code segment — Computed by adding 16 to the value in the IA32_SYSENTER_CS. 
° Target instruction — Reads this from EDX. 

¢ Stack segment — Computed by adding 24 to the value in IA32_SYSENTER_CS. 

¢ Stack pointer — Reads this from ECX. 


The SYSENTER and SYSEXIT instructions perform “fast” calls and returns because they force the processor into a 
predefined privilege level 0 state when SYSENTER is executed and into a predefined privilege level 3 state when 
SYSEXIT is executed. By forcing predefined and consistent processor states, the number of privilege checks ordi- 
narily required to perform a far call to another privilege levels are greatly reduced. Also, by predefining the target 
context state in MSRs and general-purpose registers eliminates all memory accesses except when fetching the 
target code. 


Any additional state that needs to be saved to allow a return to the calling procedure must be saved explicitly by 
the calling procedure or be predefined through programming conventions. 


5.8.7.1 SYSENTER and SYSEXIT Instructions in IA-32e Mode 


For Intel 64 processors, the SYSENTER and SYSEXIT instructions are enhanced to allow fast system calls from user 
code running at privilege level 3 (in compatibility mode or 64-bit mode) to 64-bit executive procedures running at 
privilege level 0. IA32_SYSENTER_EIP MSR and IA32_SYSENTER_ESP MSR are expanded to hold 64-bit addresses. 
If IA-32e mode is inactive, only the lower 32-bit addresses stored in these MSRs are used. The WRMSR instruction 
ensures that the addresses stored in these MSRs are canonical. Note that, in 64-bit mode, IA32_SYSENTER_CS 
must not contain a NULL selector. 


When SYSENTER transfers control, the following fields are generated and bits set: 

° Target code segment — Reads non-NULL selector from IA32_SYSENTER_CS. 

° New CS attributes — CS base = 0, CS limit = FFFFFFFFH. 

° Target instruction — Reads 64-bit canonical address from IA32_SYSENTER_EIP. 
¢ Stack segment — Computed by adding 8 to the value from IA32_SYSENTER_CS. 
¢ Stack pointer — Reads 64-bit canonical address from IA32_SYSENTER_ESP. 

° New SS attributes — SS base = 0, SS limit = FFFFFFFFH. 


When the SYSEXIT instruction transfers control to 64-bit mode user code using REX.W, the following fields are 
generated and bits set: 


¢ Target code segment — Computed by adding 32 to the value in IA32_SYSENTER_CS. 
¢ New CS attributes — L-bit = 1 (go to 64-bit mode). 

° Target instruction — Reads 64-bit canonical address in RDX. 

¢ Stack segment — Computed by adding 40 to the value of IA32_SYSENTER_CS. 
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¢ Stack pointer — Update RSP using 64-bit canonical address in RCX. 


When SYSEXIT transfers control to compatibility mode user code when the operand size attribute is 32 bits, the 
following fields are generated and bits set: 


° Target code segment — Computed by adding 16 to the value in IA32_SYSENTER_CS. 
° New CS attributes — L-bit = 0 (go to compatibility mode). 

* Target instruction — Fetch the target instruction from 32-bit address in EDX. 

° Stack segment — Computed by adding 24 to the value in IA32_SYSENTER_CS. 

¢ Stack pointer — Update ESP from 32-bit address in ECX. 


5.8.8 Fast System Calls in 64-Bit Mode 


The SYSCALL and SYSRET instructions are designed for operating systems that use a flat memory model (segmen- 
tation is not used). The instructions, along with SYSENTER and SYSEXIT, are suited for IA-32e mode operation. 
SYSCALL and SYSRET, however, are not supported in compatibility mode (or in protected mode). Use CPUID to 
check if SYSCALL and SYSRET are available (CPUID.80000001H.EDX[bit 11] = 1). 


SYSCALL is intended for use by user code running at privilege level 3 to access operating system or executive 
procedures running at privilege level 0. SYSRET is intended for use by privilege level 0 operating system or execu- 
tive procedures for fast returns to privilege level 3 user code. 


Stack pointers for SYSCALL/SYSRET are not specified through model specific registers. The clearing of bits in 
RFLAGS is programmable rather than fixed. SYSCALL/SYSRET save and restore the RFLAGS register. 


For SYSCALL, the processor saves RFLAGS into R11 and the RIP of the next instruction into RCX; it then gets the 
privilege-level 0 target code segment, instruction pointer, stack segment, and flags as follows: 


° Target code segment — Reads a non-NULL selector from IA32_STAR[47:32]. 


* Target instruction pointer — Reads a 64-bit address from IA32_LSTAR. (The WRMSR instruction ensures 
that the value of the IA32_LSTAR MSR is canonical.) 


¢ Stack segment — Computed by adding 8 to the value in IA32_STAR[47:32]. 


¢ Flags — The processor sets RFLAGS to the logical-AND of its current value with the complement of the value in 
the IA32_FMASK MSR. 


When SYSRET transfers control to 64-bit mode user code using REX.W, the processor gets the privilege level 3 
target code segment, instruction pointer, stack segment, and flags as follows: 


° Target code segment — Reads a non-NULL selector from IA32_STAR[63:48] + 16. 
* Target instruction pointer — Copies the value in RCX into RIP. 

° Stack segment — JA32_STAR[63:48] + 8. 

¢ EFLAGS — Loaded from R11. 


When SYSRET transfers control to 32-bit mode user code using a 32-bit operand size, the processor gets the priv- 
ilege level 3 target code segment, instruction pointer, stack segment, and flags as follows: 


° Target code segment — Reads a non-NULL selector from IA32_STAR[63:48]. 
* Target instruction pointer — Copies the value in ECX into EIP. 

° Stack segment — IA32_STAR[63:48] + 8. 

¢ EFLAGS — Loaded from R11. 


It is the responsibility of the OS to ensure the descriptors in the GDT/LDT correspond to the selectors loaded by 
SYSCALL/SYSRET (consistent with the base, limit, and attribute values forced by the instructions). 


See Figure 5-14 for the layout of IA32_STAR, IA32_LSTAR and IA32_FMASK. 
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63 32 31 0 
Reserved SYSCALL EFLAGS Mask 
1A32_FMASK 
63 0 


Target RIP for 64-bit Mode Calling Program 


IA32_LSTAR 


63 48 47 32 31 0 


SYSRET CS and SS | SYSCALL CS and SS Reserved 


1A32_STAR 


Figure 5-14. MSRs Used by SYSCALL and SYSRET 


The SYSCALL instruction does not save the stack pointer, and the SYSRET instruction does not restore it. It is likely 
that the OS system-call handler will change the stack pointer from the user stack to the OS stack. If so, it is the 
responsibility of software first to save the user stack pointer. This might be done by user code, prior to executing 
SYSCALL, or by the OS system-call handler after SYSCALL. 


Because the SYSRET instruction does not modify the stack pointer, it is necessary for software to switch back to the 
user stack. The OS may load the user stack pointer (if it was saved after SYSCALL) before executing SYSRET; alter- 
natively, user code may load the stack pointer (if it was saved before SYSCALL) after receiving control from 
SYSRET. 


If the OS loads the stack pointer before executing SYSRET, it must ensure that the handler of any interrupt or 
exception delivered between restoring the stack pointer and successful execution of SYSRET is not invoked with the 
user stack. It can do so using approaches such as the following: 


¢ External interrupts. The OS can prevent an external interrupt from being delivered by clearing EFLAGS.IF 
before loading the user stack pointer. 


¢ Nonmaskable interrupts (NMIs). The OS can ensure that the NMI handler is invoked with the correct stack by 
using the interrupt stack table (IST) mechanism for gate 2 (NMI) in the IDT (see Section 6.14.5, “Interrupt 
Stack Table”). 


° General-protection exceptions (#GP). The SYSRET instruction generates #GP(0) if the value of RCX is not 
canonical. The OS can address this possibility using one or more of the following approaches: 


— Confirming that the value of RCX is canonical before executing SYSRET. 
— Using paging to ensure that the SYSCALL instruction will never save a non-canonical value into RCX. 
— Using the IST mechanism for gate 13 (#GP) in the IDT. 


= PRIVILEGED INSTRUCTIONS 


Some of the system instructions (called “privileged instructions”) are protected from use by application programs. 
The privileged instructions control system functions (such as the loading of system registers). They can be 

executed only when the CPL is 0 (most privileged). If one of these instructions is executed when the CPL is not 0, 
a general-protection exception (#GP) is generated. The following system instructions are privileged instructions: 


¢ LGDT — Load GDT register. 
¢ LLDT — Load LDT register. 
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¢ LTR — Load task register. 

¢ LIDT — Load IDT register. 

¢ MOV (control registers) — Load and store control registers. 
¢ LMSW — Load machine status word. 

* CLTS — Clear task-switched flag in register CRO. 

¢ MOV (debug registers) — Load and store debug registers. 
¢ —INVD — Invalidate cache, without writeback. 

¢ WBINVD — Invalidate cache, with writeback. 

¢ INVLPG —Invalidate TLB entry. 

¢ HLT— Halt processor. 

® RDMSR — Read Model-Specific Registers. 

¢ WRMSR —Write Model-Specific Registers. 

* RDPMC — Read Performance-Monitoring Counter. 

¢ RDTSC — Read Time-Stamp Counter. 


Some of the privileged instructions are available only in the more recent families of Intel 64 and IA-32 processors 
(see Section 21.13, “New Instructions In the Pentium and Later IA-32 Processors”). 


The PCE and TSD flags in register CR4 (bits 4 and 2, respectively) enable the RDPMC and RDTSC instructions, 
respectively, to be executed at any CPL. 


5.10 POINTER VALIDATION 


When operating in protected mode, the processor validates all pointers to enforce protection between segments 
and maintain isolation between privilege levels. Pointer validation consists of the following checks: 


Checking access rights to determine if the segment type is compatible with its use. 
Checking read/write rights. 

Checking if the pointer offset exceeds the segment limit. 

Checking if the supplier of the pointer is allowed to access the segment. 


OTe Gs Nee 


Checking the offset alignment. 


The processor automatically performs first, second, and third checks during instruction execution. Software must 
explicitly request the fourth check by issuing an ARPL instruction. The fifth check (offset alignment) is performed 
automatically at privilege level 3 if alignment checking is turned on. Offset alignment does not affect isolation of 

privilege levels. 


5.10.1 Checking Access Rights (LAR Instruction) 


When the processor accesses a segment using a far pointer, it performs an access rights check on the segment 
descriptor pointed to by the far pointer. This check is performed to determine if type and privilege level (DPL) of the 
segment descriptor are compatible with the operation to be performed. For example, when making a far call in 
protected mode, the segment-descriptor type must be for a conforming or nonconforming code segment, a call 
gate, a task gate, ora TSS. Then, if the call is to a nonconforming code segment, the DPL of the code segment must 
be equal to the CPL, and the RPL of the code segment’s segment selector must be less than or equal to the DPL. If 
type or privilege level are found to be incompatible, the appropriate exception is generated. 


To prevent type incompatibility exceptions from being generated, software can check the access rights of a 
segment descriptor using the LAR (load access rights) instruction. The LAR instruction specifies the segment 
selector for the segment descriptor whose access rights are to be checked and a destination register. The instruc- 
tion then performs the following operations: 


1. Check that the segment selector is not null. 
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2. Checks that the segment selector points to a segment descriptor that is within the descriptor table limit (GDT 
or LDT). 


3. Checks that the segment descriptor is a code, data, LDT, call gate, task gate, or TSS segment-descriptor type. 


If the segment is not a conforming code segment, checks if the segment descriptor is visible at the CPL (that 
is, if the CPL and the RPL of the segment selector are less than or equal to the DPL). 


5. If the privilege level and type checks pass, loads the second doubleword of the segment descriptor into the 
destination register (masked by the value OOFXFFOOH, where X indicates that the corresponding 4 bits are 
undefined) and sets the ZF flag in the EFLAGS register. If the segment selector is not visible at the current 
privilege level or is an invalid type for the LAR instruction, the instruction does not modify the destination 
register and clears the ZF flag. 


Once loaded in the destination register, software can perform additional checks on the access rights information. 


5.10.2 Checking Read/Write Rights (VERR and VERW Instructions) 


When the processor accesses any code or data segment it checks the read/write privileges assigned to the 
segment to verify that the intended read or write operation is allowed. Software can check read/write rights using 
the VERR (verify for reading) and VERW (verify for writing) instructions. Both these instructions specify the 
segment selector for the segment being checked. The instructions then perform the following operations: 


1. Check that the segment selector is not null. 


2. Checks that the segment selector points to a segment descriptor that is within the descriptor table limit (GDT 
or LDT). 


Checks that the segment descriptor is a code or data-segment descriptor type. 


If the segment is not a conforming code segment, checks if the segment descriptor is visible at the CPL (that 
is, if the CPL and the RPL of the segment selector are less than or equal to the DPL). 


5. Checks that the segment is readable (for the VERR instruction) or writable (for the VERW) instruction. 


The VERR instruction sets the ZF flag in the EFLAGS register if the segment is visible at the CPL and readable; the 
VERW sets the ZF flag if the segment is visible and writable. (Code segments are never writable.) The ZF flag is 
cleared if any of these checks fail. 


5.10.3. Checking That the Pointer Offset Is Within Limits (LSL Instruction) 


When the processor accesses any segment it performs a limit check to ensure that the offset is within the limit of 
the segment. Software can perform this limit check using the LSL (load segment limit) instruction. Like the LAR 
instruction, the LSL instruction specifies the segment selector for the segment descriptor whose limit is to be 
checked and a destination register. The instruction then performs the following operations: 


1. Check that the segment selector is not null. 


2. Checks that the segment selector points to a segment descriptor that is within the descriptor table limit (GDT 
or LDT). 


3. Checks that the segment descriptor is a code, data, LDT, or TSS segment-descriptor type. 


If the segment is not a conforming code segment, checks if the segment descriptor is visible at the CPL (that 
is, if the CPL and the RPL of the segment selector less than or equal to the DPL). 


5. Ifthe privilege level and type checks pass, loads the unscrambled limit (the limit scaled according to the setting 
of the G flag in the segment descriptor) into the destination register and sets the ZF flag in the EFLAGS register. 
If the segment selector is not visible at the current privilege level or is an invalid type for the LSL instruction, 
the instruction does not modify the destination register and clears the ZF flag. 


Once loaded in the destination register, software can compare the segment limit with the offset of a pointer. 
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5.10.4 Checking Caller Access Privileges (ARPL Instruction) 


The requestor’s privilege level (RPL) field of a segment selector is intended to carry the privilege level of a calling 
procedure (the calling procedure’s CPL) to a called procedure. The called procedure then uses the RPL to determine 
if access to a segment is allowed. The RPL is said to “weaken” the privilege level of the called procedure to that of 
the RPL. 


Operating-system procedures typically use the RPL to prevent less privileged application programs from accessing 
data located in more privileged segments. When an operating-system procedure (the called procedure) receives a 
segment selector from an application program (the calling procedure), it sets the segment selector’s RPL to the 
privilege level of the calling procedure. Then, when the operating system uses the segment selector to access its 
associated segment, the processor performs privilege checks using the calling procedure’s privilege level (stored in 
the RPL) rather than the numerically lower privilege level (the CPL) of the operating-system procedure. The RPL 
thus ensures that the operating system does not access a segment on behalf of an application program unless that 
program itself has access to the segment. 


Figure 5-15 shows an example of how the processor uses the RPL field. In this example, an application program 
(located in code segment A) possesses a segment selector (segment selector D1) that points to a privileged data 
structure (that is, a data structure located in a data segment D at privilege level 0). 


The application program cannot access data segment D, because it does not have sufficient privilege, but the oper- 
ating system (located in code segment C) can. So, in an attempt to access data segment D, the application 
program executes a call to the operating system and passes segment selector D1 to the operating system as a 
parameter on the stack. Before passing the segment selector, the (well behaved) application program sets the RPL 
of the segment selector to its current privilege level (which in this example is 3). If the operating system attempts 
to access data segment D using segment selector D1, the processor compares the CPL (which is now 0 following 
the call), the RPL of segment selector D1, and the DPL of data segment D (which is 0). Since the RPL is greater than 
the DPL, access to data segment D is denied. The processor’s protection mechanism thus protects data segment D 
from access by the operating system, because application program’s privilege level (represented by the RPL of 
segment selector B) is greater than the DPL of data segment D. 


Passed as a 
parameter on 
the stack. 
Application Program \ 
Code Call 
Segment A Gate Selector B_ |»! Gate B _\ _| Segment Sel. D1 
CPL=3 RPL=3 RPL=3 
DPL=3 
Lowest Privilege 
Access 
not 
allowed 
- 
y 
; Code | =—— Data 
eens Segment C| | Segment Sel. D2 | | Segment D 
ystem = RPL=0 
DPL=0 = 
Access DEO 
0 | Highest Privilege allowed 


Figure 5-15. Use of RPL to Weaken Privilege Level of Called Procedure 
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Now assume that instead of setting the RPL of the segment selector to 3, the application program sets the RPL to 
0 (segment selector D2). The operating system can now access data segment D, because its CPL and the RPL of 
segment selector D2 are both equal to the DPL of data segment D. 


Because the application program is able to change the RPL of a segment selector to any value, it can potentially use 
a procedure operating at a numerically lower privilege level to access a protected data structure. This ability to 
lower the RPL of a segment selector breaches the processor’s protection mechanism. 


Because a called procedure cannot rely on the calling procedure to set the RPL correctly, operating-system proce- 
dures (executing at numerically lower privilege-levels) that receive segment selectors from numerically higher 
privilege-level procedures need to test the RPL of the segment selector to determine if it is at the appropriate level. 
The ARPL (adjust requested privilege level) instruction is provided for this purpose. This instruction adjusts the RPL 
of one segment selector to match that of another segment selector. 


The example in Figure 5-15 demonstrates how the ARPL instruction is intended to be used. When the operating- 
system receives segment selector D2 from the application program, it uses the ARPL instruction to compare the 
RPL of the segment selector with the privilege level of the application program (represented by the code-segment 
selector pushed onto the stack). If the RPL is less than application program’s privilege level, the ARPL instruction 
changes the RPL of the segment selector to match the privilege level of the application program (segment selector 
D1). Using this instruction thus prevents a procedure running at a numerically higher privilege level from 
accessing numerically lower privilege-level (more privileged) segments by lowering the RPL of a segment selector. 


Note that the privilege level of the application program can be determined by reading the RPL field of the segment 
selector for the application-program’s code segment. This segment selector is stored on the stack as part of the call 
to the operating system. The operating system can copy the segment selector from the stack into a register for 
use as an operand for the ARPL instruction. 


5.10.5 Checking Alignment 


When the CPL is 3, alignment of memory references can be checked by setting the AM flag in the CRO register and 
the AC flag in the EFLAGS register. Unaligned memory references generate alignment exceptions (#AC). The 
processor does not generate alignment exceptions when operating at privilege level 0, 1, or 2. See Table 6-7 fora 
description of the alignment requirements when alignment checking is enabled. 


5.11 PAGE-LEVEL PROTECTION 


Page-level protection can be used alone or applied to segments. When page-level protection is used with the flat 
memory model, it allows supervisor code and data (the operating system or executive) to be protected from user 
code and data (application programs). It also allows pages containing code to be write protected. When the 
segment- and page-level protection are combined, page-level read/write protection allows more protection granu- 
larity within segments. 


With page-level protection (as with segment-level protection) each memory reference is checked to verify that 
protection checks are satisfied. All checks are made before the memory cycle is started, and any violation prevents 
the cycle from starting and results in a page-fault exception being generated. Because checks are performed in 
parallel with address translation, there is no performance penalty. 


The processor performs two page-level protection checks: 
¢ Restriction of addressable domain (supervisor and user modes). 
° Page type (read only or read/write). 


Violations of either of these checks results in a page-fault exception being generated. See Chapter 6, “Interrupt 
14—Page-Fault Exception (#PF),” for an explanation of the page-fault exception mechanism. This chapter 
describes the protection violations which lead to page-fault exceptions. 
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5.11.1 Page-Protection Flags 


Protection information for pages is contained in two flags in a paging-structure entry (see Chapter 4): the 
read/write flag (bit 1) and the user/supervisor flag (bit 2). The protection checks use the flags in all paging struc- 
tures. 


5.11.2 Restricting Addressable Domain 


The page-level protection mechanism allows restricting access to pages based on two privilege levels: 


® Supervisor mode (U/S flag is 0)—(Most privileged) For the operating system or executive, other system 
software (such as device drivers), and protected system data (such as page tables). 


e User mode (U/S flag is 1)—(Least privileged) For application code and data. 


The segment privilege levels map to the page privilege levels as follows. If the processor is currently operating at 
a CPL of 0, 1, or 2, it is in Supervisor mode; if it is operating at a CPL of 3, it is in user mode. When the processor is 
in supervisor mode, it can access all pages; when in user mode, it can access only user-level pages. (Note that the 
WP flag in control register CRO modifies the supervisor permissions, as described in Section 5.11.3, “Page Type.”) 


Note that to use the page-level protection mechanism, code and data segments must be set up for at least two 
segment-based privilege levels: level 0 for supervisor code and data segments and level 3 for user code and data 
segments. (In this model, the stacks are placed in the data segments.) To minimize the use of segments, a flat 
memory model can be used (see Section 3.2.1, “Basic Flat Model”). 


Here, the user and supervisor code and data segments all begin at address zero in the linear address space and 
overlay each other. With this arrangement, operating-system code (running at the supervisor level) and application 
code (running at the user level) can execute as if there are no segments. Protection between operating-system and 
application code and data is provided by the processor’s page-level protection mechanism. 


5.11.3. Page Type 


The page-level protection mechanism recognizes two page types: 
® Read-only access (R/W flag is 0). 
° Read/write access (R/W flag is 1). 


When the processor is in supervisor mode and the WP flag in register CRO is clear (its state following reset initial- 
ization), all pages are both readable and writable (write-protection is ignored). When the processor is in user mode, 
it can write only to user-mode pages that are read/write accessible. User-mode pages which are read/write or 
read-only are readable; supervisor-mode pages are neither readable nor writable from user mode. A page-fault 
exception is generated on any attempt to violate the protection rules. 


Starting with the P6 family, Intel processors allow user-mode pages to be write-protected against supervisor-mode 
access. Setting CRO.WP = 1 enables supervisor-mode sensitivity to write protected pages. If CRO.WP = 1, read- 
only pages are not writable from any privilege level. This supervisor write-protect feature is useful for imple- 
menting a “copy-on-write” strategy used by some operating systems, such as UNIX*, for task creation (also called 
forking or spawning). When a new task is created, it is possible to copy the entire address space of the parent task. 
This gives the child task a complete, duplicate set of the parent's segments and pages. An alternative copy-on- 
write strategy saves memory space and time by mapping the child's segments and pages to the same segments 
and pages used by the parent task. A private copy of a page gets created only when one of the tasks writes to the 
page. By using the WP flag and marking the shared pages as read-only, the supervisor can detect an attempt to 
write to a page, and can copy the page at that time. 


5.11.4 Combining Protection of Both Levels of Page Tables 


For any one page, the protection attributes of its page-directory entry (first-level page table) may differ from those 
of its page-table entry (second-level page table). The processor checks the protection for a page in both its page- 
directory and the page-table entries. Table 5-3 shows the protection provided by the possible combinations of 
protection attributes when the WP flag is clear. 
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5.11.5 Overrides to Page Protection 


The following types of memory accesses are checked as if they are privilege-level 0 accesses, regardless of the CPL 
at which the processor is currently operating: 


¢ Access to segment descriptors in the GDT, LDT, or IDT. 


¢ Access to an inner-privilege-level stack during an inter-privilege-level call or a call to in exception or interrupt 
handler, when a change of privilege level occurs. 


5.12 COMBINING PAGE AND SEGMENT PROTECTION 


When paging is enabled, the processor evaluates segment protection first, then evaluates page protection. If the 
processor detects a protection violation at either the segment level or the page level, the memory access is not 

carried out and an exception is generated. If an exception is generated by segmentation, no paging exception is 
generated. 


Page-level protections cannot be used to override segment-level protection. For example, a code segment is by 
definition not writable. If a code segment is paged, setting the R/W flag for the pages to read-write does not make 
the pages writable. Attempts to write into the pages will be blocked by segment-level protection checks. 


Page-level protection can be used to enhance segment-level protection. For example, if a large read-write data 
segment is paged, the page-protection mechanism can be used to write-protect individual pages. 


Table 5-3. Combined Page-Directory and Page-Table Protection 


Page-Directory Entry Page-Table Entry Combined Effect 

Privilege Access Type Privilege Access Type Privilege Access Type 
User Read-Only User Read-Only User Read-Only 
User Read-Only User Read-Write User Read-Only 
User Read-Write User Read-Only User Read-Only 
User Read-Write User Read-Write User Read/Write 
User Read-Only Supervisor Read-Only Supervisor Read/Write* 
User Read-Only Supervisor Read-Write Supervisor Read/Write* 
User Read-Write Supervisor Read-Only Supervisor Read/Write* 
User Read-Write Supervisor Read-Write Supervisor Read/Write 
Supervisor Read-Only User Read-Only Supervisor Read/Write* 
Supervisor Read-Only User Read-Write Supervisor Read/Write* 
Supervisor Read-Write User Read-Only Supervisor Read/Write* 
Supervisor Read-Write User Read-Write Supervisor Read/Write 
Supervisor Read-Only Supervisor Read-Only Supervisor Read/Write* 
Supervisor Read-Only Supervisor Read-Write Supervisor Read/Write* 
Supervisor Read-Write Supervisor Read-Only Supervisor Read/Write* 
Supervisor Read-Write Supervisor Read-Write Supervisor Read/Write 
NOTE: 


* If CRO.WP = 1, access type is determined by the R/W flags of the page-directory and page-table entries. IF CRO.WP = 0, supervisor 
privilege permits read-write access. 
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5.13 PAGE-LEVEL PROTECTION AND EXECUTE-DISABLE BIT 


In addition to page-level protection offered by the U/S and R/W flags, paging structures used with PAE paging, 4- 
level paging,! and 5-level paging provide the execute-disable bit (see Chapter 4, “Paging”). This bit offers addi- 
tional protection for data pages. 


An Intel 64 or IA-32 processor with the execute-disable bit capability can prevent data pages from being used by 
malicious software to execute code. This capability is provided in: 


¢ 32-bit protected mode with PAE enabled. 
e = JTA-32e mode. 


While the execute-disable bit capability does not introduce new instructions, it does require operating systems to 
use a PAE-enabled environment and establish a page-granular protection policy for memory pages. 


If the execute-disable bit of a memory page is set, that page can be used only as data. An attempt to execute code 
from a memory page with the execute-disable bit set causes a page-fault exception. 


The execute-disable capability is not supported with 32-bit paging. Existing page-level protection mechanisms (see 
Section 5.11, “Page-Level Protection”) continue to apply to memory pages independent of the execute-disable 
setting. 


5.13.1. Detecting and Enabling the Execute-Disable Capability 


Software can detect the presence of the execute-disable capability using the CPUID instruction. 
CPUID.80000001H:EDX.NX [bit 20] = 1 indicates the capability is available. 


If the capability is available, software can enable it by setting IA32_EFER.NXE[bit 11] to 1. IA32_EFER is available 
if CPUID.80000001H.EDX[bit 20 or 29] = 1. 


If the execute-disable capability is not available, a write to set IA32_EFER.NXE produces a #GP exception. See 
Table 5-4. 


Table 5-4. Extended Feature Enable MSR (IA32_EFER) 


63:12 11 10 9 8 7:1 0 
Reserved Execute-disable bit | |A-32e mode Reserved IA-32e mode Reserved SysCall enable (SCE) 
enable (NXE) active (LMA) enable (LME) 


5.13.2 Execute-Disable Page Protection 


The execute-disable bit in the paging structures enhances page protection for data pages. Instructions cannot be 
fetched from a memory page if IA32_EFER.NXE =1 and the execute-disable bit is set in any of the paging-structure 
entries used to map the page. Table 5-5 lists the valid usage of a page in relation to the value of execute-disable bit 
(bit 63) of the corresponding entry in each level of the paging structures. Execute-disable protection can be acti- 

vated using the execute-disable bit at any level of the paging structure, irrespective of the corresponding entry in 
other levels. When execute-disable protection is not activated, the page can be used as code or data. 


1. Earlier versions of this manual used the term “IA-32e paging” to identify 4-level paging. 
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Table 5-5. Page Level Protection Matrix with Execute-Disable Bit Capability with 4-Level Paging 


Execute Disable Bit Value (Bit 63) Valid Usage 
PML4 PDP PDE PTE 

Bit 63 = 1 . % i Data 

is Bit 63 = 1 * i Data 

* 5 Bit 63 = 1 : Data 

= id . Bit 63 = 1 Data 

Bit 63 = 0 Bit 63 =O Bit 63 = 0 Bit 63 = 0 Data/Code 
NOTES: 


* Value not checked. 


In legacy PAE-enabled mode, Table 5-6 and Table 5-7 show the effect of setting the execute-disable bit for code 
and data pages. 


Table 5-6. 4-KByte Page Level Protection Matrix with Execute-Disable Bit Capability with PAE Paging 


Execute Disable Bit Value (Bit 63) Valid Usage 
PDE PTE 

Bit 63 = 1 * Data 

: Bit 63 = 1 Data 

Bit 63 = 0 Bit 63 = 0 Data/Code 
NOTE: 


* Value not checked. 


Table 5-7. 2-MByte Page Level Protection with Execute-Disable Bit Capability with PAE Paging 


Execute Disable Bit Value (Bit 63) Valid Usage 
PDE 

Bit 63 = 1 Data 

Bit 63 =O Data/Code 


5.13.3. Reserved Bit Checking 


The processor enforces reserved bit checking in paging data structure entries. The bits being checked varies with 
paging mode and may vary with the size of physical address space. 


Table 5-8 shows the reserved bits that are checked when the execute disable bit capability is enabled (CR4.PAE = 1 
and IA32_EFER.NXE = 1). Table 5-8 and Table 5-9 show the following paging modes: 


* Non-PAE 4-KByte paging: 4-KByte-page only paging (CR4.PAE = 0, CR4.PSE = 0). 
° PSE36: 4-KByte and 4-MByte pages (CR4.PAE = 0, CR4.PSE = 1). 
¢ PAE: 4-KByte and 2-MByte pages (CR4.PAE = 1, CR4.PSE = X). 


The reserved bit checking depends on the physical address size supported by the implementation, which is 
reported in CPUID.80000008H. See the table note. 
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Table 5-8. Page Level Protection Matrix with Execute-Disable Bit Capability Enabled 


Mode Paging Mode Check Bits 
32-bit 4-KByte paging (non-PAE) No reserved bits checked 
PSE36 - PDE, 4-MByte page Bit [21] 
PSE36 - PDE, 4-KByte page No reserved bits checked 
PSE36 - PTE No reserved bits checked 
PAE - PDP table entry Bits [63:MAXPHYADDR] & [8:5] & [2:1] * 
PAE - PDE, 2-MByte page Bits [62:MAXPHYADDR] & [20:13] * 
PAE - PDE, 4-KByte page Bits [62:MAXPHYADDR] * 
PAE - PTE Bits [62:MAXPHYADDR] * 
64-bit PML5E Bits [5 1:MAXPHYADDR] * 
PML4E Bits [5 1:MAXPHYADDR] * 
PDPTE Bits [5 1:MAXPHYADDR] * 
PDE, 2-MByte page Bits [51:MAXPHYADDR] & [20:13] * 
PDE, 4-KByte page Bits [51:MAXPHYADDR] * 
PTE Bits [51:MAXPHYADDR] * 
NOTES: 


* MAXPHYADDR is the maximum physical address size and is indicated by CPUID.BO000008H:EAX [bits 7-0]. 


If execute disable bit capability is not enabled or not available, reserved bit checking in 64-bit mode includes bit 63 
and additional bits. This and reserved bit checking for legacy 32-bit paging modes are shown in Table 5-10. 


Table 5-9. Reserved Bit Checking With Execute-Disable Bit Capability Not Enabled 


Mode Paging Mode Check Bits 
32-bit KByte paging (non-PAE) No reserved bits checked 
PSE36 - PDE, 4-MByte page Bit [21] 
PSE36 - PDE, 4-KByte page No reserved bits checked 
PSE36 - PTE No reserved bits checked 
PAE - PDP table entry Bits [63:MAXPHYADDR] & [8:5] & [2:1]* 
PAE - PDE, 2-MByte page Bits [63:MAXPHYADDR] & [20:13]* 
PAE - PDE, 4-KByte page Bits [63:-MAXPHYADDR]* 
PAE - PTE Bits [63:MAXPHYADDR]* 
64-bit PML5E Bit [63], bits [51:MAXPHYADDR]* 
PML4E Bit [63], bits [51:MAXPHYADDR]* 
PDPTE Bit [63], bits [51:MAXPHYADDR]* 
PDE, 2-MByte page Bit [63], bits [51:MAXPHYADDR] & [20:1 3]* 
PDE, 4-KByte page Bit [63], bits [51:MAXPHYADDR]* 
PTE Bit [63], bits [51:MAXPHYADDR]* 
NOTES: 


* MAXPHYADDR is the maximum physical address size and is indicated by CPUID.BO000008H:EAX [bits 7-0]. 


5.13.4 Exception Handling 


When execute disable bit capability is enabled (IA32_EFER.NXE = 1), conditions for a page fault to occur include 
the same conditions that apply to an Intel 64 or IA-32 processor without execute disable bit capability plus the 
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following new condition: an instruction fetch to a linear address that translates to physical address in a memory 
page that has the execute-disable bit set. 


An Execute Disable Bit page fault can occur at all privilege levels. It can occur on any instruction fetch, including 
(but not limited to): near branches, far branches, CALL/RET/INT/IRET execution, sequential instruction fetches, 
and task switches. The execute-disable bit in the page translation mechanism is checked only when: 


¢ = JTA32_EFER.NXE = 1. 
¢ The instruction translation look-aside buffer (ITLB) is loaded with a page that is not already present in the ITLB. 
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CHAPTER 6 
INTERRUPT AND EXCEPTION HANDLING 


This chapter describes the interrupt and exception-handling mechanism when operating in protected mode on an 
Intel 64 or IA-32 processor. Most of the information provided here also applies to interrupt and exception mecha- 
nisms used in real-address, virtual-8086 mode, and 64-bit mode. 


Chapter 19, “8086 Emulation,” describes information specific to interrupt and exception mechanisms in real- 
address and virtual-8086 mode. Section 6.14, “Exception and Interrupt Handling in 64-bit Mode,” describes infor- 
mation specific to interrupt and exception mechanisms in IA-32e mode and 64-bit sub-mode. 


6.1 INTERRUPT AND EXCEPTION OVERVIEW 


Interrupts and exceptions are events that indicate that a condition exists somewhere in the system, the processor, 
or within the currently executing program or task that requires the attention of a processor. They typically result in 
a forced transfer of execution from the currently running program or task to a special software routine or task 
called an interrupt handler or an exception handler. The action taken by a processor in response to an interrupt or 
exception is referred to as servicing or handling the interrupt or exception. 


Interrupts occur at random times during the execution of a program, in response to signals from hardware. System 
hardware uses interrupts to handle events external to the processor, such as requests to service peripheral devices. 
Software can also generate interrupts by executing the INT rn instruction. 


Exceptions occur when the processor detects an error condition while executing an instruction, such as division by 
zero. The processor detects a variety of error conditions including protection violations, page faults, and internal 
machine faults. The machine-check architecture of the Pentium 4, Intel Xeon, P6 family, and Pentium processors 
also permits a machine-check exception to be generated when internal hardware errors and bus errors are 
detected. 


When an interrupt is received or an exception is detected, the currently running procedure or task is suspended 
while the processor executes an interrupt or exception handler. When execution of the handler is complete, the 
processor resumes execution of the interrupted procedure or task. The resumption of the interrupted procedure or 
task happens without loss of program continuity, unless recovery from an exception was not possible or an inter- 
rupt caused the currently running program to be terminated. 


This chapter describes the processor’s interrupt and exception-handling mechanism, when operating in protected 
mode. A description of the exceptions and the conditions that cause them to be generated is given at the end of this 
chapter. 


6.2 EXCEPTION AND INTERRUPT VECTORS 


To aid in handling exceptions and interrupts, each architecturally defined exception and each interrupt condition 
requiring special handling by the processor is assigned a unique identification number, called a vector number. The 
processor uses the vector number assigned to an exception or interrupt as an index into the interrupt descriptor 
table (IDT). The table provides the entry point to an exception or interrupt handler (see Section 6.10, “Interrupt 
Descriptor Table (IDT)”). 


The allowable range for vector numbers is 0 to 255. Vector numbers in the range 0 through 31 are reserved by the 
Intel 64 and IA-32 architectures for architecture-defined exceptions and interrupts. Not all of the vector numbers 
in this range have a currently defined function. The unassigned vector numbers in this range are reserved. Do not 
use the reserved vector numbers. 


Vector numbers in the range 32 to 255 are designated as user-defined interrupts and are not reserved by the Intel 
64 and IA-32 architecture. These interrupts are generally assigned to external I/O devices to enable those devices 
to send interrupts to the processor through one of the external hardware interrupt mechanisms (see Section 6.3, 
“Sources of Interrupts”). 
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Table 6-1 shows vector number assignments for architecturally defined exceptions and for the NMI interrupt. This 
table gives the exception type (see Section 6.5, “Exception Classifications”) and indicates whether an error code is 
saved on the stack for the exception. The source of each predefined exception and the NMI interrupt is also given. 


6.3 SOURCES OF INTERRUPTS 


The processor receives interrupts from two sources: 
¢ External (hardware generated) interrupts. 
° Software-generated interrupts. 


6.3.1 External Interrupts 


External interrupts are received through pins on the processor or through the local APIC. The primary interrupt pins 
on Pentium 4, Intel Xeon, P6 family, and Pentium processors are the LINT[1:0] pins, which are connected to the 
local APIC (see Chapter 10, “Advanced Programmable Interrupt Controller (APIC)”). When the local APIC is 
enabled, the LINT[1:0] pins can be programmed through the APIC’s local vector table (LVT) to be associated with 
any of the processor's exception or interrupt vectors. 


When the local APIC is global/hardware disabled, these pins are configured as INTR and NMI pins, respectively. 
Asserting the INTR pin signals the processor that an external interrupt has occurred. The processor reads from the 
system bus the interrupt vector number provided by an external interrupt controller, such as an 8259A (see Section 
6.2, “Exception and Interrupt Vectors”). Asserting the NMI pin signals a non-maskable interrupt (NMI), which is 
assigned to interrupt vector 2. 


Table 6-1. Protected-Mode Exceptions and Interrupts 


Vector | Mnemonic | Description Type Error Source 
Code 
0 #DE Divide Error Fault No DIV and IDIV instructions. 
#DB Debug Exception Fault/ Trap No Instruction, data, and I/O breakpoints; 

single-step; and others. 

2 - NMI Interrupt Interrupt No Nonmaskable external interrupt. 

3 #BP Breakpoint Trap No INT3 instruction. 

4 HOF Overflow Trap No INTO instruction. 

5 #BR BOUND Range Exceeded Fault No BOUND instruction. 

6 #UD Invalid Opcode (Undefined Opcode) Fault No UD instruction or reserved opcode. 

7 #NM Device Not Available (No Math Fault No Floating-point or WAIT/FWAIT instruction. 

Coprocessor) 
8 #DF Double Fault Abort Yes Any instruction that can generate an 
(zero) exception, an NMI, or an INTR. 
9 Coprocessor Segment Overrun Fault No Floating-point instruction. ! 
(reserved) 

10 #TS Invalid TSS Fault Yes Task switch or TSS access. 

11 #NP Segment Not Present Fault Yes Loading segment registers or accessing 
system segments. 

12 #SS Stack-Segment Fault Fault Yes Stack operations and SS register loads. 

13 #GP General Protection Fault Yes Any memory reference and other 
protection checks. 

14 HPF Page Fault Fault Yes Any memory reference. 
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Table 6-1. Protected-Mode Exceptions and Interrupts (Contd.) 


Vector | Mnemonic | Description Type Error Source 
Code 
15 _ (Intel reserved. Do not use.) No 
16 #MF x87 FPU Floating-Point Error (Math | Fault No x87 FPU floating-point or WAIT/FWAIT 
Fault) instruction. 
17 #AC Alignment Check Fault Yes Any data reference in memory.¢ 
(Zero) 

18 #MC Machine Check Abort No Error codes (if any) and source are model 
dependent. 

19 #XM SIMD Floating-Point Exception Fault No SSE/SSE2/SSE3 floating-point 
instructions* 

20 #VE Virtualization Exception Fault No EPT violations? 

21 #CP Control Protection Exception Fault Yes RET, IRET, RSTORSSP, and SETSSBSY 
instructions can generate this exception. 
When CET indirect branch tracking is 
enabled, this exception can be generated 
due to a missing ENDBRANCH instruction 
at target of an indirect call or jump. 

22-31 |— Intel reserved. Do not use. 

32-255 | — User Defined (Non-reserved) Interrupt External interrupt or INT n instruction. 

Interrupts 
NOTES: 


1. Processors after the Intel386 processor do not generate this exception. 

2. This exception was introduced in the Intel486 processor. 

3. This exception was introduced in the Pentium processor and enhanced in the P6 family processors. 

4. This exception was introduced in the Pentium Ill processor. 

5. This exception can occur only on processors that support the 1-setting of the “EPT-violation #VE" VM-execution control. 


The processor's local APIC is normally connected to a system-based I/O APIC. Here, external interrupts received at 
the I/O APIC’s pins can be directed to the local APIC through the system bus (Pentium 4, Intel Core Duo, Intel Core 
2, Intel Atom®, and Intel Xeon processors) or the APIC serial bus (P6 family and Pentium processors). The I/O APIC 
determines the vector number of the interrupt and sends this number to the local APIC. When a system contains 
multiple processors, processors can also send interrupts to one another by means of the system bus (Pentium 4, 
Intel Core Duo, Intel Core 2, Intel Atom, and Intel Xeon processors) or the APIC serial bus (P6 family and Pentium 
processors). 


The LINT[1:0] pins are not available on the Intel486 processor and earlier Pentium processors that do not contain 
an on-chip local APIC. These processors have dedicated NMI and INTR pins. With these processors, external inter- 
rupts are typically generated by a system-based interrupt controller (8259A), with the interrupts being signaled 
through the INTR pin. 


Note that several other pins on the processor can cause a processor interrupt to occur. However, these interrupts 
are not handled by the interrupt and exception mechanism described in this chapter. These pins include the 
RESET#, FLUSH#, STPCLK#, SMI#, R/S#, and INIT# pins. Whether they are included on a particular processor is 
implementation dependent. Pin functions are described in the data books for the individual processors. The SMI# 
pin is described in Chapter 30, “System Management Mode.” 


6.3.2 Maskable Hardware Interrupts 


Any external interrupt that is delivered to the processor by means of the INTR pin or through the local APIC is called 
a maskable hardware interrupt. Maskable hardware interrupts that can be delivered through the INTR pin include 
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all IA-32 architecture defined interrupt vectors from O through 255; those that can be delivered through the local 
APIC include interrupt vectors 16 through 255. 


The IF flag in the EFLAGS register permits all maskable hardware interrupts to be masked as a group (see Section 
6.8.1, “Masking Maskable Hardware Interrupts”). Note that when interrupts 0 through 15 are delivered through the 
local APIC, the APIC indicates the receipt of an illegal vector. 


6.3.3 Software-Generated Interrupts 


The INT rn instruction permits interrupts to be generated from within software by supplying an interrupt vector 
number as an operand. For example, the INT 35 instruction forces an implicit call to the interrupt handler for inter- 
rupt 35. 


Any of the interrupt vectors from 0 to 255 can be used as a parameter in this instruction. If the processor’s 
predefined NMI vector is used, however, the response of the processor will not be the same as it would be from an 
NMI interrupt generated in the normal manner. If vector number 2 (the NMI vector) is used in this instruction, the 
NMI interrupt handler is called, but the processor’s NMI-handling hardware is not activated. 


Interrupts generated in software with the INT rn instruction cannot be masked by the IF flag in the EFLAGS register. 


6.4 SOURCES OF EXCEPTIONS 


The processor receives exceptions from three sources: 
¢ Processor-detected program-error exceptions. 

° Software-generated exceptions. 

¢ Machine-check exceptions. 


6.4.1 Program-Error Exceptions 


The processor generates one or more exceptions when it detects program errors during the execution in an appli- 
cation program or the operating system or executive. Intel 64 and IA-32 architectures define a vector number for 
each processor-detectable exception. Exceptions are classified as faults, traps, and aborts (see Section 6.5, 
“Exception Classifications”). 


6.4.2 Software-Generated Exceptions 


The INTO, INT1, INT3, and BOUND instructions permit exceptions to be generated in software. These instructions 
allow checks for exception conditions to be performed at points in the instruction stream. For example, INT3 causes 
a breakpoint exception to be generated. 


The INT nr instruction can be used to emulate exceptions in software; but there is a limitation.! If INT n provides a 
vector for one of the architecturally-defined exceptions, the processor generates an interrupt to the correct vector 
(to access the exception handler) but does not push an error code on the stack. This is true even if the associated 
hardware-generated exception normally produces an error code. The exception handler will still attempt to pop an 
error code from the stack while handling the exception. Because no error code was pushed, the handler will pop off 
and discard the EIP instead (in place of the missing error code). This sends the return to the wrong location. 


6.4.3 Machine-Check Exceptions 


The P6 family and Pentium processors provide both internal and external machine-check mechanisms for checking 
the operation of the internal chip hardware and bus transactions. These mechanisms are implementation depen- 


1. The INT ninstruction has opcode CD following by an immediate byte encoding the value of n. In contrast, INT1 has opcode F1 and 
INT3 has opcode CC. 
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dent. When a machine-check error is detected, the processor signals a machine-check exception (vector 18) and 
returns an error code. 


See Chapter 6, “Interrupt 18—Machine-Check Exception (#MC)” and Chapter 15, “Machine-Check Architecture,” 
for more information about the machine-check mechanism. 


6.5 EXCEPTION CLASSIFICATIONS 


Exceptions are classified as faults, traps, or aborts depending on the way they are reported and whether the 
instruction that caused the exception can be restarted without loss of program or task continuity. 


¢ Faults — A fault is an exception that can generally be corrected and that, once corrected, allows the program 
to be restarted with no loss of continuity. When a fault is reported, the processor restores the machine state to 
the state prior to the beginning of execution of the faulting instruction. The return address (saved contents of 
the CS and EIP registers) for the fault handler points to the faulting instruction, rather than to the instruction 
following the faulting instruction. 


¢ Traps — Atrap is an exception that is reported immediately following the execution of the trapping instruction. 
Traps allow execution of a program or task to be continued without loss of program continuity. The return 
address for the trap handler points to the instruction to be executed after the trapping instruction. 


¢ Aborts — An abort is an exception that does not always report the precise location of the instruction causing 
the exception and does not allow a restart of the program or task that caused the exception. Aborts are used to 
report severe errors, such as hardware errors and inconsistent or illegal values in system tables. 


NOTE 


One exception subset normally reported as a fault is not restartable. Such exceptions result in loss 
of some processor state. For example, executing a POPAD instruction where the stack frame 
crosses over the end of the stack segment causes a fault to be reported. In this situation, the 
exception handler sees that the instruction pointer (CS:EIP) has been restored as if the POPAD 
instruction had not been executed. However, internal processor state (the general-purpose 
registers) will have been modified. Such cases are considered programming errors. An application 
causing this class of exceptions should be terminated by the operating system. 


6.6 PROGRAM OR TASK RESTART 


To allow the restarting of program or task following the handling of an exception or an interrupt, all exceptions 
(except aborts) are guaranteed to report exceptions on an instruction boundary. All interrupts are guaranteed to be 
taken on an instruction boundary. 


For fault-class exceptions, the return instruction pointer (saved when the processor generates an exception) points 
to the faulting instruction. So, when a program or task is restarted following the handling of a fault, the faulting 
instruction is restarted (re-executed). Restarting the faulting instruction is commonly used to handle exceptions 
that are generated when access to an operand is blocked. The most common example of this type of fault is a page- 
fault exception (#PF) that occurs when a program or task references an operand located on a page that is not in 
memory. When a page-fault exception occurs, the exception handler can load the page into memory and resume 
execution of the program or task by restarting the faulting instruction. To ensure that the restart is handled trans- 
parently to the currently executing program or task, the processor saves the necessary registers and stack pointers 
to allow a restart to the state prior to the execution of the faulting instruction. 


For trap-class exceptions, the return instruction pointer points to the instruction following the trapping instruction. 
If a trap is detected during an instruction which transfers execution, the return instruction pointer reflects the 
transfer. For example, if a trap is detected while executing a JMP instruction, the return instruction pointer points 
to the destination of the JMP instruction, not to the next address past the JMP instruction. All trap exceptions allow 
program or task restart with no loss of continuity. For example, the overflow exception is a trap exception. Here, 
the return instruction pointer points to the instruction following the INTO instruction that tested EFLAGS.OF (over- 
flow) flag. The trap handler for this exception resolves the overflow condition. Upon return from the trap handler, 
program or task execution continues at the instruction following the INTO instruction. 
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The abort-class exceptions do not support reliable restarting of the program or task. Abort handlers are designed 
to collect diagnostic information about the state of the processor when the abort exception occurred and then shut 
down the application and system as gracefully as possible. 


Interrupts rigorously support restarting of interrupted programs and tasks without loss of continuity. The return 
instruction pointer saved for an interrupt points to the next instruction to be executed at the instruction boundary 
where the processor took the interrupt. If the instruction just executed has a repeat prefix, the interrupt is taken 
at the end of the current iteration with the registers set to execute the next iteration. 


The ability of a P6 family processor to speculatively execute instructions does not affect the taking of interrupts by 
the processor. Interrupts are taken at instruction boundaries located during the retirement phase of instruction 
execution; so they are always taken in the “in-order” instruction stream. See Chapter 2, “Intel® 64 and IA-32 
Architectures,” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, for more infor- 
mation about the P6 family processors’ microarchitecture and its support for out-of-order instruction execution. 


Note that the Pentium processor and earlier IA-32 processors also perform varying amounts of prefetching and 
preliminary decoding. With these processors as well, exceptions and interrupts are not signaled until actual “in- 
order” execution of the instructions. For a given code sample, the signaling of exceptions occurs uniformly when 
the code is executed on any family of IA-32 processors (except where new exceptions or new opcodes have been 
defined). 


6.7 NONMASKABLE INTERRUPT (NMI) 


The nonmaskable interrupt (NMI) can be generated in either of two ways: 
¢ External hardware asserts the NMI pin. 


¢ The processor receives a message on the system bus (Pentium 4, Intel Core Duo, Intel Core 2, Intel Atom, and 
Intel Xeon processors) or the APIC serial bus (P6 family and Pentium processors) with a delivery mode NMI. 


When the processor receives a NMI from either of these sources, the processor handles it immediately by calling 
the NMI handler pointed to by interrupt vector number 2. The processor also invokes certain hardware conditions 
to ensure that no other interrupts, including NMI interrupts, are received until the NMI handler has completed 
executing (see Section 6.7.1, “Handling Multiple NMIs”). 


Also, when an NMI is received from either of the above sources, it cannot be masked by the IF flag in the EFLAGS 
register. 


It is possible to issue a maskable hardware interrupt (through the INTR pin) to vector 2 to invoke the NMI interrupt 
handler; however, this interrupt will not truly be an NMI interrupt. A true NMI interrupt that activates the 
processor’s NMI-handling hardware can only be delivered through one of the mechanisms listed above. 


6.7.1 Handling Multiple NMIs 


While an NMI interrupt handler is executing, the processor blocks delivery of subsequent NMIs until the next execu- 
tion of the IRET instruction. This blocking of NMIs prevents nested execution of the NMI handler. It is recommended 
that the NMI interrupt handler be accessed through an interrupt gate to disable maskable hardware interrupts (see 
Section 6.8.1, “Masking Maskable Hardware Interrupts”). 


An execution of the IRET instruction unblocks NMIs even if the instruction causes a fault. For example, if the IRET 
instruction executes with EFLAGS.VM = 1 and IOPL of less than 3, a general-protection exception is generated (see 
Section 19.2.7, “Sensitive Instructions”). In such a case, NMIs are unmasked before the exception handler is 
invoked. 


6.8 ENABLING AND DISABLING INTERRUPTS 


The processor inhibits the generation of some interrupts, depending on the state of the processor and of the IF and 
RF flags in the EFLAGS register, as described in the following sections. 
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6.8.1 Masking Maskable Hardware Interrupts 


The IF flag can disable the servicing of maskable hardware interrupts received on the processor’s INTR pin or 
through the local APIC (see Section 6.3.2, “Maskable Hardware Interrupts”). When the IF flag is clear, the 
processor inhibits interrupts delivered to the INTR pin or through the local APIC from generating an internal inter- 
rupt request; when the IF flag is set, interrupts delivered to the INTR or through the local APIC pin are processed 
as normal external interrupts. 


The IF flag does not affect non-maskable interrupts (NMIs) delivered to the NMI pin or delivery mode NMI 
messages delivered through the local APIC, nor does it affect processor generated exceptions. As with the other 
flags in the EFLAGS register, the processor clears the IF flag in response to a hardware reset. 


The fact that the group of maskable hardware interrupts includes the reserved interrupt and exception vectors 0 
through 32 can potentially cause confusion. Architecturally, when the IF flag is set, an interrupt for any of the 
vectors from 0 through 32 can be delivered to the processor through the INTR pin and any of the vectors from 16 
through 32 can be delivered through the local APIC. The processor will then generate an interrupt and call the 
interrupt or exception handler pointed to by the vector number. So for example, it is possible to invoke the page- 
fault handler through the INTR pin (by means of vector 14); however, this is not a true page-fault exception. It is 
an interrupt. As with the INT rn instruction (see Section 6.4.2, “Software-Generated Exceptions”), when an inter- 
rupt is generated through the INTR pin to an exception vector, the processor does not push an error code on the 
stack, so the exception handler may not operate correctly. 


The IF flag can be set or cleared with the STI (set interrupt-enable flag) and CLI (clear interrupt-enable flag) 
instructions, respectively. These instructions may be executed only if the CPL is equal to or less than the IOPL. A 
general-protection exception (#GP) is generated if they are executed when the CPL is greater than the IOPL.? If 
IF = 0, maskable hardware interrupts remain inhibited on the instruction boundary following an execution of STI.? 
The inhibition ends after delivery of another event (e.g., exception) or the execution of the next instruction. 


The IF flag is also affected by the following operations: 


¢ The PUSHF instruction stores all flags on the stack, where they can be examined and modified. The POPF 
instruction can be used to load the modified flags back into the EFLAGS register. 


¢ Task switches and the POPF and IRET instructions load the EFLAGS register; therefore, they can be used to 
modify the setting of the IF flag. 


¢ =When an interrupt is handled through an interrupt gate, the IF flag is automatically cleared, which disables 
maskable hardware interrupts. (If an interrupt is handled through a trap gate, the IF flag is not cleared.) 


See the descriptions of the CLI, STI, PUSHF, POPF, and IRET instructions in Chapter 3, “Instruction Set Reference, 
A-L,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A, and Chapter 4, “Instruc- 
tion Set Reference, M-U,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2B, for a 
detailed description of the operations these instructions are allowed to perform on the IF flag. 


6.8.2 Masking Instruction Breakpoints 


The RF (resume) flag in the EFLAGS register controls the response of the processor to instruction-breakpoint condi- 
tions (see the description of the RF flag in Section 2.3, “System Flags and Fields in the EFLAGS Register”). 


When set, it prevents an instruction breakpoint from generating a debug exception (#DB); when clear, instruction 
breakpoints will generate debug exceptions. The primary function of the RF flag is to prevent the processor from 
going into a debug exception loop on an instruction-breakpoint. See Section 17.3.1.1, “Instruction-Breakpoint 
Exception Condition,” for more information on the use of this flag. 


As noted in Section 6.8.3, execution of the MOV or POP instruction to load the SS register suppresses any instruc- 
tion breakpoint on the next instruction (just as if EFLAGS.RF were 1). 


2. The effect of the IOPL on these instructions is modified slightly when the virtual mode extension is enabled by setting the VME flag 
in control register CR4: see Section 19.3, “Interrupt and Exception Handling in Virtual-8086 Mode.” Behavior is also impacted by the 
PVI flag: see Section 19.4, “Protected-Mode Virtual Interrupts.” 


3. Nonmaskable interrupts and system-management interrupts may also be inhibited on the instruction boundary following such an 
execution of STI. 
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6.8.3 Masking Exceptions and Interrupts When Switching Stacks 


To switch to a different stack segment, software often uses a pair of instructions, for example: 


MOV SS, AX 
MOV ESP, StackTop 


(Software might also use the POP instruction to load SS and ESP.) 


If an interrupt or exception occurs after the new SS segment descriptor has been loaded but before the ESP register 
has been loaded, these two parts of the logical address into the stack space are inconsistent for the duration of the 
interrupt or exception handler (assuming that delivery of the interrupt or exception does not itself load a new stack 
pointer). 


To account for this situation, the processor prevents certain events from being delivered after execution of a MOV 
to SS instruction or a POP to SS instruction. The following items provide details: 


¢ Any instruction breakpoint on the next instruction is suppressed (as if EFLAGS.RF were 1). 


¢ Any data breakpoint on the MOV to SS instruction or POP to SS instruction is inhibited until the instruction 
boundary following the next instruction. 


¢ Any single-step trap that would be delivered following the MOV to SS instruction or POP to SS instruction 
(because EFLAGS.TF is 1) is suppressed. 


¢ The suppression and inhibition ends after delivery of an exception or the execution of the next instruction. 


¢ If a sequence of consecutive instructions each loads the SS register (using MOV or POP), only the first is 
guaranteed to inhibit or suppress events in this way. 


Intel recommends that software use the LSS instruction to load the SS register and ESP together. The problem 
identified earlier does not apply to LSS, and the LSS instruction does not inhibit events as detailed above. 


6.9 PRIORITIZATION OF CONCURRENT EVENTS 


If more than one event is pending at an instruction boundary (between execution of instructions), the processor 
services them in a predictable order. Table 6-2 shows the priority among classes of event sources. 


Table 6-2. Priority Among Concurrent Events 
Priority Description 


1 (Highest) Hardware Reset and Machine Checks 
- RESET 
- Machine Check (#MC) 


2 Trap on Task Switch 
- T flag in TSS is set (HDB) 


3 External Hardware Interventions 
- FLUSH 

- STOPCLK 

- SMI 

- INIT 


4 Traps on the Previous Instruction 
- Trap-class Debug Exceptions (#DB due to TF flag set or data/I-O breakpoint) 


Nonmaskable Interrupts (NMI) ? 


Maskable Hardware Interrupts 


Fault-class Debug Exceptions (#DB due to instruction breakpoint) 
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Table 6-2. Priority Among Concurrent Events (Contd.) 


Priority Description 

8 Faults from Fetching Next Instruction 
- Code-Segment Limit Violation (#GP) 
- Code Page Fault (#PF) 


- Control protection exception due to missing ENDBRANCH at target of an indirect call or jump (#CP) 


9 (Lowest) Faults from Decoding the Next Instruction 
- Instruction length > 15 bytes (#GP) 

- Invalid Opcode (#UD) 

- Coprocessor Not Available (#NM) 


NOTE 
1. The Intel® 486 processor and earlier processors group nonmaskable and maskable interrupts in the same priority class. 


The processor first services a pending event from the class which has the highest priority, transferring execution to 
the first instruction of the handler. Lower priority exceptions are discarded; lower priority interrupts are held 
pending. Discarded exceptions may be re-generated when the event handler returns execution to the point in the 
program or task where the original event occurred. While the priority among the classes listed in Table 6-2 is 
consistent across processor implementations, the priority of events within a class is implementation-dependent 
and may vary from processor to processor. 


Table 6-2 specifies the prioritization of events that may be pending at an instruction boundary. It does not specify 
the prioritization of faults that arise during instruction execution or event delivery (these include #BR, #TS, #NP, 

#SS, #GP, #PF, #AC, #MF, #XM, #VE, or #CP). It also does not apply to the events generated by the “Call to Inter- 
rupt Procedure” instructions (INT n, INTO, INT3, and INT1), as these events are integral to the execution of those 
instructions and do not occur between instructions. 


6.10 INTERRUPT DESCRIPTOR TABLE (IDT) 


The interrupt descriptor table (IDT) associates each exception or interrupt vector with a gate descriptor for the 
procedure or task used to service the associated exception or interrupt. Like the GDT and LDTs, the IDT is an array 
of 8-byte descriptors (in protected mode). Unlike the GDT, the first entry of the IDT may contain a descriptor. To 
form an index into the IDT, the processor scales the exception or interrupt vector by eight (the number of bytes in 
a gate descriptor). Because there are only 256 interrupt or exception vectors, the IDT need not contain more than 
256 descriptors. It can contain fewer than 256 descriptors, because descriptors are required only for the interrupt 
and exception vectors that may occur. All empty descriptor slots in the IDT should have the present flag for the 
descriptor set to 0. 


The base addresses of the IDT should be aligned on an 8-byte boundary to maximize performance of cache line 
fills. The limit value is expressed in bytes and is added to the base address to get the address of the last valid byte. 
A limit value of 0 results in exactly 1 valid byte. Because IDT entries are always eight bytes long, the limit should 
always be one less than an integral multiple of eight (that is, 8N - 1). 


The IDT may reside anywhere in the linear address space. As shown in Figure 6-1, the processor locates the IDT 
using the IDTR register. This register holds both a 32-bit base address and 16-bit limit for the IDT. 


The LIDT (load IDT register) and SIDT (store IDT register) instructions load and store the contents of the IDTR 
register, respectively. The LIDT instruction loads the IDTR register with the base address and limit held in a 
memory operand. This instruction can be executed only when the CPL is 0. It normally is used by the initialization 
code of an operating system when creating an IDT. An operating system also may use it to change from one IDT to 
another. The SIDT instruction copies the base and limit value stored in IDTR to memory. This instruction can be 
executed at any privilege level. 


If a vector references a descriptor beyond the limit of the IDT, a general-protection exception (#GP) is generated. 
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NOTE 


Because interrupts are delivered to the processor core only once, an incorrectly configured IDT 
could result in incomplete interrupt handling and/or the blocking of interrupt delivery. 

IA-32 architecture rules need to be followed for setting up IDTR base/limit/access fields and each 
field in the gate descriptors. The same apply for the Intel 64 architecture. This includes implicit 
referencing of the destination code segment through the GDT or LDT and accessing the stack. 


IDTR Register 
47 16 15 0 


IDT Base Address IDT Limit 


| Interrupt 


Descriptor Table (IDT 
>(F) p (IDT) 


Gate for 

Interrupt #n (n-1)*8 
Gate for 

Interrupt #3 16 
Gate for 

Interrupt #2 8 
Gate for 

______y Interrupt #1 0 
31 0 


Figure 6-1. Relationship of the IDTR and IDT 


6.11 IDT DESCRIPTORS 


The IDT may contain any of three kinds of gate descriptors: 
° Task-gate descriptor 

¢ Interrupt-gate descriptor 

* Trap-gate descriptor 


Figure 6-2 shows the formats for the task-gate, interrupt-gate, and trap-gate descriptors. The format of a task 
gate used in an IDT is the same as that of a task gate used in the GDT or an LDT (see Section 7.2.5, “Task-Gate 
Descriptor”). The task gate contains the segment selector for a TSS for an exception and/or interrupt handler task. 


Interrupt and trap gates are very similar to call gates (see Section 5.8.3, “Call Gates”). They contain a far pointer 
(segment selector and offset) that the processor uses to transfer program execution to a handler procedure in an 
exception- or interrupt-handler code segment. These gates differ in the way the processor handles the IF flag in the 
EFLAGS register (see Section 6.12.1.3, “Flag Usage By Exception- or Interrupt-Handler Procedure”). 
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Figure 6-2. IDT Gate Descriptors 


Task Gate 
31 16 15 14 13 12 8 7 
D 
P|} Pp |o0010 1 
L 
31 16 15 
TSS Segment Selector 
Interrupt Gate 
31 16 15 14 13 12 8 7 5 4 
D 
Offset 31..16 P|} Pp /0D110/0 00 
L 
31 16 15 
Segment Selector Offset 15..0 
Trap Gate 
31 16 15 14 13 12 8 7 5 4 
D 
Offset 31..16 P|} P j/0D111/0 00 
L 
31 16 15 
Segment Selector Offset 15..0 
DPL Descriptor Privilege Level 
Offset Offset to procedure entry point 
P Segment Present flag 
Selector Segment Selector for destination code segment 
D Size of gate: 1 = 32 bits; 0 = 16 bits 
Reserved 


INTERRUPT AND EXCEPTION HANDLING 


The processor handles calls to exception- and interrupt-handlers similar to the way it handles calls with a CALL 
instruction to a procedure or a task. When responding to an exception or interrupt, the processor uses the excep- 
tion or interrupt vector as an index to a descriptor in the IDT. If the index points to an interrupt gate or trap gate, 
the processor calls the exception or interrupt handler in a manner similar to a CALL to a call gate (see Section 
5.8.2, “Gate Descriptors,” through Section 5.8.6, “Returning from a Called Procedure”). If index points to a task 
gate, the processor executes a task switch to the exception- or interrupt-handler task in a manner similar to a CALL 
to a task gate (see Section 7.3, “Task Switching”). 
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6.12.1 €xception- or Interrupt-Handler Procedures 


An interrupt gate or trap gate references an exception- or interrupt-handler procedure that runs in the context of 
the currently executing task (see Figure 6-3). The segment selector for the gate points to a segment descriptor for 
an executable code segment in either the GDT or the current LDT. The offset field of the gate descriptor points to 

the beginning of the exception- or interrupt-handling procedure. 


Destination 
IDT Code Segment 
Interrupt 
Offset Procedure 
Interrupt Interrupt or ala cel 
Vector Trap Gate 
> 
Segment Selector 
GDT or LDT 
Base 
Address 
j Segment 
Descriptor 


Figure 6-3. Interrupt Procedure Call 
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When the processor performs a call to the exception- or interrupt-handler procedure: 


If the handler procedure is going to be executed at a numerically lower privilege level, a stack switch occurs. 
When the stack switch occurs: 


a. The segment selector and stack pointer for the stack to be used by the handler are obtained from the TSS 
for the currently executing task. On this new stack, the processor pushes the stack segment selector and 
stack pointer of the interrupted procedure. 


b. The processor then saves the current state of the EFLAGS, CS, and EIP registers on the new stack (see 
Figure 6-4). 


c. If an exception causes an error code to be saved, it is pushed on the new stack after the EIP value. 
If the handler procedure is going to be executed at the same privilege level as the interrupted procedure: 


a. The processor saves the current state of the EFLAGS, CS, and EIP registers on the current stack (see Figure 
6-4). 


b. If an exception causes an error code to be saved, it is pushed on the current stack after the EIP value. 


Stack Usage with No 
Privilege-Level Change 
Interrupted Procedure’s 
and Handler’s Stack 


~x—— ESP Before 
EFLAGS Transfer to Handler 
CS 
EIP 
ErrorCode «ESP After 
Transfer to Handler 


Stack Usage with 
Privilege-Level Change 


Interrupted Procedure’s 


Stack Handler’s Stack 
+<——\ESP Before 

Transfer to Handler ss 

ESP 
EFLAGS 
cS 
EIP 
ESP After——»|__ Error Code 
Transfer to Handler 


Figure 6-4. Stack Usage on Transfers to Interrupt and Exception-Handling Routines 


To return from an exception- or interrupt-handler procedure, the handler must use the IRET (or IRETD) instruction. 
The IRET instruction is similar to the RET instruction except that it restores the saved flags into the EFLAGS 
register. The IOPL field of the EFLAGS register is restored only if the CPLis 0. The IF flag is changed only if the CPL 
is less than or equal to the IOPL. See Chapter 3, “Instruction Set Reference, A-L,” of the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 2A, for a description of the complete operation performed by the 
IRET instruction. 


If a stack switch occurred when calling the handler procedure, the IRET instruction switches back to the interrupted 
procedure’s stack on the return. 
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6.12.1.1 Shadow Stack Usage on Transfers to Interrupt and Exception Handling Routines 


When the processor performs a call to the exception- or interrupt-handler procedure: 


If the handler procedure is going to be execute at a numerically lower privilege level, a shadow stack switch 
occurs. When the shadow stack switch occurs: 


a. 


On a transfer from privilege level 3, if shadow stacks are enabled at privilege level 3 then the SSP is saved 
to the IA32_PL3_SSP MSR. 


If shadow stacks are enabled at the privilege level where the handler will execute then the shadow stack for 
the handler is obtained from one of the following MSRs based on the privilege level at which the handler 
executes. 


¢ JA32_PL2_SSP if handler executes at privilege level 2. 
¢ JA32_PL1_SSP if handler executes at privilege level 1. 
¢ JA32_PLO_SSP if handler executes at privilege level 0. 


The SSP obtained is then verified to ensure it points to a valid supervisory shadow stack that is not currently 
active by verifying a supervisor shadow stack token at the address pointed to by the SSP. The operations 
performed to verify and acquire the supervisor shadow stack token by making it busy are as described in 
Section 18.2.3 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1. 


On this new shadow stack, the processor pushes the CS, LIP (CS.base + EIP), and SSP of the interrupted 
procedure if the interrupted procedure was executing at privilege level less than 3; see Figure 6-5. 


If the handler procedure is going to be executed at the same privilege level as the interrupted procedure and 
shadow stacks are enabled at current privilege level: 


a. 


The processor saves the current state of the CS, LIP (CS.base + EIP), and SSP registers on the current 
shadow stack; see Figure 6-5. 
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Shadow Stack Usage with Privilege- 
Level Change from Level 3 


Interrupted Procedure’s Handler's Shadow Stack 


Shadow Stack 
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Shadow Stack Usage with Privilege- 
Level Change from Level 2 or 1 


Interrupted Procedure’s 


Handler's Shadow Stack 
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SSP Before 
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Supervisor 
Shadow Stack 
Token 


cs 


LIP 


SSP After — SSP 
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Figure 6-5. Shadow Stack Usage on Transfers to Interrupt and Exception-Handling Routines 


To return from an exception- or interrupt-handler procedure, the handler must use the IRET (or IRETD) instruction. 


When executing a return from an interrupt or exception handler from the same privilege level as the interrupted 
procedure, the processor performs these actions to enforce return address protection: 


¢ Restores the CS and EIP registers to their values prior to the interrupt or exception. 
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If shadow stack is enabled: 


— Compares the values on shadow stack at address SSP+8 (the LIP) and SSP+16 (the CS) to the CS and 
(CS.base + EIP) popped from the stack and causes a control protection exception (#CP(FAR-RET/IRET)) if 
they do not match. 


— Pops the top-of-stack value (the SSP prior to the interrupt or exception) from shadow stack into SSP 
register. 


When executing a return from an interrupt or exception handler from a different privilege level than the interrupted 
procedure, the processor performs the actions below. 


If shadow stack is enabled at current privilege level: 
— If SSP is not aligned to 8 bytes then causes a control protection exception (#CP(FAR-RET/IRET)). 
— If privilege level of the procedure being returned to is less than 3 (returning to supervisor mode): 


¢ Compares the values on shadow stack at address SSP+8 (the LIP) and SSP+16 (the CS) to the CS and 
(CS.base + EIP) popped from the stack and causes a control protection exception (#CP(FAR-RET/IRET)) 
if they do not match. 


* Temporarily saves the top-of-stack value (the SSP of the procedure being returned to) internally. 


— Ifa busy supervisor shadow stack token is present at address SSP+24, then marks the token free using 
operations described in section Section 18.2.3 of the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1. 


— Ifthe privilege level of the procedure being returned to is less than 3 (returning to supervisor mode), 
restores the SSP register from the internally saved value. 


— Ifthe privilege level of the procedure being returned to is 3 (returning to user mode) and shadow stack is 
enabled at privilege level 3, then restores the SSP register with value of IA32_PL3_SSP MSR. 


6.12.1.2 Protection of Exception- and Interrupt-Handler Procedures 


The privilege-level protection for exception- and interrupt-handler procedures is similar to that used for ordinary 
procedure calls when called through a call gate (see Section 5.8.4, “Accessing a Code Segment Through a Call 
Gate”). The processor does not permit transfer of execution to an exception- or interrupt-handler procedure in a 
less privileged code segment (numerically greater privilege level) than the CPL. 


An attempt to violate this rule results in a general-protection exception (#GP). The protection mechanism for 
exception- and interrupt-handler procedures is different in the following ways: 


Because interrupt and exception vectors have no RPL, the RPL is not checked on implicit calls to exception and 
interrupt handlers. 


The processor checks the DPL of the interrupt or trap gate only if an exception or interrupt is generated with an 
INT n, INT3, or INTO instruction.* Here, the CPL must be less than or equal to the DPL of the gate. This 
restriction prevents application programs or procedures running at privilege level 3 from using a software 
interrupt to access critical exception handlers, such as the page-fault handler, providing that those handlers are 
placed in more privileged code segments (numerically lower privilege level). For hardware-generated interrupts 
and processor-detected exceptions, the processor ignores the DPL of interrupt and trap gates. 


Because exceptions and interrupts generally do not occur at predictable times, these privilege rules effectively 
impose restrictions on the privilege levels at which exception and interrupt- handling procedures can run. Either of 
the following techniques can be used to avoid privilege-level violations. 


The exception or interrupt handler can be placed in a conforming code segment. This technique can be used for 
handlers that only need to access data available on the stack (for example, divide error exceptions). If the 
handler needs data from a data segment, the data segment needs to be accessible from privilege level 3, which 
would make it unprotected. 


The handler can be placed in a nonconforming code segment with privilege level 0. This handler would always 
run, regardless of the CPL that the interrupted program or task is running at. 


This check is not performed by execution of the INT1 instruction (opcode F1); it would be performed by execution of INT 1 (opcode 
CD 01). 
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6.12.1.3 Flag Usage By Exception- or Interrupt-Handler Procedure 


When accessing an exception or interrupt handler through either an interrupt gate or a trap gate, the processor 

clears the TF flag in the EFLAGS register after it saves the contents of the EFLAGS register on the stack. (On calls 
to exception and interrupt handlers, the processor also clears the VM, RF, and NT flags in the EFLAGS register, after 
they are saved on the stack.) Clearing the TF flag prevents instruction tracing from affecting interrupt response and 
ensures that no single-step exception will be delivered after delivery to the handler. A subsequent IRET instruction 
restores the TF (and VM, RF, and NT) flags to the values in the saved contents of the EFLAGS register on the stack. 


The only difference between an interrupt gate and a trap gate is the way the processor handles the IF flag in the 
EFLAGS register. When accessing an exception- or interrupt-handling procedure through an interrupt gate, the 
processor clears the IF flag to prevent other interrupts from interfering with the current interrupt handler. A subse- 
quent IRET instruction restores the IF flag to its value in the saved contents of the EFLAGS register on the stack. 
Accessing a handler procedure through a trap gate does not affect the IF flag. 


6.12.2 Interrupt Tasks 


When an exception or interrupt handler is accessed through a task gate in the IDT, a task switch results. Handling 
an exception or interrupt with a separate task offers several advantages: 


¢ The entire context of the interrupted program or task is saved automatically. 


¢ Anew TSS permits the handler to use a new privilege level 0 stack when handling the exception or interrupt. If 
an exception or interrupt occurs when the current privilege level 0 stack is corrupted, accessing the handler 
through a task gate can prevent a system crash by providing the handler with a new privilege level 0 stack. 


¢ The handler can be further isolated from other tasks by giving it a separate address space. This is done by 
giving it a separate LDT. 


The disadvantage of handling an interrupt with a separate task is that the amount of machine state that must be 
saved on a task switch makes it slower than using an interrupt gate, resulting in increased interrupt latency. 


A task gate in the IDT references a TSS descriptor in the GDT (see Figure 6-6). A switch to the handler task is 
handled in the same manner as an ordinary task switch (see Section 7.3, “Task Switching”). The link back to the 
interrupted task is stored in the previous task link field of the handler task’s TSS. If an exception caused an error 
code to be generated, this error code is copied to the stack of the new task. 


When exception- or interrupt-handler tasks are used in an operating system, there are actually two mechanisms 
that can be used to dispatch tasks: the software scheduler (part of the operating system) and the hardware sched- 
uler (part of the processor's interrupt mechanism). The software scheduler needs to accommodate interrupt tasks 
that may be dispatched when interrupts are enabled. 
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6.13 


NOTE 


Because IA-32 architecture tasks are not re-entrant, an interrupt-handler task must disable 
interrupts between the time it completes handling the interrupt and the time it executes the IRET 
instruction. This action prevents another interrupt from occurring while the interrupt task’s TSS is 
still marked busy, which would cause a general-protection (#GP) exception. 


TSS for Interrupt- 
IDT Handling Task 


Interrupt 


Vector Task Gate 


TSS Selector TSS 
Base 
GDT Address 


— TSS Descriptor 


Figure 6-6. Interrupt Task Switch 


ERROR CODE 


When an exception condition is related to a specific segment selector or IDT vector, the processor pushes an error 
code onto the stack of the exception handler (whether it is a procedure or task). The error code has the format 
shown in Figure 6-7. The error code resembles a segment selector; however, instead of a TI flag and RPL field, the 
error code contains 3 flags: 


EXT 


IDT 


TI 


External event (bit 0) — When set, indicates that the exception occurred during delivery of an 
event external to the program, such as an interrupt or an earlier exception.” The bit is cleared if the 
exception occurred during delivery of a software interrupt (INT n, INT3, or INTO). 


Descriptor location (bit 1) — When set, indicates that the index portion of the error code refers 
to a gate descriptor in the IDT; when clear, indicates that the index refers to a descriptor in the GDT 
or the current LDT. 


GDT/LDT (bit 2) — Only used when the IDT flag is clear. When set, the TI flag indicates that the 
index portion of the error code refers to a segment or gate descriptor in the LDT; when clear, it indi- 
cates that the index refers to a descriptor in the current GDT. 


5. The bit is also set if the exception occurred during delivery of INT1. 
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Reserved Segment Selector Index 


Figure 6-7. Error Code 


The segment selector index field provides an index into the IDT, GDT, or current LDT to the segment or gate 
selector being referenced by the error code. In some cases the error code is null (all bits are clear except possibly 
EXT). A null error code indicates that the error was not caused by a reference to a specific segment or that a null 
segment selector was referenced in an operation. 


The format of the error code is different for page-fault exceptions (#PF). See the “Interrupt 14—Page-Fault Excep- 
tion (#PF)” section in this chapter. 


The format of the error code is different for control protection exceptions (#CP). See the “Interrupt 21—Control 
Protection Exception (#CP)” section in this chapter. 


The error code is pushed on the stack as a doubleword or word (depending on the default interrupt, trap, or task 
gate size). To keep the stack aligned for doubleword pushes, the upper half of the error code is reserved. Note that 
the error code is not popped when the IRET instruction is executed to return from an exception handler, so the 
handler must remove the error code before executing a return. 


Error codes are not pushed on the stack for exceptions that are generated externally (with the INTR or LINT[1:0] 
pins) or the INT rn instruction, even if an error code is normally produced for those exceptions. 


6.14 EXCEPTION AND INTERRUPT HANDLING IN 64-BIT MODE 


In 64-bit mode, interrupt and exception handling is similar to what has been described for non-64-bit modes. The 
following are the exceptions: 


¢ All interrupt handlers pointed by the IDT are in 64-bit code (this does not apply to the SMI handler). 
° The size of interrupt-stack pushes is fixed at 64 bits; and the processor uses 8-byte, zero extended stores. 


¢ The stack pointer (SS:RSP) is pushed unconditionally on interrupts. In legacy modes, this push is conditional 
and based on a change in current privilege level (CPL). 


¢ The new SS is set to NULL if there is a change in CPL. 

¢ _IRET behavior changes. 

¢ There is a new interrupt stack-switch mechanism and a new interrupt shadow stack-switch mechanism. 
¢ The alignment of interrupt stack frame is different. 


6.14.1 64-Bit Mode IDT 


Interrupt and trap gates are 16 bytes in length to provide a 64-bit offset for the instruction pointer (RIP). The 64- 
bit RIP referenced by interrupt-gate descriptors allows an interrupt service routine to be located anywhere in the 
linear-address space. See Figure 6-8. 
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IST Interrupt Stack Table 


Figure 6-8. 64-Bit IDT Gate Descriptors 


In 64-bit mode, the IDT index is formed by scaling the interrupt vector by 16. The first eight bytes (bytes 7:0) of a 
64-bit mode interrupt gate are similar but not identical to legacy 32-bit interrupt gates. The type field (bits 11:8 in 
bytes 7:4) is described in Table 3-2. The Interrupt Stack Table (IST) field (bits 4:0 in bytes 7:4) is used by the stack 
switching mechanisms described in Section 6.14.5, “Interrupt Stack Table.” Bytes 11:8 hold the upper 32 bits of 
the target RIP (interrupt segment offset) in canonical form. A general-protection exception (#GP) is generated if 
software attempts to reference an interrupt gate with a target RIP that is not in canonical form. 


The target code segment referenced by the interrupt gate must be a 64-bit code segment (CS.L = 1, CS.D = 0). If 
the target is not a 64-bit code segment, a general-protection exception (#GP) is generated with the IDT vector 
number reported as the error code. 


Only 64-bit interrupt and trap gates can be referenced in IA-32e mode (64-bit mode and compatibility mode). 
Legacy 32-bit interrupt or trap gate types (OEH or OFH) are redefined in IA-32e mode as 64-bit interrupt and trap 
gate types. No 32-bit interrupt or trap gate type exists in IA-32e mode. If a reference is made to a 16-bit interrupt 
or trap gate (06H or 07H), a general-protection exception (#GP(0)) is generated. 


6.14.2 64-Bit Mode Stack Frame 


In legacy mode, the size of an IDT entry (16 bits or 32 bits) determines the size of interrupt-stack-frame pushes. 
SS:ESP is pushed only on a CPL change. In 64-bit mode, the size of interrupt stack-frame pushes is fixed at eight 
bytes. This is because only 64-bit mode gates can be referenced. 64-bit mode also pushes SS:RSP unconditionally, 
rather than only on a CPL change. 


When shadow stacks are enabled at the interrupt handler’s privilege level and the interrupted procedure was not 
executing at a privilege level 3, then the processor pushes the CS:LIP:SSP of the interrupted procedure on the 
shadow stack of the interrupt handler (where LIP is the linear address of the return address). 


Aside from error codes, pushing SS:RSP unconditionally presents operating systems with a consistent interrupt- 
stackframe size across all interrupts. Interrupt service-routine entry points that handle interrupts generated by the 
INTn instruction or external INTR# signal can push an additional error code place-holder to maintain consistency. 


In legacy mode, the stack pointer may be at any alignment when an interrupt or exception causes a stack frame to 
be pushed. This causes the stack frame and succeeding pushes done by an interrupt handler to be at arbitrary 
alignments. In IA-32e mode, the RSP is aligned to a 16-byte boundary before pushing the stack frame. The stack 
frame itself is aligned on a 16-byte boundary when the interrupt handler is called. The processor can arbitrarily 
realign the new RSP on interrupts because the previous (possibly unaligned) RSP is unconditionally saved on the 
newly aligned stack. The previous RSP will be automatically restored by a subsequent IRET. 
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Aligning the stack permits exception and interrupt frames to be aligned on a 16-byte boundary before interrupts 
are re-enabled. This allows the stack to be formatted for optimal storage of 16-byte XMM registers, which enables 
the interrupt handler to use faster 16-byte aligned loads and stores (MOVAPS rather than MOVUPS) to save and 
restore XMM registers. 


Although the RSP alignment is always performed when LMA = 1, it is only of consequence for the kernel-mode case 
where there is no stack switch or IST used. For a stack switch or IST, the OS would have presumably put suitably 
aligned RSP values in the TSS. 


6.14.3. IRET in lA-32e Mode 


In IA-32e mode, IRET executes with an 8-byte operand size. There is nothing that forces this requirement. The 
stack is formatted in such a way that for actions where IRET is required, the 8-byte IRET operand size works 
correctly. 


Because interrupt stack-frame pushes are always eight bytes in IA-32e mode, an IRET must pop eight byte items 
off the stack. This is accomplished by preceding the IRET with a 64-bit operand-size prefix. The size of the pop is 
determined by the address size of the instruction. The SS/ESP/RSP size adjustment is determined by the stack 
size. 


IRET pops SS:RSP unconditionally off the interrupt stack frame only when it is executed in 64-bit mode. In compat- 
ibility mode, IRET pops SS:RSP off the stack only if there is a CPL change. This allows legacy applications to 
execute properly in compatibility mode when using the IRET instruction. 64-bit interrupt service routines that exit 
with an IRET unconditionally pop SS:RSP off of the interrupt stack frame, even if the target code segment is 
running in 64-bit mode or at CPL = O. This is because the original interrupt always pushes SS:RSP. 


When shadow stacks are enabled and the target privilege level is not 3, the CS:LIP from the shadow stack frame is 
compared to the return linear address formed by CS:EIP from the stack. If they do not match then the processor 
caused a control protection exception (#CP(FAR-RET/IRET)), else the processor pops the SSP of the interrupted 
procedure from the shadow stack. If the target privilege level is 3 and shadow stacks are enabled at privilege level 
3, then the SSP for the interrupted procedure is restored from the IA32_PL3_SSP MSR. 


In IA-32e mode, IRET is allowed to load a NULL SS under certain conditions. If the target mode is 64-bit mode and 
the target CPL + 3, IRET allows SS to be loaded with a NULL selector. As part of the stack switch mechanism, an 
interrupt or exception sets the new SS to NULL, instead of fetching a new SS selector from the TSS and loading the 
corresponding descriptor from the GDT or LDT. The new SS selector is set to NULL in order to properly handle 
returns from subsequent nested far transfers. If the called procedure itself is interrupted, the NULL SS is pushed 
on the stack frame. On the subsequent IRET, the NULL SS on the stack acts as a flag to tell the processor not to 
load a new SS descriptor. 


6.14.4 Stack Switching in IA-32e Mode 


The IA-32 architecture provides a mechanism to automatically switch stack frames in response to an interrupt. The 
64-bit extensions of Intel 64 architecture implement a modified version of the legacy stack-switching mechanism 
and an alternative stack-switching mechanism called the interrupt stack table (IST). 


In IA-32 modes, the legacy IA-32 stack-switch mechanism is unchanged. In IA-32e mode, the legacy stack-switch 
mechanism is modified. When stacks are switched as part of a 64-bit mode privilege-level change (resulting from 
an interrupt), a new SS descriptor is not loaded. IA-32e mode loads only an inner-level RSP from the TSS. The new 
SS selector is forced to NULL and the SS selector’s RPL field is set to the new CPL. The new SS is set to NULL in 
order to handle nested far transfers (far CALL, INT, interrupts and exceptions). The old SS and RSP are saved on 
the new stack (Figure 6-9). On the subsequent IRET, the old SS is popped from the stack and loaded into the SS 
register. 


In summary, a stack switch in IA-32e mode works like the legacy stack switch, except that a new SS selector is not 
loaded from the TSS. Instead, the new SS is forced to NULL. 
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Figure 6-9. IA-32e Mode Stack Usage After Privilege Level Change 


6.14.5 Interrupt Stack Table 


In IA-32e mode, a new interrupt stack table (IST) mechanism is available as an alternative to the modified legacy 
stack-switching mechanism described above. This mechanism unconditionally switches stacks when it is enabled. 

It can be enabled on an individual interrupt-vector basis using a field in the IDT entry. This means that some inter- 
rupt vectors can use the modified legacy mechanism and others can use the IST mechanism. 


The IST mechanism is only available in IA-32e mode. It is part of the 64-bit mode TSS. The motivation for the IST 
mechanism is to provide a method for specific interrupts (such as NMI, double-fault, and machine-check) to always 
execute on a known good stack. In legacy mode, interrupts can use the task-switch mechanism to set up a known- 
good stack by accessing the interrupt service routine through a task gate located in the IDT. However, the legacy 
task-switch mechanism is not supported in IA-32e mode. 


The IST mechanism provides up to seven IST pointers in the TSS. The pointers are referenced by an interrupt-gate 
descriptor in the interrupt-descriptor table (IDT); see Figure 6-8. The gate descriptor contains a 3-bit IST index 
field that provides an offset into the IST section of the TSS. Using the IST mechanism, the processor loads the value 
pointed by an IST pointer into the RSP. 


When an interrupt occurs, the new SS selector is forced to NULL and the SS selector’s RPL field is set to the new 
CPL. The old SS, RSP, RFLAGS, CS, and RIP are pushed onto the new stack. Interrupt processing then proceeds as 
normal. If the IST index is zero, the modified legacy stack-switching mechanism described above is used. 


To support this stack-switching mechanism with shadow stacks enabled, the processor provides an MSR, 
IA32_INTERRUPT_SSP_TABLE, to program the linear address of a table of seven shadow stack pointers that are 
selected using the IST index from the gate descriptor. To switch to a shadow stack selected from the interrupt 
shadow stack table pointed to by the IA32_INTERRUPT_SSP_TABLE, the processor requires that the shadow stack 
addresses programmed into this table point to a supervisor shadow stack token; see Figure 6-10. 
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Figure 6-10. Interrupt Shadow Stack Table 


6.15 EXCEPTION AND INTERRUPT REFERENCE 


The following sections describe conditions which generate exceptions and interrupts. They are arranged in the 
order of vector numbers. The information contained in these sections are as follows: 


Exception Class — Indicates whether the exception class is a fault, trap, or abort type. Some exceptions can 
be either a fault or trap type, depending on when the error condition is detected. (This section is not applicable 
to interrupts.) 


Description — Gives a general description of the purpose of the exception or interrupt type. It also describes 
how the processor handles the exception or interrupt. 


Exception Error Code — Indicates whether an error code is saved for the exception. If one is saved, the 
contents of the error code are described. (This section is not applicable to interrupts.) 


Saved Instruction Pointer — Describes which instruction the saved (or return) instruction pointer points to. 
It also indicates whether the pointer can be used to restart a faulting instruction. 


Program State Change — Describes the effects of the exception or interrupt on the state of the currently 
running program or task and the possibilities of restarting the program or task without loss of continuity. 
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Interrupt O—Divide Error Exception (#DE) 


Exception Class Fault. 


Description 


Indicates the divisor operand for a DIV or IDIV instruction is 0 or that the result cannot be represented in the 
number of bits specified for the destination operand. 


Exception Error Code 
None. 


Saved Instruction Pointer 


Saved contents of CS and EIP registers point to the instruction that generated the exception. 


Program State Change 


A program-state change does not accompany the divide error, because the exception occurs before the faulting 
instruction is executed. 
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Interrupt 1—Debug Exception (#DB) 


Exception Class Trap or Fault. The exception handler can distinguish between traps or faults by exam- 
ining the contents of DR6 and the other debug registers. 


Description 


Indicates that one or more of several debug-exception conditions has been detected. Whether the exception is a 
fault or a trap depends on the condition (see Table 6-3). See Chapter 17, “Debug, Branch Profile, TSC, and Intel® 
Resource Director Technology (Intel® RDT) Features,” for detailed information about the debug exceptions. 


Table 6-3. Debug Exception Conditions and Corresponding Exception Classes 


Exception Condition Exception Class 
Instruction fetch breakpoint Fault 

Data read or write breakpoint Trap 

I/O read or write breakpoint Trap 

General detect condition (in conjunction with in-circuit emulation) Fault 
Single-step Trap 
Task-switch Trap 

Execution of INT1! Trap 
NOTES: 


1. Hardware vendors may use the INT1 instruction for hardware debug. For that reason, Intel recommends software vendors instead 
use the INT3 instruction for software breakpoints. 


Exception Error Code 
None. An exception handler can examine the debug registers to determine which condition caused the exception. 


Saved Instruction Pointer 
Fault — Saved contents of CS and EIP registers point to the instruction that generated the exception. 


Trap — Saved contents of CS and EIP registers point to the instruction following the instruction that generated the 
exception. 


Program State Change 


Fault — A program-state change does not accompany the debug exception, because the exception occurs before 
the faulting instruction is executed. The program can resume normal execution upon returning from the debug 
exception handler. 


Trap — A program-state change does accompany the debug exception, because the instruction or task switch being 
executed is allowed to complete before the exception is generated. However, the new state of the program is not 
corrupted and execution of the program can continue reliably. 


The following items detail the treatment of debug exceptions on the instruction boundary following execution of the 
MOV or the POP instruction that loads the SS register: 


¢ If EFLAGS.TF is 1, no single-step trap is generated. 


¢ If the instruction encounters a data breakpoint, the resulting debug exception is delivered after completion of 
the instruction after the MOV or POP. This occurs even if the next instruction is INT n, INT3, or INTO. 


e = Any instruction breakpoint on the instruction after the MOV or POP is suppressed (as if EFLAGS.RF were 1). 


Any debug exception inside an RTM region causes a transactional abort and, by default, redirects control flow to the 
fallback instruction address. If advanced debugging of RTM transactional regions has been enabled, any transac- 
tional abort due to a debug exception instead causes execution to roll back to just before the XBEGIN instruction 
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and then delivers a #DB. See Section 16.3.7, “RTM-Enabled Debugger Support,” of Inte/® 64 and IA-32 Architec- 
tures Software Developer’s Manual, Volume 1. 
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Interrupt 2—NMI Interrupt 


Exception Class Not applicable. 


Description 


The nonmaskable interrupt (NMI) is generated externally by asserting the processor’s NMI pin or through an NMI 
request set by the I/O APIC to the local APIC. This interrupt causes the NMI interrupt handler to be called. 


Exception Error Code 
Not applicable. 


Saved Instruction Pointer 


The processor always takes an NMI interrupt on an instruction boundary. The saved contents of CS and EIP regis- 
ters point to the next instruction to be executed at the point the interrupt is taken. See Section 6.5, “Exception 
Classifications,” for more information about when the processor takes NMI interrupts. 


Program State Change 


The instruction executing when an NMI interrupt is received is completed before the NMI is generated. A program 
or task can thus be restarted upon returning from an interrupt handler without loss of continuity, provided the 
interrupt handler saves the state of the processor before handling the interrupt and restores the processor’s state 
prior to a return. 


Vol. 3A 6-27 


INTERRUPT AND EXCEPTION HANDLING 


Interrupt 3—Breakpoint Exception (#BP) 


Exception Class Trap. 


Description 


Indicates that a breakpoint instruction (INT3, opcode CC) was executed, causing a breakpoint trap to be gener- 
ated. Typically, a debugger sets a breakpoint by replacing the first opcode byte of an instruction with the opcode for 
the INT3 instruction. (The INT3 instruction is one byte long, which makes it easy to replace an opcode in a code 
segment in RAM with the breakpoint opcode.) The operating system or a debugging tool can use a data segment 
mapped to the same physical address space as the code segment to place an INT3 instruction in places where it is 
desired to call the debugger. 


With the P6 family, Pentium, Intel486, and Intel386 processors, it is more convenient to set breakpoints with the 
debug registers. (See Section 17.3.2, “Breakpoint Exception (#BP)—Interrupt Vector 3,” for information about the 
breakpoint exception.) If more breakpoints are needed beyond what the debug registers allow, the INT3 instruction 
can be used. 


Any breakpoint exception inside an RTM region causes a transactional abort and, by default, redirects control flow 
to the fallback instruction address. If advanced debugging of RTM transactional regions has been enabled, any 
transactional abort due to a break exception instead causes execution to roll back to just before the XBEGIN 
instruction and then delivers a debug exception (#DB) — nota breakpoint exception. See Section 16.3.7, “RTM- 
Enabled Debugger Support,” of Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1. 


A breakpoint exception can also be generated by executing the INT rn instruction with an operand of 3. The action 
of this instruction (INT 3) is slightly different than that of the INT3 instruction (see “INT n/INTO/INT3/INT1—Call to 
Interrupt Procedure” in Chapter 3 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
2A). 


Exception Error Code 
None. 


Saved Instruction Pointer 
Saved contents of CS and EIP registers point to the instruction following the INT3 instruction. 


Program State Change 


Even though the EIP points to the instruction following the breakpoint instruction, the state of the program is 
essentially unchanged because the INT3 instruction does not affect any register or memory locations. The 
debugger can thus resume the suspended program by replacing the INT3 instruction that caused the breakpoint 
with the original opcode and decrementing the saved contents of the EIP register. Upon returning from the 
debugger, program execution resumes with the replaced instruction. 
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Interrupt 4—Overflow Exception (#OF) 


Exception Class Trap. 


Description 


Indicates that an overflow trap occurred when an INTO instruction was executed. The INTO instruction checks the 
state of the OF flag in the EFLAGS register. If the OF flag is set, an overflow trap is generated. 


Some arithmetic instructions (such as the ADD and SUB) perform both signed and unsigned arithmetic. These 
instructions set the OF and CF flags in the EFLAGS register to indicate signed overflow and unsigned overflow, 
respectively. When performing arithmetic on signed operands, the OF flag can be tested directly or the INTO 
instruction can be used. The benefit of using the INTO instruction is that if the overflow exception is detected, an 
exception handler can be called automatically to handle the overflow condition. 


Exception Error Code 


None. 


Saved Instruction Pointer 


The saved contents of CS and EIP registers point to the instruction following the INTO instruction. 


Program State Change 


Even though the EIP points to the instruction following the INTO instruction, the state of the program is essentially 
unchanged because the INTO instruction does not affect any register or memory locations. The program can thus 
resume normal execution upon returning from the overflow exception handler. 
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Interrupt 5—BOUND Range Exceeded Exception (#BR) 


Exception Class Fault. 


Description 


Indicates that a BOUND-range-exceeded fault occurred when a BOUND instruction was executed. The BOUND 
instruction checks that a signed array index is within the upper and lower bounds of an array located in memory. If 
the array index is not within the bounds of the array, a BOUND-range-exceeded fault is generated. 


Exception Error Code 
None. 


Saved Instruction Pointer 


The saved contents of CS and EIP registers point to the BOUND instruction that generated the exception. 


Program State Change 


A program-state change does not accompany the bounds-check fault, because the operands for the BOUND 
instruction are not modified. Returning from the BOUND-range-exceeded exception handler causes the BOUND 
instruction to be restarted. 
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Interrupt 6—Invalid Opcode Exception (#UD) 


Exception Class Fault. 


Description 
Indicates that the processor did one of the following things: 
¢ Attempted to execute an invalid or reserved opcode. 


¢ Attempted to execute an instruction with an operand type that is invalid for its accompanying opcode; for 
example, the source operand for a LES instruction is not a memory location. 


e Attempted to execute an MMX or SSE/SSE2/SSE3 instruction on an Intel 64 or IA-32 processor that does not 
support the MMX technology or SSE/SSE2/SSE3/SSSE3 extensions, respectively. CPUID feature flags MMX (bit 
23), SSE (bit 25), SSE2 (bit 26), SSE3 (ECX, bit 0), SSSE3 (ECX, bit 9) indicate support for these extensions. 

e Attempted to execute an MMX instruction or SSE/SSE2/SSE3/SSSE3 SIMD instruction (with the exception of 
the MOVNTI, PAUSE, PREFETCHh, SFENCE, LFENCE, MFENCE, CLFLUSH, MONITOR, and MWAIT instructions) 
when the EM flag in control register CRO is set (1). 

¢ Attempted to execute an SSE/SE2/SSE3/SSSE3 instruction when the OSFXSR bit in control register CR4 is 
clear (0). Note this does not include the following SSE/SSE2/SSE3 instructions: MASKMOVQ, MOVNTQ, 
MOVNTI, PREFETCHA, SFENCE, LFENCE, MFENCE, and CLFLUSH; or the 64-bit versions of the PAVGB, PAVGW, 
PEXTRW, PINSRW, PMAXSW, PMAXUB, PMINSW, PMINUB, PMOVMSKB, PMULHUW, PSADBW, PSHUFW, PADDQ, 
PSUBQ, PALIGNR, PABSB, PABSD, PABSW, PHADDD, PHADDSW, PHADDW, PHSUBD, PHSUBSW, PHSUBW, 
PMADDUBSM, PMULHRSW, PSHUFB, PSIGNB, PSIGND, and PSIGNW. 

¢ Attempted to execute an SSE/SSE2/SSE3/SSSE3 instruction on an Intel 64 or IA-32 processor that caused a 
SIMD floating-point exception when the OSXMMEXCPT bit in control register CR4 is clear (0). 

e Executed a UDO, UD1 or UD2 instruction. Note that even though it is the execution of the UDO, UD1 or UD2 
instruction that causes the invalid opcode exception, the saved instruction pointer will still points at the UDO, 
UD1 or UD2 instruction. 

° Detected a LOCK prefix that precedes an instruction that may not be locked or one that may be locked but the 
destination operand is not a memory location. 

e Attempted to execute an LLDT, SLDT, LTR, STR, LSL, LAR, VERR, VERW, or ARPL instruction while in real- 
address or virtual-8086 mode. 


¢ Attempted to execute the RSM instruction when not in SMM mode. 


In Intel 64 and IA-32 processors that implement out-of-order execution microarchitectures, this exception is not 
generated until an attempt is made to retire the result of executing an invalid instruction; that is, decoding and 
speculatively attempting to execute an invalid opcode does not generate this exception. Likewise, in the Pentium 
processor and earlier IA-32 processors, this exception is not generated as the result of prefetching and preliminary 
decoding of an invalid instruction. (See Section 6.5, “Exception Classifications,” for general rules for taking of inter- 
rupts and exceptions.) 


The opcodes D6 and F1 are undefined opcodes reserved by the Intel 64 and IA-32 architectures. These opcodes, 
even though undefined, do not generate an invalid opcode exception. 


Exception Error Code 
None. 


Saved Instruction Pointer 


The saved contents of CS and EIP registers point to the instruction that generated the exception. 
Program State Change 


A program-state change does not accompany an invalid-opcode fault, because the invalid instruction is not 
executed. 
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Interrupt 7—Device Not Available Exception (#NM) 


Exception Class Fault. 


Description 
Indicates one of the following things: 
The device-not-available exception is generated by either of three conditions: 


¢ The processor executed an x87 FPU floating-point instruction while the EM flag in control register CRO was set 
(1). See the paragraph below for the special case of the WAIT/FWAIT instruction. 


¢ The processor executed a WAIT/FWAIT instruction while the MP and TS flags of register CRO were set, 
regardless of the setting of the EM flag. 


¢ The processor executed an x87 FPU, MMX, or SSE/SSE2/SSE3 instruction (with the exception of MOVNTI, 
PAUSE, PREFETCHh, SFENCE, LFENCE, MFENCE, and CLFLUSH) while the TS flag in control register CRO was set 
and the EM flag is clear. 


The EM flag is set when the processor does not have an internal x87 FPU floating-point unit. A device-not-available 
exception is then generated each time an x87 FPU floating-point instruction is encountered, allowing an exception 
handler to call floating-point instruction emulation routines. 


The TS flag indicates that a context switch (task switch) has occurred since the last time an x87 floating-point, 
MMX, or SSE/SSE2/SSE3 instruction was executed; but that the context of the x87 FPU, XMM, and MXCSR registers 
were not saved. When the TS flag is set and the EM flag is clear, the processor generates a device-not-available 
exception each time an x87 floating-point, MMX, or SSE/SSE2/SSE3 instruction is encountered (with the exception 
of the instructions listed above). The exception handler can then save the context of the x87 FPU, XMM, and MXCSR 
registers before it executes the instruction. See Section 2.5, “Control Registers,” for more information about the TS 
flag. 


The MP flag in control register CRO is used along with the TS flag to determine if WAIT or FWAIT instructions should 
generate a device-not-available exception. It extends the function of the TS flag to the WAIT and FWAIT instruc- 
tions, giving the exception handler an opportunity to save the context of the x87 FPU before the WAIT or FWAIT 
instruction is executed. The MP flag is provided primarily for use with the Intel 286 and Intel386 DX processors. For 
programs running on the Pentium 4, Intel Xeon, P6 family, Pentium, or Intel486 DX processors, or the Intel 487 SX 
coprocessors, the MP flag should always be set; for programs running on the Intel486 SX processor, the MP flag 
should be clear. 


Exception Error Code 
None. 


Saved Instruction Pointer 


The saved contents of CS and EIP registers point to the floating-point instruction or the WAIT/FWAIT instruction 
that generated the exception. 


Program State Change 


A program-state change does not accompany a device-not-available fault, because the instruction that generated 
the exception is not executed. 


If the EM flag is set, the exception handler can then read the floating-point instruction pointed to by the EIP and call 
the appropriate emulation routine. 


If the MP and TS flags are set or the TS flag alone is set, the exception handler can save the context of the x87 FPU, 
clear the TS flag, and continue execution at the interrupted floating-point or WAIT/FWAIT instruction. 
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Interrupt 8—Double Fault Exception (#DF) 


Exception Class Abort. 


Description 


Indicates that the processor detected a second exception while calling an exception handler for a prior exception. 
Normally, when the processor detects another exception while trying to call an exception handler, the two excep- 
tions can be handled serially. If, however, the processor cannot handle them serially, it signals the double-fault 
exception. To determine when two faults need to be signalled as a double fault, the processor divides the excep- 
tions into three classes: benign exceptions, contributory exceptions, and page faults (see Table 6-4). 


Table 6-4. Interrupt and Exception Classes 
Class Vector Number Description 


Benign Exceptions and Interrupts 1 Debug 

2 NMI Interrupt 

3 Breakpoint 

4 Overflow 

5 BOUND Range Exceeded 
6 Invalid Opcode 

7 Device Not Available 

9 Coprocessor Segment Overrun 
16 Floating-Point Error 

17 Alignment Check 

18 Machine Check 

19 SIMD floating-point 

All INT n 

All INTR 

0 

10 

11 

12 

13 


Divide Error 

Invalid TSS 

Segment Not Present 
Stack Fault 

General Protection 


Contributory Exceptions 


21 Control Protection 


Page Faults 14 Page Fault 
20 Virtualization Exception 


Table 6-5 shows the various combinations of exception classes that cause a double fault to be generated. A double- 
fault exception falls in the abort class of exceptions. The program or task cannot be restarted or resumed. The 
double-fault handler can be used to collect diagnostic information about the state of the machine and/or, when 
possible, to shut the application and/or system down gracefully or restart the system. 
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A segment or page fault may be encountered while prefetching instructions; however, this behavior is outside the 
domain of Table 6-5. Any further faults generated while the processor is attempting to transfer control to the appro- 
priate fault handler could still lead to a double-fault sequence. 


Table 6-5. Conditions for Generating a Double Fault 


; ; Second Exception 
First Exception : : 
Benign Contributory Page Fault 
Benign Handle Exceptions Serially Handle Exceptions Serially Handle Exceptions Serially 
Contributory Handle Exceptions Serially Generate a Double Fault Handle Exceptions Serially 
Page Fault Handle Exceptions Serially Generate a Double Fault Generate a Double Fault 
Double Fault Handle Exceptions Serially Enter Shutdown Mode Enter Shutdown Mode 


If another contributory or page fault exception occurs while attempting to call the double-fault handler, the 
processor enters shutdown mode. This mode is similar to the state following execution of an HLT instruction. In this 
mode, the processor stops executing instructions until an NMI interrupt, SMI interrupt, hardware reset, or INIT# is 
received. The processor generates a special bus cycle to indicate that it has entered shutdown mode. Software 
designers may need to be aware of the response of hardware when it goes into shutdown mode. For example, hard- 
ware may turn on an indicator light on the front panel, generate an NMI interrupt to record diagnostic information, 
invoke reset initialization, generate an INIT initialization, or generate an SMI. If any events are pending during 
shutdown, they will be handled after an wake event from shutdown is processed (for example, A20M# interrupts). 


If a shutdown occurs while the processor is executing an NMI interrupt handler, then only a hardware reset can 
restart the processor. Likewise, if the shutdown occurs while executing in SMM, a hardware reset must be used to 
restart the processor. 


Exception Error Code 
Zero. The processor always pushes an error code of 0 onto the stack of the double-fault handler. 


Saved Instruction Pointer 


The saved contents of CS and EIP registers are undefined. 


Program State Change 


A program-state following a double-fault exception is undefined. The program or task cannot be resumed or 
restarted. The only available action of the double-fault exception handler is to collect all possible context informa- 
tion for use in diagnostics and then close the application and/or shut down or reset the processor. 


If the double fault occurs when any portion of the exception handling machine state is corrupted, the handler 
cannot be invoked and the processor must be reset. 
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Interrupt 9—Coprocessor Segment Overrun 


Exception Class Abort. (Intel reserved; do not use. Recent IA-32 processors do not generate this 
exception.) 


Description 


Indicates that an Intel386 CPU-based systems with an Intel 387 math coprocessor detected a page or segment 
violation while transferring the middle portion of an Intel 387 math coprocessor operand. The P6 family, Pentium, 
and Intel486 processors do not generate this exception; instead, this condition is detected with a general protec- 
tion exception (#GP), interrupt 13. 


Exception Error Code 
None. 


Saved Instruction Pointer 


The saved contents of CS and EIP registers point to the instruction that generated the exception. 


Program State Change 


A program-state following a coprocessor segment-overrun exception is undefined. The program or task cannot 
be resumed or restarted. The only available action of the exception handler is to save the instruction pointer and 
reinitialize the x87 FPU using the FNINIT instruction. 
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Interrupt 10—Invalid TSS Exception (#TS) 


Exception Class Fault. 


Description 


Indicates that there was an error related to a TSS. Such an error might be detected during a task switch or during 
the execution of instructions that use information from a TSS. Table 6-6 shows the conditions that cause an invalid 
TSS exception to be generated. 


Table 6-6. Invalid TSS Conditions 


Error Code Index 


Invalid Condition 


TSS segment selector index 


The TSS segment limit is less than 67H for 32-bit TSS or less than 2CH for 16-bit TSS. 


TSS segment selector index 


During an IRET task switch, the TI flag in the TSS segment selector indicates the LDT. 


TSS segment selector index 


During an IRET task switch, the TSS segment selector exceeds descriptor table limit. 


TSS segment selector index 


During an IRET task switch, the busy flag in the TSS descriptor indicates an inactive task. 


TSS segment selector index 


During a task switch, an attempt to access data in a TSS results in a limit violation or 
canonical fault. 


TSS segment selector index 


During an IRET task switch, the backlink is a NULL selector. 


TSS segment selector index 


TSS segment selector index 


During an IRET task switch, the backlink points to a descriptor which is not a busy TSS. 
The new TSS descriptor is beyond the GDT limit. 


TSS segment selector index 


The new TSS selector is null on an attempt to lock the new TSS. 


TSS segment selector index 


TSS segment selector index 


The new TSS selector has the TI bit set on an attempt to lock the new TSS. 


The new TSS descriptor is not an available TSS descriptor on an attempt to lock the new 
TSS. 


LDT segment selector index 


LDT not valid or not present. 


Stack segment selector index 


The stack segment selector exceeds descriptor table limit. 


Stack segment selector index 


The stack segment selector is NULL. 


Stack segment selector index 


The stack segment descriptor is a non-data segment. 


Stack segment selector index 


The stack segment is not writable. 


Stack segment selector index 


The stack segment DPL +# CPL. 


Stack segment selector index 


Code segment selector index 


The stack segment selector RPL # CPL. 


The code segment selector exceeds descriptor table limit. 


Code segment selector index 


The code segment selector is NULL. 


Code segment selector index 


The code segment descriptor is not a code segment type. 


Code segment selector index 


The nonconforming code segment DPL + CPL. 


Code segment selector index 


The conforming code segment DPL is greater than CPL. 


Data segment selector index 


The data segment selector exceeds the descriptor table limit. 


Data segment selector index 


The data segment descriptor is not a readable code or data type. 


Data segment selector index 


The data segment descriptor is a nonconforming code type and RPL > DPL. 


Data segment selector index 


TSS segment selector index 


The data segment descriptor is a nonconforming code type and CPL > DPL. 


The TSS segment descriptor/upper descriptor is beyond the GDT segment limit. 


TSS segment selector index 


The TSS segment descriptor is not an available TSS type. 


TSS segment selector index 
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Table 6-6. Invalid TSS Conditions (Contd.) 


Error Code Index Invalid Condition 
TSS segment selector index The TSS segment upper descriptor is not the correct type. 
TSS segment selector index The TSS segment descriptor contains a non-canonical base. 


This exception can generated either in the context of the original task or in the context of the new task (see Section 
7.3, “Task Switching”). Until the processor has completely verified the presence of the new TSS, the exception is 
generated in the context of the original task. Once the existence of the new TSS is verified, the task switch is 
considered complete. Any invalid-TSS conditions detected after this point are handled in the context of the new 
task. (A task switch is considered complete when the task register is loaded with the segment selector for the new 
TSS and, if the switch is due to a procedure call or interrupt, the previous task link field of the new TSS references 
the old TSS.) 


The invalid-TSS handler must be a task called using a task gate. Handling this exception inside the faulting TSS 
context is not recommended because the processor state may not be consistent. 


Exception Error Code 


An error code containing the segment selector index for the segment descriptor that caused the violation is pushed 
onto the stack of the exception handler. If the EXT flag is set, it indicates that the exception was caused by an event 
external to the currently running program (for example, if an external interrupt handler using a task gate 
attempted a task switch to an invalid TSS). 


Saved Instruction Pointer 


If the exception condition was detected before the task switch was carried out, the saved contents of CS and EIP 
registers point to the instruction that invoked the task switch. If the exception condition was detected after the task 
switch was carried out, the saved contents of CS and EIP registers point to the first instruction of the new task. 


Program State Change 


The ability of the invalid-TSS handler to recover from the fault depends on the error condition than causes the fault. 
See Section 7.3, “Task Switching,” for more information on the task switch process and the possible recovery 
actions that can be taken. 


If an invalid TSS exception occurs during a task switch, it can occur before or after the commit-to-new-task point. 
If it occurs before the commit point, no program state change occurs. If it occurs after the commit point (when the 
segment descriptor information for the new segment selectors have been loaded in the segment registers), the 
processor will load all the state information from the new TSS before it generates the exception. During a task 
switch, the processor first loads all the segment registers with segment selectors from the TSS, then checks their 
contents for validity. If an invalid TSS exception is discovered, the remaining segment registers are loaded but not 
checked for validity and therefore may not be usable for referencing memory. The invalid TSS handler should not 
rely on being able to use the segment selectors found in the CS, SS, DS, ES, FS, and GS registers without causing 
another exception. The exception handler should load all segment registers before trying to resume the new task; 
otherwise, general-protection exceptions (#GP) may result later under conditions that make diagnosis more diffi- 
cult. The Intel recommended way of dealing situation is to use a task for the invalid TSS exception handler. The task 
switch back to the interrupted task from the invalid-TSS exception-handler task will then cause the processor to 
check the registers as it loads them from the TSS. 
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Interrupt 11—Segment Not Present (#NP) 


Exception Class Fault. 


Description 


Indicates that the present flag of a segment or gate descriptor is clear. The processor can generate this exception 
during any of the following operations: 


¢ While attempting to load CS, DS, ES, FS, or GS registers. [Detection of a not-present segment while loading the 
SS register causes a stack fault exception (#SS) to be generated.] This situation can occur while performing a 
task switch. 


¢ While attempting to load the LDTR using an LLDT instruction. Detection of a not-present LDT while loading the 
LDTR during a task switch operation causes an invalid-TSS exception (#TS) to be generated. 


¢ When executing the LTR instruction and the TSS is marked not present. 
¢ While attempting to use a gate descriptor or TSS that is marked segment-not-present, but is otherwise valid. 


An operating system typically uses the segment-not-present exception to implement virtual memory at the 
segment level. If the exception handler loads the segment and returns, the interrupted program or task resumes 
execution. 


A not-present indication in a gate descriptor, however, does not indicate that a segment is not present (because 
gates do not correspond to segments). The operating system may use the present flag for gate descriptors to 
trigger exceptions of special significance to the operating system. 


A contributory exception or page fault that subsequently referenced a not-present segment would cause a double 
fault (#DF) to be generated instead of #NP. 


Exception Error Code 


An error code containing the segment selector index for the segment descriptor that caused the violation is pushed 
onto the stack of the exception handler. If the EXT flag is set, it indicates that the exception resulted from either: 


* an external event (NMI or INTR) that caused an interrupt, which subsequently referenced a not-present 
segment 


® a benign exception that subsequently referenced a not-present segment 


The IDT flag is set if the error code refers to an IDT entry. This occurs when the IDT entry for an interrupt being 
serviced references a not-present gate. Such an event could be generated by an INT instruction or a hardware 
interrupt. 


Saved Instruction Pointer 


The saved contents of CS and EIP registers normally point to the instruction that generated the exception. If the 
exception occurred while loading segment descriptors for the segment selectors in a new TSS, the CS and EIP 
registers point to the first instruction in the new task. If the exception occurred while accessing a gate descriptor, 
the CS and EIP registers point to the instruction that invoked the access (for example a CALL instruction that refer- 
ences a call gate). 


Program State Change 


If the segment-not-present exception occurs as the result of loading a register (CS, DS, SS, ES, FS, GS, or LDTR), 
a program-state change does accompany the exception because the register is not loaded. Recovery from this 
exception is possible by simply loading the missing segment into memory and setting the present flag in the 
segment descriptor. 


If the segment-not-present exception occurs while accessing a gate descriptor, a program-state change does not 
accompany the exception. Recovery from this exception is possible merely by setting the present flag in the gate 
descriptor. 


If a segment-not-present exception occurs during a task switch, it can occur before or after the commit-to-new- 
task point (see Section 7.3, “Task Switching”). If it occurs before the commit point, no program state change 
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occurs. If it occurs after the commit point, the processor will load all the state information from the new TSS 
(without performing any additional limit, present, or type checks) before it generates the exception. The segment- 
not-present exception handler should not rely on being able to use the segment selectors found in the CS, SS, DS, 
ES, FS, and GS registers without causing another exception. (See the Program State Change description for “Inter- 
rupt 10—Invalid TSS Exception (#TS)” in this chapter for additional information on how to handle this situation.) 
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Interrupt 12—Stack Fault Exception (#SS) 


Exception Class Fault. 


Description 


Indicates that one of the following stack related conditions was detected: 


¢ A limit violation is detected during an operation that refers to the SS register. Operations that can cause a limit 
violation include stack-oriented instructions such as POP, PUSH, CALL, RET, IRET, ENTER, and LEAVE, as well as 
other memory references which implicitly or explicitly use the SS register (for example, MOV AX, [BP+6] or 
MOV AX, SS:[EAX+6]). The ENTER instruction generates this exception when there is not enough stack space 
for allocating local variables. 


¢ A not-present stack segment is detected when attempting to load the SS register. This violation can occur 
during the execution of a task switch, a CALL instruction to a different privilege level, a return to a different 
privilege level, an LSS instruction, or a MOV or POP instruction to the SS register. 


¢ Acanonical violation is detected in 64-bit mode during an operation that reference memory using the stack 
pointer register containing a non-canonical memory address. 


Recovery from this fault is possible by either extending the limit of the stack segment (in the case of a limit viola- 
tion) or loading the missing stack segment into memory (in the case of a not-present violation. 


In the case of a canonical violation that was caused intentionally by software, recovery is possible by loading the 
correct canonical value into RSP. Otherwise, a canonical violation of the address in RSP likely reflects some register 
corruption in the software. 


Exception Error Code 


If the exception is caused by a not-present stack segment or by overflow of the new stack during an inter-privilege- 
level call, the error code contains a segment selector for the segment that caused the exception. Here, the excep- 
tion handler can test the present flag in the segment descriptor pointed to by the segment selector to determine 
the cause of the exception. For a normal limit violation (on a stack segment already in use) the error code is set to 
0. 


Saved Instruction Pointer 


The saved contents of CS and EIP registers generally point to the instruction that generated the exception. 
However, when the exception results from attempting to load a not-present stack segment during a task switch, the 
CS and EIP registers point to the first instruction of the new task. 


Program State Change 


A program-state change does not generally accompany a stack-fault exception, because the instruction that gener- 
ated the fault is not executed. Here, the instruction can be restarted after the exception handler has corrected the 
stack fault condition. 


If a stack fault occurs during a task switch, it occurs after the commit-to-new-task point (see Section 7.3, “Task 
Switching”). Here, the processor loads all the state information from the new TSS (without performing any addi- 
tional limit, present, or type checks) before it generates the exception. The stack fault handler should thus not rely 
on being able to use the segment selectors found in the CS, SS, DS, ES, FS, and GS registers without causing 
another exception. The exception handler should check all segment registers before trying to resume the new 
task; otherwise, general protection faults may result later under conditions that are more difficult to diagnose. (See 
the Program State Change description for “Interrupt 10—Invalid TSS Exception (#TS)” in this chapter for additional 
information on how to handle this situation.) 
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Interrupt 13—General Protection Exception (#GP) 


Exception Class Fault. 


Description 


Indicates that the processor detected one of a class of protection violations called “general-protection violations.” 
The conditions that cause this exception to be generated comprise all the protection violations that do not cause 
other exceptions to be generated (such as, invalid-TSS, segment-not-present, stack-fault, or page-fault excep- 
tions). The following conditions cause general-protection exceptions to be generated: 


Exceeding the segment limit when accessing the CS, DS, ES, FS, or GS segments. 


Exceeding the segment limit when referencing a descriptor table (except during a task switch or a stack 
switch). 


Transferring execution to a segment that is not executable. 
Writing to a code segment or a read-only data segment. 
Reading from an execute-only code segment. 


Loading the SS register with a segment selector for a read-only segment (unless the selector comes from a TSS 
during a task switch, in which case an invalid-TSS exception occurs). 


Loading the SS, DS, ES, FS, or GS register with a segment selector for a system segment. 

Loading the DS, ES, FS, or GS register with a segment selector for an execute-only code segment. 
Loading the SS register with the segment selector of an executable segment or a null segment selector. 
Loading the CS register with a segment selector for a data segment or a null segment selector. 
Accessing memory using the DS, ES, FS, or GS register when it contains a null segment selector. 
Switching to a busy task during a call or jump to a TSS. 


Using a segment selector on a non-IRET task switch that points to a TSS descriptor in the current LDT. TSS 
descriptors can only reside in the GDT. This condition causes a #TS exception during an IRET task switch. 


Violating any of the privilege rules described in Chapter 5, “Protection.” 


Exceeding the instruction length limit of 15 bytes (this only can occur when redundant prefixes are placed 
before an instruction). 


Loading the CRO register with a set PG flag (paging enabled) and a clear PE flag (protection disabled). 
Loading the CRO register with a set NW flag and a clear CD flag. 
Referencing an entry in the IDT (following an interrupt or exception) that is not an interrupt, trap, or task gate. 


Attempting to access an interrupt or exception handler through an interrupt or trap gate from virtual-8086 
mode when the handler’s code segment DPL is greater than 0. 


Attempting to write a 1 into a reserved bit of CR4. 


Attempting to execute a privileged instruction when the CPL is not equal to 0 (see Section 5.9, “Privileged 
Instructions,” for a list of privileged instructions). 


Attempting to execute SGDT, SIDT, SLDT, SMSW, or STR when CR4.UMIP = 1 and the CPL is not equal to 0. 
Writing to a reserved bit in an MSR. 
Accessing a gate that contains a null segment selector. 


Executing the INT n instruction when the CPL is greater than the DPL of the referenced interrupt, trap, or task 
gate. 


The segment selector in a call, interrupt, or trap gate does not point to a code segment. 


The segment selector operand in the LLDT instruction is a local type (TI flag is set) or does not point to a 
segment descriptor of the LDT type. 


The segment selector operand in the LTR instruction is local or points to a TSS that is not available. 
The target code-segment selector for a call, jump, or return is null. 
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¢ If the PAE and/or PSE flag in control register CR4 is set and the processor detects any reserved bits in a page- 
directory-pointer-table entry set to 1. These bits are checked during a write to control registers CRO, CR3, or 
CR4 that causes a reloading of the page-directory-pointer-table entry. 


¢ Attempting to write a non-zero value into the reserved bits of the MXCSR register. 


° Executing an SSE/SSE2/SSE3 instruction that attempts to access a 128-bit memory location that is not aligned 
on a 16-byte boundary when the instruction requires 16-byte alignment. This condition also applies to the stack 
segment. 


A program or task can be restarted following any general-protection exception. If the exception occurs while 
attempting to call an interrupt handler, the interrupted program can be restartable, but the interrupt may be lost. 


Exception Error Code 


The processor pushes an error code onto the exception handler's stack. If the fault condition was detected while 
loading a segment descriptor, the error code contains a segment selector to or IDT vector number for the 
descriptor; otherwise, the error code is 0. The source of the selector in an error code may be any of the following: 


¢ An operand of the instruction. 

¢ Aselector from a gate which is the operand of the instruction. 
¢ A selector from a TSS involved in a task switch. 

¢ IDT vector number. 


Saved Instruction Pointer 


The saved contents of CS and EIP registers point to the instruction that generated the exception. 


Program State Change 


In general, a program-state change does not accompany a general-protection exception, because the invalid 
instruction or operation is not executed. An exception handler can be designed to correct all of the conditions that 
cause general-protection exceptions and restart the program or task without any loss of program continuity. 


If a general-protection exception occurs during a task switch, it can occur before or after the commit-to-new-task 
point (see Section 7.3, “Task Switching”). If it occurs before the commit point, no program state change occurs. If 
it occurs after the commit point, the processor will load all the state information from the new TSS (without 
performing any additional limit, present, or type checks) before it generates the exception. The general-protection 
exception handler should thus not rely on being able to use the segment selectors found in the CS, SS, DS, ES, FS, 
and GS registers without causing another exception. (See the Program State Change description for “Interrupt 
10—Invalid TSS Exception (#TS)” in this chapter for additional information on how to handle this situation. ) 


General Protection Exception in 64-bit Mode 

The following conditions cause general-protection exceptions in 64-bit mode: 

¢ If the memory address is in a non-canonical form. 

¢ If asegment descriptor memory address is in non-canonical form. 

e If the target offset in a destination operand of a call or jmp is in a non-canonical form. 
° If acode segment or 64-bit call gate overlaps non-canonical space. 


¢ If the code segment descriptor pointed to by the selector in the 64-bit gate doesn't have the L-bit set and the 
D-bit clear. 


e If the EFLAGS.NT bit is set in IRET. 

e If the stack segment selector of IRET is null when going back to compatibility mode. 

e If the stack segment selector of IRET is null going back to CPL3 and 64-bit mode. 

¢ If a null stack segment selector RPL of IRET is not equal to CPL going back to non-CPL3 and 64-bit mode. 
° If the proposed new code segment descriptor of IRET has both the D-bit and the L-bit set. 
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If the segment descriptor pointed to by the segment selector in the destination operand is a code segment and 
it has both the D-bit and the L-bit set. 


If the segment descriptor from a 64-bit call gate is in non-canonical space. 

If the DPL from a 64-bit call-gate is less than the CPL or than the RPL of the 64-bit call-gate. 
If the type field of the upper 64 bits of a 64-bit call gate is not 0. 

If an attempt is made to load a null selector in the SS register in compatibility mode. 

If an attempt is made to load null selector in the SS register in CPL3 and 64-bit mode. 


If an attempt is made to load a null selector in the SS register in non-CPL3 and 64-bit mode where RPL is not 
equal to CPL. 


If an attempt is made to clear CRO.PG while IA-32e mode is enabled. 
If an attempt is made to set a reserved bit in CR3, CR4 or CR8. 


Vol. 3A 6-43 


INTERRUPT AND EXCEPTION HANDLING 


Interrupt 14—Page-Fault Exception (HPF) 


Exception Class Fault. 


Description 


Indicates that, with paging enabled (the PG flag in the CRO register is set), the processor detected one of the 
following conditions while using the page-translation mechanism to translate a linear address to a physical 
address: 


The P (present) flag in a page-directory or page-table entry needed for the address translation is clear, 
indicating that a page table or the page containing the operand is not present in physical memory. 


The procedure does not have sufficient privilege to access the indicated page (that is, a procedure running in 
user mode attempts to access a supervisor-mode page). If the SMAP flag is set in CR4, a page fault may also 
be triggered by code running in supervisor mode that tries to access data at a user-mode address. If either the 
PKE flag or the PKS flag is set in CR4, the protection-key rights registers may cause page faults on data 
accesses to linear addresses with certain protection keys. 


Code running in user mode attempts to write to a read-only page. If the WP flag is set in CRO, the page fault 
will also be triggered by code running in supervisor mode that tries to write to a read-only page. 


An instruction fetch to a linear address that translates to a physical address in a memory page with the 
execute-disable bit set (for information about the execute-disable bit, see Chapter 4, “Paging”). If the SMEP 
flag is set in CR4, a page fault will also be triggered by code running in supervisor mode that tries to fetch an 
instruction from a user-mode address. 


One or more reserved bits in paging-structure entry are set to 1. See description below of RSVD error code flag. 


A shadow-stack access is made to a page that is not a shadow-stack page. See Section 18.2, “Shadow Stacks” 
in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 and Chapter 4.6, “Access 
Rights.” 


An enclave access violates one of the specified access-control requirements. See Section 33.3, “Access-control 
Requirements” and Section 33.20, “Enclave Page Cache Map (EPCM)” in Chapter 33, “Enclave Access Control 
and Data Structures.” In this case, the exception is called an SGX-induced page fault. The processor uses the 
error code (below) to distinguish SGX-induced page faults from ordinary page faults. 


The exception handler can recover from page-not-present conditions and restart the program or task without any 
loss of program continuity. It can also restart the program or task after a privilege violation, but the problem that 
caused the privilege violation may be uncorrectable. 


See also: Section 4.7, “Page-Fault Exceptions.” 


Exception Error Code 


Yes (special format). The processor provides the page-fault handler with two items of information to aid in diag- 
nosing the exception and recovering from it: 


An error code on the stack. The error code for a page fault has a format different from that for other exceptions 

(see Figure 6-11). The processor establishes the bits in the error code as follows: 

— P flag (bit 0). 
This flag is O if there is no translation for the linear address because the P flag was 0 in one of the paging- 
structure entries used to translate that address. 

— WYR (bit 1). 
If the access causing the page-fault exception was a write, this flag is 1; otherwise, it is 0. This flag 
describes the access causing the page-fault exception, not the access rights specified by paging. 

— U/S (bit 2). 
If a user-mode access caused the page-fault exception, this flag is 1; it is 0 if a supervisor-mode access did 
so. This flag describes the access causing the page-fault exception, not the access rights specified by 
paging. 
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RSVD flag (bit 3). 
This flag is 1 if there is no translation for the linear address because a reserved bit was set in one of the 
paging-structure entries used to translate that address. 


I/D flag (bit 4). 
This flag is 1 if the access causing the page-fault exception was an instruction fetch. This flag describes the 
access causing the page-fault exception, not the access rights specified by paging. 


PK flag (bit 5). 
This flag is 1 if the access causing the page-fault exception was a data access to a linear address with a 
protection key for which the protection-key rights registers disallow access. 


SS (bit 1). 

If the access causing the page-fault exception was a shadow-stack access (including shadow-stack 
accesses in enclave mode), this flag is 1; otherwise, it is 0. This flag describes the access causing the page- 
fault exception, not the access rights specified by paging. 


SGX flag (bit 15). 

This flag is 1 if the exception is unrelated to paging and resulted from violation of SGX-specific access- 
control requirements. Because such a violation can occur only if there is no ordinary page fault, this flag is 
set only if the P flag (bit 0) is 1 and the RSVD flag (bit 3) and the PK flag (bit 5) are both 0. 


See Section 4.6, “Access Rights” and Section 4.7, “Page-Fault Exceptions” for more information about page- 
fault exceptions and the error codes that they produce. 


31 15 6543210 
8 alzsaigs” 
Reserved >< Reserved ¥ =|" |7 
P 0 The fault was caused by a non-present page. 


1 The fault was caused by a page-level protection violation. 


W/R 0 The access causing the fault was a read. 
1 The access causing the fault was a write. 


U/S 0 A supervisor-mode access caused the fault. 
1 Auser-mode access caused the fault. 


RSVD 0 The fault was not caused by reserved bit violation. 
1 The fault was caused by a reserved bit set to 1 in some 
paging-structure entry. 


/D 0 The fault was not caused by an instruction fetch. 
1 The fault was caused by an instruction fetch. 


PK 0 The fault was not caused by protection keys. 
1 There was a protection-key violation. 


ss 0 The fault was not caused by a shadow-stack access. 
1 The fault was caused by a shadow-stack access. 


SGX 0 The fault is not related to SGX. 
1 The fault resulted from violation of SGX-specific access-control 
requirements. 


Figure 6-11. Page-Fault Error Code 


The contents of the CR2 register. The processor loads the CR2 register with the 32-bit linear address that 
generated the exception. The page-fault handler can use this address to locate the corresponding page 
directory and page-table entries. Another page fault can potentially occur during execution of the page-fault 
handler; the handler should save the contents of the CR2 register before a second page fault can occur.® If a 
page fault is caused by a page-level protection violation, the access flag in the page-directory entry is set when 
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the fault occurs. The behavior of IA-32 processors regarding the access flag in the corresponding page-table 
entry is model specific and not architecturally defined. 


Saved Instruction Pointer 


The saved contents of CS and EIP registers generally point to the instruction that generated the exception. If the 
page-fault exception occurred during a task switch, the CS and EIP registers may point to the first instruction of the 
new task (as described in the following “Program State Change” section). 


Program State Change 


A program-state change does not normally accompany a page-fault exception, because the instruction that causes 
the exception to be generated is not executed. After the page-fault exception handler has corrected the violation 
(for example, loaded the missing page into memory), execution of the program or task can be resumed. 


When a page-fault exception is generated during a task switch, the program-state may change, as follows. During 
a task switch, a page-fault exception can occur during any of following operations: 


¢ While writing the state of the original task into the TSS of that task. 

¢ While reading the GDT to locate the TSS descriptor of the new task. 

¢ While reading the TSS of the new task. 

¢ While reading segment descriptors associated with segment selectors from the new task. 

¢ While reading the LDT of the new task to verify the segment registers stored in the new TSS. 


In the last two cases the exception occurs in the context of the new task. The instruction pointer refers to the first 
instruction of the new task, not to the instruction which caused the task switch (or the last instruction to be 
executed, in the case of an interrupt). If the design of the operating system permits page faults to occur during 
task-switches, the page-fault handler should be called through a task gate. 


If a page fault occurs during a task switch, the processor will load all the state information from the new TSS 
(without performing any additional limit, present, or type checks) before it generates the exception. The page-fault 
handler should thus not rely on being able to use the segment selectors found in the CS, SS, DS, ES, FS, and GS 
registers without causing another exception. (See the Program State Change description for “Interrupt 10—Invalid 
TSS Exception (#TS)” in this chapter for additional information on how to handle this situation.) 


Additional Exception-Handling Information 


Special care should be taken to ensure that an exception that occurs during an explicit stack switch does not cause 
the processor to use an invalid stack pointer (SS:ESP). Software written for 16-bit IA-32 processors often use a 
pair of instructions to change to a new stack, for example: 


MOV SS, AX 
MOV SP, StackTop 


When executing this code on one of the 32-bit IA-32 processors, it is possible to get a page fault, general-protec- 
tion fault (#GP), or alignment check fault (#AC) after the segment selector has been loaded into the SS register 
but before the ESP register has been loaded. At this point, the two parts of the stack pointer (SS and ESP) are 
inconsistent. The new stack segment is being used with the old stack pointer. 


The processor does not use the inconsistent stack pointer if the exception handler switches to a well defined stack 
(that is, the handler is a task or a more privileged procedure). However, if the exception handler is called at the 
same privilege level and from the same task, the processor will attempt to use the inconsistent stack pointer. 


In systems that handle page-fault, general-protection, or alignment check exceptions within the faulting task (with 
trap or interrupt gates), software executing at the same privilege level as the exception handler should initialize a 
new stack by using the LSS instruction rather than a pair of MOV instructions, as described earlier in this note. 
When the exception handler is running at privilege level 0 (the normal case), the problem is limited to procedures 
or tasks that run at privilege level 0, typically the kernel of the operating system. 


6. Processors update CR2 whenever a page fault is detected. If a second page fault occurs while an earlier page fault is being deliv- 
ered, the faulting linear address of the second fault will overwrite the contents of CR2 (replacing the previous address). These 
updates to CR2 occur even if the page fault results in a double fault or occurs during the delivery of a double fault. 
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Interrupt 16—x87 FPU Floating-Point Error (HMF) 


Exception Class Fault. 


Description 


Indicates that the x87 FPU has detected a floating-point error. The NE flag in the register CRO must be set for an 
interrupt 16 (floating-point error exception) to be generated. (See Section 2.5, “Control Registers,” for a detailed 
description of the NE flag.) 


NOTE 
SIMD floating-point exceptions (#XM) are signaled through interrupt 19. 


While executing x87 FPU instructions, the x87 FPU detects and reports six types of floating-point error conditions: 
¢ Invalid operation (#1) 
— Stack overflow or underflow (#IS) 
— Invalid arithmetic operation (#IA) 
* Divide-by-zero (#Z) 
¢ Denormalized operand (#D) 
¢ Numeric overflow (#0) 
¢ Numeric underflow (#U) 
¢  Inexact result (precision) (#P) 


Each of these error conditions represents an x87 FPU exception type, and for each of exception type, the x87 FPU 
provides a flag in the x87 FPU status register and a mask bit in the x87 FPU control register. If the x87 FPU detects 
a floating-point error and the mask bit for the exception type is set, the x87 FPU handles the exception automati- 
cally by generating a predefined (default) response and continuing program execution. The default responses have 
been designed to provide a reasonable result for most floating-point applications. 


If the mask for the exception is clear and the NE flag in register CRO is set, the x87 FPU does the following: 
1. Sets the necessary flag in the FPU status register. 


2. Waits until the next “waiting” x87 FPU instruction or WAIT/FWAIT instruction is encountered in the program’s 
instruction stream. 


3. Generates an internal error signal that cause the processor to generate a floating-point exception (#MF). 


Prior to executing a waiting x87 FPU instruction or the WAIT/FWAIT instruction, the x87 FPU checks for pending 
x87 FPU floating-point exceptions (as described in step 2 above). Pending x87 FPU floating-point exceptions are 
ignored for “non-waiting” x87 FPU instructions, which include the FNINIT, FNCLEX, FNSTSW, FNSTSW AX, FNSTCW, 
FNSTENV, and FNSAVE instructions. Pending x87 FPU exceptions are also ignored when executing the state 
management instructions FXSAVE and FXRSTOR. 


All of the x87 FPU floating-point error conditions can be recovered from. The x87 FPU floating-point-error exception 
handler can determine the error condition that caused the exception from the settings of the flags in the x87 FPU 
status word. See “Software Exception Handling” in Chapter 8 of the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1, for more information on handling x87 FPU floating-point exceptions. 


Exception Error Code 
None. The x87 FPU provides its own error information. 


Saved Instruction Pointer 


The saved contents of CS and EIP registers point to the floating-point or WAIT/FWAIT instruction that was about to 
be executed when the floating-point-error exception was generated. This is not the faulting instruction in which the 
error condition was detected. The address of the faulting instruction is contained in the x87 FPU instruction pointer 
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register. See Section 8.1.8, “x87 FPU Instruction and Data (Operand) Pointers” in Chapter 8 of the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 1, for more information about information the FPU saves 
for use in handling floating-point-error exceptions. 


Program State Change 


A program-state change generally accompanies an x87 FPU floating-point exception because the handling of the 
exception is delayed until the next waiting x87 FPU floating-point or WAIT/FWAIT instruction following the faulting 
instruction. The x87 FPU, however, saves sufficient information about the error condition to allow recovery from the 
error and re-execution of the faulting instruction if needed. 


In situations where non- x87 FPU floating-point instructions depend on the results of an x87 FPU floating-point 
instruction, a WAIT or FWAIT instruction can be inserted in front of a dependent instruction to force a pending x87 
FPU floating-point exception to be handled before the dependent instruction is executed. See “x87 FPU Exception 
Synchronization” in Chapter 8 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, 
for more information about synchronization of x87 floating-point-error exceptions. 


6-48 Vol. 3A 


INTERRUPT AND EXCEPTION HANDLING 


Interrupt 17—Alignment Check Exception (#AC) 


Exception Class Fault. 


Description 


Indicates that the processor detected an unaligned memory operand when alignment checking was enabled. Align- 
ment checks are only carried out in data (or stack) accesses (not in code fetches or system segment accesses). An 
example of an alignment-check violation is a word stored at an odd byte address, or a doubleword stored at an 
address that is not an integer multiple of 4. Table 6-7 lists the alignment requirements various data types recog- 
nized by the processor. 


Table 6-7. Alignment Requirements by Data Type 
Data Type Address Must Be Divisible By 
Word 


Doubleword 


Single-precision floating-point (32-bits) 
Double-precision floating-point (64-bits) 
Double extended-precision floating-point (80-bits) 


Quadword 


(op) 


Double quadword 
Segment Selector 
32-bit Far Pointer 
48-bit Far Pointer 
32-bit Pointer 
GDTR, IDTR, LDTR, or Task Register Contents 4 

FSTENV/FLDENV Save Area 4 or 2, depending on operand size 
FSAVE/FRSTOR Save Area 4 or 2, depending on operand size 

Bit String 2 or 4 depending on the operand-size attribute. 


BF BNN SF DO DOO fF FN 


Note that the alignment check exception (#AC) is generated only for data types that must be aligned on word, 
doubleword, and quadword boundaries. A general-protection exception (#GP) is generated 128-bit data types that 
are not aligned on a 16-byte boundary. 


To enable alignment checking, the following conditions must be true: 

¢ AM flag in CRO register is set. 

¢ AC flag in the EFLAGS register is set. 

° The CPL is 3 (including virtual-8086 mode). 

Alignment-check exceptions (#AC) are generated only when operating at privilege level 3 (user mode). Memory 


references that default to privilege level 0, such as segment descriptor loads, do not generate alignment-check 
exceptions, even when caused by a memory reference made from privilege level 3. 


Storing the contents of the GDTR, IDTR, LDTR, or task register in memory while at privilege level 3 can generate 
an alignment-check exception. Although application programs do not normally store these registers, the fault can 
be avoided by aligning the information stored on an even word-address. 


The FXSAVE/XSAVE and FXRSTOR/XRSTOR instructions save and restore a 512-byte data structure, the first byte 
of which must be aligned on a 16-byte boundary. If the alignment-check exception (#AC) is enabled when 
executing these instructions (and CPL is 3), a misaligned memory operand can cause either an alignment-check 
exception or a general-protection exception (#GP) depending on the processor implementation (see “FXSAVE- 
Save x87 FPU, MMX, SSE, and SSE2 State” and “FXRSTOR-Restore x87 FPU, MMX, SSE, and SSE2 State” in 
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Chapter 3 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A; see “XSAVE—Save 
Processor Extended States” and “XRSTOR—Restore Processor Extended States” in Chapter 5 of the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 2C). 


The MOVDQU, MOVUPS, and MOVUPD instructions perform 128-bit unaligned loads or stores. The LDDQU instruc- 
tions loads 128-bit unaligned data. They do not generate general-protection exceptions (#GP) when operands are 
not aligned on a 16-byte boundary. If alignment checking is enabled, alignment-check exceptions (#AC) may or 
may not be generated depending on processor implementation when data addresses are not aligned on an 8-byte 
boundary. 


FSAVE and FRSTOR instructions can generate unaligned references, which can cause alignment-check faults. These 
instructions are rarely needed by application programs. 
Exception Error Code 


Yes. The error code is null; all bits are clear except possibly bit O — EXT; see Section 6.13. EXT is set if the #AC is 
recognized during delivery of an event other than a software interrupt (see “INT n/INTO/INT3/INT1—Call to Inter- 
rupt Procedure” in Chapter 3 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A). 


Saved Instruction Pointer 


The saved contents of CS and EIP registers point to the instruction that generated the exception. 


Program State Change 


A program-state change does not accompany an alignment-check fault, because the instruction is not executed. 


6-50 Vol. 3A 


INTERRUPT AND EXCEPTION HANDLING 


Interrupt 18—Machine-Check Exception (#MC) 


Exception Class Abort. 


Description 


Indicates that the processor detected an internal machine error or a bus error, or that an external agent detected 
a bus error. The machine-check exception is model-specific, available on the Pentium and later generations of 
processors. The implementation of the machine-check exception is different between different processor families, 
and these implementations may not be compatible with future Intel 64 or IA-32 processors. (Use the CPUID 
instruction to determine whether this feature is present.) 


Bus errors detected by external agents are signaled to the processor on dedicated pins: the BINIT# and MCERR# 
pins on the Pentium 4, Intel Xeon, and P6 family processors and the BUSCHK# pin on the Pentium processor. When 
one of these pins is enabled, asserting the pin causes error information to be loaded into machine-check registers 
and a machine-check exception is generated. 


The machine-check exception and machine-check architecture are discussed in detail in Chapter 15, “Machine- 
Check Architecture.” Also, see the data books for the individual processors for processor-specific hardware infor- 
mation. 


Exception Error Code 


None. Error information is provided by machine-check MSRs. 


Saved Instruction Pointer 


For the Pentium 4 and Intel Xeon processors, the saved contents of extended machine-check state registers are 
directly associated with the error that caused the machine-check exception to be generated (see Section 15.3.1.2, 
“IA32_MCG_STATUS MSR,” and Section 15.3.2.6, “IA32_MCG Extended Machine Check State MSRs”). 


For the P6 family processors, if the EIPV flag in the MCG_STATUS MSR is set, the saved contents of CS and EIP 
registers are directly associated with the error that caused the machine-check exception to be generated; if the 
flag is clear, the saved instruction pointer may not be associated with the error (see Section 15.3.1.2, 
“IA32_MCG_STATUS MSR"), 


For the Pentium processor, contents of the CS and EIP registers may not be associated with the error. 


Program State Change 
The machine-check mechanism is enabled by setting the MCE flag in control register CR4. 


For the Pentium 4, Intel Xeon, P6 family, and Pentium processors, a program-state change always accompanies a 
machine-check exception, and an abort class exception is generated. For abort exceptions, information about the 
exception can be collected from the machine-check MSRs, but the program cannot generally be restarted. 


If the machine-check mechanism is not enabled (the MCE flag in control register CR4 is clear), a machine-check 
exception causes the processor to enter the shutdown state. 
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Interrupt 19—SIMD Floating-Point Exception (#XM) 


Exception Class Fault. 


Description 


Indicates the processor has detected an SSE/SSE2/SSE3 SIMD floating-point exception. The appropriate status 
flag in the MXCSR register must be set and the particular exception unmasked for this interrupt to be generated. 


There are six classes of numeric exception conditions that can occur while executing an SSE/ SSE2/SSE3 SIMD 
floating-point instruction: 


¢ Invalid operation (#1) 

° Divide-by-zero (#Z) 

¢ Denormal operand (#D) 

¢ Numeric overflow (#0) 

¢ Numeric underflow (#U) 

¢ Inexact result (Precision) (#P) 


The invalid operation, divide-by-zero, and denormal-operand exceptions are pre-computation exceptions; that is, 
they are detected before any arithmetic operation occurs. The numeric underflow, numeric overflow, and inexact 
result exceptions are post-computational exceptions. 


See “SIMD Floating-Point Exceptions” in Chapter 11 of the Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1, for additional information about the SIMD floating-point exception classes. 


When a SIMD floating-point exception occurs, the processor does either of the following things: 


¢ It handles the exception automatically by producing the most reasonable result and allowing program 
execution to continue undisturbed. This is the response to masked exceptions. 


¢ It generates a SIMD floating-point exception, which in turn invokes a software exception handler. This is the 
response to unmasked exceptions. 


Each of the six SIMD floating-point exception conditions has a corresponding flag bit and mask bit in the MXCSR 
register. If an exception is masked (the corresponding mask bit in the MXCSR register is set), the processor takes 
an appropriate automatic default action and continues with the computation. If the exception is unmasked (the 
corresponding mask bit is clear) and the operating system supports SIMD floating-point exceptions (the OSXM- 
MEXCPT flag in control register CR4 is set), a software exception handler is invoked through a SIMD floating-point 
exception. If the exception is unmasked and the OSXMMEXCPT bit is clear (indicating that the operating system 
does not support unmasked SIMD floating-point exceptions), an invalid opcode exception (#UD) is signaled instead 
of a SIMD floating-point exception. 


Note that because SIMD floating-point exceptions are precise and occur immediately, the situation does not arise 
where an x87 FPU instruction, a WAIT/FWAIT instruction, or another SSE/SSE2/SSE3 instruction will catch a 
pending unmasked SIMD floating-point exception. 


In situations where a SIMD floating-point exception occurred while the SIMD floating-point exceptions were 
masked (causing the corresponding exception flag to be set) and the SIMD floating-point exception was subse- 
quently unmasked, then no exception is generated when the exception is unmasked. 


When SSE/SSE2/SSE3 SIMD floating-point instructions operate on packed operands (made up of two or four sub- 
operands), multiple SIMD floating-point exception conditions may be detected. If no more than one exception 
condition is detected for one or more sets of sub-operands, the exception flags are set for each exception condition 
detected. For example, an invalid exception detected for one sub-operand will not prevent the reporting of a divide- 
by-zero exception for another sub-operand. However, when two or more exceptions conditions are generated for 
one sub-operand, only one exception condition is reported, according to the precedences shown in Table 6-8. This 
exception precedence sometimes results in the higher priority exception condition being reported and the lower 
priority exception conditions being ignored. 
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Table 6-8. SIMD Floating-Point Exceptions Priority 


Priority Description 


1 (Highest) Invalid operation exception due to SNaN operand (or any NaN operand for maximum, minimum, or certain compare and 
convert operations). 


2 QNaN operand!. 
3 Any other invalid operation exception not mentioned above or a divide-by-zero exception®. 
4 Denormal operand exception®. 


5 Numeric overflow and underflow exceptions possibly in conjunction with the inexact result exception®. 


6 (Lowest) Inexact result exception. 


NOTES: 

1. Though a QNaN this is not an exception, the handling of a QNaN operand has precedence over lower priority exceptions. For exam- 
ple, a QNaN divided by zero results in a QNaN, not a divide-by-zero- exception. 

2. If masked, then instruction execution continues, and a lower priority exception can occur as well. 


Exception Error Code 


None. 


Saved Instruction Pointer 


The saved contents of CS and EIP registers point to the SSE/SSE2/SSE3 instruction that was executed when the 
SIMD floating-point exception was generated. This is the faulting instruction in which the error condition was 
detected. 


Program State Change 


A program-state change does not accompany a SIMD floating-point exception because the handling of the excep- 
tion is immediate unless the particular exception is masked. The available state information is often sufficient to 
allow recovery from the error and re-execution of the faulting instruction if needed. 
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Interrupt 20—Virtualization Exception (#VE) 


Exception Class Fault. 


Description 


Indicates that the processor detected an EPT violation in VMX non-root operation. Not all EPT violations cause virtu- 
alization exceptions. See Section 24.5.7.2 for details. 


The exception handler can recover from EPT violations and restart the program or task without any loss of program 
continuity. In some cases, however, the problem that caused the EPT violation may be uncorrectable. 


Exception Error Code 


None. 


Saved Instruction Pointer 
The saved contents of CS and EIP registers generally point to the instruction that generated the exception. 


Program State Change 


A program-state change does not normally accompany a virtualization exception, because the instruction that 
causes the exception to be generated is not executed. After the virtualization exception handler has corrected the 
violation (for example, by executing the EPTP-switching VM function), execution of the program or task can be 
resumed. 


Additional Exception-Handling Information 


The processor saves information about virtualization exceptions in the virtualization-exception information area. 
See Section 24.5.7.2 for details. 
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Interrupt 21—Control Protection Exception (#CP) 


Exception Class Fault. 


Description 
Indicates a control flow transfer attempt violated the control flow enforcement technology constraints. 


Exception Error Code 


Yes (special format). The processor provides the control protection exception handler with following information 
through the error code on the stack. 


31 15 14 0 


ENCL 


CPEC 


| 
Reserved 


Figure 6-12. Exception Error Code Information 


¢  =Bit 14:0 - CPEC 
— 1- NEAR-RET: Indicates the #CP was caused by a near RET instruction. 
— 2- FAR-RET/IRET: Indicates the #CP was caused by a FAR RET or IRET instruction. 


— 3-ENDBRANCH: indicates the #CP was due to missing ENDBRANCH at target of an indirect call or jump 
instruction. 


— 4-RSTORSSP: Indicates the #CP was caused by a shadow-stack-restore token check failure in the 
RSTORSSP instruction. 


— 5-SETSSBSY: Indicates #CP was caused by a supervisor shadow stack token check failure in the SETSSBSY 
instruction. 


¢ Bit 15 (ENCL) of the error code, if set to 1, indicates the #CP occurred during enclave execution. 


Saved Instruction Pointer 
The saved contents of the CS and EIP registers generally point to the instruction that generated the exception. 


Program State Change 


A program-state change does not normally accompany a control protection exception, because the instruction that 
causes the exception to be generated is not executed. 


When a control protection exception is generated during a task switch, the program-state may change as follows. 
During a task switch, a control protection exception can occur during any of following operations: 


¢ If task switch is initiated by IRET, CS and LIP stored on old task shadow stack do not match CS and LIP of new 
task (where LIP is the linear address of the return address). 


¢ If task switch is initiated by IRET and SSP of new task loaded from shadow stack of old task (if new task CPL is 
< 3), OR the SSP from IA32_PL3_SSP (if new task CPL = 3) is not aligned to 4 bytes or is a value beyond 4GB. 
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In these cases the exception occurs in the context of the new task. The instruction pointer refers to the first instruc- 
tion of the new task, not to the instruction which caused the task switch (or the last instruction to be executed, in 
the case of an interrupt). If the design of the operating system permits control protection faults to occur during 
task-switches, the control protection fault handler should be called through a task gate. 
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Interrupts 32 to 255—User Defined Interrupts 


Exception Class Not applicable. 


Description 
Indicates that the processor did one of the following things: 
¢ Executed an INT rn instruction where the instruction operand is one of the vector numbers from 32 through 255. 


¢ Responded to an interrupt request at the INTR pin or from the local APIC when the interrupt vector number 
associated with the request is from 32 through 255. 


Exception Error Code 
Not applicable. 


Saved Instruction Pointer 


The saved contents of CS and EIP registers point to the instruction that follows the INT rn instruction or instruction 
following the instruction on which the INTR signal occurred. 


Program State Change 


A program-state change does not accompany interrupts generated by the INT rn instruction or the INTR signal. The 
INT rn instruction generates the interrupt within the instruction stream. When the processor receives an INTR 
signal, it commits all state changes for all previous instructions before it responds to the interrupt; so, program 
execution can resume upon returning from the interrupt handler. 
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CHAPTER 7 
TASK MANAGEMENT 


This chapter describes the IA-32 architecture's task management facilities. These facilities are only available when 
the processor is running in protected mode. 


This chapter focuses on 32-bit tasks and the 32-bit TSS structure. For information on 16-bit tasks and the 16-bit 
TSS structure, see Section 7.6, “16-Bit Task-State Segment (TSS).” For information specific to task management in 
64-bit mode, see Section 7.7, “Task Management in 64-bit Mode.” 


7.1 TASK MANAGEMENT OVERVIEW 


A task is a unit of work that a processor can dispatch, execute, and suspend. It can be used to execute a program, 
a task or process, an operating-system service utility, an interrupt or exception handler, or a kernel or executive 
utility. 


The IA-32 architecture provides a mechanism for saving the state of a task, for dispatching tasks for execution, and 
for switching from one task to another. When operating in protected mode, all processor execution takes place from 
within a task. Even simple systems must define at least one task. More complex systems can use the processor’s 
task management facilities to support multitasking applications. 


7.1.1 Task Structure 


A task is made up of two parts: a task execution space and a task-state segment (TSS). The task execution space 
consists of a code segment, a stack segment, and one or more data segments (see Figure 7-1). If an operating 
system or executive uses the processor's privilege-level protection mechanism, the task execution space also 
provides a separate stack for each privilege level. 


The TSS specifies the segments that make up the task execution space and provides a storage place for task state 
information. In multitasking systems, the TSS also provides a mechanism for linking tasks. 


A task is identified by the segment selector for its TSS. When a task is loaded into the processor for execution, the 
segment selector, base address, limit, and segment descriptor attributes for the TSS are loaded into the task 
register (see Section 2.4.4, “Task Register (TR)”). 


If paging is implemented for the task, the base address of the page directory used by the task is loaded into control 
register CR3. 
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Figure 7-1. Structure of a Task 


7.1.2 Task State 


The following items define the state of the currently executing task: 


¢ The task’s current execution space, defined by the segment selectors in the segment registers (CS, DS, SS, ES, 
FS, and GS). 


¢ The state of the general-purpose registers. 

¢ The state of the EFLAGS register. 

¢ The state of the EIP register. 

¢ The state of control register CR3. 

° The state of the task register. 

¢ The state of the LDTR register. 

¢ The I/O map base address and I/O map (contained in the TSS). 

¢ Stack pointers to the privilege 0, 1, and 2 stacks (contained in the TSS). 
¢ Link to previously executed task (contained in the TSS). 

° The state of the shadow stack pointer (SSP). 


Prior to dispatching a task, all of these items are contained in the task’s TSS, except the state of the task register. 
Also, the complete contents of the LDTR register are not contained in the TSS, only the segment selector for the 
LDT. 


713 Executing a Task 


Software or the processor can dispatch a task for execution in one of the following ways: 

¢ A explicit call to a task with the CALL instruction. 

¢ Aexplicit jump to a task with the JMP instruction. 

¢ An implicit call (by the processor) to an interrupt-handler task. 

¢ An implicit call to an exception-handler task. 

¢ Areturn (initiated with an IRET instruction) when the NT flag in the EFLAGS register is set. 


All of these methods for dispatching a task identify the task to be dispatched with a segment selector that points to 
a task gate or the TSS for the task. When dispatching a task with a CALL or JMP instruction, the selector in the 
instruction may select the TSS directly or a task gate that holds the selector for the TSS. When dispatching a task 
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to handle an interrupt or exception, the IDT entry for the interrupt or exception must contain a task gate that holds 
the selector for the interrupt- or exception-handler TSS. 


When a task is dispatched for execution, a task switch occurs between the currently running task and the 
dispatched task. During a task switch, the execution environment of the currently executing task (called the task’s 
state or context) is saved in its TSS and execution of the task is suspended. The context for the dispatched task is 
then loaded into the processor and execution of that task begins with the instruction pointed to by the newly loaded 
EIP register. If the task has not been run since the system was last initialized, the EIP will point to the first instruc- 
tion of the task’s code; otherwise, it will point to the next instruction after the last instruction that the task 
executed when it was last active. 


If the currently executing task (the calling task) called the task being dispatched (the called task), the TSS 
segment selector for the calling task is stored in the TSS of the called task to provide a link back to the calling task. 


For all IA-32 processors, tasks are not recursive. A task cannot call or jump to itself. 


Interrupts and exceptions can be handled with a task switch to a handler task. Here, the processor performs a task 
switch to handle the interrupt or exception and automatically switches back to the interrupted task upon returning 
from the interrupt-handler task or exception-handler task. This mechanism can also handle interrupts that occur 
during interrupt tasks. 


As part of a task switch, the processor can also switch to another LDT, allowing each task to have a different logical- 
to-physical address mapping for LDT-based segments. The page-directory base register (CR3) also is reloaded ona 
task switch, allowing each task to have its own set of page tables. These protection facilities help isolate tasks and 
prevent them from interfering with one another. 


If protection mechanisms are not used, the processor provides no protection between tasks. This is true even with 
operating systems that use multiple privilege levels for protection. A task running at privilege level 3 that uses the 
same LDT and page tables as other privilege-level-3 tasks can access code and corrupt data and the stack of other 
tasks. 


Use of task management facilities for handling multitasking applications is optional. Multitasking can be handled in 
software, with each software defined task executed in the context of a single IA-32 architecture task. 


If shadow stack is enabled, then the SSP of the task is located at the 4 bytes at offset 104 in the 32-bit TSS and is 
used by the processor to establish the SSP when a task switch occurs from a task associated with this TSS. Note 
that the processor does not write the SSP of the task initiating the task switch to the TSS of that task, and instead 
the SSP of the previous task is pushed onto the shadow stack of the new task. 


7.2 TASK MANAGEMENT DATA STRUCTURES 


The processor defines five data structures for handling task-related activities: 
° Task-state segment (TSS). 

¢ Task-gate descriptor. 

¢ TSS descriptor. 

° Task register. 

¢ NT flag in the EFLAGS register. 


When operating in protected mode, a TSS and TSS descriptor must be created for at least one task, and the 
segment selector for the TSS must be loaded into the task register (using the LTR instruction). 


7.2.1 Task-State Segment (TSS) 


The processor state information needed to restore a task is saved in a system segment called the task-state 
segment (TSS). Figure 7-2 shows the format of a TSS for tasks designed for 32-bit CPUs. The fields of a TSS are 
divided into two main categories: dynamic fields and static fields. 


For information about 16-bit Intel 286 processor task structures, see Section 7.6, “16-Bit Task-State Segment 
(TSS).” For information about 64-bit mode task structures, see Section 7.7, “Task Management in 64-bit Mode.” 
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1/0 Map Base Address 


Reserved 


Reserved 


LDT Segment Selector 


Reserved 


GS 


Reserved 


FS 


Reserved 


DS 


Reserved 


ss 


Reserved 


cs 


Reserved 


ES 


CR3 (PDBR) 


Reserved 


Reserved 


Reserved 


Reserved 


Reserved bits. Set to 0. 


Previous Task Link 


104 
100 


Figure 7-2. 32-Bit Task-State Segment (TSS) 


The processor updates dynamic fields when a task is suspended during a task switch. The following are dynamic 


fields: 


¢ General-purpose register fields — State of the EAX, ECX, EDX, EBX, ESP, EBP, ESI, and EDI registers prior 


to the task switch. 


¢ Segment selector fields — Segment selectors stored in the ES, CS, SS, DS, FS, and GS registers prior to the 


task switch. 


¢ EFLAGS register field — State of the EFLAGS register prior to the task switch. 
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¢  EIP (instruction pointer) field — State of the EIP register prior to the task switch. 


° Previous task link field — Contains the segment selector for the TSS of the previous task (updated on a task 
switch that was initiated by a call, interrupt, or exception). This field (which is sometimes called the back link 
field) permits a task switch back to the previous task by using the IRET instruction. 


The processor reads the static fields, but does not normally change them. These fields are set up when a task is 
created. The following are static fields: 


¢ LDT segment selector field — Contains the segment selector for the task's LDT. 


¢ CR3 control register field — Contains the base physical address of the page directory to be used by the task. 
Control register CR3 is also known as the page-directory base register (PDBR). 


° Privilege level-O, -1, and -2 stack pointer fields — These stack pointers consist of a logical address made 
up of the segment selector for the stack segment (SSO, SS1, and SS2) and an offset into the stack (ESPO, 
ESP1i, and ESP2). Note that the values in these fields are static for a particular task; whereas, the SS and ESP 
values will change if stack switching occurs within the task. 


° T (debug trap) flag (byte 100, bit 0) — When set, the T flag causes the processor to raise a debug exception 
when a task switch to this task occurs (see Section 17.3.1.5, “Task-Switch Exception Condition”). 


¢ I/O map base address field — Contains a 16-bit offset from the base of the TSS to the I/O permission bit 
map and interrupt redirection bitmap. When present, these maps are stored in the TSS at higher addresses. 
The I/O map base address points to the beginning of the I/O permission bit map and the end of the interrupt 
redirection bit map. See Chapter 19, “Input/Output,” in the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1, for more information about the I/O permission bit map. See Section 19.3, 
“Interrupt and Exception Handling in Virtual-8086 Mode,” for a detailed description of the interrupt redirection 
bit map. 

¢ Shadow Stack Pointer (SSP) — Contains task's shadow stack pointer. The shadow stack of the task should 
have a supervisor shadow stack token at the address pointed to by the task SSP (offset 104). This token will be 
verified and made busy when switching to that shadow stack using a CALL/JMP instruction, and made free 
when switching out of that task using an IRET instruction. 


If paging is used: 


¢ Pages corresponding to the previous task’s TSS, the current task’s TSS, and the descriptor table entries for 
each all should be marked as read/write. 


° Task switches are carried out faster if the pages containing these structures are present in memory before the 
task switch is initiated. 


7.2.2 TSS Descriptor 


The TSS, like all other segments, is defined by a segment descriptor. Figure 7-3 shows the format of a TSS 
descriptor. TSS descriptors may only be placed in the GDT; they cannot be placed in an LDT or the IDT. 


An attempt to access a TSS using a segment selector with its TI flag set (which indicates the current LDT) causes 
a general-protection exception (#GP) to be generated during CALLs and JMPs; it causes an invalid TSS exception 
(#TS) during IRETs. A general-protection exception is also generated if an attempt is made to load a segment 
selector for a TSS into a segment register. 


The busy flag (B) in the type field indicates whether the task is busy. A busy task is currently running or suspended. 
A type field with a value of 1001B indicates an inactive task; a value of 1011B indicates a busy task. Tasks are not 
recursive. The processor uses the busy flag to detect an attempt to call a task whose execution has been inter- 
rupted. To ensure that there is only one busy flag is associated with a task, each TSS should have only one TSS 
descriptor that points to it. 
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TSS Descriptor 


31 24 23 22 212019 16 15 141312 11 87 0 
A — D Type 
Base 31:24 |cjojojv| Limit |p| p i Base 23:16 | 4 
L ; L |o}1 | 0 | B| 1 
31 16 15 0 
Base Address 15:00 Segment Limit 15:00 0 


AVL Available for use by system software 
B Busy flag 

BASE Segment Base Address 

DPL Descriptor Privilege Level 


G Granularity 
LIMIT Segment Limit 
P Segment Present 


TYPE Segment Type 


Figure 7-3. TSS Descriptor 


The base, limit, and DPL fields and the granularity and present flags have functions similar to their use in data- 
segment descriptors (see Section 3.4.5, “Segment Descriptors”). When the G flag is 0 in a TSS descriptor for a 32- 
bit TSS, the limit field must have a value equal to or greater than 67H, one byte less than the minimum size of a 
TSS. Attempting to switch to a task whose TSS descriptor has a limit less than 67H generates an invalid-TSS excep- 
tion (#TS). A larger limit is required if an I/O permission bit map is included or if the operating system stores addi- 
tional data. The processor does not check for a limit greater than 67H on a task switch; however, it does check 
when accessing the I/O permission bit map or interrupt redirection bit map. 


Any program or procedure with access to a TSS descriptor (that is, whose CPL is numerically equal to or less than 
the DPL of the TSS descriptor) can dispatch the task with a call or a jump. 


In most systems, the DPLs of TSS descriptors are set to values less than 3, so that only privileged software can 
perform task switching. However, in multitasking applications, DPLs for some TSS descriptors may be set to 3 to 
allow task switching at the application (or user) privilege level. 


7.2.3 TSS Descriptor in 64-bit mode 


In 64-bit mode, task switching is not supported, but TSS descriptors still exist. The format of a 64-bit TSS is 
described in Section 7.7. 


In 64-bit mode, the TSS descriptor is expanded to 16 bytes (see Figure 7-4). This expansion also applies to an LDT 
descriptor in 64-bit mode. Table 3-2 provides the encoding information for the segment type field. 
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TSS (or LDT) Descriptor 


31 13 12 8 7 0 
Reserved 0 Reserved 12 
31 0 
Base Address 63:32 8 
31 24 23 22 212019 16 15 141312 11 8 7 0 
A eet? D Th 
Base 31:24 |clololv| Limit |p} p oo Base 23:16 | 4 
19:16 
L L jo 
31 16 15 0 
Base Address 15:00 Segment Limit 15:00 (0) 


AVL Available for use by system software 
B Busy flag 

BASE Segment Base Address 

DPL Descriptor Privilege Level 


G Granularity 
LIMIT Segment Limit 
P Segment Present 


TYPE Segment Type 


Figure 7-4. Format of TSS and LDT Descriptors in 64-bit Mode 


7.2.4 Task Register 


The task register holds the 16-bit segment selector and the entire segment descriptor (32-bit base address (64 bits 
in IA-32e mode), 16-bit segment limit, and descriptor attributes) for the TSS of the current task (see Figure 2-6). 
This information is copied from the TSS descriptor in the GDT for the current task. Figure 7-5 shows the path the 
processor uses to access the TSS (using the information in the task register). 


The task register has a visible part (that can be read and changed by software) and an invisible part (maintained 
by the processor and is inaccessible by software). The segment selector in the visible portion points to a TSS 
descriptor in the GDT. The processor uses the invisible portion of the task register to cache the segment descriptor 
for the TSS. Caching these values in a register makes execution of the task more efficient. The LTR (load task 
register) and STR (store task register) instructions load and read the visible portion of the task register: 


The LTR instruction loads a segment selector (Source operand) into the task register that points to a TSS descriptor 
in the GDT. It then loads the invisible portion of the task register with information from the TSS descriptor. LTR is a 
privileged instruction that may be executed only when the CPL is 0. It’s used during system initialization to put an 
initial value in the task register. Afterwards, the contents of the task register are changed implicitly when a task 
switch occurs. 


The STR (store task register) instruction stores the visible portion of the task register in a general-purpose register 
or memory. This instruction can be executed by code running at any privilege level in order to identify the currently 
running task. However, it is normally used only by operating system software. (If CR4.UMIP = 1, STR can be 
executed only when CPL = 0.) 


On power up or reset of the processor, segment selector and base address are set to the default value of 0; the limit 
is set to FFFFH. 
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7.2.5 
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Figure 7-5. Task Register 


Task-Gate Descriptor 


A task-gate descriptor provides an indirect, protected reference to a task (see Figure 7-6). It can be placed in the 
GDT, an LDT, or the IDT. The TSS segment selector field in a task-gate descriptor points to a TSS descriptor in the 
GDT. The RPL in this segment selector is not used. 


The DPL of a task-gate descriptor controls access to the TSS descriptor during a task switch. When a program or 
procedure makes a call or jump to a task through a task gate, the CPL and the RPL field of the gate selector pointing 
to the task gate must be less than or equal to the DPL of the task-gate descriptor. Note that when a task gate is 


used, the DPL of the destination TSS descriptor is not used. 


31 16 15 1413 12 11 87 
D Type 
Reserved P| p yp Reserved 
o|o [1 jo | 1 
31 16 15 
TSS Segment Selector Reserved 


DPL 
P 


Descriptor Privilege Level 
Segment Present 
TYPE Segment Type 
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A task can be accessed either through a task-gate descriptor or a TSS descriptor. Both of these structures satisfy 
the following needs: 


° Need for a task to have only one busy flag — Because the busy flag for a task is stored in the TSS 
descriptor, each task should have only one TSS descriptor. There may, however, be several task gates that 
reference the same TSS descriptor. 


° Need to provide selective access to tasks — Task gates fill this need, because they can reside in an LDT and 
can have a DPL that is different from the TSS descriptor's DPL. A program or procedure that does not have 
sufficient privilege to access the TSS descriptor for a task in the GDT (which usually has a DPL of 0) may be 
allowed access to the task through a task gate with a higher DPL. Task gates give the operating system greater 
latitude for limiting access to specific tasks. 


¢ Need for an interrupt or exception to be handled by an independent task — Task gates may also reside 
in the IDT, which allows interrupts and exceptions to be handled by handler tasks. When an interrupt or 
exception vector points to a task gate, the processor switches to the specified task. 


Figure 7-7 illustrates how a task gate in an LDT, a task gate in the GDT, and a task gate in the IDT can all point to 
the same task. 


LDT GDT TSS 
Task Gate 
L_y| 
Task Gate a —<d TSS Descriptor 
> 
IDT 
Task Gate 


Figure 7-7. Task Gates Referencing the Same Task 


7.3 TASK SWITCHING 


The processor transfers execution to another task in one of four cases: 
¢ The current program, task, or procedure executes a JMP or CALL instruction to a TSS descriptor in the GDT. 


¢ The current program, task, or procedure executes a JMP or CALL instruction to a task-gate descriptor in the 
GDT or the current LDT. 
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An interrupt or exception vector points to a task-gate descriptor in the IDT. 
The current task executes an IRET when the NT flag in the EFLAGS register is set. 


JMP, CALL, and IRET instructions, as well as interrupts and exceptions, are all mechanisms for redirecting a 
program. The referencing of a TSS descriptor or a task gate (when calling or jumping to a task) or the state of the 
NT flag (when executing an IRET instruction) determines whether a task switch occurs. 


The processor performs the following operations when switching to a new task: 


1. 


Obtains the TSS segment selector for the new task as the operand of the JMP or CALL instruction, from a task 
gate, or from the previous task link field (for a task switch initiated with an IRET instruction). 


Checks that the current (old) task is allowed to switch to the new task. Data-access privilege rules apply to JMP 
and CALL instructions. The CPL of the current (old) task and the RPL of the segment selector for the new task 
must be less than or equal to the DPL of the TSS descriptor or task gate being referenced. Exceptions, 
interrupts (except for those identified in the next sentence), and the IRET and INT1 instructions are permitted 
to switch tasks regardless of the DPL of the destination task-gate or TSS descriptor. For interrupts generated by 
the INT n, INT3, and INTO instructions, the DPL is checked and a general-protection exception (#GP) results if 
it is less than the CPL. 


Checks that the TSS descriptor of the new task is marked present and has a valid limit (greater than or equal 
to 67H). If the task switch was initiated by IRET and shadow stacks are enabled at the current CPL, then the 
SSP must be aligned to 8 bytes, else a #TS(current task TSS) fault is generated. If CR4.CET is 1, then the TSS 
must be a 32 bit TSS and the limit of the new task’s TSS must be greater than or equal to 107 bytes, else a 
#TS(new task TSS) fault is generated. 


Checks that the new task is available (call, jump, exception, or interrupt) or busy (IRET return). 


Checks that the current (old) TSS, new TSS, and all segment descriptors used in the task switch are paged into 
system memory. 


Saves the state of the current (old) task in the current task’s TSS. The processor finds the base address of the 
current TSS in the task register and then copies the states of the following registers into the current TSS: all the 
general-purpose registers, segment selectors from the segment registers, the temporarily saved image of the 
EFLAGS register, and the instruction pointer register (EIP). 


Loads the task register with the segment selector and descriptor for the new task's TSS. 
If CET is enabled, the processor performs following shadow stack actions: 
Read CS of new task from new task TSS 
Read EFLAGS of new task from new task TSS 
IF EFLAGS.VM = 1 
THEN 
new task CPL = 3; 
ELSE 
new task CPL = CS.RPL; 
FI; 
pushCsLipSsp = 0 
IF task switch was initiated by CALL instruction, exception or interrupt 
IF shadow stack enabled at current CPL 
IF new task CPL < CPL and current task CPL = 3 
THEN 
IA32_PL3_SSP = SSP (* user — supervisor *) 
ELSE 
pushCsLipSsp = 1 (* no privilege change; supv — supv; supv — user *) tempSSP = SSP 


1. 


The INT1 has opcode F1; the INT ninstruction with n=1 has opcode CD 01. 
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tempSsLIP =CSBASE + EIP 
tempSsCS = CS 
FI; 
FI; 
FI; 
verifyCsLIP = 0 
IF task switch was initiated by IRET 
IF shadow stacks enabled at current CPL 
IF (CPL of new Task = CPL of current Task) OR 
(CPL of new Task < 3 AND CPL of current Task < 3) OR 
(CPL or new Task < 3 AND CPL of current task = 3) 
(* no privilege change or supervisor — supervisor or user — supervisor IRET *) 
tempSsCS = shadow_stack_load 8 bytes from SSP+16; 
tempSsLIP = shadow_stack_load 8 bytes from SSP+8; 
tempSSP = shadow_stack_load 8 bytes from SSP; 
SSP = SSP + 24; 
verifyCsLIP = 1 


FI; 

// Clear busy flag on current shadow stack 

IF (SSP & 0x07 ==0) (* SSP must be aligned to 8B *) 

THEN 

expected_token_value = (SSP & ~0x07) | BUSY_BIT; (* busy - bit 0 - must be set*) 
new_token_value = SSP (* clear the busy bit *) 
shadow_stack_lock_cmpxchg8b(SSP, new_token_value, expected_token_value) 

FI; 

SSP =0 

FI; 


FI; 


9. The TSS state is loaded into the processor. This includes the LDTR register, the PDBR (control register CR3), the 
EFLAGS register, the EIP register, the general-purpose registers, and the segment selectors. A fault during the 
load of this state may corrupt architectural state. (If paging is not enabled, a PDBR value is read from the new 
task's TSS, but it is not loaded into CR3.) 


10. If the task switch was initiated with a JMP or IRET instruction, the processor clears the busy (B) flag in the 
current (old) task’s TSS descriptor; if initiated with a CALL instruction, an exception, or an interrupt: the busy 
(B) flag is left set. (See Table 7-2.) 


11. If the task switch was initiated with an IRET instruction, the processor clears the NT flag in a temporarily saved 
image of the EFLAGS register; if initiated with a CALL or JMP instruction, an exception, or an interrupt, the NT 
flag is left unchanged in the saved EFLAGS image. 


12. If the task switch was initiated with a CALL instruction, an exception, or an interrupt, the processor will set the 
NT flag in the EFLAGS loaded from the new task. If initiated with an IRET instruction or JMP instruction, the NT 
flag will reflect the state of NT in the EFLAGS loaded from the new task (see Table 7-2). 


13. If the task switch was initiated with a CALL instruction, JMP instruction, an exception, or an interrupt, the 
processor sets the busy (B) flag in the new task’s TSS descriptor; if initiated with an IRET instruction, the busy 
(B) flag is left set. 


14. The descriptors associated with the segment selectors are loaded and qualified. Any errors associated with this 
loading and qualification occur in the context of the new task and may corrupt architectural state. 
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15. If CET is enabled, the processor performs following shadow stack actions: 
IF shadow stack enabled at current CPL OR indirect branch tracking at current CPL 
THEN 
IF EFLAGS.VM = 1 
THEN #TSS(new-Task-TSS); FI; 
FI; 
IF shadow stack enabled at current CPL 
IF task switch initiated by CALL instruction, JMP instruction, interrupt or exception (* switch stack *) 
new_SSP <— Load the 4 byte from offset 104 in the TSS 
// Verify new SSP to be legal 
IF new_SSP & 0x07 != 0 
THEN #TSS(New-Task-TSS); FI; 
expected_token_value = SSP; (* busy - bit 0 - must be clear *) 
new_token_value = SSP | BUSY_BIT (* set the busy bit - bit 0*) 
IF shadow_stack_lock_cmpxchg8b(SSP, new_token_value, 
expected_token_value) != expected_token_value 
THEN #TSS(New-Task-TSS); FI; 
SSP = new_SSP 
IF pushCsLipSsp = 1 (* call, int, exception from user — user or supv — supv or supv — user *) 
Push tempSsCsS, tempSsLip, tempSsSSP on shadow stack using 8B pushes 
FI; 
FI; 
FI; 
IF task switch initiated by IRET 
IF verifyCsLIP = 1 
(* do 64 bit comparisons; CS zero padded to 64 bit; CSBASE+EIP zero padded to 64 bit *) 
IF tempSsCS and tempSsLIP do not match CS and CSBASE+EIP 
THEN #CP(FAR-RET/IRET); FI; 
FI; 
IF ShadowStackEnabled(CPL) 
THEN 
IF (verifyCsLIP == 0) tempSSP = IA32_PL3_SSP; 
IF tempSSP & 0x03 != 0 THEN #CP(FAR-RET/IRET) // verify aligned to 4 bytes 
IF tempSSP[63:32] != 0 THEN # CP(FAR-RET/IRET) 
SSP = tempSSP 
FI; 
FI; 
IF EndbranchEnabled(CPL) 
IF task switch initiated by CALL instruction, JMP instruction, interrupt or exception 
IF CPL = 3 
THEN 
TA32_U_CET.TRACKER = WAIT_FOR_ENDBRANCH 
IA32_U_CET.SUPPRESS = 0 
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ELSE 
IA32_S_CET.TRACKER = WAIT_FOR_ENDBRANCH 
IA32_S_CET.SUPPRESS = 0 
FI; 
FI; 
FI; 


16. Begins executing the new task. (To an exception handler, the first instruction of the new task appears not to 
have been executed.) 


NOTES 


If all checks and saves have been carried out successfully, the processor commits to the task 
switch. If an unrecoverable error occurs in steps 1 through 8, the processor does not complete the 
task switch and ensures that the processor is returned to its state prior to the execution of the 
instruction that initiated the task switch. 


If an unrecoverable error occurs in step 9, architectural state may be corrupted, but an attempt will 
be made to handle the error in the prior execution environment. If an unrecoverable error occurs 
after the commit point (in step 13), the processor completes the task switch (without performing 
additional access and segment availability checks) and generates the appropriate exception prior to 
beginning execution of the new task. 


If exceptions occur after the commit point, the exception handler must finish the task switch itself 
before allowing the processor to begin executing the new task. See Chapter 6, “Interrupt 
10—Invalid TSS Exception (#TS),” for more information about the affect of exceptions on a task 
when they occur after the commit point of a task switch. 


The state of the currently executing task is always saved when a successful task switch occurs. If the task is 
resumed, execution starts with the instruction pointed to by the saved EIP value, and the registers are restored to 
the values they held when the task was suspended. 


When switching tasks, the privilege level of the new task does not inherit its privilege level from the suspended 
task. The new task begins executing at the privilege level specified in the CPL field of the CS register, which is 
loaded from the TSS. Because tasks are isolated by their separate address spaces and TSSs and because privilege 
rules control access to a TSS, software does not need to perform explicit privilege checks on a task switch. 


Table 7-1 shows the exception conditions that the processor checks for when switching tasks. It also shows the 
exception that is generated for each check if an error is detected and the segment that the error code references. 
(The order of the checks in the table is the order used in the P6 family processors. The exact order is model specific 
and may be different for other IA-32 processors.) Exception handlers designed to handle these exceptions may be 
subject to recursive calls if they attempt to reload the segment selector that generated the exception. The cause of 
the exception (or the first of multiple causes) should be fixed before reloading the selector. 


Table 7-1. Exception Conditions Checked During a Task Switch 


Condition Checked Exception! Error Code Reference? 
Segment selector for a TSS descriptor references #GP New Task’s TSS 
the GDT and is within the limits of the table. #TS (for IRET) 
P bit is set in TSS descriptor. #NP New Task’s TSS 
TSS descriptor is not busy (for task switch initiated by a call, interrupt, or #GP (for JMP, CALL, INT) | Task’s back-link TSS 
exception). 
TSS descriptor is not busy (for task switch initiated by an IRET instruction). #TS (for IRET) New Task’s TSS 
TSS segment limit greater than or equal to 108 (for 32-bit TSS) or 44 (for 16-bit | #TS New Task's TSS 
TSS). 
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Table 7-1. Exception Conditions Checked During a Task Switch (Contd.) 


Condition Checked Exception’ Error Code Reference 
TSS segment limit greater than or equal to 108 (for 32-bit TSS) if CR4.CET = 1.2 | #TS New Task’s TSS 
If shadow stack enabled and SSP not aligned to 8 bytes (for task switch initiated | #TS Current Task’s TSS 


by an IRET instruction). 


Registers are loaded from the values in the TSS. 


LDT segment selector of new task is valid 4. #TS New Task’s LDT 

If code segment is non-conforming, its DPL should equal its RPL. #TS New Code Segment 
If code segment is conforming, its DPL should be less than or equal to its RPL. #TS New Code Segment 
SS segment selector is valid @. #TS New Stack Segment 
P bit is set in stack segment descriptor. #SS New Stack Segment 
Stack segment DPL should equal CPL. #TS New stack segment 
P bit is set in new task’s LDT descriptor. #TS New Task's LDT 

CS segment selector is valid 4. #TS New Code Segment 
P bit is set in code segment descriptor. #NP New Code Segment 
Stack segment DPL should equal its RPL. #TS New Stack Segment 
DS, ES, FS, and GS segment selectors are valid 4. #TS New Data Segment 
DS, ES, FS, and GS segments are readable. #TS New Data Segment 
P bits are set in descriptors of DS, ES, FS, and GS segments. #NP New Data Segment 
DS, ES, FS, and GS segment DPL greater than or equal to CPL (unless these are #TS New Data Segment 
conforming segments). 

Shadow Stack Pointer in a task not aligned to 8 bytes (for task switch initiated by | #TS New Task’s TSS 

a call, interrupt, or exception).? 

If EFLAGS.VM=1 and shadow stacks are enabled. #TS New Task’s TSS 
Supervisor Shadow Stack Token verification failures (for task switch initiated by a | #TS New Task’s TSS 


call, interrupt, jump, or exception):3 
- Busy bit already set. 
- Address in Shadow stack token does not match SSP value from TSS. 


If task switch initiated by IRET, CS and LIP stored on old task shadow stack does | #CP FAR-RET/IRET 
not match CS and LIP of new task. 
If task switch initiated by IRET and SSP of new task loaded from shadow stack of | #CP FAR-RET/IRET 


old task (if new task CPL is < 3) OR the SSP from IA32_PL3_SSP (if new task CPL 
= 3) fails the following checks:3 


- Not aligned to 4 bytes. 
- Is beyond 4G. 


NOTES: 

1. #NP is segment-not-present exception, #GP is general-protection exception, #TS is invalid-TSS exception, and #SS is stack-fault 
exception. 

2. The error code contains an index to the segment descriptor referenced in this column. 

3. Valid when CET is enabled. 

4. A segment selector is valid if it is in a compatible type of table (GDT or LDT), occupies an address within the table’s segment limit, 
and refers to a compatible type of descriptor (for example, a segment selector in the CS register only is valid when it points to a 
code-segment descriptor). 


The TS (task switched) flag in the control register CRO is set every time a task switch occurs. System software uses 
the TS flag to coordinate the actions of floating-point unit when generating floating-point exceptions with the rest 
of the processor. The TS flag indicates that the context of the floating-point unit may be different from that of the 
current task. See Section 2.5, “Control Registers”, for a detailed description of the function and use of the TS flag. 
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7.4 TASK LINKING 


The previous task link field of the TSS (sometimes called the “backlink”) and the NT flag in the EFLAGS register are 
used to return execution to the previous task. EFLAGS.NT = 1 indicates that the currently executing task is nested 
within the execution of another task. 


When a CALL instruction, an interrupt, or an exception causes a task switch: the processor copies the segment 
selector for the current TSS to the previous task link field of the TSS for the new task; it then sets EFLAGS.NT = 1. 
If software uses an IRET instruction to suspend the new task, the processor checks for EFLAGS.NT = 1; it then 
uses the value in the previous task link field to return to the previous task. See Figures 7-8. 


When a JMP instruction causes a task switch, the new task is not nested. The previous task link field is not used and 
EFLAGS.NT = 0. Use a JMP instruction to dispatch a new task when nesting is not desired. 


Top Level Nested More Deeply Currently Executing 
Task Task Nested Task Task 
TSS TSS TSS EFLAGS 
NT=1 
NT=0 NT=1 NT=1 
Previous Previous Previous 
Task Link Task Link Task Link Task Register 


Figure 7-8. Nested Tasks 


Table 7-2 shows the busy flag (in the TSS segment descriptor), the NT flag, the previous task link field, and TS flag 
(in control register CRO) during a task switch. 


The NT flag may be modified by software executing at any privilege level. It is possible for a program to set the NT 
flag and execute an IRET instruction. This might randomly invoke the task specified in the previous link field of the 
current task's TSS. To keep such spurious task switches from succeeding, the operating system should initialize the 
previous task link field in every TSS that it creates to 0. 


Table 7-2. Effect of a Task Switch on Busy Flag, NT Flag, Previous Task Link Field, and TS Flag 


NT flag of new task. 


NT flag of old task. 


Previous task link field of new 
task. 


Previous task link field of old 
task. 


TS flag in control register CRO. 


Set to value from TSS of new 
task. 


No change. 


No change. 


No change. 


Flag is set. 


Flag or Field Effect of JMP instruction Effect of CALL Instruction or Effect of IRET 
Interrupt Instruction 
Busy (B) flag of new task. Flag is set. Must have been Flag is set. Must have been No change. Must have been set. 
clear before. clear before. 
Busy flag of old task. Flag is cleared. No change. Flag is currently Flag is cleared. 


set. 


Flag is set. 


No change. 


Loaded with selector 
for old task’s TSS. 


No change. 


Flag is set. 


Set to value from TSS of new 
task. 


Flag is cleared. 


No change. 


No change. 


Flag is set. 
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7.4.1 Use of Busy Flag To Prevent Recursive Task Switching 


A TSS allows only one context to be saved for a task; therefore, once a task is called (dispatched), a recursive (or 
re-entrant) call to the task would cause the current state of the task to be lost. The busy flag in the TSS segment 
descriptor is provided to prevent re-entrant task switching and a subsequent loss of task state information. The 
processor manages the busy flag as follows: 


1. When dispatching a task, the processor sets the busy flag of the new task. 


2. If during a task switch, the current task is placed in a nested chain (the task switch is being generated by a 
CALL instruction, an interrupt, or an exception), the busy flag for the current task remains set. 


3. When switching to the new task (initiated by a CALL instruction, interrupt, or exception), the processor 
generates a general-protection exception (#GP) if the busy flag of the new task is already set. If the task switch 
is initiated with an IRET instruction, the exception is not raised because the processor expects the busy flag to 
be set. 


4. When a task is terminated by a jump to a new task (initiated with a JMP instruction in the task code) or by an 
IRET instruction in the task code, the processor clears the busy flag, returning the task to the “not busy” state. 


The processor prevents recursive task switching by preventing a task from switching to itself or to any task ina 
nested chain of tasks. The chain of nested suspended tasks may grow to any length, due to multiple calls, inter- 
rupts, or exceptions. The busy flag prevents a task from being invoked if it is in this chain. 


The busy flag may be used in multiprocessor configurations, because the processor follows a LOCK protocol (on the 
bus or in the cache) when it sets or clears the busy flag. This lock keeps two processors from invoking the same 
task at the same time. See Section 8.1.2.1, “Automatic Locking,” for more information about setting the busy flag 
in a multiprocessor applications. 


7.4.2 Modifying Task Linkages 


In a uniprocessor system, in situations where it is necessary to remove a task from a chain of linked tasks, use the 
following procedure to remove the task: 


1. Disable interrupts. 


2. Change the previous task link field in the TSS of the pre-empting task (the task that suspended the task to be 
removed). It is assumed that the pre-empting task is the next task (newer task) in the chain from the task to 
be removed. Change the previous task link field to point to the TSS of the next oldest task in the chain or to an 
even older task in the chain. 


3. Clear the busy (B) flag in the TSS segment descriptor for the task being removed from the chain. If more than 
one task is being removed from the chain, the busy flag for each task being remove must be cleared. 


4. Enable interrupts. 


In a multiprocessing system, additional synchronization and serialization operations must be added to this proce- 
dure to ensure that the TSS and its segment descriptor are both locked when the previous task link field is changed 
and the busy flag is cleared. 


7.5 TASK ADDRESS SPACE 


The address space for a task consists of the segments that the task can access. These segments include the code, 
data, stack, and system segments referenced in the TSS and any other segments accessed by the task code. The 
segments are mapped into the processor’s linear address space, which is in turn mapped into the processor's phys- 
ical address space (either directly or through paging). 


The LDT segment field in the TSS can be used to give each task its own LDT. Giving a task its own LDT allows the 
task address space to be isolated from other tasks by placing the segment descriptors for all the segments associ- 
ated with the task in the task’s LDT. 


It also is possible for several tasks to use the same LDT. This is a memory-efficient way to allow specific tasks to 
communicate with or control each other, without dropping the protection barriers for the entire system. 
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Because all tasks have access to the GDT, it also is possible to create shared segments accessed through segment 
descriptors in this table. 


If paging is enabled, the CR3 register (PDBR) field in the TSS allows each task to have its own set of page tables 
for mapping linear addresses to physical addresses. Or, several tasks can share the same set of page tables. 


7.5.1 Mapping Tasks to the Linear and Physical Address Spaces 


Tasks can be mapped to the linear address space and physical address space in one of two ways: 


¢ One linear-to-physical address space mapping is shared among all tasks. — When paging is not 
enabled, this is the only choice. Without paging, all linear addresses map to the same physical addresses. When 
paging is enabled, this form of linear-to-physical address space mapping is obtained by using one page 
directory for all tasks. The linear address space may exceed the available physical space if demand-paged 
virtual memory is supported. 


° Each task has its own linear address space that is mapped to the physical address space. — This form 
of mapping is accomplished by using a different page directory for each task. Because the PDBR (control 
register CR3) is loaded on task switches, each task may have a different page directory. 


The linear address spaces of different tasks may map to completely distinct physical addresses. If the entries of 
different page directories point to different page tables and the page tables point to different pages of physical 
memory, then the tasks do not share physical addresses. 


With either method of mapping task linear address spaces, the TSSs for all tasks must lie in a shared area of the 
physical space, which is accessible to all tasks. This mapping is required so that the mapping of TSS addresses does 
not change while the processor is reading and updating the TSSs during a task switch. The linear address space 
mapped by the GDT also should be mapped to a shared area of the physical space; otherwise, the purpose of the 
GDT is defeated. Figure 7-9 shows how the linear address spaces of two tasks can overlap in the physical space by 
sharing page tables. 


TSS Page Directories Page Tables Page Frames 
Task A 
Task A TSS —> 
PTE Task A 
PTE > 
PDBR [| PDE } | PTE TaskA 
PDE 
Shared PT 
Shared 
PTE a 
— S| PTE Shared 
Task B TSS 
> 
Task B 
PDBR [| PDE PTE 
PDE [a PTE Task B 
> 


Figure 7-9. Overlapping Linear-to-Physical Mappings 
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7.5.2 Task Logical Address Space 


To allow the sharing of data among tasks, use the following techniques to create shared logical-to-physical 
address-space mappings for data segments: 


¢ Through the segment descriptors in the GDT — All tasks must have access to the segment descriptors in 
the GDT. If some segment descriptors in the GDT point to segments in the linear-address space that are 
mapped into an area of the physical-address space common to all tasks, then all tasks can share the data and 
code in those segments. 


¢ Through a shared LDT — Two or more tasks can use the same LDT if the LDT fields in their TSSs point to the 
same LDT. If some segment descriptors in a shared LDT point to segments that are mapped to a common area 
of the physical address space, the data and code in those segments can be shared among the tasks that share 
the LDT. This method of sharing is more selective than sharing through the GDT, because the sharing can be 
limited to specific tasks. Other tasks in the system may have different LDTs that do not give them access to the 
shared segments. 


* Through segment descriptors in distinct LDTs that are mapped to common addresses in linear 
address space — If this common area of the linear address space is mapped to the same area of the physical 
address space for each task, these segment descriptors permit the tasks to share segments. Such segment 
descriptors are commonly called aliases. This method of sharing is even more selective than those listed above, 
because, other segment descriptors in the LDTs may point to independent linear addresses which are not 
shared. 


7.6 16-BIT TASK-STATE SEGMENT (TSS) 


The 32-bit IA-32 processors also recognize a 16-bit TSS format like the one used in Intel 286 processors (see 
Figure 7-10). This format is supported for compatibility with software written to run on earlier IA-32 processors. 


The following information is important to know about the 16-bit TSS. 
* Do not use a 16-bit TSS to implement a virtual-8086 task. 
¢ The valid segment limit for a 16-bit TSS is 2CH. 


¢ The 16-bit TSS does not contain a field for the base address of the page directory, which is loaded into control 
register CR3. A separate set of page tables for each task is not supported for 16-bit tasks. If a 16-bit task is 
dispatched, the page-table structure for the previous task is used. 


¢ The I/O base address is not included in the 16-bit TSS. None of the functions of the I/O map are supported. 
¢ When task state is saved in a 16-bit TSS, the upper 16 bits of the EFLAGS register and the EIP register are lost. 


¢ When the general-purpose registers are loaded or saved from a 16-bit TSS, the upper 16 bits of the registers 
are modified and not maintained. 
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15 0 
Task LDT Selector 42 
DS Selector 40 
SS Selector 38 
CS Selector 36 
ES Selector 34 
DI 32 
SI 30 
BP 28 
SP 26 
BX 24 
DX 22 
CX 20 
AX 18 
FLAG Word 16 
IP (Entry Point) 14 
SS2 12 
SP2 10 
SS1 8 
SP1 6 
Sso 4 
SPO 2 
Previous Task Link 0 


Figure 7-10. 16-Bit TSS Format 


7.7 TASK MANAGEMENT IN 64-BIT MODE 


In 64-bit mode, task structure and task state are similar to those in protected mode. However, the task switching 
mechanism available in protected mode is not supported in 64-bit mode. Task management and switching must be 
performed by software. The processor issues a general-protection exception (#GP) if the following is attempted in 
64-bit mode: 


¢ Control transfer to a TSS or a task gate using JMP, CALL, INT n, INT3, INTO, INT1, or interrupt. 
¢ An IRET with EFLAGS.NT (nested task) set to 1. 


Although hardware task-switching is not supported in 64-bit mode, a 64-bit task state segment (TSS) must exist. 
Figure 7-11 shows the format of a 64-bit TSS. The TSS holds information important to 64-bit mode and that is not 
directly related to the task-switch mechanism. This information includes: 


° RSPn — The full 64-bit canonical forms of the stack pointers (RSP) for privilege levels 0-2. 
¢ ISTn — The full 64-bit canonical forms of the interrupt stack table (IST) pointers. 
¢ I/O map base address — The 16-bit offset to the I/O permission bit map from the 64-bit TSS base. 


The operating system must create at least one 64-bit TSS after activating IA-32e mode. It must execute the LTR 
instruction (in 64-bit mode) to load the TR register with a pointer to the 64-bit TSS responsible for both 64-bit- 
mode programs and compatibility-mode programs. 
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I/O Map Base Address Reserved 100 
Reserved 96 
Reserved 92 
IST7 (upper 32 bits) 88 
IST7 (lower 32 bits) 84 
IST6 (upper 32 bits) 80 
IST6 (lower 32 bits) 76 
IST5 (upper 32 bits) 72 
IST5 (lower 32 bits) 68 
IST4 (upper 32 bits) 64 
IST4 (lower 32 bits) 60 
IST3 (upper 32 bits) 56 
IST3 (lower 32 bits) 52 
IST2 (upper 32 bits) 48 
IST2 (lower 32 bits) 44 
IST1 (upper 32 bits) 40 
IST1 (lower 32 bits) 36 
Reserved 32 


Reserved 28 


RSP2 (upper 32 bits) 24 
RSP2 (lower 32 bits) 20 
RSP1 (upper 32 bits) 16 
RSP1 (lower 32 bits) 12 
RSPO (upper 32 bits) 8 
RSPO (lower 32 bits) 4 
Reserved 0 


Reserved bits. Set to 0. 


Figure 7-11. 64-Bit TSS Format 
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MULTIPLE-PROCESSOR MANAGEMENT 


The Intel 64 and IA-32 architectures provide mechanisms for managing and improving the performance of multiple 
processors connected to the same system bus. These include: 


* Bus locking and/or cache coherency management for performing atomic operations on system memory. 
°®  Serializing instructions. 


¢ An advance programmable interrupt controller (APIC) located on the processor chip (see Chapter 10, 
“Advanced Programmable Interrupt Controller (APIC)”). This feature was introduced by the Pentium processor. 


¢ A second-level cache (level 2, L2). For the Pentium 4, Intel Xeon, and P6 family processors, the L2 cache is 
included in the processor package and is tightly coupled to the processor. For the Pentium and Intel486 
processors, pins are provided to support an external L2 cache. 


¢ A third-level cache (level 3, L3). For Intel Xeon processors, the L3 cache is included in the processor package 
and is tightly coupled to the processor. 


¢ Intel Hyper-Threading Technology. This extension to the Intel 64 and IA-32 architectures enables a single 
processor core to execute two or more threads concurrently (see Section 8.5, “Intel® Hyper-Threading 
Technology and Intel® Multi-Core Technology”). 


These mechanisms are particularly useful in symmetric-multiprocessing (SMP) systems. However, they can also be 
used when an Intel 64 or IA-32 processor and a special-purpose processor (such as a communications, graphics, 
or video processor) share the system bus. 


These multiprocessing mechanisms have the following characteristics: 


* To maintain system memory coherency — When two or more processors are attempting simultaneously to 
access the same address in system memory, some communication mechanism or memory access protocol 
must be available to promote data coherency and, in some instances, to allow one processor to temporarily lock 
a memory location. 

* To maintain cache consistency — When one processor accesses data cached on another processor, it must not 
receive incorrect data. If it modifies data, all other processors that access that data must receive the modified 
data. 

° To allow predictable ordering of writes to memory — In some circumstances, it is important that memory writes 
be observed externally in precisely the same order as programmed. 

°® To distribute interrupt handling among a group of processors — When several processors are operating ina 
system in parallel, it is useful to have a centralized mechanism for receiving interrupts and distributing them to 
available processors for servicing. 

° To increase system performance by exploiting the multi-threaded and multi-process nature of contemporary 
operating systems and applications. 

The caching mechanism and cache consistency of Intel 64 and IA-32 processors are discussed in Chapter 11. The 

APIC architecture is described in Chapter 10. Bus and memory locking, serializing instructions, memory ordering, 

and Intel Hyper-Threading Technology are discussed in the following sections. 


8.1 LOCKED ATOMIC OPERATIONS 


The 32-bit IA-32 processors support locked atomic operations on locations in system memory. These operations 
are typically used to manage shared data structures (such as semaphores, segment descriptors, system segments, 
or page tables) in which two or more processors may try simultaneously to modify the same field or flag. The 
processor uses three interdependent mechanisms for carrying out locked atomic operations: 


* Guaranteed atomic operations 
* Bus locking, using the LOCK# signal and the LOCK instruction prefix 
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® Cache coherency protocols that ensure that atomic operations can be carried out on cached data structures 
(cache lock); this mechanism is present in the Pentium 4, Intel Xeon, and P6 family processors 


These mechanisms are interdependent in the following ways. Certain basic memory transactions (such as reading 
or writing a byte in system memory) are always guaranteed to be handled atomically. That is, once started, the 
processor guarantees that the operation will be completed before another processor or bus agent is allowed access 
to the memory location. The processor also supports bus locking for performing selected memory operations (such 
as a read-modify-write operation in a shared area of memory) that typically need to be handled atomically, but are 
not automatically handled this way. Because frequently used memory locations are often cached in a processor’s L1 
or L2 caches, atomic operations can often be carried out inside a processor’s caches without asserting the bus lock. 
Here the processor’s cache coherency protocols ensure that other processors that are caching the same memory 
locations are managed properly while atomic operations are performed on cached memory locations. 


NOTE 


Where there are contested lock accesses, software may need to implement algorithms that ensure 
fair access to resources in order to prevent lock starvation. The hardware provides no resource that 
guarantees fairness to participating agents. It is the responsibility of software to manage the 
fairness of semaphores and exclusive locking functions. 


The mechanisms for handling locked atomic operations have evolved with the complexity of IA-32 processors. More 
recent IA-32 processors (such as the Pentium 4, Intel Xeon, and P6 family processors) and Intel 64 provide a more 
refined locking mechanism than earlier processors. These mechanisms are described in the following sections. 


8.1.1 Guaranteed Atomic Operations 


The Intel486 processor (and newer processors since) guarantees that the following basic memory operations will 
always be carried out atomically: 


® Reading or writing a byte 
¢ Reading or writing a word aligned on a 16-bit boundary 
¢ Reading or writing a doubleword aligned on a 32-bit boundary 


The Pentium processor (and newer processors since) guarantees that the following additional memory operations 
will always be carried out atomically: 


* Reading or writing a quadword aligned on a 64-bit boundary 
¢ 16-bit accesses to uncached memory locations that fit within a 32-bit data bus 


The P6 family processors (and newer processors since) guarantee that the following additional memory operation 
will always be carried out atomically: 


¢ Unaligned 16-, 32-, and 64-bit accesses to cached memory that fit within a cache line 


Accesses to cacheable memory that are split across cache lines and page boundaries are not guaranteed to be 
atomic by the Intel Core 2 Duo, Intel® Atom™, Intel Core Duo, Pentium M, Pentium 4, Intel Xeon, P6 family, 
Pentium, and Intel486 processors. The Intel Core 2 Duo, Intel Atom, Intel Core Duo, Pentium M, Pentium 4, Intel 
Xeon, and P6 family processors provide bus control signals that permit external memory subsystems to make split 
accesses atomic; however, nonaligned data accesses will seriously impact the performance of the processor and 
should be avoided. 


An x87 instruction or an SSE instructions that accesses data larger than a quadword may be implemented using 
multiple memory accesses. If such an instruction stores to memory, some of the accesses may complete (writing 
to memory) while another causes the operation to fault for architectural reasons (e.g. due an page-table entry that 
is marked “not present”). In this case, the effects of the completed accesses may be visible to software even 
though the overall instruction caused a fault. If TLB invalidation has been delayed (see Section 4.10.4.4), such 
page faults may occur even if all accesses are to the same page. 
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8.1.2 Bus Locking 


Intel 64 and IA-32 processors provide a LOCK# signal that is asserted automatically during certain critical memory 
operations to lock the system bus or equivalent link. While this output signal is asserted, requests from other 
processors or bus agents for control of the bus are blocked. Software can specify other occasions when the LOCK 
semantics are to be followed by prepending the LOCK prefix to an instruction. 


In the case of the Intel386, Intel486, and Pentium processors, explicitly locked instructions will result in the asser- 
tion of the LOCK# signal. It is the responsibility of the hardware designer to make the LOCK# signal available in 
system hardware to control memory accesses among processors. 


For the P6 and more recent processor families, if the memory area being accessed is cached internally in the 
processor, the LOCK# signal is generally not asserted; instead, locking is only applied to the processor's caches 
(see Section 8.1.4, “Effects of a LOCK Operation on Internal Processor Caches”). 


8.1.2.1 Automatic Locking 


The operations on which the processor automatically follows the LOCK semantics are as follows: 
¢ When executing an XCHG instruction that references memory. 


¢ When setting the B (busy) flag of a TSS descriptor — The processor tests and sets the busy flag in the 
type field of the TSS descriptor when switching to a task. To ensure that two processors do not switch to the 
same task simultaneously, the processor follows the LOCK semantics while testing and setting this flag. 


¢ When updating segment descriptors — When loading a segment descriptor, the processor will set the 
accessed flag in the segment descriptor if the flag is clear. During this operation, the processor follows the LOCK 
semantics so that the descriptor will not be modified by another processor while it is being updated. For this 
action to be effective, operating-system procedures that update descriptors should use the following steps: 


— Use a locked operation to modify the access-rights byte to indicate that the segment descriptor is not- 
present, and specify a value for the type field that indicates that the descriptor is being updated. 


— Update the fields of the segment descriptor. (This operation may require several memory accesses; 
therefore, locked operations cannot be used.) 


— Use a locked operation to modify the access-rights byte to indicate that the segment descriptor is valid and 
present. 


¢ The Intel386 processor always updates the accessed flag in the segment descriptor, whether it is clear or not. 
The Pentium 4, Intel Xeon, P6 family, Pentium, and Intel486 processors only update this flag if it is not already 
set. 


¢ When updating page-directory and page-table entries — When updating page-directory and page-table 
entries, the processor uses locked cycles to set the accessed and dirty flag in the page-directory and page-table 
entries. 


¢ Acknowledging interrupts — After an interrupt request, an interrupt controller may use the data bus to send 
the interrupt’s vector to the processor. The processor follows the LOCK semantics during this time to ensure 
that no other data appears on the data bus while the vector is being transmitted. 


8.1.2.2 Software Controlled Bus Locking 


To explicitly force the LOCK semantics, software can use the LOCK prefix with the following instructions when they 
are used to modify a memory location. An invalid-opcode exception (#UD) is generated when the LOCK prefix is 
used with any other instruction or when no write operation is made to memory (that is, when the destination 
operand is in a register). 


° The bit test and modify instructions (BTS, BTR, and BTC). 

° The exchange instructions (XADD, CMPXCHG, and CMPXCHG8B). 

¢ The LOCK prefix is automatically assumed for XCHG instruction. 

¢ The following single-operand arithmetic and logical instructions: INC, DEC, NOT, and NEG. 

¢ ~The following two-operand arithmetic and logical instructions: ADD, ADC, SUB, SBB, AND, OR, and XOR. 
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A locked instruction is guaranteed to lock only the area of memory defined by the destination operand, but may be 
interpreted by the system as a lock for a larger memory area. 


Software should access semaphores (shared memory used for signalling between multiple processors) using iden- 
tical addresses and operand lengths. For example, if one processor accesses a semaphore using a word access, 
other processors should not access the semaphore using a byte access. 


NOTE 


Do not implement semaphores using the WC memory type. Do not perform non-temporal stores to 
a cache line containing a location used to implement a semaphore. 


The integrity of a bus lock is not affected by the alignment of the memory field. The LOCK semantics are followed 
for as many bus cycles as necessary to update the entire operand. However, it is recommend that locked accesses 
be aligned on their natural boundaries for better system performance: 


¢ Any boundary for an 8-bit access (locked or otherwise). 
° 16-bit boundary for locked word accesses. 

® 32-bit boundary for locked doubleword accesses. 

° 64-bit boundary for locked quadword accesses. 


Locked operations are atomic with respect to all other memory operations and all externally visible events. Only 
instruction fetch and page table accesses can pass locked instructions. Locked instructions can be used to synchro- 
nize data written by one processor and read by another processor. 


For the P6 family processors, locked operations serialize all outstanding load and store operations (that is, wait for 
them to complete). This rule is also true for the Pentium 4 and Intel Xeon processors, with one exception. Load 
operations that reference weakly ordered memory types (such as the WC memory type) may not be serialized. 


Locked instructions should not be used to ensure that data written can be fetched as instructions. 


NOTE 


The locked instructions for the current versions of the Pentium 4, Intel Xeon, P6 family, Pentium, 
and Intel486 processors allow data written to be fetched as instructions. However, Intel 
recommends that developers who require the use of self-modifying code use a different synchro- 
nizing mechanism, described in the following sections. 


8.1.3 Handling Self- and Cross-Modifying Code 


The act of a processor writing data into a currently executing code segment with the intent of executing that data 
as code is called self-modifying code. IA-32 processors exhibit model-specific behavior when executing self- 
modified code, depending upon how far ahead of the current execution pointer the code has been modified. 


As processor microarchitectures become more complex and start to speculatively execute code ahead of the retire- 
ment point (as in P6 and more recent processor families), the rules regarding which code should execute, pre- or 
post-modification, become blurred. To write self-modifying code and ensure that it is compliant with current and 
future versions of the IA-32 architectures, use one of the following coding options: 


(* OPTION 1 *) 

Store modified code (as data) into code segment; 
Jump to new code or an intermediate location; 
Execute new code; 


(* OPTION 2 *) 

Store modified code (as data) into code segment; 

Execute a Serializing instruction; (* For example, CPUID instruction *) 
Execute new code; 


The use of one of these options is not required for programs intended to run on the Pentium or Intel486 processors, 
but are recommended to ensure compatibility with the P6 and more recent processor families. 
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Self-modifying code will execute at a lower level of performance than non-self-modifying or normal code. The 
degree of the performance deterioration will depend upon the frequency of modification and specific characteristics 
of the code. 


The act of one processor writing data into the currently executing code segment of a second processor with the 
intent of having the second processor execute that data as code is called cross-modifying code. As with self- 
modifying code, IA-32 processors exhibit model-specific behavior when executing cross-modifying code, 
depending upon how far ahead of the executing processors current execution pointer the code has been modified. 


To write cross-modifying code and ensure that it is compliant with current and future versions of the IA-32 archi- 
tecture, the following processor synchronization algorithm must be implemented: 


(* Action of Modifying Processor *) 

Memory_Flag := 0; (* Set Memory_Flag to value other than 1 *) 
Store modified code (as data) into code segment; 
Memory_Flag := 1; 


(* Action of Executing Processor *) 
WHILE (Memory_Flag # 1) 
Wait for code to update; 
ELIHW; 
Execute serializing instruction; (* For example, CPUID instruction *) 
Begin executing modified code; 


(The use of this option is not required for programs intended to run on the Intel486 processor, but is recommended 
to ensure compatibility with the Pentium 4, Intel Xeon, P6 family, and Pentium processors.) 


Like self-modifying code, cross-modifying code will execute at a lower level of performance than non-cross-modi- 
fying (normal) code, depending upon the frequency of modification and specific characteristics of the code. 


The restrictions on self-modifying code and cross-modifying code also apply to the Intel 64 architecture. 


8.1.4 Effects of a LOCK Operation on Internal Processor Caches 


For the Intel486 and Pentium processors, the LOCK# signal is always asserted on the bus during a LOCK operation, 
even if the area of memory being locked is cached in the processor. 


For the P6 and more recent processor families, if the area of memory being locked during a LOCK operation is 
cached in the processor that is performing the LOCK operation as write-back memory and is completely contained 
in a cache line, the processor may not assert the LOCK# signal on the bus. Instead, it will modify the memory loca- 
tion internally and allow it’s cache coherency mechanism to ensure that the operation is carried out atomically. This 
operation is called “cache locking.” The cache coherency mechanism automatically prevents two or more proces- 
sors that have cached the same area of memory from simultaneously modifying data in that area. 


8.2 MEMORY ORDERING 


The term memory ordering refers to the order in which the processor issues reads (loads) and writes (stores) 
through the system bus to system memory. The Intel 64 and IA-32 architectures support several memory-ordering 
models depending on the implementation of the architecture. For example, the Intel386 processor enforces 
program ordering (generally referred to as strong ordering), where reads and writes are issued on the system 
bus in the order they occur in the instruction stream under all circumstances. 


To allow performance optimization of instruction execution, the IA-32 architecture allows departures from strong- 
ordering model called processor ordering in Pentium 4, Intel Xeon, and P6 family processors. These processor- 
ordering variations (called here the memory-ordering model) allow performance enhancing operations such as 
allowing reads to go ahead of buffered writes. The goal of any of these variations is to increase instruction execu- 
tion speeds, while maintaining memory coherency, even in multiple-processor systems. 


Section 8.2.1 and Section 8.2.2 describe the memory-ordering implemented by Intel486, Pentium, Intel Core 2 
Duo, Intel Atom, Intel Core Duo, Pentium 4, Intel Xeon, and P6 family processors. Section 8.2.3 gives examples 
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illustrating the behavior of the memory-ordering model on IA-32 and Intel-64 processors. Section 8.2.4 considers 
the special treatment of stores for string operations and Section 8.2.5 discusses how memory-ordering behavior 
may be modified through the use of specific instructions. 


8.2.1 Memory Ordering in the Intel® Pentium® and Intel486"" Processors 


The Pentium and Intel486 processors follow the processor-ordered memory model; however, they operate as 
strongly-ordered processors under most circumstances. Reads and writes always appear in programmed order at 
the system bus—except for the following situation where processor ordering is exhibited. Read misses are 
permitted to go ahead of buffered writes on the system bus when all the buffered writes are cache hits and, there- 
fore, are not directed to the same address being accessed by the read miss. 


In the case of I/O operations, both reads and writes always appear in programmed order. 


Software intended to operate correctly in processor-ordered processors (such as the Pentium 4, Intel Xeon, and P6 
family processors) should not depend on the relatively strong ordering of the Pentium or Intel486 processors. 
Instead, it should ensure that accesses to shared variables that are intended to control concurrent execution 
among processors are explicitly required to obey program ordering through the use of appropriate locking or seri- 
alizing operations (see Section 8.2.5, “Strengthening or Weakening the Memory-Ordering Model”). 


8.2.2 Memory Ordering in P6 and More Recent Processor Families 


The Intel Core 2 Duo, Intel Atom, Intel Core Duo, Pentium 4, and P6 family processors also use a processor-ordered 
memory-ordering model that can be further defined as “write ordered with store-buffer forwarding.” This model can 
be characterized as follows. 


In a single-processor system for memory regions defined as write-back cacheable, the memory-ordering model 
respects the following principles (Note the memory-ordering principles for single-processor and multiple- 
processor systems are written from the perspective of software executing on the processor, where the term 
“processor” refers to a logical processor. For example, a physical processor supporting multiple cores and/or Intel 
Hyper-Threading Technology is treated as a multi-processor systems. ): 


® Reads are not reordered with other reads. 
¢ Writes are not reordered with older reads. 
¢ Writes to memory are not reordered with other writes, with the following exceptions: 


— streaming stores (writes) executed with the non-temporal move instructions (MOVNTI, MOVNTQ, 
MOVNTDQ, MOVNTPS, and MOVNTPD); and 


— string operations (see Section 8.2.4.1). 


¢ No write to memory may be reordered with an execution of the CLFLUSH instruction; a write may be reordered 
with an execution of the CLFLUSHOPT instruction that flushes a cache line other than the one being written. 
Executions of the CLFLUSH instruction are not reordered with each other. Executions of CLFLUSHOPT that 
access different cache lines may be reordered with each other. An execution of CLFLUSHOPT may be reordered 
with an execution of CLFLUSH that accesses a different cache line. 


® Reads may be reordered with older writes to different locations but not with older writes to the same location. 
® Reads or writes cannot be reordered with I/O instructions, locked instructions, or serializing instructions. 
¢ Reads cannot pass earlier LFENCE and MFENCE instructions. 


¢ Writes and executions of CLFLUSH and CLFLUSHOPT cannot pass earlier LFENCE, SFENCE, and MFENCE 
instructions. 


e LFENCE instructions cannot pass earlier reads. 
¢ SFENCE instructions cannot pass earlier writes or executions of CLFLUSH and CLFLUSHOPT. 
¢ MFENCE instructions cannot pass earlier reads, writes, or executions of CLFLUSH and CLFLUSHOPT. 


1. Earlier versions of this manual specified that writes to memory may be reordered with executions of the CLFLUSH instruction. No 
processors implementing the CLFLUSH instruction allow such reordering. 


8-6 Vol. 3A 


MULTIPLE-PROCESSOR MANAGEMENT 


In a multiple-processor system, the following ordering principles apply: 

¢ Individual processors use the same ordering principles as in a single-processor system. 

¢ Writes by a single processor are observed in the same order by all processors. 

¢ Writes from an individual processor are NOT ordered with respect to the writes from other processors. 
¢ Memory ordering obeys causality (memory ordering respects transitive visibility). 

¢ Any two stores are seen in a consistent order by processors other than those performing the stores 

¢ Locked instructions have a total order. 


See the example in Figure 8-1. Consider three processors in a system and each processor performs three writes, 
one to each of three defined locations (A, B, and C). Individually, the processors perform the writes in the same 
program order, but because of bus arbitration and other memory access mechanisms, the order that the three 
processors write the individual memory locations can differ each time the respective code sequences are executed 
on the processors. The final values in location A, B, and C would possibly vary on each execution of the write 
sequence. 


The processor-ordering model described in this section is virtually identical to that used by the Pentium and 
Intel486 processors. The only enhancements in the Pentium 4, Intel Xeon, and P6 family processors are: 


¢ Added support for speculative reads, while still adhering to the ordering principles above. 
°  Store-buffer forwarding, when a read passes a write to the same memory location. 


* Out of order store from long string store and string move operations (see Section 8.2.4, “Fast-String Operation 
and Out-of-Order Stores,” below). 


Order of Writes From Individual Processors 


Processor #1 Processor #2 Processor #3 
Each processor — Write A.1 Write A.2 Write A.3 
is guaranteed to ~~ | Write B14 Write B.2 Write B.3 
perform writes in _— Write C.1 Write C.2 Write C.3 


program order. 


Example of order of actual writes 
from all processors to memory 


Writes are in order Write A.1 — 

with respect to Write B.1 

individual processes. Write A.2 Writes from all 
Write A.3 processors are 
Write C.1. |-» not guaranteed 
Write B.2 to occur ina 
Write C.2 particular order. 
Write B.3 
Write C.3 — 


Figure 8-1. Example of Write Ordering in Multiple-Processor Systems 


NOTE 


In P6 processor family, store-buffer forwarding to reads of WC memory from streaming stores to the same address 
does not occur due to errata. 


8.2.3 Examples Illustrating the Memory-Ordering Principles 


This section provides a set of examples that illustrate the behavior of the memory-ordering principles introduced in 
Section 8.2.2. They are designed to give software writers an understanding of how memory ordering may affect 
the results of different sequences of instructions. 
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These examples are limited to accesses to memory regions defined as write-back cacheable (WB). (Section 8.2.3.1 
describes other limitations on the generality of the examples.) The reader should understand that they describe 
only software-visible behavior. A logical processor may reorder two accesses even if one of examples indicates that 
they may not be reordered. Such an example states only that software cannot detect that such a reordering 
occurred. Similarly, a logical processor may execute a memory access more than once as long as the behavior 
visible to software is consistent with a single execution of the memory access. 


8.2.3.1 Assumptions, Terminology, and Notation 


As noted above, the examples in this section are limited to accesses to memory regions defined as write-back 
cacheable (WB). They apply only to ordinary loads stores and to locked read-modify-write instructions. They do not 
necessarily apply to any of the following: out-of-order stores for string instructions (see Section 8.2.4); accesses 
with a non-temporal hint; reads from memory by the processor as part of address translation (e.g., page walks); 
and updates to segmentation and paging structures by the processor (e.g., to update “accessed” bits). 


The principles underlying the examples in this section apply to individual memory accesses and to locked read- 
modify-write instructions. The Intel-64 memory-ordering model guarantees that, for each of the following 
memory-access instructions, the constituent memory operation appears to execute as a single memory access: 


¢ Instructions that read or write a single byte. 

¢ Instructions that read or write a word (2 bytes) whose address is aligned on a 2 byte boundary. 

¢ Instructions that read or write a doubleword (4 bytes) whose address is aligned on a 4 byte boundary. 
¢ Instructions that read or write a quadword (8 bytes) whose address is aligned on an 8 byte boundary. 


Any locked instruction (either the XCHG instruction or another read-modify-write instruction with a LOCK prefix) 
appears to execute as an indivisible and uninterruptible sequence of load(s) followed by store(s) regardless of 
alignment. 


Other instructions may be implemented with multiple memory accesses. From a memory-ordering point of view, 
there are no guarantees regarding the relative order in which the constituent memory accesses are made. There is 
also no guarantee that the constituent operations of a store are executed in the same order as the constituent 
operations of a load. 


Section 8.2.3.2 through Section 8.2.3.7 give examples using the MOV instruction. The principles that underlie 
these examples apply to load and store accesses in general and to other instructions that load from or store to 
memory. Section 8.2.3.8 and Section 8.2.3.9 give examples using the XCHG instruction. The principles that 
underlie these examples apply to other locked read-modify-write instructions. 


This section uses the term “processor” is to refer to a logical processor. The examples are written using Intel-64 
assembly-language syntax and use the following notational conventions: 


¢ Arguments beginning with an “r”, such as ri or r2 refer to registers (e.g., EAX) visible only to the processor 
being considered. 


* Memory locations are denoted with x, y, z. 
¢ Stores are written as mov [ _ x], val, which implies that va/ is being stored into the memory location x. 


° Loads are written as mov r, [ __x], which implies that the contents of the memory location x are being loaded 
into the register r. 


As noted earlier, the examples refer only to software visible behavior. When the succeeding sections make state- 
ment such as “the two stores are reordered,” the implication is only that “the two stores appear to be reordered 
from the point of view of software.” 
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8.2.3.2 Neither Loads Nor Stores Are Reordered with Like Operations 


The Intel-64 memory-ordering model allows neither loads nor stores to be reordered with the same kind of opera- 
tion. That is, it ensures that loads are seen in program order and that stores are seen in program order. This is illus- 
trated by the following example: 


Example 8-1. Stores Are Not Reordered with Other Stores 


Processor 0 Processor 1 
mov [_x], 1 mov r1,[_y] 
mov [_y], 1 mov r2, [_x] 
Initially x = y = 0 


r1=1 andr2 = Ois not allowed 


The disallowed return values could be exhibited only if processor 0's two stores are reordered (with the two loads 
occurring between them) or if processor 1’s two loads are reordered (with the two stores occurring between them). 


If ri = 1, the store to y occurs before the load from y. Because the Intel-64 memory-ordering model does not allow 
stores to be reordered, the earlier store to x occurs before the load from y. Because the Intel-64 memory-ordering 
model does not allow loads to be reordered, the store to x also occurs before the later load from x. This r2 = 1. 


8.2.3.3 Stores Are Not Reordered With Earlier Loads 


The Intel-64 memory-ordering model ensures that a store by a processor may not occur before a previous load by 
the same processor. This is illustrated by the following example: 


Example 8-2. Stores Are Not Reordered with Older Loads 


Processor O Processor 1 
mov r1, [ __x] mov r2, [_y] 
mov [_y], 1 mov [ _x], 1 
Initially x = y =O 


r1 = 1 andre = 1 is not allowed 


Assume rl = 1. 
° Because ri = 1, processor 1’s store to x occurs before processor 0’s load from x. 


° Because the Intel-64 memory-ordering model prevents each store from being reordered with the earlier load 
by the same processor, processor 1's load from y occurs before its store to x. 


¢ Similarly, processor 0’s load from x occurs before its store to y. 
¢ Thus, processor 1’s load from y occurs before processor 0's store to y, implying r2 = 0. 


8.2.3.4 Loads May Be Reordered with Earlier Stores to Different Locations 


The Intel-64 memory-ordering model allows a load to be reordered with an earlier store to a different location. 
However, loads are not reordered with stores to the same location. 


The fact that a load may be reordered with an earlier store to a different location is illustrated by the following 
example: 


Example 8-3. Loads May be Reordered with Older Stores 


1 =O andr2 = Ois allowed 


Processor 0 Processor 1 
mov [ _x], 1 mov [ _y], 1 
movri,[_y] mov r2, [ _x] 
Initially x = y =O 
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At each processor, the load and the store are to different locations and hence may be reordered. Any interleaving 


of the operations is thus allowed. One such interleaving has the two loads occurring before the two stores. This 
would result in each load returning value 0. 


The fact that a load may not be reordered with an earlier store to the same location is illustrated by the following 
example: 


Example 8-4. Loads Are not Reordered with Older Stores to the Same Location 
Processor 0 


mov [ _x], 1 
mov r1,[_x] 


Initially x = 0 
r1 = Ois not allowed 


The Intel-64 memory-ordering model does not allow the load to be reordered with the earlier store because the 
accesses are to the same location. Therefore, rl = 1 must hold. 


8.2.3.5 Intra-Processor Forwarding Is Allowed 


The memory-ordering model allows concurrent stores by two processors to be seen in different orders by those two 


processors; specifically, each processor may perceive its own store occurring before that of the other. This is illus- 
trated by the following example: 


Example 8-5. Intra-Processor Forwarding is Allowed 


Processor 0 Processor 1 
mov [ _x], 1 mov [ _y], 1 
mov r1, [ __x] mov r3, [_y] 
mov r2,[_y] mov r4, [ __x] 
Initially x = y =0 


r2 = O and r4 = Ois allowed 


The memory-ordering model imposes no constraints on the order in which the two stores appear to execute by the 
two processors. This fact allows processor 0 to see its store before seeing processor 1's, while processor 1 sees its 
store before seeing processor 0's. (Each processor is self consistent.) This allows r2 = 0 and r4 = 0. 


In practice, the reordering in this example can arise as a result of store-buffer forwarding. While a store is tempo- 


rarily held in a processor's store buffer, it can satisfy the processor's own loads but is not visible to (and cannot 
satisfy) loads by other processors. 


8.2.3.6 Stores Are Transitively Visible 


The memory-ordering model ensures transitive visibility of stores; stores that are causally related appear to all 
processors to occur in an order consistent with the causality relation. This is illustrated by the following example: 
Example 8-6. Stores Are Transitively Visible 


Processor 0 Processor 1 Processor 2 
mov [ _x], 1 mov r1, [_x] 
mov [_y], 1 mov r2, [ _y] 
mov r3, [_x] 
Initially x = y =0 
r1=1,r2 = 1,73 = Ois not allowed 


Assume that ri = 1 and r2 = 1. 


Because ri = 1, processor 0’s store occurs before processor 1’s load. 
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¢ Because the memory-ordering model prevents a store from being reordered with an earlier load (see Section 
8.2.3.3), processor 1’s load occurs before its store. Thus, processor 0’s store causally precedes processor 1's 
store. 


¢ Because processor 0’s store causally precedes processor 1’s store, the memory-ordering model ensures that 
processor 0’s store appears to occur before processor 1’s store from the point of view of all processors. 


¢ Because r2 = 1, processor 1’s store occurs before processor 2's load. 


° Because the Intel-64 memory-ordering model prevents loads from being reordered (see Section 8.2.3.2), 
processor 2’s load occur in order. 


¢ The above items imply that processor 0’s store to x occurs before processor 2's load from x. This implies that 
r3 = 1. 


8.2.3.7 Stores Are Seen in a Consistent Order by Other Processors 


As noted in Section 8.2.3.5, the memory-ordering model allows stores by two processors to be seen in different 
orders by those two processors. However, any two stores must appear to execute in the same order to all proces- 
sors other than those performing the stores. This is illustrated by the following example: 


Example 8-7. Stores Are Seen in a Consistent Order by Other Processors 


Processor 0 


Processor 1 


Processor 2 


Processor 3 


mov [ _x], 1 


mov [ _y], 1 


mov r1, [ __x] 
mov r2, [_y] 


mov r3, [_y] 
mov r4, [_x] 


Initially x = y =O 


rl =1,r2 =0,r3 = 1, r4 = Ois not allowed 


By the principles discussed in Section 8.2.3.2, 


® processor 2's first and second load cannot be reordered, 


¢ processor 3’s first and second load cannot be reordered. 
¢ Ifri=1andr2 =0, processor 0’s store appears to precede processor 1’s store with respect to processor 2. 
¢ Similarly, r3 = 1 and r4 = 0 imply that processor 1's store appears to precede processor 0’s store with respect 


to processor 1. 


Because the memory-ordering model ensures that any two stores appear to execute in the same order to all 
processors (other than those performing the stores), this set of return values is not allowed 


8.2.3.8 Locked Instructions Have a Total Order 


The memory-ordering model ensures that all processors agree on a single execution order of all locked instruc- 
tions, including those that are larger than 8 bytes or are not naturally aligned. This is illustrated by the following 


example: 


Example 8-8. Locked Instructions Have a Total Order 


Processor 0 


Processor 1 


Processor 2 


Processor 3 


xchg [ _x], 1 


xchg [ _y], r2 


mov r3, [ _x] 
mov r4,[_y] 


mov r5, [_y] 
mov r6, [_x] 


Initially r1 =r2 =1,x=y=0 


r3 = 1,r4=0,r5 = 1, r6 = Ois not allowed 


Processor 2 and processor 3 must agree on the order of the two executions of XCHG. Without loss of generality, 
suppose that processor 0’s XCHG occurs first. 


¢ If r5 = 1, processor 1’s XCHG into y occurs before processor 3’s load from y. 
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° Because the Intel-64 memory-ordering model prevents loads from being reordered (see Section 8.2.3.2), 
processor 3’s loads occur in order and, therefore, processor 1’s XCHG occurs before processor 3’s load from x. 


¢® Since processor 0’s XCHG into x occurs before processor 1’s XCHG (by assumption), it occurs before 
processor 3’s load from x. Thus, r6 = 1. 


A similar argument (referring instead to processor 2’s loads) applies if processor 1’s XCHG occurs before 
processor 0’s XCHG. 


8.2.3.9 Loads and Stores Are Not Reordered with Locked Instructions 


The memory-ordering model prevents loads and stores from being reordered with locked instructions that execute 
earlier or later. The examples in this section illustrate only cases in which a locked instruction is executed before a 
load or a store. The reader should note that reordering is prevented also if the locked instruction is executed after 
a load or a store. 


The first example illustrates that loads may not be reordered with earlier locked instructions: 
Example 8-9. Loads Are not Reordered with Locks 


Processor 0 


Processor 1 


xchg [ _x], 71 
mov r2, [_y] 


xchg [ _y], r3 
mov r4, [ __x] 


Initially x = y=0,r1 =r3=1 
r2 = 0 and r4 = Ois not allowed 


As explained in Section 8.2.3.8, there is a total order of the executions of locked instructions. Without loss of 
generality, suppose that processor 0’s XCHG occurs first. 


Because the Intel-64 memory-ordering model prevents processor 1’s load from being reordered with its earlier 
XCHG, processor 0’s XCHG occurs before processor 1's load. This implies r4 = 1. 


A similar argument (referring instead to processor 2's accesses) applies if processor 1’s XCHG occurs before 
processor 0’s XCHG. 


The second example illustrates that a store may not be reordered with an earlier locked instruction: 
Example 8-10. Stores Are not Reordered with Locks 


Processor 0 


Processor 1 


xchg [ _x], 71 
mov [_y], 1 


mov r2, [_y] 
mov r3, [ _x] 


Initially x = y=0,r1 =1 
r2 = 1 andr3 = Ois not allowed 


Assume r2 = 1. 
°® Because r2 = 1, processor 0’s store to y occurs before processor 1’s load from y. 


° Because the memory-ordering model prevents a store from being reordered with an earlier locked instruction, 
processor 0’s XCHG into x occurs before its store to y. Thus, processor 0’s XCHG into x occurs before 
processor 1's load from y. 


°® Because the memory-ordering model prevents loads from being reordered (see Section 8.2.3.2), processor 1's 
loads occur in order and, therefore, processor 1’s XCHG into x occurs before processor 1’s load from x. Thus, 
r3 = 1. 


8.2.4 Fast-String Operation and Out-of-Order Stores 


Section 7.3.9.3 of Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 described an optimi- 
zation of repeated string operations called fast-string operation. 
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As explained in that section, the stores produced by fast-string operation may appear to execute out of order. Soft- 
ware dependent upon sequential store ordering should not use string operations for the entire data structure to be 
stored. Data and semaphores should be separated. Order-dependent code should write to a discrete semaphore 
variable after any string operations to allow correctly ordered data to be seen by all processors. Atomicity of load 
and store operations is guaranteed only for native data elements of the string with native data size, and only if they 
are included in a single cache line. 


Section 8.2.4.1 and Section 8.2.4.2 provide further explain and examples. 


8.2.4.1 Memory-Ordering Model for String Operations on Write-Back (WB) Memory 


This section deals with the memory-ordering model for string operations on write-back (WB) memory for the Intel 
64 architecture. 


The memory-ordering model respects the follow principles: 
1. Stores within a single string operation may be executed out of order. 


2. Stores from separate string operations (for example, stores from consecutive string operations) do not execute 
out of order. All the stores from an earlier string operation will complete before any store from a later string 
operation. 


3. String operations are not reordered with other store operations. 


Fast string operations (e.g. string operations initiated with the MOVS/STOS instructions and the REP prefix) may be 
interrupted by exceptions or interrupts. The interrupts are precise but may be delayed - for example, the interrup- 
tions may be taken at cache line boundaries, after every few iterations of the loop, or after operating on every few 
bytes. Different implementations may choose different options, or may even choose not to delay interrupt 
handling, so software should not rely on the delay. When the interrupt/trap handler is reached, the source/destina- 
tion registers point to the next string element to be operated on, while the EIP stored in the stack points to the 
string instruction, and the ECX register has the value it held following the last successful iteration. The return from 
that trap/interrupt handler should cause the string instruction to be resumed from the point where it was inter- 
rupted. 


The string operation memory-ordering principles, (item 2 and 3 above) should be interpreted by taking the incor- 
ruptibility of fast string operations into account. For example, if a fast string operation gets interrupted after k iter- 
ations, then stores performed by the interrupt handler will become visible after the fast string stores from iteration 
0 to k, and before the fast string stores from the (k+1)th iteration onward. 


Stores within a single string operation may execute out of order (item 1 above) only if fast string operation is 
enabled. Fast string operations are enabled/disabled through the IA32_MISC_ENABLE model specific register. 


8.2.4.2 Examples Illustrating Memory-Ordering Principles for String Operations 
The following examples uses the same notation and convention as described in Section 8.2.3.1. 


In Example 8-11, processor 0 does one round of (128 iterations) doubleword string store operation via rep:stosd, 
writing the value 1 (value in EAX) into a block of 512 bytes from location _x (kept in ES:EDI) in ascending order. 
Since each operation stores a doubleword (4 bytes), the operation is repeated 128 times (value in ECX). The block 
of memory initially contained 0. Processor 1 is reading two memory locations that are part of the memory block 
being updated by processor 0, i.e, reading locations in the range _x to (_x+511). 


Example 8-11. Stores Within a String Operation May be Reordered 
Processor 0 Processor 1 


rep:stosd [ _x] mov rl, [_z] 


mov r2,[_y] 


Initially on processor 0: EAX = 1, ECX=128, ES:EDI =_x 
Initially [_x] to 511[_x]= 0, __x <=_y <_z<_x+512 
r1 = 1 andr2 = Ois allowed 
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It is possible for processor 1 to perceive that the repeated string stores in processor 0 are happening out of order. 
Assume that fast string operations are enabled on processor 0. 


In Example 8-12, processor 0 does two separate rounds of rep stosd operation of 128 doubleword stores, writing 
the value 1 (value in EAX) into the first block of 512 bytes from location _x (kept in ES:EDI) in ascending order. It 
then writes 1 into a second block of memory from (_x+512) to (_x+1023). All of the memory locations initially 
contain 0. The block of memory initially contained 0. Processor 1 performs two load operations from the two blocks 
of memory. 


Example 8-12. Stores Across String Operations Are not Reordered 


Processor 0 Processor 1 
rep:stosd [ _x] 
mov rl, [_z] 
mov ecx, $128 
mov r2, [_y] 
rep:stosd 512[ _x] 


Initially on processor O: EAX = 1, ECX=128, ES:EDI =_x 
Initially [_x] to 1023[_x]= 0, _x <=_y < _xt+512 <_z<_x+1024 
r1 = 1 andr2 = Ois not allowed 


It is not possible in the above example for processor 1 to perceive any of the stores from the later string operation 
(to the second 512 block) in processor 0 before seeing the stores from the earlier string operation to the first 512 
block. 


The above example assumes that writes to the second block (_x+512 to _x+1023) does not get executed while 
processor 0’s string operation to the first block has been interrupted. If the string operation to the first block by 
processor 0 is interrupted, and a write to the second memory block is executed by the interrupt handler, then that 
change in the second memory block will be visible before the string operation to the first memory block resumes. 


In Example 8-13, processor 0 does one round of (128 iterations) doubleword string store operation via rep:stosd, 
writing the value 1 (value in EAX) into a block of 512 bytes from location _x (kept in ES:EDI) in ascending order. It 
then writes to a second memory location outside the memory block of the previous string operation. Processor 1 
performs two read operations, the first read is from an address outside the 512-byte block but to be updated by 
processor 0, the second ready is from inside the block of memory of string operation. 


Example 8-13. String Operations Are not Reordered with later Stores 


Processor 0 Processor 1 


rep:stosd [ _x] mov r1, [_z] 


mov [_z], $1 mov r2, [_y] 


Initially on processor O: EAX = 1, ECX=128, ES:EDI =_x 
Initially [_y] = [_z] = 0, [_x] to 511[_x]= 0, _x <=_y < _x+512, _z is a separate memory location 


r1 = 1 andr2 = Ois not allowed 


Processor 1 cannot perceive the later store by processor 0 until it sees all the stores from the string operation. 
Example 8-13 assumes that processor 0’s store to [_z] is not executed while the string operation has been inter- 
rupted. If the string operation is interrupted and the store to [_z] by processor 0 is executed by the interrupt 
handler, then changes to [_z] will become visible before the string operation resumes. 


Example 8-14 illustrates the visibility principle when a string operation is interrupted. 
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Example 8-14. Interrupted String Operation 


Processor 0 Processor 1 
rep:stosd [ _x] // interrupted before es:edi reach _y mov r, [_z] 
mov [_z], $1 // interrupt handler mov r2,[_y] 


Initially on processor 0: EAX = 1, ECX=128, ES:EDI =_x 
Initially [_y] = [_z] = 0, [_x] to 511[_x]= 0, _x <= _y < __x+512,_2 is a separate memory location 
r1 =1 andr2 = Ois allowed 


In Example 8-14, processor 0 started a string operation to write to a memory block of 512 bytes starting at address 
_x. Processor 0 got interrupted after k iterations of store operations. The address _y has not yet been updated by 
processor 0 when processor 0 got interrupted. The interrupt handler that took control on processor 0 writes to the 
address _z. Processor 1 may see the store to _z from the interrupt handler, before seeing the remaining stores to 
the 512-byte memory block that are executed when the string operation resumes. 


Example 8-15 illustrates the ordering of string operations with earlier stores. No store from a string operation can 
be visible before all prior stores are visible. 


Example 8-15. String Operations Are not Reordered with Earlier Stores 
Processor 0 Processor 1 


mov [_z], $1 mov 1, [_y] 

rep:stosd [ _x] mov r2, [_z] 

Initially on processor O: EAX = 1, ECX=128, ES:EDI =_x 

Initially [_y] = [_z] = 0, [_x] to 511[_x]= 0, __x <= _y < __x+512,_2 is a separate memory location 
r1 = 1 andr2 = Ois not allowed 


8.2.5 Strengthening or Weakening the Memory-Ordering Model 


The Intel 64 and JA-32 architectures provide several mechanisms for strengthening or weakening the memory- 
ordering model to handle special programming situations. These mechanisms include: 


¢ The I/O instructions, locking instructions, the LOCK prefix, and serializing instructions force stronger ordering 
on the processor. 


¢ The SFENCE instruction (introduced to the IA-32 architecture in the Pentium III processor) and the LFENCE and 
MFENCE instructions (introduced in the Pentium 4 processor) provide memory-ordering and serialization 
capabilities for specific types of memory operations. 


° The memory type range registers (MTRRs) can be used to strengthen or weaken memory ordering for specific 
area of physical memory (see Section 11.11, “Memory Type Range Registers (MTRRs)”). MTRRs are available 
only in the Pentium 4, Intel Xeon, and P6 family processors. 


¢ The page attribute table (PAT) can be used to strengthen memory ordering for a specific page or group of pages 
(see Section 11.12, “Page Attribute Table (PAT)”). The PAT is available only in the Pentium 4, Intel Xeon, and 
Pentium Ill processors. 


These mechanisms can be used as follows: 


Memory mapped devices and other I/O devices on the bus are often sensitive to the order of writes to their I/O 
buffers. I/O instructions can be used to (the IN and OUT instructions) impose strong write ordering on such 
accesses as follows. Prior to executing an I/O instruction, the processor waits for all previous instructions in the 
program to complete and for all buffered writes to drain to memory. Only instruction fetch and page tables walks 
can pass I/O instructions. Execution of subsequent instructions do not begin until the processor determines that 
the I/O instruction has been completed. 
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Synchronization mechanisms in multiple-processor systems may depend upon a strong memory-ordering model. 
Here, a program can use a locking instruction such as the XCHG instruction or the LOCK prefix to ensure that a 
read-modify-write operation on memory is carried out atomically. Locking operations typically operate like I/O 
operations in that they wait for all previous instructions to complete and for all buffered writes to drain to memory 
(see Section 8.1.2, “Bus Locking”). 


Program synchronization can also be carried out with serializing instructions (see Section 8.3). These instructions 
are typically used at critical procedure or task boundaries to force completion of all previous instructions before a 
jump to a new section of code or a context switch occurs. Like the I/O and locking instructions, the processor waits 
until all previous instructions have been completed and all buffered writes have been drained to memory before 
executing the serializing instruction. 


The SFENCE, LFENCE, and MFENCE instructions provide a performance-efficient way of ensuring load and store 
memory ordering between routines that produce weakly-ordered results and routines that consume that data. The 
functions of these instructions are as follows: 


° SFENCE — Serializes all store (write) operations that occurred prior to the SFENCE instruction in the program 
instruction stream, but does not affect load operations. 


¢ LFENCE — Serializes all load (read) operations that occurred prior to the LFENCE instruction in the program 
instruction stream, but does not affect store operations. 


¢ MFENCE — Serializes all store and load operations that occurred prior to the MFENCE instruction in the 
program instruction stream. 


Note that the SFENCE, LFENCE, and MFENCE instructions provide a more efficient method of controlling memory 
ordering than the CPUID instruction. 


The MTRRs were introduced in the P6 family processors to define the cache characteristics for specified areas of 
physical memory. The following are two examples of how memory types set up with MTRRs can be used strengthen 
or weaken memory ordering for the Pentium 4, Intel Xeon, and P6 family processors: 


¢ The strong uncached (UC) memory type forces a strong-ordering model on memory accesses. Here, all reads 
and writes to the UC memory region appear on the bus and out-of-order or speculative accesses are not 
performed. This memory type can be applied to an address range dedicated to memory mapped I/O devices to 
force strong memory ordering. 


¢ For areas of memory where weak ordering is acceptable, the write back (WB) memory type can be chosen. 
Here, reads can be performed speculatively and writes can be buffered and combined. For this type of memory, 
cache locking is performed on atomic (locked) operations that do not split across cache lines, which helps to 
reduce the performance penalty associated with the use of the typical synchronization instructions, such as 
XCHG, that lock the bus during the entire read-modify-write operation. With the WB memory type, the XCHG 
instruction locks the cache instead of the bus if the memory access is contained within a cache line. 


The PAT was introduced in the Pentium III processor to enhance the caching characteristics that can be assigned to 
pages or groups of pages. The PAT mechanism typically used to strengthen caching characteristics at the page level 
with respect to the caching characteristics established by the MTRRs. Table 11-7 shows the interaction of the PAT 
with the MTRRs. 


Intel recommends that software written to run on Intel Core 2 Duo, Intel Atom, Intel Core Duo, Pentium 4, Intel 
Xeon, and P6 family processors assume the processor-ordering model or a weaker memory-ordering model. The 
Intel Core 2 Duo, Intel Atom, Intel Core Duo, Pentium 4, Intel Xeon, and P6 family processors do not implement a 
strong memory-ordering model, except when using the UC memory type. Despite the fact that Pentium 4, Intel 
Xeon, and P6 family processors support processor ordering, Intel does not guarantee that future processors will 
support this model. To make software portable to future processors, it is recommended that operating systems 
provide critical region and resource control constructs and API’s (application program interfaces) based on I/O, 
locking, and/or serializing instructions be used to synchronize access to shared areas of memory in multiple- 
processor systems. Also, software should not depend on processor ordering in situations where the system hard- 
ware does not support this memory-ordering model. 


2. Specifically, LFENCE does not execute until all prior instructions have completed locally, and no later instruction begins execution 
until LFENCE completes. As a result, an instruction that loads from memory and that precedes an LFENCE receives data from mem- 
ory prior to completion of the LFENCE. An LFENCE that follows an instruction that stores to memory might complete before the data 
being stored have become globally visible. Instructions following an LFENCE may be fetched from memory before the LFENCE, but 
they will not execute until the LFENCE completes. 
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8.3 SERIALIZING INSTRUCTIONS 


The Intel 64 and JA-32 architectures define several serializing instructions. These instructions force the 
processor to complete all modifications to flags, registers, and memory by previous instructions and to drain all 
buffered writes to memory before the next instruction is fetched and executed. For example, when a MOV to 
control register instruction is used to load a new value into control register CRO to enable protected mode, the 
processor must perform a serializing operation before it enters protected mode. This serializing operation ensures 
that all operations that were started while the processor was in real-address mode are completed before the switch 
to protected mode is made. 


The concept of serializing instructions was introduced into the IA-32 architecture with the Pentium processor to 
support parallel instruction execution. Serializing instructions have no meaning for the Intel486 and earlier proces- 
sors that do not implement parallel instruction execution. 


It is important to note that executing of serializing instructions on P6 and more recent processor families constrain 
speculative execution because the results of speculatively executed instructions are discarded. The following 
instructions are serializing instructions: 


° Privileged serializing instructions — INVD, INVEPT, INVLPG, INVVPID, LGDT, LIDT, LLDT, LTR, MOV (to 
control register, with the exception of MOV CR8?), MOV (to debug register), WBINVD, and WRMSR4. 


° Non-privileged serializing instructions — CPUID, IRET, and RSM. 


When the processor serializes instruction execution, it ensures that all pending memory transactions are 
completed (including writes stored in its store buffer) before it executes the next _instruction. Nothing can pass a 
serializing instruction and a serializing instruction cannot pass any other instruction (read, write, instruction fetch, 
or I/O). For example, CPUID can be executed at any privilege level to serialize instruction execution with no effect 
on program flow, except that the EAX, EBX, ECX, and EDX registers are modified. 


The following instructions are memory-ordering instructions, not serializing instructions. These drain the data 
memory subsystem. They do not serialize the instruction execution stream:> 


¢ Non-privileged memory-ordering instructions — SFENCE, LFENCE, and MFENCE. 


The SFENCE, LFENCE, and MFENCE instructions provide more granularity in controlling the serialization of memory 
loads and stores (see Section 8.2.5, “Strengthening or Weakening the Memory-Ordering Model”). 


The following additional information is worth noting regarding serializing instructions: 


¢ The processor does not write back the contents of modified data in its data cache to external memory when it 
serializes instruction execution. Software can force modified data to be written back by executing the WBINVD 
instruction, which is a serializing instruction. The amount of time or cycles for WBINVD to complete will vary 
due to the size of different cache hierarchies and other factors. As a consequence, the use of the WBINVD 
instruction can have an impact on interrupt/event response time. 


¢ When an instruction is executed that enables or disables paging (that is, changes the PG flag in control register 
CRO), the instruction should be followed by a jump instruction. The target instruction of the jump instruction is 
fetched with the new setting of the PG flag (that is, paging is enabled or disabled), but the jump instruction 
itself is fetched with the previous setting. The Pentium 4, Intel Xeon, and P6 family processors do not require 
the jump operation following the move to register CRO (because any use of the MOV instruction in a Pentium 4, 
Intel Xeon, or P6 family processor to write to CRO is completely serializing). However, to maintain backwards 
and forward compatibility with code written to run on other IA-32 processors, it is recommended that the jump 
operation be performed. 


3. MOV CR8 is not defined architecturally as a serializing instruction. 

4. Anexecution of WRMSR to any non-serializing MSR is not serializing. Non-serializing MSRs include the following: [A32_SPEC_CTRL 
MSR (MSR index 48H), [A32_PRED_CMD MSR (MSR index 49H), |A32_TSX_CTRL MSR (MSR index 122H), [A32_TSC_DEADLINE MSR 
(MSR index 6E0H), IA32_PKRS MSR (MSR index 6€1H), [A32_HwWP_REQUEST MSR (MSR index 774H), or any of the x2APIC MSRs 
(MSR indices 802H to 83FH). 

5. ULFENCE does provide some guarantees on instruction ordering. It does not execute until all prior instructions have completed locally, 
and no later instruction begins execution until LFENCE completes. 
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¢ Whenever an instruction is executed to change the contents of CR3 while paging is enabled, the next instruction 
is fetched using the translation tables that correspond to the new value of CR3. Therefore the next instruction 
and the sequentially following instructions should have a mapping based upon the new value of CR3. (Global 
entries in the TLBs are not invalidated, see Section 4.10.4, “Invalidation of TLBs and Paging-Structure 
Caches.”) 


¢ The Pentium processor and more recent processor families use branch-prediction techniques to improve 
performance by prefetching the destination of a branch instruction before the branch instruction is executed. 
Consequently, instruction execution is not deterministically serialized when a branch instruction is executed. 


8.4 MULTIPLE-PROCESSOR (MP) INITIALIZATION 


The IA-32 architecture (beginning with the P6 family processors) defines a multiple-processor (MP) initialization 
protocol called the Multiprocessor Specification Version 1.4. This specification defines the boot protocol to be used 
by IA-32 processors in multiple-processor systems. (Here, multiple processors is defined as two or more proces- 
sors.) The MP initialization protocol has the following important features: 


¢ It supports controlled booting of multiple processors without requiring dedicated system hardware. 


¢ It allows hardware to initiate the booting of a system without the need for a dedicated signal or a predefined 
boot processor. 


¢ It allows all IA-32 processors to be booted in the same manner, including those supporting Intel Hyper- 
Threading Technology. 


¢ The MP initialization protocol also applies to MP systems using Intel 64 processors. 


The mechanism for carrying out the MP initialization protocol differs depending on the Intel processor generations. 
The following bullets summarizes the evolution of the changes: 


° For P6 family or older processors supporting MP operations— The selection of the BSP and APs (see 
Section 8.4.1, “BSP and AP Processors”) is handled through arbitration on the APIC bus, using BIPI and FIPI 
messages. These processor generations have CPUID signatures of (family=06H, extended_model=0, 
model<=ODH), or family <O6H. See Section 8.11.1, “Overview of the MP Initialization Process For P6 Family 
Processors” for a complete discussion of MP initialization for P6 family processors. 


¢ Early generations of IA processors with family OFH — The selection of the BSP and APs (see Section 
8.4.1, “BSP and AP Processors”) is handled through arbitration on the system bus, using BIPI and FIPI 
messages (see Section 8.4.3, “MP Initialization Protocol Algorithm for MP Systems”). These processor 
generations have CPUID signatures of family=OFH, model=0H, stepping<=09H. 


¢ Later generations of IA processors with family OFH, and IA processors with system bus — The 
selection of the BSP and APs is handled through a special system bus cycle, without using BIPI and FIPI 
message arbitration (see Section 8.4.3, “MP Initialization Protocol Algorithm for MP Systems”). These 
processor generations have CPUID signatures of family=OFH with (model=0H, stepping>=O0AH) or (model >0, 
all steppings); or family=O6H, extended_model=0, model>=OEH. 


¢ All other modern IA processor generations supporting MP operations— The selection of the BSP and 
APs in the system is handled by platform-specific arrangement of the combination of hardware, BIOS, and/or 
configuration input options. The basis of the selection mechanism is similar to those of the Later generations of 
family OFH and other Intel processor using system bus (see Section 8.4.3, “MP Initialization Protocol Algorithm 
for MP Systems”). These processor generations have CPUID signatures of family=O6H, extended_model>0. 


The family, model, and stepping ID for a processor is given in the EAX register when the CPUID instruction is 
executed with a value of 1 in the EAX register. 


8.4.1 BSP and AP Processors 


The MP initialization protocol defines two classes of processors: the bootstrap processor (BSP) and the application 
processors (APs). Following a power-up or RESET of an MP system, system hardware dynamically selects one of the 
processors on the system bus as the BSP. The remaining processors are designated as APs. 


As part of the BSP selection mechanism, the BSP flag is set in the IA32_APIC_BASE MSR (see Figure 10-5) of the 
BSP, indicating that it is the BSP. This flag is cleared for all other processors. 
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The BSP executes the BIOS’s boot-strap code to configure the APIC environment, sets up system-wide data struc- 
tures, and starts and initializes the APs. When the BSP and APs are initialized, the BSP then begins executing the 
operating-system initialization code. 


Following a power-up or reset, the APs complete a minimal self-configuration, then wait for a startup signal (a SIPI 
message) from the BSP processor. Upon receiving a SIPI message, an AP executes the BIOS AP configuration code, 
which ends with the AP being placed in halt state. 


For Intel 64 and IA-32 processors supporting Intel Hyper-Threading Technology, the MP initialization protocol treats 
each of the logical processors on the system bus or coherent link domain as a separate processor (with a unique 
APIC ID). During boot-up, one of the logical processors is selected as the BSP and the remainder of the logical 
processors are designated as APs. 


8.4.2 MP Initialization Protocol Requirements and Restrictions 


The MP initialization protocol imposes the following requirements and restrictions on the system: 


¢ The MP protocol is executed only after a power-up or RESET. If the MP protocol has completed and a BSP is 
chosen, subsequent INITs (either to a specific processor or system wide) do not cause the MP protocol to be 
repeated. Instead, each logical processor examines its BSP flag (in the IA32_APIC_BASE MSR) to determine 
whether it should execute the BIOS boot-strap code (if it is the BSP) or enter a wait-for-SIPI state (if it is an 
AP). 


e All devices in the system that are capable of delivering interrupts to the processors must be inhibited from 
doing so for the duration of the MP initialization protocol. The time during which interrupts must be inhibited 
includes the window between when the BSP issues an INIT-SIPI-SIPI sequence to an AP and when the AP 
responds to the last SIPI in the sequence. 


8.4.3 MP Initialization Protocol Algorithm for MP Systems 


Following a power-up or RESET of an MP system, the processors in the system execute the MP initialization protocol 
algorithm to initialize each of the logical processors on the system bus or coherent link domain. In the course of 
executing this algorithm, the following boot-up and initialization operations are carried out: 


1. Each logical processor is assigned a unique APIC ID, based on system topology. The unique ID is a 32-bit value 
if the processor supports CPUID leaf OBH, otherwise the unique ID is an 8-bit value. (see Section 8.4.5, “Identi- 
fying Logical Processors in an MP System”). 


Each logical processor is assigned a unique arbitration priority based on its APIC ID. 


Each logical processor executes its internal BIST simultaneously with the other logical processors in the 
system. 


4. Upon completion of the BIST, the logical processors use a hardware-defined selection mechanism to select the 
BSP and the APs from the available logical processors on the system bus. The BSP selection mechanism differs 
depending on the family, model, and stepping IDs of the processors, as follows: 


— Later generations of IA processors within family OFH (see Section 8.4), IA processors with system bus 
(family=06H, extended_model=0, model>=OEH), or all other modern Intel processors (family=O6H, 
extended_model>0): 


¢ The logical processors begin monitoring the BNR# signal, which is toggling. When the BNR# pin stops 
toggling, each processor attempts to issue a NOP special cycle on the system bus. 


¢ The logical processor with the highest arbitration priority succeeds in issuing a NOP special cycle and is 
nominated the BSP. This processor sets the BSP flag in its IA32_APIC_BASE MSR, then fetches and 
begins executing BIOS boot-strap code, beginning at the reset vector (physical address FFFF FFFOH). 


¢ The remaining logical processors (that failed in issuing a NOP special cycle) are designated as APs. They 
leave their BSP flags in the clear state and enter a “wait-for-SIPI state.” 
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— Early generations of IA processors within family OFH (family=OFH, model=0H, stepping<=09H), P6 family 
or older processors supporting MP operations (family=06H, extended_model=0, model<=ODH; or family 
<06H): 


¢ Each processor broadcasts a BIPI to “all including self.” The first processor that broadcasts a BIPI (and 
thus receives its own BIPI vector), selects itself as the BSP and sets the BSP flag in its IA32_APIC_BASE 
MSR. (See Section 8.11.1, “Overview of the MP Initialization Process For P6 Family Processors” for a 
description of the BIPI, FIPI, and SIPI messages.) 


¢ The remainder of the processors (which were not selected as the BSP) are designated as APs. They 
leave their BSP flags in the clear state and enter a “wait-for-SIPI state.” 


* The newly established BSP broadcasts an FIPI message to “all including self,” which the BSP and APs 
treat as an end of MP initialization signal. Only the processor with its BSP flag set responds to the FIPI 
message. It responds by fetching and executing the BIOS boot-strap code, beginning at the reset vector 
(physical address FFFF FFFOH). 


5. As part of the boot-strap code, the BSP creates an ACPI table and/or an MP table and adds its initial APIC ID to 
these tables as appropriate. 


6. Atthe end of the boot-strap procedure, the BSP sets a processor counter to 1, then broadcasts a SIPI message 
to all the APs in the system. Here, the SIPI message contains a vector to the BIOS AP initialization code (at 
OOOVVOOOH, where VV is the vector contained in the SIPI message). 


7. The first action of the AP initialization code is to set up a race (among the APs) to a BIOS initialization 
semaphore. The first AP to the semaphore begins executing the initialization code. (See Section 8.4.4, “MP 
Initialization Example,” for semaphore implementation details.) As part of the AP initialization procedure, the 
AP adds its APIC ID number to the ACPI and/or MP tables as appropriate and increments the processor counter 
by 1. At the completion of the initialization procedure, the AP executes a CLI instruction and halts itself. 


8. When each of the APs has gained access to the semaphore and executed the AP initialization code, the BSP 
establishes a count for the number of processors connected to the system bus, completes executing the BIOS 
boot-strap code, and then begins executing operating-system boot-strap and start-up code. 


9. While the BSP is executing operating-system boot-strap and start-up code, the APs remain in the halted state. 
In this state they will respond only to INITs, NMIs, and SMIs. They will also respond to snoops and to assertions 
of the STPCLK# pin. 


The following section gives an example (with code) of the MP initialization protocol for of multiple processors oper- 
ating in an MP configuration. 


Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 4 describes how to program the LINT[0:1] pins of the processor’s local APICs after an MP configu- 
ration has been completed. 


8.4.4 MP Initialization Example 


The following example illustrates the use of the MP initialization protocol used to initialize processors in an MP 
system after the BSP and APs have been established. The code runs on Intel 64 or IA-32 processors that use a 
protocol. This includes P6 Family processors, Pentium 4 processors, Intel Core Duo, Intel Core 2 Duo and Intel Xeon 
processors. 


The following constants and data definitions are used in the accompanying 
code examples. They are based on the addresses of the APIC registers defined in Table 10-1. 


ICR_LOW EQU OFEEO0300H 
SVR EQU OFEEOOOFOH 
APIC_ID EQU OFEEO0020H 
LVT3 EQU OFEE00370H 
APIC_LENABLED €QU0100H 
BOOT_ID DD? 

COUNT EQU OOH 

VACANT EQU OOH 
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8.4.4.1 Typical BSP Initialization Sequence 


After the BSP and APs have been selected (by means of a hardware protocol, see Section 8.4.3, “MP Initialization 
Protocol Algorithm for MP Systems”), the BSP begins executing BIOS boot-strap code (POST) at the normal IA-32 
architecture starting address (FFFF FFFOH). The boot-strap code typically performs the following operations: 


1. Initializes memory. 

Loads the microcode update into the processor. 
Initializes the MTRRs. 

Enables the caches. 


Executes the CPUID instruction with a value of OH in the EAX register, then reads the EBX, ECX, and EDX 
registers to determine if the BSP is “GenuineIntel.” 


uo BR WN 


6. Executes the CPUID instruction with a value of 1H in the EAX register, then saves the values in the EAX, ECX, 
and EDX registers in a system configuration space in RAM for use later. 


Loads start-up code for the AP to execute into a 4-KByte page in the lower 1 MByte of memory. 


Switches to protected mode and ensures that the APIC address space is mapped to the strong uncacheable 
(UC) memory type. 
9. Determine the BSP’s APIC ID from the local APIC ID register (default is 0), the code snippet below is an 


example that applies to logical processors in a system whose local APIC units operate in xAPIC mode that APIC 
registers are accessed using memory mapped interface: 


MOV ESI, APIC_ID; Address of local APIC ID register 

MOV EAX, [ESI]; 

AND EAX, OFFOOOOOOH; Zero out all other bits except APIC ID 
MOV BOOT_ID, EAX; Save in memory 


Saves the APIC ID in the ACPI and/or MP tables and optionally in the system configuration space in RAM. 


10. Converts the base address of the 4-KByte page for the AP’s bootup code into 8-bit vector. The 8-bit vector 
defines the address of a 4-KByte page in the real-address mode address space (1-MByte space). For example, 
a vector of OBDH specifies a start-up memory address of OOOBDOOOH. 


11. Enables the local APIC by setting bit 8 of the APIC spurious vector register (SVR). 


MOV ESI, SVR; Address of SVR 

MOV EAX, [ESI]; 

OR EAX, APIC_ENABLED; Set bit 8 to enable (0 on reset) 
MOV [ESI], EAX; 


12. Sets up the LVT error handling entry by establishing an 8-bit vector for the APIC error handler. 


MOV ESI, LVT3; 

MOV EAX, [ESI]; 

AND EAX, FFFFFFOOH; Clear out previous vector. 

OR EAX, OOOO00xxH; xx is the 8-bit vector the APIC error handler. 
MOV [ESI], EAX; 


13. Initializes the Lock Semaphore variable VACANT to OOH. The APs use this semaphore to determine the order in 
which they execute BIOS AP initialization code. 


14. Performs the following operation to set up the BSP to detect the presence of APs in the system and the number 
of processors (within a finite duration, minimally 100 milliseconds): 


— Sets the value of the COUNT variable to 1. 


— Inthe AP BIOS initialization code, the AP will increment the COUNT variable to indicate its presence. The 
finite duration while waiting for the COUNT to be updated can be accomplished with a timer. When the timer 
expires, the BSP checks the value of the COUNT variable. If the timer expires and the COUNT variable has 
not been incremented, no APs are present or some error has occurred. 
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15. Broadcasts an INIT-SIPI-SIPI IPI sequence to the APs to wake them up and initialize them. If software knows 


how many logical processors it expects to wake up, it may choose to poll the COUNT variable. If the expected 
processors show up before the 100 millisecond timer expires, the timer can be canceled and skip to step 16. 

The left-hand-side of the procedure illustrated in Table 8-1 provides an algorithm when the expected processor 
count is unknown. The right-hand-side of Table 8-1 can be used when the expected processor count is known. 


Table 8-1. Broadcast INIT-SIPI-SIPI Sequence and Choice of Timeouts 


INIT-SIPI-SIPI when the expected processor count is unknown 


INIT-SIPI-SIPI when the expected processor count is known 


MOV ESI, ICR_LOW; Load address of ICR low dword into ESI. 
MOV EAX, 000C4500H; Load ICR encoding for broadcast INIT IPI 
; to all APs into EAX. 

MOV [ESI], EAX; Broadcast INIT IPI to all APs 

; 10-millisecond delay loop. 

MOV EAX, OOOC46XXH; Load ICR encoding for broadcast SIPI IP 
; to all APs into EAX, where xx is the vector computed in step 10. 
MOV [ESI], EAX; Broadcast SIPI IPI to all APs 

; 200-microsecond delay loop 

MOV [ESI], EAX; Broadcast second SIPI IPI to all APs 

;Waits for the timer interrupt until the timer expires 


MOV ESI, ICR_LOW; Load address of ICR low dword into ESI. 
MOV EAX, OO0C4500H; Load ICR encoding for broadcast INIT IPI 
; to all APs into EAX. 

MOV [ESI], EAX; Broadcast INIT IPI to all APs 

; 10-millisecond delay loop. 

MOV EAX, OOOC46XXH; Load ICR encoding for broadcast SIPI IP 
; to all APs into EAX, where xx is the vector computed in step 10. 
MOV [ESI], EAX; Broadcast SIPI IPI to all APs 

; 200 microsecond delay loop with check to see if COUNT has 

; reached the expected processor count. If COUNT reaches 

; expected processor count, cancel timer and go to step 16. 
MOV [ESI], EAX; Broadcast second SIPI IPI to all APs 

; Wait for the timer interrupt polling COUNT. If COUNT reaches 

; expected processor count, cancel timer and go to step 16. 

; If timer expires, go to step 16. 


16. Reads and evaluates the COUNT variable and establishes a processor count. 


17. If necessary, reconfigures the APIC and continues with the remaining system diagnostics as appropriate. 


8.4.4.2 Typical AP Initialization Sequence 


When an AP receives the SIPI, it begins executing BIOS AP initialization code at the vector encoded in the SIPI. The 
AP initialization code typically performs the following operations: 


1. Waits on the BIOS initialization Lock Semaphore. When control of the semaphore is attained, initialization 


continues. 


Loads the microcode update into the processor. 


Initializes the MTRRs (using the same mapping that was used for the BSP). 


2 
3 
4. Enables the cache. 
5 


Executes the CPUID instruction with a value of OH in the EAX register, then reads the EBX, ECX, and EDX 


registers to determine if the AP is “GenuineIntel.” 


6. Executes the CPUID instruction with a value of 1H in the EAX register, then saves the values in the EAX, ECX, 
and EDX registers in a system configuration space in RAM for use later. 


7. Switches to protected mode and ensures that the APIC address space is mapped to the strong uncacheable 


(UC) memory type. 


8. Determines the AP’s APIC ID from the local APIC ID register, and adds it to the MP and ACPI tables and 


optionally to the system configuration space in RAM. 


9. Initializes and configures the local APIC by setting bit 8 in the SVR register and setting up the LVT3 (error LVT) 
for error handling (as described in steps 9 and 10 in Section 8.4.4.1, “Typical BSP Initialization Sequence”). 
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10. Configures the APs SMI execution environment. (Each AP and the BSP must have a different SMBASE address. ) 
11. Increments the COUNT variable by 1. 
12. Releases the semaphore. 
13. Executes one of the following: 
— the CLI and HLT instructions (if MONITOR/MWAIT is not supported), or 
— the CLI, MONITOR and MWAIT sequence to enter a deep C-state. 
14. Waits for an INIT IPI. 


8.4.5 Identifying Logical Processors in an MP System 


After the BIOS has completed the MP initialization protocol, each logical processor can be uniquely identified by its 
local APIC ID. Software can access these APIC IDs in either of the following ways: 


¢ Read APIC ID for a local APIC — Code running on a logical processor can read APIC ID in one of two ways 
depending on the local APIC unit is operating in x2APIC mode (see Inte/® 64 Architecture x2APIC Specifi- 
cation)or in xAPIC mode: 


— Ifthe local APIC unit supports x2APIC and is operating in x2APIC mode, 32-bit APIC ID can be read by 
executing a RDMSR instruction to read the processor’s x2APIC ID register. This method is equivalent to 
executing CPUID leaf OBH described below. 


— Ifthe local APIC unit is operating in xAPIC mode, 8-bit APIC ID can be read by executing a MOV instruction 
to read the processor’s local APIC ID register (see Section 10.4.6, “Local APIC ID”). This is the ID to use for 
directing physical destination mode interrupts to the processor. 


° Read ACPI or MP table — As part of the MP initialization protocol, the BIOS creates an ACPI table and an MP 
table. These tables are defined in the Multiprocessor Specification Version 1.4 and provide software with a list 
of the processors in the system and their local APIC IDs. The format of the ACPI table is derived from the ACPI 
specification, which is an industry standard power management and platform configuration specification for MP 
systems. 


* Read Initial APIC ID (If the processor does not support CPUID leaf OBH) — An APIC ID is assigned to a logical 
processor during power up. This is the initial APIC ID reported by CPUID.1:EBX[31:24] and may be different 
from the current value read from the local APIC. The initial APIC ID can be used to determine the topological 
relationship between logical processors for multi-processor systems that do not support CPUID leaf OBH. 


Bits in the 8-bit initial APIC ID can be interpreted using several bit masks. Each bit mask can be used to extract 
an identifier to represent a hierarchical level of the multi-threading resource topology in an MP system (See 
Section 8.9.1, “Hierarchical Mapping of Shared Resources”). The initial APIC ID may consist of up to four bit- 
fields. In a non-clustered MP system, the field consists of up to three bit fields. 


¢ Read 32-bit APIC ID from CPUID leaf OBH (If the processor supports CPUID leaf OBH) — A unique APIC ID 
is assigned to a logical processor during power up. This APIC ID is reported by CPUID.OBH:EDX[31:0] as a 32- 
bit value. Use the 32-bit APIC ID and CPUID leaf OBH to determine the topological relationship between logical 
processors if the processor supports CPUID leaf OBH. 


Bits in the 32-bit x2APIC ID can be extracted into sub-fields using CPUID leaf OBH parameters. (See Section 
8.9.1, “Hierarchical Mapping of Shared Resources”). 


Figure 8-2 shows two examples of APIC ID bit fields in earlier single-core processors. In single-core Intel Xeon 
processors, the APIC ID assigned to a logical processor during power-up and initialization is 8 bits. Bits 2:1 forma 
2-bit physical package identifier (which can also be thought of as a socket identifier). In systems that configure 
physical processors in clusters, bits 4:3 form a 2-bit cluster ID. Bit 0 is used in the Intel Xeon processor MP to iden- 
tify the two logical processors within the package (see Section 8.9.3, “Hierarchical ID of Logical Processors in an MP 
System”). For Intel Xeon processors that do not support Intel Hyper-Threading Technology, bit 0 is always set to 0; 
for Intel Xeon processors supporting Intel Hyper-Threading Technology, bit 0 performs the same function as it does 
for Intel Xeon processor MP. 


For more recent multi-core processors, see Section 8.9.1, “Hierarchical Mapping of Shared Resources” for a 
complete description of the topological relationships between logical processors and bit field locations within an 
initial APIC ID across Intel 64 and IA-32 processor families. 


Vol. 3A 8-23 


MULTIPLE-PROCESSOR MANAGEMENT 


Note the number of bit fields and the width of bit-fields are dependent on processor and platform hardware capa- 
bilities. Software should determine these at runtime. When initial APIC IDs are assigned to logical processors, the 
value of APIC ID assigned to a logical processor will respect the bit-field boundaries corresponding core, physical 
package, etc. Additional examples of the bit fields in the initial APIC ID of multi-threading capable systems are 
shown in Section 8.9. 


APIC ID Format for Intel Xeon Processors that 
do not Support Intel Hyper-Threading Technology 


7 5 4 3 2 1 0 


Reserved | | 0 


Cluster _ 


Processor ID 


APIC ID Format for P6 Family Processors 
7 4 3 2 1 0) 


Reserved | 


Cluster 
Processor ID 


Figure 8-2. Interpretation of APIC ID in Early MP Systems 


For P6 family processors, the APIC ID that is assigned to a processor during power-up and initialization is 4 bits 
(see Figure 8-2). Here, bits 0 and 1 form a 2-bit processor (or socket) identifier and bits 2 and 3 form a 2-bit cluster 
ID. 


8.5 INTEL® HYPER-THREADING TECHNOLOGY AND INTEL® MULTI-CORE 
TECHNOLOGY 


Intel Hyper-Threading Technology and Intel multi-core technology are extensions to Intel 64 and IA-32 architec- 
tures that enable a single physical processor to execute two or more separate code streams (called threads) 
concurrently. In Intel Hyper-Threading Technology, a single processor core provides two logical processors that 
share execution resources (see Section 8.7, “Intel® Hyper-Threading Technology Architecture”). In Intel multi-core 
technology, a physical processor package provides two or more processor cores. Both configurations require chip- 
sets and a BIOS that support the technologies. 


Software should not rely on processor names to determine whether a processor supports Intel Hyper-Threading 
Technology or Intel multi-core technology. Use the CPUID instruction to determine processor capability (see 
Section 8.6.2, “Initializing Multi-Core Processors”). 


8.6 DETECTING HARDWARE MULTI-THREADING SUPPORT AND TOPOLOGY 


Use the CPUID instruction to detect the presence of hardware multi-threading support in a physical processor. 
Hardware multi-threading can support several varieties of multigrade and/or Intel Hyper-Threading Technology. 
CPUID instruction provides several sets of parameter information to aid software enumerating topology informa- 
tion. The relevant topology enumeration parameters provided by CPUID include: 


¢ Hardware Multi-Threading feature flag (CPUID.1:EDX[28] = 1) — Indicates when set that the physical 
package is capable of supporting Intel Hyper-Threading Technology and/or multiple cores. 
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¢ Processor topology enumeration parameters for 8-bit APIC ID: 


— Addressable IDs for Logical processors in the same Package (CPUID.1:EBX[23:16]) — Indicates 
the maximum number of addressable ID for logical processors in a physical package. Within a physical 
package, there may be addressable IDs that are not occupied by any logical processors. This parameter 
does not represents the hardware capability of the physical processor.® 


* Addressable IDs for processor cores in the same Package’ (CPUID.(EAX=4, ECX=0°):EAX[31:26] + 
1 = Y) — Indicates the maximum number of addressable IDs attributable to processor cores (Y) in the physical 
package. 


¢ Extended Processor Topology Enumeration parameters for 32-bit APIC ID: Intel 64 processors 
supporting CPUID leaf OBH will assign unique APIC IDs to each logical processor in the system. CPUID leaf OBH 
reports the 32-bit APIC ID and provide topology enumeration parameters. See CPUID instruction reference 
pages in Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A. 


The CPUID feature flag may indicate support for hardware multi-threading when only one logical processor avail- 
able in the package. In this case, the decimal value represented by bits 16 through 23 in the EBX register will have 
a value of 1. 


Software should note that the number of logical processors enabled by system software may be less than the value 
of “Addressable IDs for Logical processors”. Similarly, the number of cores enabled by system software may be less 
than the value of “Addressable IDs for processor cores”. 


Software can detect the availability of the CPUID extended topology enumeration leaf (OBH) by performing two 
steps: 


¢ Check maximum input value for basic CPUID information by executing CPUID with EAX= 0. If CPUID.OH:EAX is 
greater than or equal or 11 (OBH), then proceed to next step, 


° Check CPUID.EAX=0BH, ECX=0H:EBxX is non-zero. 


If both of the above conditions are true, extended topology enumeration leaf is available. Note the presence of 
CPUID leaf OBH in a processor does not guarantee support that the local APIC supports x2APIC. If 
CPUID.(EAX=0BH, ECX=0H):EBX returns zero and maximum input value for basic CPUID information is greater 
than OBH, then CPUID.OBH leaf is not supported on that processor. 


8.6.1 Initializing Processors Supporting Hyper-Threading Technology 


The initialization process for an MP system that contains processors supporting Intel Hyper-Threading Technology 
is the same as for conventional MP systems (see Section 8.4, “Multiple-Processor (MP) Initialization”). One logical 
processor in the system is selected as the BSP and other processors (or logical processors) are designated as APs. 
The initialization process is identical to that described in Section 8.4.3, “MP Initialization Protocol Algorithm for MP 
Systems,” and Section 8.4.4, “MP Initialization Example.” 


During initialization, each logical processor is assigned an APIC ID that is stored in the local APIC ID register for 
each logical processor. If two or more processors supporting Intel Hyper-Threading Technology are present, each 
logical processor on the system bus is assigned a unique ID (see Section 8.9.3, “Hierarchical ID of Logical Proces- 
sors in an MP System”). Once logical processors have APIC IDs, software communicates with them by sending APIC 
IPI messages. 


6. Operating system and BIOS may implement features that reduce the number of logical processors available in a platform to applica- 
tions at runtime to less than the number of physical packages times the number of hardware-capable logical processors per pack- 
age. 

7. Software must check CPUID for its support of leaf 4 when implementing support for multi-core. If CPUID leaf 4 is not available at 
runtime, software should handle the situation as if there is only one core per package. 

8. Maximum number of cores in the physical package must be queried by executing CPUID with EAX=4 and a valid ECX input value. 
Valid ECX input values start from O. 
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8.6.2 Initializing Multi-Core Processors 


The initialization process for an MP system that contains multi-core Intel 64 or IA-32 processors is the same as for 
conventional MP systems (see Section 8.4, “Multiple-Processor (MP) Initialization”). A logical processor in one core 
is selected as the BSP; other logical processors are designated as APs. 


During initialization, each logical processor is assigned an APIC ID. Once logical processors have APIC IDs, software 
may communicate with them by sending APIC IPI messages. 


8.6.3 Executing Multiple Threads on an Intel® 64 or IA-32 Processor Supporting Hardware 
Multi-Threading 


Upon completing the operating system boot-up procedure, the bootstrap processor (BSP) executes operating 
system code. Other logical processors are placed in the halt state. To execute a code stream (thread) on a halted 
logical processor, the operating system issues an interprocessor interrupt (IPI) addressed to the halted logical 
processor. In response to the IPI, the processor wakes up and begins executing the code identified by the vector 
received as part of the IPI. 


To manage execution of multiple threads on logical processors, an operating system can use conventional 
symmetric multiprocessing (SMP) techniques. For example, the operating-system can use a time-slice or load 
balancing mechanism to periodically interrupt each of the active logical processors. Upon interrupting a logical 
processor, the operating system checks its run queue for a thread waiting to be executed and dispatches the thread 
to the interrupted logical processor. 


8.6.4 Handling Interrupts on an IA-32 Processor Supporting Hardware Multi-Threading 


Interrupts are handled on processors supporting Intel Hyper-Threading Technology as they are on conventional MP 
systems. External interrupts are received by the I/O APIC, which distributes them as interrupt messages to specific 
logical processors (see Figure 8-3). 


Logical processors can also send IPIs to other logical processors by writing to the ICR register of its local APIC (see 
Section 10.6, “Issuing Interprocessor Interrupts”). This also applies to dual-core processors. 
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Figure 8-3. Local APICs and I/O APIC in MP System Supporting Intel HT Technology 


8.7 INTEL® HYPER-THREADING TECHNOLOGY ARCHITECTURE 


Figure 8-4 shows a generalized view of an Intel processor supporting Intel Hyper-Threading Technology, using the 
original Intel Xeon processor MP as an example. This implementation of the Intel Hyper-Threading Technology 

consists of two logical processors (each represented by a separate architectural state) which share the processor's 
execution engine and the bus interface. Each logical processor also has its own advanced programmable interrupt 


controller (APIC). 


Vol. 3A 8-27 


MULTIPLE-PROCESSOR MANAGEMENT 


Logical Logical 
Processor 0 | Processor 1 
Architectural | Architectural 

State State 


Execution Engine 


Local APIC | Local APIC 
Bus Interface 


System Bus 


Figure 8-4. IA-32 Processor with Two Logical Processors Supporting Intel HT Technology 


8.7.1 State of the Logical Processors 


The following features are part of the architectural state of logical processors within Intel 64 or IA-32 processors 
supporting Intel Hyper-Threading Technology. The features can be subdivided into three groups: 


* Duplicated for each logical processor 

¢ Shared by logical processors in a physical processor 

¢ Shared or duplicated, depending on the implementation 

The following features are duplicated for each logical processor: 

® General purpose registers (EAX, EBX, ECX, EDX, ESI, EDI, ESP, and EBP) 
* Segment registers (CS, DS, SS, ES, FS, and GS) 


¢ EFLAGS and EIP registers. Note that the CS and EIP/RIP registers for each logical processor point to the 
instruction stream for the thread being executed by the logical processor. 


° x87 FPU registers (STO through ST7, status word, control word, tag word, data operand pointer, and instruction 
pointer) 


¢ MMX registers (MMO through MM7) 

¢ XMM registers (XMMO through XMM7) and the MXCSR register 

* Control registers and system table pointer registers (GDTR, LDTR, IDTR, task register) 

* Debug registers (DRO, DR1, DR2, DR3, DR6, DR7) and the debug control MSRs 

¢ Machine check global status (IA32_MCG_STATUS) and machine check capability (IA32_MCG_CAP) MSRs 
¢ Thermal clock modulation and ACPI Power management control MSRs 

° Time stamp counter MSRs 

° Most of the other MSR registers, including the page attribute table (PAT). See the exceptions below. 

° Local APIC registers. 


e Additional general purpose registers (R8-R15), XMM registers (XMM8-XMM15), control register, IA32_EFER on 
Intel 64 processors. 


The following features are shared by logical processors: 

¢ Memory type range registers (MTRRs) 

Whether the following features are shared or duplicated is implementation-specific: 
¢ TA32_MISC_ENABLE MSR (MSR address 1A0H) 
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¢ Machine check architecture (MCA) MSRs (except for the IA32_MCG_STATUS and IA32_MCG_CAP MSRs) 
¢ Performance monitoring control and counter MSRs 


8.7.2 APIC Functionality 


When a processor supporting Intel Hyper-Threading Technology support is initialized, each logical processor is 
assigned a local APIC ID (see Table 10-1). The local APIC ID serves as an ID for the logical processor and is stored 
in the logical processor’s APIC ID register. If two or more processors supporting Intel Hyper-Threading Technology 
are present in a dual processor (DP) or MP system, each logical processor on the system bus is assigned a unique 
local APIC ID (see Section 8.9.3, “Hierarchical ID of Logical Processors in an MP System”). 


Software communicates with local processors using the APIC’s interprocessor interrupt (IPI) messaging facility. 
Setup and programming for APICs is identical in processors that support and do not support Intel Hyper-Threading 
Technology. See Chapter 10, “Advanced Programmable Interrupt Controller (APIC),” for a detailed discussion. 


8.7.3 Memory Type Range Registers (MTRR) 


MTRRs in a processor supporting Intel Hyper-Threading Technology are shared by logical processors. When one 
logical processor updates the setting of the MTRRs, settings are automatically shared with the other logical proces- 
sors in the same physical package. 


The architectures require that all MP systems based on Intel 64 and IA-32 processors (this includes logical proces- 
sors) must use an identical MTRR memory map. This gives software a consistent view of memory, independent of 
the processor on which it is running. See Section 11.11, “Memory Type Range Registers (MTRRs),” for information 
on setting up MTRRs. 


8.7.4 Page Attribute Table (PAT) 


Each logical processor has its own PAT MSR (IA32_PAT). However, as described in Section 11.12, “Page Attribute 
Table (PAT),” the PAT MSR settings must be the same for all processors in a system, including the logical proces- 
sors. 


8.7.5 Machine Check Architecture 


In the Intel HT Technology context as implemented by processors based on Intel NetBurst® microarchitecture, all 
of the machine check architecture (MCA) MSRs (except for the IA32_MCG_STATUS and IA32_MCG_CAP MSRs) are 
duplicated for each logical processor. This permits logical processors to initialize, configure, query, and handle 
machine-check exceptions simultaneously within the same physical processor. The design is compatible with 
machine check exception handlers that follow the guidelines given in Chapter 15, “Machine-Check Architecture.” 


The IA32_MCG_STATUS MSR is duplicated for each logical processor so that its machine check in progress bit field 
(MCIP) can be used to detect recursion on the part of MCA handlers. In addition, the MSR allows each logical 
processor to determine that a machine-check exception is in progress independent of the actions of another logical 
processor in the same physical package. 


Because the logical processors within a physical package are tightly coupled with respect to shared hardware 
resources, both logical processors are notified of machine check errors that occur within a given physical processor. 
If machine-check exceptions are enabled when a fatal error is reported, all the logical processors within a physical 
package are dispatched to the machine-check exception handler. If machine-check exceptions are disabled, the 
logical processors enter the shutdown state and assert the IERR# signal. 


When enabling machine-check exceptions, the MCE flag in control register CR4 should be set for each logical 
processor. 


On Intel Atom family processors that support Intel Hyper-Threading Technology, the MCA facilities are shared 
between all logical processors on the same processor core. 
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8.7.6 Debug Registers and Extensions 


Each logical processor has its own set of debug registers (DRO, DR1, DR2, DR3, DR6, DR7) and its own debug 
control MSR. These can be set to control and record debug information for each logical processor independently. 
Each logical processor also has its own last branch records (LBR) stack. 


8.7.7 Performance Monitoring Counters 


Performance counters and their companion control MSRs are shared between the logical processors within a 
processor core for processors based on Intel NetBurst microarchitecture. As a result, software must manage the 
use of these resources. The performance counter interrupts, events, and precise event monitoring support can be 
set up and allocated on a per thread (per logical processor) basis. 


See Section 18.6.4, “Performance Monitoring and Intel Hyper-Threading Technology in Processors Based on Intel 
NetBurst® Microarchitecture,” for a discussion of performance monitoring in the Intel Xeon processor MP. 


In Intel Atom processor family that support Intel Hyper-Threading Technology, the performance counters (general- 
purpose and fixed-function counters) and their companion control MSRs are duplicated for each logical processor. 


8.7.8 IA32_MISC_ENABLE MSR 


The IA32_MISC_ENABLE MSR (MSR address 1A0H) is generally shared between the logical processors in a 
processor core supporting Intel Hyper-Threading Technology. However, some bit fields within IA32_MISC_ENABLE 
MSR may be duplicated per logical processor. The partition of shared or duplicated bit fields within 
IA32_MISC_ENABLE is implementation dependent. Software should program duplicated fields carefully on all 
logical processors in the system to ensure consistent behavior. 


8.7.9 Memory Ordering 


The logical processors in an Intel 64 or IA-32 processor supporting Intel Hyper-Threading Technology obey the 
same rules for memory ordering as Intel 64 or IA-32 processors without Intel HT Technology (see Section 8.2, 
“Memory Ordering”). Each logical processor uses a processor-ordered memory model that can be further defined 
as “write-ordered with store buffer forwarding.” All mechanisms for strengthening or weakening the memory- 
ordering model to handle special programming situations apply to each logical processor. 


8.7.10 Serializing Instructions 


As a general rule, when a logical processor in a processor supporting Intel Hyper-Threading Technology executes a 
serializing instruction, only that logical processor is affected by the operation. An exception to this rule is the execu- 
tion of the WBINVD, INVD, and WRMSR instructions; and the MOV CR instruction when the state of the CD flag in 
control register CRO is modified. Here, both logical processors are serialized. 


8.7.11. Microcode Update Resources 


In an Intel processor supporting Intel Hyper-Threading Technology, the microcode update facilities are shared 
between the logical processors; either logical processor can initiate an update. Each logical processor has its own 
BIOS signature MSR (IA32_BIOS_SIGN_ID at MSR address 8BH). When a logical processor performs an update for 
the physical processor, the IA32_BIOS_SIGN_ID MSRs for resident logical processors are updated with identical 
information. If logical processors initiate an update simultaneously, the processor core provides the necessary 
synchronization needed to ensure that only one update is performed at a time. 
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NOTE 


Some processors (prior to the introduction of Intel 64 Architecture and based on Intel NetBurst 
microarchitecture) do not support simultaneous loading of microcode update to the sibling logical 
processors in the same core. All other processors support logical processors initiating an update 
simultaneously. Intel recommends a common approach that the microcode loader use the 
sequential technique described in Section 9.11.6.3. 


8.7.12 Self Modifying Code 


Intel processors supporting Intel Hyper-Threading Technology support self-modifying code, where data writes 
modify instructions cached or currently in flight. They also support cross-modifying code, where on an MP system 
writes generated by one processor modify instructions cached or currently in flight on another. See Section 8.1.3, 
“Handling Self- and Cross-Modifying Code,” for a description of the requirements for self- and cross-modifying code 
in an IA-32 processor. 


8.7.13. Implementation-Specific Intel HT Technology Facilities 


The following non-architectural facilities are implementation-specific in IA-32 processors supporting Intel Hyper- 
Threading Technology: 


° Caches 
¢ Translation lookaside buffers (TLBs) 
¢ Thermal monitoring facilities 


The Intel Xeon processor MP implementation is described in the following sections. 


8.7.13.1 Processor Caches 


For processors supporting Intel Hyper-Threading Technology, the caches are shared. Any cache manipulation 
instruction that is executed on one logical processor has a global effect on the cache hierarchy of the physical 
processor. Note the following: 


¢ WBINVD instruction — The entire cache hierarchy is invalidated after modified data is written back to 
memory. All logical processors are stopped from executing until after the write-back and invalidate operation is 
completed. A special bus cycle is sent to all caching agents. The amount of time or cycles for WBINVD to 
complete will vary due to the size of different cache hierarchies and other factors. As a consequence, the use of 
the WBINVD instruction can have an impact on interrupt/event response time. 


¢ INVD instruction — The entire cache hierarchy is invalidated without writing back modified data to memory. 
All logical processors are stopped from executing until after the invalidate operation is completed. A special bus 
cycle is sent to all caching agents. 


¢ CLFLUSH and CLFLUSHOPT instructions — The specified cache line is invalidated from the cache hierarchy 
after any modified data is written back to memory and a bus cycle is sent to all caching agents, regardless of 
which logical processor caused the cache line to be filled. 


¢ CD flag in control register CRO — Each logical processor has its own CRO control register, and thus its own 
CD flag in CRO. The CD flags for the two logical processors are ORed together, such that when any logical 
processor sets its CD flag, the entire cache is nominally disabled. 


8.7.13.2 Processor Translation Lookaside Buffers (TLBs) 


In processors supporting Intel Hyper-Threading Technology, data cache TLBs are shared. The instruction cache TLB 
may be duplicated or shared in each logical processor, depending on implementation specifics of different 
processor families. 


Entries in the TLBs are tagged with an ID that indicates the logical processor that initiated the translation. This tag 
applies even for translations that are marked global using the page-global feature for memory paging. See Section 
4.10, “Caching Translation Information,” for information about global translations. 
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When a logical processor performs a TLB invalidation operation, only the TLB entries that are tagged for that logical 
processor are guaranteed to be flushed. This protocol applies to all TLB invalidation operations, including writes to 
control registers CR3 and CR4 and uses of the INVLPG instruction. 


8.7.13.3. Thermal Monitor 


In a processor that supports Intel Hyper-Threading Technology, logical processors share the catastrophic shutdown 
detector and the automatic thermal monitoring mechanism (see Section 14.8, “Thermal Monitoring and Protec- 
tion”). Sharing results in the following behavior: 


e If the processor’s core temperature rises above the preset catastrophic shutdown temperature, the processor 
core halts execution, which causes both logical processors to stop execution. 


¢ When the processor's core temperature rises above the preset automatic thermal monitor trip temperature, the 
frequency of the processor core is automatically modulated, which effects the execution speed of both logical 
processors. 


For software controlled clock modulation, each logical processor has its own IA32_CLOCK_MODULATION MSR, 
allowing clock modulation to be enabled or disabled on a logical processor basis. Typically, if software controlled 
clock modulation is going to be used, the feature must be enabled for all the logical processors within a physical 
processor and the modulation duty cycle must be set to the same value for each logical processor. If the duty cycle 
values differ between the logical processors, the processor clock will be modulated at the highest duty cycle 
selected. 


8.7.13.4 External Signal Compatibility 


This section describes the constraints on external signals received through the pins of a processor supporting Intel 
Hyper-Threading Technology and how these signals are shared between its logical processors. 


° STPCLK# — A single STPCLK# pin is provided on the physical package of the Intel Xeon processor MP. External 
control logic uses this pin for power management within the system. When the STPCLK# signal is asserted, the 
processor core transitions to the stop-grant state, where instruction execution is halted but the processor core 
continues to respond to snoop transactions. Regardless of whether the logical processors are active or halted 
when the STPCLK# signal is asserted, execution is stopped on both logical processors and neither will respond 
to interrupts. 


In MP systems, the STPCLK# pins on all physical processors are generally tied together. As a result this signal 
affects all the logical processors within the system simultaneously. 


¢ LINTO and LINT1 pins — A processor supporting Intel Hyper-Threading Technology has only one set of LINTO 
and LINT1 pins, which are shared between the logical processors. When one of these pins is asserted, both 
logical processors respond unless the pin has been masked in the APIC local vector tables for one or both of the 
logical processors. 


Typically in MP systems, the LINTO and LINT1 pins are not used to deliver interrupts to the logical processors. 
Instead all interrupts are delivered to the local processors through the I/O APIC. 


* A20M# pin — On an IA-32 processor, the A20M# pin is typically provided for compatibility with the Intel 286 
processor. Asserting this pin causes bit 20 of the physical address to be masked (forced to zero) for all external 
bus memory accesses. Processors supporting Intel Hyper-Threading Technology provide one A20M# pin, which 
affects the operation of both logical processors within the physical processor. 


The functionality of AZ0M# is used primarily by older operating systems and not used by modern operating 
systems. On newer Intel 64 processors, A20M# may be absent. 


8.8 MULTI-CORE ARCHITECTURE 


This section describes the architecture of Intel 64 and IA-32 processors supporting dual-core and quad-core tech- 
nology. The discussion is applicable to the Intel Pentium processor Extreme Edition, Pentium D, Intel Core Duo, 
Intel Core 2 Duo, Dual-core Intel Xeon processor, Intel Core 2 Quad processors, and quad-core Intel Xeon proces- 
sors. Features vary across different microarchitectures and are detectable using CPUID. 
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In general, each processor core has dedicated microarchitectural resources identical to a single-processor imple- 
mentation of the underlying microarchitecture without hardware multi-threading capability. Each logical processor 
in a dual-core processor (whether supporting Intel Hyper-Threading Technology or not) has its own APIC function- 
ality, PAT, machine check architecture, debug registers and extensions. Each logical processor handles serialization 
instructions or self-modifying code on its own. Memory order is handled the same way as in Intel Hyper-Threading 
Technology. 


The topology of the cache hierarchy (with respect to whether a given cache level is shared by one or more 
processor cores or by all logical processors in the physical package) depends on the processor implementation. 
Software must use the deterministic cache parameter leaf of CPUID instruction to discover the cache-sharing 
topology between the logical processors in a multi-threading environment. 


8.8.1 Logical Processor Support 


The topological composition of processor cores and logical processors in a multi-core processor can be discovered 
using CPUID. Within each processor core, one or more logical processors may be available. 


System software must follow the requirement MP initialization sequences (see Section 8.4, “Multiple-Processor 
(MP) Initialization”) to recognize and enable logical processors. At runtime, software can enumerate those logical 
processors enabled by system software to identify the topological relationships between these logical processors. 
(See Section 8.9.5, “Identifying Topological Relationships in a MP System”). 


8.8.2 Memory Type Range Registers (MTRR) 


MTRR is shared between two logical processors sharing a processor core if the physical processor supports Intel 
Hyper-Threading Technology. MTRR is not shared between logical processors located in different cores or different 
physical packages. 


The Intel 64 and IA-32 architectures require that all logical processors in an MP system use an identical MTRR 
memory map. This gives software a consistent view of memory, independent of the processor on which it is 
running. 


See Section 11.11, “Memory Type Range Registers (MTRRs).” 


8.8.3 Performance Monitoring Counters 


Performance counters and their companion control MSRs are shared between two logical processors sharing a 
processor core if the processor core supports Intel Hyper-Threading Technology and is based on Intel NetBurst 
microarchitecture. They are not shared between logical processors in different cores or different physical packages. 
As a result, software must manage the use of these resources, based on the topology of performance monitoring 
resources. Performance counter interrupts, events, and precise event monitoring support can be set up and allo- 
cated on a per thread (per logical processor) basis. 


See Section 18.6.4, “Performance Monitoring and Intel Hyper-Threading Technology in Processors Based on Intel 
NetBurst® Microarchitecture.” 


8.8.4 IA32_MISC_ENABLE MSR 


Some bit fields in IA32_MISC_ENABLE MSR (MSR address 1A0H) may be shared between two logical processors 
sharing a processor core, or may be shared between different cores in a physical processor. See Chapter 2, “Model- 
Specific Registers (MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4. 


8.8.5 Microcode Update Resources 


Microcode update facilities are shared between two logical processors sharing a processor core if the physical 
package supports Intel Hyper-Threading Technology. They are not shared between logical processors in different 
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cores or different physical packages. Either logical processor that has access to the microcode update facility can 
initiate an update. 


Each logical processor has its own BIOS signature MSR (IA32_BIOS_SIGN_ID at MSR address 8BH). When a logical 
processor performs an update for the physical processor, the IA32_BIOS_SIGN_ID MSRs for resident logical 
processors are updated with identical information. 


All microcode update steps during processor initialization should use the same update data on all cores in all phys- 
ical packages of the same stepping. Any subsequent microcode update must apply consistent update data to all 
cores in all physical packages of the same stepping. If the processor detects an attempt to load an older microcode 
update when a newer microcode update had previously been loaded, it may reject the older update to stay with the 
newer update. 


NOTE 


Some processors (prior to the introduction of Intel 64 Architecture and based on Intel NetBurst 
microarchitecture) do not support simultaneous loading of microcode update to the sibling logical 
processors in the same core. All other processors support logical processors initiating an update 
simultaneously. Intel recommends a common approach that the microcode loader use the 
sequential technique described in Section 9.11.6.3. 


8.9 PROGRAMMING CONSIDERATIONS FOR HARDWARE MULTI-THREADING 
CAPABLE PROCESSORS 


In a multi-threading environment, there may be certain hardware resources that are physically shared at some 
level of the hardware topology. In the multi-processor systems, typically bus and memory sub-systems are physi- 
cally shared between multiple sockets. Within a hardware multi-threading capable processors, certain resources 
are provided for each processor core, while other resources may be provided for each logical processors (see 
Section 8.7, “Intel® Hyper-Threading Technology Architecture,” and Section 8.8, “Multi-Core Architecture”). 


From a software programming perspective, control transfer of processor operation is managed at the granularity of 
logical processor (operating systems dispatch a runnable task by allocating an available logical processor on the 
platform). To manage the topology of shared resources in a multi-threading environment, it may be useful for soft- 
ware to understand and manage resources that are shared by more than one logical processors. 


8.9.1 Hierarchical Mapping of Shared Resources 


The APIC_ID value associated with each logical processor in a multi-processor system is unique (see Section 8.6, 
“Detecting Hardware Multi-Threading Support and Topology”). This 8-bit or 32-bit value can be decomposed into 
sub-fields, where each sub-field corresponds a hierarchical level of the topological mapping of hardware resources. 


The decomposition of an APIC_ID may consist of several sub fields representing the topology within a physical 
processor package, the higher-order bits of an APIC ID may also be used by cluster vendors to represent the 
topology of cluster nodes of each coherent multiprocessor systems: 


* Cluster — Some multi-threading environments consists of multiple clusters of multi-processor systems. The 
CLUSTER_ID sub-field is usually supported by vendor firmware to distinguish different clusters. For non- 
clustered systems, CLUSTER_ID is usually 0 and system topology is reduced. 


¢ Package — A physical processor package mates with a socket. A package may contain one or more software 
visible die. The PACKAGE_ID sub-field distinguishes different physical packages within a cluster. 


* Die — A software-visible chip inside a package. The DIE_ID sub-field distinguishes different die within a 
package. If there are no software visible die, the width of this bit field is 0. 


° Tile — A set of cores, possibly within modules, that share certain resources. The TILE_ID sub-field distin- 
guishes different tiles. If there are no software visible tiles, the width of this bit field is 0. 


° Module — A set of cores that share certain resources. The MODULE_ID sub-field distinguishes different 
modules. If there are no software visible modules, the width of this bit field is 0. 
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¢ Core — Processor cores may be contained within modules, within tiles, on software-visible die, or appear 
directly at the package level. The CORE_ID sub-field distinguishes processor cores. For a single-core processor, 
the width of this bit field is 0. 


¢ SMT — A processor core provides one or more logical processors sharing execution resources. The SMT_ID 
sub-field distinguishes logical processors in a core. The width of this bit field is non-zero if a processor core 
provides more than one logical processors. 


SMT and CORE sub-fields are bit-wise contiguous in the APIC_ID field (see Figure 8-5). 


X=31 if x2APIC supported, else X=7 
X 0 


Reserved 


Cluster ID —— 
Package ID ——————_— 
Die ID 
Tile ID 
Module ID 
Core ID 
SMT ID 


Figure 8-5. Generalized Seven Level Interpretation of the APIC ID 


If the processor supports CPUID leaf OBH and leaf 1FH, the 32-bit APIC ID can represent cluster plus several levels 
of topology within the physical processor package. The exact number of hierarchical levels within a physical 
processor package must be enumerated through CPUID leaf OBH and leaf 1FH. Common processor families may 
employ topology similar to that represented by 8-bit Initial APIC ID. In general, CPUID leaf OBH and leaf 1FH can 
support a topology enumeration algorithm that decompose a 32-bit APIC ID into more than four sub-fields (see 
Figure 8-6). 


NOTE 


CPUID leaf OBH and leaf 1FH can have differences in the number of level types reported (CPUID leaf 
1FH defines additional level types). If the processor supports CPUID leaf 1FH, usage of this leaf is 
preferred over leaf OBH. CPUID leaf OBH is available for legacy compatibility going forward. 


The width of each sub-field depends on hardware and software configurations. Field widths can be determined at 
runtime using the algorithm discussed below (Example 8-16 through Example 8-21). 


Figure 7-6 depicts the relationships of three of the hierarchical sub-fields in a hypothetical MP system. The value of 
valid APIC_IDs need not be contiguous across package boundary or core boundaries. 
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PACKAGE 31 0 


Q Reserved | | 


CORE Cluster ID 
SMT Package ID 
QID 
RID 


CORE ID 
SMT ID 


Physical Processor Topology 32-bit APIC ID Composition 


Figure 8-6. Conceptual Six-Level Topology and 32-bit APIC ID Composition 


8.9.2 Hierarchical Mapping of CPUID Extended Topology Leaf 


CPUID leaf OBH and leaf 1FH provide enumeration parameters for software to identify each hierarchy of the 
processor topology in a deterministic manner. Each hierarchical level of the topology starting from the SMT level is 
represented numerically by a sub-leaf index within the CPUID OBH leaf and 1FH leaf. Each level of the topology is 
mapped to a sub-field in the APIC ID, following the general relationship depicted in Figure 8-6. This mechanism 
allows software to query the exact number of levels within a physical processor package and the bit-width of each 
sub-field of x2APIC ID directly. For example, 


° Starting from sub-leaf index 0 and incrementing ECX until CPUID.(EAX=OBH or 1FH, ECX=N):ECX[15:8] 
returns an invalid “level type” encoding. The number of levels within the physical processor package is “N” 


(excluding PACKAGE). Using Figure 8-6 as an example, CPUID.(EAX=OBH or 1FH, ECX=4):ECX[15:8] will 
report OOH, indicating sub leaf 04H is invalid. This is also depicted by a pseudo code example: 


Example 8-16. Number of Levels Below the Physical Processor Package 


Byte type = 1; 
s=0; 
While ( type ) { 
EAX = OBH or 1FH; // query each sub leaf of CPUID leaf OBH or 1FH; CPUID leaf 1FH is preferred over leaf OBH if available 


ECX = s; 
CPUID; 
type = ECX[15:8]; // examine level type encoding 
s t+; 
} 
N = ECX[7:0]; 


Sub-leaf index 0 (ECX= 0 as input) provides enumeration parameters to extract the SMT sub-field of x2APIC 
ID. If EAX = OBH or 1FH, and ECX =0 is specified as input when executing CPUID, CPUID.(EAX=O0BH or 1FH, 
ECX=0):EAX[4:0] reports a value (a right-shift count) that allow software to extract part of x2APIC ID to 
distinguish the next higher topological entities above the SMT level. This value also corresponds to the bit-width 
of the sub-field of x2APIC ID corresponding the hierarchical level with sub-leaf index 0. 


¢ For each subsequent higher sub-leaf index m, CPUID.(EAX=0BH or 1FH, ECX=m):EAX[4:0] reports the right- 
shift count that will allow software to extract part of x2APIC ID to distinguish higher-level topological entities. 


This means the right-shift value at of sub-leaf m, corresponds to the least significant (m+1) subfields of the 32- 
bit x2APIC ID. 
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Example 8-17. BitwWidth Determination of x2APIC ID Subfields 


For m=0,m<N,m ++; 
{ cumulative_width[m] = CPUID.(EAX=OBH or 1FH, ECX= m): EAX[4:0]; } 
BitWidth[O] = cumulative_width[O]; 
Form=1,m<N,m++; 
BitWidth[m] = cumulative_width[m] - cumulative_width[m-1]; 


NOTE 


CPUID leaf 1FH is a preferred superset to leaf OBH. Leaf 1FH defines additional level types, and it 
must be parsed by an algorithm that can handle the addition of future level types. 


Previously, only the following encoding of hierarchical level types were defined: 0 (invalid), 1 (SMT), and 2 (core). 
With the additional hierarchical level types available (see Section 8.9.1, “Hierarchical Mapping of Shared 
Resources” and Figure 8-5, “Generalized Seven Level Interpretation of the APIC ID” ) software must not assume 
any “level type” encoding value to be related to any sub-leaf index, except sub-leaf 0. 


Example 8-18. Support Routines for Identifying Package, Die, Core and Logical Processors from 32-bit x2APIC ID 


a. Derive the extraction bitmask for logical processors in a processor core and associated mask offset for different 
cores. 
// 


// This example shows how to enumerate CPU topology level types (level types may or may not be known/supported by the software) 
1 

// Below is the list of sample level types used in the example. 

// Refer to the CPUID Leaf 1FH definition for the actual level type numbers: “V2 Extended Topology Enumeration Leaf” . 

// 

11 SMT 

// CORE 

// MODULE 

// TILE 

// DIE 

// PACKAGE 

// 

// The example shows how to identify and derive the extraction bitmask for the levels with identify type SMT/CORE/DIE/PACKAGE 
// 


int DeriveSMT_Mask_Offsets (void) 


i 
IF (\HWMTSupported()) return -1; 
execute cpuid with EAX = OBH or 1FH, ECX = 0; 
IF (returned level type encoding in EXC[15:8] does not match SMT) return -1; 
Mask_SMT_shift = EAX[4:0]; //# bits shift right of APIC ID to distinguish different cores 
SMT_MASK =~( (-1) << Mask_SMT_shift); //shift left to derive extraction bitmask for SMT_ID 
return 0; 
} 
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b. Derive the extraction bitmask for processor cores in a physical processor package and associated mask offset for 
different packages. 


int DeriveCore_Mask_Offsets (void) 
{ 
IF (\HWMTSupported()) return -1; 
execute cpuid with EAX = OBH or 1FH, ECX = 0; 
WHILE( ECX[15:8] ) { //level type encoding is valid 
Mask_last_known_shift = EAX[4:0] 
IF (returned level type encoding in ECX[15:8] matches CORE) { 
Mask_Core_shift = EAX[4:0]; 
} 
ELSE IF (returned level type encoding in ECX[15:8] matches DIE { 
Mask_Die_shift = EAX[4:0]; 
} 
// 
// Keep enumerating. Check if the next level is the desired level and if not, keep enumerating until you reach a known level 
// or the invalid level (“O" level type). If there are more levels between DIE and PACKAGE, the unknown levels will be ignored 
// and treated as an extension of the last known level (i.e., DIE in this case). 
// 


ECX++; 
execute cpuid with EAX = OBH or 1FH; 
} 


COREPlusSMT_MASK = ~( (-1) << Mask_Core_shift); 
DIEPlusCORE_MASK = ~( (-1) << Mask_Die_shift); 


// 

// Treat levels between DIE and physical package as an extension of DIE for software choosing not to implement or recognize 
// these unknown levels. 

// 


CORE_MASK = COREPIusSMT_MASK * SMT_MASK; 
DIE_MASK = DIEPlusCORE_MASK * COREPlusSMT_MASK; 
PACKAGE_MASK = (-1) << Mask_last_known_shift; 


return -1; 


8.9.3 Hierarchical ID of Logical Processors in an MP System 


For Intel 64 and IA-32 processors, system hardware establishes an 8-bit initial APIC ID (or 32-bit APIC ID if the 
processor supports CPUID leaf OBH) that is unique for each logical processor following power-up or RESET (see 
Section 8.6.1). Each logical processor on the system is allocated an initial APIC ID. BIOS may implement features 
that tell the OS to support less than the total number of logical processors on the system bus. Those logical proces- 
sors that are not available to applications at runtime are halted during the OS boot process. As a result, the number 
valid local APIC_IDs that can be queried by affinitizing-current-thread-context (See Example 8-23) is limited to the 
number of logical processors enabled at runtime by the OS boot process. 


Table 8-2 shows an example of the 8-bit APIC IDs that are initially reported for logical processors in a system with 
four Intel Xeon MP processors that support Intel Hyper-Threading Technology (a total of 8 logical processors, each 
physical package has two processor cores and supports Intel Hyper-Threading Technology). Of the two logical 
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processors within a Intel Xeon processor MP, logical processor 0 is designated the primary logical processor and 
logical processor 1 as the secondary logical processor. 


TO)| Tl TO)| Tl TO}| Tl TO}} Tl SMT_ID 
Core 0 Corel Core 0 Corel Core ID 
Package 0 Package 1 Package ID 


Figure 8-7. Topological Relationships between Hierarchical IDs in a Hypothetical MP Platform 


Table 8-2. Initial APIC IDs for the Logical Processors in a System that has Four Intel Xeon MP Processors Supporting 
Intel Hyper-Threading Technology! 


Initial APIC ID Package ID Core ID SMT ID 
OH OH OH OH 
1H OH OH 1H 
2H 1H OH OH 
3H 1H OH 1H 
4H 2H OH OH 
5H 2H OH 1H 
6H 3H OH OH 
7H 3H OH 1H 


NOTE: 


1. Because information on the number of processor cores in a physical package was not available in early single-core processors sup- 
porting Intel Hyper-Threading Technology, the core ID can be treated as 0. 


Table 8-3 shows the initial APIC IDs for a hypothetical situation with a dual processor system. Each physical 
package providing two processor cores, and each processor core also supporting Intel Hyper-Threading Tech- 
nology. 


Table 8-3. Initial APIC IDs for the Logical Processors in a System that has Two Physical Processors Supporting Dual- 
Core and Intel Hyper-Threading Technology 


Initial APIC ID Package ID Core ID SMT ID 
OH OH OH OH 
1H OH OH 1H 
2H OH 1H OH 
3H OH 1H 1H 
4H 1H OH OH 
5H 1H OH 1H 
6H 1H 1H OH 
7H 1H 1H 1H 
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8.9.3.1 Hierarchical ID of Logical Processors with x2APIC ID 


Table 8-4 shows an example of possible x2APIC ID assignments for a dual processor system that support x2APIC. 
Each physical package providing four processor cores, and each processor core also supporting Intel Hyper- 
Threading Technology. Note that the x2APIC ID need not be contiguous in the system. 


Table 8-4. Example of Possible x2APIC ID Assignment in a System that has Two Physical Processors Supporting 
x2APIC and Intel Hyper-Threading Technology 


x2APIC ID Package ID Core ID SMT ID 
OH OH OH OH 
1H OH OH 1H 
2H OH 1H OH 
3H OH 1H 1H 
4H OH 2H OH 
5H OH 2H 1H 
6H OH 3H OH 
7H OH 3H 1H 
10H 1H OH OH 
11H 1H OH 1H 
12H 1H 1H OH 
13H 1H 1H 1H 
14H 1H 2H OH 
15H 1H 2H 1H 
16H 1H 3H OH 
17H 1H 3H 1H 


8.9.4 Algorithm for Three-Level Mappings of APIC_ID 


Software can gather the initial APIC_IDs for each logical processor supported by the operating system at runtime? 
and extract identifiers corresponding to the three levels of sharing topology (package, core, and SMT). The three- 
level algorithms below focus on a non-clustered MP system for simplicity. They do not assume APIC IDs are contig- 
uous or that all logical processors on the platform are enabled. 


Intel supports multi-threading systems where all physical processors report identical values in CPUID leaf OBH, 
CPUID.1:EBX[23:16]), CPUID.4!°:EAX[31:26], and CPUID.41!:EAX[25:14]. The algorithms below assume the 
target system has symmetry across physical package boundaries with respect to the number of logical processors 
per package, number of cores per package, and cache topology within a package. 


Software can choose to assume three level hierarchy if it was developed to understand only three levels. However, 
software implementation needs to ensure it does not break if it runs on systems that have more levels in the hier- 
archy even if it does not recognize them. 


9. As noted in Section 8.6 and Section 8.9.3, the number of logical processors supported by the OS at runtime may be less than the 
total number logical processors available in the platform hardware. 


10. Maximum number of addressable ID for processor cores in a physical processor is obtained by executing CPUID with EAX=4 anda 
valid ECX index, The ECX index start at 0. 


11. Maximum number addressable ID for processor cores sharing the target cache level is obtained by executing CPUID with EAX = 4 
and the ECX index corresponding to the target cache level. 
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The extraction algorithm (for three-level mappings from an APIC ID) uses the general procedure depicted in 
Example 8-19, and is supplemented by more detailed descriptions on the derivation of topology enumeration 
parameters for extraction bit masks: 


1. Detect hardware multi-threading support in the processor. 


2. Derive a set of bit masks that can extract the sub ID of each hierarchical level of the topology. The algorithm to 
derive extraction bit masks for SMT_ID/CORE_ID/PACKAGE_ID differs based on APIC ID is 32-bit (see step 3 
below) or 8-bit (see step 4 below): 


3. If the processor supports CPUID leaf OBH, each APIC ID contains a 32-bit value, the topology enumeration 
parameters needed to derive three-level extraction bit masks are: 


a. 


fi 


Query the right-shift value for the SMT level of the topology using CPUID leaf OBH with ECX =OH as input. 
The number of bits to shift-right on x2APIC ID (EAX[4:0]) can distinguish different higher-level entities 
above SMT (e.g. processor cores) in the same physical package. This is also the width of the bit mask to 
extract the SMT_ID. 


Enumerate until the desired level is found (i.e. processor cores). Determine if the next level is the expected 
level. If the next level is not known to the software, keep enumerating until the next known or the last level. 
Software should use the previous level before this to represent the last previously known level (i.e. 
processor cores). If the software does not recognize or implement certain hierarchical levels, it should 
assume these unknown levels as an extension of the last known level. 


Query CPUID leaf OBH for the amount of bit shift to distinguish next higher-level entities (e.g. physical 
processor packages) in the system. This describes an explicit three-level-topology situation for commonly 
available processors. Consult Example 8-17 to adapt to situations beyond three-level topology of a physical 
processor. The width of the extraction bit mask can be used to derive the cumulative extraction bitmask to 
extract the sub IDs of logical processors (including different processor cores) in the same physical package. 
The extraction bit mask to distinguish merely different processor cores can be derived by xor’ing the SMT 
extraction bit mask from the cumulative extraction bit mask. 


Query the 32-bit x2APIC ID for the logical processor where the current thread is executing. 


Derive the extraction bit masks corresponding to SMT_ID, CORE_ID, and PACKAGE_ID, starting from 
SMT_ID. 


Apply each extraction bit mask to the 32-bit x2APIC ID to extract sub-field IDs. 


4. If the processor does not support CPUID leaf OBH, each initial APIC ID contains an 8-bit value, the topology 
enumeration parameters needed to derive extraction bit masks are: 


a. 


Query the size of address space for sub IDs that can accommodate logical processors in a physical 
processor package. This size parameters (CPUID.1:EBX[23:16]) can be used to derive the width of an 
extraction bitmask to enumerate the sub IDs of different logical processors in the same physical package. 


Query the size of address space for sub IDs that can accommodate processor cores in a physical processor 
package. This size parameters can be used to derive the width of an extraction bitmask to enumerate the 
sub IDs of processor cores in the same physical package. 


Query the 8-bit initial APIC ID for the logical processor where the current thread is executing. 


Derive the extraction bit masks using respective address sizes corresponding to SMT_ID, CORE_ID, and 
PACKAGE_ID, starting from SMT_ID. 


Apply each extraction bit mask to the 8-bit initial APIC ID to extract sub-field IDs. 
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Example 8-19. Support Routines for Detecting Hardware Multi-Threading and Identifying the Relationships Between Package, 
Core and Logical Processors 


1. | Detect support for Hardware Multi-Threading Support in a processor. 


// Returns a non-zero value if CPUID reports the presence of hardware multi-threading 
// support in the physical package where the current logical processor is located. 

// This does not guarantee BIOS or OS will enable all logical processors in the physical 
// package and make them available to applications. 

// Returns zero if hardware multi-threading is not present. 


#define HWMT_BIT 10000000H 


unsigned int HWMTSupported(void) 
{ 
// ensure cpuid instruction is supported 
execute cpuid with eax = 0 to get vendor string 
execute cpuid with eax = 1 to get feature flag and signature 


// Check to see if this a Genuine Intel Processor 


if (vendor string EQ Genuinelntel) { 
return (feature_flag_edx & HWMT_BIT); // bit 28 
} 


return 0; 


Example 8-20. Support Routines for Identifying Package, Core and Logical Processors from 32-bit x2APIC ID 


a. Derive the extraction bitmask for logical processors in a processor core and associated mask offset for different 
cores. 


int DeriveSMT_Mask_Offsets (void) 

{ 
if (HWMTSupported()) return -1; 
execute cpuid with eax = 11, ECX = 0; 
If (returned level type encoding in ECX[15:8] does not match SMT) return -1; 
Mask_SMT_shift = EAX[4:0]; // # bits shift right of APIC ID to distinguish different cores 
SMT_MASK = ~( (-1) << Mask_SMT_shift); // shift left to derive extraction bitmask for SMT_ID 
return O; 
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b. Derive the extraction bitmask for processor cores in a physical processor package and associated mask offset for 
different packages. 


int DeriveCore_Mask_Offsets (void) 


if (HWMTSupported()) return -1; 
execute cpuid with eax = 11, ECX = 0; 


while( ECX[1 5:8] ) { // level type encoding is valid 
Mask_Core_shift = EAX[4:0]; // needed to distinguish different physical packages 
ECX ++; 


execute cpuid with eax = 11; 


} 
COREPlusSMT_MASK = ~( (-1) << Mask_Core_shift); 


// treat levels between core and physical package as a core for software choosing not to implement or recognize 
// these unknown levels 

CORE_MASK = COREPlusSMT_MASK * SMT_MASK; 

PACKAGE_MASK = (-1) << Mask_Core_shift; 

return -1; 


c. Query the x2APIC ID of a logical processor. 


APIC_IDs for each logical processor. 


unsigned char Getx2APIC_ID (void) 


{ 
unsigned reg_edx = 0; 
execute cpuid with eax = 11,ECX = 0 
store returned value of edx 
return (unsigned) (reg_edx) ; 
} 


Example 8-21. Support Routines for Identifying Package, Core and Logical Processors from 8-bit Initial APIC ID 


a. _ Find the size of address space for logical processors in a physical processor package. 


#define NUM_LOGICAL_BITS OOFFOOOOH 
// Use the mask above and CPUID.1.EBX[23:16] to obtain the max number of addressable IDs 
// for logical processors in a physical package, 


//Returns the size of address space of logical processors in a physical processor package; 
// Software should not assume the value to be a power of 2. 


unsigned char MaxLPIDsPerPackage(void) 
{ 
if (HWMTSupported()) return 1; 
execute cpuid with eax = 1 
store returned value of ebx 
return (unsigned char) ((reg_ebx & NUM_LOGICAL_BITS) >> 16); 
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b. Find the size of address space for processor cores in a physical processor package. 


// Returns the max number of addressable IDs for processor cores in a physical processor package; 
// Software should not assume cpuid reports this value to be a power of 2. 


unsigned MaxCorelDsPerPackage(void) 
{ 
if (HWMTSupported()) return (unsigned char) 1; 
if cpuid supports leaf number 4 
{ // we can retrieve multi-core topology info using leaf 4 
execute cpuid with eax = 4, ecx = 0 
store returned value of eax 
return (unsigned) ((reg_eax >> 26) +1); 
} 
else // must be a single-core processor 
return 1; 


} 


c. Query the initial APIC ID of a logical processor. 


#define INITIAL_APIC_ID_BITS FFOOOOOOH // CPUID.1.€BX[31:24] initial APIC ID 
// Returns the 8-bit unique initial APIC ID for the processor running the code. 
// Software can use OS services to affinitize the current thread to each logical processor 


// available under the OS to gather the initial APIC_IDs for each logical processor. 


unsigned GetInitAPIC_ID (void) 


{ 

unsigned int reg_ebx = 0; 

execute cpuid with eax = 1 

store returned value of ebx 

return (unsigned) ((reg_ebx & INITIAL_APIC_ID_BITS) >> 24; 
} 
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d. Find the width of an extraction bitmask from the maximum count of the bit-field (address size). 


// Returns the mask bit width of a bit field from the maximum count that bit field can represent. 

// This algorithm does not assume ‘address size’ to have a value equal to power of 2. 

// Address size for SMT_ID can be calculated from MaxLPIDsPerPackage()/MaxCorelDsPerPackage() 
// Then use the routine below to derive the corresponding width of SMT extraction bitmask 

// Address size for CORE_ID is MaxCorelDsPerPackage(), 

// Derive the bitwidth for CORE extraction mask similarly 


unsigned FindMaskWidth(Unsigned Max_Count) 
{unsigned int mask_width, cnt = Max_Count; 
__asm { 
mov eax, cnt 
mov ecx, 0 
mov mask_width, ecx 
dec eax 
bDsr cx, ax 
jz next 
inc cx 
mov mask_width, ecx 
next: 
mov eax, mask_width 
} 
return mask_width; 


} 


e. Extract a sub ID from an 8-bit full ID, using address size of the sub ID and shift count. 


// The routine below can extract SMT_ID, CORE_ID, and PACKAGE_ID respectively from the init APIC_ID 

// To extract SMT_ID, MaxSublIDvalue is set to the address size of SMT_ID, Shift_Count = 0 

// To extract CORE_ID, MaxSubIDvalue is the address size of CORE_ID, Shift_Count is width of SMT extraction bitmask. 
// Returns the value of the sub ID, this is not a zero-based value 


Unsigned char GetSubID(unsigned char Full_ID, unsigned char MaxSub!IDvalue, unsigned char Shift_Count) 
{ 

MaskWidth = FindMaskWidth(MaxSubIDValue); 

MaskBits = ((uchar) (FFH << Shift_Count)) * ((uchar) (FFH << Shift_Count + MaskWidth)) ; 

SublD = Full_ID & MaskBits; 

Return SublD; 


Software must not assume local APIC_ID values in an MP system are consecutive. Non-consecutive local APIC_IDs 
may be the result of hardware configurations or debug features implemented in the BIOS or OS. 


An identifier for each hierarchical level can be extracted from an 8-bit APIC_ID using the support routines illus- 
trated in Example 8-21. The appropriate bit mask and shift value to construct the appropriate bit mask for each 
level must be determined dynamically at runtime. 


8.9.5 Identifying Topological Relationships in a MP System 
To detect the number of physical packages, processor cores, or other topological relationships in a MP system, the 
following procedures are recommended: 


¢ Extract the three-level identifiers from the APIC ID of each logical processor enabled by system software. The 
sequence is as follows (See the pseudo code shown in Example 8-22 and support routines shown in Example 
8-19): 
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The extraction start from the right-most bit field, corresponding to SMT_ID, the innermost hierarchy in 
a three-level topology (See Figure 8-7). For the right-most bit field, the shift value of the working mask 
is zero. The width of the bit field is determined dynamically using the maximum number of logical 
processor per core, which can be derived from information provided from CPUID. 


To extract the next bit-field, the shift value of the working mask is determined from the width of the bit 
mask of the previous step. The width of the bit field is determined dynamically using the maximum 
number of cores per package. 


To extract the remaining bit-field, the shift value of the working mask is determined from the maximum 
number of logical processor per package. So the remaining bits in the APIC ID (excluding those bits 
already extracted in the two previous steps) are extracted as the third identifier. This applies to a non- 
clustered MP system, or if there is no need to distinguish between PACKAGE_ID and CLUSTER_ID. 


If there is need to distinguish between PACKAGE_ID and CLUSTER_ID, PACKAGE_ID can be extracted 
using an algorithm similar to the extraction of CORE_ID, assuming the number of physical packages in 
each node of a clustered system is symmetric. 


e Assemble the three-level identifiers of SMT_ID, CORE_ID, PACKAGE_IDs into arrays for each enabled logical 
processor. This is shown in Example 8-23a. 


° To detect the number of physical packages: use PACKAGE_ID to identify those logical processors that reside in 
the same physical package. This is shown in Example 8-23b. This example also depicts a technique to construct 
a mask to represent the logical processors that reside in the same package. 


* To detect the number of processor cores: use CORE_ID to identify those logical processors that reside in the 
same core. This is shown in Example 8-23. This example also depicts a technique to construct a mask to 
represent the logical processors that reside in the same core. 


In Example 8-22, the numerical ID value can be obtained from the value extracted with the mask by shifting it right 
by shift count. Algorithms below do not shift the value. The assumption is that the SubID values can be compared 
for equivalence without the need to shift. 


Example 8-22. Pseudo Code Depicting Three-level Extraction Algorithm 


For Each local_APIC_ID{ 
// Calculate SMT_MASK, the bit mask pattern to extract SMT_ID, 
// SMT_MASK is determined using topology enumertaion parameters 
// from CPUID leaf OBH (Example 8-20); 
// otherwise, SMT_MASK is determined using CPUID leaf 01H and leaf 04H (Example 8-21). 
// This algorithm assumes there is symmetry across core boundary, i.e. each core within a 
// package has the same number of logical processors 
// SMT_ID always starts from bit 0, corresponding to the right-most bit-field 


SMT_ID = 


APIC_ID & SMT_MASK; 


// Extract CORE_ID: 
// CORE_MASK is determined in Example 8-20 or Example 8-21 


CORE_ID 


= (APIC_ID & CORE_MASK) ; 


// Extract PACKAGE_ID: 

// Assume single cluster. 

// Shift out the mask width for maximum logical processors per package 
// PACKAGE_MASK is determined in Example 8-20 or Example 8-21 
PACKAGE_ID = (APIC_ID & PACKAGE_MASK) ; 
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Example 8-23. Compute the Number of Packages, Cores, and Processor Relationships in a MP System 
a) Assemble lists of PACKAGE_ID, CORE_ID, and SMT_ID of each enabled logical processors 


//The BIOS and/or OS may limit the number of logical processors available to applications 
// after system boot. The below algorithm will compute topology for the processors visible 
// to the thread that is computing it. 


// Extract the 3-levels of IDs on every processor 

// SystemAffinity is a bitmask of all the processors started by the OS. Use OS specific APIs to 

// obtain it. 

// ThreadAffinityMask is used to affinitize the topology enumeration thread to each processor 
using OS specific APIs. 

// Allocate per processor arrays to store the Package_ID, Core_ID and SMT_ID for every started 
// processor. 


ThreadAffinityMask = 1; 
ProcessorNum = 0; 
while (ThreadAffinityMask + 0 && ThreadAffinityMask <= SystemAffinity) { 
// Check to make sure we can utilize this processor first. 
if (ThreadAffinityMask & SystemAffinity){ 
Set thread to run on the processor specified in ThreadAffinityMask 
Wait if necessary and ensure thread is running on specified processor 


APIC_ID = GetAPIC_ID(); // 32 bit ID in Example 8-20 or 8-bit ID in Example 8-21 
Extract the Package_ID, Core_ID and SMT_ID as explained in three level extraction 
algorithm of Example 8-22 
PackagelD[ProcessorNUM] = PACKAGE_ID; 
CorelD[ProcessorNum] = CORE_ID; 
SmtID[ProcessorNum] = SMT_ID; 
ProcessorNum++; 
} 
ThreadAffinityMask <<= 1; 


NumStartedLPs = ProcessorNum; 


b) Using the list of PACKAGE_ID to count the number of physical packages in a MP system and construct, for each package, a multi-bit 
mask corresponding to those logical processors residing in the same package. 


// Compute the number of packages by counting the number of processors 
// with unique PACKAGE_IDs in the PackagelD array. 
// Compute the mask of processors in each package. 


PackagelDBucket is an array of unique PACKAGE_ID values. Allocate an array of 
NumStartedLPs count of entries in this array. 

PackageProcessorMask is a corresponding array of the bit mask of processors belonging to 
the same package, these are processors with the same PACKAGE_ID 

The algorithm below assumes there is symmetry across package boundary if more than 
one socket is populated in an MP system. 

// Bucket Package IDs and compute processor mask for every package. 


PackageNum = 1; 

PackagelDBucket[O] = PackagelD[0]; 
ProcessorMask = 1; 
PackageProcessorMask[0] = ProcessorMask; 


Vol. 3A 8-47 


MULTIPLE-PROCESSOR MANAGEMENT 


For (ProcessorNum = 1; ProcessorNum < NumStartedLPs; ProcessorNum++) { 
ProcessorMask << = 1; 
For (i=0; i < PackageNum; i++) { 
// we may be comparing bit-fields of logical processors residing in different 
// packages, the code below assume package symmetry 
If (PackagelD[ProcessorNum] = PackagelDBucket[i]) { 
PackageProcessorMask{[i] |= ProcessorMask; 
Break; // found in existing bucket, skip to next iteration 
} 
} 
if (i =PackageNum) { 
//PACKAGE_ID did not match any bucket, start new bucket 
PackagelDBucket[i] = PackagelD[ProcessorNum]; 
PackageProcessorMask[i] = ProcessorMask; 
PackageNum++; 
} 
} 
// PackageNum has the number of Packages started in OS 
// PackageProcessorMask[] array has the processor set of each package 


c) Using the list of CORE_ID to count the number of cores in a MP system and construct, for each core, a multi-bit mask corresponding 
to those logical processors residing in the same core. 


Processors in the same core can be determined by bucketing the processors with the same PACKAGE_ID and CORE_ID. Note that code 
below can BIT OR the values of PACKGE and CORE ID because they have not been shifted right. 


The algorithm below assumes there is symmetry across package boundary if more than one socket is populated in an MP system. 


//Bucketing PACKAGE and CORE IDs and computing processor mask for every core 
CoreNum = 1; 
CorelDBucket[0] = PackagelD[0] | CorelD[O}]; 
ProcessorMask = 1; 
CoreProcessorMask[0] = ProcessorMask; 
For (ProcessorNum = 1; ProcessorNum < NumStartedLPs; ProcessorNum++) { 
ProcessorMask << = 1; 
For (i=0; i < CoreNum; i++) { 
// we may be comparing bit-fields of logical processors residing in different 
// packages, the code below assume package symmetry 
If ((PackagelD[ProcessorNum] | CorelD[ProcessorNum]) = CorelDBucket{i]) { 
CoreProcessorMask[i] |= ProcessorMask; 
Break; // found in existing bucket, skip to next iteration 
} 
} 
if (i = CoreNum) { 
//Did not match any bucket, start new bucket 
CorelDBucket[i] = PackagelD[ProcessorNum] | CorelD[ProcessorNum]; 
CoreProcessorMask[i] = ProcessorMask; 
CoreNum++; 
} 
} 
// CoreNum has the number of cores started in the OS 
// CoreProcessorMask[] array has the processor set of each core 


Other processor relationships such as processor mask of sibling cores can be computed from set operations of the 
PackageProcessorMask[] and CoreProcessorMask[]. 
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The algorithm shown above can be adapted to work with earlier generations of single-core IA-32 processors that 
support Intel Hyper-Threading Technology and in situations that the deterministic cache parameter leaf is not 
supported (provided CPUID supports initial APIC ID). A reference code example is available (see Inte/® 64 Archi- 
tecture Processor Topology Enumeration). 


8.10 MANAGEMENT OF IDLE AND BLOCKED CONDITIONS 


When a logical processor in an MP system (including multi-core processor or processors supporting Intel Hyper- 
Threading Technology) is idle (no work to do) or blocked (on a lock or semaphore), additional management of the 
core execution engine resource can be accomplished by using the HLT (halt), PAUSE, or the MONITOR/MWAIT 
instructions. 


8.10.1 HLT Instruction 


The HLT instruction stops the execution of the logical processor on which it is executed and places it in a halted 
state until further notice (see the description of the HLT instruction in Chapter 3 of the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 2A). When a logical processor is halted, active logical processors 
continue to have full access to the shared resources within the physical package. Here shared resources that were 
being used by the halted logical processor become available to active logical processors, allowing them to execute 
at greater efficiency. When the halted logical processor resumes execution, shared resources are again shared 
among all active logical processors. (See Section 8.10.6.3, “Halt Idle Logical Processors,” for more information 
about using the HLT instruction with processors supporting Intel Hyper-Threading Technology.) 


8.10.2 PAUSE Instruction 


The PAUSE instruction can improves the performance of processors supporting Intel Hyper-Threading Technology 
when executing “spin-wait loops” and other routines where one thread is accessing a shared lock or semaphore in 
a tight polling loop. When executing a spin-wait loop, the processor can suffer a severe performance penalty when 
exiting the loop because it detects a possible memory order violation and flushes the core processor's pipeline. The 
PAUSE instruction provides a hint to the processor that the code sequence is a spin-wait loop. The processor uses 
this hint to avoid the memory order violation and prevent the pipeline flush. In addition, the PAUSE instruction de- 
pipelines the spin-wait loop to prevent it from consuming execution resources excessively and consume power 
needlessly. (See Section 8.10.6.1, “Use the PAUSE Instruction in Spin-Wait Loops,” for more information about 
using the PAUSE instruction with IA-32 processors supporting Intel Hyper-Threading Technology.) 


8.10.3. Detecting Support MONITOR/MWAIT Instruction 


Streaming SIMD Extensions 3 introduced two instructions (MONITOR and MWAIT) to help multithreaded software 
improve thread synchronization. In the initial implementation, MONITOR and MWAIT are available to software at 
ring O. The instructions are conditionally available at levels greater than 0. Use the following steps to detect the 
availability of MONITOR and MWAIT: 


¢ Use CPUID to query the MONITOR bit (CPUID.1.ECX[3] = 1). 


¢ If CPUID indicates support, execute MONITOR inside a TRY/EXCEPT exception handler and trap for an 
exception. If an exception occurs, MONITOR and MWAIT are not supported at a privilege level greater than 0. 
See Example 8-24. 
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Example 8-24. Verifying MONITOR/MWAIT Support 


boolean MONITOR_MWAIT_works = TRUE; 
try { 
_asm { 
XOFr @CX, @CX 
xor edx, edx 
mov eax, MemArea 
monitor 
} 
// Use monitor 
} except (UNWIND) { 
// if we get here, MONITOR/MWAIT is not supported 
MONITOR_MWAIT_works = FALSE; 


8.10.4 MONITOR/MWAIT Instruction 


Operating systems usually implement idle loops to handle thread synchronization. In a typical idle-loop scenario, 

there could be several “busy loops” and they would use a set of memory locations. An impacted processor waits in 
a loop and poll a memory location to determine if there is available work to execute. The posting of work is typically 
a write to memory (the work-queue of the waiting processor). The time for initiating a work request and getting it 
scheduled is on the order of a few bus cycles. 


From a resource sharing perspective (logical processors sharing execution resources), use of the HLT instruction in 
an OS idle loop is desirable but has implications. Executing the HLT instruction on a idle logical processor puts the 
targeted processor in a non-execution state. This requires another processor (when posting work for the halted 
logical processor) to wake up the halted processor using an inter-processor interrupt. The posting and servicing of 
such an interrupt introduces a delay in the servicing of new work requests. 


In a shared memory configuration, exits from busy loops usually occur because of a state change applicable to a 
specific memory location; such a change tends to be triggered by writes to the memory location by another agent 
(typically a processor). 


MONITOR/MWAIT complement the use of HLT and PAUSE to allow for efficient partitioning and un-partitioning of 
shared resources among logical processors sharing physical resources. MONITOR sets up an effective address 
range that is monitored for write-to-memory activities; MWAIT places the processor in an optimized state (this may 
vary between different implementations) until a write to the monitored address range occurs. 


In the initial implementation of MONITOR and MWAIT, they are available at CPL = 0 only. 


Both instructions rely on the state of the processor’s monitor hardware. The monitor hardware can be either armed 
(by executing the MONITOR instruction) or triggered (due to a variety of events, including a store to the monitored 
memory region). If upon execution of MWAIT, monitor hardware is in a triggered state: MWAIT behaves as a NOP 
and execution continues at the next instruction in the execution stream. The state of monitor hardware is not archi- 
tecturally visible except through the behavior of MWAIT. 


Multiple events other than a write to the triggering address range can cause a processor that executed MWAIT to 
wake up. These include events that would lead to voluntary or involuntary context switches, such as: 


¢  ~=External interrupts, including NMI, SMI, INIT, BINIT, MCERR, A2OM# 
¢ Faults, Aborts (including Machine Check) 


e¢ = Architectural TLB invalidations including writes to CRO, CR3, CR4 and certain MSR writes; execution of LMSW 
(occurring prior to issuing MWAIT but after setting the monitor) 


¢ Voluntary transitions due to fast system call and far calls (occurring prior to issuing MWAIT but after setting the 
monitor) 


Power management related events (such as Thermal Monitor 2 or chipset driven STPCLK# assertion) will not cause 
the monitor event pending flag to be cleared. Faults will not cause the monitor event pending flag to be cleared. 
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Software should not allow for voluntary context switches in between MONITOR/MWAIT in the instruction flow. Note 
that execution of MWAIT does not re-arm the monitor hardware. This means that MONITOR/MWAIT need to be 
executed in a loop. Also note that exits from the MWAIT state could be due to a condition other than a write to the 
triggering address; software should explicitly check the triggering data location to determine if the write occurred. 
Software should also check the value of the triggering address following the execution of the monitor instruction 
(and prior to the execution of the MWAIT instruction). This check is to identify any writes to the triggering address 
that occurred during the course of MONITOR execution. 


The address range provided to the MONITOR instruction must be of write-back caching type. Only write-back 
memory type stores to the monitored address range will trigger the monitor hardware. If the address range is not 
in memory of write-back type, the address monitor hardware may not be set up properly or the monitor hardware 
may not be armed. Software is also responsible for ensuring that 


¢ Writes that are not intended to cause the exit of a busy loop do not write to a location within the address region 
being monitored by the monitor hardware, 


¢ Writes intended to cause the exit of a busy loop are written to locations within the monitored address region. 


Not doing so will lead to more false wakeups (an exit from the MWAIT state not due to a write to the intended data 
location). These have negative performance implications. It might be necessary for software to use padding to 
prevent false wakeups. CPUID provides a mechanism for determining the size data locations for monitoring as well 
as a mechanism for determining the size of a the pad. 


8.10.5 Monitor/Mwait Address Range Determination 


To use the MONITOR/MWAIT instructions, software should know the length of the region monitored by the 
MONITOR/MWAIT instructions and the size of the coherence line size for cache-snoop traffic in a multiprocessor 
system. This information can be queried using the CPUID monitor leaf function (EAX = 05H). You will need the 
smallest and largest monitor line size: 


* To avoid missed wake-ups: make sure that the data structure used to monitor writes fits within the smallest 
monitor line-size. Otherwise, the processor may not wake up after a write intended to trigger an exit from 
MWAITT. 


* To avoid false wake-ups; use the largest monitor line size to pad the data structure used to monitor writes. 
Software must make sure that beyond the data structure, no unrelated data variable exists in the triggering 
area for MWAIT. A pad may be needed to avoid this situation. 


These above two values bear no relationship to cache line size in the system and software should not make any 
assumptions to that effect. Within a single-cluster system, the two parameters should default to be the same (the 
size of the monitor triggering area is the same as the system coherence line size). 


Based on the monitor line sizes returned by the CPUID, the OS should dynamically allocate structures with appro- 
priate padding. If static data structures must be used by an OS, attempt to adapt the data structure and use a 
dynamically allocated data buffer for thread synchronization. When the latter technique is not possible, consider 
not using MONITOR/MWAIT when using static data structures. 


To set up the data structure correctly for MONITOR/MWAIT on multi-clustered systems: interaction between 
processors, chipsets, and the BIOS is required (system coherence line size may depend on the chipset used in the 
system; the size could be different from the processor’s monitor triggering area). The BIOS is responsible to set the 
correct value for system coherence line size using the IA32_MONITOR_FILTER_LINE_SIZE MSR. Depending on the 
relative magnitude of the size of the monitor triggering area versus the value written into the 
IA32_MONITOR_FILTER_LINE_SIZE MSR, the smaller of the parameters will be reported as the Smallest Monitor 
Line Size. The larger of the parameters will be reported as the Largest Monitor Line Size. 


8.10.6 Required Operating System Support 


This section describes changes that must be made to an operating system to run on processors supporting Intel 
Hyper-Threading Technology. It also describes optimizations that can help an operating system make more effi- 
cient use of the logical processors sharing execution resources. The required changes and suggested optimizations 
are representative of the types of modifications that appear in Windows* XP and Linux* kernel 2.4.0 operating 
systems for Intel processors supporting Intel Hyper-Threading Technology. Additional optimizations for processors 
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supporting Intel Hyper-Threading Technology are described in the Inte/® 64 and IA-32 Architectures Optimization 
Reference Manual. 


8.10.6.1 Use the PAUSE Instruction in Spin-Wait Loops 


Intel recommends that a PAUSE instruction be placed in all spin-wait loops that run on Intel processors supporting 
Intel Hyper-Threading Technology and multi-core processors. 


Software routines that use spin-wait loops include multiprocessor synchronization primitives (spin-locks, sema- 
phores, and mutex variables) and idle loops. Such routines keep the processor core busy executing a load-compare- 
branch loop while a thread waits for a resource to become available. Including a PAUSE instruction in such a loop 
greatly improves efficiency (see Section 8.10.2, “PAUSE Instruction”). The following routine gives an example of a 
spin-wait loop that uses a PAUSE instruction: 


Spin_Lock: 
CMP lockvar, O ;Check if lock is free 
JE Get_Lock 
PAUSE Short delay 
JMP Spin_Lock 
Get_Lock: 
MOV EAX, 1 
XCHG EAX, lockvar ;Try to get lock 
CMP EAX, 0 Test if successful 
JNE Spin_Lock 
Critical_Section: 
<critical section code> 
MOV lockvar, 0 


Continue: 


The spin-wait loop above uses a “test, test-and-set” technique for determining the availability of the synchroniza- 
tion variable. This technique is recommended when writing spin-wait loops. 


In IA-32 processor generations earlier than the Pentium 4 processor, the PAUSE instruction is treated as a NOP 
instruction. 


8.10.6.2 Potential Usage of MONITOR/MWAIT in CO Idle Loops 


An operating system may implement different handlers for different idle states. A typical OS idle loop on an ACPI- 
compatible OS is shown in Example 8-25: 


Example 8-25. A Typical OS Idle Loop 


// WorkQueue is a memory location indicating there is a thread 

// ready to run. A non-zero value for WorkQueue is assumed to 

// indicate the presence of work to be scheduled on the processor. 
// The idle loop is entered with interrupts disabled. 


WHILE (1) { 

IF (WorkQueue) THEN { 
// Schedule work at WorkQueue. 
} 

ELSE { 
// No work to do - wait in appropriate C-state handler depending 
// on Idle time accumulated 
IF (IdleTime >= IdleTimeThreshhold) THEN { 

// Call appropriate C1, C2, C3 state handler, C1 handler 
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// shown below 
} 
} 
} 
// C1 handler uses a Halt instruction 
VOID C1Handler() 
{ STI 
HLT 


} 


The MONITOR and MWAIT instructions may be considered for use in the CO idle state loops, if MONITOR and MWAIT are supported. 


Example 8-26. An OS Idle Loop with MONITOR/MWAIT in the CO Idle Loop 


// \WorkQueue is a memory location indicating there is a thread 

// ready to run. A non-zero value for WorkQueue is assumed to 

// indicate the presence of work to be scheduled on the processor. 

// The following example assumes that the necessary padding has been 
// added surrounding WorkQueue to eliminate false wakeups 

// The idle loop is entered with interrupts disabled. 


WHILE (1) { 
IF (WorkQueue) THEN { 
// Schedule work at WorkQueue. 


} 
ELSE { 
// No work to do - wait in appropriate C-state handler depending 
// on Idle time accumulated. 
IF (IdleTime >= IdleTimeThreshhold) THEN { 
// Call appropriate C1, C2, C3 state handler, C1 
// handler shown below 
MONITOR WorkQueue // Setup of eax with WorkQueue 


// LinearAddress, 
// ECX, EDX = 0 
IF (WorkQueue = 0) THEN { 
MWAIT 
} 
} 
} 
} 
// C1 handler uses a Halt instruction. 
VOID C1Handler() 
{ STI 
HLT 
} 


8.10.6.3 Halt Idle Logical Processors 


If one of two logical processors is idle or in a spin-wait loop of long duration, explicitly halt that processor by means 
of a HLT instruction. 


In an MP system, operating systems can place idle processors into a loop that continuously checks the run queue 
for runnable software tasks. Logical processors that execute idle loops consume a significant amount of core’s 
execution resources that might otherwise be used by the other logical processors in the physical package. For this 
reason, halting idle logical processors optimizes the performance. ?? If all logical processors within a physical 
package are halted, the processor will enter a power-saving state. 
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8.10.6.4 Potential Usage of MONITOR/MWAIT in C1 Idle Loops 


An operating system may also consider replacing HLT with MONITOR/MWAIT in its C1 idle loop. An example is 
shown in Example 8-27: 


Example 8-27. An OS Idle Loop with MONITOR/MWAIT in the C1 Idle Loop 


// WorkQueue is a memory location indicating there is a thread 

// ready to run. A non-zero value for WorkQueue is assumed to 

// indicate the presence of work to be scheduled on the processor. 

// The following example assumes that the necessary padding has been 
// added surrounding WorkQueue to eliminate false wakeups 

// The idle loop is entered with interrupts disabled. 


WHILE (1) { 

IF (WorkQueue) THEN { 
// Schedule work at WorkQueue 
} 

ELSE { 
// No work to do - wait in appropriate C-state handler depending 
// on Idle time accumulated 
IF (IdleTime >= IdleTimeThreshhold) THEN { 
// Call appropriate C1, C2, C3 state handler, C1 
// handler shown below 


} 
} 


VOID C1Handler() 


{ MONITOR WorkQueue // Setup of eax with WorkQueue LinearAddress, 


// ECX, EDX = O 
IF (WorkQueue = 0) THEN { 
STI 
MWAIT // EAX, ECX = 0 
} 


8.10.6.5 Guidelines for Scheduling Threads on Logical Processors Sharing Execution Resources 


Because the logical processors, the order in which threads are dispatched to logical processors for execution can 
affect the overall efficiency of a system. The following guidelines are recommended for scheduling threads for 
execution. 


* Dispatch threads to one logical processor per processor core before dispatching threads to the other logical 
processor sharing execution resources in the same processor core. 


* In an MP system with two or more physical packages, distribute threads out over all the physical processors, 
rather than concentrate them in one or two physical processors. 


e Use processor affinity to assign a thread to a specific processor core or package, depending on the cache- 
sharing topology. The practice increases the chance that the processor’s caches will contain some of the 
thread’s code and data when it is dispatched for execution after being suspended. 


12. Excessive transitions into and out of the HALT state could also incur performance penalties. Operating systems should evaluate the 
performance trade-offs for their operating system. 
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8.10.6.6 Eliminate Execution-Based Timing Loops 


Intel discourages the use of timing loops that depend on a processor's execution speed to measure time. There are 
several reasons: 


¢ Timing loops cause problems when they are calibrated on a IA-32 processor running at one frequency and then 
executed on a processor running at another frequency. 


¢ Routines for calibrating execution-based timing loops produce unpredictable results when run on an IA-32 
processor supporting Intel Hyper-Threading Technology. This is due to the sharing of execution resources 
between the logical processors within a physical package. 


To avoid the problems described, timing loop routines must use a timing mechanism for the loop that does not 
depend on the execution speed of the logical processors in the system. The following sources are generally avail- 
able: 


¢ Ahigh resolution system timer (for example, an Intel 8254). 
¢ Ahigh resolution timer within the processor (such as, the local APIC timer or the time-stamp counter). 
For additional information, see the Inte/® 64 and IA-32 Architectures Optimization Reference Manual. 


8.10.6.7 Place Locks and Semaphores in Aligned, 128-Byte Blocks of Memory 


When software uses locks or semaphores to synchronize processes, threads, or other code sections; Intel recom- 
mends that only one lock or semaphore be present within a cache line (or 128 byte sector, if 128-byte sector is 
supported). In processors based on Intel NetBurst microarchitecture (which support 128-byte sector consisting of 
two cache lines), following this recommendation means that each lock or semaphore should be contained in a 128- 
byte block of memory that begins on a 128-byte boundary. The practice minimizes the bus traffic required to 
service locks. 


8.11 MP INITIALIZATION FOR P6 FAMILY PROCESSORS 


This section describes the MP initialization process for systems that use multiple P6 family processors. This process 
uses the MP initialization protocol that was introduced with the Pentium Pro processor (see Section 8.4, “Multiple- 
Processor (MP) Initialization”). For P6 family processors, this protocol is typically used to boot 2 or 4 processors 
that reside on single system bus; however, it can support from 2 to 15 processors in a multi-clustered system when 
the APIC busses are tied together. Larger systems are not supported. 


8.11.1 Overview of the MP Initialization Process For P6 Family Processors 


During the execution of the MP initialization protocol, one processor is selected as the bootstrap processor (BSP) 
and the remaining processors are designated as application processors (APs), see Section 8.4.1, “BSP and AP 
Processors.” Thereafter, the BSP manages the initialization of itself and the APs. This initialization includes 
executing BIOS initialization code and operating-system initialization code. 


The MP protocol imposes the following requirements and restrictions on the system: 
¢ An APIC clock (APICLK) must be provided. 


¢ The MP protocol will be executed only after a power-up or RESET. If the MP protocol has been completed and a 
BSP has been chosen, subsequent INITs (either to a specific processor or system wide) do not cause the MP 
protocol to be repeated. Instead, each processor examines its BSP flag (in the APIC_BASE MSR) to determine 
whether it should execute the BIOS boot-strap code (if it is the BSP) or enter a wait-for-SIPI state (if it is an 
AP). 


¢ All devices in the system that are capable of delivering interrupts to the processors must be inhibited from 
doing so for the duration of the MP initialization protocol. The time during which interrupts must be inhibited 
includes the window between when the BSP issues an INIT-SIPI-SIPI sequence to an AP and when the AP 
responds to the last SIPI in the sequence. 


The following special-purpose interprocessor interrupts (IPIs) are used during the boot phase of the MP initializa- 
tion protocol. These IPIs are broadcast on the APIC bus. 
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* Boot IPI (BIPI)—Initiates the arbitration mechanism that selects a BSP from the group of processors on the 
system bus and designates the remainder of the processors as APs. Each processor on the system bus 
broadcasts a BIPI to all the processors following a power-up or RESET. 


¢ Final Boot IPI (FIPI)—Initiates the BIOS initialization procedure for the BSP. This IPI is broadcast to all the 
processors on the system bus, but only the BSP responds to it. The BSP responds by beginning execution of the 
BIOS initialization code at the reset vector. 


¢ Startup IPI (SIPI)—Initiates the initialization procedure for an AP. The SIPI message contains a vector to the AP 
initialization code in the BIOS. 


Table 8-5 describes the various fields of the boot phase IPIs. 


Table 8-5. Boot Phase IPI Message Format 


Type Destination Destination Trigger Destination Delivery Vector 
yp Field Shorthand Mode Level Mode Mode (Hex) 

BIPI Not used Allincluding self | Edge Deassert Don't Care Fixed 40 to 4E* 
(000) 

FIPI Not used Allincluding self | Edge Deassert Don't Care Fixed 10 
(000) 

SIPI Used All excluding self | Edge Assert Physical StartUp 00 to FF 
(110) 


NOTE: 
* For all P6 family processors. 


For BIPI messages, the lower 4 bits of the vector field contain the APIC ID of the processor issuing the message and 
the upper 4 bits contain the “generation ID” of the message. All P6 family processor will have a generation ID of 4H. 
BIPIs will therefore use vector values ranging from 40H to 4EH (4FH can not be used because FH is not a valid APIC 
ID). 


8.11.2 MP Initialization Protocol Algorithm 


Following a power-up or RESET of a system, the P6 family processors in the system execute the MP initialization 
protocol algorithm to initialize each of the processors on the system bus. In the course of executing this algorithm, 
the following boot-up and initialization operations are carried out: 


1. Each processor on the system bus is assigned a unique APIC ID, based on system topology (see Section 8.4.5, 
“Identifying Logical Processors in an MP System”). This ID is written into the local APIC ID register for each 
processor. 


2. Each processor executes its internal BIST simultaneously with the other processors on the system bus. Upon 
completion of the BIST (at TO), each processor broadcasts a BIPI to “all including self” (see Figure 8-1). 


3. APIC arbitration hardware causes all the APICs to respond to the BIPIs one at a time (at T1, T2, T3, and T4). 


When the first BIPI is received (at time T1), each APIC compares the four least significant bits of the BIPI’s 
vector field with its APIC ID. If the vector and APIC ID match, the processor selects itself as the BSP by setting 
the BSP flag in its IA32_APIC_BASE MSR. If the vector and APIC ID do not match, the processor selects itself 
as an AP by entering the “wait for SIPI” state. (Note that in Figure 8-1, the BIPI from processor 1 is the first 
BIPI to be handled, so processor 1 becomes the BSP.) 


5. The newly established BSP broadcasts an FIPI message to “all including self.” The FIPI is guaranteed to be 
handled only after the completion of the BIPIs that were issued by the non-BSP processors. 
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Serial Bus Activity 


Figure 8-1. MP System With Multiple Pentium III Processors 


After the BSP has been established, the outstanding BIPIs are received one at a time (at T2, T3, and T4) and 
ignored by all processors. 


When the FIPI is finally received (at T5), only the BSP responds to it. It responds by fetching and executing 
BIOS boot-strap code, beginning at the reset vector (physical address FFFF FFFOH). 


As part of the boot-strap code, the BSP creates an ACPI table and an MP table and adds its initial APIC ID to 
these tables as appropriate. 


At the end of the boot-strap procedure, the BSP broadcasts a SIPI message to all the APs in the system. Here, 
the SIPI message contains a vector to the BIOS AP initialization code (at OOOV VOOOH, where VV is the vector 
contained in the SIPI message). 


All APs respond to the SIPI message by racing to a BIOS initialization semaphore. The first one to the 
semaphore begins executing the initialization code. (See MP init code for semaphore implementation details. ) 
As part of the AP initialization procedure, the AP adds its APIC ID number to the ACPI and MP tables as appro- 
priate. At the completion of the initialization procedure, the AP executes a CLI instruction (to clear the IF flag in 
the EFLAGS register) and halts itself. 


When each of the APs has gained access to the semaphore and executed the AP initialization code and all 
written their APIC IDs into the appropriate places in the ACPI and MP tables, the BSP establishes a count for the 
number of processors connected to the system bus, completes executing the BIOS boot-strap code, and then 
begins executing operating-system boot-strap and start-up code. 


While the BSP is executing operating-system boot-strap and start-up code, the APs remain in the halted state. 
In this state they will respond only to INITs, NMIs, and SMIs. They will also respond to snoops and to assertions 
of the STPCLK# pin. 


See Section 8.4.4, “MP Initialization Example,” for an annotated example the use of the MP protocol to boot IA-32 
processors in an MP. This code should run on any IA-32 processor that used the MP protocol. 
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8.11.2.1. Error Detection and Handling During the MP Initialization Protocol 


Errors may occur on the APIC bus during the MP initialization phase. These errors may be transient or permanent 
and can be caused by a variety of failure mechanisms (for example, broken traces, soft errors during bus usage, 
etc.). All serial bus related errors will result in an APIC checksum or acceptance error. 


The MP initialization protocol makes the following assumptions regarding errors that occur during initialization: 


e If errors are detected on the APIC bus during execution of the MP initialization protocol, the processors that 
detect the errors are shut down. 


¢ The MP initialization protocol will be executed by processors even if they fail their BIST sequences. 
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CHAPTER 9 
PROCESSOR MANAGEMENT AND INITIALIZATION 


This chapter describes the facilities provided for managing processor wide functions and for initializing the 
processor. The subjects covered include: processor initialization, x87 FPU initialization, processor configuration, 
feature determination, mode switching, the MSRs (in the Pentium, P6 family, Pentium 4, and Intel Xeon proces- 
sors), and the MTRRs (in the P6 family, Pentium 4, and Intel Xeon processors). 


9.1 INITIALIZATION OVERVIEW 


Following power-up or an assertion of the RESET# pin, each processor on the system bus performs a hardware 
initialization of the processor (known as a hardware reset) and an optional built-in self-test (BIST). A hardware 
reset sets each processor’s registers to a known state and places the processor in real-address mode. It also inval- 
idates the internal caches, translation lookaside buffers (TLBs) and the branch target buffer (BTB). At this point, 
the action taken depends on the processor family: 


¢ Pentium 4 processors (CPUID DisplayFamily OFH) — All the processors on the system bus (including a 
single processor in a uniprocessor system) execute the multiple processor (MP) initialization protocol. The 
processor that is selected through this protocol as the bootstrap processor (BSP) then immediately starts 
executing software-initialization code in the current code segment beginning at the offset in the EIP register. 
The application (non-BSP) processors (APs) go into a Wait For Startup IPI (SIPI) state while the BSP is 
executing initialization code. See Section 8.4, “Multiple-Processor (MP) Initialization,” for more details. Note 
that in a uniprocessor system, the single Pentium 4 or Intel Xeon processor automatically becomes the BSP. 


¢ IA-32 and Intel 64 processors (CPUID DisplayFamily 06H) — The action taken is the same as for the 
Pentium 4 processors (as described in the previous paragraph). 


¢ Pentium processors — In either a single- or dual- processor system, a single Pentium processor is always 
pre-designated as the primary processor. Following a reset, the primary processor behaves as follows in both 
single- and dual-processor systems. Using the dual-processor (DP) ready initialization protocol, the primary 
processor immediately starts executing software-initialization code in the current code segment beginning at 
the offset in the EIP register. The secondary processor (if there is one) goes into a halt state. 


° Intel486 processor — The primary processor (or single processor in a uniprocessor system) immediately 
starts executing software-initialization code in the current code segment beginning at the offset in the EIP 
register. (The Intel486 does not automatically execute a DP or MP initialization protocol to determine which 
processor is the primary processor.) 


The software-initialization code performs all system-specific initialization of the BSP or primary processor and the 
system logic. 


At this point, for MP (or DP) systems, the BSP (or primary) processor wakes up each AP (or secondary) processor 
to enable those processors to execute self-configuration code. 


When all processors are initialized, configured, and synchronized, the BSP or primary processor begins executing 
an initial operating-system or executive task. 


The x87 FPU is also initialized to a known state during hardware reset. x87 FPU software initialization code can then 
be executed to perform operations such as setting the precision of the x87 FPU and the exception masks. No special 
initialization of the x87 FPU is required to switch operating modes. 


Asserting the INIT# pin on the processor invokes a similar response to a hardware reset. The major difference is 
that during an INIT, the internal caches, MSRs, MTRRs, and x87 FPU state are left unchanged (although, the TLBs 
and BTB are invalidated as with a hardware reset). An INIT provides a method for switching from protected to real- 
address mode while maintaining the contents of the internal caches. 
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9.1.1 


Processor State After Reset 


Following power-up, The state of control register CRO is 6(0000010H (see Figure 9-1). This places the processor is 
in real-address mode with paging disabled. 


Paging disabled: 0 
Caching disabled: 1 


Not write-through disabled: 1 


Alignment check disabled: 0 
Write-protect disabled: 0 


31 30 29 28 1918 171615 6543210 
P/C|N A) |W N T/E|M|P 
clplw Reserved ML |p Reserved Elt/siulple 


External x87 FPU error reporting: 0 


(Not used): 1 


No task switch: 0 


x87 FPU instructions not trapped: 0 
WAIT/FWAIT instructions not trapped: 0 


Real-address mode: 0 


Figure 9-1. Contents of CRO Register after Reset 


The state of the flags and other registers following power-up for the Pentium 4, Pentium Pro, and Pentium proces- 
sors are shown in Section 21.39, “Initial State of Pentium, Pentium Pro and Pentium 4 Processors” of the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 3B. 


Table 9-1 shows processor states of IA-32 and Intel 64 processors with CPUID DisplayFamily signature of O6H at 
the following events: power-up, RESET, and INIT. In a few cases, the behavior of some registers behave slightly 
different across warm RESET, the variant cases are marked in Table 9-1 and described in more detail in Table 9-2. 


Table 9-1. IA-32 and Intel 64 Processor States Following Power-up, Reset, or INIT 


Base = FFFFOOOOH 
Limit = FFFFH 
AR = Present, R/W, Accessed 


Base = FFFFOOOOH 
Limit = FFFFH 
AR = Present, R/W, Accessed 


Register Power up Reset INIT 
EFLAGS' 00000002H 00000002H 00000002H 
EIP OOOOFFFOH OOOOFFFOH OOOOFFFOH 
CRO 60000010H2 6000001 0H? 60000010H? 
CR2, CR3, CR4 O00000000H O0000000H O0000000H 
cs Selector = FOOOH Selector = FOOOH Selector = FOOOH 


Base = FFFFOOOOH 
Limit = FFFFH 
AR = Present, R/W, Accessed 


SS, DS, ES, FS, GS 


Selector = OOOOH 

Base = OOO000000H 

Limit = FFFFH 

AR = Present, R/W, Accessed 


Selector = OOOOH 

Base = OO000000H 

Limit = FFFFH 

AR = Present, R/W, Accessed 


Selector = OOOOH 

Base = OOO000000H 

Limit = FFFFH 

AR = Present, R/W, Accessed 


EDX 000n06xxH? O00n06xxH? O00n06xxH? 

EAX 0 04 0 

EBX, ECX, ESI, EDI, EBP, ESP | OOOOO000H O0000000H OO000000H 

STO through ST7° +0.0 +0.0 FINIT/FNINIT: Unchanged 
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Table 9-1. IA-32 and Intel 64 Processor States Following Power-up, Reset, or INIT (Contd.) 


Register Power up Reset INIT 
x87 FPU Control Word? 0040H 0040H FINIT/FNINIT: 037FH 
x87 FPU Status Word® O000H 0O00H FINIT/FNINIT: OOOOH 
x87 FPU Tag Word? 5555H 5555H FINIT/FNINIT: FFFFH 
x87 FPU Data Operand and 0000H OO00H FINIT/FNINIT: OOOOH 
CS Seg. Selectors® 
x87 FPU Data Operand and OO000000H OQO000000H FINIT/FNINIT: OOOOOOOOH 
Inst. Pointers> 
MMO through MM7> OQOO0000000000000H OQOO0000000000000H INIT or FINIT/FNINIT: Unchanged 
XMMO through XMM7 OH OH Unchanged 
MXCSR 1F80H 1F80H Unchanged 
GDTR, IDTR Base = QO000000H Base = OOO00000H Base = OQOO0O0000H 

Limit = FFFFH Limit = FFFFH Limit = FFFFH 


AR = Present, R/W 


AR = Present, R/W 


AR = Present, R/W 


LDTR, Task Register 


Selector = OOOOH 
Base = OOO000000H 


Selector = OOOOH 
Base = OOO000000H 


Selector = OOOOH 
Base = OOO00000H 


Limit = FFFFH Limit = FFFFH Limit = FFFFH 

AR = Present, R/W AR = Present, R/W AR = Present, R/W 
DRO, DR1, DR2, DR3 O0000000H O00000000H O0000000H 
DR6 FFFFOFFOH FFFFOFFOH FFFFOFFOH 
DR7 00000400H 00000400H 00000400H 
R8-R15 O000000000000000H O000000000000000H O000000000000000H 
XMM8-XMM15 OH OH Unchanged 
XCRO 1H 1H Unchanged 
IA32_XSS OH OH Unchanged 
YMM_H[255:128] OH OH Unchanged 
BNDCFGU OH OH OH 
BNDO-BND3 OH OH OH 
1A32_BNDCFGS OH OH OH 
OPMASK OH OH Unchanged 
ZMM_H[511:256] OH OH Unchanged 
ZMMHi16[51 1:0] OH OH Unchanged 
PKRU OH OH Unchanged 
Intel Processor Trace MSRs OH OH” Unchanged 
Time-Stamp Counter OH OH” Unchanged 
IA32_TSC_AUX OH OH Unchanged 
1A32_TSC_ADJUST OH OH Unchanged 
1A32_TSC_DEADLINE OH OH Unchanged 
IA32_SYSENTER_CS/ESP/EIP | OH OH Unchanged 
IA32_EFER O000000000000000H O000000000000000H O000000000000000H 
IA32_STAR/LSTAR OH OH Unchanged 
IA32_FS_BASE/GS_BASE OH OH OH 
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Table 9-1. IA-32 and Intel 64 Processor States Following Power-up, Reset, or INIT (Contd.) 


Register Power up Reset INIT 
IA32_PMCx, OH OH Unchanged 
IA32_PERFEVTSELx 
IA32_FIXED_CTRx, OH OH Unchanged 
IA32_FIXED_CTR_CTRL, 

Global Perf Counter Controls 

Data and Code Cache, TLBs Invalid® Invalid® Unchanged 
Fixed MTRRs Disabled Disabled Unchanged 
Variable MTRRs Disabled Disabled Unchanged 
Machine-Check Banks Undefined Undefined” Unchanged 
Last Branch Record Stack 0 ow Unchanged 
APIC Enabled Enabled Unchanged 
X2APIC Disabled Disabled Unchanged 
IA32_DEBUG_INTERFACE 0 ow Unchanged 


NOTES: 


1. The 10 most-significant bits of the EFLAGS register are undefined following a reset. Software should not depend on the states of 


any of these bits. 


2. The CD and Nw flags are unchanged, bit 4 is set to 1, all other bits are cleared. 

3. Where “n” is the Extended Model Value for the respective processor, and “xx” = don't care. 

4. If Built-In Self-Test (BIST) is invoked on power up or reset, EAX is 0 only if all tests passed. (BIST cannot be invoked during an INIT.) 
5. The state of the x87 FPU and MMxX registers is not changed by the execution of an INIT. 

6. Internal caches are invalid after power-up and RESET, but left unchanged with an INIT. 

W: Warm RESET behavior differs from power-on RESET with details listed in Table 9-2. 


Table 9-2. Variance of RESET Values in Selected Intel Architecture Processors 


State XREF Value Feature Flag or DisplayFamily_DisplayModel Signatures 
Time-Stamp Counter Warm RESET | Unmodified across warm 06_2DH, 06_3€H 
Reset 
Machine-Check Banks Warm RESET | IA32_MCi_Status banks are | 06_2DH, 06_3€H, 06_3FH, 06_4FH, O06_56H 
unmodified across warm 
Reset 
Last Branch Record Stack | Warm RESET | LBR stack MSRs are 06_1AH, 06_1CH, DisplayFamiy= 06 and DisplayModel >1DH 
unmodified across warm 
Reset 
Intel Processor Trace Warm RESET | Clears If CPUID.(EAX=1 4H, ECX=OH):EBX[bit 2] = 1 
MSRs IA32_RTIT_CTL.TraceEn, 
the rest of MSRs are 
unmodified 
IA32_DEBUG_INTERFACE | Warm RESET | Unmodified across warm If CPUID.O1H:ECX[1 1] = 1 


Reset 
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9.1.2 Processor Built-In Self-Test (BIST) 


Hardware may request that the BIST be performed at power-up. The EAX register is cleared (OH) if the processor 
passes the BIST. A nonzero value in the EAX register after the BIST indicates that a processor fault was detected. 
If the BIST is not requested, the contents of the EAX register after a hardware reset is OH. 


The overhead for performing a BIST varies between processor families. For example, the BIST takes approximately 
30 million processor clock periods to execute on the Pentium 4 processor. This clock count is model-specific; Intel 
reserves the right to change the number of periods for any Intel 64 or IA-32 processor, without notification. 


9.1.3 Model and Stepping Information 


Following a hardware reset, the EDX register contains component identification and revision information (see 
Figure 9-2). For example, the model, family, and processor type returned for the first processor in the Intel 
Pentium 4 family is as follows: model (O000B), family (1111B), and processor type (OOB). 


31 28 27 20 19 1615 14 13 12 11 87 43 0 


Extended Extended ; Stepping 
EDX Family Model Family | Model iD 


Processor Type 
Family (1111B for the Pentium 4 Processor Family) 
Model (Beginning with O000B) 


Reserved 


Figure 9-2. Version Information in the EDX Register after Reset 


The stepping ID field contains a unique identifier for the processor’s stepping ID or revision level. The extended 
family and extended model fields were added to the IA-32 architecture in the Pentium 4 processors. 


9.1.4 First Instruction Executed 


The first instruction that is fetched and executed following a hardware reset is located at physical address 
FFFFFFFOH. This address is 16 bytes below the processor’s uppermost physical address. The EPROM containing the 
software-initialization code must be located at this address. 


The address FFFFFFFOH is beyond the 1-MByte addressable range of the processor while in real-address mode. The 
processor is initialized to this starting address as follows. The CS register has two parts: the visible segment 
selector part and the hidden base address part. In real-address mode, the base address is normally formed by 
shifting the 16-bit segment selector value 4 bits to the left to produce a 20-bit base address. However, during a 
hardware reset, the segment selector in the CS register is loaded with FOOOH and the base address is loaded with 
FFFFOOOOH. The starting address is thus formed by adding the base address to the value in the EIP register (that 
is, FFFFOOOO + FFFOH = FFFFFFFOH). 


The first time the CS register is loaded with a new value after a hardware reset, the processor will follow the normal 
rule for address translation in real-address mode (that is, [CS base address = CS segment selector * 16]). To 
ensure that the base address in the CS register remains unchanged until the EPROM based software-initialization 
code is completed, the code must not contain a far jump or far call or allow an interrupt to occur (which would 
cause the CS selector value to be changed). 


9.2 X87 FPU INITIALIZATION 


Software-initialization code can determine the whether the processor contains an x87 FPU by using the CPUID 
instruction. The code must then initialize the x87 FPU and set flags in control register CRO to reflect the state of the 
x87 FPU environment. 
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A hardware reset places the x87 FPU in the state shown in Table 9-1. This state is different from the state the x87 
FPU is placed in following the execution of an FINIT or FNINIT instruction (also shown in Table 9-1). If the x87 FPU 
is to be used, the software-initialization code should execute an FINIT/FNINIT instruction following a hardware 
reset. These instructions, tag all data registers as empty, clear all the exception masks, set the TOP-of-stack value 
to 0, and select the default rounding and precision controls setting (round to nearest and 64-bit precision). 


If the processor is reset by asserting the INIT# pin, the x87 FPU state is not changed. 


9.2.1 Configuring the x87 FPU Environment 


Initialization code must load the appropriate values into the MP, EM, and NE flags of control register CRO. These bits 
are cleared on hardware reset of the processor. Figure 9-3 shows the suggested settings for these flags, depending 
on the IA-32 processor being initialized. Initialization code can test for the type of processor present before setting 
or clearing these flags. 


Table 9-3. Recommended Settings of EM and MP Flags on IA-32 Processors 


EM MP NE IA-32 processor 
1 0 1 Intel486™ SX, Intel386™ DX, and Intel386™ SX processors only, without the presence of a math 
coprocessor. 
0 1 1or0° | Pentium 4, Intel Xeon, P6 family, Pentium, Intel486™ DX, and Intel 487 SX processors, and 
Intel386 DX and Intel386 SX processors when a companion math coprocessor is present. 
0 1 1or0* | More recent Intel 64 or IA-32 processors 
NOTE: 


* The setting of the NE flag depends on the operating system being used. 


The EM flag determines whether floating-point instructions are executed by the x87 FPU (EM is cleared) ora 
device-not-available exception (#NM) is generated for all floating-point instructions so that an exception handler 
can emulate the floating-point operation (EM = 1). Ordinarily, the EM flag is cleared when an x87 FPU or math 
coprocessor is present and set if they are not present. If the EM flag is set and no x87 FPU, math coprocessor, or 
floating-point emulator is present, the processor will hang when a floating-point instruction is executed. 


The MP flag determines whether WAIT/FWAIT instructions react to the setting of the TS flag. If the MP flag is clear, 
WAIT/FWAIT instructions ignore the setting of the TS flag; if the MP flag is set, they will generate a device-not- 
available exception (#NM) if the TS flag is set. Generally, the MP flag should be set for processors with an inte- 
grated x87 FPU and clear for processors without an integrated x87 FPU and without a math coprocessor present. 
However, an operating system can choose to save the floating-point context at every context switch, in which case 
there would be no need to set the MP bit. 


Table 2-2 shows the actions taken for floating-point and WAIT/FWAIT instructions based on the settings of the EM, 
MP, and TS flags. 


The NE flag determines whether unmasked floating-point exceptions are handled by generating a floating-point 
error exception internally (NE is set, native mode) or through an external interrupt (NE is cleared). In systems 
where an external interrupt controller is used to invoke numeric exception handlers (such as MS-DOS-based 
systems), the NE bit should be cleared. 


9.2.2 Setting the Processor for x87 FPU Software Emulation 


Setting the EM flag causes the processor to generate a device-not-available exception (#NM) and trap to a software 
exception handler whenever it encounters a floating-point instruction. (Table 9-3 shows when it is appropriate to 
use this flag.) Setting this flag has two functions: 


¢ It allows x87 FPU code to run on an IA-32 processor that has neither an integrated x87 FPU nor is connected to 
an external math coprocessor, by using a floating-point emulator. 


¢ It allows floating-point code to be executed using a special or nonstandard floating-point emulator, selected for 
a particular application, regardless of whether an x87 FPU or math coprocessor is present. 
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To emulate floating-point instructions, the EM, MP, and NE flag in control register CRO should be set as shown in 
Table 9-4, 


Table 9-4. Software Emulation Settings of EM, MP, and NE Flags 


CRO Bit Value 
EM 1 
MP 0 
NE 1 


Regardless of the value of the EM bit, the Intel486 SX processor generates a device-not-available exception (#NM) 
upon encountering any floating-point instruction. 


9.3 CACHE ENABLING 


IA-32 processors (beginning with the Intel486 processor) and Intel 64 processors contain internal instruction and 
data caches. These caches are enabled by clearing the CD and NW flags in control register CRO. (They are set 
during a hardware reset.) Because all internal cache lines are invalid following reset initialization, it is not neces- 
sary to invalidate the cache before enabling caching. Any external caches may require initialization and invalidation 
using a system-specific initialization and invalidation code sequence. 


Depending on the hardware and operating system or executive requirements, additional configuration of the 
processor's caching facilities will probably be required. Beginning with the Intel486 processor, page-level caching 
can be controlled with the PCD and PWT flags in page-directory and page-table entries. Beginning with the P6 
family processors, the memory type range registers (MTRRs) control the caching characteristics of the regions of 
physical memory. (For the Intel486 and Pentium processors, external hardware can be used to control the caching 
characteristics of regions of physical memory.) See Chapter 11, “Memory Cache Control,” for detailed information 
on configuration of the caching facilities in the Pentium 4, Intel Xeon, and P6 family processors and system 
memory. 


9.4 MODEL-SPECIFIC REGISTERS (MSRS) 


Most IA-32 processors (starting from Pentium processors) and Intel 64 processors contain a model-specific regis- 
ters (MSRs). A given MSR may not be supported across all families and models for Intel 64 and IA-32 processors. 
Some MSRs are designated as architectural to simplify software programming; a feature introduced by an architec- 
tural MSR is expected to be supported in future processors. Non-architectural MSRs are not guaranteed to be 
supported or to have the same functions on future processors. 


MSRs that provide control for a number of hardware and software-related features, include: 
¢ Performance-monitoring counters (see Chapter 18, “Performance Monitoring”). 


° Debug extensions (see Chapter 17, “Debug, Branch Profile, TSC, and Intel® Resource Director Technology 
(Intel® RDT) Features”). 


® = Machine-check exception capability and its accompanying machine-check architecture (see Chapter 15, 
“Machine-Check Architecture”). 


¢ MTRRs (see Section 11.11, “Memory Type Range Registers (MTRRs)”). 

¢ Thermal and power management. 

¢ Instruction-specific support (for example: SYSENTER, SYSEXIT, SWAPGS, etc.). 

¢ Processor feature/mode support (for example: IA32_EFER, IA32_FEATURE_CONTROL). 
The MSRs can be read and written to using the RDMSR and WRMSR instructions, respectively. 


When performing software initialization of an IA-32 or Intel 64 processor, many of the MSRs will need to be initial- 
ized to set up things like performance-monitoring events, run-time machine checks, and memory types for phys- 
ical memory. 
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Lists of available performance-monitoring events can be found at: https://perfmon-events.intel.com/, and lists of 
available MSRs are given in Chapter 2, “Model-Specific Registers (MSRs)” in the Intel® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 4. The references earlier in this section show where the functions of the 
various groups of MSRs are described in this manual. 


9.5 MEMORY TYPE RANGE REGISTERS (MTRRS) 


Memory type range registers (MTRRs) were introduced into the IA-32 architecture with the Pentium Pro processor. 
They allow the type of caching (or no caching) to be specified in system memory for selected physical address 
ranges. They allow memory accesses to be optimized for various types of memory such as RAM, ROM, frame buffer 
memory, and memory-mapped I/O devices. 


In general, initializing the MTRRs is normally handled by the software initialization code or BIOS and is not an oper- 
ating system or executive function. At the very least, all the MTRRs must be cleared to 0, which selects the 
uncached (UC) memory type. See Section 11.11, “Memory Type Range Registers (MTRRs),” for detailed informa- 
tion on the MTRRs. 


9.6 INITIALIZING SSE/SSE2/SSE3/SSSE3 EXTENSIONS 


For processors that contain SSE/SSE2/SSE3/SSSE3 extensions, steps must be taken when initializing the 
processor to allow execution of these instructions. 


1. Check the CPUID feature flags for the presence of the SSE/SSE2/SSE3/SSSE3 extensions (respectively: EDX 
bits 25 and 26, ECX bit 0 and 9) and support for the FXSAVE and FXRSTOR instructions (EDX bit 24). Also check 
for support for the CLFLUSH instruction (EDX bit 19). The CPUID feature flags are loaded in the EDX and ECX 
registers when the CPUID instruction is executed with a 1 in the EAX register. 


2. Set the OSFXSR flag (bit 9 in control register CR4) to indicate that the operating system supports saving and 
restoring the SSE/SSE2/SSE3/SSSE3 execution environment (XMM and MXCSR registers) with the FXSAVE and 
FXRSTOR instructions, respectively. See Section 2.5, “Control Registers,” for a description of the OSFXSR flag. 


3. Set the OSXMMEXCPT flag (bit 10 in control register CR4) to indicate that the operating system supports the 
handling of SSE/SSE2/SSE3 SIMD floating-point exceptions (#XM). See Section 2.5, “Control Registers,” for a 
description of the OSXMMEXCPT flag. 


4. Set the mask bits and flags in the MXCSR register according to the mode of operation desired for 
SSE/SSE2/SSE3 SIMD floating-point instructions. See “MXCSR Control and Status Register” in Chapter 10, 
“Programming with Streaming SIMD Extensions (SSE),” of the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1, for a detailed description of the bits and flags in the MXCSR register. 


9.7 SOFTWARE INITIALIZATION FOR REAL-ADDRESS MODE OPERATION 


Following a hardware reset (either through a power-up or the assertion of the RESET# pin) the processor is placed 
in real-address mode and begins executing software initialization code from physical address FFFFFFFOH. Software 
initialization code must first set up the necessary data structures for handling basic system functions, such as a 
real-mode IDT for handling interrupts and exceptions. If the processor is to remain in real-address mode, software 
must then load additional operating-system or executive code modules and data structures to allow reliable execu- 
tion of application programs in real-address mode. 


If the processor is going to operate in protected mode, software must load the necessary data structures to operate 
in protected mode and then switch to protected mode. The protected-mode data structures that must be loaded 
are described in Section 9.8, “Software Initialization for Protected-Mode Operation.” 


9.7.1 Real-Address Mode IDT 


In real-address mode, the only system data structure that must be loaded into memory is the IDT (also called the 
“interrupt vector table”). By default, the address of the base of the IDT is physical address OH. This address can be 
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changed by using the LIDT instruction to change the base address value in the IDTR. Software initialization code 
needs to load interrupt- and exception-handler pointers into the IDT before interrupts can be enabled. 


The actual interrupt- and exception-handler code can be contained either in EPROM or RAM; however, the code 
must be located within the 1-MByte addressable range of the processor in real-address mode. If the handler code 
is to be stored in RAM, it must be loaded along with the IDT. 


9.7.2 NMI Interrupt Handling 


The NMI interrupt is always enabled (except when multiple NMIs are nested). If the IDT and the NMI interrupt 
handler need to be loaded into RAM, there will be a period of time following hardware reset when an NMI interrupt 
cannot be handled. During this time, hardware must provide a mechanism to prevent an NMI interrupt from halting 
code execution until the IDT and the necessary NMI handler software is loaded. Here are two examples of how 
NMIs can be handled during the initial states of processor initialization: 


¢ Asimple IDT and NMI interrupt handler can be provided in EPROM. This allows an NMI interrupt to be handled 
immediately after reset initialization. 


¢ The system hardware can provide a mechanism to enable and disable NMIs by passing the NMI# signal through 
an AND gate controlled by a flag in an I/O port. Hardware can clear the flag when the processor is reset, and 
software can set the flag when it is ready to handle NMI interrupts. 


9.8 SOFTWARE INITIALIZATION FOR PROTECTED-MODE OPERATION 


The processor is placed in real-address mode following a hardware reset. At this point in the initialization process, 
some basic data structures and code modules must be loaded into physical memory to support further initialization 
of the processor, as described in Section 9.7, “Software Initialization for Real-Address Mode Operation.” Before the 
processor can be switched to protected mode, the software initialization code must load a minimum number of 
protected mode data structures and code modules into memory to support reliable operation of the processor in 
protected mode. These data structures include the following: 


° AIDT. 
° AGDT. 
° ATSS. 


¢ (Optional) An LDT. 

° If paging is to be used, at least one page directory and one page table. 

¢ Acode segment that contains the code to be executed when the processor switches to protected mode. 
¢ One or more code modules that contain the necessary interrupt and exception handlers. 


Software initialization code must also initialize the following system registers before the processor can be switched 
to protected mode: 


¢ The GDTR. 


¢ (Optional.) The IDTR. This register can also be initialized immediately after switching to protected mode, prior 
to enabling interrupts. 


* Control registers CR1 through CR4. 
¢ (Pentium 4, Intel Xeon, and P6 family processors only.) The memory type range registers (MTRRs). 


With these data structures, code modules, and system registers initialized, the processor can be switched to 
protected mode by loading control register CRO with a value that sets the PE flag (bit 0). 


9.8.1 Protected-Mode System Data Structures 


The contents of the protected-mode system data structures loaded into memory during software initialization, 
depend largely on the type of memory management the protected-mode operating-system or executive is going to 
support: flat, flat with paging, segmented, or segmented with paging. 
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To implement a flat memory model without paging, software initialization code must at a minimum load a GDT with 
one code and one data-segment descriptor. A null descriptor in the first GDT entry is also required. The stack can 
be placed in a normal read/write data segment, so no dedicated descriptor for the stack is required. A flat memory 
model with paging also requires a page directory and at least one page table (unless all pages are 4 MBytes in 
which case only a page directory is required). See Section 9.8.3, “Initializing Paging.” 


Before the GDT can be used, the base address and limit for the GDT must be loaded into the GDTR register using 
an LGDT instruction. 


A multi-segmented model may require additional segments for the operating system, as well as segments and LDTs 
for each application program. LDTs require segment descriptors in the GDT. Some operating systems allocate new 
segments and LDTs as they are needed. This provides maximum flexibility for handling a dynamic programming 
environment. However, many operating systems use a single LDT for all tasks, allocating GDT entries in advance. 
An embedded system, such as a process controller, might pre-allocate a fixed number of segments and LDTs for a 
fixed number of application programs. This would be a simple and efficient way to structure the software environ- 
ment of a real-time system. 


9.8.2 Initializing Protected-Mode Exceptions and Interrupts 


Software initialization code must at a minimum load a protected-mode IDT with gate descriptor for each exception 
vector that the processor can generate. If interrupt or trap gates are used, the gate descriptors can all point to the 
same code segment, which contains the necessary exception handlers. If task gates are used, one TSS and accom- 
panying code, data, and task segments are required for each exception handler called with a task gate. 


If hardware allows interrupts to be generated, gate descriptors must be provided in the IDT for one or more inter- 
rupt handlers. 


Before the IDT can be used, the base address and limit for the IDT must be loaded into the IDTR register using an 
LIDT instruction. This operation is typically carried out immediately after switching to protected mode. 


9.8.3 Initializing Paging 


Paging is controlled by the PG flag in control register CRO. When this flag is clear (its state following a hardware 
reset), the paging mechanism is turned off; when it is set, paging is enabled. Before setting the PG flag, the 
following data structures and registers must be initialized: 


¢ Software must load at least one page directory and one page table into physical memory. The page table can 
be eliminated if the page directory contains a directory entry pointing to itself (here, the page directory and 
page table reside in the same page), or if only 4-MByte pages are used. 


* Control register CR3 (also called the PDBR register) is loaded with the physical base address of the page 
directory. 


¢ (Optional) Software may provide one set of code and data descriptors in the GDT or in an LDT for supervisor 
mode and another set for user mode. 


With this paging initialization complete, paging is enabled and the processor is switched to protected mode at the 
same time by loading control register CRO with an image in which the PG and PE flags are set. (Paging cannot be 
enabled before the processor is switched to protected mode.) 


9.8.4 Initializing Multitasking 


If the multitasking mechanism is not going to be used and changes between privilege levels are not allowed, it is 
not necessary load a TSS into memory or to initialize the task register. 


If the multitasking mechanism is going to be used and/or changes between privilege levels are allowed, software 
initialization code must load at least one TSS and an accompanying TSS descriptor. (A TSS is required to change 
privilege levels because pointers to the privileged-level 0, 1, and 2 stack segments and the stack pointers for these 
stacks are obtained from the TSS.) TSS descriptors must not be marked as busy when they are created; they 
should be marked busy by the processor only as a side-effect of performing a task switch. As with descriptors for 
LDTs, TSS descriptors reside in the GDT. 
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After the processor has switched to protected mode, the LTR instruction can be used to load a segment selector for 
a TSS descriptor into the task register. This instruction marks the TSS descriptor as busy, but does not perform a 
task switch. The processor can, however, use the TSS to locate pointers to privilege-level 0, 1, and 2 stacks. The 
segment selector for the TSS must be loaded before software performs its first task switch in protected mode, 
because a task switch copies the current task state into the TSS. 


After the LTR instruction has been executed, further operations on the task register are performed by task 
switching. As with other segments and LDTs, TSSs and TSS descriptors can be either pre-allocated or allocated as 
needed. 


9.8.5 Initializing |A-32e Mode 


On Intel 64 processors, the IA32_EFER MSR is cleared on system reset. The operating system must be in protected 
mode with paging enabled before attempting to initialize IA-32e mode. IA-32e mode operation also requires phys- 
ical-address extensions with four or five levels of enhanced paging structures (see Section 4.5, “4-Level Paging and 
5-Level Paging”). 


Operating systems should follow this sequence to initialize IA-32e mode: 


1. Starting from protected mode, disable paging by setting CRO.PG = 0. Use the MOV CRO instruction to disable 
paging (the instruction must be located in an identity-mapped page). 


2. Enable physical-address extensions (PAE) by setting CR4.PAE = 1. Failure to enable PAE will result in a #GP 
fault when an attempt is made to initialize IA-32e mode. 


3. Load CR3 with the physical base address of the Level 4 page map table (PML4) or Level 5 page map table 
(PMLS). 


Enable IA-32e mode by setting IA32_EFER.LME = 1. 


5. Enable paging by setting CRO.PG = 1. This causes the processor to set the IA32_EFER.LMA bit to 1. The MOV 
CRO instruction that enables paging and the following instructions must be located in an identity-mapped page 
(until such time that a branch to non-identity mapped pages can be effected). 


64-bit mode paging structures must be located in the first 4 GBytes of physical-address space prior to activating 
IA-32e mode. This is necessary because the MOV CR3 instruction used to initialize the page-directory base must be 
executed in legacy mode prior to activating IA-32e mode (setting CRO.PG = 1 to enable paging). Because MOV CR3 
is executed in protected mode, only the lower 32 bits of the register are written, limiting the table location to the 
low 4 GBytes of memory. Software can relocate the page tables anywhere in physical memory after IA-32e mode 
is activated. 


The processor performs 64-bit mode consistency checks whenever software attempts to modify any of the enable 
bits directly involved in activating IA-32e mode (IA32_EFER.LME, CRO.PG, and CR4.PAE). It will generate a general 
protection fault (#GP) if consistency checks fail. 64-bit mode consistency checks ensure that the processor does 
not enter an undefined mode or state with unpredictable behavior. 


64-bit mode consistency checks fail in the following circumstances: 
¢ An attempt is made to enable or disable IA-32e mode while paging is enabled. 


e JIA-32e mode is enabled and an attempt is made to enable paging prior to enabling physical-address extensions 
(PAE). 


¢ IA-32e mode is active and an attempt is made to disable physical-address extensions (PAE). 
e If the current CS has the L-bit set on an attempt to activate IA-32e mode. 
e If the TR contains a 16-bit TSS on an attempt to activate IA-32e mode. 


9.8.5.1 IA-32e Mode System Data Structures 


After activating IA-32e mode, the system-descriptor-table registers (GDTR, LDTR, IDTR, TR) continue to reference 
legacy protected-mode descriptor tables. Tables referenced by the descriptors all reside in the lower 4 GBytes of 
linear-address space. After activating IA-32e mode, 64-bit operating-systems should use the LGDT, LLDT, LIDT, 
and LTR instructions to load the system-descriptor-table registers with references to 64-bit descriptor tables. 
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9.8.5.2 IA-32e Mode Interrupts and Exceptions 


Software must not allow exceptions or interrupts to occur between the time IA-32e mode is activated and the 
update of the interrupt-descriptor-table register (IDTR) that establishes references to a 64-bit interrupt-descriptor 
table (IDT). This is because the IDT remains in legacy form immediately after IA-32e mode is activated. 


If an interrupt or exception occurs prior to updating the IDTR, a legacy 32-bit interrupt gate will be referenced and 
interpreted as a 64-bit interrupt gate with unpredictable results. External interrupts can be disabled by using the 
CLI instruction. 


Non-maskable interrupts (NMI) must be disabled using external hardware. 


9.8.5.3 64-bit Mode and Compatibility Mode Operation 


IA-32e mode uses two code segment-descriptor bits (CS.L and CS.D, see Figure 3-8) to control the operating modes 
after IA-32e mode is initialized. If CS.L = 1 and CS.D = 0, the processor is running in 64-bit mode. With this 
encoding, the default operand size is 32 bits and default address size is 64 bits. Using instruction prefixes, operand 
size can be changed to 64 bits or 16 bits; address size can be changed to 32 bits. 


When IA-32e mode is active and CS.L = 0, the processor operates in compatibility mode. In this mode, CS.D 
controls default operand and address sizes exactly as it does in the IA-32 architecture. Setting CS.D = 1 specifies 
default operand and address size as 32 bits. Clearing CS.D to 0 specifies default operand and address size as 16 
bits (the CS.L = 1, CS.D = 1 bit combination is reserved). 


Compatibility mode execution is selected on a code-segment basis. This mode allows legacy applications to coexist 
with 64-bit applications running in 64-bit mode. An operating system running in IA-32e mode can execute existing 
16-bit and 32-bit applications by clearing their code-segment descriptor’s CS.L bit to 0. 


In compatibility mode, the following system-level mechanisms continue to operate using the IA-32e-mode archi- 
tectural semantics: 


¢ Linear-to-physical address translation uses the 64-bit mode extended page-translation mechanism. 
¢* Interrupts and exceptions are handled using the 64-bit mode mechanisms. 


¢ System calls (calls through call gates and SYSENTER/SYSEXIT) are handled using the IA-32e mode 
mechanisms. 


9.8.5.4 Switching Out of IA-32e Mode Operation 


To return from IA-32e mode to paged-protected mode operation operating systems must use the following 
sequence: 


1. Switch to compatibility mode. 


2. Deactivate IA-32e mode by clearing CRO.PG = 0. This causes the processor to set IA32_EFER.LMA = 0. The 
MOV CRO instruction used to disable paging and subsequent instructions must be located in an identity-mapped 
page. 

Load CR3 with the physical base address of the legacy page-table-directory base address. 

Disable IA-32e mode by setting IA32_EFER.LME = 0. 

Enable legacy paged-protected mode by setting CRO.PG = 1 


A branch instruction must follow the MOV CRO that enables paging. Both the MOV CRO and the branch 
instruction must be located in an identity-mapped page. 


OO: Bw 


Registers only available in 64-bit mode (R8-R15 and XMM8-XMM15) are preserved across transitions from 64-bit 
mode into compatibility mode then back into 64-bit mode. However, values of R8-R15 and XMM8-XMM15 are unde- 
fined after transitions from 64-bit mode through compatibility mode to legacy or real mode and then back through 
compatibility mode to 64-bit mode. 
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9.9 MODE SWITCHING 


To use the processor in protected mode after hardware or software reset, a mode switch must be performed from 
real-address mode. Once in protected mode, software generally does not need to return to real-address mode. To 
run software written to run in real-address mode (8086 mode), it is generally more convenient to run the software 
in virtual-8086 mode, than to switch back to real-address mode. 


9.9.1 Switching to Protected Mode 


Before switching to protected mode from real mode, a minimum set of system data structures and code modules 
must be loaded into memory, as described in Section 9.8, “Software Initialization for Protected-Mode Operation.” 
Once these tables are created, software initialization code can switch into protected mode. 


Protected mode is entered by executing a MOV CRO instruction that sets the PE flag in the CRO register. (In the 
same instruction, the PG flag in register CRO can be set to enable paging.) Execution in protected mode begins with 
a CPL of 0. 


Intel 64 and IA-32 processors have slightly different requirements for switching to protected mode. To ensure 
upwards and downwards code compatibility with Intel 64 and IA-32 processors, we recommend that you follow 
these steps: 


1. Disable interrupts. A CLI instruction disables maskable hardware interrupts. NMI interrupts can be disabled 
with external circuitry. (Software must guarantee that no exceptions or interrupts are generated during the 
mode switching operation.) 


Execute the LGDT instruction to load the GDTR register with the base address of the GDT. 
Execute a MOV CRO instruction that sets the PE flag (and optionally the PG flag) in control register CRO. 


Immediately following the MOV CRO instruction, execute a far JMP or far CALL instruction. (This operation is 
typically a far jump or call to the next instruction in the instruction stream.) 


5. The JMP or CALL instruction immediately after the MOV CRO instruction changes the flow of execution and 
serializes the processor. 


6. If paging is enabled, the code for the MOV CRO instruction and the JMP or CALL instruction must come from a 
page that is identity mapped (that is, the linear address before the jump is the same as the physical address 
after paging and protected mode is enabled). The target instruction for the JMP or CALL instruction does not 
need to be identity mapped. 


7. Ifalocal descriptor table is going to be used, execute the LLDT instruction to load the segment selector for the 
LDT in the LDTR register. 


8. Execute the LTR instruction to load the task register with a segment selector to the initial protected-mode task 
or to a writable area of memory that can be used to store TSS information on a task switch. 


9. After entering protected mode, the segment registers continue to hold the contents they had in real-address 
mode. The JMP or CALL instruction in step 4 resets the CS register. Perform one of the following operations to 
update the contents of the remaining segment registers. 


— Reload segment registers DS, SS, ES, FS, and GS. If the ES, FS, and/or GS registers are not going to be 
used, load them with a null selector. 


— Perform a JMP or CALL instruction to a new task, which automatically resets the values of the segment 
registers and branches to a new code segment. 


10. Execute the LIDT instruction to load the IDTR register with the address and limit of the protected-mode IDT. 


11. Execute the STI instruction to enable maskable hardware interrupts and perform the necessary hardware 
operation to enable NMI interrupts. 


Random failures can occur if other instructions exist between steps 3 and 4 above. Failures will be readily seen in 
some situations, such as when instructions that reference memory are inserted between steps 3 and 4 while in 
system management mode. 
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9.9.2 Switching Back to Real-Address Mode 


The processor switches from protected mode back to real-address mode if software clears the PE bit in the CRO 
register with a MOV CRO instruction. A procedure that re-enters real-address mode should perform the following 
steps: 


1. Disable interrupts. A CLI instruction disables maskable hardware interrupts. NMI interrupts can be disabled 
with external circuitry. 


2. If paging is enabled, perform the following operations: 


— Transfer program control to linear addresses that are identity mapped to physical addresses (that is, linear 
addresses equal physical addresses). 


— Ensure that the GDT and IDT are in identity mapped pages. 
— Clear the PG bit in the CRO register. 
— Move OH into the CR3 register to flush the TLB. 


3. Transfer program control to a readable segment that has a limit of 64 KBytes (FFFFH). This operation loads the 
CS register with the segment limit required in real-address mode. 


4. Load segment registers SS, DS, ES, FS, and GS with a selector for a descriptor containing the following values, 
which are appropriate for real-address mode: 


— Limit = 64 KBytes (OFFFFH) 
— Byte granular (G = 0) 

— Expand up (E = 0) 

— Writable (W = 1) 

— Present (P = 1) 

— Base = any value 


The segment registers must be loaded with non-null segment selectors or the segment registers will be 
unusable in real-address mode. Note that if the segment registers are not reloaded, execution continues using 
the descriptor attributes loaded during protected mode. 


5. Execute an LIDT instruction to point to a real-address mode interrupt table that is within the 1-MByte real- 
address mode address range. 


Clear the PE flag in the CRO register to switch to real-address mode. 


Execute a far JMP instruction to jump to a real-address mode program. This operation flushes the instruction 
queue and loads the appropriate base-address value in the CS register. 


8. Load the SS, DS, ES, FS, and GS registers as needed by the real-address mode code. If any of the registers are 
not going to be used in real-address mode, write Os to them. 


9. Execute the STI instruction to enable maskable hardware interrupts and perform the necessary hardware 
operation to enable NMI interrupts. 


NOTE 


All the code that is executed in steps 1 through 9 must be in a single page and the linear addresses 
in that page must be identity mapped to physical addresses. 


9.10 INITIALIZATION AND MODE SWITCHING EXAMPLE 


This section provides an initialization and mode switching example that can be incorporated into an application. 
This code was originally written to initialize the Intel386 processor, but it will execute successfully on the Pentium 
4, Intel Xeon, P6 family, Pentium, and Intel486 processors. The code in this example is intended to reside in EPROM 
and to run following a hardware reset of the processor. The function of the code is to do the following: 


¢ Establish a basic real-address mode operating environment. 
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Load the necessary protected-mode system data structures into RAM. 


Load the system registers with the necessary pointers to the data structures and the appropriate flag settings 
for protected-mode operation. 


Switch the processor to protected mode. 


Figure 9-3 shows the physical memory layout for the processor following a hardware reset and the starting point of 
this example. The EPROM that contains the initialization code resides at the upper end of the processor’s physical 
memory address range, starting at address FFFFFFFFH and going down from there. The address of the first instruc- 
tion to be executed is at FFFFFFFOH, the default starting address for the processor following a hardware reset. 


The main steps carried out in this example are summarized in Table 9-5. The source listing for the example (with 
the filename STARTUP.ASM) is given in Example 9-1. The line numbers given in Table 9-5 refer to the source listing. 


The following are some additional notes concerning this example: 


When the processor is switched into protected mode, the original code segment base-address value of 
FFFFOOOOH (located in the hidden part of the CS register) is retained and execution continues from the current 
offset in the EIP register. The processor will thus continue to execute code in the EPROM until a far jump or call 
is made to a new code segment, at which time, the base address in the CS register will be changed. 


Maskable hardware interrupts are disabled after a hardware reset and should remain disabled until the 


necessary interrupt handlers have been installed. The NMI interrupt is not disabled following a reset. The NMI# 
pin must thus be inhibited from being asserted until an NMI handler has been loaded and made available to the 


processor. 
The use of a temporary GDT allows simple transfer of tables from the EPROM to anywhere in the RAM area. A 
GDT entry is constructed with its base pointing to address 0 and a limit of 4 GBytes. When the DS and ES 
registers are loaded with this descriptor, the temporary GDT is no longer needed and can be replaced by the 
application GDT. 

This code loads one TSS and no LDTs. If more TSSs exist in the application, they must be loaded into RAM. If 
there are LDTs they may be loaded as well. 


After Reset 
FFFF FFFFH A 
[CS.BASE+EIP] > — 4 FFFF ual 
64K EPROM 
EIP = 0000 FFFOH 
CS.BASE = FFFF 0000H FFFF 0000H 
DS.BASE = 0H 
ES.BASE = 0H 
SS.BASE = 0H 
ESP = 0H 
Vv 
S S 
[SP, DS, SS, ES] co 0 


Figure 9-3. Processor State After Reset 
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Table 9-5. Main Initialization Steps in STARTUP.ASM Source Listing 


STARTUP.ASM Line Description 
Numbers 
From To 
157 157 Jump (short) to the entry code in the EPROM 
162 169 Construct a temporary GDT in RAM with one entry: 
- oa data segment, base = 0, limit = 4 GBytes 
171 172 Load the GDTR to point to the temporary GDT 
174 177 Load CRO with PE flag set to switch to protected mode 
179 181 Jump near to clear real mode instruction queue 
184 186 Load DS, ES registers with GDT[1] descriptor, so both point to the entire physical memory space 
188 195 Perform specific board initialization that is imposed by the new protected mode 
196 218 Copy the application's GDT from ROM into RAM 
220 238 Copy the application's IDT from ROM into RAM 
241 243 Load application’s GDTR 
244 245 Load application's IDTR 
247 261 Copy the application's TSS from ROM into RAM 
263 267 Update TSS descriptor and other aliases in GDT (GDT alias or IDT alias) 
277 277 Load the task register (without task switch) using LTR instruction 
282 286 Load SS, ESP with the value found in the application's TSS 
287 287 Push EFLAGS value found in the application’s TSS 
288 288 Push CS value found in the application’s TSS 
289 289 Push EIP value found in the application’s TSS 
290 293 Load DS, ES with the value found in the application’s TSS 
296 296 Perform IRET; pop the above values and enter the application code 


9.10.1 Assembler Usage 


In this example, the Intel assembler ASM386 and build tools BLD386 are used to assemble and build the initializa- 
tion code module. The following assumptions are used when using the Intel ASM386 and BLD386 tools. 


° The ASM386 will generate the right operand size opcodes according to the code-segment attribute. The 
attribute is assigned either by the ASM386 invocation controls or in the code-segment definition. 


¢ If a code segment that is going to run in real-address mode is defined, it must be set to a USE 16 attribute. If 
a 32-bit operand is used in an instruction in this code segment (for example, MOV EAX, EBX), the assembler 
automatically generates an operand prefix for the instruction that forces the processor to execute a 32-bit 
operation, even though its default code-segment attribute is 16-bit. 


¢ Intel's ASM386 assembler allows specific use of the 16- or 32-bit instructions, for example, LGDTW, LGDTD, 
IRETD. If the generic instruction LGDT is used, the default- segment attribute will be used to generate the right 
opcode. 


9.10.2 STARTUP.ASM Listing 


Example 9-1 provides high-level sample code designed to move the processor into protected mode. This listing 
does not include any opcode and offset information. 


9-16 Vol. 3A 


PROCESSOR MANAGEMENT AND INITIALIZATION 


Example 9-1. STARTUP.ASM 


MS-DOS* 5.0(045-N) 386(TM) MACRO ASSEMBLER STARTUP 09:44:51 08/19/92 PAGE 1 


MS-DOS 5.0(045-N) 386(TM) MACRO ASSEMBLER V4.0, ASSEMBLY OF MODULE STARTUP 
OBJECT MODULE PLACED IN startup.obj 
ASSEMBLER INVOKED BY: f£:\386tools\ASM386.EXE startup.a58 pw (132 ) 


LINE 


OarAI A HF WN HP 


SOURCE 
NAME STARTUP 
i ASSUMPTIONS: 


; 1. The bottom 64K of memory is ram, and can be used for 
; scratch space by this module. 


i 2. The system has sufficient free usable ram to copy the 
; initial GDT, IDT, and TSS 


SP BP RE Pa Ro Ee EO RE EOP Pe Pa EP RS PO eR a a RR Be 
; configuration data - must match with build definition 
CS_ BASE EQU OFFFFOOOOH 


; CS BASE is the linear address of the segment STARTUP CODE 
; - this is specified in the build language file 


RAM START EQU 400H 


; RAM _START is the start of free, usable ram in the linear 
; memory space. The GDT, IDT, and initial TSS will be 
; copied above this space, and a small data segment will be 
; Giscarded at this linear address. The 32-bit word at 
; RAM_START will contain the linear address of the first 
; free byte above the copied tables - this may be useful if 
; a memory manager is used. 


TSS INDEX EQU 10 


; TSS_INDEX is the index of the TSS of the first task to 
; run after startup 


prrrrrrrrr ere 


pococc conn een nee ----------- STRUCTURES and EQU --------------- 
; structures for system data 


; TSS structure 
TASK STATE STRUC 
link DW ? 
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46 link h DW? 
47 ESPO DD ? 
48 SSO DW ? 
49 sso_h DW ? 
50 ESP1 DD ? 
51 SS1 DW ? 
52 ssilh DW ? 
53 ESP2 DD ? 
54 SS2 DW ? 
55 SS2_h DW ? 
56 CR3_reg DD ? 
57 EIP_ reg DD ? 
58 EFLAGS regDD ? 
59 EAX_reg DD ? 
60 ECX_reg DD ? 
61 EDX reg DD ? 
62 EBX reg DD ? 
63 ESP_reg DD ? 
64 EBP_ reg DD ? 
65 ESI_reg DD ? 
66 EDI_reg DD ? 
67 ES_reg DW ? 
68 ES h DW ? 
69 CS_ reg DW ? 
70 cS h DW ? 
71 SS_ reg DW ? 
72 ssh DW ? 
73 DS_reg DW ? 
74 DS _h DW ? 
75 FS reg DW ? 
76 FS h DW ? 
77 GS_reg DW ? 
78 GS_h DW ? 
ag LDT_ reg DW ? 
80 LDT h DW ? 
81 TRAP _reg DW ? 
82 IO_map_baseDW ? 
83 TASK STATE ENDS 
84 

85 ; basic structure of a descriptor 
86 DESC STRUC 

87 lim_0.15 DW ? 
88 bas 0.15 DW ? 
89 bas_16 23DB ? 
90 access DB ? 
91 gran DB ? 
92 bas 24 31DB ? 
93 DESC ENDS 

94 

95 j; structure for use with LGDT and LIDT instructions 
96 TABLE REG STRUC 
97 table limDW ? 
98 table linearDD ? 
99 TABLE REG ENDS 
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; offset of GDT and IDT descriptors in builder generated GDT 
GDT_DESC_ OFF EQU 1*SIZE (DESC) 
IDT_DESC_ OFF EQU 2*SIZE (DESC) 


; equates for building temporary GDT in RAM 


LINEAR SEL EQU 1*SIZE (DESC) 
LINEAR PROTO LO EQU OOOOOFFFFH ; LINEAR ALTAS 
LINEAR PROTO HI EQU OO0OCF9200H 


; Protection Enable Bit in CRO 
PE BIT EQU 1B 


; Initially, this data segment starts at linear 0, according 
; to the processor’s power-up state. 


STARTUP DATA SEGMENT RW 


free mem_linear_ base LABEL DWORD 

TEMP _GDT LABEL BYTE ; must be first in segment 
TEMP _GDT NULL DESC DESC <> 

TEMP _GDT LINEAR DESC DESC <> 


; scratch areas for LGDT and LIDT instructions 
TEMP _GDT SCRATCH TABLE REG <> 


APP GDT_ RAM TABLE REG <> 
APP IDT RAM TABLE REG <> 
; align end_data 

fill DW ? 


; last thing in this segment - should be on a dword boundary 
end_ data LABEL BYTE 


STARTUP DATA ENDS 


P Sec Seoe sso teeta tse oe cee CODE SEGMENT---------------------- 
STARTUP_CODE SEGMENT ER PUBLIC USE16 


; filled in by builder 
PUBLIC GDT_EPROM 
GDT_EPROM TABLE REG <> 


; filled in by builder 
PUBLIC IDT_EPROM 
IDT_EPROM TABLE REG <> 


; entry point into startup code - the bootstrap will vector 
; here with a near JMP generated by the builder. This 


Vol. 3A 9-19 


PROCESSOR MANAGEMENT AND INITIALIZATION 


154 ; label must be in the top 64K of linear memory. 
155: 

156 PUBLIC STARTUP 

157 STARTUP: 

158 

159 ; DS,ES address the bottom 64K of flat linear memory 
160 ASSUME DS:STARTUP_DATA, ES:STARTUP_DATA 

161 ; See Figure 9-4 

162 ; load GDTR with temporary GDT 

163 LEA EBX,TEMP_GDT ; build the TEMP GDT in low ram, 
164 MOV DWORD PTR [EBX] ,0 ; where we can address 
165 MOV DWORD PTR [EBX] +4,0 

166 MOV DWORD PTR [EBX]+8, LINEAR PROTO LO 
167 MOV DWORD PTR [EBX]+12, LINEAR PROTO HI 
168 MOV TEMP _GDT_scratch.table linear, EBX 
169 MOV TEMP GDT_scratch.table lim,15 

170 

171 DB 66H; execute a 32 bit LGDT 

172 LGDT TEMP _GDT_ scratch 

173 

174 ; enter protected mode 

175 MOV EBX, CRO 

176 OR EBX, PE BIT 

177 MOV CRO, EBX 

178 

LTD ; clear prefetch queue 

180 JMP CLEAR LABEL 

181 CLEAR LABEL: 

182 

183 ; make DS and ES address 4G of linear memory 

184 MOV CX, LINEAR SEL 

185 MOV DS,CX 

186 MOV ES , CX 

187 

188 ; do board specific initialization 

189 : 

190 F; 

191 rg Eas 

192 ; 

193 

194 

195 ; See Figure 9-5 

196 ; copy EPROM GDT to ram at: 

197 : RAM START + size (STARTUP_DATA) 
198 MOV EAX,RAM START 

199 ADD EAX,OFFSET (end data) 

200 MOV EBX,RAM START 

201 MOV ECX, CS BASE 

202 ADD ECX, OFFSET (GDT_EPROM) 

203 MOV ESI, [ECX] .table linear 

204 MOV EDI, EAX 

205 MOVZX ECX, [ECX].table lim 

206 MOV APP _GDT_ram[EBX] .table_lim,Cx 
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ECX 

EDX, EAX 
APP_GDT_ram[EBX] .table linear, FAX 
EAX , ECX 

BYTE PTR ES: [EDI] ,BYTE PTR DS: [ESI] 


GDT base in descriptor 

ECX , EDX 

[EDX] .bas 0 15+GDT DESC OFF, CX 
ECX,16 

[EDX] .bas 16 23+GDT DESC OFF,CL 
[EDX] .bas 24 31+GDT DESC OFF,CH 


; copy EPROM IDT to ram at: 
; RAM START+size (STARTUP _DATA)+SIZE (EPROM GDT) 


MOV ECX, CS BASE 
ADD ECX, OFFSET (IDT_EPROM) 
MOV ESI, [ECX].table linear 
MOV EDI, EAX 
MOVZX ECX, [ECX].table lim 
MOV APP_IDT_ram[EBX] .table_ lim, CX 
INC ECX 
MOV APP_IDT_ram[EBX] .table linear, EAX 
MOV EBX , EAX 
ADD EAX , ECX 
MOVS BYTE PTR ES: [EDI] ,BYTE PTR DS: [EST] 
; fixup IDT pointer in GDT 
MOV [EDX] .bas_ 0 15+IDT DESC OFF,BX 
ROR EBX, 16 
MOV [EDX] .bas_ 16 23+IDT DESC OFF,BL 
MOV [EDX] .bas 24 31+IDT DESC OFF, BH 
; load GDTR and IDTR 
MOV EBX, RAM START 
DB 66H ; execute a 32 bit LGDT 
LGDT APP _GDT_ ram[EBX] 
DB 66H ; execute a 32 bit LIDT 
LIDT APP_IDT_ ram[EBX] 
; move the TSS 
MOV EDI, EAX 
MOV EBX, TSS INDEX*SIZE (DESC) 
MOV ECX,GDT_DESC_OFF ;build linear address for TSS 
MOV GS,CX 
MOV DH, GS: [EBX] .bas_ 24 31 
MOV DL,GS: [EBX] .bas 16 23 
ROL EDX, 16 
MOV DX,GS: [EBX] .bas_0 15 
MOV ESI, EDX 
LSL ECX, EBX 
INC ECX 
MOV EDX, EAX 
ADD EAX , ECX 
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261 REP MOVS BYTE PTR ES: [EDI] ,BYTE PTR DS: [EST] 

262 

263 ; fixup TSS pointer 

264 MOV GS: [EBX] .bas_0_15,DX 

265 ROL EDX,16 

266 MOV GS: [EBX] .bas_24 31,DH 

267 MOV GS: [EBX] .bas_16 23,DL 

268 ROL EDX,16 

269 ;save start of free ram at linear location RAMSTART 

270 MOV free_mem_linear_base+RAM START, FAX 

271 

272 jassume no LDT used in the initial task - if necessary, 
273 ;code to move the LDT could be added, and should resemble 
274 j;that used to move the TSS 

275 

276 ; load task register 

277 LTR BX ; No task switch, only descriptor loading 
278 ; See Figure 9-6 

279 ; load minimal set of registers necessary to simulate task 
280 j; switch 

281 

282 

283 MOV AX, [EDX] .SS_reg ; start loading registers 

284 MOV EDI, [EDX] .ESP_reg 

285 MOV SS,AX 

286 MOV ESP, EDI ; stack now valid 

287 PUSH DWORD PTR [EDX] .EFLAGS reg 

288 PUSH DWORD PTR [EDX] .CS_reg 

289 PUSH DWORD PTR [EDX] .EIP reg 

290 MOV AX, [EDX] .DS_reg 

291 MOV BX, [EDX] .ES_ reg 

292 MOV DS , AX ; DS and ES no longer linear memory 

293 MOV ES, BX 

294 

295 ; Simulate far jump to initial task 

296 IRETD 

297 


298 STARTUP_CODE ENDS 

*** WARNING #377 IN 298, (PASS 2) SEGMENT CONTAINS PRIVILEGED INSTRUCTION (S) 
299 

300 END STARTUP, DS:STARTUP_DATA, SS:STARTUP_DATA 

301 

302 


ASSEMBLY COMPLETE, 1 WARNING, NO ERRORS. 
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FFFF FFFFH 
START: [CS.BASE+EIP] > FFFF 0000H 
« Jump near start 
* Construct TEMP_GDT 
* LGDT 
* Move to protected mode 
DS, ES = GDT[1] << GB 
_...Base__ 
Limit GDT_SCRATCH 
GDT [1] | Base=0, Limit=4G 
GDT [0] 0 TEMP_GDT 


Figure 9-4. Constructing Temporary GDT and Switching to Protected Mode (Lines 162-172 of List File) 
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FFFF FFFFH 
TSS 
IDT 
GDT 
¢« Move the GDT, IDT, TSS 
from ROM to RAM 
¢ Fix Aliases 
“LTR o < 
Jom TSS RAM 
a IDT RAM 
7 Carney RAM_START 
0 


Figure 9-5. Moving the GDT, IDT, and TSS from ROM to RAM (Lines 196-261 of List File) 
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EIP 
SS = TSS.SS EFLAGS 
ESP = TSS.ESP 
PUSH TSS.EFLAG : 
PUSH TSS.CS 
PUSH TSS.EIP ela 
ES = TSS.ES j 
DS = TSS.DS 
IRET ES 7 > 
cs 
ss 
DS 
GDT 
TSS RAM 
IDT Alias IDT RAM 
— GDT Alias GDT RAM ane ST 
> 0 =. 


Figure 9-6. Task Switching (Lines 282-296 of List File) 


9.10.3. MAIN.ASM Source Code 


The file MAIN.ASM shown in Example 9-2 defines the data and stack segments for this application and can be 
substituted with the main module task written in a high-level language that is invoked by the IRET instruction 
executed by STARTUP.ASM. 


Example 9-2. MAIN.ASM 


NAME main_module 
data SEGMENT RW 
dw 1000 dup(?) 
DATA ENDS 
stack stackseg 800 
CODE SEGMENT ER use32 PUBLIC 
main_start: 
nop 
nop 
nop 
CODE ENDS 
END main_start, ds:data, ss:stack 


9.10.4 Supporting Files 


The batch file shown in Example 9-3 can be used to assemble the source code files STARTUP.ASM and MAIN.ASM 
and build the final application. 
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Example 9-3. Batch File to Assemble and Build the Application 


ASM386 STARTUP .ASM 
ASM386 MAIN.ASM 
BLD386 STARTUP.OBJ, MAIN.OBJ buildfile(EPROM.BLD) bootstrap(STARTUP) Bootload 


BLD386 performs several operations in this example: 

It allocates physical memory location to segments and tables. 

It generates tables using the build file and the input files. 

It links object files and resolves references. 

It generates a boot-loadable file to be programmed into the EPROM. 


Example 9-4 shows the build file used as an input to BLD386 to perform the above functions. 


Example 9-4. Build File 


INIT BLD EXAMPLE; 


SEGMENT 
*SEGMENTS (DPL = 0) 
; startup.startup_code(BASE = OFFFF000O0H) 


TASK 
BOOT_TASK(OBJECT = startup, INITIAL,DPL = 0, 
NOT INTENABLED) 
ij PROTECTED MODE TASK(OBJECT = main_module,DPL = 0, 
NOT INTENABLED) 
TABLE 
GDT ( 
LOCATION = GDT_EPROM 
F ENTRY = ( 
10: PROTECTED MODE TASK 
; startup.startup_code 
. startup.startup data 
F main _module.data 
, main_module.code 
1 main_module.stack 
) 
a 
IDT ( 
LOCATION = IDT_ EPROM 
Le 
MEMORY 


( 
RESERVE = (0..3FFFH 
-- Area for the GDT, IDT, TSS copied from ROM 
F 60000H. .OFFFEFFFFH) 


j RANGE = (ROM AREA = ROM (OFFFFOOOOH..OFFFFFFFFH) ) 
-- Eprom size 64K 
r RANGE = (RAM AREA = RAM (4000H..05FFFFH) ) 
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Table 9-6 shows the relationship of each build item with an ASM source file. 


Table 9-6. Relationship Between BLD Item and ASM Source File 


Location of the 
application TSS in 
the GDT 


TSS_INDEX EQU 10 


TABLE GDT( 
ENTRY = (10: PROTECTED_MODE_ 
TASK)) 


Item ASM386 and Startup.A58 BLD386 Controls Effect 
and BLD file 
Bootstrap public startup bootstrap Near jump at OFFFFFFFOH to 
startup: start(startup) Start. 
GDT location public GDT_EPROM TABLE The location of the GDT will be 
GDT_EPROM TABLE_REG <> GDT(location = GDT_EPROM) programmed into the 
GDT_EPROM location. 
IDT location public IDT_EPROM TABLE The location of the IDT will be 
IDT_EPROM TABLE_REG <> IDT(location = IDT_EPROM programmed into the 
IDT_EPROM location. 
RAM start RAM_START equ 400H memory (reserve = (0..3FFFH)) RAM_START is used as the ram 


destination for moving the 
tables. It must be excluded from 
the application’s segment area. 


Put the descriptor of the 
application TSS in GDT entry 10. 


EPROM size and size and location of the initialization | SEGMENT startup.code (base = Initialization code size must be 
location code OFFFFOOOOK) ...memory (RANGE( less than 64K and resides at 
ROM_AREA = ROM(x..y)) upper most 64K of the 4-GByte 
memory space. 
9.11 MICROCODE UPDATE FACILITIES 


The P6 family and later processors have the capability to correct errata by loading an Intel-supplied data block into 
the processor. The data block is called a microcode update. This section describes the mechanisms the BIOS needs 
to provide in order to use this feature during system initialization. It also describes a specification that permits the 
incorporation of future updates into a system BIOS. 


Intel considers the release of a microcode update for a silicon revision to be the equivalent of a processor stepping 
and completes a full-stepping level validation for releases of microcode updates. 


A microcode update is used to correct errata in the processor. The BIOS, which has an update loader, is responsible 
for loading the update on processors during system initialization (Figure 9-7). There are two steps to this process: 
the first is to incorporate the necessary update data blocks into the BIOS; the second is to load update data blocks 


into the processor. 
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Update 
Loader 


CPU 


Update 


New Update ->———| Blocks 


BIOS 


Figure 9-7. Applying Microcode Updates 


9.11.1. Microcode Update 


A microcode update consists of an Intel-supplied binary that contains a descriptive header and data. No executable 
code resides within the update. Each microcode update is tailored for a specific list of processor signatures. A 
mismatch of the processor’s signature with the signature contained in the update will result in a failure to load. A 
processor signature includes the extended family, extended model, type, family, model, and stepping of the 
processor (starting with processor family OfH, model 03H, a given microcode update may be associated with one of 
multiple processor signatures; see Section 9.11.2 for details). 


Microcode updates are composed of a multi-byte header, followed by encrypted data and then by an optional 
extended signature table. Table 9-7 provides a definition of the fields; Table 9-8 shows the format of an update. 


The header is 48 bytes. The first 4 bytes of the header contain the header version. The update header and its 
reserved fields are interpreted by software based upon the header version. An encoding scheme guards against 
tampering and provides a means for determining the authenticity of any given update. For microcode updates with 
a data size field equal to OOOOO000H, the size of the microcode update is 2048 bytes. The first 48 bytes contain the 
microcode update header. The remaining 2000 bytes contain encrypted data. 


For microcode updates with a data size not equal to OOOO0000H, the total size field specifies the size of the micro- 
code update. The first 48 bytes contain the microcode update header. The second part of the microcode update is 
the encrypted data. The data size field of the microcode update header specifies the encrypted data size, its value 
must be a multiple of the size of DWORD. The total size field of the microcode update header specifies the 
encrypted data size plus the header size; its value must be in multiples of 1024 bytes (1 KBytes). The optional 
extended signature table if implemented follows the encrypted data, and its size is calculated by (Total Size - (Data 
Size + 48)). 


NOTE 


The optional extended signature table is supported starting with processor family OFH, model 03H. 


Table 9-7. Microcode Update Field Definitions 


Field Name Offset (bytes) Length Description 
(bytes) 
Header Version 0 4 Version number of the update header. 
Update Revision 4 4 Unique version number for the update, the basis for the update 


signature provided by the processor to indicate the current update 
functioning within the processor. Used by the BIOS to authenticate 
the update and verify that the processor loads successfully. The 
value in this field cannot be used for processor stepping identification 
alone. This is a signed 32-bit number. 


Date 8 4 Date of the update creation in binary format: mmddyyyy (e.g. 
07/18/98 is 07181998H). 
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Table 9-7. Microcode Update Field Definitions (Contd.) 


Field Name 


Offset (bytes) 


Length 
(bytes) 


Description 


Processor Signature 


12 


4 


Extended family, extended model, type, family, model, and stepping 
of processor that requires this particular update revision (e.g., 
0Q0000650h). Each microcode update is designed specifically for a 
given extended family, extended model, type, family, model, and 
stepping of the processor. 


Software should use the processor signature field in conjunction with 
the CPUID instruction to determine whether or not an update is 
appropriate to load on a processor. The information encoded within 
this field exactly corresponds to the bit representations returned by 
the CPUID instruction. 


Checksum 


Loader Revision 


20 


Checksum of Update Data and Header. Used to verify the integrity of 
the update header and data. Checksum is correct when the 
summation of all the DWORDs (including the extended Processor 
Signature Table) that comprise the microcode update result in 
OOOOOOOO0H. 


Version number of the loader program needed to correctly load this 
update. The initial version is O0Q0O00001H. 


Processor Flags 


24 


Platform type information is encoded in the lower 8 bits of this 4- 
byte field. Each bit represents a particular platform type for a given 
CPUID. Software should use the processor flags field in conjunction 
with the platform Id bits in MSR (17H) to determine whether or not 
an update is appropriate to load on a processor. Multiple bits may be 
set representing support for multiple platform IDs. 


Data Size 


28 


Specifies the size of the encrypted data in bytes, and must be a 
multiple of DWORDs. If this value is OOOOOOOOH, then the microcode 
update encrypted data is 2000 bytes (or 500 DWORDs). 


Total Size 


32 


Specifies the total size of the microcode update in bytes. It is the 
summation of the header size, the encrypted data size and the size of 
the optional extended signature table. This value is always a multiple 
of 1024. 


Reserved 


36 


12 


Reserved fields for future expansion. 


Update Data 


48 


Data Size or 
2000 


Update data. 


Extended Signature 
Count 


Data Size + 48 


4 


Specifies the number of extended signature structures (Processor 
Signature[n], processor flags[n] and checksum[n]) that exist in this 
microcode update. 


Extended Checksum 


Data Size + 52 


Checksum of update extended processor signature table. Used to 
verify the integrity of the extended processor signature table. 
Checksum is correct when the summation of the DWORDs that 
comprise the extended processor signature table results in 
OOOOOOOO0H. 


Reserved 


Data Size + 56 


Reserved fields. 
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Table 9-7. Microcode Update Field Definitions (Contd.) 


Field Name Offset (bytes) Length Description 
(bytes) 
Processor Signature[n] | DataSize+68+ | 4 Extended family, extended model, type, family, model, and stepping 
(n* 12) of processor that requires this particular update revision (e.g., 


0Q0000650h). Each microcode update is designed specifically for a 
given extended family, extended model, type, family, model, and 
stepping of the processor. 


Software should use the processor signature field in conjunction with 
the CPUID instruction to determine whether or not an update is 
appropriate to load on a processor. The information encoded within 
this field exactly corresponds to the bit representations returned by 
the CPUID instruction. 


Processor Flags[n] Data Size+72+ |4 Platform type information is encoded in the lower 8 bits of this 4- 
(n* 12) byte field. Each bit represents a particular platform type for a given 
CPUID. Software should use the processor flags field in conjunction 
with the platform Id bits in MSR (17H) to determine whether or not 
an update is appropriate to load on a processor. Multiple bits may be 
set representing support for multiple platform IDs. 


Checksum[n] Data Size + 76+ |4 Used by utility software to decompose a microcode update into 
(n* 12) multiple microcode updates where each of the new updates is 
constructed without the optional Extended Processor Signature 
Table. 


To calculate the Checksum, substitute the Primary Processor 
Signature entry and the Processor Flags entry with the 
corresponding Extended Patch entry. Delete the Extended Processor 
Signature Table entries. The Checksum is correct when the 
summation of all DWORDs that comprise the created Extended 
Processor Patch results in OOOOOOOOH. 


Table 9-8. Microcode Update Format 


31 24 16 8 0 Bytes 
Header Version 0 
Update Revision 4 

Month: 8 Day: 8 Year: 16 8 
Processor Signature (CPUID) 12 
wo 7 m a a mn nn 
og) 3) & ™ n - 3 
ne a 
Checksum 16 
Loader Revision 20 
Processor Flags 24 
Reserved (24 bits) S] dG] 8] GB] NN) 3} S 
Data Size 28 
Total Size 32 
Reserved (12 Bytes) 36 
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Table 9-8. Microcode Update Format (Contd.) 


31 24 16 8 0 Bytes 
Update Data (Data Size bytes, or 2000 Bytes if Data Size = O0000000H) 48 
Extended Signature Count ‘n’ Data Size + 

48 
Extended Processor Signature Table Checksum Data Size + 

52 
Reserved (12 Bytes) Data Size + 

56 
Processor Signature[n] Data Size + 

68 + 

(n* 12) 
Processor Flags[n] Data Size + 

72+ 

(n* 12) 
Checksum[n] Data Size + 

76 + 

(n* 12) 


9.11.2 Optional Extended Signature Table 


The extended signature table is a structure that may be appended to the end of the encrypted data when the 
encrypted data only supports a single processor signature (optional case). The extended signature table will always 
be present when the encrypted data supports multiple processor steppings and/or models (required case). 


The extended signature table consists of a 20-byte extended signature header structure, which contains the 
extended signature count, the extended processor signature table checksum, and 12 reserved bytes (Table 9-9). 
Following the extended signature header structure, the extended signature table contains 0-to-n extended 
processor signature structures. 


Each processor signature structure consist of the processor signature, processor flags, and a checksum 
(Table 9-10). 


The extended signature count in the extended signature header structure indicates the number of processor signa- 
ture structures that exist in the extended signature table. 


The extended processor signature table checksum is a checksum of all DWORDs that comprise the extended signa- 
ture table. That includes the extended signature count, extended processor signature table checksum, 12 reserved 
bytes and the n processor signature structures. A valid extended signature table exists when the result of a 
DWORD checksum is OOOOOOOOH. 


Table 9-9. Extended Processor Signature Table Header Structure 


Extended Signature Count ‘n’ Data Size + 48 
Extended Processor Signature Table Checksum Data Size + 52 
Reserved (12 Bytes) Data Size + 56 


Table 9-10. Processor Signature Structure 


Processor Signature[n] Data Size + 68 + (n* 12) 
Processor Flags[n] Data Size + 72 + (n* 12) 
Checksum[n] Data Size + 76 + (n* 12) 
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9.11.3. Processor Identification 


Each microcode update is designed to for a specific processor or set of processors. To determine the correct micro- 
code update to load, software must ensure that one of the processor signatures embedded in the microcode update 
matches the 32-bit processor signature returned by the CPUID instruction when executed by the target processor 
with EAX = 1. Attempting to load a microcode update that does not match a processor signature embedded in the 
microcode update with the processor signature returned by CPUID will cause the BIOS to reject the update. 


Example 9-5 shows how to check for a valid processor signature match between the processor and microcode 
update. 


Example 9-5. Pseudo Code to Validate the Processor Signature 


ProcessorSignature «< CPUID(1) :EAX 


If (Update.HeaderVersion = 00000001h) 
// first check the ProcessorSignature field 
If (ProcessorSignature = Update. ProcessorSignature) 
Success 


// if extended signature is present 
Else If (Update.TotalSize > (Update.DataSize + 48) ) 


{ 
// 


// Assume the Data Size has been used to calculate the 
// location of Update. ProcessorSignature [0]. 


// 


For (N ¢ 0; ((N < Update.ExtendedSignatureCount) AND 
(ProcessorSignature # Update.ProcessorSignature[N])); N++); 


// if the loops ended when the iteration count is 
// less than the number of processor signatures in 
// the table, we have a match 

If (N < Update.ExtendedSignatureCount ) 
Success 

Else 
Fail 


9.11.4 Platform Identification 


In addition to verifying the processor signature, the intended processor platform type must be determined to prop- 
erly target the microcode update. The intended processor platform type is determined by reading the 
IA32_PLATFORM_ID register, (MSR 17H). This 64-bit register must be read using the RDMSR instruction. 


The three platform ID bits, when read as a binary coded decimal (BCD) number, indicate the bit position in the 
microcode update header’s processor flags field associated with the installed processor. The processor flags in the 
48-byte header and the processor flags field associated with the extended processor signature structures may have 
multiple bits set. Each set bit represents a different platform ID that the update supports. 


Register Name: |A32_PLATFORM_ID 
MSR Address: 017H 
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Access: Read Only 


IA32_PLATFORM_ID is a 64-bit register accessed only when referenced as a Qword through a RDMSR instruction. 


Table 9-11. Processor Flags 


Bit Descriptions 

63:53 Reserved 

52:50 Platform Id Bits (RO). The field gives information concerning the intended platform for the processor. See also Table 9-8. 
52 51 50 
O O O- Processor Flag 0 
QO O 1 Processor Flag 1 
O 1  O- Processor Flag 2 
QO 1. 1 Processor Flag 3 
1 0 O- Processor Flag 4 
1 0 1 Processor Flag 5 
1 1. O- Processor Flag 6 
1 1. = 1 Processor Flag 7 

49:0 Reserved 


To validate the platform information, software may implement an algorithm similar to the algorithms in 
Example 9-6. 


Example 9-6. Pseudo Code Example of Processor Flags Test 


Flag < 1 << IA32 PLATFORM ID[52:50] 


If (Update.HeaderVersion = 00000001h) 


{ 


If (Update.ProcessorFlags & Flag) 


{ 
} 


Else 


t 


Load Update 


// 

// Assume the Data Size has been used to calculate the 
// location of Update.ProcessorSignature[N] and a match 
// on Update.ProcessorSignature[N] has already succeeded 


// 
If (Update.ProcessorFlags[n] & Flag) 


Load Update 


9.11.5 Microcode Update Checksum 


Each microcode update contains a DWORD checksum located in the update header. It is software’s responsibility to 
ensure that a microcode update is not corrupt. To check for a corrupt microcode update, software must perform a 
unsigned DWORD (32-bit) checksum of the microcode update. Even though some fields are signed, the checksum 
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procedure treats all DWORDs as unsigned. Microcode updates with a header version equal to O00O00001H must sum 
all DWORDs that comprise the microcode update. A valid checksum check will yield a value of OOOOOO00H. Any 
other value indicates the microcode update is corrupt and should not be loaded. 


The checksum algorithm shown by the pseudo code in Example 9-7 treats the microcode update as an array of 
unsigned DWORDs. If the data size DWORD field at byte offset 32 equals OOOOOOOOH, the size of the encrypted 
data is 2000 bytes, resulting in 500 DWORDs. Otherwise the microcode update size in DWORDs = (Total Size / 4), 
where the total size is a multiple of 1024 bytes (1 KBytes). 


Example 9-7. Pseudo Code Example of Checksum Test 


N < 512 


If (Update.DataSize # 00000000H) 
N ¢ Update.TotalSize / 4 


ChkSum ¢< 0 
For (I ¢< 0; I < N; I++) 


{ 
} 


If (ChkSum = 00000000H) 
Success 

Else 
Fail 


ChkSum < ChkSum + MicrocodeUpdate [T] 


9.11.6 Microcode Update Loader 


This section describes an update loader used to load an update into a P6 family or later processors. It also discusses 
the requirements placed on the BIOS to ensure proper loading. The update loader described contains the minimal 
instructions needed to load an update. The specific instruction sequence that is required to load an update is 
dependent upon the loader revision field contained within the update header. This revision is expected to change 
infrequently (potentially, only when new processor models are introduced). 


Example 9-8 below represents the update loader with a loader revision of OOOO0001H. Note that the microcode 
update must be aligned on a 16-byte boundary and the size of the microcode update must be 1-KByte granular. 


Example 9-8. Assembly Code Example of Simple Microcode Update Loader 


mov ecx,79h ; MSR to write in ECX 

xor eax,eax ; clear EAX 

xor ebx,ebx ; clear EBX 

mov ax,cs ; Segment of microcode update 

shl eax,4 

mov bx,offset Update ; Offset of microcode update 

add eax,ebx ; Linear Address of Update in EAX 

add eax,48d ; Offset of the Update Data within the Update 
xor edx,edx ; Zero in EDX 

WRMSR ; microcode update trigger 


The loader shown in Example 9-8 assumes that update is the address of a microcode update (header and data) 
embedded within the code segment of the BIOS. It also assumes that the processor is operating in real mode. The 
data may reside anywhere in memory, aligned on a 16-byte boundary, that is accessible by the processor within its 
current operating mode. 


Before the BIOS executes the microcode update trigger (WRMSR) instruction, the following must be true: 
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° In 64-bit mode, EAX contains the lower 32-bits of the microcode update linear address. In protected mode, EAX 
contains the full 32-bit linear address of the microcode update. 


° In 64-bit mode, EDX contains the upper 32-bits of the microcode update linear address. In protected mode, 
EDX equals zero. 


¢ ECX contains 79H (address of IA32_BIOS_UPDT_TRIG). 

Other requirements are: 

¢ The addresses for the microcode update data must be in canonical form. 

° If paging is enabled, the microcode update data must map that data as present. 
¢ The microcode update data must start at a 16-byte aligned linear address. 


9.11.6.1 Hard Resets in Update Loading 


The effects of a loaded update are cleared from the processor upon a hard reset. Therefore, each time a hard reset 
is asserted during the BIOS POST, the update must be reloaded on all processors that observed the reset. The 
effects of a loaded update are, however, maintained across a processor INIT. There are no side effects caused by 
loading an update into a processor multiple times. 


9.11.6.2 Update in a Multiprocessor System 


A multiprocessor (MP) system requires loading each processor with update data appropriate for its CPUID and plat- 
form ID bits. The BIOS is responsible for ensuring that this requirement is met and that the loader is located ina 
module executed by all processors in the system. If a system design permits multiple steppings of Pentium 4, Intel 
Xeon, and P6 family processors to exist concurrently; then the BIOS must verify individual processors against the 
update header information to ensure appropriate loading. Given these considerations, it is most practical to load 
the update during MP initialization. 


9.11.6.3_ Update in a System Supporting Intel Hyper-Threading Technology 


Intel Hyper-Threading Technology has implications on the loading of the microcode update. The update must be 
loaded for each core in a physical processor. Thus, for a processor supporting Intel Hyper-Threading Technology, 
only one logical processor per core is required to load the microcode update. Each individual logical processor can 
independently load the update. However, MP initialization must provide some mechanism (e.g. a software sema- 
phore) to force serialization of microcode update loads and to prevent simultaneous load attempts to the same 
core. 


9.11.6.4 Update in a System Supporting Dual-Core Technology 


Dual-core technology has implications on the loading of the microcode update. The microcode update facility is not 
shared between processor cores in the same physical package. The update must be loaded for each core in a phys- 
ical processor. 


If processor core supports Intel Hyper-Threading Technology, the guideline described in Section 9.11.6.3 also 
applies. 


9.11.6.5 Update Loader Enhancements 


The update loader presented in Section 9.11.6, “Microcode Update Loader,” is a minimal implementation that can 
be enhanced to provide additional functionality. Potential enhancements are described below: 


¢ BIOS can incorporate multiple updates to support multiple steppings of the Pentium 4, Intel Xeon, and P6 
family processors. This feature provides for operating in a mixed stepping environment on an MP system and 
enables a user to upgrade to a later version of the processor. In this case, modify the loader to check the CPUID 
and platform ID bits of the processor that it is running on against the available headers before loading a 
particular update. The number of updates is only limited by available BIOS space. 
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¢ A loader can load the update and test the processor to determine if the update was loaded correctly. See 
Section 9.11.7, “Update Signature and Verification.” 


¢ A loader can verify the integrity of the update data by performing a checksum on the double words of the 
update summing to zero. See Section 9.11.5, “Microcode Update Checksum.” 


¢ A loader can provide power-on messages indicating successful loading of an update. 


9.11.7 Update Signature and Verification 


The P6 family and later processors provide capabilities to verify the authenticity of a particular update and to iden- 
tify the current update revision. This section describes the model-specific extensions of processors that support 
this feature. The update verification method below assumes that the BIOS will only verify an update that is more 
recent than the revision currently loaded in the processor. 


CPUID returns a value in a model specific register in addition to its usual register return values. The semantics of 
CPUID cause it to deposit an update ID value in the 64-bit model-specific register at address O8BH 
(IA32_BIOS_SIGN_ID). If no update is present in the processor, the value in the MSR remains unmodified. The 
BIOS must pre-load a zero into the MSR before executing CPUID. If a read of the MSR at 8BH still returns zero after 
executing CPUID, this indicates that no update is present. 


The update ID value returned in the EDX register after RDMSR executes indicates the revision of the update loaded 
in the processor. This value, in combination with the CPUID value returned in the EAX register, uniquely identifies a 
particular update. The signature ID can be directly compared with the update revision field in a microcode update 
header for verification of a correct load. No consecutive updates released for a given stepping of a processor may 
share the same signature. The processor signature returned by CPUID differentiates updates for different step- 
pings. 


9.11.7.1. Determining the Signature 


An update that is successfully loaded into the processor provides a signature that matches the update revision of 
the currently functioning revision. This signature is available any time after the actual update has been loaded. 
Requesting the signature does not have a negative impact upon a loaded update. 


The procedure for determining this signature shown in Example 9-9. 


Example 9-9. Assembly Code to Retrieve the Update Revision 

MOV ECX, O8BH ;IA32_ BIOS SIGN ID 

XOR EAX, EAX ;clear EAX 

XOR EDX, EDX ;clear EDX 

WRMSR ;Load 0 to MSR at 8BH 

MOV EAX, 1 

cpuid 

MOV ECX, O8BH ;1A32_ BIOS SIGN ID 

rdmsr ;Read Model Specific Register 


If there is an update active in the processor, its revision is returned in the EDX register after the RDMSR instruction 
executes. 


IA32_BIOS_SIGN_ID = Microcode Update Signature Register 


MSR Address: O8BH Accessed as a Qword 
Default Value: XXXX XXXX XXXX XXXXh 
Access: Read/Write 


The IA32_BIOS_SIGN_ID register is used to report the microcode update signature when CPUID executes. The 
signature is returned in the upper DWORD (Table 9-12). 
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Table 9-12. Microcode Update Signature 


Bit Description 


63:32 Microcode update signature. This field contains the signature of the currently loaded microcode update when read following 
the execution of the CPUID instruction, function 1. It is required that this register field be pre-loaded with zero prior to 
executing the CPUID, function 1. If the field remains equal to zero, then there is no microcode update loaded. Another non- 
zero value will be the signature. 


31:0 Reserved. 


9.11.7.2 Authenticating the Update 


An update may be authenticated by the BIOS using the signature primitive, described above, and the algorithm in 
Example 9-10. 


Example 9-10. Pseudo Code to Authenticate the Update 


Z << Obtain Update Revision from the Update Header to be authenticated; 
X ¢ Obtain Current Update Signature from MSR 8BH; 


If (Z > X) 


{ 


Load Update that is to be authenticated; 
Y ¢ Obtain New Signature from MSR 8BH; 


If (Z = Y) 
Success 
Else 
Fail 
} 
Else 
Fail 


Example 9-10 requires that the BIOS only authenticate updates that contain a numerically larger revision than the 
currently loaded revision, where Current Signature (X) < New Update Revision (Z). A processor with no loaded 
update is considered to have a revision equal to zero. 


This authentication procedure relies upon the decoding provided by the processor to verify an update from a poten- 
tially hostile source. As an example, this mechanism in conjunction with other safeguards provides security for 
dynamically incorporating field updates into the BIOS. 


9.11.8 Optional Processor Microcode Update Specifications 


This section an interface that an OEM-BIOS may provide to its client system software to manage processor micro- 
code updates. System software may choose to build its own facility to manage microcode updates (e.g. similar to 
the facility described in Section 9.11.6) or rely on a facility provided by the BIOS to perform microcode updates. 


Sections 9.11.8.1-9.11.8.9 describes an extension (Function 0D042H) to the real mode INT 15H service. INT 15H 
0D042H function is one of several alternatives that a BIOS may choose to implement microcode update facility and 
offer to its client application (e.g. an OS). Other alternative microcode update facility that BIOS can choose are 
dependent on platform-specific capabilities, including the Capsule Update mechanism from the UEFI specification 
(www.uefi.org). In this discussion, the application is referred to as the calling program or caller. 


The real mode INT15 call specification described here is an Intel extension to an OEM BIOS. This extension allows 
an application to read and modify the contents of the microcode update data in NVRAM. The update loader, which 
is part of the system BIOS, cannot be updated by the interface. All of the functions defined in the specification must 
be implemented for a system to be considered compliant with the specification. The INT15 functions are accessible 
only from real mode. 
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9.11.8.1 Responsibilities of the BIOS 


If a BIOS passes the presence test (INT 15H, AX = 0D042H, BL = OH), it must implement all of the sub-functions 
defined in the INT 15H, AX = 0D042H specification. There are no optional functions. BIOS must load the appropriate 
update for each processor during system initialization. 


A Header Version of an update block containing the value OFFFFFFFFH indicates that the update block is unused and 
available for storing a new update. 


The BIOS is responsible for providing a region of non-volatile storage (NVRAM) for each potential processor step- 
ping within a system. This storage unit consists of one or more update blocks. An update block is a contiguous 
2048-byte block of memory. The BIOS for a single processor system need only provide update blocks to store one 
microcode update. If the BIOS for a multiple processor system is intended to support mixed processor steppings, 
then the BIOS needs to provide enough update blocks to store each unique microcode update or for each processor 
socket on the OEM’s system board. 


The BIOS is responsible for managing the NVRAM update blocks. This includes garbage collection, such as 
removing microcode updates that exist in NVRAM for which a corresponding processor does not exist in the system. 
This specification only provides the mechanism for ensuring security, the uniqueness of an entry, and that stale 
entries are not loaded. The actual update block management is implementation specific on a per-BIOS basis. 


As an example, the BIOS may use update blocks sequentially in ascending order with CPU signatures sorted versus 
the first available block. In addition, garbage collection may be implemented as a setup option to clear all NVRAM 
slots or as BIOS code that searches and eliminates unused entries during boot. 


NOTES 


For IA-32 processors starting with family OFH and model 03H and Intel 64 processors, the 
microcode update may be as large as 16 KBytes. Thus, BIOS must allocate 8 update blocks for each 
microcode update. In a MP system, a common microcode update may be sufficient for each socket 
in the system. 


For IA-32 processors earlier than family OFH and model 03H, the microcode update is 2 KBytes. An 
MP-capable BIOS that supports multiple steppings must allocate a block for each socket in the 
system. 


A single-processor BIOS that supports variable-sized microcode update and fixed-sized microcode 
update must allocate one 16-KByte region and a second region of at least 2 KBytes. 
The following algorithm (Example 9-11) describes the steps performed during BIOS initialization used to load the 
updates into the processor(s). The algorithm assumes: 


¢ The BIOS ensures that no update contained within NVRAM has a header version or loader version that does not 
match one currently supported by the BIOS. 


¢ The update contains a correct checksum. 
¢ The BIOS ensures that (at most) one update exists for each processor stepping. 
* Older update revisions are not allowed to overwrite more recent ones. 


These requirements are checked by the BIOS during the execution of the write update function of this interface. 
The BIOS sequentially scans through all of the update blocks in NVRAM starting with index 0. The BIOS scans until 
it finds an update where the processor fields in the header match the processor signature (extended family, 
extended model, type, family, model, and stepping) as well as the platform bits of the current processor. 


Example 9-11. Pseudo Code, Checks Required Prior to Loading an Update 


For each processor in the system 


{ 


Determine the Processor Signature via CPUID function 1; 
Determine the Platform Bits ¢ 1 << IA32_ PLATFORM _ID[52:50]; 


For (I © UpdateBlock 0, I < NumOfBlocks; I++) 


{ 


If (Update.Header Version = 00000001H) 


{ 
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If ((Update.ProcessorSignature = Processor Signature) && 
(Update.ProcessorFlags & Platform Bits) ) 


Load Update.UpdateData into the Processor; 
Verify update was correctly loaded into the processor 
Go on to next processor 
Break; 
Else If (Update.TotalSize > (Update.DataSize + 48)) 
N< 0 
While (N < Update.ExtendedSignatureCount) 
If ((Update.ProcessorSignature[N] = 
Processor Signature) && 
(Update.ProcessorFlags[N] & Platform Bits) ) 


Load Update.UpdateData into the Processor; 
Verify update correctly loaded into the processor 
Go on to next processor 

Break; 


} 


N¢Ni 1 
I ¢ I + (Update.TotalSize / 2048) 
If ((Update.TotalSize MOD 2048) = 0) 
IeI+i 


NOTES 


The platform Id bits in IA32_PLATFORM_ID are encoded as a three-bit binary coded decimal field. 
The platform bits in the microcode update header are individually bit encoded. The algorithm must 
do a translation from one format to the other prior to doing a check. 


When performing the INT 15H, 0D042H functions, the BIOS must assume that the caller has no knowledge of plat- 
form specific requirements. It is the responsibility of BIOS calls to manage all chipset and platform specific prereq- 
uisites for managing the NVRAM device. When writing the update data using the Write Update sub-function, the 
BIOS must maintain implementation specific data requirements (such as the update of NVRAM checksum). The 
BIOS should also attempt to verify the success of write operations on the storage device used to record the update. 


9.11.8.2 Responsibilities of the Calling Program 


This section of the document lists the responsibilities of a calling program using the interface specifications to load 
microcode update(s) into BIOS NVRAM. 


¢ The calling program should call the INT 15H, 0D042H functions from a pure real mode program and should be 
executing on a system that is running in pure real mode. 


The caller should issue the presence test function (sub function 0) and verify the signature and return codes of 
that function. 


¢  Itis important that the calling program provides the required scratch RAM buffers for the BIOS and the proper 
stack size as specified in the interface definition. 


¢ The calling program should read any update data that already exists in the BIOS in order to make decisions 
about the appropriateness of loading the update. The BIOS must refuse to overwrite a newer update with an 
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older version. The update header contains information about version and processor specifics for the calling 
program to make an intelligent decision about loading. 


¢ There can be no ambiguous updates. The BIOS must refuse to allow multiple updates for the same CPU to exist 
at the same time; it also must refuse to load updates for processors that don’t exist on the system. 


¢ The calling application should implement a verify function that is run after the update write function success- 
fully completes. This function reads back the update and verifies that the BIOS returned an image identical to 
the one that was written. 


Example 9-12 represents a calling program. 


Example 9-12. INT 15 D042 Calling Program Pseudo-code 


// We must be in real mode 
If the system is not in Real mode exit 


// Detect presence of Genuine Intel processor(s) that can be updated 
// using (CPUID) 


If no Intel processors exist that can be updated exit 

// Detect the presence of the Intel microcode update extensions 

If the BIOS fails the PresenceTestexit 

// If the APIC is enabled, see if any other processors are out there 


Read IA32 APICBASE 
If APIC enabled 


Send Broadcast Message to all processors except self via APIC 
Have all processors execute CPUID, record the Processor Signature 
(i.e.,Extended Family, Extended Model, Type, Family, Model, Stepping) 
Have all processors read IA32 PLATFORM ID[52:50], record Platform 
Id Bits 
If current processor cannot be updated 
exit 
// 
// Determine the number of unique update blocks needed for this system 
// 


NumBlocks = 0 
For each processor 


{ 
If ((this is a unique processor stepping) AND 
(we have a unique update in the database for this processor) ) 
{ 
Checksum the update from the database; 
If Checksum fails 
exit 
NumBlocks < NumBlocks + size of microcode update / 2048 
} 
} 
// 
// Do we have enough update slots for all CPUs? 
// 
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If there are more blocks required to support the unique processor steppings than update blocks 
provided by the BIOS exit 


// 
// Do we need any update blocks at all? If not, we are done 
// 
If (NumBlocks = 0) 
exit 
// 
// Record updates for processors in NVRAM. 
// 
For (I=0; I<NumBlocks; I++) 
{ 
// 
// “oad each Update 
// 


Issue the WriteUpdate function 


If (STORAGE FULL) returned 


{ 


Display Error -- BIOS is not managing NVRAM appropriately 
exit 


If (INVALID REVISION) returned 


Display Message: More recent update already loaded in NVRAM for 
this stepping 
continue 


If any other error returned 


Display Diagnostic 
exit 


} 


// 
// Verify the update was loaded correctly 


// 


Issue the ReadUpdate function 


If an error occurred 


Display Diagnostic 
exit 


// Compare the Update read to that written 


If (Update read # Update written) 


Display Diagnostic 
exit 


} 


I ¢ I+ (size of microcode update / 2048) 


} 
// 


// Enable Update Loading, and inform user 
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// 


Issue the Update Control function with Task = Enable. 


9.11.8.3 Microcode Update Functions 


Table 9-13 defines the processor microcode update functions that implementations of INT 15H 0D042H must 
support. 


Table 9-13. Microcode Update Functions 


Microcode Update Function | Function Description Required/Optional 
Number 

Presence test OOH Returns information about the supported functions. Required 

Write update data 01H Writes one of the update data areas (slots). Required 

Update control 02H Globally controls the loading of updates. Required 

Read update data 03H Reads one of the update data areas (slots). Required 


9.11.8.4 INT 15H-based Interface 


If an OEM-BIOS is implementing INT 15H OD042H interface and offer to its client, the BIOS should allow additional 
microcode updates to be added to system flash. 


The program that calls this interface is responsible for providing three 64-kilobyte RAM areas for BIOS use during 
calls to the read and write functions. These RAM scratch pads can be used by the BIOS for any purpose, but only 
for the duration of the function call. The calling routine places real mode segments pointing to the RAM blocks in 
the CX, DX and SI registers. Calls to functions in this interface must be made with a minimum of 32 kilobytes of 
stack available to the BIOS. 


In general, each function returns with CF cleared and AH contains the returned status. The general return codes 
and other constant definitions are listed in Section 9.11.8.9, “Return Codes.” 


The OEM error field (AL) is provided for the OEM to return additional error information specific to the platform. If 
the BIOS provides no additional information about the error, OEM error must be set to SUCCESS. The OEM error 
field is undefined if AH contains either SUCCESS (00H) or NOT_IMPLEMENTED (86H). In all other cases, it must be 
set with either SUCCESS or a value meaningful to the OEM. 


The following sections describe functions provided by the INT15H-based interface. 


9.11.8.5 Function OOH—Presence Test 


This function verifies that the BIOS has implemented required microcode update functions. Table 9-14 lists the 
parameters and return codes for the function. 


Table 9-14. Parameters for the Presence Test 


Input 

AX Function Code 0D042H 

BL Sub-function OOH - Presence test 

Output 

CF Carry Flag Carry Set - Failure - AH contains status 
Carry Clear - All return values valid 

AH Return Code 

AL OEM Error Additional OEM information. 

EBX Signature Part 1 ‘INTE’ - Part one of the signature 

ECX Signature Part 2 ‘LPEP’- Part two of the signature 

EDX Loader Version Version number of the microcode update loader 
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Table 9-14. Parameters for the Presence Test (Contd.) 


Input 


Sl 


Update Count 


Number of 2048 update blocks in NVRAM the BIOS allocated to storing 
microcode updates 


Return Codes (see Table 9-19 for code definitions 


SUCCESS 


The function completed successfully. 


NOT_IMPLEMENTED 


The function is not implemented. 


In order to assure that the BIOS function is present, the caller must verify the carry flag, the return code, and the 
64-bit signature. The update count reflects the number of 2048-byte blocks available for storage within one non- 


volatile RAM. 


The loader version number refers to the revision of the update loader program that is included in the system BIOS 


image. 


9.11.8.6 Function 01H—Write Microcode Update Data 


This function integrates a new microcode update into the BIOS storage device. Table 9-15 lists the parameters and 


return codes for the function. 


Table 9-15. Parameters for the Write Update Data Function 


Input 

AX Function Code 0D042H 

BL Sub-function 01H - Write update 

ES:DI Update Address Real Mode pointer to the Intel Update structure. This buffer is 2048 bytes in 
length if the processor supports only fixed-size microcode update or... 
Real Mode pointer to the Intel Update structure. This buffer is 64 KBytes in 
length if the processor supports a variable-size microcode update. 

CX Scratch Pad1 Real mode segment address of 64 KBytes of RAM block 

DX Scratch Pad2 Real mode segment address of 64 KBytes of RAM block 

Sl Scratch Pad3 Real mode segment address of 64 KBytes of RAM block 

SS:SP Stack pointer 32 KBytes of stack minimum 

Output 

CF Carry Flag Carry Set - Failure - AH Contains status 
Carry Clear - All return values valid 

AH Return Code Status of the call 

AL OEM Error Additional OEM information 


Return Codes (see Table 9-19 for code definitions 


SUCCESS 


The function completed successfully. 


NOT_IMPLEMENTED 


The function is not implemented. 


WRITE_FAILURE 
ERASE_FAILURE 


A failure occurred because of the inability to write the storage device. 


A failure occurred because of the inability to erase the storage device. 


READ_FAILURE 


A failure occurred because of the inability to read the storage device. 
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Table 9-15. Parameters for the Write Update Data Function (Contd.) 


Input 

STORAGE_FULL The BIOS non-volatile storage area is unable to accommodate the update 
because all available update blocks are filled with updates that are needed for 
processors in the system. 

CPU_NOT_PRESENT The processor stepping does not currently exist in the system. 

INVALID_HEADER The update header contains a header or loader version that is not recognized by 
the BIOS. 

INVALID_HEADER_CS The update does not checksum correctly. 

SECURITY_FAILURE The processor rejected the update. 

INVALID_REVISION The same or more recent revision of the update exists in the storage device. 

Description 


The BIOS is responsible for selecting an appropriate update block in the non-volatile storage for storing the new 
update. This BIOS is also responsible for ensuring the integrity of the information provided by the caller, including 
authenticating the proposed update before incorporating it into storage. 


Before writing the update block into NVRAM, the BIOS should ensure that the update structure meets the following 
criteria in the following order: 


1. The update header version should be equal to an update header version recognized by the BIOS. 


2. The update loader version in the update header should be equal to the update loader version contained within 
the BIOS image. 


3. The update block must checksum. This checksum is computed as a 32-bit summation of all double words in the 
structure, including the header, data, and processor signature table. 


The BIOS selects update block(s) in non-volatile storage for storing the candidate update. The BIOS can select any 
available update block as long as it guarantees that only a single update exists for any given processor stepping in 
non-volatile storage. If the update block selected already contains an update, the following additional criteria apply 
to overwrite it: 


¢ The processor signature in the proposed update must be equal to the processor signature in the header of the 
current update in NVRAM (Processor Signature + platform ID bits). 


¢ The update revision in the proposed update should be greater than the update revision in the header of the 
current update in NVRAM. 


If no unused update blocks are available and the above criteria are not met, the BIOS can overwrite update 
block(s) for a processor stepping that is no longer present in the system. This can be done by scanning the update 
blocks and comparing the processor steppings, identified in the MP Specification table, to the processor steppings 
that currently exist in the system. 


Finally, before storing the proposed update in NVRAM, the BIOS must verify the authenticity of the update via the 
mechanism described in Section 9.11.6, “Microcode Update Loader.” This includes loading the update into the 
current processor, executing the CPUID instruction, reading MSR O8Bh, and comparing a calculated value with the 
update revision in the proposed update header for equality. 


When performing the write update function, the BIOS must record the entire update, including the header, the 
update data, and the extended processor signature table (if applicable). When writing an update, the original 
contents may be overwritten, assuming the above criteria have been met. It is the responsibility of the BIOS to 
ensure that more recent updates are not overwritten through the use of this BIOS call, and that only a single 
update exists within the NVRAM for any processor stepping and platform ID. 


Figure 9-8 and Figure 9-9 show the process the BIOS follows to choose an update block and ensure the integrity of 
the data when it stores the new microcode update. 
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Figure 9-8. Microcode Update Write Operation Flow [1] 
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Figure 9-9. Microcode Update Write Operation Flow [2] 


9.11.8.7. Function O2H—Microcode Update Control 


This function enables loading of binary updates into the processor. Table 9-16 lists the parameters and return codes 
for the function. 
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Table 9-16. Parameters for the Control Update Sub-function 


Input 
AX Function Code 0D042H 
BL Sub-function 02H - Control update 
BH Task See the description below. 
CX Scratch Pad1 Real mode segment of 64 KBytes of RAM block 
DX Scratch Pad2 Real mode segment of 64 KBytes of RAM block 
SI Scratch Pad3 Real mode segment of 64 KBytes of RAM block 
SS:SP Stack pointer 32 kilobytes of stack minimum 
Output 
CF Carry Flag Carry Set - Failure - AH contains status 
Carry Clear - All return values valid. 
AH Return Code Status of the call 
AL OEM Error Additional OEM Information. 
BL Update Status Either enable or disable indicator 
Return Codes (see Table 9-19 for code definitions) 
SUCCESS Function completed successfully. 
READ_FAILURE A failure occurred because of the inability to read the storage device. 


This control is provided on a global basis for all updates and processors. The caller can determine the current status 
of update loading (enabled or disabled) without changing the state. The function does not allow the caller to disable 
loading of binary updates, as this poses a security risk. 


The caller specifies the requested operation by placing one of the values from Table 9-17 in the BH register. After 
successfully completing this function, the BL register contains either the enable or the disable designator. Note that 
if the function fails, the update status return value is undefined. 


Table 9-17. Mnemonic Values 


Mnemonic Value Meaning 
Enable 1 Enable the Update loading at initialization time. 
Query 2 Determine the current state of the update control without changing its status. 


The READ_FAILURE error code returned by this function has meaning only if the control function is implemented in 
the BIOS NVRAM. The state of this feature (enabled/disabled) can also be implemented using CMOS RAM bits 
where READ failure errors cannot occur. 


9.11.8.8 Function O3H—Read Microcode Update Data 


This function reads a currently installed microcode update from the BIOS storage into a caller-provided RAM buffer. 
Table 9-18 lists the parameters and return codes. 


Table 9-18. Parameters for the Read Microcode Update Data Function 


Input 

AX Function Code 0D042H 

BL Sub-function 03H - Read Update 

ES:DI Buffer Address Real Mode pointer to the Intel Update structure that 
will be written with the binary data 
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Table 9-18. Parameters for the Read Microcode Update Data Function (Contd.) 


ECX Scratch Pad1 Real Mode Segment address of 64 KBytes of RAM 
Block (lower 16 bits) 

ECX Scratch Pad2 Real Mode Segment address of 64 KBytes of RAM 
Block (upper 16 bits) 

DX Scratch Pad3 Real Mode Segment address of 64 KBytes of RAM 
Block 

SS:SP Stack pointer 32 KBytes of Stack Minimum 

SI Update Number This is the index number of the update block to be 


read. This value is zero based and must be less than 
the update count returned from the presence test 


function. 

Output 

CF Carry Flag Carry Set - Failure - AH contains Status 

Carry Clear - All return values are 

valid. 

AH Return Code Status of the Call 

AL OEM Error Additional OEM Information 

Return Codes (see Table 9-19 for code definitions) 

SUCCESS The function completed successfully. 

READ_FAILURE There was a failure because of the inability to read the 
storage device. 

UPDATE_NUM_INVALID Update number exceeds the maximum number of 
update blocks implemented by the BIOS. 

NOT_EMPTY The specified update block is a subsequent block in use 
to store a valid microcode update that spans multiple 
blocks. 

The specified block is not a header block and is not 
empty. 


The read function enables the caller to read any microcode update data that already exists in a BIOS and make 
decisions about the addition of new updates. As a result of a successful call, the BIOS copies the microcode update 
into the location pointed to by ES:DI, with the contents of all Update block(s) that are used to store the specified 
microcode update. 


If the specified block is not a header block, but does contain valid data from a microcode update that spans multiple 
update blocks, then the BIOS must return Failure with the NOT_EMPTY error code in AH. 


An update block is considered unused and available for storing a new update if its Header Version contains the 
value OFFFFFFFFH after return from this function call. The actual implementation of NVRAM storage management 
is not specified here and is BIOS dependent. As an example, the actual data value used to represent an empty 
block by the BIOS may be zero, rather than OFFFFFFFFH. The BIOS is responsible for translating this information 
into the header provided by this function. 


9.11.8.9 Return Codes 


After the call has been made, the return codes listed in Table 9-19 are available in the AH register. 
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Table 9-19. Return Code Definitions 


Return Code Value Description 

SUCCESS OOH The function completed successfully. 

NOT_IMPLEMENTED 86H The function is not implemented. 

ERASE_FAILURE 90H A failure because of the inability to erase the storage device. 
WRITE_FAILURE 91H A failure because of the inability to write the storage device. 
READ_FAILURE 92H A failure because of the inability to read the storage device. 
STORAGE_FULL 93H The BIOS non-volatile storage area is unable to accommodate the update 


because all available update blocks are filled with updates that are needed 
for processors in the system. 


CPU_NOT_PRESENT 94H The processor stepping does not currently exist in the system. 

INVALID_HEADER 95H The update header contains a header or loader version that is not 
recognized by the BIOS. 

INVALID_HEADER_CS 96H The update does not checksum correctly. 

SECURITY_FAILURE 97H The update was rejected by the processor. 

INVALID_REVISION 98H The same or more recent revision of the update exists in the storage device. 

UPDATE_NUM_INVALID 99H The update number exceeds the maximum number of update blocks 
implemented by the BIOS. 

NOT_EMPTY 9AH The specified update block is a subsequent block in use to store a valid 


microcode update that spans multiple blocks. 


The specified block is not a header block and is not empty. 
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CHAPTER 10 
ADVANCED PROGRAMMABLE 
INTERRUPT CONTROLLER (APIC) 


The Advanced Programmable Interrupt Controller (APIC), referred to in the following sections as the local APIC, 
was introduced into the IA-32 processors with the Pentium processor (see Section 21.27, “Advanced Program- 
mable Interrupt Controller (APIC)”) and is included in the P6 family, Pentium 4, Intel Xeon processors, and other 
more recent Intel 64 and IA-32 processor families (see Section 10.4.2, “Presence of the Local APIC”). The local 
APIC performs two primary functions for the processor: 


¢ It receives interrupts from the processor’s interrupt pins, from internal sources and from an external I/O APIC 
(or other external interrupt controller). It sends these to the processor core for handling. 


¢ In multiple processor (MP) systems, it sends and receives interprocessor interrupt (IPI) messages to and from 
other logical processors on the system bus. IPI messages can be used to distribute interrupts among the 
processors in the system or to execute system wide functions (such as, booting up processors or distributing 
work among a group of processors). 


The external I/O APIC is part of Intel’s system chip set. Its primary function is to receive external interrupt events 
from the system and its associated I/O devices and relay them to the local APIC as interrupt messages. In MP 
systems, the I/O APIC also provides a mechanism for distributing external interrupts to the local APICs of selected 
processors or groups of processors on the system bus. 


This chapter provides a description of the local APIC and its programming interface. It also provides an overview of 
the interface between the local APIC and the I/O APIC. Contact Intel for detailed information about the I/O APIC. 


When a local APIC has sent an interrupt to its processor core for handling, the processor uses the interrupt and 
exception handling mechanism described in Chapter 6, “Interrupt and Exception Handling.” See Section 6.1, “Inter- 
rupt and Exception Overview,” for an introduction to interrupt and exception handling. 


10.1 LOCAL AND I/0 APIC OVERVIEW 


Each local APIC consists of a set of APIC registers (see Table 10-1) and associated hardware that control the 
delivery of interrupts to the processor core and the generation of IPI messages. The APIC registers are memory 
mapped and can be read and written to using the MOV instruction. 


Local APICs can receive interrupts from the following sources: 


¢ Locally connected I/O devices — These interrupts originate as an edge or level asserted by an I/O device 
that is connected directly to the processor’s local interrupt pins (LINTO and LINT1). The I/O devices may also 
be connected to an 8259-type interrupt controller that is in turn connected to the processor through one of the 
local interrupt pins. 


° Externally connected I/O devices — These interrupts originate as an edge or level asserted by an I/O 
device that is connected to the interrupt input pins of an I/O APIC. Interrupts are sent as I/O interrupt 
messages from the I/O APIC to one or more of the processors in the system. 


¢ Inter-processor interrupts (IPIs) — An Intel 64 or IA-32 processor can use the IPI mechanism to interrupt 
another processor or group of processors on the system bus. IPIs are used for software self-interrupts, 
interrupt forwarding, or preemptive scheduling. 


¢ APIC timer generated interrupts — The local APIC timer can be programmed to send a local interrupt to its 
associated processor when a programmed count is reached (see Section 10.5.4, “APIC Timer”). 


¢ Performance monitoring counter interrupts — P6 family, Pentium 4, and Intel Xeon processors provide the 
ability to send an interrupt to its associated processor when a performance-monitoring counter overflows (see 
Section 18.6.3.5.8, “Generating an Interrupt on Overflow”). 


¢ Thermal Sensor interrupts — Pentium 4 and Intel Xeon processors provide the ability to send an interrupt to 
themselves when the internal thermal sensor has been tripped (see Section 14.8.2, “Thermal Monitor”). 
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¢ APIC internal error interrupts — When an error condition is recognized within the local APIC (such as an 
attempt to access an unimplemented register), the APIC can be programmed to send an interrupt to its 
associated processor (see Section 10.5.3, “Error Handling”). 


Of these interrupt sources: the processor’s LINTO and LINT1 pins, the APIC timer, the performance-monitoring 
counters, the thermal sensor, and the internal APIC error detector are referred to as local interrupt sources. 
Upon receiving a signal from a local interrupt source, the local APIC delivers the interrupt to the processor core 
using an interrupt delivery protocol that has been set up through a group of APIC registers called the local vector 
table or LVT (see Section 10.5.1, “Local Vector Table”). A separate entry is provided in the local vector table for 
each local interrupt source, which allows a specific interrupt delivery protocol to be set up for each source. For 
example, if the LINT1 pin is going to be used as an NMI pin, the LINT1 entry in the local vector table can be set up 
to deliver an interrupt with vector number 2 (NMI interrupt) to the processor core. 


The local APIC handles interrupts from the other two interrupt sources (externally connected I/O devices and IPIs) 
through its IPI message handling facilities. 


A processor can generate IPIs by programming the interrupt command register (ICR) in its local APIC (see Section 
10.6.1, “Interrupt Command Register (ICR)”). The act of writing to the ICR causes an IPI message to be generated 
and issued on the system bus (for Pentium 4 and Intel Xeon processors) or on the APIC bus (for Pentium and P6 
family processors). See Section 10.2, “System Bus Vs. APIC Bus.” 


IPIs can be sent to other processors in the system or to the originating processor (self-interrupts). When the target 
processor receives an IPI message, its local APIC handles the message automatically (using information included 
in the message such as vector number and trigger mode). See Section 10.6, “Issuing Interprocessor Interrupts,” 
for a detailed explanation of the local APIC’s IPI message delivery and acceptance mechanism. 


The local APIC can also receive interrupts from externally connected devices through the I/O APIC (see 
Figure 10-1). The I/O APIC is responsible for receiving interrupts generated by system hardware and I/O devices 
and forwarding them to the local APIC as interrupt messages. 


Pentium 4 and Pentium and P6 
Intel Xeon Processors Family Processors 
Processor Core Processor Core 
Local APIC Local APIC 
Interrupt Local Interrupt Local 
Messages Interrupts Messages Interrupts 


Interrupt} System Bus 3-Wire APIC Bus 
Messages 
Bridge <—— External 
Leal }<<—— Interrupts 


ad System Chip Set 


<—— External 
eo ene |}<<—;— Interrupts 


System Chip Set 


Figure 10-1. Relationship of Local APIC and I/O APIC In Single-Processor Systems 


Individual pins on the I/O APIC can be programmed to generate a specific interrupt vector when asserted. The I/O 
APIC also has a “virtual wire mode” that allows it to communicate with a standard 8259A-style external interrupt 
controller. Note that the local APIC can be disabled (see Section 10.4.3, “Enabling or Disabling the Local APIC”). 
This allows an associated processor core to receive interrupts directly from an 8259A interrupt controller. 
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Both the local APIC and the I/O APIC are designed to operate in MP systems (see Figures 10-2 and 10-3). Each 
local APIC handles interrupts from the I/O APIC, IPIs from processors on the system bus, and self-generated inter- 


rupts. Interrupts can also be delivered to the individual processors through the local interrupt pins; however, this 
mechanism is commonly not used in MP systems. 


Processor #1 Processor #2 Processor #3 Processor #3 
CPU CPU CPU CPU 
Local APIC Local APIC Local APIC Local APIC 
Interrupt Interrupt Interrupt Interrupt 
Messages | IPIs Messaues IPIs Messages IPIS_ Messages IPIs 
Interrupt Processor System Bus 
Messages 
Bridge 


<—— External 
WOPOIS ~<<—— Interrupts 


System Chip Set 


Figure 10-2. Local APICs and I/O APIC When Intel Xeon Processors Are Used in Multiple-Processor Systems 


rrocessor #1 Processor #2 Processor #3 Processor #4 
CPU CPU CPU CPU 
Local APIC Local APIC Local APIC Local APIC 
Interrupt IPIs Interrupt IPIs Interrupt IPIs Interrupt IPIs 
Messages Messages Messages Messages 
Interrupt 3-wire APIC Bus 
Messages 


External -——> | 
Interrupts || VO APIC 


System Chip Set 


Figure 10-3. Local APICs and I/O APIC When P6 Family Processors Are Used in Multiple-Processor Systems 


The IPI mechanism is typically used in MP systems to send fixed interrupts (interrupts for a specific vector number) 
and special-purpose interrupts to processors on the system bus. For example, a local APIC can use an IPI to 
forward a fixed interrupt to another processor for servicing. Special-purpose IPIs (including NMI, INIT, SMI and 
SIPI IPIs) allow one or more processors on the system bus to perform system-wide boot-up and control functions. 


The following sections focus on the local APIC and its implementation in the Pentium 4, Intel Xeon, and P6 family 
processors. In these sections, the terms “local APIC” and “I/O APIC” refer to local and I/O APICs used with the P6 
family processors and to local and I/O xAPICs used with the Pentium 4 and Intel Xeon processors (see Section 
10.3, “The Intel® 82489DxX External APIC, the APIC, the xAPIC, and the X2APIC”). 
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10.2 SYSTEM BUS VS. APIC BUS 


For the P6 family and Pentium processors, the I/O APIC and local APICs communicate through the 3-wire inter- 
APIC bus (see Figure 10-3). Local APICs also use the APIC bus to send and receive IPIs. The APIC bus and its 
messages are invisible to software and are not classed as architectural. 


Beginning with the Pentium 4 and Intel Xeon processors, the I/O APIC and local APICs (using the xAPIC architec- 
ture) communicate through the system bus (see Figure 10-2). The I/O APIC sends interrupt requests to the 
processors on the system bus through bridge hardware that is part of the Intel chip set. The bridge hardware 
generates the interrupt messages that go to the local APICs. IPIs between local APICs are transmitted directly on 
the system bus. 


10.3. THE INTEL® 82489DX EXTERNAL APIC, THE APIC, THE XAPIC, AND THE 
X2APIC 


The local APIC in the P6 family and Pentium processors is an architectural subset of the Intel® 82489DxX external 
APIC. See Section 21.27.1, “Software Visible Differences Between the Local APIC and the 82489Dx.” 


The APIC architecture used in the Pentium 4 and Intel Xeon processors (called the xAPIC architecture) is an exten- 
sion of the APIC architecture found in the P6 family processors. The primary difference between the APIC and 
xAPIC architectures is that with the xAPIC architecture, the local APICs and the I/O APIC communicate through the 
system bus. With the APIC architecture, they communication through the APIC bus (see Section 10.2, “System Bus 
Vs. APIC Bus”). Also, some APIC architectural features have been extended and/or modified in the xAPIC architec- 
ture. These extensions and modifications are described in Section 10.4 through Section 10.10. 


The basic operating mode of the xAPIC is xAPIC mode. The x2APIC architecture is an extension of the xAPIC 
architecture, primarily to increase processor addressability. The x2APIC architecture provides backward compati- 
bility to the xAPIC architecture and forward extendability for future Intel platform innovations. These extensions 
and modifications are supported by a new mode of execution (x2APIC mode) are detailed in Section 10.12. 


10.4 LOCAL APIC 


The following sections describe the architecture of the local APIC and how to detect it, identify it, and determine its 
status. Descriptions of how to program the local APIC are given in Section 10.5.1, “Local Vector Table,” and Section 
10.6.1, “Interrupt Command Register (ICR).” 


10.4.1. The Local APIC Block Diagram 


Figure 10-4 gives a functional block diagram for the local APIC. Software interacts with the local APIC by reading 
and writing its registers. APIC registers are memory-mapped to a 4-KByte region of the processor’s physical 
address space with an initial starting address of FEEQOOOOH. For correct APIC operation, this address space must 
be mapped to an area of memory that has been designated as strong uncacheable (UC). See Section 11.3, 
“Methods of Caching Available.” 


In MP system configurations, the APIC registers for Intel 64 or IA-32 processors on the system bus are initially 
mapped to the same 4-KByte region of the physical address space. Software has the option of changing initial 
mapping to a different 4-KByte region for all the local APICs or of mapping the APIC registers for each local APIC to 
its own 4-KByte region. Section 10.4.5, “Relocating the Local APIC Registers,” describes how to relocate the base 
address for APIC registers. 


On processors supporting x2APIC architecture (indicated by CPUID.O1H:ECX[21] = 1), the local APIC supports 
operation both in xAPIC mode and (if enabled by software) in x2APIC mode. x2APIC mode provides extended 
processor addressability (see Section 10.12). 
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NOTE 


For P6 family, Pentium 4, and Intel Xeon processors, the APIC handles all memory accesses to 
addresses within the 4-KByte APIC register space internally and no external bus cycles are 
produced. For the Pentium processors with an on-chip APIC, bus cycles are produced for accesses 
to the APIC register space. Thus, for software intended to run on Pentium processors, system 
software should explicitly not map the APIC register space to regular system memory. Doing so can 
result in an invalid opcode exception (#UD) being generated or unpredictable execution. 
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1. Introduced in P6 family processors. 

2. Introduced in the Pentium 4 and Intel Xeon processors. 

3. Three-wire APIC bus in P6 family and Pentium processors. 
4. Not implemented in Pentium 4 and Intel Xeon processors. 


Figure 10-4. Local APIC Structure 


Table 10-1 shows how the APIC registers are mapped into the 4-KByte APIC register space. Registers are 32 bits, 
64 bits, or 256 bits in width; all are aligned on 128-bit boundaries. All 32-bit registers should be accessed using 
128-bit aligned 32-bit loads or stores. Some processors may support loads and stores of less than 32 bits to some 
of the APIC registers. This is model specific behavior and is not guaranteed to work on all processors. Any 
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FP/MMX/SSE access to an APIC register, or any access that touches bytes 4 through 15 of an APIC register may 
cause undefined behavior and must not be executed. This undefined behavior could include hangs, incorrect results 
or unexpected exceptions, including machine checks, and may vary between implementations. Wider registers 
(64-bit or 256-bit) must be accessed using multiple 32-bit loads or stores, with all accesses being 128-bit aligned. 


The local APIC registers listed in Table 10-1 are not MSRs. The only MSR associated with the programming of the 
local APIC is the IA32_APIC_BASE MSR (see Section 10.4.3, “Enabling or Disabling the Local APIC”). 


NOTE 


In processors based on Intel microarchitecture code name Nehalem! the Local APIC ID Register is 
no longer Read/Write; it is Read Only. 


Table 10-1 Local APIC Register Address Map 


Address Register Name Software Read/Write 

FEEO OOOOH Reserved 

FEEO 0010H Reserved 

FEEO 0020H Local APIC ID Register Read/Write. 

FEEO 0030H Local APIC Version Register Read Only. 

FEEO 0040H Reserved 

FEEO OO50H Reserved 

FEEO OO60H Reserved 

FEEO 0070H Reserved 

FEEO OO80H Task Priority Register (TPR) Read/Write. 

FEEO OOS0H Arbitration Priority Register! (APR) Read Only. 

FEEO OOAOH Processor Priority Register (PPR) Read Only. 

FEEO OOBOH EOI Register Write Only. 

FEEO OOCOH Remote Read Register! (RRD) Read Only 

FEEO OODOH Logical Destination Register Read/Write. 

FEEO OOEOH Destination Format Register Read/Write (See Section 
10.6.2.2). 

FEEO OOFOH Spurious Interrupt Vector Register Read/Write (see Section 10.9. 

FEEO 0100H In-Service Register (ISR); bits 31:0 Read Only. 

FEEO 0110H In-Service Register (ISR); bits 63:32 Read Only. 

FEEO 0120H In-Service Register (ISR); bits 95:64 Read Only. 

FEEO 0130H In-Service Register (ISR); bits 127:96 Read Only. 

FEEO 0140H In-Service Register (ISR); bits 159:128 Read Only. 

FEEO 0150H In-Service Register (ISR); bits 191:160 Read Only. 

FEEO 0160H In-Service Register (ISR); bits 223:192 Read Only. 

FEEO 0170H In-Service Register (ISR); bits 255:224 Read Only. 

FEEO 0180H Trigger Mode Register (TMR); bits 31:0 Read Only. 

FEEO 0190H Trigger Mode Register (TMR); bits 63:32 Read Only. 

FEEO 01A0H Trigger Mode Register (TMR); bits 95:64 Read Only. 


1. See Table 2-1, “CPUID Signature Values of DisplayFamily_DisplayModel,” on page 1, and Section 2.8, “MSRs In the Intel® Microarchi- 
tecture Code Name Nehalem” of the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 4 to determine which 
processors are based on Nehalem microarchitecture. 
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Table 10-1 Local APIC Register Address Map (Contd.) 


Address Register Name Software Read/Write 
FEEO 01BOH Trigger Mode Register (TMR); bits 127:96 Read Only. 
FEEO 01COH Trigger Mode Register (TMR); bits 159:128 Read Only. 
FEEO 01D0H Trigger Mode Register (TMR); bits 191:160 Read Only. 
FEEO 01E0H Trigger Mode Register (TMR); bits 223:192 Read Only. 
FEEO 01FOH Trigger Mode Register (TMR); bits 255:224 Read Only. 
FEEO 0O200H Interrupt Request Register (IRR); bits 31:0 Read Only. 
FEEO 0210H Interrupt Request Register (IRR); bits 63:32 Read Only. 
FEEO 0220H Interrupt Request Register (IRR); bits 95:64 Read Only. 
FEEO 0230H Interrupt Request Register (IRR); bits 127:96 Read Only. 
FEEO 0240H Interrupt Request Register (IRR); bits 159:128 Read Only. 
FEEO 0250H Interrupt Request Register (IRR); bits 191:160 Read Only. 
FEEO 0O260H Interrupt Request Register (IRR); bits 223:192 Read Only. 
FEEO 0270H Interrupt Request Register (IRR); bits 255:224 Read Only. 
FEEO 0280H Error Status Register Read Only. 
FEEO 0290H through Reserved 

FEEO O2E0H 

FEEO O2FOH LWT Corrected Machine Check Interrupt (CMCI) Register Read/Write. 
FEEO 0300H Interrupt Command Register (ICR); bits 0-31 Read/Write. 
FEEO 0310H Interrupt Command Register (ICR); bits 32-63 Read/Write. 
FEEO 0320H LVT Timer Register Read/Write. 
FEEO 0330H LVT Thermal Sensor Register? Read/Write. 
FEEO 0340H LVT Performance Monitoring Counters Register? Read/Write. 
FEEO 0350H LVT LINTO Register Read/Write. 
FEEO 0360H LVT LINT1 Register Read/Write. 
FEEO 0370H LVT Error Register Read/Write. 
FEEO 0380H Initial Count Register (for Timer) Read/Write. 
FEEO 0390H Current Count Register (for Timer) Read Only. 
FEEO O3A0H through Reserved 

FEEO O3D0H 

FEEO O3E0H Divide Configuration Register (for Timer) Read/Write. 
FEEO O3FOH Reserved 

NOTES: 


1. Not supported in the Pentium 4 and Intel Xeon processors. The Illegal Register Access bit (7) of the ESR will not be set when writ- 


ing to these registers. 


2. Introduced in the Pentium 4 and Intel Xeon processors. This APIC register and its associated function are implementation depen- 
dent and may not be present in future IA-32 or Intel 64 processors. 
3. Introduced in the Pentium Pro processor. This APIC register and its associated function are implementation dependent and may not 
be present in future IA-32 or Intel 64 processors. 
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10.4.2 Presence of the Local APIC 


Beginning with the P6 family processors, the presence or absence of an on-chip local APIC can be detected using 
the CPUID instruction. When the CPUID instruction is executed with a source operand of 1 in the EAX register, bit 9 
of the CPUID feature flags returned in the EDX register indicates the presence (set) or absence (clear) of a local 
APIC. 


10.4.3. Enabling or Disabling the Local APIC 
The local APIC can be enabled or disabled in either of two ways: 
1. Using the APIC global enable/disable flag in the IA32_APIC_BASE MSR (MSR address 1BH; see Figure 10-5): 


— When IA32_APIC_BASE[11] is 0, the processor is functionally equivalent to an IA-32 processor without an 
on-chip APIC. The CPUID feature flag for the APIC (see Section 10.4.2, “Presence of the Local APIC”) is also 
set to 0. 


— When IA32_APIC_BASE[11] is set to 0, processor APICs based on the 3-wire APIC bus cannot be generally 
re-enabled until a system hardware reset. The 3-wire bus loses track of arbitration that would be necessary 
for complete re-enabling. Certain APIC functionality can be enabled (for example: performance and 
thermal monitoring interrupt generation). 


— For processors that use Front Side Bus (FSB) delivery of interrupts, software may disable or enable the 
APIC by setting and resetting IA32_APIC_BASE[11]. A hardware reset is not required to re-start APIC 
functionality, if software guarantees no interrupt will be sent to the APIC as IA32_APIC_BASE[11] is 
cleared. 


— When JA32_APIC_BASE[11] is set to 0, prior initialization to the APIC may be lost and the APIC may return 
to the state described in Section 10.4.7.1, “Local APIC State After Power-Up or Reset.” 


2. Using the APIC software enable/disable flag in the spurious-interrupt vector register (see Figure 10-23): 


— If IA32_APIC_BASE[11] is 1, software can temporarily disable a local APIC at any time by clearing the APIC 
software enable/disable flag in the spurious-interrupt vector register (see Figure 10-23). The state of the 
local APIC when in this software-disabled state is described in Section 10.4.7.2, “Local APIC State After It 
Has Been Software Disabled.” 


— When the local APIC is in the software-disabled state, it can be re-enabled at any time by setting the APIC 
software enable/disable flag to 1. 


For the Pentium processor, the APICEN pin (which is shared with the PICD1 pin) is used during power-up or reset 
to disable the local APIC. 


Note that each entry in the LVT has a mask bit that can be used to inhibit interrupts from being delivered to the 
processor from selected local interrupt sources (the LINTO and LINT1 pins, the APIC timer, the performance-moni- 
toring counters, the thermal sensor, and/or the internal APIC error detector). 


10.4.4 Local APIC Status and Location 


The status and location of the local APIC are contained in the IA32_APIC_BASE MSR (see Figure 10-5). MSR bit 

functions are described below: 

° BSP flag, bit 8 — Indicates if the processor is the bootstrap processor (BSP). See Section 8.4, “Multiple- 
Processor (MP) Initialization.” Following a power-up or reset, this flag is set to 1 for the processor selected as 
the BSP and set to 0 for the remaining processors (APs). 

° APIC Global Enable flag, bit 11 — Enables or disables the local APIC (see Section 10.4.3, “Enabling or 
Disabling the Local APIC”). This flag is available in the Pentium 4, Intel Xeon, and P6 family processors. It is not 
guaranteed to be available or available at the same location in future Intel 64 or IA-32 processors. 

° APIC Base field, bits 12 through 35 — Specifies the base address of the APIC registers. This 24-bit value is 
extended by 12 bits at the low end to form the base address. This automatically aligns the address on a 4-KByte 
boundary. Following a power-up or reset, the field is set to FEEO OOOOH. 


° Bits 0 through 7, bits 9 and 10, and bits MAXPHYADDR2 through 63 in the IA32_APIC_BASE MSR are reserved. 
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63 MAXPHYADDR 121110987 0 


Reserved APIC Base | | 


APIC Base—Base physical address 
APIC global enable/disable 
BSP—Processor is BSP 


Reserved 


Figure 10-5. IA32_APIC_BASE MSR (APIC_BASE_MSR in P6 Family) 


10.4.5 Relocating the Local APIC Registers 


The Pentium 4, Intel Xeon, and P6 family processors permit the starting address of the APIC registers to be relo- 
cated from FEEQOOOOH to another physical address by modifying the value in the base address field of the 
IA32_APIC_BASE MSR. This extension of the APIC architecture is provided to help resolve conflicts with memory 
maps of existing systems and to allow individual processors in an MP system to map their APIC registers to 
different locations in physical memory. 


10.4.6 Local APIC ID 


At power up, system hardware assigns a unique APIC ID to each local APIC on the system bus (for Pentium 4 and 
Intel Xeon processors) or on the APIC bus (for P6 family and Pentium processors). The hardware assigned APIC ID 
is based on system topology and includes encoding for socket position and cluster information (see Figure 8-2 and 
Section 8.9.1, “Hierarchical Mapping of Shared Resources”). 


In MP systems, the local APIC ID is also used as a processor ID by the BIOS and the operating system. Some 
processors permit software to modify the APIC ID. However, the ability of software to modify the APIC ID is 
processor model specific. Because of this, operating system software should avoid writing to the local APIC ID 
register. The value returned by bits 31-24 of the EBX register (when the CPUID instruction is executed with a 
source operand value of 1 in the EAX register) is always the Initial APIC ID (determined by the platform initializa- 
tion). This is true even if software has changed the value in the Local APIC ID register. 


The processor receives the hardware assigned APIC ID (or Initial APIC ID) by sampling pins A11# and A12# and 
pins BRO# through BR3# (for the Pentium 4, Intel Xeon, and P6 family processors) and pins BEO# through BE3# 
(for the Pentium processor). The APIC ID latched from these pins is stored in the APIC ID field of the local APIC ID 
register (see Figure 10-6), and is used as the Initial APIC ID for the processor. 


2. The MAXPHYADDR is 36 bits for processors that do not support CPUID leaf 80000008H, or indicated by 
CPUID.8O000008H:EAX|[bits 7:0] for processors that support CPUID leaf 80000008H. 
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P6 family and Pentium processors 
xAPIC Mode 31.27 2A 0 
Address: 0FEE0 0020H 
Value after reset: 0000 0000H APIC ID Reserved 
Pentium 4 processors, Xeon processors, and later processors 
31 24 0 
APIC ID Reserved 
x2APIC Mode 31 ) 
MSR Address: 802H x2APIC ID 


Figure 10-6. Local APIC ID Register 


For the P6 family and Pentium processors, the local APIC ID field in the local APIC ID register is 4 bits. Encodings 
OH through EH can be used to uniquely identify 15 different processors connected to the APIC bus. For the Pentium 
4 and Intel Xeon processors, the xAPIC specification extends the local APIC ID field to 8 bits. These can be used to 
identify up to 255 processors in the system. 


10.4.7 Local APIC State 


The following sections describe the state of the local APIC and its registers following a power-up or reset, after the 
local APIC has been software disabled, following an INIT reset, and following an INIT-deassert message. 


x2APIC will introduce 32-bit ID; see Section 10.12. 


10.4.7.1 Local APIC State After Power-Up or Reset 
Following a power-up or reset of the processor, the state of local APIC and its registers are as follows: 
¢ The following registers are reset to all Os. 
¢ IRR, ISR, TMR, ICR, LDR, and TPR. 
¢ Timer initial count and timer current count registers. 
* Divide configuration register. 
¢ The DFR register is reset to all 1s. 
° The LVT register is reset to Os except for the mask bits; these are set to 1s. 
¢ The local APIC version register is not affected. 


¢ The local APIC ID register is set to a unique APIC ID. (Pentium and P6 family processors only). The Arb ID 
register is set to the value in the APIC ID register. 


¢ The spurious-interrupt vector register is initialized to OOOOOOFFH. By setting bit 8 to 0, software disables the 
local APIC. 


e If the processor is the only processor in the system or it is the BSP in an MP system (see Section 8.4.1, “BSP 
and AP Processors”); the local APIC will respond normally to INIT and NMI messages, to INIT# signals and to 
STPCLK# signals. If the processor is in an MP system and has been designated as an AP; the local APIC will 
respond the same as for the BSP. In addition, it will respond to SIPI messages. For P6 family processors only, 
an AP will not respond to a STPCLK# signal. 
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10.4.7.2 Local APIC State After It Has Been Software Disabled 


When the APIC software enable/disable flag in the spurious interrupt vector register has been explicitly cleared (as 
opposed to being cleared during a power up or reset), the local APIC is temporarily disabled (see Section 10.4.3, 
“Enabling or Disabling the Local APIC”). The operation and response of a local APIC while in this software-disabled 
state is as follows: 


¢ The local APIC will respond normally to INIT, NMI, SMI, and SIPI messages. 
¢ Pending interrupts in the IRR and ISR registers are held and require masking or handling by the CPU. 


¢ The local APIC can still issue IPIs. It is software’s responsibility to avoid issuing IPIs through the IPI mechanism 
and the ICR register if sending interrupts through this mechanism is not desired. 


¢ The reception of any interrupt or transmission of any IPIs that are in progress when the local APIC is disabled 
are completed before the local APIC enters the software-disabled state. 


° The mask bits for all the LVT entries are set. Attempts to reset these bits will be ignored. 


¢ (For Pentium and P6 family processors) The local APIC continues to listen to all bus messages in order to keep 
its arbitration ID synchronized with the rest of the system. 


10.4.7.3_ Local APIC State After an INIT Reset (“Wait-for-SIPI” State) 

An INIT reset of the processor can be initiated in either of two ways: 

¢ By asserting the processor's INIT# pin. 

¢ By sending the processor an INIT IPI (an IPI with the delivery mode set to INIT). 


Upon receiving an INIT through either of these mechanisms, the processor responds by beginning the initialization 
process of the processor core and the local APIC. The state of the local APIC following an INIT reset is the same as 
it is after a power-up or hardware reset, except that the APIC ID and arbitration ID registers are not affected. This 
state is also referred to at the “wait-for-SIPI” state (see also: Section 8.4.2, “MP Initialization Protocol Require- 
ments and Restrictions”). 


10.4.7.4 Local APIC State After It Receives an INIT-Deassert IPI 


Only the Pentium and P6 family processors support the INIT-deassert IPI. An INIT-deassert IPI has no affect on the 
state of the APIC, other than to reload the arbitration ID register with the value in the APIC ID register. 


10.4.8 Local APIC Version Register 


The local APIC contains a hardwired version register. Software can use this register to identify the APIC version 
(see Figure 10-7). In addition, the register specifies the number of entries in the local vector table (LVT) for a 
specific implementation. 


The fields in the local APIC version register are as follows: 


Version The version numbers of the local APIC: 
OXH 82489DxX discrete APIC. 
10H - 15H Integrated APIC. 


Other values reserved. 


Max LVT Entry Shows the number of LVT entries minus 1. For the Pentium 4 and Intel Xeon processors (which 
have 6 LVT entries), the value returned in the Max LVT field is 5; for the P6 family processors 
(which have 5 LVT entries), the value returned is 4; for the Pentium processor (which has 4 LVT 
entries), the value returned is 3. For processors based on the Intel microarchitecture code 
name Nehalem (which has 7 LVT entries) and onward, the value returned is 6. 


Suppress EOI-broadcasts 
Indicates whether software can inhibit the broadcast of EOI message by setting bit 12 of the 
Spurious Interrupt Vector Register; see Section 10.8.5 and Section 10.9. 
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31 25 24 23 16 15 8 7 0 


Reserved Max LVT Entry Reserved Version 


Support for EOl-broadcast suppression 


Value after reset: OBNN OOVVH 

V = Version, N = # of LVT entries minus 1, 

B = 1 if EOl-broadcast suppression supported 
Address: FEEO 0030H 


Figure 10-7. Local APIC Version Register 


10.5 HANDLING LOCAL INTERRUPTS 


The following sections describe facilities that are provided in the local APIC for handling local interrupts. These 
include: the processor’s LINTO and LINT1 pins, the APIC timer, the performance-monitoring counters, the thermal 
sensor, and the internal APIC error detector. Local interrupt handling facilities include: the LVT, the error status 
register (ESR), the divide configuration register (DCR), and the initial count and current count registers. 


10.5.1 Local Vector Table 


The local vector table (LVT) allows software to specify the manner in which the local interrupts are delivered to the 

processor core. It consists of the following 32-bit APIC registers (see Figure 10-8), one for each local interrupt: 

° LVT CMCI Register (FEEO O2FOH) — Specifies interrupt delivery when an overflow condition of corrected 
machine check error count reaching a threshold value occurred in a machine check bank supporting CMCI (see 
Section 15.5.1, “CMCI Local APIC Interface”). 

¢ LVT Timer Register (FEEO 0320H) — Specifies interrupt delivery when the APIC timer signals an interrupt 
(see Section 10.5.4, “APIC Timer”). 


¢ LVT Thermal Monitor Register (FEEO 0330H) — Specifies interrupt delivery when the thermal sensor 
generates an interrupt (see Section 14.8.2, “Thermal Monitor”). This LVT entry is implementation specific, not 
architectural. If implemented, it will always be at base address FEEO 0330H. 

¢ LVT Performance Counter Register (FEEO 0340H) — Specifies interrupt delivery when a performance 
counter generates an interrupt on overflow (see Section 18.6.3.5.8, “Generating an Interrupt on Overflow”). 
This LVT entry is implementation specific, not architectural. If implemented, it is not guaranteed to be at base 
address FEEO 0340H. 

¢ LVTLINTO Register (FEEO 0350H) — Specifies interrupt delivery when an interrupt is signaled at the LINTO 
pin. 

¢ LVT LINT1 Register (FEEO 0360H) — Specifies interrupt delivery when an interrupt is signaled at the LINT1 
pin. 

¢ LVT Error Register (FEEO 0370H) — Specifies interrupt delivery when the APIC detects an internal error 
(see Section 10.5.3, “Error Handling”). 


The LVT performance counter register and its associated interrupt were introduced in the P6 processors and are 
also present in the Pentium 4 and Intel Xeon processors. The LVT thermal monitor register and its associated inter- 
rupt were introduced in the Pentium 4 and Intel Xeon processors. The LVT CMCI register and its associated inter- 
rupt were introduced in the Intel Xeon 5500 processors. 


As shown in Figures 10-8, some of these fields and flags are not available (and reserved) for some entries. 


The setup information that can be specified in the registers of the LVT table is as follows: 
Vector Interrupt vector number. 
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31 19 18 17 16 15 1312 11 87 0 
Timer Vector 
A . 
Timer Mode 1 ie ee 
00: One-shot alue after Reset: 
01: Periodic 
10: TSC-Deadline Bellvery statue 
0: Idle 
1: Send Pending 
Maskt 
0: Not Masked 
1: Masked | | 
Interrupt Input Delivery Mode 
Pin Polarity 000: Fixed 
010: SMI 
100: NMI 
Remote 111: ExtINT 
IRR 101: INIT 
All other combinations 
are reserved 
Trigger Mode 
0: Edge 
1: Level 
31 17 Yoy y 10] 87 0 
CMCI Vector 
LINTO Vector 
LINT1 Vector 
Error Vector 
Performance 
Mon. Counters Vector 
Thermal 
Sensor Vector 
16 15 14 13 12 
R q Address: FEEO 02FOH 
poene Address: FEEO 0350H 
Address: FEEO 0360H 
Address: FEEO 0370H 
t (Pentium 4 and Intel Xeon processors.) When a Address: FEEO 0340H 
performance monitoring counters interrupt is generated, Address: FEEO 0330H 
the mask bit for its associated LVT entry is set. Value After Reset: 0001 0000H 


Figure 10-8. Local Vector Table (LVT) 


Delivery Mode Specifies the type of interrupt to be sent to the processor. Some delivery modes will only 
operate as intended when used in conjunction with a specific trigger mode. The allowable 
delivery modes are as follows: 


000 (Fixed) Delivers the interrupt specified in the vector field. 


010 (SMI) Delivers an SMI interrupt to the processor core through the processor's lo- 
cal SMI signal path. When using this delivery mode, the vector field should 
be set to OOH for future compatibility. 


100 (NMI) Delivers an NMI interrupt to the processor. The vector information is ig- 
nored. 


101 (INIT) Delivers an INIT request to the processor core, which causes the processor 
to perform an INIT. When using this delivery mode, the vector field should 
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be set to OOH for future compatibility. Not supported for the LVT CMCI reg- 
ister, the LVT thermal monitor register, or the LVT performance counter 
register. 


110 Reserved; not supported for any LVT register. 


111 (ExtINT) Causes the processor to respond to the interrupt as if the interrupt origi- 
nated in an externally connected (8259A-compatible) interrupt controller. 
A special INTA bus cycle corresponding to ExtINT, is routed to the external 
controller. The external controller is expected to supply the vector informa- 
tion. The APIC architecture supports only one ExtINT source in a system, 
usually contained in the compatibility bridge. Only one processor in the 
system should have an LVT entry configured to use the ExtINT delivery 
mode. Not supported for the LVT CMCI register, the LVT thermal monitor 
register, or the LVT performance counter register. 


Delivery Status (Read Only) 
Indicates the interrupt delivery status, as follows: 


0 (Idle) There is currently no activity for this interrupt source, or the previous in- 
terrupt from this source was delivered to the processor core and accepted. 


1 (Send Pending) 
Indicates that an interrupt from this source has been delivered to the pro- 
cessor core but has not yet been accepted (see Section 10.5.5, “Local In- 
terrupt Acceptance”). 
Interrupt Input Pin Polarity 
Specifies the polarity of the corresponding interrupt pin: (0) active high or (1) active low. 


Remote IRR Flag (Read Only) 

For fixed mode, level-triggered interrupts; this flag is set when the local APIC accepts the 
interrupt for servicing and is reset when an EOI command is received from the processor. The 
meaning of this flag is undefined for edge-triggered interrupts and other delivery modes. 

Trigger Mode Selects the trigger mode for the local LINTO and LINT1 pins: (0) edge sensitive and (1) level 
sensitive. This flag is only used when the delivery mode is Fixed. When the delivery mode is 
NMI, SMI, or INIT, the trigger mode is always edge sensitive. When the delivery mode is 
ExtINT, the trigger mode is always level sensitive. The timer and error interrupts are always 
treated as edge sensitive. 

If the local APIC is not used in conjunction with an I/O APIC and fixed delivery mode is 
selected; the Pentium 4, Intel Xeon, and P6 family processors will always use level-sensitive 
triggering, regardless if edge-sensitive triggering is selected. 

Software should always set the trigger mode in the LVT LINT1 register to 0 (edge sensitive). 
Level-sensitive interrupts are not supported for LINT1. 

Mask Interrupt mask: (0) enables reception of the interrupt and (1) inhibits reception of the inter- 
rupt. When the local APIC handles a performance-monitoring counters interrupt, it automati- 
cally sets the mask flag in the LVT performance counter register. This flag is set to 1 on reset. 
It can be cleared only by software. 

Timer Mode Bits 18:17 selects the timer mode (see Section 10.5.4): 

(O00b) one-shot mode using a count-down value, 
(01b) periodic mode reloading a count-down value, 


(10b) TSC-Deadline mode using absolute target value in IA32_TSC_DEADLINE MSR (see 
Section 10.5.4.1), 


(11b) is reserved. 


10.5.2 Valid Interrupt Vectors 


The Intel 64 and IA-32 architectures define 256 vector numbers, ranging from 0 through 255 (see Section 6.2, 
“Exception and Interrupt Vectors”). Local and I/O APICs support 240 of these vectors (in the range of 16 to 255) as 
valid interrupts. 
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When an interrupt vector in the range of 0 to 15 is sent or received through the local APIC, the APIC indicates an 
illegal vector in its Error Status Register (see Section 10.5.3, “Error Handling”). The Intel 64 and IA-32 architec- 
tures reserve vectors 16 through 31 for predefined interrupts, exceptions, and Intel-reserved encodings (see Table 
6-1). However, the local APIC does not treat vectors in this range as illegal. 


When an illegal vector value (0 to 15) is written to an LVT entry and the delivery mode is Fixed (bits 8-11 equal 0), 
the APIC may signal an illegal vector error, without regard to whether the mask bit is set or whether an interrupt is 
actually seen on the input. 


10.5.3. Error Handling 


The local APIC records errors detected during interrupt handling in the error status register (ESR). The format of 
the ESR is given in Figure 10-9; it contains the following flags: 


31 87654 3210 


Reserved 


Illegal Register Address! 


Received Illegal Vector 
Send Illegal Vector 
Redirectable IPI 
Receive Accept Error 
Send Accept Error? 
Receive Checksum Error 
Send Checksum Error? 


Address: FEEO 0280H 
Value after reset: OH 


NOTES: 


1. Used only by Intel Core, Pentium 4, Intel Xeon, and P6 family 
processors; reserved on the Pentium processor. 

2. Used only by some Intel Core and Intel Xeon processors; 
reserved on other processors. 

3. Used only by the P6 family and Pentium processors; 
reserved on Intel Core, Pentium 4 and Intel Xeon processors. 


3 


3 


Figure 10-9. Error Status Register (ESR) 


¢ Bit 0: Send Checksum Error. 
Set when the local APIC detects a checksum error for a message that it sent on the APIC bus. Used only on P6 
family and Pentium processors. 

¢  =Bit 1: Receive Checksum Error. 
Set when the local APIC detects a checksum error for a message that it received on the APIC bus. Used only on 
P6 family and Pentium processors. 

¢ Bit 2: Send Accept Error. 
Set when the local APIC detects that a message it sent was not accepted by any APIC on the APIC bus. Used 
only on P6 family and Pentium processors. 

¢ ~=Bit 3: Receive Accept Error. 
Set when the local APIC detects that the message it received was not accepted by any APIC on the APIC bus, 
including itself. Used only on P6 family and Pentium processors. 

° ~=Bit 4: Redirectable IPI. 
Set when the local APIC detects an attempt to send an IPI with the lowest-priority delivery mode and the local 
APIC does not support the sending of such IPIs. This bit is used on some Intel Core and Intel Xeon processors. 
As noted in Section 10.6.2, the ability of a processor to send a lowest-priority IPI is model-specific and should 
be avoided. 
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° Bit 5: Send Illegal Vector. 
Set when the local APIC detects an illegal vector (one in the range 0 to 15) in the message that it is sending. 
This occurs as the result of a write to the ICR (in both xAPIC and x2APIC modes) or to SELF IPI register (x2APIC 
mode only) with an illegal vector. 


If the local APIC does not support the sending of lowest-priority IPIs and software writes the ICR to send a 
lowest-priority IPI with an illegal vector, the local APIC sets only the “redirectable IPI” error bit. The interrupt is 
not processed and hence the “Send Illegal Vector” bit is not set in the ESR. 


° Bit 6: Receive Illegal Vector. 
Set when the local APIC detects an illegal vector (one in the range 0 to 15) in an interrupt message it receives 
or in an interrupt generated locally from the local vector table or via a self IPI. Such interrupts are not delivered 
to the processor; the local APIC will never set an IRR bit in the range 0 to 15. 


° Bit 7: Illegal Register Address 
Set when the local APIC is in xAPIC mode and software attempts to access a register that is reserved in the 
processor's local-APIC register-address space; see Table 10-1. (The local-APIC register-address space 
comprises the 4 KBytes at the physical address specified in the IA32_APIC_BASE MSR.) Used only on Intel 
Core, Intel Atom™, Pentium 4, Intel Xeon, and P6 family processors. 


In x2APIC mode, software accesses the APIC registers using the RDMSR and WRMSR instructions. Use of one 
of these instructions to access a reserved register cause a general-protection exception (see Section 
10.12.1.3). They do not set the “Illegal Register Access” bit in the ESR. 


The ESR is a write/read register. Before attempt to read from the ESR, software should first write to it. (The value 
written does not affect the values read subsequently; only zero may be written in x2APIC mode.) This write clears 
any previously logged errors and updates the ESR with any errors detected since the last write to the ESR. This 
write also rearms the APIC error interrupt triggering mechanism. 


The LVT Error Register (see Section 10.5.1) allows specification of the vector of the interrupt to be delivered to the 
processor core when APIC error is detected. The register also provides a means of masking an APIC-error interrupt. 
This masking only prevents delivery of APIC-error interrupts; the APIC continues to record errors in the ESR. 


10.5.4 APIC Timer 


The local APIC unit contains a 32-bit programmable timer that is available to software to time events or operations. 
This timer is set up by programming four registers: the divide configuration register (see Figure 10-10), the initial- 
count and current-count registers (see Figure 10-11), and the LVT timer register (see Figure 10-8). 


If CPUID.O6H:EAX.ARAT[bit 2] = 1, the processor’s APIC timer runs at a constant rate regardless of P-state transi- 
tions and it continues to run at the same rate in deep C-states. 


If CPUID.O6H:EAX.ARAT[bit 2] = 0 or if CPUID 06H is not supported, the APIC timer may temporarily stop while the 
processor is in deep C-states or during transitions caused by Enhanced Intel SpeedStep® Technology. 


31 43210 


Reserved 0 


Address: FEEO 03EOH 
Value after reset: OH 


Divide Value (bits 0, 1 and 3) ___| 
000: Divide by 2 

001: Divide by 4 

010: Divide by 8 

011: Divide by 16 

100: Divide by 32 

101: Divide by 64 

110: Divide by 128 

111: Divide by 1 


Figure 10-10. Divide Configuration Register 


The APIC timer frequency will be the processor's bus clock or core crystal clock frequency (when TSC/core crystal 
clock ratio is enumerated in CPUID leaf 0x15) divided by the value specified in the divide configuration register. 
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31 0 


Initial Count 


Current Count 


Address: Initial Count FEEO 0380H 
Current Count FEEO 0390H 
Value after reset: OH 


Figure 10-11. Initial Count and Current Count Registers 


The timer can be configured through the timer LVT entry for one-shot or periodic operation. In one-shot mode, the 
timer is started by programming its initial-count register. The initial count value is then copied into the current- 
count register and count-down begins. After the timer reaches zero, a timer interrupt is generated and the timer 
remains at its 0 value until reprogrammed. 


In periodic mode, the timer is started by writing to the initial-count register (as in one-shot mode), and the value 
written is copied into the current-count register, which counts down. The current-count register is automatically 
reloaded from the initial-count register when the count reaches 0 and a timer interrupt is generated, and the 
count-down is repeated. If during the count-down process the initial-count register is set, counting will restart, 
using the new initial-count value. The initial-count register is a read-write register; the current-count register is 
read only. 


A write of 0 to the initial-count register effectively stops the local APIC timer, in both one-shot and periodic mode. 


The LVT timer register determines the vector number that is delivered to the processor with the timer interrupt that 
is generated when the timer count reaches zero. The mask flag in the LVT timer register can be used to mask the 
timer interrupt. 


NOTE 


Changing the mode of the APIC timer (from one-shot to periodic or vice versa) by writing to the 
timer LVT entry does not start the timer. To start the timer, it is necessary to write to the initial- 
count register as described above. 


10.5.4.1 TSC-Deadline Mode 
The mode of operation of the local-APIC timer is determined by the LVT Timer Register. Specifically: 
° If CPUID.01H:ECX.TSC_Deadline[bit 24] = 0, the mode is determined by bit 17 of the register. 


¢ If CPUID.01H:ECX.TSC_Deadline[bit 24] = 1, the mode is determined by bits 18:17. See Figure 10-8. (If 
CPUID.01H:ECX.TSC_Deadline[bit 24] = 0, bit 18 of the register is reserved.) 


The supported timer modes are given in Table 10-2. The three modes of the local APIC timer are mutually exclu- 
sive. 


Table 10-2. Local APIC Timer Modes 


LWT Bits [18:17] Timer Mode 

O00b One-shot mode, program count-down value in an initial-count register. See Section 10.5.4 
01b Periodic mode, program interval value in an initial-count register. See Section 10.5.4 

10b TSC-Deadline mode, program target value in IA32_TSC_DEADLINE MSR. 

11b Reserved 


TSC-deadline mode allows software to use the local APIC timer to signal an interrupt at an absolute time. In TSC- 
deadline mode, writes to the initial-count register are ignored; and current-count register always reads 0. Instead, 
timer behavior is controlled using the IA32_TSC_DEADLINE MSR. 
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The IA32_TSC_DEADLINE MSR (MSR address 6E0H) is a per-logical processor MSR that specifies the time at which 
a timer interrupt should occur. Writing a non-zero 64-bit value into IA32_TSC_DEADLINE arms the timer. An inter- 
rupt is generated when the logical processor’s time-stamp counter equals or exceeds the target value in the 
IA32_TSC_DEADLINE MSR.? When the timer generates an interrupt, it disarms itself and clears the 
IA32_TSC_DEADLINE MSR. Thus, each write to the IA32_TSC_DEADLINE MSR generates at most one timer inter- 
rupt. 


In TSC-deadline mode, writing 0 to the IA32_TSC_DEADLINE MSR disarms the local-APIC timer. Transitioning 
between TSC-deadline mode and other timer modes also disarms the timer. 


The hardware reset value of the IA32_TSC_DEADLINE MSR is 0. In other timer modes (LVT bit 18 = 0), the 
IA32_TSC_DEADLINE MSR reads zero and writes are ignored. 


Software can configure the TSC-deadline timer to deliver a single interrupt using the following algorithm: 
1. Detect support for TSC-deadline mode by verifying CPUID.1:ECX.24 = 1. 
2. Select the TSC-deadline mode by programming bits 18:17 of the LVT Timer register with 10b. 


3. Program the IA32_TSC_DEADLINE MSR with the target TSC value at which the timer interrupt is desired. This 
causes the processor to arm the timer. 


4. The processor generates a timer interrupt when the value of time-stamp counter is greater than or equal to that 
of IA32_TSC_DEADLINE. It then disarms the timer and clear the IA32_TSC_DEADLINE MSR. (Both the time- 
stamp counter and the IA32_TSC_DEADLINE MSR are 64-bit unsigned integers.) 


5. Software can re-arm the timer by repeating step 3. 
The following are usage guidelines for TSC-deadline mode: 


¢ Writes to the IA32_TSC_DEADLINE MSR are not serialized. Therefore, system software should not use WRMSR 
to the IA32_TSC_DEADLINE MSR as a serializing instruction. Read and write accesses to the 
IA32_TSC_DEADLINE and other MSR registers will occur in program order. 


¢* Software can disarm the timer at any time by writing 0 to the IA32_TSC_DEADLINE MSR. 


e If timer is armed, software can change the deadline (forward or backward) by writing a new value to the 
IA32_TSC_DEADLINE MSR. 


¢ If software disarms the timer or postpones the deadline, race conditions may result in the delivery of a spurious 
timer interrupt. Software is expected to detect such spurious interrupts by checking the current value of the 
time-stamp counter to confirm that the interrupt was desired.? 


¢ In xAPIC mode (in which the local-APIC registers are memory-mapped), software must order the memory- 
mapped write to the LVT entry that enables TSC-deadline mode and any subsequent WRMSR to the 
IA32_TSC_DEADLINE MSR. Software can assure proper ordering by executing the MFENCE instruction after the 
memory-mapped write and before any WRMSR. (In x2APIC mode, the WRMSR instruction is used to write to 
the LVT entry. The processor ensures the ordering of this write and any subsequent WRMSR to the deadline; no 
fencing is required.) 


10.5.5 —_ Local Interrupt Acceptance 


When a local interrupt is sent to the processor core, it is subject to the acceptance criteria specified in the interrupt 
acceptance flow chart in Figure 10-17. If the interrupt is accepted, it is logged into the IRR register and handled by 
the processor according to its priority (see Section 10.8.4, “Interrupt Acceptance for Fixed Interrupts”). If the 
interrupt is not accepted, it is sent back to the local APIC and retried. 


3. If the logical processor is in VMX non-root operation, a read of the time-stamp counter (using either RDMSR, RDTSC, or RDTSCP) may 
not return the actual value of the time-stamp counter; see Chapter 24 of the Intel® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 3C. It is the responsibility of software operating in VMX root operation to coordinate the virtualization of the 
time-stamp counter and the [A32_TSC_DEADLINE MSR. 
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10.6 ISSUING INTERPROCESSOR INTERRUPTS 


The following sections describe the local APIC facilities that are provided for issuing interprocessor interrupts (IPIs) 
from software. The primary local APIC facility for issuing IPIs is the interrupt command register (ICR). The ICR can 


be used for the following functions: 
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* To send an interrupt to another processor. 

¢* To allow a processor to forward an interrupt that it received but did not service to another processor for 
servicing. 

¢® To direct the processor to interrupt itself (perform a self interrupt). 

° To deliver special IPIs, such as the start-up IPI (SIPI) message, to other processors. 


Interrupts generated with this facility are delivered to the other processors in the system through the system bus 
(for Pentium 4 and Intel Xeon processors) or the APIC bus (for P6 family and Pentium processors). The ability for a 
processor to send a lowest priority IPI is model specific and should be avoided by BIOS and operating system soft- 
ware. 


10.6.1. Interrupt Command Register (ICR) 


The interrupt command register (ICR) is a 64-bit* local APIC register (see Figure 10-12) that allows software 
running on the processor to specify and send interprocessor interrupts (IPIs) to other processors in the system. 


To send an IPI, software must set up the ICR to indicate the type of IPI message to be sent and the destination 
processor or processors. (All fields of the ICR are read-write by software with the exception of the delivery status 
field, which is read-only.) The act of writing to the low doubleword of the ICR causes the IPI to be sent. 


63 56 55 32 


Destination Field Reserved 


31 2019181716 1514 1312 1110 87 0 


Vector 


Reserved 


Destination Shorthand Delivery Mode 
00: No Shorthand 000: Fixed 
01: Self 001: Lowest Priority’ 
10: All Including Self 010: SMI 
11: All Excluding Self 011: Reserved 
100: NMI 
101: INIT 
110: Start Up 
Reserved 111: Reserved 


Destination Mode 
0: Physical 
1: Logical 


Delivery Status 
0: Idle 
1: Send Pending 


Level 
Address: FEEO 0300H (0 - 31) 0 = De-assert 
FEEO 0310H (32 - 63) 1 = Assert 


Value after Reset: OH 


Trigger Mode 
0: Edge 
1: Level 


NOTE: 
1. The ability of a processor to send Lowest Priority IPI is model specific. 


Figure 10-12. Interrupt Command Register (ICR) 


4. In XAPIC mode the ICR is addressed as two 32-bit registers, ICR_LOW (FFEO 0300H) and ICR_HIGH (FFEO 0310H). In x2APIC mode, 
the ICR uses MSR 830H. 
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The vector number of the interrupt being sent. 
Specifies the type of IPI to be sent. This field is also know as the IPI message type field. 


000 (Fixed) 


Delivers the interrupt specified in the vector field to the target processor or 
processors. 


001 (Lowest Priority) 


010 (SMI) 


Same as fixed mode, except that the interrupt is delivered to the proces- 
sor executing at the lowest priority among the set of processors specified 
in the destination field. The ability for a processor to send a lowest priority 
IPI is model specific and should be avoided by BIOS and operating system 
software. 


Delivers an SMI interrupt to the target processor or processors. The vector 
field must be programmed to OOH for future compatibility. 


011 (Reserved) 


100 (NMI) 


101 (INIT) 


Delivers an NMI interrupt to the target processor or processors. The vector 
information is ignored. 


Delivers an INIT request to the target processor or processors, which 
causes them to perform an INIT. As a result of this IPI message, all the tar- 
get processors perform an INIT. The vector field must be programmed to 
OOH for future compatibility. 


101 (INIT Level De-assert) 


(Not supported in the Pentium 4 and Intel Xeon processors.) Sends a syn- 
chronization message to all the local APICs in the system to set their arbi- 
tration IDs (stored in their Arb ID registers) to the values of their APIC IDs 
(see Section 10.7, “System and APIC Bus Arbitration”). For this delivery 
mode, the level flag must be set to 0 and trigger mode flag to 1. This IPI is 
sent to all processors, regardless of the value in the destination field or the 
destination shorthand field; however, software should specify the “all in- 
cluding self” shorthand. 


110 (Start-Up) 


Sends a special “start-up” IPI (called a SIPI) to the target processor or 
processors. The vector typically points to a start-up routine that is part of 
the BIOS boot-strap code (see Section 8.4, “Multiple-Processor (MP) Ini- 
tialization”). IPIs sent with this delivery mode are not automatically retried 
if the source APIC is unable to deliver it. It is up to the software to deter- 
mine if the SIPI was not successfully delivered and to reissue the SIPI if 
necessary. 


Destination Mode Selects either physical (0) or logical (1) destination mode (see Section 10.6.2, “Determining 


IPI Destination”). 


Delivery Status (Read Only) 
Indicates the IPI delivery status, as follows: 


Level 


0 (Idle) 


Indicates that this local APIC has completed sending any previous IPIs. 


1 (Send Pending) 


Indicates that this local APIC has not completed sending the last IPI. 


For the INIT level de-assert delivery mode this flag must be set to 0; for all other delivery 
modes it must be set to 1. (This flag has no meaning in Pentium 4 and Intel Xeon processors, 
and will always be issued as a 1.) 
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Trigger Mode 


Selects the trigger mode when using the INIT level de-assert delivery mode: edge (0) or level 
(1). It is ignored for all other delivery modes. (This flag has no meaning in Pentium 4 and Intel 
Xeon processors, and will always be issued as a 0.) 


Destination Shorthand 


Destination 


Indicates whether a shorthand notation is used to specify the destination of the interrupt and, 
if so, which shorthand is used. Destination shorthands are used in place of the 8-bit destina- 
tion field, and can be sent by software using a single write to the low doubleword of the ICR. 
Shorthands are defined for the following cases: software self interrupt, IPIs to all processors in 
the system including the sender, IPIs to all processors in the system excluding the sender. 


00: (No Shorthand) 
The destination is specified in the destination field. 


01: (Self) The issuing APIC is the one and only destination of the IPI. This destination 
shorthand allows software to interrupt the processor on which it is execut- 
ing. An APIC implementation is free to deliver the self-interrupt message 
internally or to issue the message to the bus and “snoop” it as with any 
other IPI message. 


10: (All Including Self) 
The IPI is sent to all processors in the system including the processor send- 
ing the IPI. The APIC will broadcast an IPI message with the destination 
field set to FH for Pentium and P6 family processors and to FFH for Pentium 
4 and Intel Xeon processors. 


11: (All Excluding Self) 

The IPI is sent to all processors in a system with the exception of the pro- 
cessor sending the IPI. The APIC broadcasts a message with the physical 
destination mode and destination field set to FH for Pentium and P6 family 
processors and to FFH for Pentium 4 and Intel Xeon processors. Support 
for this destination shorthand in conjunction with the lowest-priority deliv- 
ery mode is model specific. For Pentium 4 and Intel Xeon processors, when 
this shorthand is used together with lowest priority delivery mode, the IPI 
may be redirected back to the issuing processor. 


Specifies the target processor or processors. This field is only used when the destination short- 
hand field is set to OOB. If the destination mode is set to physical, then bits 56 through 59 
contain the APIC ID of the target processor for Pentium and P6 family processors and bits 56 
through 63 contain the APIC ID of the target processor the for Pentium 4 and Intel Xeon 
processors. If the destination mode is set to logical, the interpretation of the 8-bit destination 
field depends on the settings of the DFR and LDR registers of the local APICs in all the proces- 
sors in the system (see Section 10.6.2, “Determining IPI Destination”). 


Not all combinations of options for the ICR are valid. Table 10-3 shows the valid combinations for the fields in the 
ICR for the Pentium 4 and Intel Xeon processors; Table 10-4 shows the valid combinations for the fields in the ICR 
for the P6 family processors. Also note that the lower half of the ICR may not be preserved over transitions to the 


deepest C-States. 


ICR operation in x2APIC mode is discussed in Section 10.12.9. 
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Table 10-3 Valid Combinations for the Pentium 4 and Intel Xeon Processors’ 
Local xAPIC Interrupt Command Register 


Destination Shorthand | Valid/Invalid | Trigger Mode | Delivery Mode Destination Mode 
No Shorthand Valid Edge All Modes! Physical or Logical 
No Shorthand Invalid@ Level All Modes Physical or Logical 
Self Valid Edge Fixed x3 

Self Invalid? Level Fixed : 

Self Invalid X Lowest Priority, NMI, INIT, SMI, Start-Up X 

All Including Self Valid Edge Fixed X 

All Including Self Invalid@ Level Fixed X 

All Including Self Invalid X Lowest Priority, NMI, INIT, SMI, Start-Up X 

All Excluding Self Valid Edge Fixed, Lowest Priority !“4, NMI, INIT, SMI, Start-Up X 

All Excluding Self Invalid? Level Fixed, Lowest Priority*, NMI, INIT, SMI, Start-Up X 


NOTES: 


1. The ability of a processor to send a lowest priority IPI is model specific. 


2. For these interrupts, if the trigger mode bit is 1 (Level), the local xAPIC will override the bit setting and issue the interrupt as an 
edge triggered interrupt. 


3. X means the setting is ignored. 


4. When using the “lowest priority” delivery mode and the “all excluding self” destination, the IPI can be redirected back to the issuing 
APIC, which is essentially the same as the “all including self” destination mode. 


Table 10-4 Valid Combinations for the P6 Family Processors’ Local APIC Interrupt Command Register 


Destination Shorthand | Valid/Invalid | Trigger Mode | Delivery Mode Destination Mode 
No Shorthand Valid Edge All Modes! Physical or Logical 
No Shorthand Valid@ Level Fixed, Lowest Priority!, NMI Physical or Logical 
No Shorthand Valid? Level INIT Physical or Logical 
Self Valid Edge Fixed x 

Self Valid@ Level Fixed ~ 

Self Invalid? X Lowest Priority, NMI, INIT, SMI, Start-Up X 

All including Self Valid Edge Fixed X 

All including Self Valid@ Level Fixed X 

All including Self Invalid? X Lowest Priority, NMI, INIT, SMI, Start-Up X 

All excluding Self Valid Edge All Modes! X 

All excluding Self Valid@ Level Fixed, Lowest Priority!, NMI X 

All excluding Self Invalid? Level SMI, Start-Up X 

All excluding Self Valid? Level INIT X 

X Invalid? Level SMI, Start-Up X 

NOTES: 


1. The ability of a processor to send a lowest priority IPI is model specific. 
2. Treated as edge triggered if level bit is set to 1, otherwise ignored. 


3. Treated as edge triggered when Level bit is set to 1; treated as “INIT Level Deassert” message when level bit is set to O (deassert). 
Only INIT level deassert messages are allowed to have the level bit set to O. For all other messages the level bit must be set to 1. 


4. X means the setting is ignored. 


5. The behavior of the APIC is undefined. 
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10.6.2 Determining IPI Destination 


The destination of an IPI> can be one, all, or a subset (group) of the processors on the system bus. The sender of 
the IPI specifies the destination of an IPI with the following APIC registers and fields within the registers: 


¢ ICR Register — The following fields in the ICR register are used to specify the destination of an IPI. 
— Destination Mode — Selects one of two destination modes (physical or logical). 


— Destination Field — In physical destination mode, used to specify the APIC ID of the destination 
processor; in logical destination mode, used to specify a message destination address (MDA) that can be 
used to select specific processors in clusters. 


— Destination Shorthand — A quick method of specifying all processors, all excluding self, or self as the 
destination. 


— Delivery mode, Lowest Priority — Architecturally specifies that a lowest-priority arbitration mechanism 
be used to select a destination processor from a specified group of processors. The ability of a processor to 
send a lowest priority IPI is model specific and should be avoided by BIOS and operating system software. 


* Local destination register (LDR) — Used in conjunction with the logical destination mode and MDAs to 
select the destination processors. 


* Destination format register (DFR) — Used in conjunction with the logical destination mode and MDAs to 
select the destination processors. 


How the ICR, LDR, and DFR are used to select an IPI destination depends on the destination mode used: physical, 
logical, broadcast/self, or lowest-priority delivery mode. These destination modes are described in the following 
sections. 


10.6.2.1 Physical Destination Mode 


In physical destination mode, the destination processor is specified by its local APIC ID (see Section 10.4.6, “Local 
APIC ID”). For Pentium 4 and Intel Xeon processors, either a single destination (local APIC IDs OOH through FEH) 
or a broadcast to all APICs (the APIC ID is FFH) may be specified in physical destination mode. 


A broadcast IPI (bits 28-31 of the MDA are 1's) or I/O subsystem initiated interrupt with lowest priority delivery 
mode is not supported in physical destination mode and must not be configured by software. Also, for any non- 
broadcast IPI or I/O subsystem initiated interrupt with lowest priority delivery mode, software must ensure that 
APICs defined in the interrupt address are present and enabled to receive interrupts. 


For the P6 family and Pentium processors, a single destination is specified in physical destination mode with a local 
APIC ID of OH through OEH, allowing up to 15 local APICs to be addressed on the APIC bus. A broadcast to all local 
APICs is specified with OFH. 


NOTE 


The number of local APICs that can be addressed on the system bus may be restricted by hardware. 


10.6.2.2 Logical Destination Mode 


In logical destination mode, IPI destination is specified using an 8-bit message destination address (MDA), which is 
entered in the destination field of the ICR. Upon receiving an IPI message that was sent using logical destination 
mode, a local APIC compares the MDA in the message with the values in its LDR and DFR to determine if it should 
accept and handle the IPI. For both configurations of logical destination mode, when combined with lowest priority 
delivery mode, software is responsible for ensuring that all of the local APICs included in or addressed by the IPI or 
I/O subsystem interrupt are present and enabled to receive the interrupt. 


Figure 10-13 shows the layout of the logical destination register (LDR). The 8-bit logical APIC ID field in this 
register is used to create an identifier that can be compared with the MDA. 


5. Determination of IPI destinations in x2APIC mode is discussed in Section 10.12.10. 
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NOTE 


The logical APIC ID should not be confused with the local APIC ID that is contained in the local APIC 
ID register. 


31 24 23 0 


Logical APIC ID Reserved 


Address: OFEEO 0ODOH 
Value after reset: 0000 OOOOH 


Figure 10-13. Logical Destination Register (LDR) 


Figure 10-14 shows the layout of the destination format register (DFR). The 4-bit model field in this register selects 
one of two models (flat or cluster) that can be used to interpret the MDA when using logical destination mode. 


31 28 0 


Model Reserved (All 1s) 


Flat model: 1111B 
Cluster model: 0000B 


Address: OFEEO 00EOH 
Value after reset: FFFF FFFFH 


Figure 10-14. Destination Format Register (DFR) 


The interpretation of MDA for the two models is described in the following paragraphs. 


1. 


Flat Model — This model is selected by programming DFR bits 28 through 31 to 1111. Here, a unique logical 
APIC ID can be established for up to 8 local APICs by setting a different bit in the logical APIC ID field of the LDR 
for each local APIC. A group of local APICs can then be selected by setting one or more bits in the MDA. 


Each local APIC performs a bit-wise AND of the MDA and its logical APIC ID. If a true condition (non-zero) is 
detected, the local APIC accepts the IPI message. A broadcast to all APICs is achieved by setting the MDA to 1s. 


Cluster Model — This model is selected by programming DFR bits 28 through 31 to 0000. This model supports 
two basic destination schemes: flat cluster and hierarchical cluster. 


The flat cluster destination model is only supported for P6 family and Pentium processors. Using this model, all 
APICs are assumed to be connected through the APIC bus. Bits 60 through 63 of the MDA contains the encoded 
address of the destination cluster and bits 56 through 59 identify up to four local APICs within the cluster (each 
bit is assigned to one local APIC in the cluster, as in the flat connection model). To identify one or more local 
APICs, bits 60 through 63 of the MDA are compared with bits 28 through 31 of the LDR to determine if a local 
APIC is part of the cluster. Bits 56 through 59 of the MDA are compared with Bits 24 through 27 of the LDR to 
identify a local APICs within the cluster. 


Sets of processors within a cluster can be specified by writing the target cluster address in bits 60 through 63 
of the MDA and setting selected bits in bits 56 through 59 of the MDA, corresponding to the chosen members 
of the cluster. In this mode, 15 clusters (with cluster addresses of 0 through 14) each having 4 local APICs can 
be specified in the message. For the P6 and Pentium processor’s local APICs, however, the APIC arbitration 
ID supports only 15 APIC agents. Therefore, the total number of processors and their local APICs supported 
in this mode is limited to 15. Broadcast to all local APICs is achieved by setting all destination bits to one. This 
guarantees a match on all clusters and selects all APICs in each cluster. A broadcast IPI or I/O subsystem 
broadcast interrupt with lowest priority delivery mode is not supported in cluster mode and must not be 
configured by software. 


The hierarchical cluster destination model can be used with Pentium 4, Intel Xeon, P6 family, or Pentium 
processors. With this model, a hierarchical network can be created by connecting different flat clusters via 


Vol. 3A 10-25 


ADVANCED PROGRAMMABLE INTERRUPT CONTROLLER (APIC) 


independent system or APIC buses. This scheme requires a cluster manager within each cluster, which is 
responsible for handling message passing between system or APIC buses. One cluster contains up to 4 agents. 
Thus 15 cluster managers, each with 4 agents, can form a network of up to 60 APIC agents. Note that hierar- 
chical APIC networks requires a special cluster manager device, which is not part of the local or the I/O APIC 
units. 


NOTES 


All processors that have their APIC software enabled (using the spurious vector enable/disable bit) 
must have their DFRs (Destination Format Registers) programmed identically. 

The default mode for DFR is flat mode. If you are using cluster mode, DFRs must be programmed 
before the APIC is software enabled. Since some chipsets do not accurately track a system view of 
the logical mode, program DFRs as soon as possible after starting the processor. 


10.6.2.3. Broadcast/Self Delivery Mode 


The destination shorthand field of the ICR allows the delivery mode to be by-passed in favor of broadcasting the IPI 
to all the processors on the system bus and/or back to itself (see Section 10.6.1, “Interrupt Command Register 
(ICR)”). Three destination shorthands are supported: self, all excluding self, and all including self. The destination 
mode is ignored when a destination shorthand is used. 


10.6.2.4 Lowest Priority Delivery Mode 


With lowest priority delivery mode, the ICR is programmed to send an IPI to several processors on the system bus, 
using the logical or shorthand destination mechanism for selecting the processor. The selected processors then 
arbitrate with one another over the system bus or the APIC bus, with the lowest-priority processor accepting the 
IPI. 


For systems based on the Intel Xeon processor, the chipset bus controller accepts messages from the I/O APIC 
agents in the system and directs interrupts to the processors on the system bus. When using the lowest priority 
delivery mode, the chipset chooses a target processor to receive the interrupt out of the set of possible targets. The 
Pentium 4 processor provides a special bus cycle on the system bus that informs the chipset of the current task 
priority for each logical processor in the system. The chipset saves this information and uses it to choose the lowest 
priority processor when an interrupt is received. 


For systems based on P6 family processors, the processor priority used in lowest-priority arbitration is contained in 
the arbitration priority register (APR) in each local APIC. Figure 10-15 shows the layout of the APR. 


31 87 43 0 


Reserved 


Arbitration Priority Class 
Address: FEEO 0090H Arbitration Priority Sub-Class 
Value after reset: OH 


Figure 10-15. Arbitration Priority Register (APR) 


The APR value is computed as follows: 


IF (TPR[7:4] = IRRV[7:4]) AND (TPR[7:4] > ISRV[7:4]) 
THEN 
APR[7:0] <— TPR[7:0] 
ELSE 
APR[7:4] — max(TPR[7:4] AND ISRV[7:4], IRRV[7:4]) 
APR[3:0] < 0. 
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Here, the TPR value is the task priority value in the TPR (see Figure 10-18), the IRRV value is the vector number 
for the highest priority bit that is set in the IRR (see Figure 10-20) or OOH (if no IRR bit is set), and the ISRV value 
is the vector number for the highest priority bit that is set in the ISR (see Figure 10-20). Following arbitration 
among the destination processors, the processor with the lowest value in its APR handles the IPI and the other 
processors ignore it. 


(P6 family and Pentium processors.) For these processors, if a focus processor exists, it may accept the interrupt, 
regardless of its priority. A processor is said to be the focus of an interrupt if it is currently servicing that interrupt 
or if it has a pending request for that interrupt. For Intel Xeon processors, the concept of a focus processor is not 
supported. 


In operating systems that use the lowest priority delivery mode but do not update the TPR, the TPR information 
saved in the chipset will potentially cause the interrupt to be always delivered to the same processor from the 
logical set. This behavior is functionally backward compatible with the P6 family processor but may result in unex- 
pected performance implications. 


10.6.3 ‘IPI Delivery and Acceptance 


When the low double-word of the ICR is written to, the local APIC creates an IPI message from the information 
contained in the ICR and sends the message out on the system bus (Pentium 4 and Intel Xeon processors) or the 
APIC bus (P6 family and Pentium processors). The manner in which these IPIs are handled after being issues in 
described in Section 10.8, “Handling Interrupts.” 


10.7. SYSTEM AND APIC BUS ARBITRATION 


When several local APICs and the I/O APIC are sending IPI and interrupt messages on the system bus (or APIC 
bus), the order in which the messages are sent and handled is determined through bus arbitration. 


For the Pentium 4 and Intel Xeon processors, the local and I/O APICs use the arbitration mechanism defined for the 
system bus to determine the order in which IPIs are handled. This mechanism is non-architectural and cannot be 
controlled by software. 


For the P6 family and Pentium processors, the local and I/O APICs use an APIC-based arbitration mechanism to 
determine the order in which IPIs are handled. Here, each local APIC is given an arbitration priority of from 0 to 15, 
which the I/O APIC uses during arbitration to determine which local APIC should be given access to the APIC bus. 
The local APIC with the highest arbitration priority always wins bus access. Upon completion of an arbitration 
round, the winning local APIC lowers its arbitration priority to 0 and the losing local APICs each raise theirs by 1. 


The current arbitration priority for a local APIC is stored in a 4-bit, software-transparent arbitration ID (Arb ID) 
register. During reset, this register is initialized to the APIC ID number (stored in the local APIC ID register). The 
INIT level-deassert IPI, which is issued with and ICR command, can be used to resynchronize the arbitration prior- 
ities of the local APICs by resetting Arb ID register of each agent to its current APIC ID value. (The Pentium 4 and 
Intel Xeon processors do not implement the Arb ID register. ) 


Section 10.10, “APIC Bus Message Passing Mechanism and Protocol (P6 Family, Pentium Processors),” describes 
the APIC bus arbitration protocols and bus message formats, while Section 10.6.1, “Interrupt Command Register 
(ICR),” describes the INIT level de-assert IPI message. 


Note that except for the SIPI IPI (see Section 10.6.1, “Interrupt Command Register (ICR)”), all bus messages that 
fail to be delivered to their specified destination or destinations are automatically retried. Software should avoid 
situations in which IPIs are sent to disabled or nonexistent local APICs, causing the messages to be resent repeat- 
edly. Additionally, interrupt sources that target the APIC should be masked or changed to no longer target the 
APIC. 


10.8 HANDLING INTERRUPTS 


When a local APIC receives an interrupt from a local source, an interrupt message from an I/O APIC, or an IPI, the 
manner in which it handles the message depends on processor implementation, as described in the following 
sections. 
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10.8.1. = Interrupt Handling with the Pentium 4 and Intel Xeon Processors 


With the Pentium 4 and Intel Xeon processors, the local APIC handles the local interrupts, interrupt messages, and 
IPIs it receives as follows: 


1. It determines if it is the specified destination or not (see Figure 10-16). If it is the specified destination, it 
accepts the message; if it is not, it discards the message. 


Wait to Receive 
Bus Message 


, Belong to 
Discard No Destination? 


Message 


Accept 
Message 


Figure 10-16. Interrupt Acceptance Flow Chart for the Local APIC (Pentium 4 and Intel Xeon Processors) 


2. If the local APIC determines that it is the designated destination for the interrupt and if the interrupt request is 
an NMI, SMI, INIT, ExtINT, or SIPI, the interrupt is sent directly to the processor core for handling. 


3. If the local APIC determines that it is the designated destination for the interrupt but the interrupt request is 
not one of the interrupts given in step 2, the local APIC sets the appropriate bit in the IRR. 


4. When interrupts are pending in the IRR register, the local APIC dispatches them to the processor one at a time, 
based on their priority and the current processor priority in the PPR (see Section 10.8.3.1, “Task and Processor 
Priorities”). 

5. When a fixed interrupt has been dispatched to the processor core for handling, the completion of the handler 
routine is indicated with an instruction in the instruction handler code that writes to the end-of-interrupt (EOI) 
register in the local APIC (see Section 10.8.5, “Signaling Interrupt Servicing Completion”). The act of writing to 
the EOI register causes the local APIC to delete the interrupt from its ISR queue and (for level-triggered 
interrupts) send a message on the bus indicating that the interrupt handling has been completed. (A write to 
the EOI register must not be included in the handler routine for an NMI, SMI, INIT, ExtINT, or SIPI.) 


10.8.2 Interrupt Handling with the P6 Family and Pentium Processors 


With the P6 family and Pentium processors, the local APIC handles the local interrupts, interrupt messages, and 
IPIs it receives as follows (see Figure 10-17). 


1. (IPIs only) The local APIC examines the IPI message to determines if it is the specified destination for the IPI 
as described in Section 10.6.2, “Determining IPI Destination.” If it is the specified destination, it continues its 
acceptance procedure; if it is not the destination, it discards the IPI message. When the message specifies 
lowest-priority delivery mode, the local APIC will arbitrate with the other processors that were designated as 
recipients of the IPI message (see Section 10.6.2.4, “Lowest Priority Delivery Mode”). 


2. If the local APIC determines that it is the designated destination for the interrupt and if the interrupt request is 
an NMI, SMI, INIT, ExtINT, or INIT-deassert interrupt, or one of the MP protocol IPI messages (BIPI, FIPI, and 
SIPI), the interrupt is sent directly to the processor core for handling. 


3. If the local APIC determines that it is the designated destination for the interrupt but the interrupt request is 
not one of the interrupts given in step 2, the local APIC looks for an open slot in one of its two pending interrupt 
queues contained in the IRR and ISR registers (see Figure 10-20). If a slot is available (see Section 10.8.4, 
“Interrupt Acceptance for Fixed Interrupts”), places the interrupt in the slot. If a slot is not available, it rejects 
the interrupt request and sends it back to the sender with a retry message. 


4. When interrupts are pending in the IRR register, the local APIC dispatches them to the processor one at a time, 
based on their priority and the current processor priority in the PPR (see Section 10.8.3.1, “Task and Processor 
Priorities”). 


5. When a fixed interrupt has been dispatched to the processor core for handling, the completion of the handler 
routine is indicated with an instruction in the instruction handler code that writes to the end-of-interrupt (EOI) 
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Figure 10-17. Interrupt Acceptance Flow Chart for the Local APIC (P6 Family and Pentium Processors) 


register in the local APIC (see Section 10.8.5, “Signaling Interrupt Servicing Completion”). The act of writing to 
the EOI register causes the local APIC to delete the interrupt from its queue and (for level-triggered interrupts) 
send a message on the bus indicating that the interrupt handling has been completed. (A write to the EOI 
register must not be included in the handler routine for an NMI, SMI, INIT, ExtINT, or SIPI.) 


The following sections describe the acceptance of interrupts and their handling by the local APIC and processor in 
greater detail. 


10.8.3 Interrupt, Task, and Processor Priority 


Each interrupt delivered to the processor through the local APIC has a priority based on its vector number. The local 
APIC uses this priority to determine when to service the interrupt relative to the other activities of the processor, 
including the servicing of other interrupts. 


Each interrupt vector is an 8-bit value. The interrupt-priority class is the value of bits 7:4 of the interrupt vector. 
The lowest interrupt-priority class is 1 and the highest is 15; interrupts with vectors in the range 0-15 (with inter- 
rupt-priority class 0) are illegal and are never delivered. Because vectors 0-31 are reserved for dedicated uses by 
the Intel 64 and IA-32 architectures, software should configure interrupt vectors to use interrupt-priority classes in 
the range 2-15. 


Each interrupt-priority class encompasses 16 vectors. The relative priority of interrupts within an interrupt-priority 
class is determined by the value of bits 3:0 of the vector number. The higher the value of those bits, the higher the 
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priority within that interrupt-priority class. Thus, each interrupt vector comprises two parts, with the high 4 bits 
indicating its interrupt-priority class and the low 4 bits indicating its ranking within the interrupt-priority class. 


10.8.3.1. Task and Processor Priorities 


The local APIC also defines a task priority and a processor priority that determine the order in which interrupts 
are handled. The task-priority class is the value of bits 7:4 of the task-priority register (TPR), which can be 
written by software (TPR is a read/write register); see Figure 10-18. 


31 87 43 0 


Reserved | | 


Task-Priority Class —————_—__ 
Address: FEEO 0080H Task-Priority Sub-Class 


Value after reset: OH 


Figure 10-18. Task-Priority Register (TPR) 


NOTE 


In this discussion, the term “task” refers to a software defined task, process, thread, program, or 
routine that is dispatched to run on the processor by the operating system. It does not refer to an 
IA-32 architecture defined task as described in Chapter 7, “Task Management.” 


The task priority allows software to set a priority threshold for interrupting the processor. This mechanism enables 
the operating system to temporarily block low priority interrupts from disturbing high-priority work that the 
processor is doing. The ability to block such interrupts using task priority results from the way that the TPR controls 
the value of the processor-priority register (PPR).° 


The processor-priority class is a value in the range 0-15 that is maintained in bits 7:4 of the processor-priority 
register (PPR); see Figure 10-19. The PPR is a read-only register. The processor-priority class represents the 
current priority at which the processor is executing. 


31 87 43 0 


Reserved | 


Processor-Priority Class. 


Address: FEEO OOAOH Processor-Priority Sub-Class | 
Value after reset: OH 


Figure 10-19. Processor-Priority Register (PPR) 


The value of the PPR is based on the value of TPR and the value ISRV; ISRV is the vector number of the highest 
priority bit that is set in the ISR or OOH if no bit is set in the ISR. (See Section 10.8.4 for more details on the ISR.) 
The value of PPR is determined as follows: 


¢ PPR[7:4] (the processor-priority class) the maximum of TPR[7:4] (the task- priority class) and ISRV[7:4] (the 
priority of the highest priority interrupt in service). 


¢ PPR[3:0] (the processor-priority sub-class) is determined as follows: 
— If TPR[7:4] > ISRV[7:4], PPR[3:0] is TPR[3:0] (the task-priority sub-class). 
— If TPR[7:4] < ISRV[7:4], PPR[3:0] is 0. 
— If TPR[7:4] = ISRV[7:4], PPR[3:0] may be either TPR[3:0] or 0. The actual behavior is model-specific. 


6. The TPR also determines the arbitration priority of the local processor; see Section 10.6.2.4, “Lowest Priority Delivery Mode.” 
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The processor-priority class determines the priority threshold for interrupting the processor. The processor will 
deliver only those interrupts that have an interrupt-priority class higher than the processor-priority class in the 
PPR. If the processor-priority class is 0, the PPR does not inhibit the delivery any interrupt; if it is 15, the processor 
inhibits the delivery of all interrupts. (The processor-priority mechanism does not affect the delivery of interrupts 
with the NMI, SMI, INIT, ExtINT, INIT-deassert, and start-up delivery modes.) 


The processor does not use the processor-priority sub-class to determine which interrupts to delivery and which to 
inhibit. (The processor uses the processor-priority sub-class only to satisfy reads of the PPR.) 


10.8.4 Interrupt Acceptance for Fixed Interrupts 


The local APIC queues the fixed interrupts that it accepts in one of two interrupt pending registers: the interrupt 
request register (IRR) or in-service register (ISR). These two 256-bit read-only registers are shown in 

Figure 10-20. The 256 bits in these registers represent the 256 possible vectors; vectors 0 through 15 are reserved 
by the APIC (see also: Section 10.5.2, “Valid Interrupt Vectors”). 


NOTE 


All interrupts with an NMI, SMI, INIT, ExtINT, start-up, or INIT-deassert delivery mode bypass the 
IRR and ISR registers and are sent directly to the processor core for servicing. 


255 16 15 0 
Reserved IRR 


Reserved ISR 
Reserved TMR 


Addresses: IRR FEEO 0200H - FEEO 0270H 
ISR FEEO 0100H - FEEO 0170H 
TMR FEEO 0180H - FEEO 01FOH 
Value after reset: OH 


Figure 10-20. IRR, ISR and TMR Registers 


The IRR contains the active interrupt requests that have been accepted, but not yet dispatched to the processor for 
servicing. When the local APIC accepts an interrupt, it sets the bit in the IRR that corresponds the vector of the 
accepted interrupt. When the processor core is ready to handle the next interrupt, the local APIC clears the highest 
priority IRR bit that is set and sets the corresponding ISR bit. The vector for the highest priority bit set in the ISR 
is then dispatched to the processor core for servicing. 


While the processor is servicing the highest priority interrupt, the local APIC can send additional fixed interrupts by 
setting bits in the IRR. When the interrupt service routine issues a write to the EOI register (see Section 10.8.5, 
“Signaling Interrupt Servicing Completion”), the local APIC responds by clearing the highest priority ISR bit that is 
set. It then repeats the process of clearing the highest priority bit in the IRR and setting the corresponding bit in 
the ISR. The processor core then begins executing the service routing for the highest priority bit set in the ISR. 


If more than one interrupt is generated with the same vector number, the local APIC can set the bit for the vector 
both in the IRR and the ISR. This means that for the Pentium 4 and Intel Xeon processors, the IRR and ISR can 
queue two interrupts for each interrupt vector: one in the IRR and one in the ISR. Any additional interrupts issued 
for the same interrupt vector are collapsed into the single bit in the IRR. 


For the P6 family and Pentium processors, the IRR and ISR registers can queue no more than two interrupts per 
interrupt vector and will reject other interrupts that are received within the same vector. 


If the local APIC receives an interrupt with an interrupt-priority class higher than that of the interrupt currently in 
service, and interrupts are enabled in the processor core, the local APIC dispatches the higher priority interrupt to 
the processor immediately (without waiting for a write to the EOI register). The currently executing interrupt 
handler is then interrupted so the higher-priority interrupt can be handled. When the handling of the higher- 
priority interrupt has been completed, the servicing of the interrupted interrupt is resumed. 
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The trigger mode register (TMR) indicates the trigger mode of the interrupt (see Figure 10-20). Upon acceptance 
of an interrupt into the IRR, the corresponding TMR bit is cleared for edge-triggered interrupts and set for level- 
triggered interrupts. If a TMR bit is set when an EOI cycle for its corresponding interrupt vector is generated, an EOI 
message is sent to all I/O APICs. 


10.8.5 Signaling Interrupt Servicing Completion 


For all interrupts except those delivered with the NMI, SMI, INIT, ExtINT, the start-up, or INIT-Deassert delivery 
mode, the interrupt handler must include a write to the end-of-interrupt (EOI) register (see Figure 10-21). This 
write must occur at the end of the handler routine, sometime before the IRET instruction. This action indicates that 
the servicing of the current interrupt is complete and the local APIC can issue the next interrupt from the ISR. 


31 0 


Address: OFEEO 00OBOH 
Value after reset: OH 


Figure 10-21. EOI Register 


Upon receiving an EOI, the APIC clears the highest priority bit in the ISR and dispatches the next highest priority 
interrupt to the processor. If the terminated interrupt was a level-triggered interrupt, the local APIC also sends an 
end-of-interrupt message to all I/O APICs. 


System software may prefer to direct EOIs to specific I/O APICs rather than having the local APIC send end-of- 
interrupt messages to all I/O APICs. 


Software can inhibit the broadcast of EOI message by setting bit 12 of the Spurious Interrupt Vector Register (see 
Section 10.9). If this bit is set, a broadcast EOI is not generated on an EOI cycle even if the associated TMR bit indi- 
cates that the current interrupt was level-triggered. The default value for the bit is 0, indicating that EOI broadcasts 
are performed. 


Bit 12 of the Spurious Interrupt Vector Register is reserved to 0 if the processor does not support suppression of 
EOI broadcasts. Support for EOI-broadcast suppression is reported in bit 24 in the Local APIC Version Register (see 
Section 10.4.8); the feature is supported if that bit is set to 1. When supported, the feature is available in both 
xAPIC mode and x2APIC mode. 


System software desiring to perform directed EOIs for level-triggered interrupts should set bit 12 of the Spurious 
Interrupt Vector Register and follow each the EOI to the local xAPIC for a level triggered interrupt with a directed 
EOI to the I/O APIC generating the interrupt (this is done by writing to the I/O APIC’s EOI register). System soft- 
ware performing directed EOIs must retain a mapping associating level-triggered interrupts with the I/O APICs in 
the system. 


10.8.6 Task Priority in |A-32e Mode 


In IA-32e mode, operating systems can manage the 16 interrupt-priority classes (see Section 10.8.3, “Interrupt, 

Task, and Processor Priority”) explicitly using the task priority register (TPR). Operating systems can use the TPR 

to temporarily block specific (low-priority) interrupts from interrupting a high-priority task. This is done by loading 

TPR with a value in which the task-priority class corresponds to the highest interrupt-priority class that is to be 

blocked. For example: 

¢ Loading the TPR with a task-priority class of 8 (01000B) blocks all interrupts with an interrupt-priority class of 
8 or less while allowing all interrupts with an interrupt-priority class of 9 or more to be recognized. 

¢ Loading the TPR with a task-priority class of 0 enables all external interrupts. 

¢ Loading the TPR with a task-priority class of OFH (01111B) disables all external interrupts. 


The TPR (shown in Figure 10-18) is cleared to 0 on reset. In 64-bit mode, software can read and write the TPR 
using an alternate interface, MOV CR8 instruction. The new task-priority class is established when the MOV CR8 
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instruction completes execution. Software does not need to force serialization after loading the TPR using MOV 
CR8. 


Use of the MOV CRn instruction requires a privilege level of 0. Programs running at privilege level greater than 0 
cannot read or write the TPR. An attempt to do so causes a general-protection exception. The TPR is abstracted 
from the interrupt controller (IC), which prioritizes and manages external interrupt delivery to the processor. The 
IC can be an external device, such as an APIC or 8259. Typically, the IC provides a priority mechanism similar or 
identical to the TPR. The IC, however, is considered implementation-dependent with the under-lying priority mech- 
anisms subject to change. CR8, by contrast, is part of the Intel 64 architecture. Software can depend on this defi- 
nition remaining unchanged. 


Figure 10-22 shows the layout of CR8; only the low four bits are used. The remaining 60 bits are reserved and must 
be written with zeros. Failure to do this causes a general-protection exception. 


63 43 0 


Reserved 


Value after reset: OH 


Figure 10-22. CR8 Register 


10.8.6.1 Interaction of Task Priorities between CR8 and APIC 


The first implementation of Intel 64 architecture includes a local advanced programmable interrupt controller 
(APIC) that is similar to the APIC used with previous IA-32 processors. Some aspects of the local APIC affect the 
operation of the architecturally defined task priority register and the programming interface using CR8. 


Notable CR8 and APIC interactions are: 

¢ The processor powers up with the local APIC enabled. 

¢ The APIC must be enabled for CR8 to function as the TPR. Writes to CR8 are reflected into the APIC Task Priority 
Register. 

¢ =©APIC.TPR[bits 7:4] = CR8[bits 3:0], APIC.TPR[bits 3:0] = 0. A read of CR8 returns a 64-bit value which is the 
value of TPR[bits 7:4], zero extended to 64 bits. 


There are no ordering mechanisms between direct updates of the APIC.TPR and CR8. Operating software should 
implement either direct APIC TPR updates or CR8 style TPR updates but not mix them. Software can use a serial- 
izing instruction (for example, CPUID) to serialize updates between MOV CR8 and stores to the APIC. 


10.9 SPURIOUS INTERRUPT 


A special situation may occur when a processor raises its task priority to be greater than or equal to the level of the 
interrupt for which the processor INTR signal is currently being asserted. If at the time the INTA cycle is issued, the 
interrupt that was to be dispensed has become masked (programmed by software), the local APIC will deliver a 
spurious-interrupt vector. Dispensing the spurious-interrupt vector does not affect the ISR, so the handler for this 
vector should return without an EOI. 


The vector number for the spurious-interrupt vector is specified in the spurious-interrupt vector register (see 

Figure 10-23). The functions of the fields in this register are as follows: 

Spurious Vector Determines the vector number to be delivered to the processor when the local APIC generates 
a spurious vector. 
(Pentium 4 and Intel Xeon processors.) Bits 0 through 7 of the this field are programmable by 
software. 


(P6 family and Pentium processors). Bits 4 through 7 of the this field are programmable by 
software, and bits 0 through 3 are hardwired to logical ones. Software writes to bits 0 through 
3 have no effect. 


APIC Software Enable/ Disable 
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Allows software to temporarily enable (1) or disable (0) the local APIC (see Section 10.4.3, 
“Enabling or Disabling the Local APIC”). 


Focus Processor Checking 
Determines if focus processor checking is enabled (0) or disabled (1) when using the lowest- 
priority delivery mode. In Pentium 4 and Intel Xeon processors, this bit is reserved and should 
be cleared to 0. 

Suppress EOI Broadcasts 


Determines whether an EOI for a level-triggered interrupt causes EOI messages to be broad- 
cast to the I/O APICs (0) or not (1). See Section 10.8.5. The default value for this bit is 0, indi- 
cating that EOI broadcasts are performed. This bit is reserved to 0 if the processor does not 
support EOI-broadcast suppression. 


NOTE 


Do not program an LVT or IOAPIC RTE with a spurious vector even if you set the mask bit. A 
spurious vector ISR does not do an EOI. If for some reason an interrupt is generated by an LVT or 
RTE entry, the bit in the in-service register will be left set for the spurious vector. This will mask all 
interrupts at the same or lower priority 


31 121110 9 8 7 0 


1 


EOI-Broadcast Suppression 
0: Disabled 
1: Enabled 


Focus Processor Checking2 
0: Enabled 
1: Disabled 


APIC Software Enable/Disable 
0: APIC Disabled 
1: APIC Enabled 


Spurious Vector? 


Address: FEEO OOFOH 
Value after reset: 0000 OOFFH 


1. Not supported on all processors. See bit 24 of Local APIC Version Register. 
2. Not supported in Pentium 4 and Intel Xeon processors. 
3. For the P6 family and Pentium processors, bits 0 through 3 

are always 0. 


Figure 10-23. Spurious-Interrupt Vector Register (SVR) 


10.10 APIC BUS MESSAGE PASSING MECHANISM AND 
PROTOCOL (P6 FAMILY, PENTIUM PROCESSORS) 


The Pentium 4 and Intel Xeon processors pass messages among the local and I/O APICs on the system bus, using 
the system bus message passing mechanism and protocol. 


The P6 family and Pentium processors, pass messages among the local and I/O APICs on the serial APIC bus, as 
follows. Because only one message can be sent at a time on the APIC bus, the I/O APIC and local APICs employ a 
‘rotating priority” arbitration protocol to gain permission to send a message on the APIC bus. One or more APICs 
may start sending their messages simultaneously. At the beginning of every message, each APIC presents the type 
of the message it is sending and its current arbitration priority on the APIC bus. This information is used for arbi- 
tration. After each arbitration cycle (within an arbitration round), only the potential winners keep driving the bus. 
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By the time all arbitration cycles are completed, there will be only one APIC left driving the bus. Once a winner is 
selected, it is granted exclusive use of the bus, and will continue driving the bus to send its actual message. 


After each successfully transmitted message, all APICs increase their arbitration priority by 1. The previous winner 
(that is, the one that has just successfully transmitted its message) assumes a priority of 0 (lowest). An agent 
whose arbitration priority was 15 (highest) during arbitration, but did not send a message, adopts the previous 
winner's arbitration priority, incremented by 1. 


Note that the arbitration protocol described above is slightly different if one of the APICs issues a special End-Of- 
Interrupt (EOI). This high-priority message is granted the bus regardless of its sender’s arbitration priority, unless 
more than one APIC issues an EOI message simultaneously. In the latter case, the APICs sending the EOI 
messages arbitrate using their arbitration priorities. 


If the APICs are set up to use “lowest priority” arbitration (see Section 10.6.2.4, “Lowest Priority Delivery Mode”) 
and multiple APICs are currently executing at the lowest priority (the value in the APR register), the arbitration 
priorities (unique values in the Arb ID register) are used to break ties. All 8 bits of the APR are used for the lowest 
priority arbitration. 


10.10.1 Bus Message Formats 


See Section 10.13, “APIC Bus Message Formats,” for a description of bus message formats used to transmit 
messages on the serial APIC bus. 


10.11 MESSAGE SIGNALLED INTERRUPTS 


The PCI Local Bus Specification, Rev 2.2 (www.pcisig.com) introduces the concept of message signalled interrupts. 
As the specification indicates: 


“Message signalled interrupts (MSI) is an optional feature that enables PCI devices to request 
service by writing a system-specified message to a system-specified address (PCI DWORD memory 
write transaction). The transaction address specifies the message destination while the transaction 
data specifies the message. System software is expected to initialize the message destination and 
message during device configuration, allocating one or more non-shared messages to each MSI 
capable function.” 


The capabilities mechanism provided by the PCI Local Bus Specification is used to identify and configure MSI 
capable PCI devices. Among other fields, this structure contains a Message Data Register and a Message Address 
Register. To request service, the PCI device function writes the contents of the Message Data Register to the 
address contained in the Message Address Register (and the Message Upper Address register for 64-bit message 
addresses). 


Section 10.11.1 and Section 10.11.2 provide layout details for the Message Address Register and the Message Data 
Register. The operation issued by the device is a PCI write command to the Message Address Register with the 
Message Data Register contents. The operation follows semantic rules as defined for PCI write operations and is a 
DWORD operation. 


10.11.1 Message Address Register Format 
The format of the Message Address Register (lower 32-bits) is shown in Figure 10-24. 


31 20 19 12 11 4 3 2 1 0 


OFEEH Destination ID | Reserved RH DM XX 


Figure 10-24. Layout of the MSI Message Address Register 
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Fields in the Message Address Register are as follows: 


1. 


4. 


Bits 31-20 — These bits contain a fixed value for interrupt messages (OFEEH). This value locates interrupts at 
the 1-MByte area with a base address of 4G - 18M. All accesses to this region are directed as interrupt 
messages. Care must to be taken to ensure that no other device claims the region as I/O space. 


Destination ID — This field contains an 8-bit destination ID. It identifies the message’s target processor(s). 
The destination ID corresponds to bits 63:56 of the I/O APIC Redirection Table Entry if the IOAPIC is used to 
dispatch the interrupt to the processor(s). 


Redirection hint indication (RH) — When this bit is set, the message is directed to the processor with the 
lowest interrupt priority among processors that can receive the interrupt. 


¢ When RH is 0, the interrupt is directed to the processor listed in the Destination ID field. 


¢ When RH is 1 and the physical destination mode is used, the Destination ID field must not be set to FFH; 
it must point to a processor that is present and enabled to receive the interrupt. 


¢ When RH is 1 and the logical destination mode is active in a system using a flat addressing model, the 
Destination ID field must be set so that bits set to 1 identify processors that are present and enabled to 
receive the interrupt. 


¢ If RH is set to 1 and the logical destination mode is active in a system using cluster addressing model, 
then Destination ID field must not be set to FFH; the processors identified with this field must be 
present and enabled to receive the interrupt. 


Destination mode (DM) — This bit indicates whether the Destination ID field should be interpreted as logical 
or physical APIC ID for delivery of the lowest priority interrupt. 


¢ If RHis 1 and DM is 0, the Destination ID field is in physical destination mode and only the processor in 
the system that has the matching APIC ID is considered for delivery of that interrupt (this means no re- 
direction). 


¢ If RH is 1 and DM is 1, the Destination ID Field is interpreted as in logical destination mode and the 
redirection is limited to only those processors that are part of the logical group of processors based on 
the processor’s logical APIC ID and the Destination ID field in the message. The logical group of 
processors consists of those identified by matching the 8-bit Destination ID with the logical destination 
identified by the Destination Format Register and the Logical Destination Register in each local APIC. 
The details are similar to those described in Section 10.6.2, “Determining IPI Destination.” 


¢ If RH is 0, then the DM bit is ignored and the message is sent ahead independent of whether the 
physical or logical destination mode is used. 


10.11.2 Message Data Register Format 


The layout of the Message Data Register is shown in Figure 10-25. 


Reserved fields are not assumed to be any value. Software must preserve their contents on writes. Other fields in 
the Message Data Register are described below. 


1. 


Vector — This 8-bit field contains the interrupt vector associated with the message. Values range from 010H 
to OFEH. Software must guarantee that the field is not programmed with vector OOH to OFH. 


Delivery Mode — This 3-bit field specifies how the interrupt receipt is handled. Delivery Modes operate only in 
conjunction with specified Trigger Modes. Correct Trigger Modes must be guaranteed by software. Restrictions 
are indicated below: 


a. OOOB (Fixed Mode) — Deliver the signal to all the agents listed in the destination. The Trigger Mode for 
fixed delivery mode can be edge or level. 


b. 001B (Lowest Priority) — Deliver the signal to the agent that is executing at the lowest priority of all 
agents listed in the destination field. The trigger mode can be edge or level. 


c. 010B (System Management Interrupt or SMI) — The delivery mode is edge only. For systems that rely 
on SMI semantics, the vector field is ignored but must be programmed to all zeroes for future compatibility. 
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Vv 

Level for Trigger Mode = 0 
X - Don’t care 

Level for Trigger Mode = 1 
0 - Deassert 


1 - Assert 


010 - SMI 

011 - Reserved 
100 - NMI 

101 - INIT 

110 - Reserved 
111 - ExtINT 


63 32 
Reserved 
31 16 15 14 13 11 10 8 7 0 
Reserved Reserved Vector 
Trigger Mode Delivery Mode 
0 - Edge 000 - Fixed 
1 - Level 001 - Lowest Priority 


Figure 10-25. Layout of the MSI Message Data Register 


d. 100B (NMI) — Deliver the signal to all the agents listed in the destination field. The vector information is 
ignored. NMI is an edge triggered interrupt regardless of the Trigger Mode Setting. 


e. 101B (INIT) — Deliver this signal to all the agents listed in the destination field. The vector information is 
ignored. INIT is an edge triggered interrupt regardless of the Trigger Mode Setting. 


f. 111B (ExtINT) — Deliver the signal to the INTR signal of all agents in the destination field (as an interrupt 
that originated from an 8259A compatible interrupt controller). The vector is supplied by the INTA cycle 
issued by the activation of the ExtINT. ExtINT is an edge triggered interrupt. 


3. Level — Edge triggered interrupt messages are always interpreted as assert messages. For edge triggered 
interrupts this field is not used. For level triggered interrupts, this bit reflects the state of the interrupt input. 


4. Trigger Mode — This field indicates the signal type that will trigger a message. 


a. O — Indicates edge sensitive. 
b. 1 -— Indicates level sensitive. 


10.12 EXTENDED XAPIC (X2APIC) 


The x2APIC architecture extends the xAPIC architecture (described in Section 10.4) in a backward compatible 
manner and provides forward extendability for future Intel platform innovations. Specifically, the x2APIC architec- 


ture does the following. 


¢ Retains all key elements of compatibility to the xAPIC architecture. 


— Delivery modes. 

— Interrupt and processor priorities. 
— Interrupt sources. 

— Interrupt destination types. 


¢ Provides extensions to scale processor addressability for both the logical and physical destination modes. 
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e Adds new features to enhance performance of interrupt delivery. 
¢ Reduces complexity of logical destination mode interrupt delivery on link based platform architectures. 


¢ Uses MSR programming interface to access APIC registers in x2APIC mode instead of memory-mapped 
interfaces. Memory-mapped interface is supported when operating in xAPIC mode. 


10.12.1 Detecting and Enabling x2APIC Mode 


Processor support for x2APIC mode can be detected by executing CPUID with EAX=1 and then checking ECX, bit 21 
ECX. If CPUID.(EAX=1):ECX.21 is set , the processor supports the x2APIC capability and can be placed into the 
x2APIC mode. 


System software can place the local APIC in the x2APIC mode by setting the x2APIC mode enable bit (bit 10) in the 
IA32_APIC_BASE MSR at MSR address 01BH. The layout for the IA32_APIC_BASE MSR is shown in Figure 10-26. 


63 36 35 121110987 0 


Reserved APIC Base | | | 


APIC Base—Base physical address 
EN—xAPIC global enable/disable 
EXTD—Enable x2APIC mode 

BSP—Processor is BSP 


Reserved 


Figure 10-26. IA32_APIC_BASE MSR Supporting x2APIC 


Table 10-5, “x2APIC operating mode configurations” describe the possible combinations of the enable bit (EN - bit 
11) and the extended mode bit (EXTD - bit 10) in the IA32_APIC_BASE MSR. 


Table 10-5. x2APIC Operating Mode Configurations 


XAPIC global enable x2APIC enable 
(IA32_APIC_BASE[11]) (IA32_APIC_BASE[10]) Description 
0 0 local APIC is disabled 
0 1 Invalid 
1 0 local APIC is enabled in xAPIC mode 
1 1 local APIC is enabled in x2APIC mode 


Once the local APIC has been switched to x2APIC mode (EN = 1, EXTD = 1), switching back to xAPIC mode would 
require system software to disable the local APIC unit. Specifically, attempting to write a value to the 
IA32_APIC_BASE MSR that has (EN= 1, EXTD = 0) when the local APIC is enabled and in x2APIC mode causes a 
general-protection exception. Once bit 10 in IA32_APIC_BASE MSR is set, the only way to leave x2APIC mode using 
IA32_APIC_BASE would require a WRMSR to set both bit 11 and bit 10 to zero. Section 10.12.5, “x2APIC State 
Transitions” provides a detailed state diagram for the state transitions allowed for the local APIC. 


10.12.1.1 Instructions to Access APIC Registers 


In x2APIC mode, system software uses RDMSR and WRMSR to access the APIC registers. The MSR addresses for 
accessing the x2APIC registers are architecturally defined and specified in Section 10.12.1.2, “x2APIC Register 
Address Space”. Executing the RDMSR instruction with the APIC register address specified in ECX returns the 
content of bits 0 through 31 of the APIC registers in EAX. Bits 32 through 63 are returned in register EDX - these 
bits are reserved if the APIC register being read is a 32-bit register. Similarly executing the WRMSR instruction with 
the APIC register address in ECX, writes bits 0 to 31 of register EAX to bits 0 to 31 of the specified APIC register. If 
the register is a 64-bit register then bits 0 to 31 of register EDX are written to bits 32 to 63 of the APIC register. The 
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Interrupt Command Register is the only APIC register that is implemented as a 64-bit MSR. The semantics of 
handling reserved bits are defined in Section 10.12.1.3, “Reserved Bit Checking”. 


10.12.1.2 x2APIC Register Address Space 


The MSR address range 800H through 8FFH is architecturally reserved and dedicated for accessing APIC registers 
in x2APIC mode. Table 10-6 lists the APIC registers that are available in x2APIC mode. When appropriate, the table 
also gives the offset at which each register is available on the page referenced by IA32_APIC_BASE[35:12] in 
xAPIC mode. 


There is a one-to-one mapping between the x2APIC MSRs and the legacy xAPIC register offsets with the following 

exceptions: 

¢ The Destination Format Register (DFR): The DFR, supported at offset OEQH in xAPIC mode, is not supported in 
x2APIC mode. There is no MSR with address 80EH. 


° The Interrupt Command Register (ICR): The two 32-bit registers in xAPIC mode (at offsets 300H and 310H) are 
merged into a single 64-bit MSR in x2APIC mode (with MSR address 830H). There is no MSR with address 
831H. 

¢ The SELF IPI register. This register is available only in x2APIC mode at address 83FH. In xAPIC mode, there is 
no register defined at offset 3FOH. 


MSR addresses in the range 800H-8FFH that are not listed in Table 10-6 (including 80EH and 831H) are reserved. 
Executions of RDMSR and WRMSR that attempt to access such addresses cause general-protection exceptions. 


The MSR address space is compressed to allow for future growth. Every 32 bit register on a 128-bit boundary in the 
legacy MMIO space is mapped to a single MSR in the local x2APIC MSR address space. The upper 32-bits of all 
x2APIC MSRs (except for the ICR) are reserved. 


Table 10-6. Local APIC Register Address Map Supported by x2APIC 


MSR Address MMIO Offset Reaictar Name MSR R/W Comments 
(x2APIC mode) (xAPIC mode) g Semantics 
802H 020H Local APIC ID register Read-only! See Section 10.12.5.1 for initial 
values. 
803H 030H Local APIC Version register Read-only Same version used in xAPIC mode 
and x2APIC mode. 
808H O80H Task Priority Register (TPR) Read/write Bits 31:8 are reserved. 
80AH OAOH Processor Priority Register Read-only 
(PPR) 
80BH OBOH EOI register Write-only? WRMSR of a non-zero value causes 
#GP(0). 
80DH ODOH Logical Destination Register Read-only Read/write in xAPIC mode. 
(LDR) 
80FH OFOH Spurious Interrupt Vector Read/write See Section 10.9 for reserved bits. 
Register (SVR) 
810H 100H In-Service Register (ISR); bits | Read-only 
31:0 
811H 110H ISR bits 63:32 Read-only 
812H 120H ISR bits 95:64 Read-only 
813H 130H ISR bits 127:96 Read-only 
814H 140H ISR bits 159:128 Read-only 
815H 150H ISR bits 191:160 Read-only 
816H 160H ISR bits 223:192 Read-only 
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Table 10-6. Local APIC Register Address Map Supported by x2APIC (Contd.) 


MSR Address MMIO Offset Register Name MSR R/W Comments 
(x2APIC mode) (xAPIC mode) Semantics 
817H 170H ISR bits 255:224 Read-only 
818H 180H Trigger Mode Register (TMR); | Read-only 
bits 31:0 
819H 190H TMR bits 63:32 Read-only 
81AH 1A0H TMR bits 95:64 Read-only 
81BH 1BOH TMR bits 127:96 Read-only 
81CH 1COH TMR bits 159:128 Read-only 
81DH 1DOH TMR bits 191:160 Read-only 
81EH 1€0H TMR bits 223:192 Read-only 
81FH 1FOH TMR bits 255:224 Read-only 
820H 200H Interrupt Request Register Read-only 
(IRR); bits 31:0 
821H 210H IRR bits 63:32 Read-only 
822H 220H IRR bits 95:64 Read-only 
823H 230H IRR bits 127:96 Read-only 
824H 240H IRR bits 159:128 Read-only 
825H 250H IRR bits 191:160 Read-only 
826H 260H IRR bits 223:192 Read-only 
827H 270H IRR bits 255:224 Read-only 
828H 280H Error Status Register (ESR) Read/write WRMSR of a non-zero value causes 
#GP(0). See Section 10.5.3. 
82FH 2FOH LWT CMCI register Read/write See Figure 10-8 for reserved bits. 
830H* 300H and 310H Interrupt Command Register Read/write See Figure 10-28 for reserved bits 
(ICR) 
832H 320H LVT Timer register Read/write See Figure 10-8 for reserved bits. 
833H 330H LVT Thermal Sensor register | Read/write See Figure 10-8 for reserved bits. 
834H 340H LVT Performance Monitoring | Read/write See Figure 10-8 for reserved bits. 
register 
835H 350H LVT LINTO register Read/write See Figure 10-8 for reserved bits. 
836H 360H LWT LINT1 register Read/write See Figure 10-8 for reserved bits. 
837H 370H LT Error register Read/write See Figure 10-8 for reserved bits. 
838H 380H Initial Count register (for Read/write 
Timer) 
839H 390H Current Count register (for Read-only 
Timer) 
83E€H 3€0H Divide Configuration Register | Read/write See Figure 10-10 for reserved bits. 
(DCR; for Timer) 
83FH Not available SELF IPI° Write-only Available only in x2APIC mode. 
NOTES: 


1. WRMSR causes #GP(0) for read-only registers. 


10-40 Vol. 3A 


ADVANCED PROGRAMMABLE INTERRUPT CONTROLLER (APIC) 


2. WRMSR causes #GP(0) for attempts to set a reserved bit to 1 in a read/write register (including bits 63:32 of each register). 
3. RDMSR causes #GP(0) for write-only registers. 


4. MSR 831H is reserved; read/write operations cause general-protection exceptions. The contents of the APIC register at MMIO offset 
310H are accessible in x2APIC mode through the MSR at address 830H. 


5. SELF IPI register is supported only in x2APIC mode. 


10.12.1.3 Reserved Bit Checking 


Section 10.12.1.2 and Table 10-6 specifies the reserved bit definitions for the APIC registers in x2APIC mode. Non- 
zero writes (by WRMSR instruction) to reserved bits to these registers will raise a general protection fault exception 
while reads return zeros (RsvdZ semantics). 


In x2APIC mode, the local APIC ID register is increased to 32 bits wide. This enables -1 processors to be 
addressable in physical destination mode. This 32-bit value is referred to as “x2APIC ID”. A processor implementa- 
tion may choose to support less than 32 bits in its hardware. System software should be agnostic to the actual 
number of bits that are implemented. All non-implemented bits will return zeros on reads by software. 


The APIC ID value of FFFF_FFFFH and the highest value corresponding to the implemented bit-width of the local 
APIC ID register in the system are reserved and cannot be assigned to any logical processor. 


232 


In x2APIC mode, the local APIC ID register is a read-only register to system software and will be initialized by hard- 
ware. It is accessed via the RDMSR instruction reading the MSR at address 0802H. 


Each logical processor in the system (including clusters with a communication fabric) must be configured with an 
unique x2APIC ID to avoid collisions of x2APIC IDs. On DP and high-end MP processors targeted to specific market 
segments and depending on the system configuration, it is possible that logical processors in different and “un- 
connected” clusters power up initialized with overlapping x2APIC IDs. In these configurations, a model-specific 
means may be provided in those product segments to enable BIOS and/or platform firmware to re-configure the 
x2APIC IDs in some clusters to provide for unique and non-overlapping system wide IDs before configuring the 
disconnected components into a single system. 


10.12.2 x2APIC Register Availability 


The local APIC registers can be accessed via the MSR interface only when the local APIC has been switched to the 
x2APIC mode as described in Section 10.12.1. Accessing any APIC register in the MSR address range 0800H 
through O8FFH via RDMSR or WRMSR when the local APIC is not in x2APIC mode causes a general-protection 
exception. In x2APIC mode, the memory mapped interface is not available and any access to the MMIO interface 
will behave similar to that of a legacy xAPIC in globally disabled state. Table 10-7 provides the interactions between 
the legacy & extended modes and the legacy and register interfaces. 


Table 10-7. MSR/MMIO Interface of a Local x2APIC in Different Modes of Operation 


MMIO Interface MSR Interface 
xAPIC mode Available General-protection exception 
x2APIC mode Behavior identical to xAPIC in globally disabled state Available 


10.12.3. MSR Access in x2APIC Mode 


To allow for efficient access to the APIC registers in x2APIC mode, the serializing semantics of WRMSR are relaxed 
when writing to the APIC registers. Thus, system software should not use “WRMSR to APIC registers in x2APIC 
mode” as a Serializing instruction. Read and write accesses to the APIC registers will occur in program order. A 
WRMSR to an APIC register may complete before all preceding stores are globally visible; software can prevent this 
by inserting a serializing instruction or the sequence MFENCE;LFENCE before the WRMSR. 


The RDMSR instruction is not serializing and this behavior is unchanged when reading APIC registers in x2APIC 
mode. System software accessing the APIC registers using the RDMSR instruction should not expect a serializing 
behavior. (Note: The MMIO-based xAPIC interface is mapped by system software as an un-cached region. Conse- 
quently, read/writes to the xAPIC-MMIO interface have serializing semantics in the xAPIC mode.) 
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10.12.4 VM-Exit Controls for MSRs and x2APIC Registers 


The VMX architecture allows a VMM to specify lists of MSRs to be loaded or stored on VMX transitions using the 
VMxX-transition MSR areas (see VM-exit MSR-store address field, VM-exit MSR-load address field, and VM-entry 
MSR-load address field in Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3C). 


The X2APIC MSRs cannot to be loaded and stored on VMX transitions. A VMX transition fails if the VMM has specified 
that the transition should access any MSRs in the address range from 0000_0800H to 0000_O8FFH (the range used 
for accessing the X2APIC registers). Specifically, processing of an 128-bit entry in any of the VMX-transition MSR 
areas fails if bits 31:0 of that entry (represented as ENTRY_LOW_DW) satisfies the expression: “ENTRY_LOW_DW 
& FFFFF800H = O0000800H”. Such a failure causes an associated VM entry to fail (by reloading host state) and 
causes an associated VM exit to lead to VMX abort. 


10.12.5 x2APIC State Transitions 


This section provides a detailed description of the x2APIC states of a local x2APIC unit, transitions between these 
states as well as interactions of these states with INIT and reset. 


10.12.5.1 x2APIC States 

The valid states for a local x2APIC unit are listed in Table 10-5. 

e APIC disabled: IA32_APIC_BASE[EN]=0 and IA32_APIC_BASE[EXTD]=0. 
¢ xAPIC mode: IA32_APIC_BASE[EN]=1 and IA32_APIC_BASE[EXTD]=0. 
° x2APIC mode: IA32_APIC_BASE[EN]=1 and IA32_APIC_BASE[EXTD]=1. 
° Invalid: IA32_APIC_BASE[EN]=0 and IA32_APIC_BASE[EXTD]=1. 


The state corresponding to EXTD=1 and EN=0 is not valid and it is not possible to get into this state. An execution 
of WRMSR to the IA32_APIC_BASE_MSR that attempts a transition from a valid state to this invalid state causes a 
general-protection exception. Figure 10-27 shows the comprehensive state transition diagram for a local x2APIC 
unit. 


On coming out of reset, the local APIC unit is enabled and is in the xAPIC mode: IA32_APIC_BASE[EN]=1 and 
IA32_APIC_BASE[EXTD]=0. The APIC registers are initialized as follows. 


¢ The local APIC ID is initialized by hardware with a 32 bit ID (x2APIC ID). The lowest 8 bits of the x2APIC ID are 
the legacy local xAPIC ID, and are stored in the upper 8 bits of the APIC register for access in xAPIC mode. 


¢ The following APIC registers are reset to all zeros for those fields that are defined in the xAPIC mode. 


— IRR, ISR, TMR, ICR, LDR, TPR, Divide Configuration Register (See Section 10.4 through Section 10.6 for 
details of individual APIC registers). 


— Timer initial count and timer current count registers. 
° The LVT registers are reset to Os except for the mask bits; these are set to 1s. 
¢ The local APIC version register is not affected. 
¢ The Spurious Interrupt Vector Register is initialized to OOOOOOFFH. 
¢ The DFR (available only in xAPIC mode) is reset to all is. 
° SELF IPI register is reset to zero. 
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Figure 10-27. Local x2APIC State Transitions with IA32_APIC_BASE, INIT, and Reset 


Reset 


x2APIC After Reset 


The valid transitions from the xAPIC mode state are: 


¢ tothe x2APIC mode by setting EXT to 1 (resulting EN=1, EXTD= 1). The physical x2APIC ID (see Figure 10-6) 
is preserved across this transition and the logical x2APIC ID (see Figure 10-29) is initialized by hardware during 
this transition as documented in Section 10.12.10.2. The state of the extended fields in other APIC registers, 
which was not initialized at reset, is not architecturally defined across this transition and system software 
should explicitly initialize those programmable APIC registers. 


* to the disabled state by setting EN to 0 (resulting EN=0, EXTD= 0). 


The result of an INIT in the xAPIC state places the APIC in the state with EN= 1, EXTD= 0. The state of the local 
APIC ID register is preserved (the 8-bit xAPIC ID is in the upper 8 bits of the APIC ID register). All the other APIC 
registers are initialized as a result of INIT. 


A reset in this state places the APIC in the state with EN= 1, EXTD= O. The state of the local APIC ID register is 
initialized as described in Section 10.12.5.1. All the other APIC registers are initialized described in Section 
10.12.5.1. 


X2APIC Transitions From x2APIC Mode 


From the x2APIC mode, the only valid x2APIC transition using IA32_APIC_BASE is to the state where the x2APIC 
is disabled by setting EN to 0 and EXTD to 0. The x2APIC ID (32 bits) and the legacy local xAPIC ID (8 bits) are 
preserved across this transition. A transition from the x2APIC mode to xAPIC mode is not valid, and the corre- 
sponding WRMSR to the IA32_APIC_BASE MSR causes a general-protection exception. 

A reset in this state places the x2APIC in xAPIC mode. All APIC registers (including the local APIC ID register) are 
initialized as described in Section 10.12.5.1. 


An INIT in this state keeps the x2APIC in the x2APIC mode. The state of the local APIC ID register is preserved (all 
32 bits). However, all the other APIC registers are initialized as a result of the INIT transition. 
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X2APIC Transitions From Disabled Mode 


From the disabled state, the only valid x2APIC transition using IA32_APIC_BASE is to the xAPIC mode (EN= 1, 
EXTD = 0). Thus the only means to transition from x2APIC mode to xAPIC mode is a two-step process: 


° first transition from x2APIC mode to local APIC disabled mode (EN= 0, EXTD = 0), 
¢ followed by another transition from disabled mode to xAPIC mode (EN= 1, EXTD= 0). 


Consequently, all the APIC register states in the x2APIC, except for the x2APIC ID (32 bits), are not preserved 
across mode transitions. 


A reset in the disabled state places the x2APIC in the xAPIC mode. All APIC registers (including the local APIC ID 
register) are initialized as described in Section 10.12.5.1. 


An INIT in the disabled state keeps the x2APIC in the disabled state. 


State Changes From xAPIC Mode to x2APIC Mode 


After APIC register states have been initialized by software in xAPIC mode, a transition from xAPIC mode to x2APIC 
mode does not affect most of the APIC register states, except the following: 


°* The Logical Destination Register is not preserved. 
¢ Any APIC ID value written to the memory-mapped local APIC ID register is not preserved. 
¢ The high half of the Interrupt Command Register is not preserved. 


10.12.6 Routing of Device Interrupts in x2APIC Mode 


The x2APIC architecture is intended to work with all existing IOxAPIC units as well as all PCI and PCI Express (PCIe) 
devices that support the capability for message-signaled interrupts (MSI). Support for x2APIC modifies only the 
following: 

¢ the local APIC units; 

¢ the interconnects joining IOxAPIC units to the local APIC units; and 

¢ the interconnects joining MSI-capable PCI and PCIe devices to the local APIC units. 


No modifications are required to MSI-capable PCI and PCIe devices. Similarly, no modifications are required to 
IOXxAPIC units. This made possible through use of the interrupt-remapping architecture specified in the Inte/® 
Virtualization Technology for Directed I/O, Revision 1.3 for the routing of interrupts from MSI-capable devices to 
local APIC units operating in x2APIC mode. 


10.12.7 Initialization by System Software 


Routing of device interrupts to local APIC units operating in x2APIC mode requires use of the interrupt-remapping 
architecture specified in the Inte/® Virtualization Technology for Directed I/O (Revision 1.3 and/or later versions). 
Because of this, BIOS must enumerate support for and software must enable this interrupt remapping with 
Extended Interrupt Mode Enabled before it enabling x2APIC mode in the local APIC units. 


The ACPI interfaces for the x2APIC are described in Section 5.2, “ACPI System Description Tables,” of the Advanced 
Configuration and Power Interface Specification, Revision 4.0a (http://www.acpi.info/spec.htm). The default 
behavior for BIOS is to pass the control to the operating system with the local x2APICs in xAPIC mode if all APIC 
IDs reported by CPUID.OBH:EDX are less than 255, and in x2APIC mode if there are any logical processor reporting 
an APIC ID of 255 or greater. 


10.12.8 CPUID Extensions And Topology Enumeration 


For Intel 64 and IA-32 processors that support x2APIC, a value of 1 reported by CPUID.01H:ECX[21] indicates that 
the processor supports x2APIC and the extended topology enumeration leaf (CPUID.OBH). 
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The extended topology enumeration leaf can be accessed by executing CPUID with EAX = OBH. Processors that do 
not support x2APIC may support CPUID leaf OBH. Software can detect the availability of the extended topology 
enumeration leaf (OBH) by performing two steps: 


¢ Check maximum input value for basic CPUID information by executing CPUID with EAX= 0. If CPUID.OH:EAX is 
greater than or equal or 11 (OBH), then proceed to next step 


® Check CPUID.EAX=0BH, ECX=0H:EBxX is non-zero. 


If both of the above conditions are true, extended topology enumeration leaf is available. If available, the extended 
topology enumeration leaf is the preferred mechanism for enumerating topology. The presence of CPUID leaf OBH 
in a processor does not guarantee support for x2APIC. If CPUID.EAX=0BH, ECX=0H:EBX returns zero and 
maximum input value for basic CPUID information is greater than OBH, then CPUID.OBH leaf is not supported on 
that processor. 


The extended topology enumeration leaf is intended to assist software with enumerating processor topology on 
systems that requires 32-bit x2APIC IDs to address individual logical processors. Details of CPUID leaf OBH can be 
found in the reference pages of CPUID in Chapter 3 of Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 2A. 


Processor topology enumeration algorithm for processors supporting the extended topology enumeration leaf of 
CPUID and processors that do not support CPUID leaf OBH are treated in Section 8.9.4, “Algorithm for Three-Level 
Mappings of APIC_ID”. 


10.12.8.1 Consistency of APIC IDs and CPUID 


The consistency of physical x2APIC ID in MSR 802H in x2APIC mode and the 32-bit value returned in 
CPUID.OBH:EDx is facilitated by processor hardware. 


CPUID.OBH:EDxX will report the full 32 bit ID, in xAPIC and x2APIC mode. This allows BIOS to determine if a system 
has processors with IDs exceeding the 8-bit initial APIC ID limit (CPUID.O1H:EBX[31:24]). Initial APIC ID 
(CPUID.01H:EBX[31:24]) is always equal to CPUID.OBH:EDX[7:0]. 


If the values of CPUID.OBH: EDX reported by all logical processors in a system are less than 255, BIOS can transfer 
control to OS in xAPIC mode. 


If the values of CPUID.OBH:EDX reported by some logical processors in a system are greater than or equal to 255, 
BIOS must support two options to hand off to OS. 


¢ If BIOS enables logical processors with x2APIC IDs greater than 255, then it should enable x2APIC in the Boot 
Strap Processor (BSP) and all Application Processors (AP) before passing control to the OS. Applications 
requiring processor topology information must use OS provided services based on x2APIC IDs or CPUID.OBH 
leaf. 


¢ If a BIOS transfers control to OS in xAPIC mode, then the BIOS must ensure that only logical processors with 
CPUID.OBH.EDX value less than 255 are enabled. BIOS initialization on all logical processors with 
CPUID.OB.EDX values greater than or equal to 255 must (a) disable APIC and execute CLI in each logical 
processor, and (b) leave these logical processor in the lowest power state so that these processors do not 
respond to INIT IPI during OS boot. The BSP and all the enabled logical processor operate in xAPIC mode after 
BIOS passed control to OS. Application requiring processor topology information can use OS provided legacy 
services based on 8-bit initial APIC IDs or legacy topology information from CPUID.01H and CPUID O4H leaves. 
Even if the BIOS passes control in xAPIC mode, an OS can switch the processors to x2APIC mode later. BIOS 
SMM handler should always read the APIC_BASE_MSR, determine the APIC mode and use the corresponding 
access method. 


10.12.9 ICR Operation in x2APIC Mode 


In x2APIC mode, the layout of the Interrupt Command Register is shown in Figure 10-12. The lower 32 bits of ICR 
in x2APIC mode is identical to the lower half of the ICR in xAPIC mode, except the Delivery Status bit is removed 
since it is not needed in x2APIC mode. The destination ID field is expanded to 32 bits in x2APIC mode. 


To send an IPI using the ICR, software must set up the ICR to indicate the type of IPI message to be sent and the 
destination processor or processors. Self IPIs can also be sent using the SELF IPI register (see Section 10.12.11). 
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63 32 


Destination Field 


31 2019181716 1514 1312 1110 87 0 
Reserved Vector 
Destination Shorthand Delivery Mode 
00: No Shorthand 000: Fixed 
01: Self 001: Reserved 
10: All Including Self 010: SMI 
11: All Excluding Self 011: Reserved 
100: NMI 
101: INIT 
110: Start Up 
Reserved 111: Reserved 


Destination Mode 
0: Physical 
1: Logical 


Level 


Address: 830H (63 - 0) : = relere 
= Asse 


Value after Reset: OH 


Trigger Mode 
0: Edge 
1: Level 


Figure 10-28. Interrupt Command Register (ICR) in x2APIC Mode 


A single MSR write to the Interrupt Command Register is required for dispatching an interrupt in x2APIC mode. 
With the removal of the Delivery Status bit, system software no longer has a reason to read the ICR. It remains 
readable only to aid in debugging; however, software should not assume the value returned by reading the ICR is 
the last written value. 


A destination ID value of FFFF_FFFFH is used for broadcast of interrupts in both logical destination and physical 
destination modes. 


10.12.10 Determining IPI Destination in x2APIC Mode 


10.12.10.1 Logical Destination Mode in x2APIC Mode 


In x2APIC mode, the Logical Destination Register (LDR) is increased to 32 bits wide. It is a read-only register to 
system software. This 32-bit value is referred to as “logical x2APIC ID”. System software accesses this register via 
the RDMSR instruction reading the MSR at address 80DH. Figure 10-29 provides the layout of the Logical Destina- 
tion Register in x2APIC mode. 
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MSR Address: 80DH 


31 0 
Logical x2APIC ID 


Figure 10-29. Logical Destination Register in x2APIC Mode 


In the xAPIC mode, the Destination Format Register (DFR) through the MMIO interface determines the choice of a 
flat logical mode or a clustered logical mode. Flat logical mode is not supported in the x2APIC mode. Hence the 
Destination Format Register (DFR) is eliminated in x2APIC mode. 


The 32-bit logical x2APIC ID field of LDR is partitioned into two sub-fields: 
* Cluster ID (LDR[31:16]): is the address of the destination cluster 


¢ Logical ID (LDR[15:0]): defines a logical ID of the individual local x2APIC within the cluster specified by 
LDR[31:16]. 


This layout enables 2“16-1 clusters each with up to 16 unique logical IDs - effectively providing an addressability 
of ((2%20) - 16) processors in logical destination mode. 


It is likely that processor implementations may choose to support less than 16 bits of the cluster ID or less than 16- 
bits of the Logical ID in the Logical Destination Register. However system software should be agnostic to the 
number of bits implemented in the cluster ID and logical ID sub-fields. The x2APIC hardware initialization will 
ensure that the appropriately initialized logical x2APIC IDs are available to system software and reads of non- 
implemented bits return zero. This is a read-only register that software must read to determine the logical x2APIC 
ID of the processor. Specifically, software can apply a 16-bit mask to the lowest 16 bits of the logical x2APIC ID to 
identify the logical address of a processor within a cluster without needing to know the number of implemented bits 
in cluster ID and Logical ID sub-fields. Similarly, software can create a message destination address for cluster 
model, by bit-Oring the Logical X2APIC ID (31:0) of processors that have matching Cluster ID(31:16). 


To enable cluster ID assignment in a fashion that matches the system topology characteristics and to enable effi- 
cient routing of logical mode lowest priority device interrupts in link based platform interconnects, the LDR are 
initialized by hardware based on the value of x2APIC ID upon x2APIC state transitions. Details of this initialization 
are provided in Section 10.12.10.2. 


10.12.10.2 Deriving Logical x2APIC ID from the Local x2APIC ID 


In x2APIC mode, the 32-bit logical x2APIC ID, which can be read from LDR, is derived from the 32-bit local x2APIC 
ID. Specifically, the 16-bit logical ID sub-field is derived by shifting 1 by the lowest 4 bits of the x2APIC ID, i.e. 
Logical ID = 1 « x2APIC ID[3:0]. The remaining bits of the x2APIC ID then form the cluster ID portion of the logical 
x2APIC ID: 


Logical x2APIC ID = [(x2APIC ID[19:4] « 16) | (1 « x2APIC ID[3:0])] 


The use of the lowest 4 bits in the x2APIC ID implies that at least 16 APIC IDs are reserved for logical processors 
within a socket in multi-socket configurations. If more than 16 APIC IDS are reserved for logical processors in a 
socket/package then multiple cluster IDs can exist within the package. 


The LDR initialization occurs whenever the x2APIC mode is enabled (see Section 10.12.5). 
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10.12.11 SELF IPI Register 


SELF IPIs are used extensively by some system software. The x2APIC architecture introduces a new register inter- 
face. This new register is dedicated to the purpose of sending self-IPIs with the intent of enabling a highly opti- 
mized path for sending self-IPIs. 


Figure 10-30 provides the layout of the SELF IPI register. System software only specifies the vector associated with 
the interrupt to be sent. The semantics of sending a self-IPI via the SELF IPI register are identical to sending a self 
targeted edge triggered fixed interrupt with the specified vector. Specifically the semantics are identical to the 
following settings for an inter-processor interrupt sent via the ICR - Destination Shorthand (ICR[19:18] = 01 
(Self)), Trigger Mode (ICR[15] = 0 (Edge)), Delivery Mode (ICR[10:8] = 000 (Fixed)), Vector (ICR[7:0] = Vector). 


MSR Address: 083FH 


31 87 0 


Reserved Vector 


Figure 10-30. SELF IPI register 


The SELF IPI register is a write-only register. A RDMSR instruction with address of the SELF IPI register causes a 
general-protection exception. 


The handling and prioritization of a self-IPI sent via the SELF IPI register is architecturally identical to that for an 
IPI sent via the ICR from a legacy xAPIC unit. Specifically the state of the interrupt would be tracked via the Inter- 
rupt Request Register (IRR) and In Service Register (ISR) and Trigger Mode Register (TMR) as if it were received 
from the system bus. Also sending the IPI via the Self Interrupt Register ensures that interrupt is delivered to the 
processor core. Specifically completion of the WRMSR instruction to the SELF IPI register implies that the interrupt 
has been logged into the IRR. As expected for edge triggered interrupts, depending on the processor priority and 
readiness to accept interrupts, it is possible that interrupts sent via the SELF IPI register or via the ICR with iden- 
tical vectors can be combined. 


10.13 APIC BUS MESSAGE FORMATS 


This section describes the message formats used when transmitting messages on the serial APIC bus. The informa- 
tion described here pertains only to the Pentium and P6 family processors. 


10.13.1 Bus Message Formats 


The local and I/O APICs transmit three types of messages on the serial APIC bus: EOI message, short message, 
and non-focused lowest priority message. The purpose of each type of message and its format are described below. 


10.13.2 EOI Message 


Local APICs send 14-cycle EOI messages to the I/O APIC to indicate that a level triggered interrupt has been 
accepted by the processor. This interrupt, in turn, is a result of software writing into the EOI register of the local 
APIC. Table 10-1 shows the cycles in an EOI message. 


Table 10-1. EOI Message (14 Cycles) 


Cycle Bit1 BitO 
1 1 1 11 =€0I 
2 ArbID3 0 Arbitration ID bits 3 through O 
3 ArbID2 0 
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Table 10-1. EOI Message (14 Cycles) (Contd.) 


Cycle Bit1 BitO 
4 ArblD1 0 
5 ArbIDO 0 
6 V7 V6 Interrupt vector V7 - VO 
7 V5 V4 
8 V3 V2 
9 V1 vo 
10 C C Checksum for cycles 6 - 9 
11 0 
12 Status Cycle 0 
13 Al Al Status Cycle 1 
14 0 0 Idle 


The checksum is computed for cycles 6 through 9. It is a cumulative sum of the 2-bit (Bit1:BitO) logical data values. 
The carry out of all but the last addition is added to the sum. If any APIC computes a different checksum than the 
one appearing on the bus in cycle 10, it signals an error, driving 11 on the APIC bus during cycle 12. In this case, 
the APICs disregard the message. The sending APIC will receive an appropriate error indication (see Section 


10.5.3, “Error Handling”) and resend the message. The status cycles are defined in Table 10-4. 


10.13.2.1 Short Message 


Short messages (21-cycles) are used for sending fixed, NMI, SMI, INIT, start-up, ExtINT and lowest-priority-with- 
focus interrupts. Table 10-2 shows the cycles in a short message. 


Table 10-2. Short Message (21 Cycles) 


Cycle Bit1 BitO 
1 0 1 0 1 =normal 
2 ArbID3 0 Arbitration ID bits 3 through O 
3 ArbID2 0 
4 ArbID1 0 
5 ArbIDO 0 
6 DM M2 DM = Destination Mode 
7 M1 MO M2-MO = Delivery mode 
8 L ™ L = Level, TM = Trigger Mode 
9 V7 V6 V7-VO = Interrupt Vector 
10 V5 V4 
11 V3 V2 
12 V1 vo 
13 D7 D6 D7-DO = Destination 
14 D5 D4 
15 D3 D2 
16 D1 DO 
17 C C Checksum for cycles 6-16 
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Table 10-2. Short Message (21 Cycles) (Contd.) 


Cycle Bit1 BitO 
18 0 0 
19 A A Status cycle 0 
20 Al Al Status cycle 1 
21 0 0 Idle 


If the physical delivery mode is being used, then cycles 15 and 16 represent the APIC ID and cycles 13 and 14 are 
considered don't care by the receiver. If the logical delivery mode is being used, then cycles 13 through 16 are the 
8-bit logical destination field. 


For shorthands of “all-incl-self” and “all-excl-self,” the physical delivery mode and an arbitration priority of 15 
(DO:D3 = 1111) are used. The agent sending the message is the only one required to distinguish between the two 
cases. It does so using internal information. 


When using lowest priority delivery with an existing focus processor, the focus processor identifies itself by driving 
10 during cycle 19 and accepts the interrupt. This is an indication to other APICs to terminate arbitration. If the 
focus processor has not been found, the short message is extended on-the-fly to the non-focused lowest-priority 
message. Note that except for the EOI message, messages generating a checksum or an acceptance error (see 
Section 10.5.3, “Error Handling”) terminate after cycle 21. 


10.13.2.2 Non-focused Lowest Priority Message 


These 34-cycle messages (see Table 10-3) are used in the lowest priority delivery mode when a focus processor is 
not present. Cycles 1 through 20 are same as for the short message. If during the status cycle (cycle 19) the state 
of the (A:A) flags is 10B, a focus processor has been identified, and the short message format is used (see Table 
10-2). If the (A:A) flags are set to 00B, lowest priority arbitration is started and the 34-cycles of the non-focused 
lowest priority message are competed. For other combinations of status flags, refer to Section 10.13.2.3, “APIC 
Bus Status Cycles.” 


Table 10-3. Non-Focused Lowest Priority Message (34 Cycles) 


Cycle BitO Bit1 
1 0 1 0 1 = normal 
2 ArbID3 0 Arbitration ID bits 3 through O 
3 ArbID2 0 
4 ArbID1 0 
5 ArbIDO 0 
6 DM M2 DM = Destination mode 
7 M1 MO M2-MO = Delivery mode 
8 L ™ L = Level, TM = Trigger Mode 
9 V7 V6 V7-VO = Interrupt Vector 
10 V5 V4 
11 V3 V2 
12 V1 vo 
13 D7 D6 D7-DO = Destination 
14 D5 D4 
15 D3 D2 
16 D1 DO 
17 C C Checksum for cycles 6-16 
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Table 10-3. Non-Focused Lowest Priority Message (34 Cycles) (Contd.) 


Cycle BitO Bit1 
18 0 0 
19 A A Status cycle 0 
20 Al Al Status cycle 1 
21 P7 0 P7 - PO = Inverted Processor Priority 
22 P6 0 
23 P5 0 
24 P4 0 
25 P3 0 
26 P2 0 
27 P1 0 
28 PO 0 
29 ArbID3 0 Arbitration ID 3 -0 
30 ArbID2 0 
31 ArbiD1 0 
32 ArbIDO 0 
33 A2 A2 Status Cycle 
34 0 0 Idle 


Cycles 21 through 28 are used to arbitrate for the lowest priority processor. The processors participating in the 
arbitration drive their inverted processor priority on the bus. Only the local APICs having free interrupt slots partic- 
ipate in the lowest priority arbitration. If no such APIC exists, the message will be rejected, requiring it to be tried 
at a later time. 


Cycles 29 through 32 are also used for arbitration in case two or more processors have the same lowest priority. In 
the lowest priority delivery mode, all combinations of errors in cycle 33 (A2 A2) will set the “accept error” bit in the 
error status register (see Figure 10-9). Arbitration priority update is performed in cycle 20, and is not affected by 
errors detected in cycle 33. Only the local APIC that wins in the lowest priority arbitration, drives cycle 33. An error 
in cycle 33 will force the sender to resend the message. 


10.13.2.3 APIC Bus Status Cycles 


Certain cycles within an APIC bus message are status cycles. During these cycles the status flags (A:A) and 
(A1:A1) are examined. Table 10-4 shows how these status flags are interpreted, depending on the current delivery 
mode and existence of a focus processor. 
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Table 10-4. APIC Bus Status Cycles Interpretation 


Delivery A Status Al Status A2 Status Update ArbID | Message Retry 
Mode and Cycle# Length 
EOI 00: CS_OK 10: Accept XX: Yes, 13 14 Cycle No 
00: CS_OK 11: Retry XX: Yes, 13 14 Cycle Yes 
00: CS_OK OX: Accept Error XX: No 14 Cycle Yes 
11: CS_Error XX: XX: No 14 Cycle Yes 
10: Error XX: XX: No 14 Cycle Yes 
01: Error XX: XX: No 14 Cycle Yes 
Fixed 00: CS_OK 10: Accept XX: Yes, 20 21 Cycle No 
00: CS_OK 11: Retry XX: Yes, 20 21 Cycle Yes 
00: CS_OK OX: Accept Error XX: No 21 Cycle Yes 
11: CS_Error XX: XX: No 21 Cycle Yes 
10: Error XX: XX: No 21 Cycle Yes 
01: Error XX: XX: No 21 Cycle Yes 
NMI, SMI, INIT, 00: CS_OK 10: Accept XX: Yes, 20 21 Cycle No 
Sats 00: CS_OK 11: Retry XX: Yes, 20 21 Cycle Yes 
00: CS_OK OX: Accept Error XX: No 21 Cycle Yes 
11: CS_Error XX: XX: No 21 Cycle Yes 
10: Error XX: XX: No 21 Cycle Yes 
01: Error XX: XX: No 21 Cycle Yes 
Lowest 00: CS_OK, NoFocus | 11: Do Lowest 10: Accept Yes, 20 34 Cycle No 
00: CS_OK, NoFocus | 11: Do Lowest 11: Error Yes, 20 34 Cycle Yes 
00: CS_OK, NoFocus | 11: Do Lowest OX: Error Yes, 20 34 Cycle Yes 
00: CS_OK, NoFocus | 10: End and Retry XX: Yes, 20 34 Cycle Yes 
00: CS_OK, NoFocus | OX: Error XX: No 34 Cycle Yes 
10: CS_OK, Focus XX: XX: Yes, 20 34 Cycle No 
11: CS_Error XX: XX: No 21 Cycle Yes 
01: Error XX: XX: No 21 Cycle Yes 
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CHAPTER 11 
MEMORY CACHE CONTROL 


This chapter describes the memory cache and cache control mechanisms, the TLBs, and the store buffer in Intel 64 
and IA-32 processors. It also describes the memory type range registers (MTRRs) introduced in the P6 family 
processors and how they are used to control caching of physical memory locations. 


11.1. INTERNAL CACHES, TLBS, AND BUFFERS 


The Intel 64 and IA-32 architectures support cache, translation look aside buffers (TLBs), and a store buffer for 
temporary on-chip (and external) storage of instructions and data. (Figure 11-1 shows the arrangement of caches, 
TLBs, and the store buffer for the Pentium 4 and Intel Xeon processors.) Table 11-1 shows the characteristics of 
these caches and buffers for the Pentium 4, Intel Xeon, P6 family, and Pentium processors. The sizes and char- 
acteristics of these units are machine specific and may change in future versions of the processor. The 
CPUID instruction returns the sizes and characteristics of the caches and buffers for the processor on which the 
instruction is executed. See “CPUID—CPU Identification” in Chapter 3, “Instruction Set Reference, A-L,” of the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A. 
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Figure 11-1. Cache Structure of the Pentium 4 and Intel Xeon Processors 
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Figure 11-2. Cache Structure of the Intel Core i7 Processors 


Figure 11-2 shows the cache arrangement of Intel Core i7 processor. 


Table 11-1. Characteristics of the Caches, TLBs, Store Buffer, and 
Write Combining Buffer in Intel 64 and IA-32 Processors 


Cache or Buffer 


Characteristics 


Trace Cache! 


« Pentium 4 and Intel Xeon processors (Based on Intel NetBurst® microarchitecture): 12 Kuwops, 8-way set 
associative. 

« Intel Core i7, Intel Core 2 Duo, Intel® Atom™, Intel Core Duo, Intel Core Solo, Pentium M processor: not 
implemented. 

« P6 family and Pentium processors: not implemented. 


L1 Instruction Cache 


* Pentium 4 and Intel Xeon processors (Based on Intel NetBurst microarchitecture): not implemented. 

« Intel Core i7 processor: 32-KByte, 4-way set associative. 

« Intel Core 2 Duo, Intel Atom, Intel Core Duo, Intel Core Solo, Pentium M processor: 32-KByte, 8-way set 
associative. 

= P6 family and Pentium processors: 8- or 16-KByte, 4-way set associative, 32-byte cache line size; 2-way set 
associative for earlier Pentium processors. 


L1 Data Cache 


* Pentium 4 and Intel Xeon processors (Based on Intel NetBurst microarchitecture): 8-KByte, 4-way set 
associative, 64-byte cache line size. 

* Pentium 4 and Intel Xeon processors (Based on Intel NetBurst microarchitecture): 16-KByte, 8-way set 
associative, 64-byte cache line size. 

« Intel Atom processors: 24-KByte, 6-way set associative, 64-byte cache line size. 

« Intel Core i7, Intel Core 2 Duo, Intel Core Duo, Intel Core Solo, Pentium M and Intel Xeon processors: 32- 
KByte, 8-way set associative, 64-byte cache line size. 

= P6 family processors: 16-KByte, 4-way set associative, 32-byte cache line size; 8-KBytes, 2-way set 
associative for earlier P6 family processors. 

« Pentium processors: 16-KByte, 4-way set associative, 32-byte cache line size; 8-KByte, 2-way set 
associative for earlier Pentium processors. 
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Table 11-1. Characteristics of the Caches, TLBs, Store Buffer, and 
Write Combining Buffer in Intel 64 and IA-32 Processors (Contd.) 


Cache or Buffer 


Characteristics 


L2 Unified Cache 


Intel Core 2 Duo and Intel Xeon processors: up to 4-MByte (or 4MBx2 in quadcore processors), 16-way set 
associative, 64-byte cache line size. 

Intel Core 2 Duo and Intel Xeon processors: up to 6-MByte (or 6MBx2 in quadcore processors), 24-way set 
associative, 64-byte cache line size. 

Intel Core i7, i5, i3 processors: 256KBbyte, 8-way set associative, 64-byte cache line size. 

Intel Atom processors: 512-KByte, 8-way set associative, 64-byte cache line size. 

Intel Core Duo, Intel Core Solo processors: 2-MByte, 8-way set associative, 64-byte cache line size 

Pentium 4 and Intel Xeon processors: 256, 512, 1024, or 2048-KByte, 8-way set associative, 64-byte cache 
line size, 128-byte sector size. 

Pentium M processor: 1 or 2-MByte, 8-way set associative, 64-byte cache line size. 

P6 family processors: 128-KByte, 256-KByte, 512-KByte, 1-MByte, or 2-MByte, 4-way set associative, 
32-byte cache line size. 

Pentium processor (external optional): System specific, typically 256- or 512-KByte, 4-way set associative, 
32-byte cache line size. 


L3 Unified Cache 


Intel Xeon processors: 512-KByte, 1-MByte, 2-MByte, or 4-MByte, 8-way set associative, 64-byte cache line 
size, 128-byte sector size. 

Intel Core i7 processor, Intel Xeon processor 5500: Up to 8MByte, 16-way set associative, 64-byte cache 
line size. 

Intel Xeon processor 5600: Up to 12MByte, 64-byte cache line size. 

Intel Xeon processor 7500: Up to 24MByte, 64-byte cache line size. 


Instruction TLB 
(4-KByte Pages) 


Pentium 4 and Intel Xeon processors (Based on Intel NetBurst microarchitecture): 128 entries, 4-way set 
associative. 

Intel Atom processors: 32-entries, fully associative. 

Intel Core i7, i5, i3 processors: 64-entries per thread (128-entries per core), 4-way set associative. 

Intel Core 2 Duo, Intel Core Duo, Intel Core Solo processors, Pentium M processor: 128 entries, 4-way set 
associative. 

P6 family processors: 32 entries, 4-way set associative. 

Pentium processor: 32 entries, 4-way set associative; fully set associative for Pentium processors with MMX 
technology. 


Data TLB (4-KByte 
Pages) 


« Intel Atom processors: 16-entry-per-thread micro-TLB, fully associative; 64-entry DTLB, 4-way set 


Intel Core i7, i5, i3 processors, DTLBO: 64-entries, 4-way set associative. 
Intel Core 2 Duo processors: DTLBO, 16 entries, DTLB1, 256 entries, 4 ways. 


associative; 16-entry PDE cache, fully associative. 

Pentium 4 and Intel Xeon processors (Based on Intel NetBurst microarchitecture): 64 entry, fully set 
associative, shared with large page DTLB. 

Intel Core Duo, Intel Core Solo processors, Pentium M processor: 128 entries, 4-way set associative. 
Pentium and P6 family processors: 64 entries, 4-way set associative; fully set, associative for Pentium 
processors with MMX technology. 


Instruction TLB 
(Large Pages) 


Intel Core i7, i5, i3 processors: 7-entries per thread, fully associative. 

Intel Core 2 Duo processors: 4 entries, 4 ways. 

Pentium 4 and Intel Xeon processors: large pages are fragmented. 

Intel Core Duo, Intel Core Solo, Pentium M processor: 2 entries, fully associative. 
P6 family processors: 2 entries, fully associative. 

Pentium processor: Uses same TLB as used for 4-KByte pages. 


Data TLB (Large 
Pages) 


Intel Core i7, i5, i3 processors, DTLBO: 32-entries, 4-way set associative. 

Intel Core 2 Duo processors: DTLBO, 16 entries, DTLB1, 32 entries, 4 ways. 

Intel Atom processors: 8 entries, 4-way set associative. 

Pentium 4 and Intel Xeon processors: 64 entries, fully set associative; shared with small page data TLBs. 
Intel Core Duo, Intel Core Solo, Pentium M processor: 8 entries, fully associative. 

P6 family processors: 8 entries, 4-way set associative. 

Pentium processor: 8 entries, 4-way set associative; uses same TLB as used for 4-KByte pages in Pentium 
processors with MMX technology. 


Second-level Unified 
TLB (4-KByte 
Pages) 


Intel Core i7, i5, i3 processor, STLB: 512-entries, 4-way set associative. 
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Table 11-1. Characteristics of the Caches, TLBs, Store Buffer, and 
Write Combining Buffer in Intel 64 and IA-32 Processors (Contd.) 


Cache or Buffer Characteristics 


Store Buffer 


« Intel Core i7, i5, i3 processors: 32entries. 

« Intel Core 2 Duo processors: 20 entries. 

« Intel Atom processors: 8 entries, used for both WC and store buffers. 

« Pentium 4 and Intel Xeon processors: 24 entries. 

« Pentium M processor: 16 entries. 

= P6 family processors: 12 entries. 

« Pentium processor: 2 buffers, 1 entry each (Pentium processors with MMX technology have 4 buffers for 4 


entries). 
Write Combining « Intel Core 2 Duo processors: 8 entries. 
(WC) Buffer « Intel Atom processors: 8 entries, used for both WC and store buffers. 
« Pentium 4 and Intel Xeon processors: 6 or 8 entries. 
« Intel Core Duo, Intel Core Solo, Pentium M processors: 6 entries. 
= P6 family processors: 4 entries. 
NOTES: 


1 Introduced to the IA-32 architecture in the Pentium 4 and Intel Xeon processors. 


Intel 64 and IA-32 processors may implement four types of caches: the trace cache, the level 1 (L1) cache, the 
level 2 (L2) cache, and the level 3 (L3) cache. See Figure 11-1. Cache availability is described below: 


Intel Core i7, i5, i3 processor Family and Intel Xeon processor Family based on Intel® microarchi- 
tecture code name Nehalem and Intel® microarchitecture code name Westmere — The L1 cache is 
divided into two sections: one section is dedicated to caching instructions (pre-decoded instructions) and the 
other caches data. The L2 cache is a unified data and instruction cache. Each processor core has its own L1 and 
L2. The L3 cache is an inclusive, unified data and instruction cache, shared by all processor cores inside a 
physical package. No trace cache is implemented. 


Intel® Core™ 2 processor family and Intel® Xeon® processor family based on Intel® Core™ micro- 
architecture — The L1 cache is divided into two sections: one section is dedicated to caching instructions (pre- 
decoded instructions) and the other caches data. The L2 cache is a unified data and instruction cache located 
on the processor chip; it is shared between two processor cores in a dual-core processor implementation. 
Quad-core processors have two L2, each shared by two processor cores. No trace cache is implemented. 


Intel® Atom™ processor — The L1 cache is divided into two sections: one section is dedicated to caching 
instructions (pre-decoded instructions) and the other caches data. The L2 cache is a unified data and 
instruction cache is located on the processor chip. No trace cache is implemented. 


Intel® Core™ Solo and Intel® Core™ Duo processors — The L1 cache is divided into two sections: one 
section is dedicated to caching instructions (pre-decoded instructions) and the other caches data. The L2 cache 
is a unified data and instruction cache located on the processor chip. It is shared between two processor cores 
in a dual-core processor implementation. No trace cache is implemented. 


Pentium® 4 and Intel® Xeon® processors Based on Intel NetBurst® microarchitecture — The trace 

cache caches decoded instructions (uops) from the instruction decoder and the Li cache contains data. The L2 
and L3 caches are unified data and instruction caches located on the processor chip. Dualcore processors have 
two L2, one in each processor core. Note that the L3 cache is only implemented on some Intel Xeon processors. 


P6 family processors — The L1 cache is divided into two sections: one dedicated to caching instructions (pre- 
decoded instructions) and the other to caching data. The L2 cache is a unified data and instruction cache 
located on the processor chip. P6 family processors do not implement a trace cache. 


Pentium® processors — The L1 cache has the same structure as on P6 family processors. There is no trace 
cache. The L2 cache is a unified data and instruction cache external to the processor chip on earlier Pentium 
processors and implemented on the processor chip in later Pentium processors. For Pentium processors where 
the L2 cache is external to the processor, access to the cache is through the system bus. 


For Intel Core i7 processors and processors based on Intel Core, Intel Atom, and Intel NetBurst microarchitectures, 
Intel Core Duo, Intel Core Solo and Pentium M processors, the cache lines for the L1 and L2 caches (and L3 caches 
if supported) are 64 bytes wide. The processor always reads a cache line from system memory beginning on a 64- 
byte boundary. (A 64-byte aligned cache line begins at an address with its 6 least-significant bits clear.) A cache 
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line can be filled from memory with a 8-transfer burst transaction. The caches do not support partially-filled cache 
lines, so caching even a single doubleword requires caching an entire line. 


The Li and L2 cache lines in the P6 family and Pentium processors are 32 bytes wide, with cache line reads from 
system memory beginning on a 32-byte boundary (5 least-significant bits of a memory address clear.) A cache line 
can be filled from memory with a 4-transfer burst transaction. Partially-filled cache lines are not supported. 


The trace cache in processors based on Intel NetBurst microarchitecture is available in all execution modes: 
protected mode, system management mode (SMM), and real-address mode. The Li,L2, and L3 caches are also 
available in all execution modes; however, use of them must be handled carefully in SMM (see Section 30.4.2, 
“SMRAM Caching”). 


The TLBs store the most recently used page-directory and page-table entries. They speed up memory accesses 
when paging is enabled by reducing the number of memory accesses that are required to read the page tables 
stored in system memory. The TLBs are divided into four groups: instruction TLBs for 4-KByte pages, data TLBs for 
4-KByte pages; instruction TLBs for large pages (2-MByte, 4-MByte or 1-GByte pages), and data TLBs for large 
pages. The TLBs are normally active only in protected mode with paging enabled. When paging is disabled or the 
processor is in real-address mode, the TLBs maintain their contents until explicitly or implicitly flushed (see Section 
11.9, “Invalidating the Translation Lookaside Buffers (TLBs)”). 


Processors based on Intel Core microarchitectures implement one level of instruction TLB and two levels of data 
TLB. Intel Core i7 processor provides a second-level unified TLB. 


The store buffer is associated with the processors instruction execution units. It allows writes to system memory 
and/or the internal caches to be saved and in some cases combined to optimize the processor’s bus accesses. The 
store buffer is always enabled in all execution modes. 


The processor's caches are for the most part transparent to software. When enabled, instructions and data flow 
through these caches without the need for explicit software control. However, knowledge of the behavior of these 
caches may be useful in optimizing software performance. For example, knowledge of cache dimensions and 
replacement algorithms gives an indication of how large of a data structure can be operated on at once without 
causing cache thrashing. 


In multiprocessor systems, maintenance of cache consistency may, in rare circumstances, require intervention by 
system software. For these rare cases, the processor provides privileged cache control instructions for use in 
flushing caches and forcing memory ordering. 


There are several instructions that software can use to improve the performance of the Li, L2, and L3 caches, 
including the PREFETCHh, CLFLUSH, and CLFLUSHOPT instructions and the non-temporal move instructions 
(MOVNTI, MOVNTQ, MOVNTDQ, MOVNTPS, and MOVNTPD). The use of these instructions are discussed in Section 
11.5.5, “Cache Management Instructions.” 


11.2 CACHING TERMINOLOGY 


IA-32 processors (beginning with the Pentium processor) and Intel 64 processors use the MESI (modified, exclu- 
sive, shared, invalid) cache protocol to maintain consistency with internal caches and caches in other processors 
(see Section 11.4, “Cache Control Protocol”). 


When the processor recognizes that an operand being read from memory is cacheable, the processor reads an 
entire cache line into the appropriate cache (L1, L2, L3, or all). This operation is called a cache line fill. If the 
memory location containing that operand is still cached the next time the processor attempts to access the 
operand, the processor can read the operand from the cache instead of going back to memory. This operation is 
called a cache hit. 


When the processor attempts to write an operand to a cacheable area of memory, it first checks if a cache line for 
that memory location exists in the cache. If a valid cache line does exist, the processor (depending on the write 
policy currently in force) can write the operand into the cache instead of writing it out to system memory. This 
operation is called a write hit. If a write misses the cache (that is, a valid cache line is not present for area of 
memory being written to), the processor performs a cache line fill, write allocation. Then it writes the operand into 
the cache line and (depending on the write policy currently in force) can also write it out to memory. If the operand 
is to be written out to memory, it is written first into the store buffer, and then written from the store buffer to 
memory when the system bus is available. (Note that for the Pentium processor, write misses do not result in a 
cache line fill; they always result in a write to memory. For this processor, only read misses result in cache line fills.) 
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When operating in an MP system, IA-32 processors (beginning with the Intel486 processor) and Intel 64 processors 
have the ability to snoop other processor’s accesses to system memory and to their internal caches. They use this 
snooping ability to keep their internal caches consistent both with system memory and with the caches in other 
processors on the bus. For example, in the Pentium and P6 family processors, if through snooping one processor 
detects that another processor intends to write to a memory location that it currently has cached in shared state, 
the snooping processor will invalidate its cache line forcing it to perform a cache line fill the next time it accesses 
the same memory location. 


Beginning with the P6 family processors, if a processor detects (through snooping) that another processor is trying 
to access a memory location that it has modified in its cache, but has not yet written back to system memory, the 
snooping processor will signal the other processor (by means of the HITM# signal) that the cache line is held in 
modified state and will perform an implicit write-back of the modified data. The implicit write-back is transferred 
directly to the initial requesting processor and snooped by the memory controller to assure that system memory 
has been updated. Here, the processor with the valid data may pass the data to the other processors without actu- 
ally writing it to system memory; however, it is the responsibility of the memory controller to snoop this operation 
and update memory. 


11.3. METHODS OF CACHING AVAILABLE 


The processor allows any area of system memory to be cached in the L1, L2, and L3 caches. In individual pages or 
regions of system memory, it allows the type of caching (also called memory type) to be specified (see Section 
11.5). Memory types currently defined for the Intel 64 and IA-32 architectures are (see Table 11-2): 


¢ Strong Uncacheable (UC) —System memory locations are not cached. All reads and writes appear on the 
system bus and are executed in program order without reordering. No speculative memory accesses, page- 
table walks, or prefetches of speculated branch targets are made. This type of cache-control is useful for 
memory-mapped I/O devices. When used with normal RAM, it greatly reduces processor performance. 


NOTE 


The behavior of x87 and SIMD instructions referencing memory is implementation dependent. In 
some implementations, accesses to UC memory may occur more than once. To ensure predictable 
behavior, use loads and stores of general purpose registers to access UC memory that may have 
read or write side effects. 


Table 11-2. Memory Types and Their Properties 


Memory Type and Cacheable | Writeback | Allows Memory Ordering Model 
Mnemonic Cacheable | Speculative 
Reads 
Strong Uncacheable | No No No Strong Ordering 
(UC) 
Uncacheable (UC-) No No No Strong Ordering. Can only be selected through the PAT. Can be 
overridden by WC in MTRRs. 
Write Combining (WC) | No No Yes Weak Ordering. Available by programming MTRRs or by selecting it 
through the PAT. 
Write Through (WT) | Yes No Yes Speculative Processor Ordering. 
Write Back (WB) Yes Yes Yes Speculative Processor Ordering. 
Write Protected (WP) | Yes for No Yes Speculative Processor Ordering. Available by programming MTRRs. 
reads; no for 
writes 


¢ Uncacheable (UC-) — Has same characteristics as the strong uncacheable (UC) memory type, except that 
this memory type can be overridden by programming the MTRRs for the WC memory type. This memory type 
is available in processor families starting from the Pentium III processors and can only be selected through the 
PAT. 
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¢ Write Combining (WC) — System memory locations are not cached (as with uncacheable memory) and 

coherency is not enforced by the processor’s bus coherency protocol. Speculative reads are allowed. Writes 
may be delayed and combined in the write combining buffer (WC buffer) to reduce memory accesses. If the WC 
buffer is partially filled, the writes may be delayed until the next occurrence of a serializing event; such as an 
SFENCE or MFENCE instruction, CPUID or other serializing instruction, a read or write to uncached memory, an 
interrupt occurrence, or an execution of a LOCK instruction (including one with an XACQUIRE or XRELEASE 
prefix). In addition, an execution of the XEND instruction (to end a transactional region) evicts any writes that 
were buffered before the corresponding execution of the XBEGIN instruction (to begin the transactional region) 
before evicting any writes that were performed inside the transactional region. 


This type of cache-control is appropriate for video frame buffers, where the order of writes is unimportant as 
long as the writes update memory so they can be seen on the graphics display. See Section 11.3.1, “Buffering 
of Write Combining Memory Locations,” for more information about caching the WC memory type. This memory 
type is available in the Pentium Pro and Pentium II processors by programming the MTRRs; or in processor 
families starting from the Pentium III processors by programming the MTRRs or by selecting it through the PAT. 


¢ Write-through (WT) — Writes and reads to and from system memory are cached. Reads come from cache 
lines on cache hits; read misses cause cache fills. Speculative reads are allowed. All writes are written to a 
cache line (when possible) and through to system memory. When writing through to memory, invalid cache 
lines are never filled, and valid cache lines are either filled or invalidated. Write combining is allowed. This type 
of cache-control is appropriate for frame buffers or when there are devices on the system bus that access 
system memory, but do not perform snooping of memory accesses. It enforces coherency between caches in 
the processors and system memory. 


¢ Write-back (WB) — Writes and reads to and from system memory are cached. Reads come from cache lines 
on cache hits; read misses cause cache fills. Speculative reads are allowed. Write misses cause cache line fills 
(in processor families starting with the P6 family processors), and writes are performed entirely in the cache, 
when possible. Write combining is allowed. The write-back memory type reduces bus traffic by eliminating 
many unnecessary writes to system memory. Writes to a cache line are not immediately forwarded to system 
memory; instead, they are accumulated in the cache. The modified cache lines are written to system memory 
later, when a write-back operation is performed. Write-back operations are triggered when cache lines need to 
be deallocated, such as when new cache lines are being allocated in a cache that is already full. They also are 
triggered by the mechanisms used to maintain cache consistency. This type of cache-control provides the best 
performance, but it requires that all devices that access system memory on the system bus be able to snoop 
memory accesses to ensure system memory and cache coherency. 


¢ Write protected (WP) — Reads come from cache lines when possible, and read misses cause cache fills. 
Writes are propagated to the system bus and cause corresponding cache lines on all processors on the bus to 
be invalidated. Speculative reads are allowed. This memory type is available in processor families starting from 
the P6 family processors by programming the MTRRs (see Table 11-6). 


Table 11-3 shows which of these caching methods are available in the Pentium, P6 Family, Pentium 4, and Intel 
Xeon processors. 


Table 11-3. Methods of Caching Available in Intel Core 2 Duo, Intel Atom, Intel Core Duo, Pentium M, Pentium 4, 
Intel Xeon, P6 Family, and Pentium Processors 


Memory Type Intel Core 2 Duo, Intel Atom, Intel Core Duo, P6 Family Pentium 
Pentium M, Pentium 4 and Intel Xeon Processors | Processors Processor 

Strong Uncacheable (UC) Yes Yes Yes 
Uncacheable (UC-) Yes Yes* No 

Write Combining (WC) Yes Yes No 

Write Through (WT) Yes Yes Yes 

Write Back (WB) Yes Yes Yes 

Write Protected (WP) Yes Yes No 

NOTE: 


* Introduced in the Pentium Ill processor; not available in the Pentium Pro or Pentium II processors 
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11.3.1 Buffering of Write Combining Memory Locations 


Writes to the WC memory type are not cached in the typical sense of the word cached. They are retained in an 
internal write combining buffer (WC buffer) that is separate from the internal L1, L2, and L3 caches and the store 
buffer. The WC buffer is not snooped and thus does not provide data coherency. Buffering of writes to WC memory 
is done to allow software a small window of time to supply more modified data to the WC buffer while remaining as 
non-intrusive to software as possible. The buffering of writes to WC memory also causes data to be collapsed; that 
is, multiple writes to the same memory location will leave the last data written in the location and the other writes 
will be lost. 


The size and structure of the WC buffer is not architecturally defined. For the Intel Core 2 Duo, Intel Atom, Intel 
Core Duo, Pentium M, Pentium 4 and Intel Xeon processors; the WC buffer is made up of several 64-byte WC 
buffers. For the P6 family processors, the WC buffer is made up of several 32-byte WC buffers. 


When software begins writing to WC memory, the processor begins filling the WC buffers one at a time. When one 
or more WC buffers has been filled, the processor has the option of evicting the buffers to system memory. The 
protocol for evicting the WC buffers is implementation dependent and should not be relied on by software for 
system memory coherency. When using the WC memory type, software must be sensitive to the fact that the 
writing of data to system memory is being delayed and must deliberately empty the WC buffers when system 
memory coherency is required. 


Once the processor has started to evict data from the WC buffer into system memory, it will make a bus-transaction 
style decision based on how much of the buffer contains valid data. If the buffer is full (for example, all bytes are 
valid), the processor will execute a burst-write transaction on the bus. This results in all 32 bytes (P6 family proces- 
sors) or 64 bytes (Pentium 4 and more recent processor) being transmitted on the data bus in a single burst trans- 
action. If one or more of the WC buffer’s bytes are invalid (for example, have not been written by software), the 
processor will transmit the data to memory using “partial write” transactions (one chunk at a time, where a “chunk” 
is 8 bytes). 


This will result ina maximum of 4 partial write transactions (for P6 family processors) or 8 partial write transactions 
(for the Pentium 4 and more recent processors) for one WC buffer of data sent to memory. 


The WC memory type is weakly ordered by definition. Once the eviction of a WC buffer has started, the data is 
subject to the weak ordering semantics of its definition. Ordering is not maintained between the successive alloca- 
tion/deallocation of WC buffers (for example, writes to WC buffer 1 followed by writes to WC buffer 2 may appear 
as buffer 2 followed by buffer 1 on the system bus). When a WC buffer is evicted to memory as partial writes there 
is no guaranteed ordering between successive partial writes (for example, a partial write for chunk 2 may appear 
on the bus before the partial write for chunk 1 or vice versa). 


The only elements of WC propagation to the system bus that are guaranteed are those provided by transaction 
atomicity. For example, with a P6 family processor, a completely full WC buffer will always be propagated as a 
single 32-bit burst transaction using any chunk order. In a WC buffer eviction where data will be evicted as partials, 
all data contained in the same chunk (0 mod 8 aligned) will be propagated simultaneously. Likewise, for more 
recent processors starting with those based on Intel NetBurst microarchitectures, a full WC buffer will always be 
propagated as a single burst transactions, using any chunk order within a transaction. For partial buffer propaga- 
tions, all data contained in the same chunk will be propagated simultaneously. 


11.3.2 Choosing a Memory Type 


The simplest system memory model does not use memory-mapped I/O with read or write side effects, does not 
include a frame buffer, and uses the write-back memory type for all memory. An I/O agent can perform direct 
memory access (DMA) to write-back memory and the cache protocol maintains cache coherency. 


A system can use strong uncacheable memory for other memory-mapped I/O, and should always use strong unca- 
cheable memory for memory-mapped I/O with read side effects. 


Dual-ported memory can be considered a write side effect, making relatively prompt writes desirable, because 
those writes cannot be observed at the other port until they reach the memory agent. A system can use strong 
uncacheable, uncacheable, write-through, or write-combining memory for frame buffers or dual-ported memory 
that contains pixel values displayed on a screen. Frame buffer memory is typically large (a few megabytes) and is 
usually written more than it is read by the processor. Using strong uncacheable memory for a frame buffer gener- 
ates very large amounts of bus traffic, because operations on the entire buffer are implemented using partial writes 
rather than line writes. Using write-through memory for a frame buffer can displace almost all other useful cached 
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lines in the processor's L2 and L3 caches and L1 data cache. Therefore, systems should use write-combining 
memory for frame buffers whenever possible. 


Software can use page-level cache control, to assign appropriate effective memory types when software will not 
access data structures in ways that benefit from write-back caching. For example, software may read a large data 
structure once and not access the structure again until the structure is rewritten by another agent. Such a large 
data structure should be marked as uncacheable, or reading it will evict cached lines that the processor will be 
referencing again. 


A similar example would be a write-only data structure that is written to (to export the data to another agent), but 
never read by software. Such a structure can be marked as uncacheable, because software never reads the values 
that it writes (though as uncacheable memory, it will be written using partial writes, while as write-back memory, 
it will be written using line writes, which may not occur until the other agent reads the structure and triggers 
implicit write-backs). 


On the Pentium Ill, Pentium 4, and more recent processors, new instructions are provided that give software 
greater control over the caching, prefetching, and the write-back characteristics of data. These instructions allow 
software to use weakly ordered or processor ordered memory types to improve processor performance, but when 
necessary to force strong ordering on memory reads and/or writes. They also allow software greater control over 
the caching of data. For a description of these instructions and there intended use, see Section 11.5.5, “Cache 
Management Instructions.” 


11.3.3. Code Fetches in Uncacheable Memory 


Programs may execute code from uncacheable (UC) memory, but the implications are different from accessing 
data in UC memory. When doing code fetches, the processor never transitions from cacheable code to UC code 
speculatively. It also never speculatively fetches branch targets that result in UC code. 


The processor may fetch the same UC cache line multiple times in order to decode an instruction once. It may 
decode consecutive UC instructions in a cacheline without fetching between each instruction. It may also fetch 
additional cachelines from the same or a consecutive 4-KByte page in order to decode one non-speculative UC 
instruction (this can be true even when the instruction is contained fully in one line). 


Because of the above and because cacheline sizes may change in future processors, software should avoid placing 
memory-mapped I/O with read side effects in the same page or in a subsequent page used to execute UC code. 


11.4 CACHE CONTROL PROTOCOL 


The following section describes the cache control protocol currently defined for the Intel 64 and IA-32 architec- 
tures. 


In the Li data cache and in the L2/L3 unified caches, the MESI (modified, exclusive, shared, invalid) cache protocol 
maintains consistency with caches of other processors. The L1 data cache and the L2/L3 unified caches have two 
MESI status flags per cache line. Each line can be marked as being in one of the states defined in Table 11-4. In 
general, the operation of the MESI protocol is transparent to programs. 


Table 11-4. MESI Cache Line States 


Cache Line State M (Modified) E (Exclusive) S (Shared) | (Invalid) 
This cache line is valid? Yes Yes Yes No 
The memory copy is... Out of date Valid Valid - 
Copies exist in caches of other | No No Maybe Maybe 
processors? 
A write to this line ... Does not go to the Does not go to the Causes the processor to Goes directly to the 
system bus. system bus. gain exclusive ownership | system bus. 
of the line. 
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The L1 instruction cache in P6 family processors implements only the “SI” part of the MESI protocol, because the 
instruction cache is not writable. The instruction cache monitors changes in the data cache to maintain consistency 
between the caches when instructions are modified. See Section 11.6, “Self-Modifying Code,” for more information 
on the implications of caching instructions. 


11.5 CACHE CONTROL 


The Intel 64 and IA-32 architectures provide a variety of mechanisms for controlling the caching of data and 
instructions and for controlling the ordering of reads and writes between the processor, the caches, and memory. 
These mechanisms can be divided into two groups: 


¢ Cache control registers and bits — The Intel 64 and IA-32 architectures define several dedicated registers 
and various bits within control registers and page- and directory-table entries that control the caching system 
memory locations in the L1, L2, and L3 caches. These mechanisms control the caching of virtual memory pages 
and of regions of physical memory. 


° Cache control and memory ordering instructions — The Intel 64 and IA-32 architectures provide several 
instructions that control the caching of data, the ordering of memory reads and writes, and the prefetching of 
data. These instructions allow software to control the caching of specific data structures, to control memory 
coherency for specific locations in memory, and to force strong memory ordering at specific locations in a 
program. 


The following sections describe these two groups of cache control mechanisms. 


11.5.1. Cache Control Registers and Bits 


Figure 11-3 depicts cache-control mechanisms in IA-32 processors. Other than for the matter of memory address 
space, these work the same in Intel 64 processors. 


The Intel 64 and IA-32 architectures provide the following cache-control registers and bits for use in enabling or 
restricting caching to various pages or regions in memory: 


° CD flag, bit 30 of control register CRO — Controls caching of system memory locations (see Section 2.5, 
“Control Registers”). If the CD flag is clear, caching is enabled for the whole of system memory, but may be 
restricted for individual pages or regions of memory by other cache-control mechanisms. When the CD flag is 
set, caching is restricted in the processor’s caches (cache hierarchy) for the P6 and more recent processor 
families and prevented for the Pentium processor (see note below). With the CD flag set, however, the caches 
will still respond to snoop traffic. Caches should be explicitly flushed to ensure memory coherency. For highest 
processor performance, both the CD and the NW flags in control register CRO should be cleared. Table 11-5 
shows the interaction of the CD and NW flags. 


The effect of setting the CD flag is somewhat different for processor families starting with P6 family than the 
Pentium processor (see Table 11-5). To ensure memory coherency after the CD flag is set, the caches should 
be explicitly flushed (see Section 11.5.3, “Preventing Caching”). Setting the CD flag for the P6 and more 
recent processor families modifies cache line fill and update behavior. Also, setting the CD flag on these 
processors do not force strict ordering of memory accesses unless the MTRRs are disabled and/or all memory 
is referenced as uncached (see Section 8.2.5, “Strengthening or Weakening the Memory-Ordering Model”). 
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1. G flag only available in P6 and later processor families 

2. The maximum physical address size is reported by CPUID leaf 
function 80000008H. The maximum physical address size of 
FFFFFFFFFH applies only If 36-bit physical addressing is used. 

3. MTRRs available only in P6 and later processor families; 
similar control available in Pentium processor with the KEN# 
and WB/WT# pins. 

4. PAT available only in Pentium Ill and later processor families. 

5. L3 in processors based on Intel NetBurst microarchitecture can 
be disabled using IA32_MISC_ENABLE MSR. 


Figure 11-3. Cache-Control Registers and Bits Available in Intel 64 and IA-32 Processors 
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Table 11-5. Cache Operating Modes 


CD | NW Caching and Read/Write Policy 1 L2/L3! 
0 QO | Normal Cache Mode. Highest performance cache operation. 
» Read hits access the cache; read misses may cause replacement. Yes Yes 
« Write hits update the cache. Yes Yes 
* Only writes to shared lines and write misses update system memory. Yes Yes 
« Write misses cause cache line fills. Yes Yes 
« Write hits can change shared lines to modified under control of the MTRRs and with associated Yes 
read invalidation cycle. 
* (Pentium processor only.) Write misses do not cause cache line fills. Yes 
« (Pentium processor only.) Write hits can change shared lines to exclusive under control of WB/WT#. | Yes 
* Invalidation is allowed. 
» €xternal snoop traffic is supported. Yes Yes 
Yes Yes 
0 1 | Invalid setting. 
Generates a general-protection exception (HGP) with an error code of 0. NA NA 
1 QO | No-fill Cache Mode. Memory coherency is maintained.? 
« (Pentium 4 and later processor families.) State of processor after a power up or reset. Yes Yes 
* Read hits access the cache; read misses do not cause replacement (see Pentium 4 and Intel Xeon 
processors reference below). Yes Yes 
« Write hits update the cache. 
* Only writes to shared lines and write misses update system memory. 
Yes Yes 
Yes Yes 
« Write misses access memory. Yes Yes 
« Write hits can change shared lines to exclusive under control of the MTRRs and with associated Yes Yes 
read invalidation cycle. 
« (Pentium processor only.) Write hits can change shared lines to exclusive under control of the Yes 
WB/WTH#. 
« (P6 and later processor families only.) Strict memory ordering is not enforced unless the MTRRs are Yes Yes 
disabled and/or all memory is referenced as uncached (see Section 7.2.4., “Strengthening or 
Weakening the Memory Ordering Model"). 
* Invalidation is allowed. 
* €xternal snoop traffic is supported. Ves Yes 
Yes Yes 
1 1 | Memory coherency is not maintained.” 3 
« (P6 family and Pentium processors.) State of the processor after a power up or reset. Yes Yes 
« Read hits access the cache; read misses do not cause replacement. 
« Write hits update the cache and change exclusive lines to modified. Yes Yes 
Yes Yes 
« Shared lines remain shared after write hit. Yes Yes 
« Write misses access memory. Yes Yes 
*  Invalidation is inhibited when snooping; but is allowed with INVD and WBINVD instructions. Yes Yes 
* €xternal snoop traffic is supported. 
No Yes 


NOTES: 


1. The L2/L3 column in this table is definitive for the Pentium 4, Intel Xeon, and P6 family processors. It is intended to represent what 


could be implemented in a system based on a Pentium processor with an external, platform specific, write-back L2 cache. 


2. The Pentium 4 and more recent processor families do not support this mode; setting the CD and NW bits to 1 selects the no-fill 


cache mode. 


3. Not supported In Intel Atom processors. If CD = 1 in an Intel Atom processor, caching is disabled. 
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NW flag, bit 29 of control register CRO — Controls the write policy for system memory locations (see 
Section 2.5, “Control Registers”). If the NW and CD flags are clear, write-back is enabled for the whole of 
system memory, but may be restricted for individual pages or regions of memory by other cache-control 
mechanisms. Table 11-5 shows how the other combinations of CD and NW flags affects caching. 


NOTES 


For the Pentium 4 and Intel Xeon processors, the NW flag is a don’t care flag; that is, when the CD 
flag is set, the processor uses the no-fill cache mode, regardless of the setting of the NW flag. 


For Intel Atom processors, the NW flag is a don’t care flag; that is, when the CD flag is set, the 
processor disables caching, regardless of the setting of the NW flag. 


For the Pentium processor, when the L1 cache is disabled (the CD and NW flags in control register 
CRO are set), external snoops are accepted in DP (dual-processor) systems and inhibited in unipro- 
cessor systems. 


When snoops are inhibited, address parity is not checked and APCHK# is not asserted for a corrupt 
address; however, when snoops are accepted, address parity is checked and APCHK# is asserted 
for corrupt addresses. 


PCD and PWT flags in paging-structure entries — Control the memory type used to access paging 
structures and pages (see Section 4.9, “Paging and Memory Typing”). 


PCD and PWT flags in control register CR3 — Control the memory type used to access the first paging 
structure of the current paging-structure hierarchy (see Section 4.9, “Paging and Memory Typing”). 


G (global) flag in the page-directory and page-table entries (introduced to the IA-32 architecture in 
the P6 family processors) — Controls the flushing of TLB entries for individual pages. See Section 4.10, 
“Caching Translation Information,” for more information about this flag. 


PGE (page global enable) flag in control register CR4 — Enables the establishment of global pages with 
the G flag. See Section 4.10, “Caching Translation Information,” for more information about this flag. 


Memory type range registers (MTRRs) (introduced in P6 family processors) — Control the type of 
caching used in specific regions of physical memory. Any of the caching types described in Section 11.3, 
“Methods of Caching Available,” can be selected. See Section 11.11, “Memory Type Range Registers (MTRRs),” 
for a detailed description of the MTRRs. 


Page Attribute Table (PAT) MSR (introduced in the Pentium Ill processor) — Extends the memory 
typing capabilities of the processor to permit memory types to be assigned on a page-by-page basis (see 
Section 11.12, “Page Attribute Table (PAT)”). 


Third-Level Cache Disable flag, bit 6 of the IA32_MISC_ENABLE MSR (Available only in processors 
based on Intel NetBurst microarchitecture) — Allows the L3 cache to be disabled and enabled, indepen- 
dently of the L1 and L2 caches. 


KEN# and WB/WT# pins (Pentium processor) — Allow external hardware to control the caching method 
used for specific areas of memory. They perform similar (but not identical) functions to the MTRRs in the P6 
family processors. 


PCD and PWT pins (Pentium processor) — These pins (which are associated with the PCD and PWT flags in 
control register CR3 and in the page-directory and page-table entries) permit caching in an external L2 cache 
to be controlled on a page-by-page basis, consistent with the control exercised on the L1 cache of these 
processors. The P6 and more recent processor families do not provide these pins because the L2 cache in 
internal to the chip package. 


11.5.2 Precedence of Cache Controls 


The cache control flags and MTRRs operate hierarchically for restricting caching. That is, if the CD flag is set, 

caching is prevented globally (see Table 11-5). If the CD flag is clear, the page-level cache control flags and/or the 
MTRRs can be used to restrict caching. If there is an overlap of page-level and MTRR caching controls, the mecha- 
nism that prevents caching has precedence. For example, if an MTRR makes a region of system memory uncache- 
able, a page-level caching control cannot be used to enable caching for a page in that region. The converse is also 
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true; that is, if a page-level caching control designates a page as uncacheable, an MTRR cannot be used to make 
the page cacheable. 


In cases where there is a overlap in the assignment of the write-back and write-through caching policies to a page 
and a region of memory, the write-through policy takes precedence. The write-combining policy (which can only be 
assigned through an MTRR or the PAT) takes precedence over either write-through or write-back. 


The selection of memory types at the page level varies depending on whether PAT is being used to select memory 
types for pages, as described in the following sections. 


On processors based on Intel NetBurst microarchitecture, the third-level cache can be disabled by bit 6 of the 
IA32_MISC_ENABLE MSR. Using IA32_MISC_ENABLE[bit 6] takes precedence over the CD flag, MTRRs, and PAT 
for the L3 cache in those processors. That is, when the third-level cache disable flag is set (cache disabled), the 
other cache controls have no affect on the L3 cache; when the flag is clear (enabled), the cache controls have the 
same affect on the L3 cache as they have on the L1 and L2 caches. 


IA32_MISC_ENABLE[bit 6] is not supported in Intel Core i7 processors, nor processors based on Intel Core, and 
Intel Atom microarchitectures. 


11.5.2.1 Selecting Memory Types for Pentium Pro and Pentium II Processors 


The Pentium Pro and Pentium II processors do not support the PAT. Here, the effective memory type for a page is 
selected with the MTRRs and the PCD and PWT bits in the page-table or page-directory entry for the page. Table 
11-6 describes the mapping of MTRR memory types and page-level caching attributes to effective memory types, 
when normal caching is in effect (the CD and NW flags in control register CRO are clear). Combinations that appear 
in gray are implementation-defined for the Pentium Pro and Pentium II processors. System designers are encour- 
aged to avoid these implementation-defined combinations. 


Table 11-6. Effective Page-Level Memory Type for Pentium Pro and Pentium II Processors 


MTRR Memory Type! PCD Value PWT Value Effective Memory Type 
UC X X UC 
WC 0 0 WC 
0 1 WC 
1 0 WC 
1 1 UC 
WT 0 xX WT 
1 X UC 
WP 0 0 WP 
0 1 WP 
1 0 WC 
1 1 UC 
WB 0 0 WB 
0 1 WT 
1 X UC 
NOTE: 


1. These effective memory types also apply to the Pentium 4, Intel Xeon, and Pentium Ill processors when the PAT bit is not used 
(set to 0) in page-table and page-directory entries. 


When normal caching is in effect, the effective memory type shown in Table 11-6 is determined using the following 
rules: 


1. If the PCD and PWT attributes for the page are both O, then the effective memory type is identical to the 
MTRR-defined memory type. 
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If the PCD flag is set, then the effective memory type is UC. 


If the PCD flag is clear and the PWT flag is set, the effective memory type is WT for the WB memory type and 
the MTRR-defined memory type for all other memory types. 


4. Setting the PCD and PWT flags to opposite values is considered model-specific for the WP and WC memory 
types and architecturally-defined for the WB, WT, and UC memory types. 


11.5.2.2 Selecting Memory Types for Pentium III and More Recent Processor Families 


The Intel Core 2 Duo, Intel Atom, Intel Core Duo, Intel Core Solo, Pentium M, Pentium 4, Intel Xeon, and Pentium 
lll processors use the PAT to select effective page-level memory types. Here, a memory type for a page is selected 
by the MTRRs and the value in a PAT entry that is selected with the PAT, PCD and PWT bits in a page-table or page- 
directory entry (see Section 11.12.3, “Selecting a Memory Type from the PAT”). Table 11-7 describes the mapping 
of MTRR memory types and PAT entry types to effective memory types, when normal caching is in effect (the CD 
and NW flags in control register CRO are clear). 


Table 11-7. Effective Page-Level Memory Types for Pentium III and More Recent Processor Families 


MTRR Memory Type PAT Entry Value Effective Memory Type 
UC UC uc! 
UC- uc! 
Wc wc 
WT UC! 
WB uc! 
WP uc! 
wc UC UCZ 
UC- wc 
Wc wc 
WT uc#3 
WB wc 
WP uc#3 
WT UC We 
UC- UC2 
wc wc 
WT WT 
WB WT 
WP wp? 
WB UC UCZ 
UC- UCZ 
wc wc 
WT WT 
WB WB 
WP WP 
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Table 11-7. Effective Page-Level Memory Types for Pentium III and More Recent Processor Families (Contd.) 


MTRR Memory Type PAT Entry Value Effective Memory Type 
WP UC UC? 
UC- we 
WC WC 
WT wT? 
WB WP 
WP WP 


NOTES: 

1. The UC attribute comes from the MTRRs and the processors are not required to snoop their caches since the data could never have 
been cached. This attribute is preferred for performance reasons. 

2. The UC attribute came from the page-table or page-directory entry and processors are required to check their caches because the 
data may be cached due to page aliasing, which is not recommended. 

3. These combinations were specified as “undefined” in previous editions of the Intel® 64 and IA-32 Architectures Software Devel- 
oper’s Manual. However, all processors that support both the PAT and the MTRRs determine the effective page-level memory 
types for these combinations as given. 


11.5.2.3. Writing Values Across Pages with Different Memory Types 


If two adjoining pages in memory have different memory types, and a word or longer operand is written to a 
memory location that crosses the page boundary between those two pages, the operand might be written to 
memory twice. This action does not present a problem for writes to actual memory; however, if a device is mapped 
the memory space assigned to the pages, the device might malfunction. 


11.5.3. Preventing Caching 


To disable the L1, L2, and L3 caches after they have been enabled and have received cache fills, perform the 
following steps: 


1. Enter the no-fill cache mode. (Set the CD flag in control register CRO to 1 and the NW flag to O. 
2. Flush all caches using the WBINVD instruction. 


3. Disable the MTRRs and set the default memory type to uncached or set all MTRRs for the uncached memory 
type (see the discussion of the discussion of the TYPE field and the E flag in Section 11.11.2.1, 
“IA32_MTRR_DEF_TYPE MSR"). 


The caches must be flushed (step 2) after the CD flag is set to ensure system memory coherency. If the caches are 
not flushed, cache hits on reads will still occur and data will be read from valid cache lines. 


The intent of the three separate steps listed above address three distinct requirements: (i) discontinue new data 
replacing existing data in the cache (ii) ensure data already in the cache are evicted to memory, (iii) ensure subse- 
quent memory references observe UC memory type semantics. Different processor implementation of caching 
control hardware may allow some variation of software implementation of these three requirements. See note 
below. 


NOTES 


Setting the CD flag in control register CRO modifies the processor’s caching behavior as indicated in 
Table 11-5, but setting the CD flag alone may not be sufficient across all processor families to force 
the effective memory type for all physical memory to be UC nor does it force strict memory 
ordering, due to hardware implementation variations across different processor families. To force 
the UC memory type and strict memory ordering on all of physical memory, it is sufficient to either 
program the MTRRs for all physical memory to be UC memory type or disable all MTRRs. 


For the Pentium 4 and Intel Xeon processors, after the sequence of steps given above has been 
executed, the cache lines containing the code between the end of the WBINVD instruction and 
before the MTRRS have actually been disabled may be retained in the cache hierarchy. Here, to 


11-16 Vol. 3A 


MEMORY CACHE CONTROL 


remove code from the cache completely, a second WBINVD instruction must be executed after the 
MTRRs have been disabled. 


For Intel Atom processors, setting the CD flag forces all physical memory to observe UC semantics 
(without requiring memory type of physical memory to be set explicitly). Consequently, software 
does not need to issue a second WBINVD as some other processor generations might require. 


11.5.4 Disabling and Enabling the L3 Cache 


On processors based on Intel NetBurst microarchitecture, the third-level cache can be disabled by bit 6 of the 
IA32_MISC_ENABLE MSR. The third-level cache disable flag (bit 6 of the IA32_MISC_ENABLE MSR) allows the L3 
cache to be disabled and enabled, independently of the L1 and L2 caches. Prior to using this control to disable or 
enable the L3 cache, software should disable and flush all the processor caches, as described earlier in Section 
11.5.3, “Preventing Caching,” to prevent of loss of information stored in the L3 cache. After the L3 cache has been 
disabled or enabled, caching for the whole processor can be restored. 


Newer Intel 64 processor with L3 do not support IA32_MISC_ENABLE[bit 6], the procedure described in Section 
11.5.3, “Preventing Caching,” apply to the entire cache hierarchy. 


11.5.5 Cache Management Instructions 


The Intel 64 and IA-32 architectures provide several instructions for managing the Li, L2, and L3 caches. The INVD 
and WBINVD instructions are privileged instructions and operate on the Li, L2 and L3 caches as a whole. The 
PREFETCHh, CLFLUSH and CLFLUSHOPT instructions and the non-temporal move instructions (MOVNTI, MOVNTQ, 
MOVNTDQ, MOVNTPS, and MOVNTPD) offer more granular control over caching, and are available to all privileged 
levels. 


The INVD and WBINVD instructions are used to invalidate the contents of the L1, L2, and L3 caches. The INVD 
instruction invalidates all internal cache entries, then generates a special-function bus cycle that indicates that 
external caches also should be invalidated. The INVD instruction should be used with care. It does not force a 
write-back of modified cache lines; therefore, data stored in the caches and not written back to system memory 
will be lost. Unless there is a specific requirement or benefit to invalidating the caches without writing back the 
modified lines (such as, during testing or fault recovery where cache coherency with main memory is not a 
concern), software should use the WBINVD instruction. 


The WBINVD instruction first writes back any modified lines in all the internal caches, then invalidates the contents 
of both the L1, L2, and L3 caches. It ensures that cache coherency with main memory is maintained regardless of 
the write policy in effect (that is, write-through or write-back). Following this operation, the WBINVD instruction 
generates one (P6 family processors) or two (Pentium and Intel486 processors) special-function bus cycles to indi- 
cate to external cache controllers that write-back of modified data followed by invalidation of external caches 
should occur. The amount of time or cycles for WBINVD to complete will vary due to the size of different cache hier- 
archies and other factors. As a consequence, the use of the WBINVD instruction can have an impact on inter- 
rupt/event response time. 


The PREFETCHA instructions allow a program to suggest to the processor that a cache line from a specified location 
in system memory be prefetched into the cache hierarchy (see Section 11.8, “Explicit Caching”). 


The CLFLUSH and CLFLUSHOPT instructions allow selected cache lines to be flushed from memory. These instruc- 
tions give a program the ability to explicitly free up cache space, when it is known that cached section of system 
memory will not be accessed in the near future. 


The non-temporal move instructions (MOVNTI, MOVNTQ, MOVNTDQ, MOVNTPS, and MOVNTPD) allow data to be 
moved from the processor's registers directly into system memory without being also written into the L1, L2, 
and/or L3 caches. These instructions can be used to prevent cache pollution when operating on data that is going 
to be modified only once before being stored back into system memory. These instructions operate on data in the 
general-purpose, MMX, and XMM registers. 
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11.5.6 1 Data Cache Context Mode 


Li data cache context mode is a feature of processors based on the Intel NetBurst microarchitecture that support 
Intel Hyper-Threading Technology. When CPUID.1:ECX[bit 10] = 1, the processor supports setting L1 data cache 
context mode using the L1 data cache context mode flag ( IA32_MISC_ENABLE[bit 24] ). Selectable modes are 
adaptive mode (default) and shared mode. 


The BIOS is responsible for configuring the L1 data cache context mode. 


11.5.6.1 Adaptive Mode 


Adaptive mode facilitates L1 data cache sharing between logical processors. When running in adaptive mode, the 
L1 data cache is shared across logical processors in the same core if: 


® CR3 control registers for logical processors sharing the cache are identical. 
¢ The same paging mode is used by logical processors sharing the cache. 


In this situation, the entire L1 data cache is available to each logical processor (instead of being competitively 
shared). 


If CR3 values are different for the logical processors sharing an Li data cache or the logical processors use different 
paging modes, processors compete for cache resources. This reduces the effective size of the cache for each logical 
processor. Aliasing of the cache is not allowed (which prevents data thrashing). 


11.5.6.2 Shared Mode 


In shared mode, the L1 data cache is competitively shared between logical processors. This is true even if the 
logical processors use identical CR3 registers and paging modes. 


In shared mode, linear addresses in the L1 data cache can be aliased, meaning that one linear address in the cache 
can point to different physical locations. The mechanism for resolving aliasing can lead to thrashing. For this 
reason, IA32_MISC_ENABLE[bit 24] = 0 is the preferred configuration for processors based on the Intel NetBurst 
microarchitecture that support Intel Hyper-Threading Technology. 


11.6 SELF-MODIFYING CODE 


A write to a memory location in a code segment that is currently cached in the processor causes the associated 
cache line (or lines) to be invalidated. This check is based on the physical address of the instruction. In addition, 
the P6 family and Pentium processors check whether a write to a code segment may modify an instruction that has 
been prefetched for execution. If the write affects a prefetched instruction, the prefetch queue is invalidated. This 
latter check is based on the linear address of the instruction. For the Pentium 4 and Intel Xeon processors, a write 
or a snoop of an instruction in a code segment, where the target instruction is already decoded and resident in the 
trace cache, invalidates the entire trace cache. The latter behavior means that programs that self-modify code can 
cause severe degradation of performance when run on the Pentium 4 and Intel Xeon processors. 


In practice, the check on linear addresses should not create compatibility problems among IA-32 processors. Appli- 
cations that include self-modifying code use the same linear address for modifying and fetching the instruction. 
Systems software, such as a debugger, that might possibly modify an instruction using a different linear address 
than that used to fetch the instruction, will execute a serializing operation, such as a CPUID instruction, before the 
modified instruction is executed, which will automatically resynchronize the instruction cache and prefetch queue. 
(See Section 8.1.3, “Handling Self- and Cross-Modifying Code,” for more information about the use of self-modi- 
fying code.) 


For Intel486 processors, a write to an instruction in the cache will modify it in both the cache and memory, but if 
the instruction was prefetched before the write, the old version of the instruction could be the one executed. To 
prevent the old instruction from being executed, flush the instruction prefetch unit by coding a jump instruction 
immediately after any write that modifies an instruction. 


11-18 Vol. 3A 


MEMORY CACHE CONTROL 


11.7. IMPLICIT CACHING (PENTIUM 4, INTEL XEON, 
AND P6 FAMILY PROCESSORS) 


Implicit caching occurs when a memory element is made potentially cacheable, although the element may never 
have been accessed in the normal von Neumann sequence. Implicit caching occurs on the P6 and more recent 
processor families due to aggressive prefetching, branch prediction, and TLB miss handling. Implicit caching is an 
extension of the behavior of existing Intel386, Intel486, and Pentium processor systems, since software running 
on these processor families also has not been able to deterministically predict the behavior of instruction prefetch. 


To avoid problems related to implicit caching, the operating system must explicitly invalidate the cache when 
changes are made to cacheable data that the cache coherency mechanism does not automatically handle. This 
includes writes to dual-ported or physically aliased memory boards that are not detected by the snooping mecha- 
nisms of the processor, and changes to page- table entries in memory. 


The code in Example 11-1 shows the effect of implicit caching on page-table entries. The linear address FOOOH 
points to physical location BOOOH (the page-table entry for FOOOH contains the value BOOOH), and the page-table 
entry for linear address FOOO is PTE_FOOO. 


Example 11-1. Effect of Implicit Caching on Page-Table Entries 


mov EAX, CR3; Invalidate the TLB 

mov CR3, EAX; by copying CR3 to itself 

mov PTE_FOOO, AOOOH; Change FOOOH to point to AOOOH 
mov EBX, [FOOOH]; 


Because of speculative execution in the P6 and more recent processor families, the last MOV instruction performed 
would place the value at physical location BOOOH into EBX, rather than the value at the new physical address 
AOOOH. This situation is remedied by placing a TLB invalidation between the load and the store. 


11.8 EXPLICIT CACHING 


The Pentium III processor introduced four new instructions, the PREFETCHA instructions, that provide software with 
explicit control over the caching of data. These instructions provide “hints” to the processor that the data requested 
by a PREFETCHA instruction should be read into cache hierarchy now or as soon as possible, in anticipation of its 
use. The instructions provide different variations of the hint that allow selection of the cache level into which data 
will be read. 


The PREFETCHA instructions can help reduce the long latency typically associated with reading data from memory 
and thus help prevent processor “stalls.” However, these instructions should be used judiciously. Overuse can lead 
to resource conflicts and hence reduce the performance of an application. Also, these instructions should only be 
used to prefetch data from memory; they should not be used to prefetch instructions. For more detailed informa- 
tion on the proper use of the prefetch instruction, refer to Chapter 7, “Optimizing Cache Usage,” in the Inte/® 64 
and IA-32 Architectures Optimization Reference Manual. 


11.9. INVALIDATING THE TRANSLATION LOOKASIDE BUFFERS (TLBS) 


The processor updates its address translation caches (TLBs) transparently to software. Several mechanisms are 
available, however, that allow software and hardware to invalidate the TLBs either explicitly or as a side effect of 
another operation. Most details are given in Section 4.10.4, “Invalidation of TLBs and Paging-Structure Caches.” In 
addition, the following operations invalidate all TLB entries, irrespective of the setting of the G flag: 


¢ Asserting or de-asserting the FLUSH# pin. 
¢ (Pentium 4, Intel Xeon, and later processors only.) Writing to an MTRR (with a WRMSR instruction). 
¢ Writing to control register CRO to modify the PG or PE flag. 
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e (Pentium 4, Intel Xeon, and later processors only.) Writing to control register CR4 to modify the PSE, PGE, or 
PAE flag. 


* Writing to control register CR4 to change the PCIDE flag from 1 to 0. 
See Section 4.10, “Caching Translation Information,” for additional information about the TLBs. 


11.10 STORE BUFFER 


Intel 64 and IA-32 processors temporarily store each write (store) to memory in a store buffer. The store buffer 
improves processor performance by allowing the processor to continue executing instructions without having to 
wait until a write to memory and/or to a cache is complete. It also allows writes to be delayed for more efficient use 
of memory-access bus cycles. 


In general, the existence of the store buffer is transparent to software, even in systems that use multiple proces- 
sors. The processor ensures that write operations are always carried out in program order. It also ensures that the 
contents of the store buffer are always drained to memory in the following situations: 


¢ When an exception or interrupt is generated. 

¢ (P6 and more recent processor families only) When a serializing instruction is executed. 

¢ When an J/O instruction is executed. 

¢ When a LOCK operation is performed. 

¢ (P6 and more recent processor families only) When a BINIT operation is performed. 

¢ (Pentium Ill, and more recent processor families only) When using an SFENCE instruction to order stores. 
¢ (Pentium 4 and more recent processor families only) When using an MFENCE instruction to order stores. 


The discussion of write ordering in Section 8.2, “Memory Ordering,” gives a detailed description of the operation of 
the store buffer. 


11.11 MEMORY TYPE RANGE REGISTERS (MTRRS) 


The following section pertains only to the P6 and more recent processor families. 


The memory type range registers (MTRRs) provide a mechanism for associating the memory types (see Section 
11.3, “Methods of Caching Available”) with physical-address ranges in system memory. They allow the processor to 
optimize operations for different types of memory such as RAM, ROM, frame-buffer memory, and memory-mapped 
I/O devices. They also simplify system hardware design by eliminating the memory control pins used for this func- 
tion on earlier IA-32 processors and the external logic needed to drive them. 


The MTRR mechanism allows multiple ranges to be defined in physical memory, and it defines a set of model- 
specific registers (MSRs) for specifying the type of memory that is contained in each range. Table 11-8 shows the 
memory types that can be specified and their properties; Figure 11-4 shows the mapping of physical memory with 
MTRRs. See Section 11.3, “Methods of Caching Available,” for a more detailed description of each memory type. 


Following a hardware reset, the P6 and more recent processor families disable all the fixed and variable MTRRs, 
which in effect makes all of physical memory uncacheable. Initialization software should then set the MTRRs to a 
specific, system-defined memory map. Typically, the BIOS (basic input/output system) software configures the 
MTRRs. The operating system or executive is then free to modify the memory map using the normal page-level 
cacheability attributes. 


In a multiprocessor system using a processor in the P6 family or a more recent family, each processor MUST use 
the identical MTRR memory map so that software will have a consistent view of memory. 


NOTE 


In multiple processor systems, the operating system must maintain MTRR consistency between all 
the processors in the system (that is, all processors must use the same MTRR values). The P6 and 
more recent processor families provide no hardware support for maintaining this consistency. 
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Table 11-8. Memory Types That Can Be Encoded in MTRRs 


Memory Type and Mnemonic Encoding in MTRR 
Uncacheable (UC) OOH 
Write Combining (WC) 01H 
Reserved* 02H 
Reserved* 03H 
Write-through (WT) 04H 
Write-protected (WP) O5H 
Writeback (WB) O6H 
Reserved* 7H through FFH 
NOTE: 
* Use of these encodings results in a general-protection exception (#GP). 
Physical Memory 
FFFFFFFFH 
Address ranges not 
mapped by an MTRR —_»S Ss 
are set to a default type 
Variable ranges 
(from 4 KBytesto “~ {[________] 
maximum size of 
physicalmemory) \\ |__~_~_~____4J] 
100000H 
64 fixed ranges FFFFFH 
(4 KBytes each) 256 KBytes C0000H 
16 fixed ranges BFFFFH 
(16 KBytes each) >| 26 KBytes saggy 
7FFFFH 
8 fixed ranges 512 KBvt 
(64-KBytes each) "| vies 
) 


Figure 11-4. Mapping Physical Memory With MTRRs 


11.11.1 MTRR Feature Identification 


The availability of the MTRR feature is model-specific. Software can determine if MTRRs are supported ona 
processor by executing the CPUID instruction and reading the state of the MTRR flag (bit 12) in the feature infor- 


mation register (EDX). 


If the MTRR flag is set (indicating that the processor implements MTRRs), additional information about MTRRs can 
be obtained from the 64-bit IA32_MTRRCAP MSR (named MTRRcap MSR for the P6 family processors). The 
IA32_MTRRCAP MSR is a read-only MSR that can be read with the RDMSR instruction. Figure 11-5 shows the 
contents of the IA32_MTRRCAP MSR. The functions of the flags and field in this register are as follows: 
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¢ VCNT (variable range registers count) field, bits O through 7 — Indicates the number of variable ranges 
implemented on the processor. 

° FIX (fixed range registers supported) flag, bit 8 — Fixed range MTRRs (IA32_MTRR_FIX64K_00000 
through IA32_MTRR_FIX4K_OF8000) are supported when set; no fixed range registers are supported when 
clear. 


¢ WC (write combining) flag, bit 10 — The write-combining (WC) memory type is supported when set; the 
WC type is not supported when clear. 


° SMRR (System-Management Range Register) flag, bit 11 — The system-management range register 
(SMRR) interface is supported when bit 11 is set; the SMRR interface is not supported when clear. 


Bit 9 and bits 12 through 63 in the IA32_MTRRCAP MSR are reserved. If software attempts to write to the 
IA32_MTRRCAP MSR, a general-protection exception (#GP) is generated. 


Software must read IA32_MTRRCAP VCNT field to determine the number of variable MTRRs and query other 
feature bits in IA32_MTRRCAP to determine additional capabilities that are supported in a processor. For example, 
some processors may report a value of ‘8’ in the VCNT field, other processors may report VCNT with different 
values. 


63 11109 87 0 


WwW 
Cc 


F 
Reserved | M VCNT 


SMRR — SMRR interface supported | 


WC — Write-combining memory type supported — 
FIX — Fixed range registers supported 
VCNT — Number of variable range registers 


Reserved 


Figure 11-5. IA32_MTRRCAP Register 


11.11.2 Setting Memory Ranges with MTRRs 


The memory ranges and the types of memory specified in each range are set by three groups of registers: the 
IA32_MTRR_DEF_TYPE MSR, the fixed-range MTRRs, and the variable range MTRRs. These registers can be read 
and written to using the RDMSR and WRMSR instructions, respectively. The IA32_MTRRCAP MSR indicates the 
availability of these registers on the processor (see Section 11.11.1, “MTRR Feature Identification”). 


11.11.2.1 IA32_MTRR_DEF_TYPE MSR 


The IA32_MTRR_DEF_TYPE MSR (named MTRRdefType MSR for the P6 family processors) sets the default proper- 
ties of the regions of physical memory that are not encompassed by MTRRs. The functions of the flags and field in 
this register are as follows: 


° Type field, bits O through 7 — Indicates the default memory type used for those physical memory address 
ranges that do not have a memory type specified for them by an MTRR (see Table 11-8 for the encoding of this 
field). The legal values for this field are 0, 1, 4, 5, and 6. All other values result in a general-protection 
exception (#GP) being generated. 


Intel recommends the use of the UC (uncached) memory type for all physical memory addresses where 
memory does not exist. To assign the UC type to nonexistent memory locations, it can either be specified as the 
default type in the Type field or be explicitly assigned with the fixed and variable MTRRs. 
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63 1211109 8 7 0 


Reserved E Type 


E — MTRR enable/disable 
FE — Fixed-range MTRRs enable/disable —— 
Type — Default memory type 


Reserved 


Figure 11-6. [A32_MTRR_DEF_TYPE MSR 


¢ FE (fixed MTRRs enabled) flag, bit 10 — Fixed-range MTRRs are enabled when set; fixed-range MTRRs are 
disabled when clear. When the fixed-range MTRRs are enabled, they take priority over the variable-range 
MTRRs when overlaps in ranges occur. If the fixed-range MTRRs are disabled, the variable-range MTRRs can 
still be used and can map the range ordinarily covered by the fixed-range MTRRs. 

¢ E(MTRRs enabled) flag, bit 11 — MTRRs are enabled when set; all MTRRs are disabled when clear, and the 
UC memory type is applied to all of physical memory. When this flag is set, the FE flag can disable the fixed- 
range MTRRs; when the flag is clear, the FE flag has no affect. When the E flag is set, the type specified in the 
default memory type field is used for areas of memory not already mapped by either a fixed or variable MTRR. 


Bits 8 and 9, and bits 12 through 63, in the IA32_MTRR_DEF_TYPE MSR are reserved; the processor generates a 
general-protection exception (#GP) if software attempts to write nonzero values to them. 


11.11.2.2 Fixed Range MTRRs 

The fixed memory ranges are mapped with 11 fixed-range registers of 64 bits each. Each of these registers is 

divided into 8-bit fields that are used to specify the memory type for each of the sub-ranges the register controls: 

° Register IA32_MTRR_FIX64K_00000 — Maps the 512-KByte address range from OH to 7FFFFH. This range 
is divided into eight 64-KByte sub-ranges. 


° Registers IA32_MTRR_FIX16K_80000 and IA32_MTRR_FIX16K_AO0000 — Maps the two 128-KByte 
address ranges from 80000H to BFFFFH. This range is divided into sixteen 16-KByte sub-ranges, 8 ranges per 
register. 


° Registers IA32_MTRR_FIX4K_C0000 through IA32_MTRR_FIX4K_F8000 — Maps eight 32-KByte 
address ranges from COOOOH to FFFFFH. This range is divided into sixty-four 4-KByte sub-ranges, 8 ranges per 
register. 


Table 11-9 shows the relationship between the fixed physical-address ranges and the corresponding fields of the 
fixed-range MTRRs; Table 11-8 shows memory type encoding for MTRRs. 


For the P6 family processors, the prefix for the fixed range MTRRs is MTRRfix. 


11.11.2.3 Variable Range MTRRs 


The Pentium 4, Intel Xeon, and P6 family processors permit software to specify the memory type for m variable- 
size address ranges, using a pair of MTRRs for each range. The number m of ranges supported is given in bits 7:0 
of the IA32_MTRRCAP MSR (see Figure 11-5 in Section 11.11.1). 


The first entry in each pair (IA32_MTRR_PHYSBASEn) defines the base address and memory type for the range; 
the second entry (IA32_MTRR_PHYSMASKn) contains a mask used to determine the address range. The “n” suffix 
is in the range 0 through m-1 and identifies a specific register pair. 


For P6 family processors, the prefixes for these variable range MTRRs are MTRRphysBase and MTRRphysMask. 
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Table 11-9. Address Mapping for Fixed-Range MTRRs 


Address Range (hexadecimal) MTRR 

63 56 55 48 47 40 39 32 31 24 23 «16 15 8 7 0 

70000- 60000- 50000- 40000- 30000- 20000- 10000- 00000- IA32_MTRR_ 
7FFFF 6FFFF 5SFFFF 4FFFF 3FFFF 2FFFF 1FFFF OFFFF FIX64K_00000 
9CO00 98000- 94000- 90000- 8C000- 88000- 84000- 80000- IA32_MTRR_ 
OFFFF OBFFF 97FFF 93FFF 8FFFF 8BFFF 87FFF 83FFF FIX16K_80000 
BCOOO B8000- B4000- BOOOO- ACOO0- A8000- A4000- AOQO00- IA32_MTRR_ 
BFFFF BBFFF B7FFF B3FFF AFFFF ABFFF A7FFF A3FFF FIX16K_A0000 
C7000 C6000- C5000- C4000- C3000- C2000- C1000- Co000- IA32_MTRR_ 
C7FFF C6FFF CSFFF C4FFF C3FFF C2FFF C1FFF COFFF FIX4K_COO00 
CFOOO CEOO0- CDO00- CCOO0- CBOO0- CAO00- C9000- C8000- IA32_MTRR_ 
CFFFF CEFFF CDFFF CCFFF CBFFF CAFFF COFFF C8FFF FIX4K_C8000 
D7000 D6000- D5000- D4000- D3000- D2000- D1000- DOOOD- IA32_MTRR_ 
D7FFF D6FFF D5FFF D4FFF D3FFF D2FFF D1FFF DOFFF FIX4K_DO000 
DFOOO DEOOO- DDOOO- DCOOO- DBOOO- DAOOO- D9000- D8000- IA32_MTRR_ 
DFFFF DEFFF DDFFF DCFFF DBFFF DAFFF DOFFF D8FFF FIX4K_D8000 
€7000 €6000- €5000- €4000- €3000- €2000- €1000- €0000- IA32_MTRR_ 
E7FFF E6FFF ESFFF E4FFF E3FFF E2FFF E1FFF EOFFF FIX4K_E0000 
EFOOO EEOOO- EDOOO- ECOOO- EBOOO- EAOOO- €9000- €8000- IA32_MTRR_ 
EFFFF EEFFF EDFFF ECFFF EBFFF EAFFF ESFFF E8FFF FIX4K_E8000 
F7000 F6000- F5000- F4000- F3000- F2000- F1000- FOOOO- IA32_MTRR_ 
F7FFF F6FFF FSFFF F4FFF F3FFF F2FFF FIFFF FOFFF FIX4K_FOO00 
FFOOO FEOOO- FDOOO- FCOOO- FBOOO- FAQOO- F9000- F8000- IA32_MTRR_ 
FFFFF FEFFF FDFFF FCFFF FBFFF FAFFF FOFFF F8FFF FIX4K_F8000 


Figure 11-7 shows flags and fields in these registers. The functions of these flags and fields are: 


° Type field, bits 0 through 7 — Specifies the memory type for the range (see Table 11-8 for the encoding of 


this field). 


° PhysBase field, bits 12 through (MAXPHYADDR-1) — Specifies the base address of the address range. 
This 24-bit value, in the case where MAXPHYADDR is 36 bits, is extended by 12 bits at the low end to form the 
base address (this automatically aligns the address on a 4-KByte boundary). 

¢ PhysMask field, bits 12 through (MAXPHYADDR-1) — Specifies a mask (24 bits if the maximum physical 
address size is 36 bits, 28 bits if the maximum physical address size is 40 bits). The mask determines the range 


of the region being mapped, according to the following relationships: 
— Address_Within_Range AND PhysMask = PhysBase AND PhysMask 


— This value is extended by 12 bits at the low end to form the mask value. For more information: see Section 
11.11.3, “Example Base and Mask Calculations.” 


— The width of the PhysMask field depends on the maximum physical address size supported by the 
processor. 


CPUID.80000008H reports the maximum physical address size supported by the processor. If 


CPUID.80000008H is not available, software may assume that the processor supports a 36-bit physical 


address size (then PhysMask is 24 bits wide and the upper 28 bits of IA832_MTRR_PHYSMASkKn are 
reserved). See the Note below. 


* V (valid) flag, bit 11 — Enables the register pair when set; disables register pair when clear. 
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IA32_MTRR_PHYSBASEn Register 
63 MAXPHYADDR_ 12 11 87 0 


Reserved PhysBase Type 


PhysBase — Base address of range — 
Type — Memory type for range 


IA32_MTRR_PHYSMASKn Register 
63 MAXPHYADDR 121110 0 


Reserved PhysMask Vv Reserved 


PhysMask — Sets range mask — 
V — Valid 


Reserved 


MAXPHYADDR: The bit position indicated by MAXPHYADDR depends on the maximum 
physical address range supported by the processor. It is reported by CPUID leaf 
function 80000008H. If CPUID does not support leaf 80000008H, the processor 
supports 36-bit physical address size, then bit PhysMask consists of bits 35:12, and 

bits 63:36 are reserved. 


Figure 11-7. IA32_MTRR_PHYSBASEn and IA32_MTRR_PHYSMASKn Variable-Range Register Pair 


All other bits in the IA32_MTRR_PHYSBASEn and IA32_MTRR_PHYSMASKnr registers are reserved; the processor 
generates a general-protection exception (#GP) if software attempts to write to them. 


Some mask values can result in ranges that are not continuous. In such ranges, the area not mapped by the mask 
value is set to the default memory type, unless some other MTRR specifies a type for that range. Intel does not 
encourage the use of “discontinuous” ranges. 


NOTE 


It is possible for software to parse the memory descriptions that BIOS provides by using the 
ACPI/INT15 e820 interface mechanism. This information then can be used to determine how 
MTRRs are initialized (for example: allowing the BIOS to define valid memory ranges and the 
maximum memory range supported by the platform, including the processor). 


See Section 11.11.4.1, “MTRR Precedences,” for information on overlapping variable MTRR ranges. 


11.11.2.4 System-Management Range Register Interface 


If IA32_MTRRCAP[bit 11] is set, the processor supports the SMRR interface to restrict access to a specified 
memory address range used by system-management mode (SMM) software (see Section 30.4.2.1). If the SMRR 


interface is supported, SMM software is strongly encouraged to use it to protect the SMI code and data stored by 
SMI handler in the SMRAM region. 


The system-management range registers consist of a pair of MSRs (see Figure 11-8). The IA32_SMRR_PHYSBASE 
MSR defines the base address for the SMRAM memory range and the memory type used to access it in SMM. The 
IA32_SMRR_PHYSMASK MSR contains a valid bit and a mask that determines the SMRAM address range protected 
by the SMRR interface. These MSRs may be written only in SMM; an attempt to write them outside of SMM causes 
a general-protection exception. 


Figure 11-8 shows flags and fields in these registers. The functions of these flags and fields are the following: 


1. For some processor models, these MSRs can be accessed by RDMSR and WRMSR only if the SMRR interface has been enabled using 
a model-specific bit in the [A32_FEATURE_CONTROL MSR. 
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° Type field, bits O through 7 — Specifies the memory type for the range (see Table 11-8 for the encoding of 
this field). 


¢ PhysBase field, bits 12 through 31 — Specifies the base address of the address range. The address must be 
less than 4 GBytes and is automatically aligned on a 4-KByte boundary. 


¢ PhysMask field, bits 12 through 31 — Specifies a mask that determines the range of the region being 
mapped, according to the following relationships: 


— Address_Within_Range AND PhysMask = PhysBase AND PhysMask 


— This value is extended by 12 bits at the low end to form the mask value. For more information: see Section 
11.11.3, “Example Base and Mask Calculations.” 


° V (valid) flag, bit 11 — Enables the register pair when set; disables register pair when clear. 


Before attempting to access these SMRR registers, software must test bit 11 in the IA32_MTRRCAP register. If 
SMRR is not supported, reads from or writes to registers cause general-protection exceptions. 


When the valid flag in the IA32_SMRR_PHYSMASK MSR is 1, accesses to the specified address range are treated as 
follows: 


e If the logical processor is in SMM, accesses uses the memory type in the IA32_SMRR_PHYSBASE MSR. 


° If the logical processor is not in SMM, write accesses are ignored and read accesses return a fixed value for each 
byte. The uncacheable memory type (UC) is used in this case. 


The above items apply even if the address range specified overlaps with a range specified by the MTRRs. 


IA32_SMRR_PHYSBASE Register 
63 31 1211 87 0 


Reserved PhysBase Type 


PhysBase — Base address of range — 
Type — Memory type for range 


IA32_SMRR_PHYSMASK Register 
63 31 121110 0 


Reserved PhysMask V Reserved 


PhysMask — Sets range mask — 
V — Valid 


Reserved 


Figure 11-8. [A32_SMRR_PHYSBASE and IA32_SMRR_PHYSMASK SMRR Pair 


11.11.3 Example Base and Mask Calculations 


The examples in this section apply to processors that support a maximum physical address size of 36 bits. The base 
and mask values entered in variable-range MTRR pairs are 24-bit values that the processor extends to 36-bits. 


For example, to enter a base address of 2 MBytes (200000H) in the IA32_MTRR_PHYSBASES3 register, the 12 least- 
significant bits are truncated and the value 000200H is entered in the PhysBase field. The same operation must be 
performed on mask values. For example, to map the address range from 200000H to 3FFFFFH (2 MBytes to 4 
MBytes), a mask value of FFFEQOOOOH is required. Again, the 12 least-significant bits of this mask value are trun- 
cated, so that the value entered in the PhysMask field of IA32_MTRR_PHYSMASK3 is FFFEQOH. This mask is chosen 
so that when any address in the 200000H to 3FFFFFH range is AND’d with the mask value, it will return the same 
value as when the base address is AND’d with the mask value (which is 200000H). 
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To map the address range from 400000H to 7FFFFFH (4 MBytes to 8 MBytes), a base value of 000400H is entered 
in the PhysBase field and a mask value of FFFCOOH is entered in the PhysMask field. 


Example 11-2. Setting-Up Memory for a System 

Here is an example of setting up the MTRRs for an system. Assume that the system has the following characteris- 
tics: 

¢ 96 MBytes of system memory is mapped as write-back memory (WB) for highest system performance. 

¢ Acustom 4-MByte I/O card is mapped to uncached memory (UC) at a base address of 64 MBytes. This 


restriction forces the 96 MBytes of system memory to be addressed from 0 to 64 MBytes and from 68 MBytes 
to 100 MBytes, leaving a 4-MByte hole for the I/O card. 


¢ An 8-MByte graphics card is mapped to write-combining memory (WC) beginning at address AOOQOOOOH. 
¢ The BIOS area from 15 MBytes to 16 MBytes is mapped to UC memory. 


The following settings for the MTRRs will yield the proper mapping of the physical address space for this system 
configuration. 


IA32_MTRR_PHYSBASEO = 0000 0000 0000 OO06H 
IA32_MTRR_PHYSMASKO = 0000 OOOF FCOO O800H 
Caches 0-64 MByte as WB cache type. 


IA32_MTRR_PHYSBASE1 = 0000 0000 0400 OOO6GH 
IA32_MTRR_PHYSMASK1 = 0000 OOOF FEOO O800H 
Caches 64-96 MByte as WB cache type. 


IA32_MTRR_PHYSBASE2 = 0000 0000 0600 OOO6H 
IA32_MTRR_PHYSMASK2 = 0000 OOOF FFCO O800H 
Caches 96-100 MByte as WB cache type. 


IA32_MTRR_PHYSBASE3 = 0000 0000 0400 OO00H 
IA32_MTRR_PHYSMASK3 = 0000 OOOF FFCO O800H 
Caches 64-68 MByte as UC cache type. 


IA32_MTRR_PHYSBASE4 = 0000 0000 OOFO OO00H 
IA32_MTRR_PHYSMASK4 = 0000 OOOF FFFO O800H 
Caches 15-16 MByte as UC cache type. 


IA32_MTRR_PHYSBASE5 = 0000 0000 A000 0001H 
IA32_MTRR_PHYSMASK5 = 0000 OOOF FF80 O800H 
Caches AOOOO000-A0800000 as WC type. 


This MTRR setup uses the ability to overlap any two memory ranges (as long as the ranges are mapped to WB and 
UC memory types) to minimize the number of MTRR registers that are required to configure the memory environ- 
ment. This setup also fulfills the requirement that two register pairs are left for operating system usage. 


11.11.3.1 Base and Mask Calculations for Greater-Than 36-bit Physical Address Support 


For Intel 64 and IA-32 processors that support greater than 36 bits of physical address size, software should query 
CPUID.80000008H to determine the maximum physical address. See the example. 


Example 11-3. Setting-Up Memory for a System with a 40-Bit Address Size 
If a processor supports 40-bits of physical address size, then the PhysMask field (in IA32_MTRR_PHYSMASKn 
registers) is 28 bits instead of 24 bits. For this situation, Example 11-2 should be modified as follows: 


IA32_MTRR_PHYSBASEO = 0000 0000 0000 OO06H 
IA32_MTRR_PHYSMASKO = 0000 OOFF FCOO 0800H 
Caches 0-64 MByte as WB cache type. 
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IA32_MTRR_PHYSBASE1 = 0000 0000 0400 OO06H 
IA32_MTRR_PHYSMASK1 = 0000 OOFF FE00 O800H 
Caches 64-96 MByte as WB cache type. 


IA32_MTRR_PHYSBASE2 = 0000 0000 0600 OO0O6H 
IA32_MTRR_PHYSMASK2 = 0000 OOFF FFCO O800H 
Caches 96-100 MByte as WB cache type. 


IA32_MTRR_PHYSBASE3 = 0000 0000 0400 OO00H 
IA32_MTRR_PHYSMASK3 = 0000 OOFF FFCO O800H 
Caches 64-68 MByte as UC cache type. 


IA32_MTRR_PHYSBASE4 = 0000 0000 OOFO OOOOH 
IA32_MTRR_PHYSMASK4 = 0000 OOFF FFFO O800H 
Caches 15-16 MByte as UC cache type. 


IA32_MTRR_PHYSBASE5 = 0000 0000 A000 0001H 
IA32_MTRR_PHYSMASK5 = 0000 OOFF FF80 O800H 
Caches AOOOO000-A0800000 as WC type. 


11.11.4 Range Size and Alignment Requirement 


A range that is to be mapped to a variable-range MTRR must meet the following “power of 2” size and alignment 
rules: 


1. The minimum range size is 4 KBytes and the base address of the range must be on at least a 4-KByte 
boundary. 


2. For ranges greater than 4 KBytes, each range must be of length 2” and its base address must be aligned ona 
2” boundary, where rn is a value equal to or greater than 12. The base-address alignment value cannot be less 
than its length. For example, an 8-KByte range cannot be aligned on a 4-KByte boundary. It must be aligned on 
at least an 8-KByte boundary. 


11.11.4.1 MTRR Precedences 


If the MTRRs are not enabled (by setting the E flag in the IA32_MTRR_DEF_TYPE MSR), then all memory accesses 
are of the UC memory type. If the MTRRs are enabled, then the memory type used for a memory access is deter- 
mined as follows: 


1. If the physical address falls within the first 1 MByte of physical memory and fixed MTRRs are enabled, the 
processor uses the memory type stored for the appropriate fixed-range MTRR. 


2. Otherwise, the processor attempts to match the physical address with a memory type set by the variable-range 
MTRRs: 


— If one variable memory range matches, the processor uses the memory type stored in the 
IA32_MTRR_PHYSBASEn register for that range. 


— Iftwoor more variable memory ranges match and the memory types are identical, then that memory type 
is used. 


— If two or more variable memory ranges match and one of the memory types is UC, the UC memory type 
used. 


— Iftwoor more variable memory ranges match and the memory types are WT and WB, the WT memory type 
is used. 


— For overlaps not defined by the above rules, processor behavior is undefined. 
3. If no fixed or variable memory range matches, the processor uses the default memory type. 
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11.11.5 MTRR Initialization 


On a hardware reset, the P6 and more recent processors clear the valid flags in variable-range MTRRs and clear the 
E flag in the IA32_MTRR_DEF_TYPE MSR to disable all MTRRs. All other bits in the MTRRs are undefined. 


Prior to initializing the MTRRs, software (normally the system BIOS) must initialize all fixed-range and variable- 
range MTRR register fields to 0. Software can then initialize the MTRRs according to known types of memory, 
including memory on devices that it auto-configures. Initialization is expected to occur prior to booting the oper- 
ating system. 


See Section 11.11.8, “MTRR Considerations in MP Systems,” for information on initializing MTRRs in MP (multiple- 
processor) systems. 


11.11.6 Remapping Memory Types 


A system designer may re-map memory types to tune performance or because a future processor may not imple- 
ment all memory types supported by the Pentium 4, Intel Xeon, and P6 family processors. The following rules 
support coherent memory-type re-mappings: 


1. A memory type should not be mapped into another memory type that has a weaker memory ordering model. 
For example, the uncacheable type cannot be mapped into any other type, and the write-back, write-through, 
and write-protected types cannot be mapped into the weakly ordered write-combining type. 


2. Amemory type that does not delay writes should not be mapped into a memory type that does delay writes, 
because applications of such a memory type may rely on its write-through behavior. Accordingly, the write- 
back type cannot be mapped into the write-through type. 


3. Amemory type that views write data as not necessarily stored and read back by a subsequent read, such as 
the write-protected type, can only be mapped to another type with the same behavior (and there are no others 
for the Pentium 4, Intel Xeon, and P6 family processors) or to the uncacheable type. 


In many specific cases, a system designer can have additional information about how a memory type is used, 
allowing additional mappings. For example, write-through memory with no associated write side effects can be 
mapped into write-back memory. 


11.11.7 | MTRR Maintenance Programming Interface 


The operating system maintains the MTRRs after booting and sets up or changes the memory types for memory- 
mapped devices. The operating system should provide a driver and application programming interface (API) to 
access and set the MTRRs. The function calls MemTypeGet() and MemTypeSet() define this interface. 


11.11.7.1  MemTypeGet() Function 


The MemTypeGet() function returns the memory type of the physical memory range specified by the parameters 
base and size. The base address is the starting physical address and the size is the number of bytes for the memory 
range. The function automatically aligns the base address and size to 4-KByte boundaries. Pseudocode for the 
MemTypeGet() function is given in Example 11-4. 
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Example 11-4. MemTypeGet() Pseudocode 
#define MIXED_TYPES -1__ /* 0 < MIXED_TYPES || MIXED_TYPES > 256 */ 


IF CPU_FEATURES.MTRR /* processor supports MTRRs */ 
THEN 

Align BASE and SIZE to 4-KByte boundary; 

IF (BASE + SIZE) wrap physical-address space 
THEN return INVALID; 

Fl; 

IF MTRRdefType.€ = 0 
THEN return UC; 

Fl; 

FirstType := Get4KMemType (BASE); 

/* Obtains memory type for first 4-KByte range. */ 

/* See Get4KMemType (4KByteRange) in Example 11-5. */ 

FOR each additional 4-KByte range specified in SIZE 
NextType := Get4KMemType (4KByteRange); 
IF NextType != FirstType 

THEN return Mixed_Types; 

Fl; 

ROF; 

return FirstType; 

ELSE return UNSUPPORTED; 
Fl; 


If the processor does not support MTRRs, the function returns UNSUPPORTED. If the MTRRs are not enabled, then 
the UC memory type is returned. If more than one memory type corresponds to the specified range, a status of 
MIXED_TYPES is returned. Otherwise, the memory type defined for the range (UC, WC, WT, WB, or WP) is 
returned. 


The pseudocode for the Get4KMemType() function in Example 11-5 obtains the memory type for a single 4-KByte 
range at a given physical address. The sample code determines whether an PHY_ADDRESS falls within a fixed 
range by comparing the address with the known fixed ranges: 0 to 7FFFFH (64-KByte regions), 80000H to BFFFFH 
(16-KByte regions), and COOOOH to FFFFFH (4-KByte regions). If an address falls within one of these ranges, the 
appropriate bits within one of its MTRRs determine the memory type. 


Example 11-5. Get4KMemType() Pseudocode 


IF IA32_ MTRRCAP.FIX AND MTRRdefType.FE /* fixed registers enabled */ 
THEN IF PHY ADDRESS is within a fixed range 
return [A32_MTRR_FIX.Type; 
Fl; 
FOR each variable-range MTRR in |A32_MTRRCAP.VCNT 
IF IA32_MTRR_PHYSMASK.V = 0 
THEN continue; 
Fl; 
IF (PHY_ADDRESS AND IA32_MTRR_PHYSMASK.Mask) = 
(IA32_MTRR_PHYSBASE.Base 
AND IA32_MTRR_PHYSMASK.Mask) 
THEN 
return [IA32_MTRR_PHYSBASE.Type; 
Fl; 
ROF; 
return MTRRdefType.Type; 
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11.11.7.2 MemTypeSet() Function 


The MemTypeSet() function in Example 11-6 sets a MTRR for the physical memory range specified by the parame- 
ters base and size to the type specified by type. The base address and size are multiples of 4 KBytes and the size 
is not O. 


Example 11-6. MemTypeSet Pseudocode 


IF CPU_FEATURES.MTRR (* processor supports MTRRs *) 

THEN 
IF BASE and SIZE are not 4-KByte aligned or size is 0 
THEN return INVALID; 
FI; 
IF (BASE + SIZE) wrap 4-GByte address space 
THEN return INVALID; 


FL; 
IF TYPE is invalid for Pentium 4, Intel Xeon, and P6é family 
processors 
THEN return UNSUPPORTED; 
FI; 
IF TYPE is WC and not supported 
THEN return UNSUPPORTED; 
FI; 
IF IA32 MTRRCAP.FIX is set AND range can be mapped using a 
fixed-range MTRR 
THEN 
pre_mtrr_change() ; 
update affected MTRR; 
post_mtrr_change() ; 


FI; 


ELSE (* try to map using a variable MTRR pair *) 
IF ITA32 MTRRCAP.VCNT = 0 
THEN return UNSUPPORTED; 
IF conflicts with current variable ranges 
THEN return RANGE OVERLAP; 
IF no MTRRs available 
THEN return VAR_NOT_ AVAILABLE; 


FI: 
+r 


IF BASE and SIZE do not meet the power of 2 requirements for 
variable MTRRs 
THEN return INVALID VAR REQUEST; 
FI; 
pre_mtrr_change() ; 
Update affected MTRRs; 
post_mtrr_change() ; 


FI; 


pre_mtrr_change () 
BEGIN 
disable interrupts; 
Save current value of CR4; 
disable and flush caches; 
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flush TLBs; 
disable MTRRs; 
IF multiprocessing 
THEN maintain consistency through IPIs; 

FI; 

END 

post_mtrr_change() 

BEGIN 
flush caches and TLBs; 
enable MTRRs; 
enable caches; 
restore value of CR4; 
enable interrupts; 

END 


The physical address to variable range mapping algorithm in the MemTypeSet function detects conflicts with 
current variable range registers by cycling through them and determining whether the physical address in question 
matches any of the current ranges. During this scan, the algorithm can detect whether any current variable ranges 
overlap and can be concatenated into a single range. 


The pre_mtrr_change() function disables interrupts prior to changing the MTRRs, to avoid executing code with a 
partially valid MTRR setup. The algorithm disables caching by setting the CD flag and clearing the NW flag in control 
register CRO. The caches are invalidated using the WBINVD instruction. The algorithm flushes all TLB entries either 
by clearing the page-global enable (PGE) flag in control register CR4 (if PGE was already set) or by updating control 
register CR3 (if PGE was already clear). Finally, it disables MTRRs by clearing the E flag in the 
IA32_MTRR_DEF_TYPE MSR. 


After the memory type is updated, the post_mtrr_change() function re-enables the MTRRs and again invalidates 
the caches and TLBs. This second invalidation is required because of the processor's aggressive prefetch of both 
instructions and data. The algorithm restores interrupts and re-enables caching by setting the CD flag. 


An operating system can batch multiple MTRR updates so that only a single pair of cache invalidations occur. 


11.11.8 MTRR Considerations in MP Systems 


In MP (multiple-processor) systems, the operating systems must maintain MTRR consistency between all the 
processors in the system. The Pentium 4, Intel Xeon, and P6 family processors provide no hardware support to 
maintain this consistency. In general, all processors must have the same MTRR values. 


This requirement implies that when the operating system initializes an MP system, it must load the MTRRs of the 
boot processor while the E flag in register MTRRdefType is 0. The operating system then directs other processors to 
load their MTRRs with the same memory map. After all the processors have loaded their MTRRs, the operating 
system signals them to enable their MTRRs. Barrier synchronization is used to prevent further memory accesses 
until all processors indicate that the MTRRs are enabled. This synchronization is likely to be a shoot-down style 
algorithm, with shared variables and interprocessor interrupts. 


Any change to the value of the MTRRs in an MP system requires the operating system to repeat the loading and 
enabling process to maintain consistency, using the following procedure: 


Broadcast to all processors to execute the following code sequence. 

Disable interrupts. 

Wait for all processors to reach this point. 

Enter the no-fill cache mode. (Set the CD flag in control register CRO to 1 and the NW flag to 0.) 


Flush all caches using the WBINVD instructions. Note on a processor that supports self-snooping, CPUID 
feature flag bit 27, this step is unnecessary. 


Oi eee Ol oN 


6. If the PGE flag is set in control register CR4, flush all TLBs by clearing that flag. 
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7. Ifthe PGE flag is clear in control register CR4, flush all TLBs by executing a MOV from control register CR3 to 
another register and then a MOV from that register back to CR3. 


8. Disable all range registers (by clearing the E flag in register MTRRdefType). If only variable ranges are being 
modified, software may clear the valid bits for the affected register pairs instead. 


9. Update the MTRRs. 


10. Enable all range registers (by setting the E flag in register MTRRdefType). If only variable-range registers were 
modified and their individual valid bits were cleared, then set the valid bits for the affected ranges instead. 


11. Flush all caches and all TLBs a second time. (The TLB flush is required for Pentium 4, Intel Xeon, and P6 family 
processors. Executing the WBINVD instruction is not needed when using Pentium 4, Intel Xeon, and P6 family 
processors, but it may be needed in future systems. ) 


12. Enter the normal cache mode to re-enable caching. (Set the CD and NW flags in control register CRO to 0.) 
13. Set PGE flag in control register CR4, if cleared in Step 6 (above). 

14. Wait for all processors to reach this point. 

15. Enable interrupts. 


11.11.9 Large Page Size Considerations 


The MTRRs provide memory typing for a limited number of regions that have a 4 KByte granularity (the same gran- 
ularity as 4-KByte pages). The memory type for a given page is cached in the processor’s TLBs. When using large 
pages (2 MBytes, 4 MBytes, or 1 GBytes), a single page-table entry covers multiple 4-KByte granules, each with a 
single memory type. Because the memory type for a large page is cached in the TLB, the processor can behave in 
an undefined manner if a large page is mapped to a region of memory that MTRRs have mapped with multiple 
memory types. 


Undefined behavior can be avoided by insuring that all MTRR memory-type ranges within a large page are of the 
same type. If a large page maps to a region of memory containing different MTRR-defined memory types, the PCD 
and PWT flags in the page-table entry should be set for the most conservative memory type for that range. For 
example, a large page used for memory mapped I/O and regular memory is mapped as UC memory. Alternatively, 
the operating system can map the region using multiple 4-KByte pages each with its own memory type. 


The requirement that all 4-KByte ranges in a large page are of the same memory type implies that large pages with 
different memory types may suffer a performance penalty, since they must be marked with the lowest common 
denominator memory type. The same consideration apply to 1 GByte pages, each of which may consist of multiple 
2-Mbyte ranges. 


The Pentium 4, Intel Xeon, and P6 family processors provide special support for the physical memory range from 0 
to 4 MBytes, which is potentially mapped by both the fixed and variable MTRRs. This support is invoked when a 
Pentium 4, Intel Xeon, or P6 family processor detects a large page overlapping the first 1 MByte of this memory 
range with a memory type that conflicts with the fixed MTRRs. Here, the processor maps the memory range as 
multiple 4-KByte pages within the TLB. This operation ensures correct behavior at the cost of performance. To 
avoid this performance penalty, operating-system software should reserve the large page option for regions of 
memory at addresses greater than or equal to 4 MBytes. 


11.12 PAGE ATTRIBUTE TABLE (PAT) 


The Page Attribute Table (PAT) extends the JA-32 architecture’s page-table format to allow memory types to be 
assigned to regions of physical memory based on linear address mappings. The PAT is a companion feature to the 
MTRRs; that is, the MTRRs allow mapping of memory types to regions of the physical address space, where the PAT 
allows mapping of memory types to pages within the linear address space. The MTRRs are useful for statically 
describing memory types for physical ranges, and are typically set up by the system BIOS. The PAT extends the 
functions of the PCD and PWT bits in page tables to allow all five of the memory types that can be assigned with the 
MTRRs (plus one additional memory type) to also be assigned dynamically to pages of the linear address space. 


The PAT was introduced to IA-32 architecture on the Pentium III processor. It is also available in the Pentium 4 and 
Intel Xeon processors. 
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11.12.1 Detecting Support for the PAT Feature 


An operating system or executive can detect the availability of the PAT by executing the CPUID instruction with a 
value of 1 in the EAX register. Support for the PAT is indicated by the PAT flag (bit 16 of the values returned to EDX 
register). If the PAT is supported, the operating system or executive can use the IA32_PAT MSR to program the PAT. 
When memory types have been assigned to entries in the PAT, software can then use of the PAT-index bit (PAT) in 
the page-table and page-directory entries along with the PCD and PWT bits to assign memory types from the PAT 
to individual pages. 

Note that there is no separate flag or control bit in any of the control registers that enables the PAT. The PAT is 


always enabled on all processors that support it, and the table lookup always occurs whenever paging is enabled, 
in all paging modes. 


11.12.2 IA32_PAT MSR 


The IA32_PAT MSR is located at MSR address 277H (see Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 4). Figure 11-9. shows the format of the 64-bit 
IA32_PAT MSR. 


The IA32_PAT MSR contains eight page attribute fields: PAO through PA7. The three low-order bits of each field are 
used to specify a memory type. The five high-order bits of each field are reserved, and must be set to all Os. Each 
of the eight page attribute fields can contain any of the memory type encodings specified in Table 11-10. 


31 27 26 24 23 19 18 16 15 11 10 8 7 3 2 0 
Reserved PA3 Reserved PA2 Reserved PA1 Reserved PAO 


63 59 58 56 55 51 50 48 47 43 42 40 39 35 34 32 
Reserved PA7 Reserved PAG Reserved PAS Reserved PA4 


Figure 11-9. IA32_PAT MSR 
Note that for the P6 family processors, the IA32_PAT MSR is named the PAT MSR. 


Table 11-10. Memory Types That Can Be Encoded With PAT 


Encoding Mnemonic 
OOH Uncacheable (UC) 
01H Write Combining (WC) 
02H Reserved* 
03H Reserved* 
04H Write Through (WT) 
05H Write Protected (WP) 
O6H Write Back (WB) 
07H Uncached (UC-) 
O8H - FFH Reserved* 


NOTE: 
* Using these encodings will result in a general-protection exception (#GP). 
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11.12.3 Selecting a Memory Type from the PAT 


To select a memory type for a page from the PAT, a 3-bit index made up of the PAT, PCD, and PWT bits must be 
encoded in the page-table or page-directory entry for the page. Table 11-11 shows the possible encodings of the 
PAT, PCD, and PWT bits and the PAT entry selected with each encoding. The PAT bit is bit 7 in page-table entries that 
point to 4-KByte pages and bit 12 in paging-structure entries that point to larger pages. The PCD and PWT bits are 
bits 4 and 3, respectively, in paging-structure entries that point to pages of any size. 


The PAT entry selected for a page is used in conjunction with the MTRR setting for the region of physical memory 
in which the page is mapped to determine the effective memory type for the page, as shown in Table 11-7. 


Table 11-11. Selection of PAT Entries with PAT, PCD, and PWT Flags 


PAT PCD PWT PAT Entry 
0 0 0 PATO 
0 0 1 PAT1 
0 1 0 PAT2 
0 1 1 PAT3 
1 0 0 PAT4 
1 0 1 PAT5 
1 1 0 PAT6 
1 1 1 PAT7 


11.12.4 Programming the PAT 


Table 11-12 shows the default setting for each PAT entry following a power up or reset of the processor. The setting 
remain unchanged following a soft reset (INIT reset). 


Table 11-12. Memory Type Setting of PAT Entries Following a Power-up or Reset 


PAT Entry Memory Type Following Power-up or Reset 
PATO WB 
PAT1 WT 
PAT2 UC- 
PAT3 UC 
PAT4 WB 
PATS WT 
PAT6 UC- 
PAT7 UC 


The values in all the entries of the PAT can be changed by writing to the IA32_PAT MSR using the WRMSR instruc- 
tion. The IA32_PAT MSR is read and write accessible (use of the RDMSR and WRMSR instructions, respectively) to 
software operating at a CPL of 0. Table 11-10 shows the allowable encoding of the entries in the PAT. Attempting to 
write an undefined memory type encoding into the PAT causes a general-protection (#GP) exception to be gener- 
ated. 


The operating system is responsible for insuring that changes to a PAT entry occur in a manner that maintains the 
consistency of the processor caches and translation lookaside buffers (TLB). This is accomplished by following the 
procedure as specified in Section 11.11.8, “MTRR Considerations in MP Systems,” for changing the value of an 
MTRR in a multiple processor system. It requires a specific sequence of operations that includes flushing the 
processors caches and TLBs. 


The PAT allows any memory type to be specified in the page tables, and therefore it is possible to have a single 
physical page mapped to two or more different linear addresses, each with different memory types. Intel does not 
support this practice because it may lead to undefined operations that can result in a system failure. In particular, 
a WC page must never be aliased to a cacheable page because WC writes may not check the processor caches. 
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When remapping a page that was previously mapped as a cacheable memory type to a WC page, an operating 
system can avoid this type of aliasing by doing the following: 


1. Remove the previous mapping to a cacheable memory type in the page tables; that is, make them not 
present. 


Flush the TLBs of processors that may have used the mapping, even speculatively. 
Create a new mapping to the same physical address with a new memory type, for instance, WC. 


Flush the caches on all processors that may have used the mapping previously. Note on processors that support 
self-snooping, CPUID feature flag bit 27, this step is unnecessary. 


Operating systems that use a page directory as a page table (to map large pages) and enable page size extensions 
must carefully scrutinize the use of the PAT index bit for the 4-KByte page-table entries. The PAT index bit for a 
page-table entry (bit 7) corresponds to the page size bit in a page-directory entry. Therefore, the operating system 
can only use PAT entries PAO through PA3 when setting the caching type for a page table that is also used as a page 
directory. If the operating system attempts to use PAT entries PA4 through PA7 when using this memory as a page 
table, it effectively sets the PS bit for the access to this memory as a page directory. 


For compatibility with earlier IA-32 processors that do not support the PAT, care should be taken in selecting the 
encodings for entries in the PAT (see Section 11.12.5, “PAT Compatibility with Earlier IA-32 Processors”). 


11.12.5 PAT Compatibility with Earlier |A-32 Processors 


For IA-32 processors that support the PAT, the IA32_PAT MSR is always active. That is, the PCD and PWT bits in 
page-table entries and in page-directory entries (that point to pages) are always select a memory type for a page 
indirectly by selecting an entry in the PAT. They never select the memory type for a page directly as they do in 
earlier IA-32 processors that do not implement the PAT (see Table 11-6). 


To allow compatibility for code written to run on earlier IA-32 processor that do not support the PAT, the PAT mech- 
anism has been designed to allow backward compatibility to earlier processors. This compatibility is provided 
through the ordering of the PAT, PCD, and PWT bits in the 3-bit PAT entry index. For processors that do not imple- 
ment the PAT, the PAT index bit (bit 7 in the page-table entries and bit 12 in the page-directory entries) is reserved 
and set to 0. With the PAT bit reserved, only the first four entries of the PAT can be selected with the PCD and PWT 
bits. At power-up or reset (see Table 11-12), these first four entries are encoded to select the same memory types 
as the PCD and PWT bits would normally select directly in an IA-32 processor that does not implement the PAT. So, 
if encodings of the first four entries in the PAT are left unchanged following a power-up or reset, code written to run 
on earlier IA-32 processors that do not implement the PAT will run correctly on IA-32 processors that do implement 
the PAT. 
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CHAPTER 12 
INTEL® MMX™ TECHNOLOGY SYSTEM PROGRAMMING 


This chapter describes those features of the Intel® MMX™ technology that must be considered when designing or 
enhancing an operating system to support MMX technology. It covers MMX instruction set emulation, the MMX 
state, aliasing of MMX registers, saving MMX state, task and context switching considerations, exception handling, 


and debugging. 


12.1 EMULATION OF THE MMX INSTRUCTION SET 


The IA-32 or Intel 64 architecture does not support emulation of the MMX instructions, as it does for x87 FPU 
instructions. The EM flag in control register CRO (provided to invoke emulation of x87 FPU instructions) cannot be 
used for MMX instruction emulation. If an MMX instruction is executed when the EM flag is set, an invalid opcode 
exception (UD#) is generated. Table 12-1 shows the interaction of the EM, MP, and TS flags in control register CRO 


when executing MMX instructions. 


Table 12-1. Action Taken By MMX Instructions for Different Combinations of EM, MP and TS 


CRO Flags 
EM MP* TS Action 
0 1 0 Execute. 
0 1 1 #NM exception. 
1 1 0 #UD exception. 
1 1 1 #UD exception. 


NOTE: 
* For processors that support the MMX instructions, the MP flag should be set. 


12.2 THE MMX STATE AND MMX REGISTER ALIASING 


The MMxX state consists of eight 64-bit registers (MMO through MM7). These registers are aliased to the low 64-bits 
(bits 0 through 63) of floating-point registers RO through R7 (see Figure 12-1). Note that the MMX registers are 
mapped to the physical locations of the floating-point registers (RO through R7), not to the relative locations of the 
registers in the floating-point register stack (STO through ST7). As a result, the MMX register mapping is fixed and 
is not affected by value in the Top Of Stack (TOS) field in the floating-point status word (bits 11 through 13). 
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Figure 12-1. Mapping of MMX Registers to Floating-Point Registers 


When a value is written into an MMX register using an MMX instruction, the value also appears in the corresponding 
floating-point register in bits 0 through 63. Likewise, when a floating-point value written into a floating-point 
register by a x87 FPU, the low 64 bits of that value also appears in a the corresponding MMxX register. 

The execution of MMX instructions have several side effects on the x87 FPU state contained in the floating-point 
registers, the x87 FPU tag word, and the x87 FPU status word. These side effects are as follows: 

When an MM<x instruction writes a value into an MMX register, at the same time, bits 64 through 79 of the corre- 
sponding floating-point register are set to all 1s. 


When an MMx instruction (other than the EMMS instruction) is executed, each of the tag fields in the x87 FPU 
tag word is set to 0OB (valid). (See also Section 12.2.1, “Effect of MMX, x87 FPU, FXSAVE, and FXRSTOR 


Instructions on the x87 FPU Tag Word.”) 
When the EMMS instruction is executed, each tag field in the x87 FPU tag word is set to 11B (empty). 


e 
¢ Each time an MMxX instruction is executed, the TOS value is set to OOOB. 


Execution of MMX instructions does not affect the other bits in the x87 FPU status word (bits 0 through 10 and bits 
14 and 15) or the contents of the other x87 FPU registers that comprise the x87 FPU state (the x87 FPU control 


word, instruction pointer, data pointer, or opcode registers). 
Table 12-2 summarizes the effects of the MMX instructions on the x87 FPU state. 
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Table 12-2. Effects of MMX Instructions on x87 FPU State 


MMxX Instruction x87 FPU Tag TOS Field of x87 | Other x87 FPU Bits 64 Through 79 ‘| Bits O Through 63 

Type Word FPU Status Word | Registers of x87 FPU Data of x87 FPU Data 
Registers Registers 

Read from MMX All tags set to OOB | OOOB Unchanged Unchanged Unchanged 

register (Valid) 

Write to MMX All tags set to 0OB | OOOB Unchanged Set to all 1s Overwritten with 

register (Valid) MMX data 

EMMS All fields set to OOOB Unchanged Unchanged Unchanged 

11B (Empty) 
12.2.1 Effect of MMX, x87 FPU, FXSAVE, and FXRSTOR 


Instructions on the x87 FPU Tag Word 


Table 12-3 summarizes the effect of MMX and x87 FPU instructions and the FXSAVE and FXRSTOR instructions on 
the tags in the x87 FPU tag word and the corresponding tags in an image of the tag word stored in memory. 


The values in the fields of the x87 FPU tag word do not affect the contents of the MMX registers or the execution of 
MMX instructions. However, the MMX instructions do modify the contents of the x87 FPU tag word, as is described 
in Section 12.2, “The MMX State and MMX Register Aliasing.” These modifications may affect the operation of the 
x87 FPU when executing x87 FPU instructions, if the x87 FPU state is not initialized or restored prior to beginning 
x87 FPU instruction execution. 


Note that the FSAVE, FXSAVE, and FSTENV instructions (which save x87 FPU state information) read the x87 FPU 
tag register and contents of each of the floating-point registers, determine the actual tag values for each register 
(empty, nonzero, zero, or special), and store the updated tag word in memory. After executing these instructions, 
all the tags in the x87 FPU tag word are set to empty (11B). Likewise, the EMMS instruction clears MMX state from 
the MMX/floating-point registers by setting all the tags in the x87 FPU tag word to 11B. 


Table 12-3. Effect of the MMX, x87 FPU, and FXSAVE/FXRSTOR Instructions on the x87 FPU Tag Word 
Instruction Instruction x87 FPU Tag Word Image of x87 FPU Tag Word Stored in 
Type Memory 
MMX All (except EMMS) All tags are set to OOB (valid). Not affected. 

MMX EMMS All tags are set to 11B (empty). Not affected. 
x87 FPU All (except FSAVE, Tag for modified floating-point register is | Not affected. 
FSTENV, FRSTOR, set to OOB or 11B. 
FLDENV) 
x87 FPU and FSAVE, FSTENV, FXSAVE | Tags and register values are read and Tags are set according to the actual 
FXSAVE interpreted; then all tags are set to 11B. | values in the floating-point registers; 
that is, empty registers are marked 11B 
and valid registers are marked OOB 
(nonzero), 01B (zero), or 10B (special). 
x87 FPU and FRSTOR, FLDENV, All tags marked 11B in memory are set | Tags are read and interpreted, but not 
FXRSTOR FXRSTOR to 11B; all other tags are set according modified. 
to the value in the corresponding 
floating-point register: OOB (nonzero), 
01B (zero), or 10B (special). 
12.3. SAVING AND RESTORING THE MMX STATE AND REGISTERS 


Because the MMX registers are aliased to the x87 FPU data registers, the MMX state can be saved to memory and 
restored from memory as follows: 
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° Execute an FSAVE, FNSAVE, or FXSAVE instruction to save the MMX state to memory. (The FXSAVE instruction 
also saves the state of the XMM and MXCSR registers. ) 


¢ Execute an FRSTOR or FXRSTOR instruction to restore the MMX state from memory. (The FXRSTOR instruction 
also restores the state of the XMM and MXCSR registers. ) 


The save and restore methods described above are required for operating systems (see Section 12.4, “Saving MMX 
State on Task or Context Switches”). Applications can in some cases save and restore only the MMX registers in the 
following way: 


° Execute eight MOVQ instructions to save the contents of the MMXO through MMX7 registers to memory. An 
EMMS instruction may then (optionally) be executed to clear the MMX state in the x87 FPU. 


° Execute eight MOVQ instructions to read the saved contents of MMX registers from memory into the MMXO 
through MMX7 registers. 


NOTE 


The IA-32 architecture does not support scanning the x87 FPU tag word and then only saving valid 
entries. 


12.4 SAVING MMX STATE ON TASK OR CONTEXT SWITCHES 


When switching from one task or context to another, it is often necessary to save the MMX state. As a general rule, 
if the existing task switching code for an operating system includes facilities for saving the state of the x87 FPU, 
these facilities can also be relied upon to save the MMX state, without rewriting the task switch code. This reliance 
is possible because the MMX state is aliased to the x87 FPU state (see Section 12.2, “The MMX State and MMX 
Register Aliasing”). 


With the introduction of the FXSAVE and FXRSTOR instructions and of SSE/SSE2/SSE3/SSSE3 extensions, it is 
possible (and more efficient) to create state saving facilities in the operating system or executive that save the x87 
FPU/MMX/SSE/SSE2/SSE3/SSSE3 state in one operation. Section 13.4, “Designing OS Facilities for Saving x87 
FPU, SSE AND EXTENDED States on Task or Context Switches,” describes how to design such facilities. The tech- 
niques describes in this section can be adapted to saving only the MMX and x87 FPU state if needed. 


12.5 EXCEPTIONS THAT CAN OCCUR WHEN EXECUTING MMX INSTRUCTIONS 


MMX instructions do not generate x87 FPU floating-point exceptions, nor do they affect the processor's status flags 
in the EFLAGS register or the x87 FPU status word. The following exceptions can be generated during the execution 
of an MMX instruction: 


° Exceptions during memory accesses: 

— Stack-segment fault (#SS). 

— General protection (#GP). 

— Page fault (#PF). 

— Alignment check (#AC), if alignment checking is enabled. 
¢ System exceptions: 


— Invalid Opcode (#UD), if the EM flag in control register CRO is set when an MMxX instruction is executed (see 
Section 12.1, “Emulation of the MMX Instruction Set”). 


— Device not available (#NM), if an MMX instruction is executed when the TS flag in control register CRO is 
set. (See Section 13.4.1, “Using the TS Flag to Control the Saving of the x87 FPU and SSE State.”) 


¢ Floating-point error (#MF). (See Section 12.5.1, “Effect of MMX Instructions on Pending x87 Floating-Point 
Exceptions.”) 


* Other exceptions can occur indirectly due to the faulty execution of the exception handlers for the above 
exceptions. 
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12.5.1 €ffect of MMX Instructions on Pending x87 Floating-Point Exceptions 


If an x87 FPU floating-point exception is pending and the processor encounters an MMX instruction, the processor 
generates a x87 FPU floating-point error (#MF) prior to executing the MMxX instruction, to allow the pending excep- 
tion to be handled by the x87 FPU floating-point error exception handler. While this exception handler is executing, 
the x87 FPU state is maintained and is visible to the handler. Upon returning from the exception handler, the MMX 
instruction is executed, which will alter the x87 FPU state, as described in Section 12.2, “The MMX State and MMX 
Register Aliasing.” 


12.6 DEBUGGING MMX CODE 


The debug facilities operate in the same manner when executing MMX instructions as when executing other IA-32 
or Intel 64 architecture instructions. 


To correctly interpret the contents of the MMX or x87 FPU registers from the FSAVE/FNSAVE or FXSAVE image in 
memory, a debugger needs to take account of the relationship between the x87 FPU register’s logical locations 
relative to TOS and the MMX register’s physical locations. 


In the x87 FPU context, STn refers to an x87 FPU register at location n relative to the TOS. However, the tags in the 
x87 FPU tag word are associated with the physical locations of the x87 FPU registers (RO through R7). The MMX 
registers always refer to the physical locations of the registers (with MMO through MM7 being mapped to RO 
through R7). Figure 12-2 shows this relationship. Here, the inner circle refers to the physical location of the x87 
FPU and MMX registers. The outer circle refers to the x87 FPU registers’s relative location to the current TOS. 


When the TOS equals 0 (case A in Figure 12-2), STO points to the physical location RO on the floating-point stack. 
MMO maps to STO, MM1 maps to ST1, and so on. 


When the TOS equals 2 (case B in Figure 12-2), STO points to the physical location R2. MMO maps to ST6, MM1 
maps to ST7, MM2 maps to STO, and so on. 


beasts a, 87 FPU “push” 
x87 FPU push’ <7 x87 FPU “pop ste * i 


a 


Case A: TOS=0 Case B: TOS=2 


Outer circle = x87 FPU data register’s logical location relative to TOS 
Inner circle = x87 FPU tags = MMX register’s location = FP registers’s physical location 


Figure 12-2. Mapping of MMX Registers to x87 FPU Data Register Stack 
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CHAPTER 13 
SYSTEM PROGRAMMING FOR INSTRUCTION SET EXTENSIONS AND 
PROCESSOR EXTENDED STATES 


This chapter describes system programming features for instruction set extensions operating on the processor 
state extension known as the SSE state (XMM registers, MXCSR) and for other processor extended states. Instruc- 
tion set extensions operating on the SSE state include the streaming SIMD extensions (SSE), streaming SIMD 
extensions 2 (SSE2), streaming SIMD extensions 3 (SSE3), Supplemental SSE3 (SSSE3), and SSE4. Collectively, 
these are called SSE extensions! and the corresponding instructions SSE instructions. FXSAVE/FXRSTOR 
instructions can be used save/restore SSE state along with FP state. See Section 10.5 in the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 1 for information about FXSAVE and FXRSTOR. 


Sections 13.1 through 13.4 cover system programming requirements to enable the SSE extensions, providing 
operating system or executive support for the SSE extensions, SIMD floating-point exceptions, exception handling, 
and task (context) switching. These sections primarily discuss use of FXSAVE/FXRSTOR to save/restore SSE state. 


XSAVE feature set refers to extensions to the Intel architecture that will allow system executives to implement 
support for multiple processor extended states along with FP/SSE states that may be introduced over time without 
requiring the system executive to be modified each time a new processor state extension is introduced. XSAVE 
feature set provide mechanisms to enumerate the supported extended states, enable some or all of them for soft- 
ware use, instructions to save/restore the states and enumerate the layout of the states when saved to memory. 
XSAVE/XRSTOR instructions are part of the XSAVE feature set. These instructions are introduced after the intro- 
duction of FP/SSE states but can be used to manage legacy FP/SSE state along with processor extended states. See 
CHAPTER 13 in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for information 
about XSAVE feature set. 


System programming for managing processor extended states is described in sections 13.5 through 13.6. XSAVE 
feature set is designed to be compatible with FXSAVE/FXRSTOR and hence much of the material through sections 
13.1 to 13.4 related to SSE state also applies to XSAVE feature set with the exception of enumeration and 
saving/restoring state. 


XSAVE Compaction is an XSAVE feature that allows operating systems to allocate space for only the states saved 
to conserve memory usage. A new instruction called XSAVEC is introduced to save extended states in compacted 
format and XRSTOR instruction is enhanced to comprehend compacted format. System programming for managing 
processor extended states in compacted format is also described in section 13.5. 


Supervisor state is an extended state that can only be accessed in ring 0. XSAVE feature set has been enhanced 
to manage supervisor states. Two new ring 0 instructions, XSAVES/XRSTORS, are introduced to save/restore 
supervisor states along with other XSAVE managed states. They are privileged instruction and only operate in 
compacted format. System programming for managing supervisor states in described in section 13.7. 


Each XSAVE managed features may have additional feature specific system programming requirements such as 
exception handlers etc. Feature specific system programming requirements for XSAVE managed features are 
described in section 13.8. 


13.1 PROVIDING OPERATING SYSTEM SUPPORT FOR SSE EXTENSIONS 


To use SSE extensions, the operating system or executive must provide support for initializing the processor to use 
these extensions, for handling SIMD floating-point exceptions, and for using FXKSAVE and FXRSTOR (Section 10.5 
of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1) to manage context. XSAVE 
feature set can also be used to manage SSE state along with other processor extended states as described in 13.5. 
This section primarily focuses on using FXSAVE/FXRSTOR to manage SSE state. Because SSE extensions share the 
same state, experience the same sets of non-numerical and numerical exception behavior, these guidelines that 
apply to SSE also apply to other sets of SIMD extensions that operate on the same processor state and subject to 
the same sets of non-numerical and numerical exception behavior. 


1. The collection also includes PCLMULQDQ and AES instructions operating on XMM state. 
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Chapter 11, “Programming with Streaming SIMD Extensions 2 (SSE2)” and Chapter 12, “Programming with Intel® 
SSE3, SSSE3,Intel® SSE4 AND Intel® AESNI,” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1, provide details on SSE instruction set. 


13.1.1. Adding Support to an Operating System for SSE Extensions 


The following guidelines describe functions that an operating system or executive must perform to support SSE 
extensions: 


1. Check that the processor supports the SSE extensions. 

Check that the processor supports the FXSAVE and FXRSTOR instructions or the XSAVE feature set. 
Provide an initialization for the SSE states. 

Provide support for the FXSAVE and FXRSTOR instructions or the XSAVE feature set. 


Provide support (if necessary) in non-numeric exception handlers for exceptions generated by the SSE instruc- 
tions. 


G1) ee 


6. Provide an exception handler for the SIMD floating-point exception (#XM). 
The following sections describe how to implement each of these guidelines. 


13.1.2 Checking for CPU Support 


If the processor attempts to execute an unsupported SSE instruction, the processor generates an invalid-opcode 
exception (#UD). Before an operating system or executive attempts to use SSE extensions, it should check that 
support is present by confirming the following bit values returned by the CPUID instruction: 


® CPUID.1:EDX.SSE[bit 25] = 1 

® CPUID.1:EDX.SSE2[bit 26] = 1 

® CPUID.1:ECX.SSE3[bit 0] = 1 

® CPUID.1:ECX.SSSE3[bit 9] = 1 

® CPUID.1:ECX.SSE4_1[bit 19] = 1 

® CPUID.1:ECX.SSE4_2[bit 20] = 1 

(To use POPCNT instruction, software must check CPUID.1:ECX.POPCNT[bit 23] = 1.) 


Separate checks must be made to ensure that the processor supports either FXSAVE and FXRSTOR or the XSAVE 
feature set. See Section 10.5 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 and 
Chapter 13 of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, respectively. 


13.1.3 Initialization of the SSE Extensions 


The operating system or executive should carry out the following steps to set up SSE extensions for use by appli- 
cation programs: 


1. Set CR4.0SFXSR[bit 9] = 1. Setting this flag implies that the operating system provides facilities for saving 
and restoring SSE state using FXSAVE and FXRSTOR instructions. These instructions may be used to save the 
SSE state during task switches and when invoking the SIMD floating-point exception (#XM) handler (see 
Section 13.1.5, “Providing a Handler for the SIMD Floating-Point Exception (#XM)”). 


If the processor does not support the FXSAVE and FXRSTOR instructions, attempting to set the OSFXSR flag 
causes a general-protection exception (#GP) to be generated. 
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2. Set CR4.0SXMMEXCPT[bit 10] = 1. Setting this flag implies that the operating system provides a SIMD 
floating-point exception (#XM) handler (see Section 13.1.5, “Providing a Handler for the SIMD Floating-Point 
Exception (#XM)”"). 


NOTE 


The OSFXSR and OSXMMEXCPT bits in control register CR4 must be set by the operating system. 
The processor has no other way of detecting operating-system support for the FXSAVE and 
FXRSTOR instructions or for handling SIMD floating-point exceptions. 


3. Clear CRO.EM[bit 2] = 0. This action disables emulation of the x87 FPU, which is required when executing SSE 


instructions (see Section 2.5, “Control Registers”). 


4. Set CRO.MP[bit 1] = 1. This setting is required for Intel 64 and IA-32 processors that support the SSE 
extensions (see Section 9.2.1, “Configuring the x87 FPU Environment”). 


Table 13-1 and Table 13-2 show the actions of the processor when an SSE instruction is executed, depending on 


the following: 


¢ OSFXSR and OSXMMEXCPT flags in control register CR4 
° SSE/SSE2/SSE3/SSSE3/SSE4 feature flags returned by CPUID 


° EM, MP, and TS flags in control register CRO 


Table 13-1. Action Taken for Combinations of OSFXSR, OSXMMEXCPT, SSE, SSE2, SSE3, EM, MP, and TS! 


CR4 CPUID CRO Flags 
OSFXSR OSXMMEXCPT SSE, SSE2, EM Mp4 TS Action 
SSE32, 
sse4_13 
0 x° X X 1 X | #UD exception. 
1 0 X 1 X | #UD exception. 
1 1 1 1 X | #UD exception. 
1 0 1 0 1 QO | Execute instruction; HUD exception if unmasked 
SIMD floating-point exception is detected. 
1 1 1 0 1 QO | Execute instruction; #XM exception if unmasked 
SIMD floating-point exception is detected. 
1 X 1 0 1 1 #NM exception. 
NOTES: 


1. For execution of any SSE instruction except the PAUSE, PREFETCHh, SFENCE, LFENCE, MFENCE, MOVNTI, and CLFLUSH instructions. 
2. Exception conditions due to CR4.0SFXSR or CR4.0SXMMEXCPT do not apply to FISTTP. 


3. Only applies to DPPS, DPPD, ROUNDPS, ROUNDPD, ROUNDSS, ROUNDSD. 


4. For processors that support the MMX instructions, the MP flag should be set. 


5. X = Don't care. 
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Table 13-2. Action Taken for Combinations of OSFXSR, SSSE3, SSE4, EM, and TS 


CR4 CPUID CRO Flags 
OSFXSR SSSE3 EM TS Action 

SSE4_1! 
SSE4_27 

0 x3 x X #UD exception. 

1 0 X X #UD exception. 

1 1 1 X #UD exception. 

1 1 0 1 #NM exception. 


NOTES: 

1. Applies to SSE4_1 instructions except DPPS, DPPD, ROUNDPS, ROUNDPD, ROUNDSS, ROUNDSD. 
2. Applies to SSE4_2 instructions except CRC32 and POPCNT. 

3. X = Don't care. 


The SIMD floating-point exception mask bits (bits 7 through 12), the flush-to-zero flag (bit 15), the denormals-are- 
zero flag (bit 6), and the rounding control field (bits 13 and 14) in the MXCSR register should be left in their default 
values of 0. This permits the application to determine how these features are to be used. 


13.1.4 Providing Non-Numeric Exception Handlers for Exceptions Generated by the SSE 
Instructions 

SSE instructions can generate the same type of memory-access exceptions (such as page faults and limit viola- 

tions) and other non-numeric exceptions as other Intel 64 and IA-32 architecture instructions generate. 


Ordinarily, existing exception handlers can handle these and other non-numeric exceptions without code modifica- 
tion. However, depending on the mechanisms used in existing exception handlers, some modifications might need 
to be made. 


The SSE extensions can generate the non-numeric exceptions listed below: 
¢ Memory Access Exceptions: 
— Stack-segment fault (#SS). 


— General protection exception (#GP). Executing most SSE instructions with an unaligned 128-bit memory 
reference generates a general-protection exception. (The MOVUPS and MOVUPD instructions allow 
unaligned a loads or stores of 128-bit memory locations, without generating a general-protection 
exception.) A 128-bit reference within the stack segment that is not aligned to a 16-byte boundary will also 
generate a general-protection exception, instead a stack-segment fault exception (#SS). 


— Page fault (#PF). 


— Alignment check (#AC). When enabled, this type of alignment check operates on operands that are less 
than 128-bits in size: 16-bit, 32-bit, and 64-bit. To enable the generation of alignment check exceptions, do 
the following: 


¢ Set the AM flag (bit 18 of control register CRO) 
* Set the AC flag (bit 18 of the EFLAGS register) 
* CPL must be 3 


If alignment check exceptions are enabled, 16-bit, 32-bit, and 64-bit misalignment will be detected for the 
MOVUPD and MOVUPS instructions; detection of 128-bit misalignment is not guaranteed and may vary 
with implementation. 
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° System Exceptions: 


— Invalid-opcode exception (#UD). This exception is generated when executing SSE instructions under the 
following conditions: 


¢ SSE/SSE2/SSE3/SSSE3/SSE4_1/SSE4_2 feature flags returned by CPUID are set to 0. This condition 
does not affect the CLFLUSH instruction, nor POPCNT. 


¢ The CLFSH feature flag returned by the CPUID instruction is set to 0. This exception condition only 
pertains to the execution of the CLFLUSH instruction. 


¢ The POPCNT feature flag returned by the CPUID instruction is set to 0. This exception condition only 
pertains to the execution of the POPCNT instruction. 


¢ The EM flag (bit 2) in control register CRO is set to 1, regardless of the value of TS flag (bit 3) of CRO. 
This condition does not affect the PAUSE, PREFETCHA, MOVNTI, SFENCE, LFENCE, MFENCE, CLFLUSH, 
CRC32 and POPCNT instructions. 


¢ The OSFXSR flag (bit 9) in control register CR4 is set to 0. This condition does not affect the PSHUFW, 
MOVNTQ, MOVNTI, PAUSE, PREFETCHA, SFENCE, LFENCE, MFENCE, CLFLUSH, CRC32 and POPCNT 
instructions. 


¢ Executing an instruction that causes a SIMD floating-point exception when the OSXMMEXCPT flag (bit 
10) in control register CR4 is set to 0. See Section 13.4.1, “Using the TS Flag to Control the Saving of 
the x87 FPU and SSE State.” 


— Device not available (#NM). This exception is generated by executing a SSE instruction when the TS flag 
(bit 3) of CRO is set to 1. 


Other exceptions can occur during delivery of the above exceptions. 


13.1.5 Providing a Handler for the SIMD Floating-Point Exception (#XM) 


SSE instructions do not generate numeric exceptions on packed integer operations. They can generate the 
following numeric (SIMD floating-point) exceptions on packed and scalar single-precision and double-precision 
floating-point operations. 


¢ Invalid operation (#1) 

* Divide-by-zero (#Z) 

¢ Denormal operand (#D) 

¢ Numeric overflow (#0) 

¢ Numeric underflow (#U) 

¢  Inexact result (Precision) (#P) 


These SIMD floating-point exceptions (with the exception of the denormal operand exception) are defined in the 
IEEE Standard 754 for Binary Floating-Point Arithmetic and represent the same conditions that cause x87 FPU 
floating-point error exceptions (#MF) to be generated for x87 FPU instructions. 


Each of these exceptions can be masked, in which case the processor returns a reasonable result to the destination 
operand without invoking an exception handler. However, if any of these exceptions are left unmasked, detection 
of the exception condition results in a SIMD floating-point exception (#XM) being generated. See Chapter 6, 
“Interrupt 19—SIMD Floating-Point Exception (#XM).” 


To handle unmasked SIMD floating-point exceptions, the operating system or executive must provide an exception 
handler. The section titled “SSE and SSE2 SIMD Floating-Point Exceptions” in Chapter 11, “Programming with 
Streaming SIMD Extensions 2 (SSE2),” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1, describes the SIMD floating-point exception classes and gives suggestions for writing an exception 
handler to handle them. 


To indicate that the operating system provides a handler for SIMD floating-point exceptions (#XM), the OSXM- 
MEXCPT flag (bit 10) must be set in control register CR4. 
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13.1.5.1 Numeric Error flag and IGNNE# 


SSE extensions ignore the NE flag in control register CRO (that is, they treat it as if it were always set) and the 
IGNNE# pin. When an unmasked SIMD floating-point exception is detected, it is always reported by generating a 
SIMD floating-point exception (#XM). 


13.2 EMULATION OF SSE EXTENSIONS 


The Intel 64 and IA-32 architectures do not support emulation of the SSE instructions, as they do for x87 FPU 
instructions. 


The EM flag in control register CRO (provided to invoke emulation of x87 FPU instructions) cannot be used to invoke 
emulation of SSE instructions. If an SSE instruction is executed when CRO.EM = 1, an invalid opcode exception 
(#UD) is generated. See Table 13-1. 


13.3. SAVING AND RESTORING SSE STATE 


The SSE state consists of the state of the XMM and MXCSR registers. Intel recommends the following method for 
saving and restoring this state: 


¢ Execute the FXSAVE instruction to save the state of the XMM and MXCSR registers to memory. 


° Execute the FXRSTOR instruction to restore the state of the XMM and MXCSR registers from the image saved in 
memory earlier. 


This save and restore method is required for all operating systems. XSAVE feature set can also be used to 
save/restore SSE state. See Section 13.5, “The XSAVE Feature Set and Processor Extended State Management,” 
for using the XSAVE feature set to save/restore SSE state. 


In some cases, applications may choose to save only the XMM and MXCSR registers in the following manner: 
¢ Execute MOVDQ instructions to save the contents of the XMM registers to memory. 

¢ Execute a STMXCSR instruction to save the state of the MXCSR register to memory. 

Such applications must restore the XMM and MXCSR registers as follows: 


¢ Execute MOVDQ instructions to load the saved contents of the XMM registers from memory into the XMM 
registers. 


¢ Execute a LDMXCSR instruction to restore the state of the MXCSR register from memory. 


13.4 DESIGNING OS FACILITIES FOR SAVING X87 FPU, SSE AND EXTENDED 
STATES ON TASK OR CONTEXT SWITCHES 


The x87 FPU and SSE state consist of the state of the x87 FPU, XMM, and MXCSR registers. The FXSAVE and 
FXRSTOR instructions provide a fast method for saving and restoring this state. The XSAVE feature set can also be 
used to save FP and SSE state along with other extended states (see Section 13.5). 


Older operating systems may use FSAVE/FNSAVE and FRSTOR to save the x87 FPU state. These facilities can be 
extended to save and restore SSE state by substituting FXSAVE and FXRSTOR or the XSAVE feature set in place of 
FSAVE/FNSAVE and FRSTOR. 


If task or context switching facilities are written from scratch, any of several approaches may be taken for using the 
FXSAVE and FXRSTOR instructions or the XSAVE feature set to save and restore x87 FPU and SSE state: 


¢ The operating system can require applications that are intended to be run as tasks take responsibility for saving 
the states prior to a task suspension during a task switch and for restoring the states when the task is resumed. 
This approach is appropriate for cooperative multitasking operating systems, where the application has control 
over (or is able to determine) when a task switch is about to occur and can save state prior to the task switch. 
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¢ The operating system can take the responsibility for saving the states as part of the task switch process and 
restoring the state of the registers when a suspended task is resumed. This approach is appropriate for 
preemptive multitasking operating systems, where the application cannot know when it is going to be 
preempted and cannot prepare in advance for task switching. 


¢ The operating system can take the responsibility for saving the states as part of the task switch process, but 
delay the restoring of the states until an instruction operating on the states is actually executed by the new 
task. See Section 13.4.1, “Using the TS Flag to Control the Saving of the x87 FPU and SSE State,” for more 
information. This approach is called lazy restore. 


The use of lazy restore mechanism in context switches is not recommended when XSAVE feature set is used to 
save/restore states for the following reasons. 


— With XSAVE feature set, Intel processors have optimizations in place to avoid saving the state components 
that are in their initial configurations or when they have not been modified since they were restored last. 
These optimizations eliminate the need for lazy restore. See section 13.5.4 in Intel® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 1. 


— Intel processors have power optimizations when state components are in their initial configurations. Use of 
lazy restore retains the non-initial configuration of the last thread and is not power efficient. 


— Not all extended states support lazy restore mechanisms. As such, when one or more such states are 
enabled it becomes very inefficient to use lazy restore as it results in two separate state restore, one in 
context switch for the states that does not support lazy restore and one in the #NM handler for states that 
support lazy restore. 


13.4.1 | Using the TS Flag to Control the Saving of the x87 FPU and SSE State 


The TS flag in control register CRO is provided to allow the operating system to delay saving/restoring the x87 FPU 
and SSE state until an instruction that actually accesses this state is encountered in a new task. When the TS flag 
is set, the processor monitors the instruction stream for x87 FPU, MMX, SSE instructions. When the processor 
detects one of these instructions, it raises a device-not-available exception (#NM) prior to executing the instruc- 
tion. The #NM exception handler can then be used to save the x87 FPU and SSE state for the previous task (using 
an FXSAVE, XSAVE, or XSAVEOPT instruction) and load the x87 FPU and SSE state for the current task (using an 
FXRSTOR or XRSOTR instruction). If the task never encounters an x87 FPU, MMX, or SSE instruction, the device- 
not-available exception will not be raised and a task state will not be saved/restored unnecessarily. 


NOTE 
The CRC32 and POPCNT instructions do not operate on the x87 FPU or SSE state. They operate on 
the general-purpose registers and are not involved with the techniques described above. 


The TS flag can be set either explicitly (by executing a MOV instruction to control register CRO) or implicitly (using 
the IA-32 architecture’s native task switching mechanism). When the native task switching mechanism is used, the 
processor automatically sets the TS flag on a task switch. After the device-not-available handler has saved the x87 
FPU and SSE state, it should execute the CLTS instruction to clear the TS flag. 


13.5 THE XSAVE FEATURE SET AND PROCESSOR EXTENDED STATE 
MANAGEMENT 


The architecture of XSAVE feature set is described in CHAPTER 13 of Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 1. The XSAVE feature set includes the following: 


¢ An extensible data layout for existing and future processor state extensions. The layout of the XSAVE area 
extends from the 512-byte FXSAVE/FXRSTOR layout to provide compatibility and migration path from 
managing the legacy FKSAVE/FXRSTOR area. The XSAVE area is described in more detail in Section 13.4 of the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1. 


¢ CPUID enhancements for feature enumeration. See Section 13.2 of the Intel® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 1. 
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* Control register enhancement and dedicated register for enabling each processor extended state. See Section 
13.3 of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1. 


¢ Instructions to save state to and restore state from the XSAVE area. See Section 13.7 through Section 13.9 of 
the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1. 


Operating systems can utilize XSAVE feature set to manage both FP/SSE state and processor extended states. 
CPUID leaf ODH enumerates XSAVE feature set related information. The following guidelines provide the steps an 
operating system needs to take to support legacy FP/SSE states and processor extended states. 


1. Check that the processor supports the XSAVE feature set 


2. Determine the set of XSAVE managed features that the operating system intends to enable and calculate the 
size of the buffer needed to save/restore the states during context switch and other flows 


Enable use of XSAVE feature set and XSAVE managed features 
Provide an initialization for the XSAVE managed feature state components 


Provide (if necessary) required exception handlers for exceptions generated each of the XSAVE managed 
features. 


13.5.1 Checking the Support for XSAVE Feature Set 


Support for XSAVE Feature set is enumerated in CPUID.1.ECX.XSAVE[bit 26]. Enumeration of this bit indicates that 
the processor supports XSAVE/XRSTOR instructions to manage state and XSETBV/XGETBV on XCRO to enable and 
get enabled states. An operating system needs to enable XSAVE feature set as described later. 


Additionally CPUID.(EAX=0DH, ECX=1).EAX enumerates additional XSAVE sub features such as optimized save, 
compaction and supervisor state support. The following table summarizes XSAVE sub features. Once an operating 
system enables XSAVE feature set, all the sub-features enumerated are also available. There is no need to enable 
each additional sub feature. 


Table 13-3. CPUID.(EAX=ODH, ECX=1) EAX Bit Assignment 


EAX Bit Position Meaning 
0 If set, indicates availability of the XSAVEOPT instruction. 
1 If set, indicates availability of the XSAVEC instruction and the corresponding compaction enhancements 
to the legacy XRSTOR instruction. 
2 If set, indicates support for execution of XGETBV with ECX=1. This execution returns the state-compo- 


nent bitmap XINUSE. If XINUSE[i] = 0, state component i is in its initial configuration. Execution of 
XSETBV with ECX=1 causes a #GP. 


3 If set, indicates support for XSAVES/XRSTORS and IA32_XSS MSR 
31:4 Reserved 


13.5.2 Determining the XSAVE Managed Feature States And The Required Buffer Size 


Each XSAVE managed feature has one or more state components associated with it. An operating system policy 
needs to determine the XSAVE managed features to support and determine the corresponding state components to 
enable. When determining the XSAVE managed features to support, operating system needs to take into account 
the dependencies between them (e.g. AVX feature depends on SSE feature). Similarly, when a XSAVE managed 
feature has more than one state component, all of them need to be enabled. Each logical processor enumerates 
supported XSAVE state components in CPUID.(EAX=0DH, ECX=0).EDX:EAX. An operating system may enable all 
or a subset of the state components enumerated by the processor based on the OS policy. 


The size of the memory buffer needed to save enabled XSAVE state components depends on whether the OS opts- 
in to use compacted format or not. Section 13.4.3 of the Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1 describes the layout of the extended region of the XSAVE area. 
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13.5.3. Enable the Use Of XSAVE Feature Set And XSAVE State Components 


Operating systems need to enable the use of XSAVE feature set by writing to CR4.0SXSAVE[bit 18] to enable 
XSETBV/XGETBV instructions to access XCRO and to support processor extended state management using 
XSAVE/XRSTOR. When XSAVE feature set is enabled, all enumerated XSAVE sub features such as optimized save, 
compaction and supervisor state support are also enabled. Operating systems also need to enable the XSAVE state 
components in XCRO using XSETBV instruction. 


XSAVE state components can subsequently be disabled in XCRO. However, disabling state components of AVX or 
AVX-512 that are not in initial configuration may incur power and performance penalty on SSE and AVX instructions 
respectively. If AVX state is disabled when it is not in its initial configuration, subsequent SSE instructions may 
incur a penalty. If AVX-512 state is disabled when it is not in its initial configuration, subsequent SSE and AVX 
instructions may incur a penalty. It is recommended that the operating systems and VMM set AVX or AVX-512 state 
components to their initial configuration before disabling them. This can be achieved by one of the two methods 
below. 


¢ Using XRSTOR: Operating system or VMM can set the state of AVX or AVX-512 state components using XRSTOR 
instruction before disabling them in XCRO. 


¢ Using VZEROUPPER: Operating system or VMM can set AVX and AVX-512 state components to their initial 
configuration using VZEROUPPER instruction before disabling them in XCRO. Note that this will set both AVX 
and AVX-512 state components to their initial configuration. If the intent is to only disable AVX-512 state, 
Operating system or VMM will need to save AVX state before executing VZEROUPPER and restore it afterwards. 


13.5.4 Provide an Initialization for the XSAVE State Components 


The XSAVE header of a newly allocated XSAVE area should be initialized to all zeroes before saving context. An 
operating system may choose to establish beginning state-component values for a task by executing XRSTOR from 
an XSAVE area that the OS has configured. If it is desired to begin state component i in its initial configuration, the 
OS should clear bit i in the XSTATE_BV field in the XSAVE header; otherwise, it should set that bit and place the 
desired beginning value in the appropriate location in the XSAVE area. 


When a buffer is allocated for compacted size, software must ensure that the XCOMP_BV field is setup correctly 
before restoring from the buffer. Bit 63 of the XCOMP_BV field indicates that the save area is in the compacted 
format and the remaining bits indicate the states that have space allocated in the save area. If the buffer is first 
used to save the state in compacted format, then the save instructions will setup the XCOMP_BV field appropri- 
ately. If the buffer is first used to restore the state, then software must set up the XCOMP_BV field. 


13.5.5 Providing the Required Exception Handlers 


Instructions part of each XSAVE managed features may generate exceptions and operating system may need to 
enable such exceptions and provide handlers for them. Section 13.8 describes feature specific OS requirements for 
each XSAVE managed features. 


13.6 INTEROPERABILITY OF THE XSAVE FEATURE SET AND FXSAVE/FXRSTOR 


The FXSAVE instruction writes x87 FPU and SSE state information to a 512-byte FXSAVE save area. FXRSTOR 
restores the processor’s x87 FPU and SSE states from an FXSAVE area. The XSAVE features set supports x87 FPU 
and SSE states using the same layout as the FXSAVE area to provide interoperability of FXSAVE versus XSAVE, and 
FXRSTOR versus XRSTOR. The XSAVE feature set allows system software to manage SSE state independent of x87 
FPU states. Thus system software that had been using FXSAVE and FXRSTOR to manage x87 FPU and SSE states 
can transition to using the XSAVE feature set to manage x87 FPU, SSE and other processor extended states in a 
systematic and forward-looking manner. See Section 10.5 and Chapter 13 of the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 1 for more details. 


System software can implement forward-looking processor extended state management using the XSAVE feature 
set. In this case, system software must specify the bit vector mask in EDX:EAX appropriately when executing 
XSAVE/XRSTOR instructions. 
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For instance, the OS can supply instructions in the XSAVE feature set with a bit vector in EDX:EAX with the two 
least significant bits (corresponding to x87 FPU and SSE state) equal to 0. Then, the XSAVE instruction will not 
write the processor’s x87 FPU and SSE state into memory. Similarly, the XRSTOR instruction executed with a value 
in EDX:EAX with the least two significant bit equal to 0 will not restore nor initialize the processor’s x87 FPU and 
SSE state. 


The processor’s action as a result of executing XRSTOR is given in Section 13.8 of the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 1. The instruction may be used to initialize x87 FPU or XMM regis- 
ters. When the MXCSR register is updated from memory, reserved bit checking is enforced. The saving/restoring of 
MXCSR is bound to the SSE state, independent of the x87 FPU state. The action of XSAVE is given in Section 13.7 
of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1. 


13.7. THE XSAVE FEATURE SET AND PROCESSOR SUPERVISOR STATE 
MANAGEMENT 


Supervisor state is a processor state that is only accessible in ring 0. An extension to XSAVE feature set, enumer- 
ated by CPUID.(EAX=0DH, ECX=1).EAX[bit 3] allows the management of the supervisor states using XSAVE 

feature set. See Chapter 13 of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for the 
details of the supervisor state XSAVE feature set extension. The supervisor state extension includes the following: 


¢ CPUID enhancements to enumerate the set of supervisor states and their sizes that can be managed by XSAVE 
feature set. 


¢ Anew MSR IA32_XSS to enable XSAVE feature set to manage one or more enumerated supervisor states. 


¢ Anew pair of privileged save/restore instructions, XSAVES and XRSTORS, to save/restore supervisor states 
along with other XSAVE managed feature states. 


The guidelines to enable XSAVE feature set to manage supervisor state are very similar to the steps outlines in 
Section 13.6 with the differences outline below. The set of supervisor states that can be managed by XSAVE feature 
set is enumerated in (EAX=ODH, ECX=1).EDX:ECX. XSAVE managed supervisor states are enabled in IA32_XSS 
MSR instead of XCRO control register. There are semantic differences between user states enabled in XCRO and 
supervisor state enabled in IA32_XSS MSR. A supervisor state enabled in IA32_XSS MSR: 


¢ May be accessed via other mechanisms such as RDMSR/WRMSR even when they are not enabled in IA32_XSS 
MSR. Enabling a supervisor state in the IA32_XSS MSR merely indicates that the state can be saved/restored 
using XSAVES/XRSTORS instructions. 


° May have side effects when saving/restoring the state such as disabling/enabling feature associated with the 
state. This behavior is feature specific and will be documented along with the feature description. 


¢ May generate faults when saving/restoring the state. XSAVES/XRSTORS will follow the faulting behavior of 
RDMSR/WRMSR respectively if the corresponding state is also accessible using RDMSR/WRMSR. 


* XRSTORS may fault when restoring the state for supervisor features that are already enabled via feature 
specific mechanisms. This behavior is feature specific and will be documented along with the feature 
description. 


When a supervisor state is disabled via a feature specific mechanism, the state does not automatically get marked 
as INIT. Hence XSAVES/XRSTORS will continue to save/restore the state subject to available optimizations. If the 
software does not intend to preserve the state when it disables the feature, it should initialize it to hardware INIT 
value with XRSTORS instruction so that XSAVES/XRSTORS perform optimally for that state. 


13.8 SYSTEM PROGRAMMING FOR XSAVE MANAGED FEATURES 


This section describes system programming requirement for each XSAVE managed features that are feature 
specific such as exception handling. 
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13.8.1. Intel® Advanced Vector Extensions (Intel® AVX) 


Intel AVX instructions comprises of 256-bit and 128-bit instructions that operates on 256-bit YMM registers. The 
XSAVE feature set allows software to save and restore the state of these registers. See Chapter 13 of the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 1. 


For processors that support YMM states, the YMM state exists in all operating modes. However, the available 
instruction interfaces to access YMM states may vary in different modes. 


Operating systems must use the XSAVE feature set for YMM state management. The XSAVE feature set also 
provides flexible and efficient interface to manage XMM/MXCSR states and x87 FPU states in conjunction with 
newer processor extended states like YMM states. Operating systems may need to be aware of the following when 
supporting AVX. 


¢ Saving/Restoring AVX state in non-compacted format without SSE state will also save/restore MXCSR even 
though MXCSR is not part of AVX state. This does not happen when compacted format is used. 


¢ Few AVX instructions such as VZEROUPPER/VZEROALL may operate on future expansion of YMM registers. 


An operating system must enable its YMM state management to support AVX and any 256-bit extensions that 
operate on YMM registers. Otherwise, an attempt to execute an instruction in AVX extensions (including an 
enhanced 128-bit SIMD instructions using VEX encoding) will cause a #UD exception. 


AVX instructions may generate SIMD floating-point exceptions. An OS must enable SIMD floating-point exception 
support by setting CR4.0OSXMMEXCPT[bit 10]=1. 


13.8.2 — Intel® Advanced Vector Extensions 512 (Intel® AVX-512) 


Intel AVX-512 instructions are encoded using EVEX prefix. The EVEX encoding scheme can support 512-bit, 256- 
bit and 128-bit instructions that operate on opmask, ZMM, YMM and XMM registers. 


For processors that support the Intel AVX-512 family of instructions, the extended processor states (ZMM and 
opmask registers) exist in all operating modes. However, the access to these states may vary in different modes. 
The processor's support for instruction extensions that employ EVEX prefix encoding is independent of the 
processor's support for using XSAVE feature set on those states. 


Instructions requiring EVEX prefix encoding are generally supported in 64-bit, 32-bit modes, and 16-bit protected 
mode. They are not supported in Real mode, Virtual-8086 mode or entering into SMM mode. Note that bits MAXVL- 
1:256 (511:256) of ZMM register state are maintained across transitions into and out of these modes. Because the 
XSAVE feature set instruction can operate in all operating modes, it is possible that the processor's ZMM register 
state can be modified by software in any operating mode by executing XRSTOR. 


Operating systems must use the XSAVE/XRSTOR/XSAVEOPT instructions for ZMM and opmask state management. 
An OS must enable its ZMM and opmask state management to support Intel AVX-512 Foundation instructions. 
Otherwise, an attempt to execute an instruction in Intel AVX-512 Foundation instructions (including a scalar 128- 
bit SIMD instructions using EVEX encoding) will cause a #UD exception. An operating system, which enables the 
AVX-512 state to support Intel AVX-512 Foundation instructions, is also sufficient to support the rest of the Intel 
AVX-512 family of instructions. Note that even though ZMM8-ZMM31 are not accessible in 32 bit mode, a 32 bit OS 
is still required to allocate memory for the entire ZMM state. 


Intel AVX-512 Foundation instructions may generate SIMD floating-point exceptions. An OS must enable SIMD 
floating point exception support by setting CR4.OSXMMEXCPT[bit 10]=1. 
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CHAPTER 14 
POWER AND THERMAL MANAGEMENT 


This chapter describes facilities of Intel 64 and IA-32 architecture used for power management and thermal moni- 
toring. 


14.1. ENHANCED INTEL SPEEDSTEP® TECHNOLOGY 


Enhanced Intel SpeedStep® Technology was introduced in the Pentium M processor. The technology enables the 
management of processor power consumption via performance state transitions. These states are defined as 
discrete operating points associated with different voltages and frequencies. 


Enhanced Intel SpeedStep Technology differs from previous generations of Intel SpeedStep® Technology in two 
ways: 


* Centralization of the control mechanism and software interface in the processor by using model-specific 
registers. 


¢ Reduced hardware overhead; this permits more frequent performance state transitions. 


Previous generations of the Intel SpeedStep Technology require processors to be a deep sleep state, holding off bus 
master transfers for the duration of a performance state transition. Performance state transitions under the 
Enhanced Intel SpeedStep Technology are discrete transitions to a new target frequency. 


Support is indicated by CPUID, using ECX feature bit 07. Enhanced Intel SpeedStep Technology is enabled by 
setting IA32_MISC_ENABLE MSR, bit 16. On reset, bit 16 of IA32_MISC_ENABLE MSR is cleared. 


14.1.1. Software Interface For Initiating Performance State Transitions 


State transitions are initiated by writing a 16-bit value to the IA32_PERF_CTL register, see Figure 14-2. If a transi- 
tion is already in progress, transition to a new value will subsequently take effect. 


Reads of IA32_PERF_CTL determine the last targeted operating point. The current operating point can be read from 
IA32_PERF_STATUS. IA32_PERF_STATUS is updated dynamically. 


The 16-bit encoding that defines valid operating points is model-specific. Applications and performance tools are 
not expected to use either IA32_PERF_CTL or IA32_PERF_STATUS and should treat both as reserved. Performance 
monitoring tools can access model-specific events and report the occurrences of state transitions. 


14.2 P-STATE HARDWARE COORDINATION 


The Advanced Configuration and Power Interface (ACPI) defines performance states (P-states) that are used to 
facilitate system software's ability to manage processor power consumption. Different P-states correspond to 
different performance levels that are applied while the processor is actively executing instructions. Enhanced Intel 
SpeedStep Technology supports P-states by providing software interfaces that control the operating frequency and 
voltage of a processor. 


With multiple processor cores residing in the same physical package, hardware dependencies may exist for a 
subset of logical processors on a platform. These dependencies may impose requirements that impact the coordi- 
nation of P-state transitions. As a result, multi-core processors may require an OS to provide additional software 
support for coordinating P-state transitions for those subsets of logical processors. 


ACPI firmware can choose to expose P-states as dependent and hardware-coordinated to OS power management 
(OSPM) policy. To support OSPMs, multi-core processors must have additional built-in support for P-state hardware 
coordination and feedback. 


Intel 64 and IA-32 processors with dependent P-states amongst a subset of logical processors permit hardware 
coordination of P-states and provide a hardware-coordination feedback mechanism using IA32_MPERF MSR and 
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IA32_APERF MSR. See Figure 14-1 for an overview of the two 64-bit MSRs and the bullets below for a detailed 
description. 


63 0 63 0 


IA32_MPERF (Addr: E7H) IA32_APERF (Addr: E8H) 


Figure 14-1. [A32_MPERF MSR and IA32_APERF MSR for P-state Coordination 


¢ Use CPUID to check the P-State hardware coordination feedback capability bit. CPUID.O6H.ECX[Bit 0] = 1 
indicates IA32_MPERF MSR and IA32_APERF MSR are present. 

¢ IA32_MPERF MSR (E7H) increments in proportion to a fixed frequency, which is configured when the processor 
is booted. 

¢ TA32_APERF MSR (E8H) increments in proportion to actual performance, while accounting for hardware coordi- 
nation of P-state and TM1/TM2; or software initiated throttling. 

¢ The MSRs are per logical processor; they measure performance only when the targeted processor is in the CO 
state. 


° Only the IA32_APERF/IA32_MPERF ratio is architecturally defined; software should not attach meaning to the 
content of the individual of IA32_APERF or IA32_MPERF MSRs. 


¢ When either MSR overflows, both MSRs are reset to zero and continue to increment. 


° Both MSRs are full 64-bits counters. Each MSR can be written to independently. However, software should 
follow the guidelines illustrated in Example 14-1. 


If P-states are exposed by the BIOS as hardware coordinated, software is expected to confirm processor support 

for P-state hardware coordination feedback and use the feedback mechanism to make P-state decisions. The OSPM 
is expected to either save away the current MSR values (for determination of the delta of the counter ratio at a later 
time) or reset both MSRs (execute WRMSR with 0 to these MSRs individually) at the start of the time window used 
for making the P-state decision. When not resetting the values, overflow of the MSRs can be detected by checking 
whether the new values read are less than the previously saved values. 


Example 14-1 demonstrates steps for using the hardware feedback mechanism provided by IA32_APERF MSR and 
IA32_MPERF MSR to determine a target P-state. 


Example 14-1. Determine Target P-state From Hardware Coordinated Feedback 


DWORD PercentBusy; // Percentage of processor time not idle. 
// Measure “PercentBusy” during previous sampling window. 
// Typically, “PercentBusy” is measure over a time scale suitable for 
// power management decisions 
// 
// RDMSR of MCNT and ACNT should be performed without delay. 
// Software needs to exercise care to avoid delays between 
// the two RDMSRs (for example, interrupts). 
MCNT = RDMSR(IA32_MPERF); 
ACNT = RDMSR(IA32_APERF); 


// PercentPerformance indicates the percentage of the processor 
// that is in use. The calculation is based on the PercentBusy, 

// that is the percentage of processor time not idle and the P-state 
// hardware coordinated feedback using the ACNT/MCNT ratio. 

// Note that both values need to be calculated over the same 
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// time window. 
PercentPerformance = PercentBusy * (ACNT/MCNT); 


// This example does not cover the additional logic or algorithms 
// necessary to coordinate multiple logical processors to a target P-state. 


TargetPstate = FindPstate(PercentPerformance); 


if (TargetPstate # currentPstate) { 
SetPState(TargetPstate); 
} 
// \WRMSR of MCNT and ACNT should be performed without delay. 
// Software needs to exercise care to avoid delays between 
// the two WRMSRs (for example, interrupts). 
WRMSR(IA32_MPERF, 0); 
WRMSR(IA32_APERF, 0); 


14.3. SYSTEM SOFTWARE CONSIDERATIONS AND OPPORTUNISTIC PROCESSOR 
PERFORMANCE OPERATION 


An Intel 64 processor may support a form of processor operation that takes advantage of design headroom to 
opportunistically increase performance. The Intel® Turbo Boost Technology can convert thermal headroom into 
higher performance across multi-threaded and single-threaded workloads. The Intel® Dynamic Acceleration Tech- 
nology feature can convert thermal headroom into higher performance if only one thread is active. 


14.3.1 Intel® Dynamic Acceleration Technology 


The Intel Core 2 Duo processor T 7700 introduces Intel Dynamic Acceleration Technology. Intel Dynamic Accelera- 
tion Technology takes advantage of thermal design headroom and opportunistically allows a single core to operate 
at a higher performance level when the operating system requests increased performance. 


14.3.2 System Software Interfaces for Opportunistic Processor Performance Operation 


Opportunistic processor performance operation, applicable to Intel Dynamic Acceleration Technology and Intel® 
Turbo Boost Technology, has the following characteristics: 


¢ Atransition from a normal state of operation (e.g. Intel Dynamic Acceleration Technology/Turbo mode 
disengaged) to a target state is not guaranteed, but may occur opportunistically after the corresponding enable 
mechanism is activated, the headroom is available and certain criteria are met. 


¢ The opportunistic processor performance operation is generally transparent to most application software. 


° System software (BIOS and Operating system) must be aware of hardware support for opportunistic processor 
performance operation and may need to temporarily disengage opportunistic processor performance operation 
when it requires more predictable processor operation. 


¢ When opportunistic processor performance operation is engaged, the OS should use hardware coordination 
feedback mechanisms to prevent un-intended policy effects if it is activated during inappropriate situations. 


14.3.2.1 Discover Hardware Support and Enabling of Opportunistic Processor Performance Operation 


If an Intel 64 processor has hardware support for opportunistic processor performance operation, the power-on 
default state of IA32_MISC_ENABLE[38] indicates the presence of such hardware support. For Intel 64 processors 
that support opportunistic processor performance operation, the default value is 1, indicating its presence. For 
processors that do not support opportunistic processor performance operation, the default value is 0. The power- 


Vol. 3B 14-3 


POWER AND THERMAL MANAGEMENT 


on default value of IA32_MISC_ENABLE[38] allows BIOS to detect the presence of hardware support of opportu- 
nistic processor performance operation. 


IA32_MISC_ENABLE[38] is shared across all logical processors in a physical package. It is written by BIOS during 
platform initiation to enable/disable opportunistic processor performance operation in conjunction of OS power 
management capabilities, see Section 14.3.2.2. BIOS can set IA32_MISC_ENABLE[38] with 1 to disable opportu- 
nistic processor performance operation; it must clear the default value of IA32_MISC_ENABLE[38] to 0 to enable 
opportunistic processor performance operation. OS and applications must use CPUID leaf O6H if it needs to detect 
processors that have opportunistic processor performance operation enabled. 


When CPUID is executed with EAX = 06H on input, Bit 1 of EAX in Leaf 06H (i.e. CPUID.06H:EAX[1]) indicates 
opportunistic processor performance operation, such as Intel Dynamic Acceleration Technology, has been enabled 
by BIOS. 


Opportunistic processor performance operation can be disabled by setting bit 38 of IA32_MISC_ENABLE. This 
mechanism is intended for BIOS only. If IA32_MISC_ENABLE[38] is set, CPUID.O6H:EAX[1] will return 0. 


14.3.2.2 OS Control of Opportunistic Processor Performance Operation 


There may be phases of software execution in which system software cannot tolerate the non-deterministic aspects 
of opportunistic processor performance operation. For example, when calibrating a real-time workload to make a 
CPU reservation request to the OS, it may be undesirable to allow the possibility of the processor delivering 
increased performance that cannot be sustained after the calibration phase. 


System software can temporarily disengage opportunistic processor performance operation by setting bit 32 of the 
IA32_PERF_CTL MSR (0199H), using a read-modify-write sequence on the MSR. The opportunistic processor 
performance operation can be re-engaged by clearing bit 32 in IA32_PERF_CTL MSR, using a read-modify-write 
sequence. The DISENAGE bit in IA32_PERF_CTL is not reflected in bit 32 of the IA32_PERF_STATUS MSR (0198H), 
and it is not shared between logical processors in a physical package. In order for OS to engage Intel Dynamic 
Acceleration Technology/Turbo mode, the BIOS must: 


¢ Enable opportunistic processor performance operation, as described in Section 14.3.2.1. 
¢ Expose the operating points associated with Intel Dynamic Acceleration Technology/Turbo mode to the OS. 


63 33 32 31 1615 0 


Reserved Reserved 


Intel® Dynamic Acceleration Technology / Turbo DISENGAGE 


Enhanced Intel Speedstep® Technology Transition Target 


Figure 14-2. IA32_PERF_CTL Register 


14.3.2.3. Required Changes to OS Power Management P-State Policy 


Intel Dynamic Acceleration Technology and Intel Turbo Boost Technology can provide opportunistic performance 
greater than the performance level corresponding to the Processor Base frequency of the processor (see CPUID's 
processor frequency information). System software can use a pair of MSRs to observe performance feedback. Soft- 
ware must query for the presence of IA32_APERF and IA32_MPERF (see Section 14.2). The ratio between 
IA32_APERF and IA32_MPERF is architecturally defined and a value greater than unity indicates performance 
increase occurred during the observation period due to Intel Dynamic Acceleration Technology. Without incorpo- 
rating such performance feedback, the target P-state evaluation algorithm can result in a non-optimal P-state 
target. 
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There are other scenarios under which OS power management may want to disable Intel Dynamic Acceleration 
Technology, some of these are listed below: 


¢ When engaging ACPI defined passive thermal management, it may be more effective to disable Intel Dynamic 
Acceleration Technology for the duration of passive thermal management. 


¢ When the user has indicated a policy preference of power savings over performance, OS power management 
may want to disable Intel Dynamic Acceleration Technology while that policy is in effect. 


14.3.3. Intel® Turbo Boost Technology 


Intel Turbo Boost Technology is supported in Intel Core i7 processors and Intel Xeon processors based on Intel® 
microarchitecture code name Nehalem. It uses the same principle of leveraging thermal headroom to dynamically 
increase processor performance for single-threaded and multi-threaded/multi-tasking environment. The program- 
ming interface described in Section 14.3.2 also applies to Intel Turbo Boost Technology. 


14.3.4 Performance and Energy Bias Hint Support 


Intel 64 processors may support additional software hint to guide the hardware heuristic of power management 
features to favor increasing dynamic performance or conserve energy consumption. 


Software can detect the processor's capability to support the performance-energy bias preference hint by exam- 
ining bit 3 of ECX in CPUID leaf 6. The processor supports this capability if CPUID.O6H:ECX.SETBH[bit 3] is set and 
it also implies the presence of a new architectural MSR called IA32_ENERGY_PERF_BIAS (1BOH). 


Software can program the lowest four bits of IA32_ENERGY_PERF_BIAS MSR with a value from 0 - 15. The values 
represent a sliding scale, where a value of 0 (the default reset value) corresponds to a hint preference for highest 
performance and a value of 15 corresponds to the maximum energy savings. A value of 7 roughly translates into a 
hint to balance performance with energy consumption. 
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Reserved 


Energy Policy Preference Hint 


Figure 14-3. IA32_ENERGY_PERF_BIAS Register 


The layout of IA32_ENERGY_PERF_BIAS is shown in Figure 14-3. The scope of IA32_ENERGY_PERF_BIAS is per 
logical processor, which means that each of the logical processors in the package can be programmed with a 
different value. This may be especially important in virtualization scenarios, where the performance / energy 
requirements of one logical processor may differ from the other. Conflicting “hints” from various logical processors 
at higher hierarchy level will be resolved in favor of performance over energy savings. 


Software can use whatever criteria it sees fit to program the MSR with an appropriate value. However, the value 
only serves as a hint to the hardware and the actual impact on performance and energy savings is model specific. 


14.4 HARDWARE-CONTROLLED PERFORMANCE STATES (HWP) 


Intel processors may contain support for Hardware-Controlled Performance States (HWP), which autonomously 
selects performance states while utilizing OS supplied performance guidance hints. The Enhanced Intel Speed- 
Step® Technology provides a means for the OS to control and monitor discrete frequency-based operating points 
via the IA32_PERF_CTL and IA32_PERF_STATUS MSRs. 
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In contrast, HWP is an implementation of the ACPI-defined Collaborative Processor Performance Control (CPPC), 
which specifies that the platform enumerates a continuous, abstract unit-less, performance value scale that is not 
tied to a specific performance state / frequency by definition. While the enumerated scale is roughly linear in terms 
of a delivered integer workload performance result, the OS is required to characterize the performance value range 
to comprehend the delivered performance for an applied workload. 


When HWP is enabled, the processor autonomously selects performance states as deemed appropriate for the 
applied workload and with consideration of constraining hints that are programmed by the OS. These OS-provided 
hints include minimum and maximum performance limits, preference towards energy efficiency or performance, 
and the specification of a relevant workload history observation time window. The means for the OS to override 
HWP's autonomous selection of performance state with a specific desired performance target is also provided, 
however, the effective frequency delivered is subject to the result of energy efficiency and performance optimiza- 
tions. 


14.4.1 HWP Programming Interfaces 


The programming interfaces provided by HWP include the following: 
¢ The CPUID instruction allows software to discover the presence of HWP support in an Intel processor. Specifi- 


cally, execute CPUID instruction with EAX=O6H as input will return 5 bit flags covering the following aspects in 
bits 7 through 11 of CPUID.O6H:EAX: 


— Availability of HWP baseline resource and capability, CPUID.06H:EAX[bit 7]: If this bit is set, HWP provides 
several new architectural MSRs: IA32_PM_ENABLE, IA32_HWP_CAPABILITIES, IA32_HWP_REQUEST, 
IA32_HWP_STATUS. 


— Availability of HWP Notification upon dynamic Guaranteed Performance change, CPUID.06H:EAX[bit 8]: If 
this bit is set, HWP provides IA32_HWP_INTERRUPT MSR to enable interrupt generation due to dynamic 
Performance changes and excursions. 


— Availability of HWP Activity window control, CPUID.O6H:EAX[bit 9]: If this bit is set, HWP allows software to 
program activity window in the IA32_ HWP_REQUEST MSR. 


— Availability of HWP energy/performance preference control, CPUID.06H:EAX[bit 10]: If this bit is set, HWP 
allows software to set an energy/performance preference hint in the IA32_HWP_REQUEST MSR. 


— Availability of HWP package level control, CPUID.O6H:EAX[bit 11]:If this bit is set, HWP provides the 
IA32_HWP_REQUEST_PKG MSR to convey OS Power Management’s control hints for all logical processors 
in the physical package. 


Table 14-1. Architectural and Non-Architectural MSRs Related to HWP 


Address | Architectural Register Name Description 
770H Y 1A32_PM_ENABLE Enable/Disable HWP. 
771H Y IA32_HWP_CAPABILITIES Enumerates the HWP performance range (static and dynamic). 
772H Y IA32_HWP_REQUEST_PKG Conveys OSPM's control hints (Min, Max, Activity Window, Energy 


Performance Preference, Desired) for all logical processor in the 
physical package. 


773H Y IA32_HWP_INTERRUPT Controls HWP native interrupt generation (Guaranteed Performance 
changes, excursions). 

774H Y IA32_HWP_REQUEST Conveys OSPM's control hints (Min, Max, Activity Window, Energy 
Performance Preference, Desired) for a single logical processor. 

775H Y IA32_HWP_PECI_LREQUEST_INFO | Conveys embedded system controller requests to override some of 
the OS HWP Request settings via the PECI mechanism. 

777H Y IA32_HWP_STATUS Status bits indicating changes to Guaranteed Performance and 
excursions to Minimum Performance. 

19CH Y IA32_THERM_STATUS[bits 15:12] | Conveys reasons for performance excursions. 

64EH N MSR_PPERF Productive Performance Count. 
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¢ ~=Additionally, HWP may provide a non-architectural MSR, MSR_PPERF, which provides a quantitative metric to 
software of hardware’s view of workload scalability. This hardware’s view of workload scalability is implemen- 
tation specific. 


14.4.2 Enabling HWP 
The layout of the IA32_PM_ENABLE MSR is shown in Figure 14-4. The bit fields are described below: 
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Reserved 


HWP_ENABLE 


Figure 14-4. IA32_PM_ENABLE MSR 


¢ HWP_ENABLE (bit 0, R/W10Once) — Software sets this bit to enable HWP with autonomous selection of 
processor P-States. When set, the processor will disregard input from the legacy performance control interface 
(IA32_PERF_CTL). Note this bit can only be enabled once from the default value. Once set, writes to the 
HWP_ENABLE bit are ignored. Only RESET will clear this bit. Default = zero (0). 

¢ Bits 63:1 are reserved and must be zero. 


After software queries CPUID and verifies the processor’s support of HWP, system software can write 1 to 
IA32_PM_ENABLE.HWP_ENABLE (bit 0) to enable hardware controlled performance states. The default value of 
IA32_PM_ENABLE MSR at power-on is 0, i.e. HWP is disabled. 


Additional MSRs associated with HWP may only be accessed after HWP is enabled, with the exception of 
IA32_HWP_INTERRUPT and MSR_PPERF. Accessing the IA32_ HWP_INTERRUPT MSR requires only HWP is present 
as enumerated by CPUID but does not require enabling HWP. 


IA32_PM_ENABLE is a package level MSR, i.e., writing to it from any logical processor within a package affects all 
logical processors within that package. 


14.4.3. HWP Performance Range and Dynamic Capabilities 


The OS reads the IA32_HWP_CAPABILITIES MSR to comprehend the limits of the HWP-managed performance 
range as well as the dynamic capability, which may change during processor operation. The enumerated perfor- 
mance range values reported by IA32_ HWP_CAPABILITIES directly map to initial frequency targets (prior to work- 
load-specific frequency optimizations of HWP). However the mapping is processor family specific. 


The layout of the IA32_HWP_CAPABILITIES MSR is shown in Figure 14-5. The bit fields are described below: 
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Reserved 


Lowest_Performance 


Most_Efficient_Performance 


Guaranteed_Performance 


Highest_Performance 


Figure 14-5. [A32_HWP_CAPABILITIES Register 


* Highest_Performance (bits 7:0, RO) — Value for the maximum non-guaranteed performance level. 


* Guaranteed_Performance (bits 15:8, RO) — Current value for the guaranteed performance level. This 
value can change dynamically as a result of internal or external constraints, e.g. thermal or power limits. 


° Most_Efficient_Performance (bits 23:16, RO) — Current value of the most efficient performance level. 
This value can change dynamically as a result of workload characteristics. 


° Lowest_Performance (bits 31:24, RO) — Value for the lowest performance level that software can program 
to IA32_HWP_REQUEST. 


° Bits 63:32 are reserved and must be zero. 


The value returned in the Guaranteed_Performance field is hardware's best-effort approximation of the avail- 
able performance given current operating constraints. Changes to the Guaranteed_Performance value will 
primarily occur due to a shift in operational mode. This includes a power or other limit applied by an external agent, 
e.g. RAPL (see Figure 14.10.1), or the setting of a Configurable TDP level (see model-specific controls related to 
Programmable TDP Limit in Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 4.). Notification of a change to the Guaranteed_Performance occurs via 
interrupt (if configured) and the IA32_HWP_Status MSR. Changes to Guaranteed_Performance are indicated when 
a macroscopically meaningful change in performance occurs i.e. sustained for greater than one second. Conse- 
quently, notification of a change in Guaranteed Performance will typically occur no more frequently than once per 
second. Rapid changes in platform configuration, e.g. docking / undocking, with corresponding changes to a 
Configurable TDP level could potentially cause more frequent notifications. 


The value returned by the Most_Efficient_Performance field provides the OS with an indication of the practical 
lower limit for the IA32_HWP_REQUEST. The processor may not honor IA32_HWP_REQUEST.Maximum Perfor- 
mance settings below this value. 


14.4.4 Managing HWP 


14.4.4.1 IA32_HWP_REQUEST MSR (Address: 774H Logical Processor Scope) 


Typically, the operating system controls HWP operation for each logical processor via the writing of control hints / 
constraints to the IA32_HWP_REQUEST MSR. The layout of the IA32_ HWP_REQUEST MSR is shown in Figure 14-6. 
The bit fields are described below Figure 14-6. 


Operating systems can control HWP by writing both IA32_HWP_REQUEST and IA32_HWP_REQUEST_PKG MSRs 
(see Section 14.4.4.2). Five valid bits within the IA32_HWP_REQUEST MSR let the operating system flexibly select 
which of its five hint / constraint fields should be derived by the processor from the IA32_ HWP_REQUEST MSR and 
which should be derived from the IA32_HWP_REQUEST_PKG MSR. These five valid bits are supported if 
CPUID[6].EAX[17] is set. 
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When the IA32_HWP_REQUEST MSR Package Control bit is set, any valid bit that is NOT set indicates to the 
processor to use the respective field value from the IA32_ HWP_REQUEST_PKG MSR. Otherwise, the values are 
derived from the IA32_ HWP_REQUEST MSR. The valid bits are ignored when the IA32_HWP_REQUEST MSR 
Package Control bit is zero. 
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Desired Valid 
EPP Valid 
Activity_Window Valid 
Package_Control 
Activity_Window 


Energy_Performance_Preference 


Desired_Performance 


Maximum_Performance 


Minimum_Performance 


Figure 14-6. IA32_HWP_REQUEST Register 


¢ Minimum_Performance (bits 7:0, RW) — Conveys a hint to the HWP hardware. The OS programs the 
minimum performance hint to achieve the required quality of service (QOS) or to meet a service level 
agreement (SLA) as needed. Note that an excursion below the level specified is possible due to hardware 
constraints. The default value of this field is IA32_HWP_CAPABILITIES.Lowest_Performance. 


¢ Maximum_Performance (bits 15:8, RW) — Conveys a hint to the HWP hardware. The OS programs this 
field to limit the maximum performance that is expected to be supplied by the HWP hardware. Excursions 
above the limit requested by OS are possible due to hardware coordination between the processor cores and 
other components in the package. The default value of this field is 
IA32_HWP_CAPABILITIES.Highest_Performance. 


° Desired_Performance (bits 23:16, RW) — Conveys a hint to the HWP hardware. When set to zero, 
hardware autonomous selection determines the performance target. When set to a non-zero value (between 
the range of Lowest_Performance and Highest_Performance of IA32_HWP_CAPABILITIES) conveys an explicit 
performance request hint to the hardware; effectively disabling HW Autonomous selection. The 
Desired_Performance input is non-constraining in terms of Performance and Energy Efficiency optimizations, 
which are independently controlled. The default value of this field is 0. 


¢ Energy_Performance_Preference (bits 31:24, RW) — Conveys a hint to the HWP hardware. The OS may 
write a range of values from 0 (performance preference) to OFFH (energy efficiency preference) to influence 
the rate of performance increase /decrease and the result of the hardware's energy efficiency and performance 
optimizations. The default value of this field is 80H. Note: If CPUID.O6H:EAX[bit 10] indicates that this field is 
not supported, HWP uses the value of the IA32_ENERGY_PERF_BIAS MSR to determine the energy efficiency / 
performance preference. 


° Activity_Window (bits 41:32, RW) — Conveys a hint to the HWP hardware specifying a moving workload 
history observation window for performance/frequency optimizations. If 0, the hardware will determine the 
appropriate window size. When writing a non-zero value to this field, this field is encoded in the format of bits 
38:32 as a 7-bit mantissa and bits 41:39 as a 3-bit exponent value in powers of 10. The resultant value is in 
microseconds. Thus, the minimal/maximum activity window size is 1 microsecond/1270 seconds. Combined 
with the Energy_Performance_Preference input, Activity_Window influences the rate of performance increase 
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/ decrease. This non-zero hint only has meaning when Desired_Performance = O. The default value of this field 
is 0. 

¢ Package_Control (bit 42, RW) — When set, causes this logical processor's IA32_HWP_REQUEST control 
inputs to be derived from the IA32_HWP_REQUEST_PKG MSR. 


° Bits 58:43 are reserved and must be zero. 


° Activity_Window Valid (bit 59, RW) — When set, indicates to the processor to derive the Activity Window 
field value from the IA32_ HWP_REQUEST MSR even if the package control bit is set. Otherwise, derive it from 
the IA32_HWP_REQUEST_PKG MSR. The default value of this field is 0. 


¢ EPP Valid (bit 60, RW) — When set, indicates to the processor to derive the EPP field value from the 
IA32_HWP_REQUEST MSR even if the package control bit is set. Otherwise, derive it from the 
IA32_HWP_REQUEST_PKG MSR. The default value of this field is 0. 


° Desired Valid (bit 61, RW) — When set, indicates to the processor to derive the Desired Performance field 
value from the IA32_ HWP_REQUEST MSR even if the package control bit is set. Otherwise, derive it from the 
IA32_HWP_REQUEST_PKG MSR. The default value of this field is 0. 


¢ Maximum Valid (bit 62, RW) — When set, indicates to the processor to derive the Maximum Performance 
field value from the IA32_ HWP_REQUEST MSR even if the package control bit is set. Otherwise, derive it from 
the IA32_HWP_REQUEST_PKG MSR. The default value of this field is 0. 


° Minimum Valid (bit 63, RW) — When set, indicates to the processor to derive the Minimum Performance field 
value from the IA32_HWP_REQUEST MSR even if the package control bit is set. Otherwise, derive it from the 
IA32_HWP_REQUEST_PKG MSR. The default value of this field is 0. 


The HWP hardware clips and resolves the field values as necessary to the valid range. Reads return the last value 
written not the clipped values. 


Processors may support a subset of IA32_ HWP_REQUEST fields as indicated by CPUID. Reads of non-supported 
fields will return 0. Writes to non-supported fields are ignored. 


The OS may override HWP's autonomous selection of performance state with a specific performance target by 
setting the Desired_Performance field to a non-zero value, however, the effective frequency delivered is subject to 
the result of energy efficiency and performance optimizations, which are influenced by the Energy Performance 
Preference field. 


Software may disable all hardware optimizations by setting Minimum_Performance = Maximum_Performance 
(subject to package coordination). 


Note: The processor may run below the Minimum_Performance level due to hardware constraints including: power, 
thermal, and package coordination constraints. The processor may also run below the Minimum_Performance level 
for short durations (few milliseconds) following C-state exit, and when Hardware Duty Cycling (see Section 14.5) is 
enabled. 


When the JIA32_HWP_REQUEST MSR is set to fast access mode, writes of this MSR are posted, i.e., the WRMSR 
instruction retires before the data reaches its destination within the processor. It may retire even before all 
preceding IA stores are globally visible, i.e., it is not an architecturally serializing instruction anymore (no store 
fence). A new CPUID bit indicates this new characteristic of the IA32_HWP_REQUEST MSR (see Section 14.4.8 for 
additional details). 
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14.4.4.2 1A32_HWP_REQUEST_PKG MSR (Address: 772H Package Scope) 
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Energy_Performance_Preference ————————_! 


Desired_Performance 
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Minimum_Performance 


Figure 14-7. IA32_HWP_REQUEST_PKG Register 


The structure of the IA32_HWP_REQUEST_PKG MSR (package-level) is identical to the IA32_HWP_REQUEST MSR 
with the exception of the the Package Control bit field and the five valid bit fields, which do not exist in the 
IA32_HWP_REQUEST_PKG MSR. Field values written to this MSR apply to all logical processors within the physical 
package with the exception of logical processors whose IA32_HWP_REQUEST.Package Control field is clear (zero). 
Single P-state Control mode is only supported when IA32_HWP_REQUEST_PKG is not supported. 


14.4.4.3. 1IA32_HWP_PECI_REQUEST_INFO MSR (Address 775H Package Scope) 


When an embedded system controller is integrated in the platform, it can override some of the OS HWP Request 
settings via the PECI mechanism. PECI initiated settings take precedence over the relevant fields in the 
IA32_HWP_REQUEST MSR and in the IA32_HWP_REQUEST_PKG MSR, irrespective of the Package Control bit or 
the Valid Bit values described above. PECI can independently control each of: Minimum Performance, Maximum 
Performance and EPP fields. This MSR contains both the PECI induced values and the control bits that indicate 
whether the embedded controller actually set the processor to use the respective value. 


PECI override is supported if CPUID[6].EAX[16] is set. 
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Figure 14-8. IA32_HWP_PECI_REQUEST_INFO MSR 
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The layout of the IA32_HWP_PECI_REQUEST_INFO MSR is shown in Figure 14-8. This MSR is writable by the 
embedded controller but is read-only by software executing on the CPU. This MSR has Package scope. The bit fields 
are described below: 


¢ Minimum_Performance (bits 7:0, RO) — Used by the OS to read the latest value of PECI minimum 
performance input. 


¢ Maximum_Performance (bits 15:8, RO) — Used by the OS to read the latest value of PECI maximum 
performance input. 


¢ Bits 23:16 are reserved and must be zero. 


¢ Energy_Performance_Preference (bits 31:24, RO) — Used by the OS to read the latest value of PECI 
energy performance preference input. 


¢ Bits 59:32 are reserved and must be zero. 


¢ EPP_PECI_Override (bit 60, RO) — Indicates whether PECI if currently overriding the Energy Performance 
Preference input. If set(1), PECI is overriding the Energy Performance Preference input. If clear(0), OS has 
control over Energy Performance Preference input. 


¢ Bit 61 is reserved and must be zero. 


¢ Max_PECI_Override (bit 62, RO) — Indicates whether PECI if currently overriding the Maximum 
Performance input. If set(1), PECI is overriding the Maximum Performance input. If clear(0), OS has control 
over Maximum Performance input. 


¢ Min_PECI_Override (bit 63, RO) — Indicates whether PECI if currently overriding the Minimum Performance 
input. If set(1), PECI is overriding the Minimum Performance input. If clear(0), OS has control over Minimum 
Performance input. 


HWP Request Field Hierarchical Resolution 


HWP Request field resolution is fed by three MSRs: IA32_ HWP_REQUEST, IA32_HWP_REQUEST_PKG and 
IA32_HWP_PECI_REQUEST_INFO. The flow that the processor goes through to resolve which field value is chosen 
is shown below. 
For each of the two HWP Request fields; Desired and Activity Window: 
If IA32_HWP_REQUEST.PACKAGE_CONTROL = 1 and IA32_HWP_REQUEST. <field> valid bit = 0 
Resolved Field Value = IA32_HWP_REQUEST_PKG.<field> 
Else 
Resolved Field Value = IA32_HWP_REQUEST. <field> 
For each of the three HWP Request fields; Min, Max and EPP: 
If IA32_HWP_PECI_REQUEST_INFO.<field> PECI Override bit = 1 
Resolved Field Value = IA32_HWP_PECI_REQUEST_INFO. <field> 
Else if IA32_HWP_REQUEST.PACKAGE_CONTROL = 1 and IA32_ HWP_REQUEST. <field> valid bit = 0 
Resolved Field Value = IA32_HWP_REQUEST_PKG.<field> 
Else 
Resolved Field Value = IA32_HWP_REQUEST. <field> 


14.4.4.4 IA32_HWP_CTL MSR (Address: 776H Logical Processor Scope) 


IA32_HWP_CTL[0] controls the behavior of IA32_HWP_REQUEST Package Control [bit 42]. This control bit allows 
the IA32_ HWP_REQUEST MSR to stay in INIT mode most of the time (Control Bit is equal to its RESET value of 0) 
thus avoiding actual saving/restoring of the MSR contents when the OS adds it to the register set saved and 
restored by XSAVES/XRSTORS. 


* When IA32_HWP_CTL[0] = 0: 


— If IA32_HWP_REQUEST[42] = 0, the processor ignores all fields of the IA32_ HWP_REQUEST_PKG MSR and 
selects all HWP values (Min, Max, EPP, Desired, Activity Window) from the IA32_ HWP_REQUEST MSR. 


— If IA32_HWP_REQUEST[42] = 1, the processor selects the HWP values (Min, Max, EPP, Desired, Activity 
Window) either from the IA32_ HWP_REQUEST MSR or from the IA32_ HWP_REQUEST_PKG MSR according 
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to the values contained in the IA32_HWP_REQUEST MSR bit fields [bits 63:59]. See Section 14.4.4.1 for 
additional details. 


¢ When IA32_HWP_CTL[0] = 1, the behavior is reversed: 


— If IA32_HWP_REQUEST[42] = 1, the processor ignores all fields of the IA32_HWP_REQUEST_PKG MSR and 
selects all HWP values (Min, Max, EPP, Desired, Activity Window) from the IA32_HWP_REQUEST MSR. 


— If IA32_HWP_REQUEST[42] = 0, the processor selects the HWP values (Min, Max, EPP, Desired, Activity 
Window) either from the IA32_HWP_REQUEST MSR or from the IA32_HWP_REQUEST_PKG MSR according 
to the values contained in the IA32_ HWP_REQUEST MSR bit fields [bits 63:59]. See Section 14.4.4.1 for 
additional details. 


Section 14-2 summarizes the IA32_HWP_CTL MSR bit 0 control behavior. 


Table 14-2. I[A32_HWP_CTL MSR Bit 0 Behavior 
Field Description 


Threadrequest | Defines which HWP Request MSR is used, whether thread level or package level. When the package MSR is used, the 
PKG CTL thread MSR valid bits define which thread MSR fields override the package (default 0). 


meaning | 1q32_HWP_CTL[PKG_CTL_PLR] | IA32_HWP_REQUEST[PKG_CTL] HWP Request MSR Used 
0 0 |A32_HWP_REQUEST MSR 
0 1 IA32_HwP_REQUEST_PKG MSR 
1 0 IA32_HwP_REQUEST_PKG MSR 
1 1 |A32_HWP_REQUEST MSR 


This MSR is supported if CPUID[6].EAX[22] is set. 
If the IA32_PM_ENABLE[HWP_ENABLE] (bit 0 ) is not set, access to this MSR will generate a #GP fault. 


14.4.5 HWP Feedback 
The processor provides several types of feedback to the OS during HWP operation. 


The IA32_MPERF MSR and IA32_APERF MSR mechanism (see Section 14.2) allows the OS to calculate the resultant 
effective frequency delivered over a time period. Energy efficiency and performance optimizations directly impact 
the resultant effective frequency delivered. 


The layout of the IA32_ HWP_STATUS MSR is shown in Figure 14-9. It provides feedback regarding changes to 
IA32_HWP_CAPABILITIES.Guaranteed_Performance, IA32_HWP_CAPABILITIES.Highest_Performance, excur- 
sions to IA32_HWP_CAPABILITIES.Minimum_Performance, and PECI_Override entry/exit events. The bit fields are 
described below: 


¢ Guaranteed_Performance_Change (bit 0, RWCO) — If set (1), a change to Guaranteed_Performance has 
occurred. Software should query IA32_HWP_CAPABILITIES.Guaranteed_Performance value to ascertain the 
new Guaranteed Performance value and to assess whether to re-adjust HWP hints via IA32_ HWP_REQUEST. 
Software must clear this bit by writing a zero (0). 


e Bit 1 is reserved and must be zero. 


¢ Excursion_To_Minimum (bit 2, RWCO) — If set (1), an excursion to Minimum_Performance of 
IA32_HWP_REQUEST has occurred. Software must clear this bit by writing a zero (0). 


° Highest_Change (bit 3, RWCO) — If set (1), a change to Highest Performance has occurred. Software 
should query IA32_HWP_CAPABILITIES to ascertain the new Highest Performance value. Software must clear 
this bit by writing a zero (0). Interrupts upon Highest Performance change are supported if CPUID[6].EAX[15] 
is set. 


¢ PECI_Override_Entry (bit 4, RWCO) — If set (1), an embedded/management controller has started a PECI 
override of one or more OS control hints (Min, Max, EPP) specified in IA32_HWP_REQUEST or 
IA32_HWP_REQUEST_PKG. Software may query IA32_HWP_PECI_REQUEST_INFO MSR to ascertain which 
fields are now overridden via the PECI mechanism and what their values are (see Section 14.4.4.3 for 
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additional details). Software must clear this bit by writing a zero (0). Interrupts upon PECI override entry are 
supported if CPUID[6].EAX[16] is set. 


¢ PECI_Override_Exit (bit 5, RWCO) — If set (1), an embedded/management controller has stopped 
overriding one or more OS control hints (Min, Max, EPP) specified in IA32_HWP_REQUEST or 
IA32_HWP_REQUEST_PKG. Software may query IA32_HWP_PECI_REQUEST_INFO MSR to ascertain which 
fields are still overridden via the PECI mechanism and which fields are now back under software control (see 
Section 14.4.4.3 for additional details). Software must clear this bit by writing a zero (0). Interrupts upon PECI 
override exit are supported if CPUID[6].EAX[16] is set. 


° Bits 63:6 are reserved and must be zero. 
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Figure 14-9. |IA32_HWP_STATUS MSR 


The status bits of IA32_HWP_STATUS must be cleared (0) by software so that a new status condition change will 
cause the hardware to set the bit again and issue the notification. Status bits are not set for “normal” excursions, 
e.g., running below Minimum Performance for short durations during C-state exit. Changes to 
Guaranteed_Performance, Highest_Performance, excursions to Minimum_Performance, or PECI_Override 
entry/exit will occur no more than once per second. 


The OS can determine the specific reasons for a Guaranteed_Performance change or an excursion to 
Minimum_Performance in IA32_HWP_REQUEST by examining the associated status and log bits reported in the 
IA32_THERM_STATUS MSR. The layout of the IA32_ HWP_STATUS MSR that HWP uses to support software query of 
HWP feedback is shown in Figure 14-10. The bit fields of IA32_THERM_STATUS associated with HWP feedback are 
described below (Bit fields of IA32_THERM_STATUS unrelated to HWP can be found in Section 14.8.5.2). 


14-14 Vol. 3B 


POWER AND THERMAL MANAGEMENT 


63 32 31 27 «2322 «161514131211 109 8 7 6 5 362 10 


Reserved | | | | 


Reading Valid 
Resolution in Deg. Celsius 
Digital Readout 
Cross-domain Limit Log 
Cross-domain Limit Status 
Current Limit Log 
Current Limit Status 
Power Limit Notification Log 
Power Limit Notification Status 
Thermal Threshold #2 Log 
Thermal Threshold #2 Status 
Thermal Threshold #1 Log 
Thermal Threshold #1 Status 
Critical Temperature Log 
Critical Temperature Status 
PROCHOT# or FORCEPR# Log 
PROCHOT# or FORCEPR# Event 
Thermal Status Log 
Thermal Status 


Figure 14-10. [A32_THERM_STATUS Register With HWP Feedback 


Bits 11:0, See Section 14.8.5.2. 


Current Limit Status (bit 12, RO) — If set (1), indicates an electrical current limit (e.g. Electrical Design 
Point/IccMax) is being exceeded and is adversely impacting energy efficiency optimizations. 

Current Limit Log (bit 13, RWCO) — If set (1), an electrical current limit has been exceeded that has 
adversely impacted energy efficiency optimizations since the last clearing of this bit or a reset. This bit is sticky, 
software may clear this bit by writing a zero (0). 

Cross-domain Limit Status (bit 14, RO) — If set (1), indicates another hardware domain (e.g. processor 
graphics) is currently limiting energy efficiency optimizations in the processor core domain. 

Cross-domain Limit Log (bit 15, RWCO) — If set (1), indicates another hardware domain (e.g. processor 
graphics) has limited energy efficiency optimizations in the processor core domain since the last clearing of this 
bit or a reset. This bit is sticky, software may clear this bit by writing a zero (0). 


Bits 63:16, See Section 14.8.5.2. 


14.4.5.1  Non-Architectural HWP Feedback 


The Productive Performance (MSR_PPERF) MSR (non-architectural) provides hardware's view of workload scal- 
ability, which is a rough assessment of the relationship between frequency and workload performance, to software. 
The layout of the MSR_PPERF is shown in Figure 14-11. 


63 0 


PCNT - Productive Performance Count 


Figure 14-11. MSR_PPERF MSR 


PCNT (bits 63:0, RO) — Similar to IA32_APERF but only counts cycles perceived by hardware as contributing 
to instruction execution (e.g. unhalted and unstalled cycles). This counter increments at the same rate as 
IA32_APERF, where the ratio of (APCNT/AACNT) is an indicator of workload scalability (0% to 100%). Note that 
values in this register are valid even when HWP is not enabled. 
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14.4.6 HWP Notifications 


Processors may support interrupt-based notification of changes to HWP status as indicated by CPUID. If supported, 
the IA32_HWP_INTERRUPT MSR is used to enable interrupt-based notifications. Notification events, when enabled, 
are delivered using the existing thermal LVT entry. The layout of the IA32_HWP_INTERRUPT is shown in 

Figure 14-12. The bit fields are described below: 


63 43210 


Reserved 


EN_PECI_OVERRIDE 


EN_Highest_Change 


EN_Excursion_Minimum 


EN_Guaranteed_Performance_Change 


Figure 14-12. IA32_HWP_INTERRUPT MSR 


¢ EN_Guaranteed_Performance_Change (bit 0, RW) — When set (1), an HWP Interrupt will be generated 
whenever a change to the IA32_ HWP_CAPABILITIES.Guaranteed_Performance occurs. The default value is 0 
(Interrupt generation is disabled). 

¢ EN_Excursion_Minimum (bit 1, RW) — When set (1), an HWP Interrupt will be generated whenever the 
HWP hardware is unable to meet the IA32_HWP_REQUEST.Minimum_Performance setting. The default value is 
0 (Interrupt generation is disabled). 


¢ EN_Highest_Change (bit 2, RW) — When set (1), an HWP Interrupt will be generated whenever a change to 
the IA32_HWP_CAPABILITIES.Highest_Performance occurs. The default value is 0 (interrupt generation is 
disabled). Interrupts upon Highest Performance change are supported if CPUID[6].EAX[15] is set. 


¢ EN_PECI_OVERRIDE (bit 3, RW) — When set (1), an HWP Interrupt will be generated whenever PECI starts 
or stops overriding any of the three HWP fields described in Section 14.4.4.3. The default value is 0 (interrupt 
generation is disabled). See Section 14.4.5 and Section 14.4.4.3 for details on how the OS learns what is the 
current set of HWP fields that are overridden by PECI. Interrupts upon PECI override change are supported if 
CPUID[6].EAX[16] is set. 


¢ Bits 63:4 are reserved and must be zero. 


14.4.7. Idle Logical Processor Impact on Core Frequency 
Intel processors use one of two schemes for setting core frequency: 
1. All cores share same frequency. 

2. Each physical core is set to a frequency of its own. 


In both cases the two logical processors that share a single physical core are set to the same frequency, so the 
processor accounts for the IA32_HWP_REQUEST MSR fields of both logical processors when defining the core 
frequency or the whole package frequency. 


When CPUID[6].EAX[20] is set and only one logical processor of the two is active, while the other is idle (in any 
Ci sub-state or in a deeper sleep state), only the active logical processor's IA32_HWP_REQUEST MSR fields 
are considered, i.e., the HWP Request fields of a logical processor in the C1E sub-state or in a deeper sleep state 
are ignored. 


Note: when a logical processor is in C1 state its HWP Request fields are accounted for. 
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14.4.8 Fast Write of Uncore MSR (Model Specific Feature) 


There are a few logical processor scope MSRs whose values need to be observed outside the logical processor. The 
WRMSR instruction takes over 1000 cycles to complete (retire) for those MSRs. This overhead forces operating 
systems to avoid writing them too often whereas in many cases it is preferable that the OS writes them quite 
frequently for optimal power/performance operation of the processor. 


The model specific “Fast Write MSR” feature reduces this overhead by an order of magnitude to a level of 100 cycles 
for a selected subset of MSRs. 


Note: Writes to Fast Write MSRs are posted, i.e., when the WRMSR instruction completes, the data may still be “in 
transit” within the processor. Software can check the status by querying the processor to ensure data is already 
visible outside the logical processor (see Section 14.4.8.3 for additional details). Once the data is visible outside 
the logical processor, software is ensured that later writes by the same logical processor to the same MSR will be 
visible later (will not bypass the earlier writes). 


MSRs that are selected for Fast Write are specified in a special capability MSR (see Section 14.4.8.1). Architectural 
MSRs that existed prior to the introduction of this feature and are selected for Fast Write, thus turning from slow to 
fast write MSRs, will be noted as such via a new CPUID bit. New MSRs that are fast upon introduction will be docu- 
mented as such without an additional CPUID bit. 


Three model specific MSRs are associated with the feature itself. They enable enumerating, controlling and moni- 
toring it. All three are logical processor scope. 


14.4.8.1 FAST_UNCORE_MSRS_CAPABILITY (Address: Ox65F, Logical Processor Scope) 


Operating systems or BIOS can read the FAST_UNCORE_MSRS_CAPABILITY MSR to enumerate those MSRs that 
are Fast Write MSRs. 


63 10 


Reserved 


FAST_IA32_HWP_REQUEST MSR 


Figure 14-13. FAST_UNCORE_MSRS_CAPABILITY MSR 


° FAST_IA32_HWP_REQUEST MSR (bit 0, RO) — When set (1), indicates that the IA32_HWP_REQUEST MSR 
is supported as a Fast Write MSR. A value of 0 indicates the IA32_HWP_REQUEST MSR is not supported as a 
Fast Write MSR. 


¢ Bits 63:1 are reserved and must be zero. 


14.4.8.2 FAST_UNCORE_MSRS_CTL (Address: 0x657, Logical Processor Scope) 


Operating Systems or BIOS can use the FAST_UNCORE_MSRS_CTL MSR to opt-in or opt-out for fast write of 
specific MSRs that are enabled for Fast Write by the processor. 


Note: Not all MSRs that are selected for this feature will necessarily have this opt-in/opt-out option. They may be 
supported in fast write mode only. 


Vol. 3B 14-17 


POWER AND THERMAL MANAGEMENT 


63 10 


Reserved 


FAST_IA32_HWP_REQUEST_MSR_ENABLE 


Figure 14-14. FAST_UNCORE_MSRS_CTL MSR 


° FAST_IA32_HWP_REQUEST_MSR_ENABLE (bit 0, RW) — When set (1), enables fast access mode for the 
IA32_HWP_REQUEST MSR and sets the low latency, posted IA32_ HWP_REQUESRT MSR' CPUID[6].EAX[18]. 
The default value is 0. Note that this bit can only be enabled once from the default value. Once set, writes to 
this bit are ignored. Only RESET will clear this bit. 


¢ Bits 63:1 are reserved and must be zero. 


14.4.8.3. FAST_UNCORE_MSRS_STATUS (Address: 0x65€, Logical Processor Scope) 


Software that executes the WRMSR instruction of a Fast Write MSR can check whether the data is already visible 
outside the logical processor by reading the FAST_UNCORE_MSRS_STATUS MSR. For each Fast Write MSR there is 
a status bit that indicates whether the data is already visible outside the logical processor or is still in “transit”. 


63 10 


Reserved 


FAST_IA32_HWP_REQUEST_WRITE_STATUS 


Figure 14-15. FAST_UNCORE_MSRS_STATUS MSR 


° FAST_IA32_HWP_REQUEST_WRITE_STATUS (bit 0, RO) — Indicates whether the CPU is still in the 
middle of writing IA32_HWP_REQUEST MSR, even after the WRMSR instruction has retired. A value of 1 
indicates the last write of IA32_HWP_REQUEST is still ongoing. A value of 0 indicates the last write of 
IA32_HWP_REQUEST is visible outside the logical processor. 


¢ Bits 63:1 are reserved and must be zero. 


14.4.9 Fast_IA32_HWP_REQUEST CPUID 


IA32_HWP_REQUEST is an architectural MSR that exists in processors whose CPUID[6].EAX[7] is set (HWP BASE 
is enabled). This MSR has logical processor scope, but after its contents are written the contents become visible 
outside the logical processor. When the FAST_IA32_HWP_REQUEST CPUID[6].EAX[18] bit is set, writes to the 
IA32_HWP_REQUEST MSR are visible outside the logical processor via the “Fast Write” feature described in Section 
14.4.8. 


14.4.10 Recommendations for OS use of HWP Controls 
Common Cases of Using HWP 
The default HWP control field values are expected to be suitable for many applications. The OS can enable autono- 


mous HWP for these common cases by 
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° Setting IA32_HWP_REQUEST. Desired Performance = 0 (hardware autonomous selection determines the 
performance target). Set IA32_HWP_REQUEST.Activity Window = 0 (enable HW dynamic selection of window 
size). 

To maximize HWP benefit for the common cases, the OS should set 

® JTA32_HWP_REQUEST.Minimum_Performance = IA32_HWP_CAPABILITIES.Lowest_Performance and 

¢ = TA32_HWP_REQUEST.Maximum_Performance = IA32_HWP_CAPABILITIES.Highest_Performance. 


Setting IA32_HWP_REQUEST.Minimum_Performance = IA32_HWP_REQUEST.Maximum_Performance is function- 
ally equivalent to using of the IA32_PERF_CTL interface and is therefore not recommended (bypassing HWP). 


Calibrating HWP for Application-Specific HWP Optimization 


In some applications, the OS may have Quality of Service requirements that may not be met by the default values. 
The OS can characterize HWP by: 


° keeping IA32_HWP_REQUEST.Minimum_Performance = IA32_HWP_REQUEST.Maximum_Performance to 
prevent non-linearity in the characterization process, 


¢ utilizing the range values enumerated from the IA32_HWP_CAPABILITIES MSR to program 
IA32_HWP_REQUEST while executing workloads of interest and observing the power and performance result. 


The power and performance result of characterization is also influenced by the IA32_HWP_REQUEST.Energy 
Performance Preference field, which must also be characterized. 


Characterization can be used to set IA32_ HWP_REQUEST.Minimum_Performance to achieve the required QOS in 
terms of performance. If IA32_HWP_REQUEST.Minimum_Performance is set higher than 
IA32_HWP_CAPABILITIES.Guaranteed Performance then notification of excursions to Minimum Performance may 
be continuous. 


If autonomous selection does not deliver the required workload performance, the OS should assess the current 
delivered effective frequency and for the duration of the specific performance requirement set 
IA32_HWP_REQUEST. Desired_Performance # 0 and adjust IA32_HWP_REQUEST.Energy_Performance_Preference 
as necessary to achieve the required workload performance. The MSR_PPERF.PCNT value can be used to better 
comprehend the potential performance result from adjustments to IA32_HWP_REQUEST.Desired_Performance. 
The OS should set IA32_HWP_REQUEST.Desired_Performance = 0 to re-enable autonomous selection. 


Tuning for Maximum Performance or Lowest Power Consumption 


Maximum performance will be delivered by setting IA32_HWP_REQUEST.Minimum_Performance = 
IA32_HWP_REQUEST.Maximum_Performance = IA32_ HWP_CAPABILITIES.Highest_Performance and setting 
IA32_HWP_REQUEST.Energy_Performance_Preference = 0 (performance preference). 


Lowest power will be achieved by setting IA32_ HWP_REQUEST.Minimum_Performance = 
IA32_HWP_REQUEST.Maximum_Performance = IA32_HWP_CAPABILITIES.Lowest_Performance and setting 
IA32_HWP_REQUEST.Energy_Performance_Preference = OFFH (energy efficiency preference). 


Mixing Logical Processor and Package Level HWP Field Settings 


Using the IA32_HWP_REQUEST Package_Control bit and the five valid bits in that MSR, the OS can mix and match 
between selecting the Logical Processor scope fields and the Package level fields. For example, the OS can set all 
logical cores' IA32_ HWP_REQUEST.Package_Control bit to ‘1’, and for those logical processors if it prefers a 
different EPP value than the one set in the IA32_ HWP_REQUEST_PKG MSR, the OS can set the desired EPP value 
and the EPP valid bit. This overrides the package EPP value for only a subset of the logical processors in the 
package. 


Additional Guidelines 


Set IA32_HWP_REQUEST.Energy_Performance_Preference as appropriate for the platform's current mode of oper- 
ation. For example, a mobile platforms’ setting may be towards performance preference when on AC power and 
more towards energy efficiency when on DC power. 
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The use of the Running Average Power Limit (RAPL) processor capability (see section 14.7.1) is highly recom- 
mended when HWP is enabled. Use of IA32_ HWP_Request.Maximum_Performance for thermal control is subject to 
limitations and can adversely impact the performance of other processor components e.g. Graphics 


If default values deliver undesirable performance latency in response to events, the OS should set 
IA32_HWP_REQUEST. Activity_Window to a low (non-zero) value and 
IA32_HWP_REQUEST.Energy_Performance_Preference towards performance (0) for the event duration. 


Similarly, for “real-time” threads, set IA32_HWP_REQUEST.Energy_Performance_Preference towards performance 
(0) and IA32_HWP_REQUEST. Activity_Window to a low value, e.g. 01H, for the duration of their execution. 


When executing low priority work that may otherwise cause the hardware to deliver high performance, set 
IA32_HWP_REQUEST. Activity_Window to a longer value and reduce the 
IA32_HWP_Request.Maximum_Performance value as appropriate to control energy efficiency. Adjustments to 
IA32_HWP_REQUEST.Energy_Performance_Preference may also be necessary. 


14.5 HARDWARE DUTY CYCLING (HDC) 


Intel processors may contain support for Hardware Duty Cycling (HDC), which enables the processor to autono- 
mously force its components inside the physical package into idle state. For example, the processor may selectively 
force only the processor cores into an idle state. 


HDC is disabled by default on processors that support it. System software can dynamically enable or disable HDC 
to force one or more components into an idle state or wake up those components previously forced into an idle 
state. Forced Idling (and waking up) of multiple components in a physical package can be done with one WRMSR to 
a packaged-scope MSR from any logical processor within the same package. 


HDC does not delay events such as timer expiration, but it may affect the latency of short (less than 1 msec) soft- 
ware threads, e.g. if a thread is forced to idle state just before completion and entering a “natural idle”. 


HDC forced idle operation can be thought of as operating at a lower effective frequency. The effective average 
frequency computed by software will include the impact of HDC forced idle. 


The primary use of HDC is enable system software to manage low active workloads to increase the package level 
C6 residency. Additionally, HDC can lower the effective average frequency in case or power or thermal limitation. 


When HDC forces a logical processor, a processor core or a physical package to enter an idle state, its C-State is set 
to C3 or deeper. The deep “C-states” referred to in this section are processor-specific C-states. 


14.5.1 Hardware Duty Cycling Programming Interfaces 


The programming interfaces provided by HDC include the following: 


¢ The CPUID instruction allows software to discover the presence of HDC support in an Intel processor. Specifi- 
cally, execute CPUID instruction with EAX=O6H as input, bit 13 of EAX indicates the processor's support of the 
following aspects of HDC. 


— Availability of HDC baseline resource, CPUID.O6H:EAX[bit 13]: If this bit is set, HDC provides the following 
architectural MSRs: IA32_PKG_HDC_CTL, IA32_PM_CTL1, and the IA32_THREAD_STALL MSRs. 


e =Additionally, HDC may provide several non-architectural MSR. 
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Table 14-3. Architectural and non-Architecture MSRs Related to HDC 


Address | Architec Register Name Description 
tural 

DBOH Y IA32_PKG_HDC_CTL Package Enable/Disable HDC. 

DB1H Y IA32_PM_CTL1 Per-logical-processor select control to allow/block HDC forced idling. 

DB2H Y IA32_THREAD_STALL Accumulate stalled cycles on this logical processor due to HDC forced idling. 

653H N MSR_CORE_HDC_RESIDENCY | Core level stalled cycle counter due to HDC forced idling on one or more 
logical processor. 

655H N MSR_PKG_HDC_SHALLOW_RE | Accumulate the cycles the package was in C2! state and at least one logical 

SIDENCY processor was in forced idle 
656H N MSR_PKG_HDC_DEEP_RESIDE | Accumulate the cycles the package was in the software specified Cx! state 
NCY and at least one logical processor was in forced idle. Cx is specified in 

MSR_PKG_HDC_CONFIG_CTL. 

652H N MSR_PKG_HDC_CONFIG_CTL | HDC configuration controls 

NOTES: 


1. The package “C-states” referred to in this section are processor-specific C-states. 


14.5.2 Package level Enabling HDC 


The layout of the IA32_PKG_HDC_CTL MSR is shown in Figure 14-16. IA32_PKG_HDC_CTL is a writable MSR from 
any logical processor in a package. The bit fields are described below: 


63 10 


Reserved 


Reserved HDC_PKG_Enable 


Figure 14-16. |IA32_PKG_HDC_CTL MSR 


¢ HDC_PKG_Enable (bit 0, R/W) — Software sets this bit to enable HDC operation by allowing the processor 
to force to idle all “HDC-allowed” (see Figure 14.5.3) logical processors in the package. Clearing this bit 
disables HDC operation in the package by waking up all the processor cores that were forced into idle by a 
previous ‘0’-to-’1’ transition in IA32_PKG_HDC_CTL.HDC_PKG_Enable. This bit is writable only if 
CPUID.06H:EAX[bit 13] = 1. Default = zero (0). 


¢ Bits 63:1 are reserved and must be zero. 


After processor support is determined via CPUID, system software can enable HDC operation by setting 
IA32_PKG_HDC_CTL.HDC_PKG_Enable to 1. At reset, IA32_PKG_HDC_CTL.HDC_PKG_Enable is cleared to 0. A 
'O'-to-'1' transition in HDC_PKG_Enable allows the processor to force to idle all HDC-allowed (indicated by the non- 
zero state of IA32_PM_CTL1[bit 0]) logical processors in the package. A ‘1’-to-’0’ transition wakes up those HDC 
force-idled logical processors. 


Software can enable or disable HDC using this package level control multiple times from any logical processor in 
the package. Note the latency of writing a value to the package-visible IA32_PKG_HDC_CTL.HDC_PKG_Enable is 
longer than the latency of a WRMSR operation to a Logical Processor MSR (as opposed to package level MSR) such 
as: IA32_PM_CTLi (described in Section 14.5.3). Propagation of the change in 
IA32_PKG_HDC_CTL.HDC_PKG_Enable and reaching all HDC idled logical processor to be woken up may take on 
the order of core C6 exit latency. 
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14.5.3. Logical-Processor Level HDC Control 


The layout of the IA32_PM_CTL1 MSR is shown in Figure 14-17. Each logical processor in a package has its own 
IA32_PM_CTL1 MSR. The bit fields are described below: 


63 10 


Reserved 


HDC_Allow_Block 


Reserved 


Figure 14-17. IA32_PM_CTL1 MSR 


° HDC_Allow_Block (bit 0, R/W) — Software sets this bit to allow this logical processors to honor the 
package-level IA32_PKG_HDC_CTL.HDC_PKG_Enable control. Clearing this bit prevents this logical processor 
from using the HDC. This bit is writable only if CPUID.O6H:EAX[bit 13] = 1. Default = one (1). 


¢ Bits 63:1 are reserved and must be zero. 


Fine-grain OS control of HDC operation at the granularity of per-logical-processor is provided by IA32_PM_CTL1. At 
RESET, all logical processors are allowed to participate in HDC operation such that OS can manage HDC using the 
package-level IA32_PKG_HDC_CTL. 


Writes to IA32_PM_CTL1 complete with the latency that is typical to WRMSR to a Logical Processor level MSR. 
When the OS chooses to manage HDC operation at per-logical-processor granularity, it can write to IA32_PM_CTL1 
on one or more logical processors as desired. Each write to IA32_PM_CTL1 must be done by code that executes on 
the logical processor targeted to be allowed into or blocked from HDC operation. 


Blocking one logical processor for HDC operation may have package level impact. For example, the processor may 
decide to stop duty cycling of all other Logical Processors as well. 


The propagation of IA32_PKG_HDC_CTL.HDC_PKG_Enable in a package takes longer than a WRMSR to 
IA32_PM_CTL1. The last completed write to IA32_PM_CTL1 on a logical processor will be honored when a ‘0’-to-’1’ 
transition of IA32_PKG_HDC_CTL.HDC_PKG_Enable arrives to a logical processor. 


14.5.4 HDC Residency Counters 


There is a collection of counters available for software to track various residency metrics related to HDC operation. 
In general, HDC residency time is defined as the time in HDC forced idle state at the granularity of per-logical- 
processor, per-core, or package. At the granularity of per-core/package-level HDC residency, at least one of the 
logical processor in a core/package must be in the HDC forced idle state. 


14.5.4.1 IA32_THREAD_STALL 


Software can track per-logical-processor HDC residency using the architectural MSR IA32_THREAD_STALL.The 
layout of the IA32_THREAD_STALL MSR is shown in Figure 14-18. Each logical processor in a package has its own 
IA32_THREAD_STALL MSR. The bit fields are described below: 


63 0 


Stall_cycle_cnt 


Figure 14-18. IA32_THREAD_STALL MSR 
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¢ Stall_Cycle_Cnt (bits 63:0, R/O) — Stores accumulated HDC forced-idle cycle count of this processor core 
since last RESET. This counter increments at the same rate of the TSC. The count is updated only after the 
logical processor exits from the forced idled C-state. At each update, the number of cycles that the logical 
processor was Stalled due to forced-idle will be added to the counter. This counter is available only if 
CPUID.06H:EAX[bit 13] = 1. Default = zero (0). 


A value of zero in IA32_THREAD_STALL indicates either HDC is not supported or the logical processor never 
serviced any forced HDC idle. A non-zero value in IA32_THREAD_STALL indicates the HDC forced-idle residency 
times of the logical processor. It also indicates the forced-idle cycles due to HDC that could appear as CO time to 
traditional OS accounting mechanisms (e.g. time-stamping OS idle/exit events). 


Software can read IA32_THREAD_STALL irrespective of the state of IA32_PKG_HDC_CTL and IA32_PM_CTL1, as 
long as CPUID.O6H:EAX[bit 13] = 1. 


14.5.4.2 Non-Architectural HDC Residency Counters 


Processors that support HDC operation may provide the following model-specific HDC residency counters. 


MSR_CORE_HDC_RESIDENCY 


Software can track per-core HDC residency using the counter MSR_CORE_HDC_RESIDENCY. This counter incre- 
ments when the core is in C3 state or deeper (all logical processors in this core are idle due to either HDC or other 
mechanisms) and at least one of the logical processors is in HDC forced idle state. The layout of the 
MSR_CORE_HDC_RESIDENCY is shown in Figure 14-19. Each processor core in a package has its own 
MSR_CORE_HDC_RESIDENCY MSR. The bit fields are described below: 


63 0 


Core_Cx_duty_cycle_cnt 


Figure 14-19. MSR_CORE_HDC_RESIDENCY MSR 


° Core_Cx_Duty_Cycle_Cnt (bits 63:0, R/O) — Stores accumulated HDC forced-idle cycle count of this 
processor core since last RESET. This counter increments at the same rate of the TSC. The count is updated 
only after core C-state exit from a forced idled C-state. At each update, the increment counts cycles when the 
core is in a Cx state (all its logical processor are idle) and at least one logical processor in this core was forced 
into idle state due to HDC. If CPUID.O6H:EAX[bit 13] = 0, attempt to access this MSR will cause a #GP fault. 
Default = zero (0). 


A value of zero in MSR_CORE_HDC_RESIDENCY indicates either HDC is not supported or this processor core never 
serviced any forced HDC idle. 


MSR_PKG_HDC_SHALLOW_RESIDENCY 


The counter MSR_PKG_HDC_SHALLOW_RESIDENCY allows software to track HDC residency time when the 
package is in C2 state, all processor cores in the package are not active and at least one logical processor was 
forced into idle state due to HDC. The layout of the MSR_PKG_HDC_SHALLOW_RESIDENCY is shown in 

Figure 14-20. There is one MSR_PKG_HDC_SHALLOW_RESIDENCY per package. The bit fields are described 
below: 


63 0 


Pkg_Duty_cycle_cnt 


Figure 14-20. MSR_PKG_HDC_SHALLOW_RESIDENCY MSR 
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¢ Pkg_Duty_Cycle_Cnt (bits 63:0, R/O) — Stores accumulated HDC forced-idle cycle count of this processor 
core since last RESET. This counter increments at the same rate of the TSC. Package shallow residency may be 
implementation specific. In the initial implementation, the threshold is package C2-state. The count is updated 
only after package C2-state exit from a forced idled C-state. At each update, the increment counts cycles when 
the package is in C2 state and at least one processor core in this package was forced into idle state due to HDC. 
If CPUID.O6H:EAX[bit 13] = 0, attempt to access this MSR may cause a #GP fault. Default = zero (0). 


A value of zero in MSR_PKG_HDC_SHALLOW_RESIDENCY indicates either HDC is not supported or this processor 
package never serviced any forced HDC idle. 


MSR_PKG_HDC_DEEP_RESIDENCY 


The counter MSR_PKG_HDC_DEEP_RESIDENCY allows software to track HDC residency time when the package is 
in a software-specified package Cx state, all processor cores in the package are not active and at least one logical 
processor was forced into idle state due to HDC. Selection of a specific package Cx state can be configured using 
MSR_PKG_HDC_CONFIG. The layout of the MSR_PKG_HDC_DEEP_RESIDENCY is shown in Figure 14-21. There is 
one MSR_PKG_HDC_DEEP_RESIDENCY per package. The bit fields are described below: 


63 0 


Pkg_Cx_duty_cycle_cnt 


Figure 14-21. MSR_PKG_HDC_DEEP_RESIDENCY MSR 


¢ Pkg_Cx_Duty_Cycle_Cnt (bits 63:0, R/O) — Stores accumulated HDC forced-idle cycle count of this 
processor core since last RESET. This counter increments at the same rate of the TSC. The count is updated only 
after package C-state exit from a forced idle state. At each update, the increment counts cycles when the 
package is in the software-configured Cx state and at least one processor core in this package was forced into 
idle state due to HDC. If CPUID.O6H:EAX[bit 13] = 0, attempt to access this MSR may cause a #GP fault. 
Default = zero (0). 


A value of zero in MSR_PKG_HDC_SHALLOW_RESIDENCY indicates either HDC is not supported or this processor 
package never serviced any forced HDC idle. 


MSR_PKG_HDC_CONFIG 


MSR_PKG_HDC_CONFIG allows software to configure the package Cx state that the counter 
MSR_PKG_HDC_DEEP_RESIDENCY monitors. The layout of the MSR_PKG_HDC_CONFIG is shown in Figure 14-22. 
There is one MSR_PKG_HDC_CONFIG per package. The bit fields are described below: 


63 2 0 


Reserved 


HDC_Cx_Monitor 


Reserved 


Figure 14-22. MSR_PKG_HDC_CONFIG MSR 


° Pkg_Cx_Monitor (bits 2:0, R/W) — Selects which package C-state the MSR_HDC_DEEP_RESIDENCY 
counter will monitor. The encoding of the HDC_Cx_Monitor field are: 0: no-counting; 1: count package C2 only, 
2: count package C3 and deeper; 3: count package C6 and deeper; 4: count package C7 and deeper; other 
encodings are reserved. If CPUID.06H:EAX[bit 13] = 0, attempt to access this MSR may cause a #GP fault. 
Default = zero (0). 


¢ Bits 63:3 are reserved and must be zero. 
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14.5.5 MPERF and APERF Counters Under HDC 


HDC operation can be thought of as an average effective frequency drop due to all or some of the Logical Proces- 
sors enter an idle state period. 


1600 MHz: 25% Utilization /75% Forced Idle 


Jo oLI LI LI LI 


Effective Frequency @ 100% Utilization: 400 MHz 


Figure 14-23. Example of Effective Frequency Reduction and Forced Idle Period of HDC 


By default, the IA32_MPERF counter counts during forced idle periods as if the logical processor was active. The 
IA32_APERF counter does not count during forced idle state. This counting convention allows the OS to compute 
the average effective frequency of the Logical Processor between the last MWAIT exit and the next MWAIT entry 
(OS visible CO) by AACNT/AMCNT * TSC Frequency. 


14.6 HARDWARE FEEDBACK INTERFACE 


Intel processors that enumerate CPUID.06H.OH:EAX.HW_FEEDBACK[bit 19] as 1 support Hardware Feedback 
Interface. Hardware provides guidance to the Operating System (OS) scheduler to perform optimal workload 
scheduling through a hardware feedback interface structure in memory. This structure has a global header that is 
16 byte in size. Following this global header, there is one 8 byte entry per logical processor in the socket. The struc- 
ture is designed as follows. 


Table 14-4. Hardware Feedback Interface Structure 


Byte Offset Size (Bytes) Description 

0 16 Global Header 

16 8 Per Logical Processor Entry 
24 8 Per Logical Processor Entry 
16+n*8 8 Per Logical Processor Entry 


The global header is structured as shown in Table 14-5. 
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Table 14-5. Hardware Feedback Interface Global Header Structure 


Byte Offset Size (Bytes) Field Name Description 
0 8 Timestamp Timestamp of when the table was last updated by hardware. This is a 
timestamp in crystal clock units. 
Initialized by OS to O. 
8 1 Performance If set to 1, indicates the performance capability field for one or more logical 
Capability Changed | processors was updated in the table. 
Initialized by OS to O. 
9 1 Energy Efficiency If set to 1, indicates the energy efficiency capability field for one or more 
Capability Changed | logical processors was updated in the table. 
Initialized by OS to O. 
10 6 Reserved Initialized by OS to 0. 


The per logical processor scheduler feedback entry is structured as follows. The operating system can determine 
the index of the logical processor feedback entry for a logical processor using CPUID.06H.OH:EDX[31:16] by 


executing CPUID on that logical processor. 


Table 14-6. Hardware Feedback Interface Logical Processor Entry Structure 


Byte Offset 


Size (Bytes) 


Field Name 


Description 


0 


1 


Performance 
Capability 


Performance capability is an 8-bit value (0 ... 255) specifying the relative 
performance level of a logical processor. Higher values indicate higher perfor- 
mance; the lowest performance level of 0 indicates a recommendation to the OS to 
not schedule any software threads on it for performance reasons. OS scheduler is 
expected to initialize the Hardware Feedback Interface Structure to O prior to 
enabling Hardware Feedback. 

CPUID.O6H.OH:EDX[0] enumerates support for Performance capability reporting. 


Energy 
Efficiency 
Capability 


Energy Efficiency capability is an 8-bit value (0 ... 255) specifying the relative 
energy efficiency level of a logical processor. Higher values indicate higher energy 
efficiency; the lowest energy efficiency capability of O indicates a recommendation 
to the OS to not schedule any software threads on it for efficiency reasons. OS 
scheduler is expected to initialize the Hardware Feedback Interface Structure to 0 
prior to enabling Hardware Feedback. 

CPUID.O6H.OH:EDX[1] enumerates support for Energy Efficiency capability 
reporting. 


14.6.1 


Reserved 


OS scheduler is expected to initialize the Hardware Feedback Interface Structure 
to O prior to enabling Hardware Feedback. 


Hardware Feedback Interface Pointer 


The physical address of the hardware feedback interface structure is programmed by the OS into a package scoped 
MSR named IA32_HW_FEEDBACK_PTR. The MSR is structured as follows: 


* Bits 63:MAXPHYADDR! - Reserved. 
¢ Bits MAXPHYADDR-1:12 - ADDR. This is the physical address of the page frame of the first page of this 


structure. 


e = ©Bits 11:1 - 


Reserved. 


° Bit O - Valid. When set to 1, indicates a valid pointer is programmed into the ADDR field of the MSR. 
The address of this MSR is 17D0H. 


1. MAXPHYADDR is reported in CPUID.B0000008H:EAX[7:0]. 
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CPUID.06H.OH:EDX[11:8] enumerates the size of memory that must be allocated by the OS for this structure. 


14.6.2 | Hardware Feedback Interface Configuration 


The operating system enables the hardware feedback interface using a package scoped MSR named 
IA32_HW_FEEDBACK_CONFIG (address 17D1H). 


The MSR is structured as follows: 
° = Bits 63:1 - Reserved. 
¢ Bit 0 - Enable. When set to 1, enables the hardware feedback interface. 


Before enabling the hardware feedback interface, the OS must set a valid hardware feedback interface structure 
using IA32_HW_FEEDBACK_PTR. 


When the Enable bit transitions from 1 to 0, hardware sets the IA32_PACKAGE_THERM_STATUS bit 26 to 1 to 
acknowledge disabling of the interface. The OS must wait for this bit to be set to 1 after disabling the interface 
before reclaiming the memory allocated for this structure. When this bit is set to 1, it is safe to reclaim the memory 
as it is guaranteed that there are no writes in progress to this structure by hardware. 


Execution of GETSEC[SENTER] clears the enable bit to 0 on all sockets in the platform. 


14.6.3 Hardware Feedback Interface Notifications 


The IA32_PACKAGE_THERM_STATUS MSR is extended with a new bit, hardware feedback interface structure 
change status (bit 26, R/WCO), to indicate that the hardware has updated the hardware feedback interface struc- 
ture. This is a sticky bit and once set, indicates that the OS should read the structure to determine the change and 
adjust its scheduling decisions. Once set, the hardware will not generate any further updates to this structure until 
the OS clears this bit by writing 0. 


The OS can enable interrupt-based notifications when the structure is updated by hardware through a new enable 
bit, hardware feedback interrupt enable (bit 25, R/W), in the IA32_PACKAGE_THERM_INTERRUPT MSR. When this 
bit is set to 1, it enables the generation of an interrupt when the hardware feedback interface structure is updated 
by hardware. When the Enable bit transitions from 0 to 1, hardware will generate an initial notify, with the 
IA32_PACKAGE_THERM_STATUS bit 26 set to 1, to indicate that the OS should read the current hardware feedback 
interface structure. 


14.7. MWAIT EXTENSIONS FOR ADVANCED POWER MANAGEMENT 


IA-32 processors may support a number of C-states* that reduce power consumption for inactive states. Intel Core 
Solo and Intel Core Duo processors support both deeper C-state and MWAIT extensions that can be used by OS to 
implement power management policy. 


Software should use CPUID to discover if a target processor supports the enumeration of MWAIT extensions. If 
CPUID.0O5H.ECX[Bit 0] = 1, the target processor supports MWAIT extensions and their enumeration (see Chapter 
4, “Instruction Set Reference, M-U,” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
2B). 

If CPUID.O5H.ECX[Bit 1] = 1, the target processor supports using interrupts as break-events for MWAIT, even 
when interrupts are disabled. Use this feature to measure C-state residency as follows: 


°* Software can write to bit 0 in the MWAIT Extensions register (ECX) when issuing an MWAIT to enter into a 
processor-specific C-state or sub C-state. 


¢ When a processor comes out of an inactive C-state or sub C-state, software can read a timestamp before an 
interrupt service routine (ISR) is potentially executed. 


2. The processor-specific C-states defined in MWAIT extensions can map to ACPI defined C-state types (CO, C1, C2, C3). The mapping 
relationship depends on the definition of a C-state by processor implementation and is exposed to OSPM by the BIOS using the ACPI 
defined _CST table. 
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CPUID.05H.EDX allows software to enumerate processor-specific C-states and sub C-states available for use with 
MWAIT extensions. IA-32 processors may support more than one C-state of a given C-state type. These are called 
sub C-states. Numerically higher C-state have higher power savings and latency (upon entering and exiting) than 
lower-numbered C-state. 


At CPL = 0, system software can specify desired C-state and sub C-state by using the MWAIT hints register (EAX). 
Processors will not go to C-state and sub C-state deeper than what is specified by the hint register. If CPL > 0 and 
if MONITOR/MWATT is supported at CPL > 0, the processor will only enter Ci-state (regardless of the C-state 
request in the hints register). 


Executing MWAIT generates an exception on processors operating at a privilege level where MONITOR/MWAIT are 
not supported. 


NOTE 


If MWAIT is used to enter a C-state (including sub C-state) that is numerically higher than Cl, a 
store to the address range armed by MONITOR instruction will cause the processor to exit MWAIT if 
the store was originated by other processor agents. A store from non-processor agent may not 
cause the processor to exit MWAIT. 


14.8 THERMAL MONITORING AND PROTECTION 


The IA-32 architecture provides the following mechanisms for monitoring temperature and controlling thermal 
power: 


1. The catastrophic shutdown detector forces processor execution to stop if the processor’s core temperature 
rises above a preset limit. 


2. Automatic and adaptive thermal monitoring mechanisms force the processor to reduce it’s power 
consumption in order to operate within predetermined temperature limits. 


3. The software controlled clock modulation mechanism permits operating systems to implement power 
management policies that reduce power consumption; this is in addition to the reduction offered by automatic 
thermal monitoring mechanisms. 


4. On-die digital thermal sensor and interrupt mechanisms permit the OS to manage thermal conditions 
natively without relying on BIOS or other system board components. 


The first mechanism is not visible to software. The other three mechanisms are visible to software using processor 
feature information returned by executing CPUID with EAX = 1. 


The second mechanism includes: 


¢ Automatic thermal monitoring provides two modes of operation. One mode modulates the clock duty cycle; 
the second mode changes the processor’s frequency. Both modes are used to control the core temperature of 
the processor. 


¢ Adaptive thermal monitoring can provide flexible thermal management on processors made of multiple 
cores. 


The third mechanism modulates the clock duty cycle of the processor. As shown in Figure 14-24, the phrase ‘duty 
cycle’ does not refer to the actual duty cycle of the clock signal. Instead it refers to the time period during which the 
clock signal is allowed to drive the processor chip. By using the stop clock mechanism to control how often the 
processor is clocked, processor power consumption can be modulated. 


14-28 Vol. 3B 


POWER AND THERMAL MANAGEMENT 


Clock Applied to Processor 


Stop-Clock Duty Cycle 


25% Duty Cycle (example only) 


Figure 14-24. Processor Modulation Through Stop-Clock Mechanism 


For previous automatic thermal monitoring mechanisms, software controlled mechanisms that changed processor 
operating parameters to impact changes in thermal conditions. Software did not have native access to the native 
thermal condition of the processor; nor could software alter the trigger condition that initiated software program 

control. 


The fourth mechanism (listed above) provides access to an on-die digital thermal sensor using a model-specific 
register and uses an interrupt mechanism to alert software to initiate digital thermal monitoring. 


14.8.1 Catastrophic Shutdown Detector 


P6 family processors introduced a thermal sensor that acts as a catastrophic shutdown detector. This catastrophic 
shutdown detector was also implemented in Pentium 4, Intel Xeon and Pentium M processors. It is always enabled. 
When processor core temperature reaches a factory preset level, the sensor trips and processor execution is halted 
until after the next reset cycle. 


14.8.2 | Thermal Monitor 


Pentium 4, Intel Xeon and Pentium M processors introduced a second temperature sensor that is factory-calibrated 
to trip when the processor’s core temperature crosses a level corresponding to the recommended thermal design 
envelop. The trip-temperature of the second sensor is calibrated below the temperature assigned to the cata- 
strophic shutdown detector. 


14.8.2.1 Thermal Monitor 1 


The Pentium 4 processor uses the second temperature sensor in conjunction with a mechanism called Thermal 
Monitor 1 (TM1) to control the core temperature of the processor. TM1 controls the processor’s temperature by 
modulating the duty cycle of the processor clock. Modulation of duty cycles is processor model specific. Note that 
the processors STPCLK# pin is not used here; the stop-clock circuitry is controlled internally. 


Support for TM1 is indicated by CPUID.1:EDX.TM[bit 29] = 1. 


TM1 is enabled by setting the thermal-monitor enable flag (bit 3) in IA32_MISC_ENABLE [see Chapter 2, “Model- 
Specific Registers (MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4]. 
Following a power-up or reset, the flag is cleared, disabling TM1. BIOS is required to enable only one automatic 
thermal monitoring modes. Operating systems and applications must not disable the operation of these mecha- 
nisms. 


14.8.2.2 Thermal Monitor 2 


An additional automatic thermal protection mechanism, called Thermal Monitor 2 (TM2), was introduced in the 
Intel Pentium M processor and also incorporated in newer models of the Pentium 4 processor family. Intel Core Duo 
and Solo processors, and Intel Core 2 Duo processor family all support TM1 and TM2. TM2 controls the core 
temperature of the processor by reducing the operating frequency and voltage of the processor and offers a higher 
performance level for a given level of power reduction than TM1. 
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TM2 is triggered by the same temperature sensor as TM1. The mechanism to enable TM2 may be implemented 
differently across various IA-32 processor families with different CPUID signatures in the family encoding value, but 
will be uniform within an IA-32 processor family. 


Support for TM2 is indicated by CPUID.1:ECX.TM2[bit 8] = 1. 


14.8.2.3. Two Methods for Enabling TM2 


On processors with CPUID family/model/stepping signature encoded as 0x69n or Ox6Dn (early Pentium M proces- 
sors), TM2 is enabled if the TM_SELECT flag (bit 16) of the MSR_THERM2_CTL register is set to 1 (Figure 14-25) 
and bit 3 of the IA32_MISC_ENABLE register is set to 1. 


Following a power-up or reset, the TM_SELECT flag may be cleared. BIOS is required to enable either TM1 or TM2. 
Operating systems and applications must not disable mechanisms that enable TM1 or TM2. If bit 3 of the 
IA32_MISC_ENABLE register is set and TM_SELECT flag of the MSR_THERM2_CTL register is cleared, TM1 is 
enabled. 


31 16 0 
Reserved Reserved 


TM_SELECT 


Figure 14-25. MSR_THERM2_CTL Register On Processors with CPUID Family/Model/Stepping Signature Encoded 
as Ox69n or Ox6Dn 


On processors introduced after the Pentium 4 processor (this includes most Pentium M processors), the method 
used to enable TM2 is different. TM2 is enable by setting bit 13 of IA32_MISC_ENABLE register to 1. This applies to 
Intel Core Duo, Core Solo, and Intel Core 2 processor family. 


The target operating frequency and voltage for the TM2 transition after TM2 is triggered is specified by the value 
written to MSR_THERM2_CTL, bits 15:0 (Figure 14-26). Following a power-up or reset, BIOS is required to enable 
at least one of these two thermal monitoring mechanisms. If both TM1 and TM2 are supported, BIOS may choose 
to enable TM2 instead of TM1. Operating systems and applications must not disable the mechanisms that enable 
TMior TM2; and they must not alter the value in bits 15:0 of the MSR_THERM2_CTL register. 


Reserved 


TM2 Transition Target | 


Figure 14-26. MSR_THERM2_CTL Register for Supporting TM2 


14.8.2.4 Performance State Transitions and Thermal Monitoring 


If the thermal control circuitry (TCC) for thermal monitor (TM1/TM2) is active, writes to the IA32_PERF_CTL will 
effect a new target operating point as follows: 


° If TM1 is enabled and the TCC is engaged, the performance state transition can commence before the TCC is 
disengaged. 
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¢ If TM2 is enabled and the TCC is engaged, the performance state transition specified by a write to the 
IA32_PERF_CTL will commence after the TCC has disengaged. 


14.8.2.5 Thermal Status Information 


The status of the temperature sensor that triggers the thermal monitor (TM1/TM2) is indicated through the thermal 
status flag and thermal status log flag in the IA32_THERM_STATUS MSR (see Figure 14-27). 


The functions of these flags are: 


° Thermal Status flag, bit 0 — When set, indicates that the processor core temperature is currently at the trip 
temperature of the thermal monitor and that the processor power consumption is being reduced via either TM1 
or TM2, depending on which is enabled. When clear, the flag indicates that the core temperature is below the 
thermal monitor trip temperature. This flag is read only. 


¢ Thermal Status Log flag, bit 1 — When set, indicates that the thermal sensor has tripped since the last 
power-up or reset or since the last time that software cleared this flag. This flag is a sticky bit; once set it 
remains set until cleared by software or until a power-up or reset of the processor. The default state is clear. 


63 210 


Reserved 


Thermal Status Log = 


Thermal Status 


Figure 14-27. IA32_THERM_STATUS MSR 


After the second temperature sensor has been tripped, the thermal monitor (TM1/TM2) will remain engaged for a 
minimum time period (on the order of 1 ms). The thermal monitor will remain engaged until the processor core 
temperature drops below the preset trip temperature of the temperature sensor, taking hysteresis into account. 


While the processor is in a stop-clock state, interrupts will be blocked from interrupting the processor. This holding 
off of interrupts increases the interrupt latency, but does not cause interrupts to be lost. Outstanding interrupts 
remain pending until clock modulation is complete. 


The thermal monitor can be programmed to generate an interrupt to the processor when the thermal sensor is 
tripped; this is called a thermal interrupt. The delivery mode, mask and vector for this interrupt can be 
programmed through the thermal entry in the local APIC’s LVT (see Section 10.5.1, “Local Vector Table”). The low- 
temperature interrupt enable and high-temperature interrupt enable flags in the IA32_THERM_INTERRUPT MSR 
(see Figure 14-28) control when the interrupt is generated; that is, on a transition from a temperature below the 
trip point to above and/or vice-versa. 


63 


Reserved 


210 
Low-Temperature Interrupt Enable __ | 


High-Temperature Interrupt Enable 


Figure 14-28. IA32_THERM_INTERRUPT MSR 


¢ High-Temperature Interrupt Enable flag, bit 0 — Enables an interrupt to be generated on the transition 
from a low-temperature to a high-temperature when set; disables the interrupt when clear.(R/W). 


¢ Low-Temperature Interrupt Enable flag, bit 1 — Enables an interrupt to be generated on the transition 
from a high-temperature to a low-temperature when set; disables the interrupt when clear. 


The thermal interrupt can be masked by the thermal LVT entry. After a power-up or reset, the low-temperature 
interrupt enable and high-temperature interrupt enable flags in the IA32_THERM_INTERRUPT MSR are cleared 
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(interrupts are disabled) and the thermal LVT entry is set to mask interrupts. This interrupt should be handled 
either by the operating system or system management mode (SMM) code. 


Note that the operation of the thermal monitoring mechanism has no effect upon the clock rate of the processor's 
internal high-resolution timer (time stamp counter). 


14.8.2.6 Adaptive Thermal Monitor 


The Intel Core 2 Duo processor family supports enhanced thermal management mechanism, referred to as Adap- 
tive Thermal Monitor (Adaptive TM). 


Unlike TM2, Adaptive TM is not limited to one TM2 transition target. During a thermal trip event, Adaptive TM (if 
enabled) selects an optimal target operating point based on whether or not the current operating point has effec- 
tively cooled the processor. 


Similar to TM2, Adaptive TM is enable by BIOS. The BIOS is required to test the TM1 and TM2 feature flags and 
enable all available thermal control mechanisms (including Adaptive TM) at platform initiation. 


Adaptive TM is available only to a subset of processors that support TM2. 


In each chip-multiprocessing (CMP) silicon die, each core has a unique thermal sensor that triggers independently. 
These thermal sensor can trigger TM1 or TM2 transitions in the same manner as described in Section 14.8.2.1 and 
Section 14.8.2.2. The trip point of the thermal sensor is not programmable by software since it is set during the 
fabrication of the processor. 


Each thermal sensor in a processor core may be triggered independently to engage thermal management features. 
In Adaptive TM, both cores will transition to a lower frequency and/or lower voltage level if one sensor is triggered. 


Triggering of this sensor is visible to software via the thermal interrupt LVT entry in the local APIC of a given core. 


14.8.3. Software Controlled Clock Modulation 


Pentium 4, Intel Xeon and Pentium M processors also support software-controlled clock modulation. This provides 
a means for operating systems to implement a power management policy to reduce the power consumption of the 
processor. Here, the stop-clock duty cycle is controlled by software through the IA32_CLOCK_MODULATION MSR 
(see Figure 14-29). 
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On-Demand Clock Modulation Enable 
On-Demand Clock Modulation Duty Cycle 


Reserved 


Figure 14-29. 1A32_CLOCK_MODULATION MSR 


The IA32_CLOCK_MODULATION MSR contains the following flag and field used to enable software-controlled clock 
modulation and to select the clock modulation duty cycle: 


¢ On-Demand Clock Modulation Enable, bit 4 — Enables on-demand software controlled clock modulation 
when set; disables software-controlled clock modulation when clear. 


* On-Demand Clock Modulation Duty Cycle, bits 1 through 3 — Selects the on-demand clock modulation 
duty cycle (see Table 14-7). This field is only active when the on-demand clock modulation enable flag is set. 


Note that the on-demand clock modulation mechanism (like the thermal monitor) controls the processor’s stop- 
clock circuitry internally to modulate the clock signal. The STPCLK# pin is not used in this mechanism. 


14-32 Vol. 3B 


POWER AND THERMAL MANAGEMENT 


Table 14-7. On-Demand Clock Modulation Duty Cycle Field Encoding 


Duty Cycle Field Encoding Duty Cycle 
000B Reserved 
001B 12.5% (Default) 
010B 25.0% 
011B 37.5% 
100B 50.0% 
101B 63.5% 
110B 75% 
111B 87.5% 


The on-demand clock modulation mechanism can be used to control processor power consumption. Power 
management software can write to the IA32_CLOCK_MODULATION MSR to enable clock modulation and to select 
a modulation duty cycle. If on-demand clock modulation and TM1 are both enabled and the thermal status of the 
processor is hot (bit 0 of the IA32_THERM_STATUS MSR is set), clock modulation at the duty cycle specified by TM1 
takes precedence, regardless of the setting of the on-demand clock modulation duty cycle. 


For Hyper-Threading Technology enabled processors, the IA32_CLOCK_MODULATION register is duplicated for 
each logical processor. In order for the On-demand clock modulation feature to work properly, the feature must be 
enabled on all the logical processors within a physical processor. If the programmed duty cycle is not identical for 
all the logical processors, the processor core clock will modulate to the highest duty cycle programmed for proces- 
sors with any of the following CPUID DisplayFamily_DisplayModel signatures (see CPUID instruction in Chapter3, 
“Instruction Set Reference, A-L” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
2A): 06_1A, 06_1C, 06_1E, 06_1F, 06_25, 06_26, 06_27, 06_2C, 06_2E, 06_2F, 06_35, 06_36, and OF_xx. For all 
other processors, if the programmed duty cycle is not identical for all logical processors in the same core, the 
processor core will modulate at the lowest programmed duty cycle. 


For multiple processor cores in a physical package, each processor core can modulate to a programmed duty cycle 
independently. 


For the P6 family processors, on-demand clock modulation was implemented through the chipset, which controlled 
clock modulation through the processor’s STPCLK# pin. 


14.8.3.1 Extension of Software Controlled Clock Modulation 


Extension of the software controlled clock modulation facility supports on-demand clock modulation duty cycle with 
4-bit dynamic range (increased from 3-bit range). Granularity of clock modulation duty cycle is increased to 6.25% 
(compared to 12.5%). 


Four bit dynamic range control is provided by using bit 0 in conjunction with bits 3:1 of the 
IA32_CLOCK_MODULATION MSR (see Figure 14-30). 
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Figure 14-30. 1A32_CLOCK_MODULATION MSR with Clock Modulation Extension 


Extension to software controlled clock modulation is supported only if CPUID.06H:EAX[Bit 5] = 1. If 
CPUID.06H:EAX[Bit 5] = 0, then bit 0 of IA32_CLOCK_MODULATION is reserved. 
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14.8.4 Detection of Thermal Monitor and Software Controlled Clock Modulation Facilities 


The ACPI flag (bit 22) of the CPUID feature flags indicates the presence of the IA32_THERM_STATUS, 
IA32_THERM_INTERRUPT, IA32_CLOCK_MODULATION MSRs, and the xAPIC thermal LVT entry. 


The TM1 flag (bit 29) of the CPUID feature flags indicates the presence of the automatic thermal monitoring facili- 
ties that modulate clock duty cycles. 


14.8.4.1 Detection of Software Controlled Clock Modulation Extension 


Processor’s support of software controlled clock modulation extension is indicated by CPUID.O6H:EAX[Bit 5] = 1. 


14.8.5 On Die Digital Thermal Sensors 


On die digital thermal sensor can be read using an MSR (no I/O interface). In Intel Core Duo processors, each core 
has a unique digital sensor whose temperature is accessible using an MSR. The digital thermal sensor is the 
preferred method for reading the die temperature because (a) it is located closer to the hottest portions of the die, 
(b) it enables software to accurately track the die temperature and the potential activation of thermal throttling. 


14.8.5.1 Digital Thermal Sensor Enumeration 


The processor supports a digital thermal sensor if CPUID.O6H.EAX[0] = 1. If the processor supports digital thermal 
sensor, EBX[bits 3:0] determine the number of thermal thresholds that are available for use. 


Software sets thermal thresholds by using the IA32_THERM_INTERRUPT MSR. Software reads output of the digital 
thermal sensor using the IA32_THERM_STATUS MSR. 


14.8.5.2 Reading the Digital Sensor 


Unlike traditional analog thermal devices, the output of the digital thermal sensor is a temperature relative to the 
maximum supported operating temperature of the processor. 


Temperature measurements returned by digital thermal sensors are always at or below TCC activation tempera- 
ture. Critical temperature conditions are detected using the “Critical Temperature Status” bit. When this bit is set, 
the processor is operating at a critical temperature and immediate shutdown of the system should occur. Once the 
“Critical Temperature Status” bit is set, reliable operation is not guaranteed. 


See Figure 14-31 for the layout of IA32_THERM_STATUS MSR. Bit fields include: 


° Thermal Status (bit 0, RO) — This bit indicates whether the digital thermal sensor high-temperature output 
signal (PROCHOT#) is currently active. Bit 0 = 1 indicates the feature is active. This bit may not be written by 
software; it reflects the state of the digital thermal sensor. 

* Thermal Status Log (bit 1, R/WCO) — This is a sticky bit that indicates the history of the thermal sensor 
high temperature output signal (PROCHOT#). Bit 1 = 1 if PROCHOT# has been asserted since a previous 
RESET or the last time software cleared the bit. Software may clear this bit by writing a zero. 

¢ PROCHOT# or FORCEPR# Event (bit 2, RO) — Indicates whether PROCHOT# or FORCEPR# is being 
asserted by another agent on the platform. 
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Reserved 


Reading Valid _ 


Resolution in Deg. Celsius 
Digital Readout 
Power Limit Notification Log 
Power Limit Notification Status 
Thermal Threshold #2 Log 
Thermal Threshold #2 Status 
Thermal Threshold #1 Log 

Thermal Threshold #1 Status 
Critical Temperature Log 
Critical Temperature Status 
PROCHOT# or FORCEPR# Log 
PROCHOT# or FORCEPR# Event 
Thermal Status Log 
Thermal Status 


Figure 14-31. IA32_THERM_STATUS Register 


PROCHOT# or FORCEPR# Log (bit 3, R/WCO) — Sticky bit that indicates whether PROCHOT# or 
FORCEPR# has been asserted by another agent on the platform since the last clearing of this bit or a reset. If 
bit 3 = 1, PROCHOT# or FORCEPR# has been externally asserted. Software may clear this bit by writing a zero. 
External PROCHOT# assertions are only acknowledged if the Bidirectional Prochot feature is enabled. 


Critical Temperature Status (bit 4, RO) — Indicates whether the critical temperature detector output signal 
is currently active. If bit 4 = 1, the critical temperature detector output signal is currently active. 


Critical Temperature Log (bit 5, R/WCO) — Sticky bit that indicates whether the critical temperature 
detector output signal has been asserted since the last clearing of this bit or reset. If bit 5 = 1, the output 
signal has been asserted. Software may clear this bit by writing a zero. 


Thermal Threshold #1 Status (bit 6, RO) — Indicates whether the actual temperature is currently higher 
than or equal to the value set in Thermal Threshold #1. If bit 6 = 0, the actual temperature is lower. If 

bit 6 = 1, the actual temperature is greater than or equal to TT#1. Quantitative information of actual 
temperature can be inferred from Digital Readout, bits 22:16. 


Thermal Threshold #1 Log (bit 7, R/ WCO) — Sticky bit that indicates whether the Thermal Threshold #1 
has been reached since the last clearing of this bit or a reset. If bit 7 = 1, the Threshold #1 has been reached. 
Software may clear this bit by writing a zero. 


Thermal Threshold #2 Status (bit 8, RO) — Indicates whether actual temperature is currently higher than 
or equal to the value set in Thermal Threshold #2. If bit 8 = 0, the actual temperature is lower. If bit 8 = 1, the 
actual temperature is greater than or equal to TT#2. Quantitative information of actual temperature can be 
inferred from Digital Readout, bits 22:16. 


Thermal Threshold #2 Log (bit 9, R/WCO) — Sticky bit that indicates whether the Thermal Threshold #2 
has been reached since the last clearing of this bit or a reset. If bit 9 = 1, the Thermal Threshold #2 has been 
reached. Software may clear this bit by writing a zero. 


Power Limitation Status (bit 10, RO) — Indicates whether the processor is currently operating below OS- 
requested P-state (specified in IA32_PERF_CTL) or OS-requested clock modulation duty cycle (specified in 
IA32_CLOCK_MODULATION). This field is supported only if CPUID.O6H:EAX[bit 4] = 1. Package level power 
limit notification can be delivered independently to IA32_PACKAGE_THERM_STATUS MSR. 


Power Notification Log (bit 11, R/WCO) — Sticky bit that indicates the processor went below OS- 
requested P-state or OS-requested clock modulation duty cycle since the last clearing of this or RESET. This 
field is supported only if CPUID.0O6H:EAX[bit 4] = 1. Package level power limit notification is indicated indepen- 
dently in IA32_PACKAGE_THERM_STATUS MSR. 
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Digital Readout (bits 22:16, RO) — Digital temperature reading in 1 degree Celsius relative to the TCC 
activation temperature. 


0: TCC Activation temperature, 
1: (TCC Activation - 1) , etc. See the processor’s data sheet for details regarding TCC activation. 
A lower reading in the Digital Readout field (bits 22:16) indicates a higher actual temperature. 


Resolution in Degrees Celsius (bits 30:27, RO) — Specifies the resolution (or tolerance) of the digital 
thermal sensor. The value is in degrees Celsius. It is recommended that new threshold values be offset from the 
current temperature by at least the resolution + 1 in order to avoid hysteresis of interrupt generation. 


Reading Valid (bit 31, RO) — Indicates if the digital readout in bits 22:16 is valid. The readout is valid if 
bit 31 = 1. 


Changes to temperature can be detected using two thresholds (see Figure 14-32); one is set above and the other 
below the current temperature. These thresholds have the capability of generating interrupts using the core's local 
APIC which software must then service. Note that the local APIC entries used by these thresholds are also used by 
the Intel® Thermal Monitor; it is up to software to determine the source of a specific interrupt. 
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Reserved 


Power Limit Notification Zoe —! 


Threshold #2 Interrupt Enable 
Threshold #2 Value 
Threshold #1 Interrupt Enable 
Threshold #1 Value 
Overheat Interrupt Enable 
FORCPR# Interrupt Enable 
PROCHOT# Interrupt Enable 
Low Temp. Interrupt Enable 
High Temp. Interrupt Enable 


Figure 14-32. |A32_THERM_INTERRUPT Register 


See Figure 14-32 for the layout of IA32_THERM_INTERRUPT MSR. Bit fields include: 


High-Temperature Interrupt Enable (bit 0, R/W) — This bit allows the BIOS to enable the generation of 
an interrupt on the transition from low-temperature to a high-temperature threshold. Bit 0 = 0 (default) 
disables interrupts; bit 0 = 1 enables interrupts. 


Low-Temperature Interrupt Enable (bit 1, R/W) — This bit allows the BIOS to enable the generation of an 
interrupt on the transition from high-temperature to a low-temperature (TCC de-activation). Bit 1 = 0 (default) 
disables interrupts; bit 1 = 1 enables interrupts. 


PROCHOT# Interrupt Enable (bit 2, R/W) — This bit allows the BIOS or OS to enable the generation of an 
interrupt when PROCHOT# has been asserted by another agent on the platform and the Bidirectional Prochot 
feature is enabled. Bit 2 = O disables the interrupt; bit 2 = 1 enables the interrupt. 


FORCEPR# Interrupt Enable (bit 3, R/W) — This bit allows the BIOS or OS to enable the generation of an 
interrupt when FORCEPR# has been asserted by another agent on the platform. Bit 3 = 0 disables the 
interrupt; bit 3 = 1 enables the interrupt. 


Critical Temperature Interrupt Enable (bit 4, R/W) — Enables the generation of an interrupt when the 
Critical Temperature Detector has detected a critical thermal condition. The recommended response to this 
condition is a system shutdown. Bit 4 = 0 disables the interrupt; bit 4 = 1 enables the interrupt. 


Threshold #1 Value (bits 14:8, R/W) — A temperature threshold, encoded relative to the TCC Activation 
temperature (using the same format as the Digital Readout). This threshold is compared against the Digital 
Readout and is used to generate the Thermal Threshold #1 Status and Log bits as well as the Threshold #1 
thermal interrupt delivery. 
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¢ Threshold #1 Interrupt Enable (bit 15, R/W) — Enables the generation of an interrupt when the actual 
temperature crosses the Threshold #1 setting in any direction. Bit 15 = 1 enables the interrupt; bit 15 = 0 
disables the interrupt. 


¢ Threshold #2 Value (bits 22:16, R/W) —A temperature threshold, encoded relative to the TCC Activation 
temperature (using the same format as the Digital Readout). This threshold is compared against the Digital 
Readout and is used to generate the Thermal Threshold #2 Status and Log bits as well as the Threshold #2 
thermal interrupt delivery. 


¢ Threshold #2 Interrupt Enable (bit 23, R/W) — Enables the generation of an interrupt when the actual 
temperature crosses the Threshold #2 setting in any direction. Bit 23 = lenables the interrupt; bit 23 = 0 
disables the interrupt. 

° Power Limit Notification Enable (bit 24, R/W) — Enables the generation of power notification events when 
the processor went below OS-requested P-state or OS-requested clock modulation duty cycle. This field is 
supported only if CPUID.O6H:EAX[bit 4] = 1. Package level power limit notification can be enabled indepen- 
dently by IA32_PACKAGE_THERM_INTERRUPT MSR. 


14.8.6 Power Limit Notification 


Platform firmware may be capable of specifying a power limit to restrict power delivered to a platform component, 
such as a physical processor package. This constraint imposed by platform firmware may occasionally cause the 
processor to operate below OS-requested P or T-state. A power limit notification event can be delivered using the 
existing thermal LVT entry in the local APIC. 


Software can enumerate the presence of the processor’s support for power limit notification by verifying 
CPUID.0O6H:EAX[bit 4] = 1. 

If CPUID.O6H:EAX[bit 4] = 1, then IA32_THERM_INTERRUPT and IA32_THERM_STATUS provides the following 
facility to manage power limit notification: 


¢ = Bits 10 and 11 in IA32_THERM_STATUS informs software of the occurrence of processor operating below OS- 
requested P-state or clock modulation duty cycle setting (see Figure 14-31). 


° Bit 24 in IA32_THERM_INTERRUPT enables the local APIC to deliver a thermal event when the processor went 
below OS-requested P-state or clock modulation duty cycle setting (see Figure 14-32). 


14.9 PACKAGE LEVEL THERMAL MANAGEMENT 


The thermal management facilities like IA32_THERM_INTERRUPT and IA32_THERM_STATUS are often imple- 
mented with a processor core granularity. To facilitate software manage thermal events from a package level gran- 
ularity, two architectural MSR is provided for package level thermal management. The 
IA32_PACKAGE_THERM_STATUS and IA32_PACKAGE_THERM_INTERRUPT MSRs use similar interfaces as 
IA32_THERM_STATUS and IA32_THERM_INTERRUPT, but are shared in each physical processor package. 


Software can enumerate the presence of the processor’s support for package level thermal management facility 
(IA32_PACKAGE_THERM_STATUS and IA32_PACKAGE_THERM_INTERRUPT) by verifying CPUID.O6H:EAX[bit 6] = 
1. 


The layout of IA32_PACKAGE_THERM_STATUS MSR is shown in Figure 14-33. 
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Reserved 


PKG Digital Readout 
PKG Power Limit Notification Log 
PKG Power Limit Notification Status 
PKG Thermal Threshold #2 Log 
PKG Thermal Threshold #2 Status 
PKG Thermal Threshold #1 Log 
PKG Thermal Threshold #1 Status 
PKG Critical Temperature Log 
PKG Critical Temperature Status 
PKG PROCHOT# or FORCEPR# Log 
PKG PROCHOT# or FORCEPR# Event 
PKG Thermal Status Log 
PKG Thermal Status 


Figure 14-33. IA32_PACKAGE_THERM_STATUS Register 


¢ Package Thermal Status (bit 0, RO) — This bit indicates whether the digital thermal sensor high- 
temperature output signal (PROCHOT#) for the package is currently active. Bit 0 = 1 indicates the feature is 
active. This bit may not be written by software; it reflects the state of the digital thermal sensor. 


¢ Package Thermal Status Log (bit 1, R/WCO) — This is a sticky bit that indicates the history of the thermal 
sensor high temperature output signal (PROCHOT#) of the package. Bit 1 = 1 if package PROCHOT# has been 
asserted since a previous RESET or the last time software cleared the bit. Software may clear this bit by writing 
a zero. 


¢ Package PROCHOT# Event (bit 2, RO) — Indicates whether package PROCHOT# is being asserted by 
another agent on the platform. 


¢ Package PROCHOT# Log (bit 3, R/WCO) — Sticky bit that indicates whether package PROCHOT# has been 
asserted by another agent on the platform since the last clearing of this bit or a reset. If bit 3 = 1, package 
PROCHOT# has been externally asserted. Software may clear this bit by writing a zero. 


° Package Critical Temperature Status (bit 4, RO) — Indicates whether the package critical temperature 
detector output signal is currently active. If bit 4 = 1, the package critical temperature detector output signal 
is currently active. 


¢ Package Critical Temperature Log (bit 5, R/ WCO) — Sticky bit that indicates whether the package critical 
temperature detector output signal has been asserted since the last clearing of this bit or reset. If bit 5 = 1, the 
output signal has been asserted. Software may clear this bit by writing a zero. 


¢ Package Thermal Threshold #1 Status (bit 6, RO) — Indicates whether the actual package temperature is 
currently higher than or equal to the value set in Package Thermal Threshold #1. If bit 6 = 0, the actual 
temperature is lower. If bit 6 = 1, the actual temperature is greater than or equal to PTT#1. Quantitative 
information of actual package temperature can be inferred from Package Digital Readout, bits 22:16. 


¢ Package Thermal Threshold #1 Log (bit 7, R/WCO) — Sticky bit that indicates whether the Package 
Thermal Threshold #1 has been reached since the last clearing of this bit or a reset. If bit 7 = 1, the Package 
Threshold #1 has been reached. Software may clear this bit by writing a zero. 


° Package Thermal Threshold #2 Status (bit 8, RO) — Indicates whether actual package temperature is 
currently higher than or equal to the value set in Package Thermal Threshold #2. If bit 8 = 0, the actual 
temperature is lower. If bit 8 = 1, the actual temperature is greater than or equal to PTT#2. Quantitative 
information of actual temperature can be inferred from Package Digital Readout, bits 22:16. 


¢ Package Thermal Threshold #2 Log (bit 9, R/WCO) — Sticky bit that indicates whether the Package 
Thermal Threshold #2 has been reached since the last clearing of this bit or a reset. If bit 9 = 1, the Package 
Thermal Threshold #2 has been reached. Software may clear this bit by writing a zero. 
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¢ Package Power Limitation Status (bit 10, RO) — Indicates package power limit is forcing one ore more 
processors to operate below OS-requested P-state. Note that package power limit violation may be caused by 
processor cores or by devices residing in the uncore. Software can examine IA32_THERM_STATUS to 
determine if the cause originates from a processor core (see Figure 14-31). 


¢ Package Power Notification Log (bit 11, R/WCO) — Sticky bit that indicates any processor in the package 
went below OS-requested P-state or OS-requested clock modulation duty cycle since the last clearing of this or 
RESET. 


° Package Digital Readout (bits 22:16, RO) — Package digital temperature reading in 1 degree Celsius 
relative to the package TCC activation temperature. 


0: Package TCC Activation temperature, 

1: (PTCC Activation - 1) , etc. See the processor’s data sheet for details regarding PTCC activation. 

A lower reading in the Package Digital Readout field (bits 22:16) indicates a higher actual temperature. 
The layout of IA32_PACKAGE_THERM_INTERRUPT MSR is shown in Figure 14-34. 
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Reserved 


Pkg Power Limit Notification eed 
Pkg Threshold #2 Interrupt Enable 
Pkg Threshold #2 Value 
Pkg Threshold #1 Interrupt Enable ——————————__ 
Pkg Threshold #1 Value 
Pkg Overheat Interrupt Enable 
Pkg PROCHOT# Interrupt Enable 
Pkg Low Temp. Interrupt Enable 
Pkg High Temp. Interrupt Enable 


Figure 14-34. |IA32_PACKAGE_THERM_INTERRUPT Register 


¢ Package High-Temperature Interrupt Enable (bit 0, R/W) — This bit allows the BIOS to enable the 
generation of an interrupt on the transition from low-temperature to a package high-temperature threshold. 
Bit O = O (default) disables interrupts; bit 0 = 1 enables interrupts. 


¢ Package Low-Temperature Interrupt Enable (bit 1, R/W) — This bit allows the BIOS to enable the 
generation of an interrupt on the transition from high-temperature to a low-temperature (TCC de-activation). 
Bit 1 = 0 (default) disables interrupts; bit 1 = 1 enables interrupts. 


° Package PROCHOT# Interrupt Enable (bit 2, R/W) — This bit allows the BIOS or OS to enable the 
generation of an interrupt when Package PROCHOT# has been asserted by another agent on the platform and 
the Bidirectional Prochot feature is enabled. Bit 2 = 0 disables the interrupt; bit 2 = 1 enables the interrupt. 


¢ Package Critical Temperature Interrupt Enable (bit 4, R/W) — Enables the generation of an interrupt 
when the Package Critical Temperature Detector has detected a critical thermal condition. The recommended 
response to this condition is a system shutdown. Bit 4 = 0 disables the interrupt; bit 4 = 1 enables the 
interrupt. 


° Package Threshold #1 Value (bits 14:8, R/W) — A temperature threshold, encoded relative to the 
Package TCC Activation temperature (using the same format as the Digital Readout). This threshold is 
compared against the Package Digital Readout and is used to generate the Package Thermal Threshold #1 
Status and Log bits as well as the Package Threshold #1 thermal interrupt delivery. 


¢ Package Threshold #1 Interrupt Enable (bit 15, R/W) — Enables the generation of an interrupt when the 
actual temperature crosses the Package Threshold #1 setting in any direction. Bit 15 = 1 enables the interrupt; 
bit 15 = O disables the interrupt. 


¢ Package Threshold #2 Value (bits 22:16, R/W) —A temperature threshold, encoded relative to the PTCC 
Activation temperature (using the same format as the Package Digital Readout). This threshold is compared 
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against the Package Digital Readout and is used to generate the Package Thermal Threshold #2 Status and Log 
bits as well as the Package Threshold #2 thermal interrupt delivery. 


¢ Package Threshold #2 Interrupt Enable (bit 23, R/W) — Enables the generation of an interrupt when the 
actual temperature crosses the Package Threshold #2 setting in any direction. Bit 23 = 1 enables the interrupt; 
bit 23 = O disables the interrupt. 


° Package Power Limit Notification Enable (bit 24, R/W) — Enables the generation of package power 
notification events. 


14.9.1 |Support for Passive and Active cooling 


Passive and active cooling may be controlled by the OS power management agent through ACPI control methods. 
On platforms providing package level thermal management facility described in the previous section, it is recom- 
mended that active cooling (FAN control) should be driven by measuring the package temperature using the 
IA32_PACKAGE_THERM_INTERRUPT MSR. 


Passive cooling (frequency throttling) should be driven by measuring (a) the core and package temperatures, or 
(b) only the package temperature. If measured package temperature led the power management agent to choose 
which core to execute passive cooling, then all cores need to execute passive cooling. Core temperature is 
measured using the IA32_THERMAL_STATUS and IA32_THERMAL_INTERRUPT MSRs. The exact implementation 
details depend on the platform firmware and possible solutions include defining two different thermal zones (one 
for core temperature and passive cooling and the other for package temperature and active cooling). 


14.10 PLATFORM SPECIFIC POWER MANAGEMENT SUPPORT 


This section covers power management interfaces that are not architectural but addresses the power management 
needs of several platform specific components. Specifically, RAPL (Running Average Power Limit) interfaces provide 
mechanisms to enforce power consumption limit. Power limiting usages have specific usages in client and server 
platforms. 


For client platform power limit control and for server platforms used in a data center, the following power and 
thermal related usages are desirable: 


¢ Platform Thermal Management: Robust mechanisms to manage component, platform, and group-level 
thermals, either proactively or reactively (e.g., in response to a platform-level thermal trip point). 


¢ Platform Power Limiting: More deterministic control over the system's power consumption, for example to meet 
battery life targets on rack-level or container-level power consumption goals within a datacenter. 


° Power/Performance Budgeting: Efficient means to control the power consumed (and therefore the sustained 
performance delivered) within and across platforms. 


The server and client usage models are addressed by RAPL interfaces, which expose multiple domains of power 
rationing within each processor socket. Generally, these RAPL domains may be viewed to include hierarchically: 


¢ Package domain is the processor die. 


¢ Memory domain includes the directly-attached DRAM; an additional power plane may constitute a separate 
domain. 


In order to manage the power consumed across multiple sockets via RAPL, individual limits must be programmed 
for each processor complex. Programming specific RAPL domain across multiple sockets is not supported. 


14.10.1  RAPL Interfaces 


RAPL interfaces consist of non-architectural MSRs. Each RAPL domain supports the following set of capabilities, 
some of which are optional as stated below. 


¢ Power limit - MSR interfaces to specify power limit, time window; lock bit, clamp bit etc. 
¢ Energy Status - Power metering interface providing energy consumption information. 
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e  =Perf Status (Optional) - Interface providing information on the performance effects (regression) due to power 
limits. It is defined as a duration metric that measures the power limit effect in the respective domain. The 
meaning of duration is domain specific. 


¢ Power Info (Optional) - Interface providing information on the range of parameters for a given domain, 
minimum power, maximum power etc. 


° Policy (Optional) - 4-bit priority information that is a hint to hardware for dividing budget between sub-domains 
in a parent domain. 


Each of the above capabilities requires specific units in order to describe them. Power is expressed in Watts, Time 
is expressed in Seconds, and Energy is expressed in Joules. Scaling factors are supplied to each unit to make the 
information presented meaningful in a finite number of bits. Units for power, energy, and time are exposed in the 
read-only MSR_RAPL_POWER_UNIT MSR. 
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Reserved 
Time units 
Energy status units 
Power units 


Figure 14-35. MSR_RAPL_POWER_UNIT Register 


MSR_RAPL_POWER_UNIT (Figure 14-35) provides the following information across all RAPL domains: 


° Power Units (bits 3:0): Power related information (in Watts) is based on the multiplier, 1/ 2*PU; where PU is 
an unsigned integer represented by bits 3:0. Default value is 0011b, indicating power unit is in 1/8 Watts 
increment. 


° Energy Status Units (bits 12:8): Energy related information (in Joules) is based on the multiplier, 1/2“ESU; 
where ESU is an unsigned integer represented by bits 12:8. Default value is 10000b, indicating energy status 
unit is in 15.3 micro-Joules increment. 


¢ Time Units (bits 19:16): Time related information (in Seconds) is based on the multiplier, 1/ 2*TU; where TU 
is an unsigned integer represented by bits 19:16. Default value is 1010b, indicating time unit is in 976 micro- 
seconds increment. 


14.10.2 RAPL Domains and Platform Specificity 


The specific RAPL domains available in a platform vary across product segments. Platforms targeting the client 
segment support the following RAPL domain hierarchy: 

° Package 

¢® Two power planes: PPO and PP1 (PP1 may reflect to uncore devices) 

Platforms targeting the server segment support the following RAPL domain hierarchy: 

° Package 

¢ Power plane: PPO 

¢ DRAM 


Each level of the RAPL hierarchy provides a respective set of RAPL interface MSRs. Table 14-8 lists the RAPL MSR 
interfaces available for each RAPL domain. The power limit MSR of each RAPL domain is located at offset 0 relative 
to an MSR base address which is non-architectural (see Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 4). The energy status MSR of each domain is 
located at offset 1 relative to the MSR base address of respective domain. 
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Table 14-8. RAPL MSR Interfaces and RAPL Domains 


Domain Power Limit Energy Status (Offset Policy Perf Status Power Info 
(Offset 0) 1) (Offset 2) (Offset 3) (Offset 4) 
PKG MSR_PKG_POWER_ | MSR_PKG_ENERGY_STA | RESERVED MSR_PKG_PERF_STATUS MSR_PKG_POWER_| 
LIMIT TUS NFO 
DRAM MSR_DRAM_POWER | MSR_DRAM_ENERGY_S | RESERVED MSR_DRAM_PERF_STATUS | MSR_DRAM_POWER 
_UMIT TATUS _INFO 
PPO MSR_PPO_POWER_ | MSR_PPO_ENERGY_STA | MSR_PPO_POLICY | MSR_PPO_PERF_STATUS RESERVED 
LIMIT TUS 
PP1 MSR_PP1_POWER_ ) MSR_PP1_ENERGY_STA | MSR_PP1_POLICY | RESERVED RESERVED 
LIMIT TUS 


The presence of the optional MSR interfaces (the three right-most columns of Table 14-8) may be model-specific. 
See Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 4 for details. 


14.10.3 Package RAPL Domain 


The MSR interfaces defined for the package RAPL domain are: 


¢ MSR_PKG_POWER_LIMIT allows software to set power limits for the package and measurement attributes 
associated with each limit, 


¢ MSR_PKG_ENERGY_STATUS reports measured actual energy usage, 
¢ MSR_PKG_POWER_INFO reports the package power range information for RAPL usage. 


MSR_PKG_PERF_STATUS can report the performance impact of power limiting, but its availability may be model- 
specific. 
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Figure 14-36. MSR_PKG_POWER_LIMIT Register 


MSR_PKG_POWER_LIMIT allows a software agent to define power limitation for the package domain. Power limita- 
tion is defined in terms of average power usage (Watts) over a time window specified in MSR_PKG_POWER_LIMIT. 
Two power limits can be specified, corresponding to time windows of different sizes. Each power limit provides inde- 
pendent clamping control that would permit the processor cores to go below OS-requested state to meet the power 
limits. A lock mechanism allow the software agent to enforce power limit settings. Once the lock bit is set, the 
power limit settings are static and un-modifiable until next RESET. 


The bit fields of MSR_PKG_POWER_LIMIT (Figure 14-36) are: 


° Package Power Limit #1(bits 14:0): Sets the average power usage limit of the package domain corre- 
sponding to time window # 1. The unit of this field is specified by the “Power Units” field of 
MSR_RAPL_POWER_UNIT. 
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¢ Enable Power Limit #1(bit 15): 0 = disabled; 1 = enabled. 


¢ Package Clamping Limitation #1 (bit 16): Allow going below OS-requested P/T state setting during time 
window specified by bits 23:17. 


¢ Time Window for Power Limit #1 (bits 23:17): Indicates the time window for power limit #1 
Time limit = 24Y * (1.0 + Z/4.0) * Time_Unit 


Here “Y” is the unsigned integer value represented. by bits 21:17, “Z” is an unsigned integer represented by 
bits 23:22. “Time_Unit” is specified by the “Time Units” field of MSR_RAPL_POWER_UNIT. 


° Package Power Limit #2(bits 46:32): Sets the average power usage limit of the package domain corre- 
sponding to time window # 2. The unit of this field is specified by the “Power Units” field of 
MSR_RAPL_POWER_UNIT. 


° Enable Power Limit #2(bit 47): 0 = disabled; 1 = enabled. 


¢ Package Clamping Limitation #2 (bit 48): Allow going below OS-requested P/T state setting during time 
window specified by bits 23:17. 


¢ Time Window for Power Limit #2 (bits 55:49): Indicates the time window for power limit #2 
Time limit = 24Y * (1.0 + Z/4.0) * Time_Unit 
Here “Y” is the unsigned integer value represented. by bits 53:49, “Z” is an unsigned integer represented by 
bits 55:54. “Time_Unit” is specified by the “Time Units” field of MSR_RAPL_POWER_UNIT. This field may have 
a hard-coded value in hardware and ignores values written by software. 

°* Lock (bit 63): If set, all write attempts to this MSR are ignored until next RESET. 


MSR_PKG_ENERGY_STATUS is a read-only MSR. It reports the actual energy use for the package domain. This 
MSR is updated every ~1imsec. It has a wraparound time of around 60 secs when power consumption is high, and 
may be longer otherwise. 
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Total Energy Consumed 


Reserved 


Figure 14-37. MSR_PKG_ENERGY_STATUS MSR 


° Total Energy Consumed (bits 31:0): The unsigned integer value represents the total amount of energy 
consumed since that last time this register is cleared. The unit of this field is specified by the “Energy Status 
Units” field of MSR_RAPL_POWER_UNIT. 


MSR_PKG_POWER_INFO is a read-only MSR. It reports the package power range information for RAPL usage. This 
MSR provides maximum/minimum values (derived from electrical specification), thermal specification power of the 
package domain. It also provides the largest possible time window for software to program the RAPL interface. 
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Figure 14-38. MSR_PKG_POWER_INFO Register 


¢ Thermal Spec Power (bits 14:0): The unsigned integer value is the equivalent of thermal specification power 
of the package domain. The unit of this field is specified by the “Power Units” field of MSR_RAPL_POWER_UNIT. 
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¢ Minimum Power (bits 30:16): The unsigned integer value is the equivalent of minimum power derived from 
electrical spec of the package domain. The unit of this field is specified by the “Power Units” field of 
MSR_RAPL_POWER_UNIT. 


¢ Maximum Power (bits 46:32): The unsigned integer value is the equivalent of maximum power derived from 
the electrical spec of the package domain. The unit of this field is specified by the “Power Units” field of 
MSR_RAPL_POWER_UNIT. 


¢ Maximum Time Window (bits 53:48): The unsigned integer value is the equivalent of largest acceptable 
value to program the time window of MSR_PKG_POWER_LIMIT. The unit of this field is specified by the “Time 
Units” field of MSR_RAPL_POWER_UNIT. 


MSR_PKG_PERF_STATUS is a read-only MSR. It reports the total time for which the package was throttled due to 
the RAPL power limits. Throttling in this context is defined as going below the OS-requested P-state or T-state. It 
has a wrap-around time of many hours. The availability of this MSR is platform specific (see Chapter 2, “Model- 
Specific Registers (MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4). 


63 32 31 0 


Reserved 


Accumulated pkg throttled time 


Reserved 


Figure 14-39. MSR_PKG_PERF_STATUS MSR 


¢ Accumulated Package Throttled Time (bits 31:0): The unsigned integer value represents the cumulative 
time (since the last time this register is cleared) that the package has throttled. The unit of this field is specified 
by the “Time Units” field of MSR_RAPL_POWER_UNIT. 


14.10.4 PPO/PP1 RAPL Domains 


The MSR interfaces defined for the PPO and PP1 domains are identical in layout. Generally, PPO refers to the 

processor cores. The availability of PP1 RAPL domain interface is platform-specific. For a client platform, the PP1 

domain refers to the power plane of a specific device in the uncore. For server platforms, the PP1 domain is not 

supported, but its PPO domain supports the MSR_PPO_PERF_STATUS interface. 

¢ MSR_PPO_POWER_LIMIT/MSR_PP1_POWER_LIMIT allow software to set power limits for the respective power 
plane domain. 

¢ MSR_PPO_ENERGY_STATUS/MSR_PP1_ENERGY_STATUS report actual energy usage on a power plane. 

¢ MSR_PPO_POLICY/MSR_PP1_POLICY allow software to adjust balance for respective power plane. 


MSR_PPO_PERF_STATUS can report the performance impact of power limiting, but it is not available in client plat- 
forms. 


63 32 3130 24 23 171615 14 0 
7 
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Figure 14-40. MSR_PPO_POWER_LIMIT/MSR_PP1_POWER_LIMIT Register 
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MSR_PPO_POWER_LIMIT/MSR_PP1_POWER_LIMIT allow a software agent to define power limitation for the 
respective power plane domain. A lock mechanism in each power plane domain allows the software agent to 
enforce power limit settings independently. Once a lock bit is set, the power limit settings in that power plane are 
static and un-modifiable until next RESET. 


The bit fields of MSR_PPO_POWER_LIMIT/MSR_PP1_POWER_LIMIT (Figure 14-40) are: 

° Power Limit (bits 14:0): Sets the average power usage limit of the respective power plane domain. The unit 
of this field is specified by the “Power Units” field of MSR_RAPL_POWER_UNIT. 

¢ Enable Power Limit (bit 15): 0 = disabled; 1 = enabled. 


¢ Clamping Limitation (bit 16): Allow going below OS-requested P/T state setting during time window specified 
by bits 23:17. 


¢ Time Window for Power Limit (bits 23:17): Indicates the length of time window over which the power limit 
#1 will be used by the processor. The numeric value encoded by bits 23:17 is represented by the product of 
2“Y *F; where F is a single-digit decimal floating-point value between 1.0 and 1.3 with the fraction digit 
represented by bits 23:22, Y is an unsigned integer represented by bits 21:17. The unit of this field is specified 
by the “Time Units” field of MSR_RAPL_POWER_UNIT. 


° Lock (bit 31): If set, all write attempts to the MSR and corresponding policy 
MSR_PPO_POLICY/MSR_PP1_POLICY are ignored until next RESET. 


MSR_PPO_ENERGY_STATUS/MSR_PP1_ENERGY_STATUS are read-only MSRs. They report the actual energy use 
for the respective power plane domains. These MSRs are updated every ~1msec. 


63 32 31 0 


Reserved | 


Total Energy Consumed 


Reserved 


Figure 14-41. MSR_PPO_ENERGY_STATUS/MSR_PP1_ENERGY_STATUS MSR 


° Total Energy Consumed (bits 31:0): The unsigned integer value represents the total amount of energy 
consumed since the last time this register was cleared. The unit of this field is specified by the “Energy Status 
Units” field of MSR_RAPL_POWER_UNIT. 


MSR_PPO_POLICY/MSR_PP1_POLICY provide balance power policy control for each power plane by providing 
inputs to the power budgeting management algorithm. On platforms that support PPO (IA cores) and PP1 (uncore 
graphic device), the default values give priority to the non-IA power plane. These MSRs enable the PCU to balance 
power consumption between the IA cores and uncore graphic device. 


63 5 4 0 


Priority Level 


Figure 14-42. MSR_PPO_POLICY/MSR_PP1_POLICY Register 


° Priority Level (bits 4:0): Priority level input to the PCU for respective power plane. PPO covers the IA 
processor cores, PP1 covers the uncore graphic device. The value 31 is considered highest priority. 


MSR_PPO_PERF_STATUS is a read-only MSR. It reports the total time for which the PPO domain was throttled due 
to the power limits. This MSR is supported only in server platform. Throttling in this context is defined as going 
below the OS-requested P-state or T-state. 
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63 32 31 0 


Reserved 


Accumulated PPO throttled time 


Reserved 


Figure 14-43. MSR_PPO_PERF_STATUS MSR 


Accumulated PPO Throttled Time (bits 31:0): The unsigned integer value represents the cumulative time 


(since the last time this register is cleared) that the PPO domain has throttled. The unit of this field is specified 
by the “Time Units” field of MSR_RAPL_POWER_UNIT. 


14.10.5 DRAM RAPL Domain 


The MSR interfaces defined for the DRAM domains are supported only in the server platform. The MSR interfaces 


are: 


MSR_DRAM_POWER_LIMIT allows software to set power limits for the DRAM domain and measurement 
attributes associated with each limit. 


MSR_DRAM_ENERGY_STATUS reports measured actual energy usage. 
MSR_DRAM_POWER_INFO reports the DRAM domain power range information for RAPL usage. 
MSR_DRAM_PERF_STATUS can report the performance impact of power limiting. 


63 32 3130 24 23 171615 14 0 
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Figure 14-44. MSR_DRAM_POWER_LIMIT Register 


MSR_DRAM_POWER_LIMIT allows a software agent to define power limitation for the DRAM domain. Power limita- 
tion is defined in terms of average power usage (Watts) over a time window specified in 
MSR_DRAM_POWER_LIMIT. A power limit can be specified along with a time window. A lock mechanism allow the 
software agent to enforce power limit settings. Once the lock bit is set, the power limit settings are static and un- 
modifiable until next RESET. 


The bit fields of MSR_DRAM_POWER_LIMIT (Figure 14-44) are: 


DRAM Power Limit #1(bits 14:0): Sets the average power usage limit of the DRAM domain corresponding to 
time window # 1. The unit of this field is specified by the “Power Units” field of MSR_RAPL_POWER_UNIT. 


Enable Power Limit #1(bit 15): 0 = disabled; 1 = enabled. 


Time Window for Power Limit (bits 23:17): Indicates the length of time window over which the power limit 
will be used by the processor. The numeric value encoded by bits 23:17 is represented by the product of 2“Y 
*F; where F is a single-digit decimal floating-point value between 1.0 and 1.3 with the fraction digit represented 
by bits 23:22, Y is an unsigned integer represented by bits 21:17. The unit of this field is specified by the “Time 
Units” field of MSR_RAPL_POWER_UNIT. 


Lock (bit 31): If set, all write attempts to this MSR are ignored until next RESET. 
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MSR_DRAM_ENERGY_STATUS is a read-only MSR. It reports the actual energy use for the DRAM domain. This MSR 
is updated every ~1msec. 


63 32 31 0 


Reserved 


Total Energy Consumed 


Reserved 


Figure 14-45. MSR_DRAM_ENERGY_STATUS MSR 


° Total Energy Consumed (bits 31:0): The unsigned integer value represents the total amount of energy 
consumed since that last time this register is cleared. The unit of this field is specified by the “Energy Status 
Units” field of MSR_RAPL_POWER_UNIT. 


MSR_DRAM_POWER_INFO is a read-only MSR. It reports the DRAM power range information for RAPL usage. This 
MSR provides maximum/minimum values (derived from electrical specification), thermal specification power of the 
DRAM domain. It also provides the largest possible time window for software to program the RAPL interface. 


63 54 53 48 47 46 32 31 30 1615 14 0 
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Figure 14-46. MSR_DRAM_POWER_INFO Register 


¢ Thermal Spec Power (bits 14:0): The unsigned integer value is the equivalent of thermal specification power 
of the DRAM domain. The unit of this field is specified by the “Power Units” field of MSR_RAPL_POWER_UNIT. 


¢ Minimum Power (bits 30:16): The unsigned integer value is the equivalent of minimum power derived from 
electrical spec of the DRAM domain. The unit of this field is specified by the “Power Units” field of 
MSR_RAPL_POWER_UNIT. 


¢ Maximum Power (bits 46:32): The unsigned integer value is the equivalent of maximum power derived from 
the electrical spec of the DRAM domain. The unit of this field is specified by the “Power Units” field of 
MSR_RAPL_POWER_UNIT. 


¢ Maximum Time Window (bits 53:48): The unsigned integer value is the equivalent of largest acceptable 
value to program the time window of MSR_DRAM_POWER_LIMIT. The unit of this field is specified by the “Time 
Units” field of MSR_RAPL_POWER_UNIT. 


MSR_DRAM_PERF_STATUS is a read-only MSR. It reports the total time for which the package was throttled due to 
the RAPL power limits. Throttling in this context is defined as going below the OS-requested P-state or T-state. It 
has a wrap-around time of many hours. The availability of this MSR is platform specific (see Chapter 2, “Model- 
Specific Registers (MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4). 


63 32 31 0 


Reserved 
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Reserved 


Figure 14-47. MSR_DRAM_PERF_STATUS MSR 
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¢ Accumulated Package Throttled Time (bits 31:0): The unsigned integer value represents the cumulative 
time (since the last time this register is cleared) that the DRAM domain has throttled. The unit of this field is 
specified by the “Time Units” field of MSR_RAPL_POWER_UNIT. 
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MACHINE-CHECK ARCHITECTURE 


This chapter describes the machine-check architecture and machine-check exception mechanism found in the 
Pentium 4, Intel Xeon, Intel Atom, and P6 family processors. See Chapter 6, “Interrupt 18—Machine-Check Excep- 
tion (#MC),” for more information on machine-check exceptions. A brief description of the Pentium processor's 
machine check capability is also given. 


Additionally, a signaling mechanism for software to respond to hardware corrected machine check error is covered. 


15.1 MACHINE-CHECK ARCHITECTURE 


The Pentium 4, Intel Xeon, Intel Atom, and P6 family processors implement a machine-check architecture that 
provides a mechanism for detecting and reporting hardware (machine) errors, such as: system bus errors, ECC 
errors, parity errors, cache errors, and TLB errors. It consists of a set of model-specific registers (MSRs) that are 
used to set up machine checking and additional banks of MSRs used for recording errors that are detected. 


The processor signals the detection of an uncorrected machine-check error by generating a machine-check excep- 
tion (#MC), which is an abort class exception. The implementation of the machine-check architecture does not 
ordinarily permit the processor to be restarted reliably after generating a machine-check exception. However, the 
machine-check-exception handler can collect information about the machine-check error from the machine-check 
MSRs. 


Starting with 45 nm Intel 64 processor on which CPUID reports DisplayFamily_DisplayModel as O6H_1AH (see 
CPUID instruction in Chapter 3, “Instruction Set Reference, A-L” in the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 2A), the processor can report information on corrected machine-check errors and 
deliver a programmable interrupt for software to respond to MC errors, referred to as corrected machine-check 
error interrupt (CMCI). See Section 15.5 for detail. 


Intel 64 processors supporting machine-check architecture and CMCI may also support an additional enhance- 
ment, namely, support for software recovery from certain uncorrected recoverable machine check errors. See 
Section 15.6 for detail. 


15.2 COMPATIBILITY WITH PENTIUM PROCESSOR 


The Pentium 4, Intel Xeon, Intel Atom, and P6 family processors support and extend the machine-check exception 
mechanism introduced in the Pentium processor. The Pentium processor reports the following machine-check 
errors: 


¢ data parity errors during read cycles 
* unsuccessful completion of a bus cycle 
The above errors are reported using the PS_MC_TYPE and P5_MC_ADDR MSRs (implementation specific for the 


Pentium processor). Use the RDMSR instruction to read these MSRs. See Chapter 2, “Model-Specific Registers 
(MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4 for the addresses. 


The machine-check error reporting mechanism that Pentium processors use is similar to that used in Pentium 4, 
Intel Xeon, Intel Atom, and P6 family processors. When an error is detected, it is recorded in PS_MC_TYPE and 
P5_MC_ADDR; the processor then generates a machine-check exception (#MC). 


See Section 15.3.3, “Mapping of the Pentium Processor Machine-Check Errors to the Machine-Check Architecture,” 
and Section 15.10.2, “Pentium Processor Machine-Check Exception Handling,” for information on compatibility 
between machine-check code written to run on the Pentium processors and code written to run on P6 family 
processors. 
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15.3. MACHINE-CHECK MSRS 


Machine check MSRs in the Pentium 4, Intel Atom, Intel Xeon, and P6 family processors consist of a set of global 
control and status registers and several error-reporting register banks. See Figure 15-1. 


Global Control MSRs Error-Reporting Bank Registers 
(One Set for Each Hardware Unit) 
63 0 63 0 
IA32_MCG_CAP MSR 1A32_MCi_CTL MSR 
63 0 63 0 
IA32_MCG_STATUS MSR 1A32_MCi_STATUS MSR 
63 0 63 0 
1A32_MCG_CTL MSR 1A32_MCi_ADDR MSR 
63 0 63 0 
IA32_MCG_EXT_CTL MSR 1A32_MCi_MISC MSR 
63 0 
IA32_MCi_CTL2 MSR 


Figure 15-1. Machine-Check MSRs 


Each error-reporting bank is associated with a specific hardware unit (or group of hardware units) in the processor. 
Use RDMSR and WRMSR to read and to write these registers. 


15.3.1 Machine-Check Global Control MSRs 


The machine-check global control MSRs include the IA32_MCG_CAP, IA32_MCG_STATUS, and optionally 
IA32_MCG_CTL and IA32_MCG_EXT_CTL. See Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 4 for the addresses of these registers. 


15.3.1.1 IA32_MCG_CAP MSR 


The IA32_MCG_CAP MSR is a read-only register that provides information about the machine-check architecture of 
the processor. Figure 15-2 shows the layout of the register. 
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63 27 26 25 2423 1615 1211109 8 7 0 


Reserved Count 


MCG_LMCE_P[27] ———— 
MCG_ELOG P[26] 


MCG_EMC _P[25] 
MCG_SER_P[24] 
MCG_EXT_CNT[23:16] 
MCG_TES P[11] 
MCG_CMCI_P[10] 
MCG_EXT_P[9] 
MCG_CTL_P[8] 


Figure 15-2. IA32_MCG_CAP Register 


Where: 


Count field, bits 7:0 — Indicates the number of hardware unit error-reporting banks available in a particular 
processor implementation. 


MCG_CTL_P (control MSR present) flag, bit 8 — Indicates that the processor implements the 
IA32_MCG_CTL MSR when set; this register is absent when clear. 


MCG_EXT_P (extended MSRs present) flag, bit 9 — Indicates that the processor implements the extended 
machine-check state registers found starting at MSR address 180H; these registers are absent when clear. 


MCG_CMCI_P (Corrected MC error counting/signaling extension present) flag, bit 10 — Indicates 
(when set) that extended state and associated MSRs necessary to support the reporting of an interrupt on a 
corrected MC error event and/or count threshold of corrected MC errors, is present. When this bit is set, it does 
not imply this feature is supported across all banks. Software should check the availability of the necessary 
logic on a bank by bank basis when using this signaling capability (i.e. bit 30 settable in individual 
IA32_MCi_CTL2 register). 


MCG_TES_P (threshold-based error status present) flag, bit 11 — Indicates (when set) that bits 56:53 
of the IA32_MCi_STATUS MSR are part of the architectural space. Bits 56:55 are reserved, and bits 54:53 are 
used to report threshold-based error status. Note that when MCG_TES_P is not set, bits 56:53 of the 
IA32_MCi_STATUS MSR are model-specific. 


MCG_EXT_CNT, bits 23:16 — Indicates the number of extended machine-check state registers present. This 
field is meaningful only when the MCG_EXT_P flag is set. 


MCG_SER_P (software error recovery support present) flag, bit 24 — Indicates (when set) that the 
processor supports software error recovery (see Section 15.6), and IA32_MCi_STATUS MSR bits 56:55 are 
used to report the signaling of uncorrected recoverable errors and whether software must take recovery 
actions for uncorrected errors. Note that when MCG_TES_Pis not set, bits 56:53 of the IA32_MCi_STATUS MSR 
are model-specific. If MCG_TES_P is set but MCG_SER_P is not set, bits 56:55 are reserved. 


MCG_EMC_P (Enhanced Machine Check Capability) flag, bit 25 — Indicates (when set) that the 
processor supports enhanced machine check capabilities for firmware first signaling. 


MCG_ELOG_P (extended error logging) flag, bit 26 — Indicates (when set) that the processor allows 
platform firmware to be invoked when an error is detected so that it may provide additional platform specific 
information in an ACPI format “Generic Error Data Entry” that augments the data included in machine check 
bank registers. 


For additional information about extended error logging interface, see 
https://www.intel.com/content/dam/www/public/us/en/documents/white-papers/enhanced-mca-logging- 
xeon-paper.pdf. 
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¢ MCG_LMCE_P (local machine check exception) flag, bit 27 — Indicates (when set) that the following 
interfaces are present: 


— an extended state LMCE_S (located in bit 3 of IA32_MCG_STATUS), and 
— the IA32_MCG_EXT_CTL MSR, necessary to support Local Machine Check Exception (LMCE). 


A non-zero MCG_LMCE_P indicates that, when LMCE is enabled as described in Section 15.3.1.5, some machine 
check errors may be delivered to only a single logical processor. 


The effect of writing to the IA32_MCG_CAP MSR is undefined. 


15.3.1.2 IA32_MCG_STATUS MSR 


The IA32_MCG_STATUS MSR describes the current state of the processor after a machine-check exception has 
occurred (see Figure 15-3). 


63 3 


Reserved j 


<U-Mm}/— 
<U-DO 


LMCE_S—Local machine check exception | 
MCIP—Machine check in progress flag 

EIPV—Error IP valid flag 
RIPV—Restart IP valid flag 


Figure 15-3. IA32_MCG_STATUS Register 


Where: 


° RIPV (restart IP valid) flag, bit O — Indicates (when set) that program execution can be restarted reliably 
at the instruction pointed to by the instruction pointer pushed on the stack when the machine-check exception 
is generated. When clear, the program cannot be reliably restarted at the pushed instruction pointer. 


¢ EIPV (error IP valid) flag, bit 1 — Indicates (when set) that the instruction pointed to by the instruction 
pointer pushed onto the stack when the machine-check exception is generated is directly associated with the 
error. When this flag is cleared, the instruction pointed to may not be associated with the error. 


¢ MCIP (machine check in progress) flag, bit 2 — Indicates (when set) that a machine-check exception was 
generated. Software can set or clear this flag. The occurrence of a second Machine-Check Event while MCIP is 
set will cause the processor to enter a shutdown state. For information on processor behavior in the shutdown 
state, please refer to the description in Chapter 6, “Interrupt and Exception Handling”: “Interrupt 8—Double 
Fault Exception (#DF)”. 


° LMCE_S (local machine check exception signaled), bit 3 — Indicates (when set) that a local machine- 
check exception was generated. This indicates that the current machine-check event was delivered to only this 
logical processor. 


Bits 63:04 in IA32_MCG_STATUS are reserved. An attempt to write to IA32_MCG_STATUS with any value other 
than O would result in #GP. 


15.3.1.3. IA32_MCG_CTL MSR 
The IA32_MCG_CTL MSR is present if the capability flag MCG_CTL_P is set in the IA32_MCG_CAP MSR. 


IA32_MCG_CTL controls the reporting of machine-check exceptions. If present, writing 1s to this register enables 
machine-check features and writing all Os disables machine-check features. All other values are undefined and/or 
implementation specific. 
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15.3.1.4 IA32_MCG_EXT_CTL MSR 
The IA32_MCG_EXT_CTL MSR is present if the capability flag MCG_LMCE_P is set in the IA32_MCG_CAP MSR. 


IA32_MCG_EXT_CTL.LMCE_EN (bit 0) allows the processor to signal some MCEs to only a single logical processor 
in the system. 


If MCG_LMCE_P is not set in IA32_MCG_CAP, or platform software has not enabled LMCE by setting 
IA32_FEATURE_CONTROL.LMCE_ENABLED (bit 20), any attempt to write or read IA32_MCG_EXT_CTL will result in 
#GP. 


The IA32_MCG_EXT_CTL MSR is cleared on RESET. 
Figure 15-4 shows the layout of the IA32_MCG_EXT_CTL register 


63 1.0 


Reserved 


LMCE_EN - system software control to enable/disable LMCE | 


Figure 15-4. IA32_MCG_EXT_CTL Register 


where 


¢ LMCE_EN (local machine check exception enable) flag, bit 0 - System software sets this to allow 
hardware to signal some MCEs to only a single logical processor. System software can set LMCE_EN only if the 
platform software has configured IA32_FEATURE_CONTROL as described in Section 15.3.1.5. 


15.3.1.5 Enabling Local Machine Check 


The intended usage of LMCE requires proper configuration by both platform software and system software. Plat- 
form software can turn LMCE on by setting bit 20 (LMCE_ENABLED) in IA32_FEATURE_CONTROL MSR (MSR 
address 3AH). 


System software must ensure that both IA32_FEATURE_CONTROL.Lock (bit 0)and 
IA32_FEATURE_CONTROL.LMCE_ENABLED (bit 20) are set before attempting to set 
IA32_MCG_EXT_CTL.LMCE_EN (bit 0). When system software has enabled LMCE, then hardware will determine if 
a particular error can be delivered only to a single logical processor. Software should make no assumptions about 
the type of error that hardware can choose to deliver as LMCE. The severity and override rules stay the same as 
described in Table 15-8 to determine the recovery actions. 


15.3.2 Error-Reporting Register Banks 


Each error-reporting register bank can contain the IA32_MCi_CTL, IA32_MCi_STATUS, IA32_MCi_ADDR, and 
IA32_MCi_MISC MSRs. The number of reporting banks is indicated by bits [7:0] of IA32_MCG_CAP MSR (address 
0179H). The first error-reporting register (IA32_MCO_CTL) always starts at address 400H. 


See Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 4 for addresses of the error-reporting registers in the Pentium 4, Intel Atom, and Intel Xeon 
processors; and for addresses of the error-reporting registers P6 family processors. 


15.3.2.1  IA32_MCi_CTL MSRs 


The IA32_MCi_CTL MSR controls signaling of #MC for errors produced by a particular hardware unit (or group of 
hardware units). Each of the 64 flags (EEj) represents a potential error. Setting an EEj flag enables signaling #MC 
of the associated error and clearing it disables signaling of the error. Error logging happens regardless of the setting 
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of these bits. The processor drops writes to bits that are not implemented. Figure 15-5 shows the bit fields of 
IA32_MCi_CTL. 


63 62 61 3210 

E 
6 16/6 oe e@ e@ ololo 
3/2)1 2/1/|0 


EEj—Error reporting enable flag 
(where j is 00 through 63) 


Figure 15-5. IA32_MCi_CTL Register 


NOTE 


For P6 family processors, processors based on Intel Core microarchitecture (excluding those on 
which on which CPUID reports DisplayFamily_DisplayModel as O6H_1AH and onward): the 
operating system or executive software must not modify the contents of the IA32_MCO_CTL MSR. 
This MSR is internally aliased to the EBL_CR_POWERON MSR and controls platform-specific error 
handling features. System specific firmware (the BIOS) is responsible for the appropriate initial- 
ization of the IA32_MCO_CTL MSR. P6 family processors only allow the writing of all 1s or all Os to 
the IA32_MCi_CTL MSR. 


15.3.2.2 IA32_MCi_STATUS MSRS 


Each IA32_MCi_STATUS MSR contains information related to a machine-check error if its VAL (valid) flag is set (see 
Figure 15-6). Software is responsible for clearing IA32_MCi_STATUS MSRs by explicitly writing Os to them; writing 
1s to them causes a general-protection exception. 


NOTE 


Figure 15-6 depicts the IA32_MCi_STATUS MSR when IA32_MCG_CAP[24] = 1, 
IA32_MCG_CAP[11] = 1 and IA32_MCG_CAP[10] = 1. When IA32_MCG_CAP[24] = 0 and 
IA32_MCG_CAP[11] = 1, bits 56:55 is reserved and bits 54:53 for threshold-based error reporting. 
When IA32_MCG_CAP[11] = 0, bits 56:53 are part of the “Other Information” field. The use of bits 
54:53 for threshold-based error reporting began with Intel Core Duo processors, and is currently 
used for cache memory. See Section 15.4, “Enhanced Cache Error reporting,” for more information. 
When IA32_MCG_CAP[10] = 0, bits 52:38 are part of the “Other Information” field. The use of bits 
52:38 for corrected MC error count is introduced with Intel 64 processor on which CPUID reports 
DisplayFamily_DisplayModel as O6H_1AH. 


Where: 


° MCA (machine-check architecture) error code field, bits 15:0 — Specifies the machine-check archi- 
tecture-defined error code for the machine-check error condition detected. The machine-check architecture- 
defined error codes are guaranteed to be the same for all IA-32 processors that implement the machine-check 
architecture. See Section 15.9, “Interpreting the MCA Error Codes,” and Chapter 16, “Interpreting Machine- 
Check Error Codes”, for information on machine-check error codes. 


* Model-specific error code field, bits 31:16 — Specifies the model-specific error code that uniquely 
identifies the machine-check error condition detected. The model-specific error codes may differ among IA-32 
processors for the same machine-check error condition. See Chapter 16, “Interpreting Machine-Check Error 
Codes”for information on model-specific error codes. 


® Reserved, Error Status, and Other Information fields, bits 56:32 — 


¢ If IA32_MCG_CAP.MCG_EMC_P[bit 25] is 0, bits 37:32 contain “Other Information” that is implemen- 
tation-specific and is not part of the machine-check architecture. 


¢ If IA832_MCG_CAP.MCG_EMC_P is 1, “Other Information” is in bits 36:32. If bit 37 is 0, system firmware 
has not changed the contents of IA32_MCi_STATUS. If bit 37 is 1, system firmware may have edited the 
contents of IA32_MCi_STATUS. 
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63 62 61 60 59 58 57 56 55 54 53 52 3837 36 32 31 1615 0 
_ bs e i r s is Corrected Error Other | MSCOD Model MCA Error Code 
Lie C Count Info | Specific Error Code 

R 


|__ Firmware updated error status indicator (37)* 
Threshold-based error status (54:53)** 

AR — Recovery action required for UCR error (55)*** 

S — Signaling an uncorrected recoverable (UCR) error (56)*** 

PCC — Processor context corrupted (57) 

ADDRV — MCi_ADDR register valid (58) 

MISCV — MCi_MISC register valid (59) 

EN — Error reporting enabled (60) 

UC — Uncorrected error (61) 

OVER — Error overflow (62) 

VAL — MCi_STATUS register valid (63) 


* When IA32_MCG_CAP[25] (MCG_EMC _P) is set, bit 37 is not part of “Other Information’. 


** When IA32_MCG_CAP[11] (MCG_TES_P) is not set, these bits are model-specific 
(part of “Other Information’). 


** When IA32_MCG_CAP[11] or IA32_MCG_CAP[24] are not set, these bits are reserved, or 
model-specific (part of “Other Information”). 


Figure 15-6. IA32_MCi_STATUS Register 


If IA32_MCG_CAP.MCG_CMCI_P[bit 10] is 0, bits 52:38 also contain “Other Information” (in the same 
sense as bits 37:32). 


If IA32_MCG_CAP[10] is 1, bits 52:38 are architectural (not model-specific). In this case, bits 52:38 
reports the value of a 15 bit counter that increments each time a corrected error is observed by the MCA 
recording bank. This count value will continue to increment until cleared by software. The most 
significant bit, 52, is a sticky count overflow bit. 


If IA32_MCG_CAP[11] is 0, bits 56:53 also contain “Other Information” (in the same sense). 


If IA32_MCG_CAP[11] is 1, bits 56:53 are architectural (not model-specific). In this case, bits 56:53 
have the following functionality: 


If IA32_MCG_CAP[24] is 0, bits 56:55 are reserved. 
If IA32_MCG_CAP[24] is 1, bits 56:55 are defined as follows: 


S (Signaling) flag, bit 56 - Signals the reporting of UCR errors in this MC bank. See Section 15.6.2 
for additional detail. 


AR (Action Required) flag, bit 55 - Indicates (when set) that MCA error code specific recovery 
action must be performed by system software at the time this error was signaled. See Section 
15.6.2 for additional detail. 


If the UC bit (Figure 15-6) is 1, bits 54:53 are undefined. 


If the UC bit (Figure 15-6) is 0, bits 54:53 indicate the status of the hardware structure that 
reported the threshold-based error. See Table 15-1. 


Table 15-1. Bits 54:53 in IA32_MCi_STATUS MSRs when IA32_MCG_CAP[11] = 1 and UC = 0 


Bits 54:53 | Meaning 
00 No tracking - No hardware status tracking is provided for the structure reporting this event. 
01 Green - Status tracking is provided for the structure posting the event; the current status is green (below threshold). 
For more information, see Section 15.4, “Enhanced Cache Error reporting”. 
10 Yellow - Status tracking is provided for the structure posting the event; the current status is yellow (above threshold). 
For more information, see Section 15.4, “Enhanced Cache Error reporting”. 
11 Reserved 


Vol.3B 15-7 


MACHINE-CHECK ARCHITECTURE 


¢ PCC (processor context corrupt) flag, bit 57 — Indicates (when set) that the state of the processor might 
have been corrupted by the error condition detected and that reliable restarting of the processor may not be 
possible. When clear, this flag indicates that the error did not affect the processor’s state, and software may be 
able to restart. When system software supports recovery, consult Section 15.10.4, “Machine-Check Software 
Handler Guidelines for Error Recovery” for additional rules that apply. 


¢ ADDRV (IA32_MCi_ADDR register valid) flag, bit 58 — Indicates (when set) that the IA32_MCi_ADDR 
register contains the address where the error occurred (see Section 15.3.2.3, “IA32_MCi_ADDR MSRs”). When 
clear, this flag indicates that the IA32_MCi_ADDR register is either not implemented or does not contain the 
address where the error occurred. Do not read these registers if they are not implemented in the processor. 


° MISCV (IA32_MCi_MISC register valid) flag, bit 59 — Indicates (when set) that the IA32_MCi_MISC 
register contains additional information regarding the error. When clear, this flag indicates that the 
IA32_MCi_MISC register is either not implemented or does not contain additional information regarding the 
error. Do not read these registers if they are not implemented in the processor. 


¢ EN (error enabled) flag, bit 60 — Indicates (when set) that the error was enabled by the associated EEj bit 
of the IA32_MCi_CTL register. 


¢ UC (error uncorrected) flag, bit 61 — Indicates (when set) that the processor did not or was not able to 
correct the error condition. When clear, this flag indicates that the processor was able to correct the error 
condition. 


¢ OVER (machine check overflow) flag, bit 62 — Indicates (when set) that a machine-check error occurred 
while the results of a previous error were still in the error-reporting register bank (that is, the VAL bit was 
already set in the IA32_MCi_STATUS register). The processor sets the OVER flag and software is responsible for 
clearing it. In general, enabled errors are written over disabled errors, and uncorrected errors are written over 
corrected errors. Uncorrected errors are not written over previous valid uncorrected errors. When 
MCG_CMCI_P is set, corrected errors may not set the OVER flag. Software can rely on corrected error count in 
IA32_MCi_Status[52:38] to determine if any additional corrected errors may have occurred. For more infor- 
mation, see Section 15.3.2.2.1, “Overwrite Rules for Machine Check Overflow”. 


° VAL (IA32_MCi_STATUS register valid) flag, bit 63 — Indicates (when set) that the information within the 
IA32_MCi_STATUS register is valid. When this flag is set, the processor follows the rules given for the OVER flag 
in the IA32_MCi_STATUS register when overwriting previously valid entries. The processor sets the VAL flag 
and software is responsible for clearing it. 


15.3.2.2.1 Overwrite Rules for Machine Check Overflow 


Table 15-2 shows the overwrite rules for how to treat a second event if the cache has already posted an event to 
the MC bank - that is, what to do if the valid bit for an MC bank already is set to 1. When more than one structure 
posts events in a given bank, these rules specify whether a new event will overwrite a previous posting or not. 
These rules define a priority for uncorrected (highest priority), yellow, and green/unmonitored (lowest priority) 
status. 


In Table 15-2, the values in the two left-most columns are IA32_MCi_STATUS[54:53]. 


Table 15-2. Overwrite Rules for Enabled Errors 
First Event Second Event UC bit Color MCA Info 
00/green 00/green 0 00/green either 
00/green yellow 0 yellow second error 
yellow 00/green 0 yellow first error 
yellow yellow 0 yellow either 
00/green/yellow UC 1 undefined second 
UC 00/green/yellow 1 undefined first 


If a second event overwrites a previously posted event, the information (as guarded by individual valid bits) in the 
MCi bank is entirely from the second event. Similarly, if a first event is retained, all of the information previously 
posted for that event is retained. In general, when the logged error or the recent error is a corrected error, the 
OVER bit (MCi_Status[62]) may be set to indicate an overflow. When MCG_CMCI_P is set in IA32_MCG_CAP, 
system software should consult IA32_MCi_STATUS[52:38] to determine if additional corrected errors may have 
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occurred. Software may re-read IA32_MCi_STATUS, IA32_MCi_ADDR and IA32_MCi_MISC appropriately to ensure 
data collected represent the last error logged. 


After software polls a posting and clears the register, the valid bit is no longer set and therefore the meaning of the 
rest of the bits, including the yellow/green/O0 status field in bits 54:53, is undefined. The yellow/green indication 
will only be posted for events associated with monitored structures - otherwise the unmonitored (00) code will be 
posted in IA32_MCi_STATUS[54:53]. 


15.3.2.3. IA32_MCi_ADDR MSRs 


The IA32_MCi_ADDR MSR contains the address of the code or data memory location that produced the machine- 
check error if the ADDRV flag in the IA32_MCi_STATUS register is set (see Section 15-7, “IA32_MCi_ADDR MSR”). 
The IA32_MCi_ADDR register is either not implemented or contains no address if the ADDRV flag in the 
IA32_MCi_STATUS register is clear. When not implemented in the processor, all reads and writes to this MSR will 
cause a general protection exception. 


The address returned is an offset into a segment, linear address, or physical address. This depends on the error 
encountered. When these registers are implemented, these registers can be cleared by explicitly writing Os to 
these registers. Writing 1s to these registers will cause a general-protection exception. See Figure 15-7. 


Processor Without Support For Intel 64 Architecture 
63 36 35 0 


Reserved Address 


Processor With Support for Intel 64 Architecture 
63 0 


Address" 


* Useful bits in this field depend on the address methodology in use when the 
the register state is saved. 


Figure 15-7. |A32_MCi_ADDR MSR 


15.3.2.4 IA32_MCi_MISC MSRs 


The IA32_MCi_MISC MSR contains additional information describing the machine-check error if the MISCV flag in 
the IA32_MCi_STATUS register is set. The IA32_MCi_MISC_MSR is either not implemented or does not contain 
additional information if the MISCV flag in the IA32_MCi_STATUS register is clear. 


When not implemented in the processor, all reads and writes to this MSR will cause a general protection exception. 
When implemented in a processor, these registers can be cleared by explicitly writing all Os to them; writing 1s to 
them causes a general-protection exception to be generated. This register is not implemented in any of the error- 
reporting register banks for the P6 or Intel Atom family processors. 


If both MISCV and IA32_MCG_CAP[24] are set, the IA32_MCi_MISC_MSR is defined according to Figure 15-8 to 
support software recovery of uncorrected errors (see Section 15.6). 
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63 98 65 0 


Model Specific Information 


Address Mode 
Recoverable Address LSB 


Figure 15-8. UCR Support in IA32_MCi_MISC Register 


° Recoverable Address LSB (bits 5:0): The lowest valid recoverable address bit. Indicates the position of the least 
significant bit (LSB) of the recoverable error address. For example, if the processor logs bits [43:9] of the 
address, the LSB sub-field in IA32_MCi_MISC is 01001b (9 decimal). For this example, bits [8:0] of the 
recoverable error address in IA32_MCi_ADDR should be ignored. 

e Address Mode (bits 8:6): Address mode for the address logged in IA32_MCi_ADDR. The supported address 
modes are given in Table 15-3. 


Table 15-3. Address Mode in |A32_MCi_MISC[8:6] 


IA32_MCi_MISC[8:6] Encoding Definition 
000 Segment Offset 
001 Linear Address 
010 Physical Address 
011 Memory Address 
100 to 110 Reserved 
111 Generic 


¢ Model Specific Information (bits 63:9): Not architecturally defined. 


15.3.2.4.2 IOMCA 


Logging and Signaling of errors from PCI Express domain is governed by PCI Express Advanced Error Reporting 
(AER) architecture. PCI Express architecture divides errors in two categories: Uncorrectable errors and Correctable 
errors. Uncorrectable errors can further be classified as Fatal or Non-Fatal. Uncorrected IO errors are signaled to 
the system software either as AER Message Signaled Interrupt (MSI) or via platform specific mechanisms such as 
NMI. Generally, the signaling mechanism is controlled by BIOS and/or platform firmware. Certain processors 
support an error handling mode, called IOMCA mode, where Uncorrected PCI Express errors are signaled in the 
form of machine check exception and logged in machine check banks. 


When a processor is in this mode, Uncorrected PCI Express errors are logged in the MCACOD field of the 
IA32_MCi_STATUS register as Generic I/O error. The corresponding MCA error code is defined in Table 15-8. 
IA32_MCi_Status [15:0] Simple Error Code Encoding. Machine check logging complements and does not replace 
AER logging that occurs inside the PCI Express hierarchy. The PCI Express Root Complex and Endpoints continue to 
log the error in accordance with PCI Express AER mechanism. In IOMCA mode, MCi_MISC register in the bank that 
logged IOMCA can optionally contain information that link the Machine Check logs with the AER logs or proprietary 
logs. In such a scenario, the machine check handler can utilize the contents of MCi_MISC to locate the next level of 
error logs corresponding to the same error. Specifically, if MCi_Status.MISCV is 1 and MCACOD is OxOEOB, 
MCi_MISC contains the PCI Express address of the Root Complex device containing the AER Logs. Software can 
consult the header type and class code registers in the Root Complex device's PCIe Configuration space to deter- 
mine what type of device it is. This Root Complex device can either be a PCI Express Root Port, PCI Express Root 
Complex Event Collector or a proprietary device. 
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Errors that originate from PCI Express or Legacy Endpoints are logged in the corresponding Root Port in addition to 
the generating device. If MISCV=1 and MCi_MISC contains the address of the Root Port or a Root Complex Event 
collector, software can parse the AER logs to learn more about the error. 


If MISCV=1 and MCi_MISC points to a device that is neither a Root Complex Event Collector not a Root Port, soft- 
ware must consult the Vendor ID/Device ID and use device specific knowledge to locate and interpret the error log 
registers. In some cases, the Root Complex device configuration space may not be accessible to the software and 
both the Vendor and Device ID read as OxFFFF. 


¢ The format of MCi_MISC for IOMCA errors is shown in Table 15-4. 


Table 15-4. Address Mode in IA32_MCi_MISC[8:6] 


63:40 39:32 31:16 15:9 8:6 5:0 
RSVD PCI Express Segment PCI Express RSVD ADDR MODE" RECOV ADDR LSB! 
number Requestor ID 
NOTES: 


1. Not Applicable if ADDRV=O. 


Refer to PCI Express Specification 3.0 for definition of PCI Express Requestor ID and AER architecture. Refer to PCI 
Firmware Specification 3.0 for an explanation of PCI Ex-press Segment number and how software can access 
configuration space of a PCI Ex-press device given the segment number and Requestor ID. 


15.3.2.5 IA32_MCi_CTL2 MSRs 


The IA32_MCi_CTL2 MSR provides the programming interface to use corrected MC error signaling capability that is 
indicated by IA32_MCG_CAP[10] = 1. Software must check for the presence of IA32_MCi_CTL2 on a per-bank 
basis. 

When IA32_MCG_CAP[10] = 1, the IA32_MCi_CTL2 MSR for each bank exists, i.e. reads and writes to these MSR 
are supported. However, signaling interface for corrected MC errors may not be supported in all banks. 


The layout of IA32_MCi_CTL2 is shown in Figure 15-9: 


63 3130 29 15 14 0 


Reserved Reserved 


CMCI_EN—Enable/disable CMCI_ —~ 
Corrected error count threshold 


Figure 15-9. IA32_MCi_CTL2 Register 


¢ Corrected error count threshold, bits 14:0 — Software must initialize this field. The value is compared with 
the corrected error count field in IA32_MCi_STATUS, bits 38 through 52. An overflow event is signaled to the 
CMCI LVT entry (see Table 10-1) in the APIC when the count value equals the threshold value. The new LVT 
entry in the APIC is at O2FOH offset from the APIC_BASE. If CMCI interface is not supported for a particular 
bank (but IA32_MCG_CAP[10] = 1), this field will always read 0. 

¢ CMCI_EN (Corrected error interrupt enable/disable/indicator), bits 30 — Software sets this bit to 
enable the generation of corrected machine-check error interrupt (CMCI). If CMCI interface is not supported for 
a particular bank (but IA32_MCG_CAP[10] = 1), this bit is writeable but will always return O for that bank. This 
bit also indicates CMCI is supported or not supported in the corresponding bank. See Section 15.5 for details of 
software detection of CMCI facility. 
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Some microarchitectural sub-systems that are the source of corrected MC errors may be shared by more than one 
logical processors. Consequently, the facilities for reporting MC errors and controlling mechanisms may be shared 
by more than one logical processors. For example, the IA32_MCi_CTL2 MSR is shared between logical processors 
sharing a processor core. Software is responsible to program IA32_MCi_CTL2 MSR in a consistent manner with 
CMCI delivery and usage. 


After processor reset, IA32_MCi_CTL2 MSRs are zero’ed. 


15.3.2.6 IA32_MCG Extended Machine Check State MSRs 
The Pentium 4 and Intel Xeon processors implement a variable number of extended machine-check state MSRs. 
The MCG_EXT_P flag in the IA32_MCG_CAP MSR indicates the presence of these extended registers, and the 


MCG_EXT_CNT field indicates the number of these registers actually implemented. See Section 15.3.1.1, 
“TA32_MCG_CAP MSR.” Also see Table 15-5. 


Table 15-5. Extended Machine Check State MSRs 
in Processors Without Support for Intel 64 Architecture 


MSR Address Description 
IA32_MCG_EAX 180H Contains state of the EAX register at the time of the machine-check error. 
IA32_MCG_EBX 181H Contains state of the EBX register at the time of the machine-check error. 
1A32_MCG_ECX 182H Contains state of the ECX register at the time of the machine-check error. 
IA32_MCG_EDX 183H Contains state of the EDX register at the time of the machine-check error. 
1A32_MCG_ESI 184H Contains state of the ESI register at the time of the machine-check error. 
IA32_MCG_EDI 185H Contains state of the EDI register at the time of the machine-check error. 
IA32_MCG_EBP 186H Contains state of the EBP register at the time of the machine-check error. 
IA32_MCG_ESP 187H Contains state of the ESP register at the time of the machine-check error. 
IA32_MCG_EFLAGS 188H Contains state of the EFLAGS register at the time of the machine-check error. 
IA32_MCG_EIP 189H Contains state of the EIP register at the time of the machine-check error. 
IA32_MCG_MISC 18AH When set, indicates that a page assist or page fault occurred during DS normal 
operation. 


In processors with support for Intel 64 architecture, 64-bit machine check state MSRs are aliased to the legacy 
MSRs. In addition, there may be registers beyond IA32_MCG_MISC. These may include up to five reserved MSRs 
(IA32_MCG_RESERVED[1:5]) and save-state MSRs for registers introduced in 64-bit mode. See Table 15-6. 


Table 15-6. Extended Machine Check State MSRs 
In Processors With Support For Intel 64 Architecture 


MSR Address Description 

IA32_MCG_RAX 180H Contains state of the RAX register at the time of the machine-check error. 
IA32_MCG_RBX 181H Contains state of the RBX register at the time of the machine-check error. 
IA32_MCG_RCX 182H Contains state of the RCX register at the time of the machine-check error. 
IA32_MCG_RDX 183H Contains state of the RDX register at the time of the machine-check error. 
IA32_MCG_RSI 184H Contains state of the RSI register at the time of the machine-check error. 
IA32_MCG_RDI 185H Contains state of the RDI register at the time of the machine-check error. 
IA32_MCG_RBP 186H Contains state of the RBP register at the time of the machine-check error. 
IA32_MCG_RSP 187H Contains state of the RSP register at the time of the machine-check error. 
IA32_MCG_RFLAGS 188H Contains state of the RFLAGS register at the time of the machine-check error. 
IA32_MCG_RIP 189H Contains state of the RIP register at the time of the machine-check error. 
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Table 15-6. Extended Machine Check State MSRs 
In Processors With Support For Intel 64 Architecture (Contd.) 


MSR Address Description 

IA32_MCG_MISC 18AH When set, indicates that a page assist or page fault occurred during DS normal 
operation. 

IA32_MCG_ 18BH- These registers, if present, are reserved. 

RSERVED[1:5] 18FH 

1A32_MCG_R8 190H Contains state of the R8 register at the time of the machine-check error. 

1A32_MCG_R9 191H Contains state of the R9 register at the time of the machine-check error. 

IA32_MCG_R10 192H Contains state of the R10 register at the time of the machine-check error. 

IA32_MCG_R11 193H Contains state of the R11 register at the time of the machine-check error. 

IA32_MCG_R12 194H Contains state of the R12 register at the time of the machine-check error. 

IA32_MCG_R13 195H Contains state of the R13 register at the time of the machine-check error. 

IA32_MCG_R14 196H Contains state of the R14 register at the time of the machine-check error. 

IA32_MCG_R15 197H Contains state of the R15 register at the time of the machine-check error. 


When a machine-check error is detected on a Pentium 4 or Intel Xeon processor, the processor saves the state of 
the general-purpose registers, the R/EFLAGS register, and the R/EIP in these extended machine-check state MSRs. 
This information can be used by a debugger to analyze the error. 


These registers are read/write to zero registers. This means software can read them; but if software writes to 
them, only all zeros is allowed. If software attempts to write a non-zero value into one of these registers, a general- 
protection (#GP) exception is generated. These registers are cleared on a hardware reset (power-up or RESET), 
but maintain their contents following a soft reset (INIT reset). 


15.3.3. Mapping of the Pentium Processor Machine-Check Errors 
to the Machine-Check Architecture 


The Pentium processor reports machine-check errors using two registers: PS_MC_TYPE and P5_MC_ADDR. The 
Pentium 4, Intel Xeon, Intel Atom, and P6 family processors map these registers to the IA32_MCi_STATUS and 

IA32_MCi_ADDR in the error-reporting register bank. This bank reports on the same type of external bus errors 
reported in PS_MC_TYPE and P5_MC_ADDR. 


The information in these registers can then be accessed in two ways: 


° By reading the IA32_MCi_STATUS and IA32_MCi_ADDR registers as part of a general machine-check exception 
handler written for Pentium 4, Intel Atom and P6 family processors. 


° By reading the P5_MC_TYPE and P5_MC_ADDR registers using the RDMSR instruction. 


The second capability permits a machine-check exception handler written to run on a Pentium processor to be run 
on a Pentium 4, Intel Xeon, Intel Atom, or P6 family processor. There is a limitation in that information returned by 
the Pentium 4, Intel Xeon, Intel Atom, and P6 family processors is encoded differently than information returned 
by the Pentium processor. To run a Pentium processor machine-check exception handler on a Pentium 4, Intel 
Xeon, Intel Atom, or P6 family processor; the handler must be written to interpret PS_MC_TYPE encodings 
correctly. 


15.4 | ENHANCED CACHE ERROR REPORTING 


Starting with Intel Core Duo processors, cache error reporting was enhanced. In earlier Intel processors, cache 
status was based on the number of correction events that occurred in a cache. In the new paradigm, called 
“threshold-based error status”, cache status is based on the number of lines (ECC blocks) in a cache that incur 
repeated corrections. The threshold is chosen by Intel, based on various factors. If a processor supports threshold- 
based error status, it sets IA32_MCG_CAP[11] (MCG_TES_P) to 1; if not, to 0. 
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A processor that supports enhanced cache error reporting contains hardware that tracks the operating status of 
certain caches and provides an indicator of their “health”. The hardware reports a “green” status when the number 
of lines that incur repeated corrections is at or below a pre-defined threshold, and a “yellow” status when the 
number of affected lines exceeds the threshold. Yellow status means that the cache reporting the event is operating 
correctly, but you should schedule the system for servicing within a few weeks. 


Intel recommends that you rely on this mechanism for structures supported by threshold-base error reporting. 


The CPU/system/platform response to a yellow event should be less severe than its response to an uncorrected 
error. An uncorrected error means that a serious error has actually occurred, whereas the yellow condition is a 
warning that the number of affected lines has exceeded the threshold but is not, in itself, a serious event: the error 
was corrected and system state was not compromised. 


The green/yellow status indicator is not a foolproof early warning for an uncorrected error resulting from the failure 
of two bits in the same ECC block. Such a failure can occur and cause an uncorrected error before the yellow 
threshold is reached. However, the chance of an uncorrected error increases as the number of affected lines 
increases. 


15.5 CORRECTED MACHINE CHECK ERROR INTERRUPT 


Corrected machine-check error interrupt (CMCI) is an architectural enhancement to the machine-check architec- 
ture. It provides capabilities beyond those of threshold-based error reporting (Section 15.4). With threshold-based 
error reporting, software is limited to use periodic polling to query the status of hardware corrected MC errors. 
CMCI provides a signaling mechanism to deliver a local interrupt based on threshold values that software can 
program using the IA32_MCi_CTL2 MSRs. 


CMCI is disabled by default. System software is required to enable CMCI for each IA32_MCi bank that support the 
reporting of hardware corrected errors if IA32_MCG_CAP[10] = 1. 


System software use IA32_MCi_CTL2 MSR to enable/disable the CMCI capability for each bank and program 
threshold values into IA32_MCi_CTL2 MSR. CMCI is not affected by the CR4.MCE bit, and it is not affected by the 
IA32_MCi_CTL MSRs. 


To detect the existence of thresholding for a given bank, software writes only bits 14:0 with the threshold value. If 
the bits persist, then thresholding is available (and CMCI is available). If the bits are all O's, then no thresholding 
exists. To detect that CMCI signaling exists, software writes a 1 to bit 30 of the MCi_CTL2 register. Upon subsequent 
read, if bit 30 = 0, no CMCI is available for this bank and no corrected or UCNA errors will be reported on this bank. 
If bit 30 = 1, then CMCI is available and enabled. 


15.5.1 | CMCI Local APIC Interface 
The operation of CMCI is depicted in Figure 15-10. 


Software write 1 to enable 


63 31 30 29 14 0 
MCi_CTL2 Error threshold 


Count overflow threshold -> CMCI LVT in local APIC 
a 
APIC_BASE + 2F0H 


53 52 38 37 0 
l 
MCi_STATUS | Error count | 
| 


Figure 15-10. CMCI Behavior 
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CMCI interrupt delivery is configured by writing to the LVT CMCI register entry in the local APIC register space at 
default address of APIC_BASE + 2FOH. A CMCI interrupt can be delivered to more than one logical processors if 
multiple logical processors are affected by the associated MC errors. For example, if a corrected bit error in a cache 
shared by two logical processors caused a CMCI, the interrupt will be delivered to both logical processors sharing 
that microarchitectural sub-system. Similarly, package level errors may cause CMCI to be delivered to all logical 
processors within the package. However, system level errors will not be handled by CMCI. 


See Section 10.5.1, “Local Vector Table” for details regarding the LVT CMCI register. 


15.5.2 System Software Recommendation for Managing CMCI and Machine Check Resources 


System software must enable and manage CMCI, set up interrupt handlers to service CMCI interrupts delivered to 
affected logical processors, program CMCI LVT entry, and query machine check banks that are shared by more 
than one logical processors. 


This section describes techniques system software can implement to manage CMCTI initialization, service CMCI 
interrupts in a efficient manner to minimize contentions to access shared MSR resources. 


15.5.2.1  CMCI Initialization 


Although a CMCI interrupt may be delivered to more than one logical processors depending on the nature of the 
corrected MC error, only one instance of the interrupt service routine needs to perform the necessary service and 
make queries to the machine-check banks. The following steps describes a technique that limits the amount of 
work the system has to do in response to a CMCI. 


° To provide maximum flexibility, system software should define per-thread data structure for each logical 
processor to allow equal-opportunity and efficient response to interrupt delivery. Specifically, the per-thread 
data structure should include a set of per-bank fields to track which machine check bank it needs to access in 
response to a delivered CMCI interrupt. The number of banks that needs to be tracked is determined by 
IA32_MCG_CAP[7:0]. 

¢ Initialization of per-thread data structure. The initialization of per-thread data structure must be done serially 
on each logical processor in the system. The sequencing order to start the per-thread initialization between 
different logical processor is arbitrary. But it must observe the following specific detail to satisfy the shared 
nature of specific MSR resources: 


a. Each thread initializes its data structure to indicate that it does not own any MC bank registers. 


b. Each thread examines IA32_MCi_CTL2[30] indicator for each bank to determine if another thread has 
already claimed ownership of that bank. 


¢ If IA32_MCi_CTL2[30] had been set by another thread. This thread can not own bank / and should 
proceed to step b. and examine the next machine check bank until all of the machine check banks are 
exhausted. 


¢ If IA32_MCi_CTL2[30] = 0, proceed to step c. 


c. Check whether writing a 1 into IA32_MCi_CTL2[30] can return with 1 on a subsequent read to determine 
this bank can support CMCI. 


¢ If IA32_MCi_CTL2[30] = 0, this bank does not support CMCI. This thread can not own bank / and should 
proceed to step b. and examine the next machine check bank until all of the machine check banks are 
exhausted. 


¢ If IA32_MCi_CTL2[30] = 1, modify the per-thread data structure to indicate this thread claims 
ownership to the MC bank; proceed to initialize the error threshold count (bits 15:0) of that bank as 
described in Chapter 15, “CMCI Threshold Management”. Then proceed to step b. and examine the next 
machine check bank until all of the machine check banks are exhausted. 


e ~=©After the thread has examined all of the machine check banks, it sees if it owns any MC banks to service CMCI. 
If any bank has been claimed by this thread: 


— Ensure that the CMCI interrupt handler has been set up as described in Chapter 15, “CMCI Interrupt 
Handler”. 


— Initialize the CMCI LVT entry, as described in Section 15.5.1, “CMCI Local APIC Interface”. 
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— Log and clear all of IA32_MCi_Status registers for the banks that this thread owns. This will allow new 
errors to be logged. 


15.5.2.2 CMCI Threshold Management 


The Corrected MC error threshold field, IA32_MCi_CTL2[14:0], is architecturally defined. Specifically, all these bits 
are writable by software, but different processor implementations may choose to implement less than 15 bits as 
threshold for the overflow comparison with IA32_MCi_STATUS[52:38]. The following describes techniques that 
software can manage CMCI threshold to be compatible with changes in implementation characteristics: 


¢ Software can set the initial threshold value to 1 by writing 1 to IA32_MCi_CTL2[14:0]. This will cause overflow 
condition on every corrected MC error and generates a CMCI interrupt. 


* To increase the threshold and reduce the frequency of CMCI servicing: 
a. Find the maximum threshold value a given processor implementation supports. The steps are: 
* Write 7FFFH to IA32_MCi_CTL2[14:0], 


¢ Read back IA32_MCi_CTL2[14:0]; these 15 bits (14:0) contain the maximum threshold supported by 
the processor. 


b. Increase the threshold to a value below the maximum value discovered using step a. 


15.5.2.3. CMCI Interrupt Handler 
The following describes techniques system software may consider to implement a CMCI service routine: 


¢ The service routine examines its private per-thread data structure to check which set of MC banks it has 
ownership. If the thread does not have ownership of a given MC bank, proceed to the next MC bank. Ownership 
is determined at initialization time which is described in Section 15.5.2.1. 


If the thread had claimed ownership to an MC bank, this technique will allow each logical processors to handle 
corrected MC errors independently and requires no synchronization to access shared MSR resources. Consult 
Example 15-5 for guidelines on logging when processing CMCI. 


15.6 RECOVERY OF UNCORRECTED RECOVERABLE (UCR) ERRORS 


Recovery of uncorrected recoverable machine check errors is an enhancement in machine-check architecture. The 
first processor that supports this feature is 45 nm Intel 64 processor on which CPUID reports 
DisplayFamily_DisplayModel as O6H_2EH (see CPUID instruction in Chapter 3, “Instruction Set Reference, A-L” in 
the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A). This allow system software to 
perform recovery action on certain class of uncorrected errors and continue execution. 


15.6.1 Detection of Software Error Recovery Support 


Software must use bit 24 of IA32_MCG_CAP (MCG_SER_P) to detect the presence of software error recovery 
support (see Figure 15-2). When IA32_MCG_CAP[24] is set, this indicates that the processor supports software 
error recovery. When this bit is clear, this indicates that there is no support for error recovery from the processor 
and the primary responsibility of the machine check handler is logging the machine check error information and 
shutting down the system. 


The new class of architectural MCA errors from which system software can attempt recovery is called Uncorrected 
Recoverable (UCR) Errors. UCR errors are uncorrected errors that have been detected and signaled but have not 
corrupted the processor context. For certain UCR errors, this means that once system software has performed a 
certain recovery action, it is possible to continue execution on this processor. UCR error reporting provides an error 
containment mechanism for data poisoning. The machine check handler will use the error log information from the 
error reporting registers to analyze and implement specific error recovery actions for UCR errors. 
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15.6.2 UCR Error Reporting and Logging 


IA32_MCi_STATUS MSR is used for reporting UCR errors and existing corrected or uncorrected errors. The defini- 
tions of IA32_MCi_STATUS, including bit fields to identify UCR errors, is shown in Figure 15-6. UCR errors can be 
signaled through either the corrected machine check interrupt (CMCI) or machine check exception (MCE) path 
depending on the type of the UCR error. 


When IA32_MCG_CAP[24] is set, a UCR error is indicated by the following bit settings in the IA32_MCi_STATUS 
register: 


* Valid (bit 63) = 1 
* UC (bit 61) = 1 
* PCC (bit 57) = 0 


Additional information from the IA32_MCi_MISC and the IA32_MCi_ADDR registers for the UCR error are available 
when the ADDRV and the MISCV flags in the IA32_MCi_STATUS register are set (See Section 15.3.2.4). The MCA 
error code field of the IA32_MCi_STATUS register indicates the type of UCR error. System software can interpret 
the MCA error code field to analyze and identify the necessary recovery action for the given UCR error. 


In addition, the IA32_MCi_STATUS register bit fields, bits 56:55, are defined (see Figure 15-6) to provide addi- 
tional information to help system software to properly identify the necessary recovery action for the UCR error: 


° S (Signaling) flag, bit 56 - Indicates (when set) that a machine check exception was generated for the UCR 
error reported in this MC bank and system software needs to check the AR flag and the MCA error code fields in 
the IA32_MCi_STATUS register to identify the necessary recovery action for this error. When the S flag in the 
IA32_MCi_STATUS register is clear, this UCR error was not signaled via a machine check exception and instead 
was reported as a corrected machine check (CMC). System software is not required to take any recovery action 
when the S flag in the IA32_MCi_STATUS register is clear. 


¢ AR (Action Required) flag, bit 55 - Indicates (when set) that MCA error code specific recovery action must be 
performed by system software at the time this error was signaled. This recovery action must be completed 
successfully before any additional work is scheduled for this processor. When the RIPV flag in the 
IA32_MCG_STATUS is clear, an alternative execution stream needs to be provided; when the MCA error code 
specific recovery specific recovery action cannot be successfully completed, system software must shut down 
the system. When the AR flag in the IA32_MCi_STATUS register is clear, system software may still take MCA 
error code specific recovery action but this is optional; system software can safely resume program execution 
at the instruction pointer saved on the stack from the machine check exception when the RIPV flag in the 
IA32_MCG_STATUS register is set. 


Both the S and the AR flags in the IA32_MCi_STATUS register are defined to be sticky bits, which mean that once 
set, the processor does not clear them. Only software and good power-on reset can clear the S and the AR-flags. 
Both the S and the AR flags are only set when the processor reports the UCR errors (MCG_CAP[24] is set). 


15.6.3. UCR Error Classification 
With the S and AR flag encoding in the IA32_MCi_STATUS register, UCR errors can be classified as: 


¢ Uncorrected no action required (UCNA) - is a UCR error that is not signaled via a machine check exception and, 
instead, is reported to system software as a corrected machine check error. UCNA errors indicate that some 
data in the system is corrupted, but the data has not been consumed and the processor state is valid and you 
may continue execution on this processor. UCNA errors require no action from system software to continue 
execution. A UCNA error is indicated with UC=1, PCC=0, S=0 and AR=0 in the IA32_MCi_STATUS register. 


° Software recoverable action optional (GRAO) - a UCR error is signaled either via a machine check exception or 
CMCI. System software recovery action is optional and not required to continue execution from this machine 
check exception. SRAO errors indicate that some data in the system is corrupt, but the data has not been 
consumed and the processor state is valid. SRAO errors provide the additional error information for system 
software to perform a recovery action. An SRAO error when signaled as a machine check is indicated with 
UC=1, PCC=0, S=1, EN=1 and AR=0 in the IA32_MCi_STATUS register. In cases when SRAO is signaled via 
CMCI the error signature is indicated via UC=1, PCC=0, S=0. Recovery actions for SRAO errors are MCA error 
code specific. The MISCV and the ADDRV flags in the IA32_MCi_STATUS register are set when the additional 
error information is available from the IA32_MCi_MISC and the IA32_MCi_ADDR registers. System software 
needs to inspect the MCA error code fields in the IA32_MCi_STATUS register to identify the specific recovery 
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action for a given SRAO error. If MISCV and ADDRV are not set, it is recommended that no system software 
error recovery be performed however, system software can resume execution. 


° Software recoverable action required (SRAR) - a UCR error that requires system software to take a recovery 
action on this processor before scheduling another stream of execution on this processor. SRAR errors indicate 
that the error was detected and raised at the point of the consumption in the execution flow. An SRAR error is 
indicated with UC=1, PCC=0, S=1, EN=1 and AR=1 in the IA32_MCi_STATUS register. Recovery actions are 
MCA error code specific. The MISCV and the ADDRV flags in the IA32_MCi_STATUS register are set when the 
additional error information is available from the IA32_MCi_MISC and the IA32_MCi_ADDR registers. System 
software needs to inspect the MCA error code fields in the IA32_MCi_STATUS register to identify the specific 
recovery action for a given SRAR error. If MISCV and ADDRV are not set, it is recommended that system 
software shutdown the system. 


Table 15-7 summarizes UCR, corrected, and uncorrected errors. 

Table 15-7. MC Error Classifications 
Type of Error’ UC |EN /|PCC |S _ |AR | Signaling | Software Action Example 
Uncorrected Error (UC) | 1 1 1 xX |X MCE If EN=1, reset the system, else log 
and OK to keep the system running. 
SRAR 1 1 0 1 41 MCE For known MCACOD, take specific Cache to processor load 
recovery action; error. 
For unknown MCACOD, must 
bugcheck. 


If OVER=1, reset system, else take 
specific recovery action. 


SRAO 1 x? 0 x2 10 MCE/CMC | For known MCACOD, take specific Patrol scrub and explicit 
recovery action; writeback poison errors. 


For unknown MCACOD, OK to keep 
the system running. 


UCNA 1 xX 0 0 |0 CMC Log the error and Ok to keep the Poison detection error. 
system running. 

Corrected Error (CE) 0 x X xX |X CMC Log the error and no corrective ECC in caches and 
action required. memory. 

NOTES: 


1. SRAR, SRAO and UCNA errors are supported by the processor only when IA32_MCG_CAP[24] (MCG_SER_P) is set. 
2. EN=1, S=1 when signaled via MCE. EN=x, S=O when signaled via CMC. 


15.6.4 UCR Error Overwrite Rules 


In general, the overwrite rules are as follows: 

¢ UCR errors will overwrite corrected errors. 

® Uncorrected (PCC=1) errors overwrite UCR (PCC=0) errors. 
¢ UCR errors are not written over previous UCR errors. 

* Corrected errors do not write over previous UCR errors. 


Regardless of whether the ist error is retained or the 2nd error is overwritten over the 1st error, the OVER flag in 
the IA32_MCi_STATUS register will be set to indicate an overflow condition. As the S flag and AR flag in the 
IA32_MCi_STATUS register are defined to be sticky flags, a second event cannot clear these 2 flags once set, 
however the MC bank information may be filled in for the 2nd error. The table below shows the overwrite rules and 
how to treat a second error if the first event is already logged in a MC bank along with the resulting bit setting of 
the UC, PCC, and AR flags in the IA32_MCi_STATUS register. As UCNA and SRAO errors do not require recovery 
action from system software to continue program execution, a system reset by system software is not required 
unless the AR flag or PCC flag is set for the UCR overflow case (OVER=1, VAL=1, UC=1, PCC=0). 
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Table 15-8 lists overwrite rules for uncorrected errors, corrected errors, and uncorrected recoverable errors. 
Table 15-8. Overwrite Rules for UC, CE, and UCR Errors 


First Event Second Event UC PCC |S AR MCA Bank Reset System 
ce UCR 1 0 O if UCNA, else 1 | 1 if SRAR, else O | second yes, if AR=1 
UCR CE 1 0 Oif UCNA, else 1 | 1if SRAR, else O | first yes, if AR=1 
UCNA UCNA 1 0 0 0 first no 

UCNA SRAO 1 0 1 0 first no 

UCNA SRAR 1 0 1 1 first yes 

SRAO UCNA 1 0 1 0 first no 

SRAO SRAO 1 0 1 0 first no 

SRAO SRAR 1 0 1 1 first yes 

SRAR UCNA 1 0 1 1 first yes 

SRAR SRAO 1 0 1 1 first yes 

SRAR SRAR 1 0 1 1 first yes 

UCR UC 1 1 undefined undefined second yes 

UC UCR 1 1 undefined undefined first yes 


15.7. MACHINE-CHECK AVAILABILITY 


The machine-check architecture and machine-check exception (#MC) are model-specific features. Software can 
execute the CPUID instruction to determine whether a processor implements these features. Following the execu- 
tion of the CPUID instruction, the settings of the MCA flag (bit 14) and MCE flag (bit 7) in EDX indicate whether the 
processor implements the machine-check architecture and machine-check exception. 


15.8 MACHINE-CHECK INITIALIZATION 


To use the processors machine-check architecture, software must initialize the processor to activate the machine- 
check exception and the error-reporting mechanism. 


Example 15-1 gives pseudocode for performing this initialization. This pseudocode checks for the existence of the 
machine-check architecture and exception; it then enables machine-check exception and the error-reporting 
register banks. The pseudocode shown is compatible with the Pentium 4, Intel Xeon, Intel Atom, P6 family, and 
Pentium processors. 


Following power up or power cycling, IA32_MCi_STATUS registers are not guaranteed to have valid data until after 
they are initially cleared to zero by software (as shown in the initialization pseudocode in Example 15-1). 


Example 15-1. Machine-Check Initialization Pseudocode 


Check CPUID Feature Flags for MCE and MCA support 
IF CPU supports MCE 
THEN 
IF CPU supports MCA 
THEN 
IF (IA32_MCG_CAP.MCG_CTL_P = 1) 
(* IA32_MCG_CTL register is present *) 
THEN 
IA32_MCG_CTL <— FFFFFFFFFFFFFFFFH; 
(* enables all MCA features *) 


Fl 


IF (IA32_MCG_CAP.MCG_LMCE_P = 1 and IA32_FEATURE_CONTROL.LOCK = 1 and IA32_FEATURE_CONTROL.LMCE_ENABLED = 1) 
(* IA32_MCG_EXT_CTL register is present and platform has enabled LMCE to permit system software to use LMCE *) 
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Fl 


THEN 

IA32_MCG_EXT_CTL < IA32_MCG_EXT_CTL | 01H; 

(* System software enables LMCE capability for hardware to signal MCE to a single logical processor*) 
Fl 


(* Determine number of error-reporting banks supported *) 
COUNT< IA32_MCG_CAP.Count; 
MAX_BANK_NUMBER <— COUNT - 1; 


IF (Processor Family is 6H and Processor EXTMODEL:MODEL is less than 1AH) 
THEN 
(* Enable logging of all errors except for MCO_CTL register *) 
FOR error-reporting banks (1 through MAX_BANK_NUMBER) 
DO 
IA32_MCi_CTL < OFFFFFFFFFFFFFFFFH; 
OD 


ELSE 
(* Enable logging of all errors including MCO_CTL register *) 
FOR error-reporting banks (0 through MAX_BANK_NUMBER) 
DO 
IA32_MCi_CTL < OFFFFFFFFFFFFFFFFH; 
OD 
Fl 


(* BIOS clears all errors only on power-on reset *) 
IF (BIOS detects Power-on reset) 
THEN 
FOR error-reporting banks (0 through MAX_BANK_NUMBER) 
DO 
IA32_MCi_STATUS < 0; 
OD 
ELSE 
FOR error-reporting banks (0 through MAX_BANK_NUMBER) 
DO 
(Optional for BIOS and OS) Log valid errors 
(OS only) IA32_MCi_STATUS < 0; 
OD 


Fl 


Setup the Machine Check Exception (HMC) handler for vector 18 in IDT 


Set the MCE bit (bit 6) in CR4 register to enable Machine-Check Exceptions 


Fl 


15.9 INTERPRETING THE MCA ERROR CODES 


When the processor detects a machine-check error condition, it writes a 16-bit error code to the MCA error code 
field of one of the IA32_MCi_STATUS registers and sets the VAL (valid) flag in that register. The processor may also 
write a 16-bit model-specific error code in the IA32_MCi_STATUS register depending on the implementation of the 


machine-check architecture of the processor. 


The MCA error codes are architecturally defined for Intel 64 and IA-32 processors. To determine the cause of a 
machine-check exception, the machine-check exception handler must read the VAL flag for each 
IA32_MCi_STATUS register. If the flag is set, the machine check-exception handler must then read the MCA error 
code field of the register. It is the encoding of the MCA error code field [15:0] that determines the type of error 


being reported and not the register bank reporting it. 


There are two types of MCA error codes: simple error codes and compound error codes. 
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15.9.1. Simple Error Codes 


Table 15-9 shows the simple error codes. These unique codes indicate global error information. 


Table 15-9. 1A32_MCi_Status [15:0] Simple Error Code Encoding 


Error Code Binary Encoding Meaning 

No Error 0000 0000 0000 0000 No error has been reported to this bank of error-reporting 
registers. 

Unclassified 0000 0000 0000 0001 This error has not been classified into the MCA error classes. 

Microcode ROM Parity Error 0000 0000 0000 0010 Parity error in internal microcode ROM 

External Error 0000 0000 0000 0011 The BINIT# from another processor caused this processor to 
enter machine check.! 

FRC Error 0000 0000 0000 0100 FRC (functional redundancy check) main/secondary error. 

Internal Parity Error 0000 0000 0000 0101 Internal parity error. 

SMM Handler Code Access 0000 0000 0000 0110 An attempt was made by the SMM Handler to execute 

Violation outside the ranges specified by SMRR. 

Internal Timer Error 0000 0100 0000 0000 Internal timer error. 

1/0 Error 0000 1110 0000 1011 generic I/O error. 

Internal Unclassified OO00 01xx Xxxx XxXxx Internal unclassified errors. ¢ 

NOTES: 


1. BINIT# assertion will cause a machine check exception if the processor (or any processor on the same external bus) has BINIT# 
observation enabled during power-on configuration (hardware strapping) and if machine check exceptions are enabled (by setting 
CR4.MCE = 1). 


2. At least one X must equal one. Internal unclassified errors have not been classified. 


15.9.2 Compound Error Codes 


Compound error codes describe errors related to the TLBs, memory, caches, bus and interconnect logic, and 
internal timer. A set of sub-fields is common to all of compound errors. These sub-fields describe the type of 
access, level in the cache hierarchy, and type of request. Table 15-10 shows the general form of the compound 
error codes. 


Table 15-10. IA32_MCi_Status [15:0] Compound Error Code Encoding 
Type Form Interpretation 


Generic Cache Hierarchy 


OOOF 0000 0000 171LL 


Generic cache hierarchy error 


TLB Errors 


OOOF 0000 0001 TTLL 


(TT}TLB{LL}_ERR 


Memory Controller Errors 


OOOF 0000 1MMM CCCC 


{MMM}_CHANNEL{CCCC}_ERR 


Cache Hierarchy Errors 


OOOF 0001 RRRR TTLL 


{TT}CACHE{LL} {RRRR}_ERR 


Extended Memory Errors 


OOOF 0010 1MMM CCCC 


{MMM}_CHANNEL{CCCC}_ERR 


Bus and Interconnect Errors 


OOOF 1PPT RRRR IILL 


BUS{LL_{PP}_{RRRR}_{Il]_{T}_ERR 


The “Interpretation” column in the table indicates the name of a compound error. The name is constructed by 
substituting mnemonics for the sub-field names given within curly braces. For example, the error code 
ICACHEL1_RD_ERR is constructed from the form: 

{TT}CACHE{LL}{RRRR}_ERR, 

where {TT} is replaced by |, {LL} is replaced by L1, and {RRRR} is replaced by RD. 
For more information on the “Form” and “Interpretation” columns, see Sections Section 15.9.2.1, “Correction 
Report Filtering (F) Bit” through Section 15.9.2.5, “Bus and Interconnect Errors”. 
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15.9.2.1 Correction Report Filtering (F) Bit 
Starting with Intel Core Duo processors, bit 12 in the “Form” column in Table 15-10 is used to indicate that a partic- 
ular posting to a log may be the last posting for corrections in that line/entry, at least for some time: 


* Qin bit 12 indicates “normal” filtering (original P6/Pentium4/Atom/Xeon processor meaning). 


* 1in bit 12 indicates “corrected” filtering (filtering is activated for the line/entry in the posting). Filtering means 
that some or all of the subsequent corrections to this entry (in this structure) will not be posted. The enhanced 
error reporting introduced with the Intel Core Duo processors is based on tracking the lines affected by 
repeated corrections (see Section 15.4, “Enhanced Cache Error reporting”). This capability is indicated by 
IA32_MCG_CAP[11]. Only the first few correction events for a line are posted; subsequent redundant 
correction events to the same line are not posted. Uncorrected events are always posted. 


The behavior of error filtering after crossing the yellow threshold is model-specific. Filtering has meaning only for 
corrected errors (UC=0 in IA32_MCi_STATUS MSR). System software must ignore filtering bit (12) for uncorrected 


errors. 


15.9.2.2 Transaction Type (TT) Sub-Field 


The 2-bit TT sub-field (Table 15-11) indicates the type of transaction (data, instruction, or generic). The sub-field 
applies to the TLB, cache, and interconnect error conditions. Note that interconnect error conditions are primarily 
associated with P6 family and Pentium processors, which utilize an external APIC bus separate from the system 
bus. The generic type is reported when the processor cannot determine the transaction type. 


Table 15-11. Encoding for TT (Transaction Type) Sub-Field 


Binary Encoding 


15.9.2.3 Level (LL) Sub-Field 


Transaction Type Mnemonic 
Instruction I 00 
Data D 01 
Generic G 10 


The 2-bit LL sub-field (see Table 15-12) indicates the level in the memory hierarchy where the error occurred (level 
0, level 1, level 2, or generic). The LL sub-field also applies to the TLB, cache, and interconnect error conditions. 
The Pentium 4, Intel Xeon, Intel Atom, and P6 family processors support two levels in the cache hierarchy and one 
level in the TLBs. Again, the generic type is reported when the processor cannot determine the hierarchy level. 


Table 15-12. Level Encoding for LL (Memory Hierarchy Level) Sub-Field 


Hierarchy Level Mnemonic Binary Encoding 
Level 0 LO 00 
Level 1 1 01 
Level 2 L2 10 
Generic LG 11 


15.9.2.4 Request (RRRR) Sub-Field 


The 4-bit RRRR sub-field (see Table 15-13) indicates the type of action associated with the error. Actions include 
read and write operations, prefetches, cache evictions, and snoops. Generic error is returned when the type of 
error cannot be determined. Generic read and generic write are returned when the processor cannot determine the 
type of instruction or data request that caused the error. Eviction and snoop requests apply only to the caches. All 


of the other requests apply to TLBs, caches and interconnects. 
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Table 15-13. Encoding of Request (RRRR) Sub-Field 


Request Type Mnemonic Binary Encoding 
Generic Error ERR 0000 
Generic Read RD 0001 
Generic Write WR 0010 
Data Read DRD 0011 
Data Write DWR 0100 
Instruction Fetch IRD 0101 
Prefetch PREFETCH 0110 
Eviction EVICT 0111 
Snoop SNOOP 1000 


15.9.2.5 Bus and Interconnect Errors 


The bus and interconnect errors are defined with the 2-bit PP (participation), 1-bit T (time-out), and 2-bit II 
(memory or I/O) sub-fields, in addition to the LL and RRRR sub-fields (see Table 15-14). The bus error conditions 
are implementation dependent and related to the type of bus implemented by the processor. Likewise, the inter- 
connect error conditions are predicated on a specific implementation-dependent interconnect model that describes 
the connections between the different levels of the storage hierarchy. The type of bus is implementation depen- 
dent, and as such is not specified in this document. A bus or interconnect transaction consists of a request involving 
an address and a response. 


Table 15-14. Encodings of PP, T, and II Sub-Fields 


Sub-Field Transaction Mnemonic Binary Encoding 
PP (Participation) Local processor* originated request SRC 00 
Local processor* responded to request RES 01 
Local processor* observed error as third party OBS 10 
Generic 11 
T (Time-out) Request timed out TIMEOUT 1 
Request did not time out NOTIMEOUT 0) 
Il (Memory or I/O) Memory Access M 00 
Reserved 01 
1/0 10 10 
Other transaction 11 


NOTE: 


* Local processor differentiates the processor reporting the error from other system components (including the APIC, other proces- 


sors, etc.). 
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15.9.2.6 Memory Controller and Extended Memory Errors 


The memory controller errors are defined with the 3-bit MMM (memory transaction type), and 4-bit CCCC (channel) 
sub-fields. The encodings for MMM and CCCC are defined in Table 15-15. Extended Memory errors use the same 
encodings and are used to report errors in memory used as a cache. 


Table 15-15. Encodings of MMM and CCCC Sub-Fields 


Sub-Field Transaction Mnemonic Binary Encoding 
MMM Generic undefined request GEN 000 
Memory read error RD 001 
Memory write error WR 010 
Address/Command Error AC 011 
Memory Scrubbing Error MS 100 
Reserved 101-111 
Ccccc Channel number CHN 0000-1110 
Channel not specified 1111 


Note that the CCCC channel number may be enumerated from zero separately by each memory controller on a 
system. On a multi-socket system, or a system with multiple memory controllers per socket, it is necessary to also 
consider which machine check bank logged the error. See Chapter 16 for details on specific implementations. 


15.9.3 Architecturally Defined UCR Errors 


Software recoverable compound error code are defined in this section. 


15.9.3.1 Architecturally Defined SRAO Errors 

The following two SRAO errors are architecturally defined. 

e UCR Errors detected by memory controller scrubbing; and 

¢ UCR Errors detected during L3 cache (L3) explicit writebacks. 


The MCA error code encodings for these two architecturally-defined UCR errors corresponds to sub-classes of 
compound MCA error codes (see Table 15-10). Their values and compound encoding format are given in Table 
15-16. 


Table 15-16. MCA Compound Error Code Encoding for SRAO Errors 


Type MCACOD Value | MCA Error Code Encoding’ 


Memory Scrubbing | COH - CFH 0000_0000_1100_CCCC 

OOOF 0000 1MMM CCCC (Memory Controller Error), where 
Memory subfield MMM = 100B (memory scrubbing) 
Channel subfield CCCC = channel # or generic 


L3 Explicit Writeback | 17AH 0000_0001_0111_1010 

OOOF 0001 RRRR TTLL (Cache Hierarchy Error) where 
Request subfields RRRR = 01118B (Eviction) 
Transaction Type subfields TT = 10B (Generic) 

Level subfields LL = 10B 


NOTES: 
1. Note that for both of these errors the correction report filtering (F) bit (bit 12) of the MCA error must be ignored. 
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Table 15-17 lists values of relevant bit fields of IA32_MCi_STATUS for architecturally defined SRAO errors. 
Table 15-17. IA32_MCi_STATUS Values for SRAO Errors 


SRAO Error Valid OVER uc [EN |MISCV ADDRV Pcc |S |AR |MCACOD 
Memory Scrubbing 1 0 1 x | 1 0 x' 10 | COH-CFH 
L3 Explicit Writeback 1 0 1 x? 14 1 0 x’ [0 17AH 
NOTES: 


1. When signaled as MCE, EN=1 and S=1. If error was signaled via CMC, then EN=x, and S=0. 


For both the memory scrubbing and L3 explicit writeback errors, the ADDRV and MISCV flags in the 
IA32_MCi_STATUS register are set to indicate that the offending physical address information is available from the 
IA32_MCi_MISC and the IA32_MCi_ADDR registers. For the memory scrubbing and L3 explicit writeback errors, 
the address mode in the IA32_MCi_MISC register should be set as physical address mode (010b) and the address 
LSB information in the IA32_MCi_MISC register should indicate the lowest valid address bit in the address informa- 
tion provided from the IA32_MCi_ADDR register. 


MCE signal is broadcast to all logical processors as outlined in Section 15.10.4.1. If LMCE is supported and enabled, 
some errors (not limited to UCR errors) may be delivered to only a single logical processor. System software should 
consult IA32_MCG_STATUS.LMCE_S to determine if the MCE signaled is only to this logical processor. 
IA32_MCi_STATUS banks can be shared by logical processors within a core or within the same package. So several 
logical processors may find an SRAO error in the shared IA32_MCi_STATUS bank but other processors do not find 
it in any of the IA32_MCi_STATUS banks. Table 15-18 shows the RIPV and EIPV flag indication in the 
IA32_MCG_STATUS register for the memory scrubbing and L3 explicit writeback errors on both the reporting and 
non-reporting logical processors. 


Table 15-18. IA32_MCG_STATUS Flag Indication for SRAO Errors 


SRAO Type Reporting Logical Processors Non-reporting Logical Processors 
RIPV EIPV RIPV EIPV 

Memory Scrubbing 1 0) 1 0 

L3 Explicit Writeback 1 0) 1 0 


15.9.3.2 Architecturally Defined SRAR Errors 

The following two SRAR errors are architecturally defined. 
¢ UCR Errors detected on data load; and 

¢ UCR Errors detected on instruction fetch. 


The MCA error code encodings for these two architecturally-defined UCR errors corresponds to sub-classes of 
compound MCA error codes (see Table 15-10). Their values and compound encoding format are given in Table 
15-19. 


Table 15-19. MCA Compound Error Code Encoding for SRAR Errors 
Type MCACOD Value | MCA Error Code Encoding’ 
Data Load 134H 0000_0001_0011_0100 
OOOF 0001 RRRR TTLL (Cache Hierarchy Error), where 
Request subfield RRRR = 0011B (Data Load) 
Transaction Type subfield TT= 01B (Data) 
Level subfield LL = OOB (Level 0) 
Instruction Fetch 150H 0000_0001_0101_0000 
OOOF 0001 RRRR TTLL (Cache Hierarchy Error), where 
Request subfield RRRR = 0101B (Instruction Fetch) 
Transaction Type subfield TT= OOB (Instruction) 
Level subfield LL = OOB (Level 0) 
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NOTES: 
1, Note that for both of these errors the correction report filtering (F) bit (bit 12) of the MCA error must be ignored. 


Table 15-20 lists values of relevant bit fields of IA32_MCi_STATUS for architecturally defined SRAR errors. 
Table 15-20. IA32_MCi_STATUS Values for SRAR Errors 


SRAR Error Valid OVER UC |EN_ |MISCV ADDRV PCC S |AR_ |MCACOD 
Data Load 1 0 1 1 1 1 0 1 1 134H 
Instruction Fetch 1 0 1 1 1 1 0 1 1 150H 


For both the data load and instruction fetch errors, the ADDRV and MISCV flags in the IA32_MCi_STATUS register 
are set to indicate that the offending physical address information is available from the IA32_MCi_MISC and the 
IA32_MCi_ADDR registers. For the memory scrubbing and L3 explicit writeback errors, the address mode in the 
IA32_MCi_MISC register should be set as physical address mode (010b) and the address LSB information in the 
IA32_MCi_MISC register should indicate the lowest valid address bit in the address information provided from the 
IA32_MCi_ADDR register. 


MCE signal is broadcast to all logical processors on the system on which the UCR errors are supported, except when 
the processor supports LMCE and LMCE is enabled by system software (see Section 15.3.1.5). The 
IA32_MCG_STATUS MSR allows system software to distinguish the affected logical processor of an SRAR error 
amongst logical processors that observed SRAR via MCi_STATUS bank. 


Table 15-21 shows the RIPV and EIPV flag indication in the IA32_MCG_STATUS register for the data load and 
instruction fetch errors on both the reporting and non-reporting logical processors. The recoverable SRAR error 
reported by a processor may be continuable, where the system software can interpret the context of continuable 
as follows: the error was isolated, contained. If software can rectify the error condition in the current instruction 
stream, the execution context on that logical processor can be continued without loss of information. 


Table 15-21. 1A32_MCG_STATUS Flag Indication for SRAR Errors 


SRAR Type Affected Logical Processor Non-Affected Logical Processors 

RIPV EIPV Continuable RIPV EIPV Continuable 
Recoverable- 1 1 Yes! 
continuable 
Recoverable-not- 0 x No 1 0 Yes 
continuable 
NOTES: 


1. see the definition of the context of “continuable” above and additional detail below. 


SRAR Error And Affected Logical Processors 

The affected logical processor is the one that has detected and raised an SRAR error at the point of the consump- 
tion in the execution flow. The affected logical processor should find the Data Load or the Instruction Fetch error 
information in the IA32_MCi_STATUS register that is reporting the SRAR error. 


Table 15-21 list the actionable scenarios that system software can respond to an SRAR error on an affected logical 
processor according to RIPV and EIPV values: 


¢ Recoverable-Continuable SRAR Error (RIPV=1, EIPV=1): 


For Recoverable-Continuable SRAR errors, the affected logical processor should find that both the 
IA32_MCG_STATUS.RIPV and the IA32_MCG_STATUS.EIPV flags are set, indicating that system software may 
be able to restart execution from the interrupted context if it is able to rectify the error condition. If system 
software cannot rectify the error condition then it must treat the error as a recoverable error where restarting 
execution with the interrupted context is not possible. Restarting without rectifying the error condition will 
result in most cases with another SRAR error on the same instruction. 
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¢ Recoverable-not-continuable SRAR Error (RIPV=0, EIPV=x): 
For Recoverable-not-continuable errors, the affected logical processor should find that either 
— JA32_MCG_STATUS.RIPV= 0, IA32_MCG_STATUS.EIPV=1, or 
— JIA32_MCG_STATUS.RIPV= 0, IA32_MCG_STATUS.EIPV=0. 


In either case, this indicates that the error is detected at the instruction pointer saved on the stack for this 
machine check exception and restarting execution with the interrupted context is not possible. System 
software may take the following recovery actions for the affected logical processor: 


¢ The current executing thread cannot be continued. System software must terminate the interrupted 
stream of execution and provide a new stream of execution on return from the machine check handler 
for the affected logical processor. 


SRAR Error And Non-Affected Logical Processors 


The logical processors that observed but not affected by an SRAR error should find that the RIPV flag in the 
IA32_MCG_STATUS register is set and the EIPV flag in the IA32_MCG_STATUS register is cleared, indicating that it 
is safe to restart the execution at the instruction saved on the stack for the machine check exception on these 
processors after the recovery action is successfully taken by system software. 


15.9.4 Multiple MCA Errors 


When multiple MCA errors are detected within a certain detection window, the processor may aggregate the 
reporting of these errors together as a single event, i.e. a single machine exception condition. If this occurs, 
system software may find multiple MCA errors logged in different MC banks on one logical processor or find 
multiple MCA errors logged across different processors for a single machine check broadcast event. In order to 
handle multiple UCR errors reported from a single machine check event and possibly recover from multiple errors, 
system software may consider the following: 


¢ Whether it can recover from multiple errors is determined by the most severe error reported on the system. If 
the most severe error is found to be an unrecoverable error (VAL=1, UC=1, PCC=1 and EN=1) after system 
software examines the MC banks of all processors to which the MCA signal is broadcast, recovery from the 
multiple errors is not possible and system software needs to reset the system. 


¢ When multiple recoverable errors are reported and no other fatal condition (e.g. overflowed condition for SRAR 
error) is found for the reported recoverable errors, it is possible for system software to recover from the 
multiple recoverable errors by taking necessary recovery action for each individual recoverable error. However, 
system software can no longer expect one to one relationship with the error information recorded in the 
IA32_MCi_STATUS register and the states of the RIPV and EIPV flags in the IA32_MCG_STATUS register as the 
states of the RIPV and the EIPV flags in the IA32_MCG_STATUS register may indicate the information for the 
most severe error recorded on the processor. System software is required to use the RIPV flag indication in the 
IA32_MCG_STATUS register to make a final decision of recoverability of the errors and find the restart-ability 
requirement after examining each IA32_MCi_STATUS register error information in the MC banks. 


In certain cases where system software observes more than one SRAR error logged for a single logical 
processor, it can no longer rely on affected threads as specified in Table 15-20 above. System software is 
recommended to reset the system if this condition is observed. 


15.9.5 Machine-Check Error Codes Interpretation 


Chapter 16, “Interpreting Machine-Check Error Codes,” provides information on interpreting the MCA error code, 
model-specific error code, and other information error code fields. For P6 family processors, information has been 
included on decoding external bus errors. For Pentium 4 and Intel Xeon processors; information is included on 
external bus, internal timer and cache hierarchy errors. 


Vol. 3B 15-27 


MACHINE-CHECK ARCHITECTURE 


15.10 GUIDELINES FOR WRITING MACHINE-CHECK SOFTWARE 


The machine-check architecture and error logging can be used in three different ways: 
* To detect machine errors during normal instruction execution, using the machine-check exception (#MC). 
¢ To periodically check and log machine errors. 


° To examine recoverable UCR errors, determine software recoverability and perform recovery actions via a 
machine-check exception handler or a corrected machine-check interrupt handler. 


To use the machine-check exception, the operating system or executive software must provide a machine-check 
exception handler. This handler may need to be designed specifically for each family of processors. 


A special program or utility is required to log machine errors. 


Guidelines for writing a machine-check exception handler or a machine-error logging utility are given in the 
following sections. 


15.10.1  Machine-Check Exception Handler 


The machine-check exception (#MC) corresponds to vector 18. To service machine-check exceptions, a trap gate 
must be added to the IDT. The pointer in the trap gate must point to a machine-check exception handler. Two 
approaches can be taken to designing the exception handler: 


1. The handler can merely log all the machine status and error information, then call a debugger or shut down the 
system. 


2. The handler can analyze the reported error information and, in some cases, attempt to correct the error and 
restart the processor. 


For Pentium 4, Intel Xeon, Intel Atom, P6 family, and Pentium processors; virtually all machine-check conditions 
cannot be corrected (they result in abort-type exceptions). The logging of status and error information is therefore 
a baseline implementation requirement. 


When IA32_MCG_CAP[24] is clear, consider the following when writing a machine-check exception handler: 


* To determine the nature of the error, the handler must read each of the error-reporting register banks. The 
count field in the IA32_MCG_CAP register gives number of register banks. The first register of register bank 0 
is at address 400H. 


¢ The VAL (valid) flag in each IA32_MCi_STATUS register indicates whether the error information in the register 
is valid. If this flag is clear, the registers in that bank do not contain valid error information and do not need to 
be checked. 


¢ To write a portable exception handler, only the MCA error code field in the IA32_MCi_STATUS register should be 
checked. See Section 15.9, “Interpreting the MCA Error Codes,” for information that can be used to write an 
algorithm to interpret this field. 


* Correctable errors are corrected automatically by the processor. The UC flag in each IA32_MCi_STATUS reg- 
ister indicates whether the processor automatically corrected an error. 


° The RIPV, PCC, and OVER flags in each IA32_MCi_STATUS register indicate whether recovery from the error is 
possible. If PCC or OVER are set, recovery is not possible. If RIPV is not set, program execution can not be 
restarted reliably. When recovery is not possible, the handler typically records the error information and signals 
an abort to the operating system. 


¢ The RIPV flag in the IA32_MCG_STATUS register indicates whether the program can be restarted at the 
instruction indicated by the instruction pointer (the address of the instruction pushed on the stack when the 
exception was generated). If this flag is clear, the processor may still be able to be restarted (for debugging 
purposes) but not without loss of program continuity. 


° For unrecoverable errors, the EIPV flag in the IA32_MCG_STATUS register indicates whether the instruction 
indicated by the instruction pointer pushed on the stack (when the exception was generated) is related to the 
error. If the flag is clear, the pushed instruction may not be related to the error. 


¢ The MCIP flag in the IA32_MCG_STATUS register indicates whether a machine-check exception was generated. 
Before returning from the machine-check exception handler, software should clear this flag so that it can be 
used reliably by an error logging utility. The MCIP flag also detects recursion. The machine-check architecture 
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does not support recursion. When the processor detects machine-check recursion, it enters the shutdown 
state. 


Example 15-2 gives typical steps carried out by a machine-check exception handler. 


Example 15-2. Machine-Check Exception Handler Pseudocode 


IF CPU supports MCE 
THEN 
IF CPU supports MCA 
THEN 
call errorlogging routine; (* returns restartability *) 
Fi; 
ELSE (* Pentium(R) processor compatible *) 
READ P5_MC_ADDR 
READ P5_MC_TYPE; 
report RESTARTABILITY to console; 
FI; 
IF error is not restartable 
THEN 
report RESTARTABILITY to console; 
abort system; 
Fi; 
CLEAR MCIP flag in |A32_MCG_STATUS; 


15.10.2 Pentium Processor Machine-Check Exception Handling 


Machine-check exception handler on P6 family, Intel Atom and later processor families, should follow the guidelines 
described in Section 15.10.1 and Example 15-2 that check the processor’s support of MCA. 


NOTE 


On processors that support MCA (CPUID.1.EDX.MCA = 1) reading the P5_MC_TYPE and 
P5_MC_ADDR registers may produce invalid data. 


When machine-check exceptions are enabled for the Pentium processor (MCE flag is set in control register CR4), 
the machine-check exception handler uses the RDMSR instruction to read the error type from the PS5_MC_TYPE 
register and the machine check address from the P5_MC_ADDR register. The handler then normally reports these 
register values to the system console before aborting execution (See Example 15-2). 


15.10.3 Logging Correctable Machine-Check Errors 


The error handling routine for servicing the machine-check exceptions is responsible for logging uncorrected 
errors. 


If a machine-check error is correctable, the processor does not generate a machine-check exception for it. To 
detect correctable machine-check errors, a utility program must be written that reads each of the machine-check 
error-reporting register banks and logs the results in an accounting file or data structure. This utility can be imple- 
mented in either of the following ways. 


¢ Asystem daemon that polls the register banks on an infrequent basis, such as hourly or daily. 


° Auser-initiated application that polls the register banks and records the exceptions. Here, the actual polling 
service is provided by an operating-system driver or through the system call interface. 


¢ = Aninterrupt service routine servicing CMCI can read the MC banks and log the error. Please refer to Section 
15.10.4.2 for guidelines on logging correctable machine checks. 


Example 15-3 gives pseudocode for an error logging utility. 
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Example 15-3. Machine-Check Error Logging Pseudocode 


Assume that execution is restartable; 
IF the processor supports MCA 
THEN 
FOR each bank of machine-check registers 
DO 
READ IA32_MCi_STATUS; 
IF VAL flag in IA32_MCi_STATUS = 1 
THEN 
IF ADDRV flag in IA32_MCi_STATUS = 1 
THEN READ IA32_MCi_ADDR; 
FI; 
IF MISCV flag in IA32_MCi_STATUS = 1 
THEN READ IA32_MCi_MISC; 
Fl; 
IF MCIP flag in |A32_MCG_STATUS = 1 
(* Machine-check exception is in progress *) 
AND PCC flag in IA32_MCi_STATUS = 1 
OR RIPV flag in IA32_MCG_STATUS = 0 
(* execution is not restartable *) 
THEN 
RESTARTABILITY = FALSE; 
return RESTARTABILITY to calling procedure; 
FI; 
Save time-stamp counter and processor ID; 
Set [A32_MCi_STATUS to all Os; 
Execute serializing instruction (i.e., CPUID); 
FI; 
OD; 
Fl; 
If the processor supports the machine-check architecture, the utility reads through the banks of error-reporting 
registers looking for valid register entries. It then saves the values of the IA32_MCi_STATUS, IA32_MCi_ADDR, 
IA32_MCi_MISC and IA32_MCG_STATUS registers for each bank that is valid. The routine minimizes processing 
time by recording the raw data into a system data structure or file, reducing the overhead associated with polling. 
User utilities analyze the collected data in an off-line environment. 


When the MCIP flag is set in the IA32_MCG_STATUS register, a machine-check exception is in progress and the 
machine-check exception handler has called the exception logging routine. 


Once the logging process has been completed the exception-handling routine must determine whether execution 
can be restarted, which is usually possible when damage has not occurred (The PCC flag is clear, in the 
IA32_MCi_STATUS register) and when the processor can guarantee that execution is restartable (the RIPV flag is 
set in the IA32_MCG_STATUS register). If execution cannot be restarted, the system is not recoverable and the 
exception-handling routine should signal the console appropriately before returning the error status to the Oper- 
ating System kernel for subsequent shutdown. 


The machine-check architecture allows buffering of exceptions from a given error-reporting bank although the 
Pentium 4, Intel Xeon, Intel Atom, and P6 family processors do not implement this feature. The error logging 
routine should provide compatibility with future processors by reading each hardware error-reporting bank's 
IA32_MCi_STATUS register and then writing Os to clear the OVER and VAL flags in this register. The error logging 
utility should re-read the IA32_MCi_STATUS register for the bank ensuring that the valid bit is clear. The processor 
will write the next error into the register bank and set the VAL flags. 


Additional information that should be stored by the exception-logging routine includes the processor’s time-stamp 
counter value, which provides a mechanism to indicate the frequency of exceptions. A multiprocessing operating 
system stores the identity of the processor node incurring the exception using a unique identifier, such as the 
processor's APIC ID (see Section 10.8, “Handling Interrupts”). 


The basic algorithm given in Example 15-3 can be modified to provide more robust recovery techniques. For 
example, software has the flexibility to attempt recovery using information unavailable to the hardware. Specifi- 
cally, the machine-check exception handler can, after logging carefully analyze the error-reporting registers when 
the error-logging routine reports an error that does not allow execution to be restarted. These recovery techniques 
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can use external bus related model-specific information provided with the error report to localize the source of the 
error within the system and determine the appropriate recovery strategy. 


15.10.4 Machine-Check Software Handler Guidelines for Error Recovery 


15.10.4.1 Machine-Check Exception Handler for Error Recovery 


When writing a machine-check exception (MCE) handler to support software recovery from Uncorrected Recover- 
able (UCR) errors, consider the following: 


When IA32_MCG_CAP [24] is zero, there are no recoverable errors supported and all machine-check are fatal 
exceptions. The logging of status and error information is therefore a baseline implementation requirement. 


When IA32_MCG_CAP [24] is 1, certain uncorrected errors called uncorrected recoverable (UCR) errors may be 
software recoverable. The handler can analyze the reported error information, and in some cases attempt to 
recover from the uncorrected error and continue execution. 


For processors on which CPUID reports DisplayFamily_DisplayModel as O6H_OEH and onward, an MCA signal is 
broadcast to all logical processors in the system (see CPUID instruction in Chapter 3, “Instruction Set 
Reference, A-L” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A). Due to the 
potentially shared machine check MSR resources among the logical processors on the same package/core, the 
MCE handler may be required to synchronize with the other processors that received a machine check error and 
serialize access to the machine check registers when analyzing, logging and clearing the information in the 
machine check registers. 


— On processors that indicate ability for local machine-check exception (MCG_LMCE_P), hardware can choose 
to report the error to only a single logical processor if system software has enabled LMCE by setting 
IA32_MCG_EXT_CTL[LMCE_EN] = 1 as outlined in Section 15.3.1.5. 


The VAL (valid) flag in each IA32_MCi_STATUS register indicates whether the error information in the register 
is valid. If this flag is clear, the registers in that bank do not contain valid error information and should not be 
checked. 


The MCE handler is primarily responsible for processing uncorrected errors. The UC flag in each 
IA32_MCi_Status register indicates whether the reported error was corrected (UC=0) or uncorrected (UC=1). 
The MCE handler can optionally log and clear the corrected errors in the MC banks if it can implement software 
algorithm to avoid the undesired race conditions with the CMCI or CMC polling handler. 


For uncorrectable errors, the EIPV flag in the IA32_MCG_STATUS register indicates (when set) that the 
instruction pointed to by the instruction pointer pushed onto the stack when the machine-check exception is 
generated is directly associated with the error. When this flag is cleared, the instruction pointed to may not be 
associated with the error. 


The MCIP flag in the IA32_MCG_STATUS register indicates whether a machine-check exception was generated. 
When a machine check exception is generated, it is expected that the MCIP flag in the IA32_MCG_STATUS 
register is set to 1. If it is not set, this machine check was generated by either an INT 18 instruction or some 
piece of hardware signaling an interrupt with vector 18. 


When IA32_MCG_CAP [24] is 1, the following rules can apply when writing a machine check exception (MCE) 
handler to support software recovery: 


The PCC flag in each IA32_MCi_STATUS register indicates whether recovery from the error is possible for 
uncorrected errors (UC=1). If the PCC flag is set for enabled uncorrected errors (UC=1 and EN=1), recovery is 
not possible. When recovery is not possible, the MCE handler typically records the error information and signals 
the operating system to reset the system. 


The RIPV flag in the IA32_MCG_STATUS register indicates whether restarting the program execution from the 
instruction pointer saved on the stack for the machine check exception is possible. When the RIPV is set, 
program execution can be restarted reliably when recovery is possible. If the RIPV flag is not set, program 
execution cannot be restarted reliably. In this case the recovery algorithm may involve terminating the current 
program execution and resuming an alternate thread of execution upon return from the machine check handler 
when recovery is possible. When recovery is not possible, the MCE handler signals the operating system to 
reset the system. 


Vol. 3B 15-31 


MACHINE-CHECK ARCHITECTURE 


¢ When the EN flag is zero but the VAL and UC flags are one in the IA32_MCi_STATUS register, the reported 
uncorrected error in this bank is not enabled. As uncorrected errors with the EN flag = 0 are not the source of 
machine check exceptions, the MCE handler should log and clear non-enabled errors when the S bit is set and 
should continue searching for enabled errors from the other IA32_MCi_STATUS registers. Note that when 
IA32_MCG_CAP [24] is 0, any uncorrected error condition (VAL =1 and UC=1) including the one with the EN 
flag cleared are fatal and the handler must signal the operating system to reset the system. For the errors that 
do not generate machine check exceptions, the EN flag has no meaning. 


¢ When the VAL flag is one, the UC flag is one, the EN flag is one and the PCC flag is zero in the IA32_MCi_STATUS 
register, the error in this bank is an uncorrected recoverable (UCR) error. The MCE handler needs to examine 
the S flag and the AR flag to find the type of the UCR error for software recovery and determine if software error 
recovery is possible. 


¢ When both the S and the AR flags are clear in the IA32_MCi_STATUS register for the UCR error (VAL=1, UC=1, 
EN=x and PCC=0), the error in this bank is an uncorrected no-action required error (UCNA). UCNA errors are 
uncorrected but do not require any OS recovery action to continue execution. These errors indicate that some 
data in the system is corrupt, but that data has not been consumed and may not be consumed. If that data is 
consumed a non-UCNA machine check exception will be generated. UCNA errors are signaled in the same way 
as corrected machine check errors and the CMCI and CMC polling handler is primarily responsible for handling 
UCNA errors. Like corrected errors, the MCA handler can optionally log and clear UCNA errors as long as it can 
avoid the undesired race condition with the CMCI or CMC polling handler. As UCNA errors are not the source of 
machine check exceptions, the MCA handler should continue searching for uncorrected or software recoverable 
errors in all other MC banks. 


¢ When the S flag in the IA32_MCi_STATUS register is set for the UCR error ((VAL=1, UC=1, EN=1 and PCC=0), 
the error in this bank is software recoverable and it was signaled through a machine-check exception. The AR 
flag in the IA32_MCi_STATUS register further clarifies the type of the software recoverable errors. 


¢ When the AR flag in the IA32_MCi_STATUS register is clear for the software recoverable error (VAL=1, UC=1, 
EN=1, PCC=0 and S=1), the error in this bank is a software recoverable action optional (SRAO) error. The MCE 
handler and the operating system can analyze the IA32_MCi_STATUS [15:0] to implement MCA error code 
specific optional recovery action, but this recovery action is optional. System software can resume the program 
execution from the instruction pointer saved on the stack for the machine check exception when the RIPV flag 
in the IA32_MCG_STATUS register is set. 


° Even if the OVER flag in the IA32_MCi_STATUS register is set for the SRAO error (VAL=1, UC=1, EN=1, PCC=0, 
S=1 and AR=0), the MCE handler can take recovery action for the SRAO error logged in the IA32_MCi_STATUS 
register. Since the recovery action for SRAO errors is optional, restarting the program execution from the 
instruction pointer saved on the stack for the machine check exception is still possible for the overflowed SRAO 
error if the RIPV flag in the IA32_MCG_STATUS is set. 


¢ When the AR flag in the IA32_MCi_STATUS register is set for the software recoverable error (VAL=1, UC=1, 
EN=1, PCC=0 and S=1), the error in this bank is a software recoverable action required (SRAR) error. The MCE 
handler and the operating system must take recovery action in order to continue execution after the machine- 
check exception. The MCA handler and the operating system need to analyze the IA32_MCi_STATUS [15:0] to 
determine the MCA error code specific recovery action. If no recovery action can be performed, the operating 
system must reset the system. 


¢ When the OVER flag in the IA32_MCi_STATUS register is set for the SRAR error (VAL=1, UC=1, EN=1, PCC=0, 
S=1 and AR=1), the MCE handler cannot take recovery action as the information of the SRAR error in the 
IA32_MCi_STATUS register was potentially lost due to the overflow condition. Since the recovery action for 
SRAR errors must be taken, the MCE handler must signal the operating system to reset the system. 

¢ When the MCE handler cannot find any uncorrected (VAL=1, UC=1 and EN=1) or any software recoverable 
errors (VAL=1, UC=1, EN=1, PCC=0 and S=1) in any of the IA32_MCi banks of the processors, this is an 
unexpected condition for the MCE handler and the handler should signal the operating system to reset the 
system. 

° Before returning from the machine-check exception handler, software must clear the MCIP flag in the 
IA32_MCG_STATUS register. The MCIP flag is used to detect recursion. The machine-check architecture does 
not support recursion. When the processor receives a machine check when MCIP is set, it automatically enters 
the shutdown state. 


Example 15-4 gives pseudocode for an MC exception handler that supports recovery of UCR. 
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Example 15-4. Machine-Check Error Handler Pseudocode Supporting UCR 


MACHINE CHECK HANDLER: (* Called from INT 18 handler *) 
NOERROR = TRUE; 
ProcessorCount = 0; 
IF CPU supports MCA 
THEN 
RESTARTABILITY = TRUE; 
IF (Processor Family = 6 AND DisplayModel > OE€H) OR (Processor Family > 6) 
THEN 
IF (MCG_LMCE = 1) 
MCA_BROADCAST = FALSE; 
ELSE 
MCA_BROADCAST = TRUE; 
Fl; 
Acquire SpinLock; 
ProcessorCount++; (* Allowing one logical processor at a time to examine machine check registers *) 
CALL MCA ERROR PROCESSING; (* returns RESTARTABILITY and NOERROR *) 
ELSE 
MCA_BROADCAST = FALSE; 
(* Implement a rendezvous mechanism with the other processors if necessary *) 
CALL MCA ERROR PROCESSING; 
Fl; 
ELSE (* Pentium(R) processor compatible *) 
READ P5_MC_ADDR 
READ P5_MC_TYPE; 
RESTARTABILITY = FALSE; 
FI; 


IF NOERROR = TRUE 
THEN 
IF NOT (MCG_RIPV = 1 AND MCG_EIPV = 0) 
THEN 
RESTARTABILITY = FALSE; 
Fl 
Fl; 


IF RESTARTABILITY = FALSE 
THEN 
Report RESTARTABILITY to console; 
Reset system; 
Fl; 


IF MCA_BROADCAST = TRUE 
THEN 
IF ProcessorCount = MAX_PROCESSORS 
AND NOERROR = TRUE 
THEN 
Report RESTARTABILITY to console; 
Reset system; 
FI; 
Release SpinLock; 
Wait till Processorcount = MAX_PROCESSRS on system; 
(* implement a timeout and abort function if necessary *) 
Fl; 
CLEAR IA32_MCG_STATUS; 
RESUME Execution; 
(* End of MACHINE CHECK HANDLER*) 


MCA ERROR PROCESSING: (* MCA Error Processing Routine called from MCA Handler *) 
IF MCIP flag in |A32_MCG_STATUS = 0 
THEN (* MCIP=0 upon MCA is unexpected *) 
RESTARTABILITY = FALSE; 
Fl; 
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FOR each bank of machine-check registers 
DO 
CLEAR_MC_BANK = FALSE; 
READ IA32_MCi_STATUS; 
IF VAL Flag in |A32_MCi_STATUS = 1 
THEN 
IF UC Flag in |A32_MCi_STATUS = 1 
THEN 
IF Bit 24 in IA32_MCG_CAP = 0 
THEN (* the processor does not support software error recovery *) 
RESTARTABILITY = FALSE; 
NOERROR = FALSE; 
GOTO LOG MCA REGISTER; 
Fi; 
(* the processor supports software error recovery *) 
IF EN Flag in |A32_MCi_STATUS = 0 AND OVER Flag in |A32_MCi_STATUS=0 
THEN (* It is a spurious MCA Log. Log and clear the register *) 
CLEAR_MC_BANK = TRUE; 
GOTO LOG MCA REGISTER; 
Fi; 
IF PCC = 1 and EN = 1 in IA32_MCi_STATUS 
THEN (* processor context might have been corrupted *) 
RESTARTABILITY = FALSE; 
ELSE (* It is a uncorrected recoverable (UCR) error *) 
IF S Flag in |A32_MCi_STATUS = 0 
THEN 
IF AR Flag in |A32_MCi_STATUS = 0 
THEN (* It is a uncorrected no action required (UCNA) error *) 
GOTO CONTINUE; (* let CMCI and CMC polling handler to process *) 
ELSE 
RESTARTABILITY = FALSE; (* S=0, AR=1 is illegal *) 
Fl 
Fi; 
IF RESTARTABILITY = FALSE 
THEN (* no need to take recovery action if RESTARTABILITY is already false *) 
NOERROR = FALSE; 
GOTO LOG MCA REGISTER; 
Fi; 
(* Sin |A32_MCi_STATUS = 1 *) 
IF AR Flag in |A32_MCi_STATUS = 1 
THEN (* It is a software recoverable and action required (SRAR) error *) 
IF OVER Flag in IA32_MCi_STATUS = 1 
THEN 
RESTARTABILITY = FALSE; 
NOERROR = FALSE; 
GOTO LOG MCA REGISTER; 
Fl 
IF MCACOD Value in IA32_MCi_STATUS is recognized 
AND Current Processor is an Affected Processor 
THEN 
Implement MCACOD specific recovery action; 
CLEAR_MC_BANK = TRUE; 
ELSE 
RESTARTABILITY = FALSE; 
Fi; 
ELSE (* It is a software recoverable and action optional (SRAO) error *) 
IF OVER Flag in IA32_MCi_STATUS = 0 AND 
MCACOD in IA32_MCi_STATUS is recognized 
THEN 
Implement MCACOD specific recovery action; 
Fi; 
CLEAR_MC_BANK = TRUE; 
Fl; AR 
Fl; PCC 
NOERROR = FALSE; 
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GOTO LOG MCA REGISTER; 
ELSE (* It is a corrected error; continue to the next [A32_MCi_STATUS *) 
GOTO CONTINUE; 
Fl; UC 
Fl; VAL 


LOG MCA REGISTER: 


SAVE IA32_MCi_STATUS; 
If MISCV in IA32_MCi_STATUS 
THEN 
SAVE IA32_MCi_MISC; 
Fl; 
IF ADDRV in |A32_MCi_STATUS 
THEN 
SAVE IA32_MCi_ADDR; 
Fl; 
IF CLEAR_MC_BANK = TRUE 
THEN 
SET all O to IA32_MCi_STATUS; 
If MISCV in IA32_MCi_STATUS 
THEN 
SET all 0 to IA32_MCi_MISC; 
Fl; 
IF ADDRV in IA32_MCi_STATUS 
THEN 
SET all 0 to IA32_MCi_ADDR; 
Fl; 
Fl; 
CONTINUE: 


OD; 


(*END FOR *) 
RETURN; 
(* End of MCA ERROR PROCESSING*) 


15.10.4.2 Corrected Machine-Check Handler for Error Recovery 


When writing a corrected machine check handler, which is invoked as a result of CMCI or called from an OS CMC 
Polling dispatcher, consider the following: 


The VAL (valid) flag in each IA32_MCi_STATUS register indicates whether the error information in the register 
is valid. If this flag is clear, the registers in that bank does not contain valid error information and does not need 
to be checked. 


The CMCI or CMC polling handler is responsible for logging and clearing corrected errors. The UC flag in each 
IA32_MCi_Status register indicates whether the reported error was corrected (UC=0) or not (UC=1). 


When IA32_MCG_CAP [24] is one, the CMC handler is also responsible for logging and clearing uncorrected no- 
action required (UCNA) errors. When the UC flag is one but the PCC, S, and AR flags are zero in the 
IA32_MCi_STATUS register, the reported error in this bank is an uncorrected no-action required (UCNA) error. 
In cases when SRAO error are signaled as UCNA error via CMCI, software can perform recovery for those errors 
identified in Table 15-16. 


In addition to corrected errors and UCNA errors, the CMC handler optionally logs uncorrected (UC=1 and 
PCC=1), software recoverable machine check errors (UC=1, PCC=0 and S=1), but should avoid clearing those 
errors from the MC banks. Clearing these errors may result in accidentally removing these errors before these 
errors are actually handled and processed by the MCE handler for attempted software error recovery. 


Example 15-5 gives pseudocode for a CMCI handler with UCR support. 
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Example 15-5. Corrected Error Handler Pseudocode with UCR Support 


Corrected Error HANDLER: (* Called from CMCI handler or OS CMC Polling Dispatcher*) 
IF CPU supports MCA 
THEN 
FOR each bank of machine-check registers 
DO 
READ IA32_MCi_STATUS; 
IF VAL flag in |A32_MCi_STATUS = 1 


THEN 
IF UC Flag in |A32_MCi_STATUS = 0 (* It is a corrected error *) 
THEN 
GOTO LOG CMC ERROR; 
ELSE 
IF Bit 24 in IA32_MCG_CAP = 0 
THEN 
GOTO CONTINUE; 
Fi; 
IF S Flag in |A32_MCi_STATUS = 0 AND AR Flag in IA32_MCi_STATUS = 0 
THEN (* It is a uncorrected no action required error *) 
GOTO LOG CMC ERROR 
Fl 
IF EN Flag in |A32_MCi_STATUS = 0 
THEN (* It is a spurious MCA error *) 
GOTO LOG CMC ERROR 
Fi; 
Fi; 
Fi; 
GOTO CONTINUE; 
LOG CMC ERROR: 


SAVE IA32_MCi_STATUS; 
If MISCV Flag in IA32_MCi_STATUS 
THEN 
SAVE IA32_MCi_MISC; 
SET all 0 to IA32_MCi_MISC; 
Fl; 
IF ADDRV Flag in |A32_MCi_STATUS 
THEN 
SAVE IA32_MCi_ADDR; 
SET all 0 to |A32_MCi_ADDR 
Fl; 
SET all 0 to IA32_MCi_STATUS; 
CONTINUE: 
OD; 
( *END FOR *) 
Fl; 
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INTERPRETING MACHINE-CHECK 
ERROR CODES 


Encoding of the model-specific and other information fields is different across processor families. The differences 
are documented in the following sections. 


16.1. INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY O6H 
MACHINE ERROR CODES FOR MACHINE CHECK 


Section 16.1 provides information for interpreting additional model-specific fields for external bus errors relating to 
processor family O6H. The references to processor family 06H refers to only IA-32 processors with CPUID signa- 
tures listed in Table 16-1. 


Table 16-1. CPUID DisplayFamily_DisplayModel Signatures for Processor Family O6H 


DisplayFamily_DisplayModel Processor Families/Processor Number Series 

06_0EH Intel Core Duo, Intel Core Solo processors 

06_0DH Intel Pentium M processor 

06_09H Intel Pentium M processor 

06_7H, 06_08H, 06_0AH, 06_0BH Intel Pentium III Xeon Processor, Intel Pentium III Processor 
06_03H, 06_05H Intel Pentium II Xeon Processor, Intel Pentium II Processor 
06_01H Intel Pentium Pro Processor 


These errors are reported in the IA32_MCi_STATUS MSRs. They are reported architecturally as compound errors 
with a general form of 0000 1PPT RRRR IILL in the MCA error code field. See Chapter 15 for information on the 
interpretation of compound error codes. Incremental decoding information is listed in Table 16-2. 


Table 16-2. Incremental Decoding Information: Processor Family O6H Machine Error Codes For Machine Check 


Type Bit No. | Bit Function Bit Description 
MCA error 15:0 

codes! 

Model specific | 18:16 | Reserved Reserved 


errors 
Model specific | 24:19 | Bus queue request 000000 for BQ_DCU_READ_TYPE error 
errors type 000010 for BQ_IFU_DEMAND_TYPE error 
000011 for BQ_IFU_DEMAND_NC_TYPE error 
000100 for BQ_DCU_RFO_TYPE error 
000101 for BQ_DCU_RFO_LOCK_TYPE error 


000110 for BQ_DCU_ITOM_TYPE error 
001000 for BOQ_DCU_WB_TYPE error 
001010 for BQ_DCU_WCEVICT_TYPE error 
001011 for BQ_DCU_WCLINE_TYPE error 
001100 for BQ_DCU_BTM_TYPE error 
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Table 16-2. Incremental Decoding Information: Processor Family O6H Machine Error Codes For Machine Check 


Type 


Bit No. 


Bit Function 


Bit Description 


001101 for BQ_DCU_INTACK_TYPE error 
001110 for BQ_DCU_INVALL2_TYPE error 
001111 for BQ_DCU_FLUSHL2_TYPE error 
010000 for BQ_DCU_PART_RD_TYPE error 
010010 for BQ_.DCU_PART_WR_TYPE error 
010100 for BQ_DCU_SPEC_CYC_TYPE error 
011000 for BQ_DCU_IO_RD_TYPE error 
011001 for BQ_DCU_IO_WR_TYPE error 
011100 for BQ_DCU_LOCK_RD_TYPE error 
011110 for BQ_DCU_SPLOCK_RD_TYPE error 
011101 for BQ_DCU_LOCK_WR_TYPE error 


Model specific | 27:25 


errors 


Bus queue error type 


000 for BQ_ERR_HARD_TYPE error 
001 for BQ_ERR_DOUBLE_TYPE error 
010 for BQ_ERR_AERR2_TYPE error 
100 for BQ_ERR_SINGLE_TYPE error 
101 for BQ_ERR_AERR1_TYPE error 


Model specific | 28 FRC error 1 if FRC error active 
errors 

29 BERR 1 if BERR is driven 

30 Internal BINIT 1 if BINIT driven for this processor 

31 Reserved Reserved 

Other 34:32 | Reserved Reserved 
information 

35 External BINIT 1 if BINIT is received from external bus. 

36 Response parity error | This bit is asserted in |A32_MCi_STATUS if this component has received a parity 
error on the RS[2:0]# pins for a response transaction. The RS signals are checked 
by the RSP# external pin. 

37 Bus BINIT This bit is asserted in IA32_MCi_STATUS if this component has received a hard 
error response on a split transaction one access that has needed to be split across 
the 64-bit external bus interface into two accesses). 

38 Timeout BINIT This bit is asserted in IA32_MCi_STATUS if this component has experienced a ROB 
time-out, which indicates that no micro-instruction has been retired for a 
predetermined period of time. 

A ROB time-out occurs when the 15-bit ROB time-out counter carries a 1 out of its 
high order bit. 2 The timer is cleared when a micro-instruction retires, an exception 
is detected by the core processor, RESET is asserted, or when a ROB BINIT occurs. 
The ROB time-out counter is prescaled by the 8-bit PIC timer which is a divide by 
128 of the bus clock the bus clock is 1:2, 1:3, 1:4 of the core clock). When a carry 
out of the 8-bit PIC timer occurs, the ROB counter counts up by one. While this bit 
is asserted, it cannot be overwritten by another error. 

41:39 | Reserved Reserved 

42 Hard error This bit is asserted in IA32_MCi_STATUS if this component has initiated a bus 


transactions which has received a hard error response. While this bit is asserted, it 
cannot be overwritten. 
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Table 16-2. Incremental Decoding Information: Processor Family O6H Machine Error Codes For Machine Check 
Type BitNo. | Bit Function Bit Description 


43 IERR This bit is asserted in [A32_MCi_STATUS if this component has experienced a 
failure that causes the IERR pin to be asserted. While this bit is asserted, it cannot 
be overwritten. 


44 AERR This bit is asserted in [A32_MCi_STATUS if this component has initiated 2 failing 
bus transactions which have failed due to Address Parity Errors AERR asserted). 
While this bit is asserted, it cannot be overwritten. 


45 UECC The Uncorrectable ECC error bit is asserted in IA32_MCi_STATUS for uncorrected 
ECC errors. While this bit is asserted, the ECC syndrome field will not be 
overwritten. 

46 CECC The correctable ECC error bit is asserted in |A32_MCi_STATUS for corrected ECC 
errors. 

54:47 | ECC syndrome The ECC syndrome field in IA32_MCi_STATUS contains the 8-bit ECC syndrome only 


if the error was a correctable/uncorrectable ECC error and there wasn't a previous 
valid ECC error syndrome logged in |A32_MCi_STATUS. 

A previous valid ECC error in |A32_MCi_STATUS is indicated by 
IA32_MCi_STATUS.bit45 uncorrectable error occurred) being asserted. After 
processing an ECC error, machine-check handling software should clear 
1A32_MCi_STATUS.bit45 so that future ECC error syndromes can be logged. 


56:55 | Reserved Reserved. 
Status register | 63:57 
validity 
indicators? 
NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 
2. For processors with a CPUID signature of O6_OEH, a ROB time-out occurs when the 23-bit ROB time-out counter carries a 1 out of its 
high order bit. 


16.2 INCREMENTAL DECODING INFORMATION: INTEL CORE 2 PROCESSOR 
FAMILY MACHINE ERROR CODES FOR MACHINE CHECK 


Table 16-4 provides information for interpreting additional model-specific fields for external bus errors relating to 
processor based on Intel Core microarchitecture, which implements the P4 bus specification. Table 16-3 lists the 
CPUID signatures for Intel 64 processors that are covered by Table 16-4. These errors are reported in the 
IA32_MCi_STATUS MSRs. They are reported architecturally as compound errors with a general form of 

0000 1PPT RRRR IILL in the MCA error code field. See Chapter 15 for information on the interpretation of 
compound error codes. 


Table 16-3. CPUID DisplayFamily_DisplayModel Signatures for Processors Based on Intel Core Microarchitecture 
DisplayFamily_DisplayModel | Processor Families/Processor Number Series 


06_1DH Intel Xeon Processor 7400 series. 
06_17H Intel Xeon Processor 5200, 5400 series, Intel Core 2 Quad processor Q9650. 
06_OFH Intel Xeon Processor 3000, 3200, 5100, 5300, 7300 series, Intel Core 2 Quad, Intel Core 2 Extreme, 


Intel Core 2 Duo processors, Intel Pentium dual-core processors. 
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Table 16-4. Incremental Bus Error Codes of Machine Check for Processors 
Based on Intel Core Microarchitecture 


Type Bit No. | Bit Function Bit Description 
MCA error 15:0 

codes! 

Model specific | 18:16 | Reserved Reserved 


errors 


Model specific | 24:19 | Bus queue request ‘000001 for BQ_PREF_READ_TYPE error 
errors type 000000 for BOQ_DCU_READ_TYPE error 
000010 for BQ_IFU_DEMAND_TYPE error 
000011 for BQ_IFU_LDEMAND_NC_TYPE error 
000100 for BQ_DCU_RFO_TYPE error 
000101 for BQ_DCU_RFO_LOCK_TYPE error 


000110 for BQ_DCU_ITOM_TYPE error 
001000 for BQ_DCU_WB_TYPE error 
001010 for BQ_DCU_WCEVICT_TYPE error 
001011 for BQ_DCU_WCLINE_TYPE error 
001100 for BQ_DCU_BTM_TYPE error 


001101 for BQ_DCU_INTACK_TYPE error 
001110 for BQ_DCU_INVALL2_TYPE error 
001111 for BQ_DCU_FLUSHL2_TYPE error 
010000 for BQ_DCU_PART_RD_TYPE error 
010010 for BQ_DCU_PART_WR_TYPE error 


010100 for BQ_DCU_SPEC_CYC_TYPE error 
011000 for BQ_DCU_IO_RD_TYPE error 
011001 for BQ_DCU_IO_WR_TYPE error 
011100 for BQ_DCU_LOCK_RD_TYPE error 
011110 for BQ_.DCU_SPLOCK_RD_TYPE error 
011101 for BQ_DCU_LOCK_WR_TYPE error 
100100 for BQ_L2_WI_RFO_TYPE error 
100110 for BQ_L2_WI_ITOM_TYPE error 


Model specific | 27:25 | Bus queue error type | ‘001 for Address Parity Error 


errors ‘010 for Response Hard Error 
‘011 for Response Parity Error 

Model specific | 28 MCE Driven 1 if MCE is driven 
errors 

29 MCE Observed 1 if MCE is observed 

30 Internal BINIT 1 if BINIT driven for this processor 

31 BINIT Observed 1 if BINIT is observed for this processor 
Other 33:32 | Reserved Reserved 
information 

34 PIC and FSB data Data Parity detected on either PIC or FSB access 

parity 
35 Reserved Reserved 
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Table 16-4. Incremental Bus Error Codes of Machine Check for Processors 
Based on Intel Core Microarchitecture (Contd.) 


validity 
indicators 


NOTES: 


1 


Type BitNo. | Bit Function Bit Description 

36 Response parity error | This bit is asserted in |A32_MCi_STATUS if this component has received a parity 
error on the RS[2:0]# pins for a response transaction. The RS signals are checked 
by the RSP# external pin. 

37 FSB address parity Address parity error detected: 

1 = Address parity error detected 
O = No address parity error 

38 Timeout BINIT This bit is asserted in [A32_MCi_STATUS if this component has experienced a ROB 
time-out, which indicates that no micro-instruction has been retired for a 
predetermined period of time. 

A ROB time-out occurs when the 23-bit ROB time-out counter carries a 1 out of its 
high order bit. The timer is cleared when a micro-instruction retires, an exception is 
detected by the core processor, RESET is asserted, or when a ROB BINIT occurs. 
The ROB time-out counter is prescaled by the 8-bit PIC timer which is a divide by 
128 of the bus clock the bus clock is 1:2, 1:3, 1:4 of the core clock). When a carry 
out of the 8-bit PIC timer occurs, the ROB counter counts up by one. While this bit 
is asserted, it cannot be overwritten by another error. 

41:39 | Reserved Reserved 

42 Hard error This bit is asserted in [A32_MCi_STATUS if this component has initiated a bus 
transactions which has received a hard error response. While this bit is asserted, it 
cannot be overwritten. 

43 IERR This bit is asserted in IA32_MCi_STATUS if this component has experienced a 
failure that causes the IERR pin to be asserted. While this bit is asserted, it cannot 
be overwritten. 

44 Reserved Reserved 

45 Reserved Reserved 

46 Reserved Reserved 

54:47 | Reserved Reserved 

56:55 | Reserved Reserved. 

Status register | 63:57 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


16.2.1 


section. 


Model-Specific Machine Check Error Codes for Intel Xeon Processor 7400 Series 


Intel Xeon processor 7400 series has machine check register banks that generally follows the description of 
Chapter 15 and Section 16.2. Additional error codes specific to Intel Xeon processor 7400 series is describe in this 


MC4_STATUS[63:0] is the main error logging for the processor’s L3 and front side bus errors for Intel Xeon 
processor 7400 series. It supports the L3 Errors, Bus and Interconnect Errors Compound Error Codes in the MCA 
Error Code Field. 
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16.2.1.1 Processor Machine Check Status Register 
Incremental MCA Error Code Definition 


Intel Xeon processor 7400 series use compound MCA Error Codes for logging its Bus internal machine check 
errors, L3 Errors, and Bus/Interconnect Errors. It defines incremental Machine Check error types 
(IA32_MC6_STATUS[15:0]) beyond those defined in Chapter 15. Table 16-5 lists these incremental MCA error 
code types that apply to IA32_MC6_STATUS. Error code details are specified in MC6_STATUS [31:16] (see 
Section 16.2.2), the “Model Specific Error Code” field. The information in the “Other_Info” field 
(MC4_STATUS[56:32]) is common to the three processor error types and contains a correctable event count and 
specifies the MC6_MISC register format. 


Table 16-5. Incremental MCA Error Code Types for Intel Xeon Processor 7400 


Processor MCA_Error_Code (MC6_STATUS[15:0]) 


Type | Error Code Binary Encoding Meaning 

C Internal Error | 0000 0100 0000 0000 | Internal Error Type Code 

B Bus and 0000 100x 0000 1111 | Not used but this encoding is reserved for compatibility with other MCA 
Interconnect implementations 
Error 0000 101x 0000 1111 | Not used but this encoding is reserved for compatibility with other MCA 


implementations 


0000 110x 0000 1111 | Not used but this encoding is reserved for compatibility with other MCA 
implementations 


0000 1110 0000 1111 | Bus and Interconnection Error Type Code 


0000 1111 0000 1111 | Not used but this encoding is reserved for compatibility with other MCA 
implementations 


The Bold faced binary encodings are the only encodings used by the processor for MC4_STATUS[15:0]. 


16.2.2 Intel Xeon Processor 7400 Model Specific Error Code Field 


16.2.2.1 Processor Model Specific Error Code Field 
Type B: Bus and Interconnect Error 


Note: The Model Specific Error Code field in MC6_STATUS (bits 31:16). 


Table 16-6. Type B Bus and Interconnect Error Codes 


BitNum_ | Sub-Field Name Description 

16 FSB Request Parity Parity error detected during FSB request phase 

19:17 Reserved 

20 FSB Hard Fail Response “Hard Failure” response received for a local transaction 
21 FSB Response Parity Parity error on FSB response field detected 

22 FSB Data Parity FSB data parity error on inbound data detected 

31:23 “- Reserved 
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Table 16-7. Type C Cache Bus Controller Error Codes 


MC4_STATUS[31:16] (MSCE) Value 


Error Description 


0000_0000_0000_0001 0001H 


Inclusion Error from Core 0 


0000_0000_0000_0010 0002H 


Inclusion Error from Core 1 


0000_0000_0000_0011 0003H 


Write Exclusive Error from Core 0 


0000_0000_0000_0100 0004H 


Write Exclusive Error from Core 1 


0000_0000_0000_0101 O005H 


Inclusion Error from FSB 


0000_0000_0000_0110 OO06H 


SNP Stall Error from FSB 


0000_0000_0000_0111 0007H 


Write Stall Error from FSB 


0000_0000_0000_1000 0008H 
0000_0000_0000_1010 OOOAH 


FSB Arb Timeout Error 


Inclusion Error from Core 2 


0000_0000_0000_1011 OOOBH 


Write Exclusive Error from Core 2 


0000_0010_0000_0000 0200H 
0000_0011_0000_0000 0300H 


Internal Timeout error 


Internal Timeout Error 


0000_0100_0000_0000 0400H 


Intel? Cache Safe Technology Queue Full Error or Disabled-ways-in-a-set overflow 


0000_0101_0000_0000 0500H 
1100_0000_0000_0010 C002H 


Quiet cycle Timeout Error (correctable) 


Correctable ECC event on outgoing Core O data 


1100_0000_0000_0100 CO04H 


Correctable ECC event on outgoing Core 1 data 


1100_0000_0000_1000 CO08H 
1110_0000_0000_0010 E002H 


Correctable ECC event on outgoing Core 2 data 


Uncorrectable ECC error on outgoing Core O data 


1110_0000_0000_0100 E004H 


Uncorrectable ECC error on outgoing Core 1 data 


1110_0000_0000_1000 E008H 


— all other encodings — 


Uncorrectable ECC error on outgoing Core 2 data 


Reserved 


16.3. INCREMENTAL DECODING INFORMATION: INTEL® XEON® PROCESSOR 
3400, 3500, 5500 SERIES, MACHINE ERROR CODES FOR MACHINE CHECK 


Table 16-8 through Table 16-12 provide information for interpreting additional model-specific fields for memory 
controller errors relating to the Intel® Xeon® processor 3400, 3500, 5500 series with CPUID 
DisplayFamily_DisplaySignature 06_1AH, which supports Intel QuickPath Interconnect links. Incremental MC error 
codes related to the Intel QPI links are reported in the register banks IA32_MCO and IA32_MC1, incremental error 
codes for internal machine check is reported in the register bank IA32_MC7, and incremental error codes for the 


memory controller unit is reported in the register banks IA32_MC8. 
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16.3.1 Intel QPI Machine Check Errors 


Table 16-8. Intel QPI Machine Check Error Codes for |A32_MCO_STATUS and IA32_MC1_STATUS 


Type Bit No. | Bit Function Bit Description 

MCA error codes! 15:0 MCACOD Bus error format: 1PPTRRRRIILL 

Model specific errors 
16 Header Parity if 1, QP! Header had bad parity 
17 Data Parity If 1, QP] Data packet had bad parity 
18 Retries Exceeded If 1, number of QPI retries was exceeded 
19 Received Poison if 1, Received a data packet that was marked as poisoned by the sender 
21:20 | Reserved Reserved 
22 Unsupported Message If 1, QPI received a message encoding it does not support 
23 Unsupported Credit If 1, QPI credit type is not supported. 
24 Receive Flit Overrun If 1, Sender sent too many QPI flits to the receiver. 
25 Received Failed If 1, Indicates that sender sent a failed response to receiver. 

Response 

26 Receiver Clock Jitter If 1, clock jitter detected in the internal QPI clocking 
56:27 | Reserved Reserved 

Status register 63:57 

validity indicators? 

NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


Table 16-9. Intel QPI Machine Check Error Codes for [A32_MCO_MISC and IA32_MC1_MISC 


Type BitNo. | Bit Function Bit Description 
Model specific errors! 
7:0 QPI Opcode Message class and opcode from the packet with the error 
13:8 RTld QP! Request Transaction ID 
15:14 | Reserved Reserved 
18:16 | RHNID QP! Requestor/Home Node ID 
23:19 | Reserved Reserved 
24 IIB QPI Interleave/Head Indication Bit 


NOTES: 
1. Which of these fields are valid depends on the error type. 


16.3.2 Internal Machine Check Errors 


Table 16-10. Machine Check Error Codes for [A32_MC7_STATUS 


Type Bit No. | Bit Function Bit Description 


MCA error codes! 15:0 MCACOD 


Model specific errors 


16-8 Vol. 3B 


INTERPRETING MACHINE-CHECK ERROR CODES 


Type Bit No. | Bit Function Bit Description 
23:16 | Reserved Reserved 
31:24 | Reserved except for | OOh - No Error 
the following O3h - Reset firmware did not complete 
O8h - Received an invalid CMPD 
OAh - Invalid Power Management Request 
ODh - Invalid S-state transition 
11h - VID controller does not match POC controller selected 
1Ah - MSID from POC does not match CPU MSID 
56:32 | Reserved Reserved 
Status register validity | 63:57 
indicators? 
NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


16.3.3. Memory Controller Errors 
Table 16-11. Incremental Memory Controller Error Codes of Machine Check for IA32_MC8_STATUS 
Type BitNo. | Bit Function Bit Description 
MCA error codes! 15:0 MCACOD Memory error format: 1MMMCCCC 
Model specific errors 
16 Read ECC error if 1, ECC occurred on a read 
17 RAS ECC error If 1, ECC occurred on a scrub 
18 Write parity error If 1, bad parity on a write 
19 Redundancy loss if 1, Error in half of redundant memory 
20 Reserved Reserved 
21 Memory range error | If 1, Memory access out of range 
22 RTID out of range If 1, Internal ID invalid 
23 Address parity error | If 1, bad address parity 
24 Byte enable parity If 1, bad enable parity 
error 
Other information 37:25 | Reserved Reserved 
52:38 | CORE_ERR_CNT Corrected error count 
56:53 | Reserved Reserved 
Status register validity | 63:57 
indicators1 
NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 
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Table 16-12. Incremental Memory Controller Error Codes of Machine Check for |A32_MC8_MISC 


Type BitNo. | Bit Function Bit Description 

Model specific errors! 
7:0 RTld Transaction Tracker ID 
15:8 Reserved Reserved 
17:16 | DIMM DIMM ID which got the error 
19:18 | Channel Channel ID which got the error 
31:20 | Reserved Reserved 
63:32 | Syndrome ECC Syndrome 


NOTES: 
1. Which of these fields are valid depends on the error type. 


16.4 INCREMENTAL DECODING INFORMATION: INTEL® XEON® PROCESSOR E5 
FAMILY, MACHINE ERROR CODES FOR MACHINE CHECK 


Table 16-13 through Table 16-15 provide information for interpreting additional model-specific fields for memory 
controller errors relating to the Intel® Xeon® processor E5 Family with CPUID DisplayFamily_DisplaySignature 
06_2DH, which supports Intel QuickPath Interconnect links. Incremental MC error codes related to the Intel QPI 
links are reported in the register banks IA32_MC6 and IA32_MC7, incremental error codes for internal machine 
check error from PCU controller is reported in the register bank IA32_MC4, and incremental error codes for the 
memory controller unit is reported in the register banks IA32_MC8-IA32_MCi1. 


16.4.1 Internal Machine Check Errors 


Table 16-13. Machine Check Error Codes for |A32_MC4_STATUS 


Type BitNo. | Bit Function Bit Description 
MCA error 15:0 MCACOD 
codes! 


Model specific | 19:16 | Reserved except for | OOOOb - No Error 

errors the following 0001b - Non_IMem_Sel 
0010b - |_Parity_Error 
0011b - Bad_OpCode 
0100b - |_Stack_Underflow 
0101b - |_Stack_Overflow 
0110b - D_Stack_Underflow 
0111b - D_Stack_Overflow 
1000b - Non-DMem_Sel 
1001b - D_Parity_€rror 
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Type 


Bit No. 


Bit Function 


Bit Description 


Status register 
validity 


indicators? 


23:20 


Reserved 


Reserved 


31:24 


Reserved except for 
the following 


OOh - No Error 

ODh - MC_IMC_FORCE_SR_S3_ TIMEOUT 

OEh - MC_CPD_UNCPD_ST_TIMEOUT 

OFh - MC_PKGS_SAFE_WP_TIMEOUT 

43h - MC_PECI_MAILBOX_QUIESCE_TIMEOUT 
5Ch - MC_MORE_THAN_ONE_LT_AGENT 

60h - MC_INVALID_PKGS_REQ_PCH 

61h - MC_INVALID_PKGS_REQ_QPI 

62h - MC_INVALID_PKGS_RES_QPI 

63h - MC_INVALID_PKGC_RES_PCH 

64h - MC_INVALID_PKG_STATE_CONFIG 

70h - MC_WATCHDG_TIMEOUT_PKGC_SECONDARY 
71h - MC_WATCHDG_TIMEOQUT_PKGC_MAIN 

72h - MC_WATCHDG_TIMEOQUT_PKGS_MAIN 
7ah - MC_HA_FAILSTS_CHANGE_DETECTED 

81h - MC_RECOVERABLE_DIE_THERMAL_TOO_HOT 


56:32 
63:57 


Reserved 


Reserved 


NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


16.4.2 Intel QPI Machine Check Errors 

Table 16-14. Intel QPI MC Error Codes for |A32_MC6_STATUS and IA32_MC7_STATUS 
Type BitNo. | Bit Function Bit Description 
MCA error 15:0 MCACOD Bus error format: 1PPTRRRRIILL 
codes! 
Model specific 
errors 

56:16 | Reserved Reserved 

Status register | 63:57 
validity 
indicators? 
NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


16.4.3 


Integrated Memory Controller Machine Check Errors 


MC error codes associated with integrated memory controllers are reported in the MSRs IA32_MC8_STATUS- 
IA32_MC1ii_STATUS. The supported error codes are follows the architectural MCACOD definition type 1MMMCCCC 
(see Chapter 15, “Machine-Check Architecture,”). MSR_ERROR_CONTROL.[bit 1] can enable additional informa- 
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tion logging of the IMC. The additional error information logged by the IMC is stored in IA32_MCi_STATUS and 
IA32_MCi_MISC; (i = 8, 11). 


Table 16-15. Intel IMC MC Error Codes for IA32_MCi_STATUS (i= 8, 11) 


Type BitNo. | Bit Function Bit Description 
MCA error codes! 15:0 MCACOD Bus error format: 1PPTRRRRIILL 
Model specific 31:16 | Reserved except for | 001H - Address parity error 
errors the following 002H - HA Wrt buffer Data parity error 
O004H - HA Wrt byte enable parity error 
OO8H - Corrected patrol scrub error 
010H - Uncorrected patrol scrub error 
O20H - Corrected spare error 
O40H - Uncorrected spare error 
Model specific 36:32 | Other info When MSR_ERROR_CONTROL[1] is set, allows the iMC to log first device 
errors error when corrected error is detected during normal read. 
37 Reserved Reserved 
56:38 See Chapter 15, “Machine-Check Architecture,” 
Status register 63:57 
validity indicators? 


NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


Table 16-16. Intel IMC MC Error Codes for IA32_MCi_MISC (i= 8, 11) 


Type BitNo. | Bit Function Bit Description 
MCA addr info! | 8:0 See Chapter 15, “Machine-Check Architecture,” 
Model specific | 13:9 * When MSR_ERROR_CONTROL|1] is set, allows the iMC to log second device 
errors error when corrected error is detected during normal read. 
* Otherwise contain parity error if MCi_Status indicates HA_WB_Data or 
HA_W_BE parity error. 
Model specific | 29:14 | ErrMask_1stErrDev When MSR_ERROR_CONTROL|1] is set, allows the iMC to log first-device error bit 
errors mask. 
Model specific | 45:30 | ErrMask_2nd€rrDev | When MSR_ERROR_CONTROL|[1] is set, allows the iMC to log second-device error 
errors bit mask. 
50:46 | FailRank_1st€rrDev | When MSR_ERROR_CONTROL|1] is set, allows the iMC to log first-device error 
failing rank. 
55:51. | FailRank_2ndE€rrDev | When MSR_ERROR_CONTROL|1] is set, allows the iMC to log second-device error 
failing rank. 
58:56 | Reserved Reserved 
61:59 | Reserved Reserved 
62 Valid_1st€rrDev When MSR_ERROR_CONTROL[1] is set, indicates the iMC has logged valid data 
from the first correctable error in a memory device. 
63 Valid_2ndErrDev When MSR_ERROR_CONTROL,[1] is set, indicates the iMC has logged valid data due 


to a second correctable error in a memory device. Use this information only after 
there is valid first error info indicated by bit 62. 


NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 
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16.5 INCREMENTAL DECODING INFORMATION: INTEL® XEON® PROCESSOR E5 
V2 AND INTEL® XEON® PROCESSOR E7 V2 FAMILIES, MACHINE ERROR 
CODES FOR MACHINE CHECK 


The Intel® Xeon® processor E5 v2 family and the Intel® Xeon® processor E7 v2 family are based on the Ivy 
Bridge-EP microarchitecture and can be identified with CPUID DisplayFamily_DisplaySignature 06_3EH. Incre- 
mental error codes for internal machine check error from PCU controller is reported in the register bank IA32_MC4, 
Table lists model-specific fields to interpret error codes applicable to IA32_MC4_STATUS. Incremental MC error 
codes related to the Intel QPI links are reported in the register banks IA32_MCS5. Information listed in Table 16-14 
for QPI MC error code apply to IA32_MC5_STATUS. Incremental error codes for the memory controller unit is 
reported in the register banks IA32_MC9-IA32_MC16. Table 16-18 lists model-specific error codes apply to 
IA32_MCi_STATUS, i = 9-16. 


16.5.1 Internal Machine Check Errors 


Table 16-17. Machine Check Error Codes for [A32_MC4_STATUS 
Type BitNo. | Bit Function Bit Description 
MCA error codes! 15:0 MCACOD 


Model specific errors | 19:16 | Reserved except for | OOOOb - No Error 

the following 0001b - Non_IMem_Sel 
0010b - |_Parity_Error 
0011b - Bad_OpCode 
0100b - |_Stack_Underflow 
0101b - |_Stack_Overflow 
0110b - D_Stack_Underflow 
0111b - D_Stack_Overflow 
1000b - Non-DMem_Sel 
1001b - D_Parity_Error 


23:20 | Reserved Reserved 
31:24 | Reserved except for | 00h - No Error 
the following ODh - MC_IMC_FORCE_SR_S3_TIMEOUT 


OEh - MC_CPD_UNCPD_ST_TIMEOUT 

OFh - MC_PKGS_SAFE_WP_TIMEOQUT 

43h - MC_PECI_MAILBOX_QUIESCE_TIMEOQUT 
44h - MC_CRITICAL_VR_FAILED 

45h - MC_ICC_MAX-NOTSUPPORTED 

5Ch - MC_MORE_THAN_ONE_LT_AGENT 

60h - MC_INVALID_PKGS_REQ_PCH 

61h - MC_INVALID_PKGS_REQ_QPI 

62h - MC_INVALID_PKGS_RES_QPI 

63h - MC_INVALID_PKGC_RES_PCH 

64h - MC_INVALID_PKG_STATE_CONFIG 

70h - MC_WATCHDG_TIMEOUT_PKGC_SECONDARY 
71h - MC_WATCHDG_TIMEOUT_PKGC_MAIN 
72h - MC_WATCHDG_TIMEOUT_PKGS_MAIN 
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Type BitNo. | Bit Function Bit Description 
7Ah - MC_HA_FAILSTS_CHANGE_DETECTED 
7Bh - MC_PCIE_R2PCIE-RW_BLOCK_ACK_TIMEOUT 
81h - MC_RECOVERABLE_DIE_THERMAL_TOO_HOT 
56:32 | Reserved Reserved 
Status register 63:57 
validity indicators? 


NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


16.5.2 


Integrated Memory Controller Machine Check Errors 


MC error codes associated with integrated memory controllers are reported in the MSRs IA32_MC9_STATUS- 
IA32_MC16_STATUS. The supported error codes are follows the architectural MCACOD definition type 1MMMCCCC 
(see Chapter 15, “Machine-Check Architecture”). 


MSR_ERROR_CONTROL. [bit 1] can enable additional information logging of the IMC. The additional error informa- 
tion logged by the IMC is stored in IA32_MCi_STATUS and IA32_MCi_MISC; (i = 9-16). 


IA32_MCi_STATUS (i=9-12) log errors from the first memory controller. The second memory controller logs into 
IA32_MCi_STATUS (i=13-16). 


Table 16-18. Intel IMC MC Error Codes for IA32_MCi_STATUS (i= 9-16) 


Type Bit No. | Bit Function Bit Description 
MCA error codes! 15:0 MCACOD Memory Controller error format: OOOF OO00 1MMM CCCC 
Model specific 31:16 | Reserved except for | 001H - Address parity error 
errors the following 002H - HA Wrt buffer Data parity error 
O04H - HA Wrt byte enable parity error 
OOS8H - Corrected patrol scrub error 
010H - Uncorrected patrol scrub error 
O20H - Corrected spare error 
O40H - Uncorrected spare error 
O80H - Corrected memory read error. (Only applicable with iMC’s “Additional 
Error logging” Mode-1 enabled.) 
100H - iMC, WDB, parity errors 
36:32 | Other info When MSR_ERROR_CONTROL[1] is set, logs an encoded value from the first error 
device. 
37 Reserved Reserved 
56:38 See Chapter 15, “Machine-Check Architecture,” 
Status register 63:57 
validity indicators? 


NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 
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Table 16-19. Intel IMC MC Error Codes for IA32_MCi_MISC (i= 9-16) 


Type BitNo. | Bit Function Bit Description 

MCA addr info! | 8:0 See Chapter 15, “Machine-Check Architecture,” 

Model specific | 13:9 If the error logged is MCWrDataPar error or MCWrBEPar error, this field is the WDB 
errors ID that has the parity error. OR if the second error logged is a correctable read 


error, MC logs the second error device in this field. 


Model specific | 29:14 | ErrMask_1st€rrDev When MSR_ERROR_CONTROL|1] is set, allows the iMC to log first-device error bit 
errors mask. 


Model specific | 45:30 | ErrMask_2ndErrDev | When MSR_ERROR_CONTROL|1] is set, allows the iMC to log second-device error 
errors bit mask. 


50:46 | FailRank_1st€rrDev | When MSR_ERROR_CONTROL,1] is set, allows the iMC to log first-device error 


failing rank. 

55:51 | FailRank_2ndErrDev | When MSR_ERROR_CONTROL[1] is set, allows the iMC to log second-device error 
failing rank. 

61:56 Reserved 

62 Valid_1st€rrDev When MSR_ERROR_CONTROL[1] is set, indicates the iMC has logged valid data 
from a correctable error from memory read associated with first error device. 

63 Valid_2ndErrDev When MSR_ERROR_CONTROL,[1] is set, indicates the iIMC has logged valid data due 


to a second correctable error in a memory device. Use this information only after 
there is valid first error info indicated by bit 62. 


NOTES: 
1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


16.5.3. Home Agent Machine Check Errors 


Memory errors from the first memory controller may be logged in the IA32_MC7_{STATUS,ADDR, MISC} registers, 
while the second memory controller logs to IA32_MC8_{STATUS,ADDR,MISC}. 


16.6 INCREMENTAL DECODING INFORMATION: INTEL® XEON® PROCESSOR E5 
V3 FAMILY, MACHINE ERROR CODES FOR MACHINE CHECK 


The Intel® Xeon® processor E5 v3 family is based on the Haswell-E microarchitecture and can be identified with 
CPUID DisplayFamily_DisplaySignature 06_3FH. Incremental error codes for internal machine check error from 
PCU controller is reported in the register bank IA32_MC4, Table 16-20 lists model-specific fields to interpret error 
codes applicable to IA32_MC4_STATUS. Incremental MC error codes related to the Intel QPI links are reported in 
the register banks IA32_MC5, IA32_MC20, and IA32_MC21. Information listed in Table 16-21 for QPI MC error 
codes. Incremental error codes for the memory controller unit is reported in the register banks IA32_MC9- 
IA32_MC16. Table 16-22 lists model-specific error codes apply to IA32_MCi_STATUS, i = 9-16. 
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16.6.1 Internal Machine Check Errors 


Table 16-20. Machine Check Error Codes for [A32_MC4_STATUS 


Type BitNo. | Bit Function Bit Description 
MCA error codes! 15:0 MCACOD 
MCACOD2 15:0 Internal Errors 0402h - PCU internal Errors 


0403h - PCU internal Errors 
0406h - Intel TXT Errors 
0407h - Other UBOX internal Errors. 


On an IERR caused by a core 3-strike the [A32_MC3_STATUS (MLC) is copied 
to the [A32_MC4_STATUS (After a 3-strike, the core MCA banks will be 


unavailable). 
Model specific errors | 19:16 | Reserved except for | OOOOb - No Error 
the following OOxxb - PCU internal error 
23:20 | Reserved Reserved 
31:24 | Reserved except for | 00h - No Error 
the following O9h - MC_MESSAGE_CHANNEL_TIMEOQUT 


13h - MC_DMI_TRAINING_TIMEOUT 

15h - MC_DMI_CPU_RESET_ACK_TIMEOUT 

1€h - MC_VR_ICC_MAX_LT_FUSED_ICC_MAX 
25h - MC_SVID_COMMAND_TIMEOUT 

29h - MC_VR_VOUT_MAC_LT_FUSED_SVID 

2Bh - MC_PKGC_WATCHDOG_HANG_CBZ_DOWN 
2Ch - MC_PKGC_WATCHDOG_HANG_CBZ_UP 
44h - MC_CRITICAL_VR_FAILED 

46h - MC_VIDLRAMP_DOWN_FAILED 

49h - MC_SVID_WRITE_REG_VOUT_MAX_FAILED 
4Bh - MC_BOOT_VID_TIMEOUT. Timeout setting boot VID for DRAM 0. 
4Fh - MC_SVID_COMMAND_ERROR. 

52h - MC_FIVR_CATAS_OVERVOL_FAULT. 

53h - MC_FIVR_CATAS_OVERCUR_FAULT. 

57h - MC_SVID_PKGC_REQUEST_FAILED 

58h - MC_SVID_IMON_REQUEST_FAILED 

59h - MC_SVID_ALERT_REQUEST_FAILED 

62h - MC_INVALID_PKGS_RSP_QPI 

64h - MC_INVALID_PKG_STATE_CONFIG 

67h - MC_HA_IMC_RW_BLOCK_ACK_TIMEOQUT 
6Ah - MC_MSGCH_PMREQ_CMP_TIMEOQUT 

72h - MC_WATCHDG_TIMEOUT_PKGS_MASTER 
81h - MC_RECOVERABLE_DIE_THERMAL_TOO_HOT 


56:32 | Reserved Reserved 
Status register 63:57 
validity indicators? 
NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 
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2. The internal error codes may be model-specific. 


16.6.2 Intel QPI Machine Check Errors 


MC error codes associated with the Intel QPI agents are reported in the MSRs IA32_MC5_STATUS, 
IA32_MC20_STATUS, and IA32_MC21_STATUS. The supported error codes follow the architectural MCACOD defi- 
nition type 1PPTRRRRIILL (see Chapter 15, “Machine-Check Architecture,”). 


Table 16-21 lists model-specific fields to interpret error codes applicable to IA32_MC5_STATUS, 
IA32_MC20_STATUS, and IA32_MC21_ STATUS. 


Table 16-21. Intel QPI MC Error Codes for IA32_MCi_STATUS (i = 5, 20, 21) 


Type BitNo. | Bit Function Bit Description 

MCA error 15:0 MCACOD Bus error format: 1PPTRRRRIILL 

codes! 

Model specific | 31:16 | MSCOD O2h - Intel QPI physical layer detected drift buffer alarm. 
errors 03h - Intel QPI physical layer detected latency buffer rollover. 


10h - Intel QPI link layer detected control error from R3QPI. 

11h - Rx entered LLR abort state on CRC error. 

12h - Unsupported or undefined packet. 

13h - Intel QPI link layer control error. 

15h - RBT used un-initialized value. 

20h - Intel QPI physical layer detected a QPI in-band reset but aborted initialization 
21h - Link failover data self-healing 

22h - Phy detected in-band reset (no width change). 

23h - Link failover clock failover 

30h -Rx detected CRC error - successful LLR after Phy re-init. 
31h -Rx detected CRC error - successful LLR without Phy re-init. 
All other values are reserved. 


37:32 | Reserved Reserved 
52:38 | Corrected Error Cnt 
56:53 | Reserved Reserved 
Status register | 63:57 
validity 
indicators? 
NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


16.6.3. Integrated Memory Controller Machine Check Errors 


MC error codes associated with integrated memory controllers are reported in the MSRs IA32_MC9_STATUS- 
IA32_MC1i6_STATUS. The supported error codes follow the architectural MCACOD definition type IMMMCCCC (see 
Chapter 15, “Machine-Check Architecture,”). 


MSR_ERROR_CONTROL. [bit 1] can enable additional information logging of the IMC. The additional error informa- 
tion logged by the IMC is stored in IA32_MCi_STATUS and IA32_MCi_MISC; (i = 9-16). 


IA32_MCi_STATUS (i=9-12) log errors from the first memory controller. The second memory controller logs into 
IA32_MCi_STATUS (i=13-16). 


Vol. 3B 16-17 


INTERPRETING MACHINE-CHECK ERROR CODES 


Table 16-22. Intel IMC MC Error Codes for IA32_MCi_STATUS (i= 9-16) 


Type 


Bit No. 


Bit Function 


Bit Description 


MCA error codes! 


15:0 


MCACOD 


Memory Controller error format: O000 0000 1MMM CCCC 


Model specific 
errors 


31:16 


the following 


Reserved except for 


0001H - DDR3 address parity error 
0002H - Uncorrected HA write data error 


O004H - Uncorrected HA data byte enable error 
OOO8H - Corrected patrol scrub error 

0010H - Uncorrected patrol scrub error 

0020H - Corrected spare error 

0040H - Uncorrected spare error 


OO80H - Corrected memory read error. (Only applicable with iMC’s “Additional 
Error logging” Mode-1 enabled.) 


0100H - iMC, write data buffer parity errors 
0200H - DDR4 command address parity error 


36:32 


Other info 


When MSR_ERROR_CONTROL [1] is set, logs an encoded value from the first error 
device. 


37 
56:38 


Reserved 


Reserved 
See Chapter 15, “Machine-Check Architecture,” 


Status register 
validity indicators? 


63:57 


NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


Table 16-23. Intel IMC MC Error Codes for IA32_MCi_MISC (i= 9-16) 


Type BitNo. | Bit Function Bit Description 
MCA addr info! | 8:0 See Chapter 15, “Machine-Check Architecture,” 
Model specific | 13:9 If the error logged is MCWrDataPar error or MCWrBEPar error, this field is the WDB 
errors ID that has the parity error. OR if the second error logged is a correctable read 
error, MC logs the second error device in this field. 
Model specific | 29:14 | ErrMask_1st€rrDev When MSR_ERROR_CONTROL|[1] is set, allows the iMC to log first-device error bit 
errors mask. 
Model specific | 45:30 | ErrMask_2nd€rrDev | When MSR_ERROR_CONTROL|[1] is set, allows the iMC to log second-device error 
errors bit mask. 
50:46 | FailRank_1st€rrDev | When MSR_ERROR_CONTROL|1] is set, allows the iMC to log first-device error 
failing rank. 
55:51 ‘| FailRank_2ndE€rrDev | When MSR_ERROR_CONTROL|1] is set, allows the iMC to log second-device error 
failing rank. 
61:56 Reserved 
62 Valid_1st€rrDev When MSR_ERROR_CONTROL|1] is set, indicates the iMC has logged valid data 
from a correctable error from memory read associated with first error device. 
63 Valid_2ndErrDev When MSR_ERROR_CONTROL,[1] is set, indicates the iMC has logged valid data due 
to a second correctable error in a memory device. Use this information only after 
there is valid first error info indicated by bit 62. 
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NOTES: 
1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


16.6.4 |Home Agent Machine Check Errors 


Memory errors from the first memory controller may be logged in the IA32_MC7_{STATUS,ADDR, MISC} registers, 
while the second memory controller logs to IA32_MC8_{STATUS,ADDR,MISC}. 


16.7. INCREMENTAL DECODING INFORMATION: INTEL® XEON® PROCESSOR D 
FAMILY, MACHINE ERROR CODES FOR MACHINE CHECK 


The Intel® Xeon® processor D family is based on the Broadwell microarchitecture and can be identified with CPUID 
DisplayFamily_DisplaySignature 06_56H. Incremental error codes for internal machine check error from PCU 
controller is reported in the register bank IA32_MC4, Table 16-24 lists model-specific fields to interpret error codes 
applicable to IA32_MC4_STATUS. Incremental error codes for the memory controller unit is reported in the register 
banks IA32_MC9-IA32_MC10. Table 16-18 lists model-specific error codes apply to IA32_MCi_STATUS, i = 9-10. 


16.7.1 Internal Machine Check Errors 


Table 16-24. Machine Check Error Codes for [A32_MC4_STATUS 


Type BitNo. | Bit Function Bit Description 
MCA error codes! 15:0 MCACOD 
MCACOD2 15:0 internal Errors 0402h - PCU internal Errors 


0403h - internal Errors 
0406h - Intel TXT Errors 
0407h - Other UBOX internal Errors. 


On an IERR caused by a core 3-strike the [A32_MC3_STATUS (MLC) is copied 
to the IA32_MC4_STATUS (After a 3-strike, the core MCA banks will be 
unavailable). 


Model specific errors | 19:16 | Reserved except for | OOOOb - No Error 
the following 00x1b - PCU internal error 
001xb - PCU internal error 
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Type 


Bit No. 


Bit Function 


Bit Description 


23:20 


Reserved except for 
the following 


X1xxb - UBOX error 


31:24 


Reserved except for 
the following 


OOh - No Error 

O9h - MC_MESSAGE_CHANNEL_TIMEOQUT 

13h - MC_DMI_TRAINING_TIMEOUT 

15h - MC_DMI_CPU_RESET_ACK_TIMEOUT 
1€h - MC_VR_ICC_MAX_LT_FUSED_ICC_MAX 
25h - MC_SVID_COMMAND_TIMEOUT 

26h - MCA_PKGC_DIRECT_WAKE_RING_TIMEOUT 
29h - MC_VR_VOUT_MAC_LT_FUSED_SVID 

2Bh - MC_PKGC_WATCHDOG_HANG_CBZ_DOWN 
2Ch - MC_PKGC_WATCHDOG_HANG_CBZ_UP 
44h - MC_CRITICAL_VR_FAILED 

46h - MC_VID_RAMP_DOWN_FAILED 

49h - MC_SVID_WRITE_REG_VOUT_MAX_FAILED 


4Bh - MC_PP1_BOOT_VID_TIMEOUT. Timeout setting boot VID for DRAM 0. 
4Fh - MC_SVID_COMMAND_ERROR. 

52h - MC_FIVR_CATAS_OVERVOL_FAULT. 

53h - MC_FIVR_CATAS_OVERCUR_FAULT. 

57h - MC_SVID_PKGC_REQUEST_FAILED 

58h - MC_SVID_IMON_REQUEST_FAILED 

59h - MC_SVID_ALERT_REQUEST_FAILED 

62h - MC_INVALID_PKGS_RSP_QPI 

64h - MC_INVALID_PKG_STATE_CONFIG 

67h - MC_HA_IMC_RW_BLOCK_ACK_TIMEOUT 

6Ah - MC_MSGCH_PMREQ_CMP_TIMEOQUT 

72h - MC_WATCHDG_TIMEOUT_PKGS_MASTER 

81h - MC_RECOVERABLE_DIE_THERMAL_TOO_HOT 


56:32 


Reserved 


Reserved 


Status register 
validity indicators 


1 


63:57 


NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 
2. The internal error codes may be model-specific. 


16.7.2 Integrated Memory Controller Machine Check Errors 


MC error codes associated with integrated memory controllers are reported in the MSRs IA32_MC9_STATUS- 
IA32_MC10_STATUS. The supported error codes follow the architectural MCACOD definition type 1MMMCCCC (see 
Chapter 15, “Machine-Check Architecture,”). 


MSR_ERROR_CONTROL.[bit 1] can enable additional information logging of the IMC. The additional error informa- 
tion logged by the IMC is stored in IA32_MCi_STATUS and IA32_MCi_MISC; (i = 9-10). 
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Table 16-25. Intel IMC MC Error Codes for IA32_MCi_STATUS (i= 9-10) 


Type BitNo. | Bit Function Bit Description 
MCA error codes! 15:0 MCACOD Memory Controller error format: 0000 0000 1MMM CCCC 
Model specific 31:16 | Reserved except for | 0001H - DDR3 address parity error 
errors the following 0002H - Uncorrected HA write data error 
QO04H - Uncorrected HA data byte enable error 
OOO8H - Corrected patrol scrub error 
0010H - Uncorrected patrol scrub error 
0100H - iMC, write data buffer parity errors 
0200H - DDR4 command address parity error 
36:32 | Other info Reserved 
37 Reserved Reserved 
56:38 See Chapter 15, “Machine-Check Architecture,” 
Status register 63:57 
validity indicators? 


NOTES: 
1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


INCREMENTAL DECODING INFORMATION: INTEL® XEON® PROCESSOR E5 
V4 FAMILY, MACHINE ERROR CODES FOR MACHINE CHECK 


The Intel® Xeon® processor E5 v4 family is based on the Broadwell microarchitecture and can be identified with 
CPUID DisplayFamily_DisplaySignature 06_4FH. Incremental error codes for internal machine check error from 
PCU controller is reported in the register bank IA32_MC4, Table 16-20 in Section 16.6. 1lists model-specific fields 
to interpret error codes applicable to IA32_MC4_STATUS. 


Incremental MC error codes related to the Intel QPI links are reported in the register banks IA32_MC5, 
IA32_MC20, and IA32_MC21. Information listed in Table 16-21 of Section 16.6.1 covers QPI MC error codes. 


16.8 


16.8.1. Integrated Memory Controller Machine Check Errors 


MC error codes associated with integrated memory controllers are reported in the MSRs IA32_MC9_STATUS- 
IA32_MC1i6_STATUS. The supported error codes follow the architectural MCACOD definition type I1MMMCCCC (see 
Chapter 15, “Machine-Check Architecture”). 


Table 16-26 lists model-specific error codes apply to IA32_MCi_STATUS, i = 9-16. 


IA32_MCi_STATUS (i=9-12) log errors from the first memory controller. The second memory controller logs into 
IA32_MCi_STATUS (i=13-16). 
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Table 16-26. Intel IMC MC Error Codes for IA32_MCi_STATUS (i= 9-16) 


Type BitNo. | Bit Function Bit Description 
MCA error codes! 15:0 MCACOD Memory Controller error format: O000 0000 1MMM CCCC 
Model specific 31:16 | Reserved except for | 0001H - DDR3 address parity error 
errors the following 0002H - Uncorrected HA write data error 
O004H - Uncorrected HA data byte enable error 
OOO8H - Corrected patrol scrub error 
0010H - Uncorrected patrol scrub error 
0020H - Corrected spare error 
0040H - Uncorrected spare error 
0100H - iMC, write data buffer parity errors 
0200H - DDR4 command address parity error 
36:32 | Other info Reserved 
37 Reserved Reserved 
56:38 See Chapter 15, “Machine-Check Architecture,” 
Status register 63:57 
validity indicators? 


NOTES: 
1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


16.8.2 |Home Agent Machine Check Errors 


MC error codes associated with mirrored memory corrections are reported in the MSRs IA32_MC7_MISC and 
IA32_MC8_MISC. Table 16-27 lists model-specific error codes apply to IA32_MCi_MISC, i = 7, 8. 


Memory errors from the first memory controller may be logged in the IA32_MC7_{STATUS,ADDR, MISC} registers, 
while the second memory controller logs to IA32_MC8_{STATUS,ADDR,MISC}. 


Table 16-27. Intel HA MC Error Codes for [A32_MCi_MISC (i= 7, 8) 


Bit No. | Bit Function Bit Description 

5:0 LSB See Figure 15-8. 

8:6 Address Mode See Table 15-3. 

40:9 Reserved Reserved 

41 Failover Error occurred at a pair of mirrored memory channels. Error was corrected by mirroring with 
channel failover. 

42 Mirrorcorr Error was corrected by mirroring and primary channel scrubbed successfully. 

63:43 Reserved Reserved 

16.9 INCREMENTAL DECODING INFORMATION: INTEL® XEON® PROCESSOR 


SCALABLE FAMILY, MACHINE ERROR CODES FOR MACHINE CHECK 


In the Intel® Xeon® Processor Scalable Family with CPUID DisplayFamily_DisplaySignature 06_55H, incremental 
error codes for internal machine check errors from the PCU controller are reported in the register bank IA32_MC4. 
Table 16-28 in Section 16.9.1 lists model-specific fields to interpret error codes applicable to IA32_MC4_STATUS. 
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16.9.1. Internal Machine Check Errors 
Table 16-28. Machine Check Error Codes for |A32_MC4_STATUS 
Type Bit No. | Bit Function Bit Description 
MCA error codes! 15:0 MCACOD 
MCACOD? 15:0 Internal Errors 0402h - PCU internal Errors 
0403h - PCU internal Errors 
0406h - Intel TXT Errors 
0407h - Other UBOX internal Errors. 
On an IERR caused by a core 3-strike the [A32_MC3_STATUS (MLC) is copied 
to the IA32_MC4_STATUS (After a 3-strike, the core MCA banks will be 
unavailable). 
Model specific errors | 19:16 | Reserved except for | OO0Ob - No Error 
the following OOxxb - PCU internal error 
23:20 | Reserved Reserved 
31:24 | Reserved except for | OOh - No Error 


the following 


ODh - MCA_DMI_TRAINING_TIMEOUT 

OFh - MCA_DMI_CPU_RESET_ACK_TIMEOUT 
10h - MCA_LMORE_THAN_ONE_LT_AGENT 
1€h - MCA_BIOS_RST_CPL_INVALID_SEQ 
1Fh - MCA_BIOS_INVALID_PKG_STATE_CONFIG 
25h - MCA_MESSAGE_CHANNEL_TIMEOUT 
27h - MCA_MSGCH_PMREQ_CMP_TIMEOUT 
30h - MCA_PKGC_DIRECT_WAKE_RING_TIMEOQUT 
31h - MCA_PKGC_INVALID_RSP_PCH 

33h - MCA_PKGC_WATCHDOG_HANG_CBZ_DOWN 
34h - MCA_PKGC_WATCHDOG_HANG_CBZ_UP 
38h - MCA_PKGC_WATCHDOG_HANG_C3_UP_SF 
40h - MCA_SVID_VCCIN_VR_ICC_MAX_FAILURE 
41h - MCA_SVID_COMMAND_TIMEOUT 
42h - MCA_SVID_VCCIN_VR_VOUT_MAX_FAILURE 
43h - MCA_SVID_CPU_VR_CAPABILITY_ERROR 
44h - MCA_SVID_CRITICAL_VR_FAILED 

45h - MCA_SVID_SA_ITD_ERROR 

46h - MCA_SVID_LREAD_REG_FAILED 

47h - MCA_SVID_WRITE_REG_FAILED 

48h - MCA_SVID_PKGC_INIT_FAILED 


Vol. 3B 16-23 


INTERPRETING MACHINE-CHECK ERROR CODES 


Type BitNo. | Bit Function Bit Description 


49h - MCA_SVID_PKGC_CONFIG_FAILED 

4Ah - MCA_SVID_PKGC_REQUEST_FAILED 

4Bh - MCA_SVID_IMON_REQUEST_FAILED 

4Ch - MCA_SVID_ALERT_REQUEST_FAILED 

4Dh - MCA_SVID_MCP_VP_ABSENT_OR_RAMP_ERROR 
4€h - MCA_SVID_UNEXPECTED_MCP_VP_DETECTED 
51h - MCA_FIVR_CATAS_OVERVOL_FAULT 

52h - MCA_FIVR_CATAS_OVERCUR_FAULT 

58h - MCA_WATCHDG_TIMEOUT_PKGC_SECONDARY 
59h - MCA_WATCHDG_TIMEOUT_PKGC_MAIN 

5Ah - MCA_WATCHDG_TIMEOQUT_PKGS_MAIN 

61h - MCA_PKGS_CPD_UNPCD_TIMEOUT 

63h - MCA_PKGS_INVALID_REQ_PCH 

64h - MCA_PKGS_INVALID_REQ_INTERNAL 

65h - MCA_PKGS_INVALID_RSP_INTERNAL 

6Bh - MCA_PKGS_SMBUS_VPP_PAUSE_TIMEOUT 
81h - MC_RECOVERABLE_DIE_THERMAL_TOO_HOT 


52:32 | Reserved Reserved 
54:53 | CORR_ERR_STATUS _ | Reserved 
56:55 | Reserved Reserved 

Status register 63:57 

validity indicators? 

NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 
2. The internal error codes may be model-specific. 


16.9.2 Interconnect Machine Check Errors 


MC error codes associated with the link interconnect agents are reported in the MSRs IA32_MC5_STATUS, 
IA32_MC12_STATUS, IA32_MC19_STATUS. The supported error codes follow the architectural MCACOD definition 
type 1PPTRRRRIILL (see Chapter 15, “Machine-Check Architecture”). 


Table 16-29 lists model-specific fields to interpret error codes applicable to IA32_MCi_STATUS, i= 5, 12, 19. 


Table 16-29. Interconnect MC Error Codes for I|A32_MCi_STATUS, i = 5, 12, 19 


Type BitNo. | Bit Function Bit Description 
MCA error 15:0 MCACOD Bus error format: 1PPTRRRRIILL 
codes The two supported compound error codes: 


- OxOCOF - Unsupported/Undefined Packet 
- OxOEOF - For all other corrected and uncorrected errors 
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Type 


Bit No. 


Bit Function 


Bit Description 


Model specific 
errors 


21:16 


MSCOD 


The encoding of Uncorrectable (UC) errors are: 

OOh - UC Phy Initialization Failure. 

01h - UC Phy detected drift buffer alarm. 

O2h - UC Phy detected latency buffer rollover. 

10h - UC link layer Rx detected CRC error: unsuccessful LLR entered abort state 
11h - UC LL Rx unsupported or undefined packet. 

12h - UC LL or Phy control error. 

13h - UC LL Rx parameter exchange exception. 

1fh - UC LL detected control error from the link-mesh interface 

The encoding of correctable (COR) errors are: 

20h - COR Phy initialization abort 

21h - COR Phy reset 

22h - COR Phy lane failure, recovery in x8 width. 

23h - COR Phy LOc error corrected without Phy reset 

24h - COR Phy LOc error triggering Phy reset 

25h - COR Phy LOp exit error corrected with Phy reset 

30h - COR LL Rx detected CRC error - successful LLR without Phy re-init. 
31h - COR LL Rx detected CRC error - successful LLR with Phy re-init. 

All other values are reserved. 


31:22 


MSCOD_SPARE 


The definition below applies to MSCOD 12h (UC LL or Phy Control Errors) 
[Bit 22]: Phy Control Error 

[Bit 23] : Unexpected Retry.Ack flit 

[Bit 24] : Unexpected Retry.Req flit 

[Bit 25] : RF parity error 

[Bit 26] : Routeback Table error 

[Bit 27] : unexpected Tx Protocol flit (EOP, Header or Data) 

[Bit 28] : Rx Header-or-Credit BGF credit overflow/underflow 


[Bit 29]: Link Layer Reset still in progress when Phy enters LO (Phy training should 
not be enabled until after LL reset is complete as indicated by 
KTILCL.LinkLayerReset going back to 0). 


[Bit 30] : Link Layer reset initiated while protocol traffic not idle 
[Bit 31] : Link Layer Tx Parity Error 


37:32 


Reserved 


Reserved 


52:38 
56:53 


Corrected Error Cnt 


Reserved 


Reserved 


Status register 
validity 


indicators? 


NOTES: 


63:57 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


Vol. 3B 16-25 


INTERPRETING MACHINE-CHECK ERROR CODES 


16.9.3. Integrated Memory Controller Machine Check Errors 


MC error codes associated with integrated memory controllers are reported in the MSRs IA32_MC13_STATUS- 
IA32_MC18_STATUS. The supported error codes follow the architectural MCACOD definition type 1MMMCCCC (see 
Chapter 15, “Machine-Check Architecture”). 


IA32_MCi_STATUS (i=13,14,17) log errors from the first memory controller. The second memory controller logs 
into IA32_MCi_STATUS (i=15,16,18). 


Table 16-30. Intel IMC MC Error Codes for IA32_MCi_STATUS (i= 13-18) 


Type Bit No. | Bit Function Bit Description 

MCA error codes! 15:0 MCACOD Memory Controller error format: O000 0000 1MMM CCCC 
Model specific 31:16 | Reserved except for | 0001H - Address parity error 

errors the following 0002H - HA write data parity error 


O0004H - HA write byte enable parity error 

OOO8H - Corrected patrol scrub error 

0010H - Uncorrected patrol scrub error 

0020H - Corrected spare error 

0040H - Uncorrected spare error 

OO80H - Any HA read error 

0100H - WDB read parity error 

0200H - DDR4 command address parity error 

0400H - Uncorrected address parity error 

O800H - Unrecognized request type 

0801H - Read response to an invalid scoreboard entry 
O0802H - Unexpected read response 

0803H - DDR4 completion to an invalid scoreboard entry 
0804H - Completion to an invalid scoreboard entry 
O805H - Completion FIFO overflow 

O806H - Correctable parity error 

0807H - Uncorrectable error 

O808H - Interrupt received while outstanding interrupt was not ACKed 
O809H - ERID FIFO overflow 

O80eH - Error on Write credits 

O8O0bH - Error on Read credits 

O80cH - Scheduler error 

O80dH - Error event 


36:32 | Other info MC logs the first error device. This is an encoded 5-bit value of the device. 
37 Reserved Reserved 
56:38 See Chapter 15, “Machine-Check Architecture,” 

Status register 63:57 


1 


validity indicators 


NOTES: 
1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 
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16.9.4  M2M Machine Check Errors 


MC error codes associated with M2M are reported in the MSRs IA32_MC7_STATUS, IA32_MC8_STATUS. The 
supported error codes follow the architectural MCACOD definition type 1MMMCCCC (see Chapter 15, “Machine- 
Check Architecture,”). 


Table 16-31. M2M MC Error Codes for IA32_MCi_STATUS (i= 7-8) 


Type BitNo. | Bit Function Bit Description 
MCA error codes! 15:0 MCACOD Compound error format: 0000 0000 1MMM CCCC 
Model specific 16 MscodDataRdErr Logged an MC read data error 
errors 
17 Reserved Reserved 
18 MscodPtlWr€rr Logged an MC partial write data error 
19 MscodFullwr€rr Logged a full write data error 
20 MscodBaf€rr Logged an M2M clock-domain-crossing buffer (BGF) error 
21 MscodTimeOut Logged an M2M time out 
22 MscodPar€rr Logged an MeM tracker parity error 
23 MscodBucket1 Err Logged a fatal Bucket1 error 
31:24 | Reserved Reserved 
36:32 | Other info MC logs the first error device. This is an encoded 5-bit value of the device. 
37 Reserved Reserved 
56:38 See Chapter 15, “Machine-Check Architecture,” 
Status register 63:57 
validity indicators? 


NOTES: 
1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


16.9.5 |Home Agent Machine Check Errors 


MC error codes associated with mirrored memory corrections are reported in the MSRs IA32_MC7_MISC and 
IA32_MC8_MISC. Table 16-32 lists model-specific error codes apply to IA32_MCi_MISC, i = 7, 8. 


Memory errors from the first memory controller may be logged in the IA32_MC7_{STATUS,ADDR, MISC} registers, 
while the second memory controller logs to IA32_MC8_{STATUS,ADDR,MISC}. 


Table 16-32. Intel HA MC Error Codes for [A32_MCi_MISC (i= 7, 8) 


Bit No. | Bit Function Bit Description 

5:0 LSB See Figure 15-8. 

8:6 Address Mode See Table 15-3. 

40:9 Reserved Reserved 

61:41 Reserved Reserved 

62 Mirrorcorr Error was corrected by mirroring and primary channel scrubbed successfully. 

63 Failover Error occurred at a pair of mirrored memory channels. Error was corrected by mirroring with 
channel failover. 
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16.10 INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY WITH CPUID 
DISPLAYFAMILY_DISPLAYMODEL SIGNATURE 06_5FH, MACHINE ERROR 
CODES FOR MACHINE CHECK 


In Intel® Atom® processors based on Goldmont Microarchitecture with CPUID DisplayFamily_DisplaySignature 
06_5FH (code name Denverton), incremental error codes for the memory controller unit are reported in the 
register banks IA32_MC6 and IA32_MC7. Table 16-33 in Section 16.10.1 lists model-specific fields to interpret 
error codes applicable to IA32_MCi_STATUS, i = 6, 7. 


16.10.1 Integrated Memory Controller Machine Check Errors 


MC error codes associated with integrated memory controllers are reported in the MSRs IA32_MC6_STATUS and 
IA32_MC7_STATUS. The supported error codes follow the architectural MCACOD definition type 1MMMCCCC (see 
Chapter 15, “Machine-Check Architecture”). 


Table 16-33. Intel IMC MC Error Codes for IA32_MCi_STATUS (i= 6, 7) 


Type BitNo. | Bit Function Bit Description 
MCA error codes! 15:0 MCACOD 
Model specific errors | 31:16 | Reserved except for / 01h - Cmd/Addr parity 
the following O2h - Corrected Demand/Patrol Scrub Error 


04h - Uncorrected patrol scrub error 
O8h - Uncorrected demand read error 
10h - WDB read ECC 


36:32 | Other info 


37 Reserved 


56:38 See Chapter 15, “Machine-Check Architecture”. 
Status register 63:57 
validity indicators? 
NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


16.11 INCREMENTAL DECODING INFORMATION: FUTURE INTEL® XEON® 
PROCESSORS WITH CPUID DISPLAYFAMILY_DISPLAYMODEL SIGNATURES 
06_6AH AND 06_6CH, MACHINE ERROR CODES FOR MACHINE CHECK 


Future Intel® Xeon® processor with CPUID DisplayFamily_DisplaySignature of 06_6AH and 06_6CH, incremental 
error codes for internal machine check errors from the PCU controller are reported in the register bank IA32_MC4. 
Table 16-34 in Section 16.11.1 lists model-specific fields to interpret error codes applicable to IA32_MC4_STATUS. 
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Table 16-34. Machine Check Error Codes for [A32_MC4_STATUS 


Type 


Bit No. 


Bit Function 


Bit Description 


Machine Check Error 
Codes! 


15:0 


MCCOD 


MCCOD 


15:0 


Internal Errors 


The value of this field will be 0402h for the PCU and 0406h for internal 
firmware errors. 


This applies for any logged error. 


Model specific errors 


19:16 


Reserved except for the 
following 


Model specific error code bits 19:16. 


This logs the type of HW UC (PCU/VCU) error that has occurred. There are 
7 errors defined. 


01h - Instruction address out of valid space. 
02h - Double bit RAM error on Instruction Fetch. 
O3h - Invalid OpCode seen. 

04h - Stack Underflow. 

O5h - Stack Overflow. 

OGh - Data address out of valid space. 

07h - Double bit RAM error on Data Fetch. 


23:20 


Reserved except for the 
following 


Model specific error code bits 23:20. 


This logs the type of HW FSM error that has occurred. There are 3 errors 
defined. 


04h - Clock/power IP response timeout. 
05h - SMBus controller raised SMI. 
O9h - PM controller received invalid transaction. 


31:24 


Reserved except for the 
following 


ODh - MCA_LLC_BIST_ACTIVE_TIMEOUT 

OEh - MCA_DMI_TRAINING_TIMEOUT 

OFh - MCA_DMI_STRAP_SET_ARRIVAL_TIMEOUT 
10h - MCA_DMI_CPU_RESET_ACK_TIMEOUT 
11h - MCA_LMORE_THAN_ONE_LT_AGENT 

14h - MCA_INCOMPATIBLE_PCH_TYPE 
1€h - MCA_BIOS_RST_CPL_INVALID_SEQ 
1Fh - MCA_BIOS_INVALID_PKG_STATE_CONFIG 
2Dh - MCA_PCU_PMAX_CALIB_ERROR 

2Eh - MCA_TSC100_SYNC_TIMEOUT 

3Ah - MCA_GPSB_TIMEOUT 

3Bh - MCA_PMSB_TIMEOUT 

3Eh - MCA_IOSFSB_PMREQ_CMP_TIMEOQUT 
40h - MCA_SVID_VCCIN_VR_ICC_MAX_FAILURE 
42h - MCA_SVID_VCCIN_VR_VOUT_FAILURE 
43h - MCA_SVID_CPU_VR_CAPABILITY_ERROR 
44h - MCA_SVID_CRITICAL_VR_FAILED 

45h - MCA_SVID_SA_ITD_ERROR 

46h - MCA_SVID_LREAD_REG_FAILED 
47h - MCA_SVID_WRITE_REG_FAILED 

4Ah - MCA_SVID_PKGC_REQUEST_FAILED 
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Type 


Bit No. 


Bit Function 


Bit Description 


4Bh - MCA_SVID_IMON_REQUEST_FAILED 

4Ch - MCA_SVID_ALERT_REQUEST_FAILED 

4Dh - MCA_SVID_MCP_VR_RAMP_ERROR 

56h - MCA_FIVR_PD_HARDERR 

58h - MCA_WATCHDOG_TIMEOUT_PKGC_SECONDARY 
59h - MCA_WATCHDOG_TIMEOUT_PKGC_MAIN 
5Ah - MCA_WATCHDOG_TIMEOUT_PKGS_MAIN 
5Bh - MCA_WATCHDOG_TIMEOUT_MSG_CH_FSM 
5Ch - MCA_WATCHDOG_TIMEOUT_BULK_CR_FSM 
5Dh - MCA_WATCHDOG_TIMEOUT_IOSFSB_FSM 
60h - MCA_PKGS_SAFE_WP_TIMEOUT 

61h - MCA_PKGS_CPD_UNCPD_TIMEOUT 

62h - MCA_PKGS_INVALID_REQ_PCH 

63h - MCA_PKGS_INVALID_REQ_INTERNAL 

64h - MCA_PKGS_INVALID_RSP_INTERNAL 
65h-7Ah - MCA_PKGS_RESET_PREP_TIMEOUT 
7Bh - MCA_PKGS_SMBUS_VPP_PAUSE_TIMEQUT 
7Ch - MCA_PKGS_SMBUS_MCP_PAUSE_TIMEOUT 
7Dh - MCA_PKGS_SMBUS_SPD_PAUSE_TIMEOUT 
80h - MCA_PKGC_DISP_BUSY_TIMEOUT 

81h - MCA_PKGC_INVALID_RSP_PCH 

83h - MCA_PKGC_WATCHDOG_HANG_CBZ_DOWN 
84h - MCA_PKGC_WATCHDOG_HANG_CBZ_UP 
87h - MCA_PKGC_WATCHDOG_HANG_C2_BLKMASTER 
88h - MCA_PKGC_WATCHDOG_HANG_C2_PSLIMIT 
89h - MCA_PKGC_WATCHDOG_HANG_SETDISP 
8Bh - MCA_PKGC_ALLOW_L1_ERROR 

90h - MCA_RECOVERABLE_DIE_THERMAL_TOO_HOT 
AOh - MCA_ADR_SIGNAL_TIMEOUT 

Aih- MCA_BCLK_FREQ_OC_ABOVE_THRESHOLD 
BOh - MCA_DISPATCHER_RUN_BUSY_TIMEOUT 


37:32 


ENH_MCA_AVAILO 


Available when Enhanced MCA is in use. 


52:38 
54:53 


CORR_ERR_COUNT 
CORRERRORSTATUSIND 


Correctable error count. 


These bits are used to indicate when the number of corrected errors has 
exceeded the safe threshold to the point where an uncorrected error has 


become more likely to happen. 
Table 3 shows the encoding of these bits. 


56:55 


ENH_MCA_AVAIL1 


Available when Enhanced MCA is in use. 


Status register 
validity indicators 


1 


63:57 


NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 
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16.11.2 Interconnect Machine Check Errors 


MC error codes associated with the link interconnect agents are reported in the MSRs IA32_MC5_STATUS, 
IA32_MC7_STATUS, IA32_MC8_STATUS. The supported error codes follow the architectural MCACOD definition 
type 1PPTRRRRIILL (see Chapter 15, “Machine-Check Architecture”). 


NOTE 


The interconnect machine check errors in this section apply only to future Intel Xeon processors 
with a CPUID DisplayFamily_DisplaySignature of 06_6AH. These do not apply to future Intel Xeon 
processors with a CPUID DisplayFamily_DisplaySignature of 06_6CH. 


Table 16-35 lists model-specific fields to interpret error codes applicable to IA32_MCi_STATUS, i= 5, 7, 8. 
Table 16-35. Interconnect MC Error Codes for IA32_MCi_STATUS, i= 5, 7, 8 


Type BitNo. | Bit Function Bit Description 
MCA error 15:0 MCACOD Bus error format: 1PPTRRRRIILL 
codes The two supported compound error codes: 


- OxOCOF - Unsupported/Undefined Packet. 
- OxOEOF - For all other corrected and uncorrected errors. 


Model specific | 21:16 | MSCOD The encoding of Uncorrectable (UC) errors are: 

errors OOh - Phy Initialization Failure (NumInit). 

01h - Phy Detected Drift Buffer Alarm. 

O2h - Phy Detected Latency Buffer Rollover. 

10h - LL Rx detected CRC error: unsuccessful LLR (entered Abort state). 
11h - LL Rx Unsupported/Undefined packet. 

12h - LLor Phy Control Error. 

13h - LL Rx Parameter Exception. 

1Fh - LL Detected Control Error. 

The encoding of correctable (COR) errors are: 

20h - Phy Initialization Abort. 

21h - Phy Inband Reset. 

22h - Phy Lane failure, recovery in x8 width. 

23h - Phy LOc error corrected without Phy reset. 

24h - Phy LOc error triggering Phy reset. 

25h - Phy LOp exit error corrected with reset. 

30h - LL Rx detected CRC error: successful LLR without Phy Reinit. 
31h - LL Rx detected CRC error: successful LLR with Phy Reinit. 
32h - Tx received LLR. 

All other values are reserved. 
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Type Bit No. | Bit Function Bit Description 


31:22 | MSCOD_SPARE The definition below applies to MSCOD 12h (UC LL or Phy Control Errors). 
[Bit 22] : Phy Control Error. 

[Bit 23] : Unexpected Retry.Ack flit. 

[Bit 24] : Unexpected Retry.Req flit. 

[Bit 25] : RF parity error. 

[Bit 26] : Routeback Table error. 

[Bit 27] : Unexpected Tx Protocol flit (EOP, Header or Data). 

[Bit 28] : Rx Header-or-Credit BGF credit overflow/underflow. 


[Bit 29]: Link Layer Reset still in progress when Phy enters LO (Phy training should 
not be enabled until after LL reset is complete as indicated by 
KTILCL.LinkLayerReset going back to 0). 


[Bit 30] : Link Layer reset initiated while protocol traffic not idle. 
[Bit 31] : Link Layer Tx Parity Error. 

37:32 | OTHER_INFO Other Info. 

56:38 | Corrected Error Cnt See Chapter 15, “Machine-Check Architecture”. 


Status register | 63:57 
validity 
indicators 


1 


NOTES: 
1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


16.11.3 Integrated Memory Controller Machine Check Errors 


MC error codes associated with integrated memory controllers for the 3rd generation Intel® Xeon® Processor Scal- 
able Family based on Ice Lake microarchitecture are defined in Table 16-37. 


The MSRs reporting MC error codes differ depending on the CPUID DisplayFamily_DisplaySignature of the 
processor. See Table 16-36 for details. 


Table 16-36. MSRs Reporting MC Error Codes by CPUID DisplayFamily_DisplaySignature 


Processor CPUID MSRs Reporting MC Error Codes 
DisplayFamily_DisplaySignature 

3rd generation Intel® Xeon® Processor Scalable | O6_6AH IA32_MC13_STATUS - |A32_MC15_STATUS 

Family based on Ice Lake microarchitecture IA32_MC17_STATUS - |A32_MC19_ STATUS 


IA32_MC21_STATUS - |A32_MC23_STATUS 
IA32_MC25_STATUS - 1IA32_MC27_STATUS 
3rd generation Intel® Xeon® Processor Scalable | O6_6CH IA32_MC13_STATUS - IA32_MC15_STATUS 
Family based on Ice Lake microarchitecture 1A32_MC1 7_STATUS . 1A32_MC1 9 STATUS 


The supported error codes follow the architectural MCACOD definition type 1MMMCCCC (see Chapter 15, “Machine- 
Check Architecture”). 
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Table 16-37. Intel IMC MC Error Codes for |A32_MCi_STATUS (i= 13-15, 17-19, 21-23, 25-27) 


Type BitNo. | Bit Function Bit Description 

MCA error codes! 15:0 MCACOD Memory Controller error format: 0000 0000 1MMM CCCC 
Model specific 31:16 | Reserved except for | 0001H - Address parity error. 

EILOIS the following O002H - Data parity error. 


0003H - Data ECC error. 

O004H - Data byte enable parity error. 

O0007H - Transaction ID parity error. 

OOO8H - Corrected patrol scrub error. 

0010H - Uncorrected patrol scrub error. 
O0020H - Corrected spare error. 

0040H - Uncorrected spare error. 

OO80H - Corrected read error. 

OOAOH - Uncorrected read error. 

OOCOH - Uncorrected metadata. 

0100H - WDB read parity error. 

0103H - RPA parity error. 

0104H - RPA parity error. 

0105H - WPA parity error. 

0106H - DDR_T_DPPP data BE error. 

0107H - DDR_T_DPPP data error. 

0108H - DDR link failure. 

0111H - PCLS CAM error. 

0112H - PCLS data error. 

0200H - DDR4 command / address parity error. 
0220H - HBM command / address parity error. 
0221H - HBM data parity error. 

0400H - RPQ parity (primary) error. 

0401H - RPQ parity (buddy) error. 

0404H - WPQ parity (primary) error. 

0405H - WPQ parity (buddy) error. 

0408H - RPB parity (primary) error. 

O409H - RPB parity (buddy) error. 

O800H - DDR-T bad request. 

0801H - DDR Data response to an invalid entry. 
O0802H - DDR data response to an entry not expecting data. 
0803H - DDR4 completion to an invalid entry. 
0804H - DDR-T completion to an invalid entry. 
O805H - DDR data/completion FIFO overflow. 
O806H - DDR-T ERID correctable parity error. 
0807H - DDR-T ERID uncorrectable error. 
O808H - DDR-T interrupt received while outstanding interrupt was not ACKed. 
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Type Bit No. | Bit Function Bit Description 


O809H - ERID FIFO overflow. 

O80AH - DDR-T error on FNV write credits. 
O80BH - DDR-T error on FNV read credits. 
O80CH -DDR-T scheduler error. 

O80DH - DDR-T FNV error event. 

O80EH - DDR-T FNV thermal event. 
O80FH - CMI packet while idle. 

0810H - DDR_T_RPQ_REQ_PARITY_ERR. 
0811H - DDR_T_WPQ_REQ_PARITY_ERR. 
0812H - 2LM_NMFILLWR_CAM_ERR. 
0813H - CMI_CREDIT_OVERSUB_ERR. 
0814H - CMI_CREDIT_TOTAL_ERR. 
0815H - CMI_CREDIT_RSVD_POOL_ERR. 
0816H - DDR_T_RD_ERROR. 

0817H - WDB_FIFO_ERR. 

0818H - CMI_LREQ_FIFO_OVERFLOW. 
0819H - CMI_REQ_FIFO_UNDERFLOW. 
081AH - CMI_RSP_FIFO_OVERFLOW. 
081BH - CMI_RSP_FIFO_UNDERFLOW. 
081CH - CMI_LMISC_MC_CRDT_ERRORS. 
081DH - CMI_LMISC_MC_ARB_ERRORS. 
081€H - DDR_T_WR_CMPL_FIFO_OVERFLOW. 
081FH - DDR_T_WR_CMPL_FIFO_UNDERFLOW. 
0820H - CMI_RD_CPL_FIFO_OVERFLOW. 
0821H - CMI_LRD_CPL_FIFO_UNDERFLOW. 
0822H - TME_KEY_PAR_ERR. 

0823H - TME_CMI_MISC_ERR. 

0824H - TME_CMI_OVFL_ERR. 

0825H - TME_CMI_UFL_ERR. 

0826H - TME_TEM_SECURE_ERR. 

0827H - TME_UFILL_PAR_ERR. 


37:32 | Other info Other Info. 
56:38 See Chapter 15, “Machine-Check Architecture”. 
Status register 63:57 
validity indicators2 
NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 
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Additional information is reported in the MSRs IA32_MC13_MISC —IA32_MC15_MISC, IA32_MC17_MISC — 
IA32_MC19_MISC, IA32_MC21_MISC — IA32_MC23_MISC, and IA32_MC25_MISC — IA32_MC27_MISC. Table 
16-38 lists the information reported in IA32_MCi_MISC, i = 13-15, 17-19, 21-23, and 25-27. 


Table 16-38. Additional Information Reported in [A32_MCi_MISC (i= 13-15, 17-19, 21-23, 25-27) 


Bit No. | Bit Function Bit Description 

5:0 LSB See Figure 15-8. 

8:6 Address Mode See Table 15-3. 

18:9 Column Component of sub-DIMM address. 


Bits 18-17: Reserved 

Bit 16: Column 9 

Bit 15: Column 8 

Bit 14: Column 7 

Bit 13: Column 6 

Bit 12: Column 5 

Bit 11: Column 4 

Bit 10: Column 3 

Bit 9: Reserved 

39:19 Row Component of sub-DIMM address. 
45:40 Bank Component of sub-DIMM address. 
Bit 45: Reserved 

Bit 44: Bank group 2 

Bit 43: Bank address 1 

Bit 42: Bank address O 

Bit 41: Bank group 1 

Bit 40: Bank address 0 


51:46 Failed Device Failing device for correctable error (not valid for uncorrectable or transient errors). 
55:52 SubRank Logical Rank (3D Stacked SDRAM) 
58:56 Rank Rank 
62:59 ECC Mode 0000b: SDDC memory mode 
0001b: SDDC 


0100b: ADDDC memory mode 
0101b: ADDDC 

1000b: Read from DDRT 
Other values: Reserved 

63 Transient Ob: 

1b: Error was transient 


16.11.4 M2M Machine Check Errors 


MC error codes associated with M2M for future Intel Xeon processors with a CPUID DisplayFamily_DisplaySignature 
of 06_6AH are reported in the MSRs IA32_MC12_STATUS, IA32_MC16_STATUS, IA32_MC20_STATUS, and 
IA32_MC24_STATUS. 


MC error codes associated with M2M for future Intel Xeon processors with a CPUID DisplayFamily_DisplaySignature 
of 06_6AH are reported in the MSRs IA32_MC12_STATUS and IA32_MC16_STATUS. 
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The supported error codes follow the architectural MCACOD definition type 1MMMCCCC (see Chapter 15, “Machine- 


Check Architecture”). 


Table 16-39. M2M MC Error Codes for IA32_MCi_STATUS (i= 12, 16, 20, 24) 


Type Bit No. | Bit Function Bit Description 
MCA error codes! 15:0 MCACOD Compound error format: 0000 0000 1MMM CCCC 
Model specific 16 MscodDataRdErr Logged an MC read data error. 
errors 
17 Reserved Reserved 
18 MscodPtlwr€rr Logged an MC partial write data error. 
19 MscodFullwr€rr Logged a full write data error. 
20 MscodBaf€rr Logged an M2M clock-domain-crossing buffer (BGF) error. 
21 MscodTimeOut Logged an M2M time out. 
22 MscodPar€rr Logged an M2M tracker parity error. 
23 MscodBucket1 Err Logged a fatal Bucket1 error. 
25:24 | MscodDDRType Logged a DDR/DDR-T specific error. 
31:26 | MscodMisc€rrs Logged a miscellaneous error. 
37:32 | Other info Other Info. 
56:38 See Chapter 15, “Machine-Check Architecture”. 
Status register 63:57 
validity indicators? 


NOTES: 
1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


MC error codes associated with mirrored memory corrections are reported in the MSRs IA32_MC12_MISC, 
IA32_MC16_MISC, IA32_MC20_MISC, and IA32_MC24_MISC. The model-specific error codes listed in Table 16-32 
also apply to IA32_MCi_MISC, i = 12, 16, 20, 24. 


INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY WITH CPUID 
DISPLAYFAMILY_DISPLAYMODEL SIGNATURE 06_86H, MACHINE ERROR 
CODES FOR MACHINE CHECK 


In Intel® Atom® processors based on Tremont microarchitecture with CPUID DisplayFamily_DisplaySignature 
06_86H, incremental error codes for internal machine check errors from the PCU controller are reported in the 
register bank IA32_MC4. Table 16-34 in Section 16.11.1 lists model-specific fields to interpret error codes appli- 
cable to IA32_MC4_STATUS. 


16.12 


16.12.1 Integrated Memory Controller Machine Check Errors 


MC error codes associated with integrated memory controllers are reported in the MSRs IA32_MC13_STATUS - 
IA32_MC15_STATUS. The supported error codes follow the architectural MCACOD definition type 1MMMCCCC (see 
Chapter 15, “Machine-Check Architecture”). 


The IA32_MCi_STATUS MSR (where i = 13, 14, 15) contains information related to a machine check error if its 
VAL(valid) flag is set. Bit definitions are the same as those found in Table 16-37 “Inte! IMC MC Error Codes for 
IA32_MCi_STATUS (i= 13-15, 17-19, 21-23, 25-27)”. 
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The IA32_MCi_MISC MSR (where i = 13, 14, 15) contains information related memory corrections. Bit definitions 
are the same as those found in Table 16-38 “Additional Information Reported in IA32_MCi_MISC (i= 13-15, 17-19, 
21-23, 25-27)". 


16.12.2 M2M Machine Check Errors 


MC error codes associated with M2M are reported in the IA32_MC12_STATUS MSR. The supported error codes 
follow the architectural MCACOD definition type 1MMMCCCC (see Chapter 15, “Machine-Check Architecture”). 


Bit definitions are the same as those found in Table 16-39 “M2M MC Error Codes for IA32_MCi_STATUS (i= 12, 16, 
20, 24)”. 


16.13. INCREMENTAL DECODING INFORMATION: PROCESSOR FAMILY OFH 


MACHINE ERROR CODES FOR MACHINE CHECK 


Table 16-40 provides information for interpreting additional family OFH model-specific fields for external bus 
errors. These errors are reported in the IA32_MCi_STATUS MSRs. They are reported architecturally) as compound 
errors with a general form of 0000 1PPT RRRR IILL in the MCA error code field. See Chapter 15 for information on 
the interpretation of compound error codes. 


Table 16-40. Incremental Decoding Information: Processor Family OFH Machine Error Codes For Machine Check 


Type Bit No. | Bit Function Bit Description 
MCA error 15:0 
codes! 
Model-specific | 16 FSB address parity Address parity error detected: 
error codes 1 = Address parity error detected 
O = No address parity error 
17 Response hard fail Hardware failure detected on response 
18 Response parity Parity error detected on response 
19 PIC and FSB data parity Data Parity detected on either PIC or FSB access 
20 Processor Signature = Processor Signature = OOOOOFO4H. Indicates error due to an invalid PIC 
OOOOOFOAH: Invalid PIC request access was made to PIC space with WB memory): 
request 1 = Invalid PIC request error 
O = No Invalid PIC request error 
Reserved 
All other processors: 
Reserved 
21 Pad state machine The state machine that tracks P and N data-strobe relative timing has 
become unsynchronized or a glitch has been detected. 
22 Pad strobe glitch Data strobe glitch 
23 Pad address glitch Address strobe glitch 
Other 56:24 | Reserved Reserved 
Information 
Status register | 63:57 
validity 
indicators? 
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NOTES: 
1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 


Table 16-10 provides information on interpreting additional family OFH, model specific fields for cache hierarchy 
errors. These errors are reported in one of the IA32_MCi_STATUS MSRs. These errors are reported, architecturally, 
as compound errors with a general form of QO00 0001 RRRR TTLL in the MCA error code field. See Chapter 15 for 
how to interpret the compound error code. 


16.13.1 Model-Specific Machine Check Error Codes for Intel Xeon Processor MP 7100 Series 


Intel Xeon processor MP 7100 series has 5 register banks which contains information related to Machine Check 
Errors. MCi_STATUS[63:0] refers to all 5 register banks. MCO_STATUS[63:0] through MC3_STATUS[63:0] is the 
same as on previous generation of Intel Xeon processors within Family OFH. MC4_STATUS[63:0] is the main error 
logging for the processor’s L3 and front side bus errors. It supports the L3 Errors, Bus and Interconnect Errors 
Compound Error Codes in the MCA Error Code Field. 


Table 16-41. MCi_STATUS Register Bit Definition 
Bit Field Name | Bits Description 


MCA_Error_Code | 15:0 Specifies the machine check architecture defined error code for the machine check error condition 
detected. The machine check architecture defined error codes are guaranteed to be the same for all 
Intel Architecture processors that implement the machine check architecture. See tables below 


Model_Specific_E | 31:16 | Specifies the model specific error code that uniquely identifies the machine check error condition 
rror_Code detected. The model specific error codes may differ among Intel Architecture processors for the same 
Machine Check Error condition. See tables below 


Other_Info 56:32 | The functions of the bits in this field are implementation specific and are not part of the machine check 
architecture. Software that is intended to be portable among Intel Architecture processors should not 
rely on the values in this field. 


PCC 57 Processor Context Corrupt flag indicates that the state of the processor might have been corrupted by 
the error condition detected and that reliable restarting of the processor may not be possible. When 
clear, this flag indicates that the error did not affect the processor's state. This bit will always be set for 
MC errors which are not corrected. 


ADDRV 58 MC_ADDR register valid flag indicates that the MC_ADDR register contains the address where the error 
occurred. When clear, this flag indicates that the MC_ADDR register does not contain the address where 
the error occurred. The MC_ADDR register should not be read if the ADDRV bit is clear. 


MISCV 59 MC_MISC register valid flag indicates that the MC_MISC register contains additional 

information regarding the error. When clear, this flag indicates that the MC_MISC register does not 
contain additional information regarding the error. MC_MISC should not be read if the MISCV bit is not 
set. 


EN 60 Error enabled flag indicates that reporting of the machine check exception for this error was enabled by 
the associated flag bit of the MC_CTL register. Note that correctable errors do not have associated 
enable bits in the MC_CTL register so the EN bit should be clear when a correctable error is logged. 
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Table 16-41. MCi_STATUS Register Bit Definition (Contd.) 


Bit Field Name | Bits Description 

UC 61 Error uncorrected flag indicates that the processor did not correct the error condition. When clear, this 
flag indicates that the processor was able to correct the event condition. 

OVER 62 Machine check overflow flag indicates that a machine check error occurred while the results of a 
previous error were still in the register bank (i.e., the VAL bit was already set in the 
MC_STATUS register). The processor sets the OVER flag and software is responsible for clearing it. 
Enabled errors are written over disabled errors, and uncorrected errors are written over corrected 
events. Uncorrected errors are not written over previous valid uncorrected errors. 

VAL 63 MC_STATUS register valid flag indicates that the information within the MC_STATUS register is valid. 


When this flag is set, the processor follows the rules given for the OVER flag in the MC_STATUS register 
when overwriting previously valid entries. The processor sets the VAL flag and software is responsible 
for clearing it. 


16.13.1.1 Processor Machine Check Status Register MCA Error Code Definition 


Intel Xeon processor MP 7100 series use compound MCA Error Codes for logging its CBC internal machine check 
errors, L3 Errors, and Bus/Interconnect Errors. It defines additional Machine Check error types 
(IA32_MC4_STATUS[15:0]) beyond those defined in Chapter 15. Table 16-42 lists these model-specific MCA error 
codes. Error code details are specified in MC4_STATUS [31:16] (see Section 16.13.3), the “Model Specific Error 
Code” field. The information in the “Other_Info” field (MC4_STATUS[56:32]) is common to the three processor 
error types and contains a correctable event count and specifies the MC4_MISC register format. 


Table 16-42. Incremental MCA Error Code for Intel Xeon Processor MP 7100 


Processor MCA_Error_Code (MC4_STATUS[15:0]) 


Type | Error Code 


Binary Encoding Meaning 


C Internal Error 0000 0100 0000 0000 | Internal Error Type Code 

A L3 Tag Error 0000 0001 0000 1011 | L3 Tag Error Type Code 

B Bus and 0000 100x 0000 1111 | Not used but this encoding is reserved for compatibility with other MCA 
Interconnect implementations 
Error 0000 101x 0000 1111 | Not used but this encoding is reserved for compatibility with other MCA 


implementations 


0000 110x 0000 1111 | Not used but this encoding is reserved for compatibility with other MCA 
implementations 


0000 1110 0000 1111 | Bus and Interconnection Error Type Code 


0000 1111 0000 1111 | Not used but this encoding is reserved for compatibility with other MCA 
implementations 


The Bold faced binary encodings are the only encodings used by the processor for MC4_STATUS[15:0]. 


16.13.2 Other_Info Field (all MCA Error Types) 


The MC4_STATUS[56:32] field is common to the processor's three MCA error types (A, B & C). 
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Table 16-43. Other Information Field Bit Definition 


Bit Field Name _ | Bits Description 
39:32 8-bit Correctable | Holds a count of the number of correctable events since cold reset. This is a saturating counter; 
Event Count the counter begins at 1 (with the first error) and saturates at a count of 255. 
41:40 MC4_MISC The value in this field specifies the format of information in the MC4_MISC register. Currently, 
format type only two values are defined. Valid only when MISCV is asserted. 
43:42 - Reserved 
51:44 ECC syndrome ECC syndrome value for a correctable ECC event when the “Valid ECC syndrome” bit is asserted 
52 Valid ECC Set when correctable ECC event supplies the ECC syndrome 
syndrome 
54:53 Threshold-Based | 00: No tracking - No hardware status tracking is provided for the structure reporting this event. 
Error Status 01: Green - Status tracking is provided for the structure posting the event; the current status is 
green (below threshold). 
10: Yellow - Status tracking is provided for the structure posting the event; the current status is 
yellow (above threshold). 
11: Reserved for future use 
Valid only if Valid bit (bit 63) is set 
Undefined if the UC bit (bit 61) is set 
56:55 - Reserved 


16.13.3 Processor Model Specific Error Code Field 


16.13.3.1 MCA Error Type A: L3 Error 


Note: The Model Specific Error Code field in MC4_STATUS (bits 31:16). 
Table 16-44. Type A: L3 Error Codes 
Bit Sub-Field | Description Legal Value(s) 
Num Name 
18:16 L3 Error Describes the L3 | O00 - No error 
Code error 001 - More than one way reporting a correctable event 
encountered : 
010 - More than one way reporting an uncorrectable error 
011 - More than one way reporting a tag hit 
100 - No error 
101 - One way reporting a correctable event 
110 - One way reporting an uncorrectable error 
111 - One or more ways reporting a correctable event while one or more ways are 
reporting an uncorrectable error 
20:19 - Reserved 00 
31:21 - Fixed pattern 0010_0000_000 
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16.13.3.2 Processor Model Specific Error Code Field Type B: Bus and Interconnect Error 


Note: The Model Specific Error Code field in MC4_STATUS (bits 31:16). 


Table 16-45. Type B Bus and Interconnect Error Codes 


BitNum_ | Sub-Field Name Description 

16 FSB Request Parity Parity error detected during FSB request phase 

17 CoreO Addr Parity Parity error detected on Core O request's address field 

18 Corel Addr Parity Parity error detected on Core 1 request's address field 

19 Reserved 

20 FSB Response Parity Parity error on FSB response field detected 

21 FSB Data Parity FSB data parity error on inbound data detected 

22 CoreO Data Parity Data parity error on data received from Core O detected 

23 Corel Data Parity Data parity error on data received from Core 1 detected 

24 IDS Parity Detected an Enhanced Defer parity error (phase A or phase B) 
25 FSB Inbound Data ECC | Data ECC event to error on inbound data (correctable or uncorrectable) 
26 FSB Data Glitch Pad logic detected a data strobe ‘glitch’ (or sequencing error) 

27 FSB Address Glitch Pad logic detected a request strobe ‘glitch’ (or sequencing error) 
31:28 “-- Reserved 


Exactly one of the bits defined in the preceding table will be set for a Bus and Interconnect Error. The Data ECC can 
be correctable or uncorrectable (the MC4_STATUS.UC bit, of course, distinguishes between correctable and uncor- 
rectable cases with the Other_Info field possibly providing the ECC Syndrome for correctable errors). All other 
errors for this processor MCA Error Type are uncorrectable. 


16.13.3.3 Processor Model Specific Error Code Field Type C: Cache Bus Controller Error 


Table 16-46. Type C Cache Bus Controller Error Codes 


MC4_STATUS[31:16] (MSCE) Value 


Error Description 


0000_0000_0000_0001 0001H 


Inclusion Error from Core 0 


0000_0000_0000_0010 0002H 


Inclusion Error from Core 1 


0000_0000_0000_0011 0003H 


Write Exclusive Error from Core 0 


0000_0000_0000_0100 0004H 


Write Exclusive Error from Core 1 


0000_0000_0000_0101 0005H 


Inclusion Error from FSB 


0000_0000_0000_0110 OOO6H 


SNP Stall Error from FSB 


0000_0000_0000_0111 0007H 


Write Stall Error from FSB 


0000_0000_0000_1000 0008H 


FSB Arb Timeout Error 


0000_0000_0000_1001 0009H 


CBC OOD Queue Underflow/overflow 


0000_0001_0000_0000 0100H 


Enhanced Intel SpeedStep Technology TM1-TM2 Error 


0000_0010_0000_0000 0200H 
0000_0011_0000_0000 0300H 


Internal Timeout error 


Internal Timeout Error 


0000_0100_0000_0000 0400H 


Intel? Cache Safe Technology Queue Full Error or Disabled-ways-in-a-set overflow 


Vol. 3B 16-41 


INTERPRETING MACHINE-CHECK ERROR CODES 


Table 16-46. Type C Cache Bus Controller Error Codes (Contd.) 


MC4_STATUS[31:16] (MSCE) Value Error Description 

1100_0000_0000_0001 CO01H Correctable ECC event on outgoing FSB data 
1100_0000_0000_0010 C002H Correctable ECC event on outgoing Core O data 
1100_0000_0000_0100 CO04H Correctable ECC event on outgoing Core 1 data 
1110_0000_0000_0001 €001H Uncorrectable ECC error on outgoing FSB data 
1110_0000_0000_0010 E002H Uncorrectable ECC error on outgoing Core O data 
1110_0000_0000_0100 E004H Uncorrectable ECC error on outgoing Core 1 data 
— all other encodings — Reserved 


All errors - except for the correctable ECC types - in this table are uncorrectable. The correctable ECC events may 
supply the ECC syndrome in the Other_Info field of the MC4_STATUS MSR. 


Table 16-47. Decoding Family OFH Machine Check Codes for Cache Hierarchy Errors 


Type Bit No. | Bit Function Bit Description 

MCA error 15:0 

codes! 

Model 17:16 | Tag Error Code Contains the tag error code for this machine check error: 
specific error 00 = No error detected 

codes 


01 = Parity error on tag miss with a clean line 
10 = Parity error/multiple tag match on tag hit 
11 = Parity error/multiple tag match on tag miss 


19:18 | Data Error Code Contains the data error code for this machine check error: 
00 = No error detected 

01 = Single bit error 

10 = Double bit error on a clean line 

11 = Double bit error on a modified line 


20 L3 Error This bit is set if the machine check error originated in the L3 it can be ignored for 
invalid PIC request errors): 


1 =L3 error 
0 =L2 error 


21 Invalid PIC Request | Indicates error due to invalid PIC request access was made to PIC space with WB 
memory): 


1 = Invalid PIC request error 
O = No invalid PIC request error 


31:22 | Reserved Reserved 
Other 39:32 | 8-bit Error Count Holds a count of the number of errors since reset. The counter begins at O for the 
Information first error and saturates at a count of 255. 
56:40 | Reserved Reserved 
Status 63:57 
register 
validity 
indicators 
NOTES: 


1. These fields are architecturally defined. Refer to Chapter 15, “Machine-Check Architecture,” for more information. 
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DEBUG, BRANCH PROFILE, TSC, AND INTEL® RESOURCE DIRECTOR 
TECHNOLOGY (INTEL® RDT) FEATURES 


Intel 64 and IA-32 architectures provide debug facilities for use in debugging code and monitoring performance. 
These facilities are valuable for debugging application software, system software, and multitasking operating 
systems. Debug support is accessed using debug registers (DRO through DR7) and model-specific registers 
(MSRs): 


Debug registers hold the addresses of memory and I/O locations called breakpoints. Breakpoints are user- 
selected locations in a program, a data-storage area in memory, or specific I/O ports. They are set where a 
programmer or system designer wishes to halt execution of a program and examine the state of the processor 
by invoking debugger software. A debug exception (#DB) is generated when a memory or I/O access is made 
to a breakpoint address. 


MSRs monitor branches, interrupts, and exceptions; they record addresses of the last branch, interrupt or 
exception taken and the last branch taken before an interrupt or exception. 


Time stamp counter is described in Section 17.17, “Time-Stamp Counter”. 


Features which allow monitoring of shared platform resources such as the L3 cache are described in Section 
17.18, “Intel® Resource Director Technology (Intel® RDT) Monitoring Features”. 


Features which enable control over shared platform resources are described in Section 17.19, “Intel® Resource 
Director Technology (Intel® RDT) Allocation Features”. 


17.1 OVERVIEW OF DEBUG SUPPORT FACILITIES 


The following processor facilities support debugging and performance monitoring: 


Debug exception (#DB) — Transfers program control to a debug procedure or task when a debug event 
occurs. 


Breakpoint exception (#BP) — See breakpoint instruction (INT3) below. 
Breakpoint-address registers (DRO through DR3) — Specifies the addresses of up to 4 breakpoints. 


Debug status register (DR6) — Reports the conditions that were in effect when a debug or breakpoint 
exception was generated. 


Debug control register (DR7) — Specifies the forms of memory or I/O access that cause breakpoints to be 
generated. 


T (trap) flag, TSS — Generates a debug exception (#DB) when an attempt is made to switch to a task with 
the T flag set in its TSS. 


RF (resume) flag, EFLAGS register — Suppresses multiple exceptions to the same instruction. 


TF (trap) flag, EFLAGS register — Generates a debug exception (#DB) after every execution of an 
instruction. 


Breakpoint instruction (INT3) — Generates a breakpoint exception (#BP) that transfers program control to 
the debugger procedure or task. This instruction is an alternative way to set instruction breakpoints. It is 
especially useful when more than four breakpoints are desired, or when breakpoints are being placed in the 
source code. 


Last branch recording facilities — Store branch records in the last branch record (LBR) stack MSRs for the 
most recent taken branches, interrupts, and/or exceptions in MSRs. A branch record consist of a branch-from 
and a branch-to instruction address. Send branch records out on the system bus as branch trace messages 
(BTMs). 


These facilities allow a debugger to be called as a separate task or as a procedure in the context of the current 
program or task. The following conditions can be used to invoke the debugger: 


Task switch to a specific task. 
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¢ Execution of the breakpoint instruction. 

° Execution of any instruction. 

° Execution of an instruction at a specified address. 

® Read or write to a specified memory address/range. 
° Write to a specified memory address/range. 

¢ Input from a specified I/O address/range. 

* Output to a specified I/O address/range. 

¢ Attempt to change the contents of a debug register. 


17.2 DEBUG REGISTERS 


Eight debug registers (see Figure 17-1 for 32-bit operation and Figure 17-2 for 64-bit operation) control the debug 
operation of the processor. These registers can be written to and read using the move to/from debug register form 
of the MOV instruction. A debug register may be the source or destination operand for one of these instructions. 


31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0 
LEN RW LEN RW LEN RW LEN RW 00 G 0 s 1 Gey ie Ge ey | Se] IE. aS |e Ge | tk DR7 

3 3 2 2 1 1 0 0 D M Ee | iE) Be Be | 22) 4 1 0; 0 

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0 

is B|B/B B)B)/B/B 

@ 1 1 1 1 1 a 1 

Reserved (set to 1) \ tilslo 312111] 0 DR6 

31 0 
DRS 

31 0 
DR4 

31 0 
Breakpoint 3 Linear Address DR3 

31 0 
Breakpoint 2 Linear Address DR2 

31 0 
Breakpoint 1 Linear Address DR1 

31 0 
Breakpoint 0 Linear Address DRO 

Reserved 


Figure 17-1. Debug Registers 
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Debug registers are privileged resources; a MOV instruction that accesses these registers can only be executed in 
real-address mode, in SMM or in protected mode at a CPL of 0. An attempt to read or write the debug registers 
from any other privilege level generates a general-protection exception (#GP). 


The primary function of the debug registers is to set up and monitor from 1 to 4 breakpoints, numbered 0 though 
3. For each breakpoint, the following information can be specified: 


¢ The linear address where the breakpoint is to occur. 

° The length of the breakpoint location: 1, 2, 4, or 8 bytes (refer to the notes in Section 17.2.4). 
¢ The operation that must be performed at the address for a debug exception to be generated. 

¢ Whether the breakpoint is enabled. 

¢ Whether the breakpoint condition was present when the debug exception was generated. 


The following paragraphs describe the functions of flags and fields in the debug registers. 


17.2.1 Debug Address Registers (DRO-DR3) 


Each of the debug-address registers (DRO through DR3) holds the 32-bit linear address of a breakpoint (see 
Figure 17-1). Breakpoint comparisons are made before physical address translation occurs. The contents of debug 
register DR7 further specifies breakpoint conditions. 


17.2.2 Debug Registers DR4 and DR5 


Debug registers DR4 and DRS are reserved when debug extensions are enabled (when the DE flag in control 
register CR4 is set) and attempts to reference the DR4 and DRS registers cause invalid-opcode exceptions (#UD). 
When debug extensions are not enabled (when the DE flag is clear), these registers are aliased to debug registers 
DR6 and DR7. 


17.2.3. Debug Status Register (DR6) 


The debug status register (DR6) reports debug conditions that were sampled at the time the last debug exception 
was generated (see Figure 17-1). Updates to this register only occur when an exception is generated. The flags in 
this register show the following information: 


¢ BO through B3 (breakpoint condition detected) flags (bits 0 through 3) — Indicates (when set) that its 
associated breakpoint condition was met when a debug exception was generated. These flags are set if the 
condition described for each breakpoint by the LENn, and R/Wn flags in debug control register DR7 is true. They 
may or may not be set if the breakpoint is not enabled by the Ln or the Gn flags in register DR7. Therefore on 
a #DB, a debug handler should check only those BO-B3 bits which correspond to an enabled breakpoint. 


¢ BD (debug register access detected) flag (bit 13) — Indicates that the next instruction in the instruction 
stream accesses one of the debug registers (DRO through DR7). This flag is enabled when the GD (general 
detect) flag in debug control register DR7 is set. See Section 17.2.4, “Debug Control Register (DR7),” for 
further explanation of the purpose of this flag. 


° BS (single step) flag (bit 14) — Indicates (when set) that the debug exception was triggered by the single- 
step execution mode (enabled with the TF flag in the EFLAGS register). The single-step mode is the highest- 
priority debug exception. When the BS flag is set, any of the other debug status bits also may be set. 


° BT (task switch) flag (bit 15) — Indicates (when set) that the debug exception resulted from a task switch 
where the T flag (debug trap flag) in the TSS of the target task was set. See Section 7.2.1, “Task-State 
Segment (TSS),” for the format of a TSS. There is no flag in debug control register DR7 to enable or disable this 
exception; the T flag of the TSS is the only enabling flag. 


¢ RTM (restricted transactional memory) flag (bit 16) — Indicates (when clear) that a debug exception 
(#DB) or breakpoint exception (#BP) occurred inside an RTM region while advanced debugging of RTM trans- 
actional regions was enabled (see Section 17.3.3). This bit is set for any other debug exception (including all 
those that occur when advanced debugging of RTM transactional regions is not enabled). This bit is always 1 if 
the processor does not support RTM. 


Vol. 3B 17-3 


DEBUG, BRANCH PROFILE, TSC, AND INTEL® RESOURCE DIRECTOR TECHNOLOGY (INTEL® RDT) FEATURES 


Certain debug exceptions may clear bits 0-3. The remaining contents of the DR6 register are never cleared by the 
processor. To avoid confusion in identifying debug exceptions, debug handlers should clear the register (except 
bit 16, which they should set) before returning to the interrupted task. 


17.2.4 Debug Control Register (DR7) 


The debug control register (DR7) enables or disables breakpoints and sets breakpoint conditions (see Figure 17-1). 
The flags and fields in this register control the following things: 


LO through L3 (local breakpoint enable) flags (bits 0, 2, 4, and 6) — Enables (when set) the breakpoint 
condition for the associated breakpoint for the current task. When a breakpoint condition is detected and its 
associated Ln flag is set, a debug exception is generated. The processor automatically clears these flags on 
every task switch to avoid unwanted breakpoint conditions in the new task. 


GO through G3 (global breakpoint enable) flags (bits 1, 3, 5, and 7) — Enables (when set) the 
breakpoint condition for the associated breakpoint for all tasks. When a breakpoint condition is detected and its 
associated Gn flag is set, a debug exception is generated. The processor does not clear these flags on a task 
switch, allowing a breakpoint to be enabled for all tasks. 


LE and GE (local and global exact breakpoint enable) flags (bits 8, 9) — This feature is not supported in 
the P6 family processors, later IA-32 processors, and Intel 64 processors. When set, these flags cause the 
processor to detect the exact instruction that caused a data breakpoint condition. For backward and forward 
compatibility with other Intel processors, we recommend that the LE and GE flags be set to 1 if exact 
breakpoints are required. 


RTM (restricted transactional memory) flag (bit 11) — Enables (when set) advanced debugging of RTM 
transactional regions (see Section 17.3.3). This advanced debugging is enabled only if IA32_DEBUGCTL.RTM is 
also set. 


GD (general detect enable) flag (bit 13) — Enables (when set) debug-register protection, which causes a 
debug exception to be generated prior to any MOV instruction that accesses a debug register. When such a 
condition is detected, the BD flag in debug status register DR6 is set prior to generating the exception. This 
condition is provided to support in-circuit emulators. 


When the emulator needs to access the debug registers, emulator software can set the GD flag to prevent 
interference from the program currently executing on the processor. 


The processor clears the GD flag upon entering to the debug exception handler, to allow the handler access to 
the debug registers. 


R/WO through R/W3 (read/write) fields (bits 16, 17, 20, 21, 24, 25, 28, and 29) — Specifies the 
breakpoint condition for the corresponding breakpoint. The DE (debug extensions) flag in control register CR4 
determines how the bits in the R/Wn fields are interpreted. When the DE flag is set, the processor interprets 
bits as follows: 


00 — Break on instruction execution only. 

01 — Break on data writes only. 

10 — Break on I/O reads or writes. 

11 — Break on data reads or writes but not instruction fetches. 


When the DE flag is clear, the processor interprets the R/Wn bits the same as for the Intel386™ and Intel486™ 
processors, which is as follows: 


00 — Break on instruction execution only. 

01 — Break on data writes only. 

10 — Undefined. 

11 — Break on data reads or writes but not instruction fetches. 


LENO through LENS (Length) fields (bits 18, 19, 22, 23, 26, 27, 30, and 31) — Specify the size of the 
memory location at the address specified in the corresponding breakpoint address register (DRO through DR3). 
These fields are interpreted as follows: 


00 — 1-byte length. 
01 — 2-byte length. 
10 — Undefined (or 8 byte length, see note below). 
11 — 4-byte length. 
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If the corresponding RWn field in register DR7 is 00 (instruction execution), then the LENn field should also be 00. 
The effect of using other lengths is undefined. See Section 17.2.5, “Breakpoint Field Recognition,” below. 


NOTES 


For Pentium® 4 and Intel® Xeon® processors with a CPUID signature corresponding to family 15 
(model 3, 4, and 6), break point conditions permit specifying 8-byte length on data read/write with 
an of encoding 10B in the LENn field. 


Encoding 10B is also supported in processors based on Intel Core microarchitecture or enhanced 
Intel Core microarchitecture, the respective CPUID signatures corresponding to family 6, model 15, 
and family 6, DisplayModel value 23 (see CPUID instruction in Chapter 3, “Instruction Set 
Reference, A-L” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
2A). The Encoding 10B is supported in processors based on Intel® Atom™ microarchitecture, with 
CPUID signature of family 6, DisplayModel value 1CH. The encoding 10B is undefined for other 
processors. 


17.2.5 Breakpoint Field Recognition 


Breakpoint address registers (debug registers DRO through DR3) and the LENn fields for each breakpoint define a 
range of sequential byte addresses for a data or I/O breakpoint. The LENn fields permit specification of a 1-, 2-, 4- 
or 8-byte range, beginning at the linear address specified in the corresponding debug register (DRn). Two-byte 
ranges must be aligned on word boundaries; 4-byte ranges must be aligned on doubleword boundaries, 8-byte 
ranges must be aligned on quadword boundaries. I/O addresses are zero-extended (from 16 to 32 bits, for 
comparison with the breakpoint address in the selected debug register). These requirements are enforced by the 
processor; it uses LENn field bits to mask the lower address bits in the debug registers. Unaligned data or I/O 
breakpoint addresses do not yield valid results. 


A data breakpoint for reading or writing data is triggered if any of the bytes participating in an access is within the 
range defined by a breakpoint address register and its LENn field. Table 17-1 provides an example setup of debug 
registers and data accesses that would subsequently trap or not trap on the breakpoints. 


A data breakpoint for an unaligned operand can be constructed using two breakpoints, where each breakpoint is 
byte-aligned and the two breakpoints together cover the operand. The breakpoints generate exceptions only for 
the operand, not for neighboring bytes. 


Instruction breakpoint addresses must have a length specification of 1 byte (the LENn field is set to 00). Instruction 
breakpoints for other operand sizes are undefined. The processor recognizes an instruction breakpoint address 
only when it points to the first byte of an instruction. If the instruction has prefixes, the breakpoint address must 
point to the first prefix. 
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Table 17-1. Breakpoint Examples 


Debug Register Setup 


Debug Register R/Wn Breakpoint Address LENn 
DRO R/WO = 11 (Read/Write) A0001H LENO = 00 (1 byte) 
DR1 R/W1 = 01 (Write) A0002H LEN1 = 00 (1 byte) 
DR2 R/we = 11 (Read/Write) BOOO02H LEN2 = 01) (2 bytes) 
DR3 R/W3 = 01 (Write) COO00H LEN3 = 11 (4 bytes) 
Data Accesses 
Operation Address Access Length 


(In Bytes) 


Data operations that trap 


- Read or write A0Q001H 1 
- Read or write AQ001H 2 
- Write AQ002H 1 
- Write A0Q002H 2 
- Read or write BOO0O1H 4 
- Read or write BOOO2H 1 
- Read or write BOOO2H 2 
- Write COOO0H 4 
- Write CO0001H 2 
- Write C0003H 1 
Data operations that do not trap 

- Read or write AOOOOH 1 
- Read AQ002H 1 
- Read or write A0Q003H 4 
- Read or write BOOOOH 2 
- Read COOO0OH 2 
- Read or write CO004H 4 


17.2.6 Debug Registers and Intel® 64 Processors 


For Intel 64 architecture processors, debug registers DRO-DR7 are 64 bits. In 16-bit or 32-bit modes (protected 
mode and compatibility mode), writes to a debug register fill the upper 32 bits with zeros. Reads from a debug 
register return the lower 32 bits. In 64-bit mode, MOV DRn instructions read or write all 64 bits. Operand-size 


prefixes are ignored. 


In 64-bit mode, the upper 32 bits of DR6 and DR7 are reserved and must be written with zeros. Writing 1 to any of 
the upper 32 bits results in a #GP(0) exception (see Figure 17-2). All 64 bits of DRO-DR3 are writable by software. 
However, MOV DRn instructions do not check that addresses written to DRO-DR3 are in the linear-address limits of 
the processor implementation (address matching is supported only on valid addresses generated by the processor 


implementation). Break point conditions for 8-byte memory read/writes are supported in all modes. 


17.3. DEBUG EXCEPTIONS 


The Intel 64 and IA-32 architectures dedicate two interrupt vectors to handling debug exceptions: vector 1 (debug 
exception, #DB) and vector 3 (breakpoint exception, #BP). The following sections describe how these exceptions 


are generated and typical exception handler operations. 
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Figure 17-2. DR6/DR7 Layout on Processors Supporting Intel® 64 Architecture 


17.3.1 Debug Exception (#DB)—Interrupt Vector 1 


The debug-exception handler is usually a debugger program or part of a larger software system. The processor 
generates a debug exception for any of several conditions. The debugger checks flags in the DR6 and DR7 registers 
to determine which condition caused the exception and which other conditions might apply. Table 17-2 shows the 
states of these flags following the generation of each kind of breakpoint condition. 


Instruction-breakpoint and general-detect condition (see Section 17.3.1.3, “General-Detect Exception Condition”) 
result in faults; other debug-exception conditions result in traps. The debug exception may report one or both at 
one time. The following sections describe each class of debug exception. 
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The INT1 instruction generates a debug exception as a trap. Hardware vendors may use the INT1 instruction for 
hardware debug. For that reason, Intel recommends software vendors instead use the INT3 instruction for software 
breakpoints. 


See also: Chapter 6, “Interrupt 1—Debug Exception (#DB),” in the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 3A. 


Table 17-2. Debug Exception Conditions 


Debug or Breakpoint Condition DR6 Flags Tested DR7 Flags Tested Exception Class 
Single-step trap BS =1 Trap 
Instruction breakpoint, at addresses defined by DRnand | Bn=1 and R/Wn =0 Fault 
LENn (Gn or Ln = 1) 

Data write breakpoint, at addresses defined by DRn and Bn=1 and R/Wn = 1 Trap 
LENn (Gn or Ln = 1) 

1/O read or write breakpoint, at addresses defined by DRn | Bn= 1 and R/Wn = 2 Trap 
and LENn (Gn or Ln = 1) 

Data read or write (but not instruction fetches), at Bn=1 and R/Wn = 3 Trap 
addresses defined by DRn and LENn (Gn or Ln = 1) 

General detect fault, resulting from an attempt to modify | BD = 1 None Fault 
debug registers (usually in conjunction with in-circuit 

emulation) 

Task switch BT =1 None Trap 
INT1 instruction None None Trap 


17.3.1.1.— Instruction-Breakpoint Exception Condition 


The processor reports an instruction breakpoint when it attempts to execute an instruction at an address specified 
in a breakpoint-address register (DRO through DR3) that has been set up to detect instruction execution (R/W flag 
is set to 0). Upon reporting the instruction breakpoint, the processor generates a fault-class, debug exception 
(#DB) before it executes the target instruction for the breakpoint. 


Instruction breakpoints are the highest priority debug exceptions. They are serviced before any other exceptions 
detected during the decoding or execution of an instruction. However, if an instruction breakpoint is placed on an 
instruction located immediately after a POP SS/MOV SS instruction, the breakpoint will be suppressed as if 
EFLAGS.RF were 1 (see the next paragraph and Section 6.8.3, “Masking Exceptions and Interrupts When 
Switching Stacks,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A). 


Because the debug exception for an instruction breakpoint is generated before the instruction is executed, if the 
instruction breakpoint is not removed by the exception handler; the processor will detect the instruction breakpoint 
again when the instruction is restarted and generate another debug exception. To prevent looping on an instruction 
breakpoint, the Intel 64 and IA-32 architectures provide the RF flag (resume flag) in the EFLAGS register (see 
Section 2.3, “System Flags and Fields in the EFLAGS Register,” in the Intel® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 3A). When the RF flag is set, the processor ignores instruction breakpoints. 


All Intel 64 and IA-32 processors manage the RF flag as follows. The RF Flag is cleared at the start of the instruction 
after the check for instruction breakpoints, CS limit violations, and FP exceptions. Task Switches and IRETD/IRETQ 
instructions transfer the RF image from the TSS/stack to the EFLAGS register. 


When calling an event handler, Intel 64 and IA-32 processors establish the value of the RF flag in the EFLAGS image 
pushed on the stack: 


° For any fault-class exception except a debug exception generated in response to an instruction breakpoint, the 
value pushed for RF is 1. 


° For any interrupt arriving after any iteration of a repeated string instruction but the last iteration, the value 
pushed for RF is 1. 
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¢ For any trap-class exception generated by any iteration of a repeated string instruction but the last iteration, 
the value pushed for RF is 1. 


¢ For other cases, the value pushed for RF is the value that was in EFLAG.RF at the time the event handler was 
called. This includes: 


— Debug exceptions generated in response to instruction breakpoints 


— Hardware-generated interrupts arriving between instructions (including those arriving after the last 
iteration of a repeated string instruction) 


— Trap-class exceptions generated after an instruction completes (including those generated after the last 
iteration of a repeated string instruction) 


— Software-generated interrupts (RF is pushed as 0, since it was cleared at the start of the software interrupt) 


As noted above, the processor does not set the RF flag prior to calling the debug exception handler for debug 
exceptions resulting from instruction breakpoints. The debug exception handler can prevent recurrence of the 
instruction breakpoint by setting the RF flag in the EFLAGS image on the stack. If the RF flag in the EFLAGS image 
is set when the processor returns from the exception handler, it is copied into the RF flag in the EFLAGS register by 
IRETD/IRETQ or a task switch that causes the return. The processor then ignores instruction breakpoints for the 
duration of the next instruction. (Note that the POPF, POPFD, and IRET instructions do not transfer the RF image 
into the EFLAGS register.) Setting the RF flag does not prevent other types of debug-exception conditions (such as, 
I/O or data breakpoints) from being detected, nor does it prevent non-debug exceptions from being generated. 


For the Pentium processor, when an instruction breakpoint coincides with another fault-type exception (such as a 
page fault), the processor may generate one spurious debug exception after the second exception has been 
handled, even though the debug exception handler set the RF flag in the EFLAGS image. To prevent a spurious 
exception with Pentium processors, all fault-class exception handlers should set the RF flag in the EFLAGS image. 


17.3.1.2 Data Memory and I/O Breakpoint Exception Conditions 


Data memory and I/O breakpoints are reported when the processor attempts to access a memory or I/O address 
specified in a breakpoint-address register (DRO through DR3) that has been set up to detect data or I/O accesses 
(R/W flag is set to 1, 2, or 3). The processor generates the exception after it executes the instruction that made the 
access, so these breakpoint condition causes a trap-class exception to be generated. 


Because data breakpoints are traps, an instruction that writes memory overwrites the original data before the 
debug exception generated by a data breakpoint is generated. If a debugger needs to save the contents of a write 
breakpoint location, it should save the original contents before setting the breakpoint. The handler can report the 
saved value after the breakpoint is triggered. The address in the debug registers can be used to locate the new 
value stored by the instruction that triggered the breakpoint. 


If a data breakpoint is detected during an iteration of a string instruction executed with fast-string operation (see 
Section 7.3.9.3 of Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1), delivery of the 
resulting debug exception may be delayed until completion of the corresponding group of iterations. 


Intel486 and later processors ignore the GE and LE flags in DR7. In Intel386 processors, exact data breakpoint 
matching does not occur unless it is enabled by setting the LE and/or the GE flags. 


For repeated INS and OUTS instructions that generate an I/O-breakpoint debug exception, the processor gener- 
ates the exception after the completion of the first iteration. Repeated INS and OUTS instructions generate a data- 
breakpoint debug exception after the iteration in which the memory address breakpoint location is accessed. 


If an execution of the MOV or POP instruction loads the SS register and encounters a data breakpoint, the resulting 
debug exception is delivered after completion of the next instruction (the one after the MOV or POP). 


Any pending data or I/O breakpoints are lost upon delivery of an exception. For example, if a machine-check 
exception (#MC) occurs following an instruction that encounters a data breakpoint (but before the resulting debug 
exception is delivered), the data breakpoint is lost. If a MOV or POP instruction that loads the SS register encoun- 
ters a data breakpoint, the data breakpoint is lost if the next instruction causes a fault. 


Delivery of events due to INT n, INT3, or INTO does not cause a loss of data breakpoints. If a MOV or POP instruc- 
tion that loads the SS register encounters a data breakpoint, and the next instruction is software interrupt (INT n, 
INT3, or INTO), a debug exception (#DB) resulting from a data breakpoint will be delivered after the transition to 
the software-interrupt handler. The #DB handler should account for the fact that the #DB may have been delivered 
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after a invocation of a software-interrupt handler, and in particular that the CPL may have changed between recog- 
nition of the data breakpoint and delivery of the #DB. 


17.3.1.3 General-Detect Exception Condition 


When the GD flag in DR7 is set, the general-detect debug exception occurs when a program attempts to access any 
of the debug registers (DRO through DR7) at the same time they are being used by another application, such as an 
emulator or debugger. This protection feature guarantees full control over the debug registers when required. The 
debug exception handler can detect this condition by checking the state of the BD flag in the DR6 register. The 
processor generates the exception before it executes the MOV instruction that accesses a debug register, which 
causes a fault-class exception to be generated. 


17.3.1.4 Single-Step Exception Condition 


The processor generates a single-step debug exception if (while an instruction is being executed) it detects that the 
TF flag in the EFLAGS register is set. The exception is a trap-class exception, because the exception is generated 

after the instruction is executed. The processor will not generate this exception after the instruction that sets the 
TF flag. For example, if the POPF instruction is used to set the TF flag, a single-step trap does not occur until after 
the instruction that follows the POPF instruction. 


The processor clears the TF flag before calling the exception handler. If the TF flag was set in a TSS at the time of 
a task switch, the exception occurs after the first instruction is executed in the new task. 


The TF flag normally is not cleared by privilege changes inside a task. The INT n, INT3, and INTO instructions, 
however, do clear this flag. Therefore, software debuggers that single-step code must recognize and emulate INT n 
or INTO instructions rather than executing them directly. To maintain protection, the operating system should 
check the CPL after any single-step trap to see if single stepping should continue at the current privilege level. 


The interrupt priorities guarantee that, if an external interrupt occurs, single stepping stops. When both an external 
interrupt and a single-step interrupt occur together, the single-step interrupt is processed first. This operation 
clears the TF flag. After saving the return address or switching tasks, the external interrupt input is examined 
before the first instruction of the single-step handler executes. If the external interrupt is still pending, then it is 
serviced. The external interrupt handler does not run in single-step mode. To single step an interrupt handler, 
single step an INT r instruction that calls the interrupt handler. 


If an occurrence of the MOV or POP instruction loads the SS register executes with EFLAGS.TF = 1, no single-step 
debug exception occurs following the MOV or POP instruction. 


17.3.1.5 Task-Switch Exception Condition 


The processor generates a debug exception after a task switch if the T flag of the new task's TSS is set. This excep- 
tion is generated after program control has passed to the new task, and prior to the execution of the first instruc- 
tion of that task. The exception handler can detect this condition by examining the BT flag of the DR6 register. 


If entry 1 (#DB) in the IDT is a task gate, the T bit of the corresponding TSS should not be set. Failure to observe 
this rule will put the processor in a loop. 


17.3.2 Breakpoint Exception (HBP)—Interrupt Vector 3 


The breakpoint exception (interrupt 3) is caused by execution of an INT3 instruction. See Chapter 6, 

“Interrupt 3—Breakpoint Exception (#BP).” Debuggers use breakpoint exceptions in the same way that they use 
the breakpoint registers; that is, as a mechanism for suspending program execution to examine registers and 
memory locations. With earlier IA-32 processors, breakpoint exceptions are used extensively for setting instruction 
breakpoints. 


With the Intel386 and later IA-32 processors, it is more convenient to set breakpoints with the breakpoint-address 
registers (DRO through DR3). However, the breakpoint exception still is useful for breakpointing debuggers, 
because a breakpoint exception can call a separate exception handler. The breakpoint exception is also useful when 
it is necessary to set more breakpoints than there are debug registers or when breakpoints are being placed in the 
source code of a program under development. 
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17.3.3. Debug Exceptions, Breakpoint Exceptions, and Restricted Transactional Memory 
(RTM) 


Chapter 16, “Programming with Intel® Transactional Synchronization Extensions,” of Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 1 describes Restricted Transactional Memory (RTM). This is an 
instruction-set interface that allows software to identify transactional regions (or critical sections) using the 
XBEGIN and XEND instructions. 


Execution of an RTM transactional region begins with an XBEGIN instruction. If execution of the region successfully 
reaches an XEND instruction, the processor ensures that all memory operations performed within the region 
appear to have occurred instantaneously when viewed from other logical processors. Execution of an RTM transac- 
tion region does not succeed if the processor cannot commit the updates atomically. When this happens, the 
processor rolls back the execution, a process referred to as a transactional abort. In this case, the processor 
discards all updates performed in the region, restores architectural state to appear as if the execution had not 
occurred, and resumes execution at a fallback instruction address that was specified with the XBEGIN instruction. 


If debug exception (#DB) or breakpoint exception (#BP) occurs within an RTM transaction region, a transactional 
abort occurs, the processor sets EAX[4], and no exception is delivered. 


Software can enable advanced debugging of RTM transactional regions by setting DR7.RTM[bit 11] and 
IA32_DEBUGCTL.RTM[bit 15]. If these bits are both set, the transactional abort caused by a #DB or #BP within an 
RTM transaction region does not resume execution at the fallback instruction address specified with the XBEGIN 
instruction that begin the region. Instead, execution is resumed at that XBEGIN instruction, and a #DB is deliv- 
ered. (A #DB is delivered even if the transactional abort was caused by a #BP.) Such a #DB will clear 
DR6.RTM[bit 16] (all other debug exceptions set DR6[16]). 


17.4 LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING OVERVIEW 


P6 family processors introduced the ability to set breakpoints on taken branches, interrupts, and exceptions, and 
to single-step from one branch to the next. This capability has been modified and extended in the Pentium 4, Intel 
Xeon, Pentium M, Intel® Core™ Solo, Intel® Core™ Duo, Intel® Core™2 Duo, Intel® Core™ i7 and Intel® Atom™ 
processors to allow logging of branch trace messages in a branch trace store (BTS) buffer in memory. 


See the following sections for processor specific implementation of last branch, interrupt and exception recording: 


— Section 17.5, “Last Branch, Interrupt, and Exception Recording (Intel® Core™ 2 Duo and Intel® Atom™ 
Processors)” 


— Section 17.6, “Last Branch, Call Stack, Interrupt, and Exception Recording for Processors based on 
Goldmont Microarchitecture” 


— Section 17.9, “Last Branch, Interrupt, and Exception Recording for Processors based on Intel® Microarchi- 
tecture code name Nehalem” 


— Section 17.10, “Last Branch, Interrupt, and Exception Recording for Processors based on Intel® Microar- 
chitecture code name Sandy Bridge” 


— Section 17.11, “Last Branch, Call Stack, Interrupt, and Exception Recording for Processors based on 
Haswell Microarchitecture” 


— Section 17.12, “Last Branch, Call Stack, Interrupt, and Exception Recording for Processors based on 
Skylake Microarchitecture” 


— Section 17.14, “Last Branch, Interrupt, and Exception Recording (Intel® Core™ Solo and Intel® Core™ 
Duo Processors)” 


— Section 17.15, “Last Branch, Interrupt, and Exception Recording (Pentium M Processors)” 
— Section 17.16, “Last Branch, Interrupt, and Exception Recording (P6 Family Processors)” 


The following subsections of Section 17.4 describe common features of profiling branches. These features are 
generally enabled using the IA32_DEBUGCTL MSR (older processor may have implemented a subset or model- 
specific features, see definitions of MSR_DEBUGCTLA, MSR_DEBUGCTLB, MSR_DEBUGCTL). 
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17.4.1. 1IA32_DEBUGCTL MSR 


The IA32_DEBUGCTL MSR provides bit field controls to enable debug trace interrupts, debug trace stores, trace 
messages enable, single stepping on branches, last branch record recording, and to control freezing of LBR stack 
or performance counters on a PMI request. IA32_DEBUGCTL MSR is located at register address 01D9H. 


See Figure 17-3 for the MSR layout and the bullets below for a description of the flags: 


LBR (last branch/interrupt/ exception) flag (bit 0) — When set, the processor records a running trace of 
the most recent branches, interrupts, and/or exceptions taken by the processor (prior to a debug exception 
being generated) in the last branch record (LBR) stack. For more information, see the Section 17.5.1, “LBR 
Stack” (Intel® Core™2 Duo and Intel® Atom™ Processor Family) and Section 17.9.1, “LBR Stack” (processors 
based on Intel® Microarchitecture code name Nehalem). 


BTF (single-step on branches) flag (bit 1) — When set, the processor treats the TF flag in the EFLAGS 
register as a “single-step on branches” flag rather than a “single-step on instructions” flag. This mechanism 
allows single-stepping the processor on taken branches. See Section 17.4.3, “Single-Stepping on Branches,” 
for more information about the BTF flag. 


TR (trace message enable) flag (bit 6) — When set, branch trace messages are enabled. When the 
processor detects a taken branch, interrupt, or exception; it sends the branch record out on the system bus as 
a branch trace message (BTM). See Section 17.4.4, “Branch Trace Messages,” for more information about the 
TR flag. 


BTS (branch trace store) flag (bit 7) — When set, the flag enables BTS facilities to log BTMs to a memory- 
resident BTS buffer that is part of the DS save area. See Section 17.4.9, “BTS and DS Save Area.” 


BTINT (branch trace interrupt) flag (bit 8) — When set, the BTS facilities generate an interrupt when the 
BTS buffer is full. When clear, BTMs are logged to the BTS buffer in a circular fashion. See Section 17.4.5, “Branch 
Trace Store (BTS),” for a description of this mechanism. 


31 1514 121110987654321 0 


Reserved 


RTM 
FREEZE_WHILE_SMM 
FREEZE_PERFMON_ON_PMI 
FREEZE_LBRS_ON_PMI 
BTS_OFF_USR — BTS off in user code 
BTS_OFF_OS — BTS off in OS 
BTINT — Branch trace interrupt 
BTS — Branch trace store 
TR — Trace messages enable 
Reserved 
BTF — Single-step on branches 
LBR — Last branch/interrupt/exception 


Figure 17-3. [A32_DEBUGCTL MSR for Processors based 
on Intel Core microarchitecture 


BTS_OFF_OS (branch trace off in privileged code) flag (bit 9) — When set, BTS or BTM is skipped if CPL 
is 0. See Section 17.13.2. 


BTS_OFF_USR (branch trace off in user code) flag (bit 10) — When set, BTS or BTM is skipped if CPL is 
greater than 0. See Section 17.13.2. 

FREEZE_LBRS_ON_PMI flag (bit 11) — When set, the LBR stack is frozen on a hardware PMI request (e.g. 
when a counter overflows and is configured to trigger PMI). See Section 17.4.7 for details. 
FREEZE_PERFMON_ON_PMI flag (bit 12) — When set, the performance counters (IA32_PMCx and 
IA32_FIXED_CTRx) are frozen on a PMI request. See Section 17.4.7 for details. 


FREEZE_WHILE_SMM (bit 14) — If this bit is set, upon the delivery of an SMI, the processor will clear all the 
enable bits of IA32_PERF_GLOBAL_CTRL, save a copy of the content of IA32_DEBUGCTL and disable LBR, BTF, 
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TR, and BTS fields of IA32_DEBUGCTL before transferring control to the SMI handler. Subsequently, the enable 
bits of IA32_PERF_GLOBAL_CTRL will be set to 1, the saved copy of IA32_DEBUGCTL prior to SMI delivery will 
be restored, after the SMI handler issues RSM to complete its service. Note that system software must check if 
the processor supports the IA32_DEBUGCTL.FREEZE_WHILE_SMM control bit. 
IA32_DEBUGCTL.FREEZE_WHILE_SMM is supported if IA32_PERF_CAPABILITIES.FREEZE_WHILE_SMM[Bit 
12] is reporting 1. See Section 18.8 for details of detecting the presence of IA32_PERF_CAPABILITIES MSR. 


¢ RTM (bit 15) — If this bit is set, advanced debugging of RTM transactional regions is enabled if DR7.RTM is 
also set. See Section 17.3.3. 


17.4.2 | Monitoring Branches, Exceptions, and Interrupts 


When the LBR flag (bit 0) in the IA32_DEBUGCTL MSR is set, the processor automatically begins recording branch 
records for taken branches, interrupts, and exceptions (except for debug exceptions) in the LBR stack MSRs. 


When the processor generates a debug exception (#DB), it automatically clears the LBR flag before executing the 
exception handler. This action does not clear previously stored LBR stack MSRs. 


A debugger can use the linear addresses in the LBR stack to re-set breakpoints in the breakpoint address registers 
(DRO through DR3). This allows a backward trace from the manifestation of a particular bug toward its source. 


On some processors, if the LBR flag is cleared and TR flag in the IA32_DEBUGCTL MSR remains set, the processor 
will continue to update LBR stack MSRs. This is because those processors use the entries in the LBR stack in the 
process of generating BTM/BTS records. A #DB does not automatically clear the TR flag. 


17.4.3 Single-Stepping on Branches 


When software sets both the BTF flag (bit 1) in the IA32_DEBUGCTL MSR and the TF flag in the EFLAGS register, 
the processor generates a single-step debug exception only after instructions that cause a branch.! This mecha- 
nism allows a debugger to single-step on control transfers caused by branches. This “branch single stepping” helps 
isolate a bug to a particular block of code before instruction single-stepping further narrows the search. The 
processor clears the BTF flag when it generates a debug exception. The debugger must set the BTF flag before 
resuming program execution to continue single-stepping on branches. 


17.4.4 Branch Trace Messages 


Setting the TR flag (bit 6) in the IA32_DEBUGCTL MSR enables branch trace messages (BTMs). Thereafter, when 
the processor detects a branch, exception, or interrupt, it sends a branch record out on the system bus as a BIM. 
A debugging device that is monitoring the system bus can read these messages and synchronize operations with 
taken branch, interrupt, and exception events. 


When interrupts or exceptions occur in conjunction with a taken branch, additional BTMs are sent out on the bus, 
as described in Section 17.4.2, “Monitoring Branches, Exceptions, and Interrupts.” 


For P6 processor family, Pentium M processor family, processors based on Intel Core microarchitecture, TR and LBR 
bits can not be set at the same time due to hardware limitation. The content of LBR stack is undefined when TR is 
set. 


For processors with Intel NetBurst microarchitecture, Intel Atom processors, and Intel Core and related Intel Xeon 
processors both starting with the Nehalem microarchitecture, the processor can collect branch records in the LBR 
stack and at the same time send/store BTMs when both the TR and LBR flags are set in the IA32_DEBUGCTL MSR 
(or the equivalent MSR_DEBUGCTLA, MSR_DEBUGCTLB). 


The following exception applies: 


¢ BTM may not be observable on Intel Atom processor families that do not provide an externally visible system 
bus (i.e., processors based on the Silvermont microarchitecture or later). 


1. Executions of CALL, IRET, and JMP that cause task switches never cause single-step debug exceptions (regardless of the value of the 
BTF flag). A debugger desiring debug exceptions on switches to a task should set the T flag (debug trap flag) in the TSS of that task. 
See Section 7.2.1, “Task-State Segment (TSS).” 
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17.4.4.1. Branch Trace Message Visibility 


Branch trace message (BIM) visibility is implementation specific and limited to systems with a front side bus 
(FSB). BTMs may not be visible to newer system link interfaces or a system bus that deviates from a traditional 
FSB. 


17.4.5 Branch Trace Store (BTS) 


A trace of taken branches, interrupts, and exceptions is useful for debugging code by providing a method of deter- 
mining the decision path taken to reach a particular code location. The LBR flag (bit 0) of IA32_DEBUGCTL provides 
a mechanism for capturing records of taken branches, interrupts, and exceptions and saving them in the last 
branch record (LBR) stack MSRs, setting the TR flag for sending them out onto the system bus as BTMs. The branch 
trace store (BTS) mechanism provides the additional capability of saving the branch records in a memory-resident 
BTS buffer, which is part of the DS save area. The BTS buffer can be configured to be circular so that the most 
recent branch records are always available or it can be configured to generate an interrupt when the buffer is nearly 
full so that all the branch records can be saved. The BTINT flag (bit 8) can be used to enable the generation of inter- 
rupt when the BTS buffer is full. See Section 17.4.9.2, “Setting Up the DS Save Area.” for additional details. 


Setting this flag (BTS) alone can greatly reduce the performance of the processor. CPL-qualified branch trace 
storing mechanism can help mitigate the performance impact of sending/logging branch trace messages. 


17.4.6 CPL-Qualified Branch Trace Mechanism 


CPL-qualified branch trace mechanism is available to a subset of Intel 64 and IA-32 processors that support the 
branch trace storing mechanism. The processor supports the CPL-qualified branch trace mechanism if 
CPUID.O1H:ECX[bit 4] = 1. 


The CPL-qualified branch trace mechanism is described in Section 17.4.9.4. System software can selectively specify 
CPL qualification to not send/store Branch Trace Messages associated with a specified privilege level. Two bit fields, 
BTS_OFF_USR (bit 10) and BTS_OFF_OS (bit 9), are provided in the debug control register to specify the CPL of 
BTMs that will not be logged in the BTS buffer or sent on the bus. 


17.4.7. Freezing LBR and Performance Counters on PMI 


Many issues may generate a performance monitoring interrupt (PMI); a PMI service handler will need to determine 
cause to handle the situation. Two capabilities that allow a PMI service routine to improve branch tracing and 
performance monitoring are available for processors supporting architectural performance monitoring version 2 or 
greater (i.e. CPUID.OAH:EAX[7:0] > 1). These capabilities provides the following interface in IA32_DEBUGCTL to 
reduce runtime overhead of PMI servicing, profiler-contributed skew effects on analysis or counter metrics: 


° Freezing LBRs on PMI (bit 11)— Allows the PMI service routine to ensure the content in the LBR stack are 
associated with the target workload and not polluted by the branch flows of handling the PMI. Depending on the 
version ID enumerated by CPUID.OAH:EAX.ArchPerfMonVerID[bits 7:0], two flavors are supported: 


— Legacy Freeze_LBR_on_PMI is supported for ArchPerfMonVerID <= 3 and ArchPerfMonVerID >1. If 
IA32_DEBUGCTL.Freeze_LBR_On_PMI = 1, the LBR is frozen on the overflowed condition of the buffer 
area, the processor clears the LBR bit (bit 0) in IA32_DEBUGCTL. Software must then re-enable 
IA32_DEBUGCTL.LBR to resume recording branches. When using this feature, software should be careful 
about writes to IA32_DEBUGCTL to avoid re-enabling LBRs by accident if they were just disabled. 


— Streamlined Freeze_LBR_on_PMI is supported for ArchPerfMonVerID >= 4. If 
IA32_DEBUGCTL.Freeze_LBR_On_PMI = 1, the processor behaves as follows: 


¢ sets IA32_PERF_GLOBAL_STATUS.LBR_Frz =1 to disable recording, but does not change the LBR bit 
(bit 0) in IA32_DEBUGCTL. The LBRs are frozen on the overflowed condition of the buffer area. 


¢ Freezing PMCs on PMI (bit 12) — Allows the PMI service routine to ensure the content in the performance 
counters are associated with the target workload and not polluted by the PMI and activities within the PMI 
service routine. Depending on the version ID enumerated by CPUID.OAH:EAX.ArchPerfMonVerlID [bits 7:0], two 
flavors are supported: 
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— Legacy Freeze_Perfmon_on_PMI is supported for ArchPerfMonVerID <= 3 and ArchPerfMonVerID >1. If 
IA32_DEBUGCTL.Freeze_Perfmon_On_PMI = 1, the performance counters are frozen on the counter 
overflowed condition when the processor clears the IA32_PERF_GLOBAL_CTRL MSR (see Figure 18-3). The 
PMCs affected include both general-purpose counters and fixed-function counters (see Section 18.6.2.1, 
“Fixed-function Performance Counters”). Software must re-enable counts by writing is to the corre- 
sponding enable bits in IA32_PERF_GLOBAL_CTRL before leaving a PMI service routine to continue counter 
operation. 

— Streamlined Freeze_Perfmon_on_PMI is supported for ArchPerfMonVerID >= 4. The processor behaves as 
follows: 
¢ sets IA32_PERF_GLOBAL_STATUS.CTR_Frz =1 to disable counting on a counter overflow condition, but 

does not change the IA32_PERF_GLOBAL_CTRL MSR. 


Freezing LBRs and PMCs on PMIs (both legacy and streamlined operation) occur when one of the following applies: 
¢ A performance counter had an overflow and was programmed to signal a PMI in case of an overflow. 


— For the general-purpose counters; enabling PMI is done by setting bit 20 of the IA32_PERFEVTSELx 
register. 


— For the fixed-function counters; enabling PMI is done by setting the 3rd bit in the corresponding 4-bit 
control field of the MSR_PERF_FIXED_CTR_CTRL register (see Figure 18-1) or IA32_FIXED_CTR_CTRL MSR 
(see Figure 18-2). 


¢ The PEBS buffer is almost full and reaches the interrupt threshold. 
¢ The BTS buffer is almost full and reaches the interrupt threshold. 


Table 17-3 compares the interaction of the processor with the PMI handler using the legacy versus streamlined 
Freeza_Perfmon_On_PMI interface. 


Table 17-3. Legacy and Streamlined Operation with Freeze_Perfmon_On_PMI = 1, Counter Overflowed 


Legacy Freeze_Perfmon_On_PMI Streamlined Freeze_Perfmon_On_PMI Comment 


Processor freezes the counters on overflow Processor freezes the counters on overflow Unchanged 


Processor clears [A32_PERF_GLOBAL_CTRL Processor set 
IA32_PERF_GLOBAL_STATUS.CTR_FTZ 


Handler reads |[A32_PERF_GLOBAL_STATUS mask = RDMSR(0x38E) Similar 

(0x38E) to examine which counter(s) overflowed 

Handler services the PMI Handler services the PMI Unchanged 

Handler writes 1s to Handler writes mask into 

IA32_PERF_GLOBAL_OVF_CTL (0x390) IA32_PERF_GLOBAL_OVF_RESET (0x390) 

Processor clears IA32_PERF_GLOBAL_STATUS _ | Processor clears IA32_PERF_GLOBAL_STATUS | Unchanged 

Handler re-enables I[A32_PERF_GLOBAL_CTRL_ |None Reduced software overhead 
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17.4.8 LBR Stack 


The last branch record stack and top-of-stack (TOS) pointer MSRs are supported across Intel 64 and IA-32 
processor families. However, the number of MSRs in the LBR stack and the valid range of TOS pointer value can 
vary between different processor families. Table 17-4 lists the LBR stack size and TOS pointer range for several 
processor families according to the CPUID signatures of DisplayFamily_DisplayModel encoding (see CPUID instruc- 
tion in Chapter 3 of Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A). 


Table 17-4. LBR Stack Size and TOS Pointer Range 


DisplayFamily_DisplayModel Size of LBR Stack |Component of an LBR Entry | Range of TOS Pointer 
06_5CH, 06_5FH 32 FROM_IP, TO_IP 0 to 31 
06_4E€H, 06_5EH, 06_8EH, 06_9EH, 06_55H, 32 FROM_IP, TO_IP, LBR_INFO! 0 to 31 


06_66H, 06_7AH, 06_67H, 06_6AH, 06_6CH, 
06_7DH, 06_7€H, 06_8CH, 06_8DH, 06_6AH, 
06_6CH 


06_3DH, 06_47H, 06_4FH, 06_56H, 06_3CH, 16 FROM_IP, TO_IP Oto15 
06_45H, 06_46H, 06_3FH, 06_2AH, 06_2DH, 
06_3AH, 06_3€H, 06_1AH, 06_1€H, 06_1FH, 
06_2EH, 06_25H, 06_2CH, 06_2FH 


06_17H, 06_1DH, 06_OFH 4 FROM_IP, TO_IP 0 to3 
06_37H, 06_4AH, 06_4CH, 06_4DH, 06_5AH, 8 FROM_IP, TO_IP Oto7 
06_5DH, 06_1CH, 06_26H, 06_27H, 06_35H, 

06_36H 

NOTES: 


1. See Section 17.12. 


The last branch recording mechanism tracks not only branch instructions (like JMP, Jcc, LOOP and CALL instruc- 
tions), but also other operations that cause a change in the instruction pointer (like external interrupts, traps and 
faults). The branch recording mechanisms generally employs a set of MSRs, referred to as last branch record (LBR) 
stack. The size and exact locations of the LBR stack are generally model-specific (see Chapter 2, “Model-Specific 
Registers (MSRs)” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4 for model- 
specific MSR addresses). 


¢ Last Branch Record (LBR) Stack — The LBR consists of N pairs of MSRs (N is listed in the LBR stack size 
column of Table 17-4) that store source and destination address of recent branches (see Figure 17-3): 


— MSR_LASTBRANCH_0O_FROM_IP (address is model specific) through the next consecutive (N-1) MSR 
address store source addresses. 


— MSR_LASTBRANCH_0_TO_IP (address is model specific ) through the next consecutive (N-1) MSR address 
store destination addresses. 


¢ Last Branch Record Top-of-Stack (TOS) Pointer — The lowest significant M bits of the TOS Pointer MSR 
(MSR_LASTBRANCH_TOS, address is model specific) contains an M-bit pointer to the MSR in the LBR stack that 
contains the most recent branch, interrupt, or exception recorded. The valid range of the M-bit POS pointer is 
given in Table 17-4. 


17.4.8.1 _LBR Stack and Intel® 64 Processors 


LBR MSRs are 64-bits. In 64-bit mode, last branch records store the full address. Outside of 64-bit mode, the upper 
32-bits of branch addresses will be stored as 0. 
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MSR_LASTBRANCH_0_FROM_IP through MSR_LASTBRANCH_(N-1)_ FROM_IP 
63 0 


Source Address 


MSR_LASTBRANCH_0_TO_IP through MSR_LASTBRANCH_(N-1)_TO_IP 
63 0 


Destination Address 


Figure 17-4. 64-bit Address Layout of LBR MSR 


Software should query an architectural MSR IA32_PERF_CAPABILITIES[5:0] about the format of the address that 
is stored in the LBR stack. Four formats are defined by the following encoding: 


— 0OO0O000B (32-bit record format) — Stores 32-bit offset in current CS of respective source/destination, 
— 000001B (64-bit LIP record format) — Stores 64-bit linear address of respective source/destination, 


— 000010B (64-bit EIP record format) — Stores 64-bit offset (effective address) of respective 
source/destination. 


— 000011B (64-bit EIP record format) and Flags — Stores 64-bit offset (effective address) of respective 
source/destination. Misprediction info is reported in the upper bit of '"FROM' registers in the LBR stack. See 
LBR stack details below for flag support and definition. 


— 000100B (64-bit EIP record format), Flags and TSX — Stores 64-bit offset (effective address) of 
respective source/destination. Misprediction and TSX info are reported in the upper bits of ‘FROM’ registers 
in the LBR stack. 


— 000101B (64-bit EIP record format), Flags, TSX, LBR_INFO — Stores 64-bit offset (effective 
address) of respective source/destination. Misprediction, TSX, and elapsed cycles since the last LBR update 
are reported in the LBR_INFO MSR stack. 


— 000110B (64-bit LIP record format), Flags, Cycles — Stores 64-bit linear address (CS.Base + 
effective address) of respective source/destination. Misprediction info is reported in the upper bits of 
"FROM' registers in the LBR stack. Elapsed cycles since the last LBR update are reported in the upper 16 bits 
of the 'TO' registers in the LBR stack (see Section 17.6). 


— 000111B (64-bit LIP record format), Flags, LBR_INFO — Stores 64-bit linear address (CS.Base + 
effective address) of respective source/destination. Misprediction, and elapsed cycles since the last LBR 
update are reported in the LBR_INFO MSR stack. 


Processor’s support for the architectural MSR IA32_PERF_CAPABILITIES is provided by 
CPUID.01H:ECX[PERF_CAPAB_MSR] (bit 15). 


17.4.8.2 _LBR Stack and IA-32 Processors 


The LBR MSRs in IA-32 processors introduced prior to Intel 64 architecture store the 32-bit “To Linear Address” and 
“From Linear Address* using the high and low half of each 64-bit MSR. 


17.4.8.3. Last Exception Records and Intel 64 Architecture 


Intel 64 and IA-32 processors also provide MSRs that store the branch record for the last branch taken prior to an 
exception or an interrupt. The location of the last exception record (LER) MSRs are model specific. The MSRs that 
store last exception records are 64-bits. If IA-32e mode is disabled, only the lower 32-bits of the address is 

recorded. If IA-32e mode is enabled, the processor writes 64-bit values into the MSR. In 64-bit mode, last excep- 
tion records store 64-bit addresses; in compatibility mode, the upper 32-bits of last exception records are cleared. 
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17.4.9 BTS and DS Save Area 


The Debug store (DS) feature flag (bit 21), returned by CPUID.1:EDX[21] indicates that the processor provides 
the debug store (DS) mechanism. The DS mechanism allows: 


° BTMs to be stored in a memory-resident BTS buffer. See Section 17.4.5, “Branch Trace Store (BTS).” 


° Processor event-based sampling (PEBS) also uses the DS save area provided by debug store mechanism. The 
capability of PEBS varies across different microarchitectures. See Section 18.6.2.4, “Processor Event Based 
Sampling (PEBS),” and the relevant PEBS sub-sections across the core PMU sections in Chapter 18, “Perfor- 
mance Monitoring.” 


When CPUID.1:EDX[21] is set: 


¢ The BTS_UNAVAILABLE and PEBS_UNAVAILABLE flags in the IA32_MISC_ENABLE MSR indicate (when clear) 
the availability of the BTS and PEBS facilities, including the ability to set the BTS and BTINT bits in the 
appropriate DEBUGCTL MSR. 


¢ The IA32_DS_AREA MSR exists and points to the DS save area. 


The debug store (DS) save area is a software-designated area of memory that is used to collect the following two 
types of information: 


¢ Branch records — When the BTS flag in the IA32_DEBUGCTL MSR is set, a branch record is stored in the BTS 
buffer in the DS save area whenever a taken branch, interrupt, or exception is detected. 


¢ PEBS records — When a performance counter is configured for PEBS, a PEBS record is stored in the PEBS 
buffer in the DS save area after the counter overflow occurs. This record contains the architectural state of the 
processor (state of the 8 general purpose registers, EIP register, and EFLAGS register) at the next occurrence 
of the PEBS event that caused the counter to overflow. When the state information has been logged, the 
counter is automatically reset to a specified value, and event counting begins again. The content layout of a 
PEBS record varies across different implementations that support PEBS. See Section 18.6.2.4.2 for details of 
enumerating PEBS record format. 


NOTES 


Prior to processors based on the Goldmont microarchitecture, PEBS facility only supports a subset 
of implementation-specific precise events. See Section 18.5.3.1 for a PEBS enhancement that can 
generate records for both precise and non-precise events. 


The DS save area and recording mechanism are disabled on INIT, processor Reset or transition to 
system-management mode (SMM) or IA-32e mode. It is similarly disabled on the generation of a 
machine-check exception on 45nm and 32nm Intel Atom processors and on processors with 
Netburst or Intel Core microarchitecture. 


The BTS and PEBS facilities may not be available on all processors. The availability of these facilities 
is indicated by the BTS_UNAVAILABLE and PEBS_UNAVAILABLE flags, respectively, in the 
IA32_MISC_ENABLE MSR (see Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 4). 


The DS save area is divided into three parts: buffer management area, branch trace store (BTS) buffer, and PEBS 
buffer (see Figure 17-5). The buffer management area is used to define the location and size of the BTS and PEBS 
buffers. The processor then uses the buffer management area to keep track of the branch and/or PEBS records in 
their respective buffers and to record the performance counter reset value. The linear address of the first byte of 
the DS buffer management area is specified with the IA32_DS_ AREA MSR. 


The fields in the buffer management area are as follows: 


¢ BTS buffer base — Linear address of the first byte of the BTS buffer. This address should point to a natural 
doubleword boundary. 


° BTS index — Linear address of the first byte of the next BTS record to be written to. Initially, this address 
should be the same as the address in the BTS buffer base field. 


¢ BTS absolute maximum — Linear address of the next byte past the end of the BTS buffer. This address should 
be a multiple of the BTS record size (12 bytes) plus 1. 
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BTS interrupt threshold — Linear address of the BTS record on which an interrupt is to be generated. This 
address must point to an offset from the BTS buffer base that is a multiple of the BTS record size. Also, it must 
be several records short of the BTS absolute maximum address to allow a pending interrupt to be handled prior 
to processor writing the BTS absolute maximum record. 

PEBS buffer base — Linear address of the first byte of the PEBS buffer. This address should point to a natural 
doubleword boundary. 

PEBS index — Linear address of the first byte of the next PEBS record to be written to. Initially, this address 
should be the same as the address in the PEBS buffer base field. 

PEBS absolute maximum — Linear address of the next byte past the end of the PEBS buffer. This address 
should be a multiple of the PEBS record size (40 bytes) plus 1. 

PEBS interrupt threshold — Linear address of the PEBS record on which an interrupt is to be generated. This 
address must point to an offset from the PEBS buffer base that is a multiple of the PEBS record size. Also, it 
must be several records short of the PEBS absolute maximum address to allow a pending interrupt to be 
handled prior to processor writing the PEBS absolute maximum record. 

PEBS counter reset value — A 64-bit value that the counter is to be set to when a PEBS record is written. Bits 
beyond the size of the counter are ignored. This value allows state information to be collected regularly every 
time the specified number of events occur. 


-— IA32_DS_AREA MSR 


DS Buffer Management Area BTS Buffer 


<< 
BTS Buffer Base OH—___> 


Branch Record 0 


BTS Index 4H 
BTS Absolute 8H 
Maximum 
BTS Interrupt Branch Record 1 
Threshold CH 
PEBS Buffer Base] 10H 
PEBS Index 14H 4 
PEBS Absolute 18H— 
| Maximum _| Branch Record n 
PEBS Interrupt |4cH 
Threshold _> 
PEBS on 
Counter Reset 24H PEBS Buffer 
R d 
eserve 30H PEBS Record 0 
PEBS Record 1 
|_y»| 
PEBS Record n 
oT 


Figure 17-5. DS Save Area Example! 


NOTES: 
1. This example represents the format for a system that supports PEBS on only one counter. 
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Figure 17-6 shows the structure of a 12-byte branch record in the BTS buffer. The fields in each record are as 

follows: 

¢ Last branch from — Linear address of the instruction from which the branch, interrupt, or exception was 
taken. 

¢ Last branch to — Linear address of the branch target or the first instruction in the interrupt or exception 
service routine. 

¢ Branch predicted — Bit 4 of field indicates whether the branch that was taken was predicted (set) or not 
predicted (clear). 


31 4 0 
Last Branch From OH 
Last Branch To 4H 
8H 
Branch Predicted __A 


Figure 17-6. 32-bit Branch Trace Record Format 


Figure 17-7 shows the structure of the 40-byte PEBS records. Nominally the register values are those at the begin- 
ning of the instruction that caused the event. However, there are cases where the registers may be logged ina 
partially modified state. The linear IP field shows the value in the EIP register translated from an offset into the 
current code segment to a linear address. 


31 0 
EFLAGS OH 
Linear IP 4H 

EAX 8H 
EBX CH 
ECX 10H 
EDX 14H 
ESI 18H 
EDI 1CH 
EBP 20H 
ESP 24H 


Figure 17-7. PEBS Record Format 


17.4.9.1 64 Bit Format of the DS Save Area 
When DTES64 = 1 (CPUID.1.ECX[2] = 1), the structure of the DS save area is shown in Figure 17-8. 


When DTES64 = 0 (CPUID.1.ECX[2] = 0) and IA-32e mode is active, the structure of the DS save area is shown in 
Figure 17-8. If IA-32e mode is not active the structure of the DS save area is as shown in Figure 17-5. 
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-— IA32_DS_AREA MSR 


DS Buffer Management Area BTS Buffer 


<< 
BTS Buffer Base OH 


Branch Record 0 


BTS Index 8H 
BTS Absolute 
Maximum 10H 
BTS Interrupt Branch Record 1 
Threshold 18H 
PEBS Buffer Base] 20H 
PEBS Index 28H —— 
“fom [oh 
|_PEBS Interruot | Branch Record n 
PEBS Interrupt | 38H 
Threshold L_» 
PEBS auH 
POE eee aee PEBS Buffer 
—S> 
Reserved 50H 


PEBS Record 0 


PEBS Record 1 


PEBS Record n 


L__yy 


Figure 17-8. IA-32e Mode DS Save Area Example! 


NOTES: 
1. This example represents the format for a system that supports PEBS on only one counter. 


The IA32_DS_AREA MSR holds the 64-bit linear address of the first byte of the DS buffer management area. The 
structure of a branch trace record is similar to that shown in Figure 17-6, but each field is 8 bytes in length. This 
makes each BTS record 24 bytes (see Figure 17-9). The structure of a PEBS record is similar to that shown in 
Figure 17-7, but each field is 8 bytes in length and architectural states include register R8 through R15. This makes 
the size of a PEBS record in 64-bit mode 144 bytes (see Figure 17-10). 


63 4 0 
Last Branch From 0H 
Last Branch To 8H 
10H 
Branch Predicted __A 


Figure 17-9. 64-bit Branch Trace Record Format 
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63 0 

RFLAGS OH 
RIP 8H 
RAX 10H 
RBX 18H 
RCX 20H 
RDX 28H 
RSI 30H 
RDI 38H 
RBP 40H 
RSP 48H 
R8 50H 
Ris 88H 


Figure 17-10. 64-bit PEBS Record Format 


Fields in the buffer management area of a DS save area are described in Section 17.4.9. 


The format of a branch trace record and a PEBS record are the same as the 64-bit record formats shown in Figures 
17-9 and Figures 17-10, with the exception that the branch predicted bit is not supported by Intel Core microarchi- 
tecture or Intel Atom microarchitecture. The 64-bit record formats for BTS and PEBS apply to DS save area for all 
operating modes. 


The procedures used to program IA32_DEBUGCTL MSR to set up a BTS buffer or a CPL-qualified BTS are described 
in Section 17.4.9.3 and Section 17.4.9.4. 


Required elements for writing a DS interrupt service routine are largely the same on processors that support using 

DS Save area for BTS or PEBS records. However, on processors based on Intel NetBurst® microarchitecture, re- 

enabling counting requires writing to CCCRs. But a DS interrupt service routine on processors supporting architec- 

tural performance monitoring should: 

® Re-enable the enable bits in IA32_PERF_GLOBAL_CTRL MSR if it is servicing an overflow PMI due to PEBS. 

° Clear overflow indications by writing to IA32_PERF_GLOBAL_OVF_CTRL when a counting configuration is 
changed. This includes bit 62 (ClrOvfBuffer) and the overflow indication of counters used in either PEBS or 
general-purpose counting (specifically: bits 0 or 1; see Figures 18-3). 


17.4.9.2 Setting Up the DS Save Area 


To save branch records with the BTS buffer, the DS save area must first be set up in memory as described in the 
following procedure (See Section 18.6.2.4.1, “Setting up the PEBS Buffer,” for instructions for setting up a PEBS 
buffer, respectively, in the DS save area): 


1. Create the DS buffer management information area in memory (see Section 17.4.9, “BTS and DS Save Area,” 
and Section 17.4.9.1, “64 Bit Format of the DS Save Area”). Also see the additional notes in this section. 


Write the base linear address of the DS buffer management area into the IA32_DS_AREA MSR. 


Set up the performance counter entry in the xAPIC LVT for fixed delivery and edge sensitive. See Section 
10.5.1, “Local Vector Table.” 


4. Establish an interrupt handler in the IDT for the vector associated with the performance counter entry in the 
xAPIC LVT. 
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Write an interrupt service routine to handle the interrupt. See Section 17.4.9.5, “Writing the DS Interrupt 
Service Routine.” 


The following restrictions should be applied to the DS save area. 


The recording of branch records in the BTS buffer (or PEBS records in the PEBS buffer) may not operate 
properly if accesses to the linear addresses in any of the three DS save area sections cause page faults, VM 
exits, or the setting of accessed or dirty flags in the paging structures (ordinary or EPT). For that reason, 
system software should establish paging structures (both ordinary and EPT) to prevent such occurrences. 
Implications of this may be that an operating system should allocate this memory from a non-paged pool and 
that system software cannot do “lazy” page-table entry propagation for these pages. Some newer processor 
generations support “lazy” EPT page-table entry propagation for PEBS; see Section 18.3.10.1 and Section 
18.9.5 for more information. A virtual-machine monitor may choose to allow use of PEBS by guest software 
only if EPT maps all guest-physical memory as present and read/write. 


The DS save area can be larger than a page, but the pages must be mapped to contiguous linear addresses. 
The buffer may share a page, so it need not be aligned on a 4-KByte boundary. For performance reasons, the 
base of the buffer must be aligned on a doubleword boundary and should be aligned on a cache line boundary. 


It is recommended that the buffer size for the BTS buffer and the PEBS buffer be an integer multiple of the 
corresponding record sizes. 

The precise event records buffer should be large enough to hold the number of precise event records that can 
occur while waiting for the interrupt to be serviced. 


The DS save area should be in kernel space. It must not be on the same page as code, to avoid triggering self- 
modifying code actions. 


There are no memory type restrictions on the buffers, although it is recommended that the buffers be 
designated as WB memory type for performance considerations. 


Either the system must be prevented from entering A20M mode while DS save area is active, or bit 20 of all 
addresses within buffer bounds must be 0. 


Pages that contain buffers must be mapped to the same physical addresses for all processes, such that any 
change to control register CR3 will not change the DS addresses. 


The DS save area is expected to used only on systems with an enabled APIC. The LVT Performance Counter 
entry in the APCI must be initialized to use an interrupt gate instead of the trap gate. 


17.4.9.3. Setting Up the BTS Buffer 


Three flags in the MSR_DEBUGCTLA MSR (see Table 17-5), IA32_DEBUGCTL (see Figure 17-3), or 
MSR_DEBUGCTLB (see Figure 17-16) control the generation of branch records and storing of them in the BTS 
buffer; these are TR, BTS, and BTINT. The TR flag enables the generation of BTMs. The BTS flag determines 
whether the BTMs are sent out on the system bus (clear) or stored in the BTS buffer (set). BTMs cannot be simul- 
taneously sent to the system bus and logged in the BTS buffer. The BTINT flag enables the generation of an inter- 
rupt when the BTS buffer is full. When this flag is clear, the BTS buffer is a circular buffer. 


Table 17-5. IA32_DEBUGCTL Flag Encodings 


TR BTS BTINT Description 

0 X X Branch trace messages (BTMs) off 

1 0 X Generate BTMs 

1 1 0 Store BTMs in the BTS buffer, used here as a circular buffer 

1 1 1 Store BTMs in the BTS buffer, and generate an interrupt when the buffer is nearly full 


The following procedure describes how to set up a DS Save area to collect branch records in the BTS buffer: 


1. 


Place values in the BTS buffer base, BTS index, BTS absolute maximum, and BTS interrupt threshold fields of 
the DS buffer management area to set up the BTS buffer in memory. 


Set the TR and BTS flags in the IA32_DEBUGCTL for Intel Core Solo and Intel Core Duo processors or later 
processors (or MSR_DEBUGCTLA MSR for processors based on Intel NetBurst Microarchitecture; or 
MSR_DEBUGCTLB for Pentium M processors). 
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3. Clear the BTINT flag in the corresponding IA32_DEBUGCTL (or MSR_DEBUGCTLA MSR; or MSR_DEBUGCTLB) 
if a circular BTS buffer is desired. 


NOTES 


If the buffer size is set to less than the minimum allowable value (i.e. BTS absolute maximum < 1 
+ size of BTS record), the results of BTS is undefined. 


In order to prevent generating an interrupt, when working with circular BTS buffer, SW need to set 
BTS interrupt threshold to a value greater than BTS absolute maximum (fields of the DS buffer 
management area). It's not enough to clear the BTINT flag itself only. 


17.4.9.4 Setting Up CPL-Qualified BTS 


If the processor supports CPL-qualified last branch recording mechanism, the generation of branch records and 
storing of them in the BTS buffer are determined by: TR, BTS, BTS_OFF_OS, BTS_OFF_USR, and BTINT. The 
encoding of these five bits are shown in Table 17-6. 
Table 17-6. CPL-Qualified Branch Trace Store Encodings 
TR BTS BTS_OFF_OS |BTS_OFF_USR | BTINT Description 
Branch trace messages (BTMs) off 
Generates BTMs but do not store BTMs 
Store all BTMs in the BTS buffer, used here as a circular buffer 
Store BTMs with CPL > 0 in the BTS buffer 
Store BTMs with CPL = 0 in the BTS buffer 
Generate BTMs but do not store BTMs 


Store all BTMs in the BTS buffer; generate an interrupt when the 
buffer is nearly full 


1 1 1 0 1 Store BTMs with CPL > 0 in the BTS buffer; generate an interrupt 
when the buffer is nearly full 


1 1 0) 1 1 Store BTMs with CPL = 0 in the BTS buffer; generate an interrupt 
when the buffer is nearly full 


oO;| —| OO} —| CO} X<| 
o;| —| —| O}] CO} X<| 
—| <;}| CO}; OO] CO} X<| << 


17.4.9.5 Writing the DS Interrupt Service Routine 


The BTS, non-precise event-based sampling, and PEBS facilities share the same interrupt vector and interrupt 
service routine (called the debug store interrupt service routine or DS ISR). To handle BTS, non-precise event- 
based sampling, and PEBS interrupts: separate handler routines must be included in the DS ISR. Use the following 
guidelines when writing a DS ISR to handle BTS, non-precise event-based sampling, and/or PEBS interrupts. 


¢ The DS interrupt service routine (ISR) must be part of a kernel driver and operate at a current privilege level of 
0 to secure the buffer storage area. 


¢ Because the BTS, non-precise event-based sampling, and PEBS facilities share the same interrupt vector, the 
DS ISR must check for all the possible causes of interrupts from these facilities and pass control on to the 
appropriate handler. 


BTS and PEBS buffer overflow would be the sources of the interrupt if the buffer index matches/exceeds the 
interrupt threshold specified. Detection of non-precise event-based sampling as the source of the interrupt is 
accomplished by checking for counter overflow. 


¢ There must be separate save areas, buffers, and state for each processor in an MP system. 


¢ Upon entering the ISR, branch trace messages and PEBS should be disabled to prevent race conditions during 
access to the DS save area. This is done by clearing TR flag in the IA32_ DEBUGCTL (or MSR_DEBUGCTLA MSR) 
and by clearing the precise event enable flag in the MSR_PEBS_ENABLE MSR. These settings should be 
restored to their original values when exiting the ISR. 
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¢ The processor will not disable the DS save area when the buffer is full and the circular mode has not been 
selected. The current DS setting must be retained and restored by the ISR on exit. 


e ~=6After reading the data in the appropriate buffer, up to but not including the current index into the buffer, the ISR 
must reset the buffer index to the beginning of the buffer. Otherwise, everything up to the index will look like 
new entries upon the next invocation of the ISR. 


¢ The ISR must clear the mask bit in the performance counter LVT entry. 


¢ The ISR must re-enable the counters to count via IA32_PERF_GLOBAL_CTRL/IA32_PERF_GLOBAL_OVF_CTRL 
if it is servicing an overflow PMI due to PEBS (or via CCCR's ENABLE bit on processor based on Intel NetBurst 
microarchitecture). 


° The Pentium 4 Processor and Intel Xeon Processor mask PMIs upon receiving an interrupt. Clear this condition 
before leaving the interrupt handler. 


17.5 LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING (INTEL’ CORE™ 2 
DUO AND INTEL*° ATOM™ PROCESSORS) 


The Intel Core 2 Duo processor family and Intel Xeon processors based on Intel Core microarchitecture or 
enhanced Intel Core microarchitecture provide last branch interrupt and exception recording. The facilities 
described in this section also apply to 45 nm and 32 nm Intel Atom processors. These capabilities are similar to 
those found in Pentium 4 processors, including support for the following facilities: 


¢ Debug Trace and Branch Recording Control — The IA32_DEBUGCTL MSR provide bit fields for software to 
configure mechanisms related to debug trace, branch recording, branch trace store, and performance counter 
operations. See Section 17.4.1 for a description of the flags. See Figure 17-3 for the MSR layout. 


¢ Last branch record (LBR) stack — There are a collection of MSR pairs that store the source and destination 
addresses related to recently executed branches. See Section 17.5.1. 


* Monitoring and single-stepping of branches, exceptions, and interrupts 


— See Section 17.4.2 and Section 17.4.3. In addition, the ability to freeze the LBR stack on a PMI request is 
available. 


— 45 nm and 32 nm Intel Atom processors clear the TR flag when the FREEZE_LBRS_ON_PMI flag is set. 
° Branch trace messages — See Section 17.4.4. 
° Last exception records — See Section 17.13.3. 
¢ Branch trace store and CPL-qualified BTS — See Section 17.4.5. 
¢ FREEZE_LBRS_ON_PMI flag (bit 11) — see Section 17.4.7 for legacy Freeze_LBRs_On_PMI operation. 


¢ FREEZE_PERFMON_ON_PMI flag (bit 12) — see Section 17.4.7 for legacy Freeze_Perfmon_On_PMI 
operation. 


¢ FREEZE_WHILE_SMM (bit 14) — FREEZE_WHILE_SMM is supported if 
IA32_PERF_CAPABILITIES.FREEZE_WHILE_SMM[Bit 12] is reporting 1. See Section 17.4.1. 


17.5.1 LBR Stack 


The last branch record stack and top-of-stack (TOS) pointer MSRs are supported across Intel Core 2, Intel Atom 
processor families, and Intel processors based on Intel NetBurst microarchitecture. 


Four pairs of MSRs are supported in the LBR stack for Intel Core 2 processors families and Intel processors based 
on Intel NetBurst microarchitecture: 


¢ Last Branch Record (LBR) Stack 


— MSR_LASTBRANCH_0O_FROM_IP (address 40H) through MSR_LASTBRANCH_3_FROM_IP (address 43H) 
store source addresses 


— MSR_LASTBRANCH_0_TO_IP (address 60H) through MSR_LASTBRANCH_3_TO_IP (address 63H) store 
destination addresses 
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¢ Last Branch Record Top-of-Stack (TOS) Pointer — The lowest significant 2 bits of the TOS Pointer MSR 
(MSR_LASTBRANCH_TOS, address 1C9H) contains a pointer to the MSR in the LBR stack that contains the most 
recent branch, interrupt, or exception recorded. 


Eight pairs of MSRs are supported in the LBR stack for 45 nm and 32 nm Intel Atom processors: 
¢ Last Branch Record (LBR) Stack 


— MSR_LASTBRANCH_0O_FROM_IP (address 40H) through MSR_LASTBRANCH_7_FROML_IP (address 47H) 
store source addresses 


— MSR_LASTBRANCH_0O_TO_IP (address 60H) through MSR_LASTBRANCH_7_TO_IP (address 67H) store 
destination addresses 


¢ Last Branch Record Top-of-Stack (TOS) Pointer — The lowest significant 3 bits of the TOS Pointer MSR 
(MSR_LASTBRANCH_TOS, address 1C9H) contains a pointer to the MSR in the LBR stack that contains the most 
recent branch, interrupt, or exception recorded. 


The address format written in the FROM_IP/TO_IP MSRS may differ between processors. Software should query 
IA32_PERF_CAPABILITIES[5:0] and consult Section 17.4.8.1. The behavior of the MSR_LER_TO_LIP and the 
MSR_LER_FROM_LIP MSRs corresponds to that of the LastExceptionToIP and LastExceptionFromIP MSRs found in 
P6 family processors. 


17.5.2 LBR Stack in Intel Atom Processors based on the Silvermont Microarchitecture 


The last branch record stack and top-of-stack (TOS) pointer MSRs are supported in Intel Atom processors based on 
the Silvermont and Airmont microarchitectures. Eight pairs of MSRs are supported in the LBR stack. 


LBR filtering is supported. Filtering of LBRs based on a combination of CPL and branch type conditions is supported. 
When LBR filtering is enabled, the LBR stack only captures the subset of branches that are specified by 
MSR_LBR_SELECT. The layout of MSR_LBR_SELECT is described in Table 17-11. 


17.6 LAST BRANCH, CALL STACK, INTERRUPT, AND EXCEPTION RECORDING 
FOR PROCESSORS BASED ON GOLDMONT MICROARCHITECTURE 


Processors based on the Goldmont microarchitecture extend the capabilities described in Section 17.5.2 with the 
following enhancements: 


¢* Supports new LBR format encoding 00110b in IA32_PERF_CAPABILITIES[5:0]. 


° Size of LBR stack increased to 32. Each entry includes MSR_LASTBRANCH_x_FROM_IP (address 0x680..0x69f) 
and MSR_LASTBRANCH_x_TO_IP (address 0x6c0..0x6df). 


e LBR call stack filtering supported. The layout of MSR_LBR_SELECT is described in Table 17-13. 
e Elapsed cycle information is added to MSR_LASTBRANCH_x_TO_IP. Format is shown in Table 17-7. 


® Misprediction info is reported in the upper bits of MSR_LASTBRANCH_x_FROM_IP. MISPRED bit format is 
shown in Table 17-8. 


e Streamlined Freeze_LBRs_On_PMI operation; see Section 17.12.2. 


e LBR MSRs may be cleared when MWAIT is used to request a C-state that is numerically higher than Ci; see 
Section 17.12.3. 


Table 17-7. MSR_LASTBRANCH_x_TO_IP for the Goldmont Microarchitecture 


Bit Field Bit Offset | Access |Description 

Data 47:0 R/W This is the “branch to” address. See Section 17.4.8.1 for address format. 
Cycle Count 63:48 R/W Elapsed core clocks since last update to the LBR stack. 

(Saturating) 
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17.7. LAST BRANCH, CALL STACK, INTERRUPT, AND EXCEPTION RECORDING 
FOR PROCESSORS BASED ON GOLDMONT PLUS MICROARCHITECTURE 


Next generation Intel Atom processors are based on the Goldmont Plus microarchitecture. Processors based on the 
Goldmont Plus microarchitecture extend the capabilities described in Section 17.6 with the following changes: 
e Enumeration of new LBR format: encoding 00111b in IA32_PERF_CAPABILITIES[5:0] is supported, see 
Section 17.4.8.1. 
e Each LBR stack entry consists of three MSRs: 

— MSR_LASTBRANCH_x_FROM_IP, the layout is simplified, see Table 17-9. 

— MSR_LASTBRANCH_x_TO_IP, the layout is the same as Table 17-9. 


— MSR_LBR_INFO_x, stores branch prediction flag, TSX info, and elapsed cycle data. Layout is the same as 
Table 17-16. 


17.8. LAST BRANCH, INTERRUPT AND EXCEPTION RECORDING FOR INTEL® 
XEON PHI” PROCESSOR 7200/5200/3200 


The last branch record stack and top-of-stack (TOS) pointer MSRs are supported in the Intel® Xeon Phi™ processor 
7200/5200/3200 series based on the Knights Landing microarchitecture. Eight pairs of MSRs are supported in the 
LBR stack, per thread: 

¢ Last Branch Record (LBR) Stack 


— MSR_LASTBRANCH_0_FROM_IP (address 680H) through MSR_LASTBRANCH_7_FROM_IP (address 687H) 
store source addresses. 


— MSR_LASTBRANCH_0_TO_IP (address 6COH) through MSR_LASTBRANCH_7_TO_IP (address 6C7H) store 
destination addresses. 
¢ Last Branch Record Top-of-Stack (TOS) Pointer — The lowest significant 3 bits of the TOS Pointer MSR 
(MSR_LASTBRANCH_TOS, address 1C9H) contains a pointer to the MSR in the LBR stack that contains the 
most recent branch, interrupt, or exception recorded. 


LBR filtering is supported. Filtering of LBRs based on a combination of CPL and branch type conditions is supported. 
When LBR filtering is enabled, the LBR stack only captures the subset of branches that are specified by 
MSR_LBR_SELECT. The layout of MSR_LBR_SELECT is described in Table 17-11. 


The address format written in the FROM_IP/TO_IP MSRS may differ between processors. Software should query 
IA32_PERF_CAPABILITIES[5:0] and consult Section 17.4.8.1.The behavior of the MSR_LER_TO_LIP and the 
MSR_LER_FROM_LIP MSRs corresponds to that of the LastExceptionToIP and LastExceptionFromIP MSRs found in 
the P6 family processors. 


17.9 LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING FOR 
PROCESSORS BASED ON INTEL® MICROARCHITECTURE CODE NAME 
NEHALEM 


The processors based on Intel® microarchitecture code name Nehalem and Intel® microarchitecture code name 
Westmere support last branch interrupt and exception recording. These capabilities are similar to those found in 
Intel Core 2 processors and adds additional capabilities: 


¢ Debug Trace and Branch Recording Control — The IA32_DEBUGCTL MSR provides bit fields for software to 
configure mechanisms related to debug trace, branch recording, branch trace store, and performance counter 
operations. See Section 17.4.1 for a description of the flags. See Figure 17-11 for the MSR layout. 


¢ Last branch record (LBR) stack — There are 16 MSR pairs that store the source and destination addresses 
related to recently executed branches. See Section 17.9.1. 
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° Monitoring and single-stepping of branches, exceptions, and interrupts — See Section 17.4.2 and 
Section 17.4.3. In addition, the ability to freeze the LBR stack on a PMI request is available. 


¢ Branch trace messages — The IA32_DEBUGCTL MSR provides bit fields for software to enable each logical 
processor to generate branch trace messages. See Section 17.4.4. However, not all BTM messages are 
observable using the Intel® QPI link. 


° Last exception records — See Section 17.13.3. 
¢ Branch trace store and CPL-qualified BTS — See Section 17.4.6 and Section 17.4.5. 
¢ FREEZE_LBRS_ON_PMI flag (bit 11) — see Section 17.4.7 for legacy Freeze_LBRs_On_PMI operation. 


¢ FREEZE_PERFMON_ON_PMI flag (bit 12) — see Section 17.4.7 for legacy Freeze_Perfmon_On_PMI 
operation. 


¢ UNCORE_PMI_EN (bit 13) — When set. this logical processor is enabled to receive an counter overflow 
interrupt form the uncore. 


° FREEZE_WHILE_SMM (bit 14) — FREEZE_WHILE_SMM is supported if 
IA32_PERF_CAPABILITIES.FREEZE_WHILE_SMM[Bit 12] is reporting 1. See Section 17.4.1. 
Processors based on Intel microarchitecture code name Nehalem provide additional capabilities: 


° Independent control of uncore PMI — The IA32_DEBUGCTL MSR provides a bit field (see Figure 17-11) for 
software to enable each logical processor to receive an uncore counter overflow interrupt. 


¢ LBR filtering — Processors based on Intel microarchitecture code name Nehalem support filtering of LBR 
based on combination of CPL and branch type conditions. When LBR filtering is enabled, the LBR stack only 
captures the subset of branches that are specified by MSR_LBR_SELECT. 
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Reserved 


FREEZE_WHILE_SMM—=_—4—_ 
UNCORE_PMI_EN 
FREEZE_PERFMON_ON_PMI 
FREEZE_LBRS_ON_PMI 
BTS_OFF_USR — BTS off in user code 
BTS_OFF_OS — BTS off in OS 
BTINT — Branch trace interrupt 
BTS — Branch trace store 

TR — Trace messages enable 
Reserved 
BTF — Single-step on branches 
LBR — Last branch/interrupt/exception 


Figure 17-11. [A32_DEBUGCTL MSR for Processors based 
on Intel microarchitecture code name Nehalem 
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17.9.1 LBR Stack 


Processors based on Intel microarchitecture code name Nehalem provide 16 pairs of MSR to record last branch 
record information. The layout of each MSR pair is shown in Table 17-8 and Table 17-9. 


Table 17-8. MSR_LASTBRANCH_x_FROM_IP 


Bit Field Bit Offset |Access |Description 

Data 47:0 R/W This is the “branch from” address. See Section 17.4.8.1 for address format. 

SIGN_EXt 62:48 R/W Signed extension of bit 47 of this register. 

MISPRED 63 R/W When set, indicates either the target of the branch was mispredicted and/or the 
direction (taken/non-taken) was mispredicted; otherwise, the target branch was 
predicted. 

Table 17-9. MSR_LASTBRANCH_x_TO_IP 

Bit Field Bit Offset | Access |Description 

Data 47:0 R/W This is the “branch to” address. See Section 17.4.8.1 for address format 

SIGN_EXt 63:48 R/W Signed extension of bit 47 of this register. 


Processors based on Intel microarchitecture code name Nehalem have an LBR MSR Stack as shown in Table 17-10. 


Table 17-10. LBR Stack Size and TOS Pointer Range 


DisplayFamily_DisplayModel 


Size of LBR Stack 


Range of TOS Pointer 


06_1AH 


16 


Oto15 


17.9.2 Filtering of Last Branch Records 


MSR_LBR_SELECT is cleared to zero at RESET, and LBR filtering is disabled, i.e. all branches will be captured. 
MSR_LBR_SELECT provides bit fields to specify the conditions of subsets of branches that will not be captured in 


the LBR. The layout of MSR_LBR_SELECT is shown in Table 17-11. 


Table 17-11. MSR_LBR_SELECT for Intel microarchitecture code name Nehalem 


Bit Field Bit Offset |Access |Description 

CPL_EQ_O 0 R/W When set, do not capture branches ending in ring O 
CPL_NEQ_O 1 R/W When set, do not capture branches ending in ring >O 
jcc 2 R/W When set, do not capture conditional branches 
NEAR_REL_CALL | 3 R/W When set, do not capture near relative calls 
NEAR_IND_CALL /|4 R/W When set, do not capture near indirect calls 
NEAR_RET 5 R/W When set, do not capture near returns 
NEAR_IND_JMP 6 R/W When set, do not capture near indirect jumps 
NEAR_REL_JMP 7 R/W When set, do not capture near relative jumps 
FAR_BRANCH 8 R/W When set, do not capture far branches 


Reserved 63:9 


Must be zero 
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17.10 LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING FOR 
PROCESSORS BASED ON INTEL® MICROARCHITECTURE CODE NAME 
SANDY BRIDGE 


Generally, all of the last branch record, interrupt and exception recording facility described in Section 17.9, “Last 
Branch, Interrupt, and Exception Recording for Processors based on Intel® Microarchitecture code name 
Nehalem”, apply to processors based on Intel microarchitecture code name Sandy Bridge. For processors based on 
Intel microarchitecture code name Ivy Bridge, the same holds true. 


One difference of note is that MSR_LBR_SELECT is shared between two logical processors in the same core. In Intel 
microarchitecture code name Sandy Bridge, each logical processor has its own MSR_LBR_SELECT. The filtering 
semantics for “Near_ind_jmp” and “Near_rel_jmp” has been enhanced, see Table 17-12. 


Table 17-12. MSR_LBR_SELECT for Intel® microarchitecture code name Sandy Bridge 


Bit Field Bit Offset | Access |Description 

CPL_EQ_O 0 R/W When set, do not capture branches ending in ring O 

CPL_NEQ_O 1 R/W When set, do not capture branches ending in ring >0 

Jcc 2 R/W When set, do not capture conditional branches 

NEAR_REL_CALL |3 R/W When set, do not capture near relative calls 

NEAR_IND_CALL |4 R/W When set, do not capture near indirect calls 

NEAR_RET 5 R/W When set, do not capture near returns 

NEAR_IND_JMP 6 R/W When set, do not capture near indirect jumps except near indirect calls and near returns 
NEAR_REL_JMP 7 R/W When set, do not capture near relative jumps except near relative calls. 
FAR_BRANCH 8 R/W When set, do not capture far branches 

Reserved 63:9 Must be zero 


17.11 LAST BRANCH, CALL STACK, INTERRUPT, AND EXCEPTION RECORDING 
FOR PROCESSORS BASED ON HASWELL MICROARCHITECTURE 


Generally, all of the last branch record, interrupt and exception recording facility described in Section 17.10, “Last 
Branch, Interrupt, and Exception Recording for Processors based on Intel® Microarchitecture code name Sandy 
Bridge”, apply to next generation processors based on Intel microarchitecture code name Haswell. 


The LBR facility also supports an alternate capability to profile call stack profiles. Configuring the LBR facility to 
conduct call stack profiling is by writing 1 to the MSR_LBR_SELECT.EN_CALLSTACK[bit 9]; see Table 17-13. If 
MSR_LBR_SELECT.EN_CALLSTACK is clear, the LBR facility will capture branches normally as described in Section 
17.10. 


Table 17-13. MSR_LBR_SELECT for Intel® microarchitecture code name Haswell 


Bit Field Bit Offset | Access |Description 

CPL_EQ_O 0 R/W When set, do not capture branches ending in ring O 

CPL_NEQ_O 1 R/W When set, do not capture branches ending in ring >O 

Jcc 2 R/W When set, do not capture conditional branches 

NEAR_REL_CALL |3 R/W When set, do not capture near relative calls 

NEAR_IND_CALL |4 R/W When set, do not capture near indirect calls 

NEAR_RET 5 R/W When set, do not capture near returns 

NEAR_IND_JMP 6 R/W When set, do not capture near indirect jumps except near indirect calls and near returns 
NEAR_REL_JMP 7 R/W When set, do not capture near relative jumps except near relative calls. 
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Table 17-13. MSR_LBR_SELECT for Intel® microarchitecture code name Haswell 


Bit Field Bit Offset | Access |Description 

FAR_BRANCH 8 R/W When set, do not capture far branches 

EN_CALLSTACK' |9 Enable LBR stack to use LIFO filtering to capture Call stack profile 
Reserved 63:10 Must be zero 

NOTES: 


1. Must set valid combination of bits 0-8 in conjunction with bit 9 (as described below), otherwise the contents of the LBR MSRs are 
undefined. 


The call stack profiling capability is an enhancement of the LBR facility. The LBR stack is a ring buffer typically used 
to profile control flow transitions resulting from branches. However, the finite depth of the LBR stack often become 
less effective when profiling certain high-level languages (e.g. C++), where a transition of the execution flow is 
accompanied by a large number of leaf function calls, each of which returns an individual parameter to form the list 
of parameters for the main execution function call. A long list of such parameters returned by the leaf functions 
would serve to flush the data captured in the LBR stack, often losing the main execution context. 


When the call stack feature is enabled, the LBR stack will capture unfiltered call data normally, but as return 
instructions are executed the last captured branch record is flushed from the on-chip registers in a last-in first-out 
(LIFO) manner. Thus, branch information relative to leaf functions will not be captured, while preserving the call 
stack information of the main line execution path. 


The configuration of the call stack facility is summarized below: 


° Set IA32_DEBUGCTL.LBR (bit 0) to enable the LBR stack to capture branch records. The source and target 
addresses of the call branches will be captured in the 16 pairs of From/To LBR MSRs that form the LBR stack. 


¢ Program the Top of Stack (TOS) MSR that points to the last valid from/to pair. This register is incremented by 
1, modulo 16, before recording the next pair of addresses. 


¢ Program the branch filtering bits of MSR_LBR_SELECT (bits 0:8) as desired. 
¢ Program the MSR_LBR_SELECT to enable LIFO filtering of return instructions with: 


— The following bits in MSR_LBR_SELECT must be set to ‘1’: JCC, NEAR_IND_JMP, NEAR_REL_JMP, 
FAR_BRANCH, EN_CALLSTACK; 


— The following bits in MSR_LBR_SELECT must be cleared: NEAR_REL_CALL, NEAR-IND_CALL, NEAR_RET; 
— At most one of CPL_EQ_0, CPL_NEQ_0 is set. 


Note that when call stack profiling is enabled, “zero length calls” are excluded from writing into the LBRs. (A “zero 
length call” uses the attribute of the call instruction to push the immediate instruction pointer on to the stack and 
then pops off that address into a register. This is accomplished without any matching return on the call.) 


17.11.1. ULBR Stack Enhancement 


Processors based on Intel microarchitecture code name Haswell provide 16 pairs of MSR to record last branch 
record information. The layout of each MSR pair is enumerated by IA32_PERF_CAPABILITIES[5:0] = 04H, and is 
shown in Table 17-14 and Table 17-9. 


Table 17-14. MSR_LASTBRANCH_x_FROM_IP with TSX Information 


Bit Field Bit Offset |Access |Description 

Data 47:0 R/W This is the “branch from” address. See Section 17.4.8.1 for address format. 
SIGN_EXT 60:48 R/W Signed extension of bit 47 of this register. 

TSX_ABORT 61 R/W When set, indicates a TSX Abort entry 


LBR_FROM: EIP at the time of the TSX Abort 
LBR_TO: EIP of the start of HLE region, or EIP of the RTM Abort Handler 


IN_TSX 62 R/W When set, indicates the entry occurred in a TSX region 
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Table 17-14. MSR_LASTBRANCH_x_FROM_IP with TSX Information (Contd.) 


Bit Field Bit Offset | Access |Description 

MISPRED 63 R/W When set, indicates either the target of the branch was mispredicted and/or the 
direction (taken/non-taken) was mispredicted; otherwise, the target branch was 
predicted. 


17.12 LAST BRANCH, CALL STACK, INTERRUPT, AND EXCEPTION RECORDING 
FOR PROCESSORS BASED ON SKYLAKE MICROARCHITECTURE 


Processors based on the Skylake microarchitecture provide a number of enhancement with storing last branch 
records: 


® enumeration of new LBR format: encoding 00101b in IA32_PERF_CAPABILITIES[5:0] is supported, see Section 
17.4.8.1. 


¢ Each LBR stack entry consists of a triplets of MSRs: 

— MSR_LASTBRANCH_x_FROM_IP, the layout is simplified, see Table 17-9. 

— MSR_LASTBRANCH_x_TO_IP, the layout is the same as Table 17-9. 

— MSR_LBR_INFO_x, stores branch prediction flag, TSX info, and elapsed cycle data. 
° Size of LBR stack increased to 32. 


Processors based on the Skylake microarchitecture supports the same LBR filtering capabilities as described in 
Table 17-13. 


Table 17-15. LBR Stack Size and TOS Pointer Range 


DisplayFamily_DisplayModel Size of LBR Stack Range of TOS Pointer 


06_4€H, 06_5€H 32 0 to 31 


17.12.1 MSR_LBR_INFO_x MSR 
The layout of each MSR_LBR_INFO_x MSR is shown in Table 17-16. 


Table 17-16. MSR_LBR_INFO_x 


Bit Field Bit Offset | Access |Description 

Cycle Count 15:0 R/W Elapsed core clocks since last update to the LBR stack. 
(saturating) 

Reserved 60:16 R/W Reserved 

TSX_ABORT 61 R/W When set, indicates a TSX Abort entry 


LBR_FROM: EIP at the time of the TSX Abort 
LBR_TO: EIP of the start of HLE region OR 
EIP of the RTM Abort Handler 


IN_TSX 62 R/W When set, indicates the entry occurred in a TSX region. 

MISPRED 63 R/W When set, indicates either the target of the branch was mispredicted and/or the 
direction (taken/non-taken) was mispredicted; otherwise, the target branch was 
predicted. 
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17.12.2 Streamlined Freeze_LBRs_On_PMI Operation 


The FREEZE_LBRS_ON_PMI feature causes the LBRs to be frozen on a hardware request for a PMI. This prevents 
the LBRs from being overwritten by new branches, allowing the PMI handler to examine the control flow that 
preceded the PMI generation. Architectural performance monitoring version 4 and above supports a streamlined 
FREEZE_LBRs_ON_PMI operation for PMI service routine that replaces the legacy FREEZE_LBRs_ON_PMI opera- 
tion (see Section 17.4.7). 


While the legacy FREEZE_LBRS_ON_PMI clear the LBR bit in the IA32_DEBUGCTL MSR on a PMI request, the 
streamlined FREEZE_LBRS_ON_PMI will set the LBR_FRZ bit in IA32_PERF_GLOBAL_STATUS. Branches will not 
cause the LBRs to be updated when LBR_FRZ is set. Software can clear LBR_FRZ at the same time as it clears over- 
flow bits by setting the LBR_FRZ bit as well as the needed overflow bit when writing to 
IA32_PERF_GLOBAL_STATUS_RESET MSR. 


This streamlined behavior avoids race conditions between software and processor writes to IA32_DEBUGCTL that 
are possible with FREEZE_LBRS_ON_PMI clearing of the LBR enable. 


17.12.3 LBR Behavior and Deep C-State 


When MWAIT is used to request a C-state that is numerically higher than C1, then LBR state may be initialized to 
zero depending on optimized “waiting” state that is selected by the processor The affected LBR states include the 
FROM, TO, INFO, LAST_BRANCH, LER and LBR_TOS registers. The LBR enable bit and LBR_FROZEN bit are not 
affected. The LBR-time of the first LBR record inserted after an exit from such a C-state request will be zero. 


17.13. LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING (PROCESSORS 
BASED ON INTEL NETBURST® MICROARCHITECTURE) 


Pentium 4 and Intel Xeon processors based on Intel NetBurst microarchitecture provide the following methods for 

recording taken branches, interrupts and exceptions: 

¢ Store branch records in the last branch record (LBR) stack MSRs for the most recent taken branches, 
interrupts, and/or exceptions in MSRs. A branch record consist of a branch-from and a branch-to instruction 
address. 

¢ Send the branch records out on the system bus as branch trace messages (BTMs). 

¢ Log BTMs in a memory-resident branch trace store (BTS) buffer. 

To support these functions, the processor provides the following MSRs and related facilities: 

¢ MSR_DEBUGCTLA MSR — Enables last branch, interrupt, and exception recording; single-stepping on taken 
branches; branch trace messages (BTMs); and branch trace store (BTS). This register is named DebugCtIMSR 
in the P6 family processors. 

° Debug store (DS) feature flag (CPUID.1:EDX.DS[bit 21]) — Indicates that the processor provides the 
debug store (DS) mechanism, which allows BTMs to be stored in a memory-resident BTS buffer. 

° CPL-qualified debug store (DS) feature flag (CPUID.1:ECX.DS-CPL[bit 4]) — Indicates that the 
processor provides a CPL-qualified debug store (DS) mechanism, which allows software to selectively skip 
sending and storing BTMs, according to specified current privilege level settings, into a memory-resident BTS 
buffer. 

° IA32_MISC_ENABLE MSR — Indicates that the processor provides the BTS facilities. 

¢ Last branch record (LBR) stack — The LBR stack is a circular stack that consists of four MSRs 
(MSR_LASTBRANCH_0O through MSR_LASTBRANCH_3) for the Pentium 4 and Intel Xeon processor family 
[CPUID family OFH, models OH-02H]. The LBR stack consists of 16 MSR pairs 
(MSR_LASTBRANCH_0O_FROM_IP through MSR_LASTBRANCH_15_FROM_IP and 
MSR_LASTBRANCH_0_TO_IP through MSR_LASTBRANCH_15_TO_IP) for the Pentium 4 and Intel Xeon 
processor family [CPUID family OFH, model 03H]. 

¢ Last branch record top-of-stack (TOS) pointer — The TOS Pointer MSR contains a 2-bit pointer (0-3) to 
the MSR in the LBR stack that contains the most recent branch, interrupt, or exception recorded for the 
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Pentium 4 and Intel Xeon processor family [CPUID family OFH, models OH-02H]. This pointer becomes a 4-bit 
pointer (0-15) for the Pentium 4 and Intel Xeon processor family [CPUID family OFH, model 03H]. See also: 
Table 17-17, Figure 17-12, and Section 17.13.2, “LBR Stack for Processors Based on Intel NetBurst® Microar- 
chitecture.” 


Last exception record — See Section 17.13.3, “Last Exception Records.” 


17.13.1 MSR_DEBUGCTLA MSR 


The MSR_DEBUGCTLA MSR enables and disables the various last branch recording mechanisms described in the 
previous section. This register can be written to using the WRMSR instruction, when operating at privilege level 0 
or when in real-address mode. A protected-mode operating system procedure is required to provide user access to 
this register. Figure 17-12 shows the flags in the MSR_DEBUGCTLA MSR. The functions of these flags are as 
follows: 


LBR (last branch/interrupt/exception) flag (bit 0) — When set, the processor records a running trace of 
the most recent branches, interrupts, and/or exceptions taken by the processor (prior to a debug exception 
being generated) in the last branch record (LBR) stack. Each branch, interrupt, or exception is recorded as a 
64-bit branch record. The processor clears this flag whenever a debug exception is generated (for example, 
when an instruction or data breakpoint or a single-step trap occurs). See Section 17.13.2, “LBR Stack for 
Processors Based on Intel NetBurst® Microarchitecture.” 


BTF (single-step on branches) flag (bit 1) — When set, the processor treats the TF flag in the EFLAGS 
register as a “single-step on branches” flag rather than a “single-step on instructions” flag. This mechanism 
allows single-stepping the processor on taken branches. See Section 17.4.3, “Single-Stepping on Branches.” 


TR (trace message enable) flag (bit 2) — When set, branch trace messages are enabled. Thereafter, when 
the processor detects a taken branch, interrupt, or exception, it sends the branch record out on the system bus 
as a branch trace message (BTM). See Section 17.4.4, “Branch Trace Messages.” 


31 76543210 


Reserved 


BTS_OFF_USR — Disable storing non-CPL_0 BTS —I 
BTS_OFF_OS — Disable storing CPL_O BTS 

BTINT — Branch trace interrupt 
BTS — Branch trace store 
TR — Trace messages enable 
BTF — Single-step on branches 
LBR — Last branch/interrupt/exception 


Figure 17-12. MSR_DEBUGCTLA MSR for Pentium 4 and Intel Xeon Processors 


BTS (branch trace store) flag (bit 3) — When set, enables the BTS facilities to log BTMs to a memory- 
resident BTS buffer that is part of the DS save area. See Section 17.4.9, “BTS and DS Save Area.” 


BTINT (branch trace interrupt) flag (bits 4) — When set, the BTS facilities generate an interrupt when the 
BTS buffer is full. When clear, BTMs are logged to the BTS buffer in a circular fashion. See Section 17.4.5, “Branch 
Trace Store (BTS).” 

BTS_OFF_OS (disable ring 0 branch trace store) flag (bit 5) — When set, enables the BTS facilities to 
skip sending/logging CPL_O BTMs to the memory-resident BTS buffer. See Section 17.13.2, “LBR Stack for 
Processors Based on Intel NetBurst® Microarchitecture.” 

BTS_OFF_USR (disable ring O branch trace store) flag (bit 6) — When set, enables the BTS facilities to 
skip sending/logging non-CPL_O BTMs to the memory-resident BTS buffer. See Section 17.13.2, “LBR Stack for 
Processors Based on Intel NetBurst® Microarchitecture.” 


17-34 Vol. 3B 


DEBUG, BRANCH PROFILE, TSC, AND INTEL® RESOURCE DIRECTOR TECHNOLOGY (INTEL® RDT) FEATURES 


NOTE 


The initial implementation of BTS_OFF_USR and BTS_OFF_OS in MSR_DEBUGCTLA is shown in 
Figure 17-12. The BTS_OFF_USR and BTS_OFF_OS fields may be implemented on other model- 
specific debug control register at different locations. 


See Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 4 for a detailed description of each of the last branch recording MSRs. 


17.13.2 LBR Stack for Processors Based on Intel NetBurst® Microarchitecture 


The LBR stack is made up of LBR MSRs that are treated by the processor as a circular stack. The TOS pointer 
(MSR_LASTBRANCH_TOS MSR) points to the LBR MSR (or LBR MSR pair) that contains the most recent (last) 
branch record placed on the stack. Prior to placing a new branch record on the stack, the TOS is incremented by 1. 
When the TOS pointer reaches it maximum value, it wraps around to 0. See Table 17-17 and Figure 17-12. 


Table 17-17. LBR MSR Stack Size and TOS Pointer Range for the Pentium’ 4 and the Intel Xeon’ Processor Family 


DisplayFamily_DisplayModel Size of LBR Stack Range of TOS Pointer 
Family OFH, Models OH-02H; MSRs at locations 1DBH-1DEH. 4 Oto3 

Family OFH, Models; MSRs at locations 680H-68FH. 16 Oto15 

Family OFH, Model 03H; MSRs at locations 6COH-6CFH. 16 Oto15 


The registers in the LBR MSR stack and the MSR_LASTBRANCH_TOS MSR are read-only and can be read using the 
RDMSR instruction. 


Figure 17-13 shows the layout of a branch record in an LBR MSR (or MSR pair). Each branch record consists of two 
linear addresses, which represent the “from” and “to” instruction pointers for a branch, interrupt, or exception. The 
contents of the from and to addresses differ, depending on the source of the branch: 


° Taken branch — If the record is for a taken branch, the “from” address is the address of the branch instruction 
and the “to” address is the target instruction of the branch. 


¢ Interrupt — If the record is for an interrupt, the “from” address the return instruction pointer (RIP) saved for 
the interrupt and the “to” address is the address of the first instruction in the interrupt handler routine. The RIP 
is the linear address of the next instruction to be executed upon returning from the interrupt handler. 


¢ Exception — If the record is for an exception, the “from” address is the linear address of the instruction that 
caused the exception to be generated and the “to” address is the address of the first instruction in the 
exception handler routine. 
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CPUID Family 0FH, Models 0H-02H 
MSR_LASTBRANCH_0 through MSR_LASTBRANCH_3 
63 32 - 31 0 


To Linear Address From Linear Address 


CPUID Family 0FH, Model 03H-04H 
MSR_LASTBRANCH_0_FROM_IP through MSR_LASTBRANCH_15_FROM_IP 


63 32 - 31 0) 


Reserved From Linear Address 


MSR_LASTBRANCH_0_TO_IP through MSR_LASTBRANCH_15_TO_IP 
63 32 - 31 0 


Reserved To Linear Address 


Figure 17-13. LBR MSR Branch Record Layout for the Pentium 4 
and Intel Xeon Processor Family 


Additional information is saved if an exception or interrupt occurs in conjunction with a branch instruction. If a 
branch instruction generates a trap type exception, two branch records are stored in the LBR stack: a branch record 
for the branch instruction followed by a branch record for the exception. 


If a branch instruction is immediately followed by an interrupt, a branch record is stored in the LBR stack for the 
branch instruction followed by a record for the interrupt. 


17.13.3. Last Exception Records 


The Pentium 4, Intel Xeon, Pentium M, Intel® Core™ Solo, Intel® Core™ Duo, Intel® Core™2 Duo, Intel® Core™ i7 
and Intel® Atom™ processors provide two MSRs (the MSR_LER_TO_LIP and the MSR_LER_FROM_LIP MSRs) that 
duplicate the functions of the LastExceptionToIP and LastExceptionFromIP MSRs found in the P6 family processors. 
The MSR_LER_TO_LIP and MSR_LER_FROM_LIP MSRs contain a branch record for the last branch that the 
processor took prior to an exception or interrupt being generated. 


17.14 LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING (INTEL® CORE™ 
SOLO AND INTEL® CORE™ DUO PROCESSORS) 


Intel Core Solo and Intel Core Duo processors provide last branch interrupt and exception recording. This capability 
is almost identical to that found in Pentium 4 and Intel Xeon processors. There are differences in the stack and in 
some MSR names and locations. 


Note the following: 


° IA32_DEBUGCTL MSR — Enables debug trace interrupt, debug trace store, trace messages enable, 
performance monitoring breakpoint flags, single stepping on branches, and last branch. IA32_DEBUGCTL MSR 
is located at register address 01D9H. 


See Figure 17-14 for the layout and the entries below for a description of the flags: 


— LBR (last branch/interrupt/exception) flag (bit 0) — When set, the processor records a running trace 
of the most recent branches, interrupts, and/or exceptions taken by the processor (prior to a debug 
exception being generated) in the last branch record (LBR) stack. For more information, see the “Last 
Branch Record (LBR) Stack” below. 


— BTF (single-step on branches) flag (bit 1) — When set, the processor treats the TF flag in the EFLAGS 
register as a “single-step on branches” flag rather than a “single-step on instructions” flag. This mechanism 
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allows single-stepping the processor on taken branches. See Section 17.4.3, “Single-Stepping on 
Branches,” for more information about the BTF flag. 


— TR (trace message enable) flag (bit 6) — When set, branch trace messages are enabled. When the 
processor detects a taken branch, interrupt, or exception; it sends the branch record out on the system bus 
as a branch trace message (BTM). See Section 17.4.4, “Branch Trace Messages,” for more information 
about the TR flag. 


— BTS (branch trace store) flag (bit 7) — When set, the flag enables BTS facilities to log BTMs to a 
memory-resident BTS buffer that is part of the DS save area. See Section 17.4.9, “BTS and DS Save Area.” 


— BTINT (branch trace interrupt) flag (bits 8) — When set, the BTS facilities generate an interrupt when 
the BTS buffer is full. When clear, BTMs are logged to the BTS buffer in a circular fashion. See Section 17.4.5, 
“Branch Trace Store (BTS),” for a description of this mechanism. 
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Reserved 


BTINT — Branch trace interrupt. 
BTS — Branch trace store 
TR — Trace messages enable 
Reserved 
BTF — Single-step on branches 
LBR — Last branch/interrupt/exception 


Figure 17-14. [A32_DEBUGCTL MSR for Intel Core Solo 
and Intel Core Duo Processors 


* Debug store (DS) feature flag (bit 21), returned by the CPUID instruction — Indicates that the 
processor provides the debug store (DS) mechanism, which allows BTMs to be stored in a memory-resident 
BTS buffer. See Section 17.4.5, “Branch Trace Store (BTS).” 


¢ Last Branch Record (LBR) Stack — The LBR stack consists of 8 MSRs (MSR_LASTBRANCH_O through 
MSR_LASTBRANCH_7); bits 31-0 hold the ‘from’ address, bits 63-32 hold the ‘to’ address (MSR addresses start 
at 40H). See Figure 17-15. 


¢ Last Branch Record Top-of-Stack (TOS) Pointer — The TOS Pointer MSR contains a 3-bit pointer (bits 2- 
0) to the MSR in the LBR stack that contains the most recent branch, interrupt, or exception recorded. For Intel 
Core Solo and Intel Core Duo processors, this MSR is located at register address 01C9H. 


For compatibility, the Intel Core Solo and Intel Core Duo processors provide two 32-bit MSRs (the 
MSR_LER_TO_LIP and the MSR_LER_FROM_LIP MSRs) that duplicate functions of the LastExceptionToIP and Last- 
ExceptionFromIP MSRs found in P6 family processors. 


For details, see Section 17.12, “Last Branch, Call Stack, Interrupt, and Exception Recording for Processors based 
on Skylake Microarchitecture,” and Section 2.20, “MSRs In Intel® Core™ Solo and Intel® Core™ Duo Processors” 
in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4. 


MSR_LASTBRANCH_0 through MSR_LASTBRANCH_7 


63 32 - 31 0 
To Linear Address From Linear Address 


Figure 17-15. LBR Branch Record Layout for the Intel Core Solo 
and Intel Core Duo Processor 
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17.15 LAST BRANCH, INTERRUPT, AND EXCEPTION RECORDING (PENTIUM M 
PROCESSORS) 


Like the Pentium 4 and Intel Xeon processor family, Pentium M processors provide last branch interrupt and excep- 
tion recording. The capability operates almost identically to that found in Pentium 4 and Intel Xeon processors. 
There are differences in the shape of the stack and in some MSR names and locations. Note the following: 


¢ MSR_DEBUGCTLB MSR — Enables debug trace interrupt, debug trace store, trace messages enable, 
performance monitoring breakpoint flags, single stepping on branches, and last branch. For Pentium M 
processors, this MSR is located at register address 01D9H. See Figure 17-16 and the entries below for a 
description of the flags. 


— LBR (last branch/interrupt/exception) flag (bit 0) — When set, the processor records a running trace 
of the most recent branches, interrupts, and/or exceptions taken by the processor (prior to a debug 
exception being generated) in the last branch record (LBR) stack. For more information, see the “Last 
Branch Record (LBR) Stack” bullet below. 


— BTF (single-step on branches) flag (bit 1) — When set, the processor treats the TF flag in the EFLAGS 
register as a “single-step on branches” flag rather than a “single-step on instructions” flag. This mechanism 
allows single-stepping the processor on taken branches. See Section 17.4.3, “Single-Stepping on 
Branches,” for more information about the BTF flag. 


— PBi (performance monitoring/breakpoint pins) flags (bits 5-2) — When these flags are set, the 
performance monitoring/breakpoint pins on the processor (BP0#, BP1#, BP2#, and BP3#) report 
breakpoint matches in the corresponding breakpoint-address registers (DRO through DR3). The processor 
asserts then deasserts the corresponding BP/# pin when a breakpoint match occurs. When a PBi flag is 
clear, the performance monitoring/breakpoint pins report performance events. Processor execution is not 
affected by reporting performance events. 


— TR (trace message enable) flag (bit 6) — When set, branch trace messages are enabled. When the 
processor detects a taken branch, interrupt, or exception, it sends the branch record out on the system bus 
as a branch trace message (BTM). See Section 17.4.4, “Branch Trace Messages,” for more information 
about the TR flag. 


— BTS (branch trace store) flag (bit 7) — When set, enables the BTS facilities to log BTMs to a memory- 
resident BTS buffer that is part of the DS save area. See Section 17.4.9, “BTS and DS Save Area.” 


— BTINT (branch trace interrupt) flag (bits 8) — When set, the BTS facilities generate an interrupt when 
the BTS buffer is full. When clear, BTMs are logged to the BTS buffer in a circular fashion. See Section 17.4.5, 
“Branch Trace Store (BTS),” for a description of this mechanism. 


31 87654321 0 


Reserved 


BTINT — Branch trace interrupt 
BTS — Branch trace store 
TR — Trace messages enable 
PB3/2/1/0 — Performance monitoring breakpoint flags 
BTF — Single-step on branches 
LBR — Last branch/interrupt/exception 


Figure 17-16. MSR_DEBUGCTLB MSR for Pentium M Processors 


* Debug store (DS) feature flag (bit 21), returned by the CPUID instruction — Indicates that the 
processor provides the debug store (DS) mechanism, which allows BTMs to be stored in a memory-resident 
BTS buffer. See Section 17.4.5, “Branch Trace Store (BTS).” 
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¢ Last Branch Record (LBR) Stack — The LBR stack consists of 8 MSRs (MSR_LASTBRANCH_O through 
MSR_LASTBRANCH_7); bits 31-0 hold the ‘from’ address, bits 63-32 hold the ‘to’ address. For Pentium M 
Processors, these pairs are located at register addresses 040H-047H. See Figure 17-17. 


¢ Last Branch Record Top-of-Stack (TOS) Pointer — The TOS Pointer MSR contains a 3-bit pointer (bits 2- 
0) to the MSR in the LBR stack that contains the most recent branch, interrupt, or exception recorded. For 
Pentium M Processors, this MSR is located at register address 01C9H. 


MSR_LASTBRANCH_0 _ through MSR_LASTBRANCH_7 


63 32 - 31 0 
To Linear Address From Linear Address 


Figure 17-17. LBR Branch Record Layout for the Pentium M Processor 


For more detail on these capabilities, see Section 17.13.3, “Last Exception Records,” and Section 2.21, “MSRs In 
the Pentium M Processor” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4. 


17.16 LAST BRANCH, INTERRUPT, AND EXCEPTION 
RECORDING (P6 FAMILY PROCESSORS) 


The P6 family processors provide five MSRs for recording the last branch, interrupt, or exception taken by the 
processor: DEBUGCTLMSR, LastBranchToIP, LastBranchFromIP, LastExceptionToIP, and LastExceptionFromIP. 
These registers can be used to collect last branch records, to set breakpoints on branches, interrupts, and excep- 
tions, and to single-step from one branch to the next. 


See Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 4 for a detailed description of each of the last branch recording MSRs. 


17.16.1 DEBUGCTLMSR Register 


The version of the DEBUGCTLMSR register found in the P6 family processors enables last branch, interrupt, and 
exception recording; taken branch breakpoints; the breakpoint reporting pins; and trace messages. This register 
can be written to using the WRMSR instruction, when operating at privilege level 0 or when in real-address mode. 
A protected-mode operating system procedure is required to provide user access to this register. Figure 17-18 
shows the flags in the DEBUGCTLMSR register for the P6 family processors. The functions of these flags are as 
follows: 


¢ LBR (last branch/interrupt/exception) flag (bit 0) — When set, the processor records the source and 
target addresses (in the LastBranchToIP, LastBranchFromIP, LastExceptionToIP, and LastExceptionFromIP 
MSRs) for the last branch and the last exception or interrupt taken by the processor prior to a debug exception 
being generated. The processor clears this flag whenever a debug exception, such as an instruction or data 
breakpoint or single-step trap occurs. 
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31 76543210 


_|P|P|P/P|B 
Reserved B|B/B/B|T 
R}3)2/1/ol]F 


DDr- 


TR — Trace messages enable 
PBi — Performance monitoring/breakpoint pins 
BTF — Single-step on branches 
LBR — Last branch/interrupt/exception 


Figure 17-18. DEBUGCTLMSR Register (P6 Family Processors) 


° BTF (single-step on branches) flag (bit 1) — When set, the processor treats the TF flag in the EFLAGS 
register as a “single-step on branches” flag. See Section 17.4.3, “Single-Stepping on Branches.” 


° PBi (performance monitoring/breakpoint pins) flags (bits 2 through 5) — When these flags are set, 
the performance monitoring/breakpoint pins on the processor (BPO#, BP1#, BP2#, and BP3#) report 
breakpoint matches in the corresponding breakpoint-address registers (DRO through DR3). The processor 
asserts then deasserts the corresponding BP/# pin when a breakpoint match occurs. When a PBi flag is clear, 
the performance monitoring/breakpoint pins report performance events. Processor execution is not affected by 
reporting performance events. 


° TR (trace message enable) flag (bit 6) — When set, trace messages are enabled as described in Section 
17.4.4, “Branch Trace Messages.” Setting this flag greatly reduces the performance of the processor. When 
trace messages are enabled, the values stored in the LastBranchToIP, LastBranchFromIP, LastExceptionToIP, 
and LastExceptionFromIP MSRs are undefined. 


17.16.2 Last Branch and Last Exception MSRs 


The LastBranchToIP and LastBranchFromIP MSRs are 32-bit registers for recording the instruction pointers for the 
last branch, interrupt, or exception that the processor took prior to a debug exception being generated. When a 
branch occurs, the processor loads the address of the branch instruction into the LastBranchFromIP MSR and loads 
the target address for the branch into the LastBranchToIP MSR. 


When an interrupt or exception occurs (other than a debug exception), the address of the instruction that was 
interrupted by the exception or interrupt is loaded into the LastBranchFromIP MSR and the address of the exception 
or interrupt handler that is called is loaded into the LastBranchToIP MSR. 


The LastExceptionToIP and LastExceptionFromIP MSRs (also 32-bit registers) record the instruction pointers for the 
last branch that the processor took prior to an exception or interrupt being generated. When an exception or inter- 
rupt occurs, the contents of the LastBranchToIP and LastBranchFromIP MSRs are copied into these registers before 
the to and from addresses of the exception or interrupt are recorded in the LastBranchToIP and LastBranchFromIP 
MSRs. 


These registers can be read using the RDMSR instruction. 


Note that the values stored in the LastBranchToIP, LastBranchFromIP, LastExceptionToIP, and LastExceptionFromIP 
MSRs are offsets into the current code segment, as opposed to linear addresses, which are saved in last branch 
records for the Pentium 4 and Intel Xeon processors. 


17.16.3 Monitoring Branches, Exceptions, and Interrupts 


When the LBR flag in the DEBUGCTLMSR register is set, the processor automatically begins recording branches that 
it takes, exceptions that are generated (except for debug exceptions), and interrupts that are serviced. Each time 
a branch, exception, or interrupt occurs, the processor records the to and from instruction pointers in the Last- 
BranchToIP and LastBranchFromIP MSRs. In addition, for interrupts and exceptions, the processor copies the 
contents of the LastBranchToIP and LastBranchFromIP MSRs into the LastExceptionToIP and LastExceptionFromIP 
MSRs prior to recording the to and from addresses of the interrupt or exception. 
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When the processor generates a debug exception (#DB), it automatically clears the LBR flag before executing the 
exception handler, but does not touch the last branch and last exception MSRs. The addresses for the last branch, 
interrupt, or exception taken are thus retained in the LastBranchToIP and LastBranchFromIP MSRs and the 
addresses of the last branch prior to an interrupt or exception are retained in the LastExceptionToIP, and LastEx- 
ceptionFromIP MSRs. 


The debugger can use the last branch, interrupt, and/or exception addresses in combination with code-segment 
selectors retrieved from the stack to reset breakpoints in the breakpoint-address registers (DRO through DR3), 
allowing a backward trace from the manifestation of a particular bug toward its source. Because the instruction 
pointers recorded in the LastBranchToIP, LastBranchFromIP, LastExceptionToIP, and LastExceptionFromIP MSRs 
are offsets into a code segment, software must determine the segment base address of the code segment associ- 
ated with the control transfer to calculate the linear address to be placed in the breakpoint-address registers. The 
segment base address can be determined by reading the segment selector for the code segment from the stack 
and using it to locate the segment descriptor for the segment in the GDT or LDT. The segment base address can 
then be read from the segment descriptor. 


Before resuming program execution from a debug-exception handler, the handler must set the LBR flag again to re- 
enable last branch and last exception/interrupt recording. 


17.17. TIME-STAMP COUNTER 


The Intel 64 and IA-32 architectures (beginning with the Pentium processor) define a time-stamp counter mecha- 
nism that can be used to monitor and identify the relative time occurrence of processor events. The counter’s archi- 
tecture includes the following components: 


° TSC flag — A feature bit that indicates the availability of the time-stamp counter. The counter is available in an 
if the function CPUID.1:EDX.TSC[bit 4] = 1. 


° IA32_TIME_STAMP_COUNTER MSR (called TSC MSR in P6 family and Pentium processors) — The MSR used 
as the counter. 


* RDTSC instruction — An instruction used to read the time-stamp counter. 


¢ TSD flag — A control register flag is used to enable or disable the time-stamp counter (enabled if 
CR4.TSD[bit 2] = 1). 


The time-stamp counter (as implemented in the P6 family, Pentium, Pentium M, Pentium 4, Intel Xeon, Intel Core 
Solo and Intel Core Duo processors and later processors) is a 64-bit counter that is set to 0 following a RESET of 
the processor. Following a RESET, the counter increments even when the processor is halted by the HLT instruction 
or the external STPCLK# pin. Note that the assertion of the external DPSLP# pin may cause the time-stamp 
counter to stop. 


Processor families increment the time-stamp counter differently: 


¢ For Pentium M processors (family [06H], models [09H, ODH]); for Pentium 4 processors, Intel Xeon processors 
(family [OFH], models [00H, 01H, or 02H]); and for P6 family processors: the time-stamp counter increments 
with every internal processor clock cycle. 


The internal processor clock cycle is determined by the current core-clock to bus-clock ratio. Intel® 
SpeedStep® technology transitions may also impact the processor clock. 


¢ For Pentium 4 processors, Intel Xeon processors (family [OFH], models [03H and higher]); for Intel Core Solo 
and Intel Core Duo processors (family [06H], model [OEH]); for the Intel Xeon processor 5100 series and Intel 
Core 2 Duo processors (family [06H], model [OFH]); for Intel Core 2 and Intel Xeon processors (family [06H], 
DisplayModel [17H]); for Intel Atom processors (family [06H], 
DisplayModel [1CH]): the time-stamp counter increments at a constant rate. That rate may be set by the 
maximum core-clock to bus-clock ratio of the processor or may be set by the maximum resolved frequency at 
which the processor is booted. The maximum resolved frequency may differ from the processor base 
frequency, see Section 18.7.2 for more detail. On certain processors, the TSC frequency may not be the same 
as the frequency in the brand string. 


The specific processor configuration determines the behavior. Constant TSC behavior ensures that the duration 
of each clock tick is uniform and supports the use of the TSC as a wall clock timer even if the processor core 
changes frequency. This is the architectural behavior moving forward. 


Vol. 3B 17-41 


DEBUG, BRANCH PROFILE, TSC, AND INTEL® RESOURCE DIRECTOR TECHNOLOGY (INTEL® RDT) FEATURES 


NOTE 


To determine average processor clock frequency, Intel recommends the use of performance 
monitoring logic to count processor core clocks over the period of time for which the average is 
required. See Section 18.6.4.5, “Counting Clocks on systems with Intel Hyper-Threading 
Technology in Processors Based on Intel NetBurst® Microarchitecture,” and https://perfmon- 
events.intel.com/ for more information. 


The RDTSC instruction reads the time-stamp counter and is guaranteed to return a monotonically increasing 
unique value whenever executed, except for a 64-bit counter wraparound. Intel guarantees that the time-stamp 
counter will not wraparound within 10 years after being reset. The period for counter wrap is longer for Pentium 4, 
Intel Xeon, P6 family, and Pentium processors. 


Normally, the RDTSC instruction can be executed by programs and procedures running at any privilege level and in 
virtual-8086 mode. The TSD flag allows use of this instruction to be restricted to programs and procedures running 
at privilege level 0. A secure operating system would set the TSD flag during system initialization to disable user 
access to the time-stamp counter. An operating system that disables user access to the time-stamp counter should 
emulate the instruction through a user-accessible programming interface. 


The RDTSC instruction is not serializing or ordered with other instructions. It does not necessarily wait until all 
previous instructions have been executed before reading the counter. Similarly, subsequent instructions may begin 
execution before the RDTSC instruction operation is performed. 


The RDMSR and WRMSR instructions read and write the time-stamp counter, treating the time-stamp counter as an 
ordinary MSR (address 10H). In the Pentium 4, Intel Xeon, and P6 family processors, all 64-bits of the time-stamp 
counter are read using RDMSR (just as with RDTSC). When WRMSR is used to write the time-stamp counter on 
processors before family [OFH], models [03H, 04H]: only the low-order 32-bits of the time-stamp counter can be 
written (the high-order 32 bits are cleared to 0). For family [OFH], models [03H, 04H, 06H]; for family [06H]], 
model [OEH, OFH]; for family [06H]], DisplayModel [17H, 1AH, 1CH, 1DH]: all 64 bits are writable. 


17.17.1 Invariant TSC 


The time stamp counter in newer processors may support an enhancement, referred to as invariant TSC. 
Processor’s support for invariant TSC is indicated by CPUID.80000007H:EDX[8]. 


The invariant TSC will run at a constant rate in all ACPI P-, C-. and T-states. This is the architectural behavior 
moving forward. On processors with invariant TSC support, the OS may use the TSC for wall clock timer services 
(instead of ACPI or HPET timers). TSC reads are much more efficient and do not incur the overhead associated with 
a ring transition or access to a platform resource. 


17.17.2 IA32_TSC_AUX Register and RDTSCP Support 


Processors based on Intel microarchitecture code name Nehalem provide an auxiliary TSC register, IA32_TSC_AUX 
that is designed to be used in conjunction with IA32_TSC. IA32_TSC_AUX provides a 32-bit field that is initialized 
by privileged software with a signature value (for example, a logical processor ID). 


The primary usage of IA32_TSC_AUX in conjunction with IA32_TSC is to allow software to read the 64-bit time 
stamp in IA32_TSC and signature value in IA32_TSC_AUX with the instruction RDTSCP in an atomic operation. 
RDTSCP returns the 64-bit time stamp in EDX:EAX and the 32-bit TSC_AUX signature value in ECX. The atomicity 
of RDTSCP ensures that no context switch can occur between the reads of the TSC and TSC_AUX values. 


Support for RDTSCP is indicated by CPUID.80000001H:EDX[27]. As with RDTSC instruction, non-ring 0 access is 
controlled by CR4.TSD (Time Stamp Disable flag). 


User mode software can use RDTSCP to detect if CPU migration has occurred between successive reads of the TSC. 
It can also be used to adjust for per-CPU differences in TSC values in a NUMA system. 
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17.17.3. Time-Stamp Counter Adjustment 


Software can modify the value of the time-stamp counter (TSC) of a logical processor by using the WRMSR instruc- 
tion to write to the IA32_TIME_STAMP_COUNTER MSR (address 10H). Because such a write applies only to that 
logical processor, software seeking to synchronize the TSC values of multiple logical processors must perform these 
writes on each logical processor. It may be difficult for software to do this in a way than ensures that all logical 
processors will have the same value for the TSC at a given point in time. 


The synchronization of TSC adjustment can be simplified by using the 64-bit IA32_TSC_ADJUST MSR (address 
3BH). Like the IA32_TIME_STAMP_COUNTER MSR, the IA32_TSC_ADJUST MSR is maintained separately for each 
logical processor. A logical processor maintains and uses the IA32_TSC_ADJUST MSR as follows: 

® On RESET, the value of the IA32_TSC_ADJUST MSR is 0. 


¢ If an execution of WRMSR to the IA32_TIME_STAMP_COUNTER MSR adds (or subtracts) value X from the TSC, 
the logical processor also adds (or subtracts) value X from the IA32_TSC_ADJUST MSR. 


° If an execution of WRMSR to the IA32_TSC_ADJUST MSR adds (or subtracts) value X from that MSR, the logical 
processor also adds (or subtracts) value X from the TSC. 


Unlike the TSC, the value of the IA32_TSC_ADJUST MSR changes only in response to WRMSR (either to the MSR 
itself, or to the IA32_TIME_STAMP_COUNTER MSR). Its value does not otherwise change as time elapses. Software 
seeking to adjust the TSC can do so by using WRMSR to write the same value to the IA32_TSC_ADJUST MSR on 
each logical processor. 


Processor support for the IA32_TSC_ADJUST MSR is indicated by CPUID.(EAX=07H, ECX=0H):EBX.TSC_ADJUST 
(bit 1). 


17.17.4 Invariant Time-Keeping 


The invariant TSC is based on the invariant timekeeping hardware (called Always Running Timer or ART), that runs 
at the core crystal clock frequency. The ratio defined by CPUID leaf 15H expresses the frequency relationship 
between the ART hardware and TSC. 


If CPUID.15H:EBX[31:0] != 0 and CPUID.80000007H:EDX[InvariantTSC] = 1, the following linearity relationship 
holds between TSC and the ART hardware: 


TSC_Value = (ART_Value * CPUID.15H:EBX[31:0] )/ CPUID.15H:EAX[31:0] + K 
Where 'K' is an offset that can be adjusted by a privileged agent?. 
When ART hardware is reset, both invariant TSC and K are also reset. 


17.18 INTEL® RESOURCE DIRECTOR TECHNOLOGY (INTEL® RDT) MONITORING 
FEATURES 


The Intel Resource Director Technology (Intel RDT) feature set provides a set of monitoring capabilities including 
Cache Monitoring Technology (CMT) and Memory Bandwidth Monitoring (MBM). The Intel® Xeon® processor E5 v3 
family introduced resource monitoring capability in each logical processor to measure specific platform shared 
resource metrics, for example, L3 cache occupancy. The programming interface for these monitoring features is 
described in this section. Two features within the monitoring feature set provided are described - Cache Monitoring 
Technology (CMT) and Memory Bandwidth Monitoring. 


Cache Monitoring Technology (CMT) allows an Operating System, Hypervisor or similar system management agent 
to determine the usage of cache by applications running on the platform. The initial implementation is directed at 
L3 cache monitoring (currently the last level cache in most server platforms). 


Memory Bandwidth Monitoring (MBM), introduced in the Intel® Xeon® processor E5 v4 family, builds on the CMT 
infrastructure to allow monitoring of bandwidth from one level of the cache hierarchy to the next - in this case 


2. IA32_TSC_ADJUST MSR and the TSC-offset field in the VM execution controls of VMCS are some of the common interfaces that priv- 
ileged software can use to manage the time stamp counter for keeping time 
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focusing on the L3 cache, which is typically backed directly by system memory. As a result of this implementation, 
memory bandwidth can be monitored. 


The monitoring mechanisms described provide the following key shared infrastructure features: 


¢ Amechanism to enumerate the presence of the monitoring capabilities within the platform (via a CPUID feature 
bit). 


¢ A framework to enumerate the details of each sub-feature (including CMT and MBM, as discussed later, via 
CPUID leaves and sub-leaves). 


¢ Amechanism for the OS or Hypervisor to indicate a software-defined ID for each of the software threads (appli- 
cations, virtual machines, etc.) that are scheduled to run on a logical processor. These identifiers are known as 
Resource Monitoring IDs (RMIDs). 


® Mechanisms in hardware to monitor cache occupancy and bandwidth statistics as applicable to a given product 
generation on a per software-id basis. 


® Mechanisms for the OS or Hypervisor to read back the collected metrics such as L3 occupancy or Memory 
Bandwidth for a given software ID at any point during runtime. 


17.18.1 Overview of Cache Monitoring Technology and Memory Bandwidth Monitoring 


The shared resource monitoring features described in this chapter provide a layer of abstraction between applica- 
tions and logical processors through the use of Resource Monitoring IDs (RMIDs). Each logical processor in the 
system can be assigned an RMID independently, or multiple logical processors can be assigned to the same RMID 
value (e.g., to track an application with multiple threads). For each logical processor, only one RMID value is active 
at a time. This is enforced by the IA32_PQR_ASSOC MSR, which specifies the active RMID of a logical processor. 

Writing to this MSR by software changes the active RMID of the logical processor from an old value to a new value. 


The underlying platform shared resource monitoring hardware tracks cache metrics such as cache utilization and 
misses as a result of memory accesses according to the RMIDs and reports monitored data via a counter register 
(IA32_QM_CTR). The specific event types supported vary by generation and can be enumerated via CPUID. Before 
reading back monitored data software must configure an event selection MSR (IA32_QM_EVTSEL) to specify which 
metric is to be reported, and the specific RMID for which the data should be returned. 


Processor support of the monitoring framework and sub-features such as CMT is reported via the CPUID instruc- 
tion. The resource type available to the monitoring framework is enumerated via a new leaf function in CPUID. 
Reading and writing to the monitoring MSRs requires the RDMSR and WRMSR instructions. 


The Cache Monitoring Technology feature set provides the following unique mechanisms: 


¢ Amechanism to enumerate the presence and details of the CMT feature as applicable to a given level of the 
cache hierarchy, independent of other monitoring features. 


° CMT-specific event codes to read occupancy for a given level of the cache hierarchy. 
The Memory Bandwidth Monitoring feature provides the following unique mechanisms: 


¢ Amechanism to enumerate the presence and details of the MBM feature as applicable to a given level of the 
cache hierarchy, independent of other monitoring features. 


¢ MBM-specific event codes to read bandwidth out to the next level of the hierarchy and various sub-event codes 
to read more specific metrics as discussed later (e.g., total bandwidth vs. bandwidth only from local memory 
controllers on the same package). 


17.18.2 Enabling Monitoring: Usage Flow 


Figure 17-19 illustrates the key steps for OS/VMM to detect support of shared resource monitoring features such as 
CMT and enable resource monitoring for available resource types and monitoring events. 
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On OS/VMM Initialization On Context Switch Periodical Resource 
Selection/Reporting 
PQM Capability Set RMID to monitor Configure event type 
Enumeration the scheduled app Read monitored data 
CPUID[ WRMSR RDMSR/WRMSR 

CPUID.(7,0):EBX.12 1A32_PQR_ASSOC.RMID 1A32 QM EVTSEL 
CPUID.(OFH,0):EDX[31:1] lita 
CPUID.(OFH,1):ECX([31:0] 1A32_QM_CTR 
CPUID.(OFH,1):EDX[31:0] 
CPUID.(OFH,1):EBX([31:0] 
CPUID.(OFH,0):EBX[31:0] 


Figure 17-19. Platform Shared Resource Monitoring Usage Flow 


17.18.3 Enumeration and Detecting Support of Cache Monitoring Technology and Memory 


Bandwidth Monitoring 


Software can query processor support of shared resource monitoring features capabilities by executing CPUID 
instruction with EAX = 07H, ECX = OH as input. If CPUID.(EAX=07H, ECX=0):EBX.PQM[bit 12] reports 1, the 
processor provides the following programming interfaces for shared resource monitoring, including Cache Moni- 
toring Technology: 


CPUID leaf function OFH (Shared Resource Monitoring Enumeration leaf) provides information on available 
resource types (see Section 17.18.4), and monitoring capabilities for each resource type (see Section 
17.18.5). Note CMT and MBM capabilities are enumerated as separate event vectors using shared enumeration 
infrastructure under a given resource type. 


IA32_PQR_ASSOC.RMID: The per-logical-processor MSR, IA32_PQR_ASSOC, that OS/VMM can use to assign 
an RMID to each logical processor, see Section 17.18.6. 

IA32_QM_EVTSEL: This MSR specifies an Event ID (EvtID) and an RMID which the platform uses to look up and 
provide monitoring data in the monitoring counter, IA32_QM_CTR, see Section 17.18.7. 


IA32_QM_CTR: This MSR reports monitored resource data when available along with bits to allow software to 
check for error conditions and verify data validity. 


Software must follow the following sequence of enumeration to discover Cache Monitoring Technology capabilities: 


1. 
2. 


Execute CPUID with EAX=0 to discover the “cpuid_maxLeaf” supported in the processor; 

If cpuid_maxLeaf >= 7, then execute CPUID with EAX=7, ECX= 0 to verify CPUID.(EAX=07H, 
ECX=0):EBX.PQM[bit 12] is set; 

If CPUID.(EAX=07H, ECX=0):EBX.PQM[bit 12] = 1, then execute CPUID with EAX=OFH, ECX= 0 to query 
available resource types that support monitoring; 


If CPUID.(EAX=0FH, ECX=0):EDX.L3[bit 1] = 1, then execute CPUID with EAX=0FH, ECX= 1 to query the 
specific capabilities of L3 Cache Monitoring Technology (CMT) and Memory Bandwidth Monitoring. 


If CPUID.(EAX=OFH, ECX=0):EDX reports additional resource types supporting monitoring, then execute 
CPUID with EAX=0FH, ECX set to a corresponding resource type ID (ResID) as enumerated by the bit position 
of CPUID.(EAX=0FH, ECX=0):EDX. 


17.18.4 Monitoring Resource Type and Capability Enumeration 


CPUID leaf function OFH (Shared Resource Monitoring Enumeration leaf) provides one sub-leaf (sub-function 0) 
that reports shared enumeration infrastructure, and one or more sub-functions that report feature-specific 
enumeration data: 


Monitoring leaf sub-function 0 enumerates available resources that support monitoring, i.e. executing CPUID 
with EAX=0FH and ECX=OH. In the initial implementation, L3 cache is the only resource type available. Each 
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supported resource type is represented by a bit in CPUID.(EAX=0FH, ECX=0):EDX[31:1]. The bit position 
corresponds to the sub-leaf index (ResID) that software must use to query details of the monitoring capability 
of that resource type (see Figure 17-21 and Figure 17-22). Reserved bits of CPUID.(EAX=0FH, 
ECX=0):EDX[31:2] correspond to unsupported sub-leaves of the CPUID.OFH leaf. Additionally, 
CPUID.(EAX=0FH, ECX=0H):EBX reports the highest RMID value of any resource type that supports monitoring 
in the processor. 


CPUID.(EAX=0FH, ECX=0H) Output: (EAX: Reserved; ECX: Reserved) 


31 2 


Cr | x 


EDX Reserved 


31 0 
Highest RMID Value of Any Resource Type (Zero-Based) 


EBX 


Figure 17-20. CPUID.(EAX=OFH, ECX=0H) Monitoring Resource Type Enumeration 


17.18.5 Feature-Specific Enumeration 


Each additional sub-leaf of CPUID.(EAX=OFH, ECX=ResID) enumerates the specific details for software to program 
Monitoring MSRs using the resource type associated with the given ResID. 


Note that in future Monitoring implementations the meanings of the returned registers may vary in other sub- 
leaves that are not yet defined. The registers will be specified and defined on a per-ResID basis. 


CPUID.(EAX=0FH, ECX=1H) Output: (EAX: Reserved) 


31 0 
EBX : ’ 
Upscaling Factor to Total Occupancy (Bytes) Upscaling Factor 
31 0 
EGX ; ; MaxRMID 
Highest RMID Value of This Resource Type (Zero-Based) x 


Figure 17-21. L3 Cache Monitoring Capability Enumeration Data (CPUID.(EAX=OFH, ECX=1H) ) 


For each supported Cache Monitoring resource type, hardware supports only a finite number of RMIDs. 
CPUID.(EAX=0FH, ECX=1H).ECX enumerates the highest RMID value that can be monitored with this resource 
type, see Figure 17-21. 

CPUID.(EAX=0FH, ECX=1H).EDX specifies a bit vector that is used to look up the EventID (See Figure 17-22 and 
Table 17-18) that software must program with IA32_QM_EVTSEL in order to retrieve event data. After software 
configures IA32_QMEVTSEL with the desired RMID and EventID, it can read the resulting data from IA32_QM_CTR. 
The raw numerical value reported from IA32_QM_CTR can be converted to the final value (occupancy in bytes or 
bandwidth in bytes per sampled time period) by multiplying the counter value by the value from CPUID.(EAX=0FH, 
ECX=1H).EBX, see Figure 17-21. 
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EventTypeBitMask 
31 3.21 0 


EDX Reserved | 


L3 Occupancy 
L3 Total BW 
L3 Local BW 


Figure 17-22. L3 Cache Monitoring Capability Enumeration Event Type Bit Vector (CPUID.(EAX=OFH, ECX=1H) ) 


17.18.5.1 Cache Monitoring Technology 


On processors for which Cache Monitoring Technology supports the L3 cache occupancy event, CPUID.(EAX=0FH, 
ECX=1H).EDX would return with only bit 0 set. The corresponding event ID can be looked up from Table 17-18. The 
L3 occupancy data accumulated in IA32_QM_CTR can be converted to total occupancy (in bytes) by multiplying 
with CPUID.(EAX=0FH, ECX=1H).EBX. 


Event codes for Cache Monitoring Technology are discussed in the next section. 


17.18.5.2 Memory Bandwidth Monitoring 


On processors that monitoring supports Memory Bandwidth Monitoring using ResID=1 (L3), two additional bits will 
be set in the vector at CPUID.(EAX=0FH, ECX=1H).EDX: 


¢ CPUID.(EAX=0FH, ECX=1H).EDX[bit 1]: indicates the L3 total external bandwidth monitoring event is 
supported if set. This event monitors the L3 total external bandwidth to the next level of the cache hierarchy, 
including all demand and prefetch misses from the L3 to the next hierarchy of the memory system. In most 
platforms, this represents memory bandwidth. 


¢ CPUID.(EAX=0FH, ECX=1H).EDX[bit 2]: indicates L3 local memory bandwidth monitoring event is supported if 
set. This event monitors the L3 external bandwidth satisfied by the local memory. In most platforms that 
support this event, L3 requests are likely serviced by a memory system with non-uniform memory archi- 
tecture. This allows bandwidth to off-package memory resources to be tracked by subtracting local from total 
bandwidth (for instance, bandwidth over QPI to a memory controller on another physical processor could be 
tracked by subtraction). 


The corresponding Event ID can be looked up from Table 17-18. The L3 bandwidth data accumulated in 
IA32_QM_CTR can be converted to total bandwidth (in bytes) using CPUID.(EAX=0FH, ECX=1H).EBX. 


Table 17-18. Monitoring Supported Event IDs 


Event Type Event ID Context 

L3 Cache Occupancy 01H Cache Monitoring Technology 
L3 Total External Bandwidth 02H MBM 

L3 Local External Bandwidth 03H MBM 

Reserved All other event codes N/A 


17.18.6 Monitoring Resource RMID Association 


After Monitoring and sub-features has been enumerated, software can begin using the monitoring features. The 
first step is to associate a given software thread (or multiple threads as part of an application, VM, group of appli- 
cations or other abstraction) with an RMID. 


Note that the process of associating an RMID with a given software thread is the same for all shared resource moni- 
toring features (CMT, MBM), and a given RMID number has the same meaning from the viewpoint of any logical 
processors in a package. Stated another way, a thread may be associated in a 1:1 mapping with an RMID, and that 
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RMID may allow cache occupancy, memory bandwidth information or other monitoring data to be read back later 
with monitoring event codes (retrieving data is discussed in a previous section). 


The association of an application thread with an RMID requires an OS to program the per-logical-processor MSR 
IA32_PQR_ASSOC at context swap time (updates may also be made at any other arbitrary points during program 
execution such as application phase changes). The IA32_PQR_ASSOC MSR specifies the active RMID that moni- 
toring hardware will use to tag internal operations, such as L3 cache requests. The layout of the MSR is shown in 
Figure 17-23. Software specifies the active RMID to monitor in the IA32_PQR_ASSOC.RMID field. The width of the 
RMID field can vary from one implementation to another, and is derived from Ceil (LOG> ( 1 + CPUID.(EAX=O0FH, 
ECX=0):EBX[31:0])). The value of IA32_PQR_ASSOC after power-on is 0. 


Width of IA32_PQR_ASSOC.RMID field: Logg ( CPUID.(EAX=0FH, ECX=0H).EBX[31:0] +1) 
63 32 31 10 9 0 
7 Reserved RMID 1A32_PQR_ASSOC 


Q 
Z 
@ 


*See Section 17.18 


Figure 17-23. |A32_PQR_ASSOC MSR 


In the initial implementation, the width of the RMID field is up to 10 bits wide, zero-referenced and fully encoded. 
However, software must use CPUID to query the maximum RMID supported by the processor. If a value larger than 
the maximum RMID is written to IA32_PQR_ASSOC.RMID, a #GP(0) fault will be generated. 


RMIDs have a global scope within the physical package- if an RMID is assigned to one logical processor then the 
same RMID can be used to read multiple thread attributes later (for example, L3 cache occupancy or external 
bandwidth from the L3 to the next level of the cache hierarchy). In a multiple LLC platform the RMIDs are to be 
reassigned by the OS or VMM scheduler when an application is migrated across LLCs. 


Note that in a situation where Monitoring supports multiple resource types, some upper range of RMIDs (e.g. RMID 
31) may only be supported by one resource type but not by another resource type. 


17.18.7 Monitoring Resource Selection and Reporting Infrastructure 


The reporting mechanism for Cache Monitoring Technology and other related features is architecturally exposed as 
an MSR pair that can be programmed and read to measure various metrics such as the L3 cache occupancy (CMT) 
and bandwidths (MBM) depending on the level of Monitoring support provided by the platform. Data is reported 
back on a per-RMID basis. These events do not trigger based on event counts or trigger APIC interrupts (e.g. no 
Performance Monitoring Interrupt occurs based on counts). Rather, they are used to sample counts explicitly. 


The MSR pair for the shared resource monitoring features (CMT, MBM) is separate from and not shared with archi- 
tectural Perfmon counters, meaning software can use these monitoring features simultaneously with the Perfmon 
counters. 


Access to the aggregated monitoring information is accomplished through the following programmable monitoring 
MSRs: 


¢ TA32_QM_EVTSEL: This MSR provides a role similar to the event select MSRs for programmable performance 
monitoring described in Chapter 18. The simplified layout of the MSR is shown in Figure 17-24. Bits 
IA32_QM_EVTSEL.EvtID (bits 7:0) specify an event code of a supported resource type for hardware to report 
monitored data associated with IA32_QM_EVTSEL.RMID (bits 41:32). Software can configure 
IA32_QM_EVTSEL.RMID with any RMID that is active within the physical processor. The width of 
IA32_QM_EVTSEL.RMID matches that of IA32_PQR_ASSOC.RMID. Supported event codes for the 
IA32_QM_EVTSEL register are shown in Table 17-18. Note that valid event codes may not necessarily map 
directly to the bit position used to enumerate support for the resource via CPUID. 


Software can program an RMID / Event ID pair into the IA32_QM_EVTSEL MSR bit field to select an RMID to 
read a particular counter for a given resource. The currently supported list of Monitoring Event IDs is discussed 
in Section 17.18.5, which covers feature-specific details. 
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Thread access to the IA32_QM_EVTSEL and IA32_QM_CTR MSR pair should be serialized (that is, treated as a 
critical section under lock) to avoid situations where one thread changes the RMID/EvtID just before another 
thread reads monitoring data from IA32_QM_CTR. 


¢ TA32_QM_CTR: This MSR reports monitored data when available. It contains three bit fields. If software 
configures an unsupported RMID or event type in IA32_QM_EVTSEL, then IA32_QM_CTR.Error (bit 63) will be 
set, indicating there is no valid data to report. If IA32_QM_CTR.Unavailable (bit 62) is set, it indicates 
monitored data for the RMID is not available, and IA32_QM_CTR.data (bits 61:0) should be ignored. Therefore, 
IA32_QM_CTR.data (bits 61:0) is valid only if bit 63 and 62 are both clear. For Cache Monitoring Technology, 
software can convert IA32_QM_CTR.data into cache occupancy or bandwidth metrics expressed in bytes by 
multiplying with the conversion factor from CPUID.(EAX=0FH, ECX=1H).EBX. 


63 4241 32 31 87 0 
Reserved | RMID Reserved EvtID 1A32_QM_EVTSEL 
63 61 0 
: | u Rasouiée MentioHna Hats 1A32_QM_CTR 


Figure 17-24. IA32_QM_EVTSEL and IA32_QM_CTR MSRs 


17.18.8 Monitoring Programming Considerations 


Figure 17-23 illustrates how system software can program IA32_QOSEVTSEL and IA32_QM_CTR to perform 
resource monitoring. 


System Software 
RMID Event ID Counter Data 
IA32_QOSEVTSEL MSR IA32_QM_ STR MSR 
63 At 32 7 0 63 62 0 
Reserved] RMID | Reserved | EvtID | | Monitoring Data 
— Event ID -— Availability 
'— Resource Monitoring ID —— Error 


Figure 17-25. Software Usage of Cache Monitoring Resources 


Though the field provided in IA32_QM_CTR allows for up to 62 bits of data to be returned, often a subset of bits are 
used. With Cache Monitoring Technology for instance, the number of bits used will be proportional to the base-two 
logarithm of the total cache size divided by the Upscaling Factor from CPUID. 


In Memory Bandwidth Monitoring the initial counter size is 24 bits, and retrieving the value at 1Hz or faster is suffi- 
cient to ensure at most one rollover per sampling period. Any future changes to counter width will be enumerated 
to software. 
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17.18.8.1 Monitoring Dynamic Configuration 


Both the IA32_QM_EVTSEL and IA32_PQR_ASSOC registers are accessible and modifiable at any time during 
execution using RDMSR/WRMSR unless otherwise noted. When writing to these MSRs a #GP(0) will be generated 
if any of the following conditions occur: 


¢ A reserved bit is modified, 
¢ An RMID exceeding the maxRMID is used. 


17.18.8.2 Monitoring Operation With Power Saving Features 


Note that some advanced power management features such as deep package C-states may shrink the L3 cache 
and cause CMT occupancy count to be reduced. MBM bandwidth counts may increase due to flushing cached data 
out of L3. 


17.18.8.3 Monitoring Operation with Other Operating Modes 


The states in IA32_PQR_ASSOC and monitoring counter are unmodified across an SMI delivery. Thus, the execu- 
tion of SMM handler code and SMM handler’s data can manifest as spurious contribution in the monitored data. 


It is possible for an SMM handler to minimize the impact on of spurious contribution in the QOS monitoring counters 
by reserving a dedicated RMID for monitoring the SMM handler. Such an SMM handler can save the previously 
configured QOS Monitoring state immediately upon entering SMM, and restoring the QOS monitoring state back to 
the prev-SMM RMID upon exit. 


17.18.8.4 Monitoring Operation with RAS Features 


In general the Reliability, Availability and Serviceability (RAS) features present in Intel Platforms are not expected 
to significantly affect shared resource monitoring counts. In cases where software RAS features cause memory 
copies or cache accesses these may be tracked and may influence the shared resource monitoring counter values. 


17.19 INTEL® RESOURCE DIRECTOR TECHNOLOGY (INTEL® RDT) ALLOCATION 
FEATURES 


The Intel Resource Director Technology (Intel RDT) feature set provides a set of allocation (resource control) capa- 
bilities including Cache Allocation Technology (CAT) and Code and Data Prioritization (CDP). The Intel Xeon 
processor E5 v4 family (and a subset of communication-focused processors in the Intel Xeon E5 v3 family) intro- 
duce capabilities to configure and make use of the Cache Allocation Technology (CAT) mechanisms on the L3 cache. 
Certain Intel Atom processors also provide support for control over the L2 cache, with capabilities as described 
below. The programming interface for Cache Allocation Technology and for the more general allocation capabilities 
are described in the rest of this chapter. The CAT and CDP capabilities, where architecturally supported, may be 
detected and enumerated in software using the CPUID instruction, as described in this chapter. 


The Intel Xeon Processor Scalable Family introduces the Memory Bandwidth Allocation (MBA) feature which 
provides indirect control over the memory bandwidth available to CPU cores, and is discussed later in this chapter. 


17.19.1 Introduction to Cache Allocation Technology (CAT) 


Cache Allocation Technology enables an Operating System (OS), Hypervisor /Virtual Machine Manager (VMM) or 
similar system service management agent to specify the amount of cache space into which an application can fill 
(as a hint to hardware - certain features such as power management may override CAT settings). Specialized user- 
level implementations with minimal OS support are also possible, though not necessarily recommended (see notes 
below for OS/Hypervisor with respect to ring 3 software and virtual guests). Depending on the processor family, L2 
or L3 cache allocation capability may be provided, and the technology is designed to scale across multiple cache 
levels and technology generations. 
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Software can determine which levels are supported in a given platform programmatically using CPUID as described 
in the following sections. 


The CAT mechanisms defined in this document provide the following key features: 


¢ Amechanism to enumerate platform Cache Allocation Technology capabilities and available resource types that 
provides CAT control capabilities. For implementations that support Cache Allocation Technology, CPUID 
provides enumeration support to query which levels of the cache hierarchy are supported and specific CAT 
capabilities, such as the max allocation bitmask size, 


¢ Amechanism for the OS or Hypervisor to configure the amount of a resource available to a particular Class of 
Service via a list of allocation bitmasks, 


¢ Mechanisms for the OS or Hypervisor to signal the Class of Service to which an application belongs, and 


¢ Hardware mechanisms to guide the LLC fill policy when an application has been designated to belong to a 
specific Class of Service. 


Note that for many usages, an OS or Hypervisor may not want to expose Cache Allocation Technology mechanisms 
to Ring3 software or virtualized guests. 


The Cache Allocation Technology feature enables more cache resources (i.e. cache space) to be made available for 
high priority applications based on guidance from the execution environment as shown in Figure 17-26. The archi- 
tecture also allows dynamic resource reassignment during runtime to further optimize the performance of the high 
priority application with minimal degradation to the low priority app. Additionally, resources can be rebalanced for 
system throughput benefit across uses cases of OSes, VMMs, containers and other scenarios by managing the 
CPUID and MSR interfaces. This section describes the hardware and software support required in the platform 
including what is required of the execution environment (i.e. OS/VMM) to support such resource control. Note that 
in Figure 17-26 the L3 Cache is shown as an example resource. 


Without CAT With CAT 


Hi Pri App Lo Pri App Hi Pri App Lo Pri App 


Shared LLC, Low priority got more cache Shared LLC, High priority got more cache 


Figure 17-26. Cache Allocation Technology Enables Allocation of More Resources to High Priority Applications 


17.19.2 Cache Allocation Technology Architecture 


The fundamental goal of Cache Allocation Technology is to enable resource allocation based on application priority 
or Class of Service (COS or CLOS). The processor exposes a set of Classes of Service into which applications (or 
individual threads) can be assigned. Cache allocation for the respective applications or threads is then restricted 
based on the class with which they are associated. Each Class of Service can be configured using capacity bitmasks 
(CBMs) which represent capacity and indicate the degree of overlap and isolation between classes. For each logical 
processor there is a register exposed (referred to here as the IA32_PQR_ASSOC MSR or PQR) to allow the OS/VMM 
to specify a COS when an application, thread or VM is scheduled. 


The usage of Classes of Service (COS) are consistent across resources and a COS may have multiple resource 
control attributes attached, which reduces software overhead at context swap time. Rather than adding new types 
of COS tags per resource for instance, the COS management overhead is constant. Cache allocation for the indi- 
cated application/thread/container/VM is then controlled automatically by the hardware based on the class and the 
bitmask associated with that class. Bitmasks are configured via the IA32_resourceType_MASK_n MSRs, where 
resourceType indicates a resource type (e.g. “L3” for the L3 cache) and “n” indicates a COS number. 


The basic ingredients of Cache Allocation Technology are as follows: 
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¢ An architecturally exposed mechanism using CPUID to indicate whether CAT is supported, and what resource 
types are available which can be controlled, 


° For each available resourceType, CPUID also enumerates the total number of Classes of Services and the length 
of the capacity bitmasks that can be used to enforce cache allocation to applications on the platform, 


¢ Anarchitecturally exposed mechanism to allow the execution environment (OS/VMM) to configure the behavior 
of different classes of service using the bitmasks available, 


¢ An architecturally exposed mechanism to allow the execution environment (OS/VMM) to assign a COS to an 
executing software thread (i.e. associating the active CR3 of a logical processor with the COS in 
IA32_PQR_ASSOC), 


¢ Implementation-dependent mechanisms to indicate which COS is associated with a memory access and to 
enforce the cache allocation on a per COS basis. 


A capacity bitmask (CBM) provides a hint to the hardware indicating the cache space an application should be 
limited to as well as providing an indication of overlap and isolation in the CAT-capable cache from other applica- 
tions contending for the cache. The bit length of the capacity mask available generally depends on the configuration 
of the cache and is specified in the enumeration process for CAT in CPUID (this may vary between models in a 
processor family as well). Similarly, other parameters such as the number of supported COS may vary for each 
resource type, and these details can be enumerated via CPUID. 


M7 M6 M5 M4 M3 M2 M1 MO 
coso A A A A A A A A Default Bitmask 
cos1| A A A A A A A A 
cos2| A A A A A A A A 
cos3| A A A A A A A A 
M7 M6 M5 M4 M3 M2 M1 MO 
coso A A A A A Overlapped Bitmask 
cos1 i 
cos2 B B 
cos3 A 
M7 M6 M5 M4 M3 M2 M1 MO 
coso A A A A Isolated Bitmask 
cos1 A A 
cos2 A 
cos3 A 


Figure 17-27. Examples of Cache Capacity Bitmasks 


Sample cache capacity bitmasks for a bit length of 8 are shown in Figure 17-27. Please note that all (and only) 
contiguous '1' combinations are allowed (e.g. FFFFH, OFFOH, 003CH, etc.). Attempts to program a value without 
contiguous '1's (including zero) will result in a general protection fault (#GP(0)). It is generally expected that in 
way-based implementations, one capacity mask bit corresponds to some number of ways in cache, but the specific 
mapping is implementation-dependent. In all cases, a mask bit set to '1' specifies that a particular Class of Service 
can allocate into the cache subset represented by that bit. A value of '0' in a mask bit specifies that a Class of 
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Service cannot allocate into the given cache subset. In general, allocating more cache to a given application is 
usually beneficial to its performance. 


Figure 17-27 also shows three examples of sets of Cache Capacity Bitmasks. For simplicity these are represented 
as 8-bit vectors, though this may vary depending on the implementation and how the mask is mapped to the avail- 
able cache capacity. The first example shows the default case where all 4 Classes of Service (the total number of 
COS are implementation-dependent) have full access to the cache. The second case shows an overlapped case, 
which would allow some lower-priority threads share cache space with the highest priority threads. The third case 
shows various non-overlapped partitioning schemes. As a matter of software policy for extensibility COSO should 
typically be considered and configured as the highest priority COS, followed by COS1, and so on, though there is 
no hardware restriction enforcing this mapping. When the system boots all threads are initialized to COSO, which 
has full access to the cache by default. 


Though the representation of the CBMs looks similar to a way-based mapping they are independent of any specific 
enforcement implementation (e.g. way partitioning.) Rather, this is a convenient manner to represent capacity, 
overlap and isolation of cache space. For example, executing a POPCNT instruction (population count of set bits) on 
the capacity bitmask can provide the fraction of cache space that a class of service can allocate into. In addition to 
the fraction, the exact location of the bits also shows whether the class of service overlaps with other classes of 
service or is entirely isolated in terms of cache space used. 


Enum/Confg Association Enforcement 
Enumerate OS Context Application 
Enforcement Switch Memory Request 


Configure CBM for Set Class of Service Tag with Cache 
each Class of Service in IA32_PQR Class of Service 


Gos =D 
|[-scos= 9]; Transaction 
Cache Subsystem 


Cache Allocation 


Capacity bitmask 3 
Cos 1 Capacity bitmask 3 
COS 2 Capacity bitmask 3 


Enforce Mask 


Capacity bitmask 3 


Figure 17-28. Class of Service and Cache Capacity Bitmasks 


Figure 17-28 shows how the Cache Capacity Bitmasks and the per-logical-processor Class of Service are logically 
used to enable Cache Allocation Technology. All (and only) contiguous 1's in the CBM are permitted. The length of 
a CBM may vary from resource to resource or between processor generations and can be enumerated using CPUID. 
From the available mask set and based on the goals of the OS/VMM (shared or isolated cache, etc.) bitmasks are 
selected and associated with different classes of service. For the available Classes of Service the associated CBMs 
can be programmed via the global set of CAT configuration registers (in the case of L3 CAT, via the 
IA32_L3_MASK_n MSRs, where “n” is the Class of Service, starting from zero). In all architectural implementations 
supporting CPUID it is possible to change the CBMs dynamically, during program execution, unless stated other- 
wise by Intel. 


The currently running application's Class of Service is communicated to the hardware through the per-logical- 
processor PQR MSR (IA32_PQR_ASSOC MSR). When the OS schedules an application thread on a logical processor, 
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the application thread is associated with a specific COS (i.e. the corresponding COS in the PQR) and all requests to 
the CAT-capable resource from that logical processor are tagged with that COS (in other words, the application 
thread is configured to belong to a specific COS). The cache subsystem uses this tagged request information to 
enforce QoS. The capacity bitmask may be mapped into a way bitmask (or a similar enforcement entity based on 
the implementation) at the cache before it is applied to the allocation policy. For example, the capacity bitmask can 
be an 8-bit mask and the enforcement may be accomplished using a 16-way bitmask for a cache enforcement 
implementation based on way partitioning. 


The following sections describe extensions of CAT such as Code and Data Prioritization (CDP), followed by details 
on specific features such as L3 CAT, L3 CDP, L2 CAT, and L2 CDP. Depending on the specific processor a mix of 
features may be supported, and CPUID provides enumeration capabilities to enable software to dynamically detect 
the set of supported features. 


17.19.3 Code and Data Prioritization (CDP) Technology 


Code and Data Prioritization Technology is an extension of CAT. CDP enables isolation and separate prioritization of 
code and data fetches to the L2 or L3 cache in a software configurable manner, depending on hardware support, 
which can enable workload prioritization and tuning of cache capacity to the characteristics of the workload. CDP 
extends Cache Allocation Technology (CAT) by providing separate code and data masks per Class of Service (COS). 
Support for the L2 CDP feature and the L3 CDP features are separately enumerated (via CPUID) and separately 
controlled (via remapping the L2 CAT MSRs or L3 CAT MSRs respectively). Section 17.19.6.3 and Section 17.19.7 
provide details on enumerating, controlling and enabling L3 and L2 CDP respectively, while this section provides a 
general overview. 


The L3 CDP feature was first introduced on the Intel Xeon E5 v4 family of server processors, as an extension to L3 
CAT. The L2 CDP feature is first introduced on future Intel Atom family processors, as an extension to L2 CAT. 


By default, CDP is disabled on the processor. If the CAT MSRs are used without enabling CDP, the processor oper- 
ates in a traditional CAT-only mode. When CDP is enabled, 


¢ the CAT mask MSRs are re-mapped into interleaved pairs of mask MSRs for data or code fetches (see 
Figure 17-29), 


¢ the range of COS for CAT is re-indexed, with the lower-half of the COS range available for CDP. 


Using the CDP feature, virtual isolation between code and data can be configured on the L2 or L3 cache if desired, 
similar to how some processor cache levels provide separate L1 data and L1 instruction caches. 


Like the CAT feature, CDP may be dynamically configured by privileged software at any point during normal system 
operation, including dynamically enabling or disabling the feature provided that certain software configuration 
requirements are met (see Section 17.19.5). 


An example of the operating mode of CDP is shown in Figure 17-29. Shown at the top are traditional CAT usage 
models where capacity masks map 1:1 with a COS number to enable control over the cache space which a given 
COS (and thus applications, threads or VMs) may occupy. Shown at the bottom are example mask configurations 
where CDP is enabled, and each COS number maps 1:2 to two masks, one for code and one for data. This enables 
code and data to be either overlapped or isolated to varying degrees either globally or on a per-COS basis, 
depending on application and system needs. 
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Example of CAT-Only Usage - 16 bit Capacity Masks 
coso| 1 1 1 1 0;0;0;0;};0;}]0;]0}]0;,0;,0) 04 0 
cos1| O 0 0 0 1 1 1 1 0 0 0 0 0 0 0 0 Traditional 
cos2;/0/;0;0;0;0;0/); 07 0 1 1 0;0;0/;] 0}; 0] 0 | CAT 
cos3; 0;0;0);0;0;0; 07 0 1 1 1 1 1 1 1 1 
Example of Code/Data Prioritization Usage - 16 bit Capacity Masks 
COSO.Data 1 1 1 1 0;0;0;0;0;0;],0;],0}]0;,0},0 1} 0 
coso.code | 9 | 9 | 9 | 9 | ! 0};90};90},0 ;,90 ,90 , 9} 9 | 9 | O | caTwith 
cosi.Data | 9 | 9/9} 90] 0) 0 1/71 {/0]0]0 10] 0 |coP 
cosi.code | 9/09} 9/0)/0)/0;0/;/0)0)1/1)1)0;0/0)] 0 
OthercOS.Data} 9 | 09}; 0} 0} 0; 0}0) 01) 0 0 | 0 1 1 1 1 
Other COS.Code} 0 | 0} 0} 0;}0/;]0/;]0/;]0/; 0 0 | 0 1 1 1 1 


Figure 17-29. Code and Data Capacity Bitmasks of CDP 


When CDP is enabled, the existing mask space for CAT-only operation is split. As an example if the system supports 
16 CAT-only COS, when CDP is enabled the same MSR interfaces are used, however half of the masks correspond 
to code, half correspond to data, and the effective numberaof COS is reduced by half. Code/Data masks are defined 
per-COS and interleaved in the MSR space as described in subsequent sections. 


In cases where CPUID exposes a non-even number of supported Classes of Service for the CAT or CDP features, 
software using CDP should use the lower matched pairs of code/data masks, and any upper unpaired masks should 
not be used. As an example, if CPUID exposes 5 CLOS, when CDP is enabled then two code/data pairs are available 
(masks 0/1 for CLOS[0] data/code and masks 2/3 for CLOS[1] data/code), however the upper un-paired mask 
should not be used (mask 4 in this case) or undefined behavior may result. 


17.19.4 Enabling Cache Allocation Technology Usage Flow 


Figure 17-30 illustrates the key steps for OS/VMM to detect support of Cache Allocation Technology and enable 
priority-based resource allocation for a CAT-capable resource. 
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On OS/VMM Initialization Cache Allocation Configuration On Context Switch 
CQE Capability Configure CBM Set COS for scheduled 
Enumeration per COS thread context 

CPUID[ WRMSR WRMSR 
CPUID.(7,0):EBX.15 1A32_L3_QOS_MASK_0 
CPUID.(10H,0):EBX[31:1] _ 1A32_PQR_ASSOC 
CPUID.(10H, 1):EAX[4:0] 
CPUID.(10H, 1):EDX[15:0] 1A32_L3_QOS_MASK_n 
CPUID.(10H, 1):EBX[ 


Figure 17-30. Cache Allocation Technology Usage Flow 


Enumeration and configuration of L2 CAT is similar to L3 CAT, however CPUID details and MSR addresses differ. 
Common CLOS are used across the features. 


17.19.4.1 Enumeration and Detection Support of Cache Allocation Technology 


Software can query processor support of CAT capabilities by executing CPUID instruction with EAX = 07H, ECX = 
OH as input. If CPUID.(EAX=07H, ECX=0):EBX.PQE[bit 15] reports 1, the processor supports software control over 
shared processor resources. Software must use CPUID leaf 10H to enumerate additional details of available 
resource types, classes of services and capability bitmasks. The programming interfaces provided by Cache Alloca- 
tion Technology include: 


CPUID leaf function 10H (Cache Allocation Technology Enumeration leaf) and its sub-functions provide 
information on available resource types, and CAT capability for each resource type (see Section 17.19.4.2). 


IA32_L3_MASK_n: A range of MSRs is provided for each resource type, each MSR within that range specifying 
a software-configured capacity bitmask for each class of service. For L3 with Cache Allocation support, the CBM 
is specified using one of the IA32_L3_QOS_MASK_n MSR, where 'n' corresponds to a number within the 
supported range of COS, i.e. the range between 0 and CPUID.(EAX=10H, ECX=ResID):EDX[15:0], inclusive. 
See Section 17.19.4.3 for details. 


IA32_L2_MASK_n: A range of MSRs is provided for L2 Cache Allocation Technology, enabling software control 
over the amount of L2 cache available for each CLOS. Similar to L3 CAT, a CBM is specified for each CLOS using 
the set of registers, IA32_L2_QOS_MASK_n MSR, where 'n' ranges from zero to the maximum CLOS number 
reported for L2 CAT in CPUID. See Section 17.19.4.3 for details. 


The L2 mask MSRs are scoped at the same level as the L2 cache (similarly, the L3 mask MSRs are scoped at the 
same level as the L3 cache). Software may determine which logical processors share an MSR (for instance local 
to a core, or shared across multiple cores) by performing a write to one of these MSRs and noting which logical 
threads observe the change. Example flows for a similar method to determine register scope are described in 
Section 15.5.2, “System Software Recommendation for Managing CMCI and Machine Check Resources”. 
Software may also use CPUID leaf 4 to determine the maximum number of logical processor IDs that may share 
a given level of the cache. 


IA32_PQR_ASSOC.CLOS: The IA32_PQR_ASSOC MSR provides a COS field that OS/VMM can use to assign a 
logical processor to an available COS. The set of COS are common across all allocation features, meaning that 
multiple features may be supported in the same processor without additional software COS management 
overhead at context swap time. See Section 17.19.4.4 for details. 


17.19.4.2 Cache Allocation Technology: Resource Type and Capability Enumeration 


CPUID leaf function 10H (Cache Allocation Technology Enumeration leaf) provides two or more sub-functions: 


CAT Enumeration leaf sub-function 0 enumerates available resource types that support allocation control, i.e. 
by executing CPUID with EAX=10H and ECX=OH. Each supported resource type is represented by a bit field in 
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CPUID.(EAX=10H, ECX=0):EBX[31:1]. The bit position of each set bit corresponds to a Resource ID (ResID), 
for instance ResID=1 is used to indicate L3 CAT support, and ResID=2 indicates L2 CAT support. The ResID is 
also the sub-leaf index that software must use to query details of the CAT capability of that resource type (see 
Figure 17-31). 


CPUID.(EAX=10H, ECX=0) Output: (EAX: Reserved; ECX: Reserved; EDX: Reserved) 


31 4 3 2 1 0 
alia (ae lf 
EBX Reserved BN ey cog 
A 


Figure 17-31. CPUID.(EAX=10H, ECX=OH) Available Resource Type Identification 


— For ECX>0, EAX[4:0] reports the length of the capacity bitmask length (ECX=1 or 2 for L2 CAT or L3 CAT 
respectively) using minus-one notation, e.g., a value of 15 corresponds to the capacity bitmask having 
length of 16 bits. Bits 31:5 of EAX are reserved. 


Sub-functions of CPUID.EAX=10H with a non-zero ECX input matching a supported ResID enumerate the 
specific enforcement details of the corresponding ResID. The capabilities enumerated include the length of the 
capacity bitmasks and the number of Classes of Service for a given ResID. Software should query the capability 
of each available ResID that supports CAT from a sub-leaf of leaf 10H using the sub-leaf index reported by the 
corresponding non-zero bit in CPUID.(EAX=10H, ECX=0):EBX[31:1] in order to obtain additional feature 
details. 


CAT capability for L3 is enumerated by CPUID.(EAX=10H, ECX=1H), see Figure 17-32. The specific CAT 
capabilities reported by CPUID.(EAX=10H, ECX=1) are: 


CPUID.(EAX=10H, ECX=ResID=1) Output: 

31 5 4 0 
EAX Reserved CBM_LEN 

31 0 
EBX . : . as 

Bitmask of Shareable Resource with Other executing entities 

31 2 1 +0 

aie Reserved 
CDP 

31 1615 0 

EDX Reserved COS_MAX 


Figure 17-32. L3 Cache Allocation Technology and CDP Enumeration 


— CPUID.(EAX=10H, ECX=ResID=1):EAX[4:0] reports the length of the capacity bitmask length using 
minus-one notation, i.e. a value of 15 corresponds to the capability bitmask having length of 16 bits. Bits 
31:5 of EAX are reserved. 


— CPUID.(EAX=10H, ECX=1):EBX[31:0] reports a bit mask. Each set bit within the length of the CBM 
indicates the corresponding unit of the L3 allocation may be used by other entities in the platform (e.g. an 
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integrated graphics engine or hardware units outside the processor core and have direct access to L3). Each 
cleared bit within the length of the CBM indicates the corresponding allocation unit can be configured to 
implement a priority-based allocation scheme chosen by an OS/VMM without interference with other 
hardware agents in the system. Bits outside the length of the CBM are reserved. 


— CPUID.(EAX=10H, ECX=1):ECX.CDP[bit 2]: If 1, indicates L3 Code and Data Prioritization Technology is 
supported (see Section 17.19.5). Other bits of CPUID.(EAX=10H, ECX=1):ECX are reserved. 


— CPUID.(EAX=10H, ECX=1):EDX[15:0] reports the maximum COS supported for the resource (COS are 
zero-referenced, meaning a reported value of '15' would indicate 16 total supported COS). Bits 31:16 are 
reserved. 


* CAT capability for L2 is enumerated by CPUID.(EAX=10H, ECX=2H), see Figure 17-33. The specific CAT 
capabilities reported by CPUID.(EAX=10H, ECX=2) are: 


CPUID.(EAX=10H, ECX=ResID=2) Output: 


31 5 4 0 
EAX Reserved CBM_LEN 
31 0 
EBX : ' ; 7 
Bitmask of Shareable Resource with Other executing entities 
31 21 0 
ECX 
Reserved 
CDP 
31 1615 0 
EDX Reseed COS_MAX 


Figure 17-33. L2 Cache Allocation Technology 


— CPUID.(EAX=10H, ECX=ResID=2):EAX[4:0] reports the length of the capacity bitmask length using 
minus-one notation, i.e. a value of 15 corresponds to the capability bitmask having length of 16 bits. Bits 
31:5 of EAX are reserved. 


— CPUID.(EAX=10H, ECX=2):EBX[31:0] reports a bit mask. Each set bit within the length of the CBM 
indicates the corresponding unit of the L2 allocation may be used by other entities in the platform. Each 
cleared bit within the length of the CBM indicates the corresponding allocation unit can be configured to 
implement a priority-based allocation scheme chosen by an OS/VMM without interference with other 
hardware agents in the system. Bits outside the length of the CBM are reserved. 


— CPUID.(EAX=10H, ECX=2):ECX.CDP[bit 2]: If 1, indicates L2 Code and Data Prioritization Technology is 
supported (see Section 17.19.6). Other bits of CPUID.(EAX=10H, ECX=2):ECX are reserved. 


— CPUID.(EAX=10H, ECX=2):EDX[15:0] reports the maximum COS supported for the resource (COS are 
zero-referenced, meaning a reported value of '15' would indicate 16 total supported COS). Bits 31:16 are 
reserved. 


A note on migration of Classes of Service (COS): Software should minimize migrations of COS across logical 
processors (across threads or cores), as a reduction in the performance of the Cache Allocation Technology feature 
may result if COS are migrated frequently. This is aligned with the industry-standard practice of minimizing unnec- 
essary thread migrations across processor cores in order to avoid excessive time spent warming up processor 
caches after a migration. In general, for best performance, minimize thread migration and COS migration across 
processor logical threads and processor cores. 
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17.19.4.3 Cache Allocation Technology: Cache Mask Configuration 


After determining the length of the capacity bitmasks (CBM) and number of COS supported using CPUID (see 
Section 17.19.4.2), each COS needs to be programmed with a CBM to dictate its available cache via a write to the 
corresponding IA32_resourceType_MASK_n register, where 'n' corresponds to a number within the supported 
range of COS, i.e. the range between 0 and CPUID.(EAX=10H, ECX=ResID):EDX[15:0], inclusive, and 
‘resourcelype' corresponds to a specific resource as enumerated by the set bits of CPUID.(EAX=10H, 
ECX=0):EAX[31:1], for instance, ‘L2’ or ‘L3’ cache. 


A hierarchy of MSRs is reserved for Cache Allocation Technology registers of the form 
IA32_resourceType_MASK_n: 


¢ From OC9OH through OD8FH (inclusive), providing support for multiple sub-ranges to support varying resource 
types. The first supported resourceType is 'L3', corresponding to the L3 cache in a platform. The MSRs range 
from OC9OH through ODOFH (inclusive), enables support for up to 128 L3 CAT Classes of Service. 


63 31 10 9 0 
COs Reserved | RMID IA32_PQR_ASSOC 
63 32 31 0 
Reserved Bit_ Mask 1A32_L3_ MASK_0 
63 32 31 0 
Reserved | Bit_Mask 1A32_L3_ MASK_n 


Figure 17-34. IA32_PQR_ASSOC, IA32_L3_MASK_n MSRs 


¢ Within the same CAT range hierarchy, another set of registers is defined for resourceType 'L2', corresponding 
to the L2 cache in a platform, and MSRs IA32_L2_MASK_n are defined for n=[0,63] at addresses OD10H 
through OD4FH (inclusive). 


Figure 17-34 and Figure 17-35 provide an overview of the relevant registers. 


63 32 31 0 


Reserved Bit_Mask IA32_L2_MASK_0 


63 “a 32 31 0 


Bit_Mask 1A32_L2_MASK_n 


Reserved | 


Figure 17-35. IA32_L2_MASK_n MSRs 


All CAT configuration registers can be accessed using the standard RDMSR / WRMSR instructions. 


Note that once L3 or L2 CAT masks are configured, threads can be grouped into Classes of Service (COS) using the 
IA32_PQR_ASSOC MSR as described in Chapter 17, “Class of Service to Cache Mask Association: Common Across 
Allocation Features”. 


17.19.4.4 Class of Service to Cache Mask Association: Common Across Allocation Features 


After configuring the available classes of service with the preferred set of capacity bitmasks, the OS/VMM can set 
the IA32_PQR_ASSOC.COS of a logical processor to the class of service with the desired CBM when a thread 
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context switch occurs. This allows the OS/VMM to indicate which class of service an executing thread/VM belongs 
within. Each logical processor contains an instance of the IA32_PQR_ASSOC register at MSR location OC8FH, and 
Figure 17-34 shows the bit field layout for this register. Bits[63:32] contain the COS field for each logical processor. 


Note that placing the RMID field within the same PQR register enables both RMID and CLOS to be swapped at 
context swap time for simultaneous use of monitoring and allocation features with a single register write for effi- 
ciency. 


When CDP is enabled, Specifying a COS value in IA32_PQR_ASSOC.COS greater than MAX_COS_CDP =( 
CPUID.(EAX=10H, ECX=1):EDX[15:0] >> 1) will cause undefined performance impact to code and data fetches. 
In all cases, code and data masks for L2 and L3 CDP should be programmed with at least one bit set. 


Note that if the IA32_PQR_ASSOC.COS is never written then the CAT capability defaults to using COS 0, which in 
turn is set to the default mask in IA32_L3_MASK_0O - which is all “1"s (on reset). This essentially disables the 
enforcement feature by default or for legacy operating systems and software. 


See Section 17.19.7, “Introduction to Memory Bandwidth Allocation” for important COS programming consider- 
ations including maximum values when using CAT and CDP. 


17.19.5 Code and Data Prioritization (CDP): Enumerating and Enabling L3 CDP Technology 


L3 CDP is an extension of L3 CAT. The presence of the L3 CDP feature is enumerated via CPUID.(EAX=10H, 
ECX=1):ECX.CDP[bit 2] (see Figure 17-32). Most of the CPUID.(EAX=10H, ECX=1) sub-leaf data that applies to 
CAT also apply to CDP. However, CPUID.(EAX=10H, ECX=1):EDX.COS_MAX_CAT specifies the maximum COS 
applicable to CAT-only operation. For CDP operations, COS_MAX_CDP is equal to (CPUID.(EAX=10H, 
ECX=1):EDX.COS_MAX_CAT >>1). 


If CPUID.(EAX=10H, ECX=1):ECX.CDP[bit 2] =1, the processor supports CDP and provides a new MSR 
IA32_L3_QOS_CFG at address 0C81H. The layout of IA32_L3_QOS_CFG is shown in Figure 17-36. The bit field 
definition of IA32_L3_QOS_CFG are: 


¢ Bit 0: L3 CDP Enable. If set, enables CDP, maps CAT mask MSRs into pairs of Data Mask and Code Mask MSRs. 
The maximum allowed value to write into IA32_PQR_ASSOC.COS is COS_MAX_CDP. 


¢ Bits 63:1: Reserved. Attempts to write to reserved bits result in a #GP(0O). 


IA32_L3_QOS_CFG 
63 321 0 


Reserved 


L_ L3 CDP Enable 


Figure 17-36. Layout of IA32_L3_QOS_CFG 


IA32_L3_QOS_CFG default values are all Os at RESET, the mask MSRs are all 1s. Hence, all logical processors are 
initialized in COSO allocated with the entire L3 with CDP disabled, until software programs CAT and CDP. The scope 
of the IA32_L3_QOS_CFG MSR is defined to be the same scope as the L3 cache (e.g., typically per processor 
socket). Refer to Section 17.19.7 for software considerations while enabling or disabling L3 CDP. 


17.19.5.1 Mapping Between L3 CDP Masks and CAT Masks 


When CDP is enabled, the existing CAT mask MSR space is re-mapped to provide a code mask and a data mask per 
COS. The re-mapping is shown in Table 17-19. 
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Table 17-19. Re-indexing of COS Numbers and Mapping to CAT/CDP Mask MSRs 


Mask MSR CAT-only Operation CDP Operation 
IA32_L3_QOS_Mask_0 COSsO COSO.Data 
IA32_L3_QOS_Mask_1 cosi COS0.Code 
IA32_L3_QOS_Mask_2 COS2 COS1.Data 
IA32_L3_QOS_Mask_3 COS3 COS1.Code 
IA32_L3_QOS_Mask_4 COS4 COS2.Data 
IA32_L3_QOS_Mask_5 Coss COS2.Code 
IA32_L3_QOS_Mask_’2n’ COS’2n’ COS'n’.Data 
IA32_L3_QOS_Mask_’2n+1’ COS’2n+1’ COS’n’.Code 


One can derive the MSR address for the data mask or code mask for a given COS number ‘n’ by: 
¢ data_mask_address (n) = base + (n <<1), where base is the address of IA32_L3_QOS_MASK_0O. 
® code_mask_address (n) = base + (n <<1) +1. 


When CDP is enabled, each COS is mapped 1:2 with mask MSRs, with one mask enabling programmatic control 
over data fill location and one mask enabling control over code placement. A variety of overlapped and isolated 
mask configurations are possible (see the example in Figure 17-29). 


Mask MSR field definitions remain the same. Capacity masks must be formed of contiguous set bits, with a length 
of 1 bit or longer and should not exceed the maximum mask length specified in CPUID. As examples, valid masks 
on a cache with max bitmask length of 16b (from CPUID) include OxFFFF, OxFFOO, OxOOFF, OxOOFO, 0x0001, 
0x0003 and so on. Maximum valid mask lengths are unchanged whether CDP is enabled or disabled, and writes of 
invalid mask values may lead to undefined behavior. Writes to reserved bits will generate #GP(0). 


17.19.6 Code and Data Prioritization (CDP): Enumerating and Enabling L2 CDP Technology 


L2 CDP is an extension of the L2 CAT feature. The presence of the L2 CDP feature is enumerated via 
CPUID.(EAX=10H, ECX=2):ECX.CDP[bit 2] (see Figure 17-33). Most of the CPUID.(EAX=10H, ECX=2) sub-leaf 
data that applies to CAT also apply to CDP. However, CPUID.(EAX=10H, ECX=2):EDX.COS_MAX_CAT specifies the 
maximum COS applicable to CAT-only operation. For CDP operations, COS_MAX_CDP is equal to 
(CPUID.(EAX=10H, ECX=2):EDX.COS_MAX_CAT >>1). 


If CPUID.(EAX=10H, ECX=2):ECX.CDP[bit 2] =1, the processor supports L2 CDP and provides a new MSR 
IA32_L2_QOS_CFG at address 0C82H. The layout of IA32_L2_QOS_CFG is shown in Figure 17-37. The bit field 
definition of IA32_L2_QOS_CFG are: 


¢ Bit 0: L2 CDP Enable. If set, enables CDP, maps CAT mask MSRs into pairs of Data Mask and Code Mask MSRs. 
The maximum allowed value to write into IA32_PQR_ASSOC.COS is COS_MAX_CDP. 


° Bits 63:1: Reserved. Attempts to write to reserved bits result ina #GP(0). 


IA32_L2_QOS_CFG 
63 3.21.0 


Reserved 


L_ L2 CDP Enable 


Figure 17-37. Layout of IA32_L2_QOS_CFG 
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IA32_L2_QOS_CFG default values are all Os at RESET, and the mask MSRs are all 1s. Hence all logical processors 
are initialized in COSO allocated with the entire L2 available and with CDP disabled, until software programs CAT 
and CDP. The IA32_L2_QOS_CFG MSR is defined at the same scope as the L2 cache, typically at the module level 
for Intel Atom processors for instance. In processors with multiple modules present it is recommended to program 
the IA32_L2_QOS_CFG MSR consistently across all modules for simplicity. 


17.19.6.1 Mapping Between L2 CDP Masks and L2 CAT Masks 


When CDP is enabled, the existing CAT mask MSR space is re-mapped to provide a code mask and a data mask per 
COS. This remapping is the same as the remapping shown in Table 17-19 for L3 CDP, but for the L2 MSR block 
(IA32_L2_QOS_MASK_n) instead of the L3 MSR block (IA32_L3_QOS_MASK_n). The same code / data mask 
mapping algorithm applies to remapping the MSR block between code and data masks. 


As with L3 CDP, when L2 CDP is enabled, each COS is mapped 1:2 with mask MSRs, with one mask enabling 
programmatic control over data fill location and one mask enabling control over code placement. A variety of over- 
lapped and isolated mask configurations are possible (see the example in Figure 17-29). 


Mask MSR field definitions for L2 CDP remain the same as for L2 CAT. Capacity masks must be formed of contiguous 
set bits, with a length of 1 bit or longer and should not exceed the maximum mask length specified in CPUID. As 
examples, valid masks on a cache with max bitmask length of 16b (from CPUID) include OxFFFF, OxFFOO, OxOOFF, 
Ox0O0FO, 0x0001, 0x0003 and so on. Maximum valid mask lengths are unchanged whether CDP is enabled or 
disabled, and writes of invalid mask values may lead to undefined behavior. Writes to reserved bits will generate 
#GP(0). 


17.19.6.2 Common L2 and L3 CDP Programming Considerations 


Before enabling or disabling L2 or L3 CDP, software should write all 1's to all of the corresponding CAT/CDP masks 
to ensure proper behavior (e.g., the IA32_L3_QOS_Mask_n set of MSRs for the L3 CAT feature). When enabling 
CDP, software should also ensure that only COS number which are valid in CDP operation is used, otherwise unde- 
fined behavior may result. For instance in a case with 16 CAT COS, since COS are reduced by half when CDP is 
enabled, software should ensure that only COS 0-7 are in use before enabling CDP (along with writing 1's to all 
mask bits before enabling or disabling CDP). 


Software should also account for the fact that mask interpretations change when CDP is enabled or disabled, 
meaning for instance that a CAT mask for a given COS may become a code mask for a different Class of Service 
when CDP is enabled. In order to simplify this behavior and prevent unintended remapping software should 
consider resetting all threads to COS[0] before enabling or disabling CDP. 


17.19.6.3 Cache Allocation Technology Dynamic Configuration 


All Resource Director Technology (RDT) interfaces including the IA32_PQR_ASSOC MSR, CAT/CDP masks, MBA 
delay values and CQM/MBM registers are accessible and modifiable at any time during execution using 
RDMSR/WRMSR unless otherwise noted. When writing to these MSRs a #GP(0) will be generated if any of the 
following conditions occur: 


e Areserved bit is modified, 


e Accessing a QOS mask register outside the supported COS (the max COS number is specified in 
CPUID.(EAX=10H, ECX=ResID):EDX[15:0]), or 


¢ Writing a COS greater than the supported maximum (specified as the maximum value of CPUID.(EAX=10H, 
ECX=ResID):EDX[15:0] for all valid ResID values) is written to the IA32_PQR_ASSOC.CLOS field. 


When CDP is enabled, specifying a COS value in IA32_PQR_ASSOC.COS outside of the lower half of the COS space 
will cause undefined performance impact to code and data fetches due to MSR space re-indexing into code/data 
masks when CDP is enabled. 


When reading the IA32_PQR_ASSOC register the currently programmed COS on the core will be returned. 
When reading an IA32_resourceType_MASK_n register the current capacity bit mask for COS 'n' will be returned. 


As noted previously, software should minimize migrations of COS across logical processors (across threads or 
cores), aS a reduction in the accuracy of the Cache Allocation feature may result if COS are migrated frequently. 
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This is aligned with the industry standard practice of minimizing unnecessary thread migrations across processor 
cores in order to avoid excessive time spent warming up processor caches after a migration. In general, for best 
performance, minimize thread migration and COS migration across processor logical threads and processor cores. 


17.19.6.4 Cache Allocation Technology Operation With Power Saving Features 


Note that the Cache Allocation Technology feature cannot be used to enforce cache coherency, and that some 
advanced power management features such as C-states which may shrink or power off various caches within the 
system may interfere with CAT hints - in such cases the CAT bitmasks are ignored and the other features take 
precedence. If the highest possible level of CAT differentiation or determinism is required, disable any power- 
saving features which shrink the caches or power off caches. The details of the power management interfaces are 
typically implementation-specific, but can be found at Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3C. 


If software requires differentiation between threads but not absolute determinism then in many cases it is possible 
to leave power-saving cache shrink features enabled, which can provide substantial power savings and increase 
battery life in mobile platforms. In such cases when the caches are powered off (e.g., package C-states) the entire 
cache of a portion thereof may be powered off. Upon resuming an active state any new incoming data to the cache 
will be filled subject to the cache capacity bitmasks. Any data in the cache prior to the cache shrink or power off 
may have been flushed to memory during the process of entering the idle state, however, and is not guaranteed to 
remain in the cache. If differentiation between threads is the goal of system software then this model allows 
substantial power savings while continuing to deliver performance differentiation. If system software needs 
optimal determinism then power saving modes which flush portions of the caches and power them off should be 
disabled. 


NOTE 


IA32_PQR_ASSOC is saved and restored across C6 entry/exit. Similarly, the mask register contents 
are saved across package C-state entry/exit and are not lost. 


17.19.6.5 Cache Allocation Technology Operation with Other Operating Modes 


The states in IA32_PQR_ASSOC and mask registers are unmodified across an SMI delivery. Thus, the execution of 
SMM handler code can interact with the Cache Allocation Technology resource and manifest some degree of non- 
determinism to the non-SMM software stack. An SMM handler may also perform certain system-level or power 
management practices that affect CAT operation. 


It is possible for an SMM handler to minimize the impact on data determinism in the cache by reserving a COS with 
a dedicated partition in the cache. Such an SMM handler can switch to the dedicated COS immediately upon 
entering SMM, and switching back to the previously running COS upon exit. 


17.19.6.6 Associating Threads with CAT/CDP Classes of Service 


Threads are associated with Classes of Service (CLOS) via the per-logical-processor IA32_PQR_ASSOC MSR. The 
same COS concept applies to both CAT and CDP (for instance, COS[5] means the same thing whether CAT or CDP 
is in use, and the COS has associated resource usage constraint attributes including cache capacity masks). The 
mapping of COS to mask MSRs does change when CDP is enabled, according to the following guidelines: 


¢ In CAT-only Mode - one set of bitmasks in one mask MSR control both code and data. 

— Each COS number map 1:1 with a capacity mask on the applicable resource (e.g., L3 cache). 
¢ When CDP is enabled, 

— Two mask sets exist for each COS number, one for code, one for data. 

— Masks for code/data are interleaved in the MSR address space (see Table 17-19). 
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17.19.7 Introduction to Memory Bandwidth Allocation 


The Memory Bandwidth Allocation (MBA) feature provides indirect and approximate control over memory band- 
width available per-core, and was introduced on the Intel Xeon Processor Scalable Family. This feature provides a 
method to control applications which may be over-utilizing bandwidth relative to their priority in environments such 
as the data-center. 


The MBA feature uses existing constructs from the Resource Director Technology (RDT) feature set including 
Classes of Service (CLOS). A given CLOS used for L3 CAT for instance means the same thing as a CLOS used for 
MBA. Infrastructure such as the MSR used to associate a thread with a CLOS (the IA32_PQR_ASSOC_MSR) and 
some elements of the CPUID enumeration (such as CPUID leaf 10H) are shared. 


The high-level implementation of Memory Bandwidth Allocation is shown in Figure 17-38. 
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Figure 17-38. A High-Level Overview of the MBA Feature 


As shown in Figure 17-38, the MBA feature introduces a programmable request rate controller between the cores 
and the high-speed interconnect, enabling indirect control over memory bandwidth for cores over-utilizing band- 
width relative to their priority. For instance, high-priority cores may be run un-throttled, but lower priority cores 
generating an excessive amount of traffic may be throttled to enable more bandwidth availability for the high- 
priority cores. 


Since MBA uses a programmable rate controller between the cores and the interconnect, higher-level shared 
caches and memory controller, bandwidth to these caches may also be reduced, so care should be taken to throttle 
only bandwidth-intense applications which do not use the off-core caches effectively. 


The throttling values exposed by MBA are approximate, and are calibrated to specific traffic patterns. As work-load 
characteristics vary, the throttling values provided may affect each workload differently. In cases where precise 
control is needed, the Memory Bandwidth Monitoring (MBM) feature can be used as input to a software controller 
which makes decisions about the MBA throttling level to apply. 


Enumeration and configuration details are discussed below followed by usage model considerations. 
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17.19.7.1 Memory Bandwidth Allocation Enumeration 


Similar to other RDT features, enumeration of the presence and details of the MBA feature is provided via a sub- 
leaf of the CPUID instruction. 


Key components of the enumeration are as follows. 

¢ Support for the MBA feature on the processor, and if MBA is supported, the following details: 
— Number of supported Classes of Service (CLOS) for the processor. 
— The maximum MBA delay value supported (which also implicitly provides a definition of the granularity). 
— An indication of whether the delay values which can be programmed are linearly spaced or not. 


The presence of any of the RDT features which enable control over shared platform resources is enumerated by 
executing CPUID instruction with EAX = 07H, ECX = OH as input. If CPUID.(EAX=07H, ECX=0):EBX.PQE[bit 15] 
reports 1, the processor supports software control over shared processor resources. Software may then use CPUID 
leaf 10H to enumerate additional details on the specific controls provided. 


Through CPUID leaf 10H software may determine whether MBA is supported on the platform. Specifically, as shown 
in Figure 17-31, bit 3 of the EBX register indicates whether MBA is supported on the processor, and the bit position 
(3) constitutes a Resource ID (ResID) which allows enumeration of MBA details. For instance, if bit 3 is supported 
this implies the presence of CPUID.10H.[ResID=3] as shown in Figure 17-38 which provides the following details. 


¢ CPUID.(EAX=10H, ECX=ResID=3):EAX[11:0] reports the maximum MBA throttling value supported, minus 
one. For instance, a value of 89 indicates that a maximum throttling value of 90 is supported. Additionally, in 
cases where a linear interface (see below) is supported then one hundred minus the maximum throttling value 
indicates the granularity, 10% in this example. 


¢ CPUID.(EAX=10H, ECX=ResID=3):EBX is reserved. 


¢ CPUID.(EAX=10H, ECX=ResID=3):ECX[2] reports whether the response of the delay values is linear (see 
text). 


¢ CPUID.(EAX=10H, ECX=ResID=3):EDX[15:0] reports the number of Classes of Service (CLOS) supported for 
the feature (minus one). For instance, a reported value of 15 implies a maximum of 16 supported MBA CLOS. 


The number of CLOS supported for the MBA feature may or may not align with other resources such as L3 CAT. In 
cases where the RDT features support different numbers of CLOS the lowest numerical CLOS support the common 
set of features, while higher CLOS may support a subset. For instance, if L3 CAT supports 8 CLOS while MBA 
supports 4 CLOS, all 8 CLOS would have L3 CAT masks available for cache control, but the upper 4 CLOS would not 
offer MBA support. In this case the upper 4 CLOS would not be subject to any throttling control. Software can 
manage supported resources / CLOS in order to either have consistent capabilities across CLOS by using the 
common subset or enable more flexibility by selectively applying resource control where needed based on careful 
CLOS and thread mapping. In all cases, CLOS[0] supports all RDT resource control features present on the plat- 
form. 


Discussion on the interpretation and usage of the MBA delay values is provided in Section 17.19.7.2 on MBA config- 
uration. 


Vol. 3B 17-65 


DEBUG, BRANCH PROFILE, TSC, AND INTEL® RESOURCE DIRECTOR TECHNOLOGY (INTEL® RDT) FEATURES 


CPUID.(EAX = 10H, ECX = ResID = 3) Output: 


31 11 0 
EAX Reserved MBA_MAX-1 

31 0 
EBX Reserved 

31 2 1 0 
ECX Reserved 


[ MBA_Lin_Rsp 


31 16 15 0 


EDX Reserved COS_MAX 


Figure 17-39. CPUID.(EAX=10H, ECX=3H) MBA Feature Details Identification 


17.19.7.2 Memory Bandwidth Allocation Configuration 


The configuration of MBA takes consists of two processes once enumeration is complete. 


¢ Association of threads to Classes of Service (CLOS) - accomplished in a common fashion across RDT features 
as described in Section 17.19.7.1 via the IA32_PQR_ASSOC MSR. As with features such as L3 CAT, software 
may update the CLOS field of the PQR MSR at context swap time in order to maintain the proper association of 
software threads to Classes of Service on the hardware. While logical processors may each be associated with 
independent CLOS, see Section 17.19.7.3 for important usage model considerations (initial versions of the MBA 
feature select the maximum delay value across threads). 


* Configuration of the per-CLOS delay values, accomplished via the IA32_L2_QoS_Ext_BW_Thrtl_n MSR set 
shown in Table 17-20. 


The MBA delay values which may be programmed range from zero (implying zero delay, and full bandwidth avail- 
able) to the maximum (MBA_MAX) specified in CPUID as discussed in Section 17.19.7.1. The throttling values are 
approximate and do not sum to 100% across CLOS, rather they should be viewed as a maximum bandwidth “cap” 
per-CLOS. 


Software may select an MBA delay value then write the value into one or more of the 
IA32_L2_QoS_Ext_BW_Thrtl_n MSRs to update the delay values applied for a specific CLOS. As shown in Table 
17-20 the base address of the MSRs is at D50H, and the range corresponds to the maximum supported CLOS from 
CPUID.(EAX=10H, ECX=ResID=1):EDX[15:0] as described in Section 17.19.7.1. For instance, if 16 CLOS are 
supported then the valid MSR range will extend from D50H through D5F inclusive. 
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Table 17-20. MBA Delay Value MSRs 


Delay Value MSR Address 
IA32_L2_QoS_Ext_BW_Thrtl_0 D50H 

IA32_L2_QoS_Ext_BW_Thrtl_1 D51H 

IA32_L2_QoS_Ext_BW_Thrtl_2 D52H 
IA32_L2_QoS_Ext_BW_Thrtl_'COS_MAX' D50H + COS_MAX from CPUID.10H.3 


The definition for the MBA delay value MSRs is provided in Figure 17.39. The lower 16 bits are used for MBA delay 
values, and values from zero to the maximum from the CPUID MBA_MAX-1 value are supported. Values outside 
this range will generate #GP(0). 


If linear input throttling values are indicated by CPUID.(EAX=10H, ECX=ResID=3):ECX[bit 2] then values from 
zero through the MBA_MAX field from CPUID.(EAX=10H, ECX=ResID=3):EAX[11:0] are supported as inputs. In 
the linear mode the input precision is defined as 100-(MBA_MAX). For instance, if the MBA_MAX value is 90, the 
input precision is 10%. Values not an even multiple of the precision (e.g., 12%) will be rounded down (e.g., to 10% 
delay applied). 


¢ If linear values are not supported (CPUID.(EAX=10H, ECX=ResID=3):ECX[bit 2] = 0) then input delay values 
are powers-of-two from zero to the MBA_MAX value from CPUID. In this case any values not a power of two will 
be rounded down the next nearest power of two. 


Base MSR Address = 0xD50 
63 16 15 0 
IA32_L2_QOS_Ext_BW_Thrtl_n MSR 
Reserved MBA Delay Value 


Figure 17-40. IA32_L2_QoS_Ext_BW_Thrtl_n MSR Definition 


Note that the throttling values provided to software are calibrated through specific traffic patterns, however as 
workload characteristics may vary the response precision and linearity of the delay values will vary across 
products, and should be treated as approximate values only. 


17.19.7.3. Memory Bandwidth Allocation Usage Considerations 


As the memory bandwidth control that MBA provides is indirect and approximate, using the feature with a closed- 
loop controller to also monitor memory bandwidth and how effectively the applications use the cache (via the 
Cache Monitoring Technology feature) may provide additional value. This approach also allows administrators to 
provide a band-width target or set-point which a controller could use to guide MBA throttling values applied, and 
this allows bandwidth control independent of the execution characteristics of the application. 


As control is provided per processor core (the max of the delay values of the per-thread CLOS applied to the core) 
care should be taking in scheduling threads so as to not inadvertently place a high-priority thread (with zero 
intended MBA throttling) next to a low-priority thread (with MBA throttling intended), which would lead to inadver- 
tent throttling of the high-priority thread. 
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CHAPTER 18 
PERFORMANCE MONITORING 


Intel 64 and IA-32 architectures provide facilities for monitoring performance via a PMU (Performance Monitoring 
Unit). 


NOTE 


In previous versions of this document, Chapter 19 contained “Performance Monitoring Events”. 
Chapter 19 has been removed from this document, and the performance monitoring events can 
now be found here: https://perfmon-events.intel.com/. 


Additionally, performance monitoring event files for Intel processors are hosted by the Intel Open 
Source Technology Center. These files can be downloaded here: 
https://download.01.org/perfmon/. 


18.1 PERFORMANCE MONITORING OVERVIEW 


Performance monitoring was introduced in the Pentium processor with a set of model-specific performance-moni- 
toring counter MSRs. These counters permit selection of processor performance parameters to be monitored and 
measured. The information obtained from these counters can be used for tuning system and compiler perfor- 
mance. 


In Intel P6 family of processors, the performance monitoring mechanism was enhanced to permit a wider selection 
of events to be monitored and to allow greater control events to be monitored. Next, Intel processors based on 
Intel NetBurst microarchitecture introduced a distributed style of performance monitoring mechanism and perfor- 
mance events. 


The performance monitoring mechanisms and performance events defined for the Pentium, P6 family, and Intel 
processors based on Intel NetBurst microarchitecture are not architectural. They are all model specific (not 
compatible among processor families). Intel Core Solo and Intel Core Duo processors support a set of architectural 
performance events and a set of non-architectural performance events. Newer Intel processor generations support 
enhanced architectural performance events and non-architectural performance events. 


Starting with Intel Core Solo and Intel Core Duo processors, there are two classes of performance monitoring capa- 
bilities. The first class supports events for monitoring performance using counting or interrupt-based event 
sampling usage. These events are non-architectural and vary from one processor model to another. They are 
similar to those available in Pentium M processors. These non-architectural performance monitoring events are 
specific to the microarchitecture and may change with enhancements. They are discussed in Section 18.6.3, 
“Performance Monitoring (Processors Based on Intel NetBurst® Microarchitecture).” Non-architectural events for a 
given microarchitecture cannot be enumerated using CPUID; and they can be found at: https://perfmon- 
events.intel.com/. 


The second class of performance monitoring capabilities is referred to as architectural performance monitoring. 
This class supports the same counting and Interrupt-based event sampling usages, with a smaller set of available 
events. The visible behavior of architectural performance events is consistent across processor implementations. 
Availability of architectural performance monitoring capabilities is enumerated using the CPUID.OAH. These events 
are discussed in Section 18.2. 


See also: 
— Section 18.2, “Architectural Performance Monitoring” 
— Section 18.3, “Performance Monitoring (Intel® Core™ Processors and Intel® Xeon® Processors)” 


* Section 18.3.1, “Performance Monitoring for Processors Based on Intel® Microarchitecture Code Name 
Nehalem” 


* Section 18.3.2, “Performance Monitoring for Processors Based on Intel® Microarchitecture Code Name 
Westmere” 
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* Section 18.3.3, “Intel® Xeon® Processor E7 Family Performance Monitoring Facility” 


* Section 18.3.4, “Performance Monitoring for Processors Based on Intel® Microarchitecture Code Name 
Sandy Bridge” 


* Section 18.3.5, “3rd Generation Intel® Core™ Processor Performance Monitoring Facility” 
* Section 18.3.6, “4th Generation Intel® Core™ Processor Performance Monitoring Facility” 


* Section 18.3.7, “5th Generation Intel® Core™ Processor and Intel® Core™ M Processor Performance 
Monitoring Facility” 


* Section 18.3.8, “6th Generation, 7th Generation and 8th Generation Intel® Core™ Processor 
Performance Monitoring Facility” 


¢ Section 18.3.9, “10th Generation Intel® Core™ Processor Performance Monitoring Facility” 
— Section 18.4, “Performance monitoring (Intel® Xeon™ Phi Processors)” 
° Section 18.4.1, “Intel® Xeon Phi” Processor 7200/5200/3200 Performance Monitoring” 
— Section 18.5, “Performance Monitoring (Intel Atom® Processors)” 
* Section 18.5.1, “Performance Monitoring (45 nm and 32 nm Intel Atom® Processors)” 
¢ Section 18.5.2, “Performance Monitoring for Silvermont Microarchitecture” 
¢ Section 18.5.3, “Performance Monitoring for Goldmont Microarchitecture” 
¢ Section 18.5.4, “Performance Monitoring for Goldmont Plus Microarchitecture” 
¢ Section 18.5.5, “Performance Monitoring for Tremont Microarchitecture” 
— Section 18.6, “Performance Monitoring (Legacy Intel Processors)” 
¢ Section 18.6.1, “Performance Monitoring (Intel® Core™ Solo and Intel® Core™ Duo Processors)” 
* Section 18.6.2, “Performance Monitoring (Processors Based on Intel® Core™ Microarchitecture)” 
* Section 18.6.3, “Performance Monitoring (Processors Based on Intel NetBurst® Microarchitecture)” 


¢ Section 18.6.4, “Performance Monitoring and Intel Hyper-Threading Technology in Processors Based on 
Intel NetBurst® Microarchitecture” 


¢ Section 18.6.4.5, “Counting Clocks on systems with Intel Hyper-Threading Technology in 
Processors Based on Intel NetBurst® Microarchitecture” 


¢ Section 18.6.5, “Performance Monitoring and Dual-Core Technology” 


¢ Section 18.6.6, “Performance Monitoring on 64-bit Intel Xeon Processor MP with Up to 8-MByte L3 
Cache” 


¢ Section 18.6.7, “Performance Monitoring on L3 and Caching Bus Controller Sub-Systems” 
* Section 18.6.8, “Performance Monitoring (P6 Family Processor)” 
¢ Section 18.6.9, “Performance Monitoring (Pentium Processors)” 

— Section 18.7, “Counting Clocks” 

— Section 18.8, “IA32_PERF_CAPABILITIES MSR Enumeration” 

— Section 18.9, “PEBS Facility” 


18.2 ARCHITECTURAL PERFORMANCE MONITORING 


Performance monitoring events are architectural when they behave consistently across microarchitectures. Intel 
Core Solo and Intel Core Duo processors introduced architectural performance monitoring. The feature provides a 
mechanism for software to enumerate performance events and provides configuration and counting facilities for 
events. 


Architectural performance monitoring does allow for enhancement across processor implementations. The 
CPUID.OAH leaf provides version ID for each enhancement. Intel Core Solo and Intel Core Duo processors support 
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base level functionality identified by version ID of 1. Processors based on Intel Core microarchitecture support, at 
a minimum, the base level functionality of architectural performance monitoring. Intel Core 2 Duo processor T 
7700 and newer processors based on Intel Core microarchitecture support both the base level functionality and 
enhanced architectural performance monitoring identified by version ID of 2. 


45 nm and 32 nm Intel Atom processors and Intel Atom processors based on the Silvermont microarchitecture 
support the functionality provided by versionID 1, 2, and 3; CPUID.OAH:EAX[7:0] reports versionID = 3 to indicate 
the aggregate of architectural performance monitoring capabilities. Intel Atom processors based on the Airmont 
microarchitecture support the same performance monitoring capabilities as those based on the Silvermont micro- 
architecture. 


Intel Core processors and related Intel Xeon processor families based on the Nehalem through Broadwell microar- 
chitectures support version ID 1, 2, and 3. Intel processors based on the Skylake, Kaby Lake and Coffee Lake 
microarchitectures support versionID 4. 


Next generation Intel Atom processors are based on the Goldmont microarchitecture. Intel processors based on 
the Goldmont microarchitecture support versionID 4. 


18.2.1 Architectural Performance Monitoring Version 1 


Configuring an architectural performance monitoring event involves programming performance event select regis- 
ters. There are a finite number of performance event select MSRs (IA32_PERFEVTSELx MSRs). The result of a 
performance monitoring event is reported in a performance monitoring counter (IA32_PMCx MSR). Performance 
monitoring counters are paired with performance monitoring select registers. 


Performance monitoring select registers and counters are architectural in the following respects: 

° Bit field layout of IA32_PERFEVTSELx is consistent across microarchitectures. 

e Addresses of IA32_PERFEVTSELx MSRs remain the same across microarchitectures. 

e Addresses of IA32_PMC MSRs remain the same across microarchitectures. 

¢* Each logical processor has its own set of IA32_PERFEVTSELx and IA32_PMCx MSRs. Configuration facilities and 
counters are not shared between logical processors sharing a processor core. 

Architectural performance monitoring provides a CPUID mechanism for enumerating the following information: 

¢ Number of performance monitoring counters available to software in a logical processor (each 
IA32_PERFEVTSELx MSR is paired to the corresponding IA32_PMCx MSR). 

¢ Number of bits supported in each IA32_PMCx. 

¢ Number of architectural performance monitoring events supported in a logical processor. 

Software can use CPUID to discover architectural performance monitoring availability (CPUID.OAH). The architec- 


tural performance monitoring leaf provides an identifier corresponding to the version number of architectural 
performance monitoring available in the processor. 


The version identifier is retrieved by querying CPUID.OAH:EAX[bits 7:0] (see Chapter 3, “Instruction Set Refer- 
ence, A-L,” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A). If the version iden- 
tifier is greater than zero, architectural performance monitoring capability is supported. Software queries the 
CPUID.OAH for the version identifier first; it then analyzes the value returned in CPUID.OAH.EAX, CPUID.OAH.EBX 
to determine the facilities available. 


In the initial implementation of architectural performance monitoring; software can determine how many 
IA32_PERFEVTSELx/ IA32_PMCx MSR pairs are supported per core, the bit-width of PMC, and the number of archi- 
tectural performance monitoring events available. 


18.2.1.1 Architectural Performance Monitoring Version 1 Facilities 


Architectural performance monitoring facilities include a set of performance monitoring counters and performance 
event select registers. These MSRs have the following properties: 


° TA32_PMCx MSRs start at address 0C1H and occupy a contiguous block of MSR address space; the number of 
MSRs per logical processor is reported using CPUID.OAH:EAX[15:8]. Note that this may vary from the number 
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of physical counters present on the hardware, because an agent running at a higher privilege level (e.g., a 
VMM) may not expose all counters. 


IA32_PERFEVTSELx MSRs start at address 186H and occupy a contiguous block of MSR address space. Each 
performance event select register is paired with a corresponding performance counter in the OC1H address 
block. Note the number of IA32_PERFEVTSELx MSRs may vary from the number of physical counters present 
on the hardware, because an agent running at a higher privilege level (e.g., a VMM) may not expose all 
counters. 


The bit width of an IA32_PMCx MSR is reported using the CPUID.OAH:EAX[23:16]. This the number of valid bits 
for read operation. On write operations, the lower-order 32 bits of the MSR may be written with any value, and 
the high-order bits are sign-extended from the value of bit 31. 


Bit field layout of IA32_PERFEVTSELx MSRs is defined architecturally. 


See Figure 18-1 for the bit field layout of IA32_PERFEVTSELx MSRs. The bit fields are: 


Event select field (bits 0 through 7) — Selects the event logic unit used to detect microarchitectural 
conditions (see Table 18-1, for a list of architectural events and their 8-bit codes). The set of values for this field 
is defined architecturally; each value corresponds to an event logic unit for use with an architectural 
performance event. The number of architectural events is queried using CPUID.OAH:EAX. A processor may 
support only a subset of pre-defined values. 


63 31 24 2322 21 2019 18171615 87 0 
Counter Mask]! Je) |! }p}_Jol¥l,,. 
(CMASK) : N NielEls . Unit Mask (UMASK) Event Select 


INV—Invert counter mask —— 
EN—Enable counters 
INT—APIC interrupt enable 
PC—Pin control 
E—Edge detect 
OS—Operating system mode ——————! Reserved 
USR—User Mode 


Figure 18-1. Layout of IA32_PERFEVTSELx MSRs 


Unit mask (UMASK) field (bits 8 through 15) — These bits qualify the condition that the selected event 
logic unit detects. Valid UMASK values for each event logic unit are specific to the unit. For each architectural 
performance event, its corresponding UMASK value defines a specific microarchitectural condition. 


A pre-defined microarchitectural condition associated with an architectural event may not be applicable to a 
given processor. The processor then reports only a subset of pre-defined architectural events. Pre-defined 
architectural events are listed in Table 18-1; support for pre-defined architectural events is enumerated using 
CPUID.OAH: EBX. 


USR (user mode) flag (bit 16) — Specifies that the selected microarchitectural condition is counted when 
the logical processor is operating at privilege levels 1, 2 or 3. This flag can be used with the OS flag. 


OS (operating system mode) flag (bit 17) — Specifies that the selected microarchitectural condition is 
counted when the logical processor is operating at privilege level 0. This flag can be used with the USR flag. 


E (edge detect) flag (bit 18) — Enables (when set) edge detection of the selected microarchitectural 
condition. The logical processor counts the number of deasserted to asserted transitions for any condition that 
can be expressed by the other fields. The mechanism does not permit back-to-back assertions to be distin- 
guished. 

This mechanism allows software to measure not only the fraction of time spent in a particular state, but also the 
average length of time spent in such a state (for example, the time spent waiting for an interrupt to be 
serviced). 

PC (pin control) flag (bit 19) — Beginning with Sandy Bridge microarchitecture, this bit is reserved (not 
writeable). On processors based on previous microarchitectures, the logical processor toggles the PM/ pins and 
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increments the counter when performance-monitoring events occur; when clear, the processor toggles the PM/ 
pins when the counter overflows. The toggling of a pin is defined as assertion of the pin for a single bus clock 
followed by deassertion. 


INT (APIC interrupt enable) flag (bit 20) — When set, the logical processor generates an exception 
through its local APIC on counter overflow. 


EN (Enable Counters) Flag (bit 22) — When set, performance counting is enabled in the corresponding 
performance-monitoring counter; when clear, the corresponding counter is disabled. The event logic unit for a 
UMASK must be disabled by setting IA32_PERFEVTSELx[bit 22] = 0, before writing to IA32_PMCx. 


INV (invert) flag (bit 23) — When set, inverts the counter-mask (CMASK) comparison, so that both greater 
than or equal to and less than comparisons can be made (0: greater than or equal; 1: less than). Note if 
counter-mask is programmed to zero, INV flag is ignored. 


Counter mask (CMASK) field (bits 24 through 31) — When this field is not zero, a logical processor 
compares this mask to the events count of the detected microarchitectural condition during a single cycle. If 
the event count is greater than or equal to this mask, the counter is incremented by one. Otherwise the counter 
is not incremented. 


This mask is intended for software to characterize microarchitectural conditions that can count multiple 
occurrences per cycle (for example, two or more instructions retired per clock; or bus queue occupations). If 
the counter-mask field is 0, then the counter is incremented each cycle by the event count associated with 
multiple occurrences. 


18.2.1.2 Pre-defined Architectural Performance Events 


Table 18-1 lists architecturally defined events. 


Table 18-1. UMask and Event Select Encodings for Pre-Defined Architectural Performance Events 


Bit Position Event Name UMask Event Select 
CPUID.AH.EBX 

0) UnHalted Core Cycles OOH 3CH 
1 Instruction Retired OOH COH 
2 UnHalted Reference Cycles! 01H 3CH 
3 LLC Reference 4FH 2EH 
4 LLC Misses 41H 2EH 
5 Branch Instruction Retired OOH C4H 
6 Branch Misses Retired 00H CSH 
7 Topdown Slots 01H A4H 
NOTES: 


1. Current implementations count at core crystal clock, TSC, or bus clock frequency. 


A processor that supports architectural performance monitoring may not support all the predefined architectural 
performance events (Table 18-1). The number of architectural events is reported through CPUID.OAH:EAX[31:24], 
while non-zero bits in CPUID.OAH:EBX indicate any architectural events that are not available. 


The behavior of each architectural performance event is expected to be consistent on all processors that support 
that event. Minor variations between microarchitectures are noted below: 


UnHalted Core Cycles — Event select 3CH, Umask 00H 


This event counts core clock cycles when the clock signal on a specific core is running (not halted). The counter 
does not advance in the following conditions: 


— anACPI C-state other than CO for normal operation 
— HLT 
— STPCLK# pin asserted 
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— being throttled by TM1 
— during the frequency switching phase of a performance state transition (see Chapter 14, “Power and 
Thermal Management”) 


The performance counter for this event counts across performance state transitions using different core clock 
frequencies 


° Instructions Retired — Event select COH, Umask 00H 


This event counts the number of instructions at retirement. For instructions that consist of multiple micro-ops, 
this event counts the retirement of the last micro-op of the instruction. An instruction with a REP prefix counts 
as one instruction (not per iteration). Faults before the retirement of the last micro-op of a multi-ops instruction 
are not counted. 

This event does not increment under VM-exit conditions. Counters continue counting during hardware 
interrupts, traps, and inside interrupt handlers. 


° UnHalted Reference Cycles — Event select 3CH, Umask 01H 


This event counts reference clock cycles at a fixed frequency while the clock signal on the core is running. The 
event counts at a fixed frequency, irrespective of core frequency changes due to performance state transitions. 
Processors may implement this behavior differently. Current implementations use the core crystal clock, TSC or 
the bus clock. Because the rate may differ between implementations, software should calibrate it to a time 
source with known frequency. 


° Last Level Cache References — Event select 2EH, Umask 4FH 


This event counts requests originating from the core that reference a cache line in the last level on-die cache. 
The event count includes speculation and cache line fills due to the first-level cache hardware prefetcher, but 
may exclude cache line fills due to other hardware-prefetchers. 


Because cache hierarchy, cache sizes and other implementation-specific characteristics; value comparison to 
estimate performance differences is not recommended. 


° Last Level Cache Misses — Event select 2EH, Umask 41H 


This event counts each cache miss condition for references to the last level on-die cache. The event count may 
include speculation and cache line fills due to the first-level cache hardware prefetcher, but may exclude cache 
line fills due to other hardware-prefetchers. 


Because cache hierarchy, cache sizes and other implementation-specific characteristics; value comparison to 
estimate performance differences is not recommended. 


¢ Branch Instructions Retired — Event select C4H, Umask 00H 


This event counts branch instructions at retirement. It counts the retirement of the last micro-op of a branch 
instruction. 


¢ All Branch Mispredict Retired — Event select CSH, Umask 00H 


This event counts mispredicted branch instructions at retirement. It counts the retirement of the last micro-op 
of a branch instruction in the architectural path of execution and experienced misprediction in the branch 
prediction hardware. 


Branch prediction hardware is implementation-specific across microarchitectures; value comparison to 
estimate performance differences is not recommended. 


* Topdown Slots — Event select A4H, Umask 01H 
This event counts the total number of available slots for an unhalted logical processor. 


The event increments by machine-width of the narrowest pipeline as employed by the Top-down Microarchi- 
tecture Analysis method. The count is distributed among unhalted logical processors (hyper-threads) who 
share the same physical core, in processors that support Intel Hyper-Threading Technology. 


Software can use this event as the denominator for the top-level metrics of the Top-down Microarchitecture 
Analysis method. 


NOTE 


Programming decisions or software precisians on functionality should not be based on the event 
values or dependent on the existence of performance monitoring events. 
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18.2.2 Architectural Performance Monitoring Version 2 


The enhanced features provided by architectural performance monitoring version 2 include the following: 


Fixed-function performance counter register and associated control register — Three of the architec- 
tural performance events are counted using three fixed-function MSRs (IA32_FIXED_CTRO through 
IA32_FIXED_CTR2). Each of the fixed-function PMC can count only one architectural performance event. 


Configuring the fixed-function PMCs is done by writing to bit fields in the MSR (IA32_FIXED_CTR_CTRL) located 
at address 38DH. Unlike configuring performance events for general-purpose PMCs (IA32_PMCx) via UMASK 
field in (IA32_PERFEVTSELx), configuring, programming IA32_FIXED_CTR_CTRL for fixed-function PMCs do 
not require any UMASK. 


Simplified event programming — Most frequent operation in programming performance events are 
enabling/disabling event counting and checking the status of counter overflows. Architectural performance 
event version 2 provides three architectural MSRs: 


— IA32_PERF_GLOBAL_CTRL allows software to enable/disable event counting of all or any combination of 
fixed-function PMCs (IA32_FIXED_CTRx) or any general-purpose PMCs via a single WRMSR. 


— IA32_PERF_GLOBAL_STATUS allows software to query counter overflow conditions on any combination of 
fixed-function PMCs or general-purpose PMCs via a single RDMSR. 


— IA32_PERF_GLOBAL_OVF_CTRL allows software to clear counter overflow conditions on any combination of 
fixed-function PMCs or general-purpose PMCs via a single WRMSR. 


PMI Overhead Mitigation — Architectural performance monitoring version 2 introduces two bit field interface 
in IA32_DEBUGCTL for PMI service routine to accumulate performance monitoring data and LBR records with 
reduced perturbation from servicing the PMI. The two bit fields are: 


— IA32_DEBUGCTL.Freeze_LBR_On_PMI(bit 11). In architectural performance monitoring version 2, only the 
legacy semantic behavior is supported. See Section 17.4.7 for details of the legacy Freeze LBRs on PMI 
control. 


— IA32_DEBUGCTL.Freeze_PerfMon_On_PMI(bit 12). In architectural performance monitoring version 2, 
only the legacy semantic behavior is supported. See Section 17.4.7 for details of the legacy Freeze LBRs on 
PMI control. 


The facilities provided by architectural performance monitoring version 2 can be queried from CPUID leaf OAH by 
examining the content of register EDX: 


Bits 0 through 4 of CPUID.OAH.EDX indicates the number of fixed-function performance counters available per 
core, 


Bits 5 through 12 of CPUID.OAH.EDX indicates the bit-width of fixed-function performance counters. Bits 
beyond the width of the fixed-function counter are reserved and must be written as zeros. 


NOTE 


Early generation of processors based on Intel Core microarchitecture may report in 
CPUID.OAH:EDX of support for version 2 but indicating incorrect information of version 2 facilities. 


The IA32_FIXED_CTR_CTRL MSR include multiple sets of 4-bit field, each 4 bit field controls the operation of a 
fixed-function performance counter. Figure 18-2 shows the layout of 4-bit controls for each fixed-function PMC. 
Two sub-fields are currently defined within each control. The definitions of the bit fields are: 
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63 1211 98 


Cntr2 — Controls for |A32_FIXED_CTR2 
Cntr1 — Controls for |A32_FIXED_CTR1 
PMI — Enable PMI on overflow 
CntrO — Controls for |A32_FIXED_CTRO 
ENABLE — 0: disable; 1: OS; 2: User; 3: All ring levels 


Reserved 


Figure 18-2. Layout of IA32_FIXED_CTR_CTRL MSR 


¢ Enable field (lowest 2 bits within each 4-bit control) — When bit 0 is set, performance counting is 
enabled in the corresponding fixed-function performance counter to increment while the target condition 
associated with the architecture performance event occurred at ring 0. When bit 1 is set, performance counting 
is enabled in the corresponding fixed-function performance counter to increment while the target condition 
associated with the architecture performance event occurred at ring greater than 0. Writing 0 to both bits stops 
the performance counter. Writing a value of 11B enables the counter to increment irrespective of privilege 
levels. 


° PMI field (the fourth bit within each 4-bit control) — When set, the logical processor generates an 
exception through its local APIC on overflow condition of the respective fixed-function counter. 


IA32_PERF_GLOBAL_CTRL MSR provides single-bit controls to enable counting of each performance counter. 
Figure 18-3 shows the layout of IA32_PERF_GLOBAL_CTRL. Each enable bit in IA32_PERF_GLOBAL_CTRL is 
AND’ed with the enable bits for all privilege levels in the respective IA32_PERFEVTSELx or 
IA32_PERF_FIXED_CTR_CTRL MSRs to start/stop the counting of respective counters. Counting is enabled if the 
AND’ed results is true; counting is disabled when the result is false. 


63 35 34 33 32 31 210 


1A32_FIXED_CTR2 enable 
1A32_FIXED_CTR1 enable 
1A32_FIXED_CTRO enable 
IA32_PMC1 enable 
1A32_PMCO enable 


Reserved 


Figure 18-3. Layout of IA32_PERF_GLOBAL_CTRL MSR 


The behavior of the fixed function performance counters supported by architectural performance version 2 is 
expected to be consistent on all processors that support those counters, and is defined as follows. 
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Table 18-2. Association of Fixed-Function Performance Counters with Architectural Performance Events 


Fixed-Function Address | Event Mask Mnemonic Description 
Performance Counter 
|A32_FIXED_CTRO 309H INST_RETIRED.ANY This event counts the number of instructions that retire 


execution. For instructions that consist of multiple uops, 
this event counts the retirement of the last uop of the 
instruction. The counter continues counting during 
hardware interrupts, traps, and in-side interrupt handlers. 


IA32_FIXED_CTR1 30AH CPU_CLK_UNHALTED.THREAD | The CPU_CLK_UNHALTED.THREAD event counts the 
CPU CLK UNHALTED.CORE number of core cycles while the logical processor is not ina 
OO halt state. 


If there is only one logical processor in a processor core, 
CPU_CLK_UNHALTED.CORE counts the unhalted cycles of 
the processor core. 


The core frequency may change from time to time due to 
transitions associated with Enhanced Intel SpeedStep 
Technology or TM2. For this reason this event may have a 
changing ratio with regards to time. 


IA32_FIXED_CTR2 30BH CPU_CLK_UNHALTED.REF_TSC | This event counts the number of reference cycles at the 
TSC rate when the core is not in a halt state and not ina TM 
stop-clock state. The core enters the halt state when it is 
running the HLT instruction or the MWAIT instruction. This 
event is not affected by core frequency changes (e.g., P 
states) but counts at the same frequency as the time stamp 
counter. This event can approximate elapsed time while the 
core was not in a halt state and not in a TM stopclock state. 


IA32_FIXED_CTR3 30CH TOPDOWN.SLOTS This event counts the number of available slots for an 
unhalted logical processor. The event increments by 
machine-width of the narrowest pipeline as employed by 
the Top-down Microarchitecture Analysis method. The 
count is distributed among unhalted logical processors 
(hyper-threads) who share the same physical core. 
Software can use this event as the denominator for the 
top-level metrics of the Top-down Microarchitecture 
Analysis method. 


IA32_PERF_GLOBAL_STATUS MSR provides single-bit status for software to query the overflow condition of each 
performance counter. IA32_PERF_GLOBAL_STATUS[bit 62] indicates overflow conditions of the DS area data 
buffer. IA32_PERF_GLOBAL_STATUS[bit 63] provides a CondChgd bit to indicate changes to the state of perfor- 
mance monitoring hardware. Figure 18-4 shows the layout of IA32_PERF_GLOBAL_STATUS. A value of 1 in bits 0, 
1, 32 through 34 indicates a counter overflow condition has occurred in the associated counter. 


When a performance counter is configured for PEBS, overflow condition in the counter generates a performance- 
monitoring interrupt signaling a PEBS event. On a PEBS event, the processor stores data records into the buffer 
area (see Section 18.15.5), clears the counter overflow status., and sets the “OvfBuffer” bit in 
IA32_PERF_GLOBAL_STATUS. 
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6362 35 3433 3231 210 


CondChgd 
OvfDSBuffer — 
IA32_FIXED_CTR2 Overflow. 
IA32_FIXED_CTR1 Overflow 
1A32_FIXED_CTRO Overflow: 
IA32_PMC1 Overflow 
IA32_PMCO Overflow 


Reserved 


Figure 18-4. Layout of IA32_PERF_GLOBAL_STATUS MSR 


IA32_PERF_GLOBAL_OVF_CTL MSR allows software to clear overflow indicator(s) of any general-purpose or fixed- 
function counters via a single WRMSR. Software should clear overflow indications when 


¢ Setting up new values in the event select and/or UMASK field for counting or interrupt-based event sampling. 
* Reloading counter values to continue collecting next sample. 

¢ Disabling event counting or interrupt-based event sampling. 

The layout of IA32_PERF_GLOBAL_OVF_CTL is shown in Figure 18-5. 


6362 35 34.33 3231 210 


ClrCondChgd 


ClrOvfDSBuffer 
1A32_FIXED_CTR2 ClrOverflow 
1A32_FIXED_CTR1 ClrOverflow 
1A32_FIXED_CTRO ClrOverflow 
1A32_PMC1 ClrOverflow 
1A32_PMCO ClrOverflow 


Reserved 


Figure 18-5, Layout of |A32_PERF_GLOBAL_OVF_CTRL MSR 


18.2.3. Architectural Performance Monitoring Version 3 


Processors supporting architectural performance monitoring version 3 also supports version 1 and 2, as well as 
capability enumerated by CPUID leaf OAH. Specifically, version 3 provides the following enhancement in perfor- 
mance monitoring facilities if a processor core comprising of more than one logical processor, i.e. a processor core 
supporting Intel Hyper-Threading Technology or simultaneous multi-threading capability: 


e AnyThread counting for processor core supporting two or more logical processors. The interface that supports 
AnyThread counting include: 


— Each IA32_PERFEVTSELx MSR (starting at MSR address 186H) support the bit field layout defined in Figure 
18-6. 
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Counter Mask | || = Pl-lol¥l,,. 
(CMASK) ‘ N : Nic E § : Unit Mask (UMASkK) Event Select 


INV—Invert counter mask ——! 
EN—Enable counters 
ANY—Any Thread —_ 
INT—APIC interrupt enable 
PC—Pin control 
E—Edge detect 
OS—Operating system mode———! Reserved 
USR—User Mode 


Figure 18-6. Layout of I[A32_PERFEVTSELx MSRs Supporting Architectural Performance Monitoring Version 3 


Bit 21 (AnyThread) of IA32_PERFEVTSELx is supported in architectural performance monitoring version 3 for 
processor core comprising of two or more logical processors. When set to 1, it enables counting the associated 
event conditions (including matching the thread’s CPL with the OS/USR setting of IA32_PERFEVTSELx) 
occurring across all logical processors sharing a processor core. When bit 21 is 0, the counter only increments 
the associated event conditions (including matching the thread’s CPL with the OS/USR setting of 
IA32_PERFEVTSELx) occurring in the logical processor which programmed the IA32_PERFEVTSELx MSR. 


— Each fixed-function performance counter IA32_FIXED_CTRx (starting at MSR address 309H) is configured 
by a 4-bit control block in the IA32_PERF_FIXED_CTR_CTRL MSR. The control block also allow thread- 
specificity configuration using an AnyThread bit. The layout of IA32_PERF_FIXED_CTR_CTRL MSR is 
shown. 


63 1211 98 


—=uU 
<Zz> 
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Cntr2 — Controls for |A32_FIXED_CTR2 
Cntr1 — Controls for |A32_FIXED_CTR1 
PMI — Enable PMI on overflow on IA32_FIXED_CTRO 
AnyThread — AnyThread for IA32_FIXED_CTRO 
ENABLE — IA32_FIXED_CTRO. 0: disable; 1: OS; 2: User; 3: All ring levels 


Reserved 


Figure 18-7. [|A32_FIXED_CTR_CTRL MSR Supporting Architectural Performance Monitoring Version 3 


Each control block for a fixed-function performance counter provides an AnyThread (bit position 2 + 4*N, N= 
0, 1, etc.) bit. When set to 1, it enables counting the associated event conditions (including matching the 
thread’s CPL with the ENABLE setting of the corresponding control block of IA32_PERF_FIXED_CTR_CTRL) 
occurring across all logical processors sharing a processor core. When an AnyThread bit is 0 in 
IA32_PERF_FIXED_CTR_CTRL, the corresponding fixed counter only increments the associated event 
conditions occurring in the logical processor which programmed the IA32_PERF_FIXED_CTR_CTRL MSR. 


The IA32_PERF_GLOBAL_CTRL, IA32_PERF_GLOBAL_STATUS, IA32_PERF_GLOBAL_OVF_CTRL MSRs provide 
single-bit controls/status for each general-purpose and fixed-function performance counter. Figure 18-8 and 
Figure 18-9 show the layout of these MSRs for N general-purpose performance counters (where N is reported 
by CPUID.OAH:EAX[15:8]) and three fixed-function counters. 
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NOTE 


The number of general-purpose performance monitoring counters (i.e., N in Figure 18-9) can vary 
across processor generations within a processor family, across processor families, or could be 
different depending on the configuration chosen at boot time in the BIOS regarding Intel Hyper 
Threading Technology, (e.g. N=2 for 45 nm Intel Atom processors; N =4 for processors based on 
the Nehalem microarchitecture; for processors based on the Sandy Bridge microarchitecture, N = 
4 if Intel Hyper Threading Technology is active and N=8 if not active). In addition, the number of 
counters may vary from the number of physical counters present on the hardware, because an 
agent running at a higher privilege level (e.g., a VMM) may not expose all counters. 


Global Enable Controls IA32_PERF_GLOBAL_CTRL 
63 35 34 33 32 31 NN... 10 


Reserved 


1A32_FIXED_CTR2 enable ————! 
1A32_FIXED_CTR1 enable —————__! 
1A32_FIXED_CTRO enable 

1A32_PMC(N-1) enable 
ee enable 
1A32_PMC1 enable 
1A32_PMCO enable 


Figure 18-8. Layout of Global Performance Monitoring Control MSR 


Global Overflow Status [A32_PERF_GLOBAL_STATUS 
636261 35 3433 3231 N... 10 
OvfDSBuffer 


OvfUncore 

1A32_FIXED_CTR2 Overflow §$———! IA32_PMC(N-1) Overflew——— 
1A32_FIXED_CTR1 Cl a aca an Overflo' 
1A32_FIXED_CTRO Overflow 
1A32_PMC1 Overflow 
1A32_PMCO Overflow 


CondChgd —— 


Global Overflow Status [A32_PERF_GLOBAL_OVF_CTRL 
6362 35 3433 3231 Ni... 10 


ClrCondChgd —_ 
ClrOvfDSBuffer —J 
ClrOvfUncore 
1A32_FIXED_CTR2 ClrOverflow 
1A32_FIXED_CTR1 ClrOverflow 
1A32_FIXED_CTRO ClrOverflow 
1A32_PMC1 ClrOverflow 
1A32_PMCO ClrOverflow 


1A32_PMC(N-1) ClrOverflow 
weliegetendeehens thee ClrOverflow——_____ 


Figure 18-9. Global Performance Monitoring Overflow Status and Control MSRs 
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18.2.3.1 AnyThread Counting and Software Evolution 


The motivation for characterizing software workload over multiple software threads running on multiple logical 
processors of the same processor core originates from a time earlier than the introduction of the AnyThread inter- 
face in IA32_PERFEVTSELx and IA32_FIXED_CTR_CTRL. While AnyThread counting provides some benefits in 
simple software environments of an earlier era, the evolution contemporary software environments introduce 
certain concepts and pre-requisites that AnyThread counting does not comply with. 

One example is the proliferation of software environments that support multiple virtual machines (VM) under VMX 
(see Chapter 22, “Introduction to Virtual-Machine Extensions”) where each VM represents a domain separated 
from one another. 

A Virtual Machine Monitor (VMM) that manages the VMs may allow an individual VM to employ performance moni- 
toring facilities to profiles the performance characteristics of a workload. The use of the Anythread interface in 
IA32_PERFEVTSELx and IA32_FIXED_CTR_CTRL is discouraged with software environments supporting virtualiza- 
tion or requiring domain separation. 


Specifically, Intel recommends VMM: 


° Configure the MSR bitmap to cause VM-exits for WRMSR to IA32_PERFEVTSELx and IA32_FIXED_CTR_CTRL in 
VMX non-Root operation (see CHAPTER 23 for additional information), 

° Clear the AnyThread bit of IA32_PERFEVTSELx and IA32_FIXED_CTR_CTRL in the MSR-load lists for VM exits 
and VM entries (see CHAPTER 23, CHAPTER 25, and CHAPTER 26). 


Even when operating in simpler legacy software environments which might not emphasize the pre-requisites of a 
virtualized software environment, the use of the AnyThread interface should be moderated and follow any event- 
specific guidance where explicitly noted. 


18.2.4 Architectural Performance Monitoring Version 4 


Processors supporting architectural performance monitoring version 4 also supports version 1, 2, and 3, as well as 

capability enumerated by CPUID leaf OAH. Version 4 introduced a streamlined PMI overhead mitigation interface 

that replaces the legacy semantic behavior but retains the same control interface in 

IA32_DEBUGCTL.Freeze_LBRs_On_PMI and Freeze_PerfMon_On_PMI. Specifically version 4 provides the following 

enhancements: 

¢ New indicators (LBR_FRZ, CTR_FRZ) in IA32_PERF_GLOBAL_STATUS, see Section 18.2.4.1. 

¢ Streamlined Freeze/PMI Overhead management interfaces to use IA32_DEBUGCTL.Freeze_LBRs_On_PMI and 
IA32_DEBUGCTL.Freeze_PerfMon_On_PMI: see Section 18.2.4.1. Legacy semantics of Freeze_LBRs_On_PMI 
and Freeze_PerfMon_On_PMI (applicable to version 2 and 3) are not supported with version 4 or higher. 


¢  Fine-grain separation of control interface to manage overflow/status of IA32_PERF_GLOBAL_STATUS and 
read-only performance counter enabling interface in IA32_PERF_GLOBAL_STATUS: see Section 18.2.4.2. 


¢ Performance monitoring resource in-use MSR to facilitate cooperative sharing protocol between perfmon- 
managing privilege agents. 


18.2.4.1 Enhancement in |IA32_PERF_GLOBAL_STATUS 


The IA32_PERF_GLOBAL_STATUS MSR provides the following indicators with architectural performance monitoring 
version 4: 
° TA32_PERF_GLOBAL_STATUS.LBR_FRZ[bit 58]: This bit is set due to the following conditions: 

— IA32_DEBUGCTL.FREEZE_LBR_ON_PMI has been set by the profiling agent, and 


— A performance counter, configured to generate PMI, has overflowed to signal a PMI. Consequently the LBR 
stack is frozen. 


Effectively, the IA32_PERF_GLOBAL_STATUS.LBR_FRZ bit also serves as a control to enable capturing data in 
the LBR stack. To enable capturing LBR records, the following expression must hold with architectural perfmon 
version 4 or higher: 


— (IA32_DEBUGCTL.LBR & (!IA32_PERF_GLOBAL_STATUS.LBR_FRZ) ) =1 
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e = JTA32_PERF_GLOBAL_STATUS.CTR_FRZ[bit 59]: This bit is set due to the following conditions: 
— JA32_DEBUGCTL.FREEZE_PERFMON_ON_PMI has been set by the profiling agent, and 


— A performance counter, configured to generate PMI, has overflowed to signal a PMI. Consequently, all the 
performance counters are frozen. 


Effectively, the IA32_PERF_GLOBAL_STATUS.CTR_FRZ bit also serve as an read-only control to enable 
programmable performance counters and fixed counters in the core PMU. To enable counting with the 
performance counters, the following expression must hold with architectural perfmon version 4 or higher: 


¢ (IJA32_PERFEVTSELn.EN & IA32_PERF_GLOBAL_CTRL.PMCn & 
(1IA32_PERF_GLOBAL_STATUS.CTR_FRZ) ) = 1 for programmable counter ‘n’, or 


¢ (IJA32_PERF_FIXED_CRTL.ENi & IA32_PERF_GLOBAL_CTRL.FCi & 
(1IA32_PERF_GLOBAL_STATUS.CTR_FRZ) ) = 1 for fixed counter ‘i’ 


The read-only enable interface IA32_PERF_GLOBAL_STATUS.CTR_FRZ provides a more efficient flow for a PMI 
handler to use IA32_ DEBUGCTL.Freeze_Perfmon_On_PMI to filter out data that may distort target workload anal- 
ysis, see Table 17-3. It should be noted the IA32_PERF_GLOBAL_CTRL register continue to serve as the primary 
interface to control all performance counters of the logical processor. 


For example, when the Freeze-On-PMI mode is not being used, a PMI handler would be setting 
IA32_PERF_GLOBAL_CTRL as the very last step to commence the overall operation after configuring the individual 
counter registers, controls and PEBS facility. This does not only assure atomic monitoring but also avoids unneces- 
sary complications (e.g. race conditions) when software attempts to change the core PMU configuration while some 
counters are kept enabled. 


Additionally, IA32_PERF_GLOBAL_STATUS.TraceToPAPMI [bit 55]: On processors that support Intel Processor Trace 
and configured to store trace output packets to physical memory using the ToPA scheme, bit 55 is set when a PMI 
occurred due to a ToPA entry memory buffer was completely filled. 


IA32_PERF_GLOBAL_STATUS also provides an indicator to distinguish interaction of performance monitoring oper- 
ations with other side-band activities, which apply Intel SGX on processors that support SGX (For additional infor- 
mation about Intel SGX, see “Intel® Software Guard Extensions Programming Reference”.): 


e = TA32_PERF_GLOBAL_STATUS.ASCI[bit 60]: This bit is set when data accumulated in any of the configured 
performance counters (i.e. IA32_PMCx or IA32_FIXED_CTRx) may include contributions from direct or indirect 
operation of Intel SGX to protect an enclave (since the last time IA32_PERF_GLOBAL_STATUS.ASCI was 
cleared). 


6362 61 6059 58 55 35 3433 32 31 NN... 10 


CondChgd 
OvfDSBuffer 
OvfUncore 
ASCI 
CTR Fre. i ttteteteteteees 
LBR_Frz 1A32_PMC1 Overflow 


Trace ToPAPMI 1A32_PMCO Overflow 
IA32_ FIXED_CTR2 Overflow = 


IA32_FIXED_CTR1 Overflow Reserved 
IA32_FIXED_CTRO Overflow 


Figure 18-10. IA32_PERF_GLOBAL_STATUS MSR and Architectural Perfmon Version 4 


Note, a processor’s support for IA32_PERF_GLOBAL_STATUS. TraceToPAPMI[bit 55] is enumerated as a result of 
CPUID enumerated capability of Intel Processor Trace and the use of the ToPA buffer scheme. Support of 
IA32_PERF_GLOBAL_STATUS.ASCI[bit 60] is enumerated by the CPUID enumeration of Intel SGX. 
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18.2.4.2 1A32_PERF_GLOBAL_STATUS_RESET and IA32_PERF_GLOBAL_STATUS_SET MSRS 


With architectural performance monitoring version 3 and lower, clearing of the set bits in 
IA32_PERF_GLOBAL_STATUS MSR by software is done via IA32_PERF_GLOBAL_OVF_CTRL MSR. Starting with 
architectural performance monitoring version 4, software can manage the overflow and other indicators in 
IA32_PERF_GLOBAL_STATUS using separate interfaces to set or clear individual bits. 

The address and the architecturally-defined bits of IA32_PERF_GLOBAL_OVF_CTRL is inherited by 


IA32_PERF_GLOBAL_STATUS_RESET (see Figure 18-11). Further, IA32_PERF_GLOBAL_STATUS_RESET provides 
additional bit fields to clear the new indicators in IA32_PERF_GLOBAL_STATUS described in Section 18.2.4.1. 


6362 61 6059 58 55 35 3433 32 31 NN... 10 


Clr ASCI Clr IA32_PMC(N-1) Ovf 
Clr CTR_Frz GUE desesccocstieetitica Ovf 
Clr LBR_Frz Clr 1A32_PMC1 Ovt 

Clr TraceToPAPMI Clr 1A32_PMCO Ovf 

Clr |A32_FIXED_CTR2 Ovf 
Clr |A32_FIXED_CTR1 Ovf Reserved 
Clr |A32_FIXED_CTRO Ovf 


Figure 18-11. IA32_PERF_GLOBAL_STATUS_RESET MSR and Architectural Perfmon Version 4 


Clr CondChgd 
Clr OvfDSBuffer 
Clr OvfUncore 


The IA32_PERF_GLOBAL_STATUS_SET MSR is introduced with architectural performance monitoring version 4. It 
allows software to set individual bits in IA32_PERF_GLOBAL_STATUS. The IA32_PERF_GLOBAL_STATUS_SET 
interface can be used by a VMM to virtualize the state of IA32_PERF_GLOBAL_STATUS across VMs. 


63 62 61 60 59 58 55 35 34 33 32 31 N.. 10 


Set OvfDSBuffer 

Set OvfUncore 

Set ASCI Set IA32_PMC(N-1) Ovf 

Set CTR_Frz Del ae eke Ovf 

Set LBR_Frz Set IA32_PMC1 Ovf 

Set TraceToPAPMI Set IA32_PMCO Ovt 

Set IA32_FIXED_CTR2 Ovf 

Set IA32_FIXED_CTR1 Ovf Reserved 


Set IA32_FIXED_CTRO Ovf 


Figure 18-12. IA32_PERF_GLOBAL_STATUS_SET MSR and Architectural Perfmon Version 4 


18.2.4.3 IA32_PERF_GLOBAL_INUSE MSR 


In a contemporary software environment, multiple privileged service agents may wish to employ the processor’s 
performance monitoring facilities. The IA32_MISC_ENABLE.PERFMON_AVAILABLE[bit 7] interface could not serve 
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the need of multiple agent adequately. A white paper, “Performance Monitoring Unit Sharing Guideline 


1 proposed 


a cooperative sharing protocol that is voluntary for participating software agents. 


Architectural performance monitoring version 4 introduces a new MSR, IA32_PERF_GLOBAL_INUSE, that simplifies 
the task of multiple cooperating agents to implement the sharing protocol. 


The layout of IA32_PERF_GLOBAL_INUSE is shown in Figure 18-13. 


63 35 3433 32.31 N.. 10 


PMI InUse | 


FIXED_CTR2 InUse 
FIXED_CTR1 InUse PERFEVTSEL(N-1) InUse 


FIXED_CTRO InUse © ——— $$$ rrr InUse 
PERFEVTSEL1 InUse 


PERFEVTSELO InUse 


N = CPUID.OAH:EAX[15:8] Reserved 


Figure 18-13. [A32_PERF_GLOBAL_INUSE MSR and Architectural Perfmon Version 4 


The IA32_PERF_GLOBAL_INUSE MSR provides an “InUse” bit for each programmable performance counter and 
fixed counter in the processor. Additionally, it includes an indicator if the PMI mechanism has been configured by a 
profiling agent. 


IA32_PERF_GLOBAL_INUSE.PERFEVTSELO_InUse[bit 0]: This bit reflects the logical state of 
(IA32_PERFEVTSELO[7:0] != 0). 


IA32_PERF_GLOBAL_INUSE.PERFEVTSEL1_InUse[bit 1]: This bit reflects the logical state of 
(IA32_PERFEVTSEL1[7:0] != 0). 


IA32_PERF_GLOBAL_INUSE.PERFEVTSEL2_InUse[bit 2]: This bit reflects the logical state of 
(IA32_PERFEVTSEL2[7:0] != 0). 


IA32_PERF_GLOBAL_INUSE.PERFEVTSELn_InUse[bit n]: This bit reflects the logical state of 
(IA32_PERFEVTSELn[7:0] != 0), n < CPUID.OAH:EAX[15:8]. 


IA32_PERF_GLOBAL_INUSE.FCO_InUse[bit 32]: This bit reflects the logical state of 
(IA32_FIXED_CTR_CTRL[1:0] != 0). 


IA32_PERF_GLOBAL_INUSE.FC1_InUse[bit 33]: This bit reflects the logical state of 
(IA32_FIXED_CTR_CTRL[5:4] != 0). 


IA32_PERF_GLOBAL_INUSE.FC2_InUse[bit 34]: This bit reflects the logical state of 
(IA32_FIXED_CTR_CTRL[9:8] != 0). 


IA32_PERF_GLOBAL_INUSE.PMI_InUse[bit 63]: This bit is set if any one of the following bit is set: 
— JA32_PERFEVTSELn.INT[bit 20], n < CPUID.OAH:EAX[15:8]. 
— JA32_FIXED_CTR_CTRL.ENi_PMI, i = 0, 1, 2. 


— Any IA32_PEBS_ENABLES bit which enables PEBS for a general-purpose or fixed-function performance 
counter. 


1. 


Available at http://www. intel.com/sdm 
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18.2.5 Architectural Performance Monitoring Version 5 


Processors supporting architectural performance monitoring version 5 also support versions 1, 2, 3 and 4, as well 
as capability enumerated by CPUID leaf OAH. Specifically, version 5 provides the following enhancements: 


¢ Deprecation of Anythread mode, see Section 18.2.5.1. 
¢ Individual enumeration of Fixed counters in CPUID.OAH, see Section 18.2.5.2. 
¢ Domain separation, see Section 18.2.5.3. 


18.2.5.1 AnyThread Mode Deprecation 


With Architectural Performance Monitoring Version 5, a processor that supports AnyThread mode deprecation is 
enumerated by CPUID.OAH.EDX[15]. If set, software will not have to follow guidelines in Section 18.2.3.1. 


18.2.5.2 Fixed Counter Enumeration 


With Architectural Performance Monitoring Version 5, register CPUID.OAH.ECX indicates Fixed Counter enumera- 
tion. It is a bit mask which enumerates the supported Fixed Counters in a processor. If bit 'i’ is set, it implies that 
Fixed Counter 'i' is supported. Software is recommended to use the following logic to check if a Fixed Counter is 
supported on a given processor: 


FxCtr[i]_is_ supported := ECX[i] || (EDX[4:0] > i); 


18.2.5.3. Domain Separation 


A counter stops counting when the logical processor exits the CO ACPI C-state. 


18.2.6 — Full-Width Writes to Performance Counter Registers 


The general-purpose performance counter registers IA32_PMCx are writable via WRMSR instruction. However, the 
value written into IA32_PMCx by WRMSR is the signed extended 64-bit value of the EAX[31:0] input of WRMSR. 


A processor that supports full-width writes to the general-purpose performance counters enumerated by 
CPUID.OAH:EAX[15:8] will set IA32_PERF_CAPABILITIES[13] to enumerate its full-width-write capability See 
Figure 18-63. 


If IA32_PERF_CAPABILITIES.FW_WRITE[bit 13] =1, each IA32_PMCi is accompanied by a corresponding alias 
address starting at 4C1H for IA32_A_PMCO. 


The bit width of the performance monitoring counters is specified in CPUID.OAH:EAX[23:16]. 
If IA32_A_PMCi is present, the 64-bit input value (EDX:EAX) of WRMSR to IA32_A_PMCi will cause IA32_PMCi to 
be updated by: 
COUNTERWIDTH = CPUID.OAH:EAX[23:16] bit width of the performance monitoring counter 
IA32_PMCi[COUNTERWIDTH-1:32] := EDX[COUNTERWIDTH-33:0]); 
IA32_PMCi[31:0] := EAX[31:0]; 
EDX[63:COUNTERWIDTH] are reserved 
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18.3. PERFORMANCE MONITORING (INTEL® CORE™ PROCESSORS AND INTEL® 
XEON® PROCESSORS) 


18.3.1. Performance Monitoring for Processors Based on Intel® Microarchitecture Code Name 
Nehalem 


Intel Core i7 processor family? supports architectural performance monitoring capability with version ID 3 (see 
Section 18.2.3) and a host of non-architectural monitoring capabilities. The Intel Core i7 processor family is based 
on Intel® microarchitecture code name Nehalem, and provides four general-purpose performance counters 
(IA32_PMCO, IA32_PMC1, IA32_PMC2, IA32_PMC3) and three fixed-function performance counters 
(IA32_FIXED_CTRO, IA32_FIXED_CTR1, IA32_FIXED_CTR2) in the processor core. 


Non-architectural performance monitoring in Intel Core i7 processor family uses the IA32_PERFEVTSELx MSR to 
configure a set of non-architecture performance monitoring events to be counted by the corresponding general- 
purpose performance counter. The list of non-architectural performance monitoring events can be found at: 
https://perfmon-events.intel.com/. Non-architectural performance monitoring events fall into two broad catego- 
ries: 


¢ Performance monitoring events in the processor core: These include many events that are similar to 
performance monitoring events available to processor based on Intel Core microarchitecture. Additionally, 
there are several enhancements in the performance monitoring capability for detecting microarchitectural 
conditions in the processor core or in the interaction of the processor core to the off-core sub-systems in the 
physical processor package. The off-core sub-systems in the physical processor package is loosely referred to 
as “uncore”. 

¢ Performance monitoring events in the uncore: The uncore sub-system is shared by more than one processor 


cores in the physical processor package. It provides additional performance monitoring facility outside of 
IA32_PMCx and performance monitoring events that are specific to the uncore sub-system. 


Architectural and non-architectural performance monitoring events in Intel Core i7 processor family support thread 
qualification using bit 21 of IA32_PERFEVTSELx MSR. 


The bit fields within each IA32_PERFEVTSELx MSR are defined in Figure 18-6 and described in Section 18.2.1.1 and 
Section 18.2.3. 


63 62 6160 3534333231 876543 21 0 


CHG (RW) 
OVF_PMI (R/W) 


OVF_FC2 (R/O) 
OVF_FC1 (R/O) 
OVF_FCO (R/O) 
OVF_PC7 (R/O), if CCNT>7 
OVF_PC6 (R/O), if CCNT>6 
OVF_PC5 (R/O), if CCNT>5 
OVF_PC4 (R/O), if CCNT>4 
OVF_PC3 (R/O) 


OVF_PC2 (R/O) 
OVF_PC1 (R/O) 
OVF_PCO (R/O) 


Reserved RESET Value — 00000000_00000000H CCNT: CPUID.AH:EAX[15:8] 


Figure 18-14. |A32_PERF_GLOBAL_STATUS MSR 


2. Intel Xeon processor 5500 series and 3400 series are also based on Intel microarchitecture code name Nehalem; the performance 
monitoring facilities described in this section generally also apply. 
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18.3.1.1 Enhancements of Performance Monitoring in the Processor Core 
The notable enhancements in the monitoring of performance events in the processor core include: 


¢ Four general purpose performance counters, IA32_PMCx, associated counter configuration MSRs, 
IA32_PERFEVTSELx, and global counter control MSR supporting simplified control of four counters. Each of the 
four performance counter can support processor event based sampling (PEBS) and thread-qualification of 
architectural and non-architectural performance events. Width of IA32_PMCx supported by hardware has been 
increased. The width of counter reported by CPUID.OAH:EAX[23:16] is 48 bits. The PEBS facility in Intel micro- 
architecture code name Nehalem has been enhanced to include new data format to capture additional infor- 
mation, such as load latency. 


¢ Load latency sampling facility. Average latency of memory load operation can be sampled using load-latency 
facility in processors based on Intel microarchitecture code name Nehalem. This field measures the load 
latency from load's first dispatch of till final data writeback from the memory subsystem. The latency is 
reported for retired demand load operations and in core cycles (it accounts for re-dispatches). This facility is 
used in conjunction with the PEBS facility. 


°  Off-core response counting facility. This facility in the processor core allows software to count certain 
transaction responses between the processor core to sub-systems outside the processor core (uncore). 
Counting off-core response requires additional event qualification configuration facility in conjunction with 
IA32_PERFEVTSELx. Two off-core response MSRs are provided to use in conjunction with specific event codes 
that must be specified with IA32_PERFEVTSELx. 


NOTE 


The number of counters available to software may vary from the number of physical counters 
present on the hardware, because an agent running at a higher privilege level (e.g., a VMM) may 
not expose all counters. CPUID.OAH:EAX[15:8] reports the MSRs available to software; see Section 
18.2.1. 


18.3.1.1.1 Processor Event Based Sampling (PEBS) 


All general-purpose performance counters, IA32_PMCx, can be used for PEBS if the performance event supports 
PEBS. Software uses IA32_MISC_ENABLE[7] and IA32_MISC_ENABLE[12] to detect whether the performance 
monitoring facility and PEBS functionality are supported in the processor. The MSR IA32_PEBS_ENABLE provides 4 
bits that software must use to enable which IA32_PMCx overflow condition will cause the PEBS record to be 
captured. 


Additionally, the PEBS record is expanded to allow latency information to be captured. The MSR 
IA32_PEBS_ENABLE provides 4 additional bits that software must use to enable latency data recording in the PEBS 
record upon the respective IA32_PMCx overflow condition. The layout of IA32_PEBS_ENABLE for processors based 
on Intel microarchitecture code name Nehalem is shown in Figure 18-15. 


When a counter is enabled to capture machine state (PEBS_EN_PMCx = 1), the processor will write machine state 
information to a memory buffer specified by software as detailed below. When the counter IA32_PMCx overflows 
from maximum count to zero, the PEBS hardware is armed. 
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63 36 3534 33 32 31 87654321 0 


LL_EN_PMC3 (R/W) 
LL_EN_PMC2 (R/W) 
LL_EN_PMC1 (RW) 
LL_EN_PMCO (R/W) 
PEBS_EN PMC3 (R/W) 
PEBS_EN PMC2 (R/W) 
PEBS_EN PMC1 (R/W) 
PEBS_EN PMCO (R/W) 


Reserved RESET Value — 00000000_00000000H 


Figure 18-15. Layout of IA32_PEBS_ENABLE MSR 


Upon occurrence of the next PEBS event, the PEBS hardware triggers an assist and causes a PEBS record to be 
written. The format of the PEBS record is indicated by the bit field IA32_PERF_CAPABILITIES[11:8] (see 

Figure 18-63). 

The behavior of PEBS assists is reported by IA32_PERF_CAPABILITIES[6] (see Figure 18-63). The return instruc- 
tion pointer (RIP) reported in the PEBS record will point to the instruction after (+1) the instruction that causes the 
PEBS assist. The machine state reported in the PEBS record is the machine state after the instruction that causes 
the PEBS assist is retired. For instance, if the instructions: 


mov eax, [eax] ; causes PEBS assist 
nop 


are executed, the PEBS record will report the address of the nop, and the value of EAX in the PEBS record will show 
the value read from memory, not the target address of the read operation. 


The PEBS record format is shown in Table 18-3, and each field in the PEBS record is 64 bits long. The PEBS record 
format, along with debug/store area storage format, does not change regardless of IA-32e mode is active or not. 
CPUID.01H:ECX.DTES64[bit 2] reports whether the processor's DS storage format support is mode-independent. 
When set, it uses 64-bit DS storage format. 


Table 18-3. PEBS Record Format for Intel Core i7 Processor Family 


Byte Offset Field Byte Offset Field 

OOH R/EFLAGS 58H RI 

08H R/EIP 60H R10 

10H R/EAX 68H R11 

18H R/EBX 70H R12 

20H R/ECX 78H R13 

28H R/EDX 80H R14 

30H R/ESI 88H R15 

38H R/EDI 90H IA32_PERF_GLOBAL_STATUS 
40H R/EBP 98H Data Linear Address 

48H R/ESP AOH Data Source Encoding 

50H R8 A8H Latency value (core cycles) 
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In IA-32e mode, the full 64-bit value is written to the register. If the processor is not operating in IA-32e mode, 32- 
bit value is written to registers with bits 63:32 zeroed. Registers not defined when the processor is not in IA-32e 
mode are written to zero. 


Bytes AFH:90H are enhancement to the PEBS record format. Support for this enhanced PEBS record format is indi- 
cated by IA32_PERF_CAPABILITIES[11:8] encoding of 0001B. 


The value written to bytes 97H:90H is the state of the IA32_PERF_GLOBAL_STATUS register before the PEBS assist 
occurred. This value is written so software can determine which counters overflowed when this PEBS record was 
written. Note that this field indicates the overflow status for all counters, regardless of whether they were 
programmed for PEBS or not. 


Programming PEBS Facility 


Only a subset of non-architectural performance events in the processor support PEBS. The subset of precise events 
are listed in Table 18-78. In addition to using IA32_PERFEVTSELx to specify event unit/mask settings and setting 

the EN_PMCx bit in the IA32_PEBS_ENABLE register for the respective counter, the software must also initialize the 
DS_BUFFER_MANAGEMENT_AREA data structure in memory to support capturing PEBS records for precise events. 


The recording of PEBS records may not operate properly if accesses to the linear addresses in the DS buffer 
management area or in the PEBS buffer (see below) cause page faults, VM exits, or the setting of accessed or dirty 
flags in the paging structures (ordinary or EPT). For that reason, system software should establish paging struc- 
tures (both ordinary and EPT) to prevent such occurrences. Implications of this may be that an operating system 
should allocate this memory from a non-paged pool and that system software cannot do “lazy” page-table entry 
propagation for these pages. A virtual-machine monitor may choose to allow use of PEBS by guest software only if 
EPT maps all guest-physical memory as present and read/write. 


NOTE 


PEBS events are only valid when the following fields of IA32_PERFEVTSELx are all zero: AnyThread, 
Edge, Invert, CMask. 


The beginning linear address of the DS_BUFFER_MANAGEMENT_AREA data structure must be programmed into 
the IA32_DS_AREA register. The layout of the DS_BUFFER_MANAGEMENT_AREA is shown in Figure 18-16. 


¢ PEBS Buffer Base: This field is programmed with the linear address of the first byte of the PEBS buffer 
allocated by software. The processor reads this field to determine the base address of the PEBS buffer. 


¢ PEBS Index: This field is initially programmed with the same value as the PEBS Buffer Base field, or the 
beginning linear address of the PEBS buffer. The processor reads this field to determine the location of the next 
PEBS record to write to. After a PEBS record has been written, the processor also updates this field with the 
address of the next PEBS record to be written. The figure above illustrates the state of PEBS Index after the first 
PEBS record is written. 


¢ PEBS Absolute Maximum: This field represents the absolute address of the maximum length of the allocated 
PEBS buffer plus the starting address of the PEBS buffer. The processor will not write any PEBS record beyond 
the end of PEBS buffer, when PEBS Index equals PEBS Absolute Maximum. No signaling is generated when 
PEBS buffer is full. Software must reset the PEBS Index field to the beginning of the PEBS buffer address to 
continue capturing PEBS records. 
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-— IA32_DS_AREA MSR 


DS Buffer Management Area BTS Buffer 
\<<—_ 
BTS Buffer Base | OH———————> 
Branch Record 0 
BTS Index 8H 
BTS Absolute 
Maximum 10 
BTS Interrupt Branch Record 1 
Threshold 18H 
PEBS Buffer Base) 20H 
PEBS Index 28H —q 
serv Absolute | 35), 
jaximum 
-———_—_______, Branch Record n 
PEBS Interrupt | 33H 
Threshold $3 
PEBS 40H 
CounterO Reset PEBS Buffer 
48H 
PEBS —_— 
Counter1 Reset PEBS Record 0 
50H 
PEBS 
Counter2 Reset 
PEBS Record 1 
58H 
PEBS 
Counter3 Reset | 
Reserved oun 
PEBS Record n 
> 


Figure 18-16. PEBS Programming Environment 


PEBS Interrupt Threshold: This field specifies the threshold value to trigger a performance interrupt and 
notify software that the PEBS buffer is nearly full. This field is programmed with the linear address of the first 
byte of the PEBS record within the PEBS buffer that represents the threshold record. After the processor writes 
a PEBS record and updates PEBS Index, if the PEBS Index reaches the threshold value of this field, the 
processor will generate a performance interrupt. This is the same interrupt that is generated by a performance 
counter overflow, as programmed in the Performance Monitoring Counters vector in the Local Vector Table of 
the Local APIC. When a performance interrupt due to PEBS buffer full is generated, the 
IA32_PERF_GLOBAL_STATUS.PEBS_Ovf bit will be set. 


PEBS CounterX Reset: This field allows software to set up PEBS counter overflow condition to occur at a rate 
useful for profiling workload, thereby generating multiple PEBS records to facilitate characterizing the profile 
the execution of test code. After each PEBS record is written, the processor checks each counter to see if it 
overflowed and was enabled for PEBS (the corresponding bit in IA32_PEBS_ENABLED was set). If these 
conditions are met, then the reset value for each overflowed counter is loaded from the DS Buffer Management 
Area. For example, if counter IA32_PMCO caused a PEBS record to be written, then the value of “PEBS Counter 
0 Reset” would be written to counter IA32_PMCO. If a counter is not enabled for PEBS, its value will not be 
modified by the PEBS assist. 


Performance Counter Prioritization 


Performance monitoring interrupts are triggered by a counter transitioning from maximum count to zero (assuming 
IA32_PerfEvtSelX.INT is set). This same transition will cause PEBS hardware to arm, but not trigger. PEBS hard- 
ware triggers upon detection of the first PEBS event after the PEBS hardware has been armed (a 0 to 1 transition 
of the counter). At this point, a PEBS assist will be undertaken by the processor. 
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Performance counters (fixed and general-purpose) are prioritized in index order. That is, counter IA32_PMCO takes 
precedence over all other counters. Counter IA32_PMC1 takes precedence over counters IA32_PMC2 and 
IA32_PMC3, and so on. This means that if simultaneous overflows or PEBS assists occur, the appropriate action will 
be taken for the highest priority performance counter. For example, if IA32_PMC1i cause an overflow interrupt and 
IA32_PMC2 causes an PEBS assist simultaneously, then the overflow interrupt will be serviced first. 


The PEBS threshold interrupt is triggered by the PEBS assist, and is by definition prioritized lower than the PEBS 
assist. Hardware will not generate separate interrupts for each counter that simultaneously overflows. General- 
purpose performance counters are prioritized over fixed counters. 


If a counter is programmed with a precise (PEBS-enabled) event and programmed to generate a counter overflow 
interrupt, the PEBS assist is serviced before the counter overflow interrupt is serviced. If in addition the PEBS inter- 
rupt threshold is met, the 


threshold interrupt is generated after the PEBS assist completes, followed by the counter overflow interrupt (two 
separate interrupts are generated). 


Uncore counters may be programmed to interrupt one or more processor cores (see Section 18.3.1.2). It is 
possible for interrupts posted from the uncore facility to occur coincident with counter overflow interrupts from the 
processor core. Software must check core and uncore status registers to determine the exact origin of counter 
overflow interrupts. 


18.3.1.1.2 Load Latency Performance Monitoring Facility 


The load latency facility provides software a means to characterize the average load latency to different levels of 
cache/memory hierarchy. This facility requires processor supporting enhanced PEBS record format in the PEBS 
buffer, see Table 18-3. This field measures the load latency from load's first dispatch of till final data writeback from 
the memory subsystem. The latency is reported for retired demand load operations and in core cycles (it accounts 
for re-dispatches). 


To use this feature software must assure: 


° One of the IA32_PERFEVTSELx MSR is programmed to specify the event unit MEM_INST_RETIRED, and the 
LATENCY_ABOVE_THRESHOLD event mask must be specified (IA32_PerfEvtSelX[15:0] = 100H). The corre- 
sponding counter IA32_PMCx will accumulate event counts for architecturally visible loads which exceed the 
programmed latency threshold specified separately in a MSR. Stores are ignored when this event is 
programmed. The CMASK or INV fields of the IA32_PerfEvtSelX register used for counting load latency must be 
0. Writing other values will result in undefined behavior. 


¢ The MSR_PEBS_LD_LAT_THRESHOLD MSR is programmed with the desired latency threshold in core clock 
cycles. Loads with latencies greater than this value are eligible for counting and latency data reporting. The 
minimum value that may be programmed in this register is 3 (the minimum detectable load latency is 4 core 
clock cycles). 


° The PEBS enable bit in the IA32_PEBS_ENABLE register is set for the corresponding IA32_PMCx counter 
register. This means that both the PEBS_EN_CTRX and LL_EN_CTRX bits must be set for the counter(s) of 
interest. For example, to enable load latency on counter IA32_PMCO, the IA32_PEBS_ENABLE register must be 
programmed with the 64-bit value 00000001_O00000001H. 


When the load-latency facility is enabled, load operations are randomly selected by hardware and tagged to carry 
information related to data source locality and latency. Latency and data source information of tagged loads are 
updated internally. 


When a PEBS assist occurs, the last update of latency and data source information are captured by the assist and 
written as part of the PEBS record. The PEBS sample after value (SAV), specified in PEBS CounterX Reset, operates 
orthogonally to the tagging mechanism. Loads are randomly tagged to collect latency data. The SAV controls the 
number of tagged loads with latency information that will be written into the PEBS record field by the PEBS assists. 
The load latency data written to the PEBS record will be for the last tagged load operation which retired just before 
the PEBS assist was invoked. 


The load-latency information written into a PEBS record (see Table 18-3, bytes AFH:98H) consists of: 
° Data Linear Address: This is the linear address of the target of the load operation. 


¢ Latency Value: This is the elapsed cycles of the tagged load operation between dispatch to GO, measured in 
processor core clock domain. 
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¢ Data Source: The encoded value indicates the origin of the data obtained by the load instruction. The encoding 
is shown in Table 18-4. In the descriptions, local memory refers to system memory physically attached to a 
processor package, and remote memory refers to system memory physically attached to another processor 
package. 


Table 18-4. Data Source Encoding for Load Latency Record 


Encoding Description 

OOH Unknown L3 cache miss. 

01H Minimal latency core cache hit. This request was satisfied by the L1 data cache. 

02H Pending core cache HIT. Outstanding core cache miss to same cache-line address was already underway. 

03H This data request was satisfied by the L2. 

04H L3 HIT. Local or Remote home requests that hit L3 cache in the uncore with no coherency actions required (snooping). 
05H L3 HIT. Local or Remote home requests that hit the L3 cache and were serviced by another processor core with a 


cross core snoop where no modified copies were found. (clean). 


O6H L3 HIT. Local or Remote home requests that hit the L3 cache and were serviced by another processor core with a 
cross core snoop where no modified copies were found. 


07H! Reserved/LLC Snoop HitM. Local or Remote home requests that hit the last level cache and were serviced by another 
core with a cross core snoop where modified copies were found. 


08H Reserved/L3 MISS. Local homed requests that missed the L3 cache and were serviced by forwarded data following a 
cross package snoop where no modified copies were found. (Remote home requests are not counted). 


09H Reserved 


OAH L3 MISS. Local home requests that missed the L3 cache and were serviced by local DRAM (go to shared state). 

OBH L3 MISS. Remote home requests that missed the L3 cache and were serviced by remote DRAM (go to shared state). 
OCH L3 MISS. Local home requests that missed the L3 cache and were serviced by local DRAM (go to exclusive state). 
ODH L3 MISS. Remote home requests that missed the L3 cache and were serviced by remote DRAM (go to exclusive state). 
OEH I/O, Request of input/output operation. 

OFH The request was to un-cacheable memory. 

NOTES: 


1. Bit 7 is supported only for processors with a CPUID DisplayFamily_DisplayModel signature of O6_2A, and 06_2E; otherwise it is 
reserved. 


The layout of MSR_PEBS_LD_LAT_THRESHOLD is shown in Figure 18-17. 


63 1615 0 


THRHLD - Load latency threshold 


Reserved RESET Value — 00000000_00000000H 


Figure 18-17. Layout of MSR_PEBS_LD_LAT MSR 


Bits 15:0 specifies the threshold load latency in core clock cycles. Performance events with latencies greater than 
this value are counted in IA32_PMCx and their latency information is reported in the PEBS record. Otherwise, they 
are ignored. The minimum value that may be programmed in this field is 3. 


18-24 Vol. 3B 


PERFORMANCE MONITORING 


18.3.1.1.3 Off-core Response Performance Monitoring in the Processor Core 


Programming a performance event using the off-core response facility can choose any of the four 
IA32_PERFEVTSELx MSR with specific event codes and predefine mask bit value. Each event code for off-core 
response monitoring requires programming an associated configuration MSR, MSR_OFFCORE_RSP_O. There is 
only one off-core response configuration MSR. Table 18-5 lists the event code, mask value and additional off-core 
configuration MSR that must be programmed to count off-core response events using IA32_PMCx. 


Table 18-5. Off-Core Response Event Encoding 


Event code in Mask Value in 
IA32_PERFEVTSELx IA32_PERFEVTSELx Required Off-core Response MSR 
B7H 01H MSR_OFFCORE_RSP_O (address 1A6H) 


The layout of MSR_OFFCORE_RSP_0O is shown in Figure 18-18. Bits 7:0 specifies the request type of a transaction 
request to the uncore. Bits 15:8 specifies the response of the uncore subsystem. 


63 15 1413121110 9876 543 21 0 


RESPONSE TYPE — NON_DRAM (R/W) _ 
RESPONSE TYPE — LOCAL_DRAM (R/W) 
RESPONSE TYPE — REMOTE_DRAM (R/W) 

( 


RESPONSE TYPE — REMOTE_CACHE_FWD (R/W) 
RESPONSE TYPE — RESERVED 

RESPONSE TYPE — OTHER_CORE_HITM (R/W) 
RESPONSE TYPE — OTHER _CORE_HIT_SNP (R/W) 
RESPONSE TYPE — UNCORE_HIT (R/W) 
REQUEST TYPE — OTHER (R/W) 
REQUEST TYPE — PF_IFETCH (R/W) 
REQUEST TYPE — PF_RFO (R/W) 
REQUEST TYPE — PF_DATA_RD (R/W) 
REQUEST TYPE — WB (R/W) 
REQUEST TYPE — DMND_IFETCH (R/W) 
REQUEST TYPE — DMND_RFO (R/W) 
REQUEST TYPE — DMND_ DATA RD (R/W) 


Reserved RESET Value — 00000000_00000000H 


Figure 18-18. Layout of MSR_OFFCORE_RSP_O and MSR_OFFCORE_RSP_1 to Configure Off-core Response Events 


Table 18-6. MSR_OFFCORE_RSP_O and MSR_OFFCORE_RSP_1 Bit Field Definition 
Bit Name Offset Description 


DMND_DATA_RD | 0 Counts the number of demand and DCU prefetch data reads of full and partial cachelines as well as 
demand data page table entry cacheline reads. Does not count L2 data read prefetches or instruction 
fetches. 

DMND_RFO 1 Counts the number of demand and DCU prefetch reads for ownership (RFO) requests generated by a 


write to data cacheline. Does not count L2 RFO. 


DMND_IFETCH 2 Counts the number of demand instruction cacheline reads and L1 instruction cacheline prefetches. 
WB 3 Counts the number of writeback (modified to exclusive) transactions. 

PF_DATA_RD 4 Counts the number of data cacheline reads generated by L2 prefetchers. 

PF_RFO 5 Counts the number of RFO requests generated by L2 prefetchers. 

PF_IFETCH 6 Counts the number of code reads generated by L2 prefetchers. 
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Table 18-6. MSR_OFFCORE_RSP_O and MSR_OFFCORE_RSP_1 Bit Field Definition (Contd.) 


Bit Name Offset Description 

OTHER 7 Counts one of the following transaction types, including L3 invalidate, I/O, full or partial writes, WC or 
non-temporal stores, CLFLUSH, Fences, lock, unlock, split lock. 

UNCORE_HIT 8 L3 Hit: local or remote home requests that hit L3 cache in the uncore with no coherency actions 
required (Snooping). 

OTHER_CORE_HI | 9 L3 Hit: local or remote home requests that hit L3 cache in the uncore and was serviced by another 

T_SNP core with a cross core snoop where no modified copies were found (clean). 

OTHER_CORE_HI | 10 L3 Hit: local or remote home requests that hit L3 cache in the uncore and was serviced by another 

™ core with a cross core snoop where modified copies were found (HITM). 

Reserved 11 Reserved 

REMOTE_CACHE_| 12 L3 Miss: local homed requests that missed the L3 cache and was serviced by forwarded data following 

FWD a cross package snoop where no modified copies found. (Remote home requests are not counted) 

REMOTE_DRAM | 13 L3 Miss: remote home requests that missed the L3 cache and were serviced by remote DRAM. 

LOCAL_DRAM 14 L3 Miss: local home requests that missed the L3 cache and were serviced by local DRAM. 

NON_DRAM 15 Non-DRAM requests that were serviced by IOH. 


18.3.1.2 Performance Monitoring Facility in the Uncore 


The “uncore” in Intel microarchitecture code name Nehalem refers to subsystems in the physical processor 
package that are shared by multiple processor cores. Some of the sub-systems in the uncore include the L3 cache, 
Intel QuickPath Interconnect link logic, and integrated memory controller. The performance monitoring facilities 
inside the uncore operates in the same clock domain as the uncore (U-clock domain), which is usually different 
from the processor core clock domain. The uncore performance monitoring facilities described in this section apply 
to Intel Xeon processor 5500 series and processors with the following CPUID signatures: 06_1AH, 06_1EH, 06_1FH 
(see Chapter 2, “Model-Specific Registers (MSRs)” in the Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 4). An overview of the uncore performance monitoring facilities is described separately. 


The performance monitoring facilities available in the U-clock domain consist of: 


° Eight General-purpose counters (MSR_UNCORE_PerfCntr0 through MSR_UNCORE_PerfCntr7). The counters 
are 48 bits wide. Each counter is associated with a configuration MSR, MSR_UNCORE_PerfEvtSelx, to specify 
event code, event mask and other event qualification fields. A set of global uncore performance counter 
enabling/overflow/status control MSRs are also provided for software. 

¢ Performance monitoring in the uncore provides an address/opcode match MSR that provides event qualification 
control based on address value or QPI command opcode. 

© One fixed-function counter, MSR_UNCORE_FixedCntr0. The fixed-function uncore counter increments at the 
rate of the U-clock when enabled. 

The frequency of the uncore clock domain can be determined from the uncore clock ratio which is available in 
the PCI configuration space register at offset COH under device number 0 and Function 0. 


18.3.1.2.1_ Uncore Performance Monitoring Management Facility 


MSR_UNCORE_PERF_GLOBAL_CTRL provides bit fields to enable/disable general-purpose and fixed-function coun- 
ters in the uncore. Figure 18-19 shows the layout of MSR_UNCORE_PERF_GLOBAL_CTRL for an uncore that is 
shared by four processor cores in a physical package. 


¢ EN_PCn (bit n, n = 0, 7): When set, enables counting for the general-purpose uncore counter 
MSR_UNCORE_PerfCntr n. 


¢ EN_FCO (bit 32): When set, enables counting for the fixed-function uncore counter MSR_UNCORE_FixedCntr0. 


¢ EN_PMI_COREn (bit n, n = 0, 3 if four cores are present): When set, processor core n is programmed to receive 
an interrupt signal from any interrupt enabled uncore counter. PMI delivery due to an uncore counter overflow 
is enabled by setting IA32_DEBUGCTL.Offcore_PMI_EN to 1. 
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¢ =PMI_FRZ (bit 63): When set, all U-clock uncore counters are disabled when any one of them signals a 


performance interrupt. Software must explicitly re-enable the counter by setting the enable bits in 
MSR_UNCORE_PERF_GLOBAL_CTRL upon exit from the ISR. 


63 62 51 50 49 48 


32 31 


876 543 21 


0 


PMI_FRZ (R/W) 
EN_PMI_CORE3 (R/W 
EN_PMI_CORE2 (RW) — 


EN_PMI_CORE1 (RW) —— 
EN_PMI_COREO (R/W) 


RESET Value — 00000000_00000000H 


Figure 18-19. Layout of MSR_UNCORE_PERF_GLOBAL_CTRL MSR 


MSR_UNCORE_PERF_GLOBAL_STATUS provides overflow status of the U-clock performance counters in the 
uncore. This is a read-only register. If an overflow status bit is set the corresponding counter has overflowed. The 
register provides a condition change bit (bit 63) which can be quickly checked by software to determine if a signif- 
icant change has occurred since the last time the condition change status was cleared. Figure 18-20 shows the 


layout of MSR_UNCORE_PERF_GLOBAL_STATUS. 


© OVF_PCn (bit n, n = 0, 7): When set, indicates general-purpose uncore counter MSR_UNCORE_PerfCntr n has 


overflowed. 


® OVF_FCO (bit 32): When set, indicates the fixed-function uncore counter MSR_UNCORE_FixedCntr0 has 


overflowed. 


° OVF_PMI (bit 61): When set indicates that an uncore counter overflowed and generated an interrupt request. 
° CHG (bit 63): When set indicates that at least one status bit in MSR_UNCORE_PERF_GLOBAL_STATUS register 


has changed state. 
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MSR_UNCORE_PERF_GLOBAL_OVF_CTRL allows software to clear the status bits in the 
UNCORE_PERF_GLOBAL_STATUS register. This is a write-only register, and individual status bits in the global 
status register are cleared by writing a binary one to the corresponding bit in this register. Writing zero to any bit 
position in this register has no effect on the uncore PMU hardware. 


63 62 6160 32 31 876543 21 0 


| 

CHG (RW) | 
OVF_PMI (R/W 

OVF_FCO (R/O) 
OVF_PC7 (R/O) 
OVF_PC6 (R/O) 
OVF_PCS5 (R/O) 
OVF_PC4 (R/O) 
OVF_PC3 (R/O) 
OVF_PC2 (R/O) 
OVF_PC1 (R/O) 
OVF_PCO (R/O) 


Reserved RESET Value — 00000000_00000000H 


Figure 18-20. Layout of MSR_UNCORE_PERF_GLOBAL_STATUS MSR 


Figure 18-21 shows the layout of MSR_UNCORE_PERF_GLOBAL_OVF_CTRL. 


63 62 6160 32 31 87654321 0 


ion 

CLR_CHG (WO1) 

CLR_OVF_PMI (WO1) 
CLR_OVF_FCO (WO1) 
CLR_OVF_PC7 (WO1) 
CLR_OVF_PC6 (WO1) 
CLR_OVF_PC5 (WO1) 
CLR_OVF_PC4 (WO1) 
CLR_OVF_PC3 (WO1) 
CLR_OVF_PC2 (WO1) 
CLR_OVF_PC1 (WO1) 
CLR_OVF_PCO (WO1) 


Reserved RESET Value — 00000000_00000000H 


Figure 18-21. Layout of MSR_UNCORE_PERF_GLOBAL_OVF_CTRL MSR 


¢ CLR_OVF_PCn (bit n, n = 0, 7): Set this bit to clear the overflow status for general-purpose uncore counter 
MSR_UNCORE_PerfCntr n. Writing a value other than 1 is ignored. 


¢ CLR_OVF_FCO (bit 32): Set this bit to clear the overflow status for the fixed-function uncore counter 
MSR_UNCORE_FixedCntr0. Writing a value other than 1 is ignored. 


¢ CLR_OVF_PMI (bit 61): Set this bit to clear the OVF_PMI flag in MSR_UNCORE_PERF_GLOBAL_STATUS. Writing 
a value other than 1 is ignored. 


® CLR_CHG (bit 63): Set this bit to clear the CHG flag in MSR_UNCORE_PERF_GLOBAL_STATUS register. Writing 
a value other than 1 is ignored. 
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18.3.1.2.2 Uncore Performance Event Configuration Facility 


MSR_UNCORE_PerfEvtSel0 through MSR_UNCORE_PerfEvtSel7 are used to select performance event and 
configure the counting behavior of the respective uncore performance counter. Each uncore PerfEvtSel MSR is 
paired with an uncore performance counter. Each uncore counter must be locally configured using the corre- 
sponding MSR_UNCORE_PerfEvtSelx and counting must be enabled using the respective EN_PCx bit in 
MSR_UNCORE_PERF_GLOBAL_CTRL. Figure 18-22 shows the layout of MSR_UNCORE_PERFEVTSELx. 


63 31 24 23 22 21 201918171615 8 7 0 


ONES. Unit Mask (UMASK)| _ Event Select 


INV—Invert counter mask ——! 


EN—Enable counters ——————_! Reserved 
PMI—Enable PMI on overflow ———__ 
E—Edge detect RESET Value — 00000000_00000000H 


OCC_CTR_RST—Rest Queue Occ 


Figure 18-22. Layout of MSR_UNCORE_PERFEVTSELx MSRs 


¢ Event Select (bits 7:0): Selects the event logic unit used to detect uncore events. 
¢ Unit Mask (bits 15:8) : Condition qualifiers for the event selection logic specified in the Event Select field. 


* OCC_CTR_RST (bit17): When set causes the queue occupancy counter associated with this event to be cleared 
(zeroed). Writing a zero to this bit will be ignored. It will always read as a zero. 


° Edge Detect (bit 18): When set causes the counter to increment when a deasserted to asserted transition 
occurs for the conditions that can be expressed by any of the fields in this register. 


¢ PMI (bit 20): When set, the uncore will generate an interrupt request when this counter overflowed. This 
request will be routed to the logical processors as enabled in the PMI enable bits (EN_PMI_COREx) in the 
register MSR_UNCORE_PERF_GLOBAL_CTRL. 


e EN (bit 22): When clear, this counter is locally disabled. When set, this counter is locally enabled and counting 
starts when the corresponding EN_PCx bit in MSR_UNCORE_PERF_GLOBAL_CTRL is set. 


e INV (bit 23): When clear, the Counter Mask field is interpreted as greater than or equal to. When set, the 
Counter Mask field is interpreted as less than. 


* Counter Mask (bits 31:24): When this field is clear, it has no effect on counting. When set to a value other than 
zero, the logical processor compares this field to the event counts on each core clock cycle. If INV is clear and 
the event counts are greater than or equal to this field, the counter is incremented by one. If INV is set and the 
event counts are less than this field, the counter is incremented by one. Otherwise the counter is not incre- 
mented. 


Figure 18-23 shows the layout of MSR_UNCORE_FIXED_CTR_CTRL. 


63 87654321 0 


PMI - Generate PMI on overflow | 
EN - Enable 


Reserved RESET Value — 00000000_00000000H 


Figure 18-23. Layout of MSR_UNCORE_FIXED_CTR_CTRL MSR 
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° EN (bit 0): When clear, the uncore fixed-function counter is locally disabled. When set, it is locally enabled and 
counting starts when the EN_FCO bit in MSR_UNCORE_PERF_GLOBAL_CTRL is set. 


¢ PMI (bit 2): When set, the uncore will generate an interrupt request when the uncore fixed-function counter 
overflowed. This request will be routed to the logical processors as enabled in the PMI enable bits 
(EN_PMI_COREx) in the register MSR_UNCORE_PERF_GLOBAL_CTRL. 


Both the general-purpose counters (MSR_UNCORE_PerfCntr) and the fixed-function counter 
(MSR_UNCORE_FixedCntr0) are 48 bits wide. They support both counting and interrupt based sampling usages. 
The event logic unit can filter event counts to specific regions of code or transaction types incoming to the home 
node logic. 


18.3.1.2.3. Uncore Address/Opcode Match MSR 


The Event Select field [7:0] of MSR_UNCORE_PERFEVTSELx is used to select different uncore event logic unit. 
When the event “ADDR_OPCODE_MATCH"” is selected in the Event Select field, software can filter uncore perfor- 
mance events according to transaction address and certain transaction responses. The address filter and transac- 
tion response filtering requires the use of MSR_UNCORE_ADDR_OPCODE_MATCH register. The layout is shown in 
Figure 18-24. 


63 60 4847 4039 320 


Opcode ADDR 


MatchSel—Select addr/Opcode 
Opcode—Opcode and Message 
ADDR—Bits 39:4 of physical address 


Reserved RESET Value — 00000000_00000000H 


Figure 18-24. Layout of MSR_UNCORE_ADDR_OPCODE_MATCH MSR 


¢ Addr (bits 39:3): The physical address to match if “MatchSel" field is set to select address match. The uncore 
performance counter will increment if the lowest 40-bit incoming physical address (excluding bits 2:0) for a 
transaction request matches bits 39:3. 


® Opcode (bits 47:40) : Bits 47:40 allow software to filter uncore transactions based on QPI link message 
class/packed header opcode. These bits are consists two sub-fields: 


— Bits 43:40 specify the QPI packet header opcode. 
— Bits 47:44 specify the QPI message classes. 
Table 18-7 lists the encodings supported in the opcode field. 
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Table 18-7. Opcode Field Encoding for MSR_UNCORE_ADDR_OPCODE_MATCH 


Opcode [43:40] QP! Message Class 
Home Request Snoop Response Data Response 
[47:44] = 0O00B [47:44] = 0001B [47:44] = 1110B 

1 

DMND_IFETCH 2 2 

WB 3 3 

PF_DATA_RD 4 4 

PF_RFO 5 5 

PF_IFETCH 6 6 

OTHER 7 7 

NON_DRAM 15 15 


¢ MatchSel (bits 63:61): Software specifies the match criteria according to the following encoding: 
— OOOB: Disable addr_opcode match hardware. 
— 100B: Count if only the address field matches. 
— 010B: Count if only the opcode field matches. 
— 110B: Count if either opcode field matches or the address field matches. 
— 001B: Count only if both opcode and address field match. 
— Other encoding are reserved. 


18.3.1.3 Intel® Xeon® Processor 7500 Series Performance Monitoring Facility 


The performance monitoring facility in the processor core of Intel® Xeon® processor 7500 series are the same as 
those supported in Intel Xeon processor 5500 series. The uncore subsystem in Intel Xeon processor 7500 series 
are significantly different The uncore performance monitoring facility consist of many distributed units associated 
with individual logic control units (referred to as boxes) within the uncore subsystem. A high level block diagram of 
the various box units of the uncore is shown in Figure 18-25. 


Uncore PMUs are programmed via MSR interfaces. Each of the distributed uncore PMU units have several general- 
purpose counters. Each counter requires an associated event select MSR, and may require additional MSRs to 
configure sub-event conditions. The uncore PMU MSRs associated with each box can be categorized based on its 
functional scope: per-counter, per-box, or global across the uncore. The number counters available in each box 
type are different. Each box generally provides a set of MSRs to enable/disable, check status/overflow of multiple 
counters within each box. 
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L3 Cache 


CBox CBox CBox CBox CBox CBox CBox CBox 


SBox SBox 
SMI Channels 
: : PBox MBox BBox RBox BBox MBox PBox — 
SMI Channels 
WBox PBox PBox PBox PBox UBox 


oe, 


4 Intel QPI Links 


Figure 18-25. Distributed Units of the Uncore of Intel® Xeon® Processor 7500 Series 


Table 18-8 summarizes the number MSRs for uncore PMU for each box. 


Table 18-8. Uncore PMU MSR Summary 


Counter General Global 

Box # of Boxes | Counters per Box Width Purpose Enable Sub-control MSRs 
C-Box 8 6 48 Yes per-box None 
S-Box 2 4 48 Yes per-box Match/Mask 
B-Box 2 4 48 Yes per-box Match/Mask 
M-Box 2 6 48 Yes per-box Yes 
R-Box 1 16 (2 port, 8 per port) 48 Yes per-box Yes 
W-Box 1 4 48 Yes per-box None 

1 48 No per-box None 
U-Box 1 1 48 Yes uncore None 


The W-Box provides 4 general-purpose counters, each requiring an event select configuration MSR, similar to the 
general-purpose counters in other boxes. There is also a fixed-function counter that increments clockticks in the 
uncore clock domain. 


For C,S,B,M,R, and W boxes, each box provides an MSR to enable/disable counting, configuring PMI of multiple 
counters within the same box, this is somewhat similar the “global control“ programming interface, 
IA32_PERF_GLOBAL_CTRL, offered in the core PMU. Similarly status information and counter overflow control for 
multiple counters within the same box are also provided in C,S,B,M,R, and W boxes. 


In the U-Box, MSR_U_PMON_GLOBAL_CTL provides overall uncore PMU enable/disable and PMI configuration 
control. The scope of status information in the U-box is at per-box granularity, in contrast to the per-box status 
information MSR (in the C,S,B,M,R, and W boxes) providing status information of individual counter overflow. The 
difference in scope also apply to the overflow control MSR in the U-Box versus those in the other Boxes. 
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The individual MSRs that provide uncore PMU interfaces are listed in Chapter 2, “Model-Specific Registers (MSRs)” 
in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4, Table 2-17 under the general 
naming style of MSR_%box#%_PMON_%scope_function%, where %box#% designates the type of box and zero- 
based index if there are more the one box of the same type, %scope_function% follows the examples below: 


¢ =Multi-counter enabling MSRs: MSR_U_PMON_GLOBAL_CTL, MSR_SO_PMON_BOX_CTL, 
MSR_C7_PMON_BOX_CTL, etc. 


¢ Multi-counter status MSRs: MSR_U_PMON_GLOBAL_STATUS, MSR_SOQ_PMON_BOX_STATUS, 
MSR_C7_PMON_BOX_STATUS, etc. 


e = Multi-counter overflow control MSRs: MSR_U_PMON_GLOBAL_OVF_CTL, MSR_SO_PMON_BOX_OVF_CTL, 
MSR_C7_PMON_BOX_OVF_CTL, etc. 

¢ Performance counters MSRs: the scope is implicitly per counter, e.g. MSR_U_PMON_CTR, 
MSR_SO_PMON_CTRO, MSR_C7_PMON_CTRS, etc. 


¢ Event select MSRs: the scope is implicitly per counter, e.g. MSR_U_PMON_EVNT_SEL, 
MSR_SO_PMON_EVNT_SELO, MSR_C7_PMON_EVNT_SEL5, etc 


¢ Sub-control MSRs: the scope is implicitly per-box granularity, e.g. MSR_MO_PMON_TIMESTAMP, 
MSR_RO_PMON_IPERFO_P1,MSR_S1_PMON_MATCH. 


Details of uncore PMU MSR bit field definitions can be found in a separate document “Intel Xeon Processor 7500 
Series Uncore Performance Monitoring Guide”. 


18.3.2 Performance Monitoring for Processors Based on Intel® Microarchitecture Code Name 
Westmere 


All of the performance monitoring programming interfaces (architectural and non-architectural core PMU facilities, 
and uncore PMU) described in Section 18.6.3 also apply to processors based on Intel® microarchitecture code 
name Westmere. 


Table 18-5 describes a non-architectural performance monitoring event (event code 0B7H) and associated 
MSR_OFFCORE_RSP_0O (address 1A6H) in the core PMU. This event and a second functionally equivalent offcore 
response event using event code OBBH and MSR_OFFCORE_RSP_1 (address 1A7H) are supported in processors 
based on Intel microarchitecture code name Westmere. The event code and event mask definitions of non-archi- 
tectural performance monitoring events can be found at: https://perfmon-events.intel.com/. 


The load latency facility is the same as described in Section 18.3.1.1.2, but added enhancement to provide more 
information in the data source encoding field of each load latency record. The additional information relates to 
STLB_MISS and LOCK, see Table 18-13. 


18.3.3. Intel® Xeon® Processor €7 Family Performance Monitoring Facility 


The performance monitoring facility in the processor core of the Intel® Xeon® processor E7 family is the same as 
those supported in the Intel Xeon processor 5600 series?. The uncore subsystem in the Intel Xeon processor E7 
family is similar to those of the Intel Xeon processor 7500 series. The high level construction of the uncore sub- 
system is similar to that shown in Figure 18-25, with the additional capability that up to 10 C-Box units are 
supported. 


3. Exceptions are indicated for event code OFH in the event list for this processor (https://perfmon-events.intel.com/); and valid 
bits of data source encoding field of each load latency record is limited to bits 5:4 of Table 18-13. 
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Table 18-9 summarizes the number MSRs for uncore PMU for each box. 


Table 18-9. Uncore PMU MSR Summary for Intel® Xeon® Processor E7 Family 


Counter General Global 

Box # of Boxes | Counters per Box Width Purpose Enable Sub-control MSRs 
C-Box 10 6 48 Yes per-box None 
S-Box 2 4 48 Yes per-box Match/Mask 
B-Box 2 4 48 Yes per-box Match/Mask 
M-Box 2 6 48 Yes per-box Yes 
R-Box 1 16 ( 2 port, 8 per port) 48 Yes per-box Yes 
W-Box 1 4 48 Yes per-box None 

1 48 No per-box None 
U-Box 1 1 48 Yes uncore None 


Details of the uncore performance monitoring facility of Intel Xeon Processor E7 family is available in the “Intel® 
Xeon® Processor E7 Uncore Performance Monitoring Programming Reference Manual”. 


18.3.4 Performance Monitoring for Processors Based on Intel® Microarchitecture Code Name 
Sandy Bridge 

Intel® Core™ i7-2xxx, Intel® Core™ i5-2xxx, Intel® Core™ i3-2xxx processor series, and Intel® Xeon® processor 
E3-1200 family are based on Intel microarchitecture code name Sandy Bridge; this section describes the perfor- 
mance monitoring facilities provided in the processor core. The core PMU supports architectural performance moni- 
toring capability with version ID 3 (see Section 18.2.3) and a host of non-architectural monitoring capabilities. 


Architectural performance monitoring version 3 capabilities are described in Section 18.2.3. 


The core PMU's capability is similar to those described in Section 18.3.1.1 and Section 18.6.3, with some differ- 
ences and enhancements relative to Intel microarchitecture code name Westmere summarized in Table 18-10. 


Table 18-10. Core PMU Comparison 
Intel® microarchitecture code 


Intel® microarchitecture code 


Box name Sandy Bridge name Westmere Comment 

# of Fixed counters per 3 3 Use CPUID to determine # of 
thread counters. See Section 18.2.1. 
# of general-purpose 8 8 Use CPUID to determine # of 
counters per core counters. See Section 18.2.1. 
Counter width (R,W) R:48, W: 32/48 R:48, W:32 See Section 18.2.2. 

# of programmable counters | 4 or (8 if acore not shared by two | 4 Use CPUID to determine # of 
per thread threads) counters. See Section 18.2.1. 
PMI Overhead Mitigation * Freeze_Perfmon_on_PMI with « Freeze_Perfmon_on_PMI See Section 17.4.7. 


legacy semantics. 

« Freeze_LBR_on_PMI with legacy 
semantics for branch profiling. 

* Freeze_while_SMM. 


with legacy semantics. 
Freeze_LBR_on_PMI with 
legacy semantics for branch 
profiling. 

* Freeze_while_SMM. 


See Table 18-78. 


Processor Event Based See Table 18-12. 


Sampling (PEBS) Events 


IA32_PMC4-IA32_PMC7 do 
not support PEBS. 
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Box 


Intel® microarchitecture code 
name Sandy Bridge 


Intel® microarchitecture code 
name Westmere 


Comment 


PEBS-Load Latency 


See Section 18.3.4.4.2; 


Data source encoding 


« Data source encoding 
« STLB miss encoding 
* Lock transaction encoding 


Section 18.3.4.4.3 No 


Yes (using precise No 
INST_RETIRED.ALL). 


MSR 1A6H and 1A7H, extended 
request and response types. 


PEBS-Precise Store 
PEBS-PDIR 


Nehalem supports 1A6H 
only. 


MSR 1A6H and 1A7H, limited 
response types. 


Off-core Response Event 


18.3.4.1 Global Counter Control Facilities In Intel® Microarchitecture Code Name Sandy Bridge 


The number of general-purpose performance counters visible to a logical processor can vary across Processors 
based on Intel microarchitecture code name Sandy Bridge. Software must use CPUID to determine the number 
performance counters/event select registers (See Section 18.2.1.1). 


ene 


63 35 3433 3231 8 


| 
je 
ye 
ys 


FIXED_CTR2 enable 
FIXED_CTR1 enable 
FIXED_CTRO enable 
PMC7_EN (if PMC7 present) 
PMC6_EN (if PMC6 present) 
PMC5_EN (if PMCS present) 
PMC4_EN (if PMC4 present) 
PMC3_EN 
PMC2_EN 
PMC1_EN 
PMCO_EN 


Reserved 8, else reserved. 


Valid if CPUID.OAH:EAX[15:8] = 


Figure 18-26. IA32_PERF_GLOBAL_CTRL MSR in Intel® Microarchitecture Code Name Sandy Bridge 


Figure 18-42 depicts the layout of IA32_PERF_GLOBAL_CTRL MSR. The enable bits (PMC4_EN, PMC5_EN, 
PMC6_EN, PMC7_EN) corresponding to IA32_PMC4-IA32_PMC7 are valid only if CPUID.OAH:EAX[15:8] reports a 
value of ‘8’. If CPUID.OAH:EAX[15:8] = 4, attempts to set the invalid bits will cause #GP. 


Each enable bit in IA32_PERF_GLOBAL_CTRL is AND’ed with the enable bits for all privilege levels in the respective 
IA32_PERFEVTSELx or IA32_PERF_FIXED_CTR_CTRL MSRs to start/stop the counting of respective counters. 
Counting is enabled if the AND’ed results is true; counting is disabled when the result is false. 
IA32_PERF_GLOBAL_STATUS MSR provides single-bit status used by software to query the overflow condition of 
each performance counter. IA32_PERF_GLOBAL_STATUS[bit 62] indicates overflow conditions of the DS area data 
buffer (see Figure 18-27). A value of 1 in each bit of the PMCx_OVF field indicates an overflow condition has 
occurred in the associated counter. 
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Figure 18-27. [A32_PERF_GLOBAL_STATUS MSR in Intel® Microarchitecture Code Name Sandy Bridge 


When a performance counter is configured for PEBS, an overflow condition in the counter will arm PEBS. On the 
subsequent event following overflow, the processor will generate a PEBS event. On a PEBS event, the processor will 
perform bounds checks based on the parameters defined in the DS Save Area (see Section 17.4.9). Upon 
successful bounds checks, the processor will store the data record in the defined buffer area, clear the counter 
overflow status, and reload the counter. If the bounds checks fail, the PEBS will be skipped entirely. In the event 
that the PEBS buffer fills up, the processor will set the OvfBuffer bit in MSR_PERF_GLOBAL_STATUS. 


IA32_PERF_GLOBAL_OVF_CTL MSR allows software to clear overflow the indicators for general-purpose or fixed- 


636261 


35 34 33 32 31 8 


CondChgd _| 
Ovf_DSBuffer 


Ovf_UncorePMU 


FIXED_CTR2 Overflow (RO) 
FIXED_CTR1 Overflow (RO) 


FIXED_CTRO Overflow (RO) 
PMC7_OVF (RO, If PMC7 present) 
PMC6_OVF (RO, If PMC6 present) 
PMC5_OVF (RO, If PMC5 present) 
PMC4_OVF (RO, If PMC4 present) 


PMC3_OVF (RO 


PMC2_OVF (RO 


) 
) 
PMC1_OVF (RO) 
) 


PMCO_OVF (RO 


Reserved 


Valid if CPUID.OAH:EAX[15:8] = 8; else reserved 


function counters via a single WRMSR (see Figure 18-28). Clear overflow indications when: 


° Setting up new values in the event select and/or UMASK field for counting or interrupt based sampling. 


* Reloading counter values to continue sampling. 
* Disabling event counting or interrupt based sampling. 


6362 


foe} 


35 34 33 32 31 


| 
ClrCondChgd 
ClrOvfDSBuffer 
ClrOvfUncore — 
FIXED_CTR2 ClrOverflow 
FIXED_CTR1 ClrOverflow 


FIXED_CTRO ClrOverflow 


PMC7_ClrOvt (if PMC7 present) 
PMC6_ClrOvt (if PMC6 present) 


PMC5_ClrOvt (if PMC5 present) 


PMC4_ClrOvt (if PMC4 present) 


PMC3_ClrOvf 


PMC2_ClrOvf 


PMC1_ClrOvf 


PMCO_ClrOvf 


Reserved 


Valid if CPUID.OAH:EAX[15:8] = 8; else reserved 


Figure 18-28. IA32_PERF_GLOBAL_OVF_CTRL MSR in Intel microarchitecture code name Sandy Bridge 
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18.3.4.2 Counter Coalescence 


In processors based on Intel microarchitecture code name Sandy Bridge, each processor core implements eight 
general-purpose counters. CPUID.OAH:EAX[15:8] will report the number of counters visible to software. 


If a processor core is shared by two logical processors, each logical processors can access up to four counters 
(IA32_PMCO-IA32_PMC3). This is the same as in the prior generation for processors based on Intel microarchitec- 
ture code name Nehalem. 


If a processor core is not shared by two logical processors, up to eight general-purpose counters are visible. If 
CPUID.OAH:EAX[15:8] reports 8 counters, then IA32_PMC4-IA32_PMC7 would occupy MSR addresses OCSH 
through OC8H. Each counter is accompanied by an event select MSR (IA32_PERFEVTSEL4-IA32_PERFEVTSEL/7). 


If CPUID.OAH:EAX[15:8] report 4, access to IA32_PMC4-IA32_PMC7, IA32_PMC4-IA32_PMC7 will cause #GP. 
Writing 1’s to bit position 7:4 of IA32_PERF_GLOBAL_CTRL, IA32_PERF_GLOBAL_STATUS, or 
IA32_PERF_GLOBAL_OVF_CTL will also cause #GP. 


18.3.4.3 Full Width Writes to Performance Counters 


Processors based on Intel microarchitecture code name Sandy Bridge support full-width writes to the general- 
purpose counters, IA32_PMCx. Support of full-width writes are enumerated by 
IA32_PERF_CAPABILITIES.FW_WRITES[13] (see Section 18.2.4). 


The default behavior of IA32_PMCx is unchanged, i.e. WRMSR to IA32_PMCx results in a sign-extended 32-bit 
value of the input EAX written into IA32_PMCx. Full-width writes must issue WRMSR to a dedicated alias MSR 
address for each IA32_PMCx. 


Software must check the presence of full-width write capability and the presence of the alias address 
IA32_A_PMCx by testing IA32_PERF_CAPABILITIES[13]. 


18.3.4.4 PE€BS Support in Intel® Microarchitecture Code Name Sandy Bridge 


Processors based on Intel microarchitecture code name Sandy Bridge support PEBS, similar to those offered in 
prior generation, with several enhanced features. The key components and differences of PEBS facility relative to 
Intel microarchitecture code name Westmere is summarized in Table 18-11. 


Table 18-11. PEBS Facility Comparison 


Intel® microarchitecture code name __| Intel® microarchitecture 
Box Sandy Bridge code name Westmere Comment 
Valid IA32_PMCx PMCO-PMC3 PMCO-PMC3 No PEBS on PMC4-PMC7. 
PEBS Buffer Programming | Section 18.3.1.1.1 Section 18.3.1.1.1 Unchanged 
IA32_PEBS_ENABLE Figure 18-29 Figure 18-15 
Layout 
PEBS record layout Physical Layout same as Table 18-3. Table 18-3 Enhanced fields at offsets 98H, 
AOH, A8H. 
PEBS Events See Table 18-12. See Table 18-78. IA32_PMC4-IA32_PMC7 do not 
support PEBS. 
PEBS-Load Latency See Table 18-13. Table 18-4 
PEBS-Precise Store Yes; see Section 18.3.4.4.3. No IA32_PMC3 only 
PEBS-PDIR Yes No 1A32_PMC1 only 
PEBS skid from EventingIP | 1 (or 2 if micro+macro fusion) 1 
SAMPLING Restriction Small SAV(CountDown) value incur higher overhead than prior 
generation. 


Only IA32_PMCO through IA32_PMC3 support PEBS. 
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NOTE 


PEBS events are only valid when the following fields of IA32_PERFEVTSELx are all zero: AnyThread, 
Edge, Invert, CMask. 


In a PMU with PDIR capability, PEBS behavior is unpredictable if IA32_PERFEVTSELx or IA32_PMCx 
is changed for a PEBS-enabled counter while an event is being counted. To avoid this, changes to 
the programming or value of a PEBS-enabled counter should be performed when the counter is 
disabled. 


In IA32_PEBS_ENABLE MSR, bit 63 is defined as PS_ENABLE: When set, this enables IA32_PMC3 to capture 
precise store information. Only IA32_PMC3 supports the precise store facility. In typical usage of PEBS, the bit 
fields in IA32_PEBS_ENABLE are written to when the agent software starts PEBS operation; the enabled bit fields 
should be modified only when re-programming another PEBS event or cleared when the agent uses the perfor- 
mance counters for non-PEBS operations. 


63 62 36 3534 33 32 31 87654321 0 


PS_EN (R/W) 
LL_EN_PMC3 (RW) 
LL_EN_PMC2 (RW) 
LL_EN_PMC1 (RW) 
LL_EN_PMCO (R/W) 
PEBS_EN PMC3 (R/W 
PEBS_EN PMC2 (R/W 
PEBS_EN PMC1 (R/W 
PEBS_EN PMCO (R/W 
Reserved RESET Value — 00000000_00000000H 


Figure 18-29. Layout of IA32_PEBS_ENABLE MSR 


18.3.4.4.1  PEBS Record Format 


The layout of PEBS records physically identical to those shown in Table 18-3, but the fields at offset 98H, AOH and 
A8H have been enhanced to support additional PEBS capabilities. 


Load/Store Data Linear Address (Offset 98H): This field will contain the linear address of the source of the load, 
or linear address of the destination of the store. 


Data Source /Store Status (Offset AOH): When load latency is enabled, this field will contain three piece of 
information (including an encoded value indicating the source which satisfied the load operation). The source 
field encodings are detailed in Table 18-4. When precise store is enabled, this field will contain information 
indicating the status of the store, as detailed in Table 19. 


Latency Value/0 (Offset A8H): When load latency is enabled, this field contains the latency in cycles to service 
the load. This field is not meaningful when precise store is enabled and will be written to zero in that case. Upon 
writing the PEBS record, microcode clears the overflow status bits in the IA32_PERF_GLOBAL_STATUS corre- 
sponding to those counters that both overflowed and were enabled in the IA32_PEBS_ENABLE register. The 
status bits of other counters remain unaffected. 


The number PEBS events has expanded. The list of PEBS events supported in Intel microarchitecture code name 
Sandy Bridge is shown in Table 18-12. 
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Table 18-12. PEBS Performance Events for Intel® Microarchitecture Code Name Sandy Bridge 


Event Name Event Select Sub-event UMask 
INST_RETIRED COH PREC_DIST 01H" 
UOPS_RETIRED C2H All 01H 
Retire_Slots 02H 
BR_INST_RETIRED C4H Conditional 01H 
Near_Call 02H 
All_branches 04H 
Near_Return 08H 
Near_Taken 20H 
BR_MISP_RETIRED C5H Conditional 01H 
Near_Call 02H 
All_branches 04H 
Not_Taken 10H 
Taken 20H 
MEM_UOPS_RETIRED DOH STLB_MISS_LOADS 11H 
STLB_MISS_STORE 12H 
LOCK_LOADS 21H 
SPLIT_LOADS 41H 
SPLIT_STORES 42H 
ALL_LOADS 81H 
ALL_STORES 82H 
MEM_LOAD_UOPS_RETIRED D1H L1_Hit 01H 
L2_Hit 02H 
L3_Hit 04H 
Hit_LFB 40H 
MEM_LOAD_UOPS_LLC_HIT_RETIRED D2H XSNP_Miss 01H 
XSNP_Hit 02H 
XSNP_Hitm 04H 
XSNP_None 08H 
NOTES: 


1. Only available on [A32_PMC1. 


18.3.4.4.2 Load Latency Performance Monitoring Facility 


The load latency facility in Intel microarchitecture code name Sandy Bridge is similar to that in prior microarchitec- 
ture. It provides software a means to characterize the average load latency to different levels of cache/memory 
hierarchy. This facility requires processor supporting enhanced PEBS record format in the PEBS buffer, see 

Table 18-3 and Section 18.3.4.4.1. This field measures the load latency from load's first dispatch of till final data 
writeback from the memory subsystem. The latency is reported for retired demand load operations and in core 
cycles (it accounts for re-dispatches). 


To use this feature software must assure: 


° One of the IA32_PERFEVTSELx MSR is programmed to specify the event unit MEM_TRANS_RETIRED, and the 
LATENCY_ABOVE_THRESHOLD event mask must be specified (IA32_PerfEvtSelX[15:0] = 1CDH). The corre- 
sponding counter IA32_PMCx will accumulate event counts for architecturally visible loads which exceed the 
programmed latency threshold specified separately in a MSR. Stores are ignored when this event is 
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programmed. The CMASK or INV fields of the IA32_PerfEvtSelX register used for counting load latency must be 
0. Writing other values will result in undefined behavior. 


¢ The MSR_PEBS_LD_LAT_THRESHOLD MSR is programmed with the desired latency threshold in core clock 
cycles. Loads with latencies greater than this value are eligible for counting and latency data reporting. The 
minimum value that may be programmed in this register is 3 (the minimum detectable load latency is 4 core 
clock cycles). 


¢ The PEBS enable bit in the IA32_PEBS_ENABLE register is set for the corresponding IA32_PMCx counter 
register. This means that both the PEBS_EN_CTRX and LL_EN_CTRX bits must be set for the counter(s) of 
interest. For example, to enable load latency on counter IA32_PMCO, the IA32_PEBS_ENABLE register must be 
programmed with the 64-bit value 00000001.00000001H. 


¢ When Load latency event is enabled, no other PEBS event can be configured with other counters. 


When the load-latency facility is enabled, load operations are randomly selected by hardware and tagged to carry 
information related to data source locality and latency. Latency and data source information of tagged loads are 
updated internally. The MEM_TRANS_RETIRED event for load latency counts only tagged retired loads. If a load is 
cancelled it will not be counted and the internal state of the load latency facility will not be updated. In this case the 
hardware will tag the next available load. 


When a PEBS assist occurs, the last update of latency and data source information are captured by the assist and 
written as part of the PEBS record. The PEBS sample after value (SAV), specified in PEBS CounterX Reset, operates 
orthogonally to the tagging mechanism. Loads are randomly tagged to collect latency data. The SAV controls the 
number of tagged loads with latency information that will be written into the PEBS record field by the PEBS assists. 
The load latency data written to the PEBS record will be for the last tagged load operation which retired just before 
the PEBS assist was invoked. 


The physical layout of the PEBS records is the same as shown in Table 18-3. The specificity of Data Source entry at 
offset AOH has been enhanced to report three pieces of information. 


Table 18-13. Layout of Data Source Field of Load Latency Record 


Field Position Description 

Source 3:0 See Table 18-4 

STLB_MISS 4 0: The load did not miss the STLB (hit the DTLB or STLB). 
1: The load missed the STLB. 

Lock 5 0: The load was not part of a locked transaction. 
1: The load was part of a locked transaction. 

Reserved 63:6 Reserved 


The layout of MSR_PEBS_LD_LAT_THRESHOLD is the same as shown in Figure 18-17. 


18.3.4.4.3 Precise Store Facility 


Processors based on Intel microarchitecture code name Sandy Bridge offer a precise store capability that comple- 
ments the load latency facility. It provides a means to profile store memory references in the system. 


Precise stores leverage the PEBS facility and provide additional information about sampled stores. Having precise 
memory reference events with linear address information for both loads and stores can help programmers improve 
data structure layout, eliminate remote node references, and identify cache-line conflicts in NUMA systems. 


Only IA32_PMC3 can be used to capture precise store information. After enabling this facility, counter overflows will 
initiate the generation of PEBS records as previously described in PEBS. Upon counter overflow hardware captures 
the linear address and other status information of the next store that retires. This information is then written to the 
PEBS record. 


To enable the precise store facility, software must complete the following steps. Please note that the precise store 
facility relies on the PEBS facility, so the PEBS configuration requirements must be completed before attempting to 
capture precise store information. 


* Complete the PEBS configuration steps. 
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¢ Program the MEM_TRANS_RETIRED.PRECISE_STORE event in IA32_PERFEVTSEL3. Only counter 3 
(IA32_PMC3) supports collection of precise store information. 


° =Set IA32_PEBS_ENABLE[3] and IA32_PEBS_ENABLE[63]. This enables IA32_PMC3 as a PEBS counter and 
enables the precise store facility, respectively. 


The precise store information written into a PEBS record affects entries at offset 98H, AOH and A8H of Table 18-3. 
The specificity of Data Source entry at offset AOH has been enhanced to report three piece of information. 


Table 18-14. Layout of Precise Store Information In PEBS Record 
Field Offset | Description 


Store Data 98H The linear address of the destination of the store. 
Linear Address 


Store Status AOH L1D Hit (Bit 0): The store hit the data cache closest to the core (lowest latency cache) if this bit is set, 
otherwise the store missed the data cache. 
STLB Miss (bit 4): The store missed the STLB if set, otherwise the store hit the STLB 


Locked Access (bit 5): The store was part of a locked access if set, otherwise the store was not part of a 
locked access. 


Reserved A8H Reserved 


18.3.4.4.4 Precise Distribution of Instructions Retired (PDIR) 


Upon triggering a PEBS assist, there will be a finite delay between the time the counter overflows and when the 
microcode starts to carry out its data collection obligations. INST_RETIRED is a very common event that is used to 
sample where performance bottleneck happened and to help identify its location in instruction address space. Even 
if the delay is constant in core clock space, it invariably manifest as variable “skids” in instruction address space. 
This creates a challenge for programmers to profile a workload and pinpoint the location of bottlenecks. 


The core PMU in processors based on Intel microarchitecture code name Sandy Bridge include a facility referred to 
as precise distribution of Instruction Retired (PDIR). 


The PDIR facility mitigates the “skid” problem by providing an early indication of when the INST_RETIRED counter 
is about to overflow, allowing the machine to more precisely trap on the instruction that actually caused the 
counter overflow. On processors based on Intel microarchitecture code name Sandy Bridge skid is significantly 
reduced, and can be as little as one instruction. On future implementations PDIR may eliminate skid. 


PDIR applies only to the INST_RETIRED.ALL precise event, and processors based on Sandy Bridge microarchitec- 
ture must use IA32_PMC1 with PerfEvtSel1 property configured and bit 1 in the IA32_PEBS_ENABLE set to 1. 
INST_RETIRED.ALL is a non-architectural performance event, it is not supported in prior generation microarchitec- 
tures. Additionally, on processors with CPUID DisplayFamily_DisplayModel signatures of 06_2A and 06_2D, the tool 
that programs PDIR should quiesce the rest of the programmable counters in the core when PDIR is active. 


18.3.4.5 Off-core Response Performance Monitoring 


The core PMU in processors based on Intel microarchitecture code name Sandy Bridge provides off-core response 
facility similar to prior generation. Off-core response can be programmed only with a specific pair of event select 
and counter MSR, and with specific event codes and predefine mask bit value in a dedicated MSR to specify attri- 
butes of the off-core transaction. Two event codes are dedicated for off-core response event programming. Each 
event code for off-core response monitoring requires programming an associated configuration MSR, 
MSR_OFFCORE_RSP_x. Table 18-15 lists the event code, mask value and additional off-core configuration MSR 
that must be programmed to count off-core response events using IA32_PMCx. 
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Table 18-15. Off-Core Response Event Encoding 


Counter Event code UMask Required Off-core Response MSR 
PMCO-3 B7H 01H MSR_OFFCORE_RSP_O (address 1A6H) 
PMCO-3 BBH 01H MSR_OFFCORE_RSP_1 (address 1A7H) 


The layout of MSR_| 


OFFCORE_RSP_0O and MSR_OFFCORE_RSP_1i are shown in Figure 18-30 and Figure 18-31. Bits 


15:0 specifies the request type of a transaction request to the uncore. Bits 30:16 specifies supplier information, 
bits 37:31 specifies snoop response information. 


RESPONSE TYPE — Other (R/W) | 


RESERVED 
REQUEST TYPE — STRM_ST (R/W) 
REQUEST TYPE — BUS_LOCKS (R/W) 
REQUEST TYPE — PF_LLC_IFETCH (R/W) 
REQUEST TYPE — PF_LLC_RFO (R/W) 
REQUEST TYPE — PF_LLC_DATA RD (R/W) 
REQUEST TYPE — PF_IFETCH (R/W) 
REQUEST TYPE — PF_RFO (R/W) 
REQUEST TYPE — PF_DATA_RD (R/W) 
REQUEST TYPE — WB (R/W) 
REQUEST TYPE — DMND_IFETCH (R/W) 
REQUEST TYPE — DMND_RFO (R/W) 
REQUEST TYPE — DMND_DATA_RD (R/W) 


63 37 15 1413121110 9876 54321 0 


See Figure 18-30 


Reserved 


RESET Value — 00000000_00000000H 


Figure 18-30. Request_Type Fields for MSR_OFFCORE_RSP_x 


Table 18-16. MSR_OFFCORE_RSP_x Request_Type Field Definition 


Bit Name Offset | Description 

DMND_DATA_RD | 0 Counts the number of demand data reads of full and partial cachelines as well as demand data page 
table entry cacheline reads. Does not count L2 data read prefetches or instruction fetches. 

DMND_RFO 1 Counts the number of demand and DCU prefetch reads for ownership (RFO) requests generated by a 
write to data cacheline. Does not count L2 RFO prefetches. 

DMND_IFETCH 2 Counts the number of demand instruction cacheline reads and L1 instruction cacheline prefetches. 

WB 3 Counts the number of writeback (modified to exclusive) transactions. 

PF_DATA_RD 4 Counts the number of data cacheline reads generated by L2 prefetchers. 

PF_RFO 5 Counts the number of RFO requests generated by L2 prefetchers. 

PF_IFETCH 6 Counts the number of code reads generated by L2 prefetchers. 

PF_LLC_DATA_RD | 7 L2 prefetcher to L3 for loads. 

PF_LLC_RFO 8 RFO requests generated by L2 prefetcher 

PF_LLC_IFETCH 9 L2 prefetcher to L3 for instruction fetches. 

BUS_LOCKS 10 Bus lock and split lock requests 

STRM_ST 11 Streaming store requests 

OTHER 15 Any other request that crosses IDI, including I/O. 
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63 


37 36 35 34 33 32 31 


22 212019 


817 16 


RESPONSE TYPE — NON_DRAM (RW) ——— 
RSPNS_SNOOP — HITM (RW) 95 —— 
RSPNS_SNOOP — HIT_FWD 
RSPNS_SNOOP — HIT_NO_FWD (RW) 
RSPNS_SNOOP — SNP_MISS (R/W) 
RSPNS_SNOOP — SNP_NOT_NEEDED (R/W) 
RSPNS_SNOOP — SNPI_NONE (R/W) 
RSPNS_SUPPLIER — RESERVED 
RSPNS_ SUPPLIER — Local 
RSPNS_SUPPLIER — LLC_HITF (R/W) 
RSPNS_ SUPPLIER — LLC_HITS (R/W) 
RSPNS_SUPPLIER — LLC_HITE (R/W) 
RSPNS_SUPPLIER — LLC_HITM (R/W) 
RSPNS_SUPPLIER — No_ SUPP (R/W) 
RSPNS_ SUPPLIER — ANY (R/W) 


Reserved 


RESET Value — 00000000_00000000H 


Figure 18-31. Response_Supplier and Snoop Info Fields for MSR_OFFCORE_RSP_x 


To properly program this extra register, software must set at least one request type bit and a valid response type 
pattern. Otherwise, the event count reported will be zero. It is permissible and useful to set multiple request and 
response type bits in order to obtain various classes of off-core response events. Although MSR_OFFCORE_RSP_x 
allow an agent software to program numerous combinations that meet the above guideline, not all combinations 
produce meaningful data. 


Table 18-17. MSR_OFFCORE_RSP_x Response Supplier Info Field Definition 


Subtype Bit Name Offset Description 
Common Any 16 Catch all value for any response types. 
Supplier NO_SUPP 17 No Supplier Information available. 
Info LLC_HITM 18 M-state initial lookup stat in L3. 
LLC_HITE 19 E-state 
LLC_HITS 20 S-state 
LLC_HITF 21 F-state 
LOCAL 22 Local DRAM Controller. 
Reserved 30:23 Reserved 


To specify a complete offcore response filter, software must properly program bits in the request and response type 
fields. A valid request type must have at least one bit set in the non-reserved bits of 15:0. A valid response type 
must be a non-zero value of the following expression: 


ANY | [COR’ of Supplier Info Bits) & ((OR’ of Snoop Info Bits) ] 
If “ANY™ bit is set, the supplier and snoop info bits are ignored. 
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Table 18-18. MSR_OFFCORE_RSP_x Snoop Info Field Definition 


Subtype | Bit Name Offset | Description 
Snoop SNP_NONE 31 No details on snoop-related information. 
Info 
SNP_NOT_NEEDED | 32 No snoop was needed to satisfy the request. 
SNP_MISS 33 A snoop was needed and it missed all snooped caches: 
-For LLC Hit, ReslHitl was returned by all cores 
-For LLC Miss, Rspl was returned by all sockets and data was returned from DRAM. 
SNP_NO_FWD 34 A snoop was needed and it hits in at least one snooped cache. Hit denotes a cache-line was 
valid before snoop effect. This includes: 
-Snoop Hit w/ Invalidation (LLC Hit, RFO) 
-Snoop Hit, Left Shared (LLC Hit/Miss, IFetch/Data_RD) 
-Snoop Hit w/ Invalidation and No Forward (LLC Miss, RFO Hit S) 
In the LLC Miss case, data is returned from DRAM. 
SNP_FWD 35 A snoop was needed and data was forwarded from a remote socket. This includes: 
-Snoop Forward Clean, Left Shared (LLC Hit/Miss, IFetch/Data_RD/RFT). 
HITM 36 A snoop was needed and it HitM-ed in local or remote cache. HitM denotes a cache-line was 
in modified state before effect as a results of snoop. This includes: 
-Snoop HitM w/ WB (LLC miss, IFetch/Data_RD) 
-Snoop Forward Modified w/ Invalidation (LLC Hit/Miss, RFO) 
-Snoop MtoS (LLC Hit, IFetch/Data_RD). 
NON_DRAM 37 Target was non-DRAM system address. This includes MMIO transactions. 


18.3.4.6 Uncore Performance Monitoring Facilities In Intel® Core’ i7-2xxx, Intel® Core™ i5-2xxx, 
Intel® Core™” i3-2xxx Processor Series 


The uncore sub-system in Intel® Core™ i7-2xxx, Intel® Core™ i5-2xxx, Intel® Core™ i3-2xxx processor series 
provides a unified L3 that can support up to four processor cores. The L3 cache consists multiple slices, each slice 
interface with a processor via a coherence engine, referred to as a C-Box. Each C-Box provides dedicated facility of 
MSRs to select uncore performance monitoring events and each C-Box event select MSR is paired with a counter 

register, similar in style as those described in Section 18.3.1.2.2. The ARB unit in the uncore also provides its local 
performance counters and event select MSRs. The layout of the event select MSRs in the C-Boxes and the ARB unit 
are shown in Figure 18-32. 


63 28 24 23 22 21 201918171615 87 0 


ono Unit Mask (UMASK)| Event Select 


INV—Invert counter mask—_ 
EN—Enable counter —————_- 
OVF_EN—Overflow forwarding 


E—Edge detect 
Reserved 


RESET Value — 00000000_00000000H 


Figure 18-32. Layout of Uncore PERFEVTSEL MSR for a C-Box Unit or the ARB Unit 
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The bit fields of the uncore event select MSRs for a C-box unit or the ARB unit are summarized below: 


Event_Select (bits 7:0) and UMASK (bits 15:8): Specifies the microarchitectural condition to count in a local 
uncore PMU counter, see the event list at: https://perfmon-events.intel.com/. 
E (bit 18): Enables edge detection filtering, if 1. 


OVF_EN (bit 20): Enables the overflow indicator from the uncore counter forwarded to 
MSR_UNC_PERF_GLOBAL_CTRL, if 1. 


EN (bit 22): Enables the local counter associated with this event select MSR. 
INV (bit 23): Event count increments with non-negative value if 0, with negated value if 1. 
CMASK (bits 28:24): Specifies a positive threshold value to filter raw event count input. 


At the uncore domain level, there is a master set of control MSRs that centrally manages all the performance moni- 
toring facility of uncore units. Figure 18-33 shows the layout of the uncore domain global control. 


When an uncore counter overflows, a PMI can be routed to a processor core. Bits 3:0 of 
MSR_UNC_PERF_GLOBAL_CTRL can be used to select which processor core to handle the uncore PMI. Software 
must then write to bit 13 of IA32_DEBUGCTL (at address 1D9H) to enable this capability. 


PMI_SEL_Core#: Enables the forwarding of an uncore PMI request to a processor core, if 1. If bit 30 (WakePMI) 
is ‘1’, a wake request is sent to the respective processor core prior to sending the PMI. 


EN: Enables the fixed uncore counter, the ARB counters, and the CBO counters in the uncore PMU, if 1. This bit 
is cleared if bit 31 (FREEZE) is set and any enabled uncore counters overflow. 


WakePMI: Controls sending a wake request to any halted processor core before issuing the uncore PMI request. 
If a processor core was halted and not sent a wake request, the uncore PMI will not be serviced by the 
processor core. 


FREEZE: Provides the capability to freeze all uncore counters when an overflow condition occurs in a unit 
counter. When this bit is set, and a counter overflow occurs, the uncore PMU logic will clear the global enable 
bit (bit 29). 


63 32 31 30 29 28 4321 0 


FREEZE—Freeze counters 
WakePMI—Wake cores on PMI 
EN—Enable all uncore counters 
PMI_Sel_Core3 — Uncore PMI to core 3 
PMI_Sel_Core2 — Uncore PMI to core 2 


PMI_Sel_Core1 — Uncore PMI to core 1 
PMI_Sel_CoreO — Uncore PMI to core 0 


Reserved RESET Value — 00000000_00000000H 


Figure 18-33. Layout of MSR_UNC_PERF_GLOBAL_CTRL MSR for Uncore 
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Additionally, there is also a fixed counter, counting uncore clockticks, for the uncore domain. Table 18-19 summa- 
rizes the number MSRs for uncore PMU for each box. 


Table 18-19. Uncore PMU MSR Summary 


Counters per | Counter General Global 
Box # of Boxes Box Width Purpose Enable Comment 
C-Box SKU specific 2 44 Yes Per-box Up to 4, seeTable 2-21 
MSR_UNC_CBO_CONFIG 
ARB 1 2 44 Yes Uncore 
Fixed NA. N.A. 48 No Uncore 
Counter 


18.3.4.6.1 Uncore Performance Monitoring Events 

There are certain restrictions on the uncore performance counters in each C-Box. Specifically, 
® Occupancy events are supported only with counter O but not counter 1. 

¢ Other uncore C-Box events can be programmed with either counter 0 or 1. 


The C-Box uncore performance events can collect performance characteristics of transactions initiated by 
processor core. In that respect, they are similar to various sub-events in the OFFCORE_RESPONSE family of perfor- 
mance events in the core PMU. Information such as data supplier locality (LLC HIT/MISS) and snoop responses can 
be collected via OFFCORE_RESPONSE and qualified on a per-thread basis. 


On the other hand, uncore performance event logic cannot associate its counts with the same level of per-thread 
qualification attributes as the core PMU events can. Therefore, whenever similar event programming capabilities 

are available from both core PMU and uncore PMU, the recommendation is that utilizing the core PMU events may 
be less affected by artifacts, complex interactions and other factors. 


18.3.4.7 Intel® Xeon® Processor €5 Family Performance Monitoring Facility 


The Intel® Xeon® Processor E5 Family (and Intel® Core™ i7-3930K Processor) are based on Intel microarchitec- 
ture code name Sandy Bridge-E. While the processor cores share the same microarchitecture as those of the Intel® 
Xeon® Processor E3 Family and 2nd generation Intel Core i7-2xxx, Intel Core i5-2xxx, Intel Core i3-2xxx processor 
series, the uncore subsystems are different. An overview of the uncore performance monitoring facilities of the 
Intel Xeon processor E5 family (and Intel Core i7-3930K processor) is described in Section 18.3.4.8. 


Thus, the performance monitoring facilities in the processor core generally are the same as those described in 
Section 18.6.3 through Section 18.3.4.5. However, the MSR_OFFCORE_RSP_0/MSR_OFFCORE_RSP_1 Response 
Supplier Info field shown in Table 18-17 applies to Intel Core Processors with CPUID signature of 
DisplayFamily_DisplayModel encoding of 06_2AH; Intel Xeon processor with CPUID signature of 
DisplayFamily_DisplayModel encoding of 06_2DH supports an additional field for remote DRAM controller shown in 
Table 18-20. Additionally, there are some small differences in the non-architectural performance monitoring events 
(see event list available at: https://perfmon-events.intel.com/). 
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Table 18-20. MSR_OFFCORE_RSP_x Supplier Info Field Definitions 


Subtype Bit Name Offset Description 
Common Any 16 Catch all value for any response types. 
Supplier Info | NO_SUPP 17 No Supplier Information available. 
LLC_HITM 18 M-state initial lookup stat in L3. 
LLC_HITE 19 €-state 
LLC_HITS 20 S-state 
LLC_HITF 21 F-state 
LOCAL 22 Local DRAM Controller. 
Remote 30:23 Remote DRAM Controller (either all Os or all 1s). 


18.3.4.8 Intel® Xeon® Processor €5 Family Uncore Performance Monitoring Facility 


The uncore subsystem in the Intel Xeon processor E5-2600 product family has some similarities with those of the 
Intel Xeon processor E7 family. Within the uncore subsystem, localized performance counter sets are provided at 
logic control unit scope. For example, each Cbox caching agent has a set of local performance counters, and the 
power controller unit (PCU) has its own local performance counters. Up to 8 C-Box units are supported in the 
uncore sub-system. 


Table 18-21 summarizes the uncore PMU facilities providing MSR interfaces. 


Table 18-21. Uncore PMU MSR Summary for Intel® Xeon® Processor E5 Family 


Counter General Global 
Box # of Boxes | Counters per Box Width Purpose Enable Sub-control MSRs 
C-Box 8 4 44 Yes per-box None 
PCU 1 4 48 Yes per-box Match/Mask 
U-Box 1 2 44 Yes uncore None 


Details of the uncore performance monitoring facility of Intel Xeon Processor E5 family is available in “Intel® 
Xeon® Processor E5 Uncore Performance Monitoring Programming Reference Manual”. The MSR-based uncore 
PMU interfaces are listed in Table 2-24. 


18.3.5 3rd Generation Intel® Core’ Processor Performance Monitoring Facility 


The 3rd generation Intel® Core™ processor family and Intel® Xeon® processor E3-1200v2 product family are 
based on the Ivy Bridge microarchitecture. The performance monitoring facilities in the processor core generally 
are the same as those described in Section 18.6.3 through Section 18.3.4.5. The non-architectural performance 
monitoring events supported by the processor core can be found at: https://perfmon-events.intel.com/. 


18.3.5.1 Intel® Xeon® Processor E5 v2 and €7 v2 Family Uncore Performance Monitoring Facility 


The uncore subsystem in the Intel Xeon processor E5 v2 and Intel Xeon Processor E7 v2 product families are based 
on the Ivy Bridge-E microarchitecture. There are some similarities with those of the Intel Xeon processor E5 family 
based on the Sandy Bridge microarchitecture. Within the uncore subsystem, localized performance counter sets 
are provided at logic control unit scope. 


Details of the uncore performance monitoring facility of Intel Xeon Processor E5 v2 and Intel Xeon Processor E7 v2 
families are available in “Intel® Xeon® Processor E5 v2 and E7 v2 Uncore Performance Monitoring Programming 
Reference Manual”. The MSR-based uncore PMU interfaces are listed in Table 2-28. 
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4th Generation Intel® Core™ Processor Performance Monitoring Facility 


The 4th generation Intel® Core™ processor and Intel® Xeon® processor E3-1200 v3 product family are based on 
the Haswell microarchitecture. The core PMU supports architectural performance monitoring capability with version 
ID 3 (see Section 18.2.3) and a host of non-architectural monitoring capabilities. 


Architectural performance monitoring version 3 capabilities are described in Section 18.2.3. 


The core PMU’'s capability is similar to those described in Section 18.6.3 through Section 18.3.4.5, with some differ- 
ences and enhancements summarized in Table 18-22. Additionally, the core PMU provides some enhancement to 
support performance monitoring when the target workload contains instruction streams using Intel® Transactional 
Synchronization Extensions (TSX), see Section 18.3.6.5. For details of Intel TSX, see Chapter 16, “Programming with 
Intel® Transactional Synchronization Extensions” of Inte/® 64 and IA-32 Architectures Software Developer’s 


Manual, Volume 1. 


Table 18-22. Core PMU Comparison 


Intel® microarchitecture code 


Intel® microarchitecture code 


# of programmable counters per 
thread 


4 or (8 if a core not shared by two 
threads) 


4 or (8 if a core not shared by 
two threads) 


Box name Haswell name Sandy Bridge Comment 

# of Fixed counters per thread 3 3 Use CPUID to determine 
# of counters. See 
Section 18.2.1. 

# of general-purpose counters 8 8 Use CPUID to determine 

per core # of counters. See 
Section 18.2.1. 

Counter width (R,W) R:48, W: 32/48 R:48, W: 32/48 See Section 18.2.2. 


Use CPUID to determine 
# of counters. See 
Section 18.2.1. 


PMI Overhead Mitigation 


* Freeze_Perfmon_on_PMI with 
legacy semantics. 

« Freeze_LBR_on_PMI with legacy 
semantics for branch profiling. 

* Freeze_while_SMM. 


« Freeze_Perfmon_on_PMI 
with legacy semantics. 

* Freeze_LBR_on_PMI with 
legacy semantics for branch 
profiling. 

* Freeze_while_SMM. 


See Section 17.4.7. 


Processor Event Based Sampling 
(PEBS) Events 


See Table 18-12 and Section 
18.3.6.5.1. 


See Table 18-12. 


IA32_PMC4-IA32_PMC7 
do not support PEBS. 


PEBS-Load Latency 


See Section 18.3.4.4.2. 


See Section 18.3.4.4.2. 


PEBS-Precise Store 


No, replaced by Data Address 
profiling. 


Section 18.3.4.4.3 


PEBS-PDIR Yes (using precise Yes (using precise 
INST_RETIRED.ALL) INST_RETIRED.ALL) 
PEBS-EventingIP Yes No 
Data Address Profiling Yes No 
LBR Profiling Yes Yes 
Call Stack Profiling Yes, see Section 17.11. No Use LBR facility. 


Off-core Response Event 


MSR 1A6H and 1A7H; extended 
request and response types. 


MSR 1A6H and 1A7H; extended 
request and response types. 


Intel TSX support for Perfmon 


See Section 18.3.6.5. 


No 


18-48 Vol. 3B 


18.3.6.1 


Processor Event Based Sampling (PEBS) Facility 


PERFORMANCE MONITORING 


The PEBS facility in the 4th Generation Intel Core processor is similar to those in processors based on Intel micro- 
architecture code name Sandy Bridge, with several enhanced features. The key components and differences of 
PEBS facility relative to Intel microarchitecture code name Sandy Bridge is summarized in Table 18-23. 


Table 18-23. PEBS Facility Comparison 


Intel® microarchitecture code 


Intel® microarchitecture code 


Box name Haswell name Sandy Bridge Comment 

Valid IA32_PMCx PMCO-PMC3 PMCO-PMC3 No PEBS on PMC4-PMC7 
PEBS Buffer Programming Section 18.3.1.1.1 Section 18.3.1.1.1 Unchanged 
IA32_PEBS_ENABLE Layout | Figure 18-15 Figure 18-29 


PEBS record layout 


Table 18-24; enhanced fields at 
offsets 98H, AOH, A8H, BOH. 


Table 18-3; enhanced fields at 
offsets 98H, AOH, A8H. 


Precise Events 


PEBS-Load Latency 


See Table 18-12. 


See Table 18-13. 


See Table 18-12. 


Table 18-13 


IA32_PMC4-IA32_PMC7 do not 
support PEBS. 


PEBS-Precise Store 


No, replaced by data address 
profiling. 


Yes; see Section 18.3.4.4.3. 


PEBS-PDIR 


Yes 


Yes 


IA32_PMC1 only. 


PEBS skid from EventingIP 


1 (or 2 if micro+macro fusion) 


1 


SAMPLING Restriction 


Small SAV(CountDown) value incur higher overhead than prior 


generation. 


Only IA32_PMCO through IA32_PMC3 support PEBS. 


NOTE 


PEBS events are only valid when the following fields of IA32_PERFEVTSELx are all zero: AnyThread, 
Edge, Invert, CMask. 


In a PMU with PDIR capability, PEBS behavior is unpredictable if IA32_PERFEVTSELx or IA32_PMCx 
is changed for a PEBS-enabled counter while an event is being counted. To avoid this, changes to 
the programming or value of a PEBS-enabled counter should be performed when the counter is 


disabled. 


18.3.6.2 PEBS Data Format 


The PEBS record format for the 4th Generation Intel Core processor is shown in Table 18-24. The PEBS record 

format, along with debug/store area storage format, does not change regardless of whether IA-32e mode is active 
or not. CPUID.01H:ECX.DTES64[bit 2] reports whether the processor's DS storage format support is mode-inde- 
pendent. When set, it uses 64-bit DS storage format. 
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Table 18-24. PEBS Record Format for 4th Generation Intel Core Processor Family 


Byte Offset Field Byte Offset Field 

00H R/EFLAGS 60H R10 

08H R/EIP 68H R11 

10H R/EAX 70H R12 

18H R/EBX 78H R13 

20H R/ECX 80H R14 

28H R/EDX 88H R15 

30H R/ESI 90H IA32_PERF_GLOBAL_STATUS 

38H R/EDI 98H Data Linear Address 

40H R/EBP AOH Data Source Encoding 

48H R/ESP A8H Latency value (core cycles) 

50H R8 BOH EventingIP 

58H RQ B8H TX Abort Information (Section 
18.3.6.5.1) 


The layout of PEBS records are almost identical to those shown in Table 18-3. Offset BOH is a new field that records 
the eventing IP address of the retired instruction that triggered the PEBS assist. 


The PEBS records at offsets 98H, AOH, and ABH record data gathered from three of the PEBS capabilities in prior 
processor generations: load latency facility (Section 18.3.4.4.2), PDIR (Section 18.3.4.4.4), and the equivalent 
capability of precise store in prior generation (see Section 18.3.6.3). 


In the core PMU of the 4th generation Intel Core processor, load latency facility and PDIR capabilities are 
unchanged. However, precise store is replaced by an enhanced capability, data address profiling, that is not 
restricted to store address. Data address profiling also records information in PEBS records at offsets 98H, AOH, 
and ABH. 


18.3.6.3. PE€BS Data Address Profiling 


The Data Linear Address facility is also abbreviated as DataLA. The facility is a replacement or extension of the 
precise store facility in previous processor generations. The DataLA facility complements the load latency facility by 
providing a means to profile load and store memory references in the system, leverages the PEBS facility, and 
provides additional information about sampled loads and stores. Having precise memory reference events with 
linear address information for both loads and stores provides information to improve data structure layout, elimi- 
nate remote node references, and identify cache-line conflicts in NUMA systems. 


The DataLA facility in the 4th generation processor supports the following events configured to use PEBS: 


Table 18-25. Precise Events That Supports Data Linear Address Profiling 


Event Name Event Name 
MEM_UOPS_RETIRED.STLB_MISS_LOADS MEM_UOPS_RETIRED.STLB_MISS_STORES 
MEM_UOPS_RETIRED.LOCK_LOADS MEM_UOPS_RETIRED.SPLIT_STORES 
MEM_UOPS_RETIRED.SPLIT_LOADS MEM_UOPS_RETIRED.ALL_STORES 
MEM_UOPS_RETIRED.ALL_LOADS MEM_LOAD_UOPS_LLC_MISS_RETIRED.LOCAL_DRAM 
MEM_LOAD_UOPS_RETIRED.L1_HIT MEM_LOAD_UOPS_RETIRED.L2_HIT 
MEM_LOAD_UOPS_RETIRED.L3_HIT MEM_LOAD_UOPS_RETIRED.L1_MISS 
MEM_LOAD_UOPS_RETIRED.L2_MISS MEM_LOAD_UOPS_RETIRED.L3_MISS 
MEM_LOAD_UOPS_RETIRED.HIT_LFB MEM_LOAD_UOPS_L3_HIT_RETIRED.XSNP_MISS 
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Table 18-25. Precise Events That Supports Data Linear Address Profiling (Contd.) 


Event Name Event Name 
MEM_LOAD_UOPS_L3_HIT_RETIRED.XSNP_HIT MEM_LOAD_UOPS_L3_HIT_RETIRED.XSNP_HITM 
UOPS_RETIRED.ALL (if load or store is tagged) MEM_LOAD_UOPS_LLC_HIT_RETIRED.XSNP_NONE 


DataLA can use any one of the IA32_PMCO0-IA32_PMC3 counters. Counter overflows will initiate the generation of 
PEBS records. Upon counter overflow, hardware captures the linear address and possible other status information 
of the retiring memory uop. This information is then written to the PEBS record that is subsequently generated. 


To enable the DataLA facility, software must complete the following steps. Please note that the DataLA facility relies 

on the PEBS facility, so the PEBS configuration requirements must be completed before attempting to capture 

DataLA information. 

* Complete the PEBS configuration steps. 

¢ Program an event listed in Table 18-25 using any one of IA32_PERFEVTSELO-IA32_PERFEVTSEL3. 

° Set the corresponding IA32_PEBS_ENABLE.PEBS_EN_CTRx bit. This enables the corresponding IA32_PMCx as 
a PEBS counter and enables the DataLA facility. 

When the DataLA facility is enabled, the relevant information written into a PEBS record affects entries at offsets 

98H, AOH and A&8H, as shown in Table 18-26. 


Table 18-26. Layout of Data Linear Address Information In PEBS Record 


Field Offset | Description 


Data Linear 98H The linear address of the load or the destination of the store. 
Address 


Store Status AOH 


DCU Hit (Bit 0): The store hit the data cache closest to the core (L1 cache) if this bit is set, otherwise 
the store missed the data cache. This information is valid only for the following store events: 
UOPS_RETIRED.ALL (if store is tagged), 

MEM_UOPS_RETIRED.STLB_MISS_STORES, 

MEM_UOPS_RETIRED.SPLIT_STORES, MEM_UOPS_RETIRED.ALL_STORES 

* Other bits are zero, The STLB_MISS, LOCK bit information can be obtained by programming the 
corresponding store event in Table 18-25. 


Reserved A8H Always zero. 


18.3.6.3.1 EventingIP Record 


The PEBS record layout for processors based on Intel microarchitecture code name Haswell adds a new field at 
offset OBOH. This is the eventingIP field that records the IP address of the retired instruction that triggered the 
PEBS assist. The EIP/RIP field at offset O8H records the IP address of the next instruction to be executed following 


the PEBS assist. 


18.3.6.4 Off-core Response Performance Monitoring 


The core PMU facility to collect off-core response events are similar to those described in Section 18.3.4.5. The 
event codes are listed in Table 18-15. Each event code for off-core response monitoring requires programming an 
associated configuration MSR, MSR_OFFCORE_RSP_x. Software must program MSR_OFFCORE_RSP_x according 


to: 

° Transaction request type encoding (bits 15:0): see Table 18-27. 
°® Supplier information (bits 30:16): see Table 18-28. 

¢ Snoop response information (bits 37:31): see Table 18-18. 
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Table 18-27. MSR_OFFCORE_RSP_x Request_Type Definition (Haswell microarchitecture) 

Bit Name Offset | Description 

DMND_DATA_RD | 0 Counts the number of demand data reads and page table entry cacheline reads. Does not count L2 data 
read prefetches or instruction fetches. 

DMND_RFO 1 Counts demand read (RFO) and software prefetches (PREFETCHW) for exclusive ownership in 
anticipation of a write. 

DMND_IFETCH 2 Counts the number of demand instruction cacheline reads and L1 instruction cacheline prefetches. 

COREWB 3 Counts the number of modified cachelines written back. 

PF_DATA_RD 4 Counts the number of data cacheline reads generated by L2 prefetchers. 

PF_RFO 5 Counts the number of RFO requests generated by L2 prefetchers. 

PF_IFETCH 6 Counts the number of code reads generated by L2 prefetchers. 

PF_L3_DATA_RD | 7 Counts the number of data cacheline reads generated by L3 prefetchers. 

PF_L3_RFO 8 Counts the number of RFO requests generated by L3 prefetchers. 

PF_L3_CODE_RD /|9 Counts the number of code reads generated by L3 prefetchers. 

SPLIT_LOCK_UC_ | 10 Counts the number of lock requests that split across two cachelines or are to UC memory. 

LOCK 

STRM_ST 11 Counts the number of streaming store requests electronically. 

Reserved 14:12 | Reserved 

OTHER 15 Any other request that crosses IDI, including I/O. 


The supplier information field listed in Table 18-28. The fields vary across products (according to CPUID signatures) 
and is noted in the description. 


Table 18-28. MSR_OFFCORE_RSP_x Supplier Info Field Definition (CPUID Signature 06_3CH, 06_46H) 
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Subtype Bit Name Offset Description 
Common Any 16 Catch all value for any response types. 
Supplier NO_SUPP 17 No Supplier Information available. 
Info L3_HITM 18 M-state initial lookup stat in L3. 
L3_HITE 19 €-state 
L3_HITS 20 S-state 
Reserved 21 Reserved 
LOCAL 22 Local DRAM Controller. 
Reserved 30:23 Reserved 
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Table 18-29. MSR_OFFCORE_RSP_x Supplier Info Field Definition (CPUID Signature 06_45H) 


Subtype Bit Name Offset Description 
Common Any 16 Catch all value for any response types. 
Supplier NO_SUPP 17 No Supplier Information available. 
Info L3_HITM 18 M-state initial lookup stat in L3. 
L3_HITE 19 E-state 
L3_HITS 20 S-state 
Reserved 21 Reserved 
L4_HIT_LOCAL_L4 22 L4 Cache 
L4_HIT_REMOTE_HOPO_L4 23 L4 Cache 
L4_HIT_REMOTE_HOP1_L4 24 L4 Cache 
L4_HIT_REMOTE_HOP2P_L4 25 L4 Cache 
Reserved 30:26 Reserved 
18.3.6.4.1 Off-core Response Performance Monitoring in Intel Xeon Processors E5 v3 Series 
Table 18-28 lists the supplier information field that apply to Intel Xeon processor E5 v3 series (CPUID signature 
06_3FH). 
Table 18-30. MSR_OFFCORE_RSP_x Supplier Info Field Definition 
Subtype Bit Name Offset Description 
Common Any 16 Catch all value for any response types. 
Supplier NO_SUPP 17 No Supplier Information available. 
Info L3_HITM 18 M-state initial lookup stat in L3. 
L3_HITE 19 E-state 
L3_HITS 20 S-state 
L3_HITF 21 F-state 
LOCAL 22 Local DRAM Controller. 
Reserved 26:23 Reserved 
L3_MISS_REMOTE_HOPO 27 Hop O Remote supplier. 
L3_MISS_REMOTE_HOP1 28 Hop 1 Remote supplier. 
L3_MISS_REMOTE_HOP2P 29 Hop 2 or more Remote supplier. 
Reserved 30 Reserved 
18.3.6.5 Performance Monitoring and Intel® TSX 


Chapter 16 of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 describes the details of 
Intel® Transactional Synchronization Extensions (Intel® TSX). This section describes performance monitoring 
support for Intel TSX. 


If a processor supports Intel TSX, the core PMU enhances its IA32_PERFEVTSELx MSR with two additional bit fields 
for event filtering. Support for Intel TSX is indicated by either (a) CPUID.(EAX=7, ECX=0):RTM[bit 11]=1, or (b) if 
CPUID.07H.EBX.HLE [bit 4] = 1. The TSX-enhanced layout of IA32_PERFEVTSELx is shown in Figure 18-34. The 

two additional bit fields are: 
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° IN_TX (bit 32): When set, the counter will only include counts that occurred inside a transactional region, 
regardless of whether that region was aborted or committed. This bit may only be set if the processor supports 
HLE or RTM. 


¢ IN_TXCP (bit 33): When set, the counter will not include counts that occurred inside of an aborted transac- 
tional region. This bit may only be set if the processor supports HLE or RTM. This bit may only be set for 
IA32_PERFEVTSEL2. 


When the IA32_PERFEVTSELx MSR is programmed with both IN_TX=0 and IN_TXCP=0 on a processor that 
supports Intel TSX, the result in a counter may include detectable conditions associated with a transaction code 
region for its aborted execution (if any) and completed execution. 


In the initial implementation, software may need to take pre-caution when using the IN_TXCP bit. See Table 2-29. 


63 34 31 24.2322 212019 181716 15 87 0 
Reserved Counter Mask] {Je IN| x,/P/e/0]8| Unit Mask (UMASK)| Event Select 
(omask) |Ninly| NJc/E|s/§ nit Mask ( ) vent Selec! 


|_________ USR—User Mode 
OS—Operating system mode 

E—Edge detect 
PC—Pin control 
INT—APIC interrupt enable 
ANY—Any Thread 
EN—Enable counters 
INV—lInvert counter mask 
IN_TX—In Trans. Rgn 
IN_TXCP—In Tx exclude abort (PERFEVTSEL2 Only) 


Figure 18-34. Layout of IA32_PERFEVTSELx MSRs Supporting Intel TSX 


A common usage of setting IN_TXCP=1 is to capture the number of events that were discarded due to a transac- 
tional abort. With IA32_PMC2 configured to count in such a manner, then when a transactional region aborts, the 
value for that counter is restored to the value it had prior to the aborted transactional region. As a result, any 
updates performed to the counter during the aborted transactional region are discarded. 


On the other hand, setting IN_TX=1 can be used to drill down on the performance characteristics of transactional 
code regions. When a PMCx is configured with the corresponding IA32_PERFEVTSELx.IN_TX=1, only eventing 
conditions that occur inside transactional code regions are propagated to the event logic and reflected in the 
counter result. Eventing conditions specified by IA32_PERFEVTSELx but occurring outside a transactional region 
are discarded. 


Additionally, a number of performance events are solely focused on characterizing the execution of Intel TSX trans- 


actional code, they can be found at: https://perfmon-events.intel.com/. 


18.3.6.5.1 Intel TSX and PEBS Support 


If a PEBS event would have occurred inside a transactional region, then the transactional region first aborts, and 
then the PEBS event is processed. 


Two of the TSX performance monitoring events also support using the PEBS facility to capture additional informa- 
tion. They are: 


¢ HLE_RETIRED.ABORTED (encoding C8H mask 04H), 
¢ RTM_RETIRED.ABORTED (encoding C9H mask 04H). 


A transactional abort (HLE_RETIRED.ABORTED,RTM_RETIRED.ABORTED) can also be programmed to cause PEBS 
events. In this scenario, a PEBS event is processed following the abort. 
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Pending a PEBS record inside of a transactional region will cause a transactional abort. If a PEBS record was pended 
at the time of the abort or on an overflow of the TSX PEBS events listed above, only the following PEBS entries will 
be valid (enumerated by PEBS entry offset B8H bits[33:32] to indicate an HLE abort or an RTM abort): 


° Offset BOH: EventingIP, 
° €6Offset B8H: TX Abort Information 
These fields are set for all PEBS events. 


° Offset O8H (RIP/EIP) corresponds to the instruction following the outermost XACQUIRE in HLE or the first 
instruction of the fallback handler of the outermost XBEGIN instruction in RTM. This is useful to identify the 
aborted transactional region. 


In the case of HLE, an aborted transaction will restart execution deterministically at the start of the HLE region. In 
the case of RTM, an aborted transaction will transfer execution to the RTM fallback handler. 


The layout of the TX Abort Information field is given in Table 18-31. 


Table 18-31. TX Abort Information Field Definition 


Bit Name Offset | Description 

Cycles_Last_TX 31:0 The number of cycles in the last TSX region, regardless of whether that region had aborted or 
committed. 

HLE_Abort 32 If set, the abort information corresponds to an aborted HLE execution 

RTM_Abort 33 If set, the abort information corresponds to an aborted RTM execution 

Instruction_Abort 34 If set, the abort was associated with the instruction corresponding to the eventing IP (offset 
OBOH) within the transactional region. 

Non_Instruction_Abort 35 If set, the instruction corresponding to the eventing IP may not necessarily be related to the 
transactional abort. 

Retry 36 If set, retrying the transactional execution may have succeeded. 

Data_Conflict 37 If set, another logical processor conflicted with a memory address that was part of the 
transactional region that aborted. 

Capacity Writes 38 If set, the transactional region aborted due to exceeding resources for transactional writes. 

Capacity Reads 39 If set, the transactional region aborted due to exceeding resources for transactional reads. 

Reserved 63:40 | Reserved 


18.3.6.6 Uncore Performance Monitoring Facilities in the 4th Generation Intel® Core” Processors 


The uncore sub-system in the 4th Generation Intel® Core™ processors provides its own performance monitoring 
facility. The uncore PMU facility provides dedicated MSRs to select uncore performance monitoring events in a 
similar manner as those described in Section 18.3.4.6. 


The ARB unit and each C-Box provide local pairs of event select MSR and counter register. The layout of the event 
select MSRs in the C-Boxes are identical as shown in Figure 18-32. 


At the uncore domain level, there is a master set of control MSRs that centrally manages all the performance moni- 
toring facility of uncore units. Figure 18-33 shows the layout of the uncore domain global control. 


Additionally, there is also a fixed counter, counting uncore clockticks, for the uncore domain. Table 18-19 summa- 
rizes the number MSRs for uncore PMU for each box. 
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Table 18-32. Uncore PMU MSR Summary 


Counters per | Counter General Global 
Box # of Boxes Box Width Purpose Enable Comment 
C-Box SKU specific 2 44 Yes Per-box Up to 4, seeTable 2-21 
MSR_UNC_CBO_CONFIG 
ARB 1 2 44 Yes Uncore 
Fixed Counter | N.A. NA. 48 No Uncore 


The uncore performance events for the C-Box and ARB units can be found at: https://perfmon-events.intel.com/. 


18.3.6.7._ Intel® Xeon® Processor €5 v3 Family Uncore Performance Monitoring Facility 


Details of the uncore performance monitoring facility of Intel Xeon Processor E5 v3 families are available in “Intel® 
Xeon® Processor E5 v3 Uncore Performance Monitoring Programming Reference Manual”. The MSR-based uncore 


PMU interfaces are listed in Table 2-33. 


18.3.7. 5th Generation Intel® Core™ Processor and Intel® Core™’ M Processor Performance 
Monitoring Facility 


The 5th Generation Intel® Core™ processor and the Intel® Core™ M processor families are based on the Broadwell 
microarchitecture. The core PMU supports architectural performance monitoring capability with version ID 3 (see 
Section 18.2.3) and a host of non-architectural monitoring capabilities. 


Architectural performance monitoring version 3 capabilities are described in Section 18.2.3. 


The core PMU has the same capability as those described in Section 18.3.6. IA32_PERF_GLOBAL_STATUS provide 
a bit indicator (bit 55) for PMI handler to distinguish PMI due to output buffer overflow condition due to accumu- 
lating packet data from Intel Processor Trace. 


636261 55 35 3433 32 31 8 


CondChgd _| 
Ovf_Buffer 


Ovf_UncorePMU——— 
Trace_ToPA_PMI 

FIXED_CTR2 Overflow (RO) 
FIXED_CTR1 Overflow (RO) 
FIXED_CTRO Overflow (RO) 
PMC7_OVF (RO, If PMC7 present) 
PMC6_OVF (RO, If PMC6 present) 
PMC5_OVF (RO, If PMC5 present) 
PMC4_OVF (RO, If PMC4 present) 
PMC3_OVF (RO) 
PMC2_OVF (RO) 
PMC1_OVF (RO) 
PMCO_OVF (RO) 


Reserved Valid if CPUID.OAH:EAX[15:8] = 8; else reserved 


Figure 18-35. IA32_PERF_GLOBAL_STATUS MSR in Broadwell Microarchitecture 


Details of Intel Processor Trace is described in Chapter 31, “Intel® Processor Trace”. 
IA32_PERF_GLOBAL_OVF_CTRL MSR provide a corresponding reset control bit. 
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636261 55 35 34 33 32 31 8 


ClrCondChgd 
ClrOvfDSBuffer 
ClrOvfUncore 
ClrTraceToPA_PMI 
FIXED_CTR2 ClrOverflow 
FIXED_CTR1 ClrOverflow 
FIXED_CTRO ClrOverflow 
PMC7_ClrOvf (if PMC7 present) 
PMC6_ClrOvf (if PMC6 present) 
PMC5_ClrOvf (if PMC5 present) 
PMC4_ClrOvf (if PMC4 present) 
PMC3_ClrOvf 


PMC2_ClrOvf 
PMC1_ClrOvf 


PMCO_ClrOvf 


Reserved Valid if CPUID.OAH:EAX[15:8] = 8; else reserved 


Figure 18-36. IA32_PERF_GLOBAL_OVF_CTRL MSR in Broadwell microarchitecture 


The specifics of non-architectural performance events can be found at: https://perfmon-events.intel.com/. 


18.3.8 6th Generation, 7th Generation and 8th Generation Intel® Core™” Processor 
Performance Monitoring Facility 


The 6th generation Intel® Core™ processor is based on the Skylake microarchitecture. The 7th generation Intel® 
Core™ processor is based on the Kaby Lake microarchitecture. The 8th generation Intel® Core™ processor is based 
on the Coffee Lake microarchitecture. For these microarchitectures, the core PMU supports architectural perfor- 
mance monitoring capability with version ID 4 (see Section 18.2.4) and a host of non-architectural monitoring 
capabilities. 

Architectural performance monitoring version 4 capabilities are described in Section 18.2.4. 

The core PMU’'s capability is similar to those described in Section 18.6.3 through Section 18.3.4.5, with some differ- 
ences and enhancements summarized in Table 18-22. Additionally, the core PMU provides some enhancement to 
support performance monitoring when the target workload contains instruction streams using Intel® Transactional 
Synchronization Extensions (TSX), see Section 18.3.6.5. For details of Intel TSX, see Chapter 16, “Programming with 
Intel® Transactional Synchronization Extensions” of Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1. 

Performance monitoring result may be affected by side-band activity on processors that support Intel SGX, details 
are described in Chapter 38, “Enclave Code Debug and Profiling”. 
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Table 18-33. Core PMU Comparison 


Box 


Intel® Microarchitecture Code Name 
Skylake, Kaby Lake and Coffee Lake 


Intel® Microarchitecture Code 
Name Haswell and Broadwell 


Comment 


# of Fixed counters per thread 


3 


3 


Use CPUID to 
determine # of 
counters. See 
Section 18.2.1. 


# of general-purpose counters | 8 8 Use CPUID to 

per core determine # of 
counters. See 
Section 18.2.1. 

Counter width (R,W) R:48, W: 32/48 R:48, W: 32/48 See Section 18.2.2. 


# of programmable counters 
per thread 


4 or (8 if a core not shared by two 
threads) 


4 or (8 if a core not shared by two 
threads) 


Use CPUID to 
determine # of 
counters. See 
Section 18.2.1. 


Architectural Perfmon version 


See Section 18.2.4 


PMI Overhead Mitigation 


= Freeze_Perfmon_on_PMI with 
streamlined semantics. 

« Freeze_LBR_on_PMI with 
streamlined semantics. 

» Freeze_while_SMM. 


« Freeze_Perfmon_on_PMI with 
legacy semantics. 

« Freeze_LBR_on_PMI with 
legacy semantics for branch 
profiling. 

« Freeze_while_SMM. 


See Section 17.4.7. 


Legacy semantics 
not supported with 
version 4 or higher. 


Counter and Buffer Overflow 
Status Management 


= Query via 
IA32_PERF_GLOBAL_STATUS 

« Reset via 
IA32_PERF_GLOBAL_STATUS_RESET 

* Set via 
IA32_PERF_GLOBAL_STATUS_SET 


= Query via 
IA32_PERF_GLOBAL_STATUS 

« Reset via 
IA32_PERF_GLOBAL_OVF_CTRL 


See Section 18.2.4. 


IA32_PERF_GLOBAL_STATUS 
Indicators of 
Overflow/Overhead/Interferen 
ce 


Individual counter overflow 
PEBS buffer overflow 
ToPA buffer overflow 
CTR_Frz, LBR_Frz, ASCI 


* Individual counter overflow 

= PEBS buffer overflow 

= ToPA buffer overflow 
(applicable to Broadwell 
microarchitecture) 


See Section 18.2.4. 


Enable control in = CTR_Frz NA See Section 
IA32_PERF_GLOBAL_STATUS |* LBR_Frz 18.2.4.1. 
Perfmon Counter In-Use Query IA32_PERF_GLOBAL_INUSE NA See Section 
Indicator 18.2.4.3. 


Precise Events 


See Table 18-36. 


See Table 18-12. 


IA32_PMC4-PMC7 
do not support 
PEBS. 


PEBS for front end events See Section 18.3.8.1.4. No 
LBR Record Format Encoding 000101b 000100b Section 17.4.8.1 
LBR Size 32 entries 16 entries 


LBR Entry 


From_IP/To_IP/LBR_Info triplet 


From_IP/To_IP pair 


Section 17.12 


LBR Timing 


Yes 


No 


Section 17.12.1 


Call Stack Profiling 


Yes, see Section 17.11 


Yes, see Section 17.11 


Use LBR facility. 


Off-core Response Event 


MSR 1A6H and 1A7H; Extended request 
and response types. 


MSR 1A6H and 1A7H; Extended 
request and response types. 


Intel TSX support for Perfmon 


See Section 18.3.6.5. 


See Section 18.3.6.5. 
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18.3.8.1 Processor Event Based Sampling (PEBS) Facility 


The PEBS facility in the 6th generation, 7th generation and 8th generation Intel Core processors provides a number 
enhancement relative to PEBS in processors based on Haswell/Broadwell microarchitectures. The key components 
and differences of PEBS facility relative to Haswell/Broadwell microarchitecture is summarized in Table 18-34. 


Table 18-34. PEBS Facility Comparison 


Box Intel® Microarchitecture Code | Intel® Microarchitecture Code Comment 
Name Skylake, Kaby Lake Name Haswell and Broadwell 
and Coffee Lake 
Valid IA32_PMCx PMCO-PMC3 PMCO-PMC3 No PEBS on PMC4-PMC7. 
PEBS Buffer Programming Section 18.3.1.1.1 Section 18.3.1.1.1 Unchanged 
IA32_PEBS_ENABLE Layout | Figure 18-15 Figure 18-15 
PEBS-EventingIP Yes Yes 
PEBS record format encoding | 0011b 0010b 
PEBS record layout Table 18-35; enhanced fields | Table 18-24; enhanced fields at 
at offsets 98H- B8H; and TSC | offsets 98H, AOH, A8H, BOH. 
record field at COH. 
Multi-counter PEBS PEBS record 90H resolves the | PEBS record 90H reflects 
resolution eventing counter overflow. IA32_PERF_GLOBAL_STATUS. 
Precise Events See Table 18-36. See Table 18-12. IA32_PMC4-IA32_PMC7 do not 
support PEBS. 
PEBS-PDIR Yes Yes 1A32_PMC1 only. 
PEBS-Load Latency See Section 18.3.4.4.2. See Section 18.3.4.4.2. 
Data Address Profiling Yes Yes 
FrontEnd event support FrontEnd_Retried event and No IA32_PMCO-PMC3 only. 
MSR_PEBS_FRONTEND. 


Only IA32_PMCO through IA32_PMC3 support PEBS. 


NOTES 


Precise events are only valid when the following fields of IA32_PERFEVTSELx are all zero: 
AnyThread, Edge, Invert, CMask. 


In a PMU with PDIR capability, PEBS behavior is unpredictable if IA32_PERFEVTSELx or IA32_PMCx 
is changed for a PEBS-enabled counter while an event is being counted. To avoid this, changes to 
the programming or value of a PEBS-enabled counter should be performed when the counter is 
disabled. 


18.3.8.1.1 PEBS Data Format 


The PEBS record format for the 6th generation, 7th generation and 8th generation Intel Core processors is 
reporting with encoding 0011b in IA32_PERF_CAPABILITIES[11:8]. The lay out is shown in Table 18-35. The PEBS 
record format, along with debug/store area storage format, does not change regardless of whether IA-32e mode is 
active or not. CPUID.01H:ECX.DTES64[bit 2] reports whether the processor's DS storage format support is mode- 
independent. When set, it uses 64-bit DS storage format. 
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Table 18-35. PEBS Record Format for 6th Generation, 7th Generation 
and 8th Generation Intel Core Processor Families 


Byte Offset Field Byte Offset Field 

00H R/EFLAGS 68H R11 

08H R/EIP 70H R12 

10H R/EAX 78H R13 

18H R/EBX 80H R14 

20H R/ECX 88H R15 

28H R/EDX 90H Applicable Counter 

30H R/ESI 98H Data Linear Address 

38H R/EDI AOH Data Source Encoding 

40H R/EBP A8H Latency value (core cycles) 
48H R/ESP BOH EventinglP 

50H R8 B8H TX Abort Information (Section 18.3.6.5.1) 
58H RO COH TSC 

60H R10 


The layout of PEBS records are largely identical to those shown in Table 18-24. 


The PEBS records at offsets 98H, AOH, and ABH record data gathered from three of the PEBS capabilities in prior 
processor generations: load latency facility (Section 18.3.4.4.2), PDIR (Section 18.3.4.4.4), and data address 
profiling (Section 18.3.6.3). 


In the core PMU of the 6th generation, 7th generation and 8th generation Intel Core processors, load latency facility 
and PDIR capabilities and data address profiling are unchanged relative to the 4th generation and 5th generation 
Intel Core processors. Similarly, precise store is replaced by data address profiling. 


With format 0010b, a snapshot of the IA32_PERF_GLOBAL_STATUS may be useful to resolve the situations when 
more than one of IA32_PMICx have been configured to collect PEBS data and two consecutive overflows of the 
PEBS-enabled counters are sufficiently far apart in time. It is also possible for the image at 90H to indicate multiple 
PEBS-enabled counters have overflowed. In the latter scenario, software cannot to correlate the PEBS record entry 
to the multiple overflowed bits. 


With PEBS record format encoding 0011b, offset 90H reports the “applicable counter” field, which is a multi- 
counter PEBS resolution index allowing software to correlate the PEBS record entry with the eventing PEBS over- 
flow when multiple counters are configured to record PEBS records. Additionally, offset COH captures a snapshot of 
the TSC that provides a time line annotation for each PEBS record entry. 


18.3.8.1.2 PEBS Events 


The list of precise events supported for PEBS in the Skylake, Kaby Lake and Coffee Lake microarchitectures is 
shown in Table 18-36. 
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Table 18-36. Precise Events for the Skylake, Kaby Lake and Coffee Lake Microarchitectures 


Event Name Event Select | Sub-event UMask 
INST_RETIRED COH PREC_DIST! 01H 
ALL_CYCLES? 01H 
OTHER_ASSISTS C1H ANY 3FH 
BR_INST_RETIRED C4H CONDITIONAL 01H 
NEAR_CALL 02H 
ALL_BRANCHES 04H 
NEAR_RETURN 08H 
NEAR_TAKEN 20H 
FAR_BRACHES 40H 
BR_MISP_RETIRED C5H CONDITIONAL 01H 
ALL_BRANCHES 04H 
NEAR_TAKEN 20H 
FRONTEND_RETIRED C6H <Programmable2> 01H 
HLE_RETIRED C8H ABORTED 04H 
RTM_RETIRED CSH ABORTED 04H 
MEM_INST_RETIRED@ DOH LOCK_LOADS 21H 
SPLIT_LOADS 41H 
SPLIT_STORES 42H 
ALL_LOADS 81H 
ALL_STORES 82H 
MEM_LOAD_RETIRED* D1H L1_HIT 01H 
L2_HIT 02H 
L3_HIT 04H 
Li_MISS 08H 
L2_MISS 10H 
L3_MISS 20H 
HIT_LFB 40H 
[MEM_LOAD_L3_HIT_RETIRED? [D2H ~~ +=|XSNP-MISS  ..~—~—~—~—~—CT J OTH—iti‘CSCS@Y 
XSNP_HIT 02H 
XSNP_HITM 04H 
XSNP_NONE 08H 
NOTES: 


1. Only available on [A32_PMC1. 

2. INST_RETIRED.ALL_CYCLES is configured with additional parameters of cmask = 10 and INV = 1 
3. Subevents are specified using MSR_PEBS_FRONTEND, see Section 18.3.8.2 

4. Instruction with at least one load uop experiencing the condition specified in the UMask. 


18.3.8.1.3 Data Address Profiling 


The PEBS Data address profiling on the 6th generation, 7th generation and 8th generation Intel Core processors is 
largely unchanged from the prior generation. When the DataLA facility is enabled, the relevant information written 
into a PEBS record affects entries at offsets 98H, AOH and A8H, as shown in Table 18-26. 
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Table 18-37. Layout of Data Linear Address Information In PEBS Record 


Field Offset | Description 
Data Linear 98H The linear address of the load or the destination of the store. 
Address 


Store Status AOH * DCU Hit (Bit 0): The store hit the data cache closest to the core (L1 cache) if this bit is set, otherwise 

the store missed the data cache. This information is valid only for the following store events: 
UOPS_RETIRED.ALL (if store is tagged), 
MEM_INST_RETIRED.STLB_MISS_STORES, 
MEM_INST_RETIRED.ALL_STORES, 
MEM_INST_RETIRED.SPLIT_STORES. 

« Other bits are zero. 


Reserved A8H Always zero. 


18.3.8.1.4 PEBS Facility for Front End Events 


In the 6th generation, 7th generation and 8th generation Intel Core processors, the PEBS facility has been 
extended to allow capturing PEBS data for some microarchitectural conditions related to front end events. The fron- 
tend microarchitectural conditions supported by PEBS requires the following interfaces: 


¢ The IA32_PERFEVTSELx MSR must select “FrontEnd_Retired” (C6H) in the EventSelect field (bits 7:0) and 
umask = 01H, 


¢ The “FRONTEND_RETIRED” event employs a new MSR, MSR_PEBS_FRONTEND, to specify the supported 
frontend event details, see Table 18-38. 


° Program the PEBS_EN_PMCx field of IA32_PEBS_ENABLE MSR as required. 
Note the AnyThread field of IA32_PERFEVTSELx is ignored by the processor for the “FRONTEND_RETIRED” event. 


The sub-event encodings supported by MSR_PEBS_FRONTEND.EVTSEL is given in Table 18-38. 


Table 18-38. Front€nd_Retired Sub-Event Encodings Supported by MSR_PEBS_FRONTEND.EVTSEL 


Sub-Event Name EVTSEL | Description 


DSB_MISS 11H Retired Instructions which experienced decode stream buffer (DSB) miss. 

L1I_MISS 12H The fetch of retired Instructions which experienced Instruction L1 Cache true miss!. Additional 
requests to the same cache line as an in-flight L11 cache miss will not be counted. 

L2_MISS 13H The fetch of retired Instructions which experienced L2 Cache true miss. Additional requests to the 
same cache line as an in-flight MLC cache miss will not be counted. 

ITLB_MISS 14H The fetch of retired Instructions which experienced ITLB true miss. Additional requests to the same 
cache line as an in-flight ITLB miss will not be counted. 

STLB_MISS 15H The fetch of retired Instructions which experienced STLB true miss. Additional requests to the 
same cache line as an in-flight STLB miss will not be counted. 

IDQ_READ_BUBBLES | 6H An IDQ read bubble is defined as any one of the 4 allocation slots of IDQ that is not filled by the 


front-end on any cycle where there is no back end stall. Using the threshold and latency fields in 
MSR_PEBS_FRONTEND allows counting of IDQ read bubbles of various magnitude and duration. 
Latency controls the number of cycles and Threshold controls the number of allocation slots that 
contain bubbles. 


The event counts if and only if a sequence of at least FE_LATENCY consecutive cycles contain at 
least FE_TRESHOLD number of bubbles each. 


NOTES: 
1. A true miss is the first miss for a cacheline/page (excluding secondary misses that fall into same cacheline/page). 
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The layout of MSR_PEBS_FRONTEND is given in Table 18-39. 


Table 18-39. MSR_PEBS_FRONTEND Layout 


Bit Name Offset | Description 

EVTSEL 7:0 Encodes the sub-event within FrontEnd_Retired that can use PEBS facility, see Table 18-38. 

IDQ_Bubble_Length 19:8 Specifies the threshold of continuously elapsed cycles for the specified width of bubbles when 
counting IDQ_READ_BUBBLES event. 

IDQ_Bubble_Width 22:20 | Specifies the threshold of simultaneous bubbles when counting IDQ_READ_BUBBLES event. 

Reserved 63:23 | Reserved 


18.3.8.1.5 FRONTEND_RETIRED 


The FRONTEND_RETIRED event is designed to help software developers identify exact instructions that caused 
front-end issues. There are some instances in which the event will, by design, the under-counting scenarios include 
the following: 


The event counts only retired (non-speculative) front-end events, i.e. events from just true program execution 
path are counted. 


The event will count once per cacheline (at most). If a cacheline contains multiple instructions which caused 
front-end misses, the count will be only 1 for that line. 


If the multibyte sequence of an instruction spans across two cachelines and causes a miss it will be recorded 
once. If there were additional misses in the second cacheline, they will not be counted separately. 


If a multi-uop instruction exceeds the allocation width of one cycle, the bubbles associated with these uops will 
be counted once per that instruction. 


If 2 instructions are fused (macro-fusion), and either of them or both cause front-end misses, it will be counted 
once for the fused instruction. 


If a front-end (miss) event occurs outside instruction boundary (e.g. due to processor handling of architectural 
event), it may be reported for the next instruction to retire. 


18.3.8.2 |Off-core Response Performance Monitoring 


The core PMU facility to collect off-core response events are similar to those described in Section 18.3.4.5. Each 
event code for off-core response monitoring requires programming an associated configuration MSR, 
MSR_OFFCORE_RSP_x. Software must program MSR_OFFCORE_RSP_.x according to: 


Transaction request type encoding (bits 15:0): see Table 18-40. 
Supplier information (bits 29:16): see Table 18-41. 
Snoop response information (bits 37:30): see Table 18-42. 
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Table 18-40. MSR_OFFCORE_RSP_x Request_Type Definition (Skylake, Kaby Lake 
and Coffee Lake Microarchitectures) 


Bit Name Offset | Description 


DMND_DATA_RD | 0 Counts the number of demand data reads and page table entry cacheline reads. Does not count hw or 
sw prefetches. 


DMND_RFO 1 Counts the number of demand reads for ownership (RFO) requests generated by a write to data 
cacheline. Does not count L2 RFO prefetches. 

DMND_IFETCH 2 Counts the number of demand instruction cacheline reads and L1 instruction cacheline prefetches. 

Reserved 14:3 Reserved 

OTHER 15 Counts miscellaneous requests, such as I/O and un-cacheable accesses. 


Table 18-41 lists the supplier information field that applies to 6th generation, 7th generation and 8th generation 
Intel Core processors. (6th generation Intel Core processor CPUID signatures: 06_4EH, 06_5EH; 7th generation 
and 8th generation Intel Core processor CPUID signatures: 06_8EH, 06_9EH). 


Table 18-41. MSR_OFFCORE_RSP_x Supplier Info Field Definition 
(CPUID Signatures 06_4EH, 06_5EH and 06_8EH, 06_9EH) 


Subtype Bit Name Offset Description 
Common Any 16 Catch all value for any response types. 
Supplier NO_SUPP 17 No Supplier Information available. 
Info L3_HITM 18 M-state initial lookup stat in L3. 
L3_HITE 19 €-state 
L3_HITS 20 S-state 
Reserved 21 Reserved 
L4_HIT 22 L4 Cache (if L4 is present in the processor). 
Reserved 25:23 Reserved 
DRAM 26 Local Node 
Reserved 29:27 Reserved 
SPL_HIT 30 L4 cache super line hit (if L4 is present in the processor). 


Table 18-42 lists the snoop information field that apply to processors with CPUID signatures 06_4EH, 06_5EH, 
06_8EH, 06_9E, and 06_55H. 
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Table 18-42. MSR_OFFCORE_RSP_x Snoop Info Field Definition 
(CPUID Signatures 06_4EH, 06_5EH, 06_8EH, 06_9E and 06_55H) 


Subtype Bit Name 


Offset 


Description 


Snoop Info | SPL_HIT 


30 


L4 cache super line hit (if L4 is present in the processor). 


SNOOP_NONE 


31 


No details on snoop-related information. 


SNOOP_NOT_NEEDED 


32 


No snoop was needed to satisfy the request. 


SNOOP_MISS 


33 


A snoop was needed and it missed all snooped caches: 
-For LLC Hit, ReslHitl was returned by all cores. 


-For LLC Miss, Rspl was returned by all sockets and data was returned from 
DRAM. 


SNOOP_HIT_NO_FWD 


34 


A snoop was needed and it hits in at least one snooped cache. Hit denotes a 
cache-line was valid before snoop effect. This includes: 


-Snoop Hit w/ Invalidation (LLC Hit, RFO). 

-Snoop Hit, Left Shared (LLC Hit/Miss, IFetch/Data_RD). 

-Snoop Hit w/ Invalidation and No Forward (LLC Miss, RFO Hit S). 
In the LLC Miss case, data is returned from DRAM. 


SNOOP_HIT_WITH_FWD 


35 


A snoop was needed and data was forwarded from a remote socket. This 
includes: 


-Snoop Forward Clean, Left Shared (LLC Hit/Miss, IFetch/Data_RD/RFT). 


SNOOP_HITM 


SNOOP_NON_DRAM 


36 


37 


A snoop was needed and it HitM-ed in local or remote cache. HitM denotes a 
cache-line was in modified state before effect as a results of snoop. This 
includes: 


-Snoop HitM w/ WB (LLC miss, IFetch/Data_RD). 
-Snoop Forward Modified w/ Invalidation (LLC Hit/Miss, RFO). 
-Snoop MtoS (LLC Hit, IFetch/Data_RD). 


Target was non-DRAM system address. This includes MMIO transactions. 


18.3.8.2.1 


Off-core Response Performance Monitoring for the Intel® Xeon® Processor Scalable Family 


The following tables list the requestor and supplier information fields that apply to the Intel® Xeon® Processor 
Scalable Family. 


Transaction request type encoding (bits 15:0): see Table 18-43. 
Supplier information (bits 29:16): see Table 18-44. 
Supplier information (bits 29:16) with support for Intel® Optane™ DC Persistent Memory support: see 


Table 18-45. 


Snoop response information has not been changed and is the same as in (bits 37:30): see Table 18-42. 
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Table 18-43. MSR_OFFCORE_RSP_x Request_Type Definition (Intel® Xeon® Processor Scalable Family) 


Bit Name Offset | Description 

DEMAND_DATA_RD 0 Counts the number of demand data reads and page table entry cacheline reads. Does not count 
hw or sw prefetches. 

DEMAND_RFO 1 Counts the number of demand reads for ownership (RFO) requests generated by a write to data 
cacheline. Does not count L2 RFO prefetches. 

DEMAND_CODE_RD 2 Counts the number of demand instruction cacheline reads and L1 instruction cacheline 
prefetches. 

Reserved 3 Reserved. 

PF_L2_DATA_RD 4 Counts the number of prefetch data reads into L2. 

PF_L2_RFO 5 Counts the number of RFO Requests generated by the MLC prefetches to L2. 

Reserved 6 Reserved. 

PF_L3_DATA_RD 7 Counts the number of MLC data read prefetches into L3. 

PF_L3_RFO 8 Counts the number of RFO requests generated by MLC prefetches to L3. 

Reserved 9 Reserved. 

PF_L1D_AND_SW 10 Counts data cacheline reads generated by hardware L1 data cache prefetcher or software 
prefetch requests. 

Reserved 14:11. | Reserved. 

OTHER 15 Counts miscellaneous requests, such as I/O and un-cacheable accesses. 


Table 18-44 lists the supplier information field that applies to the Intel Xeon Processor Scalable Family (CPUID 


signature: 06_55H). 


Table 18-44. MSR_OFFCORE_RSP_x Supplier Info Field Definition (CPUID Signature 06_55H) 


Subtype Bit Name Offset Description 

Common Any 16 Catch all value for any response types. 

Supplier SUPPLIER_NONE 17 No Supplier Information available. 

Info L3_HIT_M 18 M-state initial lookup stat in L3. 
L3_HIT_E 19 E-state 
L3_HIT_S 20 S-state 
L3_HIT_F 21 F-state 
Reserved 25:22 Reserved 
L3_MISS_LOCAL_DRAM 26 L3 Miss: local home requests that missed the L3 cache and were 

serviced by local DRAM. 

L3_MISS_REMOTE_HOPO_DRAM 27 Hop O Remote supplier. 
L3_MISS_REMOTE_HOP1_DRAM 28 Hop 1 Remote supplier. 
L3_MISS_REMOTE_HOP2P_DRAM 29 Hop 2 or more Remote supplier. 
Reserved 30 Reserved 


Table 18-45 lists the supplier information field that applies to the Intel Xeon Processor Scalable Family (CPUID 
signature: 06_55H, Steppings Ox5H - OxFH). 
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Table 18-45. MSR_OFFCORE_RSP_x Supplier Info Field Definition 
(CPUID Signature 06_55H, Steppings 0x5H - OxFH) 


Subtype Bit Name Offset Description 
Common Any 16 Catch all value for any response types. 
Supplier SUPPLIER_NONE 17 No Supplier Information available. 
Info L3_HIT_M 18 M-state initial lookup stat in L3. 
L3_HIT_E 19 E-state 
L3_HIT_S 20 S-state 
L3_HIT_F 21 F-state 
LOCAL_PMM 22 Local home requests that were serviced by local PMM. 
REMOTE_HOPO_PMM 23 Hop O Remote supplier. 
REMOTE_HOP1_PMM 24 Hop 1 Remote supplier. 
REMOTE_HOP2P_PMM 25 Hop 2 or more Remote supplier. 
L3_MISS_LOCAL_DRAM 26 L3 Miss: Local home requests that missed the L3 cache and were 
serviced by local DRAM. 
L3_MISS_REMOTE_HOPO_DRAM 27 Hop O Remote supplier. 
L3_MISS_REMOTE_HOP1_DRAM 28 Hop 1 Remote supplier. 
L3_MISS_REMOTE_HOP2P_DRAM 29 Hop 2 or more Remote supplier. 
Reserved 30 Reserved 
18.3.8.3. Uncore Performance Monitoring Facilities on Intel® Core™ Processors Based on Cannon Lake 


Microarchitecture 


Cannon Lake microarchitecture introduces LLC support of up to six processor cores. To support six processor cores 
and eight LLC slices, existing MSRs have been rearranged and new CBo MSRs have been added. Uncore perfor- 
mance monitoring software drivers from prior generations of Intel Core processors will need to update the MSR 
addresses. The new MSRs and updated MSR addresses have been added to the Uncore PMU listing in Section 
2.17.2, “MSRs Specific to 8th Generation Intel® Core™ i3 Processors” in Intel® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volume 4. 


18.3.9 10th Generation Intel® Core™ Processor Performance Monitoring Facility 


The 10th generation Intel® Core™ processor is based on Ice Lake microarchitecture. For this microarchitecture, 
the core PMU supports architectural performance monitoring capability with version Id 5 (see Section 18.2.5) and 
a host of non-architectural monitoring capabilities. 


The core PMU's capability is similar to those described in Section 18.3.1 through Section 18.3.8, with some differ- 
ences and enhancements summarized in Table 18-46. 


Table 18-46. PEBS Facility Comparison 


Box Ice Lake Microarchitecture | Skylake, Kaby Lake and Coffee Comment 
Lake Microarchitectures 
Architectural Perfmon 5 4 See Section 18.2.5. 
version 
PEBS: Basic functionality Yes Yes See Section 18.3.9.1. 
PEBS record format encoding | 0100b 0011b See Section 18.6.2.4.2. 
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Table 18-46. PEBS Facility Comparison 


Box 


Ice Lake Microarchitecture 


Skylake, Kaby Lake and Coffee 
Lake Microarchitectures 


Comment 


Extended PEBS 


PEBS is extended to all Fixed 
and General Purpose counters 
and to all performance 
monitoring events. 


No 


See Section 18.9.1. 


Adaptive PEBS Yes No See Section 18.9.2. 
Performance Metrics Yes (4) No See Section 18.3.9.3. 
PEBS-PDIR IA32_FIXEDO only IA32_PMC1 only. 
(Corresponding counter control 
MSRs must be enabled.) 
18.3.9.1 Processor Event Based Sampling (PEBS) Facility 


The PEBS facility in the 10th generation Intel Core processors provides a number of enhancements relative to PEBS 
in processors based on the Skylake, Kaby Lake, and Coffee Lake microarchitectures. Enhancement of PEBS facility 
with Extended PEBS and Adaptive PEBS features are described in detail in Section 18.9. 


18.3.9.2 Off-core Response Performance Monitoring 


The core PMU facility to collect off-core response events are similar to those described in Section 18.3.4.5. Each 
event code for off-core response monitoring requires programming an associated configuration MSR, 
MSR_OFFCORE_RSP_x. Software must program MSR_OFFCORE_RSP_x according to: 


° Transaction request type encoding (bits 15:0): see Table 18-[N1]. 
¢ Response type encoding (bits 16-37) of 
— Supplier information: see Table [18-N2]. 
— Snoop response information: see Table [18-N3]. 
e All transactions are tracked at cacheline granularity except some in request type OTHER. 
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Table 18-47. MSR_OFFCORE_RSP_x Request_Type Definition 
(Future Processors Based on Ice Lake Microarchitecture) 


Bit Name Offset Description 
DEMAND_DATA_RD 0 Counts demand data and page table entry reads. 
DEMAND_RFO 1 Counts demand read (RFO) and software prefetches (PREFETCHW) for exclusive ownership 
in anticipation of a write. 
DEMAND_CODE_RD 2 Counts demand instruction fetches and instruction prefetches targeting the L1 instruction 
cache. 
Reserved Reserved 
HWPF_L2_DATA_RD Counts hardware generated data read prefetches targeting the L2 cache. 
HWPF_L2_RFO Counts hardware generated prefetches for exclusive ownership (RFO) targeting the L2 
cache. 
Reserved 6 Reserved 
HWPF_L3 9:7 and 13! | Counts hardware generated prefetches of any type targeting the L3 cache. 
HWPF_L1D_AND_SWPF | 10 Counts hardware generated data read prefetches targeting the L1 data cache and the 
following software prefetches (PREFETCHNTA, PREFETCHTO/1/2). 
STREAMING_WR 11 Counts streaming stores. 
Reserved 12 Reserved 
Reserved 14 Reserved 
OTHER 15 Counts miscellaneous requests, such as I/O and un-cacheable accesses. 
NOTES: 


1. All bits need to be set to 1 to count this type. 


Ice Lake microarchitecture has added a new category of Response subtype, called a Combined Response Info. To 
count a feature in this type, all the bits specified must be set to 1. 


A valid response type must be a non-zero value of the following expression: 

Any | ['OR' of Combined Response Info Bits | [('OR' of Supplier Info Bits) & (‘'OR' of Snoop Info Bits)]] 

If "ANY" bit[16] is set, other response type bits [17-39] are ignored. 

Table 18-48 lists the supplier information field that applies to processors based on Ice Lake microarchitecture. 


Table 18-48. MSR_OFFCORE_RSP_.x Supplier Info Field Definition 
(Processors Based on Ice Lake Microarchitecture) 


Subtype | Bit Name Offset Description 

Common _ | Any 16 Catch all value for any response types. 

Combined | DRAM 26, 31, 32! Requests that are satisfied by DRAM. 

os NON_DRAM | 26, 37! Requests that are satisfied by a NON_DRAM system component. This includes 

ae MMIO transactions. 

L3_MISS 22, 23, 24, 25, 26,27, | Requests that were not supplied by the L3 Cache. The event includes some 

28, 29, 30, 31, 32, 33, | currently reserved bits in anticipation of future memory designs. 
34, 35, 36, 37! 

Supplier | L3_HIT 18,19, 20! Requests that hit in L3 cache. Depending on the snoop response the L3 cache 

Info may have retrieved the cacheline from another core’s cache. 

Reserved 17, 21:25, 27:29 Reserved. 

NOTES: 


1. All bits need to be set to 1 to count this type. 
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Table 18-49 lists the snoop information field that applies to processors based on Ice Lake microarchitecture. 


Table 18-49. MSR_OFFCORE_RSP_x Snoop Info Field Definition 


(Processors Based on Ice Lake Microarchitecture) 


Subtype | Bit Name Offset Description 

Snoop Reserved 30 Reserved. 

Info SNOOP_NOT_NEEDED 32 No snoop was needed to satisfy the request. 
SNOOP_MISS 33 A snoop was sent and none of the snooped caches contained the cacheline. 
SNOOP_HIT_NO_FWD 34 A snoop was sent and hit in at least one snooped cache. The unmodified 

cacheline was not forwarded back, because the L3 already has a valid copy. 

Reserved 35 Reserved. 
SNOOP_HITM 36 A snoop was sent and the cacheline was found modified in another core’s 


caches. The modified cacheline was forwarded to the requesting core. 


18.3.9.3 Performance Metrics 


The Ice Lake core PMU provides built-in support for Top-down Microarchitecture Analysis (TMA) method level 1 
metrics. These metrics are always available to cross-validate performance observations, freeing general purpose 
counters to count other events in high counter utilization scenarios. For more details about the method, refer to 
Top-Down Analysis Method chapter (Appendix B.1) of the Inte/® 64 and IA-32 Architectures Optimization Refer- 


ence Manual. 


A new MSR called MSR_PERF_METRICS reports the metrics directly. Software can check (and/or expose to its 
guests) the availability of the PERF_METRICS feature using IA32_PERF_CAPABILITIES.PERF_METRICS_AVAILABLE 


(bit 15). 


Reserved 


Backend Bound 


Frontend Bound 


Bad Speculation 


Retiring 


31 


v4 


55 


47 


MSR_PERF_METRICS 
Address: 329H 
Scope: Thread 


Reset value : 0x00000000 .00000000 


39 


This register exposes the four TMA Level 1 metrics. The lower 32 bits are divided into four 8-bit fields, as shown by 


Figure 18-37. MSR_PERF_METRICS Definition 


the above figure, each of which is an integer fraction of 255. 
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To support built-in performance metrics, new bits have been added to the following MSRs: 


® JA32_PERF_GLOBAL_CTRL. EN_PERF_METRICS[48]: If this bit is set and fixed counter 3 is enabled, built-in 
performance metrics are enabled. 


® JA32_PERF_GLOBAL_STATUS_SET. SET_OVF_PERF_METRICS[48]: If this bit is set, it will set the status bit in 
the IA32_PERF_GLOBAL_STATUS register for PERF_METRICS. 


e JA32_PERF_GLOBAL_STATUS_RESET. RESET_OVF_PERF_METRICS[48]: If this bit is set, it will clear the status 
bit in the IA32_PERF_GLOBAL_STATUS register for PERF_METRICS. 


° JA32_PERF_GLOBAL_STATUS. OVF_PERF_METRICS[48]: If this bit is set, it indicates that a PERF_METRICS- 
related resource has overflowed and a PMI is triggered‘. If this bit is clear, no such overflow has occurred. 


NOTE 


Software has to synchronize, e.g., re-start, fixed counter 3 as well as PERF_METRICS when either 
bit 35 or 48 in IA32_PERF_GLOBAL_STATUS is set. Otherwise, PERF_METRICS may return 
undefined values. 


The values in MSR_PERF_METRICS are derived from fixed counter 3. Software should start both registers, 
PERF_METRICS and fixed counter 3, from zero. Additionally, software is recommended to periodically clear both 
registers in order to maintain accurate measurements for certain scenarios that involve sampling metrics at high 
rates. 


In order to save/restore PERF_METRICS, software should follow these guidelines: 
¢ PERF_METRICS and fixed counter 3 should be saved and restored together. 


° To ensure that PERF_METRICS and fixed counter 3 remain synchronized, both should be disabled during both 
save and restore. Software should enable/disable them atomically, with a single write to 
IA32_PERF_GLOBAL_CTRL to set/clear both EN_PERF_METRICS[bit 48] and EN_FIXED_CTR3[bit 35]. 


* On state restore, fixed counter 3 must be restored before PERF_METRICS, otherwise undefined results may be 
observed. 


18.3.10 3rd Generation Intel® Xeon® Scalable Family Performance Monitoring Facility 


The 3rd generation Intel® Xeon® Scalable Family of processors are based on Ice Lake microarchitecture. For this 
microarchitecture, the core PMU supports architectural performance monitoring capability with version Id 5 (see 
Section 18.2.5) and a host of non-architectural monitoring capabilities. 


The core PMU's capability is similar to those described in Section 18.3.1 through Section 18.3.8, with some differ- 
ences and enhancements summarized in Table 18-46. 


18.3.10.1 Processor Event Based Sampling (PEBS) Facility 


The PEBS facility in the 3rd generation Intel Xeon Scalable Family of processors provide a number of enhancements 
relative to PEBS in previous generations of processors. Enhancement of PEBS facility with Extended PEBS and 
Adaptive PEBS features are described in detail in Section 18.9. 


Unlike earlier processors, the 3rd generation Intel Xeon Scalable Family of processors (and later generations) can 
support the recording of PEBS records even if accesses to the linear addresses in the DS buffer management area 
or in the PEBS buffer cause VM exits. When a VM exit occurs, the PEBS record is not lost but instead will “skid” and 
be recorded after the virtual machine is resumed (assuming that the cause of the VM exit is resolved). For precise 
events the guest will observe that the record skid by one event occurrence, while for non-precise events the record 
will skid by one instruction. With this “EPT-friendly” enhancement, a virtual-machine monitor may allow use of 

PEBS by guest software even if EPT does not map all guest-physical memory as present and read/write. It remains 


4. An overflow of fixed counter 3 should normally happen first if software follows Intel’s recommendations. 
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the case that an operating system should establish its paging structures to prevent page faults in those paging 
structures. 


The 3rd generation Intel Xeon Scalable Family of processors based on the Ice Lake microarchitecture introduce 
EPT-friendly PEBS. This allows EPT violations and other VM Exits to be taken on PEBS accesses to the DS Area. See 
Section 18.9.5 for details. 


18.4 PERFORMANCE MONITORING (INTEL® XEON™ PHI PROCESSORS) 


NOTE 


This section also applies to the Intel® Xeon Phi™ Processor 7215, 7285, 7295 Series based on 
Knights Mill microarchitecture. 


18.4.1 Intel® Xeon Phi Processor 7200/5200/3200 Performance Monitoring 


The Intel® Xeon Phi™ processor 7200/5200/3200 series are based on the Knights Landing microarchitecture. The 
performance monitoring capabilities are distributed between its tiles (pair of processor cores) and untile 
(connecting many tiles in a physical processor package). Functional details of the tiles and untile of the Knights 
Landing microarchitecture can be found in Chapter 16 of Inte/® 64 and IA-32 Architectures Optimization Reference 
Manual. 


A complete description of the tile and untile PMU programming interfaces for Intel Xeon Phi processors based on the 
Knights Landing microarchitecture can be found in the Technical Document section at 
http://www. intel.com/content/www/us/en/processors/xeon/xeon-phi-detail.html. 


A tile contains a pair of cores attached to a shared L2 cache and is similar to those found in Intel® Atom™ proces- 
sors based on the Silvermont microarchitecture. The processor provides several new capabilities on top of the 
Silvermont performance monitoring facilities. 


The processor supports architectural performance monitoring capability with version ID 3 (see Section 18.2.3) and 
a host of non-architectural performance monitoring capabilities. The processor provides two general-purpose 
performance counters (IA32_PMCO, IA32_PMC1) and three fixed-function performance counters 
(IA32_FIXED_CTRO, IA32_FIXED_CTR1, IA32_FIXED_CTR2). 


Non-architectural performance monitoring in the processor also uses the IA32_PERFEVTSELx MSR to configure a 
set of non-architecture performance monitoring events to be counted by the corresponding general-purpose 
performance counter. 


The bit fields within each IA32_PERFEVTSELx MSR are defined in Figure 18-6 and described in Section 18.2.1.1 and 
Section 18.2.3. The processor supports AnyThread counting in three architectural performance monitoring events. 


18.4.1.1 €nhancements of Performance Monitoring in the Intel’ Xeon Phi™ processor Tile 


The Intel® Xeon Phi™ processor tile includes the following enhancements to the Silvermont microarchitecture. 


¢ AnyThread support. This facility is limited to following three architectural events: Instructions Retired, Unhalted 
Core Cycles, Unhalted Reference Cycles using IA32_FIXED_CTRO-2 and Unhalted Core Cycles, Unhalted 
Reference Cycles using IA32_PERFEVTSELx. 


¢ PEBS-DLA (Processor Event-Based Sampling-Data Linear Address) fields. The processor provides memory 
address in addition to the Silvermont PEBS record support on select events. The PEBS recording format as 
reported by JA32_PERF_CAPABILITIES [11:8] is 2. 


° Off-core response counting facility. This facility in the processor core allows software to count certain 
transaction responses between the processor tile to subsystems outside the tile (untile). Counting off-core 
response requires additional event qualification configuration facility in conjunction with IA32_PERFEVTSELx. 
Two off-core response MSRs are provided to use in conjunction with specific event codes that must be specified 
with IA32_PERFEVTSELx. Two cores do not share the off-core response MSRs. Knights Landing expands off- 
core response capability to match the processor untile changes. 
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° Average request latency measurement. The off-core response counting facility can be combined to use two 
performance counters to count the occurrences and weighted cycles of transaction requests. This facility is 
updated to match the processor untile changes. 


18.4.1.1.1 Processor Event-Based Sampling 


The processor supports processor event based sampling (PEBS). PEBS is supported using IA32_PMCO (see also 
Section 17.4.9, “BTS and DS Save Area”). 


PEBS uses a debug store mechanism to store a set of architectural state information for the processor. The infor- 
mation provides architectural state of the instruction executed after the instruction that caused the event (See 
Section 18.6.2.4). 


The list of PEBS events supported in the processor is shown in the following table. 


Table 18-50. PEBS Performance Events for the Knights Landing Microarchitecture 


Event Name Event Select Sub-event UMask Data Linear 
Address Support 
BR_INST_RETIRED C4H ALL_BRANCHES OOH No 
JCC 7EH No 
TAKEN_JCC FEH No 
CALL FOH No 
REL_CALL FDH No 
IND_CALL FBH No 
NON_RETURN_IND €BH No 
FAR_BRANCH BFH No 
RETURN F7H No 
BR_MISP_RETIRED C5H ALL_BRANCHES OOH No 
JCC 7EH No 
TAKEN_JCC FEH No 
IND_CALL FBH No 
NON_RETURN_IND €BH No 
RETURN F7H No 
MEM_UOPS_RETIRED 04H L2_HIT_LOADS 02H Yes 
L2_MISS_LOADS 04H Yes 
DLTB_MISS_LOADS 08H Yes 
RECYCLEQ 03H LD_BLOCK_ST_FORWARD 01H Yes 
LD_SPLITS 08H Yes 


The PEBS record format 2 supported by processors based on the Knights Landing microarchitecture is shown in 
Table 18-51, and each field in the PEBS record is 64 bits long. 


Table 18-51. PEBS Record Format for the Knights Landing Microarchitecture 


Byte Offset Field Byte Offset Field 
OOH R/EFLAGS 60H R10 
08H R/EIP 68H R11 
10H R/EAX 70H R12 
18H R/EBX 78H R13 
20H R/ECX 80H R14 


Vol. 3B 18-73 


PERFORMANCE MONITORING 


Table 18-51. PEBS Record Format for the Knights Landing Microarchitecture (Contd.) 


Byte Offset Field Byte Offset Field 

28H R/EDX 88H R15 

30H R/ESI 90H IA32_PERF_GLOBAL_STATUS 
38H R/EDI 98H PSDLA 

40H R/EBP AOH Reserved 

48H R/ESP A8H Reserved 

50H R8 BOH EventingRIP 

58H RQ B8H Reserved 


18.4.1.1.2 Offcore Response Event 


Event number 0B7H support offcore response monitoring using an associated configuration MSR, 
MSR_OFFCORE_RSPO (address 1A6H) in conjunction with umask value 01H or MSR_OFFCORE_RSP1 (address 
1A7H) in conjunction with umask value 02H. Table 18-52 lists the event code, mask value and additional off-core 
configuration MSR that must be programmed to count off-core response events using IA32_PMCx. 


Table 18-52. OffCore Response Event Encoding 


Counter Event code UMask Required Off-core Response MSR 
PMCO-1 B7H 01H MSR_OFFCORE_RSPO (address 1A6H) 
PMCO-1 B7H 02H MSR_OFFCORE_RSP1 (address 1A7H) 


Some of the MSR_OFFCORE_RESP [0,1] register bits are not valid in this processor and their use is reserved. The 
layout of MSR_OFFCORE_RSPO and MSR_OFFCORE_RSP1 registers are defined in Table 18-53. Bits 15:0 specifies 
the request type of a transaction request to the uncore. Bits 30:16 specifies supplier information, bits 37:31 spec- 
ifies snoop response information. 


Additionally, MSR_OFFCORE_RSPO provides bit 38 to enable measurement of average latency of specific type of 
offcore transaction requests using two programmable counter simultaneously, see Section 18.5.2.3 for details. 
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Table 18-53. Bit fields of the MSR_OFFCORE_RESP [0, 1] Registers 


Main Sub-field Bit Name Description 
Request Type 0 DEMAND_DATA_RD Demand cacheable data and L1 prefetch data reads. 
1 DEMAND_RFO Demand cacheable data writes. 
2 DEMAND_CODE_RD Demand code reads and prefetch code reads. 
3 Reserved Reserved. 
4 Reserved Reserved. 
5 PF_L2_RFO L2 data RFO prefetches (includes PREFETCHW instruction). 
6 PF_L2_CODE_RD L2 code HW prefetches. 
7 PARTIAL_READS Partial reads (UC or WC). 
8 PARTIAL_WRITES Partial writes (UC or WT or WP). Valid only for 
OFFCORE_RESP_1 event. Should only be used on PMC1. 
This bit is reserved for OFFCORE_RESP_O event. 
9 UC_CODE_READS UC code reads. 
10 BUS_LOCKS Bus locks and split lock requests. 
11 FULL_STREAMING_STO | Full streaming stores (WC). Valid only for OFFCORE_RESP_1 
RES event. Should only be used on PMC1. This bit is reserved for 
OFFCORE_RESP_O event. 
12 SW_PREFETCH Software prefetches. 
13 PF_L1_DATA_RD L1 data HW prefetches. 
14 PARTIAL_STREAMING_ | Partial streaming stores (WC). Valid only for 
STORES OFFCORE_RESP_1 event. Should only be used on PMC1. 
This bit is reserved for OFFCORE_RESP_O event. 
15 ANY_REQUEST Account for any requests. 
Response Type | Any 16 ANY_RESPONSE Account for any response. 
Data Supply from | 17 NO_SUPP No Supplier Details. 
Untile 
18 Reserved Reserved. 
19 L2_HIT_OTHER_TILE_N | Other tile L2 hit € Near. 
EAR 
20 Reserved Reserved. 
21 MCDRAM_NEAR MCDRAM Local. 
22 MCDRAM_FAR_OR_L2_ | MCDRAM Far or Other tile L2 hit far. 
HIT_OTHER_TILE_FAR 
23 DRAM_NEAR DRAM Local. 
24 DRAM_FAR DRAM Far. 
Data Supply from | 25 L2_HITM_THIS_TILE M-state. 
within same tlle [56° [U2 HITE_THIS_TILE | E-state. 
27 L2_HITS_THIS_TILE S-state. 
28 L2_HITF_THIS_TILE F-state. 
29 Reserved Reserved. 
30 Reserved Reserved. 
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Table 18-53. Bit fields of the MSR_OFFCORE_RESP [0, 1] Registers (Contd.) 


Main Sub-field Bit Name Description 
Snoop Info; Only 31 SNOOP_NONE None of the cores were snooped. 
Valid in case of 32 NO_SNOOP_NEEDED No snoop was needed to satisfy the request. 
Data Supply from 
Untile 33 Reserved Reserved. 
34 Reserved Reserved. 
35 HIT_OTHER_TILE_FWD | Snoop request hit in the other tile with data forwarded. 
36 HITM_OTHER_TILE A snoop was needed and it HitM-ed in other core’s L1 cache. 
HitM denotes a cache-line was in modified state before 
effect as a result of snoop. 
37 NON_DRAM Target was non-DRAM system address. This includes MMIO 
transactions. 
Outstanding Weighted cycles 38 OUTSTANDING (Valid If set, counts total number of weighted cycles of any 
requests only for outstanding offcore requests with data response. Valid only 


MSR_OFFCORE_RESPO. 
Should only be used on 
PMCO. This bit is 
reserved for 
MSR_OFFCORE_RESP1). 


for OFFCORE_RESP_O event. Should only be used on PMCO. 
This bit is reserved for OFFCORE_RESP_1 event. 


18.4.1.1.3 Average Offcore Request Latency Measurement 


Measurement of average latency of offcore transaction requests can be enabled using MSR_OFFCORE_RSPO. [bit 
38] with the choice of request type specified in MSR_OFFCORE_RSPO.[bit 15:0]. 


Refer to Section 18.5.2.3, “Average Offcore Request Latency Measurement,” for typical usage. Note that 
MSR_OFFCORE_RESPx registers are not shared between cores in Knights Landing. This allows one core to measure 
average latency while other core is measuring different offcore response events. 


18.5 


18.5.1 


PERFORMANCE MONITORING (INTEL ATOM® PROCESSORS) 


Performance Monitoring (45 nm and 32 nm Intel Atom® Processors) 


45 nm and 32 nm Intel Atom processors report architectural performance monitoring versionID = 3 (supporting the 
aggregate capabilities of versionID 1, 2, and 3; see Section 18.2.3) and a host of non-architectural monitoring 
capabilities. These 45 nm and 32 nm Intel Atom processors provide two general-purpose performance counters 
(IA32_PMCO, IA32_PMC1) and three fixed-function performance counters (IA32_FIXED_CTRO, IA32_FIXED_CTR1, 
IA32_FIXED_CTR2). 


NOTE 


The number of counters available to software may vary from the number of physical counters 
present on the hardware, because an agent running at a higher privilege level (e.g., a VMM) may 
not expose all counters. CPUID.OAH:EAX[15:8] reports the MSRs available to software; see Section 


18.2.1. 


Non-architectural performance monitoring in Intel Atom processor family uses the IA32_PERFEVTSELx MSR to 
configure a set of non-architecture performance monitoring events to be counted by the corresponding general- 
purpose performance counter. The list of non-architectural performance monitoring events can be found at: 


https://perfmon-events.intel.com/. 
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Architectural and non-architectural performance monitoring events in 45 nm and 32 nm Intel Atom processors 
support thread qualification using bit 21 (AnyThread) of IA32_PERFEVTSELx MSR, i.e., if 
IA32_PERFEVTSELx.AnyThread =1, event counts include monitored conditions due to either logical processors in 
the same processor core. 


The bit fields within each IA32_ PERFEVTSELx MSR are defined in Figure 18-6 and described in Section 18.2.1.1 and 
Section 18.2.3. 


Valid event mask (Umask) bits can be found at: https://perfmon-events.intel.com/. The UMASK field may contain 
sub-fields that provide the same qualifying actions like those listed in Table 18-71, Table 18-72, Table 18-73, and 
Table 18-74. One or more of these sub-fields may apply to specific events on an event-by-event basis. Precise 
Event Based Monitoring is supported using IA32_PMCO (see also Section 17.4.9, “BTS and DS Save Area”). 


18.5.2 Performance Monitoring for Silvermont Microarchitecture 


Intel processors based on the Silvermont microarchitecture report architectural performance monitoring versionID 
= 3 (see Section 18.2.3) and a host of non-architectural monitoring capabilities. Intel processors based on the 
Silvermont microarchitecture provide two general-purpose performance counters (IA32_PMCO, IA32_PMC1) and 
three fixed-function performance counters (IA32_FIXED_CTRO, IA32_FIXED_CTR1, IA32_FIXED_CTR2). Intel 
Atom processors based on the Airmont microarchitecture support the same performance monitoring capabilities as 
those based on the Silvermont microarchitecture. 


Non-architectural performance monitoring in the Silvermont microarchitecture uses the IA32_PERFEVTSELx MSR 
to configure a set of non-architecture performance monitoring events to be counted by the corresponding general- 
purpose performance counter. The list of non-architectural performance monitoring events can be found at: 


https://perfmon-events.intel.com/. 


The bit fields (except bit 21) within each IA32_PERFEVTSELx MSR are defined in Figure 18-6 and described in 
Section 18.2.1.1 and Section 18.2.3. Architectural and non-architectural performance monitoring events in the 
Silvermont microarchitecture ignore the AnyThread qualification regardless of its setting in IA32_PERFEVTSELx 
MSR. 


18.5.2.1 Enhancements of Performance Monitoring in the Processor Core 
The notable enhancements in the monitoring of performance events in the processor core include: 
¢ The width of counter reported by CPUID.OAH:EAX[23:16] is 40 bits. 


°  Off-core response counting facility. This facility in the processor core allows software to count certain 
transaction responses between the processor core to sub-systems outside the processor core (uncore). 
Counting off-core response requires additional event qualification configuration facility in conjunction with 
IA32_PERFEVTSELx. Two off-core response MSRs are provided to use in conjunction with specific event codes 
that must be specified with IA32_PERFEVTSELx. 


e Average request latency measurement. The off-core response counting facility can be combined to use two 
performance counters to count the occurrences and weighted cycles of transaction requests. 


18.5.2.1.1 Processor Event Based Sampling (PEBS) 


In the Silvermont microarchitecture, the PEBS facility can be used with precise events. PEBS is supported using 
IA32_PMCO (see also Section 17.4.9). 


PEBS uses a debug store mechanism to store a set of architectural state information for the processor. The infor- 
mation provides architectural state of the instruction executed after the instruction that caused the event (See 
Section 18.6.2.4). 


The list of precise events supported in the Silvermont microarchitecture is shown in Table 18-54. 
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Table 18-54. PEBS Performance Events for the Silvermont Microarchitecture 


Event Name Event Select Sub-event UMask 
BR_INST_RETIRED C4H ALL_BRANCHES OOH 
JCC 7EH 
TAKEN_JCC FEH 
CALL FOH 
REL_CALL FDH 
IND_CALL FBH 
NON_RETURN_IND €BH 
FAR_BRANCH BFH 
RETURN F7H 
BR_MISP_RETIRED C5SH ALL_BRANCHES OOH 
JCC 7EH 
TAKEN_JCC FEH 
IND_CALL FBH 
NON_RETURN_IND €BH 
RETURN F7H 
MEM_UOPS_RETIRED 04H L2_HIT_LOADS 02H 
L2_MISS_LOADS 04H 
DLTB_MISS_LOADS 08H 
HITM 20H 
REHABQ 03H LD_BLOCK_ST_FORWARD 01H 
LD_SPLITS 08H 


PEBS Record Format The PEBS record format supported by processors based on the Intel Silvermont microarchitec- 
ture is shown in Table 18-55, and each field in the PEBS record is 64 bits long. 


Table 18-55. PEBS Record Format for the Silvermont Microarchitecture 


Byte Offset Field Byte Offset Field 

OOH R/EFLAGS 60H R10 

08H R/EIP 68H R11 

10H R/EAX 70H R12 

18H R/EBX 78H R13 

20H R/ECX 80H R14 

28H R/EDX 88H R15 

30H R/ESI 90H IA32_PERF_GLOBAL_STATUS 
38H R/EDI 98H Reserved 
40H R/EBP AOH Reserved 
48H R/ESP A8H Reserved 
50H R8 BOH EventingRIP 
58H RQ B8H Reserved 
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18.5.2.2 Offcore Response Event 


Event number 0B7H support offcore response monitoring using an associated configuration MSR, 
MSR_OFFCORE_RSPO (address 1A6H) in conjunction with umask value 01H or MSR_OFFCORE_RSP1 (address 
1A7H) in conjunction with umask value 02H. Table 18-56 lists the event code, mask value and additional off-core 
configuration MSR that must be programmed to count off-core response events using IA32_PMCx. 


In the Silvermont microarchitecture, each MSR_OFFCORE_RSPx is shared by two processor cores. 


Table 18-56. OffCore Response Event Encoding 


Counter Event code UMask Required Off-core Response MSR 
PMCO-1 B7H 01H MSR_OFFCORE_RSPO (address 1A6H) 
PMCO-1 B7H 02H MSR_OFFCORE_RSP1 (address 1A7H) 


The layout of MSR_OFFCORE_RSPO and MSR_OFFCORE_RSP1 are shown in Figure 18-38 and Figure 18-39. Bits 
15:0 specifies the request type of a transaction request to the uncore. Bits 30:16 specifies supplier information, 
bits 37:31 specifies snoop response information. 


Additionally, MSR_OFFCORE_RSPO provides bit 38 to enable measurement of average latency of specific type of 
offcore transaction requests using two programmable counter simultaneously, see Section 18.5.2.3 for details. 


63 37 15 1413121110 9876 543 21 0 


See Figure 18-30 


RESPONSE TYPE — Other (R/W) | 


REQUEST TYPE — PARTIAL_STRM_ST (R/W) 
REQUEST TYPE — PF_DATA_RD (R/W) 
REQUEST TYPE — SW_PREFETCH (R/W) 
REQUEST TYPE — STRM_ST (R/W) 
REQUEST TYPE — BUS_LOCKS (R/W) 
REQUEST TYPE — UC_IFETCH (R/W) 
REQUEST TYPE — PARTIAL_WRITE (R/W) 
REQUEST TYPE — PARTIAL_READ (R/W) 
REQUEST TYPE — PF_IFETCH (R/W) 
REQUEST TYPE — PF_RFO (R/W) 
REQUEST TYPE — PF_DATA_RD (R/W) 
REQUEST TYPE — WB (R/W) 
REQUEST TYPE — DMND_IFETCH (R/W) 
REQUEST TYPE — DMND_RFO (R/W) 
REQUEST TYPE — DMND_DATA_RD (R/W) 


Reserved RESET Value — 00000000_00000000H 


Figure 18-38. Request_Type Fields for MSR_OFFCORE_RSPx 


Table 18-57. MSR_OFFCORE_RSPx Request_Type Field Definition 
Bit Name Offset | Description 


DMND_DATA_RD 0 Counts the number of demand and DCU prefetch data reads of full and partial cachelines as well as 
demand data page table entry cacheline reads. Does not count L2 data read prefetches or 
instruction fetches. 


DMND_RFO 1 Counts the number of demand and DCU prefetch reads for ownership (RFO) requests generated by 
a write to data cacheline. Does not count L2 RFO prefetches. 

DMND_IFETCH 2 Counts the number of demand instruction cacheline reads and L1 instruction cacheline prefetches. 

WB 3 Counts the number of writeback (modified to exclusive) transactions. 
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Table 18-57. MSR_OFFCORE_RSPx Request_Type Field Definition (Contd.) 


Bit Name Offset | Description 

PF_DATA_RD 4 Counts the number of data cacheline reads generated by L2 prefetchers. 

PF_RFO 5 Counts the number of RFO requests generated by L2 prefetchers. 

PF_IFETCH 6 Counts the number of code reads generated by L2 prefetchers. 

PARTIAL_READ 7 Counts the number of demand reads of partial cache lines (including UC and WC). 

PARTIAL_WRITE 8 Counts the number of demand RFO requests to write to partial cache lines (includes UC, WT and 
WP) 

UC_IFETCH 9 Counts the number of UC instruction fetches. 

BUS_LOCKS 10 Bus lock and split lock requests 

STRM_ST 11 Streaming store requests 

SW_PREFETCH 12 Counts software prefetch requests 

PF_DATA_RD 13 Counts DCU hardware prefetcher data read requests 

PARTIAL_STRM_ST 14 Streaming store requests 

ANY 15 Any request that crosses IDI, including |/O. 


63 


38 37 36 35 34 33 32 31 22 212019 18 17 16 


AVG LATENCY — ENABLE AVG LATENCY(R/W) 
RESPONSE TYPE — NON_DRAM (R/W) 


RSPNS_SNOOP — HITM (R/W) 


RESERVED 


RSPNS_SNOOP — SNOOP _HIT (R/W) 
RSPNS_SNOOP — SNOOP_MISS (R/W) 


RESERVED 


RSPNS_SNOOP — SNOOP_NONE (R/W) 


RESERVED 


RSPNS_ SUPPLIER — L2_HIT (R/W) 


RESERVED 


RSPNS_SUPPLIER — ANY (R/W) 


Reserved 


RESET Value — 00000000_00000000H 


Figure 18-39. Response_Supplier and Snoop Info Fields for MSR_OFFCORE_RSPx 


To properly program this extra register, software must set at least one request type bit (Table 18-57) and a valid 
response type pattern (Table 18-58, Table 18-59). Otherwise, the event count reported will be zero. It is permis- 
sible and useful to set multiple request and response type bits in order to obtain various classes of off-core 
response events. Although MSR_OFFCORE_RSPx allow an agent software to program numerous combinations that 
meet the above guideline, not all combinations produce meaningful data. 


Table 18-58. MSR_OFFCORE_RSP_x Response Supplier Info Field Definition 


Subtype Bit Name Offset Description 
Common ANY_RESPONSE 16 Catch all value for any response types. 
Supplier Info | Reserved 17 Reserved 
L2_HIT 18 Cache reference hit L2 in either M/E/S states. 
Reserved 30:19 Reserved 
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To specify a complete offcore response filter, software must properly program bits in the request and response type 
fields. A valid request type must have at least one bit set in the non-reserved bits of 15:0. A valid response type 
must be a non-zero value of the following expression: 


ANY | [COR’ of Supplier Info Bits) & ((OR’ of Snoop Info Bits) ] 
If “ANY” bit is set, the supplier and snoop info bits are ignored. 


Table 18-59. MSR_OFFCORE_RSPx Snoop Info Field Definition 


Subtype | Bit Name Offset | Description 
Snoop SNP_NONE 31 No details on snoop-related information. 
Info 
Reserved 32 Reserved 
SNOOP_MISS 33 Counts the number of snoop misses when L2 misses. 
SNOOP_HIT 34 Counts the number of snoops hit in the other module where no modified copies were 
found. 
Reserved 35 Reserved 
HITM 36 Counts the number of snoops hit in the other module where modified copies were 
found in other core’s L1 cache. 
NON_DRAM 37 Target was non-DRAM system address. This includes MMIO transactions. 
AVG_LATENCY 38 Enable average latency measurement by counting weighted cycles of outstanding 
offcore requests of the request type specified in bits 15:0 and any response (bits 37:16 
cleared to 0). 
This bit is available in MSR_OFFCORE_RESPO. The weighted cycles is accumulated in the 
specified programmable counter IA32_PMCx and the occurrence of specified requests 
are counted in the other programmable counter. 


18.5.2.3 Average Offcore Request Latency Measurement 


Average latency for offcore transactions can be determined by using both MSR_OFFCORE_RSP registers. Using two 
performance monitoring counters, program the two OFFCORE_RESPONSE event encodings into the corresponding 
IA32_PERFEVTSELx MSRs. Count the weighted cycles via MSR_OFFCORE_RSPO by programming a request type in 
MSR_OFFCORE_RSPO.[15:0] and setting MSR_OFFCORE_RSPO.OUTSTANDING[38] to 1, white setting the 
remaining bits to 0. Count the number of requests via MSR_OFFCORE_RSP1 by programming the same request 
type from MSR_OFFCORE_RSPO into MSR_OFFCORE_RSP1[bit 15:0], and setting 
MSR_OFFCORE_RSP1.ANY_RESPONSE[16] = 1, while setting the remaining bits to 0. The average latency can be 
obtained by dividing the value of the IA32_PMCx register that counted weight cycles by the register that counted 
requests. 


18.5.3. Performance Monitoring for Goldmont Microarchitecture 


Intel Atom processors based on the Goldmont microarchitecture report architectural performance monitoring 
versionID = 4 (see Section 18.2.4) and support non-architectural monitoring capabilities described in this section. 


Architectural performance monitoring version 4 capabilities are described in Section 18.2.4. 


The bit fields (except bit 21) within each IA32_PERFEVTSELx MSR are defined in Figure 18-6 and described in 
Section 18.2.1.1 and Section 18.2.3. The Goldmont microarchitecture does not support Hyper-Threading and thus 
architectural and non-architectural performance monitoring events ignore the AnyThread qualification regardless 
of its setting in the IA32_PERFEVTSELx MSR. However, Goldmont does not set the AnyThread deprecation bit 
(CPUID.OAH:EDX[15]). 


The core PMU's capability is similar to that of the Silvermont microarchitecture described in Section 18.5.2 , with 
some differences and enhancements summarized in Table 18-60. 
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Table 18-60. Core PMU Comparison Between the Goldmont and Silvermont Microarchitectures 


Box 


The Goldmont microarchitecture 


The Silvermont microarchitecture 


Comment 


# of Fixed counters per core 


3 


3 


Use CPUID to determine # 
of counters. See Section 
18.2.1. 


# of general-purpose 4 2 Use CPUID to determine # 

counters per core of counters. See Section 
18.2.1. 

Counter width (R,W) R:48, W: 32/48 R:40, W:32 See Section 18.2.2. 

Architectural Performance 4 3 Use CPUID to determine # 


Monitoring version ID 


of counters. See Section 
18.2.1. 


PMI Overhead Mitigation 


= Freeze_Perfmon_on_PMI with 
streamlined semantics. 

" Freeze_LBR_on_PMI with 
streamlined semantics for 
branch profiling. 


* Freeze_Perfmon_on_PMI with 
legacy semantics. 

* Freeze_LBR_on_PMI with legacy 
semantics for branch profiling. 


See Section 17.4.7. 
Legacy semantics not 
supported with version 4 
or higher. 


Counter and Buffer 
Overflow Status 
Management 


" Query via 
|A32_PERF_GLOBAL_STATUS 

= Reset via 
IA32_PERF_GLOBAL_STATUS_R 
ESET 

= Set via 
IA32_PERF_GLOBAL_STATUS_S 
ET 


= Query via 
IA32_PERF_GLOBAL_STATUS 

= Reset via 
IA32_PERF_GLOBAL_OVF_CTRL 


See Section 18.2.4. 


IA32_PERF_GLOBAL_STATU 
S Indicators of 
Overflow/Overhead/Interfer 
ence 


Individual counter overflow 
PEBS buffer overflow 
ToPA buffer overflow 
CTR_Frz, LBR_Frz 


* Individual counter overflow 
= PEBS buffer overflow 


See Section 18.2.4. 


Enable control in * CTR_Frz, No See Section 18.2.4.1. 
IA32_PERF_GLOBAL_STATU |* LBR_Frz 

S 

Perfmon Counter In-Use Query IA32_PERF_GLOBAL_INUSE | No See Section 18.2.4.3. 


Indicator 


Processor Event Based 
Sampling (PEBS) Events 


General-Purpose Counter O only. 
Supports all events (precise and 
non-precise). Precise events are 
listed in Table 18-61. 


See Section 18.5.2.1.1. General- 
Purpose Counter 0 only. Only 
supports precise events (see 
Table 18-54). 


IA32_PMCO only. 


PEBS record format 0011b 0010b 

encoding 

Reduce skid PEBS IA32_PMCO only No 

Data Address Profiling Yes No 

PEBS record layout Table 18-62; enhanced fields at Table 18-55. 
offsets 9OH- 98H; and TSC record 
field at COH. 

PEBS EventingIP Yes Yes 


Off-core Response Event 
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18.5.3.1 Processor Event Based Sampling (PEBS) 


Processor event based sampling (PEBS) on the Goldmont microarchitecture is enhanced over prior generations 
with respect to sampling support of precise events and non-precise events. In the Goldmont microarchitecture, 
PEBS is supported using IA32_PMCO for all events (see Section 17.4.9). 


PEBS uses a debug store mechanism to store a set of architectural state information for the processor at the time 
the sample was generated. 


Precise events work the same way on Goldmont microarchitecture as on the Silvermont microarchitecture. The 
record will be generated after an instruction that causes the event when the counter is already overflowed and will 
capture the architectural state at this point (see Section 18.6.2.4 and Section 17.4.9). The eventingIP in the record 
will indicate the instruction that caused the event. The list of precise events supported in the Goldmont microarchi- 
tecture is shown in Table 18-61. 


In the Goldmont microarchitecture, the PEBS facility also supports the use of non-precise events to record 
processor state information into PEBS records with the same format as with precise events. 


However, a non-precise event may not be attributable to a particular retired instruction or the time of instruction 
execution. When the counter overflows, a PEBS record will be generated at the next opportunity. Consider the 
event ICACHE.HIT. When the counter overflows, the processor is fetching future instructions. The PEBS record will 
be generated at the next opportunity and capture the state at the processor's current retirement point. It is likely 
that the instruction fetch that caused the event to increment was beyond that current retirement point. Other 
examples of non-precise events are CPU_CLK_UNHALTED.CORE_P and HARDWARE_INTERRUPTS.RECEIVED. 
CPU_CLK_UNHALTED.CORE_P will increment each cycle that the processor is awake. When the counter over-flows, 
there may be many instructions in various stages of execution. Additionally, zero, one or multiple instructions may 
be retired the cycle that the counter overflows. HARDWARE_INTERRUPTS.RECEIVED increments independent of 
any instructions being executed. For all non-precise events, the PEBS record will be generated at the next oppor- 
tunity, after the counter has overflowed. The PEBS facility thus allows for identification of the instructions which 
were executing when the event overflowed. 


After generating a record for a non-precise event, the PEBS facility reloads the counter and resumes execution, just 
as is done for precise events. Unlike interrupt-based sampling, which requires an interrupt service routine to collect 
the sample and reload the counter, the PEBS facility can collect samples even when interrupts are masked and 
without using NMI. Since a PEBS record is generated immediately when a counter for a non-precise event is 
enabled, it may also be generated after an overflow is set by an MSR write to IA32_PERF_GLOBAL_STATUS_ SET. 


Table 18-61. Precise Events Supported by the Goldmont Microarchitecture 


Event Name Event Select Sub-event UMask 
LD_BLOCKS 03H DATA_UNKNOWN 01H 
STORE_FORWARD 02H 
4K_ALIAS 04H 
UTLB_MISS 08H 
ALL_BLOCK 10H 
MISALIGN_MEM_REF 13H LOAD_PAGE_SPLIT 02H 
STORE_PAGE_SPLIT 04H 
INST_RETIRED COH ANY OOH 
UOPS_RETITRED C2H ANY OOH 
LD_SPLITSMS 01H 
BR_INST_RETIRED C4H ALL_BRANCHES OOH 
Jcc 7EH 
TAKEN_JCC FEH 
CALL FSH 
REL_CALL FDH 
IND_CALL FBH 
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Table 18-61. Precise Events Supported by the Goldmont Microarchitecture (Contd.) 


Event Name Event Select Sub-event UMask 
NON_RETURN_IND €BH 
FAR_BRANCH BFH 
RETURN F7H 
BR_MISP_RETIRED C5H ALL_BRANCHES OOH 
JCC 7EH 
TAKEN_JCC FEH 
IND_CALL FBH 
NON_RETURN_IND —BH 
RETURN F7H 
MEM_UOPS_RETIRED DOH ALL_LOADS 81H 
ALL_STORES 82H 
ALL 83H 
DLTB_MISS_LOADS 11H 
DLTB_MISS_STORES 12H 
DLTB_MISS 13H 
MEM_LOAD_UOPS_RETIRED D1H L1_HIT 01H 
L2_HIT 02H 
L1_MISS 08H 
L2_MISS 10H 
HITM 20H 
WCB_HIT 40H 
DRAM_HIT 80H 


The PEBS record format supported by processors based on the Intel Goldmont microarchitecture is shown in 
Table 18-62, and each field in the PEBS record is 64 bits long. 


Table 18-62. PEBS Record Format for the Goldmont Microarchitecture 


Byte Offset Field Byte Offset Field 

OOH R/EFLAGS 68H R11 

08H R/EIP 70H R12 

10H R/EAX 78H R13 

18H R/EBX 80H R14 

20H R/ECX 88H R15 

28H R/EDX 90H Applicable Counters 
30H R/ESI 98H Data Linear Address 
38H R/EDI AOH Reserved 

40H R/EBP A8H Reserved 

48H R/ESP BOH EventingRIP 

50H R8 B8H Reserved 

58H RO COH TSC 

60H R10 
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On Goldmont microarchitecture, all 64 bits of architectural registers are written into the PEBS record regardless of 
processor mode. 


With PEBS record format encoding 0011b, offset 90H reports the "Applicable Counter" field, which indicates which 
counters actually requested generating a PEBS record. This allows software to correlate the PEBS record entry 
properly with the instruction that caused the event even when multiple counters are configured to record PEBS 
records and multiple bits are set in the field. Additionally, offset COH captures a snapshot of the TSC that provides 
a time line annotation for each PEBS record entry. 


18.5.3.1.1 PEBS Data Linear Address Profiling 


Goldmont supports the Data Linear Address field introduced in Haswell. It does not support the Data Source 
Encoding or Latency Value fields that are also part of Data Address Profiling; those fields are present in the record 
but are reserved. 


For Goldmont microarchitecture, the Data Linear Address field will record the linear address of memory accesses in 
the previous instruction (e.g. the one that triggered a precise event that caused the PEBS record to be generated). 
Goldmont microarchitecture may record a Data Linear Address for the instruction that caused the event even for 
events not related to memory accesses. This may differ from other microarchitectures. 


18.5.3.1.2 Reduced Skid PEBS 


For precise events, upon triggering a PEBS assist, there will be a finite delay between the time the counter over- 
flows and when the microcode starts to carry out its data collection obligations. The Reduced Skid mechanism miti- 
gates the “skid” problem by providing an early indication of when the counter is about to overflow, allowing the 
machine to more precisely trap on the instruction that actually caused the counter overflow thus greatly reducing 
skid. 


This mechanism is a superset of the PDIR mechanism available in the Sandy Bridge microarchitecture. See Section 
18.3.4.4.4 


In the Goldmont microarchitecture, the mechanism applies to all precise events including, INST_RETIRED, except 
for UOPS_RETIRED. However, the Reduced Skid mechanism is disabled for any counter when the INV, ANY, E, or 
CMASK fields are set. 


With Reduced Skid PEBS, the skid is precisely one event occurrence. Hence if counting INST_RETIRED, PEBS will 
indicate the instruction that follows that which caused the counter to overflow. 


For the Reduced Skid mechanism to operate correctly, the performance monitoring counters should not be recon- 
figured or modified when they are running with PEBS enabled. The counters need to be disabled (e.g. via 
IA32_PERF_GLOBAL_CTRL MSR) before changes to the configuration (e.g. what event is specified in 
IA32_PERFEVTSELx or whether PEBS is enabled for that counter via IA32_PEBS_ENABLE) or counter value (MSR 
write to IA32_PMCx and IA32_A_PMCx). 


18.5.3.1.3 | Enhancements to |A32_PERF_GLOBAL_STATUS.OvfDSBuffer[62] 


In addition to IA32_PERF_GLOBAL_STATUS.OvfDSBuffer[62] being set when PEBS_Index reaches the 
PEBS_Interrupt_Theshold, the bit is also set when PEBS_Index is out of bounds. That is, the bit will be set when 
PEBS_Index < PEBS_Buffer_Base or PEBS_Index > PEBS_Absolute_Maximum. Note that when an out of bound 
condition is encountered, the overflow bits in IA32_PERF_GLOBAL_STATUS will be cleared according to Applicable 
Counters, however the IA32_PMCx values will not be reloaded with the Reset values stored in the DS_AREA. 


18.5.3.2 Offcore Response Event 


Event number 0B7H support offcore response monitoring using an associated configuration MSR, 
MSR_OFFCORE_RSPO (address 1A6H) in conjunction with umask value 01H or MSR_OFFCORE_RSP1 (address 
1A7H) in conjunction with umask value 02H. Table 18-56 lists the event code, mask value and additional off-core 
configuration MSR that must be programmed to count off-core response events using IA32_PMCx. 


The Goldmont microarchitecture provides unique pairs of MSR_OFFCORE_RSPx registers per core. 
The layout of MSR_OFFCORE_RSPO and MSR_OFFCORE_RSP1 are organized as follows: 
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° Bits 15:0 specifies the request type of a transaction request to the uncore. This is described in Table 18-63. 
¢ Bits 30:16 specifies common supplier information or an L2 Hit, and is described in Table 18-58. 


° If L2 misses, then Bits 37:31 can be used to specify snoop response information and is described in 
Table 18-64. 


° For outstanding requests, bit 38 can enable measurement of average latency of specific type of offcore 
transaction requests using two programmable counter simultaneously; see Section 18.5.2.3 for details. 


Table 18-63. MSR_OFFCORE_RSPx Request_Type Field Definition 


Bit Name Offset | Description 

DEMAND_DATA_RD 0 Counts cacheline read requests due to demand reads (excludes prefetches). 

DEMAND_RFO 1 Counts cacheline read for ownership (RFO) requests due to demand writes (excludes 
prefetches). 

DEMAND_CODE_RD 2 Counts demand instruction cacheline and I-side prefetch requests that miss the 


instruction cache. 


COREWB 3 Counts writeback transactions caused by L1 or L2 cache evictions. 

PF_L2_DATA_RD 4 Counts data cacheline reads generated by hardware L2 cache prefetcher. 
PF_L2_RFO 5 Counts reads for ownership (RFO) requests generated by L2 prefetcher. 

Reserved 6 Reserved. 

PARTIAL_READS 7 Counts demand data partial reads, including data in uncacheable (UC) or uncacheable 


(WC) write combining memory types. 


PARTIAL_WRITES 8 Counts partial writes, including uncacheable (UC), write through (WT) and write 
protected (WP) memory type writes. 


UC_CODE_READS 9 Counts code reads in uncacheable (UC) memory region. 

BUS_LOCKS 10 Counts bus lock and split lock requests. 

FULL_STREAMING_STORES 11 Counts full cacheline writes due to streaming stores. 

Sw_PREFETCH 12 Counts cacheline requests due to software prefetch instructions. 
PF_L1_DATA_RD 13 Counts data cacheline reads generated by hardware L1 data cache prefetcher. 
PARTIAL_STREAMING_STORES 14 Counts partial cacheline writes due to streaming stores. 

ANY_REQUEST 15 Counts requests to the uncore subsystem. 


To properly program this extra register, software must set at least one request type bit (Table 18-57) and a valid 
response type pattern (either Table 18-58 or Table 18-64). Otherwise, the event count reported will be zero. It is 
permissible and useful to set multiple request and response type bits in order to obtain various classes of off-core 
response events. Although MSR_OFFCORE_RSPx allow an agent software to program numerous combinations that 
meet the above guideline, not all combinations produce meaningful data. 
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Table 18-64. MSR_OFFCORE_RSPx For L2 Miss and Outstanding Requests 


Subtype Bit Name Offset | Description 
L2_MISS Reserved 32:31 Reserved 
(Snoop Info) L2_MISS.SNOOP_MISS_O | 33 A true miss to this module, for which a snoop request missed the other module or 
R_NO_SNOOP_NEEDED no snoop was performed/needed. 
L2_MISS.HIT_OTHER_CO | 34 A snoop hit in the other processor module, but no data forwarding is required. 
RE_NO_FWD 
Reserved 35 Reserved 
L2_MISS.HITM_OTHER_C | 36 Counts the number of snoops hit in the other module or other core’s L1 where 
ORE modified copies were found. 
L2_MISS.NON_DRAM 37 Target was a non-DRAM system address. This includes MMIO transactions. 
Outstanding | OUTSTANDING 38 Counts weighted cycles of outstanding offcore requests of the request type 
requests! specified in bits 15:0, from the time the XQ receives the request and any 
response is received. Bits 37:16 must be set to O. This bit is only available in 
MSR_OFFCORE_RESPO. 


NOTES: 
1. See Section 18.5.2.3, “Average Offcore Request Latency Measurement” for details on how to use this bit to extract average latency. 


To specify a complete offcore response filter, software must properly program bits in the request and response type 
fields. A valid request type must have at least one bit set in the non-reserved bits of 15:0. A valid response type 
must be a non-zero value of the following expression: 


Any_Response Bit | L2 Hit | ‘OR’ of Snoop Info Bits | Outstanding Bit 


18.5.3.3 Average Offcore Request Latency Measurement 


In Goldmont microarchitecture, measurement of average latency of offcore transaction requests is the same as 
described in Section 18.5.2.3. 


18.5.4 Performance Monitoring for Goldmont Plus Microarchitecture 


Intel Atom processors based on the Goldmont Plus microarchitecture report architectural performance monitoring 
versionID = 4 and support non-architectural monitoring capabilities described in this section. 


Architectural performance monitoring version 4 capabilities are described in Section 18.2.4. 


Goldmont Plus performance monitoring capabilities are similar to Goldmont capabilities. The differences are in 
specific events and in which counters support PEBS. Goldmont Plus introduces the ability for fixed performance 
monitoring counters to generate PEBS records. 


Goldmont Plus will set the AnyThread deprecation CPUID bit (CPUID.OAH:EDX[15]) to indicate that the Any-Thread 
bits in IA32_PERFEVTSELx and IA32_FIXED_CTR_CTRL have no effect. 


The core PMU's capability is similar to that of the Goldmont microarchitecture described in Section 18.6.3, with 
some differences and enhancements summarized in Table 18-65. 
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Table 18-65. Core PMU Comparison Between the Goldmont Plus and Goldmont Microarchitectures 


Box Goldmont Plus Microarchitecture | Goldmont Microarchitecture Comment 
# of Fixed counters per core | 3 3 Use CPUID to determine # 
of counters. See Section 
18.2.1. 
# of general-purpose 4 4 Use CPUID to determine # 
counters per core of counters. See Section 
18.2.1. 
Counter width (R,W) R:48, W: 32/48 R:48, W: 32/48 No change. 
Architectural Performance 4 4 No change. 
Monitoring version ID 
Processor Event Based All General-Purpose and Fixed General-Purpose Counter O only. Goldmont Plus supports 
Sampling (PEBS) Events counters. Each General-Purpose Supports all events (precise and PEBS on all counters. 
counter supports all events (precise | non-precise). Precise events are 
and non-precise). listed in Table 18-61. 
PEBS record format 0011b 0011b No change. 
encoding 


18.5.4.1 Extended PEBS 


The PEBS facility in Goldmont Plus microarchitecture provides a number of enhancements relative to PEBS in 
processors from previous generations. Enhancement of PEBS facility with the Extended PEBS feature are de- 
scribed in detail in section 18.9. 


18.5.5 Performance Monitoring for Tremont Microarchitecture 


Intel Atom processors based on the Tremont microarchitecture report architectural performance monitoring 
versionID = 5 and support non-architectural monitoring capabilities described in this section. 


Architectural performance monitoring version 5 capabilities are described in Section 18.2.5. 


Tremont performance monitoring capabilities are similar to Goldmont Plus capabilities, with the following exten- 
sions: 


° Support for Adaptive PEBS. 

* Support for PEBS output to Intel® Processor Trace. 

° Precise Distribution support on Fixed Counter0. 

* Compatibility enhancements to off-core response MSRs, MSR_OFFCORE_RSPx. 


The differences and enhancements between Tremont microarchitecture and Goldmont Plus microarchitecture are 
summarized in Table 18-66. 
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Table 18-66. Core PMU Comparison Between the Tremont and Goldmont Plus Microarchitectures 


Box 


Tremont Microarchitecture 


Goldmont Plus Microarchitecture 


Comment 


# of fixed counters per core 


3 


3 


Use CPUID to determine # 
of counters. See Section 
18.2.1. 


Trace 


# of general-purpose 4 4 Use CPUID to determine # 

counters per core of counters. See Section 
18.2.1. 

Counter width (R,W) R:48, W: 32/48 R:48, W: 32/48 No change. See Section 
18.2.2. 

Architectural Performance 5 4 

Monitoring version ID 

PEBS record format 0100b 0011b See Section 18.6.2.4.2. 

encoding 

Reduce skid PEBS IA32_PMCO and IA32_FIXED_CTRO | IA32_PMCO only 

Extended PEBS Yes Yes See Section 18.5.4.1. 

Adaptive PEBS Yes No See Section 18.9.2. 

PEBS output DS Save Area or Intel® Processor DS Save Area only See Section 18.5.5.2.1. 


PEBS record layout 


See Section 18.9.2.3 for output to 
DS, Section 18.5.5.2.2 for output to 
Intel PT. 


Table 18-62; enhanced fields at 
offsets 9OH- 98H; and TSC record 
field at COH. 


Off-core Response Event 


MSR 1A6H and 1A7H, each core 
has its own register, extended 
request and response types. 


MSR 1A6H and 1A7H, each core has 
its own register. 


18.5.5.1 


Adaptive PEBS 


The PEBS record format and configuration interface has changed versus Goldmont Plus, as the Tremont microar- 
chitecture includes support for the configurable Adaptive PEBS records; see Section 18.9.2. 


18.5.5.2 PEBS output to Intel® Processor Trace 


Intel Atom processors based on the Tremont microarchitecture introduce the following Precise Event-Based 
Sampling (PEBS) extensions: 


* Amechanism to direct PEBS output into the Intel® Processor Trace (Intel® PT) output stream. In this scenario, 
the PEBS record is written in packetized form, in order to co-exist with other Intel PT trace data. 


¢ New Performance Monitoring counter reload MSRs, which are used by PEBS in place of the counter reload 
values stored in the DS Management area when PEBS output is directed into the Intel PT output stream. 


Processors that indicate support for Intel PT by setting CPUID.07H.0.EBX[25]=1, and set the new 
IA32_PERF_CAPABILITIES.PEBS_OUTPUT_PT_AVAIL[16] bit, support these extensions. 


18.5.5.2.1 


PEBS Configuration 


PEBS output to Intel Processor Trace includes support for two new fields in IA32_PEBS_ENABLE. 
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Table 18-67. New Fields in |A32_PEBS_ENABLE 


Field Description 
PMI_AFTER_EACH_RECORD[60] Pend a PerfMon Interrupt (PMI) after each PEBS event. 
PEBS_OUTPUT[62:61] Specifies PEBS output destination. Encodings: 


OOB: DS Save Area. Matches legacy PEBS behavior, output location defined by [A32_DS_AREA. 
01B: Intel PT trace output. 

10B: Reserved. 

11B: Reserved. 


When PEBS_OUTPUT is set to 01B, the DS Management Area is not used and need not be configured. Instead, the 
output mechanism is configured through IA32_RTIT_CTL and other Intel PT MSRs, while counter reload values are 
configured in the MSR_RELOAD_PMCx MSRs. Details on configuring Intel PT can be found in Section 31.2.6. 


63 626160 n 32 31 ‘i 10 


PEBS OUTPUT (R/W) 


PMI_AFTER_EACH_RECORD (R/W) ——~ 


PEBS EN_FIXEDn(R/W) 


PEBS EN_FIXED1 (R/W) 


PEBS_EN_FIXEDO (R/W) 


PEBS EN_PMCm (RW) 


PEBS EN _PMC1 (RM) 


PEBS EN_PMCO (RM) 


Reserved RESET Value — 00000000 _ 00000000 H 


Figure 18-40. IA32_PEBS_ENABLE MSR with PEBS Output to Intel® Processor Trace 


18.5.5.2.2 PEBS Record Format in Intel® Processor Trace 


The format of the PEBS record changes when output to Intel PT, as the PEBS state is packetized. Each PEBS 
grouping is emitted as a Block Begin (BBP) and following Block Item (BIP) packets. A PEBS grouping ends when 
either a new PEBS grouping begins (indicated by a BBP packet) or a Block End (BEP) packet is encountered. See 
Section 31.4.1.1 for details of these Intel PT packets. 


Because the packet headers describe the state held in the packet payload, PEBS state ordering is not fixed. PEBS 
state groupings may be emitted in any order, and the PEBS state elements within those groupings may be emitted 
in any order. Further, there is no packet that provides indication of “Record Format” or “Record Size”. 


If Intel PT tracing is not enabled (IA32_RTIT_STATUS.TriggerEn=0), any PEBS records triggered will be dropped. 
PEBS packets do not depend on ContextEn or FilterEn in IA32_RTIT_STATUS, any filtering of PEBS must be enabled 
from within the PerfMon configuration. Counter reload will occur in all scenarios where PEBS is triggered, regardless 
of TriggerEn. 
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The PEBS threshold mechanism for generating PerfMon Interrupts (PMIs) is not available in this mode. However, 
there exist other means to generate PMIs based on PEBS output. When the Intel PT ToPA output mechanism is 
chosen, a PMI can optionally be pended when a ToPA region is filled; see Section 31.2.6.2 for details. Further, soft- 
ware can opt to generate a PMI on each PEBS record by setting the new 
IA32_PEBS_ENABLE.PMI_AFTER_EACH_RECORD[60] bit. 


The IA32_PERF_GLOBAL_STATUS.OvfDSBuffer bit will not be set in this mode. 


18.5.5.2.3 PEBS Counter Reload 


When PEBS output is directed into Intel PT (IA32_PEBS_ENABLE.PEBS_OUTPUT = 01B), new MSR_RELOAD_PMCx 
MSRs are used by the PEBS routine to reload PerfMon counters. The value from the associated reload MSR will be 
loaded to the appropriate counter on each PEBS event. 


18.5.5.3. Precise Distribution Support on Fixed Counter 0 


The Tremont microarchitecture supports the PDIR (Precise Distribution of Retired Instructions) facility, as described 
in Section 18.3.4.4.4, on Fixed Counter 0. Fixed Counter 0 counts the INST_RETIRED.ALL event. PEBS skid for 
Fixed Counter 0 will be precisely one instruction. 


This is in addition to the reduced skid PEBS behavior on IA32_PMCO; see Section 18.5.3.1.2. 


18.5.5.4 Compatibility Enhancements to Offcore Response MSRs 
The Off-core Response facility is similar to that described in Section 18.5.3.2. 


The layout of MSR_OFFCORE_RSPO and MSR_OFFCORE_RSP1 are organized as shown below. RequestType bits are 
defined in Table 18-68, ResponseType bits in Table 18-69, and SnoopInfo bits in Table 18-70. 


Table 18-68. MSR_OFFCORE_RSPx Request Type Definition 


Bit Name Offset Description 

DEMAND_DATA_RD 0 Counts demand data reads. 

DEMAND_RFO 1 Counts all demand reads for ownership (RFO) requests and software based 
prefetches for exclusive ownership (prefetchw). 

DEMAND_CODE_RD 2 Counts demand instruction fetches and L1 instruction cache prefetches. 

COREWB_M 3 Counts modified write backs from L1 and L2. 

HWPF_L2_ DATA_RD 4 Counts prefetch (that bring data to L2) data reads. 

HWPF_L2_RFO 5 Counts all prefetch (that bring data to L2) RFOs. 

HWPF_L2_CODE_RD 6 Counts all prefetch (that bring data to L2 only) code reads. 

Reserved 9:7 Reserved. 

HWPF_L1D_AND_SWPF 10 Counts L1 data cache hardware prefetch requests, read for ownership prefetch 
requests and software prefetch requests (except prefetchw). 

STREAMING_WR 11 Counts all streaming stores. 

COREWB_NONM 12 Counts non-modified write backs from L2. 

Reserved 14:13 Reserved. 

OTHER 15 Counts miscellaneous requests, such as I/O accesses that have any response type. 

UC_RD 44 Counts uncached memory reads (PRd, UCRdF). 

UC_WR 45 Counts uncached memory writes (Wil). 

PARTIAL_STREAMING_WR 46 Counts partial (less than 64 byte) streaming stores (WCIL). 

FULL_STREAMING_WR 47 Counts full, 64 byte streaming stores (WCILF). 
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Table 18-68. MSR_OFFCORE_RSPx Request Type Definition 


Bit Name Offset Description 
LIWB_M 48 Counts modified WriteBacks from L1 that miss the L2. 
L2WB_M 49 Counts modified WriteBacks from L2. 
Table 18-69. MSR_OFFCORE_RSPx Response Type Definition 
Bit Name Offset Description 
ANY_RESPONSE 16 Catch all value for any response types. 
L3_HIT_M 18 LLC/L3 Hit - M-state. 
L3_HIT_E 19 LLC/L3 Hit - €-state. 
L3_HIT_S 20 LLC/L3 Hit - S-state. 
L3_HIT_F 21 LLC/L3 Hit - I-state. 
LOCAL_DRAM 26 LLC/L3 Miss, DRAM Hit. 
OUTSTANDING 63 Average latency of outstanding requests with the other counter counting number 
of occurrences; can also can be used to count occupancy. 
Table 18-70. MSR_OFFCORE_RSPx Snoop Info Definition 
Bit Name Offset Description 
SNOOP_NONE 311 None of the cores were snooped. 
* LLC miss and Dram data returned directly to the core. 
SNOOP_NOT_NEEDED 32 No snoop needed to satisfy the request. 
* LLC hit and CV bit(s) (core valid) was not set. 
= LLC miss and Dram data returned directly to the core. 
SNOOP_MISS 33 A snoop was sent but missed. 
* LLC hit and CV bit(s) was set but snoop missed (silent data drop in core), data 
returned from LLC. 
* LLC miss and Dram data returned directly to the core. 
SNOOP_HIT_NO_FWD 34 A snoop was sent but no data forward. 
* LLC hit and CV bit(s) was set but no data forward from the core, data returned 
from LLC. 
* LLC miss and Dram data returned directly to the core. 
SNOOP_HIT_WITH_FWD 35 A snoop was sent and non-modified data was forward. 
* LLC hit and CV bit(s) was set, non-modified data was forward from core. 
SNOOP_HITM 36 A snoop was sent and modified data was forward. 
* LLC hit € or M and the CV bit(s) was set, modified data was forward from core. 
NON_DRAM_BIT 37 Target was non-DRAM system address, MMIO access. 
* LLC miss and Non-Dram data returned. 
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The Off-core Response capability behaves as follows: 


° To specify a complete offcore response filter, software must properly program at least one RequestType and one 
ResponseType. A valid request type must have at least one bit set in the non-reserved bits of 15:0 or 49:44.A 
valid response type must be a non-zero value of one the following expressions: 


¢ Read requests: 
Any_Response Bit | (‘(OR’ of Supplier Info Bits) ‘AND’ ( ‘OR’ of Snoop Info Bits) | Outstanding Bit 
¢ Write requests: 
Any_Response Bit | (OR’ of Supplier Info Bits) | Outstanding Bit 
¢ When the ANY_RESPONSE bit in the ResponseType is set, all other response type bits will be ignored. 
¢ True Demand Cacheable Loads include neither L1 Prefetches nor Software Prefetches. 


e Bits 15:0 and Bits 49:44 specifies the request type of a transaction request to the uncore. This is described in 
Table 18-68. 


° Bits 30:16 specifies common supplier information. 


¢ “Outstanding Requests” (bit 63) is only available on MSR_OFFCORE_RSPO; a #GP fault will occur if software 
attempts to write a 1 to this bit in MSR_OFFCORE_RSP1. It is mutually exclusive with any ResponseType. 
Software must guarantee that all other ResponseType bits are set to 0 when the “Outstanding Requests” bit is 
set. 


¢ “Outstanding Requests” bit 63 can enable measurement of the average latency of a specific type of off-core 
transaction; two programmable counters must be used simultaneously and the RequestType programming for 
MSR_OFFCORE_RSPO and MSR_OFFCORE_RSP1 must be the same when using this Average Latency feature. 
See Section 18.5.2.3 for further details. 


18.6 PERFORMANCE MONITORING (LEGACY INTEL PROCESSORS) 


18.6.1 | Performance Monitoring (Intel® Core™ Solo and Intel® Core™ Duo Processors) 


In Intel Core Solo and Intel Core Duo processors, non-architectural performance monitoring events are 
programmed using the same facilities (see Figure 18-1) used for architectural performance events. 


Non-architectural performance events use event select values that are model-specific. Event mask (Umask) values 
are also specific to event logic units. Some microarchitectural conditions detectable by a Umask value may have 
specificity related to processor topology (see Section 8.6, “Detecting Hardware Multi-Threading Support and 
Topology,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A). As a result, the unit 
mask field (for example, IA32_PERFEVTSELx[bits 15:8]) may contain sub-fields that specify topology information 
of processor cores. 


The sub-field layout within the Umask field may support two-bit encoding that qualifies the relationship between a 
microarchitectural condition and the originating core. This data is shown in Table 18-71. The two-bit encoding for 
core-specificity is only supported for a subset of Umask values (see: https://perfmon-events.intel.com/) and for 

Intel Core Duo processors. Such events are referred to as core-specific events. 


Table 18-71. Core Specificity Encoding within a Non-Architectural Umask 


IA32_PERFEVTSELx MSRs 

Bit 15:14 Encoding Description 
11B All cores 
10B Reserved 
01B This core 
00B Reserved 
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Some microarchitectural conditions allow detection specificity only at the boundary of physical processors. Some 
bus events belong to this category, providing specificity between the originating physical processor (a bus agent) 
versus other agents on the bus. Sub-field encoding for agent specificity is shown in Table 18-72. 


Table 18-72. Agent Specificity Encoding within a Non-Architectural Umask 


IA32_PERFEVTSELx MSRs 

Bit 13 Encoding Description 

6) This agent 

1 Include all agents 


Some microarchitectural conditions are detectable only from the originating core. In such cases, unit mask does 
not support core-specificity or agent-specificity encodings. These are referred to as core-only conditions. 


Some microarchitectural conditions allow detection specificity that includes or excludes the action of hardware 
prefetches. A two-bit encoding may be supported to qualify hardware prefetch actions. Typically, this applies only 
to some L2 or bus events. The sub-field encoding for hardware prefetch qualification is shown in Table 18-73. 


Table 18-73. HW Prefetch Qualification Encoding within a Non-Architectural Umask 


IA32_PERFEVTSELx MSRs 

Bit 13:12 Encoding Description 

11B All inclusive 

10B Reserved 

01B Hardware prefetch only 
OOB Exclude hardware prefetch 


Some performance events may (a) support none of the three event-specific qualification encodings (b) may 
support core-specificity and agent specificity simultaneously (c) or may support core-specificity and hardware 
prefetch qualification simultaneously. Agent-specificity and hardware prefetch qualification are mutually exclusive. 


In addition, some L2 events permit qualifications that distinguish cache coherent states. The sub-field definition for 
cache coherency state qualification is shown in Table 18-74. If no bits in the MESI qualification sub-field are set for 
an event that requires setting MESI qualification bits, the event count will not increment. 


Table 18-74. MESI Qualification Definitions within a Non-Architectural Umask 


IA32_PERFEVTSELx MSRs 

Bit Position 11:8 Description 

Bit 11 Counts modified state 
Bit 10 Counts exclusive state 
Bit 9 Counts shared state 
Bit 8 Counts Invalid state 


18.6.2 Performance Monitoring (Processors Based on Intel® Core™” Microarchitecture) 


In addition to architectural performance monitoring, processors based on the Intel Core microarchitecture support 
non-architectural performance monitoring events. 


Architectural performance events can be collected using general-purpose performance counters. Non-architectural 
performance events can be collected using general-purpose performance counters (coupled with two 
IA32_PERFEVTSELx MSRs for detailed event configurations), or fixed-function performance counters (see Section 
18.6.2.1). IA32_PERFEVTSELx MSRs are architectural; their layout is shown in Figure 18-1. Starting with Intel 
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Core 2 processor T 7700, fixed-function performance counters and associated counter control and status MSR 
becomes part of architectural performance monitoring version 2 facilities (see also Section 18.2.2). 


Non-architectural performance events in processors based on Intel Core microarchitecture use event select values 
that are model-specific. Valid event mask (Umask) bits can be found at: https://perfmon-events.intel.com/. The 
UMASK field may contain sub-fields identical to those listed in Table 18-71, Table 18-72, Table 18-73, and 

Table 18-74. One or more of these sub-fields may apply to specific events on an event-by-event basis. 


In addition, the UMASK filed may also contain a sub-field that allows detection specificity related to snoop 
responses. Bits of the snoop response qualification sub-field are defined in Table 18-75. 


Table 18-75. Bus Snoop Qualification Definitions within a Non-Architectural Umask 


IA32_PERFEVTSELx MSRs 

Bit Position 11:8 Description 

Bit 11 HITM response 
Bit 10 Reserved 

Bit 9 HIT response 
Bit 8 CLEAN response 


There are also non-architectural events that support qualification of different types of snoop operation. The corre- 
sponding bit field for snoop type qualification are listed in Table 18-76. 


Table 18-76. Snoop Type Qualification Definitions within a Non-Architectural Umask 


IA32_PERFEVTSELx MSRs 

Bit Position 9:8 Description 
Bit 9 CMP2l snoops 
Bit 8 CMP2S snoops 


No more than one sub-field of MESI, snoop response, and snoop type qualification sub-fields can be supported ina 
performance event. 


NOTE 


Software must write known values to the performance counters prior to enabling the counters. The 
content of general-purpose counters and fixed-function counters are undefined after INIT or 
RESET. 


18.6.2.1 Fixed-function Performance Counters 


Processors based on Intel Core microarchitecture provide three fixed-function performance counters. Bits beyond 
the width of the fixed counter are reserved and must be written as zeros. Model-specific fixed-function perfor- 
mance counters on processors that support Architectural Perfmon version 1 are 40 bits wide. 


Each of the fixed-function counter is dedicated to count a pre-defined performance monitoring events. See Table 
18-2 for details of the PMC addresses and what these events count. 


Programming the fixed-function performance counters does not involve any of the IA32_PERFEVTSELx MSRs, and 
does not require specifying any event masks. Instead, the MSR IA32_FIXED_CTR_CTRL provides multiple sets of 
4-bit fields; each 4-bit field controls the operation of a fixed-function performance counter (PMC). See Figures 
18-41. Two sub-fields are defined for each control. See Figure 18-41; bit fields are: 


¢ Enable field (low 2 bits in each 4-bit control) — When bit 0 is set, performance counting is enabled in the 
corresponding fixed-function performance counter to increment when the target condition associated with the 
architecture performance event occurs at ring 0. 
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When bit 1 is set, performance counting is enabled in the corresponding fixed-function performance counter to 
increment when the target condition associated with the architecture performance event occurs at ring greater 
than 0. 

Writing 0 to both bits stops the performance counter. Writing 11B causes the counter to increment irrespective 
of privilege levels. 


63 1211 987 543210 
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Cntr2 — Controls for |A32_FIXED_CTR2 
Cntr1 — Controls for |A832_FIXED_CTR1 


PMI — Enable PMI on overflow 
CntrO0 — Controls for |A32_FIXED_CTRO 
ENABLE — 0: disable; 1: OS; 2: User; 3: All ring levels 


Reserved 


SDM30265 


Figure 18-41. Layout of IA32_FIXED_CTR_CTRL MSR 


° PMI field (fourth bit in each 4-bit control) — When set, the logical processor generates an exception 
through its local APIC on overflow condition of the respective fixed-function counter. 


18.6.2.2 Global Counter Control Facilities 


Processors based on Intel Core microarchitecture provides simplified performance counter control that simplifies 

the most frequent operations in programming performance events, i.e. enabling/disabling event counting and 

checking the status of counter overflows. This is done by the following three MSRs: 

¢ MSR_PERF_GLOBAL_CTRL enables/disables event counting for all or any combination of fixed-function PMCs 
(IA32_FIXED_CTRx) or general-purpose PMCs via a single WRMSR. 

¢ MSR_PERF_GLOBAL_STATUS allows software to query counter overflow conditions on any combination of 
fixed-function PMCs (IA32_FIXED_CTRx) or general-purpose PMCs via a single RDMSR. 


¢ MSR_PERF_GLOBAL_OVF_CTRL allows software to clear counter overflow conditions on any combination of 
fixed-function PMCs (IA32_FIXED_CTRx) or general-purpose PMCs via a single WRMSR. 


MSR_PERF_GLOBAL_CTRL MSR provides single-bit controls to enable counting in each performance counter (see 
Figure 18-42). Each enable bit in MSR_PERF_GLOBAL_CTRL is AND’ed with the enable bits for all privilege levels in 
the respective IA32_PERFEVTSELx or IA32_FIXED_CTR_CTRL MSRs to start/stop the counting of respective coun- 
ters. Counting is enabled if the AND’ed results is true; counting is disabled when the result is false. 
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FIXED_CTR2 enable 
FIXED_CTR1 enable 
FIXED_CTRO enable 
PMC1 enable 
PMCO enable 


Reserved 


Figure 18-42. Layout of MSR_PERF_GLOBAL_CTRL MSR 


MSR_PERF_GLOBAL_STATUS MSR provides single-bit status used by software to query the overflow condition of 
each performance counter. MSR_PERF_GLOBAL_STATUS[bit 62] indicates overflow conditions of the DS area data 
buffer. MSR_PERF_GLOBAL_STATUS[bit 63] provides a CondChgd bit to indicate changes to the state of perfor- 
mance monitoring hardware (see Figure 18-43). A value of 1 in bits 34:32, 1, 0 indicates an overflow condition has 
occurred in the associated counter. 
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CondChgd 
OvfBuffer 
FIXED_CTR2 Overflow 
FIXED_CTR1 Overflow 
FIXED_CTRO Overflow 
PMC1 Overflow 
PMCO Overflow 


Reserved 


Figure 18-43. Layout of MSR_PERF_GLOBAL_STATUS MSR 


When a performance counter is configured for PEBS, an overflow condition in the counter will arm PEBS. On the 
subsequent event following overflow, the processor will generate a PEBS event. On a PEBS event, the processor will 
perform bounds checks based on the parameters defined in the DS Save Area (see Section 17.4.9). Upon 
successful bounds checks, the processor will store the data record in the defined buffer area, clear the counter 
overflow status, and reload the counter. If the bounds checks fail, the PEBS will be skipped entirely. In the event 
that the PEBS buffer fills up, the processor will set the OvfBuffer bit in MSR_PERF_GLOBAL_STATUS. 
MSR_PERF_GLOBAL_OVF_CTL MSR allows software to clear overflow the indicators for general-purpose or fixed- 
function counters via a single WRMSR (see Figure 18-44). Clear overflow indications when: 

¢ Setting up new values in the event select and/or UMASK field for counting or interrupt-based event sampling. 
¢ Reloading counter values to continue collecting next sample. 


* Disabling event counting or interrupt-based event sampling. 
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dieancna: 
ClrOvfBuffer 

FIXED_CTR2 ClrOverflow 
FIXED_CTR1 ClrOverflow 
FIXED_CTRO ClrOverflow 
PMC1 ClrOverflow 
PMCO ClrOverflow 


Reserved 


Figure 18-44. Layout of MSR_PERF_GLOBAL_OVF_CTRL MSR 


18.6.2.3 At-Retirement Events 


Many non-architectural performance events are impacted by the speculative nature of out-of-order execution. A 
subset of non-architectural performance events on processors based on Intel Core microarchitecture are enhanced 
with a tagging mechanism (similar to that found in Intel NetBurst® microarchitecture) that exclude contributions 
that arise from speculative execution. The at-retirement events available in processors based on Intel Core micro- 
architecture does not require special MSR programming control (see Section 18.6.3.6, “At-Retirement Counting”), 
but is limited to IA32_PMCO. See Table 18-77 for a list of events available to processors based on Intel Core micro- 
architecture. 


Table 18-77. At-Retirement Performance Events for Intel Core Microarchitecture 


Event Name UMask Event Select 
ITLB_MISS_RETIRED OOH C9H 
MEM_LOAD_RETIRED.L1D_MISS 01H CBH 
MEM_LOAD_RETIRED.L1D_LINE_MISS 02H CBH 
MEM_LOAD_RETIRED.L2_MISS 04H CBH 
MEM_LOAD_RETIRED.L2_LINE_MISS 08H CBH 
MEM_LOAD_RETIRED.DTLB_MISS 10H CBH 


18.6.2.4 Processor Event Based Sampling (PEBS) 


Processors based on Intel Core microarchitecture also support processor event based sampling (PEBS). This 
feature was introduced by processors based on Intel NetBurst microarchitecture. 


PEBS uses a debug store mechanism and a performance monitoring interrupt to store a set of architectural state 
information for the processor. The information provides architectural state of the instruction executed after the 
instruction that caused the event (See Section 18.6.2.4.2 and Section 17.4.9). 


In cases where the same instruction causes BTS and PEBS to be activated, PEBS is processed before BTS are 
processed. The PMI request is held until the processor completes processing of PEBS and BTS. 


For processors based on Intel Core microarchitecture, precise events that can be used with PEBS are listed in 
Table 18-78. The procedure for detecting availability of PEBS is the same as described in Section 18.6.3.8.1. 
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Table 18-78. PEBS Performance Events for Intel Core Microarchitecture 


Event Name UMask Event Select 
INSTR_RETIRED.ANY_P OOH COH 
X87_OPS_RETIRED.ANY FEH C1H 
BR_INST_RETIRED.MISPRED OOH C5H 
SIMD_INST_RETIRED.ANY 1FH C7H 
MEM_LOAD_RETIRED.L1D_MISS 01H CBH 
MEM_LOAD_RETIRED.L1D_LINE_MISS 02H CBH 
MEM_LOAD_RETIRED.L2_MISS 04H CBH 
MEM_LOAD_RETIRED.L2_LINE_MISS 08H CBH 
MEM_LOAD_RETIRED.DTLB_MISS 10H CBH 


18.6.2.4.1 Setting up the PEBS Buffer 


For processors based on Intel Core microarchitecture, PEBS is available using IA32_PMCO only. Use the following 
procedure to set up the processor and IA32_PMCO counter for PEBS: 


1. Setup the precise event buffering facilities. Place values in the precise event buffer base, precise event index, 
precise event absolute maximum, precise event interrupt threshold, and precise event counter reset fields of 
the DS buffer management area. In processors based on Intel Core microarchitecture, PEBS records consist of 
64-bit address entries. See Figure 17-8 to set up the precise event records buffer in memory. 


Enable PEBS. Set the Enable PEBS on PMCO flag (bit 0) in IA32_PEBS_ENABLE MSR. 
Set up the IA32_PMCO performance counter and IA32_PERFEVTSELO for an event listed in Table 18-78. 


18.6.2.4.2 PEBS Record Format 


The PEBS record format may be extended across different processor implementations. The 
IA32_PERF_CAPABILITES MSR defines a mechanism for software to handle the evolution of PEBS record format in 
processors that support architectural performance monitoring with version id equals 2 or higher. The bit fields of 
IA32_PERF_CAPABILITES are defined in Table 2-2 of Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 4. The relevant bit fields that governs PEBS are: 


¢ PEBSTrap [bit 6]: When set, PEBS recording is trap-like. After the PEBS-enabled counter has overflowed, PEBS 
record is recorded for the next PEBS-able event at the completion of the sampled instruction causing the PEBS 
event. When clear, PEBS recording is fault-like. The PEBS record is recorded before the sampled instruction 
causing the PEBS event. 


¢ PEBSSaveArchRegs [bit 7]: When set, PEBS will save architectural register and state information according to 
the encoded value of the PEBSRecordFormat field. When clear, only the return instruction pointer and flags are 
recorded. On processors based on Intel Core microarchitecture, this bit is always 1. 


¢ PEBSRecordFormat [bits 11:8]: Valid encodings are: 


— OOOOB: Only general-purpose registers, instruction pointer and RFLAGS registers are saved in each PEBS 
record (See Section 18.6.3.8). 


— 0001B: PEBS record includes additional information of IA32_PERF_GLOBAL_STATUS and load latency data. 
(See Section 18.3.1.1.1). 


— 0010B: PEBS record includes additional information of IA32_PERF_GLOBAL_STATUS, load latency data, 
and TSX tuning information. (See Section 18.3.6.2). 


— 0011B: PEBS record includes additional information of load latency data, TSX tuning information, TSC data, 
and the applicable counter field replaces IA32_PERF_GLOBAL_STATUS at offset 90H. (See Section 
18.3.8.1.1). 


— 0100B: PEBS record contents are defined by elections in MSR_PEBS_DATA_CFG. (See Section 18.9.2.3). 


Vol. 3B 18-99 


PERFORMANCE MONITORING 


18.6.2.4.3 Writing a PEBS Interrupt Service Routine 


The PEBS facilities share the same interrupt vector and interrupt service routine (called the DS ISR) with the Inter- 
rupt-based event sampling and BTS facilities. To handle PEBS interrupts, PEBS handler code must be included in 
the DS ISR. See Section 17.4.9.1, “64 Bit Format of the DS Save Area,” for guidelines when writing the DS ISR. 


The service routine can query MSR_PERF_GLOBAL_STATUS to determine which counter(s) caused of overflow 
condition. The service routine should clear overflow indicator by writing to MSR_PERF_GLOBAL_OVF_CTL. 


A comparison of the sequence of requirements to program PEBS for processors based on Intel Core and Intel 
NetBurst microarchitectures is listed in Table 18-79. 


Table 18-79. Requirements to Program PEBS 


For Processors based on Intel Core 
microarchitecture 


For Processors based on Intel NetBurst 
microarchitecture 


Verify PEBS support of 
processor/OS. 


* IA32_MISC_ENABLE.EMON_AVAILABE (bit 7) is set. 


* IA32_MISC_ENABLE.PEBS_UNAVAILABE (bit 12) is clear. 


Ensure counters are in disabled. 


On initial set up or changing event configurations, 
write MSR_PERF_GLOBAL_CTRL MSR (38FH) with 0. 


On subsequent entries: 


* Clear all counters if “Counter Freeze on PMI" is not 
enabled. 

« If 1A32_DebugCTL.Freeze is enabled, counters are 
automatically disabled. 

Counters MUST be stopped before writing. ! 


Optional 


Disable PEBS. 


Clear ENABLE PMCO bit in IA32_PEBS_ENABLE MSR 
(3F1H). 


Optional 


Check overflow conditions. 


Check MSR_PERF_GLOBAL_STATUS MSR (38€H) 
handle any overflow conditions. 


Check OVF flag of each CCCR for overflow 
condition 


Clear overflow status. 


Clear MSR_PERF_GLOBAL_STATUS MSR (38€H) 
using [A32_PERF_GLOBAL_OVF_CTRL MSR (390h). 


Clear OVF flag of each CCCR. 


Write “sample-after” values. 


Configure the counter(s) with the sample after value. 


Configure specific counter 
configuration MSR. 


« Set local enable bit 22 - 1. 
* Do NOT set local counter PMI/INT bit, bit 20 - 0. 
« Event programmed must be PEBS capable. 


= Set appropriate OVF_PMI bits - 1. 
* Only CCCR for MSR_IQ_COUNTER4 
support PEBS. 


Allocate buffer for PEBS states. 


Allocate a buffer in memory for the precise information. 


Program the |[A32_DS_AREA MSR. 


Program the IA32_DS_AREA MSR. 


Configure the PEBS buffer 
management records. 


Configure the PEBS buffer management records in the DS buffer management area. 


Configure/Enable PEBS. 


Set Enable PMCO bit in |A32_PEBS_ENABLE MSR 
(3F1H). 


Configure MSR_PEBS_ENABLE, 
MSR_PEBS_MATRIX_VERT and 
MSR_PEBS_MATRIX_HORZ as needed. 


Enable counters. 


NOTES: 


Set Enable bits in MSR_PERF_GLOBAL_CTRL MSR 
(38FH). 


Set each CCCR enable bit 12 - 1. 


1. Counters read while enabled are not guaranteed to be precise with event counts that occur in timing proximity to the RDMSR. 


18.6.2.4.4 Re-configuring PEBS Facilities 


When software needs to reconfigure PEBS facilities, it should allow a quiescent period between stopping the prior 
event counting and setting up a new PEBS event. The quiescent period is to allow any latent residual PEBS records 
to complete its capture at their previously specified buffer address (provided by IA32_DS_AREA). 
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18.6.3. Performance Monitoring (Processors Based on Intel NetBurst® Microarchitecture) 


The performance monitoring mechanism provided in processors based on Intel NetBurst microarchitecture is 
different from that provided in the P6 family and Pentium processors. While the general concept of selecting, 
filtering, counting, and reading performance events through the WRMSR, RDMSR, and RDPMC instructions is 
unchanged, the setup mechanism and MSR layouts are incompatible with the P6 family and Pentium processor 
mechanisms. Also, the RDPMC instruction has been extended to support faster reading of counters and to read all 
performance counters available in processors based on Intel NetBurst microarchitecture. 


The event monitoring mechanism consists of the following facilities: 


° The IA32_MISC_ENABLE MSR, which indicates the availability in an Intel 64 or IA-32 processor of the 
performance monitoring and processor event-based sampling (PEBS) facilities. 


¢ Event selection control (ESCR) MSRs for selecting events to be monitored with specific performance counters. 
The number available differs by family and model (43 to 45). 


¢ 18 performance counter MSRs for counting events. 


¢ 18 counter configuration control (CCCR) MSRs, with one CCCR associated with each performance counter. 
CCCRs sets up an associated performance counter for a specific method of counting. 


¢ A debug store (DS) save area in memory for storing PEBS records. 
¢ The IA32_DS_AREA MSR, which establishes the location of the DS save area. 


¢ The debug store (DS) feature flag (bit 21) returned by the CPUID instruction, which indicates the availability of 
the DS mechanism. 


¢ The MSR_PEBS_ENABLE MSR, which enables the PEBS facilities and replay tagging used in at-retirement event 
counting. 


° Aset of predefined events and event metrics that simplify the setting up of the performance counters to count 
specific events. 


Table 18-80 lists the performance counters and their associated CCCRs, along with the ESCRs that select events to 
be counted for each performance counter. Predefined event metrics and events can be found at: https://perfmon- 
events.intel.com/. 


Table 18-80. Performance Counter MSRs and Associated CCCR and 
ESCR MSRs (Processors Based on Intel NetBurst Microarchitecture) 


Counter CCCR ESCR 
Name No. Addr Name Addr Name 


MSR_BPU_COUNTERO 0 300H MSR_BPU_CCCRO 360H | MSR_BSU_ESCRO 
MSR_FSB_ESCRO 

MSR_MOB_ESCRO 
MSR_PMH_ESCRO 


2 
° 
> 
a 
a 
— 


WNWRORNON 
Ww 
> 
(=) 
= 


MSR_BPU_ESCRO 3B2H 
MSR_IS_ESCRO 3B4H 
MSR_ITLB_ESCRO 3B6H 
MSR_IX_ESCRO 3C8H 
MSR_BPU_COUNTER1 1 301H MSR_BPU_CCCR1 361H | MSR_BSU_ESCRO 3A0H 


MSR_FSB_ESCRO 

MSR_MOB_ESCRO 
MSR_PMH_ESCRO 
MSR_BPU_ESCRO 


MNWReORRNON 
Ww 
> 
(on) 
a5 


MSR_IS_ESCRO 3B4H 
MSR_ITLB_ESCRO 3B6H 
MSR_IX_ESCRO 3C8H 
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Table 18-80. Performance Counter MSRs and Associated CCCR and 
ESCR MSRs (Processors Based on Intel NetBurst Microarchitecture) (Contd.) 


Counter CCCR ESCR 
Name No. Addr Name Addr Name No. | Addr 
MSR_BPU_COUNTER2 2 302H MSR_BPU_CCCR2 362H MSR_BSU_ESCR1 7 3A1H 
MSR_FSB_ESCR1 6 3A3H 
MSR_MOB_ESCR1 2 3ABH 
MSR_PMH_ESCR1 4 3ADH 
MSR_BPU_ESCR1 0 3B3H 
MSR_IS_ESCR1 1 3B5H 
MSR_ITLB_ESCR1 3 3B7H 
MSR_IX_ESCR1 5 3C9H 
MSR_BPU_COUNTER3 3 303H MSR_BPU_CCCR3 363H MSR_BSU_ESCR1 7 3A1H 
MSR_FSB_ESCR1 6 3A3H 
MSR_MOB_ESCR1 2 3ABH 
MSR_PMH_ESCR1 4 3ADH 
MSR_BPU_ESCR1 0 3B3H 
MSR_IS_ESCR1 1 3B5H 
MSR_ITLB_ESCR1 3 3B7H 
MSR_IX_ESCR1 5 3C9H 
MSR_MS_COUNTERO 4 304H MSR_MS_CCCRO 364H MSR_MS_ESCRO 0 3COH 
MSR_TBPU_ESCRO 2 3C2H 
MSR_TC_ESCRO 1 3C4H 
MSR_MS_COUNTER1 5 305H MSR_MS_CCCR1 365H MSR_MS_ESCRO 0 3COH 
MSR_TBPU_ESCRO 2 3C2H 
MSR_TC_ESCRO 1 3C4H 
MSR_MS_COUNTER2 6 306H MSR_MS_CCCR2 366H MSR_MS_ESCR1 0 3C1H 
MSR_TBPU_ESCR1 2 3C3H 
MSR_TC_ESCR1 1 3C5H 
MSR_MS_COUNTER3 7 307H MSR_MS_CCCR3 367H MSR_MS_ESCR1 0 3C1H 
MSR_TBPU_ESCR1 2 3C3H 
MSR_TC_ESCR1 1 3C5H 
MSR_FLAME_COUNTERO 8 308H MSR_FLAME_CCCRO 368H MSR_FIRM_ESCRO 1 3A4H 
MSR_FLAME_ESCRO 0 3A6H 
MSR_DAC_ESCRO 5 3A8H 
MSR_SAAT_ESCRO 2 3AEH 
MSR_U2L_ESCRO 3 3BOH 
MSR_FLAME_COUNTER1 9 309H MSR_FLAME_CCCR1 369H MSR_FIRM_ESCRO 1 3A4H 
MSR_FLAME_ESCRO 0 3A6H 
MSR_DAC_ESCRO 5 3A8H 
MSR_SAAT_ESCRO 2 3AEH 
MSR_U2L_ESCRO 3 3BOH 
MSR_FLAME_COUNTER2 10 30AH MSR_FLAME_CCCR2 36AH MSR_FIRM_ESCR1 1 3A5H 
MSR_FLAME_ESCR1 0 3A7H 
MSR_DAC_ESCR1 5 3A9H 
MSR_SAAT_ESCR1 2 3AFH 
MSR_U2L_ESCR1 3 3B1H 
MSR_FLAME_COUNTER3 11 30BH MSR_FLAME_CCCR3 36BH MSR_FIRM_ESCR1 1 3A5H 
MSR_FLAME_ESCR1 0 3A7H 
MSR_DAC_ESCR1 5 3A9H 
MSR_SAAT_ESCR1 2 3AFH 
MSR_U2L_ESCR1 3 3B1H 
MSR_IQ_COUNTERO 12 30CH MSR_IQ_CCCRO 36CH MSR_CRU_ESCRO 4 3B8H 
MSR_CRU_ESCR2 5 3CCH 
MSR_CRU_ESCR4 6 3E0H 
MSR_IQ_ESCRO! 0 3BAH 
MSR_RAT_ESCRO 2 3BCH 
MSR_SSU_ESCRO 3 3BEH 
MSR_ALF_ESCRO 1 3CAH 
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ESCR MSRs (Processors Based on Intel NetBurst Microarchitecture) (Contd.) 


Counter CCCR ESCR 

Name No. Addr Name Addr Name No. | Addr 

MSR_IQ_COUNTER1 13 30DH MSR_IQ_CCCR1 36DH MSR_CRU_ESCRO 4 3B8H 
MSR_CRU_ESCR2 5 3CCH 
MSR_CRU_ESCR4 6 3€0H 
MSR_IQ_ESCRO! 0 3BAH 
MSR_RAT_ESCRO 2 3BCH 
MSR_SSU_ESCRO 3 3BEH 
MSR_ALF_ESCRO 1 3CAH 

MSR_IQ_COUNTER2 14 30EH MSR_IQ_CCCR2 36EH MSR_CRU_ESCR1 4 3B9H 
MSR_CRU_ESCR3 5 3CDH 
MSR_CRU_ESCR5 6 3E1H 
MSR_IQ_ESCR1' 0 3BBH 
MSR_RAT_ESCR1 2 3BDH 
MSR_ALF_ESCR1 1 3CBH 

MSR_IQ_COUNTER3 15 30FH MSR_IQ_CCCR3 36FH MSR_CRU_ESCR1 4 3B9H 
MSR_CRU_ESCR3 5 3CDH 
MSR_CRU_ESCR5 6 3E1H 
MSR_IQ_ESCR1! 0 3BBH 
MSR_RAT_ESCR1 2 3BDH 
MSR_ALF_ESCR1 1 3CBH 

MSR_IQ_COUNTER4 16 310H MSR_IQ_CCCR4 370H MSR_CRU_ESCRO 4 3B8H 
MSR_CRU_ESCR2 5 3CCH 
MSR_CRU_ESCR4 6 3€0H 
MSR_IQ_ESCRO! 0 3BAH 
MSR_RAT_ESCRO 2 3BCH 
MSR_SSU_ESCRO 3 3BEH 
MSR_ALF_ESCRO 1 3CAH 

MSR_IQ_COUNTERS 17 311H MSR_IQ_CCCR5 371H MSR_CRU_ESCR1 4 3B9H 
MSR_CRU_ESCR3 5 3CDH 
MSR_CRU_ESCR5 6 3€1H 
MSR_IQ_ESCR1! 0 3BBH 
MSR_RAT_ESCR1 2 3BDH 
MSR_ALF_ESCR1 1 3CBH 


NOTES: 
1. MSR_IQ_ESCRO and MSR_IQ_ESCR1 are available only on early processor builds (family OFH, models 01H-O2H). These MSRs are not 


available on later versions. 


The types of events that can be counted with these performance monitoring facilities are divided into two classes: 
non-retirement events and at-retirement events. 


Non-retirement events are events that occur any time during instruction execution (such as bus transactions or 


cache transactions). 


At-retirement events are events that are counted at the retirement stage of instruction execution, which allows 
finer granularity in counting events and capturing machine state. 


The at-retirement counting mechanism includes facilities for tagging pops that have encountered a particular 
performance event during instruction execution. Tagging allows events to be sorted between those that 
occurred on an execution path that resulted in architectural state being committed at retirement as well as 
events that occurred on an execution path where the results were eventually cancelled and never committed to 


architectural state (such as, the execution of a mispredicted branch). 


The Pentium 4 and Intel Xeon processor performance monitoring facilities support the three usage models 
described below. The first two models can be used to count both non-retirement and at-retirement events; the 


third model is used to count a subset of at-retirement events: 


Event counting — A performance counter is configured to count one or more types of events. While the 
counter is counting, software reads the counter at selected intervals to determine the number of events that 
have been counted between the intervals. 
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Interrupt-based event sampling — A performance counter is configured to count one or more types of 
events and to generate an interrupt when it overflows. To trigger an overflow, the counter is preset to a 
modulus value that will cause the counter to overflow after a specific number of events have been counted. 


When the counter overflows, the processor generates a performance monitoring interrupt (PMI). The interrupt 
service routine for the PMI then records the return instruction pointer (RIP), resets the modulus, and restarts 
the counter. Code performance can be analyzed by examining the distribution of RIPs with a tool like the 
VTune™ Performance Analyzer. 


Processor event-based sampling (PEBS) — In PEBS, the processor writes a record of the architectural 
state of the processor to a memory buffer after the counter overflows. The records of architectural state 
provide additional information for use in performance tuning. Processor-based event sampling can be used to 
count only a subset of at-retirement events. PEBS captures more precise processor state information compared 
to interrupt based event sampling, because the latter need to use the interrupt service routine to re-construct 
the architectural states of processor. 


The following sections describe the MSRs and data structures used for performance monitoring in the Pentium 4 
and Intel Xeon processors. 


18.6.3.1 ESCRMSRs 


The 45 ESCR MSRs (see Table 18-80) allow software to select specific events to be countered. Each ESCR is usually 
associated with a pair of performance counters (see Table 18-80) and each performance counter has several ESCRs 
associated with it (allowing the events counted to be selected from a variety of events). 


Figure 18-45 shows the layout of an ESCR MSR. The functions of the flags and fields are: 


USR flag, bit 2 — When set, events are counted when the processor is operating at a current privilege level 
(CPL) of 1, 2, or 3. These privilege levels are generally used by application code and unprotected operating 
system code. 


OS flag, bit 3 — When set, events are counted when the processor is operating at CPL of 0. This privilege level 
is generally reserved for protected operating system code. (When both the OS and USR flags are set, events 
are counted at all privilege levels.) 


31 30 25 24 98 543210 
Event E Mask Tag 
Select vert Pas Value 
Tag Enable 
Reserved os 
USR 
63 32 
Reserved 


Figure 18-45. Event Selection Control Register (ESCR) for Pentium 4 
and Intel Xeon Processors without Intel HT Technology Support 


Tag enable, bit 4 — When set, enables tagging of wops to assist in at-retirement event counting; when clear, 
disables tagging. See Section 18.6.3.6, “At-Retirement Counting.” 


Tag value field, bits 5 through 8 — Selects a tag value to associate with a pop to assist in at-retirement 
event counting. 


Event mask field, bits 9 through 24 — Selects events to be counted from the event class selected with the 
event select field. 


Event select field, bits 25 through 30) — Selects a class of events to be counted. The events within this 
class that are counted are selected with the event mask field. 
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When setting up an ESCR, the event select field is used to select a specific class of events to count, such as retired 
branches. The event mask field is then used to select one or more of the specific events within the class to be 
counted. For example, when counting retired branches, four different events can be counted: branch not taken 
predicted, branch not taken mispredicted, branch taken predicted, and branch taken mispredicted. The OS and 
USR flags allow counts to be enabled for events that occur when operating system code and/or application code are 
being executed. If neither the OS nor USR flag is set, no events will be counted. 


The ESCRs are initialized to all Os on reset. The flags and fields of an ESCR are configured by writing to the ESCR 
using the WRMSR instruction. Table 18-80 gives the addresses of the ESCR MSRs. 


Writing to an ESCR MSR does not enable counting with its associated performance counter; it only selects the event 
or events to be counted. The CCCR for the selected performance counter must also be configured. Configuration of 
the CCCR includes selecting the ESCR and enabling the counter. 


18.6.3.2 Performance Counters 


The performance counters in conjunction with the counter configuration control registers (CCCRs) are used for 
filtering and counting the events selected by the ESCRs. Processors based on Intel NetBurst microarchitecture 
provide 18 performance counters organized into 9 pairs. A pair of performance counters is associated with a partic- 
ular subset of events and ESCR’s (see Table 18-80). The counter pairs are partitioned into four groups: 


¢ The BPU group, includes two performance counter pairs: 
— MSR_BPU_COUNTERO and MSR_BPU_COUNTER1. 
— MSR_BPU_COUNTER2 and MSR_BPU_COUNTER3. 
¢ The MS group, includes two performance counter pairs: 
— MSR_MS_COUNTERO and MSR_MS_COUNTER1. 
— MSR_MS_COUNTER2 and MSR_MS_COUNTER3. 
¢ The FLAME group, includes two performance counter pairs: 
— MSR_FLAME_COUNTERO and MSR_FLAME_COUNTER1. 
— MSR_FLAME_COUNTER2 and MSR_FLAME_COUNTER3. 
¢ The IQ group, includes three performance counter pairs: 
— MSR_IQ_COUNTERO and MSR_IQ_COUNTER1. 
— MSR_IQ_COUNTER2 and MSR_IQ_COUNTER3. 
— MSR_IQ_COUNTER4 and MSR_IQ_COUNTERS. 
The MSR_IQ_COUNTER4 counter in the IQ group provides support for the PEBS. 


Alternate counters in each group can be cascaded: the first counter in one pair can start the first counter in the 
second pair and vice versa. A similar cascading is possible for the second counters in each pair. For example, within 
the BPU group of counters, MSR_BPU_COUNTERO can start MSR_BPU_COUNTER2 and vice versa, and 
MSR_BPU_COUNTER1 can start MSR_BPU_COUNTER3 and vice versa (see Section 18.6.3.5.6, “Cascading Coun- 
ters”). The cascade flag in the CCCR register for the performance counter enables the cascading of counters. 


Each performance counter is 40-bits wide (see Figure 18-46). The RDPMC instruction is intended to allow reading 
of either the full counter-width (40-bits) or, if ECX[31] is set to 1, the low 32-bits of the counter. Reading the low 
32-bits is faster than reading the full counter width and is appropriate in situations where the count is small enough 
to be contained in 32 bits. In such cases, counter bits 31:0 are written to EAX, while 0 is written to EDX. 


The RDPMC instruction can be used by programs or procedures running at any privilege level and in virtual-8086 
mode to read these counters. The PCE flag in control register CR4 (bit 8) allows the use of this instruction to be 
restricted to only programs and procedures running at privilege level 0. 
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31 0 


Counter 


63 39 32 


Reserved Counter 


Figure 18-46. Performance Counter (Pentium 4 and Intel Xeon Processors) 


The RDPMC instruction is not serializing or ordered with other instructions. Thus, it does not necessarily wait until 
all previous instructions have been executed before reading the counter. Similarly, subsequent instructions may 
begin execution before the RDPMC instruction operation is performed. 


Only the operating system, executing at privilege level 0, can directly manipulate the performance counters, using 
the RDMSR and WRMSR instructions. A secure operating system would clear the PCE flag during system initializa- 
tion to disable direct user access to the performance-monitoring counters, but provide a user-accessible program- 
ming interface that emulates the RDPMC instruction. 


Some uses of the performance counters require the counters to be preset before counting begins (that is, before 
the counter is enabled). This can be accomplished by writing to the counter using the WRMSR instruction. To set a 
counter to a specified number of counts before overflow, enter a 2s complement negative integer in the counter. 
The counter will then count from the preset value up to -1 and overflow. Writing to a performance counter ina 
Pentium 4 or Intel Xeon processor with the WRMSR instruction causes all 40 bits of the counter to be written. 


18.6.3.3  CCCRMSRs 


Each of the 18 performance counters has one CCCR MSR associated with it (see Table 18-80). The CCCRs control 
the filtering and counting of events as well as interrupt generation. Figure 18-47 shows the layout of an CCCR MSR. 
The functions of the flags and fields are as follows: 


¢ Enable flag, bit 12 — When set, enables counting; when clear, the counter is disabled. This flag is cleared on 
reset. 


° ESCR select field, bits 13 through 15 — Identifies the ESCR to be used to select events to be counted with 
the counter associated with the CCCR. 


¢ Compare flag, bit 18 — When set, enables filtering of the event count; when clear, disables filtering. The 
filtering method is selected with the threshold, complement, and edge flags. 


* Complement flag, bit 19 — Selects how the incoming event count is compared with the threshold value. 
When set, event counts that are less than or equal to the threshold value result in a single count being delivered 
to the performance counter; when clear, counts greater than the threshold value result in a count being 
delivered to the performance counter (see Section 18.6.3.5.2, “Filtering Events”). The complement flag is not 
active unless the compare flag is set. 


¢ Threshold field, bits 20 through 23 — Selects the threshold value to be used for comparisons. The 
processor examines this field only when the compare flag is set, and uses the complement flag setting to 
determine the type of threshold comparison to be made. The useful range of values that can be entered in this 
field depend on the type of event being counted (see Section 18.6.3.5.2, “Filtering Events”). 


° Edge flag, bit 24 — When set, enables rising edge (false-to-true) edge detection of the threshold comparison 
output for filtering event counts; when clear, rising edge detection is disabled. This flag is active only when the 
compare flag is set. 
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Figure 18-47. Counter Configuration Control Register (CCCR) 


FORCE_OVF flag, bit 25 — When set, forces a counter overflow on every counter increment; when clear, 
overflow only occurs when the counter actually overflows. 


OVF_PMI flag, bit 26 — When set, causes a performance monitor interrupt (PMI) to be generated when the 
counter overflows occurs; when clear, disables PMI generation. Note that the PMI is generated on the next 
event count after the counter has overflowed. 


Cascade flag, bit 30 — When set, enables counting on one counter of a counter pair when its alternate 
counter in the other the counter pair in the same counter group overflows (see Section 18.6.3.2, “Performance 
Counters,” for further details); when clear, disables cascading of counters. 


OVF flag, bit 31 — Indicates that the counter has overflowed when set. This flag is a sticky flag that must be 
explicitly cleared by software. 


The CCCRs are initialized to all Os on reset. 


The events that an enabled performance counter actually counts are selected and filtered by the following flags and 
fields in the ESCR and CCCR registers and in the qualification order given: 


1. 


5. 


The event select and event mask fields in the ESCR select a class of events to be counted and one or more 
event types within the class, respectively. 


The OS and USR flags in the ESCR selected the privilege levels at which events will be counted. 


The ESCR select field of the CCCR selects the ESCR. Since each counter has several ESCRs associated with it, 
one ESCR must be chosen to select the classes of events that may be counted. 


The compare and complement flags and the threshold field of the CCCR select an optional threshold to be used 
in qualifying an event count. 


The edge flag in the CCCR allows events to be counted only on rising-edge transitions. 


The qualification order in the above list implies that the filtered output of one “stage” forms the input for the next. 
For instance, events filtered using the privilege level flags can be further qualified by the compare and complement 
flags and the threshold field, and an event that matched the threshold criteria, can be further qualified by edge 
detection. 


The uses of the flags and fields in the CCCRs are discussed in greater detail in Section 18.6.3.5, “Programming the 
Performance Counters for Non-Retirement Events.” 
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18.6.3.4 Debug Store (DS) Mechanism 


The debug store (DS) mechanism was introduced with processors based on Intel NetBurst microarchitecture to 
allow various types of information to be collected in memory-resident buffers for use in debugging and tuning 
programs. The DS mechanism can be used to collect two types of information: branch records and processor event- 
based sampling (PEBS) records. The availability of the DS mechanism in a processor is indicated with the DS 
feature flag (bit 21) returned by the CPUID instruction. 


See Section 17.4.5, “Branch Trace Store (BTS),” and Section 18.6.3.8, “Processor Event-Based Sampling (PEBS),” 
for a description of these facilities. Records collected with the DS mechanism are saved in the DS save area. See 
Section 17.4.9, “BTS and DS Save Area.” 


18.6.3.5 Programming the Performance Counters for Non-Retirement Events 

The basic steps to program a performance counter and to count events include the following: 
1. Select the event or events to be counted. 

2. For each event, select an ESCR that supports the event. 


3. Match the CCCR Select value and ESCR name to a value listed in Table 18-80; select a CCCR and performance 
counter. 


4. Set up an ESCR for the specific event or events to be counted and the privilege levels at which they are to be 
counted. 


5. Set up the CCCR for the performance counter by selecting the ESCR and the desired event filters. 


Set up the CCCR for optional cascading of event counts, so that when the selected counter overflows its 
alternate counter starts. 


7. Set up the CCCR to generate an optional performance monitor interrupt (PMI) when the counter overflows. If 
PMI generation is enabled, the local APIC must be set up to deliver the interrupt to the processor and a handler 
for the interrupt must be in place. 


8. Enable the counter to begin counting. 


18.6.3.5.1 Selecting Events to Count 


There is a set of at-retirement events for processors based on Intel NetBurst microarchitecture. For each event, 
setup information is provided. Table 18-81 gives an example of one of the events. 


Table 18-81. Event Example 
Event Name _ | Event Parameters Parameter Value | Description 


branch_retired Counts the retirement of a branch. Specify one or more mask bits to select 
any combination of branch taken, not-taken, predicted and mispredicted. 


ESCR restrictions MSR_CRU_ESCR2 | See Table 15-3 for the addresses of the ESCR MSRs. 
MSR_CRU_ESCR3 


Counter numbers per | ESCR2: 12, 13, 16 | The counter numbers associated with each ESCR are provided. The 


ESCR ESCR3: 14, 15, 17 | Performance counters and corresponding CCCRs can be obtained from 
Table 15-3. 
ESCR Event Select O6H ESCR[31:25] 
ESCR Event Mask ESCR[24:9] 
Bit 0: MMNP Branch Not-taken Predicted 

1: MMNM Branch Not-taken Mispredicted 

2: MMTP Branch Taken Predicted 

3: MMTM Branch Taken Mispredicted 
CCCR Select 05H CCCR[15:13] 
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Table 18-81. Event Example (Contd.) 


Event Name_| Event Parameters Parameter Value | Description 


Event Specific Notes P6: EMON_BR_INST_RETIRED 
Can Support PEBS No 


Requires Additional | No 
MSRs for Tagging 


Event Parameters are described below. 


ESCR restrictions — Lists the ESCRs that can be used to program the event. Typically only one ESCR is 
needed to count an event. 


Counter numbers per ESCR — Lists which performance counters are associated with each ESCR. Table 18-80 
gives the name of the counter and CCCR for each counter number. Typically only one counter is needed to count 
the event. 


ESCR event select — Gives the value to be placed in the event select field of the ESCR to select the event. 
ESCR event mask — Gives the value to be placed in the Event Mask field of the ESCR to select sub-events to 
be counted. The parameter value column defines the documented bits with relative bit position offset starting 
from 0, where the absolute bit position of relative offset 0 is bit 9 of the ESCR. All undocumented bits are 
reserved and should be set to 0. 

CCCR select — Gives the value to be placed in the ESCR select field of the CCCR associated with the counter 
to select the ESCR to be used to define the event. This value is not the address of the ESCR; it is the number of 
the ESCR from the Number column in Table 18-80. 


Event specific notes — Gives additional information about the event, such as the name of the same or a 
similar event defined for the P6 family processors. 


Can support PEBS — Indicates if PEBS is supported for the event (only supplied for at-retirement events). 


Requires additional MSR for tagging — Indicates which if any additional MSRs must be programmed to 
count the events (only supplied for the at-retirement events). 


NOTE 


The performance-monitoring events found at https://perfmon-events.intel.com/ are intended to 
be used as guides for performance tuning. The counter values reported are not guaranteed to be 
absolutely accurate and should be used as a relative guide for tuning. Known discrepancies are 
documented where applicable. 


The following procedure shows how to set up a performance counter for basic counting; that is, the counter is set 
up to count a specified event indefinitely, wrapping around whenever it reaches its maximum count. This procedure 
is continued through the following four sections. 


An event to be counted can be selected as follows: 


N 


- 


Select the event to be counted. 
Select the ESCR to be used to select events to be counted from the ESCRs field. 
Select the number of the counter to be used to count the event from the Counter Numbers Per ESCR field. 


Determine the name of the counter and the CCCR associated with the counter, and determine the MSR 
addresses of the counter, CCCR, and ESCR from Table 18-80. 


Use the WRMSR instruction to write the ESCR Event Select and ESCR Event Mask values into the appropriate 
fields in the ESCR. At the same time set or clear the USR and OS flags in the ESCR as desired. 


Use the WRMSR instruction to write the CCCR Select value into the appropriate field in the CCCR. 
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NOTE 


Typically all the fields and flags of the CCCR will be written with one WRMSR instruction; however, 
in this procedure, several WRMSR writes are used to more clearly demonstrate the uses of the 
various CCCR fields and flags. 


This setup procedure is continued in the next section, Section 18.6.3.5.2, “Filtering Events.” 


18.6.3.5.2 Filtering Events 


Each counter receives up to 4 input lines from the processor hardware from which it is counting events. The counter 
treats these inputs as binary inputs (input O has a value of 1, input 1 has a value of 2, input 3 has a value of 4, and 
input 3 has a value of 8). When a counter is enabled, it adds this binary input value to the counter value on each 
clock cycle. For each clock cycle, the value added to the counter can then range from 0 (no event) to 15. 


For many events, only the 0 input line is active, so the counter is merely counting the clock cycles during which the 
0 input is asserted. However, for some events two or more input lines are used. Here, the counters threshold 
setting can be used to filter events. The compare, complement, threshold, and edge fields control the filtering of 
counter increments by input value. 


If the compare flag is set, then a “greater than” or a “less than or equal to” comparison of the input value vs. a 
threshold value can be made. The complement flag selects “less than or equal to” (flag set) or “greater than” (flag 
clear). The threshold field selects a threshold value of from 0 to 15. For example, if the complement flag is cleared 
and the threshold field is set to 6, than any input value of 7 or greater on the 4 inputs to the counter will cause the 
counter to be incremented by 1, and any value less than 7 will cause an increment of 0 (or no increment) of the 
counter. Conversely, if the complement flag is set, any value from 0 to 6 will increment the counter and any value 
from 7 to 15 will not increment the counter. Note that when a threshold condition has been satisfied, the input to 
the counter is always 1, not the input value that is presented to the threshold filter. 


The edge flag provides further filtering of the counter inputs when a threshold comparison is being made. The edge 
flag is only active when the compare flag is set. When the edge flag is set, the resulting output from the threshold 
filter (a value of 0 or 1) is used as an input to the edge filter. Each clock cycle, the edge filter examines the last and 
current input values and sends a count to the counter only when it detects a “rising edge” event; that is, a false-to- 
true transition. Figure 18-48 illustrates rising edge filtering. 


The following procedure shows how to configure a CCCR to filter events using the threshold filter and the edge filter. 
This procedure is a continuation of the setup procedure introduced in Section 18.6.3.5.1, “Selecting Events to 
Count.” 


7. (Optional) To set up the counter for threshold filtering, use the WRMSR instruction to write values in the CCCR 
compare and complement flags and the threshold field: 


— Set the compare flag. 
— Set or clear the complement flag for less than or equal to or greater than comparisons, respectively. 
— Enter a value from 0 to 15 in the threshold field. 

8. (Optional) Select rising edge filtering by setting the CCCR edge flag. 

This setup procedure is continued in the next section, Section 18.6.3.5.3, “Starting Event Counting.” 


Processor Clock 


Output from 
Threshold Filter 


Counter Increments 
On Rising Edge 
(False-to-True) 


Figure 18-48. Effects of Edge Filtering 
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18.6.3.5.3 Starting Event Counting 


Event counting by a performance counter can be initiated in either of two ways. The typical way is to set the enable 
flag in the counter’s CCCR. Following the instruction to set the enable flag, event counting begins and continues 
until it is stopped (see Section 18.6.3.5.5, “Halting Event Counting”). 


The following procedural step shows how to start event counting. This step is a continuation of the setup procedure 
introduced in Section 18.6.3.5.2, “Filtering Events.” 


9. To start event counting, use the WRMSR instruction to set the CCCR enable flag for the performance counter. 


This setup procedure is continued in the next section, Section 18.6.3.5.4, “Reading a Performance Counter’s 
Count.” 


The second way that a counter can be started by using the cascade feature. Here, the overflow of one counter auto- 
matically starts its alternate counter (see Section 18.6.3.5.6, “Cascading Counters”). 


18.6.3.5.4 Reading a Performance Counter's Count 


Performance counters can be read using either the RDPMC or RDMSR instructions. The enhanced functions of the 
RDPMC instruction (including fast read) are described in Section 18.6.3.2, “Performance Counters.” These instruc- 
tions can be used to read a performance counter while it is counting or when it is stopped. 


The following procedural step shows how to read the event counter. This step is a continuation of the setup proce- 
dure introduced in Section 18.6.3.5.3, “Starting Event Counting.” 


10. To read a performance counters current event count, execute the RDPMC instruction with the counter number 
obtained from Table 18-80 used as an operand. 


This setup procedure is continued in the next section, Section 18.6.3.5.5, “Halting Event Counting.” 


18.6.3.5.5 Halting Event Counting 


After a performance counter has been started (enabled), it continues counting indefinitely. If the counter overflows 
(goes one count past its maximum count), it wraps around and continues counting. When the counter wraps 
around, it sets its OVF flag to indicate that the counter has overflowed. The OVF flag is a sticky flag that indicates 
that the counter has overflowed at least once since the OVF bit was last cleared. 


To halt counting, the CCCR enable flag for the counter must be cleared. 


The following procedural step shows how to stop event counting. This step is a continuation of the setup procedure 
introduced in Section 18.6.3.5.4, “Reading a Performance Counter’s Count.” 


11. To stop event counting, execute a WRMSR instruction to clear the CCCR enable flag for the performance 
counter. 


To halt a cascaded counter (a counter that was started when its alternate counter overflowed), either clear the 
Cascade flag in the cascaded counter’s CCCR MSR or clear the OVF flag in the alternate counter’s CCCR MSR. 


18.6.3.5.6 Cascading Counters 


As described in Section 18.6.3.2, “Performance Counters,” eighteen performance counters are implemented in 
pairs. Nine pairs of counters and associated CCCRs are further organized as four blocks: BPU, MS, FLAME, and IQ 
(see Table 18-80). The first three blocks contain two pairs each. The IQ block contains three pairs of counters (12 
through 17) with associated CCCRs (MSR_IQ_CCCRO through MSR_IQ_CCCRS5). 


The first 8 counter pairs (0 through 15) can be programmed using ESCRs to detect performance monitoring events. 
Pairs of ESCRs in each of the four blocks allow many different types of events to be counted. The cascade flag in 
the CCCR MSR allows nested monitoring of events to be performed by cascading one counter to a second counter 
located in another pair in the same block (see Figure 18-47 for the location of the flag). 


Counters 0 and 1 form the first pair in the BPU block. Either counter 0 or 1 can be programmed to detect an event 
via MSR_MO B_ESCRO. Counters 0 and 2 can be cascaded in any order, as can counters 1 and 3. It’s possible to set 
up 4 counters in the same block to cascade on two pairs of independent events. The pairing described also applies 
to subsequent blocks. Since the IQ PUB has two extra counters, cascading operates somewhat differently if 16 and 
17 are involved. In the IQ block, counter 16 can only be cascaded from counter 14 (not from 12); counter 14 
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cannot be cascaded from counter 16 using the CCCR cascade bit mechanism. Similar restrictions apply to counter 
17. 


Example 18-1. Counting Events 


Assume a scenario where counter X is set up to count 200 occurrences of event A; then counter Y is set up to count 
400 occurrences of event B. Each counter is set up to count a specific event and overflow to the next counter. In the 
above example, counter X is preset for a count of -200 and counter Y for a count of -400; this setup causes the 
counters to overflow on the 200th and 400th counts respectively. 


Continuing this scenario, counter X is set up to count indefinitely and wraparound on overflow. This is described in 
the basic performance counter setup procedure that begins in Section 18.6.3.5.1, “Selecting Events to Count.” 
Counter Y is set up with the cascade flag in its associated CCCR MSR set to 1 and its enable flag set to 0. 


To begin the nested counting, the enable bit for the counter X is set. Once enabled, counter X counts until it over- 
flows. At this point, counter Y is automatically enabled and begins counting. Thus counter X overflows after 200 
occurrences of event A. Counter Y then starts, counting 400 occurrences of event B before overflowing. When 
performance counters are cascaded, the counter Y would typically be set up to generate an interrupt on overflow. 
This is described in Section 18.6.3.5.8, “Generating an Interrupt on Overflow.” 


The cascading counters mechanism can be used to count a single event. The counting begins on one counter then 
continues on the second counter after the first counter overflows. This technique doubles the number of event 
counts that can be recorded, since the contents of the two counters can be added together. 


18.6.3.5.7 EXTENDED CASCADING 


Extended cascading is a model-specific feature in the Intel NetBurst microarchitecture with CPUID 
DisplayFamily_DisplayModel OF_02, OF_03, OF_04, OF_06. This feature uses bit 11 in CCCRs associated with the IQ 
block. See Table 18-82. 


Table 18-82. CCR Names and Bit Positions 


CCCR Name:Bit Position Bit Name Description 
MSR_IQ_CCCR1|2:11 Reserved 

MSR_IQ_CCCRO:11 CASCNT4INTOO Allow counter 4 to cascade into counter 0 
MSR_IQ_CCCR3:11 CASCNTSINTO3 Allow counter 5 to cascade into counter 3 
MSR_IQ_CCCR4:11 CASCNTSINTO4 Allow counter 5 to cascade into counter 4 
MSR_IQ_CCCR5:11 CASCNT4INTO5 Allow counter 4 to cascade into counter 5 


The extended cascading feature can be adapted to the Interrupt based sampling usage model for performance 
monitoring. However, it is known that performance counters do not generate PMI in cascade mode or extended 
cascade mode due to an erratum. This erratum applies to processors with CPUID DisplayFamily_DisplayModel 
signature of OF_O2. For processors with CPUID DisplayFamily_DisplayModel signature of OF_00 and OF_01, the 
erratum applies to processors with stepping encoding greater than O9H. 


Counters 16 and 17 in the IQ block are frequently used in processor event-based sampling or at-retirement 
counting of events indicating a stalled condition in the pipeline. Neither counter 16 or 17 can initiate the cascading 
of counter pairs using the cascade bit in a CCCR. 


Extended cascading permits performance monitoring tools to use counters 16 and 17 to initiate cascading of two 
counters in the IQ block. Extended cascading from counter 16 and 17 is conceptually similar to cascading other 
counters, but instead of using CASCADE bit of a CCCR, one of the four CASCNTXxINTOy bits is used. 


Example 18-2. Scenario for Extended Cascading 


A usage scenario for extended cascading is to sample instructions retired on logical processor 1 after the first 4096 
instructions retired on logical processor 0. A procedure to program extended cascading in this scenario is outlined 
below: 
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Write the value 0 to counter 12. 


2. Write the value 04000603H to MSR_CRU_ESCRO (corresponding to selecting the NBOGNTAG and NBOGTAG 
event masks with qualification restricted to logical processor 1). 


3. Write the value 04038800H to MSR_IQ_CCCRO. This enables CASCNT4INTOO and OVF_PMI. An ISR can sample 
on instruction addresses in this case (do not set ENABLE, or CASCADE). 


Write the value FFFFFOOOH into counter 16.1. 


5. Write the value 0400060CH to MSR_CRU_ESCR2 (corresponding to selecting the NBOGNTAG and NBOGTAG 
event masks with qualification restricted to logical processor 0). 


6. Write the value 00039000H to MSR_IQ_CCCR4 (set ENABLE bit, but not OVF_PMI). 


Another use for cascading is to locate stalled execution in a multithreaded application. Assume MOB replays in 
thread B cause thread A to stall. Getting a sample of the stalled execution in this scenario could be accomplished 
by: 


1. Set up counter B to count MOB replays on thread B. 


2. Set up counter A to count resource stalls on thread A; set its force overflow bit and the appropriate CASCNTx- 
INTOy bit. 


3. Use the performance monitoring interrupt to capture the program execution data of the stalled thread. 


18.6.3.5.8 Generating an Interrupt on Overflow 


Any performance counter can be configured to generate a performance monitor interrupt (PMI) if the counter over- 
flows. The PMI interrupt service routine can then collect information about the state of the processor or program 
when overflow occurred. This information can then be used with a tool like the Intel® VTune™ Performance 
Analyzer to analyze and tune program performance. 


To enable an interrupt on counter overflow, the OVR_PMI flag in the counter’s associated CCCR MSR must be set. 
When overflow occurs, a PMI is generated through the local APIC. (Here, the performance counter entry in the local 
vector table [LVT] is set up to deliver the interrupt generated by the PMI to the processor.) 


The PMI service routine can use the OVF flag to determine which counter overflowed when multiple counters have 
been configured to generate PMIs. Also, note that these processors mask PMIs upon receiving an interrupt. Clear 
this condition before leaving the interrupt handler. 


When generating interrupts on overflow, the performance counter being used should be preset to value that will 
cause an overflow after a specified number of events are counted plus 1. The simplest way to select the preset 
value is to write a negative number into the counter, as described in Section 18.6.3.5.6, “Cascading Counters.” 
Here, however, if an interrupt is to be generated after 100 event counts, the counter should be preset to minus 100 
plus 1 (-100 + 1), or -99. The counter will then overflow after it counts 99 events and generate an interrupt on the 
next (100th) event counted. The difference of 1 for this count enables the interrupt to be generated immediately 
after the selected event count has been reached, instead of waiting for the overflow to be propagation through the 
counter. 


Because of latency in the microarchitecture between the generation of events and the generation of interrupts on 
overflow, it is sometimes difficult to generate an interrupt close to an event that caused it. In these situations, the 
FORCE_OVF flag in the CCCR can be used to improve reporting. Setting this flag causes the counter to overflow on 
every counter increment, which in turn triggers an interrupt after every counter increment. 


18.6.3.5.9 Counter Usage Guideline 


There are some instances where the user must take care to configure counting logic properly, so that it is not 
powered down. To use any ESCR, even when it is being used just for tagging, (any) one of the counters that the 
particular ESCR (or its paired ESCR) can be connected to should be enabled. If this is not done, 0 counts may 
result. Likewise, to use any counter, there must be some event selected in a corresponding ESCR (other than 
no_event, which generally has a select value of 0). 
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18.6.3.6 At-Retirement Counting 


At-retirement counting provides a means counting only events that represent work committed to architectural 
state and ignoring work that was performed speculatively and later discarded. 


One example of this speculative activity is branch prediction. When a branch misprediction occurs, the results of 
instructions that were decoded and executed down the mispredicted path are canceled. If a performance counter 
was Set up to count all executed instructions, the count would include instructions whose results were canceled as 
well as those whose results committed to architectural state. 


To provide finer granularity in event counting in these situations, the performance monitoring facilities provided in 
the Pentium 4 and Intel Xeon processors provide a mechanism for tagging events and then counting only those 
tagged events that represent committed results. This mechanism is called “at-retirement counting.” 


There are predefined at-retirement events and event metrics that can be used to for tagging events when using at 
retirement counting. The following terminology is used in describing at-retirement counting: 


¢ Bogus, non-bogus, retire — In at-retirement event descriptions, the term “bogus” refers to instructions or 
uops that must be canceled because they are on a path taken from a mispredicted branch. The terms “retired” 
and “non-bogus” refer to instructions or pops along the path that results in committed architectural state 
changes as required by the program being executed. Thus instructions and ops are either bogus or non-bogus, 
but not both. Several of the Pentium 4 and Intel Xeon processors’ performance monitoring events (such as, 
Instruction_Retired and Uops_Retired) can count instructions or pops that are retired based on the character- 
ization of bogus” versus non-bogus. 


* Tagging — Tagging is a means of marking pops that have encountered a particular performance event so they 
can be counted at retirement. During the course of execution, the same event can happen more than once per 
yop and a direct count of the event would not provide an indication of how many pops encountered that event. 


The tagging mechanisms allow a nop to be tagged once during its lifetime and thus counted once at retirement. 
The retired suffix is used for performance metrics that increment a count once per uop, rather than once per 
event. For example, a wop may encounter a cache miss more than once during its life time, but a “Miss Retired” 
metric (that counts the number of retired hops that encountered a cache miss) will increment only once for that 
nop. A “Miss Retired” metric would be useful for characterizing the performance of the cache hierarchy for a 
particular instruction sequence. Details of various performance metrics and how these can be constructed using 
the Pentium 4 and Intel Xeon processors performance events are provided in the Intel Pentium 4 Processor 
Optimization Reference Manual (see Section 1.4, “Related Literature”). 


° Replay — To maximize performance for the common case, the Intel NetBurst microarchitecture aggressively 
schedules pops for execution before all the conditions for correct execution are guaranteed to be satisfied. In 
the event that all of these conditions are not satisfied, wops must be reissued. The mechanism that the Pentium 
4 and Intel Xeon processors use for this reissuing of wops is called replay. Some examples of replay causes are 
cache misses, dependence violations, and unforeseen resource constraints. In normal operation, some number 
of replays is common and unavoidable. An excessive number of replays is an indication of a performance 
problem. 


¢ Assist — When the hardware needs the assistance of microcode to deal with some event, the machine takes 
an assist. One example of this is an underflow condition in the input operands of a floating-point operation. The 
hardware must internally modify the format of the operands in order to perform the computation. Assists clear 
the entire machine of uwops before they begin and are costly. 


18.6.3.6.1 Using At-Retirement Counting 


Processors based on Intel NetBurst microarchitecture allow counting both events and pops that encountered a 
specified event. For a subset of the at-retirement events, a nop may be tagged when it encounters that event. The 
tagging mechanisms can be used in Interrupt-based event sampling, and a subset of these mechanisms can be 
used in PEBS. There are four independent tagging mechanisms, and each mechanism uses a different event to 
count pops tagged with that mechanism: 


¢ Front-end tagging — This mechanism pertains to the tagging of nwops that encountered front-end events (for 
example, trace cache and instruction counts) and are counted with the Front_end_event event. 


¢ Execution tagging — This mechanism pertains to the tagging of wops that encountered execution events (for 
example, instruction types) and are counted with the Execution_Event event. 
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¢ Replay tagging — This mechanism pertains to tagging of hops whose retirement is replayed (for example, a 
cache miss) and are counted with the Replay_event event. Branch mispredictions are also tagged with this 
mechanism. 


° No tags — This mechanism does not use tags. It uses the Instr_retired and the Uops_ retired events. 


Each tagging mechanism is independent from all others; that is, a yop that has been tagged using one mechanism 
will not be detected with another mechanism’s tagged-uop detector. For example, if wops are tagged using the 
front-end tagging mechanisms, the Replay_event will not count those as tagged yops unless they are also tagged 
using the replay tagging mechanism. However, execution tags allow up to four different types of uops to be counted 
at retirement through execution tagging. 


The independence of tagging mechanisms does not hold when using PEBS. When using PEBS, only one tagging 
mechanism should be used at a time. 


Certain kinds of pops that cannot be tagged, including I/O, uncacheable and locked accesses, returns, and far 
transfers. 


There are performance monitoring events that support at-retirement counting: specifically the Front_end_event, 
Execution_event, Replay_event, Inst_retired and Uops_retired events. The following sections describe the tagging 
mechanisms for using these events to tag pop and count tagged uops. 


18.6.3.6.2 Tagging Mechanism for Front_end_event 


The Front_end_event counts pops that have been tagged as encountering any of the following events: 


° yop decode events — Tagging uops for nop decode events requires specifying bits in the ESCR associated with 
the performance-monitoring event, Uop_type. 


¢ Trace cache events — Tagging uops for trace cache events may require specifying certain bits in the 
MSR_TC_PRECISE_EVENT MSR. 


The MSRs that are supported by the front-end tagging mechanism must be set and one or both of the NBOGUS and 
BOGUS bits in the Front_end_event event mask must be set to count events. None of the events currently 
supported requires the use of the MSR_TC_PRECISE_EVENT MSR. 


18.6.3.6.3 Tagging Mechanism For Execution_event 


The execution tagging mechanism differs from other tagging mechanisms in how it causes tagging. One upstream 
ESCR is used to specify an event to detect and to specify a tag value (bits 5 through 8) to identify that event. A 
second downstream ESCR is used to detect nops that have been tagged with that tag value identifier using 
Execution_event for the event selection. 


The upstream ESCR that counts the event must have its tag enable flag (bit 4) set and must have an appropriate 
tag value mask entered in its tag value field. The 4-bit tag value mask specifies which of tag bits should be set for 
a particular pop. The value selected for the tag value should coincide with the event mask selected in the down- 
stream ESCR. For example, if a tag value of 1 is set, then the event mask of NBOGUSO should be enabled, corre- 
spondingly in the downstream ESCR. The downstream ESCR detects and counts tagged pops. The normal (not tag 
value) mask bits in the downstream ESCR specify which tag bits to count. If any one of the tag bits selected by the 
mask is set, the related counter is incremented by one. The tag enable and tag value bits are irrelevant for the 
downstream ESCR used to select the Execution_event. 


The four separate tag bits allow the user to simultaneously but distinctly count up to four execution events at 
retirement. (This applies for interrupt-based event sampling. There are additional restrictions for PEBS as noted in 
Section 18.6.3.8.3, “Setting Up the PEBS Buffer.”) It is also possible to detect or count combinations of events by 
setting multiple tag value bits in the upstream ESCR or multiple mask bits in the downstream ESCR. For example, 
use a tag value of 3H in the upstream ESCR and use NBOGUSO/NBOGUS1 in the downstream ESCR event mask. 


18.6.3.7 Tagging Mechanism for Replay_event 


The replay mechanism enables tagging of wops for a subset of all replays before retirement. Use of the replay 
mechanism requires selecting the type of uop that may experience the replay in the MSR_PEBS_MATRIX_VERT 
MSR and selecting the type of event in the MSR_PEBS_ENABLE MSR. Replay tagging must also be enabled with the 
UOP_Tag flag (bit 24) in the MSR_PEBS_ENABLE MSR. 
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The replay tags defined in Table A-5 also enable Processor Event-Based Sampling (PEBS, see Section 17.4.9). Each 
of these replay tags can also be used in normal sampling by not setting Bit 24 nor Bit 25 in 
IA_32_PEBS_ENABLE_MSR. Each of these metrics requires that the Replay_Event be used to count the tagged 
Lops. 


18.6.3.8 Processor Event-Based Sampling (PEBS) 


The debug store (DS) mechanism in processors based on Intel NetBurst microarchitecture allow two types of infor- 
mation to be collected for use in debugging and tuning programs: PEBS records and BTS records. See Section 
17.4.5, “Branch Trace Store (BTS),” for a description of the BTS mechanism. 


PEBS permits the saving of precise architectural information associated with one or more performance events in 
the precise event records buffer, which is part of the DS save area (see Section 17.4.9, “BTS and DS Save Area”). 
To use this mechanism, a counter is configured to overflow after it has counted a preset number of events. After 
the counter overflows, the processor copies the current state of the general-purpose and EFLAGS registers and 
instruction pointer into a record in the precise event records buffer. The processor then resets the count in the 
performance counter and restarts the counter. When the precise event records buffer is nearly full, an interrupt is 
generated, allowing the precise event records to be saved. A circular buffer is not supported for precise event 
records. 


PEBS is supported only for a subset of the at-retirement events: Execution_event, Front_end_event, and 
Replay_event. Also, PEBS can only be carried out using the one performance counter, the MSR_IQ_COUNTER4 
MSR. 


In processors based on Intel Core microarchitecture, a similar PEBS mechanism is also supported using IA32_PMCO 
and IA32_PERFEVTSELO MSRs (See Section 18.6.2.4). 


18.6.3.8.1 Detection of the Availability of the PEBS Facilities 


The DS feature flag (bit 21) returned by the CPUID instruction indicates (when set) the availability of the DS mech- 
anism in the processor, which supports the PEBS (and BTS) facilities. When this bit is set, the following PEBS facil- 
ities are available: 


¢ The PEBS_UNAVAILABLE flag in the IA32_MISC_ENABLE MSR indicates (when clear) the availability of the 
PEBS facilities, including the MSR_PEBS_ENABLE MSR. 


¢ The enable PEBS flag (bit 24) in the MSR_PEBS_ENABLE MSR allows PEBS to be enabled (set) or disabled 
(clear). 


¢ The IA32_DS_AREA MSR can be programmed to point to the DS save area. 


18.6.3.8.2 Setting Up the DS Save Area 


Section 17.4.9.2, “Setting Up the DS Save Area,” describes how to set up and enable the DS save area. This proce- 
dure is common for PEBS and BTS. 


18.6.3.8.3 Setting Up the PEBS Buffer 


Only the MSR_IQ_COUNTER4 performance counter can be used for PEBS. Use the following procedure to set up the 
processor and this counter for PEBS: 


1. Set up the precise event buffering facilities. Place values in the precise event buffer base, precise event index, 
precise event absolute maximum, and precise event interrupt threshold, and precise event counter reset fields 
of the DS buffer management area (see Figure 17-5) to set up the precise event records buffer in memory. 


Enable PEBS. Set the Enable PEBS flag (bit 24) in MSR_PEBS_ENABLE MSR. 


Set up the MSR_IQ_COUNTER4 performance counter and its associated CCCR and one or more ESCRs for 
PEBS. 
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18.6.3.8.4 Writing a PEBS Interrupt Service Routine 


The PEBS facilities share the same interrupt vector and interrupt service routine (called the DS ISR) with the non- 
precise event-based sampling and BTS facilities. To handle PEBS interrupts, PEBS handler code must be included in 
the DS ISR. See Section 17.4.9.5, “Writing the DS Interrupt Service Routine,” for guidelines for writing the DS ISR. 


18.6.3.8.5 Other DS Mechanism Implications 


The DS mechanism is not available in the SMM. It is disabled on transition to the SMM mode. Similarly the DS 
mechanism is disabled on the generation of a machine check exception and is cleared on processor RESET and 
INIT. 


The DS mechanism is available in real address mode. 


18.6.3.9 Operating System Implications 


The DS mechanism can be used by the operating system as a debugging extension to facilitate failure analysis. 
When using this facility, a 25 to 30 times slowdown can be expected due to the effects of the trace store occurring 
on every taken branch. 


Depending upon intended usage, the instruction pointers that are part of the branch records or the PEBS records 
need to have an association with the corresponding process. One solution requires the ability for the DS specific 
operating system module to be chained to the context switch. A separate buffer can then be maintained for each 
process of interest and the MSR pointing to the configuration area saved and setup appropriately on each context 
switch. 


If the BTS facility has been enabled, then it must be disabled and state stored on transition of the system to a sleep 
state in which processor context is lost. The state must be restored on return from the sleep state. 


It is required that an interrupt gate be used for the DS interrupt as opposed to a trap gate to prevent the generation 
of an endless interrupt loop. 


Pages that contain buffers must have mappings to the same physical address for all processes/logical processors, 
such that any change to CR3 will not change DS addresses. If this requirement cannot be satisfied (that is, the 
feature is enabled on a per thread/process basis), then the operating system must ensure that the feature is 
enabled/disabled appropriately in the context switch code. 


18.6.4 Performance Monitoring and Intel Hyper-Threading Technology in Processors Based 
on Intel NetBurst® Microarchitecture 


The performance monitoring capability of processors based on Intel NetBurst microarchitecture and supporting 
Intel Hyper-Threading Technology is similar to that described in Section 18.6.3. However, the capability is extended 
so that: 


¢ Performance counters can be programmed to select events qualified by logical processor IDs. 
¢ Performance monitoring interrupts can be directed to a specific logical processor within the physical processor. 


The sections below describe performance counters, event qualification by logical processor ID, and special purpose 
bits in ESCRs/CCCRs. They also describe MSR_PEBS_ENABLE, MSR_PEBS_MATRIX_VERT, and 
MSR_TC_PRECISE_EVENT. 


18.6.4.1 ESCRMSRs 
Figure 18-49 shows the layout of an ESCR MSR in processors supporting Intel Hyper-Threading Technology. 


The functions of the flags and fields are as follows: 


° 1T1_USR flag, bit O — When set, events are counted when thread 1 (logical processor 1) is executing at a 
current privilege level (CPL) of 1, 2, or 3. These privilege levels are generally used by application code and 
unprotected operating system code. 
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Figure 18-49. Event Selection Control Register (ESCR) for the Pentium 4 Processor, Intel Xeon Processor 
and Intel Xeon Processor MP Supporting Hyper-Threading Technology 


° 71_OS flag, bit 1 — When set, events are counted when thread 1 (logical processor 1) is executing at CPL of 
0. This privilege level is generally reserved for protected operating system code. (When both the T1_OS and 
T1_USR flags are set, thread 1 events are counted at all privilege levels. ) 


° TO_USR flag, bit 2 — When set, events are counted when thread 0 (logical processor 0) is executing at a CPL 
of 1, 2, or 3. 

° TO_OS flag, bit 3 — When set, events are counted when thread 0 (logical processor 0) is executing at CPL of 
0. (When both the TO_OS and TO_USR flags are set, thread 0 events are counted at all privilege levels.) 

* Tag enable, bit 4 — When set, enables tagging of wops to assist in at-retirement event counting; when clear, 
disables tagging. See Section 18.6.3.6, “At-Retirement Counting.” 

° Tag value field, bits 5 through 8 — Selects a tag value to associate with a pop to assist in at-retirement 
event counting. 

¢ Event mask field, bits 9 through 24 — Selects events to be counted from the event class selected with the 
event select field. 


¢ Event select field, bits 25 through 30) — Selects a class of events to be counted. The events within this 
class that are counted are selected with the event mask field. 


The TO_OS and TO_USR flags and the T1_OS and T1_USR flags allow event counting and sampling to be specified 
for a specific logical processor (0 or 1) within an Intel Xeon processor MP (See also: Section 8.4.5, “Identifying 
Logical Processors in an MP System,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3A). 


Not all performance monitoring events can be detected within an Intel Xeon processor MP on a per logical processor 
basis (see Section 18.6.4.4, “Performance Monitoring Events”). Some sub-events (specified by an event mask bits) 
are counted or sampled without regard to which logical processor is associated with the detected event. 


18.6.4.2 CCCRMSRs 


Figure 18-50 shows the layout of a CCCR MSR in processors supporting Intel Hyper-Threading Technology. The 
functions of the flags and fields are as follows: 


¢ Enable flag, bit 12 — When set, enables counting; when clear, the counter is disabled. This flag is cleared on 
reset 


° ESCR select field, bits 13 through 15 — Identifies the ESCR to be used to select events to be counted with 
the counter associated with the CCCR. 


° Active thread field, bits 16 and 17 — Enables counting depending on which logical processors are active 
(executing a thread). This field enables filtering of events based on the state (active or inactive) of the logical 
processors. The encodings of this field are as follows: 


00 — None. Count only when neither logical processor is active. 
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01 — Single. Count only when one logical processor is active (either 0 or 1). 

10 — Both. Count only when both logical processors are active. 

11 — Any. Count when either logical processor is active. 

A halted logical processor or a logical processor in the “wait for SIPI” state is considered inactive. 


Compare flag, bit 18 — When set, enables filtering of the event count; when clear, disables filtering. The 
filtering method is selected with the threshold, complement, and edge flags. 


Reserved 


313029 2726 25 24 23 20 19 18 1716 15 1312 11 (0) 


ESCR 


Threshold Salect 


Reserved 


Enable 
Active Thread 
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Complement 
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FORCE_OVF 
OVF_PMI_TO 
OVF_PMI_T1 
Cascade 


OVF 
63 32 


Figure 18-50. Counter Configuration Control Register (CCCR) 


Complement flag, bit 19 — Selects how the incoming event count is compared with the threshold value. 
When set, event counts that are less than or equal to the threshold value result in a single count being 
delivered to the performance counter; when clear, counts greater than the threshold value result in a count 
being delivered to the performance counter (see Section 18.6.3.5.2, “Filtering Events”). The compare flag is 
not active unless the compare flag is set. 


Threshold field, bits 20 through 23 — Selects the threshold value to be used for comparisons. The 
processor examines this field only when the compare flag is set, and uses the complement flag setting to 
determine the type of threshold comparison to be made. The useful range of values that can be entered in this 
field depend on the type of event being counted (see Section 18.6.3.5.2, “Filtering Events”). 


Edge flag, bit 24 — When set, enables rising edge (false-to-true) edge detection of the threshold comparison 
output for filtering event counts; when clear, rising edge detection is disabled. This flag is active only when the 
compare flag is set. 


FORCE_OVF flag, bit 25 — When set, forces a counter overflow on every counter increment; when clear, 
overflow only occurs when the counter actually overflows. 


OVF_PMI_TO flag, bit 26 — When set, causes a performance monitor interrupt (PMI) to be sent to logical 
processor 0 when the counter overflows occurs; when clear, disables PMI generation for logical processor 0. 
Note that the PMI is generate on the next event count after the counter has overflowed. 


OVF_PMI_T1 flag, bit 27 — When set, causes a performance monitor interrupt (PMI) to be sent to logical 
processor 1 when the counter overflows occurs; when clear, disables PMI generation for logical processor 1. 
Note that the PMI is generate on the next event count after the counter has overflowed. 


Cascade flag, bit 30 — When set, enables counting on one counter of a counter pair when its alternate 
counter in the other the counter pair in the same counter group overflows (see Section 18.6.3.2, “Performance 
Counters,” for further details); when clear, disables cascading of counters. 
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° OVF flag, bit 31 — Indicates that the counter has overflowed when set. This flag is a sticky flag that must be 
explicitly cleared by software. 


18.6.4.3 IA32_PEBS_ENABLE MSR 


In a processor supporting Intel Hyper-Threading Technology and based on the Intel NetBurst microarchitecture, 
PEBS is enabled and qualified with two bits in the MSR_PEBS_ENABLE MSR: bit 25 (ENABLE_PEBS_MY_THR) and 
26 (ENABLE_PEBS_OTH_THR) respectively. These bits do not explicitly identify a specific logical processor by logic 
processor ID(TO or T1); instead, they allow a software agent to enable PEBS for subsequent threads of execution 
on the same logical processor on which the agent is running (“my thread”) or for the other logical processor in the 
physical package on which the agent is not running (“other thread”). 


PEBS is supported for only a subset of the at-retirement events: Execution_event, Front_end_event, and 
Replay_event. Also, PEBS can be carried out only with two performance counters: MSR_IQ_CCCR4 (MSR address 
370H) for logical processor 0 and MSR_IQ_CCCRS5 (MSR address 371H) for logical processor 1. 


Performance monitoring tools should use a processor affinity mask to bind the kernel mode components that need 
to modify the ENABLE_PEBS_MY_THR and ENABLE_PEBS_OTH_THR bits in the MSR_PEBS_ENABLE MSR to a 
specific logical processor. This is to prevent these kernel mode components from migrating between different 
logical processors due to OS scheduling. 


18.6.4.4 Performance Monitoring Events 


When Intel Hyper-Threading Technology is active, many performance monitoring events can be can be qualified by 

the logical processor ID, which corresponds to bit 0 of the initial APIC ID. This allows for counting an event in any 

or all of the logical processors. However, not all the events have this logic processor specificity, or thread specificity. 

Here, each event falls into one of two categories: 

° Thread specific (TS) — The event can be qualified as occurring on a specific logical processor. 

¢ Thread independent (TI) — The event cannot be qualified as being associated with a specific logical 
processor. 


If for example, a TS event occurred in logical processor TO, the counting of the event (as shown in Table 18-83) 
depends only on the setting of the TO_USR and TO_OS flags in the ESCR being used to set up the event counter. 
The T1i_USR and T1_OS flags have no effect on the count. 


Table 18-83. Effect of Logical Processor and CPL Qualification 
for Logical-Processor-Specific (TS) Events 


TO_OS/TO_USR = 00 


T1_OS/T1_USR = 00 


Zero count 


T1_OS/T1_USR = 01 
Counts while T1 in USR 


T1_OS/T1_USR = 11 


Counts while T1 in OS or 
USR 


T1_OS/T1_USR = 10 
Counts while T1 in OS 


TO_OS/TO_USR = 01 


Counts while TO in USR 


Counts while TO in USR 
or T1 in USR 


Counts while (a) TO in 
USR or (b) T1 in OS or (c) 
T1 in USR 


Counts while (a) TO in OS 
or (b) T1 in OS 


TO_OS/TO_USR = 11 


Counts while TO in OS or 
USR 


Counts while (a) TO in OS 
or (b) TO in USR or (c) T1 
in USR 


Counts irrespective of 
CPL, TO, T1 


Counts while (a) TO in OS 
or (b) or TO in USR or (c) 
T1 in OS 


TO_OS/TO_USR = 10 


Counts TO in OS 


Counts TO in OS or T1 in 
USR 


Counts while (a)TO in Os 
or (b) T1 in OS or (c) T1 
in USR 


Counts while (a) TO in OS 
or (b) T1 in OS 


When a bit in the event mask field is TI, the effect of specifying bit-0-3 of the associated ESCR are described in 
Table 15-6. For events that are marked as TI, the effect of selectively specifying TO_USR, TO_OS, Ti1_USR, T1_OS 
bits is shown in Table 18-84. 
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Table 18-84. Effect of Logical Processor and CPL Qualification 
for Non-logical-Processor-specific (Tl) Events 


T1_OS/T1_USR = 00 T1_OS/T1_USR = 01 T1_OS/T1_USR = 11 T1_OS/T1_USR = 10 
TO_OS/TO_USR = 00 Zero count Counts while (a) TO in Counts irrespective of Counts while (a) TO in OS 
USR or (b) T1 in USR CPL, TO, T1 or (b) T1 in OS 
TO_OS/TO_USR = 01 Counts while (a) TO in Counts while (a) TO in Counts irrespective of Counts irrespective of 
USR or (b) T1 in USR USR or (b) T1 in USR CPL, TO, T1 CPL, TO, T1 
TO_OS/TO_USR = 11 Counts irrespective of Counts irrespective of Counts irrespective of Counts irrespective of 
CPL, TO, T1 CPL, TO, T1 CPL, TO, T1 CPL, TO, T1 
TO_OS/TO_USR = 0 Counts while (a) TO in OS | Counts irrespective of Counts irrespective of Counts while (a) TO in OS 
or (b) T1 in OS CPL, TO, T1 CPL, TO, T1 or (b) T1 in OS 


18.6.4.5 Counting Clocks on systems with Intel Hyper-Threading Technology in Processors Based on 
Intel NetBurst® Microarchitecture 


18.6.4.5.1  Non-Halted Clockticks 


Use the following procedure to program ESCRs and CCCRs to obtain non-halted clockticks on processors based on 
Intel NetBurst microarchitecture: 


1. Select an ESCR for the global_power_events and specify the RUNNING sub-event mask and the desired 
TO_OS/TO_USR/T1_OS/T1_USR bits for the targeted processor. 


Select an appropriate counter. 
Enable counting in the CCCR for that counter by setting the enable bit. 


18.6.4.5.2 Non-Sleep Clockticks 


Performance monitoring counters can be configured to count clockticks whenever the performance monitoring 
hardware is not powered-down. To count Non-sleep Clockticks with a performance-monitoring counter, do the 
following: 


1. Select one of the 18 counters. 


2. Select any of the ESCRs whose events the selected counter can count. Set its event select to anything other 
than “no_event”; the counter may be disabled if this is not done. 


3. Turn threshold comparison on in the CCCR by setting the compare bit to “1”. 


Set the threshold to “15” and the complement to “1” in the CCCR. Since no event can exceed this threshold, the 
threshold condition is met every cycle and the counter counts every cycle. Note that this overrides any qualifi- 
cation (e.g. by CPL) specified in the ESCR. 


5. Enable counting in the CCCR for the counter by setting the enable bit. 


In most cases, the counts produced by the non-halted and non-sleep metrics are equivalent if the physical package 
supports one logical processor and is not placed in a power-saving state. Operating systems may execute an HLT 
instruction and place a physical processor in a power-saving state. 


On processors that support Intel Hyper-Threading Technology (Intel HT Technology), each physical package can 
support two or more logical processors. Current implementation of Intel HT Technology provides two logical 
processors for each physical processor. While both logical processors can execute two threads simultaneously, one 
logical processor may halt to allow the other logical processor to execute without sharing execution resources 
between two logical processors. 


Non-halted Clockticks can be set up to count the number of processor clock cycles for each logical processor when- 
ever the logical processor is not halted (the count may include some portion of the clock cycles for that logical 
processor to complete a transition to a halted state). Physical processors that support Intel HT Technology enter 
into a power-saving state if all logical processors halt. 
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The Non-sleep Clockticks mechanism uses a filtering mechanism in CCCRs. The mechanism will continue to incre- 
ment as long as one logical processor is not halted or in a power-saving state. Applications may cause a processor 
to enter into a power-saving state by using an OS service that transfers control to an OS's idle loop. The idle loop 
then may place the processor into a power-saving state after an implementation-dependent period if there is no 
work for the processor. 


18.6.5 Performance Monitoring and Dual-Core Technology 


The performance monitoring capability of dual-core processors duplicates the microarchitectural resources of a 
single-core processor implementation. Each processor core has dedicated performance monitoring resources. 


In the case of Pentium D processor, each logical processor is associated with dedicated resources for performance 
monitoring. In the case of Pentium processor Extreme edition, each processor core has dedicated resources, but 
two logical processors in the same core share performance monitoring resources (see Section 18.6.4, “Perfor- 
mance Monitoring and Intel Hyper-Threading Technology in Processors Based on Intel NetBurst® Microarchitec- 
ture”). 


18.6.6 Performance Monitoring on 64-bit Intel Xeon Processor MP with Up to 8-MByte L3 
Cache 


The 64-bit Intel Xeon processor MP with up to 8-MByte L3 cache has a CPUID signature of family [OFH], model [03H 
or 04H]. Performance monitoring capabilities available to Pentium 4 and Intel Xeon processors with the same 
values (see Section 18.1 and Section 18.6.4) apply to the 64-bit Intel Xeon processor MP with an L3 cache. 


The level 3 cache is connected between the system bus and IOQ through additional control logic. See Figure 18-51. 


System Bus 
¢ i > 


iBUSQ and iSNPQ <—— 


3rd Level Cache 
|__| 
8 or 4 -way 


iFSB 


Processor Core 
10Q |<» (Front end, Execution, 
Retirement, L1, L2 


Figure 18-51. Block Diagram of 64-bit Intel Xeon Processor MP with 8-MByte L3 


Additional performance monitoring capabilities and facilities unique to 64-bit Intel Xeon processor MP with an L3 
cache are described in this section. The facility for monitoring events consists of a set of dedicated model-specific 
registers (MSRs), each dedicated to a specific event. Programming of these MSRs requires using RDMSR/WRMSR 
instructions with 64-bit values. 


The lower 32-bits of the MSRs at addresses 107CC through 107D3 are treated as 32 bit performance counter regis- 
ters. These performance counters can be accessed using RDPMC instruction with the index starting from 18 
through 25. The EDX register returns zero when reading these 8 PMCs. 


The performance monitoring capabilities consist of four events. These are: 
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IBUSQ event — This event detects the occurrence of micro-architectural conditions related to the iBUSQ unit. 
It provides two MSRs: MSR_IFSB_IBUSQO and MSR_IFSB_IBUSQ1. Configure sub-event qualification and 
enable/disable functions using the high 32 bits of these MSRs. The low 32 bits act as a 32-bit event counter. 
Counting starts after software writes a non-zero value to one or more of the upper 32 bits. See Figure 18-52. 


MSR_IFSB_IBUSQx, Addresses: 107CCH and 107CDH 
63 60 59 58 57 56 55 4948 46.45 38 37 36 35 34 33 3231 ) 


1/1 
32 bit event count 


Saturate 
Fill_match ————~ Reserved 
Eviction_match ———— 
L3_state_match 
Snoop_match 
Type_match 
T1_match 
TO_match 


Figure 18-52. MSR_IFSB_IBUSQx, Addresses: 107CCH and 107CDH 


ISNPQ event — This event detects the occurrence of microarchitectural conditions related to the iSNPQ unit. 
It provides two MSRs: MSR_IFSB_ISNPQO and MSR_IFSB_ISNPQ1. Configure sub-event qualifications and 
enable/disable functions using the high 32 bits of the MSRs. The low 32-bits act as a 32-bit event counter. 
Counting starts after software writes a non-zero value to one or more of the upper 32-bits. See Figure 18-53. 


MSR_IFSB_ISNPQx, Addresses: 107CEH and 107CFH Reserved 
63 60 59 58 57 56 55 48 4645 39 38 37 36 35 34 33 32 


Saturate 
L3_state_match 


Snoop_match 
Type_match 
Agent_match 
T1_match 
TO_match 

31 0 


32 bit event count 


Figure 18-53. MSR_IFSB_ISNPQx, Addresses: 107CEH and 107CFH 


EFSB event — This event can detect the occurrence of micro-architectural conditions related to the iFSB unit 
or system bus. It provides two MSRs: MSR_EFSB_DRDYO and MSR_EFSB_DRDY1. Configure sub-event qualifi- 
cations and enable/disable functions using the high 32 bits of the 64-bit MSR. The low 32-bit act as a 32-bit 
event counter. Counting starts after software writes a non-zero value to one or more of the qualification bits in 
the upper 32-bits of the MSR. See Figure 18-54. 
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MSR_EFSB_DRDYx, Addresses: 107D0H and 107D1H 


63 60 59 58 57 56 55 50 49 48 39 38 37 36 35 34 33 32 
Saturate 
Other Reserved 
Own 
31 0 


32 bit event count 


Figure 18-54. MSR_EFSB_DRDYx, Addresses: 107D0H and 107D1H 


° IBUSQ Latency event — This event accumulates weighted cycle counts for latency measurement of transac- 
tions in the iBUSQ unit. The count is enabled by setting MSR_IFSB_CTRL6[bit 26] to 1; the count freezes after 
software sets MSR_IFSB_CTRL6[bit 26] to 0. MSR_IFSB_CNTR7 acts as a 64-bit event counter for this event. 
See Figure 18-55. 


MSR_IFSB_CTL6 Address: 107D2H 


63 59 57 0 
Enable 
MSR_IFSB_CNTR7 Address: 107D3H Reserved 
63 ) 


64 bit event count 


Figure 18-55. MSR_IFSB_CTL6, Address: 107D2H; 
MSR_IFSB_CNTR7, Address: 107D3H 


18.6.7. Performance Monitoring on L3 and Caching Bus Controller Sub-Systems 


The Intel Xeon processor 7400 series and Dual-Core Intel Xeon processor 7100 series employ a distinct L3/caching 
bus controller sub-system. These sub-system have a unique set of performance monitoring capability and 
programming interfaces that are largely common between these two processor families. 


Intel Xeon processor 7400 series are based on 45 nm enhanced Intel Core microarchitecture. The CPUID signature 
is indicated by DisplayFamily_DisplayModel value of 06_1DH (see CPUID instruction in Chapter 3, “Instruction Set 
Reference, A-L” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A). Intel Xeon 
processor 7400 series have six processor cores that share an L3 cache. 


Dual-Core Intel Xeon processor 7100 series are based on Intel NetBurst microarchitecture, have a CPUID signature 
of family [OFH], model [06H] and a unified L3 cache shared between two cores. Each core in an Intel Xeon 
processor 7100 series supports Intel Hyper-Threading Technology, providing two logical processors per core. 


Both Intel Xeon processor 7400 series and Intel Xeon processor 7100 series support multi-processor configurations 
using system bus interfaces. In Intel Xeon processor 7400 series, the L3/caching bus controller sub-system 
provides three Simple Direct Interface (SDI) to service transactions originated the XQ-replacement SDI logic in 
each dual-core modules. In Intel Xeon processor 7100 series, the IOQ logic in each processor core is replaced with 
a Simple Direct Interface (SDI) logic. The L3 cache is connected between the system bus and the SDI through addi- 
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tional control logic. See Figure 18-56 for the block configuration of six processor cores and the L3/Caching bus 
controller sub-system in Intel Xeon processor 7400 series. Figure 18-56 shows the block configuration of two 
processor cores (four logical processors) and the L3/Caching bus controller sub-system in Intel Xeon processor 


7100 series. 


GBSQ, GSNPQ, 
GINTQ, ... 


SDI 


SDI interface 


L2 


Core Core 


SDI interface 


L2 


Core 


Core 


SDI interface 


L2 


Core 


Core 


Figure 18-56. Block Diagram of Intel Xeon Processor 7400 Series 


Almost all of the performance monitoring capabilities available to processor cores with the same CPUID signatures 
(see Section 18.1 and Section 18.6.4) apply to Intel Xeon processor 7100 series. The MSRs used by performance 


monitoring interface are shared between two logical processors in the same processor core. 


The performance monitoring capabilities available to processor with DisplayFamily_DisplayModel signature 06_17H 
also apply to Intel Xeon processor 7400 series. Each processor core provides its own set of MSRs for performance 


monitoring interface. 


The I0Q_allocation and IOQ_active_entries events are not supported in Intel Xeon processor 7100 series and 7400 
series. Additional performance monitoring capabilities applicable to the L3/caching bus controller sub-system are 


described in this section. 
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Figure 18-57. Block Diagram of Intel Xeon Processor 7100 Series 


18.6.7.1 Overview of Performance Monitoring with L3/Caching Bus Controller 


The facility for monitoring events consists of a set of dedicated model-specific registers (MSRs). There are eight 
event select/counting MSRs that are dedicated to counting events associated with specified microarchitectural 
conditions. Programming of these MSRs requires using RDMSR/WRMSR instructions with 64-bit values. In addition, 
an MSR MSR_EMON_L3_GL_CTL provides simplified interface to control freezing, resetting, re-enabling operation 
of any combination of these event select/counting MSRs. 


The eight MSRs dedicated to count occurrences of specific conditions are further divided to count three sub-classes 

of microarchitectural conditions: 

* Two MSRs (MSR_EMON_L3_CTR_CTLO and MSR_EMON_L3_CTR_CTL1) are dedicated to counting GBSQ 
events. Up to two GBSQ events can be programmed and counted simultaneously. 

¢ Two MSRs (MSR_EMON_L3_CTR_CTL2 and MSR_EMON_L3_CTR_CTL3) are dedicated to counting GSNPQ 
events. Up to two GBSQ events can be programmed and counted simultaneously. 


° Four MSRs (MSR_EMON_L3_CTR_CTL4, MSR_EMON_L3_CTR_CTL5, MSR_EMON_L3_CTR_CTL6, and 
MSR_EMON_L3_CTR_CTL7) are dedicated to counting external bus operations. 


The bit fields in each of eight MSRs share the following common characteristics: 


° Bits 63:32 is the event control field that includes an event mask and other bit fields that control counter 
operation. The event mask field specifies details of the microarchitectural condition, and its definition differs 
across GBSQ, GSNPQ, FSB. 


¢ Bits 31:0 is the event count field. If the specified condition is met during each relevant clock domain of the 
event logic, the matched condition signals the counter logic to increment the associated event count field. The 
lower 32-bits of these 8 MSRs at addresses 107CC through 107D3 are treated as 32 bit performance counter 
registers. 


In Dual-Core Intel Xeon processor 7100 series, the uncore performance counters can be accessed using RDPMC 
instruction with the index starting from 18 through 25. The EDX register returns zero when reading these 8 PMCs. 


In Intel Xeon processor 7400 series, RDPMC with ECX between 2 and 9 can be used to access the eight uncore 
performance counter/control registers. 
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18.6.7.2 GBSQ Event Interface 


The layout of MSR_EMON_L3_CTR_CTLO and MSR_EMON_L3_CTR_CTL1 is given in Figure 18-58. Counting starts 

after software writes a non-zero value to one or more of the upper 32 bits. 

The event mask field (bits 58:32) consists of the following eight attributes: 

e Agent_Select (bits 35:32): The definition of this field differs slightly between Intel Xeon processor 7100 and 
7400. 


For Intel Xeon processor 7100 series, each bit specifies a logical processor in the physical package. The lower 
two bits corresponds to two logical processors in the first processor core, the upper two bits corresponds to two 
logical processors in the second processor core. OFH encoding matches transactions from any logical processor. 


For Intel Xeon processor 7400 series, each bit of [34:32] specifies the SDI logic of a dual-core module as the 
originator of the transaction. A value of 0111B in bits [35:32] specifies transaction from any processor core. 


MSR_EMON_L3_CTR_CTLO/1, Addresses: 107CCH/107CDH Reserved 
63 60 59 58 57 56 55 54 53 4746 44 43 38 37 36 35 32 


Saturate 
Cross_snoop 
Fill_eviction 
Core_module_select ——~ 
L3_state 
Snoop_match 
Type_match 
Data_flow 
Agent_select 


31 0 


32 bit event count 


Figure 18-58. MSR_EMON_L3_CTR_CTLO/1, Addresses: 107CCH/107CDH 


* Data_Flow (bits 37:36): Bit 36 specifies demand transactions, bit 37 specifies prefetch transactions. 


° Type_Match (bits 43:38): Specifies transaction types. If all six bits are set, event count will include all 
transaction types. 


¢ Snoop_Match: (bits 46:44): The three bits specify (in ascending bit position) clean snoop result, HIT snoop 
result, and HITM snoop results respectively. 


° L3_State (bits 53:47): Each bit specifies an L2 coherency state. 


* Core_Module_Select (bits 55:54): The valid encodings for L3 lookup differ slightly between Intel Xeon 
processor 7100 and 7400. 


For Intel Xeon processor 7100 series, 

— OOB: Match transactions from any core in the physical package 

— 01B: Match transactions from this core only 

— 10B: Match transactions from the other core in the physical package 

— 11B: Match transaction from both cores in the physical package 

For Intel Xeon processor 7400 series, 

— OOB: Match transactions from any dual-core module in the physical package 

— 01B: Match transactions from this dual-core module only 

— 10B: Match transactions from either one of the other two dual-core modules in the physical package 
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— 11B: Match transaction from more than one dual-core modules in the physical package 
¢  Fill_Eviction (bits 57:56): The valid encodings are 
— OOB: Match any transactions 
— 01B: Match transactions that fill L3 
— 10B: Match transactions that fill L3 without an eviction 
— 11B: Match transaction fill L3 with an eviction 
* Cross_Snoop (bit 58): The encodings are 
— OB: Match any transactions 
— 1B: Match cross snoop transactions 
For each counting clock domain, if all eight attributes match, event logic signals to increment the event count field. 


18.6.7.3. GSNPQ Event Interface 


The layout of MSR_EMON_L3_CTR_CTL2 and MSR_EMON_L3_CTR_CTL3 is given in Figure 18-59. Counting starts 
after software writes a non-zero value to one or more of the upper 32 bits. 


The event mask field (bits 58:32) consists of the following six attributes: 


¢ Agent_Select (bits 37:32): The definition of this field differs slightly between Intel Xeon processor 7100 and 
7400. 


¢ For Intel Xeon processor 7100 series, each of the lowest 4 bits specifies a logical processor in the physical 
package. The lowest two bits corresponds to two logical processors in the first processor core, the next two bits 
corresponds to two logical processors in the second processor core. Bit 36 specifies other symmetric agent 
transactions. Bit 37 specifies central agent transactions. 3FH encoding matches transactions from any logical 
processor. 


For Intel Xeon processor 7400 series, each of the lowest 3 bits specifies a dual-core module in the physical 
package. Bit 37 specifies central agent transactions. 


° Type_Match (bits 43:38): Specifies transaction types. If all six bits are set, event count will include any 
transaction types. 


¢ Snoop_Match: (bits 46:44): The three bits specify (in ascending bit position) clean snoop result, HIT snoop 
result, and HITM snoop results respectively. 


¢ L2_State (bits 53:47): Each bit specifies an L3 coherency state. 


* Core_Module_Select (bits 56:54): Bit 56 enables Core_Module_Select matching. If bit 56 is clear, 
Core_Module_Select encoding is ignored. The valid encodings for the lower two bits (bit 55, 54) differ slightly 
between Intel Xeon processor 7100 and 7400. 


For Intel Xeon processor 7100 series, if bit 56 is set, the valid encodings for the lower two bits (bit 55, 54) are 
— OOB: Match transactions from only one core (irrespective which core) in the physical package 

— 01B: Match transactions from this core and not the other core 

— 10B: Match transactions from the other core in the physical package, but not this core 

— 11B: Match transaction from both cores in the physical package 

For Intel Xeon processor 7400 series, if bit 56 is set, the valid encodings for the lower two bits (bit 55, 54) are 


— OOB: Match transactions from only one dual-core module (irrespective which module) in the physical 
package. 


— 01B: Match transactions from one or more dual-core modules. 
— 10B: Match transactions from two or more dual-core modules. 
— 11B: Match transaction from all three dual-core modules in the physical package. 
* Block_Snoop (bit 57): specifies blocked snoop. 
For each counting clock domain, if all six attributes match, event logic signals to increment the event count field. 
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MSR_EMON_L3_CTR_CTL2/3, Addresses: 107CEH/107CFH Reserved 
63 60 59 58 57 56 5554 53 4746 44 43 39 38 37 36 32 


Saturate 
Block_snoop -———! 
Core_select 

L2_state 
Snoop_match 
Type_match 
Agent_match 


31 0 


32 bit event count 


Figure 18-59. MSR_EMON_L3_CTR_CTL2/3, Addresses: 107CEH/107CFH 


18.6.7.4 FSB Event Interface 


The layout of MSR_EMON_L3_CTR_CTL4 through MSR_EMON_L3_CTR_CTL7 is given in Figure 18-60. Counting 
starts after software writes a non-zero value to one or more of the upper 32 bits. 

The event mask field (bits 58:32) is organized as follows: 

¢ Bit 58: must set to 1. 

¢ FSB_Submask (bits 57:32): Specifies FSB-specific sub-event mask. 


The FSB sub-event mask defines a set of independent attributes. The event logic signals to increment the associ- 
ated event count field if one of the attribute matches. Some of the sub-event mask bit counts durations. A duration 
event increments at most once per cycle. 


MSR_EMON_L3_CTR_CTL4/5/6/7, Addresses: 107D0H-107D3H 
63 60 59 58 57 56 55 50 49 48 39 38 37 36 35 34 33 32 


1 


Saturate Reserved 


FSB submask 


31 0 


32 bit event count 


Figure 18-60. MSR_EMON_L3_CTR_CTL4/5/6/7, Addresses: 107D0H-107D3H 


18.6.7.4.1 FSB Sub-Event Mask Interface 
° FSB_type (bit 37:32): Specifies different FSB transaction types originated from this physical package. 


e FSB_L_clear (bit 38): Count clean snoop results from any source for transaction originated from this physical 
package. 


¢ ~=FSB_L_hit (bit 39): Count HIT snoop results from any source for transaction originated from this physical 
package. 
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¢ FSB_L_hitm (bit 40): Count HITM snoop results from any source for transaction originated from this physical 
package. 


¢ FSB_L_defer (bit 41): Count DEFER responses to this processor’s transactions. 

¢ FSB_L_retry (bit 42): Count RETRY responses to this processor's transactions. 

¢ FSB_L_snoop_stall (bit 43): Count snoop stalls to this processor's transactions. 

¢ FSB_DBSY (bit 44): Count DBSY assertions by this processor (without a concurrent DRDY). 

¢ FSB_DRDY (bit 45): Count DRDY assertions by this processor. 

¢ FSB_BNR (bit 46): Count BNR assertions by this processor. 

° FSB_IOQ_empty (bit 47): Counts each bus clocks when the IOQ is empty. 

° FSB_IOQ_ full (bit 48): Counts each bus clocks when the I0Q is full. 

° FSB_IOQ_active (bit 49): Counts each bus clocks when there is at least one entry in the IOQ. 

¢ FSB_WW_data (bit 50): Counts back-to-back write transaction’s data phase. 

° FSB_WW_ issue (bit 51): Counts back-to-back write transaction request pairs issued by this processor. 

° FSB_WR_issue (bit 52): Counts back-to-back write-read transaction request pairs issued by this processor. 
° FSB_RW_issue (bit 53): Counts back-to-back read-write transaction request pairs issued by this processor. 
¢ FSB_other_DBSY (bit 54): Count DBSY assertions by another agent (without a concurrent DRDY). 

¢ FSB_other_DRDY (bit 55): Count DRDY assertions by another agent. 

¢ FSB_other_snoop_stall (bit 56): Count snoop stalls on the FSB due to another agent. 

¢ FSB_other_BNR (bit 57): Count BNR assertions from another agent. 


18.6.7.5 Common Event Control Interface 


The MSR_EMON_L3_GL_CTL MSR provides simplified access to query overflow status of the GBSQ, GSNPQ, FSB 
event counters. It also provides control bit fields to freeze, unfreeze, or reset those counters. The following bit 
fields are supported: 


° GL_freeze_cmd (bit 0): Freeze the event counters specified by the GL_event_select field. 
¢ GL_unfreeze_cmd (bit 1): Unfreeze the event counters specified by the GL_event_select field. 


° GL_reset_cmd (bit 2): Clear the event count field of the event counters specified by the GL_event_select field. 
The event select field is not affected. 


° GL_event_select (bit 23:16): Selects one or more event counters to subject to specified command operations 
indicated by bits 2:0. Bit 16 corresponds to MSR_EMON_L3_CTR_CTLO, bit 23 corresponds to 
MSR_EMON_L3_CTR_CTL7. 


° GL_event_status (bit 55:48): Indicates the overflow status of each event counters. Bit 48 corresponds to 
MSR_EMON_L3_CTR_CTLO, bit 55 corresponds to MSR_EMON_L3_CTR_CTL/7. 


In the event control field (bits 63:32) of each MSR, if the saturate control (bit 59, see Figure 18-58 for example) is 
set, the event logic forces the value FFFF_FFFFH into the event count field instead of incrementing it. 


18.6.8 | Performance Monitoring (P6 Family Processor) 


The P6 family processors provide two 40-bit performance counters, allowing two types of events to be monitored 
simultaneously. These can either count events or measure duration. When counting events, a counter increments 
each time a specified event takes place or a specified number of events takes place. When measuring duration, it 
counts the number of processor clocks that occur while a specified condition is true. The counters can count events 
or measure durations that occur at any privilege level. 
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NOTE 


The performance-monitoring events found at https://perfmon-events.intel.com/ are intended to 
be used as guides for performance tuning. Counter values reported are not guaranteed to be 
accurate and should be used as a relative guide for tuning. Known discrepancies are documented 
where applicable. 


The performance-monitoring counters are supported by four MSRs: the performance event select MSRs 
(PerfEvtSelO and PerfEvtSel1) and the performance counter MSRs (PerfCtrO and PerfCtri). These registers can be 
read from and written to using the RDMSR and WRMSR instructions, respectively. They can be accessed using 
these instructions only when operating at privilege level 0. The PerfCtrO and PerfCtri MSRs can be read from any 
privilege level using the RDPMC (read performance-monitoring counters) instruction. 


NOTE 


The PerfEvtSel0, PerfEvtSeli, PerfCtrO, and PerfCtr1 MSRs and the events listed for P6 family 
processors are model-specific for P6 family processors. They are not guaranteed to be available in 
other IA-32 processors. 


18.6.8.1 Perf€vtSel0 and Perf€vtSel1 MSRs 


The PerfEvtSel0 and PerfEvtSel1 MSRs control the operation of the performance-monitoring counters, with one 
register used to set up each counter. They specify the events to be counted, how they should be counted, and the 
privilege levels at which counting should take place. Figure 18-61 shows the flags and fields in these MSRs. 


The functions of the flags and fields in the PerfEvtSel0 and PerfEvtSeli MSRs are as follows: 


¢ Event select field (bits 0 through 7) — Selects the event logic unit to detect certain microarchitectural 
conditions. 


¢ Unit mask (UMASK) field (bits 8 through 15) — Further qualifies the event logic unit selected in the event 
select field to detect a specific microarchitectural condition. For example, for some cache events, the mask is 
used as a MESI-protocol qualifier of cache states. 


31 24 23 22 21 2019 1817 1615 87 0 
Counter Mask |! ]- Pl-lol¥l,,.. 
(CMASK) : nl | NyelEls 2 Unit Mask (UMASK) Event Select 


INV—Invert counter mask —— 
EN—Enable counters* 

INT—APIC interrupt enable ————— Reserved 
PC—Pin control 
E—Edge detect 


OS—Operating system mode ————____" * Only available in PerfEvtSel0. 
USR—User Mode 


Figure 18-61. Perf€vtSel0 and Perf€vtSell MSRs 


¢ USR (user mode) flag (bit 16) — Specifies that events are counted only when the processor is operating at 
privilege levels 1, 2 or 3. This flag can be used in conjunction with the OS flag. 


° OS (operating system mode) flag (bit 17) — Specifies that events are counted only when the processor is 
operating at privilege level 0. This flag can be used in conjunction with the USR flag. 


° E (edge detect) flag (bit 18) — Enables (when set) edge detection of events. The processor counts the 
number of deasserted to asserted transitions of any condition that can be expressed by the other fields. The 
mechanism is limited in that it does not permit back-to-back assertions to be distinguished. This mechanism 
allows software to measure not only the fraction of time spent in a particular state, but also the average length 
of time spent in such a state (for example, the time spent waiting for an interrupt to be serviced). 
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° PC (pin control) flag (bit 19) — When set, the processor toggles the PM/ pins and increments the counter 
when performance-monitoring events occur; when clear, the processor toggles the PM/ pins when the counter 
overflows. The toggling of a pin is defined as assertion of the pin for a single bus clock followed by deassertion. 


¢ INT (APIC interrupt enable) flag (bit 20) — When set, the processor generates an exception through its 
local APIC on counter overflow. 


¢ EN (Enable Counters) Flag (bit 22) — This flag is only present in the PerfEvtSel0 MSR. When set, 
performance counting is enabled in both performance-monitoring counters; when clear, both counters are 
disabled. 


° INV (invert) flag (bit 23) — When set, inverts the counter-mask (CMASK) comparison, so that both greater 
than or equal to and less than comparisons can be made (0: greater than or equal; 1: less than). Note if 
counter-mask is programmed to zero, INV flag is ignored. 


* Counter mask (CMASK) field (bits 24 through 31) — When nonzero, the processor compares this mask to 
the number of events counted during a single cycle. If the event count is greater than or equal to this mask, the 
counter is incremented by one. Otherwise the counter is not incremented. This mask can be used to count 
events only if multiple occurrences happen per clock (for example, two or more instructions retired per clock). 
If the counter-mask field is 0, then the counter is incremented each cycle by the number of events that 
occurred that cycle. 


18.6.8.2 PerfCtrO and PerfCtr1 MSRs 


The performance-counter MSRs (PerfCtrO and PerfCtr1) contain the event or duration counts for the selected 
events being counted. The RDPMC instruction can be used by programs or procedures running at any privilege level 
and in virtual-8086 mode to read these counters. The PCE flag in control register CR4 (bit 8) allows the use of this 
instruction to be restricted to only programs and procedures running at privilege level 0. 


The RDPMC instruction is not serializing or ordered with other instructions. Thus, it does not necessarily wait until 
all previous instructions have been executed before reading the counter. Similarly, subsequent instructions may 
begin execution before the RDPMC instruction operation is performed. 


Only the operating system, executing at privilege level 0, can directly manipulate the performance counters, using 
the RDMSR and WRMSR instructions. A secure operating system would clear the PCE flag during system initializa- 
tion to disable direct user access to the performance-monitoring counters, but provide a user-accessible program- 
ming interface that emulates the RDPMC instruction. 


The WRMSR instruction cannot arbitrarily write to the performance-monitoring counter MSRs (PerfCtrO and 
PerfCtr1). Instead, the lower-order 32 bits of each MSR may be written with any value, and the high-order 8 bits 
are sign-extended according to the value of bit 31. This operation allows writing both positive and negative values 
to the performance counters. 


18.6.8.3 Starting and Stopping the Performance-Monitoring Counters 


The performance-monitoring counters are started by writing valid setup information in the PerfEvtSel0 and/or 
PerfEvtSel1 MSRs and setting the enable counters flag in the PerfEvtSelO MSR. If the setup is valid, the counters 
begin counting following the execution of a WRMSR instruction that sets the enable counter flag. The counters can 
be stopped by clearing the enable counters flag or by clearing all the bits in the PerfEvtSelO and PerfEvtSeli MSRs. 
Counter 1 alone can be stopped by clearing the PerfEvtSel1 MSR. 


18.6.8.4 Event and Time-Stamp Monitoring Software 


To use the performance-monitoring counters and time-stamp counter, the operating system needs to provide an 
event-monitoring device driver. This driver should include procedures for handling the following operations: 


¢ Feature checking. 

¢ Initialize and start counters. 
¢ Stop counters. 

¢ Read the event counters. 

¢ Read the time-stamp counter. 
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The event monitor feature determination procedure must check whether the current processor supports the 
performance-monitoring counters and time-stamp counter. This procedure compares the family and model of the 
processor returned by the CPUID instruction with those of processors known to support performance monitoring. 
(The Pentium and P6 family processors support performance counters.) The procedure also checks the MSR and 
TSC flags returned to register EDX by the CPUID instruction to determine if the MSRs and the RDTSC instruction 
are supported. 


The initialize and start counters procedure sets the PerfEvtSel0 and/or PerfEvtSel1l MSRs for the events to be 
counted and the method used to count them and initializes the counter MSRs (PerfCtrO and PerfCtr1) to starting 
counts. The stop counters procedure stops the performance counters (see Section 18.6.8.3, “Starting and Stop- 
ping the Performance-Monitoring Counters”). 


The read counters procedure reads the values in the PerfCtrO and PerfCtri1 MSRs, and a read time-stamp counter 
procedure reads the time-stamp counter. These procedures would be provided in lieu of enabling the RDTSC and 
RDPMC instructions that allow application code to read the counters. 


18.6.8.5 Monitoring Counter Overflow 


The P6 family processors provide the option of generating a local APIC interrupt when a performance-monitoring 
counter overflows. This mechanism is enabled by setting the interrupt enable flag in either the PerfEvtSelO or the 
PerfEvtSeli MSR. The primary use of this option is for statistical performance sampling. 


To use this option, the operating system should do the following things on the processor for which performance 
events are required to be monitored: 


¢ Provide an interrupt vector for handling the counter-overflow interrupt. 

® Initialize the APIC PERF local vector entry to enable handling of performance-monitor counter overflow events. 

¢ Provide an entry in the IDT that points to a stub exception handler that returns without executing any instruc- 
tions. 

¢ Provide an event monitor driver that provides the actual interrupt handler and modifies the reserved IDT entry 
to point to its interrupt routine. 

When interrupted by a counter overflow, the interrupt handler needs to perform the following actions: 

¢ Save the instruction pointer (EIP register), code-segment selector, TSS segment selector, counter values and 
other relevant information at the time of the interrupt. 

¢ Reset the counter to its initial setting and return from the interrupt. 


An event monitor application utility or another application program can read the information collected for analysis 
of the performance of the profiled application. 


18.6.9 Performance Monitoring (Pentium Processors) 


The Pentium processor provides two 40-bit performance counters, which can be used to count events or measure 
duration. The counters are supported by three MSRs: the control and event select MSR (CESR) and the perfor- 
mance counter MSRs (CTRO and CTR1). These can be read from and written to using the RDMSR and WRMSR 
instructions, respectively. They can be accessed using these instructions only when operating at privilege level 0. 


Each counter has an associated external pin (PMO/BPO and PM1/BP1), which can be used to indicate the state of 
the counter to external hardware. 


NOTES 


The CESR, CTRO, and CTR1 MSRs and the events listed for Pentium processors are model-specific 
for the Pentium processor. 


The performance-monitoring events found at https://perfmon-events.intel.com/ are intended to 
be used as guides for performance tuning. Counter values reported are not guaranteed to be 
accurate and should be used as a relative guide for tuning. Known discrepancies are documented 
where applicable. 
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18.6.9.1 Control and Event Select Register (CESR) 


The 32-bit control and event select MSR (CESR) controls the operation of performance-monitoring counters CTRO 
and CTRi1 and the associated pins (see Figure 18-62). To control each counter, the CESR register contains a 6-bit 
event select field (ESO and ES1), a pin control flag (PCO and PC1), and a 3-bit counter control field (CCO and CC1). 
The functions of these fields are as follows: 


° ESO and ES1 (event select) fields (bits 0-5, bits 16-21) — Selects (by entering an event code in the field) 
up to two events to be monitored. 


31 262524 2221 1615 1098 65 0 
P P 
cl] cct ES1 c| CCco ESO 
1 0 


PC1—Pin control 1 
CC1—Counter control 1 
ES1—Event select 1 
PCO—Pin control 0 
CCO—Counter control 0 
ESO—Event select 0 


Reserved 


Figure 18-62. CESR MSR (Pentium Processor Only) 


* CCO and CCi (counter control) fields (bits 6-8, bits 22-24) — Controls the operation of the counter. 
Control codes are as follows: 


000 — Count nothing (counter disabled). 

001 — Count the selected event while CPL is 0, 1, or 2. 
010 — Count the selected event while CPL is 3. 

011 — Count the selected event regardless of CPL. 
100 — Count nothing (counter disabled). 

101 — Count clocks (duration) while CPL is 0, 1, or 2. 
110 — Count clocks (duration) while CPL is 3. 

111 — Count clocks (duration) regardless of CPL. 


The highest order bit selects between counting events and counting clocks (duration); the middle bit enables 
counting when the CPL is 3; and the low-order bit enables counting when the CPL is O, 1, or 2. 


¢ PCO and PC1 (pin control) flags (bits 9, 25) — Selects the function of the external performance-monitoring 
counter pin (PMO/BPO and PM1/BP1). Setting one of these flags to 1 causes the processor to assert its 
associated pin when the counter has overflowed; setting the flag to 0 causes the pin to be asserted when the 
counter has been incremented. These flags permit the pins to be individually programmed to indicate the 
overflow or incremented condition. The external signaling of the event on the pins will lag the internal event by 
a few clocks as the signals are latched and buffered. 


While a counter need not be stopped to sample its contents, it must be stopped and cleared or preset before 
switching to a new event. It is not possible to set one counter separately. If only one event needs to be changed, 
the CESR register must be read, the appropriate bits modified, and all bits must then be written back to CESR. At 
reset, all bits in the CESR register are cleared. 


18.6.9.2 Use of the Performance-Monitoring Pins 


When performance-monitor pins PMO/BPO and/or PM1/BP1 are configured to indicate when the performance- 
monitor counter has incremented and an “occurrence event” is being counted, the associated pin is asserted (high) 
each time the event occurs. When a “duration event” is being counted, the associated PM pin is asserted for the 
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entire duration of the event. When the performance-monitor pins are configured to indicate when the counter has 
overflowed, the associated PM pin is asserted when the counter has overflowed. 


When the PMO/BPO and/or PM1i/BP1 pins are configured to signal that a counter has incremented, it should be 
noted that although the counters may increment by 1 or 2 in a single clock, the pins can only indicate that the event 
occurred. Moreover, since the internal clock frequency may be higher than the external clock frequency, a single 
external clock may correspond to multiple internal clocks. 


A “count up to” function may be provided when the event pin is programmed to signal an overflow of the counter. 
Because the counters are 40 bits, a carry out of bit 39 indicates an overflow. A counter may be preset to a specific 
value less then 27° — 1. After the counter has been enabled and the prescribed number of events has transpired, 
the counter will overflow. 


Approximately 5 clocks later, the overflow is indicated externally and appropriate action, such as signaling an inter- 
rupt, may then be taken. 


The PMO/BPO and PM1/BP1 pins also serve to indicate breakpoint matches during in-circuit emulation, during which 
time the counter increment or overflow function of these pins is not available. After RESET, the PMO/BPO and 
PM1/BP1 pins are configured for performance monitoring, however a hardware debugger may reconfigure these 
pins to indicate breakpoint matches. 


18.6.9.3 Events Counted 


Events that performance-monitoring counters can be set to count and record (using CTRO and CTR1) are divided in 
two categories: occurrence and duration: 


¢ Occurrence events — Counts are incremented each time an event takes place. If PMO/BPO or PM1/BP1 pins 
are used to indicate when a counter increments, the pins are asserted each clock counters increment. But if an 
event happens twice in one clock, the counter increments by 2 (the pins are asserted only once). 


¢ Duration events — Counters increment the total number of clocks that the condition is true. When used to 
indicate when counters increment, PMO/BPO and/or PM1/BP1 pins are asserted for the duration. 


18.7. COUNTING CLOCKS 


The count of cycles, also known as clockticks, forms the basis for measuring how long a program takes to execute. 
Clockticks are also used as part of efficiency ratios like cycles per instruction (CPI). Processor clocks may stop 
ticking under circumstances like the following: 


¢ The processor is halted when there is nothing for the CPU to do. For example, the processor may halt to save 
power while the computer is servicing an I/O request. When Intel Hyper-Threading Technology is enabled, both 
logical processors must be halted for performance-monitoring counters to be powered down. 


¢ The processor is asleep as a result of being halted or because of a power-management scheme. There are 
different levels of sleep. In the some deep sleep levels, the time-stamp counter stops counting. 


In addition, processor core clocks may undergo transitions at different ratios relative to the processor’s bus clock 
frequency. Some of the situations that can cause processor core clock to undergo frequency transitions include: 


¢ TM2 transitions. 
¢ Enhanced Intel SpeedStep Technology transitions (P-state transitions). 


For Intel processors that support TM2, the processor core clocks may operate at a frequency that differs from the 
Processor Base frequency (as indicated by processor frequency information reported by CPUID instruction). See 
Section 18.7.2 for more detail. 


Due to the above considerations there are several important clocks referenced in this manual: 


° Base Clock — The frequency of this clock is the frequency of the processor when the processor is not in turbo 
mode, and not being throttled via Intel SpeedStep. 


¢ Maximum Clock — This is the maximum frequency of the processor when turbo mode is at the highest point. 
¢ Bus Clock — These clockticks increment at a fixed frequency and help coordinate the bus on some systems. 
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° Core Crystal Clock — This is a clock that runs at fixed frequency; it coordinates the clocks on all packages 
across the system. 


¢ Non-halted Clockticks — Measures clock cycles in which the specified logical processor is not halted and is 
not in any power-saving state. When Intel Hyper-Threading Technology is enabled, ticks can be measured on a 
per-logical-processor basis. There are also performance events on dual-core processors that measure 
clockticks per logical processor when the processor is not halted. 


¢ Non-sleep Clockticks — Measures clock cycles in which the specified physical processor is not in a sleep mode 
or in a power-saving state. These ticks cannot be measured on a logical-processor basis. 


¢ Time-stamp Counter — See Section 17.17, “Time-Stamp Counter”. 


° Reference Clockticks — TM2 or Enhanced Intel SpeedStep technology are two examples of processor 
features that can cause processor core clockticks to represent non-uniform tick intervals due to change of bus 
ratios. Performance events that counts clockticks of a constant reference frequency was introduced Intel Core 
Duo and Intel Core Solo processors. The mechanism is further enhanced on processors based on Intel Core 
microarchitecture. 


Some processor models permit clock cycles to be measured when the physical processor is not in deep sleep (by 
using the time-stamp counter and the RDTSC instruction). Note that such ticks cannot be measured on a per- 
logical-processor basis. See Section 17.17, “Time-Stamp Counter,” for detail on processor capabilities. 


The first two methods use performance counters and can be set up to cause an interrupt upon overflow (for 
sampling). They may also be useful where it is easier for a tool to read a performance counter than to use a time 
stamp counter (the timestamp counter is accessed using the RDTSC instruction). 


For applications with a significant amount of I/O, there are two ratios of interest: 


¢ Non-halted CPI — Non-halted clockticks/instructions retired measures the CPI for phases where the CPU was 
being used. This ratio can be measured on a logical-processor basis when Intel Hyper-Threading Technology is 
enabled. 


¢ Nominal CPI — Time-stamp counter ticks/instructions retired measures the CPI over the duration of a 
program, including those periods when the machine halts while waiting for I/O. 


18.7.1 Non-Halted Reference Clockticks 


Software can use UnHalted Reference Cycles on either a general purpose performance counter using event mask 
Ox3C and umask 0x01 or on fixed function performance counter 2 to count at a constant rate. These events count 
at a consistent rate irrespective of P-state, TM2, or frequency transitions that may occur to the processor. The 
UnHalted Reference Cycles event may count differently on the general purpose event and fixed counter. 


18.7.2 | Cycle Counting and Opportunistic Processor Operation 


As a result of the state transitions due to opportunistic processor performance operation (see Chapter 14, “Power 
and Thermal Management”), a logical processor or a processor core can operate at frequency different from the 
Processor Base frequency. 


The following items are expected to hold true irrespective of when opportunistic processor operation causes state 
transitions: 


¢ The time stamp counter operates at a fixed-rate frequency of the processor. 


¢ The IA32_MPERF counter increments at a fixed frequency irrespective of any transitions caused by opportu- 
nistic processor operation. 


° The IA32_FIXED_CTR2 counter increments at the same TSC frequency irrespective of any transitions caused by 
opportunistic processor operation. 


¢ The Local APIC timer operation is unaffected by opportunistic processor operation. 


¢ The TSC, IA32_MPERF, and IA32_FIXED_CTR2 operate at close to the maximum non-turbo frequency, which is 
equal to the product of scalable bus frequency and maximum non-turbo ratio. 
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18.7.3. Determining the Processor Base Frequency 


For Intel processors in which the nominal core crystal clock frequency is enumerated in CPUID.15H.ECX and the 
core crystal clock ratio is encoded in CPUID.15H (see Table 3-8 “Information Returned by CPUID Instruction”), the 
nominal TSC frequency can be determined by using the following equation: 


Nominal TSC frequency = ( CPUID.15H.ECX[31:0] * CPUID.15H.EBX[3 1:0] ) + CPUID.15H.EAX[31:0] 


For Intel processors in which CPUID.15H.EBX[31:0] + CPUID.0x15.EAX[31:0] is enumerated but CPUID.15H.ECX 
is not enumerated, Table 18-85 can be used to look up the nominal core crystal clock frequency. 


Table 18-85. Nominal Core Crystal Clock Frequency 


Processor Families/Processor Number Series! Nominal Core Crystal Clock Frequency 


Intel® Xeon® Processor Scalable Family with CPUID signature O6_55H. 25 MHz 


6th and 7th generation Intel® Core™ processors and Intel® Xeon® W Processor Family. | 24 MHz 


Next Generation Intel® Atom™ processors based on Goldmont Microarchitecture with 19.2 MHz 
CPUID signature 06_5CH (does not include Intel Xeon processors). 


NOTES: 
1. For any processor in which CPUID.15H is enumerated and MSR_PLATFORM_INFO[1 5:8] (which gives the scalable bus frequency) is 
available, a more accurate frequency can be obtained by using CPUID.15H. 


18.7.3.1 For Intel® Processors Based on Microarchitecture Code Name Sandy Bridge, Ivy Bridge, 
Haswell and Broadwell 


The scalable bus frequency is encoded in the bit field MSR_PLATFORM_INFO[15:8] and the nominal TSC frequency 
can be determined by multiplying this number by a bus speed of 100 MHz. 


18.7.3.2 For Intel® Processors Based on Microarchitecture Code Name Nehalem 


The scalable bus frequency is encoded in the bit field MSR_PLATFORM_INFO[15:8] and the nominal TSC frequency 
can be determined by multiplying this number by a bus speed of 133.33 MHz. 


18.7.3.3 For Intel® Atom™ Processors Based on the Silvermont Microarchitecture (Including Intel 
Processors Based on Airmont Microarchitecture) 


The scalable bus frequency is encoded in the bit field MSR_PLATFORM_INFO[15:8] and the nominal TSC frequency 
can be determined by multiplying this number by the scalable bus frequency. The scalable bus frequency is 
encoded in the bit field MSR_FSB_FREQ[2:0] for Intel Atom processors based on the Silvermont microarchitecture, 
and in bit field MSR_FSB_FREQ[3:0] for processors based on the Airmont microarchitecture; see Chapter 2, 
“Model-Specific Registers (MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
4. 
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18.7.3.4 For Intel® Core™ 2 Processor Family and for Intel* Xeon® Processors Based on Intel Core 
Microarchitecture 


For processors based on Intel Core microarchitecture, the scalable bus frequency is encoded in the bit field 
MSR_FSB_FREQ[2:0] at (OCDH), see Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 4. The maximum resolved bus ratio can be read from the 
following bit field: 


¢ If XE operation is disabled, the maximum resolved bus ratio can be read in MSR_PLATFORM_ID[12:8]. It 
corresponds to the Processor Base frequency. 


¢ IF XE operation is enabled, the maximum resolved bus ratio is given in MSR_PERF_STATUS[44:40], it 
corresponds to the maximum XE operation frequency configured by BIOS. 


XE operation of an Intel 64 processor is implementation specific. XE operation can be enabled only by BIOS. If 
MSR_PERF_STATUS[31] is set, XE operation is enabled. The MSR_PERF_STATUS[31] field is read-only. 


18.8 IA32_PERF_CAPABILITIES MSR ENUMERATION 


The layout of IA32_PERF_CAPABILITIES MSR is shown in Figure 18-63; it provides enumeration of a variety of 
interfaces: 


e JTA32_PERF_CAPABILITIES.LBR_FMT[bits 5:0]: encodes the LBR format, details are described in Section 
17.4.8.1. 


e = JTA32_PERF_CAPABILITIES.PEBSTrap[6]: Trap/Fault-like indicator of PEBS recording assist; see Section 
18.6.2.4.2. 


e = =TA32_PERF_CAPABILITIES.PEBSArchRegs[7]: Indicator of PEBS assist save architectural registers; see Section 
18.6.2.4.2. 


¢ TA32_PERF_CAPABILITIES.PEBS_FMT[bits 11:8]: Specifies the encoding of the layout of PEBS records; see 
Section 18.6.2.4.2. 


e 1A32_PERF_CAPABILITIES.FREEZE_WHILE_SMM[12]: Indicates IA32_DEBUGCTL.FREEZE_WHILE_SMM is 
supported if 1, see Section 18.8.1. 


e = JTA32_PERF_CAPABILITIES.FULL_WRITE[13]: Indicates the processor supports IA32_A_PMCx interface for 
updating bits 32 and above of IA32_PMCx; see Section 18.2.6. 


e = TA32_PERF_CAPABILITIES.PEBS_BASELINE [bit 14]: If set, the following is true: 


— The IA32_PEBS_ENABLE MSR (address 3F1H) exists and all architecturally enumerated fixed and general- 
purpose counters have corresponding bits in IA32_PEBS_ENABLE that enable generation of PEBS records. 
The general-purpose counter bits start at bit IA32_PEBS_ENABLE[0], and the fixed counter bits start at bit 
IA32_PEBS_ENABLE[32]. 


— The format of the PEBS record is enumerated by IA32_PERF_CAPABILITIES.PEBS_FMT; see Section 
18.6.2.4.2. 


— Extended PEBS is supported. All counters support the PEBS facility, and all events (both precise and non- 
precise) can generate PEBS records when PEBS is enabled for that counter. Note that not all events may be 
available on all counters. 


— Adaptive PEBS is supported. The PEBS_DATA_CFG MSR (address 3F2H) and adaptive record enable bits 
(IA32_PERFEVTSELx.Adaptive_Record and IA32_FIXED_CTR_CTRL.FCx_Adaptive_Record) are supported. 
The definition of the PEBS_ DATA_CFG MSR, including which bits are supported and how they affect the 
record, is enumerated by IA32_PERF_CAPABILITIES.PEBS_FMT; see Section 18.9.2.3. 


e =JTA32_PERF_CAPABILITIES.PERF_METRICS_AVAILABLE[15]: If set, indicates that the architecture provides 
built in support for TMA Li metrics through the PERF_METRICS MSR, see Section 18.3.9.3. 


¢ = JTA32_PERF_CAPABILITIES.PEBS_OUTPUT_PT_AVAIL[16]: If set on parts that enumerate support for Intel PT 
(CPUID.0x7.0.EBX[25]=1), setting IA32_PEBS_ENABLE.PEBS_OUTPUT to 01B will result in PEBS output being 
written into the Intel PT trace stream. See Section 18.5.5.2. 
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63 1615 1312 11 8 76 543210 


PEBS_OUTPUT_PT_AVAIL (R/O) 

PERF_METRICS_AVAILABLE (R/O) 
FW_WRITE (R/O) 
SMM_FREEZE (R/O) 
PEBS_REC_FMT (R/O) 
PEBS ARCH_REG (R/O) 
PEBS_TRAP (R/O) 
LBR_FMT (R/O) 


Reserved 


Figure 18-63. Layout of |A32_PERF_CAPABILITIES MSR 


18.8.1 Filtering of SMM Handler Overhead 


When performance monitoring facilities and/or branch profiling facilities (see Section 17.5, “Last Branch, Interrupt, 
and Exception Recording (Intel® Core™ 2 Duo and Intel® Atom™ Processors)”) are enabled, these facilities 
capture event counts, branch records and branch trace messages occurring in a logical processor. The occurrence 
of interrupts, instruction streams due to various interrupt handlers all contribute to the results recorded by these 
facilities. 


If CPUID.01H:ECX.PDCM[bit 15] is 1, the processor supports the IA32_PERF_CAPABILITIES MSR. If 
IA32_PERF_CAPABILITIES.FREEZE_WHILE_SMM[Bit 12] is 1, the processor supports the ability for system soft- 
ware using performance monitoring and/or branch profiling facilities to filter out the effects of servicing system 
management interrupts. 


If the FREEZE_WHILE_SMM capability is enabled on a logical processor and after an SMI is delivered, the processor 
will clear all the enable bits of IA32_PERF_GLOBAL_CTRL, save a copy of the content of IA32_DEBUGCTL and 
disable LBR, BTF, TR, and BTS fields of IA32_DEBUGCTL before transferring control to the SMI handler. 


The enable bits of IA32_PERF_GLOBAL_CTRL will be set to 1, the saved copy of IA32_DEBUGCTL prior to SMI 
delivery will be restored , after the SMI handler issues RSM to complete its servicing. 


It is the responsibility of the SMM code to ensure the state of the performance monitoring and branch profiling facil- 
ities are preserved upon entry or until prior to exiting the SMM. If any of this state is modified due to actions by the 
SMM code, the SMM code is required to restore such state to the values present at entry to the SMM handler. 


System software is allowed to set IA32_DEBUGCTL.FREEZE_WHILE_SMM[bit 14] to 1 only supported as indicated 
by IA32_PERF_CAPABILITIES.FREEZE_WHILE_SMM[Bit 12] reporting 1. 


18.9 PEBS FACILITY 


18.9.1 Extended PEBS 


° The Extended PEBS feature supports Processor Event Based Sampling (PEBS) on all counters, both fixed 
function and general purpose; and all performance monitoring events, both precise and non-precise. PEBS can 
be enabled for the general purpose counters using PEBS_EN_PMCi bits of IA32_PEBS_ENABLE (i = 0, 1,..n). 
PEBS can be enabled for 'i' fixed function counters using the PEBS_EN_FIXEDi bits of IA32_PEBS_ENABLE (i = 
0,1, ...m). 
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63 n 32 31 m 10 


PEBS_EN_FIXEDn(RMW) _| 


PEBS_EN_FIXED1 (RW) 
PEBS _EN_FIXEDO (R/W) 


PEBS_EN_PMCm (R/W) 
PEBS_EN_PMC1 (RW) 
PEBS EN_PMCO (R/W) 


Reserved RESET Value — 00000000 _ 00000000 H 


Figure 18-64. Layout of IA32_PEBS_ENABLE MSR 


A PEBS record due to a precise event will be generated after an instruction that causes the event when the counter 
has already overflowed. A PEBS record due to a non-precise event will occur at the next opportunity after the 
counter has overflowed, including immediately after an overflow is set by an MSR write. 


Currently, IA32_FIXED_CTRO counts instructions retired and is a precise event. IA32_FIXED_CTR1, 
IA32_FIXED_CTR2 ... IA32_FIXED_CTRm count as non-precise events. 


The Applicable Counter field in the Basic Info Group of the PEBS record indicates which counters caused the PEBS 
record to be generated. It is in the same format as the enable bits for each counter in IA32_PEBS_ENABLE. As an 
example, an Applicable Counter field with bits 2 and 32 set would indicate that both general purpose counter 2 and 
fixed function counter 0 generated the PEBS record. 


° To properly use PEBS for the additional counters, software will need to set up the counter reset values in PEBS 
portion of the DS_BUFFER_MANAGEMENT_AREA data structure that is indicated by the IA32_DS_AREA 
register. The layout of the DS_BUFFER_MANAGEMENT_AREA is shown in Figure 18-65. When a counter 
generates a PEBS records, the appropriate counter reset values will be loaded into that counter. In the above 
example where general purpose counter 2 and fixed function counter 0 generated the PEBS record, general 
purpose counter 2 would be reloaded with the value contained in PEBS GP Counter 2 Reset (offset 50H) and 
fixed function counter 0 would be reloaded with the value contained in PEBS Fixed Counter 0 Reset (offset 
80H). 
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|A32_DS_AREA MSR 


DS Buffer Management BTS Buffer 
63 BTS BufferBase 0 |*00H 5! 
Branch Record 0 
BTS Index 08H 
BTS Absolute Maximum 10H 
Branch Record 1 
BTS Interrupt Threshold 18H 
PEBS Buffer Base 20H > 
PEBS Index 28H 
PEBS Absolute Maximum 30H + 
PEBS Interrupt Threshold 38H Branch Record N 
PEBS GP Counter 0 Reset 40H , 
PEBS GP Counter 1 Reset ra 
m 
w 
7) 
ve 9 PEBS Buffer 
= 
PEBS GP Counter m Reset a 7 
By PEBS Record 0 
PEBS Fixed Counter 0 Reset 80H a 
oe? PEBS Record 1 
PEBS Fixed Counter n Reset > 


PEBS Record N 


Figure 18-65. PEBS Programming Environment 


Extended PEBS support debuts on Intel® Atom processors based on the Goldmont Plus microarchitecture and 
future Intel® Core™ processors based on the Ice Lake microarchitecture. 


18.9.2 Adaptive PEBS 

The PEBS facility has been enhanced to collect the following CPU state in addition to GPRs, EventingIP, TSC and 
memory access related information collected by legacy PEBS: 

¢ XMM registers 

¢ LBR records (TO/FROM/INFO) 

The PEBS record is restructured where fields are grouped into Basic group, Memory group, GPR group, XMM group 
and LBR group. A new register MSR_PEBS_DATA_CFG provides software the capability to select data groups of 
interest and thus reduce the record size in memory and record generation latency. Hence, a PEBS record's size and 


layout vary based on the selected groups. The MSR also allows software to select LBR depth for branch data 
records. 


By default, the PEBS record will only contain the Basic group. Optionally, each counter can be configured to 
generate a PEBS records with the groups specified in MSR_PEBS_DATA_CFG. 
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Details and examples for the Adaptive PEBS capability follow below. 


18.9.2.1 Adaptive_Record Counter Control 


e =TA32_PERFEVTSELx.Adaptive_Record[34]: If this bit is set and IA32_PEBS_ENABLE.PEBS_EN_PMCx is set for 
the corresponding GP counter, an overflow of PMCx results in generation of an adaptive PEBS record with state 
information based on the selections made in MSR_PEBS_DATA_CFG. If this bit is not set, a basic record is 


generated. 
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1A32_PerfEvtSelX 
Address Range: 0x186 to 0x18D 
Scope: Thread 
Reset value: 0x00000000.0000000 


Figure 18-66. Layout of IA32_Perf€vtSelX MSR Supporting Adaptive PEBS 


e = TA32_FIXED_CTR_CTRL.FCx_Adaptive_Record: If this bit is set and IA32_PEBS_ENABLE.PEBS_EN_FIXEDx is 
set for the corresponding Fixed counter, an overflow of FixedCtrx results in generation of an adaptive PEBS 
record with state information based on the selections made in MSR_PEBS_DATA_CFG. If this bit is not set, a 
basic record is generated. 
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Reserved 


AnyThr_FC2 
AnyThr_FC1 
AnyThr_FCO 


Deprecated 


PMI_FC3 
EN_FC3 
PMI_FC2 
EN_FC2 
EN_FC1 
EN_FCO 


Reserved 
PMI_FC1 
PMI_FCO 


31 23 15 7 0 


63 55 47 39 


w 
Nh 


FC3_ADAPTIVE_RECORD 


FC2_ADAPTIVE_RECORD 
FC1_ADAPTIVE_RECORD 


FCO_ADAPTIVE_RECORD 


IA32_Fixed_CTR_CTRL 
Address: 38DH 
Scope: Thread 
Reset value: 0x00000000.00000000 


Figure 18-67. Layout of IA32_FIXED_CTR_CTRL MSR Supporting Adaptive PEBS 


18.9.2.2 PEBS Record Format 


The data fields in the PEBS record are aggregated into five groups which are described in the sub-sections below. 
Processors that support Adaptive PEBS implement a new MSR called MSR_PEBS_DATA_CFG which allows software 
to select the data groups to be captured. The data groups are not placed at fixed locations in the PEBS record, but 
are positioned immediately after one another, thus making the record format/size variable based on the groups 
selected. 


18.9.2.2.1 Basic Info 


The Basic group contains essential information for software to parse a record along with several critical fields. It is 
always collected. 


Table 18-86. Basic Info Group 


Field Name Bit Width Description 


Record Format [47:0] This field indicates which data groups are included in the record. The field is zero if 
none of the counters that triggered the current PEBS record have their 
Adaptive_Record bit set. Otherwise it contains the value of MSR_PEBS_DATA_CFG. 


[63:48] This field provides the size of the current record in bytes. Selected groups are 
packed back-to-back in the record without gaps or padding for unselected groups. 


Vol. 3B 18-143 


PERFORMANCE MONITORING 


Table 18-86. Basic Info Group (Contd.) 


Instruction Pointer [63:0] This field reports the Eventing Instruction Pointer (EventingIP) of the retired 
instruction that triggered the PEBS record generation. Note that this field is 
different than R/EIP which records the instruction pointer of the next instruction 
to be executed after record generation. The legacy R/EIP field has been removed. 


Applicable Counters [63:0] The Applicable Counters field indicates which counters triggered the generation of 
the PEBS record, linking the record to specific events. This allows software to 
correlate the PEBS record entry properly with the instruction that caused the 
event, even when multiple counters are configured to generate PEBS records and 
multiple bits are set in the field. 


TSC [63:0] This field provides the time stamp counter value when the PEBS record was 
generated. 


18.9.2.2.2 Memory Access Info 


This group contains the legacy PEBS memory-related fields; see Section 18.3.1.1.2. 


Table 18-87. Memory Access Info Group 


Field Name Bit Width Description 


Memory Access Address [63:0] This field contains the linear address of the source of the load, or linear address of 
the destination (target) of the store. This value is written as a 64-bit address in 
canonical form. 


Memory Auxiliary Info [63:0] When MEM_TRANS_RETIRED.* event is configured in a General Purpose counter, 
this field contains an encoded value indicating the memory hierarchy source which 
satisfied the load. These encodings are detailed in Table 18-4 and Table 18-13. If 
the PEBS assist was triggered for a store uop, this field will contain information 
indicating the status of the store, as detailed in Table 18-14. 


Memory Access Latency [63:0] When MEM_TRANS_RETIRED.* event is configured in a General Purpose counter, 
this field contains the latency to service the load in core clock cycles. 


TSX Auxiliary Info [31:0] This field contains the number of cycles in the last TSX region, regardless of 
whether that region had aborted or committed. 


[63:31] This field contains the abort details. Refer to Section 18.3.6.5.1. 


18.9.2.2.3 GPRs 


This group is captured when the GPR bit is enabled in MSR_PEBS_DATA_CFG. GPRs are always 64 bits wide. If they 
are selected for non 64-bit mode, the upper 32-bit of the legacy RAX - RDI and all contents of R8-15 GPRs will be 
filled with Os. In 64bit mode, the full 64 bit value of each register is written. 


The order differs from legacy. The table below shows the order of the GPRs in Ice Lake microarchitecture. 


Table 18-88. GPRs in Ice Lake Microarchitecture 


Field Name Bit Width 
RFLAGS [63:0] 
RIP [63:0] 
RAX [63:0] 
RCX* [63:0] 
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Table 18-88. GPRs in Ice Lake Microarchitecture (Contd.) 


RDX* [63:0] 
RBX* [63:0] 
RSP* [63:0] 
RBP* [63:0] 
RSI* [63:0] 
RDI* [63:0] 
R8 [63:0] 
R15 [63:0] 


The machine state reported in the PEBS record is the committed machine state immediately after the instruction 
that triggers PEBS completes. 


For instance, consider the following instruction sequence: 
MOV eax, [eax]; triggers PEBS record generation 
NOP 


If the mov instruction triggers PEBS record generation, the EventingIP field in the PEBS record will report the 
address of the mov, and the value of EAX in the PEBS record will show the value read from memory, not the target 
address of the read operation. And the value of RIP will contain the linear address of the nop. 


18.9.2.2.4 XMMs 


This group is captured when the XMM bit is enabled in MSR_PEBS_DATA_CFG and SSE is enabled. If SSE is not 
enabled, the fields will contain zeroes. XMM8-XMM15 will also contain zeroes if not in 64-bit mode. 


Table 18-89. XMMs 


Field Name Bit Width 


XMMO [127:0] 


XMM15 [127:0] 


18.9.2.2.5 LBRs 


To capture LBR data in the PEBS record, the LBR bit in MSR_PEBS_DATA_CFG must be enabled. The number of LBR 
entries included in the record can be configured in the LBR_entries field of MSR_PEBS_DATA_CFG. 
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Table 18-90. LBRs 


Field Name Bit Width Description 
LBR[].FROM [63:0] Branch from address. 
LBR[].TO [63:0] Branch to address. 
LBR[].INFO [63:0] Other LBR information, like timing. This field is described in more 


detail in Section 17.12.1, "MSR_LBR_INFO_x MSR". 


LBR entries are recorded into the record starting at LBR[TOS] and proceeding to LBR[TOS-1] and following. Note 
that LBR index is modulo the number of LBRs supporting on the processor. 


18.9.2.3  MSR_PEBS_DATA_CFG 


Bits in MSR_PEBS_DATA_CFG can be set to include data field blocks/groups into adaptive records. The Basic Info 
group is always included in the record. Additionally, the number of LBR entries included in the record is configu- 


rable. 


Reserved 


LBR Entries 


LBRs 

XMMs 

GPRs 
Memory Info 


31 


23 


31 


63 


55 


47 


MSR_PEBS_DATA_CFG 
Address: 3F2H 
Scope: Thread 
Reset value : 0x00000000 .00000000 


39 


63 
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Table 18-91. MSR_PEBS_CFG Programming! 


Bit Bit Index Access Description 

Memory Info 0 R/W Setting this bit will capture memory information such as the linear address, 
data source and latency of the memory access in the PEBS record. 

GPRs 1 R/W Setting this bit will capture the contents of the General Purpose registers 
in the PEBS record. 

XMMs 2 R/W Setting this bit will capture the contents of the XMM registers in the PEBS 
record. 

LBRs 3 R/W Setting this bit will capture LBR TO, FROM and INFO in the PEBS record. 

Reserved? 23:4 NA Reserved 

LBR Entries 31:24 R/W Set the field to the desired number of entries minus 1. For example, if the 
LBR_entries field is 0, a single entry will be included in the record. To 
include 32 LBR entries, set the LBR_entries field to 31 (Ox1F). To ensure 
all PEBS records are 16-byte aligned, it is recommended to select an even 
number of LBR entries (programmed into LBR_entries as an odd number). 

NOTES: 


1. A write to the MSR will be ignored when IA32_MISC_ENABLE.PERFMON_AVAILABLE is zero (default). 
2. Writing to the reserved bits will cause a GP fault. 


18.9.2.4 PEBS Record Examples 


The following example shows the layout of the PEBS record when all data groups are selected (all valid bits in 
MSR_PEBS_DATA_CFG are set) and maximum number of LBRs are selected. There are no gaps in the PEBS record 
when a subset of the groups are selected, thus keeping the layout compact. Implementations that do not support 
some features will have to pad zeroes in the corresponding fields. 


Table 18-92. PEBS Record Example 1 


Offset Group Name Field Name Legacy Name (If Different) 
0x0 Basic Info Record Format New 
Record Size New 
0x8 Instruction Pointer EventingRIP 
0x10 Applicable Counters 
0x18 TSC 
0x20 Memory Info Memory Access Address DLA 
0x28 Memory Auxiliary Info DATA_SRC 
0x30 Memory Access Latency Load Latency 
0x38 TSX Auxiliary Info HLE Information 


Vol. 3B 18-147 


PERFORMANCE MONITORING 


Table 18-92. PEBS Record Example 1 


0x40 GPRs RFLAGS 

0x48 RIP 

0x50 RAX 

0x88 RDI 

0x90 R8 

OxC8 R15 

OxDO XMMs XMMO New 
0x1CO XMM15 

0x1D0 LBRs LBR[TOS].FROM New 
0x1D8 LBR[TOS].TO 

0x1€0 LBR[TOS].INFO 

0x4B8 LBR[TOS +1].FROM 

0x4CO LBR[TOS +1].TO 

0x4C8 LBR[TOS +1].INFO 


The following example shows the layout of the PEBS record when Basic, GPR, and LBR group with 3 LBR entries are 
selected. 


Table 18-93. PEBS Record Example 2 


Offset Group Name Field Name Legacy Name (If Different) 
0x0 Basic Info Record Format New 
Record Size New 
0x8 Instruction Pointer EventingRIP 
0x10 Applicable Counters 
0x18 TSC 
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Table 18-93. PEBS Record Example 2 


0x20 GPRs RFLAGS 

0x28 RIP 

0x30 RAX 

0x68 RDI 

0x70 R8 

OxA8 R15 

0xBO LBRs LBR[TOS].FROM New 
OxB8 LBR[TOS].TO 

OxCO LBR[TOS].INFO 
OxE0 LBR[TOS +1].FROM 
OxE8 LBR[TOS +1].TO 
OxFO LBR[TOS +1].INFO 


18.9.3 Precise Distribution of Instructions Retired (PDIR) Facility 


Precise Distribution of Instructions Retired Facility is available via PEBS on some microarchitectures. Refer to 
Section 18.3.4.4.4. Counters that support PDIR also vary. See the processor specific sections for availability. 


18.9.4 Reduced Skid PEBS 


Processors based on Goldmont Plus microarchitecture support the Reduced Skid PEBS feature described in Section 
18.5.3.1.2 on the IA32_PMCO counter. Although Extended PEBS adds support for generating PEBS records for 
precise events on additional general-purpose and fixed-function performance counters, those counters do not 
support the Reduced Skid PEBS feature. 


18.9.5 €PT-Friendly PEBS 


The 3rd generation Intel Xeon Scalable Family of processors based on Ice Lake microarchitecture (and later proces- 
sors) support VMX guest use of PEBS when the DS Area (including the PEBS Buffer and DS Management Area) is 
allocated from a paged pool of EPT pages. In such a configuration PEBS DS Area accesses may result in VM exits 
(e.g., EPT violations due to “lazy” EPT page-table entry propagation), and in such cases the PEBS record will not be 
lost but instead will “skid” to after the subsequent VM Entry back to the guest. For precise events the guest will 
observe that the record skid by one event occurrence, while for non-precise events the record will skid by one 
instruction. 
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CHAPTER 19 
8086 EMULATION 


IA-32 processors (beginning with the Intel386 processor) provide two ways to execute new or legacy programs 
that are assembled and/or compiled to run on an Intel 8086 processor: 


° Real-address mode. 
¢ Virtual-8086 mode. 


Figure 2-3 shows the relationship of these operating modes to protected mode and system management mode 
(SMM). 


When the processor is powered up or reset, it is placed in the real-address mode. This operating mode almost 
exactly duplicates the execution environment of the Intel 8086 processor, with some extensions. Virtually any 
program assembled and/or compiled to run on an Intel 8086 processor will run on an IA-32 processor in this mode. 


When running in protected mode, the processor can be switched to virtual-8086 mode to run 8086 programs. This 
mode also duplicates the execution environment of the Intel 8086 processor, with extensions. In virtual-8086 
mode, an 8086 program runs as a separate protected-mode task. Legacy 8086 programs are thus able to run 
under an operating system (such as Microsoft Windows*) that takes advantage of protected mode and to use 
protected-mode facilities, such as the protected-mode interrupt- and exception-handling facilities. Protected-mode 
multitasking permits multiple virtual-8086 mode tasks (with each task running a separate 8086 program) to be run 
on the processor along with other non-virtual-8086 mode tasks. 


This section describes both the basic real-address mode execution environment and the virtual-8086-mode execu- 
tion environment, available on the IA-32 processors beginning with the Intel386 processor. 


19.1 REAL-ADDRESS MODE 


The IA-32 architecture’s real-address mode runs programs written for the Intel 8086, Intel 8088, Intel 80186, and 
Intel 80188 processors, or for the real-address mode of the Intel 286, Intel386, Intel486, Pentium, P6 family, 
Pentium 4, and Intel Xeon processors. 


The execution environment of the processor in real-address mode is designed to duplicate the execution environ- 
ment of the Intel 8086 processor. To an 8086 program, a processor operating in real-address mode behaves like a 
high-speed 8086 processor. The principal features of this architecture are defined in Chapter 3, “Basic Execution 
Environment”, of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1. 


The following is a summary of the core features of the real-address mode execution environment as would be seen 
by a program written for the 8086: 


¢ The processor supports a nominal 1-MByte physical address space (see Section 19.1.1, “Address Translation in 
Real-Address Mode”, for specific details). This address space is divided into segments, each of which can be up 
to 64 KBytes in length. The base of a segment is specified with a 16-bit segment selector, which is shifted left 
by 4 bits to form a 20-bit offset from address 0 in the address space. An operand within a segment is addressed 
with a 16-bit offset from the base of the segment. A physical address is thus formed by adding the offset to the 
20-bit segment base (see Section 19.1.1, “Address Translation in Real-Address Mode”). 


¢ All operands in “native 8086 code” are 8-bit or 16-bit values. (Operand size override prefixes can be used to 
access 32-bit operands.) 

e Eight 16-bit general-purpose registers are provided: AX, BX, CX, DX, SP, BP, SI, and DI. The extended 32 bit 
registers (EAX, EBX, ECX, EDX, ESP, EBP, ESI, and EDI) are accessible to programs that explicitly perform a size 
override operation. 

¢ Four segment registers are provided: CS, DS, SS, and ES. (The FS and GS registers are accessible to programs 
that explicitly access them.) The CS register contains the segment selector for the code segment; the DS and 
ES registers contain segment selectors for data segments; and the SS register contains the segment selector 
for the stack segment. 


° The 8086 16-bit instruction pointer (IP) is mapped to the lower 16-bits of the EIP register. Note this register is 
a 32-bit register and unintentional address wrapping may occur. 
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° The 16-bit FLAGS register contains status and control flags. (This register is mapped to the 16 least significant 
bits of the 32-bit EFLAGS register.) 


e All of the Intel 8086 instructions are supported (see Section 19.1.3, “Instructions Supported in Real-Address 
Mode”). 


e Asingle, 16-bit-wide stack is provided for handling procedure calls and invocations of interrupt and exception 
handlers. This stack is contained in the stack segment identified with the SS register. The SP (stack pointer) 
register contains an offset into the stack segment. The stack grows down (toward lower segment offsets) from 
the stack pointer. The BP (base pointer) register also contains an offset into the stack segment that can be used 
as a pointer to a parameter list. When a CALL instruction is executed, the processor pushes the current 
instruction pointer (the 16 least-significant bits of the EIP register and, on far calls, the current value of the CS 
register) onto the stack. On a return, initiated with a RET instruction, the processor pops the saved instruction 
pointer from the stack into the EIP register (and CS register on far returns). When an implicit call to an interrupt 
or exception handler is executed, the processor pushes the EIP, CS, and EFLAGS (low-order 16-bits only) 
registers onto the stack. On a return from an interrupt or exception handler, initiated with an IRET instruction, 
the processor pops the saved instruction pointer and EFLAGS image from the stack into the EIP, CS, and 
EFLAGS registers. 


¢ Asingle interrupt table, called the “interrupt vector table” or “interrupt table,” is provided for handling 
interrupts and exceptions (see Figure 19-2). The interrupt table (which has 4-byte entries) takes the place of 
the interrupt descriptor table (IDT, with 8-byte entries) used when handling protected-mode interrupts and 
exceptions. Interrupt and exception vector numbers provide an index to entries in the interrupt table. Each 
entry provides a pointer (called a “vector”) to an interrupt- or exception-handling procedure. See Section 
19.1.4, “Interrupt and Exception Handling”, for more details. It is possible for software to relocate the IDT by 
means of the LIDT instruction on IA-32 processors beginning with the Intel386 processor. 


° The x87 FPU is active and available to execute x87 FPU instructions in real-address mode. Programs written to 
run on the Intel 8087 and Intel 287 math coprocessors can be run in real-address mode without modification. 


The following extensions to the Intel 8086 execution environment are available in the IA-32 architecture's real- 
address mode. If backwards compatibility to Intel 286 and Intel 8086 processors is required, these features should 
not be used in new programs written to run in real-address mode. 


* Two additional segment registers (FS and GS) are available. 


° Many of the integer and system instructions that have been added to later IA-32 processors can be executed in 
real-address mode (see Section 19.1.3, “Instructions Supported in Real-Address Mode”). 


¢ The 32-bit operand prefix can be used in real-address mode programs to execute the 32-bit forms of instruc- 
tions. This prefix also allows real-address mode programs to use the processor’s 32-bit general-purpose 
registers. 


¢ The 32-bit address prefix can be used in real-address mode programs, allowing 32-bit offsets. 


The following sections describe address formation, registers, available instructions, and interrupt and exception 
handling in real-address mode. For information on I/O in real-address mode, see Chapter 19, “Input/Output”, of 
the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1. 


19.1.1 Address Translation in Real-Address Mode 


In real-address mode, the processor does not interpret segment selectors as indexes into a descriptor table; 
instead, it uses them directly to form linear addresses as the 8086 processor does. It shifts the segment selector 
left by 4 bits to form a 20-bit base address (see Figure 19-1). The offset into a segment is added to the base 
address to create a linear address that maps directly to the physical address space. 


When using 8086-style address translation, it is possible to specify addresses larger than 1 MByte. For example, 
with a segment selector value of FFFFH and an offset of FFFFH, the linear (and physical) address would be 1OFFEFH 
(1 megabyte plus 64 KBytes). The 8086 processor, which can form addresses only up to 20 bits long, truncates the 
high-order bit, thereby “wrapping” this address to FFEFH. When operating in real-address mode, however, the 
processor does not truncate such an address and uses it as a physical address. (Note, however, that for IA-32 
processors beginning with the Intel486 processor, the A20M# signal can be used in real-address mode to mask 
address line A20, thereby mimicking the 20-bit wrap-around behavior of the 8086 processor.) Care should be take 
to ensure that A20M# based address wrapping is handled correctly in multiprocessor based system. 
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19 4 3 0 
Base 16-bit Segment Selector 0000 
zs 19 16 15 0 
Offset | 0000 | 16-bit Effective Address 
~ 49 0 
Ponies 20-bit Linear Address 


Figure 19-1. Real-Address Mode Address Translation 


The IA-32 processors beginning with the Intel386 processor can generate 32-bit offsets using an address override 
prefix; however, in real-address mode, the value of a 32-bit offset may not exceed FFFFH without causing an 
exception. 


For full compatibility with Intel 286 real-address mode, pseudo-protection faults (interrupt 12 or 13) occur if a 32- 
bit offset is generated outside the range 0 through FFFFH. 


19.1.2 Registers Supported in Real-Address Mode 


The register set available in real-address mode includes all the registers defined for the 8086 processor plus the 
new registers introduced in later IA-32 processors, such as the FS and GS segment registers, the debug registers, 
the control registers, and the floating-point unit registers. The 32-bit operand prefix allows a real-address mode 
program to use the 32-bit general-purpose registers (EAX, EBX, ECX, EDX, ESP, EBP, ESI, and EDI). 


19.1.3. Instructions Supported in Real-Address Mode 


The following instructions make up the core instruction set for the 8086 processor. If backwards compatibility to 
the Intel 286 and Intel 8086 processors is required, only these instructions should be used in a new program 
written to run in real-address mode. 


° Move (MOV) instructions that move operands between general-purpose registers, segment registers, and 
between memory and general-purpose registers. 


¢ The exchange (XCHG) instruction. 

¢ Load segment register instructions LDS and LES. 

e ~=Arithmetic instructions ADD, ADC, SUB, SBB, MUL, IMUL, DIV, IDIV, INC, DEC, CMP, and NEG. 
° Logical instructions AND, OR, XOR, and NOT. 

¢ Decimal instructions DAA, DAS, AAA, AAS, AAM, and AAD. 

¢ Stack instructions PUSH and POP (to general-purpose registers and segment registers). 
° Type conversion instructions CWD, CDQ, CBW, and CWDE. 

¢ ~=Shift and rotate instructions SAL, SHL, SHR, SAR, ROL, ROR, RCL, and RCR. 

¢ TEST instruction. 

* Control instructions JMP, Jcc, CALL, RET, LOOP, LOOPE, and LOOPNE. 

¢ Interrupt instructions INT n, INTO, and IRET. 

¢ EFLAGS control instructions STC, CLC, CMC, CLD, STD, LAHF, SAHF, PUSHF, and POPF. 
¢ I/O instructions IN, INS, OUT, and OUTS. 

° Load effective address (LEA) instruction, and translate (XLATB) instruction. 
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¢ LOCK prefix. 

°® Repeat prefixes REP, REPE, REPZ, REPNE, and REPNZ. 
¢ Processor halt (HLT) instruction. 

¢ No operation (NOP) instruction. 


The following instructions, added to later IA-32 processors (some in the Intel 286 processor and the remainder in 
the Intel386 processor), can be executed in real-address mode, if backwards compatibility to the Intel 8086 
processor is not required. 


® Move (MOV) instructions that operate on the control and debug registers. 

¢ Load segment register instructions LSS, LFS, and LGS. 

* Generalized multiply instructions and multiply immediate data. 

¢ ~=Shift and rotate by immediate counts. 

® Stack instructions PUSHA, PUSHAD, POPA and POPAD, and PUSH immediate data. 
® Move with sign extension instructions MOVSX and MOVZX. 

¢ Long-displacement Jcc instructions. 

° Exchange instructions CMPXCHG, CMPXCHG8B, and XADD. 

¢ String instructions MOVS, CMPS, SCAS, LODS, and STOS. 


° Bit test and bit scan instructions BT, BTS, BTR, BTC, BSF, and BSR; the byte-set-on condition instruction SETcc; 
and the byte swap (BSWAP) instruction. 


* Double shift instructions SHLD and SHRD. 

¢ EFLAGS control instructions PUSHF and POPF. 
¢ ENTER and LEAVE control instructions. 

¢ BOUND instruction. 

* CPU identification (CPUID) instruction. 


° System instructions CLTS, INVD, WINVD, INVLPG, LGDT, SGDT, LIDT, SIDT, LMSW, SMSW, RDMSR, WRMSR, 
RDTSC, and RDPMC. 


Execution of any of the other IA-32 architecture instructions (not given in the previous two lists) in real-address 
mode result in an invalid-opcode exception (#UD) being generated. 


19.1.4 Interrupt and Exception Handling 


When operating in real-address mode, software must provide interrupt and exception-handling facilities that are 
separate from those provided in protected mode. Even during the early stages of processor initialization when the 
processor is still in real-address mode, elementary real-address mode interrupt and exception-handling facilities 
must be provided to ensure reliable operation of the processor, or the initialization code must ensure that no inter- 
rupts or exceptions will occur. 


The IA-32 processors handle interrupts and exceptions in real-address mode similar to the way they handle them 
in protected mode. When a processor receives an interrupt or generates an exception, it uses the vector number of 
the interrupt or exception as an index into the interrupt table. (In protected mode, the interrupt table is called the 
interrupt descriptor table (IDT), but in real-address mode, the table is usually called the interrupt vector 
table, or simply the interrupt table.) The entry in the interrupt vector table provides a pointer to an interrupt- or 
exception-handler procedure. (The pointer consists of a segment selector for a code segment and a 16-bit offset 
into the segment.) The processor performs the following actions to make an implicit call to the selected handler: 


1. Pushes the current values of the CS and EIP registers onto the stack. (Only the 16 least-significant bits of the 
EIP register are pushed.) 


Pushes the low-order 16 bits of the EFLAGS register onto the stack. 
Clears the IF flag in the EFLAGS register to disable interrupts. 
Clears the TF, RF, and AC flags, in the EFLAGS register. 
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5. Transfers program control to the location specified in the interrupt vector table. 


An IRET instruction at the end of the handler procedure reverses these steps to return program control to the inter- 
rupted program. Exceptions do not return error codes in real-address mode. 


The interrupt vector table is an array of 4-byte entries (see Figure 19-2). Each entry consists of a far pointer to a 
handler procedure, made up of a segment selector and an offset. The processor scales the interrupt or exception 
vector by 4 to obtain an offset into the interrupt table. Following reset, the base of the interrupt vector table is 
located at physical address 0 and its limit is set to 3FFH. In the Intel 8086 processor, the base address and limit of 
the interrupt vector table cannot be changed. In the later IA-32 processors, the base address and limit of the inter- 
rupt vector table are contained in the IDTR register and can be changed using the LIDT instruction. 


(For backward compatibility to Intel 8086 processors, the default base address and limit of the interrupt vector 
table should not be changed. ) 


A Up to Entry 255 A 
Entry 3 
12 
Entry 2 
8 
Entry 1 
4 
Segment Selector 2 
Interrupt Vector 0*—>>| 
Offset 0=<— 
15 0 
* Interrupt vector number 0 selects entry 0 
(called “interrupt vector 0”) in the interrupt IDTR 
vector table. Interrupt vector 0 in turn 
points to the start of the interrupt handler 
for interrupt 0. 


Figure 19-2. Interrupt Vector Table in Real-Address Mode 


Table 19-1 shows the interrupt and exception vectors that can be generated in real-address mode and virtual-8086 
mode, and in the Intel 8086 processor. See Chapter 6, “Interrupt and Exception Handling”, for a description of the 
exception conditions. 


19.2 VIRTUAL-8086 MODE 


Virtual-8086 mode is actually a special type of a task that runs in protected mode. When the operating-system or 
executive switches to a virtual-8086-mode task, the processor emulates an Intel 8086 processor. The execution 
environment of the processor while in the 8086-emulation state is the same as is described in Section 19.1, “Real- 
Address Mode” for real-address mode, including the extensions. The major difference between the two modes is 
that in virtual-8086 mode the 8086 emulator uses some protected-mode services (such as the protected-mode 
interrupt and exception-handling and paging facilities). 
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As in real-address mode, any new or legacy program that has been assembled and/or compiled to run on an Intel 
8086 processor will run in a virtual-8086-mode task. And several 8086 programs can be run as virtual-8086-mode 
tasks concurrently with normal protected-mode tasks, using the processor’s multitasking facilities. 

Table 19-1. Real-Address Mode Exceptions and Interrupts 


oe Description Real-Address Mode | Virtual-8086 Mode Intel 8086 Processor 
O. 

0 Divide Error (#DE) Yes Yes Yes 

1 Debug Exception (#DB) Yes Yes No 

2 NMI Interrupt Yes Yes Yes 

3 Breakpoint (#BP) Yes Yes Yes 

4 Overflow (#OF) Yes Yes Yes 

5 BOUND Range Exceeded (#BR) Yes Yes Reserved 
6 Invalid Opcode (#UD) Yes Yes Reserved 
7 Device Not Available (#NM) Yes Yes Reserved 
8 Double Fault (#DF) Yes Yes Reserved 
9 (Intel reserved. Do not use.) Reserved Reserved Reserved 
10 Invalid TSS (#TS) Reserved Yes Reserved 
11 Segment Not Present (#NP) Reserved Yes Reserved 
12 Stack Fault (#SS) Yes Yes Reserved 
13 General Protection (#GP)* Yes Yes Reserved 
14 Page Fault (#PF) Reserved Yes Reserved 
15 (Intel reserved. Do not use.) Reserved Reserved Reserved 
16 Floating-Point Error (#MF) Yes Yes Reserved 
17 Alignment Check (#AC) Reserved Yes Reserved 
18 Machine Check (#MC) Yes Yes Reserved 
19-31 (Intel reserved. Do not use.) Reserved Reserved Reserved 
32-255 User Defined Interrupts Yes Yes Yes 
NOTE: 


* In the real-address mode, vector 13 is the segment overrun exception. In protected and virtual-8086 modes, this exception cov- 
ers all general-protection error conditions, including traps to the virtual-8086 monitor from virtual-8086 mode. 


19.2.1. Enabling Virtual-8086 Mode 


The processor runs in virtual-8086 mode when the VM (virtual machine) flag in the EFLAGS register is set. This flag 
can only be set when the processor switches to a new protected-mode task or resumes virtual-8086 mode via an 
IRET instruction. 


System software cannot change the state of the VM flag directly in the EFLAGS register (for example, by using the 
POPFD instruction). Instead it changes the flag in the image of the EFLAGS register stored in the TSS or on the 
stack following a call to an interrupt- or exception-handler procedure. For example, software sets the VM flag in the 
EFLAGS image in the TSS when first creating a virtual-8086 task. 


The processor tests the VM flag under three general conditions: 
¢ When loading segment registers, to determine whether to use 8086-style address translation. 


¢ When decoding instructions, to determine which instructions are not supported in virtual-8086 mode and which 
instructions are sensitive to IOPL. 
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¢ When checking privileged instructions, on page accesses, or when performing other permission checks. 
(Virtual-8086 mode always executes at CPL 3.) 


19.2.2 Structure of a Virtual-8086 Task 


A virtual-8086-mode task consists of the following items: 
¢ A 32-bit TSS for the task. 

¢ The 8086 program. 

° A virtual-8086 monitor. 

* 8086 operating-system services. 


The TSS of the new task must be a 32-bit TSS, not a 16-bit TSS, because the 16-bit TSS does not load the most- 
significant word of the EFLAGS register, which contains the VM flag. All TSS’s, stacks, data, and code used to handle 
exceptions when in virtual-8086 mode must also be 32-bit segments. 


The processor enters virtual-8086 mode to run the 8086 program and returns to protected mode to run the virtual- 
8086 monitor. 


The virtual-8086 monitor is a 32-bit protected-mode code module that runs at a CPL of 0. The monitor consists of 
initialization, interrupt- and exception-handling, and I/O emulation procedures that emulate a personal computer 
or other 8086-based platform. Typically, the monitor is either part of or closely associated with the protected-mode 
general-protection (#GP) exception handler, which also runs at a CPL of 0. As with any protected-mode code 
module, code-segment descriptors for the virtual-8086 monitor must exist in the GDT or in the task’s LDT. The 
virtual-8086 monitor also may need data-segment descriptors so it can examine the IDT or other parts of the 8086 
program in the first 1 MByte of the address space. The linear addresses above 10FFEFH are available for the 
monitor, the operating system, and other system software. 


The 8086 operating-system services consists of a kernel and/or operating-system procedures that the 8086 
program makes calls to. These services can be implemented in either of the following two ways: 


°  =They can be included in the 8086 program. This approach is desirable for either of the following reasons: 
— The 8086 program code modifies the 8086 operating-system services. 


— There is not sufficient development time to merge the 8086 operating-system services into main operating 
system or executive. 


¢ They can be implemented or emulated in the virtual-8086 monitor. This approach is desirable for any of the 
following reasons: 
— The 8086 operating-system procedures can be more easily coordinated among several virtual-8086 tasks. 


— Memory can be saved by not duplicating 8086 operating-system procedure code for several virtual-8086 
tasks. 


— The 8086 operating-system procedures can be easily emulated by calls to the main operating system or 
executive. 


The approach chosen for implementing the 8086 operating-system services may result in different virtual-8086- 
mode tasks using different 8086 operating-system services. 


19.2.3. Paging of Virtual-8086 Tasks 


Even though a program running in virtual-8086 mode can use only 20-bit linear addresses, the processor converts 
these addresses into 32-bit linear addresses before mapping them to the physical address space. If paging is being 
used, the 8086 address space for a program running in virtual-8086 mode can be paged and located in a set of 
pages in physical address space. If paging is used, it is transparent to the program running in virtual-8086 mode 
just as it is for any task running on the processor. 


Paging is not necessary for a single virtual-8086-mode task, but paging is useful or necessary in the following situ- 
ations: 
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When running multiple virtual-8086-mode tasks. Here, paging allows the lower 1 MByte of the linear address 
space for each virtual-8086-mode task to be mapped to a different physical address location. 


When emulating the 8086 address-wraparound that occurs at 1 MByte. When using 8086-style address trans- 
lation, it is possible to specify addresses larger than 1 MByte. These addresses automatically wraparound in the 
Intel 8086 processor (see Section 19.1.1, “Address Translation in Real-Address Mode”). If any 8086 programs 
depend on address wraparound, the same effect can be achieved in a virtual-8086-mode task by mapping the 
linear addresses between 100000H and 110000H and linear addresses between 0 and 10000H to the same 
physical addresses. 


When sharing the 8086 operating-system services or ROM code that is common to several 8086 programs 
running as different 8086-mode tasks. 


When redirecting or trapping references to memory-mapped I/O devices. 


19.2.4 Protection within a Virtual-8086 Task 


Protection is not enforced between the segments of an 8086 program. Either of the following techniques can be 
used to protect the system software running in a virtual-8086-mode task from the 8086 program: 


Reserve the first 1 MByte plus 64 KBytes of each task’s linear address space for the 8086 program. An 8086 
processor task cannot generate addresses outside this range. 


Use the U/S flag of page-table entries to protect the virtual-8086 monitor and other system software in the 
virtual-8086 mode task space. When the processor is in virtual-8086 mode, the CPL is 3. Therefore, an 8086 
processor program has only user privileges. If the pages of the virtual-8086 monitor have supervisor privilege, 
they cannot be accessed by the 8086 program. 


19.2.5 Entering Virtual-8086 Mode 


Figure 19-3 summarizes the methods of entering and leaving virtual-8086 mode. The processor switches to 
virtual-8086 mode in either of the following situations: 


Task switch when the VM flag is set to 1 in the EFLAGS register image stored in the TSS for the task. Here the 
task switch can be initiated in either of two ways: 


— ACALL or JMP instruction. 
— An IRET instruction, where the NT flag in the EFLAGS image is set to 1. 


Return from a protected-mode interrupt or exception handler when the VM flag is set to 1 in the EFLAGS 
register image on the stack. 


When a task switch is used to enter virtual-8086 mode, the TSS for the virtual-8086-mode task must be a 32-bit 
TSS. (If the new TSS is a 16-bit TSS, the upper word of the EFLAGS register is not in the TSS, causing the processor 
to clear the VM flag when it loads the EFLAGS register.) The processor updates the VM flag prior to loading the 
segment registers from their images in the new TSS. The new setting of the VM flag determines whether the 
processor interprets the contents of the segment registers as 8086-style segment selectors or protected-mode 
segment selectors. When the VM flag is set, the segment registers are loaded from the TSS, using 8086-style 
address translation to form base addresses. 


See Section 19.3, “Interrupt and Exception Handling in Virtual-8086 Mode”, for information on entering virtual- 
8086 mode on a return from an interrupt or exception handler. 
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NOTES: 

1. Task switch carried out in either of two ways: 

- CALL or JMP where the VM flag in the EFLAGS image is 1. 
- IRET where VM is 1 and NT is 1. 

2. Hardware interrupt or exception; software interrupt (INT n) when IOPL is 3. 

3. General-protection exception caused by software interrupt (INT n), IRET, 
POPF, PUSHF, IN, or OUT when IOPL is less than 3. 

4. Normal return from protected-mode interrupt or exception handler. 

5. Areturn from the 8086 monitor to redirect an interrupt or exception back 
to an interrupt or exception handler in the 8086 program running in virtual- 
8086 mode. 

6. Internal redirection of a software interrupt (INT n) when VME is 1, 

IOPL is <3, and the redirection bit is 1. 


Figure 19-3. Entering and Leaving Virtual-8086 Mode 


19.2.6 Leaving Virtual-8086 Mode 


The processor can leave the virtual-8086 mode only through an interrupt or exception. The following are situations 
where an interrupt or exception will lead to the processor leaving virtual-8086 mode (see Figure 19-3): 


¢ The processor services a hardware interrupt generated to signal the suspension of execution of the virtual- 
8086 application. This hardware interrupt may be generated by a timer or other external mechanism. Upon 
receiving the hardware interrupt, the processor enters protected mode and switches to a protected-mode (or 
another virtual-8086 mode) task either through a task gate in the protected-mode IDT or through a trap or 
interrupt gate that points to a handler that initiates a task switch. A task switch from a virtual-8086 task to 
another task loads the EFLAGS register from the TSS of the new task. The value of the VM flag in the new 
EFLAGS determines if the new task executes in virtual-8086 mode or not. 


¢ The processor services an exception caused by code executing the virtual-8086 task or services a hardware 
interrupt that “belongs to” the virtual-8086 task. Here, the processor enters protected mode and services the 
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exception or hardware interrupt through the protected-mode IDT (normally through an interrupt or trap gate) 
and the protected-mode exception- and interrupt-handlers. The processor may handle the exception or 
interrupt within the context of the virtual 8086 task and return to virtual-8086 mode on a return from the 
handler procedure. The processor may also execute a task switch and handle the exception or interrupt in the 
context of another task. 


¢ The processor services a software interrupt generated by code executing in the virtual-8086 task (such as a 
software interrupt to call a MS-DOS* operating system routine). The processor provides several methods of 
handling these software interrupts, which are discussed in detail in Section 19.3.3, “Class 3—Software 
Interrupt Handling in Virtual-8086 Mode”. Most of them involve the processor entering protected mode, often 
by means of a general-protection (#GP) exception. In protected mode, the processor can send the interrupt to 
the virtual-8086 monitor for handling and/or redirect the interrupt back to the application program running in 
virtual-8086 mode task for handling. 


IA-32 processors that incorporate the virtual mode extension (enabled with the VME flag in control register 
CR4) are capable of redirecting software-generated interrupts back to the program’s interrupt handlers without 
leaving virtual-8086 mode. See Section 19.3.3.4, “Method 5: Software Interrupt Handling”, for more 
information on this mechanism. 


¢ A hardware reset initiated by asserting the RESET or INIT pin is a special kind of interrupt. When a RESET or 
INIT is signaled while the processor is in virtual-8086 mode, the processor leaves virtual-8086 mode and enters 
real-address mode. 


¢ Execution of the HLT instruction in virtual-8086 mode will cause a general-protection (GP#) fault, which the 
protected-mode handler generally sends to the virtual-8086 monitor. The virtual-8086 monitor then 
determines the correct execution sequence after verifying that it was entered as a result of a HLT execution. 


See Section 19.3, “Interrupt and Exception Handling in Virtual-8086 Mode”, for information on leaving virtual-8086 
mode to handle an interrupt or exception generated in virtual-8086 mode. 


19.2.7 Sensitive Instructions 


When an IA-32 processor is running in virtual-8086 mode, the CLI, STI, PUSHF, POPF, INT n, and IRET instructions 
are sensitive to IOPL. The IN, INS, OUT, and OUTS instructions, which are sensitive to IOPL in protected mode, are 
not sensitive in virtual-8086 mode. 


The CPL is always 3 while running in virtual-8086 mode; if the IOPL is less than 3, an attempt to use the IOPL-sensi- 
tive instructions listed above triggers a general-protection exception (#GP). These instructions are sensitive to 
IOPL to give the virtual-8086 monitor a chance to emulate the facilities they affect. 


19.2.8 Virtual-8086 Mode I/O 


Many 8086 programs written for non-multitasking systems directly access I/O ports. This practice may cause prob- 
lems in a multitasking environment. If more than one program accesses the same port, they may interfere with 
each other. Most multitasking systems require application programs to access I/O ports through the operating 
system. This results in simplified, centralized control. 


The processor provides I/O protection for creating I/O that is compatible with the environment and transparent to 
8086 programs. Designers may take any of several possible approaches to protecting I/O ports: 


¢ Protect the I/O address space and generate exceptions for all attempts to perform I/O directly. 
¢ Let the 8086 program perform I/O directly. 

°® Generate exceptions on attempts to access specific I/O ports. 

* Generate exceptions on attempts to access specific memory-mapped I/O ports. 


The method of controlling access to I/O ports depends upon whether they are I/O-port mapped or memory 
mapped. 
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19.2.8.1  1/0-Port-Mapped I/O 


The I/O permission bit map in the TSS can be used to generate exceptions on attempts to access specific I/O port 
addresses. The I/O permission bit map of each virtual-8086-mode task determines which I/O addresses generate 
exceptions for that task. Because each task may have a different I/O permission bit map, the addresses that 
generate exceptions for one task may be different from the addresses for another task. This differs from protected 
mode in which, if the CPL is less than or equal to the IOPL, I/O access is allowed without checking the I/O permis- 
sion bit map. See Chapter 19, “Input/Output”, in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1, for more information about the I/O permission bit map. 


19.2.8.2 Memory-Mapped I/O 


In systems which use memory-mapped I/O, the paging facilities of the processor can be used to generate excep- 
tions for attempts to access I/O ports. The virtual-8086 monitor may use paging to control memory-mapped I/O in 
these ways: 


° Map part of the linear address space of each task that needs to perform I/O to the physical address space 
where I/O ports are placed. By putting the I/O ports at different addresses (in different pages), the paging 
mechanism can enforce isolation between tasks. 


° Map part of the linear address space to pages that are not-present. This generates an exception whenever a 
task attempts to perform I/O to those pages. System software then can interpret the I/O operation being 
attempted. 


Software emulation of the I/O space may require too much operating system intervention under some conditions. 
In these cases, it may be possible to generate an exception for only the first attempt to access I/O. The system 
software then may determine whether a program can be given exclusive control of I/O temporarily, the protection 
of the I/O space may be lifted, and the program allowed to run at full speed. 


19.2.8.3. Special I/O Buffers 


Buffers of intelligent controllers (for example, a bit-mapped frame buffer) also can be emulated using page 
mapping. The linear space for the buffer can be mapped to a different physical space for each virtual-8086-mode 
task. The virtual-8086 monitor then can control which virtual buffer to copy onto the real buffer in the physical 
address space. 


19.3. INTERRUPT AND EXCEPTION HANDLING IN VIRTUAL-8086 MODE 


When the processor receives an interrupt or detects an exception condition while in virtual-8086 mode, it invokes 
an interrupt or exception handler, just as it does in protected or real-address mode. The interrupt or exception 
handler that is invoked and the mechanism used to invoke it depends on the class of interrupt or exception that has 
been detected or generated and the state of various system flags and fields. 


In virtual-8086 mode, the interrupts and exceptions are divided into three classes for the purposes of handling: 


° Class 1 — All processor-generated exceptions and all hardware interrupts, including the NMI interrupt and the 
hardware interrupts sent to the processor’s external interrupt delivery pins. All class 1 exceptions and 
interrupts are handled by the protected-mode exception and interrupt handlers. 


° Class 2 — Special case for maskable hardware interrupts (Section 6.3.2, ‘“Maskable Hardware Interrupts”) 
when the virtual mode extensions are enabled. 


* Class 3 — All software-generated interrupts, that is interrupts generated with the INT n instruction?. 


The method the processor uses to handle class 2 and 3 interrupts depends on the setting of the following flags and 
fields: 


¢ IOPL field (bits 12 and 13 in the EFLAGS register) — Controls how class 3 software interrupts are handled 
when the processor is in virtual-8086 mode (see Section 2.3, “System Flags and Fields in the EFLAGS 


1. The INT 3 instruction is a special case (See the description of the INT ninstruction in Chapter 3, “Instruction Set Reference, A-L", of 
the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 2A). 
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Register”). This field also controls the enabling of the VIF and VIP flags in the EFLAGS register when the VME 
flag is set. The VIF and VIP flags are provided to assist in the handling of class 2 maskable hardware interrupts. 


© VME flag (bit O in control register CR4) — Enables the virtual mode extension for the processor when set 
(see Section 2.5, “Control Registers”). 


* Software interrupt redirection bit map (32 bytes in the TSS, see Figure 19-5) — Contains 256 flags 
that indicates how class 3 software interrupts should be handled when they occur in virtual-8086 mode. A 
software interrupt can be directed either to the interrupt and exception handlers in the currently running 8086 
program or to the protected-mode interrupt and exception handlers. 


¢ The virtual interrupt flag (VIF) and virtual interrupt pending flag (VIP) in the EFLAGS register — 
Provides virtual interrupt support for the handling of class 2 maskable hardware interrupts (see Section 
19.3.2, “Class 2—Maskable Hardware Interrupt Handling in Virtual-8086 Mode Using the Virtual Interrupt 
Mechanism”). 


NOTE 


The VME flag, software interrupt redirection bit map, and VIF and VIP flags are only available in 
IA-32 processors that support the virtual mode extensions. These extensions were introduced in 
the IA-32 architecture with the Pentium processor. 


The following sections describe the actions that processor takes and the possible actions of interrupt and exception 
handlers for the two classes of interrupts described in the previous paragraphs. These sections describe three 
possible types of interrupt and exception handlers: 


¢ Protected-mode interrupt and exceptions handlers — These are the standard handlers that the processor 
calls through the protected-mode IDT. 


* Virtual-8086 monitor interrupt and exception handlers — These handlers are resident in the virtual-8086 
monitor, and they are commonly accessed through a general-protection exception (#GP, interrupt 13) that is 
directed to the protected-mode general-protection exception handler. 


* 8086 program interrupt and exception handlers — These handlers are part of the 8086 program that is 
running in virtual-8086 mode. 


The following sections describe how these handlers are used, depending on the selected class and method of inter- 
rupt and exception handling. 


19.3.1 Class 1—Hardware Interrupt and Exception Handling in Virtual-8086 Mode 


In virtual-8086 mode, the Pentium, P6 family, Pentium 4, and Intel Xeon processors handle hardware interrupts 
and exceptions in the same manner as they are handled by the Intel486 and Intel386 processors. They invoke the 
protected-mode interrupt or exception handler that the interrupt or exception vector points to in the IDT. Here, the 
IDT entry must contain either a 32-bit trap or interrupt gate or a task gate. The following sections describe various 
ways that a virtual-8086 mode interrupt or exception can be handled after the protected-mode handler has been 
invoked. 


See Section 19.3.2, “Class 2—Maskable Hardware Interrupt Handling in Virtual-8086 Mode Using the Virtual Inter- 
rupt Mechanism”, for a description of the virtual interrupt mechanism that is available for handling maskable hard- 
ware interrupts while in virtual-8086 mode. When this mechanism is either not available or not enabled, maskable 
hardware interrupts are handled in the same manner as exceptions, as described in the following sections. 


19.3.1.1 Handling an Interrupt or Exception Through a Protected-Mode Trap or Interrupt Gate 


When an interrupt or exception vector points to a 32-bit trap or interrupt gate in the IDT, the gate must in turn point 
to a nonconforming, privilege-level 0, code segment. When accessing this code segment, processor performs the 
following steps. 


1. Switches to 32-bit protected mode and privilege level 0. 


2. Saves the state of the processor on the privilege-level 0 stack. The states of the EIP, CS, EFLAGS, ESP, SS, ES, 
DS, FS, and GS registers are saved (see Figure 19-4). 
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Clears the segment registers. Saving the DS, ES, FS, and GS registers on the stack and then clearing the 
registers lets the interrupt or exception handler safely save and restore these registers regardless of the type 
segment selectors they contain (protected-mode or 8086-style). The interrupt and exception handlers, which 
may be called in the context of either a protected-mode task or a virtual-8086-mode task, can use the same 
code sequences for saving and restoring the registers for any task. Clearing these registers before execution of 
the IRET instruction does not cause a trap in the interrupt handler. Interrupt procedures that expect values in 
the segment registers or that return values in the segment registers must use the register images saved on the 
stack for privilege level 0. 


Clears VM, NT, RF and TF flags (in the EFLAGS register). If the gate is an interrupt gate, clears the IF flag. 
Begins executing the selected interrupt or exception handler. 


If the trap or interrupt gate references a procedure in a conforming segment or in a segment at a privilege level 
other than O, the processor generates a general-protection exception (#GP). Here, the error code is the segment 
selector of the code segment to which a call was attempted. 


Without Error Code With Error Code 
Unused <— a from Unused << =a from 
Old GS Old GS 
Old FS Old FS 
Old DS Old DS 
Old ES Old ES 
Old SS Old SS 
Old ESP Old ESP 
Old EFLAGS Old EFLAGS 
Old CS Old CS 
Old EIP ~<— New ESP Old EIP 
Error Code <— New ESP 


Figure 19-4. Privilege Level O Stack After Interrupt or 
Exception in Virtual-8086 Mode 


Interrupt and exception handlers can examine the VM flag on the stack to determine if the interrupted procedure 
was running in virtual-8086 mode. If so, the interrupt or exception can be handled in one of three ways: 


The protected-mode interrupt or exception handler that was called can handle the interrupt or exception. 


The protected-mode interrupt or exception handler can call the virtual-8086 monitor to handle the interrupt or 
exception. 


The virtual-8086 monitor (if called) can in turn pass control back to the 8086 program’s interrupt and exception 
handler. 


If the interrupt or exception is handled with a protected-mode handler, the handler can return to the interrupted 
program in virtual-8086 mode by executing an IRET instruction. This instruction loads the EFLAGS and segment 
registers from the images saved in the privilege level 0 stack (see Figure 19-4). A set VM flag in the EFLAGS image 
causes the processor to switch back to virtual-8086 mode. The CPL at the time the IRET instruction is executed 
must be 0, otherwise the processor does not change the state of the VM flag. 
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The virtual-8086 monitor runs at privilege level 0, like the protected-mode interrupt and exception handlers. It is 
commonly closely tied to the protected-mode general-protection exception (#GP, vector 13) handler. If the 
protected-mode interrupt or exception handler calls the virtual-8086 monitor to handle the interrupt or exception, 
the return from the virtual-8086 monitor to the interrupted virtual-8086 mode program requires two return 
instructions: a RET instruction to return to the protected-mode handler and an IRET instruction to return to the 
interrupted program. 


The virtual-8086 monitor has the option of directing the interrupt and exception back to an interrupt or exception 
handler that is part of the interrupted 8086 program, as described in Section 19.3.1.2, “Handling an Interrupt or 
Exception With an 8086 Program Interrupt or Exception Handler”. 


19.3.1.2 Handling an Interrupt or Exception With an 8086 Program Interrupt or Exception Handler 


Because it was designed to run on an 8086 processor, an 8086 program running in a virtual-8086-mode task 
contains an 8086-style interrupt vector table, which starts at linear address 0. If the virtual-8086 monitor correctly 
directs an interrupt or exception vector back to the virtual-8086-mode task it came from, the handlers in the 8086 
program can handle the interrupt or exception. The virtual-8086 monitor must carry out the following steps to send 
an interrupt or exception back to the 8086 program: 


1. Use the 8086 interrupt vector to locate the appropriate handler procedure in the 8086 program interrupt table. 


2. Store the EFLAGS (low-order 16 bits only), CS and EIP values of the 8086 program on the privilege-level 3 
stack. This is the stack that the virtual-8086-mode task is using. (The 8086 handler may use or modify this 
information. ) 


3. Change the return link on the privilege-level 0 stack to point to the privilege-level 3 handler procedure. 
Execute an IRET instruction to pass control to the 8086 program handler. 


5. When the IRET instruction from the privilege-level 3 handler triggers a general-protection exception (#GP) and 
thus effectively again calls the virtual-8086 monitor, restore the return link on the privilege-level 0 stack to 
point to the original, interrupted, privilege-level 3 procedure. 


6. Copy the low order 16 bits of the EFLAGS image from the privilege-level 3 stack to the privilege-level 0 stack 
(because some 8086 handlers modify these flags to return information to the code that caused the interrupt). 


7. Execute an IRET instruction to pass control back to the interrupted 8086 program. 


Note that if an operating system intends to support all 8086 MS-DOS-based programs, it is necessary to use the 
actual 8086 interrupt and exception handlers supplied with the program. The reason for this is that some programs 
modify their own interrupt vector table to substitute (or hook in series) their own specialized interrupt and excep- 
tion handlers. 


19.3.1.3. Handling an Interrupt or Exception Through a Task Gate 


When an interrupt or exception vector points to a task gate in the IDT, the processor performs a task switch to the 
selected interrupt- or exception-handling task. The following actions are carried out as part of this task switch: 


1. The EFLAGS register with the VM flag set is saved in the current TSS. 


2. The link field in the TSS of the called task is loaded with the segment selector of the TSS for the interrupted 
virtual-8086-mode task. 


3. The EFLAGS register is loaded from the image in the new TSS, which clears the VM flag and causes the 
processor to switch to protected mode. 


4. The NT flag in the EFLAGS register is set. 
5. The processor begins executing the selected interrupt- or exception-handler task. 


When an IRET instruction is executed in the handler task and the NT flag in the EFLAGS register is set, the proces- 
sors switches from a protected-mode interrupt- or exception-handler task back to a virtual-8086-mode task. Here, 
the EFLAGS and segment registers are loaded from images saved in the TSS for the virtual-8086-mode task. If the 
VM flag is set in the EFLAGS image, the processor switches back to virtual-8086 mode on the task switch. The CPL 
at the time the IRET instruction is executed must be 0, otherwise the processor does not change the state of the 
VM flag. 
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19.3.2 Class 2—Maskable Hardware Interrupt Handling in Virtual-8086 Mode Using the 
Virtual Interrupt Mechanism 


Maskable hardware interrupts are those interrupts that are delivered through the INTR# pin or through an inter- 
rupt request to the local APIC (see Section 6.3.2, “Maskable Hardware Interrupts”). These interrupts can be inhib- 
ited (masked) from interrupting an executing program or task by clearing the IF flag in the EFLAGS register. 


When the VME flag in control register CR4 is set and the IOPL field in the EFLAGS register is less than 3, two addi- 
tional flags are activated in the EFLAGS register: 


¢  =VIF (virtual interrupt) flag, bit 19 of the EFLAGS register. 
¢ VIP (virtual interrupt pending) flag, bit 20 of the EFLAGS register. 


These flags provide the virtual-8086 monitor with more efficient control over handling maskable hardware inter- 
rupts that occur during virtual-8086 mode tasks. They also reduce interrupt-handling overhead, by eliminating the 
need for all IF related operations (such as PUSHF, POPF, CLI, and STI instructions) to trap to the virtual-8086 
monitor. The purpose and use of these flags are as follows. 


NOTE 


The VIF and VIP flags are only available in IA-32 processors that support the virtual mode 
extensions. These extensions were introduced in the IA-32 architecture with the Pentium 
processor. When this mechanism is either not available or not enabled, maskable hardware 
interrupts are handled as class 1 interrupts. Here, if VIF and VIP flags are needed, the virtual-8086 
monitor can implement them in software. 


Existing 8086 programs commonly set and clear the IF flag in the EFLAGS register to enable and disable maskable 
hardware interrupts, respectively; for example, to disable interrupts while handling another interrupt or an excep- 
tion. This practice works well in single task environments, but can cause problems in multitasking and multiple- 
processor environments, where it is often desirable to prevent an application program from having direct control 
over the handling of hardware interrupts. When using earlier IA-32 processors, this problem was often solved by 
creating a virtual IF flag in software. The IA-32 processors (beginning with the Pentium processor) provide hard- 
ware support for this virtual IF flag through the VIF and VIP flags. 


The VIF flag is a virtualized version of the IF flag, which an application program running from within a virtual-8086 
task can used to control the handling of maskable hardware interrupts. When the VIF flag is enabled, the CLI and 
STI instructions operate on the VIF flag instead of the IF flag. When an 8086 program executes the CLI instruction, 
the processor clears the VIF flag to request that the virtual-8086 monitor inhibit maskable hardware interrupts 
from interrupting program execution; when it executes the STI instruction, the processor sets the VIF flag 
requesting that the virtual-8086 monitor enable maskable hardware interrupts for the 8086 program. But actually 
the IF flag, managed by the operating system, always controls whether maskable hardware interrupts are enabled. 
Also, if under these circumstances an 8086 program tries to read or change the IF flag using the PUSHF or POPF 
instructions, the processor will change the VIF flag instead, leaving IF unchanged. 


The VIP flag provides software a means of recording the existence of a deferred (or pending) maskable hardware 
interrupt. This flag is read by the processor but never explicitly written by the processor; it can only be written by 
software. 


If the IF flag is set and the VIF and VIP flags are enabled, and the processor receives a maskable hardware inter- 
rupt (interrupt vector 0 through 255), the processor performs and the interrupt handler software should perform 
the following operations: 


1. The processor invokes the protected-mode interrupt handler for the interrupt received, as described in the 
following steps. These steps are almost identical to those described for method 1 interrupt and exception 
handling in Section 19.3.1.1, “Handling an Interrupt or Exception Through a Protected-Mode Trap or Interrupt 
Gate”: 


a. Switches to 32-bit protected mode and privilege level 0. 


b. Saves the state of the processor on the privilege-level 0 stack. The states of the EIP, CS, EFLAGS, ESP, SS, 
ES, DS, FS, and GS registers are saved (see Figure 19-4). 


c. Clears the segment registers. 
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d. Clears the VM flag in the EFLAGS register. 
e. Begins executing the selected protected-mode interrupt handler. 


2. The recommended action of the protected-mode interrupt handler is to read the VM flag from the EFLAGS 
image on the stack. If this flag is set, the handler makes a call to the virtual-8086 monitor. 


3. The virtual-8086 monitor should read the VIF flag in the EFLAGS register. 


— Ifthe VIF flag is clear, the virtual-8086 monitor sets the VIP flag in the EFLAGS image on the stack to 
indicate that there is a deferred interrupt pending and returns to the protected-mode handler. 


— Ifthe VIF flag is set, the virtual-8086 monitor can handle the interrupt if it “belongs” to the 8086 program 
running in the interrupted virtual-8086 task; otherwise, it can call the protected-mode interrupt handler to 
handle the interrupt. 


4. The protected-mode handler executes a return to the program executing in virtual-8086 mode. 
5. Upon returning to virtual-8086 mode, the processor continues execution of the 8086 program. 


When the 8086 program is ready to receive maskable hardware interrupts, it executes the STI instruction to set the 
VIF flag (enabling maskable hardware interrupts). Prior to setting the VIF flag, the processor automatically checks 
the VIP flag and does one of the following, depending on the state of the flag: 


° Ifthe VIP flag is clear (indicating no pending interrupts), the processor sets the VIF flag. 


e If the VIP flag is set (indicating a pending interrupt), the processor generates a general-protection exception 
(#GP). 


The recommended action of the protected-mode general-protection exception handler is to then call the virtual- 
8086 monitor and let it handle the pending interrupt. After handling the pending interrupt, the typical action of the 
virtual-8086 monitor is to clear the VIP flag and set the VIF flag in the EFLAGS image on the stack, and then 
execute a return to the virtual-8086 mode. The next time the processor receives a maskable hardware interrupt, it 
will then handle it as described in steps 1 through 5 earlier in this section. 


If the processor finds that both the VIF and VIP flags are set at the beginning of an instruction, it generates a 
general-protection exception. This action allows the virtual-8086 monitor to handle the pending interrupt for the 
virtual-8086 mode task for which the VIF flag is enabled. Note that this situation can only occur immediately 
following execution of a POPF or IRET instruction or upon entering a virtual-8086 mode task through a task switch. 


Note that the states of the VIF and VIP flags are not modified in real-address mode or during transitions between 
real-address and protected modes. 


NOTE 


The virtual interrupt mechanism described in this section is also available for use in protected 
mode, see Section 19.4, “Protected-Mode Virtual Interrupts”. 


19.3.3. Class 3—Software Interrupt Handling in Virtual-8086 Mode 


When the processor receives a software interrupt (an interrupt generated with the INT rn instruction) while in 
virtual-8086 mode, it can use any of six different methods to handle the interrupt. The method selected depends 
on the settings of the VME flag in control register CR4, the IOPL field in the EFLAGS register, and the software inter- 
rupt redirection bit map in the TSS. Table 19-2 lists the six methods of handling software interrupts in virtual-8086 
mode and the respective settings of the VME flag, IOPL field, and the bits in the interrupt redirection bit map for 
each method. The table also summarizes the various actions the processor takes for each method. 


The VME flag enables the virtual mode extensions for the Pentium and later IA-32 processors. When this flag is 
clear, the processor responds to interrupts and exceptions in virtual-8086 mode in the same manner as an Intel386 
or Intel486 processor does. When this flag is set, the virtual mode extension provides the following enhancements 
to virtual-8086 mode: 


° Speeds up the handling of software-generated interrupts in virtual-8086 mode by allowing the processor to 
bypass the virtual-8086 monitor and redirect software interrupts back to the interrupt handlers that are part of 
the currently running 8086 program. 


* Supports virtual interrupts for software written to run on the 8086 processor. 


19-16 Vol. 3B 


8086 EMULATION 


The IOPL value interacts with the VME flag and the bits in the interrupt redirection bit map to determine how 
specific software interrupts should be handled. 


The software interrupt redirection bit map (see Figure 19-5) is a 32-byte field in the TSS. This map is located 
directly below the I/O permission bit map in the TSS. Each bit in the interrupt redirection bit map is mapped to an 
interrupt vector. Bit 0 in the interrupt redirection bit map (which maps to vector zero in the interrupt table) is 
located at the I/O base map address in the TSS minus 32 bytes. When a bit in this bit map is set, it indicates that 
the associated software interrupt (interrupt generated with an INT rn instruction) should be handled through the 
protected-mode IDT and interrupt and exception handlers. When a bit in this bit map is clear, the processor redi- 
rects the associated software interrupt back to the interrupt table in the 8086 program (located at linear address 0 
in the program’s address space). 


NOTE 


The software interrupt redirection bit map does not affect hardware generated interrupts and 
exceptions. Hardware generated interrupts and exceptions are always handled by the protected- 
mode interrupt and exception handlers. 


Table 19-2. Software Interrupt Handling Methods While in Virtual-8086 Mode 
Bit in 
Redir. 
Method | VME | IOPL | Bitmap* Processor Action 


1 0 3 X Interrupt directed to a protected-mode interrupt handler: 


* Switches to privilege-level O stack 
» Pushes GS, FS, DS and ES onto privilege-level 0 stack 

= Pushes SS, ESP, EFLAGS, CS and EIP of interrupted task onto privilege-level O stack 
* Clears VM, RF, NT, and TF flags 


If serviced through interrupt gate, clears IF flag 
Clears GS, FS, DS and ES to 0 
Sets CS and EIP from interrupt gate 


2 0) <3 X Interrupt directed to protected-mode general-protection exception (#GP) handler. 


3 1 <3 1 Interrupt directed to a protected-mode general-protection exception (#GP) handler; VIF and VIP 
flag support for handling class 2 maskable hardware interrupts. 


4 1 3 1 Interrupt directed to protected-mode interrupt handler: (see method 1 processor action). 


5 1 3 0 Interrupt redirected to 8086 program interrupt handler: 


* Pushes EFLAGS 

* Pushes CS and EIP (lower 16 bits only) 

* Clears IF flag 

* Clears TF flag 

* Loads CS and EIP (lower 16 bits only) from selected entry in the interrupt vector table of the 
current virtual-8086 task 


6 1 <3 0 Interrupt redirected to 8086 program interrupt handler; VIF and VIP flag support for handling class 
2 maskable hardware interrupts: 


* Pushes EFLAGS with IOPL set to 3 and VIF copied to IF 

* Pushes CS and EIP (lower 16 bits only) 

* Clears the VIF flag 

* Clears TF flag 

* Loads CS and EIP (lower 16 bits only) from selected entry in the interrupt vector table of the 
current virtual-8086 task 


NOTE: 


* When set to O, software interrupt is redirected back to the 8086 program interrupt handler; when set to 1, interrupt is directed to 
protected-mode handler. 
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Figure 19-5. Software Interrupt Redirection Bit Map in TSS 


Redirecting software interrupts back to the 8086 program potentially speeds up interrupt handling because a 
switch back and forth between virtual-8086 mode and protected mode is not required. This latter interrupt- 
handling technique is particularly useful for 8086 operating systems (such as MS-DOS) that use the INT rn instruc- 
tion to call operating system procedures. 


The CPUID instruction can be used to verify that the virtual mode extension is implemented on the processor. Bit 1 
of the feature flags register (EDX) indicates the availability of the virtual mode extension (see “CPUID—CPU Iden- 
tification” in Chapter 3, “Instruction Set Reference, A-L”, of the Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 2A). 


The following sections describe the six methods (or mechanisms) for handling software interrupts in virtual-8086 
mode. See Section 19.3.2, “Class 2—Maskable Hardware Interrupt Handling in Virtual-8086 Mode Using the Virtual 
Interrupt Mechanism”, for a description of the use of the VIF and VIP flags in the EFLAGS register for handling 
maskable hardware interrupts. 


19.3.3.1 Method 1: Software Interrupt Handling 


When the VME flag in control register CR4 is clear and the IOPL field is 3, a Pentium or later IA-32 processor 
handles software interrupts in the same manner as they are handled by an Intel386 or Intel486 processor. It 
executes an implicit call to the interrupt handler in the protected-mode IDT pointed to by the interrupt vector. See 
Section 19.3.1, “Class 1—Hardware Interrupt and Exception Handling in Virtual-8086 Mode”, for a complete 
description of this mechanism and its possible uses. 


19.3.3.2 Methods 2 and 3: Software Interrupt Handling 


When a software interrupt occurs in virtual-8086 mode and the method 2 or 3 conditions are present, the processor 
generates a general-protection exception (#GP). Method 2 is enabled when the VME flag is set to 0 and the IOPL 
value is less than 3. Here the IOPL value is used to bypass the protected-mode interrupt handlers and cause any 
software interrupt that occurs in virtual-8086 mode to be treated as a protected-mode general-protection excep- 
tion (#GP). The general-protection exception handler calls the virtual-8086 monitor, which can then emulate an 
8086-program interrupt handler or pass control back to the 8086 program’s handler, as described in Section 
19.3.1.2, “Handling an Interrupt or Exception With an 8086 Program Interrupt or Exception Handler”. 


Method 3 is enabled when the VME flag is set to 1, the IOPL value is less than 3, and the corresponding bit for the 
software interrupt in the software interrupt redirection bit map is set to 1. Here, the processor performs the same 


19-18 Vol. 3B 


8086 EMULATION 


operation as it does for method 2 software interrupt handling. If the corresponding bit for the software interrupt in 
the software interrupt redirection bit map is set to 0, the interrupt is handled using method 6 (see Section 19.3.3.5, 
“Method 6: Software Interrupt Handling”). 


19.3.3.3. Method 4: Software Interrupt Handling 


Method 4 handling is enabled when the VME flag is set to 1, the IOPL value is 3, and the bit for the interrupt vector 
in the redirection bit map is set to 1. Method 4 software interrupt handling allows method 1 style handling when the 
virtual mode extension is enabled; that is, the interrupt is directed to a protected-mode handler (see Section 
19.3.3.1, “Method 1: Software Interrupt Handling”). 


19.3.3.4 Method 5: Software Interrupt Handling 


Method 5 software interrupt handling provides a streamlined method of redirecting software interrupts (invoked 
with the INT rn instruction) that occur in virtual 8086 mode back to the 8086 program’s interrupt vector table and 
its interrupt handlers. Method 5 handling is enabled when the VME flag is set to 1, the IOPL value is 3, and the bit 
for the interrupt vector in the redirection bit map is set to 0. The processor performs the following actions to make 
an implicit call to the selected 8086 program interrupt handler: 


1. Pushes the low-order 16 bits of the EFLAGS register onto the stack. 


2. Pushes the current values of the CS and EIP registers onto the current stack. (Only the 16 least-significant bits 
of the EIP register are pushed and no stack switch occurs. ) 


Clears the IF flag in the EFLAGS register to disable interrupts. 
Clears the TF flag, in the EFLAGS register. 
Locates the 8086 program interrupt vector table at linear address O for the 8086-mode task. 


Oe 


Loads the CS and EIP registers with values from the interrupt vector table entry pointed to by the interrupt 
vector number. Only the 16 low-order bits of the EIP are loaded and the 16 high-order bits are set to 0. The 
interrupt vector table is assumed to be at linear address O of the current virtual-8086 task. 


7. Begins executing the selected interrupt handler. 


An IRET instruction at the end of the handler procedure reverses these steps to return program control to the inter- 
rupted 8086 program. 


Note that with method 5 handling, a mode switch from virtual-8086 mode to protected mode does not occur. The 
processor remains in virtual-8086 mode throughout the interrupt-handling operation. 


The method 5 handling actions are virtually identical to the actions the processor takes when handling software 
interrupts in real-address mode. The benefit of using method 5 handling to access the 8086 program handlers is 
that it avoids the overhead of methods 2 and 3 handling, which requires first going to the virtual-8086 monitor, 
then to the 8086 program handler, then back again to the virtual-8086 monitor, before returning to the interrupted 
8086 program (see Section 19.3.1.2, “Handling an Interrupt or Exception With an 8086 Program Interrupt or 
Exception Handler”). 


NOTE 


Methods 1 and 4 handling can handle a software interrupt in a virtual-8086 task with a regular 
protected-mode handler, but this approach requires all virtual-8086 tasks to use the same software 
interrupt handlers, which generally does not give sufficient latitude to the programs running in the 
virtual-8086 tasks, particularly MS-DOS programs. 


19.3.3.5 Method 6: Software Interrupt Handling 


Method 6 handling is enabled when the VME flag is set to 1, the IOPL value is less than 3, and the bit for the inter- 
rupt or exception vector in the redirection bit map is set to 0. With method 6 interrupt handling, software interrupts 
are handled in the same manner as was described for method 5 handling (see Section 19.3.3.4, “Method 5: Soft- 
ware Interrupt Handling”). 
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Method 6 differs from method 5 in that with the IOPL value set to less than 3, the VIF and VIP flags in the EFLAGS 
register are enabled, providing virtual interrupt support for handling class 2 maskable hardware interrupts (see 
Section 19.3.2, “Class 2—Maskable Hardware Interrupt Handling in Virtual-8086 Mode Using the Virtual Interrupt 
Mechanism”). These flags provide the virtual-8086 monitor with an efficient means of handling maskable hardware 
interrupts that occur during a virtual-8086 mode task. Also, because the IOPL value is less than 3 and the VIF flag 
is enabled, the information pushed on the stack by the processor when invoking the interrupt handler is slightly 
different between methods 5 and 6 (see Table 19-2). 


19.4 PROTECTED-MODE VIRTUAL INTERRUPTS 


The IA-32 processors (beginning with the Pentium processor) also support the VIF and VIP flags in the EFLAGS 
register in protected mode by setting the PVI (protected-mode virtual interrupt) flag in the CR4 register. Setting the 
PVI flag allows applications running at privilege level 3 to execute the CLI and STI instructions without causing a 
general-protection exception (#GP) or affecting hardware interrupts. 


When the PVI flag is set to 1, the CPL is 3, and the IOPL is less than 3, the STI and CLI instructions set and clear 
the VIF flag in the EFLAGS register, leaving IF unaffected. In this mode of operation, an application running in 
protected mode and at a CPL of 3 can inhibit interrupts in the same manner as is described in Section 19.3.2, “Class 
2—Maskable Hardware Interrupt Handling in Virtual-8086 Mode Using the Virtual Interrupt Mechanism”, for a 
virtual-8086 mode task. When the application executes the CLI instruction, the processor clears the VIF flag. If the 
processor receives a maskable hardware interrupt, the processor invokes the protected-mode interrupt handler. 
This handler checks the state of the VIF flag in the EFLAGS register. If the VIF flag is clear (indicating that the active 
task does not want to have interrupts handled now), the handler sets the VIP flag in the EFLAGS image on the stack 
and returns to the privilege-level 3 application, which continues program execution. When the application executes 
a STI instruction to set the VIF flag, the processor automatically invokes the general-protection exception handler, 
which can then handle the pending interrupt. After handing the pending interrupt, the handler typically sets the VIF 
flag and clears the VIP flag in the EFLAGS image on the stack and executes a return to the application program. The 
next time the processor receives a maskable hardware interrupt, the processor will handle it in the normal manner 
for interrupts received while the processor is operating at a CPL of 3. 


If the protected-mode virtual interrupt extension is enabled, CPL = 3, and the processor finds that both the VIF and 
VIP flags are set at the beginning of an instruction, a general-protection exception is generated. 


Because the protected-mode virtual interrupt extension changes only the treatment of EFLAGS.IF (by having CLI 
and STI update EFLAGS.VIF instead), it affects only the masking of maskable hardware interrupts (interrupt 
vectors 32 through 255). NMI interrupts and exceptions are handled in the normal manner. 


(When protected-mode virtual interrupts are disabled (that is, when the PVI flag in control register CR4 is set to 0, 
the CPL is less than 3, or the IOPL value is 3), then the CLI and STI instructions execute in a manner compatible 
with the Intel486 processor. That is, if the CPL is greater (less privileged) than the I/O privilege level (IOPL), a 
general-protection exception occurs. If the IOPL value is 3, CLI and STI clear or set the IF flag, respectively. ) 


PUSHF, POPF, IRET and INT are executed like in the Intel486 processor, regardless of whether protected-mode 
virtual interrupts are enabled. 


It is only possible to enter virtual-8086 mode through a task switch or the execution of an IRET instruction, and it 
is only possible to leave virtual-8086 mode by faulting to a protected-mode interrupt handler (typically the general- 
protection exception handler, which in turn calls the virtual 8086-mode monitor). In both cases, the EFLAGS 
register is saved and restored. This is not true, however, in protected mode when the PVI flag is set and the 
processor is not in virtual-8086 mode. Here, it is possible to call a procedure at a different privilege level, in which 
case the EFLAGS register is not saved or modified. However, the states of VIF and VIP flags are never examined by 
the processor when the CPL is not 3. 
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CHAPTER 20 
MIXING 16-BIT AND 32-BIT CODE 


Program modules written to run on IA-32 processors can be either 16-bit modules or 32-bit modules. Table 20-1 
shows the characteristic of 16-bit and 32-bit modules. 


Table 20-1. Characteristics of 16-Bit and 32-Bit Program Modules 


Characteristic 16-Bit Program Modules 32-Bit Program Modules 
Segment Size 0 to 64 KBytes 0 to 4 GBytes 
Operand Sizes 8 bits and 16 bits 8 bits and 32 bits 
Pointer Offset Size (Address Size) 16 bits 32 bits 
Stack Pointer Size 16 Bits 32 Bits 
Control Transfers Allowed to Code Segments | 16 Bits 32 Bits 
of This Size 


The IA-32 processors function most efficiently when executing 32-bit program modules. They can, however, also 
execute 16-bit program modules, in any of the following ways: 


° Inreal-address mode. 
¢ In virtual-8086 mode. 
¢ System management mode (SMM). 


e Asa protected-mode task, when the code, data, and stack segments for the task are all configured as a 16-bit 
segments. 


° By integrating 16-bit and 32-bit segments into a single protected-mode task. 
¢ By integrating 16-bit operations into 32-bit code segments. 


Real-address mode, virtual-8086 mode, and SMM are native 16-bit modes. A legacy program assembled and/or 
compiled to run on an Intel 8086 or Intel 286 processor should run in real-address mode or virtual-8086 mode 
without modification. Sixteen-bit program modules can also be written to run in real-address mode for handling 
system initialization or to run in SMM for handling system management functions. See Chapter 19, “8086 Emula- 
tion,” for detailed information on real-address mode and virtual-8086 mode; see Chapter 30, “System Manage- 
ment Mode,” for information on SMM. 


This chapter describes how to integrate 16-bit program modules with 32-bit program modules when operating in 
protected mode and how to mix 16-bit and 32-bit code within 32-bit code segments. 


20.1. DEFINING 16-BIT AND 32-BIT PROGRAM MODULES 


The following IA-32 architecture mechanisms are used to distinguish between and support 16-bit and 32-bit 
segments and operations: 


° The D (default operand and address size) flag in code-segment descriptors. 
° The B (default stack size) flag in stack-segment descriptors. 

® 16-bit and 32-bit call gates, interrupt gates, and trap gates. 

* Operand-size and address-size instruction prefixes. 

° 16-bit and 32-bit general-purpose registers. 


The D flag in a code-segment descriptor determines the default operand-size and address-size for the instructions 
of a code segment. (In real-address mode and virtual-8086 mode, which do not use segment descriptors, the 
default is 16 bits.) A code segment with its D flag set is a 32-bit segment; a code segment with its D flag clear is a 
16-bit segment. 
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The B flag in the stack-segment descriptor specifies the size of stack pointer (the 32-bit ESP register or the 16-bit 
SP register) used by the processor for implicit stack references. The B flag for all data descriptors also controls 
upper address range for expand down segments. 


When transferring program control to another code segment through a call gate, interrupt gate, or trap gate, the 
operand size used during the transfer is determined by the type of gate used (16-bit or 32-bit), (not by the D-flag 
or prefix of the transfer instruction). The gate type determines how return information is saved on the stack (or 
stacks). 


For most efficient and trouble-free operation of the processor, 32-bit programs or tasks should have the D flag in 
the code-segment descriptor and the B flag in the stack-segment descriptor set, and 16-bit programs or tasks 
should have these flags clear. Program control transfers from 16-bit segments to 32-bit segments (and vice versa) 
are handled most efficiently through call, interrupt, or trap gates. 


Instruction prefixes can be used to override the default operand size and address size of a code segment. These 
prefixes can be used in real-address mode as well as in protected mode and virtual-8086 mode. An operand-size or 
address-size prefix only changes the size for the duration of the instruction. 


20.2 MIXING 16-BIT AND 32-BIT OPERATIONS WITHIN A CODE SEGMENT 


The following two instruction prefixes allow mixing of 32-bit and 16-bit operations within one segment: 
¢ The operand-size prefix (66H) 
¢ The address-size prefix (67H) 


These prefixes reverse the default size selected by the D flag in the code-segment descriptor. For example, the 
processor can interpret the (MOV mem, reg) instruction in any of four ways: 


° Ina 32-bit code segment: 
— Moves 32 bits from a 32-bit register to memory using a 32-bit effective address. 


— If preceded by an operand-size prefix, moves 16 bits from a 16-bit register to memory using a 32-bit 
effective address. 


— If preceded by an address-size prefix, moves 32 bits from a 32-bit register to memory using a 16-bit 
effective address. 


— If preceded by both an address-size prefix and an operand-size prefix, moves 16 bits from a 16-bit register 
to memory using a 16-bit effective address. 


° Ina 16-bit code segment: 
— Moves 16 bits from a 16-bit register to memory using a 16-bit effective address. 


— If preceded by an operand-size prefix, moves 32 bits from a 32-bit register to memory using a 16-bit 
effective address. 


— If preceded by an address-size prefix, moves 16 bits from a 16-bit register to memory using a 32-bit 
effective address. 


— If preceded by both an address-size prefix and an operand-size prefix, moves 32 bits from a 32-bit register 
to memory using a 32-bit effective address. 


The previous examples show that any instruction can generate any combination of operand size and address size 
regardless of whether the instruction is in a 16- or 32-bit segment. The choice of the 16- or 32-bit default for a code 
segment is normally based on the following criteria: 


¢ Performance — Always use 32-bit code segments when possible. They run much faster than 16-bit code 
segments on P6 family processors, and somewhat faster on earlier IA-32 processors. 


°* The operating system the code segment will be running on — If the operating system is a 16-bit 
operating system, it may not support 32-bit program modules. 


° Mode of operation — If the code segment is being designed to run in real-address mode, virtual-8086 mode, 
or SMM, it must be a 16-bit code segment. 
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¢ Backward compatibility to earlier IA-32 processors — If a code segment must be able to run on an Intel 
8086 or Intel 286 processor, it must be a 16-bit code segment. 


20.3. SHARING DATA AMONG MIXED-SIZE CODE SEGMENTS 


Data segments can be accessed from both 16-bit and 32-bit code segments. When a data segment that is larger 
than 64 KBytes is to be shared among 16- and 32-bit code segments, the data that is to be accessed from the 16- 
bit code segments must be located within the first 64 KBytes of the data segment. The reason for this is that 16- 
bit pointers by definition can only point to the first 64 KBytes of a segment. 


A stack that spans less than 64 KBytes can be shared by both 16- and 32-bit code segments. This class of stacks 
includes: 


° Stacks in expand-up segments with the G (granularity) and B (big) flags in the stack-segment descriptor clear. 
¢ Stacks in expand-down segments with the G and B flags clear. 


¢ Stacks in expand-up segments with the G flag set and the B flag clear and where the stack is contained 
completely within the lower 64 KBytes. (Offsets greater than FFFFH can be used for data, other than the stack, 
which is not shared.) 


See Section 3.4.5, “Segment Descriptors,” for a description of the G and B flags and the expand-down stack type. 


The B flag cannot, in general, be used to change the size of stack used by a 16-bit code segment. This flag controls 
the size of the stack pointer only for implicit stack references such as those caused by interrupts, exceptions, and 
the PUSH, POP, CALL, and RET instructions. It does not control explicit stack references, such as accesses to 
parameters or local variables. A 16-bit code segment can use a 32-bit stack only if the code is modified so that all 
explicit references to the stack are preceded by the 32-bit address-size prefix, causing those references to use 32- 
bit addressing and explicit writes to the stack pointer are preceded by a 32-bit operand-size prefix. 


In 32-bit, expand-down segments, all offsets may be greater than 64 KBytes; therefore, 16-bit code cannot use 
this kind of stack segment unless the code segment is modified to use 32-bit addressing. 


20.4 TRANSFERRING CONTROL AMONG MIXED-SIZE CODE SEGMENTS 


There are three ways for a procedure in a 16-bit code segment to safely make a call to a 32-bit code segment: 
¢ Make the call through a 32-bit call gate. 


° Make a 16-bit call to a 32-bit interface procedure. The interface procedure then makes a 32-bit call to the 
intended destination. 


° Modify the 16-bit procedure, inserting an operand-size prefix before the call, to change it to a 32-bit call. 


Likewise, there are three ways for procedure in a 32-bit code segment to safely make a call to a 16-bit code 
segment: 


° Make the call through a 16-bit call gate. Here, the EIP value at the CALL instruction cannot exceed FFFFH. 


¢ Make a 32-bit call to a 16-bit interface procedure. The interface procedure then makes a 16-bit call to the 
intended destination. 


° Modify the 32-bit procedure, inserting an operand-size prefix before the call, changing it to a 16-bit call. Be 
certain that the return offset does not exceed FFFFH. 


These methods of transferring program control overcome the following architectural limitations imposed on calls 
between 16-bit and 32-bit code segments: 


¢ Pointers from 16-bit code segments (which by default can only be 16 bits) cannot be used to address data or 
code located beyond FFFFH in a 32-bit segment. 


¢ The operand-size attributes for a CALL and its companion RETURN instruction must be the same to maintain 
stack coherency. This is also true for implicit calls to interrupt and exception handlers and their companion IRET 
instructions. 

° A 32-bit parameters (particularly a pointer parameter) greater than FFFFH cannot be squeezed into a 16-bit 
parameter location on a stack. 
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¢ The size of the stack pointer (SP or ESP) changes when switching between 16-bit and 32-bit code segments. 
These limitations are discussed in greater detail in the following sections. 


20.4.1 Code-Segment Pointer Size 


For control-transfer instructions that use a pointer to identify the next instruction (that is, those that do not use 
gates), the operand-size attribute determines the size of the offset portion of the pointer. The implications of this 
rule are as follows: 


¢ AJMP, CALL, or RET instruction from a 32-bit segment to a 16-bit segment is always possible using a 32-bit 
operand size, providing the 32-bit pointer does not exceed FFFFH. 


° AJMP, CALL, or RET instruction from a 16-bit segment to a 32-bit segment cannot address a destination greater 
than FFFFH, unless the instruction is given an operand-size prefix. 


See Section 20.4.5, “Writing Interface Procedures,” for an interface procedure that can transfer program control 
from 16-bit segments to destinations in 32-bit segments beyond FFFFH. 


20.4.2 Stack Management for Control Transfer 


Because the stack is managed differently for 16-bit procedure calls than for 32-bit calls, the operand-size attribute 
of the RET instruction must match that of the CALL instruction (see Figure 20-1). On a 16-bit call, the processor 
pushes the contents of the 16-bit IP register and (for calls between privilege levels) the 16-bit SP register. The 
matching RET instruction must also use a 16-bit operand size to pop these 16-bit values from the stack into the 16- 
bit registers. 


A 32-bit CALL instruction pushes the contents of the 32-bit EIP register and (for inter-privilege-level calls) the 32- 
bit ESP register. Here, the matching RET instruction must use a 32-bit operand size to pop these 32-bit values from 
the stack into the 32-bit registers. If the two parts of a CALL/RET instruction pair do not have matching operand 
sizes, the stack will not be managed correctly and the values of the instruction pointer and stack pointer will not be 
restored to correct values. 
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Without Privilege Transition 


After 16-bit Call After 32-bit Call 


With Privilege Transition 


After 16-bit Call After 32-bit Call 
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Figure 20-1. Stack after Far 16- and 32-Bit Calls 


While executing 32-bit code, if a call is made to a 16-bit code segment which is at the same or a more privileged 
level (that is, the DPL of the called code segment is less than or equal to the CPL of the calling code segment) 
through a 16-bit call gate, then the upper 16-bits of the ESP register may be unreliable upon returning to the 32- 
bit code segment (that is, after executing a RET in the 16-bit code segment). 


When the CALL instruction and its matching RET instruction are in code segments that have D flags with the same 
values (that is, both are 32-bit code segments or both are 16-bit code segments), the default settings may be 
used. When the CALL instruction and its matching RET instruction are in segments which have different D-flag 
settings, an operand-size prefix must be used. 


20.4.2.1 Controlling the Operand-Size Attribute For a Call 


Three things can determine the operand-size of a call: 

¢ The D flag in the segment descriptor for the calling code segment. 

¢ An operand-size instruction prefix. 

° The type of call gate (16-bit or 32-bit), if a call is made through a call gate. 


When a call is made with a pointer (rather than a call gate), the D flag for the calling code segment determines the 
operand-size for the CALL instruction. This operand-size attribute can be overridden by prepending an operand- 
size prefix to the CALL instruction. So, for example, if the D flag for a code segment is set for 16 bits and the 
operand-size prefix is used with a CALL instruction, the processor will cause the information stored on the stack to 
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be stored in 32-bit format. If the call is to a 32-bit code segment, the instructions in that code segment will be able 
to read the stack coherently. Also, a RET instruction from the 32-bit code segment without an operand-size prefix 
will maintain stack coherency with the 16-bit code segment being returned to. 


When a CALL instruction references a call-gate descriptor, the type of call is determined by the type of call gate (16- 
bit or 32-bit). The offset to the destination in the code segment being called is taken from the gate descriptor; 
therefore, if a 32-bit call gate is used, a procedure in a 16-bit code segment can call a procedure located more than 
64 KBytes from the base of a 32-bit code segment, because a 32-bit call gate uses a 32-bit offset. 


Note that regardless of the operand size of the call and how it is determined, the size of the stack pointer used (SP 
or ESP) is always controlled by the B flag in the stack-segment descriptor currently in use (that is, when B is clear, 
SP is used, and when B is set, ESP is used). 


An unmodified 16-bit code segment that has run successfully on an 8086 processor or in real-mode on a later IA- 
32 architecture processor will have its D flag clear and will not use operand-size override prefixes. As a result, all 
CALL instructions in this code segment will use the 16-bit operand-size attribute. Procedures in these code 
segments can be modified to safely call procedures to 32-bit code segments in either of two ways: 


°®  Relink the CALL instruction to point to 32-bit call gates (see Section 20.4.2.2, “Passing Parameters With a 
Gate”). 


e =Add a 32-bit operand-size prefix to each CALL instruction. 


20.4.2.2 Passing Parameters With a Gate 


When referencing 32-bit gates with 16-bit procedures, it is important to consider the number of parameters passed 
in each procedure call. The count field of the gate descriptor specifies the size of the parameter string to copy from 
the current stack to the stack of a more privileged (numerically lower privilege level) procedure. The count field of 
a 16-bit gate specifies the number of 16-bit words to be copied, whereas the count field of a 32-bit gate specifies 
the number of 32-bit doublewords to be copied. The count field for a 32-bit gate must thus be half the size of the 
number of words being placed on the stack by a 16-bit procedure. Also, the 16-bit procedure must use an even 
number of words as parameters. 


20.4.3 ‘Interrupt Control Transfers 


A program-control transfer caused by an exception or interrupt is always carried out through an interrupt or trap 
gate (located in the IDT). Here, the type of the gate (16-bit or 32-bit) determines the operand-size attribute used 
in the implicit call to the exception or interrupt handler procedure in another code segment. 


A 32-bit interrupt or trap gate provides a safe interface to a 32-bit exception or interrupt handler when the excep- 
tion or interrupt occurs in either a 32-bit or a 16-bit code segment. It is sometimes impractical, however, to place 
exception or interrupt handlers in 16-bit code segments, because only 16-bit return addresses are saved on the 
stack. If an exception or interrupt occurs in a 32-bit code segment when the EIP was greater than FFFFH, the 16- 
bit handler procedure cannot provide the correct return address. 


20.4.4 Parameter Translation 


When segment offsets or pointers (which contain segment offsets) are passed as parameters between 16-bit and 
32-bit procedures, some translation is required. If a 32-bit procedure passes a pointer to data located beyond 64 
KBytes to a 16-bit procedure, the 16-bit procedure cannot use it. Except for this limitation, interface code can 
perform any format conversion between 32-bit and 16-bit pointers that may be needed. 


Parameters passed by value between 32-bit and 16-bit code also may require translation between 32-bit and 16- 
bit formats. The form of the translation is application-dependent. 


20.4.5 Writing Interface Procedures 


Placing interface code between 32-bit and 16-bit procedures can be the solution to the following interface prob- 
lems: 
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Allowing procedures in 16-bit code segments to call procedures with offsets greater than FFFFH in 32-bit code 
segments. 


Matching operand-size attributes between companion CALL and RET instructions. 


Translating parameters (data), including managing parameter strings with a variable count or an odd number 
of 16-bit words. 


The possible invalidation of the upper bits of the ESP register. 


The interface procedure is simplified where these rules are followed. 


1. 


2; 
3. 


The interface procedure must reside in a 32-bit code segment (the D flag for the code-segment descriptor is 
set). 


All procedures that may be called by 16-bit procedures must have offsets not greater than FFFFH. 
All return addresses saved by 16-bit procedures must have offsets not greater than FFFFH. 


The interface procedure becomes more complex if any of these rules are violated. For example, if a 16-bit proce- 
dure calls a 32-bit procedure with an entry point beyond FFFFH, the interface procedure will need to provide the 
offset to the entry point. The mapping between 16- and 32-bit addresses is only performed automatically when a 
call gate is used, because the gate descriptor for a call gate contains a 32-bit address. When a call gate is not used, 
the interface code must provide the 32-bit address. 


The structure of the interface procedure depends on the types of calls it is going to support, as follows: 


Calls from 16-bit procedures to 32-bit procedures — Calls to the interface procedure from a 16-bit code 
segment are made with 16-bit CALL instructions (by default, because the D flag for the calling code-segment 
descriptor is clear), and 16-bit operand-size prefixes are used with RET instructions to return from the interface 
procedure to the calling procedure. Calls from the interface procedure to 32-bit procedures are performed with 
32-bit CALL instructions (by default, because the D flag for the interface procedure’s code segment is set), and 
returns from the called procedures to the interface procedure are performed with 32-bit RET instructions (also 
by default). 


Calls from 32-bit procedures to 16-bit procedures — Calls to the interface procedure from a 32-bit code 
segment are made with 32-bit CALL instructions (by default), and returns to the calling procedure from the 
interface procedure are made with 32-bit RET instructions (also by default). Calls from the interface procedure 
to 16-bit procedures require the CALL instructions to have the operand-size prefixes, and returns from the 
called procedures to the interface procedure are performed with 16-bit RET instructions (by default). 
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CHAPTER 21 
ARCHITECTURE COMPATIBILITY 


Intel 64 and IA-32 processors are binary compatible. Compatibility means that, within limited constraints, 
programs that execute on previous generations of processors will produce identical results when executed on later 
processors. The compatibility constraints and any implementation differences between the Intel 64 and IA-32 
processors are described in this chapter. 


Each new processor has enhanced the software visible architecture from that found in earlier Intel 64 and IA-32 
processors. Those enhancements have been defined with consideration for compatibility with previous and future 
processors. This chapter also summarizes the compatibility considerations for those extensions. 


21.1 PROCESSOR FAMILIES AND CATEGORIES 


IA-32 processors are referred to in several different ways in this chapter, depending on the type of compatibility 
information being related, as described in the following: 


¢ IA-32 Processors — All the Intel processors based on the Intel IA-32 Architecture, which include the 
8086/88, Intel 286, Intel386, Intel486, Pentium, Pentium Pro, Pentium II, Pentium III, Pentium 4, and Intel 
Xeon processors. 


° 32-bit Processors — All the IA-32 processors that use a 32-bit architecture, which include the Intel386, 
Intel486, Pentium, Pentium Pro, Pentium II, Pentium Ill, Pentium 4, and Intel Xeon processors. 


* 16-bit Processors — All the IA-32 processors that use a 16-bit architecture, which include the 8086/88 and 
Intel 286 processors. 


° P6 Family Processors — All the IA-32 processors that are based on the P6 microarchitecture, which include 
the Pentium Pro, Pentium II, and Pentium III processors. 


* Pentium® 4 Processors — A family of IA-32 and Intel 64 processors that are based on the Intel NetBurst® 
microarchitecture. 


* Intel® Pentium® M Processors — A family of IA-32 processors that are based on the Intel Pentium M 
processor microarchitecture. 


* Intel® Core™ Duo and Solo Processors — Families of IA-32 processors that are based on an improved Intel 
Pentium M processor microarchitecture. 


* Intel® Xeon® Processors — A family of IA-32 and Intel 64 processors that are based on the Intel NetBurst 
microarchitecture. This family includes the Intel Xeon processor and the Intel Xeon processor MP based on the 
Intel NetBurst microarchitecture. Intel Xeon processors 3000, 3100, 3200, 3300, 3200, 5100, 5200, 5300, 
5400, 7200, 7300 series are based on Intel Core microarchitectures and support Intel 64 architecture. 


* Pentium® D Processors — A family of dual-core Intel 64 processors that provides two processor cores in a 
physical package. Each core is based on the Intel NetBurst microarchitecture. 


* Pentium® Processor Extreme Editions — A family of dual-core Intel 64 processors that provides two 
processor cores in a physical package. Each core is based on the Intel NetBurst microarchitecture and supports 
Intel Hyper-Threading Technology. 


* Intel® Core™ 2 Processor family— A family of Intel 64 processors that are based on the Intel Core microar- 
chitecture. Intel Pentium Dual-Core processors are also based on the Intel Core microarchitecture. 


* Intel® Atom™ Processors — A family of IA-32 and Intel 64 processors. 45 nm Intel Atom processors are 
based on the Intel Atom microarchitecture. 32 nm Intel Atom processors are based on newer microarchitec- 
tures including the Silvermont microarchitecture and the Airmont microarchitecture. Each generation of Intel 
Atom processors can be identified by the CPUID’s DisplayFamily_DisplayModel signature; see Table 2-1 “CPUID 
Signature Values of DisplayFamily_DisplayModel” in Chapter 2, “Model-Specific Registers (MSRs)” of the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 4. 
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21.2 RESERVED BITS 


Throughout this manual, certain bits are marked as reserved in many register and memory layout descriptions. 
When bits are marked as undefined or reserved, it is essential for compatibility with future processors that software 
treat these bits as having a future, though unknown effect. Software should follow these guidelines in dealing with 
reserved bits: 


* Do not depend on the states of any reserved bits when testing the values of registers or memory locations that 
contain such bits. Mask out the reserved bits before testing. 


* Do not depend on the states of any reserved bits when storing them to memory or to a register. 
* Do not depend on the ability to retain information written into any reserved bits. 


¢ When loading a register, always load the reserved bits with the values indicated in the documentation, if any, or 
reload them with values previously read from the same register. 


Software written for existing IA-32 processor that handles reserved bits correctly will port to future IA-32 proces- 
sors without generating protection exceptions. 


21.3. ENABLING NEW FUNCTIONS AND MODES 


Most of the new control functions defined for the P6 family and Pentium processors are enabled by new mode flags 
in the control registers (primarily register CR4). This register is undefined for IA-32 processors earlier than the 
Pentium processor. Attempting to access this register with an Intel486 or earlier IA-32 processor results in an 
invalid-opcode exception (#UD). Consequently, programs that execute correctly on the Intel486 or earlier IA-32 
processor cannot erroneously enable these functions. Attempting to set a reserved bit in register CR4 to a value 
other than its original value results in a general-protection exception (#GP). So, programs that execute on the P6 
family and Pentium processors cannot erroneously enable functions that may be implemented in future IA-32 
processors. 


The P6 family and Pentium processors do not check for attempts to set reserved bits in model-specific registers; 
however these bits may be checked on more recent processors. It is the obligation of the software writer to enforce 
this discipline. These reserved bits may be used in future Intel processors. 


21.4 DETECTING THE PRESENCE OF NEW FEATURES THROUGH SOFTWARE 


Software can check for the presence of new architectural features and extensions in either of two ways: 


1. Test for the presence of the feature or extension. Software can test for the presence of new flags in the EFLAGS 
register and control registers. If these flags are reserved (meaning not present in the processor executing the 
test), an exception is generated. Likewise, software can attempt to execute a new instruction, which results in 
an invalid-opcode exception (#UD) being generated if it is not supported. 


2. Execute the CPUID instruction. The CPUID instruction (added to the IA-32 in the Pentium processor) indicates 
the presence of new features directly. 


See Chapter 20, “Processor Identification and Feature Determination,” in the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 1, for detailed information on detecting new processor features and exten- 
sions. 


21.5 INTEL MMX TECHNOLOGY 


The Pentium processor with MMX technology introduced the MMX technology and a set of MMX instructions to the 
IA-32. The MMX instructions are described in Chapter 9, “Programming with Intel® MMX™ Technology,” in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, and in the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volumes 2A, 2B, 2C & 2D. The MMX technology and MMxX instructions are 
also included in the Pentium II, Pentium Ill, Pentium 4, and Intel Xeon processors. 
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21.6 STREAMING SIMD EXTENSIONS (SSE) 


The Streaming SIMD Extensions (SSE) were introduced in the Pentium III processor. The SSE extensions consist of 
a new set of instructions and a new set of registers. The new registers include the eight 128-bit XMM registers and 
the 32-bit MXCSR control and status register. These instructions and registers are designed to allow SIMD compu- 
tations to be made on single-precision floating-point numbers. Several of these new instructions also operate in the 
MMX registers. SSE instructions and registers are described in Section 10, “Programming with Streaming SIMD 
Extensions (SSE),” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, and in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A, 2B, 2C & 2D. 


21.7. STREAMING SIMD EXTENSIONS 2 (SSE2) 


The Streaming SIMD Extensions 2 (SSE2) were introduced in the Pentium 4 and Intel Xeon processors. They 
consist of a new set of instructions that operate on the XMM and MXCSR registers and perform SIMD operations on 
double-precision floating-point values and on integer values. Several of these new instructions also operate in the 
MMxX registers. SSE2 instructions and registers are described in Chapter 11, “Programming with Streaming SIMD 
Extensions 2 (SSE2),” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, and in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A, 2B, 2C & 2D. 


21.8 STREAMING SIMD EXTENSIONS 3 (SSE3) 


The Streaming SIMD Extensions 3 (SSE3) were introduced in Pentium 4 processors supporting Intel Hyper- 
Threading Technology and Intel Xeon processors. SSE3 extensions include 13 instructions. Ten of these 13 instruc- 
tions support the single instruction multiple data (SIMD) execution model used with SSE/SSE2 extensions. One 
SSE3 instruction accelerates x87 style programming for conversion to integer. The remaining two instructions 
(MONITOR and MWAIT) accelerate synchronization of threads. SSE3 instructions are described in Chapter 12, 
“Programming with Intel® SSE3, SSSE3,Intel® SSE4 AND Intel® AESNI,” in the Inte/® 64 and IA-32 Architec- 
tures Software Developer’s Manual, Volume 1, and in the Inte/® 64 and IA-32 Architectures Software Developer's 
Manual, Volumes 2A, 2B, 2C & 2D. 


21.9 ADDITIONAL STREAMING SIMD EXTENSIONS 


The Supplemental Streaming SIMD Extensions 3 (SSSE3) were introduced in the Intel Core 2 processor and Intel 
Xeon processor 5100 series. Streaming SIMD Extensions 4 provided 54 new instructions introduced in 45 nm Intel 
Xeon processors and Intel Core 2 processors. SSSE3, SSE4.1 and SSE4.2 instructions are described in Chapter 12, 
“Programming with Intel® SSE3, SSSE3,Intel® SSE4 AND Intel® AESNI,” in the Inte/® 64 and IA-32 Architec- 
tures Software Developer’s Manual, Volume 1, and in the Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volumes 2A, 2B, 2C & 2D. 


21.10 INTEL HYPER-THREADING TECHNOLOGY 


Intel Hyper-Threading Technology provides two logical processors that can execute two separate code streams 
(called threads) concurrently by using shared resources in a single processor core or in a physical package. 


This feature was introduced in the Intel Xeon processor MP and later steppings of the Intel Xeon processor, and 
Pentium 4 processors supporting Intel Hyper-Threading Technology. The feature is also found in the Pentium 
processor Extreme Edition. See also: Section 8.7, “Intel® Hyper-Threading Technology Architecture.” 


45 nm and 32 nm Intel Atom processors support Intel Hyper-Threading Technology. 


Intel Atom processors based on Silvermont and Airmont microarchitectures do not support Intel Hyper-Threading 
Technology. 
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21.11 MULTI-CORE TECHNOLOGY 


The Pentium D processor and Pentium processor Extreme Edition provide two processor cores in each physical 
processor package. See also: Section 8.5, “Intel® Hyper-Threading Technology and Intel® Multi-Core Technology, 
and Section 8.8, “Multi-Core Architecture.” Intel Core 2 Duo, Intel Pentium Dual-Core processors, Intel Xeon 
processors 3000, 3100, 5100, 5200 series provide two processor cores in each physical processor package. Intel 
Core 2 Extreme, Intel Core 2 Quad processors, Intel Xeon processors 3200, 3300, 5300, 5400, 7300 series provide 
two processor cores in each physical processor package. 


" 


21.12 SPECIFIC FEATURES OF DUAL-CORE PROCESSOR 
Dual-core processors may have some processor-specific features. Use CPUID feature flags to detect the availability 
features. Note the following: 


¢ CPUID Brand String — On Pentium processor Extreme Edition, the process will report the correct brand string 
only after the correct microcode updates are loaded. 


¢ Enhanced Intel SpeedStep Technology — This feature is supported in Pentium D processor but not in 
Pentium processor Extreme Edition. 


21.13 NEW INSTRUCTIONS IN THE PENTIUM AND LATER IA-32 PROCESSORS 


Table 21-1 identifies the instructions introduced into the IA-32 in the Pentium processor and later IA-32 processors. 


21.13.1 Instructions Added Prior to the Pentium Processor 
The following instructions were added in the Intel486 processor: 

¢ BSWAP (byte swap) instruction. 

¢ XADD (exchange and add) instruction. 

* CMPXCHG (compare and exchange) instruction. 

¢ INVD (invalidate cache) instruction. 

¢ WBINVD (write-back and invalidate cache) instruction. 

¢ INVLPG (invalidate TLB entry) instruction. 


Table 21-1. New Instruction in the Pentium Processor and Later IA-32 Processors 


Instruction CPUID Identification Bits Introduced In 
CMOVcc (conditional move) EDX, Bit 15 Pentium Pro processor 
FCMOVcc (floating-point conditional move) EDX, Bits O and 15 
FCOMI (floating-point compare and set EFLAGS) EDX, Bits O and 15 
RDPMC (read performance monitoring counters) EAX, Bits 8-11, set to GH; 
see Note 1 
UD2 (undefined) EAX, Bits 8-11, set to 6H 
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Table 21-1. New Instruction in the Pentium Processor and Later IA-32 Processors (Contd.) 


Instruction CPUID Identification Bits Introduced In 
CMPXCHG8B (compare and exchange 8 bytes) EDX, Bit 8 Pentium processor 
CPUID (CPU identification) None; see Note 2 
RDTSC (read time-stamp counter) EDX, Bit 4 
RDMSR (read model-specific register) EDX, Bit 5 
WRMSR (write model-specific register) EDX, Bit 5 
MMX Instructions EDX, Bit 23 


NOTES: 


1. The RDPMC instruction was introduced in the P6 family of processors and added to later model Pentium processors. This instruc- 
tion is model specific in nature and not architectural. 


2. The CPUID instruction is available in all Pentium and P6 family processors and in later models of the Intel486 processors. The ability 
to set and clear the ID flag (bit 21) in the EFLAGS register indicates the availability of the CPUID instruction. 


The following instructions were added in the Intel386 processor: 

e LSS, LFS, and LGS (load SS, FS, and GS registers). 

¢ Long-displacement conditional jumps. 

° ~=Single-bit instructions. 

¢ Bit scan instructions. 

* Double-shift instructions. 

¢ Byte set on condition instruction. 

° Move with sign/zero extension. 

¢ Generalized multiply instruction. 

¢ MOV to and from control registers. 

¢ MOV to and from test registers (now obsolete). 

¢ MOV to and from debug registers. 

¢ RSM (resume from SMM). This instruction was introduced in the Intel386 SL and Intel486 SL processors. 
The following instructions were added in the Intel 387 math coprocessor: 
°  FPREM1. 

¢ FUCOM, FUCOMP, and FUCOMPP. 


21.14 OBSOLETE INSTRUCTIONS 


The MOV to and from test registers instructions were removed from the Pentium processor and future IA-32 
processors. Execution of these instructions generates an invalid-opcode exception (#UD). 


21.15 UNDEFINED OPCODES 


All new instructions defined for Intel 64 and IA-32 processors use binary encodings that were reserved on earlier- 
generation processors. Generally, attempting to execute a reserved opcode results in an invalid-opcode (#UD) 
exception being generated. Consequently, programs that execute correctly on earlier-generation processors 
cannot erroneously execute these instructions and thereby produce unexpected results when executed on later 
Intel 64 processors. 


For compatibility with prior generations, there are a few reserved opcodes which do not result in a #UD but rather 
result in the same behavior as certain defined instructions. In the interest of standardization, it is recommended 
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that software not use the opcodes given below but instead use those defined in the Intel® 64 and IA-32 Architec- 
tures Software Developer’s Manual, Volumes 2A, 2B, 2C & 2D. 


The following items enumerate those reserved opcodes (referring in some cases to opcode groups as defined in 

Appendix A, “Opcode Map” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2D). 

¢ Immediate Group 1 - When not in 64-bit mode, instructions encoded with opcode 82H result in the behavior 
of the corresponding instructions encoded with opcode 80H. Depending on the Op/Reg field of the ModR/M 
Byte, these opcodes are the byte forms of ADD, OR, ADC, SBB, AND, SUB, XOR, CMP. (In 64-bit mode, these 
opcodes cause a #UD.) 

¢ Shift Group 2 /6 - Instructions encoded with opcodes COH, C1H, DOH, D1H, D2H, and D3H with value 110B in 
the Op/Reg field (/6) of the ModR/M Byte result in the behavior of the corresponding instructions with value 
100B in the Op/Reg field (/4). These are various forms of the SAL/SHL instruction. 

¢ Unary Group 3 /1 - Instructions encoded with opcodes F6H and F7H with value 001B in the Op/Reg field (/01) 
of the ModR/M Byte result in the behavior of the corresponding instructions with value O0OB in the Op/Reg field 
(/0). These are various forms of the TEST instruction. 

¢ Reserved NOP - Instructions encoded with the opcode OFODH or with the opcodes OF18H through OF1FH 
result in the behavior of the NOP (No Operation) instruction, except for those opcodes defined in the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volumes 2A, 2B, 2C & 2D. The opcodes not so defined 
are considered “Reserved NOP” and may be used for future instructions which have no defined impact on 
existing architectural state. These reserved NOP opcodes are decoded with a ModR/M byte and typical 
instruction prefix options but still result in the behavior of the NOP instruction. 

° x87 Opcodes - There are several groups of x87 opcodes which provide the same behavior as other x87 
instructions. See Section 21.18.9 for the complete list. 


There are a few reserved opcodes that provide unique behavior but do not provide capabilities that are not already 
available in the main instructions defined in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volumes 2A, 2B, 2C & 2D. 


° D6H - When not in 64-bit mode SALC - Set AL to Cary flag. IF (CF=1), AL=FF, ELSE, AL=0 (#UD in 64-bit 
mode) 


° x87 Opcodes - There are a few x87 opcodes with subtly different behavior from existing x87 instructions. See 
Section 21.18.9 for details. 


21.16 NEW FLAGS IN THE EFLAGS REGISTER 


The section titled “EFLAGS Register” in Chapter 3, “Basic Execution Environment,” of the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 1, shows the configuration of flags in the EFLAGS register for 
the P6 family processors. No new flags have been added to this register in the P6 family processors. The flags 
added to this register in the Pentium and Intel486 processors are described in the following sections. 


The following flags were added to the EFLAGS register in the Pentium processor: 
¢ VIF (virtual interrupt flag), bit 19. 

¢ VIP (virtual interrupt pending), bit 20. 

¢ ID (identification flag), bit 21. 

The AC flag (bit 18) was added to the EFLAGS register in the Intel486 processor. 


21.16.1 Using EFLAGS Flags to Distinguish Between 32-Bit IA-32 Processors 


The following bits in the EFLAGS register that can be used to differentiate between the 32-bit IA-32 processors: 


° Bit 18 (the AC flag) can be used to distinguish an Intel386 processor from the P6 family, Pentium, and Intel486 
processors. Since it is not implemented on the Intel386 processor, it will always be clear. 


¢ Bit 21 (the ID flag) indicates whether an application can execute the CPUID instruction. The ability to set and 
clear this bit indicates that the processor is a P6 family or Pentium processor. The CPUID instruction can then 
be used to determine which processor. 
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¢ Bits 19 (the VIF flag) and 20 (the VIP flag) will always be zero on processors that do not support virtual mode 
extensions, which includes all 32-bit processors prior to the Pentium processor. 


See Chapter 20, “Processor Identification and Feature Determination,” in the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual, Volume 1, for more information on identifying processors. 


21.17 STACK OPERATIONS AND USER SOFTWARE 


This section identifies the differences in stack implementation between the various IA-32 processors. 


21.17.1 PUSH SP 


The P6 family, Pentium, Intel486, Intel386, and Intel 286 processors push a different value on the stack for a PUSH 
SP instruction than the 8086 processor. The 32-bit processors push the value of the SP register before it is decre- 
mented as part of the push operation; the 8086 processor pushes the value of the SP register after it is decre- 
mented. If the value pushed is important, replace PUSH SP instructions with the following three instructions: 


PUSH BP 
MOV BP, SP 
XCHG BP, [BP] 


This code functions as the 8086 processor PUSH SP instruction on the P6 family, Pentium, Intel486, Intel386, and 
Intel 286 processors. 


21.17.2 EFLAGS Pushed on the Stack 


The setting of the stored values of bits 12 through 15 (which includes the IOPL field and the NT flag) in the EFLAGS 
register by the PUSHF instruction, by interrupts, and by exceptions is different with the 32-bit IA-32 processors 
than with the 8086 and Intel 286 processors. The differences are as follows: 


* 8086 processor—bits 12 through 15 are always set. 
¢ Intel 286 processor—bits 12 through 15 are always cleared in real-address mode. 


¢ 32-bit processors in real-address mode—bit 15 (reserved) is always cleared, and bits 12 through 14 have the 
last value loaded into them. 


21.18 X87 FPU 


This section addresses the issues that must be faced when porting floating-point software designed to run on 
earlier IA-32 processors and math coprocessors to a Pentium 4, Intel Xeon, P6 family, or Pentium processor with 
integrated x87 FPU. To software, a Pentium 4, Intel Xeon, or P6 family processor looks very much like a Pentium 
processor. Floating-point software which runs on a Pentium or Intel486 DX processor, or on an Intel486 SX 
processor/Intel 487 SX math coprocessor system or an Intel386 processor/Intel 387 math coprocessor system, 
will run with at most minor modifications on a Pentium 4, Intel Xeon, or P6 family processor. To port code directly 
from an Intel 286 processor/Intel 287 math coprocessor system or an Intel 8086 processor/8087 math copro- 
cessor system to a Pentium 4, Intel Xeon, P6 family, or Pentium processor, certain additional issues must be 
addressed. 


In the following sections, the term “32-bit x87 FPUs” refers to the P6 family, Pentium, and Intel486 DX processors, 
and to the Intel 487 SX and Intel 387 math coprocessors; the term “16-bit IA-32 math coprocessors” refers to the 
Intel 287 and 8087 math coprocessors. 
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21.18.1 Control Register CRO Flags 


The ET, NE, and MP flags in control register CRO control the interface between the integer unit of an IA-32 processor 
and either its internal x87 FPU or an external math coprocessor. The effect of these flags in the various IA-32 
processors are described in the following paragraphs. 


The ET (extension type) flag (bit 4 of the CRO register) is used in the Intel386 processor to indicate whether the 
math coprocessor in the system is an Intel 287 math coprocessor (flag is clear) or an Intel 387 DX math copro- 
cessor (flag is set). This bit is hardwired to 1 in the P6 family, Pentium, and Intel486 processors. 


The NE (Numeric Exception) flag (bit 5 of the CRO register) is used in the P6 family, Pentium, and Intel486 proces- 
sors to determine whether unmasked floating-point exceptions are reported internally through interrupt vector 16 
(flag is set) or externally through an external interrupt (flag is clear). On a hardware reset, the NE flag is initialized 
to 0, so software using the automatic internal error-reporting mechanism must set this flag to 1. This flag is nonex- 
istent on the Intel386 processor. 


As on the Intel 286 and Intel386 processors, the MP (monitor coprocessor) flag (bit 1 of register CRO) determines 
whether the WAIT/FWAIT instructions or waiting-type floating-point instructions trap when the context of the x87 
FPU is different from that of the currently-executing task. If the MP and TS flag are set, then a WAIT/FWAIT instruc- 
tion and waiting instructions will cause a device-not-available exception (interrupt vector 7). The MP flag is used on 
the Intel 286 and Intel386 processors to support the use of a WAIT/FWAIT instruction to wait on a device other 
than a math coprocessor. The device reports its status through the BUSY# pin. Since the P6 family, Pentium, and 
Intel486 processors do not have such a pin, the MP flag has no relevant use and should be set to 1 for normal oper- 
ation. 


21.18.2 x87 FPU Status Word 


This section identifies differences to the x87 FPU status word for the different IA-32 processors and math coproces- 
sors, the reason for the differences, and their impact on software. 


21.18.2.1 Condition Code Flags (CO through C3) 


The following information pertains to differences in the use of the condition code flags (CO through C3) located in 
bits 8, 9, 10, and 14 of the x87 FPU status word. 


After execution of an FINIT instruction or a hardware reset on a 32-bit x87 FPU, the condition code flags are set to 
0. The same operations on a 16-bit IA-32 math coprocessor leave these flags intact (they contain their prior value). 
This difference in operation has no impact on software and provides a consistent state after reset. 


Transcendental instruction results in the core range of the P6 family and Pentium processors may differ from the 
Intel486 DX processor and Intel 487 SX math coprocessor by 2 to 3 units in the last place (ulps)—(see “Transcen- 
dental Instruction Accuracy” in Chapter 8, “Programming with the x87 FPU,” of the Inte/® 64 and IA-32 Architec- 
tures Software Developer’s Manual, Volume 1). As a result, the value saved in the Ci flag may also differ. 


After an incomplete FPREM/FPREM1 instruction, the CO, Ci, and C3 flags are set to 0 on the 32-bit x87 FPUs. After 
the same operation on a 16-bit IA-32 math coprocessor, these flags are left intact. 


On the 32-bit x87 FPUs, the C2 flag serves as an incomplete flag for the FTAN instruction. On the 16-bit IA-32 math 
coprocessors, the C2 flag is undefined for the FPTAN instruction. This difference has no impact on software, 
because Intel 287 or 8087 programs do not check C2 after an FPTAN instruction. The use of this flag on later 
processors allows fast checking of operand range. 


21.18.2.2 Stack Fault Flag 


When unmasked stack overflow or underflow occurs on a 32-bit x87 FPU, the IE flag (bit 0) and the SF flag (bit 6) 
of the x87 FPU status word are set to indicate a stack fault and condition code flag C1 is set or cleared to indicate 
overflow or underflow, respectively. When unmasked stack overflow or underflow occurs on a 16-bit IA-32 math 
coprocessor, only the IE flag is set. Bit 6 is reserved on these processors. The addition of the SF flag on a 32-bit x87 
FPU has no impact on software. Existing exception handlers need not change, but may be upgraded to take advan- 
tage of the additional information. 
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21.18.3 x87 FPU Control Word 


Only affine closure is supported for infinity control on a 32-bit x87 FPU. The infinity control flag (bit 12 of the x87 
FPU control word) remains programmable on these processors, but has no effect. This change was made to 
conform to the IEEE Standard 754 for Binary Floating-Point Arithmetic. On a 16-bit IA-32 math coprocessor, both 
affine and projective closures are supported, as determined by the setting of bit 12. After a hardware reset, the 
default value of bit 12 is projective. Software that requires projective infinity arithmetic may give different results. 


21.18.4 x87 FPU Tag Word 


When loading the tag word of a 32-bit x87 FPU, using an FLDENV, FRSTOR, or FXRSTOR (Pentium Ill processor only) 
instruction, the processor examines the incoming tag and classifies the location only as empty or non-empty. Thus, 
tag values of 00, 01, and 10 are interpreted by the processor to indicate a non-empty location. The tag value of 11 
is interpreted by the processor to indicate an empty location. Subsequent operations on a non-empty register 
always examine the value in the register, not the value in its tag. The FSTENV, FSAVE, and FXSAVE (Pentium III 
processor only) instructions examine the non-empty registers and put the correct values in the tags before storing 
the tag word. 


The corresponding tag for a 16-bit IA-32 math coprocessor is checked before each register access to determine the 
class of operand in the register; the tag is updated after every change to a register so that the tag always reflects 
the most recent status of the register. Software can load a tag with a value that disagrees with the contents of a 
register (for example, the register contains a valid value, but the tag says special). Here, the 16-bit IA-32 math 
coprocessors honor the tag and do not examine the register. 


Software written to run on a 16-bit IA-32 math coprocessor may not operate correctly on a 16-bit x87 FPU, if it 
uses the FLDENV, FRSTOR, or FXRSTOR instructions to change tags to values (other than to empty) that are 
different from actual register contents. 


The encoding in the tag word for the 32-bit x87 FPUs for unsupported data formats (including pseudo-zero and 
unnormal) is special (10B), to comply with IEEE Standard 754. The encoding in the 16-bit IA-32 math coprocessors 
for pseudo-zero and unnormal is valid (OOB) and the encoding for other unsupported data formats is special (10B). 
Code that recognizes the pseudo-zero or unnormal format as valid must therefore be changed if it is ported to a 32- 
bit x87 FPU. 


21.18.5 Data Types 


This section discusses the differences of data types for the various x87 FPUs and math coprocessors. 


21.18.5.1 NaNs 


The 32-bit x87 FPUs distinguish between signaling NaNs (SNaNs) and quiet NaNs (QNaNs). These x87 FPUs only 
generate QNaNs and normally do not generate an exception upon encountering a QNaN. An invalid-operation 
exception (#1) is generated only upon encountering a SNaN, except for the FCOM, FIST, and FBSTP instructions, 
which also generates an invalid-operation exceptions for a QNaNs. This behavior matches IEEE Standard 754. 


The 16-bit IA-32 math coprocessors only generate one kind of NaN (the equivalent of a QNaN), but the raise an 
invalid-operation exception upon encountering any kind of NaN. 


When porting software written to run on a 16-bit IA-32 math coprocessor to a 32-bit x87 FPU, uninitialized memory 
locations that contain QNaNs should be changed to SNaNs to cause the x87 FPU or math coprocessor to fault when 
uninitialized memory locations are referenced. 


21.18.5.2 Pseudo-zero, Pseudo-NaN, Pseudo-infinity, and Unnormal Formats 


The 32-bit x87 FPUs neither generate nor support the pseudo-zero, pseudo-NaN, pseudo-infinity, and unnormal 
formats. Whenever they encounter them in an arithmetic operation, they raise an invalid-operation exception. The 
16-bit IA-32 math coprocessors define and support special handling for these formats. Support for these formats 
was dropped to conform with IEEE Standard 754 for Binary Floating-Point Arithmetic. 


Vol. 3B 21-9 


ARCHITECTURE COMPATIBILITY 


This change should not impact software ported from 16-bit IA-32 math coprocessors to 32-bit x87 FPUs. The 32- 
bit x87 FPUs do not generate these formats, and therefore will not encounter them unless software explicitly loads 
them in the data registers. The only affect may be in how software handles the tags in the tag word (see also: 
Section 21.18.4, “x87 FPU Tag Word”). 


21.18.6 Floating-Point Exceptions 


This section identifies the implementation differences in exception handling for floating-point instructions in the 
various x87 FPUs and math coprocessors. 


21.18.6.1 Denormal Operand Exception (#D) 


When the denormal operand exception is masked, the 32-bit x87 FPUs automatically normalize denormalized 
numbers when possible; whereas, the 16-bit IA-32 math coprocessors return a denormal result. A program written 
to run on a 16-bit IA-32 math coprocessor that uses the denormal exception solely to normalize denormalized 
operands is redundant when run on the 32-bit x87 FPUs. If such a program is run on 32-bit x87 FPUs, performance 
can be improved by masking the denormal exception. Floating-point programs run faster when the FPU performs 
normalization of denormalized operands. 


The denormal operand exception is not raised for transcendental instructions and the FXTRACT instruction on the 
16-bit IA-32 math coprocessors. This exception is raised for these instructions on the 32-bit x87 FPUs. The excep- 
tion handlers ported to these latter processors need to be changed only if the handlers gives special treatment to 
different opcodes. 


21.18.6.2 Numeric Overflow Exception (#0) 


On the 32-bit x87 FPUs, when the numeric overflow exception is masked and the rounding mode is set to chop 
(toward 0), the result is the largest positive or smallest negative number. The 16-bit IA-32 math coprocessors do 
not signal the overflow exception when the masked response is not ~; that is, they signal overflow only when the 
rounding control is not set to round to O. If rounding is set to chop (toward 0), the result is positive or negative ~. 
Under the most common rounding modes, this difference has no impact on existing software. 


If rounding is toward 0 (chop), a program on a 32-bit x87 FPU produces, under overflow conditions, a result that is 
different in the least significant bit of the significand, compared to the result on a 16-bit IA-32 math coprocessor. 
The reason for this difference is IEEE Standard 754 compatibility. 


When the overflow exception is not masked, the precision exception is flagged on the 32-bit x87 FPUs. When the 
result is stored in the stack, the significand is rounded according to the precision control (PC) field of the FPU 
control word or according to the opcode. On the 16-bit IA-32 math coprocessors, the precision exception is not 
flagged and the significand is not rounded. The impact on existing software is that if the result is stored on the 
stack, a program running on a 32-bit x87 FPU produces a different result under overflow conditions than on a 16- 
bit IA-32 math coprocessor. The difference is apparent only to the exception handler. This difference is for IEEE 
Standard 754 compatibility. 


21.18.6.3 Numeric Underflow Exception (#U) 


When the underflow exception is masked on the 32-bit x87 FPUs, the underflow exception is signaled when the 
result is tiny and inexact (see Section 4.9.1.5, “Numeric Underflow Exception (#U)” in Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 1). When the underflow exception is unmasked and the instruction 
is supposed to store the result on the stack, the significand is rounded to the appropriate precision (according to 
the PC flag in the FPU control word, for those instructions controlled by PC, otherwise to extended precision), after 
adjusting the exponent. 


21.18.6.4 Exception Precedence 


There is no difference in the precedence of the denormal-operand exception on the 32-bit x87 FPUs, whether it be 
masked or not. When the denormal-operand exception is not masked on the 16-bit IA-32 math coprocessors, it 
takes precedence over all other exceptions. This difference causes no impact on existing software, but some 
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unneeded normalization of denormalized operands is prevented on the Intel486 processor and Intel 387 math 
coprocessor. 


21.18.6.5 CS and EIP For FPU Exceptions 


On the Intel 32-bit x87 FPUs, the values from the CS and EIP registers saved for floating-point exceptions point to 
any prefixes that come before the floating-point instruction. On the 8087 math coprocessor, the saved CS and IP 
registers points to the floating-point instruction. 


21.18.6.6 FPU Error Signals 


The floating-point error signals to the P6 family, Pentium, and Intel486 processors do not pass through an interrupt 
controller; an INT# signal from an Intel 387, Intel 287 or 8087 math coprocessors does. If an 8086 processor uses 
another exception for the 8087 interrupt, both exception vectors should call the floating-point-error exception 
handler. Some instructions in a floating-point-error exception handler may need to be deleted if they use the inter- 
rupt controller. The P6 family, Pentium, and Intel486 processors have signals that, with the addition of external 
logic, support reporting for emulation of the interrupt mechanism used in many personal computers. 


On the P6 family, Pentium, and Intel486 processors, an undefined floating-point opcode will cause an invalid- 
opcode exception (#UD, interrupt vector 6). Undefined floating-point opcodes, like legal floating-point opcodes, 
cause a device not available exception (#NM, interrupt vector 7) when either the TS or EM flag in control register 
CRO is set. The P6 family, Pentium, and Intel486 processors do not check for floating-point error conditions on 
encountering an undefined floating-point opcode. 


21.18.6.7 Assertion of the FERR# Pin 


When using the MS-DOS compatibility mode for handing floating-point exceptions, the FERR# pin must be 
connected to an input to an external interrupt controller. An external interrupt is then generated when the FERR# 
output drives the input to the interrupt controller and the interrupt controller in turn drives the INTR pin on the 
processor. 


For the P6 family and Intel386 processors, an unmasked floating-point exception always causes the FERR# pin to 
be asserted upon completion of the instruction that caused the exception. For the Pentium and Intel486 proces- 
sors, an unmasked floating-point exception may cause the FERR# pin to be asserted either at the end of the 
instruction causing the exception or immediately before execution of the next floating-point instruction. (Note that 
the next floating-point instruction would not be executed until the pending unmasked exception has been 
handled.) See Appendix D, “Guidelines for Writing x87 FPU Extension Handlers,” in the Inte/® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 1, for a complete description of the required mechanism for 
handling floating-point exceptions using the MS-DOS compatibility mode. 


Using FERR# and IGNNE#¥ to handle floating-point exception is deprecated by modern operating systems; this 
approach also limits newer processors to operate with one logical processor active. 


21.18.6.8 Invalid Operation Exception On Denormals 


An invalid-operation exception is not generated on the 32-bit x87 FPUs upon encountering a denormal value when 
executing a FSQRT, FDIV, or FPREM instruction or upon conversion to BCD or to integer. The operation proceeds by 
first normalizing the value. On the 16-bit IA-32 math coprocessors, upon encountering this situation, the invalid- 
operation exception is generated. This difference has no impact on existing software. Software running on the 32- 
bit x87 FPUs continues to execute in cases where the 16-bit IA-32 math coprocessors trap. The reason for this 
change was to eliminate an exception from being raised. 


21.18.6.9 Alignment Check Exceptions (#AC) 


If alignment checking is enabled, a misaligned data operand on the P6 family, Pentium, and Intel486 processors 
causes an alignment check exception (#AC) when a program or procedure is running at privilege-level 3, except 
for the stack portion of the FSAVE/FNSAVE, FXSAVE, FRSTOR, and FXRSTOR instructions. 
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21.18.6.10 Segment Not Present Exception During FLDENV 


On the Intel486 processor, when a segment not present exception (#NP) occurs in the middle of an FLDENV 
instruction, it can happen that part of the environment is loaded and part not. In such cases, the FPU control word 
is left with a value of OO7FH. The P6 family and Pentium processors ensure the internal state is correct at all times 
by attempting to read the first and last bytes of the environment before updating the internal state. 


21.18.6.11 Device Not Available Exception (#NM) 


The device-not-available exception (#NM, interrupt 7) will occur in the P6 family, Pentium, and Intel486 processors 
as described in Section 2.5, “Control Registers,” Table 2-2, and Chapter 6, “Interrupt 7—Device Not Available 
Exception (#NM).” 


21.18.6.12 Coprocessor Segment Overrun Exception 


The coprocessor segment overrun exception (interrupt 9) does not occur in the P6 family, Pentium, and Intel486 
processors. In situations where the Intel 387 math coprocessor would cause an interrupt 9, the P6 family, Pentium, 
and Intel486 processors simply abort the instruction. To avoid undetected segment overruns, it is recommended 
that the floating-point save area be placed in the same page as the TSS. This placement will prevent the FPU envi- 
ronment from being lost if a page fault occurs during the execution of an FLDENV, FRSTOR, or FXRSTOR instruction 
while the operating system is performing a task switch. 


21.18.6.13 General Protection Exception (#GP) 


A general-protection exception (#GP, interrupt 13) occurs if the starting address of a floating-point operand falls 
outside a segment’s size. An exception handler should be included to report these programming errors. 


21.18.6.14 Floating-Point Error Exception (#MF) 


In real mode and protected mode (not including virtual-8086 mode), interrupt vector 16 must point to the floating- 
point exception handler. In virtual-8086 mode, the virtual-8086 monitor can be programmed to accommodate a 
different location of the interrupt vector for floating-point exceptions. 


21.18.7 Changes to Floating-Point Instructions 


This section identifies the differences in floating-point instructions for the various Intel FPU and math coprocessor 
architectures, the reason for the differences, and their impact on software. 


21.18.7.1 FDIV, FPREM, and FSQRT Instructions 


The 32-bit x87 FPUs support operations on denormalized operands and, when detected, an underflow exception 
can occur, for compatibility with the IEEE Standard 754. The 16-bit IA-32 math coprocessors do not operate on 
denormalized operands or return underflow results. Instead, they generate an invalid-operation exception when 
they detect an underflow condition. An existing underflow exception handler will require change only if it gives 
different treatment to different opcodes. Also, it is possible that fewer invalid-operation exceptions will occur. 


21.18.7.2 FSCALE Instruction 


With the 32-bit x87 FPUs, the range of the scaling operand is not restricted. If (0 < | ST(1) < 1), the scaling factor 
is O; therefore, ST(O0) remains unchanged. If the rounded result is not exact or if there was a loss of accuracy 
(masked underflow), the precision exception is signaled. With the 16-bit IA-32 math coprocessors, the range of the 
scaling operand is restricted. If (0 < | ST(1) | < 1), the result is undefined and no exception is signaled. The 
impact of this difference on exiting software is that different results are delivered on the 32-bit and 16-bit FPUs and 
math coprocessors when (0 < | ST(1) | < 1). 


21-12 Vol. 3B 


ARCHITECTURE COMPATIBILITY 


21.18.7.3_ FPREM1 Instruction 


The 32-bit x87 FPUs compute a partial remainder according to IEEE Standard 754. This instruction does not exist 
on the 16-bit IA-32 math coprocessors. The availability of the FPREM1 instruction has is no impact on existing soft- 
ware. 


21.18.7.4 FPREM Instruction 


On the 32-bit x87 FPUs, the condition code flags CO, C3, C1 in the status word correctly reflect the three low-order 
bits of the quotient following execution of the FPREM instruction. On the 16-bit IA-32 math coprocessors, the 
quotient bits are incorrect when performing a reduction of (64% + M) when (N > 1) and M is 1 or 2. This difference 
does not affect existing software; software that works around the bug should not be affected. 


21.18.7.5 FUCOM, FUCOMP, and FUCOMPP Instructions 


When executing the FUCOM, FUCOMP, and FUCOMPP instructions, the 32-bit x87 FPUs perform unordered compare 
according to IEEE Standard 754. These instructions do not exist on the 16-bit IA-32 math coprocessors. The avail- 
ability of these new instructions has no impact on existing software. 


21.18.7.6 FPTAN Instruction 


On the 32-bit x87 FPUs, the range of the operand for the FPTAN instruction is much less restricted (| ST(0) | < 2°) 
than on earlier math coprocessors. The instruction reduces the operand internally using an internal x/4 constant 
that is more accurate. The range of the operand is restricted to (| ST(0) | < 2/4) on the 16-bit IA-32 math copro- 
cessors; the operand must be reduced to this range using FPREM. This change has no impact on existing software. 
See also sections 8.3.8 and section 8.3.10 of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 1 for more information on the accuracy of the FPTAN instruction. 


21.18.7.7 Stack Overflow 


On the 32-bit x87 FPUs, if an FPU stack overflow occurs when the invalid-operation exception is masked, the FPU 
returns the real, integer, or BCD-integer indefinite value to the destination operand, depending on the instruction 
being executed. On the 16-bit IA-32 math coprocessors, the original operand remains unchanged following a stack 
overflow, but it is loaded into register ST(1). This difference has no impact on existing software. 


21.18.7.8 FSIN, FCOS, and FSINCOS Instructions 


On the 32-bit x87 FPUs, these instructions perform three common trigonometric functions. These instructions do 
not exist on the 16-bit IA-32 math coprocessors. The availability of these instructions has no impact on existing 
software, but using them provides a performance upgrade. See also sections 8.3.8 and section 8.3.10 of the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for more information on the accuracy of the 
FSIN, FCOS, and FSINCOS instructions. 


21.18.7.9 FPATAN Instruction 


On the 32-bit x87 FPUs, the range of operands for the FPATAN instruction is unrestricted. On the 16-bit IA-32 math 
coprocessors, the absolute value of the operand in register ST(0) must be smaller than the absolute value of the 
operand in register ST(1). This difference has impact on existing software. 


21.18.7.10 F2XM1 Instruction 


The 32-bit x87 FPUs support a wider range of operands (-1 < ST (0) < + 1) for the F2XM1 instruction. The 
supported operand range for the 16-bit IA-32 math coprocessors is (0 < ST(0) <0.5). This difference has no impact 
on existing software. 


Vol. 3B 21-13 


ARCHITECTURE COMPATIBILITY 


21.18.7.11 FLD Instruction 


On the 32-bit x87 FPUs, when using the FLD instruction to load an extended-real value, a denormal-operand excep- 
tion is not generated because the instruction is not arithmetic. The 16-bit IA-32 math coprocessors do report a 
denormal-operand exception in this situation. This difference does not affect existing software. 


On the 32-bit x87 FPUs, loading a denormal value that is in single- or double-real format causes the value to be 
converted to extended-real format. Loading a denormal value on the 16-bit IA-32 math coprocessors causes the 
value to be converted to an unnormal. If the next instruction is FXTRACT or FXAM, the 32-bit x87 FPUs will give a 
different result than the 16-bit IA-32 math coprocessors. This change was made for IEEE Standard 754 compati- 
bility. 

On the 32-bit x87 FPUs, loading an SNaN that is in single- or double-real format causes the FPU to generate an 
invalid-operation exception. The 16-bit IA-32 math coprocessors do not raise an exception when loading a signaling 
NaN. The invalid-operation exception handler for 16-bit math coprocessor software needs to be updated to handle 
this condition when porting software to 32-bit FPUs. This change was made for IEEE Standard 754 compatibility. 


21.18.7.12 FXTRACT Instruction 


On the 32-bit x87 FPUs, if the operand is 0 for the FXTRACT instruction, the divide-by-zero exception is reported 
and -- is delivered to register ST(1). If the operand is +o, no exception is reported. If the operand is 0 on the 16- 
bit IA-32 math coprocessors, 0 is delivered to register ST(1) and no exception is reported. If the operand is +0, the 
invalid-operation exception is reported. These differences have no impact on existing software. Software usually 
bypasses 0 and ~. This change is due to the IEEE Standard 754 recommendation to fully support the “logb” func- 
tion. 


21.18.7.13 Load Constant Instructions 


On 32-bit x87 FPUs, rounding control is in effect for the load constant instructions. Rounding control is not in effect 
for the 16-bit IA-32 math coprocessors. Results for the FLDPI, FLDLN2, FLDLG2, and FLDL2E instructions are the 
same as for the 16-bit IA-32 math coprocessors when rounding control is set to round to nearest or round to +>. 
They are the same for the FLDL2T instruction when rounding control is set to round to nearest, round to --9, or 
round to zero. Results are different from the 16-bit IA-32 math coprocessors in the least significant bit of the 
mantissa if rounding control is set to round to --° or round to O for the FLDPI, FLDLN2, FLDLG2, and FLDL2E instruc- 
tions; they are different for the FLDL2T instruction if round to +c is specified. These changes were implemented for 
compatibility with IEEE Standard 754 for Floating-Point Arithmetic recommendations. 


21.18.7.14 FXAM Instruction 


With the 32-bit x87 FPUs, if the FPU encounters an empty register when executing the FXAM instruction, it not 
generate combinations of CO through C3 equal to 1101 or 1111. The 16-bit IA-32 math coprocessors may generate 
these combinations, among others. This difference has no impact on existing software; it provides a performance 
upgrade to provide repeatable results. 


21.18.7.15 FSAVE and FSTENV Instructions 


With the 32-bit x87 FPUs, the address of a memory operand pointer stored by FSAVE or FSTENV is undefined if the 
previous floating-point instruction did not refer to memory 


21.18.8 Transcendental Instructions 


The floating-point results of the P6 family and Pentium processors for transcendental instructions in the core range 
may differ from the Intel486 processors by about 2 or 3 ulps (see “Transcendental Instruction Accuracy” in Chapter 
8, “Programming with the x87 FPU,” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 

Volume 1). Condition code flag C1 of the status word may differ as a result. The exact threshold for underflow and 
overflow will vary by a few ulps. The P6 family and Pentium processors’ results will have a worst case error of less 
than 1 ulp when rounding to the nearest-even and less than 1.5 ulps when rounding in other modes. The transcen- 
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dental instructions are guaranteed to be monotonic, with respect to the input operands, throughout the domain 
supported by the instruction. 


Transcendental instructions may generate different results in the round-up flag (C1) on the 32-bit x87 FPUs. The 
round-up flag is undefined for these instructions on the 16-bit IA-32 math coprocessors. This difference has no 
impact on existing software. 


21.18.9 Obsolete Instructions and Undefined Opcodes 


The 8087 math coprocessor instructions FENI and FDISI, and the Intel 287 math coprocessor instruction FSETPM 
are treated as integer NOP instructions in the 32-bit x87 FPUs. If these opcodes are detected in the instruction 
stream, no specific operation is performed and no internal states are affected. FSETPM informed the Intel 287 math 
coprocessor that the processor was in protected mode. The 32-bit x87 FPUs handle all addressing and exception- 
pointer information, whether in protected mode or not. 


For compatibility with prior generations there are a few reserved x87 opcodes which do not result in an invalid- 
opcode (#UD) exception, but rather result in the same behavior as existing defined x87 instructions. In the interest 
of standardization, it is recommended that the opcodes defined in the Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volumes 2A, 2B, 2C & 2D be used for these operations for standardization. 


¢ DCDOH through DCD7H - Behaves the same as FCOM, D8DOH through D8D7H. 
¢ DCD8H through DCDFH - Behaves the same as FCOMP, D8D8H through D8DFH. 
® DOC8H through DOCFH - Behaves the same as FXCH, D9C8H through D9OCFH. 
¢ DEDOH through DED7H - Behaves the same as FCOMP, D8D8H through D8DFH. 
¢ DFDOH through DFD7H - Behaves the same as FSTP, DDD8H through DDDFH. 
¢ DFC8H through DFCFH - Behaves the same as FXCH, D9C8H through D9CFH. 
¢ DFD8H through DFDFH - Behaves the same as FSTP, DDD8H through DDDFH. 


There are a few reserved x87 opcodes which provide unique behavior but do not provide capabilities which are not 
already available in the main instructions defined in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volumes 2A, 2B, 2C & 2D. 


® D9DS8H through D9DFH - Behaves the same as FSTP (DDD8H through DDDFH) but won't cause a stack 
underflow exception. 


¢ DFCOH through DFC7H - Behaves the same as FFREE (DDCOH through DDD7H) with the addition of an x87 
stack POP. 


21.18.10 WAIT/FWAIT Prefix Differences 


On the Intel486 processor, when a WAIT/FWAIT instruction precedes a floating-point instruction (one which itself 
automatically synchronizes with the previous floating-point instruction), the WAIT/FWAIT instruction is treated as 
a no-op. Pending floating-point exceptions from a previous floating-point instruction are processed not on the 
WAIT/FWAIT instruction but on the floating-point instruction following the WAIT/FWAIT instruction. In such a case, 
the report of a floating-point exception may appear one instruction later on the Intel486 processor than on a P6 
family or Pentium FPU, or on Intel 387 math coprocessor. 


21.18.11 Operands Split Across Segments and/or Pages 


On the P6 family, Pentium, and Intel486 processor FPUs, when the first half of an operand to be written is inside a 
page or segment and the second half is outside, a memory fault can cause the first half to be stored but not the 
second half. In this situation, the Intel 387 math coprocessor stores nothing. 


21.18.12 FPU Instruction Synchronization 


On the 32-bit x87 FPUs, all floating-point instructions are automatically synchronized; that is, the processor auto- 
matically waits until the previous floating-point instruction has completed before completing the next floating-point 
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instruction. No explicit WAIT/FWAIT instructions are required to assure this synchronization. For the 8087 math 
coprocessors, explicit waits are required before each floating-point instruction to ensure synchronization. Although 
8087 programs having explicit WAIT instructions execute perfectly on the 32-bit IA-32 processors without reas- 
sembly, these WAIT instructions are unnecessary. 


21.19 SERIALIZING INSTRUCTIONS 


Certain instructions have been defined to serialize instruction execution to ensure that modifications to flags, regis- 
ters and memory are completed before the next instruction is executed (or in P6 family processor terminology 
“committed to machine state”). Because the P6 family processors use branch-prediction and out-of-order execu- 
tion techniques to improve performance, instruction execution is not generally serialized until the results of an 
executed instruction are committed to machine state (see Chapter 2, “Intel® 64 and IA-32 Architectures,” in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1). 


As a result, at places in a program or task where it is critical to have execution completed for all previous instruc- 
tions before executing the next instruction (for example, at a branch, at the end of a procedure, or in multipro- 
cessor dependent code), it is useful to add a serializing instruction. See Section 8.3, “Serializing Instructions,” for 
more information on serializing instructions. 


21.20 FPU AND MATH COPROCESSOR INITIALIZATION 


Table 9-1 shows the states of the FPUs in the P6 family, Pentium, Intel486 processors and of the Intel 387 math 
coprocessor and Intel 287 coprocessor following a power-up, reset, or INIT, or following the execution of an 
FINIT/FNINIT instruction. The following is some additional compatibility information concerning the initialization of 
x87 FPUs and math coprocessors. 


21.20.1_ Intel® 387 and Intel® 287 Math Coprocessor Initialization 


Following an Intel386 processor reset, the processor identifies its coprocessor type (Intel® 287 or Intel® 387 DX 
math coprocessor) by sampling its ERROR# input some time after the falling edge of RESET# signal and before 
execution of the first floating-point instruction. The Intel 287 coprocessor keeps its ERROR# output in inactive 
state after hardware reset; the Intel 387 coprocessor keeps its ERROR# output in active state after hardware 
reset. 


Upon hardware reset or execution of the FINIT/FNINIT instruction, the Intel 387 math coprocessor signals an error 
condition. The P6 family, Pentium, and Intel486 processors, like the Intel 287 coprocessor, do not. 


21.20.2 Intel486 SX Processor and Intel 487 SX Math Coprocessor Initialization 


When initializing an Intel486 SX processor and an Intel 487 SX math coprocessor, the initialization routine should 
check the presence of the math coprocessor and should set the FPU related flags (EM, MP, and NE) in control 
register CRO accordingly (see Section 2.5, “Control Registers,” for a complete description of these flags). Table 21-2 
gives the recommended settings for these flags when the math coprocessor is present. The FSTCW instruction will 
give a value of FFFFH for the Intel486 SX microprocessor and 037FH for the Intel 487 SX math coprocessor. 
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Table 21-2. Recommended Values of the EM, MP, and NE Flags for Intel486 SX Microprocessor/Intel 487 SX Math 
Coprocessor System 


CRO Flags Intel486 SX Processor Only Intel 487 SX Math Coprocessor Present 
—M 1 0 
MP 0 1 
NE 1 0, for MS-DOS* systems 
1, for user-defined exception handler 


The EM and MP flags in register CRO are interpreted as shown in Table 21-3. 


Table 21-3. EM and MP Flag Interpretation 


EM MP Interpretation 

0 0 Floating-point instructions are passed to FPU; WAIT/FWAIT and other waiting-type instructions 
ignore TS. 

0 1 Floating-point instructions are passed to FPU; WAIT/FWAIT and other waiting-type instructions 
test TS. 

1 0 Floating-point instructions trap to emulator; WAIT/FWAIT and other waiting-type instructions 
ignore TS. 

1 1 Floating-point instructions trap to emulator; WAIT/FWAIT and other waiting-type instructions 
test TS. 


Following is an example code sequence to initialize the system and check for the presence of Intel486 SX 
processor/Intel 487 SX math coprocessor. 


fninit 

fstcw mem_loc 

mov ax, mem_loc 

cmp ax, 037fh 

jz Intel487_SX_Math_CoProcessor_present ;ax=037fh 
jmp Intel486_SX_microprocessor_present sax=ffffh 


If the Intel 487 SX math coprocessor is not present, the following code can be run to set the CRO register for the 
Intel486 SX processor. 


mov eax, crO 

and eax, fffffffdh ;make MP=0 

or eax, 0024h imake EM=1, NE=1 
mov crO, eax 


This initialization will cause any floating-point instruction to generate a device not available exception (#NH), inter- 
rupt 7. The software emulation will then take control to execute these instructions. This code is not required if an 
Intel 487 SX math coprocessor is present in the system. In that case, the typical initialization routine for the 
Intel486 SX microprocessor will be adequate. 


Also, when designing an Intel486 SX processor based system with an Intel 487 SX math coprocessor, timing loops 
should be independent of frequency and clocks per instruction. One way to attain this is to implement these loops 
in hardware and not in software (for example, BIOS). 


21.21 CONTROL REGISTERS 


The following sections identify the new control registers and control register flags and fields that were introduced 
to the 32-bit IA-32 in various processor families. See Figure 2-7 for the location of these flags and fields in the 
control registers. 
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The Pentium IIl processor introduced one new control flag in control register CR4: 
* OSXMMEXCPT (bit 10) — The OS will set this bit if it supports unmasked SIMD floating-point exceptions. 
The Pentium II processor introduced one new control flag in control register CR4: 


° OSFXSR (bit 9) — The OS supports saving and restoring the Pentium III processor state during context 
switches. 


The Pentium Pro processor introduced three new control flags in control register CR4: 


¢ PAE (bit 5) — Physical address extension. Enables paging mechanism to reference extended physical addresses 
when set; restricts physical addresses to 32 bits when clear (see also: Section 21.22.1.1, “Physical Memory 
Addressing Extension”). 


© PGE (bit 7) — Page global enable. Inhibits flushing of frequently-used or shared pages on CR3 writes (see also: 
Section 21.22.1.2, “Global Pages”). 


° PCE (bit 8) — Performance-monitoring counter enable. Enables execution of the RDPMC instruction at any 
protection level. 


The content of CR4 is OH following a hardware reset. 


Control register CR4 was introduced in the Pentium processor. This register contains flags that enable certain new 
extensions provided in the Pentium processor: 


¢ VME — Virtual-8086 mode extensions. Enables support for a virtual interrupt flag in virtual-8086 mode (see 
Section 19.3, “Interrupt and Exception Handling in Virtual-8086 Mode”). 


¢ PVI — Protected-mode virtual interrupts. Enables support for a virtual interrupt flag in protected mode (see 
Section 19.4, “Protected-Mode Virtual Interrupts”). 


¢ TSD — Time-stamp disable. Restricts the execution of the RDTSC instruction to procedures running at 
privileged level 0. 


¢ DE — Debugging extensions. Causes an undefined opcode (#UD) exception to be generated when debug 
registers DR4 and DRS are references for improved performance (see Section 21.23.3, ‘Debug Registers DR4 
and DR5"). 


° PSE — Page size extensions. Enables 4-MByte pages with 32-bit paging when set (see Section 4.3, “32-Bit 
Paging”). 


¢ MCE — Machine-check enable. Enables the machine-check exception, allowing exception handling for certain 
hardware error conditions (see Chapter 15, “Machine-Check Architecture”). 


The Intel486 processor introduced five new flags in control register CRO: 
¢ NE — Numeric error. Enables the normal mechanism for reporting floating-point numeric errors. 
¢ WP — Write protect. Write-protects read-only pages against supervisor-mode accesses. 


¢ AM — Alignment mask. Controls whether alignment checking is performed. Operates in conjunction with the AC 
(Alignment Check) flag. 


¢ NW — Not write-through. Enables write-throughs and cache invalidation cycles when clear and disables invali- 
dation cycles and write-throughs that hit in the cache when set. 


* CD — Cache disable. Enables the internal cache when clear and disables the cache when set. 
The Intel486 processor introduced two new flags in control register CR3: 


¢ PCD — Page-level cache disable. The state of this flag is driven on the PCD# pin during bus cycles that are not 
paged, such as interrupt acknowledge cycles, when paging is enabled. The PCD# pin is used to control caching 
in an external cache on a cycle-by-cycle basis. 


¢ PWT — Page-level write-through. The state of this flag is driven on the PWT# pin during bus cycles that are not 
paged, such as interrupt acknowledge cycles, when paging is enabled. The PWT# pin is used to control write 
through in an external cache on a cycle-by-cycle basis. 
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21.22 MEMORY MANAGEMENT FACILITIES 


The following sections describe the new memory management facilities available in the various IA-32 processors 
and some compatibility differences. 


21.22.1 New Memory Management Control Flags 


The Pentium Pro processor introduced three new memory management features: physical memory addressing 
extension, the global bit in page-table entries, and general support for larger page sizes. These features are only 
available when operating in protected mode. 


21.22.1.1 Physical Memory Addressing Extension 


The new PAE (physical address extension) flag in control register CR4, bit 5, may enable additional address lines 
on the processor, allowing extended physical addresses. This option can only be used when paging is enabled, 
using a new page-table mechanism provided to support the larger physical address range (see Section 4.1, “Paging 
Modes and Control Bits”). 


21.22.1.2 Global Pages 


The new PGE (page global enable) flag in control register CR4, bit 7, provides a mechanism for preventing 
frequently used pages from being flushed from the translation lookaside buffer (TLB). When this flag is set, 
frequently used pages (such as pages containing kernel procedures or common data tables) can be marked global 
by setting the global flag in a page-directory or page-table entry. 


On a task switch or a write to control register CR3 (which normally causes the TLBs to be flushed), the entries in 
the TLB marked global are not flushed. Marking pages global in this manner prevents unnecessary reloading of the 
TLB due to TLB misses on frequently used pages. See Section 4.10, “Caching Translation Information” for a 
detailed description of this mechanism. 


21.22.1.3 Larger Page Sizes 


The P6 family processors support large page sizes. For 32-bit paging, this facility is enabled with the PSE (page size 
extension) flag in control register CR4, bit 4. When this flag is set, the processor supports either 4-KByte or 4- 
MByte page sizes. PAE paging and 4-level paging! support 2-MByte pages regardless of the value of CR4.PSE (see 
Section 4.4, “PAE Paging” and Section 4.5, “4-Level Paging and 5-Level Paging”). See Chapter 4, “Paging,” for more 
information about large page sizes. 


21.22.2 CD and NW Cache Control Flags 


The CD and NW flags in control register CRO were introduced in the Intel486 processor. In the P6 family and 
Pentium processors, these flags are used to implement a writeback strategy for the data cache; in the Intel486 
processor, they implement a write-through strategy. See Table 11-5 for a comparison of these bits on the P6 family, 
Pentium, and Intel486 processors. For complete information on caching, see Chapter 11, ‘Memory Cache Control.” 


21.22.3 Descriptor Types and Contents 


Operating-system code that manages space in descriptor tables often contains an invalid value in the access-rights 
field of descriptor-table entries to identify unused entries. Access rights values of 80H and OOH remain invalid for 
the P6 family, Pentium, Intel486, Intel386, and Intel 286 processors. Other values that were invalid on the Intel 
286 processor may be valid on the 32-bit processors because uses for these bits have been defined. 


1. Earlier versions of this manual used the term “IA-32e paging” to identify 4-level paging. 
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21.22.4 Changes in Segment Descriptor Loads 


On the Intel386 processor, loading a segment descriptor always causes a locked read and write to set the accessed 
bit of the descriptor. On the P6 family, Pentium, and Intel486 processors, the locked read and write occur only if the 
bit is not already set. 


21.23 DEBUG FACILITIES 


The P6 family and Pentium processors include extensions to the Intel486 processor debugging support for break- 
points. To use the new breakpoint features, it is necessary to set the DE flag in control register CR4. 


21.23.1 Differences in Debug Register DR6 


It is not possible to write a 1 to reserved bit 12 in debug status register DR6 on the P6 family and Pentium proces- 
sors; however, it is possible to write a 1 in this bit on the Intel486 processor. See Table 9-1 for the different setting 
of this register following a power-up or hardware reset. 


21.23.2 Differences in Debug Register DR7 


The P6 family and Pentium processors determines the type of breakpoint access by the R/WO through R/W3 fields 
in debug control register DR7 as follows: 


00 Break on instruction execution only. 
01 Break on data writes only. 
10 Undefined if the DE flag in control register CR4 is cleared; break on I/O reads or writes but not instruction 


fetches if the DE flag in control register CR4 is set. 
11 Break on data reads or writes but not instruction fetches. 


On the P6 family and Pentium processors, reserved bits 11, 12, 14 and 15 are hard-wired to 0. On the Intel486 
processor, however, bit 12 can be set. See Table 9-1 for the different settings of this register following a power-up 
or hardware reset. 


21.23.3 Debug Registers DR4 and DR5 


Although the DR4 and DR5 registers are documented as reserved, previous generations of processors aliased refer- 
ences to these registers to debug registers DR6 and DR7, respectively. When debug extensions are not enabled 
(the DE flag in control register CR4 is cleared), the P6 family and Pentium processors remain compatible with 
existing software by allowing these aliased references. When debug extensions are enabled (the DE flag is set), 
attempts to reference registers DR4 or DRS will result in an invalid-opcode exception (#UD). 


21.24 RECOGNITION OF BREAKPOINTS 


For the Pentium processor, it is recommended that debuggers execute the LGDT instruction before returning to the 
program being debugged to ensure that breakpoints are detected. This operation does not need to be performed 
on the P6 family, Intel486, or Intel386 processors. 


The implementation of test registers on the Intel486 processor used for testing the cache and TLB has been rede- 
signed using MSRs on the P6 family and Pentium processors. (Note that MSRs used for this function are different 
on the P6 family and Pentium processors.) The MOV to and from test register instructions generate invalid-opcode 
exceptions (#UD) on the P6 family processors. 
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21.25 EXCEPTIONS AND/OR EXCEPTION CONDITIONS 


This section describes the new exceptions and exception conditions added to the 32-bit IA-32 processors and 
implementation differences in existing exception handling. See Chapter 6, “Interrupt and Exception Handling,” for 
a detailed description of the IA-32 exceptions. 


The Pentium Ill processor introduced new state with the XMM registers. Computations involving data in these regis- 
ters can produce exceptions. A new MXCSR control/status register is used to determine which exception or excep- 
tions have occurred. When an exception associated with the XMM registers occurs, an interrupt is generated. 


¢ SIMD floating-point exception (#XM, interrupt 19) — New exceptions associated with the SIMD floating-point 
registers and resulting computations. 


No new exceptions were added with the Pentium Pro and Pentium II processors. The set of available exceptions is 
the same as for the Pentium processor. However, the following exception condition was added to the IA-32 with the 
Pentium Pro processor: 


¢ Machine-check exception (#MC, interrupt 18) — New exception conditions. Many exception conditions have 
been added to the machine-check exception and a new architecture has been added for handling and reporting 
on hardware errors. See Chapter 15, “Machine-Check Architecture,” for a detailed description of the new 
conditions. 


The following exceptions and/or exception conditions were added to the IA-32 with the Pentium processor: 


¢ Machine-check exception (#MC, interrupt 18) — New exception. This exception reports parity and other 
hardware errors. It is a model-specific exception and may not be implemented or implemented differently in 
future processors. The MCE flag in control register CR4 enables the machine-check exception. When this bit is 
clear (which it is at reset), the processor inhibits generation of the machine-check exception. 


° General-protection exception (#GP, interrupt 13) — New exception condition added. An attempt to write a 1 to 
a reserved bit position of a special register causes a general-protection exception to be generated. 


° =Page-fault exception (#PF, interrupt 14) — New exception condition added. When a 1 is detected in any of the 
reserved bit positions of a page-table entry, page-directory entry, or page-directory pointer during address 
translation, a page-fault exception is generated. 


The following exception was added to the Intel486 processor: 


¢ = Alignment-check exception (#AC, interrupt 17) — New exception. Reports unaligned memory references when 
alignment checking is being performed. 


The following exceptions and/or exception conditions were added to the Intel386 processor: 
*  Divide-error exception (#DE, interrupt 0) 


— Change in exception handling. Divide-error exceptions on the Intel386 processors always leave the saved 
CS:IP value pointing to the instruction that failed. On the 8086 processor, the CS:IP value points to the next 
instruction. 


— Change in exception handling. The Intel386 processors can generate the largest negative number as a 
quotient for the IDIV instruction (80H and 8000H). The 8086 processor generates a divide-error exception 
instead. 


¢ Invalid-opcode exception (#UD, interrupt 6) — New exception condition added. Improper use of the LOCK 
instruction prefix can generate an invalid-opcode exception. 


° =Page-fault exception (#PF, interrupt 14) — New exception condition added. If paging is enabled in a 16-bit 
program, a page-fault exception can be generated as follows. Paging can be used in a system with 16-bit tasks 
if all tasks use the same page directory. Because there is no place in a 16-bit TSS to store the PDBR register, 
switching to a 16-bit task does not change the value of the PDBR register. Tasks ported from the Intel 286 
processor should be given 32-bit TSSs so they can make full use of paging. 


° General-protection exception (#GP, interrupt 13) — New exception condition added. The Intel386 processor 
sets a limit of 15 bytes on instruction length. The only way to violate this limit is by putting redundant prefixes 
before an instruction. A general-protection exception is generated if the limit on instruction length is violated. 
The 8086 processor has no instruction length limit. 
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21.25.1 Machine-Check Architecture 


The Pentium Pro processor introduced a new architecture to the IA-32 for handling and reporting on machine-check 
exceptions. This machine-check architecture (described in detail in Chapter 15, “Machine-Check Architecture”) 
greatly expands the ability of the processor to report on internal hardware errors. 


21.25.2 Priority of Exceptions 

The priority of exceptions are broken down into several major categories: 
Traps on the previous instruction 

External interrupts 


Faults on fetching the next instruction 


PN 


Faults in decoding the next instruction 
5. Faults on executing an instruction 


There are no changes in the priority of these major categories between the different processors, however, excep- 
tions within these categories are implementation dependent and may change from processor to processor. 


21.25.3 Exception Conditions of Legacy SIMD Instructions Operating on MMX Registers 


MMX instructions and a subset of SSE, SSE2, SSSE3 instructions operate on MMX registers. The exception condi- 
tions of these instructions are described in the following tables. 


Table 21-4. Exception Conditions for Legacy SIMD/MMX Instructions with FP Exception and 16-Byte Alignment 


a=) 
B52 
= ea UD/ #2 
. oO T voy; 2 i 
Exception 9|/ 3 /ealy Cause of Exception 
“| 2/22) © 
Ss |E8 
X X X X | lf an unmasked SIMD floating-point exception and CR4.0SXMMEXCPT[bit 10] = 0. 


If CRO.EM[bit 2] = 1. 
Invalid Opcode, If CR4.OSFXSRIbit 9] = 0. 


x< 
x< 
x< 
x< 


oan X X X X_ | If preceded by a LOCK prefix (FOH) 
X X X X_| If any corresponding CPUID feature flag is ‘0’ 
#MF X X X X | If there is a pending X87 FPU exception 
#NM X | X X | X | lf CRO.TS[bit 3]=1 
X For an illegal address in the SS segment 


Stack, SS(O 
) If amemory address referencing the SS segment is in a non-canonical form 


X X X X | Legacy SSE: Memory operand is not 16-byte aligned 


General Protec- X For an illegal memory operand effective address in the CS, DS, ES, FS or GS segments. 
tion, #GP(0) X_| If the memory address is in a non-canonical form. 

X X If any part of the operand lies outside the effective address space from O to FFFFH 
#PF(fault-code) X X X_ | For a page fault 
#XM X X X X_ | lf an unmasked SIMD floating-point exception and CR4.0SXMMEXCPT[bit 10] = 1 
Applicable CVTPD2PI, CVTTPD2PI 
Instructions 
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Table 21-5. Exception Conditions for Legacy SIMD/MMX Instructions with XMM and FP Exception 


a=) 

es 

-_ 8 05| £ 

2 oO T os oa . 
Exception 9|/ so |/ea] ¥ Cause of Exception 

o 3 |o 2) o 
Elss 
> |av 

X X X X_ | If an unmasked SIMD floating-point exception and CR4.0SXMMEXCPT[bit 10] = 0. 


Invalid Opcode, HUD 


If CRO.EM[bit 2] = 1 
If CR4.OSFXSRIbit 9] = 0. 


x< 
x< 
x< 
x< 


X X X X_ | If preceded by a LOCK prefix (FOH) 
X X X X_ | If any corresponding CPUID feature flag is ‘0’ 
#MF X X X X | If there is a pending X87 FPU exception 
#NM X X X X | If CRO.TS[bit 3]=1 
X For an illegal address in the SS segment 
Stack, SS(0) ; a ; 
X | lfamemory address referencing the SS segment is in a non-canonical form 
X For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
ments. 
General Protection, a ; 
#GP(0) X_ | If the memory address is in a non-canonical form. 
X X If any part of the operand lies outside the effective address space from O to 


FFFFH 


#PF(fault-code) 


Alignment Check 
#AC(0) 


X X X | Fora page fault 


If alignment checking is enabled and an unaligned memory reference is made while 
the current privilege level is 3. 


SIMD Floating-point 
Exception, #XM 


X X X X_| If an unmasked SIMD floating-point exception and CR4.0SXMMEXCPTI[bit 10] = 1 


Applicable Instruc- 
tions 


CVTPI2PS, CVTPS2PI, CVTTPS2PI 
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Table 21-6. Exception Conditions for Legacy SIMD/MMxX Instructions with XMM and without FP Exception 


tions 


Bg 52 
= Ss u05| & 
. oO t =] ya) i 
Exception tH) 3 |tol| y Cause of Exception 
a 3 |a2) © 
Ess 
> |av 
If CRO.EM[bit 2] = 1. 
a . . > If CR4.0SFXSR[bit 9] = 0. 
Invalid Opcode, #UD [Ty 7 x | x | ifpreceded by a LOCK prefix (FOH) 
X X X X_ | If any corresponding CPUID feature flag is ‘O’ 
#MF! X X X X_ | If there is a pending X87 FPU exception 
#NM X X X X_ | If CRO.TS[bit 3]=1 
X For an illegal address in the SS segment 
Stack, SS(0) : a : 
X | Ifamemory address referencing the SS segment is in a non-canonical form 
X For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
ments. 
iG, Rroteruan, X_ | If the memory address is in a non-canonical form. 
If any part of the operand lies outside the effective address space from O to 
X X 
FFFFH 
#PF(fault-code) X X X_ | For a page fault 
Alignment Check X X X If alignment checking is enabled and an unaligned memory reference is made 
#AC(0) while the current privilege level is 3. 
Applicable Instruc- CVTPI2PD 


NOTES: 


1. Applies to “CVTPIZPD xmm, mm” but not “CVTPIZPD xmm, m64". 
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Table 21-7. Exception Conditions for SIMD/MMX Instructions with Memory Reference 


a=) 
8 |se 
= S oo] £ 
. oO T os y=) i 
Exception a 3 ico] } Cause of Exception 
“| 2/82 ¢ 
5/28 

X X X X | If CRO.EM[bit 2] = 1. 
Invalid Opcode, #UD X X X X | If preceded by a LOCK prefix (FOH) 

X X X X_ | If any corresponding CPUID feature flag is ‘O’ 
#MF X X X X_ | If there is a pending X87 FPU exception 
#NM X X X X | If CRO.TS[bit 3]=1 

X For an illegal address in the SS segment 
Stack, SS(0) - = : 
X | Ifamemory address referencing the SS segment is in a non-canonical form 
X For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 

General Protection, ments, 
#GP(0) X_| If the memory address is in a non-canonical form. 

X X If any part of the operand lies outside the effective address space from O to FFFFH 
#PF(fault-code) X X X_ | For a page fault 
Alignment Check X X X If alignment checking is enabled and an unaligned memory reference is made while 


#AC(0) 


the current privilege level is 3. 


Applicable Instruc- 
tions 


PABSB, PABSD, PABSW, PACKSSWB, PACKSSDW, PACKUSWB, PADDB, PADDD, PADDQ, PADDW, PADDSB, 
PADDSW, PADDUSB, PADDUSW, PALIGNR, PAND, PANDN, PAVGB, PAVGW, PCMPEQB, PCMPEQD, PCMPEQW, 
PCMPGTB, PCMPGTD, PCMPGTW, PHADDD, PHADDW, PHADDSW, PHSUBD, PHSUBW, PHSUBSW, PINSRW, 
PMADDUBSW, PMADDWD, PMAXSW, PMAXUB, PMINSW, PMINUB, PMULHRSW, PMULHUW, PMULHW, PMULLW, 
PMULUDQ, PSADBW, PSHUFB, PSHUFW, PSIGNB PSIGND PSIGNW, PSLLW, PSLLD, PSLLQ, PSRAD, PSRAW, 
PSRLW, PSRLD, PSRLQ, PSUBB, PSUBD, PSUBQ, PSUBW, PSUBSB, PSUBSW, PSUBUSB, PSUBUSW, 
PUNPCKHBW, PUNPCKHWD, PUNPCKHDQ, PUNPCKLBW, PUNPCKLWD, PUNPCKLDQ, PXOR 
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Table 21-8. Exception Conditions for Legacy SIMD/MMX Instructions without FP Exception 


a~) 
eS 
= oO 05| & 
. oO 7 vos] 2 i 
Exception 9\/sel/oa) y Cause of Exception 
©; s |/ao2flo 
Eos 
> av 
If CRO.EM[bit 2] = 1. 
X X X X 
If ModR/M.mod # 11b! 
Invalid Opcode, #UD ; 
P X X X X_ | If preceded by a LOCK prefix (FOH) 
X X X X_| If any corresponding CPUID feature flag is ‘O’ 
#MF X X X X | If there is a pending X87 FPU exception 
#NM X X X X | If CRO.TS[bit 3]=1 
X For an illegal address in the SS segment 
Stack, SS(0) - _ ; 
X | lfamemory address referencing the SS segment is in a non-canonical form 
For an illegal memory operand effective address in the CS, DS, ES, FS or GS seg- 
: ments. 
If the destination operand is in a non-writable segment.2 
#0P(0) If the DS, ES, FS, or GS register contains a NULL segment selector.2 
X_| If the memory address is in a non-canonical form. 
X X If any part of the operand lies outside the effective address space from O to FFFFH 
#PF(fault-code) X X X | For a page fault 
#AC(0) X X X If alignment checking is enabled and an unaligned memory reference is made while 
the current privilege level is 3. 


tions 


Applicable Instruc- MASKMOVQ, MOVNTQ, “MOVQ (mmreg)" 


NOTES: 
1. Applies to MASKMOVQ only. 


2. Applies to MASKMOVQ and MOVQ (mmreg) only. 


3. Applies to MASKMOVOQ only. 
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Table 21-9. Exception Conditions for Legacy SIMD/MMX Instructions without Memory Reference 


8 52 
_ S oO] £ 
. oO 7 os i=) i 
Exception a 3 iD o] ¥} Cause of Exception 
“| 2 /#e2 ¢ 
5 |28 
X X X X | If CRO.EM[bit 2] = 1. 
Invalid Opcode, #UD X X X X_| If preceded by a LOCK prefix (FOH) 
X X X X_ | If any corresponding CPUID feature flag is ‘O’ 
#MF X X X X | If there is a pending X87 FPU exception 
#NM X X_ | If CRO.TS[bit 3]=1 
Applicable Instruc- PEXTRW, PMOVMSKB 
tions 


21.26 INTERRUPTS 


The following differences in handling interrupts are found among the IA-32 
processors. 


21.26.1 Interrupt Propagation Delay 


External hardware interrupts may be recognized on different instruction boundaries on the P6 family, Pentium, 
Intel486, and Intel386 processors, due to the superscaler designs of the P6 family and Pentium processors. There- 
fore, the EIP pushed onto the stack when servicing an interrupt may be different for the P6 family, Pentium, 
Intel486, and Intel386 processors. 


21.26.2 NMI Interrupts 


After an NMI interrupt is recognized by the P6 family, Pentium, Intel486, Intel386, and Intel 286 processors, the 
NMI interrupt is masked until the first IRET instruction is executed, unlike the 8086 processor. 


21.26.3  IDT Limit 


The LIDT instruction can be used to set a limit on the size of the IDT. A double-fault exception (#DF) is generated 
if an interrupt or exception attempts to read a vector beyond the limit. Shutdown then occurs on the 32-bit IA-32 
processors if the double-fault handler vector is beyond the limit. (The 8086 processor does not have a shutdown 
mode nor a limit.) 


21.27 ADVANCED PROGRAMMABLE INTERRUPT CONTROLLER (APIC) 


The Advanced Programmable Interrupt Controller (APIC), referred to in this book as the local APIC, was intro- 
duced into the IA-32 processors with the Pentium processor (beginning with the 735/90 and 815/100 models) and 
is included in the Pentium 4, Intel Xeon, and P6 family processors. The features and functions of the local APIC are 
derived from the Intel 82489DX external APIC, which was used with the Intel486 and early Pentium processors. 
Additional refinements of the local APIC architecture were incorporated in the Pentium 4 and Intel Xeon processors. 
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21.27.1 Software Visible Differences Between the Local APIC and the 82489DX 


The following features in the local APIC features differ from those found in the 82489DX external APIC: 


¢ When the local APIC is disabled by clearing the APIC software enable/disable flag in the spurious-interrupt 
vector MSR, the state of its internal registers are unaffected, except that the mask bits in the LVT are all set to 
block local interrupts to the processor. Also, the local APIC ceases accepting IPIs except for INIT, SMI, NMI, and 
start-up IPIs. In the 82489DX, when the local unit is disabled, all the internal registers including the IRR, ISR 
and TMR are cleared and the mask bits in the LVT are set. In this state, the 82489DxX local unit will accept only 
the reset deassert message. 


¢ Inthe local APIC, NMI and INIT (except for INIT deassert) are always treated as edge triggered interrupts, even 
if programmed otherwise. In the 82489Dx, these interrupts are always level triggered. 


¢ Inthe local APIC, IPIs generated through the ICR are always treated as edge triggered (except INIT Deassert). 
In the 82489DX, the ICR can be used to generate either edge or level triggered IPIs. 


¢ In the local APIC, the logical destination register supports 8 bits; in the 82489DxX, it supports 32 bits. 
¢ In the local APIC, the APIC ID register is 4 bits wide; in the 82489Dx, it is 8 bits wide. 


¢ The remote read delivery mode provided in the 82489DX and local APIC for Pentium processors is not 
supported in the local APIC in the Pentium 4, Intel Xeon, and P6 family processors. 


° For the 82489Dx, in the lowest priority delivery mode, all the target local APICs specified by the destination 
field participate in the lowest priority arbitration. For the local APIC, only those local APICs which have free 
interrupt slots will participate in the lowest priority arbitration. 


21.27.2 New Features Incorporated in the Local APIC for the P6 Family and Pentium 
Processors 


The local APIC in the Pentium and P6 family processors have the following new features not found in the 82489DX 
external APIC. 


* Cluster addressing is supported in logical destination mode. 

® Focus processor checking can be enabled/disabled. 

¢ Interrupt input signal polarity can be programmed for the LINTO and LINT1 pins. 
¢ An SMI IPI is supported through the ICR and I/O redirection table. 

e Anerror status register is incorporated into the LVT to log and report APIC errors. 


In the P6 family processors, the local APIC incorporates an additional LVT register to handle performance moni- 
toring counter interrupts. 


21.27.3 New Features Incorporated in the Local APIC of the Pentium 4 and Intel Xeon 
Processors 


The local APIC in the Pentium 4 and Intel Xeon processors has the following new features not found in the P6 family 
and Pentium processors and in the 82489Dx. 


¢ The local APIC ID is extended to 8 bits. 

¢ Anthermal sensor register is incorporated into the LVT to handle thermal sensor interrupts. 

¢ The the ability to deliver lowest-priority interrupts to a focus processor is no longer supported. 
° ©The flat cluster logical destination mode is not supported. 


21.28 TASK SWITCHING AND TSS 


This section identifies the implementation differences of task switching, additions to the TSS and the handling of 
TSSs and TSS segment selectors. 
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21.28.1 P6 Family and Pentium Processor TSS 


When the virtual mode extensions are enabled (by setting the VME flag in control register CR4), the TSS in the P6 
family and Pentium processors contain an interrupt redirection bit map, which is used in virtual-8086 mode to redi- 
rect interrupts back to an 8086 program. 


21.28.2 TSS Selector Writes 


During task state saves, the Intel486 processor writes 2-byte segment selectors into a 32-bit TSS, leaving the 
upper 16 bits undefined. For performance reasons, the P6 family and Pentium processors write 4-byte segment 
selectors into the TSS, with the upper 2 bytes being 0. For compatibility reasons, code should not depend on the 
value of the upper 16 bits of the selector in the TSS. 


21.28.3 Order of Reads/Writes to the TSS 


The order of reads and writes into the TSS is processor dependent. The P6 family and Pentium processors may 
generate different page-fault addresses in control register CR2 in the same TSS area than the Intel486 and 
Intel386 processors, if a TSS crosses a page boundary (which is not recommended). 


21.28.4 Using A 16-Bit TSS with 32-Bit Constructs 


Task switches using 16-bit TSSs should be used only for pure 16-bit code. Any new code written using 32-bit 
constructs (operands, addressing, or the upper word of the EFLAGS register) should use only 32-bit TSSs. This is 
due to the fact that the 32-bit processors do not save the upper 16 bits of EFLAGS to a 16-bit TSS. A task switch 
back to a 16-bit task that was executing in virtual mode will never re-enable the virtual mode, as this flag was not 
saved in the upper half of the EFLAGS value in the TSS. Therefore, it is strongly recommended that any code using 
32-bit constructs use a 32-bit TSS to ensure correct behavior in a multitasking environment. 


21.28.5 Differences in I/O Map Base Addresses 


The Intel486 processor considers the TSS segment to be a 16-bit segment and wraps around the 64K boundary. 
Any I/O accesses check for permission to access this I/O address at the I/O base address plus the I/O offset. If the 
I/O map base address exceeds the specified limit of ODFFFH, an I/O access will wrap around and obtain the permis- 
sion for the I/O address at an incorrect location within the TSS. A TSS limit violation does not occur in this situation 
on the Intel486 processor. However, the P6 family and Pentium processors consider the TSS to be a 32-bit segment 
and a limit violation occurs when the I/O base address plus the I/O offset is greater than the TSS limit. By following 
the recommended specification for the I/O base address to be less than ODFFFH, the Intel486 processor will not 
wrap around and access incorrect locations within the TSS for I/O port validation and the P6 family and Pentium 
processors will not experience general-protection exceptions (#GP). Figure 21-1 demonstrates the different areas 
accessed by the Intel486 and the P6 family and Pentium processors. 
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Intel486 Processor P6 family and Pentium Processors 


FFFFH + 10H = Outside Segment 
for I/O Validation 


—— > 


V/O Map /O Map 
Base Addres FFFFH Base Addres > FFFFH 


—3> FFFFH + 10H = FH 
for I/O Validation 


OH OH 
/O access at port 10H checks /O access at port 10H checks 
bitmap at I/O map base address bitmap at I/O address FFFFH + 10H, 
FFFFH + 10H = offset 10H. which exceeds segment limit. 
Offset FH from beginning of Wrap around does not occur, 
TSS segment results because general-protection exception (#GP) 
wraparound occurs. occurs. 


Figure 21-1. I/O Map Base Address Differences 


21.29 CACHE MANAGEMENT 


The P6 family processors include two levels of internal caches: Li (level 1) and L2 (level 2). The L1 cache is divided 
into an instruction cache and a data cache; the L2 cache is a general-purpose cache. See Section 11.1, “Internal 
Caches, TLBs, and Buffers,” for a description of these caches. (Note that although the Pentium II processor L2 
cache is physically located on a separate chip in the cassette, it is considered an internal cache.) 


The Pentium processor includes separate level 1 instruction and data caches. The data cache supports a writeback 
(or alternatively write-through, on a line by line basis) policy for memory updates. 


The Intel486 processor includes a single level 1 cache for both instructions and data. 


The meaning of the CD and NW flags in control register CRO have been redefined for the P6 family and Pentium 
processors. For these processors, the recommended value (O0OB) enables writeback for the data cache of the 
Pentium processor and for the Li data cache and L2 cache of the P6 family processors. In the Intel486 processor, 
setting these flags to (00B) enables write-through for the cache. 


External system hardware can force the Pentium processor to disable caching or to use the write-through cache 
policy should that be required. In the P6 family processors, the MTRRs can be used to override the CD and NW flags 
(see Table 11-6). 


The P6 family and Pentium processors support page-level cache management in the same manner as the Intel486 
processor by using the PCD and PWT flags in control register CR3, the page-directory entries, and the page-table 
entries. The Intel486 processor, however, is not affected by the state of the PWT flag since the internal cache of the 
Intel486 processor is a write-through cache. 


21.29.1 Self-Modifying Code with Cache Enabled 


On the Intel486 processor, a write to an instruction in the cache will modify it in both the cache and memory. If the 
instruction was prefetched before the write, however, the old version of the instruction could be the one executed. 
To prevent this problem, it is necessary to flush the instruction prefetch unit of the Intel486 processor by coding a 
jump instruction immediately after any write that modifies an instruction. The P6 family and Pentium processors, 
however, check whether a write may modify an instruction that has been prefetched for execution. This check is 
based on the linear address of the instruction. If the linear address of an instruction is found to be present in the 
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prefetch queue, the P6 family and Pentium processors flush the prefetch queue, eliminating the need to code a 
jump instruction after any writes that modify an instruction. 


Because the linear address of the write is checked against the linear address of the instructions that have been 
prefetched, special care must be taken for self-modifying code to work correctly when the physical addresses of the 
instruction and the written data are the same, but the linear addresses differ. In such cases, it is necessary to 
execute a serializing operation to flush the prefetch queue after the write and before executing the modified 
instruction. See Section 8.3, “Serializing Instructions,” for more information on serializing instructions. 


NOTE 


The check on linear addresses described above is not in practice a concern for compatibility. Appli- 
cations that include self-modifying code use the same linear address for modifying and fetching the 
instruction. System software, such as a debugger, that might possibly modify an instruction using 
a different linear address than that used to fetch the instruction must execute a serializing 
operation, such as IRET, before the modified instruction is executed. 


21.29.2 Disabling the L3 Cache 


A unified third-level (L3) cache in processors based on Intel NetBurst microarchitecture (see Section 11.1, 
“Internal Caches, TLBs, and Buffers”) provides the third-level cache disable flag, bit 6 of the IA32_MISC_ENABLE 
MSR. The third-level cache disable flag allows the L3 cache to be disabled and enabled, independently of the L1 and 
L2 caches (see Section 11.5.4, “Disabling and Enabling the L3 Cache”). The third-level cache disable flag applies 
only to processors based on Intel NetBurst microarchitecture. Processors with L3 and based on other microarchi- 
tectures do not support the third-level cache disable flag. 


21.30 PAGING 


This section identifies enhancements made to the paging mechanism and implementation differences in the paging 
mechanism for various IA-32 processors. 


21.30.1 Large Pages 


The Pentium processor extended the memory management/paging facilities of the IA-32 to allow large (4 MBytes) 
pages sizes (see Section 4.3, “32-Bit Paging”). The first P6 family processor (the Pentium Pro processor) added a 
2 MByte page size to the IA-32 in conjunction with the physical address extension (PAE) feature (see Section 4.4, 
“PAE Paging”). 


The availability of large pages with 32-bit paging on any IA-32 processor can be determined via feature bit 3 (PSE) 
of register EDX after the CPUID instruction has been execution with an argument of 1. (Large pages are always 
available with PAE paging and 4-level paging.) Intel processors that do not support the CPUID instruction support 
only 32-bit paging and do not support page size enhancements. (See “CPUID—CPU Identification” in Chapter 3, 
“Instruction Set Reference, A-L,” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
2A for more information on the CPUID instruction. ) 


21.30.2 PCD and PWT Flags 


The PCD and PWT flags were introduced to the IA-32 in the Intel486 processor to control the caching of pages: 
¢ PCD (page-level cache disable) flag—Controls caching on a page-by-page basis. 


¢ PWT (page-level write-through) flag—Controls the write-through/writeback caching policy on a page-by-page 
basis. Since the internal cache of the Intel486 processor is a write-through cache, it is not affected by the state 
of the PWT flag. 
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21.30.3 Enabling and Disabling Paging 


Paging is enabled and disabled by loading a value into control register CRO that modifies the PG flag. For backward 
and forward compatibility with all IA-32 processors, Intel recommends that the following operations be performed 
when enabling or disabling paging: 


1. Execute a MOV CRO, REG instruction to either set (enable paging) or clear (disable paging) the PG flag. 
2. Execute a near JMP instruction. 


The sequence bounded by the MOV and JMP instructions should be identity mapped (that is, the instructions should 
reside on a page whose linear and physical addresses are identical). 


For the P6 family processors, the MOV CRO, REG instruction is serializing, so the jump operation is not required. 
However, for backwards compatibility, the JMP instruction should still be included. 


21.31 STACK OPERATIONS AND SUPERVISOR SOFTWARE 


This section identifies the differences in the stack mechanism for the various IA-32 processors. 


21.31.1 Selector Pushes and Pops 


When pushing a segment selector onto the stack, the Pentium 4, Intel Xeon, P6 family, and Intel486 processors 
decrement the ESP register by the operand size and then write 2 bytes. If the operand size is 32-bits, the upper two 
bytes of the write are not modified. The Pentium processor decrements the ESP register by the operand size and 
determines the size of the write by the operand size. If the operand size is 32-bits, the upper two bytes are written 
as Os. 


When popping a segment selector from the stack, the Pentium 4, Intel Xeon, P6 family, and Intel486 processors 
read 2 bytes and increment the ESP register by the operand size of the instruction. The Pentium processor deter- 
mines the size of the read from the operand size and increments the ESP register by the operand size. 


It is possible to align a 32-bit selector push or pop such that the operation generates an exception on a Pentium 
processor and not on an Pentium 4, Intel Xeon, P6 family, or Intel486 processor. This could occur if the third and/or 
fourth byte of the operation lies beyond the limit of the segment or if the third and/or fourth byte of the operation 
is locate on a non-present or inaccessible page. 


For a POP-to-memory instruction that meets the following conditions: 
¢ The stack segment size is 16-bit. 
e Any 32-bit addressing form with the SIB byte specifying ESP as the base register. 


¢ The initial stack pointer is FFFCH (32-bit operand) or FFFEH (16-bit operand) and will wrap around to OH as a 
result of the POP operation. 


The result of the memory write is implementation-specific. For example, in P6 family processors, the result of the 
memory write is SS:0H plus any scaled index and displacement. In Pentium processors, the result of the memory 
write may be either a stack fault (real mode or protected mode with stack segment size of 64 KByte), or write to 

SS:10000H plus any scaled index and displacement (protected mode and stack segment size exceeds 64 KByte). 


21.31.2 Error Code Pushes 


The Intel486 processor implements the error code pushed on the stack as a 16-bit value. When pushed onto a 32- 
bit stack, the Intel486 processor only pushes 2 bytes and updates ESP by 4. The P6 family and Pentium processors’ 
error code is a full 32 bits with the upper 16 bits set to zero. The P6 family and Pentium processors, therefore, push 
4 bytes and update ESP by 4. Any code that relies on the state of the upper 16 bits may produce inconsistent 
results. 
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21.31.3 Fault Handling Effects on the Stack 


During the handling of certain instructions, such as CALL and PUSHA, faults may occur in different sequences for 
the different processors. For example, during far calls, the Intel486 processor pushes the old CS and EIP before a 
possible branch fault is resolved. A branch fault is a fault from a branch instruction occurring from a segment limit 
or access rights violation. If a branch fault is taken, the Intel486 and P6 family processors will have corrupted 
memory below the stack pointer. However, the ESP register is backed up to make the instruction restartable. The 
P6 family processors issue the branch before the pushes. Therefore, if a branch fault does occur, these processors 
do not corrupt memory below the stack pointer. This implementation difference, however, does not constitute a 
compatibility problem, as only values at or above the stack pointer are considered to be valid. Other operations 
that encounter faults may also corrupt memory below the stack pointer and this behavior may vary on different 
implementations. 


21.31.4 Interlevel RET/IRET From a 16-Bit Interrupt or Call Gate 


If a call or interrupt is made from a 32-bit stack environment through a 16-bit gate, only 16 bits of the old ESP can 
be pushed onto the stack. On the subsequent RET/IRET, the 16-bit ESP is popped but the full 32-bit ESP is updated 
since control is being resumed in a 32-bit stack environment. The Intel486 processor writes the SS selector into the 
upper 16 bits of ESP. The P6 family and Pentium processors write zeros into the upper 16 bits. 


21.32 MIXING 16- AND 32-BIT SEGMENTS 


The features of the 16-bit Intel 286 processor are an object-code compatible subset of those of the 32-bit IA-32 
processors. The D (default operation size) flag in segment descriptors indicates whether the processor treats a 
code or data segment as a 16-bit or 32-bit segment; the B (default stack size) flag in segment descriptors indicates 
whether the processor treats a stack segment as a 16-bit or 32-bit segment. 


The segment descriptors used by the Intel 286 processor are supported by the 32-bit IA-32 processors if the Intel- 
reserved word (highest word) of the descriptor is clear. On the 32-bit IA-32 processors, this word includes the 
upper bits of the base address and the segment limit. 


The segment descriptors for data segments, code segments, local descriptor tables (there are no descriptors for 
global descriptor tables), and task gates are the same for the 16- and 32-bit processors. Other 16-bit descriptors 
(TSS segment, call gate, interrupt gate, and trap gate) are supported by the 32-bit processors. 


The 32-bit processors also have descriptors for TSS segments, call gates, interrupt gates, and trap gates that 
support the 32-bit architecture. Both kinds of descriptors can be used in the same system. 


For those segment descriptors common to both 16- and 32-bit processors, clear bits in the reserved word cause the 
32-bit processors to interpret these descriptors exactly as an Intel 286 processor does, that is: 


¢ Base Address — The upper 8 bits of the 32-bit base address are clear, which limits base addresses to 24 bits. 
¢ Limit — The upper 4 bits of the limit field are clear, restricting the value of the limit field to 64 KBytes. 


°® Granularity bit — The G (granularity) flag is clear, indicating the value of the 16-bit limit is interpreted in units 
of 1 byte. 


° Big bit — In a data-segment descriptor, the B flag is clear in the segment descriptor used by the 32-bit 
processors, indicating the segment is no larger than 64 KBytes. 


° Default bit — In a code-segment descriptor, the D flag is clear, indicating 16-bit addressing and operands are 
the default. In a stack-segment descriptor, the D flag is clear, indicating use of the SP register (instead of the 
ESP register) and a 64-KByte maximum segment limit. 


For information on mixing 16- and 32-bit code in applications, see Chapter 20, “Mixing 16-Bit and 32-Bit Code.” 


21.33 SEGMENT AND ADDRESS WRAPAROUND 


This section discusses differences in segment and address wraparound between the P6 family, Pentium, Intel486, 
Intel386, Intel 286, and 8086 processors. 
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21.33.1 Segment Wraparound 


On the 8086 processor, an attempt to access a memory operand that crosses offset 65,535 or OFFFFH or offset 0 
(for example, moving a word to offset 65,535 or pushing a word when the stack pointer is set to 1) causes the 
offset to wrap around modulo 65,536 or 010000H. With the Intel 286 processor, any base and offset combination 
that addresses beyond 16 MBytes wraps around to the 1 MByte of the address space. The P6 family, Pentium, 
Intel486, and Intel386 processors in real-address mode generate an exception in these cases: 


¢ A general-protection exception (#GP) if the segment is a data segment (that is, if the CS, DS, ES, FS, or GS 
register is being used to address the segment). 


e A stack-fault exception (#SS) if the segment is a stack segment (that is, if the SS register is being used). 


An exception to this behavior occurs when a stack access is data aligned, and the stack pointer is pointing to the 
last aligned piece of data that size at the top of the stack (ESP is FFFFFFFCH). When this data is popped, no 
segment limit violation occurs and the stack pointer will wrap around to 0. 


The address space of the P6 family, Pentium, and Intel486 processors may wraparound at 1 MByte in real-address 
mode. An external A20M# pin forces wraparound if enabled. On Intel 8086 processors, it is possible to specify 
addresses greater than 1 MByte. For example, with a selector value FFFFH and an offset of FFFFH, the effective 
address would be 10FFEFH (1 MByte plus 65519 bytes). The 8086 processor, which can form addresses up to 20 
bits long, truncates the uppermost bit, which “wraps” this address to FFEFH. However, the P6 family, Pentium, and 
Intel486 processors do not truncate this bit if AZOM# is not enabled. 


If a stack operation wraps around the address limit, shutdown occurs. (The 8086 processor does not have a shut- 
down mode or a limit.) 


The behavior when executing near the limit of a 4-GByte selector (limit = FFFFFFFFH) is different between the 
Pentium Pro and the Pentium 4 family of processors. On the Pentium Pro, instructions which cross the limit -- for 
example, a two byte instruction such as INC EAX that is encoded as FFH COH starting exactly at the limit faults for 
a segment violation (a one byte instruction at FFFFFFFFH does not cause an exception). Using the Pentium 4 micro- 
processor family, neither of these situations causes a fault. 


Segment wraparound and the functionality of A20M# is used primarily by older operating systems and not used by 
modern operating systems. On newer Intel 64 processors, AZOM# may be absent. 


21.34 STORE BUFFERS AND MEMORY ORDERING 


The Pentium 4, Intel Xeon, and P6 family processors provide a store buffer for temporary storage of writes (stores) 
to memory (see Section 11.10, “Store Buffer”). Writes stored in the store buffer(s) are always written to memory 
in program order, with the exception of “fast string” store operations (see Section 8.2.4, “Fast-String Operation and 
Out-of-Order Stores”). 


The Pentium processor has two store buffers, one corresponding to each of the pipelines. Writes in these buffers 
are always written to memory in the order they were generated by the processor core. 


It should be noted that only memory writes are buffered and I/O writes are not. The Pentium 4, Intel Xeon, P6 
family, Pentium, and Intel486 processors do not synchronize the completion of memory writes on the bus and 
instruction execution after a write. An I/O, locked, or serializing instruction needs to be executed to synchronize 
writes with the next instruction (see Section 8.3, “Serializing Instructions”). 


The Pentium 4, Intel Xeon, and P6 family processors use processor ordering to maintain consistency in the order 
that data is read (loaded) and written (stored) in a program and the order the processor actually carries out the 
reads and writes. With this type of ordering, reads can be carried out speculatively and in any order, reads can pass 
buffered writes, and writes to memory are always carried out in program order. (See Section 8.2, “Memory 
Ordering,” for more information about processor ordering.) The Pentium III processor introduced a new instruction 
to serialize writes and make them globally visible. Memory ordering issues can arise between a producer and a 
consumer of data. The SFENCE instruction provides a performance-efficient way of ensuring ordering between 
routines that produce weakly-ordered results and routines that consume this data. 


No re-ordering of reads occurs on the Pentium processor, except under the condition noted in Section 8.2.1, 
“Memory Ordering in the Intel® Pentium® and Intel486™ Processors,” and in the following paragraph describing the 
Intel486 processor. 
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Specifically, the store buffers are flushed before the IN instruction is executed. No reads (as a result of cache miss) 
are reordered around previously generated writes sitting in the store buffers. The implication of this is that the 
store buffers will be flushed or emptied before a subsequent bus cycle is run on the external bus. 


On both the Intel486 and Pentium processors, under certain conditions, a memory read will go onto the external 
bus before the pending memory writes in the buffer even though the writes occurred earlier in the program execu- 
tion. A memory read will only be reordered in front of all writes pending in the buffers if all writes pending in the 
buffers are cache hits and the read is a cache miss. Under these conditions, the Intel486 and Pentium processors 
will not read from an external memory location that needs to be updated by one of the pending writes. 


During a locked bus cycle, the Intel486 processor will always access external memory, it will never look for the 
location in the on-chip cache. All data pending in the Intel486 processor's store buffers will be written to memory 
before a locked cycle is allowed to proceed to the external bus. Thus, the locked bus cycle can be used for elimi- 
nating the possibility of reordering read cycles on the Intel486 processor. The Pentium processor does check its 
cache on a read-modify-write access and, if the cache line has been modified, writes the contents back to memory 
before locking the bus. The P6 family processors write to their cache on a read-modify-write operation (if the 
access does not split across a cache line) and does not write back to system memory. If the access does split across 
a cache line, it locks the bus and accesses system memory. 


I/O reads are never reordered in front of buffered memory writes on an IA-32 processor. This ensures an update of 
all memory locations before reading the status from an I/O device. 


21.35 BUS LOCKING 


The Intel 286 processor performs the bus locking differently than the Intel P6 family, Pentium, Intel486, and 
Intel386 processors. Programs that use forms of memory locking specific to the Intel 286 processor may not run 
properly when run on later processors. 


A locked instruction is guaranteed to lock only the area of memory defined by the destination operand, but may 
lock a larger memory area. For example, typical 8086 and Intel 286 configurations lock the entire physical memory 
space. Programmers should not depend on this. 


On the Intel 286 processor, the LOCK prefix is sensitive to IOPL. If the CPL is greater than the IOPL, a general- 
protection exception (#GP) is generated. On the Intel386 DX, Intel486, and Pentium, and P6 family processors, no 
check against IOPL is performed. 


The Pentium processor automatically asserts the LOCK# signal when acknowledging external interrupts. After 
signaling an interrupt request, an external interrupt controller may use the data bus to send the interrupt vector to 
the processor. After receiving the interrupt request signal, the processor asserts LOCK# to ensure that no other 
data appears on the data bus until the interrupt vector is received. This bus locking does not occur on the P6 family 
processors. 


21.36 BUS HOLD 


Unlike the 8086 and Intel 286 processors, but like the Intel386 and Intel486 processors, the P6 family and Pentium 
processors respond to requests for control of the bus from other potential bus masters, such as DMA controllers, 
between transfers of parts of an unaligned operand, such as two words which form a doubleword. Unlike the 
Intel386 processor, the P6 family, Pentium and Intel486 processors respond to bus hold during reset initialization. 


21.37  MODEL-SPECIFIC EXTENSIONS TO THE IA-32 


Certain extensions to the IA-32 are specific to a processor or family of IA-32 processors and may not be imple- 
mented or implemented in the same way in future processors. The following sections describe these model-specific 
extensions. The CPUID instruction indicates the availability of some of the model-specific features. 
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21.37.1 Model-Specific Registers 


The Pentium processor introduced a set of model-specific registers (MSRs) for use in controlling hardware functions 
and performance monitoring. To access these MSRs, two new instructions were added to the IA-32 architecture: 
read MSR (RDMSR) and write MSR (WRMSR). The MSRs in the Pentium processor are not guaranteed to be dupli- 
cated or provided in the next generation IA-32 processors. 


The P6 family processors greatly increased the number of MSRs available to software. See Chapter 2, “Model- 
Specific Registers (MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4 for a 
complete list of the available MSRs. The new registers control the debug extensions, the performance counters, the 
machine-check exception capability, the machine-check architecture, and the MTRRs. These registers are acces- 
sible using the RDMSR and WRMSR instructions. Specific information on some of these new MSRs is provided in the 
following sections. As with the Pentium processor MSR, the P6 family processor MSRs are not guaranteed to be 
duplicated or provided in the next generation IA-32 processors. 


21.37.2 RDMSR and WRMSR Instructions 


The RDMSR (read model-specific register) and WRMSR (write model-specific register) instructions recognize a 
much larger number of model-specific registers in the P6 family processors. (See “RDMSR—Read from Model 
Specific Register” and “WRMSR—Write to Model Specific Register” in the Intel® 64 and IA-32 Architectures Soft- 
ware Developer’s Manual, Volumes 2A, 2B, 2C & 2D for more information.) 


21.37.3. Memory Type Range Registers 


Memory type range registers (MTRRs) are a new feature introduced into the IA-32 in the Pentium Pro processor. 
MTRRs allow the processor to optimize memory operations for different types of memory, such as RAM, ROM, frame 
buffer memory, and memory-mapped I/O. 


MTRRs are MSRs that contain an internal map of how physical address ranges are mapped to various types of 
memory. The processor uses this internal memory map to determine the cacheability of various physical memory 
locations and the optimal method of accessing memory locations. For example, if a memory location is specified in 
an MTRR as write-through memory, the processor handles accesses to this location as follows. It reads data from 
that location in lines and caches the read data or maps all writes to that location to the bus and updates the cache 
to maintain cache coherency. In mapping the physical address space with MTRRs, the processor recognizes five 
types of memory: uncacheable (UC), uncacheable, speculatable, write-combining (WC), write-through (WT), 
write-protected (WP), and writeback (WB). 


Earlier IA-32 processors (such as the Intel486 and Pentium processors) used the KEN# (cache enable) pin and 
external logic to maintain an external memory map and signal cacheable accesses to the processor. The MTRR 
mechanism simplifies hardware designs by eliminating the KEN# pin and the external logic required to drive it. 


See Chapter 9, “Processor Management and Initialization,” and Chapter 2, “Model-Specific Registers (MSRs)” in the 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4 for more information on the MTRRs. 


21.37.4 Machine-Check Exception and Architecture 


The Pentium processor introduced a new exception called the machine-check exception (#MC, interrupt 18). This 
exception is used to detect hardware-related errors, such as a parity error on a read cycle. 


The P6 family processors extend the types of errors that can be detected and that generate a machine-check 
exception. It also provides a new machine-check architecture for recording information about a machine-check 
error and provides extended recovery capability. 


The machine-check architecture provides several banks of reporting registers for recording machine-check errors. 
Each bank of registers is associated with a specific hardware unit in the processor. The primary focus of the 
machine checks is on bus and interconnect operations; however, checks are also made of translation lookaside 
buffer (TLB) and cache operations. 
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The machine-check architecture can correct some errors automatically and allow for reliable restart of instruction 
execution. It also collects sufficient information for software to use in correcting other machine errors not corrected 
by hardware. 


See Chapter 15, “Machine-Check Architecture,” for more information on the machine-check exception and the 
machine-check architecture. 


21.37.5 Performance-Monitoring Counters 


The P6 family and Pentium processors provide two performance-monitoring counters for use in monitoring internal 
hardware operations. The number of performance monitoring counters and associated programming interfaces 
may be implementation specific for Pentium 4 processors, Pentium M processors. Later processors may have 
implemented these as part of an architectural performance monitoring feature. The architectural and non-architec- 
tural performance monitoring interfaces for different processor families are described in Chapter 18, “Performance 
Monitoring,”. https://perfmon-events.intel.com/ lists all the events that can be counted for architectural perfor- 
mance monitoring events and non-architectural events. The counters are set up, started, and stopped using two 
MSRs and the RDMSR and WRMSR instructions. For the P6 family processors, the current count for a particular 
counter can be read using the new RDPMC instruction. 


The performance-monitoring counters are useful for debugging programs, optimizing code, diagnosing system fail- 
ures, or refining hardware designs. See Chapter 18, “Performance Monitoring,” for more information on these 
counters. 


21.38 TWO WAYS TO RUN INTEL 286 PROCESSOR TASKS 


When porting 16-bit programs to run on 32-bit IA-32 processors, there are two approaches to consider: 


° Porting an entire 16-bit software system to a 32-bit processor, complete with the old operating system, loader, 
and system builder. Here, all tasks will have 16-bit TSSs. The 32-bit processor is being used as if it were a faster 
version of the 16-bit processor. 


¢ Porting selected 16-bit applications to run in a 32-bit processor environment with a 32-bit operating system, 
loader, and system builder. Here, the TSSs used to represent 286 tasks should be changed to 32-bit TSSs. It is 
possible to mix 16 and 32-bit TSSs, but the benefits are small and the problems are great. All tasks in a 32-bit 
software system should have 32-bit TSSs. It is not necessary to change the 16-bit object modules themselves; 
TSSs are usually constructed by the operating system, by the loader, or by the system builder. See Chapter 20, 
“Mixing 16-Bit and 32-Bit Code,” for more detailed information about mixing 16-bit and 32-bit code. 


Because the 32-bit processors use the contents of the reserved word of 16-bit segment descriptors, 16-bit 
programs that place values in this word may not run correctly on the 32-bit processors. 


21.39 INITIAL STATE OF PENTIUM, PENTIUM PRO AND PENTIUM 4 PROCESSORS 


Table 21-10 shows the state of the flags and other registers following power-up for the Pentium, Pentium Pro and 
Pentium 4 processors. The state of control register CRO is 6(0000010H (see Figure 9-1 “Contents of CRO Register 

after Reset” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A). This places the 

processor in real-address mode with paging disabled. 


Table 21-10. Processor State Following Power-up/Reset/INIT for Pentium, Pentium Pro and Pentium 4 Processors 


Register Pentium 4 Processor Pentium Pro Processor Pentium Processor 
EFLAGS! 00000002H 00000002H 00000002H 
EIP OOOOFFFOH OOOOFFFOH OOOOFFFOH 
CRO 60000010H? 60000010H* 60000010H? 
CR2, CR3, CR4 OO000000H O00000000H O0000000H 
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Table 21-10. Processor State Following Power-up/Reset/INIT for Pentium, Pentium Pro and Pentium 4 Processors 


Register 


Pentium 4 Processor 


Pentium Pro Processor 


Pentium Processor 


cS 


Selector = FOOOH 

Base = FFFFOOOOH 

Limit = FFFFH 

AR = Present, R/W, Accessed 


Selector = FOOOH 

Base = FFFFOOOOH 

Limit = FFFFH 

AR = Present, R/W, Accessed 


Selector = FOOOH 

Base = FFFFOOOOH 

Limit = FFFFH 

AR = Present, R/W, Accessed 


SS, DS, ES, FS, GS 


Selector = OOOOH 
Base = QOOO00000H 


Selector = OOOOH 
Base = OOOO0000H 


Selector = OOOOH 
Base = OOOO00000H 


Limit = FFFFH Limit = FFFFH Limit = FFFFH 

AR = Present, R/W, Accessed AR = Present, R/W, Accessed AR = Present, R/W, Accessed 
EDX OOOO0FxxH 000n06xxH? 000005xxH 
EAX ot o* o* 
EBX, ECX, ESI, EDI, EBP, | COOOO000H O0000000H OO000000H 


ESP 


STO through ST7° 


Pwr up or Reset: +0.0 
FINIT/FNINIT: Unchanged 


Pwr up or Reset: +0.0 
FINIT/FNINIT: Unchanged 


Pwr up or Reset: +0.0 
FINIT/FNINIT: Unchanged 


x87 FPU Control 
Word? 


x87 FPU Status Word? 


Pwr up or Reset: 0040H 
FINIT/FNINIT: 037FH 


Pwr up or Reset: OOOOH 
FINIT/FNINIT: OOOOH 


Pwr up or Reset: 0040H 
FINIT/FNINIT: 037FH 


Pwr up or Reset: OOOOH 
FINIT/FNINIT: OOOOH 


Pwr up or Reset: 0040H 
FINIT/FNINIT: 037FH 


Pwr up or Reset: OOOOH 
FINIT/FNINIT: OOOOH 


x87 FPU Tag Word? 


x87 FPU Data 
Operand and CS Seg. 
Selectors? 


Pwr up or Reset: 5555H 
FINIT/FNINIT: FFFFH 


Pwr up or Reset: OOOOH 
FINIT/FNINIT: OOOOH 


Pwr up or Reset: 5555H 
FINIT/FNINIT: FFFFH 


Pwr up or Reset: OOOOH 
FINIT/FNINIT: OOOOH 


Pwr up or Reset: 5555H 
FINIT/FNINIT: FFFFH 


Pwr up or Reset: OOOOH 
FINIT/FNINIT: OOOOH 


x87 FPU Data 
Operand and Inst. 
Pointers? 


Pwr up or Reset: 
O0000000H 
FINIT/FNINIT: OOOOOOOOH 


Pwr up or Reset: 
QO000000H 
FINIT/FNINIT: OOOOOOOOH 


Pwr up or Reset: 
OO000000H 
FINIT/FNINIT: OOOOOOOOH 


MMO through MM7° 


Pwr up or Reset: 


Pentium II and Pentium Ill 


Pentium with MMX Technology 


OOOO0000000000000H Processors Only— Only— 
INIT or FINIT/FNINIT: Pwr up or Reset: Pwr up or Reset: 
Unchanged 0000000000000000H 0000000000000000H 
INIT or FINIT/FNINIT: INIT or FINIT/FNINIT: 
Unchanged Unchanged 
XMMO through XMM7_ | Pwr up or Reset: OH If CPUID.O1H:SSE is 1 — NA 
INIT: Unchanged Pwr up or Reset: OH 
INIT: Unchanged 
MXCSR Pwr up or Reset: 1F80H Pentium Ill processor only- NA 
INIT: Unchanged Pwr up or Reset: 1F80H 
INIT: Unchanged 
GDTR, IDTR Base = OQOO000000H Base = QOOOO000H Base = QOO00000H 


LDTR, Task Register 


Limit = FFFFH 
AR = Present, R/W 


Selector = OOOOH 
Base = OOOO00000H 


Limit = FFFFH 
AR = Present, R/W 


Selector = OOOOH 
Base = QOOO00000H 


Limit = FFFFH 
AR = Present, R/W 


Selector = OOOOH 
Base = OOO00000H 


Limit = FFFFH Limit = FFFFH Limit = FFFFH 

AR = Present, R/W AR = Present, R/W AR = Present, R/W 
DRO, DR1, DR2, DR3 OOOO0000H OOOO0000H OOO000000H 
DR6 FFFFOFFOH FFFFOFFOH FFFFOFFOH 
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Table 21-10. Processor State Following Power-up/Reset/INIT for Pentium, Pentium Pro and Pentium 4 Processors 


Register 


Pentium 4 Processor 


Pentium Pro Processor 


Pentium Processor 


DR7 


00000400H 


00000400H 


00000400H 


Time-Stamp Counter 


Power up or Reset: OH 
INIT: Unchanged 


Power up or Reset: OH 
INIT: Unchanged 


Power up or Reset: OH 
INIT: Unchanged 


Perf. Counters and 
Event Select 


Power up or Reset: OH 
INIT: Unchanged 


Power up or Reset: OH 
INIT: Unchanged 


Power up or Reset: OH 
INIT: Unchanged 


All Other MSRs 


Pwr up or Reset: 


Pwr up or Reset: 


Pwr up or Reset: 


Undefined Undefined Undefined 
INIT: Unchanged INIT: Unchanged INIT: Unchanged 
Data and Code Cache, | Invalid® Invalid® Invalid® 


TLBs 


Fixed MTRRs Pwr up or Reset: Disabled Pwr up or Reset: Disabled Not Implemented 
INIT: Unchanged INIT: Unchanged 
Variable MTRRs Pwr up or Reset: Disabled Pwr up or Reset: Disabled Not Implemented 


INIT: Unchanged 


INIT: Unchanged 


Machine-Check 
Architecture 


Pwr up or Reset: 
Undefined 
INIT: Unchanged 


Pwr up or Reset: 
Undefined 
INIT: Unchanged 


Not Implemented 


APIC Pwr up or Reset: Enabled Pwr up or Reset: Enabled Pwr up or Reset: Enabled 
INIT: Unchanged INIT: Unchanged INIT: Unchanged 

R8-R15” QOO0000000000000H QOO00000000000000H NA. 

XMM8-XMM157 Pwr up or Reset: OH Pwr up or Reset: OH N.A. 


INIT: Unchanged 


INIT: Unchanged 


NOTES: 


1. The 10 most-significant bits of the EFLAGS register are undefined following a reset. Software should not depend on the states of 


any of these bits. 


2. The CD and NW flags are unchanged, bit 4 is set to 1, all other bits are cleared. 
3. Where “n” is the Extended Model Value for the respective processor. 

4. If Built-In Self-Test (BIST) is invoked on power up or reset, EAX is O only if all tests passed. (BIST cannot be invoked during an INIT.) 
5. The state of the x87 FPU and MMX registers is not changed by the execution of an INIT. 
6. Internal caches are invalid after power-up and RESET, but left unchanged with an INIT. 
7. \f the processor supports IA-32e mode. 
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CHAPTER 22 
INTRODUCTION TO VIRTUAL MACHINE EXTENSIONS 


22.1 OVERVIEW 


This chapter describes the basics of virtual machine architecture and an overview of the virtual-machine extensions 
(VMX) that support virtualization of processor hardware for multiple software environments. 


Information about VMX instructions is provided in Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 2B. Other aspects of VMX and system programming considerations are described in chapters of Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 3B. 


22.2 VIRTUAL MACHINE ARCHITECTURE 


Virtual-machine extensions define processor-level support for virtual machines on IA-32 processors. Two principal 
classes of software are supported: 


° = Virtual-machine monitors (VMM) — A VMM acts as a host and has full control of the processor(s) and other 
platform hardware. A VMM presents guest software (see next paragraph) with an abstraction of a virtual 
processor and allows it to execute directly on a logical processor. A VMM is able to retain selective control of 
processor resources, physical memory, interrupt management, and I/O. 


¢ Guest software — Each virtual machine (VM) is a guest software environment that supports a stack consisting 
of operating system (OS) and application software. Each operates independently of other virtual machines and 
uses on the same interface to processor(s), memory, storage, graphics, and I/O provided by a physical 
platform. The software stack acts as if it were running on a platform with no VMM. Software executing ina 
virtual machine must operate with reduced privilege so that the VMM can retain control of platform resources. 


22.3. INTRODUCTION TO VMX OPERATION 


Processor support for virtualization is provided by a form of processor operation called VMX operation. There are 
two kinds of VMX operation: VMX root operation and VMX non-root operation. In general, a VMM will run in VMX 
root operation and guest software will run in VMX non-root operation. Transitions between VMX root operation and 
VMX non-root operation are called VMX transitions. There are two kinds of VMX transitions. Transitions into VMX 
non-root operation are called VM entries. Transitions from VMX non-root operation to VMX root operation are called 
VM exits. 


Processor behavior in VMX root operation is very much as it is outside VMX operation. The principal differences are 
that a set of new instructions (the VMX instructions) is available and that the values that can be loaded into certain 
control registers are limited (see Section 22.8). 


Processor behavior in VMX non-root operation is restricted and modified to facilitate virtualization. Instead of their 
ordinary operation, certain instructions (including the new VMCALL instruction) and events cause VM exits to the 
VMM. Because these VM exits replace ordinary behavior, the functionality of software in VMX non-root operation is 
limited. It is this limitation that allows the VMM to retain control of processor resources. 


There is no software-visible bit whose setting indicates whether a logical processor is in VMX non-root operation. 
This fact may allow a VMM to prevent guest software from determining that it is running in a virtual machine. 


Because VMX operation places restrictions even on software running with current privilege level (CPL) 0, guest 
software can run at the privilege level for which it was originally designed. This capability may simplify the devel- 
opment of a VMM. 
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22.4 LIFE CYCLE OF VMM SOFTWARE 


Figure 22-1 illustrates the life cycle of a VMM and its guest software as well as the interactions between them. The 
following items summarize that life cycle: 


° Software enters VMX operation by executing a VMXON instruction. 


¢ Using VM entries, a VMM can then enter guests into virtual machines (one at a time). The VMM effects a 
VM entry using instructions VMLAUNCH and VMRESUME; it regains control using VM exits. 

¢ VM exits transfer control to an entry point specified by the VMM. The VMM can take action appropriate to the 
cause of the VM exit and can then return to the virtual machine using a VM entry. 


° Eventually, the VMM may decide to shut itself down and leave VMX operation. It does so by executing the 
VMXOFF instruction. 


Guest 0 Guest 1 


VM Exit VM Exit 


VMXON VM Monitor VMXOFF 


Figure 22-1. Interaction of a Virtual-Machine Monitor and Guests 


22.5 VIRTUAL-MACHINE CONTROL STRUCTURE 


VMX non-root operation and VMX transitions are controlled by a data structure called a virtual-machine control 
structure (VMCS). 


Access to the VMCS is managed through a component of processor state called the VMCS pointer (one per logical 
processor). The value of the VMCS pointer is the 64-bit address of the VMCS. The VMCS pointer is read and written 
using the instructions VMPTRST and VMPTRLD. The VMM configures a VMCS using the VMREAD, VMWRITE, and 
VMCLEAR instructions. 


AVMM could use a different VMCS for each virtual machine that it supports. For a virtual machine with multiple 
logical processors (virtual processors), the VMM could use a different VMCS for each virtual processor. 


22.6 DISCOVERING SUPPORT FOR VMX 


Before system software enters into VMX operation, it must discover the presence of VMX support in the processor. 
System software can determine whether a processor supports VMX operation using CPUID. If 
CPUID.1:ECX.VMX[bit 5] = 1, then VMX operation is supported. See Chapter 3, “Instruction Set Reference, A-L” of 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2A. 


The VMX architecture is designed to be extensible so that future processors in VMX operation can support addi- 
tional features not present in first-generation implementations of the VMX architecture. The availability of exten- 
sible VMX features is reported to software using a set of VMX capability MSRs (see Appendix A, “VMX Capability 
Reporting Facility”). 
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22.7. ENABLING AND ENTERING VMX OPERATION 


Before system software can enter VMX operation, it enables VMX by setting CR4.VMXE[bit 13] = 1. VMX operation 
is then entered by executing the VMXON instruction. VMXON causes an invalid-opcode exception (#UD) if executed 
with CR4.VMXE = 0. Once in VMX operation, it is not possible to clear CR4.VMXE (see Section 22.8). System soft- 
ware leaves VMX operation by executing the VMXOFF instruction. CR4.VMXE can be cleared outside of VMX opera- 
tion after executing of VMXOFF. 


VMXON is also controlled by the IA32_FEATURE_CONTROL MSR (MSR address 3AH). This MSR is cleared to zero 
when a logical processor is reset. The relevant bits of the MSR are: 


° Bit O is the lock bit. If this bit is clear, VMXON causes a general-protection exception. If the lock bit is set, 
WRMSR to this MSR causes a general-protection exception; the MSR cannot be modified until a power-up reset 
condition. System BIOS can use this bit to provide a setup option for BIOS to disable support for VMX. To 
enable VMX support in a platform, BIOS must set bit 1, bit 2, or both (see below), as well as the lock bit. 


¢ Bit 1 enables VMXON in SMX operation. If this bit is clear, execution of VMXON in SMX operation causes a 
general-protection exception. Attempts to set this bit on logical processors that do not support both VMX 
operation (see Section 22.6) and SMX operation (see Chapter 6, “Safer Mode Extensions Reference,” in Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 2D) cause general-protection exceptions. 


¢ Bit 2 enables VMXON outside SMX operation. If this bit is clear, execution of VMXON outside SMX 
operation causes a general-protection exception. Attempts to set this bit on logical processors that do not 
support VMX operation (see Section 22.6) cause general-protection exceptions. 


NOTE 


A logical processor is in SMX operation if GETSEC[SEXIT] has not been executed since the last 
execution of GETSEC[SENTER]. A logical processor is outside SMX operation if GETSEC[SENTER] 
has not been executed or if GETSEC[SEXIT] was executed after the last execution of 
GETSEC[SENTER]. See Chapter 6, “Safer Mode Extensions Reference,” in Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 2D. 


Before executing VMXON, software should allocate a naturally aligned 4-KByte region of memory that a logical 
processor may use to support VMxX operation.! This region is called the VMXON region. The address of the VMXON 
region (the VMXON pointer) is provided in an operand to VMXON. Section 23.11.5, “VMXON Region,” details how 
software should initialize and access the VMXON region. 


22.8 RESTRICTIONS ON VMX OPERATION 


VMX operation places restrictions on processor operation. These are detailed below: 


° In VMX operation, processors may fix certain bits in CRO and CR4 to specific values and not support other 
values. VMXON fails if any of these bits contains an unsupported value (see “VMXON—Enter VMX Operation” in 
Chapter 29). Any attempt to set one of these bits to an unsupported value while in VMX operation (including 
VMX root operation) using any of the CLTS, LMSW, or MOV CR instructions causes a general-protection 
exception. VM entry or VM exit cannot set any of these bits to an unsupported value. Software should consult 
the VMX capability MSRs IA32_VMX_CRO_FIXEDO and IA32_VMX_CRO_FIXED1 to determine how bits in CRO 
are fixed (see Appendix A.7). For CR4, software should consult the VMX capability MSRs 
IA32_VMX_CR4_FIXEDO and IA32_VMX_CR4_FIXED1 (see Appendix A.8). 


NOTES 


The first processors to support VMX operation require that the following bits be 1 in VMX operation: 
CRO.PE, CRO.NE, CRO.PG, and CR4.VMXE. The restrictions on CRO.PE and CRO.PG imply that VMX 


1. Future processors may require that a different amount of memory be reserved. If so, this fact is reported to software using the 
V/MX capability-reporting mechanism. 
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operation is supported only in paged protected mode (including IA-32e mode). Therefore, guest 
software cannot be run in unpaged protected mode or in real-address mode. 


Later processors support a VM-execution control called “unrestricted guest” (see Section 23.6.2). 
If this control is 1, CRO.PE and CRO.PG may be 0 in VMX non-root operation (even if the capability 
MSR IA32_VMX_CRO_FIXEDO reports otherwise). Such processors allow guest software to run in 
unpaged protected mode or in real-address mode. 


¢ VMXON fails if a logical processor is in A20M mode (see “VMXON—Enter VMX Operation” in Chapter 29). Once 
the processor is in VMX operation, A20M interrupts are blocked. Thus, it is impossible to be in A20M mode in 
VMX operation. 


¢ The INIT signal is blocked whenever a logical processor is in VMX root operation. It is not blocked in VMX non- 
root operation. Instead, INITs cause VM exits (see Section 24.2, “Other Causes of VM Exits”). 


* Intel® Processor Trace (Intel PT) can be used in VMX operation only if IA32_VMX_MISC[14] is read as 1 (see 
Appendix A.6). On processors that support Intel PT but which do not allow it to be used in VMX operation, 
execution of VMXON clears IA32_RTIT_CTL.TraceEn (see “VMXON—Enter VMX Operation” in Chapter 29); any 
attempt to write IA32_RTIT_CTL while in VMX operation (including VMX root operation) causes a general- 
protection exception. 


1. “Unrestricted guest” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution 
controls is 0, VMX non-root operation functions as if the “unrestricted guest” VM-execution control were 0. See Section 23.6.2. 
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VIRTUAL MACHINE CONTROL STRUCTURES 


23.1 OVERVIEW 


A logical processor uses virtual-machine control data structures (VMCSs) while it is in VMX operation. These 
manage transitions into and out of VMX non-root operation (VM entries and VM exits) as well as processor behavior 
in VMX non-root operation. This structure is manipulated by the new instructions VMCLEAR, VMPTRLD, VMREAD, 
and VMWRITE. 


A VMM can use a different VMCS for each virtual machine that it supports. For a virtual machine with multiple 
logical processors (virtual processors), the VMM can use a different VMCS for each virtual processor. 


A logical processor associates a region in memory with each VMCS. This region is called the VMCS region.! Soft- 
ware references a specific VMCS using the 64-bit physical address of the region (a VMCS pointer). VMCS pointers 
must be aligned on a 4-KByte boundary (bits 11:0 must be zero). These pointers must not set bits beyond the 
processor's physical-address width.2/> 


A logical processor may maintain a number of VMCSs that are active. The processor may optimize VMX operation 
by maintaining the state of an active VMCS in memory, on the processor, or both. At any given time, at most one 
of the active VMCSs is the current VMCS. (This document frequently uses the term “the VMCS” to refer to the 
current VMCS.) The VMLAUNCH, VMREAD, VMRESUME, and VMWRITE instructions operate only on the current 
VMCS. 


The following items describe how a logical processor determines which VMCSs are active and which is current: 


¢ The memory operand of the VMPTRLD instruction is the address of a VMCS. After execution of the instruction, 
that VMCS is both active and current on the logical processor. Any other VMCS that had been active remains so, 
but no other VMCS is current. 


¢ The VMCS link pointer field in the current VMCS (see Section 23.4.2) is itself the address of a VMCS. If VM entry 
is performed successfully with the 1-setting of the “VMCS shadowing” VM-execution control, the VMCS 
referenced by the VMCS link pointer field becomes active on the logical processor. The identity of the current 
VMCS does not change. 


¢ The memory operand of the VMCLEAR instruction is also the address of a VMCS. After execution of the 
instruction, that VMCS is neither active nor current on the logical processor. If the VMCS had been current on 
the logical processor, the logical processor no longer has a current VMCS. 


The VMPTRST instruction stores the address of the logical processor’s current VMCS into a specified memory loca- 
tion (it stores the value FFFFFFFF_FFFFFFFFH if there is no current VMCS). 


The launch state of a VMCS determines which VM-entry instruction should be used with that VMCS: the 
VMLAUNCH instruction requires a VMCS whose launch state is “clear”; the VMRESUME instruction requires a VMCS 
whose launch state is “launched”. A logical processor maintains a VMCS’s launch state in the corresponding VMCS 
region. The following items describe how a logical processor manages the launch state of a VMCS: 


¢ If the launch state of the current VMCS is “clear”, successful execution of the VMLAUNCH instruction changes 
the launch state to “launched”. 


¢ The memory operand of the VMCLEAR instruction is the address of a VMCS. After execution of the instruction, 
the launch state of that VMCS is “clear”. 


¢ There are no other ways to modify the launch state of a VMCS (it cannot be modified using VMWRITE) and there 
is no direct way to discover it (it cannot be read using VMREAD). 


1. The amount of memory required for a VMCS region is at most 4 KBytes. The exact size is implementation specific and can be deter- 
mined by consulting the VMX capability MSR IA32_VMX_BASIC to determine the size of the VMCS region (see Appendix A.1). 


2. Software can determine a processor's physical-address width by executing CPUID with BOOO0008H in EAX. The physical-address 
width is returned in bits 7:0 of EAX. 


3. If IA32_VMX_BASIC[48] is read as 1, these pointers must not set any bits in the range 63:32; see Appendix A.1. 
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Figure 23-1 illustrates the different states of a VMCS. It uses “X” to refer to the VMCS and “Y” to refer to any other 
VMCS. Thus: “VMPTRLD X” always makes X current and active; “VMPTRLD Y” always makes X not current (because 
it makes Y current); VMLAUNCH makes the launch state of X “launched” if X was current and its launch state was 
“clear”; and VMCLEAR X always makes X inactive and not current and makes its launch state “clear”. 


The figure does not illustrate operations that do not modify the VMCS state relative to these parameters (e.g., 
execution of VMPTRLD X when X is already current). Note that VMCLEAR X makes X “inactive, not current, and 
clear,” even if X’s current state is not defined (e.g., even if X has not yet been initialized). See Section 23.11.3. 
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Figure 23-1. States of VMCS X 


Because a shadow VMCS (see Section 23.10) cannot be used for VM entry, the launch state of a shadow VMCS is 
not meaningful. Figure 23-1 does not illustrate all the ways in which a shadow VMCS may be made active. 


23.2 FORMAT OF THE VMCS REGION 


A VMCS region comprises up to 4-KBytes.! The format of a VMCS region is given in Table 23-1. 


Table 23-1. Format of the VMCS Region 


Byte Offset Contents 
0 Bits 30:0: VMCS revision identifier 
Bit 31: shadow-VMCS indicator (see Section 23.10) 
4 VMxX-abort indicator 
8 VMCS data (implementation-specific format) 


1. The exact size is implementation specific and can be determined by consulting the VMX capability MSR [A32_VMX_BASIC to deter- 
mine the size of the VMCS region (see Appendix A.1). 
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The first 4 bytes of the VMCS region contain the VMCS revision identifier at bits 30:0.1 Processors that maintain 
VMCS data in different formats (see below) use different VMCS revision identifiers. These identifiers enable soft- 
ware to avoid using a VMCS region formatted for one processor on a processor that uses a different format.? Bit 31 
of this 4-byte region indicates whether the VMCS is a shadow VMCS (see Section 23.10). 


Software should write the VMCS revision identifier to the VMCS region before using that region for a VMCS. The 
VMCS revision identifier is never written by the processor; VMPTRLD fails if its operand references a VMCS region 
whose VMCS revision identifier differs from that used by the processor. (VMPTRLD also fails if the shadow-VMCS 
indicator is 1 and the processor does not support the 1-setting of the “VMCS shadowing” VM-execution control; see 
Section 23.6.2) Software can discover the VMCS revision identifier that a processor uses by reading the VMX capa- 
bility MSR IA32_VMX_BASIC (see Appendix A.1). 


Software should clear or set the shadow-VMCS indicator depending on whether the VMCS is to be an ordinary 
VMCS or a shadow VMCS (see Section 23.10). VMPTRLD fails if the shadow-VMCS indicator is set and the processor 
does not support the 1-setting of the “VMCS shadowing” VM-execution control. Software can discover support for 
this setting by reading the VMX capability MSR IA32_VMX_PROCBASED_CTLS2 (see Appendix A.3.3). 


The next 4 bytes of the VMCS region are used for the VMX-abort indicator. The contents of these bits do not 
control processor operation in any way. A logical processor writes a non-zero value into these bits if a VMX abort 
occurs (see Section 26.7). Software may also write into this field. 


The remainder of the VMCS region is used for VMCS data (those parts of the VMCS that control VMX non-root 
operation and the VMxX transitions). The format of these data is implementation-specific. VMCS data are discussed 
in Section 23.3 through Section 23.9. To ensure proper behavior in VMX operation, software should maintain the 
VMCS region and related structures (enumerated in Section 23.11.4) in writeback cacheable memory. Future 
implementations may allow or require a different memory type?. Software should consult the VMX capability MSR 
IA32_VMX_BASIC (see Appendix A.1). 


23.3. ORGANIZATION OF VMCS DATA 


The VMCS data are organized into six logical groups: 


° Guest-state area. Processor state is saved into the guest-state area on VM exits and loaded from there on 
VM entries. 


* Host-state area. Processor state is loaded from the host-state area on VM exits. 


¢ VM-execution control fields. These fields control processor behavior in VMX non-root operation. They 
determine in part the causes of VM exits. 


¢ VM-exit control fields. These fields control VM exits. 
¢ VM-entry control fields. These fields control VM entries. 


¢ VM-exit information fields. These fields receive information on VM exits and describe the cause and the 
nature of VM exits. On some processors, these fields are read-only.* 


The VM-execution control fields, the VM-exit control fields, and the VM-entry control fields are sometimes referred 
to collectively as VMX controls. 


1. Earlier versions of this manual specified that the VMCS revision identifier was a 32-bit field. For all processors produced prior to this 
change, bit 31 of the VMCS revision identifier was O. 


2. Logical processors that use the same VMCS revision identifier use the same size for VMCS regions. 


3. Alternatively, software may map any of these regions or structures with the UC memory type. Doing so is strongly discouraged 
unless necessary as it will cause the performance of transitions using those structures to suffer significantly. In addition, the pro- 
cessor will continue to use the memory type reported in the VMX capability MSR [A32_VMX_BASIC with exceptions noted in Appen- 
dix A.1. 


4. Software can discover whether these fields can be written by reading the VMX capability MSR [A32_VMX_MISC (see Appendix A.6). 
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23.4 GUEST-STATE AREA 


This section describes fields contained in the guest-state area of the VMCS. VM entries load processor state from 
these fields and VM exits store processor state into these fields. See Section 25.3.2 and Section 26.3 for details. 


23.4.1 Guest Register State 


The following fields in the guest-state area correspond to processor registers: 


* Control registers CRO, CR3, and CR4 (64 bits each; 32 bits on processors that do not support Intel 64 archi- 
tecture). 


° Debug register DR7 (64 bits; 32 bits on processors that do not support Intel 64 architecture). 
* RSP, RIP, and RFLAGS (64 bits each; 32 bits on processors that do not support Intel 64 architecture).! 
° The following fields for each of the registers CS, SS, DS, ES, FS, GS, LDTR, and TR: 

— Selector (16 bits). 


— Base address (64 bits; 32 bits on processors that do not support Intel 64 architecture). The base-address 
fields for CS, SS, DS, and ES have only 32 architecturally-defined bits; nevertheless, the corresponding 
VMCS fields have 64 bits on processors that support Intel 64 architecture. 


— Segment limit (32 bits). The limit field is always a measure in bytes. 
— Access rights (32 bits). The format of this field is given in Table 23-2 and detailed as follows: 


¢ The low 16 bits correspond to bits 23:8 of the upper 32 bits of a 64-bit segment descriptor. While bits 
19:16 of code-segment and data-segment descriptors correspond to the upper 4 bits of the segment 
limit, the corresponding bits (bits 11:8) are reserved in this VMCS field. 


¢ Bit 16 indicates an unusable segment. Attempts to use such a segment fault except in 64-bit mode. 
In general, a segment register is unusable if it has been loaded with a null selector.2 


e Bits 31:17 are reserved. 


Table 23-2. Format of Access Rights 


Bit Position(s) Field 

3:0 Segment type 

4 S — Descriptor type (O = system; 1 = code or data) 
6:5 DPL — Descriptor privilege level 

7 P — Segment present 

11:8 Reserved 

12 AVL — Available for use by system software 


1. This chapter uses the notation RAX, RIP, RSP, RFLAGS, etc. for processor registers because most processors that support VMX oper- 
ation also support Intel 64 architecture. For processors that do not support Intel 64 architecture, this notation refers to the 32-bit 
forms of those registers (EAX, EIP, ESP, EFLAGS, etc.). In a few places, notation such as EAX is used to refer specifically to lower 32 
bits of the indicated register. 


2. There are a few exceptions to this statement. For example, a segment with a non-null selector may be unusable following a task 
switch that fails after its commit point; see “Interrupt 10—Invalid TSS Exception (#TS)” in Section 6.14, “Exception and Interrupt 
Handling in 64-bit Mode,” of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. In contrast, the TR reg- 
ister is usable after processor reset despite having a null selector; see Table 10-1 in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 3A. 
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Table 23-2. Format of Access Rights (Contd.) 


Bit Position(s) Field 
13 Reserved (except for CS) 
L — 64-bit mode active (for CS only) 
14 D/B — Default operation size (0 = 16-bit segment; 1 = 32-bit segment) 
15 G — Granularity 
16 Segment unusable (0 = usable; 1 = unusable) 
31:17 Reserved 


The base address, segment limit, and access rights compose the “hidden” part (or “descriptor cache”) of each 
segment register. These data are included in the VMCS because it is possible for a segment register’s descriptor 
cache to be inconsistent with the segment descriptor in memory (in the GDT or the LDT) referenced by the 
segment register’s selector. 


The value of the DPL field for SS is always equal to the logical processor's current privilege level (CPL).4 


On some processors, executions of VMWRITE ignore attempts to write non-zero values to any of bits 11:8 or 
bits 31:17. On such processors, VMREAD always returns 0 for those bits, and VM entry treats those bits as if 
they were all 0 (see Section 25.3.1.2). 


The following fields for each of the registers GDTR and IDTR: 
— Base address (64 bits; 32 bits on processors that do not support Intel 64 architecture). 


— Limit (32 bits). The limit fields contain 32 bits even though these fields are specified as only 16 bits in the 
architecture. 


The following MSRs: 
— IA32_DEBUGCTL (64 bits) 
— IA32_SYSENTER_CS (32 bits) 


— JIA32_SYSENTER_ESP and IA32_SYSENTER_EIP (64 bits; 32 bits on processors that do not support Intel 64 
architecture) 


— IA32_PERF_GLOBAL_CTRL (64 bits). This field is supported only on processors that support the 1-setting 
of the “load IA32_PERF_GLOBAL_CTRL” VM-entry control. 


— IA32_PAT (64 bits). This field is supported only on processors that support either the 1-setting of the “load 
IA32_PAT” VM-entry control or that of the “save IA32_PAT” VM-exit control. 


— IA32_EFER (64 bits). This field is supported only on processors that support either the 1-setting of the “load 
IA32_EFER” VM-entry control or that of the “save IA32_EFER” VM-exit control. 


— IA32_BNDCFGS (64 bits). This field is supported only on processors that support either the 1-setting of the 
“load IA32_BNDCFGS” VM-entry control or that of the “clear IA32_BNDCFGS” VM-exit control. 


— IA32_RTIT_CTL (64 bits). This field is supported only on processors that support either the 1-setting of the 
“load IA32_RTIT_CTL” VM-entry control or that of the “clear IA32_RTIT_CTL” VM-exit control. 


— IA32_S_CET (64 bits; 32 bits on processors that do not support Intel 64 architecture). This field is 
supported only on processors that support the 1-setting of the “load CET state” VM-entry control. 


— IA32_INTERRUPT_SSP_TABLE_ADDR (64 bits; 32 bits on processors that do not support Intel 64 archi- 
tecture). This field is supported only on processors that support the 1-setting of the “load CET state” VM- 
entry control. 


— IA32_PKRS (64 bits). This field is supported only on processors that support the 1-setting of the “load 
PKRS” VM-entry control. 


. In protected mode, CPL is also associated with the RPL field in the CS selector. However, the RPL fields are not meaningful in real- 
address mode or in virtual-8086 mode. 
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The shadow-stack pointer register SSP (64 bits; 32 bits on processors that do not support Intel 64 archi- 
tecture). This field is supported only on processors that support the 1-setting of the “load CET state” VM-entry 
control. 


The register SMBASE (32 bits). This register contains the base address of the logical processor’s SMRAM image. 


23.4.2 Guest Non-Register State 


In addition to the register state described in Section 23.4.1, the guest-state area includes the following fields that 
characterize guest state but which do not correspond to processor registers: 


Activity state (32 bits). This field identifies the logical processor’s activity state. When a logical processor is 

executing instructions normally, it is in the active state. Execution of certain instructions and the occurrence 
of certain events may cause a logical processor to transition to an inactive state in which it ceases to execute 
instructions. 


The following activity states are defined: 


— 0: Active. The logical processor is executing instructions normally. 


1: HLT. The logical processor is inactive because it executed the HLT instruction. 


2: Shutdown. The logical processor is inactive because it incurred a triple fault? or some other serious 
error. 


— 3: Wait-for-SIPI. The logical processor is inactive because it is waiting for a startup-IPI (SIPI). 


Future processors may include support for other activity states. Software should read the VMX capability MSR 
IA32_VMX_MISC (see Appendix A.6) to determine what activity states are supported. 


Interruptibility state (32 bits). The IA-32 architecture includes features that permit certain events to be 
blocked for a period of time. This field contains information about such blocking. Details and the format of this 
field are given in Table 23-3. 


Table 23-3. Format of Interruptibility State 


Bit 
Position(s) 


Bit Name 


Notes 


0 


Blocking by STI 


See the “STI—Set Interrupt Flag” section in Chapter 4 of the Intel® 64 and IA-32 Architectures 
Software Developer's Manual, Volume 2B. 


Execution of STI with RFLAGS.IF = 0 blocks maskable interrupts on the instruction boundary 
following its execution.' Setting this bit indicates that this blocking is in effect. 


Blocking by 
MOV SS 


See Section 6.8.3, “Masking Exceptions and Interrupts When Switching Stacks,” in the Intel® 64 
and IA-32 Architectures Software Developer's Manual, Volume 3A. 


Execution of a MOV to SS or a POP to SS blocks or suppresses certain debug exceptions as well 
as interrupts (maskable and nonmaskable) on the instruction boundary following its execution. 
Setting this bit indicates that this blocking is in effect.2 This document uses the term “blocking 
by MOV SS,” but it applies equally to POP SS. 


Blocking by SMI 


See Section 30.2, “System Management Interrupt (SMI).” System-management interrupts 
(SMls) are disabled while the processor is in system-management mode (SMM). Setting this bit 
indicates that blocking of SMls is in effect. 


1. Execution of the MWAIT instruction may put a logical processor into an inactive state. However, this VMCS field never reflects this 
state. See Section 26.1. 


2. A triple fault occurs when a logical processor encounters an exception while attempting to deliver a double fault. 
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Table 23-3. Format of Interruptibility State (Contd.) 


Bit 
Position(s) 


Bit Name 


Notes 


3 


Blocking by NMI 


See Section 6.7.1, “Handling Multiple NMls,” in the Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 3A and Section 30.8, “NMI Handling While in SMM.” 


Delivery of a non-maskable interrupt (NMI) or a system-management interrupt (SMI) blocks 
subsequent NMls until the next execution of IRET. See Section 24.3 for how this behavior of 
IRET may change in VMX non-root operation. Setting this bit indicates that blocking of NMIs is 
in effect. Clearing this bit does not imply that NMIs are not (temporarily) blocked for other 
reasons. 

If the “virtual NMIs" VM-execution control (see Section 23.6.1) is 1, this bit does not control the 
blocking of NMIs. Instead, it refers to “virtual-NMI blocking” (the fact that guest software is not 
ready for an NMI). 


Enclave 
interruption 


Set to 1 if the VM exit occurred while the logical processor was in enclave mode. 


Such VM exits includes those caused by interrupts, non-maskable interrupts, system- 
management interrupts, INIT signals, and exceptions occurring in enclave mode as well as 
exceptions encountered during the delivery of such events incident to enclave mode. 


A VM exit that is incident to delivery of an event injected by VM entry leaves this bit 
unmodified. 


31:5 
NOTES: 


Reserved 


VM entry will fail if these bits are not 0. See Section 25.3.1.5. 


1. Nonmaskable interrupts and system-management interrupts may also be inhibited on the instruction boundary following such an 
execution of STI. 


2. System-management interrupts may also be inhibited on the instruction boundary following such an execution of MOV or POP. 


¢ Pending debug exceptions (64 bits; 32 bits on processors that do not support Intel 64 architecture). IA-32 
processors may recognize one or more debug exceptions without immediately delivering them.! This field 
contains information about such exceptions. This field is described in Table 23-4. 


Table 23-4. Format of Pending-Debug-Exceptions 


Bit Bit Name Notes 

Position(s) 

3:0 B3 - BO When set, each of these bits indicates that the corresponding breakpoint condition was met. 
Any of these bits may be set even if the corresponding enabling bit in DR7 is not set. 

11:4 Reserved VM entry fails if these bits are not 0. See Section 25.3.1.5. 

12 Enabled When set, this bit indicates that at least one data or I/O breakpoint was met and was enabled in 

breakpoint DR7. 

13 Reserved VM entry fails if this bit is not 0. See Section 25.3.1.5. 

14 BS When set, this bit indicates that a debug exception would have been triggered by single-step 
execution mode. 

15 Reserved VM entry fails if this bit is not 0. See Section 25.3.1.5. 


1. For example, execution of a MOV to SS or a POP to SS may inhibit some debug exceptions for one instruction. See Section 6.8.3 of 
Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. In addition, certain events incident to an instruction 
(for example, an INIT signal) may take priority over debug traps generated by that instruction. See Table 6-2 in the Intel® 64 and 
IA-32 Architectures Software Developer's Manual, Volume 3A. 
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Table 23-4. Format of Pending-Debug-Exceptions (Contd.) 


Bit Bit Name Notes 
Position(s) 
16 RTM When set, this bit indicates that a debug exception (#DB) or a breakpoint exception (#BP) 


occurred inside an RTM region while advanced debugging of RTM transactional regions was 
enabled (see Section 16.3.7, “RTM-Enabled Debugger Support,” of Intel® 64 and IA-32 
Architectures Software Developer's Manual, Volume 1).' 


63:17 Reserved VM entry fails if these bits are not 0. See Section 25.3.1.5. Bits 63:32 exist only on processors 
that support Intel 64 architecture. 


NOTES: 


1. In general, the format of this field matches that of DR6. However, DR6 clears bit 16 to indicate an RTM-related exception, while this 
field sets the bit to indicate that condition. 


* VMCS link pointer (64 bits). If the “VMCS shadowing” VM-execution control is 1, the VMREAD and VMWRITE 
instructions access the VMCS referenced by this pointer (see Section 23.10). Otherwise, software should set 
this field to FFFFFFFF_FFFFFFFFH to avoid VM-entry failures (See Section 25.3.1.5). 


¢ VMX-preemption timer value (32 bits). This field is supported only on processors that support the 1-setting 
of the “activate VMX-preemption timer” VM-execution control. This field contains the value that the VMX- 
preemption timer will use following the next VM entry with that setting. See Section 24.5.1 and Section 25.7.4. 


° Page-directory-pointer-table entries (PDPTEs; 64 bits each). These four (4) fields (PDPTEO, PDPTE1, 
PDPTE2, and PDPTE3) are supported only on processors that support the 1-setting of the “enable EPT” VM- 
execution control. They correspond to the PDPTEs referenced by CR3 when PAE paging is in use (see Section 
4.4 in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A). They are used only if 
the “enable EPT” VM-execution control is 1. 


* Guest interrupt status (16 bits). This field is supported only on processors that support the 1-setting of the 
“virtual-interrupt delivery” VM-execution control. It characterizes part of the guest’s virtual-APIC state and 
does not correspond to any processor or APIC registers. It comprises two 8-bit subfields: 


— Requesting virtual interrupt (RVI). This is the low byte of the guest interrupt status. The processor 
treats this value as the vector of the highest priority virtual interrupt that is requesting service. (The value 
0 implies that there is no such interrupt.) 


— Servicing virtual interrupt (SVI). This is the high byte of the guest interrupt status. The processor treats 
this value as the vector of the highest priority virtual interrupt that is in service. (The value 0 implies that 
there is no such interrupt. ) 


See Chapter 28 for more information on the use of this field. 


° PML index (16 bits). This field is supported only on processors that support the 1-setting of the “enable PML” 
VM-execution control. It contains the logical index of the next entry in the page-modification log. Because the 
page-modification log comprises 512 entries, the PML index is typically a value in the range 0-511. Details of 
the page-modification log and use of the PML index are given in Section 27.2.6. 


23.5 HOST-STATE AREA 

This section describes fields contained in the host-state area of the VMCS. As noted earlier, processor state is 
loaded from these fields on every VM exit (see Section 26.5). 

All fields in the host-state area correspond to processor registers: 

* CRO, CR3, and CR4 (64 bits each; 32 bits on processors that do not support Intel 64 architecture). 

° RSP and RIP (64 bits each; 32 bits on processors that do not support Intel 64 architecture). 


° Selector fields (16 bits each) for the segment registers CS, SS, DS, ES, FS, GS, and TR. There is no field in the 
host-state area for the LDTR selector. 
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¢ Base-address fields for FS, GS, TR, GDTR, and IDTR (64 bits each; 32 bits on processors that do not support 
Intel 64 architecture). 


¢ The following MSRs: 

— IA32_SYSENTER_CS (32 bits) 

— IA32_SYSENTER_ESP and IA32_SYSENTER_EIP (64 bits; 32 bits on processors that do not support Intel 64 
architecture). 

— IA32_PERF_GLOBAL_CTRL (64 bits). This field is supported only on processors that support the 1-setting 
of the “load IA32_PERF_GLOBAL_CTRL” VM-exit control. 

— IA32_PAT (64 bits). This field is supported only on processors that support the 1-setting of the “load 
IA32_PAT” VM-exit control. 


— IA32_EFER (64 bits). This field is supported only on processors that support the 1-setting of the “load 
IA32_EFER” VM-exit control. 


— IA32_S_CET (64 bits; 32 bits on processors that do not support Intel 64 architecture). This field is 
supported only on processors that support the 1-setting of the “load CET state” VM-exit control. 


— IA32_INTERRUPT_SSP_TABLE_ADDR (64 bits; 32 bits on processors that do not support Intel 64 archi- 
tecture). This field is supported only on processors that support the 1-setting of the “load CET state” VM- 
exit control. 


— IA32_PKRS (64 bits). This field is supported only on processors that support the 1-setting of the “load 
PKRS” VM-exit control. 


¢ The shadow-stack pointer register SSP (64 bits; 32 bits on processors that do not support Intel 64 archi- 
tecture). This field is supported only on processors that support the 1-setting of the “load CET state” VM-exit 
control. 


In addition to the state identified here, some processor state components are loaded with fixed values on every 
VM exit; there are no fields corresponding to these components in the host-state area. See Section 26.5 for details 
of how state is loaded on VM exits. 


23.6 VM-EXECUTION CONTROL FIELDS 


The VM-execution control fields govern VMX non-root operation. These are described in Section 23.6.1 through 
Section 23.6.8. 


23.6.1 Pin-Based VM-Execution Controls 


The pin-based VM-execution controls constitute a 32-bit vector that governs the handling of asynchronous events 
(for example: interrupts).! Table 23-5 lists the controls. See Chapter 26 for how these controls affect processor 
behavior in VMX non-root operation. 


1. Some asynchronous events cause VM exits regardless of the settings of the pin-based VM-execution controls (see Section 24.2). 
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Table 23-5. Definitions of Pin-Based VM-Execution Controls 


Bit Position(s) | Name Description 
0 External-interrupt | If this control is 1, external interrupts cause VM exits. Otherwise, they are delivered normally 
exiting through the guest interrupt-descriptor table (IDT). If this control is 1, the value of RFLAGS.IF 


does not affect interrupt blocking. 


3 NMI exiting If this control is 1, non-maskable interrupts (NMIs) cause VM exits. Otherwise, they are 
delivered normally using descriptor 2 of the IDT. This control also determines interactions 
between IRET and blocking by NMI (see Section 24.3). 


5 Virtual NMIs If this control is 1, NMIs are never blocked and the “blocking by NMI" bit (bit 3) in the 
interruptibility-state field indicates “virtual-NMI blocking” (see Table 23-3). This control also 
interacts with the “NMI-window exiting” VM-execution control (see Section 23.6.2). 


6 Activate VMX- If this control is 1, the VMX-preemption timer counts down in VMX non-root operation; see 
preemption timer | Section 24.5.1. A VM exit occurs when the timer counts down to zero; see Section 24.2. 

7 Process posted If this control is 1, the processor treats interrupts with the posted-interrupt notification vector 
interrupts (see Section 23.6.8) specially, updating the virtual-APIC page with posted-interrupt requests 


(see Section 28.6). 


All other bits in this field are reserved, some to 0 and some to 1. Software should consult the VMX capability MSRs 
IA32_VMX_PINBASED_CTLS and IA32_VMX_TRUE_PINBASED_CTLS (see Appendix A.3.1) to determine how to set 
reserved bits. Failure to set reserved bits properly causes subsequent VM entries to fail (see Section 25.2.1.1). 


The first processors to support the virtual-machine extensions supported only the 1-settings of bits 1, 2, and 4. The 
VMX capability MSR IA32_VMX_PINBASED_CTLS will always report that these bits must be 1. Logical processors 
that support the O-settings of any of these bits will support the VMX capability MSR 
IA32_VMX_TRUE_PINBASED_CTLS MSR, and software should consult this MSR to discover support for the 0- 
settings of these bits. Software that is not aware of the functionality of any one of these bits should set that bit to 1. 


23.6.2 Processor-Based VM-Execution Controls 


The processor-based VM-execution controls constitute three vectors that govern the handling of synchronous 
events, mainly those caused by the execution of specific instructions.! These are the primary processor-based 
VM-execution controls (32 bits), the secondary processor-based VM-execution controls (32 bits), and the 
tertiary VM-execution controls (64 bits). 


Table 23-6 lists the primary processor-based VM-execution controls. See Chapter 24 for more details of how these 
controls affect processor behavior in VMX non-root operation. 


Table 23-6. Definitions of Primary Processor-Based VM-Execution Controls 


Bit Position(s) | Name Description 

2 Interrupt-window _ | If this control is 1,a VM exit occurs at the beginning of any instruction if RFLAGS.IF = 1 and 
exiting there are no other blocking of interrupts (see Section 23.4.2). 

3 Use TSC offsetting | This control determines whether executions of RDTSC, executions of RDTSCP, and executions 


of RDMSR that read from the I[A32_TIME_STAMP_COUNTER MSR return a value modified by 
the TSC offset field (see Section 23.6.5 and Section 24.3). 


7 HLT exiting This control determines whether executions of HLT cause VM exits. 

9 INVLPG exiting This determines whether executions of INVLPG cause VM exits. 

10 MWAIT exiting This control determines whether executions of MWAIT cause VM exits. 
11 RDPMC exiting This control determines whether executions of RDPMC cause VM exits. 


1. Some instructions cause VM exits regardless of the settings of the processor-based VM-execution controls (see Section 24.1.2), as 
do task switches (see Section 24.2). 


23-10 Vol. 3C 


VIRTUAL MACHINE CONTROL STRUCTURES 


Table 23-6. Definitions of Primary Processor-Based VM-Execution Controls (Contd.) 


Bit Position(s) | Name Description 
12 RDTSC exiting This control determines whether executions of RDTSC and RDTSCP cause VM exits. 
15 CR3-load exiting In conjunction with the CR3-target controls (see Section 23.6.7), this control determines 
whether executions of MOV to CR3 cause VM exits. See Section 24.1.3. 
The first processors to support the virtual-machine extensions supported only the 1-setting 
of this control. 
16 CR3-store exiting | This control determines whether executions of MOV from CR3 cause VM exits. 
The first processors to support the virtual-machine extensions supported only the 1-setting 
of this control. 
17 Activate tertiary This control determines whether the tertiary processor-based VM-execution controls are 
controls used. If this control is 0, the logical processor operates as if all the tertiary processor-based 
\V/M-execution controls were also 0. 
19 CR8-load exiting This control determines whether executions of MOV to CR8 cause VM exits. 
20 CR8-store exiting | This control determines whether executions of MOV from CR8 cause VM exits. 
21 Use TPR shadow Setting this control to 1 enables TPR virtualization and other APIC-virtualization features. See 
Chapter 28. 
22 NMI-window If this control is 1,a VM exit occurs at the beginning of any instruction if there is no virtual- 
exiting NMI blocking (see Section 23.4.2). 
23 MOV-DR exiting This control determines whether executions of MOV DR cause VM exits. 
24 Unconditional I/O —_| This control determines whether executions of I/O instructions (IN, INS/INSB/INSW/INSD, OUT, 
exiting and OUTS/OUTSB/OUTSW/OUTSD) cause VM exits. 
25 Use I/O bitmaps This control determines whether I/O bitmaps are used to restrict executions of I/O instructions 
(see Section 23.6.4 and Section 24.1.3). 
For this control, “O” means “do not use I/O bitmaps” and “1” means “use I/O bitmaps.” If the I/O 
bitmaps are used, the setting of the “unconditional I/O exiting” control is ignored. 
27 Monitor trap flag If this control is 1, the monitor trap flag debugging feature is enabled. See Section 24.5.2. 
28 Use MSR bitmaps — | This control determines whether MSR bitmaps are used to control execution of the RDMSR 
and WRMSR instructions (see Section 23.6.9 and Section 24.1.3). 
For this control, “O” means “do not use MSR bitmaps” and “1” means “use MSR bitmaps.” If the 
MSR bitmaps are not used, all executions of the RDMSR and WRMSR instructions cause 
VM exits. 
29 MONITOR exiting This control determines whether executions of MONITOR cause VM exits. 
30 PAUSE exiting This control determines whether executions of PAUSE cause VM exits. 
31 Activate secondary | This control determines whether the secondary processor-based VM-execution controls are 
controls used. If this control is O, the logical processor operates as if all the secondary processor-based 
\V/M-execution controls were also 0. 


All other bits in this field are reserved, some to 0 and some to 1. Software should consult the VMX capability MSRs 
IA32_VMX_PROCBASED_CTLS and IA32_VMX_TRUE_PROCBASED_CTLS (see Appendix A.3.2) to determine how 
to set reserved bits. Failure to set reserved bits properly causes subsequent VM entries to fail (see Section 


25.2.1.1). 


The first processors to support the virtual-machine extensions supported only the 1-settings of bits 1, 4-6, 8, 13- 
16, and 26. The VMX capability MSR IA32_VMX_PROCBASED_CTLS will always report that these bits must be 1. 
Logical processors that support the O-settings of any of these bits will support the VMX capability MSR 
IA32_VMX_TRUE_PROCBASED_CTLS MSR, and software should consult this MSR to discover support for the 0- 


settings of these bits. Software that is not aware of the functionality of any one of these bits should set that bit to 1. 


Bit 31 of the primary processor-based VM-execution controls determines whether the secondary processor-based 
VM-execution controls are used. If that bit is 0, VM entry and VMX non-root operation function as if all the 
secondary processor-based VM-execution controls were 0. Processors that support only the O-setting of bit 31 of 
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the primary processor-based VM-execution controls do not support the secondary processor-based VM-execution 


controls. 


Table 23-7 lists the secondary processor-based VM-execution controls. See Chapter 24 for more details of how 
these controls affect processor behavior in VMX non-root operation. 


Table 23-7. Definitions of Secondary Processor-Based VM-Execution Controls 


Bit Position(s) | Name Description 
0 Virtualize APIC If this control is 1, the logical processor treats specially accesses to the page with the APIC- 
accesses access address. See Section 28.4. 
1 Enable EPT If this control is 1, extended page tables (EPT) are enabled. See Section 27.2. 
2 Descriptor-table This control determines whether executions of LGDT, LIDT, LLDT, LTR, SGDT, SIDT, SLDT, and 
exiting STR cause VM exits. 
3 Enable RDTSCP If this control is 0, any execution of RDTSCP causes an invalid-opcode exception (HUD). 
4 Virtualize x2APIC | If this control is 1, the logical processor treats specially RDMSR and WRMSR to APIC MSRs (in 
mode the range 800H-8FFH). See Section 28.5. 
5 Enable VPID If this control is 1, cached translations of linear addresses are associated with a virtual- 
processor identifier (VPID). See Section 27.1. 
6 WBINVD exiting This control determines whether executions of WBINVD and WBNOINVD cause VM exits. 
7 Unrestricted quest | This control determines whether quest software may run in unpaged protected mode or in real- 
address mode. 
8 APIC-register If this control is 1, the logical processor virtualizes certain APIC accesses. See Section 28.4 and 
virtualization Section 28.5. 
9 Virtual-interrupt This controls enables the evaluation and delivery of pending virtual interrupts as well as the 
delivery emulation of writes to the APIC registers that control interrupt prioritization. 
10 PAUSE-loop exiting | This control determines whether a series of executions of PAUSE can cause a VM exit (see 
Section 23.6.13 and Section 24.1.3). 
11 RDRAND exiting This control determines whether executions of RDRAND cause VM exits. 
12 Enable INVPCID If this control is 0, any execution of INVPCID causes a #UD. 
13 Enable Setting this control to 1 enables use of the VMFUNC instruction in VMX non-root operation. See 
VM functions Section 24.5.6. 
14 VMCS shadowing If this control is 1, executions of VMREAD and VMWRITE in VMX non-root operation may access 
a shadow VMCS (instead of causing VM exits). See Section 23.10 and Section 29.3. 
15 Enable ENCLS If this control is 1, executions of ENCLS consult the ENCLS-exiting bitmap to determine whether 
exiting the instruction causes a VM exit. See Section 23.6.16 and Section 24.1.3. 
16 RDSEED exiting This control determines whether executions of RDSEED cause VM exits. 
17 Enable PML If this control is 1, an access to a quest-physical address that sets an EPT dirty bit first adds an 
entry to the page-modification log. See Section 27.2.6. 
18 EPT-violation #VE | If this control is 1, EPT violations may cause virtualization exceptions (#VE) instead of VM exits. 
See Section 24.5.7. 
19 Conceal VMX from | If this control is 1, Intel Processor Trace suppresses from PIPs an indication that the processor 
PT was in VMX non-root operation and omits a VMCS packet from any PSB+ produced in VMX non- 
root operation (see Chapter 31). 
20 Enable If this control is 0, any execution of XSAVES or XRSTORS causes a #UD. 
XSAVES/XRSTORS 
22 Mode-based If this control is 1, EPT execute permissions are based on whether the linear address being 
execute control for | accessed is supervisor mode or user mode. See Chapter 27. 
EPT 
23 Sub-page write If this control is 1, EPT write permissions may be specified at the granularity of 128 bytes. See 
permissions for Section 27.2.4. 
EPT 
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Table 23-7. Definitions of Secondary Processor-Based VM-Execution Controls (Contd.) 
Bit Position(s) | Name Description 


24 Intel PT uses guest | If this control is 1, all output addresses used by Intel Processor Trace are treated as quest- 
physical addresses | physical addresses and translated using EPT. See Section 24.5.4. 


25 Use TSC scaling This control determines whether executions of RDTSC, executions of RDTSCP, and executions 
of RDMSR that read from the [A32_TIME_STAMP_COUNTER MSR return a value modified by the 
TSC multiplier field (see Section 23.6.5 and Section 24.3). 


26 Enable user wait If this control is O, any execution of TPAUSE, UMONITOR, or UMWAIT causes a #UD. 
and pause 

28 Enable ENCLV If this control is 1, executions of ENCLV consult the ENCLV-exiting bitmap to determine whether 
exiting the instruction causes a VM exit. See Section 23.6.17 and Section 24.1.3. 


All other bits in this field are reserved to 0. Software should consult the VMX capability MSR 
IA32_VMX_PROCBASED_CTLS2 (see Appendix A.3.3) to determine which bits may be set to 1. Failure to clear 
reserved bits causes subsequent VM entries to fail (see Section 25.2.1.1). 


Table 23-8 lists the tertiary processor-based VM-execution controls. See Chapter 24 for more details of how these 
controls affect processor behavior in VMX non-root operation. 


Table 23-8. Definitions of Tertiary Processor-Based VM-Execution Controls 
Bit Position(s) | Name Description 
0 LOADIWKEY exiting | This control determines whether executions of LOADIWKEY cause VM exits. 


All other bits in this field are reserved to 0. Software should consult the VMX capability MSR 
IA32_VMX_PROCBASED_CTLS3 (see Appendix A.3.4) to determine which bits may be set to 1. Failure to clear 
reserved bits causes subsequent VM entries to fail (see Section 25.2.1.1). 


23.6.3. Exception Bitmap 


The exception bitmap is a 32-bit field that contains one bit for each exception. When an exception occurs, its 
vector is used to select a bit in this field. If the bit is 1, the exception causes a VM exit. If the bit is 0, the exception 
is delivered normally through the IDT, using the descriptor corresponding to the exception’s vector. 


Whether a page fault (exception with vector 14) causes a VM exit is determined by bit 14 in the exception bitmap 
as well as the error code produced by the page fault and two 32-bit fields in the VMCS (the page-fault error-code 
mask and page-fault error-code match). See Section 24.2 for details. 


23.6.4  1/0-Bitmap Addresses 


The VM-execution control fields include the 64-bit physical addresses of I/O bitmaps A and B (each of which are 
4 KBytes in size). I/O bitmap A contains one bit for each I/O port in the range OOOOH through 7FFFH; I/O bitmap B 
contains bits for ports in the range 8000H through FFFFH. 


A logical processor uses these bitmaps if and only if the “use I/O bitmaps” control is 1. If the bitmaps are used, 
execution of an I/O instruction causes a VM exit if any bit in the I/O bitmaps corresponding to a port it accesses is 
1. See Section 24.1.3 for details. If the bitmaps are used, their addresses must be 4-KByte aligned. 


23.6.5 Time-Stamp Counter Offset and Multiplier 


The VM-execution control fields include a 64-bit TSC-offset field. If the “RDTSC exiting” control is O and the “use 
TSC offsetting” control is 1, this field controls executions of the RDTSC and RDTSCP instructions. It also controls 
executions of the RDMSR instruction that read from the IA32_TIME_STAMP_COUNTER MSR. For all of these, the 
value of the TSC offset is added to the value of the time-stamp counter, and the sum is returned to guest software 
in EDX:EAX. 
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Processors that support the 1-setting of the “use TSC scaling” control also support a 64-bit TSC-multiplier field. 
If this control is 1 (and the “RDTSC exiting” control is O and the “use TSC offsetting” control is 1), this field also 
affects the executions of the RDTSC, RDTSCP, and RDMSR instructions identified above. Specifically, the contents 
of the time-stamp counter is first multiplied by the TSC multiplier before adding the TSC offset. 


See Chapter 24 for a detailed treatment of the behavior of RDTSC, RDTSCP, and RDMSR in VMX non-root operation. 


23.6.6 Guest/Host Masks and Read Shadows for CRO and CR4 


VM-execution control fields include guest/host masks and read shadows for the CRO and CR4 registers. These 

fields control executions of instructions that access those registers (including CLTS, LMSW, MOV CR, and SMSW), 

They are 64 bits on processors that support Intel 64 architecture and 32 bits on processors that do not. 

In general, bits set to 1 in a guest/host mask correspond to bits “owned” by the host: 

* Guest attempts to set them (using CLTS, LMSW, or MOV to CR) to values differing from the corresponding bits 
in the corresponding read shadow cause VM exits. 

* Guest reads (using MOV from CR or SMSW) return values for these bits from the corresponding read shadow. 


Bits cleared to 0 correspond to bits “owned” by the guest; guest attempts to modify them succeed and guest reads 
return values for these bits from the control register itself. 


See Chapter 26 for details regarding how these fields affect VMX non-root operation. 


23.6.7. CR3-Target Controls 


The VM-execution control fields include a set of 4 CR3-target values and a CR3-target count. The CR3-target 
values each have 64 bits on processors that support Intel 64 architecture and 32 bits on processors that do not. The 
CR3-target count has 32 bits on all processors. 


An execution of MOV to CR3 in VMX non-root operation does not cause a VM exit if its source operand matches one 
of these values. If the CR3-target count is n, only the first n CR3-target values are considered; if the CR3-target 
count is 0, MOV to CR3 always causes a VM exit 


There are no limitations on the values that can be written for the CR3-target values. VM entry fails (see Section 
25.2) if the CR3-target count is greater than 4. 


Future processors may support a different number of CR3-target values. Software should read the VMX capability 
MSR IA32_VMX_MISC (see Appendix A.6) to determine the number of values supported. 


23.6.8 Controls for APIC Virtualization 


There are three mechanisms by which software accesses registers of the logical processor's local APIC: 


¢ If the local APIC is in xAPIC mode, it can perform memory-mapped accesses to addresses in the 4-KByte page 
referenced by the physical address in the IA32_APIC_BASE MSR (see Section 10.4.4, “Local APIC Status and 
Location” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A and Inte/® 64 
Architecture Processor Topology Enumeration). 


¢ If the local APIC is in x2APIC mode, it can accesses the local APIC’s registers using the RDMSR and WRMSR 
instructions (see Inte/® 64 Architecture Processor Topology Enumeration). 


° In 64-bit mode, it can access the local APIC’s task-priority register (TPR) using the MOV CR8 instruction. 


There are five processor-based VM-execution controls (see Section 23.6.2) that control such accesses. There are 
“use TPR shadow”, “virtualize APIC accesses”, “virtualize x2APIC mode”, “virtual-interrupt delivery”, and “APIC- 
register virtualization”. These controls interact with the following fields: 


° APIC-access address (64 bits). This field contains the physical address of the 4-KByte APIC-access page. 
If the “virtualize APIC accesses” VM-execution control is 1, access to this page may cause VM exits or be 
virtualized by the processor. See Section 28.4. 


1. If the local APIC does not support x2APIC mode, it is always in xAPIC mode. 
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The APIC-access address exists only on processors that support the 1-setting of the “virtualize APIC accesses” 
VM-execution control. 


Virtual-APIC address (64 bits). This field contains the physical address of the 4-KByte virtual-APIC page. 
The processor uses the virtual-APIC page to virtualize certain accesses to APIC registers and to manage virtual 
interrupts; see Chapter 28. 


Depending on the setting of the controls indicated earlier, the virtual-APIC page may be accessed by the 
following operations: 


— The MOV CR8 instructions (see Section 28.3). 


— Accesses to the APIC-access page if, in addition, the “virtualize APIC accesses” VM-execution control is 1 
(see Section 28.4). 


— The RDMSR and WRMSR instructions if, in addition, the value of ECX is in the range 800H-8FFH (indicating 
an APIC MSR) and the “virtualize x2APIC mode” VM-execution control is 1 (see Section 28.5). 


If the “use TPR shadow” VM-execution control is 1, VM entry ensures that the virtual-APIC address is 4-KByte 
aligned. The virtual-APIC address exists only on processors that support the 1-setting of the “use TPR shadow” 
VM-execution control. 


TPR threshold (32 bits). Bits 3:0 of this field determine the threshold below which bits 7:4 of VTPR (see 
Section 28.1.1) cannot fall. If the “virtual-interrupt delivery” VM-execution control is 0, a VM exit occurs after 
an operation (e.g., an execution of MOV to CR8) that reduces the value of those bits below the TPR threshold. 
See Section 28.1.2. 


The TPR threshold exists only on processors that support the 1-setting of the “use TPR shadow” VM-execution 
control. 


EOI-exit bitmap (4 fields; 64 bits each). These fields are supported only on processors that support the 1- 
setting of the “virtual-interrupt delivery” VM-execution control. They are used to determine which virtualized 
writes to the APIC’s EOI register cause VM exits: 


— EOI_EXITO contains bits for vectors from 0 (bit 0) to 63 (bit 63). 

— EOI_EXIT1 contains bits for vectors from 64 (bit 0) to 127 (bit 63). 
— EOI_EXIT2 contains bits for vectors from 128 (bit 0) to 191 (bit 63). 
— EOI_EXIT3 contains bits for vectors from 192 (bit 0) to 255 (bit 63). 
See Section 28.1.4 for more information on the use of this field. 


Posted-interrupt notification vector (16 bits). This field is supported only on processors that support the 1- 
setting of the “process posted interrupts” VM-execution control. Its low 8 bits contain the interrupt vector that 
is used to notify a logical processor that virtual interrupts have been posted. See Section 28.6 for more 
information on the use of this field. 


Posted-interrupt descriptor address (64 bits). This field is supported only on processors that support the 
1-setting of the “process posted interrupts” VM-execution control. It is the physical address of a 64-byte 
aligned posted interrupt descriptor. See Section 28.6 for more information on the use of this field. 


23.6.9 MSR-Bitmap Address 


On processors that support the 1-setting of the “use MSR bitmaps” VM-execution control, the VM-execution control 
fields include the 64-bit physical address of four contiguous MSR bitmaps, which are each 1-KByte in size. This 
field does not exist on processors that do not support the 1-setting of that control. The four bitmaps are: 


Read bitmap for low MSRs (located at the MSR-bitmap address). This contains one bit for each MSR address 
in the range QOOOOOOOH to OOOO1FFFH. The bit determines whether an execution of RDMSR applied to that 
MSR causes a VM exit. 


Read bitmap for high MSRs (located at the MSR-bitmap address plus 1024). This contains one bit for each 
MSR address in the range COOOO000H toCOO0iFFFH. The bit determines whether an execution of RDMSR 
applied to that MSR causes a VM exit. 
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° Write bitmap for low MSRs (located at the MSR-bitmap address plus 2048). This contains one bit for each 
MSR address in the range OOOO0000H to OOOO1FFFH. The bit determines whether an execution of WRMSR 
applied to that MSR causes a VM exit. 


°* Write bitmap for high MSRs (located at the MSR-bitmap address plus 3072). This contains one bit for each 
MSR address in the range COOOO000H toCOOO1iFFFH. The bit determines whether an execution of WRMSR 
applied to that MSR causes a VM exit. 


A logical processor uses these bitmaps if and only if the “use MSR bitmaps” control is 1. If the bitmaps are used, an 
execution of RDMSR or WRMSR causes a VM exit if the value of RCX is in neither of the ranges covered by the 
bitmaps or if the appropriate bit in the MSR bitmaps (corresponding to the instruction and the RCX value) is 1. See 
Section 24.1.3 for details. If the bitmaps are used, their address must be 4-KByte aligned. 


23.6.10 Executive-VMCS Pointer 


The executive-VMCS pointer is a 64-bit field used in the dual-monitor treatment of system-management interrupts 
(SMIs) and system-management mode (SMM). SMM VM exits save this field as described in Section 30.15.2. 
VM entries that return from SMM use this field as described in Section 30.15.4. 


23.6.11 Extended-Page-Table Pointer (EPTP) 


The extended-page-table pointer (EPTP) contains the address of the base of EPT PML4 table (see Section 
27.2.2), as well as other EPT configuration information. The format of this field is shown in Table 23-9. 


Table 23-9. Format of Extended-Page-Table Pointer 


Bit Field 
Position(s) 
2:0 EPT paging-structure memory type (see Section 27.2.7): 


O = Uncacheable (UC) 
6 = Write-back (WB) 


Other values are reserved.! 


5:3 This value is 1 less than the EPT page-walk length (see Section 27.2.2) 

6 Setting this control to 1 enables accessed and dirty flags for EPT (see Section 27.2.5)° 

7 Setting this control to 1 enables enforcement of access rights for supervisor shadow-stack pages (see Section 
27.2.3.2)3 

11:8 Reserved 

N-1:12 Bits N-1:12 of the physical address of the 4-KByte aligned EPT PML4 table* 

63:N Reserved 

NOTES: 


1. Software should read the VMX capability MSR I[A32_VMX_EPT_VPID_CAP (see Appendix A.10) to determine what EPT paging-struc- 
ture memory types are supported. 


2. Not all processors support accessed and dirty flags for EPT. Software should read the VMX capability MSR 
IA32_VMX_EPT_VPID_CAP (see Appendix A.10) to determine whether the processor supports this feature. 


3. Not all processors enforce access rights for shadow-stack pages. Software should read the VMX capability MSR 
IA32_VMX_EPT_VPID_CAP (see Appendix A.10) to determine whether the processor supports this feature. 


4. N is the physical-address width supported by the logical processor. Software can determine a processor's physical-address width by 
executing CPUID with 8OO00008H in EAX. The physical-address width is returned in bits 7:0 of EAX. 


The EPTP exists only on processors that support the 1-setting of the “enable EPT” VM-execution control. 
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23.6.12 Virtual-Processor Identifier (VPID) 


The virtual-processor identifier (VPID) is a 16-bit field. It exists only on processors that support the 1-setting 
of the “enable VPID” VM-execution control. See Section 27.1 for details regarding the use of this field. 


23.6.13 Controls for PAUSE-Loop Exiting 
On processors that support the 1-setting of the “PAUSE-loop exiting” VM-execution control, the VM-execution 
control fields include the following 32-bit fields: 


¢ PLE_Gap. Software can configure this field as an upper bound on the amount of time between two successive 
executions of PAUSE in a loop. 


¢ PLE_Window. Software can configure this field as an upper bound on the amount of time a guest is allowed to 
execute in a PAUSE loop. 


These fields measure time based on a counter that runs at the same rate as the timestamp counter (TSC). See 
Section 24.1.3 for more details regarding PAUSE-loop exiting. 


23.6.14 \WVM-Function Controls 


The VM-function controls constitute a 64-bit vector that governs use of the VMFUNC instruction in VMX non-root 
operation. This field is supported only on processors that support the 1-settings of both the “activate secondary 
controls” primary processor-based VM-execution control and the “enable VM functions” secondary processor- 
based VM-execution control. 


Table 23-10 lists the VM-function controls. See Section 24.5.6 for more details of how these controls affect 
processor behavior in VMX non-root operation. 


Table 23-10. Definitions of VM-Function Controls 
Bit Position(s) | Name Description 


0 EPTP switching The EPTP-switching VM function changes the EPT pointer to a value chosen from the EPTP list. 
See Section 24.5.6.3. 


All other bits in this field are reserved to 0. Software should consult the VMX capability MSR IA32_VMX_VMFUNC 
(see Appendix A.11) to determine which bits are reserved. Failure to clear reserved bits causes subsequent 
VM entries to fail (see Section 25.2.1.1). 


Processors that support the 1-setting of the “EPTP switching” VM-function control also support a 64-bit field called 
the EPTP-list address. This field contains the physical address of the 4-KByte EPTP list. The EPTP list comprises 
512 8-Byte entries (each an EPTP value) and is used by the EPTP-switching VM function (see Section 24.5.6.3). 


23.6.15 WMCS Shadowing Bitmap Addresses 


On processors that support the 1-setting of the “VMCS shadowing” VM-execution control, the VM-execution control 
fields include the 64-bit physical addresses of the VMREAD bitmap and the VMWRITE bitmap. Each bitmap is 4 
KBytes in size and thus contains 32 KBits. The addresses are the VMREAD-bitmap address and the VMWRITE- 
bitmap address. 


If the “VMCS shadowing” VM-execution control is 1, executions of VMREAD and VMWRITE may consult these 
bitmaps (see Section 23.10 and Section 29.3). 


23.6.16 ENCLS-Exiting Bitmap 


The ENCLS-exiting bitmap is a 64-bit field. If the “enable ENCLS exiting” VM-execution control is 1, execution of 
ENCLS causes a VM exit if the bit in this field corresponding to the value of EAX is 1. If the bit is 0, the instruction 
executes normally. See Section 24.1.3 for more information. 
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23.6.17 ENCLV-Exiting Bitmap 


The ENCLV-exiting bitmap is a 64-bit field. If the “enable ENCLV exiting” VM-execution control is 1, execution of 
ENCLV causes a VM exit if the bit in this field corresponding to the value of EAX is 1. If the bit is 0, the instruction 
executes normally. See Section 24.1.3 for more information. 


23.6.18 Control Field for Page-Modification Logging 


The PML address is a 64-bit field. It is the 4-KByte aligned address of the page-modification log. The page- 
modification log consists of 512 64-bit entries. It is used for the page-modification logging feature. Details of the 
page-modification logging are given in Section 27.2.6. 


If the “enable PML” VM-execution control is 1, VM entry ensures that the PML address is 4-KByte aligned. The PML 
address exists only on processors that support the 1-setting of the “enable PML” VM-execution control. 


23.6.19 Controls for Virtualization Exceptions 


On processors that support the 1-setting of the “EPT-violation #VE” VM-execution control, the VM-execution 
control fields include the following: 


* Virtualization-exception information address (64 bits). This field contains the physical address of the 
virtualization-exception information area. When a logical processor encounters a virtualization exception, 
it saves virtualization-exception information at the virtualization-exception information address; see Section 
24.5.7.2. 


¢ EPTP index (16 bits). When an EPT violation causes a virtualization exception, the processor writes the value 
of this field to the virtualization-exception information area. The EPTP-switching VM function updates this field 
(see Section 24.5.6.3). 


23.6.20 XSS-Exiting Bitmap 


On processors that support the 1-setting of the “enable XSAVES/XRSTORS” VM-execution control, the VM-execu- 
tion control fields include a 64-bit XSS-exiting bitmap. If the “enable XSAVES/XRSTORS” VM-execution control is 
1, executions of XSAVES and XRSTORS may consult this bitmap (see Section 24.1.3 and Section 24.3). 


23.6.21 Sub-Page-Permission-Table Pointer (SPPTP) 


If the sub-page write-permission feature of EPT is enabled, EPT write permissions may be determined at a 128- 
byte granularity (see Section 27.2.4). These permissions are determined using a hierarchy of sub-page-permission 
structures in memory. 


The root of this hierarchy is referenced by a VM-execution control field called the sub-page-permission-table 
pointer (SPPTP). The SPPTP contains the address of the base of the root SPP table (see Section 27.2.4.2). The 
format of this field is shown in Table 23-9. 


Table 23-11. Format of Sub-Page-Permission-Table Pointer 


Bit Field 

Position(s) 

11:0 Reserved 

N-1:12 Bits N-1:12 of the physical address of the 4-KByte aligned root SPP table 
63:N! Reserved 
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1. Nis the processor's physical-address width. Software can determine this width by executing CPUID with BOOOOOO8H in EAX. The 
physical-address width is returned in bits 7:0 of EAX. 


The SPPTP exists only on processors that support the 1-setting of the “sub-page write permissions for EPT” VM- 
execution control. 


ear 


VM-EXIT CONTROL FIELDS 


The VM-exit control fields govern the behavior of VM exits. They are discussed in Section 23.7.1 and Section 


23.7.2. 


23.7.1 


VM-Exit Controls 


The VM-exit controls constitute a 32-bit vector that governs the basic operation of VM exits. Table 23-12 lists the 
controls supported. See Chapter 26 for complete details of how these controls affect VM exits. 


Table 23-12. Definitions of VM-Exit Controls 


Bit Position(s) | Name Description 
2 Save debug controls | This control determines whether DR7 and the [A32_DEBUGCTL MSR are saved on VM exit. 
The first processors to support the virtual-machine extensions supported only the 1- 
setting of this control. 
9 Host address-space On processors that support Intel 64 architecture, this control determines whether a logical 
size processor is in 64-bit mode after the next VM exit. Its value is loaded into CS.L, 
IA32_EFER.LME, and |A32_EFER.LMA on every VM exit.! 
This control must be O on processors that do not support Intel 64 architecture. 
12 Load This control determines whether the [A32_PERF_GLOBAL_CTRL MSR is loaded on VM exit. 
IA32_PERF_GLOBAL_ 
CTRL 
15 Acknowledge This control affects VM exits due to external interrupts: 
interrupt on exit * If such a VM exit occurs and this control is 1, the logical processor acknowledges the 
interrupt controller, acquiring the interrupt’s vector. The vector is stored in the VM-exit 
interruption-information field, which is marked valid. 
« If sucha VM exit occurs and this control is 0, the interrupt is not acknowledged and the 
VM-exit interruption-information field is marked invalid. 
18 Save IA32_PAT This control determines whether the [A32_PAT MSR is saved on VM exit. 
19 Load |A32_PAT This control determines whether the [A32_PAT MSR is loaded on VM exit. 
20 Save IA32_EFER This control determines whether the |[A32_EFER MSR is saved on VM exit. 
21 Load IA32_EFER This control determines whether the [A32_EFER MSR is loaded on VM exit. 
22 Save VMX- This control determines whether the value of the VMX-preemption timer is saved on 
preemption timer VM exit. 
value 
23 Clear |A32_BNDCFGS | This control determines whether the [A32_BNDCFGS MSR is cleared on VM exit. 
24 Conceal VMX from PT | If this control is 1, Intel Processor Trace does not produce a paging information packet (PIP) 
ona VM exit or a VMCS packet on an SMM VM exit (see Chapter 31). 
25 Clear IA32_RTIT_CTL | This control determines whether the I[A32_RTIT_CTL MSR is cleared on VM exit. 
28 Load CET state This control determines whether CET-related MSRs and SPP are loaded on VM exit. 
29 Load PKRS This control determines whether the [A32_PKRS MSR is loaded on VM exit. 
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NOTES: 


1. Since the Intel 64 architecture specifies that IA32_EFER.LMA is always set to the logical-AND of CRO.PG and IA32_EFER.LME, and 
since CRO.PG is always 1 in VMX root operation, IA32_EFER.LMA is always identical to IA32_EFER.LME in VMX root operation. 


All other bits in this field are reserved, some to 0 and some to 1. Software should consult the VMX capability MSRs 
IA32_VMX_EXIT_CTLS and IA32_VMX_TRUE_EXIT_CTLS (see Appendix A.4) to determine how it should set the 
reserved bits. Failure to set reserved bits properly causes subsequent VM entries to fail (see Section 25.2.1.2). 


The first processors to support the virtual-machine extensions supported only the 1-settings of bits 0-8, 10, 11, 
13, 14, 16, and 17. The VMX capability MSR IA32_VMX_EXIT_CTLS always reports that these bits must be 1. 
Logical processors that support the O-settings of any of these bits will support the VMX capability MSR 
IA32_VMX_TRUE_EXIT_CTLS MSR, and software should consult this MSR to discover support for the 0-settings of 
these bits. Software that is not aware of the functionality of any one of these bits should set that bit to 1. 


23.7.2 VM-Exit Controls for MSRs 


AVMM may specify lists of MSRs to be stored and loaded on VM exits. The following VM-exit control fields deter- 
mine how MSRs are stored on VM exits: 


° VM-exit MSR-store count (32 bits). This field specifies the number of MSRs to be stored on VM exit. It is 
recommended that this count not exceed 512.1 Otherwise, unpredictable processor behavior (including a 
machine check) may result during VM exit. 


¢ VM-exit MSR-store address (64 bits). This field contains the physical address of the VM-exit MSR-store area. 
The area is a table of entries, 16 bytes per entry, where the number of entries is given by the VM-exit MSR-store 
count. The format of each entry is given in Table 23-13. If the VM-exit MSR-store count is not zero, the address 
must be 16-byte aligned. 


Table 23-13. Format of an MSR Entry 


Bit Position(s) Contents 
31:0 MSR index 
63:32 Reserved 
127:64 MSR data 


See Section 26.4 for how this area is used on VM exits. 
The following VM-exit control fields determine how MSRs are loaded on VM exits: 


° VM-exit MSR-load count (32 bits). This field contains the number of MSRs to be loaded on VM exit. It is 
recommended that this count not exceed 512. Otherwise, unpredictable processor behavior (including a 
machine check) may result during VM exit.2 


° VM-exit MSR-load address (64 bits). This field contains the physical address of the VM-exit MSR-load area. 
The area is a table of entries, 16 bytes per entry, where the number of entries is given by the VM-exit MSR-load 
count (see Table 23-13). If the VM-exit MSR-load count is not zero, the address must be 16-byte aligned. 


See Section 26.6 for how this area is used on VM exits. 


23.8 VM-ENTRY CONTROL FIELDS 


The VM-entry control fields govern the behavior of VM entries. They are discussed in Sections 23.8.1 through 
23.8.3. 


1. Future implementations may allow more MSRs to be stored reliably. Software should consult the VMX capability MSR 
IA32_V/MX_MISC to determine the number supported (see Appendix A.6). 


2. Future implementations may allow more MSRs to be loaded reliably. Software should consult the VMX capability MSR 
IA32_VMX_MISC to determine the number supported (see Appendix A.6). 
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VM-Entry Controls 


The VM-entry controls constitute a 32-bit vector that governs the basic operation of VM entries. Table 23-14 lists 
the controls supported. See Chapter 23 for how these controls affect VM entries. 


Table 23-14. Definitions of VM-Entry Controls 


Bit Position(s) | Name Description 
2 Load debug This control determines whether DR7 and the IA32_DEBUGCTL MSR are loaded on VM entry. 
controls The first processors to support the virtual-machine extensions supported only the 1-setting of 
this control. 
9 IA-32e mode guest | On processors that support Intel 64 architecture, this control determines whether the logical 
processor is in |A-32e mode after VM entry. Its value is loaded into IA32_EFER.LMA as part of 
VM entry.! 
This control must be O on processors that do not support Intel 64 architecture. 
10 Entry to SMM This control determines whether the logical processor is in system-management mode (SMM) 
after VM entry. This control must be O for any VM entry from outside SMM. 
11 Deactivate dual- If set to 1, the default treatment of SMIs and SMM is in effect after the VM entry (see Section 
monitor treatment | 30.15.7). This control must be O for any VM entry from outside SMM. 
13 Load This control determines whether the IA32_PERF_GLOBAL_CTRL MSR is loaded on VM entry. 
IA32_PERF_GLOBA 
L_CTRL 
14 Load |A32_PAT This control determines whether the [A32_PAT MSR is loaded on VM entry. 
15 Load IA32_EFER This control determines whether the I[A32_EFER MSR is loaded on VM entry. 
16 Load This control determines whether the [A32_BNDCFGS MSR is loaded on VM entry. 
IA32_BNDCFGS 
17 Conceal VMX from _ | If this control is 1, Intel Processor Trace does not produce a paging information packet (PIP) on 
PT a VM entry or a VMCS packet on a VM entry that returns from SMM (see Chapter 31). 
18 Load This control determines whether the IA32_RTIT_CTL MSR is loaded on VM entry. 
IA32_RTIT_CTL 
20 Load CET state This control determines whether CET-related MSRs and SPP are loaded on VM entry. 
22 Load PKRS This control determines whether the IA32_PKRS MSR is loaded on VM entry. 
NOTES: 


1. Bit 5 of the [A32_VMX_MISC MSR is read as 1 on any logical processor that supports the 1-setting of the “unrestricted quest” VM- 
execution control. If it is read as 1, every VM exit stores the value of [A32_EFER.LMA into the “IA-32e mode quest” VM-entry control 
(see Section 26.2). 


All other bits in this field are reserved, some to 0 and some to 1. Software should consult the VMX capability MSRs 
IA32_VMX_ENTRY_CTLS and IA32_VMX_TRUE_ENTRY_CTLS (see Appendix A.5) to determine how it should set 
the reserved bits. Failure to set reserved bits properly causes subsequent VM entries to fail (see Section 25.2.1.3). 


The first processors to support the virtual-machine extensions supported only the 1-settings of bits O-8 and 12. 
The VMX capability MSR IA32_VMX_ENTRY_CTLS always reports that these bits must be 1. Logical processors that 
support the O-settings of any of these bits will support the VMX capability MSR IA32_VMX_TRUE_ENTRY_CTLS 
MSR, and software should consult this MSR to discover support for the 0-settings of these bits. Software that is not 
aware of the functionality of any one of these bits should set that bit to 1. 


23.8.2 


VM-Entry Controls for MSRs 


A VMM may specify a list of MSRs to be loaded on VM entries. The following VM-entry control fields manage this 


functionality: 
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VM-entry MSR-load count (32 bits). This field contains the number of MSRs to be loaded on VM entry. It is 
recommended that this count not exceed 512. Otherwise, unpredictable processor behavior (including a 
machine check) may result during VM entry. 

VM-entry MSR-load address (64 bits). This field contains the physical address of the VM-entry MSR-load 


area. The area is a table of entries, 16 bytes per entry, where the number of entries is given by the VM-entry 
MSR-load count. The format of entries is described in Table 23-13. If the VM-entry MSR-load count is not zero, 


the address must be 16-byte aligned. 


See Section 25.4 for details of how this area is used on VM entries. 


23.8.3. VM-Entry Controls for Event Injection 


VM entry can be configured to conclude by delivering an event through the IDT (after all guest state and MSRs have 
been loaded). This process is called event injection and is controlled by the following three VM-entry control 


fields: 


° VM-entry interruption-information field (32 bits). This field provides details about the event to be injected. 
Table 23-15 describes the field. 


Table 23-15. Format of the VM-Entry Interruption-Information Field 


Bit Position(s) | Content 
7:0 Vector of interrupt or exception 
10:8 Interruption type: 
0: External interrupt 
1: Reserved 
2: Non-maskable interrupt (NMI) 
3: Hardware exception (e.g,. #PF) 
4: Software interrupt (INT n) 
5: Privileged software exception (INT1) 
6: Software exception (INT3 or INTO) 
7: Other event 
11 Deliver error code (0 = do not deliver; 1 = deliver) 
30:12 Reserved 
31 Valid 


— The vector (bits 7:0) determines which entry in the IDT is used or which other event is injected. 


— The interruption type (bits 10:8) determines details of how the injection is performed. In general, a VMM 
should use the type hardware exception for all exceptions other than the following: 


¢ breakpoint exceptions (#BP; a VMM should use the type software exception); 
* overflow exceptions (#OF a VMM should use the use type software exception); and 


¢ those debug exceptions (#DB) that are generated by INT1 (a VMM should use the use type privileged 
software exception). 


The type other event is used for injection of events that are not delivered through the IDT.? 


— For exceptions, the deliver-error-code bit (bit 11) determines whether delivery pushes an error code on 
the guest stack. 


— VM entry injects an event if and only if the valid bit (bit 31) is 1. The valid bit in this field is cleared on every 
VM exit (see Section 26.2). 


. Future implementations may allow more MSRs to be loaded reliably. Software should consult the VMX capability MSR 
IA32_VMX_MISC to determine the number supported (See Appendix A.6). 


. The type hardware exception should be used for all other debug exceptions. 
INT1 and INT3 refer to the instructions with opcodes F1 and CC, respectively, and not to INT n with values 1 or 3 for n. 


23-22 Vol. 3C 


VIRTUAL MACHINE CONTROL STRUCTURES 


¢ VM-entry exception error code (32 bits). This field is used if and only if the valid bit (bit 31) and the deliver- 
error-code bit (bit 11) are both set in the VM-entry interruption-information field. 


¢ VM-entry instruction length (32 bits). For injection of events whose type is software interrupt, software 
exception, or privileged software exception, this field is used to determine the value of RIP that is pushed on 
the stack. 


See Section 25.6 for details regarding the mechanics of event injection, including the use of the interruption type 
and the VM-entry instruction length. 


VM exits clear the valid bit (bit 31) in the VM-entry interruption-information field. 


23.9 VM-EXIT INFORMATION FIELDS 


The VMCS contains a section of fields that contain information about the most recent VM exit. 


On some processors, attempts to write to these fields with VMWRITE fail (see “VMWRITE—Write Field to Virtual- 
Machine Control Structure” in Chapter 29).+ 


23.9.1 Basic VM-Exit Information 


The following VM-exit information fields provide basic information about a VM exit: 
¢ Exit reason (32 bits). This field encodes the reason for the VM exit and has the structure given in Table 23-16. 


Table 23-16. Format of Exit Reason 


Bit Position(s) Contents 

15:0 Basic exit reason 

16 Always cleared to 0 

26:17 Not currently defined 

27 A VM exit saves this bit as 1 to indicate that the VM exit was incident to enclave mode. 
28 Pending MTF VM exit 

29 VM exit from VMX root operation 

30 Not currently defined 

31 VM-entry failure (O = true VM exit; 1 = VM-entry failure) 


— Bits 15:0 provide basic information about the cause of the VM exit (if bit 31 is clear) or of the VM-entry 
failure (if bit 31 is set). Appendix C enumerates the basic exit reasons. 


— Bit 16 is always cleared to 0. 
— Bit 27 is set to 1 if the VM exit occurred while the logical processor was in enclave mode. 


A VM exit also sets this bit if it is incident to delivery of an event injected by VM entry and the guest inter- 
ruptibility-state field indicates an enclave interrupt (bit 4 of the field is 1). See Section 26.2.1 for details. 


— Bit 28 is set only by an SMM VM exit (see Section 30.15.2) that took priority over an MTF VM exit (see 
Section 24.5.2) that would have occurred had the SMM VM exit not occurred. See Section 30.15.2.3. 


— Bit 29 is set if and only if the processor was in VMX root operation at the time the VM exit occurred. This can 
happen only for SMM VM exits. See Section 30.15.2. 


1. Software can discover whether these fields can be written by reading the VMX capability MSR IA32_VMX_MISC (see Appendix A.6). 
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— Because some VM-entry failures load processor state from the host-state area (see Section 25.8), software 


must be able to distinguish such cases from true VM exits. Bit 31 is used for that purpose. 


° Exit qualification (64 bits; 32 bits on processors that do not support Intel 64 architecture). This field contains 


additional information about the cause of VM exits due to the following: debug exceptions; page-fault 
exceptions; start-up IPIs (SIPIs); task switches; INVEPT; INVLPG;INVVPID; LGDT; LIDT; LLDT; LTR; SGDT; 


SIDT; SLDT; STR; VMCLEAR; VMPTRLD; VMPTRST; VMREAD; VMWRITE; VMXON; XRSTORS; XSAVES; control- 
register accesses; MOV DR; I/O instructions; and MWAIT. The format of the field depends on the cause of the 


VM exit. See Section 26.2.1 for details. 


* Guest-linear address (64 bits; 32 bits on processors that do not support Intel 64 architecture). This field is 
used in the following cases: 


— VM exits due to attempts to execute LMSW with a memory operand. 
— VM exits due to attempts to execute INS or OUTS. 


— VM exits due to system-management interrupts (SMIs) that arrive immediately after retirement of I/O 
instructions. 


— Certain VM exits due to EPT violations 
See Section 26.2.1 and Section 30.15.2.3 for details of when and how this field is used. 


° Guest-physical address (64 bits). This field is used VM exits due to EPT violations and EPT misconfigurations. 


See Section 26.2.1 for details of when and how this field is used. 


23.9.2 Information for VM Exits Due to Vectored Events 


Event-specific information is provided for VM exits due to the following vectored events: exceptions (including 


those generated by the instructions INT3, INTO, INT1, BOUND, UDO, UD1, and UD2); external interrupts that occur 
while the “acknowledge interrupt on exit” VM-exit control is 1; and non-maskable interrupts (NMIs). This informa- 


tion is provided in the following fields: 


° \VM-exit interruption information (32 bits). This field receives basic information associated with the event 
causing the VM exit. Table 23-17 describes this field. 


Table 23-17. Format of the VM-Exit Interruption-Information Field 


Bit Position(s) | Content 


7:0 Vector of interrupt or exception 
10:8 Interruption type: 

0: External interrupt 

1: Not used 


2: Non-maskable interrupt (NMI) 
3: Hardware exception 

4: Not used 

5: Privileged software exception 
6: Software exception 


7: Not used 
11 Error code valid (0 = invalid; 1 = valid) 
12 NMI unblocking due to IRET 
30:13 Not currently defined 
31 Valid 


° \VM-exit interruption error code (32 bits). For VM exits caused by hardware exceptions that would have 
delivered an error code on the stack, this field receives that error code. 


Section 26.2.2 provides details of how these fields are saved on VM exits. 
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23.9.3 Information for VM Exits That Occur During Event Delivery 


Additional information is provided for VM exits that occur during event delivery in VMX non-root operation.! This 
information is provided in the following fields: 


¢ IDT-vectoring information (32 bits). This field receives basic information associated with the event that was 
being delivered when the VM exit occurred. Table 23-18 describes this field. 


Table 23-18. Format of the IDT-Vectoring Information Field 


Bit Position(s) | Content 


7:0 Vector of interrupt or exception 
10:8 Interruption type: 

0: External interrupt 

1: Not used 


2: Non-maskable interrupt (NMI) 
3: Hardware exception 

4: Software interrupt 

5: Privileged software exception 
6: Software exception 


7: Not used 
11 Error code valid (O = invalid; 1 = valid) 
30:12 Not currently defined 
31 Valid 


¢ IDT-vectoring error code (32 bits). For VM exits the occur during delivery of hardware exceptions that would 
have delivered an error code on the stack, this field receives that error code. 


See Section 26.2.4 provides details of how these fields are saved on VM exits. 


23.9.4 Information for VM Exits Due to Instruction Execution 
The following fields are used for VM exits caused by attempts to execute certain instructions in VMX non-root oper- 
ation: 


¢ VM-exit instruction length (32 bits). For VM exits resulting from instruction execution, this field receives the 
length in bytes of the instruction whose execution led to the VM exit.2 See Section 26.2.5 for details of when 
and how this field is used. 

° VM-exit instruction information (32 bits). This field is used for VM exits due to attempts to execute INS, 
INVEPT, INVVPID, LIDT, LGDT, LLDT, LTR, OUTS, SIDT, SGDT, SLDT, STR, VMCLEAR, VMPTRLD, VMPTRST, 
VMREAD, VMWRITE, or VMXON.? The format of the field depends on the cause of the VM exit. See Section 
26.2.5 for details. 

The following fields (64 bits each; 32 bits on processors that do not support Intel 64 architecture) are used only for 

VM exits due to SMIs that arrive immediately after retirement of I/O instructions. They provide information about 

that I/O instruction: 


¢ I/O RCX. The value of RCX before the I/O instruction started. 

¢ I/O RSI. The value of RSI before the I/O instruction started. 

¢ I/O RDI. The value of RDI before the I/O instruction started. 

¢ I/O RIP. The value of RIP before the I/O instruction started (the RIP that addressed the I/O instruction). 


1. This includes cases in which the event delivery was caused by event injection as part of VM entry; see Section 25.6.1.2. 
2. This field is also used for VM exits that occur during the delivery of a software interrupt or software exception. 


3. Whether the processor provides this information on VM exits due to attempts to execute INS or OUTS can be determined by con- 
sulting the VMX capability MSR [A32_VMX_BASIC (see Appendix A.1). 
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23.9.5 VM-Instruction Error Field 


The 32-bit VM-instruction error field does not provide information about the most recent VM exit. In fact, it is 
not modified on VM exits. Instead, it provides information about errors encountered by a non-faulting execution of 
one of the VMX instructions. 


23.10 VMCS TYPES: ORDINARY AND SHADOW 


Every VMCS is either an ordinary VMCS or a shadow VMCS. A VMCS's type is determined by the shadow-VMCS 
indicator in the VMCS region (this is the value of bit 31 of the first 4 bytes of the VMCS region; see Table 23-1): 0 
indicates an ordinary VMCS, while 1 indicates a shadow VMCS. Shadow VMCSs are supported only on processors 
that support the 1-setting of the “VMCS shadowing” VM-execution control (see Section 23.6.2). 


A shadow VMCS differs from an ordinary VMCS in two ways: 


¢ Anordinary VMCS can be used for VM entry but a shadow VMCS cannot. Attempts to perform VM entry when 
the current VMCS is a shadow VMCS fail (see Section 25.1). 


¢ The VMREAD and VMWRITE instructions can be used in VMX non-root operation to access a shadow VMCS but 
not an ordinary VMCS. This fact results from the following: 


— Ifthe “VMCS shadowing” VM-execution control is 0, execution of the VMREAD and VMWRITE instructions in 
VMX non-root operation always cause VM exits (see Section 24.1.3). 


— Ifthe “VMCS shadowing” VM-execution control is 1, execution of the VMREAD and VMWRITE instructions in 
VMX non-root operation can access the VMCS referenced by the VMCS link pointer (see Section 29.3). 


— If the“VMCS shadowing” VM-execution control is 1, VM entry ensures that any VMCS referenced by the 
VMCS link pointer is a shadow VMCS (see Section 25.3.1.5). 


In VMX root operation, both types of VMCSs can be accessed with the VMREAD and VMWRITE instructions. 


Software should not modify the shadow-VMCS indicator in the VMCS region of a VMCS that is active. Doing so may 
cause the VMCS to become corrupted (see Section 23.11.1). Before modifying the shadow-VMCS indicator, soft- 
ware should execute VMCLEAR for the VMCS to ensure that it is not active. 


23.11 SOFTWARE USE OF THE VMCS AND RELATED STRUCTURES 


This section details guidelines that software should observe when using a VMCS and related structures. It also 
provides descriptions of consequences for failing to follow guidelines. 


23.11.1 Software Use of Virtual-Machine Control Structures 
To ensure proper processor behavior, software should observe certain guidelines when using an active VMCS. 


No VMCS should ever be active on more than one logical processor. If a VMCS is to be “migrated” from one logical 
processor to another, the first logical processor should execute VMCLEAR for the VMCS (to make it inactive on that 
logical processor and to ensure that all VMCS data are in memory) before the other logical processor executes 
VMPTRLD for the VMCS (to make it active on the second logical processor).! A VMCS that is made active on more 
than one logical processor may become corrupted (see below). 


Software should not modify the shadow-VMCS indicator (see Table 23-1) in the VMCS region of a VMCS that is 
active. Doing so may cause the VMCS to become corrupted. Before modifying the shadow-VMCS indicator, software 
should execute VMCLEAR for the VMCS to ensure that it is not active. 


Software should use the VMREAD and VMWRITE instructions to access the different fields in the current VMCS (see 
Section 23.11.2). Software should never access or modify the VMCS data of an active VMCS using ordinary 


1. As noted in Section 23.1, execution of the VMPTRLD instruction makes a VMCS is active. In addition, VM entry makes active any 
shadow VMCS referenced by the VMCS link pointer in the current VMCS. If a shadow VMCS is made active by VM entry, it is neces- 
sary to execute VMCLEAR for that VMCS before allowing that VMCS to become active on another logical processor. 
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memory operations, in part because the format used to store the VMCS data is implementation-specific and not 
architecturally defined, and also because a logical processor may maintain some VMCS data of an active VMCS on 
the processor and not in the VMCS region. The following items detail some of the hazards of accessing VMCS data 
using ordinary memory operations: 


¢ Any data read from a VMCS with an ordinary memory read does not reliably reflect the state of the VMCS. 
Results may vary from time to time or from logical processor to logical processor. 


¢ Writing to a VMCS with an ordinary memory write is not guaranteed to have a deterministic effect on the VMCS. 
Doing so may cause the VMCS to become corrupted (see below). 


(Software can avoid these hazards by removing any linear-address mappings to a VMCS region before executing a 
VMPTRLD for that region and by not remapping it until after executing VMCLEAR for that region.) 


If a logical processor leaves VMX operation, any VMCSs active on that logical processor may be corrupted (see 
below). To prevent such corruption of a VMCS that may be used either after a return to VMX operation or on 
another logical processor, software should execute VMCLEAR for that VMCS before executing the VMXOFF instruc- 
tion or removing power from the processor (é.g., aS part of a transition to the S3 and S4 power states). 


This section has identified operations that may cause a VMCS to become corrupted. These operations may cause 
the VMCS's data to become undefined. Behavior may be unpredictable if that VMCS used subsequently on any 
logical processor. The following items detail some hazards of VMCS corruption: 


¢ VM entries may fail for unexplained reasons or may load undesired processor state. 


° The processor may not correctly support VMX non-root operation as documented in Chapter 24 and may 
generate unexpected VM exits. 


¢ VM exits may load undesired processor state, save incorrect state into the VMCS, or cause the logical processor 
to transition to a shutdown state. 


23.11.2 VMREAD, VMWRITE, and Encodings of VMCS Fields 


Every field of the VMCS is associated with a 32-bit value that is its encoding. The encoding is provided in an 
operand to VMREAD and VMWRITE when software wishes to read or write that field. These instructions fail if given, 
in 64-bit mode, an operand that sets an encoding bit beyond bit 32. See Chapter 29 for a description of these 
instructions. 


The structure of the 32-bit encodings of the VMCS components is determined principally by the width of the fields 
and their function in the VMCS. See Table 23-19. 


Table 23-19. Structure of VMCS Component Encoding 


Bit Position(s) Contents 
0 Access type (0 = full; 1 = high); must be full for 16-bit, 32-bit, and natural-width fields 
9:1 Index 
11:10 Type: 
0: control 


1: VM-exit information 
2: guest state 
3: host state 


12 Reserved (must be 0) 
14:13 Width: 

0: 16-bit 

1: 64-bit 

2: 32-bit 


3: natural-width 


31:15 Reserved (must be 0) 


Vol. 3C 23-27 


VIRTUAL MACHINE CONTROL STRUCTURES 


The following items detail the meaning of the bits in each encoding: 


Field width. Bits 14:13 encode the width of the field. 
— A value of 0 indicates a 16-bit field. 
— A value of 1 indicates a 64-bit field. 
— A value of 2 indicates a 32-bit field. 


— A value of 3 indicates a natural-width field. Such fields have 64 bits on processors that support Intel 64 
architecture and 32 bits on processors that do not. 


Fields whose encodings use value 1 are specially treated to allow 32-bit software access to all 64 bits of the 
field. Such access is allowed by defining, for each such field, an encoding that allows direct access to the high 
32 bits of the field. See below. 


Field type. Bits 11:10 encode the type of VMCS field: control, guest-state, host-state, or VM-exit information. 
(The last category also includes the VM-instruction error field. ) 


Index. Bits 9:1 distinguish components with the same field width and type. 


Access type. Bit 0 must be 0 for all fields except for 64-bit fields (those with field-width 1; see above). A 
VMREAD or VMWRITE using an encoding with this bit cleared to 0 accesses the entire field. For a 64-bit field 
with field-width 1, a VMREAD or VMWRITE using an encoding with this bit set to 1 accesses only the high 32 bits 
of the field. 


Appendix B gives the encodings of all fields in the VMCS. 


The following describes the operation of VMREAD and VMWRITE based on processor mode, VMCS-field width, and 


access type: 


16-bit fields: 


— AVMREAD returns the value of the field in bits 15:0 of the destination operand; other bits of the destination 
operand are cleared to 0. 


— AVMWRITE writes the value of bits 15:0 of the source operand into the VMCS field; other bits of the source 
operand are not used. 


32-bit fields: 


— AVMREAD returns the value of the field in bits 31:0 of the destination operand; in 64-bit mode, bits 63:32 
of the destination operand are cleared to 0. 


— AVMWRITE writes the value of bits 31:0 of the source operand into the VMCS field; in 64-bit mode, 
bits 63:32 of the source operand are not used. 


64-bit fields and natural-width fields using the full access type outside IA-32e mode. 


— AVMREAD returns the value of bits 31:0 of the field in its destination operand; bits 63:32 of the field are 
ignored. 


— AVMWRITE writes the value of its source operand to bits 31:0 of the field and clears bits 63:32 of the field. 


64-bit fields and natural-width fields using the full access type in 64-bit mode (only on processors that support 
Intel 64 architecture). 


— AVMREAD returns the value of the field in bits 63:0 of the destination operand 
— AVMWRITE writes the value of bits 63:0 of the source operand into the VMCS field. 
64-bit fields using the high access type. 


— AVMREAD returns the value of bits 63:32 of the field in bits 31:0 of the destination operand; in 64-bit 
mode, bits 63:32 of the destination operand are cleared to 0. 


— AVMWRITE writes the value of bits 31:0 of the source operand to bits 63:32 of the field; in 64-bit mode, 
bits 63:32 of the source operand are not used. 


Software seeking to read a 64-bit field outside IA-32e mode can use VMREAD with the full access type (reading 
bits 31:0 of the field) and VMREAD with the high access type (reading bits 63:32 of the field); the order of the two 


VMREAD executions is not important. Software seeking to modify a 64-bit field outside IA-32e mode should first 
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use VMWRITE with the full access type (establishing bits 31:0 of the field while clearing bits 63:32) and then use 
VMWRITE with the high access type (establishing bits 63:32 of the field). 


23.11.3 Initializing a VMCS 


Software should initialize fields in a VMCS (using VMWRITE) before using the VMCS for VM entry. Failure to do so 
may result in unpredictable behavior; for example, a VM entry may fail for unexplained reasons, or a successful 
transition (VM entry or VM exit) may load processor state with unexpected values. 


It is not necessary to initialize fields that the logical processor will not use. (For example, it is not necessary to 
unitize the MSR-bitmap address if the “use MSR bitmaps” VM-execution control is 0.) 


A processor maintains some VMCS information that cannot be modified with the VMWRITE instruction; this 
includes a VMCS's launch state (see Section 23.1). Such information may be stored in the VMCS data portion of a 
VMCS region. Because the format of this information is implementation-specific, there is no way for software to 
know, when it first allocates a region of memory for use as a VMCS region, how the processor will determine this 
information from the contents of the memory region. 


In addition to its other functions, the VMCLEAR instruction initializes any implementation-specific information in 
the VMCS region referenced by its operand. To avoid the uncertainties of implementation-specific behavior, soft- 
ware should execute VMCLEAR on a VMCS region before making the corresponding VMCS active with VMPTRLD for 
the first time. (Figure 23-1 illustrates how execution of VMCLEAR puts a VMCS into a well-defined state. ) 


The following software usage is consistent with these limitations: 
¢ VMCLEAR should be executed for a VMCS before it is used for VM entry for the first time. 


¢ VMLAUNCH should be used for the first VM entry using a VMCS after VMCLEAR has been executed for that 
VMCS. 


¢ VMRESUME should be used for any subsequent VM entry using a VMCS (until the next execution of VMCLEAR 
for the VMCS). 


It is expected that, in general, VMRESUME will have lower latency than VMLAUNCH. Since “migrating” a VMCS from 
one logical processor to another requires use of VMCLEAR (see Section 23.11.1), which sets the launch state of the 
VMCS to “clear”, such migration requires the next VM entry to be performed using VMLAUNCH. Software devel- 
opers can avoid the performance cost of increased VM-entry latency by avoiding unnecessary migration of a VMCS 
from one logical processor to another. 


23.11.4 Software Access to Related Structures 


In addition to data in the VMCS region itself, VMX non-root operation can be controlled by data structures that are 
referenced by pointers in a VMCS (for example, the I/O bitmaps). While the pointers to these data structures are 
parts of the VMCS, the data structures themselves are not. They are not accessible using VMREAD and VMWRITE 
but by ordinary memory writes. 


Software should ensure that each such data structure is modified only when no logical processor with a current 
VMCS that references it is in VMX non-root operation. Doing otherwise may lead to unpredictable behavior 
(including behaviors identified in Section 23.11.1). Exceptions are made for the following data structures (subject 
to detailed discussion in the sections indicated): EPT paging structures and the data structures used to locate SPP 
vectors (Section 27.3.3); the virtual-APIC page (Section 28.1); the posted interrupt descriptor (Section 28.6); and 
the virtualization-exception information area (Section 24.5.7.2). 


23.11.5 VMXON Region 


Before executing VMXON, software allocates a region of memory (called the VMXON region)! that the logical 
processor uses to support VMX operation. The physical address of this region (the VMXON pointer) is provided in 
an operand to VMXON. The VMXON pointer is subject to the limitations that apply to VMCS pointers: 


1. The amount of memory required for the VMXON region is the same as that required for a VMCS region. This size is implementation 
specific and can be determined by consulting the VMX capability MSR IA32_VMX_BASIC (see Appendix A.1). 
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° The VMXON pointer must be 4-KByte aligned (bits 11:0 must be zero). 
* The VMXON pointer must not set any bits beyond the processor’s physical-address width.2/2 


Before executing VMXON, software should write the VMCS revision identifier (see Section 23.2) to the VMXON 
region. (Specifically, it should write the 31-bit VMCS revision identifier to bits 30:0 of the first 4 bytes of the VMXON 
region; bit 31 should be cleared to 0.) It need not initialize the VMXON region in any other way. Software should 
use a separate region for each logical processor and should not access or modify the VMXON region of a logical 
processor between execution of VMXON and VMXOFF on that logical processor. Doing otherwise may lead to unpre- 
dictable behavior (including behaviors identified in Section 23.11.1). 


1. Software can determine a processor's physical-address width by executing CPUID with BOOOO008H in EAX. The physical-address 
width is returned in bits 7:0 of EAX. 


2. If 1A32_VMX_BASIC[48] is read as 1, the VMXON pointer must not set any bits in the range 63:32; see Appendix A.1. 
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In a virtualized environment using VMX, the guest software stack typically runs on a logical processor in VMX non- 
root operation. This mode of operation is similar to that of ordinary processor operation outside of the virtualized 
environment. This chapter describes the differences between VMX non-root operation and ordinary processor oper- 
ation with special attention to causes of VM exits (which bring a logical processor from VMX non-root operation to 
root operation). The differences between VMX non-root operation and ordinary processor operation are described 
in the following sections: 


® Section 24.1, “Instructions That Cause VM Exits” 

° Section 24.2, “Other Causes of VM Exits” 

* Section 24.3, “Changes to Instruction Behavior in VMX Non-Root Operation” 

° Section 24.4, “Other Changes in VMX Non-Root Operation” 

° Section 24.5, “Features Specific to VMX Non-Root Operation” 

® Section 24.6, “Unrestricted Guests” 

Chapter 25, “VM Entries,” describes the data control structures that govern VMX non-root operation. Chapter 25, 
“VM Entries,” describes the operation of VM entries by which the processor transitions from VMX root operation to 


VMX non-root operation. Chapter 24, “VMX Non-Root Operation,” describes the operation of VM exits by which the 
processor transitions from VMX non-root operation to VMX root operation. 


Chapter 27, “VMX Support for Address Translation,” describes two features that support address translation in VMX 
non-root operation. Chapter 28, “APIC Virtualization and Virtual Interrupts,” describes features that support virtu- 
alization of interrupts and the Advanced Programmable Interrupt Controller (APIC) in VMX non-root operation. 


24.1 INSTRUCTIONS THAT CAUSE VM EXITS 


Certain instructions may cause VM exits if executed in VMX non-root operation. Unless otherwise specified, such 
VM exits are “fault-like,” meaning that the instruction causing the VM exit does not execute and no processor state 
is updated by the instruction. Section 26.1 details architectural state in the context of a VM exit. 


Section 24.1.1 defines the prioritization between faults and VM exits for instructions subject to both. Section 
24.1.2 identifies instructions that cause VM exits whenever they are executed in VMX non-root operation (and thus 
can never be executed in VMX non-root operation). Section 24.1.3 identifies instructions that cause VM exits 
depending on the settings of certain VM-execution control fields (see Section 23.6). 


24.1.1. Relative Priority of Faults and VM Exits 


The following principles describe the ordering between existing faults and VM exits: 


* Certain exceptions have priority over VM exits. These include invalid-opcode exceptions, faults based on 
privilege level,! and general-protection exceptions that are based on checking I/O permission bits in the task- 
state segment (TSS). For example, execution of RDMSR with CPL = 3 generates a general-protection exception 
and not a VM exit. 


¢ Faults incurred while fetching instruction operands have priority over VM exits that are conditioned based on 
the contents of those operands (see LMSW in Section 24.1.3). 


¢ VM exits caused by execution of the INS and OUTS instructions (resulting either because the “unconditional I/O 
exiting” VM-execution control is 1 or because the “use I/O bitmaps control is 1) have priority over the following 
faults: 


1. These include faults generated by attempts to execute, in virtual-8086 mode, privileged instructions that are not recognized in that 
mode. 


2. MOV DRis an exception to this rule; see Section 24.1.3. 
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— A general-protection fault due to the relevant segment (ES for INS; DS for OUTS unless overridden by an 
instruction prefix) being unusable 


— Ageneral-protection fault due to an offset beyond the limit of the relevant segment 
— Analignment-check exception 


¢  Fault-like VM exits have priority over exceptions other than those mentioned above. For example, RDMSR of a 
non-existent MSR with CPL = 0 generates a VM exit and not a general-protection exception. 


When Section 24.1.2 or Section 24.1.3 (below) identify an instruction execution that may lead to a VM exit, it is 
assumed that the instruction does not incur a fault that takes priority over a VM exit. 


24.1.2 Instructions That Cause VM Exits Unconditionally 


The following instructions cause VM exits when they are executed in VMX non-root operation: CPUID, GETSEC,! 
INVD, and XSETBV. This is also true of instructions introduced with VMX, which include: INVEPT, INVVPID, 
VMCALL,? VMCLEAR, VMLAUNCH, VMPTRLD, VMPTRST, VMRESUME, VMXOFF, and VMXON. 


24.1.3 Instructions That Cause VM Exits Conditionally 
Certain instructions cause VM exits in VMX non-root operation depending on the setting of the VM-execution 
controls. The following instructions can cause “fault-like” VM exits based on the conditions described :3 


* CLTS. The CLTS instruction causes a VM exit if the bits in position 3 (corresponding to CRO.TS) are set in both 
the CRO guest/host mask and the CRO read shadow. 


e ENCLS. The ENCLS instruction causes a VM exit if the “enable ENCLS exiting” VM-execution control is 1 and 
one of the following is true: 


— The value of EAX is less than 63 and the corresponding bit in the ENCLS-exiting bitmap is 1 (see Section 
23.6.16). 


— The value of EAX is greater than or equal to 63 and bit 63 in the ENCLS-exiting bitmap is 1. 


¢ ENCLV. The ENCLV instruction causes a VM exit if the “enable ENCLV exiting” VM-execution control is 1 and 
one of the following is true: 


— The value of EAX is less than 63 and the corresponding bit in the ENCLV-exiting bitmap is 1 (see Section 
23.6.17). 


— The value of EAX is greater than or equal to 63 and bit 63 in the ENCLV-exiting bitmap is 1. 
* HLT. The HLT instruction causes a VM exit if the “HLT exiting” VM-execution control is 1. 


e IN, INS/INSB/INSW/INSD, OUT, OUTS/OUTSB/OUTSW/OUTSD. The behavior of each of these instruc- 
tions is determined by the settings of the “unconditional I/O exiting” and “use I/O bitmaps” VM-execution 
controls: 


— If both controls are 0, the instruction executes normally. 


— If the “unconditional I/O exiting” VM-execution control is 1 and the “use I/O bitmaps” VM-execution control 
is 0, the instruction causes a VM exit. 


— If the “use I/O bitmaps” VM-execution control is 1, the instruction causes a VM exit if it attempts to access 
an I/O port corresponding to a bit set to 1 in the appropriate I/O bitmap (see Section 23.6.4). If an I/O 


1. Anexecution of GETSEC in VMX non-root operation causes a VM exit if CR4.SMXE[Bit 14] = 1 regardless of the value of CPL or RAX. 
An execution of GETSEC causes an invalid-opcode exception (HUD) if CR4.SMXE[Bit 14] = 0. 

2. Under the dual-monitor treatment of SMIs and SMM, executions of VMCALL cause SMM VM exits in VMX root operation outside SMM. 
See Section 30.15.2. 

3. Items in this section may refer to secondary processor-based VM-execution controls and tertiary processor-based VM-execution 
controls. If bit 31 of the primary processor-based VM-execution controls is 0, VMX non-root operation functions as if the secondary 
processor-based V/M-execution controls were all 0; similarly, if bit 17 of the primary processor-based VM-execution controls is 0, 
V/MX non-root operation functions as if the tertiary processor-based VM-execution controls were all 0. See Section 23.6.2. 
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operation “wraps around” the 16-bit I/O-port space (accesses ports FFFFH and 0000H), the I/O instruction 
causes a VM exit (the “unconditional I/O exiting” VM-execution control is ignored if the “use I/O bitmaps” 
VM-execution control is 1). 
See Section 24.1.1 for information regarding the priority of VM exits relative to faults that may be caused by 
the INS and OUTS instructions. 


INVLPG. The INVLPG instruction causes a VM exit if the “INVLPG exiting” VM-execution control is 1. 


INVPCID. The INVPCID instruction causes a VM exit if the “INVLPG exiting” and “enable INVPCID” 
VM-execution controls are both 1. 

LGDT, LIDT, LLDT, LTR, SGDT, SIDT, SLDT, STR. These instructions cause VM exits if the “descriptor-table 
exiting” VM-execution control is 1. 

LMSW. In general, the LMSW instruction causes a VM exit if it would write, for any bit set in the low 4 bits of 


the CRO guest/host mask, a value different than the corresponding bit in the CRO read shadow. LMSW never 
clears bit 0 of CRO (CRO.PE); thus, LMSW causes a VM exit if either of the following are true: 


— The bits in position 0 (corresponding to CRO.PE) are set in both the CRO guest/host mask and the source 
operand, and the bit in position 0 is clear in the CRO read shadow. 


— For any bit position in the range 3:1, the bit in that position is set in the CRO guest/host mask and the 
values of the corresponding bits in the source operand and the CRO read shadow differ. 

LOADIWKEY. The LOADIWKEY instruction causes a VM exit if the “LOADIWKEY exiting” VM-execution control 

is 1. 

MONITOR. The MONITOR instruction causes a VM exit if the “MONITOR exiting” VM-execution control is 1. 

MOV from CR3. The MOV from CR3 instruction causes a VM exit if the “CR3-store exiting” VM-execution 

control is 1. The first processors to support the virtual-machine extensions supported only the 1-setting of this 

control. 


MOV from CR8. The MOV from CR8 instruction causes a VM exit if the “CR8-store exiting” VM-execution 
control is 1. 


MOV to CRO. The MOV to CRO instruction causes a VM exit unless the value of its source operand matches, for 
the position of each bit set in the CRO guest/host mask, the corresponding bit in the CRO read shadow. (If every 
bit is clear in the CRO guest/host mask, MOV to CRO cannot cause a VM exit.) 

MOV to CR3. The MOV to CR3 instruction causes a VM exit unless the “CR3-load exiting” VM-execution control 
is O or the value of its source operand is equal to one of the CR3-target values specified in the VMCS. Only the 
first n CR3-target values are considered, where n is the CR3-target count. If the “CR3-load exiting” VM- 
execution control is 1 and the CR3-target count is 0, MOV to CR3 always causes a VM exit. 


The first processors to support the virtual-machine extensions supported only the 1-setting of the “CR3-load 
exiting” VM-execution control. These processors always consult the CR3-target controls to determine whether 
an execution of MOV to CR3 causes a VM exit. 


MOV to CR4. The MOV to CR4 instruction causes a VM exit unless the value of its source operand matches, for 
the position of each bit set in the CR4 guest/host mask, the corresponding bit in the CR4 read shadow. 


MOV to CR8. The MOV to CR8 instruction causes a VM exit if the “CR8-load exiting” VM-execution control is 1. 


MOV DR. The MOV DR instruction causes a VM exit if the “MOV-DR exiting” VM-execution control is 1. Such 
VM exits represent an exception to the principles identified in Section 24.1.1 in that they take priority over the 
following: general-protection exceptions based on privilege level; and invalid-opcode exceptions that occur 
because CR4.DE=1 and the instruction specified access to DR4 or DR5. 


MWAIT. The MWAIT instruction causes a VM exit if the “MWAIT exiting” VM-execution control is 1. If this 
control is 0, the behavior of the MWAIT instruction may be modified (see Section 24.3). 


PAUSE. The behavior of each of this instruction depends on CPL and the settings of the “PAUSE exiting” and 
“PAUSE-loop exiting” VM-execution controls: 


— CPL=0. 


¢ If the “PAUSE exiting” and “PAUSE-loop exiting” VM-execution controls are both 0, the PAUSE 
instruction executes normally. 
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¢ If the “PAUSE exiting” VM-execution control is 1, the PAUSE instruction causes a VM exit (the “PAUSE- 
loop exiting” VM-execution control is ignored if CPL = 0 and the “PAUSE exiting” VM-execution control 
is 1). 

¢ If the “PAUSE exiting” VM-execution control is 0 and the “PAUSE-loop exiting” VM-execution control is 
1, the following treatment applies. 


The processor determines the amount of time between this execution of PAUSE and the previous 
execution of PAUSE at CPL 0. If this amount of time exceeds the value of the VM-execution control field 
PLE_Gap, the processor considers this execution to be the first execution of PAUSE in a loop. (It also 
does so for the first execution of PAUSE at CPL 0 after VM entry.) 


Otherwise, the processor determines the amount of time since the most recent execution of PAUSE that 
was considered to be the first in a loop. If this amount of time exceeds the value of the VM-execution 
control field PLE_Window, a VM exit occurs. 


For purposes of these computations, time is measured based on a counter that runs at the same rate as 
the timestamp counter (TSC). 


— CPL>O. 
¢ If the “PAUSE exiting” VM-execution control is 0, the PAUSE instruction executes normally. 
¢ If the “PAUSE exiting” VM-execution control is 1, the PAUSE instruction causes a VM exit. 
The “PAUSE-loop exiting” VM-execution control is ignored if CPL > 0. 
¢ RDMSR. The RDMSR instruction causes a VM exit if any of the following are true: 
— The “use MSR bitmaps” VM-execution control is 0. 
— The value of ECX is not in the ranges OOOO0000H - OOO01FFFH and COOOOO0OH - COOO1FFFH. 


— The value of ECX is in the range OOOO0000H — OOOO1FFFH and bit rn in read bitmap for low MSRs is 1, where 
nis the value of ECX. 


— The value of ECX is in the range COOOO000H - COOO1FFFH and bit rn in read bitmap for high MSRs is 1, 
where n is the value of ECX & OOOO1FFFH. 


See Section 23.6.9 for details regarding how these bitmaps are identified. 
* RDPMC. The RDPMC instruction causes a VM exit if the “RDPMC exiting” VM-execution control is 1. 
¢ RDRAND. The RDRAND instruction causes a VM exit if the “RDRAND exiting” VM-execution control is 1. 
¢ RDSEED. The RDSEED instruction causes a VM exit if the “RDSEED exiting” VM-execution control is 1. 
° RDTSC. The RDTSC instruction causes a VM exit if the “RDTSC exiting” VM-execution control is 1. 


° RDTSCP. The RDTSCP instruction causes a VM exit if the “RDTSC exiting” and “enable RDTSCP” VM-execution 
controls are both 1. 


* RSM. The RSM instruction causes a VM exit if executed in system-management mode (SMM).! 


¢ TPAUSE. The TPAUSE instruction causes a VM exit if the “RDTSC exiting” and “enable user wait and pause” 
VM-execution controls are both 1. 


¢ UMWATT. The UMWAIT instruction causes a VM exit if the “RDTSC exiting” and “enable user wait and pause” 
VM-execution controls are both 1. 


© VMREAD. The VMREAD instruction causes a VM exit if any of the following are true: 
— The“VMCS shadowing” VM-execution control is 0. 
— Bits 63:15 (bits 31:15 outside 64-bit mode) of the register source operand are not all 0. 


— Bit n in VMREAD bitmap is 1, where n is the value of bits 14:0 of the register source operand. See Section 
23.6.15 for details regarding how the VMREAD bitmap is identified. 


1. Execution of the RSM instruction outside SMM causes an invalid-opcode exception regardless of whether the processor is in VMX 
operation. It also does so in VMX root operation in SMM; see Section 30.15.3. 
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If the VMREAD instruction does not cause a VM exit, it reads from the VMCS referenced by the VMCS link 
pointer. See Chapter 29, “VMREAD—Read Field from Virtual-Machine Control Structure” for details of the 
operation of the VMREAD instruction. 


VMWRITE. The VMWRITE instruction causes a VM exit if any of the following are true: 
— The“VMCS shadowing” VM-execution control is 0. 
— Bits 63:15 (bits 31:15 outside 64-bit mode) of the register source operand are not all 0. 


— Bit nin VMWRITE bitmap is 1, where rn is the value of bits 14:0 of the register source operand. See Section 
23.6.15 for details regarding how the VMWRITE bitmap is identified. 


If the VMWRITE instruction does not cause a VM exit, it writes to the VMCS referenced by the VMCS link 
pointer. See Chapter 29, “VMWRITE—Write Field to Virtual-Machine Control Structure” for details of the 
operation of the VMWRITE instruction. 


WBINVD. The WBINVD instruction causes a VM exit if the “WBINVD exiting” VM-execution control is 1. 
WBNOINVD. The WBNOINVD instruction causes a VM exit if the “WBINVD exiting” VM-execution control is 1. 
WRMSR. The WRMSR instruction causes a VM exit if any of the following are true: 

— The “use MSR bitmaps” VM-execution control is 0. 

— The value of ECX is not in the ranges OOOO0000H - OOOO1FFFH and COOOOQO0OH - COOO1FFFH. 


— The value of ECX is in the range OOOO0000H - OOOO1FFFH and bit rn in write bitmap for low MSRs is 1, 
where n is the value of ECX. 


— The value of ECX is in the range COOO0000H - COOOLFFFH and bit rn in write bitmap for high MSRs is 1, 
where n is the value of ECX & OOOO1FFFH. 


See Section 23.6.9 for details regarding how these bitmaps are identified. 


XRSTORS. The XRSTORS instruction causes a VM exit if the “enable XSAVES/XRSTORS” VM-execution control 
is Land any bit is set in the logical-AND of the following three values: EDX:EAX, the IA32_XSS MSR, and the 
XSS-exiting bitmap (see Section 23.6.20). 


XSAVES. The XSAVES instruction causes a VM exit if the “enable XSAVES/XRSTORS” VM-execution control is 
1 and any bit is set in the logical-AND of the following three values: EDX:EAX, the IA32_XSS MSR, and the XSS- 
exiting bitmap (see Section 23.6.20). 


24.2 OTHER CAUSES OF VM EXITS 


In addition to VM exits caused by instruction execution, the following events can cause VM exits: 


Exceptions. Exceptions (faults, traps, and aborts) cause VM exits based on the exception bitmap (see Section 
23.6.3). If an exception occurs, its vector (in the range 0-31) is used to select a bit in the exception bitmap. If 
the bit is 1, a VM exit occurs; if the bit is 0, the exception is delivered normally through the guest IDT. This use 
of the exception bitmap applies also to exceptions generated by the instructions INT1, INT3, INTO, BOUND, 
UDO, UD1, and UD2.? 


Page faults (exceptions with vector 14) are specially treated. When a page fault occurs, a processor consults 
(1) bit 14 of the exception bitmap; (2) the error code produced with the page fault [PFEC]; (3) the page-fault 
error-code mask field [PFEC_MASK]; and (4) the page-fault error-code match field [PFEC_MATCH]. It checks if 
PFEC & PFEC_MASK = PFEC_MATCH. If there is equality, the specification of bit 14 in the exception bitmap is 
followed (for example, a VM exit occurs if that bit is set). If there is inequality, the meaning of that bit is 
reversed (for example, a VM exit occurs if that bit is clear). 


Thus, if software desires VM exits on all page faults, it can set bit 14 in the exception bitmap to 1 and set the 
page-fault error-code mask and match fields each to QOOOOOOOH. If software desires VM exits on no page 
faults, it can set bit 14 in the exception bitmap to 1, the page-fault error-code mask field to QOOOO000H, and 
the page-fault error-code match field to FFFFFFFFH. 


1. 


INT1 and INT3 refer to the instructions with opcodes F1 and CC, respectively, and not to INT n with value 1 or 3 for n. 
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Triple fault. A VM exit occurs if the logical processor encounters an exception while attempting to call the 
double-fault handler and that exception itself does not cause a VM exit due to the exception bitmap. This 
applies to the case in which the double-fault exception was generated within VMX non-root operation, the case 
in which the double-fault exception was generated during event injection by VM entry, and to the case in which 
VM entry is injecting a double-fault exception. 


External interrupts. An external interrupt causes a VM exit if the “external-interrupt exiting” VM-execution 
control is 1. (See Section 24.6 for an exception.) Otherwise, the interrupt is delivered normally through the 
IDT. (If a logical processor is in the shutdown state or the wait-for-SIPI state, external interrupts are blocked. 
The interrupt is not delivered through the IDT and no VM exit occurs.) 


Non-maskable interrupts (NMIs). An NMI causes a VM exit if the “NMI exiting” VM-execution control is 1. 
Otherwise, it is delivered using descriptor 2 of the IDT. (If a logical processor is in the wait-for-SIPI state, NMIs 
are blocked. The NMI is not delivered through the IDT and no VM exit occurs.) 


INIT signals. INIT signals cause VM exits. A logical processor performs none of the operations normally 
associated with these events. Such exits do not modify register state or clear pending events as they would 
outside of VMX operation. (If a logical processor is in the wait-for-SIPI state, INIT signals are blocked. They do 
not cause VM exits in this case.) 


Start-up IPIs (SIPIs). SIPIs cause VM exits. If a logical processor is not in the wait-for-SIPI activity state 
when a SIPI arrives, no VM exit occurs and the SIPI is discarded. VM exits due to SIPIs do not perform any of 
the normal operations associated with those events: they do not modify register state as they would outside of 
VMX operation. (If a logical processor is not in the wait-for-SIPI state, SIPIs are blocked. They do not cause 
VM exits in this case.) 


Task switches. Task switches are not allowed in VMX non-root operation. Any attempt to effect a task switch 
in VMX non-root operation causes a VM exit. See Section 24.4.2. 


System-management interrupts (SMIs). If the logical processor is using the dual-monitor treatment of 
SMIs and system-management mode (SMM), SMIs cause SMM VM exits. See Section 30.15.2.! 


VMX-preemption timer. A VM exit occurs when the timer counts down to zero. See Section 24.5.1 for details 
of operation of the VMX-preemption timer. 


Debug-trap exceptions and higher priority events take priority over VM exits caused by the VMX-preemption 
timer. VM exits caused by the VMX-preemption timer take priority over VM exits caused by the “NMI-window 
exiting” VM-execution control and lower priority events. 


These VM exits wake a logical processor from the same inactive states as would a non-maskable interrupt. 
Specifically, they wake a logical processor from the shutdown state and from the states entered using the HLT 
and MWAIT instructions. These VM exits do not occur if the logical processor is in the wait-for-SIPI state. 


In addition, there are controls that cause VM exits based on the readiness of guest software to receive interrupts: 


If the “interrupt-window exiting” VM-execution control is 1,a VM exit occurs before execution of any instruction 
if RFLAGS.IF = 1 and there is no blocking of events by STI or by MOV SS (see Table 23-3). Such a VM exit 
occurs immediately after VM entry if the above conditions are true (see Section 25.7.5). 


Non-maskable interrupts (NMIs) and higher priority events take priority over VM exits caused by this control. 
VM exits caused by this control take priority over external interrupts and lower priority events. 


These VM exits wake a logical processor from the same inactive states as would an external interrupt. Specifi- 
cally, they wake a logical processor from the states entered using the HLT and MWAIT instructions. These 
VM exits do not occur if the logical processor is in the shutdown state or the wait-for-SIPI state. 


If the “NMI-window exiting” VM-execution control is 1, a VM exit occurs before execution of any instruction if 
there is no virtual-NMI blocking and there is no blocking of events by MOV SS and no blocking of events by STI 
(see Table 23-3). Such a VM exit occurs immediately after VM entry if the above conditions are true (see 
Section 25.7.6). 


VM exits caused by the VMX-preemption timer and higher priority events take priority over VM exits caused by 
this control. VM exits caused by this control take priority over non-maskable interrupts (NMIs) and lower 
priority events. 


1. 


Under the dual-monitor treatment of SMIs and SMM, SMIs also cause SMM VM exits if they occur in VMX root operation outside SMM. 
If the processor is using the default treatment of SMIs and SMM, SMls are delivered as described in Section 30.14.1. 
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These VM exits wake a logical processor from the same inactive states as would an NMI. Specifically, they wake 


a logical processor from the shutdown state and from the states entered using the HLT and MWAIT instructions. 


These VM exits do not occur if the logical processor is in the wait-for-SIPI state. 


24.3. CHANGES TO INSTRUCTION BEHAVIOR IN VMX NON-ROOT OPERATION 


The behavior of some instructions is changed in VMX non-root operation. Some of these changes are determined 
by the settings of certain VM-execution control fields. The following items detail such changes: 


CLTS. Behavior of the CLTS instruction is determined by the bits in position 3 (corresponding to CRO.TS) in the 
CRO guest/host mask and the CRO read shadow: 


— If bit 3 in the CRO guest/host mask is 0, CLTS clears CRO.TS normally (the value of bit 3 in the CRO read 
shadow is irrelevant in this case), unless CRO.TS is fixed to 1 in VMX operation (see Section 22.8), in which 
case CLTS causes a general-protection exception. 


— If bit 3 in the CRO guest/host mask is 1 and bit 3 in the CRO read shadow is 0, CLTS completes but does not 
change the contents of CRO.TS. 


— Ifthe bits in position 3 in the CRO guest/host mask and the CRO read shadow are both 1, CLTS causes a 
VM exit. 


INVPCID. Behavior of the INVPCID instruction is determined first by the setting of the “enable INVPCID” 
VM-execution control: 


— Ifthe “enable INVPCID” VM-execution control is 0, INVPCID causes an invalid-opcode exception (#UD). 
This exception takes priority over any other exception the instruction may incur. 


— Ifthe “enable INVPCID” VM-execution control is 1, treatment is based on the setting of the “INVLPG 
exiting” VM-execution control: 


¢ Ifthe “INVLPG exiting” VM-execution control is 0, INVPCID operates normally. 
¢ If the “INVLPG exiting” VM-execution control is 1, INVPCID causes a VM exit. 


IRET. Behavior of IRET with regard to NMI blocking (see Table 23-3) is determined by the settings of the “NMI 
exiting” and “virtual NMIs” VM-execution controls: 


— Ifthe “NMI exiting” VM-execution control is 0, IRET operates normally and unblocks NMIs. (If the “NMI 
exiting” VM-execution control is 0, the “virtual NMIs” control must be 0; see Section 25.2.1.1.) 


— Ifthe “NMI exiting” VM-execution control is 1, IRET does not affect blocking of NMIs. If, in addition, the 
“virtual NMIs” VM-execution control is 1, the logical processor tracks virtual-NMI blocking. In this case, 
IRET removes any virtual-NMI blocking. 


The unblocking of NMIs or virtual NMIs specified above occurs even if IRET causes a fault. 


LMSW. Outside of VMX non-root operation, LMSW loads its source operand into CRO[3:0], but it does not clear 
CRO.PE if that bit is set. In VMX non-root operation, an execution of LMSW that does not cause a VM exit (see 
Section 24.1.3) leaves unmodified any bit in CRO[3:0] corresponding to a bit set in the CRO guest/host mask. 
An attempt to set any other bit in CRO[3:0] to a value not supported in VMX operation (see Section 22.8) 
causes a general-protection exception. Attempts to clear CRO.PE are ignored without fault. 


MOV from CRO. The behavior of MOV from CRO is determined by the CRO guest/host mask and the CRO read 
shadow. For each position corresponding to a bit clear in the CRO guest/host mask, the destination operand is 
loaded with the value of the corresponding bit in CRO. For each position corresponding to a bit set in the CRO 
guest/host mask, the destination operand is loaded with the value of the corresponding bit in the CRO read 
shadow. Thus, if every bit is cleared in the CRO guest/host mask, MOV from CRO reads normally from CRO; if 
every bit is set in the CRO guest/host mask, MOV from CRO returns the value of the CRO read shadow. 


Items in this section may refer to secondary processor-based VM-execution controls and tertiary processor-based VM-execution 
controls. If bit 31 of the primary processor-based VM-execution controls is 0, VMX non-root operation functions as if the secondary 
processor-based VM-execution controls were all 0; similarly, if bit 17 of the primary processor-based VM-execution controls is 0, 
V/MX non-root operation functions as if the tertiary processor-based VM-execution controls were all 0. See Section 23.6.2. 
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Depending on the contents of the CRO guest/host mask and the CRO read shadow, bits may be set in the 
destination that would never be set when reading directly from CRO. 


¢ MOV from CR3. If the “enable EPT” VM-execution control is 1 and an execution of MOV from CR3 does not 
cause a VM exit (See Section 24.1.3), the value loaded from CR3 is a guest-physical address; see Section 
27.2.1. 


¢ MOV from CR4. The behavior of MOV from CR4 is determined by the CR4 guest/host mask and the CR4 read 
shadow. For each position corresponding to a bit clear in the CR4 guest/host mask, the destination operand is 
loaded with the value of the corresponding bit in CR4. For each position corresponding to a bit set in the CR4 
guest/host mask, the destination operand is loaded with the value of the corresponding bit in the CR4 read 
shadow. Thus, if every bit is cleared in the CR4 guest/host mask, MOV from CR4 reads normally from CR4; if 
every bit is set in the CR4 guest/host mask, MOV from CR4 returns the value of the CR4 read shadow. 


Depending on the contents of the CR4 guest/host mask and the CR4 read shadow, bits may be set in the 
destination that would never be set when reading directly from CR4. 


¢ MOV from CR8. If the MOV from CR8 instruction does not cause a VM exit (see Section 24.1.3), its behavior is 
modified if the “use TPR shadow” VM-execution control is 1; see Section 28.3. 


¢ MOV to CRO. An execution of MOV to CRO that does not cause a VM exit (see Section 24.1.3) leaves 
unmodified any bit in CRO corresponding to a bit set in the CRO guest/host mask. Treatment of attempts to 
modify other bits in CRO depends on the setting of the “unrestricted guest” VM-execution control: 


— Ifthe control is 0, MOV to CRO causes a general-protection exception if it attempts to set any bit in CRO to 
a value not supported in VMX operation (see Section 22.8). 


— Ifthe control is 1, MOV to CRO causes a general-protection exception if it attempts to set any bit in CRO 
other than bit 0 (PE) or bit 31 (PG) to a value not supported in VMX operation. It remains the case, 
however, that MOV to CRO causes a general-protection exception if it would result in CRO.PE = 0 and 
CRO.PG = 1 or if it would result in CRO.PG = 1, CR4.PAE = 0, and IA32_EFER.LME = 1. 


° MOV to CR3. If the “enable EPT” VM-execution control is 1 and an execution of MOV to CR3 does not cause a 
VM exit (see Section 24.1.3), the value loaded into CR3 is treated as a guest-physical address; see Section 
27.2.1. 


— If PAE paging is not being used, the instruction does not use the guest-physical address to access memory 
and it does not cause it to be translated through EPT.! 


— If PAE paging is being used, the instruction translates the guest-physical address through EPT and uses the 
result to load the four (4) page-directory-pointer-table entries (PDPTEs). The instruction does not use the 
guest-physical addresses the PDPTEs to access memory and it does not cause them to be translated 
through EPT. 


¢ MOV to CR4. An execution of MOV to CR4 that does not cause a VM exit (see Section 24.1.3) leaves 
unmodified any bit in CR4 corresponding to a bit set in the CR4 guest/host mask. Such an execution causes a 
general-protection exception if it attempts to set any bit in CR4 (not corresponding to a bit set in the CR4 
guest/host mask) to a value not supported in VMX operation (see Section 22.8). 

° MOV to CR8. If the MOV to CR8 instruction does not cause a VM exit (see Section 24.1.3), its behavior is 
modified if the “use TPR shadow” VM-execution control is 1; see Section 28.3. 


° MWAIT. Behavior of the MWAIT instruction (which always causes an invalid-opcode exception—#UD—if 
CPL > 0) is determined by the setting of the “MWAIT exiting” VM-execution control: 


— Ifthe “MWAIT exiting” VM-execution control is 1, MWAIT causes a VM exit. 


— Ifthe “MWAIT exiting” VM-execution control is 0, MWAIT operates normally if one of the following are true: 
(1) ECX[0] is 0; (2) RFLAGS.IF = 1; or both of the following are true: (a) the “interrupt-window exiting” VM- 
execution control is 0; and (b) the logical processor has not recognized a pending virtual interrupt (see 
Section 29.2.1). 


— If the “MWAIT exiting” VM-execution control is 0, ECX[0] = 1, and RFLAGS.IF = 0, MWAIT does not cause 
the processor to enter an implementation-dependent optimized state if either the “interrupt-window 


1. A logical processor uses PAE paging if CRO.PG = 1, CR4.PAE = 1 and IA32_EFER.LMA = O. See Section 4.4 in the Intel® 64 and IA-32 
Architectures Software Developer's Manual, Volume 3A. 
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exiting” VM-execution control is 1 or the logical processor has recognized a pending virtual interrupt; 
instead, control passes to the instruction following the MWAIT instruction. 


RDMSR. Section 24.1.3 identifies when executions of the RDMSR instruction cause VM exits. If such an 
execution causes neither a fault due to CPL > 0 nor a VM exit, the instruction’s behavior may be modified for 
certain values of ECX: 


— If ECX contains 10H (indicating the IA32_TIME_STAMP_COUNTER MSR), the value returned by the 
instruction is determined by the setting of the “use TSC offsetting” VM-execution control: 


¢ If the control is 0, RDMSR operates normally, loading EAX:EDX with the value of the 
IA32_TIME_STAMP_COUNTER MSR. 


¢ Ifthe control is 1, the value returned is determined by the setting of the “use TSC scaling” 
VM-execution control: 


— If the control is 0, RDMSR loads EAX:EDX with the sum of the value of the 
IA32_TIME_STAMP_COUNTER MSR and the value of the TSC offset. 


— If the control is 1, RDMSR first computes the product of the value of the 
IA32_TIME_STAMP_COUNTER MSR and the value of the TSC multiplier. It then shifts the value of 
the product right 48 bits and loads EAX:EDX with the sum of that shifted value and the value of the 
TSC offset. 


The 1-setting of the “use TSC-offsetting” VM-execution control does not affect executions of RDMSR if ECX 
contains 6EOH (indicating the IA32_TSC_DEADLINE MSR). Such executions return the APIC-timer deadline 
relative to the actual timestamp counter without regard to the TSC offset. 


— If ECXis in the range 800H-8FFH (indicating an APIC MSR), instruction behavior may be modified if the 
“virtualize x2APIC mode” VM-execution control is 1; see Section 28.5. 


RDPID. Behavior of the RDPID instruction is determined first by the setting of the “enable RDTSCP” 
VM-execution control: 


— Ifthe “enable RDTSCP” VM-execution control is 0, RDPID causes an invalid-opcode exception (#UD). 
— Ifthe “enable RDTSCP” VM-execution control is 1, RDPID operates normally. 


RDTSC. Behavior of the RDTSC instruction is determined by the settings of the “RDTSC exiting” and “use TSC 
offsetting” VM-execution controls: 


— If both controls are 0, RDTSC operates normally. 


— Ifthe“RDTSC exiting” VM-execution control is 0 and the “use TSC offsetting” VM-execution control is 1, the 
value returned is determined by the setting of the “use TSC scaling” VM-execution control: 


¢ Ifthe control is 0, RDTSC loads EAX:EDX with the sum of the value of the IA32_TIME_STAMP_COUNTER 
MSR and the value of the TSC offset. 


¢ If the control is 1, RDTSC first computes the product of the value of the IA32_TIME_STAMP_COUNTER 
MSR and the value of the TSC multiplier. It then shifts the value of the product right 48 bits and loads 
EAX:EDX with the sum of that shifted value and the value of the TSC offset. 


— Ifthe “RDTSC exiting” VM-execution control is 1, RDTSC causes a VM exit. 


RDTSCP. Behavior of the RDTSCP instruction is determined first by the setting of the “enable RDTSCP” 
VM-execution control: 


— Ifthe“enable RDTSCP” VM-execution control is 0, RDTSCP causes an invalid-opcode exception (#UD). This 
exception takes priority over any other exception the instruction may incur. 


— Ifthe “enable RDTSCP” VM-execution control is 1, treatment is based on the settings of the “RDTSC exiting” 
and “use TSC offsetting” VM-execution controls: 


¢ If both controls are 0, RDTSCP operates normally. 


¢ Ifthe“RDTSC exiting” VM-execution control is 0 and the “use TSC offsetting” VM-execution control is 1, 
the value returned is determined by the setting of the “use TSC scaling” VM-execution control: 


— If the control is 0, RDTSCP loads EAX:EDX with the sum of the value of the 
IA32_TIME_STAMP_COUNTER MSR and the value of the TSC offset. 
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— If the control is 1, RDTSCP first computes the product of the value of the 
IA32_TIME_STAMP_COUNTER MSR and the value of the TSC multiplier. It then shifts the value of 
the product right 48 bits and loads EAX:EDX with the sum of that shifted value and the value of the 
TSC offset. 


In either case, RDTSCP also loads ECX with the value of bits 31:0 of the IA32_TSC_AUX MSR. 
¢ If the “RDTSC exiting” VM-execution control is 1, RDTSCP causes a VM exit. 


¢ SMSW. The behavior of SMSW is determined by the CRO guest/host mask and the CRO read shadow. For each 
position corresponding to a bit clear in the CRO guest/host mask, the destination operand is loaded with the 
value of the corresponding bit in CRO. For each position corresponding to a bit set in the CRO guest/host mask, 
the destination operand is loaded with the value of the corresponding bit in the CRO read shadow. Thus, if every 
bit is cleared in the CRO guest/host mask, SMSW reads normally from CRO; if every bit is set in the CRO 
guest/host mask, SMSW returns the value of the CRO read shadow. 


Note the following: (1) for any memory destination or for a 16-bit register destination, only the low 16 bits of 
the CRO guest/host mask and the CRO read shadow are used (bits 63:16 of a register destination are left 
unchanged); (2) for a 32-bit register destination, only the low 32 bits of the CRO guest/host mask and the CRO 
read shadow are used (bits 63:32 of the destination are cleared); and (3) depending on the contents of the 
CRO guest/host mask and the CRO read shadow, bits may be set in the destination that would never be set 
when reading directly from CRO. 


* TPAUSE. Behavior of the TPAUSE instruction is determined first by the setting of the “enable user wait and 
pause” VM-execution control: 


— If the “enable user wait and pause” VM-execution control is 0, TPAUSE causes an invalid-opcode exception 
(#UD). This exception takes priority over any exception the instruction may incur. 


— Ifthe “enable user wait and pause” VM-execution control is 1, treatment is based on the setting of the 
“RDTSC exiting” VM-execution control: 


¢ Ifthe “RDTSC exiting” VM-execution control is 0, the instruction delays for an amount of time called 
here the physical delay. The physical delay is first computed by determining the virtual delay (the 
time to delay relative to the guest’s timestamp counter). 


If IA32_UMWAIT_CONTROL[31:2] is zero, the virtual delay is the value in EDX:EAX minus the value 
that RDTSC would return (see above); if IA32_UMWAIT_CONTROL[31:2] is not zero, the virtual delay 
is the minimum of that difference and AND(IA32_UMWAIT_CONTROL,FFFFFFFCH). 


The physical delay depends upon the settings of the “use TSC offsetting” and “use TSC scaling” 
VM-execution controls: 


— If either control is 0, the physical delay is the virtual delay. 


— If both controls are 1, the virtual delay is multiplied by 248 (using a shift) to produce a 128-bit 
integer. That product is then divided by the TSC multiplier to produce a 64-bit integer. The physical 
delay is that quotient. 


¢ If the “RDTSC exiting” VM-execution control is 1, TPAUSE causes a VM exit. 


¢ UMONITOR. Behavior of the UMONITOR instruction is determined by the setting of the “enable user wait and 
pause” VM-execution control: 


— Ifthe “enable user wait and pause” VM-execution control is 0, UMONITOR causes an invalid-opcode 
exception (#UD). This exception takes priority over any exception the instruction may incur. 


— Ifthe “enable user wait and pause” VM-execution control is 1, UMONITOR operates normally. 


° UMWATT. Behavior of the UMWAIT instruction is determined first by the setting of the “enable user wait and 
pause” VM-execution control: 


— Ifthe “enable user wait and pause” VM-execution control is 0, UMWAIT causes an invalid-opcode exception 
(#UD). This exception takes priority over any exception the instruction may incur. 


— Ifthe “enable user wait and pause” VM-execution control is 1, treatment is based on the setting of the 
“RDTSC exiting” VM-execution control: 
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¢ Ifthe “RDTSC exiting” VM-execution control is 0, and if the instruction causes a delay, the amount of 
time delayed is called here the physical delay. The physical delay is first computed by determining the 
virtual delay (the time to delay relative to the guest’s timestamp counter). 


If IA32_UMWAIT_CONTROL[31:2] is zero, the virtual delay is the value in EDX:EAX minus the value 
that RDTSC would return (see above); if IA32_UMWAIT_CONTROL[31:2] is not zero, the virtual delay 
is the minimum of that difference and AND(IA32_UMWAIT_CONTROL,FFFFFFFCH). 


The physical delay depends upon the settings of the “use TSC offsetting” and “use TSC scaling” 
VM-execution controls: 


— If either control is 0, the physical delay is the virtual delay. 


— If both controls are 1, the virtual delay is multiplied by 248 (using a shift) to produce a 128-bit 
integer. That product is then divided by the TSC multiplier to produce a 64-bit integer. The physical 
delay is that quotient. 


¢ Ifthe “RDTSC exiting” VM-execution control is 1, UMWAIT causes a VM exit. 


WRMSR. Section 24.1.3 identifies when executions of the WRMSR instruction cause VM exits. If such an 
execution neither a fault due to CPL > 0 nor a VM exit, the instruction’s behavior may be modified for certain 
values of ECX: 


— If ECX contains 79H (indicating IA32_BIOS_UPDT_TRIG MSR), no microcode update is loaded, and control 
passes to the next instruction. This implies that microcode updates cannot be loaded in VMX non-root 
operation. 


— On processors that support Intel PT but which do not allow it to be used in VMX operation, if ECX contains 
570H (indicating the IA32_RTIT_CTL MSR), the instruction causes a general-protection exception.! 


— If ECX contains 808H (indicating the TPR MSR), 80BH (the EOI MSR), or 83FH (self-IPI MSR), instruction 
behavior may modified if the “virtualize x2APIC mode” VM-execution control is 1; see Section 28.5. 


XRSTORS. Behavior of the XRSTORS instruction is determined first by the setting of the “enable 
XSAVES/XRSTORS” VM-execution control: 


— Ifthe “enable XSAVES/XRSTORS” VM-execution control is 0, XRSTORS causes an invalid-opcode exception 
(#UD). 


— Ifthe “enable XSAVES/XRSTORS” VM-execution control is 1, treatment is based on the value of the XSS- 
exiting bitmap (see Section 23.6.20): 


¢ XRSTORS causes a VM exit if any bit is set in the logical-AND of the following three values: EDX:EAX, 
the IA32_XSS MSR, and the XSS-exiting bitmap. 


* Otherwise, XRSTORS operates normally. 


XSAVES. Behavior of the XSAVES instruction is determined first by the setting of the “enable 
XSAVES/XRSTORS” VM-execution control: 


— If the “enable XSAVES/XRSTORS” VM-execution control is 0, XSAVES causes an invalid-opcode exception 
(#UD). 


— If the “enable XSAVES/XRSTORS” VM-execution control is 1, treatment is based on the value of the XSS- 
exiting bitmap (see Section 23.6.20): 


¢ XSAVES causes a VM exit if any bit is set in the logical-AND of the following three values: EDX:EAX, the 
IA32_XSS MSR, and the XSS-exiting bitmap. 


¢ Otherwise, XSAVES operates normally. 


24.4 OTHER CHANGES IN VMX NON-ROOT OPERATION 


Treatments of event blocking and of task switches differ in VMX non-root operation as described in the following 
sections. 


. Software should read the VMX capability MSR 1[A32_VMX_MISC to determine whether the processor allows Intel PT to be used in 
VMX operation (see Appendix A.6). 
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24.4.1 Event Blocking 


Event blocking is modified in VMX non-root operation as follows: 


° If the “external-interrupt exiting” VM-execution control is 1, RFLAGS.IF does not control the blocking of 
external interrupts. In this case, an external interrupt that is not blocked for other reasons causes a VM exit 
(even if RFLAGS.IF = 0). 


e If the “external-interrupt exiting” VM-execution control is 1, external interrupts may or may not be blocked by 
STI or by MOV SS (behavior is implementation-specific). 


e If the “NMI exiting” VM-execution control is 1, non-maskable interrupts (NMIs) may or may not be blocked by 
STI or by MOV SS (behavior is implementation-specific). 


24.4.2 Treatment of Task Switches 


Task switches are not allowed in VMX non-root operation. Any attempt to effect a task switch in VMX non-root oper- 
ation causes a VM exit. However, the following checks are performed (in the order indicated), possibly resulting in 
a fault, before there is any possibility of a VM exit due to task switch: 


1. Ifa task gate is being used, appropriate checks are made on its P bit and on the proper values of the relevant 
privilege fields. The following cases detail the privilege checks performed: 


a. If CALL, INT n, INT1, INT3, INTO, or JMP accesses a task gate in IA-32e mode, a general-protection 
exception occurs. 


b. If CALL, INT n, INT3, INTO, or JMP accesses a task gate outside IA-32e mode, privilege-levels checks are 
performed on the task gate but, if they pass, privilege levels are not checked on the referenced task-state 
segment (TSS) descriptor. 


If CALL or JMP accesses a TSS descriptor directly in IA-32e mode, a general-protection exception occurs. 


If CALL or JMP accesses a TSS descriptor directly outside IA-32e mode, privilege levels are checked on the 
TSS descriptor. 


e. If anon-maskable interrupt (NMI), an exception, or an external interrupt accesses a task gate in the IDT in 
IA-32e mode, a general-protection exception occurs. 


f. If anon-maskable interrupt (NMI), an exception other than breakpoint exceptions (#BP) and overflow 
exceptions (#OF), or an external interrupt accesses a task gate in the IDT outside IA-32e mode, no 
privilege checks are performed. 


g. If IRET is executed with RFLAGS.NT = 1 in IA-32e mode, a general-protection exception occurs. 


h. If IRET is executed with RFLAGS.NT = 1 outside IA-32e mode, a TSS descriptor is accessed directly and no 
privilege checks are made. 


2. Checks are made on the new TSS selector (for example, that is within GDT limits). 
3. The new TSS descriptor is read. (A page fault results if a relevant GDT page is not present). 
4. The TSS descriptor is checked for proper values of type (depends on type of task switch), P bit, S bit, and limit. 


Only if checks 1-4 all pass (do not generate faults) might a VM exit occur. However, the ordering between a VM exit 
due to a task switch and a page fault resulting from accessing the old TSS or the new TSS is implementation- 
specific. Some processors may generate a page fault (instead of a VM exit due to a task switch) if accessing either 
TSS would cause a page fault. Other processors may generate a VM exit due to a task switch even if accessing 
either TSS would cause a page fault. 


If an attempt at a task switch through a task gate in the IDT causes an exception (before generating a VM exit due 
to the task switch) and that exception causes a VM exit, information about the event whose delivery that accessed 
the task gate is recorded in the IDT-vectoring information fields and information about the exception that caused 
the VM exit is recorded in the VM-exit interruption-information fields. See Section 26.2. The fact that a task gate 
was being accessed is not recorded in the VMCS. 


If an attempt at a task switch through a task gate in the IDT causes VM exit due to the task switch, information 
about the event whose delivery accessed the task gate is recorded in the IDT-vectoring fields of the VMCS. Since 
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the cause of such a VM exit is a task switch and not an interruption, the valid bit for the VM-exit interruption infor- 
mation field is 0. See Section 26.2. 


24.5 FEATURES SPECIFIC TO VMX NON-ROOT OPERATION 


Some VM-execution controls support features that are specific to VMX non-root operation. These are the VMX- 
preemption timer (Section 24.5.1) and the monitor trap flag (Section 24.5.2), translation of guest-physical 
addresses (Section 24.5.3 and Section 24.5.4), APIC virtualization (Section 24.5.5), VM functions (Section 
24.5.6), and virtualization exceptions (Section 24.5.7). 


24.5.1 VMX-Preemption Timer 


If the last VM entry was performed with the 1-setting of “activate VMX-preemption timer” VM-execution control, 
the VMX-preemption timer counts down (from the value loaded by VM entry; see Section 25.7.4) in VMX non- 
root operation. When the timer counts down to zero, it stops counting down and a VM exit occurs (see Section 
24.2). 


The VMX-preemption timer counts down at rate proportional to that of the timestamp counter (TSC). Specifically, 
the timer counts down by 1 every time bit X in the TSC changes due to a TSC increment. The value of X is in the 
range 0-31 and can be determined by consulting the VMX capability MSR IA32_VMX_MISC (see Appendix A.6). 


The VMX-preemption timer operates in the C-states CO, C1, and C2; it also operates in the shutdown and wait-for- 
SIPI states. If the timer counts down to zero in any state other than the wait-for SIPI state, the logical processor 

transitions to the CO C-state and causes a VM exit; the timer does not cause a VM exit if it counts down to zero in 

the wait-for-SIPI state. The timer is not decremented in C-states deeper than C2. 


Treatment of the timer in the case of system management interrupts (SMIs) and system-management mode 
(SMM) depends on whether the treatment of SMIs and SMM: 


e =If the default treatment of SMIs and SMM (see Section 30.14) is active, the VMX-preemption timer counts 
across an SMI to VMX non-root operation, subsequent execution in SMM, and the return from SMM via the RSM 
instruction. However, the timer can cause a VM exit only from VMX non-root operation. If the timer expires 
during SMI, in SMM, or during RSM, a timer-induced VM exit occurs immediately after RSM with its normal 
priority unless it is blocked based on activity state (Section 24.2). 


¢ If the dual-monitor treatment of SMIs and SMM (see Section 30.15) is active, transitions into and out of SMM 
are VM exits and VM entries, respectively. The treatment of the VMX-preemption timer by those transitions is 
mostly the same as for ordinary VM exits and VM entries; Section 30.15.2 and Section 30.15.4 detail some 
differences. 


24.5.2 Monitor Trap Flag 


The monitor trap flag is a debugging feature that causes VM exits to occur on certain instruction boundaries in 
VMX non-root operation. Such VM exits are called MTF VM exits. An MTF VM exit may occur on an instruction 
boundary in VMX non-root operation as follows: 


¢ If the “monitor trap flag” VM-execution control is 1 and VM entry is injecting a vectored event (see Section 
25.6.1), an MTF VM exit is pending on the instruction boundary before the first instruction following the 
VM entry. 


¢ If VM entry is injecting a pending MTF VM exit (see Section 25.6.2), an MTF VM exit is pending on the 
instruction boundary before the first instruction following the VM entry. This is the case even if the “monitor 
trap flag” VM-execution control is 0. 


¢ If the “monitor trap flag” VM-execution control is 1, VM entry is not injecting an event, and a pending event 
(e.g., debug exception or interrupt) is delivered before an instruction can execute, an MTF VM exit is pending 
on the instruction boundary following delivery of the event (or any nested exception). 


° Suppose that the “monitor trap flag” VM-execution control is 1, VM entry is not injecting an event, and the first 
instruction following VM entry is a REP-prefixed string instruction: 
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— Ifthe first iteration of the instruction causes a fault, an MTF VM exit is pending on the instruction boundary 
following delivery of the fault (or any nested exception). 


— Ifthe first iteration of the instruction does not cause a fault, an MTF VM exit is pending on the instruction 
boundary after that iteration. 


* Suppose that the “monitor trap flag” VM-execution control is 1, VM entry is not injecting an event, and the first 
instruction following VM entry is the XBEGIN instruction. In this case, an MTF VM exit is pending at the fallback 
instruction address of the XBEGIN instruction. This behavior applies regardless of whether advanced debugging 
of RTM transactional regions has been enabled (see Section 16.3.7, “RTM-Enabled Debugger Support,” of 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1). 


°® Suppose that the “monitor trap flag” VM-execution control is 1, VM entry is not injecting an event, and the first 
instruction following VM entry is neither a REP-prefixed string instruction or the XBEGIN instruction: 


— Ifthe instruction causes a fault, an MTF VM exit is pending on the instruction boundary following delivery of 
the fault (or any nested exception).! 


— Ifthe instruction does not cause a fault, an MTF VM exit is pending on the instruction boundary following 
execution of that instruction. If the instruction is INT1, INT3, or INTO, this boundary follows delivery of any 
software exception. If the instruction is INT n, this boundary follows delivery of a software interrupt. If the 
instruction is HLT, the MTF VM exit will be from the HLT activity state. 


No MTF VM exit occurs if another VM exit occurs before reaching the instruction boundary on which an MTF VM exit 
would be pending (e.g., due to an exception or triple fault). 


An MTF VM exit occurs on the instruction boundary on which it is pending unless a higher priority event takes 
precedence or the MTF VM exit is blocked due to the activity state: 


° System-management interrupts (SMIs), INIT signals, and higher priority events take priority over MTF 
VM exits. MTF VM exits take priority over debug-trap exceptions and lower priority events. 


¢ No MTF VM exit occurs if the processor is in either the shutdown activity state or wait-for-SIPI activity state. If 
a non-maskable interrupt subsequently takes the logical processor out of the shutdown activity state without 
causing a VM exit, an MTF VM exit is pending after delivery of that interrupt. 


Special treatment may apply to Intel SGX instructions or if the logical processor is in enclave mode. See Section 
38.2 for details. 


24.5.3. Translation of Guest-Physical Addresses Using EPT 


The extended page-table mechanism (EPT) is a feature that can be used to support the virtualization of physical 
memory. When EPT is in use, certain physical addresses are treated as guest-physical addresses and are not used 
to access memory directly. Instead, guest-physical addresses are translated by traversing a set of EPT paging 
structures to produce physical addresses that are used to access memory. 


Details of the EPT mechanism are given in Section 27.2. 


24.5.4 Translation of Guest-Physical Addresses Used by Intel Processor Trace 


As described in Chapter 31, Intel® Processor Trace (Intel PT) captures information about software execution using 
dedicated hardware facilities. 


Intel PT can be configured so that the trace output is written to memory using physical addresses. For example, 
when the ToPA (table of physical addresses) output mechanism is used, the IA32_RTIT_OUTPUT_BASE MSR 
contains the physical address of the base of the current ToPA. Each entry in that table contains the physical address 
of an output region in memory. When an output region becomes full, the ToPA output mechanism directs subse- 
quent trace output to the next output region as indicated in the ToPA. 


1. This item includes the cases of an invalid opcode exception—#UD— generated by the UDO, UD1, and UD2 instructions and a BOUND- 
range exceeded exception—#BR—generated by the BOUND instruction. 


24-14 Vol. 3C 


VMX NON-ROOT OPERATION 


When the “Intel PT uses guest physical addresses” VM-execution control is 1, the logical processor treats the 
addresses used by Intel PT (the output addresses as well as those used to discover the output addresses) as guest- 
physical addresses, translating to physical addresses using EPT before trace output is written to memory. 


Translating these addresses through EPT implies that the trace-output mechanism may cause EPT violations and 
VM exits; details are provided in Section 24.5.4.1. Section 24.5.4.2 describes a mechanism that ensures that these 
VM exits do not cause loss of trace data. 


24.5.4.1 Guest-Physical Address Translation for Intel PT: Details 


When the “Intel PT uses guest physical addresses” VM-execution control is 1, the addresses used by Intel PT are 
treated as guest-physical addresses and translated using EPT. These addresses include the addresses of the output 
regions as well as the addresses of the ToPA entries that contain the output-region addresses. 


Translation of accesses by the trace-output process may result in EPT violations or EPT misconfigurations (Section 
27.2.3), resulting in VM exits. EPT violations resulting for the trace-output process always cause VM exits and are 
never converted to virtualization exceptions (Section 24.5.7.1). 


If no EPT violation or EPT misconfiguration occurs and if page-modification logging (Section 27.2.6) is enabled, the 
address of an output region may be added to the page-modification log. If the log is full, a page-modification log- 
full event occurs, resulting in a VM exit. 


If the “virtualize APIC accesses” VM-execution control is 1, a guest-physical address used by the trace-output 
process may be translated to an address on the APIC-access page. In this case, the access by the trace-output 
process causes an APIC-access VM exit as discussed in Section 28.4.6.1. 


24.5.4.2 Trace-Address Pre-Translation (TAPT) 


Because it buffers trace data produced by Intel PT before it is written to memory, the processor ensures that buff- 
ered data is not lost when a VM exit disables Intel PT. Specifically, the processor ensures that there is sufficient 
space left in the current output page for the buffered data. If this were not done, buffered trace data could be lost 
and the resulting trace corrupted. 


To prevent the loss of buffered trace data, the processor uses a mechanism called trace-address pre-translation 
(TAPT). With TAPT, the processor translates using EPT the guest-physical address of the current output region 
before that address would be used to write buffered trace data to memory. 


Because of TAPT, no translation (and thus no EPT violation) occurs at the time output is written to memory; the 
writes to memory use translations that were cached as part of TAPT. (The details given in Section 24.5.4.1 apply to 
TAPT.) TAPT ensures that, if a write to the output region would cause an EPT violation, the resulting VM exit is deliv- 
ered at the time of TAPT, before the region would be used. This allows software to resolve the EPT violation at that 
time and ensures that, when it is necessary to write buffered trace data to memory, that data will not be lost due 
to an EPT violation. 


TAPT (and resulting VM exits) may occur at any of the following times: 


¢ When software in VMX non-root operation enables tracing by loading the IA32_RTIT_CTL MSR to set the 
TraceEn bit, using the WRMSR instruction or the XRSTORS instruction. 


Any VM exit resulting from TAPT in this case is trap-like: the WRMSR or XRSTORS completes before the 
VM exit occurs (for example, the value of CS:RIP saved in the guest-state area of the VMCS references the 
next instruction). 


¢ At an instruction boundary when one output region becomes full and Intel PT transitions to the next output 
region. 
VM exits resulting from TAPT in this case take priority over any pending debug exceptions. Such a VM exit will 
save information about such exceptions in the guest-state area of the VMCS. 

° As part of a VM entry that enables Intel PT. See Section 25.5 for details. 


TAPT may translate not only the guest-physical address of the current output region but those of subsequent 
output regions as well. (Doing so may provide better protection of trace data.) This implies that any VM exits 
resulting from TAPT may result from the translation of output-region addresses other than that of the current 
output region. 
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24.5.5  APIC Virtualization 


APIC virtualization is a collection of features that can be used to support the virtualization of interrupts and the 
Advanced Programmable Interrupt Controller (APIC). When APIC virtualization is enabled, the processor emulates 
many accesses to the APIC, tracks the state of the virtual APIC, and delivers virtual interrupts — all in VMX non- 
root operation without a VM exit. 


Details of the APIC virtualization are given in Chapter 28. 


24.5.6 VM Functions 


AVM function is an operation provided by the processor that can be invoked from VMX non-root operation without 
a VM exit. VM functions are enabled and configured by the settings of different fields in the VMCS. Software in VMX 
non-root operation invokes a VM function with the VMFUNC instruction; the value of EAX selects the specific 

VM function being invoked. 


Section 24.5.6.1 explains how VM functions are enabled. Section 24.5.6.2 specifies the behavior of the VMFUNC 
instruction. Section 24.5.6.3 describes a specific VM function called EPTP switching. 


24.5.6.1_ Enabling VM Functions 


Software enables VM functions generally by setting the “enable VM functions” VM-execution control. A specific 
VM function is enabled by setting the corresponding VM-function control. 


Suppose, for example, that software wants to enable EPTP switching (VM function 0; see Section 23.6.14).To do 
so, it must set the “activate secondary controls” VM-execution control (bit 31 of the primary processor-based VM- 
execution controls), the “enable VM functions” VM-execution control (bit 13 of the secondary processor-based VM- 
execution controls) and the “EPTP switching” VM-function control (bit 0 of the VM-function controls). 


24.5.6.2 General Operation of the VMFUNC Instruction 


The VMFUNC instruction causes an invalid-opcode exception (#UD) if the “enable VM functions” VM-execution 
controls is 0! or the value of EAX is greater than 63 (only VM functions 0-63 can be enable). Otherwise, the instruc- 
tion causes a VM exit if the bit at position EAX is 0 in the VM-function controls (the selected VM function is not 
enabled). If such a VM exit occurs, the basic exit reason used is 59 (3BH), indicating “VMFUNC”, and the length of 
the VMFUNC instruction is saved into the VM-exit instruction-length field. If the instruction causes neither an 
invalid-opcode exception nor a VM exit due to a disabled VM function, it performs the functionality of the 

VM function specified by the value in EAX. 


Individual VM functions may perform additional fault checking (e.g., one might cause a general-protection excep- 
tion if CPL > 0). In addition, specific VM functions may include checks that might result in a VM exit. If sucha 

VM exit occurs, VM-exit information is saved as described in the previous paragraph. The specification of a 

VM function may indicate that additional VM-exit information is provided. 


The specific behavior of the EPTP-switching VM function (including checks that result in VM exits) is given in 
Section 24.5.6.3. 


24.5.6.3 EPTP Switching 


EPTP switching is VM function 0. This VM function allows software in VMX non-root operation to load a new value 
for the EPT pointer (EPTP), thereby establishing a different EPT paging-structure hierarchy (see Section 27.2 for 
details of the operation of EPT). Software is limited to selecting from a list of potential EPTP values configured in 
advance by software in VMX root operation. 


Specifically, the value of ECX is used to select an entry from the EPTP list, the 4-KByte structure referenced by the 
EPTP-list address (see Section 23.6.14; because this structure contains 512 8-Byte entries, VMFUNC causes a 
VM exit if ECX > 512). If the selected entry is a valid EPTP value (it would not cause VM entry to fail; see Section 


1. “Enable VM functions” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based V/M-execution 
controls is 0, VMX non-root operation functions as if the “enable VM functions” VM-execution control were 0. See Section 23.6.2. 
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25.2.1.1), it is stored in the EPTP field of the current VMCS and is used for subsequent accesses using guest-phys- 
ical addresses. The following pseudocode provides details: 


IF €CX > 512 
THEN VM exit; 
ELSE 
tent_EPTP := 8 bytes from EPTP-list address + 8 * ECX; 
IF tent_EPTP is not a valid EPTP value (would cause VM entry to fail if in EPTP) 
THEN VM exit; 
ELSE 
write tent_EPTP to the EPTP field in the current VMCS; 
use tent_EPTP as the new EPTP value for address translation; 
IF processor supports the 1-setting of the “EPT-violation #VE” VM-execution control 
THEN 
write ECX[15:0] to EPTP-index field in current VMCS; 
use ECX[15:0] as EPTP index for subsequent EPT-violation virtualization exceptions (see Section 24.5.7.2); 
Fl; 
Fl; 
Fl; 


Execution of the EPTP-switching VM function does not modify the state of any registers; no flags are modified. 


If the “Intel PT uses guest physical addresses” VM-execution control is 1 and IA32_RTIT_CTL.TraceEn = 1, any 
execution of the EPTP-switching VM function causes a VM exit.! 


As noted in Section 24.5.6.2, an execution of the EPTP-switching VM function that causes a VM exit (as specified 
above), uses the basic exit reason 59, indicating “VMFUNC”. The length of the VMFUNC instruction is saved into the 
VM-exit instruction-length field. No additional VM-exit information is provided. 


An execution of VMFUNC loads EPTP from the EPTP list (and thus does not cause a fault or VM exit) is called an 
EPTP-switching VMFUNC. After an EPTP-switching VMFUNC, control passes to the next instruction. The logical 
processor starts creating and using guest-physical and combined mappings associated with the new value of bits 
51:12 of EPTP; the combined mappings created and used are associated with the current VPID and PCID (these are 
not changed by VMFUNC).? If the “enable VPID” VM-execution control is 0, an EPTP-switching VMFUNC invalidates 
combined mappings associated with VPID OOOOH (for all PCIDs and for all EP4TA values, where EP4TA is the value 
of bits 51:12 of EPTP). 


Because an EPTP-switching VMFUNC may change the translation of guest-physical addresses, it may affect use of 
the guest-physical address in CR3. The EPTP-switching VMFUNC cannot itself cause a VM exit due to an EPT viola- 
tion or an EPT misconfiguration due to the translation of that guest-physical address through the new EPT paging 
structures. The following items provide details that apply if CRO.PG = 1: 


* If 32-bit paging or 4-level paging? is in use (either CR4.PAE = 0 or IA32_EFER.LMA = 1), the next memory 
access with a linear address uses the translation of the guest-physical address in CR3 through the new EPT 
paging structures. As a result, this access may cause a VM exit due to an EPT violation or an EPT misconfigu- 
ration encountered during that translation. 


¢ If PAE paging is in use (CR4.PAE = 1 and IA32_EFER.LMA = 0), an EPTP-switching VMFUNC does not load the 
four page-directory-pointer-table entries (PDPTEs) from the guest-physical address in CR3. The logical 
processor continues to use the four guest-physical addresses already present in the PDPTEs. The guest- 
physical address in CR3 is not translated through the new EPT paging structures (until some operation that 
would load the PDPTEs). 


The EPTP-switching VMFUNC cannot itself cause a VM exit due to an EPT violation or an EPT misconfiguration 
encountered during the translation of a guest-physical address in any of the PDPTEs. A subsequent memory 
access with a linear address uses the translation of the guest-physical address in the appropriate PDPTE 


1. Such a VM exit ensures the proper recording of trace data that might otherwise be lost during the change of EPT paging-structure 
hierarchy. Software handling the VM exit can change emulate the VM function and then resume the guest. 


2. If the “enable VPID” VM-execution control is 0, the current VPID is OOOOH; if CR4.PCIDE = O, the current PCID is OOOH. 
3. Earlier versions of this manual used the term “IA-32e paging” to identify 4-level paging. 
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through the new EPT paging structures. As a result, such an access may cause a VM exit due to an EPT 
violation or an EPT misconfiguration encountered during that translation. 


If an EPTP-switching VMFUNC establishes an EPTP value that enables accessed and dirty flags for EPT (by setting 
bit 6), subsequent memory accesses may fail to set those flags as specified if there has been no appropriate execu- 
tion of INVEPT since the last use of an EPTP value that does not enable accessed and dirty flags for EPT (because 
bit 6 is clear) and that is identical to the new value on bits 51:12. 


IF the processor supports the 1-setting of the “EPT-violation #VE” VM-execution control, an EPTP-switching 
VMFUNC loads the value in ECX[15:0] into to EPTP-index field in current VMCS. Subsequent EPT-violation virtual- 
ization exceptions will save this value into the virtualization-exception information area (see Section 24.5.7.2); 


24.5.7 ‘Virtualization Exceptions 
A virtualization exception is a new processor exception. It uses vector 20 and is abbreviated #VE. 


A virtualization exception can occur only in VMX non-root operation. Virtualization exceptions occur only with 
certain settings of certain VM-execution controls. Generally, these settings imply that certain conditions that would 
normally cause VM exits instead cause virtualization exceptions 


In particular, the 1-setting of the “EPT-violation #VE” VM-execution control causes some EPT violations to generate 
virtualization exceptions instead of VM exits. Section 24.5.7.1 provides the details of how the processor determines 
whether an EPT violation causes a virtualization exception or a VM exit. 


When the processor encounters a virtualization exception, it saves information about the exception to the virtual- 
ization-exception information area; see Section 24.5.7.2. 


After saving virtualization-exception information, the processor delivers a virtualization exception as it would any 
other exception; see Section 24.5.7.3 for details. 


24.5.7.1 Convertible EPT Violations 


If the “EPT-violation #VE” VM-execution control is 0 (e.g., on processors that do not support this feature), EPT 
violations always cause VM exits. If instead the control is 1, certain EPT violations may be converted to cause virtu- 
alization exceptions instead; such EPT violations are convertible. 


The values of certain EPT paging-structure entries determine which EPT violations are convertible. Specifically, 
bit 63 of certain EPT paging-structure entries may be defined to mean suppress #VE: 


* If bits 2:0 of an EPT paging-structure entry are all 0, the entry is not present.! If the processor encounters 
such an entry while translating a guest-physical address, it causes an EPT violation. The EPT violation is 
convertible if and only if bit 63 of the entry is 0. 


¢ If an EPT paging-structure entry is present, the following cases apply: 


— If the value of the EPT paging-structure entry is not supported, the entry is misconfigured. If the 
processor encounters such an entry while translating a guest-physical address, it causes an EPT misconfig- 
uration (not an EPT violation). EPT misconfigurations always cause VM exits. 


— If the value of the EPT paging-structure entry is supported, the following cases apply: 


¢ If bit 7 of the entry is 1, or if the entry is an EPT PTE, the entry maps a page. If the processor uses such 
an entry to translate a guest-physical address, and if an access to that address causes an EPT violation, 
the EPT violation is convertible if and only if bit 63 of the entry is 0. 


¢ If bit 7 of the entry is O and the entry is not an EPT PTE, the entry references another EPT paging 
structure. The processor does not use the value of bit 63 of the entry to determine whether any 
subsequent EPT violation is convertible. 


If an access to a guest-physical address causes an EPT violation, bit 63 of exactly one of the EPT paging-structure 
entries used to translate that address is used to determine whether the EPT violation is convertible: either a entry 


1. If the “mode-based execute control for EPT” VM-execution control is 1,an EPT paging-structure entry is present if any of bits 2:0 or 
bit 10 is 1. 
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that is not present (if the guest-physical address does not translate to a physical address) or an entry that maps a 
page (if it does). 


A convertible EPT violation instead causes a virtualization exception if the following all hold: 

* CRO.PE = 1; 

¢ the logical processor is not in the process of delivering an event through the IDT; 

¢ the EPT violation does not result from the output process of Intel Processor Trace (Section 24.5.4); and 
° the 32 bits at offset 4 in the virtualization-exception information area are all 0. 


Delivery of virtualization exceptions writes the value FFFFFFFFH to offset 4 in the virtualization-exception informa- 
tion area (see Section 24.5.7.2). Thus, once a virtualization exception occurs, another can occur only if software 
clears this field. 


24.5.7.2 Virtualization-Exception Information 


Virtualization exceptions save data into the virtualization-exception information area (see Section 23.6.19). 
Table 24-1 enumerates the data saved and the format of the area. 


Table 24-1. Format of the Virtualization-Exception Information Area 


Byte Offset Contents 


0 The 32-bit value that would have been saved into the VMCS as an exit reason had a VM exit occurred 
instead of the virtualization exception. For EPT violations, this value is 48 (QO000030H) 


4 FFFFFFFFH 


8 The 64-bit value that would have been saved into the VMCS as an exit qualification had a VM exit 
occurred instead of the virtualization exception 

16 The 64-bit value that would have been saved into the VMCS as a guest-linear address had a VM exit 
occurred instead of the virtualization exception 

24 The 64-bit value that would have been saved into the VMCS as a guest-physical address had a VM 
exit occurred instead of the virtualization exception 

32 The current 16-bit value of the EPTP index VM-execution control (see Section 23.6.19 and Section 
24.5.6.3) 


A VMM may allow guest software to access the virtualization-exception information area. If it does, the guest soft- 
ware may modify that memory (e.g., to clear the 32-bit value at offset 4; see Section 24.5.7.1). (This is an excep- 
tion to the general requirement given in Section 23.11.4.) 


24.5.7.3 Delivery of Virtualization Exceptions 


After saving virtualization-exception information, the processor treats a virtualization exception as it does other 
exceptions: 


¢ If bit 20 (#VE) is 1 in the exception bitmap in the VMCS, a virtualization exception causes a VM exit (see 
below). If the bit is 0, the virtualization exception is delivered using gate descriptor 20 in the IDT. 


° Virtualization exceptions produce no error code. Delivery of a virtualization exception pushes no error code on 
the stack. 


¢ With respect to double faults, virtualization exceptions have the same severity as page faults. If delivery of a 
virtualization exception encounters a nested fault that is either contributory or a page fault, a double fault 
(#DF) is generated. See Chapter 6, “Interrupt 8—Double Fault Exception (#DF)” in Intel® 64 and IA-32 Archi- 
tectures Software Developer’s Manual, Volume 3A. 


It is not possible for a virtualization exception to be encountered while delivering another exception (see 
Section 24.5.7.1). 
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If a virtualization exception causes a VM exit directly (because bit 20 is 1 in the exception bitmap), information 
about the exception is saved normally in the VM-exit interruption information field in the VMCS (see Section 
26.2.2). Specifically, the event is reported as a hardware exception with vector 20 and no error code. Bit 12 of the 
field (NMI unblocking due to IRET) is set normally. 


If a virtualization exception causes a VM exit indirectly (because bit 20 is 0 in the exception bitmap and delivery of 
the exception generates an event that causes a VM exit), information about the exception is saved normally in the 
IDT-vectoring information field in the VMCS (see Section 26.2.4). Specifically, the event is reported as a hardware 
exception with vector 20 and no error code. 


24.6 UNRESTRICTED GUESTS 


The first processors to support VMX operation require CRO.PE and CRO.PG to be 1 in VMX operation (see Section 
22.8). This restriction implies that guest software cannot be run in unpaged protected mode or in real-address 
mode. Later processors support a VM-execution control called “unrestricted guest”.! If this control is 1, CRO.PE and 
CRO.PG may be 0 in VMX non-root operation. Such processors allow guest software to run in unpaged protected 
mode or in real-address mode. The following items describe the behavior of such software: 


¢ The MOV CRO instructions does not cause a general-protection exception simply because it would set either 
CRO.PE and CRO.PG to 0. See Section 24.3 for details. 


¢ A logical processor treats the values of CRO.PE and CRO.PG in VMX non-root operation just as it does outside 
VMX operation. Thus, if CRO.PE = 0, the processor operates as it does normally in real-address mode (for 
example, it uses the 16-bit interrupt table to deliver interrupts and exceptions). If CRO.PG = 0, the processor 
operates as it does normally when paging is disabled. 


¢ Processor operation is modified by the fact that the processor is in VMX non-root operation and by the settings 
of the VM-execution controls just as it is in protected mode or when paging is enabled. Instructions, interrupts, 
and exceptions that cause VM exits in protected mode or when paging is enabled also do so in real-address 
mode or when paging is disabled. The following examples should be noted: 


— If CRO.PG = 0, page faults do not occur and thus cannot cause VM exits. 
— If CRO.PE = 0, invalid-TSS exceptions do not occur and thus cannot cause VM exits. 


— If CRO.PE = 0, the following instructions cause invalid-opcode exceptions and do not cause VM exits: 
INVEPT, INVVPID, LLDT, LTR, SLDT, STR, VMCLEAR, VMLAUNCH, VMPTRLD, VMPTRST, VMREAD, 
VMRESUME, VMWRITE, VMXOFF, and VMXON. 


° If CRO.PG = 0, each linear address is passed directly to the EPT mechanism for translation to a physical 
address.” The guest memory type passed on to the EPT mechanism is WB (writeback). 


1. “Unrestricted guest” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution 
controls is 0, VMX non-root operation functions as if the “unrestricted quest” VM-execution control were 0. See Section 23.6.2. 


2. As noted in Section 25.2.1.1, the “enable EPT” VM-execution control must be 1 if the “unrestricted quest” VM-execution control is 1. 
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Software can enter VMX non-root operation using either of the VM-entry instructions VMLAUNCH and VMRESUME. 
VMLAUNCH can be used only with a VMCS whose launch state is clear and VMRESUME can be used only with a 
VMCS whose the launch state is launched. VMLAUNCH should be used for the first VM entry after VMCLEAR; VMRE- 
SUME should be used for subsequent VM entries with the same VMCS. 


Each VM entry performs the following steps in the order indicated: 


1. Basic checks are performed to ensure that VM entry can commence 
(Section 25.1). 


2. The control and host-state areas of the VMCS are checked to ensure that they are proper for supporting VMX 
non-root operation and that the VMCS is correctly configured to support the next VM exit (Section 25.2). 


3. The following may be performed in parallel or in any order (Section 25.3): 


° The guest-state area of the VMCS is checked to ensure that, after the VM entry completes, the state of the 
logical processor is consistent with IA-32 and Intel 64 architectures. 


¢ Processor state is loaded from the guest-state area and based on controls in the VMCS. 
e Address-range monitoring is cleared. 

MSRs are loaded from the VM-entry MSR-load area (Section 25.4). 

If VMLAUNCH is being executed, the launch state of the VMCS is set to “launched.” 


If the “Intel PT uses guest physical addresses” VM-execution control is 1, trace-address pre-translation (TAPT) 
may occur (see Section 24.5.4 and Section 25.5). 


7. An event may be injected in the guest context (Section 25.6). 


Steps 1-4 above perform checks that may cause VM entry to fail. Such failures occur in one of the following three 

ways: 

¢ Some of the checks in Section 25.1 may generate ordinary faults (for example, an invalid-opcode exception). 
Such faults are delivered normally. 


¢ Some of the checks in Section 25.1 and all the checks in Section 25.2 cause control to pass to the instruction 
following the VM-entry instruction. The failure is indicated by setting RFLAGS.ZF! (if there is a current VMCS) 
or RFLAGS.CF (if there is no current VMCS). If there is a current VMCS, an error number indicating the cause of 
the failure is stored in the VM-instruction error field. See Chapter 29 for the error numbers. 


° The checks in Section 25.3 and Section 25.4 cause processor state to be loaded from the host-state area of the 
VMCS (as would be done ona VM exit). Information about the failure is stored in the VM-exit information fields. 
See Section 25.8 for details. 


EFLAGS.TF = 1 causes a VM-entry instruction to generate a single-step debug exception only if failure of one of the 
checks in Section 25.1 and Section 25.2 causes control to pass to the following instruction. A VM-entry does not 
generate a single-step debug exception in any of the following cases: (1) the instruction generates a fault; (2) 
failure of one of the checks in Section 25.3 or in loading MSRs causes processor state to be loaded from the host- 
state area of the VMCS; or (3) the instruction passes all checks in Section 25.1, Section 25.2, and Section 25.3 and 
there is no failure in loading MSRs. 


Section 30.15 describes the dual-monitor treatment of system-management interrupts (SMIs) and system- 
management mode (SMM). Under this treatment, code running in SMM returns using VM entries instead of the RSM 
instruction. A VM entry returns from SMM if it is executed in SMM and the “entry to SMM” VM-entry control is 0. 
VM entries that return from SMM differ from ordinary VM entries in ways that are detailed in Section 30.15.4. 


1. This chapter uses the notation RAX, RIP, RSP, RFLAGS, etc. for processor registers because most processors that support VMX oper- 
ation also support Intel 64 architecture. For IA-32 processors, this notation refers to the 32-bit forms of those registers (EAX, EIP, 
ESP, EFLAGS, etc.). In a few places, notation such as EAX is used to refer specifically to lower 32 bits of the indicated register. 
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25.1 BASIC VM-ENTRY CHECKS 


Before a VM entry commences, the current state of the logical processor is checked in the following order: 


1. If the logical processor is in virtual-8086 mode or compatibility mode, an invalid-opcode exception is 
generated. 


If the current privilege level (CPL) is not zero, a general-protection exception is generated. 
If there is no current VMCS, RFLAGS.CF is set to 1 and control passes to the next instruction. 


If there is a current VMCS but the current VMCS is a shadow VMCS (see Section 23.10), RFLAGS.CF is set to 1 
and control passes to the next instruction. 


5. If there is a current VMCS that is not a shadow VMCS, the following conditions are evaluated in order; any of 
these cause VM entry to fail: 


a. if there is MOV-SS blocking (see Table 23-3) 
b. if the VM entry is invoked by VMLAUNCH and the VMCS launch state is not clear 
c. if the VM entry is invoked by VMRESUME and the VMCS launch state is not launched 


If any of these checks fail, RFLAGS.ZF is set to 1 and control passes to the next instruction. An error number 
indicating the cause of the failure is stored in the VM-instruction error field. See Chapter 29 for the error 
numbers. 


25.2 CHECKS ON VMX CONTROLS AND HOST-STATE AREA 


If the checks in Section 25.1 do not cause VM entry to fail, the control and host-state areas of the VMCS are 
checked to ensure that they are proper for supporting VMX non-root operation, that the VMCS is correctly config- 
ured to support the next VM exit, and that, after the next VM exit, the processor’s state is consistent with the Intel 
64 and IA-32 architectures. 


VM entry fails if any of these checks fail. When such failures occur, control is passed to the next instruction, 
RFLAGS.ZF is set to 1 to indicate the failure, and the VM-instruction error field is loaded with an error number that 
indicates whether the failure was due to the controls or the host-state area (see Chapter 29). 


These checks may be performed in any order. Thus, an indication by error number of one cause (for example, host 
state) does not imply that there are not also other errors. Different processors may thus give different error 
numbers for the same VMCS. Some checks prevent establishment of settings (or combinations of settings) that are 
currently reserved. Future processors may allow such settings (or combinations) and may not perform the corre- 
sponding checks. The correctness of software should not rely on VM-entry failures resulting from the checks docu- 
mented in this section. 


The checks on the controls and the host-state area are presented in Section 25.2.1 through Section 25.2.4. These 
sections reference VMCS fields that correspond to processor state. Unless otherwise stated, these references are to 
fields in the host-state area. 


25.2.1 Checks on VMX Controls 


This section identifies VM-entry checks on the VMX control fields. 


25.2.1.1 VM-Execution Control Fields 


VM entries perform the following checks on the VM-execution control fields:! 


¢ Reserved bits in the pin-based VM-execution controls must be set properly. Software may consult the VMX 
capability MSRs to determine the proper settings (see Appendix A.3.1). 


1. If the “activate secondary controls” primary processor-based VM-execution control is 0, VM entry operates as if each secondary pro- 
cessor-based VM-execution control were O. Similarly, if the “activate tertiary controls” primary processor-based VM-execution con- 
trol is 0, VM entry operates as if each tertiary processor-based VM-execution control were 0. 
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Reserved bits in the primary processor-based VM-execution controls must be set properly. Software may 
consult the VMX capability MSRs to determine the proper settings (see Appendix A.3.2). 


If the “activate secondary controls” primary processor-based VM-execution control is 1, reserved bits in the 
secondary processor-based VM-execution controls must be cleared. Software may consult the VMX capability 
MSRs to determine which bits are reserved (see Appendix A.3.3). 


If the “activate secondary controls” primary processor-based VM-execution control is 0 (or if the processor 
does not support the 1-setting of that control), no checks are performed on the secondary processor-based 
VM-execution controls. The logical processor operates as if all the secondary processor-based VM-execution 
controls were 0. 


If the “activate tertiary controls” primary processor-based VM-execution control is 1, reserved bits in the 
tertiary processor-based VM-execution controls must be cleared. Software may consult the VMX capability 
MSRs to determine which bits are reserved (see Appendix A.3.4). 


If the “activate tertiary controls” primary processor-based VM-execution control is 0 (or if the processor does 
not support the 1-setting of that control), no checks are performed on the tertiary processor-based VM- 
execution controls. The logical processor operates as if all the tertiary processor-based VM-execution controls 
were 0. 


The CR3-target count must not be greater than 4. Future processors may support a different number of CR3- 
target values. Software should read the VMX capability MSR IA32_VMX_MISC to determine the number of 
values supported (see Appendix A.6). 


If the “use I/O bitmaps” VM-execution control is 1, bits 11:0 of each I/O-bitmap address must be 0. Neither 
address should set any bits beyond the processor’s physical-address width.!/2 


If the “use MSR bitmaps” VM-execution control is 1, bits 11:0 of the MSR-bitmap address must be 0. The 
address should not set any bits beyond the processor’s physical-address width. 


If the “use TPR shadow” VM-execution control is 1, the virtual-APIC address must satisfy the following checks: 
— Bits 11:0 of the address must be 0. 
— The address should not set any bits beyond the processor’s physical-address width.* 


If all of the above checks are satisfied and the “use TPR shadow” VM-execution control is 1, bytes 3:1 of VTPR 
(see Section 28.1.1) may be cleared (behavior may be implementation-specific). 


The clearing of these bytes may occur even if the VM entry fails. This is true either if the failure causes control 
to pass to the instruction following the VM-entry instruction or if it causes processor state to be loaded from 
the host-state area of the VMCS. 


If the “use TPR shadow” VM-execution control is 1 and the “virtual-interrupt delivery” VM-execution control is 
0, bits 31:4 of the TPR threshold VM-execution control field must be 0.5 


The following check is performed if the “use TPR shadow” VM-execution control is 1 and the “virtualize APIC 
accesses” and “virtual-interrupt delivery” VM-execution controls are both 0: the value of bits 3:0 of the TPR 
threshold VM-execution control field should not be greater than the value of bits 7:4 of VTPR (see Section 
28.1.1). 


If the “NMI exiting” VM-execution control is 0, the “virtual NMIs” VM-execution control must be 0. 
If the “virtual NMIs” VM-execution control is 0, the “NMI-window exiting” VM-execution control must be 0. 


If the “virtualize APIC-accesses” VM-execution control is 1, the APIC-access address must satisfy the following 
checks: 


— Bits 11:0 of the address must be 0. 


ne wn 


. Software can determine a processor's physical-address width by executing CPUID with BOOOOOOSH in EAX. The physical-address 


width is returned in bits 7:0 of EAX. 

If 1A32_VMX_BASIC[48] is read as 1, these addresses must not set any bits in the range 63:32; see Appendix A.1. 
If 1A32_VMX_BASIC[48] is read as 1, this address must not set any bits in the range 63:32; see Appendix A.1. 

If 1A32_VMX_BASIC[48] is read as 1, this address must not set any bits in the range 63:32; see Appendix A.1. 


‘Nirtual-interrupt delivery” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-exe- 
cution controls is 0, VM entry functions as if the “virtual-interrupt delivery” VM-execution control were 0. See Section 23.6.2. 
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— The address should not set any bits beyond the processor’s physical-address width.? 


e If the “use TPR shadow” VM-execution control is 0, the following VM-execution controls must also be 0: 


“virtualize x2APIC mode”, “APIC-register virtualization”, and “virtual-interrupt delivery”.2 


e If the “virtualize x2APIC mode” VM-execution control is 1, the “virtualize APIC accesses” VM-execution control 
must be 0. 


e If the “virtual-interrupt delivery” VM-execution control is 1, the “external-interrupt exiting” VM-execution 
control must be 1. 

* If the “process posted interrupts” VM-execution control is 1, the following must be true:? 

— The “virtual-interrupt delivery” VM-execution control is 1. 

— The “acknowledge interrupt on exit” VM-exit control is 1. 

— The posted-interrupt notification vector has a value in the range 0-255 (bits 15:8 are all 0). 

— Bits 5:0 of the posted-interrupt descriptor address are all 0. 


— The posted=interuat descriptor address does not set any bits beyond the processor's physical-address 
width. 


e Ifthe “enable VPID” VM-execution control is 1, the value of the VPID VM-execution control field must not be 
OOOOH. 


e If the “enable EPT” VM-execution control is 1, the EPTP VM-execution control field (see Table 23-9 in Section 
23.6.11) must satisfy the following checks:® 


— The EPT memory type (bits 2:0) must be a value supported by the processor as indicated in the 
IA32_VMX_EPT_VPID_CAP MSR (see Appendix A.10). 


— Bits 5:3 (1 less than the EPT page-walk length) must be 3, indicating an EPT page-walk length of 4; see 
Section 27.2.2. 


— Bit 6 (enable bit for accessed and dirty flags for EPT) must be 0 if bit 21 of the IA32_VMX_EPT_VPID_CAP 
MSR (see Appendix A.10) is read as 0, indicating that the processor does not support accessed and dirty 
flags for EPT. 


— Reserved bits 11:7 and 63:N (where N is the processor’s physical-address width) must all be 0. 


e If the “enable PML” VM-execution control is 1, the “enable EPT” VM-execution control must also be 1.7 In 
addition, the PML address must satisfy the following checks: 


— Bits 11:0 of the address must be 0. 
— The address should not set any bits beyond the processor's physical-address width. 


e If either the “unrestricted guest” VM-execution control or the “mode-based execute control for EPT” VM- 
execution control is 1, the “enable EPT” VM-execution control must also be 1.8 


If [A32_VMX_BASIC[48] is read as 1, this address must not set any bits in the range 63:32; see Appendix A.1. 


2. “Virtualize x2APIC mode” and “APIC-register virtualization” are secondary processor-based V/M-execution controls. If bit 31 of the 
primary processor-based VM-execution controls is 0, VM entry functions as if these controls were O. See Section 23.6.2. 


3. “Process posted interrupts” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based V/M-exe- 
cution controls is 0, VM entry functions as if the “process posted interrupts” VM-execution control were O. See Section 23.6.2. 


4. If |A32_VMX_BASIC[48] is read as 1, this address must not set any bits in the range 63:32; see Appendix A.1. 


5. “Enable VPID” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution controls 
is 0, VM entry functions as if the “enable VPID” VM-execution control were O. See Section 23.6.2. 


6. “Enable EPT” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution controls 
is 0, VM entry functions as if the “enable EPT” VM-execution control were O. See Section 23.6.2. 


7. “Enable PML” and “enable EPT” are both secondary processor-based VM-execution controls. If bit 31 of the primary processor-based 
V/M-execution controls is 0, VM entry functions as if both these controls were O. See Section 23.6.2. 


8. All these controls are secondary processor-based VM-execution controls. If bit 31 of the primary processor-based VM-execution con- 
trols is 0, VM entry functions as if all these controls were 0. See Section 23.6.2. 
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If the “sub-page write permissions for EPT” VM-execution control is 1, the “enable EPT” VM-execution control 
must also be 1.1 In addition, the SPPTP VM-execution control field (see Table 23-11 in Section 23.6.21) must 
satisfy the following checks: 


— Bits 11:0 of the address must be 0. 
— The address should not set any bits beyond the processor’s physical-address width. 


If the “enable VM functions” processor-based VM-execution control is 1, reserved bits in the VM-function 
controls must be clear.* Software may consult the VMX capability MSRs to determine which bits are reserved 
(see Appendix A.11). In addition, the following check is performed based on the setting of bits in the VM- 
function controls (see Section 23.6.14): 


— If “EPTP switching” VM-function control is 1, the “enable EPT” VM-execution control must also be 1. In 
addition, the EPTP-list address must satisfy the following checks: 


¢ Bits 11:0 of the address must be 0. 
¢ The address must not set any bits beyond the processor's physical-address width. 


If the “enable VM functions” processor-based VM-execution control is 0, no checks are performed on the VM- 
function controls. 


If the “VMCS shadowing” VM-execution control is 1, the VMREAD-bitmap and VMWRITE-bitmap addresses 
must each satisfy the following checks:? 


— Bits 11:0 of the address must be 0. 
— The address must not set any bits beyond the processor’s physical-address width. 


If the “EPT-violation #VE” VM-execution control is 1, the virtualization-exception information address must 
satisfy the following checks:4 


— Bits 11:0 of the address must be 0. 
— The address must not set any bits beyond the processor’s physical-address width. 


If the logical processor is operating with Intel PT enabled (if IA32_RTIT_CTL.TraceEn = 1) at the time of 
VM entry, the “load IA32_RTIT_CTL” VM-entry control must be 0. 


If the “Intel PT uses guest physical addresses” VM-execution control is 1, the following controls must also be 1: 
the “enable EPT” VM-execution control; the “load IA32_RTIT_CTL” VM-entry control; and the “clear 
IA32_RTIT_CTL” VM-exit control.° 


If the “use TSC scaling” VM-execution control is 1, the TSC-multiplier must not be zero.® 


25.2.1.2 VM-Exit Control Fields 


VM entries perform the following checks on the VM-exit control fields. 


Reserved bits in the VM-exit controls must be set properly. Software may consult the VMX capability MSRs to 
determine the proper settings (see Appendix A.4). 


— 


. “Sub-page write permissions for EPT” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based 


\V/M-execution controls is 0, VM entry functions as if the “sub-page write permissions for EPT” VM-execution control were 0. See 
Section 23.6.2. 


“Enable VM functions” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution 
controls is 0, VM entry functions as if the “enable VM functions” VM-execution control were O. See Section 23.6.2. 

“WMCS shadowing” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution 
controls is 0, VM entry functions as if the “V/MCS shadowing” VM-execution control were 0. See Section 23.6.2. 

“EPT-violation #VE" is a secondary processor-based V/M-execution control. If bit 31 of the primary processor-based VM-execution 
controls is 0, VM entry functions as if the “EPT-violation #VE” VM-execution control were 0. See Section 23.6.2. 

“Intel PT uses guest physical addresses” is a secondary processor-based VM-execution control. If bit 31 of the primary processor- 
based VM-execution controls is 0, VM entry functions as if the “Intel PT uses quest physical addresses” VM-execution control were 
0. See Section 23.6.2. 

“Use TSC scaling” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution 
controls is 0, VM entry functions as if the “use TSC scaling” VM-execution control were O. See Section 23.6.2. 
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° If the “activate VMX-preemption timer” VM-execution control is 0, the “save VMX-preemption timer value” VM- 
exit control must also be 0. 


¢ The following checks are performed for the VM-exit MSR-store address if the VM-exit MSR-store count field is 
non-zero: 


— The lower 4 bits of the VM-exit MSR-store address must be 0. The address should not set any bits beyond 
the processor’s physical-address width. 


— The address of the last byte in the VM-exit MSR-store area should not set any bits beyond the processor’s 
physical-address width. The address of this last byte is VM-exit MSR-store address + (MSR count * 16) - 1. 
(The arithmetic used for the computation uses more bits than the processor’s physical-address width.) 


If IA32_VMX_BASIC[48] is read as 1, neither address should set any bits in the range 63:32; see Appendix 
A.1. 


¢ The following checks are performed for the VM-exit MSR-load address if the VM-exit MSR-load count field is 
non-zero: 


— The lower 4 bits of the VM-exit MSR-load address must be 0. The address should not set any bits beyond 
the processor’s physical-address width. 


— The address of the last byte in the VM-exit MSR-load area should not set any bits beyond the processor's 
physical-address width. The address of this last byte is VM-exit MSR-load address + (MSR count * 16) - 1. 
(The arithmetic used for the computation uses more bits than the processor’s physical-address width.) 


If IA32_VMX_BASIC[48] is read as 1, neither address should set any bits in the range 63:32; see Appendix 
A.1. 


25.2.1.3. \VM-Entry Control Fields 
VM entries perform the following checks on the VM-entry control fields. 


¢ Reserved bits in the VM-entry controls must be set properly. Software may consult the VMX capability MSRs to 
determine the proper settings (see Appendix A.5). 


¢ Fields relevant to VM-entry event injection must be set properly. These fields are the VM-entry interruption- 
information field (see Table 23-15 in Section 23.8.3), the VM-entry exception error code, and the VM-entry 
instruction length. If the valid bit (bit 31) in the VM-entry interruption-information field is 1, the following must 
hold: 


— The field’s interruption type (bits 10:8) is not set to a reserved value. Value 1 is reserved on all logical 
processors; value 7 (other event) is reserved on logical processors that do not support the 1-setting of the 
“monitor trap flag” VM-execution control. 


— The field’s vector (bits 7:0) is consistent with the interruption type: 
¢ If the interruption type is non-maskable interrupt (NMI), the vector is 2. 
¢ If the interruption type is hardware exception, the vector is at most 31. 
¢ If the interruption type is other event, the vector is 0 (pending MTF VM exit). 


— The field's deliver-error-code bit (bit 11) is 1 if each of the following holds: (1) the interruption type is 
hardware exception; (2) bit 0 (corresponding to CRO.PE) is set in the CRO field in the guest-state area; 
(3) IA32_VMX_BASIC[56] is read as 0 (see Appendix A.1); and (4) the vector indicates one of the following 
exceptions: #DF (vector 8), #TS (10), #NP (11), #SS (12), #GP (13), #PF (14), or #AC (17). 


— The field's deliver-error-code bit is 0 if any of the following holds: (1) the interruption type is not hardware 
exception; (2) bit 0 is clear in the CRO field in the guest-state area; or (3) IA32_VMX_BASIC[56] is read as 
0 and the vector is in one of the following ranges: 0-7, 9, 15, 16, or 18-31. 


— Reserved bits in the field (30:12) are 0. 
— Ifthe deliver-error-code bit (bit 11) is 1, bits 31:16 of the VM-entry exception error-code field are 0. 


1. Software can determine a processor's physical-address width by executing CPUID with BOO00008H in EAX. The physical-address 
width is returned in bits 7:0 of EAX. 
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— Ifthe interruption type is software interrupt, software exception, or privileged software exception, the 
VM-entry instruction-length field is in the range 0-15. A VM-entry instruction length of 0 is allowed only if 
IA32_VMX_MISC[30] is read as 1; see Appendix A.6. 


The following checks are performed for the VM-entry MSR-load address if the VM-entry MSR-load count field is 
non-zero: 


— The lower 4 bits of the VM-entry MSR-load address must be 0. The address should not set any bits beyond 
the processor's physical-address width. 


— The address of the last byte in the VM-entry MSR-load area should not set any bits beyond the processor’s 
physical-address width. The address of this last byte is VM-entry MSR-load address + (MSR count * 16) - 
1. (The arithmetic used for the computation uses more bits than the processor’s physical-address width.) 


If IA32_VMX_BASIC[48] is read as 1, neither address should set any bits in the range 63:32; see Appendix 
A.1. 


If the processor is not in SMM, the “entry to SMM” and “deactivate dual-monitor treatment” VM-entry controls 
must be 0. 


The “entry to SMM” and “deactivate dual-monitor treatment” VM-entry controls cannot both be 1. 


25.2.2 Checks on Host Control Registers, MSRs, and SSP 


The following checks are performed on fields in the host-state area that correspond to control registers and MSRs: 


The CRO field must not set any bit to a value not supported in VMX operation (see Section 22.8).2 
The CR4 field must not set any bit to a value not supported in VMX operation (see Section 22.8). 
If bit 23 in the CR4 field (corresponding to CET) is 1, bit 16 in the CRO field (WP) must also be 1. 


On processors that support Intel 64 architecture, the CR3 field must be such that bits 63:52 and bits in the 
range 51:32 beyond the processor’s physical-address width must be 0.34 

On processors that support Intel 64 architecture, the IA32_SYSENTER_ESP field and the IA32_SYSENTER_EIP 
field must each contain a canonical address. 

If the “load IA32_PERF_GLOBAL_CTRL” VM-exit control is 1, bits reserved in the IA32_PERF_GLOBAL_CTRL 
MSR must be 0 in the field for that register (see Figure 18-3). 

If the “load IA32_PAT” VM-exit control is 1, the value of the field for the IA32_PAT MSR must be one that could 
be written by WRMSR without fault at CPL 0. Specifically, each of the 8 bytes in the field must have one of the 
values 0 (UC), 1 (WC), 4 (WT), 5 (WP), 6 (WB), or 7 (UC-). 

If the “load IA32_EFER” VM-exit control is 1, bits reserved in the IA32_EFER MSR must be 0 in the field for that 


register. In addition, the values of the LMA and LME bits in the field must each be that of the “host address- 
space size” VM-exit control. 


If the “load CET state” VM-exit control is 1, the IA32_S_ CET field must not set any bits reserved in the 
IA32_S_CET MSR, and bit 10 (corresponding to SUPPRESS) and bit 11 (TRACKER) in the field cannot both be 
set. 


If the “load CET state” VM-exit control is 1, bits 1:0 must be 0 in the SSP field. 
If the “load PKRS” VM-exit control is 1, bits 63:32 must be 0 in the IA32_PKRS field. 


Software can determine a processor's physical-address width by executing CPUID with BOOOOOO8H in EAX. The physical-address 
width is returned in bits 7:0 of EAX. 


The bits corresponding to CRO.NW (bit 29) and CRO.CD (bit 30) are never checked because the values of these bits are not changed 
by VM exit; see Section 26.5.1. 


Software can determine a processor's physical-address width by executing CPUID with 80O000008H in EAX. The physical-address 
width is returned in bits 7:0 of EAX. 


Bit 63 of the CR3 field in the host-state area must be O. This is true even though, If CR4.PCIDE = 1, bit 63 of the source operand to 
MOV to CR3 is used to determine whether cached translation information is invalidated. 
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25.2.3. Checks on Host Segment and Descriptor-Table Registers 


The following checks are performed on fields in the host-state area that correspond to segment and descriptor- 
table registers: 


¢ In the selector field for each of CS, SS, DS, ES, FS, GS and TR, the RPL (bits 1:0) and the TI flag (bit 2) must 
be 0. 


¢ The selector fields for CS and TR cannot be OOOOH. 
¢ The selector field for SS cannot be OOOOH if the “host address-space size” VM-exit control is 0. 


* On processors that support Intel 64 architecture, the base-address fields for FS, GS, GDTR, IDTR, and TR must 
contain canonical addresses. 


25.2.4 Checks Related to Address-Space Size 


On processors that support Intel 64 architecture, the following checks related to address-space size are performed 
on VMX controls and fields in the host-state area: 


¢ If the logical processor is outside IA-32e mode (if IA32_EFER.LMA = 0) at the time of VM entry, the following 
must hold: 


— The “IA-32e mode guest” VM-entry control is 0. 
— The “host address-space size” VM-exit control is 0. 


¢ If the logical processor is in IA-32e mode (if IA32_EFER.LMA = 1) at the time of VM entry, the “host address- 
space size” VM-exit control must be 1. 


e If the “host address-space size” VM-exit control is 0, the following must hold: 

— The “IA-32e mode guest” VM-entry control is 0. 

— Bit 17 of the CR4 field (corresponding to CR4.PCIDE) is 0. 

— Bits 63:32 in the RIP field are 0. 

— Ifthe “load CET state” VM-exit control is 1, bits 63:32 in the IA32_S_CET field and in the SSP field are 0. 
e If the “host address-space size” VM-exit control is 1, the following must hold: 

— Bit 5 of the CR4 field (corresponding to CR4.PAE) is 1. 

— The RIP field contains a canonical address. 


— Ifthe “load CET state” VM-exit control is 1, the IA32_S_CET field and the SSP field contain canonical 
addresses. 


e If the “load CET state” VM-exit control is 1, the IA32_INTERRUPT_SSP_TABLE_ADDR field contains a canonical 
address. 


On processors that do not support Intel 64 architecture, checks are performed to ensure that the “IA-32e mode 
guest” VM-entry control and the “host address-space size” VM-exit control are both 0. 


25.3 CHECKING AND LOADING GUEST STATE 


If all checks on the VMX controls and the host-state area pass (see Section 25.2), the following operations take 
place concurrently: (1) the guest-state area of the VMCS is checked to ensure that, after the VM entry completes, 
the state of the logical processor is consistent with IA-32 and Intel 64 architectures; (2) processor state is loaded 
from the guest-state area or as specified by the VM-entry control fields; and (3) address-range monitoring is 
cleared. 


Because the checking and the loading occur concurrently, a failure may be discovered only after some state has 
been loaded. For this reason, the logical processor responds to such failures by loading state from the host-state 
area, as it would for a VM exit. See Section 25.8. 
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25.3.1 Checks on the Guest State Area 


This section describes checks performed on fields in the guest-state area. These checks may be performed in any 
order. Some checks prevent establishment of settings (or combinations of settings) that are currently reserved. 

Future processors may allow such settings (or combinations) and may not perform the corresponding checks. The 
correctness of software should not rely on VM-entry failures resulting from the checks documented in this section. 


The following subsections reference fields that correspond to processor state. Unless otherwise stated, these refer- 
ences are to fields in the guest-state area. 


25.3.1.1 Checks on Guest Control Registers, Debug Registers, and MSRs 
The following checks are performed on fields in the guest-state area corresponding to control registers, debug 
registers, and MSRs: 


¢ The CRO field must not set any bit to a value not supported in VMX operation (see Section 22.8). The following 
are exceptions: 


— Bito Cores pending to CRO.PE) and bit 31 (PG) are not checked if the “unrestricted guest” VM-execution 
control is 1. 


— Bit 29 (corresponding to CRO.NW) and bit 30 (CD) are never checked because the values of these bits are 
not changed by VM entry; see Section 25.3.2.1. 


* If bit 31 in the CRO field (corresponding to PG) is 1, bit 0 in that field (PE) must also be 1.2 
° The CR4 field must not set any bit to a value not supported in VMX operation (see Section 22.8). 
¢ If bit 23 in the CR4 field (corresponding to CET) is 1, bit 16 in the CRO field (WP) must also be 1. 


¢ If the “load debug controls” VM-entry control is 1, bits reserved in the IA32_DEBUGCTL MSR must be 0 in the 
field for that register. The first processors to support the virtual-machine extensions supported only the 1- 
setting of this control and thus performed this check unconditionally. 


¢ The following checks are performed on processors that support Intel 64 architecture: 


— If the “IA-32e mode guest” VM-entry control is 1, bit 31 in the CRO field (corresponding to CRO.PG) and 
bit 5 in the CR4 field (corresponding to CR4.PAE) must each be 1.° 

— Ifthe “IA-32e mode guest” VM-entry control is 0, bit 17 in the CR4 field (corresponding to CR4.PCIDE) 
must be 0. 


— The CR3 field must be such that bits 63:52 and bits in the range 51:32 beyond the processor's physical- 
address width are 0.4" 


— Ifthe “load debug controls” VM-entry control is 1, bits 63:32 in the DR7 field must be 0. The first 
processors to support the virtual-machine extensions supported only the 1-setting of this control and thus 
performed this check unconditionally (if they supported Intel 64 architecture). 


— The IA32_SYSENTER_ESP field and the IA32_SYSENTER_EIP field must each contain a canonical address. 


— Ifthe “load CET state” VM-entry control is 1, the IA32_S_CET field and the 
IA32_INTERRUPT_SSP_TABLE_ADDR field must contain canonical addresses. 


e If the “load IA32_PERF_GLOBAL_CTRL” VM-entry control is 1, bits reserved in the IA32_PERF_GLOBAL_CTRL 
MSR must be 0 in the field for that register (see Figure 18-3). 


1. “Unrestricted quest” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution 
controls is 0, VM entry functions as if the “unrestricted quest” VM-execution control were 0. See Section 23.6.2. 


2. If the capability MSR IA32_VMX_CRO_FIXEDO reports that CRO.PE must be 1 in VMX operation, bit 0 in the CRO field must be 1 
unless the “unrestricted quest” VM-execution control and bit 31 of the primary processor-based VM-execution controls are both 1. 


3. If the capability MSR IA32_VMX_CRO_FIXEDO reports that CRO.PG must be 1 in VMX operation, bit 31 in the CRO field must be 1 
unless the “unrestricted quest” VM-execution control and bit 31 of the primary processor-based VM-execution controls are both 1. 


4, Software can determine a processor's physical-address width by executing CPUID with 8OO00008H in EAX. The physical-address 
width is returned in bits 7:0 of EAX. 


5. Bit 63 of the CR3 field in the quest-state area must be O. This is true even though, If CR4.PCIDE = 1, bit 63 of the source operand to 
MOV to CR3 is used to determine whether cached translation information is invalidated. 
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If the “load IA32_ PAT” VM-entry control is 1, the value of the field for the IA32_PAT MSR must be one that could 
be written by WRMSR without fault at CPL 0. Specifically, each of the 8 bytes in the field must have one of the 
values 0 (UC), 1 (WC), 4 (WT), 5 (WP), 6 (WB), or 7 (UC-). 

If the “load IA32_EFER” VM-entry control is 1, the following checks are performed on the field for the 
IA32_EFER MSR: 

— Bits reserved in the IA32_EFER MSR must be 0. 


— Bit 10 (corresponding to IA32_EFER.LMA) must equal the value of the “IA-32e mode guest” VM-entry 
control. It must also be identical to bit 8 (LME) if bit 31 in the CRO field (corresponding to CRO.PG) is 1.1 


If the “load IA32_BNDCFGS” VM-entry control is 1, the following checks are performed on the field for the 
IA32_BNDCFGS MSR: 


— Bits reserved in the IA32_BNDCFGS MSR must be 0. 
— The linear address in bits 63:12 must be canonical. 


If the “load IA32_RTIT_CTL” VM-entry control is 1, bits reserved in the IA32_RTIT_CTL MSR must be 0 in the 
field for that register (see Table 31-6). 


If the “load CET state” VM-entry control is 1, the IA32_S_CET field must not set any bits reserved in the 
IA32_S_CET MSR, and bit 10 (corresponding to SUPPRESS) and bit 11 (TRACKER) of the field cannot both be 
set. 


If the “load PKRS” VM-entry control is 1, bits 63:32 must be 0 in the IA32_PKRS field. 


25.3.1.2 Checks on Guest Segment Registers 


This section specifies the checks on the fields for CS, SS, DS, ES, FS, GS, TR, and LDTR. The following terms are 
used in defining these checks: 


The guest will be virtual-8086 if the VM flag (bit 17) is 1 in the RFLAGS field in the guest-state area. 


The guest will be IA-32e mode if the “IA-32e mode guest” VM-entry control is 1. (This is possible only on 
processors that support Intel 64 architecture.) 

Any one of these registers is said to be usable if the unusable bit (bit 16) is 0 in the access-rights field for that 
register. 


The following are the checks on these fields: 


Selector fields. 
— TR. The TI flag (bit 2) must be 0. 
— LDTR. If LDTR is usable, the TI flag (bit 2) must be 0. 


— SS. If the guest will not be virtual-8086 and the “unrestricted guest” VM-execution control is 0, the RPL 
(bits 1:0) must equal the RPL of the selector field for CS.? 


Base-address fields. 


— CS, SS, DS, ES, FS, GS. If the guest will be virtual-8086, the address must be the selector field shifted left 
4 bits (multiplied by 16). 


— The following checks are performed on processors that support Intel 64 architecture: 
¢ TR, FS, GS. The address must be canonical. 
¢ LDTR. If LDTR is usable, the address must be canonical. 
¢ CS. Bits 63:32 of the address must be zero. 
¢ SS, DS, ES. If the register is usable, bits 63:32 of the address must be zero. 


If the capability MSR 1IA32_VMX_CRO_FIXEDO reports that CRO.PG must be 1 in VMX operation, bit 31 in the CRO field must be 1 
unless the “unrestricted quest” VM-execution control and bit 31 of the primary processor-based VM-execution controls are both 1. 


“Unrestricted quest” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution 
controls is 0, VM entry functions as if the “unrestricted guest” VM-execution control were O. See Section 23.6.2. 
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¢ Limit fields for CS, SS, DS, ES, FS, GS. If the guest will be virtual-8086, the field must be OOOOFFFFH. 
° Access-rights fields. 
— CS, SS, DS, ES, FS, GS. 
¢ If the guest will be virtual-8086, the field must be OOOOOOF3H. This implies the following: 


Bits 3:0 (Type) must be 3, indicating an expand-up read/write accessed data segment. 
Bit 4 (S) must be 1. 

Bits 6:5 (DPL) must be 3. 

Bit 7 (P) must be 1. 


Bits 11:8 (reserved), bit 12 (software available), bit 13 (reserved/L), bit 14 (D/B), bit 15 (G), 
bit 16 (unusable), and bits 31:17 (reserved) must all be 0. 


¢ If the guest will not be virtual-8086, the different sub-fields are considered separately: 


Bits 3:0 (Type). 


¢ CS. The values allowed depend on the setting of the “unrestricted guest” VM-execution 
control: 


— If the control is 0, the Type must be 9, 11, 13, or 15 (accessed code segment). 


— If the control is 1, the Type must be either 3 (read/write accessed expand-up data 
segment) or one of 9, 11, 13, and 15 (accessed code segment). 


¢ SS. If SS is usable, the Type must be 3 or 7 (read/write, accessed data segment). 
¢ DS, ES, FS, GS. The following checks apply if the register is usable: 
— Bit 0 of the Type must be 1 (accessed). 
— If bit 3 of the Type is 1 (code segment), then bit 1 of the Type must be 1 (readable). 
Bit 4 (S). If the register is CS or if the register is usable, S must be 1. 
Bits 6:5 (DPL). 
* CS. 


— If the Type is 3 (read/write accessed expand-up data segment), the DPL must be 0. The 
Type can be 3 only if the “unrestricted guest” VM-execution control is 1. 


— If the Type is 9 or 11 (non-conforming code segment), the DPL must equal the DPL in the 
access-rights field for SS. 


— If the Type is 13 or 15 (conforming code segment), the DPL cannot be greater than the 
DPL in the access-rights field for SS. 


— If the “unrestricted guest” VM-execution control is 0, the DPL must equal the RPL from the 
selector field. 


— The DPL must be 0 either if the Type in the access-rights field for CS is 3 (read/write 
aebesere expand-up data segment) or if bit 0 in the CRO field (corresponding to CRO.PE) is 
0. 


¢ DS, ES, FS, GS. The DPL cannot be less than the RPL in the selector field if (1) the 
“unrestricted guest” VM-execution control is 0; (2) the register is usable; and (3) the Type in 
the access-rights field is in the range 0 - 11 (data segment or non-conforming code segment). 


Bit 7 (P). If the register is CS or if the register is usable, P must be 1. 
Bits 11:8 (reserved). If the register is CS or if the register is usable, these bits must all be 0. 


1. The following apply if either the “unrestricted quest” VM-execution control or bit 31 of the primary processor-based VM-execution 
controls is 0: (1) bit O in the CRO field must be 1 if the capability MSR IA32_VMX_CRO_FIXEDO reports that CRO.PE must be 1 in 
VMX operation; and (2) the Type in the access-rights field for CS cannot be 3. 
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— Bit 14 (D/B). For CS, D/B must be 0 if the guest will be IA-32e mode and the L bit (bit 13) in the 
access-rights field is 1. 


— Bit 15 (G). The following checks apply if the register is CS or if the register is usable: 
¢ If any bit in the limit field in the range 11:0 is 0, G must be 0. 
¢ If any bit in the limit field in the range 31:20 is 1, G must be 1. 
— Bits 31:17 (reserved). If the register is CS or if the register is usable, these bits must all be 0. 
— TR. The different sub-fields are considered separately: 
¢ Bits 3:0 (Type). 


— If the guest will not be IA-32e mode, the Type must be 3 (16-bit busy TSS) or 11 (32-bit busy 
TSS). 


— If the guest will be IA-32e mode, the Type must be 11 (64-bit busy TSS). 
¢ Bit 4(S). S must be 0. 
¢ Bit 7 (P). P must be 1. 
¢ Bits 11:8 (reserved). These bits must all be 0. 
* Bit 15 (G). 
— If any bit in the limit field in the range 11:0 is 0, G must be 0. 
— If any bit in the limit field in the range 31:20 is 1, G must be 1. 
¢ Bit 16 (Unusable). The unusable bit must be 0. 
¢ Bits 31:17 (reserved). These bits must all be 0. 
— LDTR. The following checks on the different sub-fields apply only if LDTR is usable: 
¢ Bits 3:0 (Type). The Type must be 2 (LDT). 
¢ Bit 4(S). S must be 0. 
¢ Bit 7 (P). P must be 1. 
¢ Bits 11:8 (reserved). These bits must all be 0. 
* Bit 15 (G). 
— If any bit in the limit field in the range 11:0 is 0, G must be 0. 
— If any bit in the limit field in the range 31:20 is 1, G must be 1. 
¢ Bits 31:17 (reserved). These bits must all be 0. 


25.3.1.3 Checks on Guest Descriptor-Table Registers 

The following checks are performed on the fields for GDTR and IDTR: 

* On processors that support Intel 64 architecture, the base-address fields must contain canonical addresses. 
¢ Bits 31:16 of each limit field must be 0. 


25.3.1.4 Checks on Guest RIP, RFLAGS, and SSP 


The following checks are performed on fields in the guest-state area corresponding to RIP, RFLAGS, and SSP 
(shadow-stack pointer): 


° RIP. The following checks are performed on processors that support Intel 64 architecture: 


— Bits 63:32 must be 0 if the “IA-32e mode guest” VM-entry control is 0 or if the L bit (bit 13) in the access- 
rights field for CS is 0. 


— Ifthe processor supports N < 64 linear-address bits, bits 63:N must be identical if the “IA-32e mode guest” 
VM-entry control is 1 and the L bit in the access-rights field for CS is 1.1 (No check applies if the processor 
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supports 64 linear-address bits.) The guest RIP value is not required to be canonical; the value of bit N-1 
may differ from that of bit N. 


° RFLAGS. 


— Reserved bits 63:22 (bits 31:22 on processors that do not support Intel 64 architecture), bit 15, bit 5 and 
bit 3 must be 0 in the field, and reserved bit 1 must be 1. 


— The VM flag (bit 17) must be 0 either if the “IA-32e mode guest” VM-entry control is 1 or if bit 0 in the CRO 
field (corresponding to CRO.PE) is 0.1 


— The IF flag (RFLAGS[bit 9]) must be 1 if the valid bit (bit 31) in the VM-entry interruption-information field 
is 1 and the interruption type (bits 10:8) is external interrupt. 


° SSP. The following checks are performed if the “load CET state” VM-entry control is 1 
— Bits 1:0 must be 0. 


— Ifthe processor supports the Intel 64 architecture, bits 63:N must be identical, where N is the CPU’s 
maximum linear-address width. (This check does not apply if the processor supports 64 linear-address 
bits.) The guest SSP value is not required to be canonical; the value of bit N-1 may differ from that of bit N. 


25.3.1.5 Checks on Guest Non-Register State 
The following checks are performed on fields in the guest-state area corresponding to non-register state: 
° Activity state. 


— The activity-state field must contain a value in the range 0 — 3, indicating an activity state supported by the 
implementation (see Section 23.4.2). Future processors may include support for other activity states. 
Software should read the VMX capability MSR IA32_VMX_MISC (see Appendix A.6) to determine what 
activity states are supported. 


— The activity State field must not indicate the HLT state if the DPL (bits 6:5) in the access-rights field for SS 
is not O. 


— The activity-state field must indicate the active state if the interruptibility-state field indicates blocking by 
either MOV-SS or by STI (if either bit O or bit 1 in that field is 1). 


— If the valid bit (bit 31) in the VM-entry interruption-information field is 1, the interruption to be delivered 
(as defined by interruption type and vector) must not be one that would normally be blocked while a logical 
processor is in the activity state corresponding to the contents of the activity-state field. The following 
items enumerate the interruptions (as specified in the VM-entry interruption-information field) whose 
injection is allowed for the different activity states: 


¢ Active. Any interruption is allowed. 
¢ HLT. The only events allowed are the following: 
— Those with interruption type external interrupt or non-maskable interrupt (NMI). 


— Those with interruption type hardware exception and vector 1 (debug exception) or vector 18 
(machine-check exception). 


— Those with interruption type other event and vector 0 (pending MTF VM exit). 


See Table 23-15 in Section 23.8.3 for details regarding the format of the VM-entry interruption- 
information field. 


¢ Shutdown. Only NMIs and machine-check exceptions are allowed. 
¢ Wait-for-SIPI. No interruptions are allowed. 


1. Software can determine the number N by executing CPUID with 8OOO0008H in EAX. The number of linear-address bits supported is 
returned in bits 15:8 of EAX. 


1. If the capability MSR IA32_VMX_CRO_FIXEDO reports that CRO.PE must be 1 in VMX operation, bit 0 in the CRO field must be 1 
unless the “unrestricted quest” VM-execution control and bit 31 of the primary processor-based VM-execution controls are both 1. 


2. As noted in Section 23.4.1, SS.DPL corresponds to the logical processor's current privilege level (CPL). 
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— The activity-state field must not indicate the wait-for-SIPI state if the “entry to SMM” VM-entry control is 1. 
* Interruptibility state. 

— The reserved bits (bits 31:5) must be 0. 

— The field cannot indicate blocking by both STI and MOV SS (bits 0 and 1 cannot both be 1). 

— Bit 0 (blocking by STI) must be 0 if the IF flag (bit 9) is 0 in the RFLAGS field. 


— Bit 0 (blocking by STI) and bit 1 (blocking by MOV-SS) must both be 0 if the valid bit (bit 31) in the 
VM-entry interruption-information field is 1 and the interruption type (bits 10:8) in that field has value 0, 
indicating external interrupt, or value 2, indicating non-maskable interrupt (NMI). 


— Bit 2 (blocking by SMI) must be 0 if the processor is not in SMM. 
— Bit 2 (blocking by SMI) must be 1 if the “entry to SMM” VM-entry control is 1. 


— Bit 3 (blocking by NMI) must be 0 if the “virtual NMIs” VM-execution control is 1, the valid bit (bit 31) in the 
VM-entry interruption-information field is 1, and the interruption type (bits 10:8) in that field has value 2 
(indicating NMI). 


— If bit 4 (enclave interruption) is 1, bit 1 (blocking by MOV-SS) must be 0 and the processor must support 
for SGX by enumerating CPUID.(EAX=07H,ECX=0):EBX.SGX[bit 2] as 1. 


NOTE 


If the “virtual NMIs” VM-execution control is 0, there is no requirement that bit 3 be 0 if the valid bit 
in the VM-entry interruption-information field is 1 and the interruption type in that field has value 2. 


¢ Pending debug exceptions. 


— Bits 11:4, bit 13, bit 15, and bits 63:17 (bits 31:17 on processors that do not support Intel 64 architecture) 
must be 0. 


— The following checks are performed if any of the following holds: (1) the interruptibility-state field indicates 
blocking by STI (bit O in that field is 1); (2) the interruptibility-state field indicates blocking by MOV SS 
(bit 1 in that field is 1); or (3) the activity-state field indicates HLT: 


¢ Bit 14 (BS) must be 1 if the TF flag (bit 8) in the RFLAGS field is 1 and the BTF flag (bit 1) in the 
IA32_DEBUGCTL field is 0. 


¢ Bit 14 (BS) must be 0 if the TF flag (bit 8) in the RFLAGS field is 0 or the BTF flag (bit 1) in the 
IA32_DEBUGCTL field is 1. 


— The following checks are performed if bit 16 (RTM) is 1: 


¢ Bits 11:0, bits 15:13, and bits 63:17 (bits 31:17 on processors that do not support Intel 64 archi- 
tecture) must be 0; bit 12 must be 1. 


¢ The processor must support for RTM by enumerating CPUID.(EAX=07H,ECX=0):EBX[bit 11] as 1. 
¢ The interruptibility-state field must not indicate blocking by MOV SS (bit 1 in that field must be 0). 
¢ VMCS link pointer. The following checks apply if the field contains a value other than FFFFFFFF_FFFFFFFFH: 
— Bits 11:0 must be 0. 
— Bits beyond the processor's physical-address width must be 0.1/2 


— The 4 bytes located in memory referenced by the value of the field (as a physical address) must satisfy the 
following: 


* Bits 30:0 must contain the processor’s VMCS revision identifier (see Section 23.2).° 


1. Software can determine a processor's physical-address width by executing CPUID with BOOO0008H in EAX. The physical-address 
width is returned in bits 7:0 of EAX. 


2. If 1A32_VMX_BASIC[48] is read as 1, this field must not set any bits in the range 63:32; see Appendix A.1. 


3. Earlier versions of this manual specified that the VMCS revision identifier was a 32-bit field. For all processors produced prior to this 
change, bit 31 of the VMCS revision identifier was 0. 
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* Bit 31 must contain the setting of the “VMCS shadowing” VM-execution control.! This implies that the 
referenced VMCS is a shadow VMCS (see Section 23.10) if and only if the “VMCS shadowing” VM- 
execution control is 1. 


— If the processor is not in SMM or the “entry to SMM” VM-entry control is 1, the field must not contain the 
current VMCS pointer. 


— If the processor is in SMM and the “entry to SMM” VM-entry control is 0, the field must differ from the 
executive-VMCS pointer. 


25.3.1.6 Checks on Guest Page-Directory-Pointer-Table Entries 


If CRO.PG =1, CR4.PAE = 1, and IA32_EFER.LME = 0, the logical processor uses PAE paging (see Section 4.4 in 
the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A).2 When PAE paging is in use, the 
physical address in CR3 references a table of page-directory-pointer-table entries (PDPTEs). A MOV to CR3 
when PAE paging is in use checks the validity of the PDPTEs. 


A VM entry is to a guest that uses PAE paging if (1) bit 31 (corresponding to CRO.PG) is set in the CRO field in the 
guest-state area; (2) bit 5 (corresponding to CR4.PAE) is set in the CR4 field; and (3) the “IA-32e mode guest” 
VM-entry control is 0. Such a VM entry checks the validity of the PDPTEs: 


e If the “enable EPT” VM-execution control is 0, VM entry checks the validity of the PDPTEs referenced by the CR3 
field in the guest-state area if either (1) PAE paging was not in use before the VM entry; or (2) the value of CR3 
is changing as a result of the VM entry. VM entry may check their validity even if neither (1) nor (2) hold.? 


¢ If the “enable EPT” VM-execution control is 1, VM entry checks the validity of the PDPTE fields in the guest- 
state area (see Section 23.4.2). 


A VM entry to a guest that does not use PAE paging does not check the validity of any PDPTEs. 


A VM entry that checks the validity of the PDPTEs uses the same checks that are used when CR3 is loaded with 
MOV to CR3 when PAE paging is in use.* If MOV to CR3 would cause a general-protection exception due to the 
PDPTEs that would be loaded (e.g., because a reserved bit is set), the VM entry fails. 


25.3.2 Loading Guest State 


Processor state is updated on VM entries in the following ways: 

¢ Some state is loaded from the guest-state area. 

¢ Some state is determined by VM-entry controls. 

¢ The page-directory pointers are loaded based on the values of certain control registers. 


This loading may be performed in any order and in parallel with the checking of VMCS contents (see Section 
25.3.1). 


The loading of guest state is detailed in Section 25.3.2.1 to Section 25.3.2.4. These sections reference VMCS fields 
that correspond to processor state. Unless otherwise stated, these references are to fields in the guest-state area. 


In addition to the state loading described in this section, VM entries may load MSRs from the VM-entry MSR-load 
area (see Section 25.4). This loading occurs only after the state loading described in this section and the checking 
of VMCS contents described in Section 25.3.1. 


1. “VMCS shadowing" is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based V/M-execution 
controls is 0, VM entry functions as if the “VMCS shadowing” VM-execution control were 0. See Section 23.6.2. 

2. On processors that support Intel 64 architecture, the physical-address extension may support more than 36 physical-address bits. 
Software can determine the number physical-address bits supported by executing CPUID with BOOOOOO8H in EAX. The physical- 
address width is returned in bits 7:0 of EAX. 

3. “Enable EPT” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution controls 
is 0, VM entry functions as if the “enable EPT” VM-execution control were O. See Section 23.6.2. 

4. This implies that (1) bits 11:9 in each PDPTE are ignored; and (2) if bit O (present) is clear in one of the PDPTEs, bits 63:1 of that 
PDPTE are ignored. 
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25.3.2.1 Loading Guest Control Registers, Debug Registers, and MSRs 


The following items describe how guest control registers, debug registers, and MSRs are loaded on VM entry: 


CRO is loaded from the CRO field with the exception of the following bits, which are never modified on VM entry: 
ET (bit 4); reserved bits 15:6, 17, and 28:19; NW (bit 29) and CD (bit 30).! The values of these bits in the CRO 
field are ignored. 


CR3 and CR4 are loaded from the CR3 field and the CR4 field, respectively. 


If the “load debug controls” VM-entry control is 1, DR7 is loaded from the DR7 field with the exception that 
bit 12 and bits 15:14 are always 0 and bit 10 is always 1. The values of these bits in the DR7 field are ignored. 


The first processors to support the virtual-machine extensions supported only the i-setting of the “load 
debug controls” VM-entry control and thus always loaded DR7 from the DR7 field. 


The following describes how certain MSRs are loaded using fields in the guest-state area: 


— Ifthe “load debug controls” VM-entry control is 1, the IA32_DEBUGCTL MSR is loaded from the 
IA32_DEBUGCTL field. The first processors to support the virtual-machine extensions supported only the 1- 
setting of this control and thus always loaded the IA32_DEBUGCTL MSR from the IA32_DEBUGCTL field. 


— The IA32_SYSENTER_CS MSR is loaded from the IA32_SYSENTER_CS field. Since this field has only 32 bits, 
bits 63:32 of the MSR are cleared to O. 


— The IA32_SYSENTER_ESP and IA32_SYSENTER_EIP MSRs are loaded from the IA32_SYSENTER_ESP field 
and the IA32_SYSENTER_EIP field, respectively. On processors that do not support Intel 64 architecture, 
these fields have only 32 bits; bits 63:32 of the MSRs are cleared to 0. 


— The following are performed on processors that support Intel 64 architecture: 


¢ The MSRs FS.base and GS.base are loaded from the base-address fields for FS and GS, respectively 
(see Section 25.3.2.2). 


¢ If the “load IA32_EFER” VM-entry control is 0, bits in the IA32_EFER MSR are modified as follows: 
— IA32_EFER.LMA is loaded with the setting of the “IA-32e mode guest” VM-entry control. 


— If CRO is being loaded so that CRO.PG = 1, IA32_EFER.LME is also loaded with the setting of the 
“IA-32e mode guest” VM-entry control. Otherwise, IA32_EFER.LME is unmodified. 


See below for the case in which the “load IA32_EFER” VM-entry control is 1 


— Ifthe “load IA32_PERF_GLOBAL_CTRL” VM-entry control is 1, the IA32_PERF_GLOBAL_CTRL MSR is loaded 
from the IA32_PERF_GLOBAL_CTRL field. 


— If the “load IA32_PAT” VM-entry control is 1, the IA32_PAT MSR is loaded from the IA32_PAT field. 
— Ifthe “load IA32_EFER” VM-entry control is 1, the IA32_EFER MSR is loaded from the IA32_EFER field. 


— Ifthe “load IA32_BNDCFGS” VM-entry control is 1, the IA32_BNDCFGS MSR is loaded from the 
IA32_BNDCFGS field. 


— Ifthe “load IA32_RTIT_CTL” VM-entry control is 1, the IA32_RTIT_CTL MSR is loaded from the 
IA32_RTIT_CTL field. 


— Ifthe “load CET” VM-entry control is 1, the IA32_S_CET and IA32_INTERRUPT_SSP_TABLE_ADDR MSRs 
are loaded from the IA32_S_CET field and the IA32_INTERRUPT_SSP_TABLE_ADDR field, respectively. On 
processors that do not support Intel 64 architecture, these fields have only 32 bits; bits 63:32 of the MSRs 
are cleared to 0. 


— Ifthe “load PKRS” VM-entry control is 1, the IA32_PKRS MSR is loaded from the IA32_PKRS field. 


With the exception of FS.base and GS.base, any of these MSRs is subsequently overwritten if it appears in the 
VM-entry MSR-load area. See Section 25.4. 


. Bits 15:6, bit 17, and bit 28:19 of CRO and CRO.ET are unchanged by executions of MOV to CRO. Bits 15:6, bit 17, and bit 28:19 of 


CRO are always O and CRO.ET is always 1. 

If the capability MSR 1[A32_VMX_CRO_FIXEDO reports that CRO.PG must be 1 in VMX operation, VM entry must be loading CRO so 
that CRO.PG = 1 unless the “unrestricted quest” VM-execution control and bit 31 of the primary processor-based VM-execution con- 
trols are both 1. 
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The SMBASE register is unmodified by all VM entries except those that return from SMM. 


25.3.2.2 Loading Guest Segment Registers and Descriptor-Table Registers 
For each of CS, SS, DS, ES, FS, GS, TR, and LDTR, fields are loaded from the guest-state area as follows: 


The unusable bit is loaded from the access-rights field. This bit can never be set for TR (see Section 25.3.1.2). 
If it is set for one of the other registers, the following apply: 


— For each of CS, SS, DS, ES, FS, and GS, uses of the segment cause faults (general-protection exception or 
stack-fault exception) outside 64-bit mode, just as they would had the segment been loaded using a null 
selector. This bit does not cause accesses to fault in 64-bit mode. 


— If this bit is set for LDTR, uses of LDTR cause general-protection exceptions in all modes, just as they would 
had LDTR been loaded using a null selector. 


If this bit is clear for any of CS, SS, DS, ES, FS, GS, TR, and LDTR, a null selector value does not cause a fault 
(general-protection exception or stack-fault exception). 


TR. The selector, base, limit, and access-rights fields are loaded. 
cs. 


— The following fields are always loaded: selector, base address, limit, and (from the access-rights field) the 
L, D, and G bits. 


— For the other fields, the unusable bit of the access-rights field is consulted: 
¢ If the unusable bit is 0, all of the access-rights field is loaded. 
¢ Ifthe unusable bit is 1, the remainder of CS access rights are undefined after VM entry. 
SS, DS, ES, FS, GS, and LDTR. 
— The selector fields are loaded. 
— For the other fields, the unusable bit of the corresponding access-rights field is consulted: 


¢ If the unusable bit is 0, the base-address, limit, and access-rights fields are loaded. 


¢ If the unusable bit is 1, the base address, the segment limit, and the remainder of the access rights are 
undefined after VM entry with the following exceptions: 


— Bits 3:0 of the base address for SS are cleared to 0. 


— SS.DPL is always loaded from the SS access-rights field. This will be the current privilege level 
(CPL) after the VM entry completes. 


— SS.B is always set to 1. 


— The base addresses for FS and GS are loaded from the corresponding fields in the VMCS. On 
processors that support Intel 64 architecture, the values loaded for base addresses for FS and GS 
are also manifest in the FS.base and GS.base MSRs. 


— On processors that support Intel 64 architecture, the base address for LDTR is set to an undefined 
but canonical value. 


— On processors that support Intel 64 architecture, bits 63:32 of the base addresses for SS, DS, and 
ES are cleared to 0. 


GDTR and IDTR are loaded using the base and limit fields. 


25.3.2.3 Loading Guest RIP, RSP, RFLAGS, and SSP 

RSP, RIP, and RFLAGS are loaded from the RSP field, the RIP field, and the RFLAGS field, respectively. 
If the “load CET” VM-entry control is 1, SSP (shadow-stack pointer) is loaded from the SSP field. 

The following items regard the upper 32 bits of these fields on VM entries that are not to 64-bit mode: 


Bits 63:32 of RSP are undefined outside 64-bit mode. Thus, a logical processor may ignore the contents of 
bits 63:32 of the RSP field on VM entries that are not to 64-bit mode. 
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° As noted in Section 25.3.1.4, bits 63:32 of the RIP and RFLAGS fields must be 0 on VM entries that are not to 
64-bit mode. (The same is true for SSP for VM entries that are not to 64-bit mode when the “load CET” VM- 
entry control is 1.) 


25.3.2.4 Loading Page-Directory-Pointer-Table Entries 


As noted in Section 25.3.1.6, the logical processor uses PAE paging if CRO.PG = 1, CR4.PAE = 1, and 
IA32_EFER.LME = 0. AVM entry to a guest that uses PAE paging loads the PDPTEs into internal, non-architectural 
registers based on the setting of the “enable EPT” VM-execution control: 


¢ If the control is 0, the PDPTEs are loaded from the page-directory-pointer table referenced by the physical 
address in the value of CR3 being loaded by the VM entry (see Section 25.3.2.1). The values loaded are treated 
as physical addresses in VMX non-root operation. 


¢ If the control is 1, the PDPTEs are loaded from corresponding fields in the guest-state area (see Section 
23.4.2). The values loaded are treated as guest-physical addresses in VMX non-root operation. 


25.3.2.5 Updating Non-Register State 


Section 27.3 describes how the VMX architecture controls how a logical processor manages information in the TLBs 
and paging-structure caches. The following items detail how VM entries invalidate cached mappings: 


e If the “enable VPID” VM-execution control is 0, the logical processor invalidates linear mappings and combined 
mappings associated with VPID OOOOH (for all PCIDs); combined mappings for VPID OOOOH are invalidated for 
all EP4TA values (EP4TA is the value of bits 51:12 of EPTP). 


e VM entries are not required to invalidate any guest-physical mappings, nor are they required to invalidate any 
linear mappings or combined mappings if the “enable VPID” VM-execution control is 1. 


If the “virtual-interrupt delivery” VM-execution control is 1, VM entry loads the values of RVI and SVI from the 
guest interrupt-status field in the VMCS (see Section 23.4.2). After doing so, the logical processor first causes PPR 
virtualization (Section 28.1.3) and then evaluates pending virtual interrupts (Section 28.2.1). 

If a virtual interrupt is recognized, it may be delivered in VMX non-root operation immediately after VM entry 


(including any specified event injection) completes; see Section 25.7.5. See Section 28.2.2 for details regarding 
the delivery of virtual interrupts. 


25.3.3. Clearing Address-Range Monitoring 


The Intel 64 and IA-32 architectures allow software to monitor a specified address range using the MONITOR and 
MWAIT instructions. See Section 8.10.4 in the Inte!® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3A. VM entries clear any address-range monitoring that may be in effect. 


25.4 LOADING MSRS 


VM entries may load MSRs from the VM-entry MSR-load area (see Section 23.8.2). Specifically each entry in that 
area (up to the number specified in the VM-entry MSR-load count) is processed in order by loading the MSR indexed 
by bits 31:0 with the contents of bits 127:64 as they would be written by WRMSR.? 


Processing of an entry fails in any of the following cases: 
° The value of bits 31:0 is either COO00100H (the IA32_FS_BASE MSR) or C0000101 (the IA32_GS_BASE MSR). 


¢ The value of bits 31:8 is OO0008H, meaning that the indexed MSR is one that allows access to an APIC register 
when the local APIC is in x2APIC mode. 


¢ The value of bits 31:0 indicates an MSR that can be written only in system-management mode (SMM) and the 
VM entry did not commence in SMM. (IA32_SMM_MONITOR_CTL is an MSR that can be written only in SMM.) 


1. Because attempts to modify the value of IA32_EFER.LMA by WRMSR are ignored, attempts to modify it using the VM-entry MSR- 
load area are also ignored. 
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° The value of bits 31:0 indicates an MSR that cannot be loaded on VM entries for model-specific reasons. A 
processor may prevent loading of certain MSRs even if they can normally be written by WRMSR. Such model- 
specific behavior is documented in Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 4. 


¢ =6Bits 63:32 are not all 0. 


¢ Anattempt to write bits 127:64 to the MSR indexed by bits 31:0 of the entry would cause a general-protection 
exception if executed via WRMSR with CPL = 0.! 


The VM entry fails if processing fails for any entry. The logical processor responds to such failures by loading state 
from the host-state area, as it would for a VM exit. See Section 25.8. 


If any MSR is being loaded in such a way that would architecturally require a TLB flush, the TLBs are updated so 
that, after VM entry, the logical processor will not use any translations that were cached before the transition. 


25.5 TRACE-ADDRESS PRE-TRANSLATION (TAPT) 


When the “Intel PT uses guest physical addresses” VM-execution control is 1, the addresses used by Intel PT are 
treated as guest-physical addresses, and these are translated to physical addresses using EPT. 


VM entry uses trace-address pre-translation (TAPT) to prevent buffered trace data from being lost due to an 
EPT violation; see Section 24.5.4.2. VM entry uses TAPT only if Intel PT will be enabled following VM entry 
(IA32_RTIT_CTL.TraceEn = 1) and only if the “Intel PT uses guest physical addresses” VM-execution control is 1 


As noted in Section 24.5.4, TAPT may cause a VM exit due to an EPT violation, EPT misconfiguration, page-modifi- 
cation log-full event, or APIC access. If such a VM exit occurs as a result of TAPT during VM entry, the VM exit oper- 
ates as if it had occurred in VMX non-root operation after the VM entry completed (in the guest context). 


If TAPT during VM entry causes a VM exit, the VM entry does not perform event injection (Section 25.6), even if the 
valid bit in the VM-entry interruption-information field is 1. Such VM exits save the contents of VM-entry interrup- 
tion-information and VM-entry exception error code fields into the IDT-vectoring information and IDT-vectoring 
error code fields, respectively. 


25.6 EVENT INJECTION 


If the valid bit in the VM-entry interruption-information field (see Section 23.8.3) is 1, VM entry causes an event to 
be delivered (or made pending) after all components of guest state have been loaded (including MSRs) and after 
the VM-execution control fields have been established. 


¢ If the interruption type in the field is 0 (external interrupt), 2 (non-maskable interrupt); 3 (hardware 
exception), 4 (software interrupt), 5 (privileged software exception), or 6 (software exception), the event is 
delivered as described in Section 25.6.1. 


¢ If the interruption type in the field is 7 (other event) and the vector field is 0, an MTF VM exit is pending after 
VM entry. See Section 25.6.2. 


25.6.1 Vectored-Event Injection 


VM entry delivers an injected vectored event within the guest context established by VM entry. This means that 
delivery occurs after all components of guest state have been loaded (including MSRs) and after the VM-execution 


1. If CRO.PG = 1, WRMSR to the IA32_EFER MSR causes a general-protection exception if it would modify the LME bit. If VM entry has 
established CRO.PG = 1, the IA32_EFER MSR should not be included in the VM-entry MSR-load area for the purpose of modifying the 
LME bit. 
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control fields have been established.! The event is delivered using the vector in that field to select a descriptor in 
the IDT. Since event injection occurs after loading IDTR from the guest-state area, this is the guest IDT. 


Section 25.6.1.1 provides details of vectored-event injection. In general, the event is delivered exactly as if it had 
been generated normally. 


If event delivery encounters a nested exception (for example, a general-protection exception because the vector 
indicates a descriptor beyond the IDT limit), the exception bitmap is consulted using the vector of that exception: 


e If the bit for the nested exception is 0, the nested exception is delivered normally. If the nested exception is 
benign, it is delivered through the IDT. If it is contributory or a page fault, a double fault may be generated, 
depending on the nature of the event whose delivery encountered the nested exception. See Chapter 6, 
“Interrupt 8—Double Fault Exception (#DF)” in Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3A.2 


e If the bit for the nested exception is 1, a VM exit occurs. Section 25.6.1.2 details cases in which event injection 
causes a VM exit. 


25.6.1.1. Details of Vectored-Event Injection 


The event-injection process is controlled by the contents of the VM-entry interruption information field (format 
given in Table 23-15), the VM-entry exception error-code field, and the VM-entry instruction-length field. The 
following items provide details of the process: 


¢ The value pushed on the stack for RFLAGS is generally that which was loaded from the guest-state area. The 
value pushed for the RF flag is not modified based on the type of event being delivered. However, the pushed 
value of RFLAGS may be modified if a software interrupt is being injected into a guest that will be in virtual- 
8086 mode (see below). After RFLAGS is pushed on the stack, the value in the RFLAGS register is modified as 
is done normally when delivering an event through the IDT. 


¢ The instruction pointer that is pushed on the stack depends on the type of event and whether nested exceptions 
occur during its delivery. The term current guest RIP refers to the value to be loaded from the guest-state 
area. The value pushed is determined as follows: 


— If VM entry successfully injects (with no nested exception) an event with interruption type external 
interrupt, NMI, or hardware exception, the current guest RIP is pushed on the stack. 


— If VM entry successfully injects (with no nested exception) an event with interruption type software 
interrupt, privileged software exception, or software exception, the current guest RIP is incremented by the 
VM-entry instruction length before being pushed on the stack. 


— If VM entry encounters an exception while injecting an event and that exception does not cause a VM exit, 
the current guest RIP is pushed on the stack regardless of event type or VM-entry instruction length. If the 
encountered exception does cause a VM exit that saves RIP, the saved RIP is current guest RIP. 


° If the deliver-error-code bit (bit 11) is set in the VM-entry interruption-information field, the contents of the 
VM-entry exception error-code field is pushed on the stack as an error code would be pushed during delivery of 
an exception. 


° DR6, DR7, and the IA32_DEBUGCTL MSR are not modified by event injection, even if the event has vector 1 
(normal deliveries of debug exceptions, which have vector 1, do update these registers). 


° If VM entry is injecting a software interrupt and the guest will be in virtual-8086 mode (RFLAGS.VM = 1), no 
general-protection exception can occur due to RFLAGS.IOPL < 3. A VM monitor should check RFLAGS.IOPL 
before injecting such an event and, if desired, inject a general-protection exception instead of a software 
interrupt. 


1. This does not imply that injection of an exception or interrupt will cause a VM exit due to the settings of VM-execution control fields 
(such as the exception bitmap) that would cause a VM exit if the event had occurred in VMX non-root operation. In contrast, a nested 
exception encountered during event delivery may cause a VM exit; see Section 25.6.1.1. 

2. Hardware exceptions with the following unused vectors are considered benign: 15 and 21-31. A hardware exception with vector 20 
is considered benign unless the processor supports the 1-setting of the “EPT-violation #VE” VM-execution control; in that case, it 
has the same severity as page faults. 


3. While these items refer to RIP, the width of the value pushed (16 bits, 32 bits, or 64 bits) is determined normally. 
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If VM entry is injecting a software interrupt and the guest will be in virtual-8086 mode with virtual-8086 mode 
extensions (RFLAGS.VM = CR4.VME = 1), event delivery is subject to VME-based interrupt redirection based 
on the software interrupt redirection bitmap in the task-state segment (TSS) as follows: 


— If bit nin the bitmap is clear (where n is the number of the software interrupt), the interrupt is directed to 
an 8086 program interrupt handler: the processor uses a 16-bit interrupt-vector table (IVT) located at 
linear address zero. If the value of RFLAGS.IOPL is less than 3, the following modifications are made to the 
value of RFLAGS that is pushed on the stack: IOPL is set to 3, and IF is set to the value of VIF. 


— If bit nin the bitmap is set (where n is the number of the software interrupt), the interrupt is directed to a 
protected-mode interrupt handler. (In other words, the injection is treated as described in the next item.) 
In this case, the software interrupt does not invoke such a handler if RFLAGS.IOPL < 3 (a general- 
protection exception occurs instead). However, as noted above, RFLAGS.IOPL cannot cause an injected 
software interrupt to cause such a exception. Thus, in this case, the injection invokes a protected-mode 
interrupt handler independent of the value of RFLAGS.IOPL. 


Injection of events of other types are not subject to this redirection. 


If VM entry is injecting a software interrupt (not redirected as described above) or software exception, privilege 
checking is performed on the IDT descriptor being accessed as would be the case for executions of INT n, INT3, 
or INTO (the descriptor’s DPL cannot be less than CPL). There is no checking of RFLAGS.IOPL, even if the guest 
will be in virtual-8086 mode. Failure of this check may lead to a nested exception. Injection of an event with 
interruption type external interrupt, NMI, hardware exception, and privileged software exception, or with inter- 
ruption type software interrupt and being redirected as described above, do not perform these checks. 


If VM entry is injecting a non-maskable interrupt (NMI) and the “virtual NMIs” VM-execution control is 1, 
virtual-NMI blocking is in effect after VM entry. 

The transition causes a last-branch record to be logged if the LBR bit is set in the IA32_ DEBUGCTL MSR. This is 
true even for events such as debug exceptions, which normally clear the LBR bit before delivery. 

The last-exception record MSRs (LERs) may be updated based on the setting of the LBR bit in the 
IA32_DEBUGCTL MSR. Events such as debug exceptions, which normally clear the LBR bit before they are 
delivered, and therefore do not normally update the LERs, may do so as part of VM-entry event injection. 


If injection of an event encounters a nested exception, the value of the EXT bit (bit 0) in any error code for that 
nested exception is determined as follows: 


— If event being injected has interruption type external interrupt, NMI, hardware exception, or privileged 
software exception and encounters a nested exception (but does not produce a double fault), the error code 
for that exception sets the EXT bit. 


— If event being injected is a software interrupt or a software exception and encounters a nested exception, 
the error code for that exception clears the EXT bit. 


— If event delivery encounters a nested exception and delivery of that exception encounters another 
exception (but does not produce a double fault), the error code for that exception sets the EXT bit. 


— Ifa double fault is produced, the error code for the double fault is OOOOH (the EXT bit is clear). 


25.6.1.2 VM Exits During Event Injection 


An event being injected never causes a VM exit directly regardless of the settings of the VM-execution controls. For 
example, setting the “NMI exiting” VM-execution control to 1 does not cause a VM exit due to injection of an NMI. 


However, the event-delivery process may lead to a VM exit: 


If the vector in the VM-entry interruption-information field identifies a task gate in the IDT, the attempted task 
switch may cause a VM exit just as it would had the injected event occurred during normal execution in VMX 
non-root operation (see Section 24.4.2). 


If event delivery encounters a nested exception, a VM exit may occur depending on the contents of the 
exception bitmap (see Section 24.2). 


If event delivery generates a double-fault exception (due to a nested exception); the logical processor 
encounters another nested exception while attempting to call the double-fault handler; and that exception does 
not cause a VM exit due to the exception bitmap; then a VM exit occurs due to triple fault (see Section 24.2). 
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° If event delivery injects a double-fault exception and encounters a nested exception that does not cause a 
VM exit due to the exception bitmap, then a VM exit occurs due to triple fault (see Section 24.2). 


e If the “virtualize APIC accesses” VM-execution control is 1 and event delivery generates an access to the APIC- 
access page, that access is treated as described in Section 28.4 and may cause a VM exit.! 


If the event-delivery process does cause a VM exit, the processor state before the VM exit is determined just as it 
would be had the injected event occurred during normal execution in VMX non-root operation. If the injected event 
directly accesses a task gate that cause a VM exit or if the first nested exception encountered causes a VM exit, 
information about the injected event is saved in the IDT-vectoring information field (see Section 26.2.4). 


25.6.1.3 Event Injection for VM Entries to Real-Address Mode 


If VM entry is loading CRO.PE with 0, any injected vectored event is delivered as would normally be done in real- 
address mode.? Specifically, VM entry uses the vector provided in the VM-entry interruption-information field to 
select a 4-byte entry from an interrupt-vector table at the linear address in IDTR.base. Further details are provided 
in Section 15.1.4 in Volume 3A of the JA-32 Intel® Architecture Software Developer’s Manual. 


Because bit 11 (deliver error code) in the VM-entry interruption-information field must be 0 if CRO.PE will be 0 after 
VM entry (see Section 25.2.1.3), vectored events injected with CRO.PE = 0 do not push an error code on the stack. 
This is consistent with event delivery in real-address mode. 


If event delivery encounters a fault (due to a violation of IDTR. limit or of SS.limit), the fault is treated as if it had 
occurred during event delivery in VMX non-root operation. Such a fault may lead to a VM exit as discussed in 
Section 25.6.1.2. 


25.6.2 Injection of Pending MTF VM Exits 


If the interruption type in the VM-entry interruption-information field is 7 (other event) and the vector field is 0, 
VM entry causes an MTF VM exit to be pending on the instruction boundary following VM entry. This is the case 
even if the “monitor trap flag” VM-execution control is 0. See Section 24.5.2 for the treatment of pending MTF 
VM exits. 


25.7. SPECIAL FEATURES OF VM ENTRY 


This section details a variety of features of VM entry. It uses the following terminology: a VM entry is vectoring if 
the valid bit (bit 31) of the VM-entry interruption information field is 1 and the interruption type in the field is 0 
(external interrupt), 2 (non-maskable interrupt); 3 (hardware exception), 4 (software interrupt), 5 (privileged 
software exception), or 6 (software exception). 


25.7.1‘ Interruptibility State 

The interruptibility-state field in the guest-state area (see Table 23-3) contains bits that control blocking by STI, 

blocking by MOV SS, and blocking by NMI. This field impacts event blocking after VM entry as follows: 

¢ If the VM entry is vectoring, there is no blocking by STI or by MOV SS following the VM entry, regardless of the 
contents of the interruptibility-state field. 

° If the VM entry is not vectoring, the following apply: 


— Events are blocked by STI if and only if bit 0 in the interruptibility-state field is 1. This blocking is cleared 
after the guest executes one instruction or incurs an exception (including a debug exception made pending 
by VM entry; see Section 25.7.3). 


1. “Virtualize APIC accesses” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execu- 
tion controls is 0, VM entry functions as if the “virtualize APIC accesses” VM-execution control were 0. See Section 23.6.2. 

2. If the capability MSR IA32_VMX_CRO_FIXEDO reports that CRO.PE must be 1 in VMX operation, VM entry must be loading CRO.PE 
with 1 unless the “unrestricted guest” VM-execution control and bit 31 of the primary processor-based VM-execution controls are 
both 1. 
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— Events are blocked by MOV SS if and only if bit 1 in the interruptibility-state field is 1. This may affect the 
treatment of pending debug exceptions; see Section 25.7.3. This blocking is cleared after the guest 
executes one instruction or incurs an exception (including a debug exception made pending by VM entry). 


The blocking of non-maskable interrupts (NMIs) is determined as follows: 


— Ifthe “virtual NMIs” VM-execution control is 0, NMIs are blocked if and only if bit 3 (blocking by NMI) in the 
interruptibility-state field is 1. If the “NMI exiting” VM-execution control is 0, execution of the IRET 
instruction removes this blocking (even if the instruction generates a fault). If the “NMI exiting” control is 
1, IRET does not affect this blocking. 


— The following items describe the use of bit 3 (blocking by NMI) in the interruptibility-state field if the 
“virtual NMIs” VM-execution control is 1: 


¢ The bit’s value does not affect the blocking of NMIs after VM entry. NMIs are not blocked in VMX non- 
root operation (except for ordinary blocking for other reasons, such as by the MOV SS instruction, the 
wait-for-SIPI state, etc.) 


¢ The bit’s value determines whether there is virtual-NMI blocking after VM entry. If the bit is 1, virtual- 
NMI blocking is in effect after VM entry. If the bit is 0, there is no virtual-NMI blocking after VM entry 
unless the VM entry is injecting an NMI (see Section 25.6.1.1). Execution of IRET removes virtual-NMI 
blocking (even if the instruction generates a fault). 


If the “NMI exiting” VM-execution control is 0, the “virtual NMIs” control must be 0; see Section 25.2.1.1. 
Blocking of system-management interrupts (SMIs) is determined as follows: 


— Ifthe VM entry was not executed in system-management mode (SMM), SMI blocking is unchanged by 
VM entry. 


— Ifthe VM entry was executed in SMM, SMIs are blocked after VM entry if and only if the bit 2 in the inter- 
ruptibility-state field is 1. 


25.7.2 Activity State 


The activity-state field in the guest-state area controls whether, after VM entry, the logical processor is active or in 
one of the inactive states identified in Section 23.4.2. The use of this field is determined as follows: 


If the VM entry is vectoring, the logical processor is in the active state after VM entry. While the consistency 
checks described in Section 25.3.1.5 on the activity-state field do apply in this case, the contents of the 
activity-state field do not determine the activity state after VM entry. 


If the VM entry is not vectoring, the logical processor ends VM entry in the activity state specified in the guest- 
state area. If VM entry ends with the logical processor in an inactive activity state, the VM entry generates any 
special bus cycle that is normally generated when that activity state is entered from the active state. If 

VM entry would end with the logical processor in the shutdown state and the logical processor is in SMX 
operation,! an Intel® TXT shutdown condition occurs. The error code used is 0000H, indicating “legacy 
shutdown.” See Inte/® Trusted Execution Technology Preliminary Architecture Specification. 


Some activity states unconditionally block certain events. The following blocking is in effect after any VM entry 
that puts the processor in the indicated state: 


— The active state blocks start-up IPIs (SIPIs). SIPIs that arrive while a logical processor is in the active state 
and in VMX non-root operation are discarded and do not cause VM exits. 


— The HLT state blocks start-up IPIs (SIPIs). SIPIs that arrive while a logical processor is in the HLT state and 
in VMX non-root operation are discarded and do not cause VM exits. 


— The shutdown state blocks external interrupts and SIPIs. External interrupts that arrive while a logical 
processor is in the shutdown state and in VMX non-root operation do not cause VM exits even if the 
“external-interrupt exiting” VM-execution control is 1. SIPIs that arrive while a logical processor is in the 
shutdown state and in VMX non-root operation are discarded and do not cause VM exits. 


1. 


A logical processor is in SMX operation if GETSEC[SEXIT] has not been executed since the last execution of GETSEC[SENTER]. See 
Chapter 6, “Safer Mode Extensions Reference,” in Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 2B. 
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— The wait-for-SIPI state blocks external interrupts, non-maskable interrupts (NMIs), INIT signals, and 
system-management interrupts (SMIs). Such events do not cause VM exits if they arrive while a logical 
processor is in the wait-for-SIPI state and in VMX non-root operation. 


25.7.3 Delivery of Pending Debug Exceptions after VM Entry 


The pending debug exceptions field in the guest-state area indicates whether there are debug exceptions that have 
not yet been delivered (see Section 23.4.2). This section describes how these are treated on VM entry. 


There are no pending debug exceptions after VM entry if any of the following are true: 


¢ The VM entry is vectoring with one of the following interruption types: external interrupt, non-maskable 
interrupt (NMI), hardware exception, or privileged software exception. 


¢ = The interruptibility-state field does not indicate blocking by MOV SS and the VM entry is vectoring with either of 
the following interruption type: software interrupt or software exception. 


¢ The VM entry is not vectoring and the activity-state field indicates either shutdown or wait-for-SIPI. 


If none of the above hold, the pending debug exceptions field specifies the debug exceptions that are pending for 
the guest. There are valid pending debug exceptions if either the BS bit (bit 14) or the enable-breakpoint bit 
(bit 12) is 1. If there are valid pending debug exceptions, they are handled as follows: 


¢ If the VM entry is not vectoring, the pending debug exceptions are treated as they would had they been 
encountered normally in guest execution: 


— Ifthe logical processor is not blocking such exceptions (the interruptibility-state field indicates no blocking 
by MOV SS), a debug exception is delivered after VM entry (see below). 


— Ifthe logical processor is blocking such exceptions (due to blocking by MOV SS), the pending debug 
exceptions are held pending or lost as would normally be the case. 


¢ If the VM entry is vectoring (with interruption type software interrupt or software exception and with blocking 
by MOV SS), the following items apply: 


— For injection of a software interrupt or of a software exception with vector 3 (#BP) or vector 4 (#OF) — or 
a privileged software exception with vector 1 (#DB) — the pending debug exceptions are treated as they 
would had they been encountered normally in guest execution if the corresponding instruction (INT1, INT3, 
or INTO) were executed after a MOV SS that encountered a debug trap. 


— For injection of a software exception with a vector other than 3 and 4, the pending debug exceptions may 
be lost or they may be delivered after injection (see below). 


If there are no valid pending debug exceptions (as defined above), no pending debug exceptions are delivered after 
VM entry. 


If a pending debug exception is delivered after VM entry, it has the priority of “traps on the previous instruction” 
(see Section 6.9 in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A). Thus, INIT 
signals and system-management interrupts (SMIs) take priority of such an exception, as do VM exits induced by 
the TPR threshold (see Section 25.7.7) and pending MTF VM exits (see Section 25.7.8. The exception takes priority 
over any pending non-maskable interrupt (NMI) or external interrupt and also over VM exits due to the 1-settings 
of the “interrupt-window exiting” and “NMI-window exiting” VM-execution controls. 


A pending debug exception delivered after VM entry causes a VM exit if the bit 1 (#DB) is 1 in the exception 
bitmap. If it does not cause a VM exit, it updates DR6 normally. 


25.7.4 VMX-Preemption Timer 


If the “activate VMX-preemption timer” VM-execution control is 1, VM entry starts the VMX-preemption timer with 
the unsigned value in the VMX-preemption timer-value field. 


It is possible for the VMX-preemption timer to expire during VM entry (e.g., if the value in the VMX-preemption 
timer-value field is zero). If this happens (and if the VM entry was not to the wait-for-SIPI state), a VM exit occurs 
with its normal priority after any event injection and before execution of any instruction following VM entry. For 
example, any pending debug exceptions established by VM entry (see Section 25.7.3) take priority over a timer- 
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induced VM exit. (The timer-induced VM exit will occur after delivery of the debug exception, unless that exception 
or its delivery causes a different VM exit.) 


See Section 24.5.1 for details of the operation of the VMX-preemption timer in VMX non-root operation, including 
the blocking and priority of the VM exits that it causes. 


25.7.5 —_Interrupt-Window Exiting and Virtual-Interrupt Delivery 


If “interrupt-window exiting” VM-execution control is 1, an open interrupt window may cause a VM exit immedi- 
ately after VM entry (see Section 24.2 for details). If the “interrupt-window exiting” VM-execution control is 0 but 
the “virtual-interrupt delivery” VM-execution control is 1, a virtual interrupt may be delivered immediately after 
VM entry (see Section 25.3.2.5 and Section 28.2.1). 


The following items detail the treatment of these events: 
¢ These events occur after any event injection specified for VM entry. 


¢ Non-maskable interrupts (NMIs) and higher priority events take priority over these events. These events take 
priority over external interrupts and lower priority events. 


° These events wake the logical processor if it just entered the HLT state because of a VM entry (see Section 
25.7.2). They do not occur if the logical processor just entered the shutdown state or the wait-for-SIPI state. 


25.7.6 NMI-Window Exiting 

The “NMI-window exiting” VM-execution control may cause a VM exit to occur immediately after VM entry (see 
Section 24.2 for details). 

The following items detail the treatment of these VM exits: 

¢ These VM exits follow event injection if such injection is specified for VM entry. 


° Debug-trap exceptions (see Section 25.7.3) and higher priority events take priority over VM exits caused by 
this control. VM exits caused by this control take priority over non-maskable interrupts (NMIs) and lower 
priority events. 


¢ VM exits caused by this control wake the logical processor if it just entered either the HLT state or the shutdown 
state because of a VM entry (see Section 25.7.2). They do not occur if the logical processor just entered the 
wait-for-SIPI state. 


25.7.7. \/M Exits Induced by the TPR Threshold 


If the “use TPR shadow” and “virtualize APIC accesses” VM-execution controls are both 1 and the “virtual-interrupt 
delivery” VM-execution control is 0, a VM exit occurs immediately after VM entry if the value of bits 3:0 of the TPR 
threshold VM-execution control field is greater than the value of bits 7:4 of VTPR (see Section 28.1.1).! 


The following items detail the treatment of these VM exits: 


° The VM exits are not blocked if RFLAGS.IF = 0 or by the setting of bits in the interruptibility-state field in guest- 
state area. 


¢ The VM exits follow event injection if such injection is specified for VM entry. 


¢ VM exits caused by this control take priority over system-management interrupts (SMIs), INIT signals, and 
lower priority events. They thus have priority over the VM exits described in Section 25.7.5, Section 25.7.6, 
and Section 25.7.8, as well as any interrupts or debug exceptions that may be pending at the time of VM entry. 


¢ These VM exits wake the logical processor if it just entered the HLT state as part of a VM entry (see Section 
25.7.2). They do not occur if the logical processor just entered the shutdown state or the wait-for-SIPI state. 


1. “Virtualize APIC accesses” and “virtual-interrupt delivery” are secondary processor-based VM-execution controls. If bit 31 of the pri- 
mary processor-based VM-execution controls is 0, VM entry functions as if these controls were O. See Section 23.6.2. 
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If such a VM exit is suppressed because the processor just entered the shutdown state, it occurs after the 
delivery of any event that cause the logical processor to leave the shutdown state while remaining in VMX 
non-root operation (e.g., due to an NMI that occurs while the “NMI-exiting” VM-execution control is 0). 


° The basic exit reason is “TPR below threshold.” 


25.7.8 Pending MTF VM Exits 


As noted in Section 25.6.2, VM entry may cause an MTF VM exit to be pending immediately after VM entry. The 
following items detail the treatment of these VM exits: 


¢ System-management interrupts (SMIs), INIT signals, and higher priority events take priority over these 
VM exits. These VM exits take priority over debug-trap exceptions and lower priority events. 


¢ These VM exits wake the logical processor if it just entered the HLT state because of a VM entry (see Section 
25.7.2). They do not occur if the logical processor just entered the shutdown state or the wait-for-SIPI state. 


25.7.9 VM Entries and Advanced Debugging Features 


VM entries are not logged with last-branch records, do not produce branch-trace messages, and do not update the 
branch-trace store. 


25.8 VM-ENTRY FAILURES DURING OR AFTER LOADING GUEST STATE 


VM-entry failures due to the checks identified in Section 25.3.1 and failures during the MSR loading identified in 
Section 25.4 are treated differently from those that occur earlier in VM entry. In these cases, the following steps 
take place: 


1. Information about the VM-entry failure is recorded in the VM-exit information fields: 
— Exit reason. 


¢ Bits 15:0 of this field contain the basic exit reason. It is loaded with a number indicating the general 
cause of the VM-entry failure. The following numbers are used: 


33. VM-entry failure due to invalid guest state. A VM entry failed one of the checks identified in Section 
25.3.1. 


34. VM-entry failure due to MSR loading. A VM entry failed in an attempt to load MSRs (see Section 
25.4). 


41. VM-entry failure due to machine-check event. A machine-check event occurred during VM entry 
(see Section 25.9). 


¢ Bit 31 is set to 1 to indicate a VM-entry failure. 
¢ The remainder of the field (bits 30:16) is cleared. 
— Exit qualification. This field is set based on the exit reason. 


¢ VM-entry failure due to invalid guest state. In most cases, the exit qualification is cleared to 0. The 
following non-zero values are used in the cases indicated: 


1. Not used. 
2. Failure was due to a problem loading the PDPTEs (see Section 25.3.1.6). 


3. Failure was due to an attempt to inject a non-maskable interrupt (NMI) into a guest that is blocking 
events through the STI blocking bit in the interruptibility-state field. 


4. Failure was due to an invalid VMCS link pointer (see Section 25.3.1.5). 
VM-entry checks on guest-state fields may be performed in any order. Thus, an indication by exit 


qualification of one cause does not Maal that there are not also other errors. Different processors 
may give different exit qualifications for the same VMCS. 
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¢ \VM-entry failure due to MSR loading. The exit qualification is loaded to indicate which entry in the 
VM-entry MSR-load area caused the problem (1 for the first entry, 2 for the second, etc.). 


— All other VM-exit information fields are unmodified. 


Processor state is loaded as would be done on a VM exit (see Section 26.5). If this results in 
[CR4.PAE & CRO.PG & ~IA32_EFER.LMA] = 1, page-directory-pointer-table entries (PDPTEs) may be checked 
and loaded (see Section 26.5.4). 


The state of blocking by NMI is what it was before VM entry. 
MSRs are loaded as specified in the VM-exit MSR-load area (see Section 26.6). 


Although this process resembles that of a VM exit, many steps taken during a VM exit do not occur for these 
VM-entry failures: 


Most VM-exit information fields are not updated (see step 1 above). 

The valid bit in the VM-entry interruption-information field is not cleared. 
The guest-state area is not modified. 

No MSRs are saved into the VM-exit MSR-store area. 


25.9 MACHINE-CHECK EVENTS DURING VM ENTRY 


If a machine-check event occurs during a VM entry, one of the following occurs: 


The machine-check event is handled as if it occurred before the VM entry: 


— If CR4.MCE = 0, operation of the logical processor depends on whether the logical processor is in SMX 
operation: 


* If the logical processor is in SMX operation, an Intel® TXT shutdown condition occurs. The error code 
used is OOOCH, indicating “unrecoverable machine-check condition.” 


¢ Ifthe logical processor is outside SMX operation, it goes to the shutdown state. 
— If CR4.MCE = 1, a machine-check exception (#MC) is delivered through the IDT. 
The machine-check event is handled after VM entry completes: 


— Ifthe VM entry ends with CR4.MCE = 0, operation of the logical processor depends on whether the logical 
processor is in SMX operation: 


* If the logical processor is in SMX operation, an Intel® TXT shutdown condition occurs with error code 
OQOOCH (unrecoverable machine-check condition). 


¢ Ifthe logical processor is outside SMX operation, it goes to the shutdown state. 

— Ifthe VM entry ends with CR4.MCE = 1, a machine-check exception (#MC) is generated: 
¢ If bit 18 (4MC) of the exception bitmap is 0, the exception is delivered through the guest IDT. 
¢ If bit 18 of the exception bitmap is 1, the exception causes a VM exit. 


AVM-entry failure occurs as described in Section 25.8. The basic exit reason is 41, for “VM-entry failure due to 
machine-check event.” 


The first option is not used if the machine-check event occurs after any guest state has been loaded. The second 
option is used only if VM entry is able to load all guest state. 


A logical processor is in SMX operation if GETSEC[SEXIT] has not been executed since the last execution of GETSEC[SENTER]. A logi- 
cal processor is outside SMX operation if GETSEC[SENTER] has not been executed or if GETSEC[SEXIT] was executed after the last 
execution of GETSEC[SENTER]. See Chapter 6, “Safer Mode Extensions Reference,” in Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2B. 
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VM exits occur in response to certain instructions and events in VMX non-root operation as detailed in Section 24.1 
through Section 24.2. VM exits perform the following operations: 


1. Information about the cause of the VM exit is recorded in the VM-exit information fields and VM-entry control 
fields are modified as described in Section 26.2. 


Processor state is saved in the guest-state area (Section 26.3). 


MSRs may be saved in the VM-exit MSR-store area (Section 26.4). This step is not performed for SMM VM exits 
that activate the dual-monitor treatment of SMIs and SMM. 


4. The following may be performed in parallel and in any order (Section 26.5): 


— Processor state is loaded based in part on the host-state area and some VM-exit controls. This step is not 
performed for SMM VM exits that activate the dual-monitor treatment of SMIs and SMM. See Section 
30.15.6 for information on how processor state is loaded by such VM exits. 


— Address-range monitoring is cleared. 


5. MSRs may be loaded from the VM-exit MSR-load area (Section 26.6). This step is not performed for SMM 
VM exits that activate the dual-monitor treatment of SMIs and SMM. 


VM exits are not logged with last-branch records, do not produce branch-trace messages, and do not update the 
branch-trace store. 


Section 26.1 clarifies the nature of the architectural state before a VM exit begins. The steps described above are 
detailed in Section 26.2 through Section 26.6. 


Section 30.15 describes the dual-monitor treatment of system-management interrupts (SMIs) and system- 
management mode (SMM). Under this treatment, ordinary transitions to SMM are replaced by VM exits to a sepa- 
rate SMM monitor. Called SMM VM exits, these are caused by the arrival of an SMI or the execution of VMCALL in 
VMX root operation. SMM VM exits differ from other VM exits in ways that are detailed in Section 30.15.2. 


26.1 ARCHITECTURAL STATE BEFORE A VM EXIT 


This section describes the architectural state that exists before a VM exit, especially for VM exits caused by events 
that would normally be delivered through the IDT. Note the following: 


¢ Anexception causes a VM exit directly if the bit corresponding to that exception is set in the exception bitmap. 
A non-maskable interrupt (NMI) causes a VM exit directly if the “NMI exiting” VM-execution control is 1. An 
external interrupt causes a VM exit directly if the “external-interrupt exiting” VM-execution control is 1. A start- 
up IPI (SIPI) that arrives while a logical processor is in the wait-for-SIPI activity state causes a VM exit directly. 
INIT signals that arrive while the processor is not in the wait-for-SIPI activity state cause VM exits directly. 


¢ An exception, NMI, external interrupt, or software interrupt causes a VM exit indirectly if it does not do so 
directly but delivery of the event causes a nested exception, double fault, task switch, APIC access (see Section 
28.4), EPT violation, EPT misconfiguration, page-modification log-full event (see Section 27.2.6), or SPP- 
related event (see Section 27.2.4) that causes a VM exit. 


¢ Anevent results in a VM exit if it causes a VM exit (directly or indirectly). 
The following bullets detail when architectural state is and is not updated in response to VM exits: 


¢ If an event causes a VM exit directly, it does not update architectural state as it would have if it had it not 
caused the VM exit: 


— Adebug exception does not update DR6, DR7, or IA32_DEBUGCTL. (Information about the nature of the 
debug exception is saved in the exit qualification field.) 


— A page fault does not update CR2. (The linear address causing the page fault is saved in the exit-qualifi- 
cation field.) 
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— An NMI causes subsequent NMIs to be blocked, but only after the VM exit completes. 


— Anexternal interrupt does not acknowledge the interrupt controller and the interrupt remains pending, 
unless the “acknowledge interrupt on exit” VM-exit control is 1. In such a case, the interrupt controller is 
acknowledged and the interrupt is no longer pending. 


— The flags LO - L3 in DR7 (bit 0, bit 2, bit 4, and bit 6) are not cleared when a task switch causes a VM exit. 


— Ifatask switch causes a VM exit, none of the following are modified by the task switch: old task-state 
segment (TSS); new TSS; old TSS descriptor; new TSS descriptor; RFLAGS.NT!; or the TR register. 


— No last-exception record is made if the event that would do so directly causes a VM exit. 


— Ifamachine-check exception causes a VM exit directly, this does not prevent machine-check MSRs from 
being updated. These are updated by the machine-check event itself and not the resulting machine-check 
exception. 


— Ifthe logical processor is in an inactive state (see Section 23.4.2) and not executing instructions, some 
events may be blocked but others may return the logical processor to the active state. Unblocked events 
may cause VM exits.2 If an unblocked event causes a VM exit directly, a return to the active state occurs 
only after the VM exit completes.? The VM exit generates any special bus cycle that is normally generated 
when the active state is entered from that activity state. 


MTF VM exits (see Section 24.5.2 and Section 25.7.8) are not blocked in the HLT activity state. If an MTF 
VM exit occurs in the HLT activity state, the logical processor returns to the active state only after the 
VM exit completes. MTF VM exits are blocked the shutdown state and the wait-for-SIPI state. 


e If an event causes a VM exit indirectly, the event does update architectural state: 


— Adebug exception updates DR6, DR7, and the IA32_DEBUGCTL MSR. No debug exceptions are considered 
pending. 


— A page fault updates CR2. 
— An NMI causes subsequent NMIs to be blocked before the VM exit commences. 
— Anexternal interrupt acknowledges the interrupt controller and the interrupt is no longer pending. 


— Ifthe logical processor had been in an inactive state, it enters the active state and, before the VM exit 
commences, generates any special bus cycle that is normally generated when the active state is entered 
from that activity state. 


— There is no blocking by STI or by MOV SS when the VM exit commences. 


— Processor state that is normally updated as part of delivery through the IDT (CS, RIP, SS, RSP, RFLAGS) is 
not modified. However, the incomplete delivery of the event may write to the stack. 


— The treatment of last-exception records is implementation dependent: 


* Some processors make a last-exception record when beginning the delivery of an event through the IDT 
(before it can encounter a nested exception). Such processors perform this update even if the event 
encounters a nested exception that causes a VM exit (including the case where nested exceptions lead 
to a triple fault). 


¢ Other processors delay making a last-exception record until event delivery has reached some event 
handler successfully (perhaps after one or more nested exceptions). Such processors do not update the 
last-exception record if a VM exit or triple fault occurs before an event handler is reached. 


1. This chapter uses the notation RAX, RIP, RSP, RFLAGS, etc. for processor registers because most processors that support VMX oper- 
ation also support Intel 64 architecture. For processors that do not support Intel 64 architecture, this notation refers to the 32-bit 
forms of those registers (EAX, EIP, ESP, EFLAGS, etc.). In a few places, notation such as EAX is used to refer specifically to lower 32 
bits of the indicated register. 


2. Ifa\VM exit takes the processor from an inactive state resulting from execution of a specific instruction (HLT or MWAIT), the value 
saved for RIP by that VM exit will reference the following instruction. 


3. Anexception is made if the logical processor had been inactive due to execution of MWAIT; in this case, it is considered to have 
become active before the VM exit. 
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¢ If the “virtual NMIs” VM-execution control is 1, VM entry injects an NMI, and delivery of the NMI causes a 
nested exception, double fault, task switch, EPT violation, EPT misconfiguration, page-modification log-full 
event, or SPP-related event, or APIC access that causes a VM exit, virtual-NMI blocking is in effect before the 
VM exit commences. 


° IfaVM exit results from a fault, EPT violation, EPT misconfiguration, page-modification log-full event, or SPP- 
related event that is encountered during execution of IRET and the “NMI exiting” VM-execution control is 0, any 
blocking by NMI is cleared before the VM exit commences. However, the previous state of blocking by NMI may 
be recorded in the exit qualification or in the VM-exit interruption-information field; see Section 26.2.3. 


° IfaVM exit results from a fault, EPT violation, EPT misconfiguration, page-modification log-full event, or SPP- 
related event that is encountered during execution of IRET and the “virtual NMIs” VM-execution control is 1, 
virtual-NMI blocking is cleared before the VM exit commences. However, the previous state of blocking by NMI 
may be recorded in the exit qualification or in the VM-exit interruption-information field; see Section 26.2.3. 


* Suppose that a VM exit is caused directly by an x87 FPU Floating-Point Error (#MF) or by any of the following 
events if the event was unblocked due to (and given priority over) an x87 FPU Floating-Point Error: an INIT 
signal, an external interrupt, an NMI, an SMI; or a machine-check exception. In these cases, there is no 
blocking by STI or by MOV SS when the VM exit commences. 

¢ Normally, a last-branch record may be made when an event is delivered through the IDT. However, if such an 
event results in a VM exit before delivery is complete, no last-branch record is made. 

¢ If machine-check exception results in a VM exit, processor state is suspect and may result in Suspect state 
being saved to the guest-state area. A VM monitor should consult the RIPV and EIPV bits in the 
IA32_MCG_STATUS MSR before resuming a guest that caused a VM exit resulting from a machine-check 
exception. 

° If aVM exit results from a fault, APIC access (see Section 28.4), EPT violation, EPT misconfiguration, page- 
modification log-full event, or SPP-related event that is encountered while executing an instruction, data 
breakpoints due to that instruction may have been recognized and information about them may be saved in the 
pending debug exceptions field (unless the VM exit clears that field; see Section 26.3.4). 


¢ The following VM exits are considered to happen after an instruction is executed: 
— VM exits resulting from debug traps (single-step, I/O breakpoints, and data breakpoints). 


— VM exits resulting from debug exceptions (data breakpoints) whose recognition was delayed by blocking by 
MOV SS. 
— VM exits resulting from some machine-check exceptions. 


— Trap-like VM exits due to execution of MOV to CR8 when the “CR8-load exiting” VM-execution control is 0 
and the “use TPR shadow” VM-execution control is 1 (see Section 28.3). (Such VM exits can occur only from 
64-bit mode and thus only on processors that support Intel 64 architecture.) 


— Trap-like VM exits due to execution of WRMSR when the “use MSR bitmaps” VM-execution control is 1; the 
value of ECX is in the range 800H-8FFH; and the bit corresponding to the ECX value in write bitmap for low 
MSRs is O; and the “virtualize x2APIC mode” VM-execution control is 1. See Section 28.5. 


— VM exits caused by APIC-write emulation (see Section 28.4.3.2) that result from APIC accesses as part of 
instruction execution. 


For these VM exits, the instruction’s modifications to architectural state complete before the VM exit occurs. 
Such modifications include those to the logical processor's interruptibility state (see Table 23-3). If there had 
been blocking by MOV SS, POP SS, or STI before the instruction executed, such blocking is no longer in effect. 


AVM exit that occurs in enclave mode sets bit 27 of the exit-reason field and bit 4 of the guest interruptibility-state 
field. Before such a VM exit is delivered, an Asynchronous Enclave Exit (AEX) occurs (see Chapter 35, “Enclave 
Exiting Events”). An AEX modifies architectural state (Section 35.3). In particular, the processor establishes the 
following architectural state as indicated: 


° The following bits in RFLAGS are cleared: CF, PF, AF, ZF, SF, OF, and RF. 

e FS and GS are restored to the values they had prior to the most recent enclave entry. 
¢ RIP is loaded with the AEP of interrupted enclave thread. 

* RSP is loaded from the URSP field in the enclave’s state-save area (SSA). 
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26.2 RECORDING VM-EXIT INFORMATION AND UPDATING VM-ENTRY CONTROL 
FIELDS 


VM exits begin by recording information about the nature of and reason for the VM exit in the VM-exit information 
fields. Section 26.2.1 to Section 26.2.5 detail the use of these fields. 


In addition to updating the VM-exit information fields, the valid bit (bit 31) is cleared in the VM-entry interruption- 
information field. If bit 5 of the IA32_VMX_MISC MSR (index 485H) is read as 1 (See Appendix A.6), the value of 
IA32_EFER.LMA is stored into the “IA-32e mode guest” VM-entry control.? 


26.2.1 Basic VM-Exit Information 


Section 23.9.1 defines the basic VM-exit information fields. The following items detail their use. 
¢ Exit reason. 


— Bits 15:0 of this field contain the basic exit reason. It is loaded with a number indicating the general cause 
of the VM exit. Appendix C lists the numbers used and their meaning. 


— Bit 27 of this field is set to 1 if the VM exit occurred while the logical processor was in enclave mode. 


Such VM exits include those caused by interrupts, non-maskable interrupts, system-management 
interrupts, INIT signals, and exceptions occurring in enclave mode as well as exceptions encountered 
during the delivery of such events incident to enclave mode. 


AVM exit also sets this bit if it is incident to delivery of an event injected by VM entry and the guest inter- 
ruptibility-state field indicates an enclave interruption (bit 4 of the field is 1). 


— The remainder of the field (bits 31:28 and bits 26:16) is cleared to 0 (certain SMM VM exits may set some 
of these bits; see Section 30.15.2.3).2 


° Exit qualification. This field is saved for VM exits due to the following causes: debug exceptions; page-fault 
exceptions; start-up IPIs (SIPIs); system-management interrupts (SMIs) that arrive immediately after the 
execution of I/O instructions; task switches; INVEPT; INVLPG; INVPCID; INVVPID; LGDT; LIDT; LLDT; LTR; 
SGDT; SIDT; SLDT; STR; VMCLEAR; VMPTRLD; VMPTRST; VMREAD; VMWRITE; VMXON; WBINVD; 
WBNOINVD; XRSTORS; XSAVES; control-register accesses; MOV DR; I/O instructions; MWAIT; accesses to the 
APIC-access page (see Section 28.4); EPT violations (see Section 27.2.3.2); EOI virtualization (see Section 
28.1.4); APIC-write emulation (see Section 28.4.3.3); page-modification log full (see Section 27.2.6); and 
SPP-related events (see Section 27.2.4). For all other VM exits, this field is cleared. The following items provide 
details: 


— Fora debug exception, the exit qualification contains information about the debug exception. The 
information has the format given in Table 26-1. 


Table 26-1. Exit Qualification for Debug Exceptions 


Bit Position(s) Contents 

3:0 B3 - BO. When set, each of these bits indicates that the corresponding breakpoint condition was met. Any of 
these bits may be set even if its corresponding enabling bit in DR7 is not set. 

12:4 Not currently defined. 

13 BD. When set, this bit indicates that the cause of the debug exception is “debug register access detected.” 

14 BS. When set, this bit indicates that the cause of the debug exception is either the execution of a single 


instruction (if RFLAGS.TF = 1 and [A32_DEBUGCTL.BTF = 0) or a taken branch (if 
RFLAGS.TF = DEBUGCTL.BTF = 1). 


1. Bit 5 of the IA32_VMX_MISC MSR is read as 1 on any logical processor that supports the 1-setting of the “unrestricted quest” VM- 
execution control. 


2. Bit 31 of this field is set on certain VM-entry failures; see Section 25.8. 
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Table 26-1. Exit Qualification for Debug Exceptions (Contd.) 


Bit Position(s) Contents 

15 Not currently defined. 

16 RTM. When set, this bit indicates that a debug exception (#DB) or a breakpoint exception (#BP) occurred 
inside an RTM region while advanced debugging of RTM transactional regions was enabled (see Section 
16.3.7, "RTM-Enabled Debugger Support,” of the Intel® 64 and IA-32 Architectures Software Developer's 
Manual, Volume 1).! 

63:17 Not currently defined. Bits 63:32 exist only on processors that support Intel 64 architecture. 

NOTES: 


1. In general, the format of this field matches that of DR6. However, DR6 clears bit 16 to indicate an RTM-related exception, while this 
field sets the bit to indicate that condition. 


For a page-fault exception, the exit qualification contains the linear address that caused the page fault. On 
processors that support Intel 64 architecture, bits 63:32 are cleared if the logical processor was not in 64- 
bit mode before the VM exit. 


If the page-fault exception occurred during execution of an instruction in enclave mode (and not during 
delivery of an event incident to enclave mode), bits 11:0 of the exit qualification are cleared. 


For a start-up IPI (SIPI), the exit qualification contains the SIPI vector information in bits 7:0. Bits 63:8 of 
the exit qualification are cleared to 0. 


For a task switch, the exit qualification contains details about the task switch, encoded as shown in 
Table 26-2. 


For INVLPG, the exit qualification contains the linear-address operand of the instruction. 


¢ On processors that support Intel 64 architecture, bits 63:32 are cleared if the logical processor was not 
in 64-bit mode before the VM exit. 


¢ Ifthe INVLPG source operand specifies an unusable segment, the linear address specified in the exit 
qualification will match the linear address that the INVLPG would have used if no VM exit occurred. This 
address is not architecturally defined and may be implementation-specific. 


Table 26-2. Exit Qualification for Task Switches 


Bit Position(s) Contents 
15:0 Selector of task-state segment (TSS) to which the guest attempted to switch 
29:16 Not currently defined 
31:30 Source of task switch initiation: 
0: CALL instruction 
1: IRET instruction 
2: JMP instruction 
3: Task gate in IDT 
63:32 Not currently defined. These bits exist only on processors that support Intel 64 architecture. 


For INVEPT, INVPCID, INVVPID, LGDT, LIDT, LLDT, LTR, SGDT, SIDT, SLDT, STR, VMCLEAR, VMPTRLD, 
VMPTRST, VMREAD, VMWRITE, VMXON, XRSTORS, and XSAVES, the exit qualification receives the value of 
the instruction’s displacement field, which is sign-extended to 64 bits if necessary (32 bits on processors 
that do not support Intel 64 architecture). If the instruction has no displacement (for example, has a 
register operand), zero is stored into the exit qualification. 


On processors that support Intel 64 architecture, an exception is made for RIP-relative addressing (used 
only in 64-bit mode). Such addressing causes an instruction to use an address that is the sum of the 
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displacement field and the value of RIP that references the following instruction. In this case, the exit 
qualification is loaded with the sum of the displacement field and the appropriate RIP value. 


In all cases, bits of this field beyond the instruction’s address size are undefined. For example, suppose 
that the address-size field in the VM-exit instruction-information field (see Section 23.9.4 and Section 
26.2.5) reports an n-bit address size. Then bits 63:n (bits 31:n on processors that do not support Intel 64 
architecture) of the instruction displacement are undefined. 


For a control-register access, the exit qualification contains information about the access and has the 
format given in Table 26-3. 


For MOV DR, the exit qualification contains information about the instruction and has the format given in 
Table 26-4. 


For an J/O instruction, the exit qualification contains information about the instruction and has the format 
given in Table 26-5. 


For MWAIT, the exit qualification contains a value that indicates whether address-range monitoring 
hardware was armed. The exit qualification is set either to 0 (if address-range monitoring hardware is not 
armed) or to 1 (if address-range monitoring hardware is armed). 


WBINVD and WBNOINVD use the same basic exit reason (see Appendix C). For WBINVD, the exit qualifi- 
cation is 0, while for WBNOINVD it is 1. 


For an APIC-access VM exit resulting from a linear access or a guest-physical access to the APIC-access 
page (see Section 28.4), the exit qualification contains information about the access and has the format 
given in Table 26-6.! 


If the access to the APIC-access page occurred during execution of an instruction in enclave mode (and not 
during delivery of an event incident to enclave mode), bits 11:0 of the exit qualification are cleared. 


Sucha VM exit that set bits 15:12 of the exit qualification to O000b (data read during instruction execution) 
or 0001b (data write during instruction execution) set bit 12—which distinguishes data read from data 
write—to that which would have been stored in bit 1—W/R—of the page-fault error code had the access 
caused a page fault instead of an APIC-access VM exit. This implies the following: 


¢ For an APIC-access VM exit caused by the CLFLUSH and CLFLUSHOPT instructions, the access type is 
“data read during instruction execution.” 


¢ For an APIC-access VM exit caused by the ENTER instruction, the access type is “data write during 
instruction execution.” 


Table 26-3. Exit Qualification for Control-Register Accesses 


Bit Positions 


Contents 


3:0 


Number of control register (0 for CLTS and LMSW). Bit 3 is always O on processors that do not support Intel 64 
architecture as they do not support CR8. 


5:4 


Access type: 


0 = MOV to CR 

1 = MOV from CR 
2=CLTS 

3 = LMSW 


LMSW operand type: 
O = register 
1 = memory 


For CLTS and MOV CR, cleared to 0 


1. The exit qualification is undefined if the access was part of the logging of a branch record or a processor-event-based-sampling 
(PEBS) record to the DS save area. It is recommended that software configure the paging structures so that no address in the DS 
save area translates to an address on the APIC-access page. 
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Table 26-3. Exit Qualification for Control-Register Accesses (Contd.) 


Bit Positions Contents 


Not currently defined 


For MOV CR, the general-purpose register: 
0 = RAX 
1 =RCX 


8-15 represent R8-R15, respectively (used only on processors that support Intel 64 architecture) 


For CLTS and LMSW, cleared to 0 


15:12 


Not currently defined 


31:16 


For LMSW, the LMSW source data 
For CLTS and MOV CR, cleared to 0 


63:32 


Not currently defined. These bits exist only on processors that support Intel 64 architecture. 


¢ Foran APIC-access VM exit caused by the MASKMOVQ instruction or the MASKMOVDQU instruction, the 
access type is “data write during instruction execution.” 


¢ For an APIC-access VM exit caused by the MONITOR instruction, the access type is “data read during 
instruction execution.” 


¢ For an APIC-access VM exit caused directly by an access to a linear address in the DS save area (BTS or 
PEBS), the access type is “linear access for monitoring.” 


¢ For an APIC-access VM exit caused by a guest-physical access performed for an access to the DS save 
area (e.g., to access a paging structure to translate a linear address), the access type is “guest-physical 
access for monitoring or trace.” 


¢ Foran APIC-access VM exit caused by trace-address pre-translation (TAPT) when the “Intel PT uses 
guest physical addresses” VM-execution control is 1, the access type is “guest-physical access for 
monitoring or trace.” 


Such a VM exit stores 1 for bit 31 for IDT-vectoring information field (see Section 26.2.4) if and only if it 
sets bits 15:12 of the exit qualification to 0011b (linear access during event delivery) or 1010b (guest- 
physical access during event delivery). 


See Section 28.4.4 for further discussion of these instructions and APIC-access VM exits. 


For APIC-access VM exits resulting from physical accesses to the APIC-access page (see Section 28.4.6), 
the exit qualification is undefined. 


For an EPT violation, the exit qualification contains information about the access causing the EPT violation 
and has the format given in Table 26-7. 


As noted in that table, the format and meaning of the exit qualification depends on the setting of the 
“mode-based execute control for EPT” VM-execution control and whether the processor supports advanced 
VM-exit information for EPT violations.? 


1. Software can determine whether advanced VM-exit information for EPT violations is supported by consulting the VMX capability 
MSR IA32_VMX_EPT_VPID_CAP (see Appendix A.10). 
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An EPT violation that occurs during as a result of execution of a read-modify-write operation sets bit 1 (data 
write). Whether it also sets bit 0 (data read) is implementation-specific and, for a given implementation, 


may differ for different kinds of read-modify-write operations. 


Table 26-4. Exit Qualification for MOV DR 


Bit Position(s) | Contents 
2:0 Number of debug register 
3 Not currently defined 
4 Direction of access (O = MOV to DR; 1 = MOV from DR) 
7:5 Not currently defined 
11:8 General-purpose register: 
0 = RAX 
1 =RCX 
2 = RDX 
3 = RBX 
4 = RSP 
5 =RBP 
6 = RSI 
7=RDI 
8-15 = R8 - R15, respectively 
63:12 Not currently defined. Bits 63:32 exist only on processors that support Intel 64 architecture. 
Table 26-5. Exit Qualification for I/O Instructions 
Bit Position(s) Contents 
2:0 Size of access: 
0 = 1-byte 
1 = 2-byte 
3 = 4-byte 
Other values not used 
3 Direction of the attempted access (O = OUT, 1 = IN) 
4 String instruction (0 = not string; 1 = string) 
5 REP prefixed (O = not REP; 1 = REP) 
6 Operand encoding (0 = DX, 1 = immediate) 
15:7 Not currently defined 
31:16 Port number (as specified in DX or in an immediate operand) 
63:32 Not currently defined. These bits exist only on processors that support Intel 64 architecture. 


Bit 12 reports “NMI unblocking due to IRET”; see Section 26.2.3. 
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Table 26-6. Exit Qualification for APIC-Access VM Exits from Linear Accesses and Guest-Physical Accesses 


Bit Position(s) 


Contents 


11:0 « If the APIC-access VM exit is due to a linear access, the offset of access within the APIC page. 
« Undefined if the APIC-access VM exit is due a guest-physical access 
15:12 Access type: 
O = linear access for a data read during instruction execution 
1 = linear access for a data write during instruction execution 
2 = linear access for an instruction fetch 
3 = linear access (read or write) during event delivery 
4 = linear access for monitoring 
10 = guest-physical access during event delivery 
11 = guest-physical access for monitoring or trace 
15 = quest-physical access for an instruction fetch or during instruction execution 
Other values not used 
16 This bit is set for certain accesses that are asynchronous to instruction execution and not part of event delivery. 
These includes guest-physical accesses related to trace output by Intel PT (see Section 24.5.4) and accesses 
related to PEBS on processors with the “EPT-friendly” enhancement (see Section 18.9.5). 
63:17 Not currently defined. Bits 63:32 exist only on processors that support Intel 64 architecture. 


Bit 16 is set for certain accesses that are asynchronous to instruction execution and not part of event 
delivery. These include trace-address pre-translation (TAPT) for Intel PT (see Section 24.5.4) and accesses 
related to PEBS on processors with the “EPT-friendly” enhancement (see Section 18.9.5). 


— For VM exits caused as part of EOI virtualization (Section 28.1.4), bits 7:0 of the exit qualification are set 
to vector of the virtual interrupt that was dismissed by the EOI virtualization. Bits above bit 7 are cleared. 


— For APIC-write VM exits (Section 28.4.3.3), bits 11:0 of the exit qualification are set to the page offset of 
the write access that caused the VM exit.! Bits above bit 11 are cleared. 


— Fora VM exit due to a page-modification log-full event (Section 27.2.6), bit 12 of the exit qualification 
reports “NMI unblocking due to IRET.” Bit 16 is set if the VM exit occurs during TAPT or EPT-friendly PEBS. 
All other bits of the exit qualification are undefined. 


— Fora VM exit due to an SPP-related event (Section 27.2.4), bit 11 of the exit qualification indicates the type 
of event: 0 indicates an SPP misconfiguration and 1 indicates an SPP miss. Bit 12 of the exit qualification 
reports “NMI unblocking due to IRET.” Bit 16 is set if the VM exit occurs during TAPT or EPT-friendly PEBS. 
All other bits of the exit qualification are undefined. 


Guest linear address. For some VM exits, this field receives a linear address that pertains to the VM exit. The 
field is set for different VM exits as follows: 


— VM exits due to attempts to execute LMSW with a memory operand. In these cases, this field receives the 
linear address of that operand. Bits 63:32 are cleared if the logical processor was not in 64-bit mode before 
the VM exit. 


— VM exits due to attempts to execute INS or OUTS for which the relevant segment is usable (if the relevant 
segment is not usable, the value is undefined). (ES is always the relevant segment for INS; for OUTS, the 
relevant segment is DS unless overridden by an instruction prefix.) The linear address is the base address 
of relevant segment plus (E)DI (for INS) or (E)SI (for OUTS). Bits 63:32 are cleared if the logical processor 
was not in 64-bit mode before the VM exit. 


— VM exits due to EPT violations that set bit 7 of the exit qualification (see Table 26-7; these are all EPT 
violations except those resulting from an attempt to load the PDPTEs as of execution of the MOV CR 
instruction and those due to TAPT). The linear address may translate to the guest-physical address whose 
access caused the EPT violation. Alternatively, translation of the linear address may reference a paging- 


Execution of WRMSR with ECX = 83FH (self-IP] MSR) can lead to an APIC-write VM exit; the exit qualification for such an APIC-write 


VM exit is 3FOH. 
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Table 26-7. Exit Qualification for EPT Violations 


Bit Position(s) Contents 

0 Set if the access causing the EPT violation was a data read. 

1 Set if the access causing the EPT violation was a data write. | 

2 Set if the access causing the EPT violation was an instruction fetch. 

3 The logical-AND of bit O in the EPT paging-structure entries used to translate the quest-physical address of the 
access Causing the EPT violation (indicates whether the guest-physical address was readable).2 

4 The logical-AND of bit 1 in the EPT paging-structure entries used to translate the quest-physical address of the 
access Causing the EPT violation (indicates whether the guest-physical address was writeable). 

5 The logical-AND of bit 2 in the EPT paging-structure entries used to translate the quest-physical address of the 
access causing the EPT violation. 

If the “mode-based execute control for EPT” VM-execution control is 0, this indicates whether the guest-physical 
address was executable. If that control is 1, this indicates whether the guest-physical address was executable 
for supervisor-mode linear addresses. 

6 If the “mode-based execute control” VM-execution control is 0, the value of this bit is undefined. If that control is 
1, this bit is the logical-AND of bit 10 in the EPT paging-structure entries used to translate the quest-physical 
address of the access causing the EPT violation. In this case, it indicates whether the quest-physical address was 
executable for user-mode linear addresses. 

7 Set if the guest linear-address field is valid. 

The guest linear-address field is valid for all EPT violations except those resulting from an attempt to load the 
guest PDPTEs as part of the execution of the MOV CR instruction and those due to trace-address pre-translation 
(TAPT; Section 24.5.4). 

8 If bit 7 is 1: 

« Set if the access causing the EPT violation is to a quest-physical address that is the translation of a linear 
address. 

* Clear if the access causing the EPT violation is to a paging-structure entry as part of a page walk or the 
update of an accessed or dirty bit. 

Reserved if bit 7 is O (cleared to O). 

9 If bit 7 is 1, bit 8 is 1, and the processor supports advanced VM-exit information for EPT violations,? this bit is O 
if the linear address is a supervisor-mode linear address and 1 if it is a user-mode linear address. (If CRO.PG = 0, 
the translation of every linear address is a user-mode linear address and thus this bit will be 1.) Otherwise, this 
bit is undefined. 

10 If bit 7 is 1, bit 8 is 1, and the processor supports advanced VM-exit information for EPT violations,? this bit is 0 
if paging translates the linear address to a read-only page and 1 if it translates to a read/write page. (If CRO.PG = 
O, every linear address is read/write and thus this bit will be 1.) Otherwise, this bit is undefined. 

11 If bit 7 is 1, bit 8 is 1, and the processor supports advanced VM-exit information for EPT violations,? this bit is O 
if paging translates the linear address to an executable page and 1 if it translates to an execute-disable page. (If 
CRO.PG = 0, CR4.PAE = 0, or IA32_EFER.NXE = 0, every linear address is executable and thus this bit will be 0.) 
Otherwise, this bit is undefined. 

12 NMI unblocking due to IRET (see Section 26.2.3). 

13 Set if the access causing the EPT violation was a shadow-stack access. 

14 If supervisor shadow-stack control is enabled (by setting bit 7 of EPTP), this bit is the same as bit 60 in the EPT 
paging-structure entry that maps the page of the guest-physical address of the access causing the EPT violation. 
Otherwise (or if translation of the guest-physical address terminates before reaching an EPT paging-structure 
entry that maps a page), this bit is undefined. 
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Table 26-7. Exit Qualification for EPT Violations (Contd.) 


Bit Position(s) Contents 


15 Not currently defined. 


16 This bit is set if the access was asynchronous to instruction execution not the result of event delivery. (The bit is 
set if the access is related to trace output by Intel PT; see Section 24.5.4.) Otherwise, this bit is cleared. 


63:17 Not currently defined. Bits 63:32 exist only on processors that support Intel 64 architecture. 


NOTES: 

1. If accessed and dirty flags for EPT are enabled, processor accesses to quest paging-structure entries are treated as writes with 
regard to EPT violations (see Section 27.2.3.2). If such an access causes an EPT violation, the processor sets both bit 0 and bit 1 of 
the exit qualification. 

2. Bits 5:3 are cleared to O if any of EPT paging-structure entries used to translate the quest-physical address of the access causing the 
EPT violation is not present (see Section 27.2.2). 

3. Software can determine whether advanced VM-exit information for EPT violations is supported by consulting the VMX capability 
MSR IA32_VMX_EPT_VPID_CAP (see Appendix A.10). 


structure entry whose access caused the EPT violation. Bits 63:32 are cleared if the logical processor was 
not in 64-bit mode before the VM exit. 


If the EPT violation occurred during execution of an instruction in enclave mode (and not during delivery of 
an event incident to enclave mode), bits 11:0 of this field are cleared. 


— VM exits due to SPP-related events. 
— For all other VM exits, the field is undefined. 


¢ Guest-physical address. For a VM exit due to an EPT violation, an EPT misconfiguration, or an SPP-related 
event, this field receives the guest-physical address that caused the EPT violation or EPT misconfiguration. For 
all other VM exits, the field is undefined. 


If the EPT violation or EPT misconfiguration occurred during execution of an instruction in enclave mode (and 
not during delivery of an event incident to enclave mode), bits 11:0 of this field are cleared. 


26.2.2 Information for VM Exits Due to Vectored Events 


Section 23.9.2 defines fields containing information for VM exits due to the following events: exceptions (including 
those generated by the instructions INT1, INT3, INTO, BOUND, UDO, UD1, and UD2); external interrupts that occur 
while the “acknowledge interrupt on exit” VM-exit control is 1; and non-maskable interrupts (NMIs).1 Such 

VM exits include those that occur on an attempt at a task switch that causes an exception before generating the 
VM exit due to the task switch that causes the VM exit. 


The following items detail the use of these fields: 


¢ VM-exit interruption information (format given in Table 23-17). The following items detail how this field is 
established for VM exits due to these events: 


— Foran exception, bits 7:0 receive the exception vector (at most 31). For an NMI, bits 7:0 are set to 2. For 
an external interrupt, bits 7:0 receive the vector. 


— Bits 10:8 are set to O (external interrupt), 2 (non-maskable interrupt), 3 (hardware exception), 5 
(privileged software exception), or 6 (software exception). Hardware exceptions comprise all exceptions 
except the following: 


* Debug exceptions (#DB) generated by the INT1 instruction; these are privileged software exceptions. 
(Other debug exceptions are considered hardware exceptions, as are those caused by executions of 
INT1 in enclave mode.) 


1. INT1 and INT3 refer to the instructions with opcodes F1 and CC, respectively, and not to INT n with value 1 or 3 for n. 
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¢ Breakpoint exceptions (#BP; generated by INT3) and overflow exceptions (#OF; generated by INTO); 
these are software exceptions. (A #BP that occurs in enclave mode is considered a hardware 
exception.) 


BOUND-range exceeded exceptions (#BR; generated by BOUND) and invalid opcode exceptions (#UD) 
generated by UDO, UD1, and UD2 are hardware exceptions. 


— Bit 11 is set to 1 if the VM exit is caused by a hardware exception that would have delivered an error code 
on the stack. This bit is always 0 if the VM exit occurred while the logical processor was in real-address 
mode (CRO.PE=0).! If bit 11 is set to 1, the error code is placed in the VM-exit interruption error code (see 
below). 


— Bit 12 reports “NMI unblocking due to IRET”; see Section 26.2.3. The value of this bit is undefined if the 
VM exit is due to a double fault (the interruption type is hardware exception and the vector is 8). 


— Bits 30:13 are always set to 0. 
— Bit 31 is always set to 1. 


For other VM exits (including those due to external interrupts when the “acknowledge interrupt on exit” VM-exit 
control is 0), the field is marked invalid (by clearing bit 31) and the remainder of the field is undefined. 


¢ \VM-exit interruption error code. 


— For VM exits that set both bit 31 (valid) and bit 11 (error code valid) in the VM-exit interruption-information 
field, this field receives the error code that would have been pushed on the stack had the event causing the 
VM exit been delivered normally through the IDT. The EXT bit is set in this field exactly when it would be set 
normally. For exceptions that occur during the delivery of double fault (if the IDT-vectoring information field 
indicates a double fault), the EXT bit is set to 1, assuming that (1) that the exception would produce an 
error code normally (if not incident to double-fault delivery) and (2) that the error code uses the EXT bit 
(not for page faults, which use a different format). 


— For other VM exits, the value of this field is undefined. 


26.2.3. Information About NMI Unblocking Due to IRET 


AVM exit may occur during execution of the IRET instruction for reasons including the following: faults, EPT viola- 
tions, page-modification log-full events, or SPP-related events. 


An execution of IRET that commences while non-maskable interrupts (NMIs) are blocked will unblock NMIs even if 
a fault or VM exit occurs; the state saved by such a VM exit will indicate that NMIs were not blocked. 


VM exits for the reasons enumerated above provide more information to software by saving a bit called “NMI 
unblocking due to IRET.” This bit is defined if (1) either the “NMI exiting” VM-execution control is 0 or the “virtual 
NMIs” VM-execution control is 1; (2) the VM exit does not set the valid bit in the IDT-vectoring information field 
(see Section 26.2.4); and (3) the VM exit is not due to a double fault. In these cases, the bit is defined as follows: 


¢ The bit is 1 if the VM exit resulted from a memory access as part of execution of the IRET instruction and one 
of the following holds: 


— The “virtual NMIs” VM-execution control is 0 and blocking by NMI (see Table 23-3) was in effect before 
execution of IRET. 


— The “virtual NMIs” VM-execution control is 1 and virtual-NMI blocking was in effect before execution of 
IRET. 


¢ The bit is 0 for all other relevant VM exits. 


For VM exits due to faults, NMI unblocking due to IRET is saved in bit 12 of the VM-exit interruption-information 
field (Section 26.2.2). For VM exits due to EPT violations, page-modification log-full events, and SPP-related 
events, NMI unblocking due to IRET is saved in bit 12 of the exit qualification (Section 26.2.1). 


1. If the capability MSR IA32_VMX_CRO_FIXEDO reports that CRO.PE must be 1 in VMX operation, a logical processor cannot be in real- 
address mode unless the “unrestricted guest” VM-execution control and bit 31 of the primary processor-based V/M-execution con- 
trols are both 1. 
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(Executions of IRET may also incur VM exits due to APIC accesses and EPT misconfigurations. These VM exits do 
not report information about NMI unblocking due to IRET.) 


26.2.4 Information for VM Exits During Event Delivery 


Section 23.9.3 defined fields containing information for VM exits that occur while delivering an event through the 
IDT and as a result of any of the following cases: 


A fault occurs during event delivery and causes a VM exit (because the bit associated with the fault is set to 1 
in the exception bitmap). 


A task switch is invoked through a task gate in the IDT. The VM exit occurs due to the task switch only after the 
initial checks of the task switch pass (see Section 24.4.2). 


Event delivery causes an APIC-access VM exit (see Section 28.4). 


An EPT violation, EPT misconfiguration, page-modification log-full event, or SPP-related event that occurs 
during event delivery. 


These fields are used for VM exits that occur during delivery of events injected as part of VM entry (see Section 
25.6.1.2). 


A VM exit is not considered to occur during event delivery in any of the following circumstances: 


The original event causes the VM exit directly (for example, because the original event is a non-maskable 
interrupt (NMI) and the “NMI exiting” VM-execution control is 1). 


The original event results in a double-fault exception that causes the VM exit directly. 
The VM exit occurred as a result of fetching the first instruction of the handler invoked by the event delivery. 
The VM exit is caused by a triple fault. 


The following items detail the use of these fields: 


IDT-vectoring information (format given in Table 23-18). The following items detail how this field is established 
for VM exits that occur during event delivery: 


— Ifthe VM exit occurred during delivery of an exception, bits 7:0 receive the exception vector (at most 31). 
If the VM exit occurred during delivery of an NMI, bits 7:0 are set to 2. If the VM exit occurred during 
delivery of an external interrupt, bits 7:0 receive the vector. 


— Bits 10:8 are set to indicate the type of event that was being delivered when the VM exit occurred: 0 
(external interrupt), 2 (non-maskable interrupt), 3 (hardware exception), 4 (software interrupt), 5 
(privileged software interrupt), or 6 (software exception). 


Hardware exceptions comprise all exceptions except the following: 


* Debug exceptions (#DB) generated by the INT1 instruction; these are privileged software exceptions. 
(Other debug exceptions are considered hardware exceptions, as are those caused by executions of 
INT1 in enclave mode.) 


¢ Breakpoint exceptions (#BP; generated by INT3) and overflow exceptions (#OF; generated by INTO); 
these are software exceptions. (A #BP that occurs in enclave mode is considered a hardware 
exception. ) 


BOUND-range exceeded exceptions (#BR; generated by BOUND) and invalid opcode exceptions (#UD) 
generated by UDO, UD1, and UD2 are hardware exceptions. 


— Bit 11 is set to 1 if the VM exit occurred during delivery of a hardware exception that would have delivered 
an error code on the stack. This bit is always 0 if the VM exit occurred while the logical processor was in 
real-address mode (CRO.PE=0).? If bit 11 is set to 1, the error code is placed in the IDT-vectoring error 
code (see below). 


. This includes the case in which a VM exit occurs while delivering a software interrupt (INT n) through the 16-bit IVT (interrupt vec- 


tor table) that is used in virtual-8086 mode with virtual-machine extensions (if RFLAGS.VM = CR4.VME = 1). 


In the following items, INT1 and INT3 refer to the instructions with opcodes F1 and CC, respectively, and not to INT n with value 1 or 
3 for n. 
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— Bit 12 is undefined. 

— Bits 30:13 are always set to 0. 

— Bit 31 is always set to 1. 

For other VM exits, the field is marked invalid (by clearing bit 31) and the remainder of the field is undefined. 
¢  IDT-vectoring error code. 


— For VM exits that set both bit 31 (valid) and bit 11 (error code valid) in the IDT-vectoring information field, 
this field receives the error code that would have been pushed on the stack by the event that was being 
delivered through the IDT at the time of the VM exit. The EXT bit is set in this field when it would be set 
normally. 


— For other VM exits, the value of this field is undefined. 


26.2.5 ‘Information for VM Exits Due to Instruction Execution 


Section 23.9.4 defined fields containing information for VM exits that occur due to instruction execution. (The VM- 
exit instruction length is also used for VM exits that occur during the delivery of a software interrupt or software 
exception.) The following items detail their use. 


° \VM-exit instruction length. This field is used in the following cases: 


— For fault-like VM exits due to attempts to execute one of the following instructions that cause VM exits 
unconditionally (see Section 24.1.2) or based on the settings of VM-execution controls (see Section 
24.1.3): CLTS, CPUID, ENCLS, GETSEC, HLT, IN, INS, INVD, INVEPT, INVLPG, INVPCID, INVVPID, LGDT, 
LIDT, LLDT, LMSW, LOADIWKEY, LTR, MONITOR, MOV CR, MOV DR, MWAIT, OUT, OUTS, PAUSE, RDMSR, 
RDPMC, RDRAND, RDSEED, RDTSC, RDTSCP, RSM, SGDT, SIDT, SLDT, STR, TPAUSE, UMWAIT, VMCALL, 
VMCLEAR, VMLAUNCH, VMPTRLD, VMPTRST, VMREAD, VMRESUME, VMWRITE, VMXOFF, VMXON, WBINVD, 
WBNOINVD, WRMSR, XRSTORS, XSETBV, and XSAVES.! 


— For VM exits due to software exceptions (those generated by executions of INT3 or INTO) or privileged 
software exceptions (those generated by executions of INT1). 


— For VM exits due to faults encountered during delivery of a software interrupt, privileged software 
exception, or software exception. 


— For VM exits due to attempts to effect a task switch via instruction execution. These are VM exits that 
produce an exit reason indicating task switch and either of the following: 


¢ An exit qualification indicating execution of CALL, IRET, or JMP instruction. 


¢ An exit qualification indicating a task gate in the IDT and an IDT-vectoring information field indicating 
that the task gate was encountered during delivery of a software interrupt, privileged software 
exception, or software exception. 


— For APIC-access VM exits and for VM exits caused by EPT violations, page-modification log-full events, and 
SPP-related events encountered during delivery of a software interrupt, privileged software exception, or 
software exception.2 


— For VM exits due executions of VMFUNC that fail because one of the following is true: 


¢ EAX indicates a VM function that is not enabled (the bit at position EAX is 0 in the VM-function controls; 
see Section 24.5.6.2). 


3. If the capability MSR IA32_VMX_CRO_FIXEDO reports that CRO.PE must be 1 in VMX operation, a logical processor cannot be in real- 
address mode unless the “unrestricted guest” VM-execution control and bit 31 of the primary processor-based V/M-execution con- 
trols are both 1. 

1. This item applies only to fault-like VM exits. It does not apply to trap-like VM exits following executions of the MOV to CR8 instruc- 
tion when the “use TPR shadow” VM-execution control is 1 or to those following executions of the WRMSR instruction when the 
“virtualize x2APIC mode” VM-execution control is 1. 

2. The VM-exit instruction-length field is not defined following APIC-access VM exits resulting from physical accesses (see Section 
28.4.6) even if encountered during delivery of a software interrupt, privileged software exception, or software exception. 
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¢ EAX = 0 and either ECX > 512 or the value of ECX selects an invalid tentative EPTP value (see Section 
24.5.6.3). 


In all the above cases, this field receives the length in bytes (1-15) of the instruction (including any instruction 
prefixes) whose execution led to the VM exit (see the next paragraph for one exception). 


The cases of VM exits encountered during delivery of a software interrupt, privileged software exception, or 
software exception include those encountered during delivery of events injected as part of VM entry (see 
Section 25.6.1.2). If the original event was injected as part of VM entry, this field receives the value of the VM- 
entry instruction length. 


All VM exits other than those listed in the above items leave this field undefined. 
If the VM exit occurred in enclave mode, this field is cleared (none of the previous items apply). 


Table 26-8. Format of the VM-Exit Instruction-Information Field as Used for INS and OUTS 
Bit Position(s) | Content 


6:0 Undefined. 

9:7 Address size: 
0: 16-bit 
1: 32-bit 


2: 64-bit (used only on processors that support Intel 64 architecture) 
Other values not used. 
14:10 Undefined. 
17:15 Segment register: 
0: ES 


Other values not used. Undefined for VM exits due to execution of INS. 
31:18 Undefined. 


° VM-exit instruction information. For VM exits due to attempts to execute INS, INVEPT, INVPCID, INVVPID, 
LIDT, LGDT, LLDT, LOADIWKEY, LTR, OUTS, RDRAND, RDSEED, SIDT, SGDT, SLDT, STR, VMCLEAR, VMPTRLD, 
VMPTRST, VMREAD, VMWRITE, VMXON, XRSTORS, or XSAVES, this field receives information about the 
instruction that caused the VM exit. The format of the field depends on the identity of the instruction causing 
the VM exit: 


— For VM exits due to attempts to execute INS or OUTS, the field has the format is given in Table 26-8. 


— For VM exits due to attempts to execute INVEPT, INVPCID, or INVVPID, the field has the format is given in 
Table 26-9. 


— For VM exits due to attempts to execute LIDT, LGDT, SIDT, or SGDT, the field has the format is given in 
Table 26-10. 


— For VM exits due to attempts to execute LLDT, LTR, SLDT, or STR, the field has the format is given in 
Table 26-11. 


— For VM exits due to attempts to execute RDRAND, RDSEED, TPAUSE, or UMWAIT, the field has the format 
is given in Table 26-12. 


— For VM exits due to attempts to execute VMCLEAR, VMPTRLD, VMPTRST, VMXON, XRSTORS, or XSAVES, 
the field has the format is given in Table 26-13. 


1. The format of the field was undefined for these VM exits on the first processors to support the virtual-machine extensions. Soft- 
ware can determine whether the format specified in Table 26-8 is used by consulting the VMX capability MSR [A32_VMX_BASIC 
(see Appendix A.1). 
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— For VM exits due to attempts to execute VMREAD or VMWRITE, the field has the format is given in 
Table 26-14. 


— For VM exits due to attempts to execute LOADIWKEY, the field has the format is given in Table 26-15. 


For all other VM exits, the field is undefined, unless the VM exit occurred in enclave mode, in which case the 
field is cleared. 


¢ 1/0 RCX, I/O RSI, I/O RDI, I/O RIP. These fields are undefined except for SMM VM exits due to system- 
management interrupts (SMIs) that arrive immediately after retirement of I/O instructions. See Section 


30.15.2.3. 


Note that, if the VM exit occurred in enclave mode, these fields are all cleared. 


Table 26-9. Format of the VM-Exit Instruction-Information Field as Used for INVEPT, INVPCID, and INVVPID 


Bit Position(s) 


Content 


1:0 


Scaling: 
0: no scaling 
1: scale by 2 
2: scale by 4 
3: scale by 8 (used only on processors that support Intel 64 architecture) 


Undefined for instructions with no index register (bit 22 is set). 


6:2 


Undefined. 


9:7 


Address size: 

0: 16-bit 

1: 32-bit 

2: 64-bit (used only on processors that support Intel 64 architecture) 
Other values not used. 


10 


Cleared to 0. 


14:11 


Undefined. 


17:15 


Segment register: 
0: ES 
1:CS 
2:SS 
3: DS 
4: FS 
5:GS 
Other values not used. 


21:18 


IndexReg: 

0 = RAX 

1 =RCX 

2 = RDX 

3 = RBX 

4 =RSP 

5 =RBP 

6 = RSI 

7=RDI 

8-15 represent R8-R15, respectively (used only on processors that support Intel 64 architecture) 
Undefined for instructions with no index register (bit 22 is set). 


22 


IndexReg invalid (O = valid; 1 = invalid) 


26:23 


BaseReg (encoded as IndexReg above) 
Undefined for memory instructions with no base register (bit 27 is set). 


27 
31:28 


BaseReg invalid (0 = valid; 1 = invalid) 
Reg2 (same encoding as IndexReg above) 
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Table 26-10. Format of the VM-Exit Instruction-Information Field as Used for LIDT, LGDT, SIDT, or SGDT 


Bit Position(s) | Content 

1:0 Scaling: 
0: no scaling 
1: scale by 2 
2: scale by 4 


3: scale by 8 (used only on processors that support Intel 64 architecture) 
Undefined for instructions with no index register (bit 22 is set). 


6:2 


Undefined. 


9:7 


Address size: 

0: 16-bit 

1: 32-bit 

2: 64-bit (used only on processors that support Intel 64 architecture) 
Other values not used. 


10 


Cleared to 0. 


11 


Operand size: 
0: 16-bit 
1: 32-bit 
Undefined for VM exits from 64-bit mode. 


14:12 


Undefined. 


17:15 


Segment register: 
0: ES 
1:CS 
2: SS 
3:DS 
4: FS 
5:GS 
Other values not used. 


21:18 


IndexReg: 

0 = RAX 

1 =RCX 

2 = RDX 

3 = RBX 

4 =RSP 

5 = RBP 

6 =RSI 

7=RDI 

8-15 represent R8-R15, respectively (Used only on processors that support Intel 64 architecture) 
Undefined for instructions with no index register (bit 22 is set). 


22 


IndexReg invalid (0 = valid; 1 = invalid) 


26:23 


BaseReg (encoded as IndexReg above) 
Undefined for instructions with no base register (bit 27 is set). 


27 


BaseReg invalid (0 = valid; 1 = invalid) 


29:28 


Instruction identity: 


0: SGDT 
1: SIDT 
2: LGDT 
3: LIDT 
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Table 26-10. 


Format of the VM-Exit Instruction-Information Field as Used for LIDT, LGDT, SIDT, or SGDT (Contd.) 


Bit Position(s) 


Content 


31:30 


Undefined. 


Table 26-11. Format of the VM-Exit Instruction-Information Field as Used for LLDT, LTR, SLDT, and STR 


Bit Position(s) 


Content 


1:0 


Scaling: 
0: no scaling 
1: scale by 2 
2: scale by 4 
3: scale by 8 (used only on processors that support Intel 64 architecture) 


Undefined for register instructions (bit 10 is set) and for memory instructions with no index register (bit 10 is clear 
and bit 22 is set). 


Undefined. 
Reg1: 

0 = RAX 

1 =RCX 

2 = RDX 

3 = RBX 

4 = RSP 

5 = RBP 

6 = RSI 

7 =RDI 

8-15 represent R8-R15, respectively (used only on processors that support Intel 64 architecture) 
Undefined for memory instructions (bit 10 is clear). 


9:7 


Address size: 

0: 16-bit 

1: 32-bit 

2: 64-bit (used only on processors that support Intel 64 architecture) 
Other values not used. Undefined for register instructions (bit 10 is set). 


10 


Mem/Reg (0 = memory; 1 = register). 


14:11 


Undefined. 


17:15 


21:18 


Segment register: 

0: ES 

1:¢S 

2:SS 

3: DS 

4: FS 

5: GS 
Other values not used. Undefined for register instructions (bit 10 is set). 
IndexReg (encoded as Reg1 above) 


Undefined for register instructions (bit 10 is set) and for memory instructions with no index register (bit 10 is clear 
and bit 22 is set). 


22 


IndexReg invalid (0 = valid; 1 = invalid) 
Undefined for register instructions (bit 10 is set). 


26:23 
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Undefined for register instructions (bit 10 is set) and for memory instructions with no base register (bit 10 is clear 
and bit 27 is set). 
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Format of the VM-Exit Instruction-Information Field as Used for LLDT, LTR, SLDT, and STR (Contd.) 


Bit Position(s) 


Content 


27 


BaseReg invalid (0 = valid; 1 = invalid) 
Undefined for register instructions (bit 10 is set). 


29:28 


Instruction identity: 


0: SLDT 
1:STR 
2: LLDT 
3: LTR 


31:30 


Undefined. 


Table 26-12. Format of the VM-Exit Instruction-Information Field as Used for RDRAND, RDSEED, TPAUSE, and 


UMWAIT 


Bit Position(s) 


Content 


2:0 


Undefined. 


6:3 


Operand register (destination for RDRAND and RDSEED; source for TPAUSE and UMWAIT): 


8-15 represent R8-R15, respectively (used only on processors that support Intel 64 architecture) 


10:7 


Undefined. 


12:11 


Operand size: 
0: 16-bit 
1: 32-bit 
2: 64-bit 
The value 3 is not used. 


31:13 


Undefined. 


Table 26-13. Format of the VM-Exit Instruction-Information Field as Used for VMCLEAR, VMPTRLD, VMPTRST, 


VMXON, XRSTORS, and XSAVES 


Bit Position(s) 


Content 


1:0 


Scaling: 
0: no scaling 
1: scale by 2 
2: scale by 4 
3: scale by 8 (used only on processors that support Intel 64 architecture) 


Undefined for instructions with no index register (bit 22 is set). 


6:2 


Undefined. 
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Table 26-13. Format of the VM-Exit Instruction-Information Field as Used for VMCLEAR, VMPTRLD, VMPTRST, 


VMXON, XRSTORS, and XSAVES (Contd.) 


Bit Position(s) 


Content 


9:7 


Address size: 

0: 16-bit 

1: 32-bit 

2: 64-bit (used only on processors that support Intel 64 architecture) 
Other values not used. 


10 


Cleared to 0. 


14:11 


Undefined. 


17:15 


Segment register: 
0: ES 
1:CS 
2:SS 
3: DS 
4: FS 
5:GS 
Other values not used. 


21:18 


IndexReg: 


7 =RDI 
8-15 represent R8-R15, respectively (Used only on processors that support Intel 64 architecture) 


Undefined for instructions with no index register (bit 22 is set). 


22 


IndexReg invalid (0 = valid; 1 = invalid) 


26:23 


27 


BaseReg (encoded as IndexReg above) 
Undefined for instructions with no base register (bit 27 is set). 
BaseReg invalid (0 = valid; 1 = invalid) 


31:28 


Undefined. 


Table 26-14. Format of the VM-Exit Instruction-Information Field as Used for VMREAD and VMWRITE 


Bit Position(s) | Content 

1:0 Scaling: 
0: no scaling 
1: scale by 2 
2: scale by 4 


3: scale by 8 (used only on processors that support Intel 64 architecture) 


Undefined for register instructions (bit 10 is set) and for memory instructions with no index register (bit 10 is clear 
and bit 22 is set). 


Undefined. 
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Table 26-14. Format of the VM-Exit Instruction-Information Field as Used for VMREAD and VMWRITE (Contd.) 


Bit Position(s) 


Content 


6:3 


Reg1: 

0 = RAX 

1 =RCX 

2 = RDX 

3 = RBX 

4 =RSP 

5 = RBP 

6 =RSI 

7 =RDI 

8-15 represent R8-R15, respectively (used only on processors that support Intel 64 architecture) 
Undefined for memory instructions (bit 10 is clear). 


9:7 Address size: 
0: 16-bit 
1: 32-bit 
2: 64-bit (used only on processors that support Intel 64 architecture) 
Other values not used. Undefined for register instructions (bit 10 is set). 
10 Mem/Reg (0 = memory; 1 = register). 
14:11 Undefined. 
17:15 Segment register: 
0: ES 
1:¢S 
2:SS 
3: DS 
4: FS 
5: GS 
Other values not used. Undefined for register instructions (bit 10 is set). 
21:18 IndexReg (encoded as Reg1 above) 
Undefined for register instructions (bit 10 is set) and for memory instructions with no index register (bit 10 is clear 
and bit 22 is set). 
22 IndexReg invalid (0 = valid; 1 = invalid) 
Undefined for register instructions (bit 10 is set). 
26:23 BaseReg (encoded as Reg1 above) 
Undefined for register instructions (bit 10 is set) and for memory instructions with no base register (bit 10 is clear 
and bit 27 is set). 
27 BaseReg invalid (0 = valid; 1 = invalid) 
Undefined for register instructions (bit 10 is set). 
31:28 Reg2 (same encoding as Reg1 above) 
Table 26-15. Format of the VM-Exit Instruction-Information Field as Used for LOADIWKEY 
Bit Position(s) | Content 
2:0 Undefined. 
6:3 Reg1: identifies the first XMM register operand (KMMO-XMM15; values 8-15 are used only on processors that 
support Intel 64 architecture). 
30:7 Undefined. 
31:28 Reg2: identifies the second XMM register operand (see above). 
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26.3. SAVING GUEST STATE 


VM exits save certain components of processor state into corresponding fields in the guest-state area of the VMCS 
(see Section 23.4). On processors that support Intel 64 architecture, the full value of each natural-width field (see 
Section 23.11.2) is saved regardless of the mode of the logical processor before and after the VM exit. 


In general, the state saved is that which was in the logical processor at the time the VM exit commences. See 
Section 26.1 for a discussion of which architectural updates occur at that time. 


Section 26.3.1 through Section 26.3.4 provide details for how various components of processor state are saved. 
These sections reference VMCS fields that correspond to processor state. Unless otherwise stated, these references 
are to fields in the guest-state area. 


26.3.1 Saving Control Registers, Debug Registers, and MSRs 
Contents of certain control registers, debug registers, and MSRs is saved as follows: 


¢ The contents of CRO, CR3, CR4, and the IA32_SYSENTER_CS, IA32_SYSENTER_ESP, and IA32_SYSENTER_EIP 
MSRs are saved into the corresponding fields. Bits 63:32 of the IA32_SYSENTER_CS MSR are not saved. On 
processors that do not support Intel 64 architecture, bits 63:32 of the IA32_SYSENTER_ESP and 
IA32_SYSENTER_EIP MSRs are not saved. 


e If the “save debug controls” VM-exit control is 1, the contents of DR7 and the IA32_DEBUGCTL MSR are saved 
into the corresponding fields. The first processors to support the virtual-machine extensions supported only the 
1-setting of this control and thus always saved data into these fields. 


° If the “save IA32_PAT” VM-exit control is 1, the contents of the IA32_PAT MSR are saved into the corresponding 
field. 


e If the “save IA32_EFER” VM-exit control is 1, the contents of the IA32_EFER MSR are saved into the corre- 
sponding field. 


¢ If the processor supports either the 1-setting of the “load IA32_BNDCFGS” VM-entry control or that of the 
“clear IA32_BNDCFGS” VM-exit control, the contents of the IA32_BNDCFGS MSR are saved into the corre- 
sponding field. 


° Ifthe processor supports either the 1-setting of the “load IA32_RTIT_CTL” VM-entry control or that of the “clear 
IA32_RTIT_CTL” VM-exit control, the contents of the IA32_RTIT_CTL MSR are saved into the corresponding 
field. 


e If the processor supports the 1-setting of the “load CET” VM-entry control, the contents of the IA32_S_CET and 
IA32_INTERRUPT_SSP_TABLE_ADDR MSRs are saved into the corresponding fields. On processors that do not 
support Intel 64 architecture, bits 63:32 of these MSRs are not saved. 


° If the processor supports the 1-setting of the “load PKRS” VM-entry control, the contents of the IA32_PKRS 
MSR are saved into the corresponding field. 


¢ The value of the SMBASE field is undefined after all VM exits except SMM VM exits. See Section 30.15.2. 


26.3.2 Saving Segment Registers and Descriptor-Table Registers 


For each segment register (CS, SS, DS, ES, FS, GS, LDTR, or TR), the values saved for the base-address, segment- 
limit, and access rights are based on whether the register was unusable (see Section 23.4.1) before the VM exit: 


e If the register was unusable, the values saved into the following fields are undefined: (1) base address; 
(2) segment limit; and (3) bits 7:0 and bits 15:12 in the access-rights field. The following exceptions apply: 


= CS: 

¢ The base-address and segment-limit fields are saved. 

¢ TheL, D, and G bits are saved in the access-rights field. 
— SS. 

¢ DPL is saved in the access-rights field. 
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* On processors that support Intel 64 architecture, bits 63:32 of the value saved for the base address are 
always zero. 


DS and ES. On processors that support Intel 64 architecture, bits 63:32 of the values saved for the base 
addresses are always zero. 


FS and GS. The base-address field is saved. 
LDTR. The value saved for the base address is always canonical. 


¢ Ifthe register was not unusable, the values saved into the following fields are those which were in the register 
before the VM exit: (1) base address; (2) segment limit; and (3) bits 7:0 and bits 15:12 in access rights. 


¢ Bits 31:17 and 11:8 in the access-rights field are always cleared. Bit 16 is set to 1 if and only if the segment is 
unusable. 


The contents of the GDTR and IDTR registers are saved into the corresponding base-address and limit fields. 


26.3.3 


Saving RIP, RSP, RFLAGS, and SSP 


The contents of the RIP, RSP, RFLAGS, and SSP (shadow-stack pointer) registers are saved as follows: 


° The value saved in the RIP field is determined by the nature and cause of the VM exit: 


If the VM exit occurred in enclave mode, the value saved is the AEP of interrupted enclave thread (the 
remaining items do not apply). 


If the VM exit occurs due to by an attempt to execute an instruction that causes VM exits unconditionally or 
that has been configured to cause a VM exit via the VM-execution controls, the value saved references that 
instruction. 


If the VM exit is caused by an occurrence of an INIT signal, a start-up IPI (SIPI), or system-management 
interrupt (SMI), the value saved is that which was in RIP before the event occurred. 


If the VM exit occurs due to the 1-setting of either the “interrupt-window exiting” VM-execution control or 
the “NMI-window exiting” VM-execution control, the value saved is that which would be in the register had 
the VM exit not occurred. 


If the VM exit is due to an external interrupt, non-maskable interrupt (NMI), or hardware exception (as 
defined in Section 26.2.2), the value saved is the return pointer that would have been saved (either on the 
stack had the event been delivered through a trap or interrupt gate,! or into the old task-state segment had 
the event been delivered through a task gate). 


If the VM exit is due to a triple fault, the value saved is the return pointer that would have been saved 
(either on the stack had the event been delivered through a trap or interrupt gate, or into the old task-state 
segment had the event been delivered through a task gate) had delivery of the double fault not 
encountered the nested exception that caused the triple fault. 


If the VM exit is due to a software exception (due to an execution of INT3 or INTO) or a privileged software 
exception (due to an execution of INT1), the value saved references the INT3, INTO, or INT1 instruction 
that caused that exception. 


Suppose that the VM exit is due to a task switch that was caused by execution of CALL, IRET, or JMP or by 
execution of a software interrupt (INT n), software exception (due to execution of INT3 or INTO), or 
privileged software exception (due to execution of INT1) that encountered a task gate in the IDT. The value 
saved references the instruction that caused the task switch (CALL, IRET, JMP, INT n, INT3, INTO, INT1). 


Suppose that the VM exit is due to a task switch that was caused by a task gate in the IDT that was 
encountered for any reason except the direct access by a software interrupt or software exception. The 
value saved is that which would have been saved in the old task-state segment had the task switch 
completed normally. 


1. The reference here is to the full value of RIP before any truncation that would occur had the stack width been only 32 bits or 16 


bits. 
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— Ifthe VM exit is due to an execution of MOV to CR8 or WRMSR that reduced the value of bits 7:4 of VTPR 
(see Section 28.1.1) below that of TPR threshold VM-execution control field (see Section 28.1.2), the value 
saved references the instruction following the MOV to CR8 or WRMSR. 


— Ifthe VM exit was caused by APIC-write emulation (see Section 28.4.3.2) that results from an APIC access 
as part of instruction execution, the value saved references the instruction following the one whose 
execution caused the APIC-write emulation. 


The contents of the RSP register are saved into the RSP field. 


With the exception of the resume flag (RF; bit 16), the contents of the RFLAGS register is saved into the 
RFLAGS field. RFLAGS.RF is saved as follows: 


— Ifthe VM exit occurred in enclave mode, the value saved is 0 (the remaining items do not apply). 


— Ifthe VM exit is caused directly by an event that would normally be delivered through the IDT, the value 
saved is that which would appear in the saved RFLAGS image (either that which would be saved on the 
stack had the event been delivered through a trap or interrupt gate! or into the old task-state segment had 
the event been delivered through a task gate) had the event been delivered through the IDT. See below for 
VM exits due to task switches caused by task gates in the IDT. 


— Ifthe VM exit is caused by a triple fault, the value saved is that which the logical processor would have in 
RF in the RFLAGS register had the triple fault taken the logical processor to the shutdown state. 


— Ifthe VM exit is caused by a task switch (including one caused by a task gate in the IDT), the value saved 
is that which would have been saved in the RFLAGS image in the old task-state segment (TSS) had the task 
switch completed normally without exception. 


— Ifthe VM exit is caused by an attempt to execute an instruction that unconditionally causes VM exits or one 
that was configured to do with a VM-execution control, the value saved is 0.2 


— For APIC-access VM exits and for VM exits caused by EPT violations, EPT misconfigurations, page-modifi- 
cation log-full events, or SPP-related events, the value saved depends on whether the VM exit occurred 
during delivery of an event through the IDT: 


¢ Ifthe VM exit stored 0 for bit 31 for IDT-vectoring information field (because the VM exit did not occur 
during delivery of an event through the IDT; see Section 26.2.4), the value saved is 1. 


¢ If the VM exit stored 1 for bit 31 for IDT-vectoring information field (because the VM exit did occur 
during delivery of an event through the IDT), the value saved is the value that would have appeared in 
the saved RFLAGS image had the event been delivered through the IDT (see above). 


— For all other VM exits, the value saved is the value RFLAGS.RF had before the VM exit occurred. 


If the processor supports the 1-setting of the “load CET” VM-entry control, the contents of the SSP register are 
saved into the SSP field. 


26.3.4 Saving Non-Register State 


Information corresponding to guest non-register state is saved as follows: 


The activity-state field is saved with the logical processor’s activity state before the VM exit.? See Section 26.1 
for details of how events leading to a VM exit may affect the activity state. 


The interruptibility-state field is saved to reflect the logical processor’s interruptibility before the VM exit. 
— See Section 26.1 for details of how events leading to a VM exit may affect this state. 


. The reference here is to the full value of RFLAGS before any truncation that would occur had the stack width been only 32 bits or 


16 bits. 


This is true even if RFLAGS.RF was 1 before the instruction was executed. If, in response to such a VM exit, a VM monitor re-enters 
the guest to re-execute the instruction that caused the VM exit (for example, after clearing the VM-execution control that caused 
the VM exit), the instruction may encounter a code breakpoint that has already been processed. A VM monitor can avoid this by set- 
ting the quest value of RFLAGS.RF to 1 before resuming guest software. 


If this activity state was an inactive state resulting from execution of a specific instruction (HLT or MWAIT), the value saved for RIP 
by that VM exit will reference the following instruction. 
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VM exits that end outside system-management mode (SMM) save bit 2 (blocking by SMI) as 0 regardless 
of the state of such blocking before the VM exit. 


Bit 3 (blocking by NMI) is treated specially if the “virtual NMIs” VM-execution control is 1. In this case, the 
value saved for this field does not indicate the blocking of NMIs but rather the state of virtual-NMI blocking. 


Bit 4 (enclave interruption) is set to 1 if the VM exit occurred while the logical processor was in enclave 
mode. 


Such VM exits includes those caused by interrupts, non-maskable interrupts, system-management 
interrupts, INIT signals, and exceptions occurring in enclave mode as well as exceptions encountered 
during the delivery of such events incident to enclave mode. 


AVM exit that is incident to delivery of an event injected by VM entry leaves this bit unmodified. 


The pending debug exceptions field is saved as clear for all VM exits except the following: 


A VM exit caused by an INIT signal, a machine-check exception, or a system-management interrupt (SMI). 


A VM exit with basic exit reason “TPR below threshold”,! “virtualized EOI”, “APIC write”, or “monitor trap 
flag.” 


A VM exit due to trace-address pre-translation (TAPT; see Section 24.5.4) or due to accesses related to 
PEBS on processors with the “EPT-friendly” enhancement (see Section 18.9.5). Such VM exits can have 
basic exit reason “APIC access,” “EPT violation,” “EPT misconfiguration,” “page-modification log full,” or 
“SPP-related event.” When due to TAPT or PEBS, these VM exits (with the exception of those due to EPT 
misconfigurations) set bit 16 of the exit qualification, indicating that they are asynchronous to instruction 
execution and not part of event delivery. 


VM exits that are not caused by debug exceptions and that occur while there is MOV-SS blocking of debug 
exceptions. 


For VM exits that do not clear the field, the value saved is determined as follows: 


Each of bits 3:0 may be set if it corresponds to a matched breakpoint. This may be true even if the corre- 
sponding breakpoint is not enabled in DR7. 


Suppose that a VM exit is due to an INIT signal, a machine-check exception, or an SMI; or that a VM exit 
has basic exit reason “TPR below threshold” or “monitor trap flag.” In this case, the value saved sets bits 
corresponding to the causes of any debug exceptions that were pending at the time of the VM exit. 


If the VM exit occurs immediately after VM entry, the value saved may match that which was loaded on 
VM entry (see Section 25.7.3). Otherwise, the following items apply: 


¢ Bit 12 (enabled breakpoint) is set to 1 in any of the following cases: 
— If there was at least one matched data or I/O breakpoint that was enabled in DR7. 


— If it had been set on VM entry, causing there to be valid pending debug exceptions (see Section 
25.7.3) and the VM exit occurred before those exceptions were either delivered or lost. 


— Ifthe XBEGIN instruction was executed immediately before the VM exit and advanced debugging of 
RTM transactional regions had been enabled (see Section 16.3.7, “RTM-Enabled Debugger 
Support,” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1). (This does 
not apply to VM exits with basic exit reason “monitor trap flag.”) 


In other cases, bit 12 is cleared to 0. 
¢ Bit 14 (BS) is set if RFLAGS.TF = 1 in either of the following cases: 


— IA32_DEBUGCTL.BTF = 0 and the cause of a pending debug exception was the execution of a single 
instruction. 


— JIA32_DEBUGCTL.BTF = 1 and the cause of a pending debug exception was a taken branch. 


¢ Bit 16 (RTM) is set if a debug exception (#DB) or a breakpoint exception (#BP) occurred inside an RTM 
region while advanced debugging of RTM transactional regions had been enabled. (This does not apply 
to VM exits with basic exit reason “monitor trap flag.”) 


1. This item includes VM exits that occur as a result of certain VM entries (Section 25.7.7). 
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— Suppose that a VM exit is due to another reason (but not a debug exception) and occurs while there is MOV- 
SS blocking of debug exceptions. In this case, the value saved sets bits corresponding to the causes of any 
debug exceptions that were pending at the time of the VM exit. If the VM exit occurs immediately after 
VM entry (no instructions were executed in VMX non-root operation), the value saved may match that 
which was loaded on VM entry (see Section 25.7.3). Otherwise, the following items apply: 


¢ Bit 12 (enabled breakpoint) is set to 1 if there was at least one matched data or I/O breakpoint that was 
enabled in DR7. Bit 12 is also set if it had been set on VM entry, causing there to be valid pending debug 
exceptions (see Section 25.7.3) and the VM exit occurred before those exceptions were either delivered 
or lost. In other cases, bit 12 is cleared to 0. 


¢ The setting of bit 14 (BS) is implementation-specific. However, it is not set if RFLAGS.TF = 0 or 
IA32_DEBUGCTL.BTF = 1. 


— The reserved bits in the field are cleared. 


If the “save VMX-preemption timer value” VM-exit control is 1, the value of timer is saved into the VMX- 
preemption timer-value field. This is the value loaded from this field on VM entry as subsequently decremented 
(see Section 24.5.1). VM exits due to timer expiration save the value 0. Other VM exits may also save the value 
0 if the timer expired during VM exit. (If the “save VMX-preemption timer value” VM-exit control is 0, VM exit 
does not modify the value of the VMX-preemption timer-value field. ) 


If the logical processor supports the 1-setting of the “enable EPT” VM-execution control, values are saved into 
the four (4) PDPTE fields as follows: 


— Ifthe “enable EPT” VM-execution control is 1 and the logical processor was using PAE paging at the time of 
the VM exit, the PDPTE values currently in use are saved:! 


¢ The values saved into bits 11:9 of each of the fields is undefined. 


¢ If the value saved into one of the fields has bit 0 (present) clear, the value saved into bits 63:1 of that 
field is undefined. That value need not correspond to the value that was loaded by VM entry or to any 
value that might have been loaded in VMX non-root operation. 


¢ If the value saved into one of the fields has bit 0 (present) set, the value saved into bits 63:12 of the 
field is a guest-physical address. 


— Ifthe “enable EPT” VM-execution control is 0 or the logical processor was not using PAE paging at the time 
of the VM exit, the values saved are undefined. 


26.4 SAVING MSRS 


After processor state is saved to the guest-state area, values of MSRs may be stored into the VM-exit MSR-store 
area (see Section 23.7.2). Specifically each entry in that area (up to the number specified in the VM-exit MSR-store 
count) is processed in order by storing the value of the MSR indexed by bits 31:0 (as they would be read by 
RDMSR) into bits 127:64. Processing of an entry fails in either of the following cases: 


The value of bits 31:8 is OOO008H, meaning that the indexed MSR is one that allows access to an APIC register 
when the local APIC is in x2APIC mode. 

The value of bits 31:0 indicates an MSR that can be read only in system-management mode (SMM) and the 
VM exit will not end in SMM. (IA32_SMBASE is an MSR that can be read only in SMM.) 

The value of bits 31:0 indicates an MSR that cannot be saved on VM exits for model-specific reasons. A 
processor may prevent certain MSRs (based on the value of bits 31:0) from being stored on VM exits, even if 
they can normally be read by RDMSR. Such model-specific behavior is documented in Chapter 2, “Model- 
Specific Registers (MSRs)” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4. 


Bits 63:32 of the entry are not all 0. 


A logical processor uses PAE paging if CRO.PG = 1, CR4.PAE = 1 and IA32_EFER.LMA = 0. See Section 4.4 in the Intel® 64 and IA-32 
Architectures Software Developer's Manual, Volume 3A. “Enable EPT” is a secondary processor-based VM-execution control. If bit 31 
of the primary processor-based VM-execution controls is 0, VM exit functions as if the “enable EPT” VM-execution control were O. 
See Section 23.6.2. 
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¢ An attempt to read the MSR indexed by bits 31:0 would cause a general-protection exception if executed via 
RDMSR with CPL = 0. 


A VMX abort occurs if processing fails for any entry. See Section 26.7. 


26.5 LOADING HOST STATE 


Processor state is updated on VM exits in the following ways: 

° Some state is loaded from or otherwise determined by the contents of the host-state area. 
¢ Some state is determined by VM-exit controls. 

¢ Some state is established in the same way on every VM exit. 

° The page-directory pointers are loaded based on the values of certain control registers. 
This loading may be performed in any order. 


On processors that support Intel 64 architecture, the full values of each 64-bit field loaded (for example, the base 
address for GDTR) is loaded regardless of the mode of the logical processor before and after the VM exit. 


The loading of host state is detailed in Section 26.5.1 to Section 26.5.5. These sections reference VMCS fields that 
correspond to processor state. Unless otherwise stated, these references are to fields in the host-state area. 


A logical processor is in IA-32e mode after a VM exit only if the “host address-space size” VM-exit control is 1. If 
the logical processor was in IA-32e mode before the VM exit and this control is 0, a VMX abort occurs. See Section 
26.7. 


In addition to loading host state, VM exits clear address-range monitoring (Section 26.5.6). 


After the state loading described in this section, VM exits may load MSRs from the VM-exit MSR-load area (see 
Section 26.6). This loading occurs only after the state loading described in this section. 


26.5.1 Loading Host Control Registers, Debug Registers, MSRs 


VM exits load new values for controls registers, debug registers, and some MSRs: 


¢ CRO, CR3, and CR4 are loaded from the CRO field, the CR3 field, and the CR4 field, respectively, with the 
following exceptions: 


— The following bits are not modified: 


¢ For CRO, ET, CD, NW; bits 63:32 (on processors that support Intel 64 architecture), 28:19, 17, and 
15:6; and any bits that are fixed in VMX operation (see Section 22.8).! 


¢ For CR3, bits 63:52 and bits in the range 51:32 beyond the processor’s physical-address width (they 
are cleared to 0).2 (This item applies only to processors that support Intel 64 architecture.) 


¢ For CR4, any bits that are fixed in VMX operation (see Section 22.8). 
— CR4.PAE is set to 1 if the “host address-space size” VM-exit control is 1. 
— CR4.PCIDE is set to 0 if the “host address-space size” VM-exit control is 0. 
° DR7 is set to 400H. 
¢ The following MSRs are established as follows: 
— The IA32_DEBUGCTL MSR is cleared to O0O000000_O0000000H. 


— The IA32_SYSENTER_CS MSR is loaded from the IA32_SYSENTER_CS field. Since that field has only 32 
bits, bits 63:32 of the MSR are cleared to 0. 


1. Bits 28:19, 17, and 15:6 of CRO and CRO.ET are unchanged by executions of MOV to CRO. CRO.ET is always 1 and the other bits are 
always 0. 


2. Software can determine a processor's physical-address width by executing CPUID with BOOOOOO8H in EAX. The physical-address 
width is returned in bits 7:0 of EAX. 
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The IA32_SYSENTER_ESP and IA32_SYSENTER_EIP MSRs are loaded from the IA32_SYSENTER_ESP and 
IA32_SYSENTER_EIP fields, respectively. 


If the processor does not support the Intel 64 architecture, these fields have only 32 bits; bits 63:32 of the 
MSRs are cleared to 0. 


If the processor supports the Intel 64 architecture with N < 64 linear-address bits, each of bits 63:N is set 
to the value of bit N-1.! 


The following steps are performed on processors that support Intel 64 architecture: 


¢ The MSRs FS.base and GS.base are loaded from the base-address fields for FS and GS, respectively 
(see Section 26.5.2). 


¢ The LMA and LME bits in the IA32_EFER MSR are each loaded with the setting of the “host address- 
space size” VM-exit control. 


If the “load IA32_PERF_GLOBAL_CTRL” VM-exit control is 1, the IA32_PERF_GLOBAL_CTRL MSR is loaded 
from the IA32_PERF_GLOBAL_CTRL field. Bits that are reserved in that MSR are maintained with their 
reserved values. 


If the “load IA32_PAT” VM-exit control is 1, the IA32_PAT MSR is loaded from the IA32_PAT field. Bits that 
are reserved in that MSR are maintained with their reserved values. 


If the “load IA32_EFER” VM-exit control is 1, the IA32_EFER MSR is loaded from the IA32_EFER field. Bits 
that are reserved in that MSR are maintained with their reserved values. 


If the “clear IA32_BNDCFGS” VM-exit control is 1, the IA32_BNDCFGS MSR is cleared to 
00000000_00000000H; otherwise, it is not modified. 


If the “clear IA32_RTIT_CTL” VM-exit control is 1, the IA32_RTIT_CTL MSR is cleared to 
00000000_00000000H; otherwise, it is not modified. 


If the “load CET” VM-exit control is 1, the IA32_S_CET and IA32_INTERRUPT_SSP_TABLE_ADDR MSRs are 
loaded from the IA32_S_CET and IA32_INTERRUPT_SSP_TABLE_ADDR fields, respectively. 


If the processor does not support the Intel 64 architecture, these fields have only 32 bits; bits 63:32 of the 
MSRs are cleared to 0. 


If the processor supports the Intel 64 architecture with N < 64 linear-address bits, each of bits 63:N is set 
to the value of bit N-1. 


If the “load PKRS” VM-exit control is 1, the IA32_PKRS MSR is loaded from the IA32_PKRS field. Bits 63:32 
of that MSR are maintained with zeroes. 


With the exception of FS.base and GS.base, any of these MSRs is subsequently overwritten if it appears in the 
VM-exit MSR-load area. See Section 26.6. 


26.5.2 Loading Host Segment and Descriptor-Table Registers 
Each of the registers CS, SS, DS, ES, FS, GS, and TR is loaded as follows (see below for the treatment of LDTR): 


The selector is loaded from the selector field. The segment is unusable if its selector is loaded with zero. The 
checks specified Section 25.3.1.2 limit the selector values that may be loaded. In particular, CS and TR are 
never loaded with zero and are thus never unusable. SS can be loaded with zero only on processors that 
support Intel 64 architecture and only if the VM exit is to 64-bit mode (64-bit mode allows use of segments 
marked unusable). 


The base address is set as follows: 


CS. Cleared to zero. 
SS, DS, and ES. Undefined if the segment is unusable; otherwise, cleared to zero. 


FS and GS. Undefined (but, on processors that support Intel 64 architecture, canonical) if the segment is 
unusable and the VM exit is not to 64-bit mode; otherwise, loaded from the base-address field. 


Software can determine the number N by executing CPUID with BOOOO008H in EAX. The number of linear-address bits supported is 
returned in bits 15:8 of EAX. 
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If the processor supports the Intel 64 architecture and the processor supports N < 64 linear-address bits, 
each of bits 63:N is set to the value of bit N-1.1 The values loaded for base addresses for FS and GS are 
also manifest in the FS.base and GS.base MSRs. 


— TR. Loaded from the host-state area. If the processor supports the Intel 64 architecture and the processor 
supports N < 64 linear-address bits, each of bits 63:N is set to the value of bit N-1. 


The segment limit is set as follows: 

— CS. Set to FFFFFFFFH (corresponding to a descriptor limit of FFFFFH and a G-bit setting of 1). 
— SS, DS, ES, FS, and GS. Undefined if the segment is unusable; otherwise, set to FFFFFFFFH. 
— TR. Set to 00000067H. 

The type field and S bit are set as follows: 

— CS. Type set to 11 and S set to 1 (execute/read, accessed, non-conforming code segment). 


— SS, DS, ES, FS, and GS. Undefined if the segment is unusable; otherwise, type set to 3 and S set to 1 
(read/write, accessed, expand-up data segment). 


— TR. Type set to 11 and S set to 0 (busy 32-bit task-state segment). 

The DPL is set as follows: 

— CS, SS, and TR. Set to 0. The current privilege level (CPL) will be 0 after the VM exit completes. 
— DS, ES, FS, and GS. Undefined if the segment is unusable; otherwise, set to 0. 

The P bit is set as follows: 

— CS, TR. Set to 1. 

— SS, DS, ES, FS, and GS. Undefined if the segment is unusable; otherwise, set to 1. 


On processors that support Intel 64 architecture, CS.L is loaded with the setting of the “host address-space 
size” VM-exit control. Because the value of this control is also loaded into IA32_EFER.LMA (see Section 26.5.1), 
no VM exit is ever to compatibility mode (which requires IA32_EFER.LMA = 1 and CS.L = 0). 


D/B. 


— CS. Loaded with the inverse of the setting of the “host address-space size” VM-exit control. For example, if 
that control is 0, indicating a 32-bit guest, CS.D/B is set to 1. 


— SS. Set to 1. 
— DS, ES, FS, and GS. Undefined if the segment is unusable; otherwise, set to 1. 
— TR. Set to 0. 


— CS. Setto1. 
— SS, DS, ES, FS, and GS. Undefined if the segment is unusable; otherwise, set to 1. 
— TR. Set to 0. 


The host-state area does not contain a selector field for LDTR. LDTR is established as follows on all VM exits: the 
selector is cleared to OOOOH, the segment is marked unusable and is otherwise undefined (although the base 
address is always canonical). 


The base addresses for GDTR and IDTR are loaded from the GDTR base-address field and the IDTR base-address 
field, respectively. If the processor supports the Intel 64 architecture and the processor supports N < 64 linear- 
address bits, each of bits 63:N of each base address is set to the value of bit N-1 of that base address. The GDTR 
and IDTR limits are each set to FFFFH. 


. Software can determine the number N by executing CPUID with 8OOOO0O08H in EAX. The number of linear-address bits supported is 
returned in bits 15:8 of EAX. 
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26.5.3 Loading Host RIP, RSP, RFLAGS, and SSP 


RIP and RSP are loaded from the RIP field and the RSP field, respectively. RFLAGS is cleared, except bit 1, which is 
always set. 


If the “load CET” VM-exit control is 1, SSP (shadow-stack pointer) is loaded from the SSP field. 


26.5.4 Checking and Loading Host Page-Directory-Pointer-Table Entries 


If CRO.PG = 1, CR4.PAE = 1, and IA32_EFER.LMA = 0, the logical processor uses PAE paging. See Section 4.4 of 
the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A.' When in PAE paging is in use, the 
physical address in CR3 references a table of page-directory-pointer-table entries (PDPTEs). A MOV to CR3 
when PAE paging is in use checks the validity of the PDPTEs and, if they are valid, loads them into the processor 
(into internal, non-architectural registers). 


AVM exit is to a VMM that uses PAE paging if (1) bit 5 (corresponding to CR4.PAE) is set in the CR4 field in the host- 
state area of the VMCS; and (2) the “host address-space size” VM-exit control is 0. Such a VM exit may check the 
validity of the PDPTEs referenced by the CR3 field in the host-state area of the VMCS. Such a VM exit must check 
their validity if either (1) PAE paging was not in use before the VM exit; or (2) the value of CR3 is changing as a 
result of the VM exit. A VM exit to a VMM that does not use PAE paging must not check the validity of the PDPTEs. 


A VM exit that checks the validity of the PDPTEs uses the same checks that are used when CR3 is loaded with 
MOV to CR3 when PAE paging is in use. If MOV to CR3 would cause a general-protection exception due to the 
PDPTEs that would be loaded (e.g., because a reserved bit is set), a VMX abort occurs (see Section 26.7). Ifa 
VM exit to a VMM that uses PAE does not cause a VMX abort, the PDPTEs are loaded into the processor as would 
MOV to CR3, using the value of CR3 being load by the VM exit. 


26.5.5 Updating Non-Register State 
VM exits affect the non-register state of a logical processor as follows: 
¢ A logical processor is always in the active state after a VM exit. 
¢ Event blocking is affected as follows: 
— There is no blocking by STI or by MOV SS after a VM exit. 


— VM exits caused directly by non-maskable interrupts (NMIs) cause blocking by NMI (see Table 23-3). Other 
VM exits do not affect blocking by NMI. (See Section 26.1 for the case in which an NMI causes a VM exit 
indirectly.) 

¢ There are no pending debug exceptions after a VM exit. 


Section 27.3 describes how the VMX architecture controls how a logical processor manages information in the TLBs 
and paging-structure caches. The following items detail how VM exits invalidate cached mappings: 


e If the “enable VPID” VM-execution control is 0, the logical processor invalidates linear mappings and combined 
mappings associated with VPID OOOOH (for all PCIDs); combined mappings for VPID OOOOH are invalidated for 
all EP4TA values (EP4TA is the value of bits 51:12 of EPTP). 


e VM exits are not required to invalidate any guest-physical mappings, nor are they required to invalidate any 
linear mappings or combined mappings if the “enable VPID” VM-execution control is 1. 


26.5.6 Clearing Address-Range Monitoring 


The Intel 64 and IA-32 architectures allow software to monitor a specified address range using the MONITOR and 
MWAIT instructions. See Section 8.10.4 in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3A. VM exits clear any address-range monitoring that may be in effect. 


1. On processors that support Intel 64 architecture, the physical-address extension may support more than 36 physical-address bits. 
Software can determine a processor's physical-address width by executing CPUID with 80000008H in EAX. The physical-address 
width is returned in bits 7:0 of EAX. 
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26.6 LOADING MSRS 


VM exits may load MSRs from the VM-exit MSR-load area (see Section 23.7.2). Specifically each entry in that area 
(up to the number specified in the VM-exit MSR-load count) is processed in order by loading the MSR indexed by 
bits 31:0 with the contents of bits 127:64 as they would be written by WRMSR. 


Processing of an entry fails in any of the following cases: 


* The value of bits 31:0 is either CO000100H (the IA32_FS_BASE MSR) or C0000101H (the IA32_GS_BASE 
MSR). 


° The value of bits 31:8 is OO0008H, meaning that the indexed MSR is one that allows access to an APIC register 
when the local APIC is in x2APIC mode. 


° The value of bits 31:0 indicates an MSR that can be written only in system-management mode (SMM) and the 
VM exit will not end in SMM. (IA32_SMM_MONITOR_CTL is an MSR that can be written only in SMM.) 


¢ = The value of bits 31:0 indicates an MSR that cannot be loaded on VM exits for model-specific reasons. A 
processor may prevent loading of certain MSRs even if they can normally be written by WRMSR. Such model- 
specific behavior is documented in Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 4. 


¢  =Bits 63:32 are not all 0. 


¢ Anattempt to write bits 127:64 to the MSR indexed by bits 31:0 of the entry would cause a general-protection 
exception if executed via WRMSR with CPL = 0.! 


If processing fails for any entry, a VMX abort occurs. See Section 26.7. 


If any MSR is being loaded in such a way that would architecturally require a TLB flush, the TLBs are updated so 
that, after VM exit, the logical processor does not use any translations that were cached before the transition. 


26.7. VMX ABORTS 


A problem encountered during a VM exit leads to a VMX abort. A VMX abort takes a logical processor into a shut- 
down state as described below. 


A VMX abort does not modify the VMCS data in the VMCS region of any active VMCS. The contents of these data 
are thus suspect after the VMX abort. 


On a VMX abort, a logical processor saves a nonzero 32-bit VMX-abort indicator field at byte offset 4 in the VMCS 
region of the VMCS whose misconfiguration caused the failure (see Section 23.2). The following values are used: 


1. There was a failure in saving guest MSRs (see Section 26.4). 
2. Host checking of the page-directory-pointer-table entries (PDPTEs) failed (see Section 26.5.4). 


3. The current VMCS has been corrupted (through writes to the corresponding VMCS region) in such a way that 
the logical processor cannot complete the VM exit properly. 


There was a failure on loading host MSRs (see Section 26.6). 
There was a machine-check event during VM exit (see Section 26.8). 


The logical processor was in IA-32e mode before the VM exit and the “host address-space size” VM-exit control 
was 0 (see Section 26.5). 


Some of these causes correspond to failures during the loading of state from the host-state area. Because the 
loading of such state may be done in any order (see Section 26.5) a VM exit that might lead to a VMX abort for 
multiple reasons (for example, the current VMCS may be corrupt and the host PDPTEs might not be properly 
configured). In such cases, the VMX-abort indicator could correspond to any one of those reasons. 


A logical processor never reads the VMX-abort indicator in a VMCS region and writes it only with one of the non- 
zero values mentioned above. The VMX-abort indicator allows software on one logical processor to diagnose the 


1. Note the following about processors that support Intel 64 architecture. If CRO.PG = 1, WRMSR to the IA32_EFER MSR causes a gen- 
eral-protection exception if it would modify the LME bit. Since CRO.PG is always 1 in VMX operation, the IA32_EFER MSR should not 
be included in the VM-exit MSR-load area for the purpose of modifying the LME bit. 
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VMxX-abort on another. For this reason, it is recommended that software running in VMX root operation zero the 
VMxX-abort indicator in the VMCS region of any VMCS that it uses. 


After saving the VMX-abort indicator, operation of a logical processor experiencing a VMX abort depends on 
whether the logical processor is in SMX operation:! 


* If the logical processor is in SMX operation, an Intel® TXT shutdown condition occurs. The error code used is 
OOODH, indicating “VMX abort.” See Inte/® Trusted Execution Technology Measured Launched Environment 
Programming Guide. 


e If the logical processor is outside SMX operation, it issues a special bus cycle (to notify the chipset) and enters 
the VMX-abort shutdown state. RESET is the only event that wakes a logical processor from the VMX-abort 
shutdown state. The following events do not affect a logical processor in this state: machine-check events; INIT 
signals; external interrupts; non-maskable interrupts (NMIs); start-up IPIs (SIPIs); and system-management 
interrupts (SMIs). 


26.8 MACHINE-CHECK EVENTS DURING VM EXIT 


If a machine-check event occurs during VM exit, one of the following occurs: 
¢ The machine-check event is handled as if it occurred before the VM exit: 


— if eee = 0, operation of the logical processor depends on whether the logical processor is in SMX 
operation: 


* If the logical processor is in SMX operation, an Intel® TXT shutdown condition occurs. The error code 
used is OOOCH, indicating “unrecoverable machine-check condition.” 


¢ If the logical processor is outside SMX operation, it goes to the shutdown state. 
— If CR4.MCE = 1, a machine-check exception (#MC) is generated: 
¢ If bit 18 (#MC) of the exception bitmap is 0, the exception is delivered through the guest IDT. 
¢ If bit 18 of the exception bitmap is 1, the exception causes a VM exit. 
¢ The machine-check event is handled after VM exit completes: 


— Ifthe VM exit ends with CR4.MCE = 0, operation of the logical processor depends on whether the logical 
processor is in SMX operation: 


* If the logical processor is in SMX operation, an Intel® TXT shutdown condition occurs with error code 
OOOCH (unrecoverable machine-check condition). 


¢ If the logical processor is outside SMX operation, it goes to the shutdown state. 
— Ifthe VM exit ends with CR4.MCE = 1, a machine-check exception (#MC) is delivered through the host IDT. 


¢ AVMxX abort is generated (see Section 26.7). The logical processor blocks events as done normally in 
VMX abort. The VMX abort indicator is 5, for “machine-check event during VM exit.” 


The first option is not used if the machine-check event occurs after any host state has been loaded. The second 
option is used only if VM entry is able to load all host state. 


1. A logical processor is in SMX operation if GETSEC[SEXIT] has not been executed since the last execution of GETSEC[SENTER]. A logi- 
cal processor is outside SMX operation if GETSEC[SENTER] has not been executed or if GETSEC[SEXIT] was executed after the last 
execution of GETSEC[SENTER]. See Chapter 6, “Safer Mode Extensions Reference,” in Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2B. 


2. A logical processor is in SMX operation if GETSEC[SEXIT] has not been executed since the last execution of GETSEC[SENTER]. A logi- 
cal processor is outside SMX operation if GETSEC[SENTER] has not been executed or if GETSEC[SEXIT] was executed after the last 


execution of GETSEC[SENTER]. See Chapter 6, “Safer Mode Extensions Reference,” in Intel? 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2B. 
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VMX SUPPORT FOR ADDRESS TRANSLATION 


The architecture for VMX operation includes two features that support address translation: virtual-processor iden- 
tifiers (VPIDs) and the extended page-table mechanism (EPT). VPIDs are a mechanism for managing translations 
of linear addresses. EPT defines a layer of address translation that augments the translation of linear addresses. 


Section 27.1 details the architecture of VPIDs. Section 27.2 provides the details of EPT. Section 27.3 explains how 
a logical processor may cache information from the paging structures, how it may use that cached information, and 
how software can managed the cached information. 


27.1 VIRTUAL PROCESSOR IDENTIFIERS (VPIDS) 


The original architecture for VMX operation required VMX transitions to flush the TLBs and paging-structure caches. 
This ensured that translations cached for the old linear-address space would not be used after the transition. 


Virtual-processor identifiers (VPIDs) introduce to VMX operation a facility by which a logical processor may cache 
information for multiple linear-address spaces. When VPIDs are used, VMX transitions may retain cached informa- 
tion and the logical processor switches to a different linear-address space. 


Section 27.3 details the mechanisms by which a logical processor manages information cached for multiple address 
spaces. A logical processor may tag some cached information with a 16-bit VPID. This section specifies how the 
current VPID is determined at any point in time: 


¢ The current VPID is OOOOH in the following situations: 


— Outside VMX operation. (This includes operation in system-management mode under the default treatment 
of SMIs and SMM with VMX operation; see Section 30.14.) 


— In VMX root operation. 
— In VMX non-root operation when the “enable VPID” VM-execution control is 0. 


¢ If the logical processor is in VMX non-root operation and the “enable VPID” VM-execution control is 1, the 
current VPID is the value of the VPID VM-execution control field in the VMCS. (VM entry ensures that this value 
is never OOOOH; see Section 25.2.1.1.) 


VPIDs and PCIDs (see Section 4.10.1) can be used concurrently. When this is done, the processor associates 
cached information with both a VPID and a PCID. Such information is used only if the current VPID and PCID both 
match those associated with the cached information. 


27.2 THE EXTENDED PAGE TABLE MECHANISM (EPT) 


The extended page-table mechanism (EPT) is a feature that can be used to support the virtualization of physical 
memory. When EPT is in use, certain addresses that would normally be treated as physical addresses (and used to 
access memory) are instead treated as guest-physical addresses. Guest-physical addresses are translated by 
traversing a set of EPT paging structures to produce physical addresses that are used to access memory. 


* Section 27.2.1 gives an overview of EPT. 

® Section 27.2.2 describes operation of EPT-based address translation. 

* Section 27.2.3 discusses VM exits that may be caused by EPT. 

° Section 27.2.7 describes interactions between EPT and memory typing. 


27.2.1 EPT Overview 


EPT is used when the “enable EPT” VM-execution control is 1.! It translates the guest-physical addresses used in 
VMX non-root operation and those used by VM entry for event injection. 


Vol. 3C 27-1 


VMX SUPPORT FOR ADDRESS TRANSLATION 


The translation from guest-physical addresses to physical addresses is determined by a set of EPT paging struc- 
tures. The EPT paging structures are similar to those used to translate linear addresses while the processor is in 
IA-32e mode. Section 27.2.2 gives the details of the EPT paging structures. 


If CRO.PG = 1, linear addresses are translated through paging structures referenced through control register CR3. 
While the “enable EPT” VM-execution control is 1, these are called guest paging structures. There are no guest 
paging structures if CRO.PG = 0.1 


When the “enable EPT” VM-execution control is 1, the identity of guest-physical addresses depends on the value 
of CRO.PG: 


¢ If CRO.PG = 0, each linear address is treated as a guest-physical address. 


°¢ If CRO.PG = 1, guest-physical addresses are those derived from the contents of control register CR3 and the 
guest paging structures. (This includes the values of the PDPTEs, which logical processors store in internal, 
non-architectural registers.) The latter includes (in page-table entries and in other paging-structure entries for 
which bit 7—PS—is 1) the addresses to which linear addresses are translated by the guest paging structures. 


If CRO.PG = 1, the translation of a linear address to a physical address requires multiple translations of guest-phys- 
ical addresses using EPT. Assume, for example, that CR4.PAE = CR4.PSE = 0. The translation of a 32-bit linear 
address then operates as follows: 


° Bits 31:22 of the linear address select an entry in the guest page directory located at the guest-physical 
address in CR3. The guest-physical address of the guest page-directory entry (PDE) is translated through EPT 
to determine the guest PDE’s physical address. 


° Bits 21:12 of the linear address select an entry in the guest page table located at the guest-physical address in 
the guest PDE. The guest-physical address of the guest page-table entry (PTE) is translated through EPT to 
determine the guest PTE’s physical address. 


¢ Bits 11:0 of the linear address is the offset in the page frame located at the guest-physical address in the guest 
PTE. The guest-physical address determined by this offset is translated through EPT to determine the physical 
address to which the original linear address translates. 


In addition to translating a guest-physical address to a physical address, EPT specifies the privileges that software 
is allowed when accessing the address. Attempts at disallowed accesses are called EPT violations and cause 
VM exits. See Section 27.2.3. 


A processor uses EPT to translate guest-physical addresses only when those addresses are used to access memory. 

This principle implies the following: 

¢ The MOV to CR3 instruction loads CR3 with a guest-physical address. Whether that address is translated 
through EPT depends on whether PAE paging is being used.2 


— If PAE paging is not being used, the instruction does not use that address to access memory and does not 
cause it to be translated through EPT. (If CRO.PG = 1, the address will be translated through EPT on the 
next memory accessing using a linear address.) 


— If PAE paging is being used, the instruction loads the four (4) page-directory-pointer-table entries (PDPTEs) 
from that address and it does cause the address to be translated through EPT. 


° Section 4.4.1 identifies executions of MOV to CRO and MOV to CR4 that load the PDPTEs from the guest- 
physical address in CR3. Such executions cause that address to be translated through EPT. 


¢ The PDPTEs contain guest-physical addresses. The instructions that load the PDPTEs (see above) do not use 
those addresses to access memory and do not cause them to be translated through EPT. The address in a 
PDPTE will be translated through EPT on the next memory accessing using a linear address that uses that 
PDPTE. 


1. “Enable EPT” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution controls 
is 0, the logical processor operates as if the “enable EPT” VM-execution control were 0. See Section 23.6.2. 

1. If the capability MSR 1A32_VMX_CRO_FIXEDO reports that CRO.PG must be 1 in VMX operation, CRO.PG can be 0 in VMX non-root 
operation only if the “unrestricted quest” VM-execution control and bit 31 of the primary processor-based VM-execution controls are 
both 1. 

2. A logical processor uses PAE paging if CRO.PG = 1, CR4.PAE = 1 and IA32_EFER.LMA = 0. See Section 4.4 in the Intel® 64 and IA-32 
Architectures Software Developer's Manual, Volume 3A. 
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EPT Translation Mechanism 


The EPT translation mechanism uses only bits 47:0 of each guest-physical address.! It uses a page-walk length of 


4, meaning that at most 4 EPT paging-structure entries are accessed to translate a guest-physical address. 


2 


These 48 bits are partitioned by the logical processor to traverse the EPT paging structures: 


¢ A4-KByte naturally aligned EPT PML4 table is located at the physical address specified in bits 51:12 of the 
extended-page-table pointer (EPTP), a VM-execution control field (see Table 23-9 in Section 23.6.11). An EPT 
PML4 table comprises 512 64-bit entries (EPT PML4Es). An EPT PML4E is selected using the physical address 
defined as follows: 


— Bits 63:52 are all 0. 

— Bits 51:12 are from the EPTP. 

— Bits 11:3 are bits 47:39 of the guest-physical address. 
— Bits 2:0 are all 0. 


Because an EPT PML4E is identified using bits 47:39 of the guest-physical address, it controls access to a 512- 
GByte region of the guest-physical-address space. The format of an EPT PML4E is given in Table 27-1. 


Table 27-1. Format of an EPT PML4 Entry (PML4E) that References an EPT Page-Directory-Pointer Table 


Bit Contents 

Position(s) 

0 Read access; indicates whether reads are allowed from the 512-GByte region controlled by this entry 

1 Write access; indicates whether writes are allowed to the 512-GByte region controlled by this entry 

2 If the “mode-based execute control for EPT” VM-execution control is 0, execute access; indicates whether instruction 
fetches are allowed from the 512-GByte region controlled by this entry 
If that control is 1, execute access for supervisor-mode linear addresses; indicates whether instruction fetches are 
allowed from supervisor-mode linear addresses in the 512-GByte region controlled by this entry 

7:3 Reserved (must be 0) 

8 If bit 6 of EPTP is 1, accessed flag for EPT; indicates whether software has accessed the 512-GByte region 
controlled by this entry (see Section 27.2.5). Ignored if bit 6 of EPTP is O 

9 Ignored 

10 Execute access for user-mode linear addresses. If the “mode-based execute control for EPT” VM-execution control is 
1, indicates whether instruction fetches are allowed from user-mode linear addresses in the 512-GByte region 
controlled by this entry. If that control is 0, this bit is ignored. 

11 Ignored 

(N-1):12 Physical address of 4-KByte aligned EPT page-directory-pointer table referenced by this entry! 

51:N Reserved (must be 0) 

63:52 Ignored 


1. No processors supporting the Intel 64 architecture support more than 48 physical-address bits. Thus, no such processor can pro- 
duce a quest-physical address with more than 48 bits. An attempt to use such an address causes a page fault. An attempt to load 
CR3 with such an address causes a general-protection fault. If PAE paging is being used, an attempt to load CR3 that would load a 
PDPTE with such an address causes a general-protection fault. 


2. Future processors may include support for other EPT page-walk lengths. Software should read the VMX capability MSR 
IA32_VMX_EPT_VPID_CAP (see Appendix A.10) to determine what EPT page-walk lengths are supported. 
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NOTES: 
1. Nis the physical-address width supported by the processor. Software can determine a processor's physical-address width by execut- 
ing CPUID with BOOOO0O8H in EAX. The physical-address width is returned in bits 7:0 of EAX. 


¢ A4-KByte naturally aligned EPT page-directory-pointer table is located at the physical address specified in 
bits 51:12 of the EPT PML4E. An EPT page-directory-pointer table comprises 512 64-bit entries (EPT PDPTEs). 
An EPT PDPTE is selected using the physical address defined as follows: 


— Bits 63:52 are all 0. 

— Bits 51:12 are from the EPT PML4E. 

— Bits 11:3 are bits 38:30 of the guest-physical address. 
— Bits 2:0 areall 0. 


Because an EPT PDPTE is identified using bits 47:30 of the guest-physical address, it controls access to a 1-GByte 
region of the guest-physical-address space. Use of the EPT PDPTE depends on the value of bit 7 in that entry:! 


e If bit 7 of the EPT PDPTE is 1, the EPT PDPTE maps a 1-GByte page. The final physical address is computed as 
follows: 


— Bits 63:52 are all 0. 

— Bits 51:30 are from the EPT PDPTE. 

— Bits 29:0 are from the original guest-physical address. 

The format of an EPT PDPTE that maps a 1-GByte page is given in Table 27-2. 


e If bit 7 of the EPT PDPTE is O, a 4-KByte naturally aligned EPT page directory is located at the physical address 
specified in bits 51:12 of the EPT PDPTE. The format of an EPT PDPTE that references an EPT page directory is 
given in Table 27-3. 


1. Not all processors allow bit 7 of an EPT PDPTE to be set to 1. Software should read the VMX capability MSR 
IA32_V/MX_EPT_\VPID_CAP (see Appendix A.10) to determine whether this is allowed. 
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Table 27-2. Format of an EPT Page-Directory-Pointer-Table Entry (PDPTE) that Maps a 1-GByte Page 


Bit Contents 

Position(s) 

0 Read access; indicates whether reads are allowed from the 1-GByte page referenced by this entry 

1 Write access; indicates whether writes are allowed to the 1-GByte page referenced by this entry 

2 If the “mode-based execute control for EPT” VM-execution control is 0, execute access; indicates whether 


instruction fetches are allowed from the 1-GByte page controlled by this entry 


If that control is 1, execute access for supervisor-mode linear addresses; indicates whether instruction fetches are 
allowed from supervisor-mode linear addresses in the 1-GByte page controlled by this entry 


5:3 EPT memory type for this 1-GByte page (see Section 27.2.7) 

6 Ignore PAT memory type for this 1-GByte page (see Section 27.2.7) 

7 Must be 1 (otherwise, this entry references an EPT page directory) 

8 If bit 6 of EPTP is 1, accessed flag for EPT; indicates whether software has accessed the 1-GByte page referenced 


by this entry (see Section 27.2.5). Ignored if bit 6 of EPTP is O 


9 If bit 6 of EPTP is 1, dirty flag for EPT; indicates whether software has written to the 1-GByte page referenced by 
this entry (see Section 27.2.5). Ignored if bit 6 of EPTP is O 


10 Execute access for user-mode linear addresses. If the “mode-based execute control for EPT” VM-execution control is 
1, indicates whether instruction fetches are allowed from user-mode linear addresses in the 1-GByte page controlled 
by this entry. If that control is 0, this bit is ignored. 


11 Ignored 


29:12 Reserved (must be 0) 


(N-1):30 Physical address of the 1-GByte page referenced by this entry! 


51:N Reserved (must be 0) 
59:52 Ignored 
60 Supervisor shadow stack. If bit 7 of EPTP is 1, indicates whether supervisor shadow stack accesses are allowed to 


guest-physical addresses in the 1-GByte page mapped by this entry (see Section 27.2.3.2). 
Ignored if bit 7 of EPTP is O 


62:61 Ignored 


63 Suppress #VE. If the “EPT-violation #VE"” VM-execution control is 1, EPT violations caused by accesses to this page 
are convertible to virtualization exceptions only if this bit is O (see Section 24.5.7.1). If “EPT-violation #VE" VM- 
execution control is 0, this bit is ignored. 


NOTES: 
1. N is the physical-address width supported by the logical processor. 
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Table 27-3. Format of an EPT Page-Directory-Pointer-Table Entry (PDPTE) that References an EPT Page Directory 


Bit Contents 

Position(s) 

0 Read access; indicates whether reads are allowed from the 1-GByte region controlled by this entry 

1 Write access; indicates whether writes are allowed to the 1-GByte region controlled by this entry 

2 If the “mode-based execute control for EPT” VM-execution control is 0, execute access; indicates whether instruction 
fetches are allowed from the 1-GByte region controlled by this entry 
If that control is 1, execute access for supervisor-mode linear addresses; indicates whether instruction fetches are 
allowed from supervisor-mode linear addresses in the 1-GByte region controlled by this entry 

7:3 Reserved (must be 0) 

8 If bit 6 of EPTP is 1, accessed flag for EPT; indicates whether software has accessed the 1-GByte region controlled 
by this entry (see Section 27.2.5). Ignored if bit 6 of EPTP is O 

9 Ignored 

10 Execute access for user-mode linear addresses. If the “mode-based execute control for EPT” VM-execution control is 
1, indicates whether instruction fetches are allowed from user-mode linear addresses in the 1-GByte region 
controlled by this entry. If that control is 0, this bit is ignored. 

11 Ignored 

(N-1):12 Physical address of 4-KByte aligned EPT page directory referenced by this entry! 

51:N Reserved (must be 0) 

63:52 Ignored 

NOTES: 


1. N is the physical-address width supported by the logical processor. 


An EPT page-directory comprises 512 64-bit entries (PDEs). An EPT PDE is selected using the physical address 
defined as follows: 


— Bits 63:52 are all 0. 

— Bits 51:12 are from the EPT PDPTE. 

— Bits 11:3 are bits 29:21 of the guest-physical address. 
— Bits 2:0 areall 0. 


Because an EPT PDE is identified using bits 47:21 of the guest-physical address, it controls access to a 2-MByte 
region of the guest-physical-address space. Use of the EPT PDE depends on the value of bit 7 in that entry: 


° If bit 7 of the EPT PDE is 1, the EPT PDE maps a 2-MByte page. The final physical address is computed as 


follows: 


— Bits 63:52 are all 0. 
— Bits 51:21 are from the EPT PDE. 
— Bits 20:0 are from the original guest-physical address. 
The format of an EPT PDE that maps a 2-MByte page is given in Table 27-4. 
e If bit 7 of the EPT PDE is 0, a 4-KByte naturally aligned EPT page table is located at the physical address 


specified in bits 51:12 of the EPT PDE. The format of an EPT PDE that references an EPT page table is given in 
Table 27-5. 


An EPT page table comprises 512 64-bit entries (PTEs). An EPT PTE is selected using a physical address defined 
as follows: 


— Bits 63:52 are all 0. 
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Table 27-4. Format of an EPT Page-Directory Entry (PDE) that Maps a 2-MByte Page 


Bit Contents 

Position(s) 

0 Read access; indicates whether reads are allowed from the 2-MByte page referenced by this entry 

1 Write access; indicates whether writes are allowed to the 2-MByte page referenced by this entry 

2 If the “mode-based execute control for EPT” VM-execution control is 0, execute access; indicates whether instruction 


fetches are allowed from the 2-MByte page controlled by this entry 


If that control is 1, execute access for supervisor-mode linear addresses; indicates whether instruction fetches are 
allowed from supervisor-mode linear addresses in the 2-MByte page controlled by this entry 


5:3 EPT memory type for this 2-MByte page (see Section 27.2.7) 

6 Ignore PAT memory type for this 2-MByte page (see Section 27.2.7) 

7 Must be 1 (otherwise, this entry references an EPT page table) 

8 If bit 6 of EPTP is 1, accessed flag for EPT; indicates whether software has accessed the 2-MByte page referenced 


by this entry (see Section 27.2.5). Ignored if bit 6 of EPTP is O 


9 If bit 6 of EPTP is 1, dirty flag for EPT; indicates whether software has written to the 2-MByte page referenced by 
this entry (see Section 27.2.5). Ignored if bit 6 of EPTP is O 


10 Execute access for user-mode linear addresses. If the “mode-based execute control for EPT” VM-execution control is 
1, indicates whether instruction fetches are allowed from user-mode linear addresses in the 2-MByte page controlled 
by this entry. If that control is 0, this bit is ignored. 


11 Ignored 

20:12 Reserved (must be 0) 

(N-1):21 Physical address of the 2-MByte page referenced by this entry! 

51:N Reserved (must be 0) 

59:52 Ignored 

60 Supervisor shadow stack. If bit 7 of EPTP is 1, indicates whether supervisor shadow stack accesses are allowed to 


guest-physical addresses in the 2-MByte page mapped by this entry (see Section 27.2.3.2). 
Ignored if bit 7 of EPTP is O 


62:61 Ignored 


63 Suppress #VE. If the “EPT-violation #VE" VM-execution control is 1, EPT violations caused by accesses to this page 
are convertible to virtualization exceptions only if this bit is O (see Section 24.5.7.1). If “EPT-violation #VE” VM- 
execution control is 0, this bit is ignored. 


NOTES: 
1. Nis the physical-address width supported by the logical processor. 


— Bits 51:12 are from the EPT PDE. 
— Bits 11:3 are bits 20:12 of the guest-physical address. 
— Bits 2:0 areall 0. 


¢ Because an EPT PTE is identified using bits 47:12 of the guest-physical address, every EPT PTE maps a 4-KByte 
page. The final physical address is computed as follows: 


— Bits 63:52 are all 0. 
— Bits 51:12 are from the EPT PTE. 
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— Bits 11:0 are from the original guest-physical address. 
The format of an EPT PTE is given in Table 27-6. 


An EPT paging-structure entry is present if any of bits 2:0 is 1; otherwise, the entry is not present. The processor 
ignores bits 62:3 and uses the entry neither to reference another EPT paging-structure entry nor to produce a 
physical address. A reference using a guest-physical address whose translation encounters an EPT paging-struc- 
ture that is not present causes an EPT violation (see Section 27.2.3.2). (If the “EPT-violation #VE” VM-execution 
control is 1, the EPT violation is convertible to a virtualization exception only if bit 63 is 0; see Section 24.5.7.1. If 
the “EPT-violation #VE” VM-execution control is 0, this bit is ignored.) 


Table 27-5. Format of an EPT Page-Directory Entry (PDE) that References an EPT Page Table 


Bit Contents 

Position(s) 

0 Read access; indicates whether reads are allowed from the 2-MByte region controlled by this entry 

1 Write access; indicates whether writes are allowed to the 2-MByte region controlled by this entry 

2 If the “mode-based execute control for EPT” VM-execution control is 0, execute access; indicates whether instruction 


fetches are allowed from the 2-MByte region controlled by this entry 


If that control is 1, execute access for supervisor-mode linear addresses; indicates whether instruction fetches are 
allowed from supervisor-mode linear addresses in the 2-MByte region controlled by this entry 


6:3 Reserved (must be 0) 

7 Must be 0 (otherwise, this entry maps a 2-MByte page) 

8 If bit 6 of EPTP is 1, accessed flag for EPT; indicates whether software has accessed the 2-MByte region controlled 
by this entry (see Section 27.2.5). Ignored if bit 6 of EPTP is O 

9 Ignored 

10 Execute access for user-mode linear addresses. If the “mode-based execute control for EPT” VM-execution control is 


1, indicates whether instruction fetches are allowed from user-mode linear addresses in the 2-MByte region 
controlled by this entry. If that control is 0, this bit is ignored. 


11 Ignored 


(N-1):12 Physical address of 4-KByte aligned EPT page table referenced by this entry! 


51:N Reserved (must be 0) 
63:52 Ignored 
NOTES: 


1. Nis the physical-address width supported by the logical processor. 


NOTE 


If the “mode-based execute control for EPT” VM-execution control is 1, an EPT paging-structure 
entry is present if any of bits 2:0 or bit 10 is 1. If bits 2:0 are all 0 but bit 10 is 1, the entry is used 
normally to reference another EPT paging-structure entry or to produce a physical address. 


The discussion above describes how the EPT paging structures reference each other and how the logical processor 
traverses those structures when translating a guest-physical address. It does not cover all details of the translation 
process. Additional details are provided as follows: 


® Situations in which the translation process may lead to VM exits (sometimes before the process completes) are 
described in Section 27.2.3. 


¢ Interactions between the EPT translation mechanism and memory typing are described in Section 27.2.7. 


Figure 27-1 gives a summary of the formats of the EPTP and the EPT paging-structure entries. For the EPT paging 
structure entries, it identifies separately the format of entries that map pages, those that reference other EPT 
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paging structures, and those that do neither because they are not present; bits 2:0 and bit 7 are highlighted 
because they determine how a paging-structure entry is used. (Figure 27-1 does not comprehend the fact that, if 
the “mode-based execute control for EPT” VM-execution control is 1, an entry is present if any of bits 2:0 or bit 10 
is 1.) 


27.2.3 EPT-Induced VM Exits 


Accesses using guest-physical addresses may cause VM exits due to EPT misconfigurations, EPT violations, and 
page-modification log-full events. An EPT misconfiguration occurs when, in the course of translating a guest- 
physical address, the logical processor encounters an EPT paging-structure entry that contains an unsupported 
value (see Section 27.2.3.1). An EPT violation occurs when there is no EPT misconfiguration but the EPT paging- 
structure entries disallow an access using the guest-physical address (see Section 27.2.3.2). A page-modifica- 
tion log-full event occurs when the logical processor determines a need to create a page-modification log entry 
and the current log is full (see Section 27.2.6). 


These events occur only due to an attempt to access memory with a guest-physical address. Loading CR3 with a 
guest-physical address with the MOV to CR3 instruction can cause neither an EPT configuration nor an EPT violation 
until that address is used to access a paging structure.! 


If the “EPT-violation #VE” VM-execution control is 1, certain EPT violations may cause virtualization exceptions 
instead of VM exits. See Section 24.5.7.1. 


27.2.3.1_ EPT Misconfigurations 


An EPT misconfiguration occurs if translation of a guest-physical address encounters an EPT paging-structure that 

meets any of the following conditions: 

¢ Bit 0 of the entry is clear (indicating that data reads are not allowed) and bit 1 is set (indicating that data writes 
are allowed). 


e Either of the following if the processor does not support execute-only translations: 

— Bit 0 of the entry is clear (indicating that data reads are not allowed) and bit 2 is set (indicating that 
instruction fetches are allowed). 

— The “mode-based execute control for EPT” VM-execution control is 1, bit 0 of the entry is clear (indicating 
that data reads are not allowed), and bit 10 is set (indicating that instruction fetches are allowed from user- 
mode linear addresses). 

Software should read the VMX capability MSR IA32_VMX_EPT_VPID_CAP to determine whether execute-only 

translations are supported (see Appendix A.10). 

¢ The entry is present (see Section 27.2.2) and one of the following holds: 

— Areserved bit is set. This includes the setting of a bit in the range 51:12 that is beyond the logical 
processor's physical-address width.? See Section 27.2.2 for details of which bits are reserved in which EPT 
paging-structure entries. 


— The entry is the last one used to translate a guest physical address (either an EPT PDE with bit 7 set to 1 or 
an EPT PTE) and the value of bits 5:3 (EPT memory type) is 2, 3, or 7 (these values are reserved). 


EPT misconfigurations result when an EPT paging-structure entry is configured with settings reserved for future 
functionality. Software developers should be aware that such settings may be used in the future and that an EPT 
paging-structure entry that causes an EPT misconfiguration on one processor might not do so in the future. 


1. If the logical processor is using PAE paging—because CRO.PG = CR4.PAE = 1 and IA32_EFER.LMA = O—the MOV to CR3 instruction 
loads the PDPTEs from memory using the guest-physical address being loaded into CR3. In this case, therefore, the MOV to CR3 
instruction may cause an EPT misconfiguration, an EPT violation, or a page-modification log-full event. 

2. If the “mode-based execute control for EPT” VM-execution control is 1, setting bit 2 indicates that instruction fetches are allowed 
from supervisor-mode linear addresses. 

3. Software can determine a processor's physical-address width by executing CPUID with BOOOOOO8H in EAX. The physical-address 
width is returned in bits 7:0 of EAX. 
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Table 27-6. Format of an EPT Page-Table Entry that Maps a 4-KByte Page 


Bit Contents 

Position(s) 

0 Read access; indicates whether reads are allowed from the 4-KByte page referenced by this entry 

1 Write access; indicates whether writes are allowed to the 4-KByte page referenced by this entry 

2 If the “mode-based execute control for EPT” VM-execution control is 0, execute access; indicates whether 


instruction fetches are allowed from the 4-KByte page controlled by this entry 


If that control is 1, execute access for supervisor-mode linear addresses; indicates whether instruction fetches are 
allowed from supervisor-mode linear addresses in the 4-KByte page controlled by this entry 


5:3 EPT memory type for this 4-KByte page (see Section 27.2.7) 

6 Ignore PAT memory type for this 4-KByte page (see Section 27.2.7) 

7 Ignored 

8 If bit 6 of EPTP is 1, accessed flag for EPT; indicates whether software has accessed the 4-KByte page referenced 


by this entry (see Section 27.2.5). Ignored if bit 6 of EPTP is O 


9 If bit 6 of EPTP is 1, dirty flag for EPT; indicates whether software has written to the 4-KByte page referenced by 
this entry (see Section 27.2.5). Ignored if bit 6 of EPTP is O 


10 Execute access for user-mode linear addresses. If the “mode-based execute control for EPT” VM-execution control is 
1, indicates whether instruction fetches are allowed from user-mode linear addresses in the 4-KByte page controlled 
by this entry. If that control is 0, this bit is ignored. 


11 Ignored 


(N-1):12 Physical address of the 4-KByte page referenced by this entry! 


51:N Reserved (must be 0) 
59:52 Ignored 
60 Supervisor shadow stack. If bit 7 of EPTP is 1, indicates whether supervisor shadow stack accesses are allowed to 


guest-physical addresses in the 4-KByte page mapped by this entry (see Section 27.2.3.2). 
Ignored if bit 7 of EPTP is O 


61 Sub-page write permissions. If the “sub-page write permissions for EPT” VM-execution control is 1, writes to 
individual 128-byte regions of the 4-KByte page referenced by this entry may be allowed even if the page would 
normally not be writable (see Section 27.2.4). If “sub-page write permissions for EPT” VM-execution control is 0, this 


bit is ignored. 
62 Ignored 
63 Suppress #VE. If the “EPT-violation #VE" VM-execution control is 1, EPT violations caused by accesses to this page 


are convertible to virtualization exceptions only if this bit is O (see Section 24.5.7.1). If “EPT-violation #VE” VM- 
execution control is 0, this bit is ignored. 


NOTES: 
1. Nis the physical-address width supported by the logical processor. 


27.2.3.2 €EPT Violations 


An EPT violation may occur during an access using a guest-physical address whose translation does not cause an 
EPT misconfiguration. An EPT violation occurs in any of the following situations: 


° Translation of the guest-physical address encounters an EPT paging-structure entry that is not present (see 
Section 27.2.2). 
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¢ The access is a data read and, for any byte to be read, bit 0 (read access) was clear in any of the EPT paging- 
structure entries used to translate the guest-physical address of the byte. Reads by the logical processor of 
guest paging structures to translate a linear address are considered to be data reads. 


Reserved Address of EPT PML4 table 


R PML4E; 
present 


Ignored ; Address of EPT page-directory-pointer table Reserved 


PML4E: 
Ignored not 
present 


Physical PDPTE: 
Ignored F address of Reserved U 1GB 
1GB page , page 


PDPTE: 
Ignored . Address of EPT page directory 10) page 
lle directory 


PDTPE: 
Ignored not 
present 


: PDE: 
Physical address 
Ignored . of 2MB page Reserved 2MB 


page 


PDE: 
Ignored i Address of EPT page table U (0) page 
saa table 


PDE: 
Ignored not 
present 


PTE: 
Ignored F Physical address of 4KB page 4KB 
; page 


PTE: 
Ignored not 
present 


mounmaounman 


Figure 27-1. Formats of EPTP and EPT Paging-Structure Entries 


NOTES: 

1.Mis an abbreviation for MAXPHYADDR. 

2. Supervisor shadow-stack control. 

3. See Section 23.6.11 for details of the EPTP. 


4. Execute access for user-mode linear addresses. If the “mode-based execute control for EPT” VM-execution control is 0, this bit is 
ignored. 


5. Execute access. If the “mode-based execute control for EPT” VM-execution control is 1, this bit controls execute access for supervi- 
sor-mode linear addresses. 


6. If the “mode-based execute control for EPT” VM-execution control is 1, an EPT paging-structure entry is present if any of bits 2:0 or 
bit 10 is 1. This table does not comprehend that fact. 


7. Suppress #VE. If the “EPT-violation #VE" VM-execution control is 0, this bit is ignored. 
8. Supervisor shadow-stack page. If bit 7 of the EPTP is O, this bit is ignored. 
9. Sub-page write permissions. If the “sub-page write permissions for EPT” VM-execution control is 0, this bit is ignored. 
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The access is a data write and, for any byte to be written, bit 1 (write access) was clear in any of the EPT 
paging-structure entries used to translate the guest-physical address of the byte. Writes by the logical 
processor to guest paging structures to update accessed and dirty flags are considered to be data writes. 


If bit 6 of the EPT pointer (EPTP) is 1 (enabling accessed and dirty flags for EPT), processor accesses to guest 
paging-structure entries are treated as writes with regard to EPT violations. Thus, if bit 1 is clear in any of the 
EPT paging-structure entries used to translate the guest-physical address of a guest paging-structure entry, an 
attempt to use that entry to translate a linear address causes an EPT violation. 


(This does not apply to loads of the PDPTE registers by the MOV to CR instruction for PAE paging; see Section 
4.4.1. Those loads of guest PDPTEs are treated as reads and do not cause EPT violations due to a guest-physical 
address not being writable.) 


If the “sub-page write permissions for EPT” VM-execution control is 1, data writes to a guest-physical address 
that would cause an EPT violation (as indicated above) do not do so in certain situations. If the guest-physical 
address is mapped using a 4-KByte page and bit 61 (sub-page write permissions) of the EPT PTE used to map 
the page is 1, writes to certain 128-byte sub-pages may be allowed. See Section 27.2.4 for details. 


The access is an instruction fetch and the EPT paging structures prevent execute access to any of the bytes 
being fetched. Whether this occurs depends upon the setting of the “mode-based execute control for EPT” VM- 
execution control: 


— Ifthe control is 0, an instruction fetch from a byte is prevented if bit 2 (execute access) was clear in any of 
the EPT paging-structure entries used to translate the guest-physical address of the byte. 


— Ifthe control is 1, an instruction fetch from a byte is prevented in either of the following cases: 


¢ Paging maps the linear address of the byte as a supervisor-mode address and bit 2 (execute access for 
supervisor-mode linear addresses) was clear in any of the EPT paging-structure entries used to 
translate the guest-physical address of the byte. 


Paging maps a linear address as a Supervisor-mode address if the U/S flag (bit 2) is 0 in at least one of 
the paging-structure entries controlling the translation of the linear address. 


¢* Paging maps the linear address of the byte as a user-mode address and bit 10 (execute access for user- 
mode linear addresses) was clear in any of the EPT paging-structure entries used to translate the guest- 
physical address of the byte. 


Paging maps a linear address as a user-mode address if the U/S flag is 1 in all of the paging-structure 
entries controlling the translation of the linear address. If paging is disabled (CRO.PG = 0), every linear 
address is a user-mode address. 


If supervisor shadow-stack control is enabled (by setting bit 7 of EPTP), the access is a supervisor shadow- 
stack access, and the EPT paging-structure entries used to translate the guest-physical address of the access 
disallow supervisor shadow-stack accesses. Such an access is disallowed if any of the following hold: 


— Bit 0 (read access) is clear in any EPT paging-structure entry used to translate the guest-physical address 
of the access. 

— Bit 1 (write access) is clear in any EPT paging-structure entry that references an EPT paging structure in the 
translation of the guest-physical address. (Clearing bit 1 in the EPT paging-structure entry that maps the 
page of the guest-physical address does not disallow shadow-stack reads and writes. ) 

— Bit 60 (supervisor-shadow stack access) is clear in the EPT paging-structure entry that maps the page of 
the guest-physical address. 


Supervisor shadow-stack control and the supervisor-shadow stack access bits in EPT paging-structure entries 
do not affect other accesses (including user shadow-stack accesses). 


27.2.3.3 Prioritization of EPT Misconfigurations and EPT Violations 


The translation of a linear address to a physical address requires one or more translations of guest-physical 
addresses using EPT (see Section 27.2.1). This section specifies the relative priority of EPT-induced VM exits with 
respect to each other and to other events that may be encountered when accessing memory using a linear address. 


For an access to a guest-physical address, determination of whether an EPT misconfiguration or an EPT violation 
occurs is based on an iterative process: 
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An EPT paging-structure entry is read (initially, this is an EPT PML4 entry): 


If the entry is not present (see Section 27.2.2), an EPT violation occurs. 


If the entry is present but its contents are not configured properly (see Section 27.2.3.1), an EPT miscon- 
figuration occurs. 


If the entry is present and its contents are configured properly, operation depends on whether the entry 
references another EPT paging structure (whether it is an EPT PDE with bit 7 set to 1 or an EPT PTE): 


i) Ifthe entry does reference another EPT paging structure, an entry from that structure is accessed; 
step 1 is executed for that other entry. 


ii) Otherwise, the entry is used to produce the ultimate physical address (the translation of the original 
guest-physical address); step 2 is executed. 


Once the ultimate physical address is determined, the privileges determined by the EPT paging-structure 
entries are evaluated: 


a. 


If the access to the guest-physical address is not allowed by these privileges (see Section 27.2.3.2), an EPT 
violation occurs. 


If the access to the guest-physical address is allowed by these privileges, memory is accessed using the 
ultimate physical address. 


If CRO.PG = 1, the translation of a linear address is also an iterative process, with the processor first accessing an 
entry in the guest paging structure referenced by the guest-physical address in CR3 (or, if PAE paging is in use, the 
guest-physical address in the appropriate PDPTE register), then accessing an entry in another guest paging struc- 
ture referenced by the guest-physical address in the first guest paging-structure entry, etc. Each guest-physical 
address is itself translated using EPT and may cause an EPT-induced VM exit. The following items detail how page 
faults and EPT-induced VM exits are recognized during this iterative process: 


1. 


An attempt is made to access a guest paging-structure entry with a guest-physical address (initially, the 
address in CR3 or PDPTE register). 


a. 


If the access fails because of an EPT misconfiguration or an EPT violation (see above), an EPT-induced 
VM exit occurs. 


If the access does not cause an EPT-induced VM exit, bit 0 (the present flag) of the entry is consulted: 
i) Ifthe present flag is O or any reserved bit is set, a page fault occurs. 


ii) If the present flag is 1, no reserved bit is set, operation depends on whether the entry references 
another guest paging structure (whether it is a guest PDE with PS = 1 or a guest PTE): 


¢ If the entry does reference another guest paging structure, an entry from that structure is 
accessed; step 1 is executed for that other entry. 


¢ Otherwise, the entry is used to produce the ultimate guest-physical address (the translation of the 
original linear address); step 2 is executed. 


Once the ultimate guest-physical address is determined, the privileges determined by the guest paging- 
structure entries are evaluated: 


a. 


If the access to the linear address is not allowed by these privileges (e.g., it was a write to a read-only 
page), a page fault occurs. 


If the access to the linear address is allowed by these privileges, an attempt is made to access memory at 
the ultimate guest-physical address: 


i) If the access fails because of an EPT misconfiguration or an EPT violation (see above), an EPT-induced 
VM exit occurs. 


ii) If the access does not cause an EPT-induced VM exit, memory is accessed using the ultimate physical 
address (the translation, using EPT, of the ultimate guest-physical address). 


If CRO.PG = 0, a linear address is treated as a guest-physical address and is translated using EPT (see above). This 
process, if it completes without an EPT violation or EPT misconfiguration, produces a physical address and deter- 


1. 


This is a simplification of the more detailed description given in Section 27.2.2. 
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mines the privileges allowed by the EPT paging-structure entries. If these privileges do not allow the access to the 
physical address (see Section 27.2.3.2), an EPT violation occurs. Otherwise, memory is accessed using the physical 
address. 


27.2.4 Sub-Page Write Permissions 


Section 27.2.3.2 explained how EPT enforces the access rights for guest-physical addresses using EPT violations. 
Since these access rights are determined using the EPT paging-structure entries that are used to translate a guest- 
physical address, their granularity is limited to that which is used to map pages (1-GByte, 2-MByte, or 4-KByte). 


The sub-page write-permission feature allows the control of write accesses to guest-physical addresses to be 
controlled at finer granularity. Sub-page write permissions allow write accesses to be controlled at the granularity 
of naturally aligned 128-byte sub-pages. Specifically, the feature allows writes to selected sub-pages of 4-KByte 
page that would otherwise not be writable. 


Sub-page write permissions are enabled setting the “sub-page write permissions for EPT” VM-execution control to 
1. The remainder of this section describes changes to processor operation with this control setting. 


Section 27.2.4.1 identifies the data accesses that are eligible for sub-page write permissions. Section 27.2.4.2 
explains how the processor determines whether to allow such an access. 


27.2.4.1 Write Accesses That Are Eligible for Sub-Page Write Permissions 


A guest-physical address is eligible for sub-page write permissions if writes to it would be disallowed following 

Section 27.2.3.2: bit 1 (write access) is clear in any of the EPT paging-structure entries used to translate the guest- 
physical address. Guest-physical addresses to which writes would be disallowed for other reasons (e.g., the trans- 
lation encounters an EPT paging-structure entry that is not present) are not eligible for sub-page write permissions. 


In addition, a guest-physical address is eligible for sub-page write permissions only if it is mapped using a 4-KByte 
page and bit 61 (sub-page write permissions) of the EPT PTE used to map the page is 1. (Guest-physical addresses 
mapped with larger pages are not eligible for sub-page write permissions. ) 


For some memory accesses, the processor ignores bit 61 in an EPT PTE used to map a 4-KByte page and does not 
apply sub-page write permissions to the access. (In such a case, the access causes an EPT violation when indicated 
by the conditions given in Section 27.2.3.2.) Sub-page write permissions never apply to the following accesses: 


¢ Awrite access performed within a transactional region. 


e Awrite access by an enclave to an address within the enclave's ELRANGE. (Sub-page write permissions may 
apply to write accesses by an enclaves to addresses outside its ELRANGE.) 


e Awrite access to the enclave page cache (EPC) by an Intel SGX instruction. 
¢ Awrite access to a guest paging structure to update an accessed or dirty flag. 


° Processor accesses to guest paging-structure entries when accessed and dirty flags for EPT are enabled (such 
accesses are treated as writes with regard to EPT violations. 


There are additional accesses to which sub-page write permissions might not be applied (behavior is model- 
specific). The following items enumerate examples: 


¢ Awrite access that crosses two 4-KByte pages. In this case, sub-page permissions may be applied to neither or 
to only one of the pages. (There is no write to either page unless the write is allowed to both pages.) 


¢ Awrite access by an instruction that performs multiple write accesses (Sub-page write permissions are 
intended principally for basic instructions such as AND, MOV, OR, TEST, XCHG, and XOR). 


If a guest-physical address is eligible for sub-page write permissions, the processor determines whether to allow 
write to the address using the process described in Section 27.2.4.2. 


If a guest-physical address is eligible for sub-page write permissions and that address translates to an address on 
the APIC-access page (see Section 28.4), the processor may treat a write access to the address as if the “virtualize 
APIC accesses” VM-execution control were 0. For that reason, it is recommended that software not configure any 
guest-physical address that translates to an address on the APIC-access page to be eligible for sub-page write 
permissions. 
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27.2.4.2 Determining an Access’s Sub-Page Write Permission 


Sub-page write permissions control write accesses individually to each of the 32 128-byte sub-pages of a 4-KByte 
page. Bits 11:7 of guest-physical address identify the sub-page. 


For each guest-physical address eligible for sub-page write permissions, there is a 64-bit sub-page permission 
vector (SPP vector). All addresses on a 4-KByte page use the same SPP vector. If an address’s sub-page number 
(bits 11:7 of the address) is S, writes to address are allowed if and only if bit 2S of the sub-page permission is set 
to 1. (The bits at odd positions in a SPP vector are not used and must be zero.) 


Each page’s SPP vector is located in memory. For a write to a guest-physical address eligible for sub-page write 
permissions, the processor uses the following process to locate the address’s SPP vector: 


1. The SPPTP (sub-page-permission-table pointer) VM-execution control field contains the physical address of the 
4-KByte root SPP table (SSPL4 table). Bits 47:39 of the guest-physical address identify a 64-bit entry in that 
table, called an SPPL4E. 


2. A4-KByte SPPL3 table is located at the physical address in the selected SPPL4E. Bits 38:30 of the guest- 
physical address identify a 64-bit entry in that table, called an SPPL3E. 


3. A4-KByte SPPL2 table is located at the physical address in the selected SPPL3E. Bits 29:21 of the guest- 
physical address identify a 64-bit entry in that table, called an SPPL2E. 


4. A4-KByte SPP-vector table (SSPL1 table) is located at the physical address in the selected SPPL2E. Bits 20:12 
of the guest-physical address identify the 64-bit SPP vector for the address. As noted earlier, bit 2S of the sub- 
page permission vector determines whether the address may be written, where S is the value of address 
bits 11:7. 


(The memory type used to access these tables is reported in bits 53:50 of the IA32_VMX_BASIC MSR. See 
Appendix A.1.) 


A write access to multiple 128-byte sub-pages on a single 4-KByte page is allowed only if the indicated bit in the 
page’s SPP vector for each of those sub-pages. The following items apply to cases in which an access writes to two 
4-KByte pages: 


¢ Ifa write to either page would be disallowed according to Section 28.2.3.2, the access might be disallowed 
even if the guest-physical address of that page is eligible for sub-page write permissions. (This behavior is 
model-specific. ) 


° The access is allowed only if, for each page, either (1) a write to the page would be allowed following Section 
28.2.3.2; or (2) both (a) the guest-physical address of that page is eligible for sub-page write permissions; 
and (b) the page’s sub-page vector allows the write (as described above). 


Bit 0 of each entry (SPPL4E, SPPL3E, or SPPL2E) is the entry’s valid bit. If the process above accesses an entry in 
which this bit is 0, the process stops and the logical processor incurs an SPP miss. 


In each entry (SPPL4E, SPPL4E, or SPPL2E), bits 11:1 are reserved, as are bits 63:N, where N is the processor's 
physical-address width. If the process above accesses an entry in which the valid bit is 1 and in which some 
reserved bit is set, the process stops and the logical processor incurs an SPP misconfiguration. Bits in an SPP 
vector in odd positions are also reserved; an SPP misconfiguration occurs also any of those bits are set in the final 
SPP vector. 


SPP misses and SPP misconfigurations are called SPP-related events and cause VM exits. 


27.2.5 Accessed and Dirty Flags for EPT 


The Intel 64 architecture supports accessed and dirty flags in ordinary paging-structure entries (see Section 
4.8). Some processors also support corresponding flags in EPT paging-structure entries. Software should read the 
VMX capability MSR IA32_VMX_EPT_VPID_CAP (see Appendix A.10) to determine whether the processor supports 
this feature. 


Software can enable accessed and dirty flags for EPT using bit 6 of the extended-page-table pointer (EPTP), a VM- 
execution control field (see Table 23-9 in Section 23.6.11). If this bit is 1, the processor will set the accessed and 
dirty flags for EPT as described below. In addition, setting this flag causes processor accesses to guest paging- 
structure entries to be treated as writes (see below and Section 27.2.3.2). 
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For any EPT paging-structure entry that is used during guest-physical-address translation, bit 8 is the accessed 
flag. For a EPT paging-structure entry that maps a page (as opposed to referencing another EPT paging structure), 
bit 9 is the dirty flag. 


Whenever the processor uses an EPT paging-structure entry as part of guest-physical-address translation, it sets 
the accessed flag in that entry (if it is not already set). 


Whenever there is a write to a guest-physical address, the processor sets the dirty flag (if it is not already set) in 
the EPT paging-structure entry that identifies the final physical address for the guest-physical address (either an 
EPT PTE or an EPT paging-structure entry in which bit 7 is 1). 


When accessed and dirty flags for EPT are enabled, processor accesses to guest paging-structure entries are 
treated as writes (see Section 27.2.3.2). Thus, such an access will cause the processor to set the dirty flag in the 
EPT paging-structure entry that identifies the final physical address of the guest paging-structure entry. 


(This does not apply to loads of the PDPTE registers for PAE paging by the MOV to CR instruction; see Section 4.4.1. 
Those loads of guest PDPTEs are treated as reads and do not cause the processor to set the dirty flag in any EPT 
paging-structure entry.) 


These flags are “sticky,” meaning that, once set, the processor does not clear them; only software can clear them. 


A processor may cache information from the EPT paging-structure entries in TLBs and paging-structure caches (see 
Section 27.3). This fact implies that, if software changes an accessed flag or a dirty flag from 1 to 0, the processor 
might not set the corresponding bit in memory on a subsequent access using an affected guest-physical address. 


27.2.6 Page-Modification Logging 


When accessed and dirty flags for EPT are enabled, software can track writes to guest-physical addresses using a 
feature called page-modification logging. 


Software can enable page-modification logging by setting the “enable PML” VM-execution control (see Table 23-7 
in Section 23.6.2). When this control is 1, the processor adds entries to the page-modification log as described 
below. The page-modification log is a 4-KByte region of memory located at the physical address in the PML address 
VM-execution control field. The page-modification log consists of 512 64-bit entries; the PML index VM-execution 
control field indicates the next entry to use. 


Before allowing a guest-physical access, the processor may determine that it first needs to set an accessed or dirty 
flag for EPT (see Section 27.2.5). When this happens, the processor examines the PML index. If the PML index is 
not in the range 0-511, there is a page-modification log-full event and a VM exit occurs. In this case, the 
accessed or dirty flag is not set, and the guest-physical access that triggered the event does not occur. 


If instead the PML index is in the range 0-511, the processor proceeds to update accessed or dirty flags for EPT as 
described in Section 27.2.5. If the processor updated a dirty flag for EPT (changing it from 0 to 1), it then operates 
as follows: 


1. The guest-physical address of the access is written to the page-modification log. Specifically, the guest-physical 
address is written to physical address determined by adding 8 times the PML index to the PML address. 
Bits 11:0 of the value written are always 0 (the guest-physical address written is thus 4-KByte aligned). 


2. The PML index is decremented by 1 (this may cause the value to transition from 0 to FFFFH). 


Because the processor decrements the PML index with each log entry, the value may transition from 0 to FFFFH. At 
that point, no further logging will occur, as the processor will determine that the PML index is not in the range 0- 
511 and will generate a page-modification log-full event (see above). 


27.2.7 EPT and Memory Typing 


This section specifies how a logical processor determines the memory type use for a memory access while EPT is in 
use. (See Chapter 11, “Memory Cache Control” of Inte/® 64 and IA-32 Architectures Software Developer’s Manual, 
Volume 3A for details of memory typing in the Intel 64 architecture.) Section 27.2.7.1 explains how the memory 

type is determined for accesses to the EPT paging structures. Section 27.2.7.2 explains how the memory type is 

determined for an access using a guest-physical address that is translated using EPT. 
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27.2.7.1| Memory Type Used for Accessing EPT Paging Structures 


This section explains how the memory type is determined for accesses to the EPT paging structures. The determi- 
nation is based first on the value of bit 30 (cache disable—CD) in control register CRO: 


¢ If CRO.CD = 0, the memory type used for any such reference is the EPT paging-structure memory type, which 
is specified in bits 2:0 of the extended-page-table pointer (EPTP), a VM-execution control field (see Section 
23.6.11). A value of 0 indicates the uncacheable type (UC), while a value of 6 indicates the write-back type 
(WB). Other values are reserved. 


¢ If CRO.CD = 1, the memory type used for any such reference is uncacheable (UC). 
The MTRRs have no effect on the memory type used for an access to an EPT paging structure. 


27.2.7.2 Memory Type Used for Translated Guest-Physical Addresses 


The effective memory type of a memory access using a guest-physical address (an access that is translated 
using EPT) is the memory type that is used to access memory. The effective memory type is based on the value of 
bit 30 (cache disable—CD) in control register CRO; the last EPT paging-structure entry used to translate the guest- 
physical address (either an EPT PDE with bit 7 set to 1 or an EPT PTE); and the PAT memory type (see below): 


¢ The PAT memory type depends on the value of CRO.PG: 
— If CRO.PG = 0, the PAT memory type is WB (writeback).4 


— If CRO.PG = 1, the PAT memory type is the memory type selected from the IA32_PAT MSR as specified in 
Section 11.12.3, “Selecting a Memory Type from the PAT”.? 


¢ The EPT memory type is specified in bits 5:3 of the last EPT paging-structure entry: 0 = UC; 1 = WC; 4 = 
WT; 5 = WP; and 6 = WB. Other values are reserved and cause EPT misconfigurations (see Section 27.2.3). 


° If CRO.CD = 0, the effective memory type depends upon the value of bit 6 of the last EPT paging-structure 
entry: 


— If the value is 0, the effective memory type is the combination of the EPT memory type and the PAT 
memory type specified in Table 11-7 in Section 11.5.2.2, using the EPT memory type in place of the MTRR 
memory type. 


— Ifthe value is 1, the memory type used for the access is the EPT memory type. The PAT memory type is 
ignored. 


¢ If CRO.CD = 1, the effective memory type is UC. 
The MTRRs have no effect on the memory type used for an access to a guest-physical address. 


27.3. CACHING TRANSLATION INFORMATION 


Processors supporting Intel® 64 and IA-32 architectures may accelerate the address-translation process by 
caching on the processor data from the structures in memory that control that process. Such caching is discussed 
in Section 4.10, “Caching Translation Information” in the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3A. The current section describes how this caching interacts with the VMX architecture. 


The VPID and EPT features of the architecture for VMX operation augment this caching architecture. EPT defines 
the guest-physical address space and defines translations to that address space (from the linear-address space) 


1. If the capability MSR 1A32_VMX_CRO_FIXEDO reports that CRO.PG must be 1 in VMX operation, CRO.PG can be 0 in VMX non-root 
operation only if the “unrestricted guest” VM-execution control and bit 31 of the primary processor-based VM-execution controls 
are both 1. 


2. Table 11-11 in Section 11.12.3, “Selecting a Memory Type from the PAT” illustrates how the PAT memory type is selected based on 
the values of the PAT, PCD, and PWT bits in a page-table entry (or page-directory entry with PS = 1). For accesses to a guest paging- 
structure entry X, the PAT memory type is selected from the table by using a value of O for the PAT bit with the values of PCD and 
PWT from the paging-structure entry Y that references X (or from CR3 if X is in the root paging structure). With PAE paging, the PAT 
memory type for accesses to the PDPTEs is WB. 
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and from that address space (to the physical-address space). Both features control the ways in which a logical 
processor may create and use information cached from the paging structures. 


Section 27.3.1 describes the different kinds of information that may be cached. Section 27.3.2 specifies when such 
information may be cached and how it may be used. Section 27.3.3 details how software can invalidate cached 
information. 


27.3.1 Information That May Be Cached 


Section 4.10, “Caching Translation Information” in Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3A identifies two kinds of translation-related information that may be cached by a logical 
processor: translations, which are mappings from linear page numbers to physical page frames, and paging- 
structure caches, which map the upper bits of a linear page number to information from the paging-structure 
entries used to translate linear addresses matching those upper bits. 


The same kinds of information may be cached when VPIDs and EPT are in use. A logical processor may cache and 
use such information based on its function. Information with different functionality is identified as follows: 


* Linear mappings. There are two kinds: 


— Linear translations. Each of these is a mapping from a linear page number to the physical page frame to 
which it translates, along with information about access privileges and memory typing. 


— Linear paging-structure-cache entries. Each of these is a mapping from the upper portion of a linear 
address to the physical address of the paging structure used to translate the corresponding region of the 
linear-address space, along with information about access privileges. For example, bits 47:39 of a linear 
address would map to the address of the relevant page-directory-pointer table. 


Linear mappings do not contain information from any EPT paging structure. 
* Guest-physical mappings.2 There are two kinds: 


— Guest-physical translations. Each of these is a mapping from a guest-physical page number to the physical 
page frame to which it translates, along with information about access privileges and memory typing. 


— Guest-physical paging-structure-cache entries. Each of these is a mapping from the upper portion of a 
guest-physical address to the physical address of the EPT paging structure used to translate the corre- 
sponding region of the guest-physical address space, along with information about access privileges. 


The information in guest-physical mappings about access privileges and memory typing is derived from EPT 
paging structures. 


* Combined mappings.? There are two kinds: 


— Combined translations. Each of these is a mapping from a linear page number to the physical page frame to 
which it translates, along with information about access privileges and memory typing. 


— Combined paging-structure-cache entries. Each of these is a mapping from the upper portion of a linear 
address to the physical address of the paging structure used to translate the corresponding region of the 
linear-address space, along with information about access privileges. 


The information in combined mappings about access privileges and memory typing is derived from both guest 
paging structures and EPT paging structures. 


Guest-physical mappings and combined mappings may also include SPP vectors and information about the data 
structures used to locate SPP vectors (see Section 27.2.4.2). 


27.3.2 Creating and Using Cached Translation Information 


The following items detail the creation of the mappings described in the previous section:* 


1. Earlier versions of this manual used the term “VPID-tagged” to identify linear mappings. 
2. Earlier versions of this manual used the term “EPTP-tagged” to identify quest-physical mappings. 
3. Earlier versions of this manual used the term “dual-tagged” to identify combined mappings. 
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The following items describe the creation of mappings while EPT is not in use (including execution outside VMX 
non-root operation): 


— Linear mappings may be created. They are derived from the paging structures referenced (directly or 
indirectly) by the current value of CR3 and are associated with the current VPID and the current PCID. 


— Nolinear mappings are created with information derived from paging-structure entries that are not present 
(bit 0 is 0) or that set reserved bits. For example, if a PTE is not present, no linear mapping are created for 
any linear page number whose translation would use that PTE. 


— No guest-physical or combined mappings are created while EPT is not in use. 
The following items describe the creation of mappings while EPT is in use: 


— Guest-physical mappings may be created. They are derived from the EPT paging structures referenced 
(directly or indirectly) by bits 51:12 of the current EPTP. These 40 bits contain the address of the EPT-PML4- 
table. (the notation EP4TA refers to those 40 bits). Newly created guest-physical mappings are associated 
with the current EP4TA. 


— Combined mappings may be created. They are derived from the EPT paging structures referenced (directly 
or indirectly) by the current EP4TA. If CRO.PG = 1, they are also derived from the paging structures 
referenced (directly or indirectly) by the current value of CR3. They are associated with the current VPID, 
the current PCID, and the current EP4TA.! No combined paging-structure-cache entries are created if 
CRO.PG = 0. 


— No guest-physical mappings or combined mappings are created with information derived from EPT paging- 
structure entries that are not present (see Section 27.2.2) or that are misconfigured (see Section 
27.2.3.1). 


— No combined mappings are created with information derived from guest paging-structure entries that are 
not present or that set reserved bits. 


— No linear mappings are created while EPT is in use. 


The following items detail the use of the various mappings: 


If EPT is not in use (e.g., when outside VMX non-root operation), a logical processor may use cached mappings 
as follows: 


— For accesses using linear addresses, it may use linear mappings associated with the current VPID and the 
current PCID. It may also use global TLB entries (linear mappings) associated with the current VPID and 
any PCID. 


— No guest-physical or combined mappings are used while EPT is not in use. 
If EPT is in use, a logical processor may use cached mappings as follows: 


— For accesses using linear addresses, it may use combined mappings associated with the current VPID, the 
current PCID, and the current EP4TA. It may also use global TLB entries (combined mappings) associated 
with the current VPID, the current EP4TA, and any PCID. 


— For accesses using guest-physical addresses, it may use guest-physical mappings associated with the 
current EP4TA. 


— No linear mappings are used while EPT is in use. 


This section associated cached information with the current VPID and PCID. If PCIDs are not supported or are not being used (e.g., 
because CR4.PCIDE = 0), all the information is implicitly associated with PCID OOOH; see Section 4.10.1, “Process-Context Identifiers 
(PCIDs),” in Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3A. 


. At any given time, a logical processor may be caching combined mappings for a VPID and a PCID that are associated with different 


EPATAs. Similarly, it may be caching combined mappings for an EP4TA that are associated with different VPIDs and PCIDs. 


If the capability MSR IA32_WMX_CRO_FIXEDO reports that CRO.PG must be 1 in VMX operation, CRO.PG can be O in VMX non-root 
operation only if the “unrestricted quest” VM-execution control and bit 31 of the primary processor-based VM-execution controls 
are both 1. 
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27.3.3.‘ Invalidating Cached Translation Information 


Software modifications of paging structures (including EPT paging structures and the data structures used to locate 
SPP vectors) may result in inconsistencies between those structures and the mappings cached by a logical 
processor. Certain operations invalidate information cached by a logical processor and can be used to eliminate 
such inconsistencies. 


27.3.3.1 Operations that Invalidate Cached Mappings 


The following operations invalidate cached mappings as indicated: 


Operations that architecturally invalidate entries in the TLBs or paging-structure caches independent of VMX 
operation (e.g., the INVLPG and INVPCID instructions) invalidate linear mappings and combined mappings. 
They are required to do so only for the current VPID (but, for combined mappings, all EP4TAs). Linear mappings 
for the current VPID are invalidated even if EPT is in use.* Combined mappings for the current VPID are 
invalidated even if EPT is not in use.? 


An EPT violation invalidates any guest-physical mappings (associated with the current EP4TA) that would be 
used to translate the guest-physical address that caused the EPT violation. If that guest-physical address was 
the translation of a linear address, the EPT violation also invalidates any combined mappings for that linear 
address associated with the current PCID, the current VPID and the current EP4TA. 


If the “enable VPID” VM-execution control is 0, VM entries and VM exits invalidate linear mappings and 
combined mappings associated with VPID OOOOH (for all PCIDs). Combined mappings for VPID OOOOH are 
invalidated for all EP4TAs. 


Execution of the INVVPID instruction invalidates linear mappings and combined mappings. Invalidation is based 
on instruction operands, called the INVVPID type and the INVVPID descriptor. Four INVVPID types are currently 
defined: 


— Individual-address. If the INVVPID type is 0, the logical processor invalidates linear mappings and 
combined mappings associated with the VPID specified in the INVVPID descriptor and that would be used 
to translate the linear address specified in of the INVVPID descriptor. Linear mappings and combined 
mappings for that VPID and linear address are invalidated for all PCIDs and, for combined mappings, all 
EP4TAs. (The instruction may also invalidate mappings associated with other VPIDs and for other linear 
addresses.) 


— Single-context. If the INVVPID type is 1, the logical processor invalidates all linear mappings and 
combined mappings associated with the VPID specified in the INVVPID descriptor. Linear mappings and 
combined mappings for that VPID are invalidated for all PCIDs and, for combined mappings, all EP4TAs. 
(The instruction may also invalidate mappings associated with other VPIDs.) 


— All-context. If the INVVPID type is 2, the logical processor invalidates linear mappings and combined 
mappings associated with all VPIDs except VPID O000H and with all PCIDs. (The instruction may also 
invalidate linear mappings with VPID OOOOH.) Combined mappings are invalidated for all EP4TAs. 


— Single-context-retaining-globals. If the INVVPID type is 3, the logical processor invalidates linear 
mappings and combined mappings associated with the VPID specified in the INVVPID descriptor. Linear 
mappings and combined mappings for that VPID are invalidated for all PCIDs and, for combined mappings, 
all EP4TAs. The logical processor is not required to invalidate information that was used for global transla- 
tions (although it may do so). See Section 4.10, “Caching Translation Information” for details regarding 
global translations. (The instruction may also invalidate mappings associated with other VPIDs.) 


See Chapter 29 for details of the INVVPID instruction. See Section 27.3.3.3 for guidelines regarding use of this 
instruction. 


See Section 4.10.4, “Invalidation of TLBs and Paging-Structure Caches,” in the Intel® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 3A for an enumeration of operations that architecturally invalidate entries in the TLBs and paging-structure 
caches independent of VMX operation. 


While no linear mappings are created while EPT is in use, a logical processor may retain, while EPT is in use, linear mappings (for the 
same VPID as the current one) there were created earlier, when EPT was not in use. 

While no combined mappings are created while EPT is not in use, a logical processor may retain, while EPT is in not use, combined 
mappings (for the same VPID as the current one) there were created earlier, when EPT was in use. 
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¢ ~=Execution of the INVEPT instruction invalidates guest-physical mappings and combined mappings. Invalidation 
is based on instruction operands, called the INVEPT type and the INVEPT descriptor. Two INVEPT types are 
currently defined: 


— Single-context. If the INVEPT type is 1, the logical processor invalidates all guest-physical mappings and 
combined mappings associated with the EP4TA specified in the INVEPT descriptor. Combined mappings for 
that EP4TA are invalidated for all VPIDs and all PCIDs. (The instruction may invalidate mappings associated 
with other EP4TAs. ) 


— All-context. If the INVEPT type is 2, the logical processor invalidates guest-physical mappings and 
combined mappings associated with all EP4TAs (and, for combined mappings, for all VPIDs and PCIDs). 


See Chapter 29 for details of the INVEPT instruction. See Section 27.3.3.4 for guidelines regarding use of this 
instruction. 


¢ A power-up or a reset invalidates all linear mappings, guest-physical mappings, and combined mappings. 


27.3.3.2 Operations that Need Not Invalidate Cached Mappings 


The following items detail cases of operations that are not required to invalidate certain cached mappings: 


* Operations that architecturally invalidate entries in the TLBs or paging-structure caches independent of VMX 
operation are not required to invalidate any guest-physical mappings. 


¢ The INVVPID instruction is not required to invalidate any guest-physical mappings. 
¢ The INVEPT instruction is not required to invalidate any linear mappings. 


¢ VMxX transitions are not required to invalidate any guest-physical mappings. If the “enable VPID” VM-execution 
control is 1, VMX transitions are not required to invalidate any linear mappings or combined mappings. 


¢ The VMXOFF and VMXON instructions are not required to invalidate any linear mappings, guest-physical 
mappings, or combined mappings. 


A logical processor may invalidate any cached mappings at any time. For this reason, the operations identified 
above may invalidate the indicated mappings despite the fact that doing so is not required. 


27.3.3.3 Guidelines for Use of the INVVPID Instruction 
The need for VMM software to use the INVVPID instruction depends on how that software is virtualizing memory. 


If EPT is not in use, it is likely that the VMM is virtualizing the guest paging structures. Such a VMM may configure 
the VMCS so that all or some of the operations that invalidate entries the TLBs and the paging-structure caches 
(e.g., the INVLPG instruction) cause VM exits. If VMM software is emulating these operations, it may be necessary 
to use the INVVPID instruction to ensure that the logical processor’s TLBs and the paging-structure caches are 
appropriately invalidated. 


Requirements of when software should use the INVVPID instruction depend on the specific algorithm being used for 
page-table virtualization. The following items provide guidelines for software developers: 


¢ Emulation of the INVLPG instruction may require execution of the INVVPID instruction as follows: 
— The INVVPID type is individual-address (0). 


— The VPID in the INVVPID descriptor is the one assigned to the virtual processor whose execution is being 
emulated. 


— The linear address in the INVVPID descriptor is that of the operand of the INVLPG instruction being 
emulated. 


* Some instructions invalidate all entries in the TLBs and paging-structure caches—except for global translations. 
An example is the MOV to CR3 instruction. (See Section 4.10, “Caching Translation Information” in the Inte/® 
64 and IA-32 Architectures Software Developer’s Manual, Volume 3A for details regarding global translations. ) 
Emulation of such an instruction may require execution of the INVVPID instruction as follows: 


— The INVVPID type is single-context-retaining-globals (3). 


— The VPID in the INVVPID descriptor is the one assigned to the virtual processor whose execution is being 
emulated. 
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* Some instructions invalidate all entries in the TLBs and paging-structure caches—including for global transla- 
tions. An example is the MOV to CR4 instruction if the value of value of bit 4 (page global enable—PGE) is 
changing. Emulation of such an instruction may require execution of the INVVPID instruction as follows: 


— The INVVPID type is single-context (1). 


— The VPID in the INVVPID descriptor is the one assigned to the virtual processor whose execution is being 
emulated. 


If EPT is not in use, the logical processor associates all mappings it creates with the current VPID, and it will use 
such mappings to translate linear addresses. For that reason, a VMM should not use the same VPID for different 
non-EPT guests that use different page tables. Doing so may result in one guest using translations that pertain to 
the other. 


If EPT is in use, the instructions enumerated above might not be configured to cause VM exits and the VMM might 
not be emulating them. In that case, executions of the instructions by guest software properly invalidate the 
required entries in the TLBs and paging-structure caches (see Section 27.3.3.1); execution of the INVVPID instruc- 
tion is not required. 


If EPT is in use, the logical processor associates all mappings it creates with the value of bits 51:12 of current EPTP. 
If a VMM uses different EPTP values for different guests, it may use the same VPID for those guests. Doing so 
cannot result in one guest using translations that pertain to the other. 


The following guidelines apply more generally and are appropriate even if EPT is in use: 


° As detailed in Section 28.4.5, an access to the APIC-access page might not cause an APIC-access VM exit if 
software does not properly invalidate information that may be cached from the paging structures. If, at one 
time, the current VPID on a logical processor was a non-zero value X, it is recommended that software use the 
INVVPID instruction with the “single-context” INVVPID type and with VPID X in the INVVPID descriptor before 
a VM entry on the same logical processor that establishes VPID X and either (a) the “virtualize APIC accesses” 
VM-execution control was changed from 0 to 1; or (b) the value of the APIC-access address was changed. 


¢* Software can use the INVVPID instruction with the “all-context” INVVPID type immediately after execution of 
the VMXON instruction or immediately prior to execution of the VMXOFF instruction. Either prevents potentially 
undesired retention of information cached from paging structures between separate uses of VMX operation. 


27.3.3.4 Guidelines for Use of the INVEPT Instruction 


The following items provide guidelines for use of the INVEPT instruction to invalidate information cached from the 
EPT paging structures. 


* Software should use the INVEPT instruction with the “single-context” INVEPT type after making any of the 
following changes to an EPT paging-structure entry (the INVEPT descriptor should contain an EPTP value that 
references — directly or indirectly — the modified EPT paging structure): 


— Changing any of the privilege bits 2:0 from 1 to 0.! 

— Changing the physical address in bits 51:12. 

— Clearing bit 8 (the accessed flag) if accessed and dirty flags for EPT will be enabled. 

— Foran EPT PDPTE or an EPT PDE, changing bit 7 (which determines whether the entry maps a page). 


— For the last EPT paging-structure entry used to translate a guest-physical address (an EPT PDPTE with bit 7 
set to 1, an EPT PDE with bit 7 set to 1, or an EPT PTE), changing either bits 5:3 or bit 6. (These bits 
determine the effective memory type of accesses using that EPT paging-structure entry; see Section 
27.2.7.) 


— For the last EPT paging-structure entry used to translate a guest-physical address (an EPT PDPTE with bit 7 
set to 1, an EPT PDE with bit 7 set to 1, or an EPT PTE), clearing bit 9 (the dirty flag) if accessed and dirty 
flags for EPT will be enabled. 


¢ Software should use the INVEPT instruction with the “single-context” INVEPT type before a VM entry with an 
EPTP value X such that X[6] = 1 (accessed and dirty flags for EPT are enabled) if the logical processor had 


1. If the “mode-based execute control for EPT” VM-execution control is 1, software should use the INVEPT instruction after changing 
privilege bit 10 from 1 to O. 
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earlier been in VMX non-root operation with an EPTP value Y such that Y[6] = O (accessed and dirty flags for 
EPT are not enabled) and Y[51:12] = X[51:12]. 


Software may use the INVEPT instruction after modifying a present EPT paging-structure entry (see Section 
27.2.2) to change any of the privilege bits 2:0 from 0 to 1.! Failure to do so may cause an EPT violation that 
would not otherwise occur. Because an EPT violation invalidates any mappings that would be used by the 
access that caused the EPT violation (see Section 27.3.3.1), an EPT violation will not recur if the original access 
is performed again, even if the INVEPT instruction is not executed. 


Because a logical processor does not cache any information derived from EPT paging-structure entries that are 
not present (see Section 27.2.2) or misconfigured (see Section 27.2.3.1), itis not necessary to execute INVEPT 
following modification of an EPT paging-structure entry that had been not present or misconfigured. 


As detailed in Section 28.4.5, an access to the APIC-access page might not cause an APIC-access VM exit if 
software does not properly invalidate information that may be cached from the EPT paging structures. If EPT 
was in use on a logical processor at one time with EPTP X, it is recommended that software use the INVEPT 
instruction with the “single-context” INVEPT type and with EPTP X in the INVEPT descriptor before a VM entry 
on the same logical processor that enables EPT with EPTP X and either (a) the “virtualize APIC accesses” VM- 
execution control was changed from 0 to 1; or (b) the value of the APIC-access address was changed. 


Software can use the INVEPT instruction with the “all-context” INVEPT type immediately after execution of the 
VMXON instruction or immediately prior to execution of the VMXOFF instruction. Either prevents potentially 
undesired retention of information cached from EPT paging structures between separate uses of VMX 
operation. 


In a system containing more than one logical processor, software must account for the fact that information from 
an EPT paging-structure entry may be cached on logical processors other than the one that modifies that entry. The 
process of propagating the changes to a paging-structure entry is commonly referred to as “TLB shootdown.” A 
discussion of TLB shootdown appears in Section 4.10.5, “Propagation of Paging-Structure Changes to Multiple 
Processors,” in the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 


1. 


If the “mode-based execute control for EPT” VM-execution control is 1, software may use the INVEPT instruction after modifying a 
present EPT paging-structure entry to change privilege bit 10 from O to 1. 
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CHAPTER 28 
APIC VIRTUALIZATION AND VIRTUAL INTERRUPTS 


The VMCS includes controls that enable the virtualization of interrupts and the Advanced Programmable Interrupt 
Controller (APIC). 


When these controls are used, the processor will emulate many accesses to the APIC, track the state of the virtual 
APIC, and deliver virtual interrupts — all in VMX non-root operation with out a VM exit. 


The processor tracks the state of the virtual APIC using a virtual-APIC page identified by the virtual-machine 
monitor (VMM). Section 28.1 discusses the virtual-APIC page and how the processor uses it to track the state of the 
virtual APIC. 


The following are the VM-execution controls relevant to APIC virtualization and virtual interrupts (see Section 23.6 
for information about the locations of these controls): 


* Virtual-interrupt delivery. This controls enables the evaluation and delivery of pending virtual interrupts 
(Section 28.2). It also enables the emulation of writes (memory-mapped or MSR-based, as enabled) to the 
APIC registers that control interrupt prioritization. 


¢ Use TPR shadow. This control enables emulation of accesses to the APIC’s task-priority register (TPR) via CR8 
(Section 28.3) and, if enabled, via the memory-mapped or MSR-based interfaces. 


°® Virtualize APIC accesses. This control enables virtualization of memory-mapped accesses to the APIC 
(Section 28.4) by causing VM exits on accesses to a VMM-specified APIC-access page. Some of the other 
controls, if set, may cause some of these accesses to be emulated rather than causing VM exits. 


° Virtualize x2APIC mode. This control enables virtualization of MSR-based accesses to the APIC (Section 
28.5). 


¢ APIC-register virtualization. This control allows memory-mapped and MSR-based reads of most APIC 
registers (as enabled) by satisfying them from the virtual-APIC page. It directs memory-mapped writes to the 
APIC-access page to the virtual-APIC page, following them by VM exits for VMM emulation. 


* Process posted interrupts. This control allows software to post virtual interrupts in a data structure and send 
a notification to another logical processor; upon receipt of the notification, the target processor will process the 
posted interrupts by copying them into the virtual-APIC page (Section 28.6). 


a a 


“Virtualize APIC accesses”, “virtualize x2APIC mode”, “virtual-interrupt delivery”, and “APIC-register virtualization” 
are all secondary processor-based VM-execution controls. If bit 31 of the primary processor-based VM-execution 
controls is 0, the processor operates as if these controls were all 0. See Section 23.6.2. 


28.1 VIRTUAL APIC STATE 


The virtual-APIC page is a 4-KByte region of memory that the processor uses to virtualize certain accesses to 
APIC registers and to manage virtual interrupts. The physical address of the virtual-APIC page is the virtual-APIC 
address, a 64-bit VM-execution control field in the VMCS (see Section 23.6.8). 


Depending on the settings of certain VM-execution controls, the processor may virtualize certain fields on the 
virtual-APIC page with functionality analogous to that performed by the local APIC. Section 28.1.1 identifies and 
defines these fields. Section 28.1.2, Section 28.1.3, Section 28.1.4, and Section 28.1.5 detail the actions taken to 
virtualize updates to some of these fields. 


With the exception of fields corresponding to virtualized APIC registers (defined in Section 28.1.1), software may 
modify the virtual-APIC page referenced by the current VMCS of a logical processor in VMX non-root operation. 
(This is an exception to the general requirement given in Section 23.11.4.) 


1. In most cases, it is not necessary for a virtual-machine monitor (VMM) to inject virtual interrupts as part of VM entry. 
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28.1.1. ‘Virtualized APIC Registers 


Depending on the setting of certain VM-execution controls, a logical processor may virtualize certain accesses to 
APIC registers using the following fields on the virtual-APIC page: 


°* Virtual task-priority register (VTPR): the 32-bit field located at offset O80H on the virtual-APIC page. 


* Virtual processor-priority register (VPPR): the 32-bit field located at offset OAOH on the virtual-APIC 
page. 

* Virtual end-of-interrupt register (VEOI): the 32-bit field located at offset OBOH on the virtual-APIC page. 

* Virtual interrupt-service register (VISR): the 256-bit value comprising eight non-contiguous 32-bit fields 
at offsets 100H, 110H, 120H, 130H, 140H, 150H, 160H, and 170H on the virtual-APIC page. Bit x of the VISR 
is at bit position (x & 1FH) at offset (100H | ((x & EOH) » 1)). The processor uses only the low 4 bytes of each 
of the 16-byte fields at offsets 100H, 110H, 120H, 130H, 140H, 150H, 160H, and 170H. 

* Virtual interrupt-request register (VIRR): the 256-bit value comprising eight non-contiguous 32-bit fields 
at offsets 200H, 210H, 220H, 230H, 240H, 250H, 260H, and 270H on the virtual-APIC page. Bit x of the VIRR 
is at bit position (x & 1FH) at offset (200H | ((x & EOH) » 1)). The processor uses only the low 4 bytes of each 
of the 16-Byte fields at offsets 200H, 210H, 220H, 230H, 240H, 250H, 260H, and 270H. 

°* Virtual interrupt-command register (VICR_LO): the 32-bit field located at offset 300H on the virtual-APIC 
page 

* Virtual interrupt-command register (VICR_HI): the 32-bit field located at offset 310H on the virtual-APIC 
page. 

The VTPR field virtualizes the TPR whenever the “use TPR shadow” VM-execution control is 1. The other fields indi- 

cated above virtualize the corresponding APIC registers whenever the “virtual-interrupt delivery” VM-execution 

control is 1. 


28.1.2 TPR Virtualization 


The processor performs TPR virtualization in response to the following operations: (1) virtualization of the MOV 
to CR8 instruction; (2) virtualization of a write to offset O80H on the APIC-access page; and (3) virtualization of the 
WRMSR instruction with ECX = 808H. See Section 28.3, Section 28.4.3, and Section 28.5 for details of when TPR 
virtualization is performed. 


The following pseudocode details the behavior of TPR virtualization: 
IF “virtual-interrupt delivery” is 0 
THEN 
IF VTPR[7:4] < TPR threshold (see Section 23.6.8) 
THEN cause VM exit due to TPR below threshold; 
Fl; 
ELSE 
perform PPR virtualization (see Section 28.1.3); 
evaluate pending virtual interrupts (see Section 28.2.1); 
Fl; 


Any VM exit caused by TPR virtualization is trap-like: the instruction causing TPR virtualization completes before 
the VM exit occurs (for example, the value of CS:RIP saved in the guest-state area of the VMCS references the next 
instruction). 


28.1.3. PPR Virtualization 


The processor performs PPR virtualization in response to the following operations: (1) VM entry; (2) TPR virtu- 
alization; and (3) EOI virtualization. See Section 25.3.2.5, Section 28.1.2, and Section 28.1.4 for details of when 
PPR virtualization is performed. 


PPR virtualization uses the guest interrupt status (specifically, SVI; see Section 23.4.2) and VTPR. The following 
pseudocode details the behavior of PPR virtualization: 


IF VTPRI7:4] = SVI[7:4] 
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THEN VPPR := VTPR & FFH; 
ELSE VPPR := SVI & FOH; 
Fl; 


PPR virtualization always clears bytes 3:1 of VPPR. 


PPR virtualization is caused only by TPR virtualization, EOI virtualization, and VM entry. Delivery of a virtual inter- 
rupt also modifies VPPR, but in a different way (see Section 28.2.2). No other operations modify VPPR, even if they 
modify SVI, VISR, or VTPR. 


28.1.4 EOI Virtualization 


The processor performs EOI virtualization in response to the following operations: (1) virtualization of a write to 
offset OBOH on the APIC-access page; and (2) virtualization of the WRMSR instruction with ECX = 80BH. See 
Section 28.4.3 and Section 28.5 for details of when EOI virtualization is performed. EOI virtualization occurs only 
if the “virtual-interrupt delivery” VM-execution control is 1. 


EOI virtualization uses and updates the guest interrupt status (specifically, SVI; see Section 23.4.2). The following 
pseudocode details the behavior of EOI virtualization: 
Vector := SVI; 
VISR[Vector] := 0; (see Section 28.1.1 for definition of VISR) 
IF any bits set in VISR 
THEN SVI := highest index of bit set in VISR 
ELSE SVI := 0; 
Fl; 
perform PPR virtualiation (see Section 28.1.3); 
IF EOl_exit_bitmap[Vector] = 1 (see Section 23.6.8 for definition of EOl_exit_bitmap) 
THEN cause EOl-induced VM exit with Vector as exit qualification; 
ELSE evaluate pending virtual interrupts; (see Section 28.2.1) 
Fl; 
Any VM exit caused by EOI virtualization is trap-like: the instruction causing EOI virtualization completes before 
the VM exit occurs (for example, the value of CS:RIP saved in the guest-state area of the VMCS references the next 
instruction). 


28.1.5  Self-IPI Virtualization 


The processor performs self-IPI virtualization in response to the following operations: (1) virtualization of a 
write to offset 300H on the APIC-access page; and (2) virtualization of the WRMSR instruction with ECX = 83FH. 
See Section 28.4.3 and Section 28.5 for details of when self-IPI virtualization is performed. Self-IPI virtualization 
occurs only if the “virtual-interrupt delivery” VM-execution control is 1. 


Each operation that leads to self-IPI virtualization provides an 8-bit vector (see Section 28.4.3 and Section 28.5). 
Self-IPI virtualization updates the guest interrupt status (specifically, RVI; see Section 23.4.2). The following 
pseudocode details the behavior of self-IPI virtualization: 

VIRR[Vector] := 1; (see Section 28.1.1 for definition of VIRR) 

RVI := max{RVI,Vector}; 

evaluate pending virtual interrupts; (see Section 28.2.1) 


28.2 EVALUATION AND DELIVERY OF VIRTUAL INTERRUPTS 


If the “virtual-interrupt delivery” VM-execution control is 1, certain actions in VMX non-root operation or during 
VM entry cause the processor to evaluate and deliver virtual interrupts. 


Evaluation of virtual interrupts is triggered by certain actions change the state of the virtual-APIC page and is 
described in Section 28.2.1. This evaluation may result in recognition of a virtual interrupt. Once a virtual interrupt 
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is recognized, the processor may deliver it within VMX non-root operation without a VM exit. Virtual-interrupt 
delivery is described in Section 28.2.2. 


28.2.1 Evaluation of Pending Virtual Interrupts 


If the “virtual-interrupt delivery” VM-execution control is 1, certain actions cause a logical processor to evaluate 
pending virtual interrupts. 


The following actions cause the evaluation of pending virtual interrupts: VM entry; TPR virtualization; EOI virtual- 
ization; self-IPI virtualization; and posted-interrupt processing. See Section 25.3.2.5, Section 28.1.2, Section 
28.1.4, Section 28.1.5, and Section 28.6 for details of when evaluation of pending virtual interrupts is performed. 
No other operations cause the evaluation of pending virtual interrupts, even if they modify RVI or VPPR. 


Evaluation of pending virtual interrupts uses the guest interrupt status (specifically, RVI; see Section 23.4.2). The 
following pseudocode details the evaluation of pending virtual interrupts: 
IF “interrupt-window exiting” is O AND 
RVI[7:4] > VPPR[7:4] (see Section 28.1.1 for definition of VPPR) 
THEN recognize a pending virtual interrupt; 
ELSE 
do not recognize a pending virtual interrupt; 
Fl; 


Once recognized, a virtual interrupt may be delivered in VMX non-root operation; see Section 28.2.2. 


Evaluation of pending virtual interrupts is caused only by VM entry, TPR virtualization, EOI virtualization, self-IPI 
virtualization, and posted-interrupt processing. No other operations do so, even if they modify RVI or VPPR. The 
logical processor ceases recognition of a pending virtual interrupt following the delivery of a virtual interrupt. 


28.2.2 _‘Virtual-Interrupt Delivery 


If a virtual interrupt has been recognized (see Section 28.2.1), it is delivered at an instruction boundary when the 
following conditions all hold: (1) RFLAGS.IF = 1; (2) there is no blocking by STI; (3) there is no blocking by MOV 
SS or by POP SS; and (4) the “interrupt-window exiting” VM-execution control is 0. 


Virtual-interrupt delivery has the same priority as that of VM exits due to the 1-setting of the “interrupt-window 
exiting” VM-execution control. Thus, non-maskable interrupts (NMIs) and higher priority events take priority over 
delivery of a virtual interrupt; delivery of a virtual interrupt takes priority over external interrupts and lower priority 
events. 


Virtual-interrupt delivery wakes a logical processor from the same inactive activity states as would an external 
interrupt. Specifically, it wakes a logical processor from the states entered using the HLT and MWAIT instructions. 
It does not wake a logical processor in the shutdown state or in the wait-for-SIPI state. 


Virtual-interrupt delivery updates the guest interrupt status (both RVI and SVI; see Section 23.4.2) and delivers an 
event within VMX non-root operation without a VM exit. The following pseudocode details the behavior of virtual- 
interrupt delivery (see Section 28.1.1 for definition of VISR, VIRR, and VPPR): 
Vector := RVI; 
VISR[Vector] := 1; 
SVI := Vector; 
VPPR := Vector & FOH; 
VIRR[Vector] := 0; 
IF any bits set in VIRR 
THEN RVI := highest index of bit set in VIRR 
ELSE RVI := 0; 
Fl; 
deliver interrupt with Vector through IDT; 


1. A logical processor never recognizes or delivers a virtual interrupt if the “interrupt-window exiting” VM-execution control is 1. 
Because of this, the relative priority of virtual-interrupt delivery and VM exits due to the 1-setting of that control is not defined. 
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cease recognition of any pending virtual interrupt; 


If a logical processor is in enclave mode, an Asynchronous Enclave Exit (AEX) occurs before delivery of a virtual 
interrupt (see Chapter 35, “Enclave Exiting Events”). 


28.3. VIRTUALIZING CR8-BASED TPR ACCESSES 


In 64-bit mode, software can access the local APIC’s task-priority register (TPR) through CR8. Specifically, software 
uses the MOV from CR8 and MOV to CR8 instructions (see Section 10.8.6, “Task Priority in IA-32e Mode”). This 
section describes how these accesses can be virtualized. 


A virtual-machine monitor can virtualize these CR8-based APIC accesses by setting the “CR8-load exiting” and 
“CR8-store exiting” VM-execution controls, ensuring that the accesses cause VM exits (see Section 24.1.3). Alter- 
natively, there are methods for virtualizing some CR8-based APIC accesses without VM exits. 


Normally, an execution of MOV from CR8 or MOV to CR8 that does not fault or cause a VM exit accesses the APIC’s 
TPR. However, such an execution are treated specially if the “use TPR shadow” VM-execution control is 1. The 
following items provide details: 


¢ MOV from CR&8. The instruction loads bits 3:0 of its destination operand with bits 7:4 of VTPR (see Section 
28.1.1). Bits 63:4 of the destination operand are cleared. 


¢ MOV to CR8. The instruction stores bits 3:0 of its source operand into bits 7:4 of VTPR; the remainder of VTPR 
(bits 3:0 and bits 31:8) are cleared. Following this, the processor performs TPR virtualization (see Section 
28.1.2). 


28.4 VIRTUALIZING MEMORY-MAPPED APIC ACCESSES 


When the local APIC is in xAPIC mode, software accesses the local APIC’s control registers using a memory- 
mapped interface. Specifically, software uses linear addresses that translate to physical addresses on page frame 
indicated by the base address in the IA32_APIC_BASE MSR (see Section 10.4.4, “Local APIC Status and Location”). 
This section describes how these accesses can be virtualized. 


A virtual-machine monitor (VMM) can virtualize these memory-mapped APIC accesses by ensuring that any access 
to a linear address that would access the local APIC instead causes a VM exit. This could be done using paging or 
the extended page-table mechanism (EPT). Another way is by using the 1-setting of the “virtualize APIC accesses” 
VM-execution control. 


If the “virtualize APIC accesses” VM-execution control is 1, the logical processor treats specially memory accesses 
using linear addresses that translate to physical addresses in the 4-KByte APIC-access page.!’2 (The APIC- 
access page is identified by the APIC-access address, a field in the VMCS; see Section 23.6.8.) 


In general, an access to the APIC-access page causes an APIC-access VM exit. APIC-access VM exits provide a 
VMM with information about the access causing the VM exit. Section 28.4.1 discusses the priority of APIC-access 
VM exits. 


Certain VM-execution controls enable the processor to virtualize certain accesses to the APIC-access page without 
a VM exit. In general, this virtualization causes these accesses to be made to the virtual-APIC page instead of the 
APIC-access page. 


1. Even when addresses are translated using EPT (see Section 27.2), the determination of whether an APIC-access VM exit occurs 
depends on an access's physical address, not its quest-physical address. Even when CRO.PG = 0, ordinary memory accesses by soft- 
ware use linear addresses; the fact that CRO.PG = O means only that the identity translation is used to convert linear addresses to 
physical (or guest-physical) addresses. 


2. If €PT is enabled and there is write to a quest-physical address that translates to an address on the APIC-access page that is eligible 
for sub-page write permissions (see Section 27.2.4.1), the processor may treat the write as if the “virtualize APIC accesses” VM-exe- 
cution control were O (and not apply the treatment specified in this section). For that reason, it is recommended that software not 
configure any guest-physical address that translates to an address on the APIC-access page to be eligible for sub-page write permis- 
sions. 
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NOTES 


Unless stated otherwise, this section characterizes only linear accesses to the APIC-access page; an 
access to the APIC-access page is a linear access if (1) it results from a memory access using a 
linear address; and (2) the access’s physical address is the translation of that linear address. 
Section 28.4.6 discusses accesses to the APIC-access page that are not linear accesses. 


The distinction between the APIC-access page and the virtual-APIC page allows a VMM to share 
paging structures or EPT paging structures among the virtual processors of a virtual machine (the 
shared paging structures referencing the same APIC-access address, which appears in the VMCS of 
all the virtual processors) while giving each virtual processor its own virtual APIC (the VMCS of each 
virtual processor will have a unique virtual-APIC address). 


Section 28.4.2 discusses when and how the processor may virtualize read accesses from the APIC-access page. 
Section 28.4.3 does the same for write accesses. When virtualizing a write to the APIC-access page, the processor 
typically takes actions in addition to passing the write through to the virtual-APIC page. 


The discussion in those sections uses the concept of an operation within which these memory accesses may occur. 
For those discussions, an “operation” can be an iteration of a REP-prefixed string instruction, an execution of any 
other instruction, or delivery of an event through the IDT. 


The 1-setting of the “virtualize APIC accesses” VM-execution control may also affect accesses to the APIC-access 
page that do not result directly from linear addresses. This is discussed in Section 28.4.6. 


Special treatment may apply to Intel SGX instructions or if the logical processor is in enclave mode. See Section 
37.5.3 for details. 


28.4.1 Priority of APIC-Access VM Exits 


The following items specify the priority of APIC-access VM exits relative to other events. 


° The priority of an APIC-access VM exit due to a memory access is below that of any page fault or EPT violation 
that that access may incur. That is, an access does not cause an APIC-access VM exit if it would cause a page 
fault or an EPT violation. 


¢ Amemory access does not cause an APIC-access VM exit until after the accessed flags are set in the paging 
structures (including EPT paging structures, if enabled). 


¢ Awrite access does not cause an APIC-access VM exit until after the dirty flags are set in the appropriate paging 
structure and EPT paging structure (if enabled). 


¢ With respect to all other events, any APIC-access VM exit due to a memory access has the same priority as any 
page fault or EPT violation that the access could cause. (This item applies to other events that the access may 
generate as well as events that may be generated by other accesses by the same operation.) 


These principles imply, among other things, that an APIC-access VM exit may occur during the execution of a 
repeated string instruction (including INS and OUTS). Suppose, for example, that the first n iterations (n may be 
0) of such an instruction do not access the APIC-access page and that the next iteration does access that page. As 
a result, the first n iterations may complete and be followed by an APIC-access VM exit. The instruction pointer 
saved in the VMCS references the repeated string instruction and the values of the general-purpose registers 
reflect the completion of n iterations. 


28.4.2 Virtualizing Reads from the APIC-Access Page 


A read access from the APIC-access page causes an APIC-access VM exit if any of the following are true: 
¢ The “use TPR shadow” VM-execution control is 0. 

¢ The access is for an instruction fetch. 

¢ The access is more than 32 bits in size. 


°® The access is part of an operation for which the processor has already virtualized a write to the APIC-access 
page. 
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° The access is not entirely contained within the low 4 bytes of a naturally aligned 16-byte region. That is, bits 
3:2 of the access’s address are 0, and the same is true of the address of the highest byte accessed. 


If none of the above are true, whether a read access is virtualized depends on the setting of the “APIC-register 
virtualization” VM-execution control: 


¢ If “APIC-register virtualization” and “virtual-interrupt delivery” VM-execution controls are both 0, a read access 
is virtualized if its page offset is O80H (task priority); otherwise, the access causes an APIC-access VM exit. 


¢ If the “APIC-register virtualization” VM-execution control is 0 and the “virtual-interrupt delivery” VM-execution 
control is 1, a read access is virtualized if its page offset is O80H (task priority), OBOH (end of interrupt), or 
300H (interrupt command — low); otherwise, the access causes an APIC-access VM exit. 


e =If “APIC-register virtualization” is 1, a read access is virtualized if it is entirely within one the following ranges 
of offsets: 


— 020H-023H (local APIC ID); 

— 030H-033H (local APIC version); 

— O80H-083H (task priority); 

— OBOH-OB3H (end of interrupt); 

— ODOH-OD3H (logical destination); 

— OEOH-OE3H (destination format); 

— OFOH-OF3H (spurious-interrupt vector); 


— 100H-103H, 110H-113H, 120H-123H, 130H-133H, 140H-143H, 150H-153H, 160H-163H, or 170H- 
173H (in-service); 


— 180H-183H, 190H-193H, 1AOH-1A3H, 1BOH-1B3H, 1COH-1C3H, 1DOH-1D3H, 1EQH-1E3H, or 1FOH- 
1F3H (trigger mode); 


— 200H-203H, 210H-213H, 220H-223H, 230H-233H, 240H-243H, 250H-253H, 260H-263H, or 270H- 
273H (interrupt request); 


— 280H-283H (error status); 

— 300H-303H or 310H-313H (interrupt command); 

— 320H-323H, 330H-333H, 340H-343H, 350H-353H, 360H-363H, or 370H-373H (LVT entries); 
— 380H-383H (initial count); or 

— 3EQOH-3E3H (divide configuration). 

In all other cases, the access causes an APIC-access VM exit. 


A read access from the APIC-access page that is virtualized returns data from the corresponding page offset on the 
virtual-APIC page.! 


28.4.3 ‘Virtualizing Writes to the APIC-Access Page 


Whether a write access to the APIC-access page is virtualized depends on the settings of the VM-execution controls 
and the page offset of the access. Section 28.4.3.1 details when APIC-write virtualization occurs. 


Unlike reads, writes to the local APIC have side effects; because of this, virtualization of writes to the APIC-access 
page may require emulation specific to the access’s page offset (which identifies the APIC register being accessed). 
Section 28.4.3.2 describes this APIC-write emulation. 


For some page offsets, it is necessary for software to complete the virtualization after a write completes. In these 
cases, the processor causes an APIC-write VM exit to invoke VMM software. Section 28.4.3.3 discusses APIC- 
write VM exits. 


1. The memory type used for accesses that read from the virtual-APIC page is reported in bits 53:50 of the IA32_VMX_BASIC MSR 
(see Appendix A.1). 
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28.4.3.1 Determining Whether a Write Access is Virtualized 

A write access to the APIC-access page causes an APIC-access VM exit if any of the following are true: 
° The “use TPR shadow” VM-execution control is 0. 

¢ The access is more than 32 bits in size. 


¢ The access is part of an operation for which the processor has already virtualized a write (with a different page 
offset or a different size) to the APIC-access page. 


¢ The access is not entirely contained within the low 4 bytes of a naturally aligned 16-byte region. That is, bits 
3:2 of the access’s address are 0, and the same is true of the address of the highest byte accessed. 


If none of the above are true, whether a write access is virtualized depends on the settings of the “APIC-register 
virtualization” and “virtual-interrupt delivery” VM-execution controls: 


¢ If the “APIC-register virtualization” and “virtual-interrupt delivery” VM-execution controls are both 0, a write 
access is virtualized if its page offset is O80H; otherwise, the access causes an APIC-access VM exit. 


°¢ If the “APIC-register virtualization” VM-execution control is 0 and the “virtual-interrupt delivery” VM-execution 
control is 1, a write access is virtualized if its page offset is O80H (task priority), OBOH (end of interrupt), and 
300H (interrupt command — low); otherwise, the access causes an APIC-access VM exit. 


° If the “APIC-register virtualization” VM-execution control is 1, a write access is virtualized if it is entirely within 
one the following ranges of offsets: 


— 020H-023H (local APIC ID); 

— O80H-083H (task priority); 

— OBOH-OB3H (end of interrupt); 

— ODOH-OD3H (logical destination); 

— OEOH-OE3H (destination format); 

— OFOH-OF3H (spurious-interrupt vector); 

— 280H-283H (error status); 

— 300H-303H or 310H-313H (interrupt command); 

— 320H-323H, 330H-333H, 340H-343H, 350H-353H, 360H-363H, or 370H-373H (LVT entries); 
— 380H-383H (initial count); or 

— 3E0H-3E3H (divide configuration). 

In all other cases, the access causes an APIC-access VM exit. 


The processor virtualizes a write access to the APIC-access page by writing data to the corresponding page offset 
on the virtual-APIC page.! Following this, the processor performs certain actions after completion of the operation 
of which the access was a part.* APIC-write emulation is described in Section 28.4.3.2. 


28.4.3.2 APIC-Write Emulation 


If the processor virtualizes a write access to the APIC-access page, it performs additional actions after completion 
of an operation of which the access was a part. These actions are called APIC-write emulation. 


The details of APIC-write emulation depend upon the page offset of the virtualized write access:? 


® O80H (task priority). The processor clears bytes 3:1 of VIPR and then causes TPR virtualization (Section 
28.1.2). 


1. The memory type used for accesses that write to the virtual-APIC page is reported in bits 53:50 of the [A32_VMX_BASIC MSR (see 
Appendix A.1). 


2. Recall that, for the purposes of this discussion, an operation is an iteration of a REP-prefixed string instruction, an execution of any 
other instruction, or delivery of an event through the IDT. 


3. For any operation, there can be only one page offset for which a write access was virtualized. This is because a write access is not 
virtualized if the processor has already virtualized a write access for the same operation with a different page offset. 
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®  OBOH (end of interrupt). If the “virtual-interrupt delivery” VM-execution control is 1, the processor clears VEOI 
and then causes EOI virtualization (Section 28.1.4); otherwise, the processor causes an APIC-write VM exit 
(Section 28.4.3.3). 


¢ =300H (interrupt command — low). If the “virtual-interrupt delivery” VM-execution control is 1, the processor 
checks the value of VICR_LO to determine whether the following are all true: 


— Reserved bits (31:20, 17:16, 13) and bit 12 (delivery status) are all 0. 
— Bits 19:18 (destination shorthand) are 01B (self). 

— Bit 15 (trigger mode) is 0 (edge). 

— Bits 10:8 (delivery mode) are OOOB (fixed). 

— Bits 7:4 (the upper half of the vector) are not OOOOB. 


If all of the items above are true, the processor performs self-IPI virtualization using the 8-bit vector in byte 0 
of VICR_LO (Section 28.1.5). 


If the “virtual-interrupt delivery” VM-execution control is 0, or if any of the items above are false, the 
processor causes an APIC-write VM exit (Section 28.4.3.3). 


¢ =310H-313H (interrupt command — high). The processor clears bytes 2:0 of VICR_HI. No other virtualization or 
VM exit occurs. 


¢ Any other page offset. The processor causes an APIC-write VM exit (Section 28.4.3.3). 


APIC-write emulation takes priority over system-management interrupts (SMIs), INIT signals, and lower priority 
events. APIC-write emulation is not blocked if RFLAGS.IF = 0 or by the MOV SS, POP SS, or STI instructions. 


If an operation causes a fault after a write access to the APIC-access page and before APIC-write emulation, and 
that fault is delivered without a VM exit, APIC-write emulation occurs after the fault is delivered and before the fault 
handler can execute. If an operation causes a VM exit (perhaps due to a fault) after a write access to the APIC- 
access page and before APIC-write emulation, the APIC-write emulation does not occur. 


28.4.3.3 APIC-Write VM Exits 


In certain cases, VMM software must be invoked to complete the virtualization of a write access to the APIC-access 
page. In this case, APIC-write emulation causes an APIC-write VM exit. (Section 28.4.3.2 details the cases that 
causes APIC-write VM exits. ) 


APIC-write VM exits are invoked by APIC-write emulation, and APIC-write emulation occurs after an operation that 
performs a write access to the APIC-access page. Because of this, every APIC-write VM exit is trap-like: it occurs 
after completion of the operation containing the write access that caused the VM exit (for example, the value of 
CS:RIP saved in the guest-state area of the VMCS references the next instruction). 


The basic exit reason for an APIC-write VM exit is “APIC write.” The exit qualification is the page offset of the write 
access that led to the VM exit. 


As noted in Section 28.5, execution of WRMSR with ECX = 83FH (self-IPI MSR) can lead to an APIC-write VM exit if 
the “virtual-interrupt delivery” VM-execution control is 1. The exit qualification for such an APIC-write VM exit is 
3FOH. 


28.4.4 —_Instruction-Specific Considerations 


Certain instructions that use linear address may cause page faults even though they do not use those addresses to 
access memory. The APIC-virtualization features may affect these instructions as well: 


¢ CLFLUSH, CLFLUSHOPT. With regard to faulting, the processor operates as if each of these instructions reads 
from the linear address in its source operand. If that address translates to one on the APIC-access page, the 
instruction may cause an APIC-access VM exit. If it does not, it will flush the corresponding cache line on the 
virtual-APIC page instead of the APIC-access page. 


¢ ENTER. With regard to faulting, the processor operates if ENTER writes to the byte referenced by the final 
value of the stack pointer (even though it does not if its size operand is non-zero). If that value translates to an 
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address on the APIC-access page, the instruction may cause an APIC-access VM exit. If it does not, it will cause 
the APIC-write emulation appropriate to the address’s page offset. 


MASKMOVQ and MASKMOVDQU. Even if the instruction’s mask is zero, the processor may operate with 
regard to faulting as if MASKMOVQ or MASKMOVDQU writes to memory (the behavior is implementation- 
specific). In such a situation, an APIC-access VM exit may occur. 


MONITOR. With regard to faulting, the processor operates as if MONITOR reads from the effective address in 
RAX. If the resulting linear address translates to one on the APIC-access page, the instruction may cause an 
APIC-access VM exit.! If it does not, it will monitor the corresponding address on the virtual-APIC page instead 
of the APIC-access page. 


PREFETCH. An execution of the PREFETCH instruction that would result in an access to the APIC-access page 
does not cause an APIC-access VM exit. Such an access may prefetch data; if so, it is from the corresponding 
address on the virtual-APIC page. 


Virtualization of accesses to the APIC-access page is principally intended for basic instructions such as AND, MOV, 
OR, TEST, XCHG, and XOR. Use of an instruction that normally operates on floating-point, SSE, AVX, or AVX-512 
registers may cause an APIC-access VM exit unconditionally regardless of the page offset it accesses on the APIC- 
access page. 


28.4.5 Issues Pertaining to Page Size and TLB Management 


The 1-setting of the “virtualize APIC accesses” VM-execution is guaranteed to apply only if translations to the APIC- 
access address use a 4-KByte page. The following items provide details: 


If EPT is not in use, any linear address that translates to an address on the APIC-access page should use a 4- 
KByte page. Any access to a linear address that translates to the APIC-access page using a larger page may 
operate as if the “virtualize APIC accesses” VM-execution control were 0. 


If EPT is in use, any guest-physical address that translates to an address on the APIC-access page should use a 
4-KByte page. Any access to a linear address that translates to a guest-physical address that in turn translates 
to the APIC-access page using a larger page may operate as if the “virtualize APIC accesses” VM-execution 
control were 0. (This is true also for guest-physical accesses to the APIC-access page; see Section 28.4.6.1.) 


In addition, software should perform appropriate TLB invalidation when making changes that may affect APIC- 
virtualization. The specifics depend on whether VPIDs or EPT is being used: 


VPIDs being used but EPT not being used. Suppose that there is a VPID that has been used before and that 
software has since made either of the following changes: (1) set the “virtualize APIC accesses” VM-execution 
control when it had previously been 0; or (2) changed the paging structures so that some linear address 
translates to the APIC-access address when it previously did not. In that case, software should execute 
INVVPID (see “INVVPID— Invalidate Translations Based on VPID” in Section 29.3) before performing on the 
same logical processor and with the same VPID.2 


EPT being used. Suppose that there is an EPTP value that has been used before and that software has since 
made either of the following changes: (1) set the “virtualize APIC accesses” VM-execution control when it had 
previously been 0; or (2) changed the EPT paging structures so that some guest-physical address translates to 
the APIC-access address when it previously did not. In that case, software should execute INVEPT (see 
“INVEPT— Invalidate Translations Derived from EPT” in Section 29.3) before performing on the same logical 
processor and with the same EPTP value.? 


Neither VPIDs nor EPT being used. No invalidation is required. 


This chapter uses the notation RAX, RIP, RSP, RFLAGS, etc. for processor registers because most processors that support VMX oper- 
ation also support Intel 64 architecture. For IA-32 processors, this notation refers to the 32-bit forms of those registers (EAX, EIP, 
ESP, EFLAGS, etc.). In a few places, notation such as EAX is used to refer specifically to lower 32 bits of the indicated register. 
INVVPID should use either (1) the all-contexts INVVPID type; (2) the single-context INVVPID type with the VPID in the INVVPID 
descriptor; or (3) the individual-address INVVPID type with the linear address and the VPID in the INVVPID descriptor. 

INVEPT should use either (1) the global INVEPT type; or (2) the single-context INVEPT type with the EPTP value in the INVEPT 
descriptor. 
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Failure to perform the appropriate TLB invalidation may result in the logical processor operating as if the “virtualize 
APIC accesses” VM-execution control were 0 in responses to accesses to the affected address. (No invalidation is 
necessary if neither VPIDs nor EPT is being used.) 


28.4.6 APIC Accesses Not Directly Resulting From Linear Addresses 
Section 28.4 has described the treatment of accesses that use linear addresses that translate to addresses on the 
APIC-access page. This section considers memory accesses that do not result directly from linear addresses. 


* Anaccess is called a guest-physical access if (1) CRO.PG = 1; (2) the “enable EPT” VM-execution control is 
1;2 (3) the access’s physical address is the result of an EPT translation; and (4) either (a) the access was not 
generated by a linear address; or (b) the access’s guest-physical address is not the translation of the access’s 
linear address. Section 28.4.6.1 discusses the treatment of guest-physical accesses to the APIC-access page. 


¢ An access is called a physical access if (1) either (a) the “enable EPT” VM-execution control is 0; or (b) the 
access’s physical address is not the result of a translation through the EPT paging structures; and (2) either 
(a) the access is not generated by a linear address; or (b) the access’s physical address is not the translation 
of its linear address. Section 28.4.6.2 discusses the treatment of physical accesses to the APIC-access page. 


28.4.6.1 Guest-Physical Accesses to the APIC-Access Page 


Guest-physical accesses include the following when guest-physical addresses are being translated using EPT: 


¢ Reads from the guest paging structures when translating a linear address (Such an access uses a guest- 
physical address that is not the translation of that linear address). 


¢ Loads of the page-directory-pointer-table entries by MOV to CR when the logical processor is using (or that 
causes the logical processor to use) PAE paging (see Section 4.4). 


¢ Updates to the accessed and dirty flags in the guest paging structures when using a linear address (such an 
access uses a guest-physical address that is not the translation of that linear address). 


¢ Memory accesses by Intel Processor Trace when the “Intel PT uses guest physical addresses” VM-execution 
control is 1 (see Section 24.5.4). 


Every guest-physical access using a guest-physical address that translates to an address on the APIC-access page 
causes an APIC-access VM exit. Such accesses are never virtualized regardless of the page offset. 


The following items specify the priority relative to other events of APIC-access VM exits caused by guest-physical 
accesses to the APIC-access page. 


¢ The priority of an APIC-access VM exit caused by a guest-physical access to memory is below that of any EPT 
violation that that access may incur. That is, a guest-physical access does not cause an APIC-access VM exit if 
it would cause an EPT violation. 


¢ With respect to all other events, any APIC-access VM exit caused by a guest-physical access has the same 
priority as any EPT violation that the guest-physical access could cause. 


28.4.6.2 Physical Accesses to the APIC-Access Page 
Physical accesses include the following: 
¢ If the “enable EPT” VM-execution control is 0: 
— Reads from the paging structures when translating a linear address. 


— Loads of the page-directory-pointer-table entries by MOV to CR when the logical processor is using (or that 
causes the logical processor to use) PAE paging (see Section 4.4). 


— Updates to the accessed and dirty flags in the paging structures. 


1. If the capability MSR 1A32_VMX_CRO_FIXEDO reports that CRO.PG must be 1 in VMX operation, CRO.PG must be 1 unless the “unre- 
stricted guest” VM-execution control and bit 31 of the primary processor-based VM-execution controls are both 1. 


2. “Enable EPT” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution controls 
is 0, VMX non-root operation functions as if the “enable EPT” VM-execution control were O. See Section 23.6.2. 
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e If the “enable EPT” VM-execution control is 1, accesses to the EPT paging structures (including updates to the 
accessed and dirty flags for EPT). 


e Any of the following accesses made by the processor to support VMX non-root operation: 
— Accesses to the VMCS region. 


— Accesses to data structures referenced (directly or indirectly) by physical addresses in VM-execution control 
fields in the VMCS. These include the I/O bitmaps, the MSR bitmaps, and the virtual-APIC page. 


* Accesses that effect transitions into and out of SMM.! These include the following: 
— Accesses to SMRAM during SMI delivery and during execution of RSM. 
— Accesses during SMM VM exits (including accesses to MSEG) and during VM entries that return from SMM. 


A physical access to the APIC-access page may or may not cause an APIC-access VM exit. If it does not cause an 
APIC-access VM exit, it may access the APIC-access page or the virtual-APIC page. Physical write accesses to the 
APIC-access page may or may not cause APIC-write emulation or APIC-write VM exits. 


The priority of an APIC-access VM exit caused by physical access is not defined relative to other events that the 
access may cause. 


It is recommended that software not set the APIC-access address to any of the addresses used by physical memory 
accesses (identified above). For example, it should not set the APIC-access address to the physical address of any 
of the active paging structures if the “enable EPT” VM-execution control is 0. 


28.5 VIRTUALIZING MSR-BASED APIC ACCESSES 


When the local APIC is in x2APIC mode, software accesses the local APIC’s control registers using the MSR inter- 
face. Specifically, software uses the RDMSR and WRMSR instructions, setting ECX (identifying the MSR being 
accessed) to values in the range 800H-8FFH (see Section 10.12, “Extended XAPIC (x2APIC)”). This section 
describes how these accesses can be virtualized. 


A virtual-machine monitor can virtualize these MSR-based APIC accesses by configuring the MSR bitmaps (see 
Section 23.6.9) to ensure that the accesses cause VM exits (see Section 24.1.3). Alternatively, there are methods 
for virtualizing some MSR-based APIC accesses without VM exits. 


Normally, an execution of RDMSR or WRMSR that does not fault or cause a VM exit accesses the MSR indicated in 
ECX. However, such an execution treats some values of ECX in the range 800H-8FFH specially if the “virtualize 
x2APIC mode” VM-execution control is 1. The following items provide details: 


¢ RDMSR. The instruction’s behavior depends on the setting of the “APIC-register virtualization” VM-execution 
control. 


— Ifthe “APIC-register virtualization” VM-execution control is 0, behavior depends upon the value of ECX. 


¢ If ECX contains 808H (indicating the TPR MSR), the instruction reads the 8 bytes from offset O80H on 
the virtual-APIC page (VTPR and the 4 bytes above it) into EDX:EAX. This occurs even if the local APIC 
is not in x2APIC mode (no general-protection fault occurs because the local APIC is not x2APIC mode). 


¢ If ECX contains any other value in the range 800H-8FFH, the instruction operates normally. If the local 
APIC is in x2APIC mode and ECX indicates a readable APIC register, EDX and EAX are loaded with the 
value of that register. If the local APIC is not in x2APIC mode or ECX does not indicate a readable APIC 
register, a general-protection fault occurs. 


— If*APIC-register virtualization” is 1 and ECX contains a value in the range 800H-8FFH, the instruction reads 
the 8 bytes from offset X on the virtual-APIC page into EDX:EAX, where X = (ECX & FFH) « 4. This occurs 
even if the local APIC is not in x2APIC mode (no general-protection fault occurs because the local APIC is 
not in x2APIC mode). 


° WRMSR. The instruction’s behavior depends on the value of ECX and the setting of the “virtual-interrupt 
delivery” VM-execution control. 


1. Technically, these accesses do not occur in VMX non-root operation. They are included here for clarity. 
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Special processing applies in the following cases: (1) ECX contains 808H (indicating the TPR MSR); (2) ECX 
contains 80BH (indicating the EOI MSR) and the “virtual-interrupt delivery” VM-execution control is 1; and 
(3) ECX contains 83FH (indicating the self-IPI MSR) and the “virtual-interrupt delivery” VM-execution control 
is 1. 

If special processing applies, no general-protection exception is produced due to the fact that the local APIC is 
in xAPIC mode. However, WRMSR does perform the normal reserved-bit checking: 

— If ECX contains 808H or 83FH, a general-protection fault occurs if either EDX or EAX[31:8] is non-zero. 

— If ECX contains 80BH, a general-protection fault occurs if either EDX or EAX is non-zero. 


If there is no fault, WRMSR stores EDX:EAX at offset X on the virtual-APIC page, where X = (ECX & FFH) « 4. 
Following this, the processor performs an operation depending on the value of ECX: 

— If ECX contains 808H, the processor performs TPR virtualization (see Section 28.1.2). 

— If ECX contains 80BH, the processor performs EOI virtualization (see Section 28.1.4). 

— If ECX contains 83FH, the processor then checks the value of EAX[7:4] and proceeds as follows: 


¢ If the value is non-zero, the logical processor performs self-IPI virtualization with the 8-bit vector in 
EAX[7:0] (see Section 28.1.5). 


¢ If the value is zero, the logical processor causes an APIC-write VM exit as if there had been a write 
access to page offset 3FOH on the APIC-access page (see Section 28.4.3.3). 


If special processing does not apply, the instruction operates normally. If the local APIC is in x2APIC mode 
and ECX indicates a writable APIC register, the value in EDX:EAX is written to that register. If the local APIC is 
not in x2APIC mode or ECX does not indicate a writable APIC register, a general-protection fault occurs. 


28.6 POSTED-INTERRUPT PROCESSING 


Posted-interrupt processing is a feature by which a processor processes the virtual interrupts by recording them as 
pending on the virtual-APIC page. 


Posted-interrupt processing is enabled by setting the “process posted interrupts” VM-execution control. The 
processing is performed in response to the arrival of an interrupt with the posted-interrupt notification vector. 
In response to such an interrupt, the processor processes virtual interrupts recorded in a data structure called a 
posted-interrupt descriptor. The posted-interrupt notification vector and the address of the posted-interrupt 
descriptor are fields in the VMCS; see Section 23.6.8. 


If the “process posted interrupts” VM-execution control is 1, a logical processor uses a 64-byte posted-interrupt 
descriptor located at the posted-interrupt descriptor address. The posted-interrupt descriptor has the following 
format: 


Table 28-1. Format of Posted-Interrupt Descriptor 


Bit Name Description 

Position(s) 

255:0 Posted-interrupt requests One bit for each interrupt vector. There is a posted-interrupt request for a vector if 
the corresponding bit is 1 

256 Outstanding notification If this bit is set, there is a notification outstanding for one or more posted interrupts 
in bits 255:0 

511:257 Reserved for software and These bits may be used by software and by other agents in the system (e.g., 

other agents chipset). The processor does not modify these bits. 


The notation PIR (posted-interrupt requests) refers to the 256 posted-interrupt bits in the posted-interrupt 
descriptor. 


Use of the posted-interrupt descriptor differs from that of other data structures that are referenced by pointers in 
a VMCS. There is a general requirement that software ensure that each such data structure is modified only when 
no logical processor with a current VMCS that references it is in VMX non-root operation. That requirement does 
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not apply to the posted-interrupt descriptor. There is a requirement, however, that such modifications be done 
using locked read-modify-write instructions. 


If the “external-interrupt exiting” VM-execution control is 1, any unmasked external interrupt causes a VM exit (see 
Section 24.2). If the “process posted interrupts” VM-execution control is also 1, this behavior is changed and the 
processor handles an external interrupt as follows: 


1. 


7. 


The local APIC is acknowledged; this provides the processor core with an interrupt vector, called here the 
physical vector. 


If the physical vector equals the posted-interrupt notification vector, the logical processor continues to the next 
step. Otherwise, a VM exit occurs as it would normally due to an external interrupt; the vector is saved in the 
VM-exit interruption-information field. 


The processor clears the outstanding-notification bit in the posted-interrupt descriptor. This is done atomically 
so as to leave the remainder of the descriptor unmodified (e.g., with a locked AND operation). 


The processor writes zero to the EOI register in the local APIC; this dismisses the interrupt with the posted- 
interrupt notification vector from the local APIC. 


The logical processor performs a logical-OR of PIR into VIRR and clears PIR. No other agent can read or write a 
PIR bit (or group of bits) between the time it is read (to determine what to OR into VIRR) and when it is cleared. 


The logical processor sets RVI to be the maximum of the old value of RVI and the highest index of all bits that 
were set in PIR; if no bit was set in PIR, RVI is left unmodified. 


The logical processor evaluates pending virtual interrupts as described in Section 28.2.1. 


The logical processor performs the steps above in an uninterruptible manner. If step #7 leads to recognition of a 
virtual interrupt, the processor may deliver that interrupt immediately. 


Steps #1 to #7 above occur when the interrupt controller delivers an unmasked external interrupt to the CPU core. 
The following items consider certain cases of interrupt delivery: 


Interrupt delivery can occur between iterations of a REP-prefixed instruction (after at least one iteration has 
completed but before all iterations have completed). If this occurs, the following items characterize processor 
state after posted-interrupt processing completes and before guest execution resumes: 


— RIP references the REP-prefixed instruction; 
— RCX, RSI, and RDI are updated to reflect the iterations completed; and 
— RFLAGS.RF = 1. 


Interrupt delivery can occur when the logical processor is in the active, HLT, or MWAIT states. If the logical 
processor had been in the active or MWAIT state before the arrival of the interrupt, it is in the active state 
following completion of step #7; if it had been in the HLT state, it returns to the HLT state after step #7 (ifa 
pending virtual interrupt was recognized, the logical processor may immediately wake from the HLT state). 


Interrupt delivery can occur while the logical processor is in enclave mode. If the logical processor had been in 
enclave mode before the arrival of the interrupt, an Asynchronous Enclave Exit (AEX) may occur before the 
steps #1 to #7 (see Chapter 35, “Enclave Exiting Events”). If no AEX occurs before step #1 and a VM exit 
occurs at step #2, an AEX occurs before the VM exit is delivered. 


1. 


VM entry ensures that the “process posted interrupts” VM-execution control is 1 only if the “external-interrupt exiting” VM-execu- 
tion control is also 1. SeeSection 25.2.1.1. 
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NOTE 


This chapter was previously located in the Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 2B as chapter 5. 


29.1 OVERVIEW 


This chapter describes the virtual-machine extensions (VMX) for the Intel 64 and IA-32 architectures. VMX is 
intended to support virtualization of processor hardware and a system software layer acting as a host to multiple 
guest software environments. The virtual-machine extensions (VMX) includes five instructions that manage the 
virtual-machine control structure (VMCS), four instructions that manage VMX operation, two TLB-management 
instructions, and two instructions for use by guest software. Additional details of VMX are described in Chapter 22 
through Chapter 28. 


The behavior of the VMCS-maintenance instructions is summarized below: 


* VMPTRLD — This instruction takes a single 64-bit source operand that is in memory. It makes the referenced 
VMCS active and current, loading the current-VMCS pointer with this operand and establishes the current VMCS 
based on the contents of VMCS-data area in the referenced VMCS region. Because this makes the referenced 
VMCS active, a logical processor may start maintaining on the processor some of the VMCS data for the VMCS. 


* VMPTRST — This instruction takes a single 64-bit destination operand that is in memory. The current-VMCS 
pointer is stored into the destination operand. 


¢ VMCLEAR — This instruction takes a single 64-bit operand that is in memory. The instruction sets the launch 
state of the VMCS referenced by the operand to “clear”, renders that VMCS inactive, and ensures that data for 
the VMCS have been written to the VMCS-data area in the referenced VMCS region. If the operand is the same 
as the current-VMCS pointer, that pointer is made invalid. 


° VMREAD -— This instruction reads a component from a VMCS (the encoding of that field is given in a register 
operand) and stores it into a destination operand that may be a register or in memory. 


°© VMWRITE — This instruction writes a component to a VMCS (the encoding of that field is given in a register 
operand) from a source operand that may be a register or in memory. 


The behavior of the VMX management instructions is summarized below: 


® VMLAUNCH — This instruction launches a virtual machine managed by the VMCS. A VM entry occurs, trans- 
ferring control to the VM. 


® VMRESUME — This instruction resumes a virtual machine managed by the VMCS. A VM entry occurs, trans- 
ferring control to the VM. 


® VMXOFF — This instruction causes the processor to leave VMX operation. 


° VMXON — This instruction takes a single 64-bit source operand that is in memory. It causes a logical processor 
to enter VMX root operation and to use the memory referenced by the operand to support VMX operation. 


The behavior of the VMX-specific TLB-management instructions is summarized below: 


¢ INVEPT — This instruction invalidates entries in the TLBs and paging-structure caches that were derived from 
extended page tables (EPT). 


¢ INVVPID — This instruction invalidates entries in the TLBs and paging-structure caches based on a Virtual- 
Processor Identifier (VPID). 


None of the instructions above can be executed in compatibility mode; they generate invalid-opcode exceptions if 
executed in compatibility mode. 


The behavior of the guest-available instructions is summarized below: 


* VMCALL — This instruction allows software in VMX non-root operation to call the VMM for service. A VM exit 
occurs, transferring control to the VMM. 
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¢ = VMFUNC — This instruction allows software in VMX non-root operation to invoke a VM function (processor 
functionality enabled and configured by software in VMX root operation) without a VM exit. 


29.2 CONVENTIONS 


The operation sections for the VMX instructions in Section 29.3 use the pseudo-function VMexit, which indicates 
that the logical processor performs a VM exit. 


The operation sections also use the pseudo-functions VMsucceed, VMfail, VMfailInvalid, and VMfailValid. These 
pseudo-functions signal instruction success or failure by setting or clearing bits in RFLAGS and, in some cases, by 
writing the VM-instruction error field. The following pseudocode fragments detail these functions: 


V/Msucceed: 
CF :=0; 
PF :=0; 
AF :=0; 
ZF :=0; 
SF :=0; 
OF :=0; 


VMfail(ErrorNumber): 
IF VMCS pointer is valid 
THEN VMfailValid(ErrorNumber); 
ELSE VMfaillnvalid; 


Fl; 
VMfaillnvalid: 
CF :=1; 
PF :=0; 
AF :=0; 
ZF :=0; 
SF :=0; 
OF :=0; 
VMfailValid(ErrorNumber):// executed only if there is a current VMCS 
CF :=0; 
PF :=0; 
AF :=0; 
ZF := 1; 
SF :=0; 
OF :=0; 


Set the VM-instruction error field to ErrorNumber; 


The different VM-instruction error numbers are enumerated in Section 29.4, “VM Instruction Error Numbers”. 


29.3. VMX INSTRUCTIONS 


This section provides detailed descriptions of the VMX instructions. 
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INVEPT— Invalidate Translations Derived from EPT 


Opcode/ Op/En |Description 

Instruction 

66 OF 38 80 RM Invalidates EPT-derived entries in the TLBs and paging-structure caches (in 64-bit mode). 
INVEPT r64, m128 

66 OF 38 80 RM Invalidates EPT-derived entries in the TLBs and paging-structure caches (outside 64-bit 
INVEPT 132, m128 mode). 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r) ModRM:r/m (r) NA NA 
Description 


Invalidates mappings in the translation lookaside buffers (TLBs) and paging-structure caches that were derived 
from extended page tables (EPT). (See Chapter 27, “VMX Support for Address Translation”.) Invalidation is based 
on the INVEPT type specified in the register operand and the INVEPT descriptor specified in the memory 
operand. 


Outside IA-32e mode, the register operand is always 32 bits, regardless of the value of CS.D; in 64-bit mode, the 
register operand has 64 bits (the instruction cannot be executed in compatibility mode). 


The INVEPT types supported by a logical processors are reported in the IA32_VMX_EPT_VPID_CAP MSR (see 
Appendix A, “VMX Capability Reporting Facility”). There are two INVEPT types currently defined: 


¢ Single-context invalidation. If the INVEPT type is 1, the logical processor invalidates all mappings associated 
with bits 51:12 of the EPT pointer (EPTP) specified in the INVEPT descriptor. It may invalidate other mappings 
as well. 


Global invalidation: If the INVEPT type is 2, the logical processor invalidates mappings associated with all 
EPTPs. 


If an unsupported INVEPT type is specified, the instruction fails. 


INVEPT invalidates all the specified mappings for the indicated EPTP(s) regardless of the VPID and PCID values with 
which those mappings may be associated. 


The INVEPT descriptor comprises 128 bits and contains a 64-bit EPTP value in bits 63:0 (see Figure 29-1). 


127 64 63 0 


Reserved (must be zero) EPT pointer (EPTP) 


Figure 29-1. INVEPT Descriptor 


Operation 


IF (not in VMX operation) or (CRO.PE = 0) or (RFLAGS.VM = 1) or (IA32_EFER.LMA = 1 and CS.L = 0) 
THEN #UD; 
ELSIF in VMX non-root operation 
THEN VM exit; 
ELSIF CPL > O 
THEN #GP(0); 
ELSE 
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INVEPT_TYPE := value of register operand; 
IF IA32_VMX_EPT_VPID_CAP MSR indicates that processor does not support INVEPT_TYPE 
THEN VMfail(Invalid operand to INVEPT/INVVPID); 
ELSE // \NVEPT_TYPE must be 1 or 2 
INVEPT_DESC := value of memory operand; 
EPTP := INVEPT_DESC[63:0); 
CASE INVEPT_TYPE OF 
1: // single-context invalidation 
IF VM entry with the “enable EPT” VM execution control set to 1 
would fail due to the EPTP value 
THEN VMfail(Invalid operand to INVEPT/INVVPID); 


ELSE 
Invalidate mappings associated with EPTP[51:1 2]; 
VMsucceed; 
Fl; 
BREAK; 
2: // global invalidation 
Invalidate mappings associated with all EPTPs; 
VMsucceed; 
BREAK; 
ESAC; 
Fl; 
Fl; 
Flags Affected 


See the operation section and Section 29.2. 


Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0. 


If the memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 


If the DS, ES, FS, or GS register contains an unusable segment. 
If the source operand is located in an execute-only code segment. 


#PF(fault-code) If a page fault occurs in accessing the memory operand. 


#SS(0) If the memory operand effective address is outside the SS segment limit. 
If the SS register contains an unusable segment. 
#UD If not in VMX operation. 


If the logical processor does not support EPT (IA32_VMX_PROCBASED_CTLS2[33]=0). 


If the logical processor supports EPT (IA32_VMX_PROCBASED_CTLS2[33]=1) but does not 
support the INVEPT instruction (IA32_VMX_EPT_VPID_CAP[20]=0). 


Real-Address Mode Exceptions 


#UD 


The INVEPT instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 


#UD 


The INVEPT instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 


#UD 


The INVEPT instruction is not recognized in compatibility mode. 
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64-Bit Mode Exceptions 
#GP(0) If the current privilege level is not 0. 


If the memory operand is in the CS, DS, ES, FS, or GS segments and the memory address is 
in a non-canonical form. 


#PF(fault-code) If a page fault occurs in accessing the memory operand. 


#SS(0) If the memory operand is in the SS segment and the memory address is in a non-canonical 
form. 
#UD If not in VMX operation. 


If the logical processor does not support EPT (IA32_VMX_PROCBASED_CTLS2[33]=0). 


If the logical processor supports EPT (IA32_VMX_PROCBASED_CTLS2[33]=1) but does not 
support the INVEPT instruction (IA32_VMX_EPT_VPID_CAP[20]=0). 
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INVVPID— Invalidate Translations Based on VPID 


Opcode/ Op/En Description 

Instruction 

66 OF 38 81 RM Invalidates entries in the TLBs and paging-structure caches based on VPID (in 64-bit 
INVVPID r64, m128 mode). 

66 OF 38 81 RM Invalidates entries in the TLBs and paging-structure caches based on VPID (outside 64-bit 
INVVPID r32, m128 mode). 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r) ModRM:r/m (r) NA NA 
Description 


Invalidates mappings in the translation lookaside buffers (TLBs) and paging-structure caches based on virtual- 
processor identifier (VPID). (See Chapter 27, “VMX Support for Address Translation”.) Invalidation is based on 
the INVVPID type specified in the register operand and the INVVPID descriptor specified in the memory 
operand. 


Outside IA-32e mode, the register operand is always 32 bits, regardless of the value of CS.D; in 64-bit mode, the 
register operand has 64 bits (the instruction cannot be executed in compatibility mode). 


The INVVPID types supported by a logical processors are reported in the IA32_VMX_EPT_VPID_CAP MSR (see 
Appendix A, “VMX Capability Reporting Facility”). There are four INVVPID types currently defined: 


¢ Individual-address invalidation: If the INVVPID type is 0, the logical processor invalidates mappings for the 
linear address and VPID specified in the INVVPID descriptor. In some cases, it may invalidate mappings for 
other linear addresses (or other VPIDs) as well. 


¢ Single-context invalidation: If the INVVPID type is 1, the logical processor invalidates all mappings tagged with 
the VPID specified in the INVVPID descriptor. In some cases, it may invalidate mappings for other VPIDs as 
well. 


e = All-contexts invalidation: If the INVVPID type is 2, the logical processor invalidates all mappings tagged with all 
VPIDs except VPID OOOOH. In some cases, it may invalidate translations with VPID OOOOH as well. 


®  Single-context invalidation, retaining global translations: If the INVVPID type is 3, the logical processor 
invalidates all mappings tagged with the VPID specified in the INVVPID descriptor except global translations. In 
some cases, it may invalidate global translations (and mappings with other VPIDs) as well. See the “Caching 
Translation Information” section in Chapter 4 of the JA-32 Intel Architecture Software Developer’s Manual, 
Volumes 3A for information about global translations. 


If an unsupported INVVPID type is specified, the instruction fails. 


INVVPID invalidates all the specified mappings for the indicated VPID(s) regardless of the EPTP and PCID values 
with which those mappings may be associated. 


The INVVPID descriptor comprises 128 bits and consists of a VPID and a linear address as shown in Figure 29-2. 


127 6463 1615 0 


Linear Address Reserved (must be zero) | VPID 


Figure 29-2. INVVPID Descriptor 
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IF (not in VMX operation) or (CRO.PE = 0) or (RFLAGS.VM = 1) or (IA32_EFER.LMA = 1 and CS.L = 0) 


THEN #UD; 
ELSIF in VMX non-root operation 
THEN VM exit; 
ELSIF CPL > O 
THEN #GP(0); 
ELSE 


INVVPID_TYPE := value of register operand; 
IF IA32_VMX_EPT_VPID_CAP MSR indicates that processor does not support 


INVVPID_TYPE 


THEN VMfail(Invalid operand to INVEPT/INVVPID); 
ELSE // INVVPID_TYPE must be in the range 0-3 
INVVPID_DESC := value of memory operand; 
IF INVVPID_DESC[63:16] 4 0 
THEN VMfail(Invalid operand to INVEPT/INVVPID); 


ELSE 


CASE | 
0: 


NVVPID_TYPE OF 


// individual-address invalidation 
VPID := INVVPID_DESC[1 5:0]; 
IF VPID = 0 
THEN VMfail(Invalid operand to INVEPT/INVVPID); 
ELSE 
GL_ADDR := INVVPID_DESC[1 27:64]; 
IF (GL_ADDR is not in a canonical form) 


THEN 
VMfail(Invalid operand to INVEPT/INVVPID); 
ELSE 
Invalidate mappings for GL_ADDR tagged with VPID; 
VMsucceed; 
Fl; 
Fl; 
BREAK; 


// single-context invalidation 
VPID := INVVPID_DESC[1 5:0]; 
IF VPID = 0 
THEN VMfail(Invalid operand to INVEPT/INVVPID); 
ELSE 
Invalidate all mappings tagged with VPID; 
VMsucceed; 
Fl; 
BREAK; 
// all-context invalidation 
Invalidate all mappings tagged with all non-zero VPIDs; 
VMsucceed; 
BREAK; 
// single-context invalidation retaining globals 
VPID := INVVPID_DESC[1 5:0]; 
IF VPID = 0 
THEN VMfail(Invalid operand to INVEPT/INVVPID); 
ELSE 
Invalidate all mappings tagged with VPID except global translations; 
VMsucceed; 
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Fl; 


Fl; 
Fl; 


Flags Affected 


Fl; 
BREAK; 
ESAC; 


See the operation section and Section 29.2. 


Protected Mode Exceptions 


#GP(0) 


#PF(fault-code) 
#SS(0) 


#UD 


If the current privilege level is not 0. 

If the memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains an unusable segment. 

If the source operand is located in an execute-only code segment. 

If a page fault occurs in accessing the memory operand. 

If the memory operand effective address is outside the SS segment limit. 

If the SS register contains an unusable segment. 

If not in VMX operation. 

If the logical processor does not support VPIDs (IA32_VMX_PROCBASED_CTLS2[37]=0). 


If the logical processor supports VPIDs (IA32_VMX_PROCBASED_CTLS2[37]=1) but does not 
support the INVVPID instruction (IA32_VMX_EPT_VPID_CAP[32]=0). 


Real-Address Mode Exceptions 


#UD 


The INVVPID instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 


#UD 


The INVVPID instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 


#UD 


The INVVPID instruction is not recognized in compatibility mode. 


64-Bit Mode Exceptions 


#GP(0) 
#PF(fault-code) 
#SS(0) 


#UD 
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If the current privilege level is not 0. 


If the memory operand is in the CS, DS, ES, FS, or GS segments and the memory address is 
in a non-canonical form. 


If a page fault occurs in accessing the memory operand. 


If the memory destination operand is in the SS segment and the memory address is in a non- 
canonical form. 


If not in VMX operation. 
If the logical processor does not support VPIDs (IA32_VMX_PROCBASED_CTLS2[37]=0). 


If the logical processor supports VPIDs (IA32_VMX_PROCBASED_CTLS2[37]=1) but does not 
support the INVVPID instruction (IA32_VMX_EPT_VPID_CAP[32]=0). 
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VMCALL—Call to VM Monitor 


Opcode/ Op/En Description 

Instruction 

OF 01 C1 ZO Call to VM monitor by causing VM exit. 
VMCALL 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


This instruction allows guest software can make a call for service into an underlying VM monitor. The details of the 
programming interface for such calls are VMM-specific; this instruction does nothing more than cause a VM exit, 
registering the appropriate exit reason. 


Use of this instruction in VMX root operation invokes an SMM monitor (see Section 30.15.2). This invocation will acti- 
vate the dual-monitor treatment of system-management interrupts (SMIs) and system-management mode (SMM) 
if it is not already active (see Section 30.15.6). 


Operation 


IF not in VMX operation 
THEN #UD; 
ELSIF in VMX non-root operation 
THEN VM exit; 
ELSIF (RFLAGS.VM = 1) or (IA32_EFER.LMA = 1 and CS.L = 0) 
THEN #UD; 
ELSIF CPL > 0 
THEN #GP(0); 
ELSIF in SMM or the logical processor does not support the dual-monitor treatment of SMls and SMM or the valid bit in the 
IA32_SMM_MONITOR_CTL MSR is clear 
THEN VMfail (VMCALL executed in VMX root operation); 
ELSIF dual-monitor treatment of SMIs and SMM is active 
THEN perform an SMM VM exit (see Section 30.15.2); 
ELSIF current-VMCS pointer is not valid 
THEN VMfaillnvalid; 
ELSIF launch state of current VMCS is not clear 
THEN VMfailValid(VMCALL with non-clear VMCS); 
ELSIF VM-exit control fields are not valid (see Section 30.15.6.1) 
THEN VMfailValid (VMCALL with invalid VM-exit control fields); 
ELSE 
enter SMM; 
read revision identifier in MSEG; 
IF revision identifier does not match that supported by processor 
THEN 
leave SMM; 
VMfailValid(VMCALL with incorrect MSEG revision identifier); 
ELSE 
read SMM-monitor features field in MSEG (see Section 30.15.6.1); 
IF features field is invalid 
THEN 
leave SMM; 
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VMfailValid(VMCALL with invalid SMM-monitor features); 
ELSE activate dual-monitor treatment of SMIs and SMM (see Section 30.15.6); 
Fl; 
FI; 
FI; 


Flags Affected 
See the operation section and Section 29.2. 


Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0 and the logical processor is in VMX root operation. 
#UD If executed outside VMX operation. 


Real-Address Mode Exceptions 
#UD If executed outside VMX operation. 


Virtual-8086 Mode Exceptions 
#UD If executed outside VMX non-root operation. 


Compatibility Mode Exceptions 
#UD If executed outside VMX non-root operation. 


64-Bit Mode Exceptions 
#UD If executed outside VMX operation. 
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Opcode/ Op/En Description 

Instruction 

66 OF C7 /6 M Copy VMCS data to VMCS region in memory. 

VMCLEAR m64 

Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 

Description 


This instruction applies to the VMCS whose VMCS region resides at the physical address contained in the instruction 
operand. The instruction ensures that VMCS data for that VMCS (some of these data may be currently maintained 
on the processor) are copied to the VMCS region in memory. It also initializes parts of the VMCS region (for 
example, it sets the launch state of that VMCS to clear). See Chapter 23, “Virtual-Machine Control Structures”. 


The operand of this instruction is always 64 bits and is always in memory. If the operand is the current-VMCS 
pointer, then that pointer is made invalid (set to FFFFFFFF_FFFFFFFFH). 


Note that the VMCLEAR instruction might not explicitly write any VMCS data to memory; the data may be already 
resident in memory before the VMCLEAR is executed. 


Operation 


IF (register operand) or (not in VMX operation) or (CRO.PE = 0) or (RFLAGS.VM = 1) or (IA32_EFER.LMA = 1 and CS.L = 0) 


THEN #UD; 


ELSIF in VMX non-root operation 
THEN VM exit; 


ELSIF CPL > 0 


THEN #GP(0); 


ELSE 


addr := contents of 64-bit in-memory operand; 
IF addr is not 4KB-aligned OR 
addr sets any bits beyond the physical-address width! 


THEN VMfail(VMCLEAR with invalid physical address); 


ELSIF addr = VMXON pointer 
THEN VMfail(VMCLEAR with VMXON pointer); 
ELSE 

ensure that data for VMCS referenced by the operand is in memory; 


Fl; 
Fl; 


Flags Affected 


initialize implementation-specific data in VMCS region; 
launch state of VMCS referenced by the operand := “clear” 


IF operand addr = current-VMCS pointer 


THEN current-VMCS pointer := FFFFFFFF_FFFFFFFFH; 


Fl; 
\V/Msucceed; 


See the operation section and Section 29.2. 


1. If [A32_VMX_BASIC[48] is read as 1, VMfail occurs if addr sets any bits in the range 63:32; see Appendix A.1. 
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Protected Mode Exceptions 

#GP(0) If the current privilege level is not 0. 
If the memory operand effective address is outside the CS, DS, ES, FS, or GS segment limit. 
If the DS, ES, FS, or GS register contains an unusable segment. 
If the operand is located in an execute-only code segment. 

#PF(fault-code) If a page fault occurs in accessing the memory operand. 


#SS(0) If the memory operand effective address is outside the SS segment limit. 
If the SS register contains an unusable segment. 
#UD If operand is a register. 


If not in VMX operation. 


Real-Address Mode Exceptions 
#UD The VMCLEAR instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The VMCLEAR instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
#UD The VMCLEAR instruction is not recognized in compatibility mode. 


64-Bit Mode Exceptions 
#GP(0) If the current privilege level is not 0. 


If the source operand is in the CS, DS, ES, FS, or GS segments and the memory address is in 
a non-canonical form. 


#PF(fault-code) If a page fault occurs in accessing the memory operand. 


#SS(0) If the source operand is in the SS segment and the memory address is in a non-canonical 
form. 
#UD If operand is a register. 


If not in VMX operation. 
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VMFUNC—Invoke VM function 


Opcode/ Op/En Description 

Instruction 

NP OF 01 D4 ZO Invoke VM function specified in EAX. 
VMFUNC 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


This instruction allows software in VMX non-root operation to invoke a VM function, which is processor functionality 
enabled and configured by software in VMX root operation. The value of EAX selects the specific VM function being 
invoked. 


The behavior of each VM function (including any additional fault checking) is specified in Section 24.5.6, 
“VM Functions”. 


Operation 
Perform functionality of the VM function specified in EAX; 


Flags Affected 
Depends on the VM function specified in EAX. See Section 24.5.6, “VM Functions”. 


Protected Mode Exceptions (not including those defined by specific VM functions) 
#UD If executed outside VMX non-root operation. 

If “enable VM functions” VM-execution control is 0. 

If EAX > 64. 


Real-Address Mode Exceptions 
Same exceptions as in protected mode. 


Virtual-8086 Exceptions 
Same exceptions as in protected mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 
Same exceptions as in protected mode. 
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VMLAUNCH/VMRESUME—Launch/Resume Virtual Machine 


Opcode/ Op/En Description 

Instruction 

OF 01 C2 ZO Launch virtual machine managed by current VMCS. 
VMLAUNCH 

OF 01 C3 ZO Resume virtual machine managed by current VMCS. 
VMRESUME 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Effects a VM entry managed by the current VMCS. 


¢ VMLAUNCH fails if the launch state of current VMCS is not “clear”. If the instruction is successful, it sets the 
launch state to “launched.” 


¢ VMRESUME fails if the launch state of the current VMCS is not “launched.” 


If VM entry is attempted, the logical processor performs a series of consistency checks as detailed in Chapter 25, 

“VM Entries”. Failure to pass checks on the VMX controls or on the host-state area passes control to the instruction 
following the VMLAUNCH or VMRESUME instruction. If these pass but checks on the guest-state area fail, the logical 
processor loads state from the host-state area of the VMCS, passing control to the instruction referenced by the RIP 
field in the host-state area. 


VM entry is not allowed when events are blocked by MOV SS or POP SS. Neither VMLAUNCH nor VMRESUME should 
be used immediately after either MOV to SS or POP to SS. 


Operation 


IF (not in VMX operation) or (CRO.PE = 0) or (RFLAGS.VM = 1) or (IA32_EFER.LMA = 1 and CS.L = 0) 
THEN #UD; 
ELSIF in VMX non-root operation 
THEN VMexit; 
ELSIF CPL > 0 
THEN #GP(0); 
ELSIF current-VMCS pointer is not valid 
THEN VMfaillnvalid; 
ELSIF events are being blocked by MOV SS 
THEN VMfailValid(VM entry with events blocked by MOV SS); 
ELSIF (VMLAUNCH and launch state of current VMCS is not “clear”) 
THEN VMfailValid(VMLAUNCH with non-clear VMCS); 
ELSIF (VMRESUME and launch state of current VMCS is not “launched") 
THEN VMfailValid(VMRESUME with non-launched VMCS); 
ELSE 
Check settings of VMX controls and host-state area; 
IF invalid settings 
THEN VMfailValid(VM entry with invalid VMX-control field(s)) or 
VMfailValid(VM entry with invalid host-state field(s)) or 
VMfailValid(VM entry with invalid executive-VMCS pointer)) or 
VMfailValid(VM entry with non-launched executive VMCS) or 
VMfailValid(VM entry with executive-VMCS pointer not VMXON pointer) or 
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Fl; 
Fl; 


VMfailValid(VM entry with invalid VM-execution control fields in executive 
VMCS) 
as appropriate; 
ELSE 

Attempt to load guest state and PDPTRs as appropriate; 

clear address-range monitoring; 

IF failure in checking guest state or PDPTRs 
THEN VM entry fails (see Section 25.8); 


ELSE 
Attempt to load MSRs from VM-entry MSR-load area; 
IF failure 
THEN VM entry fails 
(see Section 25.8); 
ELSE 
IF VMLAUNCH 
THEN launch state of VMCS := “launched”; 
Fl; 
IF in SMM and “entry to SMM” VM-entry control is 0 
THEN 
IF “deactivate dual-monitor treatment” VM-entry 
control is O 
THEN SMM-transfer VMCS pointer := 
current-VMCS pointer; 
Fl; 
IF executive-VMCS pointer is VMXON pointer 
THEN current-VMCS pointer := 
VMCS-link pointer; 
ELSE current-VMCS pointer := 
executive-VMCS pointer; 
Fl; 
leave SMM; 
Fl; 
VM entry succeeds; 
Fl; 


Fl; 


Further details of the operation of the VM-entry appear in Chapter 25. 


Flags Affected 
See the operation section and Section 29.2. 


Protected Mode Exceptions 


#GP(0) 
#UD 


If the current privilege level is not 0. 
If executed outside VMX operation. 


Real-Address Mode Exceptions 
The VMLAUNCH and VMRESUME instructions are not recognized in real-address mode. 


#UD 


Virtual-8086 Mode Exceptions 
The VMLAUNCH and VMRESUME instructions are not recognized in virtual-8086 mode. 


#UD 
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Compatibility Mode Exceptions 
#UD The VMLAUNCH and VMRESUME instructions are not recognized in compatibility mode. 


64-Bit Mode Exceptions 
#GP(0) If the current privilege level is not 0. 
#UD If executed outside VMX operation. 
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VMPTRLD—Load Pointer to Virtual-Machine Control Structure 


Opcode/ Op/En Description 

Instruction 

NP OF C7 /6 M Loads the current VMCS pointer from memory. 
VMPTRLD m64 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 
Description 


Marks the current-VMCS pointer valid and loads it with the physical address in the instruction operand. The instruc- 
tion fails if its operand is not properly aligned, sets unsupported physical-address bits, or is equal to the VMXON 
pointer. In addition, the instruction fails if the 32 bits in memory referenced by the operand do not match the VMCS 
revision identifier supported by this processor.! 


The operand of this instruction is always 64 bits and is always in memory. 


Operation 


IF (register operand) or (not in VMX operation) or (CRO.PE = 0) or (RFLAGS.VM = 1) or (IA32_EFER.LMA = 1 and CS.L = 0) 
THEN #UD; 
ELSIF in VMX non-root operation 
THEN VMexit; 
ELSIF CPL > 0 
THEN #GP(0); 
ELSE 
addr := contents of 64-bit in-memory source operand; 
IF addr is not 4KB-aligned OR 
addr sets any bits beyond the physical-address width? 
THEN VMfail(VMPTRLD with invalid physical address); 
ELSIF addr = VMXON pointer 
THEN VMfail(VMPTRLD with VMXON pointer); 
ELSE 
rev := 32 bits located at physical address addr; 
IF rev[30:0]  VMCS revision identifier supported by processor OR 
rev[31] = 1 AND processor does not support 1-setting of “VMCS shadowing” 
THEN VMfail(VMPTRLD with incorrect VMCS revision identifier); 
ELSE 
current-VMCS pointer := addr; 
VMsucceed; 
Fl; 
Fl; 
Fl; 


Flags Affected 


See the operation section and Section 29.2. 


1. Software should consult the VMX capability MSR VMX_BASIC to discover the VMCS revision identifier supported by this processor 
(see Appendix A, “VMX Capability Reporting Facility’). 


2. If l1A32_VMX_BASIC[48] is read as 1, VMfail occurs if addr sets any bits in the range 63:32; see Appendix A.1. 
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Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0. 
If the memory source operand effective address is outside the CS, DS, ES, FS, or GS segment 
limit. 
If the DS, ES, FS, or GS register contains an unusable segment. 
If the source operand is located in an execute-only code segment. 
#PF(fault-code) If a page fault occurs in accessing the memory source operand. 


#SS(0) If the memory source operand effective address is outside the SS segment limit. 
If the SS register contains an unusable segment. 
#UD If operand is a register. 


If not in VMX operation. 


Real-Address Mode Exceptions 
#UD The VMPTRLD instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The VMPTRLD instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
#UD The VMPTRLD instruction is not recognized in compatibility mode. 


64-Bit Mode Exceptions 
#GP(0) If the current privilege level is not 0. 


If the source operand is in the CS, DS, ES, FS, or GS segments and the memory address is in 
a non-canonical form. 


#PF(fault-code) If a page fault occurs in accessing the memory source operand. 


#SS(0) If the source operand is in the SS segment and the memory address is in a non-canonical 
form. 
#UD If operand is a register. 


If not in VMX operation. 
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VMPTRST—Store Pointer to Virtual-Machine Control Structure 


Opcode/ Op/En ‘| Description 

Instruction 

NP OF C7 /7 M Stores the current VMCS pointer into memory. 
VMPTRST m64 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (w) NA NA NA 
Description 


Stores the current-VMCS pointer into a specified memory address. The operand of this instruction is always 64 bits 
and is always in memory. 


Operation 


IF (register operand) or (not in VMX operation) or (CRO.PE = 0) or (RFLAGS.VM = 1) or (IA32_EFER.LMA = 1 and CS.L = 0) 
THEN #UD; 
ELSIF in VMX non-root operation 
THEN VMexit; 
ELSIF CPL > O 
THEN #GP(0); 
ELSE 
64-bit in-memory destination operand := current-VMCS pointer; 
VMsucceed; 
Fl; 


Flags Affected 
See the operation section and Section 29.2. 


Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0. 


If the memory destination operand effective address is outside the CS, DS, ES, FS, or GS 
segment limit. 


If the DS, ES, FS, or GS register contains an unusable segment. 
If the destination operand is located in a read-only data segment or any code segment. 
#PF(fault-code) If a page fault occurs in accessing the memory destination operand. 


#SS(0) If the memory destination operand effective address is outside the SS segment limit. 
If the SS register contains an unusable segment. 
#UD If operand is a register. 


If not in VMX operation. 


Real-Address Mode Exceptions 
#UD The VMPTRST instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The VMPTRST instruction is not recognized in virtual-8086 mode. 
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Compatibility Mode Exceptions 
#UD The VMPTRST instruction is not recognized in compatibility mode. 


64-Bit Mode Exceptions 
#GP(0) If the current privilege level is not 0. 


If the destination operand is in the CS, DS, ES, FS, or GS segments and the memory address 
is in a non-canonical form. 


#PF(fault-code) If a page fault occurs in accessing the memory destination operand. 


#SS(0) If the destination operand is in the SS segment and the memory address is in a non-canonical 
form. 
#UD If operand is a register. 


If not in VMX operation. 
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VMREAD—Read Field from Virtual-Machine Control Structure 


Opcode/ Op/En Description 

Instruction 

NP OF 78 MR Reads a specified VMCS field (in 64-bit mode). 
VMREAD r/m64, r64 

NP OF 78 MR Reads a specified VMCS field (outside 64-bit mode). 
VMREAD r/m32, r32 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
MR ModRM:r/m (w) ModRM:reg (r) NA NA 
Description 


Reads a specified field from a VMCS and stores it into a specified destination operand (register or memory). In VMX 
root operation, the instruction reads from the current VMCS. If executed in VMX non-root operation, the instruction 
reads from the VMCS referenced by the VMCS link pointer field in the current VMCS. 


The VMCS field is specified by the VMCS-field encoding contained in the register source operand. Outside IA-32e 
mode, the source operand has 32 bits, regardless of the value of CS.D. In 64-bit mode, the source operand has 64 
bits. 


The effective size of the destination operand, which may be a register or in memory, is always 32 bits outside IA- 
32e mode (the setting of CS.D is ignored with respect to operand size) and 64 bits in 64-bit mode. If the VMCS field 
specified by the source operand is shorter than this effective operand size, the high bits of the destination operand 
are cleared to 0. If the VMCS field is longer, then the high bits of the field are not read. 


Note that any faults resulting from accessing a memory destination operand can occur only after determining, in 
the operation section below, that the relevant VMCS pointer is valid and that the specified VMCS field is supported. 


Operation 


IF (not in VMX operation) or (CRO.PE = 0) or (RFLAGS.VM = 1) or (IA32_EFER.LMA = 1 and CS.L = 0) 
THEN #UD; 
ELSIF in VMX non-root operation AND ("/MCS shadowing” is 0 OR source operand sets bits in range 63:15 OR 
VMREAD bit corresponding to bits 14:0 of source operand is 1)! 
THEN VMexit; 
ELSIF CPL > 0 
THEN #GP(0); 
ELSIF (in VMX root operation AND current-VMCS pointer is not valid) OR 
(in VMX non-root operation AND VMCS link pointer is not valid) 
THEN VMfaillnvalid; 
ELSIF source operand does not correspond to any VMCS field 
THEN VMfailValid(VMREAD/VMWRITE from/to unsupported VMCS component); 
ELSE 
IF in VMX root operation 
THEN destination operand := contents of field indexed by source operand in current VMCS; 
ELSE destination operand := contents of field indexed by source operand in VMCS referenced by VMCS link pointer; 
Fl; 
VMsucceed; 
Fl; 


1. The VMREAD bit for a source operand is defined as follows. Let x be the value of bits 14:0 of the source operand and let addr be the 
VMREAD-bitmap address. The corresponding VMREAD bit is in bit position x & 7 of the byte at physical address addr | (x » 3). 
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Flags Affected 
See the operation section and Section 29.2. 


Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0. 


If a memory destination operand effective address is outside the CS, DS, ES, FS, or GS 
segment limit. 


If the DS, ES, FS, or GS register contains an unusable segment. 
If the destination operand is located in a read-only data segment or any code segment. 
#PF(fault-code) If a page fault occurs in accessing a memory destination operand. 


#SS(0) If a memory destination operand effective address is outside the SS segment limit. 
If the SS register contains an unusable segment. 
#UD If not in VMX operation. 


Real-Address Mode Exceptions 
#UD The VMREAD instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The VMREAD instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
#UD The VMREAD instruction is not recognized in compatibility mode. 


64-Bit Mode Exceptions 
#GP(0) If the current privilege level is not 0. 


If the memory destination operand is in the CS, DS, ES, FS, or GS segments and the memory 
address is in a non-canonical form. 


#PF(fault-code) If a page fault occurs in accessing a memory destination operand. 


#SS(0) If the memory destination operand is in the SS segment and the memory address is in a non- 
canonical form. 
#UD If not in VMX operation. 
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VMRESUME—Resume Virtual Machine 


See VMLAUNCH/VMRESUME—Launch/Resume Virtual Machine. 
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VMWRITE—Write Field to Virtual-Machine Control Structure 


Opcode/ Op/En Description 

Instruction 

NP OF 79 RM Writes a specified VMCS field (in 64-bit mode). 
VMWRITE r64, r/m64 

NP OF 79 RM Writes a specified VMCS field (outside 64-bit mode). 
VMWRITE r32, r/m32 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
RM ModRM:reg (r) ModRM:r/m (r) NA NA 
Description 


Writes the contents of a primary source operand (register or memory) to a specified field in a VMCS. In VMX root 
operation, the instruction writes to the current VMCS. If executed in VMX non-root operation, the instruction writes 
to the VMCS referenced by the VMCS link pointer field in the current VMCS. 


The VMCS field is specified by the VMCS-field encoding contained in the register secondary source operand. 
Outside IA-32e mode, the secondary source operand is always 32 bits, regardless of the value of CS.D. In 64-bit 
mode, the secondary source operand has 64 bits. 


The effective size of the primary source operand, which may be a register or in memory, is always 32 bits outside 
IA-32e mode (the setting of CS.D is ignored with respect to operand size) and 64 bits in 64-bit mode. If the VMCS 
field specified by the secondary source operand is shorter than this effective operand size, the high bits of the 
primary source operand are ignored. If the VMCS field is longer, then the high bits of the field are cleared to 0. 


Note that any faults resulting from accessing a memory source operand occur after determining, in the operation 
section below, that the relevant VMCS pointer is valid but before determining if the destination VMCS field is 
supported. 


Operation 


IF (not in VMX operation) or (CRO.PE = 0) or (RFLAGS.VM = 1) or (IA32_EFER.LMA = 1 and CS.L = 0) 
THEN #UD; 
ELSIF in VMX non-root operation AND (“VMCS shadowing” is O OR secondary source operand sets bits in range 63:15 OR 
VMWRITE bit corresponding to bits 14:0 of secondary source operand is 1)! 
THEN VMexit; 
ELSIF CPL > 0 
THEN #GP(0); 
ELSIF (in VMX root operation AND current-VMCS pointer is not valid) OR 
(in VMX non-root operation AND VMCS-link pointer is not valid) 
THEN VMfaillnvalid; 
ELSIF secondary source operand does not correspond to any VMCS field 
THEN VMfailValid(VMREAD/VMWRITE from/to unsupported VMCS component); 
ELSIF VMCS field indexed by secondary source operand is a VM-exit information field AND 
processor does not support writing to such fields@ 
THEN VMfailValid(VMWRITE to read-only VMCS component); 
ELSE 


1. The VMWRITE bit for a secondary source operand is defined as follows. Let x be the value of bits 14:0 of the secondary source oper- 
and and let addr be the VMWRITE-bitmap address. The corresponding VMWRITE bit is in bit position x & 7 of the byte at physical 
address addr | (x » 3). 


2. Software can discover whether these fields can be written by reading the VMX capability MSR IA32_VMX_MISC (see Appendix A.6). 
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IF in VMX root operation 


THEN field indexed by secondary source operand in current VMCS := primary source operand; 
ELSE field indexed by secondary source operand in VMCS referenced by VMCS link pointer := primary source operand; 


Fl; 
\V/Msucceed; 
Fl; 
Flags Affected 


See the operation section and Section 29.2. 


Protected Mode Exceptions 
#GP(0) If the current privilege level is not 0. 
If a memory source operand effective address is outside the CS, DS, ES, FS, or GS segment 
limit. 
If the DS, ES, FS, or GS register contains an unusable segment. 
If the source operand is located in an execute-only code segment. 
#PF(fault-code) If a page fault occurs in accessing a memory source operand. 


#SS(0) If a memory source operand effective address is outside the SS segment limit. 
If the SS register contains an unusable segment. 
#UD If not in VMX operation. 


Real-Address Mode Exceptions 
#UD The VMWRITE instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The VMWRITE instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
#UD The VMWRITE instruction is not recognized in compatibility mode. 


64-Bit Mode Exceptions 
#GP(0) If the current privilege level is not 0. 


If the memory source operand is in the CS, DS, ES, FS, or GS segments and the memory 
address is in a non-canonical form. 


#PF(fault-code) If a page fault occurs in accessing a memory source operand. 


#SS(0) If the memory source operand is in the SS segment and the memory address is in a non- 
canonical form. 
#UD If not in VMX operation. 
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VMXOFF—Leave VMX Operation 


Opcode/ Op/En ‘| Description 
Instruction 

OF 01 C4 ZO Leaves VMX operation. 
VMXOFF 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Operand 4 
ZO NA NA NA NA 
Description 


Takes the logical processor out of VMX operation, unblocks INIT signals, conditionally re-enables A20M, and clears 
any address-range monitoring.! 


Operation 


IF (not in VMX operation) or (CRO.PE = 0) or (RFLAGS.VM = 1) or (IA32_EFER.LMA = 1 and CS.L = 0) 
THEN #UD; 
ELSIF in VMX non-root operation 
THEN VMexit; 
ELSIF CPL > O 
THEN #GP(0); 
ELSIF dual-monitor treatment of SMIs and SMM is active 
THEN VMfail(VMXOFF under dual-monitor treatment of SMIs and SMM); 
ELSE 
leave VMX operation; 
unblock INIT; 
IF |A32_SMM_MONITOR_CTL[2] = 02 
THEN unblock SMls; 
IF outside SMX operation? 
THEN unblock and enable A20M; 


Fl; 
clear address-range monitoring; 
VMsucceed; 

Fl; 

Flags Affected 


See the operation section and Section 29.2. 


Protected Mode Exceptions 
#GP(0) If executed in VMX root operation with CPL > 0. 


1. See the information on MONITOR/MWAIT in Chapter 8, “Multiple-Processor Management,” of the Intel® 64 and IA-32 Architectures 
Software Developer's Manual, Volume 3A. 

2. Setting |A32_SMM_MONITOR_CTLI[bit 2] to 1 prevents VMXOFF from unblocking SMIs regardless of the value of the register’s value 
bit (bit 0). Not all processors allow this bit to be set to 1. Software should consult the VMX capability MSR IA32_VMX_MISC (see 
Appendix A.6) to determine whether this is allowed. 

3. A logical processor is outside SMX operation if GETSEC[SENTER] has not been executed or if GETSEC[SEXIT] was executed after the 
last execution of GETSEC[SENTER]. See Chapter 6, “Safer Mode Extensions Reference.” 
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#UD If executed outside VMX operation. 


Real-Address Mode Exceptions 
#UD The VMXOFF instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 
#UD The VMXOFF instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
#UD The VMXOFF instruction is not recognized in compatibility mode. 


64-Bit Mode Exceptions 
#GP(0) If executed in VMX root operation with CPL > 0. 
#UD If executed outside VMX operation. 
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VMXON—Enter VMX Operation 


Opcode/ Op/En Description 

Instruction 

F3 OF C7 /6 M Enter VMX root operation. 

VMXON m64 

Instruction Operand Encoding 
Op/En Operand 1 Operand 2 Operand 3 Operand 4 
M ModRM:r/m (r) NA NA NA 

Description 


Puts the logical processor in VMX operation with no current VMCS, blocks INIT signals, disables A20M, and clears 


any address-range monitoring established by the MONITOR instruction. 


The operand of this instruction is a 4KB-aligned physical address (the VMXON pointer) that references the VMXON 
region, which the logical processor may use to support VMX operation. This operand is always 64 bits and is always 


in memory. 


Operation 


IF (register operand) or (CRO.PE = 0) or (CR4.VMXE = 0) or (RFLAGS.VM = 1) or (IA32_EFER.LMA = 1 and CS.L = 0) 
THEN #UD; 


ELSIF not in VMX operation 


THEN 


IF (CPL > O) or (in AZOM mode) or 


(the values of CRO and CR4 are not supported in VMX operation; see Section 22.8) or 


bit O (lock bit) of [A32_FEATURE_CONTROL MSR is clear) or 


( 
(in SMX operation® and bit 1 of IA32_FEATURE_CONTROL MSR is clear) or 
( 


outside SMX operation and bit 2 of IA32_FEATURE_CONTROL MSR is clear) 
THEN #GP(0); 


ELSE 
addr := contents of 64-bit in-memory source operand; 
IF addr is not 4KB-aligned or 
addr sets any bits beyond the physical-address width? 


THEN VMfaillnvalid; 


ELSE 


rev := 32 bits located at physical address addr; 


IF rev[30:0] # VMCS revision identifier supported by processor OR rev[31] = 1 


THEN VMfaillnvalid; 
ELSE 
current-VMCS pointer := FFFFFFFF_FFFFFFFFH; 
enter VMX operation; 
block INIT signals; 

block and disable A20M; 


1. See the information on MONITOR/MWAIT in Chapter 8, “Multiple-Processor Management,” of the Intel® 64 and IA-32 Architectures 


Software Developer's Manual, Volume 3A. 


2. Alogical processor is in SMX operation if GETSEC[SEXIT] has not been executed since the last execution of GETSEC[SENTER]. A logi- 
cal processor is outside SMX operation if GETSEC[SENTER] has not been executed or if GETSEC[SEXIT] was executed after the last 


execution of GETSEC[SENTER]. See Chapter 6, “Safer Mode Extensions Reference.” 
3. If IA32_VMX_BASIC[48] is read as 1, VMfaillnvalid occurs if addr sets any bits in the range 63:32; see Appendix A.1. 
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clear address-range monitoring; 
IF the processor supports Intel PT but does not allow it to be used in VMX operation! 
THEN IA32_RTIT_CTL.TraceEn := 0; 
Fl; 
VMsucceed; 
Fl; 


ELSIF in VMX non-root operation 


THEN VMexit; 
ELSIF CPL > O 
THEN #GP(0); 


ELSE VMfail("VMXON executed in VMX root operation’); 


Fl; 


Flags Affected 


See the operation section and Section 29.2. 


Protected Mode Exceptions 


#GP(0) 


#PF(fault-code) 
#SS(0) 


#UD 


If executed outside VMX operation with CPL>0 or with invalid CRO or CR4 fixed bits. 

If executed in A2Z0M mode. 

If the memory source operand effective address is outside the CS, DS, ES, FS, or GS segment 
limit. 

If the DS, ES, FS, or GS register contains an unusable segment. 

If the source operand is located in an execute-only code segment. 


If the value of the IA32_FEATURE_CONTROL MSR does not support entry to VMX operation in 
the current processor mode. 


If a page fault occurs in accessing the memory source operand. 

If the memory source operand effective address is outside the SS segment limit. 
If the SS register contains an unusable segment. 

If operand is a register. 

If executed with CR4.VMXE = 0. 


Real-Address Mode Exceptions 


#UD 


The VMXON instruction is not recognized in real-address mode. 


Virtual-8086 Mode Exceptions 


#UD 


The VMXON instruction is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 


#UD 


The VMXON instruction is not recognized in compatibility mode. 


64-Bit Mode Exceptions 


#GP(0) 


If executed outside VMX operation with CPL > 0 or with invalid CRO or CR4 fixed bits. 
If executed in A20M mode. 


If the source operand is in the CS, DS, ES, FS, or GS segments and the memory address is in 
a non-canonical form. 


1. Software should read the VMX capability MSR [A32_VMX_MISC to determine whether the processor allows Intel PT to be used in 
VMX operation (see Appendix A.6). 
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If the value of the IA32_FEATURE_CONTROL MSR does not support entry to VMX operation in 
the current processor mode. 


#PF(fault-code) If a page fault occurs in accessing the memory source operand. 


#SS(0) If the source operand is in the SS segment and the memory address is in a non-canonical 
form. 
#UD If operand is a register. 


If executed with CR4.VMXE = 0. 
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VM INSTRUCTION ERROR NUMBERS 


For certain error conditions, the VM-instruction error field is loaded with an error number to indicate the source of 
the error. Table 29-1 lists VM-instruction error numbers. 


Table 29-1. VM-Instruction Error Numbers 


Sa ae Description 

1 VMCALL executed in VMX root operation 

2 VMCLEAR with invalid physical address 

3 VMCLEAR with VMXON pointer 

4 VMLAUNCH with non-clear VMCS 

5 VMRESUME with non-launched VMCS 

6 VMRESUME after VMXOFF (VMXOFF and VMXON between VMLAUNCH and VMRESUME)' 
7 VM entry with invalid control field(s)*3 
[8 |VMentrywithinvalidhost-state field(s)> 
9 VMPTRLD with invalid physical address 

10 VMPTRLD with VMXON pointer 

11 VMPTRLD with incorrect VMCS revision identifier 

12 VMREAD/VMWRITE from/to unsupported VMCS component 

13 VMWRITE to read-only VMCS component 

15 VMXON executed in VMX root operation 

16 VM entry with invalid executive-VMCS pointer@ 


17 VM entry with non-launched executive VMCS2 


18 VM entry with executive-VMCS pointer not VMXON pointer (when attempting to deactivate the dual-monitor treatment of 
SMIs and SMM)¢ 

19 VMCALL with non-clear VMCS (when attempting to activate the dual-monitor treatment of SMls and SMM) 

20 VMCALL with invalid VM-exit control fields 

22 VMCALL with incorrect MSEG revision identifier (when attempting to activate the dual-monitor treatment of SMIs and SMM) 

23 VMXOFF under dual-monitor treatment of SMIs and SMM 

24 VMCALL with invalid SMM-monitor features (when attempting to activate the dual-monitor treatment of SMIs and SMM) 

25 VM entry with invalid VM-execution control fields in executive VMCS (when attempting to return from SMM)23 

26 VM entry with events blocked by MOV SS. 

28 Invalid operand to INVEPT/INVVPID. 

NOTES: 


1. Earlier versions of this manual described this error as “/MRESUME with a corrupted VMCS". 

2. /M-entry checks on control fields and host-state fields may be performed in any order. Thus, an indication by error number of one 
cause does not imply that there are not also other errors. Different processors may give different error numbers for the same VMCS. 

3. Error number 7 is not used for VM entries that return from SMM that fail due to invalid VM-execution control fields in the executive 
VMCS. Error number 25 is used for these cases. 
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CHAPTER 30 
SYSTEM MANAGEMENT MODE 


This chapter describes aspects of IA-64 and IA-32 architecture used in system management mode (SMM). 


SMM provides an alternate operating environment that can be used to monitor and manage various system 
resources for more efficient energy usage, to control system hardware, and/or to run proprietary code. It was 
introduced into the IA-32 architecture in the Intel386 SL processor (a mobile specialized version of the Intel386 
processor). It is also available in the Pentium M, Pentium 4, Intel Xeon, P6 family, and Pentium and Intel486 
processors (beginning with the enhanced versions of the Intel486 SL and Intel486 processors). 


30.1 SYSTEM MANAGEMENT MODE OVERVIEW 


SMM is a special-purpose operating mode provided for handling system-wide functions like power management, 
system hardware control, or proprietary OEM-designed code. It is intended for use only by system firmware, not by 
applications software or general-purpose systems software. The main benefit of SMM is that it offers a distinct and 
easily isolated processor environment that operates transparently to the operating system or executive and soft- 
ware applications. 


When SMM is invoked through a system management interrupt (SMI), the processor saves the current state of the 
processor (the processor’s context), then switches to a separate operating environment defined by a new address 
space. The system management software executive (SMI handler) starts execution in that environment, and the 
critical code and data of the SMI handler reside in a physical memory region (GMRAM) within that address space. 
While in SMM, the processor executes SMI handler code to perform operations such as powering down unused disk 
drives or monitors, executing proprietary code, or placing the whole system in a suspended state. When the SMI 
handler has completed its operations, it executes a resume (RSM) instruction. This instruction causes the processor 
to reload the saved context of the processor, switch back to protected or real mode, and resume executing the 
interrupted application or operating-system program or task. 


The following SMM mechanisms make it transparent to applications programs and operating systems: 
¢ The only way to enter SMM is by means of an SMI. 


¢ The processor executes SMM code in a separate address space that can be made inaccessible from the other 
operating modes. 


¢ Upon entering SMM, the processor saves the context of the interrupted program or task. 
¢ All interrupts normally handled by the operating system are disabled upon entry into SMM. 
¢ The RSM instruction can be executed only in SMM. 


Section 30.3 describes transitions into and out of SMM. The execution environment after entering SMM is in real- 
address mode with paging disabled (CRO.PE = CRO.PG = 0). In this initial execution environment, the SMI handler 
can address up to 4 GBytes of memory and can execute all I/O and system instructions. Section 30.5 describes in 
detail the initial SMM execution environment for an SMI handler and operation within that environment. The SMI 
handler may subsequently switch to other operating modes while remaining in SMM. 


NOTES 


Software developers should be aware that, even if a logical processor was using the physical- 
address extension (PAE) mechanism (introduced in the P6 family processors) or was in IA-32e 
mode before an SMI, this will not be the case after the SMI is delivered. This is because delivery of 
an SMI disables paging (see Table 30-4). (This does not apply if the dual-monitor treatment of SMIs 
and SMM is active; see Section 30.15.) 
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30.1.1 System Management Mode and VMX Operation 


Traditionally, SMM services system management interrupts and then resumes program execution (back to the soft- 
ware stack consisting of executive and application software; see Section 30.2 through Section 30.13). 


A virtual machine monitor (VMM) using VMX can act as a host to multiple virtual machines and each virtual machine 
can support its own software stack of executive and application software. On processors that support VMX, virtual- 
machine extensions may use system-management interrupts (SMIs) and system-management mode (SMM) in one 
of two ways: 


° Default treatment. System firmware handles SMIs. The processor saves architectural states and critical 
states relevant to VMX operation upon entering SMM. When the firmware completes servicing SMIs, it uses 
RSM to resume VMX operation. 


¢ Dual-monitor treatment. Two VM monitors collaborate to control the servicing of SMIs: one VMM operates 
outside of SMM to provide basic virtualization in support for guests; the other VMM operates inside SMM (while 
in VMX operation) to support system-management functions. The former is referred to as executive monitor, 
the latter SMM-transfer monitor (STM).! 


The default treatment is described in Section 30.14, “Default Treatment of SMIs and SMM with VMX Operation and 
SMX Operation”. Dual-monitor treatment of SMM is described in Section 30.15, “Dual-Monitor Treatment of SMIs 
and SMM”, 


30.2 SYSTEM MANAGEMENT INTERRUPT (SMI) 


The only way to enter SMM is by signaling an SMI through the SMI# pin on the processor or through an SMI 
message received through the APIC bus. The SMI is a nonmaskable external interrupt that operates independently 
from the processor's interrupt- and exception-handling mechanism and the local APIC. The SMI takes precedence 
over an NMI and a maskable interrupt. SMM is non-reentrant; that is, the SMI is disabled while the processor is in 
SMM. 


NOTES 


In the Pentium 4, Intel Xeon, and P6 family processors, when a processor that is designated as an 
application processor during an MP initialization sequence is waiting for a startup IPI (SIPI), it is in 
a mode where SMIs are masked. However if a SMI is received while an application processor is in 
the wait for SIPI mode, the SMI will be pended. The processor then responds on receipt of a SIPI by 
immediately servicing the pended SMI and going into SMM before handling the SIPI. 


An SMI may be blocked for one instruction following execution of STI, MOV to SS, or POP into SS. 


30.3. SWITCHING BETWEEN SMM AND THE OTHER 
PROCESSOR OPERATING MODES 


Figure 2-3 shows how the processor moves between SMM and the other processor operating modes (protected, 
real-address, and virtual-8086). Signaling an SMI while the processor is in real-address, protected, or virtual-8086 
modes always causes the processor to switch to SMM. Upon execution of the RSM instruction, the processor always 
returns to the mode it was in when the SMI occurred. 


30.3.1 Entering SMM 


The processor always handles an SMI on an architecturally defined “interruptible” point in program execution 
(which is commonly at an IA-32 architecture instruction boundary). When the processor receives an SMI, it waits 
for all instructions to retire and for all stores to complete. The processor then saves its current context in SMRAM 
(see Section 30.4), enters SMM, and begins to execute the SMI handler. 


1. The dual-monitor treatment may not be supported by all processors. Software should consult the VMX capability MSR 
IA32_VMX_BASIC (see Appendix A.1) to determine whether it is supported. 
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Upon entering SMM, the processor signals external hardware that SMI handling has begun. The signaling mecha- 
nism used is implementation dependent. For the P6 family processors, an SMI acknowledge transaction is gener- 
ated on the system bus and the multiplexed status signal EXF4 is asserted each time a bus transaction is generated 
while the processor is in SMM. For the Pentium and Intel486 processors, the SMIACT# pin is asserted. 


An SMI has a greater priority than debug exceptions and external interrupts. Thus, if an NMI, maskable hardware 
interrupt, or a debug exception occurs at an instruction boundary along with an SMI, only the SMI is handled. 
Subsequent SMI requests are not acknowledged while the processor is in SMM. The first SMI interrupt request that 
occurs while the processor is in SMM (that is, after SMM has been acknowledged to external hardware) is latched 
and serviced when the processor exits SMM with the RSM instruction. The processor will latch only one SMI while 
in SMM. 


See Section 30.5 for a detailed description of the execution environment when in SMM. 


30.3.2 Exiting From SMM 


The only way to exit SMM is to execute the RSM instruction. The RSM instruction is only available to the SMI 
handler; if the processor is not in SMM, attempts to execute the RSM instruction result in an invalid-opcode excep- 
tion (#UD) being generated. 


The RSM instruction restores the processor’s context by loading the state save image from SMRAM back into the 
processor's registers. The processor then returns an SMIACK transaction on the system bus and returns program 
control back to the interrupted program. 


NOTE 


On processors that support the shadow-stack feature, RSM loads the SSP register from the state 
save image in SMRAM (see Table 30-3). The value is made canonical by sign-extension before 
loading it into SSP. 


Upon successful completion of the RSM instruction, the processor signals external hardware that SMM has been 
exited. For the P6 family processors, an SMI acknowledge transaction is generated on the system bus and the 
multiplexed status signal EXF4 is no longer generated on bus cycles. For the Pentium and Intel486 processors, the 
SMIACT# pin is deserted. 


If the processor detects invalid state information saved in the SMRAM, it enters the shutdown state and generates 
a special bus cycle to indicate it has entered shutdown state. Shutdown happens only in the following situations: 


¢ Areserved bit in control register CR4 is set to 1 on a write to CR4. This error should not happen unless SMI 
handler code modifies reserved areas of the SMRAM saved state map (see Section 30.4.1). CR4 is saved in the 
state map in a reserved location and cannot be read or modified in its saved state. 


¢ An illegal combination of bits is written to control register CRO, in particular PG set to 1 and PE set to 0, or NW 
set to 1 and CD set to 0. 


° CR4.PCIDE would be set to 1 and IA32_EFER.LMA to O. 


¢ (For the Pentium and Intel486 processors only.) If the address stored in the SMBASE register when an RSM 
instruction is executed is not aligned on a 32-KByte boundary. This restriction does not apply to the P6 family 
processors. 


® CR4.CET would be set to 1 and CRO.WP to O. 


In the shutdown state, Intel processors stop executing instructions until a RESET#, INIT# or NMI# is asserted. 
While Pentium family processors recognize the SMI# signal in shutdown state, P6 family and Intel486 processors 
do not. Intel does not support using SMI# to recover from shutdown states for any processor family; the response 
of processors in this circumstance is not well defined. On Pentium 4 and later processors, shutdown will inhibit INTR 
and A20M but will not change any of the other inhibits. On these processors, NMIs will be inhibited if no action is 
taken in the SMI handler to uninhibit them (see Section 30.8). 


If the processor is in the HALT state when the SMI is received, the processor handles the return from SMM slightly 
differently (see Section 30.10). Also, the SMBASE address can be changed on a return from SMM (see Section 
30.11). 
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30.4 SMRAM 


Upon entering SMM, the processor switches to a new address space. Because paging is disabled upon entering 
SMM, this initial address space maps all memory accesses to the low 4 GBytes of the processor's physical address 
space. The SMI handler's critical code and data reside in a memory region referred to as system-management RAM 
(SMRAM). The processor uses a pre-defined region within SMRAM to save the processor's pre-SMI context. SMRAM 
can also be used to store system management information (such as the system configuration and specific informa- 
tion about powered-down devices) and OEM-specific information. 


The default SMRAM size is 64 KBytes beginning at a base physical address in physical memory called the SMBASE 
(see Figure 30-1). The SMBASE default value following a hardware reset is 30000H. The processor looks for the 
first instruction of the SMI handler at the address [SMBASE + 8000H]. It stores the processor’s state in the area 
from [SMBASE + FEQOH] to [SMBASE + FFFFH]. See Section 30.4.1 for a description of the mapping of the state 
save area. 


The system logic is minimally required to decode the physical address range for the SMRAM from [SMBASE + 
8000H] to [SMBASE + FFFFH]. A larger area can be decoded if needed. The size of this SMRAM can be between 32 
KBytes and 4 GBytes. 


The location of the SMRAM can be changed by changing the SMBASE value (see Section 30.11). It should be noted 
that all processors in a multiple-processor system are initialized with the same SMBASE value (30000H). Initializa- 
tion software must sequentially place each processor in SMM and change its SMBASE so that it does not overlap 
those of other processors. 


The actual physical location of the SMRAM can be in system memory or in a separate RAM memory. The processor 
generates an SMI acknowledge transaction (P6 family processors) or asserts the SMIACT# pin (Pentium and 
Intel486 processors) when the processor receives an SMI (see Section 30.3.1). 


System logic can use the SMI acknowledge transaction or the assertion of the SMIACT# pin to decode accesses to 
the SMRAM and redirect them (if desired) to specific SMRAM memory. If a separate RAM memory is used for 
SMRAM, system logic should provide a programmable method of mapping the SMRAM into system memory space 
when the processor is not in SMM. This mechanism will enable start-up procedures to initialize the SMRAM space 
(that is, load the SMI handler) before executing the SMI handler during SMM. 


30.4.1 SMRAM State Save Map 


When an IA-32 processor that does not support Intel 64 architecture initially enters SMM, it writes its state to the 
state save area of the SMRAM. The state save area begins at [SMBASE + 8000H + 7FFFH] and extends down to 
[SMBASE + 8000H + 7EOOH]. Table 30-1 shows the state save map. The offset in column 1 is relative to the 
SMBASE value plus 8000H. Reserved spaces should not be used by software. 


Some of the registers in the SMRAM state save area (marked YES in column 3) may be read and changed by the 
SMI handler, with the changed values restored to the processor registers by the RSM instruction. Some register 
images are read-only, and must not be modified (modifying these registers will result in unpredictable behavior). 
An SMI handler should not rely on any values stored in an area that is marked as reserved. 


SMRAM 


SMBASE + FFFFH 
Start of State Save Area 


SMI Handler Entry Point 
SMBASE + 8000H 


SMBASE 


Figure 30-1. SMRAM Usage 
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Offset Register Writable? 
(Added to SMBASE + 8000H) 
7FFCH CRO No 
7FF8H CR3 No 
7FF4H EFLAGS Yes 
7FFOH EIP Yes 
7FECH EDI Yes 
7FE8H ESI Yes 
7FE4H EBP Yes 
7FEOH ESP Yes 
7FDCH EBX Yes 
7FD8H EDX Yes 
7FD4H ECX Yes 
7FDOH EAX Yes 
7FCCH DR6 No 
7FC8H DR7 No 
7FC4H TR! No 
7FCOH Reserved No 
7FBCH cs! No 
7FB8H Fs! No 
7FB4H Ds! No 
7FBOH ss! No 
7FACH cs! No 
7FA8H es! No 
7FA4H I/O State Field, see Section 30.7 No 
7FAOH 1/0 Memory Address Field, see Section 30.7 No 
7F9FH-7F03H Reserved No 
7F02H Auto HALT Restart Field (Word) Yes 
7FOOH I/O Instruction Restart Field (Word) Yes 
7EFCH SMM Revision Identifier Field (Doubleword) No 
7EF8H SMBASE Field (Doubleword) Yes 
7€F7H - 7E00H Reserved No 


NOTE: 


1. The two most significant bytes are reserved. 


The following registers are saved (but not readable) and restored upon exiting SMM: 


* Control register CR4. (This register is cleared to all Os when entering SMM). 


° The hidden segment descriptor information stored in segment registers CS, DS, ES, FS, GS, and SS. 


If an SMI request is issued for the purpose of powering down the processor, the values of all reserved locations in 
the SMM state save must be saved to nonvolatile memory. 


The following state is not automatically saved and restored following an SMI and the RSM instruction, respectively: 
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* Debug registers DRO through DR3. 

¢ The x87 FPU registers. 

° The MTRRs. 

* Control register CR2. 

¢ The model-specific registers (for the P6 family and Pentium processors) or test registers TR3 through TR7 (for 
the Pentium and Intel486 processors). 

¢ The state of the trap controller. 

¢ The machine-check architecture registers. 

¢ The APIC internal interrupt state (ISR, IRR, etc.). 

¢ The microcode update state. 


If an SMI is used to power down the processor, a power-on reset will be required before returning to SMM, which 
will reset much of this state back to its default values. So an SMI handler that is going to trigger power down should 
first read these registers listed above directly, and save them (along with the rest of RAM) to nonvolatile storage. 
After the power-on reset, the continuation of the SMI handler should restore these values, along with the rest of 
the system's state. Anytime the SMI handler changes these registers in the processor, it must also save and restore 
them. 


NOTES 


A small subset of the MSRs (such as, the time-stamp counter and performance-monitoring 
counters) are not arbitrarily writable and therefore cannot be saved and restored. SMM-based 
power-down and restoration should only be performed with operating systems that do not use or 
rely on the values of these registers. 

Operating system developers should be aware of this fact and ensure that their operating-system 
assisted power-down and restoration software is immune to unexpected changes in these register 
values. 


30.4.1.1 SMRAM State Save Map and Intel 64 Architecture 


When the processor initially enters SMM, it writes its state to the state save area of the SMRAM. The state save area 
on an Intel 64 processor at [SMBASE + 8000H + 7FFFH] and extends to [SMBASE + 8000H + 7COOH]. 


Support for Intel 64 architecture is reported by CPUID.80000001:EDX[29] = 1. The layout of the SMRAM state save 
map is shown in Table 30-3. 


Additionally, the SMRAM state save map shown in Table 30-3 also applies to processors with the following CPUID 
signatures listed in Table 30-2, irrespective of the value in CPUID.80000001:EDX[29]. 


Table 30-2. Processor Signatures and 64-bit SMRAM State Save Map Format 


DisplayFamily_DisplayModel | Processor Families/Processor Number Series 

06_17H Intel Xeon Processor 5200, 5400 series, Intel Core 2 Quad processor Q9xxx, Intel Core 2 Duo 
processors E8000, T9000, 

06_OFH Intel Xeon Processor 3000, 3200, 5100, 5300, 7300 series, Intel Core 2 Quad, Intel Core 2 Extreme, 
Intel Core 2 Duo processors, Intel Pentium dual-core processors 

06_1CH 45 nm Intel® Atom™ processors 
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Offset Register Writable? 
(Added to SMBASE + 8000H) 
7FF8H CRO No 
7FFOH CR3 No 
7FE8H RFLAGS Yes 
7FEOH IA32_EFER Yes 
7FD8H RIP Yes 
7FDOH DR6 No 
7FC8H DR7 No 
7FC4H TR SEL! No 
7FCOH LDTR SEL! No 
7FBCH Gs seu! No 
7FB8H FS SEL! No 
7FB4H Ds SEL! No 
7FBOH SS SEL! No 
7FACH cs Se! No 
7FA8H ES SEL! No 
7FA4H IO_MISC No 
7F9CH IO_MEM_ADDR No 
7F94H RDI Yes 
7F8CH RSI Yes 
7F84H RBP Yes 
7F7CH RSP Yes 
7F74H RBX Yes 
7F6CH RDX Yes 
7F64H RCX Yes 
7F5CH RAX Yes 
7F54H R8 Yes 
7F4CH RO Yes 
7F44H R10 Yes 
7F3CH R11 Yes 
7F34H R12 Yes 
7F2CH R13 Yes 
7F24H R14 Yes 
7F1CH R15 Yes 
7F1BH-7FO4H Reserved No 
7F02H Auto HALT Restart Field (Word) Yes 
7FOOH I/O Instruction Restart Field (Word) Yes 
7EFCH SMM Revision Identifier Field (Doubleword) No 
7EF8H SMBASE Field (Doubleword) Yes 
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Table 30-3. SMRAM State Save Map for Intel 64 Architecture (Contd.) 


NOTE: 


1. The two most significant bytes are reserved. 


30.4.2 © SMRAM Caching 


An IA-32 processor does not automatically write back and invalidate its caches before entering SMM or before 


exiting SMM. Because of this behavior, care must be taken in the placement of the SMRAM in system memory and 


Offset Register Writable? 
(Added to SMBASE + 8000H) 
7EF7H - 7EE4H Reserved No 
7EEOH Setting of “enable EPT” VM-execution control No 
7€D8H Value of EPTP VM-execution control field No 
7€D7H - 7ECCOH Reserved No 
7EC8H SSP Yes 
7EC7H - 7EAOH Reserved No 
7E9CH LDT Base (lower 32 bits) No 
7€98H Reserved No 
7E94H IDT Base (lower 32 bits) No 
7€90H Reserved No 
7E8CH GDT Base (lower 32 bits) No 
7E8BH - 7E48H Reserved No 
7E40H CR4 (64 bits) No 
7€3FH - 7DFOH Reserved No 
7DE8H IO_RIP Yes 
7DE7H - 7DDCH Reserved No 
7DD8H IDT Base (Upper 32 bits) No 
7DD4H LDT Base (Upper 32 bits) No 
7DDOH GDT Base (Upper 32 bits) No 
7DCFH - 7COOH Reserved No 


in the caching of the SMRAM to prevent cache incoherence when switching back and forth between SMM and 


protected mode operation. Any of the following three methods of locating the SMRAM in system memory will guar- 


antee cache coherency. 


¢ Place the SMRAM in a dedicated section of system memory that the operating system and applications are 
prevented from accessing. Here, the SMRAM can be designated as cacheable (WB, WT, or WC) for optimum 


processor performance, without risking cache incoherence when entering or exiting SMM. 


¢ Place the SMRAM ina section of memory that overlaps an area used by the operating system (such as the video 
memory), but designate the SMRAM as uncacheable (UC). This method prevents cache access when in SMM to 


maintain cache coherency, but the use of uncacheable memory reduces the performance of SMM code. 


¢ Place the SMRAM in a section of system memory that overlaps an area used by the operating system and/or 


application code, but explicitly flush (write back and invalidate) the caches upon entering and exiting SMM 
mode. This method maintains cache coherency, but incurs the overhead of two complete cache flushes. 


For Pentium 4, Intel Xeon, and P6 family processors, a combination of the first two methods of locating the SMRAM 


is recommended. Here the SMRAM is split between an overlapping and a dedicated region of memory. Upon 


entering SMM, the SMRAM space that is accessed overlaps video memory (typically located in low memory). This 
SMRAM section is designated as UC memory. The initial SMM code then jumps to a second SMRAM section that is 
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located in a dedicated region of system memory (typically in high memory). This SMRAM section can be cached for 
optimum processor performance. 


For systems that explicitly flush the caches upon entering SMM (the third method described above), the cache flush 
can be accomplished by asserting the FLUSH# pin at the same time as the request to enter SMM (generally initi- 
ated by asserting the SMI# pin). The priorities of the FLUSH# and SMI¥# pins are such that the FLUSH# is serviced 
first. To guarantee this behavior, the processor requires that the following constraints on the interaction of FLUSH# 
and SMI# be met. In a system where the FLUSH# and SMI# pins are synchronous and the set up and hold times 
are met, then the FLUSH# and SMI# pins may be asserted in the same clock. In asynchronous systems, the 
FLUSH# pin must be asserted at least one clock before the SMI# pin to guarantee that the FLUSH# pin is serviced 
first. 


Upon leaving SMM (for systems that explicitly flush the caches), the WBINVD instruction should be executed prior 
to leaving SMM to flush the caches. 


NOTES 


In systems based on the Pentium processor that use the FLUSH# pin to write back and invalidate 
cache contents before entering SMM, the processor will prefetch at least one cache line in between 
when the Flush Acknowledge cycle is run and the subsequent recognition of SMI# and the assertion 
of SMIACT#. 

It is the obligation of the system to ensure that these lines are not cached by returning KEN# 
inactive to the Pentium processor. 


30.4.2.1 System Management Range Registers (SMRR) 


SMI handler code and data stored by SMM code resides in SMRAM. The SMRR interface is an enhancement in Intel 
64 architecture to limit cacheable reference of addresses in SMRAM to code running in SMM. The SMRR interface 
can be configured only by code running in SMM. Details of SMRR is described in Section 11.11.2.4. 


30.5 SMIHANDLER EXECUTION ENVIRONMENT 


Section 30.5.1 describes the initial execution environment for an SMI handler. An SMI handler may re-configure its 
execution environment to other supported operating modes. Section 30.5.2 discusses modifications an SMI 
handler can make to its execution environment. Section 30.5.3 discusses Control-flow Enforcement Technology 
(CET) interactions in the environment. 


30.5.1 Initial SMM Execution Environment 


After saving the current context of the processor, the processor initializes its core registers to the values shown in 
Table 30-4. Upon entering SMM, the PE and PG flags in control register CRO are cleared, which places the processor 
in an environment similar to real-address mode. The differences between the SMM execution environment and the 
real-address mode execution environment are as follows: 


° The addressable address space ranges from 0 to FFFFFFFFH (4 GBytes). 
¢ The normal 64-KByte segment limit for real-address mode is increased to 4 GBytes. 


° The default operand and address sizes are set to 16 bits, which restricts the addressable SMRAM address space 
to the 1-MByte real-address mode limit for native real-address-mode code. However, operand-size and 
address-size override prefixes can be used to access the address space beyond the 1-MByte. 


Table 30-4. Processor Register Initialization in SMM 


Register Contents 

General-purpose registers Undefined 

EFLAGS 00000002H 

EIP 00008000H 

CS selector SMM Base shifted right 4 bits (default 3000H) 
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Table 30-4. Processor Register Initialization in SMM 


CS base SMM Base (default 30000H) 

DS, ES, FS, GS, SS Selectors 0000H 

DS, ES, FS, GS, SS Bases 000000000H 

DS, ES, FS, GS, SS Limits OFFFFFFFFH 

CRO PE, EM, TS, and PG flags set to 0; others unmodified 
CR4 Cleared to zero 

DR6 Undefined 

DR7 00000400H 


¢ Near jumps and calls can be made to anywhere in the 4-GByte address space if a 32-bit operand-size override 
prefix is used. Due to the real-address-mode style of base-address formation, a far call or jump cannot transfer 
control to a segment with a base address of more than 20 bits (1 MByte). However, since the segment limit in 
SMM is 4 GBytes, offsets into a segment that go beyond the 1-MByte limit are allowed when using 32-bit 
operand-size override prefixes. Any program control transfer that does not have a 32-bit operand-size override 
prefix truncates the EIP value to the 16 low-order bits. 


* Data and the stack can be located anywhere in the 4-GByte address space, but can be accessed only with a 32- 
bit address-size override if they are located above 1 MByte. As with the code segment, the base address for a 
data or stack segment cannot be more than 20 bits. 


The value in segment register CS is automatically set to the default of 30000H for the SMBASE shifted 4 bits to the 
right; that is, 3000H. The EIP register is set to 8000H. When the EIP value is added to shifted CS value (the 
SMBASE), the resulting linear address points to the first instruction of the SMI handler. 


The other segment registers (DS, SS, ES, FS, and GS) are cleared to 0 and their segment limits are set to 4 GBytes. 
In this state, the SMRAM address space may be treated as a single flat 4-GByte linear address space. If a segment 
register is loaded with a 16-bit value, that value is then shifted left by 4 bits and loaded into the segment base 
(hidden part of the segment register). The limits and attributes are not modified. 


Maskable hardware interrupts, exceptions, NMI interrupts, SMI interrupts, A20M interrupts, single-step traps, 
breakpoint traps, and INIT operations are inhibited when the processor enters SMM. Maskable hardware interrupts, 
exceptions, single-step traps, and breakpoint traps can be enabled in SMM if the SMM execution environment 
provides and initializes an interrupt table and the necessary interrupt and exception handlers (see Section 30.6). 


30.5.2 SMI Handler Operating Mode Switching 


Within SMM, an SMI handler may change the processor's operating mode (e.g., to enable PAE paging, enter 64-bit 
mode, etc.) after it has made proper preparation and initialization to do so. For example, if switching to 32-bit 
protected mode, the SMI handler should follow the guidelines provided in Chapter 9, “Processor Management and 
Initialization”. If the SMI handler does wish to change operating mode, it is responsible for executing the appro- 
priate mode-transition code after each SMI. 


It is recommended that the SMI handler make use of all means available to protect the integrity of its critical code 
and data. In particular, it should use the system-management range register (SMRR) interface if it is available (see 
Section 11.11.2.4). The SMRR interface can protect only the first 4 GBytes of the physical address space. The SMI 
handler should take that fact into account if it uses operating modes that allow access to physical addresses beyond 
that 4-GByte limit (e.g. PAE paging or 64-bit mode). 


Execution of the RSM instruction restores the pre-SMI processor state from the SMRAM state-state map (see 
Section 30.4.1) into which it was stored when the processor entered SMM. (The SMBASE field in the SMRAM state- 
save map does not determine the state following RSM but rather the initial environment following the next entry to 
SMM.) Any required change to operating mode is performed by the RSM instruction; there is no need for the SMI 
handler to change modes explicitly prior to executing RSM. 
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30.5.3. Control-flow Enforcement Technology Interactions 


On processors that support CET shadow stacks, when the processor enters SMM, the processor saves the SSP 
register to the SMRAM state save area (see Table 30-3) and clears CR4.CET to 0. Thus, the initial execution envi- 
ronment of the SMI handler has CET disabled and all of the CET state of the interrupted program is still in the 
machine. An SMM that uses CET is required to save the interrupted program’s CET state and restore the CET state 
prior to exiting SMM. 


30.6 EXCEPTIONS AND INTERRUPTS WITHIN SMM 


When the processor enters SMM, all hardware interrupts are disabled in the following manner: 


¢ The IF flag in the EFLAGS register is cleared, which inhibits maskable hardware interrupts from being 
generated. 


¢ The TF flag in the EFLAGS register is cleared, which disables single-step traps. 


° Debug register DR7 is cleared, which disables breakpoint traps. (This action prevents a debugger from acciden- 
tally breaking into an SMI handler if a debug breakpoint is set in normal address space that overlays code or 
data in SMRAM.) 


¢ NMI, SMI, and A20M interrupts are blocked by internal SMM logic. (See Section 30.8 for more information 
about how NMIs are handled in SMM.) 


Software-invoked interrupts and exceptions can still occur, and maskable hardware interrupts can be enabled by 
setting the IF flag. Intel recommends that SMM code be written in so that it does not invoke software interrupts 
(with the INT n, INTO, INT1, INT3, or BOUND instructions) or generate exceptions. 


If the SMI handler requires interrupt and exception handling, an SMM interrupt table and the necessary exception 
and interrupt handlers must be created and initialized from within SMM. Until the interrupt table is correctly initial- 
ized (using the LIDT instruction), exceptions and software interrupts will result in unpredictable processor 
behavior. 


The following restrictions apply when designing SMM interrupt and exception-handling facilities: 


° The interrupt table should be located at linear address 0 and must contain real-address mode style interrupt 
vectors (4 bytes containing CS and IP). 


* Due to the real-address mode style of base address formation, an interrupt or exception cannot transfer control 
to a segment with a base address of more that 20 bits. 


e An interrupt or exception cannot transfer control to a segment offset of more than 16 bits (64 KBytes). 


¢ When an exception or interrupt occurs, only the 16 least-significant bits of the return address (EIP) are pushed 
onto the stack. If the offset of the interrupted procedure is greater than 64 KBytes, it is not possible for the 
interrupt/exception handler to return control to that procedure. (One solution to this problem is for a handler 
to adjust the return address on the stack.) 


° The SMBASE relocation feature affects the way the processor will return from an interrupt or exception 
generated while the SMI handler is executing. For example, if the SMBASE is relocated to above 1 MByte, but 
the exception handlers are below 1 MByte, a normal return to the SMI handler is not possible. One solution is 
to provide the exception handler with a mechanism for calculating a return address above 1 MByte from the 16- 
bit return address on the stack, then use a 32-bit far call to return to the interrupted procedure. 


¢ If an SMI handler needs access to the debug trap facilities, it must ensure that an SMM accessible debug 
handler is available and save the current contents of debug registers DRO through DR3 (for later restoration). 
Debug registers DRO through DR3 and DR7 must then be initialized with the appropriate values. 


¢ If an SMI handler needs access to the single-step mechanism, it must ensure that an SMM accessible single- 
step handler is available, and then set the TF flag in the EFLAGS register. 


¢ If the SMI design requires the processor to respond to maskable hardware interrupts or software-generated 
interrupts while in SMM, it must ensure that SMM accessible interrupt handlers are available and then set the 
IF flag in the EFLAGS register (using the STI instruction). Software interrupts are not blocked upon entry to 
SMM, so they do not need to be enabled. 


Vol. 3C 30-11 


SYSTEM MANAGEMENT MODE 


30.7. MANAGING SYNCHRONOUS AND ASYNCHRONOUS 
SYSTEM MANAGEMENT INTERRUPTS 


When coding for a multiprocessor system or a system with Intel HT Technology, it was not always possible for an 
SMI handler to distinguish between a synchronous SMI (triggered during an I/O instruction) and an asynchronous 
SMI. To facilitate the discrimination of these two events, incremental state information has been added to the SMM 


state save map. 
Processors that have an SMM revision ID of 30004H or higher have the incremental state information described 
below. 


30.7.1. 1/0 State Implementation 


Within the extended SMM state save map, a bit (IO_SMI) is provided that is set only when an SMI is either taken 
immediately after a successful I/O instruction or is taken after a successful iteration of a REP I/O instruction (the 
successful notion pertains to the processor point of view; not necessarily to the corresponding platform function). 
When set, the IO_SMI bit provides a strong indication that the corresponding SMI was synchronous. In this case, 
the SMM State Save Map also supplies the port address of the I/O operation. The IO_SMI bit and the I/O Port 
Address may be used in conjunction with the information logged by the platform to confirm that the SMI was 
indeed synchronous. 

The IO_SMI bit by itself is a strong indication, not a guarantee, that the SMI is synchronous. This is because an 
asynchronous SMI might coincidentally be taken after an I/O instruction. In such a case, the IO_SMI bit would still 
be set in the SMM state save map. 

Information characterizing the I/O instruction is saved in two locations in the SMM State Save Map (Table 30-5). 
The IO_SMI bit also serves as a valid bit for the rest of the I/O information fields. The contents of these I/O infor- 
mation fields are not defined when the IO_SMI bit is not set. 


Table 30-5. 1/0 Instruction Information in the SMM State Save Map 


State (SMM Rev. ID: 30004H or higher) Format 
31 16 15 8 7 4 3 1 0 
I/O State Field S © S S So 
SMRAM offset 7FA4 a © a & z 
a S 3 ra = 
o: S 
31 0 
I/O Memory Address Field I/O Memory Address 
SMRAM offset 7FAO 
When IO_SM is set, the other fields may be interpreted as follows: 
¢ 1/0 length: 
* 001 - Byte 
¢ 010 - Word 


¢ 100 - Dword 
¢ J/O instruction type (Table 30-6) 


Table 30-6. I/O Instruction Type Encodings 


Instruction Encoding 
IN Immediate 1001 
IN DX 0001 
OUT Immediate 1000 
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Table 30-6. I/O Instruction Type Encodings (Contd.) 


Instruction Encoding 
OUT DX 0000 
INS 0011 
OUTS 0010 
REP INS 0111 
REP OUTS 0110 


30.8 NMI HANDLING WHILE IN SMM 


NMI interrupts are blocked upon entry to the SMI handler. If an NMI request occurs during the SMI handler, it is 
latched and serviced after the processor exits SMM. Only one NMI request will be latched during the SMI handler. 
If an NMI request is pending when the processor executes the RSM instruction, the NMI is serviced before the next 
instruction of the interrupted code sequence. This assumes that NMIs were not blocked before the SMI occurred. If 
NMIs were blocked before the SMI occurred, they are blocked after execution of RSM. 


Although NMI requests are blocked when the processor enters SMM, they may be enabled through software by 
executing an IRET instruction. If the SMI handler requires the use of NMI interrupts, it should invoke a dummy 
interrupt service routine for the purpose of executing an IRET instruction. Once an IRET instruction is executed, 
NMI interrupt requests are serviced in the same “real mode” manner in which they are handled outside of SMM. 


Also, for the Pentium processor, exceptions that invoke a trap or fault handler will enable NMI interrupts from inside 
of SMM. This behavior is implementation specific for the Pentium processor and is not part of the IA-32 architec- 
ture. 


30.9 SMM REVISION IDENTIFIER 


The SMM revision identifier field is used to indicate the version of SMM and the SMM extensions that are supported 
by the processor (see Figure 30-2). The SMM revision identifier is written during SMM entry and can be examined 
in SMRAM space at offset 7EFCH. The lower word of the SMM revision identifier refers to the version of the base 
SMM architecture. 


Register Offset 

7EFCH 

31 18171615 0 
Reserved SMM Revision Identifier 


SMBASE Relocation 
1/O Instruction Restart 


Figure 30-2. SMM Revision Identifier 


The upper word of the SMM revision identifier refers to the extensions available. If the I/O instruction restart flag 
(bit 16) is set, the processor supports the I/O instruction restart (see Section 30.12); if the SMBASE relocation flag 
(bit 17) is set, SMRAM base address relocation is supported (see Section 30.11). 
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30.10 AUTO HALT RESTART 


If the processor is in a HALT state (due to the prior execution of a HLT instruction) when it receives an SMI, the 
processor records the fact in the auto HALT restart flag in the saved processor state (see Figure 30-3). (This flag is 
located at offset 7FO2H and bit 0 in the state save area of the SMRAM.) 


If the processor sets the auto HALT restart flag upon entering SMM (indicating that the SMI occurred when the 
processor was in the HALT state), the SMI handler has two options: 


¢ It can leave the auto HALT restart flag set, which instructs the RSM instruction to return program control to the 
HLT instruction. This option in effect causes the processor to re-enter the HALT state after handling the SMI. 
(This is the default operation. ) 


¢ It can clear the auto HALT restart flag, which instructs the RSM instruction to return program control to the 
instruction following the HLT instruction. 


15 10 


Register Offset 
Reserved 7F02H 


Auto HALT Restart — 


Figure 30-3. Auto HALT Restart Field 


These options are summarized in Table 30-7. If the processor was not in a HALT state when the SMI was received 
(the auto HALT restart flag is cleared), setting the flag to 1 will cause unpredictable behavior when the RSM instruc- 
tion is executed. 


Table 30-7. Auto HALT Restart Flag Values 


Value of Flag After | Value of Flag When Action of Processor When Exiting SMM 

Entry to SMM Exiting SMM 

0) 0) Returns to next instruction in interrupted program or task. 
0 1 Unpredictable. 

1 0 Returns to next instruction after HLT instruction. 

1 1 Returns to HALT state. 


If the HLT instruction is restarted, the processor will generate a memory access to fetch the HLT instruction (if it is 
not in the internal cache), and execute a HLT bus transaction. This behavior results in multiple HLT bus transactions 
for the same HLT instruction. 


30.10.1 Executing the HLT Instruction in SMM 


The HLT instruction should not be executed during SMM, unless interrupts have been enabled by setting the IF flag 
in the EFLAGS register. If the processor is halted in SMM, the only event that can remove the processor from this 
state is a maskable hardware interrupt or a hardware reset. 


30.11 SMBASE RELOCATION 


The default base address for the SMRAM is 30000H. This value is contained in an internal processor register called 
the SMBASE register. The operating system or executive can relocate the SMRAM by setting the SMBASE field in the 
saved state map (at offset 7EF8H) to a new value (see Figure 30-4). The RSM instruction reloads the internal 
SMBASE register with the value in the SMBASE field each time it exits SMM. All subsequent SMI requests will use 
the new SMBASE value to find the starting address for the SMI handler (at SMBASE + 8000H) and the SMRAM state 
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save area (from SMBASE + FEOQOH to SMBASE + FFFFH). (The processor resets the value in its internal SMBASE 
register to 30000H on a RESET, but does not change it on an INIT.) 


31 0 


Register Offset 


SMM Base 7EF8H 


Figure 30-4. SMBASE Relocation Field 


In multiple-processor systems, initialization software must adjust the SMBASE value for each processor so that the 
SMRAM state save areas for each processor do not overlap. (For Pentium and Intel486 processors, the SMBASE 
values must be aligned on a 32-KByte boundary or the processor will enter shutdown state during the execution of 
a RSM instruction.) 


If the SMBASE relocation flag in the SMM revision identifier field is set, it indicates the ability to relocate the 
SMBASE (see Section 30.9). 


30.12 I/O INSTRUCTION RESTART 


If the I/O instruction restart flag in the SMM revision identifier field is set (see Section 30.9), the I/O instruction 
restart mechanism is present on the processor. This mechanism allows an interrupted I/O instruction to be re- 
executed upon returning from SMM mode. For example, if an I/O instruction is used to access a powered-down I/O 
device, a chip set supporting this device can intercept the access and respond by asserting SMI#. This action 
invokes the SMI handler to power-up the device. Upon returning from the SMI handler, the I/O instruction restart 
mechanism can be used to re-execute the I/O instruction that caused the SMI. 


The I/O instruction restart field (at offset 7FOOH in the SMM state-save area, see Figure 30-5) controls I/O instruc- 
tion restart. When an RSM instruction is executed, if this field contains the value FFH, then the EIP register is modi- 
fied to point to the I/O instruction that received the SMI request. The processor will then automatically re-execute 
the I/O instruction that the SMI trapped. (The processor saves the necessary machine state to ensure that re- 
execution of the instruction is handled coherently. ) 


15 0 


F F Register Offset 
I/O Instruction Restart Field 
/O Instruction Restart Fie! 7FOOH 


Figure 30-5. 1/0 Instruction Restart Field 


If the I/O instruction restart field contains the value OOH when the RSM instruction is executed, then the processor 
begins program execution with the instruction following the I/O instruction. (When a repeat prefix is being used, 
the next instruction may be the next I/O instruction in the repeat loop.) Not re-executing the interrupted I/O 
instruction is the default behavior; the processor automatically initializes the I/O instruction restart field to OOH 
upon entering SMM. Table 30-8 summarizes the states of the I/O instruction restart field. 
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Table 30-8. 1/0 Instruction Restart Field Values 


Value of Flag After Value of Flag When Action of Processor When Exiting SMM 
Entry to SMM Exiting SMM 

OOH OOH Does not re-execute trapped I/O instruction. 
OOH FFH Re-executes trapped 1/0 instruction. 


The I/O instruction restart mechanism does not indicate the cause of the SMI. It is the responsibility of the SMI 
handler to examine the state of the processor to determine the cause of the SMI and to determine if an I/O instruc- 
tion was interrupted and should be restarted upon exiting SMM. If an SMI interrupt is signaled on a non-I/O instruc- 
tion boundary, setting the I/O instruction restart field to FFH prior to executing the RSM instruction will likely result 
in a program error. 


30.12.1 Back-to-Back SMI Interrupts When I/O Instruction Restart Is Being Used 


If an SMI interrupt is signaled while the processor is servicing an SMI interrupt that occurred on an I/O instruction 
boundary, the processor will service the new SMI request before restarting the originally interrupted I/O instruc- 
tion. If the I/O instruction restart field is set to FFH prior to returning from the second SMI handler, the EIP will point 
to an address different from the originally interrupted I/O instruction, which will likely lead to a program error. To 
avoid this situation, the SMI handler must be able to recognize the occurrence of back-to-back SMI interrupts when 
1/O instruction restart is being used and ensure that the handler sets the I/O instruction restart field to OOH prior 
to returning from the second invocation of the SMI handler. 


30.13. SMM MULTIPLE-PROCESSOR CONSIDERATIONS 


The following should be noted when designing multiple-processor systems: 
¢ Any processor in a multiprocessor system can respond to an SMM. 
¢ Each processor needs its own SMRAM space. This space can be in system memory or in a separate RAM. 


¢ The SMRAMs for different processors can be overlapped in the same memory space. The only stipulation is that 
each processor needs its own state save area and its own dynamic data storage area. (Also, for the Pentium 
and Intel486 processors, the SMBASE address must be located on a 32-KByte boundary.) Code and static data 
can be shared among processors. Overlapping SMRAM spaces can be done more efficiently with the P6 family 
processors because they do not require that the SMBASE address be on a 32-KByte boundary. 


¢ The SMI handler will need to initialize the SMBASE for each processor. 


* Processors can respond to local SMIs through their SMI# pins or to SMIs received through the APIC interface. 
The APIC interface can distribute SMIs to different processors. 


* Two or more processors can be executing in SMM at the same time. 


¢ When operating Pentium processors in dual processing (DP) mode, the SMIACT# pin is driven only by the MRM 
processor and should be sampled with ADS#. For additional details, see Chapter 14 of the Pentium Processor 
Family User’s Manual, Volume 1. 


SMM is not re-entrant, because the SMRAM State Save Map is fixed relative to the SMBASE. If there is a need to 
support two or more processors in SMM mode at the same time then each processor should have dedicated SMRAM 
spaces. This can be done by using the SMBASE Relocation feature (see Section 30.11). 


30.14 DEFAULT TREATMENT OF SMIS AND SMM WITH VMX OPERATION AND 
SMX OPERATION 


Under the default treatment, the interactions of SMIs and SMM with VMX operation are few. This section details 
those interactions. It also explains how this treatment affects SMX operation. 
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30.14.1 Default Treatment of SMI Delivery 


Ordinary SMI delivery saves processor state into SMRAM and then loads state based on architectural definitions. 
Under the default treatment, processors that support VMX operation perform SMI delivery as follows: 


enter SMM; 
save the following internal to the processor: 
CR4.VMXE 
an indication of whether the logical processor was in VMX operation (root or non-root) 
IF the logical processor is in VMX operation 
THEN 
save current VMCS pointer internal to the processor; 
leave VMX operation; 
save VMx-critical state defined below; 
Fl; 
IF the logical processor supports SMX operation 
THEN 
save internal to the logical processor an indication of whether the Intel® TXT private space is locked; 
IF the TXT private space is unlocked 
THEN lock the TXT private space; 
Fl; 
Fl; 
CR4.VMXE := 0; 
perform ordinary SMI delivery: 
save processor state in SMRAM; 
set processor state to standard SMM values;2 
invalidate linear mappings and combined mappings associated with VPID OOOOH (for all PCIDs); combined mappings for VPID OOOOH 
are invalidated for all EP4TA values (EP4TA is the value of bits 51:12 of EPTP; see Section 27.3); 


The pseudocode above makes reference to the saving of VMX-critical state. This state consists of the following: 
(1) SS.DPL (the current privilege level); (2) RFLAGS.VM?; (3) the state of blocking by STI and by MOV SS (see 
Table 23-3 in Section 23.4.2); (4) the state of virtual-NMI blocking (only if the processor is in VMX non-root oper- 
ation and the “virtual NMIs” VM-execution control is 1); and (5) an indication of whether an MTF VM exit is pending 
(see Section 24.5.2). These data may be saved internal to the processor or in the VMCS region of the current 
VMCS. Processors that do not support SMI recognition while there is blocking by STI or by MOV SS need not save 
the state of such blocking. 


If the logical processor supports the 1-setting of the “enable EPT” VM-execution control and the logical processor 
was in VMX non-root operation at the time of an SMI, it saves the value of that control into bit 0 of the 32-bit field 
at offset SMBASE + 8000H + 7EEOH (SMBASE + FEEOH; see Table 30-3).‘ If the logical processor was not in VMX 
non-root operation at the time of the SMI, it saves 0 into that bit. If the logical processor saves 1 into that bit (it 
was in VMX non-root operation and the “enable EPT” VM-execution control was 1), it saves the value of the EPT 
pointer (EPTP) into the 64-bit field at offset SMBASE + 8000H + 7ED8H (SMBASE + FED8H). 


Because SMI delivery causes a logical processor to leave VMX operation, all the controls associated with VMX non- 
root operation are disabled in SMM and thus cannot cause VM exits while the logical processor in SMM. 


2. This causes the logical processor to block INIT signals, NMIs, and SMls. 

3. Section 30.14 and Section 30.15 use the notation RAX, RIP, RSP, RFLAGS, etc. for processor registers because most processors that 
support VMX operation also support Intel 64 architecture. For processors that do not support Intel 64 architecture, this notation 
refers to the 32-bit forms of these registers (EAX, EIP, ESP, EFLAGS, etc.). In a few places, notation such as EAX is used to refer spe- 
cifically to the lower 32 bits of the register. 

4. “Enable EPT” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution controls 
is O, SMI functions as the “enable EPT” V/M-execution control were 0. See Section 23.6.2. 
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30.14.2 Default Treatment of RSM 


Ordinary execution of RSM restores processor state from SMRAM. Under the default treatment, processors that 
support VMX operation perform RSM as follows: 


IF VMXE = 1 in CR4 image in SMRAM 
THEN fail and enter shutdown state; 
ELSE 
restore state normally from SMRAM; 
invalidate linear mappings and combined mappings associated with all VPIDs and all PCIDs; combined mappings are invalidated 
for all EP4TA values (EP4TA is the value of bits 51:12 of EPTP; see Section 27.3); 
IF the logical processor supports SMX operation andthe Intel® TXT private space was unlocked at the time of the last SMI (as 


saved) 
THEN unlock the TXT private space; 
Fl; 
CR4.VMXE := value stored internally; 
IF internal storage indicates that the logical processor 
had been in VMX operation (root or non-root) 
THEN 
enter VMX operation (root or non-root); 
restore VMX-critical state as defined in Section 30.14.1; 
set to their fixed values any bits in CRO and CR4 whose values must be fixed in VMX operation (see Section 22.8);° 
IF RFLAGS.VM = 0 AND (in VMX root operation OR the “unrestricted guest” VM-execution control is 0)° 
THEN 
CS.RPL := SS.DPL; 
SS.RPL := SS.DPL; 
Fl; 
restore current VMCS pointer; 
Fl; 
leave SMM; 
IF logical processor will be in VMX operation or in SMX operation after RSM 
THEN block AZ0M and leave A20M mode; 
Fl; 
Fl; 


RSM unblocks SMIs. It restores the state of blocking by NMI (see Table 23-3 in Section 23.4.2) as follows: 


¢ If the RSM is not to VMX non-root operation or if the “virtual NMIs” VM-execution control will be 0, the state of 
NMI blocking is restored normally. 


° If the RSM is to VMX non-root operation and the “virtual NMIs” VM-execution control will be 1, NMIs are not 
blocked after RSM. The state of virtual-NMI blocking is restored as part of VMX-critical state. 


INIT signals are blocked after RSM if and only if the logical processor will be in VMX root operation. 


If RSM returns a logical processor to VMX non-root operation, it re-establishes the controls associated with the 
current VMCS. If the “interrupt-window exiting” VM-execution control is 1, a VM exit occurs immediately after RSM 
if the enabling conditions apply. The same is true for the “NMI-window exiting” VM-execution control. Such 

VM exits occur with their normal priority. See Section 24.2. 


If an MTF VM exit was pending at the time of the previous SMI, an MTF VM exit is pending on the instruction 
boundary following execution of RSM. The following items detail the treatment of MTF VM exits that may be 
pending following RSM: 


5. If the RSM is to VMX non-root operation and both the “unrestricted quest” VM-execution control and bit 31 of the primary proces- 
sor-based VM-execution controls will be 1, CRO.PE and CRO.PG retain the values that were loaded from SMRAM regardless of what is 
reported in the capability MSR IA32_VMX_CRO_FIXEDO. 

6. “Unrestricted quest” is a secondary processor-based VM-execution control. If bit 31 of the primary processor-based VM-execution 
controls is 0, VM entry functions as if the “unrestricted quest” VM-execution control were 0. See Section 23.6.2. 
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¢ System-management interrupts (SMIs), INIT signals, and higher priority events take priority over these MTF 
VM exits. These MTF VM exits take priority over debug-trap exceptions and lower priority events. 


° These MTF VM exits wake the logical processor if RSM caused the logical processor to enter the HLT state (see 
Section 30.10). They do not occur if the logical processor just entered the shutdown state. 


30.14.3 Protection of CR4.VMXE in SMM 


Under the default treatment, CR4.VMXE is treated as a reserved bit while a logical processor is in SMM. Any 
attempt by software running in SMM to set this bit causes a general-protection exception. In addition, software 
cannot use VMX instructions or enter VMX operation while in SMM. 


30.14.4 VWMXOFF and SMI Unblocking 


The VMXOFF instruction can be executed only with the default treatment (see Section 30.15.1) and only outside 
SMM. If SMIs are blocked when VMXOFF is executed, VMXOFF unblocks them unless 
IA32_SMM_MONITOR_CTLI[bit 2] is 1 (see Section 30.15.5 for details regarding this MSR).” Section 30.15.7 iden- 
tifies a case in which SMIs may be blocked when VMXOFF is executed. 


Not all processors allow this bit to be set to 1. Software should consult the VMX capability MSR IA32_VMX_MISC 
(see Appendix A.6) to determine whether this is allowed. 


30.15 DUAL-MONITOR TREATMENT OF SMis AND SMM 


Dual-monitor treatment is activated through the cooperation of the executive monitor (the VMM that operates 
outside of SMM to provide basic virtualization) and the SMM-transfer monitor (STM; the VMM that operates 
inside SMM—while in VMX operation—to support system-management functions). Control is transferred to the STM 
through VM exits; VM entries are used to return from SMM. 


The dual-monitor treatment may not be supported by all processors. Software should consult the VMX capability 
MSR IA32_VMX_BASIC (see Appendix A.1) to determine whether it is supported. 


30.15.1 Dual-Monitor Treatment Overview 


The dual-monitor treatment uses an executive monitor and an SMM-transfer monitor (STM). Transitions from the 
executive monitor or its guests to the STM are called SMM VM exits and are discussed in Section 30.15.2. SMM 
VM exits are caused by SMIs as well as executions of VMCALL in VMX root operation. The latter allow the executive 
monitor to call the STM for service. 


The STM runs in VMX root operation and uses VMX instructions to establish a VMCS and perform VM entries to its 
own guests. This is done all inside SMM (see Section 30.15.3). The STM returns from SMM, not by using the RSM 
instruction, but by using a VM entry that returns from SMM. Such VM entries are described in Section 30.15.4. 


Initially, there is no STM and the default treatment (Section 30.14) is used. The dual-monitor treatment is not used 
until it is enabled and activated. The steps to do this are described in Section 30.15.5 and Section 30.15.6. 


It is not possible to leave VMX operation under the dual-monitor treatment; VMXOFF will fail if executed. The dual- 
monitor treatment must be deactivated first. The STM deactivates dual-monitor treatment using a VM entry that 
returns from SMM with the “deactivate dual-monitor treatment” VM-entry control set to 1 (see Section 30.15.7). 


The executive monitor configures any VMCS that it uses for VM exits to the executive monitor. SMM VM exits, which 
transfer control to the STM, use a different VMCS. Under the dual-monitor treatment, each logical processor uses 
a separate VMCS called the SMM-transfer VMCS. When the dual-monitor treatment is active, the logical 
processor maintains another VMCS pointer called the SMM-transfer VMCS pointer. The SMM-transfer VMCS 
pointer is established when the dual-monitor treatment is activated. 


7. Setting IA32_SMM_MONITOR_CTL[bit 2] to 1 prevents VMXOFF from unblocking SMIs regardless of the value of the register’s valid 
bit (bit 0). 
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30.15.2 SMM VM Exits 
An SMM VM exit is a VM exit that begins outside SMM and that ends in SMM. 


Unlike other VM exits, SMM VM exits can begin in VMX root operation. SMM VM exits result from the arrival of an 
SMI outside SMM or from execution of VMCALL in VMX root operation outside SMM. Execution of VMCALL in VMX 
root operation causes an SMM VM exit only if the valid bit is set in the IA32_SMM_MONITOR_CTL MSR (see Section 
30.15.5). 


Execution of VMCALL in VMX root operation causes an SMM VM exit even under the default treatment. This SMM 
VM exit activates the dual-monitor treatment (see Section 30.15.6). 


Differences between SMM VM exits and other VM exits are detailed in Sections 30.15.2.1 through 30.15.2.5. 
Differences between SMM VM exits that activate the dual-monitor treatment and other SMM VM exits are described 
in Section 30.15.6. 


30.15.2.1 Architectural State Before a VM Exit 


System-management interrupts (SMIs) that cause SMM VM exits always do so directly. They do not save state to 
SMRAM as they do under the default treatment. 


30.15.2.2 Updating the Current-VMCS and Executive-VMCS Pointers 

SMM VM exits begin by performing the following steps: 

1. The executive-VMCS pointer field in the SMM-transfer VMCS is loaded as follows: 
— Ifthe SMM VM exit commenced in VMX non-root operation, it receives the current-VMCS pointer. 
— Ifthe SMM VM exit commenced in VMX root operation, it receives the VMXON pointer. 

2. The current-VMCS pointer is loaded with the value of the SMM-transfer VMCS pointer. 


The last step ensures that the current VMCS is the SMM-transfer VMCS. VM-exit information is recorded in that 
VMCS, and VM-entry control fields in that VMCS are updated. State is saved into the guest-state area of that VMCS. 
The VM-exit controls and host-state area of that VMCS determine how the VM exit operates. 


30.15.2.3 Recording VM-Exit Information 


SMM VM exits differ from other VM exit with regard to the way they record VM-exit information. The differences 
follow. 


e Exit reason. 


— Bits 15:0 of this field contain the basic exit reason. The field is loaded with the reason for the SMM VM exit: 
I/O SMI (an SMI arrived immediately after retirement of an I/O instruction), other SMI, or VMCALL. See 
Appendix C, “VMX Basic Exit Reasons”. 


— SMM VM exits are the only VM exits that may occur in VMX root operation. Because the SMM-transfer 
monitor may need to know whether it was invoked from VMX root or VMX non-root operation, this 
information is stored in bit 29 of the exit-reason field (see Table 23-16 in Section 23.9.1). The bit is set by 
SMM VM exits from VMX root operation. 


— Ifthe SMM VM exit occurred in VMX non-root operation and an MTF VM exit was pending, bit 28 of the exit- 
reason field is set; otherwise, it is cleared. 


— Bits 27:16 and bits 31:30 are cleared. 


° Exit qualification. For an SMM VM exit due an SMI that arrives immediately after the retirement of an I/O 
instruction, the exit qualification contains information about the I/O instruction that retired immediately before 
the SMI. It has the format given in Table 30-9. 


* Guest linear address. This field is used for VM exits due to SMIs that arrive immediately after the retirement 
of an INS or OUTS instruction for which the relevant segment (ES for INS; DS for OUTS unless overridden by 
an instruction prefix) is usable. The field receives the value of the linear address generated by ES:(E)DI (for 
INS) or segment:(E)SI (for OUTS; the default segment is DS but can be overridden by a segment override 
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Table 30-9. Exit Qualification for SMls That Arrive Immediately After the Retirement of an I/O Instruction 


Bit Position(s) Contents 

2:0 Size of access: 
0 = 1-byte 
1 = 2-byte 
3 = 4-byte 


Other values not used. 


3 Direction of the attempted access (0 = OUT, 1 = IN) 

4 String instruction (0 = not string; 1 = string) 

5 REP prefixed (O = not REP; 1 = REP) 

6 Operand encoding (0 = DX, 1 = immediate) 

15:7 Reserved (cleared to 0) 

31:16 Port number (as specified in the I/O instruction) 

63:32 Reserved (cleared to 0). These bits exist only on processors 


that support Intel 64 architecture. 


prefix) at the time the instruction started. If the relevant segment is not usable, the value is undefined. On 
processors that support Intel 64 architecture, bits 63:32 are clear if the logical processor was not in 64-bit 
mode before the VM exit. 


¢ 1/0 RCX, I/O RSI, I/O RDI, and I/O RIP. For an SMM VM exit due an SMI that arrives immediately after 
the retirement of an I/O instruction, these fields receive the values that were in RCX, RSI, RDI, and RIP, respec- 
tively, before the I/O instruction executed. Thus, the value saved for I/O RIP addresses the I/O instruction. 


30.15.2.4 Saving Guest State 
SMM VM exits save the contents of the SMBASE register into the corresponding field in the guest-state area. 


The value of the VMX-preemption timer is saved into the corresponding field in the guest-state area if the “save 
VMX-preemption timer value” VM-exit control is 1. That field becomes undefined if, in addition, either the SMM 
VM exit is from VMX root operation or the SMM VM exit is from VMX non-root operation and the “activate VMX- 
preemption timer” VM-execution control is 0. 


30.15.2.5 Updating State 


If an SMM VM exit is from VMX non-root operation and the “Intel PT uses guest physical addresses” VM-execution 
control is 1, the IA32_RTIT_CTL MSR is cleared to 00000000_00000000H.8 This is done even if the “clear 
IA32_RTIT_CTL” VM-exit control is 0. 


SMM VM exits affect the non-register state of a logical processor as follows: 


¢ SMM VM exits cause non-maskable interrupts (NMIs) to be blocked; they may be unblocked through execution 
of IRET or through a VM entry (depending on the value loaded for the interruptibility state and the setting of 
the “virtual NMIs” VM-execution control). 


¢ SMM VM exits cause SMIs to be blocked; they may be unblocked by a VM entry that returns from SMM (see 
Section 30.15.4). 


8. In this situation, the value of this MSR was saved earlier into the quest-state area. All VM exits save this MSR if the 1-setting of the 
“load IA32_RTIT_CTL” VM-entry control is supported (see Section 26.3.1), which must be the case if the “Intel PT uses guest physi- 
cal addresses” VM-execution control is 1 (see Section 25.2.1.1). 
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SMM VM exits invalidate linear mappings and combined mappings associated with VPID OOOOH for all PCIDs. 
Combined mappings for VPID OOOOH are invalidated for all EP4TA values (EP4TA is the value of bits 51:12 of EPTP; 
see Section 27.3). (Ordinary VM exits are not required to perform such invalidation if the “enable VPID” VM-execu- 
tion control is 1; see Section 26.5.5.) 


30.15.3 Operation of the SMM-Transfer Monitor 


Once invoked, the SMM-transfer monitor (STM) is in VMX root operation and can use VMX instructions to configure 
VMCSs and to cause VM entries to virtual machines supported by those structures. As noted in Section 30.15.1, the 
VMXOFF instruction cannot be used under the dual-monitor treatment and thus cannot be used by the STM. 


The RSM instruction also cannot be used under the dual-monitor treatment. As noted in Section 24.1.3, it causes a 
VM exit if executed in SMM in VMX non-root operation. If executed in VMX root operation, it causes an invalid- 
opcode exception. The STM uses VM entries to return from SMM (see Section 30.15.4). 


30.15.4 VM Entries that Return from SMM 


The SMM-transfer monitor (STM) returns from SMM using a VM entry with the “entry to SMM” VM-entry control 
clear. VM entries that return from SMM reverse the effects of an SMM VM exit (see Section 30.15.2). 


VM entries that return from SMM may differ from other VM entries in that they do not necessarily enter VMX non- 
root operation. If the executive-VMCS pointer field in the current VMCS contains the VMXON pointer, the logical 
processor remains in VMX root operation after VM entry. 


For differences between VM entries that return from SMM and other VM entries see Sections 30.15.4.1 through 
30.15.4.10. 


30.15.4.1 Checks on the Executive-VMCS Pointer Field 


VM entries that return from SMM perform the following checks on the executive-VMCS pointer field in the current 
VMCS: 

¢ Bits 11:0 must be 0. 

* The pointer must not set any bits beyond the processor’s physical-address width.9:1° 


¢ The 32 bits located in memory referenced by the physical address in the pointer must contain the processor's 
VMCS revision identifier (see Section 23.2). 


The checks above are performed before the checks described in Section 30.15.4.2 and before any of the following 
checks: 


° ‘If the “deactivate dual-monitor treatment” VM-entry control is 0 and the executive-VMCS pointer field does not 
contain the VMXON pointer, the launch state of the executive VMCS (the VMCS referenced by the executive- 
VMCS pointer field) must be launched (see Section 23.11.3). 


° If the “deactivate dual-monitor treatment” VM-entry control is 1, the executive-VMCS pointer field must 
contain the VMXON pointer (see Section 30.15.7).!4 


30.15.4.2 Checks on VM-Execution Control Fields 


VM entries that return from SMM differ from other VM entries with regard to the checks performed on the VM- 
execution control fields specified in Section 25.2.1.1. They do not apply the checks to the current VMCS. Instead, 
VM-entry behavior depends on whether the executive-VMCS pointer field contains the VMXON pointer: 


9. Software can determine a processor's physical-address width by executing CPUID with 8OOOO008H in EAX. The physical-address 
width is returned in bits 7:0 of EAX. 


10. If [A32_VMX_BASIC[48] is read as 1, this pointer must not set any bits in the range 63:32; see Appendix A.1. 


11. The STM can determine the VMXON pointer by reading the executive-VMCS pointer field in the current VMCS after the SMM VM exit 
that activates the dual-monitor treatment. 
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¢ = If the executive-VMCS pointer field contains the VMXON pointer (the VM entry remains in VMX root operation), 
the checks are not performed at all. 


¢ If the executive-VMCS pointer field does not contain the VMXON pointer (the VM entry enters VMX non-root 
operation), the checks are performed on the VM-execution control fields in the executive VMCS (the VMCS 
referenced by the executive-VMCS pointer field in the current VMCS). These checks are performed after 
checking the executive-VMCS pointer field itself (for proper alignment). 


Other VM entries ensure that, if “activate VMX-preemption timer” VM-execution control is 0, the “save VMX- 
preemption timer value” VM-exit control is also 0. This check is not performed by VM entries that return from SMM. 


30.15.4.3 Checks on VM-Entry Control Fields 


VM entries that return from SMM differ from other VM entries with regard to the checks performed on the VM-entry 
control fields specified in Section 25.2.1.3. 


Specifically, if the executive-VMCS pointer field contains the VMXON pointer (the VM entry remains in VMX root 
operation), the VM-entry interruption-information field must not indicate injection of a pending MTF VM exit (see 
Section 25.6.2). Specifically, the following cannot all be true for that field: 


¢ the valid bit (bit 31) is 1 
¢ the interruption type (bits 10:8) is 7 (other event); and 
¢ the vector (bits 7:0) is 0 (pending MTF VM exit). 


30.15.4.4 Checks on the Guest State Area 


Section 25.3.1 specifies checks performed on fields in the guest-state area of the VMCS. Some of these checks are 
conditioned on the settings of certain VM-execution controls (e.g., “virtual NMIs” or “unrestricted guest”). 

VM entries that return from SMM modify these checks based on whether the executive-VMCS pointer field contains 
the VMXON pointer: !2 


¢ If the executive-VMCS pointer field contains the VMXON pointer (the VM entry remains in VMX root operation), 
the checks are performed as all relevant VM-execution controls were 0. (As a result, some checks may not be 
performed at all.) 


e If the executive-VMCS pointer field does not contain the VMXON pointer (the VM entry enters VMX non-root 
operation), this check is performed based on the settings of the VM-execution controls in the executive VMCS 
(the VMCS referenced by the executive-VMCS pointer field in the current VMCS). 


For VM entries that return from SMM, the activity-state field must not indicate the wait-for-SIPI state if the execu- 
tive-VMCS pointer field contains the VMXON pointer (the VM entry is to VMX root operation). 


30.15.4.5 Loading Guest State 
VM entries that return from SMM load the SMBASE register from the SMBASE field. 


VM entries that return from SMM invalidate linear mappings and combined mappings associated with all VPIDs. 
Combined mappings are invalidated for all EP4TA values (EP4TA is the value of bits 51:12 of EPTP; see Section 
27.3). (Ordinary VM entries are required to perform such invalidation only for VPID OOOOH and are not required to 
do even that if the “enable VPID” VM-execution control is 1; see Section 25.3.2.5.) 


30.15.4.6 VMX-Preemption Timer 


A VM entry that returns from SMM activates the VMX-preemption timer only if the executive-VMCS pointer field 
does not contain the VMXON pointer (the VM entry enters VMX non-root operation) and the “activate VMX-preemp- 
tion timer” VM-execution control is 1 in the executive VMCS (the VMCS referenced by the executive-VMCS pointer 
field). In this case, VM entry starts the VMX-preemption timer with the value in the VMX-preemption timer-value 
field in the current VMCS. 


12. The STM can determine the VMXON pointer by reading the executive-VMCS pointer field in the current VMCS after the SMM VM exit 
that activates the dual-monitor treatment. 
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30.15.4.7 Updating the Current-VMCS and SMM-Transfer VMCS Pointers 


Successful VM entries (returning from SMM) load the SMM-transfer VMCS pointer with the current-VMCS pointer. 
Following this, they load the current-VMCS pointer from a field in the current VMCS: 


° If the executive-VMCS pointer field contains the VMXON pointer (the VM entry remains in VMX root operation), 
the current-VMCS pointer is loaded from the VMCS-link pointer field. 


° If the executive-VMCS pointer field does not contain the VMXON pointer (the VM entry enters VMX non-root 
operation), the current-VMCS pointer is loaded with the value of the executive-VMCS pointer field. 


If the VM entry successfully enters VMX non-root operation, the VM-execution controls in effect after the VM entry 
are those from the new current VMCS. This includes any structures external to the VMCS referenced by VM-execu- 
tion control fields. 


The updating of these VMCS pointers occurs before event injection. Event injection is determined, however, by the 
VM-entry control fields in the VMCS that was current when the VM entry commenced. 


30.15.4.8 VM Exits Induced by VM Entry 


Section 25.6.1.2 describes how the event-delivery process invoked by event injection may lead to a VM exit. 
Section 25.7.3 to Section 25.7.7 describe other situations that may cause a VM exit to occur immediately after a 
VM entry. 


Whether these VM exits occur is determined by the VM-execution control fields in the current VMCS. For VM entries 
that return from SMM, they can occur only if the executive-VMCS pointer field does not contain the VMXON pointer 
(the VM entry enters VMX non-root operation). 


In this case, determination is based on the VM-execution control fields in the VMCS that is current after the 

VM entry. This is the VMCS referenced by the value of the executive-VMCS pointer field at the time of the VM entry 
(see Section 30.15.4.7). This VMCS also controls the delivery of such VM exits. Thus, VM exits induced by a 

VM entry returning from SMM are to the executive monitor and not to the STM. 


30.15.4.9 SMI Blocking 


VM entries that return from SMM determine the blocking of system-management interrupts (SMIs) as follows: 


¢ If the “deactivate dual-monitor treatment” VM-entry control is 0, SMIs are blocked after VM entry if and only if 
the bit 2 in the interruptibility-state field is 1. 


e If the “deactivate dual-monitor treatment” VM-entry control is 1, the blocking of SMIs depends on whether the 
logical processor is in SMX operation: !3 


— Ifthe logical processor is in SMX operation, SMIs are blocked after VM entry. 
— Ifthe logical processor is outside SMX operation, SMIs are unblocked after VM entry. 


VM entries that return from SMM and that do not deactivate the dual-monitor treatment may leave SMIs blocked. 
This feature exists to allow the STM to invoke functionality outside of SMM without unblocking SMIs. 


30.15.4.10 Failures of VM Entries That Return from SMM 


Section 25.8 describes the treatment of VM entries that fail during or after loading guest state. Such failures record 
information in the VM-exit information fields and load processor state as would be done on a VM exit. The VMCS 
used is the one that was current before the VM entry commenced. Control is thus transferred to the STM and the 
logical processor remains in SMM. 


13. A logical processor is in SMX operation if GETSEC[SEXIT] has not been executed since the last execution of GETSEC[SENTER]. A logi- 
cal processor is outside SMX operation if GETSEC[SENTER] has not been executed or if GETSEC[SEXIT] was executed after the last 
execution of GETSEC[SENTER]. See Chapter 6, “Safer Mode Extensions Reference,” in the Intel® 64 and IA-32 Architectures Soft- 
ware Developer's Manual, Volume 2D. 
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30.15.5 Enabling the Dual-Monitor Treatment 


Code and data for the SMM-transfer monitor (STM) reside in a region of SMRAM called the monitor segment 
(MSEG). Code running in SMM determines the location of MSEG and establishes its content. This code is also 
responsible for enabling the dual-monitor treatment. 


SMM code enables the dual-monitor treatment and specifies the location of MSEG by writing to the 
IA32_SMM_MONITOR_CTL MSR (index 9BH). The MSR has the following format: 


Bit 0 is the register’s valid bit. The STM may be invoked using VMCALL only if this bit is 1. Because VMCALL is 
used to activate the dual-monitor treatment (see Section 30.15.6), the dual-monitor treatment cannot be 
activated if the bit is 0. This bit is cleared when the logical processor is reset. 


Bit 1 is reserved. 


Bit 2 determines whether executions of VMXOFF unblock SMIs under the default treatment of SMIs and SMM. 
Executions of VMXOFF unblock SMIs unless bit 2 is 1 (the value of bit 0 is irrelevant). See Section 30.14.4. 


Certain leaf functions of the GETSEC instruction clear this bit (see Chapter 6, “Safer Mode Extensions 
Reference,” in Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2D). 


Bits 11:3 are reserved. 


Bits 31:12 contain a value that, when shifted left 12 bits, is the physical address of MSEG (the MSEG base 
address). 


Bits 63:32 are reserved. 


The following items detail use of this MSR: 


The IA32_SMM_MONITOR_CTL MSR is supported only on processors that support the dual-monitor 
treatment.!* On other processors, accesses to the MSR using RDMSR or WRMSR generate a general-protection 
fault (#GP(0)). 


A write to the IA32_SMM_MONITOR_CTL MSR using WRMSR generates a general-protection fault (#GP(0)) if 
executed outside of SMM or if an attempt is made to set any reserved bit. An attempt to write to the 
IA32_SMM_MONITOR_CTL MSR fails if made as part of a VM exit that does not end in SMM or part of a 

VM entry that does not begin in SMM. 

Reads from the IA32_SMM_MONITOR_CTL MSR using RDMSR are allowed any time RDMSR is allowed. The 
MSR may be read as part of any VM exit. 


The dual-monitor treatment can be activated only if the valid bit in the MSR is set to 1. 


The 32 bytes located at the MSEG base address are called the MSEG header. The format of the MSEG header is 
given in Table 30-10 (each field is 32 bits). 


Table 30-10. Format of MSEG Header 


Byte Offset Field 

0 MSEG-header revision identifier 
4 SMM-transfer monitor features 
8 GDTR limit 

12 GDTR base offset 

16 CS selector 

20 EIP offset 

24 ESP offset 

28 CR3 offset 


14. Software should consult the VMX capability MSR [A32_VMX_BASIC (see Appendix A.1) to determine whether the dual-monitor 
treatment is supported. 
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To ensure proper behavior in VMX operation, software should maintain the MSEG header in writeback cacheable 
memory. Future implementations may allow or require a different memory type.!° Software should consult the 
VMX capability MSR IA32_VMX_BASIC (see Appendix A.1). 


SMM code should enable the dual-monitor treatment (by setting the valid bit in IA32_SMM_MONITOR_CTL MSR) 
only after establishing the content of the MSEG header as follows: 


¢ Bytes 3:0 contain the MSEG revision identifier. Different processors may use different MSEG revision identi- 
fiers. These identifiers enable software to avoid using an MSEG header formatted for one processor ona 
processor that uses a different format. Software can discover the MSEG revision identifier that a processor uses 
by reading the VMX capability MSR IA32_VMX_MISC (see Appendix A.6). 


¢ Bytes 7:4 contain the SMM-transfer monitor features field. Bits 31:1 of this field are reserved and must be 


zero. Bit O of the field is the IA-32e mode SMM feature bit. It indicates whether the logical processor will be 
in IA-32e mode after the STM is activated (see Section 30.15.6). 


¢ Bytes 31:8 contain fields that determine how processor state is loaded when the STM is activated (see Section 


30.15.6.5). SMM code should establish these fields so that activating of the STM invokes the STM’s initialization 
code. 


30.15.6 Activating the Dual-Monitor Treatment 


The dual-monitor treatment may be enabled by SMM code as described in Section 30.15.5. The dual-monitor treat- 
ment is activated only if it is enabled and only by the executive monitor. The executive monitor activates the dual- 
monitor treatment by executing VMCALL in VMX root operation. 


When VMCALL activates the dual-monitor treatment, it causes an SMM VM exit. Differences between this SMM 
VM exit and other SMM VM exits are discussed in Sections 30.15.6.1 through 30.15.6.6. See also “VMCALL—Call to 
VM Monitor” in Chapter 29. 


30.15.6.1 Initial Checks 


An execution of VMCALL attempts to activate the dual-monitor treatment if (1) the processor supports the dual- 
monitor treatment; /© (2) the logical processor is in VMX root operation; (3) the logical processor is outside SMM 
and the valid bit is set in the IA832_SMM_MONITOR_CTL MSR; (4) the logical processor is not in virtual-8086 mode 
and not in compatibility mode; (5) CPL = 0; and (6) the dual-monitor treatment is not active. 


Such an execution of VMCALL begins with some initial checks. These checks are performed before updating the 
current-VMCS pointer and the executive-VMCS pointer field (see Section 30.15.2.2). 


The VMCS that manages SMM VM exit caused by this VMCALL is the current VMCS established by the executive 
monitor. The VMCALL performs the following checks on the current VMCS in the order indicated: 


1. There must be a current VMCS pointer. 

2. The launch state of the current VMCS must be clear. 

3. Reserved bits in the VM-exit controls in the current VMCS must be set properly. Software may consult the VMX 
capability MSR IA32_VMX_EXIT_CTLS to determine the proper settings (see Appendix A.4). 


If any of these checks fail, subsequent checks are skipped and VMCALL fails. If all these checks succeed, the logical 
processor uses the IA32_SMM_MONITOR_CTL MSR to determine the base address of MSEG. The following checks 
are performed in the order indicated: 


1. The logical processor reads the 32 bits at the base of MSEG and compares them to the processor’s MSEG 
revision identifier. 


15. Alternatively, software may map the MSEG header with the UC memory type; this may be necessary, depending on how memory is 
organized. Doing so is strongly discouraged unless necessary as it will cause the performance of transitions using those structures 
to suffer significantly. In addition, the processor will continue to use the memory type reported in the VMX capability MSR 
IA32_VMX_BASIC with exceptions noted in Appendix A.1. 

16. Software should consult the VMX capability MSR IA32_VMX_BASIC (see Appendix A.1) to determine whether the dual-monitor 
treatment is supported. 
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2. The logical processor reads the SMM-transfer monitor features field: 


— Bit 0 of the field is the IA-32e mode SMM feature bit, and it indicates whether the logical processor will be 
in IA-32e mode after the SMM-transfer monitor (STM) is activated. 


¢ If the VMCALL is executed on a processor that does not support Intel 64 architecture, the IA-32e mode 
SMM feature bit must be 0. 


¢ If the VMCALL is executed in 64-bit mode, the IA-32e mode SMM feature bit must be 1. 
— Bits 31:1 of this field are currently reserved and must be zero. 
If any of these checks fail, subsequent checks are skipped and the VMCALL fails. 


30.15.6.2 Updating the Current-VMCS and Executive-VMCS Pointers 


Before performing the steps in Section 30.15.2.2, SMM VM exits that activate the dual-monitor treatment begin by 
loading the SMM-transfer VMCS pointer with the value of the current-VMCS pointer. 


30.15.6.3 Saving Guest State 


As noted in Section 30.15.2.4, SMM VM exits save the contents of the SMBASE register into the corresponding field 
in the guest-state area. While this is true also for SMM VM exits that activate the dual-monitor treatment, the 
VMCS used for those VM exits exists outside SMRAM. 


The SMM-transfer monitor (STM) can also discover the current value of the SMBASE register by using the RDMSR 
instruction to read the IA32_SMBASE MSR (MSR address 9EH). The following items detail use of this MSR: 


¢ The MSR is supported only if IA32_VMX_MISC[15] = 1 (see Appendix A.6). 


° Awrite to the IA32_SMBASE MSR using WRMSR generates a general-protection fault (#GP(0)). An attempt to 
write to the IA32_SMBASE MSR fails if made as part of a VM exit or part of a VM entry. 


° Aread from the IA32_SMBASE MSR using RDMSR generates a general-protection fault (#GP(0)) if executed 
outside of SMM. An attempt to read from the IA32_SMBASE MSR fails if made as part of a VM exit that does not 
end in SMM. 


30.15.6.4 Saving MSRs 


The VM-exit MSR-store area is not used by SMM VM exits that activate the dual-monitor treatment. No MSRs are 
saved into that area. 


30.15.6.5 Loading Host State 


The VMCS that is current during an SMM VM exit that activates the dual-monitor treatment was established by the 
executive monitor. It does not contain the VM-exit controls and host state required to initialize the STM. For this 
reason, such SMM VM exits do not load processor state as described in Section 26.5. Instead, state is set to fixed 
values or loaded based on the content of the MSEG header (see Table 30-10): 


* CRO is set to as follows: 
— PG, NE, ET, MP, and PE are all set to 1. 
— CD and NW are left unchanged. 
— All other bits are cleared to 0. 
°* CR3 is set as follows: 
— Bits 63:32 are cleared on processors that support IA-32e mode. 


— Bits 31:12 are set to bits 31:12 of the sum of the MSEG base address and the CR3-offset field in the MSEG 
header. 


— Bits 11:5 and bits 2:0 are cleared (the corresponding bits in the CR3-offset field in the MSEG header are 
ignored). 
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— Bits 4:3 are set to bits 4:3 of the CR3-offset field in the MSEG header. 
° CR¢4 is set as follows: 

— MCE, PGE, CET, and PCIDE are cleared. 

— PAE is set to the value of the IA-32e mode SMM feature bit. 


— Ifthe IA-32e mode SMM feature bit is clear, PSE is set to 1 if supported by the processor; if the bit is set, 
PSE is cleared. 


— All other bits are unchanged. 
° DR7 is set to 400H. 
¢ The IA32_DEBUGCTL MSR is cleared to 0O000000_O00000000H. 
° The registers CS, SS, DS, ES, FS, and GS are loaded as follows: 
— All registers are usable. 


— CS.selector is loaded from the corresponding field in the MSEG header (the high 16 bits are ignored), with 
bits 2:0 cleared to O. If the result is OOOOH, CS.selector is set to OOO8H. 


— The selectors for SS, DS, ES, FS, and GS are set to CS.selector+0008H. If the result is OOOOH (if the CS 
selector was FFF8H), these selectors are instead set to OOO8H. 


— The base addresses of all registers are cleared to zero. 
— The segment limits for all registers are set to FFFFFFFFH. 
— The AR bytes for the registers are set as follows: 
¢ CS.Type is set to 11 (execute/read, accessed, non-conforming code segment). 
¢ For SS, DS, ES, FS, and GS, the Type is set to 3 (read/write, accessed, expand-up data segment). 
¢ The S bits for all registers are set to 1. 
¢ The DPL for each register is set to 0. 
¢ The P bits for all registers are set to 1. 


* On processors that support Intel 64 architecture, CS.Lis loaded with the value of the IA-32e mode SMM 
feature bit. 


¢ CS.D is loaded with the inverse of the value of the IA-32e mode SMM feature bit. 
¢ For each of SS, DS, ES, FS, and GS, the D/B bit is set to 1. 
¢ The G bits for all registers are set to 1. 


¢ LDTR is unusable. The LDTR selector is cleared to OOOOH, and the register is otherwise undefined (although the 
base address is always canonical) 


° GDTR.base is set to the sum of the MSEG base address and the GDTR base-offset field in the MSEG header 
(bits 63:32 are always cleared on processors that support IA-32e mode). GDTR. limit is set to the corresponding 
field in the MSEG header (the high 16 bits are ignored). 


¢ IDTR.base is unchanged. IDTR.|limit is cleared to OOOOH. 


° RIP is set to the sum of the MSEG base address and the value of the RIP-offset field in the MSEG header 
(bits 63:32 are always cleared on logical processors that support IA-32e mode). 


® RSP is set to the sum of the MSEG base address and the value of the RSP-offset field in the MSEG header 
(bits 63:32 are always cleared on logical processor that supports IA-32e mode). 


® RFLAGS is cleared, except bit 1, which is always set. 
¢ The logical processor is left in the active state. 
¢ Event blocking after the SMM VM exit is as follows: 
— There is no blocking by STI or by MOV SS. 
— There is blocking by non-maskable interrupts (NMIs) and by SMIs. 
¢ There are no pending debug exceptions after the SMM VM exit. 
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¢ For processors that support IA-32e mode, the IA32_EFER MSR is modified so that LME and LMA both contain 
the value of the IA-32e mode SMM feature bit. 


If any of CR3[63:5], CR4.PAE, CR4.PSE, or IA32_EFER.LMA is changing, the TLBs are updated so that, after 

VM exit, the logical processor does not use translations that were cached before the transition. This is not neces- 
sary for changes that would not affect paging due to the settings of other bits (for example, changes to CR4.PSE if 
IA32_EFER.LMA was 1 before and after the transition). 


30.15.6.6 Loading MSRs 


The VM-exit MSR-load area is not used by SMM VM exits that activate the dual-monitor treatment. No MSRs are 
loaded from that area. 


30.15.7 Deactivating the Dual-Monitor Treatment 


The SMM-transfer monitor may deactivate the dual-monitor treatment and return the processor to default treat- 
ment of SMIs and SMM (see Section 30.14). It does this by executing a VM entry with the “deactivate dual-monitor 
treatment” VM-entry control set to 1. 


As noted in Section 25.2.1.3 and Section 30.15.4.1, an attempt to deactivate the dual-monitor treatment fails in 
the following situations: (1) the processor is not in SMM; (2) the “entry to SMM” VM-entry control is 1; or (3) the 
executive-VMCS pointer does not contain the VMXON pointer (the VM entry is to VMX non-root operation). 


As noted in Section 30.15.4.9, VM entries that deactivate the dual-monitor treatment ignore the SMI bit in the 
interruptibility-state field of the guest-state area. Instead, the blocking of SMIs following such a VM entry depends 
on whether the logical processor is in SMX operation: !7 


¢ If the logical processor is in SMX operation, SMIs are blocked after VM entry. SMIs may later be unblocked by 
the VMXOFF instruction (see Section 30.14.4) or by certain leaf functions of the GETSEC instruction (see 
Chapter 6, “Safer Mode Extensions Reference,” in Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 2D). 


¢ If the logical processor is outside SMX operation, SMIs are unblocked after VM entry. 


30.16 SMI AND PROCESSOR EXTENDED STATE MANAGEMENT 


On processors that support processor extended states using XSAVE/XRSTOR (see Chapter 13, “Managing State 
Using the XSAVE Feature Set” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1), 
the processor does not save any XSAVE/XRSTOR related state on an SMI. It is the responsibility of the SMI handler 
code to properly preserve the state information (including CR4.0SXSAVE, XCRO, and possibly processor extended 
states using XSAVE/XRSTOR). Therefore, the SMI handler must follow the rules described in Chapter 13, 
“Managing State Using the XSAVE Feature Set” of the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 1. 


30.17 MODEL-SPECIFIC SYSTEM MANAGEMENT ENHANCEMENT 


This section describes enhancement of system management features that apply only to the 4th generation Intel 
Core processors. These features are model-specific. BIOS and SMM handler must use CPUID to enumerate 
DisplayFamily_DisplayModel signature when programming with these interfaces. 


17. A logical processor is in SMX operation if GETSEC[SEXIT] has not been executed since the last execution of GETSEC[SENTER]. A logi- 
cal processor is outside SMX operation if GETSEC[SENTER] has not been executed or if GETSEC[SEXIT] was executed after the last 
execution of GETSEC[SENTER]. See Chapter 6, “Safer Mode Extensions Reference,” in Intel® 64 and IA-32 Architectures Software 
Developer's Manual, Volume 2B. 
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30.17.1 SMM Handler Code Access Control 


The BIOS may choose to restrict the address ranges of code that SMM handler executes. When SMM handler code 
execution check is enabled, an attempt by the SMM handler to execute outside the ranges specified by SMRR (see 
Section 30.4.2.1) will cause the assertion of an unrecoverable machine check exception (MCE). 


The interface to enable SMM handler code access check resides in a per-package scope model-specific register 
MSR_SMM_FEATURE_CONTROL at address 4E0H. An attempt to access MSR_SMM_FEATURE_CONTROL outside of 
SMM will cause a #GP. Writes to MSR_SMM_FEATURE_CONTROL is further protected by configuration interface of 
MSR_SMM_MCA_CAP at address 17DH. 


Details of the interface of MSR_SMM_FEATURE_CONTROL and MSR_SMM_MCA_CAP are described in Table 2-29 in 
Chapter 2, “Model-Specific Registers (MSRs)” of the Inte/® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 4. 


30.17.2 SMI Delivery Delay Reporting 


Entry into the system management mode occurs at instruction boundary. In situations where a logical processor is 
executing an instruction involving a long flow of internal operations, servicing an SMI by that logical processor will 
be delayed. Delayed servicing of SMI of each logical processor due to executing long flows of internal operation in 
a physical processor can be queried via a package-scope register MSR_SMM_DELAYED at address 4E2H. 


The interface to enable reporting of SMI delivery delay due to long internal flows resides in a per-package scope 
model-specific register MSR_SMM_DELAYED. An attempt to access MSR_SMM_DELAYED outside of SMM will cause 
a #GP. Availability to MSR_SMM_DELAYED is protected by configuration interface of MSR_SMM_MCA_CAP at 
address 17DH. 


Details of the interface of MSR_SMM_DELAYED and MSR_SMM_MCA_CAP are described in Table 2-29 in Chapter 2, 
“Model-Specific Registers (MSRs)” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
4. 


30.17.3 Blocked SMI Reporting 


A logical processor may have entered into a state and blocked from servicing other interrupts (including SMI). 
Logical processors in a physical processor that are blocked in serving SMI can be queried in a package-scope 
register MSR_SMM_BLOCKED at address 4E3H. An attempt to access MSR_SMM_BLOCKED outside of SMM will 
cause a #GP. 


Details of the interface of MSR_SMM_BLOCKED is described in Table 2-29 in Chapter 2, “Model-Specific Registers 
(MSRs)” of the Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4. 
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CHAPTER 31 
INTEL® PROCESSOR TRACE 


31.1 OVERVIEW 


Intel® Processor Trace (Intel PT) is an extension of Intel® Architecture that captures information about software 
execution using dedicated hardware facilities that cause only minimal performance perturbation to the software 
being traced. This information is collected in data packets. The initial implementations of Intel PT offer control 
flow tracing, which generates a variety of packets to be processed by a software decoder. The packets include 
timing, program flow information (e.g. branch targets, branch taken/not taken indications) and program-induced 
mode related information (e.g. Intel TSX state transitions, CR3 changes). These packets may be buffered internally 
before being sent to the memory subsystem or other output mechanism available in the platform. Debug software 
can process the trace data and reconstruct the program flow. 


Intel Processor Trace was first introduced in Intel® processors based on Broadwell microarchitecture and Intel 
Atom® processors based on Goldmont microarchitecture. Later generations include additional trace sources, 
including software trace instrumentation using PTWRITE, and Power Event tracing. 


31.1.1. Features and Capabilities 


Intel PT’s control flow trace generates a variety of packets that, when combined with the binaries of a program by 
a post-processing tool, can be used to produce an exact execution trace. The packets record flow information such 
as instruction pointers (IP), indirect branch targets, and directions of conditional branches within contiguous code 
regions (basic blocks). 


Intel PT can also be configured to log software-generated packets using PTWRITE, and packets describing 
processor power management events. Further, Precise Event-Based Sampling (PEBS) can be configured to log 
PEBS records in the Intel PT trace; see Section 18.5.5.2. 


In addition, the packets record other contextual, timing, and bookkeeping information that enables both functional 
and performance debugging of applications. Intel PT has several control and filtering capabilities available to 
customize the tracing information collected and to append other processor state and timing information to enable 
debugging. For example, there are modes that allow packets to be filtered based on the current privilege level 
(CPL) or the value of CR3. 


Configuration of the packet generation and filtering capabilities are programmed via a set of MSRs. The MSRs 
generally follow the naming convention of IA32_RTIT_*. The capability provided by these configuration MSRs are 
enumerated by CPUID, see Section 31.3. Details of the MSRs for configuring Intel PT are described in Section 
31.2.7. 


31.1.1.1 Packet Summary 


After a tracing tool has enabled and configured the appropriate MSRs, the processor will collect and generate trace 
information in the following categories of packets (for more details on the packets, see Section 31.4): 
¢ Packets about basic information on program execution; these include: 

— Packet Stream Boundary (PSB) packets: PSB packets act as ‘heartbeats’ that are generated at regular 
intervals (e.g., every 4K trace packet bytes). These packets allow the packet decoder to find the packet 
boundaries within the output data stream; a PSB packet should be the first packet that a decoder looks for 
when beginning to decode a trace. 


— Paging Information Packet (PIP): PIPs record modifications made to the CR3 register. This information, 
along with information from the operating system on the CR3 value of each process, allows the debugger 
to attribute linear addresses to their correct application source. 


— Time-Stamp Counter (TSC) packets: TSC packets aid in tracking wall-clock time, and contain some portion 
of the software-visible time-stamp counter. 


— Core Bus Ratio (CBR) packets: CBR packets contain the core:bus clock ratio. 
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Mini Time Counter (MTC) packets: MTC packets provide periodic indication of the passing of wall-clock time. 


Cycle Count (CYC) packets: CYC packets provide indication of the number of processor core clock cycles 
that pass between packets. 


Overflow (OVF) packets: OVF packets are sent when the processor experiences an internal buffer overflow, 
resulting in packets being dropped. This packet notifies the decoder of the loss and can help the decoder to 
respond to this situation. 


¢ Packets about control flow information: 


Taken Not-Taken (TNT) packets: TNT packets track the “direction” of direct conditional branches (taken or 
not taken). 


Target IP (TIP) packets: TIP packets record the target IP of indirect branches, exceptions, interrupts, and 
other branches or events. These packets can contain the IP, although that IP value may be compressed by 
eliminating upper bytes that match the last IP. There are various types of TIP packets; they are covered in 
more detail in Section 31.4.2.2. 


Flow Update Packets (FUP): FUPs provide the source IP addresses for asynchronous events (interrupt and 
exceptions), as well as other cases where the source address cannot be determined from the binary. 


MODE packets: These packets provide the decoder with important processor execution information so that 
it can properly interpret the dis-assembled binary and trace log. MODE packets have a variety of formats 
that indicate details such as the execution mode (16-bit, 32-bit, or 64-bit). 


¢ Packets inserted by software: 


PTWRITE (PTW) packets: includes the value of the operand passed to the PTWRITE instruction (see 
“PTWRITE - Write Data to a Processor Trace Packet” in Intel® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 2B). 


¢ Packets about processor power management events: 


MWAIT packets: Indicate successful completion of an MWAIT operation to a C-state deeper than CO.0. 
Power State Entry (PWRE) packets: Indicate entry to a C-state deeper than CO.0. 
Power State Exit (PWRX) packets: Indicate exit from a C-state deeper than CO.0, returning to CO. 


Execution Stopped (EXSTOP) packets: Indicate that software execution has stopped, due to events such as 
P-state change, C-state change, or thermal throttling. 


¢ Packets containing groups of processor state values: 


Block Begin Packets (BBP): Indicate the type of state held in the following group. 
Block Item Packets (BIP): Indicate the state values held in the group. 
Block End Packets (BEP): Indicate the end of the current group. 


31.2 INTEL® PROCESSOR TRACE OPERATIONAL MODEL 

This section describes the overall Intel Processor Trace mechanism and the essential concepts relevant to how it 
operates. 

31.2.1 Change of Flow Instruction (COFI) Tracing 


A basic program block is a section of code where no jumps or branches occur. The instruction pointers (IPs) in this 
block of code need not be traced, as the processor will execute them from start to end without redirecting code 
flow. Instructions such as branches, and events such as exceptions or interrupts, can change the program flow. 
These instructions and events that change program flow are called Change of Flow Instructions (COFI). There are 
three categories of COFI: 


° Direct transfer COFI. 
¢ Indirect transfer COFI. 
° Far transfer COFI. 
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The following subsections describe the COFI events that result in trace packet generation. Table 31-1 lists branch 
instruction by COFI types. For detailed description of specific instructions, see Intel® 64 and IA-32 Architectures 
Software Developer’s Manual. 

Table 31-1. COFI Type for Branch Instructions 
COFI Type Instructions 


Conditional Branch JA, JAE, JB, IBE, JC, JCXZ, JECXZ, JRCXZ, JE, JG, JGE, JL, JLE, JNA, JNAE, JNB, JNBE, JNC, JNE, JNG, JNGE, JNL, 
JNLE, JNO, JNP, JNS, JNZ, JO, JP, JPE, JPO, JS, JZ, LOOP, LOOPE, LOOPNE, LOOPNZ, LOOPZ 


Unconditional Direct Branch | JMP (€9 xx, EB xx), CALL (E8 xx) 
Indirect Branch JMP (FF /4), CALL (FF /2), RET (C3, C2 xx) 


Far Transfers INT1, INT3, INT n, INTO, IRET, IRETD, IRETQ, JMP (EA xx, FF /5), CALL (9A xx, FF /3), RET (CB, CA xx), 
SYSCALL, SYSRET, SYSENTER, SYSEXIT, VMLAUNCH, VMRESUME 


31.2.1.1 Direct Transfer COFI 


Direct Transfer COFI are relative branches. This means that their target is an IP whose offset from the current IP is 
embedded in the instruction bytes. It is not necessary to indicate target of these instructions in the trace output 
since it can be obtained through the source disassembly. Conditional branches need to indicate only whether the 
branch is taken or not. Unconditional branches do not need any recording in the trace output. There are two sub- 
categories: 


¢ Conditional Branch (Jcc, J*CXZ) and LOOP 


To track this type of instruction, the processor encodes a single bit (taken or not taken — TNT) to indicate the 
program flow after the instruction. 


Jcc, J*CXZ, and LOOP can be traced with TNT bits. To improve the trace packet output efficiency, the processor 
will compact several TNT bits into a single packet. 


¢ Unconditional Direct Jumps 


There is no trace output required for direct unconditional jumps (like JMP near relative or CALL near relative) 
since they can be directly inferred from the application assembly. Direct unconditional jumps do not generate a 
TNT bit or a Target IP packet, though TIP.PGD and TIP.PGE packets can be generated by unconditional direct 
jumps that toggle Intel PT enables (see Section 31.2.5). 


31.2.1.2 Indirect Transfer COFI 


Indirect transfer instructions involve updating the IP from a register or memory location. Since the register or 
memory contents can vary at any time during execution, there is no way to know the target of the indirect transfer 
until the register or memory contents are read. As a result, the disassembled code is not sufficient to determine the 
target of this type of COFI. Therefore, tracing hardware must send out the destination IP in the trace packet for 
debug software to determine the target address of the COFI. Note that this IP may be a linear or effective address 
(see Section 31.3.1.1). 


An indirect transfer instruction generates a Target IP Packet (TIP) that contains the target address of the branch. 
There are two sub-categories: 


¢ Near JMP Indirect and Near Call Indirect 


As previously mentioned, the target of an indirect COFI resides in the contents of either a register or memory 
location. Therefore, the processor must generate a packet that includes this target address to allow the 
decoder to determine the program flow. 

° Near RET 
When a CALL instruction executes, it pushes onto the stack the address of the next instruction following the 
CALL. Upon completion of the call procedure, the RET instruction is often used to pop the return address off of 
the call stack and redirect code flow back to the instruction following the CALL. 


A RET instruction simply transfers program flow to the address it popped off the stack. Because a called 
procedure may change the return address on the stack before executing the RET instruction, debug software 
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can be misled if it assumes that code flow will return to the instruction following the last CALL. Therefore, 
even for near RET, a Target IP Packet may be sent. 


— RET Compression 


A special case is applied if the target of the RET is consistent with what would be expected from tracking the 
CALL stack. If it is assured that the decoder has seen the corresponding CALL (with “corresponding” defined 
as the CALL with matching stack depth), and the RET target is the instruction after that CALL, the RET 
target may be “compressed”. In this case, only a single TNT bit of “taken” is generated instead of a Target 
IP Packet. To ensure that the decoder will not be confused in cases of RET compression, only RETs that 
correspond to CALLs which have been seen since the last PSB packet may be compressed in a given logical 
processor. For details, see “Indirect Transfer Compression for Returns (RET)” in Section 31.4.2.2. 


31.2.1.3. far Transfer COFI 


All operations that change the instruction pointer and are not near jumps are “far transfers”. This includes excep- 
tions, interrupts, traps, TSX aborts, and instructions that do far transfers. 


All far transfers will produce a Target IP (TIP) packet, which provides the destination IP address. For those far 
transfers that cannot be inferred from the binary source (e.g., asynchronous events such as exceptions and inter- 
rupts), the TIP will be preceded by a Flow Update packet (FUP), which provides the source IP address at which the 
event was taken. Table 31-24 indicates exactly which IP will be included in the FUP generated by a far transfer. 


31.2.2 Software Trace Instrumentation with PTWRITE 


PTWRITE provides a mechanism by which software can instrument the Intel PT trace. PTWRITE is a ring3-acces- 
sible instruction that can be passed to a register or memory variable, see “PTWRITE - Write Data to a Processor 
Trace Packet” in Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 2B for details. The 
contents of that variable will be used as the payload for the PTW packet (see Table 31-41 “PTW Packet Definition”), 
inserted at the time of PTWRITE retirement, assuming PTWRITE is enabled and all other filtering conditions are 
met. Decode and analysis software will then be able to determine the meaning of the PTWRITE packet based on the 
IP of the associated PTWRITE instruction. 


PTWRITE is enabled via IA32_RTIT_CTL.PTWEn[12] (see Table 31-6). Optionally, the user can use 
IA32_RTIT_CTL.FUPonPTW[5] to enable PTW packets to be followed by FUP packets containing the IP of the asso- 
ciated PTWRITE instruction. Support for PTWRITE is introduced in Intel® Atom™ processors based on the Goldmont 
Plus microarchitecture. 


31.2.3. Power Event Tracing 


Power Event Trace is a capability that exposes core- and thread-level sleep state and power down transition infor- 
mation. When this capability is enabled, the trace will expose information about: 


— Scenarios where software execution stops. 
¢ Due to sleep state entry, frequency change, or other powerdown. 
¢ Includes the IP, when in the tracing context. 
— The requested and resolved hardware thread C-state. 
¢ Including indication of hardware autonomous C-state entry. 
— The last and deepest core C-state achieved during a sleep session. 
— The reason for C-state wake. 


This information is in addition to the bus ratio (CBR) information provided by default after any powerdown, and the 
timing information (TSC, TMA, MTC, CYC) provided during or after a powerdown state. 


Power Event Trace is enabled via IA32_RTIT_CTL.PwrEvtEn[4]. Support for Power Event Tracing is introduced in 
Intel® Atom™ processors based on the Goldmont Plus microarchitecture. 
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31.2.4 ‘Trace Filtering 


Intel Processor Trace provides filtering capabilities, by which the debug/profile tool can control what code is traced. 


31.2.4.1 Filtering by Current Privilege Level (CPL) 


Intel PT provides the ability to configure a logical processor to generate trace packets only when CPL = 0, when 
CPL > 0, or regardless of CPL. 


CPL filtering ensures that no IPs or other architectural state information associated with the filtered CPL can be 
seen in the log. For example, if the processor is configured to trace only when CPL > 0, and software executes 
SYSCALL (changing the CPL to 0), the destination IP of the SYSCALL will be suppressed from the generated packet 
(see the discussion of TIP.PGD in Section 31.4.2.5). 


It should be noted that CPL is always 0 in real-address mode and that CPL is always 3 in virtual-8086 mode. To 
trace code in these modes, filtering should be configured accordingly. 


When software is executing in a non-enabled CPL, ContextEn is cleared. See Section 31.2.5.1 for details. 


31.2.4.2 Filtering by CR3 


Intel PT supports a CR3-filtering mechanism by which the generation of packets containing architectural states can 
be enabled or disabled based on the value of CR3. A debugger can use CR3 filtering to trace only a single applica- 
tion without context switching the state of the RTIT MSRs. For the reconstruction of traces from software with 
multiple threads, debug software may wish to context-switch for the state of the RTIT MSRs (if the operating 
system does not provide context-switch support) to separate the output for the different threads (see Section 
31.3.5, “Context Switch Consideration”). 


To trace for only a single CR3 value, software can write that value to the IA32_RTIT_CR3_MATCH MSR, and set 
IA32_RTIT_CTL.CR3Filter. When CR3 value does not match IA32_RTIT_CR3_MATCH and IA32_RTIT_CTL.CR3Filter 
is 1, ContextEn is forced to 0, and packets containing architectural states will not be generated. Some other 
packets can be generated when ContextEn is 0; see Section 31.2.5.3 for details. When CR3 does match 
IA32_RTIT_CR3_MATCH (or when IA32_RTIT_CTL.CR3Filter is 0), CR3 filtering does not force ContextEn to 0 
(although it could be 0 due to other filters or modes). 


CR3 matches IA32_RTIT_CR3_MATCH if the two registers are identical for bits 63:12, or 63:5 when in PAE paging 
mode; the lower 5 bits of CR3 and IA32_RTIT_CR3_MATCH are ignored. CR3 filtering is independent of the value 
of CRO.PG. 


When CR3 filtering is in use, PIP packets may still be seen in the log if the processor is configured to trace when 
CPL = 0 (IA32_RTIT_CTL.OS = 1). If not, no PIP packets will be seen. 


31.2.4.3 Filtering by IP 


Trace packet generation with configurable filtering by IP is supported if CPUID.(EAX=14H, ECX=0):EBX[bit 2] = 1. 
Intel PT can be configured to enable the generation of packets containing architectural states only when the 
processor is executing code within certain IP ranges. If the IP is outside of these ranges, generation of some 
packets is blocked. 


IP filtering is enabled using the ADDRn_CFG fields in the IA32_RTIT_CTL MSR (Section 31.2.7.2), where the digit 
'n' is a zero-based number that selects which address range is being configured. Each ADDRn_CFG field configures 
the use of the register pair IA32_RTIT_ADDRn_A and IA32_RTIT_ADDRn_B (Section 31.2.7.5). 
IA32_RTIT_ADDRn_A defines the base and IA32_RTIT_ADDRn_B specifies the limit of the range in which tracing is 
enabled. Thus each range, referred to as the ADDRn range, is defined by [I[A32_RTIT_ADDRn_A, 
IA32_RTIT_ADDRn_B]. There can be multiple such ranges, software can query CPUID (Section 31.3.1) for the 
number of ranges supported on a processor. 


Default behavior (ADDRn_CFG=0) defines no IP filter range, meaning FilterEn is always set. In this case code at 
any IP can be traced, though other filters, such as CR3 or CPL, could limit tracing. When ADDRn_CFG is set to 
enable IP filtering (see Section 31.3.1), tracing will commence when a taken branch or event is seen whose target 
address is in the ADDRn range. 


While inside a tracing region and with FilterEn is set, leaving the tracing region may only be detected once a taken 
branch or event with a target outside the range is retired. If an ADDRn range is entered or exited by executing the 
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next sequential instruction, rather than by a control flow transfer, FilterEn may not toggle immediately. See Section 
31.2.5.5 for more details on FilterEn. 


Note that these address range base and limit values are inclusive, such that the range includes the first and last 
instruction whose first instruction byte is in the ADDRn range. 


Depending upon processor implementation, IP filtering may be based on linear or effective address. This can cause 
different behavior between implementations if CSbase is not equal to zero or in real mode. See Section 31.3.1.1 for 
details. Software can query CPUID to determine filters are based on linear or effective address (Section 31.3.1). 


Note that some packets, such as MTC (Section 31.3.7) and other timing packets, do not depend on FilterEn. For 
details on which packets depend on FilterEn, and hence are impacted by IP filtering, see Section 31.4.1. 


TraceStop 


The ADDRn ranges can also be configured to cause tracing to be disabled upon entry to the specified region. This is 
intended for cases where unexpected code is executed, and the user wishes to immediately stop generating 
packets in order to avoid overwriting previously written packets. 


The TraceStop mechanism works much the same way that IP filtering does, and uses the same address comparison 
logic. The TraceStop region base and limit values are programmed into one or more ADDRn ranges, but 
IA32_RTIT_CTL.ADDRn_CFG is configured with the TraceStop encoding. Like FilterEn, TraceStop is detected when 
a taken branch or event lands in a TraceStop region. 

Further, TraceStop requires that TriggerEn=1 at the beginning of the branch/event, and ContextEn=1 upon 
completion of the branch/event. When this happens, the CPU will set IA32_RTIT_STATUS.Stopped, thereby 
clearing TriggerEn and hence disabling packet generation. This may generate a TIP.PGD packet with the target IP 
of the branch or event that entered the TraceStop region. Finally, a TraceStop packet will be inserted, to indicate 
that the condition was hit. 

If a TraceStop condition is encountered during buffer overflow (Section 31.3.8), it will not be dropped, but will 
instead be signaled once the overflow has resolved. 

Note that a TraceStop event does not guarantee that all internally buffered packets are flushed out of internal 
buffers. To ensure that this has occurred, the user should clear TraceEn. 

To resume tracing after a TraceStop event, the user must first disable Intel PT by clearing IA32_RTIT_CTL.TraceEn 
before the IA32_RTIT_STATUS.Stopped bit can be cleared. At this point Intel PT can be reconfigured, and tracing 
resumed. 


Note that the IA32_RTIT_STATUS.Stopped bit can also be set using the ToPA STOP bit. See Section 31.2.6.2. 


IP Filtering Example 


The following table gives an example of IP filtering behavior. Assume that IA32_RTIT_ADDRn_A = the IP of Range- 
Base, and that IA32_RTIT_ADDRn_B = the IP of RangeLimit, while IA32_RTIT_CTL.ADDRn_CFG = Oxi (enable 
ADDRnh range as a FilterEn range). 


Table 31-2. IP Filtering Packet Example 


Code Flow Packets 
Bar: TIP.PGE(RangeBase) 
jmp RangeBase // jump into filter range TNT(0) 
RAG aEASe. TIP.PGD(RangeLimit+1) 


jcc Foo // not taken 
add eax, 1 

Foo: 
jmp RangeLimit+1 // jump out of filter range 
RangeLimit: 


jec Bar 


31-6 Vol. 3C 


INTEL® PROCESSOR TRACE 


IP Filtering and TraceStop 


It is possible for the user to configure IP filter range(s) and TraceStop range(s) that overlap. In this case, code 
executing in the non-overlapping portion of either range will behave as would be expected from that range. Code 
executing in the overlapping range will get TraceStop behavior. 


31.2.5 Packet Generation Enable Controls 


Intel Processor Trace includes a variety of controls that determine whether a packet is generated. In general, most 
packets are sent only if Packet Enable (PacketEn) is set. PacketEn is an internal state maintained in hardware in 
response to software configurable enable controls, PacketEn is not visible to software directly. The relationship of 
PacketEn to the software-visible controls in the configuration MSRs is described in this section. 


31.2.5.1 Packet Enable (PacketEn) 


When PacketEn is set, the processor is in the mode that Intel PT is monitoring. PacketEn is composed of other 
states according to this relationship: 


PacketEn := TriggerEn AND ContextEn AND FilterEn AND BranchEn 


These constituent controls are detailed in the following subsections. 


PacketEn ultimately determines when the processor is tracing. When PacketEn is set, all control flow packets are 
enabled. When PacketEn is clear, no control flow packets are generated, though other packets (timing and book- 
keeping packets) may still be sent. See Section 31.2.6 for details of PacketEn and packet generation. 


Note that, on processors that do not support IP filtering (i.e., CPUID.(EAX=14H, ECX=0):EBX[bit 2] = 0), FilterEn 
is treated as always Set. 


31.2.5.2 Trigger Enable (TriggerEn) 


Trigger Enable (TriggerEn) is the primary indicator that trace packet generation is active. TriggerEn is set when 
IA32_RTIT_CTL.TraceEn is set, and cleared by any of the following conditions: 

¢® TraceEn is cleared by software. 

¢ A TraceStop condition is encountered and IA32_RTIT_STATUS.Stopped is set. 

¢ JA32_RTIT_STATUS.Error is set due to an operational error (see Section 31.3.9). 


Software can discover the current TriggerEn value by reading the IA32_RTIT_STATUS. TriggerEn bit. When Trig- 
gerEn is clear, tracing is inactive and no packets are generated. 


31.2.5.3. Context Enable (ContextEn) 


Context Enable (ContextEn) indicates whether the processor is in the state or mode that software configured 
hardware to trace. For example, if execution with CPL = 0 code is not being traced (IA32_RTIT_CTL.OS = 0), then 
ContextEn will be 0 when the processor is in CPLO. 


Software can discover the current ContextEn value by reading the IA32_RTIT_STATUS.ContextEn bit. ContextEn is 
defined as follows: 


ContextEn = !((IA32_RTIT_CTL.OS = 0 AND CPL = 0) OR 
(IA32_ RTIT_CTL.USER = 0 AND CPL > 0) OR (IS_IN_A PRODUCTION ENCLAVE’) OR 
(IA32_RTIT_CTL.CR3Filter = 1 AND IA32 RTIT_CR3_ MATCH does not match CR3) 


If the clearing of ContextEn causes PacketEn to be cleared, a Packet Generation Disable (TIP.PGD) packet is gener- 
ated, but its IP payload is suppressed. If the setting of ContextEn causes PacketEn to be set, a Packet Generation 
Enable (TIP.PGE) packet is generated. 


When ContextEn is 0, control flow packets (TNT, FUP, TIP.*, MODE.*) are not generated, and no Linear Instruction 
Pointers (LIPs) are exposed. However, some packets, such as MTC and PSB (see Section 31.4.2.16 and Section 


1. Trace packets generation is disabled in a production enclave, see Section 31.2.8.5. See Intel® Software Guard 
Extensions Programming Reference about differences between a production enclave and a debug enclave. 
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31.4.2.17), may still be generated while ContextEn is 0. For details of which packets are generated only when 
ContextEn is set, see Section 31.4.1. 


The processor does not update ContextEn when TriggerEn = 0. 
The value of ContextEn will toggle only when TriggerEn = 1. 


31.2.5.4 Branch Enable (BranchEn) 


This value is based purely on the JA32_RTIT_CTL.BranchEn value. If BranchEn is not set, then relevant COFI 
packets (TNT, TIP*, FUP, MODE.*) are suppressed. Other packets related to timing (TSC, TMA, MTC, CYC), as well 
as PSB, will be generated normally regardless. Further, PIP and VMCS continue to be generated, as indicators of 
what software is running. 


31.2.5.5 Filter Enable (FilterEn) 


Filter Enable indicates that the Instruction Pointer (IP) is within the range of IPs that Intel PT is configured to watch. 
Software can get the state of Filter Enable by a RDMSR of IA32_RTIT_STATUS.FilterEn. For details on configuration 
and use of IP filtering, see Section 31.2.4.3. 


On clearing of FilterEn that also clears PacketEn, a Packet Generation Disable (TIP.PGD) will be generated, but 
unlike the ContextEn case, the IP payload may not be suppressed. For direct, unconditional branches, as well as for 
indirect branches (including RETs), the PGD generated by leaving the tracing region and clearing FilterEn will 
contain the target IP. This means that IPs from outside the configured range can be exposed in the trace, as long 
as they are within context. 


When FilterEn is 0, control flow packets are not generated (e.g., TNT, TIP). However, some packets, such as PIP, 
MTC, and PSB, may still be generated while FilterEn is clear. For details on packet enable dependencies, see Section 
31.4.1. 


After TraceEn is set, FilterEn is set to 1 at all times if there is no IP filter range configured by software 
(IA32_RTIT_CTL.ADDRn_CFG != 1, for all n), or if the processor does not support IP filtering (i-.e., 
CPUID.(EAX=14H, ECX=0):EBX[bit 2] = 0). FilterEn will toggle only when TraceEn=1 and ContextEn=1, and when 
at least one range is configured for IP filtering. 


31.2.6 Trace Output 


Intel PT output should be viewed independently from trace content and filtering mechanisms. The options available 
for trace output can vary across processor generations and platforms. 


Trace output is written out using one of the following output schemes, as configured by the ToPA and FabricEn bit 
fields of IA32_RTIT_CTL (see Section 31.2.7.2): 


¢ Asingle, contiguous region of physical address space. 


¢ Acollection of variable-sized regions of physical memory. These regions are linked together by tables of 
pointers to those regions, referred to as Table of Physical Addresses (TOPA). The trace output stores bypass 
the caches and the TLBs, but are not serializing. This is intended to minimize the performance impact of the 
output. 


° A platform-specific trace transport subsystem. 


Regardless of the output scheme chosen, Intel PT stores bypass the processor caches by default. This ensures that 
they don't consume precious cache space, but they do not have the serializing aspects associated with un-cache- 
able (UC) stores. Software should avoid using MTRRs to mark any portion of the Intel PT output region as UC, as 
this may override the behavior described above and force Intel PT stores to UC, thereby incurring severe perfor- 
mance impact. 


There is no guarantee that a packet will be written to memory or other trace endpoint after some fixed number of 
cycles after a packet-producing instruction executes. The only way to assure that all packets generated have 
reached their endpoint is to clear TraceEn and follow that with a store, fence, or serializing instruction; doing so 
ensures that all buffered packets are flushed out of the processor. 
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31.2.6.1 Single Range Output 


When IA32_RTIT_CTL.ToPA and IA32_RTIT_CTL.FabricEn bits are clear, trace packet output is sent to a single, 
contiguous memory (or MMIO if DRAM is not available) range defined by a base address in 
IA32_RTIT_OUTPUT_BASE (Section 31.2.7.7) and mask value in IA32_RTIT_OUTPUT_MASK_PTRS (Section 
31.2.7.8). The current write pointer in this range is also stored in IA32_RTIT_OUTPUT_MASK_PTRS. This output 
range is circular, meaning that when the writes wrap around the end of the buffer they begin again at the base 
address. 


This output method is best suited for cases where Intel PT output is either: 
* Configured to be directed to a sufficiently large contiguous region of DRAM. 


* Configured to go to an MMIO debug port, in order to route Intel PT output to a platform-specific trace endpoint 
(e.g., JTAG). In this scenario, a specific range of addresses is written in a circular manner, and SoC will intercept 
these writes and direct them to the proper device. Repeated writes to the same address do not overwrite each 
other, but are accumulated by the debugger, and hence no data is lost by the circular nature of the buffer. 


The processor will determine the address to which to write the next trace packet output byte as follows: 


OutputBase [63:0] 


IA32_RTIT OUTPUT BASE[63:0] 


OutputMask[63:0] := ZeroExtend6é4 (IA32 RTIT OUTPUT MASK PTRS [31:0] ) 
OutputOffset [63:0] := ZeroExtend64 (IA32 RTIT OUTPUT MASK PTRS [63:32] ) 
trace store phys addr := (OutputBase & ~OutputMask) + (OutputOffset & OutputMask) 


Single-Range Output Errors 
If the output base and mask are not properly configured by software, an operational error (see Section 31.3.9) will 
be signaled, and tracing disabled. Error scenarios with single-range output are: 
¢ ~=Mask value is non-contiguous. 
IA32_RTIT_OUTPUT_MASK_PTRS.MaskOrTablePointer value has a 0 in a less significant bit position than the 
most significant bit containing a 1. 
¢ Base address and Mask are mis-aligned, and have overlapping bits set. 
IA32_RTIT_OUTPUT_BASE && IA32_RTIT_OUTPUT_MASK_PTRS[31:0] > 0. 
° Illegal Output Offset 


IA32_RTIT_OUTPUT_MASK_PTRS.OutputOffset is greater than the mask value 
IA32_RTIT_OUTPUT_MASK_PTRS[31:0]. 


Also note that errors can be signaled due to trace packet output overlapping with restricted memory, see Section 
31.2.6.4. 


31.2.6.2 Table of Physical Addresses (ToPA) 


When JA32_RTIT_CTL.ToPA is set and IA32_RTIT_CTL.FabricEn is clear, the ToPA output mechanism is utilized. The 
ToPA mechanism uses a linked list of tables; see Figure 31-1 for an illustrative example. Each entry in the table 
contains some attribute bits, a pointer to an output region, and the size of the region. The last entry in the table 
may hold a pointer to the next table. This pointer can either point to the top of the current table (for circular array) 
or to the base of another table. The table size is not fixed, since the link to the next table can exist at any entry. 


The processor treats the various output regions referenced by the ToPA table(s) as a unified buffer. This means that 
a single packet may span the boundary between one output region and the next. 


The ToPA mechanism is controlled by three values maintained by the processor: 


° proc_trace_table_base. 
This is the physical address of the base of the current ToPA table. When tracing is enabled, the processor loads 
this value from the IA32_RTIT_OUTPUT_BASE MSR. While tracing is enabled, the processor updates the 
IA32_RTIT_OUTPUT_BASE MSR with changes to proc_trace_table_base, but these updates may not be 
synchronous to software execution. When tracing is disabled, the processor ensures that the MSR contains the 
latest value of proc_trace_table_base. 
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°* proc_trace_table_offset. 
This indicates the entry of the current table that is currently in use. (This entry contains the address of the 
current output region.) When tracing is enabled, the processor loads the value from bits 31:7 (MaskOrT- 
ableOffset) of the IA32_RTIT_OUTPUT_MASK_PTRS into bits 27:3 of proc_trace_table_offset. While tracing is 
enabled, the processor updates IA32_RTIT_OUTPUT_MASK_PTRS.MaskOrTableOffset with changes to 
proc_trace_table_offset, but these updates may not be synchronous to software execution. When tracing is 
disabled, the processor ensures that the MSR contains the latest value of proc_trace_table_offset. 


°* proc_trace_output_offset. 
This a pointer into the current output region and indicates the location of the next write. When tracing is 
enabled, the processor loads this value from bits 63:32 (OutputOffset) of the 
IA32_RTIT_OUTPUT_MASK_PTRS. While tracing is enabled, the processor updates 
IA32_RTIT_OUTPUT_MASK_PTRS.OutputOffset with changes to proc_trace_output_offset, but these updates 
may not be synchronous to software execution. When tracing is disabled, the processor ensures that the MSR 
contains the latest value of proc_trace_output_offset. 


Figure 31-1 provides an illustration (not to scale) of the table and associated pointers. 


OFF_FFFF _FFFFH 
Physical Memory 


proc_trace_output_offset: IA32_RTIT_OUTPUT_MASK_PTRS.OutputOffset 


TableBaseB 
OutputBaseY 


OutputBaseX |~<@t——— proc_trace_table_offset: 
IA32_RTIT_OUTPUT_MASK_PRS.MaskOrTableOffset<<3 


~<a proc_trace_table_base: |A32_RTIT_OUTPUT_BASE 


Figure 31-1. ToPA Memory Illustration 


With the ToPA mechanism, the processor writes packets to the current output region (identified by 
proc_trace_table_base and the proc_trace_table_offset). The offset within that region to which the next byte will 
be written is identified by proc_trace_output_offset. When that region is filled with packet output (thus 
proc_trace_output_offset = RegionSize-1), proc_trace_table_offset is moved to the next ToPA entry, 
proc_trace_output_offset is set to 0, and packet writes begin filling the new output region specified by 
proc_trace_table_offset. 


As packets are written out, each store derives its physical address as follows: 


trace store phys addr := Base address from current ToPA table entry + 
proc_trace output _offset 


Eventually, the regions represented by all entries in the table may become full, and the final entry of the table is 
reached. An entry can be identified as the final entry because it has either the END or STOP attribute. The END 
attribute indicates that the address in the entry does not point to another output region, but rather to another ToPA 
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table. The STOP attribute indicates that tracing will be disabled once the corresponding region is filled. See Table 
31-3 and the section that follows for details on STOP. 


When an END entry is reached, the processor loads proc_trace_table_base with the base address held in this END 
entry, thereby moving the current table pointer to this new table. The proc_trace_table_offset is reset to 0, as is 
the proc_trace_output_offset, and packet writes will resume at the base address indicated in the first entry. 


If the table has no STOP or END entry, and trace-packet generation remains enabled, eventually the maximum 
table size will be reached (proc_trace_table_offset = OFFFFFF8H). In this case, the proc_trace_table_offset and 
proc_trace_output_offset are reset to 0 (wrapping back to the beginning of the current table) once the last output 
region is filled. 


It is important to note that processor updates to the IA32_RTIT_OUTPUT_BASE and 
IA32_RTIT_OUTPUT_MASK_PTRS MSRs are asynchronous to instruction execution. Thus, reads of these MSRs 
while Intel PT is enabled may return stale values. Like all IA32_RTIT_* MSRs, the values of these MSRs should not 
be trusted or saved unless trace packet generation is first disabled by clearing IA32_RTIT_CTL.TraceEn. This 
ensures that the output MSR values account for all packets generated to that point, after which the processor will 
cease updating the output MSR values until tracing resumes. 


The processor may cache internally any number of entries from the current table or from tables that it references 
(directly or indirectly). If tracing is enabled, the processor may ignore or delay detection of modifications to these 
tables. To ensure that table changes are detected by the processor in a predictable manner, software should clear 
TraceEn before modifying the current table (or tables that it references) and only then re-enable packet genera- 
tion. 


Single Output Region ToPA Implementation 


The first processor generation to implement Intel PT supports only ToPA configurations with a single ToPA entry 
followed by an END entry that points back to the first entry (creating one circular output buffer). Such processors 
enumerate CPUID.(EAX=14H,ECX=0):ECX.MENTRY[bit 1] = 0 and CPUID.(EAX=14H,ECX=0):ECX.TOPAOUT[bit 
0) =1. 

If CPUID.(EAX=14H,ECX=0):ECX.MENTRY[bit 1] = 0, ToPA tables can hold only one output entry, which must be 
followed by an END=1 entry which points back to the base of the table. Hence only one contiguous block can be 
used as output. 


The lone output entry can have INT or STOP set, but nonetheless must be followed by an END entry as described 
above. Note that, if INT=1, the PMI will actually be delivered before the region is filled. 


ToPA Table Entry Format 


The format of ToPA table entries is shown in Figure 31-2. The size of the address field is determined by the 
processor’s physical-address width (MAXPHYADDR) in bits, as reported in CPUID.80000008H:EAX[7:0]. 


63 MAXPHYADDR-1 1211 109 65 4 3 210 


Output Region Base Physical Address 


9:6 Size 
4: STOP 


2: INT Reserved 
0:END 


Figure 31-2. Layout of ToPA Table Entry 


Table 31-3 describes the details of the ToPA table entry fields. If reserved bits are set to 1, an error is signaled. 


1. Although WRMSR is a serializing instruction, the execution of WRMSR that forces packet writes by clearing TraceEn does not itself 
cause these writes to be globally observed. 
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Table 31-3. ToPA Table Entry Fields 


ToPA Entry Field Description 

Output Region If END=O, this is the base physical address of the output region specified by this entry. Note that all regions 
Base Physical must be aligned based on their size. Thus a 2M region must have bits 20:12 clear. If the region is not properly 
Address aligned, an operational error will be signaled when the entry is reached. 


If END=1, this is the 4K-aligned base physical address of the next ToPA table (which may be the base of the cur- 
rent table, or the first table in the linked list if a circular buffer is desired). If the processor supports only a single 
ToPA output region (see above), this address must be the value currently in the [A32_RTIT_OUTPUT_BASE 
MSR. 


Size Indicates the size of the associated output region. Encodings are: 

0: 4K, 1: 8K, 2: 16K, 3: 32K, 4: 64K, 5:128K, 6:256K, 7:512K, 
8: 1M, 9: 2M, 10: 4M, 11: 8M, 12:16M, 13:32M, 14:64M,  15:128M 
This field is ignored if END=1. 


STOP When the output region indicated by this entry is filled, software should disable packet generation. This will be 
accomplished by setting [A32_RTIT_STATUS.Stopped, which clears TriggerEn. This bit must be 0 if END=1; oth- 
erwise it is treated as reserved bit violation (see ToPA Errors). 


INT When the output region indicated by this entry is filled, signal Perfmon LVT interrupt. 

Note that if both INT and STOP are set in the same entry, the STOP will happen before the INT. Thus the inter- 
rupt handler should expect that the [A32_RTIT_STATUS.Stopped bit will be set, and will need to be reset before 
tracing can be resumed. 

This bit must be 0 if END=1; otherwise it is treated as reserved bit violation (see ToPA Errors). 


END If set, indicates that this is an END entry, and thus the address field points to a table base rather than an output 
region base. 

If END=1, INT and STOP must be set to O; otherwise it is treated as reserved bit violation (see ToPA Errors). The 
Size field is ignored in this case. 

If the processor supports only a single ToPA output region (see above), END must be set in the second table 
entry. 


ToPA STOP 


Each ToPA entry has a STOP bit. If this bit is set, the processor will set the IA32_RTIT_STATUS.Stopped bit when 
the corresponding trace output region is filled. This will clear TriggerEn and thereby cease packet generation. See 
Section 31.2.7.4 for details on IA32_RTIT_STATUS.Stopped. This sequence is known as “ToPA Stop”. 


No TIP.PGD packet will be seen in the output when the ToPA stop occurs, since the disable happens only when the 
region is already full. When this occurs, output ceases after the last byte of the region is filled, which may mean 
that a packet is cut off in the middle. Any packets remaining in internal buffers are lost and cannot be recovered. 


When ToPA stop occurs, the IA32_RTIT_OUTPUT_BASE MSR will hold the base address of the table whose entry 
had STOP=1. IA32_RTIT_OUTPUT_MASK_PTRS.MaskOrTableOffset will hold the index value for that entry, and the 
IA32_RTIT_OUTPUT_MASK_PTRS.OutputOffset should be set to the size of the region minus one. 


Note that this means the offset pointer is pointing to the next byte after the end of the region, a configuration that 
would produce an operational error if the configuration remained when tracing is re-enabled with 
IA32_RTIT_STATUS.Stopped cleared. 


ToPA PMI 


Each ToPA entry has an INT bit. If this bit is set, the processor will signal a performance-monitoring interrupt (PMI) 
when the corresponding trace output region is filled. This interrupt is not precise, and it is thus likely that writes to 
the next region will occur by the time the interrupt is taken. 


The following steps should be taken to configure this interrupt: 


1. Enable PMI via the LVT Performance Monitor register (at MMIO offset 340H in xAPIC mode; via MSR 834H in 
x2APIC mode). See Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3B for more 
details on this register. For ToPA PMI, set all fields to 0, save for the interrupt vector, which can be selected by 
software. 


2. Set up an interrupt handler to service the interrupt vector that a TOPA PMI can raise. 
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3. Set the interrupt flag by executing STI. 


4. Set the INT bit in the ToPA entry of interest and enable packet generation, using the ToPA output option. Thus, 
TraceEn=ToPA=1 in the IA32_RTIT_CTL MSR. 


Once the INT region has been filled with packet output data, the interrupt will be signaled. This PMI can be distin- 
guished from others by checking bit 55 (Trace_ToPA_PMI) of the IA32_PERF_GLOBAL_STATUS MSR (MSR 38Eh). 
Once the ToPA PMI handler has serviced the relevant buffer, writing 1 to bit 55 of the MSR at 390H 
(IA32_GLOBAL_STATUS_RESET) clears IA32_PERF_GLOBAL_STATUS.Trace_ToPA_PMI. 


Intel PT is not frozen on PMI, and thus the interrupt handler will be traced (though filtering can prevent this). The 
Freeze_Perfmon_on_PMI and Freeze_LBRs_on_PMI settings in IA32_DEBUGCTL will be applied on ToPA PMI just as 
on other PMIs, and hence Perfmon counters are frozen. 


Assuming the PMI handler wishes to read any buffered packets for persistent output, or wishes to modify any Intel 
PT MSRs, software should first disable packet generation by clearing TraceEn. This ensures that all buffered packets 
are written to memory and avoids tracing of the PMI handler. The configuration MSRs can then be used to deter- 
mine where tracing has stopped. If packet generation is disabled by the handler, it should then be manually re- 
enabled before the IRET if continued tracing is desired. 


In rare cases, it may be possible to trigger a second ToPA PMI before the first is handled. This can happen if another 
ToPA region with INT=1 is filled before, or shortly after, the first PMI is taken, perhaps due to EFLAGS.IF being 
cleared for an extended period of time. This can manifest in two ways: either the second PMI is triggered before the 
first is taken, and hence only one PMI is taken, or the second is triggered after the first is taken, and thus will be 
taken when the handler for the first completes. Software can minimize the likelihood of the second case by clearing 
TraceEn at the beginning of the PMI handler. Further, it can detect such cases by then checking the Interrupt 
Request Register (IRR) for PMI pending, and checking the ToPA table base and off-set pointers (in 
IA32_RTIT_OUTPUT_BASE and IA32_RTIT_OUTPUT_MASK_PTRS) to see if multiple entries with INT=1 have been 
filled. 


PMI Preservation 


In some cases a TOPA PMI may be taken after completion of an XSAVES instruction that saves Intel PT state, and 
in such cases any modification of Intel PT MSRs within the PMI handler will not persist when the saved Intel PT 
context is later restored with XRSTORS. To account for such a scenario, the PMI Preservation feature has been 
added. Support for this feature is indicated by CPUID.(EAX=14H, ECX=0):EBX[bit 6]. 


When IA32_RTIT_CTL.InjectPsbPmiOnEnable[56] = 1, PMI preservation is enabled. When a ToPA region with 
INT=1 is filled, a PMI is pended and the new IA32_RTIT_STATUS.PendToPAPMI[7] is set to 1. If this bit is set when 
Intel PT is enabled, such that IA32_RTIT_CTL.TraceEn[0] transitions from 0 to 1, a ToPA PMI is pended. This 
behavior ensures that any ToPA PMI that is pended during XSAVES, and hence can't be properly handled, will be re- 
pended when the saved PT state is restored. 


When this feature is enabled, the PMI handler should take the following actions: 


1. Ignore ToPA PMIs that are taken when TraceEn = 0. This indicates that the PMI was pended during Intel PT 
disable, and the PendToPAPMI flag will ensure that the PMI is re-pended once Intel PT is re-enabled in the same 
context. For this reason, the PendToPAPMI bit should be left set to 1. 


2. If TraceEn=1 and the PMI can be properly handled, clear the new PendTopaPMI bit. This will ensure that 
additional, spurious ToPA PMIs are not taken. It is required that PendToPAPMI is cleared before the PMI LVT 
mask is cleared in the APIC, and before any clearing of either LBRS_ FROZEN or COUNTERS_FROZEN in 
IA32_PERF_GLOBAL_STATUS. 


ToPA PMI and Single Output Region ToPA Implementation 


A processor that supports only a single ToPA output region implementation (such that only one output region is 
supported; see above) will attempt to signal a TOPA PMI interrupt before the output wraps and overwrites the top 
of the buffer. To support this functionality, the PMI handler should disable packet generation as soon as possible. 


Due to PMI skid, it is possible that, in rare cases, the wrap will have occurred before the PMI is delivered. Software 
can avoid this by setting the STOP bit in the ToPA entry (see Table 31-3); this will disable tracing once the region is 
filled, and no wrap will occur. This approach has the downside of disabling packet generation so that some of the 
instructions that led up to the PMI will not be traced. If the PMI skid is significant enough to cause the region to fill 
and tracing to be disabled, the PMI handler will need to clear the IA32_RTIT_STATUS.Stopped indication before 
tracing can resume. 
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ToPA PMI and XSAVES/XRSTORS State Handling 


In some cases the ToPA PMI may be taken after completion of an XSAVES instruction that switches Intel PT state, 
and in such cases any modification of Intel PT MSRs within the PMI handler will not persist when the saved Intel PT 
context is later restored with XRSTORS. To account for such a scenario, it is recommended that the Intel PT output 
configuration be modified by altering the ToPA tables themselves, rather than the Intel PT output MSRs. On proces- 
sors that support PMI preservation (CPUID.(EAX=14H, ECX=0):EBX[bit 6] = 1), setting IA32_RTIT_CTL.InjectPsb- 
PmiOnEnable[56] = 1 will ensure that a PMI that is pending at the time PT is disabled will be recorded by setting 

IA32_RTIT_STATUS.PendTopaPMI[7] = 1. A PMI will then be pended when the saved PT context is later restored. 


Table 31-4 depicts a recommended PMI handler algorithm for managing multi-region ToPA output and handling 
ToPA PMIs that may arrive between XSAVES and XRSTORS, if PMI preservation is not in use. This algorithm is flex- 
ible to allow software to choose between adding entries to the current ToPA table, adding a new ToPA table, or using 
the current ToPA table as a circular buffer. It assumes that the ToPA entry that triggers the PMI is not the last entry 
in the table, which is the recommended treatment. 


Table 31-4. Algorithm to Manage Intel PT ToPA PMI and XSAVES/XRSTORS 


Pseudo Code Flow 


IF (IA32_ PERF GLOBAL STATUS .ToPA) 

Save IA32_RTIT CTL value; 
IF ( IA32_RTIT_CTL.TraceEN ) 
Disable Intel PT by clearing TraceEn; 
FI; 
IF ( there is space available to grow the current ToPA table ) 
Add one or more ToPA entries after the last entry in the ToPA table; 
Point new ToPA entry address field(s) to new output region base(s) ; 


ELSE 
Modify an upcoming ToPA entry in the current table to have END=1; 
IF (output should transition to a new ToPA table ) 
Point the address of the “END=1" entry of the current table to the new table base; 
ELSE 
/* Continue to use the current ToPA table, make a circular. */ 
Point the address of the “END=1"1 entry to the base of the current table; 
Modify the ToPA entry address fields for filled output regions to point to new, unused output regions; 
/* Filled regions are those with index in the range of 0 to (IA32_RTIT MASK PTRS.MaskOrTableOffset -1). */ 


FI; 
FI; 
Restore saved IA32_RTIT CTL.value; 
FI; 
ToPA Errors 


When a malformed ToPA entry is found, an operational error results (See Section 31.3.9). A malformed entry can 
be any of the following: 


1. ToPA entry reserved bit violation. 
This describes cases where a bit marked as reserved in Section 31.2.6.2 above is set to 1. 


2. ToPA alignment violation. 
This includes cases where illegal ToPA entry base address bits are set to 1: 


a. ToPA table base address is not 4KB-aligned. The table base can be from a WRMSR to 
IA32_RTIT_OUTPUT_BASE, or from a ToPA entry with END=1. 


b. ToPA entry base address is not aligned to the ToPA entry size (e.g., a 2MB region with base address[20:12] 
not equal to 0), for ToPA entries with END=0O. 


c. TOPA entry base address sets upper physical address bits not supported by the processor. 
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3. Illegal ToPA Output Offset. 
IA32_RTIT_OUTPUT_MASK_PTRS.OutputOffset is greater than or equal to the size of the current ToPA output 
region size. 


4. ToPA rules violations. 
These are similar to ToPA entry reserved bit violations; they are cases when a ToPA entry is encountered with 
illegal field combinations. They include the following: 


a. Setting the STOP or INT bit on an entry with END=1. 

b. Setting the END bit in entry 0 of a ToPA table. 

c. On processors that support only a single ToPA entry (see above), two additional illegal settings apply: 
i) ToPA table entry 1 with END=O. 
ii) ToPA table entry 1 with base address not matching the table base. 


In all cases, the error will be logged by setting IA32_RTIT_STATUS.Error, thereby disabling tracing when the prob- 
lematic ToPA entry is reached (when proc_trace_table_offset points to the entry containing the error). Any packet 
bytes that are internally buffered when the error is detected may be lost. 


Note that operational errors may also be signaled due to attempts to access restricted memory. See Section 
31.2.6.4 for details. 


A tracing software have a range of flexibility using ToPA to manage the interaction of Intel PT with application 
buffers, see Section 31.4.2.26. 


31.2.6.3 Trace Transport Subsystem 


When IA32_RTIT_CTL.FabricEn is set, the IA32_RTIT_CTL.ToPA bit is ignored, and trace output is written to the 
trace transport subsystem. The endpoints of this transport are platform-specific, and details of configuration 
options should refer to the specific platform documentation. The FabricEn bit is available to be set if 
CPUID(EAX=14H,ECX=0):EBX[bit 3] = 1. 


31.2.6.4 Restricted Memory Access 


Packet output cannot be directed to any regions of memory that are restricted by the platform. In particular, all 
memory accesses on behalf of packet output are checked against the SMRR regions. If there is any overlap with 
these regions, trace data collection will not function properly. Exact processor behavior is implementation-depen- 
dent; Table 31-5 summarizes several scenarios. 


Table 31-5. Behavior on Restricted Memory Access 


Scenario Description 
ToPA output region | Stores to the restricted memory region will be dropped, and that packet data will be lost. Any attempt to read 
overlaps with from that restricted region will return all 1s. The processor also may signal an error (Section 31.3.9) and disable 
SMRR tracing when the output pointer reaches the restricted region. If packet generation remains enabled, then 


packet output may continue once stores are no longer directed to restricted memory (on wrap, or if the output 
region is larger than the restricted memory region). 


ToPA table overlaps | The processor will signal an error (Section 31.3.9) and disable tracing when the ToPA write pointer 
with SMRR (IA32_RTIT_OUTPUT_BASE + proc_trace_table_offset) enters the restricted region. 


It should also be noted that packet output should not be routed to the 4KB APIC MMIO region, as defined by the 
IA32_APIC_BASE MSR. For details about the APIC, refer to Intel® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 3A. No error is signaled for this case. 


Modifications to Restricted Memory Regions 


It is recommended that software disable packet generation before modifying the SMRRs to change the scope of the 
SMRR regions. This is because the processor reserves the right to cache any number of ToPA table entries inter- 
nally, after checking them against restricted memory ranges. Once cached, the entries will not be checked again, 
meaning one could potentially route packet output to a newly restricted region. Software can ensure that any 
cached entries are written to memory by clearing IA32_RTIT_CTL.TraceEn. 
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31.2.7. Enabling and Configuration MSRs 


31.2.7.1 General Considerations 


Trace packet generation is enabled and configured by a collection of model-specific registers (MSRs), which are 
detailed below. Some notes on the configuration MSR behavior: 


If Intel Processor Trace is not supported by the processor (see Section 31.3.1), RDMSR or WRMSR of the 
IA32_RTIT_* MSRs will cause #GP. 


A WRMSR to any of these configuration MSRs that begins and ends with IA32_RTIT_CTL.TraceEn set will #GP 
fault. Packet generation must be disabled before the configuration MSRs can be changed. 


Note: Software may write the same value back to IA32_RTIT_CTL without #GP, even if TraceEn=1. 
All configuration MSRs for Intel PT are duplicated per logical processor 


For each configuration MSR, any MSR write that attempts to change bits marked reserved, or utilize encodings 
marked reserved, will cause a #GP fault. 


All configuration MSRs for Intel PT are cleared on a warm or cold RESET. 


— If CPUID.(EAX=14H, ECX=0):EBX[bit 2] = 1, only the TraceEn bit is cleared on warm RESET; though this 
may have the impact of clearing other bits in IA32_RTIT_STATUS. Other MSR values of the trace configu- 
ration MSRs are preserved on warm RESET. 


The semantics of MSR writes to trace configuration MSRs in this chapter generally apply to explicit WRMSR to 
these registers, using VM-exit or VM-entry MSR load list to these MSRs, XRSTORS with requested feature bit 
map including XSAVE map component of state_8 (corresponding to IA32_XSS[bit 8]), and the write to 
IA32_RTIT_CTL.TraceEn by XSAVES (Section 31.3.5.2). 


31.2.7.2 IA32_RTIT_CTL MSR 


IA32_RTIT_CTL, at address 570H, is the primary enable and control MSR for trace packet generation. Bit positions 
are listed in Table 31-6. 


Table 31-6. IA32_RTIT_CTL MSR 


Position | BitName | At Reset Bit Description 


0 TraceEn 0) If 1, enables tracing; else tracing is disabled. 


When this bit transitions from 1 to O, all buffered packets are flushed out of internal buffers. 
A further store, fence, or architecturally serializing instruction may be required to ensure that 
packet data can be observed at the trace endpoint. See Section 31.2.7.3 for details of 
enabling and disabling packet generation. 


Note that the processor will clear this bit on #SMI (Section 31.2.8.3) and warm reset. Other 
MSR bits of IA32_RTIT_CTL (and other trace configuration MSRs) are not impacted by these 
events. 


1 CYCEn 0 0: Disables CYC Packet (see Section 31.4.2.14). 
1: Enables CYC Packet. 
This bit is reserved if CPUID.(EAX=14H, ECX=0):EBX[bit 1] = 0. 


2 OS 0 0: Packet generation is disabled when CPL = 0. 
1: Packet generation may be enabled when CPL = 0. 


3 User 0 0: Packet generation is disabled when CPL > O. 
1: Packet generation may be enabled when CPL > O. 


4 Pwr€vtEn 0 O: Power Event Trace packets are disabled. 
1: Power Event Trace packets are enabled (see Section 31.2.3, “Power Event Tracing”). 
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Table 31-6. [A32_RTIT_CTL MSR (Contd.) 


Position | BitName_ | At Reset Bit Description 


5 FUPonPTW 0 0: PTW packets are not followed by FUPs. 
1: PTW packets are followed by FUPs. 
This bit is reserved when CPUID.(EAX=14H, ECX=0):EBX[bit 4] ("PTWRITE Supported”) is 0. 


6 FabricEn 0 0: Trace output is directed to the memory subsystem, mechanism depends on 
IA32_RTIT_CTL.ToPA. 

1: Trace output is directed to the trace transport subsystem, I[A32_RTIT_CTL.ToPA is ignored. 
This bit is reserved if CPUID.(EAX=14H, ECX=0):ECX[bit 3] = 0. 


7 CR3Filter 0 0: Disables CR3 filtering. 
1: Enables CR3 filtering. 
This bit is reserved if CPUID.(EAX=14H, ECX=0):EBX[bit 0] (“CR3 Filtering Support”) is 0. 


8 ToPA 0 0: Single-range output scheme enabled if CPUID.(EAX=14H, ECX=0):ECX.SNGLRGNOUT[bit 2] 
= 1 and IA32_RTIT_CTL.FabricEn=0. 

1: ToPA output scheme enabled (see Section 31.2.6.2) if CPUID.(EAX=14H, 
ECX=0):ECX.TOPA[bit 0] = 1, and I|A32_RTIT_CTL.FabricEn=0. 

Note: WRMSR to IA32_RTIT_CTL that sets TraceEn but clears this bit and FabricEn would 
cause #GP, if CPUID.(EAX=14H, ECX=0):ECX.SNGLRGNOUT[bit 2] = 0. 

WRMSR to IA32_RTIT_CTL that sets this bit causes #GP, if CPUID.(EAX=14H, 
ECX=0):ECX.TOPA[bit 0] = 0. 


9 MTCEn 0 0: Disables MTC Packet (see Section 31.4.2.16). 
1: Enables MTC Packet. 
This bit is reserved if CPUID(EAX=14H, ECX=0):EBX[bit 3] = 0. 


10 TSCEn 0 0: Disable TSC packets. 

1: Enable TSC packets (see Section 31.4.2.11). 
11 DisRETC 0 0: Enable RET compression. 

1: Disable RET compression (see Section 31.2.1.2). 
12 PTWEn 0 0: PTWRITE packet generation disabled. 


1: PTWRITE packet generation enabled (see Table 31-41 “PTW Packet Definition’). 
This bit is reserved when CPUID.(EAX=14H, ECX=0):EBX[bit 4] ("PTWRITE Supported”) is 0. 


13 Branch€n 0 0: Disable COFI-based packets. 
1: Enable COFI-based packets: FUP, TIP, TIP.PGE, TIP.PGD, TNT, MODE.Exec, MODE.TSX. 
See Section 31.2.5.4 for details on Branch€n. 


17:14 | MTCFreq 0 Defines MTC packet Frequency, which is based on the core crystal clock, or Always Running 
Timer (ART). MTC will be sent each time the selected ART bit toggles. The following Encodings 
are defined: 

0: ART(0), 1: ART(1), 2: ART(2), 3: ART(3), 4: ART(4), 5: ART(5), 6: ART(6), 7: ART(7), 
8: ART(8), 9: ART(9), 10: ART(10), 11: ART(11), 12: ART(12), 13: ART(13), 14: ART(14), 15: 

ART(15) 

Software must use CPUID to query the supported encodings in the processor, see Section 
31.3.1. Use of unsupported encodings will result in a #GP fault. This field is reserved if 
CPUID.(EAX=1 4H, ECX=0):EBX[bit 3] = 0. 


18 Reserved 0 Must be 0. 
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Table 31-6. IA32_RTIT_CTL MSR (Contd.) 


Position BitName_ | At Reset Bit Description 


22:19 | CycThresh 0 CYC packet threshold, see Section 31.3.6 for details. CYC packets will be sent with the first 
eligible packet after N cycles have passed since the last CYC packet. If CycThresh is O then 
N=O, otherwise N is defined as 2(CY*"hresh-1) The following Encodings are defined: 

0: 0, 1: 1, 2:2, 3:4, 4:8, 5: 16, 6: 32, 7: 64, 
8:128,9:256, 10:512, 11:1024, 12:2048, 13:4096, 14:8192, 15:16384 
Software must use CPUID to query the supported encodings in the processor, see Section 
31.3.1. Use of unsupported encodings will result in a #GP fault. This field is reserved if 
CPUID.(EAX=14H, ECX=0):EBX[bit 1] = 0. 


23 Reserved 0 Must be 0. 


27:24 | PSBFreq 0 Indicates the frequency of PSB packets. PSB packet frequency is based on the number of Intel 
PT packet bytes output, so this field allows the user to determine the increment of 
IA32_IA32_RTIT_STATUS.PacketByteCnt that should cause a PSB to be generated. Note that 
PSB insertion is not precise, but the average output bytes per PSB should approximate the 
SW selected period. The following Encodings are defined: 

0: 2K, 1: 4K, 2: BK, 3: 16K, 4: 32K, 5: 64K, 6:128K, 7: 256K, 
8:512K,9:1M, 10: 2M, 11: 4M, 12: 8M, 13:16M, 14:32M, 15:64M 
Software must use CPUID to query the supported encodings in the processor, see Section 
31.3.1. Use of unsupported encodings will result in a #GP fault. This field is reserved if 
CPUID.(EAX=14H, ECX=0):EBX[bit 1] = 0. 


31:28 | Reserved 0 Must be 0. 
35:32 | ADDRO_CFG |0 Configures the base/limit register pair |A32_RTIT_ADDRO_A/B based on the following 
encodings: 


0: ADDRO range unused. 


1: The [I[A32_RTIT_ADDRO_A..IA32_RTIT_ADDRO_B] range defines a FilterEn range. FilterEn 
will only be set when the IP is within this range, though other FilterEn ranges can additionally 
be used. See Section 31.2.4.3 for details on IP filtering. 


2: The [IA32_RTIT_ADDRO_A..IA32_RTIT_ADDRO_B] range defines a TraceStop range. 
TraceStop will be asserted if code branches into this range. See 4.2.8 for details on TraceStop. 


3..15: Reserved (#GP). 
This field is reserved if CPUID.(EAX=14H, ECX=1):EBX.RANGECNT[2:0] < 1. 


39:36 | ADDR1I_CFG |0 Configures the base/limit register pair [A32_RTIT_ADDR1_A/B based on the following 
encodings: 

0: ADDR1 range unused. 

1: The [IA32_RTIT_ADDR1_A..IA32_RTIT_ADDR1_B] range defines a FilterEn range. FilterEn 
will only be set when the IP is within this range, though other FilterEn ranges can additionally 
be used. See Section 31.2.4.3 for details on IP filtering. 


2: The [IA32_RTIT_ADDR1_A.1A32_RTIT_ADDR1_B] range defines a TraceStop range. 
TraceStop will be asserted if code branches into this range. See Section 31.4.2.10 for details 
on TraceStop. 

3..15: Reserved (#GP). 


This field is reserved if CPUID(EAX=14H, ECX=1):EBX.RANGECNT[2:0] < 2. 
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Table 31-6. IA32_RTIT_CTL MSR (Contd.) 
Position | BitName_ | At Reset Bit Description 
43:40 | ADDR2_CFG |0 Configures the base/limit register pair |A32_RTIT_ADDR2_A/B based on the following 
encodings: 
0: ADDR2 range unused. 
1: The [IA32_RTIT_ADDR2_A..IA32_RTIT_ADDR2_B] range defines a FilterEn range. FilterEn 


will only be set when the IP is within this range, though other FilterEn ranges can additionally 
be used. See Section 31.2.4.3 for details on IP filtering. 


2: The [IA32_RTIT_ADDR2_A..|A32_RTIT_ADDR2_B] range defines a TraceStop range. 
TraceStop will be asserted if code branches into this range. See Section 31.4.2.10 for details 
on TraceStop. 

3..15: Reserved (#GP). 

This field is reserved if CPUID.(EAX=14H, ECX=1):EBX.RANGECNT[2:0] < 3. 

47:44 | ADDR3_CFG |0 Configures the base/limit register pair |A32_RTIT_ADDR3_A/B based on the following 
encodings: 

0: ADDR3 range unused. 

1: The [IA32_RTIT_ADDR3_A..IA32_RTIT_ADDR3_B] range defines a FilterEn range. FilterEn 


will only be set when the IP is within this range, though other FilterEn ranges can additionally 
be used. See Section 31.2.4.3 for details on IP filtering. 


2: The [IA32_RTIT_ADDR3_A..IA32_RTIT_ADDR3_B] range defines a TraceStop range. 
TraceStop will be asserted if code branches into this range. See Section 31.4.2.10 for details 
on TraceStop. 


3..15: Reserved (#GP). 
This field is reserved if CPUID.(EAX=14H, ECX=1):EBX.RANGECNT[2:0] < 4. 


55:48 | Reserved 0 Reserved only for future trace content enables, or address filtering configuration enables. 
Must be 0. 
56 InjectPsbPmi | 0 1: Enables use of IA32_RTIT_STATUS bits PendPSB[6] and PendTopaPMI[7], see Section 
On€Enable 31.2.7.4, “IA32_RTIT_STATUS MSR" for behavior of these bits. 


0: IA32_RTIT_STATUS bits 6 and 7 are ignored. 
This field is reserved if CPUID.(EAX=14H, ECX=0):EBX[bit 6] = 0. 


59:57 | Reserved 0 Reserved only for future trace content enables, or address filtering configuration enables. 
Must be 0. 
63:60 | Reserved 0 Must be 0. 


31.2.7.3. Enabling and Disabling Packet Generation with TraceEn 


When TraceEn transitions from 0 to 1, Intel Processor Trace is enabled, and a series of packets may be generated. 
These packets help ensure that the decoder is aware of the state of the processor when the trace begins, and that 
it can keep track of any timing or state changes that may have occurred while packet generation was disabled. A 
full PSB+ (see Section 31.4.2.17) will be generated if IA32_RTIT_STATUS.PacketByteCnt=0, and may be gener- 
ated in other cases as well. Otherwise, timing packets will be generated, including TSC, TMA, and CBR (see Section 
31.4.1.1). 


In addition to the packets discussed above, if and when PacketEn (Section 31.2.5.1) transitions from 0 to 1 (which 
may happen immediately, depending on filtering settings), a TIP.PGE packet (Section 31.4.2.3) will be generated. 


When TraceEn is set, the processor may read ToPA entries from memory and cache them internally. For this reason, 
software should disable packet generation before making modifications to the ToPA tables (or changing the config- 
uration of restricted memory regions). See Section 31.7 for more details of packets that may be generated with 
modifications to TraceEn. 
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Disabling Packet Generation 


Clearing TraceEn causes any packet data buffered within the logical processor to be flushed out, after which the 
output MSRs (IA32_RTIT_OUTPUT_BASE and IA32_RTIT_OUTPUT_MASK_PTRS) will have stable values. When 
output is directed to memory, a store, fence, or architecturally serializing instruction may be required to ensure 
that the packet data is globally observed. No special packets are generated by disabling packet generation, though 
a TIP.PGD may result if PacketEn=1 at the time of disable. 


Other Writes to IA32_RTIT_CTL 


Any attempt to modify IA32_RTIT_CTL while TraceEn is set will result in a general-protection fault (#GP) unless the 
same write also clears TraceEn. However, writes to IA32_RTIT_CTL that do not modify any bits will not cause a #GP, 
even if TraceEn remains set. 


31.2.7.4 IA32_RTIT_STATUS MSR 


The IA32_RTIT_STATUS MSR is readable and writable by software, though some fields cannot be modified by soft- 
ware. See Table 31-7 for details. The WRMSR instruction ignores these bits in the source operand (attempts to 
modify these bits are ignored and do not cause WRMSR to fault). 


This MSR can only be written when IA32_RTIT_CTL.TraceEn is 0; otherwise WRMSR causes a general-protection 
fault (#GP). The processor does not modify the value of this MSR while TraceEn is 0 (software can modify it with 
WRMSR). 


Table 31-7. |A32_RTIT_STATUS MSR 


Position Bit Name At Reset Bit Description 

0 FilterEn 0 This bit is written by the processor, and indicates that tracing is allowed for the current IP, 
see Section 31.2.5.5. Writes are ignored. 

1 ContextEn 0 The processor sets this bit to indicate that tracing is allowed for the current context. See 
Section 31.2.5.3. Writes are ignored. 

2 TriggerEn 0 The processor sets this bit to indicate that tracing is enabled. See Section 31.2.5.2. Writes are 
ignored. 

3 Reserved 0 Must be 0. 

4 Error 0 The processor sets this bit to indicate that an operational error has been encountered. When 


this bit is set, TriggerEn is cleared to O and packet generation is disabled. For details, see 
“ToPA Errors” in Section 31.2.6.2. 

When Trace€En is cleared, software can write this bit. Once it is set, only software can clear it. 
It is not recommended that software ever set this bit, except in cases where it is restoring a 
prior saved state. 


5 Stopped 0 The processor sets this bit to indicate that a ToPA Stop condition has been encountered. 
When this bit is set, TriggerEn is cleared to 0 and packet generation is disabled. For details, 
see “ToPA STOP" in Section 31.2.6.2. 

When Trace€n is cleared, software can write this bit. Once it is set, only software can clear it. 
It is not recommended that software ever set this bit, except in cases where it is restoring a 
prior saved state. 


6 PendPSB 0 If IA32_RTIT_CTL.InjectPsbPmiOnEnable[56] = 1, the processor sets this bit when the 
threshold for a PSB+ to be inserted has been reached. The processor will clear this bit when 
the PSB+ has been inserted into the trace. If PendPSB = 1 and InjectPsbPmiOnEnable = 1 
when IA32_RTIT_CTL.TraceEn[0] transitions from 0 to 1, a PSB+ will be inserted into the 
trace. 


This field is reserved if CPUID.(EAX=14H, ECX=0):EBX[bit 6] = 0. 


31-20 Vol. 3C 


INTEL® PROCESSOR TRACE 


Table 31-7. IA32_RTIT_STATUS MSR 
Position Bit Name At Reset Bit Description 


7 PendTopaPMI | 0 If IA32_RTIT_CTL.InjectPsbPmiOnEnable[56] = 1, the processor sets this bit when the 
threshold for a ToPA PMI to be inserted has been reached. Software should clear this bit once 
the ToPA PMI has been handled, see “ToPA PMI” for details. lf PendTopaPMI = 1 and 
InjectPsbPmiOnEnable = 1 when IA32_RTIT_CTL.TraceEn[0] transitions from 0 to 1, a PMI will 
be pended. 


This field is reserved if CPUID.(EAX=14H, ECX=0):EBX[bit 6] = 0. 
Must be 0. 


This field is written by the processor, and holds a count of packet bytes that have been sent 
out. The processor also uses this field to determine when the next PSB packet should be 
inserted. Note that the processor may clear or modify this field at any time while 
IA32_RTIT_CTL.TraceEn=1. It will have a stable value when IA32_RTIT_CTL.TraceEn=0. 


See Section 31.4.2.17 for details. 


This field is reserved when CPUID.(EAX=14H,ECX=0):EBX[bit 1] (“Configurable PSB and 
CycleAccurate Mode Supported") is 0. 


63:49 | Reserved 0 Must be 0. 


31:8 Reserved 
48:32 | PacketByteCnt 


jo) 


(=) 


31.2.7.5 1A32_RTIT_ADDRn_A and IA32_RTIT_ADDRn_B MSRs 


The role of the IA32_RTIT_ADDRn_A/B register pairs, for each n, is determined by the corresponding ADDRn_CFG 
fields in IA32_RTIT_CTL (see Section 31.2.7.2). The number of these register pairs is enumerated by 
CPUID.(EAX=14H, ECX=1):EAX.RANGECNT[2:0]. 


° Processors that enumerate support for 1 range support: 
IA32_RTIT_ADDRO_A, IA32_RTIT_ADDRO_B 

¢ Processors that enumerate support for 2 ranges support: 
IA32_RTIT_ADDRO_A, IA32_RTIT_ADDRO_B 
IA32_RTIT_ADDR1_A, IA32_RTIT_ADDR1_B 

¢ Processors that enumerate support for 3 ranges support: 
IA32_RTIT_ADDRO_A, IA32_RTIT_ADDRO_B 
IA32_RTIT_ADDR1_A, IA32_RTIT_ADDR1_B 
IA32_RTIT_ADDR2_A, IA32_RTIT_ADDR2_B 

¢ Processors that enumerate support for 4 ranges support: 
IA32_RTIT_ADDRO_A, IA32_RTIT_ADDRO_B 
IA32_RTIT_ADDR1_A, IA32_RTIT_ADDR1_B 
IA32_RTIT_ADDR2_A, IA32_RTIT_ADDR2_B 
IA32_RTIT_ADDR3_A, IA32_RTIT_ADDR3_B 


Each register has a single 64-bit field that holds a linear address value. Writes must ensure that the address is in 
canonical form, otherwise a general-protection fault (#GP) fault will result. 


Each MSR can be written only when IA32_RTIT_CTL.TraceEn is 0; otherwise WRMSR causes a general-protection 
fault (#GP). 


31.2.7. 1IA32_RTIT_CR3_MATCH MSR 


The IA32_RTIT_CR3_MATCH register is compared against CR3 when IA32_RTIT_CTL.CR3Filter is 1. Bits 63:5 hold 
the CR3 address value to match, bits 4:0 are reserved to 0. For more details on CR3 filtering and the treatment of 
this register, see Section 31.2.4.2. 


This MSR is accessible if CPUID.(EAX=14H, ECX=0):EBX[bit 0], “CR3 Filtering Support”, is 1. This MSR can be 
written only when IA32_RTIT_CTL.TraceEn is 0; otherwise WRMSR causes a general-protection fault (#GP). 


Vol. 3C 31-21 


INTEL® PROCESSOR TRACE 


IA32_RTIT_CR3_MATCH[4:0] are reserved and must be 0; an attempt to set those bits using WRMSR causes a 
#GP. 


31.2.7.7. IA32_RTIT_OUTPUT_BASE MSR 


This MSR is used to configure the trace output destination, when output is directed to memory 
(IA32_RTIT_CTL.FabricEn = 0). The size of the address field is determined by the maximum physical address width 
(MAXPHYADDR), as reported by CPUID.80000008H:EAX[7:0]. 


When the ToPA output scheme is used, the processor may update this MSR when packet generation is enabled, and 
those updates are asynchronous to instruction execution. Therefore, the values in this MSR should be considered 
unreliable unless packet generation is disabled (IA32_RTIT_CTL.TraceEn = 0). 


Accesses to this MSR are supported only if Intel PT output to memory is supported, hence when either 
CPUID.(EAX=14H, ECX=0):ECX[bit 0] or CPUID.(EAX=14H, ECX=0):ECX[bit 2] are set. Otherwise WRMSR or 
RDMSR cause a general-protection fault (4#GP). If supported, this MSR can be written only when 
IA32_RTIT_CTL.TraceEn is 0; otherwise WRMSR causes a general-protection fault (#GP). 


Table 31-8. |A32_RTIT_OUTPUT_BASE MSR 


Position Bit Name At Reset Bit Description 
6:0 Reserved 0 Must be 0. 
MAXPHYADDR-1:7 | BasePhysAddr | 0 The base physical address. How this address is used depends on the value of 


IA32_RTIT_CTL.ToPA: 


0: This is the base physical address of a single, contiguous physical output region. 
This could be mapped to DRAM or to MMIO, depending on the value. 


The base address should be aligned with the size of the region, such that none of 
the 1s in the mask value(Section 31.2.7.8) overlap with 1s in the base address. If 
the base is not aligned, an operational error will result (see Section 31.3.9). 


1: The base physical address of the current ToPA table. The address must be 4K 
aligned. Writing an address in which bits 11:7 are non-zero will not cause a #GP, but 
an operational error will be signaled once Trace€En is set. See “ToPA Errors” in 
Section 31.2.6.2 as well as Section 31.3.9. 


63:MAXPHYADDR | Reserved 0 Must be 0. 


31.2.7.8  IA32_RTIT_.OUTPUT_MASK_PTRS MSR 


This MSR holds any mask or pointer values needed to indicate where the next byte of trace output should be 
written. The meaning of the values held in this MSR depend on whether the ToPA output mechanism is in use. See 
Section 31.2.6.2 for details. 


The processor updates this MSR while when packet generation is enabled, and those updates are asynchronous to 
instruction execution. Therefore, the values in this MSR should be considered unreliable unless packet generation 
is disabled (IA32_RTIT_CTL.TraceEn = 0). 


Accesses to this MSR are supported only if Intel PT output to memory is supported, hence when either 
CPUID.(EAX=14H, ECX=0):ECX[bit 0] or CPUID.(EAX=14H, ECX=0):ECX[bit 2] are set. Otherwise WRMSR or 
RDMSR cause a general-protection fault (#GP). If supported, this MSR can be written only when 
IA32_RTIT_CTL.TraceEn is 0; otherwise WRMSR causes a general-protection fault (#GP). 
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Table 31-9. IA32_RTIT_OUTPUT_MASK_PTRS MSR 


Position Bit Name At Reset Bit Description 
6:0 LowerMask 7FH Forced to 1, writes are ignored. 
31:7 MaskOrTableO | 0 The use of this field depends on the value of [A32_RTIT_CTL.ToPA: 
ffset 0: This field holds bits 31:7 of the mask value for the single, contiguous physical output 


region. The size of this field indicates that regions can be of size 128B up to 4GB. This value 
(combined with the lower 7 bits, which are reserved to 1) will be ANDed with the 
OutputOffset field to determine the next write address. All 1s in this field should be 
consecutive and starting at bit 7, otherwise the region will not be contiguous, and an 
operational error (Section 31.3.9) will be signaled when TraceEn is set. 


1: This field holds bits 27:3 of the offset pointer into the current ToPA table. This value can 
be added to the [A32_RTIT_OUTPUT_BASE value to produce a pointer to the current ToPA 
table entry, which itself is a pointer to the current output region. In this scenario, the lower 7 
reserved bits are ignored. This field supports tables up to 256 MBytes in size. 


63:32 | OutputOffset | O The use of this field depends on the value of [A32_RTIT_CTL.ToPA: 


0: This is bits 31:0 of the offset pointer into the single, contiguous physical output region. 
This value will be added to the [A32_RTIT_OUTPUT_BASE value to form the physical address 
at which the next byte of packet output data will be written. This value must be less than or 
equal to the MaskOrTableOffset field, otherwise an operational error (Section 31.3.9) will be 
signaled when Trace €n is set. 

1: This field holds bits 31:0 of the offset pointer into the current ToPA output region. This 
value will be added to the output region base field, found in the current ToPA table entry, to 
form the physical address at which the next byte of trace output data will be written. 

This value must be less than the ToPA entry size, otherwise an operational error (Section 
31.3.9) will be signaled when Trace€En is set. 


31.2.8 Interaction of Intel® Processor Trace and Other Processor Features 


31.2.8.1 Intel® Transactional Synchronization Extensions (Intel® TSX) 


The operation of Intel TSX is described in Chapter 14 of the Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 1. For tracing purpose, packet generation does not distinguish between hardware lock 
elision (HLE) and restricted transactional memory (RTM), but speculative execution does have impacts on the trace 
output. Specifically, packets are generated as instructions complete, even for instructions in a transactional region 
that is later aborted. For this reason, debugging software will need indication of the beginning and end of a trans- 
actional region; this will allow software to understand when instructions are part of a transactional region and 
whether that region has been committed. 

To enable this, TSX information is included in a MODE packet leaf. The mode bits in the leaf are: 

¢ InTX: Set to 1 on an TSX transaction begin, and cleared on transaction commit or abort. 

¢ TXAbort: Set to 1 only when InTX transitions from 1 to 0 on an abort. Cleared otherwise. 

If BranchEn=1, this MODE packet will be sent each time the transaction status changes. See Table 31-10 for 
details. 


Table 31-10. TSX Packet Scenarios 
TSX Event Instruction Packets 


Transaction Begin | Either XBEGIN or XACQUIRE lock (the latter if executed MODE(TXAbort=0, InTX=1), FUP(CurrentIP) 
transactionally) 


Transaction Either XEND or XRELEASE lock, if transactional execution MODE(TXAbort=0, InTX=0), FUP(CurrentIP) 
Commit ends. This happens only on the outermost commit 
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Table 31-10. TSX Packet Scenarios 


TSX Event Instruction Packets 
Transaction Abort | XABORT or other transactional abort MODE(TXAbort=1, InTX=0), FUP(CurrentlP), 
TIP(TargetIP) 
Other One of the following: None. No change to TSX mode bits for these 

« Nested XBEGIN or XACQUIRE lock cases. 

* Anouter XACQUIRE lock that doesn’t begin a transaction 

(INTX not set) 
* Non-outermost XEND or XRELEASE lock 


The CurrentIP listed above is the IP of the associated instruction. The TargetIP is the IP of the next instruction to be 
executed; for HLE, this is the XACQUIRE lock; for RTM, this is the fallback handler. 


Intel PT stores are non-transactional, and thus packet writes are not rolled back on TSX abort. 


31.2.8.2 TSX and IP Filtering 


A complication with tracking transactions is handling transactions that start or end outside of the tracing region. 
Transactions can’t span across a change in ContextEn, because CPL changes and CR3 changes each cause aborts. 
But a transaction can start within the IP filter region and end outside it. 


To assist the decoder handling this situation, MODE.TSX packets can be sent even if FilterEn=0, though there will 
be no FUP attached. Instead, they will merely serve to indicate to the decoder when transactions are active and 
when they are not. When tracing resumes (due to PacketEn=1), the last MODE.TSX preceding the TIP.PGE will indi- 
cate the current transaction status. 


31.2.8.3 System Management Mode (SMM) 


SMM code has special privileges that non-SMM code does not have. Intel Processor Trace can be used to trace SMM 
code, but special care is taken to ensure that SMM handler context is not exposed in any non-SMM trace collection. 
Additionally, packet output from tracing non-SMM code cannot be written into memory space that is either 
protected by SMRR or used by the SMM handler. 


SMM is entered via a system management interrupt (SMI). SMI delivery saves the value of IA32_RTIT_CTL.TraceEn 
into SMRAM and then clears it, thereby disabling packet generation. 


The saving and clearing of IA32_RTIT_CTL.TraceEn ensures two things: 
1. All internally buffered packet data is flushed before entering SMM (see Section 31.2.7.2). 


2. Packet generation ceases before entering SMM, so any tracing that was configured outside SMM does not 
continue into SMM. No SMM instruction pointers or other state will be exposed in the non-SMM trace. 


When the RSM instruction is executed to return from SMM, the TraceEn value that was saved by SMI delivery is 
restored, allowing tracing to be resumed. As is done any time packet generation is enabled, ContextEn is re-evalu- 
ated, based on the values of CPL, CR3, etc., established by RSM. 


Like other interrupts, delivery of an SMI produces a FUP containing the IP of the next instruction to execute. By 
toggling TraceEn, SMI and RSM can produce TIP.PGD and TIP.PGE packets, respectively, indicating that tracing was 
disabled or re-enabled. See Table 31.7 for more information about packets entering and leaving SMM. 


Although #SMI and RSM change CR3, PIP packets are not generated in these cases. With #SMI tracing is disabled 
before the CR3 change; with RSM TraceEn is restored after CR3 is written. 


TraceEn must be cleared before executing RSM, otherwise it will cause a shutdown. Further, on processors that 
restrict use of Intel PT with LBRs (see Section 31.3.1.2), any RSM that results in enabling of both will cause a shut- 
down. 


Intel PT can support tracing of System Transfer Monitor operating in SMM, see Section 31.6. 
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31.2.8.4 Virtual-Machine Extensions (VMX) 


Initial implementations of Intel Processor Trace do not support tracing in VMX operation. Such processors indicate 
this by returning O for IA32_VMX_MISC[bit 14]. On these processors, execution of the VMXON instruction clears 
IA32_RTIT_CTL.TraceEn and any attempt to write IA32_RTIT_CTL in VMX operation causes a general-protection 
exception (#GP). 

Processors that support Intel Processor Trace in VMX operation return 1 for IA32_VMX_MISC[bit 14]. Details of 
tracing in VMX operation are described in Section 31.4.2.26. 


31.2.8.5 Intel® Software Guard Extensions (Intel® SGX) 


Intel SGX provides an application with the ability to instantiate a protective container (an enclave) with confidenti- 
ality and integrity (see the Inte/® Software Guard Extensions Programming Reference). On a processor with both 
Intel PT and Intel SGX enabled, when executing code within a production enclave, no control flow packets are 
produced by Intel PT. An enclave entry will clear ContextEn, thereby blocking control flow packet generation. A 
TIP.PGD packet will be generated if PacketEn=1 at the time of the entry. 


Upon enclave exit, ContextEn will no longer be forced to 0. If other enables are set at the time, a TIP.PGE may be 
generated to indicate that tracing is resumed. 

During the enclave execution, Intel PT remains enabled, and periodic or timing packets such as PSB, TSC, MTC, or 
CBR can still be generated. No IPs or other architectural state will be exposed. 


For packet generation examples on enclave entry or exit, see Section 31.7. 


Debug Enclaves 


Intel SGX allows an enclave to be configured with relaxed protection of confidentiality for debug purposes, see the 
Intel® Software Guard Extensions Programming Reference. In a debug enclave, Intel PT continues to function 
normally. Specifically, ContextEn is not impacted by an enclave entry or exit. Hence, the generation of ContextEn- 
dependent packets within a debug enclave is allowed. 


31.2.8.6 SENTER/ENTERACCS and ACM 


GETSEC[SENTER] and GETSEC[ENTERACCS] instructions clear TraceEn, and it is not restored when those instruc- 
tion complete. SENTER also causes TraceEn to be cleared on other logical processors when they rendezvous and 
enter the SENTER sleep state. In these two cases, the disabling of packet generation is not guaranteed to flush 
internally buffered packets. Some packets may be dropped. 

When executing an authenticated code module (ACM), packet generation is silently disabled during ACRAM setup. 
TraceEn will be cleared, but no TIP.PGD packet is generated. After completion of the module, the TraceEn value will 
be restored. There will be no TIP.PGE packet, but timing packets, like TSC and CBR, may be produced. 


31.2.8.7. Intel® Memory Protection Extensions (Intel? MPX) 


Bounds exceptions (#BR) caused by Intel MPX are treated like other exceptions, producing FUP and TIP packets 
that indicate the source and destination IPs. 


31.3. CONFIGURATION AND PROGRAMMING GUIDELINE 


31.3.1. Detection of Intel Processor Trace and Capability Enumeration 


Processor support for Intel Processor Trace is indicated by CPUID.(EAX=07H, ECX=0H):EBX[bit 25] = 1. CPUID 
function 14H is dedicated to enumerate the resource and capability of processors that report 
CPUID.(EAX=07H,ECX=0H):EBX[bit 25] = 1. Different processor generations may have architecturally-defined 
variation in capabilities. Table 31-11 describes details of the enumerable capabilities that software must use across 
generations of processors that support Intel Processor Trace. 
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Table 31-11. CPUID Leaf 14H Enumeration of Intel Processor Trace Capabilities 


CPUID.(EAX=14H,ECX=0) 


Register 


Bits 


Name 


Description Behavior 


EAX 


31:0 


Maximum valid sub-leaf Index 


Specifies the index of the maximum valid sub-leaf for this CPUID leaf. 


EBX 


0 


CR3 Filtering Support 


1: Indicates that IA32_RTIT_CTL.CR3Filter can be set to 1, and that 
IA32_RTIT_CR3_MATCH MSR can be accessed. See Section 31.2.7. 

O: Indicates that writes that set |A32_RTIT_CTL.CR3Filter to 1, or any 
access to [A32_RTIT_CR3_MATCH, will #GP fault. 


Configurable PSB and Cycle- 
Accurate Mode Supported 


IP Filtering and TraceStop 
supported, and Preserve Intel 
PT MSRs across warm reset 


1: (a) |A32_RTIT_CTL.PSBFreq can be set to a non-zero value, in order to 
select the preferred PSB frequency (see below for allowed values). (b) 
IA32_RTIT_STATUS.PacketByteCnt can be set to a non-zero value, and 
will be incremented by the processor when tracing to indicate progress 
towards the next PSB. If trace packet generation is enabled by setting 
TraceEn, a PSB will only be generated if PacketByteCnt=0. (c) 
IA32_RTIT_CTL.CYCEn can be set to 1 to enable Cycle-Accurate Mode. 
See Section 31.2.7. 


QO: (a) Any attempt to write a non-zero value to |A32_RTIT_CTL.PSBFreq 
or IA32_RTIT_STATUS.PacketByteCnt will #GP fault. (b) If trace packet 
generation is enabled by setting TraceEn, a PSB is always generated. (c) 
Any attempt to write a non-zero value to [A32_RTIT_CTL.CYCEn or 
IA32_RTIT_CTL.CycThresh will #GP fault. 


1: (a) IA32_RTIT_CTL provides at one or more ADDRn_CFG field to 
configure the corresponding address range MSRs for IP Filtering or IP 
TraceStop. Each ADDRn_CFG field accepts a value in the range of 0:2 
inclusive. The number of ADDRn_CFG fields is reported by 
CPUID.(EAX=14H, ECX=1):EAX.RANGECNT[2:0]. (b) At least one register 
pair [A32_RTIT_ADDRn_A and IA32_RTIT_ADDRn_B are provided to 
configure address ranges for IP filtering or IP TraceStop. (c) On warm 
reset, all Intel PT MSRs will retain their pre-reset values, though 
IA32_RTIT_CTL.TraceEn will be cleared. The Intel PT MSRs are listed in 
Section 31.2.7. 

0: (a) An Attempt to write [A32_RTIT_CTLADDRn_CFG with non-zero 
encoding values will cause #GP. (b) Any access to IA32_RTIT_ADDRn_A 
and IA32_RTIT_ADDRn_B, will #GP fault. (c) On warm reset, all Intel PT 
MSRs will be cleared. 


MTC Supported 


1: IA32_RTIT_CTL.MTCEn can be set to 1, and MTC packets will be 
generated. See Section 31.2.7. 

0: An attempt to set IA32_RTIT_CTL.MTCEn or IA32_RTIT_CTL.MTCFreq 
to a non-zero value will #GP fault. 


PTWRITE Supported 


1: Writes can set [A32_RTIT_CTL[12] (PTWEn) and IA32_RTIT_CTL[5] 
(FUPonPTW), and PTWRITE can generate packets. 


0: Writes that set IA32_RTIT_CTL[1 2] or IA32_RTIT_CTL[5] will #GP, 
and PTWRITE will #UD fault. 


Power Event Trace Supported 


1: Writes can set IA32_RTIT_CTL[4] (Pwr€vtEn), enabling Power Event 
Trace packet generation. 


0: Writes that set IA32_RTIT_CTL[4] will #GP. 


31-26 Vol. 3C 


INTEL® PROCESSOR TRACE 


Table 31-11. CPUID Leaf 14H Enumeration of Intel Processor Trace Capabilities (Contd.) 


CPUID.(EAX=14H,ECX=0) 


Register Bits 


Name 


Description Behavior 


PSB and PMI Preservation 
Supported 


1: Writes can set [A32_RTIT_CTL[56] (InjectPsbPmiOnEnable), enabling 
the processor to set [A32_RTIT_STATUS[7] (PendTopaPMI) and/or 
IA32_RTIT_STATUS[6] (PendPSB) in order to preserve ToPA PMs and/or 
PSBs otherwise lost due to Intel PT disable. Writes can also set 
PendToPAPMI and PendPSB. 


0: Writes that set [A32_RTIT_CTL[56], |A32_RTIT_STATUS[7], or 
IA32_RTIT_STATUS[6] will #GP. 


Reserved 


ECX 


ToPA Output Supported 


1: Tracing can be enabled with [A32_RTIT_CTL.ToPA = 1, hence utilizing 
the ToPA output scheme (Section 31.2.6.2) IA32_RTIT_OUTPUT_BASE 
and |A32_RTIT_OUTPUT_MASK_PTRS MSRs can be accessed. 


0: Unless CPUID.(EAX=14H, ECX=0):ECX.SNGLRNGOUT[bit 2] = 1. writes 


to IA32_RTIT_OUTPUT_BASE or IA32_RTIT_OUTPUT_MASK_PTRS. 
MSRs will #GP fault. 


ToPA Tables Allow Multiple 
Output Entries 


1: ToPA tables can hold any number of output entries, up to the 
maximum allowed by the MaskOrTableOffset field of 
IA32_RTIT_OUTPUT_MASK_PTRS. 


0: ToPA tables can hold only one output entry, which must be followed 
by an END=1 entry which points back to the base of the table. 

Further, ToPA PMls will be delivered before the region is filled. See ToPA 
PMI in Section 31.2.6.2. 

If there is more than one output entry before the END entry, or if the 
END entry has the wrong base address, an operational error will be 
signaled (see “ToPA Errors” in Section 31.2.6.2). 


Single-Range Output 
Supported 


1: Enabling tracing (TraceEn=1) with IA32_RTIT_CTL.ToPA=0 is 
supported. 

0: Unless CPUID.(EAX=14H, ECX=0):ECX.TOPAOUT [bit 0] = 1. writes to 
IA32_RTIT_OUTPUT_BASE or IA32_RTIT_OUTPUT_MASK_PTRS. MSRs 
will #GP fault. 


Output to Trace Transport 
Subsystem Supported 


1: Setting IA32_RTIT_CTL.FabricEn to 1 is supported. 


0: |A32_RTIT_CTL.FabricEn is reserved. Write 1 to 
IA32_RTIT_CTLFabricEn will #GP fault. 


30:4 


Reserved 


EDX 31:0 


IP Payloads are LIP 


Reserved 


1: Generated packets which contain IP payloads have LIP values, which 
include the CS base component. 


0: Generated packets which contain IP payloads have RIP values, which 
are the offset from CS base. 


If CPUID.(EAX=14H, ECX=0):EAX reports a non-zero value, additional capabilities of Intel Processor Trace are 
described in the sub-leaves of CPUID leaf 14H. 
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Table 31-12. CPUID Leaf 14H, sub-leaf 1H Enumeration of Intel Processor Trace Capabilities 


CPUID.(EAX=14H,ECX=1) 


Register 


Bits 


Name 


Description Behavior 


EAX 


2:0 


Number of Address Ranges 


A non-zero value specifies the number ADDRn_CFG field supported in 
IA32_RTIT_CTL and the number of register pair 
IA32_RTIT_ADDRn_A/IA32_RTIT_ADDRn_B supported for IP filtering 
and IP TraceStop. 


NOTE: Currently, no processors support more than 4 address ranges. 


15:3 


Reserved 


31:16 


Bitmap of supported MTC 
Period Encodings 


The non-zero bits indicate the map of supported encoding values for 
the IA32_RTIT_CTL.MTCFreq field. This applies only if 
CPUID.(EAX=14H, ECX=0):EBX[bit 3] = 1 (MTC Packet generation is 
supported), otherwise the MTCFreq field is reserved to 0. 


Each bit position in this field represents 1 encoding value in the 4-bit 
MTCFreq field (ie, bit O is associated with encoding value 0). For each 
bit: 

1: MTCFreq can be assigned the associated encoding value. 

0: MTCFreq cannot be assigned to the associated encoding value. A 


write to [A32_RTIT_CTLMTCFreq with unsupported encoding will cause 
#GP fault. 


EBX 


Bitmap of supported Cycle 
Threshold values 


The non-zero bits indicate the map of supported encoding values for 
the IA32_RTIT_CTL.CycThresh field. This applies only if 
CPUID.(EAX=14H, ECX=0):EBX[bit 1] = 1 (Cycle-Accurate Mode is 
Supported), otherwise the CycThresh field is reserved to 0. See Section 
31.2.7. 


Each bit position in this field represents 1 encoding value in the 4-bit 
CycThresh field (ie, bit O is associated with encoding value 0). For each 
bit: 

1: CycThresh can be assigned the associated encoding value. 

0: CycThresh cannot be assigned to the associated encoding value. A 
write to CycThresh with unsupported encoding will cause #GP fault. 


31:16 


Bitmap of supported 
Configurable PSB Frequency 
encoding 


The non-zero bits indicate the map of supported encoding values for 
the IA32_RTIT_CTLPSBFreq field. This applies only if 
CPUID.(EAX=14H, ECX=0):EBX[bit 1] = 1 (Configurable PSB is 
supported), otherwise the PSBFreq field is reserved to 0. See Section 
31.2.7. 


Each bit position in this field represents 1 encoding value in the 4-bit 
PSBFreq field (ie, bit 0 is associated with encoding value 0). For each 
bit: 

1: PSBFreg can be assigned the associated encoding value. 


0: PSBFreq cannot be assigned to the associated encoding value. A 
write to PSBFreq with unsupported encoding will cause #GP fault. 


ECX 


31:0 


Reserved 


EDX 


31:0 


Reserved 


31-28 Vol. 3C 


INTEL® PROCESSOR TRACE 


31.3.1.1 Packet Decoding of RIP versus LIP 


FUP, TIP, TIP.PGE, and TIP.PGE packets can contain an instruction pointer (IP) payload. On some processor gener- 
ations, this payload will be an effective address (RIP), while on others this will be a linear address (LIP). In the 
former case, the payload is the offset from the current CS base address, while in the latter it is the sum of the offset 
and the CS base address (Note that in real mode, the CS base address is the value of CS< <4, while in protected 
mode the CS base address is the base linear address of the segment indicated by the CS register.). Which IP type 
is in use is indicated by enumeration (see CPUID.(EAX=14H, ECX=0):€CX.LIP[bit 31] in Table 31-11). 


For software that executes while the CS base address is 0 (including all software executing in 64-bit mode), the 
difference is indistinguishable. A trace decoder must account for cases where the CS base address is not 0 and the 
resolved LIP will not be evident in a trace generated on a CPU that enumerates use of RIP. This is likely to cause 
problems when attempting to link the trace with the associated binaries. 


Note that IP comparison logic, for IP filtering and TraceStop range calculation, is based on the same IP type as 
these IP packets. For processors that output RIP, the IP comparison mechanism is also based on RIP, and hence on 
those processors RIP values should be written to IA32_RTIT_ADDRn_[AB] MSRs. This can produce differing 
behavior if the same trace configuration setting is run on processors reporting different IP types, i.e. 
CPUID.(EAX=1 4H, ECX=0):ECX.LIP[bit 31]. Care should be taken to check CPUID when configuring IP filters. 


31.3.1.2 Model Specific Capability Restrictions 


Some processor generations impose restrictions that prevent use of LBRs/BTS/BTM/LERs when software has 
enabled tracing with Intel Processor Trace. On these processors, when TraceEn is set, updates of LBR, BTS, BTM, 
LERs are suspended but the states of the corresponding IA32_DEBUGCTL control fields remained unchanged as if 
it were still enabled. When TraceEn is cleared, the LBR array is reset, and LBR/BTS/BTM/LERs updates will resume. 
Further, reads of these registers will return 0, and writes will be dropped. 


The list of MSRs whose updates/accesses are restricted follows. 

¢ MSR_LASTBRANCH_x_TO_IP, MSR_LASTBRANCH_x_FROM_IP, MSR_LBR_INFO_x, MSR_LASTBRANCH_TOS 
e¢ MSR_LER_FROM_LIP, MSR_LER_TO_LIP 

¢ MSR_LBR_SELECT 


For processor with CPUID DisplayFamily_DisplayModel signature of 06_3DH, 06_47H, 06_4EH, 06_4FH, 06_56H 
and 06_5EH, the use of Intel PT and LBRs are mutually exclusive. 


31.3.2 | Enabling and Configuration of Trace Packet Generation 


To configure trace packets, enable packet generation, and capture packets, software starts with using CPUID 
instruction to detect its feature flag, CPUID.(EAX=07H,ECX=0H):EBX[bit 25] = 1; followed by enumerating the 
capabilities described in Section 31.3.1. 


Based on the capability queried from Section 31.3.1, software must configure a number of model-specific regis- 
ters. This section describes programming considerations related to those MSRs. 


31.3.2.1 Enabling Packet Generation 


When configuring and enabling packet generation, the IA32_RTIT_CTL MSR should be written after any other Intel 
PT MSRs have been written, since writes to the other configuration MSRs cause a general-protection fault (#GP) if 
TraceEn = 1. If a prior trace collection context is not being restored, then software should first clear 
IA32_RTIT_STATUS. This is important since the Stopped, and Error fields are writable; clearing the MSR clears any 
values that may have persisted from prior trace packet collection contexts. See Section 31.2.7.2 for details of 
packets generated by setting TraceEn to 1. 


If setting TraceEn to 1 causes an operational error (see Section 31.3.9), there may be a delay after the WRMSR 
completes before the error is signaled in the IA32_RTIT_STATUS MSR. 


While packet generation is enabled, the values of some configuration MSRs (e.g., IA32_RTIT_STATUS and 
IA32_RTIT_OUTPUT_*) are transient, and reads may return values that are out of date. Only after packet genera- 
tion is disabled (by clearing TraceEn) do reads of these MSRs return reliable values. 
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31.3.2.2 Disabling Packet Generation 


After disabling packet generation by clearing IA32_RTIT_CTL, it is advisable to read the IA32_RTIT_STATUS MSR 
(Section 31.2.7.4): 


e If the Error bit is set, an operational error was encountered, and the trace is most likely compromised. Software 
should check the source of the error (by examining the output MSR values), correct the source of the problem, 
and then attempt to gather the trace again. For details on operational errors, see Section 31.3.9. Software 
should clear IA32_RTIT_STATUS.Error before re-enabling packet generation. 


¢ If the Stopped bit is set, software execution encountered an IP TraceStop (see Section 31.2.4.3) or the ToPA 
Stop condition (see “ToPA STOP” in Section 31.2.6.2) before packet generation was disabled. 


31.3.3. Flushing Trace Output 


Packets are first buffered internally and then written out asynchronously. To collect packet output for post- 
processing, a collector needs first to ensure that all packet data has been flushed from internal buffers. Software 
can ensure this by stopping packet generation by clearing IA32_RTIT_CTL.TraceEn (see “Disabling Packet Genera- 
tion” in Section 31.2.7.2). 


When software clears IA32_RTIT_CTL.TraceEn to flush out internally buffered packets, the logical processor issues 
an SFENCE operation which ensures that WC trace output stores will be ordered with respect to the next store, or 
serializing operation. A subsequent read from the same logical processor will see the flushed trace data, while a 
read from another logical processor should be preceded by a store, fence, or architecturally serializing operation on 
the tracing logical processor. 

When the flush operations complete, the IA32_RTIT_OUTPUT_* MSR values indicate where the trace ended. While 
TraceEn is set, these MSRs may hold stale values. Further, if a TOPA region with INT=1 is filled, meaning a ToPA PMI 
has been triggered, IA32_PERF_GLOBAL_STATUS.Trace_ToPA_PMI[55] will be set by the time the flush completes. 


31.3.4 Warm Reset 


The MSRs software uses to program Intel Processor Trace are cleared after a power-on RESET (or cold RESET). On 
a warm RESET, the contents of those MSRs can retain their values from before the warm RESET with the exception 
that IA32_RTIT_CTL.TraceEn will be cleared (which may have the side effect of clearing some bits in 
IA32_RTIT_STATUS). 


31.3.5 Context Switch Consideration 


To facilitate construction of instruction execution traces at the granularity of a software process or thread context, 
software can save and restore the states of the trace configuration MSRs across the process or thread context 
switch boundary. The principle is the same as saving and restoring the typical architectural processor states across 
context switches. 


31.3.5.1. Manual Trace Configuration Context Switch 


The configuration can be saved and restored through a sequence of instructions of RDMSR, management of MSR 
content and WRMSR. To stop tracing and to ensure that all configuration MSRs contain stable values, software must 
clear IA32_RTIT_CTL.TraceEn before reading any other trace configuration MSRs. The recommended method for 
saving trace configuration context manually follows: 


1. RDMSR IA32_RTIT_CTL, save value to memory 
2. WRMSR IA32_RTIT_CTL with saved value from RDMSR above and TraceEn cleared 


3. RDMSR all other configuration MSRs whose values had changed from previous saved value, save changed 
values to memory 
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When restoring the trace configuration context, IA32_RTIT_CTL should be restored last: 


1. Read saved configuration MSR values, aside from IA32_RTIT_CTL, from memory, and restore them with 
WRMSR 


2. Read saved JA32_RTIT_CTL value from memory, and restore with WRMSR. 


31.3.5.2 Trace Configuration Context Switch Using XSAVES/XRSTORS 


On processors whose XSAVE feature set supports XSAVES and XRSTORS, the Trace configuration state can be 
saved using XSAVES and restored by XRSTORS, in conjunction with the bit field associated with supervisory state 
component in IA32_XSS. See Chapter 13, “Managing State Using the XSAVE Feature Set” of Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 1. 


The layout of the trace configuration component state in the XSAVE area is shown in Table 31-13.! 


Table 31-13. Memory Layout of the Trace Configuration State Component 


Offset within Field Offset within Field 
Component Area Component Area 
OH IA32_RTIT_CTL 08H IA32_RTIT_OUTPUT_BASE 
10H IA32_RTIT_OUTPUT_MASK_PTRS 18H IA32_RTIT_STATUS 
20H IA32_RTIT_CR3_MATCH 28H IA32_RTIT_ADDRO_A 
30H 1A32_RTIT_ADDRO_B 38H 1A32_RTIT_ADDR1_A 
40H IA32_RTIT_ADDR1_B 48H-End Reserved 


The IA32_XSS MSR is zero coming out of RESET. Once IA32_XSS[bit 8] is set, system software operating at CPL= 
0 can use XSAVES/XRSTORS with the appropriate requested-feature bitmap (RFBM) to manage supervisor state 
components in the XSAVE map. See Chapter 13, “Managing State Using the XSAVE Feature Set” of Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 1. 


31.3.6 Cycle-Accurate Mode 


Intel PT can be run in a cycle-accurate mode which enables CYC packets (see Section 31.4.2.14) that provide low- 
level information in the processor core clock domain. This cycle counter data in CYC packets can be used to 
compute IPC (Instructions Per Cycle), or to track wall-clock time on a fine-grain level. 


To enable cycle-accurate mode packet generation, software should set IA32_RTIT_CTL.CYCEn=1. It is recom- 
mended that software also set TSCEn=1 anytime cycle-accurate mode is in use. With this, all CYC-eligible packets 
will be preceded by a CYC packet, the payload of which indicates the number of core clock cycles since the last CYC 
packet. In cases where multiple CYC-eligible packets are generated in a single cycle, only a single CYC will be 
generated before the CYC-eligible packets, otherwise each CYC-eligible packet will be preceded by its own CYC. The 
CYC-eligible packets are: 


* TNT, TIP, TIP.PGE, TIP.PGD, MODE.EXEC, MODE.TSX, PIP, VMCS, OVF, MTC, TSC, PTWRITE, EXSTOP 


TSC packets are generated when there is insufficient information to reconstruct wall-clock time, due to tracing 
being disabled (TriggerEn=0), or power down scenarios like a transition to a deep-sleep MWAIT C-state. In this 
case, the CYC that is generated along with the TSC will indicate the number of cycles actively tracing (those 
powered up, with TriggerEn=1) executed between the last CYC packet and the TSC packet. And hence the amount 
of time spent while tracing is inactive can be inferred from the difference in time between that expected based on 
the CYC value, and the actual time indicated by the TSC. 


Additional CYC packets may be sent stand-alone, so that the processor can ensure that the decoder is aware of the 
number of cycles that have passed before the internal hardware counter wraps, or is reset due to other micro- 
architectural condition. There is no guarantee at what intervals these standalone CYC packets will be sent, except 
that they will be sent before the wrap occurs. An illustration is given below. 


1. Table 31-13 documents support for the MSRs defining address ranges 0 and 1. Processors that provide XSAVE support for Intel Processor 
Trace support only those address ranges. 
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Example 31-1. An Illustrative CYC Packet Example 


Time (cycles) | Instruction Snapshot Generated Packets Comment 

x call Y%eax CYC(?), TIP ?€lapsed cycles from the previous CYC unknown 

x+2 call %ebx CYC(2), TIP 1 byte CYC packet; 2 cycles elapsed from the previous CYC 
x+8 jnz Foo (not taken) CYC(6) 1 byte CYC packet 

x+9 ret (compressed) 

x+12 jnz Bar (taken) 

x+16 ret (uncompressed) TNT, CYC(8), TIP 1 byte CYC packet 

x+4111 CYC(4095) 2 byte CYC packet 

x + 12305 CYC(8194) 3 byte CYC packet 

xX + 16332 mov cr3, %ebx CYC(4027), PIP 2 byte CYC packet 


31.3.6.1. Cycle Counter 


The cycle counter is implemented in hardware (independent of the time stamp counter or performance monitoring 
counters), and is a simple incrementing counter that does not saturate, but rather wraps. The size of the counter is 
implementation specific. 


The cycle counter is reset to zero any time that TriggerEn is cleared, and when a CYC packet is sent. The cycle 
counter will continue to count when ContextEn or FilterEn are cleared, and cycle packets will still be generated. It 
will not count during sleep states that result in Intel PT logic being powered-down, but will count up to the point 
where clocks are disabled, and resume counting once they are re-enabled. 


31.3.6.2 Cycle Packet Semantics 
Cycle-accurate mode adheres to the following protocol: 
¢ All packets that precede a CYC packet represent instructions or events that took place before the CYC time. 


¢ All packets that follow a CYC packet represent instructions or events that took place at the same time as, or 
after, the CYC time. 


¢ The CYC-eligible packet that immediately follows a CYC packet represents an instruction or event that took 
place at the same time as the CYC time. 


These items above give the decoder a means to apply CYC packets to a specific instruction in the assembly stream. 
Most packets represent a single instruction or event, and hence the CYC packet that precedes each of those packets 
represents the retirement time of that instruction or event. In the case of TNT packets, up to 6 conditional branches 
and/or compressed RETs may be contained in the packet. In this case, the preceding CYC packet provides the 
retirement time of the first branch in the packet. It is possible that multiple branches retired in the same cycle as 
that first branch in the TNT, but the protocol will not make that obvious. Also note that a MTC packet could be 
generated in the same cycle as the first JCC in the TNT packet. In this case, the CYC would precede both the MTC 
and the TNT, and apply to both. 


Note that there are times when the cycle counter will stop counting, though cycle-accurate mode is enabled. After 
any such scenario, a CYC packet followed by TSC packet will be sent. See Section 31.8.3.2 to understand how to 
interpret the payload values 


Multi-packet Instructions or Events 


Some operations, such as interrupts or task switches, generate multiple packets. In these cases, multiple CYC 
packets may be sent for the operation, preceding each CYC-eligible packet in the operation. An example, using a 
task switch on a software interrupt, is shown below. 
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Example 31-2. An Example of CYC in the Presence of Multi-Packet Operations 


Time (cycles) Instruction Snapshot Generated Packets 
X jnz Foo (not taken) CYC(?), 
Xx+2 ret (compressed) 
x+8 jnz Bar (taken) 
x+9 jmp %eax TNT, CYC(9), TIP 
x+12 jnz Bar (not taken) CYC(3) 
x + 32 int3 (task gate) TNT, FUP, CYC(10), PIP, CYC(20), MODE.Exec, TIP 


31.3.6.3 Cycle Thresholds 


Software can opt to reduce the frequency of cycle packets, a trade-off to save bandwidth and intrusion at the 
expense of precision. This is done by utilizing a cycle threshold (see Section 31.2.7.2). 


IA32_RTIT_CTL.CycThresh indicates to the processor the minimum number of cycles that must pass before the 
next CYC packet should be sent. If this value is 0, no threshold is used, and CYC packets can be sent every cycle in 
which a CYC-eligible packet is generated. If this value is greater than 0, the hardware will wait until the associated 
number of cycles have passed since the last CYC packet before sending another. CPUID provides the threshold 
options for CycThresh, see Section 31.3.1. 


Note that the cycle threshold does not dictate how frequently a CYC packet will be posted, it merely assigns the 
maximum frequency. If the cycle threshold is 16, a CYC packet can be posted no more frequently than every 16 
cycles. However, once that threshold of 16 cycles has passed, it still requires a new CYC-eligible packet to be gener- 
ated before a CYC will be inserted. Table 31-14 illustrates the threshold behavior. 


Table 31-14. An Illustrative CYC Packet Example 


Time (cycles) Instruction Snapshot Uuoli 
0 16 32 64 
x jmp %eax CYC, TIP CYC, TIP CYC, TIP CYC, TIP 
x+9 call %ebx CYC, TIP TIP TIP TIP 
x+15 call %ecx CYC, TIP TIP TIP TIP 
x + 30 jmp %edx CYC, TIP CYC, TIP TIP TIP 
xX + 38 mov cr3, %eax CYC, PIP PIP CYC, PIP PIP 
x + 46 jmp [%eax] CYC, TIP CYC, TIP TIP TIP 
x + 64 call %edx CYC, TIP CYC, TIP TIP CYC,TIP 
x+7] jmp %edx CYC, TIP TIP CYC,TIP TIP 


31.3.7. Decoder Synchronization (PSB+) 


The PSB packet (Section 31.4.2.17) serves as a synchronization point for a trace-packet decoder. It is a pattern in 
the trace log for which the decoder can quickly scan to align packet boundaries. No legal packet combination can 
result in such a byte sequence. As such, it serves as the starting point for packet decode. To decode a trace log 
properly, the decoder needs more than simply to be aligned: it needs to know some state and potentially some 
timing information as well. The decoder should never need to retain any information (e.g., LastIP, call stack, 
compound packet event) across a PSB; all compound packet events will be completed before a PSB, and any 
compression state will be reset. 

When a PSB packet is generated, it is followed by a PSBEND packet (Section 31.4.2.18). One or more packets may 
be generated in between those two packets, and these inform the decoder of the current state of the processor. 
These packets, known collectively as PSB+, should be interpreted as “status only”, since they do not imply any 
change of state at the time of the PSB, nor are they associated directly with any instruction or event. Thus, the 
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normal binding and ordering rules that apply to these packets outside of PSB+ can be ignored when these packets 
are between a PSB and PSBEND. They inform the decoder of the state of the processor at the time of the PSB. 


PSB+ can include: 
¢ Timestamp (TSC), if IA32_RTIT_CTL.TSCEn=1. 
° Timestamp-MTC Align (TMA), if IA32_RTIT_CTL.TSCEn=1 && IA32_RTIT_CTL.MTCEn=1. 


° Paging Information Packet (PIP), if ContextEn=1 and IA32_RTIT_CTL.OS=1. The non-root bit (NR) is set if the 
logical processor is in VMX non-root operation and the “conceal VMX from PT” VM-execution control is 0. 


° VMCS packet, if either the logical is in VMX root operation or the logical processor is in VMX non-root operation 
and the “conceal VMX from PT” VM-execution control is 0. 


* Core Bus Ratio (CBR). 

° MODE.TSX, if ContextEn=1 and BranchEn = 1. 
° MODE.Exec, if PacketEn=1. 

¢ Flow Update Packet (FUP), if PacketEn=1. 


PSB is generated only when TriggerEn=1; hence PSB+ has the same dependencies. The ordering of packets within 
PSB+ is not fixed. Timing packets such as CYC and MTC may be generated between PSB and PSBEND, and their 
meanings are the same as outside PSB+. 


A PSB+ can be lost in some scenarios. If IA32_RTIT_STATUS. TriggerEn is cleared just as the PSB threshold is 
reached, e.g., due to TraceEn being cleared, the PSB+ may not be generated. On processors that support PSB pres- 
ervation (CPUID.(EAX=14H, ECX=0):EBX[bit 6] = 1), setting IA32_RTIT_CTL.InjectPsbPmiOnEnable[56] = 1 will 
ensure that a PSB+ that is pending at the time PT is disabled will be recorded by setting 
IA32_RTIT_STATUS.PendPSB[6] = 1. A PSB will be inserted, and PendPSB cleared, when PT is later re-enabled 
while PendPSB = 1. 


Note that an overflow can occur during PSB+, and this could cause the PSBEND packet to be lost. For this reason, 
the OVF packet should also be viewed as terminating PSB+. If IA32_RTIT_STATUS.TriggerEn is cleared just as the 
PSB threshold is reached, the PSB+ may not be generated. TriggerEn can be cleared by a WRMSR that clears 
IA32_RTIT_CTL.TraceEn, a VM-exit that clears IA32_RTIT_CTL.TraceEn, an #SMI, or any time that either 
IA32_RTIT_STATUS. Stopped is set (e.g., by a TraceStop or ToPA stop condition) or IA32_RTIT_STATUS.Error is set 
(e.g., by an Intel PT output error). On processors that support PSB preservation (CPUID.(EAX=14H, 
ECX=0):EBX[bit 6] = 1), setting IA32_RTIT_CTL.InjectPsbPmiOnEnable[56] = 1 will ensure that a PSB+ that is 
pending at the time PT is disabled will be recorded by setting IA32_RTIT_STATUS.PendPSB[6] = 1. A PSB will then 
be pended when the saved PT context is later restored. 


31.3.8 Internal Buffer Overflow 


In the rare circumstances when new packets need to be generated but the processor’s dedicated internal buffers 
are all full, an “internal buffer overflow” occurs. On such an overflow packet generation ceases (as packets would 
need to enter the processor's internal buffer) until the overflow resolves. Once resolved, packet generation 
resumes. 


When the buffer overflow is cleared, an OVF packet (Section 31.4.2.16) is generated, and the processor ensures 
that packets which follow the OVF are not compressed (IP compression or RET compression) against packets that 
were lost. 


If IA32_RTIT_CTL.BranchEn = 1, the OVF packet will be followed by a FUP if the overflow resolves while Pack- 
etEn=1. If the overflow resolves while PacketEn = 0 no packet is generated, but a TIP.PGE will naturally be gener- 
ated later, once PacketEn = 1. The payload of the FUP or TIP.PGE will be the Current IP of the first instruction upon 
which tracing resumes after the overflow is cleared. If the overflow resolves while PacketEn=1, only timing packets 
may come between the OVF and the FUP. If the overflow resolves while PacketEn=0, any other packets that are not 
dependent on PacketEn may come between the OVF and the TIP.PGE. 


31.3.8.1 Overflow Impact on Enables 


The address comparisons to ADDRn ranges, for IP filtering and TraceStop (Section 31.2.4.3), continue during a 
buffer overflow, and TriggerEn, ContextEn, and FilterEn may change during a buffer overflow. Like other packets, 
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however, any TIP.PGE or TIP.PGD packets that would have been generated will be lost. Further, 
IA32_RTIT_STATUS.PacketByteCnt will not increment, since it is only incremented when packets are generated. 


If a TraceStop event occurs during the buffer overflow, IA32_RTIT_STATUS.Stopped will still be set, tracing will 
cease as a result. However, the TraceStop packet, and any TIP.PGD that result from the TraceStop, may be 
dropped. 


31.3.8.2 Overflow Impact on Timing Packets 


Any timing packets that are generated during a buffer overflow will be dropped. If only a few MTC packets are 
dropped, a decoder should be able to detect this by noticing that the time value in the first MTC packet after the 
buffer overflow incremented by more than one. If the buffer overflow lasted long enough that 256 MTC packets are 
lost (and thus the MTC packet ‘wraps’ its 8-bit CTC value), then the decoder may be unable to properly understand 
the trace. This is not an expected scenario. No CYC packets are generated during overflow, even if the cycle counter 
wraps. 


Note that, if cycle-accurate mode is enabled, the OVF packet will generate a CYC packet. Because the cycle counter 
counts during overflows, this CYC packet can provide the duration of the overflow. However, there is a risk that the 
cycle counter wrapped during the overflow, which could render this CYC misleading. 


31.3.9 Operational Errors 


Errors are detected as a result of packet output configuration problems, which can include output alignment issues, 
ToPA reserved bit violations, or overlapping packet output with restricted memory. See “ToPA Errors” in Section 
31.2.6.2 for details on ToPA errors, and Section 31.2.6.4 for details on restricted memory errors. Operational 
errors are only detected and signaled when TraceEn=1. 


When an operational error is detected, tracing is disabled and the error is logged. Specifically, 
IA32_RTIT_STATUS.Error is set, which will cause IA32_RTIT_STATUS.TriggerEn to be 0. This will disable genera- 
tion of all packets. Some causes of operational errors may lead to packet bytes being dropped. 


It should be noted that the timing of error detection may not be predictable. Errors are signaled when the 
processor encounters the problematic configuration. This could be as soon as packet generation is enabled but 
could also be later when the problematic entry or field needs to be used. 


Once an error is signaled, software should disable packet generation by clearing TraceEn, diagnose and fix the error 
condition, and clear IA32_RTIT_STATUS.Error. At this point, packet generation can be re-enabled. 


31.4 TRACE PACKETS AND DATA TYPES 


This section details the data packets generated by Intel Processor Trace. It is useful for developers writing the 
interpretation code that will decode the data packets and apply it to the traced source code. 


31.4.1 Packet Relationships and Ordering 


This section introduces the concept of packet “binding”, which involves determining the IP in a binary disassembly 
at which the change indicated by a given packet applies. Some packets have the associated IP as the payload (FUP, 
TIP), while for others the decoder need only search for the next instance of a particular instruction (or instructions) 
to bind the packet (TNT). However, in many cases, the decoder will need to consider the relationship between 
packets, and to use this packet context to determine how to bind the packet. 


Section 31.4.1.1 below provides detailed descriptions of the packets, including how packets bind to IPs in the 
disassembly, to other packets, or to nothing at all. Many packets listed are simple to bind, because they are gener- 
ated in only a few scenarios. Those that require more consideration are typically part of “compound packet events”, 
such as interrupts, exceptions, and some instructions, where multiple packets are generated by a single operation 
(instruction or event). These compound packet events frequently begin with a FUP to indicate the source address 
(if it is not clear from the disassembly), and are concluded by a TIP or TIP.PGD packet that indicates the destination 
address (if one is provided). In this scenario, the FUP is said to be “coupled” with the TIP packet. 
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Other packets could be in between the coupled FUP and TIP packet. Timing packets, such as TSC, MTC, CYC, or 
CBR, could arrive at any time, and hence could intercede in a compound packet event. If an operation changes CR3 
or the processor’s mode of execution, a state update packet (i.e., PIP or MODE) is generated. The state changes 
indicated by these intermediate packets should be applied at the IP of the TIP* packet. A summary of compound 
packet events is provided in Table 31-15; see Section 31.4.1.1 for more per-packet details and Section 31.7 for 
more detailed packet generation examples. 


Table 31-15. Compound Packet Event Summary 


Event Type Beginning Middle End Comment 
Unconditional, | FUP or none Any combination | TIP or TIRPGD | FUP only for asynchronous events. Order of middle packets 
uncompressed of PIP, VMCS, may vary. 
control-flow MODE.Exec, or PIP/VMCS/MODE only if the operation modifies the state 
transfer none tracked by these respective packets. 
TSX Update MODE.TSX, and | None TIP, TIP.PGD, or | FUP 
(FUP or none) none TIP/TIP-PGD only for TSX abort cases. 
Overflow OVF PSB, PSBEND, or | FUP or TIPPGE | FUP if overflow resolves while ContextEn=1, else TIP.PGE. 
none 


31.4.1.1 Packet Blocks 


Packet blocks are a means to dump one or more groups of state values. Packet blocks begin with a Block Begin 
Packet (BBP), which indicates what type of state is held within the block. Following each BBP there may be one or 
more Block Item Packets (BIPs), which contain the state values. The block is terminated by either a Block End 
Packet (BEP) or another BBP indicating the start of a new block. 


The BIP packet includes an ID value that, when combined with the Type field from the BBP that preceded it, 
uniquely identifies the state value held in the BIP payload. The size of each BIP packet payload is provided by the 
Size field in the preceding BBP packet. 


Each block type can have up to 32 items defined for it. There is no guarantee, however, that each block of that type 
will hold all 32 items. For more details on which items to expect, see documentation on the specific block type of 
interest. 


See the BBP packet description (Section 31.4.2.26) for details on packet block generation scenarios. 


Packet blocks are entirely generated within an instruction or between instructions, which dictates the types of 
packets (aside from BIPs) that may be seen within a packet block. Packets that indicate control flow changes, or 
other indication of instruction completion, cannot be generated within a block. These are listed in the following 
table. Other packets, including timing packets, may occur between BBP and BEP. 


Table 31-16. Packets Forbidden Between BBP and BEP 


TNT 


TIP, TIP.PGE, TIP.PGD 


MODE.Exec, MODE.TSX 


PIP, VMCS 


TraceStop 


PSB, PSBEND 


PTW 


MWAIT 


It is possible to encounter an internal buffer overflow in the middle of a block. In such a case, it is guaranteed that 
packet generation will not resume in the middle of a block, and hence the OVF packet terminates the current block. 
Depending on the duration of the overflow, subsequent blocks may also be lost. 
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When a Block Begin Packet (BBP) is encountered, the decoder will need to decode some packets within the block 
differently from those outside a block. The Block Item Packet (BIP) header byte has the same encoding as a TNT 
packet outside of a block, but must be treated as a BIP header (with following payload) within one. 


When an OVF packet is encountered, the decoder should treat that as a block ending condition. Packet generation 
will not resume within a block. 


31.4.2 Packet Definitions 


The following description of packet definitions are in tabular format. Figure 31-3 explains how to interpret them. 
Packet bits listed as “RSVD” are not guaranteed to be 0. 


i 


Byte Number Bit Number Crean Payload in White 


Header bits 


Name 


Packet name } { 


Packet Format 


0 
1 
2 


Description of fields 


o| -| Oo] N 
=| =| =| 
o| oO] O] u 
=| =] =] ~ 
= -Sroi= 
= 


Oo} OC; CO; W 


oO; oO; —| & 


Dependencies | Depends on packet generation con- | Generation Scenario | Which instructions, events, or other 
figuration enable controls or other scenarios can cause this packet to be 
bits (Section 31.2.5). generated. 

Description Description of the packet, including the purpose it serves, meaning of the information or payload, etc 

Application How a decoder should apply this packet. It may bind to a specific instruction from the binary, or to 


another packet in the stream, or have other implications on decode 


Figure 31-3. Interpreting Tabular Definition of Packet Format 
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31.4.2.1  Taken/Not-taken (TNT) Packet 


Table 31-17. TNT Packet Definition 


Name 


Taken/Not-taken (TNT) Packet 


Packet Format 


v 6 


5 4 


3 2 1 0 


0 1 By 


Bo B3 


Ba Bs Be 0 Short TNT 


B1...BN represent the last N conditional branch or compressed RET (Section 31.4.2.2) results, such that B1 is oldest 
and BN is youngest. The short TNT packet can contain from 1 to 6 TNT bits. The long TNT packet can contain from 


1 to 47 TNT bits. 


i 6 5 4 2) 2 1 0 
0 0) 0 0 0 0 1 0 Long TNT 
1 1 0 1 0 0 0 1 1 
2 Bao Bay Baz Ba3 Bag Bas Bag Ba7 
: B32 B33 B34 B3s B3g B37 B3g B39 
Hs Bo4 Bas B26 B27 Bag B29 B3o B3) 
5 Big Bi7 Big Big Bzo Bay B22 B23 
6 Bg Bg Bio Bry Bi2 Bi3 Big Bis 
7 1 By Bo B3 By Bs Bg Bz 


Irrespective of how many TNT bits is in a packet, the last valid TNT bit is followed by a trailing 1, or Stop bit, as 
shown above. If the TNT packet is not full (fewer than 6 TNT bits for the Short TNT, or fewer than 47 TNT bits for 
the Long TNT), the Stop bit moves up, and the trailing bits of the packet are filled with Os. Examples of these 
“partial TNTs” are shown below. An implementation may choose to use long TNTs, short TNTs, or both. 


7 6 5 4 3 2 1 0 

0 0 0 1 By Bo B3 By 0 Short TNT 
7 6 5 4 5] 2 1 0 

0 0 0 0 0 0 1 0 Long TNT 

1 1 0 1 0 0 0 1 1 

2 Ba Bas Bag B27 Bog Bag B30 B31 

3 Big Bi7 Big Big B20 Bay B22 B23 

a Bg Bg Bio Bi Bi2 Bi3 Bia Bis 

5 1 B, Bo B3 By Bs Be BZ 

6 0 0 0 0 0 0 0 0 

7 0 0 0 0 0 0 0 0 

Dependencies | PacketEn Generation On a conditional branch or compressed RET, if it fills the TNT. 
Scenario Also, partial TNTs may be generated at any time, as a result of 


other packets being generated, or certain micro-architectural 
conditions occurring, before the TNT is full. 
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Table 31-17. TNT Packet Definition (Contd.) 


Description 


Provides the taken/not-taken results for the last 1..6 (Short TNT) or 1..47 (Long TNT) conditional branches (jcc, 
J*CXZ, or LOOP) or compressed RETs (Section 31.4.2.2). The TNT payload bits should be interpreted as follows: 
«1 indicates a taken conditional branch, or a compressed RET 

* OQ indicates a not-taken conditional branch 

TNT payload bits are stored internal to the processor in a TNT buffer, until either the buffer is filled or another 
packet is to be generated. In either case a TNT packet holding the buffered bits will be emitted, and the TNT buffer 
will be marked as empty. 


Application 


Each valid payload bit (that is, bits between the header bits and the trailing Stop bit) applies to an upcoming condi- 
tional branch or RET instruction. Once a decoder consumes a TNT packet with N valid payload bits, these bits should 
be applied to (and hence provide the destination for) the next N conditional branches or RETs. 


31.4.2.2 Target IP (TIP) Packet 


Table 31-18. IP Packet Definition 


Name 


Target IP (TIP) Packet 


Packet Format 


7 6 5 4 3 2 1 0 
0) IPBytes 0) 1 1 0 
1 TargetIP[7:0] 
2 TargetIP[15:8] 
3 TargetIP[23:16] 
4 TargetIP[3 1:24] 
5 TargetIP[39:32] 
6 TargetIP[47:40] 
7 TargetIP[55:48] 
8 TargetIP[63:56] 
Dependencies | PacketEn Generation Sce- Indirect branch (including un-compressed RET), far branch, interrupt, 
nario exception, INIT, SIPI, VM exit, VM entry, TSX abort, EENTER, EEXIT, ERE- 
SUME, AEX". 
Description Provides the target for some control flow transfers 
Application Anytime a TIP is encountered, it indicates that control was transferred to the IP provided in the payload. 
The source of this control flow change, and hence the IP or instruction to which it binds, depends on the packets 
that precede the TIP. If a TIP is encountered and all preceding packets have already been bound, then the TIP will 
apply to the upcoming indirect branch, far branch, or VMRESUME. However, if there was a preceding FUP that 
remains unbound, it will bind to the TIP. Here, the TIP provides the target of an asynchronous event or TSX abort 
that occurred at the IP given in the FUP payload. Note that there may be other packets, in addition to the FUP, which 
will bind to the TIP packet. See the packet application descriptions for other packets for details. 
NOTES: 


1. EENTER, EEXIT, ERESUME, AEX would be possible only for a debug enclave. 


IP Compression 


The IP payload in a TIP. FUP, TIP.PGE, or TIP.PGD packet can vary in size, based on the mode of execution, and the 
use of IP compression. IP compression is an optional compression technique the processor may choose to employ 
to reduce bandwidth. With IP compression, the IP to be represented in the payload is compared with the last IP 

sent out, via any of FUP, TIP, TIP.PGE, or TIP.PGD. If that previous IP had the same upper (most significant) address 
bytes, those matching bytes may be suppressed in the current packet. The processor maintains an internal state 
of the “Last IP” that was encoded in trace packets, thus the decoder will need to keep track of the “Last IP” state in 
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software, to match fidelity with packets generated by hardware. “Last IP” is initialized to zero, hence if the first IP 
in the trace may be compressed if the upper bytes are zeroes. 


The “IPBytes” field of the IP packets (FUP, TIP, TIP.PGE, TIP.PGD) serves to indicate how many bytes of payload are 
provided, and how the decoder should fill in any suppressed bytes. The algorithm for reconstructing the IP for a 
TIP/FUP packet is shown in the table below. 


Table 31-19. FUP/TIP IP Reconstruction 


IPBytes Uncompressed IP Value 
63:56 55:48 47:40 39:32 31:24 23:16 15:8 7:0 
000b None, IP is out of context 
001b Last IP[63:16] IP Payload[15:0] 
010b Last IP[63:32] IP Payload[31:0] 
011b IP Payload[47] extended IP Payload[47:0] 
100b Last IP [63:48] IP Payload[47:0] 
101b Reserved 
110b IP Payload[63:0] 
111b Reserved 


The processor-internal Last IP state is guaranteed to be reset to zero when a PSB is sent out. This means that the 
IP that follows the PSB with either be un-compressed (011b or 110b, see Table 31-19), or compressed against 
zero. 


At times, “IPbytes” will have a value of 0. As shown above, this does not mean that the IP payload matches the full 
address of the last IP, but rather that the IP for this packet was suppressed. This is used for cases where the IP that 
applies to the packet is out of context. An example is the TIP.PGD sent on a SYSCALL, when tracing only USR code. 
In that case, no TargetIP will be included in the packet, since that would expose an instruction point at CPL = 0. 
When the IP payload is suppressed in this manner, Last IP is not cleared, and instead refers to the last IP packet 
with a non-zero IPBytes field. 


On processors that support a maximum linear address size of 32 bits, IP payloads may never exceed 32 bits 
(IPBytes <= 010b). 


Indirect Transfer Compression for Returns (RET) 


In addition to IP compression, TIP packets for near return (RET) instructions can also be compressed. If the RET 
target matches the next IP of the corresponding CALL, then the TIP packet is unneeded, since the decoder can 
deduce the target IP by maintaining a CALL/RET stack of its own. 


When a RET is compressed, a Taken indication is added to the TNT buffer. Because the RET generates no TIP 
packet, it also does not update the internal Last IP value, and thus the decoder should treat it the same way. If the 
RET is not compressed, it will generate a TIP packet (just like when RET compression is disabled, via 
IA32_RTIT_CTL.DisRETC). 


A CALL/RET stack can be maintained by the decoder by doing the following: 
1. Allocate space to store 64 RET targets. 


2. Fornear CALLs, push the Next IP onto the stack. Once the stack is full, new CALLs will force the oldest entry off 
the end of the stack, such that only the youngest 64 entries are stored. Note that this excludes zero-length 
CALLs, which are direct near CALLs with displacement zero (to the next IP). These CALLs typically don’t have 
matching RETs. 


3. For near RETs, pop the top (youngest) entry off the stack. This will be the expected target of the RET. 


In cases where a RET is compressed, the RET target is guaranteed to match the expected target from 3) above. If 
the target is not compressed, a TIP packet will be generated with the RET target, which may differ from the 
expected target in some cases. 
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The hardware ensures that packets read by the decoder will always have seen the CALL that corresponds to any 
compressed RET. The processor will never compress a RET across a PSB, a buffer overflow, or scenario where Pack- 
etEn=0. This means that a RET whose corresponding CALL executed while PacketEn=0, or before the last PSB, etc., 
will not be compressed. 


If the CALL/RET stack is manipulated or corrupted by software, and thereby causes a RET to transfer control to a 
target that is inconsistent with the CALL/RET stack, then the RET will not be compressed, and will produce a TIP 
packet. This can happen, for example, if software executes a PUSH instruction to push a target onto the stack, and 
a later RET uses this target. 


For processors that employ deferred TIPs (Section 31.4.2.3), an uncompressed RET will not be deferred, and hence 
will force out any accumulated TNTs or TIPs. This serves to avoid ambiguity, and make clear to the decoder whether 
the near RET was compressed, and hence a bit in the in-progress TNT should be consumed, or uncompressed, in 
which case there will be no in-progress TNT and thus a TIP should be consumed. 


Note that in the unlikely case that a RET executes in a different execution mode than the associated CALL, the 
decoder will need to model the same behavior with its CALL stack. For instance, if a CALL executes in 64-bit mode, 
a 64-bit IP value will be pushed onto the software stack. If the corresponding RET executes in 32-bit mode, then 
only the lower 32 target bits will be popped off of the stack, which may mean that the RET does not go to the CALL’s 
Next IP. This is architecturally correct behavior, and this RET could be compressed, thus the decoder should match 
this behavior. 


31.4.2.3. Deferred TIPs 


The processor may opt to defer sending out the TNT when TIPs are generated. Thus, rather than sending a partial 
TNT followed by a TIP, both packets will be deferred while the TNT accumulates more Jcc/RET results. Any number 
of TIP packets may be accumulated this way, such that only once the TNT is filled, or once another packet (e.g., 
FUP) is generated, the TNT will be sent, followed by all the deferred TIP packets, and finally terminated by the other 
packet(s) that forced out the TNT and TIP packets. Generation of many other packets (see list below) will force out 
the TNT and any accumulated TIP packets. This is an optional optimization in hardware to reduce the bandwidth 
consumption, and hence the performance impact, incurred by tracing. 


Table 31-20. TNT Examples with Deferred TIPs 
Code Flow Packets, Non-Deferred TIPS Packets, Deferred TIPS 


0x1000 cmp %rcx, 0 
0x1004 jnz Foo // not-taken 
0x1008 jmp “%rdx 

0x1308 cmp %rcx, 1 
0x130c jnz Bar // not-taken 
0x1310 cmp %rcx, 2 

0x1314 jnz Baz // taken 
0x1500 cmp %eax, 7 
0x1504 jg Exit // not-taken TNT(06010), TIP(Ox1 100) 
0x1508 jmp %r15 

0x1100 cmp %rbx, 1 
0x1104 jg Start // not-taken 
0x1108 add %rcx, %eax 


TNT(0b0), TIP(Ox1 308) 


TNT(0b0), FUP(Ox1 100), 


0x110c...// an asynchronous Interrupt arrives TIP(OxccO0) 
INThandler: TNT(0b00100), TIP(Ox1308), 
OxccOO pop %rdx TIP(Ox1 100), FUP(Ox1 10c), 


TIP(OxccO0) 
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31.4.2.4 Packet Generation Enable (TIP.PGE) Packet 


Table 31-21. TIP.PGE Packet Definition 


Name Target IP - Packet Generation Enable (TIP.PGE) Packet 
Packet Format 
7 6 5 4 3 2 1 0 

0 IPBytes 1 0 0 0 1 

1 TargetIP[7:0] 

2 TargetIP[15:8] 

3 TargetIP[23:16] 

4 TargetIP[3 1:24] 

5 TargetIP[39:32] 

6 TargetIP[47:40] 

7 TargetIP[55:48] 

8 TargetIP[63:56] 
Dependencies | PacketEn transitions to 1 Generation Any branch instruction, control flow transfer, or MOV 

Scenario CR3 that sets PacketEn, a WRMSR that enables 
packet generation and sets PacketEn 

Description Indicates that PacketEn has transitioned to 1. It provides the IP at which the tracing begins. 


This can occur due to any of the enables that comprise PacketEn transitioning from O to 1, as long as all the others 

are asserted. Examples: 

* Trigger€n: This is set on software write to set IA32_RTIT_CTL.TraceEn as long as the Stopped and Error bits in 

IA32_RTIT_STATUS are clear. The IP payload will be the Next IP of the WRMSR. 

FilterEn: This is set when software jumps into the tracing region. This region is defined by enabling IP filtering in 

IA32_RTIT_CTLADDRn_CFG, and defining the range in IA32_RTIT_ADDRn_[AB], see. Section 31.2.4.3. The 

IP payload will be the target of the branch. 

* Context€n: This is set on a CPL change, a CR3 write or any other means of changing ContextEn. The IP payload 
will be the Next IP of the instruction that changes context if it is not a branch, otherwise it will be the target of 
the branch. 


Application TIP.PGE packets bind to the instruction at the IP given in the payload. 
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31.4.2.5 Packet Generation Disable (TIP.PGD) Packet 


Table 31-22. TIP.PGD Packet Definition 


Name 


Target IP - Packet Generation Disable (TIP.PGD) Packet 


Packet Format 


Description 


7 6 5 4 3 2 1 0) 
0 IPBytes 0 0 0 0 1 
1 TargetIP[7:0] 
2 TargetIP[1 5:8] 
3 TargetIP[23:16] 
4 TargetIP[3 1:24] 
5 TargetIP[39:32] 
6 TargetIP[47:40] 
7 TargetIP[55:48] 
8 TargetIP[63:56] 
Dependencies | PacketEn transitions to | Generation Any branch instruction, control flow transfer, or MOV CR3 that clears 
0 Scenario PacketEn, a WRMSR that disables packet generation and clears PacketEn 


Indicates that PacketEn has transitioned to O. It will include the IP at which the tracing ends, unless ContextEn= 0 or 

TraceEn=0 at the conclusion of the instruction or event that cleared PacketEn. 

PacketEn can be cleared due to any of the enables that comprise PacketEn transitioning from 1 to 0. Examples: 

* TriggerEn: This is cleared on software write to clear [A32_RTIT_CTL.TraceEn, or when 

IA32_RTIT_STATUS.Stopped is set, or on operational error. The IP payload will be suppressed in this case, and the 

“IPBytes” field will have the value O. 

FilterEn: This is cleared when software jumps out of the tracing region. This region is defined by enabling IP 

filtering in |A32_RTIT_CTLADDRn_CFG, and defining the range in [A32_RTIT_ADDRn_[AB], see. Section 31.2.4.3. 

The IP payload will depend on the type of the branch. For conditional branches, the payload is suppressed 

(IPBytes = 0), and in this case the destination can be inferred from the disassembly. For any other type of branch, 

the IP payload will be the target of the branch. 

* ContextEn: This can happen on a CPL change, a CR3 write or any other means of changing ContextEn. See 
Section 31.2.4.3 for details. In this case, when ContextEn is cleared, there will be no IP payload. The “IPBytes” 
field will have value 0. 

Note that, in cases where a branch that would normally produce a TIP packet (i.e., far transfer, indirect branch, inter- 

rupt, etc) or TNT update (conditional branch or compressed RT) causes Packet€En to transition from 1 to O, the TIP or 

TNT bit will be replaced with TIP.PGD. The payload of the TIP.PGD will be the target of the branch, unless the result 

of the instruction causes TraceEn or ContextEn to be cleared (ie, SYSCALL when IA32_RTIT_CTL.OS=0, In the case 

where a conditional branch clears FilterEn and hence PacketEn, there will be no TNT bit for this branch, replaced 
instead by the TIP.PGD. 


Application 


TIP.PGD can be produced by any branch instructions, as well as some non-branch instructions, that clear PacketEn. 
When produced by a branch, it replaces any TIP or TNT update that the branch would normally produce. 

In cases where there is an unbound FUP preceding the TIP.PGD, then the TIP.PGD is part of compound operation (i.e., 
asynchronous event or TSX abort) which cleared PacketEn. For most such cases, the TIP.PGD is simply replacing a 
TIP, and should be treated the same way. The TIP.PGD may or may not have an IP payload, depending on whether 
the operation cleared ContextEn. 

If there is not an associated FUP, the binding will depend on whether there is an IP payload. If there is an IP payload, 
then the TIP.PGD should be applied to either the next direct branch whose target matches the TIP.PGD payload, or 
the next branch that would normally generate a TIP or TNT packet. If there is no IP payload, then the TIP.PGD should 
apply to the next branch or MOV CR3 instruction. 
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31.4.2.6 Flow Update (FUP) Packet 


Table 31-23. FUP Packet Definition 


Name Flow Update (FUP) Packet 
Packet Format 
7 6 5 4 3 2 1 0 
0 IPBytes 1 1 1 0 1 
il IP[7:0] 
2 IP[15:8] 
3 IP[23:16] 
4 IP[31:24] 
5 IP[39:32] 
6 IP[47:40] 
7 IP[55:48] 
8 IP[63:56] 
Dependencies | TriggerEn & ContextEn. Generation | Asynchronous Events (interrupts, exceptions, INIT, SIPI, SMI, VM exit, 
(Typically depends on Scenario #MC), PSB+, XBEGIN, XEND, XABORT, XACQUIRE, XRELEASE, EENTER, 
Branch€n and FilterEn as well, EEXIT, ERESUME, EEE, AEX,', INTO, INT1, INT3, INT n, a WRMSR that 
see Section 31.2.4, Section disables packet generation. 
31.4.2.21, and Section 
31.4.2.22 for details.) 
Description Provides the source address for asynchronous events, and some other instructions. Is never sent alone, always sent 
with an associated TIP or MODE packet, and potentially others. 
Application FUP packets provide the IP to which they bind. However, they are never standalone, but are coupled with other 
packets. 
In TSX cases, the FUP is immediately preceded by a MODE.TSX, which binds to the same IP. A TIP will follow only in 
the case of TSX aborts, see Section 31.4.2.8 for details. 
Otherwise, FUPs are part of compound packet events (see Section 31.4.1). In these compound cases, the FUP pro- 
vides the source IP for an instruction or event, while a following TIP (or TIP.PGD) packet will provide the destination 
IP. Other packets may be included in the compound event between the FUP and TIP. 
NOTES: 


1. EENTER, EEXIT, ERESUME, EEE, AEX apply only if Intel Software Guard Extensions is supported. 
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Flow Update Packet gives the source address of an instruction when it is needed. In general, branch instructions do 
not need a FUP, because the source address is clear from the disassembly. For asynchronous events, however, the 
source address cannot be inferred from the source, and hence a FUP will be sent. Table 31-24 illustrates cases 

where FUPs are sent, and which IP can be expected in those cases. 


Table 31-24. FUP Cases and IP Payload 


Event 


Flow Update IP 


Comment 


External Interrupt, NMI/SMI, Traps, 
Machine Check (trap-like), INIT/SIPI 


Address of next instruction (Next IP) that 
would have been executed 


Functionally, this matches the LBR FROM field 
value and also the EIP value which is saved onto 
the stack. 


Exceptions/Faults, Machine check 
(fault-like) 


Address of the instruction which took the 
exception/fault (Current IP) 


This matches the similar functionality of LBR 
FROM field value and also the EIP value which is 
saved onto the stack. 


Software Interrupt 


Address of the software interrupt instruction 
(Current IP) 


This matches the similar functionality of LBR 
FROM field value, but does not match the EIP 
value which is saved onto the stack (Next 
Linear Instruction Pointer - NLIP). 


EENTER, EEXIT, ERESUME, Enclave 
Exiting Event (EEE), AEX! 


XACQUIRE 


Current IP of the instruction 


Address of the X* instruction 


This matches the LBR FROM field value and also 
the EIP value which is saved onto the stack. 


XRELEASE, XBEGIN, XEND, 
XABORT, other transactional abort 


Current IP 


#SMI 


IP that is saved into SMRAM 


WRMSR that clears TraceEn, PSB+ 


Current IP 


NOTES: 


1. Information on EENTER, EEXIT, ERESUME, EEE, Asynchronous Enclave eXit (AEX) can be found in the Inte/® 


64 and IA-32 Architectures Software Developer’s Manual, Volume 3D. 


On a canonical fault due to sequentially fetching an instruction in non-canonical space (as opposed to jumping to 
non-canonical space), the IP of the fault (and thus the payload of the FUP) will be a non-canonical address. This is 
consistent with what is pushed on the stack for such faulting cases. 
If there are post-commit task switch faults, the IP value of the FUP will be the original IP when the task switch 

started. This is the same value as would be seen in the LBR_FROM field. But it is a different value as is saved on the 


stack or VMCS. 
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31.4.2.7. Paging Information (PIP) Packet 


Table 31-25. PIP Packet Definition 


Name 


Paging Information (PIP) Packet 


Packet Format 


7 6 5 4 3 2 1 0 
0 0 0 0 0 1 0 
1 0 1 0 0 0 0 1 1 
2 CR3[11:5] or O RSVD/NR 
3 CR3[19:12] 
4 CR3[27:20] 
5 CR3[35:28] 
6 CR3[43:36] 
7 CR3[51:44] 
Dependencies | TriggerEn && ContextEn && Generation MOV CR3, Task switch, INIT, SIPI, PSB+, VM exit, 
IA32_RTIT_CTL.OS Scenario VM entry 
Description The CR3 payload shown includes only the address portion of the CR3 value. For PAE paging, CR3[11:5] are thus 
included. For other paging modes (32-bit and 4-level paging'), these bits are 0. 
This packet holds the CR3 address value. It will be generated on operations that modify CR3: 
«= MOV CR3 operation 
" Task Switch 
«INIT and SIPI 
= VM exit, if “conceal VMX from PT” VM-exit control is O (see Section 31.5.1) 
= VM entry, if “conceal VMX from PT” VM-entry control is 0 
PIPs are not generated, despite changes to CR3, on SMI and RSM. This is due to the special behavior on these oper- 
ations, see Section 31.2.8.3 for details. Note that, for some cases of task switch where CR3 is not modified, no PIP 
will be produced. 
The purpose of the PIP is to indicate to the decoder which application is running, so that it can apply the proper 
binaries to the linear addresses that are being traced. 
The PIP packet contains the new CR3 value when CR3 is written. 
PIPs generated by VM entries set the NR bit. PIPs generated in VMX non-root operation set the NR bit if the “con- 
ceal VMX from PT” VM-execution control is 0 (see Section 31.5.1). All other PIPs clear the NR bit. 
Application The purpose of the PIP packet is to help the decoder uniquely identify what software is running at any given time. 
When a PIP is encountered, a decoder should do the following: 
1) If there was a prior unbound FUP (that is, a FUP not preceded by a packet such as MODE.TSX that consumes it, 
and it hence pairs with a TIP that has not yet been seen), then this PIP is part of a compound packet event (Section 
31.4.1). Find the ending TIP and apply the new CR3/NR values to the TIP payload IP. 
2) Otherwise, look for the next MOV CR3, far branch, or VMRESUME/VMLAUNCH in the disassembly, and apply the 
new CR3 to the next (or target) IP. 
For examples of the packets generated by these flows, see Section 31.7. 
NOTES: 


1. Earlier versions of this manual used the term “IA-32e paging” to identify 4-level paging. 
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31.4.2.8 MODE Packets 


MODE packets keep the decoder informed of various processor modes about which it needs to know in order to 
properly manage the packet output, or to properly disassemble the associated binaries. MODE packets include a 
header and a mode byte, as shown below. 


Table 31-26. General Form of MODE Packets 


7 5 4 3} 2 1 0 
0 1 0 1 1 0 0 1 
1 Leaf ID Mode 


The MODE Leaf ID indicates which set of mode bits are held in the lower bits. 


MODE.Exec Packet 
Table 31-27. MODE.Exec Packet Definition 
Name MODE.Exec Packet 
Packet Format 
7 6 5 4 3) 2 1 0 
0 1 0 0 1 1 0 0 1 
1 0 0 0 0 0 0 cs.D (CS.L & LMA) 


Dependencies 


PacketEn Generation 


Scenario 


Far branch, interrupt, exception, VM exit, and VM entry, if the mode changes. 
PSB+, and any scenario that can generate a TIP.PGE, such that the mode may have 
changed since the last MODE.Exec. 


Description 


Indicates whether software is in 16, 32, or 64-bit mode, by providing the CS.D and (CS.L & IA32_EFER.LMA) values. 
Essential for the decoder to properly disassemble the associated binary. 


CS.D 


= 


CS.L & IA32_EFER.LMA) Addressing Mode 
N/A 

64-bit mode 
32-bit mode 


16-bit mode 


oO; =| Oo] — 


o|lo!l-|- 


MODE.Exec is sent at the time of a mode change, if PacketEn=1 at the time, or when tracing resumes, if necessary. 
In the former case, the MODE.Exec packet is generated along with other packets that result from the far transfer 
operation that changes the mode. In cases where the mode changes while PacketEn=0, the processor will send out 
a MODE.Exec along with the TIP.PGE when tracing resumes. The processor may opt to suppress the MODE.Exec 
when tracing resumes if the mode matches that from the last MODE.Exec packet, if there was no PSB in between. 


Application 


MODE.Exec always immediately precedes a TIP or TIP.PGE. The mode change applies to the IP address in the payload 


of the next TIP or TIP.PGE. 
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MODE.TSX Packet 
Table 31-28. MODE.TSX Packet Definition 
Name MODE.TSX Packet 
Packet Format 
7 6 5 4 3 2 1 0 

0 1 0 0 1 1 0 0 1 

1 0 0 1 0 0 0 TXAbort | InTX 
Dependencies | TriggerEn and ContextEn Generation XBEGIN, XEND, XABORT, XACQUIRE, XRELEASE, if InTX 

Scenario changes, Asynchronous TSX Abort, PSB+ 

Description Indicates when a TSX transaction (either HLE or RTM) begins, commits, or aborts. Instructions executed transaction- 


ally will be “rolled back” if the transaction is aborted. 


TXAbort InTX Implication 
1 1 N/A 


0 1 Transaction begins, or executing transactionally 
1 0 Transaction aborted 
0 0 Transaction committed, or not executing transactionally 


Application If PacketEn=1, MODE.TSX always immediately precedes a FUP. If the TXAbort bit is zero, then the mode change 
applies to the IP address in the payload of the FUP. If TXAbort=1, then the FUP will be followed by a TIP, and the 
mode change will apply to the IP address in the payload of the TIP. 

MODE.TSX packets may be generated when PacketEn=0, due to FilterEn=0. In this case, only the last MODE.TSX 
generated before TIP.PGE need be applied. 
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31.4.2.9 TraceStop Packet 


Table 31-29. TraceStop Packet Definition 


Name 


TraceStop Packet 


Packet Format 


7 6 5 4 3 2 1 0 
0 0 0 0 0 0 0 1 0 
1 1 0 0 0 0 0) 1 1 
Dependencies | TriggerEn && ContextEn Generation Taken branch with target in TraceStop IP region, MOV CR3 in TraceS- 


Scenario top IP region, or WRMSR that sets TraceEn in TraceStop IP region. 


Description 


Indicates when software has entered a user-configured TraceStop region. 

When the IP matches a TraceStop range while ContextEn and Trigger€n are set, a TraceStop action occurs. This dis- 
ables tracing by setting IA32_RTIT_STATUS.Stopped, thereby clearing TriggerEn, and causes a TraceStop 

packet to be generated. 

The TraceStop action also forces FilterEn to 0. Note that TraceStop may not force a flush of internally buffered 
packets, and thus trace packet generation should still be manually disabled by clearing IA32_RTIT_CTL.TraceEn 
before examining output. See Section 31.2.4.3 for more details. 


Application 


If TraceStop follows a TIP.PGD (before the next TIP.PGE), then it was triggered either by the instruction that cleared 
PacketEn, or it was triggered by some later instruction that executed while FilterEn=0. In either case, the TraceStop 
can be applied at the IP of the TIPPGD (if any). 

If TraceStop follows a TIP.PGE (before the next TIP.PGD), it should be applied at the last known IP. 


31.4.2.10 Core:Bus Ratio (CBR) Packet 


Table 31-30. CBR Packet Definition 


Name Core:Bus Ratio (CBR) Packet 
Packet Format 
7 6 5 4 3 2 1 0 
0 0 0 0 0 0 0 1 0 
1 0 0 0 0 0 0 1 1 
2 Core:Bus Ratio 
3 Reserved 
Dependencies | TriggerEn Generation After any frequency change, on C-state wake up, PSB+, and after 


Description 


Scenario enabling trace packet generation. 


Indicates the core:bus ratio of the processor core. Useful for correlating wall-clock time and cycle time. 


Application 


The CBR packet indicates the point in the trace when a frequency transition has occurred. On some implementa- 
tions, software execution will continue during transitions to a new frequency, while on others software execution 
ceases during frequency transitions. There is not a precise IP provided, to which to bind the CBR packet. 
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31.4.2.11 Timestamp Counter (TSC) Packet 


Table 31-31. TSC Packet Definition 


Name 


Timestamp Counter (TSC) Packet 


Packet Format 


Dependencies 


7 


6 


0 


) 


SW TSC[7:0] 


SW TSC[15:8] 


SW TSC[23:16] 


SW TSC[31:24] 


SW TSC[39:32] 


SW TSC[47:40] 


NJ] @]} ui} B&B} Wu] Poy =| © 


SW TSC[55:48] 


IA32_RTIT_CTL.TSCEn && | Generation 
Scenario 


TriggerEn 


Sent after any event that causes the processor clocks or Intel PT timing 
packets (such as MTC or CYC) to stop, This may include P-state changes, 
wake from C-state, or clock modulation. Also on transition of TraceEn 
from 0 to 1. 


Description When enabled by software, a TSC packet provides the lower 7 bytes of the current TSC value, as returned by the 
RDTSC instruction. This may be useful for tracking wall-clock time, and synchronizing the packets in the log with 
other timestamped logs. 

Application TSC packet provides a wall-clock proxy of the event which generated it (packet generation enable, sleep state wake, 


etc). In all cases, TSC does not precisely indicate the time of any control flow packets; however, all preceding packets 
represent instructions that executed before the indicated TSC time, and all subsequent packets represent instruc- 
tions that executed after it. There is not a precise IP to which to bind the TSC packet. 
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31.4.2.12 Mini Time Counter (MTC) Packet 


Table 31-32. MTC Packet Definition 


Name 


Mini time Counter (MTC) Packet 


Packet Format 


7 6 5 4 3 2 1 0 
0 0 1 0 1 1 0 0 1 
1 CTCIN+7:N] 


Dependencies 


IA32_RTIT_CTL.MTCEn && | Generation Periodic, based on the core crystal clock, or Always Running Timer 
TriggerEn Scenario (ART). 


Description 


When enabled by software, an MTC packet provides a periodic indication of wall-clock time. The 8-bit CTC (Common 
Timestamp Copy) payload value is set to (ART >> N) & FFH. The frequency of the ART is related to the Maximum 
Non-Turbo frequency, and the ratio can be determined from CPUID leaf 15H, as described in Section 31.8.3. 
Software can select the threshold N, which determines the MTC frequency by setting the IA32_RTIT_CTL.MTCFreq 
field (see Section 31.2.7.2) to a supported value using the lookup enumerated by CPUID (see Section 31.3.1). 

See Section 31.8.3 for details on how to use the MTC payload to track TSC time. 

MTC provides 8 bits from the ART, starting with the bit selected by MTCFreq to dictate the frequency of the packet. 
Whenever that 8-bit range being watched changes, an MTC packet will be sent out with the new value of that 8-bit 
range. This allows the decoder to keep track of how much wall-clock time has elapsed since the last TSC packet was 
sent, by keeping track of how many MTC packets were sent and what their value was. The decoder can infer the 
truncated bits, CTC[N-1:0], are O at the time of the MTC packet. 

There are cases in which MTC packet can be dropped, due to overflow or other micro-architectural conditions. The 
decoder should be able to recover from such cases by checking the 8-bit payload of the next MTC packet, to deter- 
mine how many MTC packets were dropped. It is not expected that >256 consecutive MTC packets should ever be 
dropped. 


Application 


MTC does not precisely indicate the time of any other packet, nor does it bind to any IP. However, all preceding pack- 
ets represent instructions or events that executed before the indicated ART time, and all subsequent packets repre- 
sent instructions that executed after, or at the same time as, the ART time. 
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31.4.2.13 TSC/MTC Alignment (TMA) Packet 


Table 31-33. TMA Packet Definition 
Name TSC/MTC Alignment (TMA) Packet 


Packet Format 


7 6 5 4 3 2 1 0 

0 0 0 0 0 0 0 1 0 

1 0 1 1 1 0) 0 1 1 

2 CTC[7:0] 

3 CTC[15:8] 

4 Reserved 0 

5 FastCounter[7:0] 

6 Reserved FC[8] 
Dependencies | IA32_RTIT_CTL.MTCEn && Generation Sce- Sent with any TSC packet. 

IA32_RTIT_CTL.TSCEn && TriggerEn | nario 

Description The TMA packet serves to provide the information needed to allow the decoder to correlate MTC packets with TSC 


packets. With this packet, when a MTC packet is encountered, the decoder can determine how many timestamp 
counter ticks have passed since the last TSC or MTC packet. See Section 31.8.3.2 for details on how to make this cal- 
culation. 


Application TMA is always sent immediately following a TSC packet, and the payload values are consistent with the TSC payload 
value. Thus the application of TMA matches that of TSC. 
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31.4.2.14 Cycle Count (CYC) Packet 


Table 31-34. Cycle Count Packet Definition 


Name Cycle Count (CYC) Packet 
Packet Format 
7 6 5 4 3 2 1 0 
0 Cycle Counter[4:0] Exp 1 1 
1 Cycle Counter[11:5] Exp 
2 Cycle Counter[18:1 2] Exp 
.. (if Exp = 1 in the previous byte) 


Dependencies 


IA32_RTIT_CTL.CYCEn && | Generation Sce- | Can be sent at any time, though a maximum of one CYC packet is 
TriggerEn nario sent per core clock cycle. See Section 31.3.6 for CYC-eligible packets. 


Description 


The Cycle Counter field increments at the same rate as the processor core clock ticks, but with a variable length for- 
mat (using a trailing EXP bit field) and a range-capped byte length. 

If the CYC value is less than 32, a 1-byte CYC will be generated, with Exp=0. If the CYC value is between 32 and 
4095 inclusive, a 2-byte CYC will be generated, with byte 0 Exp=1 and byte 1 Exp=0. And so on. 

CYC provides the number of core clocks that have passed since the last CYC packet. CYC can be configured to be 
sent in every cycle in which an eligible packet is generated, or software can opt to use a threshold to limit the num- 
ber of CYC packets, at the expense of some precision. These settings are configured using the 
IA32_RTIT_CTL.CycThresh field (see Section 31.2.7.2). For details on Cycle-Accurate Mode, IPC calculation, etc, see 
Section 31.3.6. 

When CycThresh=0, and hence no threshold is in use, then a CYC packet will be generated in any cycle in which any 
CYC-eligible packet is generated. The CYC packet will precede the other packets generated in the cycle, and provides 
the precise cycle time of the packets that follow. 

In addition to these CYC packets generated with other packets, CYC packets can be sent stand-alone. These packets 
serve simply to update the decoder with the number of cycles passed, and are used to ensure that a wrap of the 
processor's internal cycle counter doesn’t cause cycle information to be lost. These stand-alone CYC packets do not 
indicate the cycle time of any other packet or operation, and will be followed by another CYC packet before any 
other CYC-eligible packet is seen. 

When CycThresh>0, CYC packets are generated only after a minimum number of cycles have passed since the last 
CYC packet. Once this threshold has passed, the behavior above resumes, where CYC will either be sent in the next 
cycle that produces other CYC-eligible packets, or could be sent stand-alone. 

When using CYC thresholds, only the cycle time of the operation (instruction or event) that generates the CYC 
packet is truly known. Other operations simply have their execution time bounded: they completed at or after the 
last CYC time, and before the next CYC time. 


Application 


CYC provides the offset cycle time (since the last CYC packet) for the CYC-eligible packet that follows. If another CYC 
is encountered before the next CYC-eligible packet, the cycle values should be accumulated and applied to the next 
CYC-eligible packet. 

If a CYC packet is generated by a TNT, note that the cycle time provided by the CYC packet applies to the first 
branch in the TNT packet. 
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31.4.2.15 VMCS Packet 


Table 31-35. VMCS Packet Definition 


Name 


VMCS Packet 


Packet Format 


7 6 5 4 3 2 1 0 
0 0 
1 1 0 0 1 0) 0 0 
VMCS pointer [19:12] 
VMCS pointer [27:20] 
VMCS pointer [35:28] 
VMCS pointer [43:36] 
VMCS pointer [51:44] 


(=) 
[o) 
(=) 
os 
(=) 
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Dependencies 


TriggerEn && ContextEn; | Generation Scenario | Generated on successful VMPTRLD, and optionally on PSB+, SMM 
Also in VMX operation. VM exits, and VM entries that return from SMM (see Section 31- 
51). 


Description The VMCS packet provides a VMCS pointer for a decoder to determine the transition of code contexts: 
® Onasuccessful VMPTRLD (i.e.,a VMPTRLD that doesn't fault, fail, or VM exit), the VMCS packet contains the 
logical processor's VMCS pointer established by VMPTRLD (for subsequent execution of a VM guest context). 
e ~AnSMM VM exit loads the logical processor's VMCS pointer with the SMM-transfer VMCS pointer. If the “conceal 
VMX from PT” VM-exit control is 0 (see Section 31.5.1), a VMCS packet provides this pointer. See Section 31.6 on 
tracing inside and outside STM. 
e =AVMentry that returns from SMM loads the logical processor's VMCS pointer from a field in the SMM-transfer 
VMCS. If the “conceal VMX from PT” VM-entry control is 0, a VMCS packet provides this pointer. Whether the 
VM entry is to VMX root operation or VMX non-root operation is indicated by the PIP.NR bit. 
A VMCS packet generated before a VMCS pointer has been loaded, or after the VMCS pointer has been cleared will 
set all 64 bits in the VMCS pointer field. 
VMCS packets will not be seen on processors with IA32_VMX_MISC[bit 14]=0, as these processors do not allow 
TraceEn to be set in VMX operation. 
Application The purpose of the VMCS packet is to help the decoder uniquely identify changes in the executing software context 


in situations that CR3 may not be unique. 

When a VMCS packet is encountered, a decoder should do the following: 

«If there was a prior unbound FUP (that is, a FUP not preceded by a packet such as MODE.TSX that consumes it, and 
it hence pairs with a TIP that has not yet been seen), then this VMCS is part of a compound packet event (Section 
31.4.1). Find the ending TIP and apply the new VMCS base pointer value to the TIP payload IP. 

* Otherwise, look for the next VMPTRLD, VMRESUME, or VMLAUNCH in the disassembly, and apply the new VMCS 
base pointer on the next VM entry. 

For examples of the packets generated by these flows, see Section 31.7. 
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31.4.2.16 Overflow (OVF) Packet 


Table 31-36. OVF Packet Definition 


Name Overflow (OVF) Packet 
Packet Format 
7 6 5 4 3 2 1 0 
0 0 0 0 0 0 0 1 0 
1 1 1 1 1 0 0 1 1 
Dependencies | TriggerEn Generation On resolution of internal buffer overflow 
Scenario 
Description OVF simply indicates to the decoder that an internal buffer overflow occurred, and packets were likely lost. If 
BranchEN= 1, OVF is followed by a FUP or TIP.PGE which will provide the IP at which packet generation resumes. See 
Section 31.3.8. 
Application When an OVF packet is encountered, the decoder should skip to the IP given in the subsequent FUP or TIP.PGE. The 


cycle counter for the CYC packet will be reset at the time the OVF packet is sent. 

Software should reset its call stack depth on overflow, since no RET compression is allowed across an overflow. Sim- 
ilarly, any IP compression that follows the OVF is guaranteed to use as a reference LastIP the IP payload of an IP 
packet that preceded the overflow. 


31.4.2.17 Packet Stream Boundary (PSB) Packet 


Table 31-37. PSB Packet Definition 


Name 


Packet Stream Boundary (PSB) Packet 


Packet Format 


7 6 5 4 3 2 1 0 
0 0 0 0 0 0 0 1 0 
1 1 0 0 0 0 0 1 0 
2 0 0 0 0 0 0 1 0 
3 1 0 0 0 0 0 1 0 
4 0 0 0 0 0 0 1 0 
5 1 0 0 0 0 0 1 0 
6 0 0 0 0 0 0 1 0 
7 1 0 0 0 0 0 1 0 
8 0 0 0 0 0 0 1 0 
s] 1 0 0 0 0 0 1 0 
10 0 0 0 0 0 0 1 0 
11 1 0 0 0 0 0 1 0 
12 0 0 0 0 0 0 1 0 
13 1 0 0 0 0 0 1 0 
14 0 0 0 0 0 0 1 0 
15 1 0 0 0 0 0 1 0 
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Table 31-37. PSB Packet Definition (Contd.) 


Dependencies 


Periodic, based on the number of output bytes generated while tracing. PSB is sent 
when IA32_RTIT_STATUS.PacketByteCnt=0, and each time it crosses the software 
selected threshold after that. May be sent for other micro-architectural conditions 
as well. 


Generation 
Scenario 


TriggerEn 


Description 


PSB is a unique pattern in the packet output log, and hence serves as a sync point for the decoder. It is a pattern 
that the decoder can search for in order to get aligned on packet boundaries. This packet is periodic, based on the 
number of output bytes, as indicated by [A32_RTIT_STATUS.PacketByteCnt. The period is chosen by software, via 
IA32_RTIT_CTL.PSBFreq (see Section 31.2.7.2). Note, however, that the PSB period is not precise, it simply reflects 
the average number of output bytes that should pass between PSBs. The processor will make a best effort to 
insert PSB as quickly after the selected threshold is reached as possible. The processor also may send extra 

PSB packets for some micro-architectural conditions. 

PSB also serves as the leading packet for a set of “status-only” packets collectively known as PSB+ (Section 31.3.7). 


Application 


When a PSB is seen, the decoder should interpret all following packets as “status only”, until either a PSBEND or 
OVF packet is encountered. “Status only” implies that the binding and ordering rules to which these packets nor- 
mally adhere are ignored, and the state they carry can instead be applied to the IP payload in the FUP packet that is 
included. 


31.4.2.18 PSBEND Packet 


Table 31-38. PSBEND Packet Definition 


Name PSBEND Packet 
Packet Format 
7 6 5 4 3) 1 0 

0 0 0 0 1 0 

1 0 0 1 0 0 0 1 1 
Dependencies | TriggerEn Generation Always follows PSB packet, separated by PSB+ packets 

Scenario 

Description PSBEND is simply a terminator for the series of “status only” (PSB+) packets that follow PSB (Section 31.3.7). 
Application When a PSBEND packet is seen, the decoder should cease to treat packets as “status only”. 
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31.4.2.19 Maintenance (MNT) Packet 


Table 31-39. MNT Packet Definition 


Name 


Maintenance (MNT) Packet 


Packet Format 


7 6 5 4 3 2 1 0 
0 0 0 0 0 0 0 1 0 
1 1 1 0 0 0 0 1 1 
2 1 0 0 0 1 0 0 0 
3 Payload[7:0] 
4 Payload[1 5:8] 
5 Payload[23:16] 
6 Payload[31:24] 
7 Payload[39:32] 
8 Payload[47:40] 
9 Payload[55:48] 
10 Payload[63:56] 
Dependencies TriggerEn Generation Sce- | Implementation specific. 
nario 
Description This packet is generated by hardware, the payload meaning is model-specific. 
Application Unless a decoder has been extended for a particular family/model/stepping to interpret MNT packet payloads, this 


packet should simply be ignored. It does not bind to any IP. 


31.4.2.20 PAD Packet 


Table 31-40. PAD Packet Definition 


Name PAD Packet 
Packet Format 
7 6 5) 4 3 2 1 0 
0 0 0 0 0) 0 0 0 
Dependencies | TriggerEn Generation Implementation specific 
Scenario 
Description PAD is simply a NOP packet. Processor implementations may choose to add pad packets to improve packet align- 
ment or for implementation-specific reasons. 
Application Ignore PAD packets. 
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31.4.2.21 PTWRITE (PTW) Packet 


Table 31-41. PTW Packet Definition 


Name 


PTW Packet 


Packet Format 


7 


6 


5 4 


0 


0 


0 0 


IP 


PayloadBytes 


is) 


Payload[7:0] 


Payload[15:8] 


Payload[23:16] 


Payload[31:24] 


Payload[39:32] 


Payload[47:40] 


Payload[55:48] 
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Payload[63:56] 


The PayloadBytes field indicates the number of bytes of payload that follow the header bytes. Encodings are as fol- 


lows: 
PayloadBytes Bytes of Payload 
‘00 4 
‘01 8 
‘10 Reserved 
‘11 Reserved 


IP bit indicates if a FUP, whose payload will be the IP of the PTWRITE instruction, will follow. 


Dependencies 


TriggerEn & ContextEn & FilterEn | Generation 


PTWRITE Instruction 


PTW.IP=1. 


& PTWEn Scenario 

Description Contains the value held in the PTWRITE operand. 
This packet is CYC-eligible, and hence will generate a CYC packet if IA32_RTIT_CTL.CYCEn=1 and any CYC Threshold 
has been reached. 

Application Binds to the associated PTWRITE instruction. The IP of the PTWRITE will be provided by a following FUP, when 
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31.4.2.22 Execution Stop (EXSTOP) Packet 


Table 31-42. EXSTOP Packet Definition 


Name EXSTOP Packet 
Packet Format 
7 6 5 4 3 2 1 0 
0 0 0 0 0 0 1 0 
1 IP 1 1 0 0 0 1 0 
IP bit indicates if a FUP will follow. 
Dependencies | TriggerEn & Pwr€vtEn Generation C-state entry, P-state change, or other processor clock power- 
Scenario down. Includes : 
« Entry to C-state deeper than CO.0 
= TM1/2 
= STPCLK# 
« Frequency change due to |[A32_CLOCK_MODULATION, Turbo 


Description 


If a FUP follows EXSTOP (hence IP bit set), the EXSTOP can be bound to the FUP IP. Otherwise the IP is not known. 


Application 


This packet indicates that software execution has stopped due to processor clock powerdown. Later packets will 
indicate when execution resumes. 

If EXSTOP is generated while ContextEn is set, the IP bit will be set, and EXSTOP will be followed by a FUP packet 
containing the IP at which execution stopped. More precisely, this will be the IP of the oldest instruction that has 
not yet completed. 

This packet is CYC-eligible, and hence will generate a CYC packet if IA32_RTIT_CTL.CYCEn=1 and any CYC Threshold 
has been reached. 


Time of powerdown can be inferred from the preceding CYC, if CYCEn=1. Combined with the TSC at the time of 
wake (if TSCEn=1), this can be used to determine the duration of the powerdown. 
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31.4.2.23  MWAIT Packet 


Table 31-43. MWAIT Packet Definition 


Name 


MWAIT Packet 


Packet Format 


7 6 5 4 3 2 1 0 
0 0 0 0 0 0 1 0 
1 1 0 0 0) 0 1 0 
MWAIT Hints[7:0] 

Reserved 


Reserved 


Reserved 
Reserved EXT[1:0] 
Reserved 


Reserved 
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Reserved 


Dependencies 


TriggerEn & PwrEvtEn & Contex- | Generation MWAIT, UMWAIT, or TPAUSE instructions, or I/O redirection to 
tEn Scenario MWAIT, that complete without fault or VMexit. 


Description 


Indicates that an MWAIT operation to C-state deeper than CO.0 completed. The MWAIT hints and extensions passed 
in by software are exposed in the payload. For UMWAIT and TPAUSE, the EXT field holds the input register value 
that determines the optimized state requested. 

For entry to some highly optimized CO sub-C-states, such as C0.1, no MWAIT packet is generated. 

This packet is CYC-eligible, and hence will generate a CYC packet if IA32_RTIT_CTL.CYCEn=1 and any CYC Threshold 
has been reached. 


Application 


31-60 Vol. 3C 


The binding for the upcoming EXSTOP packet also applies to the MWAIT packet. See Section 31.4.2.22. 


INTEL® PROCESSOR TRACE 


31.4.2.24 Power Entry (PWRE) Packet 


Table 31-44. PWRE Packet Definition 


Name PWRE Packet 
Packet Format 
7 6 5 4 3 2 1 0 
0 0 0 0 0 0 1 0 
1 0 0 1 0 0 0 1 0 
2 HW Reserved 
3 Resolved Thread C-State Resolved Thread Sub C-State 
Dependencies | TriggerEn & Pwr€vtEn Generation Transition to a C-state deeper than CO0.0. 
Scenario 
Description Indicates processor entry to the resolved thread C-state and sub C-state indicated. The processor will remain in this 
C-state until either another PWRE indicates the processor has moved to a C-state deeper than CO.0, or a PWRX 
packet indicates a return to CO.0. 
For entry to some highly optimized CO sub-C-states, such as CO.1, no PWRE packet is generated. 
Note that some CPUs may allow MWAIT to request a deeper C-state than is supported by the core. These deeper C- 
states may have platform-level implications that differentiate them. However, the PWRE packet will provide only 
the resolved thread C-state, which will not exceed that supported by the core. 
If the C-state entry was initiated by hardware, rather than a direct software request (such as MWAIT, UMWAIT, 
TPAUSE, HLT, or shutdown), the HW bit will be set to indicate this. Hardware Duty Cycling (see Section 14.5, “Hard- 
ware Duty Cycling (HDC)” in the Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 38) is an 
example of such a case. 
Application When transitioning from CO.0 to a deeper C-state, the PWRE packet will be followed by an EXSTOP. If that EXSTOP 


packet has the IP bit set, then the following FUP will provide the IP at which the C-state entry occurred. Subsequent 
PWRE packets generated before the next PWRX should bind to the same IP. 
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31.4.2.25 Power Exit (PWRX) Packet 


Table 31-45. PWRX Packet Definition 


Name PWRX Packet 
Packet Format 
7 6 5 4 3 2 1 0 
0 0 0 0 0 0 0 1 0 
1 1 0 1 0 0) 0 1 0 
2 Last Core C-State Deepest Core C-State 
3) Reserved Wake Reason 
4 Reserved 
5 Reserved 
6 Reserved 
Dependencies | TriggerEn & PwrEvtEn Generation Transition from a C-state deeper than C0.0 to CO. 
Scenario 


Description 


Application 


Indicates processor return to thread CO from a C-state deeper than C0.0. 

For return from some highly optimized CO sub-C-states, such as CO.1, no PWRX packet is generated. 

The Last Core C-State field provides the MWAIT encoding for the core C-state at the time of the wake. The Deepest 
Core C-State provides the MWAIT encoding for the deepest core C-state achieved during the sleep session, or since 
leaving thread CO. MWAIT encodings for C-states can be found in Table 4-11 in the Intel® 64 and IA-32 Architec- 
tures Software Developer's Manual, Volume 2B. Note that these values reflect only the core C-state, and hence will 
not exceed the maximum supported core C-state, even if deeper C-states can be requested. 

The Wake Reason field is one-hot, encoded as follows: 


Bit Field Meaning 

0 Interrupt Wake due to external interrupt received. 

1 Timer Deadline Wake due to timer expiration, such as 
UMWAIT/TPAUSE TSC-quanta. 

2 Store to Monitored Address | Wake due to store to monitored address. 

3 HW Wake Wake due to hardware autonomous condition, 
such as HDC. 


PWRX will always apply to the same IP as the PWRE. The time of wake can be discerned from (optional) timing pack- 
ets that precede PWRX. 
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Table 31-46. Block Begin Packet Definition 
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Name BBP 
Packet Format 
7 6 5 4 3 2 1 0 
0 0 0 0 0 0 0 1 0 
1 0 1 1 0 0 0 1 1 
2 SZ Reserved Type[4:0] 
Dependencies | TriggerEn Generation PEBS event, if IA32_PEBS_ENABLE.OUTPUT=1. 
Scenario 
Description This packet indicates the beginning of a block of packets which are collectively tied to a single event or instruction. 
The size of the block item payloads within this block is provided by the Size (SZ) bit: 
SZ=0: 8-byte block items 
SZ=1: 4-byte block items 
The meaning of the BIP payloads is provided by the Type field: 
BBP.Type Block name 
0x00 Reserved 
0x01 General-Purpose Registers 
0x02..0x03 Reserved 
0x04 PEBS Basic 
0x05 PEBS Memory 
0x06..0x07 Reserved 
0x08 LBR Block 0 
0x09 LBR Block 1 
Ox0A LBR Block 2 
Ox0OB..0x0F Reserved 
0x10 XMM Registers 
0x11..0x1F Reserved 
Application A BBP will always be followed by a Block End Packet (BEP), and when the block is generated while ContextEn=1 


that BEP will have IP=1 and be followed by a FUP that provides the IP to which the block should be bound. Note 
that, in addition to BEP, a block can be terminated by a BBP (indicating the start of a new block) or an OVF packet. 
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31.4.2.27 Block Item Packet (BIP) 


Table 31-47. Block Item Packet Definition 


Name BIP 


Packet Format | If the preceding BBP.SZ=0: 


7 6 5 4 3 2 1 0 
0 ID[5:0] 1 0 0 
1 Payload[7:0] 
2 Payload[15:8] 
3 Payload[23:16] 
4 Payload[31:24] 
5 Payload[39:32] 
6 Payload[47:40] 
7 Payload[55:48] 
8 Payload[63:56] 

If the preceding BBP.SZ=1: 

7 6 5 4 3 2 1 0 
0 ID[5:0] 1 0 0 
1 Payload[7:0] 
2 Payload[15:8] 
3} Payload[23:16] 
4 Payload[31:24] 

Dependencies | TriggerEn Generation See BBP. 
Scenario 
Description The size of the BIP payload is determined by the Size field in the preceding BBP packet. 


The BIP header provides the ID value that, when combined with the Type field from the preceding BBP, uniquely 
identifies the state value held in the BIP payload. See Table 31-48 below for the complete list. 


Application See BBP. 


BIP State Value Encodings 


The table below provides the encoding values for all defined block items. State items that are larger than 8 bytes, 
such as XMM register values, are broken into multiple 8-byte components. BIP packets with Size=1 (4 byte 
payload) will provide only the lower 4 bytes of the associated state value. 


Table 31-48. BIP Encodings 


BBP.Type BIP.ID State Value 
General-Purpose Registers 
0x01 0x00 R/EFLAGS 
0x01 0x01 R/EIP 
0x01 0x02 R/EAX 
0x01 0x03 R/ECX 
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BBP.Type BIP.ID State Value 
0x01 0x04 R/EDX 
0x01 0x05 R/EBX 
0x01 0x06 R/ESP 
0x01 0x07 R/EBP 
0x01 0x08 R/ESI 
0x01 0x09 R/EDI 
0x01 Ox0A R8 
0x01 0x0B RO 
0x01 Ox0C R10 
0x01 0x0D R11 
0x01 Ox0E R12 
0x01 OxOF R13 
0x01 0x10 R14 
0x01 0x11 R15 
PEBS Basic Info (Section 18.9.2.2.1) 
0x04 0x00 Instruction Pointer 
0x04 0x01 Applicable Counters 
0x04 0x02 Timestamp 
PEBS Memory Info (Section 18.9.2.2.2) 
0x05 0x00 MemAccessAddress 
0x05 0x01 MemAuxinfo 
0x05 0x02 MemAccessLatency 
0x05 0x03 TSXAuxInfo 
LBR_O 
0x08 0x00 LBR[TOS-0]_FROM_IP 
0x08 0x01 LBR[TOS-O]_TO_IP 
0x08 0x02 LBR[TOS-O]_INFO 
0x08 0x03 LBR[TOS-1]_FROM_IP 
0x08 0x04 LBR[TOS-1]_TO_IP 
0x08 0x05 LBR[TOS-1]_INFO 
0x08 0x06 LBR[TOS-2]_FROM_IP 
0x08 0x07 LBR[TOS-2]_TO_IP 
0x08 0x08 LBR[TOS-2]_INFO 
0x08 0x09 LBR[TOS-3]_FROM_IP 
0x08 Ox0A LBR[TOS-3]_TO_IP 
0x08 0x0B LBR[TOS-3]_INFO 
0x08 Ox0C LBR[TOS-4]_FROM_IP 
0x08 0x0D LBR[TOS-4]_TO_IP 
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Table 31-48. BIP Encodings 


BBP.Type BIP.ID State Value 
0x08 OxOE LBR[TOS-4]_INFO 
0x08 OxOF LBR[TOS-5]_FROM_IP 
0x08 0x10 LBR[TOS-5]_TO_IP 
0x08 0x11 LBR[TOS-5]_INFO 
0x08 0x12 LBR[TOS-6]_FROM_IP 
0x08 0x13 LBR[TOS-6]_TO_IP 
0x08 0x14 LBR[TOS-6]_INFO 
0x08 0x15 LBR[TOS-7]_FROM_IP 
0x08 0x16 LBR[TOS-7]_TO_IP 
0x08 0x17 LBR[TOS-7]_INFO 
0x08 0x18 LBR[TOS-8]_FROM_IP 
0x08 0x19 LBR[TOS-8]_TO_IP 
0x08 Ox1A LBR[TOS-8]_INFO 
0x08 0x1B LBR[TOS-9]_FROM_IP 
0x08 Ox1C LBR[TOS-9]_TO_IP 
0x08 0x1D LBR[TOS-9]_INFO 
0x08 Ox1E LBR[TOS-10]_FROM_IP 
0x08 Ox1F LBR[TOS-10]_TO_IP 

LBR_1 

0x09 0x00 LBR[TOS-10]_INFO 
0x09 0x01 LBR[TOS-11]_FROM_IP 
0x09 0x02 LBR[TOS-11]_TO_IP 
0x09 0x03 LBR[TOS-11]_INFO 
0x09 0x04 LBR[TOS-12]_ FROM_IP 
0x09 0x05 LBR[TOS-12]_TO_IP 
0x09 0x06 LBR[TOS-12]_INFO 
0x09 0x07 LBR[TOS-13]_FROM_IP 
0x09 0x08 LBR[TOS-13]_TO_IP 
0x09 0x09 LBR[TOS-13]_INFO 
0x09 Ox0A LBR[TOS-14]_FROM_IP 
0x09 0x0B LBR[TOS-14]_TO_IP 
0x09 Ox0C LBR[TOS-14]_INFO 
0x09 0x0D LBR[TOS-15]_ FROM_IP 
0x09 OxOE LBR[TOS-15]_TO_IP 
0x09 OxOF LBR[TOS-15]_INFO 
0x09 0x10 LBR[TOS-16]_FROM_IP 
0x09 0x11 LBR[TOS-16]_TO_IP 
0x09 0x12 LBR[TOS-16]_INFO 
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BBP.Type BIP.ID State Value 
0x09 0x13 LBR[TOS-17]_FROM_IP 
0x09 0x14 LBR[TOS-17]_TO_IP 
0x09 0x15 LBR[TOS-17]_INFO 
0x09 0x16 LBR[TOS-18]_FROM_IP 
0x09 0x17 LBR[TOS-18]_TO_IP 
0x09 0x18 LBR[TOS-18]_INFO 
0x09 0x19 LBR[TOS-19]_FROM_IP 
0x09 Ox1A LBR[TOS-19]_TO_IP 
0x09 0x1B LBR[TOS-19]_INFO 
0x09 Ox1C LBR[TOS-20]_FROM_IP 
0x09 0x1D LBR[TOS-20]_TO_IP 
0x09 Ox1E LBR[TOS-20]_INFO 
0x09 Ox1F LBR[TOS-21]_FROM_IP 

LBR_2 

Ox0A 0x00 LBR[TOS-21]_TO_IP 
Ox0A 0x01 LBR[TOS-21]_INFO 
Ox0A 0x02 LBR[TOS-22] FROM_IP 
Ox0A 0x03 LBR[TOS-22]_TO_IP 
Ox0A 0x04 LBR[TOS-22]_INFO 
Ox0A 0x05 LBR[TOS-23]_FROM_IP 
Ox0A 0x06 LBR[TOS-23]_TO_IP 
Ox0A 0x07 LBR[TOS-23]_INFO 
Ox0A 0x08 LBR[TOS-24]_ FROM_IP 
Ox0A 0x09 LBR[TOS-24]_TO_IP 
Ox0A Ox0A LBR[TOS-24]_INFO 
Ox0A Ox0B LBR[TOS-25]_ FROM_IP 
Ox0A Ox0C LBR[TOS-25]_TO_IP 
Ox0A 0x0D LBR[TOS-25]_INFO 
Ox0A Ox0E LBR[TOS-26]_FROM_IP 
Ox0A OxOF LBR[TOS-26]_TO_IP 
Ox0A 0x10 LBR[TOS-26]_INFO 
Ox0A 0x11 LBR[TOS-27]_FROM_IP 
Ox0A 0x12 LBR[TOS-27]_TO_IP 
Ox0A 0x13 LBR[TOS-27]_INFO 
Ox0A 0x14 LBR[TOS-28]_FROM_IP 
Ox0A 0x15 LBR[TOS-28]_TO_IP 
Ox0A 0x16 LBR[TOS-28]_INFO 
Ox0A 0x17 LBR[TOS-29]_FROM_IP 
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Table 31-48. BIP Encodings 


BBP.Type BIP.ID State Value 
Ox0A 0x18 LBR[TOS-29]_TO_IP 
Ox0A 0x19 LBR[TOS-29]_INFO 
Ox0A Ox1A LBR[TOS-30]_FROM_IP 
Ox0A 0x1B LBR[TOS-30]_TO_IP 
Ox0A Ox1C LBR[TOS-30]_INFO 
Ox0A 0x1D LBR[TOS-31]_FROM_IP 
OxOA Ox1E LBR[TOS-31]_TO_IP 
Ox0A Ox1F LBR[TOS-31]_INFO 
XMM Registers 
0x10 0x00 XMMO_QO 
0x10 0x01 XMMO_Q1 
0x10 0x02 XMM1_Q0 
0x10 0x03 XMM1_Q1 
0x10 0x04 XMM2_Q0 
0x10 0x05 XMM2_Q1 
0x10 0x06 XMM3_Q0 
0x10 0x07 XMM3_Q1 
0x10 0x08 XMM4_Q0 
0x10 0x09 XMM4_Q1 
0x10 Ox0A XMM5_QO 
0x10 0x0B XMM5_Q1 
0x10 Ox0C XMM6_QO 
0x10 0x0D XMM6_Q1 
0x10 OxOE XMM7_QO 
0x10 OxOF XMM7_Q1 
0x10 0x10 XMM8_QO 
0x10 0x11 XMM8_Q1 
0x10 0x12 XMM9_QO 
0x10 0x13 XMM9_Q1 
0x10 0x14 XMM10_Q0 
0x10 0x15 XMM10_Q1 
0x10 0x16 XMM11_Q0 
0x10 0x17 XMM11_Q1 
0x10 0x18 XMM12_Q0 
0x10 0x19 XMM12_Q1 
0x10 Ox1A XMM13_Q0 
0x10 0x1B XMM13_Q1 
0x10 Ox1C XMM14_Q0 
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Table 31-48. BIP Encodings 


BBP.Type BIP.ID State Value 
0x10 0x1D XMM14_Q1 
0x10 Ox1E XMM15_Q0 
0x10 Ox1F XMM15_Q1 


31.4.2.28 Block End Packet (BEP) 


Table 31-49. Block End Packet Definition 


Name BEP 
Packet Format 
7 6 5 4 3 2 1 0 

0 0 0 0 0 0 0 1 0 

1 IP 0 1 1 0 0 1 1 
Dependencies | TriggerEn Generation See BBP. 

Scenario 

Description Indicates the end of a packet block. The IP bit indicates if a FUP will follow, and will be set if ContextEn=1. 
Application The block, from initial BBP to the BEP, binds to the FUP IP, if IP=1, and consumes the FUP. 


31.5 TRACING IN VMX OPERATION 


On processors that IA32_VMX_MISC[bit 14] reports 1, TraceEn can be set in VMX operation. The VMM can 
configure specific VMX controls to control what virtualization-specific data is included within the trace packets (see 
Section 31.5.1 for details). The VMM can also configure the VMCS to limit tracing to non-root operation, or to trace 
across both root and non-root operation. The VMCS controls exist to simplify virtualization of Intel PT for guest use, 
including the “Clear IA32_RTIT_CTL” exit control (See Section 23.7.1), “Load IA32_RTIT_CTL” entry control (See 
Section 23.8.1), and “Intel PT uses guest physical addresses” execution control (See Section 24.5.3). 


For older processors that do not support these VMCS controls, the MSR-load areas used by VMX transitions can be 
employed by the VMM to restrict tracing to the desired context. See Section 31.5.2 for details. Tracing with SMM 
Transfer Monitor is described in Section 31.6. 


31.5.1 VMX-Specific Packets and VMCS Controls 


In all of the usages of VMX and Intel PT, a decoder in the host or VMM context can identify the occurrences of VMX 
transitions with the aid of VMX-specific packets. There are two kinds of packets relevant to VMX: 


° VMCS packet. The VMX transitions of individual VMs can be distinguished by a decoder using the VMCS- 
pointer field in a VMCS packet. A VMCS packet is sent on a successful execution of VMPTRLD, and its VMCS- 
pointer field stores the VMCS pointer loaded by that execution. See Section 31.4.2.15 for details. 


¢ The NR (non-root) bit in a PIP packet. Normally, the NR bit is set in any PIP packet generated in VMX non- 
root operation. In addition, PIP packets are generated with each VM entry and VM exit. Thus a transition of the 
NR bit from 0 to 1 indicates the occurrence of a VM entry, and a transition of 1 to 0 indicates the occurrence of 
a VM exit. 


There are VMX controls that a VMM can set to conceal some of this VMX-specific information (by suppressing its 
recording) and thereby prevent it from leaking across virtualization boundaries. There is one of these controls 
(each of which is called “conceal VMX from PT”) of each type of VMX control. 
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Table 31-50. VMX Controls For Intel Processor Trace 


Type of VMX Bit Value Behavior 
Control Position! 
Secondary 19 0) Each PIP generated in VM non-root operation will set the NR bit. 
processor-based PSB+ in VMX non-root operation will include the VMCS packet, to ensure that the decoder 
VM-execution knows which guest is currently in use. 
eae 1 Each PIP generated in VMX non-root operation will clear the NR bit. 
PSB+ in VMX non-root operation will not include the VMCS packet. 
V/M-exit control 24 0 Each VM exit generates a PIP in which the NR bit is clear. 
In addition, SMM VM exits generate VMCS packets. 
1 V/M exits do not generate PIPs, and no VMCS packets are generated on SMM VM exits. 


— 


7 0 Each VM entry generates a PIP in which the NR bit is set (except VM entries that return 
from SMM to VMX root operation). 


In addition, VM entries that return from SMM generate VMCS packets. 


1 \V/M entries do not generate PIPs, and no VMCS packets are generated on VM entries that 
return from SMM. 


V/M-entry control 


NOTES: 
1. These are the positions of the control bits in the relevant VMX control fields. 


The O-settings of these VMX controls enable all VMX-specific packet information. The scenarios that would use 
these default settings also do not require the VMM to use VMX MSR-load areas to enable and disable trace-packet 
generation across VMX transitions. 


If IA32_VMX_MISC[bit 14] reports 0, the 1-settings of the VMX controls in Table 31-50 are not supported, and 
VM entry will fail on any attempt to set them. 


31.5.2 Managing Trace Packet Generation Across VMX Transitions 


In tracing scenarios that collect packets for both VMX root operation and VMX non-root operation, a host executive 
can manage the MSRs associated with trace packet generation directly. The states of these MSRs need not be modi- 
fied across VMX transitions. 


For tracing scenarios that collect packets only within VMX root operation or only within VMX non-root operation, the 
VMM can toggle IA32_RTIT_CTL.TraceEn on VMxX transitions. 


31.5.2.1 System-Wide Tracing 


When a host or VMM configures Intel PT to collect trace packets of the entire system, it can leave the relevant VMX 
controls clear to allow VMX-specific packets to provide information across VMX transitions. 


The decoder will desire to identify the occurrence of VMX transitions. The packets of interests to a decoder are 
shown in Table 31-51. 
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Table 31-51. Packets on VMX Transitions (System-Wide Tracing) 


Event Packets Description 


VM exit FUP(GuestIP) The FUP indicates at which point in the quest flow the VM exit occurred. This is important, 
since VM exit can be an asynchronous event. The IP will match that written into the VMCS. 


PIP(HostCR3, NR=0) The PIP packet provides the new host CR3 value, as well as indication that the logical processor 
is entering VMX root operation. This allows the decoder to identify the change of executing 
context from guest to host and load the appropriate set of binaries to continue decode. 


TIP(HostIP) The TIP indicates the destination IP, the IP of the first instruction to be executed in VMX root 
operation. 

Note, this packet could be preceded by a MODE.Exec packet (Section 31.4.2.8). This is 
generated only in cases where CS.D or (CS.L & EFER.LMA) change during the transition. 


VM entry PIP(GuestCR3, NR=1) | The PIP packet provides the new guest CR3 value, as well as indication that the logical 
processor is entering VMX non-root operation. This allows the decoder to identify the change 
of executing context from host to quest and load the appropriate set of binaries to continue 
decode. 


TIP(GuestIP) The TIP indicates the destination IP, the IP of the first instruction to be executed in VMX non- 
root operation. This should match the RIP loaded from the VMCS. 


Note, this packet could be preceded by a MODE.Exec packet (Section 31.4.2.8). This is 
generated only in cases where CS.D or (CS.L & EFER.LMA) change during the transition. 


Since the VMX controls that suppress packet generation are cleared, a VMCS packet will be included in all PSB+ for 
this usage scenario. Additionally, VMPTRLD will generate such a packet. Thus the decoder can distinguish the 
execution context of different VMs. 


When the host VMM configures a system to collect trace packets in this scenario, it should emulate CPUID to report 
CPUID.(EAX=07H, ECX=0):EBX[bit 26] as 0 to guests, indicating to guests that Intel PT is not available. 


VMX TSC Manipulation 


The TSC packets generated while in VMX non-root operation will include any changes resulting from the use of a 
VMM’'s use of the TSC offsetting or TSC scaling VMX controls (see Chapter 24, “VMX Non-Root Operation”). In this 
system-wide usage model, the decoder may need to account for the effect of per-VM adjustments in the TSC 
packets generated in VMX non-root operation and the absence of TSC adjustments in TSC packets generated in 
VMX root operation. The VMM can supply this information to the decoder. 


31.5.2.2 Guest-Only Tracing 

A VMM can configure trace-packet generation while in VMX non-root operation for guests executing normally. This 
is accomplished by utilizing VMCS controls to manipulate the guest IA32_RTIT_CTL value on VMxX transitions. For 
older processors that do not support these VMCS controls, a VMM can use the VMX MSR-load areas on VM exits 
(see Section 23.7.2, “VM-Exit Controls for MSRs”) and VM entries (see Section 23.8.2, “VM-Entry Controls for 
MSRs”) to limit trace-packet generation to the guest environment. 

For this usage, VM-entry is programmed to enable trace packet generation, while VM-exit is programmed to clear 
IA32_RTIT_CTL.TraceEn so as to disable trace-packet generation in the host. Further, if it is preferred that the 
guest packet stream contain no indication that execution was in VMX non-root operation, the VMM should set to 
1 all the VMX controls enumerated in Table 31-50. 


31.5.2.3. Emulation of Intel PT Traced State 


If a VMM emulates an element of processor state by taking a VM exit on reads and/or writes to that piece of state, 
and the state element impacts Intel PT packet generation or values, it may be incumbent upon the VMM to insert 
or modify the output trace data. 


If a VM exit is taken on a guest write to CR3 (including “MOV CR3” as well as task switches), the PIP packet 
normally generated on the CR3 write will be missing. 
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To avoid decoder confusion when the guest trace is decoded, the VMM should emulate the missing PIP by writing it 
into the guest output buffer. If the guest CR3 value is manipulated, the VMM may also need to manipulate the 
IA32_RTIT_CR3_MATCH value, in order to ensure the trace behavior matches the guest's expectation. 


Similarly, if a VMM emulates the TSC value by taking a VM exit on RDTSC, the TSC packets generated in the trace 
may mismatch the TSC values returned by the VMM on RDTSC. To ensure that the trace can be properly aligned 
with software logs based on RDTSC, the VMM should either make corresponding modifications to the TSC packet 
values in the guest trace, or use mechanisms such as TSC offsetting or TSC scaling in place of exiting. 


31.5.2.4 TSC Scaling 


When TSC scaling is enabled for a guest using Intel PT, the VMM should ensure that the value of Maximum Non- 
Turbo Ratio[15:8] in MSR_PLATFORM_INFO (MSR OCEH) and the TSC/"core crystal clock” ratio (EBX/EAX) in CPUID 
leaf 15H are set in a manner consistent with the resulting TSC rate that will be visible to the VM. This will allow the 
decoder to properly apply TSC packets, MTC packets (based on the core crystal clock or ART, whose frequency is 
indicated by CPUID leaf 15H), and CBR packets (which indicate the ratio of the processor frequency to the Max 
Non-Turbo frequency). Absent this, or separate indication of the scaling factor, the decoder will be unable to prop- 
erly track time in the trace. See Section 31.8.3 for details on tracking time within an Intel PT trace. 


31.5.2.5 Failed VM Entry 


The packets generated by a failed VM entry depend both on the VMCS configuration, as well as on the type of 
failure. The results to expect are summarized in the table below. Note that packets in italics may or may not be 
generated, depending on implementation choice, and the point of failure. 


Table 31-52. Packets on a Failed VM Entry 


Usage Model | Entry Configuration Early Failure (fall Late Failure (VM-exit like) 
through to next IP) 
System-Wide | No use of “Load TIP (NextIP) PIP(Guest CR3, NR=1), TraceEn O->1 Packets (See Section 
IA32_RTIT_CTL” entry 31.2.7.3), PIP(HostCR3, NR=0), TIP(HostIP) 


control or VM-entry 
MSR-load area 


VMM Only “Load IA32_RTIT_CTL” | TIP (NextIP) TraceEn O->1 Packets (See Section 31.2.7.3), TIP(HostIP) 
entry control or VM- 
entry MSR-load area 
used to clear TraceEn 


VM Only “Load IA32_RTIT_CTL” | None None 
entry control or VM- 
entry MSR-load area 
used to set TraceEn 


31.5.2.6 VMX Abort 


VMX abort conditions take the processor into a shutdown state. On a VM exit that leads to VMX abort, some packets 
(FUP, PIP) may be generated, but any expected TIP, TIP.PGE, or TIP,PGD may be dropped. 


31.6 TRACING AND SMM TRANSFER MONITOR (STM) 


The SMM-transfer monitor (STM) is a VMM that operates inside SMM while in VMX root operation. An STM operates 
in conjunction with an executive monitor. The latter operates outside SMM and in VMX root operation. Transitions 
from the executive monitor or its VMs to the STM are called SMM VM exits. The STM returns from SMM via a 

VM entry to the VM in VMX non-root operation or the executive monitor in VMX root operation. 


Intel PT supports tracing in an STM similar to tracing support for VMX operation as described above in Section 31.5. 
As a result, on a SMM VM exit resulting from #SMI, TraceEn is neither saved nor cleared by default. Software can 
save the state of the trace configuration MSRs and clear TraceEn using the MSR load/save lists. 
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31.7. PACKET GENERATION SCENARIOS 


Table 31-53 and Table 31-55 illustrate the packets generated in various scenarios. In the heading row, PacketEn is 
abbreviated as PktEn, ContextEn as CntxEn. Note that this assumes that TraceEn=1 in IA32_RTIT_CTL, while Trig- 
gerEn=1 and Error=0 in IA32_RTIT_STATUS, unless otherwise specified. Entries that do not matter in packet 
generation are marked “D.C.” Packets followed by a “?” imply that these packets depend on additional factors, 
which are listed in the “Other Dependencies” column. 


There are additional scenarios, not covered below, where PSB+ packets (Section 31.3.7) may be generated. These 
include periodic PSB+ as well as use of IA32_RTIT_CTL.InjectPsbPmiOnEnable[56]=1 to preserve PSBs. 


The following acronyms are used in the packet examples below: 

° CLIP - Current LIP 

¢ NLIP - Next Sequential LIP 

¢ BLIP - Branch Target LIP 

In Table 31-53, PktEn is evaluated based on TriggerEn & ContextEn & FilterEn & BranchEn. 


Table 31-53. Packet Generation under Different Enable Conditions 


Case Operation PktEn | PktEn | Cntx€n Other Dependencies Packets Output 
Before | After | After 

la Normal non-jump operation 0 0 D.C. None 

1b Normal non-jump operation 1 1 1 None 

2a WRMSR/XRSTORS/RSM that changes | 0 0 D.C. *TSC if TSCEn=1; TSC?, TMA?, CBR 
TraceEn 0 -> 1, with PacketByteCnt >O *TMA if TSCEn=MTCEn=1 

2b WRMSR/XRSTORS/RSM that changes | 0 0 D.C. *TSC if TSCEn=1; PSB, PSBEND (see Sec- 
TraceEn 0 -> 1, with PacketByteCnt =0 *TMA if TSCEn=MTCEn=1 tion 31.4.2.17) 

2d WRMSR/XRSTORS/RSM that changes | 0 1 1 TSC if TSCEn=1; TSC?, TMA?, CBR, 

TraceEn 0 -> 1, with PacketByteCnt >0 TMA if TSCEn=MTCEn=1 MODE.Exec, TIP.PGE(NLIP) 

ze WRMSR/XRSTORS/RSM that changes | 0 1 1 MODE.Exec, 

TraceEn 0 -> 1, with PacketByteCnt =0 TIP.PGE(NLIP), PSB, 
PSBEND (see Section 
31.4.2.8, 31.4.2.7, 
31.4.2.13,31.4.2.15, 
31.42.17) 

3a WRMSR that changes TraceEn 1 -> 0 0 0 D.C. None 
3b WRMSR that changes TraceEn 1 -> O 1 0 D.C. FUP(CLIP), TIP.PGD() 
5a MOV to CR3 0 0 0 None 
5b MOV to CR3 0 1 1 *PIP.NR=1 if not in root PIP(NewCR3, NR?), 
operation and the “conceal | MODE.Exec?, 
VMX from PT” VM-execu- TIP.PGE(NLIP) 
tion control is 0 
*MODE.Exec if the mode has 
changed since the last 
MODE.Exec, or if no 
MODE.Exec since last PSB 
5c MOV to CR3 1 0 0 TIP.PGD() 
5d MOV to CR3 1 1 1 *PIP.NR=1 if not in root PIP(NewCR3, NR?) 
operation and the “conceal 
VMX from PT” VM-execu- 
tion control is 0 
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Table 31-53. Packet Generation under Different Enable Conditions (Contd.) 


Case Operation PktEn | PktEn | CntxEn Other Dependencies Packets Output 
Before | After | After 
5e MOV to CR3 1 0 1 *PIP.NR=1 if not in root PIP(NewCR3, NR?), 
operation and the “conceal | TIPPGD(NLIP), TraceStop? 
VMX from PT” VM-execu- 
tion control is O 
*TraceStop if executed in a 
TraceStop region 
of MOV to CR3 0 0 1 TraceStop if executed in a PIP(NewCR3,NR?), Trace- 
TraceStop region Stop? 
6a Unconditional direct near branch 0 0 D.C. None 
6b Unconditional direct near branch 1 0 1 TraceStop if BLIP is ina TIP.PGD(BLIP), TraceStop? 
TraceStop region 
6c Unconditional direct near branch 0 1 1 MODE.Exec if the mode has | MODE.Exec?, 
changed since the last TIP.PGE(BLIP) 
MODE.Exec, or if no 
MODE.Exec since last PSB 
6d Unconditional direct near branch 1 1 1 None 
7a Conditional taken jump or compressed | O 0) D.C. None 
RET that does not fill up the internal 
TNT buffer 
7b Conditional taken jump or compressed | O 1 1 MODE.Exec if the mode has | MODE.Exec?, 
RET changed since the last TIP.PGE(BLIP) 
MODE.Exec, or if no 
MODE.Exec since last PSB 
7d Conditional taken jump or compressed | 1 1 1 TNT 
RET that fills up the internal TNT buf- 
fer 
7e Conditional taken jump or compressed | 1 0 1 TraceStop if BLIP is ina TIP.PGD(), TraceStop? 
RET, with empty TNT buffer TraceStop region 
7f Conditional taken jump or compressed | 1 0 1 TraceStop if BLIP is ina TNT, TIP.PGD(), TraceS- 
RET, with non-empty TNT buffer TraceStop region top? 
8a Conditional non-taken jump 0 0 D.C. None 
8d Conditional not-taken jump that fills up | 1 1 1 TNT 
the internal TNT buffer 
9a Near indirect jump (JMP, CALL, or 0 0 D.C. None 
uncompressed RET) 
9b Near indirect jump (JMP, CALL, or 0 1 1 MODE.Exec if the mode has | MODE.Exec?, 
uncompressed RET) changed since the last TIP.PGE(BLIP) 
MODE.Exec, or if no 
MODE.Exec since last PSB 
9c Near indirect jump (JMP, CALL, or 1 0) 1 TraceStop if BLIP is ina TIP.PGD(BLIP), TraceStop? 
uncompressed RET) TraceStop region 
Sd Near indirect jump (JMP, CALL, or 1 1 1 TIP(BLIP) 
uncompressed RET) 
10a_ | Far Branch (CALL/JMP/RET/SYS*/IRET) | 0 0 0 None 
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Table 31-53. Packet Generation under Different Enable Conditions (Contd.) 


Case 


Operation 


PktEn 
Before 


PktEn 
After 


CntxEn 


After 


Other Dependencies 


Packets Output 


10b 


Far Branch (CALL/JMP/RET/SYS*/IRET) 


0 


1 


1 


*PIP if CR3 is updated (i.e, 
task switch), and OS=1; 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 
*MODE.Exec if the mode has 
changed since the last 
MODE.Exec, or if no 
MODE.Exec since last PSB 


PIP(new CR3, NR?), 
MODE.Exec?, 
TIP.PGE(BLIP) 


10c 


Far Branch (CALL/JMP/RET/SYS*/IRET) 


TIPPGD() 


10d 


10e 


Far Branch (CALL/JMP/RET/SYS*/IRET) 


Far Branch (CALL/JMP/RET/SYS*/IRET) 


*PIP if CR3 is updated (ie., 
task switch), and OS=1; 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 
*TraceStop if BLIP is ina 
TraceStop region 


*PIP if CR3 is updated (ie., 
task switch), and OS=1 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 

* MODE.Exec if the opera- 
tion changes CS.L/D or 
IA32_EFER.LMA 


PIP(new CR3, NR?), 
TIP.PGD(BLIP), TraceStop? 


PIP(NewCR3, NR?)?, 
MODE.Exec?, TIP(BLIP) 


10f 


Far Branch (CALL/JMP/RET/SYS*/IRET) 


*PIP if CR3 is updated (i.e., 
task switch), and OS=1; 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 
*TraceStop if BLIP is ina 
TraceStop region 


PIP(new CR3, NR?), Trace- 
Stop? 


11a 


HW Interrupt 


None 


11b 


HW Interrupt 


*PIP if CR3 is updated (i.e, 
task switch), and OS=1; 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 

* MODE.Exec if the mode 
has changed since the last 
MODE.Exec, or if no 
MODE.Exec since last PSB 


PIP(new CR3, NR?), 
MODE.Exec?, 
TIP.PGE(BLIP) 


HW Interrupt 


FUP(NLIP), TIP.PGD() 
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Table 31-53. Packet Generation under Different Enable Conditions (Contd.) 


Case Operation 


PktEn 
Before 


PktEn 
After 


CntxEn 
After 


Other Dependencies 


Packets Output 


11d | HW Interrupt 


1 


0 


1 


* PIP if CR3 is updated (i.e., 
task switch), and OS=1 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 
*TraceStop if BLIP is ina 
TraceStop region 


FUP(NLIP), PIP(NewCR3, 
NR?)?, TIPPGD(BLIP), 
TraceStop? 


11e | HW Interrupt 


* PIP if CR3 is updated (i.e., 
task switch), and OS=1 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 

* MODE.Exec if the opera- 
tion changes CS.L/D or 
IA32_EFER.LMA 


FUP(NLIP), PIP(NewCR3, 
NR?)?, MODE.Exec?, 
TIP(BLIP) 


11f | HW Interrupt 


12a | SW Interrupt 


*PIP if CR3 is updated (ie., 
task switch), and OS=1; 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 
*TraceStop if BLIP is ina 
TraceStop region 


PIP(new CR3, NR?), Trace- 
Stop? 


None 


12b | SW Interrupt 


* PIP if CR3 is updated (i.e., 
task switch), and OS=1 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 
*MODE.Exec if the mode has 
changed since the last 
MODE.Exec, or if no 
MODE.Exec since last PSB 


PIP(NewCR3, NR?)?, 
MODE.Exec?, 
TIP.PGE(BLIP) 


12c | SW Interrupt 


FUP(CLIP), TIPPGD() 


12d | SW Interrupt 


* PIP if CR3 is updated (i.e., 
task switch), and OS=1 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 
*TraceStop if BLIP is ina 
TraceStop region 


FUP(CLIP), PIP(NewCR3, 
NR?)?, TIPPGD(BLIP), 
TraceStop? 
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Table 31-53. Packet Generation under Different Enable Conditions (Contd.) 


Case 


Operation 


PktEn 
Before 


PktEn 
After 


CntxEn 
After 


Other Dependencies 


Packets Output 


12e 


SW Interrupt 


1 


1 


1 


* PIP if CR3 is updated (i.e., 
task switch), and OS=1 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 

* MODE.Exec if the opera- 
tion changes CS.L/D or 
IA32_EFER.LMA 


FUP(CLIP), PIP(NewCR3, 
NR?)?, MODE.Exec?, 
TIP(BLIP) 


12f 


SW Interrupt 


* PIP if CR3 is updated (i.e., 
task switch), and OS=1 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 
*TraceStop if BLIP is ina 
TraceStop region 


PIP(NewCR3, NR?)?, 
TraceStop? 


13a 


Exception/Fault 


None 


13b 


Exception/Fault 


* PIP if CR3 is updated (i.e., 
task switch), and OS=1 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 
*MODE.Exec if the mode has 
changed since the last 
MODE.Exec, or if no 
MODE.Exec since last PSB 


PIP(NewCR3, NR?)?, 
MODE.Exec?, 
TIP.PGE(BLIP) 


13c 
13d 


Exception/Fault 


Exception/Fault 


* PIP if CR3 is updated (i.e., 
task switch), and OS=1 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 
*TraceStop if BLIP is ina 
TraceStop region 


FUP(CLIP), TIPPGD() 


FUP(CLIP), PIP(NewCR3, 
NR?)?, TIPPGD(BLIP), 
TraceStop? 


Exception/Fault 


* PIP if CR3 is updated (i.e., 
task switch), and OS=1 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 

* MODE.Exec if the opera- 
tion changes CS.L/D or 
IA32_EFER.LMA 


FUP(CLIP), PIP(NewCR3, 
NR?)?, MODE.Exec?, 
TIP(BLIP) 
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Table 31-53. Packet Generation under Different Enable Conditions (Contd.) 


Case Operation PktEn | PktEn | CntxEn Other Dependencies Packets Output 
Before | After | After 
13f | Exception/Fault 0 0 1 * PIP if CR3 is updated (i.e., | PIP(NewCR3, NR?)?, 
task switch), and OS=1 TraceStop? 
*PIP.NR=1 if destination is 
not root operation and the 
“conceal VMX from PT” VM- 
execution control is 0; 
*TraceStop if BLIP is ina 
TraceStop region 
14a | SMI (TraceEn cleared) 0 0 D.C. None 
14b | SMI (TraceEn cleared) 1 0 FUP(SMRAM.LIP), 
TIP.PGD() 
14c | SMI (TraceEn cleared) 1 1 1 NA 
14f | SMI (TraceEn cleared) 1 0 1 NA 
15a _| RSM, TraceEn restored to 0 0 0 None 
15b_ | RSM, TraceEn restored to 1 0 0 D.C. See WRMSR cases for 
packets on enable 
15c_ | RSM, TraceEn restored to 1 0 1 1 See WRMSR cases for 
packets on enable. 
FUP/TIP.PGE IP is 
SMRAM.LIP 
15d_ | RSM (TraceEn=1, goes to shutdown) 1 1 1 None 
15e | RSM (TraceEn=1, goes to shutdown) 1 0 0 None 
15f | RSM (TraceEn=1, goes to shutdown) 1 0 1 None 
16a | VMexit 0 0 1 *PIP if OF=1 and the “con- ‘| PIP(HostCR3, NR=0)?, 
ceal VMX from PT” VM-exit | TraceStop? 
control is 0; 
*TraceStop if VMCSHLLIP is 
in a TraceStop region 
16b | VM exit, MSR list sets TraceEn=1 0 0 0 See WRMSR cases for 
packets on enable. FUP IP 
is VMCSh.LIP 
16c_ | VM exit, MSR list sets TraceEn=1 0 1 1 See WRMSR cases for 
packets on enable. 
FUP/TIP.PGE IP is 
VMCSh.LIP 
16e | VMexit 0 1 1 *PIP if OF=1 and the “con- ‘| PIP(HostCR3, NR=0)?, 
ceal VMX from PT” VM-exit | MODE.Exec?, 
control is 0; TIP.PGE(VMCSh.LIP) 
*MODE.Exec if the value is 
different, since last TIRPGD 
16f | VM exit, MSR list clears TraceEn=0 1 0 0 *PIP if OF=1 and the “con- | FUP(VMCSg.LIP), 


ceal VMX from PT” VM-exit 
control is 0; 


PIP(HostCR3, NR=0)?, 
TIP.PGD 
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Table 31-53. Packet Generation under Different Enable Conditions (Contd.) 


Case Operation PktEn | PktEn | Cntx€n Other Dependencies Packets Output 
Before | After | After 
16g | VMexit 1 0 1 *PIP if OF=1 and the “con- | FUP(VMCSg.LIP), 
ceal VMX from PT” VM-exit | PIP(HostCR3, NR=O0)?, 
control is 0; TIP.PGD(VMCSh.LIP), 
*TraceStop if VMCSh.LIP is | TraceStop? 
in a TraceStop region 
16h | VMexit 1 1 1 *PIP if OF=1 and the “con- | FUP(VMCSg.LIP), 
ceal VMX from PT” VM-exit | PIP(HostCR3, NR=0)?, 
control is 0; MODE.Exec, 
*MODE.Exec if the value is — | TIP(VMCSh.LIP) 
different, since last TIRPGD 
16i | VM exit 0 0 0 None 
16) | VMexit, ContextE€N 1->0 1 0 0 FUP(VMCSg.LIP), TIP.PGD 
17a | VMentry 0 0 0 None 
17b | VM entry 0 0 1 *PIP if OF=1 and the “con- ‘| PIP(GuestCR3, NR=1)?, 
ceal VMX from PT” VM- TraceStop? 
entry control is 0; 
*TraceStop if VMCSg.LIP is 
in a TraceStop region 
17c | VMentry, MSR load list sets 0 0 1 See WRMSR cases for 
TraceEn=1 packets on enable. FUP IP 
is VMCSg.LIP 
17d | VMentry, MSR load list sets 0 1 1 See WRMSR cases for 
TraceEn=1 packets on enable. 
FUP/TIP.PGE IP is 
VMCSg.LIP 
17f | VMentry, Filter—EN O->1 0 1 1 *PIP if OF=1 andthe “con- ‘| PIP(GuestCR3, NR=1)?, 
ceal VMX from PT” VM- MODE.Exec?, 
entry control is 0; TIP.PGE(VMCSg.LIP) 
*MODE.Exec if the value is 
different, since last TIRPGD 
17g | VMentry, MSR list clears TraceEn=0 1 0 0 *PIP if OF=1 and the “con- ‘| PIP(GuestCR3, NR=1)?, 
ceal VMX from PT” VM- TIP.PGD 
entry control is 0; 
17h | VM entry 1 0 1 *PIP if OF=1 and the “con- ‘| PIP(GuestCR3, NR=1)?, 
ceal VMX from PT” VM- TIP.PGD(VMCSg.LIP), 
entry control is 0; TraceStop? 
*TraceStop if VMCSg.LIP is 
in a TraceStop region 
171 | VMentry 1 1 1 *PIP if OF=1 and the “con- ‘| PIP(GuestCR3, NR=1)?, 
ceal VMX from PT” VM- MODE.Exec, 
entry control is 0; TIP(VMCSg.LIP) 
*MODE.Exec if the value is 
different, since last TIRPGD 
17j | VMentry, ContextEN O->1 0 1 1 *MODE.Exec if the value is MODE.Exec, 
different, since last TIRPGD | TIP,PGE(VMCSg.LIP) 
20a_| EENTER/ERESUME to non-debug 0 0 0 None 


enclave 
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Table 31-53. Packet Generation under Different Enable Conditions (Contd.) 


Case Operation PktEn | PktEn | CntxEn Other Dependencies Packets Output 
Before | After | After 
20c_ | EENTER/ERESUME to non-debug 1 0 0 FUP(CLIP), TIP.PGD() 
enclave 
21a_ | EEXIT from non-debug enclave 0 D.C. None 
21b | EEXIT from non-debug enclave 1 1 *MODE.Exec if the value is | MODE.Exec?, 
different, since last TIPPGD | TIPPGE(BLIP) 
22a_ | AEX/EEE from non-debug enclave 0 D.C. None 
22b | AEX/EEE from non-debug enclave 1 1 *MODE.Exec if the value is | MODE.Exec?, 
different, since last TIRPGD | TIP,PGE(AEP.LIP) 
23a _ | EENTER/ERESUME to debug enclave 0 D.C. None 
23b | EENTER/ERESUME to debug enclave 1 1 *MODE.Exec if the value is MODE.Exec?, 
different, since last TIRPGD | TIPPGE(BLIP) 
23c_ | EENTER/ERESUME to debug enclave 1 0 0 FUP(CLIP), TIP.PGD() 
23d | EENTER/ERESUME to debug enclave 0 0 1 *TraceStop if BLIP is ina FUP(CLIP), TIP.PGD(BLIP), 
TraceStop region TraceStop? 
23e | EENTER/ERESUME to debug enclave 1 1 1 FUP(CLIP), TIP(BLIP) 
24b | EEXIT from debug enclave 0 1 1 *MODE.Exec if the value is MODE.Exec?, 
different, since last TIRPGD | TIPPGE(BLIP) 
24d | EEXIT from debug enclave 1 0 1 *TraceStop if BLIP is in a FUP(CLIP), TIP.PGD(BLIP), 
TraceStop region TraceStop? 
24e | EEXIT from debug enclave 1 1 1 FUP(CLIP), TIP(BLIP) 
24f | EEXIT from debug enclave 0 0 D.C. None 
25a_ | AEX/EEE from debug enclave 0 0 D.C. None 
25b | AEX/EEE from debug enclave 0 1 1 *MODE.Exec if the value is MODE.Exec?, 
different, since last TIRPGD | TIP,PGE(AEP.LIP) 
25d_ | AEX/EEE from debug enclave 1 0 1 *For AEX, FUP IP could be FUP(CLIP), 
NLIP, for trap-like events TIP.PGD(AEP.LIP) 
25e | AEX/EEE from debug enclave 1 1 1 *MODE.Exec if the value is | FUP(CLIP), MODE.Exec?, 
different, since last TIPPGD | TIP(AEP.LIP) 
*For AEX, FUP IP could be 
NLIP, for trap-like events 
26a _ | XBEGIN/XACQUIRE 0 0 D.C. None 
26d | XBEGIN/XACQUIRE that does not set | 1 1 1 None 
InTX 
26e | XBEGIN/XACQUIRE that sets InTX 1 1 1 MODE.TSX(INTX=1, 
TXAbort=0), FUP(CLIP) 
27a _ | XEND/XRELEASE 0 0 D.C. None 
27d | XEND/XRELEASE that does not clear 1 1 1 None 
InTX 
27e | XEND/XRELEASE that clears InTX 1 1 1 MODE.TSX(InTX=0, 
TXAbort=0), FUP(CLIP) 
28a | XABORT(Async XAbort, or other) 0 0 0 None 
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Table 31-53. Packet Generation under Different Enable Conditions (Contd.) 


Case Operation PktEn | PktEn | Cntx€n Other Dependencies Packets Output 
Before | After | After 
28b | XABORT(Async XAbort, or other) 0 1 1 MODE.TSX(InTX=0, 
TXAbort=1), 
TIP.PGE(BLIP) 
28c_ | XABORT(Async XAbort, or other) 1 0 1 *TraceStop if BLIP is ina MODE.TSX(InTX=0, 
TraceStop region TXAbort=1), TIP-PGD 
(BLIP), TraceStop? 
28d | XABORT(Async XAbort, or other) 1 1 1 MODE.TSX(InTX=0, 
TXAbort=1), FUP(CLIP), 
TIP(BLIP) 
28e | XABORT(Async XAbort, or other) 0 0 1 *TraceStop if BLIP is ina MODE.TSX(InTX=0, 
TraceStop region TXAbort=1), TraceStop? 
30a _| INIT (BSP) 0 0 None 
30b_ | INIT (BSP) 0 1 *TraceStop if RESET.LIP is in | PIP(O), TraceStop? 
a TraceStop region 
30c_ | INIT (BSP) 0 1 1 * MODE.Exec if the value is | MODE.Exec?, PIP(0), 
different, since last TIRPGD | TIP.PGE(ResetLIP) 
30d _ | INIT (BSP) 1 0 0 FUP(NLIP), TIP.PGD() 
30e | INIT (BSP) 1 0 1 * PIP if OS=1 FUP(NLIP), PIP(0), 
*TraceStop if RESET.LIP is in | TIPPGD, TraceStop? 
a TraceStop region 
30f | INIT (BSP) 1 1 1 * MODE.Exec if the mode FUP(NLIP), PIP(O)?, 
has changed since the last | MODE.Exec?, 
MODE.Exec, or if no TIP(ResetLIP) 
MODE.Exec since last PSB 
* PIP if OS=1 
31a _| INIT (AP, goes to wait-for-SIPI) 0 D.C. D.C. None 
31b_ | INIT (AP, goes to wait-for-SIPl) 1 D.C. D.C. * PIP if OS=1 FUP(NLIP), PIP(O) 
32a _ | SIPI 0 0 0 None 
32c | SIPI 0 1 1 * MODE.Exec if the mode MODE.Exec?, TIP.PGE(SIPI- 
has changed since the last | LIP) 
MODE.Exec, or if no 
MODE.Exec since last PSB 
32d | SIPI 1 0 0 TIP.PGD 
32e | SIPI 1 0 1 *TraceStop if SIPI LIP is ina | TIP,PGD(SIPILIP); TraceS- 
TraceStop region top? 
32f | SIPI 1 1 1 * MODE.Exec if the mode MODE.Exec?, TIP(SIPILIP) 
has changed since the last 
MODE.Exec, or if no 
MODE.Exec since last PSB 
33a _ | MWAIT (to CO) D.C. D.C. D.C. None 
33b | MWAIT (to higher-numbered C-State, | D.C. D.C. D.C. *TSC if TSCEn=1 TSC?, TMA?, CBR 


packet sent on wake) 


*TMA if TSCEn=MTCEn=1 


In Table 31-54, PktEn is evaluated based on (TriggerEn & ContextEn & PwrEvtEn). 
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Table 31-54. Pwr€vtEn and PTWEn Packet Generation under Different Enable Conditions 


Case Operation PktEn | PktEn | CntxEn Other Dependencies Packets Output 
Before | After | After 
16.1 MWAIT or 1/0 redir to MWAIT, gets | D.C. D.C. D.C. None 
#UD or #GP fault 
16.2 MWAIT or I/O redir to MWAIT, D.C. D.C. D.C. See VM exit examples 
VM exits (16[a-z] in Table 31-53) 
for BranchEn packets. 
16.3 MWAIT or 1/0 redir to MWAIT, D.C. D.C. D.C. None 
requests CO, or monitor not armed, 
or VMX virtual-interrupt delivery 
16.4a | MWAIT(X) or 1/0 redir to MWAIT, D.C. 0 0 PWRE(Cx), EXSTOP 
goes to C-state Y (Y>0) 
16.4b | MWAIT(X) or 1/0 redir to MWAIT, D.C. D.C. 1 MWAIT(Cy), PWRE(Cx), 
goes to C-state Y (Y>0) EXSTOP(IP), FUP(CLIP) 
16.5a | MWAIT(X) or 1/0 redir to MWAIT, D.C. 0 0 * TSC if TSCEn=1 PWRE(Cx), EXSTOP, TSC?, 
Pending event after resolving to go * TMA if TSCEn=MTCEn=1 TMA?, CBR, PWRX(LCC, 
to C-state Y (Y>0) DCC, 0) 
16.5b | MWAIT(X) or 1/0 redir to MWAIT, D.C. D.C. 1 * TSC if TSCEn=1 PWRE(Cx), EXSTOP(IP), 
Pending event after resolving to go * TMA if TSCEn=MTCEn=1 FUP(CLIP), TSC?, TMA?, 
to C-state Y (Y>0) CBR, PWRX(LCC, DCC, 0) 
16.6a | MWAIT(5) or I/O redir to MWAIT, D.C. 0 0 PWRE(C1), EXSTOP 
other thread(s) in core in CO/C1 
16.6b | MWAIT(5) or I/0 redir to MWAIT, D.C. D.C. 1 MWAIT(5), PWRE(C1), 
other thread(s) in core in CO/C1 EXSTOP(IP), FUP(CLIP) 
16.9a | HLT, Triple-fault shutdown, #MC D.C. 0 0 PWRE(C1), EXSTOP 
with CR4.MCE=0, RSM to Cx (x>0) 
16.9b | HLT, Triple-fault shutdown, #MC D.C. D.C. PWRE(C1), EXSTOP(IP), 
with CR4.MCE=1, RSM to Cx (x>0) FUP(CLIP) 
16.10a | VMX abort D.C. 0 0 See “VMX Abort" (cases 
16* and 18* in Table 31- 
53) for BranchEn packets 
that precede 
PWRE(C1), EXSTOP 
16.10b | VMX abort D.C. D.C. 1 See “VMX Abort" (cases 
16* and 18% in Table 31- 
53) for BranchEn packets 
that precede 
PWRE(C1), EXSTOP(IP), 
FUP(CLIP) 
16.11a | RSM to Shutdown D.C. 0 0 See “RSM to Shutdown” 


(cases 15[def] in Table 
31-53) for BranchEn 
packets that precede 


PWRE(C1), EXSTOP 
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Table 31-54. PwrE€vtEn and PTWEn Packet Generation under Different Enable Conditions (Contd.) 


Case 


Operation 


PktEn 
Before 


PktEn 
After 


CntxEn 
After 


Other Dependencies 


Packets Output 


16.11b 


RSM to Shutdown 


D.C. 


D.C. 


1 


See “RSM to Shutdown” 
(cases 15[def] in Table 
31-53) for BranchEn 
packets that precede 


PWRE(C1), EXSTOP(IP), 
FUP(CLIP) 


16.12a 


INIT (BSP) 


D.C. 


See “INIT (BSP)” (cases 
30[a-z] in Table 31-53) 
for BranchEn packets that 
precede 


PWRE(C1), EXSTOP 


16.12b 


INIT (BSP) 


D.C. 


D.C. 


See “INIT (BSP)” (cases 
30[a-z] in Table 31-53) 
for BranchEn packets that 
precede 


PWRE(C1), EXSTOP(IP), 
FUP(NLIP) 


16.13a 


INIT (AP, goes to Wait-for-SIPI) 


D.C. 


See “INIT (AP, goes to 
Wait-for-SIPl)” (cases 
31[a-z] in Table 31-53) 
for BranchEn packets that 
precede 


PWRE(C1), EXSTOP 


16.13b 


INIT (AP, goes to Wait-for-SIPI) 


D.C. 


D.C. 


See “INIT (AP, goes to 
Wait-for-SIPl)” (cases 
31[a-z] in Table 31-53) 
for BranchEn packets that 
precede 


PWRE(C1), EXSTOP(IP), 
FUP(NLIP) 


16.14a 


Hardware Duty Cycling (HDC) 


D.C. 


* TSC if TSCEn=1 
* TMA if TSCEn=MTCEn=1 


PWRE(HW, C6), EXSTOP, 
TSC?, TMA?, CBR, 
PWRX(CC6, CC6, Ox8) 


16.14b 


Hardware Duty Cycling (HDC) 


D.C. 


D.C. 


* TSC if TSCEn=1 
* TMA if TSCEn=MTCEn=1 


PWRE(HW, C6), EXS- 
TOP(IP), FUP(NLIP), TSC?, 
TMA?, CBR, PWRX(CCE, 
CC6, 0x8) 


16.15a 


VM entry to HLT or Shutdown 


D.C. 


See “VM entry” (cases 
17[a-z] in Table 31-53) 
for BranchEn packets that 
precede 


PWRE(C1), EXSTOP 
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Table 31-54. PwrE€vtEn and PTWEn Packet Generation under Different Enable Conditions (Contd.) 


Case Operation PktEn | PktEn | Cntx€n Other Dependencies Packets Output 
Before | After | After 
16.15b | VM entry to HLT or Shutdown D.C. D.C. 1 See “VM entry” (cases 
17[a-z] in Table 31-53) 
for BranchEn packets that 
precede 
PWRE(C1), EXSTOP(IP), 
FUP(CLIP) 
16.16a | EIST in CO, S1/TM1/TM2, or STP- D.C. 0 0 * TSC if TSCEn=1 EXSTOP, TSC?, TMA?, CBR 
CLK# * TMA if TSCEn=MTCEn=1 
16.16b | EIST in CO, S1/TM1/TM2, or STP- D.C. D.C. 1 * TSC if TSCEn=1 EXSTOP(IP), FUP(NLIP), 
CLK# * TMA if TSCEn=MTCEn=1 TSC?, TMA?, CBR 
16.17 | EIST in Cx (x>0) D.C. D.C. D.C. None 
16.18 | INTR during Cx (x>0) D.C. D.C. D.C. * TSC if TSCEn=1 TSC?, TMA?, CBR, 
* TMA if TSCEn=MTCEn=1 PWRX(LCC, DCC, 0x1) 
See “HW Interrupt” (cases 
11[a-z] in Table 31-53) 
for BranchEn packets that 
follow. 
16.18 | SMI during Cx (x>0) D.C. D.C. D.C. * TSC if TSCEn=1 TSC?, TMA?, CBR, 
* TMA if TSCEn=MTCEn=1 PWRX(LCC, DCC, 0) 
See “HW Interrupt” (cases 
14[a-z] in Table 31-53) 
for BranchEn packets that 
follow. 
16.19 | NMI during Cx (x>0) D.C. D.C. D.C. * TSC if TSCEn=1 TSC?, TMA?, CBR, 
* TMA if TSCEn=MTCEn=1 PWRX(LCC, DCC, 0) 
See “HW Interrupt” (cases 
11[a-z] in Table 31-53) 
for BranchEn packets that 
follow. 
16.20 | Store to monitored address during | D.C. D.C. D.C. * TSC if TSCEn=1 TSC?, TMA?, CBR, 
Cx (x>0) * TMA if TSCEn=MTCEn=1 PWRX(LCC, DCC, 0x4) 
16.22 | #MC, IERR, TSC deadline timer D.C. D.C. D.C. * TSC if TSCEn=1 TSC?, TMA?, CBR, 
expiration, or APIC counter under- * TMA if TSCEn=MTCEn=1 PWRX(LCC, DCC, 0) 
flow during Cx (x>0) 


In Table 31-55, PktEn is evaluated based on (TriggerEn & ContextEn & FilterEn & PTWEn). 


Table 31-55. Pwr€vtEn and PTWEn Packet Generation under Different Enable Conditions 


Case Operation PktEn | PktEn | Cntx€n Other Dependencies Packets Output 
Before | After | After 
16.24a | PTWRITE rm32/64, no fault D.C. D.C. D.C. None 
16.24b | PTWRITE rm32/64, no fault D.C. 0 0 None 
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Table 31-55. PwrEvtEn and PTWEn Packet Generation under Different Enable Conditions (Contd.) 


Case Operation PktEn | PktEn | Cntx€n Other Dependencies Packets Output 
Before | After | After 

16.24d | PTWRITE rm32, no fault D.C. 1 1 * FUP, IP=1 if FUPonPTW=1 | PTW(IP=1?, 4B, 
rm32_value), FUP(CLIP)? 

16.24e | PTWRITE rm64, no fault D.C. 1 1 * FUP, IP=1 if FUPonPTW=1 | PTW(IP=1?, 8B, 
rm64_value), FUP(CLIP)? 

16.25a | PTWRITE mem32/64, fault D.C. D.C. D.C. See “Exception/fault” 
(cases 13[a-z] in Table 
31-53) for BranchEn 
packets. 


31.8 SOFTWARE CONSIDERATIONS 


31.8.1 Tracing SMM Code 


Nothing prevents an SMM handler from configuring and enabling packet generation for its own use. As described in 
Section Section 31.2.8.3, SMI will always clear TraceEn, so the SMM handler would have to set TraceEn in order to 
enable tracing. There are some unique aspects and guidelines involved with tracing SMM code, which follow: 


1. SMM should save away the existing values of any configuration MSRs that SMM intends to modify for tracing. 
This will allow the non-SMM tracing context to be restored before RSM. 


2. Itis recommended that SMM wait until it sets CSbase to 0 before enabling packet generation, to avoid possible 
LIP vs RIP confusion. 


3. Packet output cannot be directed to SMRR memory, even while tracing in SMM. 


Before performing RSM, SMM should take care to restore modified configuration MSRs to the values they had 
immediately after #SMI. This involves first disabling packet generation by clearing TraceEn, then restoring any 
other configuration MSRs that were modified. 


5. RSM 


— Software must ensure that TraceEn=0 at the time of RSM. Tracing RSM is not a supported usage model, and 
the packets generated by RSM are undefined. 


— For processors on which Intel PT and LBR use are mutually exclusive (see Section 31.3.1.2), any RSM 
during which TraceEn is restored to 1 will suspend any LBR or BTS logging. 


31.8.2 Cooperative Transition of Multiple Trace Collection Agents 


A third-party trace-collection tool should take into consideration the fact that it may be deployed on a processor 
that supports Intel PT but may run under any operating system. 


In such a deployment scenario, Intel recommends that tool agents follow similar principles of cooperative transition 
of single-use hardware resources, similar to how performance monitoring tools handle performance monitoring 
hardware: 


¢ Respect the “in-use” ownership of an agent who already configured the trace configuration MSRs, see architec- 
tural MSRs with the prefix “IA32_RTIT_” in Chapter 2, “Model-Specific Registers (MSRs)” in the Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 4, where “in-use” can be determined by reading the 
“enable bits” in the configuration MSRs. 


° ~Relinquish ownership of the trace configuration MSRs by clearing the “enabled bits” of those configuration 
MSRs. 
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31.8.3. Tracking Time 


This section describes the relationships of several clock counters whose update frequencies reside in different 
domains that feed into the timing packets. To track time, the decoder also needs to know the regularity or irregu- 
larity of the occurrences of various timing packets that store those clock counters. 


Intel PT provides time information for three different but related domains: 
¢ Processor timestamp counter 


This counter increments at the max non-turbo or P1 ical uad and its value is returned on a RDTSC. Its 
frequency is fixed. The TSC packet holds the lower 7 bytes of the timestamp counter value. The TSC packet 
occurs occasionally and are much less frequent than the frequency of the time stamp counter. The timestamp 
counter will continue to increment when the processor is in deep C-States, with the exception of processors 
reporting CPUID.80000007H:EDX.InvariantTSC[bit 8] =0. 


* Core crystal clock 


The ratio of the core crystal clock to timestamp counter frequency is known as P, and can be calculated as 
CPUID.15H:EBX[31:0] / CPUID.15H:EAX[31:0]. The frequency of the core crystal clock is fixed and lower than 
that of the timestamp counter. The periodic MTC packet is generated based on software-selected multiples of 
the crystal clock frequency. The MTC packet is expected to occur more frequently than the TSC packet. 


¢ Processor core clock 


The processor core clock frequency can vary due to P-state and thermal conditions. The CYC packet provides 
elapsed time as measured in processor core clock cycles relative to the last CYC packet. 


A decoder can use all or some combination of these packets to track time at different resolutions throughout the 
trace packets. 


31.8.3.1 Time Domain Relationships 
The three domains are related by the following formula: 
TimeStampValue = (CoreCrystalClockValue * P) + AdjustedProcessorCycles + Software Offset; 


The CoreCrystalClockValue, also known as the Always Running Timer (ART) value, can provide the coarse-grained 
component of the TSC value. P, or the TSC/ART ratio, can be derived from CPUID leaf 15H, as described in Section 
31.8.3. 


The AdjustedProcessorCycles component provides the fine-grained distance from the rising edge of the last core 

crystal clock. Specifically, it is a cycle count in the same frequency as the timestamp counter from the last crystal 
clock rising edge. The value is adjusted based on the ratio of the processor core clock frequency to the Maximum 
Non-Turbo (or P1) frequency. 


The Software_Offsets component includes software offsets that are factored into the timestamp value, such as 
IA32_TSC_ADJUST. 


31.8.3.2 Estimating TSC within Intel PT 


For many usages, it may be useful to have an estimated timestamp value for all points in the trace. The formula 
provided in Section 31.8.3.1 above provides the framework for how such an estimate can be calculated from the 
various timing packets present in the trace. 


The TSC packet provides the precise timestamp value at the time it is generated; however, TSC packets are infre- 
quent, and estimates of the current timestamp value based purely on TSC packets are likely to be very inaccurate 
for this reason. In order to get more precise timing information between TSC packets, CYC packets and/or MTC 
packets should be enabled. 


MTC packets provide incremental updates of the CoreCrystalClockValue. On processors that support CPUID leaf 
15H, the frequency of the timestamp counter and the core crystal clock is fixed, thus MTC packets provide a means 
to update the running timestamp estimate. Between two MTC packets A and B, the number of crystal clock cycles 
passed is calculated from the 8-bit payloads of respective MTC packets: 


(CTCp - CTCa), where CTC; = MTC[15:8] << IA32_RTIT_CTL.MTCFreq and i = A, B. 


The time from a TSC packet to the subsequent MTC packet can be calculated using the TMA packet that follows the 
TSC packet. The TMA packet provides both the crystal clock value (lower 16 bits, in the CTC field) and the Adjust- 
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edProcessorCycles value (in the FastCounter field) that can be used in the calculation of the corresponding core 
crystal clock value of the TSC packet. 


When the next MTC after a pair of TSC/TMA is seen, the number of crystal clocks passed since the TSC packet can 
be calculated by subtracting the TMA.CTC value from the time indicated by the MTCy.,; packet by 


CTCpettal 15:0] = (CTCyextl15:0] - TMA.CTC[15:0]), where CTCyext = MTCpayload << IA32_RTIT_CTL.MTCFreq. 


The TMA.FastCounter field provides the number of AdjustedProcessorCycles since the last crystal clock rising edge, 
from which it can be determined the percentage of the next crystal clock cycle that had passed at the time of the 
TSC packet. 


CYC packets can provide further precision of an estimated timestamp value to many non-timing packets, by 
providing an indication of the time passed between other timing packets (MTCs or TSCs). 


When enabled, CYC packets are sent preceding each CYC-eligible packet, and provide the number of processor 
core clock cycles that have passed since the last CYC packet. Thus between MTCs and TSCs, the accumulated CYC 
values can be used to estimate the AdjustedProcessorCycles component of the timestamp value. The accumulated 
CPU cycles will have to be adjusted to account for the difference in frequency between the processor core clock and 
the Pi frequency. The necessary adjustment can be estimated using the core:bus ratio value given in the CBR 
packet, by multiplying the accumulated cycle count value by P1/CBRpayload: 


Note that stand-alone TSC packets (that is, TSC packets that are not a part of a PSB+) are typically generated only 
when generation of other timing packets (MTCs and CYCs) has ceased for a period of time. Example scenarios 
include when Intel PT is re-enabled, or on wake after a sleep state. Thus any calculated estimate of the timestamp 
value leading up to a TSC packet will likely result in a discrepancy, which the TSC packet serves to correct. 


A greater level of precision may be achieved by calculating the CPU clock frequency, see Section 31.8.3.4 below for 
a method to do so using Intel PT packets. 


CYCs can be used to estimate time between TSCs even without MTCs, though this will likely result in a reduction in 
estimated TSC precision. 


31.8.3.3. VMX TSC Manipulation 


When software executes in non-Root operation, additional offset and scaling factors may be applied to the TSC 
value. These are optional, but may be enabled via VMCS controls on a per-VM basis. See Chapter 24, “VMX Non- 
Root Operation” for details on VMX TSC offsetting and TSC scaling. 


Like the value returned by RDTSC, TSC packets will include these adjustments, but other timing packets (such as 
MTC, CYC, and CBR) are not impacted. In order to use the algorithm above to estimate the TSC value when TSC 
scaling is in use, it will be necessary for software to account for the scaling factor. See Section 31.5.2.4 for details. 


31.8.3.4 Calculating Frequency with Intel PT 


Because Intel PT can provide both wall-clock time and processor clock cycle time, it can be used to measure the 
processor core clock frequency. Either TSC or MTC packets can be used to track the wall-clock time. By using CYC 
packets to count the number of processor core cycles that pass in between a pair of wall-clock time packets, the 
ratio between processor core clock frequency and TSC frequency can be derived. If the Pi frequency is known, it 
can be applied to determine the CPU frequency. See Section 31.8.3.1 above for details on the relationship between 
TSC, MTC, and CYC. 
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CHAPTER 32 
INTRODUCTION TO INTEL® SOFTWARE GUARD EXTENSIONS 


32.1 OVERVIEW 


Intel® Software Guard Extensions (Intel® SGX) is a set of instructions and mechanisms for memory accesses 
added to Intel® Architecture processors. Intel SGX can encompass two collections of instruction extensions, 
referred to as SGX1 and SGX2, see Table 32-1 and Table 32-2. The SGX1 extensions allow an application to instan- 
tiate a protected container, referred to as an enclave. The enclave is a trusted area of memory, where critical 
aspects of the application functionality have hardware-enhanced confidentiality and integrity protections. New 
access controls to restrict access to software not resident in the enclave are also introduced. The SGX2 extensions 
allow additional flexibility in runtime management of enclave resources and thread execution within an enclave. 


Chapter 33 covers main concepts, objects and data structure formats that interact within the Intel SGX architec- 
ture. Chapter 34 covers operational aspects ranging from preparing an enclave, transferring control to enclave 
code, and programming considerations for the enclave code and system software providing support for enclave 
execution. Chapter 35 describes the behavior of Asynchronous Enclave Exit (AEX) caused by events while 
executing enclave code. Chapter 36 covers the syntax and operational details of the instruction and associated leaf 
functions available in Intel SGX. Chapter 37 describes interaction of various aspects of IA32 and Intel® 64 archi- 
tectures with Intel SGX. Chapter 38 covers Intel SGX support for application debug, profiling and performance 
monitoring. 
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Figure 32-1. An Enclave Within the Application’s Virtual Address Space 


32.2 ENCLAVE INTERACTION AND PROTECTION 


Intel SGX allows the protected portion of an application to be distributed in the clear. Before the enclave is built, the 
enclave code and data are free for inspection and analysis. The protected portion is loaded into an enclave where 
its code and data is measured. Once the application’s protected portion of the code and data are loaded into an 
enclave, memory access controls are in place to restrict access by external software. An enclave can prove its iden- 
tity to a remote party and provide the necessary building-blocks for secure provisioning of keys and credentials. 
The application can also request an enclave-specific and platform-specific key that it can use to protect keys and 
data that it wishes to store outside the enclave.! 


1. For additional information, see white papers on Intel SGX at http://software.intel.com/en-us/intel-isa-extensions. 
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Intel SGX introduces two significant capabilities to the Intel Architecture. First is the change in enclave memory 
access semantics. The second is protection of the address mappings of the application. 


32.3 ENCLAVE LIFE CYCLE 


Enclave memory management is divided into two parts: address space allocation and memory commitment. 
Address space allocation is the specification of the range of linear addresses that the enclave may use. This range 
is called the ELRANGE. No actual resources are committed to this region. Memory commitment is the assignment 
of actual memory resources (as pages) within the allocated address space. This two-phase technique allows flexi- 
bility for enclaves to control their memory usage and to adjust dynamically without overusing memory resources 
when enclave needs are low. Commitment adds physical pages to the enclave. An operating system may support 
separate allocate and commit operations. 


During enclave creation, code and data for an enclave are loaded from a clear-text source, i.e. from non-enclave 
memory. 


Untrusted application code starts using an initialized enclave typically by using the EENTER leaf function provided 
by Intel SGX to transfer control to the enclave code residing in the protected Enclave Page Cache (EPC). The 
enclave code returns to the caller via the EEXIT leaf function. Upon enclave entry, control is transferred by hard- 
ware to software inside the enclave. The software inside the enclave switches the stack pointer to one inside the 
enclave. When returning back from the enclave, the software swaps back the stack pointer then executes the 
EEXIT leaf function. 


On processors that support the SGX2 extensions, an enclave writer may add memory to an enclave using the SGX2 
instruction set, after the enclave is built and running. These instructions allow adding additional memory resources 
to the enclave for use in such areas as the heap. In addition, SGX2 instructions allow the enclave to add new 
threads to the enclave. The SGX2 features provide additional capabilities to the software model without changing 
the security properties of the Intel SGX architecture. 


Calling an external procedure from an enclave could be done using the EEXIT leaf function. Software would use 
EEXIT and a software convention between the trusted section and the untrusted section. 


An active enclave consumes resources from the Enclave Page Cache (EPC, see Section 32.5). Intel SGX provides 
the EREMOVE instruction that an EPC manager can use to reclaim EPC pages committed to an enclave. The EPC 
manager uses EREMOVE on every enclave page when the enclave is torn down. After successful execution of 
EREMOVE the EPC page is available for allocation to another enclave. 


32.4 DATASTRUCTURES AND ENCLAVE OPERATION 


There are 2 main data structures associated with operating an enclave, the SGX Enclave Control Structure (SECS, 
see Section 33.7) and the Thread Control Structure (TCS, see Section 33.8). 


There is one SECS for each enclave. The SECS contains meta-data about the enclave which is used by the hardware 
and cannot be directly accessed by software. Included in the SECS is a field that stores the enclave build measure- 
ment value. This field, MRENCLAVE, is initialized by the ECREATE instruction and updated by every EADD and 
EEXTEND. It is locked by EINIT. 


Every enclave contains one or more TCS structures. The TCS contains meta-data used by the hardware to save and 
restore thread specific information when entering/exiting the enclave. There is one field, FLAGS, that may be 
accessed by software. This field can only be accessed by debug enclaves. The flag bit, DBGOPTIN, allows to single 
step into the thread associated with the TCS. (see Section 33.8.1) 


The SECS is created when ECREATE (see Table 32-1) is executed. The TCS can be created using the EADD instruc- 
tion or the SGX2 instructions (see Table 32-2). 


32.5 ENCLAVE PAGE CACHE 


The Enclave Page Cache (EPC) is the secure storage used to store enclave pages when they are a part of an 
executing enclave. For an EPC page, hardware performs additional access control checks to restrict access to the 
page. After the current page access checks and translations are performed, the hardware checks that the EPC page 
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is accessible to the program currently executing. Generally an EPC page is only accessed by the owner of the 
executing enclave or an instruction which is setting up an EPC page 


The EPC is divided into EPC pages. An EPC page is 4KB in size and always aligned on a 4KB boundary. 


Pages in the EPC can either be valid or invalid. Every valid page in the EPC belongs to one enclave instance. Each 
enclave instance has an EPC page that holds its SECS. The security metadata for each EPC page is held in an 
internal micro-architectural structure called Enclave Page Cache Map (EPCM, see Section 32.5.1). 

The EPC is managed by privileged software. Intel SGX provides a set of instructions for adding and removing 
content to and from the EPC. The EPC may be configured by BIOS at boot time. On implementations in which EPC 
memory is part of system DRAM, the contents of the EPC are protected by an encryption engine. 


32.5.1 Enclave Page Cache Map (EPCM) 


The EPC is a secure structure used by the processor to track the contents of the EPC. The EPCM holds one entry 
for each page in the EPC. The format of the EPCM is micro-architectural, and consequently is implementation 
dependent. However, the EPCM contains the following architectural information: 

¢ The status of EPC page with respect to validity and accessibility. 

¢ An SECS identifier (see Section 33.20) of the enclave to which the page belongs. 

° The type of page: regular, SECS, TCS or VA. 

¢ The linear address through which the enclave is allowed to access the page. 

¢ The specified read/write/execute permissions on that page. 

The EPCM structure is used by the CPU in the address-translation flow to enforce access-control on the EPC pages. 


The EPCM structure is described in Table 33-29, and the conceptual access-control flow is described in Section 
33.5. 


The EPCM entries are managed by the processor as part of various instruction flows. 


32.6 ENCLAVE INSTRUCTIONS AND INTEL® SGX 


The enclave instructions available with Intel SGX are organized as leaf functions under three instruction 
mnemonics: ENCLS (ring 0), ENCLU (ring 3), and ENCLV (VT root mode). Each leaf function uses EAX to specify the 
leaf function index, and may require additional implicit input registers as parameters. The use of EAX is implied 
implicitly by the ENCLS, ENCLU, and ENCLV instructions; ModR/M byte encoding is not used with ENCLS, ENCLU, 
and ENCLV. The use of additional registers does not use ModR/M encoding and is implied implicitly by the respective 
leaf function index. 


Each leaf function index is also associated with a unique, leaf-specific mnemonic. A long-form expression of Intel 
SGX instruction takes the form of ENCLx[LEAF_MNEMONIC], where ‘x’ is either ‘S’, ‘U’, or ‘V’. The long-form expres- 
sion provides clear association of the privilege-level requirement of a given “leaf mnemonic”. For simplicity, the 
unique “Leaf_Mnemonic” name is used (omitting the ENCLx for convenience) throughout in this document. 


Details of individual SGX leaf functions are described in Chapter 36. Table 32-1 provides a summary of the instruc- 
tion leaves that are available in the initial implementation of Intel SGX, which is introduced in the 6th generation 
Intel Core processors. Table 32-2 summarizes enhancement of Intel SGX for future Intel processors. 


Table 32-1. Supervisor and User Mode Enclave Instruction Leaf Functions in Long-Form of SGX1 


Supervisor Instruction Description User Instruction Description 

ENCLS[EADD] Add an EPC page to an enclave. ENCLU[EENTER] Enter an enclave. 

ENCLS[EBLOCK] Block an EPC page. ENCLU[EEXIT] Exit an enclave. 

ENCLS[ECREATE] Create an enclave. ENCLU[EGETKEY] Create a cryptographic key. 

ENCLS[EDBGRD] Read data from a debug enclave by debug- | ENCLU[EREPORT] Create a cryptographic report. 
ger. 
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Table 32-1. Supervisor and User Mode Enclave Instruction Leaf Functions in Long-Form of SGX1 


Supervisor Instruction Description User Instruction Description 
ENCLS[EDBGWR] Write data into a debug enclave by debug- | ENCLU[ERESUME] Re-enter an enclave. 
ger. 
ENCLS[EEXTEND] Extend EPC page measurement. 
ENCLS[EINIT] Initialize an enclave. 
ENCLS[ELDB] Load an EPC page in blocked state. 
ENCLS[ELDU] Load an EPC page in unblocked state. 
ENCLS[EPA] Add an EPC page to create a version array. 
ENCLS[EREMOVE] Remove an EPC page from an enclave. 
ENCLS[ETRACK] Activate EBLOCK checks. 
ENCLS[EWB] Write back/invalidate an EPC page. 
Table 32-2. Supervisor and User Mode Enclave Instruction Leaf Functions in Long-Form of SGX2 
Supervisor Instruction Description User Instruction Description 
ENCLS[EAUG] Allocate EPC page to an existing enclave. | ENCLU[EACCEPT] Accept EPC page into the enclave. 
ENCLS[EMODPR] Restrict page permissions. ENCLU[EMODPE] Enhance page permissions. 
ENCLS[EMODT] Modify EPC page type. ENCLU[EACCEPTCOPY] | Copy contents to an augmented EPC 
page and accept the EPC page into 
the enclave. 


Table 32-3. VMX Operation and Supervisor Mode Enclave Instruction Leaf Functions in Long-Form of OVERSUB 


VMX Operation Description Supervisor Instruction Description 
ENCLV[EDECVIRTCHILD] | Decrement the virtual child page count. ENCLS[ERDINFO] Read information about EPC page. 
ENCLV[EINCVIRTCHILD] | Increment the virtual child page count. ENCLS[ETRACKC] Activate EBLOCK checks with conflict 

reporting. 
ENCLV[ESETCONTEXT] | Set virtualization context. ENCLS[ELDBC/UC] Load an EPC page with conflict 
reporting. 
32.7. DISCOVERING SUPPORT FOR INTEL® SGX AND ENABLING ENCLAVE 


INSTRUCTIONS 


Detection of support of Intel SGX and enumeration of available and enabled Intel SGX resources are queried using 

the CPUID instruction. The enumeration interface comprises the following: 

° Processor support of Intel SGX is enumerated by a feature flag in CPUID leaf 07H: CPUID.(EAX=07H, 
ECX=0H):EBX.SGX[bit 2]. If CPUID.(EAX=07H, ECX=0H):EBX.SGX = 1, the processor has support for Intel 
SGX, and requires opt-in enabling by BIOS via IA32_FEATURE_CONTROL MSR. 


If CPUID.(EAX=0 


7H, ECX=0H):EBX.SGX = 1, 


CPUID will 


CPUID.(EAX=12H) on available and/or configured Intel SGX resources. 


report via the available sub-leaves of 


The available and configured Intel SGX resources enumerated by the sub-leaves of CPUID.(EAX=12H) depend 
on the state of BIOS configuration. 
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32.7.1 Intel® SGX Opt-In Configuration 


On processors that support Intel SGX, IA32_FEATURE_CONTROL provides the SGX_ENABLE field (bit 18). Before 
system software can configure and enable Intel SGX resources, BIOS is required to set 
IA32_FEATURE_CONTROL.SGX_ENABLE = 1 to opt-in the use of Intel SGX by system software. 

The semantics of setting SGX_ENABLE follows the rules of IA32_FEATURE_CONTROL.LOCK (bit 0). Software is 
considered to have opted into Intel SGX if and only if IA32_FEATURE_CONTROL.SGX_ENABLE and 
IA32_FEATURE_CONTROL.LOCK are set to 1. The setting of IA32_FEATURE_CONTROL.SGX_ENABLE (bit 18) is not 
reflected by CPUID. 


Table 32-4. Intel® SGX Opt-in and Enabling Behavior 


lee a ae CPUID.(12H) ical ey cae Enclave inciietion 

0 Invalid X X #UD 

1 Valid* X X #UD** 

1 Valid* 0 X #GP 

1 Valid* 1 0 #GP 

1 Valid* 1 1 Available (see Table 32-5 for details 
of SGX1 and SGX2). 

* Leaf 12H enumeration results are dependent on enablement. 

** See list of conditions in the #UD section of the reference pages of ENCLS and ENCLU 


32.7.2 Intel? SGX Resource Enumeration Leaves 


If CPUID.(EAX=07H, ECX=0H):EBX.SGX = 1, the processor also supports querying CPUID with EAX=12H on Intel 
SGX resource capability and configuration. The number of available sub-leaves in leaf 12H depends on the Opt-in 
and system software configuration. Information returned by CPUID.12H is thread specific; software should not 

assume that if Intel SGX instructions are supported on one hardware thread, they are also supported elsewhere. 


A properly configured processor exposes Intel SGX functionality with CPUID.EAX=12H reporting valid information 
(non-zero content) in three or more sub-leaves, see Table 32-5. 


¢ CPUID.(EAX=12H, ECX=0H) enumerates Intel SGX capability, including enclave instruction opcode support. 


¢ CPUID.(EAX=12H, ECX=1H) enumerates Intel SGX capability of processor state configuration and enclave 
configuration in the SECS structure (see Table 33-3). 


¢ CPUID.(EAX=12H, ECX >1) enumerates available EPC resources. 


Table 32-5. CPUID Leaf 12H, Sub-Leaf 0 Enumeration of Intel® SGX Capabilities 


CPUID.(EAX=12H,ECX=0) Description Behavior 
Register Bits 
EAX 0 SGX1: If 1, indicates leaf functions of SGX1 instruction listed in Table 32-1 are supported. 
1 SGX2: If 1, indicates leaf functions of SGX2 instruction listed in Table 32-2 are supported. 
4:2 Reserved (0) 
OVERSUB: If 1, indicates Intel SGX supports instructions: EINCVIRTCHILD, EDECVIRTCHILD, and 
ESETCONTEXT. 
6 OVERSUB: If 1, indicates Intel SGX supports instructions: ETRACKC, ERDINFO, ELDBC, and ELDUC. 
31:7 Reserved (0) 
EBX 31:0 MISCSELECT: Reports the bit vector of supported extended features that can be written to the MISC 
region of the SSA. 
ECX 31:0 Reserved (0). 


Vol. 3D 32-5 


INTRODUCTION TO INTEL® SOFTWARE GUARD EXTENSIONS 


Table 32-5. CPUID Leaf 12H, Sub-Leaf 0 Enumeration of Intel® SGX Capabilities 


CPUID.(EAX=12H,ECX=0) 


Description Behavior 


Register Bits 
7:0 MaxEnclaveSize_Not64: the maximum supported enclave size is 2~(EDX[7:0]) bytes when not in 64-bit 
mode. 
EDX 15:8 MaxEnclaveSize_64: the maximum supported enclave size is 2~(EDX[15:8]) bytes when operating in 64- 
bit mode. 
31:16 Reserved (0). 


Table 32-6. CPUID Leaf 12H, Sub-Leaf 1 Enumeration of Intel® SGX Capabilities 


CPUID.(EAX=12H,ECX=1) 


Description Behavior 


Register Bits 

EAX 31:0 Report the valid bits of SECS.ATTRIBUTES[31:0] that software can set with ECREATE. 
SECS.ATTRIBUTES[n] can be set to 1 using ECREATE only if EAX[n] is 1, where n < 32. 

EBX 31:0 Report the valid bits of SECS.ATTRIBUTES[63:32] that software can set with ECREATE. 
SECS.ATTRIBUTES[n+32] can be set to 1 using ECREATE only if EBX[n] is 1, where n < 32. 

ECX 31:0 Report the valid bits of SECS.ATTRIBUTES[95:64] that software can set with ECREATE. 
SECS.ATTRIBUTES[N+64] can be set to 1 using ECREATE only if ECX[n] is 1, where n < 32. 

EDX 31:0 Report the valid bits of SECS.ATTRIBUTES[1 27:96] that software can set with ECREATE. 


SECS.ATTRIBUTES[n+96] can be set to 1 using ECREATE only if EDX[n] is 1, where n < 32. 


On processors that support Intel SGX1 and SGX2, CPUID leaf 12H sub-leaf 2 report physical memory resources 
available for use with Intel SGX. These physical memory sections are typically allocated by BIOS as Processor 
Reserved Memory, and available to the OS to manage as EPC. 


To enumerate how many EPC sections are available to the EPC manager, software can enumerate CPUID leaf 12H 
with sub-leaf index starting from 2, and decode the sub-leaf-type encoding (returned in EAX[3:0]) until the sub- 
leaf type is invalid. All invalid sub-leaves of CPUID leaf 12H return EAX/EBX/ECX/EDX with 0. 


Table 32-7. CPUID Leaf 12H, Sub-Leaf Index 2 or Higher Enumeration of Intel’ SGX Resources 


CPUID.(EAX=12H,ECX > 1) 


Description Behavior 


Register Bits 
EAX 3:0 OO0O0Ob: This sub-leaf is invalid; EDX:ECX:EBX:EAX return 0. 
0001b: This sub-leaf enumerates an EPC section. EBX:EAX and EDX:ECX provide information on the 
Enclave Page Cache (EPC) section. 
All other encodings are reserved. 
11:4 Reserved (enumerate 0). 
31:12 If EAX[3:0] = 00015, these are bits 31:12 of the physical address of the base of the EPC section. 
Bay 19:0 If EAX[3:0] = 00015, these are bits 51:32 of the physical address of the base of the EPC section. 
31:20 Reserved. 
3:0 If ECX[3:0] = OOOO, then all bits of the EDX:ECX pair are enumerated as O. 
If ECX[3:0] = 00015, then this section has confidentiality and integrity protection. 
If ECX[3:0] = 0010b, then this section has confidentiality protection only. 
ECX All other encodings are reserved. 
11:4 Reserved (enumerate 0). 
31:12 If EAX[3:0] = 00015, these are bits 31:12 of the size of the corresponding EPC section within the 


Processor Reserved Memory. 
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Table 32-7. CPUID Leaf 12H, Sub-Leaf Index 2 or Higher Enumeration of Intel? SGX Resources 


CPUID.(EAX=12H,ECX > 1) Description Behavior 
Register Bits 
EDX 19:0 If EAX[3:0] = 00015, these are bits 51:32 of the size of the corresponding EPC section within the 
Processor Reserved Memory. 
31:20 Reserved. 


32.8 INTEL® SGX INTERACTIONS WITH CONTROL-FLOW ENFORCEMENT 
TECHNOLOGY 


This section discusses extensions to the Intel SGX architecture to support CET. 


32.8.1 CET in Enclaves Model 


Each enclave has its private configuration for CET that is not shared with the CET configurations of the enclosing 
application. On entry into the enclave, the CET state of the enclosing application is saved into scratchpad registers 
inside the processor and the CET state of the enclave is established. On an asynchronous exit, the enclave CET 
state is saved into the enclave state save area frame. On exit from the enclave, the CET state of the enclosing 
application is re-established from the scratchpad registers. 


A new page type, PT_SS_FIRST, is used to denote pages in an enclave that can be used as a first page of a shadow 
stack. 


A new page type, PT_SS_REST, is used to denote pages in an enclave that can be used as a non-first page of a 
shadow stack. 


A page denoted as PT_SS_FIRST and PT_SS_REST will be a legal target for shadow_stack_load, 
shadow_stack_store, and regular load operations. Regular stores will be disallowed to such pages. A 
PT_SS_FIRST/PT_SS_REST page must be writeable in the IA page tables and in EPT. 


When in enclave mode, shadow_stack_load and shadow_stack_store operations must be to addresses in the 
enclave ELRANGE. 


The EAUG instruction is extended to allocate pages of type PT_SS_FIRST/PT_SS_REST; this page type requires 
specifying a SECINFO structure with page parameters. Shadow page permission must be R/W. Regular R/W pages 
may continue to be allocated by providing a SECINFO pointer value of 0. Regular R/W pages may also be allocated 
by providing a SECINFO structure that specifies the page parameters. The EAUG instruction creates a shadow- 
stack-restore token at offset OxFF8 on a PT_SS_FIRST page. This allows a dynamically created shadow stack to be 
restored using the RSTORSSP instruction. The EADD and EAUG instructions disallow creation of a PT_SS_FIRST or 
PT_SS_REST page as the first or last page in ELRANGE. 


The EADD instruction requires that the PT_SS_REST page be all zeroes. The EADD instruction requires that a 
PT_SS_FIRST page be all zeroes except the 8 bytes at offset OxFF8 on that page that must have a shadow-stack- 
restore token. This shadow-stack-restore token must have a linear address which is the linear address of the 
PT_SS_FIRST page + 4096. As an enclave could be loaded at varying linear addresses, the enclave builder should 
not extend the measurement of the PT_SS_FIRST pages into the measurement registers. On first entry on to the 
enclave using a TCS, the enclave software can use the RSTORSSP instruction to restore its SSP. Subsequent to 
performing a RSTORSSP, the enclave software can use the INCSSP instruction to pop the previous-ssp token that 
is created by the RSTORSSP instruction at the top of the restored shadow stack. 


On an enclave entry, the SSP will be initialized to the value in a new TCS field called PREVSSP. The PREVSSP field is 
written with the value of SSP on enclave exit and is loaded into SSP at enclave entry. When a TCS page is added 
using EADD or accepted using EACCEPT, the processor requires the PREVSSP field to be initialized to 0. 
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32.8.2 Operations Not Supported on Shadow Stack Pages 

The following operations are not allowed on pages of type PT_SS_FIRST and PT_SS_REST: 
¢ EACCEPTCOPY 
¢ EMODPR 
¢ EMODPE 


32.8.3 Indirect Branch Tracking - Legacy Compatibility Treatment 


The legacy code page bitmap is tested using the page offset within the ELRANGE instead of the absolute linear 
address of the address where ENDBRANCH was missed; see the detailed algorithm in Section 18.3.6, “Legacy 
Compatibility Treatment” in the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1 for 
additional details. 
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CHAPTER 33 
ENCLAVE ACCESS CONTROL AND DATA STRUCTURES 


33.1 OVERVIEW OF ENCLAVE EXECUTION ENVIRONMENT 


When an enclave is created, it has a range of linear addresses to which the processor applies enhanced access 
control. This range is called the ELRANGE (see Section 32.3). When an enclave generates a memory access, the 
existing IA32 segmentation and paging architecture are applied. Additionally, linear addresses inside the ELRANGE 
must map to an EPC page otherwise when an enclave attempts to access that linear address a fault is generated. 


The EPC pages need not be physically contiguous. System software allocates EPC pages to various enclaves. 
Enclaves must abide by OS/VMM imposed segmentation and paging policies. OS/VMM-managed page tables and 
extended page tables provide address translation for the enclave pages. Hardware requires that these pages are 
properly mapped to EPC (any failure generates an exception). 


Enclave entry must happen through specific enclave instructions: 

¢ ENCLU[EENTER], ENCLU[ERESUME]. 

Enclave exit must happen through specific enclave instructions or events: 
¢ ENCLU[EEXIT], Asynchronous Enclave Exit (AEX). 


Attempts to execute, read, or write to linear addresses mapped to EPC pages when not inside an enclave will result 
in the processor altering the access to preserve the confidentiality and integrity of the enclave. The exact behavior 
may be different between implementations. As an example a read of an enclave page may result in the return of all 
one's or return of cyphertext of the cache line. Writing to an enclave page may result in a dropped write ora 
machine check at a later time. The processor will provide the protections as described in Section 33.4 and Section 
33.5 on such accesses. 


33.2 TERMINOLOGY 
A memory access to the ELRANGE and initiated by an instruction executed by an enclave is called a Direct Enclave 
Access (Direct EA). 


Memory accesses initiated by certain Intel® SGX instruction leaf functions such as ECREATE, EADD, EDBGRD, 
EDBGWR, ELDU/ELDB, EWB, EREMOVE, EENTER, and ERESUME to EPC pages are called Indirect Enclave Accesses 
(Indirect EA). Table 33-1 lists additional details of the indirect EA of SGX1 and SGX2 extensions. 


Direct EAs and Indirect EAs together are called Enclave Accesses (EAs). 
Any memory access that is not an Enclave Access is called a non-enclave access. 


33.3. ACCESS-CONTROL REQUIREMENTS 


Enclave accesses have the following access-control attributes: 
¢ All memory accesses must conform to segmentation and paging protection mechanisms. 
* Code fetches from inside an enclave to a linear address outside that enclave result in a #GP(0) exception. 


¢ Shadow-stack-load or shadow-stack-store from inside an enclave to a linear address outside that enclave 
results in a #GP(0) exception. 


° Non-enclave accesses to EPC memory result in undefined behavior. EPC memory is protected as described in 
Section 33.4 and Section 33.5 on such accesses. 


° EPC pages of page types PT_REG, PT_TCS and PT_TRIM must be mapped to ELRANGE at the linear address 
specified when the EPC page was allocated to the enclave using ENCLS[EADD] or ENCLS[EAUG] leaf functions. 
Enclave accesses through other linear address result in a #PF with the PFEC.SGX bit set. 
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* Direct EAs to any EPC pages must conform to the currently defined security attributes for that EPC page in the 
EPCM. These attributes may be defined at enclave creation time (EADD) or when the enclave sets them using 
SGX2 instructions. The failure of these checks results in a #PF with the PFEC.SGX bit set. 


— Target page must belong to the currently executing enclave. 

— Data may be written to an EPC page if the EPCM allow write access. 

— Data may be read from an EPC page if the EPCM allow read access. 

— Instruction fetches from an EPC page are allowed if the EPCM allows execute access. 


— Shadow-stack-load from an EPC page and shadow-stack-store to an EPC page are allowed only if the page 
type is PT_SS_FIRST or PT_SS_REST. 


— Data writes that are not shadow-stack-store are not allowed if the EPCM page type is PT_SS_FIRST or 
PT_SS_REST. 


— Target page must not have a restricted page type! (PT_SECS, PT_TCS, PT_VA, or PT_TRIM). 
— The EPC page must not be BLOCKED. 

— The EPC page must not be PENDING. 

— The EPC page must not be MODIFIED. 


33.4 SEGMENT-BASED ACCESS CONTROL 


Intel SGX architecture does not modify the segment checks performed by a logical processor. All memory accesses 
arising from a logical processor in protected mode (including enclave access) are subject to segmentation checks 
with the applicable segment register. 


To ensure that outside entities do not modify the enclave's logical-to-linear address translation in an unexpected 
fashion, ENCLU[EENTER] and ENCLU[ERESUME] check that CS, DS, ES, and SS, if usable (i.e., not null), have 
segment base value of zero. A non-zero segment base value for these registers results in a #GP(0). 


On enclave entry either via EENTER or ERESUME, the processor saves the contents of the external FS and GS regis- 
ters, and loads these registers with values stored in the TCS at build time to enable the enclave’s use of these regis- 
ters for accessing the thread-local storage inside the enclave. On EEXIT and AEX, the contents at time of entry are 
restored. On AEX, the values of FS and GS are saved in the SSA frame. On ERESUME, FS and GS are restored from 
the SSA frame. The details of these operations can be found in the descriptions of EENTER, ERESUME, EEXIT, and 
AEX flows. 


33.5 PAGE-BASED ACCESS CONTROL 


33.5.1. Access-control for Accesses that Originate from non-SGX Instructions 


Intel SGX builds on the processor's paging mechanism to provide page-granular access-control for enclave pages. 
Enclave pages are designed to be accessible only from inside the currently executing enclave if they belong to that 
enclave. In addition, enclave accesses must conform to the access control requirements described in Section 33.3. 
or through certain Intel SGX instructions. Attempts to execute, read, or write to linear addresses mapped to EPC 

pages when not inside an enclave will result in the processor altering the access to preserve the confidentiality and 
integrity of the enclave. The exact behavior may be different between implementations. 


33.5.2 Memory Accesses that Split across ELRANGE 


Memory data accesses are allowed to split across ELRANGE (i.e., a part of the access is inside ELRANGE and a part 
of the access is outside ELRANGE) while the processor is inside an enclave. If an access splits across ELRANGE, the 


1. EPCM may allow write, read or execute access only for pages with page type PT_REG. 
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processor splits the access into two sub-accesses (one inside ELRANGE and the other outside ELRANGE), and each 
access is evaluated. A code-fetch access that splits across ELRANGE results in a #GP due to the portion that lies 
outside of the ELRANGE. 


33.5.3. Implicit vs. Explicit Accesses 


Memory accesses originating from Intel SGX instruction leaf functions are categorized as either explicit accesses or 
implicit accesses. Table 33-1 lists the implicit and explicit memory accesses made by Intel SGX leaf functions. 


33.5.3.1 Explicit Accesses 


Accesses to memory locations provided as explicit operands to Intel SGX instruction leaf functions, or their linked 
data structures are called explicit accesses. 


Explicit accesses are always made using logical addresses. These accesses are subject to segmentation, paging, 
extended paging, and APIC-virtualization checks, and trigger any faults/exit associated with these checks when the 
access is made. 


The interaction of explicit memory accesses with data breakpoints is leaf-function-specific, and is documented in 
Section 38.3.4. 


33.5.3.2 Implicit Accesses 


Accesses to data structures whose physical addresses are cached by the processor are called implicit accesses. 
These addresses are not passed as operands of the instruction but are implied by use of the instruction. 


These accesses do not trigger any access-control faults/exits or data breakpoints. Table 33-1 lists memory objects 
that Intel SGX instruction leaf functions access either by explicit access or implicit access. The addresses of explicit 
access objects are passed via register operands with the second through fourth column of Table 33-1 matching 
implicitly encoded registers RBX, RCX, RDX. 


Physical addresses used in different implicit accesses are cached via different instructions and for different dura- 
tions. The physical address of SECS associated with each EPC page is cached at the time the page is added to the 
enclave via ENCLS[EADD] or ENCLS[EAUG], or when the page is loaded to EPC via ENCLS[ELDB] or ENCLS[ELDU]. 
This binding is severed when the corresponding page is removed from the EPC via ENCLS[EREMOVE] or 
ENCLS[EWB]. Physical addresses of TCS and SSA pages are cached at the time of most-recent enclave entry. Exit 
from an enclave (ENCLU[EEXIT] or AEX) flushes this caching. Details of Asynchronous Enclave Exit is described in 
Chapter 35. 


The physical addresses that are cached for use by implicit accesses are derived from logical (or linear) addresses 
after checks such as segmentation, paging, EPT, and APIC virtualization checks. These checks may trigger excep- 
tions or VM exits. Note, however, that such exception or VM exits may not occur after a physical address is cached 
and used for an implicit access. 


Table 33-1. List of Implicit and Explicit Memory Access by Intel® SGX Enclave Instructions 


Instr. Leaf Enum. Explicit 1 Explicit 2 Explicit 3 Implicit 
EACCEPT SGX2 SECINFO EPCPAGE SECS 
EACCEPTCOPY SGX2 SECINFO EPCPAGE (Src) EPCPAGE (Dst) 

EADD SGX1 PAGEINFO and linked structures EPCPAGE 

EAUG SGX2 PAGEINFO and linked structures EPCPAGE SECS 
EBLOCK SGX1 EPCPAGE SECS 
ECREATE SGX1 PAGEINFO and linked structures EPCPAGE 

EDBGRD SGX1 EPCADDR Destination SECS 
EDBGWR SGX1 EPCADDR Source SECS 
EDECVIRTCHILD OVERSUB EPCPAGE SECS 

EENTER SGX1 TCS and linked SSA SECS 
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Table 33-1. List of Implicit and Explicit Memory Access by Intel® SGX Enclave Instructions (Contd.) 


Instr. Leaf Enum. Explicit 1 Explicit 2 Explicit 3 Implicit 
EEXIT SGX1 SECS, TCS 
EEXTEND SGX1 SECS EPCPAGE 
EGETKEY SGX1 KEYREQUEST KEY SECS 
EINCVIRTCHILD OVERSUB EPCPAGE SECS 
EINIT SGX1 SIGSTRUCT SECS EINITTOKEN 
ELDB/ELDU SGX1 PAGEINFO and linked structures, PCMD EPCPAGE VAPAGE 
ELDBC/ELDUC OVERSUB PAGEINFO and linked structures EPCPAGE VAPAGE 
EMODPE SGX2 SECINFO EPCPAGE 
EMODPR SGX2 SECINFO EPCPAGE SECS 
EMODT SGX2 SECINFO EPCPAGE SECS 
EPA SGX1 EPCADDR 
ERDINFO OVERSUB RDINFO EPCPAGE 
EREMOVE SGX1 EPCPAGE SECS 
EREPORT SGX1 TARGETINFO REPORTDATA OUTPUTDATA SECS 
ERESUME SGX1 TCS and linked SSA SECS 
ESETCONTEXT OVERSUB SECS ContextValue 
ETRACK SGX1 EPCPAGE 
ETRACKC OVERSUB EPCPAGE 
EWB SGX1 PAGEINFO and linked structures, PCMD EPCPAGE VAPAGE SECS 
Asynchronous Enclave Exit* SECS, TCS, 

SSA 


*Details of Asynchronous Enclave Exit (AEX) is described in Section 35.4 


33.6 INTEL® SGX DATA STRUCTURES OVERVIEW 


Enclave operation is managed via a collection of data structures. Many of the top-level data structures contain sub- 
structures. The top-level data structures relate to parameters that may be used in enclave setup/maintenance, by 
Intel SGX instructions, or AEX event. The top-level data structures are: 


® SGX Enclave Control Structure (SECS) 
¢ Thread Control Structure (TCS) 

¢ State Save Area (SSA) 

¢ Page Information (PAGEINFO) 

* Security Information (SECINFO) 

¢ Paging Crypto MetaData (PCMD) 

° Enclave Signature Structure (SIGSTRUCT) 
¢  EINIT Token Structure (EINITTOKEN) 
® Report Structure (REPORT) 

¢ Report Target Info (TARGETINFO) 

° Key Request (KEYREQUEST) 

°® Version Array (VA) 

°® Enclave Page Cache Map (EPCM) 

* Read Info (RDINFO) 
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Details of the top-level data structures and associated sub-structures are listed in Section 33.7 through Section 


33.20. 


33.7 


SGX ENCLAVE CONTROL STRUCTURE (SECS) 


The SECS data structure requires 4K-Bytes alignment. 


Table 33-2. Layout of SGX Enclave Control Structure (SECS) 


Field OFFSET (Bytes) Size (Bytes) Description 

SIZE 0 8 Size of enclave in bytes; must be power of 2. 

BASEADDR 8 8 Enclave Base Linear Address must be naturally aligned to size. 

SSAFRAMESIZE 16 4 Size of one SSA frame in pages, including XSAVE, pad, GPR, and MISC (if 
CPUID.(EAX=12H, ECX=0):.EBX != 0). 

MISCSELECT 20 4 Bit vector specifying which extended features are saved to the MISC region 
(see Section 33.7.2) of the SSA frame when an AEX occurs. 

CET_LEG_BITMAP | 24 8 Page aligned offset of legacy code page bitmap from enclave base. Soft- 

_OFFSET ware is expected to program this offset such that the entire bitmap re- 
sides in the ELRANGE when legacy compatibility mode for indirect branch 
tracking is enabled. However this is not enforced by the hardware. 

This field exists when CPUID.(EAX=7, ECX=0):EDX.CET_IBT[bit 20] is enu- 
merated as 1, else it is reserved. 

CET_ATTRIBUTES | 32 1 CET feature attributes of the enclave; see Table 33-5. This field exists 
when CPUID.(EAX=1 2,ECX=1):EAX[6] is enumerated as 1, else it is 
reserved. 

RESERVED 24 24 

ATTRIBUTES 48 16 Attributes of the Enclave, see Table 33-3. 

MRENCLAVE 64 32 Measurement Register of enclave build process. See SIGSTRUCT for format. 

RESERVED 96 32 

MRSIGNER 128 32 Measurement Register extended with the public key that verified the 
enclave. See SIGSTRUCT for format. 

RESERVED 160 32 

CONFIGID 192 64 Post EINIT configuration identity. 

ISVPRODID 256 2 Product ID of enclave. 

ISVSVN 258 2 Security version number (SVN) of the enclave. 

CONFIGSVN 260 2 Post EINIT configuration security version number (SVN). 

RESERVED 262 3834 The RESERVED field consists of the following: 


« EID: An 8 byte Enclave Identifier. Its location is implementation specific. 

* PAD: A 352 bytes padding pattern from the Signature (used for key 
derivation strings). It's location is implementation specific. 

* VIRTCHILDCNT: An 8 byte Count of virtual children that have been paged 
out by a VMM. Its location is implementation specific. 

= ENCLAVECONTEXT: An 8 byte Enclave context pointer. Its location is 
implementation specific. 

* ISVFAMILYID: A 16 byte value assigned to identify the family of products 
the enclave belongs to. 

= ISVEXTPRODID: A 16 byte value assigned to identify the product 
identity of the enclave. 

« The remaining 3226 bytes are reserved area. 

The entire 3834 byte field must be cleared prior to executing ECREATE. 
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33.7.1 ATTRIBUTES 


The ATTRIBUTES data structure is comprised of bit-granular fields that are used in the SECS, the REPORT and the 
KEYREQUEST structures. CPUID.(EAX=12H, ECX=1) enumerates a bitmap of permitted 1-setting of bits in ATTRI- 
BUTES. 


Table 33-3. Layout of ATTRIBUTES Structure 


Field Bit Position Description 

INIT 0 This bit indicates if the enclave has been initialized by EINIT. It must be cleared when loaded as 
part of ECREATE. For EREPORT instruction, TARGET_INFO.ATTRIBUTES[ENIT] must always be 1 to 
match the state after EINIT has initialized the enclave. 

DEBUG 1 If 1, the enclave permit debugger to read and write enclave data using EDBGRD and EDBGWR. 

MODE64BIT 2 Enclave runs in 64-bit mode. 

RESERVED 3 Must be Zero. 

PROVISIONKEY 4 Provisioning Key is available from EGETKEY. 

EINITTOKEN_KEY |5 EINIT token key is available from EGETKEY. 

CET 6 Enable CET attributes. When CPUID.(EAX=1 2H, ECX=1):EAX[6] is O this bit is reserved and must be 
0. 

KSS 7 Key Separation and Sharing Enabled. 

RESERVED 63:8 Must be zero. 

XFRM 127:64 XSAVE Feature Request Mask. See Section 37.7. 


33.7.2 SECS.MISCSELECT Field 


CPUID.(EAX=12H, ECX=0):EBX[31:0] enumerates which extended information that the processor can save into 
the MISC region of SSA when an AEX occurs. An enclave writer can specify via SIGSTRUCT how to set the 
SECS.MISCSELECT field. The bit vector of MISCSELECT selects which extended information is to be saved in the 
MISC region of the SSA frame when an AEX is generated. The bit vector definition of extended information is listed 


in Table 33-4. 
If CPUID.(EAX=12H, ECX=0):EBX[31:0] = 0, SECS.MISCSELECT field must be all zeros. 
The SECS.MISCSELECT field determines the size of MISC region of the SSA frame, see Section 33.9.2. 


Table 33-4. Bit Vector Layout of MISCSELECT Field of Extended Information 


Field Bit Position Description 
EXINFO 0 Report information about page fault and general protection exception that occurred inside an 
enclave. 
CPINFO 1 Report information about control protection exception that occurred inside an enclave. When 
CPUID.(EAX=1 2H, ECX=0):EBX[1] is 0, this bit is reserved. 
Reserved 31:2 Reserved (0). 


33.7.3 SECS.CET_ATTRIBUTES Field 


The SECS.CET_ATTRIBUTES field can be used by the enclave writer to enable various CET attributes in an enclave. 
This field exists when CPUID.(EAX=12,ECX=1):EAX[6] is enumerated as 1. Bits 1:0 are defined when 
CPUID.(EAX=7, ECX=0):ECX.CET_SS is 1, and bits 5:2 are defined when CPUID.(EAX=7, ECX=0):EDX.CET_IBT is 
1, 
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Table 33-5. Bit Vector Layout of CET_ATTRIBUTES Field of Extended Information 


Field Bit Position Description 
SH_STK_EN 0 When set to 1, enable shadow stacks. 
WR_SHSTK_EN 1 When set to 1, enables the WRSS{D,Q}W instructions. 
ENDBR_EN 2 When set to 1, enables indirect branch tracking. 
LEG_IW_EN 3 Enable legacy compatibility treatment for indirect branch tracking. 
NO_TRACK_EN 4 When set to 1, enables use of no-track prefix for indirect branch tracking. 
SUPPRESS_DIS 5 When set to 1, disables suppression of CET indirect branch tracking on legacy compatibility. 
Reserved 7:6 Reserved (0). 


33.8 


THREAD CONTROL STRUCTURE (TCS) 


Each executing thread in the enclave is associated with a Thread Control Structure. It requires 4K-Bytes alignment. 


Table 33-6. Layout of Thread Control Structure (TCS) 


Field OFFSET (Bytes) | Size (Bytes) Description 

STAGE 0 8 Enclave execution state of the thread controlled by this TCS. A value of 0 indi- 
cates that this TCS is available for enclave entry. A value of 1 indicates that a 
processer is currently executing an enclave in the context of this TCS. 

FLAGS 8 8 The thread's execution flags (see Section 33.8.1). 

OSSA 16 8 Offset of the base of the State Save Area stack, relative to the enclave base. 
Must be page aligned. 

CSSA 24 4 Current slot index of an SSA frame, cleared by EADD and EACCEPT. 

NSSA 28 4 Number of available slots for SSA frames. 

OENTRY 32 8 Offset in enclave to which control is transferred on EENTER relative to the 
base of the enclave. 

AEP 40 8 The value of the Asynchronous Exit Pointer that was saved at EENTER time. 

OFSBASE 48 8 Offset to add to the base address of the enclave for producing the base 
address of FS segment inside the enclave. Must be page aligned. 

OGSBASE 56 8 Offset to add to the base address of the enclave for producing the base 
address of GS segment inside the enclave. Must be page aligned. 

FSUMIT 64 4 Size to become the new FS limit in 32-bit mode. 

GSLIMIT 68 4 Size to become the new GS limit in 32-bit mode. 

OCETSSA 72 8 When CPUID.(EAX=12H, ECX=1):EAX[6] is 1, this field provides the offset of 
the CET state save area from enclave base. When CPUID.(EAX=1 2H, 
ECX=1):EAX[6] is 0, this field is reserved and must be 0. 

PREVSSP 80 8 When CPUID.(EAX=07H, ECX=00h):ECX[CET_SS] is 1, this field records the SSP 
at the time of AEX or EEXIT; used to setup SSP on entry. When 
CPUID.(EAX=07H, ECX=00h):ECX[CET_SS] is 0, this field is reserved and must 
be 0. 

RESERVED 72 4024 Must be zero. 
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33.8.1 TCS.FLAGS 


Table 33-7. Layout of TCS.FLAGS Field 


Field Bit Position Description 


DBGOPTIN 0 If set, allows debugging features (single-stepping, breakpoints, etc.) to be enabled and active while 
executing in the enclave on this TCS. Hardware clears this bit on EADD. A debugger may later mod- 
ify it if the enclave’s ATTRIBUTES.DEBUG is set. 


RESERVED 63:1 


33.8.2 State Save Area Offset (OSSA) 


The OSSA points to a stack of State Save Area (SSA) frames (see Section 33.9) used to save the processor state 
when an interrupt or exception occurs while executing in the enclave. 


33.8.3. Current State Save Area Frame (CSSA) 


CSSA is the index of the current SSA frame that will be used by the processor to determine where to save the 
processor state on an interrupt or exception that occurs while executing in the enclave. It is an index into the array 
of frames addressed by OSSA. CSSA is incremented on an AEX and decremented on an ERESUME. 


33.8.4 Number of State Save Area Frames (NSSA) 


NSSA specifies the number of SSA frames available for this TCS. There must be at least one available SSA frame 
when EENTER-ing the enclave or the EENTER will fail. 


33.9 STATE SAVE AREA (SSA) FRAME 


When an AEX occurs while running in an enclave, the architectural state is saved in the thread’s current SSA frame, 
which is pointed to by TCS.CSSA. An SSA frame must be page aligned, and contains the following regions: 


¢ The XSAVE region starts at the base of the SSA frame, this region contains extended feature register state in 
an XSAVE/FXSAVE-compatible non-compacted format. 


¢ A Pad region: software may choose to maintain a pad region separating the XSAVE region and the MISC region. 
Software choose the size of the pad region according to the sizes of the MISC and GPRSGxX regions. 


° The GPRSGX region. The GPRSGX region is the last region of an SSA frame (see Table 33-8). This is used to hold 
the processor general purpose registers (RAX ... R15), the RIP, the outside RSP and RBP, RFLAGS and the AEX 
information. 


¢ The MISC region (If CPUIDEAX=12H, ECX=0):EBX[31:0] != 0). The MISC region is adjacent to the GRPSGX 
region, and may contain zero or more components of extended information that would be saved when an AEX 
occurs. If the MISC region is absent, the region between the GPRSGX and XSAVE regions is the pad region that 
software can use. If the MISC region is present, the region between the MISC and XSAVE regions is the pad 
region that software can use. See additional details in Section 33.9.2. 


Table 33-8. Top-to-Bottom Layout of an SSA Frame 
Region | Offset (Byte) Size (Bytes) Description 
XSAVE 0 Calculate using CPUID | The size of XSAVE region in SSA is derived from the enclave's support of the col- 
leaf ODH information | lection of processor extended states that would be managed by XSAVE. The 
enablement of those processor extended state components in conjunction with 
CPUID leaf ODH information determines the XSAVE region size in SSA. 


Pad End of XSAVE ‘| Chosen by enclave Ensure the end of GPRSGX region is aligned to the end of a 4KB page. 
region writer 
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Region | Offset (Byte) Size (Bytes) Description 
MISC base of GPRSGX | Calculate from high- | See Section 33.9.2. 
- sizeof(MISC) _| est set bit of 
SECS.MISCSELECT 
GPRSGX |SSAFRAMESIZE | 176 See Table 33-9 for layout of the GPRSGX region. 
-176 
33.9.1 GPRSGX Region 


The layout of the GPRSGX region is shown in Table 33-9. 


Table 33-9. Layout of GPRSGX Portion of the State Save Area 


Field OFFSET (Bytes) | Size (Bytes) Description 
RAX 0 8 
RCX 8 8 
RDX 16 8 
RBX 24 8 
RSP 32 8 
RBP 40 8 
RSI 48 8 
RDI 56 8 
R8 64 8 
R9 72 8 
R10 80 8 
R11 88 8 
R12 96 8 
R13 104 8 
R14 112 8 
R15 120 8 
RFLAGS 128 8 Flag register. 
RIP 136 8 Instruction pointer. 
URSP 144 8 Non-Enclave (outside) stack pointer. Saved by EENTER, restored on AEX. 
URBP 152 8 Non-Enclave (outside) RBP pointer. Saved by EENTER, restored on AEX. 
EXITINFO 160 4 Contains information about exceptions that cause AEXs, which might be 
needed by enclave software (see Section 33.9.1.1). 
RESERVED 164 4 
FSBASE 168 8 FS BASE. 
GSBASE 176 8 GS BASE. 
33.9.1.1 EXITINFO 


EXITINFO contains the information used to report exit reasons to software inside the enclave. It is a 4 byte field laid 
out as in Table 33-10. The VALID bit is set only for the exceptions conditions which are reported inside an enclave. 
See Table 33-11 for which exceptions are reported inside the enclave. If the exception condition is not one reported 
inside the enclave then VECTOR and EXIT_TYPE are cleared. 
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When a higher priority event, such as SMI, and a pending debug exception occur at the same time when executing 
inside an enclave, the higher priority event has precedence. As an example for an SMI, the SSA exit info is zero. 
The debug exception will be delivered upon return from the SMI. In such cases, the EXITINFO field will not contain 
the information of a debug exception. 


Table 33-10. Layout of EXITINFO Field 


Field Bit Position Description 
VECTOR 7:0 Exception number of exceptions reported inside enclave. 
EXIT_TYPE 10:8 011b: Hardware exceptions. 


110b: Software exceptions. 
Other values: Reserved. 


RESERVED 30:11 Reserved as zero. 


VALID 31 O: unsupported exceptions. 
1: Supported exceptions. Includes two categories: 


¢ —_Unconditionally supported exceptions: #DE, #DB, #BP, #BR, #UD, #MF, #AC, #XM. 
* ~~ Conditionally supported exception: 

—  #PF, #GP if SECS.MISCSELECT.EXINFO = 1. 

— #CP if SECS.MISCSELECT.CPINFO=1. 


33.9.1.2 VECTOR Field Definition 


Table 33-11 contains the VECTOR field. This field contains information about some exceptions which occur inside 
the enclave. These vector values are the same as the values that would be used when vectoring into regular excep- 
tion handlers. All values not shown are not reported inside an enclave. 


Table 33-11. Exception Vectors 


Name Vector # Description 
#DE 0 Divider exception. 
#DB 1 Debug exception. 
#BP 3 Breakpoint exception. 
#BR 5 Bound range exceeded exception. 
#UD 6 Invalid opcode exception. 
#GP 13 General protection exception. Only reported if SECS.MISCSELECT.EXINFO = 1. 
#PF 14 Page fault exception. Only reported if SECS.MISCSELECT.EXINFO = 1. 
#MF 16 x87 FPU floating-point error. 
#AC 17 Alignment check exceptions. 
#XM 19 SIMD floating-point exceptions. 
#CP 21 Control protection exception. Only reported if SECS.MISCSELECT.CPINFO=1. 


33.9.2 MISC Region 


The layout of the MISC region is shown in Table 33-12. The number of components that the processor supports in 
the MISC region corresponds to the bits of CPUID.(EAX=12H, ECX=0):EBX[31:0] set to 1. Each set bit in 
CPUID.(EAX=12H, ECX=0):EBX[31:0] has a defined size for the corresponding component, as shown in Table 
33-12. Enclave writers needs to do the following: 


* Decide which MISC region components will be supported for the enclave. 
e Allocate an SSA frame large enough to hold the components chosen above. 
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¢ Instruct each enclave builder software to set the appropriate bits in SECS.MISCSELECT. 


The first component, EXINFO, starts next to the GPRSGX region. Additional components in the MISC region grow 
in ascending order within the MISC region towards the XSAVE region. 


The size of the MISC region is calculated as follows: 
° = If CPUID.(EAX=12H, ECX=0):EBX[31:0] = 0, MISC region is not supported. 


e = If CPUID.(EAX=12H, ECX=0):EBX[31:0] != 0, the size of MISC region is derived from sum of the highest bit set 
in SECS.MISCSELECT and the size of the MISC component corresponding to that bit. Offset and size 
information of currently defined MISC components are listed in Table 33-12. For example, if the highest bit set 
in SECS.MISCSELECT is bit 0, the MISC region offset is OFFSET(GPRSGX)-16 and size is 16 bytes. 


¢ The processor saves a MISC component i in the MISC region if and only if SECS.MISCSELECT[i] is 1. 


Table 33-12. Layout of MISC region of the State Save Area 


MISC Components | OFFSET (Bytes) | Size (Bytes) Description 


EXINFO Offset(GPRSGX) -16 | 16 If CPUID.(EAX=1 2H, ECX=0):EBX[0] = 1, exception information on #GP or 
#PF that occurred inside an enclave can be written to the EXINFO structure 
if specified by SECS.MISCSELECT[O] = 1. 

If CPUID.(EAX=1 2H, ECX=0):EBX[1] = 1, exception information on #CP that 
occurred inside an enclave can be written to the EXINFO structure if speci- 
fied by SECS.MISCSELECT[1] = 1. 


Future Extension | Below EXINFO TBD Reserved. (Zero size if CPUID.(EAX=12H, ECX=0):€BX[31:1] =0). 


33.9.2.1  EXINFO Structure 
Table 33-13 contains the layout of the EXINFO structure that provides additional information. 


Table 33-13. Layout of EXINFO Structure 
Field OFFSET (Bytes) | Size (Bytes) Description 


MADDR 0 8 If #PF: contains the page fault linear address that caused a page fault. 
If #GP: the field is cleared. 
If #CP: the field is cleared. 


ERRCD 8 4 Exception error code for either #GP or #PF. 
RESERVED 12 


33.9.2.2 Page Fault Error Code 
Table 33-14 contains page fault error code that may be reported in EXINFO.ERRCD. 


Table 33-14. Page Fault Error Code 


Name Bit Position Description 
P 0 Same as non-SGX page fault exception P flag. 
W/R 1 Same as non-SGX page fault exception W/R flag. 
u/s! 2 Always set to 1 (user mode reference). 
RSVD 3 Same as non-SGX page fault exception RSVD flag. 
\/D 4 Same as non-SGX page fault exception I/D flag. 
PK 5 Protection Key induced fault. 
RSVD 14:6 Reserved. 
SGX 15 EPCM induced fault. 
RSVD 31:5 Reserved. 
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NOTES: 
1. Page faults incident to enclave mode that report U/S=0 are not reported in EXINFO. 


33.10 CET STATE SAVE AREA FRAME 


The CET state save area consists of an array of CET state save frames. The number of CET state save frames is 
equal to the TCS.NSSA. The current CET SSA frame is indicated by TCS.CSSA. The offset of the CET state save area 
is specified by TCS.OCETSSA. 


Table 33-15. Layout of CET State Save Area Frame 


Offset 


Field (Bytes) Size (Bytes) Description 
SSP 0 8 Shadow Stack Pointer. 
This field is reserved when CPUID.(EAX=7, ECX=0):ECX[CET_SS] is 0. 
IB_TRACK_STATE |8 8 Indirect branch tracker state: 


Bit O: SUPPRESS - suppressed(1), tracking(0) 

Bit 1: TRACKER - IDLE (0), WAIT_FOR_ENDBRANCH (1) 

Bits 63:2 - Reserved 

This field is reserved when CPUID.(EAX=7, ECX=0):EDX[CET_IBT] is 0. 


33.11 PAGE INFORMATION (PAGEINFO) 


PAGEINFO is an architectural data structure that is used as a parameter to the EPC-management instructions. It 
requires 32-Byte alignment. 


Table 33-16. Layout of PAGEINFO Data Structure 


Field OFFSET (Bytes) | Size (Bytes) Description 
LINADDR 0 8 Enclave linear address. 
SRCPGE 8 8 Effective address of the page where contents are located. 
SECINFO/PCMD | 16 8 Effective address of the SECINFO or PCMD (for ELDU, ELDB, EWB) structure for 
the page. 
SECS 24 8 Effective address of EPC slot that currently contains the SECS. 


33.12 SECURITY INFORMATION (SECINFO) 


The SECINFO data structure holds meta-data about an enclave page. 


Table 33-17. Layout of SECINFO Data Structure 


Field OFFSET (Bytes) | Size (Bytes) Description 
FLAGS 0 8 Flags describing the state of the enclave page. 
RESERVED 8 56 Must be zero. 


33.12.1 SECINFO.FLAGS 
The SECINFO.FLAGS are a set of fields describing the properties of an enclave page. 


33-12 Vol. 3D 


ENCLAVE ACCESS CONTROL AND DATA STRUCTURES 


Table 33-18. Layout of SECINFO.FLAGS Field 


Field Bit Position Description 

R 0 If 1 indicates that the page can be read from inside the enclave; otherwise the page cannot be read 
from inside the enclave. 

WwW 1 If 1 indicates that the page can be written from inside the enclave; otherwise the page cannot be writ- 
ten from inside the enclave. 

X 2 If 1 indicates that the page can be executed from inside the enclave; otherwise the page cannot be 
executed from inside the enclave. 

PENDING 3 If 1 indicates that the page is in the PENDING state; otherwise the page is not in the PENDING state. 

MODIFIED 4 If 1 indicates that the page is in the MODIFIED state; otherwise the page is not in the MODIFIED state. 

PR If 1 indicates that a permission restriction operation on the page is in progress, otherwise a permission 
restriction operation is not in progress. 

RESERVED 7:6 Must be zero. 

PAGE_TYPE | 15:8 The type of page that the SECINFO is associated with. 

RESERVED 63:16 Must be zero. 


33.12.2 PAGE_TYPE Field Definition 
The SECINFO flags and EPC flags contain bits indicating the type of page. 


Table 33-19. Supported PAGE_TYPE 


TYPE Value Description 

PT_SECS 0 Page is an SECS. 

PT_TCS 1 Page is a TCS. 

PT_REG 2 Page is a regular page. 

PT_VA 3 Page is a Version Array. 

PT_TRIM 4 Page is in trimmed state. 

PT_SS_FIRST 5 When CPUID.(EAX=12H, ECX=1):EAX[6] is 1, Page is first page of a shadow stack. When 
CPUID.(EAX=1 2H, ECX=1):EAX[6] is 0, this value is reserved. 

PT_SS_REST 6 When CPUID.(EAX=12H, ECX=1):EAX[6] is 1, Page is not first page of a shadow stack. When 
CPUID.(EAX=1 2H, ECX=1):EAX[6] is 0, this value is reserved. 

All others Reserved. 


33.13 PAGING CRYPTO METADATA (PCMD) 


The PCMD structure is used to keep track of crypto meta-data associated with a paged-out page. Combined with 
PAGEINFO, it provides enough information for the processor to verify, decrypt, and reload a paged-out EPC page. 
The size of the PCMD structure (128 bytes) is architectural. 


EWB calculates the Message Authentication Code (MAC) value and writes out the PCMD. ELDB/U reads the fields 
and checks the MAC. 


The format of PCMD is as follows: 
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Table 33-20. Layout of PCMD Data Structure 


Field OFFSET (Bytes) | Size (Bytes) Description 
SECINFO 0 64 Flags describing the state of the enclave page; R/W by software. 
ENCLAVEID 64 8 Enclave Identifier used to establish a cryptographic binding between paged-out 
page and the enclave. 
RESERVED 72 40 Must be zero. 
MAC 112 16 Message Authentication Code for the page, page meta-data and reserved 
field. 


33.14 ENCLAVE SIGNATURE STRUCTURE (SIGSTRUCT) 


SIGSTRUCT is a structure created and signed by the enclave developer that contains information about the 
enclave. SIGSTRUCT is processed by the EINIT leaf function to verify that the enclave was properly built. 


SIGSTRUCT includes ENCLAVEHASH as SHA256 digest, as defined in FIPS PUB 180-4. The digests are byte strings 
of length 32. Each of the 8 HASH dwords is stored in little-endian order. 


SIGSTRUCT includes four 3072-bit integers (MODULUS, SIGNATURE, Q1, Q2). Each such integer is represented as 
a byte strings of length 384, with the most significant byte at the position “offset + 383”, and the least significant 
byte at position “offset”. 


The (3072-bit integer) SIGNATURE should be an RSA signature, where: a) the RSA modulus (MODULUS) is a 3072- 
bit integer; b) the public exponent is set to 3; c) the signing procedure uses the EMSA-PKCS1-v1.5 format with DER 
encoding of the “DigestInfo” value as specified in of PKCS#1 v2.1/RFC 3447. 


The 3072-bit integers Qi and Q2 are defined by: 

qi = floor(Signature*2 / Modulus); 

q2 = floor((Signature*3 - qi * Signature * Modulus) / Modulus); 
SIGSTRUCT must be page aligned 


In column 5 of Table 33-21, ‘Y’ indicates that this field should be included in the signature generated by the devel- 
oper. 


Table 33-21. Layout of Enclave Signature Structure (SIGSTRUCT) 


Field OFFSET (Bytes) | Size (Bytes) Description Signed 

HEADER 6) 16 Must be byte stream Y 
O6000000E1 000000000001 0000000000H 

VENDOR 16 4 Intel Enclave: OOOO8086H Y 
Non-Intel Enclave: OOOOOO000H 

DATE 20 4 Build date is yyyymmdd in hex: Y 
yyyy=4 digit year, mm=1-12, dd=1-31 

HEADER2 24 16 Must be byte stream Y 
01010000600000006000000001000000H 

SWDEFINED 40 4 Available for software use. Y 

RESERVED 44 84 Must be zero. Y 

MODULUS 128 384 Module Public Key (keylength=3072 bits). N 

EXPONENT 512 4 RSA Exponent = 3. N 

SIGNATURE 516 384 Signature over Header and Body. N 

MISCSELECT* 900 4 Bit vector specifying Extended SSA frame feature set tobe | Y 
used. 

MISCMASK* 904 4 Bit vector mask of MISCSELECT to enforce. Y 


33-14 Vol. 3D 


ENCLAVE ACCESS CONTROL AND DATA STRUCTURES 


Table 33-21. Layout of Enclave Signature Structure (SIGSTRUCT) 


Field OFFSET (Bytes) | Size (Bytes) Description Signed 
CET_ATTRIBUTES | 908 1 When CPUID.(EAX=12H, ECX=1):EAX[6] is 1, this field pro- Y 
vides the Enclave CET attributes that must be set. When 
CPUID.(EAX=1 2H, ECX=1):EAX[6] is 0, this field is reserved 
and must be 0. 
CET_ATTRIBUTES | 909 1 When CPUID.(EAX=12H, ECX=1):EAX[6] is 1, this field pro- Y 
_MASK vides the Mask of CET attributes to enforce. When 
CPUID.(EAX=1 2H, ECX=1):EAX[6] is 0, this field is reserved 
and must be 0. 
RESERVED 910 2 Must be zero. Y 
ISVFAMILYID 912 16 ISV assigned Product Family ID. Y 
ATTRIBUTES 928 16 Enclave Attributes that must be set. Y 
ATTRIBUTEMASK | 944 16 Mask of Attributes to enforce. Y 
ENCLAVEHASH 960 32 MRENCLAVE of enclave this structure applies to. Y 
RESERVED 992 16 Must be zero. Y 
ISVEXTPRODID 1008 16 ISV assigned extended Product ID. Y 
ISVPRODID 1024 2 ISV assigned Product ID. Y 
ISVSVN 1026 2 ISV assigned SVN (security version number). Y 
RESERVED 1028 12 Must be zero. N 
Q1 1040 384 Q1 value for RSA Signature Verification. N 
Q2 1424 384 Q2 value for RSA Signature Verification. N 
* If CPUID.(EAX=12H, ECX=0):EBX[31:0] = 0, MISCSELECT must be 0. 
If CPUID.(EAX=12H, ECX=0):EBX[31:0] !=0, enclave writers must specify MISCSELECT such that each cleared 
bit in MISCMASK must also specify the corresponding bit as 0 in MISCSELECT. 


33.15 EINIT TOKEN STRUCTURE (EINITTOKEN) 


The EINIT token is used by EINIT to verify that the enclave is permitted to launch. EINIT token is generated by an 
enclave in possession of the EINITTOKEN key (the Launch Enclave). 


EINIT token must be 512-Byte aligned. 
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Table 33-22. Layout of EINIT Token (EINITTOKEN) 
Field OFFSET (Bytes) | Size (Bytes) | MACed Description 

Valid 0 4 Y Bit O: 1: Valid; O: Invalid. 
All other bits reserved. 

RESERVED 4 44 Y Must be zero. 

ATTRIBUTES 48 16 Y ATTRIBUTES of the Enclave. 

MRENCLAVE 64 32 Y MRENCLAVE of the Enclave. 

RESERVED 96 32 Y Reserved. 

MRSIGNER 128 32 Y MRSIGNER of the Enclave. 

RESERVED 160 32 Y Reserved. 

CPUSVNLE 192 16 N Launch Enclave’s CPUSVN. 

ISVPRODIDLE 208 02 N Launch Enclave'’s ISVPRODID. 

ISVSVNLE 210 02 N Launch Enclave's ISVSVN. 

CET_MASKED_AT | 212 1 N When CPUID.(EAX=1 2H, ECX=1):EAX[6] is 1, this field provides the 

TRIBUTES_LE Launch enclaves masked CET attributes. This should be set to LE’s 
CET_ATTRIBUTES masked with CET_ATTTRIBUTES_MASK of the LE's 
KEYREQUEST. When CPUID.(EAX=1 2H, ECX=1):EAX[6] is 0, this field is 
reserved. 

RESERVED 213 23 N Reserved. 

MASKEDMISCSEL | 236 4 Launch Enclave’s MASKEDMISCSELECT: set by the LE to the resolved 

ECTLE MISCSELECT value, used by EGETKEY (after applying KEYREQUEST's 
masking). 

MASKEDATTRIBU | 240 16 N Launch Enclave’s MASKEDATTRIBUTES: This should be set to the LE's 

TESLE ATTRIBUTES masked with ATTRIBUTEMASK of the LE’s KEYREQUEST. 

KEYID 256 32 N Value for key wear-out protection. 

MAC 288 16 N Message Authentication Code on EINITTOKEN using EINITTOKEN_KEY. 


33.16 REPORT (REPORT) 


The REPORT structure is the output of the EREPORT instruction, and must be 512-Byte aligned. 


Table 33-23. Layout of REPORT 


Field OFFSET (Bytes) | Size (Bytes) Description 

CPUSVN 0 16 The security version number of the processor. 

MISCSELECT 16 4 Bit vector specifying which extended features are saved to the MISC region of 
the SSA frame when an AEX occurs. 

CET_ATTRIBUTES | 20 1 When CPUID.(EAX=1 2H, ECX=1):EAX[6] is 1, this field reports the CET_ATTRIB- 
UTES of the Enclave. When CPUID.(EAX=12H, ECX=1):EAX[6] is 0, this field is re- 
served and must be 0. 

RESERVED 20 12 Zero. 

ISVEXTNPRODID | 32 16 The value of SECS.ISVEXTPRODID. 

ATTRIBUTES 48 16 ATTRIBUTES of the Enclave. See Section 33.7.1. 

MRENCLAVE 64 32 The value of SECS.MRENCLAVE. 

RESERVED 96 32 Zero. 

MRSIGNER 128 32 The value of SECS.MRSIGNER. 

RESERVED 160 32 Zero. 


33-16 Vol. 3D 


ENCLAVE ACCESS CONTROL AND DATA STRUCTURES 


Table 33-23. Layout of REPORT 


Field OFFSET (Bytes) | Size (Bytes) Description 
CONFIGID 192 64 Value provided by SW to identify enclave’s post EINIT configuration. 
ISVPRODID 256 2 Product ID of enclave. 
ISVSVN 258 2 Security version number (SVN) of the enclave. 
CONFIGSVN 260 2 Value provided by SW to indicate expected SVN of enclave’s post EINIT configu- 
ration. 
RESERVED 262 42 Zero. 
ISVFAMILYID 304 16 The value of SECS.ISVFAMILYID. 
REPORTDATA 320 64 Data provided by the user and protected by the REPORT's MAC, see Section 
33.16.1. 
KEYID 384 32 Value for key wear-out protection. 
MAC 416 16 Message Authentication Code on the report using report key. 
33.16.1 REPORTDATA 


REPORTDATA is a 64-Byte data structure that is provided by the enclave and included in the REPORT. It can be used 
to securely pass information from the enclave to the target enclave. 


33.17 REPORT TARGET INFO (TARGETINFO) 


This structure is an input parameter to the EREPORT leaf function. The address of TARGETINFO is specified as an 
effective address in RBX. It is used to identify the target enclave which will be able to cryptographically verify the 
REPORT structure returned by EREPORT. TARGETINFO must be 512-Byte aligned. 


Table 33-24. Layout of TARGETINFO Data Structure 


Field OFFSET (Bytes) | Size (Bytes) Description 

MEASUREMENT |0 32 The MRENCLAVE of the target enclave. 

ATTRIBUTES 32 16 The ATTRIBUTES field of the target enclave. 

CET_ATTRIBUTES | 48 1 When CPUID.(EAX=12H, ECX=1):EAX[6] is 1, this field provides the 
CET_ATTRIBUTES field of the target enclave. When CPUID.(EAX=1 2H, 
ECX=1):EAX[6] is 0, this field is reserved. 

RESERVED 49 1 Must be zero. 

CONFIGSVN 50 2 CONFIGSVN of the target enclave. 

MISCSELECT 52 4 The MISCSELECT of the target enclave. 

RESERVED 56 8 Must be zero. 

CONFIGID 64 64 COMFIGID of target enclave. 

RESERVED 128 384 Must be zero. 


33.18 KEY REQUEST (KEYREQUEST) 


This structure is an input parameter to the EGETKEY leaf function. It is passed in as an effective address in RBX and 
must be 512-Byte aligned. It is used for selecting the appropriate key and any additional parameters required in 
the derivation of that key. 
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Table 33-25. Layout of KEYREQUEST Data Structure 


Field OFFSET (Bytes) | Size (Bytes) Description 
KEYNAME 0 2 Identifies the Key Required. 
KEYPOLICY 2 2 Identifies which inputs are required to be used in the key derivation. 
ISVSVN 4 2 The ISV security version number that will be used in the key derivation. 
CET_ATTRIBUTES | 6 1 When CPUID.(EAX=12H, ECX=1):EAX[6] is 1, this field provides a mask that 
_MASK defines which CET_ATTRIBUTES bits will be included in key derivation. When 
CPUID.(EAX=12H, ECX=1):EAX[6] is 0, then this field is reserved and must be 
0. 
RESERVED 7 1 Must be zero. 
CPUSVN 8 16 The security version number of the processor used in the key derivation. 
ATTRIBUTEMASK | 24 16 A mask defining which ATTRIBUTES bits will be included in key derivation. 
KEYID 40 32 Value for key wear-out protection. 
MISCMASK 72 4 A mask defining which MISCSELECT bits will be included in key derivation. 
CONFIGSVN 76 2 Identifies which enclave Configuration’s Security Version should be used in key 
derivation. 
RESERVED 78 434 
33.18.1 KEY REQUEST KeyNames 
Table 33-26. Supported KEYName Values 
Key Name Value Description 


EINITTOKEN_KEY 


EINIT_TOKEN key 


PROVISION_KEY 


Provisioning Key 


Provisioning Seal Key 


0 
1 
PROVISION_SEAL_KEY | 2 
3 
4 


REPORT_KEY Report Key 
SEAL_KEY Seal Key 
All others Reserved 


33.18.2 Key Request Policy Structure 


Table 33-27. Layout of KEYPOLICY Field 


Field Bit Position Description 
MRENCLAVE 0 If 1, derive key using the enclave’s MRENCLAVE measurement register. 
MRSIGNER 1 If 1, derive key using the enclave’s MRSIGNER measurement register. 
NOISVPRODID 2 If 1, derive key WITHOUT using the enclave’ ISVPRODID value. 
CONFIGID 3 If 1, derive key using the enclave’s CONFIGID value. 
ISVFAMILYID 4 If 1, derive key using the enclave ISVFAMILYID value. 
ISVEXTPRODID 5 If 1, derive key using enclave’s ISVEXTPRODID value. 
RESERVED 15:6 Must be zero. 
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33.19 VERSION ARRAY (VA) 


In order to securely store the versions of evicted EPC pages, Intel SGX defines a special EPC page type called a 
Version Array (VA). Each VA page contains 512 slots, each of which can contain an 8-byte version number for a 
page evicted from the EPC. When an EPC page is evicted, software chooses an empty slot in a VA page; this slot 
receives the unique version number of the page being evicted. When the EPC page is reloaded, there must be a VA 
slot that must hold the version of the page. If the page is successfully reloaded, the version in the VA slot is 
cleared. 


VA pages can be evicted, just like any other EPC page. When evicting a VA page, a version slot in some other VA 
page must be used to hold the version for the VA being evicted. A Version Array Page must be 4K-Bytes aligned. 


Table 33-28. Layout of Version Array Data Structure 


Field OFFSET (Bytes) | Size (Bytes) Description 
Slot 0 0 8 Version Slot 0 
Slot 1 8 8 Version Slot 1 
Slot 511 4088 8 Version Slot 511 


33.20 ENCLAVE PAGE CACHE MAP (EPCM) 


EPCM is a secure structure used by the processor to track the contents of the EPC. The EPCM holds exactly one 
entry for each page that is currently loaded into the EPC. EPCM is not accessible by software, and the layout of 
EPCM fields is implementation specific. 


Table 33-29. Content of an Enclave Page Cache Map Entry 


Field Description 
VALID Indicates whether the EPCM entry is valid. 
(R ~~___ | Read access; indicates whether enclave accesses for reads are allowed from the EPC page referenced by this | 

entry. 

W Write access; indicates whether enclave accesses for writes are allowed to the EPC page referenced by this 
entry. 

X Execute access; indicates whether enclave accesses for instruction fetches are allowed from the EPC page 
referenced by this entry. 

PT EPCM page type (PT_SECS, PT_TCS, PT_REG, PT_VA, PT_TRIM, PT_SS_FIRST, PT_SS_ REST). 

ENCLAVESECS SECS identifier of the enclave to which the EPC page belongs. 

ENCLAVEADDRESS Linear enclave address of the EPC page. 

BLOCKED Indicates whether the EPC page is in the blocked state. 

PENDING Indicates whether the EPC page is in the pending state. 

MODIFIED Indicates whether the EPC page is in the modified state. 

PR Indicates whether the EPC page is in a permission restriction state. 


33.21 READ INFO (RDINFO) 


The RDINFO structure contains status information about an EPC page. It must be aligned to 32-Bytes. 
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Table 33-30. Layout of RDINFO Structure 


Field nite a Size (Bytes) Description 
STATUS 0 8 Page status information. 
FLAGS 8 EPCM state of the page. 
ENCLAVECONTEXT 16 8 Context pointer describing the page's parent location. 
33.21.1 RDINFO Status Structure 
Table 33-31. Layout of RDINFO STATUS Structure 
Field Bit Position Description 
CHILDPRESENT 0) Indicates that the page has one or more child pages present (always zero for non-SECS 
pages). In VMX non-root operation includes the presence of virtual children. 
VIRTCHLDPRESENT 1 Indicates that the page has one or more virtual child pages present (always zero for non- 
SECS pages). In VMX non-root operation this value is always zero. 
RESERVED 63:2 


33.21.2 RDINFO Flags Structure 


Table 33-32. Layout of RDINFO FLAGS Structure 


Field Bit Position Description 

R 0 Read access; indicates whether enclave accesses for reads are allowed from the EPC page 
referenced by this entry. 

W 1 Write access; indicates whether enclave accesses for writes are allowed to the EPC page 
referenced by this entry. 

X 2 Execute access; indicates whether enclave accesses for instruction fetches are allowed 
from the EPC page referenced by this entry. 

PENDING 3 Indicates whether the EPC page is in the pending state. 

MODIFIED 4 Indicates whether the EPC page is in the modified state. 

PR 5 Indicates whether the EPC page is in a permission restriction state. 

RESERVED 7:6 

PAGE_TYPE 15:8 Indicates the page type of the EPC page. 

RESERVED 62:16 

BLOCKED 63 Indicates whether the EPC page is in the blocked state. 
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CHAPTER 34 
ENCLAVE OPERATION 


The following aspects of enclave operation are described in this chapter: 


¢ Enclave creation: Includes loading code and data from outside of enclave into the EPC and establishing the 
enclave entity. 


¢ Adding pages and measuring the enclave. 


Initialization of an enclave: Finalizes the cryptographic log and establishes the enclave identity and sealing 
identity. 


¢ Enclave entry and exiting including: 
— Controlled entry and exit. 


— Asynchronous Enclave Exit (AEX) and resuming execution after an AEX. 


34.1 CONSTRUCTING AN ENCLAVE 


Figure 34-1 illustrates a typical Enclave memory layout. 


SECS ee ee 
~ QOS Context 
Base + Size ———> + 
Enclave Memory 
a Thread Data 
Replicated once — 
per thread ~ — TCs 
. _ - Application Context 
le 
Global Data = 
Code 
Base __ 5 /) 
Enclave {Base, Size} 


Figure 34-1. Enclave Memory Layout 


The enclave creation, commitment of memory resources, and finalizing the enclave’s identity with measurement 
comprises multiple phases. This process can be illustrated by the following exemplary steps: 


1. The application hands over the enclave content along with additional information required by the enclave 
creation API to the enclave creation service running at privilege level 0. 


2. The enclave creation service running at privilege level 0 uses the ECREATE leaf function to set up the initial 
environment, specifying base address and size of the enclave. This address range, the ELRANGE, is part of the 
application's address space. This reserves the memory range. The enclave will now reside in this address 
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region. ECREATE also allocates an Enclave Page Cache (EPC) page for the SGX Enclave Control Structure 
(SECS). Note that this page is not required to be a part of the enclave linear address space and is not required 
to be mapped into the process. 


3. The enclave creation service uses the EADD leaf function to commit EPC pages to the enclave, and use 
EEXTEND to measure the committed memory content of the enclave. For each page to be added to the enclave: 


— Use EADD to add the new page to the enclave. 


— Ifthe enclave developer requires measurement of the page as a proof for the content, use EEXTEND to add 
a measurement for 256 bytes of the page. Repeat this operation until the entire page is measured. 


4. The enclave creation service uses the EINIT leaf function to complete the enclave creation process and finalize 
the enclave measurement to establish the enclave identity. Until an EINIT is executed, the enclave is not 
permitted to execute any enclave code (i.e. entering the enclave by executing EENTER would result in a fault). 


34.1.1 ECREATE 


The ECREATE leaf function sets up the initial environment for the enclave by reading an SGX Enclave Control Struc- 
ture (SECS) that contains the enclave's address range (ELRANGE) as defined by BASEADDR and SIZE, the ATTRI- 
BUTES and MISCSELECT bitmaps, and the SSAFRAMESIZE. It then securely stores this information in an Enclave 
Page Cache (EPC) page. ELRANGE is part of the application's address space. ECREATE also initializes a crypto- 
graphic log of the enclave's build process. 


34.1.2 EADD and EEXTEND Interaction 


Once the SECS has been created, enclave pages can be added to the enclave via EADD. This involves converting a 
free EPC page into either a PT_REG or a PT_TCS page. 


When EADD is invoked, the processor will update the EPCM entry with the type of page (PT_REG or PT_TCS), the 
linear address used by the enclave to access the page, and the enclave access permissions for the page. It associ- 
ates the page to the SECS provided as input. The EPCM entry information is used by hardware to manage access 
control to the page. EADD records EPCM information in the cryptographic log stored in the SECS and copies 4 
KBytes of data from unprotected memory outside the EPC to the allocated EPC page. 


System software is responsible for selecting a free EPC page. System software is also responsible for providing the 
type of page to be added, the attributes of the page, the contents of the page, and the SECS (enclave) to which the 
page is to be added as requested by the application. Incorrect data would lead to a failure of EADD or to an incor- 
rect cryptographic log and a failure at EINIT time. 


After a page has been added to an enclave, software can measure a 256 byte region as determined by the devel- 
oper by invoking EEXTEND. Thus to measure an entire 4KB page, system software must execute EEXTEND 16 
times. Each invocation of EEXTEND adds to the cryptographic log information about which region is being measured 
and the measurement of the section. 


Entries in the cryptographic log define the measurement of the enclave and are critical in gaining assurance that 
the enclave was correctly constructed by the untrusted system software. 


34.1.3 EINIT Interaction 


Once system software has completed the process of adding and measuring pages, the enclave needs to be initial- 
ized by the EINIT leaf function. After an enclave is initialized, EADD and EEXTEND are disabled for that enclave (An 
attempt to execute EADD/EEXTEND to enclave after enclave initialization will result in a fault). The initialization 
process finalizes the cryptographic log and establishes the enclave identity and sealing identity used by 
EGETKEY and EREPORT. 


A cryptographic hash of the log is stored as the enclave identity. Correct construction of the enclave results in the 
cryptographic hash matching the one built by the enclave owner and included as the ENCLAVEHASH field of 
SIGSTRUCT. The enclave identity provided by the EREPORT leaf function can be verified by a remote party. 
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The EINIT leaf function checks the EINIT token to validate that the enclave has been enabled on this platform. If 
the enclave is not correctly constructed, or the EINIT token is not valid for the platform, or SIGSTRUCT isn't prop- 
erly signed, then EINIT will fail. See the EINIT leaf function for details on the error reporting. 


The enclave identity is a cryptographic hash that reflects the enclave attributes and MISCSELECT value, content 
of the enclave, the order in which it was built, the addresses it occupies in memory, the security attributes, and 
access right permissions of each page. The enclave identity is established by the EINIT leaf function. 


The sealing identity is managed by a sealing authority represented by the hash of the public key used to sign the 
SIGSTRUCT structure processed by EINIT. The sealing authority assigns a product ID (ISVPRODID) and security 
version number (ISVSVN) to a particular enclave identity. 

EINIT establishes the sealing identity using the following steps: 

1. Verifies that SIGSTRUCT is properly signed using the public key enclosed in the SIGSTRUCT. 

2. Checks that the measurement of the enclave matches the measurement of the enclave specified in SIGSTRUCT. 
3. Checks that the enclave’s attributes and MISCSELECT values are compatible with those specified in SIGSTRUCT. 


4. Finalizes the measurement of the enclave and records the sealing identity (the sealing authority, product id 
and security version number) and enclave identity in the SECS. 


5. Sets the ATTRIBUTES. INIT bit for the enclave. 


34.1.4 — Intel® SGX Launch Control Configuration 


Intel® SGX Launch Control is a set of controls that govern the creation of enclaves. Before the EINIT leaf function 
will successfully initialize an enclave, a designated Launch Enclave must create an EINITTOKEN for that enclave. 
Launch Enclaves have SECS.ATTRIBUTES.EINITTOKEN_KEY = 1, granting them access to the EINITTOKEN_KEY 
from the EGETKEY leaf function. EINITTOKEN_KEY must be used by the Launch Enclave when computing EINIT- 
TOKEN.MAC, the Message Authentication Code of the EINITTOKEN. 


The hash of the public key used to sign the SIGSTRUCT of the Launch Enclave must equal the value in the 
IA32_SGXLEPUBKEYHASH MSRs. Only Launch Enclaves are allowed to launch without a valid token. 


The IA32_SGXLEPUBKEYHASH MSRs are provided to designate the platform’s Launch Enclave. 
IA32_SGXLEPUBKEYHASH defaults to digest of Intel’s launch enclave signing key after reset. 


IA32_FEATURE_CONTROL bit 17 controls the permissions on the IA32_SGXLEPUBKEYHASH MSRs when 
CPUID.(EAX=12H, ECX=00H):EAX[0] = 1. If IA32_FEATURE_CONTROL is locked with bit 17 set, 
IA32_SGXLEPUBKEYHASH MSRs are reconfigurable (writeable). If either IA32_FEATURE_CONTROL is not locked or 
bit 17 is clear, the MSRs are read only. By leaving these MSRs writable, system SW or a VMM can support a plurality 
of Launch Enclaves for hosting multiple execution environments. See Table 38.2.2 for more details. 


34.2 ENCLAVE ENTRY AND EXITING 


34.2.1. Controlled Entry and Exit 


The EENTER leaf function is the method to enter the enclave under program control. To execute EENTER, software 
must supply an address of a TCS that is part of the enclave to be entered. The TCS holds the location inside the 
enclave to transfer control to and a pointer to the SSA frame inside the enclave that an AEX should store the 
register state to. 


When a logical processor enters an enclave, the TCS is considered busy until the logical processors exits the 
enclave. An attempt to enter an enclave through a busy TCS results in a fault. Intel® SGX allows an enclave builder 
to define multiple TCSs, thereby providing support for multithreaded enclaves. 


Software must also supply to EENTER the Asynchronous Exit Pointer (AEP) parameter. AEP is an address external 
to the enclave which an exception handler will return to using IRET. Typically the location would contain the 
ERESUME instruction. ERESUME transfers control back to the enclave, to the address retrieved from the enclave 
thread’s saved state. 


EENTER performs the following operations: 
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Check that TCS is not busy and flush all cached linear-to-physical mappings. 
Change the mode of operation to be in enclave mode. 


Save the old RSP, RBP for later restore on AEX (Software is responsible for setting up the new RSP, RBP to be 
used inside enclave). 


Save XCRO and replace it with the XFRM value for the enclave. 
5. Check if software wishes to debug (applicable to a debuggable enclave): 

— If not debugging, then configure hardware so the enclave appears as a single instruction. 

— If debugging, then configure hardware to allow traps, breakpoints, and single steps inside the enclave. 
6. Set the TCS as busy. 
7. Transfer control from outside enclave to predetermined location inside the enclave specified by the TCS. 


The EEXIT leaf function is the method of leaving the enclave under program control. EEXIT receives the target 
address outside of the enclave that the enclave wishes to transfer control to. It is the responsibility of enclave soft- 
ware to erase any secret from the registers prior to invoking EEXIT. To allow enclave software to easily perform an 
external function call and re-enter the enclave (using EEXIT and EENTER leaf functions), EEXIT returns the value of 
the AEP that was used when the enclave was entered. 


EEXIT performs the following operations: 
1. Clear enclave mode and flush all cached linear-to-physical mappings. 
2. Mark TCS as not busy. 


3. Transfer control from inside the enclave to a location on the outside specified as parameter to the EEXIT leaf 
function. 


34.2.2 Asynchronous Enclave Exit (AEX) 


Asynchronous and synchronous events, such as exceptions, interrupts, traps, SMIs, and VM exits may occur while 
executing inside an enclave. These events are referred to as Enclave Exiting Events (EEE). Upon an EEE, the 
processor state is securely saved inside the enclave (in the thread’s current SSA frame) and then replaced by a 
synthetic state to prevent leakage of secrets. The process of securely saving state and establishing the synthetic 
state is called an Asynchronous Enclave Exit (AEX). Details of AEX is described in Chapter 35, “Enclave Exiting 
Events”. 


As part of most EEEs, the AEP is pushed onto the stack as the location of the eventing address. This is the location 
where control will return to after executing the IRET. The ERESUME leaf function can be executed from that point 
to reenter the enclave and resume execution from the interrupted point. 


After AEX has completed, the logical processor is no longer in enclave mode and the exiting event is processed 
normally. Any new events that occur after the AEX has completed are treated as having occurred outside the 
enclave (e.g. a #PF in dispatching to an interrupt handler). 


34.2.3 Resuming Execution after AEX 


After system software has serviced the event that caused the logical processor to exit an enclave, the logical 
processor can continue enclave execution using ERESUME. ERESUME restores processor state and returns control 
to where execution was interrupted. 


If the cause of the exit was an exception or a fault and was not resolved, the event will be triggered again if the 
enclave is re-entered using ERESUME. For example, if an enclave performs a divide by 0 operation, executing 
ERESUME will cause the enclave to attempt to re-execute the faulting instruction and result in another divide by 0 
exception. Intel® SGX provides the means for an enclave developer to handle enclave exceptions from within the 
enclave. Software can enter the enclave at a different location and invoke the exception handler within the enclave 
by executing the EENTER leaf function. The exception handler within the enclave can read the fault information 
from the SSA frame and attempt to resolve the faulting condition or simply return and indicate to software that the 
enclave should be terminated (e.g. using EEXIT). 
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34.2.3.1 ERESUME Interaction 
ERESUME restores registers depending on the mode of the enclave (32 or 64 bit). 


¢° In 32-bit mode (IA32_EFER.LMA = 0 || CS.L = 0), the low 32-bits of the legacy registers (EAX, EBX, ECX, EDX, 
ESP, EBP, ESI, EDI, EIP and EFLAGS) are restored from the thread’s GPR area of the current SSA frame. Neither 
the upper 32 bits of the legacy registers nor the 64-bit registers (R8 ...R15) are loaded. 


° In 64-bit mode (IA32_EFER.LMA = 1 && CS.L = 1), all 64 bits of the general processor registers (RAX, RBX, 
RCX, RDX, RSP, RBP, RSI, RDI, R8 ... R15, RIP and RFLAGS) are loaded. 


Extended features specified by SECS.ATTRIBUTES.XFRM are restored from the XSAVE area of the current SSA 
frame. The layout of the x87 area depends on the current values of IA32_EFER.LMA and CS.L: 


¢ JTA32_EFER.LMA = 0 || CS.L=0 
— 32-bit load in the same format that XSAVE/FXSAVE uses with these values. 
¢ = JA32_EFER.LMA = 1 &&CS.L = 1 
— 64-bit load in the same format that XSAVE/FXSAVE uses with these values as if REX.W = 1. 


34.3. CALLING ENCLAVE PROCEDURES 


34.3.1 Calling Convention 


In standard call conventions subroutine parameters are generally pushed onto the stack. The called routine, being 
aware of its own stack layout, knows how to find parameters based on compile-time-computable offsets from the 
SP or BP register (depending on runtime conventions used by the compiler). 


Because of the stack switch when calling an enclave, stack-located parameters cannot be found in this manner. 
Entering the enclave requires a modified parameter passing convention. 


For example, the caller might push parameters onto the untrusted stack and then pass a pointer to those parame- 
ters in RAX to the enclave software. The exact choice of calling conventions is up to the writer of the edge routines; 
be those routines hand-coded or compiler generated. 


34.3.2 Register Preservation 


As with most systems, it is the responsibility of the callee to preserve all registers except that used for returning a 
value. This is consistent with conventional usage and tends to optimize the number of register save/restore oper- 
ations that need be performed. It has the additional security result that it ensures that data is scrubbed from any 
registers that were used by enclave to temporarily contain secrets. 


34.3.3. Returning to Caller 


No registers are modified during EEXIT. It is the responsibility of software to remove secrets in registers before 
executing EEXIT. 


34.4 INTEL® SGX KEY AND ATTESTATION 


34.4.1 Enclave Measurement and Identification 


During the enclave build process, two “measurements” are taken of each enclave and are stored in two 256-bit 
Measurement Registers (MR): MRENCLAVE and MRSIGNER. MRENCLAVE represents the enclave's contents and 
build process. MRSIGNER represents the entity that signed the enclave's SIGSTRUCT. 


Vol. 3D 34-5 


ENCLAVE OPERATION 


The values of the Measurement Registers are included in attestations to identify the enclave to remote parties. The 
MRs are also included in most keys, binding keys to enclaves with specific MRs. 


34.4.1.1 MRENCLAVE 


MRENCLAVE is a unique 256 bit value that identifies the code and data that was loaded into the enclave during the 
initial launch. It is computed as a SHA256 hash that is initialized by the ECREATE leaf function. EADD and EEXTEND 
leaf functions record information about each page and the content of those pages. The EINIT leaf function finalizes 
the hash, which is stored in SECS.MRENCLAVE. Any tampering with the build process, contents of a page, page 
permissions, etc will result in a different MRENCLAVE value. 


Figure 34-2 illustrates a simplified flow of changes to the MRENCLAVE register when building an enclave: 
¢ Enclave creation with ECREATE. 

® Copying a non-enclave source page into the EPC of an un-initialized enclave with EADD. 

¢ Updating twice of the MRENCLAVE after modifying the enclave’s page content, i.e. EEXTEND twice. 

¢ Finalizing the enclave build with EINIT. 

Details on specific values inserted in the hash are available in the individual instruction definitions. 


Page Data Chunk 1 Data Chunk 2 
Metadata Chunk 1 Metadata Chunk 2 Metadata 


y y y 
SHA_INIT r= SHA_UPDATE ;— SHA_UPDATE > SHA_UPDATE => SHA FINAL 


| Ml y y | 
[ uRENCLAVE [ uRENCLAVE MRENCLAVE MRENCLAVE i MRENCLAVE 


ECREATE EADD EEXTEND EEXTEND EINIT 


Figure 34-2. Measurement Flow of Enclave Build Process 


34.4.1.2 MRSIGNER 


Each enclave is signed using a 3072 bit RSA key. The signature is stored in the SIGSTRUCT. In the SIGSTRUCT, the 
enclave's signer also assigns a product ID (ISVPRODID) and a security version (ISVSVN) to the enclave. 
MRSIGNER is the SHA-256 hash of the signer's public key. For platforms that support Key Separation and Sharing 
(CPUID.(EAX=12H, ECX=1).EAX.KSS[7]) the SIGSTRUCT can additionally specify an 16 byte extended product ID 
(ISVEXTPRODID), and a 16 byte family ID (ISVFAMILYID). 


In attestation, MRSIGNER can be used to allow software to approve of an enclave based on the author rather than 
maintaining a list of MRENCLAVEs. It is used in key derivation to allow software to create a lineage of an applica- 
tion. By signing multiple enclaves with the same key, the enclaves will share the same keys and data. Combined 
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with security version numbering, the author can release multiple versions of an application which can access keys 
for previous versions, but not future versions of that application. 


34.4.1.3 CONFIGID 


For platforms that support enhancements for key separation and sharing (CPUID.(EAX=12H, ECX=1).EAX.KSS[7]) 
when the enclave is created the platform can additionally provide 32-byte configuration identifier (CONFIGID). 
How this value is used is dependent on the enclave but it is intended to allow enclave creators to indicate what 
additional content may be accepted by the enclave post-initialization. 


34.4.2 Security Version Numbers (SVN) 


Intel® SGX supports a versioning system that allows the signer to identify different versions of the same software 
released by an author. The security version is independent of the functional version an author uses and is intended 
to specify security equivalence. Multiple releases with functional enhancements may all share the same SVN if they 
all have the same security properties or posture. Each enclave has an SVN and the underlying hardware has an 
SVN. 


The SVNs are attested to in EREPORT and are included in the derivation of most keys, thus providing separation 
between data for older/newer versions. 


34.4.2.1 Enclave Security Version 


In the SIGSTRUCT, the MRSIGNER is associated with a 16-bit Product ID (ISVPRODID) and a 16 bit integer SVN 
(ISVSVN). Together they define a specific group of versions of a specific product. Most keys, including the Seal Key, 
can be bound to this pair. 


To support upgrading from one release to another, EGETKEY will return keys corresponding to any value less than 
or equal to the software's ISVSVN. 


34.4.2.2 Hardware Security Version 


CPUSVN is a 128 bit value that reflects the microcode update version and authenticated code modules supported 
by the processor. Unlike ISVSVN, CPUSVN is not an integer and cannot be compared mathematically. Not all values 
are valid CPUSVNs. 


Software must ensure that the CPUSVN provided to EGETKEY is valid. EREPORT will return the CPUSVN of the 
current environment. Software can execute EREPORT with TARGETINFO set to zeros to retrieve a CPUSVN from 
REPORTDATA. Software can access keys for a CPUSVN recorded previously, provided that each of the elements 
reflected in CPUSVN are the same or have been upgraded. 


34.4.2.3 CONFIGID Security Version 


The CONFIGID field can be used to contain the hash of a signing key for verifying the additional content. In this 
case, similar to the relationship between MRSIGNER and ISVSVN, CONFIGID needs a CONFIGID Security Version 
Number. CONFIGIDSVN can be specified at the same time as CONFIGID. 


34.4.3. Keys 


Intel® SGX provides software with access to keys unique to each processor and rooted in HW keys inserted into the 
processor during manufacturing. 


Each enclave requests keys using the EGETKEY leaf function. The key is based on enclave parameters such as 
measurement, the enclave signing key, security attributes of the enclave, and the Hardware Security version of the 
processor itself. A full list of parameter options is specified in the KEYREQUEST structure, see details in Section 
33.18. 


By deriving keys using enclave properties, SGX guarantees that if two enclaves call EGETKEY, they will receive a 
unique key only accessible by the respective enclave. It also guarantees that the enclave will receive the same key 
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on every future execution of EGETKEY. Some parameters are optional or configurable by software. For example, a 

Seal key can be based on the signer of the enclave, resulting in a key available to multiple enclaves signed by the 

same party. 

The EGETKEY leaf function provides several key types. Each key is specific to the processor, CPUSVN, and the 

enclave that executed EGETKEY. The EGETKEY instruction definition details how each of these keys is derived, see 

Table 36-64. Additionally, 

¢ SEAL Key: The Seal key is a general purpose key for the enclave to use to protect secrets. Typical uses of the 
Seal key are encrypting and calculating MAC of secrets on disk. There are 2 types of Seal Key described in 
Section 34.4.3.1. 

¢ REPORT Key: This key is used to compute the MAC on the REPORT structure. The EREPORT leaf function is used 
to compute this MAC, and destination enclave uses the Report key to verify the MAC. The software usage flow 
is detailed in Section 34.4.3.2. 

¢ EINITTOKEN_KEY: This key is used by Launch Enclaves to compute the MAC on EINITTOKENs. These tokens are 
then verified in the EINIT leaf function. The key is only available to enclaves with ATTRIBUTE. EINITTOKEN_KEY set 
to 1. 

® PROVISIONING Key and PROVISIONING SEAL Key: These keys are used by attestation key provisioning 


software to prove to remote parties that the processor is genuine and identify the currently executing TCB. 
These keys are only available to enclaves with ATTRIBUTE.PROVISIONKEY set to 1. 


34.4.3.1. Sealing Enclave Data 


Enclaves can protect persistent data using Seal keys to provide encryption and/or integrity protection. EGETKEY 
provides two types of Seal keys specified in KEYREQUEST.KEYPOLICY field: MRENCLAVE-based key and 
MRSIGNER-based key. 


The MRENCLAVE-based keys are available only to enclave instances sharing the same MRENCLAVE. If a new 
version of the enclave is released, the Seal keys will be different. Retrieving previous data requires additional soft- 
ware support. 


The MRSIGNER-based keys are bound to the 3 tuple (MRSIGNER, ISVPRODID, ISVSVN). These keys are available 
to any enclave with the same MRSIGNER and ISVPRODID and an ISVSVN equal to or greater than the key in ques- 
tions. This is valuable for allowing new versions of the same software to retrieve keys created before an upgrade. 


For platforms that support enhancements for key separation and sharing (CPUID.(EAX=12H, ECX=1).EAX.KSS[7]) 
four additional key policies for seal key derivation are provided. These add the ISVEXTPRODID, ISVFAMILYID and 

CONFIGID/CONFIGSVN to the key derivation. Additionally there is a policy to remove ISVPRODID from a key deri- 
vation to create a shared between different products that share the same MRSIGNER. 


34.4.3.2 Using REPORTs for Local Attestation 


SGX provides a means for enclaves to securely identify one another, this is referred to as “Local Attestation”. SGX 
provides a hardware assertion, REPORT that contains calling enclaves Attributes, Measurements and User supplied 
data (described in detail in Section 33.16). Figure 34-3 shows the basic flow of information. 


1. The source enclave determines the identity of the target enclave to populate TARGETINFO. 


2. The source enclave calls EREPORT instruction to generate a REPORT structure. The EREPORT instruction 
conducts the following: 


— Populates the REPORT with identify information about the calling enclave. 


— Derives the Report Key that is returned when the target enclave executes the EGETKEY. TARGETINFO 
provides information about the target. 


— Computes a MAC over the REPORT using derived target enclave Report Key. 
3. Non-enclave software copies the REPORT from source to destination. 


The target enclave executes the EGETKEY instruction to request its REPORT key, which is the same key used by 
EREPORT at the source. 


5. The target enclave verifies the MAC and can then inspect the REPORT to identify the source. 
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(Symmetric Key) EGETKEY 
REPORT KEY 


Legend: REPORT 


Figure 34-3. SGX Local Attestation 


34.5  EPCAND MANAGEMENT OF EPC PAGES 


EPC layout is implementation specific, and is enumerated through CPUID (see Table 32-7 for EPC layout). EPC is 
typically configured by BIOS at system boot time. 


34.5.1 EPC Implementation 


EPC must be properly protected against attacks. One example of EPC implementation could use a Memory Encryp- 
tion Engine (MEE). An MEE provides a cost-effective mechanism of creating cryptographically protected volatile 
storage using platform DRAM. These units provide integrity, replay, and confidentiality protection. Details are 
implementation specific. 


34.5.2 OS Management of EPC Pages 


The EPC is a finite resource. SGX1 (i.e. CPUID.(EAX=12H, ECX=0):EAX.SGX1 = 1 but CPUID.(EAX=12H, 
ECX=0):EAX.SGX2 = 0) provides the EPC manager with leaf functions to manage this resource and properly swap 
pages out of and into the EPC. For that, the EPC manager would need to keep track of all EPC entries, type and 
state, context affiliation, and SECS affiliation. 


Enclave pages that are candidates for eviction should be moved to BLOCKED state using EBLOCK instruction that 
ensures no new cached virtual to physical address mappings can be created by attempts to reference a BLOCKED 
page. 

Before evicting blocked pages, EPC manager should execute ETRACK leaf function on that enclave and ensure that 
there are no stale cached virtual to physical address mappings for the blocked pages remain on any thread on the 
platform. 


After removing all stale translations from blocked pages, system software should use the EWB leaf function for 
securely evicting pages out of the EPC. EWB encrypts a page in the EPC, writes it to unprotected memory, and 
invalidates the copy in EPC. In addition, EWB also creates a cryptographic MAC (PCMD.MAC) of the page and stores 
it in unprotected memory. A page can be reloaded back to the processor only if the data and MAC match. To ensure 
that only the latest version of the evicted page can be loaded back, the version of the evicted page is stored 
securely in a Version Array (VA) in EPC. 


SGX1 includes two instructions for reloading pages that have been evicted by system software: ELDU and ELDB. 
The difference between the two instructions is the value of the paging state at the end of the instruction. ELDU 
results in a page being reloaded and set to an UNBLOCKED state, while ELDB results in a page loaded to a 
BLOCKED state. 
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ELDB is intended for use by a Virtual Machine Monitor (VMM). When a VMM reloads an evicted page, it needs to 
restore it to the correct state of the page (BLOCKED vs. UNBLOCKED) as it existed at the time the page was 
evicted. Based on the state of the page at eviction, the VMM chooses either ELDB or ELDU. 


34.5.2.1_ Enhancement to Managing EPC Pages 


On processors supporting SGX2 (i.e. CPUID.(EAX=12H, ECX=0):EAX.SGX2 = 1), the EPC manager can manage 
EPC resources (while enclave is running) with more flexibility provided by the SGX2 leaf functions. The additional 
flexibility is described in Section 34.5.7 through Section 34.5.11. 


34.5.3. Eviction of Enclave Pages 
Intel SGX paging is optimized to allow the Operating System (OS) to evict multiple pages out of the EPC under a 
single synchronization. 
The suggested flow for evicting a list of pages from the EPC is: 
1. For each page to be evicted from the EPC: 
a. Select an empty slot in a Version Array (VA) page. 
¢ If no empty VA page slots exist, create a new VA page using the EPA leaf function. 


b. Remove linear-address to physical-address mapping from the enclave context’s mapping tables (page table 
and EPT tables). 


c. Execute the EBLOCK leaf function for the target page. This sets the target page state to BLOCKED. At this 
point no new mappings of the page will be created. So any access which does not have the mapping cached 
in the TLB will generate a #PF. 


2. For each enclave containing pages selected in step 1: 


— Execute an ETRACK leaf function pointing to that enclave’s SECS. This initiates the tracking process that 
ensures that all caching of linear-address to physical-address translations for the blocked pages is cleared. 


3. For all logical processors executing in processes (OS) or guests (VMM) that contain the enclaves selected in 
step 1: 


— Issue an IPI (inter-processor interrupt) to those threads. This causes those logical processors to asynchro- 
nously exit any enclaves they might be in, and as a result flush cached linear-address to physical-address 
translations that might hold stale translations to blocked pages. There is no need for additional measures 
such as performing a “TLB shootdown”. 


4. After enclaves exit, allow logical processors to resume normal operation, including enclave re-entry as the 
tracking logic keeps track of the activity. 


5. For each page to be evicted: 


— Evict the page using the EWB leaf function with parameters include the effective-address pointer to the EPC 
page, the VA slot, a 4K byte buffer to hold the encrypted page contents, and a 128 byte buffer to hold page 
metadata. The last three elements are tied together cryptographically and must be used to later reload the 
page. 

At this point, system software has the only copy of each page data encrypted with its page metadata in main 
memory. 


34.5.4 Loading an Enclave Page 


To reload a previously evicted page, system software needs four elements: the VA slot used when the page was 
evicted, a buffer containing the encrypted page contents, a buffer containing the page metadata, and the parent 
SECS to associate this page with. If the VA page or the parent SECS are not already in the EPC, they must be 
reloaded first. 


1. Execute ELDB/ELDU (depending on the desired BLOCKED state for the page), passing as parameters: the EPC 
page linear address, the VA slot, the encrypted page, and the page metadata. 
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2. Create a mapping in the enclave context’s mapping tables (page tables and EPT tables) to allow the application 
to access that page (OS: system page table; VMM: EPT). 


The ELDB/ELDU instruction marks the VA slot empty so that the page cannot be replayed at a later date. 


34.5.5 Eviction of an SECS Page 


The eviction of an SECS page is similar to the eviction of an enclave page. The only difference is that an SECS page 
cannot be evicted until all other pages belonging to the enclave have been evicted. Since all other pages have been 
evicted, there will be no threads executing inside the enclave and tracking with ETRACK isn’t necessary. When 
reloading an enclave, the SECS page must be reloaded before all other constituent pages. 


1. Ensure all pages are evicted from enclave. 
2. Select an empty slot in a Version Array page. 
— If no VA page exists with an empty slot, create a new one using the EPA function leaf. 


3. Evict the page using the EWB leaf function with parameters include the effective-address pointer to the EPC 
page, the VA slot, a 4K byte buffer to hold the encrypted page contents and a 128 byte buffer to hold page 
metadata. The last three elements are tied together cryptographically and must be used to later reload the 


page. 


34.5.6 Eviction of a Version Array Page 


VA pages do not belong to any enclave and tracking with ETRACK isn’t necessary. When evicting the VA page, a slot 
in a different VA page must be specified in order to provide versioning of the evicted VA page. 


1. Select a slot in a Version Array page other than the page being evicted. 
— If no VA page exists with an empty slot, create a new one using the EPA leaf function. 


2. Evict the page using the EWB leaf function with parameters include the effective-address pointer to the EPC 
page, the VA slot, a 4K byte buffer to hold the encrypted page contents, and a 128 byte buffer to hold page 
metadata. The last three elements are tied together cryptographically and must be used to later reload the 
page. 


34.5.7. Allocating a Regular Page 


On processors that support SGX2, allocating a new page to an already initialized enclave is accomplished by 
invoking the EAUG leaf function. Typically, the enclave requests that the OS allocates a new page at a particular 
location within the enclave’s address space. Once allocated, the page remains in a pending state until the enclave 
executes the corresponding EACCEPT leaf function to accept the new page into the enclave. Page allocation opera- 
tions may be batched to improve efficiency. 


The typical process for allocating a regular page is as follows: 
1. Enclave requests additional memory from OS when the current allocation becomes insufficient. 
2. The OS invokes the EAUG leaf function to add a new memory page to the enclave. 
a. EAUG may only be called on a free EPC page. 
b. Successful completion of the EAUG instruction places the target page in the VALID and PENDING state. 
c. All dynamically created pages have the type PT_REG and content of all zeros. 
The OS maps the page in the enclave context's mapping tables. 


The enclave issues an EACCEPT instruction, which verifies the page’s attributes and clears the PENDING state. 
At that point the page becomes accessible for normal enclave use. 
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34.5.8 Allocating a TCS Page 


On processors that support SGX2, allocating a new TCS page to an already initialized enclave is a two-step process. 
First the OS allocates a regular page with a call to EAUG. This page must then be accepted and initialized by the 
enclave to which it belongs. Once the page has been initialized with appropriate values for a TCS page, the enclave 
requests the OS to change the page’s type to PT_TCS. This change must also be accepted. As with allocating a 
regular page, TCS allocation operations may be batched. 


A typical process for allocating a TCS page is as follows: 

1. Enclave requests an additional page from the OS. 

2. The OS invokes EAUG to add a new regular memory page to the enclave. 

a. EAUG may only be called on a free EPC page. 

b. Successful completion of the EAUG instruction places the target page in the VALID and PENDING state. 
The OS maps the page in the enclave context's mapping tables. 

The enclave issues an EACCEPT instruction, at which point the page becomes accessible for normal enclave use. 
The enclave initializes the contents of the new page. 

The enclave requests that the OS convert the page from type PT_REG to PT_TCS. 


poy Ot ees 


OS issues an EMODT instruction on the page. 
a. The parameters to EMODT indicate that the regular page should be converted into a TCS. 


b. EMODT forces all access rights to a page to be removed because TCS pages may not be accessed by enclave 
code. 


8. The enclave issues an EACCEPT instruction to confirm the requested modification. 


34.5.9 Trimming a Page 


On processors that support SGX2, Intel SGX supports the trimming of an enclave page as a special case of EMODT. 
Trimming allows an enclave to actively participate in the process of removing a page from the enclave (dealloca- 
tion) by splitting the process into first removing it from the enclave's access and then removing it from the EPC 
using the EREMOVE leaf function. The page type PT_TRIM indicates that a page has been trimmed from the 
enclave’s address space and that the page is no longer accessible to enclave software. Modifications to a page in 
the PT_TRIM state are not permitted; the page must be removed and then reallocated by the OS before the enclave 
may use the page again. Page deallocation operations may be batched to improve efficiency. 


The typical process for trimming a page from an enclave is as follows: 
1. Enclave signals OS that a particular page is no longer in use. 
2. OS invokes the EMODT leaf function on the page, requesting that the page’s type be changed to PT_TRIM. 


a. SECS and VA pages cannot be trimmed in this way, so the initial type of the page must be PT_REG or 
PT_TCS. 


b. EMODT may only be called on valid enclave pages. 


3. OS invokes the ETRACK leaf function on the enclave containing the page to track removal the TLB addresses 
from all the processors. 


4. Issue an IPI (inter-processor interrupt) to flush the stale linear-address to physical-address translations for all 
logical processors executing in processes that contain the enclave. 


Enclave issues an EACCEPT leaf function. 
The OS may now permanently remove the page from the EPC (by issuing EREMOVE). 


34.5.10 Restricting the EPCM Permissions of a Page 


On processors that support SGX2, restricting the EPCM permissions associated with an enclave page is accom- 
plished using the EMODPR leaf function. This operation requires the cooperation of the OS to flush stale entries to 
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the page and to update the page-table permissions of the page to match. Permissions restriction operations may 
be batched. 


The typical process for restricting the permissions of an enclave page is as follows: 
1. Enclave requests that the OS to restrict the permissions of an EPC page. 


2. OS performs permission restriction, flushing cached linear-address to physical-address translations, and page- 
table modifications. 


a. Invokes the EMODPR leaf function to restrict permissions (EMODPR may only be called on VALID pages). 


b. Invokes the ETRACK leaf function on the enclave containing the page to track removal of the TLB addresses 
from all the processor. 


c. Issue an IPI (inter-processor interrupt) to flush the stale linear-address to physical-address translations for 
all logical processors executing in processes that contain the enclave. 


d. Sends IPIs to trigger enclave thread exit and TLB shootdown. 

e. OS informs the Enclave that all logical processors should now see the new restricted permissions. 
3. Enclave invokes the EACCEPT leaf function. 

a. Enclave may access the page throughout the entire process. 


b. Successful call to EACCEPT guarantees that no stale cached linear-address to physical-address translations 
are present. 


34.5.11 Extending the EPCM Permissions of a Page 


On processors that support SGX2, extending the EPCM permissions associated with an enclave page is accom- 
plished directly by the enclave using the EMODPE leaf function. After performing the EPCM permission extension, 
the enclave requests the OS to update the page table permissions to match the extended permission. Security 
wise, permission extension does not require enclave threads to leave the enclave as TLBs with stale references to 
the more restrictive permissions will be flushed on demand, but to allow forward progress, an OS needs to be 
aware that an application might signal a page fault. 


The typical process for extending the permissions of an enclave page is as follows: 


1. Enclave invokes EMODPE to extend the EPCM permissions associated with an EPC page (EMODPE may only be 
called on VALID pages). 


Enclave requests that OS update the page tables to match the new EPCM permissions. 
Enclave code resumes. 


a. If cached linear-address to physical-address translations are present to the more restrictive permissions, 
the enclave thread will page fault. The SGX2-aware OS will see that the page tables permit the access and 
resume the thread, which can now successfully access the page because exiting cleared the TLB. 


b. If cached linear-address to physical-address translations are not present, access to the page with the new 
permissions will succeed without an enclave exit. 


34.5.12 VMM Oversubscription of EPC 


On processors supporting oversubscription enhancements (i.e. CPUID.(EAX=12H, ECX=0):EAX[5]=1 & EAX[6] = 
1) a Virtual Machine Monitor or other executive can more efficiently manage the EPC space available on the plat- 
form between virtualized entities. A typical process for using these instructions to support oversubscribing the 
physical EPC space on the platform is as follows: 


1. VMM creates data structures for SECS tracking including a count of child pages. 
2. VMM selects possible EPC victim pages. 


3. VMM ages the victim pages. Some of the selected pages will be accessed by the guest. In this case the VMM will 
remove these pages from the victim pool and return them to the guest. 


4. VMM makes remaining pages not present in EPT. It then issues IPI on each page to remove TLB mappings. 
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5. For every EPC victim page the VMM obtains the victim's SECS page info using ERDINFO. 


a. ENCLAVECONTEXT field in RDINFO structure will indicate the location of SECS, and the PAGE_TYPE field will 
indicate the page type. 


b. Child pages of SECS can be evicted. 

c. SECS pages may be evicted if the child count is zero. 

d. Some pages may be returned to active state depending on such things as page type or child count. 

VMM increments its evicted page count for the SECS of each page (stored in the data structure created in 1). 


7. If this is the first evicted page of that SECS, set Marker on SECS of the victim page (EINCVIRTCHILD). This 
locks the SECS in the guest. The guest cannot page out the SECS. 


EBLOCK, ETRACK, EWB eviction sequence is executed for page. 


After loading an SECS page back in, the VMM will set the correct ENCLAVECONTEXT for the guest using 
ESETCONTEXT instruction. 


34.6 CHANGES TO INSTRUCTION BEHAVIOR INSIDE AN ENCLAVE 


This section covers instructions whose behavior changes when executed in enclave mode. 


34.6.1 Illegal Instructions 


The instructions listed in Table 34-1 are ring 3 instructions which become illegal when executed inside an enclave. 
Executing these instructions inside an enclave will generate an exception. 


The first row of Table 34-1 enumerates instructions that may cause a VM exit for VMM emulation. Since a VMM 
cannot emulate enclave execution, execution of any of these instructions inside an enclave results in an invalid- 
opcode exception (#UD) and no VM exit. 


The second row of Table 34-1 enumerates I/O instructions that may cause a fault or a VM exit for emulation. Again, 
enclave execution cannot be emulated, so execution of any of these instructions inside an enclave results in #UD. 


The third row of Table 34-1 enumerates instructions that load descriptors from the GDT or the LDT or that change 
privilege level. The former class is disallowed because enclave software should not depend on the contents of the 
descriptor tables and the latter because enclave execution must be entirely with CPL = 3. Again, execution of any 
of these instructions inside an enclave results in #UD. 


The fourth row of Table 34-1 enumerates instructions that provide access to kernel information from user mode and 
can be used to aid kernel exploits from within enclave. Execution of any of these instructions inside an enclave 
results in #UD. 


Table 34-1. Illegal Instructions Inside an Enclave 


Instructions Result Comment 
CPUID, GETSEC, RDPMC, SGDT, SIDT, SLDT, STR, VMCALL, VMFUNC | #UD Might cause VM exit. 
IN, INS/INSB/INSW/INSD, OUT, OUTS/OUTSB/OUTSW/OUTSD #UD I/O fault may not safely recover. May require emulation. 


Far call, Far jump, Far Ret, INT n/INTO, IRET, LDS/LES/LFS/LGS/LSS, | #UD Access segment register could change privilege level. 
MOV to DS/ES/SS/FS/GS, POP DS/ES/SS/FS/GS, SYSCALL, 


SYSENTER 
SMSW #UD Might provide access to kernel information. 
ENCLU[EENTER], ENCLU[ERESUME] #GP Cannot enter an enclave from within an enclave. 


RDTSC and RDTSCP are legal inside an enclave for processors that support SGX2 (subject to the value of CR4.TSD). 
For processors which support SGX1 but not SGX2, RDTSC and RDTSCP will cause #UD. 


RDTSC and RDTSCP instructions may cause a VM exit when inside an enclave. 
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Software developers must take into account that the RDTSC/RDTSCP results are not immune to influences by other 
software, e.g. the TSC can be manipulated by software outside the enclave. 


34.6.2 RDRAND and RDSEED Instructions 


These instructions may cause a VM exit if the “RDRAND exiting” VM-execution control is 1. Unlike other instructions 
that can cause VM exits, these instructions are legal inside an enclave. As noted in Section 26.1 of the Inte/® 64 
and IA-32 Architectures Software Developer’s Manual, Volume 3C, any VM exit originating on an instruction 
boundary inside an enclave sets bit 27 of the exit-reason field of the VMCS. If a VMM receives a VM exit due to an 
attempt to execute either of these instructions determines (by that bit) that the execution was inside an enclave, 
it can do either of two things. It can clear the “RDRAND exiting” VM-execution control and execute VMRESUME; this 
will result in the enclave executing RDRAND or RDSEED again, and this time a VM exit will not occur. Alternatively, 
the VMM might choose to discontinue execution of this virtual machine. 


NOTE 
It is expected that VMMs that virtualize Intel SGX will not set “RDRAND exiting” to 1. 


34.6.3. PAUSE Instruction 


The PAUSE instruction may cause a VM exit from an enclave if the “PAUSE exiting” VM-execution control is 1. Unlike 
other instructions that can cause VM exits, the PAUSE instruction is legal inside an enclave. If a VMM receives a VM 
exit due to the 1-setting of “PAUSE exiting”, it can do either of two things. It can clear the “PAUSE exiting” VM- 
execution control and execute VMRESUME; this will result in the enclave executing PAUSE again, but this time aVM 
exit will not occur. Alternatively, the VMM might choose to discontinue execution of this virtual machine. 


The PAUSE instruction may also cause a VM exit outside of an enclave if the “PAUSE-loop exiting” VM-execution 
control is 1, but as the “PAUSE-loop exiting” control is ignored at CPL > 0 (see Section 24.1.3), VM exit from an 
enclave due to the 1-setting of ‘*PAUSE-LOOP exiting” will never occur. 


NOTE 
It is expected that VMMs that virtualize Intel SGX will not set “PAUSE exiting” to 1. 


34.6.4 Executions of INT1 and INT3 Inside an Enclave 


The INT1 and INT3 instructions are legal inside an enclave, however, their behavior inside an enclave differs from 
that outside an enclave. See Section 38.4.1 for details. 


34.6.5 INVD Handling when Enclaves Are Enabled 


Once processor reserved memory protections are activated (see Section 34.5), any execution of INVD will result in 
a #GP(0). 
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CHAPTER 35 
ENCLAVE EXITING EVENTS 


Certain events, such as exceptions and interrupts, incident to (but asynchronous with) enclave execution may 
cause control to transition outside of enclave mode. (Most of these also cause a change of privilege level.) To 
protect the integrity and security of the enclave, the processor will exit the enclave (and enclave mode) before 
invoking the handler for such an event. For that reason, such events are called enclave-exiting events (EEE); 
EEEs include external interrupts, non-maskable interrupts, system-management interrupts, exceptions, and VM 
exits. 


The process of leaving an enclave in response to an EEE is called an asynchronous enclave exit (AEX). To protect 
the secrecy of the enclave, an AEX saves the state of certain registers within enclave memory and then loads those 
registers with fixed values called synthetic state. 


35.1 COMPATIBLE SWITCH TO THE EXITING STACK OF AEX 


AEXs load registers with a pre-determined synthetic state. These registers may be later pushed onto the appro- 
priate stack in a form as defined by the enclave-exiting event. To allow enclave execution to resume after the 
invoking handler has processed the enclave exiting event, the asynchronous enclave exit loads the address of 
trampoline code outside of the enclave into RIP. This trampoline code eventually returns to the enclave by means 
of an ENCLU(ERESUME) leaf function. Prior to exiting the enclave the RSP and RBP registers are restored to their 
values prior to enclave entry. 


The stack to be used is chosen using the same rules as for non-SGX mode: 

¢ If there is a privilege level change, the stack will be the one associated with the new ring. 
¢ If there is no privilege level change, the current application stack is used. 

e If the IA-32e IST mechanism is used, the exit stack is chosen using that method. 


Next SSA Frame TCS 
=< ESSA 
Current SSA Frame AEP 

oe Per-Thread 
: Trampoline in URTS 
Exit Stack P 
uRSP_ — ——  encwueresume} 
Ss 
ENCLU[ERESUME] | RAX BOF 
TCS LA RBX RFLAGS 
AEP RCX CS 
RIP 


>> Error Code (optional) «—— RSP after pushes 


RSP 


Figure 35-1. Exit Stack Just After Interrupt with Stack Switch 
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In all cases, the choice of exit stack and the information pushed onto it is consistent with non-SGX operation. 
Figure 35-1 shows the Application and Exiting Stacks after an exit with a stack switch. An exit without a stack 
switch uses the Application Stack. The ERESUME leaf index value is placed into RAX, the TCS pointer is placed in 
RBX and the AEP (see below) is placed into RCX to facilitate resuming the enclave after the exit. 


Upon an AEX, the AEP (Asynchronous Exit Pointer) is loaded into the RIP. The AEP points to a trampoline code 
sequence which includes the ERESUME instruction that is later used to reenter the enclave. 


The following bits of RFLAGS are cleared before RFLAGS is pushed onto the exit stack: CF, PF, AF, ZF, SF, OF, RF. The 
remaining bits are left unchanged. 


35.2 STATE SAVING BY AEX 


The State Save Area holds the processor state at the time of an AEX. To allow handling events within the enclave 
and re-entering it after an AEX, the SSA can be a stack of multiple SSA frames as illustrated in Figure 35-2. 


SSA Stack TCS 
~<a 
GRP_N-1 
MISC_N-1 = 
CSSA 
XSAVE_N-1 OSSA 
GPR_1 
MISC_1 Current 
XSAVE 1 SSA Fram 
SECS.SSAFRAMESIZE rl crpo | ' 
(in pages) = 
MISC_0 
= XAVE_0 ' 


Figure 35-2. The SSA Stack 


The location of the SSA frames to be used is controlled by the following variables in the TCS and the SECS: 


° Size of a frame in the State Save Area (SECS.SSAFRAMESIZE): This defines the number of 4-KByte pages ina 
single frame in the State Save Area. The SSA frame size must be large enough to hold the GPR state, the XSAVE 
state, and the MISC state. 

¢ Base address of the enclave (SECS.BASEADDR): This defines the enclave's base linear address from which the 
offset to the base of the SSA stack is calculated. 

¢ Number of State Save Area Slots (TCS.NSSA): This defines the total number of slots (frames) in the State Save 
Area stack. 


* Current State Save Area Slot (TCS.CSSA): This defines the slot to use on the next exit. 
¢ State Save Area Offset (TCS.OSSA): This defines the offset of the base address of a set of State Save Area slots 
from the enclave’s base address. 


When an AEX occurs, hardware selects the SSA frame to use by examining TCS.CSSA. Processor state is saved into 
the SSA frame (see Section 35.4) and loaded with a synthetic state (as described in Section 35.3.1) to avoid 

leaking secrets, RSP and RBP are restored to their values prior to enclave entry, and TCS.CSSA is incremented. As 
will be described later, if an exception takes the last slot, it will not be possible to reenter the enclave to handle the 
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exception from within the enclave. A subsequent ERESUME restores the processor state from the current SSA 
frame and frees the SSA frame. 


The format of the XSAVE section of SSA is identical to the format used by the XSAVE/XRSTOR instructions. On 
EENTER, CSSA must be less than NSSA, ensuring that there is at least one State Save Area slot available for exits. 
If there is no free SSA frame when executing EENTER, the entry will fail. 


35.3. SYNTHETIC STATE ON ASYNCHRONOUS ENCLAVE EXIT 


35.3.1. Processor Synthetic State on Asynchronous Enclave Exit 


Table 35-1 shows the synthetic state loaded on AEX. The values shown are the lower 32 bits when the processor is 
in 32 bit mode and 64 bits when the processor is in 64 bit mode. 


Table 35-1. GPR, x87 Synthetic States on Asynchronous Enclave Exit 


Register Value 
RAX 3 (ENCLU[3] is ERESUME). 
RBX Pointer to TCS of interrupted enclave thread. 
RCX AEP of interrupted enclave thread. 
RDX, RSI, RDI 0. 
RSP Restored from SSA.uRSP. 
RBP Restored from SSA.uRBP. 
R8-R15 0 in 64-bit mode; unchanged in 32-bit mode. 
RIP AEP of interrupted enclave thread. 
RFLAGS CF, PF, AF, ZF, SF, OF, RF bits are cleared. All other bits are left unchanged. 
[x87/SSE State —~—~—*| Unless otherwise listed here, all x87 and SSE state are set to the INIT state. The INIT state is the state | 


that would be loaded by the XRSTOR instruction with bits 1:0 both set in the requested feature bitmask 
(RFBM), and both clear in XSTATE_BV the XSAVE header. 


FCW On #MF exception: set to 037EH. On all other exits: set to O37FH. 

FSW On #MF exception: set to 8081H. On all other exits: set to OH. 

MXCSR On #XM exception: set to 1F01H. On all other exits: set to 1FBOH. 

CR2 If the event that caused the AEX is a #PF, and the #PF does not directly cause a VM exit, then the low 


12 bits are cleared. 

If the #PF leads directly to a VM exit, CR2 is not updated (usual IA behavior). 

Note: The low 12 bits are not cleared if a #PF is encountered during the delivery of the EEE that caused 
the AEX. This is because the #PF was not the EEE. 


FS, GS Restored to values as of most recent EENTER/ERESUME. 


35.3.2 Synthetic State for Extended Features 


When CR4.OSXSAVE = 1, extended features (those controlled by XCRO[63:2]) are set to their respective INIT 
states when this corresponding bit of SECS.XFRM is set. The INIT state is the state that would be loaded by the 
XRSTOR instruction had the instruction mask and the XSTATE_BV field of the XSAVE header each contained the 
value XFRM. (When the AEX occurs in 32-bit mode, those features that do not exist in 32-bit mode are unchanged.) 
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35.3.3. Synthetic State for MISC Features 


State represented by SECS.MISCSELECT might also be overridden by synthetic state after it has been saved into 
the SSA. State represented by MISCSELECT[0] is not overridden but if the exiting event is a page fault then lower 
12 bits of CR2 are cleared. 


35.4 AEX FLOW 


On Enclave Exiting Events (interrupts, exceptions, VM exits or SMIs), the processor state is securely saved inside 
the enclave, a synthetic state is loaded and the enclave is exited. The EEE then proceeds in the usual exit-defined 
fashion. The following sections describes the details of an AEX: 


1. 


The exact processor state saved into the current SSA frame depends on whether the enclave is a 32-bit or a 64- 
bit enclave. In 32-bit mode (IA32_EFER.LMA = 0 || CS.L = 0), the low 32 bits of the legacy registers (EAX, EBX, 
ECX, EDX, ESP, EBP, ESI, EDI, EIP and EFLAGS) are stored. The upper 32 bits of the legacy registers and the 
64-bit registers (R8 ...R15) are not stored. 


In 64-bit mode (IA32_EFER.LMA = 1 && CS.L = 1), all 64 bits of the general processor registers (RAX, RBX, 
RCX, RDX, RSP, RBP, RSI, RDI, R8 ... R15, RIP and RFLAGS) are stored. 


The state of those extended features specified by SECS.ATTRIBUTES.XFRM are stored into the XSAVE area of 
the current SSA frame. The layout of the x87 and XMM portions (the 1st 512 bytes) depends on the current 
values of IA32_EFER.LMA and CS.L: 


If IA32_EFER.LMA = 0 || CS.L = 0, the same format (32-bit) that XSAVE/FXSAVE uses with these values. 


If IA32_EFER.LMA = 1 && CS.L = 1, the same format (64-bit) that XSAVE/FXSAVE uses with these values 
when REX.W = 1. 


ae cause of the AEX is saved in the EXITINFO field. See Table 33-10 for details and values of the various 
ields. 

The state of those miscellaneous features (see Section 33.7.2) specified by SECS.MISCSELECT are stored into 
the MISC area of the current SSA frame. 


If CET was enabled in the enclave, then the CET state of the enclave is saved in the CET state save area. If 
shadow stacks were enabled in the enclave, then the SSP is also saved into the TCS.PREVSSP field. 

Synthetic state is created for a number of processor registers to present an opaque view of the enclave state. 
Table 35-1 shows the values for GPRs, x87, SSE, FS, GS, Debug and performance monitoring on AEX. The 
synthetic state for other extended features (those controlled by XCRO[62:2]) is set to their respective INIT 
states when their corresponding bit of SECS.ATTRIBUTES. XFRM is set. The INIT state is that state as defined by 
the behavior of the XRSTOR instruction when HEADER.XSTATE_BV[n] is 0. Synthetic state of those miscella- 
neous features specified by SECS.MISCSELECT depends on the miscellaneous feature. There is no synthetic 
state required for the miscellaneous state controlled by SECS.MISCSELECT[0]. 


Any code and data breakpoints that were suppressed at the time of enclave entry are unsuppressed when 
exiting the enclave. 


RFLAGS.TF is set to the value that it had at the time of the most recent enclave entry (except for the situation 
that the entry was opt-in for debug; see Section 38.2). In the SSA, RFLAGS.TF is set to 0. 


RFLAGS.RF is set to 0 in the synthetic state. In the SSA, the value saved is the same as what would have been 
saved on stack in the non-SGX case (architectural value of RF). Thus, AEXs due to interrupts, traps, and code 
breakpoints save RF unmodified into SSA, while AEXs due to other faults save RF as 1 in the SSA. 


If the event causing AEX happened on intermediate iteration of a REP-prefixed instruction, then RF=1 is 
saved on SSA, irrespective of its priority. 

Any performance monitoring activity (including PEBS) or profiling activity (LBR, Tracing using Intel PT) on the 

exiting thread that was suppressed due to the enclave entry on that thread is unsuppressed. Any counting that 
had been demoted from AnyThread counting to MyThread counting (on one logical processor) is promoted back 
to AnyThread counting. 


The CET state of the enclosing application is restored to the state at the time of the most recent enclave entry, 
and if CET indirect branch tracking was enabled then the indirect branch tracker is unsuppressed and moved to 
the WAIT_FOR_ENDBRANCH state. 
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35.4.1 AEX Operational Detail 


Temp Variables in AEX Operational Flow 


Name Type Size (bits) Description 

TMP_RIP Effective Address 32/64 Address of instruction at which to resume execution on ERESUME. 
TMP_MODE64 binary 1 ((IA32_EFER.LMA = 1) && (CS.L = 1)). 

TMP_BRANCH_RECORD LBR Record 2x64 From/To address to be pushed onto LBR stack. 


The pseudo code in this section describes the internal operations that are executed when an AEX occurs in enclave 
mode. These operations occur just before the normal interrupt or exception processing occurs. 


(* Save RIP for later use *) 

TMP_RIP = Linear Address of Resume RIP 

(* Is the processor in 64-bit mode? *) 

TMP_MODE64 := ((IA32_EFER.LMA = 1) && (CS.L = 1)); 


(* Save all registers, When saving EFLAGS, the TF bit is set to 0 and 
the RF bit is set to what would have been saved on stack in the non-SGX case *) 


IF (TMP_MODE64 = 0) 
THEN 
Save EAX, EBX, ECX, EDX, ESP, EBP, ESI, EDI, EFLAGS, EIP into the current SSA frame using 
CR_GPR_PA; (* see Table 36-5 for list of CREGs used to describe internal operation within Intel SGX *) 
SSA.RFLAGS.TF := 0; 
ELSE (* TMP_MODE64 = 1 *) 
Save RAX, RBX, RCX, RDX, RSP, RBP, RSI, RDI, R8-R15, RFLAGS, RIP into the current SSA frame using 
CR_GPR_PA; 
SSA.RFLAGS.TF := 0; 
FI; 
Save FS and GS BASE into SSA using CR_GPR_PA; 


(* store XSAVE state into the current SSA frame's XSAVE area using the physical addresses 

that were determined and cached at enclave entry time with CR_XSAVE_PAGE_i. *) 
For each XSAVE state i defined by (SECS.ATTRIBUTES.XFRM[i] = 1, destination address cached in 
CR_XSAVE_PAGE_i) 

SSA.XSAVE.i := XSAVE_STATE_i; 


(* Clear bytes 8 to 23 of XSAVE_HEADER, i.e. the next 16 bytes after XHEADER_BV *) 
CR_XSAVE_PAGE_0.XHEADER_BV[191:64] := 0; 
(* Clear bits in XHEADER_BV[63:0] that are not enabled in ATTRIBUTES. XFRM *) 
CR_XSAVE_PAGE_0.XHEADER_BV[63:0] := 
CR_XSAVE_PAGE_0.XHEADER_BV[63:0] & SECS(CR_ACTIVE_SECS).ATTRIBUTES.XFRM; 
Apply synthetic state to GPRs, RFLAGS, extended features, etc. 
(* Restore the RSP and RBP from the current SSA frame's GPR area using the physical address 
that was determined and cached at enclave entry time with CR_GPR_PA. *) 


RSP := CR_GPR_PA.URSP; 
RBP := CR_GPR_PA.URBP; 
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(* Restore the FS and GS *) 

FS.selector := CR_SAVE_FS.selector; 

FS.base := CR_SAVE_FS.base; 

FS.limit := CR_SAVE_FS. limit; 

FS.access_rights := CR_SAVE_FS.access_rights; 
GS.selector := CR_SAVE_GS.selector; 

GS.base := CR_SAVE_GS.base; 

GS.limit := CR_SAVE_GS.limit; 

GS.access_rights := CR_SAVE_GS.access_rights; 


(* Examine exception code and update enclave internal states*) 
exception_code := Exception or interrupt vector; 


(* Indicate the exit reason in SSA *) 
IF (exception_code = (#DE OR #DB OR #BP OR #BR OR #UD OR #MF OR #AC OR #XM )) 
THEN 
CR_GPR_PA.EXITINFO.VECTOR := exception_code; 
IF (exception code = #BP) 
THEN CR_GPR_PA.EXITINFO.EXIT_TYPE := 6; 
ELSE CR_GPR_PA.EXITINFO.EXIT_TYPE := 3; 
FI; 
CR_GPR_PA.EXITINFO.VALID := 1; 
ELSE IF (exception_code is #PF or #GP ) 
THEN 
(* Check SECS.MISCSELECT using CR_ACTIVE_SECS *) 
IF (SECS.MISCSELECT[0O] is set) 
THEN 
CR_GPR_PA.EXITINFO.VECTOR := exception_code; 
CR_GPR_PA.EXITINFO.EXIT_TYPE := 3; 
IF (exception_code is #PF) 
THEN 
SSA.MISC.EXINFO. MADDR := CR2; 
SSA.MISC.EXINFO.ERRCD := PFEC; 
SSA.MISC.EXINFO.RESERVED := 0; 
ELSE 
SSA.MISC.EXINFO. MADDR := 0; 
SSA.MISC.EXINFO.ERRCD := GPEC; 
SSA.MISC.EXINFO.RESERVED := 0; 
FI; 
CR_GPR_PA.EXITINFO.VALID := 1; 
ELSE IF (exception code is #CP) 
THEN 
IF (SECS.MISCSELECT[1] is set) 
THEN 
CR_GPR_PA.EXITINFO.VECTOR := exception_code; 
CR_GPR_PA.EXITINFO.EXIT_TYPE := 3; 
CR_GPR_PA.EXITINFO.VALID := 1; 
SSA.MISC.EXINFO. MADDR := 0; 
SSA.MISC.EXINFO.ERRCD := CPEC; 
SSA.MISC.EXINFO.RESERVED := 0; 
FI; 
FI; 
ELSE 


35-6 Vol. 3D 


ENCLAVE EXITING EVENTS 


CR_GPR_PA.EXITINFO.VECTOR := 0; 
CR_GPR_PA.EXITINFO.EXIT_TYPE := 0 
CR_GPR_PA.REASON.VALID := 0; 

FI; 


(* Execution will resume at the AEP *) 
RIP := CR_TCS_PA.AEP; 


(* Set EAX to the ERESUME leaf index *) 
EAX := 3; 


(* Put the TCS LA into RBX for later use by ERESUME *) 
RBX := CR_TCS_LA; 


(* Put the AEP into RCX for later use by ERESUME *) 
RCX := CR_TCS_PA.AEP; 


(* Increment the SSA frame # *) 
CR_TCS_PA.CSSA := CR_TCS_PA.CSSA + 1; 


(* Restore XCRO if needed *) 
IF (CR4.0SXSAVE = 1) 
THEN XCRO := CR_SAVE_XCRO; FI; 


Un-suppress all code breakpoints that are outside ELRANGE 


IF (CPUID.(EAX=12H, ECX=1):EAX[6]= 1) 
THEN 
IF (CR4.CET == 1 AND IA32_U_CET.SH_STK_EN == 1) 
THEN 
CR_CET_SAVE_AREA_PA.SSP := SSP; 
CR_TCS_PA.PREVSSP := SSP; 
FI; 
IF (CR4.CET == 1 AND IA32_U_CET.ENDBR_EN == 1) 
THEN 
CR_CET_SAVE_AREA_PA.TRACKER := IA32_U_CET.TRACKER; 
CR_CET_SAVE_AREA_PA.SUPPRESS := IA32_U_CET.SUPPRESS; 
FI; 
FI; 
IF ((CPUID.(EAX=7H, ECX=0):EDX[CET_IBT] = 1) OR (CPUID.(EAX=7H, ECX=0):ECX[CET_SS] = 1) 
THEN 
(* restore enclosing applications CET state *) 
IA32_U_CET := CR_SAVE_IA32_U_CET; 


IF (CPUID.(EAX=7, ECX=0):ECX[CET_SS]) 
SSP := CR_SAVE_SSP; FI; 


(* If indirect branch tracking enabled for enclosing application *) 
(* then move the tracker to wait_for_endbranch *) 
IF (CR4.CET == 1 AND IA32_U_CET.ENDBR_EN == 1) 
THEN 
IA32_U_CET.TRACKER := WAIT_FOR_ENDBRANCH; 
IA32_U_CET.SUPPRESS := 0; 
FI; 
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FI; 


(* Update the thread context to show not in enclave mode *) 
CR_ENCLAVE_MODE := 0; 


(* Assure consistent translations. *) 
Flush linear context including TLBs and paging-structure caches 


IF (CR_DBGOPTIN = 0) 
THEN 
Un-suppress all breakpoints that overlap ELRANGE 
(* Clear suppressed breakpoint matches *) 
Restore suppressed breakpoint matches 
(* Restore TF *) 
RFLAGS.TF := CR_SAVE_TF; 
Un-suppress monitor trap flag; 
Un-suppress branch recording facilities; 
Un-suppress all suppressed performance monitoring activity; 
Promote any sibling-thread counters that were demoted from AnyThread to MyThread during enclave 
entry back to AnyThread; 
FI; 


IF the “monitor trap flag” VM-execution control is 1 
THEN Pend MTF VM Exit at the end of exit; FI; 


(* Clear low 12 bits of CR2 on #PF *) 
IF (Exception code is #PF) 
THEN CR2 := CR2 & ~OxFFF; FI; 


(* end_of_flow *) 


(* Execution continues with normal event processing. *) 
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CHAPTER 36 


INTEL® SGX INSTRUCTION REFERENCES 


This chapter describes the supervisor and user level instructions provided by Intel® Software Guard Extensions 
(Intel® SGX). In general, various functionality is encoded as leaf functions within the ENCLS (supervisor), ENCLU 
(user), and the ENCLV (virtualization operation) instruction mnemonics. Different leaf functions are encoded by 
specifying an input value in the EAX register of the respective instruction mnemonic. 


36.1 


INTEL® SGX INSTRUCTION SYNTAX AND OPERATION 


ENCLS, ENCLU and ENCLV instruction mnemonics for all leaf functions are covered in this section. 


For all instructions, the value of CS.D is ignored; addresses and operands are 64 bits in 64-bit mode and are other- 
wise 32 bits. Aside from EAX specifying the leaf number as input, each instruction leaf may require all or some 

subset of the RBX/RCX/RDxX as input parameters. Some leaf functions may return data or status information in one 
or more of the general purpose registers. 


36.1.1 


ENCLS Register Usage Summary 


Table 36-1 summarizes the implicit register usage of supervisor mode enclave instructions. 


Table 36-1. Register Usage of Privileged Enclave Instruction Leaf Functions 


Instr. Leaf EAX RBX RCX RDX 

ECREATE OOH (In) PAGEINFO (In, EA) EPCPAGE (In, EA) 

EADD 01H (In) PAGEINFO (In, EA) EPCPAGE (In, EA) 

EINIT O2H (In) SIGSTRUCT (In, EA) SECS (In, EA) EINITTOKEN (In, EA) 
EREMOVE O3H (In) EPCPAGE (In, EA) 

EDBGRD O4H (In) Result Data (Out) EPCPAGE (In, EA) 

EDBGWR OSH (In) Source Data (In) EPCPAGE (In, EA) 

EEXTEND O6H (In) SECS (In, EA) EPCPAGE (In, EA) 

ELDB O7H (In) PAGEINFO (In, EA) EPCPAGE (In, EA) VERSION (In, EA) 
ELDU OSH (In) PAGEINFO (In, EA) EPCPAGE (In, EA) VERSION (In, EA) 
EBLOCK OSH (In) EPCPAGE (In, EA) 

EPA OAH (In) PT_VA (In) EPCPAGE (In, EA) 

EWB OBH (In) PAGEINFO (In, EA) EPCPAGE (In, EA) VERSION (In, EA) 
ETRACK OCH (In) EPCPAGE (In, EA) 

EAUG ODH (In) PAGEINFO (In, EA) EPCPAGE (In, EA) 

EMODPR OEH (In) SECINFO (In, EA) EPCPAGE (In, EA) 

EMODT OFH (In) SECINFO (In, EA) EPCPAGE (In, EA) 

ERDINFO 010H (In) RDINFO (In, EA*) EPCPAGE (In, EA) 

ETRACKC 011H (In) EPCPAGE (In, EA) 

ELDBC 012H (In) PAGEINFO (In, EA*) EPCPAGE (In, EA) VERSION (In, EA) 
ELDUC 013H (In) PAGEINFO (In, EA*) EPCPAGE (In, EA) VERSION (In, EA) 
EA: Effective Address 
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36.1.2 ENCLU Register Usage Summary 


Table 36-2 summarizes the implicit register usage of user mode enclave instructions. 


Table 36-2. Register Usage of Unprivileged Enclave Instruction Leaf Functions 


Instr. Leaf EAX RBX RCX RDX 
EREPORT OOH (In) TARGETINFO (In, EA) REPORTDATA (In, EA) OUTPUTDATA (In, EA) 
EGETKEY 01H (In) KEYREQUEST (In, EA) KEY (In, EA) 
EENTER O2H (In) TCS (In, EA) AEP (In, EA) 
RBX.CSSA (Out) Return (Out, EA) 
ERESUME O3H (In) TCS (In, EA) AEP (In, EA) 
EEXIT O4H (In) Target (In, EA) Current AEP (Out) 
EACCEPT OSH (In) SECINFO (In, EA) EPCPAGE (In, EA) 
EMODPE OGH (In) SECINFO (In, EA) EPCPAGE (In, EA) 
EACCEPTCOPY | 07H (In) SECINFO (In, EA) EPCPAGE (In, EA) EPCPAGE (In, EA) 
EA: Effective Address 


36.1.3. ENCLV Register Usage Summary 


Table 36-3 summarizes the implicit register usage of virtualization operation enclave instructions. 


Table 36-3. Register Usage of Virtualization Operation Enclave Instruction Leaf Functions 


Instr. Leaf EAX RBX RCX RDX 

EDECVIRTCHILD | OOH (In) EPCPAGE (In, EA) SECS (In, EA) 

EINCVIRTCHILD | 01H (In) EPCPAGE (In, EA) SECS (In, EA) 

ESETCONTEXT | 02H (In) EPCPAGE (In, EA) Context Value (In, EA) 
EA: Effective Address 


36.1.4 Information and Error Codes 


Information and error codes are reported by various instruction leaf functions to show an abnormal termination of 
the instruction or provide information which may be useful to the developer. Table 36-4 shows the various codes 
and the instruction which generated the code. Details of the meaning of the code is provided in the individual 
instruction. 


Table 36-4. Error or Information Codes for Intel® SGX Instructions 


Name Value Returned By 

No Error 0 

SGX_INVALID_SIG_STRUCT 1 EINIT 

SGX_INVALID_ATTRIBUTE 2 EINIT, EGETKEY 

SGX_BLKSTATE 3 EBLOCK 

SGX_INVALID_MEASUREMENT 4 EINIT 

SGX_NOTBLOCKABLE 5 EBLOCK 

SGX_PG_INVLD 6 EBLOCK, ERDINFO, ETRACKC 

SGX_EPC_PAGE_CONFLICT 7 EBLOCK, EMODPR, EMODT, ERDINFO , EDECVIRTCHILD, EINCVIRTCHILD, ELDBC, 
ELDUC, ESETCONTEXT, ETRACKC 
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Table 36-4. Error or Information Codes for Intel® SGX Instructions 


Name Value Returned By 
SGX_INVALID_SIGNATURE 8 EINIT 
SGX_MAC_COMPARE_FAIL 9 ELDB, ELDU, ELDBC, ELDUC 
SGX_PAGE_NOT_BLOCKED 10 EWB 
SGX_NOT_TRACKED 11 EWB, EACCEPT 
SGX_VA_SLOT_OCCUPIED 12 EWB 
SGX_CHILD_PRESENT 13 EWB, EREMOVE 
SGX_ENCLAVE_ACT 14 EREMOVE 
SGX_ENTRYEPOCH_LOCKED 15 EBLOCK 
SGX_INVALID_EINITTOKEN 16 EINIT 
SGX_PREV_TRK_INCMPL 17 ETRACK, ETRACKC 
SGX_PG_IS_SECS 18 EBLOCK 
SGX_PAGE_ATTRIBUTES_MISMATCH | 19 EACCEPT, EACCEPTCOPY 
SGX_PAGE_NOT_MODIFIABLE 20 EMODPR, EMODT 
SGX_PAGE_NOT_DEBUGGABLE 21 EDBGRD, EDBGWR 
SGX_INVALID_COUNTER 25 EDECVIRTCHILD 
SGX_PG_NONEPC 26 ERDINFO 
SGX_TRACK_NOT_REQUIRED 27 ETRACKC 
SGX_INVALID_CPUSVN 32 EINIT, EGETKEY 
SGX_INVALID_ISVSVN 64 EGETKEY 
SGX_UNMASKED_EVENT 128 EINIT 
SGX_INVALID_KEYNAME 256 EGETKEY 


36.1.5 Internal CREGs 


The CREGs as shown in Table 5-4 are hardware specific registers used in this document to indicate values kept by 
the processor. These values are used while executing in enclave mode or while executing an Intel SGX instruction. 
These registers are not software visible and are implementation specific. The values in Table 36-5 appear at various 
places in the pseudo-code of this document. They are used to enhance understanding of the operations. 


Table 36-5. List of Internal CREG 


Name Size (Bits) Scope 
CR_ENCLAVE_MODE 1 LP 
CR_DBGOPTIN 1 LP 
CR_TCS_LA 64 LP 
CR_TCS_PA 64 LP 
CR_ACTIVE_SECS 64 LP 
CR_ELRANGE 128 LP 
CR_SAVE_TF 1 LP 
CR_SAVE_FS 64 LP 
CR_GPR_PA 64 LP 
CR_XSAVE_PAGE_n 64 LP 
CR_SAVE_DR7 64 LP 
CR_SAVE_PERF_GLOBAL_CTRL 64 LP 
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Table 36-5. List of Internal CREG 


Name Size (Bits) Scope 
CR_SAVE_DEBUGCTL 64 LP 
CR_SAVE_PEBS_ENABLE 64 LP 
CR_CPUSVN 128 PACKAGE 
CR_SGXOWNEREPOCH 128 PACKAGE 
CR_SAVE_XCRO 64 LP 
CR_SGX_ATTRIBUTES_MASK 128 LP 
CR_PAGING_VERSION 64 PACKAGE 
CR_VERSION_THRESHOLD 64 PACKAGE 
CR_NEXT_EID 64 PACKAGE 
CR_BASE_PK 128 PACKAGE 
CR_SEAL_FUSES 128 PACKAGE 
CR_CET_SAVE_AREA_PA 64 LP 
CR_ENCLAVE_SS_TOKEN_PA 64 LP 
CR_SAVE_IA32_U_CET 64 LP 
CR_SAVE_SSP 64 LP 


36.1.6 Concurrent Operation Restrictions 


Under certain conditions, Intel SGX disallows certain leaf functions from operating concurrently. Listed below are 
some examples of concurrency that are not allowed. 


¢ For example, Intel SGX disallows the following leafs to concurrently operate on the same EPC page. 


— ECREATE, EADD, and EREMOVE are not allowed to operate on the same EPC page concurrently with 
themselves. 


— EADD, EEXTEND, and EINIT leaves are not allowed to operate on the same SECS concurrently. 
¢ Intel SGX disallows the EREMOVE leaf from removing pages from an enclave that is in use. 


¢ Intel SGX disallows entry (EENTER and ERESUME) to an enclave while a page from that enclave is being 
removed. 


When disallowed operation is detected, a leaf function may do one of the following: 
¢ Return an SGX_EPC_PAGE_CONFLICT error code in RAX. 
* Cause a #GP(0) exception. 


To prevent such exceptions, software must serialize leaf functions or prevent these leaf functions from accessing 
the same EPC page. 


36.1.6.1 Concurrency Tables of Intel® SGX Instructions 


The tables below detail the concurrent operation restrictions of all SGX leaf functions. For each leaf function, the 
table has a separate line for each of the EPC pages the leaf function accesses. 


For each such EPC page, the base concurrency requirements are detailed as follows: 


° Exclusive Access means that no other leaf function that requires either shared or exclusive access to the 
same EPC page may be executed concurrently. For example, EADD requires an exclusive access to the target 
page it accesses. 


¢ Shared Access means that no other leaf function that requires an exclusive access to the same EPC page may 
be executed concurrently. Other leaf functions that require shared access may run concurrently. For example, 
EADD requires a shared access to the SECS page it accesses. 
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¢ Concurrent Access means that any other leaf function that requires any access to the same EPC page may be 
executed concurrently. For example, EGETKEY has no concurrency requirements for the KEYREQUEST page. 


In addition to the base concurrency requirements, additional concurrency requirements are listed, which apply 
only to specific sets of leaf functions. For example, there are additional requirements that apply for EADD, EXTEND 
and EINIT. EADD and EEXTEND can't execute concurrently on the same SECS page. 


The tables also detail the leaf function's behavior when a conflict happens, i.e., a concurrency requirement is not 
met. In this case, the leaf function may return an SGX_EPC_PAGE_CONFLICT error code in RAX, or it may cause an 
exception. In addition, the tables detail those conflicts where a VM Exit may be triggered, and list the Exit Qualifi- 
cation code that is provided in such cases. 


Table 36-6. Base Concurrency Restrictions 


Base Concurrency Restrictions 
wile eee Access On Conflict ration 
EACCEPT Target [DS:RCX] Shared #GP 
SECINFO [DS:RBX] Concurrent 
EACCEPTCOPY Target [DS:RCX] Concurrent 
Source [DS:RDX] Concurrent 
SECINFO [DS:RBX] Concurrent 
[EADD —S*(Y| Target ~=3—S—~C«<CS(DSRCX]~—~Cté«‘C«s«C«*YCUEXClive’”«3F}) Ss VG) =——~S~S~S*=é«~CERC_PAAGE_CONFLICT_EXCEPTION | 
SECS [DS:RBX]PAGEINFO. | Shared #GP 
SECS 
EAUG Target [DS:RCX] Exclusive #GP EPC_PAGE_CONFLICT_EXCEPTION 
SECS [DS:RBX]PAGEINFO. | Shared #GP 
SECS 
EBLOCK Target [DS:RCX] Shared SGX_EPC_PAGE 
_CONFLICT 
[ECREATE —*«([SECS-~—<sé‘isé~dY(SRCXY”~O~*~‘;‘;S;*C‘*CExclusive’:«=3OF})©) sf #GP)=——S~*~=«~rCERC_PAAGE_CONFLICT_EXCCEPTIION | 
EDBGRD Target [DS:RCX] Shared #GP 
EDBGWR Target [DS:RCX] Shared #GP 
EDECVIRTCHILD | Target [DS:RBX] Shared SGX_EPC_PAGE 
_CONFLICT 
SECS [DS:RCX] Concurrent 
EENTERTCS SECS [DS:RBX] Shared #GP 
EEXIT Concurrent 
EEXTEND Target [DS:RCX] Shared #GP 
SECS [DS:RBX] Concurrent 
EGETKEY KEYREQUEST | [DS:RBX] Concurrent 
OUTPUTDATA | [DS:RCX] Concurrent 
EINCVIRTCHILD | Target [DS:RBX] Shared SGX_EPC_PAGE 
_CONFLICT 
SECS [DS:RCX] Concurrent 
EINIT SECS [DS:RCX] Shared #GP 
ELDB/ELDU Target [DS:RCX] Exclusive #GP EPC_PAGE_CONFLICT_EXCEPTION 
[VA ~—~—SdY([DS‘RDX]—“‘<‘(<rdSSHareds=~=—=—~~SCOHOPté“~;‘<~dS*é‘(‘(((NSSNNCOO NY 
SECS [DS:RBX]PAGEINFO. | Shared #GP 
SECS 
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Table 36-6. Base Concurrency Restrictions 


Base Concurrency Restrictions 
veal Parameter Access On Conflict Se nic ctlon Exit 
EDLBC/ELDUC Target [DS:RCX] Exclusive SGX_EPC_PAGE | EPC_PAGE_CONFLICT_ERROR 
_CONFLICT 
VA [DS:RDX] Shared SGX_EPC_PAGE 
_CONFLICT 
SECS [DS:RBX]PAGEINFO. | Shared SGX_EPC_PAGE 
SECS _CONFLICT 
EMODPE Target [DS:RCX] Concurrent 
SECINFO [DS:RBX] Concurrent 
EMODPR Target [DS:RCX] Shared #GP 
EMODT Target [DS:RCX] Exclusive SGX_EPC_PAGE | EPC_PAGE_CONFLICT_ERROR 
_CONFLICT 
EPA VA [DS:RCX] Exclusive #GP EPC_PAGE_CONFLICT_EXCEPTION 
ERDINFO Target [DS:RCX] Shared SGX_EPC_PAGE 
_CONFLICT 
EREMOVE Target [DS:RCX] Exclusive #GP EPC_PAGE_CONFLICT_EXCEPTION 
EREPORT TARGETINFO [DS:RBX] Concurrent 
REPORTDATA _ | [DS:RCX] Concurrent 
OUTPUTDATA | [DS:RDX] Concurrent 
ERESUME TCS [DS:RBX] Shared #GP 
ESETCONTEXT | SECS [DS:RCX] Shared SGX_EPC_PAGE 
_CONFLICT 
ETRACK SECS [DS:RCX] Shared #GP 
ETRACKC Target [DS:RCX] Shared SGX_EPC_PAGE 
_CONFLICT 
SECS Implicit Concurrent 
EWB Source [DS:RCX] Exclusive #GP EPC_PAGE_CONFLICT_EXCEPTION 
VA [DS:RDX] Shared #GP 
Table 36-7. Additional Concurrency Restrictions 
Additional Concurrency Restrictions 
vs. EACCEPT, 
Leaf Parameter eMoore ODER: “ ee NSHETRACK TRAE 
EMODT 
a catia BECESS conti RELESS a aick 
EACCEPT Target [DS:RCX] Exclusive #GP Concurrent Concurrent 
SECINFO [DS:RBX] Concurrent Concurrent Concurrent 
EACCEPTCOPY | Target [DS:RCX] Exclusive #GP Concurrent Concurrent 
Source [DS:RDX] Concurrent Concurrent Concurrent 
SECINFO [DS:RBX] Concurrent Concurrent Concurrent 
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Table 36-7. Additional Concurrency Restrictions 


Additional Concurrency Restrictions 
vs. EACCEPT, 
Leaf Parameter aobpe. eNobEn "° re Poe here a inene 
EMODT 
EEESS soatiek REEESS cunt AREESS entice 
EADD Target [DS:RCX] Concurrent Concurrent Concurrent 
SECS [DS:RBX]PAGEINFO. | Concurrent Exclusive #OP Concurrent 
SECS 
EAUG Target [DS:RCX] Concurrent Concurrent Concurrent 
SECS [DS:RBX]PAGEINFO. | Concurrent Concurrent Concurrent 
SECS 
EBLOCK Target [DS:RCX] Concurrent Concurrent Concurrent 
ECREATE SECS [DS:RCX] Concurrent Concurrent Concurrent 
EDBGRD Target [DS:RCX] Concurrent Concurrent Concurrent 
EDBGWR Target [DS:RCX] Concurrent Concurrent Concurrent 
EDECVIRTCHILD | Target [DS:RBX] Concurrent Concurrent Concurrent 
SECS [DS:RCX] Concurrent Concurrent Concurrent 
EENTERTCS SECS [DS:RBX] Concurrent Concurrent Concurrent 
EEXIT Concurrent Concurrent Concurrent 
EEXTEND Target [DS:RCX] Concurrent Concurrent Concurrent 
SECS [DS:RBX] Concurrent Exclusive #OP Concurrent 
EGETKEY KEYREQUEST | [DS:RBX] Concurrent Concurrent Concurrent 
OUTPUTDATA | [DS:RCX] Concurrent Concurrent Concurrent 
EINCVIRTCHILD | Target [DS:RBX] Concurrent Concurrent Concurrent 
SECS [DS:RCX] Concurrent Concurrent Concurrent 
EINIT SECS [DS:RCX] Concurrent Exclusive #OP Concurrent 
ELDB/ELDU Target [DS:RCX] Concurrent Concurrent Concurrent 
VA [DS:RDX] Concurrent Concurrent Concurrent 
SECS [DS:RBX]PAGEINFO. | Concurrent Concurrent Concurrent 
SECS 
EDLBC/ELDUC Target [DS:RCX] Concurrent Concurrent Concurrent 
VA [DS:RDX] Concurrent Concurrent Concurrent 
SECS [DS:RBX]PAGEINFO. | Concurrent Concurrent Concurrent 
SECS 
EMODPE Target [DS:RCX] Exclusive #GP Concurrent Concurrent 
SECINFO [DS:RBX] Concurrent Concurrent Concurrent 
EMODPR Target [DS:RCX] Exclusive SGX_EPC_ | Concurrent Concurrent 
PAGE_CON 
FLICT 
EMODT Target [DS:RCX] Exclusive SGX_EPC_ | Concurrent Concurrent 
PAGE_CON 
FLICT 
EPA VA [DS:RCX] Concurrent Concurrent Concurrent 
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Table 36-7. Additional Concurrency Restrictions 


Additional Concurrency Restrictions 
vs. EACCEPT, 
Leaf Parameter SMOBRE) SHODER: = eae Ms ETRAGH ETRAERE 
EMODT 
AIEESS sai maces ral BECESS eatiet 
ERDINFO Target [DS:RCX] Concurrent Concurrent Concurrent 
EREMOVE Target [DS:RCX] Concurrent Concurrent Concurrent 
EREPORT TARGETINFO | [DS:RBX] Concurrent Concurrent Concurrent 
REPORTDATA | [DS:RCX] Concurrent Concurrent Concurrent 
OUTPUTDATA | [DS:RDX] Concurrent Concurrent Concurrent 
ERESUME TCS [DS:RBX] Concurrent Concurrent Concurrent 
ESETCONTEXT | SECS [DS:RCX] Concurrent Concurrent Concurrent 
ETRACK SECS [DS:RCX] Concurrent Concurrent Exclusive SGX_EPC_ 
PAGE_CO 
NFLICT! 
ETRACKC Target [DS:RCX] Concurrent Concurrent Concurrent 
SECS Implicit Concurrent Concurrent Exclusive SGX_EPC_ 
PAGE_CO 
NFLICT! 
EWB Source [DS:RCX] Concurrent Concurrent Concurrent 
VA [DS:RDX] Concurrent Concurrent Concurrent 
NOTES: 


1. SGX_CONFLICT VM Exit Qualification =TRACKING_RESOURCE_CONFLICT. 


36.2 
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ENCLS—Execute an Enclave System Function of Specified Leaf Number 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 
NP OF 01 CF ZO VV NA This instruction is used to execute privileged Intel SGX leaf func- 
ENCLS tions that are used for managing and debugging the enclaves. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Implicit Register Operands 
ZO NA NA NA See Section 36.3 
Description 


The ENCLS instruction invokes the specified privileged Intel SGX leaf function for managing and debugging 
enclaves. Software specifies the leaf function by setting the appropriate value in the register EAX as input. The 
registers RBX, RCX, and RDX have leaf-specific purpose, and may act as input, as output, or may be unused. In 64- 
bit mode, the instruction ignores upper 32 bits of the RAX register. 

The ENCLS instruction produces an invalid-opcode exception (#UD) if CRO.PE = 0 or RFLAGS.VM = 1, or if itis 
executed in system-management mode (SMM). Additionally, any attempt to execute the instruction when CPL > 0 
results in #UD. The instruction produces a general-protection exception (#GP) if CRO.PG = 0 or if an attempt is 
made to invoke an undefined leaf function. 

In VMX non-root operation, execution of ENCLS may cause a VM exit if the “enable ENCLS exiting” VM-execution 
control is 1. In this case, execution of individual leaf functions of ENCLS is governed by the ENCLS-exiting bitmap 
field in the VMCS. Each bit in that field corresponds to the index of an ENCLS leaf function (as provided in EAX). 
Software in VMX root operation can thus intercept the invocation of various ENCLS leaf functions in VMX non-root 
operation by setting the “enable ENCLS exiting” VM-execution control and setting the corresponding bits in the 
ENCLS-exiting bitmap. 

Addresses and operands are 32 bits outside 64-bit mode (IA32_EFER.LMA = 0 || CS.L = 0) and are 64 bits in 64- 
bit mode (IA32_EFER.LMA = 1 || CS.L = 1). CS.D value has no impact on address calculation. The DS segment is 
used to create linear addresses. 


Segment override prefixes and address-size override prefixes are ignored, and is the REX prefix in 64-bit mode. 


Operation 


IF TSX_ACTIVE 
THEN GOTO TSX_ABORT_PROCESSING; FI; 


IF CRO.PE = 0 or RFLAGS.VM = 1 or in SMM or CPUID.SGX_LEAF.O:EAX.SE1 = 0 
THEN #UD; Fl; 


IF (CPL > 0) 
THEN #UD; Fl; 


IF in VMX non-root operation and the “enable ENCLS exiting” VM-execution control is 1 


THEN 
IF EAX < 63 and ENCLS_exiting_bitmap[EAX] = 1 or EAX> 62 and ENCLS_exiting_bitmap[63] = 1 
THEN VM exit; 
Fl; 


Fl; 
IF IA32_FEATURE_CONTROL.LOCK = O or IA32_FEATURE_CONTROL.SGX_ENABLE = 0 
THEN #GP(0); Fl; 


IF (EAX is an invalid leaf number) 
THEN #GP(0); Fl; 
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IF CRO.PG = 0 
THEN #GP(0); Fl; 


(* DS must not be an expanded down segment *) 
IF not in 64-bit mode and DS.Type is expand-down data 
THEN #GP(0); Fl; 


Jump to leaf specific flow 


Flags Affected 
See individual leaf functions 


Protected Mode Exceptions 

#UD If any of the LOCK/66H/REP/VEX prefixes are used. 
If current privilege level is not 0. 
If CPUID.(EAX=12H,ECX=0):EAX.SGX1 [bit 0] = 0. 
If logical processor is in SMM. 

#GP(0) If IA32_FEATURE_CONTROL.LOCK = 0. 
If IA32_FEATURE_CONTROL.SGX_ENABLE = 0. 
If input value in EAX encodes an unsupported leaf. 
If data segment expand down. 
If CRO.PG=0. 


Real-Address Mode Exceptions 
#UD ENCLS is not recognized in real mode. 


Virtual-8086 Mode Exceptions 
#UD ENCLS is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 


64-Bit Mode Exceptions 

#UD If any of the LOCK/66H/REP/VEX prefixes are used. 
If current privilege level is not 0. 
If CPUID.(EAX=12H,ECX=0):EAX.SGX1 [bit 0] = 0. 
If logical processor is in SMM. 

#GP(0) If IA32_FEATURE_CONTROL.LOCK = 0. 
If IA32_FEATURE_CONTROL.SGX_ENABLE = 0. 
If input value in EAX encodes an unsupported leaf. 
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ENCLU—Execute an Enclave User Function of Specified Leaf Number 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 
NP OF 01 D7 ZO VIV NA This instruction is used to execute non-privileged Intel SGX leaf 
ENCLU functions. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Implicit Register Operands 
ZO NA NA NA See Section 36.4 
Description 


The ENCLU instruction invokes the specified non-privileged Intel SGX leaf functions. Software specifies the leaf 
function by setting the appropriate value in the register EAX as input. The registers RBX, RCX, and RDX have leaf- 
specific purpose, and may act as input, as output, or may be unused. In 64-bit mode, the instruction ignores upper 
32 bits of the RAX register. 

The ENCLU instruction produces an invalid-opcode exception (#UD) if CRO.PE = 0 or RFLAGS.VM = 1, or if it is 
executed in system-management mode (SMM). Additionally, any attempt to execute this instruction when CPL < 3 
results in #UD. The instruction produces a general-protection exception (#GP) if either CRO.PG or CRO.NE is 0, or 
if an attempt is made to invoke an undefined leaf function. The ENCLU instruction produces a device not available 
exception (#NM) if CRO.TS = 1. 

Addresses and operands are 32 bits outside 64-bit mode (IA32_EFER.LMA = 0 or CS.L = 0) and are 64 bits in 64- 
bit mode (IA32_EFER.LMA = 1 and CS.L = 1). CS.D value has no impact on address calculation. The DS segment 
is used to create linear addresses. 


Segment override prefixes and address-size override prefixes are ignored, as is the REX prefix in 64-bit mode. 


Operation 


IN_64BIT_MODE := 0; 
IF TSX_ACTIVE 
THEN GOTO TSX_ABORT_PROCESSING; FI; 


(* If enclosing app has CET indirect branch tracking enabled then if it is not ERESUME leaf cause a #CP fault *) 
(* If the ERESUME is not successful it will leave tracker in WAIT_FOR_ENDBRANCH *) 
TRACKER = (CPL == 3) ? IA32_U_CET. TRACKER : IA32_S_CET.TRACKER 
IF EndbranchEnabledAndNotSuppressed(CPL) and TRACKER = WAIT_FOR_ENDBRANCH and 

(EAX != ERESUME or CRO.TS or (in SMM) or (CPUID.SGX_LEAF.0:EAX.SE1 = 0) or (CPL < 3)) 

THEN 
Handle CET State machine violation (* see Section 18.3.6, “Legacy Compatibility Treatment” in the 
Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 1. *) 

Fl; 


IF CRO.PE= 0 or RFLAGS.VM = 1 or in SMM or CPUID.SGX_LEAF.0:EAX.SE1 = 0 
THEN #UD; Fl; 


IF CRO.TS = 1 
THEN #NM; FI; 


IF CPL < 3 
THEN #UD; Fl; 


IF IA32_FEATURE_CONTROL.LOCK = 0 or IA32_FEATURE_CONTROLSGX_ENABLE = 0 
THEN #GP(0); Fl; 
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IF EAX is invalid leaf number 
THEN #GP(0); Fl; 


IF CRO.PG = 0 or CRO.NE = 0 
THEN #GP(0); Fl; 


IN_64BIT_MODE := IA32_EFER.LMA AND CS.L? 1 : 0; 
(* Check not in 16-bit mode and DS is not a 16-bit segment *) 
IF not in 64-bit mode and CS.D = 0 

THEN #GP(0); Fl; 


IF CR_ENCLAVE_MODE = 1 and (EAX = 2 or EAX = 3) (* EENTER or ERESUME *) 
THEN #GP(0); Fl; 


IF CR_ENCLAVE_MODE = 0 and (EAX = 0 or EAX = 1 or EAX = 4 or EAX = 5 or EAX = 6 or EAX = 7) 
(* EREPORT, EGETKEY, EEXIT, EACCEPT, EMODPE, or EACCEPTCOPY *) 
THEN #GP(0); Fl; 


Jump to leaf specific flow 


Flags Affected 
See individual leaf functions 


Protected Mode Exceptions 
#UD If any of the LOCK/66H/REP/VEX prefixes are used. 
If current privilege level is not 3. 
If CPUID.(EAX=12H,ECX=0):EAX.SGX1 [bit 0] = 0. 
If logical processor is in SMM. 
#GP(0) If IA32_FEATURE_CONTROL.LOCK = 0. 
If IA32_FEATURE_CONTROL.SGX_ENABLE = 0. 
If input value in EAX encodes an unsupported leaf. 
If input value in EAX encodes EENTER/ERESUME and ENCLAVE_MODE = 1. 


If input value in EAX encodes EGETKEY/EREPORT/EEXIT/EACCEPT/EACCEPTCOPY/EMODPE 
and ENCLAVE_MODE = 0. 


If operating in 16-bit mode. 

If data segment is in 16-bit mode. 

If CRO.PG = 0 or CRO.NE= 0. 
#NM If CRO.TS = 1. 


Real-Address Mode Exceptions 
#UD ENCLS is not recognized in real mode. 


Virtual-8086 Mode Exceptions 
#UD ENCLS is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 
Same exceptions as in protected mode. 
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64-Bit Mode Exceptions 
#UD If any of the LOCK/66H/REP/VEX prefixes are used. 
If current privilege level is not 3. 
If CPUID.(EAX=12H,ECX=0):EAX.SGX1 [bit 0] = 0. 
If logical processor is in SMM. 
#GP(0) If IA32_FEATURE_CONTROL.LOCK = 0. 
If IA32_FEATURE_CONTROL.SGX_ENABLE = 0. 
If input value in EAX encodes an unsupported leaf. 
If input value in EAX encodes EENTER/ERESUME and ENCLAVE_MODE = 1. 


If input value in EAX encodes EGETKEY/EREPORT/EEXIT/EACCEPT/EACCEPTCOPY/EMODPE 
and ENCLAVE_MODE = 0. 


If CRO.NE= 0. 
#NM If CRO.TS = 1. 
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ENCLV—Execute an Enclave VMM Function of Specified Leaf Number 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
NP OF 01 CO ZO VIN NA This instruction is used to execute privileged SGX leaf functions 
ENCLV that are reserved for VMM use. They are used for managing the 
enclaves. 


Instruction Operand Encoding 


Op/En Operand 1 Operand 2 Operand 3 Implicit Register Operands 
ZO NA NA NA See Section 36.3 
Description 


The ENCLV instruction invokes the virtualization SGX leaf functions for managing enclaves in a virtualized environ- 
ment. Software specifies the leaf function by setting the appropriate value in the register EAX as input. The regis- 
ters RBX, RCX, and RDX have leaf-specific purpose, and may act as input, as output, or may be unused. In non 64- 
bit mode, the instruction ignores upper 32 bits of the RAX register. 

The ENCLV instruction produces an invalid-opcode exception (#UD) if CRO.PE = 0 or RFLAGS.VM = 1, if it is 
executed in system-management mode (SMM), or not in VMX operation. Additionally, any attempt to execute the 
instruction when CPL > 0 results in #UD. The instruction produces a general-protection exception (#GP) if CRO.PG 
= 0 or if an attempt is made to invoke an undefined leaf function. 

Software in VMX root mode of operation can enable execution of the ENCLV instruction in VMX non-root mode by 
setting enable ENCLV execution control in the VMCS. If enable ENCLV execution control in the VMCS is clear, execu- 
tion of the ENCLV instruction in VMX non-root mode results in #UD. 

When execution of ENCLV instruction in VMX non-root mode is enabled, software in VMX root operation can inter- 
cept the invocation of various ENCLV leaf functions in VMX non-root operation by setting the corresponding bits in 
the ENCLV-exiting bitmap. 

Addresses and operands are 32 bits in 32-bit mode (IA32_EFER.LMA == 0 || CS.L == 0) and are 64 bits in 64-bit 
mode (IA32_EFER.LMA == 1 && CS.L == 1). CS.D value has no impact on address calculation. 


Segment override prefixes and address-size override prefixes are ignored, as is the REX prefix in 64-bit mode. 


Operation 


IF TSX_ACTIVE 
THEN GOTO TSX_ABORT_PROCESSING; FI; 


IF CRO.PE = 0 or RFLAGS.VM = 1 or in SMM or CPUID.SGX_LEAF.0:EAX.OSS = 0 
THEN #UD; FI; 


IF not in VMX Operation or (IA32_EFER.LMA = 1 and CS.L = 0) 
THEN #UD; FI; 


IF (CPL > 0) 
THEN #UD; Fl; 


IF in VMX non-root operation 
IF “enable ENCLV exiting” VM-execution control is 1 
THEN 
IF EAX < 63 and ENCLV_exiting_bitmap[EAX] = 1 or EAX> 62 and ENCLV_exiting_bitmap[63] = 1 
THEN VM exit; 
Fl; 
ELSE 
#UD; Fl; 
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Fl; 


IF IA32_FEATURE_CONTROL.LOCK = 0 or IA32_FEATURE_CONTROL.SGX_ENABLE = O 


THEN #GP(0); Fl; 


IF (EAX is an invalid leaf number) 
THEN #GP(0); FI; 


IF CRO.PG = 0 
THEN #GP(0); Fl; 


(* DS must not be an expanded down segment *) 
IF not in 64-bit mode and DS.Type is expand-down data 
THEN #GP(0); Fl; 


Jump to leaf specific flow 


Flags Affected 
See individual leaf functions. 


Protected Mode Exceptions 


#UD If any of the LOCK/66H/REP/VEX prefixes are used. 
If current privilege level is not 0. 
If CPUID.(EAX=12H,ECX=0):EAX.OSS [bit 5] = 0. 
If logical processor is in SMM. 

#GP(0) If IA32_FEATURE_CONTROL.LOCK = 0. 


If IA32_FEATURE_CONTROL.SGX_ENABLE = 0. 

If input value in EAX encodes an unsupported leaf. 
If data segment expand down. 

If CRO.PG=0. 


Real-Address Mode Exceptions 


#UD 


ENCLV is not recognized in real mode. 


Virtual-8086 Mode Exceptions 


#UD 


ENCLV is not recognized in virtual-8086 mode. 


Compatibility Mode Exceptions 


Same exceptions as in protected mode. 


64-Bit Mode Exceptions 


#UD If any of the LOCK/66H/REP/VEX prefixes are used. 
If current privilege level is not 0. 
If CPUID.(EAX=12H,ECX=0):EAX.OSS [bit 5] = 0. 
If logical processor is in SMM. 

#GP(0) If IA32_FEATURE_CONTROL.LOCK = 0. 


If IA32_FEATURE_CONTROL.SGX_ENABLE = 0. 
If input value in EAX encodes an unsupported leaf. 
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36.3. INTEL® SGX SYSTEM LEAF FUNCTION REFERENCE 


Leaf functions available with the ENCLS instruction mnemonic are covered in this section. In general, each instruc- 
tion leaf requires EAX to specify the leaf function index and/or additional implicit registers specifying leaf-specific 
input parameters. An instruction operand encoding table provides details of each implicit register usage and asso- 
ciated input/output semantics. 

In many cases, an input parameter specifies an effective address associated with a memory object inside or outside 
the EPC, the memory addressing semantics of these memory objects are also summarized in a separate table. 
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EADD—Add a Page to an Uninitialized Enclave 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 
EAX = 01H IR VIV SGX1 This leaf function adds a page to an uninitialized enclave. 
ENCLS[EADD] 


Instruction Operand Encoding 


Op/En EAX RBX RCX 
IR EADD (In) Address of a PAGEINFO (In) Address of the destination EPC page (In) 
Description 


This leaf function copies a source page from non-enclave memory into the EPC, associates the EPC page with an 
SECS page residing in the EPC, and stores the linear address and security attributes in EPCM. As part of the asso- 
ciation, the enclave offset and the security attributes are measured and extended into the SECS.MRENCLAVE. This 
instruction can only be executed when current privilege level is 0. 


RBX contains the effective address of a PAGEINFO structure while RCX contains the effective address of an EPC 
page. The table below provides additional information on the memory parameter of EADD leaf function. 


EADD Memory Parameter Semantics 


PAGEINFO PAGEINFO.SECS PAGEINFO.SRCPGE PAGEINFO.SECINFO EPCPAGE 
Read access permitted | Read/Write access permit- | Read access permitted | Read access permitted | Write access permitted 
by Non Enclave ted by Enclave by Non Enclave by Non Enclave by Enclave 


The instruction faults if any of the following: 


EADD Faulting Conditions 


The operands are not properly aligned. Unsupported security attributes are set. 

Refers to an invalid SECS. Reference is made to an SECS that is locked by another thread. 

The EPC page is locked by another thread. RCX does not contain an effective address of an EPC page. 

The EPC page is already valid. If security attributes specifies a TCS and the source page specifies unsupported 
TCS values or fields. 

The SECS has been initialized. The specified enclave offset is outside of the enclave address space. 


Concurrency Restrictions 


Table 36-8. Base Concurrency Restrictions of EADD 


Base Concurrency Restrictions 
Leaf Parameter - ; poe 
Access On Conflict SGX_CONFLICT VM Exit Qualification 
EADD Target [DS:RCX] Exclusive #GP EPC_PAGE_CONFLICT_EXCEPTION 
SECS [DS:RBX]PAGEINFO.SECS Shared #GP 
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Table 36-9. Additional Concurrency Restrictions of EADD 


Additional Concurrency Restrictions 
Leaf Parameter Gone Alans pales vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EADD Target [DS:RCX] Concurrent Concurrent Concurrent 
SECS [DS:RBX]PAGE- | Concurrent Exclusive #GP Concurrent 
INFO.SECS 
Operation 
Temp Variables in EADD Operational Flow 
Name Type Size (bits) | Description 
TMP_SRCPGE Effective Address 32/64 Effective address of the source page. 
TMP_SECS Effective Address 32/64 Effective address of the SECS destination page. 
TMP_SECINFO Effective Address 32/64 Effective address of an SECINFO structure which contains security 
attributes of the page to be added. 
SCRATCH_SECINFO SECINFO 512 Scratch storage for holding the contents of DS:TMP_SECINFO. 
TMP_LINADDR Unsigned Integer 64 Holds the linear address to be stored in the EPCM and used to 
calculate TMP_ENCLAVEOFFSET. 
TMP_ENCLAVEOFFSET Enclave Offset 64 The page displacement from the enclave base address. 
TMPUPDATEFIELD SHA256 Buffer 512 Buffer used to hold data being added to TMP_SECS.MRENCLAVE. 


IF (DS:RBX is not 32Byte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX is not 4KByte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


TMP_SRCPGE := DS:RBX.SRCPGE; 
TMP_SECS := DS:RBX.SECS; 
TMP_SECINFO := DS:RBX.SECINFO; 
TMP_LINADDR := DS:RBX.LINADDR; 


IF (DS:TMP_SRCPGE is not 4KByte aligned or DS:TMP_SECS is not 4KByte aligned or 
DS:TMP_SECINFO is not 64Byte aligned or TMP_LINADDR is not 4KByte aligned) 
THEN #GP(0); Fl; 


IF (DS: TMP_SECS does not resolve within an EPC) 
THEN #PF(DS:TMP_SECS); FI; 


SCRATCH_SECINFO := DS:TMP_SECINFO; 


(* Check for misconfigured SECINFO flags*) 
IF (SCRATCH_SECINFO reserved fields are not zero or 
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| (SCRATCH_SECINFO.FLAGS.PT is PT_REG or SCRATCH_SECINFO.FLAGSPT is PT_TCS or 
(SCRATCH_SECINFO.FLAGSPT is PT_SS_FIRST and CPUID.(EAX=12H, ECX=1):EAX[6] = 1) or 
(SCRATCH_SECINFO.FLAGSPT is PT_SS_REST and CPUID.(EAX=12H, ECX=1):EAX[6] = 1) ) 
THEN #GP(0); Fl; 


(* If PT_SS_FIRST/PT_SS_REST page types are requested then CR4.CET must be 1 *) 
IF ((SCRATCH_SECINFO.FLAGS.PT is PT_SS_FIRST OR 

SCRATCH_SECINFO.FLAGS.PT is PT_SS_REST) AND CR4.CET == 0) 

THEN #GP(0); Fl; 


(* Check the EPC page for concurrency *) 
IF (EPC page is not available for EADD) 


THEN 
IF (<<VMX non-root operation>> AND <<ENABLE_EPC_VIRTUALIZATION_EXTENSIONS> >) 
THEN 
VMCS.Exit_reason := SGX_CONFLICT; 
VMCS.Exit_qualification.code := EPC_PAGE_CONFLICT_EXCEPTION; 
VMCS.Exit_qualification.error := 0; 
VMCS.Guest-physical_address := << translation of DS:RCX produced by paging >>; 
VMCS.Guest-linear_address := DS:RCX; 
Deliver VMEXIT; 
ELSE 
#GP(0); 
Fl; 
Fl; 
IF (EPCM(DS:RCX).VALID # 0) 


THEN #PF(DS:RCX); Fl; 


(* Check the SECS for concurrency *) 
IF (SECS is not available for EADD) 
THEN #GP(0); Fl; 


IF (EPCM(DS:TMP_SECS).VALID = 0 or EPCM(DS:TMP_SECS).PT # PT_SECS) 
THEN #PF(DS:TMP_SECS); FI; 


(* Copy 4KBytes from source page to EPC page”) 
DS:RCX[32767:0] := DS:TMP_SRCPGE[32767:0]; 


CASE (SCRATCH_SECINFO.FLAGS.PT) 


PT_TCS: 
IF (DS:RCX.RESERVED # 0) #GP(0); FI; 
IF ((DS:TMP_SECS.ATTRIBUTES.MODE64BIT = 0) and 
((DS:TCS.FSLIMIT & OFFFH # OFFFH) or (DS:TCS.GSLIMIT & OFFFH # OFFFH) )) #GP(O); FI; 
(* Ensure TCS.PREVSSP is zero *) 
IF (CPUID.(EAX=07H, ECX=00h):ECX[CET_SS] = 1) and (DS:RCX.PREVSSP != 0) #GP(0); FI; 
BREAK; 
PT_REG: 
IF (SCRATCH_SECINFO.FLAGS.W = 1 and SCRATCH_SECINFO.FLAGS.R = 0) #GP(0); FI; 
BREAK; 
PT_SS_FIRST: 
PT_SS_REST: 
(* SS pages cannot created on first or last page of ELRANGE *) 
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IF (TMP_LINADDR = DS:TMP_SECS.BASEADDR or TMP_LINADDR = (DS:TMP_SECS.BASEADDR + DS:TMP_SECS.SIZE - 0x1000) ) 
THEN #GP(0); Fl; 
IF (DS:RCX[4087:0] != 0 ) #GP(0); Fl; 
IF (SCRATCH_SECINFO.FLAGS.PT == PT_SS_FIRST) 
THEN 
(* Check that valid RSTORSSP token exists *) 
IF (DS:RCX[4095:4088] != ((TMP_LINADDR + 0x1000) | DS:TMP_SECS.ATTRIBUTES.MODE64BIT) ) #GP(0); FI; 
(* Check the 8 bytes are zero *) 
IF ( DS:RCX[4095:4088] != 0 ) #GP(0); FI; 
Fl; 
IF (SCRATCH_SECINFO.FLAGS.W = 0 OR SCRATCH_SECINFO.FLAGS.R = 0 OR 
SCRATCH_SECINFO.FLAGS.X = 1) #GP(0); FI; 
BREAK; 
ESAC; 


(* Check the enclave offset is within the enclave linear address space *) 
IF (TMP_LINADDR < DS:TMP_SECS.BASEADDR or TMP_LINADDR 2 DS:TMP_SECS.BASEADDR + DS:TMP_SECS.SIZE) 
THEN #GP(0); Fl; 


(* Check concurrency of measurement resource”) 
IF (Measurement being updated) 
THEN #GP(0); Fl; 


(* Check if the enclave to which the page will be added is already in Initialized state *) 
IF (DS:TMP_SECS already initialized) 
THEN #GP(0); Fl; 


(* For TCS pages, force EPCM.rwx bits to 0 and no debug access *) 
IF (SCRATCH_SECINFO.FLAGS.PT = PT_TCS) 
THEN 

SCRATCH_SECINFO.FLAGS.R := 0; 
SCRATCH_SECINFO.FLAGS.W := 0; 
SCRATCH_SECINFO.FLAGS.X := 0; 
(DS:RCX).FLAGS.DBGOPTIN := 0; // force TCS.FLAGS.DBGOPTIN off 
DS:RCX.CSSA := 0; 
DS:RCX.AEP := 0; 
DS:RCX.STATE := 0; 

Fl; 


(* Add enclave offset and security attributes to MRENCLAVE *) 

TMP_ENCLAVEOFFSET := TMP_LINADDR - DS:TMP_SECS.BASEADDR; 

TMPUPDATEFIELD[63:0] := 0000000044444145H; // “EADD" 

TMPUPDATEFIELD[1 27:64] := TMP_ENCLAVEOFFSET; 

TMPUPDATEFIELD[51 1:128] := SCRATCH_SECINFO[375:0]; // 48 bytes 
DS:TMP_SECS.MRENCLAVE := SHA256UPDATE(DS:TMP_SECS.MRENCLAVE, TMPUPDATEFIELD) 
INC enclave's MRENCLAVE update counter; 


(* Add enclave offset and security attributes to MRENCLAVE *) 
EPCM(DS:RCX).R := SCRATCH_SECINFO.FLAGS.R; 
EPCM(DS:RCX).W := SCRATCH_SECINFO.FLAGS.W; 
EPCM(DS:RCX).X := SCRATCH_SECINFO.FLAGS.X; 
EPCM(DS:RCX).PT := SCRATCH_SECINFO.FLAGS.PT; 
EPCM(DS:RCX).ENCLAVEADDRESS := TMP_LINADDR; 
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(* associate the EPCPAGE with the SECS by storing the SECS identifier of DS:TMP_SECS *) 
Update EPCM(DS:RCX) SECS identifier to reference DS:TMP_SECS identifier; 


(* Set EPCM entry fields *) 
EPCM(DS:RCX).BLOCKED := 0; 
EPCM(DS:RCX).PENDING := 0; 
EPCM(DS:RCX).MODIFIED := 0; 
EPCM(DS:RCX).VALID := 1; 


Flags Affected 
None 


Protected Mode Exceptions 
#GP(0) If a memory operand effective address is outside the DS segment limit. 
If a memory operand is not properly aligned. 
If an enclave memory operand is outside of the EPC. 
If an enclave memory operand is the wrong type. 
If a memory operand is locked. 
If the enclave is initialized. 
If the enclave's MRENCLAVE is locked. 
If the TCS page reserved bits are set. 
If the TCS page PREVSSP field is not zero. 
If the PT_SS_REST or PT_SS_REST page is the first or last page in the enclave. 
If the PT_SS_FIRST or PT_SS_REST page is not initialized correctly. 
#PF(error code) If a page fault occurs in accessing memory operands. 
If the EPC page is valid. 


64-Bit Mode Exceptions 
#GP(0) If a memory operand is non-canonical form. 
If a memory operand is not properly aligned. 
If an enclave memory operand is outside of the EPC. 
If an enclave memory operand is the wrong type. 
If a memory operand is locked. 
If the enclave is initialized. 
If the enclave's MRENCLAVE is locked. 
If the TCS page reserved bits are set. 
If the TCS page PREVSSP field is not zero. 
If the PT_SS_REST or PT_SS_REST page is the first or last page in the enclave. 
If the PT_SS_FIRST or PT_SS_REST page is not initialized correctly. 
#PF(error code) If a page fault occurs in accessing memory operands. 
If the EPC page is valid. 
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EAUG—Add a Page to an Initialized Enclave 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = ODH IR VV SGX2 This leaf function adds a page to an initialized enclave. 
ENCLS[EAUG] 


Instruction Operand Encoding 


Op/En EAX RBX RCX 
IR EAUG (In) Address of a SECINFO (In) Address of the destination EPC page (In) 
Description 


This leaf function zeroes a page of EPC memory, associates the EPC page with an SECS page residing in the EPC, 
and stores the linear address and security attributes in the EPCM. As part of the association, the security attributes 
are configured to prevent access to the EPC page until a corresponding invocation of the EACCEPT leaf or EACCEPT- 
COPY leaf confirms the addition of the new page into the enclave. This instruction can only be executed when 
current privilege level is 0. 


RBX contains the effective address of a PAGEINFO structure while RCX contains the effective address of an EPC 
page. The table below provides additional information on the memory parameter of the EAUG leaf function. 


EAUG Memory Parameter Semantics 
PAGEINFO PAGEINFO.SECS PAGEINFO.SRCPGE PAGEINFO.SECINFO EPCPAGE 


Read access permit- | Read/Write access permit- Read access permitted by | Write access permitted by 
Must be zero 
ted by Non Enclave ted by Enclave Non Enclave Enclave 


The instruction faults if any of the following: 


EAUG Faulting Conditions 


The operands are not properly aligned. Unsupported security attributes are set. 

Refers to an invalid SECS. Reference is made to an SECS that is locked by another thread. 

The EPC page is locked by another thread. RCX does not contain an effective address of an EPC page. 

The EPC page is already valid. The specified enclave offset is outside of the enclave address space. 
The SECS has been initialized. 


Concurrency Restrictions 


Table 36-10. Base Concurrency Restrictions of EAUG 


Base Concurrency Restrictions 
Leaf Parameter - i oe 
Access On Conflict SGX_CONFLICT VM Exit Qualification 
EAUG Target [DS:RCX] Exclusive #GP EPC_PAGE_CONFLICT_EXCEPTION 
SECS [DS:RBX]PAGEINFO.SECS Shared #GP 
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Additional Concurrency Restrictions 
Leaf Parameter OEE Aleta peat vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EAUG Target [DS:RCX] Concurrent Concurrent Concurrent 
SECS [DS:RBX]PAGE- | Concurrent Concurrent Concurrent 
INFO.SECS 
Operation 
Temp Variables in EAUG Operational Flow 
Name Type Size (bits) | Description 
TMP_SECS Effective Address 32/64 Effective address of the SECS destination page. 
TMP_SECINFO Effective Address 32/64 Effective address of an SECINFO structure which contains security 
attributes of the page to be added. 
SCRATCH_SECINFO SECINFO 512 Scratch storage for holding the contents of DS:TMP_SECINFO. 
TMP_LINADDR Unsigned Integer 64 Holds the linear address to be stored in the EPCM and used to 
calculate TMP_ENCLAVEOFFSET. 


IF (DS:RBX is not 32Byte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX is not 4KByte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


TMP_SECS := DS:RBX.SECS; 
TMP_SECINFO := DS:RBX.SECINFO; 
IF (DS:RBX.SECINFO is not 0) 
THEN 
IF (DS:TMP_SECINFO is not 648B aligned) 
THEN #GP(0); Fl; 
Fl; 


TMP_LINADDR := DS:RBX.LINADDR; 


IF (DS:TMP_SECS is not 4KByte aligned or TMP_LINADDR is not 4KByte aligned ) 
THEN #GP(0); Fl; 


IF DS:RBX.SRCPAGE is not 0 
THEN #GP(0); Fl; 


IF (DS:TMP_SECS does not resolve within an EPC) 
THEN #PF(DS:TMP_SECS); FI; 


(* Check the EPC page for concurrency *) 
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IF (EPC page in use) 


THEN 
IF (<<VMX non-root operation> > AND <<ENABLE_EPC_VIRTUALIZATION_EXTENSIONS> >) 
THEN 
VMCS.Exit_reason := SGX_CONFLICT; 
VMCS.Exit_qualification.code := EPC_PAGE_CONFLICT_EXCEPTION; 
VMCS.Exit_qualification.error := 0; 
VMCS.Guest-physical_address := << translation of DS:RCX produced by paging >>; 
VMCS.Guest-linear_address := DS:RCX; 
Deliver VMEXIT; 
ELSE 
#GP(0); 
Fl; 
Fl: 
IF (EPCM(DS:RCX).VALID # 0) 


THEN #PF(DS:RCX); Fl; 


(* copy SECINFO contents into a scratch SECINFO *) 
IF (DS:RBX.SECINFO is 0) 
THEN 
(* allocate and initialize a new scratch SECINFO structure *) 
SCRATCH_SECINFO.PT := PT_REG; 
SCRATCH_SECINFO.LR := 1; 
SCRATCH_SECINFO.W := 1; 
SCRATCH_SECINFO.X := 0; 
<< zero out remaining fields of SCRATCH_SECINFO >> 
ELSE 
(* copy SECINFO contents into scratch SECINFO *) 
SCRATCH_SECINFO := DS:TMP_SECINFO; 
(* check SECINFO flags for misconfiguration *) 
(* reserved flags must be zero *) 
(* SECINFO.FLAGS.PT must either be PT_SS_FIRST, or PT_SS_REST *) 
IF ((SCRATCH_SECINFO reserved fields are not O) or 
CPUID.(EAX=12H, ECX=1):EAX[6] is 0) OR 
(SCRATCH_SECINFO.PT is not PT_SS_FIRST, or PT_SS_REST) OR 
( (SCRATCH_SECINFO.FLAGS.R is 0) OR (SCRATCH_SECINFO.FLAGS.W is 0) OR (SCRATCH_SECINFO.FLAGS.X is 1) ) ) 
THEN #GP(0); Fl; 
FI; 
(* Check if PT_SS_FIRST/PT_SS_REST page types are requested then CR4.CET must be 1 *) 
IF ((SCRATCH_SECINFO.PT is PT_SS_FIRST OR SCRATCH_SECINFO.PT is PT_SS_REST) AND CR4.CET == 0) 
THEN #GP(0); Fl; 


(* Check the SECS for concurrency *) 
IF (SECS is not available for EAUG) 
THEN #GP(0); Fl; 


IF (EPCM(DS:TMP_SECS).VALID = 0 or EPCM(DS:TMP_SECS).PT # PT_SECS) 
THEN #PF(DS:TMP_SECS); FI; 


(* Check if the enclave to which the page will be added is in the Initialized state *) 


IF (DS:TMP_SECS is not initialized) 
THEN #GP(0); Fl; 
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(* Check the enclave offset is within the enclave linear address space *) 
IF ((TMP_LINADDR < DS:TMP_SECS.BASEADDR) or (TMP_LINADDR 2 DS:TMP_SECS.BASEADDR + DS:TMP_SECS.SIZE) ) 
THEN #GP(0); Fl; 


IF ((SCRATCH_SECINFO.PT is PT_SS_FIRST OR SCRATCH_SECINFO.PT is PT_SS_REST) ) 
THEN 

(* SS pages cannot created on first or last page of ELRANGE *) 

IF (TMP_LINADDR == DS:TMP_SECS.BASEADDR OR 

TMP_LINADDR == (DS:TMP_SECS.BASEADDR + DS:TMP_SECS.SIZE - 0x1000) ) 

THEN 
#GP(0); Fl; 

Fl; 


(* Clear the content of EPC page*) 
DS:RCX[32767:0] := 0; 


(* Set EPCM security attributes *) 

EPCM(DS:RCX).R := SCRATCH_SECINFO.FLAGS.R; 
EPCM(DS:RCX).W := SCRATCH_SECINFO.FLAGS.W; 
EPCM(DS:RCX).X := SCRATCH_SECINFO.FLAGS.X; 
EPCM(DS:RCX).PT := SCRATCH_SECINFO.FLAGS.PT; 
EPCM(DS:RCX).ENCLAVEADDRESS := TMP_LINADDR; 
EPCM(DS:RCX).BLOCKED := 0; 
EPCM(DS:RCX).PENDING := 1; 
EPCM(DS:RCX).MODIFIED := 0; 

EPCM(DS:RCX).PR := 0; 


SOOO OOOO 


(* associate the EPCPAGE with the SECS by storing the SECS identifier of DS:TMP_SECS *) 
Update EPCM(DS:RCX) SECS identifier to reference DS:TMP_SECS identifier; 


(* Set EPCM valid fields *) 
EPCM(DS:RCX).VALID := 1; 


Flags Affected 
None 


Protected Mode Exceptions 

#GP(0) If a memory operand effective address is outside the DS segment limit. 
If a memory operand is not properly aligned. 
If a memory operand is locked. 
If the enclave is not initialized. 

#PF(error code) If a page fault occurs in accessing memory operands. 


64-Bit Mode Exceptions 
#GP(0) If a memory operand is non-canonical form. 
If a memory operand is not properly aligned. 
If a memory operand is locked. 
If the enclave is not initialized. 
#PF(error code) If a page fault occurs in accessing memory operands. 
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EBLOCK—Mark a page in EPC as Blocked 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = OSH IR VV SGX1 This leaf function marks a page in the EPC as blocked. 
ENCLS[EBLOCK] 
Instruction Operand Encoding 
Op/En EAX RCX 
IR EBLOCK (In) Return error code (Out) Effective address of the EPC page (In) 
Description 


This leaf function causes an EPC page to be marked as BLOCKED. This instruction can only be executed when 
current privilege level is 0. 


The content of RCX is an effective address of an EPC page. The DS segment is used to create linear address. 
Segment override is not supported. 


An error code is returned in RAX. 


The table below provides additional information on the memory parameter of EBLOCK leaf function. 


EBLOCK Memory Parameter Semantics 


EPCPAGE 


Read/Write access permitted by Enclave 


The error codes are: 


Table 36-12. EBLOCK Return Value in RAX 


No Error 


Error Code (see Table 36-4) 


EBLOCK successful. 


Description 


SGX_BLKSTATE 


Page already blocked. This value is used to indicate to a VMM that the page was already in 
BLOCKED state as a result of EBLOCK and thus will need to be restored to this state when it is 
eventually reloaded (using ELDB). 


SGX_ENTRYEPOCH_LOCKED 


SECS locked for Entry Epoch update. This value indicates that an ETRACK is currently 
executing on the SECS. The EBLOCK should be reattempted. 


SGX_NOTBLOCKABLE 


Page type is not one which can be blocked. 


SGX_PG_INVLD 


SGX_EPC_PAGE_CONFLICT 


Page is not valid and cannot be blocked. 
Page is being written by EADD, EAUG, ECREATE, ELDU/B, EMODT, or EWB. 


Concurrency Restrictions 


Table 36-13. Base Concurrency Restrictions of EBLOCK 
Base Concurrency Restrictions 


Leaf Parameter : ; Teer 
Access On Conflict SGX_CONEFLICT VM Exit Qualification 
EBLOCK Target [DS:RCX] Shared SGX_EPC_PAGE_ 
CONFLICT 
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Table 36-14. Additional Concurrency Restrictions of EBLOCK 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EBLOCK Target [DS:RCX] Concurrent Concurrent Concurrent 
Operation 
Temp Variables in EBLOCK Operational Flow 
Name Type Size (Bits) Description 
TMP_BLKSTATE Integer 64 Page is already blocked. 


IF (DS:RCX is not 4KByte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


RFLAGS.ZF,CF,PF,AF,OF,SF := 0; 
RAX := 0; 


(* Check the EPC page for concurrency”) 
IF (EPC page in use) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_EPC_PAGE_CONFLICT; 
GOTO DONE; 
Fl; 


IF (EPCM(DS:RCX). VALID = 0) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_PG_INVLD; 
GOTO DONE; 
Fl; 


IF ((EPCM(DS:RCX).PT # PT_REG) and (EPCM(DS:RCX).PT # PT_TCS) and (EPCM(DS:RCX).PT # PT_TRIM) 
and EPCM(DS:RCX).PT # PT_SS_FIRST) and (EPCM(DS:RCX).PT # PT_SS_REST)) 
THEN 
RFLAGS.CF := 1; 
IF (EPCM(DS:RCX).PT = PT_SECS) 
THEN RAX := SGX_PG_IS_SECS; 
ELSE RAX := SGX_NOTBLOCKABLE; 
Fl; 
GOTO DONE; 
Fl; 


(* Check if the page is already blocked and report blocked state *) 
TMP_BLKSTATE := EPCM(DS:RCX).BLOCKED; 
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(* at this point, the page must be valid and PT_TCS or PT_REG or PT_TRIM*) 
IF (TMP_BLKSTATE = 1) 
THEN 
RFLAGS.CF := 1; 
RAX := SGX_BLKSTATE; 
ELSE 
EPCM(DS:RCX).BLOCKED := 1 
Fl; 
DONE: 


Flags Affected 


Sets ZF if SECS is in use or invalid, otherwise cleared. Sets CF if page is BLOCKED or not blockable, otherwise 
cleared. Clears PF, AF, OF, SF. 


Protected Mode Exceptions 

#GP(0) If a memory operand effective address is outside the DS segment limit. 
If a memory operand is not properly aligned. 
If the specified EPC resource is in use. 

#PF(error code) If a page fault occurs in accessing memory operands. 
If a memory operand is not an EPC page. 


64-Bit Mode Exceptions 

#GP(0) If a memory operand is non-canonical form. 
If a memory operand is not properly aligned. 
If the specified EPC resource is in use. 

#PF(error code) If a page fault occurs in accessing memory operands. 
If a memory operand is not an EPC page. 
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ECREATE—Create an SECS page in the Enclave Page Cache 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 
EAX = OOH IR VV SGX1 This leaf function begins an enclave build by creating an SECS 
ENCLS[ECREATE] page in EPC. 


Instruction Operand Encoding 


Op/En EAX RBX RCX 
IR ECREATE (In) Address of a PAGEINFO (In) Address of the destination SECS page (In) 
Description 


ENCLS[ECREATE] is the first instruction executed in the enclave build process. ECREATE copies an SECS structure 
outside the EPC into an SECS page inside the EPC. The internal structure of SECS is not accessible to software. 


ECREATE will set up fields in the protected SECS and mark the page as valid inside the EPC. ECREATE initializes or 
checks unused fields. 


Software sets the following fields in the source structure: SECS:BASEADDR, SECS:SIZE in bytes, ATTRIBUTES, 
CONFIGID and CONFIGSVN. SECS:BASEADDR must be naturally aligned on an SECS.SIZE boundary. SECS.SIZE 
must be at least 2 pages (8192). 


The source operand RBX contains an effective address of a PAGEINFO structure. PAGEINFO contains an effective 
address of a source SECS and an effective address of an SECINFO. The SECS field in PAGEINFO is not used. 


The RCX register is the effective address of the destination SECS. It is an address of an empty slot in the EPC. The 
SECS structure must be page aligned. SECINFO flags must specify the page as an SECS page. 


ECREATE Memory Parameter Semantics 


PAGEINFO PAGEINFO.SRCPGE PAGEINFO.SECINFO EPCPAGE 
Read access permitted by | Read access permitted by Read access permitted by Non Write access permitted by 
Non Enclave Non Enclave Enclave Enclave 


ECREATE will fault if the SECS target page is in use; already valid; outside the EPC. It will also fault if addresses are 
not aligned; unused PAGEINFO fields are not zero. 


If the amount of space needed to store the SSA frame is greater than the amount specified in SECS.SSAFRAME- 
SIZE, a #GP(0) results. The amount of space needed for an SSA frame is computed based on 
DS:TMP_SECS.ATTRIBUTES.XFRM size. Details of computing the size can be found Section 37.7. 


Concurrency Restrictions 


Table 36-15. Base Concurrency Restrictions of ECREATE 


Base Concurrency Restrictions 
Leaf Parameter - - —— 
Access On Conflict SGX_CONEFLICT VM Exit Qualification 
ECREATE SECS [DS:RCX] Exclusive #GP EPC_PAGE_CONFLICT_EXCEPTION 
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Table 36-16. Additional Concurrency Restrictions of ECREATE 


Additional Concurrency Restrictions 
Leaf Parameter Gone Alain ane vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
ECREATE | SECS [DS:RCX] Concurrent Concurrent Concurrent 
Operation 
Temp Variables in ECREATE Operational Flow 
Name Type Size (Bits) | Description 
TMP_SRCPGE Effective Address 32/64 Effective address of the SECS source page. 
TMP_SECS Effective Address 32/64 Effective address of the SECS destination page. 
TMP_SECINFO Effective Address 32/64 Effective address of an SECINFO structure which contains security 
attributes of the SECS page to be added. 
TMP_XSIZE SSA Size 64 The size calculation of SSA frame. 
TMP_MISC_SIZE MISC Field Size 64 Size of the selected MISC field components. 
TMPUPDATEFIELD SHA256 Buffer 512 Buffer used to hold data being added to TMP_SECS.MRENCLAVE. 


IF (DS:RBX is not 32Byte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX is not 4KByte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


TMP_SRCPGE := DS:RBX.SRCPGE; 
TMP_SECINFO := DS:RBX.SECINFO; 


IF (DS: TMP_SRCPGE is not 4KByte aligned or DS:TMP_SECINFO is not 64Byte aligned) 
THEN #GP(0); Fl; 


IF (DS:RBX.LINADDR ! = 0 or DS:RBX.SECS # 0) 
THEN #GP(0); Fl; 


(* Check for misconfigured SECINFO flags*) 
IF (DS:TMP_SECINFO reserved fields are not zero or DS:TMP_SECINFO.FLAGS.PT # PT_SECS) 
THEN #GP(0); Fl; 


TMP_SECS := RCX; 


IF (EPC entry in use) 
THEN 
IF (<<VMX non-root operation> > AND <<ENABLE_EPC_VIRTUALIZATION_EXTENSIONS> >) 
THEN 
VMCS.Exit_reason := SGX_CONFLICT; 


36-30 Vol. 3D 


INTEL® SGX INSTRUCTION REFERENCES 


VMCS.Exit_qualification.code := EPC_PAGE_CONFLICT_EXCEPTION; 
VMCS.Exit_qualification.error := 0; 
VMCS.Guest-physical_address := 
<< translation of DS:TMP_SECS produced by paging >>; 

VMCS.Guest-linear_address := DS:TMP_SECS; 

Deliver VMEXIT; 

ELSE 
#GP(0); 

Fl; 
Fl; 


IF (EPC entry in use) 
THEN #GP(0); Fl; 


IF (EPCM(DS:RCX).VALID = 1) 
THEN #PF(DS:RCX); Fl; 


(* Copy 4KBytes from source page to EPC page”) 
DS:RCX[32767:0] := DS:TMP_SRCPGE[32767:0]; 


(* Check lower 2 bits of XFRM are set *) 
IF (( DS:TMP_SECS.ATTRIBUTES.XFRM BitwiseAND 03H) # 03H) 
THEN #GP(0); Fl; 


IF (XFRM is illegal) 
THEN #GP(0); Fl; 


(* Check legality of CET_ATTRIBUTES *) 

IF ((DS:TMP_SECS.ATTRIBUTES.CET = 0 and DS:TMP_SECS.CET_ATTRIBUTES # 0) || 
(DS:TMP_SECS.ATTRIBUTES.CET = 0 and DS:TMP_SECS.CET_LEG_BITMAP_OFFSET # 0) || 
(CPUID.(EAX=7, ECX=0):EDX[CET_IBT] = 0 and DS:TMP_SECS.CET_LEG_BITMAP_OFFSET # 0) || 
(CPUID.(EAX=7, ECX=0):EDX[CET_IBT] = 0 and DS:TMP_SECS.CET_ATTRIBUTES[5:2] # 0) || 
(CPUID.(EAX=7, ECX=0):ECX[CET_SS] = 0 and DS:TMP_SECS.CET_ATTRIBUTES[1:0] # 0) || 
(DS:TMP_SECS.ATTRIBUTES.MODEG4BIT = 1 and 
(DS:TMP_SECS.BASEADDR + DS:TMP_SECS.CET_LEG_BITMAP_OFFSET) not canonical) || 
(DS:TMP_SECS.ATTRIBUTES.MODEG4BIT = 0 and 
(DS:TMP_SECS.BASEADDR + DS:TMP_SECS.CET_LEG_BITMAP_OFFSET) & OxFFFFFFFFOOO00000) || 
(DS:TMP_SECS.CET_ATTRIBUTES.reserved fields not 0) or 
(DS:TMP_SECS.CET_LEG_BITMAP_OFFSET) is not page aligned)) 

THEN 
#GP(0); 


Fl; 


(* Make sure that the SECS does not have any unsupported MISCSELECT options*) 
IF ( (CPUID.(EAX=1 2H, ECX=0):EBX[31:0] & DS:TMP_SECS.MISCSELECT[31:0)) ) 
THEN 
EPCM(DS:TMP_SECS).EntryLock.Release(); 
#GP(0); 
Fl; 


( * Compute size of MISC area *) 
TMP_MISC_SIZE := compute_misc_region_size(); 


(* Compute the size required to save state of the enclave on async exit, see Section 37.7.2.2*) 
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TMP_XSIZE := compute_xsave_size(DS:TMP_SECS.ATTRIBUTES.XFRM) + GPR_SIZE + TMP_MISC_SIZE; 


(* Ensure that the declared area is large enough to hold XSAVE and GPR stat *) 
IF (DS:TMP_SECS.SSAFRAMESIZE*4096 < TMP_XSIZE) 
THEN #GP(0); Fl; 


IF ( (DS:TMP_SECS.ATTRIBUTES.MODE64BIT = 1) and (DS:TMP_SECS.BASEADDR is not canonical) ) 
THEN #GP(0); Fl; 


IF ( (DS:TMP_SECS.ATTRIBUTES.MODE64BIT = 0) and (DS:TMP_SECS.BASEADDR and OFFFFFFFFOOO00000H) ) 
THEN #GP(0); Fl; 


IF ( (DS:TMP_SECS.ATTRIBUTES.MODE64BIT = 0) and (DS:TMP_SECS.SIZE 2 2 * (CPUID.(EAX=12H, ECX=0):.EDX[7:0]) ) ) 
THEN #GP(0); Fl; 


IF ( (DS:TMP_SECS.ATTRIBUTES.MODE64BIT = 1) and (DS:TMP_SECS.SIZE > 2 * (CPUID.(EAX=12H, ECX=0):.EDX[15:8}) ) ) 
THEN #GP(0); Fl; 


(* Enclave size must be at least 8192 bytes and must be power of 2 in bytes*) 
IF (DS:TMP_SECS.SIZE < 8192 or popcnt(DS:TMP_SECS.SIZE) > 1) 
THEN #GP(0); Fl; 


(* Ensure base address of an enclave is aligned on size*) 
IF ( (DS:TMP_SECS.BASEADDR and (DS:TMP_SECS.SIZE-1) ) ) 
THEN #GP(0); Fl; 


(* Ensure the SECS does not have any unsupported attributes*) 
IF (DS: TMP_SECS.ATTRIBUTES and (~CR_SGX_ATTRIBUTES_MASK) ) 
THEN #GP(0); Fl; 


IF (DS:TMP_SECS reserved fields are not zero) 
THEN #GP(0); Fl; 


(* Verify that CONFIGID/CONFIGSVN are not set with attribute *) 
IF (((DS:TMP_SECS.CONFIGID # 0) or (DS:TMP_SECS.CONFIGSVN #0)) AND (DS:TMP_SECS.ATTRIBUTES.KSS == 0 )) 
THEN #GP(0); Fl; 


Clear DS:TMP_SECS to Uninitialized; 

DS:TMP_SECS.MRENCLAVE := SHA256INITIALIZE(DS:TMP_SECS.MRENCLAVE); 
DS:TMP_SECS.ISVSVN := 0; 

DS:TMP_SECS.ISVPRODID := 0; 


(* Initialize hash updates etc*) 
Initialize enclave’s MRENCLAVE update counter; 


(* Add “ECREATE” string and SECS fields to MRENCLAVE *) 
TMPUPDATEFIELD[63:0] := 0045544145524345H; // “ECREATE" 
TMPUPDATEFIELD[95:64] := DS:TMP_SECS.SSAFRAMESIZE; 
TMPUPDATEFIELD[1 59:96] := DS:TMP_SECS.SIZE; 
IF (CPUID.(EAX=7, ECX=0):EDX[CET_IBT] = 1) 
THEN 
TMPUPDATEFIELD[223:1 60] := DS:TMP_SECS.CET_LEG_BITMAP_OFFSET; 
ELSE 
TMPUPDATEFIELD[223:160] := 0; 
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Fl; 

TMPUPDATEFIELD[51 1:160] := 0; 

DS:TMP_SECS.MRENCLAVE := SHA256UPDATE(DS:TMP_SECS.MRENCLAVE, TMPUPDATEFIELD) 
INC enclave’s MRENCLAVE update counter; 


(* Set EID *) 
DS:TMP_SECS.EID := LockedXAdd(CR_NEXT_EID, 1); 


(* Initialize the virtual child count to zero *) 
DS:TMP_SECS.VIRTCHILDCNT := 0; 


(* Load ENCLAVECONTEXT with Address out of paging of SECS *) 
<< store translation of DS:RCX produced by paging in SECS(DS:RCX).ENCLAVECONTEXT >> 


(* Set the EPCM entry, first create SECS identifier and store the identifier in EPCM *) 
EPCM(DS:TMP_SECS).PT := PT_SECS; 

EPCM(DS:TMP_SECS).ENCLAVEADDRESS := 0; 

EPCM(DS:TMP_SECS).R := 0; 

EPCM(DS:TMP_SECS).W := 0; 

EPCM(DS:TMP_SECS).X := 0; 


(* Set EPCM entry fields *) 

EPCM(DS:RCX).BLOCKED := 0; 
EPCM(DS:RCX).PENDING := 0; 
EPCM(DS:RCX).MODIFIED := 0; 
EPCM(DS:RCX).PR := 0; 
EPCM(DS:RCX).VALID := 1; 


Flags Affected 
None 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the DS segment limit. 


If a memory operand is not properly aligned. 
If the reserved fields are not zero. 
If PAGEINFO.SECS is not zero. 
If PAGEINFO.LINADDR is not zero. 
If the SECS destination is locked. 
If SECS.SSAFRAMESIZE is insufficient. 
#PF(error code) If a page fault occurs in accessing memory operands. 
If the SECS destination is outside the EPC. 


64-Bit Mode Exceptions 

#GP(0) If a memory address is non-canonical form. 
If a memory operand is not properly aligned. 
If the reserved fields are not zero. 
If PAGEINFO.SECS is not zero. 
If PAGEINFO.LINADDR is not zero. 
If the SECS destination is locked. 
If SECS.SSAFRAMESIZE is insufficient. 
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#PF(error code) If a page fault occurs in accessing memory operands. 
If the SECS destination is outside the EPC. 
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Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 
EAX = 04H IR VV SGX1 This leaf function reads a dword/quadword from a debug enclave. 
ENCLS[EDBGRD] 
Instruction Operand Encoding 
Op/En EAX RBX RCX 
IR EDBGRD (In) a Data read from a debug enclave (Out) | Address of source memory in the EPC (In) 
Description 


This leaf function copies a quadword/doubleword from an EPC page belonging to a debug enclave into the RBX 
register. Eight bytes are read in 64-bit mode, four bytes are read in non-64-bit modes. The size of data read cannot 


be overridden. 


The effective address of the source location inside the EPC is provided in the register RCX. 


EDBGRD Memory Parameter Semantics 


EPCQW 


Read access permitted by Enclave 


The error codes are: 


Table 36-17. EDBGRD Return Value in RAX 


Error Code (see Table 36-4) 


Description 


No Error 


EDBGRD successful. 


SGX_PAGE_NOT_DEBUGGABLE 


The EPC page cannot be accessed because it is in the PENDING or MODIFIED state. 


The instruction faults if any of the following: 


EDBGRD Faulting Conditions 


RCX points into a page that is an SECS. 


RCX does not resolve to a naturally aligned linear address. 


RCX points to a page that does not belong to an 
enclave that is in debug mode. 


RCX points to a location inside a TCS that is beyond the architectural size of the 
TCS (SGX_TCS_LIMIT). 


An operand causing any segment violation. 


May page fault. 


CPL > 0. 


This instruction ignores the EPCM RWX attributes on the enclave page. Consequently, violation of EPCM RWX attri- 
butes via EDBGRD does not result in a #GP. 
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Concurrency Restrictions 


Table 36-18. Base Concurrency Restrictions of EDBGRD 


Base Concurrency Restrictions 
Leaf Parameter 


Access On Conflict SGX_CONFLICT VM Exit Qualification 


EDBGRD Target [DS:RCX] Shared #GP 


Table 36-19. Additional Concurrency Restrictions of EDBGRD 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EDBGRD _ | Target [DS:RCX] Concurrent Concurrent Concurrent 
Operation 
Temp Variables in EDBGRD Operational Flow 
Name Type Size (Bits) | Description 
TMP_MODE64 Binary 1 ((IA32_EFER.LMA = 1) && (CS.L = 1)) 
TMP_SECS 64 Physical address of SECS of the enclave to which source operand belongs. 


TMP_MODE64 := ((IA32_EFER.LMA = 1) && (CS.L = 1); 


IF ((TMP_MODE64 = 1) and (DS:RCX is not SByte Aligned) ) 
THEN #GP(0); Fl; 


IF ( (TMP_MODE64 = 0) and (DS:RCX is not 4Byte Aligned) ) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


(* make sure no other Intel SGX instruction is accessing the same EPCM entry *) 
IF (Another instruction modifying the same EPCM entry is executing) 
THEN #GP(0); Fl; 


IF (EPCM(DS:RCX).VALID = 0) 
THEN #PF(DS:RCX); Fl; 


(* make sure that DS:RCX (SOURCE) is pointing to a PT_REG or PT_TCS or PT_VA or PT_SS_FIRST or PT_SS_REST *) 
IF ( (EPCM(DS:RCX).PT # PT_REG) and (EPCM(DS:RCX).PT # PT_TCS) and (EPCM(DS:RCX).PT # PT_VA) 
and (EPCM(DS:RCX).PT # PT_SS_FIRST) and (EPCM(DS:RCX).PT # PT_SS_REST)) 

THEN #PF(DS:RCX); Fl; 


(* make sure that DS:RCX points to an accessible EPC page *) 
IF (EPCM(DS:RCX).PENDING is not 0 or (EPCM(DS:RCX).MODIFIED is not 0) ) 
THEN 
RFLAGS.ZF := 1; 
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RAX := SGX_PAGE_NOT_DEBUGGABLE; 
GOTO DONE; 
Fl; 


(* If source is a TCS, then make sure that the offset into the page is not beyond the TCS size*) 
IF (( EPCM(DS:RCX). PT = PT_TCS) and ((DS:RCX) & FFFH 2 SGX_TCS_LIMIT) ) 
THEN #GP(0); Fl; 


(* make sure the enclave owning the PT_REG or PT_TCS page allow debug *) 
IF ((EPCM(DS:RCX).PT = PT_REG) or (EPCM(DS:RCX).PT = PT_TCS) ) 
THEN 
TMP_SECS := GET_SECS_ADDRESS; 
IF (TMP_SECS.ATTRIBUTES.DEBUG = 0) 
THEN #GP(0); Fl; 
IF ((TMP_MODE64 = 1) ) 
THEN RBX[63:0] := (DS:RCX)[63:0]; 
ELSE EBX[31:0] := (DS:RCX)[3 1:0]; 
Fl; 
ELSE 
TMP_64BIT_VAL[63:0] := (DS:RCX)[63:0] & (~O7H); // Read contents from VA slot 
IF (TMP_MODE64 = 1) 
THEN 
IF (TMP_64BIT_VAL # OH) 
THEN RBX[63:0] := OFFFFFFFFFFFFFFFFH; 
ELSE RBX[63:0] := OH; 
Fl; 
ELSE 
IF (TMP_64BIT_VAL # OH) 
THEN EBX[31:0] := OFFFFFFFFH; 
ELSE EBX[31:0] := OH; 
Fl; 
Fl; 


(* clear EAX and ZF to indicate successful completion *) 
RAX := 0; 
RFLAGS.ZF := 0; 


DONE: 
(* clear flags *) 
RFLAGS.CF,PF,AF,OF,SF := 0; 


Flags Affected 


ZF is set if the page is MODIFIED or PENDING; RAX contains the error code. Otherwise ZF is cleared and RAX is set 
to 0. CF, PF, AF, OF, SF are cleared. 


Protected Mode Exceptions 
#GP(0) If the address in RCS violates DS limit or access rights. 
If DS segment is unusable. 
If RCX points to a memory location not 4Byte-aligned. 
If the address in RCX points to a page belonging to a non-debug enclave. 
If the address in RCX points to a page which is not PT_TCS, PT_REG or PT_VA. 
If the address in RCX points to a location inside TCS that is beyond SGX_TCS_LIMIT. 
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#PF(error code) If a page fault occurs in accessing memory operands. 
If the address in RCX points to a non-EPC page. 
If the address in RCX points to an invalid EPC page. 


64-Bit Mode Exceptions 
#GP(0) If RCX is non-canonical form. 

If RCX points to a memory location not 8Byte-aligned. 

If the address in RCX points to a page belonging to a non-debug enclave. 

If the address in RCX points to a page which is not PT_TCS, PT_REG or PT_VA. 

If the address in RCX points to a location inside TCS that is beyond SGX_TCS_LIMIT. 
#PF(error code) If a page fault occurs in accessing memory operands. 

If the address in RCX points to a non-EPC page. 

If the address in RCX points to an invalid EPC page. 
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Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 
EAX = O5H IR VIV SGX1 This leaf function writes a dword/quadword to a debug enclave. 
ENCLS[EDBGWR] 
Instruction Operand Encoding 
Op/En EAX RBX RCX 
IR EDBGWR (In) con Data to be written to a debug enclave (In) | Address of Target memory in the EPC (In) 
Description 


This leaf function copies the content in EBX/RBX to an EPC page belonging to a debug enclave. Eight bytes are 
written in 64-bit mode, four bytes are written in non-64-bit modes. The size of data cannot be overridden. 


The effective address of the target location inside the EPC is provided in the register RCX. 


EDBGWR Memory Parameter Semantics 


Write access permitted by Enclave 


EPCQW 


The instruction faults if any of the following: 


EDBGWR Faulting Conditions 


RCX points into a page that is an SECS. 


RCX does not resolve to a naturally aligned linear address. 


enclave that is in debug mode. 


RCX points to a page that does not belong to an 


An operand causing any segment violation. 


RCX points to a location inside a TCS that is not the FLAGS word. 


May page fault. 


CPL > 0. 


The error codes are: 


Error Code (see Table 36-4) 


Table 36-20. EDBGWR Return Value in RAX 


Description 


No Error 


EDBGWR successful. 


SGX_PAGE_NOT_DEBUGGABLE 


The EPC page cannot be accessed because it is in the PENDING or MODIFIED state. 


This instruction ignores the EPCM RWX attributes on the enclave page. Consequently, violation of EPCM RWX attri- 
butes via EDBGRD does not result in a #GP. 
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Concurrency Restrictions 


Table 36-21. Base Concurrency Restrictions of EDBGWR 


Base Concurrency Restrictions 
Leaf Parameter 


Access On Conflict SGX_CONFLICT VM Exit Qualification 


EDBGWR Target [DS:RCX] Shared #GP 


Table 36-22. Additional Concurrency Restrictions of EDBGWR 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EDBGWR | Target [DS:RCX] Concurrent Concurrent Concurrent 
Operation 
Temp Variables in EDBGWR Operational Flow 
Name Type Size (Bits) | Description 
TMP_MODE64 Binary 1 ((IA32_EFER.LMA = 1) && (CS.L = 1)). 
TMP_SECS 64 Physical address of SECS of the enclave to which source operand belongs. 


TMP_MODE64 := ((IA32_EFER.LMA = 1) && (CS.L = 1); 


IF ( (TMP_MODE64 = 1) and (DS:RCX is not SByte Aligned) ) 
THEN #GP(0); Fl; 


IF ( (TMP_MODE64 = 0) and (DS:RCX is not 4Byte Aligned) ) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


(* make sure no other Intel SGX instruction is accessing the same EPCM entry *) 
IF (Another instruction modifying the same EPCM entry is executing) 
THEN #GP(0); Fl; 


IF (EPCM(DS:RCX).VALID = 0) 
THEN #PF(DS:RCX); Fl; 


(* make sure that DS:RCX (DST) is pointing to a PT_REG or PT_TCS or PT_SS_FIRST or PT_SS_REST *) 
IF ((EPCM(DS:RCX).PT # PT_REG) and (EPCM(DS:RCX).PT # PT_TCS) 
and (EPCM(DS:RCX).PT # PT_SS_FIRST) and (EPCM(DS:RCX).PT # PT_SS_REST)) 
THEN #PF(DS:RCX); Fl; 


(* make sure that DS:RCX points to an accessible EPC page *) 
IF ( (EPCM(DS:RCX).PENDING is not 0) or (EPCM(DS:RCS).MODIFIED is not 0) ) 
THEN 
RFLAGS.ZF := 1; 
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RAX := SGX_PAGE_NOT_DEBUGGABLE; 
GOTO DONE; 
Fl; 


(* If destination is a TCS, then make sure that the offset into the page can only point to the FLAGS field*) 
IF (( EPCM(DS:RCX). PT = PT_TCS) and ((DS:RCX) & FF8H # offset_of_FLAGS & OFF8H) ) 
THEN #GP(0); Fl; 


(* Locate the SECS for the enclave to which the DS:RCX page belongs *) 
TMP_SECS := GET_SECS_PHYS_ADDRESS(EPCM(DS:RCX),.ENCLAVESECS); 


(* make sure the enclave owning the PT_REG or PT_TCS page allow debug *) 
IF (TMP_SECS.ATTRIBUTES.DEBUG = 0) 
THEN #GP(0); Fl; 


IF ((TMP_MODE64 = 1) ) 
THEN (DS:RCX)[63:0] := RBX[63:0]; 
ELSE (DS:RCX)[31:0] := EBX[31:0]; 
Fl; 


(* clear EAX and ZF to indicate successful completion *) 
RAX := 0; 
RFLAGS.ZF := 0; 


DONE: 
(* clear flags *) 
RFLAGS.CF,PF,AF,OF,SF := 0 


Flags Affected 


ZF is set if the page is MODIFIED or PENDING; RAX contains the error code. Otherwise ZF is cleared and RAX is set 
to 0. CF, PF, AF, OF, SF are cleared. 


Protected Mode Exceptions 
#GP(0) If the address in RCS violates DS limit or access rights. 

If DS segment is unusable. 

If RCX points to a memory location not 4Byte-aligned. 

If the address in RCX points to a page belonging to a non-debug enclave. 

If the address in RCX points to a page which is not PT_TCS or PT_REG. 

If the address in RCX points to a location inside TCS that is not the FLAGS word. 
#PF(error code) If a page fault occurs in accessing memory operands. 

If the address in RCX points to a non-EPC page. 

If the address in RCX points to an invalid EPC page. 


64-Bit Mode Exceptions 
#GP(0) If RCX is non-canonical form. 
If RCX points to a memory location not 8Byte-aligned. 
If the address in RCX points to a page belonging to a non-debug enclave. 
If the address in RCX points to a page which is not PT_TCS or PT_REG. 
If the address in RCX points to a location inside TCS that is not the FLAGS word. 
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#PF(error code) If a page fault occurs in accessing memory operands. 
If the address in RCX points to a non-EPC page. 
If the address in RCX points to an invalid EPC page. 
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Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 

EAX = O6H IR VV SGX1 This leaf function measures 256 bytes of an uninitialized enclave 

ENCLS[EEXTEND] page. 
Instruction Operand Encoding 

Op/En EAX EBX RCX 
IR EEXTEND (In) | §ffective address of the SECS of the | cétactive address of a 256-byte chunk in the EPC (In) 
data chunk (In) 
Description 


This leaf function updates the MRENCLAVE measurement register of an SECS with the measurement of an EXTEND 
string compromising of “EEXTEND” || ENCLAVEOFFSET || PADDING || 256 bytes of the enclave page. This instruc- 
tion can only be executed when current privilege level is 0 and the enclave is uninitialized. 


RBX contains the effective address of the SECS of the region to be measured. The address must be the same as the 
one used to add the page into the enclave. 


RCX contains the effective address of the 256 byte region of an EPC page to be measured. The DS segment is used 
to create linear addresses. Segment override is not supported. 


EEXTEND Memory Parameter Semantics 
EPC[RCX] 


Read access by Enclave 


The instruction faults if any of the following: 


EEXTEND Faulting Conditions 
RBX does not resolve to an SECS. 


RBX points to an address not 4KBytes aligned. 


RBX does not point to an SECS page. RBX does not point to the SECS page of the data chunk. 


RCX points to an address not 256B aligned. RCX points to an unused page or a SECS. 
If SECS is locked. 


May page fault. 


RCX does not resolve in an EPC page. 
If the SECS is already initialized. 
CPL > 0. 


Concurrency Restrictions 


Table 36-23. Base Concurrency Restrictions of EEXTEND 


Base Concurrency Restrictions 
Leaf Parameter : : —- 
Access On Conflict SGX_CONEFLICT VM Exit Qualification 
EEXTEND Target [DS:RCX] Shared #GP 
SECS [DS:RBX] Concurrent 
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Table 36-24. Additional Concurrency Restrictions of EEXTEND 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EEXTEND | Target [DS:RCX] Concurrent Concurrent Concurrent 
SECS [DS:RBX] Concurrent Exclusive #GP Concurrent 
Operation 
Temp Variables in EEXTEND Operational Flow 
Name Type Size (Bits) | Description 
TMP_SECS 64 Physical address of SECS of the enclave to which source operand belongs. 
TMP_ENCLAVEOFFS | Enclave Offset | 64 The page displacement from the enclave base address. 
ET 
TMPUPDATEFIELD SHA256 Buffer | 512 Buffer used to hold data being added to TMP_SECS.MRENCLAVE. 


TMP_MODE64 := ((IA32_EFER.LMA = 1) && (CS.L = 1); 


IF (DS:RBX is not 4096 Byte Aligned) 


THEN #GP(0); Fl; 


IF (DS:RBX does resolve to an EPC page) 
THEN #PF(DS:RBX); FI; 


IF (DS:RCX is not 256Byte Aligned) 


THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


(* make sure no other Intel SGX instruction is accessing EPCM *) 
IF (Other instructions accessing EPCM) 
THEN #GP(0); Fl; 


IF (EPCM(DS:RCX). VALID = 0) 
THEN #PF(DS:RCX); Fl; 


(* make sure that DS:RCX (DST) is pointing to a PT_REG or PT_TCS or PT_SS_FIRST or PT_SS_REST *) 
IF ( (EPCM(DS:RCX).PT # PT_REG) and (EPCM(DS:RCX).PT # PT_TCS) 
and (EPCM(DS:RCX).PT # PT_SS_FIRST) and (EPCM(DS:RCX).PT # PT_SS_REST)) 
THEN #PF(DS:RCX); Fl; 


TMP_SECS := Get_SECS_ADDRESS(); 


IF (DS:RBX does not resolve to TMP_SECS) 
THEN #GP(0); Fl; 


(* make sure no other instruction is accessing MRENCLAVE or ATTRIBUTES.INIT *) 
IF ( (Other instruction accessing MRENCLAVE) or (Other instructions checking or updating the initialized state of the SECS)) 
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THEN #GP(0); Fl; 


(* Calculate enclave offset *) 
TMP_ENCLAVEOFFSET := EPCM(DS:RCX).ENCLAVEADDRESS - TMP_SECS.BASEADDR; 
TMP_ENCLAVEOFFSET := TMP_ENCLAVEOFFSET + (DS:RCX & OFFFH) 


(* Add EEXTEND message and offset to MRENCLAVE *) 

TMPUPDATEFIELD[63:0] := 00444E4554584545H; // “EEXTEND” 

TMPUPDATEFIELD[1 27:64] := TMP_ENCLAVEOFFSET; 

TMPUPDATEFIELD[51 1:1 28] := 0; // 48 bytes 

TMP_SECS.MRENCLAVE := SHA256UPDATE(TMP_SECS.MRENCLAVE, TMPUPDATEFIELD) 
INC enclave’s MRENCLAVE update counter; 


(*Add 256 bytes to MRENCLAVE, 64 byte at a time *) 

TMP_SECS.MRENCLAVE := SHA256UPDATE(TMP_SECS.MRENCLAVE, DS:RCX[51 1:0] ); 
TMP_SECS.MRENCLAVE := SHA256UPDATE(TMP_SECS.MRENCLAVE, DS:RCX[1023: 512] ); 
TMP_SECS.MRENCLAVE := SHA256UPDATE(TMP_SECS.MRENCLAVE, DS:RCX[1535: 1024] ); 
TMP_SECS.MRENCLAVE := SHA256UPDATE(TMP_SECS.MRENCLAVE, DS:RCX[2047: 1536] ); 
INC enclave's MRENCLAVE update counter by 4; 


Flags Affected 
None 


Protected Mode Exceptions 
#GP(0) If the address in RBX is outside the DS segment limit. 
If RBX points to an SECS page which is not the SECS of the data chunk. 
If the address in RCX is outside the DS segment limit. 
If RCX points to a memory location not 256Byte-aligned. 
If another instruction is accessing MRENCLAVE. 
If another instruction is checking or updating the SECS. 
If the enclave is already initialized. 
#PF(error code) If a page fault occurs in accessing memory operands. 
If the address in RBX points to a non-EPC page. 
If the address in RCX points to a page which is not PT_TCS or PT_REG. 
If the address in RCX points to a non-EPC page. 
If the address in RCX points to an invalid EPC page. 


64-Bit Mode Exceptions 
#GP(0) If RBX is non-canonical form. 
If RBX points to an SECS page which is not the SECS of the data chunk. 
If RCX is non-canonical form. 
If RCX points to a memory location not 256 Byte-aligned. 
If another instruction is accessing MRENCLAVE. 
If another instruction is checking or updating the SECS. 
If the enclave is already initialized. 
#PF(error code) If a page fault occurs in accessing memory operands. 
If the address in RBX points to a non-EPC page. 
If the address in RCX points to a page which is not PT_TCS or PT_REG. 
If the address in RCX points to a non-EPC page. 
If the address in RCX points to an invalid EPC page. 
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EINIT—Initialize an Enclave for Execution 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = 02H IR VIV SGX1 This leaf function initializes the enclave and makes it ready to 
ENCLS[EINIT] execute enclave code. 


Instruction Operand Encoding 


Op/En EAX RBX RCX RDX 
IR EINIT (In) Error code (Out) | Address of SIGSTRUCT (In) Address of SECS (In) Address of EINITTOKEN (In) 
Description 


This leaf function is the final instruction executed in the enclave build process. After EINIT, the MRENCLAVE 
measurement is complete, and the enclave is ready to start user code execution using the EENTER instruction. 


EINIT takes the effective address of a SIGSTRUCT and EINITTOKEN. The SIGSTRUCT describes the enclave 
including MRENCLAVE, ATTRIBUTES, ISVSVN, a 3072 bit RSA key, and a signature using the included key. 
SIGSTRUCT must be populated with two values, qi and q2. These are calculated using the formulas shown below: 
qi = floor(Signature? / Modulus); 

q2 = floor((Signature? - q1 * Signature * Modulus) / Modulus); 

The EINITTOKEN contains the MRENCLAVE, MRSIGNER, and ATTRIBUTES. These values must match the corre- 


sponding values in the SECS. If the EINITTOKEN was created with a debug launch key, the enclave must be in 
debug mode as well. 


a 
Verify 
Hashed 
ATTRIBUTES 
ATTRIBUTEMASK Gat 
MRENCLAVE 
SIGSTRUCT MRSIGNER If VALID=1,|Check 
MRSIGNER 
ATTRIBUTES — 
MRENCLAVE | _ If VALID=1, 
DS:RDX oe Check— 
EINT <¢——_ EINITTOKEN 
Copy 
ATTRIBUTES 
DS:RCX 
Check MRENCLAVE 
ENCLAVE r 


Figure 36-1. Relationships Between SECS, SIGSTRUCT and EINITTOKEN 
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EINIT Memory Parameter Semantics 
SIGSTRUCT SECS EINITTOKEN 
Access by non-Enclave Read/Write access by Enclave Access by non-Enclave 


EINIT performs the following steps, which can be seen in Figure 36-1: 
Validates that SIGSTRUCT is signed using the enclosed public key. 
Checks that the completed computation of SECS.MRENCLAVE equals SIGSTRUCT. HASHENCLAVE. 


Checks that no reserved bits are set to 1 in SIGSTRUCT.ATTRIBUTES and no reserved bits in SIGSTRUCT.ATTRI- 
BUTESMASK are set to 0. 


Checks that no controlled ATTRIBUTES bits are set in SIGSTRUCT.ATTRIBUTES unless the SHA256 digest of 
SIGSTRUCT.MODULUS equals IA32_SGX_LEPUBKEYHASH. 


Checks that SIGSTRUCT.ATTRIBUTES equals the result of logically and-ing SIGSTRUCT.ATTRIBUTEMASK with 
SECS.ATTRIBUTES. 


If EINTTTOKEN.VALID is 0, checks that the SHA256 digest of SIGSTRUCT.MODULUS equals 
IA32_SGX_LEPUBKEYHASH. 


If EINITTOKEN.VALID is 1, checks the validity of EINITTOKEN. 
If EINITTOKEN.VALID is 1, checks that EINITTOKEN.MRENCLAVE equals SECS.MRENCLAVE. 
If EINITTOKEN.VALID is 1 and EINITTOKEN.ATTRIBUTES.DEBUG is 1, SECS.ATTRIBUTES.DEBUG must be 1. 


Commits SECS.MRENCLAVE, and sets SECS.MRSIGNER, SECS.ISVSVN, and SECS.ISVPRODID based on 
SIGSTRUCT. 


Update the SECS as Initialized. 

Periodically, EINIT polls for certain asynchronous events. If such an event is detected, it completes with failure 
code (ZF=1 and RAX = SGX_UNMASKED_EVENT), and RIP is incremented to point to the next instruction. These 
events includes external interrupts, non-maskable interrupts, system-management interrupts, machine checks, 


INIT signals, and the VMX-preemption timer. EINIT does not fail if the pending event is inhibited (e.g., external 
interrupts could be inhibited due to blocking by MOV SS blocking or by STI). 


The following bits in RFLAGS are cleared: CF, PF, AF, OF, and SF. When the instruction completes with an error, 
RFLAGS.ZF is set to 1, and the corresponding error bit is set in RAX. If no error occurs, RFLAGS.ZF is cleared and 
RAX is set to 0. 


The error codes are: 


Table 36-25. EINIT Return Value in RAX 


Error Code (see Table 36-4) Description 
No Error EINIT successful. 
SGX_INVALID_SIG_STRUCT If SIGSTRUCT contained an invalid value. 
SGX_INVALID_ATTRIBUTE If SIGSTRUCT contains an unauthorized attributes mask. 


SGX_INVALID_MEASUREMENT If SIGSTRUCT contains an incorrect measurement. 


If EINITTOKEN contains an incorrect measurement. 


SGX_INVALID_SIGNATURE If signature does not validate with enclosed public key. 

SGX_INVALID_LICENSE If license is invalid. 

SGX_INVALID_CPUSVN If license SVN is unsupported. 

SGX_UNMASKED_EVENT If an unmasked event is received before the instruction completes its operation. 
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Concurrency Restrictions 


Table 36-26. Base Concurrency Restrictions of EINIT 


ica pararieien Base klibi Restrictions _ 
Access On Conflict SGX_CONFLICT VM Exit Qualification 
EINIT SECS [DS:RCX] Shared #GP 
Table 36-27. Additional Concurrency Restrictions of ENIT 
Additional Concurrency Restrictions 
Leaf Parameter panes aoceR fies vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EINIT SECS [DS:RCX] Concurrent Exclusive #GP Concurrent 
Operation 
Temp Variables in EINIT Operational Flow 

Name Type Size Description 

TMP_SIG SIGSTRUCT 1808Bytes | Temp space for SIGSTRUCT. 

TMP_TOKEN EINITTOKEN 304Bytes | Temp space for EINITTOKEN. 

TMP_MRENCLAVE 32Bytes Temp space for calculating MRENCLAVE. 

TMP_MRSIGNER 32Bytes Temp space for calculating MRSIGNER. 

CONTROLLED_ATTRIBU | ATTRIBUTES 16Bytes Constant mask of all ATTRIBUTE bits that can only be set for authorized 
TES enclaves. 

TMP_KEYDEPENDENCIE | Buffer 224Bytes | Temp space for key derivation. 

S 

TMP_EINITTOKENKEY 16Bytes Temp space for the derived EINITTOKEN Key. 

TMP_SIG_PADDING PKCS Padding 352Bytes | The value of the top 352 bytes from the computation of Signature? 

Buffer modulo MRSIGNER. 


(* make sure SIGSTRUCT and SECS are aligned *) 
IF ( (DS:RBX is not 4KByte Aligned) or (DS:RCX is not 4KByte Aligned) ) 


THEN #GP(0); Fl; 


(* make sure the EINITTOKEN is aligned *) 
IF (DS:RDX is not 512Byte Aligned) 


THEN #GP(0); Fl; 


(* make sure the SECS is inside the EPC *) 


IF (DS:RCX does not resolve within an EPC) 


THEN #PF(DS:RCX); Fl; 


TMP_SIG[14463:0] := DS:RBX[14463:0]; // 1808 bytes 
TMP_TOKEN[2423:0] := DS:RDX[2423:0]; // 304 bytes 
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(* Verify SIGSTRUCT Header. *) 

IF ((TMP_SIG.HEADER # O6000000E1 000000000001 0O00000000h) or 
((TMP_SIG.VENDOR # 0) and (TMP_SIG.VENDOR # O00080886h) ) or 
(TMP_SIG HEADER2 # 01010000600000006000000001000000h) or 
(TMP_SIG.EXPONENT # OO000003h) or (Reserved space is not 0's) ) 
THEN 

RFLAGS.ZF := 1; 
RAX := SGX_INVALID_SIG_STRUCT; 
GOTO EXIT; 

FI; 


(* Open “Event Window” Check for Interrupts. Verify signature using embedded public key, q1, and q2. Save upper 352 bytes of the 
PKCS1.5 encoded message into the TMP_SIG_PADDING*) 
IF (interrupt was pending) THEN 
RFLAGS.ZF := 1; 
RAX := SGX_UNMASKED_EVENT; 
GOTO ExIT; 
Fl 
IF (signature failed to verify) THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_SIGNATURE; 
GOTO ExIT; 
Fl; 
(*Close “Event Window” *) 


(* make sure no other Intel SGX instruction is modifying SECS*) 
IF (Other instructions modifying SECS) 
THEN #GP(0); Fl; 


IF ( (EPCM(DS:RCX). VALID = 0) or (EPCM(DS:RCX).PT # PT_SECS) ) 
THEN #PF(DS:RCX); Fl; 


(* Verify ISVFAMILYID is not used on an enclave with KSS disabled *) 
IF ((TMP_SIG.ISVFAMILYID != 0) AND (DS:RCX.ATTRIBUTES.KSS == 0)) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_SIG_STRUCT; 
GOTO EXIT; 
FI; 


(* make sure no other instruction is accessing MRENCLAVE or ATTRIBUTES.INIT *) 
IF ( (Other instruction modifying MRENCLAVE) or (Other instructions modifying the SECS’s Initialized state)) 
THEN #GP(0); Fl; 


(* Calculate finalized version of MRENCLAVE *) 
(* SHA256 algorithm requires one last update that compresses the length of the hashed message into the output SHA256 digest *) 
TMP_ENCLAVE := SHA256FINAL( (DS:RCX).MRENCLAVE, enclave’s MRENCLAVE update count *51 2); 


(* Verify MRENCLAVE from SIGSTRUCT *) 

IF (TMP_SIG.ENCLAVEHASH # TMP_MRENCLAVE) 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_MEASUREMENT; 
GOTO EXIT; 

Fl; 
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TMP_MRSIGNER := SHA256(TMP_SIG.MODULUS) 


(* if controlled ATTRIBUTES are set, SIGSTRUCT must be signed using an authorized key *) 
CONTROLLED_ATTRIBUTES := OOOO000000000020H; 
IF (((DS:RCX.ATTRIBUTES & CONTROLLED_ATTRIBUTES) # 0) and (TMP_MRSIGNER # IA32_SGXLEPUBKEYHASH) ) 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_ATTRIBUTE; 
GOTO ExIT; 
Fl; 


(* Verify SIGSTRUCT.ATTRIBUTE requirements are met *) 

IF ((DS:RCX.ATTRIBUTES & TMP_SIG.AATTRIBUTEMASK) # (TMP_SIG.ATTRIBUTE & TMP_SIG.ATTRIBUTEMASK) ) 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_ATTRIBUTE; 
GOTO EXIT; 

FI; 


( *Verify SIGSTRUCT.MISCSELECT requirements are met *) 
IF ((DS:RCX.MISCSELECT & TMP_SIG.MISCMASK) # (TMP_SIG.MISCSELECT & TMP_SIG.MISCMASK) ) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_ATTRIBUTE; 
GOTO EXIT 
FI; 


IF (CPUID.(EAX=1 2H, ECX=1):EAX[6] = 1) 
IF (DS:RCX.CET_ATTRIBUTES & TMP_SIG.CET_ATTRIBUTES_MASK # TMP_SIG.CET_ATTRIBUTES & 
TMP_SIG.CET_ATTRIB-UTES_MASK ) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_ATTRIBUTE; 
GOTO EXIT 
Fl; 
Fl; 


(* If EINITTTOKEN.VALID[0] is 0, verify the enclave is signed by an authorized key *) 
IF (TMP_TOKEN.VALID[0] = 0) 
IF (TMP_MRSIGNER # IA32_SGXLEPUBKEYHASH) 


RFLAGS.ZF := 1; 
RAX := SGX_INVALID_EINITTOKEN; 
GOTO ExIT; 

Fl; 

GOTO COMMIT; 


Fl; 


(* Debug Launch Enclave cannot launch Production Enclaves *) 

IF ( (DS:RDX.MASKEDATTRIBUTESLE.DEBUG = 1) and (DS:RCX.ATTRIBUTES.DEBUG = 0) ) 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_EINITTOKEN; 
GOTO EXIT; 

FI; 
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(* Check reserve space in EINIT token includes reserved regions and upper bits in valid field *) 
IF (TMP_TOKEN reserved space is not clear) 

RFLAGS.ZF := 1; 

RAX := SGX_INVALID_EINITTOKEN; 

GOTO EXIT; 
Fl; 


(* EINIT token must not have been created by a configuration beyond the current CPU configuration *) 
IF (TMP_TOKEN.CPUSVN must not be a configuration beyond CR_CPUSVN) 

RFLAGS.ZF := 1; 

RAX := SGX_INVALID_CPUSVN; 

GOTO EXIT; 
Fl; 


(* Derive Launch key used to calculate EINITTOKEN.MAC *) 

HARDCODED_PKCS1_5_PADDING[1 5:0] := 0100H; 

HARDCODED_PKCS1_5_PADDING[2655:16] := Sign€xtend330Byte(-1); // 330 bytes of OFFH 
HARDCODED_PKCS1_5_PADDING[2815:2656] := 2004000501020403650148866009060D30313000H; 


TMP_KEYDEPENDENCIES.KEYNAME := EINITTOKEN_KEY; 
TMP_KEYDEPENDENCIES.ISVFAMILYID := 0; 
TMP_KEYDEPENDENCIES.ISVEXTPRODID := 0; 
TMP_KEYDEPENDENCIES.ISVPRODID := TMP_TOKEN.ISVPRODIDLE; 
TMP_KEYDEPENDENCIES.ISVSVN := TMP_TOKEN.ISVSVNLE; 
TMP_KEYDEPENDENCIES.SGXOWNEREPOCH := CR_SGXOWNEREPOCH; 
TMP_KEYDEPENDENCIES.ATTRIBUTES := TMP_TOKEN.MASKEDATTRIBUTESLE; 
TMP_KEYDEPENDENCIES.ATTRIBUTESMASK := 0; 
TMP_KEYDEPENDENCIES.MRENCLAVE := 0; 
TMP_KEYDEPENDENCIES.MRSIGNER := [A32_SGXLEPUBKEYHASH; 
TMP_KEYDEPENDENCIES.KEYID := TMP_TOKEN.KEYID; 
TMP_KEYDEPENDENCIES.SEAL_KEY_FUSES := CR_SEAL_FUSES; 
TMP_KEYDEPENDENCIES.CPUSVN := TMP_TOKEN.CPUSVNLE; 
TMP_KEYDEPENDENCIES.MISCSELECT := TMP_TOKEN.MASKEDMISCSELECTLE; 
TMP_KEYDEPENDENCIES.MISCMASK := 0; 

TMP_KEYDEPENDENCIES.PADDING := HARDCODED_PKCS1_5_ PADDING; 

TMP_KEYDEPENDENCIES.KEYPOLICY := 0; 

TMP_KEYDEPENDENCIES.CONFIGID := 0; 

TMP_KEYDEPENDENCIES.CONFIGSVN := 0; 

IF (CPUID.(EAX=1 2H, ECX=1):EAX[6] = 1)) 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES := TMP_TOKEN.CET_MASKED_ATTRIBUTES_ LE; 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES_MASK := 0; 

Fl; 


(* Calculate the derived key*) 
TMP_EINITTOKENKEY := derivekey(TMP_KEYDEPENDENCIES); 


(* Verify EINITTOKEN was generated using this CPU's Launch key and that it has not been modified since issuing by the Launch 
Enclave. Only 192 bytes of EINITTOKEN are CMACed *) 
IF (TMP_TOKEN.MAC # CMAC(TMP_EINITTOKENKEY, TMP_TOKEN[1535:0] ) ) 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_EINITTOKEN; 
GOTO EXIT; 
Fl; 
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(* Verify EINITTOKEN (RDX) is for this enclave *) 

IF ((TMP_TOKEN.MRENCLAVE # TMP_MRENCLAVE) or (TMP_TOKEN.MRSIGNER # TMP_MRSIGNER) ) 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_MEASUREMENT; 
GOTO EXIT; 

FI; 


(* Verify ATTRIBUTES in EINITTOKEN are the same as the enclave’s *) 
IF (TMP_TOKEN.ATTRIBUTES # DS:RCX.ATTRIBUTES) 

RFLAGS.ZF := 1; 

RAX := SGX_INVALID_EINIT_ATTRIBUTE; 

GOTO EXIT; 
FI; 


COMMIT: 

(* Commit changes to the SECS; Set ISVPRODID, ISVSVN, MRSIGNER, INIT ATTRIBUTE fields in SECS (RCX) *) 
DS:RCX.MRENCLAVE := TMP_MRENCLAVE; 

(* MRSIGNER stores a SHA256 in little endian implemented natively on x86 *) 

DS:RCX.MRSIGNER := TMP_MRSIGNER; 

DS:RCX.ISVEXTPRODID := TMP_SIG.ISVEXTPRODID; 

DS:RCX.ISVPRODID := TMP_SIG.ISVPRODID; 

DS:RCX.ISVSVN := TMP_SIG.ISVSVN; 

DS:RCX.ISVFAMILYID := TMP_SIG.ISVFAMILYID; 

DS:RCX.PADDING := TMP_SIG_PADDING; 


(* Mark the SECS as initialized *) 
Update DS:RCX to initialized; 


(* Set RAX and ZF for success*) 
RFLAGS.ZF := 0; 
RAX := 0; 

EXIT: 

RFLAGS.CF,PF,AF,OF,SF := 0; 


Flags Affected 
ZF is cleared if successful, otherwise ZF is set and RAX contains the error code. CF, PF, AF, OF, SF are cleared. 


Protected Mode Exceptions 
#GP(0) If a memory operand is not properly aligned. 
If another instruction is modifying the SECS. 
If the enclave is already initialized. 
If the SECS.MRENCLAVE is in use. 
#PF(error code) If a page fault occurs in accessing memory operands. 
If RCX does not resolve in an EPC page. 
If the memory address is not a valid, uninitialized SECS. 


64-Bit Mode Exceptions 

#GP(0) If a memory operand is not properly aligned. 
If another instruction is modifying the SECS. 
If the enclave is already initialized. 
If the SECS.MRENCLAVE is in use. 
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#PF(error code) If a page fault occurs in accessing memory operands. 
If RCX does not resolve in an EPC page. 
If the memory address is not a valid, uninitialized SECS. 
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ELDB/ELDU/ELDBC/ELDUC—Load an EPC Page and Mark its State 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = 07H IR VIN SGX1 This leaf function loads, verifies an EPC page and marks the page 
ENCLS[ELDB] as blocked. 
EAX = 08H IR VIN SGX1 This leaf function loads, verifies an EPC page and marks the page 
ENCLS[ELDU] as unblocked. 
EAX = 12H IR VN EAX[6] This leaf function behaves lie ELDB but with improved conflict 
ENCLS[ELDBC] handling for oversubscription. 
EAX = 13H IR VIV EAX[6] This leaf function behaves like ELDU but with improved conflict 
ENCLS[ELDUC] handling for oversubscription. 
Instruction Operand Encoding 
Op/En EAX RBX RCX RDX 
ELDB/ELDU Return error Address of the PAGEINFO | Address of the EPC page Address of the version- 
IR 
(In) code (Out) (In) (In) array slot (In) 
Description 


This leaf function copies a page from regular main memory to the EPC. As part of the copying process, the page is 
cryptographically authenticated and decrypted. This instruction can only be executed when current privilege level 


is O. 


The ELDB leaf function sets the BLOCK bit in the EPCM entry for the destination page in the EPC after copying. The 
ELDU leaf function clears the BLOCK bit in the EPCM entry for the destination page in the EPC after copying. 


RBX contains the effective address of a PAGEINFO structure; RCX contains the effective address of the destination 
EPC page; RDX holds the effective address of the version array slot that holds the version of the page. 


The ELDBC/ELDUC leafs are very similar to ELDB and ELDU. They provide an error code on the concurrency conflict 
for any of the pages which need to acquire a lock. These include the destination, SECS, and VA slot. 


The table below provides additional information on the memory parameter of ELDB/ELDU leaf functions. 


ELDB/ELDU/ELDBC/ELBUC Memory Parameter Semantics 


PAGEINFO PAGEINFO.SRCPGE PAGEINFO.PCMD PAGEINFO.SECS EPCPAGE Version-Array Slot 
Non-enclave Non-enclave read Non-enclave read | Enclave read/write Read/Write access Read/Write access per- 
read access access access access permitted by Enclave mitted by Enclave 


The error codes are: 


Table 36-28. ELDB/ELDU/ELDBC/ELBUC Return Value in RAX 


Error Code (see Table 36-4) 


Description 


No Error 


ELDB/ELDU successful. 


SGX_MAC_COMPARE_FAIL 


If the MAC check fails. 
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Concurrency Restrictions 


Table 36-29. Base Concurrency Restrictions of ELDB/ELDU/ELDBC/ELBUC 


Base Concurrency Restrictions 
Leaf Parameter : - ar 
Access On Conflict SGX_CONFLICT VM Exit Qualification 
ELDB/ELDU Target [DS:RCX] Exclusive #GP EPC_PAGE_CONFLICT_EXCEPTION 
VA [DS:RDX] Shared #GP 
SECS [DS:RBX]PAGEINFO.SECS Shared #GP 
ELDBC/ELBUC | Target [DS:RCX] Exclusive SGX_EPC_PAGE_ | EPC_PAGE_CONFLICT_ERROR 
CONFLICT 
VA [DS:RDX] Shared SGX_EPC_PAGE_ 
CONFLICT 
SECS [DS:RBX]PAGEINFO.SECS Shared SGX_EPC_PAGE_ 
CONFLICT 


Table 36-30. Additional Concurrency Restrictions of ELDB/ELDU/ELDBC/ELBUC 


Additional Concurrency Restrictions 
Leaf Parameter cicero eebee = ia ada vs. ETRACK, ETRACKC 
EMODPR, EMODT 
Access On Conflict Access On Conflict Access On Conflict 
ELDB/ELDU | Target [DS:RCX] Concurrent Concurrent Concurrent 
VA [DS:RDX] Concurrent Concurrent Concurrent 
SECS [DS:RBX]PAGEINFO.SECS | Concurrent Concurrent Concurrent 
ELDBC/ELBUC | Target [DS:RCX] Concurrent Concurrent Concurrent 
VA [DS:RDX] Concurrent Concurrent Concurrent 
SECS [DS:RBX]PAGEINFO.SECS | Concurrent Concurrent Concurrent 
Operation 


Temp Variables in ELDB/ELDU/ELDBC/ELBUC Operational Flow 


Name Type Size (Bits) | Description 
TMP_SRCPGE Memory page 4kKBytes 

TMP_SECS Memory page 4KBytes 

TMP_PCMD PCMD 128 Bytes 

TMP_HEADER MACHEADER 128 Bytes 

TMP_VER UINT64 64 

TMP_MAC UINT128 128 

TMP_PK UINT128 128 Page encryption/MAC key. 
SCRATCH_PCMD PCMD 128 Bytes 


(* Check PAGEINFO and EPCPAGE alignment *) 
IF ( (DS:RBX is not 32Byte Aligned) or (DS:RCX is not 4KByte Aligned) ) 
THEN #GP(0); Fl; 
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IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


(* Check VASLOT alignment *) 
IF (DS:RDX is not 8Byte aligned) 
THEN #GP(0); Fl; 


IF (DS:RDX does not resolve within an EPC) 
THEN #PF(DS:RDX); Fl; 


TMP_SRCPGE := DS:RBX.SRCPGE; 
TMP_SECS := DS:RBX.SECS; 
TMP_PCMD := DS:RBX.PCMD; 


(* Check alignment of PAGEINFO (RBX) linked parameters. Note: PCMD pointer is overlaid on top of PAGEINFO.SECINFO field *) 
IF ((DS:TMP_PCMD is not 128Byte aligned) or (DS:TMP_SRCPGE is not 4KByte aligned) ) 
THEN #GP(0); Fl; 


(* Check concurrency of EPC by other Intel SGX instructions *) 
IF (other instructions accessing EPC) 
THEN 
IF (EAX==07h) OR (EAX==08h)) (* ELDB/ELDU *) 
THEN 
IF (<<VMX non-root operation> > AND 
<<ENABLE_EPC_VIRTUALIZATION_EXTENSIONS> >) 
THEN 
VMCS.Exit_reason := SGX_CONFLICT; 
VMCS.Exit_qualification.code := EPC_PAGE_CONFLICT_EXCEPTION; 
VMCS.Exit_qualification.error := 0; 
VMCS.Guest-physical_address := 
<< translation of DS:RCX produced by paging >>; 
VMCS.Guest-linear_address := DS:RCX; 
Deliver VMEXIT; 
ELSE 
#GP(0); 
Fl; 
ELSE (* ELDBC/ELDUC *) 
IF (<<VMX non-root operation> > AND 
<<ENABLE_EPC_VIRTUALIZATION_EXTENSIONS> >) 
THEN 
VMCS.Exit_reason := SGX_CONFLICT; 
VMCS.Exit_qualification.code := EPC_PAGE_CONFLICT_ERROR; 
VMCS.Exit_qualification.error := SGX_EPC_PAGE_CONFLICT; 
V/MCS.Guest-physical_address := 
<< translation of DS:RCX produced by paging >>; 
VMCS.Guest-linear_address := DS:RCX; 
Deliver VMEXIT; 
ELSE 
RFLAGS.ZF := 1; 
RFLAGS.CF := 0; 
RAX := SGX_EPC_PAGE_CONFLICT; 
GOTO ERROR_EXIT; 
Fl; 
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Fl; 
Fl; 


(* Check concurrency of EPC and VASLOT by other Intel SGX instructions *) 
IF (Other instructions modifying VA slot) 


THEN 
IF ((EAX==07h) OR (EAX==08h)) (* ELDB/ELDU *) 
#GP(0); 
Fl; 
ELSE (* ELDBC/ELDUC *) 
RFLAGS.ZF := 1; 
RFLAGS.CF := 0; 


RAX := SGX_EPC_PAGE_CONFLICT; 
GOTO ERROR_EXIT; 
Fl; 


(* Verify EPCM attributes of EPC page, VA, and SECS *) 
IF (EPCM(DS:RCX).VALID = 1) 
THEN #PF(DS:RCX); Fl; 


IF ( (EPCM(DS:RDX & ~OFFFH).VALID = 0) or (EPCM(DS:RDX & ~OFFFH).PT # PT_VA) ) 
THEN #PF(DS:RDX); Fl; 


(* Copy PCMD into scratch buffer *) 
SCRATCH_PCMD[1 023: 0] := DS:TMP_PCMD[1023:0}; 


(* Zero out TMP_HEADER*) 
TMP_HEADER[sizeof(TMP_HEADER)-1: 0] := 0; 


TMP_HEADER.SECINFO := SCRATCH_PCMD.SECINFO; 
TMP_HEADER.RSVD := SCRATCH_PCMD.RSVD; 
TMP_HEADER.LINADDR := DS:RBX.LINADDR; 


(* Verify various attributes of SECS parameter *) 
IF ((TMP_HEADER.SECINFO.FLAGS.PT = PT_REG) or (TMP_HEADER.SECINFO.FLAGS.PT = PT_TCS) or 
(TMP_HEADER.SECINFO.FLAGS.PT = PT_TRIM) or 
(TMP_HEADER.SECINFO.FLAGS.PT = PT_SS_FIRST and CPUID.(EAX=12H, ECX=1):EAX[6] = 1) or 
(TMP_HEADER.SECINFO.FLAGS.PT = PT_SS_REST and CPUID.(EAX=12H, ECX=1):EAX[6] = 1)) 
THEN 
IF (DS:TMP_SECS is not 4KByte aligned) 
THEN #GP(0) Fl; 
IF (DS:TMP_SECS does not resolve within an EPC) 
THEN #PF(DS:TMP_SECS) FI; 
IF ( Other instructions modifying SECS) 
THEN 
IF ((EAX==07h) OR (EAX==08h)) (* ELDB/ELDU *) 
#GP(0); 
Fl; 
ELSE (* ELDBC/ELDUC *) 
RFLAGS.ZF := 1; 
RFLAGS.CF := 0; 
RAX := SGX_EPC_PAGE_CONFLICT; 
GOTO ERROR_EXIT; 
Fl; 
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Fl; 


IF ((TMP_HEADER.SECINFO.FLAGS.PT = PT_REG) or (TMP_HEADER.SECINFO.FLAGS.PT = PT_TCS) or 
(TMP_HEADER.SECINFO.FLAGS.PT = PT_TRIM) or 
(TMP_HEADER.SECINFO.FLAGS.PT = PT_SS_FIRST and CPUID.(EAX=12H, ECX=1):EAX[6] = 1) or 
(TMP_HEADER.SECINFO.FLAGS.PT = PT_SS_REST and CPUID.(EAX=1 2H, ECX=1):EAX[6] = 1)) 
THEN 
TMP_HEADER.EID := DS: TMP_SECS.EID; 
ELSE 
(* These pages do not have any parent, and hence no EID binding *) 
TMP_HEADER.EID := 0; 
Fl; 


(* Copy 4KBytes SRCPGE to secure location *) 
DS:RCX[32767: 0] := DS:TMP_SRCPGE[32767: 0]; 
TMP_VER := DS:RDX[63:0]; 


(* Decrypt and MAC page. AES_GCM_DEC has 2 outputs, {plain text, MAC} *) 
(* Parameters for AES_GCM_DEC {Key, Counter, ..} *) 
{DS:RCX, TMP_MAC} := AES_GCM_DEC(CR_BASE_PK, TMP_VER << 32, TMP_HEADER, 128, DS:RCX, 4096); 


IF ((TMP_MAC # DS:TMP_PCMD.MAC) ) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_MAC_COMPARE_FAIL; 
GOTO ERROR_EXIT; 
Fl; 


(* Check version before committing *) 
IF (DS:RDX # 0) 
THEN #GP(0); 
ELSE 
DS:RDX := TMP_VER; 
FI; 


(* Commit EPCM changes *) 

EPCM(DS:RCX).PT := TMP_HEADER.SECINFO.FLAGS.PT; 
EPCM(DS:RCX).RWX := TMP_HEADER.SECINFO.FLAGS.RWX; 
EPCM(DS:RCX).PENDING := TMP_HEADER.SECINFO.FLAGS.PENDING; 
EPCM(DS:RCX).MODIFIED := TMP_HEADER.SECINFO.FLAGS.MODIFIED; 
EPCM(DS:RCX).PR := TMP_HEADER.SECINFO.FLAGS.PR; 
EPCM(DS:RCX).ENCLAVEADDRESS := TMP_HEADER.LINADDR; 


IF ( ((EAX = 07H) or (EAX = 12H)) and (TMP_HEADER.SECINFO.FLAGS.PT is NOT PT_SECS or PT_VA)) 
THEN 
EPCM(DS:RCX).BLOCKED := 1; 
ELSE 
EPCM(DS:RCX).BLOCKED := 0; 
Fl; 


IF (TMP_HEADER.SECINFO.FLAGS.PT is PT_SECS) 


<< store translation of DS:RCX produced by paging in SECS(DS:RCX).ENCLAVECONTEXT >> 
Fl; 
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EPCM(DS:RCX). VALID := 1; 


RAX := 0; 
RFLAGS.ZF := 0; 


ERROR_EXIT: 
RFLAGS.CF,PF,AF,OF,SF := 0; 


Flags Affected 
Sets ZF if unsuccessful, otherwise cleared and RAX returns error code. Clears CF, PF, AF, OF, SF. 


Protected Mode Exceptions 
#GP(0) If a memory operand effective address is outside the DS segment limit. 
If a memory operand is not properly aligned. 
If the instruction’s EPC resource is in use by others. 
If the instruction fails to verify MAC. 
If the version-array slot is in use. 
If the parameters fail consistency checks. 
#PF(error code) If a page fault occurs in accessing memory operands. 
If a memory operand expected to be in EPC does not resolve to an EPC page. 
If one of the EPC memory operands has incorrect page type. 
If the destination EPC page is already valid. 


64-Bit Mode Exceptions 
#GP(0) If a memory operand is non-canonical form. 
If a memory operand is not properly aligned. 
If the instruction’s EPC resource is in use by others. 
If the instruction fails to verify MAC. 
If the version-array slot is in use. 
If the parameters fail consistency checks. 
#PF(error code) If a page fault occurs in accessing memory operands. 
If a memory operand expected to be in EPC does not resolve to an EPC page. 
If one of the EPC memory operands has incorrect page type. 
If the destination EPC page is already valid. 
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EMODPR—Restrict the Permissions of an EPC Page 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = OEH IR VIV SGX2 This leaf function restricts the access rights associated with a 
ENCLS[EMODPR] EPC page in an initialized enclave. 


Instruction Operand Encoding 


Op/En EAX RBX RCX 
IR EMODPR (In) Return Error Code (Out) Address of a SECINFO (In) Address of the destination EPC page (In) 
Description 


This leaf function restricts the access rights associated with an EPC page in an initialized enclave. THE RWX bits of 
the SECINFO parameter are treated as a permissions mask; supplying a value that does not restrict the page 
permissions will have no effect. This instruction can only be executed when current privilege level is 0. 


RBX contains the effective address of a SECINFO structure while RCX contains the effective address of an EPC page. 
The table below provides additional information on the memory parameter of the EMODPR leaf function. 


EMODPR Memory Parameter Semantics 


SECINFO EPCPAGE 


Read access permitted by Non Enclave Read/Write access permitted by Enclave 


The instruction faults if any of the following: 


EMODPR Faulting Conditions 
The operands are not properly aligned. If unsupported security attributes are set. 
The Enclave is not initialized. SECS is locked by another thread. 
The EPC page is locked by another thread. RCX does not contain an effective address of an EPC page in the running enclave. 
The EPC page is not valid. 


The error codes are: 


Table 36-31. EMODPR Return Value in RAX 


Error Code (see Table 36-4) Description 
No Error EMODPR successful. 
SGX_PAGE_NOT_MODIFIABLE The EPC page cannot be modified because it is in the PENDING or MODIFIED state. 
SGX_EPC_PAGE_CONFLICT Page is being written by EADD, EAUG, ECREATE, ELDU/B, EMODT, or EWB. 


Concurrency Restrictions 


Table 36-32. Base Concurrency Restrictions of EMODPR 


Base Concurrency Restrictions 


Leaf Parameter : - — 
Access On Conflict SGX_CONFLICT VM Exit Qualification 


EMODPR Target [DS:RCX] Shared #GP 
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Table 36-33. Additional Concurrency Restrictions of EMODPR 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 

Access On Conflict Access On Conflict Access On Conflict 

EMODPR _ | Target [DS:RCX] Exclusive SGX_EPC_PAGE | Concurrent Concurrent 
_CONFLICT 
Operation 

Temp Variables in EMODPR Operational Flow 
Name Type Size (bits) | Description 
TMP_SECS Effective Address 32/64 Physical address of SECS to which EPC operand belongs. 
SCRATCH_SECINFO SECINFO 512 Scratch storage for holding the contents of DS:RBX. 


IF (DS:RBX is not 64Byte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX is not 4KByte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


SCRATCH_SECINFO := DS:RBX; 


(* Check for misconfigured SECINFO flags*) 


IF ((SCRATCH_SECINFO reserved fields are not zero ) or 
(SCRATCH_SECINFO.FLAGS.R is 0 and SCRATCH_SECINFO.FLAGS.W is not 0) ) 


THEN #GP(0); Fl; 


(* Check concurrency with SGX1 or SGX2 instructions on the EPC page *) 
IF (SGX1 or other SGX2 instructions accessing EPC page) 


THEN #GP(0); Fl; 


IF (EPCM(DS:RCX).VALID is 0 ) 
THEN #PF(DS:RCX); Fl; 


(* Check the EPC page for concurrency *) 


IF (EPC page in use by another SGX2 instruction) 


THEN 
RFLAGS.ZF := 1; 
RAX := SGX_EPC_PAGE_CONFLICT; 
GOTO DONE; 
Fl; 


IF (EPCM(DS:RCX).PENDING is not 0 or (EPCM(DS:RCX).MODIFIED is not 0) ) 


THEN 
RFLAGS.ZF := 1; 
RAX := SGX_PAGE_NOT_MODIFIABLE; 
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GOTO DONE; 
Fl; 


IF (EPCM(DS:RCX).PT is not PT_REG) 
THEN #PF(DS:RCX); Fl; 


TMP_SECS := GET_SECS_ADDRESS 


IF (TMP_SECS.ATTRIBUTES.INIT = 0) 
THEN #GP(0); Fl; 


(* Set the PR bit to indicate that permission restriction is in progress *) 
EPCM(DS:RCX).PR := 1; 


(* Update EPCM permissions *) 

EPCM(DS:RCX).R := EPCM(DS:RCX).R & SCRATCH_SECINFO.FLAGS.R; 
EPCM(DS:RCX).W := EPCM(DS:RCX).W & SCRATCH_SECINFO.FLAGS.W; 
EPCM(DS:RCX).X := EPCM(DS:RCX).X & SCRATCH_SECINFO.FLAGS.X; 


RFLAGS.ZF := 0; 
RAX := 0; 


DONE: 
RFLAGS.CF,PF,AF,OF,SF := 0; 


Flags Affected 


Sets ZF if page is not modifiable or if other SGX2 instructions are executing concurrently, otherwise cleared. Clears 
CF, PF, AF, OF, SF. 


Protected Mode Exceptions 

#GP(0) If a memory operand effective address is outside the DS segment limit. 
If a memory operand is not properly aligned. 
If a memory operand is locked. 

#PF(error code) If a page fault occurs in accessing memory operands. 
If a memory operand is not an EPC page. 


64-Bit Mode Exceptions 

#GP(0) If a memory operand is non-canonical form. 
If a memory operand is not properly aligned. 
If a memory operand is locked. 

#PF(error code) If a page fault occurs in accessing memory operands. 
If a memory operand is not an EPC page. 
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EMODT—Change the Type of an EPC Page 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 
EAX = OFH IR VV SGX2 This leaf function changes the type of an existing EPC page. 
ENCLS[EMODT] 


Instruction Operand Encoding 


Op/En EAX RBX RCX 
IR EMODT (In) Return Error Code (Out) Address of a SECINFO (In) Address of the destination EPC page (In) 
Description 


This leaf function modifies the type of an EPC page. The security attributes are configured to prevent access to the 
EPC page at its new type until a corresponding invocation of the EACCEPT leaf confirms the modification. This 
instruction can only be executed when current privilege level is 0. 


RBX contains the effective address of a SECINFO structure while RCX contains the effective address of an EPC 
page. The table below provides additional information on the memory parameter of the EMODT leaf function. 


EMODT Memory Parameter Semantics 
SECINFO EPCPAGE 


Read access permitted by Non Enclave Read/Write access permitted by Enclave 


The instruction faults if any of the following: 


EMODT Faulting Conditions 
The operands are not properly aligned. If unsupported security attributes are set. 
The Enclave is not initialized. SECS is locked by another thread. 
The EPC page is locked by another thread. RCX does not contain an effective address of an EPC page in the running enclave. 
The EPC page is not valid. 


The error codes are: 


Table 36-34. EMODT Return Value in RAX 


Error Code (see Table 36-4) Description 
No Error EMODT successful. 
SGX_PAGE_NOT_MODIFIABLE The EPC page cannot be modified because it is in the PENDING or MODIFIED state. 
SGX_EPC_PAGE_CONFLICT Page is being written by EADD, EAUG, ECREATE, ELDU/B, EMODPR, or EWB. 


Concurrency Restrictions 


Table 36-35. Base Concurrency Restrictions of EMODT 


Base Concurrency Restrictions 
Leaf Parameter —————————————— Ee 
Access On Conflict SGX_CONFLICT VM Exit Qualification 
EMODT Target [DS:RCX] Exclusive SGX_EPC_PAGE_ | EPC_PAGE_CONFLICT_ERROR 
CONFLICT 
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Table 36-36. Additional Concurrency Restrictions of EMODT 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EMODT Target [DS:RCX] Exclusive SGX_EPC_PAGE | Concurrent Concurrent 
_CONFLICT 
Operation 
Temp Variables in EMODT Operational Flow 

Name Type Size (bits) | Description 

TMP_SECS Effective Address 32/64 Physical address of SECS to which EPC operand belongs. 
SCRATCH_SECINFO SECINFO 512 Scratch storage for holding the contents of DS:RBX. 


IF (DS:RBX is not 64Byte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX is not 4KByte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


SCRATCH_SECINFO := DS:RBX; 


(* Check for misconfigured SECINFO flags*) 

IF ((SCRATCH_SECINFO reserved fields are not zero ) or 
\(SCRATCH_SECINFO.FLAGS.PT is PT_TCS or SCRATCH_SECINFO.FLAGS.PT is PT_TRIM) ) 
THEN #GP(0); Fl; 


(* Check concurrency with SGX1 instructions on the EPC page *) 
IF (other SGX1 instructions accessing EPC page) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_EPC_PAGE_CONFLICT; 
GOTO DONE; 
Fl; 


IF (EPCM(DS:RCX).VALID is 0) 
THEN #PF(DS:RCX); Fl; 


(* Check the EPC page for concurrency *) 
IF (EPC page in use by another SGX2 instruction) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_EPC_PAGE_CONFLICT; 
GOTO DONE; 
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Fl; 


IF ((EPCM(DS:RCX).PT is PT_REG or 
((EPCM(DS:RCX).PT is PT_TCS or PT_SS_FIRST or PT_SS_REST) and SCRATCH_SECINFO.FLAGS.PT is PT_TRIM))) 
THEN #PF(DS:RCX); Fl; 


IF (EPCM(DS:RCX).PENDING is not O or (EPCM(DS:RCX).MODIFIED is not 0) ) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_PAGE_NOT_MODIFIABLE; 
GOTO DONE; 
Fl; 


TMP_SECS := GET_SECS_ADDRESS 


IF (TMP_SECS.ATTRIBUTES.INIT = 0) 
THEN #GP(0); Fl; 


(* Update EPCM fields *) 

EPCM(DS:RCX).PR := 0; 

EPCM(DS:RCX).MODIFIED := 1; 

EPCM(DS:RCX).R := 0 

EPCM(DS:RCX).W := 0; 

EPCM(DS:RCX).X := 0 

EPCM(DS:RCX).PT := SCRATCH_SECINFO.FLAGS.PT; 


RFLAGS.ZF := 0; 
RAX := 0; 


DONE: 
RFLAGS.CF,PF,AF,OF,SF := 0; 


Flags Affected 


Sets ZF if page is not modifiable or if other SGX2 instructions are executing concurrently, otherwise cleared. Clears 
CF, PF, AF, OF, SF. 


Protected Mode Exceptions 

#GP(0) If a memory operand effective address is outside the DS segment limit. 
If a memory operand is not properly aligned. 
If a memory operand is locked. 

#PF(error code) If a page fault occurs in accessing memory operands. 
If a memory operand is not an EPC page. 


64-Bit Mode Exceptions 

#GP(0) If a memory operand is non-canonical form. 
If a memory operand is not properly aligned. 
If a memory operand is locked. 

#PF(error code) If a page fault occurs in accessing memory operands. 
If a memory operand is not an EPC page. 
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EPA—Add Version Array 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = OAH IR VIV SGX1 This leaf function adds a Version Array to the EPC. 
ENCLS[EPA] 


Instruction Operand Encoding 


Op/En EAX RBX RCX 
IR EPA (In) PT_VA (In, Constant) Effective address of the EPC page (In) 
Description 


This leaf function creates an empty version array in the EPC page whose logical address is given by DS:RCX, and 
sets up EPCM attributes for that page. At the time of execution of this instruction, the register RBX must be set to 
PT_VA. 


The table below provides additional information on the memory parameter of EPA leaf function. 


EPA Memory Parameter Semantics 


EPCPAGE 


Write access permitted by Enclave 


Concurrency Restrictions 


Table 36-37. Base Concurrency Restrictions of EPA 


Base Concurrency Restrictions 
Leaf Parameter . = oe 
Access On Conflict SGX_CONFLICT VM Exit Qualification 
EPA VA [DS:RCX] Exclusive #GP EPC_PAGE_CONFLICT_EXCEPTION 


Table 36-38. Additional Concurrency Restrictions of EPA 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EPA VA [DS:RCX] Concurrent |L Concurrent Concurrent 
Operation 


IF (RBX # PT_VA or DS:RCX is not 4KByte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


(* Check concurrency with other Intel SGX instructions *) 
IF (Other Intel SGX instructions accessing the page) 
THEN 
IF (<<VMX non-root operation>> AND <<E€NABLE_EPC_VIRTUALIZATION_EXTENSIONS> >) 
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THEN 
VMCS.Exit_reason := SGX_CONFLICT; 
VMCS.Exit_qualification.code := EPC_PAGE_CONFLICT_EXCEPTION; 
VMCS.Exit_qualification.error := 0; 
VMCS.Guest-physical_address := << translation of DS:RCX produced by paging >>; 
VMCS.Guest-linear_address := DS:RCX; 

Deliver VMEXIT; 

ELSE 
#GP(0); 

Fl; 
Fl; 


(* Check EPC page must be empty *) 
IF (EPCM(DS:RCX). VALID # 0) 
THEN #PF(DS:RCX); Fl; 


(* Clears EPC page *) 
DS:RCX[32767:0] := 0; 


PT := PT_VA; 
-ENCLAVEADDRESS := 0; 
-BLOCKED := 0; 
PENDING := O; 
.MODIFIED := 0; 

PR := 0; 

.RWX := 0; 

NALID := 1; 


EPCM(DS:RCX 
EPCM(DS:RCX 
EPCM(DS:RCX 
EPCM(DS:RCX 
EPCM(DS:RCX 
EPCM(DS:RCX 
EPCM(DS:RCX 
EPCM(DS:RCX 


OOOO OOO TS 


Flags Affected 
None 


Protected Mode Exceptions 
#GP(0) If a memory operand effective address is outside the DS segment limit. 
If a memory operand is not properly aligned. 
If another Intel SGX instruction is accessing the EPC page. 
If RBX is not set to PT_VA. 
#PF(error code) If a page fault occurs in accessing memory operands. 
If a memory operand is not an EPC page. 
If the EPC page is valid. 


64-Bit Mode Exceptions 
#GP(0) If a memory operand is non-canonical form. 
If a memory operand is not properly aligned. 
If another Intel SGX instruction is accessing the EPC page. 
If RBX is not set to PT_VA. 
#PF(error code) If a page fault occurs in accessing memory operands. 
If a memory operand is not an EPC page. 
If the EPC page is valid. 
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ERDINFO—Read Type and Status Information About an EPC Page 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = 10H IR VIN EAX[6] This leaf function returns type and status information about an 
ENCLS[ERDINFO] EPC page. 
Instruction Operand Encoding 
Op/En EAX RBX RCX 
IR ERDINEO (In) ec code | address of a RDINFO structure (In) | Address of the che EPE pede 
Description 


This instruction reads type and status information about an EPC page and returns it in a RDINFO structure. The 
STATUS field of the structure describes the status of the page and determines the validity of the remaining fields. 
The FLAGS field returns the EPCM permissions of the page; the page type; and the BLOCKED, PENDING, MODI- 
FIED, and PR status of the page. For enclave pages, the ENCLAVECONTEXT field of the structure returns the value 
of SECS.ENCLAVECONTEXT. For non-enclave pages (e.g., VA) ENCLAVECONTEXT returns 0. 


For invalid or non-EPC pages, the instruction returns an information code indicating the page's status, in addition 
to populating the STATUS field. 


ERDINFO returns an error code if the destination EPC page is being modified by a concurrent SGX instruction. 


RBX contains the effective address of a RDINFO structure while RCX contains the effective address of an EPC page. 
The table below provides additional information on the memory parameter of ERDINFO leaf function. 


ERDINFO Memory Parameter Semantics 


RDINFO 


Read/Write access permitted by Non Enclave 


EPCPAGE 


Read access permitted by Enclave 


The instruction faults if any of the following: 


ERDINFO Faulting Conditions 


A memory operand effective address is outside the DS 
segment limit (32b mode). 


A memory operand is not properly aligned. 


DS segment is unusable (32b mode). A page fault occurs in accessing memory operands. 


A memory address is in a non-canonical form (64b mode). 


The error codes are: 


Table 36-39. ERDINFO Return Value in RAX 
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Error Code Value Description 
No Error 0 ERDINFO successful. 
SGX_EPC_PAGE_CONFLICT Failure due to concurrent operation of another SGX instruction. 
SGX_PG_INVLD Target page is not a valid EPC page. 
SGX_PG_NONEPC Page is not an EPC page. 
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Concurrency Restrictions 


Table 36-40. Base Concurrency Restrictions of ERDINFO 


Base Concurrency Restrictions 
Leaf Parameter : - — 
Access On Conflict SGX_CONEFLICT VM Exit Qualification 
ERDINFO Target [DS:RCX] Shared SGX_EPC_PAGE_ 
CONFLICT 


Table 36-41. Additional Concurrency Restrictions of ERDINFO 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 

Access On Conflict Access On Conflict Access On Conflict 

ERDINFO | Target [DS:RCX] Concurrent Concurrent Concurrent 
Operation 

Temp Variables in ERDINFO Operational Flow 
Name Type Size (Bits) Description 
TMP_SECS Physical Address 64 Physical address of the SECS of the page being modified. 
TMP_RDINFO Linear Address 64 Address of the RDINFO structure. 


(* check alignment of RDINFO structure (RBX) *) 
IF (DS:RBX is not 32Byte Aligned) THEN 
#GP(0); Fl; 


(* check alignment of the EPCPAGE (RCX) *) 
IF (DS:RCX is not 4KByte Aligned) THEN 
#GP(0); Fl; 


(* check that EPCPAGE (DS:RCX) is the address of an EPC page *) 
IF (DS:RCX does not resolve within EPC) THEN 

RFLAGS.CF := 1; 

RFLAGS.ZF := 0; 

RAX := SGX_PG_NONEPC; 

goto DONE; 

FI; 


(* Check the EPC page for concurrency *) 
IF (EPC page is being modified) THEN 
RFLAGS.ZF = 1; 

RFLAGS.CF = 0; 

RAX = SGX_EPC_PAGE_CONFLICT; 
goto DONE; 

Fl; 


(* check page validity *) 


IF (EPCM(DS:RCX).VALID = 0) THEN 
RFLAGS.CF = 1; 
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RFLAGS.ZF = 0; 
RAX = SGX_PG_INVLD; 
goto DONE; 

Fl; 


(* clear the fields of the RDINFO structure *) 
TMP_RDINFO := DS:RBX; 
TMP_RDINFO.STATUS := 0; 
TMP_RDINFO.FLAGS := 0; 
TMP_RDINFO.ENCLAVECONTEXT := 0; 


(* store page info in RDINFO structure *) 
TMP_RDINFO.FLAGS.RWX := EPCM(DS:RCX).RWX; 
TMP_RDINFO.FLAGS.PENDING := EPCM(DS:RCX).PENDING; 
TMP_RDINFO.FLAGS.MODIFIED := EPCM(DS:RCX).MODIFIED; 
TMP_RDINFO.FLAGS.PR := EPCM(DS:RCX).PR; 
TMP_RDINFO.FLAGS.PAGE_TYPE := EPCM(DS:RCX).PAGE_TYPE; 
TMP_RDINFO.FLAGS.BLOCKED := EPCM(DS:RCX).BLOCKED; 


(* read SECS.ENCLAVECONTEXT for enclave child pages *) 
IF ((EPCM(DS:RCX).PAGE_TYPE = PT_REG) or 
(EPCM(DS:RCX).PAGE_TYPE = PT_TCS) or 
(EPCM(DS:RCX).PAGE_TYPE = PT_TRIM) or 
(EPCM(DS:RCX).PAGE_TYPE = PT_SS_FIRST) or 
(EPCM(DS:RCX).PAGE_TYPE = PT_SS_REST) 
) THEN 
TMP_SECS := Address of SECS for (DS:RCX); 
TMP_RDINFO.ENCLAVECONTEXT := SECS(TMP_SECS).ENCLAVECONTEXT; 
FI; 


(* populate enclave information for SECS pages *) 
IF (EPCM(DS:RCX).PAGE_TYPE = PT_SECS) THEN 
IF ((VMX non-root mode) and 
(ENABLE_EPC_VIRTUALIZATION_EXTENSIONS Execution Control = 1) 
) THEN 
TMP_RDINFO.STATUS.CHILDPRESENT := 
((SECS(DS:RCX).CHLDCNT # 0) or 
SECS(DS:RCX).VIRTCHILDCNT # 0); 
ELSE 
TMP_RDINFO.STATUS.CHILDPRESENT := (SECS(DS:RCX).CHLDCNT # 0); 
TMP_RDINFO.STATUS.VIRTCHILDPRESENT := 
(SECS(DS:RCX).VIRTCHILDCNT # 0); 
TMP_RDINFO.ENCLAVECONTEXT := SECS(DS_RCX).ENCLAVECONTEXT; 
Fl; 
Fl; 


RAX := 0; 
RFLAGS.ZF := 0; 
RFLAGS.CF := 0; 


DONE: 

(* clear flags *) 
RFLAGS.PF := 0; 
RFLAGS.AF := 0; 
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RFLAGS.OF := 0; 
RFLAGS.SF := ? 0; 


Flags Affected 

ZF is set if ERDINFO fails due to concurrent operation with another SGX instruction; otherwise cleared. 
CF is set if page is not a valid EPC page or not an EPC page; otherwise cleared. 

PF, AF, OF and SF are cleared. 


Protected Mode Exceptions 

#GP(0) If a memory operand effective address is outside the DS segment limit. 
If DS segment is unusable. 
If a memory operand is not properly aligned. 

#PF(error code) If a page fault occurs in accessing memory operands. 


64-Bit Mode Exceptions 
#GP(0) If the memory address is in a non-canonical form. 

If a memory operand is not properly aligned. 
#PF(error code) If a page fault occurs in accessing memory operands. 
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EREMOVE—Remove a page from the EPC 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = 03H IR VIN SGX1 This leaf function removes a page from the EPC. 
ENCLS[EREMOVE] 


Instruction Operand Encoding 


Op/En EAX RCX 
IR EREMOVE (In) Return error code (Out) Effective address of the EPC page (In) 
Description 


This leaf function causes an EPC page to be un-associated with its SECS and be marked as unused. This instruction 
leaf can only be executed when the current privilege level is 0. 


The content of RCX is an effective address of an EPC page. The DS segment is used to create linear address. 
Segment override is not supported. 


The instruction fails if the operand is not properly aligned or does not refer to an EPC page or the page is in use by 
another thread, or other threads are running in the enclave to which the page belongs. In addition the instruction 
fails if the operand refers to an SECS with associations. 


EREMOVE Memory Parameter Semantics 
EPCPAGE 


Write access permitted by Enclave 


The instruction faults if any of the following: 


EREMOVE Faulting Conditions 


The memory operand is not properly aligned. The memory operand does not resolve in an EPC page. 
Refers to an invalid SECS. Refers to an EPC page that is locked by another thread. 
Another Intel SGX instruction is accessing the EPC page. RCX does not contain an effective address of an EPC page. 
the EPC page refers to an SECS with associations. 


The error codes are: 


Table 36-42. EREMOVE Return Value in RAX 


Error Code (see Table 36-4) Description 
No Error EREMOVE successful. 
SGX_CHILD_PRESENT If the SECS still have enclave pages loaded into EPC. 
SGX_ENCLAVE_ACT If there are still logical processors executing inside the enclave. 
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Concurrency Restrictions 


Table 36-43. Base Concurrency Restrictions of EREMOVE 


Base Concurrency Restrictions 
Leaf Parameter : - — 
Access On Conflict SGX_CONEFLICT VM Exit Qualification 
EREMOVE Target [DS:RCX] Exclusive #GP EPC_PAGE_CONFLICT_EXCEPTION 


Table 36-44. Additional Concurrency Restrictions of EREMOVE 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EREMOVE | Target [DS:RCX] Concurrent Concurrent Concurrent 
Operation 
Temp Variables in EREMOVE Operational Flow 
Name Type Size (Bits) | Description 
TMP_SECS Effective Address 32/64 Effective address of the SECS destination page. 


IF (DS:RCX is not 4KByte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve to an EPC page) 
THEN #PF(DS:RCX); Fl; 


TMP_SECS := Get_SECS_ADDRESS(); 


(* Check the EPC page for concurrency *) 
IF (EPC page being referenced by another Intel SGX instruction) 


THEN 
IF (<<VMX non-root operation> > AND <<ENABLE_EPC_VIRTUALIZATION_EXTENSIONS>>) 
THEN 
VMCS.Exit_reason := SGX_CONFLICT; 
VMCS.Exit_qualification.code := EPC_PAGE_CONFLICT_EXCEPTION; 
VMCS.Exit_qualification.error := 0; 
VMCS.Guest-physical_address := << translation of DS:RCX produced by paging >>; 
VMCS.Guest-linear_address := DS:RCX; 
Deliver VMEXIT; 
ELSE 
#GP(0); 
Fl; 


Fl; 


(* if DS:RCX is already unused, nothing to do*) 

IF ( (EPCM(DS:RCX).VALID = 0) or (EPCM(DS:RCX).PT = PT_TRIM AND EPCM(DS:RCX).MODIFIED = 0)) 
THEN GOTO DONE; 

FI; 
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IF ((EPCM(DS:RCX).PT = PT_VA) OR 
((EPCM(DS:RCX).PT = PT_TRIM) AND (EPCM(DS:RCX).MODIFIED = O)) ) 
THEN 
EPCM(DS:RCX).VALID := 0; 
GOTO DONE; 
Fl; 


IF (EPCM(DS:RCX).PT = PT_SECS) 
THEN 
IF (DS:RCX has an EPC page associated with it) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_CHILD_PRESENT; 
GOTO ERROR_EXIT; 
Fl; 
(* treat SECS as having a child page when VIRTCHILDCNT is non-zero *) 
IF (<<in VMX non-root operation> > AND 
<<ENABLE_EPC_VIRTUALIZATION_EXTENSIONS>> AND 
(SECS(DS:RCX).VIRTCHILDCNT # 0)) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_CHILD_PRESENT 
GOTO ERROR_EXIT 
Fl; 
EPCM(DS:RCX).VALID := 0; 
GOTO DONE; 
Fl; 


IF (Other threads active using SECS) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_ENCLAVE_ACT; 
GOTO ERROR_EXIT; 
FI; 


IF ( (EPCM(DS:RCX).PT is PT_REG) or (EPCM(DS:RCX).PT is PT_TCS) or (EPCM(DS:RCX).PT is PT_TRIM) or 
(EPCM(DS:RCX).PT is PT_SS_FIRST) or (EPCM(DS:RCX).PT is PT_SS_REST)) 
THEN 
EPCM(DS:RCX).VALID := 0; 
GOTO DONE; 
Fl; 


DONE: 
RAX := 0; 
RFLAGS.ZF := 0; 


ERROR_EXIT: 
RFLAGS.CF,PF,AF,OF,SF := 0; 


Flags Affected 
Sets ZF if unsuccessful, otherwise cleared and RAX returns error code. Clears CF, PF, AF, OF, SF. 
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Protected Mode Exceptions 

#GP(0) If a memory operand effective address is outside the DS segment limit. 
If a memory operand is not properly aligned. 
If another Intel SGX instruction is accessing the page. 

#PF(error code) If a page fault occurs in accessing memory operands. 
If the memory operand is not an EPC page. 


64-Bit Mode Exceptions 
#GP(0) If the memory operand is non-canonical form. 
If a memory operand is not properly aligned. 
If another Intel SGX instruction is accessing the page. 
#PF(error code) If a page fault occurs in accessing memory operands. 
If the memory operand is not an EPC page. 
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ETRACK—Activates EBLOCK Checks 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = OCH IR VN SGX1 This leaf function activates EBLOCK checks. 
ENCLS[ETRACK] 
Instruction Operand Encoding 
Op/En EAX RCX 
IR ETRACK (In) Return error code (Out) Pointer to the SECS of the EPC page (In) 
Description 


This leaf function provides the mechanism for hardware to track that software has completed the required TLB 
address clears successfully. The instruction can only be executed when the current privilege level is 0. 


The content of RCX is an effective address of an EPC page. 


The table below provides additional information on the memory parameter of ETRACK leaf function. 


ETRACK Memory Parameter Semantics 
EPCPAGE 


Read/Write access permitted by Enclave 


The error codes are: 


Table 36-45. ETRACK Return Value in RAX 


Error Code (see Table 36-4) 


Description 


No Error 


ETRACK successful. 


SGX_PREV_TRK_INCMPL 


All processors did not complete the previous shoot-down sequence. 


Concurrency Restrictions 


Table 36-46. Base Concurrency Restrictions of ETRACK 


Leaf Parameter 


Base Concurrency Restrictions 


Access On Conflict SGX_CONFLICT VM Exit Qualification 


ETRACK SECS [DS:RCX] 


Shared #GP 


Table 36-47. Additional Concurrency Restrictions of ETRACK 


Additional Concurrency Restrictions 


vs. EACCEPT, EACCEPTCOPY, 


Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
ETRACK SECS [DS:RCX] Concurrent Concurrent Exclusive SGX_EPC_PAGE 
_CONFLICT 
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Operation 


IF (DS:RCX is not 4KByte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


(* Check concurrency with other Intel SGX instructions *) 
IF (Other Intel SGX instructions using tracking facility on this SECS) 


THEN 
IF (<<VMX non-root operation>> AND <<ENABLE_EPC_VIRTUALIZATION_EXTENSIONS> >) 
THEN 
VMCS.Exit_reason := SGX_CONFLICT; 
VMCS.Exit_qualification.code := TRACKING_RESOURCE_CONFLICT; 
VMCS.Exit_qualification.error := 0; 
VMCS.Guest-physical_address := SECS(TMP_SECS).ENCLAVECONTEXT; 
VMCS.Guest-linear_address := 0; 
Deliver VMEXIT; 
ELSE 
#GP(0); 
Fl; 


Fl; 


IF (EPCM(DS:RCX). VALID = 0) 
THEN #PF(DS:RCX); Fl; 


IF (EPCM(DS:RCX).PT # PT_SECS) 
THEN #PF(DS:RCX); Fl; 


(* All processors must have completed the previous tracking cycle”) 
IF ( (DS:RCX). TRACKING # 0) ) 
THEN 
IF (<<VMX non-root operation>> AND <<ENABLE_EPC_VIRTUALIZATION_EXTENSIONS> >) 
THEN 
VMCS.Exit_reason := SGX_CONFLICT; 
VMCS.Exit_qualification.code := TRACKING_REFERENCE_CONFLICT; 
VMCS.Exit_qualification.error := 0; 
VMCS.Guest-physical_address := SECS(TMP_SECS).ENCLAVECONTEXT; 
VMCS.Guest-linear_address := 0; 
Deliver VMEXIT; 
Fl; 
RFLAGS.ZF := 1; 
RAX := SGX_PREV_TRK_INCMPL; 
GOTO DONE; 
ELSE 
RAX := 0; 
RFLAGS.ZF := 0; 
Fl; 


DONE: 
RFLAGS.CF,PF,AF,OF,SF := 0; 


Flags Affected 
Sets ZF if SECS is in use or invalid, otherwise cleared. Clears CF, PF, AF, OF, SF. 
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Protected Mode Exceptions 
#GP(0) If a memory operand effective address is outside the DS segment limit. 
If a memory operand is not properly aligned. 
If another thread is concurrently using the tracking facility on this SECS. 
#PF(error code) If a page fault occurs in accessing memory operands. 
If a memory operand is not an EPC page. 


64-Bit Mode Exceptions 

#GP(0) If a memory operand is non-canonical form. 
If a memory operand is not properly aligned. 
If the specified EPC resource is in use. 

#PF(error code) If a page fault occurs in accessing memory operands. 
If a memory operand is not an EPC page. 
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ETRACKC—Activates EBLOCK Checks 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 
EAX = 11H IR VIV EAX[6] This leaf function activates EBLOCK checks. 
ENCLS[ETRACKC] 


Instruction Operand Encoding 


Op/En EAX RCX 
IR ares Return error code (Out) pee Ot all ERE page Address of the SECS page (In, EA) 
Description 


The ETRACKC instruction is thread safe variant of ETRACK leaf and can be executed concurrently with other CPU 
threads operating on the same SECS. 


This leaf function provides the mechanism for hardware to track that software has completed the required TLB 
address clears successfully. The instruction can only be executed when the current privilege level is 0. 


The content of RCX is an effective address of an EPC page. 
The table below provides additional information on the memory parameter of ETRACK leaf function. 


ETRACKC Memory Parameter Semantics 
EPCPAGE 


Read/Write access permitted by Enclave 


The error codes are: 


Table 36-48. ETRACKC Return Value in RAX 


Error Code Value Description 
No Error 0 ETRACKC successful. 
SGX_EPC_PAGE_CONFLICT 7 Failure due to concurrent operation of another SGX instruction. 
SGX_PG_INVLD 6 Target page is not a VALID EPC page. 
SGX_PREV_TRK_INCMPL 17 All processors did not complete the previous tracking sequence. 
SGX_TRACK_NOT_REQUIRED 27 Target page type does not require tracking. 


Concurrency Restrictions 


Table 36-49. Base Concurrency Restrictions of ETRACKC 


Base Concurrency Restrictions 
Leaf Parameter SE ———————————e—eEe——————————————————————————— 
Access On Conflict SGX_CONFLICT VM Exit Qualification 
ETRACKC Target [DS:RCX] Shared SGX_EPC_PAGE_ 
CONFLICT 
SECS implicit Concurrent 
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Table 36-50. Additional Concurrency Restrictions of ETRACKC 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
ETRACKC | Target [DS:RCX] Concurrent Concurrent Concurrent 
SECS implicit Concurrent Concurrent Exclusive SGX_EPC_PAGE 
_CONFLICT 
Operation 
Temp Variables in ETRACKC Operational Flow 
Name Type Size (Bits) | Description 
TMP_SECS Physical Address 64 Physical address of the SECS of the page being modified. 


(* check alignment of EPCPAGE (RCX) *) 
IF (DS:RCX is not 4KByte Aligned) THEN 


#GP(0); Fl; 


(* check that EPCPAGE (DS:RCX) is the address of an EPC page *) 


IF (DS:RCX does not resolve within an EPC) THEN 


#PF(DS:RCX, PFEC.SGX); Fl; 


(* Check the EPC page for concurrency *) 
IF (EPC page is being modified) THEN 


RFLAGS.ZF := 1; 
RFLAGS.CF := 0; 


RAX := SGX_EPC_PAGE_CONFLICT; 
goto DONE_POST_LOCK_RELEASE; 


Fl; 


(* check to make sure the page is valid *) 
IF (EPCM(DS:RCX).VALID = 0) THEN 


RFLAGS.ZF := 1; 
RFLAGS.CF := 0; 


RAX := SGX_PG_INVLD; 


GOTO DONE; 
Fl; 


(* find out the target SECS page *) 

IF (EPCM(DS:RCX).PT is PT_REG or PT_TCS or PT_TRIM or PT_SS_FIRST or PT_SS_REST) THEN 
TMP_SECS := Obtain SECS through EPCM(DS:RCX).ENCLAVESECS; 

ELSE IF (EPCM(DS:RCX).PT is PT_SECS) THEN 
TMP_SECS := Obtain SECS through (DS:RCX); 


ELSE 
RFLAGS.ZF := 0; 
RFLAGS.CF := 1; 


RAX := SGX_TRACK_NOT_REQUIRED; 


GOTO DONE; 
Fl; 
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(* Check concurrency with other Intel SGX instructions *) 
IF (Other Intel SGX instructions using tracking facility on this SECS) THEN 
IF ((VMX non-root mode) and 
(ENABLE_EPC_VIRTUALIZATION_EXTENSIONS Execution Control = 1)) THEN 
VMCS.Exit_reason := SGX_CONFLICT; 
VMCS.Exit_qualification.code := TRACKING_RESOURCE_CONFLICT; 
VMCS.Exit_qualification.error := 0; 
VMCS.Guest-physical_address := 
SECS(TMP_SECS).ENCLAVECONTEXT; 

VMCS.Guest-linear_address := 0; 
Deliver VMEXIT; 

Fl; 


RFLAGS.ZF := 1; 
RFLAGS.CF := 0; 
RAX := SGX_EPC_PAGE_CONFLICT; 
GOTO DONE; 
Fl; 
(* All processors must have completed the previous tracking cycle*) 
IF ((TMP_SECS). TRACKING # 0) ) 
THEN 
IF ((VMX non-root mode) and 
(ENABLE_EPC_VIRTUALIZATION_EXTENSIONS Execution Control = 1)) THEN 
VMCS.Exit_reason := SGX_CONFLICT; 
VMCS.Exit_qualification.code := TRACKING_REFERENCE_CONFLICT; 
VMCS.Exit_qualification.error := 0; 
VMCS.Guest-physical_address := 
SECS(TMP_SECS).ENCLAVECONTEXT; 
VMCS.Guest-linear_address := 0; 
Deliver VMEXIT; 
Fl; 


RFLAGS.ZF := 1; 
RFLAGS.CF := 0; 
RAX := SGX_PREV_TRK_INCMPL; 
GOTO DONE; 
Fl; 


RFLAGS.ZF := 0; 
RFLAGS.CF := 0; 
RAX := 0; 


DONE: 
(* clear flags *) 


RFLAGS.PF,AF,OF,SF := 0; 


Flags Affected 


INTEL® SGX INSTRUCTION REFERENCES 


ZF is set if ETRACKC fails due to concurrent operations with another SGX instructions or target page is an invalid 


EPC page or tracking is not completed on SECS page; otherwise cleared. 
CF is set if target page is not of a type that requires tracking; otherwise cleared. 
PF, AF, OF and SF are cleared. 
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Protected Mode Exceptions 

#GP(0) If the memory operand violates access-control policies of DS segment. 
If DS segment is unusable. 
If the memory operand is not properly aligned. 

#PF(error code) If the memory operand expected to be in EPC does not resolve to an EPC page. 
If a page fault occurs in access memory operand. 


64-Bit Mode Exceptions 

#GP(0) If a memory address is in a non-canonical form. 
If a memory operand is not properly aligned. 

#PF(error code) If the memory operand expected to be in EPC does not resolve to an EPC page. 
If a page fault occurs in access memory operand. 
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EWB—Invalidate an EPC Page and Write out to Main Memory 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 
EAX = OBH IR VIV SGX1 This leaf function invalidates an EPC page and writes it out to 
ENCLS[EWB] main memory. 
Instruction Operand Encoding 
Op/En EAX RBX RCX RDX 
IR EWB (In) | Error code (Out) | Address of an PAGEINFO (In) | Address of the EPC page (In) | Address of a VA slot (In) 
Description 


This leaf function copies a page from the EPC to regular main memory. As part of the copying process, the page is 
cryptographically protected. This instruction can only be executed when current privilege level is 0. 


The table below provides additional information on the memory parameter of EPA leaf function. 


EWB Memory Parameter Semantics 
PAGEINFO.SRCPGE PAGEINFO.PCMD EPCPAGE 


Non-EPC R/W access Non-EPC R/W access EPC R/W access 


VASLOT 
EPC R/W access 


PAGEINFO 
Non-EPC R/W access 


The error codes are: 


Table 36-51. EWB Return Value in RAX 
Description 


Error Code (see Table 36-4) 
No Error 
SGX_PAGE_NOT_BLOCKED 
SGX_NOT_TRACKED 
SGX_VA_SLOT_OCCUPIED 
SGX_CHILD_PRESENT 


EWB successful. 


If page is not marked as blocked. 
If EWB is racing with ETRACK instruction. 
Version array slot contained valid entry. 


Child page present while attempting to page out enclave. 


Concurrency Restrictions 


Table 36-52. Base Concurrency Restrictions of EWB 


pea pecansice Base eyo unneny Restrictions _ 
Access On Conflict SGX_CONEFLICT VM Exit Qualification 
EWB Source [DS:RCX] Exclusive #GP EPC_PAGE_CONFLICT_EXCEPTION 
VA [DS:RDX] Shared #GP 
Table 36-53. Additional Concurrency Restrictions of EWB 
Additional Concurrency Restrictions 
Leaf Parameter Ceane ‘alece pri vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EWB Source [DS:RCX] Concurrent Concurrent Concurrent 
VA [DS:RDX] Concurrent Concurrent Exclusive 


Vol. 3D 36-83 


INTEL® SGX INSTRUCTION REFERENCES 


Operation 
Temp Variables in EWB Operational Flow 
Name Type Size (Bytes) | Description 
TMP_SRCPGE Memory page 4096 
TMP_PCMD PCMD 128 
TMP_SECS SECS 4096 
TMP_BPEPOCH UINT64 8 
TMP_BPREFCOUNT UINT64 8 
TMP_HEADER MAC Header 128 
TMP_PCMD_ENCLAVEID UINT64 8 
TMP_VER UINT64 8 
TMP_PK UINT128 16 


IF ( (DS:RBX is not 32Byte Aligned) or (DS:RCX is not 4KByte Aligned) ) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


IF (DS:RDX is not 8Byte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RDX does not resolve within an EPC) 
THEN #PF(DS:RDX); Fl; 


(* EPCPAGE and VASLOT should not resolve to the same EPC page”) 
IF (DS:RCX and DS:RDX resolve to the same EPC page) 
THEN #GP(0); Fl; 


TMP_SRCPGE := DS:RBX.SRCPGE; 
(* Note PAGEINFO.PCMD is overlaid on top of PAGEINFO.SECINFO *) 
TMP_PCMD := DS:RBX.PCMD; 


If (DS:RBX.LINADDR # 0) OR (DS:RBX.SECS # 0) 
THEN #GP(0); Fl; 


IF ((DS:TMP_PCMD is not 128Byte Aligned) or (DS:TMP_SRCPGE is not 4KByte Aligned) ) 
THEN #GP(0); Fl; 


(* Check for concurrent Intel SGX instruction access to the page *) 
IF (Other Intel SGX instruction is accessing page) 
THEN 
IF (<<VMX non-root operation> > AND <<ENABLE_EPC_VIRTUALIZATION_EXTENSIONS> >) 
THEN 

VMCS.Exit_reason := SGX_CONFLICT; 
VMCS.Exit_qualification.code := EPC_PAGE_CONFLICT_EXCEPTION; 
VMCS.Exit_qualification.error := 0; 
VMCS.Guest-physical_address := << translation of DS:RCX produced by paging >>; 
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VMCS.Guest-linear_address := DS:RCX; 
Deliver VMEXIT; 
ELSE 
#GP(0); 
Fl; 
Fl; 


(*Check if the VA Page is being removed or changed*) 
IF (VA Page is being modified) 
THEN #GP(0); Fl; 


(* Verify that EPCPAGE and VASLOT page are valid EPC pages and DS:RDX is VA *) 
IF (EPCM(DS:RCX).VALID = 0) 
THEN #PF(DS:RCX); Fl; 


IF ( (EPCM(DS:RDX & ~OFFFH).VALID = 0) or (EPCM(DS:RDX & ~FFFH).PT is not PT_VA) ) 
THEN #PF(DS:RDX); Fl; 


(* Perform page-type-specific exception checks *) 
IF ((EPCM(DS:RCX).PT is PT_REG) or (EPCM(DS:RCX).PT is PT_TCS) or (EPCM(DS:RCX).PT is PT_TRIM ) or 
(EPCM(DS:RCX).PT is PT_SS_FIRST ) or (EPCM(DS:RCX).PT is PT_SS_REST)) 
THEN 
TMP_SECS = Obtain SECS through EPCM(DS:RCX) 
(* Check that EBLOCK has occurred correctly *) 
IF (EBLOCK is not correct) 
THEN #GP(0); Fl; 
Fl; 


RFLAGS.ZF,CF,PF,AF,OF,SF := O; 
RAX := 0; 


(* Zero out TMP_HEADER*) 
TMP_HEADER[ sizeof(TMP_HEADER) - 1 : 0] := 0; 


(* Perform page-type-specific checks *) 
IF ( (EPCM(DS:RCX).PT is PT_REG) or (EPCM(DS:RCX).PT is PT_TCS) or (EPCM(DS:RCX).PT is PT_TRIM )or 
(EPCM(DS:RCX).PT is PT_SS_FIRST ) or (EPCM(DS:RCX).PT is PT_SS_REST)) 
THEN 
(* check to see if the page is evictable *) 
IF (EPCM(DS:RCX).BLOCKED = 0) 
THEN 
RAX := SGX_PAGE NOT_BLOCKED; 
RFLAGS.ZF := 1; 
GOTO ERROR_EXIT; 
Fl; 
(* Check if tracking done correctly *) 
IF (Tracking not correct) 
THEN 
RAX := SGX_NOT_TRACKED; 
RFLAGS.ZF := 1; 
GOTO ERROR_EXIT; 
Fl; 


(* Obtain EID to establish cryptographic binding between the paged-out page and the enclave *) 
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TMP_HEADER.EID := TMP_SECS.EID; 


(* Obtain EID as an enclave handle for software *) 
TMP_PCMD_ENCLAVEID := TMP_SECS.EID; 
ELSE IF (EPCM(DS:RCX).PT is PT_SECS) 
(*check that there are no child pages inside the enclave *) 
IF (DS:RCX has an EPC page associated with it) 
THEN 
RAX := SGX_CHILD_PRESENT; 
RFLAGS.ZF := 1; 
GOTO ERROR_EXIT; 
FI: 
(* treat SECS as having a child page when VIRTCHILDCNT is non-zero *) 
IF (<<in VMX non-root operation> > AND 
<<ENABLE_EPC_VIRTUALIZATION_EXTENSIONS>> AND 
(SECS(DS:RCX).VIRTCHILDCNT # 0)) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_CHILD_PRESENT; 
GOTO ERROR_EXIT; 
FI; 
TMP_HEADER.EID := 0; 
(* Obtain EID as an enclave handle for software *) 
TMP_PCMD_ENCLAVEID := (DS:RCX).EID; 
ELSE IF (EPCM(DS:RCX).PT is PT_VA) 
TMP_HEADER.EID := 0; // Zero is not a special value 
(* No enclave handle for VA pages*) 
TMP_PCMD_ENCLAVEID := 0; 
FI; 


TMP_HEADER.LINADDR := EPCM(DS:RCX).ENCLAVEADDRESS; 
TMP_HEADER.SECINFO.FLAGS.PT := EPCM(DS:RCX).PT; 
TMP_HEADER.SECINFO.FLAGS.RWX := EPCM(DS:RCX).RWX; 
TMP_HEADER.SECINFO.FLAGS.PENDING := EPCM(DS:RCX).PENDING; 
TMP_HEADER.SECINFO.FLAGS.MODIFIED := EPCM(DS:RCX).MODIFIED; 
TMP_HEADER.SECINFO.FLAGS.PR := EPCM(DS:RCX).PR; 


(* Encrypt the page, DS:RCX could be encrypted in place. AES-GCM produces 2 values, {ciphertext, MAC}. *) 

(* AES-GCM input parameters: key, GCM Counter, MAC_HDR, MAC_HDR_SIZE, SRC, SRC_SIZE)*) 

{DS:TMP_SRCPGE, DS:TMP_PCMD.MAC} := AES_GCM_ENC(CR_BASE_PK), (TMP_VER << 32), 
TMP_HEADER, 128, DS:RCX, 4096); 


(* Write the output *) 

Zero out DS:TMP_PCMD.SECINFO 

DS:TMP_PCMD.SECINFO.FLAGS.PT := EPCM(DS:RCX).PT; 
DS:TMP_PCMD.SECINFO.FLAGS.RWX := EPCM(DS:RCX).RWX; 
DS:TMP_PCMD.SECINFO.FLAGS.PENDING := EPCM(DS:RCX).PENDING; 
DS:TMP_PCMD.SECINFO.FLAGS.MODIFIED := EPCM(DS:RCX).MODIFIED; 
DS:TMP_PCMD.SECINFO.FLAGS.PR := EPCM(DS:RCX).PR; 
DS:TMP_PCMD.RESERVED := 0; 

DS:TMP_PCMD.ENCLAVEID := TMP_PCMD_ENCLAVEID; 
DS:RBX.LINADDR := EPCM(DS:RCX).ENCLAVEADDRESS; 


(*Check if version array slot was empty *) 
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RAX := SGX_VA_SLOT_OCCUPIED 


RFLAGS.CF := 1; 


Fl; 


(* Write version to Version Array slot *) 


[DS.RDX] := TMP_VER; 


(* Free up EPCM Entry *) 
EPCM.(DS:RCX).VALID := 0; 


ERROR_EXIT: 


Flags Affected 


ZF is set if page is not blocked, not tracked, or a child is present. Otherwise cleared. 


CF is set if VA slot is previously occupied, Otherwise cleared. 


Protected Mode Exceptions 


#GP(0) 


#PF(error code) 


If a memory operand effective address is outside the DS segment limit. 
If a memory operand is not properly aligned. 

If the EPC page and VASLOT resolve to the same EPC page. 

If another Intel SGX instruction is concurrently accessing either the target EPC, VA, or SECS 
pages. 

If the tracking resource is in use. 

If the EPC page or the version array page is invalid. 

If the parameters fail consistency checks. 

If a page fault occurs in accessing memory operands. 

If a memory operand is not an EPC page. 

If one of the EPC memory operands has incorrect page type. 


64-Bit Mode Exceptions 


#GP(0) 


#PF(error code) 


If a memory operand is non-canonical form. 

If a memory operand is not properly aligned. 

If the EPC page and VASLOT resolve to the same EPC page. 
If another Intel SGX instruction is concurrently accessing either the target EPC, VA, or SECS 
pages. 

If the tracking resource is in use. 

If the EPC page or the version array page in invalid. 

If the parameters fail consistency checks. 

If a page fault occurs in accessing memory operands. 

If a memory operand is not an EPC page. 

If one of the EPC memory operands has incorrect page type. 
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36.4 INTEL® SGX USER LEAF FUNCTION REFERENCE 


Leaf functions available with the ENCLU instruction mnemonic are covered in this section. In general, each instruc- 
tion leaf requires EAX to specify the leaf function index and/or additional registers specifying leaf-specific input 
parameters. An instruction operand encoding table provides details of the implicitly-encoded register usage and 


associated input/output semantics. 


In many cases, an input parameter specifies an effective address associated with a memory object inside or outside 
the EPC, the memory addressing semantics of these memory objects are also summarized in a separate table. 
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Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = 05H IR VV SGX2 This leaf function accepts changes made by system software to 
ENCLU[EACCEPT] an EPC page in the running enclave. 
Instruction Operand Encoding 
Op/En EAX RBX RCX 
IR EACCEPT (In) Return Error Code (Out) | Address of a SECINFO (In) Address of the destination EPC page (In) 
Description 


This leaf function accepts changes to a page in the running enclave by verifying that the security attributes speci- 
fied in the SECINFO match the security attributes of the page in the EPCM. This instruction leaf can only be 


executed when inside the enclave. 


RBX contains the effective address of a SECINFO structure while RCX contains the effective address of an EPC 
page. The table below provides additional information on the memory parameter of the EACCEPT leaf function. 


EACCEPT Memory Parameter Semantics 


SECINFO 


EPCPAGE (Destination) 


Read access permitted by Non Enclave 


Read access permitted by Enclave 


The instruction faults if any of the following: 


EACCEPT Faulting Conditions 


The operands are not properly aligned. 


RBX does not contain an effective address in an EPC page in the running enclave. 


The EPC page is not valid. 


The EPC page is locked by another thread. 


RCX does not contain an effective address of an EPC page in the running enclave. 
Page type is PT_REG and MODIFIED bit is 0. 


SECINFO contains an invalid request. 


Page type is PT_TCS or PT_TRIM and PENDING bit is 0 and MODIFIED bit is 1. 


If security attributes of the SECINFO page make 
the page inaccessible. 


The error codes are: 


Table 36-54. EACCEPT Return Value in RAX 


Error Code (see Table 36-4) 


Description 


No Error 


EACCEPT successful. 


SGX_PAGE_ATTRIBUTES_MISMATCH 


The attributes of the target EPC page do not match the expected values. 


SGX_NOT_TRACKED 


The OS did not complete an ETRACK on the target page. 
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Concurrency Restrictions 


Table 36-55. Base Concurrency Restrictions of EACCEPT 


Base Concurrency Restrictions 
Leaf Parameter - : ae 
Access On Conflict SGX_CONFLICT VM Exit Qualification 
EACCEPT Target [DS:RCX] Shared #GP 
SECINFO [DS:RBX] Concurrent 


Table 36-56. Additional Concurrency Restrictions of EACCEPT 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EACCEPT | Target [DS:RCX] Exclusive #GP Concurrent Concurrent 
SECINFO [DS:RBX] Concurrent Concurrent Concurrent 
Operation 
Temp Variables in EACCEPT Operational Flow 
Name Type Size (bits) | Description 
TMP_SECS Effective Address 32/64 Physical address of SECS to which EPC operands belongs. 
SCRATCH_SECINFO SECINFO 512 Scratch storage for holding the contents of DS:RBX. 


IF (DS:RBX is not 64Byte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RBX is not within CR_ELRANGE) 
THEN #GP(0); Fl; 


IF (DS:RBX does not resolve within an EPC) 
THEN #PF(DS:RBX); FI; 

IF ((EPCM(DS:RBX &~FFFH).VALID = 0) or (EPCM(DS:RBX &~FFFH).R = 0) or (EPCM(DS:RBX &~FFFH).PENDING # 0) or 

(EPCM(DS:RBX &~FFFH).MODIFIED # 0) or (EPCM(DS:RBX &~FFFH).BLOCKED # 0) or 

(EPCM(DS:RBX &~FFFH).PT # PT_REG) or (EPCM(DS:RBX &~FFFH).ENCLAVESECS # CR_ACTIVE_SECS) or 

(EPCM(DS:RBX &~FFFH).ENCLAVEADDRESS # (DS:RBX & FFFH)) ) 

THEN #PF(DS:RBX); FI; 


(* Copy 64 bytes of contents *) 
SCRATCH_SECINFO := DS:RBX; 


(* Check for misconfigured SECINFO flags*) 
IF (SCRATCH_SECINFO reserved fields are not zero ) 
THEN #GP(0); Fl; 


IF (DS:RCX is not 4KByte Aligned) 
THEN #GP(0); Fl; 
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IF (DS:RCX is not within CR_ELRANGE) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


(* Check that the combination of requested PT, PENDING and MODIFIED is legal *) 
IF (CPUID.(EAX=1 2H, ECX=1):E€AX[6] = 0) 

THEN 
IF (NOT (((SCRATCH_SECINFO.FLAGS.PT is PT_REG) and 
((SCRATCH_SECINFO.FLAGS.PR is 1) or 
(SCRATCH_SECINFO.FLAGS.PENDING is 1)) and 
(SCRATCH_SECINFO.FLAGS.MODIFIED is 0)) or 
((SCRATCH_SECINFO.FLAGS.PT is PT_TCS or PT_TRIM) and 
(SCRATCH_SECINFO.FLAGS.PR is 0) and 
(SCRATCH_SECINFO.FLAGS.PENDING is 0) and 
(SCRATCH_SECINFO.FLAGS.MODIFIED is 1) ))) 

THEN #GP(0); Fl 

ELSE 
IF (NOT (((SCRATCH_SECINFO.FLAGS.PT is PT_REG) AND 
((SCRATCH_SECINFO.FLAGS.PR is 1) OR 
(SCRATCH_SECINFO.FLAGS.PENDING is 1)) AND 
(SCRATCH_SECINFO.FLAGS.MODIFIED is 0)) OR 
((SCRATCH_SECINFO.FLAGS.PT is PT_TCS OR PT_TRIM) AND 
(SCRATCH_SECINFO.FLAGS.PENDING is 0) AND 
(SCRATCH_SECINFO.FLAGS.MODIFIED is 1) AND 
(SCRATCH_SECINFO.FLAGS.PR is 0)) OR 
((SCRATCH_SECINFO.FLAGS.PT is PT_SS_FIRST or PT_SS_REST) AND 
(SCRATCH_SECINFO.FLAGS.PENDING is 1) AND 
(SCRATCH_SECINFO.FLAGS.MODIFIED is 0) AND 
(SCRATCH_SECINFO.FLAGS.PR is 0)))) 

THEN #GP(0); Fl; 
Fl; 


(* Check security attributes of the destination EPC page *) 
IF ((EPCM(DS:RCX).VALID is 0) or (EPCM(DS:RCX).BLOCKED is not 0) or 
((EPCM(DS:RCX).PT is not PT_REG) and (EPCM(DS:RCX).PT is not PT_TCS) and (EPCM(DS:RCX).PT is not PT_TRIM) 
and (EPCM(DS:RCX).PT is not PT_SS_ FIRST) and (EPCM(DS:RCX).PT is not PT_SS_REST)) or 
(EPCM(DS:RCX).ENCLAVESECS # CR_ACTIVE_SECS)) 
THEN #PF((DS:RCX); FI; 


(* Check the destination EPC page for concurrency *) 
IF (EPC page in use ) 
THEN #GP(0); Fl; 


(* Re-Check security attributes of the destination EPC page *) 
IF ((EPCM(DS:RCX).VALID is 0) or (EPCM(DS:RCX).ENCLAVESECS # CR_ACTIVE_SECS) ) 
THEN #PF(DS:RCX); Fl; 


(* Verify that accept request matches current EPC page settings *) 

IF ((EPCM(DS:RCX).ENCLAVEADDRESS # DS:RCX) or (EPCM(DS:RCX).PENDING # SCRATCH_SECINFO.FLAGS.PENDING) or 
(EPCM(DS:RCX).MODIFIED # SCRATCH_SECINFO.FLAGS.MODIFIED) or (EPCM(DS:RCX).R # SCRATCH_SECINFO.FLAGS.R) or 
(EPCM(DS:RCX).W # SCRATCH_SECINFO.FLAGS.W) or (EPCM(DS:RCX).X # SCRATCH_SECINFO.FLAGS.X) or 
(EPCM(DS:RCX).PT # SCRATCH_SECINFO.FLAGS.PT) ) 
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THEN 
RFLAGS.ZF := 1; 
RAX := SGX_PAGE_ATTRIBUTES_MISMATCH; 
GOTO DONE; 
FI; 
(* Check that all required threads have left enclave *) 
IF (Tracking not correct) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_NOT_TRACKED; 
GOTO DONE; 
FI; 


(* Get pointer to the SECS to which the EPC page belongs *) 
TMP_SECS = << Obtain physical address of SECS through EPCM(DS:RCX)>> 
(* For TCS pages, perform additional checks *) 
IF (SCRATCH_SECINFO.FLAGS.PT = PT_TCS) 
THEN 
IF (DS:RCX.RESERVED # 0) #GP(0); FI; 


(* Check that TCS.FLAGS.DBGOPTIN, TCS stack, and TCS status are correctly initialized *) 
(* check that TCS.PREVSSP is 0 *) 
IF ( ((DS:RCX).FLAGS.DBGOPTIN is not 0) or ((DS:RCX).CSSA 2 (DS:RCX).NSSA) or ((DS:RCX).AEP is not 0) or ((DS:RCX).STATE is not 0) 
or ((CPUID.(EAX=12H, ECX=1):EAX[6] = 1) AND ((DS:RCX).PREVSSP != 0))) 
THEN #GP(0); Fl; 


(* Check consistency of FS & GS Limit *) 
IF ((TMP_SECS.ATTRIBUTES.MODE64BIT is 0) and ((DS:RCX.FSLIMIT & FFFH # FFFH) or (DS:RCX.GSLIMIT & FFFH # FFFH)) ) 
THEN #GP(0); Fl; 
FI; 


(* Clear PENDING/MODIFIED flags to mark accept operation complete *) 
EPCM(DS:RCX).PENDING := 0; 

EPCM(DS:RCX).MODIFIED := 0; 

EPCM(DS:RCX).PR := 0; 


(* Clear EAX and ZF to indicate successful completion *) 
RFLAGS.ZF := 0; 
RAX := 0; 


DONE: 
RFLAGS.CF,PF,AF,OF,SF := 0; 


Flags Affected 
Sets ZF if page cannot be accepted, otherwise cleared. Clears CF, PF, AF, OF, SF 
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Protected Mode Exceptions 


#GP(0) 


#PF(error code) 


If executed outside an enclave. 

If a memory operand effective address is outside the DS segment limit. 
If a memory operand is not properly aligned. 

If a memory operand is locked. 

If a page fault occurs in accessing memory operands. 

If a memory operand is not an EPC page. 

If EPC page has incorrect page type or security attributes. 


64-Bit Mode Exceptions 


#GP(0) 


#PF(error code) 


If executed outside an enclave. 

If a memory operand is non-canonical form. 

If a memory operand is not properly aligned. 

If a memory operand is locked. 

If a page fault occurs in accessing memory operands. 

If a memory operand is not an EPC page. 

If EPC page has incorrect page type or security attributes. 
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EACCEPTCOPY—Initialize a Pending Page 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = 07H IR VIV SGX2 This leaf function initializes a dynamically allocated EPC page 
ENCLU[EACCEPTCOPY] from another page in the EPC. 


Instruction Operand Encoding 


Op/En EAX RBX RCX RDX 
Return Error Code Address of the destina- Address of the 
IR EACCEPTCOPY (In) (Out) Address of a SECINFO (In) tion EPC page (In) source EPC page (In) 


Description 


This leaf function copies the contents of an existing EPC page into an uninitialized EPC page (created by EAUG). 
After initialization, the instruction may also modify the access rights associated with the destination EPC page. This 
instruction leaf can only be executed when inside the enclave. 


RBX contains the effective address of a SECINFO structure while RCX and RDX each contain the effective address 
of an EPC page. The table below provides additional information on the memory parameter of the EACCEPTCOPY 
leaf function. 


EACCEPTCOPY Memory Parameter Semantics 


SECINFO EPCPAGE (Destination) EPCPAGE (Source) 


Read access permitted by Non Enclave Read/Write access permitted by Enclave Read access permitted by Enclave 


The instruction faults if any of the following: 


EACCEPTCOPY Faulting Conditions 


The operands are not properly aligned. If security attributes of the SECINFO page make the page inaccessible. 

The EPC page is locked by another thread. If security attributes of the source EPC page make the page inaccessible. 

The EPC page is not valid. RBX does not contain an effective address in an EPC page in the running enclave. 

SECINFO contains an invalid request. RCX/RDX does not contain an effective address of an EPC page in the running 
enclave. 


The error codes are: 


Table 36-57. EACCEPTCOPY Return Value in RAX 


Error Code (see Table 36-4) Description 


No Error EACCEPTCOPY successful. 


SGX_PAGE_ATTRIBUTES_MISMATCH The attributes of the target EPC page do not match the expected values. 
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Concurrency Restrictions 


Table 36-58. Base Concurrency Restrictions of EACCEPTCOPY 


Base Concurrency Restrictions 
Leaf Parameter : - — 
Access On Conflict SGX_CONEFLICT VM Exit Qualification 
EACCEPTCOPY | Target [DS:RCX] Concurrent 
Source [DS:RDX] Concurrent 
SECINFO [DS:RBX] Concurrent 


Table 36-59. Additional Concurrency Restrictions of EACCEPTCOPY 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EACCEPTCOPY | Target [DS:RCX] Exclusive #GP Concurrent Concurrent 
Source [DS:RDX] Concurrent Concurrent Concurrent 
SECINFO [DS:RBX] Concurrent Concurrent Concurrent 
Operation 
Temp Variables in EACCEPTCOPY Operational Flow 
Name Type Size (bits) | Description 
SCRATCH_SECINFO SECINFO 512 Scratch storage for holding the contents of DS:RBX. 


IF (DS:RBX is not 64Byte Aligned) 
THEN #GP(0); Fl; 


IF ((DS:RCX is not 4KByte Aligned) or (DS:RDX is not 4KByte Aligned) ) 
THEN #GP(0); Fl; 


IF ((DS:RBX is not within CR_ELRANGE) or (DS:RCX is not within CR_ELRANGE) or (DS:RDX is not within CR_ELRANGE)) 
THEN #GP(0); Fl; 


IF (DS:RBX does not resolve within an EPC) 
THEN #PF(DS:RBX); FI; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


IF (DS:RDX does not resolve within an EPC) 
THEN #PF(DS:RDX); FI; 


IF ((EPCM(DS:RBX &~FFFH 
(EPCM(DS:RBX &~FFFH 
(EPCM(DS:RBX &~FFFH 
(EPCM(DS:RBX &~FFFH 
THEN #PF(DS:RBX); Fl; 


VALID = 0) or (EPCM(DS:RBX &~FFFH).R = 0) or (EPCM(DS:RBX &~FFFH).PENDING # 0) or 


.ENCLAVESECS # CR_ACTIVE_SECS) or 
.ENCLAVEADDRESS # DS:RBX) ) 


MODIFIED # 0) or (EPCM(DS:RBX &~FFFH).BLOCKED # 0) or (EPCM(DS:RBX &~FFFH).PT # PT_REG) or 
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(* Copy 64 bytes of contents *) 
SCRATCH_SECINFO := DS:RBX; 


(* Check for misconfigured SECINFO flags*) 

IF ((SCRATCH_SECINFO reserved fields are not zero ) or (SCRATCH_SECINFO.FLAGS.R=0) AND(SCRATCH_SECINFO.FLAGS.W#O ) or 
(SCRATCH_SECINFO.FLAGS.PT is not PT_REG) ) 
THEN #GP(0); FI; 


(* Check security attributes of the source EPC page *) 

IF ( (EPCM(DS:RDX).VALID = 0) or (EPCM(DS:RCX).R = 0) or (EPCM(DS:RDX).PENDING # 0) or (EPCM(DS:RDX).MODIFIED # 0) or 
(EPCM(DS:RDX).BLOCKED # 0) or (EPCM(DS:RDX).PT # PT_REG) or (EPCM(DS:RDX).ENCLAVESECS # CR_ACTIVE_SECS) or 
(EPCM(DS:RDX).ENCLAVEADDRESS # DS:RDX)) 

THEN #PF(DS:RDX); FI; 


(* Check security attributes of the destination EPC page *) 

IF ( (EPCM(DS:RCX).VALID = 0) or (EPCM(DS:RCX).PENDING # 1) or (EPCM(DS:RCX).MODIFIED # 0) or 
(EPCM(DS:RDX).BLOCKED # 0) or (EPCM(DS:RCX).PT # PT_REG) or (EPCM(DS:RCX).ENCLAVESECS # CR_ACTIVE_SECS) ) 
THEN 

RFLAGS.ZF := 1; 
RAX := SGX_PAGE_ATTRIBUTES_MISMATCH; 
GOTO DONE; 

Fl; 


(* Check the destination EPC page for concurrency *) 
IF (destination EPC page in use ) 
THEN #GP(0); Fl; 


(* Re-Check security attributes of the destination EPC page *) 
IF ( (EPCM(DS:RCX).VALID = 0) or (EPCM(DS:RCX).PENDING # 1) or (EPCM(DS:RCX).MODIFIED # 0) or 
(EPCM(DS:RCX).R # 1) or (EPCM(DS:RCX).W # 1) or (EPCM(DS:RCX).X # 0) or 
(EPCM(DS:RCX).PT # SCRATCH_SECINFO.FLAGS.PT) or (EPCM(DS:RCX).ENCLAVESECS # CR_ACTIVE_SECS) or 
(EPCM(DS:RCX).ENCLAVEADDRESS # DS:RCX)) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_PAGE_ATTRIBUTES_MISMATCH; 
GOTO DONE; 
Fl; 


(* Copy 4KBbytes form the source to destination EPC page*) 
DS:RCX[32767:0] := DS:RDX[32767:0]; 


(* Update EPCM permissions *) 

EPCM(DS:RCX).R := SCRATCH_SECINFO.FLAGS.R; 
EPCM(DS:RCX).W := SCRATCH_SECINFO.FLAGS.W; 
EPCM(DS:RCX).X := SCRATCH_SECINFO.FLAGS.X; 
EPCM(DS:RCX).PENDING := 0; 


RFLAGS.ZF := 0; 
RAX := 0; 


DONE: 
RFLAGS.CF,PF,AF,OF,SF := 0; 
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Sets ZF if page is not modifiable, otherwise cleared. Clears CF, PF, AF, OF, SF 


Protected Mode Exceptions 


#GP(0) 


#PF(error code) 


If executed outside an enclave. 

If a memory operand effective address is outside the DS segment limit. 
If a memory operand is not properly aligned. 

If a memory operand is locked. 

If a page fault occurs in accessing memory operands. 

If a memory operand is not an EPC page. 

If EPC page has incorrect page type or security attributes. 


64-Bit Mode Exceptions 


#GP(0) 


#PF(error code) 


If executed outside an enclave. 

If a memory operand is non-canonical form. 

If a memory operand is not properly aligned. 

If a memory operand is locked. 

If a page fault occurs in accessing memory operands. 

If a memory operand is not an EPC page. 

If EPC page has incorrect page type or security attributes. 


Vol. 3D 36-97 


INTEL® SGX INSTRUCTION REFERENCES 


EENTER—Enters an Enclave 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = 02H IR VV SGX1 This leaf function is used to enter an enclave. 
ENCLU[EENTER] 
Instruction Operand Encoding 
Op/En EAX RBX RCX 
Content of RBX.CSSA Address of IP following 
IR EENTER (In) (Out) Address of a TCS (In) Address of AEP (In) EENTER (Out) 
Description 


The ENCLU[EENTER] instruction transfers execution to an enclave. At the end of the instruction, the logical 
processor is executing in enclave mode at the RIP computed as EnclaveBase + TCS.OENTRY. If the target address 
is not within the CS segment (32-bit) or is not canonical (64-bit), a #GP(0O) results. 


EENTER Memory Parameter Semantics 


TCS 


Enclave access 


EENTER is a serializing instruction. The instruction faults if any of the following occurs: 


Address in RBX is not properly aligned. 


locked. 


TCS pointed to by RBX is not valid or available or 


Any TCS.FLAGS's must-be-zero bit is not zero. 


Current 32/64 mode does not match the enclave mode in 
SECS.ATTRIBUTES.MODE64. 


The SECS is in use. 


Any one of DS, ES, CS, SS is not zero. 


Either of TCS-specified FS and GS segment is not a subsets of the current DS 
segment. 


If XSAVE available, CR4.0SXSAVE = 0, but SECS.ATTRIBUTES.XFRM # 3. 


CR4.OSFXSR # 1. 


If CR4.0SXSAVE = 1, SECS.ATTRIBUTES.XFRM is not a subset of XCRO. 


The following operations are performed by EENTER: 
¢ RSP and RBP are saved in the current SSA frame on EENTER and are automatically restored on EEXIT or 


interrupt. 


¢ The AEP contained in RCX is stored into the TCS for use by AEXs.FS and GS (including hidden portions) are 
saved and new values are constructed using TCS.OFSBASE/GSBASE (32 and 64-bit mode) and 
TCS.OFSLIMIT/GSLIMIT (32-bit mode only). The resulting segments must be a subset of the DS segment. 


° If CR4.O0SXSAVE == 1, XCRO is saved and replaced by SECS.ATTRIBUTES.XFRM. The effect of RFLAGS.TF 
depends on whether the enclave entry is opt-in or opt-out (see Section 38.1.2): 


— On opt-out entry, TF is saved and cleared (it is restored on EEXIT or AEX). Any attempt to set TF via a POPF 
instruction while inside the enclave clears TF (see Section 38.2.5). 


— On opt-in entry, a single-step debug exception is pended on the instruction boundary immediately after 


EENTER (see Section 38.2. 


2), 


¢ All code breakpoints that do not overlap with ELRANGE are also suppressed. If the entry is an opt-out entry, all 
code and data breakpoints that overlap with the ELRANGE are suppressed. 


* On opt-out entry, a number of performance monitoring counters and behaviors are modified or suppressed (see 


Section 38.2.3): 
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— All performance monitoring activity on the current thread is suppressed except for incrementing and firing 
of FIXED_CTR1 and FIXED_CTR2. 


— PEBS is suppressed. 


— AnyThread counting on other threads is demoted to MyThread mode and IA32_PERF_GLOBAL_STATUS[60] 
on that thread is set 


— If the opt-out entry on a hardware thread results in suppression of any performance monitoring, then the 
processor sets IA32_PERF_GLOBAL_STATUS[60] and IA32_PERF_GLOBAL_STATUS[63]. 


Concurrency Restrictions 


Table 36-60. Base Concurrency Restrictions of EENTER 

Base Concurrency Restrictions 
Access On Conflict SGX_CONFLICT VM Exit Qualification 
EENTER TCS [DS:RBX] Shared #GP 


Leaf Parameter 


Table 36-61. Additional Concurrency Restrictions of EENTER 


Additional Concurrency Restrictions 
Leaf Parameter aioe pirenes phoake vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EENTER TCS [DS:RBX] Concurrent Concurrent Concurrent 
Operation 
Temp Variables in EENTER Operational Flow 
Name Type Size (Bits) | Description 
TMP_FSBASE Effective Address 32/64 Proposed base address for FS segment. 
TMP_GSBASE Effective Address 32/64 Proposed base address for FS segment. 
TMP_FSLIMIT Effective Address 32/64 Highest legal address in proposed FS segment. 
TMP_GSLIMIT Effective Address 32/64 Highest legal address in proposed GS segment. 
TMP_XSIZE integer 64 Size of XSAVE area based on SECS.ATTRIBUTES.XFRM. 
TMP_SSA_PAGE Effective Address 32/64 Pointer used to iterate over the SSA pages in the current frame. 
TMP_GPR Effective Address 32/64 Address of the GPR area within the current SSA frame. 


TMP_MODE64 := ((IA32_EFER.LMA = 1) && (CS.L = 1)); 


(* Make sure DS is usable, expand up *) 
IF (TMP_MODE64 = 0 and (DS not usable or ( ( DS[S] = 1) and (DS[bit 11] = 0) and DS[bit 10] = 1) )) 
THEN #GP(0); Fl; 


(* Check that CS, SS, DS, ES.base is 0 *) 
IF (TMP_MODE64 = 0) 
THEN 
IF 
IF 
IF 
IF 


CS.base # O or DS.base # 0) #GP(0); Fl; 
ES usable and ES.base # 0) #GP(0); FI; 
SS usable and SS.base # 0) #GP(0); FI; 
SS usable and SS.B = 0) #GP(0); FI; 


ee eS 
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Fl; 


IF (DS:RBX is not 4KByte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RBX does not resolve within an EPC) 
THEN #PF(DS:RBX); FI; 


(* Check AEP is canonical*) 
IF (TMP_MODE64 = 1 and (CS:RCX is not canonical) ) 
THEN #GP(0); Fl; 


(* Check concurrency of TCS operation*) 
IF (Other Intel SGX instructions is operating on TCS) 
THEN #GP(0); Fl; 


(* TCS verification *) 
IF (EPCM(DS:RBX).VALID = 0) 
THEN #PF(DS:RBX); FI; 


IF (EPCM(DS:RBX).BLOCKED = 1) 
THEN #PF(DS:RBX); Fl; 


IF ( (EPCM(DS:RBX).ENCLAVEADDRESS # DS:RBX) or (EPCM(DS:RBX).PT # PT_TCS) ) 
THEN #PF(DS:RBX); Fl; 


IF ((EPCM(DS:RBX).PENDING = 1) or (EPCM(DS:RBX).MODIFIED = 1)) 
THEN #PF(DS:RBX); Fl; 


IF ( (DS:RBX).0SSA is not 4KByte Aligned) 
THEN #GP(0); Fl; 


(* Check proposed FS and GS *) 
IF ( ( (DS:RBX).OFSBASE is not 4KByte Aligned) or ( (DS:RBX).OGSBASE is not 4KByte Aligned) ) 
THEN #GP(0); Fl; 


(* Get the SECS for the enclave in which the TCS resides *) 
TMP_SECS := Address of SECS for TCS; 


(* Check proposed FS/GS segments fall within DS *) 
IF (TMP_MODE64 = 0) 
THEN 
TMP_FSBASE := (DS:RBX).OFSBASE + TMP_SECS.BASEADDR; 
TMP_FSLIMIT := (DS:RBX).OFSBASE + TMP_SECS.BASEADDR + (DS:RBX).FSLIMIT; 
TMP_GSBASE := (DS:RBX).OGSBASE + TMP_SECS.BASEADDR; 
TMP_GSLIMIT := (DS:RBX).OGSBASE + TMP_SECS.BASEADDR + (DS:RBX).GSLIMIT; 
(* if FS wrap-around, make sure DS has no holes*) 
IF (TMP_FSLIMIT < TMP_FSBASE) 
THEN 
IF (DS.limit < 4GB) THEN #GP(0); FI; 
ELSE 
IF (TMP_FSLIMIT > DS.limit) THEN #GP(0); FI; 
FI; 
(* if GS wrap-around, make sure DS has no holes*) 
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IF (TMP_GSLIMIT < TMP_GSBASE) 
THEN 
IF (DS.limit < 4GB) THEN #GP(0); FI; 
ELSE 
IF (TMP_GSLIMIT > DS.limit) THEN #GP(0); FI; 
Fl; 
ELSE 
TMP_FSBASE := (DS:RBX).OFSBASE + TMP_SECS.BASEADDR; 
TMP_GSBASE := (DS:RBX).OGSBASE + TMP_SECS.BASEADDR; 
IF ((TMP_FSBASE is not canonical) or (TMP_GSBASE is not canonical)) 
THEN #GP(0); Fl; 
FI; 


(* Ensure that the FLAGS field in the TCS does not have any reserved bits set *) 
IF ( ( (DS:RBX).FLAGS & FFFFFFFFFFFFFFFEH) # 0) 
THEN #GP(0); Fl; 


(* SECS must exist and enclave must have previously been EINITted *) 
IF (the enclave is not already initialized) 
THEN #GP(0); Fl; 


(* make sure the logical processor's operating mode matches the enclave *) 
IF ((TMP_MODE64 # TMP_SECS.ATTRIBUTES.MODE64BIT) ) 
THEN #GP(0); Fl; 


IF (CR4.0SFXSR = 0) 
THEN #GP(0); Fl; 


(* Check for legal values of SECS.ATTRIBUTES.XFRM *) 
IF (CR4.0SXSAVE = 0) 
THEN 
IF (TMP_SECS.ATTRIBUTES.XFRM # 03H) THEN #GP(0); Fl; 
ELSE 
IF ((TMP_SECS.ATTRIBUTES.XFRM & XCRO) # TMP_SECS.ATTRIBUES.XFRM) THEN #GP(0); FI; 
FI; 


(* Make sure the SSA contains at least one more frame *) 
IF ( (DS:RBX).CSSA 2 (DS:RBX).NSSA) 
THEN #GP(0); Fl; 


(* Compute linear address of SSA frame *) 
TMP_SSA := (DS:RBX).OSSA + TMP_SECS.BASEADDR + 4096 * TMP_SECS.SSAFRAMESIZE * (DS:RBX).CSSA; 
TMP_XSIZE := compute_XSAVE_frame_size(TMP_SECS.ATTRIBUTES.XFRM); 


FOR EACH TMP_SSA_PAGE = TMP_SSA to TMP_SSA + TMP_XSIZE 
(* Check page is read/write accessible *) 
Check that DS:TMP_SSA_PAGE is read/write accessible; 
If a fault occurs, release locks, abort and deliver that fault; 


IF (DS:TMP_SSA_PAGE does not resolve to EPC page) 
THEN #PF(DS:TMP_SSA_PAGE); Fl; 

IF (EPCM(DS:TMP_SSA_PAGE).VALID = 0) 
THEN #PF(DS:TMP_SSA_PAGE); Fl; 

IF (EPCM(DS:TMP_SSA_PAGE).BLOCKED = 1) 
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THEN #PF(DS:TMP_SSA_PAGE); Fl; 
IF (EPCM(DS:TMP_SSA_PAGE).PENDING = 1) or (EPCM(DS:TMP_SSA_PAGE).MODIFIED = 1)) 
THEN #PF(DS:TMP_SSA_PAGE); Fl; 
IF (( EPCM(DS:TMP_SSA_PAGE).ENCLAVEADDRESS # DS:TMP_SSA_PAGE) or (EPCM(DS:TMP_SSA_PAGE).PT # PT_REG) or 
(EPCM(DS:TMP_SSA_PAGE).ENCLAVESECS # EPCM(DS:RBX).ENCLAVESECS) or 
(EPCM(DS:TMP_SSA_PAGE).R = 0) or (EPCM(DS:TMP_SSA_PAGE).W = 0) ) 
THEN #PF(DS:TMP_SSA_PAGE); Fl; 
CR_XSAVE_PAGE_n := Physical_Address(DS:TMP_SSA_PAGE); 
ENDFOR 


(* Compute address of GPR area*) 
TMP_GPR := TMP_SSA + 4096 * DS:TMP_SECS.SSAFRAMESIZE - sizeof(GPRSGX_AREA); 
If a fault occurs; release locks, abort and deliver that fault; 


IF (DS:TMP_GPR does not resolve to EPC page) 
THEN #PF(DS:TMP_GPR); Fl; 

IF (EPCM(DS:TMP_GPR).VALID = 0) 

THEN #PF(DS:TMP_GPR); Fl; 
IF (EPCM(DS:TMP_GPR).BLOCKED = 1) 
THEN #PF(DS:TMP_GPR); Fl; 

IF ((EPCM(DS:TMP_GPR).PENDING = 1) or (EPCM(DS:TMP_GPR).MODIFIED = 1)) 
THEN #PF(DS:TMP_GPR); Fl; 

IF (( EPCM(DS:TMP_GPR).ENCLAVEADDRESS # DS:TMP_GPR) or (EPCM(DS:TMP_GPR).PT # PT_REG) or 
(EPCM(DS:TMP_GPR).ENCLAVESECS EPCM(DS:RBX).ENCLAVESECS) or 
(EPCM(DS:TMP_GPR).R = 0) or (EPCM(DS:TMP_GPR).W = 0) ) 

THEN #PF(DS:TMP_GPR); Fl; 


IF (TMP_MODE64 = 0) 
THEN 
IF (TMP_GPR + (GPR_SIZE -1) is not in DS segment) THEN #GP(0); FI; 
Fl; 


CR_GPR_PA := Physical_Address (DS: TMP_GPR); 


(* Validate TCS.OENTRY *) 
TMP_TARGET := (DS:RBX).OENTRY + TMP_SECS.BASEADDR; 
IF (TMP_MODE64 = 1) 
THEN 
IF (TMP_TARGET is not canonical) THEN #GP(0); FI; 
ELSE 
IF (TMP_TARGET > CS limit) THEN #GP(0); Fl; 
FI; 


(* Ensure the enclave is not already active and this thread is the only one using the TCS*) 
IF (DS:RBX.STATE = ACTIVE) 
THEN #GP(0); Fl; 


TMP_IA32_U_CET := 0 
TMP_SSP : = 0 


IF CPUID.(EAX=12H, ECX=1):EAX[6] = 1 
THEN 
IF (CR4.CET = 0) 
THEN 
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(* If part does not support CET or CET has not been enabled and enclave requires CET then fail *) 
IF (TMP_SECS.CET_ATTRIBUTES # 0 OR TMP_SECS.CET_LEG_BITMAP_OFFSET # 0 ) #GP(O); FI; 
Fl; 
(* If indirect branch tracking or shadow stacks enabled but CET state save area is not 16B aligned then fail EENTER *) 
IF (TMP_SECS.CET_ATTRIBUTES.SH_STK_EN = 1 OR TMP_SECS.CET_ATTRIBUTES.ENDBR_EN = 1 ) 
THEN 
IF (DS:RBX.OCETSSA is not 16B aligned) #GP(0); FI; 
Fl; 


IF (TMP_SECS.CET_ATTRIBUTES.SH_STK_EN OR TMP_SECS.CET_ATTRIBUTES.ENDBR_EN) 
THEN 

(* Setup CET state from SECS, note tracker goes to IDLE *) 

TMP_IA32_U_CET = TMP_SECS.CET_ATTRIBUTES; 

IF (TMP_IA32_U_CET.LEG_IwW_EN = 1 AND TMP_IA32_U_CET.ENDBR_EN = 1 ) 

THEN 

TMP_IA32_U_CET := TMP_IA32_U_CET + TMP_SECS.BASEADDR; 
TMP_IA32_U_CET := TMP_IA32_U_CET + TMP_SECS.CET_LEG_BITMAP_BASE; 


Fl; 


(* Compute linear address of what will become new CET state save area and cache its PA *) 
TMP_CET_SAVE_AREA = DS:RBX.OCETSSA + TMP_SECS.BASEADDR + (DS:RBX.CSSA) * 16 
TMP_CET_SAVE_PAGE = TMP_CET_SAVE_AREA & ~OxFFF; 


Check the TMP_CET_SAVE_PAGE page is read/write accessible 
If fault occurs release locks, abort and deliver fault 


(* Read the EPCM VALID, PENDING, MODIFIED, BLOCKED and PT fields atomically *) 
IF ((DS:TMP_CET_SAVE_PAGE Does NOT RESOLVE TO EPC PAGE) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).VALID = 0) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).PENDING = 1) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).MODIFIED = 1) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).BLOCKED = 1) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).R = 0) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).W = 0) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).ENCLAVEADDRESS # DS:TMP_CET_SAVE_PAGE) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).PT # PT_SS_REST) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).ENCLAVESECS # EPCM(DS:RBX).ENCLAVESECS)) 

THEN 

#PF(DS:TMP_CET_SAVE_PAGE); 


YH YS aS YS aS aS DS a 


Fl; 


CR_CET_SAVE_AREA_PA := Physical address(DS:TMP_CET_SAVE_AREA) 


IF TMP_IA32_U_CET.SH_STK_EN = 1 
THEN 
TMP_SSP = TCS.PREVSSP; 


Fl; 
Fl; 
Fl; 


CR_ENCLAVE_MODE := 1; 


CR_ACTIVE_SECS := TMP_SECS; 
CR_ELRANGE := (TMPSECS.BASEADDR, TMP_SECS.SIZE); 
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(* Save state for possible AEXs *) 
CR_TCS_PA := Physical_Address (DS:RBX); 
CR_TCS_LA := RBX; 

CR_TCS_LA.AEP := RCX; 


(* Save the hidden portions of FS and GS *) 
CR_SAVE_FS_selector := FS.selector; 
CR_SAVE_FS_base := FS.base; 
CR_SAVE_FS_limit := FS.limit; 
CR_SAVE_FS_access_rights := FS.access_rights; 
CR_SAVE_GS_selector := GS.selector; 
CR_SAVE_GS_base := GS.base; 
CR_SAVE_GS_limit := GS limit; 
CR_SAVE_GS_access_rights := GS.access_rights; 


(* If XSAVE is enabled, save XCRO and replace it with SECS.ATTRIBUTES.XFRM*) 
IF (CR4.0SXSAVE = 1) 

CR_SAVE_XCRO := XCRO; 

XCRO := TMP_SECS.ATTRIBUTES.XFRM; 
FI; 


RCX := RIP; 

RIP := TMP_TARGET; 

RAX := (DS:RBX).CSSA; 

(* Save the outside RSP and RBP so they can be restored on interrupt or EEXIT *) 
DS:TMP_SSA.U_RSP := RSP; 

DS:TMP_SSA.U_RBP := RBP; 


(* Do the FS/GS swap *) 
FS.base := TMP_FSBASE; 
FS. limit := DS:RBX.FSLIMIT; 
FS.type := 00016; 

FS.W := DS.W; 

FS.S := 1; 

FS.DPL := DS.DPL; 
FS.G:= 1; 

FS.B := 1; 

FS.P := 1; 

FS.AVL := DS.AVL; 
FS.L:= DS.L; 

FS.unusable := 0; 
FS.selector := OBH; 


GS.base := TMP_GSBASE; 
GS.limit := DS:RBX.GSLIMIT; 
GS.type := 0001b; 

GS.W := DS.W; 

GSS := 1; 

GS.DPL := DS.DPL; 

GS.G := 1; 

GS.B := 1; 

GS.P := 1; 

GS.AVL := DS.AVL; 

GS.L := DS.L; 
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GS.unusable := 0; 
GS.selector := OBH; 


CR_DBGOPTIN := TCS.FLAGS.DBGOPTIN; 
Suppress_all_code_breakpoints_that_are_outside_ELRANGE; 


IF (CR_DBGOPTIN = 0) 

THEN 
Suppress_all_code_breakpoints_that_overlap_with_ELRANGE; 
CR_SAVE_TF := RFLAGS.TF; 

RFLAGS.TF := 0; 

Suppress_monitor_trap_flag for the source of the execution of the enclave; 
Suppress any pending debug exceptions; 

Suppress any pending MTF VM exit; 

ELSE 

IF RFLAGS.TF = 1 

THEN pend a single-step #DB at the end of EENTER; FI; 
IF the “monitor trap flag” VM-execution control is set 

THEN pend an MTF VM exit at the end of EENTER; Fl; 


Fl; 


IF ((CPUID.(EAX=7H, ECX=0):EDX[CET_IBT] = 1) OR (CPUID.(EAX=7H, ECX=0):ECX[CET_SS] = 1) 
THEN 
(* Save enclosing application CET state into save registers *) 
CR_SAVE_IA32_U_CET := IA32_U_CET 
(* Setup enclave CET state *) 
IF CPUID.(EAX=07H, ECX=00h):ECX[CET_SS] = 1 
THEN 
CR_SAVE_SSP := SSP 
Fl; 


IA32_U_CET := TMP_IA32_U_CET; 


Fl; 


Flush_linear_context; 
Allow_front_end_to_begin_fetch_at_new_RIP; 


Flags Affected 
RFLAGS.TF is cleared on opt-out entry 


Protected Mode Exceptions 
#GP(0) If DS:RBX is not page aligned. 
If the enclave is not initialized. 


If part or all of the FS or GS segment specified by TCS is outside the DS segment or not prop- 
erly aligned. 


If the thread is not in the INACTIVE state. 

If CS, DS, ES or SS bases are not all zero. 

If executed in enclave mode. 

If any reserved field in the TCS FLAG is set. 

If the target address is not within the CS segment. 
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#PF(error code) 


If CR4.OSFXSR = 0. 

If CR4.0SXSAVE = 0 and SECS.ATTRIBUTES.XFRM # 3. 

If CR4.0SXSAVE = land SECS.ATTRIBUTES.XFRM is not a subset of XCRO. 
If a page fault occurs in accessing memory. 

If DS:RBX does not point to a valid TCS. 


If one or more pages of the current SSA frame are not readable/writable, or do not resolve to 
a valid PT_REG EPC page. 


64-Bit Mode Exceptions 


#GP(0) 


#PF(error code) 
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If DS:RBX is not page aligned. 

If the enclave is not initialized. 

If the thread is not in the INACTIVE state. 
If CS, DS, ES or SS bases are not all zero. 
If executed in enclave mode. 


If part or all of the FS or GS segment specified by TCS is outside the DS segment or not prop- 
erly aligned. 


If the target address is not canonical. 

If CR4.OSFXSR = 0. 

If CR4.0SXSAVE = 0 and SECS.ATTRIBUTES.XFRM # 3. 

If CR4.0SXSAVE = land SECS.ATTRIBUTES.XFRM is not a subset of XCRO. 
If a page fault occurs in accessing memory operands. 

If DS:RBX does not point to a valid TCS. 


If one or more pages of the current SSA frame are not readable/writable, or do not resolve to 
a valid PT_REG EPC page. 
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EEXIT—Exits an Enclave 


Opcode/ Op/En 64/32 CPUID Description 
Instruction bitMode Feature 
Support Flag 
EAX = 04H IR VIV SGX1 This leaf function is used to exit an enclave. 
ENCLU[EEXIT] 


Instruction Operand Encoding 


Op/En EAX RBX RCX 
IR EEXIT (In) Target address outside the enclave (In) Address of the current AEP (Out) 
Description 


The ENCLU[EEXIT] instruction exits the currently executing enclave and branches to the location specified in RBX. 
RCX receives the current AEP. If RBX is not within the CS (32-bit mode) or is not canonical (64-bit mode) a #GP(0) 
results. 


EEXIT Memory Parameter Semantics 
Target Address 


Non-Enclave read and execute access 


If RBX specifies an address that is inside the enclave, the instruction will complete normally. The fetch of the next 
instruction will occur in non-enclave mode, but will attempt to fetch from inside the enclave. This fetch returns a 
fixed data pattern. 


If secrets are contained in any registers, it is responsibility of enclave software to clear those registers. 


If XCRO was modified on enclave entry, it is restored to the value it had at the time of the most recent EENTER or 
ERESUME. 


If the enclave is opt-out, RFLAGS.TF is loaded from the value previously saved on EENTER. 
Code and data breakpoints are unsuppressed. 
Performance monitoring counters are unsuppressed. 


Concurrency Restrictions 


Table 36-62. Base Concurrency Restrictions of EEXIT 

Base Concurrency Restrictions 
Access On Conflict SGX_CONEFLICT VM Exit Qualification 
EEXIT Concurrent 


Leaf Parameter 


Table 36-63. Additional Concurrency Restrictions of EEXIT 
Additional Concurrency Restrictions 


vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EEXIT Concurrent Concurrent Concurrent 
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Operation 
Temp Variables in EEXIT Operational Flow 
Name Type Size (Bits) | Description 
TMP_RIP Effective Address 32/64 Saved copy of CRIP for use when creating LBR. 


TMP_MODE64 := ((IA32_EFER.LMA = 1) && (CS.L = 1); 


IF (TMP_MODE64 = 1) 
THEN 
IF (RBX is not canonical) THEN #GP(0); FI; 
ELSE 
IF (RBX > CS limit) THEN #GP(0); FI; 
Fl; 


TMP_RIP := CRIP; 
RIP := RBX; 


(* Return current AEP in RCX *) 
RCX := CR_TCS_PA.AEP; 


(* Do the FS/GS swap *) 

FS.selector := CR_SAVE_FS.selector; 

FS.base := CR_SAVE_FS.base; 

FS.limit := CR_SAVE_FS limit; 

FS.access_rights := CR_SAVE_FS.access_rights; 
GS.selector := CR_SAVE_GS.selector; 

GS.base := CR_SAVE_GS.base; 

GS.limit = CR_SAVE_GS. limit; 

GS.access_rights := CR_SAVE_GS.access_rights; 


(* Restore XCRO if needed *) 
IF (CR4.0SXSAVE = 1) 

XCRO := CR_SAVE__XCRO; 
FI; 


Unsuppress_all_code_breakpoints_that_are_outside_ELRANGE; 


IF (CR_DBGOPTIN = 0) 
THEN 

UnSuppress_all_code_breakpoints_that_overlap_with_ELRANGE; 
Restore suppressed breakpoint matches; 
RFLAGS.TF := CR_SAVE_TF; 
UnSuppress_montior_trap_flag; 
UnSuppress_LBR_Generation; 
UnSuppress_performance monitoring_activity; 
Restore performance monitoring counter AnyThread demotion to MyThread in enclave back to AnyThread 


Fl; 


IF RFLAGS.TF = 1 
THEN Pend Single-Step #DB at the end of EEXIT; 
Fl; 


36-108 Vol. 3D 


INTEL® SGX INSTRUCTION REFERENCES 


IF the “monitor trap flag” VM-execution control is set 
THEN pend a MTF VM exit at the end of EEXIT; 
Fl; 


IF (CPUID.(EAX=1 2H, ECX=1):EAX[6] = 1) 
THEN 
(* Record PREVSSP *) 
IF (IA32_U_CET.SH_STK_EN == 1) 
THEN CR_TCS_PA.PREVSSP = SSP; Fl; 
Fl; 


IF ((CPUID.(EAX=7H, ECX=0):EDX[CET_IBT] = 1) OR (CPUID.(EAX=7, ECX=0):ECX[CET_SS] = 1) 
THEN 
(* Restore enclosing app's CET state from the save registers *) 
IA32_U_CET := CR_SAVE_IA32_U_CET; 
IF CPUID.(EAX=07H, ECX=00h):ECX[CET_SS] = 1 
THEN SSP := CR_SAVE_SSP; FI; 


(* Update enclosing app's TRACKER if enclosing app has indirect branch tracking enabled *) 
IF (CR4.CET = 1 AND IA32_U_CET.ENDBR_EN = 1) 
THEN 
IA32_U_CET.TRACKER := WAIT_FOR_ENDBRANCH; 
IA32_U_CET.SUPPRESS := 0 
Fl; 
Fl; 


CR_ENCLAVE_MODE := 0; 
CR_TCS_PA.STATE := INACTIVE; 


(* Assure consistent translations *) 
Flush_linear_context; 


Flags Affected 
RFLAGS.TF is restored from the value previously saved in EENTER or ERESUME. 


Protected Mode Exceptions 
#GP(0) If executed outside an enclave. 

If RBX is outside the CS segment. 
#PF(error code) If a page fault occurs in accessing memory. 


64-Bit Mode Exceptions 
#GP(0) If executed outside an enclave. 
If RBX is not canonical. 
#PF(error code) If a page fault occurs in accessing memory operands. 
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EGETKEY—Retrieves a Cryptographic Key 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = 01H IR VIV SGX1 This leaf function retrieves a cryptographic key. 
ENCLU[EGETKEY] 


Instruction Operand Encoding 


Op/En EAX RBX RCX 
IR EGETKEY (In) Return error code (Out) | Address to a KEYREQUEST (In) | Address of the OUTPUTDATA (In) 
Description 


The ENCLU[EGETKEY] instruction returns a 128-bit secret key from the processor specific key hierarchy. The 
register RBX contains the effective address of a KEYREQUEST structure, which the instruction interprets to deter- 
mine the key being requested. The Requesting Keys section below provides a description of the keys that can be 
requested. The RCX register contains the effective address where the key will be returned. Both the addresses in 
RBX & RCX should be locations inside the enclave. 


EGETKEY derives keys using a processor unique value to create a specific key based on a number of possible inputs. 
This instruction leaf can only be executed inside an enclave. 


EEGETKEY Memory Parameter Semantics 


KEYREQUEST OUTPUTDATA 


Enclave read access Enclave write access 


After validating the operands, the instruction determines which key is to be produced and performs the following 
actions: 


¢ The instruction assembles the derivation data for the key based on the Table 36-64. 
* Computes derived key using the derivation data and package specific value. 
* Outputs the calculated key to the address in RCX. 


The instruction fails with #GP(0) if the operands are not properly aligned. Successful completion of the instruction 
will clear RFLAGS.{ZF, CF, AF, OF, SF, PF}. The instruction returns an error code if the user tries to request a key 
based on an invalid CPUSVN or ISVSVN (when the user request is accepted, see the table below), requests a key 
for which it has not been granted the attribute to request, or requests a key that is not supported by the hardware. 
These checks may be performed in any order. Thus, an indication by error number of one cause (for example, 
invalid attribute) does not imply that there are not also other errors. Different processors may thus give different 
error numbers for the same Enclave. The correctness of software should not rely on the order resulting from the 
checks documented in this section. In such cases the ZF flag is set and the corresponding error bit 
(SGX_INVALID_SVN, SGX_INVALID_ATTRIBUTE, SGX_INVALID_KEYNAME) is set in RAX and the data at the 
address specified by RCX is unmodified. 


Requesting Keys 


The KEYREQUEST structure (see Section 33.18.1) identifies the key to be provided. The Keyrequest.KeyName field 
identifies which type of key is requested. 


Deriving Keys 


Key derivation is based on a combination of the enclave specific values (See Table 36-64) and a processor key. 
Depending on the key being requested a field may either be included by definition or the value may be included 
from the KeyRequest. A “yes” in Table 36-64 indicates the value for the field is included from its default location, 
identified in the source row, and a “request” indicates the values for the field is included from its corresponding 
KeyRequest field. 
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Table 36-64. Key Derivation 


Owner | CPU ISvV ISVEXT | ISVFAM CONFIG | CONFIGS 
Key Name | Attributes Epoch | SVN ISV SVN | PRODID | PRODID | ILYID MRENCLAVE | MRSIGNER | ID VN RAND 
Key Y= CR_SGX | Y= R= SECS. SECS.IS | SECS.IS | SECS. SECS. SECS.CO | SECS.CO | Req. 
Dependent | SECS.ATTRIBUTES | OWNER | CPUSVN | ReqISV | ISVID VEXTPR | VFAMIL | MRENCLAVE | MRSIGNER | NFIGID | NFIGSVN | KEYID 
Constant | and EPOCH | Register; | SVN; ODID YID 
SECS.MISCSELECT 
and 
SECS.CET_ATTRIB 
UTES; 
Source 
R:= AttribMask & Ri= 
SECS.ATTRIBUTES Req.CPU 
and SVN; 
SECS.MISCSELECT 
and 
SECS.CET_ATTRIB 
UTES; 
EINITTOKEN | Yes Request Yes Request | Request | Yes No No No Yes No No Request 
Report Yes Yes Yes Yes No No No No Yes No Yes Yes Request 
Seal Yes Request Yes Request | Request | Request | Request | Request | Request Request Request | Request | Request 
Provisioning | Yes Request No Request | Request | Yes No No No Yes No No Yes 
Provisioning | Yes Request No Request | Request | Request | Request | Request | No Yes Request | Request | Yes 
Seal 


Keys that permit the specification of a CPU or ISV's code's, or enclave configuration's SVNs have additional require- 
ments. The caller may not request a key for an SVN beyond the current CPU, ISV or enclave configuration's SVN, 
respectively. 


Several keys are access controlled. Access to the Provisioning Key and Provisioning Seal key requires the enclave's 
ATTRIBUTES.PROVISIONKEY be set. The EINITTOKEN Key requires ATTRIBUTES.EINITTOKEN_KEY be set and 
SECS.MRSIGNER equal IA32_SGXLEPUBKEYHASH. 


Some keys are derived based on a hardcode PKCS padding constant (352 byte string): 
HARDCODED_PKCS1_5_ PADDING[15:0] := 0100H; 

HARDCODED_PKCS1_5_PADDING[2655:16] := SignExtend330Byte(-1); // 330 bytes of OFFH 
HARDCODED_PKCS1_5_ PADDING[2815:2656] := 2004000501020403650148866009060D30313000H; 


The error codes are: 


Table 36-65. EGETKEY Return Value in RAX 


Error Code (see Table 36-4) Value Description 
No Error 0 EGETKEY successful. 

[SGX_INVALID_ATTRIBUTE =~~—~*|~—~—_ | The KEYREQUEST contains a KEYNAME for which the enclave is not authorized. __| 
SGX_INVALID_CPUSVN If KEYREQUEST.CPUSVN is an unsupported platforms CPUSVN value. 
SGX_INVALID_ISVSVN If KEYREQUEST software SVN (ISVSVN or CONFIGSVN) is greater than the 

enclave'’s corresponding SVN. 
SGX_INVALID_KEYNAME If KEYREQUEST.KEYNAME is an unsupported value. 


Concurrency Restrictions 


Table 36-66. Base Concurrency Restrictions of EGETKEY 


Base Concurrency Restrictions 
Leaf Parameter : - — 
Access On Conflict SGX_CONFLICT VM Exit Qualification 
EGETKEY KEYREQUEST [DS:RBX] Concurrent 
OUTPUTDATA [DS:RCX] Concurrent 
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Table 36-67. Additional Concurrency Restrictions of EGETKEY 


Additional Concurrency Restrictions 
Leaf Parameter een feces ae vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EGETKEY KEYREQUEST Concurrent Concurrent Concurrent 
[DS:RBX] 
OUTPUTDATA Concurrent Concurrent Concurrent 
[DS:RCX] 
Operation 
Temp Variables in EGETKEY Operational Flow 
Name Type Size (Bits) | Description 
TMP_CURRENTSECS Address of the SECS for the currently executing enclave. 
TMP_KEYDEPENDENCIES Temp space for key derivation. 
TMP_ATTRIBUTES 128 Temp Space for the calculation of the sealable Attributes. 
TMP_ISVEXTPRODID 16 bytes Temp Space for ISVEXTPRODID. 
TMP_ISVPRODID 2 bytes Temp Space for ISVPRODID. 
TMP_ISVFAMILYID 16 bytes Temp Space for ISVFAMILYID. 
TMP_CONFIGID 64 bytes Temp Space for CONFIGID. 
TMP_CONFIGSVN 2 bytes Temp Space for CONFIGSVN. 
TMP_OUTPUTKEY 128 Temp Space for the calculation of the key. 


(* Make sure KEYREQUEST is properly aligned and inside the current enclave *) 
IF ( (DS:RBX is not 512Byte aligned) or (DS:RBX is within CR_ELRANGE) ) 
THEN #GP(0); Fl; 


(* Make sure DS:RBX is an EPC address and the EPC page is valid *) 
IF ((DS:RBX does not resolve to an EPC address) or (EPCM(DS:RBX).VALID = 0) ) 
THEN #PF(DS:RBX); FI; 


IF (EPCM(DS:RBX).BLOCKED = 1) 
THEN #PF(DS:RBX); Fl; 


(* Check page parameters for correctness *) 

IF ( (EPCM(DS:RBX).PT # PT_REG) or (EPCM(DS:RBX).ENCLAVESECS # CR_ACTIVE_SECS) or (EPCM(DS:RBX).PENDING = 1) or 
(EPCM(DS:RBX).MODIFIED = 1) or (EPCM(DS:RBX).ENCLAVEADDRESS # (DS:RBX & ~OFFFH) ) or (EPCM(DS:RBX).R = 0) ) 
THEN #PF(DS:RBX); 

Fl; 


(* Make sure OUTPUTDATA is properly aligned and inside the current enclave *) 
IF ( (DS:RCX is not 16Byte aligned) or (DS:RCX is not within CR_ELRANGE) ) 
THEN #GP(0); Fl; 


(* Make sure DS:RCX is an EPC address and the EPC page is valid *) 
IF ((DS:RCX does not resolve to an EPC address) or (EPCM(DS:RCX).VALID = 0) ) 


36-112 Vol. 3D 


INTEL® SGX INSTRUCTION REFERENCES 


THEN #PF(DS:RCX); Fl; 


IF (EPCM(DS:RCX).BLOCKED = 1) 
THEN #PF(DS:RCX); Fl; 


(* Check page parameters for correctness *) 

IF ((EPCM(DS:RCX).PT # PT_REG) or (EPCM(DS:RCX).ENCLAVESECS # CR_ACTIVE_SECS) or (EPCM(DS:RCX).PENDING = 1) or 
(EPCM(DS:RCX).MODIFIED = 1) or (EPCM(DS:RCX).ENCLAVEADDRESS # (DS:RCX & ~OFFFH) ) or (EPCM(DS:RCX).W = 0) ) 
THEN #PF(DS:RCX); 

Fl; 


(* Verify RESERVED spaces in KEYREQUEST are valid *) 
IF ((DS:RBX).RESERVED # 0) or (DS:RBX.KEYPOLICY.RESERVED # 0) ) 
THEN #GP(0); FI; 


TMP_CURRENTSECS := CR_ACTIVE_SECS; 


(* Verify that CONFIGSVN & New Policy bits are not used if KSS is not enabled *) 
IF ((TMP_CURRENTSECS.ATTRIBUTES.KSS == 0) AND ((DS:RBX.KEYPOLICY & Ox003C # 0) OR (DS:RBX.CONFIGSVN > 0))) 
THEN #GP(0); Fl; 
(* Determine which enclave attributes that must be included in the key. Attributes that must always be include INIT & DEBUG *) 
REQUIRED_SEALING_MASK[1 27:0] := QO000000 00000000 00000000 00000003H; 
TMP_ATTRIBUTES := (DS:RBX.ATTRIBUTEMASK | REQUIRED_SEALING_MASK) & TMP_CURRENTSECS.ATTRIBUTES; 


(* Compute MISCSELECT fields to be included *) 
TMP_MISCSELECT := DS:RBX.MISCMASK & TMP_CURRENTSECS.MISCSELECT 


(* Compute CET_ATTRIBUTES fields to be included *) 
IF (CPUID.(EAX=1 2H, ECX=1):E€AX[6] = 1) 

THEN TMP_CET_ATTRIBUTES := DS:RBX.CET_ATTRIBUTES_ MASK & TMP_CURRENTSECS.CET_ATTRIBUTES; Fl; 
TMP_KEYDEPENDENCIES := 0; 


CASE (DS:RBX.KEYNAME) 
SEAL_KEY: 
IF (DS:RBX.CPUSVN is beyond current CPU configuration) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_CPUSVN; 
GOTO EXIT; 
Fl; 
IF (DS:RBX.ISVSVN > TMP_CURRENTSECS.ISVSVN) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_ISVSVN; 
GOTO EXIT; 
Fl; 
IF (DS:RBX.CONFIGSVN > TMP_CURRENTSECS.CONFIGSVN) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_ISVSVN; 
GOTO EXIT; 
Fl; 


(*Include enclave identity?*) 
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TMP_MRENCLAVE := 0; 
IF (DS:RBX.KEYPOLICY.MRENCLAVE = 1) 
THEN TMP_MRENCLAVE := TMP_CURRENTSECS.MRENCLAVE; 
FI; 
(*Include enclave author?*) 
TMP_MRSIGNER := 0; 
IF (DS:RBX.KEYPOLICY.MRSIGNER = 1) 
THEN TMP_MRSIGNER := TMP_CURRENTSECS.MRSIGNER; 
FI; 
(* Include enclave product family ID? *) 
TMP_ISVFAMILYID := 0; 
IF (DS:RBX.KEYPOLICY.ISVFAMILYID = 1) 
THEN TMP_ISVFAMILYID := TMP_CURRENTSECS.ISVFAMILYID; 
FI; 


(* Include enclave product ID? *) 
TMP_ISVPRODID := 0; 
IF (DS:RBX.KEYPOLICY.NOISVPRODID = 0) 
TMP_ISVPRODID := TMP_CURRENTSECS.ISVPRODID; 
FI; 


(* Include enclave Config ID? *) 

TMP_CONFIGID := 0; 

TMP_CONFIGSVN := 0; 

IF (DS:RBX.KEYPOLICY.CONFIGID = 1) 
TMP_CONFIGID := TMP_CURRENTSECS.CONFIGID; 
TMP_CONFIGSVN := DS:RBX.CONFIGSVN; 

FI; 


(* Include enclave extended product ID? *) 

TMP_ISVEXTPRODID := 0; 

IF (DS:RBX.KEYPOLICY.ISVEXTPRODID = 1 ) 
TMP_ISVEXTPRODID := TMP_CURRENTSECS.ISVEXTPRODID; 

FI; 


//Determine values key is based on 
TMP_KEYDEPENDENCIES.KEYNAME := SEAL_KEY; 
TMP_KEYDEPENDENCIES.ISVFAMILYID := TMP_ISVFAMILYID; 
TMP_KEYDEPENDENCIES.ISVEXTPRODID := TMP_ISVEXTPRODID; 
TMP_KEYDEPENDENCIES.ISVPRODID := TMP_ISVPRODID; 
TMP_KEYDEPENDENCIES.ISVSVN := DS:RBX.ISVSVN; 
TMP_KEYDEPENDENCIES.SGXOWNEREPOCH := CR_SGXOWNEREPOCH; 
TMP_KEYDEPENDENCIES.ATTRIBUTES := TMP_ATTRIBUTES; 
TMP_KEYDEPENDENCIES.ATTRIBUTESMASK := DS:RBX.ATTRIBUTEMASK; 
TMP_KEYDEPENDENCIES.MRENCLAVE := TMP_MRENCLAVE; 
TMP_KEYDEPENDENCIES.MRSIGNER := TMP_MRSIGNER; 
TMP_KEYDEPENDENCIES.KEYID := DS:RBX.KEYID; 
TMP_KEYDEPENDENCIES.SEAL_KEY_FUSES := CR_SEAL_FUSES; 
TMP_KEYDEPENDENCIES.CPUSVN := DS:RBX.CPUSVN; 
TMP_KEYDEPENDENCIES.PADDING := TMP_CURRENTSECS.PADDING; 
TMP_KEYDEPENDENCIES.MISCSELECT := TMP_MISCSELECT; 
TMP_KEYDEPENDENCIES.MISCMASK := ~DS:RBX.MISCMASK; 
TMP_KEYDEPENDENCIES.KEYPOLICY := DS:RBX.KEYPOLICY; 
TMP_KEYDEPENDENCIES.CONFIGID := TMP_CONFIGID; 
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TMP_KEYDEPENDENCIES.CONFIGSVN := TMP_CONFIGSVN; 
IF CPUID.(EAX=12H, ECX=1):E€AX[6] = 1 
THEN 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES := TMP_CET_ATTRIBUTES; 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES _MASK := DS:RBX.CET_ATTRIBUTES _MASK; 
Fl; 
BREAK; 
REPORT_KEY: 
//Determine values key is based on 
TMP_KEYDEPENDENCIES.KEYNAME := REPORT_KEY; 
TMP_KEYDEPENDENCIES.ISVFAMILYID := 0; 
TMP_KEYDEPENDENCIES.ISVEXTPRODID := 0; 
TMP_KEYDEPENDENCIES.ISVPRODID := 0; 
TMP_KEYDEPENDENCIES.ISVSVN := 0; 
TMP_KEYDEPENDENCIES.SGXOWNEREPOCH := CR_SGXOWNEREPOCH; 
TMP_KEYDEPENDENCIES.ATTRIBUTES := TMP_CURRENTSECS.ATTRIBUTES; 
TMP_KEYDEPENDENCIES.ATTRIBUTESMASK := 0; 
TMP_KEYDEPENDENCIES.MRENCLAVE := TMP_CURRENTSECS.MRENCLAVE; 
TMP_KEYDEPENDENCIES.MRSIGNER := 0; 
TMP_KEYDEPENDENCIES.KEYID := DS:RBX.KEYID; 
TMP_KEYDEPENDENCIES.SEAL_KEY_FUSES := CR_SEAL_FUSES; 
TMP_KEYDEPENDENCIES.CPUSVN := CR_CPUSVN; 
TMP_KEYDEPENDENCIES.PADDING := HARDCODED_PKCS1_5_ PADDING; 
TMP_KEYDEPENDENCIES.MISCSELECT := TMP_CURRENTSECS.MISCSELECT; 
TMP_KEYDEPENDENCIES.MISCMASK := 0; 
TMP_KEYDEPENDENCIES.KEYPOLICY := 0; 
TMP_KEYDEPENDENCIES.CONFIGID := TMP_CURRENTSECS.COMFIGID; 
TMP_KEYDEPENDENCIES.CONFIGSVN := TMP_CURRENTSECS.CONFIGSVN; 
IF (CPUID.(EAX=1 2H, ECX=1):EAX[6] = 1) 
THEN 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES := TMP_CURRENTSECS.CET_ATTRIBUTES; 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES_MASK := 0; 
Fl; 
BREAK; 
EINITTOKEN_KEY: 
(* Check ENCLAVE has EINITTOKEN Key capability *) 
IF (TMP_CURRENTSECS.ATTRIBUTES.EINITTOKEN_KEY = 0) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_ATTRIBUTE; 
GOTO ExIT; 
Fl; 
IF (DS:RBX.CPUSVN is beyond current CPU configuration) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_CPUSVN; 
GOTO ExIT; 
Fl; 
IF (DS:RBX.ISVSVN > TMP_CURRENTSECS.ISVSVN) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_ISVSVN; 
GOTO ExIT; 
Fl; 
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(* Determine values key is based on *) 
TMP_KEYDEPENDENCIES.KEYNAME := EINITTOKEN_KEY; 
TMP_KEYDEPENDENCIES.ISVFAMILYID := 0; 
TMP_KEYDEPENDENCIES.ISVEXTPRODID := 0; 
TMP_KEYDEPENDENCIES.ISVPRODID := TMP_CURRENTSECS.ISVPRODID 
TMP_KEYDEPENDENCIES.ISVSVN := DS:RBX.ISVSVN; 
TMP_KEYDEPENDENCIES.SGXOWNEREPOCH := CR_SGXOWNEREPOCH; 
TMP_KEYDEPENDENCIES.ATTRIBUTES := TMP_ATTRIBUTES; 
TMP_KEYDEPENDENCIES.ATTRIBUTESMASK := 0; 
TMP_KEYDEPENDENCIES.MRENCLAVE := 0; 
TMP_KEYDEPENDENCIES.MRSIGNER := TMP_CURRENTSECS.MRSIGNER; 
TMP_KEYDEPENDENCIES.KEYID := DS:RBX.KEYID; 
TMP_KEYDEPENDENCIES.SEAL_KEY_FUSES := CR_SEAL_FUSES; 
TMP_KEYDEPENDENCIES.CPUSVN := DS:RBX.CPUSVN; 
TMP_KEYDEPENDENCIES.PADDING := TMP_CURRENTSECS.PADDING; 
TMP_KEYDEPENDENCIES.MISCSELECT := TMP_MISCSELECT; 
TMP_KEYDEPENDENCIES.MISCMASK := 0; 
TMP_KEYDEPENDENCIES.KEYPOLICY := 0; 
TMP_KEYDEPENDENCIES.CONFIGID := 0; 
TMP_KEYDEPENDENCIES.CONFIGSVN := 0; 
IF (CPUID.(EAX=1 2H, ECX=1):EAX[6] = 1) 
THEN 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES := TMP_CET_ATTRIBUTES; 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES _MASK := 0; 
FI; 
BREAK; 
PROVISION_KEY: 
(* Check ENCLAVE has PROVISIONING capability *) 
IF (TMP_CURRENTSECS.ATTRIBUTES.PROVISIONKEY = 0) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_ATTRIBUTE; 
GOTO EXIT; 
FI; 
IF (DS:RBX.CPUSVN is beyond current CPU configuration) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_CPUSVN; 
GOTO EXIT; 
FI; 
IF (DS:RBX.ISVSVN > TMP_CURRENTSECS.ISVSVN) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_ISVSVN; 
GOTO EXIT; 
FI; 
(* Determine values key is based on *) 
TMP_KEYDEPENDENCIES.KEYNAME := PROVISION_KEY; 
TMP_KEYDEPENDENCIES.ISVFAMILYID := 0; 
TMP_KEYDEPENDENCIES.ISVEXTPRODID := 0; 
TMP_KEYDEPENDENCIES.ISVPRODID := TMP_CURRENTSECS.ISVPRODID; 
TMP_KEYDEPENDENCIES.ISVSVN := DS:RBX.ISVSVN; 
TMP_KEYDEPENDENCIES.SGXOWNEREPOCH := 0; 
TMP_KEYDEPENDENCIES.ATTRIBUTES := TMP_ATTRIBUTES; 
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TMP_KEYDEPENDENCIES.ATTRIBUTESMASK := DS:RBX.ATTRIBUTEMASK; 
TMP_KEYDEPENDENCIES.MRENCLAVE := 0; 
TMP_KEYDEPENDENCIES.MRSIGNER := TMP_CURRENTSECS.MRSIGNER; 
TMP_KEYDEPENDENCIES.KEYID := 0; 
TMP_KEYDEPENDENCIES.SEAL_KEY_FUSES := 0; 
TMP_KEYDEPENDENCIES.CPUSVN := DS:RBX.CPUSVN; 
TMP_KEYDEPENDENCIES.PADDING := TMP_CURRENTSECS.PADDING; 
TMP_KEYDEPENDENCIES.MISCSELECT := TMP_MISCSELECT; 
TMP_KEYDEPENDENCIES.MISCMASK := ~DS:RBX.MISCMASK; 
TMP_KEYDEPENDENCIES.KEYPOLICY := 0; 
TMP_KEYDEPENDENCIES.CONFIGID := 0; 
IF (CPUID.(EAX=1 2H, ECX=1):E€AX[6] = 1) 
THEN 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES := TMP_CET_ATTRIBUTES; 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES _MASK := 0; 
Fl; 
BREAK; 
PROVISION_SEAL_KEY: 
(* Check ENCLAVE has PROVISIONING capability *) 
IF (TMP_CURRENTSECS.ATTRIBUTES.PROVISIONKEY = 0) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_ATTRIBUTE; 
GOTO EXIT; 
Fl; 
IF (DS:RBX.CPUSVN is beyond current CPU configuration) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_CPUSVN; 
GOTO EXIT; 
Fl; 
IF (DS:RBX.ISVSVN > TMP_CURRENTSECS.ISVSVN) 
THEN 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_ISVSVN; 
GOTO EXIT; 
Fl; 
(* Include enclave product family ID? *) 
TMP_ISVFAMILYID := 0; 
IF (DS:RBX.KEYPOLICY.ISVFAMILYID = 1) 
THEN TMP_ISVFAMILYID := TMP_CURRENTSECS.ISVFAMILYID; 
Fl; 


(* Include enclave product ID? *) 
TMP_ISVPRODID := 0; 
IF (DS:RBX.KEYPOLICY.NOISVPRODID = 0) 
TMP_ISVPRODID := TMP_CURRENTSECS.ISVPRODID; 
Fl; 


(* Include enclave Config ID? *) 

TMP_COMFIGID := 0; 

TMP_CONFIGSVN := 0; 

IF (DS:RBX.KEYPOLICY.CONFIGID = 1) 
TMP_CONFIGID := TMP_CURRENTSECS.CONFIGID; 
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TMP_CONFIGSVN := DS:RBX.CONFIGSVN; 
Fl; 


(* Include enclave extended product ID? *) 

TMP_ISVEXTPRODID := 0; 

IF (DS:RBX.KEYPOLICY.ISVEXTPRODID = 1) 
TMP_ISVEXTPRODID := TMP_CURRENTSECS.ISVEXTPRODID; 

FI; 


(* Determine values key is based on *) 
TMP_KEYDEPENDENCIES.KEYNAME := PROVISION_SEAL_KEY; 
TMP_KEYDEPENDENCIES.ISVFAMILYID := TMP_ISVFAMILYID; 
TMP_KEYDEPENDENCIES.ISVEXTPRODID := TMP_ISVEXTPRODID; 
TMP_KEYDEPENDENCIES.ISVPRODID := TMP_ISVPRODID; 
TMP_KEYDEPENDENCIES.ISVSVN := DS:RBX.ISVSVN; 
TMP_KEYDEPENDENCIES.SGXOWNEREPOCH := 0; 
TMP_KEYDEPENDENCIES.ATTRIBUTES := TMP_ATTRIBUTES; 
TMP_KEYDEPENDENCIES.ATTRIBUTESMASK := DS:RBX.ATTRIBUTEMASK; 
TMP_KEYDEPENDENCIES.MRENCLAVE := 0; 
TMP_KEYDEPENDENCIES.MRSIGNER := TMP_CURRENTSECS.MRSIGNER; 
TMP_KEYDEPENDENCIES.KEYID := 0; 
TMP_KEYDEPENDENCIES.SEAL_KEY_FUSES := CR_SEAL_FUSES; 
TMP_KEYDEPENDENCIES.CPUSVN := DS:RBX.CPUSVN; 
TMP_KEYDEPENDENCIES.PADDING := TMP_CURRENTSECS.PADDING; 
TMP_KEYDEPENDENCIES.MISCSELECT := TMP_MISCSELECT; 
TMP_KEYDEPENDENCIES.MISCMASK := ~DS:RBX.MISCMASK; 
TMP_KEYDEPENDENCIES.KEYPOLICY := DS:RBX.KEYPOLICY; 
TMP_KEYDEPENDENCIES.CONFIGID := TMP_CONFIGID; 
TMP_KEYDEPENDENCIES.CONFIGSVN := TMP_CONFIGSVN; 
IF (CPUID.(EAX=1 2H, ECX=1):EAX[6] = 1) 
THEN 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES := TMP_CET_ATTRIBUTES; 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES _MASK := 0; 
FI; 
BREAK; 
DEFAULT: 
(* The value of KEYNAME is invalid *) 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_KEYNAME; 
GOTO EXIT: 
ESAC; 


(* Calculate the final derived key and output to the address in RCX *) 
TMP_OUTPUTKEY := derivekey(TMP_KEYDEPENDENCIES); 

DS:RCX[1 5:0] := TMP_OUTPUTKEY; 

RAX := 0; 

RFLAGS.ZF := 0; 


EXIT: 

RFLAGS.CF := 0; 
RFLAGS.PF := 0; 
RFLAGS.AF := 0; 
RFLAGS.OF := 0; 
RFLAGS.SF := 0; 
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ZF is cleared if successful, otherwise ZF is set. CF, PF, AF, OF, SF are cleared. 


Protected Mode Exceptions 


#GP(0) 


#PF(error code) 


If executed outside an enclave. 

If a memory operand effective address is outside the current enclave. 
If an effective address is not properly aligned. 

If an effective address is outside the DS segment limit. 

If KEYREQUEST format is invalid. 

If a page fault occurs in accessing memory. 


64-Bit Mode Exceptions 


#GP(0) 


#PF(error code) 


If executed outside an enclave. 

If a memory operand effective address is outside the current enclave. 
If an effective address is not properly aligned. 

If an effective address is not canonical. 

If KEYREQUEST format is invalid. 

If a page fault occurs in accessing memory operands. 
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EMODPE—Extend an EPC Page Permissions 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = O6H IR VIN SGX2 This leaf function extends the access rights of an existing EPC 
ENCLU[EMODPE] page. 


Instruction Operand Encoding 


Op/En EAX RBX RCX 
IR EMODPE (In) Address of a SECINFO (In) Address of the destination EPC page (In) 
Description 


This leaf function extends the access rights associated with an existing EPC page in the running enclave. THE RWX 
bits of the SECINFO parameter are treated as a permissions mask; supplying a value that does not extend the page 
permissions will have no effect. This instruction leaf can only be executed when inside the enclave. 


RBX contains the effective address of a SECINFO structure while RCX contains the effective address of an EPC page. 
The table below provides additional information on the memory parameter of the EMODPE leaf function. 


EMODPE Memory Parameter Semantics 


SECINFO EPCPAGE 


Read access permitted by Non Enclave Read access permitted by Enclave 


The instruction faults if any of the following: 


EMODPE Faulting Conditions 
The operands are not properly aligned. If security attributes of the SECINFO page make the page inaccessible. 
The EPC page is locked by another thread. RBX does not contain an effective address in an EPC page in the running enclave. 
The EPC page is not valid. RCX does not contain an effective address of an EPC page in the running enclave. 
SECINFO contains an invalid request. 


Concurrency Restrictions 


Table 36-68. Base Concurrency Restrictions of EMODPE 


Base Concurrency Restrictions 
Leaf Parameter - - ——S 
Access On Conflict SGX_CONFLICT VM Exit Qualification 
EMODPE Target [DS:RCX] Concurrent 
SECINFO [DS:RBX] Concurrent 


Table 36-69. Additional Concurrency Restrictions of EMODPE 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EMODPE Target [DS:RCX] Exclusive #GP Concurrent Concurrent 
SECINFO [DS:RBX] Concurrent Concurrent Concurrent 
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Operation 
Temp Variables in EMODPE Operational Flow 
Name Type Size (bits) | Description 
SCRATCH_SECINFO SECINFO 512 Scratch storage for holding the contents of DS:RBX. 


IF (DS:RBX is not 64Byte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RCX is not 4KByte Aligned) 
THEN #GP(0); Fl; 


IF ((DS:RBX is not within CR_ELRANGE) or (DS:RCX is not within CR_ELRANGE) ) 
THEN #GP(0); Fl; 


IF (DS:RBX does not resolve within an EPC) 
THEN #PF(DS:RBX); FI; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


IF ( (EPCM(DS:RBX).VALID = 0) or (EPCM(DS:RBX).R = 0) or (EPCM(DS:RBX).PENDING # 0) or (EPCM(DS:RBX).MODIFIED # 0) or 
(EPCM(DS:RBX).BLOCKED # 0) or (EPCM(DS:RBX).PT # PT_REG) or (EPCM(DS:RBX).ENCLAVESECS # CR_ACTIVE_SECS) or 
(EPCM(DS:RBX).ENCLAVEADDRESS # (DS:RBX & ~OxFFF)) ) 

THEN #PF(DS:RBX); Fl; 


SCRATCH_SECINFO := DS:RBX; 


(* Check for misconfigured SECINFO flags*) 
IF (SCRATCH_SECINFO reserved fields are not zero ) 
THEN #GP(0); Fl; 


(* Check security attributes of the EPC page *) 

IF ((EPCM(DS:RCX).VALID = 0) or (EPCM(DS:RCX).PENDING # 0) or (EPCM(DS:RCX).MODIFIED # 0) or 
(EPCM(DS:RCX).BLOCKED # 0) or (EPCM(DS:RCX).PT # PT_REG) or (EPCM(DS:RCX).ENCLAVESECS # CR_ACTIVE_SECS) ) 
THEN #PF(DS:RCX); Fl; 


(* Check the EPC page for concurrency *) 
IF (EPC page in use by another SGX2 instruction) 
THEN #GP(0); Fl; 


(* Re-Check security attributes of the EPC page *) 

IF ((EPCM(DS:RCX).VALID = 0) or (EPCM(DS:RCX).PENDING # 0) or (EPCM(DS:RCX).MODIFIED # 0) or 
(EPCM(DS:RCX).PT # PT_REG) or (EPCM(DS:RCX).ENCLAVESECS # CR_ACTIVE_SECS) or 
(EPCM(DS:RCX).ENCLAVEADDRESS # DS:RCX)) 

THEN #PF(DS:RCX); Fl; 


(* Check for misconfigured SECINFO flags*) 


IF ( (EPCM(DS:RCX).R = 0) and (SCRATCH_SECINFO.FLAGS.R = 0) and (SCRATCH_SECINFO.FLAGS.W # 0) ) 
THEN #GP(0); Fl; 
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(* Update EPCM permissions *) 

EPCM(DS:RCX).R := EPCM(DS:RCX).R | SCRATCH_SECINFO.FLAGS.R; 
EPCM(DS:RCX).W := EPCM(DS:RCX).W | SCRATCH_SECINFO.FLAGS.W; 
EPCM(DS:RCX).X := EPCM(DS:RCX).X | SCRATCH_SECINFO.FLAGS.X; 


Flags Affected 
None 


Protected Mode Exceptions 

#GP(0) If executed outside an enclave. 
If a memory operand effective address is outside the DS segment limit. 
If a memory operand is not properly aligned. 
If a memory operand is locked. 

#PF(error code) If a page fault occurs in accessing memory operands. 


64-Bit Mode Exceptions 
#GP(0) If executed outside an enclave. 
If a memory operand is non-canonical form. 
If a memory operand is not properly aligned. 
If a memory operand is locked. 
#PF(error code) If a page fault occurs in accessing memory operands. 
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EREPORT—Create a Cryptographic Report of the Enclave 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = OOH IR VIV SGX1 This leaf function creates a cryptographic report of the enclave. 
ENCLU[EREPORT] 
Instruction Operand Encoding 
Op/En EAX RBX RCX RDX 
IR EREPORT (In) Address of TARGETINFO | Address of REPORTDATA Address where the REPORT is 
(In) (In) written to in an OUTPUTDATA (In) 
Description 


This leaf function creates a cryptographic REPORT that describes the contents of the enclave. This instruction leaf 
can only be executed when inside the enclave. The cryptographic report can be used by other enclaves to deter- 
mine that the enclave is running on the same platform. 


RBX contains the effective address of the MRENCLAVE value of the enclave that will authenticate the REPORT 
output, using the REPORT key delivered by EGETKEY command for that enclave. RCX contains the effective address 
of a 64-byte REPORTDATA structure, which allows the caller of the instruction to associate data with the enclave 
from which the instruction is called. RDX contains the address where the REPORT will be output by the instruction. 


EREPORT Memory Parameter Semantics 
REPORTDATA 


Read access by Enclave 


TARGETINFO 


Read access by Enclave 


OUTPUTDATA 


Read/Write access by Enclave 


This instruction leaf perform the following: 
1. Validate the 3 operands (RBX, RCX, RDX) are inside the enclave. 
2. Compute a report key for the target enclave, as indicated by the value located in RBX(TARGETINFO). 


3. Assemble the enclave SECS data to complete the REPORT structure (including the data provided using the RCX 
(REPORTDATA) operand). 


4. Computes a cryptographic hash over REPORT structure. 

5. Add the computed hash to the REPORT structure. 

6. Output the completed REPORT structure to the address in RDX (OUTPUTDATA). 
The instruction fails if the operands are not properly aligned. 


CR_REPORT_KEYID, used to provide key wearout protection, is populated with a statistically unique value on boot 
of the platform by a trusted entity within the SGX TCB. 


The instruction faults if any of the following: 


EREPORT Faulting Conditions 
An memory address does not resolve in an EPC page. 
If the EPC page is blocked. 


An effective address not properly aligned. 


If accessing an invalid EPC page. 


May page fault. 
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Concurrency Restrictions 


Table 36-70. Base Concurrency Restrictions of EREPORT 


teat pararieiee Base oe Restrictions _ 
Access On Conflict SGX_CONFLICT VM Exit Qualification 
EREPORT TARGETINFO [DS:RBX] Concurrent 
REPORTDATA [DS:RCX] Concurrent 
OUTPUTDATA [DS:RDX] Concurrent 
Table 36-71. Additional Concurrency Restrictions of EREPORT 
Additional Concurrency Restrictions 
Leaf Parameter ten Tbe: car: vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EREPORT TARGETINFO [DS:RBX] | Concurrent Concurrent Concurrent 
REPORTDATA Concurrent Concurrent Concurrent 
[DS:RCX] 
OUTPUTDATA Concurrent Concurrent Concurrent 
[DS:RDX] 
Operation 
Temp Variables in EREPORT Operational Flow 
Name Type Size (bits) | Description 
TMP_ATTRIBUTES 32 Physical address of SECS of the enclave to which source operand belongs. 
TMP_CURRENTSECS Address of the SECS for the currently executing enclave. 
TMP_KEYDEPENDENCIES Temp space for key derivation. 
TMP_REPORTKEY 128 REPORTKEY generated by the instruction. 
TMP_REPORT 3712 


TMP_MODE64 := ((IA32_EFER.LMA = 1) && (CS.L = 1); 


(* Address verification for TARGETINFO (RBX) *) 
IF ( (DS:RBX is not 512Byte Aligned) or (DS:RBX is not within CR_ELRANGE) ) 
THEN #GP(0); Fl; 


IF (DS:RBX does not resolve within an EPC) 
THEN #PF(DS:RBX); FI; 


IF (EPCM(DS:RBX).VALID = 0) 
THEN #PF(DS:RBX); Fl; 


IF (EPCM(DS:RBX).BLOCKED = 1) 
THEN #PF(DS:RBX); Fl; 


(* Check page parameters for correctness *) 


IF ( (EPCM(DS:RBX).PT # PT_REG) or (EPCM(DS:RBX).ENCLAVESECS # CR_ACTIVE_SECS) or (EPCM(DS:RBX).PENDING = 1) or 
(EPCM(DS:RBX).MODIFIED = 1) or (EPCM(DS:RBX).ENCLAVEADDRESS # (DS:RBX & ~OFFFH) ) or (EPCM(DS:RBX).R = 0) ) 
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THEN #PF(DS:RBX); 
Fl; 


(* Verify RESERVED spaces in TARGETINFO are valid *) 
IF (DS:RBX.RESERVED != 0) 
THEN #GP(0); Fl; 


(* Address verification for REPORTDATA (RCX) *) 
IF ( (DS:RCX is not 128Byte Aligned) or (DS:RCX is not within CR_ELRANGE) ) 
THEN #GP(0); Fl; 


IF (DS:RCX does not resolve within an EPC) 
THEN #PF(DS:RCX); Fl; 


IF (EPCM(DS:RCX).VALID = 0) 
THEN #PF(DS:RCX); Fl; 


IF (EPCM(DS:RCX).BLOCKED = 1) 
THEN #PF(DS:RCX); Fl; 


(* Check page parameters for correctness *) 

IF ((EPCM(DS:RCX).PT # PT_REG) or (EPCM(DS:RCX).ENCLAVESECS # CR_ACTIVE_SECS) or (EPCM(DS:RCX).PENDING = 1) or 
(EPCM(DS:RCX).MODIFIED = 1) or (EPCM(DS:RCX).ENCLAVEADDRESS # (DS:RCX & ~OFFFH) ) or (EPCM(DS:RCX).R = 0) ) 
THEN #PF(DS:RCX); 

Fl; 


(* Address verification for OUTPUTDATA (RDX) *) 
IF ( (DS:RDX is not 512Byte Aligned) or (DS:RDX is not within CR_ELRANGE) ) 
THEN #GP(0); Fl; 


IF (DS:RDX does not resolve within an EPC) 
THEN #PF(DS:RDX); FI; 


IF (EPCM(DS:RDX).VALID = 0) 
THEN #PF(DS:RDX); Fl; 


IF (EPCM(DS:RDX).BLOCKED = 1) 
THEN #PF(DS:RDX); Fl: 


(* Check page parameters for correctness *) 

IF ((EPCM(DS:RDX).PT # PT_REG) or (EPCM(DS:RDX).ENCLAVESECS # CR_ACTIVE_SECS) or (EPCM(DS:RCX).PENDING = 1) or 
(EPCM(DS:RCX).MODIFIED = 1) or (EPCM(DS:RDX).ENCLAVEADDRESS # (DS:RDX & ~OFFFH) ) or (EPCM(DS:RDX).W = 0) ) 
THEN #PF(DS:RDX); 

Fl; 


(* REPORT MAC needs to be computed over data which cannot be modified *) 
TMP_REPORT.CPUSVN := CR_CPUSVN; 

TMP_REPORT.ISVFAMILYID := TMP_CURRENTSECS.ISVFAMILYID; 
TMP_REPORT.ISVEXTPRODID := TMP_CURRENTSECS.ISVEXTPRODID; 
TMP_REPORT.ISVPRODID := TMP_CURRENTSECS.ISVPRODID; 
TMP_REPORT.ISVSVN := TMP_CURRENTSECS.ISVSVN; 
TMP_REPORT.ATTRIBUTES := TMP_CURRENTSECS.ATTRIBUTES; 
TMP_REPORT.REPORTDATA := DS:RCX[51 1:0]; 

TMP_REPORT.MRENCLAVE := TMP_CURRENTSECS.MRENCLAVE; 
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TMP_REPORT.MRSIGNER := TMP_CURRENTSECS.MRSIGNER; 
TMP_REPORT.MRRESERVED := 0; 
TMP_REPORT.KEYID[255:0] := CR_REPORT_KEYID; 
TMP_REPORT.MISCSELECT := TMP_CURRENTSECS.MISCSELECT; 
TMP_REPORT.CONFIGID := TMP_CURRENTSECS.CONFIGID; 
TMP_REPORT.CONFIGSVN := TMP_CURRENTSECS.CONFIGSVN; 
IF (CPUID.(EAX=1 2H, ECX=1):EAX[6] = 1) 
THEN TMP_REPORT.CET_ATTRIBUTES := TMP_CURRENTSECS.CET_ATTRIBUTES; Fl; 


(* Derive the report key *) 
TMP_KEYDEPENDENCIES.KEYNAME := REPORT_KEY; 
TMP_KEYDEPENDENCIES.ISVFAMILYID := 0; 
TMP_KEYDEPENDENCIES.ISVEXTPRODID := 0; 
TMP_KEYDEPENDENCIES.ISVPRODID := 0; 
TMP_KEYDEPENDENCIES.ISVSVN := 0; 
TMP_KEYDEPENDENCIES.SGXOWNEREPOCH := CR_SGXOWNEREPOCH; 
TMP_KEYDEPENDENCIES.ATTRIBUTES := DS:RBX.ATTRIBUTES; 
TMP_KEYDEPENDENCIES.ATTRIBUTESMASK := 0; 
TMP_KEYDEPENDENCIES.MRENCLAVE := DS:RBX.MEASUREMENT; 
TMP_KEYDEPENDENCIES.MRSIGNER := 0; 
TMP_KEYDEPENDENCIES.KEYID := TMP_REPORT.KEYID; 
TMP_KEYDEPENDENCIES.SEAL_KEY_FUSES := CR_SEAL_FUSES; 
TMP_KEYDEPENDENCIES.CPUSVN := CR_CPUSVN; 
TMP_KEYDEPENDENCIES.PADDING := TMP_CURRENTSECS.PADDING; 
TMP_KEYDEPENDENCIES.MISCSELECT := DS:RBX.MISCSELECT; 
TMP_KEYDEPENDENCIES.MISCMASK := 0; 
TMP_KEYDEPENDENCIES.KEYPOLICY := 0; 
TMP_KEYDEPENDENCIES.CONFIGID := DS:RBX.CONFIGID; 
TMP_KEYDEPENDENCIES.CONFIGSVN := DS:RBX.CONFIGSVN; 
IF (CPUID.(EAX=1 2H, ECX=1):EAX[6] = 1) 
THEN 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES := DS:RBX.CET_ATTRIBUTES; 
TMP_KEYDEPENDENCIES.CET_ATTRIBUTES _MASK := 0; 
FI; 


(* Calculate the derived key*) 
TMP_REPORTKEY := derivekey(TMP_KEYDEPENDENCIES); 


(* call cryptographic CMAC function, CMAC data are not including MAC&KEYID *) 
TMP_REPORT.MAC := cmac(TMP_REPORTKEY, TMP_REPORT[307 1:0] ); 
DS:RDX[3455: 0] := TMP_REPORT; 


Flags Affected 
None 


Protected Mode Exceptions 
#GP(0) If executed outside an enclave. 
If the address in RCS is outside the DS segment limit. 
If a memory operand is not properly aligned. 
If a memory operand is not in the current enclave. 
#PF(error code) If a page fault occurs in accessing memory operands. 
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#GP(0) 


#PF(error code) 


If executed outside an enclave. 

If RCX is non-canonical form. 

If a memory operand is not properly aligned. 

If a memory operand is not in the current enclave. 


If a page fault occurs in accessing memory operands. 
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ERESUME—Re-Enters an Enclave 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = 03H IR VIV SGX1 This leaf function is used to re-enter an enclave after an inter- 
ENCLU[ERESUME] rupt. 


Instruction Operand Encoding 


Op/En RAX RBX RCX 
IR ERESUME (In) Address of a TCS (In) Address of AEP (In) 
Description 


The ENCLU[ERESUME] instruction resumes execution of an enclave that was interrupted due to an exception or 
interrupt, using the machine state previously stored in the SSA. 


ERESUME Memory Parameter Semantics 
TCS 


Enclave read/write access 


The instruction faults if any of the following: 


Address in RBX is not properly aligned. Any TCS.FLAGS's must-be-zero bit is not zero. 

TCS pointed to by RBX is not valid or available or Current 32/64 mode does not match the enclave mode in 

locked. SECS.ATTRIBUTES.MODE64. 

The SECS is in use by another enclave. Either of TCS-specified FS and GS segment is not a subset of the current DS 
segment. 

Any one of DS, ES, CS, SS is not zero. If XSAVE available, CR4.0SXSAVE = 0, but SECS.ATTRIBUTES.XFRM # 3. 

CR4.0SFXSR # 1. If CR4.0SXSAVE = 1, SECS.ATTRIBUTES.XFRM is not a subset of XCRO. 

Offsets 520-535 of the XSAVE area not 0. The bit vector stored at offset 512 of the XSAVE area must be a subset of 
SECS.ATTRIBUTES.XFRM. 

The SSA frame is not valid or in use. 


The following operations are performed by ERESUME: 


¢ RSP and RBP are saved in the current SSA frame on EENTER and are automatically restored on EEXIT or an 
asynchronous exit due to any Interrupt event. 


¢ The AEP contained in RCX is stored into the TCS for use by AEXs.FS and GS (including hidden portions) are 
saved and new values are constructed using TCS.OFSBASE/GSBASE (32 and 64-bit mode) and 
TCS.OFSLIMIT/GSLIMIT (32-bit mode only). The resulting segments must be a subset of the DS segment. 


° If CR4.0SXSAVE == 1, XCRO is saved and replaced by SECS.ATTRIBUTES.XFRM. The effect of RFLAGS.TF 
depends on whether the enclave entry is opt-in or opt-out (see Section 38.1.2): 


— On opt-out entry, TF is saved and cleared (it is restored on EEXIT or AEX). Any attempt to set TF via a POPF 
instruction while inside the enclave clears TF (see Section 38.2.5). 


— On opt-in entry, a single-step debug exception is pended on the instruction boundary immediately after 
EENTER (see Section 38.2.3). 


¢ All code breakpoints that do not overlap with ELRANGE are also suppressed. If the entry is an opt-out entry, all 
code and data breakpoints that overlap with the ELRANGE are suppressed. 
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* On opt-out entry, a number of performance monitoring counters and behaviors are modified or suppressed 
(see Section 38.2.3): 


— All performance monitoring activity on the current thread is suppressed except for incrementing and firing 


of FIXED_CTR1 and FIXED_CTR2. 


— PEBS is suppressed. 


— AnyThread counting on other threads is demoted to MyThread mode and IA32_PERF_GLOBAL_STATUS[60] 
on that thread is set. 


— If the opt-out entry on a hardware thread results in suppression of any performance monitoring, then the 
processor sets IA32_PERF_GLOBAL_STATUS[60] and IA32_PERF_GLOBAL_STATUS[63]. 


Concurrency Restrictions 


Table 36-72. Base Concurrency Restrictions of ERESUME 


lect Saal Base EoneUneney Restrictions _— 
Access On Conflict SGX_CONFLICT VM Exit Qualification 
ERESUME TCS [DS:RBX] Shared #GP 
Table 36-73. Additional Concurrency Restrictions of ERESUME 
Additional Concurrency Restrictions 
Leaf Parameter aicore jens gas vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
ERESUME TCS [DS:RBX] Concurrent Concurrent Concurrent 
Operation 
Temp Variables in ERESUME Operational Flow 
Name Type Size Description 
TMP_FSBASE Effective Address | 32/64 _ | Proposed base address for FS segment. 
TMP_GSBASE Effective Address | 32/64 _ | Proposed base address for FS segment. 
TMP_FSLIMIT Effective Address | 32/64 | Highest legal address in proposed FS segment. 
TMP_GSLIMIT Effective Address | 32/64 | Highest legal address in proposed GS segment. 
TMP_TARGET Effective Address | 32/64 | Address of first instruction inside enclave at which execution is to resume. 
TMP_SECS Effective Address | 32/64 | Physical address of SECS for this enclave. 
TMP_SSA Effective Address | 32/64 | Address of current SSA frame. 
TMP_XSIZE integer 64 Size of XSAVE area based on SECS.ATTRIBUTES.XFRM. 
TMP_SSA_PAGE Effective Address | 32/64 | Pointer used to iterate over the SSA pages in the current frame. 
TMP_GPR Effective Address | 32/64 | Address of the GPR area within the current SSA frame. 
TMP_BRANCH_RECORD | LBR Record From/to addresses to be pushed onto the LBR stack. 


TMP_MODE64 := ((IA32_EFER.LMA = 1) && (CS.L = 1); 


(* Make sure DS is usable, expand up *) 
IF (TMP_MODE64 = 0 and (DS not usable or ( ( DS[S] = 1) and (DS[bit 11] = 0) and DS[bit 10] = 1) ))) 


THEN #GP(0); Fl; 
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(* Check that CS, SS, DS, ES.base is 0 *) 
IF (TMP_MODE64 = 0) 
THEN 

IF(CS.base # 0 or DS.base # 0) #GP(0); FI; 
IF(ES usable and ES.base # 0) #GP(0); FI; 
IF(SS usable and SS.base # 0) #GP(0); FI; 
IF(SS usable and SS.B = 0) #GP(0); FI; 

Fl; 


IF (DS:RBX is not 4KByte Aligned) 
THEN #GP(0); Fl; 


IF (DS:RBX does not resolve within an EPC) 
THEN #PF(DS:RBX); FI; 


(* Check AEP is canonical*) 
IF (TMP_MODE64 = 1 and (CS:RCX is not canonical) ) 
THEN #GP(0); Fl; 


(* Check concurrency of TCS operation*) 
IF (Other Intel SGX instructions is operating on TCS) 
THEN #GP(0); Fl; 


(* TCS verification *) 
IF (EPCM(DS:RBX).VALID = 0) 
THEN #PF(DS:RBX); FI; 


IF (EPCM(DS:RBX).BLOCKED = 1) 
THEN #PF(DS:RBX); Fl; 


IF ((EPCM(DS:RBX).PENDING = 1) or (EPCM(DS:RBX).MODIFIED = 1) 
THEN #PF(DS:RBX); Fl; 


IF ( (EPCM(DS:RBX).ENCLAVEADDRESS # DS:RBX) or (EPCM(DS:RBX).PT # PT_TCS) ) 
THEN #PF(DS:RBX); Fl; 


IF ( (DS:RBX).0SSA is not 4KByte Aligned) 
THEN #GP(0); Fl; 


(* Check proposed FS and GS *) 
IF ( ( (DS:RBX).OFSBASE is not 4KByte Aligned) or ( (DS:RBX).OGSBASE is not 4KByte Aligned) ) 
THEN #GP(0); Fl; 


(* Get the SECS for the enclave in which the TCS resides *) 
TMP_SECS := Address of SECS for TCS; 


(* Make sure that the FLAGS field in the TCS does not have any reserved bits set *) 
IF ( ( (DS:RBX).FLAGS & FFFFFFFFFFFFFFFEH) # 0) 
THEN #GP(0); Fl; 


(* SECS must exist and enclave must have previously been EINITted *) 


IF (the enclave is not already initialized) 
THEN #GP(0); Fl; 


36-130 Vol. 3D 


INTEL® SGX INSTRUCTION REFERENCES 


(* make sure the logical processor's operating mode matches the enclave *) 
IF ((TMP_MODE64 # TMP_SECS.ATTRIBUTES.MODE64BIT) ) 
THEN #GP(0); Fl; 


IF (CR4.OSFXSR = 0) 
THEN #GP(0); Fl; 


(* Check for legal values of SECS.ATTRIBUTES.XFRM *) 
IF (CR4.0SXSAVE = 0) 
THEN 
IF (TMP_SECS.ATTRIBUTES.XFRM # 03H) THEN #GP(0); Fl; 
ELSE 
IF ((TMP_SECS.ATTRIBUTES.XFRM & XCRO) # TMP_SECS.ATTRIBUTES.XFRM) THEN #GP(0); FI; 
FI; 


(* Make sure the SSA contains at least one active frame *) 
IF ( (DS:RBX).CSSA = 0) 
THEN #GP(0); Fl; 


(* Compute linear address of SSA frame *) 
TMP_SSA := (DS:RBX).OSSA + TMP_SECS.BASEADDR + 4096 * TMP_SECS.SSAFRAMESIZE * ( (DS:RBX).CSSA - 1); 
TMP_XSIZE := compute_XSAVE_frame_size(TMP_SECS.ATTRIBUTES.XFRM); 


FOR EACH TMP_SSA_PAGE = TMP_SSA to TMP_SSA + TMP_XSIZE 

(* Check page is read/write accessible *) 

Check that DS:TMP_SSA_PAGE is read/write accessible; 

If a fault occurs, release locks, abort and deliver that fault; 

IF (DS:TMP_SSA_PAGE does not resolve to EPC page) 

THEN #PF(DS:TMP_SSA_PAGE); Fl; 

IF (EPCM(DS:TMP_SSA_PAGE).VALID = 0) 
THEN #PF(DS:TMP_SSA_PAGE); Fl; 

IF (EPCM(DS:TMP_SSA_PAGE).BLOCKED = 1) 
THEN #PF(DS:TMP_SSA_PAGE); Fl; 

IF ((EPCM(DS:TMP_SSA_PAGE).PENDING = 1) or (EPCM(DS:TMP_SSA_PAGE_.MODIFIED = 1)) 
THEN #PF(DS:TMP_SSA_PAGE); Fl; 

IF (( EPCM(DS:TMP_SSA_PAGE).ENCLAVEADDRESS # DS:TMPSSA_PAGE) or (EPCM(DS:TMP_SSA_PAGE).PT # PT_REG) or 
(EPCM(DS:TMP_SSA_PAGE).ENCLAVESECS # EPCM(DS:RBX).ENCLAVESECS) or 
(EPCM(DS:TMP_SSA_PAGE).R = 0) or (EPCM(DS:TMP_SSA_PAGE).W = 0) ) 

THEN #PF(DS:TMP_SSA_PAGE); Fl; 
CR_XSAVE_PAGE_n := Physical_Address(DS:TMP_SSA_PAGE); 
ENDFOR 


(* Compute address of GPR area”) 
TMP_GPR := TMP_SSA + 4096 * DS:TMP_SECS.SSAFRAMESIZE - sizeof(GPRSGX_AREA); 
Check that DS:TMP_SSA_PAGE is read/write accessible; 
If a fault occurs, release locks, abort and deliver that fault; 
IF (DS:TMP_GPR does not resolve to EPC page) 
THEN #PF(DS:TMP_GPR); FI; 
IF (EPCM(DS:TMP_GPR).VALID = 0) 
THEN #PF(DS:TMP_GPR); FI; 
IF (EPCM(DS:TMP_GPR).BLOCKED = 1) 
THEN #PF(DS:TMP_GPR); FI; 


IF ((EPCM(DS:TMP_GPR).PENDING = 1) or (EPCM(DS:TMP_GPR).MODIFIED = 1)) 
THEN #PF(DS:TMP_GPR); Fl; 
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IF ( ( EPCM(DS:TMP_GPR).ENCLAVEADDRESS # DS:TMP_GPR) or (EPCM(DS:TMP_GPR).PT # PT_REG) or 
(EPCM(DS:TMP_GPR).ENCLAVESECS # EPCM(DS:RBX).ENCLAVESECS) or 
(EPCM(DS:TMP_GPR).R = 0) or (EPCM(DS:TMP_GPR).W = 0) ) 


THEN #PF(DS:TMP_GPR),; Fl; 


IF (TMP_MODE64 = 0) 
THEN 
IF (TMP_GPR + (GPR_SIZE -1) is not in DS segment) THEN #GP(0); FI; 
Fl; 


CR_GPR_PA := Physical_Address (DS: TMP_GPR); 


TMP_TARGET := (DS:TMP_GPR).RIP; 
IF (TMP_MODE64 = 1) 
THEN 
IF (TMP_TARGET is not canonical) THEN #GP(0); FI; 
ELSE 
IF (TMP_TARGET > CS limit) THEN #GP(0); Fl; 
FI; 


(* Check proposed FS/GS segments fall within DS *) 
IF (TMP_MODE64 = 0) 
THEN 
TMP_FSBASE := (DS:RBX).OFSBASE + TMP_SECS.BASEADDR; 
TMP_FSLIMIT := (DS:RBX).OFSBASE + TMP_SECS.BASEADDR + (DS:RBX).FSLIMIT; 
TMP_GSBASE := (DS:RBX).OGSBASE + TMP_SECS.BASEADDR; 
TMP_GSLIMIT := (DS:RBX).OGSBASE + TMP_SECS.BASEADDR + (DS:RBX).GSLIMIT; 
(* if FS wrap-around, make sure DS has no holes*) 
IF (TMP_FSLIMIT < TMP_FSBASE) 
THEN 
IF (DS.limit < 4GB) THEN #GP(0); FI; 
ELSE 
IF (TMP_FSLIMIT > DS.limit) THEN #GP(0); Fl; 
FI; 
(* if GS wrap-around, make sure DS has no holes*) 
IF (TMP_GSLIMIT < TMP_GSBASE) 
THEN 
IF (DS.limit < 4GB) THEN #GP(0); FI; 
ELSE 
IF (TMP_GSLIMIT > DS.limit) THEN #GP(0); FI; 
FI; 
ELSE 
TMP_FSBASE := DS:TMP_GPR.FSBASE; 
TMP_GSBASE := DS:TMP_GPR.GSBASE; 
IF ((TMP_FSBASE is not canonical) or (TMP_GSBASE is not canonical)) 
THEN #GP(0); Fl; 
FI; 


(* Ensure the enclave is not already active and this thread is the only one using the TCS*) 
IF (DS:RBX.STATE = ACTIVE)) 
THEN #GP(0); Fl; 


TMP_IA32_U_CET := 0 
TMP_SSP := 0 
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IF (CPUID.(EAX=1 2H, ECX=1):€AX[6] = 1) 


THEN 
IF (CR4.CET = 0) 
THEN 
(* If part does not support CET or CET has not been enabled and enclave requires CET then fail *) 
IF (TMP_SECS.CET_ATTRIBUTES # 0 OR TMP_SECS.CET_LEG_BITMAP_OFFSET # 0 ) #GP(0); FI; 
Fl; 


(* If indirect branch tracking or shadow stacks enabled but CET state save area is not 16B aligned then fail ERESUME *) 
IF (TMP_SECS.CET_ATTRIBUTES.SH_STK_EN = 1 OR TMP_SECS.CET_ATTRIBUTES.ENDBR_EN = 1 ) 
THEN 
IF (DS:RBX.OCETSSA is not 16B aligned) #GP(0); FI; 
Fl; 


IF (TMP_SECS.CET_ATTRIBUTES.SH_STK_EN OR TMP_SECS.CET_ATTRIBUTES.ENDBR_EN) 
THEN 

(* Setup CET state from SECS, note tracker goes to IDLE *) 

TMP_IA32_U_CET = TMP_SECS.CET_ATTRIBUTES; 

IF (TMP_IA32_U_CET.LEG_IW_EN = 1 AND TMP_IA32_U_CET.ENDBR_EN = 1 ) 

THEN 

TMP_IA32_U_CET := TMP_IA32_U_CET + TMP_SECS.BASEADDR; 
TMP_IA32_U_CET := TMP_IA32_U_CET + TMP_SECS.CET_LEG_BITMAP_BASE; 


Fl; 


(* Compute linear address of what will become new CET state save area and cache its PA *) 
TMP_CET_SAVE_AREA = DS:RBX.OCETSSA + TMP_SECS.BASEADDR + (DS:RBX.CSSA - 1) * 16 
TMP_CET_SAVE_PAGE = TMP_CET_SAVE_AREA & ~OxFFF; 


Check the TMP_CET_SAVE_PAGE page is read/write accessible 
If fault occurs release locks, abort and deliver fault 


(* read the EPCM VALID, PENDING, MODIFIED, BLOCKED and PT fields atomically *) 
IF ((DS:TMP_CET_SAVE_PAGE Does NOT RESOLVE TO EPC PAGE) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).VALID = 0) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).PENDING = 1) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).MODIFIED = 1) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).BLOCKED = 1) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).R = 0) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).W = 0) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).ENCLAVEADDRESS # DS:TMP_CET_SAVE_PAGE) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).PT # PT_SS_REST) OR 
(EPCM(DS:TMP_CET_SAVE_PAGE).ENCLAVESECS # EPCM(DS:RBX).ENCLAVESECS)) 

THEN 

#PF(DS:TMP_CET_SAVE_PAGE); 


YS YS YS YS DS DS DS ae 


Fl; 


CR_CET_SAVE_AREA_PA := Physical address(DS:TMP_CET_SAVE_AREA) 


TMP_SSP = CR_CET_SAVE_AREA_PA.SSP 
TMP_IA32_U_CET.TRACKER = CR_CET_SAVE_AREA_PA.TRACKER; 
TMP_IA32_U_CET.SUPPRESS = CR_CET_SAVE_AREA_PA.SUPPRESS; 


IF ((TMP_MODE64 = 1 AND TMP_SSP is not canonical) OR 
(TMP_MODE64 = 0 AND (TMP_SSP & OxFFFFFFFFOOOO0000) # 0) OR 
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(TMP_SSP is not 4 byte aligned) OR 

(TMP_IA32_U_CET.TRACKER = WAIT_FOR_ENDBRANCH AND TMP_IA32_U_CET.SUPPRESS = 1) OR 
(CR_CET_SAVE_AREA_PA Reserved # 0) ) #GP(0); FI; 

FI; 


Fl; 


(* SECS.ATTRIBUTES.XFRM selects the features to be saved. *) 
(* CR_XSAVE_PAGE_n: A list of 1 or more physical address of pages that contain the XSAVE area. *) 
XRSTOR(TMP_MODE64, SECS.ATTRIBUTES.XFRM, CR_XSAVE_PAGE_n); 


IF (XRSTOR failed with #GP) 
THEN 
DS:RBX.STATE := INACTIVE; 
#GP(0); 
Fl; 


CR_ENCLAVE_MODE := 1; 
CR_ACTIVE_SECS := TMP_SECS; 
CR_ELRANGE := (TMP_SECS.BASEADDR, TMP_SECS.SIZE); 


(* Save sate for possible AEXs *) 
CR_TCS_PA := Physical_Address (DS:RBX); 
CR_TCS_LA := RBX; 

CR_TCS_LA.AEP := RCX; 


(* Save the hidden portions of FS and GS *) 
CR_SAVE_FS_selector := FS.selector; 
CR_SAVE_FS_base := FS.base; 
CR_SAVE_FS_limit := FS.limit; 
CR_SAVE_FS_access_rights := FS.access_rights; 
CR_SAVE_GS_selector := GS.selector; 
CR_SAVE_GS_base := GS.base; 
CR_SAVE_GS_limit := GS.limit; 
CR_SAVE_GS_access_rights := GS.access_rights; 


RIP := TMP_TARGET; 
Restore_GPRs from DS:TMP_GPR; 


(*Restore the RFLAGS values from SSA*) 
RFLAGS.CF := DS:TMP_GPR.RFLAGS.CF; 
RFLAGS.PF := DS:TMP_GPR.RFLAGS.PF; 
RFLAGS.AF := DS:TMP_GPR.RFLAGS.AF; 
RFLAGS.ZF := DS:TMP_GPR.RFLAGS.ZF; 
RFLAGS.SF := DS:TMP_GPR.RFLAGS.SF; 
RFLAGS.DF := DS:TMP_GPR.RFLAGS.DF; 
RFLAGS.OF := DS:TMP_GPR.RFLAGS.OF; 
RFLAGS.NT := DS:TMP_GPR.RFLAGS.NT; 
RFLAGS.AC := DS:TMP_GPR.RFLAGS.AC; 
RFLAGS.ID := DS:TMP_GPR.RFLAGS.ID; 
RFLAGS.RF := DS:TMP_GPR.RFLAGS.RF; 
RFLAGS.VM := 0; 
IF (RFLAGS.IOPL = 3) 

THEN RFLAGS.IF := DS:TMP_GPR.RFLAGS.IF; Fl; 
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IF (TCS.FLAGS.OPTIN = 0) 
THEN RFLAGS.TF := 0; FI; 


(* If XSAVE is enabled, save XCRO and replace it with SECS.ATTRIBUTES.XFRM*) 
IF (CR4.0SXSAVE = 1) 

CR_SAVE_XCRO := XCRO; 

XCRO := TMP_SECS.ATTRIBUTES.XFRM; 
FI; 


(* Pop the SSA stack*) 
(DS:RBX).CSSA := (DS:RBX).CSSA -1; 


(* Do the FS/GS swap *) 
FS.base := TMP_FSBASE; 
FS.limit := DS:RBX.FSLIMIT; 
FS.type := 00016; 

FS.W := DS.W; 

FSS := 1; 

FS.DPL := DS.DPL; 
FS.G:= 1; 

FS.B := 1; 

FS.P := 1; 

FS.AVL := DS.AVL; 

FS.L := DS.L; 

FS.unusable := 0; 
FS.selector := OBH; 


GS.base := TMP_GSBASE; 
GS.limit := DS:RBX.GSLIMIT; 
GS.type := 00016; 

GS.W := DS.W; 

GSS := 1; 

GS.DPL := DS.DPL; 
GS.G:= 1; 

GS.B:= 1; 

GS.P := 1; 

GS.AVL := DS.AVL; 

GS.L := DS.L; 
GS.unusable := 0; 
GS.selector := OBH; 


CR_DBGOPTIN := TCS.FLAGS.DBGOPTIN; 
Suppress all code breakpoints that are outside ELRANGE; 


IF (CR_DBGOPTIN = 0) 

THEN 
Suppress all code breakpoints that overlap with ELRANGE; 
CR_SAVE_TF := RFLAGS.TF; 
RFLAGS.TF := 0; 
Suppress any MTF VM exits during execution of the enclave; 
Clear all pending debug exceptions; 
Clear any pending MTF VM exit; 

ELSE 
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Clear all pending debug exceptions; 
Clear pending MTF VM exits; 


Fl; 


IF ((CPUID.(EAX=7H, ECX=0):EDX[CET_IBT] = 1) OR (CPUID.(EAX=7, ECX=0):ECX[CET_SS] = 1) 


THEN 


(* Save enclosing application CET state into save registers *) 
CR_SAVE_IA32_U_CET := IA32_U_CET 

(* Setup enclave CET state *) 

IF CPUID.(EAX=07H, ECX=00h):ECX[CET_SS] = 1 


THEN 


CR_SAVE_SSP := SSP 
SSP := TMP_SSP; 


Fl; 


IA32_U_CET := TMP_IA32_U_CET; 


Fl; 


(* Assure consistent translations *) 


Flush_linear_context; 
Clear_Monitor_FSM; 


Allow_front_end_to_begin_fetch_at_new_RIP; 


Flags Affected 


RFLAGS.TF is cleared on opt-out entry 


Protected Mode Exceptions 


#GP(0) 


#PF(error code) 


If DS:RBX is not page aligned. 

If the enclave is not initialized. 

If the thread is not in the INACTIVE state. 

If CS, DS, ES or SS bases are not all zero. 

If executed in enclave mode. 

If part or all of the FS or GS segment specified by TCS is outside the DS segment. 
If any reserved field in the TCS FLAG is set. 

If the target address is not within the CS segment. 

If CR4.OSFXSR = 0. 

If CR4.0SXSAVE = 0 and SECS.ATTRIBUTES.XFRM # 3. 

If CR4.0SXSAVE = land SECS.ATTRIBUTES.XFRM is not a subset of XCRO. 
If a page fault occurs in accessing memory. 

If DS:RBX does not point to a valid TCS. 


If one or more pages of the current SSA frame are not readable/writable, or do not resolve to 
a valid PT_REG EPC page. 


64-Bit Mode Exceptions 


#GP(0) 
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If DS:RBX is not page aligned. 

If the enclave is not initialized. 

If the thread is not in the INACTIVE state. 

If CS, DS, ES or SS bases are not all zero. 

If executed in enclave mode. 

If part or all of the FS or GS segment specified by TCS is outside the DS segment. 
If any reserved field in the TCS FLAG is set. 


#PF(error code) 
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If the target address is not canonical. 

If CR4.OSFXSR = 0. 

If CR4.0SXSAVE = 0 and SECS.ATTRIBUTES.XFRM # 3. 

If CR4.0SXSAVE = land SECS.ATTRIBUTES.XFRM is not a subset of XCRO. 
If a page fault occurs in accessing memory operands. 

If DS:RBX does not point to a valid TCS. 


If one or more pages of the current SSA frame are not readable/writable, or do not resolve to 
a valid PT_REG EPC page. 
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36.5 INTEL® SGX VIRTUALIZATION LEAF FUNCTION REFERENCE 


Leaf functions available with the ENCLV instruction mnemonic are covered in this section. In general, each instruc- 
tion leaf requires EAX to specify the leaf function index and/or additional implicit registers specifying leaf-specific 
input parameters. An instruction operand encoding table provides details of each implicit register usage and asso- 
ciated input/output semantics. 

In many cases, an input parameter specifies an effective address associated with a memory object inside or outside 
the EPC, the memory addressing semantics of these memory objects are also summarized in a separate table. 
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EDECVIRTCHILD—Decrement VIRTCHILDCNT in SECS 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 
EAX = OOH IR VIV EAX[5] This leaf function decrements the SECS VIRTCHILDCNT field. 
ENCLV[EDECVIRTCHILD] 
Instruction Operand Encoding 
Op/En EAX RBX RCX 
IR EDECVIRTCHILD (In) Return error code (Out) | Address of an enclave page (In) | Address of an SECS page (In) 
Description 


This instruction decrements the SECS VIRTCHILDCNT field. This instruction can only be executed when current 


privilege level is 0. 


The content of RCX is an effective address of an EPC page. The DS segment is used to create linear address. 


Segment override is not supported. 


EDECVIRTCHILD Memory Parameter Semantics 


EPCPAGE 


Read/Write access permitted by Non Enclave 


SECS 


Read access permitted by Enclave 


The instruction faults if any of the following: 


EDECVIRTCHILD Faulting Conditions 


A memory operand effective address is outside the DS segment 
limit (32b mode). 


A page fault occurs in accessing memory operands. 


DS segment is unusable (32b mode). 


RBX does not refer to an enclave page (REG, TCS, TRIM, SECS). 


A memory address is in a non-canonical form (64b mode). 


RCX does not refer to an SECS page. 


A memory operand is not properly aligned. 


RBX does not refer to an enclave page associated with SECS 
referenced in RCX. 


Concurrency Restrictions 


Table 36-74. Base Concurrency Restrictions of EDECVIRTCHILD 


Base Concurrency Restrictions 
Leaf Parameter i 
Access On Conflict sG7_CONFUCT VM pa 
Qualification 
EDECVIRTCHILD Target [DS:RBX] Shared SGX_EPC_PAGE_ 
CONFLICT 
SECS [DS:RCX] Concurrent 
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Table 36-75. Additional Concurrency Restrictions of EDECVIRTCHILD 


Additional Concurrency Restrictions 


vs. EACCEPT, EACCEPTCOPY, 


Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 

EDECVIRTCHILD | Target [DS:RBX] | Concurrent Concurrent Concurrent 

SECS [DS:RCX] _ | Concurrent Concurrent Concurrent 

Operation 
Temp Variables in EDECVIRTCHILD Operational Flow 
Name Type Size (bits) | Description 
TMP_SECS Physical Address 64 Physical address of the SECS of the page being modified. 
TMP_VIRTCHILDCNT Integer 64 Number of virtual child pages. 
EDECVIRTCHILD Return Value in RAX 

Error Value Description 
No Error 0 EDECVIRTCHILD Successful. 


SGX_EPC_PAGE_CONFLICT 


Failure due to concurrent operation of another SGX instruction. 


SGX_INVALID_COUNTER 


Attempt to decrement counter that is already zero. 


(* check alignment of DS:RBX *) 
IF (DS:RBX is not 4K aligned) THEN 
#GP(0); Fl; 


(* check DS:RBX is an linear address of an EPC page *) 


IF (DS:RBX does not resolve within an EPC) THEN 
#PF(DS:RBX, PFEC.SGX); Fl; 


(* check DS:RCX is an linear address of an EPC page *) 


IF (DS:RCX does not resolve within an EPC) THEN 
#PF(DS:RCX, PFEC.SGX); Fl; 


(* Check the EPCPAGE for concurrency *) 

IF (EPCPAGE is being modified) THEN 
RFLAGS.ZF = 1; 
RAX = SGX_EPC_PAGE_CONFLICT; 
goto DONE; 

FI; 


(* check that the EPC page is valid *) 
IF (EPCM(DS:RBX).VALID = 0) THEN 
#PF(DS:RBX, PFEC.SGX); Fl; 


(* check that the EPC page has the correct type and that the back pointer matches the pointer passed as the pointer to parent *) 


IF ((EPCM(DS:RBX).PAGE_TYPE = PT_REG) or 
(EPCM(DS:RBX).PAGE_TYPE = PT_TCS) or 
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(EPCM(DS:RBX).PAGE_TYPE = PT_TRIM) or 
(EPCM(DS:RBX).PAGE_TYPE = PT_SS_FIRST) or 
(EPCM(DS:RBX).PAGE_TYPE = PT_SS_REST)) 
THEN 

(* get the SECS of DS:RBX *) 
TMP_SECS := Address of SECS for (DS:RBX); 

ELSE IF (EPCM(DS:RBX).PAGE_TYPE = PT_SECS) THEN 
(* get the physical address of DS:RBX *) 
TMP_SECS := Physical_Address(DS:RBX); 

ELSE 
(* EDECVIRTCHILD called on page of incorrect type *) 
#PF(DS:RBX, PFEC.SGX); Fl; 


IF (TMP_SECS # Physical_Address(DS:RCX)) THEN 
#GP(0); Fl; 


(* Atomically decrement virtchild counter and check for underflow *) 
Locked_Decrement(SECS(TMP_SECS).VIRTCHILDCNT); 
IF (There was an underflow) THEN 
Locked_Increment(SECS(TMP_SECS).VIRTCHILDCNT); 
RFLAGS.ZF := 1; 
RAX := SGX_INVALID_COUNTER; 
goto DONE; 
FI; 


RFLAGS.ZF := 0; 
RAX := 0; 


DONE: 

(* clear flags *) 

RFLAGS.CF := 0; 
RFLAGS.PF := 0; 
RFLAGS.AF := 0; 
RFLAGS.OF := 0; 
RFLAGS.SF := 0; 


Flags Affected 
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ZF is set if EDECVIRTCHILD fails due to concurrent operation with another SGX instruction, or if there is a VIRT- 


CHILDCNT underflow. Otherwise cleared. 


Protected Mode Exceptions 


#GP(0) If a memory operand effective address is outside the DS segment limit. 


If DS segment is unusable. 


If a memory operand is not properly aligned. 


RBX does not refer to an enclave page associated with SECS referenced in RCX. 


#PF(error code) If a page fault occurs in accessing memory operands. 


If RBX does not refer to an enclave page (REG, TCS, TRIM, SECS). 


If RCX does not refer to an SECS page. 
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64-Bit Mode Exceptions 
#GP(0) If a memory address is in a non-canonical form. 

If a memory operand is not properly aligned. 

RBX does not refer to an enclave page associated with SECS referenced in RCX. 
#PF(error code) If a page fault occurs in accessing memory operands. 

If RBX does not refer to an enclave page (REG, TCS, TRIM, SECS). 

If RCX does not refer to an SECS page. 
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EINCVIRTCHILD—Increment VIRTCHILDCNT in SECS 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bitMode | Feature 
Support | Flag 
EAX = 01H IR VIV EAX[5] This leaf function increments the SECS VIRTCHILDCNT field. 
ENCLV[EINCVIRTCHILD] 
Instruction Operand Encoding 
Op/En EAX RBX RCX 
IR EINCVIRTCHILD (In) Return error code (Out) | Address of an enclave page (In) | Address of an SECS page (In) 
Description 


This instruction increments the SECS VIRTCHILDCNT field. This instruction can only be executed when the current 


privilege level is 0. 


The content of RCX is an effective address of an EPC page. The DS segment is used to create a linear address. 


Segment override is not supported. 


EINCVIRTCHILD Memory Parameter Semantics 


EPCPAGE 


Read/Write access permitted by Non Enclave 


SECS 


Read access permitted by Enclave 


The instruction faults if any of the following: 


EINCVIRTCHILD Faulting Conditions 


A memory operand effective address is outside the DS segment 
limit (32b mode). 


A page fault occurs in accessing memory operands. 


DS segment is unusable (32b mode). 


RBX does not refer to an enclave page (REG, TCS, TRIM, SECS). 


A memory address is in a non-canonical form (64b mode). 


RCX does not refer to an SECS page. 


A memory operand is not properly aligned. 


RBX does not refer to an enclave page associated with SECS 
referenced in RCX. 


Concurrency Restrictions 


Table 36-76. Base Concurrency Restrictions of EINCVIRTCHILD 


Base Concurrency Restrictions 
Leaf Parameter F 
Access On Conflict SG CONEIET Vi eat 
Qualification 
EINCVIRTCHILD Target [DS:RBX] Shared SGX_EPC_PAGE_ 
CONFLICT 
SECS [DS:RCX] Concurrent 
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Table 36-77. Additional Concurrency Restrictions of EINCVIRTCHILD 


Additional Concurrency Restrictions 
vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
EINCVIRTCHILD | Target [DS:RBX] | Concurrent Concurrent Concurrent 
SECS [DS:RCX] _ | Concurrent Concurrent Concurrent 
Operation 

Temp Variables in EINCVIRTCHILD Operational Flow 
Name Type Size (bits) | Description 
TMP_SECS Physical Address 64 Physical address of the SECS of the page being modified. 

EINCVIRTCHILD Return Value in RAX 

Error Value Description 
No Error 0 EINCVIRTCHILD Successful. 
SGX_EPC_PAGE_CONFLICT Failure due to concurrent operation of another SGX instruction. 


(* check alignment of DS:RBX *) 
IF (DS:RBX is not 4K aligned) THEN 


#GP(0); Fl; 


(* check DS:RBX is an linear address of an EPC page *) 


IF (DS:RBX does not resolve within an EPC) THEN 
#PF(DS:RBX, PFEC.SGX); FI; 


(* check DS:RCX is an linear address of an EPC page *) 


IF (DS:RCX does not resolve within an EPC) THEN 
#PF(DS:RCX, PFEC.SGX); Fl; 


(* Check the EPCPAGE for concurrency *) 
IF (EPCPAGE is being modified) THEN 


RFLAGS.ZF = 1; 


RAX = SGX_EPC_PAGE_CONFLICT; 


goto DONE; 
Fl; 


(* check that the EPC page is valid *) 


IF (EPCM(DS:RBX).VALID = 0) THEN 
#PF(DS:RBX, PFEC.SGX); Fl; 


(* check that the EPC page has the correct type and that the back pointer matches the pointer passed as the pointer to parent *) 

IF ((EPCM(DS:RBX).PAGE_TYPE = PT_REG) or 
(EPCM(DS:RBX).PAGE_TYPE = PT_TCS) or 
(EPCM(DS:RBX).PAGE_TYPE = PT_TRIM) or 


( ). 
(EPCM(DS:RBX). 
( ). 


PAGE_TYPE = PT_SS_FIRST) or 


(EPCM(DS:RBX).PAGE_TYPE = PT_SS_REST)) 
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THEN 
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(* get the SECS of DS:RBX *) 
TMP_SECS := Address of SECS for (DS:RBX); 
ELSE IF (EPCM(DS:RBX).PAGE_TYPE = PT_SECS) THEN 


(* get the physical address of DS:RBX * 
TMP_SECS := Physical_Address(DS:RBX 


ELSE 


Cow 


fi 


(* EINCVIRTCHILD called on page of incorrect type *) 
#PF(DS:RBX, PFEC.SGX); Fl; 


IF (TMP_SECS # Physical_Address(DS:RCX)) THEN 


#GP(0); Fl; 


(* Atomically increment virtchild counter *) 
Locked_Increment(SECS(TMP_SECS).VIRTCHILDCNT); 


RFLAGS.ZF := 0; 
RAX := 0; 


DONE: 

(* clear flags *) 

RFLAGS.CF := 0; 
RFLAGS.PF := 0; 
RFLAGS.AF := 0; 
RFLAGS.OF := 0; 
RFLAGS.SF := 0; 


Flags Affected 


ZF is set if EINCVIRTCHILD fails due to concurrent operation with another SGX instruction; otherwise cleared. 


Protected Mode Exceptions 


#GP(0) 


#PF(error code) 


If a memory operand effective address is outside the DS segment limit. 
If DS segment is unusable. 
If a memory operand is not properly aligned. 


RBX does not refer to an enclave page associated with SECS referenced in RCX. 


If a page fault occurs in accessing memory operands. 
If RBX does not refer to an enclave page (REG, TCS, TRIM, SECS). 
If RCX does not refer to an SECS page. 


64-Bit Mode Exceptions 


#GP(0) 


#PF(error code) 


If a memory address is in a non-canonical form. 
If a memory operand is not properly aligned. 


RBX does not refer to an enclave page associated with SECS referenced in RCX. 


If a page fault occurs in accessing memory operands. 
If RBX does not refer to an enclave page (REG, TCS, TRIM, SECS). 
If RCX does not refer to an SECS page. 
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ESETCONTEXT—Set the ENCLAVECONTEXT Field in SECS 


Opcode/ Op/En | 64/32 CPUID Description 
Instruction bit Mode | Feature 
Support | Flag 
EAX = 02H IR VN EAX[5] This leaf function sets the ENCLAVECONTEXT field in SECS. 
ENCLV[ESETCONTEXT] 


Instruction Operand Encoding 


Op/en EAX ROX RDX 
IR ESETCONTEXT (In) | Return error code (Out) | Ad¢ress of saree as EPC page | Context Value (In, EA) 


Description 


The ESETCONTEXT leaf overwrites the ENCLAVECONTEXT field in the SECS. ECREATE and ELD of an SECS set the 
ENCLAVECONTEXT field in the SECS to the address of the SECS (for access later in ERDINFO). The ESETCONTEXT 
instruction allows a VMM to overwrite the default context value if necessary, for example, if the VMM is emulating 
ECREATE or ELD on behalf of the guest. 


The content of RCX is an effective address of the SECS page to be updated, RDX contains the address pointing to 
the value to be stored in the SECS. The DS segment is used to create linear address. Segment override is not 
supported. 


The instruction fails if: 
¢ The operand is not properly aligned. 
* RCX does not refer to an SECS page. 


ESETCONTEXT Memory Parameter Semantics 


EPCPAGE CONTEXT 


Read access permitted by Enclave Read/Write access permitted by Non Enclave 


The instruction faults if any of the following: 


ESETCONTEXT Faulting Conditions 


A memory operand effective address is outside the DS segment | A memory operand is not properly aligned. 
limit (32b mode). 


DS segment is unusable (32b mode). A page fault occurs in accessing memory operands. 


A memory address is in a non-canonical form (64b mode). 


Concurrency Restrictions 


Table 36-78. Base Concurrency Restrictions of ESETCONTEXT 


Base Concurrency Restrictions 
Leaf Parameter : SGX_CONFLICT VM Exit 
Access On Conflict oe 
Qualification 
ESETCONTEXT SECS [DS:RCX] Shared SGX_EPC_PAGE_ 
CONFLICT 
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Table 36-79. Additional Concurrency Restrictions of ESETCONTEXT 


Additional Concurrency Restrictions 


vs. EACCEPT, EACCEPTCOPY, 
Leaf Parameter EMODPE, EMODPR, EMODT vs. EADD, EEXTEND, EINIT vs. ETRACK, ETRACKC 
Access On Conflict Access On Conflict Access On Conflict 
ESETCONTEXT | SECS [DS:RCX] | Concurrent Concurrent Concurrent 
Operation 

Temp Variables in ESETCONTEXT Operational Flow 
Name Type Size (bits) | Description 
TMP_SECS Physical Address 64 Physical address of the SECS of the page being modified. 
TMP_CONTEXT CONTEXT 64 Data Value of CONTEXT. 

ESETCONTEXT Return Value in RAX 

Error Value Description 
No Error 0 ESETCONTEXT Successful. 
SGX_EPC_PAGE_CONFLICT Failure due to concurrent operation of another SGX instruction. 


(* check alignment of the EPCPAGE (RCX) *) 
IF (DS:RCX is not 4KByte Aligned) THEN 
#GP(0); Fl; 


(* check that EPCPAGE (DS:RCX) is the address of an EPC page *) 


IF (DS:RCX does not resolve within an EPC)THEN 
#PF(DS:RCX, PFEC.SGX),; Fl; 


(* check alignment of the CONTEXT field (RDX) *) 


IF (DS:RDX is not 8Byte Aligned) THEN 
#GP(0); FI; 


(* Load CONTEXT into local variable *) 
TMP_CONTEXT := DS:RDX 


(* Check the EPC page for concurrency *) 
IF (EPC page is being modified) THEN 
RFLAGS.ZF := 1; 
RFLAGS.CF := 0; 
RAX := SGX_EPC_PAGE_CONFLICT; 
goto DONE; 
Fl; 


(* check page validity *) 

IF (EPCM(DS:RCX).VALID = 0) THEN 
#PF(DS:RCX, PFEC.SGX); 

Fl; 


(* check EPC page is an SECS page *) 
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IF (EPCM(DS:RCX).PT is not PT_SECS) THEN 
#PF(DS:RCX, PFEC.SGX); 
Fl; 


(* load the context value into SECS(DS:RCX).ENCLAVECONTEXT *) 
SECS(DS:RCX).ENCLAVECONTEXT := TMP_CONTEXT; 


RAX := 0; 
RFLAGS.ZF := 0; 


DONE: 
(* clear flags *) 
RFLAGS.CF,PF,AF,OF,SF := 0; 


Flags Affected 
ZF is set if ESETCONTEXT fails due to concurrent operation with another SGX instruction; otherwise cleared. 
CF, PF, AF, OF and SF are cleared. 


Protected Mode Exceptions 

#GP(0) If a memory operand effective address is outside the DS segment limit. 
If DS segment is unusable. 
If a memory operand is not properly aligned. 

#PF(error code) If a page fault occurs in accessing memory operands. 


64-Bit Mode Exceptions 
#GP(0) If a memory address is in a non-canonical form. 

If a memory operand is not properly aligned. 
#PF(error code) If a page fault occurs in accessing memory operands. 


36-148 Vol. 3D 


INTEL® SGX INTERACTIONS WITH IA32 AND INTEL® 64 ARCHITECTURE 


CHAPTER 37 
INTEL® SGX INTERACTIONS WITH IA32 AND INTEL® 64 ARCHITECTURE 


Intel® SGX provides Intel® Architecture with a collection of enclave instructions for creating protected execution 
environments on processors supporting IA32 and Intel® 64 architectures. These Intel SGX instructions are 
designed to work with legacy software and the various IA32 and Intel 64 modes of operation. 


37.1 INTEL® SGX AVAILABILITY IN VARIOUS PROCESSOR MODES 


The Intel SGX extensions (see Table 32-1) are available only when the processor is executing in protected mode of 
operation. Additionally, the extensions are not available in System Management Mode (SMM) of operation or in 
Virtual 8086 (VM86) mode of operation. Finally, all leaf functions of ENCLU and ENCLS require CRO.PG enabled. 
The exact details of exceptions resulting from illegal modes and their priority are listed in the reference pages of 
ENCLS and ENCLU. 


37.2 1IA32_FEATURE_CONTROL 


IA32_FEATURE_CONTROL MSR provides two new bits related to two aspects of Intel SGX: using the instruction 
extensions and launch control configuration. 


37.2.1 Availability of Intel SGX 


IA32_FEATURE_CONTROL[bit 18] allows BIOS to control the availability of Intel SGX extensions. For Intel SGX 
extensions to be available on a logical processor, bit 18 in the IA32_FEATURE_CONTROL MSR on that logical 
processor must be set, and IA32_ FEATURE_CONTROL MSR on that logical processor must be locked (bit O must be 
set). See Section 32.7.1 for additional details. OS is expected to examine the value of bit 18 prior to enabling Intel 
SGX on the thread, as the settings of bit 18 is not reflected by CPUID. 


37.2.2 — Intel SGX Launch Control Configuration 


The IA32_SGXLEPUBKEYHASHn MSRs used to configure authorized launch enclaves' MRSIGNER digest value. They 
are present on logical processors that support the collection of SGX1 leaf functions (i.e. CPUID.(EAX=12H, 
ECX=00H):EAX[0] = 1) and that CPUID.(EAX=07H, ECX=00H):ECX[30] = 1. IA32_FEATURE_CONTROL|[bit 17] 
allows to BIOS to enable write access to these MSRs. If IA32_FEATURE_CONTROL.LE_WR (bit 17) is set to 1 and 
IA32_FEATURE_CONTROL is locked on that logical processor, IA32_SGXLEPUBKEYHASH MSRs on that logical 
processor are writeable. If this bit 17 is not set or IA32_FEATURE_CONTROL is not locked, 
IA32_SGXLEPUBKEYHASH MSRs are read only. See Section 34.1.4 for additional details. 


37.3. INTERACTIONS WITH SEGMENTATION 


37.3.1 Scope of Interaction 


Intel SGX extensions are available only when the processor is executing in a protected mode operation (see Section 
37.1 for Intel SGX availability in various processor modes). Enclaves abide by all the segmentation policies set up 
by the OS, but they can be more restrictive than the OS. 


Intel SGX interacts with segmentation at two levels: 
¢ The Intel SGX instruction (see the enclave instruction in Table 32-1). 
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¢ While executing inside an enclave (legacy instructions and enclave instructions permitted inside an enclave). 


37.3.2 Interactions of Intel® SGX Instructions with Segment, Operand, and Addressing 
Prefixes 


All the memory operands used by the Intel SGX instructions are interpreted as offsets within the data segment 
(DS). The segment-override prefix on Intel SGX instructions is ignored. 


Operand size is fixed for each enclave instruction. The operand-size prefix is reserved, and results in a #UD excep- 
tion if used. 


All address sizes are determined by the operating mode of the processor. The address-size prefix is ignored. This 
implies that while operating in 64-bit mode of operation, the address size is always 64 bits, and while operating in 
32-bit mode of operation, the address size is always 32 bits. Additionally, when operating in 16-bit addressing, 
memory operands used by enclave instructions use 32 bit addressing; the value of CS.D is ignored. 


37.3.3. Interaction of Intel® SGX Instructions with Segmentation 


All leaf functions of ENCLU and ENCLS instructions require that the DS segment be usable, and be an expand-up 
segment. Failing this check results in generation of a #GP(0) exception. 


The Intel SGX leaf functions used for entering the enclave (ENCLU[EENTER] and ENCLU[ERESUME]) operate as 
follows: 


e All usable segment registers except for FS and GS have a zero base. 
¢ The contents of the FS/GS segment registers (including the hidden portion) is saved in the processor. 
° New FS and GS values compatible with enclave security are loaded from the TCS 


¢ The linear ranges and access rights available under the newly-loaded FS and GS must abide to OS policies by 
ensuring they are subsets of the linear-address range and access rights available for the DS segment. 

¢ The CS segment mode (64-bit, compatible, or 32 bit modes) must be consistent with the segment mode for 
which the enclave was created, as indicated by the SECS.ATTRIBUTES.MODE64 bit, and that the CPL of the 
logical processor is 3 

An exit from the enclave either via ENCLU[EEXIT] or via an AEX restores the saved values of FS/GS segment regis- 

ters. 


37.3.4 — Interactions of Enclave Execution with Segmentation 


During the course of execution, enclave code abides by all segmentation policies as dictated by IA32 and Intel 64 
Architectures, and generates appropriate exceptions on violations. 


Additionally, any attempt by software executing inside an enclave to modify the processor's segmentation state 
(e.g. via MOV seg register, POP seg register, LDS, far jump, etc; excluding WRFSBASE/WRGSBASE) results in the 
generation of a #UD. See Section 34.6.1 for more information. 


Upon enclave entry via the EENTER leaf function, FS is loaded from the (TCS.OFSBASE + SECS.BASEADDR) and 
TCS.FSLIMIT fields and GS is loaded from the (TCS.OGSBASE + SECS.BASEADDR) and TCS.GSLIMIT fields. 


Execution of WRFSBASE and WRGSBASE from inside a 64-bit enclave is allowed. The processor will save the new 
values into the current SSA frame on an asynchronous exit (AEX) and restore them back on enclave entry via 
ENCLU[ERESUME] instruction. 


37.4 INTERACTIONS WITH PAGING 


Intel SGX instructions are available only when the processor is executing in a protected mode of operation. Addi- 
tionally, all Intel SGX leaf functions except for EDBGRD and EDBGWR are available only if paging is enabled. Any 
attempt to execute these leaf functions with paging disabled results in an invalid-opcode exception (#UD). As with 
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segmentation, enclaves abide by all the paging policies set up by the OS, but they can be more restrictive than the 
Os. 


All the memory operands passed into Intel SGX instructions are interpreted as offsets within the DS segment, and 
the linear addresses generated by combining these offsets with DS segment register are subject to paging-based 
access control if paging is enabled at the time of the execution of the leaf function. 


Since the ENCLU[EENTER] and ENCLU[ERESUME] can only be executed when paging is enabled, and since paging 
cannot be disabled by software running inside an enclave (recall that enclaves always run with CPL = 3), enclave 
execution is always subject to paging-based access control. The Intel SGX access control itself is implemented as 
an extension to the existing paging modes. See Section 33.5 for details. 


Execution of Intel SGX instructions may set accessed and dirty flags on accesses to EPC pages that do not fault 
even if the instruction later causes a fault for some other reason. 


37.5 INTERACTIONS WITH VMX 


Intel SGX functionality (including SGX1 and SGX2) can be made available to software running in either VMX root 
operation or VMX non-root operation, as long as the processor is using a legal mode of operation (see Section 
37.1). 


A VMM has the flexibility to configure a VMCS to permit a guest to use any subset of the ENCLS leaf functions. Avail- 
ability of the ENCLU leaf functions in VMX non-root operation has the same requirement as ENCLU leaf functions 
outside of a virtualized environment. 


Details of the VMCS control to allow VMM to configure support of Intel SGX in VMX non-root operation is described 
in Section 37.5.1 


37.5.1 | VMM Controls to Configure Guest Support of Intel® SGX 


Intel SGX capabilities are primarily exposed to the software via the CPUID instruction. VMMs can virtualize CPUID 
instruction to expose/hide this capability to/from guests. 


Some of Intel SGX resources are exposed/controlled via model-specific registers (see Section 32.7). VMMs can 
virtualize these MSRs for the guests using the MSR bitmaps referenced by pointers in the VMCS. 


The VMM can partition the Enclave Page Cache, and assign various partitions to (a subset of) its guests via the 
usual memory-virtualization techniques such as paging or the extended page table mechanism (EPT). 


The VMM can set the “enable ENCLS exiting” VM-execution controls to cause a VM exit when the ENCLS instruction 
is executed in VMX non-root operation. If the “enable ENCLS exiting” control is 0, all of the ENCLS leaf functions are 
permitted in VMX non-root operation. If the “enable ENCLS exiting” control is 1, execution of ENCLS leaf functions 
in VMX non-root operation is governed by consulting the bits in a new 64-bit VM-execution control field called the 
ENCLS-exiting bitmap (Each bit in the bitmap corresponds to an ENCLS leaf function with an EAX value that is iden- 
tical to the bit’s position). When bits in the “ENCLS-exiting bitmap” are set, attempts to execute the corresponding 
ENCLS leaf functions in VMX non-root operation causes VM exits. The checking for these VM exits occurs immedi- 
ately after checking that CPL = 0. 


37.5.2 Interactions with the Extended Page Table Mechanism (EPT) 
Intel SGX instructions are fully compatible with the extended page-table mechanism (EPT; see Section 27.2). 


All the memory operands passed into Intel SGX instructions are interpreted as offsets within the DS segment, and 
the linear addresses generated by combining these offsets with DS segment register are subject to paging and EPT. 
As with paging, enclaves abide by all the policies set up by the VMM. 


The Intel SGX access control itself is implemented as an extension to paging and EPT, and may be more restrictive. 
See Section 37.4 for details of this extension. 


An execution of an Intel SGX instruction may set accessed and dirty flags for EPT (when enabled; see Section 
27.2.5) on accesses to EPC pages that do not fault or cause VM exits even if the instruction later causes a fault or 
VM exit for some other reason. 
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37.5.3 Interactions with APIC Virtualization 


This section applies to Intel SGX in VMX non-root operation when the “virtualize APIC accesses” VM-execution 
control is 1. 


A memory access by an enclave instruction that implicitly uses a cached physical address is never checked for 
overlap with the APIC-access page. Such accesses never cause APIC-access VM exits and are never redirected to 
the virtual-APIC page. Implicit memory accesses can only be made to the SECS, the TCS, or the SSA of an enclave 
(see Section 33.5.3.2). 


An explicit Enclave Access (a linear memory access which is either from within an enclave into its ELRANGE, or an 
access by an Intel SGX instruction that is expected to be in the EPC) that overlaps with the APIC-access page 
causes a #PF exception (APIC page is expected to be outside of EPC). 

Non-Enclave accesses made either by an Intel SGX instruction or by a logical processor inside an enclave to an 
address that without SGX would have caused redirection to the virtual-APIC page instead cause an APIC-access 
VM exit. 


Other than implicit accesses made by Intel SGX instructions, guest-physical and physical accesses are not consid- 
ered “enclave accesses”; consequently, such accesses result in undefined behavior if these accesses eventually 
reach EPC. This applies to any non-enclave physical accesses. 


While a logical processor is executing inside an enclave, an attempt to execute an instruction outside of ELRANGE 
results in a #GP(0), even if the linear address would translate to a physical address that overlaps the APIC-access 


page. 


37.5.4 Interactions with VT and SGX concurrency 


In some cases, a VMM is required to handle conflicts between its own operation and a guest operation on EPC pages 
that are present in both guest and VMM address space. These conflict would otherwise cause the guest to experi- 
ence an unexpected behavior (vs. running directly on the h/w). These conflict cases are: 


¢ ETRACK/ETRACKC failure due to Entry Epoch Object Lock conflict or reference tracking check failure. 
¢ EPC Page Resource conflict. 


A new exit reason is defined for all those cases: SGX_CONFLICT (value 71). The VMCS exit qualification field details 
the specific case as follows: 


Table 37-1. SGX Conflict Exit Qualification 


Bits Size (bits) Name Description 


15:0 16 Code Exit qualification code. The following values are defined: 
0: TRACKING_RESOURCE_CONFLICT 

1: TRACKING_REFERENCE_CONFLICT 

2: EPC_PAGE_CONFLICT_EXCEPTION 

3: EPC_PAGE_CONFLICT_ERROR 

Other: Reserved 


31:16 16 Error Error code. Applicable only if the exit qualification code is EPC_PAGE_CONFLICT_ERROR; 
contains the error code that would be returned in RAX if the instruction was executed on 
bare metal platform or if the ENABLE_EPC_VIRTUALIZATION_EXTENSIONS bit in the 
secondary processor control field is not set. In other cases this field is reserved as O. 


63:32 |32 Reserved Always 0. 


This SGX_CONFLICT exiting behavior is controlled by a VM execution control called 
ENABLE_EPC_VIRTUALIZATION_EXTENSIONS (bit 29 of the secondary processor control field). 


Details for various SGX_CONFLICT VMEXIT cases are provided in the following sections. 
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37.5.5 Virtual Child Tracking 


SGX oversubscription support adds the ability to associate virtual children with each enclave using the 
ENCLV[EINCVIRTCHILD] and ENCLV[EDECVIRTCHILD] instructions. The VMM enables checking of the virtual child 
count by EREMOVE and EWB in guests with a new VM execution control called 
ENABLE_EPC_VIRTUALIZATION_EXTENSIONS. 


When in VMX non-root operation and the ENABLE_EPC_VIRTUALIZATION_EXTENSIONS control enabled, the 
following instructions change their behavior: 


¢ EWB and EREMOVE return the SGX_CHILD_PRESENT error code if any virtual or physical children are 
associated with the enclave. 


¢ ERDINFO set STATUS.CHILDPRESENT if any virtual or physical children are associated with the enclave. 


37.5.6 Handling EPCM Entry Lock Conflicts 


When performing paging within a VMM, it is possible for a contention on the EPC page to happen in the following 
case: 


¢ The VMM performs an ELDB/ELDU/ELDBC/ELDUC of an enclave page, and the guest attempts to perform some 
SGX instruction (e.g., EREMOVE) where the same SECS parent page is required. 


A similar conflict may occur if the VMM uses EINCVIRTCHILD or EDECVIRTCHILD pointing to an SECS page. In all 
other cases where a SGX instruction executed by the VMM the applicable EPC page should not be mapped to the 
guest, thus no resource conflict occurs. 


This conflicting situation can cause the guest's instruction to fail and cause guest instability. To help the VMM 
manage such conflicts, the SGX VMM paging extensions introduce a new VM-Exit that will be triggered whenever 
the guest encounters a resource conflict. 


The exit reason is SGX_CONFLICT. The exit qualification field is used to distinguish the two kinds of resource 
conflicts: 


¢ = Avalue of EPCM_RESOURCE_CONFLICT_EXCEPTION (2) in the exit qualification code field indicates that a 
resource conflict occurred that would result in a #GP. In that case, the exit qualification error field is set to zero. 


¢ Avalue of EPC_PAGE_CONFLICT_ERROR (3) in the exit qualification code field indicates that a resource conflict 
occurred that would result in an error code being return in RAX. In that case, the exit qualification error field is 
set to SGX_EPC_PAGE_CONFLICT. 


The Guest Linear Address and Guest Physical Address fields are set to the guest linear and guest physical 
addresses respectively of the EPC page on which the conflict occurred. The VMM may determine which instruction 
induced the exit by reading RAX. The exit also populates the VM-exit instruction length field. 


The VMM can determine whether the conflict may be due to its own operation, e.g., by setting a per-enclave busy 
indicator before executing ELD*, and clearing it afterwards. In that case, the VMM can handle an SGX Conflict 
(EPCM_PAGE_CONFLICT_*) exit by resuming guest execution at the same instruction, allowing the guest to re- 
execute the instruction. The VMM may also take steps to throttle its own paging thread to reduce contention with 
the guest. 


If the VMM determines that the conflict is not due to its own operation, it may inject a #GP (in case of 
EPC_PAGE_CONFLICT_EXCEPTION), or emulate an error code as the guest instruction would return (in case of 
EPC_PAGE_CONFLICT_ERROR) by setting ZF and copying the error value provided in the exit qualification to guest 
RAX. 


To gracefully handle resource contention on the VMM side, the VMM should use the new ELDBC and ELDUC instruc- 
tions. These are similar to ELDB and ELDU respectively, except that on EPC resource contention they return an 
SGX_EPC_PAGE_CONFLICT error instead of issuing a #GP. In case of an error, the VMM can retry the instruction, 
possibly throttling the guest to assure progress. 


When using EDECVIRTCHILD and EINCVIRTCHILD, the VMM should preferably point to the enclave child page, not 
to the SECS page, avoiding resource conflict on the SECS. If the VMM chooses to point to the SECS page, it should 
handle conflicts in the same way as handling the ELD* case. 
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37.5.7. Context Tracking 


The ENCLAVECONTEXT field in the SECS is available for use by the VMM to track context information associated 
with that enclave, such as the GPA of the SECS in the context of the appropriate guest. This field is initialized by the 
successful execution of ECREATE and ELD of an SECS page. The value stored in the ENCLAVECONTEXT field will be 
the translation of the target page address produced by paging (GPA in VMMs that have EPTs turned on). VMMs may 
override this default value by calling the ENCLV[ESETCONTEXT] instruction, which allows the VMM to store an arbi- 
trary 64-bit value in the ENCLAVECONTEXT field. The VMM may later access the ENCLAVECONTEXT field by calling 
ENCLS[ERDINFO] on any member page of the enclave, including the SECS. 


For nested virtualization cases, the lowest level VMM can make SGX oversubscription instructions higher level 
guest VMMs. In that case the lower level VMM can simply inject #GP to higher level VMMs when attempting to 
execute these instructions. 


However, if VMMs expose SGX oversubscription instructions to higher level VMMs, then VMMs have to use 
ENCLV[ESETCONTEXT] instruction to properly manage the ENCLAVECONTEXT field of SECS during paging opera- 
tions. That may involve emulating ECREATE, ELD, ESETCONTEXT and ERDINFO instructions apart from managing 
ENCLAVECONTEXT values. 


37.6 INTEL® SGX INTERACTIONS WITH ARCHITECTURALLY-VISIBLE EVENTS 


All architecturally visible events (exceptions, interrupts, SMI, NMI, INIT, VM exit) can be detected while inside an 
enclave and will cause an asynchronous enclave exit if they are not blocked. Additionally, INT3, and the 
SignalTXTMsg[SENTER] (i.e. GETSEC[SENTER]’s rendezvous event message) events also cause asynchronous 
enclave exits. Note that SignalTXTMsg[SEXIT] (i.e. GETSEC[SEXIT]’s teardown message) does not cause an AEX. 


On an AEX, information about the event causing the AEX is stored in the SSA (see Section 35.4 for details of AEX). 
The information stored in the SSA only describes the first event that triggered the AEX. If parsing/delivery of the 

first event results in detection of further events (e.g. VM exit, double fault, etc.), then the event information in the 
SSA is not updated to reflect these subsequently detected events. 


37.7. INTERACTIONS WITH THE PROCESSOR EXTENDED STATE AND 
MISCELLANEOUS STATE 


37.7.1 Requirements and Architecture Overview 


Processor extended states are the ISA features that are enabled by the settings of CR4.OSXSAVE and the XCRO 
register. Processor extended states are normally saved/restored by software via XSAVE/XRSTOR instructions. 
Details of discovery of processor extended states and management of these states are described in CHAPTER 13 of 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A. 

Additionally, the following requirements apply to Intel SGX: 

® Onan AEX, the Intel SGX architecture must protect the processor extended state and miscellaneous state by 


saving them in the enclave’s state-save area (SSA), and clear the secrets from the processor extended state 
that is used by an enclave. 


¢ Intel SGX architecture must verify that the SSA frame size is large enough to contain all the processor extended 
states and miscellaneous state used by the enclave. 


¢ Intel SGX architecture must ensure that enclaves can only use processor extended state that is enabled by 
system software in XCRO. 


® Enclave software should be able to discover only those processor extended state and miscellaneous state for 
which such protection is enabled. 


° The processor extended states that are enabled inside the enclave must be approved by the enclave developer: 


— Certain processor extended state (e.g., Memory Protection Extensions, see Chapter 17, “Intel® MPX” of 
Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1) modify the behavior of the 
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legacy ISA software. If such features are enabled for enclaves that do not understand those features, then 
such a configuration could lead to a compromise of the enclave's security. 


¢ The processor extended states that are enabled inside the enclave must form an integral part of the enclave's 
identity. This requirement has two implications: 


— Service providers may decide to assign different trust level to the same enclave depending on the ISA 
features the enclave is using. 


To meet these requirements, the Intel SGX architecture defines a sub-field called X-Feature Request Mask (XFRM) 
in the ATTRIBUTES field of the SECS. On enclave creation (ENCLS[ECREATE] leaf function), the required SSA frame 
size is calculated by the processor from the list of enabled extended and miscellaneous states and verified against 
the actual SSA frame size defined by SECS.SSAFRAMESIZE. 


On enclave entry, after verifying that XFRM is only enabling features that are already enabled in XCRO, the value in 
the XCRO is saved internally by the processor, and is replaced by the XFRM. On enclave exit, the original value of 
XCRO is restored. Consequently, while inside the enclave, the processor extended states enabled in XFRM are in 
enabled state, and those that are disabled in XFRM are in disabled state. 


The entire ATTRIBUTES field, including the XFRM subfield is integral part of enclave's identity (i.e., its value is 
included in reports generated by ENCLU[EREPORT], and select bits from this field can be included in key-derivation 
for keys obtained via the ENCLU[EGETKEY] leaf function). 


Enclave developers can create their enclave to work with certain features and fallback to another code path in case 
those features aren't available (e.g. optimize for AVX and fallback to SSE). For this purpose Intel SGX provides the 
following fields in SIGSTRUCT: ATTRIBUTES, ATTRIBUTESMASK, MISCSELECT, and MISCMASK. EINIT ensures that 
the final SECS.ATTRIBUTES and SECS.MISCSELECT comply with the enclave developer's requirements as follows: 


SIGSTRUCT.ATTRIBUTES & SIGSTRUCT.ATTRIBUTEMASK = SECS.ATTRIBUTES & SIGSTRUCT.ATTRIBUTEMASK 
SIGSTRUCT.MISCSELECT & SIGSTRUCT.MISCMASK = SECS.MISCSELECT & SIGSTRUCT.MISCMASK. 


On an asynchronous enclave exit, the processor extended states enabled by XFRM are saved in the current SSA 
frame, and overwritten by synthetic state (see Section 35.3 for the definition of the synthetic state). When the 
interrupted enclave is resumed via the ENCLU[ERESUME] leaf function, the saved state for processor extended 
states enabled by XFRM is restored. 


37.7.2 Relevant Fields in Various Data Structures 


37.7.2.1 SECS.ATTRIBUTES.XFRM 


The ATTRIBUTES field of the SECS data structure (see Section 33.7) contains a sub-field called XSAVE-Feature 
Request Mask (XFRM). Software populates this field at the time of enclave creation according to the features that 
are enabled by the operating system and approved by the enclave developer. 


Intel SGX architecture guarantees that during enclave execution, the processor extended state configuration of the 
processor is identical to what is required by the XFRM sub-field. All the processor extended states enabled in XFRM 
are saved on AEX from the enclave and restored on ERESUME. 


The XFRM sub-field has the same layout as XCRO, and has consistency requirements that are similar to those for 
XCRO. Specifically, the consistency requirements on XFRM values depend on the processor implementation and the 
set of features enabled in CR4. 


Legal values for SECS.ATTRIBUTES.XFRM conform to these requirements: 
¢ XFRM[1:0] must be set to 0x3. 


¢ If the processor does not support XSAVE, or if the system software has not enabled XSAVE, then XFRM[63:2] 
must be zero. 


¢ If the processor does support XSAVE, XFRM must contain a value that would be legal if loaded into XCRO. 


The various consistency requirements are enforced at different times in the enclave's life cycle, and the exact 
enforcement mechanisms are elaborated in Section 37.7.3 through Section 37.7.6. 


On processors not supporting XSAVE, software should initialize XFRM to 0x3. On processors supporting XSAVE, 
software should initialize XFRM to be a subset of XCRO that would be present at the time of enclave execution. 
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Because bits 0 and 1 of XFRM must always be set, the use of Intel SGX requires that SSE be enabled (CR4.OSFXSR 
= 1). 


37.7.2.2 SECS.SSAFRAMESIZE 


The SSAFRAMESIZE field in the SECS data structure specifies the number of pages which software allocated! for 
each SSA frame, including both the GPRSGX area, MISC area, the XSAVE area (x87 and XMM states are stored in 
the latter area), and optionally padding between the MISC and XSAVE area. The GPRSGX area must hold all the 
general-purpose registers and additional Intel SGX specific information. The MISC area must hold the Miscella- 
neous state as specified by SECS.MISCSELECT, the XSAVE area holds the set of processor extended states specified 
by SECS.ATTRIBUTES. XFRM (see Section 33.9 for the layout of SSA and Section 37.7.3 for ECREATE's consistency 
checks). The SSA is always in non-compacted format. 


If the processor does not support XSAVE, the XSAVE area will always be 576 bytes; a copy of XFRM (which will be 
set to 0x3) is saved at offset 512 on an AEX. 


If the processor does support XSAVE, the length of the XSAVE area depends on SECS.ATTRIBUTES.XFRM. The 
length would be equal to what CPUID.(EAX=0DH, ECX= 0):EBX would return if XCRO were set to XFRM. The 
following pseudo code illustrates how software can calculate this length using XFRM as the input parameter without 
modifying XCRO: 
offset = 576; 
size_last_x = 0; 
For x=2 to 63 
IF (XFRM[x] != 0) Then 
tmp_offset = CPUID.(EAX=0DH, ECX= x):EBX[31:0]; 
IF (tmp_offset >= offset + size_last_x) Then 
offset = tmp_offset; 
size_last_x = CPUID.(EAX=0DH, ECX= x):EAX[31:0]; 
FI; 
FI; 
EndFor 
return (offset + size_last_x); (* compute_xsave_size(XFRM), see “ECREATE—Create an SECS page in the Enclave 
Page Cache”*) 


Where the non-zero bits in XFRM are a subset of non-zero bit fields in XCRO. 


The size of the MISC region depends on the setting of SECS.MISCSELECT and can be calculated using the layout 
information described in Section 33.9.2 


37.7.2.3 XSAVE Area in SSA 
The XSAVE area of an SSA frame begins at offset 0 of the frame. 


37.7.2.4 MISC Area in SSA 
The MISC area of an SSA frame is positioned immediately before the GPRSGX region. 


37.7.2.5 SIGSTRUCT Fields 


Intel SGX provides the flexibility for an enclave developer to choose the enclave's code path according to the 
features that are enabled on the platform (e.g. optimize for AVX and fallback to SSE). See Section 37.7.1 for 
details. 


1. It is the responsibility of the enclave to actually allocate this memory. 
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SIGSTRUCT includes the following fields: 
SIGSTRUCT.ATTRIBUTES, SIGSTRUCT.ATTRIBUTEMASK, SIGSTRUCT.MISCSELECT, SIGSTRUCT.MISCMASK. 


37.7.2.6 REPORT.ATTRIBUTES.XFRM and REPORT.MISCSELECT 


The processor extended states and miscellaneous states that are enabled inside the enclave form an integral part 
of the enclave's identity and are therefore included in the enclave's report, as provided by the ENCLU[EREPORT] 
leaf function. The REPORT structure includes the enclave's XFRM and MISCSELECT configurations. 


37.7.2.7. KEYREQUEST 


An enclave developer can specify which bits out of XFRM and MISCSELECT ENCLU[EGETKEY] should include in the 
derivation of the sealing key by specifying ATTRIBUTESMASK and MISCMASK in the KEYREQUEST structure. 


37.7.3, Processor Extended States and ENCLS[ECREATE] 


The ECREATE leaf function of the ENCLS instruction enforces a number of consistency checks described earlier. The 
execution of ENCLS[ECREATE] leaf function results in a #GP(O) in any of the following cases: 


° SECS.ATTRIBUTES.XFRM[1:0] is not 3. 
¢ The processor does not support XSAVE and any of the following is true: 
— SECS.ATTRIBUTES.XFRM[63:2] is not 0. 
— SECS.SSAFRAMESIZE is 0. 
¢ The processor supports XSAVE and any of the following is true: 
— XSETBV would fault on an attempt to load XFRM into XCRO. 
— XFRM[63]=1. 
— The SSAFRAME is too small to hold required, enabled states (see Section 37.7.2.2). 


37.7.4 Processor Extended States and ENCLU[EENTER] 


37.7.4.1 Fault Checking 


The EENTER leaf function of the ENCLU instruction enforces a number of consistency requirements described 
earlier. The execution of the ENCLU[EENTER] leaf function results in a #GP(0) in any of the following cases: 


° If CR4.0SFXSR=0. 

¢ If The processor supports XSAVE and either of the following is true: 
— CR4.0SXSAVE=0 and SECS.ATTRIBUTES.XFRM is not 3. 
— (SECS.ATTRIBUTES.XFRM & XCRO) != SECS.ATTRIBUTES.XFRM 


37.7.4.2 State Loading 


If ENCLU[EENTER] is successful, the current value of XCRO is saved internally by the processor and replaced by 
SECS.ATTRIBUTES.XFRM. 
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37.7.5 Processor Extended States and AEX 


37.7.5.1 State Saving 


On an AEX, processor extended states are saved into the XSAVE area of the SSA frame in a compatible format with 
XSAVE that was executed with EDX:EAX = SECS.ATTRIBUTES.XFRM, with the memory operand being the XSAVE 
area, and (for 64-bit enclaves) as if REX.W=1. The XSTATE_BV part of the XSAVE header is saved with 0 for every 
bit that is 0 in XFRM. Other bits may be saved as 0 if the state saved is initialized. 


Note that enclave entry ensures that if CR4.0SXSAVE is set to 0, then SECS.ATTRIBUTES. XFRM is set to 3. It 
should also be noted that it is not possible to enter an enclave with FXSAVE disabled. 


37.7.5.2 State Synthesis 


After saving the extended state, the processor restores XCRO to the value it held at the time of the most recent 
enclave entry. 


The state of features corresponding to bits set in XFRM is synthesized. In general, these states are initialized. 
Details of state synthesis on AEX are documented in Section 35.3.1. 


37.7.6 Processor Extended States and ENCLU[ERESUME] 


37.7.6.1 Fault Checking 


The ERESUME leaf function of the ENCLU instruction enforces a number of consistency requirements described 
earlier. Specifically, the ENCLU[ERESUME] leaf function results in a #GP(0) in any of the following cases: 


¢ CR4.0SFXSR=0. 
¢ The processor supports XSAVE and either of the following is true: 
— CR4.0SXSAVE=0 and SECS.ATTRIBUTES.XFRM is not 3. 
— (SECS.ATTRIBUTES.XFRM & XCRO) != SECS.ATTRIBUTES.XFRM. 


A successful execution of ENCLU[ERESUME] loads state from the XSAVE area of the SSA frame in a fashion similar 
to that used by the XRSTOR instruction. Data in the XSAVE area that would cause the XRSTOR instruction to fault 
will cause the ENCLU[ERESUME] leaf function to fault. Examples include, but are not restricted to the following: 


e =A bit is set in the XSTATE_BV field and clear in XFRM. 

° The required bytes in the header are not clear. 

® Loading data would set a reserved bit in MXCSR. 

Any of these conditions will cause ERESUME to fault, even if CR4.OSXSAVE=0. 


37.7.6.2 State Loading 


If ENCLU[ERESUME] is successful, the current value of XCRO is saved internally by the processor and replaced by 
SECS.ATTRIBUTES.XFRM. 


State is loaded from the XSAVE area of the SSA frame as if the XRSTOR instruction were executed with 
XCRO=XFRM, EDX:EAX = XFRM, with the memory operand being the XSAVE area, and (for 64-bit enclaves) as if 
REX.W=1. 


ENCLU[ERESUME] ensures that a subsequent execution of XSAVEOPT inside the enclave will operate properly (e.g., 
by marking all state as modified). 


37.7.7. Processor Extended States and ENCLU[EEXIT] 


The ENCLU[EEXIT] leaf function does not perform any X-feature specific consistency checks, nor performs any 
state synthesis. It is the responsibility of enclave software to clear any sensitive data from the registers before 


37-10 Vol. 3D 


INTEL® SGX INTERACTIONS WITH IA32 AND INTEL® 64 ARCHITECTURE 


executing EEXIT. However, successful execution of the ENCLU[EEXIT] leaf function restores XCRO to the value it 
held at the time of the most recent enclave entry. 


37.7.8 Processor Extended States and ENCLU[EREPORT] 


The ENCLU[EREPORT] leaf function creates the MAC-protected REPORT structure that reports on the enclave’s 
identity. ENCLU[EREPORT] includes in the report the values of SECS.ATTRIBUTES.XFRM and SECS.MISCSELECT. 


37.7.9 Processor Extended States and ENCLU[EGETKEY] 


The ENCLU[EGETKEY] leaf function returns a cryptographic key based on the information provided by the KEYRE- 
QUEST structure. Intel SGX provides the means for isolation between different operating conditions by allowing an 
enclave developer to select which bits out of XFRM and MISCSELECT need to be included in the derivation of the 
keys. 


37.8 INTERACTIONS WITH SMM 


37.8.1 Availability of Intel? SGX instructions in SMM 


Enclave instructions are not available in SMM, and any attempt to execute ENCLS or ENCLU instructions inside SMM 
results in an invalid-opcode exception (#UD). 


37.8.2 SMI while Inside an Enclave 


If the logical processor executing inside an enclave receives an SMI, the logical processor exits the enclave asyn- 
chronously. The response to an SMI received while executing inside an enclave depends on whether the dual- 
monitor treatment is enabled. For detailed discussion of transfer to SMM, see Chapter 30, “System Management 
Mode” of the Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3C. 


If the logical processor executing inside an enclave receives an SMI when dual-monitor treatment is not enabled, 
the logical processor exits the enclave asynchronously, and transfers the control to the SMM handler. In addition to 
saving the synthetic architectural state to the SMRAM State Save Map (SSM), the logical processor also sets the 
“Enclave Interruption” bit in the SMRAM SSM (bit position 1 in SMRAM field at offset 7EEOH). 

If the logical processor executing inside an enclave receives an SMI when dual-monitor treatment is enabled, the 
logical processor exits the enclave asynchronously, and transfers the control to the SMM monitor via SMM VM exit. 
The SMM VM exit sets the “Enclave Interruption” bit in the Exit Reason (see Table 37-2) and in the Guest Interrupt- 
ibility State field (see Table 37-3) of the SMM VMCS. 


37.8.3 SMRAM Synthetic State of AEX Triggered by SMI 


All processor registers saved in the SMRAM have the same synthetic values listed in Section 35.3. Additional 
SMRAM fields that are treated specially on SMI are: 


Table 37-2. SMRAM Synthetic States on Asynchronous Enclave Exit 
Position Field Value Writable 


SMRAM Offset O7EEOH.Bit 1 ENCLAVE_INTERRUPTION | Set to 1 if exit occurred in enclave mode No 
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37.9 INTERACTIONS OF INIT, SIPI, AND WAIT-FOR-SIPI WITH INTEL® SGX 


INIT received inside an enclave, while the logical processor is not in VMX operation, causes the logical processor to 
exit the enclave asynchronously. After the AEX, the processor's architectural state is initialized to “Power-on” state 
(Table 9.1 in Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3A). If the logical processor 
is BSP, then it proceeds to execute the BIOS initialization code. If the logical processor is an AP, it enters wait-for- 
SIPI state. 


INIT received inside an enclave, while the logical processor (LP) is in VMX root operation, follows regular Intel 
Architecture behavior and is blocked. 


INIT received inside an enclave, while the logical processor is in VMX non-root operation, causes an AEX. Subse- 
quent to the AEX, the INIT causes a VM exit with the Enclave Interruption bit in the exit-reason field in the VMCS. 


A processor cannot be inside an enclave in the wait-for-SIPI state. Consequently, a SIPI received while inside an 
enclave is lost. 


Intel SGX does not change the behavior of the processor in the wait-for-SIPI state. 
The SGX-related processor states after INIT-SIPI-SIPI is as follows: 

¢ EPC Settings: Unchanged 

° EPCM: Unchanged 

° CPUID.LEAF_12H.*: Unchanged 

¢ ENCLAVE_MODE: 0 (LP exits enclave asynchronously) 

° MEE state: Unchanged 


Software should be aware that following INIT-SIPI-SIPI, the EPC might contain valid pages and should take appro- 
priate measures such as initialize the EPC with the EREMOVE leaf function. 


37.10 INTERACTIONS WITH DMA 


DMA is not allowed to access any Processor Reserved Memory. 


37.11 INTERACTIONS WITH TXT 


37.11.1  Enclaves Created Prior to Execution of GETSEC 


Enclaves which have been created before the GETSEC[SENTER] leaf function are available for execution after the 
successful completion of GETSEC[SENTER] and the corresponding SINIT ACM. Actions that a TXT Launched Envi- 
ronment performs in preparation to execute code in the Launched Environment, also applies to enclave code that 
would run after GETSEC[SENTER]. 


37.11.2 Interaction of GETSEC with Intel® SGX 


All leaf functions of the GETSEC instruction are illegal inside an enclave, and results in an invalid-opcode exception 
(#UD). 


Responding Logical Processors (RLP) which are executing inside an enclave at the time a GETSEC[SENTER] event 
occurs perform an AEX from the enclave and then enter the Wait-for-SIPI state. 


RLP executing inside an enclave at the time of GETSEC[SEXIT], behave as defined for GETSEC[SEXIT]-that is, the 
RLPs pause during execution of SEXIT and resume after the completion of SEXIT. 


The execution of a TXT launch does not affect Intel SGX configuration or security parameters. 
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37.11.3 Interactions with Authenticated Code Modules (ACMs) 


Intel SGX only allows launching ACMs with an Intel SGX SVN that is at the same level or higher than the expected 
Intel SGX SVN. The expected Intel SGX SVN is specified by BIOS and locked down by the processor on the first 
successful execution of an Intel SGX instruction that doesn’t return an error code. Intel SGX provides interfaces for 
system software to discover whether a non faulting Intel SGX instruction has been executed, and evaluate the suit- 
ability of the Intel SGX SVN value of any ACM that is expected to be launched by the OS or the VMM. 


These interfaces are provided through a read-only MSR called the IA32_SGX_SVN_STATUS MSR (MSR address 
500h). The IA32_SGX_SVN_STATUS MSR has the format shown in Table 37-3. 


Table 37-3. Layout of the IA32_SGX_SVN_STATUS MSR 
Bit Position Name ACM Module ID Value 


0 Lock N.A. 


If 1, indicates that a non-faulting Intel SGX instruction has been 
executed, consequently, launching a properly signed ACM but with Intel 
SGX SVN value less than the BIOS specified Intel SGX SVN threshold 
would lead to an TXT shutdown. 

If 0, indicates that the processor will allow a properly signed ACM to 
launch irrespective of the Intel SGX SVN value of the ACM. 


15:1 RSVD NA. 0 
23:16 SGX_SVN_SINIT | SINIT ACM * If CPUID.O1H:ECX.SMX =1, this field reflects the expected threshold of 
Intel SGX SVN for the SINIT ACM. 
«If CPUID.O1H:ECX.SMX =0, this field is reserved (0). 
63:24 RSVD NA. 0 


OS/VMM that wishes to launch an architectural ACM such as SINIT is expected to read the IA32_SGX_SVN_STATUS 
MSR to determine whether the ACM can be launched or a new ACM is needed: 


e If either the Intel SGX SVN of the ACM is greater than the value reported by IA32_SGX_SVN_STATUS, or the 
lock bit in the IA32_SGX_SVN_STATUS is not set, then the OS/VMM can safely launch the ACM. 


° If the Intel SGX SVN value reported in the corresponding component of the IA32_SGX_SVN_STATUS is greater 
than the Intel SGX SVN value in the ACM's header, and if bit 0 of IA32_SGX_SVN_STATUS is 1, then the 
OS/VMM should not launch that version of the ACM. It should obtain an updated version of the ACM either from 
the BIOS or from an external resource. 


However, OSVs/VMMs are strongly advised to update their version of the ACM any time they detect that the Intel 
SGX SVN of the ACM carried by the OS/VMM is lower than that reported by IA32_SGX_SVN_STATUS MSR, irrespec- 
tive of the setting of the lock bit. 


37.12 INTERACTIONS WITH CACHING OF LINEAR-ADDRESS TRANSLATIONS 


Entering and exiting an enclave causes the logical processor to flush all the global linear-address context as well as 
the linear-address context associated with the current VPID and PCID. The MONITOR FSM is also cleared. 


37.13. INTERACTIONS WITH INTEL® TRANSACTIONAL SYNCHRONIZATION 
EXTENSIONS (INTEL® TSX) 


1. ENCLU or ENCLS instructions inside an HLE region will cause the flow to be aborted and restarted non-specula- 
tively. ENCLU or ENCLS instructions inside an RTM region will cause the flow to be aborted and transfer control to 
the fallback handler. 


2. If XBEGIN is executed inside an enclave, the processor does NOT check whether the address of the fallback 
handler is within the enclave. 


3. If an RTM transaction is executing inside an enclave and there is an attempt to fetch an instruction outside the 
enclave, the transaction is aborted and control is transferred to the fallback handler. No #GP is delivered. 
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4. If an RTM transaction is executing inside an enclave and there is a data access to an address within the enclave 
that denied due to EPCM content (e.g., to a page belonging to a different enclave), the transaction is aborted and 
control is transferred to the fallback handler. No #GP is delivered. 


5. If an RTM transaction executing inside an enclave aborts and the address of the fallback handler is outside the 
enclave, a #GP is delivered after the abort (EIP reported is that of the fallback handler). 


37.13.1 HLE and RTM Debug 


RTM debug will be suppressed on opt-out enclave entry. After opt-out entry, the logical processor will behave as if 
IA32_DEBUG_CTL[15]=0. Any #DB detected inside an RTM transaction region will just cause an abort with no 
exception delivered. 


After opt-in entry, if either DR7[11] = 0 OR IA32_DEBUGCTL[15] = 0, any #DB or #BP detected inside an RTM 
transaction region will just cause an abort with no exception delivered. 


After opt-in entry, if DR7[11] = 1 AND IA32_DEBUGCTL[15] = 1, any #DB or #BP detected inside an RTM transla- 
tion will 


® terminate speculative execution, 
* set RIP to the address of the XBEGIN instruction, and 
° be delivered as #DB (implying an Intel SGX AEX; any #BP is converted to #DB). 


* DR6[16] will be cleared, indicating RTM debug (if the #DB causes a VM exit, DR6 is not modified but bit 16 of 
the pending debug exceptions field in the VMCS will be set). 


37.14 INTEL® SGX INTERACTIONS WITH S STATES 


Whenever an Intel SGX enabled processor enters S3-S5 state, enclaves are destroyed. This is due to the EPC being 
destroyed when power down occurs. It is the application runtime’s responsibility to re-instantiate an enclave after 
a power transition for which the enclaves were destroyed. 


37.15 INTEL® SGX INTERACTIONS WITH MACHINE CHECK ARCHITECTURE (MCA) 


37.15.1 Interactions with MCA Events 


All architecturally visible machine check events (#MC and CMCI) that are detected while inside an enclave cause an 
asynchronous enclave exit. 


Any machine check exception (#MC) that occurs after Intel SGX is first enables causes Intel SGX to be disabled, 
(CPUID.SGX_Leaf.0: EAX[SGX1] == 0). It cannot be enabled until after the next reset. 


37.15.2 Machine Check Enables (IA32_MCi_CTL) 


All supported IA32_MCi_CTL bits for all the machine check banks must be set for Intel SGX to be available 
(CPUID.SGX_Leaf.0: EAX[SGX1] == 1). Any act of clearing bits from '1 to '0 in any of the IA32_MCi_CTL register 
may disable Intel SGX (set CPUID.SGX_Leaf.0: EAX[SGX1] to 0) until the next reset. 


37.15.3 CR4.MCE 


CR4.MCE can be set or cleared with no interactions with Intel SGX. 
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37.16 INTEL® SGX INTERACTIONS WITH PROTECTED MODE VIRTUAL 
INTERRUPTS 


ENCLS[EENTER] modifies neither EFLAGS.VIP nor EFLAGS.VIF. 


ENCLS[ERESUME] loads EFLAGS in a manner similar to that of an execution of IRET with CPL = 3. This means that 
ERESUME modifies neither EFLAGS.VIP nor EFLAGS.VIF regardless of the value of the EFLAGS image in the SSA 
frame. 

AEX saves EFLAGS.VIP and EFLAGS.VIF unmodified into the EFLAGS image in the SSA frame. AEX modifies neither 
EFLAGS.VIP nor EFLAGS.VIF after saving EFLAGS. 


If CR4.PVI = 1, CPL = 3, EFLAGS.VM = 0, IOPL < 3, EFLAGS.VIP = 1, and EFLAGS.VIF = 0, execution of STI causes 
a #GP fault. In this case, STI modifies neither EFLAGS.IF nor EFLAGS.VIF. This behavior applies without change 
within an enclave (where CPL is always 3). Note that, if IOPL = 3, STI always sets EFLAGS.IF without fault; 
CR4.PVI, EFLAGS.VIP, and EFLAGS.VIF are neither consulted nor modified in this case. 


37.17 INTEL SGX INTERACTION WITH PROTECTION KEYS 


SGX interactions with PKRU are as follows: 


° = CPUID.(EAX=12H, ECX=1):ECX.PKRU indicates whether SECS.ATTRIBUTES.XFRM.PKRU can be set. If 
SECS.ATTRIBUTES.XFRM.PKRU is set, then PKRU is saved and cleared as part of AEX and is restored as part of 
ERESUME. If CR4.PKE is set, an enclave can execute RDPKRU and WRKRU independent of whether 
SECS.ATTRIBUTES.XFRM.PKRU is set. 


SGX interactions with domain permission checks are as follows: 
1) If CR4.PKE is not set, then legacy and SGX permission checks are not effected. 


2) If CR4.PKE is set, then domain permission checks are applied to all non-enclave access and 
enclave accesses to user pages in addition to legacy and SGX permission checks at a higher 
priority than SGX permission checks. 


3) Implicit accesses aren't subject to domain permission checks. 
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CHAPTER 38 
ENCLAVE CODE DEBUG AND PROFILING 


Intel® SGX is architected to provide protection for production enclaves and permit enclave code developers to use 
an SGX-aware debugger to effectively debug a non-production enclave (debug enclave). Intel SGX also allows a 
non-SGX-aware debugger to debug non-enclave portions of the application without getting confused by enclave 
instructions. 


38.1 CONFIGURATION AND CONTROLS 


38.1.1 Debug Enclave vs. Production Enclave 


The SECS of each enclave provides a bit, SECS.ATTRIBUTES.DEBUG, indicating whether the enclave is a debug 
enclave (if set) or a production enclave (if 0). If this bit is set, software outside the enclave can use 
EDBGRD/EDBGWR to access the EPC memory of the enclave. The value of DEBUG is not included in the measure- 
ment of the enclave and therefore doesn't require an alternate SIGSTRUCT to be generated to debug the enclave. 


The ATTRIBUTES field in the SECS is reported in the enclave's attestation, and is included in the key derivation. 
Enclave secrets that were protected by the enclave using Intel SGX keys when it ran as a production enclave will 
not be accessible by the debug enclave. A debugger needs to be aware that special debug content might be 
required for a debug enclave to run in a meaningful way. 

EPC memory belonging to a debug enclave can be accessed via the EDBGRD/EDBGWR leaf functions (see Section 
36.4), while that belonging to a non-debug enclave cannot be accessed by these leaf functions. 


38.1.2 Tool-Chain Opt-in 


The TCS.FLAGS.DBGOPTIN bit controls interactions of certain debug and profiling features with enclaves, including 
code/data breakpoints, TF, RF, monitor trap flag, BTF, LBRs, BTM, BTS, Intel Processor Trace, and performance 
monitoring. This bit is forced to zero when EPC pages are added via EADD. A debugger can set this bit via EDBGWR 
to the TCS of a debug enclave. 


An enclave entry through a TCS with the TCS.FLAGS.DBGOPTIN set to 0 is called an opt-out entry. Conversely, an 
enclave entry through a TCS with TCS.FLAGS.DBGOPTIN set to 1 is called an opt-in entry. 


38.2 SINGLE STEP DEBUG 


38.2.1 Single Stepping ENCLS Instruction Leafs 


If the RFLAGS.TF bit is set at the beginning of ENCLS, then a single-step debug exception is pending as a trap-class 
exception on the instruction boundary immediately after the ENCLS instruction. Additionally, if the instruction is 
executed in VMX non-root operation and the “monitor trap flag” VM-execution control is 1, an MTF VM exit is 
pending on the instruction boundary immediately after the instruction if the instruction does not fault. 


38.2.2 Single Stepping ENCLU Instruction Leafs 
The interactions of the unprivileged Intel SGX instruction ENCLU are leaf dependent. 


An enclave entry via EENTER/ERESUME leaf functions of the ENCLU, in certain cases, may mask the RFLAGS.TF bit, 
and mask the setting of the “monitor trap flag” VM-execution control. In such situations, an exit from the enclave, 
either via the EEXIT leaf function or via an AEX unmasks the RFLAGS.TF bit and the “monitor trap flag” VM-execu- 
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tion control. The details of this masking/unmasking and the pending of single stepping events across 
EENTER/ERESUME/EEXIT/AEX are covered in detail in Section 38.2.3. 


If the EFLAGS.TF bit is set at the beginning of EREPORT or EGETKEY leafs, and if the EFLAGS.TF is not masked by 
the preceding enclave entry, then a single-step debug exception is pending on the instruction boundary immedi- 
ately after the ENCLU instruction. Additionally, if the instruction is executed in VMX non-root operation and the 
“monitor trap flag” VM-execution control is 1, and if the monitor trap flag is not masked by the preceding enclave 
entry, then an MTF VM exit is pending on the instruction boundary immediately after the instruction. 


If the instruction under consideration results in a fault, then the control flow goes to the fault handler, and no 
single-step debug exception is asserted. In such a situation, if the instruction is executed in VMX non-root opera- 
tion and the “monitor trap flag” VM-execution control is 1, an MTF VM exit is pending after the delivery of the fault 
(or any nested exception). No MTF VM exit occurs if another VM exit occurs before reaching that boundary on which 
an MTF VM exit would be pending. 


38.2.3 Single-Stepping Enclave Entry with Opt-out Entry 


38.2.3.1 Single Stepping without AEX 
Figure 38-1 shows the most common case for single-stepping after an opt-out entry. 


p EENTER » 08 
ERESUME = 
) Inst1 ——y|_  Inst2 |-—»|_= Inst =|) EEXIT Inst4 


) _ TF/MTF 


Handler 


SMI 
INIT 
RFLAGS.TF @  sinate-step #08 Pending #MC 
Higher Priority 
VMCS.MTF ()_ MTF VM Exit Pending L — — >} handler 


Figure 38-1. Single Stepping with Opt-out Entry - No AEX 


In this scenario, if the RFLAGS.TF bit is set at the time of the enclave entry, then a single step debug exception is 
pending on the instruction boundary after EEXIT. Additionally, if the enclave is executing in VMX non-root operation 
and the “monitor trap flag” VM-execution control is 1, an MTF VM exit is pending on the instruction boundary after 
EEXIT. 


The value of the RFLAGS.TF bit at the end of EEXIT is the same as the value of RFLAGS.TF at the time of the enclave 
entry. 


38.2.3.2 Single Step Preempted by AEX Due to Non-SMI Event 
Figure 38-2 shows the interaction of single stepping with AEX due to a non-SMI event after an opt-out entry. 
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Figure 38-2. Single Stepping with Opt-out Entry -AEX Due to Non-SMI Event Before Single-Step Boundary 


In this scenario, if the enclave is executing in VMX non-root operation and the “monitor trap flag” VM-execution 
control is 1, an MTF VM exit is pending on the instruction boundary after the AEX. No MTF VM exit occurs if another 
VM exit happens before reaching that instruction boundary. 


The value of the RFLAGS.TF bit at the end of AEX is the same as the value of RFLAGS.TF at the time of the enclave 
entry. 


38.2.4 RFLAGS.TF Treatment on AEX 


The value of EFLAGS.TF at the end of AEX from an opt-out enclave is same as the value of EFLAGS.TF at the time 
of the enclave entry. The value of EFLAGS.TF at the end of AEX from an opt-in enclave is unmodified. The 
EFLAGS.TF saved in GPR portion of the SSA on an AEX is 0. For more detail see EENTER and ERESUME in Chapter 5. 


38.2.5 Restriction on Setting of TF after an Opt-Out Entry 


Enclave entered through an opt-out entry is not allowed to set EFLAGS.TF. The POPF instruction forces RFLAGS.TF 
to O if the enclave was entered through opt-out entry. 


38.2.6 Trampoline Code Considerations 


Any AEX from the enclave which results in the RFLAGS.TF =1 on the reporting stack will result in a single-step #DB 
after the first instruction of the trampoline code if the trampoline is entered using the IRET instruction. 


38.3. CODE AND DATA BREAKPOINTS 


38.3.1 Breakpoint Suppression 

Following an opt-out entry: 

¢ Instruction breakpoints are suppressed during execution in an enclave. 

° Data breakpoints are not triggered on accesses to the address range defined by ELRANGE. 
¢ Data breakpoints are triggered on accesses to addresses outside the ELRANGE 
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Following an opt-in entry instruction and data breakpoints are not suppressed. 


The processor does not report any matches on debug breakpoints that are suppressed on enclave entry. However, 
the processor does not clear any bits in DR6 that were already set at the time of the enclave entry. 


38.3.2 Reporting of Instruction Breakpoint on Next Instruction on a Debug Trap 


A debug exception caused by the single-step execution mode or when a data breakpoint condition was met causes 
the processor to perform an AEX. Following such an AEX, the processor reports in the debug status register (DR6) 
matches of the new instruction pointer (the AEP address) in a breakpoint address register setup to detect instruc- 
tion execution. 


38.3.3. RF Treatment on AEX 


RF flag value saved in SSA is the same as what would have been pushed on stack if the exception or event causing 
the AEX occurred when executing outside an enclave (see Section 17.3.1.1). Following an AEX, the RF flag is 0 in 
the synthetic state. 


38.3.4 Breakpoint Matching in Intel® SGX Instruction Flows 


Implicit accesses made by Intel SGX instructions to EPC regions do not trigger data breakpoints. Explicit accesses 
made by ENCLS[ECREATE], ENCLS[EADD], ENCLS[EEXTEND], ENCLS[EINIT], ENCLS[EREMOVE], 
ENCLS[ETRACK], ENCLS[EBLOCK], ENCLS[EPA], ENCLS[EWB], ENCLS[ELD], ENCLS[EDBGRD], ENCLS[EDBGWR], 
ENCLU[EENTER], and ENCLU[ERESUME] to the EPC operands do not trigger data breakpoints. 


Explicit accesses made by the Intel SGX instructions (ENCLU[EGETKEY] and ENCLU[EREPORT]) executed by an 
enclave following an opt-in entry, trigger data breakpoints on accesses to their EPC operands. All Intel SGX instruc- 
tions trigger data breakpoints on accesses to their non-EPC operands. 


38.4 CONSIDERATION OF THE INT1 AND INT3 INSTRUCTIONS 


This section considers the operation of the INT1 and INT3 instructions when executed inside an enclave. These are 
the instructions with opcodes F1 and CC, respectively, and not INT n (with opcode CD) with value 1 or 3 for n. 


38.4.1 Behavior of INT1 and INT3 Inside an Enclave 


An execution of either INT1 or INT3 inside an enclave results in a fault-class exception. Following an opt-out entry, 
execution of either instruction results in an invalid-opcode exception (#UD). Following opt-in entry, INT1 results in 
a debug exception (#DB) and INT3 delivers a breakpoint exception (#BP). The normal requirement for INT3 (that 
the CPL not be greater than the DPL of descriptor 3 in the IDT) is not enforced. 


Because execution of INT1 or INT3 inside an enclave results in a fault, the RIP saved in the SSA on AEX references 
the INT1 or INT3 instruction (and not the following instruction). The RIP value saved on the stack (or in the TSS or 
VMCS) is that of the AEP. 


If execution of INT1 or INT3 inside an enclave causes a VM exit, the event type in the VM-exit interruption informa- 
tion field indicates a hardware exception (type 3),! and the VM-exit instruction length field is saved as zero. 


38.4.2 Debugger Considerations 


A debugger using INT3 inside an enclave should account for the modified behavior described in Section 38.4.1. 
Because INTS3 is fault-like inside an enclave, the RIP saved in the SSA on AExX is that of the INT3 instruction. Conse- 


1. INT1 would normally indicate a privileged software exception (type 5), and INT3 would normally indicate a software exception (type 6). 
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quently, the debugger must not decrement SSA.RIP for #BP coming from an enclave to re-execute the instruction 
at the RIP of the INT3 instruction on a subsequent enclave entry. 


38.4.3. VMM Considerations 


As described in Section 38.4.1, execution of INT3 inside an enclave delivers #BP with “interruption type” of 3. A 
VMM that re-injects #BP into the guest should establish the VM-entry interruption information field using data 
saved into the appropriate VMCS fields by the VM exit incident to the #BP (as recommended in Inte/® 64 and 
IA-32 Architectures Software Developer’s Manual, Volume 3C). 


VMMs that create the VM-entry interruption information based solely on the exception vector should take care to 
use event type 3 (instead of 6) when they detect a VM exit incident to enclave mode that is due to an exception 
with vector 3. 


38.5 BRANCH TRACING 


38.5.1 BTF Treatment 


When software enables single-stepping on branches then: 
¢ Following an opt-in entry using EENTER the processor generates a single step debug exception. 
¢ Following an EEXIT the processor generates a single-step debug exception 


Enclave entry using ERESUME (opt-in or opt-out) and an AEX from the enclave do not cause generation of the 
single-step debug exception. 


38.5.2 LBR Treatment 


38.5.2.1_ LBR Stack on Opt-in Entry 


Following an opt-in entry into an enclave, last branch recording facilities if enabled continued to store branch 
records in the LBR stack MSRs as follows: 


° On enclave entry using EENTER/ERESUME, the processor push the address of EENTER/ERESUME instruction 
into MSR_LASTBRANCH_n_FROM_IP, and the destination address of the EENTER/ERESUME into 
MSR_LASTBRANCH_n_TO_ IP. 


¢ On EEXIT, the processor pushes the address of EEXIT instruction into MSR_LASTBRANCH_n_FROM_IP, and the 
address of EEXIT destination into MSR_LASTBRANCH_n_TO_IP. 


* On AEX, the processor pushes RIP saved in the SSA into MSR_LASTBRANCH_n_FROM_IP, and the address of 
AEP into MSR_LASTBRANCH_n_TO_ IP. 


¢ For every branch inside the enclave, a branch record is pushed on the LBR stack. 


Figure 38-3 shows an example of LBR stack manipulation after an opt-in entry. Every arrow in this picture indicates 
a branch record pushed on the LBR stack. The “From IP” of the branch record contains the linear address of the 
instruction located at the start of the arrow, while the “To IP” of the branch record contains the linear address of the 
instruction at the end of the arrow. 


Vol. 3D 38-5 


ENCLAVE CODE DEBUG AND PROFILING 


EENTER >| Inst 
BR2 >| Inst3 
instd ] >< | Fault 

Inst4 y! AEP 
AEP >| OS 
IRET »| AEP 
ERESUME >| Inst4 
BR5 ~| Inst6 
EEXIT >| Inst7 


Figure 38-3. LBR Stack Interaction with Opt-in Entry 


38.5.2.2 LBR Stack on Opt-out Entry 


An opt-out entry into an enclave suppresses last branch recording facilities, and enclave exit after an opt-out entry 
un-suppresses last branch recording facilities. 


Opt-out entry into an enclave does not push any record on LBR stack. 


If last branch recording facilities were enabled at the time of enclave entry, then EEXIT following such an enclave 
entry pushes one record on LBR stack. The MSR_LASTBRANCH_n_FROM_IP of such record holds the linear address 
of the instruction (EENTER or ERESUME) that was used to enter the enclave, while the 
MSR_LASTBRANCH_n_TO_IP of such record holds linear address of the destination of EEXIT. 


Additionally, if last branch recording facilities were enabled at the time of enclave entry, then an AEX after such an 
entry pushes one record on LBR stack, before pushing record for the event causing the AEX if the event pushes a 
record on LBR stack. The MSR_LASTBRANCH_n_FROM_IP of the new record holds linear address of the instruction 
(EENTER or ERESUME) that was used to enter the enclave, while MSR_LASTBRANCH_n_TO_IP of the new record 
holds linear address of the AEP. If the event causing AEX pushes a record on LBR stack, then the 
MSR_LASTBRANCH_n_FROM_IP for that record holds linear address of the AEP. 


Figure 38-4 shows an example of LBR stack manipulation after an opt-out entry. Every arrow in this picture indi- 
cates a branch record pushed on the LBR stack. The “From IP” of the branch record contains the linear address of 
the instruction located at the start of the arrow, while the “To IP” of the branch record contains the linear address 
of the instruction at the end of the arrow. 
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EENTER Inst1 
BR2 Inst3 
Inst4 

AEP 
AEP > OS 
IRET zy} AEP 

ERESUME: Inst4 
BR5 Inst6 
EEXIT Inst7 


Figure 38-4. LBR Stack Interaction with Opt-out Entry 


38.5.2.3 Mispredict Bit, Record Type, and Filtering 


All branch records resulting from Intel SGX instructions/AEXs are reported as predicted branches, and conse- 
quently, bit 63 of MSR_LASTBRANCH_n_FROM_IP for such records is set. Branch records due to these Intel SGX 
operations are always non-HLE/non-RTM records. 


EENTER, ERESUME, EEXIT, and AEX are considered to be far branches. Consequently, bit 8 in MSR_LBR_SELECT 
controls filtering of the new records introduced by Intel SGX. 


38.6 INTERACTION WITH PERFORMANCE MONITORING 


38.6.1 IA32_PERF_GLOBAL_STATUS Enhancement 


On processors supporting Intel SGX, the IA32_PERF_GLOBAL_STATUS MSR provides a bit indicator, known as “Anti 
Side-channel Interference” (ASCI) at bit position 60. If this bit is 0, the performance monitoring data in various 
performance monitoring counters are accumulated normally as defined by relevant architectural/microarchitec- 
tural conditions. If the ASCI bit is set, the contents in various performance monitoring counters can be affected by 
the direct or indirect consequence of Intel SGX protection of enclave code executing in the processor. 


38.6.2 Performance Monitoring with Opt-in Entry 


An opt-in enclave entry allow performance monitoring logic to observe the contribution of enclave code executing 
in the processor. Thus the contents of performance monitoring counters does not distinguish between contribution 
originating from enclave code or otherwise. All counters, events, precise events, etc. continue to work as defined 
in the IA32/Intel 64 Software Developer Manual. Consequently, bit 60 of IA32_PERF_GLOBAL_STATUS MSR is not 
set. 
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38.6.3. Performance Monitoring with Opt-out Entry 


In general, performance monitoring activities are suppressed when entering an opt-out enclave. This applies to all 
thread-specific, configured performance monitoring, except for the cycle-counting fixed counter, 
IA32_FIXED_CTR1 and IA32_FIXED_CTR2. Upon entering an opt-out enclave, IA32_FIXED_CTRO, IA32_PMCx will 
stop accumulating counts. Additionally, if PEBS is configured to capture PEBS record for this thread, PEBS record 
generation will also be suppressed. Consequently, bit 60 of IA32_PERF_GLOBAL_STATUS MSR is set. 


Performance monitoring on the sibling thread may also be affected. Any one of IA32_FIXED_CTRx or IA32_PMCx 
on the sibling thread configured to monitor thread-specific eventing logic with AnyThread =1 is demoted to count 
only MyThread while an opt-out enclave is executing on the other thread. 


38.6.4 Enclave Exit and Performance Monitoring 


When a logical processor exits an enclave, either via ENCLU[EEXIT] or via AEX, all performance monitoring activity 
(including PEBS) on that logical processor that was suppressed is unsuppressed. 


Any counters that were demoted from AnyThread to MyThread on the sibling thread are promoted back to 
AnyThread. 


38.6.5 PEBS Record Generation on Intel® SGX Instructions 


All leaf functions of the ENCLS instruction report “Eventing RIP” of the ENCLS instruction if a PEBS record is gener- 
ated at the end of the instruction execution. Additionally, the EGETKEY and EREPORT leaf functions of the ENCLU 
instruction report “Eventing RIP” of the ENCLU instruction if a PEBS record is generated at the end of the instruction 
execution. 


If the EENTER and ERESUME leaf functions are performing an opt-in entry report “Eventing RIP” of the ENCLU 
instruction if a PEBS record is generated at the end of the instruction execution. On the other hand, if these leaf 
functions are performing an opt-out entry, then these leaf functions result in PEBS being suppressed, and no PEBS 
record is generated at the end of these instructions. 


A PEBS record is generated if there is a PEBS event pending at the end of EEXIT (due to a counter overflowing 
during enclave execution or during EEXIT execution). This PEBS record contains the architectural state of the 
logical processor at the end of EEXIT. If the enclave was entered via an opt-in entry, then this record reports the 
“Eventing RIP” as the linear address of the ENCLU[EEXIT] instruction. If the enclave was entered via an opt-out 
entry, then the record reports the “Eventing RIP” as the linear address of the ENCLU[EENTER/ERESUME] instruc- 
tion that performed the last enclave entry. 


A PEBS record is generated after the AEX if there is a PEBS event pending at the end of AEX (due to a counter over- 
flowing during enclave execution or during AEX execution). This PEBS record contains the synthetic state of the 
logical processor that is established at the end of AEX. For opt-in entry, this record has the EVENTING_RIP set to 
the RIP saved in the SSA. For opt-out entry, the record has the EVENTING_RIP set to the linear address of 
EENTER/ERESUME used for the last enclave entry. 


If the enclave was entered via an opt-in entry, then this record reports the “Eventing RIP” as the linear address in 
the SSA of the enclave (a.k.a., the “Eventing LIP” inside the enclave). If the enclave was entered via an opt-out 
entry, then the record reports the “Eventing RIP” as the linear address of the ENCLU[EENTER/ERESUME] instruc- 
tion that performed the last enclave entry. 


A second PEBS event may be pended during the Enclave Exiting Event (EEE). If the PEBS event is taken at the end 
of delivery of the EEE then the “Eventing RIP” in this second PEBS record is the linear address of the AEP. 


38.6.6 Exception-Handling on PEBS/BTS Loads/Stores after AEX 


As noted in Section 17.4.9.2, recording in the BTS buffer or in the PEBS buffer may not operate properly if accesses 
to any of the DS save area sections cause page faults or VM exits. Such page faults or VM exits, if they occur, are 
delivered immediately to the OS or VMM, and generation of a BTS or PEBS record is skipped and may leave the 
buffers in a state where they have a partial BTS or PEBS records. 


However, any events that are detected during PEBS/BTS record generation at the end of AEX and before delivering 
the Enclave Exiting Event (EEE) cannot be reported immediately to the OS/VMM, as an event window is not open at 
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the end of AEX. Consequently, fault-like events such as page faults, EPT faults, EPT mis-configuration, and 
accesses to APIC-access page detected on stores to the PEBS/BTS buffer are not reported, and generation of the 
PEBS and/or BTS record at the end of AEX is aborted (this may leave the buffers in a state where they have partial 
PEBS or BTS records). Trap-like events detected on stores to the PEBS/BTS buffer (such as debug traps) are 
pended until the next instruction boundary, where they are handled according to the architecturally defined 
priority. The processor continues the handling of the Enclave Exiting Event (SMI, NMI, interrupt, exception delivery, 
VM exit, etc.) after aborting the PEBS/BTS record generation. 


38.6.6.1 Other Interactions with Performance Monitoring 


For opt-in entry, EENTER, ERESUME, EEXIT, and AEX are all treated as predicted far branches, and any counters 
that are counting such branches are incremented by 1 as a part of retirement of these instructions. Retirement of 
these instructions is also counted in any counters configured to count instructions retired. 


For opt-out entry, execution inside an enclave is treated as a single predicted branch, and all branch-counting 
performance monitoring counters are incremented accordingly. Additionally, such execution is also counted as a 
single instruction, and all performance monitoring counters counting instructions are incremented accordingly. 


Enclave entry does not affect any performance monitoring counters shared between cores. 
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APPENDIX A 
VMX CAPABILITY REPORTING FACILITY 


The ability of a processor to support VMX operation and related instructions is indicated by 
CPUID.1:ECX.VMX[bit 5] = 1. A value 1 in this bit indicates support for VMX features. 


Support for specific features detailed in Chapter 25 and other VMX chapters is determined by reading values from 
a set of capability MSRs. These MSRs are indexed starting at MSR address 480H. VMX capability MSRs are read- 
only; an attempt to write them (with WRMSR) produces a general-protection exception (#GP(0)). They do not exist 
on processors that do not support VMX operation; an attempt to read them (with RDMSR) on such processors 
produces a general-protection exception (#GP(0)). 


A.1 BASIC VMX INFORMATION 


The IA32_VMX_BASIC MSR (index 480H) consists of the following fields: 


¢ Bits 30:0 contain the 31-bit VMCS revision identifier used by the processor. Processors that use the same VMCS 
revision identifier use the same size for VMCS regions (see subsequent item on bits 44:32).4 


° = -Bit 31 is always 0. 


° Bits 44:32 report the number of bytes that software should allocate for the VMXON region and any VMCS 
region. It is a value greater than 0 and at most 4096 (bit 44 is set if and only if bits 43:32 are clear). 


¢ Bit 48 indicates the width of the physical addresses that may be used for the VMXON region, each VMCS, and 
data structures referenced by pointers in a VMCS (I/O bitmaps, virtual-APIC page, MSR areas for VMX transi- 
tions). If the bit is 0, these addresses are limited to the processor’s physical-address width.? If the bit is 1, 
these addresses are limited to 32 bits. This bit is always 0 for processors that support Intel 64 architecture. 


° If bit 49 is read as 1, the logical processor supports the dual-monitor treatment of system-management 
interrupts and system-management mode. See Section 30.15 for details of this treatment. 


¢ Bits 53:50 report the memory type that should be used for the VMCS, for data structures referenced by 
pointers in the VMCS (I/O bitmaps, virtual-APIC page, MSR areas for VMX transitions), and for the MSEG 
header. If software needs to access these data structures (e.g., to modify the contents of the MSR bitmaps), it 
can configure the paging structures to map them into the linear-address space. If it does so, it should establish 
mappings that use the memory type reported bits 53:50 in this MSR.? 


As of this writing, all processors that support VMX operation indicate the write-back type. The values used are 
given in Table A-1. 


Table A-1. Memory Types Recommended for VMCS and Related Data Structures 


Value(s) Field 

0 Uncacheable (UC) 
1-5 Not used 

6 Write Back (WB) 
7-15 Not used 


1. Earlier versions of this manual specified that the VMCS revision identifier was a 32-bit field in bits 31:0 of this MSR. For all proces- 
sors produced prior to this change, bit 31 of this MSR was read as 0. 


2. On processors that support Intel 64 architecture, the pointer must not set bits beyond the processor's physical address width. 


3. Alternatively, software may map any of these regions or structures with the UC memory type. (This may be necessary for the MSEG 
header.) Doing so is discouraged unless necessary as it will cause the performance of software accesses to those structures to suf- 
fer. 


Vol. 3D A-1 


VMX CAPABILITY REPORTING FACILITY 


° If bit 54 is read as 1, the processor reports information in the VM-exit instruction-information field on VM exits 
due to execution of the INS and OUTS instructions (see Section 26.2.5). This reporting is done only if this bit is 
read as 1. 

° =Bit 55 is read as 1 if any VMX controls that default to 1 may be cleared to 0. See Appendix A.2 for details. It also 
reports support for the VMX capability MSRs IA32_VMX_TRUE_PINBASED_CTLS, 
IA32_VMX_TRUE_PROCBASED_CTLS, IA32_VMX_TRUE_EXIT_CTLS, and IA32_VMX_TRUE_ENTRY_CTLS. See 
Appendix A.3.1, Appendix A.3.2, Appendix A.4, and Appendix A.5 for details. 

e If bit 56 is read as 1, software can use VM entry to deliver a hardware exception with or without an error code, 
regardless of vector (see Section 25.2.1.3). 


¢ The values of bits 47:45 and bits 63:57 are reserved and are read as 0. 


A.2 RESERVED CONTROLS AND DEFAULT SETTINGS 


As noted in Chapter 25, “VM Entries”, certain VMX controls are reserved and must be set to a specific value (0 or 1) 
determined by the processor. The specific value to which a reserved control must be set is its default setting. 
Software can discover the default setting of a reserved control by consulting the appropriate VMX capability MSR 
(see Appendix A.3 through Appendix A.5). 


Future processors may define new functionality for one or more reserved controls. Such processors would allow 
each newly defined control to be set either to 0 or to 1. Software that does not desire a control’s new functionality 
should set the control to its default setting. For that reason, it is useful for software to know the default settings of 
the reserved controls. 


Default settings partition the various controls into the following classes: 

¢ Always-flexible. These have never been reserved. 

° DefaultO. These are (or have been) reserved with a default setting of 0. 
* Default1. They are (or have been) reserved with a default setting of 1. 


As noted in Appendix A.1, a logical processor uses bit 55 of the IA32_VMX_BASIC MSR to indicate whether any of 

the default1 controls may be 0: 

° If bit 55 of the IA32_VMX_BASIC MSR is read as 0, all the defaulti controls are reserved and must be 1. 
VM entry will fail if any of these controls are 0 (see Section 25.2.1). 

es Tf bit 55 of the IA32_VMX_BASIC MSR is read as 1, not all the default1 controls are reserved, and some (but 
not necessarily all) may be 0. The CPU supports four (4) new VMX capability MSRs: 
IA32_VMX_TRUE_PINBASED_CTLS, IA32_VMX_TRUE_PROCBASED_CTLS, IA32_VMX_TRUE_EXIT_CTLS, and 
IA32_VMX_TRUE_ENTRY_CTLS. See Appendix A.3 through Appendix A.5 for details. (These MSRs are not 
supported if bit 55 of the IA32_VMX_BASIC MSR is read as 0.) 


A.3 VM-EXECUTION CONTROLS 


There are separate capability MSRs for the pin-based VM-execution controls, the primary processor-based VM- 
execution controls, the secondary processor-based VM-execution controls, and the tertiary processor-based VM- 
execution controls. These are described in Appendix A.3.1, Appendix A.3.2, Appendix A.3.3, and Appendix A.3.4, 
respectively. 


A.3.1 Pin-Based VM-Execution Controls 


The IA32_VMX_PINBASED_CTLS MSR (index 481H) reports on the allowed settings of most of the pin-based 
VM-execution controls (see Section 23.6.1): 


¢ Bits 31:0 indicate the allowed O-settings of these controls. VM entry allows control X (bit X of the pin-based 
VM-execution controls) to be 0 if bit X in the MSR is cleared to 0; if bit X in the MSR is set to 1, VM entry fails if 
control X is 0. 
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Exceptions are made for the pin-based VM-execution controls in the default1 class (see Appendix A.2). These 
are bits 1, 2, and 4; the corresponding bits of the IA32_VMX_PINBASED_CTLS MSR are always read as 1. The 
treatment of these controls by VM entry is determined by bit 55 in the IA32_VMX_BASIC MSR: 


— If bit 55 in the IA32_VMX_BASIC MSR is read as 0, VM entry fails if any pin-based VM-execution control in 
the default1 class is 0. 


— If bit 55 in the IA32_VMX_BASIC MSR is read as 1, the IA32_VMX_TRUE_PINBASED_CTLS MSR (see 
below) reports which of the pin-based VM-execution controls in the default1 class can be 0 on VM entry. 


¢ Bits 63:32 indicate the allowed 1-settings of these controls. VM entry allows control X to be 1 if bit 32+X in 
the MSR is set to 1; if bit 32+X in the MSR is cleared to 0, VM entry fails if control X is 1. 


If bit 55 in the IA32_VMX_BASIC MSR is read as 1, the IA32_VMX_TRUE_PINBASED_CTLS MSR (index 48DH) 
reports on the allowed settings of all of the pin-based VM-execution controls: 


¢ Bits 31:0 indicate the allowed O-settings of these controls. VM entry allows control X to be 0 if bit X in the MSR 
is cleared to 0; if bit X in the MSR is set to 1, VM entry fails if control X is 0. There are no exceptions. 


¢ Bits 63:32 indicate the allowed 1-settings of these controls. VM entry allows control X to be 1 if bit 32+ X in the 
MSR is set to 1; if bit 32+X in the MSR is cleared to 0, VM entry fails if control X is 1. 


It is necessary for software to consult only one of the capability MSRs to determine the allowed settings of the pin- 
based VM-execution controls: 


¢ = If bit 55 in the IA32_VMX_BASIC MSR is read as 0, all information about the allowed settings of the pin-based 
VM-execution controls is contained in the IA32_VMX_PINBASED_CTLS MSR. (The 
IA32_VMX_TRUE_PINBASED_CTLS MSR is not supported. ) 


¢ = If bit 55 in the IA32_VMX_BASIC MSR is read as 1, all information about the allowed settings of the pin-based 
VM-execution controls is contained in the IA32_VMX_TRUE_PINBASED_CTLS MSR. Assuming that software 
knows that the default1 class of pin-based VM-execution controls contains bits 1, 2, and 4, there is no need for 
software to consult the IA32_VMX_PINBASED_CTLS MSR. 


A.3.2 Primary Processor-Based VM-Execution Controls 


The IA32_VMX_PROCBASED_CTLS MSR (index 482H) reports on the allowed settings of most of the primary 
processor-based VM-execution controls (see Section 23.6.2): 


° Bits 31:0 indicate the allowed O-settings of these controls. VM entry allows control X (bit X of the primary 
processor-based VM-execution controls) to be 0 if bit X in the MSR is cleared to 0; if bit X in the MSR is set to 
1, VM entry fails if control X is 0. 


Exceptions are made for the primary processor-based VM-execution controls in the defaulti class (see 
Appendix A.2). These are bits 1, 4-6, 8, 13-16, and 26; the corresponding bits of the 
IA32_VMX_PROCBASED_CTLS MSR are always read as 1. The treatment of these controls by VM entry is 
determined by bit 55 in the IA32_VMX_BASIC MSR: 


— If bit 55 in the IA32_VMX_BASIC MSR is read as 0, VM entry fails if any of the primary processor-based VM- 
execution controls in the defaulti class is 0. 


— If bit 55 in the IA32_VMX_BASIC MSR is read as 1, the IA32_VMX_TRUE_PROCBASED_CTLS MSR (see 
below) reports which of the primary processor-based VM-execution controls in the default1 class can be 0 
on VM entry. 


¢ Bits 63:32 indicate the allowed 1-settings of these controls. VM entry allows control X to be 1 if bit 32+ X in the 
MSR is set to 1; if bit 32+X in the MSR is cleared to 0, VM entry fails if control X is 1. 


If bit 55 in the IA32_VMX_BASIC MSR is read as 1, the IA32_VMX_TRUE_PROCBASED_CTLS MSR (index 48EH) 
reports on the allowed settings of all of the primary processor-based VM-execution controls: 


¢ Bits 31:0 indicate the allowed O-settings of these controls. VM entry allows control X to be 0 if bit X in the MSR 
is cleared to 0; if bit X in the MSR is set to 1, VM entry fails if control X is 0. There are no exceptions. 


° Bits 63:32 indicate the allowed 1-settings of these controls. VM entry allows control X to be 1 if bit 32+ X in the 
MSR is set to 1; if bit 32+X in the MSR is cleared to 0, VM entry fails if control X is 1. 


It is necessary for software to consult only one of the capability MSRs to determine the allowed settings of the 
primary processor-based VM-execution controls: 
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e = Tf bit 55 in the IA32_VMX_BASIC MSR is read as 0, all information about the allowed settings of the primary 
processor-based VM-execution controls is contained in the IA32_VMX_PROCBASED_CTLS MSR. (The 
IA32_VMX_TRUE_PROCBASED_CTLS MSR is not supported.) 

e = Tf bit 55 in the IA32_VMX_BASIC MSR is read as 1, all information about the allowed settings of the processor- 
based VM-execution controls is contained in the IA32_VMX_TRUE_PROCBASED_CTLS MSR. Assuming that 
software knows that the default1 class of processor-based VM-execution controls contains bits 1, 4-6, 8, 13- 
16, and 26, there is no need for software to consult the IA32_VMX_PROCBASED_CTLS MSR. 


A.3.3 Secondary Processor-Based VM-Execution Controls 


The IA32_VMX_PROCBASED_CTLS2 MSR (index 48BH) reports on the allowed settings of the secondary processor- 
based VM-execution controls (see Section 23.6.2). The following items provide details, including enforcement by 
VM entry: 


¢ Bits 31:0 indicate the allowed O-settings of these controls. These bits are always 0. This fact indicates that 
VM entry allows each bit of the secondary processor-based VM-execution controls to be 0 (reserved bits must 
be 0) 

° Bits 63:32 indicate the allowed i-settings of these controls; the 1-setting is not allowed for any reserved bit. 
VM entry allows control X (bit X of the secondary processor-based VM-execution controls) to be 1 if bit 32+X in 
the MSR is set to 1; if bit 32+ X in the MSR is cleared to 0, VM entry fails if control X and the “activate secondary 
controls” primary processor-based VM-execution control are both 1. 


The IA32_VMX_PROCBASED_CTLS2 MSR exists only on processors that support the 1-setting of the “activate 
secondary controls” VM-execution control (only if bit 63 of the IA32_VMX_PROCBASED_CTLS MSR is 1). 


A.3.4 Tertiary Processor-Based VM-Execution Controls 


The IA32_VMX_PROCBASED_CTLS3 MSR (index 492H) reports on the allowed 1-settings of the tertiary processor- 
based VM-execution controls (see Section 23.6.2); the 1-setting is not allowed for any reserved bit. 


VM entry allows control X (bit X of the tertiary processor-based VM-execution controls) to be 1 if bit X in the MSR 
is set to 1; if bit X in the MSR is cleared to 0, VM entry fails if control X and the “activate tertiary controls” primary 
processor-based VM-execution control are both 1. 


The IA32_VMX_PROCBASED_CTLS3 MSR exists only on processors that support the 1-setting of the “activate 
tertiary controls” VM-execution control (only if bit 49 of the IA32_VMX_PROCBASED_CTLS MSR is 1). 


Notice that the organization of this MSR differs from that of IA32_VMX_PROCBASED_CTLS2 (Appendix A.3.3). This 
is because there are 64 tertiary processor-based VM-execution controls, while there were only 32 secondary 
processor-based VM-execution controls. 


A.4 VM-EXIT CONTROLS 
The IA32_VMX_EXIT_CTLS MSR (index 483H) reports on the allowed settings of most of the VM-exit controls (see 
Section 23.7.1): 


¢ Bits 31:0 indicate the allowed O-settings of these controls. VM entry allows control X (bit X of the VM-exit 
controls) to be 0 if bit X in the MSR is cleared to 0; if bit X in the MSR is set to 1, VM entry fails if control X is 0. 


Exceptions are made for the VM-exit controls in the default1 class (see Appendix A.2). These are bits 0-8, 10, 
11, 13, 14, 16, and 17; the corresponding bits of the IA32_VMX_EXIT_CTLS MSR are always read as 1. The 
treatment of these controls by VM entry is determined by bit 55 in the IA32_VMX_BASIC MSR: 


— If bit 55 inthe IA32_VMX_BASIC MSR is read as 0, VM entry fails if any VM-exit control in the default class 
is 0. 

— If bit 55 in the IA32_VMX_BASIC MSR is read as 1, the IA32_VMX_TRUE_EXIT_CTLS MSR (see below) 
reports which of the VM-exit controls in the default1 class can be 0 on VM entry. 


° Bits 63:32 indicate the allowed 1-settings of these controls. VM entry allows control 32+X to be 1 if bit X in the 
MSR is set to 1; if bit 32+X in the MSR is cleared to 0, VM entry fails if control X is 1. 
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If bit 55 in the IA32_VMX_BASIC MSR is read as 1, the IA32_VMX_TRUE_EXIT_CTLS MSR (index 48FH) reports on 

the allowed settings of all of the VM-exit controls: 

¢ Bits 31:0 indicate the allowed O-settings of these controls. VM entry allows control X to be 0 if bit X in the MSR 
is cleared to O; if bit X in the MSR is set to 1, VM entry fails if control X is 0. There are no exceptions. 


° Bits 63:32 indicate the allowed 1-settings of these controls. VM entry allows control X to be 1 if bit 32+ X in the 
MSR is set to 1; if bit 32+X in the MSR is cleared to 0, VM entry fails if control X is 1. 


It is necessary for software to consult only one of the capability MSRs to determine the allowed settings of the 

VM-exit controls: 

¢ = If bit 55 in the IA32_VMX_BASIC MSR is read as 0, all information about the allowed settings of the VM-exit 
controls is contained in the IA32_VMX_EXIT_CTLS MSR. (The IA32_VMX_TRUE_EXIT_CTLS MSR is not 
supported.) 

¢ If bit 55 in the IA32_VMX_BASIC MSR is read as 1, all information about the allowed settings of the VM-exit 
controls is contained in the IA32_VMX_TRUE_EXIT_CTLS MSR. Assuming that software knows that the default1 
class of VM-exit controls contains bits 0-8, 10, 11, 13, 14, 16, and 17, there is no need for software to consult 
the IA32_VMX_EXIT_CTLS MSR. 


A.5 VM-ENTRY CONTROLS 


The IA32_VMX_ENTRY_CTLS MSR (index 484H) reports on the allowed settings of most of the VM-entry controls 

(see Section 23.8.1): 

¢ Bits 31:0 indicate the allowed O-settings of these controls. VM entry allows control X (bit X of the VM-entry 
controls) to be 0 if bit X in the MSR is cleared to 0; if bit X in the MSR is set to 1, VM entry fails if control X is 0. 
Exceptions are made for the VM-entry controls in the default1 class (see Appendix A.2). These are bits 0-8 and 
12; the corresponding bits of the IA32_VMX_ENTRY_CTLS MSR are always read as 1. The treatment of these 
controls by VM entry is determined by bit 55 in the IA32_VMX_BASIC MSR: 


— If bit 55 in the IA32_VMX_BASIC MSR is read as 0, VM entry fails if any VM-entry control in the default1 
class is 0. 
— If bit 55 in the IA32_VMX_BASIC MSR is read as 1, the IA32_VMX_TRUE_ENTRY_CTLS MSR (see below) 
reports which of the VM-entry controls in the defaulti class can be 0 on VM entry. 
¢ = Bits 63:32 indicate the allowed 1-settings of these controls. VM entry fails if bit X is 1 in the VM-entry controls 
and bit 32+ X is 0 in this MSR. 
If bit 55 in the IA32_VMX_BASIC MSR is read as 1, the IA32_VMX_TRUE_ENTRY_CTLS MSR (index 490H) reports 
on the allowed settings of all of the VM-entry controls: 


¢ Bits 31:0 indicate the allowed O-settings of these controls. VM entry allows control X to be 0 if bit X in the MSR 
is cleared to 0; if bit X in the MSR is set to 1, VM entry fails if control X is 0. There are no exceptions. 


¢ Bits 63:32 indicate the allowed 1-settings of these controls. VM entry allows control 32+ X to be 1 if bit X in the 
MSR is set to 1; if bit 32+X in the MSR is cleared to 0, VM entry fails if control X is 1. 


It is necessary for software to consult only one of the capability MSRs to determine the allowed settings of the 

VM-entry controls: 

¢ If bit 55 in the IA32_VMX_BASIC MSR is read as 0, all information about the allowed settings of the VM-entry 
controls is contained in the IA32_VMX_ENTRY_CTLS MSR. (The IA32_VMX_TRUE_ENTRY_CTLS MSR is not 
supported.) 

¢ If bit 55 in the IA32_VMX_BASIC MSR is read as 1, all information about the allowed settings of the VM-entry 
controls is contained in the IA32_VMX_TRUE_ENTRY_CTLS MSR. Assuming that software knows that the 
defaulti class of VM-entry controls contains bits O-8 and 12, there is no need for software to consult the 
IA32_VMX_ENTRY_CTLS MSR. 
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A.6 MISCELLANEOUS DATA 


The IA32_VMX_MISC MSR (index 485H) consists of the following fields: 


Bits 4:0 report a value X that specifies the relationship between the rate of the VMX-preemption timer and that 
of the timestamp counter (TSC). Specifically, the VMX-preemption timer (if it is active) counts down by 1 every 
time bit X in the TSC changes due to a TSC increment. 

If bit 5 is read as 1, VM exits store the value of IA32_EFER.LMA into the “IA-32e mode guest” VM-entry control; 
see Section 26.2 for more details. This bit is read as 1 on any logical processor that supports the 1-setting of 
the “unrestricted guest” VM-execution control. 


Bits 8:6 report, as a bitmap, the activity states supported by the implementation: 
— Bit 6 reports (if set) the support for activity state 1 (HLT). 

— Bit 7 reports (if set) the support for activity state 2 (shutdown). 

— Bit 8 reports (if set) the support for activity state 3 (wait-for-SIPI). 


If an activity state is not supported, the implementation causes a VM entry to fail if it attempts to establish that 
activity state. All implementations support VM entry to activity state O (active). 


If bit 14 is read as 1, Intel® Processor Trace (Intel PT) can be used in VMX operation. If the processor supports 
Intel PT but does not allow it to be used in VMX operation, execution of VMXON clears IA32_RTIT_CTL.TraceEn 
(see “VMXON—Enter VMX Operation” in Chapter 29); any attempt to write IA32_RTIT_CTL while in VMX 
operation (including VMX root operation) causes a general-protection exception. 


If bit 15 is read as 1, the RDMSR instruction can be used in system-management mode (SMM) to read the 
IA32_SMBASE MSR (MSR address 9EH). See Section 30.15.6.3. 

Bits 24:16 indicate the number of CR3-target values supported by the processor. This number is a value 
between 0 and 256, inclusive (bit 24 is set if and only if bits 23:16 are clear). 


Bits 27:25 is used to compute the recommended maximum number of MSRs that should appear in the VM-exit 
MSR-store list, the VM-exit MSR-load list, or the VM-entry MSR-load list. Specifically, if the value bits 27:25 of 
IA32_VMX_MISC is N, then 512 * (N + 1) is the recommended maximum number of MSRs to be included in 
each list. If the limit is exceeded, undefined processor behavior may result (including a machine check during 
the VMX transition). 


If bit 28 is read as 1, bit 2 of the IA32_SMM_MONITOR_CTL can be set to 1. VMXOFF unblocks SMIs unless 
IA32_SMM_MONITOR_CTL[bit 2] is 1 (see Section 30.14.4). 


If bit 29 is read as 1, software can use VMWRITE to write to any supported field in the VMCS; otherwise, 
VMWRITE cannot be used to modify VM-exit information fields. 


If bit 30 is read as 1, VM entry allows injection of a software interrupt, software exception, or privileged 
software exception with an instruction length of 0. 


Bits 63:32 report the 32-bit MSEG revision identifier used by the processor. 
Bits 13:9 and bit 31 are reserved and are read as 0. 


A.7 VMX-FIXED BITS IN CRO 


The IA32_VMX_CRO_FIXEDO MSR (index 486H) and IA32_VMX_CRO_FIXED1 MSR (index 487H) indicate how bits 
in CRO may be set in VMX operation. They report on bits in CRO that are allowed to be 0 and to be 1, respectively, 
in VMX operation. If bit X is 1 in IA32_VMX_CRO_FIXEDO, then that bit of CRO is fixed to 1 in VMX operation. Simi- 
larly, if bit X is O in IA32_VMX_CRO_FIXED1, then that bit of CRO is fixed to 0 in VMX operation. It is always the case 
that, if bit X is 1 in IA32_VMX_CRO_FIXEDO, then that bit is also 1 in IA32_VWMX_CRO_FIXED1; if bit X is O in 
IA32_VMX_CRO_FIXED1, then that bit is also 0 in IA32_VMX_CRO_FIXEDO. Thus, each bit in CRO is either fixed to 
0 (with value 0 in both MSRs), fixed to 1 (1 in both MSRs), or flexible (0 in IA32_VMX_CRO_FIXEDO and 1 in 
IA32_VMX_CRO_FIXED1). 
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A.8 VMX-FIXED BITS IN CR4 


The IA32_VMX_CR4_FIXEDO MSR (index 488H) and IA32_VMX_CR4_FIXED1 MSR (index 489H) indicate how bits 
in CR4 may be set in VMX operation. They report on bits in CR4 that are allowed to be 0 and 1, respectively, in VMX 
operation. If bit X is 1 in IA32_VWMX_CR4_FIXEDO, then that bit of CR4 is fixed to 1 in VMX operation. Similarly, if 
bit X is 0 in IA32_VMX_CR4_FIXED1, then that bit of CR4 is fixed to 0 in VMX operation. It is always the case that, 
if bit X is 1 in IA32_VMX_CR4_FIXEDO, then that bit is also 1 in IA32_VWMX_CR4_FIXED1; if bit X is O in 
IA32_VMX_CR4_FIXED1, then that bit is also 0 in IA32_VMX_CR4_FIXEDO. Thus, each bit in CR4 is either fixed to 
0 (with value 0 in both MSRs), fixed to 1 (1 in both MSRs), or flexible (0 in IA32_VMX_CR4_FIXEDO and 1 in 
IA32_VMX_CR4_FIXED1). 


A.9 VMCS ENUMERATION 
The IA32_VMX_VMCS_ENUM MSR (index 48AH) provides information to assist software in enumerating fields in 
the VMCS. 


As noted in Section 23.11.2, each field in the VMCS is associated with a 32-bit encoding which is structured as 
follows: 


¢  =6Bits 31:15 are reserved (must be 0). 

° Bits 14:13 indicate the field’s width. 

°  ~=Bit 12 is reserved (must be 0). 

¢ Bits 11:10 indicate the field’s type. 

° Bits 9:1 is an index field that distinguishes different fields with the same width and type. 
¢ Bit 0 indicates access type. 


IA32_VMX_VMCS_ENUM indicates to software the highest index value used in the encoding of any field supported 
by the processor: 


¢ Bits 9:1 contain the highest index value used for any VMCS encoding. 
¢ Bit 0 and bits 63:10 are reserved and are read as O. 


A.10  VPID AND EPT CAPABILITIES 


The IA32_VMX_EPT_VPID_CAP MSR (index 48CH) reports information about the capabilities of the logical 
processor with regard to virtual-processor identifiers (VPIDs, Section 27.1) and extended page tables (EPT, Section 
27.2): 


¢ If bit 0 is read as 1, the processor supports execute-only translations by EPT. This support allows software to 
configure EPT paging-structure entries in which bits 1:0 are clear (indicating that data accesses are not 
allowed) and bit 2 is set (indicating that instruction fetches are allowed). 


° Bit 6 indicates support for a page-walk length of 4. 


¢ If bit 8 is read as 1, the logical processor allows software to configure the EPT paging-structure memory type 
to be uncacheable (UC); see Section 23.6.11. 


¢ If bit 14 is read as 1, the logical processor allows software to configure the EPT paging-structure memory type 
to be write-back (WB). 


¢ = If bit 16 is read as 1, the logical processor allows software to configure a EPT PDE to map a 2-Mbyte page (by 
setting bit 7 in the EPT PDE). 


¢ If bit 17 is read as 1, the logical processor allows software to configure a EPT PDPTE to map a 1-Gbyte page (by 
setting bit 7 in the EPT PDPTE). 


1. If the “mode-based execute control for EPT” VM-execution control is 1, setting bit O indicates also that software may also configure 
EPT paging-structure entries in which bits 1:0 are both clear and in which bit 10 is set (indicating a translation that can be used to 
fetch instructions from a supervisor-mode linear address or a user-mode linear address). 
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° Support for the INVEPT instruction (see Chapter 29 and Section 27.3.3.1). 
— If bit 20 is read as 1, the INVEPT instruction is supported. 
— If bit 25 is read as 1, the single-context INVEPT type is supported. 
— If bit 26 is read as 1, the all-context INVEPT type is supported. 
e Tf bit 21 is read as 1, accessed and dirty flags for EPT are supported (see Section 27.2.5). 


° If bit 22 is read as 1, the processor reports advanced VM-exit information for EPT violations (see Section 
26.2.1). This reporting is done only if this bit is read as 1. 


e If bit 23 is read as 1, supervisor shadow-stack control is supported (see Section 27.2.3.2). 
¢ Support for the INVVPID instruction (see Chapter 29 and Section 27.3.3.1). 
— If bit 32 is read as 1, the INVVPID instruction is supported. 
— If bit 40 is read as 1, the individual-address INVVPID type is supported. 
— If bit 41 is read as 1, the single-context INVVPID type is supported. 
— If bit 42 is read as 1, the all-context INVVPID type is supported. 
— If bit 43 is read as 1, the single-context-retaining-globals INVVPID type is supported. 
°® Bits 5:1, bit 7, bits 13:9, bit 15, bits 19:18, bit 24, bits 31:27, bits 39:33, and bits 63:44 are reserved and are 
read as 0. 


The IA32_VMX_EPT_VPID_CAP MSR exists only on processors that support the 1-setting of the “activate secondary 
controls” VM-execution control (only if bit 63 of the IA32_VMX_PROCBASED_CTLS MSR is 1) and that support 
either the 1-setting of the “enable EPT” VM-execution control (only if bit 33 of the IA32_VMX_PROCBASED_CTLS2 
MSR is 1) or the 1-setting of the “enable VPID” VM-execution control (only if bit 37 of the 
IA32_VMX_PROCBASED_CTLS2 MSR is 1). 


A.11 WMFUNCTIONS 


The IA32_VMX_VMFUNC MSR (index 491H) reports on the allowed settings of the VM-function controls (see 
Section 23.6.14). VM entry allows bit X of the VM-function controls to be 1 if bit X in the MSR is set to 1; if bit X in 
the MSR is cleared to 0, VM entry fails if bit X of the VM-function controls, the “activate secondary controls” primary 
processor-based VM-execution control, and the “enable VM functions” secondary processor-based VM-execution 
control are all 1. 


The IA32_VMX_VMFUNC MSR exists only on processors that support the 1-setting of the “activate secondary 
controls” VM-execution control (only if bit 63 of the IA32_VMX_PROCBASED_CTLS MSR is 1) and the 1-setting of 
the “enable VM functions” secondary processor-based VM-execution control (only if bit 45 of the 
IA32_VMX_PROCBASED_CTLS2 MSR is 1). 
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Every component of the VMCS is encoded by a 32-bit field that can be used by VMREAD and VMWRITE. Section 
23.11.2 describes the structure of the encoding space (the meanings of the bits in each 32-bit encoding). 


This appendix enumerates all fields in the VMCS and their encodings. Fields are grouped by width (16-bit, 32-bit, 
etc.) and type (guest-state, host-state, etc.) 


B.1 16-BIT FIELDS 


A value of 0 in bits 14:13 of an encoding indicates a 16-bit field. Only guest-state areas and the host-state area 
contain 16-bit fields. As noted in Section 23.11.2, each 16-bit field allows only full access, meaning that bit O of its 
encoding is 0. Each such encoding is thus an even number. 


B.1.1 16-Bit Control Fields 


A value of 0 in bits 11:10 of an encoding indicates a control field. These fields are distinguished by their index value 
in bits 9:1. Table B-1 enumerates the 16-bit control fields. 


Table B-1. Encoding for 16-Bit Control Fields (Q000_O00xx_xxxx_xxx0B) 


Field Name Index Encoding 
Virtual-processor identifier (VPID)! OO00000000B OO0000000H 
Posted-interrupt notification vector@ 000000001B 00000002H 
EPTP index? 000000010B 00000004H 
NOTES: 


1. This field exists only on processors that support the 1-setting of the “enable VPID” VM-execution control. 
2. This field exists only on processors that support the 1-setting of the “process posted interrupts” VM-execution control. 
3. This field exists only on processors that support the 1-setting of the “EPT-violation #VE"” VM-execution control. 


B.1.2 16-Bit Guest-State Fields 


A value of 2 in bits 11:10 of an encoding indicates a field in the guest-state area. These fields are distinguished by 
their index value in bits 9:1. Table B-2 enumerates 16-bit guest-state fields. 


Table B-2. Encodings for 16-Bit Guest-State Fields (Q000_10xx_xxxx_xxx0B) 


Field Name Index Encoding 

Guest ES selector 000000000B 00000800H 
Guest CS selector 000000001B 00000802H 
Guest SS selector 000000010B 00000804H 
Guest DS selector 000000011B 00000806H 
Guest FS selector 000000100B 00000808H 
Guest GS selector 000000101B 0000080AH 
Guest LDTR selector 000000110B 0000080CH 
Guest TR selector 000000111B O0000080EH 
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Table B-2. Encodings for 16-Bit Guest-State Fields (Q000_10xx_xxxx_xxx0B) (Contd.) 


Field Name Index Encoding 
Guest interrupt status! 000001000B 00000810H 
PML index? 000001001B 0000081 2H 
NOTES: 


1. This field exists only on processors that support the 1-setting of the “virtual-interrupt delivery” VM-execution control. 


2. This field exists only on processors that support the 1-setting of the “enable PML” VM-execution control. 


B.1.3 16-Bit Host-State Fields 


A value of 3 in bits 11:10 of an encoding indicates a field in the host-state area. These fields are distinguished by 


their index value in bits 9:1. Table B-3 enumerates the 16-bit host-state fields. 


Table B-3. Encodings for 16-Bit Host-State Fields (Q000_11xx_xxxx_xxx0B) 


Field Name Index Encoding 

Host ES selector 000000000B OOOO0COOH 
Host CS selector 000000001B 00000C02H 
Host SS selector 000000010B 00000C04H 
Host DS selector 000000011B OOOOOCO6H 
Host FS selector 000000100B 00000C08H 
Host GS selector 000000101B OOO00COAH 
Host TR selector 0000001 10B OOOO00COCH 


B.2 64-BIT FIELDS 


A value of 1 in bits 14:13 of an encoding indicates a 64-bit field. There are 64-bit fields only for controls and for 
guest state. As noted in Section 23.11.2, every 64-bit field has two encodings, which differ on bit 0, the access 
type. Thus, each such field has an even encoding for full access and an odd encoding for high access. 


B.2.1 64-Bit Control Fields 


A value of 0 in bits 11:10 of an encoding indicates a control field. These fields are distinguished by their index value 
in bits 9:1. Table B-4 enumerates the 64-bit control fields. 


Table B-4. Encodings for 64-Bit Control Fields (0010_O00xx_xxxx_xxxAb) 


Field Name Index Encoding 
Address of I/O bitmap A (full) 00002000H 
= HTT —#_—¥#__—_———— 0000000008 
Address of I/O bitmap A (high) 00002001H 
Address of I/O bitmap B (full) 00002002H 
000000001B 
Address of 1/0 bitmap B (high) 00002003H 
Address of MSR bitmaps (full)! 00002004H 
000000010B 
Address of MSR bitmaps (high)! 00002005H 
VM-exit MSR-store address (full) 00002006H 
= ——— 00000001 1B 
\V/M-exit MSR-store address (high) 00002007H 
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Table B-4. Encodings for 64-Bit Control Fields (0010_O0xx_xxxx_xxxAb) (Contd.) 


Field Name Index Encoding 

V/M-exit MSR-load address (full) 00002008H 
000000100B 

\V/M-exit MSR-load address (high) 0000200SH 

VM-entry MSR-load address (full) 0000200AH 
000000101B 

VM-entry MSR-load address (high) 0000200BH 

Executive-VMCS pointer (full) 0000200CH 
000000110B 

Executive-VMCS pointer (high) 0000200DH 

PML address (full)* 0000200EH 
ae 000000111B 

PML address (high) 0000200FH 

TSC offset (full) 00002010H 
000001000B 

TSC offset (high) 00002011H 

Virtual-APIC address (full)? 00002012H 
- aa 000001001B 

Virtual-APIC address (high) 00002013H 

APIC-access address (full)* 00002014H 
000001010B 

APIC-access address (high)* 00002015H 

Posted-interrupt descriptor address (full)? 00002016H 
000001011B 

Posted-interrupt descriptor address (high)? 00002017H 

VM-function controls (full)® 00002018H 
000001100B 

VM-function controls (high)® 0000201SH 

EPT pointer (EPTP; full)” 0000201AH 
000001101B 

EPT pointer (EPTP; high)” 0000201BH 

EOI-exit bitmap O (EOI_EXITO; full)® 0000201CH 
000001110B 

EOI-exit bitmap 0 (EOI_EXITO; high)® 0000201DH 

EOl-exit bitmap 1 (EOI_EXIT1; full)® 0000201EH 
— Se 000001111B 

EOI-exit bitmap 1 (EOI_EXIT1; high) 0000201FH 

EOl-exit bitmap 2 (EOI_EXIT2; full)® 00002020H 
— 5 000010000B 

EOI-exit bitmap 2 (EOI_EXIT2; high) 00002021H 

EOl-exit bitmap 3 (EOI_EXIT3; full)® 00002022H 
000010001B 

EOI-exit bitmap 3 (EOI_EXIT3; high)® 00002023H 

EPTP-list address (full)? 00002024H 
- er 000010010B 

EPTP-list address (high) 00002025H 

VMREAD-bitmap address (full)!® 00002026H 
000010011B 

VMREAD-bitmap address (high)!° 00002027H 

VMWRITE-bitmap address (full)!® 00002028H 
000010100B 

VMWRITE-bitmap address (high)!° 00002029SH 

Virtualization-exception information address (full)! ! 0000202AH 
000010101B 

Virtualization-exception information address (high)! | 0000202BH 

XSS-exiting bitmap (full) '2 0000202CH 
—— ie 000010110B 

XSS-exiting bitmap (high) 0000202DH 
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Table B-4. Encodings for 64-Bit Control Fields (0010_O00xx_xxxx_xxxAb) (Contd.) 


Field Name Index Encoding 
ENCLS-exiting bitmap (full)'? 0000202EH 
——- ECE 000010111B 
ENCLS-exiting bitmap (high) 0000202FH 
Sub-page-permission-table pointer (full)'4 00002030H 
00001 1000B 
Sub-page-permission-table pointer (high)'4 00002031H 
TSC multiplier (full)'® 00002032H 
000011001B 
TSC multiplier (high)'® 00002033H 
Tertiary processor-based /M-execution controls (full)'® dae rinide 00002034H 
Tertiary processor-based VM-execution controls (high)'® 00002035H 
ENCLV-exiting bitmap (full)!” 00002036H 
——— a7 000011011B 
ENCLV-exiting bitmap (high) 00002037H 


NOTES: 

1. This field exists only on processors that support the 1-setting of the 
2. This field exists only on processors that support the 1-setting of the 
3. This field exists only on processors that support the 1-setting of the 
4. This field exists only on processors that support the 1-setting of the 
5. This field exists only on processors that support the 1-setting of the 
6. This field exists only on processors that support the 1-setting of the 
7. This field exists only on processors that support the 1-setting of the 
8. This field exists only on processors that support the 1-setting of the 
9. This field exists only on processors that support the 1-setting of the 
10. This field exists only on processors that support the 1-setting of the 
11. This field exists only on processors that support the 1-setting of the 
12. This field exists only on processors that support the 1-setting of the 
13. This field exists only on processors that support the 1-setting of the 
14. This field exists only on processors that support the 1-setting of the 
15. This field exists only on processors that support the 1-setting of the 
16. This field exists only on processors that support the 1-setting of the 
17. This field exists only on processors that support the 1-setting of the 


B.2.2 64-Bit Read-Only Data Field 


“use MSR bitmaps” VM-execution control. 


“enable PML” VM-execution control. 

“use TPR shadow” VM-execution control. 
“virtualize APIC accesses” VM-execution control. 
“process posted interrupts” VM-execution control. 
“enable VM functions” VM-execution control. 
“enable EPT” VM-execution control. 
“virtual-interrupt delivery” VM-execution control. 
“EPTP switching” VM-function control. 


am 


VMCS shadowing” VM-execution control. 

“EPT-violation #VE" VM-execution control. 

“enable XSAVES/XRSTORS” VM-execution control. 

“enable ENCLS exiting” VM-execution control. 

“sub-page write permissions for EPT” VM-execution control. 
“use TSC scaling” VM-execution control. 

“activate tertiary controls” VM-execution control. 

“enable ENCLV exiting” VM-execution control. 


A value of 1 in bits 11:10 of an encoding indicates a read-only data field. These fields are distinguished by their 


index value in bits 9:1. There is only one such 64-bit field as g 
has two encodings. ) 


iven in Table B-5.(As with other 64-bit fields, this one 


Table B-5. Encodings for 64-Bit Read-Only Data Field (0010_01xx_xxxx_xxxAb) 


Field Name Index Encoding 

Guest-physical address (full)! 00002400H 
O000000000B 

Guest-physical address (high)! 00002401H 


NOTES: 


1. This field exists only on processors that support the 1-setting of the ” 
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B.2.3 64-Bit Guest-State Fields 
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A value of 2 in bits 11:10 of an encoding indicates a field in the guest-state area. These fields are distinguished by 
their index value in bits 9:1. Table B-6 enumerates the 64-bit guest-state fields. 


Table B-6. Encodings for 64-Bit Guest-State Fields (0010_10xx_xxxx_xxxAb) 


Field Name Index Encoding 

VMCS link pointer (full) 00002800H 
000000000B 

VMCS link pointer (high) 00002801H 

Guest IA32_DEBUGCTL (full) 00002802H 
000000001B 

Guest IA32_DEBUGCTL (high) 00002803H 

Guest IA32_PAT (full)! 00002804H 
000000010B 

Guest IA32_PAT (high)! 00002805H 

Guest |A32_EFER (full)? 00002806H 
ae 000000011B 

Guest IA32_EFER (high) 00002807H 

Guest IA32_PERF_GLOBAL_CTRL (full)? 00002808H 
eC 000000100B 

Guest IA32_PERF_GLOBAL_CTRL (high) 00002809H 

Guest PDPTEO (full)* 0000280AH 
000000101B 

Guest PDPTEO (high)* 0000280BH 

Guest PDPTE1 (full)* 0000280CH 
000000110B 

Guest PDPTE1 (high)* 0000280DH 

Guest PDPTE2 (full)* 0000280EH 
000000111B 

Guest PDPTE2 (high)* 0000280FH 

Guest PDPTE3 (full)* 00002810H 
000001000B 

Guest PDPTE3 (high)* 00002811H 

Guest I[A32_BNDCFGS (full)? 00002812H 
000001001B 

Guest IA32_BNDCFGS (high)? 00002813H 

Guest IA32_RTIT_CTL (full)® 00002814H 
6 000001010B 

Guest IA32_RTIT_CTL (high) 00002815H 

Guest IA32_PKRS (full)” 00002818H 
000001 100B 

Guest IA32_PKRS (high)” 00002819H 


NOTES: 


1. This field exists only on processors that support either the 1-setting of the “load IA32_PAT” VM-entry control or that of the “save 


IA32_PAT” VM-exit control. 


2. This field exists only on processors that support either the 1-setting of the “load IA32_EFER” VM-entry control or that of the “save 


IA32_EFER” VM-exit control. 


3. This field exists only on processors that support the 1-setting of the “load IA32_PERF_GLOBAL_CTRL” VM-entry control. 


4. This field exists only on processors that support the 1-setting of the “enable EPT” VM-execution control. 


5. This field exists only on processors that support either the 1-setting of the “load [A32_BNDCFGS” VM-entry control or that of the 


“clear [A32_BNDCFGS” VM-exit control. 


6. This field exists only on processors that support either the 1-setting of the “load IA32_RTIT_CTL” VM-entry control or that of the 


“clear IA32_RTIT_CTL” VM-exit control. 


7. This field exists only on processors that support the 1-setting of the “load PKRS” VM-entry control. 
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B.2.4 64-Bit Host-State Fields 


A value of 3 in bits 11:10 of an encoding indicates a field in the host-state area. These fields are distinguished by 
their index value in bits 9:1. Table B-7 enumerates the 64-bit control fields. 


Table B-7. Encodings for 64-Bit Host-State Fields (0010_11xx_xxxx_xxxAb) 


Field Name Index Encoding 
Host IA32_PAT (full)! 00002C00H 
000000000B 
Host IA32_PAT (high)! 00002C01H 
Host IA32_EFER (full)? 00002C02H 
ean 000000001B 
Host IA32_EFER (high) 00002C03H 
Host IA32_PERF_GLOBAL_CTRL (full)? 00002C04H 
000000010B 
Host |A32_PERF_GLOBAL_CTRL (high)? 00002C05H 
Host IA32_PKRS (full)* 00002CO6H 
000000011B 
Host IA32_PKRS (high)* 00002C07H 


NOTES: 

1. This field exists only on processors that support the 1-setting of the “load [A32_PAT” VM-exit control. 

2. This field exists only on processors that support the 1-setting of the “load [A32_EFER” VM-exit control. 

3. This field exists only on processors that support the 1-setting of the “load [A32_PERF_GLOBAL_CTRL” VM-exit control. 
4. This field exists only on processors that support the 1-setting of the “load PKRS” VM-exit control. 


B.3 32-BIT FIELDS 


A value of 2 in bits 14:13 of an encoding indicates a 32-bit field. As noted in Section 23.11.2, each 32-bit field 
allows only full access, meaning that bit 0 of its encoding is 0. Each such encoding is thus an even number. 


B.3.1 32-Bit Control Fields 


A value of 0 in bits 11:10 of an encoding indicates a control field. These fields are distinguished by their index value 
in bits 9:1. Table B-8 enumerates the 32-bit control fields. 


Table B-8. Encodings for 32-Bit Control Fields (0100_O0xx_xxxx_xxx0B) 


Field Name Index Encoding 

Pin-based VM-execution controls 0000000008 00004000H 
Primary processor-based VM-execution controls 000000001B 00004002H 
Exception bitmap 000000010B 00004004H 
Page-fault error-code mask 000000011B 00004006H 
Page-fault error-code match 000000100B 00004008H 
CR3-target count 000000101B 0000400AH 
VM-exit controls 0000001 10B 0000400CH 
VM-exit MSR-store count 000000111B 0000400EH 
VM-exit MSR-load count 000001000B 00004010H 
V/M-entry controls 000001001B 0000401 2H 
VM-entry MSR-load count 000001010B 00004014H 
V/M-entry interruption-information field 000001011B 00004016H 
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Table B-8. Encodings for 32-Bit Control Fields (0100_00xx_xxxx_xxx0B) (Contd.) 


Field Name Index Encoding 
\V/M-entry exception error code 000001100B 00004018H 
\V/M-entry instruction length 000001101B 0000401AH 
TPR threshold! 000001110B 0000401CH 
Secondary processor-based VM-execution controls@ 000001111b 0000401EH 
PLE_Gap? 000010000b 00004020H 
PLE_Window? 000010001b 00004022H 
NOTES: 


1. This field exists only on processors that support the 1-setting of the “use TPR shadow” VM-execution control. 
2. This field exists only on processors that support the 1-setting of the “activate secondary controls” VM-execution control. 
3. This field exists only on processors that support the 1-setting of the “PAUSE-loop exiting” VM-execution control. 


B.3.2 32-Bit Read-Only Data Fields 


A value of 1 in bits 11:10 of an encoding indicates a read-only data field. These fields are distinguished by their 


index value in bits 9:1. Table B-9 enumerates the 32-bit read-only data fields. 


Table B-9. Encodings for 32-Bit Read-Only Data Fields (0100_01xx_xxxx_xxx0B) 


Field Name Index Encoding 

VM-instruction error 0000000008 00004400H 
Exit reason 000000001B 00004402H 
\V/M-exit interruption information 000000010B 00004404H 
\/M-exit interruption error code 000000011B 00004406H 
IDT-vectoring information field 000000100B 00004408H 
IDT-vectoring error code 000000101B 0000440AH 
\V/M-exit instruction length 0000001 10B 0000440CH 
VM-exit instruction information 000000111B 0000440€H 


B.3.3 32-Bit Guest-State Fields 


A value of 2 in bits 11:10 of an encoding indicates a field in the guest-state area. These fields are distinguished by 


their index value in bits 9:1. Table B-10 enumerates the 32-bit guest-state fields. 


Table B-10. Encodings for 32-Bit Guest-State Fields (0100_10xx_xxxx_xxxOB) 


Field Name Index Encoding 

Guest ES limit 000000000B 00004800H 
Guest CS limit 000000001B 00004802H 
Guest SS limit 000000010B 00004804H 
Guest DS limit 000000011B 00004806H 
Guest FS limit 0000001 00B 00004808H 
Guest GS limit 000000101B 0000480AH 
Guest LDTR limit 0000001 10B 0000480CH 
Guest TR limit 000000111B 0000480EH 
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Table B-10. Encodings for 32-Bit Guest-State Fields (0100_10xx_xxxx_xxxOB) (Contd.) 


Field Name Index Encoding 

Guest GDTR limit 000001000B 00004810H 
Guest IDTR limit 000001001B 00004812H 
Guest ES access rights 000001010B 00004814H 
Guest CS access rights 000001011B 00004816H 
Guest SS access rights 000001 100B 00004818H 
Guest DS access rights 000001101B 0000481AH 
Guest FS access rights 000001110B 0000481CH 
Guest GS access rights 000001111B 0000481€H 
Guest LDTR access rights 000010000B 00004820H 
Guest TR access rights 000010001B 00004822H 
Guest interruptibility state 000010010B 00004824H 
Guest activity state 000010011B 00004826H 
Guest SMBASE 000010100B 00004828H 
Guest IA32_SYSENTER_CS 000010101B 0000482AH 
\V/MX-preemption timer value! 000010111B 0000482EH 


NOTES: 


1. This field exists only on processors that support the 1-setting of the “activate VMX-preemption timer” VM-execution control. 


The limit fields for GDTR and IDTR are defined to be 32 bits in width even though these fields are only 16-bits wide 
in the Intel 64 and IA-32 architectures. VM entry ensures that the high 16 bits of both these fields are cleared to 0. 


B.3.4 32-Bit Host-State Field 
A value of 3 in bits 11:10 of an encoding indicates a field in the host-state area. There is only one such 32-bit field 
as given in Table B-11. 


Table B-11. Encoding for 32-Bit Host-State Field (0100_11xx_xxxx_xxx0B) 
Field Name Index Encoding 


Host IA32_SYSENTER_CS O00000000B 00004COOH 


B.4 NATURAL-WIDTH FIELDS 


A value of 3 in bits 14:13 of an encoding indicates a natural-width field. As noted in Section 23.11.2, each of these 
fields allows only full access, meaning that bit O of its encoding is 0. Each such encoding is thus an even number. 


B.4.1 Natural-Width Control Fields 


A value of 0 in bits 11:10 of an encoding indicates a control field. These fields are distinguished by their index value 
in bits 9:1. Table B-12 enumerates the natural-width control fields. 


Table B-12. Encodings for Natural-Width Control Fields (01 10_O00xx_xxxx_xxx0B) 
Field Name Index Encoding 


CRO guest/host mask O000000000B OO0006000H 
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Table B-12. Encodings for Natural-Width Control Fields (01 10_O0xx_xxxx_xxxOB) (Contd.) 


Field Name Index Encoding 

CR4 guest/host mask 000000001B 00006002H 
CRO read shadow 000000010B 00006004H 
CR4 read shadow 000000011B OO006006H 
CR3-target value 0 000000100B 00006008H 
CR3-target value 1 000000101B OOO0600AH 
CR3-target value 2 0000001 10B OO00600CH 
CR3-target value 3! 000000111B OOO0600EH 


NOTES: 


1. If a future implementation supports more than 4 CR3-target values, they will be encoded consecutively following the 4 encodings 


given here. 


B.4.2 Natural-width Read-Only Data Fields 


A value of 1 in bits 11:10 of an encoding indicates a read-only data field. These fields are distinguished by their 


index value in bits 9:1. Table B-13 enumerates the natural-width read-only data fields. 


Table B-13. Encodings for Natural-Width Read-Only Data Fields (0110_01xx_xxxx_xxx0OB) 


Field Name Index Encoding 

Exit qualification 000000000B 00006400H 
1/0 RCX 000000001B 00006402H 
I/O RSI 000000010B 00006404H 
I/O RDI 000000011B 00006406H 
I/O RIP 0000001 00B 00006408H 
Guest-linear address 000000101B 0000640AH 


B.4.3 Natural-Width Guest-State Fields 


A value of 2 in bits 11:10 of an encoding indicates a field in the guest-state area. These fields are distinguished by 


their index value in bits 9:1. Table B-14 enumerates the natural-width guest-state fields. 


Table B-14. Encodings for Natural-Width Guest-State Fields (01 10_10xx_xxxx_xxxOB) 


Field Name Index Encoding 

Guest CRO 000000000B 00006800H 
Guest CR3 000000001B 00006802H 
Guest CR4 000000010B 00006804H 
Guest ES base 000000011B 00006806H 
Guest CS base 0000001 00B 00006808H 
Guest SS base 000000101B O0000680AH 
Guest DS base 0000001 10B 0000680CH 
Guest FS base 000000111B O0000680EH 
Guest GS base 000001000B 00006810H 
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Table B-14. Encodings for Natural-Width Guest-State Fields (0110_10xx_xxxx_xxxOB) (Contd.) 


Field Name Index Encoding 
Guest LDTR base 000001001B 00006812H 
Guest TR base 000001010B 00006814H 
Guest GDTR base 000001011B 00006816H 
Guest IDTR base 000001100B 00006818H 
Guest DR7 000001101B 0000681 AH 
Guest RSP 000001110B 0000681CH 
Guest RIP 000001111B 0000681 EH 
Guest RFLAGS 000010000B 00006820H 
Guest pending debug exceptions 000010001B 00006822H 
Guest IA32_SYSENTER_ESP 000010010B 00006824H 
Guest IA32_SYSENTER_EIP 000010011B 00006826H 
Guest IA32_S_CET! 000010100B 00006828H 
Guest SSP! 000010101B 0000682AH 
Guest IA32_INTERRUPT_SSP_TABLE_ADDR' 000010110B 0000682CH 
NOTES: 


1. This field is supported only on processors that support the 1-setting of the “load CET state” VM-entry control. 
The base-address fields for ES, CS, SS, and DS in the guest-state area are defined to be natural-width (with 64 bits 


on processors supporting Intel 64 architecture) even though these fields are only 32-bits wide in the Intel 64 archi- 
tecture. VM entry ensures that the high 32 bits of these fields are cleared to 0. 


B.4.4 Natural-Width Host-State Fields 


A value of 3 in bits 11:10 of an encoding indicates a field in the host-state area. These fields are distinguished by 
their index value in bits 9:1. Table B-15 enumerates the natural-width host-state fields. 


Table B-15. Encodings for Natural-width Host-State Fields (0110_11xx_xxxx_xxxOB) 


Field Name Index Encoding 

Host CRO 000000000B OOOO6COOH 
Host CR3 000000001B 00006C02H 
Host CR4 000000010B O0006C04H 
Host FS base 000000011B OOOO6CO6H 
Host GS base 000000100B OO006CO08H 
Host TR base 000000101B OOOO06COAH 
Host GDTR base 000000110B OOOO6COCH 
Host IDTR base 000000111B OOOO6COEH 
Host IA32_SYSENTER_ESP 000001000B 00006C10H 
Host IA32_SYSENTER_EIP 000001001B 00006C12H 
Host RSP 000001010B 00006C14H 
Host RIP 000001011B 00006C16H 
Host IA32_S_CET! 000001 100B 00006C18H 
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Table B-15. Encodings for Natural-Width Host-State Fields (0110_11xx_xxxx_xxx0B) (Contd.) 


Field Name Index Encoding 
Host SSP! 000001101B 00006C1AH 
Host IA32_INTERRUPT_SSP_TABLE_ADDR' 000001110B 00006C1CH 


NOTES: 


1. This field is supported only on processors that support the 1-setting of the “load CET state” VM-exit control. 
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VMX BASIC EXIT REASONS 


Every VM exit writes a 32-bit exit reason to the VMCS (see Section 23.9.1). Certain VM-entry failures also do this 
(see Section 25.8). The low 16 bits of the exit-reason field form the basic exit reason which provides basic informa- 
tion about the cause of the VM exit or VM-entry failure. 


Table C-1 lists values for basic exit reasons and explains their meaning. Entries apply to VM exits, unless otherwise 
noted. 


Table C-1. Basic Exit Reasons 


Basic Exit 
Reason Description 
0 Exception or non-maskable interrupt (NMI). Either: 
1: Guest software caused an exception and the bit in the exception bitmap associated with exception’s vector was 
1. This case includes executions of BOUND that cause #BR, executions of INT1 (they cause #DB), executions of 
INT3 (they cause #BP), executions of INTO that cause #0F, and executions of UDO, UD1, and UD2 (they cause 
#UD). 
2: An NMI was delivered to the logical processor and the “NMI exiting” VM-execution control was 1. 
1 External interrupt. An external interrupt arrived and the “external-interrupt exiting” VM-execution control was 1. 
2 Triple fault. The logical processor encountered an exception while attempting to call the double-fault handler and 
that exception did not itself cause a VM exit due to the exception bitmap. 
3 INIT signal. An INIT signal arrived 


Start-up IPI (SIPI). A SIPI arrived while the logical processor was in the “wait-for-SIPI” state. 


1/0 system-management interrupt (SMI). An SMI arrived immediately after retirement of an I/O instruction and 
caused an SMM VM exit (See Section 30.15.2). 


6 Other SMI. An SMI arrived and caused an SMM VM exit (see Section 30.15.2) but not immediately after retirement of 
an I/O instruction. 


[7 «ST Interrupt window. At the beginning of an instruction, RFLAGS.IF was 1; events were not blocked by STI or by MOV. | 

SS; and the “interrupt-window exiting” VM-execution control was 1. 

8 NMI window. At the beginning of an instruction, there was no virtual-NMI blocking; events were not blocked by MOV 
SS; and the “NMI-window exiting” VM-execution control was 1. 

9 Task switch. Guest software attempted a task switch. 

10 CPUID. Guest software attempted to execute CPUID. 

11 GETSEC. Guest software attempted to execute GETSEC. 

12 HLT. Guest software attempted to execute HLT and the “HLT exiting” VM-execution control was 1. 

13 INVD. Guest software attempted to execute INVD. 

14 INVLPG. Guest software attempted to execute INVLPG and the “INVLPG exiting” VM-execution control was 1. 

15 RDPMC. Guest software attempted to execute RDPMC and the “RDPMC exiting” VM-execution control was 1. 

16 RDTSC. Guest software attempted to execute RDTSC and the “RDTSC exiting” VM-execution control was 1. 

17 RSM. Guest software attempted to execute RSM in SMM. 

18 VMCALL. VMCALL was executed either by guest software (causing an ordinary VM exit) or by the executive monitor 
(causing an SMM VM exit; see Section 30.15.2). 

19 VMCLEAR. Guest software attempted to execute VMCLEAR. 

20 VMLAUNCH. Guest software attempted to execute VMLAUNCH. 

21 VMPTRLD. Guest software attempted to execute VMPTRLD. 

22 VMPTRST. Guest software attempted to execute VMPTRST. 
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Table C-1. Basic Exit Reasons (Contd.) 


Basic Exit 
Reason Description 
23 VMREAD. Guest software attempted to execute VMREAD. 
24 VMRESUME. Guest software attempted to execute VMRESUME. 
25 VMWRITE. Guest software attempted to execute VMWRITE. 
26 VMXOFF. Guest software attempted to execute VMXOFF. 
27 VMXON. Guest software attempted to execute VMXON. 
28 Control-register accesses. Guest software attempted to access CRO, CR3, CR4, or CR8 using CLTS, LMSW, or 
MOV CR and the VM-execution control fields indicate that a VM exit should occur (see Section 24.1 for details). This 
basic exit reason is not used for trap-like VM exits following executions of the MOV to CR8 instruction when the “use 
TPR shadow” VM-execution control is 1. Such VM exits instead use basic exit reason 43. 
29 MOV DR. Guest software attempted a MOV to or from a debug register and the “MOV-DR exiting” VM-execution 
control was 1. 
30 1/0 instruction. Guest software attempted to execute an I/O instruction and either: 
1: The “use I/O bitmaps” VM-execution control was 0 and the “unconditional I/O exiting” VM-execution control was 1. 
2: The “use I/O bitmaps” VM-execution control was 1 and a bit in the I/O bitmap associated with one of the ports 
accessed by the I/O instruction was 1. 
31 RDMSR. Guest software attempted to execute RDMSR and either: 
1: The “use MSR bitmaps” VM-execution control was 0. 
2: The value of RCX is neither in the range QOOOOO000H - 00001 FFFH nor in the range COOOOO00H - CO001FFFH. 
3: The value of RCX was in the range OOOOO000H - OO001FFFH and the n* bit in read bitmap for low MSRs is 1, 
where n was the value of RCX. 
4: The value of RCX is in the range COOOOO00H - CO001FFFH and the n* bit in read bitmap for high MSRs is 1, where 
nis the value of RCX & 00001FFFH. 
32 WRMSR. Guest software attempted to execute WRMSR and either: 
1: The “use MSR bitmaps” VM-execution control was 0. 
2: The value of RCX is neither in the range QOOOOO000H - 00001 FFFH nor in the range COOOOO00H - CO001FFFH. 
3: The value of RCX was in the range OOOOOO00H - OO001FFFH and the nt” pit in write bitmap for low MSRs is 1, 
where n was the value of RCX. 
4: The value of RCX is in the range COOOO000H - COO01FFFH and the nt” bit in write bitmap for high MSRs is 1, 
where nis the value of RCX & 00001FFFH. 
33 VM-entry failure due to invalid guest state. A VM entry failed one of the checks identified in Section 25.3.1. 
34 VM-entry failure due to MSR loading. A VM entry failed in an attempt to load MSRs. See Section 25.4. 
36 MWAIT. Guest software attempted to execute MWAIT and the “MWAIT exiting” VM-execution control was 1. 
37 Monitor trap flag. A VM exit occurred due to the 1-setting of the “monitor trap flag” VM-execution control (see 
Section 24.5.2) or VM entry injected a pending MTF VM exit as part of VM entry (see Section 25.6.2). 
39 MONITOR. Guest software attempted to execute MONITOR and the “MONITOR exiting” VM-execution control was 1. 
40 PAUSE. Either guest software attempted to execute PAUSE and the “PAUSE exiting” VM-execution control was 1 or 
the “PAUSE-loop exiting” VM-execution control was 1 and quest software executed a PAUSE loop with execution 
time exceeding PLE_Window (see Section 24.1.3). 
41 VM-entry failure due to machine-check event. A machine-check event occurred during VM entry (see Section 
25.9). 
43 TPR below threshold. The logical processor determined that the value of bits 7:4 of the byte at offset O80H on the 
virtual-APIC page was below that of the TPR threshold VM-execution control field while the “use TPR shadow” V/M- 
execution control was 1 either as part of TPR virtualization (Section 28.1.2) or VM entry (Section 25.7.7). 
44 APIC access. Guest software attempted to access memory at a physical address on the APIC-access page and the 
“virtualize APIC accesses” VM-execution control was 1 (see Section 28.4). 
45 Virtualized EOI. EO! virtualization was performed for a virtual interrupt whose vector indexed a bit set in the EOI- 
exit bitmap. 
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Table C-1. Basic Exit Reasons (Contd.) 


Basic Exit 

Reason Description 

46 Access to GDTR or IDTR. Guest software attempted to execute LGDT, LIDT, SGDT, or SIDT and the “descriptor-table 
exiting” VM-execution control was 1. 

47 Access to LDTR or TR. Guest software attempted to execute LLDT, LTR, SLDT, or STR and the “descriptor-table 
exiting” VM-execution control was 1. 

48 EPT violation. An attempt to access memory with a guest-physical address was disallowed by the configuration of 
the EPT paging structures. 

49 EPT misconfiguration. An attempt to access memory with a guest-physical address encountered a misconfigured 
EPT paging-structure entry. 

50 INVEPT. Guest software attempted to execute INVEPT. 

51 RDTSCP. Guest software attempted to execute RDTSCP and the “enable RDTSCP” and “RDTSC exiting” VM-execution 
controls were both 1. 

52 VMX-preemption timer expired. The preemption timer counted down to zero. 

53 INVVPID. Guest software attempted to execute INVVPID. 

54 WBINVD or WBNOINVD. Guest software attempted to execute WBINVD or WBNOINVD and the “WBINVD exiting” 
\V/M-execution control was 1. 

55 XSETBV. Guest software attempted to execute XSETBV. 

56 APIC write. Guest software completed a write to the virtual-APIC page that must be virtualized by VMM software 
(see Section 28.4.3.3). 

57 RDRAND. Guest software attempted to execute RDRAND and the “RDRAND exiting” VM-execution control was 1. 

58 INVPCID. Guest software attempted to execute INVPCID and the “enable INVPCID” and “INVLPG exiting” 
\V/M-execution controls were both 1. 

59 VMFUNC. Guest software invoked a VM function with the VMFUNC instruction and the VM function either was not 
enabled or generated a function-specific condition causing a VM exit. 

60 ENCLS. Guest software attempted to execute ENCLS and “enable ENCLS exiting” VM-execution control was 1 and 
either (1) EAX < 63 and the corresponding bit in the ENCLS-exiting bitmap is 1; or (2) EAX 2 63 and bit 63 in the 
ENCLS-exiting bitmap is 1. 

61 RDSEED. Guest software attempted to execute RDSEED and the “RDSEED exiting” VM-execution control was 1. 

62 Page-modification log full. The processor attempted to create a page-modification log entry and the value of the 
PML index was not in the range 0-511. 

63 XSAVES. Guest software attempted to execute XSAVES, the “enable XSAVES/XRSTORS” was 1, and a bit was set in 
the logical-AND of the following three values: EDX:EAX, the [A32_XSS MSR, and the XSS-exiting bitmap. 

64 XRSTORS. Guest software attempted to execute XRSTORS, the “enable XSAVES/XRSTORS’ was 1, and a bit was set 
in the logical-AND of the following three values: EDX:EAX, the [A32_XSS MSR, and the XSS-exiting bitmap. 

66 SPP-related event. The processor attempted to determine an access's sub-page write permission and encountered 
an SPP miss or an SPP misconfiguration. See Section 27.2.4.2. 

67 UMWAIT. Guest software attempted to execute UMWAIT and the “enable user wait and pause” and “RDTSC exiting” 
\V/M-execution controls were both 1. 

68 TPAUSE. Guest software attempted to execute TPAUSE and the “enable user wait and pause” and “RDTSC exiting” 
\V/M-execution controls were both 1. 

69 LOADIWKEY. Guest software attempted to execute LOADIWKEY and the “LOADIWKEY exiting” VM-execution control 


was 1. 
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CHAPTER 1 
ABOUT THIS MANUAL 


The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 4: Model-Specific Registers (order 
number 335592) is part of a set that describes the architecture and programming environment of Intel® 64 and IA- 
32 architecture processors. Other volumes in this set are: 


° Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1: Basic Architecture (order number 
253665). 


° Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 2A, 2B, 2C & 2D: Instruction Set 
Reference (order numbers 253666, 253667, 326018 and 334569). 


° The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 3A, 3B, 3C & 3D: System 
Programming Guide (order numbers 253668, 253669, 326019 and 332831). 


The Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 1, describes the basic architecture 
and programming environment of Intel 64 and IA-32 processors. The Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volumes 2A, 2B, 2C & 2D, describe the instruction set of the processor and the opcode struc- 
ture. These volumes apply to application programmers and to programmers who write operating systems or exec- 
utives. The Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volumes 3A, 3B, 3C & 3D, describe 
the operating-system support environment of Intel 64 and IA-32 processors. These volumes target operating- 
system and BIOS designers. In addition, Inte/® 64 and IA-32 Architectures Software Developer’s Manual, Volume 
3B, and Intel® 64 and IA-32 Architectures Software Developer’s Manual, Volume 3C address the programming 
environment for classes of software that host operating systems. The Inte/® 64 and IA-32 Architectures Software 
Developer’s Manual, Volume 4, describes the model-specific registers of Intel 64 and IA-32 processors. 


1.1 INTEL® 64 AND IA-32 PROCESSORS COVERED IN THIS MANUAL 


This manual set includes information pertaining primarily to the most recent Intel 64 and IA-32 processors, which 
include: 


* Pentium® processors 

° P6 family processors 

* Pentium® 4 processors 

* Pentium® M processors 

* Intel® Xeon® processors 

* Pentium® D processors 

* Pentium® processor Extreme Editions 

* 64-bit Intel® Xeon® processors 

* Intel® Core™ Duo processor 

* Intel® Core™ Solo processor 

* Dual-Core Intel® Xeon® processor LV 

* Intel® Core™2 Duo processor 

* Intel® Core™2 Quad processor Q6000 series 
* Intel® xeon® processor 3000, 3200 series 

* Intel® Xeon® processor 5000 series 

* Intel® xeon® processor 5100, 5300 series 

* Intel® Core™2 Extreme processor X7000 and X6800 series 
* Intel® Core™2 Extreme QX6000 series 

* Intel® Xeon® processor 7100 series 
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* Intel® Pentium® Dual-Core processor 

* Intel® Xeon® processor 7200, 7300 series 

* Intel® Core™2 Extreme QX9000 series 

* Intel® Xeon® processor 5200, 5400, 7400 series 

* Intel® Core™2 Extreme processor QX9000 and X9000 series 
* Intel® Core™2 Quad processor Q9000 series 

* Intel® Core™2 Duo processor E8000, T9000 series 


* Intel® Atom™ processors 200, 300, D400, D500, D2000, N200, N400, N2000, E2000, Z500, Z600, Z2000, 
C1000 series are built from 45 nm and 32 nm processes. 


* Intel® Core™ i7 processor 

* Intel® Core™ i5 processor 

* Intel® Xeon® processor E7-8800/4800/2800 product families 
* Intel® Core™ i7-3930K processor 

* 2nd generation Intel® Core™ i7-2xxx, Intel® Core™ i5-2xxx, Intel® Core™ i3-2xxx processor series 
* Intel® Xeon® processor E3-1200 product family 

* Intel® Xeon® processor E5-2400/1400 product family 

* Intel® Xeon® processor E5-4600/2600/1600 product family 
* 3rd generation Intel® Core™ processors 

* Intel® Xeon® processor E3-1200 v2 product family 

* Intel® Xeon® processor E5-2400/1400 v2 product families 

* Intel® Xeon® processor E5-4600/2600/1600 v2 product families 
* Intel® Xeon® processor E7-8800/4800/2800 v2 product families 
* 4th generation Intel® Core™ processors 

* The Intel® Core™ M processor family 

* Intel® Core™ i7-59xx Processor Extreme Edition 

* Intel® Core™ i7-49xx Processor Extreme Edition 

* Intel® Xeon® processor E3-1200 v3 product family 

* Intel® Xeon® processor E5-2600/1600 v3 product families 

* 5th generation Intel® Core™ processors 

* Intel® Xeon® processor D-1500 product family 

* Intel® Xeon® processor E5 v4 family 

* Intel® Atom™ processor X7-Z8000 and X5-Z8000 series 

* Intel® Atom™ processor Z3400 series 

* Intel® Atom™ processor Z3500 series 

* 6th generation Intel® Core™ processors 

* Intel® Xeon® processor E3-1500m v5 product family 

* 7th generation Intel® Core™ processors 

* Intel® Xeon Phi™ Processor 3200, 5200, 7200 Series 

* Intel® Xeon® Processor Scalable Family 

* 8th generation Intel® Core™ processors 

* Intel® Xeon Phi™ Processor 7215, 7285, 7295 Series 

* Intel® Xeon® E processors 

* 9th generation Intel® Core™ processors 

* 2nd generation Intel® Xeon® Processor Scalable Family 
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* 10th generation Intel® Core™ processors 
* 11th generation Intel® Core™ processors 
* 3rd generation Intel® Xeon® Processor Scalable Family 


P6 family processors are IA-32 processors based on the P6 family microarchitecture. This includes the Pentium® 
Pro, Pentium® II, Pentium® III, and Pentium® III Xeon® processors. 


The Pentium® 4, Pentium® D, and Pentium® processor Extreme Editions are based on the Intel NetBurst® micro- 
architecture. Most early Intel® Xeon® processors are based on the Intel NetBurst® microarchitecture. Intel Xeon 
processor 5000, 7100 series are based on the Intel NetBurst® microarchitecture. 


The Intel® Core™ Duo, Intel® Core™ Solo and dual-core Intel® Xeon® processor LV are based on an improved 
Pentium® M processor microarchitecture. 


The Intel® Xeon® processor 3000, 3200, 5100, 5300, 7200, and 7300 series, Intel® Pentium® dual-core, Intel® 
Core™2 Duo, Intel® Core™2 Quad, and Intel® Core™2 Extreme processors are based on Intel® Core™ microarchi- 
tecture. 


The Intel® Xeon® processor 5200, 5400, 7400 series, Intel® Core™2 Quad processor Q9000 series, and Intel® 
Core™2 Extreme processors QX9000, X9000 series, Intel® Core™2 processor E8000 series are based on Enhanced 
Intel® Core™ microarchitecture. 


The Intel® Atom™ processors 200, 300, D400, D500, D2000, N200, N400, N2000, E2000, Z500, Z600, Z2000, 
C1000 series are based on the Intel® Atom™ microarchitecture and supports Intel 64 architecture. 


P6 family, Pentium® M, Intel® Core™ Solo, Intel® Core™ Duo processors, dual-core Intel® Xeon® processor LV, 
and early generations of Pentium 4 and Intel Xeon processors support IA-32 architecture. The Intel® Atom™ 
processor Z5xx series support IA-32 architecture. 


The Intel® Xeon® processor 3000, 3200, 5000, 5100, 5200, 5300, 5400, 7100, 7200, 7300, 7400 series, Intel® 
Core™ 2 Duo, Intel® Core™2 Extreme, Intel® Core™2 Quad processors, Pentium® D processors, Pentium® Dual- 
Core processor, newer generations of Pentium 4 and Intel Xeon processor family support Intel® 64 architecture. 


The Intel® Core™ i7 processor and Intel® Xeon® processor 3400, 5500, 7500 series are based on 45 nm Nehalem 
microarchitecture. Westmere microarchitecture is a 32 nm version of the Nehalem microarchitecture. Intel® 
Xeon® processor 5600 series, Intel Xeon processor E7 and various Intel Core i7, i5, i3 processors are based on the 
Westmere microarchitecture. These processors support Intel 64 architecture. 


The Intel® Xeon® processor E5 family, Intel® Xeon® processor E3-1200 family, Intel® Xeon® processor E7- 
8800/4800/2800 product families, Intel® Core™ i7-3930K processor, and 2nd generation Intel® Core™ i7-2xxx, 
Intel® Core™ i5-2xxx, Intel® Core™ i3-2xxx processor series are based on the Sandy Bridge microarchitecture and 
support Intel 64 architecture. 


The Intel® Xeon® processor E7-8800/4800/2800 v2 product families, Intel® Xeon® processor E3-1200 v2 product 
family and 3rd generation Intel® Core™ processors are based on the Ivy Bridge microarchitecture and support 
Intel 64 architecture. 


The Intel® Xeon® processor E5-4600/2600/1600 v2 product families, Intel® Xeon® processor E5-2400/1400 v2 
product families and Intel® Core™ i7-49xx Processor Extreme Edition are based on the Ivy Bridge-E microarchitec- 
ture and support Intel 64 architecture. 


The Intel® Xeon® processor E3-1200 v3 product family and 4th Generation Intel® Core™ processors are based on 
the Haswell microarchitecture and support Intel 64 architecture. 


The Intel® Xeon® processor E5-2600/1600 v3 product families and the Intel® Core™ i7-59xx Processor Extreme 
Edition are based on the Haswell-E microarchitecture and support Intel 64 architecture. 


The Intel® Atom™ processor Z8000 series is based on the Airmont microarchitecture. 


The Intel® Atom™ processor Z3400 series and the Intel® Atom™ processor Z3500 series are based on the Silver- 
mont microarchitecture. 


The Intel® Core™ M processor family, 5th generation Intel® Core™ processors, Intel® Xeon® processor D-1500 
product family and the Intel® Xeon® processor E5 v4 family are based on the Broadwell microarchitecture and 
support Intel 64 architecture. 


The Intel® Xeon® Processor Scalable Family, Intel® Xeon® processor E3-1500m v5 product family and 6th gener- 
ation Intel® Core™ processors are based on the Skylake microarchitecture and support Intel 64 architecture. 
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The 7th generation Intel® Core™ processors are based on the Kaby Lake microarchitecture and support Intel 64 
architecture. 


The Intel® Atom™ processor C series, the Intel® Atom™ processor X series, the Intel® Pentium® processor J 
series, the Intel® Celeron® processor J series, and the Intel® Celeron® processor N series are based on the Gold- 
mont microarchitecture. 


The Intel® Xeon Phi™ Processor 3200, 5200, 7200 Series is based on the Knights Landing microarchitecture and 
supports Intel 64 architecture. 


The Intel® Pentium® Silver processor series, the Intel® Celeron® processor J series, and the Intel® Celeron® 
processor N series are based on the Goldmont Plus microarchitecture. 


The 8th generation Intel® Core™ processors, 9th generation Intel® Core™ processors, and Intel® Xeon® E proces- 
sors are based on the Coffee Lake microarchitecture and support Intel 64 architecture. 


The Intel® Xeon Phi™ Processor 7215, 7285, 7295 Series is based on the Knights Mill microarchitecture and 
supports Intel 64 architecture. 


The 2nd generation Intel® Xeon® Processor Scalable Family is based on the Cascade Lake product and supports 
Intel 64 architecture. 


Some 10th generation Intel® Core™ processors are based on the Ice Lake microarchitecture, and some are based 
on the Comet Lake microarchitecture; both support Intel 64 architecture. 


Some 11th generation Intel® Core™ processors are based on the Tiger Lake microarchitecture, and some are 
based on the Rocket Lake microarchitecture; both support Intel 64 architecture. 


Some 3rd generation Intel® Xeon® Processor Scalable Family processors are based on the Cooper Lake product, 
and some are based on the Ice Lake microarchitecture; both support Intel 64 architecture. 


IA-32 architecture is the instruction set architecture and programming environment for Intel's 32-bit microproces- 
sors. Intel® 64 architecture is the instruction set architecture and programming environment which is the superset 
of Intel’s 32-bit and 64-bit architectures. It is compatible with the IA-32 architecture. 


12 OVERVIEW OF THE SYSTEM PROGRAMMING GUIDE 


A description of this manual’s content follows: 


Chapter 1 — About This Manual. Gives an overview of all eight volumes of the Inte/® 64 and IA-32 Architectures 
Software Developer’s Manual. It also describes the notational conventions in these manuals and lists related Intel 
manuals and documentation of interest to programmers and hardware designers. 


Chapter 2 — Model-Specific Registers (MSRs). Lists the MSRs available in Intel processors, and describes their 
functions. 


1.3 NOTATIONAL CONVENTIONS 


This manual uses specific notation for data-structure formats, for symbolic representation of instructions, and for 
hexadecimal and binary numbers. A review of this notation makes the manual easier to read. 


1.3.1 Bit and Byte Order 


In illustrations of data structures in memory, smaller addresses appear toward the bottom of the figure; addresses 
increase toward the top. Bit positions are numbered from right to left. The numerical value of a set bit is equal to 

two raised to the power of the bit position. Intel 64 and IA-32 processors are “little endian” machines; this means 
the bytes of a word are numbered starting from the least significant byte. Figure 1-1 illustrates these conventions. 
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| Ps Reserved Bits and Software Compatibility 


In many register and memory layout descriptions, certain bits are marked as reserved. When bits are marked as 
reserved, it is essential for compatibility with future processors that software treat these bits as having a future, 
though unknown, effect. The behavior of reserved bits should be regarded as not only undefined, but unpredict- 
able. Software should follow these guidelines in dealing with reserved bits: 


* Do not depend on the states of any reserved bits when testing the values of registers which contain such bits. 
Mask out the reserved bits before testing. 


* Do not depend on the states of any reserved bits when storing to memory or to a register. 
* Do not depend on the ability to retain information written into any reserved bits. 


¢ When loading a register, always load the reserved bits with the values indicated in the documentation, if any, 
or reload them with values previously read from the same register. 


NOTE 


Avoid any software dependence upon the state of reserved bits in Intel 64 and IA-32 registers. 
Depending upon the values of reserved register bits will make software dependent upon the 
unspecified manner in which the processor handles these bits. Programs that depend upon 
reserved values risk incompatibility with future processors. 


Data Structure 


Highest 4, 24 23 16 15 8 7 0 <~— Bit offset 


Address 


Lowest 
Address 


Byte Offset 


Figure 1-1. Bit and Byte Order 


1.3.3 Instruction Operands 


When instructions are represented symbolically, a subset of assembly language is used. In this subset, an instruc- 
tion has the following format: 
label: mnemonic argument1, argument2, argument3 
where: 
¢ A label is an identifier which is followed by a colon. 
¢ Amnemonic is a reserved name for a class of instruction opcodes which have the same function. 


¢ The operands argumenti, argument2, and argument3 are optional. There may be from zero to three 
operands, depending on the opcode. When present, they take the form of either literals or identifiers for data 
items. Operand identifiers are either reserved names of registers or are assumed to be assigned to data items 
declared in another part of the program (which may not be shown in the example). 


When two operands are present in an arithmetic or logical instruction, the right operand is the source and the left 
operand is the destination. 


For example: 


LOADREG: MOV EAX, SUBTOTAL 
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In this example LOADREG is a label, MOV is the mnemonic identifier of an opcode, EAX is the destination operand, 
and SUBTOTAL is the source operand. Some assembly languages put the source and destination in reverse order. 


1.3.4 Hexadecimal and Binary Numbers 


Base 16 (hexadecimal) numbers are represented by a string of hexadecimal digits followed by the character H (for 
example, F82EH). A hexadecimal digit is a character from the following set: 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C, D, 
E, and F. 


Base 2 (binary) numbers are represented by a string of 1s and Os, sometimes followed by the character B (for 
example, 1010B). The “B” designation is only used in situations where confusion as to the type of number might 
arise. 


1.3.5 Segmented Addressing 


The processor uses byte addressing. This means memory is organized and accessed as a sequence of bytes. 
Whether one or more bytes are being accessed, a byte address is used to locate the byte or bytes memory. The 
range of memory that can be addressed is called an address space. 


The processor also supports segmented addressing. This is a form of addressing where a program may have many 
independent address spaces, called segments. For example, a program can keep its code (instructions) and stack 
in separate segments. Code addresses would always refer to the code space, and stack addresses would always 
refer to the stack space. The following notation is used to specify a byte address within a segment: 


Segment-register: Byte-address 


For example, the following segment address identifies the byte at address FF79H in the segment pointed by the DS 
register: 


DS:FF79H 


The following segment address identifies an instruction address in the code segment. The CS register points to the 
code segment and the EIP register contains the address of the instruction. 


CS:EIP 


1.3.6 Syntax for CPUID, CR, and MSR Values 


Obtain feature flags, status, and system information by using the CPUID instruction, by checking control register 
bits, and by reading model-specific registers. We are moving toward a single syntax to represent this type of infor- 
mation. See Figure 1-2. 
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CPUID Input and Output 


CPUID.01H:EDX.SSE[bit 25] = 1 


Input value for EAX register 


Output register and feature flag or field 
name with bit position(s) 


Value (or range) of output 


Control Register Values 


CR4.OSFXSRIbit 9] = 1 
; | 


Example CR name 


Feature flag or field name 
with bit position(s) 


Value (or range) of output 


Model-Specific Register Values 


1A32_MISC_ENABLE.ENABLEFOPCODEDbit 2] = 1 
) |! 


Example MSR name 


Feature flag or field name with bit position(s) 


Value (or range) of output 


Figure 1-2. Syntax for CPUID, CR, and MSR Data Presentation 


1.3.7 Exceptions 


An exception is an event that typically occurs when an instruction causes an error. For example, an attempt to 
divide by zero generates an exception. However, some exceptions, such as breakpoints, occur under other condi- 
tions. Some types of exceptions may provide error codes. An error code reports additional information about the 
error. An example of the notation used to show an exception and error code is shown below: 


#PF(fault code) 


This example refers to a page-fault exception under conditions where an error code naming a type of fault is 
reported. Under some conditions, exceptions which produce error codes may not be able to report an accurate 
code. In this case, the error code is zero, as shown below for a general-protection exception: 


#GP(0) 
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1.4 RELATED LITERATURE 


Literature related to Intel 64 and IA-32 processors is listed and viewable on-line at: 


https://software.intel.com/en-us/articles/intel-sdm 


See also: 


The latest security information on Intel® products: 
https://www.intel.com/content/www/us/en/security-center/default.html 


Software developer resources, guidance and insights for security advisories: 
https://software.intel.com/security-software-guidance/ 


The data sheet for a particular Intel 64 or IA-32 processor 
The specification update for a particular Intel 64 or IA-32 processor 


Intel® C++ Compiler documentation and online help: 
http://software.intel.com/en-us/articles/intel-compilers/ 


Intel® Fortran Compiler documentation and online help: 
http ://software.intel.com/en-us/articles/intel-compilers/ 


Intel® Software Development Tools: 
https://software.intel.com/en-us/intel-sdp-home 


Intel® 64 and IA-32 Architectures Software Developer’s Manual (in one, four or ten volumes): 
https://software.intel.com/en-us/articles/intel-sdm 


Intel® 64 and IA-32 Architectures Optimization Reference Manual: 
https://software.intel.com/en-us/articles/intel-sdm#optimization 


Intel® Trusted Execution Technology Measured Launched Environment Programming Guide: 
http://www. intel.com/content/www/us/en/software-developers/intel-txt-software-development-guide.html 


Intel® Software Guard Extensions (Intel® SGX) Information 
https://software.intel.com/en-us/isa-extensions/intel-sgx 


Developing Multi-threaded Applications: A Platform Consistent Approach: 
https://software.intel.com/sites/default/files/article/147714/51534-developing-multithreaded-applica- 
tions. pdf 


Using Spin-Loops on Intel® Pentium® 4 Processor and Intel® Xeon® Processor: 
https://software.intel.com/sites/default/files/22/30/25602 


Performance Monitoring Unit Sharing Guide 
http://software.intel.com/file/30388 


Literature related to select features in future Intel processors are available at: 


Intel® Architecture Instruction Set Extensions Programming Reference 
https://software.intel.com/en-us/isa-extensions 


More relevant links are: 


Intel® Developer Zone: 

https://software.intel.com/en-us 

Developer centers: 

http://www. intel.com/content/www/us/en/hardware-developers/developer-centers.html 
Processor support general link: 

http://www.intel.com/support/processors/ 

Intel® Hyper-Threading Technology (Intel® HT Technology): 

http://www. intel.com/technology/platform-technology/hyper-threading/index.htm 
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MODEL-SPECIFIC REGISTERS (MSRS) 


This chapter lists MSRs across Intel processor families. All MSRs listed can be read with the RDMSR and written with 
the WRMSR instructions. The scope of an MSR defines the set of processors that access the same MSR with RDMSR 
and WRMSR. Thread-scope MSRs are unique to every logical processor. Core-scope MSRs are shared by the threads 
in the same core; similarly for module-scope, die-scope, and package-scope. 


When a processor package contains a single die, die-scope and package-scope are synonymous. When a package 
contains multiple die, they are distinct. 


NOTE 


For information on hierarchical level types supported, refer to the CPUID Leaf 1FH definition for the 
actual level type numbers: “V2 Extended Topology Enumeration Leaf” in the Inte/® 64 and IA-32 
Architectures Software Developer’s Manual, Volume 2A. Also see Section 8.9.1, “Hierarchical 
Mapping of Shared Resources” in the Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 3A. 


Register addresses are given in both hexadecimal and decimal. The register name is the mnemonic register name 
and the bit description describes individual bits in registers. 


Model specific registers and its bit-fields may be supported for a finite range of processor families/models. To distin- 
guish between different processor family and/or models, software must use CPUID.01H leaf function to query the 
combination of DisplayFamily and DisplayModel to determine model-specific availability of MSRs (see CPUID 
instruction in Chapter 3, “Instruction Set Reference, A-L” in the Inte/® 64 and IA-32 Architectures Software Devel- 
oper’s Manual, Volume 2A). Table 2-1 lists the signature values of DisplayFamily and DisplayModel for various 
processor families or processor number series. 


Table 2-1. CPUID Signature Values of DisplayFamily_DisplayModel 
DisplayFamily_DisplayModel | Processor Families/Processor Number Series 


06_85H Intel® Xeon Phi™ Processor 7215, 7285, 7295 Series based on Knights Mill microarchitecture 
06_57H Intel® Xeon Phi™ Processor 3200, 5200, 7200 Series based on Knights Landing microarchitecture 
06_8CH, 06_8DH 11th generation Intel® Core™ processors based on Tiger Lake microarchitecture 

06_7DH, 06_7EH 10th generation Intel® Core™ processors based on Ice Lake microarchitecture 

06_A5H, 06_A6H 10th generation Intel® Core™ processors based on Comet Lake microarchitecture 

06_66H Intel® Core™ processors based on Cannon Lake microarchitecture 

06_8EH, 06_9EH 7th generation Intel® Core™ processors based on Kaby Lake microarchitecture, 8th and 9th generation 


Intel® Core™ processors based on Coffee Lake microarchitecture, Intel® Xeon® E processors based on 
Coffee Lake microarchitecture 


06_6AH, 06_6CH 3rd generation Intel® Xeon® Processor Scalable Family based on Ice Lake microarchitecture 


06_55H Intel® Xeon® Processor Scalable Family based on Skylake microarchitecture, 2nd generation Intel® 
Xeon® Processor Scalable Family based on Cascade Lake product, and 3rd generation Intel® Xeon® 
Processor Scalable Family based on Cooper Lake product 


06_4EH, 06_5EH 6th generation Intel Core processors and Intel Xeon processor E3-1500m v5 product family and €3- 
1200 v5 product family based on Skylake microarchitecture 


06_56H Intel Xeon processor D-1500 product family based on Broadwell microarchitecture 


06_4FH Intel Xeon processor E5 v4 Family based on Broadwell microarchitecture, Intel Xeon processor E7 v4 
Family, Intel Core i7-69xx Processor Extreme Edition 


06_47H 5th generation Intel Core processors, Intel Xeon processor E3-1200 v4 product family based on 
Broadwell microarchitecture 
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Table 2-1. CPUID Signature (Contd.)Values of DisplayFamily_DisplayModel (Contd.) 


DisplayFamily_DisplayModel 


Processor Families/Processor Number Series 


06_3DH 


Intel Core M-5xxx Processor, 5th generation Intel Core processors based on Broadwell 
microarchitecture 


06_3FH 


Intel Xeon processor E5-4600/2600/1600 v3 product families, Intel Xeon processor E7 v3 product 
families based on Haswell-E microarchitecture, Intel Core i7-59xx Processor Extreme Edition 


06_3CH, 06_45H, 06_46H 


4th Generation Intel Core processor and Intel Xeon processor €3-1200 v3 product family based on 
Haswell microarchitecture 


06_3EH Intel Xeon processor E7-8800/4800/2800 v2 product families based on Ivy Bridge-E 
microarchitecture 

06_3EH Intel Xeon processor E5-2600/1600 v2 product families and Intel Xeon processor E5-2400 v2 
product family based on Ivy Bridge-E microarchitecture, Intel Core i7-49xx Processor Extreme Edition 

06_3AH 3rd Generation Intel Core Processor and Intel Xeon processor E3-1200 v2 product family based on Ivy 
Bridge microarchitecture 

06_2DH Intel Xeon processor E5 Family based on Intel microarchitecture code name Sandy Bridge, Intel Core 
i7-39xx Processor Extreme Edition 

06_2FH Intel Xeon Processor E7 Family 

06_2AH Intel Xeon processor €3-1200 product family; 2nd Generation Intel Core i7, i5, i3 Processors 2xxx 
Series 

06_2EH Intel Xeon processor 7500, 6500 series 


06_25H, 06_2CH 


Intel Xeon processors 3600, 5600 series, Intel Core i7, i5 and i3 Processors 


06_1€H, 06_1FH 


Intel Core i7 and i5 Processors 


06_1AH Intel Core i7 Processor, Intel Xeon processor 3400, 3500, 5500 series 

06_1DH Intel Xeon processor MP 7400 series 

06_17H Intel Xeon processor 3100, 3300, 5200, 5400 series, Intel Core 2 Quad processors 8000, 9000 
series 

06_OFH Intel Xeon processor 3000, 3200, 5100, 5300, 7300 series, Intel Core 2 Quad processor 6000 series, 
Intel Core 2 Extreme 6000 series, Intel Core 2 Duo 4000, 5000, 6000, 7000 series processors, Intel 
Pentium dual-core processors 

06_0EH Intel Core Duo, Intel Core Solo processors 

06_0DH Intel Pentium M processor 

06_86H Intel? Atom™ processors based on Tremont Microarchitecture 

06_7AH Intel Atom processors based on Goldmont Plus Microarchitecture 

06_5FH Intel Atom processors based on Goldmont Microarchitecture (code name Denverton) 

06_5CH Intel Atom processors based on Goldmont Microarchitecture 

06_4CH Intel Atom processor X7-Z8000 and X5-Z8000 series based on Airmont Microarchitecture 

06_5DH Intel Atom processor X3-C3000 based on Silvermont Microarchitecture 

06_5AH Intel Atom processor Z3500 series 

06_4AH Intel Atom processor Z3400 series 

06_37H Intel Atom processor E3000 series, 23600 series, 23700 series 

06_4DH Intel Atom processor C2000 series 

06_36H Intel Atom processor S1000 Series 


06_1CH, 06_26H, 06_27H, 
06_35H, 06_36H 


Intel Atom processor family, Intel Atom processor D2000, N2000, E2000, Z2000, C1000 series 


OF_O6H 


Intel Xeon processor 7100, 5000 Series, Intel Xeon Processor MP, Intel Pentium 4, Pentium D 
processors 


OF_03H, OF_O4H 
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Table 2-1. CPUID Signature (Contd.)Values of DisplayFamily_DisplayModel (Contd.) 


DisplayFamily_DisplayModel | Processor Families/Processor Number Series 

06_09H Intel Pentium M processor 

OF_O2H Intel Xeon Processor, Intel Xeon processor MP, Intel Pentium 4 processors 
OF_OH, OF_01H Intel Xeon Processor, Intel Xeon processor MP, Intel Pentium 4 processors 
06_7H, 06_08H, 06_0AH, Intel Pentium III Xeon processor, Intel Pentium III processor 

06_OBH 

06_03H, 06_05H Intel Pentium II Xeon processor, Intel Pentium II processor 

06_01H Intel Pentium Pro processor 

05_01H, 05_02H, 05_04H _ | Intel Pentium processor, Intel Pentium processor with MMX Technology 


The Intel® Quark™ SoC X1000 processor can be identified by the signature of DisplayFamily_DisplayModel = 05_09H and 
SteppingID = 0 


2.1 ARCHITECTURAL MSRS 


Many MSRs have carried over from one generation of IA-32 processors to the next and to Intel 64 processors. A 
subset of MSRs and associated bit fields, which do not change on future processor generations, are now considered 
architectural MSRs. For historical reasons (beginning with the Pentium 4 processor), these “architectural MSRs” 
were given the prefix “IA32_”. Table 2-2 lists the architectural MSRs, their addresses, their current names, their 
names in previous IA-32 processors, and bit fields that are considered architectural. MSR addresses outside Table 
2-2 and certain bit fields in an MSR address that may overlap with architectural MSR addresses are model-specific. 
Code that accesses a model-specific MSR and that is executed on a processor that does not support that MSR will 
generate an exception. 


Architectural MSR or individual bit fields in an architectural MSR may be introduced or transitioned at the granu- 

larity of certain processor family/model or the presence of certain CPUID feature flags. The right-most column of 
Table 2-2 provides information on the introduction of each architectural MSR or its individual fields. This informa- 
tion is expressed either as signature values of “DF_DM” (see Table 2-1) or via CPUID flags. 


Certain bit field position may be related to the maximum physical address width, the value of which is expressed 
as “MAXPHYADDR” in Table 2-2. “MAXPHYADDR” is reported by CPUID.8000_OO0O8H leaf. 


MSR address range between 40000000H - 400000FFH is marked as a specially reserved range. All existing and 
future processors will not implement any features using any MSR in this range. 


Table 2-2. IA-32 Architectural MSRs 


Register Architectural MSR Name / Bit Fields 
Address (Former MSR Name) MSR/Bit Description Comment 
Hex | Decimal 
OH 0 IA32_P5_MC_ADDR (P5_MC_ADDk) See Section 2.23, "MSRs in Pentium Pentium Processor 
Processors.” (05_01H) 
1H 1 IA32_P5_MC_TYPE (P5_MC_TYPE) See Section 2.23, “MSRs in Pentium DF_DM = 05_01H 
Processors.” 
6H 6 IA32_MONITOR_FILTER_SIZE See Section 8.10.5, “Monitor/Mwait OF_O3H 
Address Range Determination.” 
10H 16 IA32_TIME_STAMP_COUNTER See Section 17.17, “Time-Stamp Counter.” | 05_01H 
(TSC) 
17H 23 IA32_PLATFORM_ID Platform ID (RO) 06_01H 
(MSR_PLATFORM_ID ) The operating system can use this MSR to 
determine “slot” information for the 
processor and the proper microcode update 
to load. 
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Table 2-2. IA-32 Architectural MSRs (Contd.) 


Register 
Address 


Hex 


Decimal 


Architectural MSR Name / Bit Fields 
(Former MSR Name) 


MSR/Bit Description 


Comment 


49:0 


Reserved 


52:50 


Platform Id (RO) 


Contains information concerning the 
intended platform for the processor. 


52 51 50 
0 Processor Flag O 
Processor Flag 1 
Processor Flag 2 
Processor Flag 3 
Processor Flag 4 
Processor Flag 5 
Processor Flag 6 
Processor Flag 7 


== 0O00—--0 
-o-0o-0oO-0O 


63:53 


Reserved 


1BH 


3AH 


27 


58 


|A32_APIC_BASE 
(APIC_BASE) 


This register holds the APIC base address, 
permitting the relocation of the APIC 
memory map. See Section 10.4.4, “Local 
APIC Status and Location” and Section 
10.4.5, “Relocating the Local APIC 
Registers”. 


06_01H 


7:0 
8 


Reserved 
BSP flag (R/W) 


9 


Reserved 


10 
11 


Enable x2APIC mode. 
APIC Global Enable (R/W) 


06_1AH 


(MAXPHYADDR - 1):12 


APIC Base (R/W) 


63: MAXPHYADDR 
IA32_FEATURE_CONTROL 


Reserved 


Control Features in Intel 64 Processor (R/W) 


If any one enumeration 
condition for defined bit 
field holds. 


Lock bit (R/WO): (1 = locked). When set, 
locks this MSR from being written; writes to 
this bit will result in GP(O). 


Note: Once the Lock bit is set, the contents 
of this register cannot be modified. 
Therefore the lock bit must be set after 
configuring support for Intel Virtualization 
Technology and prior to transferring control 
to an option ROM or the OS. Hence, once 
the Lock bit is set, the entire 
IA32_FEATURE_CONTROL contents are 
preserved across RESET when PWRGOOD is 
not deasserted. 


If any one enumeration 
condition for defined bit 
field position greater than 
bit O holds. 
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Table 2-2. IA-32 Architectural MSRs (Contd.) 


Register 
Address 


Hex 


Decimal 


Architectural MSR Name / Bit Fields 
(Former MSR Name) 


MSR/Bit Description 


Comment 


Enable VMX inside SMX operation (R/WL): 
This bit enables a system executive to use 
VMX in conjunction with SMX to support 
Intel® Trusted Execution Technology. 

BIOS must set this bit only when the CPUID 
function 1 returns VMX feature flag and 
SMX feature flag set (ECX bits 5 and 6 
respectively). 


If CPUID.O1H:ECX[5] = 1 
&& CPUID.O1H:ECX[6] = 1 


Enable VMX outside SMX operation (R/WL): 
This bit enables VMX for a system 
executive that does not require SMX. 

BIOS must set this bit only when the CPUID 
function 1 returns the VMX feature flag set 
(ECX bit 5). 


If CPUID.O1H:ECX[5] = 1 


7:3 


Reserved 


14:8 


SENTER Local Function Enables (R/WL): 
When set, each bit in the field represents 
an enable control for a corresponding 
SENTER function. This field is supported 
only if CPUID.1:ECX.[bit 6] is set. 


If CPUID.O1H:ECX[6] = 1 


SENTER Global Enable (R/WL): This bit must 
be set to enable SENTER leaf functions. 
This bit is supported only if 
CPUID.1:ECX.[bit 6] is set. 


If CPUID.O1H:ECX[6] = 1 


16 


Reserved 


17 


SGX Launch Control Enable (R/WL): This bit 
must be set to enable runtime re- 
configuration of SGX Launch Control via the 
IA32_SGXLEPUBKEYHASHn MSR. 


If CPUID.(EAX=07H, 
ECX=0H): ECX[30] = 1 


SGX Global Enable (R/WL): This bit must be 
set to enable SGX leaf functions. 


If CPUID.(EAX=07H, 
ECX=0H): EBX[2] = 1 


19 


Reserved 


20 


LMCE On (R/WL): When set, system 
software can program the MSRs associated 
with LMCE to configure delivery of some 
machine check exceptions to a single logical 
processor. 


If IA32_MCG_CAP[27] = 1 


63:21 


Reserved 


3BH 


59 


IA32_TSC_ADJUST 


Per Logical Processor TSC Adjust (R/Write 
to clear) 


If CPUID.(EAX=07H, 
ECX=OH): EBX[1] = 1 


63:0 


THREAD_ADJUST: 


Local offset value of the [A32_TSC for a 
logical processor. Reset value is zero. A 
write to [A32_TSC will modify the local 
offset in IA32_TSC_ADJUST and the 
content of I[A32_TSC, but does not affect 
the internal invariant TSC hardware. 
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48H 72 IA32_SPEC_CTRL Speculation Control (R/W) If any one of the 

The MSR bits are defined as logical enumeration conditions for 
processor scope. On some core defined bit field positions 
implementations, the bits may impact holds. 
sibling logical processors on the same core. 
This MSR has a value of O after reset and is 
unaffected by INIT# or SIPI#. 

0 Indirect Branch Restricted Speculation If CPUID.(EAX=07H, 
(IBRS). Restricts speculation of indirect ECX=0):EDX[26]=1 
branch. 

1 Single Thread Indirect Branch Predictors If CPUID.(EAX=07H, 
(STIBP). Prevents indirect branch ECX=0):EDX[27]=1 
predictions on all logical processors on the 
core from being controlled by any sibling 
logical processor in the same core. 

2 Speculative Store Bypass Disable (SSBD) If CPUID.(EAX=07H, 
delays speculative execution of a load until | ECX=0):EDX[31]=1 
the addresses for all older stores are 
known. 

63:3 Reserved 

49H 73 IA32_PRED_CMD Prediction Command (WO) If any one of the 
Gives software a way to issue commands _| enumeration conditions for 
that affect the state of predictors. defined bit field positions 
holds. 

0 Indirect Branch Prediction Barrier (IBPB). If CPUID.(EAX=07H, 

ECX=0):EDX[26]=1 

63:1 Reserved 

79H 121 IA32_BlOS_UPDT_TRIG BIOS Update Trigger (W) 06_01H 

(BIOS_UPDT_TRIG) Executing a WRMSR instruction to this MSR 
causes a microcode update to be loaded 
into the processor. See Section 9.11.6, 

“Microcode Update Loader.” 
A processor may prevent writing to this 
MSR when loading guest states on VM 
entries or Saving guest states on VM exits. 
8BH 139 IA32_BlOS_SIGN_ID BIOS Update Signature (RO) 06_01H 

(BIOS_SIGN/BBL_CR_D3) Returns the microcode update signature 
following the execution of CPUID.O1H. 

A processor may prevent writing to this 
MSR when loading guest states on VM 
entries or saving guest states on VM exits. 

31:0 Reserved 


2-6 Vol. 4 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-2. IA-32 Architectural MSRs (Contd.) 


Register Architectural MSR Name / Bit Fields 
Address (Former MSR Name) MSR/Bit Description Comment 
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63:32 It is recommended that this field be pre- 
loaded with zero prior to executing CPUID. 
If the field remains zero following the 
execution of CPUID, this indicates that no 
microcode update is loaded. Any non-zero 
value is the microcode update signature. 
8CH 140 IA32_SGXLEPUBKEYHASHO IA32_SGXLEPUBKEYHASH{[63:0] (R/W) 
Bits 63:0 of the SHA2Z56 digest of the 
SIGSTRUCT.MODULUS for SGX Launch 
Enclave. On reset, the default value is the 
digest of Intel's signing key. 
Read permitted If 
8DH 141 IA32_SGXLEPUBKEYHASH1 IA32_SGXLEPUBKEYHASH{[1 27:64] (R/W) CPUID.(EAX=12H,ECX=0H): 
Bits 127:64 of the SHAZ56 digest of the EAX[O]=1 && 
SIGSTRUCT.MODULUS for SGX Launch CPUID.(EAX=07H, 
Enclave. On reset, the default value is the | ECX=OH):ECX[30]=1. 
digest of Intel's signing key. Write permitted if 
8EH 142 IA32_SGXLEPUBKEYHASH2 IA32_SGXLEPUBKEYHASH[1 91:1 28] (R/W) | CPUID.(EAX=12H,ECX=0H): 
Bits 191:128 of the SHA256 digest of the | FAX[0]=1 && 
SIGSTRUCT.MODULUS for SGX Launch IA32_FEATURE_CONTROLL 
Enclave. On reset, the default value is the 17] = 1 && 
digest of Intel's signing key. a aaa 
8FH 143 IA32_SGXLEPUBKEYHASH3 IA32_SGXLEPUBKEYHASH[255:1 92] (R/W) 
Bits 255:192 of the SHAZ56 digest of the 
SIGSTRUCT.MODULUS for SGX Launch 
Enclave. On reset, the default value is the 
digest of Intel's signing key. 
9BH 155 IA32_SMM_MONITOR_CTL SMM Monitor Configuration (R/W) If CPUID.O1H: ECX[5]=1 || 
CPUID.O1H: ECX[6] = 1 
0 Valid (R/W) 
1 Reserved 
2 Controls SMI unblocking by VMXOFF (see If IA32_VMX_MISC[28] 
Section 30.14.4). 
11:3 Reserved 
31:12 MSEG Base (R/W) 
63:32 Reserved 
SEH 158 IA32_SMBASE Base address of the logical processor's If IA32_VMX_MISC[15] 
SMRAM image (RO, SMM only). 
C1H 193 IA32_PMCO General Performance Counter 0 (R/W) If CPUID.OAH: EAX[15:8] > 
(PERFCTRO) 0 
C2H 194 IA32_PMC1 General Performance Counter 1 (R/W) If CPUID.OAH: EAX[15:8] > 
(PERFCTR1) 1 
C3H 195 1A32_PMC2 General Performance Counter 2 (R/W) If CPUID.OAH: EAX[1 5:8] > 
2 
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Register Architectural MSR Name / Bit Fields 
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C4H 196 1A32_PMC3 General Performance Counter 3 (R/W) If CPUID.OAH: EAX[1 5:8] > 
3 
CSH 197 IA32_PMC4 General Performance Counter 4 (R/W) If CPUID.OAH: EAX[15:8] > 
4 
C6H 198 IA32_PMC5 General Performance Counter 5 (R/W) If CPUID.OAH: EAX[15:8] > 
5 
C7H 199 IA32_PMC6 General Performance Counter 6 (R/W) If CPUID.OAH: EAX[15:8] > 
6 
C8H 200 IA32_PMC7 General Performance Counter 7 (R/W) If CPUID.OAH: EAX[15:8] > 
7 
CFH 207 IA32_CORE_CAPABILITIES IA32 Core Capabilities Register If CPUID.(EAX=07H, 
ECX=0):EDX[30] = 1 
63:0 Reserved. No architecturally defined 
bits. 
E1H 225 IA32_UMWAIT_CONTROL UMWAIT Control (R/W) 
0 C0.2 is not allowed by the OS. Value of “1” 
means all CO.2 requests revert to CO.1. 
1 Reserved 
31:2 Determines the maximum time in TSC- 
quanta that the processor can reside in 
either CO.1 or CO.2. A zero value indicates 
no maximum time. The maximum time 
value is a 32-bit value where the upper 30 
bits come from this field and the lower two 
bits are zero. 
€7H 231 IA32_MPERF TSC Frequency Clock Counter (R/Write to If CPUID.OGH: ECX[O] = 1 
clear) 
63:0 CO_MCNT: CO TSC Frequency Clock Count 
Increments at fixed interval (relative to TSC 
freq.) when the logical processor is in CO. 
Cleared upon overflow / wrap-around of 
IA32_APERF. 
E8H 232 IA32_APERF Actual Performance Clock Counter (R/Write | If CPUID.O6H: ECX[O] = 1 
to clear) 
63:0 CO_ACNT: CO Actual Frequency Clock Count 
Accumulates core clock counts at the 
coordinated clock frequency, when the 
logical processor is in CO. 
Cleared upon overflow / wrap-around of 
IA32_MPERF. 
FEH 254 IA32_MTRRCAP MTRR Capability (RO) 06_01H 
(MTRRcap) See Section 11.11.2.1, 
“IA32_MTRR_DEF_TYPE MSR.” 
7:0 VCNT: The number of variable memory type 
ranges in the processor. 
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Hex | Decimal 
8 Fixed range MTRRs are supported when 
set. 
9 Reserved 
10 WC Supported when set. 
11 SMRR Supported when set. 
12 PRMRR supported when set. 
63:13 Reserved 
10AH | 266 IA32_ARCH_CAPABILITIES Enumeration of Architectural Features (RO) | If CPUID(EAX=07H, 
ECX=0):EDX[29]=1 
0 RDCL_NO: The processor is not susceptible 
to Rogue Data Cache Load (RDCL). 
1 IBRS_ALL: The processor supports 
enhanced IBRS. 
2 RSBA: The processor supports RSB 
Alternate. Alternative branch predictors 
may be used by RET instructions when the 
RSB is empty. SW using retpoline may be 
affected by this behavior. 
3 SKIP_L1DFL_VMENTRY: A value of 1 
indicates the hypervisor need not flush the 
L1D on VM entry. 
4 SSB_NO: Processor is not susceptible to 
Speculative Store Bypass. 
5 MDS_NO: Processor is not susceptible to 
Microarchitectural Data Sampling (MDS). 
6 IF_PSCHANGE_MC_NO: The processor is not 
susceptible to a machine check error due to 
modifying the size of a code page without 
TLB invalidation. 
7 TSX_CTRL: If 1, indicates presence of 
IA32_TSX_CTRL MSR. 
8 TAA_NO: If 1, processor is not affected by 
TAA. 
63:9 Reserved 
10BH | 267 IA32_FLUSH_CMD Flush Command (WO) If any one of the 
Gives software a way to invalidate enumeration conditions for 
structures with finer granularity than other | defined bit field positions 
architectural methods. holds. 
0 L1D_FLUSH: Writeback and invalidate the If CPUID.(EAX=07H, 
L1 data cache. ECX=0):EDX[28]=1 
63:1 Reserved 
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122H | 290 IA32_TSX_CTRL IA32_TSX_CTRL Thread scope. Not 
architecturally serializing. 
Available when 
CPUID.ARCH_CAP(EAX=7H, 
ECX = 0):EDX[29] = 1 and 
IA32_ARCH_CAPABILITIES. 
bit 7 =1. 
0 RTM_DISABLE: When set to 1, XBEGIN will 
always abort with EAX code 0. 
1 TSX_CPUID_CLEAR: When set to 1, 
CPUID.O7H.EBX.RTM [bit 11] and 
CPUID.O7H.EBX.HLE [bit 4] report 0. 
When set to 0 and the SKU supports TSX, 
these bits will return 1. 
63:2 Reserved 
174H_ | 372 IA32_SYSENTER_CS SYSENTER_CS_MSR (R/W) 06_01H 
15:0 CS Selector. 
31:16 Not used. Can be read and written. 
63:32 Not used. Writes ignored; reads 
return zero. 
175H_ | 373 IA32_SYSENTER_ESP SYSENTER_ESP_MSR (R/W) 06_01H 
176H_ | 374 IA32_SYSENTER_EIP SYSENTER_EIP_MSR (R/W) 06_01H 
179H_ | 377 IA32_MCG_CAP (MCG_CAP) Global Machine Check Capability (RO) 06_01H 
7:0 Count: Number of reporting banks. 
8 MCG_CTL_P: IA32_MCG_CTL is present if 
this bit is set. 
9 MCG_EXT_P: Extended machine check state 
registers are present if this bit is set. 
10 MCP_CMCI_P: Support for corrected MC 06_01H 
error event is present. 
11 MCG_TES_P: Threshold-based error status 
register are present if this bit is set. 
15:12 Reserved 
23:16 MCG_EXT_CNT: Number of extended 
machine check state registers present. 
24 MCG_SER_P: The processor supports 
software error recovery if this bit is set. 
25 Reserved 
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26 MCG_ELOG_P: Indicates that the processor | O6_3EH 
allows platform firmware to be invoked 
when an error is detected so that it may 
provide additional platform specific 
information in an ACPI format “Generic 
Error Data Entry” that augments the data 
included in machine check bank registers. 
27 MCG_LMCE_P: Indicates that the processor | O6_3EH 
supports extended state in 
IA32_MCG_STATUS and associated MSR 
necessary to configure Local Machine Check 
Exception (LMCE). 
63:28 Reserved 
17AH_ | 378 IA32_MCG_STATUS Global Machine Check Status (R/WO) 06_01H 
(MCG_STATUS) 
0 RIPV. Restart IP valid. 06_01H 
1 EIPV. Error IP valid. 06_01H 
2 MCIP. Machine check in progress. 06_01H 
3 LMCE_S If 
IA32_MCG_CAP.LMCE_P[27 
a, 
63:4 Reserved 
17BH_ | 379 IA32_MCG_CTL (MCG_CTL) Global Machine Check Control (R/W) If IA32_MCG_CAP.CTL_P[8] 
180H- | 384- Reserved 06_0€H! 
185H_ | 389 
186H | 390 IA32_PERFEVTSELO Performance Event Select Register 0 (R/W) | If CPUID.OAH: EAX[1 5:8] > 
(PERFEVTSELO) 0 
7:0 Event Select: Selects a performance event 
logic unit. 
15:8 UMask: Qualifies the microarchitectural 
condition to detect on the selected event 
logic. 
16 USR: Counts while in privilege level is not 
ring O. 
17 OS: Counts while in privilege level is ring 0. 
18 Edge: Enables edge detection if set. 
19 PC: Enables pin control. 
20 INT: Enables interrupt on counter overflow. 
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21 AnyThread: When set to 1, it enables 
counting the associated event conditions 
occurring across all logical processors 
sharing a processor core. When set to 0, the 
counter only increments the associated 
event conditions occurring in the logical 
processor which programmed the MSR. 
22 EN: Enables the corresponding performance 
counter to commence counting when this 
bit is set. 
23 INV: Invert the CMASK. 
31:24 CMASK: When CMASK is not zero, the 
corresponding performance counter 
increments each cycle if the event count is 
greater than or equal to the CMASK. 
63:32 Reserved 
187H | 391 IA32_PERFEVTSEL1 Performance Event Select Register 1 (R/W) | If CPUID.OAH: EAX[1 5:8] > 
(PERFEVTSEL1) 1 
188H | 392 IA32_PERFEVTSEL2 Performance Event Select Register 2 (R/W) | If CPUID.OAH: EAX[1 5:8] > 
2 
189H | 393 IA32_PERFEVTSEL3 Performance Event Select Register 3 (R/W) | If CPUID.OAH: EAX[15:8] > 
3 
18AH- | 394- Reserved 06_OEH? 
197H_ | 407 
198H | 408 IA32_PERF_STATUS Current Performance Status (RO) OF_03H 
See Section 14.1.1, “Software Interface For 
Initiating Performance State Transitions”. 
15:0 Current performance State Value. 
63:16 Reserved 
199H | 409 IA32_PERF_CTL Performance Control MSR (R/W) OF_03H 
Software makes a request for a new 
Performance state (P-State) by writing this 
MSR. See Section 14.1.1, “Software 
Interface For Initiating Performance State 
Transitions”. 
15:0 Target performance State Value. 
31:16 Reserved 
32 IDA Engage (R/W) 06_OFH (Mobile only) 
When set to 1: disengages IDA. 
63:33 Reserved 
19AH | 410 IA32_CLOCK_MODULATION Clock Modulation Control (R/W) If CPUID.O1H:EDX[22] = 1 
See Section 14.8.3, “Software Controlled 
Clock Modulation.” 
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0 Extended On-Demand Clock Modulation If CPUID.O6H:EAX[5] = 1 
Duty Cycle. 
3:1 On-Demand Clock Modulation Duty Cycle: If CPUID.O1H:EDX[22] = 1 
Specific encoded values for target duty 
cycle modulation. 
4 On-Demand Clock Modulation Enable: Set 1 | If CPUID.O1H:EDX[22] = 1 
to enable modulation. 
63:5 Reserved 
19BH | 411 IA32_THERM_INTERRUPT Thermal Interrupt Control (R/W) If CPUID.O1H:EDX[22] = 1 
Enables and disables the generation of an 
interrupt on temperature transitions 
detected with the processor's thermal 
sensors and thermal monitor. 
See Section 14.8.2, “Thermal Monitor.” 
0 High-Temperature Interrupt Enable If CPUID.O1H:EDX[22] = 1 
1 Low-Temperature Interrupt Enable If CPUID.O1H:EDX[22] = 1 
2 PROCHOT# Interrupt Enable If CPUID.O1H:EDX[22] = 1 
3 FORCEPR# Interrupt Enable If CPUID.O1H:EDX[22] = 1 
4 Critical Temperature Interrupt Enable If CPUID.O1H:EDX[22] = 1 
75 Reserved 
14:8 Threshold #1 Value If CPUID.O1H:EDX[22] = 1 
15 Threshold #1 Interrupt Enable If CPUID.O1H:EDX[22] = 1 
22:16 Threshold #2 Value If CPUID.O1H:EDX[22] = 1 
23 Threshold #2 Interrupt Enable If CPUID.O1H:EDX[22] = 1 
24 Power Limit Notification Enable If CPUID.O6H:EAX[4] = 1 
63:25 Reserved 
19CH | 412 IA32_THERM_STATUS Thermal Status Information (RO) If CPUID.O1H:EDX[22] = 1 
Contains status information about the 
processor's thermal sensor and automatic 
thermal monitoring facilities. 
See Section 14.8.2, “Thermal Monitor”. 
0 Thermal Status (RO) If CPUID.O1H:EDX[22] = 1 
1 Thermal Status Log (R/W) If CPUID.O1H:EDX[22] = 1 
2 PROCHOT # or FORCEPR# event (RO) If CPUID.O1H:EDX[22] = 1 
3 PROCHOT # or FORCEPR# log (R/WCO) If CPUID.O1H:EDX[22] = 1 
4 Critical Temperature Status (RO) If CPUID.O1H:EDX[22] = 1 
5 Critical Temperature Status log (R/WCO) If CPUID.O1H:EDX[22] = 1 
6 Thermal Threshold #1 Status (RO) If CPUID.O1H:ECX[8] = 1 
7 Thermal Threshold #1 log (R/WCO) If CPUID.O1H:ECX[8] = 1 
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8 Thermal Threshold #2 Status (RO) If CPUID.O1H:ECX[8] = 1 
9 Thermal Threshold #2 log (R/WCO) If CPUID.O1H:ECX[8] = 1 
10 Power Limitation Status (RO) If CPUID.OGH:EAX[4] = 1 
11 Power Limitation log (R/WCO) If CPUID.OGH:EAX[4] = 1 
12 Current Limit Status (RO) If CPUID.O6H:EAX[7] = 1 
13 Current Limit log (R/WCO) If CPUID.OGH:EAX[7] = 1 
14 Cross Domain Limit Status (RO) If CPUID.OGH:EAX[7] = 1 
15 Cross Domain Limit log (R/WCO) If CPUID.OGH:EAX[7] = 1 
22:16 Digital Readout (RO) If CPUID.OGH:EAX[0] = 1 
26:23 Reserved 
30:27 Resolution in Degrees Celsius (RO) If CPUID.O6H:EAX[0] = 1 
31 Reading Valid (RO) If CPUID.OGH:EAX[0] = 1 
63:32 Reserved 
1AOH | 416 1A32_MISC_ENABLE Enable Misc. Processor Features (R/W) 


Allows a variety of processor functions to 
be enabled and disabled. 


Fast-Strings Enable 


When set, the fast-strings feature (for REP 
MOVS and REP STORS) is enabled (default). 
When clear, fast-strings are disabled. 


OF_OH 


Reserved 


Automatic Thermal Control Circuit Enable 
(R/W) 
1 = Setting this bit enables the thermal 
control circuit (TCC) portion of the 
Intel Thermal Monitor feature. This 
allows the processor to automatically 
reduce power consumption in 
response to TCC activation. 

O= Disabled. 


Note: In some products clearing this bit 
might be ignored in critical thermal 

conditions, and TM1, TM2 and adaptive 
thermal throttling will still be activated. 


The default value of this field varies with 
product . See respective tables where 
default value is listed. 


Reserved 


OF_OH 


Performance Monitoring Available (R) 
1 = Performance monitoring enabled. 
QO = Performance monitoring disabled. 


OF_OH 


Reserved 
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Branch Trace Storage Unavailable (RO) 


1 = Processor doesn't support branch 
trace storage (BTS). 


O=  BTSis supported. 


OF_OH 


Processor Event Based Sampling (PEBS) 
Unavailable (RO) 


1 =  PEBS is not supported. 
O=  PEBS is supported. 


06_OFH 


15:13 


Reserved 


16 


Enhanced Intel SpeedStep Technology 

Enable (R/W) 

O= Enhanced Intel SpeedStep Technology 
disabled. 

1 = Enhanced Intel SpeedStep Technology 
enabled. 


If CPUID.O1H: ECX[7] =1 


17 


Reserved 


18 


ENABLE MONITOR FSM (R/W) 


When this bit is set to 0, the MONITOR 
feature flag is not set (CPUID.O1H:ECX[bit 
3] = 0). This indicates that 
MONITOR/MWAIT are not supported. 


Software attempts to execute 
MONITOR/MWAIT will cause #UD when this 
bit is 0. 

When this bit is set to 1 (default), 
MONITOR/MWAIT are supported 
(CPUID.O1H:ECX[bit 3] = 1). 


If the SSE3 feature flag ECX[O] is not set 
(CPUID.01H:ECX[bit 0] = 0), the OS must 
not attempt to alter this bit. BIOS must 
leave it in the default state. Writing this bit 
when the SSE3 feature flag is set to O may 
generate a #GP exception. 


OF_O3H 


21:19 


Reserved 
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22 


Limit CPUID Maxval (R/W) 


When this bit is set to 1, CPUID.OOH returns 
a maximum value in EAX[7:0] of 2. 


BIOS should contain a setup question that 
allows users to specify when the installed 
OS does not support CPUID functions 
greater than 2. 


Before setting this bit, BIOS must execute 
the CPUID.OH and examine the maximum 
value returned in EAX[7:0]. If the maximum 
value is greater than 2, this bit is 
supported. 


Otherwise, this bit is not supported. Setting 
this bit when the maximum value is not 
greater than 2 may generate a #GP 
exception. 

Setting this bit may cause unexpected 
behavior in software that depends on the 
availability of CPUID leaves greater than 2. 


OF_03H 


23 


33:24 


XTPR Message Disable (R/W) 


When set to 1, xTPR messages are 
disabled. xTPR messages are optional 
messages that allow the processor to 
inform the chipset of its priority. 


Reserved 


If CPUID.O1H:ECX[14] = 1 


34 


XD Bit Disable (R/W) 


When set to 1, the Execute Disable Bit 
feature (XD Bit) is disabled and the XD Bit 
extended feature flag will be clear 
(CPUID.80000001H: EDX[20]=0). 


When set to a O (default), the Execute 
Disable Bit feature (if available) allows the 
OS to enable PAE paging and take 
advantage of data only pages. 


BIOS must not alter the contents of this bit 
location, if XD bit is not supported. Writing 
this bit to 1 when the XD Bit extended 
feature flag is set to O may generate a #GP 
exception. 


If 
CPUID.80000001H:EDX[20 
{= 


63:35 


Reserved 


1BOH | 432 


IA32_ENERGY_PERF_BIAS 
3:0 


Performance Energy Bias Hint (R/W) 


Power Policy Preference: 


QO indicates preference to highest 
performance. 


15 indicates preference to maximize 
energy saving. 


If CPUID.GH:ECX[3] = 1 


63:4 


Reserved 
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1B1H_ | 433 1A32_PACKAGE_THERM_STATUS Package Thermal Status Information (RO) ‘| If CPUID.O6H: EAX[6] = 1 

Contains status information about the 
package's thermal sensor. 
See Section 14.9, “Package Level Thermal 
Management.” 

0 Pkg Thermal Status (RO) 

1 Pkg Thermal Status Log (R/W) 

2 Pkg PROCHOT # event (RO) 

3 Pkg PROCHOT # log (R/WCO) 

4 Pkg Critical Temperature Status (RO) 

5 Pkg Critical Temperature Status Log 
(R/WCO) 

6 Pkg Thermal Threshold #1 Status (RO) 

7 Pkg Thermal Threshold #1 Log (R/WCO) 

8 Pkg Thermal Threshold #2 Status (RO) 

9 Pkg Thermal Threshold #1 Log (R/WCO) 

10 Pkg Power Limitation Status (RO) 

11 Pkg Power Limitation Log (R/WCO) 

15:12 Reserved 

22:16 Pkg Digital Readout (RO) 

25:23 Reserved 

26 Hardware Feedback Interface Structure If CPUID.O6H:EAX,.[1 9] = 1 
Change Status 

63:27 Reserved 

1B2H_ | 434 IA32_PACKAGE_THERM_INTERRUPT _ | Pkg Thermal Interrupt Control (R/W) If CPUID.O6GH: EAX[6] = 1 

Enables and disables the generation of an 
interrupt on temperature transitions 
detected with the package's thermal 
sensor. 
See Section 14.9, “Package Level Thermal 
Management.” 

0 Pkg High-Temperature Interrupt Enable 

1 Pkg Low-Temperature Interrupt Enable 

2 Pkg PROCHOT# Interrupt Enable 

3 Reserved 

4 Pkg Overheat Interrupt Enable 

75 Reserved 

14:8 Pkg Threshold #1 Value 

15 Pkg Threshold #1 Interrupt Enable 

22:16 Pkg Threshold #2 Value 
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Register Architectural MSR Name / Bit Fields 
Address (Former MSR Name) MSR/Bit Description Comment 
Hex | Decimal 
23 Pkg Threshold #2 Interrupt Enable 
24 Pkg Power Limit Notification Enable 
25 Hardware Feedback Interrupt Enable If CPUID.O6H:EAX.[1 9] = 1 
63:26 Reserved 
1DSH | 473 1A32_DEBUGCTL Trace/Profile Resource Control (R/W) 06_0EH 
(MSR_DEBUGCTLA, MSR_DEBUGCTLB) 
0 LBR: Setting this bit to 1 enables the 06_01H 
processor to record a running trace of the 
most recent branches taken by the 
processor in the LBR stack. 
1 BTF: Setting this bit to 1 enables the 06_01H 
processor to treat EFLAGS.TF as single-step 
on branches instead of single-step on 
instructions. 
5:2 Reserved 
TR: Setting this bit to 1 enables branch 06_O€H 
trace messages to be sent. 
7 BTS: Setting this bit enables branch trace 06_0EH 
messages (BTMs) to be logged in a BTS 
buffer. 
8 BTINT: When clear, BTMs are logged in a 06_0EH 
BTS buffer in circular fashion. When this bit 
is set, an interrupt is generated by the BTS 
facility when the BTS buffer is full. 
9 1: BTS_OFF_OS: When set, BTS or BTM is | O6_OFH 
skipped if CPL = 0. 
10 BTS_OFF_USR: When set, BTS or BTM is 06_OFH 
skipped if CPL > 0. 
11 FREEZE_LBRS_ON_PMI: When set, the LBR | If CPUID.O1H: ECX[15] = 1 
stack is frozen on a PMI request. && CPUID.OAH: EAX[7:0] > 
1 
12 FREEZE_PERFMON_ON_PMI: When set, If CPUID.O1H: ECX[15] = 1 
each ENABLE bit of the global counter && CPUID.OAH: EAX[7:0] > 
control MSR are frozen (address 38FH) ona | 1 
PMI request. 
13 ENABLE_UNCORE_PMI: When set, enables | O06_1AH 
the logical processor to receive and 
generate PMI on behalf of the uncore. 
14 FREEZE_WHILE_SMM: When set, freezes If 
perfmon and trace messages while in SMM. | [A32_PERF_CAPABILITIES[ 
12]=1 
15 RTM_DEBUG: When set, enables DR7 debug | If (CPUID.(EAX=07H, 
bit on XBEGIN. ECX=0):EBX[1 1] = 1) 
63:16 Reserved 
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Register Architectural MSR Name / Bit Fields 
Address (Former MSR Name) MSR/Bit Description Comment 
Hex | Decimal 
1F2H | 498 IA32_SMRR_PHYSBASE SMRR Base Address (Writeable only in If 
SMM) 1A32_MTRRCAP.SMRR[1 1] 
Base address of SMM memory range. = 
7:0 Type. Specifies memory type of the range. 
11:8 Reserved 
31:12 PhysBase 
SMRR physical Base Address. 
63:32 Reserved 
1F3H | 499 IA32_SMRR_PHYSMASK SMRR Range Mask (Writeable only in SMM) _| If [A32_MTRRCAP[SMRR] = 
Range Mask of SMM memory range. 1 
10:0 Reserved 
11 Valid 
Enable range mask. 
31:12 PhysMask 
SMRR address range mask. 
63:32 Reserved 
1F8H | 504 1A32_PLATFORM_DCA_CAP DCA Capability (R) If CPUID.O1H: ECX[18] = 1 
1F9H | 505 IA32_CPU_DCA_CAP If set, CPU supports Prefetch-Hint type. If CPUID.O1H: ECX[18] = 1 
1FAH | 506 IA32_DCA_O_CAP DCA type O Status and Control register. If CPUID.O1H: ECX[18] = 1 
0 DCA_ACTIVE: Set by HW when DCA is fuse- 
enabled and no defeatures are set. 
2:1 TRANSACTION 
6:3 DCA_TYPE 
10:7 DCA_QUEUE_SIZE 
12:11 Reserved 
16:13 DCA_DELAY: Writes will update the register 
but have no HW side-effect. 
23:17 Reserved 
24 SW_BLOCK: SW can request DCA block by 
setting this bit. 
25 Reserved 
26 HWw_BLOCK: Set when DCA is blocked by HW 
(e.g. CRO.CD = 1). 
31:27 Reserved 
200H | 512 IA32_MTRR_PHYSBASEO See Section 11.11.2.3, “Variable Range If IA32_MTRRCAP[7:0] > 0 
(MTRRphysBaseO) MTRRs." 
201H |513 1A32_MTRR_PHYSMASKO MTRRphysMaskO If IA32_MTRRCAP[7:0] > O 
202H | 514 1A32_MTRR_PHYSBASE1 MTRRphysBase1 If IA32_MTRRCAP[7:0] > 1 
203H |515 1A32_MTRR_PHYSMASK1 MTRRphysMask1 If IA32_MTRRCAP[7:0] > 1 
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Register Architectural MSR Name / Bit Fields 
Address (Former MSR Name) MSR/Bit Description Comment 
Hex | Decimal 
204H | 516 IA32_MTRR_PHYSBASE2 MTRRphysBase2 If IA32_MTRRCAP[7:0] > 2 
205H | 517 IA32_MTRR_PHYSMASK2 MTRRphysMask2 If IA32_MTRRCAP[7:0] > 2 
206H | 518 IA32_MTRR_PHYSBASE3 MTRRphysBase3 If IA32_MTRRCAP[7:0] > 3 
207H | 519 IA32_MTRR_PHYSMASK3 MTRRphysMask3 If IA32_MTRRCAP[7:0] > 3 
208H | 520 IA32_MTRR_PHYSBASE4 MTRRphysBase4 If IA32_MTRRCAP[7:0] > 4 
209H | 521 IA32_MTRR_PHYSMASK4 MTRRphysMask4 If IA32_MTRRCAP[7:0] > 4 
20AH | 522 IA32_MTRR_PHYSBASE5 MTRRphysBase5 If IA32_MTRRCAP[7:0] > 5 
20BH | 523 IA32_MTRR_PHYSMASK5 MTRRphysMask5 If IA32_MTRRCAP[7:0] > 5 
20CH | 524 IA32_MTRR_PHYSBASE6 MTRRphysBase6 If IA32_MTRRCAP[7:0] > 6 
20DH | 525 1A32_MTRR_PHYSMASK6 MTRRphysMask6 If IA32_MTRRCAP[7:0] > 6 
20EH | 526 IA32_MTRR_PHYSBASE7 MTRRphysBase7 If IA32_MTRRCAP[7:0] > 7 
20FH | 527 IA32_MTRR_PHYSMASK7 MTRRphysMask7 If IA32_MTRRCAP[7:0] > 7 
210H | 528 IA32_MTRR_PHYSBASE8 MTRRphysBase8 If IA32_MTRRCAP[7:0] > 8 
211H | 529 IA32_MTRR_PHYSMASK8 MTRRphysMask8 If IA32_MTRRCAP[7:0] > 8 
212H | 530 IA32_MTRR_PHYSBASES MTRRphysBase9 If IA32_MTRRCAP[7:0] > 9 
213H | 531 IA32_MTRR_PHYSMASK9 MTRRphysMask9 If IA32_MTRRCAP[7:0] > 9 
250H | 592 IA32_MTRR_FIX64K_O0000 MTRRfix64K_O0000 If CPUID.O1H: 
EDX.MTRR[1 2] =1 
258H | 600 IA32_MTRR_FIX16K_80000 MTRRfix16K_80000 If CPUID.O1H: 
EDX.MTRR[1 2] =1 
259H | 601 IA32_MTRR_FIX16K_A0000 MTRRfix16K_AO000 If CPUID.O1H: 
EDX.MTRR[1 2] =1 
268H | 616 1A32_MTRR_FIX4K_CO000 See Section 11.11.2.2, “Fixed Range If CPUID.O1H: 
(MTRRfix4K_COOOO ) MTRRs.” EDX.MTRR[1 2] =1 
269H | 617 1A32_MTRR_FIX4K_C8000 MTRRfix4K_C8000 If CPUID.O1H: 
EDX.MTRR[1 2] =1 
26AH | 618 IA32_MTRR_FIX4K_DO000 MTRRfix4K_DOOOO If CPUID.O1H: 
EDX.MTRR[1 2] =1 
26BH | 619 1A32_MTRR_FIX4K_D8000 MTRRfix4K_D8000 If CPUID.O1H: 
EDX.MTRR[1 2] =1 
26CH | 620 1A32_MTRR_FIX4K_E0000 MTRRfix4K_E0000 If CPUID.O1H: 
EDX.MTRR[1 2] =1 
26DH | 621 IA32_MTRR_FIX4K_E8000 MTRRfix4K_E8000 If CPUID.O1H: 
EDX.MTRR[1 2] =1 
26EH | 622 IA32_MTRR_FIX4K_FOO0O MTRRfix4K_FOOOO If CPUID.O1H: 
EDX.MTRR[1 2] =1 
26FH | 623 1A32_MTRR_FIX4K_F8000 MTRRfix4K_F8000 If CPUID.O1H: 
EDX.MTRR[1 2] =1 
277H | 631 1A32_PAT 1A32_PAT (R/W) If CPUID.O1H: 
EDX.MTRR[16] =1 
2:0 PAO 
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Register Architectural MSR Name / Bit Fields 
Address (Former MSR Name) MSR/Bit Description Comment 
Hex | Decimal 
7:3 Reserved 
10:8 PA1 
15:11 Reserved 
18:16 PA2 
23:19 Reserved 
26:24 PA3 
31:27 Reserved 
34:32 PA4 
39:35 Reserved 
42:40 PAS 
47:43 Reserved 
50:48 PA6 
55:51 Reserved 
58:56 PA7 
63:59 Reserved 
280H_ | 640 IA32_MCO_CTL2 MSR to enable/disable CMCI capability for If IA32_MCG_CAP[10] = 1 
bank 0. (R/W) && IA32_MCG_CAP[7:0] > 
See Section 15.3.2.5, “IA32_MCi_CTL2 0 
MSRs”. 
14:0 Corrected error count threshold. 
29:15 Reserved 
30 CMCI_EN 
63:31 Reserved 
281H | 641 IA32_MC1_CTL2 (R/W) Same fields as IA32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
1 
282H_ | 642 IA32_MC2_CTL2 (R/W) Same fields as IA32_MCO_CTL2. If 1A32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
2 
283H_ | 643 IA32_MC3_CTL2 (R/W) Same fields as IA32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
3 
284H | 644 IA32_MC4_CTL2 (R/W) Same fields as IA32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
4 
285H_ | 645 IA32_MC5_CTL2 (R/W) Same fields as IA32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
5 
286H_ | 646 IA32_MC6_CTL2 (R/W) Same fields as IA32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
6 
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Architectural MSR Name / Bit Fields 
(Former MSR Name) 
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Comment 


287H | 647 


IA32_MC7_CTL2 


(R/W) Same fields as [A32_MCO_CTL2. 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
7 


288H | 648 


IA32_MC8_CTL2 


(R/W) Same fields as [A32_MCO_CTL2. 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
8 


289H | 649 


IA32_MC9_CTL2 


(R/W) Same fields as [A32_MCO_CTL2. 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
9 


28AH_ | 650 


IA32_MC10_CTL2 


(R/w) Same fields as [A32_MCO_CTL2. 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
10 


28BH | 651 


28CH | 652 


IA32_MC11_CTL2 


IA32_MC12_CTL2 


(R/W) Same fields as [A32_MCO_CTL2. 


(R/W) Same fields as [A32_MCO_CTL2. 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
11 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
12 


28DH | 653 


IA32_MC13_CTL2 


(R/W) Same fields as [A32_MCO_CTL2. 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
13 


28EH_ | 654 


28FH | 655 


IA32_MC14_CTL2 


IA32_MC15_CTL2 


(R/w) Same fields as [A32_MCO_CTL2. 


(R/w) Same fields as [A32_MCO_CTL2. 


If A32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
14 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
15 


290H | 656 


IA32_MC16_CTL2 


(R/W) Same fields as [A32_MCO_CTL2. 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
16 


291H | 657 


292H_ | 658 


IA32_MC17_CTL2 


IA32_MC18_CTL2 


(R/W) Same fields as [A32_MCO_CTL2. 


(R/wW) Same fields as [A32_MCO_CTL2. 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
17 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
18 


293H | 659 


IA32_MC19_CTL2 


(R/W) Same fields as [A32_MCO_CTL2. 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
19 


294H | 660 


IA32_MC20_CTL2 


(R/W) Same fields as [A32_MCO_CTL2. 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
20 


295H | 661 


IA32_MC21_CTL2 


(R/wW) Same fields as [A32_MCO_CTL2. 


If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
21 
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Address (Former MSR Name) MSR/Bit Description Comment 
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296H_ | 662 IA32_MC22_CTL2 (R/W) Same fields as [A32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
22 
297H_ | 663 IA32_MC23_CTL2 (R/W) Same fields as [A32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
23 
298H_ | 664 IA32_MC24_CTL2 (R/W) Same fields as [A32_MCO_CTL2. If [A32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
24 
299H | 665 IA32_MC25_CTL2 (R/W) Same fields as IA32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
25 
29AH_ | 666 IA32_MC26_CTL2 (R/W) Same fields as [A32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
26 
29BH_ | 667 IA32_MC27_CTL2 (R/W) Same fields as IA32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
27 
29CH_ | 668 IA32_MC28_CTL2 (R/W) Same fields as IA32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
28 
29DH_ | 669 IA32_MC29_CTL2 (R/W) Same fields as [A32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
29 
29EH | 670 IA32_MC30_CTL2 (R/W) Same fields as [A32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
30 
29FH | 671 IA32_MC31_CTL2 (R/W) Same fields as [A32_MCO_CTL2. If IA32_MCG_CAP[10] = 1 
&& IA32_MCG_CAP[7:0] > 
31 
2FFH | 767 IA32_MTRR_DEF_TYPE MTRRdefType (R/W) If CPUID.O1H: 
EDX.MTRR{[1 2] =1 
2:0 Default Memory Type 
9:3 Reserved 
10 Fixed Range MTRR Enable 
11 MTRR Enable 
63:12 Reserved 
309H | 777 IA32_FIXED_CTRO Fixed-Function Performance Counter 0 If CPUID.OAH: EDX[4:0] > 0 
(R/W): Counts Instr_Retired.Any. 
30AH | 778 IA32_FIXED_CTR1 Fixed-Function Performance Counter 1 If CPUID.OAH: EDX[4:0] > 1 
(R/W): Counts CPU_CLK_Unhalted.Core. 
30BH | 779 IA32_FIXED_CTR2 Fixed-Function Performance Counter 2 If CPUID.OAH: EDX[4:0] > 2 
(R/W): Counts CPU_CLK_Unhalted.Ref. 
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345H_ | 837 IA32_PERF_CAPABILITIES Read Only MSR that enumerates the If CPUID.O1H: ECX[15] = 1 
existence of performance monitoring 
features. (RO) 
5:0 LBR format 
6 PEBS Trap 
7 PEBSSaveArchRegs 
11:8 PEBS Record Format 
12 1: Freeze while SMM is supported. 
13 1: Full width of counter writable via 
IA32_A_PMCx. 
14 PEBS_BASELINE 
15 1: Performance metrics available. 
16 1: PEBS output will be written into the Intel | If CPUID.Ox7.0.EBX[25]=1 
PT trace stream. 
63:17 Reserved 
38DH | 909 IA32_FIXED_CTR_CTRL Fixed-Function Performance Counter If CPUID.OAH: EAX[7:0] > 1 


Control (R/W) 


Counter increments while the results of 
ANDing respective enable bit in 
IA32_PERF_GLOBAL_CTRL with the 
corresponding OS or USR bits in this MSR is 
true. 


ENO_OS: Enable Fixed Counter 0 to count 
while CPL = 0. 


ENO_Usr: Enable Fixed Counter O to count 
while CPL > 0. 


AnyThr0: When set to 1, it enables counting 
the associated event conditions occurring 
across all logical processors sharing a 
processor core. When set to O, the counter 
only increments the associated event 
conditions occurring in the logical processor 
which programmed the MSR. 


If CPUID.OAH:EAX[7:0] > 2 
&& CPUID.OAH:EDX[15]=0 


ENO_PMI: Enable PMI when fixed counter O 
overflows. 


EN1_OS: Enable Fixed Counter 1to count 
while CPL = 0. 


EN1_Usr: Enable Fixed Counter 1to count 
while CPL > 0. 
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Address (Former MSR Name) MSR/Bit Description Comment 
Hex | Decimal 
6 AnyThr1: When set to 1, it enables counting | If CPUID.OAH:EAX[7:0] > 2 
the associated event conditions occurring | && CPUID.OAH:EDX[15]=0 
across all logical processors sharing a 
processor core. When set to 0, the counter 
only increments the associated event 
conditions occurring in the logical processor 
which programmed the MSR. 
7 EN1_PMI: Enable PMI when fixed counter 1 
overflows. 
8 EN2_OS: Enable Fixed Counter 2 to count 
while CPL = 0. 
9 EN2_Usr: Enable Fixed Counter 2 to count 
while CPL > 0. 
10 AnyThr2: When set to 1, it enables counting | If CPUID.OAH:EAX[7:0] > 2 
the associated event conditions occurring | && CPUID.OAH:EDX[15]=0 
across all logical processors sharing a 
processor core. When set to 0, the counter 
only increments the associated event 
conditions occurring in the logical processor 
which programmed the MSR. 
11 EN2_PMI: Enable PMI when fixed counter 2 
overflows. 
12 EN3_OS: Enable Fixed Counter 3 to count 
while CPL = 0. 
13 EN3_Usr: Enable Fixed Counter 3 to count 
while CPL > 0. 
14 Reserved 
15 EN3_PMI: Enable PMI when fixed counter 3 
overflows. 
63:16 Reserved 
38EH | 910 IA32_PERF_GLOBAL_STATUS Global Performance Counter Status (RO) If CPUID.OAH: EAX[7:0] > 0 
0 Ovf_PMCO: Overflow status of IA32_PMCO. | If CPUID.OAH: EAX[15:8] > 
0 
1 Ovf_PMC1: Overflow status of IA32_PMC1. | If CPUID.OAH: EAX[15:8] > 
1 
2 Ovf_PMC2: Overflow status of IA32_PMC2. | If CPUID.OAH: EAX[15:8] > 
2 
3 Ovf_PMC3: Overflow status of IA32_PMC3. | If CPUID.OAH: EAX[15:8] > 
3 
31:4 Reserved 
32 Ovf_FixedCtr0: Overflow status of If CPUID.OAH: EAX[7:0] > 1 
IA32_FIXED_CTRO. 
33 Ovf_FixedCtr1: Overflow status of If CPUID.OAH: EAX[7:0] > 1 
IA32_FIXED_CTR1. 
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34 


Ovf_FixedCtr2: Overflow status of 
1A32_FIXED_CTR2. 


If CPUID.OAH: EAX[7:0] > 1 


47:35 


Reserved 


48 


OVF_PERF_METRICS: If this bit is set, it 
indicates that PERF_METRIC counter has 
overflowed and a PMI is triggered; however, 
an overflow of fixed counter 3 should 
normally happen first. If this bit is clear no 
overflow occurred. 


54:49 


Reserved 


55 


Trace_ToPA_PMI: A PMI occurred due to a 
ToPA entry memory buffer that was 
completely filled. 


If (CPUID.(EAX=07H, 
ECX=0):EBX[25] = 1) && 
|A32_RTIT_CTL.ToPA = 1 


57:56 
58 


Reserved 


LBR_Frz. LBRs are frozen due to: 


» |A32_DEBUGCTL.FREEZE_LBR_ON_PMI=1. 
= The LBR stack overflowed. 


If CPUID.OAH: EAX[7:0] > 3 


59 


CTR_Frz. Performance counters in the core 
PMU are frozen due to: 


* IA32_DEBUGCTLFREEZE_PERFMON_ON_ 
PMI=1. 

= One or more core PMU counters 
overflowed. 


If CPUID.OAH: EAX[7:0] > 3 


60 


ASCI: Data in the performance counters in 
the core PMU may include contributions 
from the direct or indirect operation Intel 
SGX to protect an enclave. 


lf CPUID(EAX=07H, 
ECX=0):EBX[2] = 1 


61 


62 


Ovf_Uncore: Uncore counter overflow 
status. 


OvfBuf: DS SAVE area Buffer overflow 
status. 


If CPUID.OAH: EAX[7:0] > 2 


If CPUID.OAH: EAX[7:0] > 0 


63 


CondChad: Status bits of this register have 
changed. 


If CPUID.OAH: EAX[7:0] > 0 


38FH 


911 


IA32_PERF_GLOBAL_CTRL 


Global Performance Counter Control (R/W) 


Counter increments while the result of 
ANDing the respective enable bit in this 
MSR with the corresponding OS or USR bits 
in the general-purpose or fixed counter 
control MSR is true. 


If CPUID.OAH: EAX[7:0] > 0 


EN_PMCO 


If CPUID.OAH: EAX[15:8] > 
0 


EN_PMC1 


If CPUID.OAH: EAX[15:8] > 
1 


EN_PMC2 


If CPUID.OAH: EAX[15:8] > 
2 
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n EN_PMCn If CPUID.OAH: EAX[15:8] > 
n 
31:n+1 Reserved 
32 EN_FIXED_CTRO If CPUID.OAH: EDX[4:0] > 0 
33 EN_FIXED_CTR1 If CPUID.OAH: EDX[4:0] > 1 
34 EN_FIXED_CTR2 If CPUID.OAH: EDX[4:0] > 2 
47:35 Reserved 
48 E€N_PERF_METRICS: If this bit is set and 
fixed counter 3 is effectively enabled, built- 
in performance metrics are enabled. 
63:49 Reserved 
390H | 912 IA32_PERF_GLOBAL_OVF_CTRL Global Performance Counter Overflow If CPUID.OAH: EAX[7:0] > O 
Control (R/w) && CPUID.OAH: EAX[7:0] 
<=3 
0 Set 1 to Clear Ovf_PMCO bit. If CPUID.OAH: EAX[1 5:8] > 
0 
1 Set 1 to Clear Ovf_PMC1 bit. If CPUID.OAH: EAX[1 5:8] > 
1 
2 Set 1 to Clear Ovf_PMC2 bit. If CPUID.OAH: EAX[15:8] > 
2 
n Set 1 to Clear Ovf_PMCn bit. If CPUID.OAH: EAX[1 5:8] > 
n 
31:n Reserved 
32 Set 1 to Clear Ovf_FIXED_CTRO bit. If CPUID.OAH: EDX[4:0] > 0 
33 Set 1 to Clear Ovf_FIXED_CTR1 bit. If CPUID.OAH: EDX[4:0] > 1 
34 Set 1 to Clear Ovf_FIXED_CTRZ2 bit. If CPUID.OAH: EDX[4:0] > 2 
54:35 Reserved 
55 Set 1 to Clear Trace_ToPA_PMI bit. If (CPUID.(EAX=07H, 
ECX=0):EBX[25] = 1) && 
IA32_RTIT_CTL.ToPA = 1 
60:56 Reserved 
61 Set 1 to Clear Ovf_Uncore bit. 06_2EH 
62 Set 1 to Clear OvfBuf bit. If CPUID.OAH: EAX[7:0] > 0 
63 Set 1 to clear CondChgd bit. If CPUID.OAH: EAX[7:0] > 0 
390H | 912 IA32_PERF_GLOBAL_STATUS_RESET | Global Performance Counter Overflow If CPUID.OAH: EAX[7:0] > 3 
Reset Control (R/W) 
0 Set 1 to Clear Ovf_PMCO bit. If CPUID.OAH: EAX[1 5:8] > 
0 
1 Set 1 to Clear Ovf_PMC1 bit. If CPUID.OAH: EAX[1 5:8] > 
1 
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Set 1 to Clear Ovf_PMC2 bit. 


If CPUID.OAH: EAX[1 5:8] > 
2 


Set 1 to Clear Ovf_PMCn bit. 


If CPUID.OAH: EAX[1 5:8] > 
n 


Reserved 


Set 1 to Clear Ovf_FIXED_CTRO bit. 


If CPUID.OAH: EDX[4:0] > 0 


Set 1 to Clear Ovf_FIXED_CTR1 bit. 


If CPUID.OAH: EDX[4:0] > 1 


Set 1 to Clear Ovf_FIXED_CTR2 bit. 


If CPUID.OAH: EDX[4:0] > 2 


47:35 


Reserved 


RESET_OVF_PERF_METRICS: If this bit is 
set, it will clear the status bit in the 
IA32_PERF_GLOBAL_STATUS register for 
the PERF_METRICS counters. 


54:49 


Reserved 


55 


Set 1 to Clear Trace_ToPA_PMI bit. 


If (CPUID.(EAX=07H, 
ECX=0):EBX[25] = 1) && 
1A32_RTIT_CTL.ToPA[S] = 
1 


57:56 


Reserved 


58 
59 


Set 1 to Clear LBR_Frz bit. 
Set 1 to Clear CTR_Frz bit. 


If CPUID.OAH: EAX[7:0] > 3 
If CPUID.OAH: EAX[7:0] > 3 


58 


Set 1 to Clear ASCI bit. 


If CPUID.OAH: EAX[7:0] > 3 


61 
62 


Set 1 to Clear Ovf_Uncore bit. 
Set 1 to Clear OvfBuf bit. 


06_2EH 
If CPUID.OAH: EAX[7:0] > 0 


63 


Set 1 to clear CondChgd bit. 


If CPUID.OAH: EAX[7:0] > 0 


391H | 913 IA32_PERF_GLOBAL_STATUS_SET 


Global Performance Counter Overflow Set 
Control (R/W) 


If CPUID.OAH: EAX[7:0] > 3 


Set 1 to cause Ovf_PMCO = 1. 


If CPUID.OAH: EAX[7:0] > 3 


Set 1 to cause Ovf_PMC1 = 1. 


Set 1 to cause Ovf_PMC2 = 1. 


If CPUID.OAH: EAX[1 5:8] > 
1 


If CPUID.OAH: EAX[1 5:8] > 
2 


Set 1 to cause Ovf_PMCn = 1. 


Reserved 


If CPUID.OAH: EAX[1 5:8] > 
n 


Set 1 to cause Ovf_FIXED_CTRO = 1. 


If CPUID.OAH: EAX[7:0] > 3 


Set 1 to cause Ovf_FIXED_CTR1 = 1. 


If CPUID.OAH: EAX[7:0] > 3 


Set 1 to cause Ovf_FIXED_CTR2 = 1. 


If CPUID.OAH: EAX[7:0] > 3 


47:35 


Reserved 
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48 SET_OVF_PERF_METRICS: If this bit is set, 
it will set the status bit in the 
IA32_PERF_GLOBAL_STATUS register for 
the PERF_METRICS counters. 
54:49 Reserved 
55 Set 1 to cause Trace_ToPA_PMI = 1. If CPUID.OAH: EAX[7:0] > 3 
57:56 Reserved 
58 Set 1 to cause LBR_Frz = 1. If CPUID.OAH: EAX[7:0] > 3 
59 Set 1 to cause CTR_Frz = 1. If CPUID.OAH: EAX[7:0] > 3 
58 Set 1 to cause ASCI = 1. If CPUID.OAH: EAX[7:0] > 3 
61 Set 1 to cause Ovf_Uncore = 1. If CPUID.OAH: EAX[7:0] > 3 
62 Set 1 to cause OvfBuf = 1. If CPUID.OAH: EAX[7:0] > 3 
63 Reserved 
392H | 914 IA32_PERF_GLOBAL_INUSE Indicator that core perfmon interface is in | If CPUID.OAH: EAX[7:0] > 3 
use. (RO) 
0 IA32_PERFEVTSELO in use. 
1 IA32_PERFEVTSEL1 in use. If CPUID.OAH: EAX[15:8] > 
1 
2 IA32_PERFEVTSEL2Z in use. If CPUID.OAH: EAX[15:8] > 
2 
n IA32_PERFEVTSELn in use. If CPUID.OAH: EAX[1 5:8] > 
n 
31:n+1 Reserved 
32 1A32_FIXED_CTRO in use. 
33 1A32_FIXED_CTR1 in use. 
34 1A32_FIXED_CTR2 in use. 
62:35 Reserved or model specific. 
63 PMI in use. 
3F1H | 1009 1A32_PEBS_ENABLE PEBS Control (R/W) 
0 Enable PEBS on IA32_PMCO. O06_OFH 
3:1 Reserved or model specific. 
31:4 Reserved 
35:32 Reserved or model specific. 
63:36 Reserved 
400H | 1024 1A32_MCO_CTL MCO_CTL If IA32_MCG_CAP.CNT >0 
401H | 1025 1A32_MCO_STATUS MCO_STATUS If IA32_MCG_CAP.CNT >0 
402H | 1026 1A32_MCO_ADDR? MCO_ADDR If IA32_MCG_CAP.CNT >0 
403H_ | 1027 1A32_MCO_MISC MCO_MISC If IA32_MCG_CAP.CNT >0 
404H_ | 1028 1A32_MC1_CTL MC1_CTL If IA32_MCG_CAP.CNT >1 
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405H | 1029 1A32_MC1_STATUS MC1_STATUS If |A32_MCG_CAP.CNT >1 
406H | 1030 1A32_MC1_ADDR@ MC1_ADDR If IA32_MCG_CAP.CNT >1 
407H | 1031 1A32_MC1_MISC MC1_MISC If [A32_MCG_CAP.CNT >1 
408H_ | 1032 IA32_MC2_CTL MC2_CTL If |A32_MCG_CAP.CNT >2 
409H_ | 1033 1A32_MC2_STATUS MC2_STATUS If [A32_MCG_CAP.CNT >2 
40AH_ | 1034 I[A32_MC2_ADDR? MC2_ADDR If IA32_MCG_CAP.CNT >2 
40BH_ | 1035 1A32_MC2_MISC MC2_MISC If [A32_MCG_CAP.CNT >2 
40CH_ | 1036 IA32_MC3_CTL MC3_CTL If [A32_MCG_CAP.CNT >3 
40DH_ | 1037 IA32_MC3_STATUS MC3_STATUS If [A32_MCG_CAP.CNT >3 
40EH | 1038 I[A32_MC3_ADDR? MC3_ADDR If IA32_MCG_CAP.CNT >3 
40FH_ | 1039 1A32_MC3_MISC MC3_MISC If |A32_MCG_CAP.CNT >3 
410H | 1040 IA32_MC4_CTL MC4_CTL If |A32_MCG_CAP.CNT >4 
411H | 1041 1A32_MC4_STATUS MC4_STATUS If |A32_MCG_CAP.CNT >4 
412H | 1042 IA32_MC4_ADDR? MC4_ADDR If IA32_MCG_CAP.CNT >4 
413H | 1043 1A32_MC4_MISC MC4_MISC If |A32_MCG_CAP.CNT >4 
414H | 1044 IA32_MC5_CTL MC5_CTL If |A32_MCG_CAP.CNT >5 
415H | 1045 IA32_MC5_STATUS MC5_STATUS If |A32_MCG_CAP.CNT >5 
416H | 1046 IA32_MC5_ADDR MC5_ADDR If IA32_MCG_CAP.CNT >5 
417H_ | 1047 1A32_MC5_MISC MC5_MISC If [A32_MCG_CAP.CNT >5 
418H | 1048 IA32_MC6_CTL MC6_CTL If [A32_MCG_CAP.CNT >6 
419H | 1049 1A32_MC6_STATUS MC6_STATUS If [A32_MCG_CAP.CNT >6 
41AH_ | 1050 |[A32_MC6_ADDR? MC6_ADDR If IA32_MCG_CAP.CNT >6 
41BH | 1051 1A32_MC6_MISC MC6_MISC If |A32_MCG_CAP.CNT >6 
41CH_ | 1052 IA32_MC7_CTL MC7_CTL If [A32_MCG_CAP.CNT >7 
41DH | 1053 IA32_MC7_STATUS MC7_STATUS If |A32_MCG_CAP.CNT >7 
41EH | 1054 1A32_MC7_ADDR? MC7_ADDR If IA32_MCG_CAP.CNT >7 
41FH | 1055 1A32_MC7_MISC MC7_MISC If [A32_MCG_CAP.CNT >7 
420H | 1056 IA32_MC8_CTL MC8_CTL If |A32_MCG_CAP.CNT >8 
421H | 1057 1A32_MC8_STATUS MC8_STATUS If [A32_MCG_CAP.CNT >8 
422H | 1058 IA32_MC8_ADDRZ MC8_ADDR If IA32_MCG_CAP.CNT >8 
423H | 1059 1A32_MC8_MISC MC8_MISC If |A32_MCG_CAP.CNT >8 
424H_ | 1060 IA32_MC9_CTL MC9_CTL If [A32_MCG_CAP.CNT >9 
425H | 1061 IA32_MC9_STATUS MC9_STATUS If |A32_MCG_CAP.CNT >9 
426H | 1062 IA32_MC9_ADDR? MC9_ADDR If IA32_MCG_CAP.CNT >9 
427H | 1063 1A32_MC9_MISC MC9_MISC If [A32_MCG_CAP.CNT >9 
428H | 1064 IA32_MC10_CTL MC10_CTL If [A32_MCG_CAP.CNT >10 
429H | 1065 1A32_MC10_STATUS MC10_STATUS If [A32_MCG_CAP.CNT >10 
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42AH_ | 1066 [A32_MC10_ADDR? MC10_ADDR If IA32_MCG_CAP.CNT >10 
42BH_ | 1067 1A32_MC10_MISC MC10_MISC If IA32_MCG_CAP.CNT >10 
42CH_ | 1068 1A32_MC11_CTL MC11_CTL If IA32_MCG_CAP.CNT >11 
42DH_ | 1069 IA32_MC11_STATUS MC11_STATUS If IA32_MCG_CAP.CNT >11 
42EH | 1070 1A32_MC11_ADDR? MC11_ADDR If IA32_MCG_CAP.CNT >11 
42FH | 1071 1A32_MC11_MISC MC11_MISC If IA32_MCG_CAP.CNT >11 
430H | 1072 IA32_MC12_CTL Mc12_CTL If IA32_MCG_CAP.CNT >12 
431H | 1073 1A32_MC12_STATUS MC12_STATUS If IA32_MCG_CAP.CNT >12 
432H | 1074 1A32_MC12_ADDR? MC12_ADDR If IA32_MCG_CAP.CNT >12 
433H | 1075 1A32_MC12_MISC MC12_MISC If IA32_MCG_CAP.CNT >12 
434H | 1076 1A32_MC13_CTL MC13_CTL If IA32_MCG_CAP.CNT >13 
435H | 1077 1A32_MC13_STATUS MC13_STATUS If IA32_MCG_CAP.CNT >13 
436H | 1078 1A32_MC13_ADDR? MC13_ADDR If IA32_MCG_CAP.CNT >13 
437H | 1079 1A32_MC13_MISC MC13_MISC If IA32_MCG_CAP.CNT >13 
438H | 1080 1A32_MC14_CTL MC14_CTL If IA32_MCG_CAP.CNT >14 
439H | 1081 1A32_MC14_STATUS MC14_STATUS If IA32_MCG_CAP.CNT >14 
43AH_ | 1082 IA32_MC14_ADDR? MC14_ADDR If IA32_MCG_CAP.CNT >14 
43BH | 1083 1A32_MC14_MISC MC14_MISC If IA32_MCG_CAP.CNT >14 
43CH_ | 1084 IA32_MC15_CTL MC15_CTL If IA32_MCG_CAP.CNT >15 
43DH | 1085 IA32_MC15_STATUS MC15_STATUS If IA32_MCG_CAP.CNT >15 
43EH | 1086 1A32_MC15_ADDR? MC15_ADDR If IA32_MCG_CAP.CNT >15 
43FH | 1087 1A32_MC15_MISC MC15_MISC If IA32_MCG_CAP.CNT >15 
440H | 1088 1A32_MC16_CTL MC16_CTL If IA32_MCG_CAP.CNT >16 
441H | 1089 1A32_MC16_STATUS MC16_STATUS If IA32_MCG_CAP.CNT >16 
442H | 1090 1A32_MC16_ADDR? MC16_ADDR If IA32_MCG_CAP.CNT >16 
443H | 1091 1A32_MC16_MISC MC16_MISC If IA32_MCG_CAP.CNT >16 
444H_ | 1092 1A32_MC17_CTL MC17_CTL If IA32_MCG_CAP.CNT >17 
445H_ | 1093 1A32_MC17_STATUS MC17_STATUS If IA32_MCG_CAP.CNT >17 
446H | 1094 1A32_MC17_ADDR? MC17_ADDR If IA32_MCG_CAP.CNT >17 
447H | 1095 1A32_MC17_MISC MC17_MISC If IA32_MCG_CAP.CNT >17 
448H | 1096 1A32_MC18_CTL MC18_CTL If IA32_MCG_CAP.CNT >18 
449H | 1097 1A32_MC18_STATUS MC18_STATUS If IA32_MCG_CAP.CNT >18 
44AH_ | 1098 [A32_MC18_ADDR MC18_ADDR If IA32_MCG_CAP.CNT >18 
44BH | 1099 1A32_MC18_MISC MC18_MISC If IA32_MCG_CAP.CNT >18 
44CH | 1100 IA32_MC19_CTL MC19_CTL If IA32_MCG_CAP.CNT >19 
44DH | 1101 IA32_MC19_STATUS MC19_STATUS If IA32_MCG_CAP.CNT >19 
44EH | 1102 IA32_MC19_ADDR? MC19_ADDR If IA32_MCG_CAP.CNT >19 
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44FH | 1103 IA32_MC19_MISC MC19_MISC If IA32_MCG_CAP.CNT >19 
450H | 1104 1A32_MC20_CTL MC20_CTL If [A32_MCG_CAP.CNT >20 
451H | 1105 1A32_MC20_STATUS MC20_STATUS If |A32_MCG_CAP.CNT >20 
452H | 1106 1A32_MC20_ADDR? MC20_ADDR If IA32_MCG_CAP.CNT >20 
453H | 1107 1A32_MC20_MISC MC20_MISC If [A32_MCG_CAP.CNT >20 
454H | 1108 IA32_MC21_CTL MC21_CTL If IA32_MCG_CAP.CNT >21 
455H | 1109 1A32_MC21_STATUS MC21_STATUS If [A32_MCG_CAP.CNT >21 
456H | 1110 1A32_MC21_ADDR? MC21_ADDR If IA32_MCG_CAP.CNT >21 
457H | 1111 IA32_MC21_MISC MC21_MISC If |A32_MCG_CAP.CNT >21 
458H | 1112 IA32_MC22_CTL MC22_CTL If IA32_MCG_CAP.CNT >22 
459H | 1113 1A32_MC22_STATUS MC22_STATUS If |A32_MCG_CAP.CNT >22 
45AH | 1114 IA32_MC22_ADDR? MC22_ADDR If IA32_MCG_CAP.CNT >22 
45BH | 1115 IA32_MC22_MISC MC22_MISC If IA32_MCG_CAP.CNT >22 
45CH | 1116 IA32_MC23_CTL MC23_CTL If |A32_MCG_CAP.CNT >23 
45DH | 1117 1A32_MC23_STATUS MC23_STATUS If IA32_MCG_CAP.CNT >23 
45€H | 1118 1A32_MC23_ADDR? MC23_ADDR If IA32_MCG_CAP.CNT >23 
45FH | 1119 IA32_MC23_MISC MC23_MISC If IA32_MCG_CAP.CNT >23 
460H | 1120 IA32_MC24_CTL MC24_CTL If [A32_MCG_CAP.CNT >24 
461H | 1121 1A32_MC24_STATUS MC24_STATUS If [A32_MCG_CAP.CNT >24 
462H | 1122 IA32_MC24_ADDR? MC24_ADDR If IA32_MCG_CAP.CNT >24 
463H | 1123 IA32_MC24_ MISC MC24_MISC If |A32_MCG_CAP.CNT >24 
464H | 1124 IA32_MC25_CTL MC25_CTL If IA32_MCG_CAP.CNT >25 
465H | 1125 1A32_MC25_STATUS MC25_STATUS If |A32_MCG_CAP.CNT >25 
466H | 1126 IA32_MC25_ADDR MC25_ADDR If IA32_MCG_CAP.CNT >25 
467H | 1127 IA32_MC25_MISC MC25_MISC If [A32_MCG_CAP.CNT >25 
468H | 1128 IA32_MC26_CTL MC26_CTL If IA32_MCG_CAP.CNT >26 
469H | 1129 1A32_MC26_STATUS MC26_STATUS If |A32_MCG_CAP.CNT >26 
46AH | 1130 IA32_MC26_ADDR? MC26_ADDR If IA32_MCG_CAP.CNT >26 
46BH | 1131 IA32_MC26_MISC MC26_MISC If IA32_MCG_CAP.CNT >26 
46CH_ | 1132 IA32_MC27_CTL MC27_CTL If |A32_MCG_CAP.CNT >27 
46DH_ | 1133 1A32_MC27_STATUS MC27_STATUS If IA32_MCG_CAP.CNT >27 
466H | 1134 1A32_MC27_ADDR? MC27_ADDR If IA32_MCG_CAP.CNT >27 
46FH | 1135 IA32_MC27_MISC MC27_MISC If IA32_MCG_CAP.CNT >27 
470H | 1136 IA32_MC28_CTL MC28_CTL If [A32_MCG_CAP.CNT >28 
471H_ | 1137 1A32_MC28_STATUS MC28_STATUS If |A32_MCG_CAP.CNT >28 
472H | 1138 IA32_MC28_ADDR2 MC28_ADDR If IA32_MCG_CAP.CNT >28 
473H | 1139 IA32_MC28_MISC MC28_MISC If |A32_MCG_CAP.CNT >28 
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480H | 1152 


IA32_VMX_BASIC 


Reporting Register of Basic VMX 
Capabilities (R/O) 


See Appendix A.1, “Basic VMX Information.” 


If CPUID.O1H:ECX.[5] = 1 


481H | 1153 


IA32_VMX_PINBASED_CTLS 


Capability Reporting Register of Pin-Based 
VM-Execution Controls (R/O) 


See Appendix A.3.1, “Pin-Based VM- 
Execution Controls.” 


If CPUID.O1H:ECX.[5] = 1 


482H | 1154 


IA32_VMX_PROCBASED_CTLS 


Capability Reporting Register of Primary 
Processor-Based VM-Execution Controls 
(R/O) 


See Appendix A.3.2, “Primary Processor- 
Based VM-Execution Controls.” 


If CPUID.O1H:ECX.[5] = 1 


483H | 1155 


IA32_VMX_EXIT_CTLS 


Capability Reporting Register of VM-Exit 
Controls (R/O) 
See Appendix A.4, “VM-Exit Controls.” 


If CPUID.O1H:ECX.[5] = 1 


484H | 1156 


485H | 1157 


IA32_VMX_ENTRY_CTLS 


IA32_VMX_MISC 


Capability Reporting Register of VM-Entry 
Controls (R/O) 
See Appendix A.5, “VM-Entry Controls.” 


Reporting Register of Miscellaneous VMX 
Capabilities (R/O) 


See Appendix A.6, “Miscellaneous Data.” 


If CPUID.O1H:ECX.[5] = 1 


If CPUID.O1H:ECX.[5] = 1 


486H | 1158 


IA32_VMX_CRO_FIXEDO 


Capability Reporting Register of CRO Bits 
Fixed to O (R/O) 


See Appendix A.7, “VMX-Fixed Bits in CRO.” 


If CPUID.O1H:ECX.[5] = 1 


487H | 1159 


IA32_VMX_CRO_FIXED1 


Capability Reporting Register of CRO Bits 
Fixed to 1 (R/O) 


See Appendix A.7, “VMX-Fixed Bits in CRO.” 


If CPUID.O1H:ECX.[5] = 1 


488H | 1160 


IA32_VMX_CR4_FIXEDO 


Capability Reporting Register of CR4 Bits 
Fixed to O (R/O) 


See Appendix A.8, “VMX-Fixed Bits in CR4.” 


If CPUID.O1H:ECX.[5] = 1 


489H | 1161 


IA32_VMX_CR4_FIXED1 


Capability Reporting Register of CR4 Bits 
Fixed to 1 (R/O) 


See Appendix A.8, “VMX-Fixed Bits in CR4.” 


If CPUID.O1H:ECX.[5] = 1 


48AH | 1162 


48BH_ | 1163 


IA32_VWMX_VMCS_ENUM 


IA32_VMX_PROCBASED_CTLS2 


Capability Reporting Register of VMCS Field 
Enumeration (R/O) 


See Appendix A.9, “VMCS Enumeration.” 
Capability Reporting Register of Secondary 


Processor-Based VM-Execution Controls 
(R/O) 


See Appendix A.3.3, “Secondary Processor- 
Based VM-Execution Controls.” 


If CPUID.O1H:ECX.[5] = 1 


If (CPUID.O1H:ECX.[5] && 


IA32_VMX_PROCBASED_C 


TLS[63]) 
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48CH | 1164 IA32_VMX_EPT_VPID_CAP Capability Reporting Register of EPT and If (CPUID.O1H:ECX.[5] && 
VPID (R/O) IA32_VMX_PROCBASED_C 
See Appendix A.10, “VPID and EPT TLS[63] && ( 
Capabilities.” IA32_VMX_PROCBASED_C 
TLS2[33] || 
IA32_VMX_PROCBASED_C 
TLS2[37]) ) 
48DH | 1165 IA32_VMX_TRUE_PINBASED_CTLS Capability Reporting Register of Pin-Based | If (CPUID.O1H:ECX.[5] = 1 
VM-Execution Flex Controls (R/O) && IA32_VMX_BASIC[55] ) 
See Appendix A.3.1, “Pin-Based VM- 
Execution Controls.” 
48EH | 1166 IA32_VMX_TRUE_PROCBASED_CTLS | Capability Reporting Register of Primary If( CPUID.O1H:ECX.[5] = 1 
Processor-Based VM-Execution Flex && IA32_VMX_BASIC[55] ) 
Controls (R/O) 
See Appendix A.3.2, “Primary Processor- 
Based VM-Execution Controls.” 
48FH | 1167 IA32_VMX_TRUE_EXIT_CTLS Capability Reporting Register of VM-Exit If( CPUID.O1H:ECX.[5] = 1 
Flex Controls (R/O) && IA32_VMX_BASIC[55] ) 
See Appendix A.4, “VM-Exit Controls.” 
490H | 1168 IA32_VMX_TRUE_ENTRY_CTLS Capability Reporting Register of VM-Entry | If( CPUID.O1H:ECX.[5] = 1 
Flex Controls (R/O) && IA32_VMX_BASIC[55] ) 
See Appendix A.5, “VM-Entry Controls.” 
491H | 1169 1A32_VMX_VMFUNC Capability Reporting Register of VM- If( CPUID.O1H:ECX.[5] = 1 
Function Controls (R/O) && IA32_VMX_BASIC[55] ) 
4C1H | 1217 IA32_A_PMCO Full Width Writable [A32_PMCO Alias (R/W) | (If CPUID.OAH: EAX[15:8] > 
0) && 
IA32_PERF_CAPABILITIES[ 
13]=1 
4C2H | 1218 IA32_A_PMC1 Full Width Writable [A32_PMC1 Alias (R/W) | (If CPUID.OAH: EAX[15:8] > 
1) && 
IA32_PERF_CAPABILITIES[ 
13]=1 
4C3H | 1219 IA32_A_PMC2 Full Width Writable [A32_PMC2 Alias (R/W) | (If CPUID.OAH: EAX[15:8] > 
2) && 
IA32_PERF_CAPABILITIES[ 
13]=1 
4C4H | 1220 IA32_A_PMC3 Full Width Writable [A32_PMC3 Alias (R/W) | (If CPUID.OAH: EAX[15:8] > 
3) && 
IA32_PERF_CAPABILITIES[ 
13]=1 
4C5H | 1221 IA32_A_PMC4 Full Width Writable [A32_PMC4 Alias (R/W) | (If CPUID.OAH: EAX[15:8] > 
4) && 
IA32_PERF_CAPABILITIES[ 
13]=1 
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4C6H | 1222 IA32_A_PMC5 Full Width Writable IA32_PMC5 Alias (R/W) | (If CPUID.OAH: EAX[15:8] > 
5) && 
IA32_PERF_CAPABILITIES[ 
13] =1 
4C7H | 1223 IA32_A_PMC6 Full Width Writable [A32_PMC6 Alias (R/W) | (If CPUID.OAH: EAX[15:8] > 
6) && 
IA32_PERF_CAPABILITIES[ 
13]=1 
4C8H | 1224 IA32_A_PMC7 Full Width Writable [A32_PMC7 Alias (R/W) | (If CPUID.OAH: EAX[15:8] > 
7) && 
IA32_PERF_CAPABILITIES[ 
13] =1 
4D0H | 1232 IA32_MCG_EXT_CTL Allows software to signal some MCEs to If IA32_MCG_CAP.LMCE_P 
only a single logical processor in the =1 
system. (R/W) 
See Section 15.3.1.4, “IA32_MCG_EXT_CTL 
MSR”. 
0 LMCE_EN 
63:1 Reserved 
500H | 1280 IA32_SGX_SVN_STATUS Status and SVN Threshold of SGX Support | If CPUID.(EAX=07H, 
for ACM (RO). ECX=0H): EBX[2] = 1 
0 Lock See Section 37.11.3, 
“Interactions with 
Authenticated Code 
Modules (ACMs)”. 
15:1 Reserved 
23:16 SGX_SVN_SINIT See Section 37.11.3, 
“Interactions with 
Authenticated Code 
Modules (ACMs)". 
63:24 Reserved 
560H | 1376 IA32_RTIT_OUTPUT_BASE Trace Output Base Register (R/W) If ((CPUID.(EAX=07H, 
ECX=0):EBX[25] = 1) && ( 
(CPUID.(EAX=1 4H,ECX=0):E 
CX[0] = 1) || 
(CPUID.(EAX=1 4H,ECX=0):E 
Cx[2] = 1) )) 
6:0 Reserved 
MAXPHYADDR?-1:7 Base physical address. 
63:MAXPHYADDR Reserved 
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561H | 1377 IA32_RTIT_OUTPUT_MASK_PTRS Trace Output Mask Pointers Register (R/W) | If ((CPUID.(EAX=07H, 
ECX=0):EBX[25] = 1) && ( 
(CPUID.(EAX=14H,ECX=0):E 
CX[O] = 1) || 
(CPUID.(EAX=14H,ECX=0):E 
CX[2] = 1))) 
6:0 Reserved 
31:7 MaskOrTableOffset 
63:32 Output Offset 
570H_ | 1392 IA32_RTIT_CTL Trace Control Register (R/W) If (CPUID.(EAX=07H, 
ECX=0):EBX[25] = 1) 
0 TraceEn 
1 CYCEn If (CPUID.(EAX=07H, 
ECX=0):EBX[1] = 1) 
2 OS 
3 User 
4 Pwr€vtEn If (CPUID.(EAX=07H, 
ECX=1):EBX[5] = 1) 
5 FUPonPTW If (CPUID.(EAX=07H, 
ECX=1):EBX[4] = 1) 
6 FabricEn If (CPUID.(EAX=07H, 
ECX=0):ECX[3] = 1) 
CR3 filter 
ToPA 
MTCEn If (CPUID.(EAX=07H, 
ECX=0):EBX[3] = 1) 
10 TSCEn 
11 DisRETC 
12 PTWEn If (CPUID.(EAX=07H, 
ECX=1):EBX[4] = 1) 
13 BranchEn 
17:14 MTCFreq If (CPUID.(EAX=07H, 
ECX=0):EBX[3] = 1) 
18 Reserved, must be zero. 
22:19 CYCThresh If (CPUID.(EAX=07H, 
ECX=0):EBX[1] = 1) 
23 Reserved, must be zero. 
27:24 PSBFreq If (CPUID.(EAX=07H, 
ECX=0):EBX[1] = 1) 
31:28 Reserved, must be zero. 
35:32 ADDRO_CFG If (CPUID.(EAX=07H, 


ECX=1):EAX[2:0] > 0) 
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39:36 ADDR1_CFG If (CPUID.(EAX=07H, 
ECX=1):EAX[2:0] > 1) 
43:40 ADDR2_CFG If (CPUID.(EAX=07H, 
ECX=1):EAX[2:0] > 2) 
47:44 ADDR3_CFG If (CPUID.(EAX=07H, 
ECX=1):EAX[2:0] > 3) 
55:48 Reserved, must be zero. 
56 InjectPsbPmiOnEnable If (CPUID.(EAX=07H, 
ECX=1):EBX[6] = 1) 
63:57 Reserved, must be zero. 
571H_ | 1393 IA32_RTIT_STATUS Tracing Status Register (R/W) If (CPUID.(EAX=07H, 
ECX=0):EBX[25] = 1) 
0 FilterEn (writes ignored) If (CPUID.(EAX=07H, 
ECX=0):EBX[2] = 1) 
1 ContexEn (writes ignored) 
2 TriggerEn (writes ignored) 
3 Reserved 
4 Error 
5 Stopped 
6 PendPSB If (CPUID.(EAX=07H, 
ECX=0):EBX[6] = 1) 
7 PendToPAPMI If (CPUID.(EAX=07H, 
ECX=0):EBX[6] = 1) 
31:8 Reserved, must be zero. 
48:32 PacketByteCnt If (CPUID.(EAX=07H, 
ECX=0):EBX[1] > 3) 
63:49 Reserved 
572H_ | 1394 IA32_RTIT_CR3_MATCH Trace Filter CR3 Match Register (R/W) If (CPUID.(EAX=07H, 
ECX=0):EBX[25] = 1) 
4:0 Reserved 
63:5 CR3[63:5] value to match. 
580H_ | 1408 IA32_RTIT_ADDRO_A Region O Start Address (R/W) If (CPUID.(EAX=07H, 
ECX=1):EAX[2:0] > 0) 
47:0 Virtual Address 
63:48 SignExt_VA 
581H_ | 1409 IA32_RTIT_ADDRO_B Region O End Address (R/W) If (CPUID.(EAX=07H, 
ECX=1):EAX[2:0] > 0) 
47:0 Virtual Address 
63:48 SignExt_VA 
582H | 1410 IA32_RTIT_ADDR1_A Region 1 Start Address (R/W) If (CPUID.(EAX=07H, 
ECX=1):EAX[2:0] > 1) 
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47:0 Virtual Address 
63:48 SignExt_VA 
583H | 1411 IA32_RTIT_ADDR1_B Region 1 End Address (R/W) If (CPUID.(EAX=07H, 
ECX=1):EAX[2:0] > 1) 
47:0 Virtual Address 
63:48 SignExt_VA 
584H_ | 1412 IA32_RTIT_ADDR2_A Region 2 Start Address (R/W) If (CPUID.(EAX=07H, 
ECX=1):EAX[2:0] > 2) 
47:0 Virtual Address 
63:48 SignExt_VA 
585H_ | 1413 IA32_RTIT_ADDR2_B Region 2 End Address (R/W) If (CPUID.(EAX=07H, 
ECX=1):EAX[2:0] > 2) 
47:0 Virtual Address 
63:48 SignExt_VA 
586H_ | 1414 IA32_RTIT_ADDR3_A Region 3 Start Address (R/W) If (CPUID.(EAX=07H, 
ECX=1):EAX[2:0] > 3) 
47:0 Virtual Address 
63:48 SignExt_VA 
587H | 1415 IA32_RTIT_ADDR3_B Region 3 End Address (R/W) If (CPUID.(EAX=07H, 
ECX=1):EAX[2:0] > 3) 
47:0 Virtual Address 
63:48 SignExt_VA 
600H_ | 1536 IA32_DS_AREA DS Save Area (R/W) If( CPUID.O1H:EDX.DS[2 1] = 
Points to the linear address of the first byte 1 
of the DS buffer management area, which 
is used to manage the BTS and PEBS 
buffers. 
See Section 18.6.3.4, “Debug Store (DS) 
Mechanism." 
63:0 The linear address of the first byte of the 
DS buffer management area, if IA-32e 
mode is active. 
31:0 The linear address of the first byte of the 
DS buffer management area, if not in IA- 
32e mode. 
63:32 Reserved if not in IA-32e mode. 
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6A0H | 1696 


IA32_U_CET 


Configure User Mode CET (R/W) 


Bits 1:0 are defined if 
CPUID.(EAX=07H, 
ECX=0H):ECX.CET_SS[07] 
=1. 

Bits 5:2 and bits 63:10 are 
defined if 
CPUID.(EAX=07H, 
ECX=0H):EDX.CET_IBT[20] 
=1. 


SH_STK_EN: When set to 1, enable shadow 
stacks at CPL3. 


WR_SHSTK_EN: When set to 1, enables the 
WRSSD/WRSSO instructions. 


ENDBR_EN: When set to 1, enables indirect 
branch tracking. 


LEG_IW_EN: Enable legacy compatibility 
treatment for indirect branch tracking. 


NO_TRACK_EN: When set to 1, enables use 
of no-track prefix for indirect branch 
tracking. 


SUPPRESS_DIS: When set to 1, disables 
suppression of CET indirect branch tracking 
on legacy compatibility. 


9:6 


Reserved; must be zero. 


10 


SUPPRESS: When set to 1, indirect branch 
tracking is suppressed. This bit can be 
written to 1 only if TRACKER is written as 
IDLE. 


TRACKER: Value of the indirect branch 
tracking state machine. Values: IDLE (0), 
WAIT_FOR_ENDBRANCH(1). 


63:12 


E€B_LEG_BITMAP_BASE: Linear address bits 
63:12 of a legacy code page bitmap used 
for legacy compatibility when indirect 
branch tracking is enabled. 


If the processor does not support Intel 64 
architecture, these fields have only 32 bits; 
bits 63:32 of the MSRs are reserved. On 
processors that support Intel 64 
architecture this value cannot represent a 
non-canonical address. In protected mode, 
only 31:0 are loaded. The linear address 
written must be aligned to 8 bytes and bits 
2:0 must be O (hardware requires bits 1:0 
to be 0). 


6A2H | 1698 


IA32_S_CET 


Configure Supervisor Mode CET (R/W) 


See IA32_U_CET (6A0H) 
for reference; similar 
format. 
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6A4H_ | 1700 


IA32_PLO_SSP 


Linear address to be loaded into SSP on 
transition to privilege level 0. (R/W) 


If the processor does not support Intel 64 
architecture, these fields have only 32 bits; 
bits 63:32 of the MSRs are reserved. On 
processors that support Intel 64 
architecture this value cannot represent a 
non-canonical address. In protected mode, 
only 31:0 are loaded. The linear address 
written must be aligned to 8 bytes and bits 
2:0 must be O (hardware requires bits 1:0 
to be 0). 


If CPUID.(EAX=07H, 
ECX=0H):ECX.CET_SS[07] 
=1 


6A5H_ | 1701 


6AGH | 1702 


IA32_PL1_SSP 


IA32_PL2_SSP 


Linear address to be loaded into SSP on 
transition to privilege level 1. (R/W) 


If the processor does not support Intel 64 
architecture, these fields have only 32 bits; 
bits 63:32 of the MSRs are reserved. On 
processors that support Intel 64 
architecture this value cannot represent a 
non-canonical address. In protected mode, 
only 31:0 are loaded. The linear address 
written must be aligned to 8 bytes and bits 
2:0 must be O (hardware requires bits 1:0 
to be 0). 


Linear address to be loaded into SSP on 
transition to privilege level 2. (R/W) 


If the processor does not support Intel 64 
architecture, these fields have only 32 bits; 
bits 63:32 of the MSRs are reserved. On 
processors that support Intel 64 
architecture this value cannot represent a 
non-canonical address. In protected mode, 
only 31:0 are loaded. The linear address 
written must be aligned to 8 bytes and bits 
2:0 must be O (hardware requires bits 1:0 
to be 0). 


If CPUID.(EAX=07H, 
ECX=0H):ECX.CET_SS[07] 
=1 


If CPUID.(EAX=07H, 
ECX=0H):ECX.CET_SS[07] 
=1 


6A7H_ | 1703 


IA32_PL3_SSP 


Linear address to be loaded into SSP on 
transition to privilege level 3. (R/W) 


If the processor does not support Intel 64 
architecture, these fields have only 32 bits; 
bits 63:32 of the MSRs are reserved. On 
processors that support Intel 64 
architecture this value cannot represent a 
non-canonical address. In protected mode, 
only 31:0 are loaded. The linear address 
written must be aligned to 8 bytes and bits 
2:0 must be O (hardware requires bits 1:0 
to be 0). 


If CPUID.(EAX=07H, 
ECX=0H):ECX.CET_SS[07] 
=1 
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6A8H | 1704 


IA32_INTERRUPT_SSP_TABLE_ADDR 


Linear address of a table of seven shadow 
stack pointers that are selected in |A-32e 
mode using the IST index (when not 0) from 
the interrupt gate descriptor. (R/W) 


This MSR is not present on processors that 
do not support Intel 64 architecture. This 
field cannot represent a non-canonical 
address. 


If CPUID.(EAX=07H, 
ECX=0H):ECX.CET_SS[07] 
= 


6€0H | 1760 


IA32_TSC_DEADLINE 


TSC Target of Local APIC’s TSC Deadline 
Mode (R/W) 


If CPUID.O1H:ECX.[24] = 1 


6€1H | 1761 


IA32_PKRS 


Specifies the PK permissions associated 
with each protection domain for supervisor 
pages (R/W) 


If CPUID.(EAX=07H, 
ECX=OH):ECX.PKS [31] = 1 


For domain i (i between 0 and 15), bits 2i 
and 2i+1 contain the AD and WD 
permissions, respectively. 


63:32 


Reserved. 


770H_ | 1904 


IA32_PM_ENABLE 


Enable/disable HWP (R/W) 


If CPUID.O6H:EAX.[7] = 1 


0 


HWP_ENABLE (R/W1-Once) 
See Section 14.4.2, “Enabling HWP”. 


If CPUID.O6H:EAX.[7] = 1 


63:1 


Reserved 


771H_ | 1905 


IA32_HWP_CAPABILITIES 


HWP Performance Range Enumeration (RO) 


If CPUID.O6H:EAX.[7] = 1 


7:0 


Highest_Performance 

See Section 14.4.3, “HWP Performance 
Range and Dynamic Capabilities”. 
Guaranteed_Performance 


See Section 14.4.3, “HWP Performance 
Range and Dynamic Capabilities”. 


If CPUID.O6H:EAX.[7] = 1 


If CPUID.O6H:EAX.[7] = 1 


23:16 


Most_Efficient_Performance 


See Section 14.4.3, “HWP Performance 
Range and Dynamic Capabilities”. 


If CPUID.O6H:EAX.[7] = 1 


31:24 


Lowest_Performance 


See Section 14.4.3, “HWP Performance 
Range and Dynamic Capabilities”. 


If CPUID.O6H:EAX.[7] = 1 


63:32 


Reserved 


772H_ | 1906 


IA32_HWP_REQUEST_PKG 


Power Management Control Hints for All 
Logical Processors in a Package (R/W) 


If CPUID.O6H:EAX.[1 1] = 1 


7:0 


Minimum_Performance 
See Section 14.4.4, “Managing HWP”. 


If CPUID.O6H:EAX.[1 1] = 1 


15:8 


Maximum_Performance 
See Section 14.4.4, “Managing HWP”. 


If CPUID.O6H:EAX.[1 1] = 1 


23:16 


Desired_Performance 
See Section 14.4.4, “Managing HWP”. 


If CPUID.O6H:EAX.[1 1] = 1 
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31:24 Energy_Performance_Preference If CPUID.O6H:EAX,[1 1] = 1 
See Section 14.4.4, “Managing HWP”. && 
CPUID.OGH:EAX,[1 0] = 1 
41:32 Activity_Window If CPUID.OGH:EAX.[1 1] = 1 
See Section 14.4.4, “Managing HWP”. && 
CPUID.OGH:EAX.[9] = 1 
63:42 Reserved 
773H_ | 1907 1A32_HWP_INTERRUPT Control HWP Native Interrupts (R/W) If CPUID.O6H:EAX [8] = 1 
0 E€N_Guaranteed_Performance_Change If CPUID.O6H:EAX [8] = 1 
See Section 14.4.6, “HWP Notifications”. 
1 EN_Excursion_Minimum If CPUID.O6H:EAX [8] = 1 
See Section 14.4.6, “HWP Notifications”. 
63:2 Reserved 
774H_ | 1908 IA32_HWP_REQUEST Power Management Control Hints to a If CPUID.O6H:EAX[7] = 1 
Logical Processor (R/W) 
7:0 Minimum_Performance If CPUID.O6H:EAX[7] = 1 
See Section 14.4.4, “Managing HWP”. 
15:8 Maximum_Performance If CPUID.O6H:EAX[7] = 1 
See Section 14.4.4, “Managing HWP”. 
23:16 Desired_Performance If CPUID.O6H:EAX[7] = 1 
See Section 14.4.4, “Managing HWP”. 
31:24 Energy_Performance_Preference If CPUID.O6H:EAX[7] = 1 
See Section 14.4.4, “Managing HWP”. Fa CPUID.O6H:EAX.[10] = 
41:32 Activity_Window If CPUID.OGH:EAX.[7] = 1 
See Section 14.4.4, “Managing HWP”. && CPUID.OGH:EAX[9] = 1 
42 Package_Control If CPUID.O6H:EAX.[7] = 1 
See Section 14.4.4, “Managing HWP”. - CPUID.O6H:EAX.[1 1] = 
63:43 Reserved 
775H 1909 | IA32_PECILHWP_REQUEST_INFO IA32_PECI_LHWP_REQUEST_INFO 
7:0 Minimum Performance 
(MINIMUM_PERFORMANCE): Used by OS to 
read the latest value of PECI minimum 
performance input. Default value is 0. 
15:8 Maximum Performance 
(MAXIMUM_PERFORMANCE): Used by OS to 
read the latest value of PECI maximum 
performance input. Default value is 0. 
23:16 Reserved. 
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777H 


1911 


31:24 


Energy Performance Preference 
(ENERGY_PERFORMANCE_PREFERENCE): 
Used by OS to read the latest value of PECI 
Energy Performance Preference input. 
Default value is 0. 


59:32 


Reserved. 


60 


61 


EPP PECI Override (EPP_PECI_OVERRIDE): 


Indicates whether PECI is currently 
overriding the Energy Performance 
Preference input. If set to ‘1’, PECI is 
overriding the Energy Performance 
Preference input. If clear (0), OS has control 
over Energy Performance Preference input. 
Default value is 0. 


Reserved. 


62 


Max PECI Override (MAX_PECI_OVERRIDE): 


Indicates whether PECI is currently 
overriding the Maximum Performance 
input. If set to ‘1’, PECI is overriding the 
Maximum Performance input. If clear (0), OS 
has control over Maximum Performance 
input. Default value is 0. 


63 


IA32_HWP_STATUS 


Min PEC! Override (MIN_PECI_OVERRIDE): 


Indicates whether PECI is currently 
overriding the Minimum Performance input. 
If set to ‘1’, PECI is overriding the Minimum 
Performance input. If clear (0), OS has 
control over Minimum Performance input. 
Default value is 0. 


Log bits indicating changes to Guaranteed & 
excursions to Minimum (R/W) 


If CPUID.O6H:EAX.[7] = 1 


Guaranteed_Performance_Change (R/WCO) 
See Section 14.4.5, “HWP Feedback”. 


If CPUID.O6H:EAX.[7] = 1 


Reserved 


Excursion_To_Minimum (R/WCO) 
See Section 14.4.5, “HWP Feedback”. 


If CPUID.O6H:EAX.[7] = 1 


63:3 


Reserved 


802H 


2050 


IA32_X2APIC_APICID 


x2APIC ID Register (R/O) 
See x2APIC Specification. 


If CPUID.O1H:ECX[21] = 1 
&& 1A32_APIC_BASE.[10] = 
1 


803H 


2051 


IA32_X2APIC_VERSION 


x2APIC Version Register (R/O) 


If CPUID.O1H:ECX.[21] = 1 
&& 1A32_APIC_BASE.[10] = 
1 


808H 


2056 


IA32_X2APIC_TPR 


x2APIC Task Priority Register (R/W) 


If CPUID.O1H:ECX.[21] = 1 
&& 1A32_APIC_BASE.[10] = 
1 
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80AH | 2058 IA32_X2APIC_PPR x2APIC Processor Priority Register (R/O) If CPUID.O1H:ECX.[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
80BH | 2059 IA32_X2APIC_EOI x2APIC EOI Register (W/O) If CPUID.O1H:ECX.[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
80DH | 2061 IA32_X2APIC_LDR x2APIC Logical Destination Register (R/O) | If CPUID.O1H:ECX.[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
80FH | 2063 IA32_X2APIC_SIVR x2APIC Spurious Interrupt Vector Register | If CPUID.O1H:ECX.[21] = 1 
(R/W) &&1IA32_APIC_BASE,[10] = 
1 
810H | 2064 IA32_X2APIC_ISRO x2APIC In-Service Register Bits 31:0 (R/O) | If CPUID.O1H:ECX [21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
811H | 2065 IA32_X2APIC_ISR1 x2APIC In-Service Register Bits 63:32 (R/O) | If CPUID.O1H:ECX.[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
812H | 2066 IA32_X2APIC_ISR2 x2APIC In-Service Register Bits 95:64 (R/O) | If CPUID.O1H:ECX.[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
813H | 2067 IA32_X2APIC_ISR3 x2APIC In-Service Register Bits 127:96 If CPUID.O1H:ECX.[21] = 1 
(R/O) &&1A32_APIC_BASE,[10] = 
1 
814H | 2068 IA32_X2APIC_ISR4 x2APIC In-Service Register Bits 159:128 If CPUID.O1H:ECX[21] = 1 
(R/O) &&1A32_APIC_BASE,[10] = 
1 
815H | 2069 IA32_X2APIC_ISR5 x2APIC In-Service Register Bits 191:160 If CPUID.O1H:ECX.[21] = 1 
(R/O) &&1A32_APIC_BASE,[10] = 
1 
816H | 2070 IA32_X2APIC_ISR6 x2APIC In-Service Register Bits 223:192 If CPUID.O1H:ECX.[21] = 1 
(R/O) &&1A32_APIC_BASE,[10] = 
1 
817H | 2071 IA32_X2APIC_ISR7 x2APIC In-Service Register Bits 255:224 If CPUID.O1H:ECX.[21] = 1 
(R/O) &&1A32_APIC_BASE,[10] = 
1 
818H | 2072 IA32_X2APIC_TMRO x2APIC Trigger Mode Register Bits 31:0 If CPUID.O1H:ECX.[21] = 1 
(R/O) &&1A32_APIC_BASE,[10] = 
1 
819H | 2073 IA32_X2APIC_TMR1 x2APIC Trigger Mode Register Bits 63:32 If CPUID.O1H:ECX.[21] = 1 
(R/O) &&1A32_APIC_BASE,[10] = 
1 
81AH | 2074 IA32_X2APIC_TMR2 x2APIC Trigger Mode Register Bits 95:64 If CPUID.O1H:ECX.[21] = 1 
(R/O) &&1A32_APIC_BASE,[10] = 
1 
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81BH | 2075 IA32_X2APIC_TMR3 x2APIC Trigger Mode Register Bits 127:96 | If CPUID.O1H:ECX.[21] = 1 
(R/O) && 1IA32_APIC_BASE,[10] = 
1 
81CH | 2076 IA32_X2APIC_TMR4 x2APIC Trigger Mode Register Bits If CPUID.O1H:ECX.[21] = 1 
159:128 (R/O) &&1IA32_APIC_BASE,[10] = 
1 
81DH | 2077 IA32_X2APIC_TMR5 x2APIC Trigger Mode Register Bits If CPUID.O1H:ECX.[21] = 1 
191:160 (R/O) && 1IA32_APIC_BASE,[10] = 
1 
81EH | 2078 IA32_X2APIC_TMR6 x2APIC Trigger Mode Register Bits If (CPUID.O1H:ECX.[21] = 1 
223:192 (R/O) && 1IA32_APIC_BASE,[10] = 
1) 
81FH | 2079 IA32_X2APIC_TMR7 x2APIC Trigger Mode Register Bits If CPUID.O1H:ECX.[21] = 1 
255:224 (R/O) && 1A32_APIC_BASE,[10] = 
1 
820H | 2080 IA32_X2APIC_IRRO x2APIC Interrupt Request Register Bits If CPUID.O1H:ECX.[21] = 1 
31:0 (R/O) &&1IA32_APIC_BASE,[10] = 
1 
821H | 2081 IA32_X2APIC_IRR1 x2APIC Interrupt Request Register Bits If CPUID.O1H:ECX.[21] = 1 
63:32 (R/O) && 1IA32_APIC_BASE,[10] = 
1 
822H | 2082 IA32_X2APIC_IRR2 x2APIC Interrupt Request Register Bits If CPUID.O1H:ECX.[21] = 1 
95:64 (R/O) &&1IA32_APIC_BASE,[10] = 
1 
823H | 2083 IA32_X2APIC_IRR3 x2APIC Interrupt Request Register Bits If CPUID.O1H:ECX.[21] = 1 
127:96 (R/O) &&1IA32_APIC_BASE,[10] = 
1 
824H | 2084 IA32_X2APIC_IRR4 x2APIC Interrupt Request Register Bits If CPUID.O1H:ECX.[21] = 1 
159:128 (R/O) && IA32_APIC_BASE,[10] = 
1 
825H | 2085 IA32_X2APIC_IRRS x2APIC Interrupt Request Register Bits If CPUID.O1H:ECX.[21] = 1 
191:160 (R/O) && IA32_APIC_BASE,[10] = 
1 
826H | 2086 IA32_X2APIC_IRR6 x2APIC Interrupt Request Register Bits If CPUID.O1H:ECX.[21] = 1 
223:192 (R/O) && 1IA32_APIC_BASE,[10] = 
1 
827H | 2087 IA32_X2APIC_IRR7 x2APIC Interrupt Request Register Bits If CPUID.O1H:ECX.[21] = 1 
255:224 (R/O) && 1A32_APIC_BASE,[10] = 
1 
828H | 2088 IA32_X2APIC_ESR x2APIC Error Status Register (R/W) If CPUID.O1H:ECX.[21] = 1 
&& 1IA32_APIC_BASE,[10] = 
1 
82FH | 2095 IA32_X2APIC_LVT_CMCI x2APIC LVT Corrected Machine Check If CPUID.O1H:ECX.[21] = 1 
Interrupt Register (R/W) &&1A32_APIC_BASE[10] = 
1 
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830H | 2096 IA32_X2APIC_ICR x2APIC Interrupt Command Register (R/W) | If CPUID.O1H:ECX.[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
832H | 2098 IA32_X2APIC_LVT_TIMER x2APIC LVT Timer Interrupt Register (R/W) | If CPUID.O1H:ECX.[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
833H | 2099 IA32_X2APIC_LVT_THERMAL x2APIC LVT Thermal Sensor Interrupt If CPUID.O1H:ECX.[21] = 1 
Register (R/W) &&1A32_APIC_BASE,[10] = 
1 
834H | 2100 IA32_X2APIC_LVT_PMI x2APIC LVT Performance Monitor Interrupt | If CPUID.O1H:ECX[21] = 1 
Register (R/W) &&1A32_APIC_BASE,[10] = 
1 
835H | 2101 IA32_X2APIC_LVT_LINTO x2APIC LVT LINTO Register (R/W) If CPUID.O1H:ECX.[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
836H | 2102 IA32_X2APIC_LVT_LINT1 x2APIC LVT LINT1 Register (R/W) If CPUID.O1H:ECX[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
837H | 2103 IA32_X2APIC_LVT_ERROR x2APIC LVT Error Register (R/W) If CPUID.O1H:ECX[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
838H | 2104 IA32_X2APIC_INIT_COUNT x2APIC Initial Count Register (R/W) If CPUID.O1H:ECX.[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
839H | 2105 IA32_X2APIC_CUR_COUNT x2APIC Current Count Register (R/O) If CPUID.O1H:ECX.[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
83EH | 2110 IA32_X2APIC_DIV_CONF x2APIC Divide Configuration Register (R/W) | If CPUID.O1H:ECX.[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
83FH | 2111 IA32_X2APIC_SELF_IPI x2APIC Self IPI Register (W/O) If CPUID.O1H:ECX.[21] = 1 
&&1A32_APIC_BASE,[10] = 
1 
981H | 2433 IA32_TME_CAPABILITY Memory Encryption Capability MSR If CPUID.O7H:ECX.[13] = 1 
0 Support for AES-XTS 128-bit encryption 
algorithm. 
(NIST standard) 
30:1 Reserved. 
31 TME encryption bypass supported. 
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35:32 


MK_TME_MAX_KEYID_BITS 


Number of bits which can be allocated for 
usage as key identifiers for multi-key 
memory encryption. 

4 bits allow for a maximum value of 15, 
which could address 32K keys. 


Zero if MKTME is not supported. 


50:36 


MK_TME_MAX_KEYS 


Indicates the maximum number of keys 
which are available for usage. 


This value may not be a power of 2. 


KeylD O is specially reserved and is not 
accounted for in this field. 


63:51 


Reserved. 


982H 


2434 


IA32_TME_ACTIVATE 


Memory Encryption Activation MSR 


This MSR is used to lock the MSRs listed 
below. Any write to the following MSRs will 
be ignored after they are locked. The lock is 
reset when CPU is reset. 


= 1A32_TME_ACTIVATE 
* [A32_TME_EXCLUDE_MASK 
« [A32_TME_EXCLUDE_BASE 


Note that [A32_TME_EXCLUDE_MASK and 
IA32_TME_EXCLUDE_BASE must be 
configured before |[A32_TME_ACTIVATE. 


Lock RO - Will be set upon successful 
WRMSR (or first SMI); written value ignored. 


If CPUID.O7H:ECX.[1 3] = 1 


Hardware Encryption Enable 

This bit also enables MKTME; MKTME 
cannot be enabled without enabling 
encryption hardware. 

Key Select 

0: Create a new TME key (expected 
cold/warm boot). 


1: Restore the TME key from storage 
(Expected when resume from standby). 


Save TME Key for Standby 


Save key into storage to be used when 
resume from standby. 


Note: This may not be supported in all 
processors. 
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7:4 


TME Policy/Encryption Algorithm 


Only algorithms enumerated in 
IA32_TME_CAPABILITY are allowed. 


For example: 0000 - AES-XTS-128. 
Other values are invalid. 


30:8 


Reserved. 


31 


35:32 


TME Encryption Bypass Enable 
When encryption hardware is enabled: 


* Total Memory Encryption is enabled 
using a CPU generated ephemeral key 
based on a hardware random number 
generator when this bit is set to 0. 

* Total Memory Encryption is bypassed (no 
encryption/decryption for KeyIDO) when 
this bit is set to 1. 

Software must inspect Hardware 

Encryption Enable (bit 1) and TME 

encryption bypass Enable (bit 31) to 

determine if TME encryption is enabled. 


MK_TME_KEYID_BITS 


Reserved if MKTME is not enumerated, 
otherwise: 


The number of key identifier bits to allocate 
to MKTME usage. Similar to enumeration, 
this is an encoded value. 


Writing a value greater than 
MK_TME_MAX_KEYID_BITS will result in 
#GP. 


Writing a non-zero value to this field will 

#GP if bit 1 of EAX (Hardware Encryption 
Enable) is not also set to ‘1, as encryption 
hardware must be enabled to use MKTME. 


Example: To support 255 keys, this field 
would be set to a value of 8. 


47:36 


Reserved. 


63:48 


MK_TME_CRYPTO_ALGS 


Reserved if MKTME is not enumerated, 
otherwise: 


Bit 48: AES-XTS 128 
Bit 63:49: Reserved (#GP) 


Bitmask for BIOS to set which encryption 
algorithms are allowed for MKTME, would 
be later enforced by the key loading ISA (‘1 
= allowed). 


983H | 2435 
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11 Enable: When set to ‘1’, then 
TME_EXCLUDE_BASE and 
TME_EXCLUDE_MASK are used to define an 
exclusion region for TME/MKTME (for 
KeylD=0). 
MAXPHYSADDR-1:12 TMEEMASK: This field indicates the bits 
that must match TMEEBASE in order to 
qualify as a TME/MKTME (for KeyID=0) 
exclusion memory range access. 
63:MAXPHYSADDR Reserved; must be zero. 
984H | 2436 IA32_TME_EXCLUDE_BASE Memory Encryption Exclude Base If CPUID.O7H:ECX.[13] = 1 
11:0 Reserved. 
MAXPHYSADDR-1:12 TMEEBASE: Base physical address to be 
excluded for TME/MKTME (for KeyID=0) 
encryption. 
63:MAXPHYSADDR Reserved; must be zero. 
9S0H_ | 2448 IA32_COPY_STATUS* Status of Most Recent Platform to Local or | IF ((CPUID.19H:EBX[4] = 1) 
Local to Platform Copies (R/O) && (CPUID.(07H,0).ECX[23] 
= 1)) 
0 IWKEY_COPY_SUCCESSFUL: Status of most | IF ((CPUID.19H:EBX[4] = 1) 
recent copy to or from IWKeyBackup && (CPUID.(07H,0).ECX[23] 
= 1)) 
63:1 Reserved 
991H | 2449 1A32_IWKEYBACKUP_STATUS* Information about IWKeyBackup Register IF ((CPUID.19H:EBX[4] = 1) 


(R/O) 


&& (CPUID.(07H,0).ECX[23] 
=1)) 


Backup/Restore Valid 


Cleared when a write to IWKeyBackup is 
initiated, and then set when the latest 
write of IWKeyBackup has been written to 
storage that persists across S3/S4 sleep 
state. If S3/S4 is entered between when an 
IWKeyBackup write occurs and when this 
bit is set, then |WKeyBackup may not be 
recovered after S3/S4 exit. During S3/S4 
sleep state exit (system wake up), this bit is 
cleared. It is set again when IWKeyBackup is 
restored from persistent storage and thus 
available to be copied to IWKey using 
IA32_COPY_PLATFORM_TO_LOCAL MSR. 
Another write to IWKeyBackup (via 
IA32_COPY_LOCAL_TO_PLATFORM MSR) 
may fail if a previous write has not yet set 
this bit. 


IF ((CPUID.1 SH:EBX[4] = 1) 
&& (CPUID.(07H,0).ECX[23] 


=) 


Reserved 
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Backup Key Storage Read/Write Error 


Updated prior to backup/restore valid being 
set. Set when an error is encountered while 
backing up or restoring a key to persistent 
storage. 


IF ((CPUID.1 9H:EBX[4] = 1) 
&& (CPUID.(07H,0).ECX[23] 


=1)) 


63:4 


IWKeyBackup Consumed 


Set after the previous backup operation has 
been consumed by the platform. This does 
not indicate that the system is ready for a 
second IwWKeyBackup write as the previous 
IWKeyBackup write may still need to set 
Backup/restore valid. 


Reserved 


IF ((CPUID.1 9H:EBX[4] = 1) 
&& (CPUID.(07H,0).ECX[23] 


=1)) 


C80H | 3200 


C81H | 3201 


IA32_DEBUG_INTERFACE 


Silicon Debug Feature Control (R/W) 


If CPUID.O1H:ECX.[11] = 1 


0 


Enable (R/W) 


BIOS set 1 to enable Silicon debug features. 
Default is 0. 


If CPUID.O1H:ECX.[1 1] = 1 


29:1 


Reserved 


30 


31 


Lock (R/W): If 1, locks any further change to 
the MSR. The lock bit is set automatically on 
the first SMI assertion even if not explicitly 
set by BIOS. Default is 0. 


Debug Occurred (R/O): This “sticky bit" is set 
by hardware to indicate the status of bit 0. 
Default is 0. 


If CPUID.O1H:ECX.[1 1] = 1 


If CPUID.O1H:ECX.[1 1] = 1 


63:32 
IA32_L3_QOS_CFG 


Reserved 
L3 QOS Configuration (R/W) 


If ( CPUID(EAX=10H, 
ECX=1):ECX[2] = 1) 


Enable (R/W) 


Set 1 to enable L3 CAT masks and COS to 
operate in Code and Data Prioritization 
(CDP) mode. 


63:1 


Reserved. Attempts to write to reserved 
bits result in a #GP(O). 


C82H | 3202 


IA32_L2_QOS_CFG 


L2 QOS Configuration (R/W) 


If ( CPUID(EAX=10H, 
ECX=2):ECX [2] = 1) 


Enable (R/W) 


Set 1 to enable L2 CAT masks and COS to 
operate in Code and Data Prioritization 
(CDP) mode. 


63:1 


Reserved. Attempts to write to reserved 
bits result in a #GP(O). 


C8DH | 3213 


IA32_QM_EVTSEL 


Monitoring Event Select Register (R/W) 


If ( CPUID.(EAX=07H, 
ECX=0):EBX.[12] = 1) 
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7:0 Event ID: ID of a supported monitoring 
event to report via IA32_QM_CTR. 
31:8 Reserved 
N+31:32 Resource Monitoring ID: ID for monitoring N = Ceil (Logo ( 
hardware to report monitored data via CPUID.(EAX= OFH, 
1A32_QM_CTR. ECX=0H).EBX[31:0] +1)) 
63:N+32 Reserved 
C8EH | 3214 IA32_QM_CTR Monitoring Counter Register (R/O) If ( CPUID.(EAX=07H, 
ECX=0):EBX.[12] = 1 ) 
61:0 Resource Monitored Data 
62 Unavailable: If 1, indicates data for this 
RMID is not available or not monitored for 
this resource or RMID. 
63 Error: If 1, indicates an unsupported RMID 
or event type was written to 
IA32_PQR_QM_EVTSEL. 
C8FH | 3215 IA32_PQR_ASSOC Resource Association Register (R/W) If ((CPUID.(EAX=07H, 
ECX=0):EBX[1 2] =1) or 
(CPUID.(EAX=07H, 
ECX=0):EBX[15] =1 ) ) 
N-1:0 Resource Monitoring ID (R/W): ID for N = Ceil (Logo ( 
monitoring hardware to track internal CPUID.(EAX= OFH, 
operation, e.g., memory access. ECX=0H).EBX[31:0] +1)) 
31:N Reserved 
63:32 COS (R/W): The class of service (COS) to If ( CPUID.(EAX=07H, 
enforce (on writes); returns the current COS | ECX=0):E€BX.[15] = 1 ) 
when read. 
C9OH- | 3216- | Reserved MSR Address Space for CAT | See Section 17.19.4.1, “Enumeration and 
D8FH_ | 3471 Mask Registers Detection Support of Cache Allocation 
Technology”. 
C9OH | 3216 IA32_L3_MASK_0 L3 CAT Mask for COSO (R/W) If (CPUID.(EAX=10H, 
ECX=0H):EBX[1] != 0) 
31:0 Capacity Bit Mask (R/W) 
63:32 Reserved 
C9OH+ | 3216+n | IA32_L3_MASK_n L3 CAT Mask for COSn (R/W) n = CPUID.(EAX=10H, 
n ECX=1H):EDX[15:0] 
31:0 Capacity Bit Mask (R/W) 
63:32 Reserved 
D1OH- | 3344- | Reserved MSR Address Space for L2 See Section 17.19.4.1, “Enumeration and 
D4FH | 3407 CAT Mask Registers Detection Support of Cache Allocation 
Technology”. 
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DIOH | 3344 IA32_L2_MASK_O 


L2 CAT Mask for COSO (R/W) 


If (CPUID.(EAX=10H, 
ECX=0H):EBX[2] != 0) 


31:0 


Capacity Bit Mask (R/W) 


63:32 


Reserved 


D10H+ | 3344+n | IA32_L2_MASK_n 


L2 CAT Mask for COSn (R/W) 


n = CPUID.(EAX=10H, 
ECX=2H):€DX[15:0] 


31:0 


Capacity Bit Mask (R/W) 


63:32 
D9SOH | 3472 IA32_BNDCFGS 


Reserved 


Supervisor State of MPX Configuration 
(R/w) 


If (CPUID.(EAX=07H, 
ECX=0H):EBX[14] = 1) 


EN: Enable Intel MPX in supervisor mode. 


BNDPRESERVE: Preserve the bounds 
registers for near branch instructions in the 
absence of the BND prefix. 


11:2 


Reserved, must be zero. 


63:12 


Base Address of Bound Directory. 


D91H | 3473 I[A32_COPY_LOCAL_TO_PLATFORM* 


Copy Local State to Platform State (W) 


IF ((CPUID.1 9H:EBX[4] = 1) 
&& (CPUID.(EAX=07H, 
ECX=0H).ECX[23] = 1)) 


IWKeyBackup 
Copy IWKey to IWKeyBackup 


IF ((CPUID.19H:EBX[4] = 1) 
&& (CPUID.(EAX=07H, 
ECX=0H).ECX[23] = 1)) 


63:1 


Reserved 


D92H | 3474 |A32_COPY_PLATFORM_TO_LOCAL* 


Copy Platform State to Local State (W) 


IF ((CPUID.1 9H:EBX[4] = 1) 
&& (CPUID.(EAX=07H, 
ECX=0H).ECX[23] = 1) 


IWKeyBackup 
Copy IWKeyBackup to IWKey 


IF ((CPUID.19H:EBX[4] = 1) 
&& (CPUID.(EAX=07H, 
ECX=0H).ECX[23] = 1)) 


63:1 


Reserved 


DAOH | 3488 IA32_XSS 


Extended Supervisor State Mask (R/W) 


If( CPUID.(ODH, 1):EAX.[3] = 
1 


7:0 Reserved. 

8 Trace Packet Configuration State (R/W) 
10:9 Reserved. 

11 CET_U State (R/W) 

12 CET_S State (R/W) 

13 HDC State (R/W) 

63:14 Reserved. 
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DBOH | 3504 IA32_PKG_HDC_CTL Package Level Enable/disable HDC (R/W) If CPUID.OGH:EAX.[13] = 1 
0 HDC_Pkg_Enable (R/W) If CPUID.OGH:EAX,[13] = 1 
Force HDC idling or wake up HDC-idled 
logical processors in the package. See 
Section 14.5.2, “Package level Enabling 
HDC". 
63:1 Reserved 
DB1H | 3505 IA32_PM_CTL1 Enable/disable HWP (R/W) If CPUID.OGH:EAX.[13] = 1 
0 HDC_Allow_Block (R/W) If CPUID.OGH:EAX,[13] = 1 
Allow/Block this logical processor for 
package level HDC control. See Section 
14.5.3. 
63:1 Reserved 
DB2H | 3506 IA32_THREAD_STALL Per-Logical_Processor HDC Idle Residency | If CPUID.O6H:EAX.[13] = 1 
(R/O) 
63:0 Stall_Cycle_Cnt (R/W) If CPUID.OGH:EAX,[1 3] = 1 
Stalled cycles due to HDC forced idle on this 
logical processor. See Section 14.5.4.1. 
17DOH | 6096 IA32_HW_FEEDBACK_PTR Hardware Feedback Interface Pointer If CPUID.O6GH:EAX.[19] = 1 
0 Valid (R/W) 
When set to 1, indicates a valid pointer is 
programmed into the ADDR field of the 
MSR. 
11:1 Reserved 
(MAXPHYADDR-1):12 ADDR (R/W) 
Physical address of the page frame of the 
first page of the hardware feedback 
interface structure. 
63:MAXPHYADDR Reserved 
17D1H | 6097 IA32_HW_FEEDBACK_CONFIG Hardware Feedback Interface Configuration | If CPUID.O6H:EAX.[19] = 1 
0 Enable (R/W) 
When set to 1, enables the hardware 
feedback interface. 
63:1 Reserved 
4000_ Reserved MSR Address Space All existing and future processors will not 
OOOOH implement MSRs in this range. 
4000_ 
OOFFH 
COO0_ IA32_EFER Extended Feature Enables If ( 
0080H CPUID.80000001H:EDX.[2 
0} || 
CPUID.80000001H:EDX.[2 
9]) 
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0 SYSCALL Enable: IA32_EFER.SCE (R/W) 
Enables SYSCALL/SYSRET instructions in 
64-bit mode. 
7) Reserved 
8 IA-32e Mode Enable: |A32_EFER.LME (R/w) 
Enables |A-32e mode operation. 
9 Reserved 
10 IA-32e Mode Active: IA32_EFER.LMA (R) 
Indicates |A-32e mode is active when set. 
11 Execute Disable Bit Enable: |A32_EFER.NXE 
(R/W) 
63:12 Reserved 
Co00_ IA32_STAR System Call Target Address (R/W) If 
0081H CPUID.80000001:EDX[29] 
=1 
CO00_ IA32_LSTAR |A-32e Mode System Call Target Address If 
0082H (R/W) CPUID.80000001:EDX[29] 
Target RIP for the called procedure when =1 
SYSCALL is executed in 64-bit mode. 
CO00_ IA32_CSTAR IA-32e Mode System Call Target Address If 
0083H (R/W) CPUID.80000001:EDX.[29] 
Not used, as the SYSCALL instruction is not | = 1 
recognized in compatibility mode. 
Coo0_ IA32_FMASK System Call Flag Mask (R/W) If 
0084H CPUID.80000001:EDX[29] 
=1 
Coo0_ IA32_FS_BASE Map of BASE Address of FS (R/W) If 
0100H CPUID.80000001:EDX[29] 
=1 
Coo0_ IA32_GS_BASE Map of BASE Address of GS (R/W) If 
0101H CPUID.80000001:EDX.[29] 
=1 
CO00_ IA32_KERNEL_GS_BASE Swap Target of BASE Address of GS (R/W) | If 
0102H CPUID.80000001:EDX[29] 
=1 
COOo0_ IA32_TSC_AUX Auxiliary TSC (RW) If CPUID.B0000001H: 
0103H EDX[27] = 1 or 
CPUID.(EAX=7,ECX=0):ECX[ 
bit 22] =1 
31:0 AUX: Auxiliary signature of TSC. 
63:32 Reserved 
NOTES: 


1. In processors based on Intel NetBurst® microarchitecture, MSR addresses 180H-197H are supported, software must treat them as 
model-specific. Starting with Intel Core Duo processors, MSR addresses 180H-185H, 188H-197H are reserved. 
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2. The *_ADDR MSRs may or may not be present; this depends on flag settings in IA32_MCi_STATUS. See Section 15.3.2.3 and Section 
15.3.2.4 for more information. 


3. MAXPHYADDR is reported by CPUID.B0000008H:EAX[7:0]. 
4. Further details on Key Locker and usage of this MSR can be found here: 


https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 


ae MSRS IN THE INTEL® CORE™ 2 PROCESSOR FAMILY 


Table 2-3 lists model-specific registers (MSRs) for Intel Core 2 processor family and for Intel Xeon processors 
based on Intel Core microarchitecture, architectural MSR addresses are also included in Table 2-3. These proces- 
sors have a CPUID signature with DisplayFamily_DisplayModel of 06_OFH, see Table 2-1. 


MSRs listed in Table 2-2 and Table 2-3 are also supported by processors based on the Enhanced Intel Core micro- 
architecture. Processors based on the Enhanced Intel Core microarchitecture have the CPUID signature 
DisplayFamily_DisplayModel of 06_17H. 


The column “Shared/Unique” applies to multi-core processors based on Intel Core microarchitecture. “Unique” 
means each processor core has a separate MSR, or a bit field in an MSR governs only a core independently. 
“Shared” means the MSR or the bit field in an MSR address governs the operation of both processor cores. 


Table 2-3. MSRs in Processors Based on Intel® Core™ Microarchitecture 


Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 
OH 0 IA32_P5_MC_ADDR Unique See Section 2.23, “MSRs in Pentium Processors.” 
1H 1 IA32_P5_MC_TYPE Unique See Section 2.23, “MSRs in Pentium Processors.” 
6H 6 IA32_MONITOR_FILTER_SIZE Unique See Section 8.10.5, “Monitor/Mwait Address Range 
Determination.” and Table 2-2. 
10H 16 IA32_TIME_STAMP_COUNTER Unique See Section 17.17, “Time-Stamp Counter,” and see 
Table 2-2. 
17H 23 IA32_PLATFORM_ID Shared Platform ID (R) 
See Table 2-2. 
17H 23 MSR_PLATFORM_ID Shared Model Specific Platform ID (R) 
7:0 Reserved 
12:8 Maximum Qualified Ratio (R) 
The maximum allowed bus ratio. 
49:13 Reserved 
52:50 See Table 2-2. 
63:53 Reserved 
1BH 27 IA32_APIC_BASE Unique See Section 10.4.4, “Local APIC Status and Location” and 
Table 2-2. 
2AH 42 MSR_EBL_CR_POWERON Shared Processor Hard Power-On Configuration (R/W) 
Enables and disables processor features; (R) indicates 
current processor configuration. 
0 Reserved 
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Table 2-3. MSRs in Processors Based on Intel® Core™ Microarchitecture (Contd.) 


Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 
1 Data Error Checking Enable (R/W) 
1 = Enabled; 0 = Disabled 
Note: Not all processors implement R/W. 
2 Response Error Checking Enable (R/W) 
1 = Enabled; 0 = Disabled 
Note: Not all processor implements R/W. 
3 MCERR# Drive Enable (R/w) 
1 = Enabled; 0 = Disabled 
Note: Not all processors implement R/W. 
4 Address Parity Enable (R/W) 
1 = Enabled; 0 = Disabled 
Note: Not all processors implement R/W. 
5 Reserved 
6 Reserved 
7 BINIT# Driver Enable (R/W) 
1 = Enabled; 0 = Disabled 
Note: Not all processors implement R/W. 
8 Output Tri-state Enabled (R/O) 
1 = Enabled; 0 = Disabled 
9 Execute BIST (R/O) 
1 = Enabled; 0 = Disabled 
10 MCERR# Observation Enabled (R/O) 
1 = Enabled; 0 = Disabled 
11 Intel TXT Capable Chipset. (R/O) 
1 = Present; 0 = Not Present 
12 BINIT# Observation Enabled (R/O) 
1 = Enabled; 0 = Disabled 
13 Reserved 
14 1 MByte Power on Reset Vector (R/O) 
1 = 1 MByte; 0 = 4 GBytes 
15 Reserved 
17:16 APIC Cluster ID (R/O) 
18 N/2 Non-Integer Bus Ratio (R/O) 
O = Integer ratio; 1 = Non-integer ratio 
19 Reserved 
21:20 Symmetric Arbitration ID (R/O) 
26:22 Integer Bus Frequency Ratio (R/O) 
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Table 2-3. MSRs in Processors Based on Intel® Core™ Microarchitecture (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Shared/ 
Unique 


Bit Description 


3AH 


58 


MSR_FEATURE_CONTROL 


Unique 


Control Features in Intel 64 Processor (R/W) 
See Table 2-2. 


Unique 


SMRR Enable (R/WL) 


When this bit is set and the lock bit is set, this makes the 
SMRR_PHYS_BASE and SMRR_PHYS_MASK registers 
read visible and writeable while in SMM. 


40H 


64 


MSR_LASTBRANCH_O_FROM_IP 


Unique 


Last Branch Record 0 From IP (R/W) 

One of four pairs of last branch record registers on the 
last branch record stack. The From_IP part of the stack 
contains pointers to the source instruction. See also: 


* Last Branch Record Stack TOS at 1C9SH. 
= Section 17.5. 


41H 


65 


MSR_LASTBRANCH_1_FROM_IP 


Unique 


Last Branch Record 1 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROML_IP. 


42H 


66 


MSR_LASTBRANCH_2_FROM_IP 


Unique 


Last Branch Record 2 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


43H 


67 


MSR_LASTBRANCH_3_FROM_IP 


Unique 


Last Branch Record 3 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


60H 


96 


MSR_LASTBRANCH_O_TO_IP 


Unique 


Last Branch Record 0 To IP (R/W) 


One of four pairs of last branch record registers on the 
last branch record stack. This To_IP part of the stack 
contains pointers to the destination instruction. 


61H 


97 


MSR_LASTBRANCH_1_TO_IP 


Unique 


Last Branch Record 1 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 


62H 


98 


MSR_LASTBRANCH_2_TO_IP 


Unique 


Last Branch Record 2 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 


63H 


99 


MSR_LASTBRANCH_3_TO_IP 


Unique 


Last Branch Record 3 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 


79H 


121 


1A32_BlOS_UPDT_TRIG 


Unique 


BIOS Update Trigger Register (W) 
See Table 2-2. 


8BH 


139 


1A32_BlOS_SIGN_ID 


Unique 


BIOS Update Signature ID (RO) 
See Table 2-2. 


AOH 


160 


MSR_SMRR_PHYSBASE 


Unique 


System Management Mode Base Address register (WO in 
SMM) 

Model-specific implementation of SMRR-like interface, 
read visible and write only in SMM. 


11:0 


Reserved 


31:12 


PhysBase: SMRR physical Base Address. 


63:32 


Reserved 
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Table 2-3. MSRs in Processors Based on Intel® Core™ Microarchitecture (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Shared/ 
Unique 


Bit Description 


A1H 


161 


MSR_SMRR_PHYSMASK 


Unique 


System Management Mode Physical Address Mask 
register (WO in SMM) 

Model-specific implementation of SMRR-like interface, 
read visible and write only in SMM. 


10:0 


Reserved 


11 


Valid: Physical address base and range mask are valid. 


31:12 


PhysMask: SMRR physical address range mask. 


63:32 


Reserved 


C1H 


193 


IA32_PMCO 


Unique 


Performance Counter Register 
See Table 2-2. 


C2H 


194 


IA32_PMC1 


Unique 


Performance Counter Register 
See Table 2-2. 


CDH 


205 


MSR_FSB_FREQ 


Shared 


Scaleable Bus Speed(RO) 


This field indicates the intended scaleable bus clock speed 
for processors based on Intel Core microarchitecture. 


2:0 


101B: 100 MHz (FSB 400) 
001B: 133 MHz (FSB 533) 
011B: 167 MHz (FSB 667) 
010B: 200 MHz (FSB 800) 
OOOB: 267 MHz (FSB 1067) 
100B: 333 MHz (FSB 1333) 


133.33 MHz should be utilized if performing calculation 
with System Bus Speed when encoding is 001B. 
166.67 MHz should be utilized if performing calculation 
with System Bus Speed when encoding is 011B. 


266.67 MHz should be utilized if performing calculation 
with System Bus Speed when encoding is OOOB. 


333.33 MHz should be utilized if performing calculation 
with System Bus Speed when encoding is 100B. 


63:3 


Reserved 


CDH 


205 


MSR_FSB_FREQ 


Shared 


Scaleable Bus Speed(RO) 


This field indicates the intended scaleable bus clock speed 
for processors based on Enhanced Intel Core 
microarchitecture. 


2:0 


101B: 100 MHz (FSB 400) 
001B: 133 MHz (FSB 533) 
011B: 167 MHz (FSB 667) 
010B: 200 MHz (FSB 800) 
OOOB: 267 MHz (FSB 1067) 
100B: 333 MHz (FSB 1333) 
110B: 400 MHz (FSB 1600) 
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Table 2-3. MSRs in Processors Based on Intel® Core™ Microarchitecture (Contd.) 


Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 
133.33 MHz should be utilized if performing calculation 
with System Bus Speed when encoding is 001B. 
166.67 MHz should be utilized if performing calculation 
with System Bus Speed when encoding is 011B. 
266.67 MHz should be utilized if performing calculation 
with System Bus Speed when encoding is 110B. 
333.33 MHz should be utilized if performing calculation 
with System Bus Speed when encoding is 111B. 
63:3 Reserved 
€7H 231 IA32_MPERF Unique Maximum Performance Frequency Clock Count (RW) 
See Table 2-2. 
E8H 232 | IA32_APERF Unique Actual Performance Frequency Clock Count (RW) 
See Table 2-2. 
FEH 254 | IA32_MTRRCAP Unique See Table 2-2. 
11 Unique SMRR Capability Using MSR OAOH and OA1H (R) 
174H 372 | IA32_SYSENTER_CS Unique See Table 2-2. 
175H 373 | IA32_SYSENTER_ESP Unique See Table 2-2. 
176H 374 | IA32_SYSENTER_EIP Unique See Table 2-2. 
179H 377 | 1A32_MCG_CAP Unique See Table 2-2. 
17AH 378 | IA32_MCG_STATUS Unique Global Machine Check Status 
0 RIPV 
When set, bit indicates that the instruction addressed by 
the instruction pointer pushed on the stack (when the 
machine check was generated) can be used to restart the 
program. If cleared, the program cannot be reliably 
restarted. 
1 EIPV 
When set, bit indicates that the instruction addressed by 
the instruction pointer pushed on the stack (when the 
machine check was generated) is directly associated with 
the error. 
2 MCIP 
When set, bit indicates that a machine check has been 
generated. If a second machine check is detected while 
this bit is still set, the processor enters a shutdown state. 
Software should write this bit to O after processing a 
machine check exception. 
63:3 Reserved 
186H 390 | IA32_PERFEVTSELO Unique See Table 2-2. 
187H 391 | IA32_PERFEVTSEL1 Unique See Table 2-2. 
198H 408 | IA32_PERF_STATUS Shared See Table 2-2. 
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Table 2-3. MSRs in Processors Based on Intel® Core™ Microarchitecture (Contd.) 


Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 
198H 408 |MSR_PERF_STATUS Shared Current performance status. See Section 14.1.1, 
“Software Interface For Initiating Performance State 
Transitions”. 
15:0 Current Performance State Value 
30:16 Reserved 
31 XE Operation (R/O). 
If set, XE operation is enabled. Default is cleared. 
39:32 Reserved 
44:40 Maximum Bus Ratio (R/O) 
Indicates maximum bus ratio configured for the processor. 
45 Reserved 
46 Non-Integer Bus Ratio (R/O) 
Indicates non-integer bus ratio is enabled. Applies 
processors based on Enhanced Intel Core 
microarchitecture. 
63:47 Reserved 
199H 409 | IA32_PERF_CTL Unique See Table 2-2. 
19AH 410 | IA32_CLOCK_MODULATION Unique Clock Modulation (R/W) 
See Table 2-2. 
IA32_CLOCK_MODULATION MSR was originally named 
IA32_THERM_CONTROL MSR. 
19BH 411 IA32_THERM_INTERRUPT Unique Thermal Interrupt Control (R/W) 
See Table 2-2. 
19CH 412 | IA32_THERM_STATUS Unique Thermal Monitor Status (R/W) 
See Table 2-2. 
19DH 413 | MSR_THERM2_CTL Unique Thermal Monitor 2 Control 
15:0 Reserved 
16 TM_SELECT (R/W) 
Mode of automatic thermal monitor: 
Q= Thermal Monitor 1 (thermally-initiated on-die 
modulation of the stop-clock duty cycle). 
1 = Thermal Monitor 2 (thermally-initiated frequency 
transitions). 
If bit 3 of the [A32_MISC_ENABLE register is cleared, 
TM_SELECT has no effect. Neither TM1 nor TM2 are 
enabled. 
63:16 Reserved 
1A0H 416 | IA32_MISC_ENABLE Enable Misc. Processor Features (R/W) 
Allows a variety of processor functions to be enabled and 
disabled. 
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Table 2-3. MSRs in Processors Based on Intel® Core™ Microarchitecture (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Shared/ 
Unique 


Bit Description 


Fast-Strings Enable 
See Table 2-2. 


Reserved 


Unique 


Automatic Thermal Control Circuit Enable (R/W) 
See Table 2-2. 


Reserved 


Shared 


Performance Monitoring Available (R) 
See Table 2-2. 


Reserved 


Hardware Prefetcher Disable (R/W) 

When set, disables the hardware prefetcher operation on 
streams of data. When clear (default), enables the 
prefetch queue. 

Disabling of the hardware prefetcher may impact 
processor performance. 


Shared 


FERR# Multiplexing Enable (R/W) 

1 = FERR# asserted by the processor to indicate a 
pending break event within the processor. 

O= Indicates compatible FERR# signaling behavior. 


This bit must be set to 1 to support XAPIC interrupt 
model usage. 


Shared 


Branch Trace Storage Unavailable (RO) 
See Table 2-2. 


Shared 


Processor Event Based Sampling Unavailable (RO) 
See Table 2-2. 


Shared 


TM2 Enable (R/W) 


When this bit is set (1) and the thermal sensor indicates 
that the die temperature is at the pre-determined 
threshold, the Thermal Monitor 2 mechanism is engaged. 
TM2 will reduce the bus to core ratio and voltage 
according to the value last written to MSR_THERM2_CTL 
bits 15:0. 


When this bit is clear (0, default), the processor does not 

change the VID signals or the bus to core ratio when the 

processor enters a thermally managed state. 

The BIOS must enable this feature if the TM2 feature flag 
(CPUID.1:ECX[8]) is set; if the TM2 feature flag is not set, 
this feature is not supported and BIOS must not alter the 
contents of the TM2 bit location. 

The processor is operating out of specification if both this 
bit and the TM1 bit are set to O. 


15:14 


Reserved 
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Table 2-3. MSRs in Processors Based on Intel® Core™ Microarchitecture (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Shared/ 
Unique 


Bit Description 


16 


Shared 


Enhanced Intel SpeedStep Technology Enable (R/W) 
See Table 2-2. 


Shared 


ENABLE MONITOR FSM (R/W) 
See Table 2-2. 


Shared 


Adjacent Cache Line Prefetch Disable (R/W) 


When set to 1, the processor fetches the cache line that 
contains data currently required by the processor. When 
set to O, the processor fetches cache lines that comprise a 
cache line pair (128 bytes). 

Single processor platforms should not set this bit. Server 
platforms should set or clear this bit based on platform 
performance observed in validation and testing. 


BIOS may contain a setup option that controls the setting 
of this bit. 


20 


Shared 


Enhanced Intel SpeedStep Technology Select Lock (R/WO) 


When set, this bit causes the following bits to become 

read-only: 

* Enhanced Intel SpeedStep Technology Select Lock (this 
bit). 

* Enhanced Intel SpeedStep Technology Enable bit. 


The bit must be set before an Enhanced Intel SpeedStep 
Technology transition is requested. This bit is cleared on 
reset. 


21 


Reserved 


22 


Shared 


Limit CPUID Maxval (R/W) 
See Table 2-2. 


23 


Shared 


xTPR Message Disable (R/W) 
See Table 2-2. 


33:24 
34 


36:35 


Unique 


Reserved 


XD Bit Disable (R/W) 
See Table 2-2. 


Reserved 


37 


Unique 


DCU Prefetcher Disable (R/W) 


When set to 1, the DCU L1 data cache prefetcher is 
disabled. The default value after reset is 0. BIOS may 
write ‘1’ to disable this feature. 


The DCU prefetcher is an L1 data cache prefetcher. When 
the DCU prefetcher detects multiple loads from the same 
line done within a time limit, the DCU prefetcher assumes 
the next line will be required. The next line is prefetched 
in to the L1 data cache from memory or L2. 
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Table 2-3. MSRs in Processors Based on Intel® Core™ Microarchitecture (Contd.) 


Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 
38 Shared IDA Disable (R/W) 
When set to 1 on processors that support IDA, the Intel 
Dynamic Acceleration feature (IDA) is disabled and the 
IDA_Enable feature flag will be cleared (CPUID.OGH: 
EAX[1]=0). 
When set to a O on processors that support IDA, 
CPUID.O6GH: EAX[1] reports the processor's support of IDA 
is enabled. 
Note: The power-on default value is used by BIOS to 
detect hardware support of IDA. If the power-on default 
value is 1, IDA is available in the processor. If the power- 
on default value is 0, IDA is not available. 
39 Unique IP Prefetcher Disable (R/W) 
When set to 1, the IP prefetcher is disabled. The default 
value after reset is 0. BIOS may write ‘1' to disable this 
feature. 
The IP prefetcher is an L1 data cache prefetcher. The IP 
prefetcher looks for sequential load history to determine 
whether to prefetch the next expected data into the L1 
cache from memory or L2. 
63:40 Reserved 
1CSH 457 | MSR_LASTBRANCH_TOS Unique Last Branch Record Stack TOS (R/W) 
Contains an index (bits 0-3) that points to the MSR 
containing the most recent branch record. 
See MSR_LASTBRANCH_O_FROM_IP (at 40H). 
1D9H 473 | IA32_DEBUGCTL Unique Debug Control (R/W) 
See Table 2-2. 
1DDH 477 | MSR_LER_FROM_LIP Unique Last Exception Record From Linear IP (R/W) 
Contains a pointer to the last branch instruction that the 
processor executed prior to the last exception that was 
generated or the last interrupt that was handled. 
1DEH 478 | MSR_LER_TO_LIP Unique Last Exception Record To Linear IP (R/W) 
This area contains a pointer to the target of the last 
branch instruction that the processor executed prior to 
the last exception that was generated or the last 
interrupt that was handled. 
200H 512 | 1IA32_MTRR_PHYSBASEO Unique See Table 2-2. 
201H 513 | IA32_MTRR_PHYSMASKO Unique See Table 2-2. 
202H 514 | 1A32_MTRR_PHYSBASE1 Unique See Table 2-2. 
203H 515 | 1IA32_MTRR_PHYSMASK1 Unique See Table 2-2. 
204H 516 | 1IA32_MTRR_PHYSBASE2 Unique See Table 2-2. 
205H 517 | 1IA32_MTRR_PHYSMASK2 Unique See Table 2-2. 
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Table 2-3. MSRs in Processors Based on Intel® Core™ Microarchitecture (Contd.) 


Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 

206H 518 | IA32_MTRR_PHYSBASE3 Unique See Table 2-2. 

207H 519 | IA32_MTRR_PHYSMASK3 Unique See Table 2-2. 

208H 520 | IA32_MTRR_PHYSBASE4 Unique See Table 2-2. 

209H 521 | IA32_MTRR_PHYSMASK4 Unique See Table 2-2. 

20AH 522 | IA32_MTRR_PHYSBASES Unique See Table 2-2. 

20BH 523 | IA32_MTRR_PHYSMASK5 Unique See Table 2-2. 

20CH 524 | IA32_MTRR_PHYSBASE6 Unique See Table 2-2. 

20DH 525 | IA32_MTRR_PHYSMASK6 Unique See Table 2-2. 

20E€H 526 | IA32_MTRR_PHYSBASE7 Unique See Table 2-2. 

20FH 527 | IA32_MTRR_PHYSMASK7 Unique See Table 2-2. 

250H 592 | IA32_MTRR_FIX64K_00000 Unique See Table 2-2. 

258H 600 | IA32_MTRR_FIX16K_80000 Unique See Table 2-2. 

259H 601 | IA32_MTRR_FIX16K_A0000 Unique See Table 2-2. 

268H 616 | IA32_MTRR_FIX4K_COO00 Unique See Table 2-2. 

269H 617 | IA32_MTRR_FIX4K_C8000 Unique See Table 2-2. 

26AH 618 | IA32_MTRR_FIX4K_DO0000 Unique See Table 2-2. 

26BH 619 | IA32_MTRR_FIX4K_D8000 Unique See Table 2-2. 

26CH 620 | IA32_MTRR_FIX4K_E0000 Unique See Table 2-2. 

26DH 621 | IA32_MTRR_FIX4K_E8000 Unique See Table 2-2. 

26€H 622 | IA32_MTRR_FIX4K_FOO00 Unique See Table 2-2. 

26FH 623 | IA32_MTRR_FIX4K_F8000 Unique See Table 2-2. 

277H 631 | IA32_PAT Unique See Table 2-2. 

2FFH 767 | |IA32_MTRR_DEF_TYPE Unique Default Memory Types (R/W) 
See Table 2-2. 

309H 777 ‘| \A32_FIXED_CTRO Unique Fixed-Function Performance Counter Register 0 (R/W) 
See Table 2-2. 

30AH 778 ‘| IA32_FIXED_CTR1 Unique Fixed-Function Performance Counter Register 1 (R/W) 
See Table 2-2. 

30BH 779 ‘| IA32_FIXED_CTR2 Unique Fixed-Function Performance Counter Register 2 (R/W) 
See Table 2-2. 

345H 837 | IA32_PERF_CAPABILITIES Unique See Table 2-2. See Section 17.4.1, “IA32_DEBUGCTL 
MSR." 

345H 837 | MSR_PERF_CAPABILITIES Unique RO. This applies to processors that do not support 
architectural perfmon version 2. 
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Table 2-3. MSRs in Processors Based on Intel® Core™ Microarchitecture (Contd.) 


Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 
5:0 LBR Format. See Table 2-2. 
6 PEBS Record Format 
7 PEBSSaveArchRegs. See Table 2-2. 
63:8 Reserved 
38DH 909 | IA32_FIXED_CTR_CTRL Unique Fixed-Function-Counter Control Register (R/W) 
See Table 2-2. 
38EH 910 | IA32_PERF_GLOBAL_STATUS Unique See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities.” 
38EH 910 | MSR_PERF_GLOBAL_STATUS Unique See Section 18.6.2.2, “Global Counter Control Facilities.” 
38FH 911 IA32_PERF_GLOBAL_CTRL Unique See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities.” 
38FH 911 MSR_PERF_GLOBAL_CTRL Unique See Section 18.6.2.2, “Global Counter Control Facilities.” 
390H 912 | IA32_PERF_GLOBAL_OVF_CTRL Unique See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities.” 
390H 912 |MSR_PERF_GLOBAL_OVF_CTRL Unique See Section 18.6.2.2, “Global Counter Control Facilities.” 
3F1H 1009 | MSR_PEBS_ENABLE Unique See Table 2-2. See Section 18.6.2.4, “Processor Event 
Based Sampling (PEBS).” 
0 Enable PEBS on IA32_PMCO. (R/W) 
400H | 1024 | IA32_MCO_CTL Unique See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
401H | 1025 | 1A32_MCO_STATUS Unique See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 
402H | 1026 | IA32_MCO_ADDR Unique See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 
The IA32_MCO_ADDR register is either not implemented 
or contains no address if the ADDRV flag in the 
IA32_MCO_STATUS register is clear. 
When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 
404H | 1028 | IA32_MC1_CTL Unique See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
405H | 1029 | IA32_MC1_STATUS Unique See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 
406H | 1030 | IA32_MC1_ADDR Unique See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 
The IA32_MC1_ADDR register is either not implemented 
or contains no address if the ADDRV flag in the 
IA32_MC1_STATUS register is clear. 
When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 
408H | 1032 | IA32_MC2_CTL Unique See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
409H | 1033 | 1IA32_MC2_STATUS Unique See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 
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Table 2-3. MSRs in Processors Based on Intel® Core™ Microarchitecture (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Shared/ 
Unique 


Bit Description 


40AH 


1034 


IA32_MC2_ADDR 


Unique 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 


The IA32_MC2_ADDR register is either not implemented 
or contains no address if the ADDRV flag in the 
IA32_MC2_STATUS register is clear. 


When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 


40CH 


1036 


IA32_MC4_CTL 


Unique 


See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


40DH 


1037 


IA32_MC4_STATUS 


Unique 


See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 


40€H 


1038 


IA32_MC4_ADDR 


Unique 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 


The MSR_MC4_ADDR register is either not implemented 
or contains no address if the ADDRV flag in the 
MSR_MC4_STATUS register is clear. 


When not implemented in the processor, all reads and 


writes to this MSR will cause a general-protection 
exception. 


410H 


1040 


IA32_MC3_CTL 


See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


411H 


1041 


IA32_MC3_STATUS 


See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 


412H 


1042 


IA32_MC3_ADDR 


Unique 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 


The MSR_MC3_ADDR register is either not implemented 
or contains no address if the ADDRV flag in the 
MSR_MC3_STATUS register is clear. 

When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 


413H 


1043 


IA32_MC3_MISC 


Unique 


Machine Check Error Reporting Register: Contains 
additional information describing the machine-check error 
if the MISCV flag in the [A32_MCi_STATUS register is set. 


414H 


1044 


IA32_MC5_CTL 


Unique 


Machine Check Error Reporting Register: Controls 
signaling of #MC for errors produced by a particular 
hardware unit (or group of hardware units). 


415H 


1045 


IA32_MC5_STATUS 


Unique 


Machine Check Error Reporting Register: Contains 
information related to a machine-check error if its VAL 
(valid) flag is set. Software is responsible for clearing 
IA32_MCi_STATUS MSRs by explicitly writing Os to them; 
writing 1s to them causes a general-protection exception. 


416H 


1046 


IA32_MC5_ADDR 


Unique 


Machine Check Error Reporting Register: Contains the 
address of the code or data memory location that 
produced the machine-check error if the ADDRV flag in 
the [A32_MCi_STATUS register is set. 


417H 


1047 


IA32_MC5_MISC 


Unique 


Machine Check Error Reporting Register: Contains 
additional information describing the machine-check error 
if the MISCV flag in the [A32_MCi_STATUS register is set. 
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Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Shared/ 
Unique 


Bit Description 


419H 


1045 


IA32_MC6_STATUS 


Unique 


Applies to Intel Xeon processor 7400 series (processor 
signature 06_1D) only. See Section 15.3.2.2, 
“IA32_MCi_STATUS MSRS" and Chapter 22. 


480H 


1152 


IA32_VMX_BASIC 


Unique 


Reporting Register of Basic VMX Capabilities (R/O) 
See Table 2-2. 
See Appendix A.1, “Basic VMX Information.” 


481H 


1153 


IA32_VMX_PINBASED_CTLS 


Unique 


Capability Reporting Register of Pin-Based VM-Execution 
Controls (R/O) 


See Table 2-2. 
See Appendix A.3, “VM-Execution Controls.” 


482H 


1154 


IA32_VMX_PROCBASED_CTLS 


Unique 


Capability Reporting Register of Primary Processor-Based 
VM-Execution Controls (R/O) 


See Appendix A.3, “VM-Execution Controls.” 


483H 


1155 


IA32_VMX_EXIT_CTLS 


Unique 


Capability Reporting Register of VM-Exit Controls (R/O) 
See Table 2-2. 
See Appendix A.4, “VM-Exit Controls.” 


484H 


1156 


IA32_VMX_ENTRY_CTLS 


Unique 


Capability Reporting Register of VM-Entry Controls (R/O) 
See Table 2-2. 
See Appendix A.5, “VM-Entry Controls.” 


485H 


486H 


1157 


1158 


IA32_VMX_MISC 


IA32_VMX_CRO_FIXEDO 


Unique 


Unique 


Reporting Register of Miscellaneous VMX Capabilities 
(R/O) 


See Table 2-2. 

See Appendix A.6, “Miscellaneous Data.” 

Capability Reporting Register of CRO Bits Fixed to 0 (R/O) 
See Table 2-2. 

See Appendix A.7, “VMX-Fixed Bits in CRO.” 


487H 


1159 


IA32_VMX_CRO_FIXED1 


Unique 


Capability Reporting Register of CRO Bits Fixed to 1 (R/O) 
See Table 2-2. 
See Appendix A.7, “VMX-Fixed Bits in CRO.” 


488H 


489H 


1160 


1161 


IA32_VMX_CR4_FIXEDO 


IA32_VMX_CR4_FIXED1 


Unique 


Unique 


Capability Reporting Register of CR4 Bits Fixed to 0 (R/O) 
See Table 2-2. 

See Appendix A.8, “VMX-Fixed Bits in CR4.” 

Capability Reporting Register of CR4 Bits Fixed to 1 (R/O) 
See Table 2-2. 

See Appendix A.8, “VMX-Fixed Bits in CR4.” 


48AH 


1162 


IA32_VMX_VMCS_ENUM 


Unique 


Capability Reporting Register of VMCS Field Enumeration 
(R/O) 


See Table 2-2. 
See Appendix A.9, “VMCS Enumeration.” 


Vol.4 2-67 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-3. MSRs in Processors Based on Intel® Core™ Microarchitecture (Contd.) 


Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 
48BH 1163 | IA32_VMX_PROCBASED_CTLS2 Unique Capability Reporting Register of Secondary Processor- 
Based VM-Execution Controls (R/O) 
See Appendix A.3, “VM-Execution Controls.” 
600H | 1536 | IA32_DS_AREA Unique DS Save Area (R/W) 
See Table 2-2. 
See Section 18.6.3.4, “Debug Store (DS) Mechanism.” 
107CC | 67532 | MSR_EMON_L3_CTR_CTLO Unique GBUSQ Event Control/Counter Register (R/W) 
H Applies to Intel Xeon processor 7400 series (processor 
signature 06_1D) only. See Section 17.2.2 
107CD | 67533 | MSR_EMON_L3_CTR_CTL1 Unique GBUSQ Event Control/Counter Register (R/W) 
H Applies to Intel Xeon processor 7400 series (processor 
signature 06_1D) only. See Section 17.2.2 
107CE | 67534 | MSR_EMON_L3_CTR_CTL2 Unique GSNPQ Event Control/Counter Register (R/W) 
H Applies to Intel Xeon processor 7400 series (processor 
signature 06_1D) only. See Section 17.2.2 
107CF | 67535 | MSR_EMON_L3_CTR_CTL3 Unique GSNPQ Event Control/Counter Register (R/W) 
H Applies to Intel Xeon processor 7400 series (processor 
signature 06_1D) only. See Section 17.2.2 
107D0 | 67536 | MSR_EMON_L3_CTR_CTL4 Unique FSB Event Control/Counter Register (R/W) 
H Applies to Intel Xeon processor 7400 series (processor 
signature 06_1D) only. See Section 17.2.2 
107D1 | 67537 | MSR_EMON_L3_CTR_CTL5 Unique FSB Event Control/Counter Register (R/W) 
H Applies to Intel Xeon processor 7400 series (processor 
signature 06_1D) only. See Section 17.2.2 
107D2 | 67538 | MSR_EMON_L3_CTR_CTL6 Unique FSB Event Control/Counter Register (R/W) 
H Applies to Intel Xeon processor 7400 series (processor 
signature 06_1D) only. See Section 17.2.2 
107D3 | 67539 | MSR_EMON_L3_CTR_CTL7 Unique FSB Event Control/Counter Register (R/W) 
H Applies to Intel Xeon processor 7400 series (processor 
signature 06_1D) only. See Section 17.2.2 
107D8 | 67544 | MSR_EMON_L3_GL_CTL Unique L3/FSB Common Control Register (R/W) 
H Applies to Intel Xeon processor 7400 series (processor 
signature 06_1D) only. See Section 17.2.2 
CO00_ IA32_EFER Unique Extended Feature Enables 
0080H See Table 2-2. 
CO00_ IA32_STAR Unique System Call Target Address (R/W) 
0081H See Table 2-2. 
CO00_ IA32_LSTAR Unique IA-32e Mode System Call Target Address (R/W) 
0082H See Table 2-2. 
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Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 

CO00_ IA32_FMASK Unique System Call Flag Mask (R/W) 
0084H See Table 2-2. 
COO0_ IA32_FS_BASE Unique Map of BASE Address of FS (R/W) 
0100H See Table 2-2. 
COO0_ IA32_GS_BASE Unique Map of BASE Address of GS (R/W) 
0101H See Table 2-2. 
CO00_ IA32_KERNEL_GS_BASE Unique Swap Target of BASE Address of GS (R/W) 
0102H See Table 2-2. 


2.3 MSRS IN THE 45 NM AND 32 NM INTEL ATOM® PROCESSOR FAMILY 


Table 2-4 lists model-specific registers (MSRs) for 45 nm and 32 nm Intel Atom processors, architectural MSR 
addresses are also included in Table 2-4. These processors have a CPUID signature with 
DisplayFamily_DisplayModel of 06_1CH, 06_26H, 06_27H, 06_35H and 06_36H; see Table 2-1. 


The column “Shared/Unique” applies to logical processors sharing the same core in processors based on the Intel 
Atom microarchitecture. “Unique” means each logical processor has a separate MSR, or a bit field in an MSR 
governs only a logical processor. “Shared” means the MSR or the bit field in an MSR address governs the operation 
of both logical processors in the same core. 


Table 2-4. MSRs in 45 nm and 32 nm Intel Atom® Processor Family 


Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 
OH 0 IA32_P5_MC_ADDR Shared See Section 2.23, “MSRs in Pentium Processors.” 
1H 1 IA32_P5_MC_TYPE Shared See Section 2.23, “MSRs in Pentium Processors.” 
6H 6 IA32_MONITOR_FILTER_ Unique See Section 8.10.5, “Monitor/Mwait Address Range 
SIZE Determination.” and Table 2-2. 
10H 16 IA32_TIME_STAMP_ Unique See Section 17.17, “Time-Stamp Counter,” and see 
COUNTER Table 2-2. 
17H 23 ‘| IA32_PLATFORM_ID Shared Platform ID (R) 
See Table 2-2. 
17H 23. | MSR_PLATFORM_ID Shared Model Specific Platform ID (R) 
7:0 Reserved 
12:8 Maximum Qualified Ratio (R) 
The maximum allowed bus ratio. 
63:13 Reserved 
1BH 27 IA32_APIC_BASE Unique See Section 10.4.4, “Local APIC Status and Location” and 
Table 2-2. 
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Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 
2AH 42 MSR_EBL_CR_POWERON Shared Processor Hard Power-On Configuration (R/W) 


Enables and disables processor features; (R) indicates 
current processor configuration. 


0 Reserved 

1 Data Error Checking Enable (R/W) 
1 = Enabled; 0 = Disabled 
Always 0. 

2 Response Error Checking Enable (R/W) 
1 = Enabled; 0 = Disabled 
Always 0. 

3 AERR# Drive Enable (R/W) 
1 = Enabled; 0 = Disabled 
Always 0. 

4 BERR# Enable for initiator bus requests (R/W) 
1 = Enabled; 0 = Disabled 
Always 0. 

5 Reserved 

6 Reserved 

7 BINIT# Driver Enable (R/W) 
1 = Enabled; 0 = Disabled 
Always 0. 

8 Reserved 

9 Execute BIST (R/O) 
1 = Enabled; 0 = Disabled 

10 AERR# Observation Enabled (R/O) 
1 = Enabled; 0 = Disabled 
Always 0. 

11 Reserved 

12 BINIT# Observation Enabled (R/O) 
1 = Enabled; 0 = Disabled 
Always 0. 

13 Reserved 

14 1 MByte Power on Reset Vector (R/O) 
1 = 1 MByte; 0 = 4 GBytes 

15 Reserved 

17:16 APIC Cluster ID (R/O) 
Always OOB. 

19: 18 Reserved 

21:20 Symmetric Arbitration ID (R/O) 
Always OOB. 
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Table 2-4. MSRs in 45 nm and 32 nm Intel Atom® Processor Family (Contd.) 


Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 
26:22 Integer Bus Frequency Ratio (R/O) 

3AH 58 IA32_FEATURE_CONTROL Unique Control Features in Intel 64Processor (R/W) 

See Table 2-2. 
40H 64 MSR_LASTBRANCH_O_FROM_IP Unique Last Branch Record 0 From IP (R/W) 

One of eight pairs of last branch record registers on the 

last branch record stack. The From_IP part of the stack 

contains pointers to the source instruction . See also: 

* Last Branch Record Stack TOS at 1C9H. 

* Section 17.5. 
41H 65 MSR_LASTBRANCH_1_FROM_IP Unique Last Branch Record 1 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
42H 66 MSR_LASTBRANCH_2_FROM_IP Unique Last Branch Record 2 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
43H 67 MSR_LASTBRANCH_3_FROM_IP Unique Last Branch Record 3 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
44H 68 MSR_LASTBRANCH_4_FROM_IP Unique Last Branch Record 4 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
45H 69 MSR_LASTBRANCH_5_FROM_IP Unique Last Branch Record 5 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
46H 70 MSR_LASTBRANCH_6_FROM_IP Unique Last Branch Record 6 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
47H 71 MSR_LASTBRANCH_7_FROM_IP Unique Last Branch Record 7 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
60H 96 MSR_LASTBRANCH_0O_TO_IP Unique Last Branch Record 0 To IP (R/W) 

One of eight pairs of last branch record registers on the 

last branch record stack. The To_IP part of the stack 

contains pointers to the destination instruction. 
61H 97 MSR_LASTBRANCH_1_TO_IP Unique Last Branch Record 1 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
62H 98 MSR_LASTBRANCH_2_TO_IP Unique Last Branch Record 2 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
63H 99 MSR_LASTBRANCH_3_TO_IP Unique Last Branch Record 3 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
64H 100 | MSR_LASTBRANCH_4_TO_IP Unique Last Branch Record 4 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
65H 101 | MSR_LASTBRANCH_5_TO_IP Unique Last Branch Record 5 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
66H 102 | MSR_LASTBRANCH_6_TO_IP Unique Last Branch Record 6 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
67H 103. | MSR_LASTBRANCH_7_TO_IP Unique Last Branch Record 7 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
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Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Shared/ 
Unique 


Bit Description 


79H 


121 


IA32_BlOS_UPDT_TRIG 


Shared 


BIOS Update Trigger Register (W) 
See Table 2-2. 


8BH 


139 


IA32_BlOS_SIGN_ID 


Unique 


BIOS Update Signature ID (RO) 
See Table 2-2. 


C1H 


193 


IA32_PMCO 


Unique 


Performance counter register 
See Table 2-2. 


C2H 


194 


IA32_PMC1 


Unique 


Performance Counter Register 
See Table 2-2. 


CDH 


205 


MSR_FSB_FREQ 


Shared 


Scaleable Bus Speed(RO) 


This field indicates the intended scaleable bus clock speed 
for processors based on Intel Atom microarchitecture. 


2:0 


* 111B: 083 MHz (FSB 333) 
* 101B: 100 MHz (FSB 400) 
* 001B: 133 MHz (FSB 533) 
* 011B: 167 MHz (FSB 667) 


133.33 MHz should be utilized if performing calculation 
with System Bus Speed when encoding is 001B. 


166.67 MHz should be utilized if performing calculation 
with System Bus Speed when encoding is 011B. 


63:3 


Reserved 


€7H 


231 


IA32_MPERF 


Unique 


Maximum Performance Frequency Clock Count (RW) 
See Table 2-2. 


€8H 


232 


IA32_APERF 


Unique 


Actual Performance Frequency Clock Count (RW) 
See Table 2-2. 


FEH 


254 


IA32_MTRRCAP 


Shared 


Memory Type Range Register (R) 
See Table 2-2. 


11€H 


281 


MSR_BBL_CR_CTL3 


Shared 


Control Register 3 
Used to configure the L2 Cache. 
L2 Hardware Enabled (RO) 


1 = Indicates the L2 is hardware-enabled. 
O= Indicates the L2 is hardware-disabled. 


Reserved 


L2 Enabled (R/W) 
1 =  L2 cache has been initialized. 
O= Disabled (default). 


Until this bit is set, the processor will not respond to the 
WBINVD instruction or the assertion of the FLUSH# input. 


22:9 


Reserved 


23 


L2 Not Present (RO) 
O= L2 Present 
1= L2 Not Present 


63:24 


Reserved 
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Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 
174H 372 | IA32_SYSENTER_CS Unique See Table 2-2. 
175H 373 | IA32_SYSENTER_ESP Unique See Table 2-2. 
176H 374 | IA32_SYSENTER_EIP Unique See Table 2-2. 
179H 377 | IA32_MCG_CAP Unique See Table 2-2. 
17AH 378 | IA32_MCG_STATUS Unique Global Machine Check Status 
0 RIPV 
When set, bit indicates that the instruction addressed by 
the instruction pointer pushed on the stack (when the 
machine check was generated) can be used to restart the 
program. If cleared, the program cannot be reliably 
restarted. 
1 EIPV 
When set, bit indicates that the instruction addressed by 
the instruction pointer pushed on the stack (when the 
machine check was generated) is directly associated with 
the error. 
2 MCIP 
When set, bit indicates that a machine check has been 
generated. If a second machine check is detected while 
this bit is still set, the processor enters a shutdown state. 
Software should write this bit to O after processing a 
machine check exception. 
63:3 Reserved 
186H 390 | IA32_PERFEVTSELO Unique See Table 2-2. 
187H 391 | IA32_PERFEVTSEL1 Unique See Table 2-2. 
198H 408 | IA32_PERF_STATUS Shared See Table 2-2. 
198H 408 | MSR_PERF_STATUS Shared Performance Status 
15:0 Current Performance State Value 
39:16 Reserved 
44:40 Maximum Bus Ratio (R/O) 
Indicates maximum bus ratio configured for the processor. 
63:45 Reserved 
199H 409 | IA32_PERF_CTL Unique See Table 2-2. 
19AH 410 | IA32_CLOCK_MODULATION Unique Clock Modulation (R/W) 
See Table 2-2. 
IA32_CLOCK_MODULATION MSR was originally named 
IA32_THERM_CONTROL MSR. 
19BH 411 1A32_THERM_INTERRUPT Unique Thermal Interrupt Control (R/W) 
See Table 2-2. 
19CH 412 | IA32_THERM_STATUS Unique Thermal Monitor Status (R/W) 
See Table 2-2. 
19DH 413 | MSR_THERM2_CTL Shared Thermal Monitor 2 Control 
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Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 
15:0 Reserved 
16 TM_SELECT (R/W) 
Mode of automatic thermal monitor: 
Q= Thermal Monitor 1 (thermally-initiated on-die 
modulation of the stop-clock duty cycle). 
1 = Thermal Monitor 2 (thermally-initiated frequency 
transitions). 
If bit 3 of the [A32_MISC_ENABLE register is cleared, 
TM_SELECT has no effect. Neither TM1 nor TM2 are 
enabled. 
63:17 Reserved 
1A0H 416 | IA32_MISC_ENABLE Unique Enable Misc. Processor Features (R/W) 
Allows a variety of processor functions to be enabled and 
disabled. 
0 Fast-Strings Enable 
See Table 2-2. 
2:1 Reserved 
3 Unique Automatic Thermal Control Circuit Enable (R/W) 
See Table 2-2. Default value is 0. 
6:4 Reserved 
7 Shared Performance Monitoring Available (R) 
See Table 2-2. 
8 Reserved 
9 Reserved 
10 Shared FERR# Multiplexing Enable (R/W) 
1 = FERR# asserted by the processor to indicate a 
pending break event within the processor. 
O= Indicates compatible FERR# signaling behavior. 
This bit must be set to 1 to support XAPIC interrupt model 
usage. 
11 Shared Branch Trace Storage Unavailable (RO) 
See Table 2-2. 
12 Shared Processor Event Based Sampling Unavailable (RO) 
See Table 2-2. 
13 Shared TM2 Enable (R/W) 


When this bit is set (1) and the thermal sensor indicates 
that the die temperature is at the pre-determined 
threshold, the Thermal Monitor 2 mechanism is engaged. 
TM2 will reduce the bus to core ratio and voltage according 
to the value last written to MSR_THERM2_CTL bits 15:0. 
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Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Shared/ 
Unique 


Bit Description 


When this bit is cleared (0, default), the processor does not 
change the VID signals or the bus to core ratio when the 
processor enters a thermally managed state. 

The BIOS must enable this feature if the TM2 feature flag 
(CPUID.1:ECX[8)]) is set; if the TM2 feature flag is not set, 
this feature is not supported and BIOS must not alter the 
contents of the TM2 bit location. 

The processor is operating out of specification if both this 
bit and the TM1 bit are set to 0. 


15:14 


Reserved 


Shared 


Enhanced Intel SpeedStep Technology Enable (R/W) 
See Table 2-2. 


Shared 


ENABLE MONITOR FSM (R/W) 
See Table 2-2. 


19 
20 


Shared 


Reserved 


Enhanced Intel SpeedStep Technology Select Lock (R/WO) 


When set, this bit causes the following bits to become 

read-only: 

* Enhanced Intel SpeedStep Technology Select Lock (this 
bit). 

* Enhanced Intel SpeedStep Technology Enable bit. 


The bit must be set before an Enhanced Intel SpeedStep 
Technology transition is requested. This bit is cleared on 
reset. 


21 


Reserved 


22 


Unique 


Limit CPUID Maxval (R/W) 
See Table 2-2. 


23 


33:24 


Shared 


XTPR Message Disable (R/W) 
See Table 2-2. 


Reserved 


34 


Unique 


XD Bit Disable (R/W) 
See Table 2-2. 


63:35 


Reserved 


1C9H 


457 


MSR_LASTBRANCH_TOS 


Unique 


Last Branch Record Stack TOS (R/W) 


Contains an index (bits 0-2) that points to the MSR 
containing the most recent branch record. 


See MSR_LASTBRANCH_O_FROML_IP (at 40H). 


1D9H 


473 


IA32_DEBUGCTL 


Unique 


Debug Control (R/W) 
See Table 2-2. 


1DDH 


477 


MSR_LER_FROM_LIP 


Unique 


Last Exception Record From Linear IP (R) 


Contains a pointer to the last branch instruction that the 
processor executed prior to the last exception that was 
generated or the last interrupt that was handled. 
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Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 

1DEH 478 |MSR_LER_TO_LIP Unique Last Exception Record To Linear IP (R) 
This area contains a pointer to the target of the last 
branch instruction that the processor executed prior to 
the last exception that was generated or the last interrupt 
that was handled. 

200H 512 | IA32_MTRR_PHYSBASEO Shared See Table 2-2. 

201H 513 | IA32_MTRR_PHYSMASKO Shared See Table 2-2. 

202H 514 | IA32_MTRR_PHYSBASE1 Shared See Table 2-2. 

203H 515 | IA32_MTRR_PHYSMASK1 Shared See Table 2-2. 

204H 516 | IA32_MTRR_PHYSBASE2 Shared See Table 2-2. 

205H 517 | IA32_MTRR_PHYSMASK2 Shared See Table 2-2. 

206H 518 | IA32_MTRR_PHYSBASE3 Shared See Table 2-2. 

207H 519 | IA32_MTRR_PHYSMASK3 Shared See Table 2-2. 

208H 520 | IA32_MTRR_PHYSBASE4 Shared See Table 2-2. 

209H 521 | IA32_MTRR_PHYSMASK4 Shared See Table 2-2. 

20AH 522 | IA32_MTRR_PHYSBASE5 Shared See Table 2-2. 

20BH 523 | IA32_MTRR_PHYSMASK5 Shared See Table 2-2. 

20CH 524 | IA32_MTRR_PHYSBASE6 Shared See Table 2-2. 

20DH 525 | IA32_MTRR_PHYSMASK6 Shared See Table 2-2. 

20EH 526 | IA32_MTRR_PHYSBASE7 Shared See Table 2-2. 

20FH 527 | IA32_MTRR_PHYSMASK7 Shared See Table 2-2. 

250H 592 | IA32_MTRR_FIX64K_00000 Shared See Table 2-2. 

258H 600 | IA32_MTRR_FIX16K_80000 Shared See Table 2-2. 

259H 601 | IA32_MTRR_FIX16K_A0000 Shared See Table 2-2. 

268H 616 | IA32_MTRR_FIX4K_CO000 Shared See Table 2-2. 

269H 617 | IA32_MTRR_FIX4K_C8000 Shared See Table 2-2. 

26AH 618 | IA32_MTRR_FIX4K_DO0000 Shared See Table 2-2. 

26BH 619 | IA32_MTRR_FIX4K_D8000 Shared See Table 2-2. 

26CH 620 | IA32_MTRR_FIX4K_E0000 Shared See Table 2-2. 

26DH 621 | IA32_MTRR_FIX4K_E8000 Shared See Table 2-2. 

26€H 622 | IA32_MTRR_FIX4K_FOO00 Shared See Table 2-2. 

26FH 623 | IA32_MTRR_FIX4K_F8000 Shared See Table 2-2. 

277H 631 | IA32_PAT Unique See Table 2-2. 

309H 777 ‘| \A32_FIXED_CTRO Unique Fixed-Function Performance Counter Register O (R/W) 
See Table 2-2. 

30AH 778 | IA32_FIXED_CTR1 Unique Fixed-Function Performance Counter Register 1 (R/W) 
See Table 2-2. 
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Table 2-4. MSRs in 45 nm and 32 nm Intel Atom® Processor Family (Contd.) 


Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 

30BH 779 ‘| 1A32_FIXED_CTR2 Unique Fixed-Function Performance Counter Register 2 (R/W) 
See Table 2-2. 

345H 837 | IA32_PERF_CAPABILITIES Shared See Table 2-2. See Section 17.4.1, “IA32_DEBUGCTL MSR." 

38DH 909 | IA32_FIXED_CTR_CTRL Unique Fixed-Function-Counter Control Register (R/W) 
See Table 2-2. 

38EH 910 | IA32_PERF_GLOBAL_STATUS Unique See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities.” 

38FH 911 IA32_PERF_GLOBAL_CTRL Unique See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities.” 

390H 912 | IA32_PERF_GLOBAL_OVF_CTRL Unique See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities.” 

3F1H 1009 | MSR_PEBS_ENABLE Unique See Table 2-2. See Section 18.6.2.4, “Processor Event 
Based Sampling (PEBS).” 

0 Enable PEBS on IA32_PMCO (R/W) 

400H | 1024 | IA32_MCO_CTL Shared See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

401H | 1025 | IA32_MCO_STATUS Shared See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 

402H | 1026 | IA32_MCO_ADDR Shared See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 
The IA32_MCO_ADDR register is either not implemented 
or contains no address if the ADDRV flag in the 
IA32_MCO_STATUS register is clear. 
When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 

404H | 1028 | IA32_MC1_CTL Shared See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

405H | 1029 | IA32_MC1_STATUS Shared See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 

408H | 1032 | IA32_MC2_CTL Shared See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

409H | 1033 | 1IA32_MC2_STATUS Shared See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 

40AH | 1034 | IA32_MC2_ADDR Shared See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 
The IA32_MC2_ADDR register is either not implemented 
or contains no address if the ADDRV flag in the 
IA32_MC2_STATUS register is clear. 
When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 

40CH | 1036 | IA32_MC3_CTL Shared See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

40DH | 1037 | IA32_MC3_STATUS Shared See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 

40E€H | 1038 | IA32_MC3_ADDR Shared See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 
The MSR_MC3_ADDR register is either not implemented or 
contains no address if the ADDRV flag in the 
MSR_MC3_STATUS register is clear. 
When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 
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Table 2-4. MSRs in 45 nm and 32 nm Intel Atom® Processor Family (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Shared/ 
Unique 


Bit Description 


410H 


1040 


IA32_MC4_CTL 


Shared 


See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


411H 


1041 


IA32_MC4_STATUS 


Shared 


See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 


412H 


1042 


IA32_MC4_ADDR 


Shared 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 


The MSR_MC4_ADDR register is either not implemented or 
contains no address if the ADDRV flag in the 
MSR_MC4_STATUS register is clear. 


When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 


480H 


1152 


IA32_VMX_BASIC 


Unique 


Reporting Register of Basic VMX Capabilities (R/O) 
See Table 2-2. 
See Appendix A.1, “Basic VMX Information.” 


481H 


1153 


IA32_VMX_PINBASED_CTLS 


Unique 


Capability Reporting Register of Pin-Based VM-Execution 
Controls (R/O) 


See Table 2-2. 
See Appendix A.3, “VM-Execution Controls.” 


482H 


1154 


IA32_VMX_PROCBASED_CTLS 


Unique 


Capability Reporting Register of Primary Processor-Based 
V/M-Execution Controls (R/O) 


See Appendix A.3, “VM-Execution Controls.” 


483H 


484H 


1155 


1156 


IA32_VMX_EXIT_CTLS 


IA32_VMX_ENTRY_CTLS 


Unique 


Unique 


Capability Reporting Register of VM-Exit Controls (R/O) 
See Table 2-2. 

See Appendix A.4, “VM-Exit Controls.” 

Capability Reporting Register of VM-Entry Controls (R/O) 
See Table 2-2. 

See Appendix A.5, “VM-Entry Controls.” 


485H 


1157 


1A32_VMX_MISC 


Unique 


Reporting Register of Miscellaneous VMX Capabilities 
(R/O) 


See Table 2-2. 
See Appendix A.6, “Miscellaneous Data.” 


486H 


1158 


IA32_VMX_CRO_FIXEDO 


Unique 


Capability Reporting Register of CRO Bits Fixed to O (R/O) 
See Table 2-2. 
See Appendix A.7, “VMX-Fixed Bits in CRO.” 


487H 


1159 


IA32_VMX_CRO_FIXED1 


Unique 


Capability Reporting Register of CRO Bits Fixed to 1 (R/O) 
See Table 2-2. 
See Appendix A.7, “VMX-Fixed Bits in CRO.” 


488H 


1160 


IA32_VMX_CR4_FIXEDO 


Unique 


Capability Reporting Register of CR4 Bits Fixed to O (R/O) 
See Table 2-2. 
See Appendix A.8, “VMX-Fixed Bits in CR4.” 


489H 


1161 


IA32_VMX_CR4_FIXE€D1 


Unique 


Capability Reporting Register of CR4 Bits Fixed to 1 (R/O) 
See Table 2-2. 
See Appendix A.8, “VMX-Fixed Bits in CR4.” 
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Table 2-4. MSRs in 45 nm and 32 nm Intel Atom® Processor Family (Contd.) 


Register Shared/ 
Address Register Name / Bit Fields Unique Bit Description 
Hex Dec 
48AH 1162 | IA32_VMX_VMCS_ENUM Unique Capability Reporting Register of VMCS Field Enumeration 
(R/O) 
See Table 2-2. 
See Appendix A.9, “VMCS Enumeration.” 
48BH 1163 | IA32_VMX_PROCBASED_CTLS2 Unique Capability Reporting Register of Secondary Processor- 
Based VM-Execution Controls (R/O) 
See Appendix A.3, "VM-Execution Controls.” 
600H | 1536 | IA32_DS_AREA Unique DS Save Area (R/W) 
See Table 2-2. 
See Section 18.6.3.4, “Debug Store (DS) Mechanism.” 
CO00_ IA32_EFER Unique Extended Feature Enables 
0080H See Table 2-2. 
CO00_ IA32_STAR Unique System Call Target Address (R/W) 
0081H See Table 2-2. 
CO00_ IA32_LSTAR Unique IA-32e Mode System Call Target Address (R/W) 
0082H See Table 2-2. 
CO00_ IA32_FMASK Unique System Call Flag Mask (R/W) 
0084H See Table 2-2, 
COO0_ IA32_FS_BASE Unique Map of BASE Address of FS (R/W) 
0100H See Table 2-2. 
COO0_ IA32_GS_BASE Unique Map of BASE Address of GS (R/W) 
0101H See Table 2-2. 
CO00_ IA32_KERNEL_GS_BASE Unique Swap Target of BASE Address of GS (R/W) 
0102H See Table 2-2. 


Table 2-5 lists model-specific registers (MSRs) that are specific to Intel Atom® processor with the CPUID signature 
with DisplayFamily_DisplayModel of 06_27H. 


Table 2-5. MSRs Supported by Intel Atom® Processors with CPUID Signature 06_27H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
3F8H 1016 | MSR_PKG_C2 RESIDENCY Package Package C2 Residency 
Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state parameters 
or ACPI C-States. 
63:0 Package Package C2 Residency Counter (R/O) 


Time that this package is in processor-specific C2 states 
since last reset. Counts at 1 Mhz frequency. 
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Table 2-5. MSRs Supported by Intel Atom® Processors (Contd.)with CPUID Signature 06_27H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
3F9H 1017 | MSR_PKG_C4_RESIDENCY Package Package C4 Residency 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state parameters 
or ACPI C-States. 


63:0 Package Package C4 Residency Counter. (R/O) 


Time that this package is in processor-specific C4 states 
since last reset. Counts at 1 Mhz frequency. 


3FAH 1018 | MSR_PKG_C6_RESIDENCY Package Package C6 Residency 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state parameters 
or ACPI C-States. 


63:0 Package Package C6 Residency Counter. (R/O) 


Time that this package is in processor-specific C6 states 
since last reset. Counts at 1 Mhz frequency. 


2.4 MSRS IN INTEL PROCESSORS BASED ON SILVERMONT 
MICROARCHITECTURE 


Table 2-6 lists model-specific registers (MSRs) common to Intel processors based on the Silvermont microarchitec- 
ture. These processors have a CPUID signature with DisplayFamily_DisplayModel of 06_37H, 06_4AH, 06_4DH, 
06_5AH, and 06_5DH; see Table 2-1. The MSRs listed in Table 2-6 are also common to processors based on the 
Airmont microarchitecture and newer microarchitectures for next generation Intel Atom processors. 


Table 2-7 lists MSRs common to processors based on the Silvermont and Airmont microarchitectures, but not 
newer microarchitectures. 


Table 2-8, Table 2-9, and Table 2-10 lists MSRs that are model-specific across processors based on the Silvermont 
microarchitecture. 


In the Silvermont microarchitecture, the scope column indicates the following: “Core” means each processor core 
has a separate MSR, or a bit field not shared with another processor core. “Module” means the MSR or the bit field 
is shared by a subset of the processor cores in the physical package. The number of processor cores in this subset 
is model specific and may differ between different processors. For all processors based on Silvermont microarchi- 
tecture, the L2 cache is also shared between cores in a module and thus CPUID leaf 04H enumeration can be used 
to figure out which processors are in the same module. “Package” means all processor cores in the physical 
package share the same MSR or bit interface. 


Table 2-6. MSRs Common to the Silvermont Microarchitecture and 
Newer Microarchitectures for Intel Atom® Processors 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
OH 0 IA32_P5_MC_ADDR Module See Section 2.23, "MSRs in Pentium Processors.” 
1H 1 IA32_P5_MC_TYPE Module See Section 2.23, “MSRs in Pentium Processors.” 
6H 6 IA32_MONITOR_FILTER_SIZE Core See Section 8.10.5, “Monitor/Mwait Address Range 
Determination.” and Table 2-2. 
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Table 2-6. MSRs Common to the Silvermont Microarchitecture and 
Newer Microarchitectures for Intel Atom’ Processors 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


10H 


16 


IA32_TIME_STAMP_COUNTER 


Core 


See Section 17.17, “Time-Stamp Counter,” and 
Table 2-2. 


1BH 


27 


IA32_APIC_BASE 


Core 


See Section 10.4.4, “Local APIC Status and Location,” 
and Table 2-2. 


2AH 


42 


MSR_EBL_CR_POWERON 


Module 


Processor Hard Power-On Configuration (R/W) 
Writes ignored. 


63:0 


Reserved 


34H 


52 


MSR_SMI_COUNT 


31:0 


63:32 


Core 


SMI Counter (R/O) 


SMI Count (R/O) 
Running count of SMI events since last RESET. 


Reserved 


79H 


121 


1A32_BlOS_UPDT_TRIG 


Core 


BIOS Update Trigger Register (W) 
See Table 2-2. 


8BH 


139 


IA32_BlOS_SIGN_ID 


Core 


BIOS Update Signature ID (RO) 
See Table 2-2. 


C1H 


193 


IA32_PMCO 


Core 


Performance counter register 
See Table 2-2. 


C2H 


194 


IA32_PMC1 


Core 


Performance Counter Register 
See Table 2-2. 


E4H 


228 


MSR_PMG_IO_CAPTURE_BASE 


Module 


Power Management IO Redirection in C-state (R/W) 
See http://biosbits.org. 


15:0 


LVL_2 Base Address (R/W) 


Specifies the base address visible to software for IO 
redirection. If IO MWAIT Redirection is enabled, reads to 
this address will be consumed by the power 
management logic and decoded to MWAIT instructions. 
When IO port address redirection is enabled, this is the 
10 port address reported to the OS/software. 


18:16 


C-state Range (R/W) 


Specifies the encoding value of the maximum C-State 
code name to be included when IO read to MWAIT 
redirection is enabled by 
MSR_PKG_CST_CONFIG_CONTROL[bit1 0]: 


100b - C4 is the max C-State to include 
110b - C6 is the max C-State to include 
111b - C7 is the max C-State to include 


63:19 


Reserved 


€7H 


231 


IA32_MPERF 


Core 


Maximum Performance Frequency Clock Count (RW) 
See Table 2-2. 
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Table 2-6. MSRs Common to the Silvermont Microarchitecture and 
Newer Microarchitectures for Intel Atom® Processors 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


€8H 


232 


IA32_APERF 


Core 


Actual Performance Frequency Clock Count (RW) 
See Table 2-2. 


FEH 


254 


IA32_MTRRCAP 


Core 


Memory Type Range Register (R) 
See Table 2-2. 


13CH 


174H 


52 


372 


MSR_FEATURE_CONFIG 


Core 


AES Configuration (RW-L) 


Privileged post-BlOS agent must provide a #GP handler 
to handle unsuccessful read of this MSR. 


1:0 


AES Configuration (RW-L) 

Upon a successful read of this MSR, the configuration of 
AES instruction sets availability is as follows: 

11b: AES instructions are not available until next 
RESET. 

Otherwise, AES instructions are available. 

Note: AES instruction set is not available if read is 
unsuccessful. If the configuration is not 01b, AES 
instructions can be mis-configured if a privileged agent 
unintentionally writes 11b. 


63:2 
IA32_SYSENTER_CS 


Core 


Reserved 
See Table 2-2. 


175H 


373 


IA32_SYSENTER_ESP 


Core 


See Table 2-2. 


176H 
179H 


374 
377 


IA32_SYSENTER_EIP 
IA32_MCG_CAP 


Core 


Core 


See Table 2-2. 
See Table 2-2. 


17AH 


186H 


378 


390 


IA32_MCG_STATUS 


Core 


Global Machine Check Status 


0 


RIPV 


When set, bit indicates that the instruction addressed 
by the instruction pointer pushed on the stack (when 
the machine check was generated) can be used to 
restart the program. If cleared, the program cannot be 
reliably restarted. 


EIPV 


When set, bit indicates that the instruction addressed 
by the instruction pointer pushed on the stack (when 
the machine check was generated) is directly 
associated with the error. 


MCIP 


When set, bit indicates that a machine check has been 
generated. If a second machine check is detected while 
this bit is still set, the processor enters a shutdown 
state. Software should write this bit to 0 after 
processing a machine check exception. 


63:3 
IA32_PERFEVTSELO 


Core 


Reserved 
See Table 2-2. 


7:0 


Event Select 
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Table 2-6. MSRs Common to the Silvermont Microarchitecture and 
Newer Microarchitectures for Intel Atom’ Processors 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
15:8 UMask 
16 USR 
17 (e)s) 
18 Edge 
19 PC 
20 INT 
21 Reserved 
22 EN 
23 INV 
31:24 CMASK 
63:32 Reserved 
187H 391 | IA32_PERFEVTSEL1 Core See Table 2-2. 
198H 408 | IA32_PERF_STATUS Module See Table 2-2. 
199H 409 | IA32_PERF_CTL Core See Table 2-2. 
19AH 410 | IA32_CLOCK_MODULATION Core Clock Modulation (R/W) 
See Table 2-2. 
IA32_CLOCK_MODULATION MSR was originally named 
IA32_THERM_CONTROL MSR. 
19BH 411 | IA32_THERM_INTERRUPT Core Thermal Interrupt Control (R/W) 
See Table 2-2. 
19CH 412 | IA32_THERM_STATUS Core Thermal Monitor Status (R/W) 
See Table 2-2. 
1A2H 418 | MSR_TEMPERATURE_TARGET Package Temperature Target 
15:0 Reserved 
23:16 Temperature Target (R) 
The default thermal throttling or PROCHOT# activation 
temperature in degrees C. The effective temperature 
for thermal throttling or PROCHOT# activation is 
“Temperature Target” + “Target Offset”. 
29:24 Target Offset (R/w) 
Specifies an offset in degrees C to adjust the throttling 
and PROCHOT# activation temperature from the 
default target specified in TEMPERATURE_TARGET 
(bits 23:16). 
63:30 Reserved 
1A6H 422 |MSR_OFFCORE_RSP_O Module Offcore Response Event Select Register (R/W) 
1A7H 423 | MSR_OFFCORE_RSP_1 Module Offcore Response Event Select Register (R/W) 
1BOH 432 | IA32_ENERGY_PERF_BIAS Core See Table 2-2. 
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Table 2-6. MSRs Common to the Silvermont Microarchitecture and 
Newer Microarchitectures for Intel Atom® Processors 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

1D9H 473 | 1A32_DEBUGCTL Core Debug Control (R/W) 
See Table 2-2. 

1DDH 477 | MSR_LER_FROM_LIP Core Last Exception Record From Linear IP (R/W) 
Contains a pointer to the last branch instruction that 
the processor executed prior to the last exception that 
was generated or the last interrupt that was handled. 

1DEH 478 |MSR_LER_TO_LIP Core Last Exception Record To Linear IP (R/W) 
This area contains a pointer to the target of the last 
branch instruction that the processor executed prior to 
the last exception that was generated or the last 
interrupt that was handled. 

1F2H 498 | 1A32_SMRR_PHYSBASE Core See Table 2-2. 

1F3H 499 | IA32_SMRR_PHYSMASK Core See Table 2-2. 

200H 512 | IA32_MTRR_PHYSBASEO Core See Table 2-2. 

201H 513 | IA32_MTRR_PHYSMASKO Core See Table 2-2. 

202H 514 | IA32_MTRR_PHYSBASE1 Core See Table 2-2. 

203H 515 | IA32_MTRR_PHYSMASK1 Core See Table 2-2. 

204H 516 | IA32_MTRR_PHYSBASE2 Core See Table 2-2. 

205H 517 | IA32_MTRR_PHYSMASK2 Core See Table 2-2. 

206H 518 | IA32_MTRR_PHYSBASE3 Core See Table 2-2. 

207H 519 | IA32_MTRR_PHYSMASK3 Core See Table 2-2. 

208H 520 | IA32_MTRR_PHYSBASE4 Core See Table 2-2. 

209H 521 | IA32_MTRR_PHYSMASK4 Core See Table 2-2. 

20AH 522 | IA32_MTRR_PHYSBASES Core See Table 2-2. 

20BH 523 | IA32_MTRR_PHYSMASK5 Core See Table 2-2. 

20CH 524 | IA32_MTRR_PHYSBASE6 Core See Table 2-2. 

20DH 525 | IA32_MTRR_PHYSMASK6 Core See Table 2-2. 

20€H 526 | IA32_MTRR_PHYSBASE7 Core See Table 2-2. 

20FH 527 | IA32_MTRR_PHYSMASK7 Core See Table 2-2. 

250H 592 | IA32_MTRR_FIX64K_00000 Core See Table 2-2. 

258H 600 | IA32_MTRR_FIX16K_80000 Core See Table 2-2. 

259H 601 | IA32_MTRR_FIX16K_A0000 Core See Table 2-2. 

268H 616 | IA32_MTRR_FIX4K_COO00 Core See Table 2-2. 

269H 617 | IA32_MTRR_FIX4K_C8000 Core See Table 2-2. 

26AH 618 | IA32_MTRR_FIX4K_DO0000 Core See Table 2-2. 

26BH 619 | IA32_MTRR_FIX4K_D8000 Core See Table 2-2. 

26CH 620 | IA32_MTRR_FIX4K_E0000 Core See Table 2-2. 

26DH 621 | IA32_MTRR_FIX4K_E8000 Core See Table 2-2. 
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Table 2-6. MSRs Common to the Silvermont Microarchitecture and 
Newer Microarchitectures for Intel Atom’ Processors 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

26€H 622 | IA32_MTRR_FIX4K_FOO00O Core See Table 2-2. 

26FH 623 | IA32_MTRR_FIX4K_F8000 Core See Table 2-2. 

277H 631 | IA32_PAT Core See Table 2-2. 

2FFH 767 | IA32_MTRR_DEF_TYPE Core Default Memory Types (R/W) 
See Table 2-2. 

309H 777 ‘| \A32_FIXED_CTRO Core Fixed-Function Performance Counter Register O (R/W) 
See Table 2-2. 

30AH 778 | \A32_FIXED_CTR1 Core Fixed-Function Performance Counter Register 1 (R/W) 
See Table 2-2. 

30BH 779 ‘| 1A32_FIXED_CTR2 Core Fixed-Function Performance Counter Register 2 (R/W) 
See Table 2-2. 

345H 837 | IA32_PERF_CAPABILITIES Core See Table 2-2. See Section 17.4.1, “IA32_DEBUGCTL 
MSR.” 

38DH 909 | IA32_FIXED_CTR_CTRL Core Fixed-Function-Counter Control Register (R/W) 
See Table 2-2. 

38FH 911 IA32_PERF_GLOBAL_CTRL Core See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities.” 

3FDH 1021 | MSR_CORE_C6_RESIDENCY Core Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 

63:0 CORE C6 Residency Counter (R/O) 

Value since last reset that this core is in processor- 
specific C6 states. Counts at the TSC Frequency. 

400H | 1024 | IA32_MCO_CTL Module See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

401H | 1025 | 1A32_MCO_STATUS Module See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 

402H | 1026 | IA32_MCO_ADDR Module See Section 15.3.2.3, “[A32_MCi_ADDR MSRs." 
The IA32_MCO_ADDR register is either not 
implemented or contains no address if the ADDRV flag 
in the [A32_MCO_STATUS register is clear. 
When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 

404H | 1028 | IA32_MC1_CTL Module See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

405H | 1029 | 1A32_MC1_STATUS Module See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 

408H | 1032 | IA32_MC2_CTL Module See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

409H | 1033 | 1IA32_MC2_STATUS Module See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 
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Table 2-6. MSRs Common to the Silvermont Microarchitecture and 
Newer Microarchitectures for Intel Atom® Processors 


Register 
Address 


Hex Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


40AH | 1034 


IA32_MC2_ADDR 


Module 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 


The IA32_MC2_ADDR register is either not 
implemented or contains no address if the ADDRV flag 
in the [A32_MC2_STATUS register is clear. 

When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 


40CH | 1036 


IA32_MC3_CTL 


Core 


See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


40DH | 1037 


IA32_MC3_STATUS 


Core 


See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 


40€H | 1038 


410H | 1040 


IA32_MC3_ADDR 


IA32_MC4_CTL 


Core 


Core 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 


The MSR_MC3_ADDR register is either not 
implemented or contains no address if the ADDRV flag 
in the MSR_MC3_STATUS register is clear. 

When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 


See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


411H | 1041 


IA32_MC4_STATUS 


Core 


See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 


412H | 1042 


414H | 1044 


IA32_MC4_ADDR 


IA32_MC5_CTL 


Core 


Package 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 


The MSR_MC4_ADDR register is either not 
implemented or contains no address if the ADDRV flag 
in the MSR_MC4_STATUS register is clear. 

When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 


See Section 15.3.2.1, "IA32_MCi_CTL MSRs.” 


415H | 1045 


IA32_MC5_STATUS 


Package 


See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 


416H | 1046 


480H | 1152 


IA32_MC5_ADDR 


IA32_VMX_BASIC 


Package 


Core 


See Section 15.3.2.3, "IA32_MCi_ADDR MSRs." 


The MSR_MC4_ADDR register is either not 
implemented or contains no address if the ADDRV flag 
in the MSR_MC4_STATUS register is clear. 


When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 

Reporting Register of Basic VMX Capabilities (R/O) 
See Table 2-2. 

See Appendix A.1, “Basic VMX Information.” 


481H | 1153 


IA32_VMX_PINBASED_CTLS 


Core 


Capability Reporting Register of Pin-Based 
VM-Execution Controls (R/O) 
See Table 2-2. 


See Appendix A.3, “VM-Execution Controls.” 
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Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


482H 


1154 


IA32_VMX_PROCBASED_CTLS 


Core 


Capability Reporting Register of Primary Processor- 
Based VM-Execution Controls (R/O) 


See Appendix A.3, “VM-Execution Controls.” 


483H 


1155 


IA32_VMX_EXIT_CTLS 


Core 


Capability Reporting Register of VM-Exit Controls (R/O) 
See Table 2-2. 
See Appendix A.4, “VM-Exit Controls.” 


484H 


1156 


IA32_VMX_ENTRY_CTLS 


Core 


Capability Reporting Register of VM-Entry Controls 
(R/O) 


See Table 2-2. 
See Appendix A.5, “VM-Entry Controls.” 


485H 


1157 


IA32_VMX_MISC 


Core 


Reporting Register of Miscellaneous VMX Capabilities 
(R/O) 


See Table 2-2. 
See Appendix A.6, “Miscellaneous Data.” 


486H 


487H 


1158 


1159 


IA32_VMX_CRO_FIXEDO 


IA32_VMX_CRO_FIXED1 


Core 


Core 


Capability Reporting Register of CRO Bits Fixed to O 
(R/O) 


See Table 2-2. 

See Appendix A.7, “VMX-Fixed Bits in CRO.” 
Capability Reporting Register of CRO Bits Fixed to 1 
(R/O) 

See Table 2-2. 

See Appendix A.7, “VMX-Fixed Bits in CRO.” 


488H 


1160 


IA32_VMX_CR4_FIXEDO 


Core 


Capability Reporting Register of CR4 Bits Fixed to O 
(R/O) 


See Table 2-2. 
See Appendix A.8, “VMX-Fixed Bits in CR4.” 


489H 


1161 


IA32_VMX_CR4_FIXED1 


Core 


Capability Reporting Register of CR4 Bits Fixed to 1 
(R/O) 


See Table 2-2. 
See Appendix A.8, “VMX-Fixed Bits in CR4.” 


48AH 


1162 


IA32_VMX_VMCS_ENUM 


Core 


Capability Reporting Register of VMCS Field 
Enumeration (R/O) 


See Table 2-2. 
See Appendix A.9, “VMCS Enumeration.” 


48BH 


1163 


IA32_WMX_PROCBASED_CTLS2 


Core 


Capability Reporting Register of Secondary Processor- 
Based VM-Execution Controls (R/O) 


See Appendix A.3, “VM-Execution Controls.” 


48CH 


1164 


IA32_VMX_EPT_VPID_ENUM 


Core 


Capability Reporting Register of EPT and VPID (R/O) 
See Table 2-2 


48DH 


1165 


IA32_VMX_TRUE_PINBASED_CTLS 


Core 


Capability Reporting Register of Pin-Based 
VM-Execution Flex Controls (R/O) 
See Table 2-2 
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48E€H 1166 | IA32_VMX_TRUE_PROCBASED_CTLS Core Capability Reporting Register of Primary Processor- 
based VM-Execution Flex Controls (R/O) 
See Table 2-2 
48FH 1167 | IA32_VMX_TRUE_EXIT_CTLS Core Capability Reporting Register of VM-Exit Flex Controls 
(R/O) 
See Table 2-2 
490H 1168 | IA32_VMX_TRUE_ENTRY_CTLS Core Capability Reporting Register of VM-Entry Flex Controls 
(R/O) 
See Table 2-2 
491H 1169 | IA32_VMX_FMFUNC Core Capability Reporting Register of VM-Function Controls 
(R/O) 
See Table 2-2 
4C1H | 1217 | 1IA32_A_PMCO Core See Table 2-2. 
4C2H | 1218 | 1IA32_A_PMC1 Core See Table 2-2. 
600H | 1536 | IA32_DS_AREA Core DS Save Area (R/W) 
See Table 2-2. 
See Section 18.6.3.4, “Debug Store (DS) Mechanism.” 
660H 1632 | MSR_CORE_C1_RESIDENCY Core Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 
63:0 CORE C1 Residency Counter. (R/O) 
Value since last reset that this core is in processor- 
specific C1 states. Counts at the TSC frequency. 
6EOH | 1760 | IA32_TSC_DEADLINE Core TSC Target of Local APIC’s TSC Deadline Mode (R/W) 
See Table 2-2. 
CO00_ IA32_EFER Core Extended Feature Enables 
0080H See Table 2-2. 
COO00_ IA32_STAR Core System Call Target Address (R/W) 
0081H See Table 2-2. 
CoO00_ IA32_LSTAR Core IA-32e Mode System Call Target Address (R/W) 
0082H See Table 2-2. 
Co00_ IA32_FMASK Core System Call Flag Mask (R/W) 
0084H See Table 2-2. 
COoo0_ IA32_FS_BASE Core Map of BASE Address of FS (R/W) 
0100H See Table 2-2. 
COo0_ IA32_GS_BASE Core Map of BASE Address of GS (R/W) 
0101H See Table 2-2. 
CO00_ IA32_KERNEL_GS_BASE Core Swap Target of BASE Address of GS (R/W) 
0102H See Table 2-2. 
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COO0_ IA32_TSC_AUX Core AUXILIARY TSC Signature (R/W) 
0103H See Table 2-2 


Table 2-7 lists model-specific registers (MSRs) that are common to Intel® Atom™ processors based on the Silver- 
mont and Airmont microarchitectures but not newer microarchitectures. 


Table 2-7. MSRs Common to the Silvermont and Airmont Microarchitectures 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
17H 23 MSR_PLATFORM_ID Module Model Specific Platform ID (R) 
7:0 Reserved 
13:8 Maximum Qualified Ratio (R) 
The maximum allowed bus ratio. 
49:13 Reserved 
52:50 See Table 2-2. 
63:33 Reserved 
3AH 58 IA32_FEATURE_CONTROL Core Control Features in Intel 64Processor (R/W) 
See Table 2-2. 
0 Lock (R/WL) 
1 Reserved 
2 Enable VMX outside SMX operation (R/WL) 
40H 64 MSR_LASTBRANCH_O_FROM_IP Core Last Branch Record 0 From IP (R/W) 
One of eight pairs of last branch record registers on the 
last branch record stack. The From_IP part of the stack 
contains pointers to the source instruction. See also: 
* Last Branch Record Stack TOS at 1C9SH. 
* Section 17.5 and record format in Section 17.4.8.1. 
41H 65 MSR_LASTBRANCH_1_FROM_IP Core Last Branch Record 1 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
42H 66 MSR_LASTBRANCH_2_FROM_IP Core Last Branch Record 2 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
43H 67 MSR_LASTBRANCH_3_FROM_IP Core Last Branch Record 3 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
44H 68 MSR_LASTBRANCH_4_ FROM_IP Core Last Branch Record 4 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
45H 69 MSR_LASTBRANCH_5_FROM_IP Core Last Branch Record 5 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
46H 70 MSR_LASTBRANCH_6_FROM_IP Core Last Branch Record 6 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
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Address Register Name / Bit Fields Scope Bit Description 

Hex Dec 

47H 71 MSR_LASTBRANCH_7_FROM_IP Core Last Branch Record 7 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 

60H 96 MSR_LASTBRANCH_0O_TO_IP Core Last Branch Record 0 To IP (R/W) 

One of eight pairs of last branch record registers on the 
last branch record stack. The To_IP part of the stack 
contains pointers to the destination instruction. 

61H 97 MSR_LASTBRANCH_1_TO_IP Core Last Branch Record 1 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 

62H 98 MSR_LASTBRANCH_2_TO_IP Core Last Branch Record 2 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 

63H 99 MSR_LASTBRANCH_3_TO_IP Core Last Branch Record 3 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 

64H 100 |MSR_LASTBRANCH_4_TO_IP Core Last Branch Record 4 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 

65H 101. | MSR_LASTBRANCH_5_TO_IP Core Last Branch Record 5 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 

66H 102 |MSR_LASTBRANCH_6_TO_IP Core Last Branch Record 6 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 

67H 103. | MSR_LASTBRANCH_7_TO_IP Core Last Branch Record 7 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 

CEH 206 | MSR_PLATFORM_INFO Package Platform Information: Contains power management and 
other model specific features enumeration. See 
http://biosbits.org. 

7:0 Reserved 

15:8 Package Maximum Non-Turbo Ratio (R/O) 
This is the ratio of the maximum frequency that does not 
require turbo. Frequency = ratio * Scalable Bus 
Frequency. 

63:16 Reserved 

E2H 226 | MSR_PKG_CST_CONFIG_CONTROL Module C-State Configuration Control (R/W) 

Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 

See http://biosbits.org. 
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Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


2:0 


Package C-State Limit (R/W) 


Specifies the lowest processor-specific C-state code 
name (consuming the least power) for the package. The 
default is set as factory-configured package C-state limit. 


The following C-state code name encodings are 
supported: 


O0Ob: CO (no package C-sate support) 
001b: C1 (Behavior is the same as OOOb) 
100b: C4 

110b: C6 

111b: C7 (Silvermont only). 


9:3 


Reserved 


10 


I/O MWAIT Redirection Enable (R/W) 


When set, will map IO_read instructions sent to IO 
register specified by MSR_PMG_IO_CAPTURE_BASE to 
MWAIT instructions. 


14:11 


Reserved 


15 


CFG Lock (R/WO) 
When set, locks bits 15:0 of this register until next reset. 


63:16 


Reserved 


11€H 


281 


MSR_BBL_CR_CTL3 


Module 


Control Register 3 
Used to configure the L2 Cache. 


L2 Hardware Enabled (RO) 
1 = If the L2 is hardware-enabled. 
O= Indicates if the L2 is hardware-disabled. 


Reserved 


L2 Enabled (R/W) 
1=  L2 cache has been initialized. 
O= Disabled (default). 


Until this bit is set the processor will not respond to the 
WBINVD instruction or the assertion of the FLUSH# 
input. 


22:9 
23 


Reserved 


L2 Not Present (RO) 
O= L2 Present. 
1 =  L2 Not Present. 


63:24 


Reserved 


1A0H 


416 


IA32_MISC_ENABLE 


Enable Misc. Processor Features (R/W) 


Allows a variety of processor functions to be enabled 
and disabled. 


Core 


Fast-Strings Enable 
See Table 2-2. 
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2:1 Reserved 

3 Module Automatic Thermal Control Circuit Enable (R/W) 
See Table 2-2. Default value is 0. 

6:4 Reserved 

7 Core Performance Monitoring Available (R) 
See Table 2-2. 

10:8 Reserved 

11 Core Branch Trace Storage Unavailable (RO) 
See Table 2-2. 

12 Core Processor Event Based Sampling Unavailable (RO) 
See Table 2-2. 

15:13 Reserved 

16 Module Enhanced Intel SpeedStep Technology Enable (R/W) 
See Table 2-2. 

18 Core ENABLE MONITOR FSM (R/W) 
See Table 2-2. 

21:19 Reserved 

22 Core Limit CPUID Maxval (R/W) 
See Table 2-2. 

23 Module XTPR Message Disable (R/W) 
See Table 2-2. 

33:24 Reserved 

34 Core XD Bit Disable (R/W) 
See Table 2-2. 

37:35 Reserved 

38 Module Turbo Mode Disable (R/W) 
When set to 1 on processors that support Intel Turbo 
Boost Technology, the turbo mode feature is disabled 
and the IDA_Enable feature flag will be cleared 
(CPUID.OGH: EAX[1]=0). 
When set to a 0 on processors that support IDA, 
CPUID.OGH: EAX[1] reports the processor's support of 
turbo mode is enabled. 
Note: The power-on default value is used by BIOS to 
detect hardware support of turbo mode. If the power-on 
default value is 1, turbo mode is available in the 
processor. If the power-on default value is 0, turbo mode 
is not available. 

63:39 Reserved 

1C8H 456 | MSR_LBR_SELECT Core Last Branch Record Filtering Select Register (R/W) 

See Section 17.9.2, “Filtering of Last Branch Records.” 
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Register 
Address Register Name / Bit Fields Scope Bit Description 


Hex Dec 


CPL_EQ_O 


CPL_NEQ_O 

JCC 
NEAR_REL_CALL 
NEAR_IND_CALL 
NEAR_RET 
NEAR_IND_JMP 
NEAR_REL_JMP 
FAR_BRANCH 
63:9 Reserved 


1C9H 457 | MSR_LASTBRANCH_TOS Core Last Branch Record Stack TOS (R/W) 


Contains an index (bits 0-2) that points to the MSR 
containing the most recent branch record. 


See MSR_LASTBRANCH_O_FROML_IP. 


38EH 910 | IA32_PERF_GLOBAL_STATUS Core See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities.” 


390H 912 | IA32_PERF_GLOBAL_OVF_CTRL Core See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities.” 

3F1H 1009 | MSR_PEBS_ENABLE Core See Table 2-2. See Section 18.6.2.4, “Processor Event 
Based Sampling (PEBS).” 

0 Enable PEBS for precise event on [A32_PMCO (R/W) 


3FAH 1018 | MSR_PKG_C6_RESIDENCY Package Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 

63:0 Package C6 Residency Counter (R/O) 

Value since last reset that this package is in processor- 
specific C6 states. Counts at the TSC Frequency. 

664H | 1636 | MSR_MC6_RESIDENCY_COUNTER Module Module C6 Residency Counter (R/O) 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


Oy;NI DMD] Mm] By] WwW) rm] —|o 


63:0 Time that this module is in module-specific C6 states 
since last 


reset. Counts at 1 Mhz frequency. 


2.4.1 MSRs with Model-Specific Behavior in the Silvermont Microarchitecture 


Table 2-8 lists model-specific registers (MSRs) that are specific to Intel Atom® processor E3000 Series (CPUID 
signature with DisplayFamily_DisplayModel of 06_37H) and Intel Atom processors (CPUID signatures with 
DisplayFamily_DisplayModel of 06_4AH, 06_5AH, 06_5DH). 
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Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


CDH 


205 


MSR_FSB_FREQ 


Module 


Scaleable Bus Speed(RO) 


This field indicates the intended scaleable bus clock 
speed for processors based on Silvermont 
microarchitecture. 


2:0 


* 100B: 080.0 MHz 
* QOOB: 083.3 MHz 
« 001B: 100.0 MHz 
« 010B: 133.3 MHz 
= 011B: 116.7 MHz 


63:3 


Reserved 


606H 


1542 


MSR_RAPL_POWER_UNIT 


Package 


Unit Multipliers used in RAPL Interfaces (R/O) 
See Section 14.10.1, “RAPL Interfaces.” 


3:0 


Power Units 


Power related information (in milliwatts) is based on the 
multiplier, 2*PU; where PU is an unsigned integer 
represented by bits 3:0. Default value is 0101b, 
indicating power unit is in 32 milliwatts increment. 


74 


Reserved 


12:8 


Energy Status Units 


Energy related information (in microjoules) is based on 
the multiplier, 2~ESU; where ESU is an unsigned integer 
represented by bits 12:8. Default value is 001016, 
indicating energy unit is in 32 microJoules increment. 


15:13 
19:16 


63:20 


Reserved 


Time Unit 
The value is O000b, indicating time unit is in one second. 


Reserved 


610H 


1552 


MSR_PKG_POWER_LIMIT 


Package 


PKG RAPL Power Limit Control (R/W) 


14:0 


Package Power Limit #1 (R/W) 


See Section 14.10.3, “Package RAPL Domain.” and 
MSR_RAPL_POWER_UNIT in Table 2-8. 


Enable Power Limit #1 (R/W) 
See Section 14.10.3, “Package RAPL Domain.” 


Package Clamping Limitation #1 (R/W) 
See Section 14.10.3, “Package RAPL Domain." 


23:17 


Time Window for Power Limit #1 (R/W) 


In unit of second. If 0 is specified in bits [23:17], defaults 
to 1 second window. 


63:24 


Reserved 


611H 


1553 


MSR_PKG_ENERGY_STATUS 


Package 


PKG Energy Status (R/O) 


See Section 14.10.3, “Package RAPL Domain.” and 
MSR_RAPL_POWER_UNIT in Table 2-8. 
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Register 
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Hex Dec 
639H | 1593 | MSR_PPO_ENERGY_STATUS Package PPO Energy Status (R/O) 


See Section 14.10.4, “PPO/PP1 RAPL Domains.” and 
MSR_RAPL_POWER_UNIT in Table 2-8. 


Table 2-9 lists model-specific registers (MSRs) that are specific to Intel Atom® processor E3000 Series (CPUID 
signature with DisplayFamily_DisplayModel of 06_37H). 


Table 2-9. Specific MSRs Supported by Intel Atom® Processor E3000 Series with CPUID Signature 06_37H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
668H | 1640 | MSR_CC6_DEMOTION_POLICY_CONFIG | Package Core C6 Demotion Policy Config MSR 
63:0 Controls per-core C6 demotion policy. Writing a value of 
O disables core level HW demotion policy. 
669H | 1641 | MSR_MC6_DEMOTION_POLICY_CONFIG | Package Module C6 Demotion Policy Config MSR 
63:0 Controls module (i.e., two cores sharing the second-level 
cache) C6 demotion policy. Writing a value of O disables 
module level HW demotion policy. 
664H | 1636 | MSR_MC6_RESIDENCY_COUNTER Module Module C6 Residency Counter (R/O) 
Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 
63:0 Time that this module is in module-specific C6 states 
since last reset. Counts at 1 Mhz frequency. 


Table 2-10 lists model-specific registers (MSRs) that are specific to Intel Atom® processor C2000 Series (CPUID 
signature with DisplayFamily_DisplayModel of 06_4DH). 


Table 2-10. Specific MSRs Supported by Intel Atom® Processor C2000 Series with CPUID Signature 06_4DH 


Register 
Address 


Hex Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


1A4H 420 


MSR_MISC_FEATURE_CONTROL 


Miscellaneous Feature Control (R/W) 


0 


Core 


L2 Hardware Prefetcher Disable (R/W) 

If 1, disables the L2 hardware prefetcher, which 
fetches additional lines of code or data into the L2 
cache. 


Reserved 


Core 


DCU Hardware Prefetcher Disable (R/W) 


If 1, disables the L1 data cache prefetcher, which 
fetches the next cache line into L1 data cache. 


Reserved 
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Register 
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1ADH 429 | MSR_TURBO_RATIO_LIMIT Package Maximum Ratio Limit of Turbo Mode (RW) 
7:0 Package Maximum Ratio Limit for 1C 
Maximum turbo ratio limit of 1 core active. 
15:8 Package Maximum Ratio Limit for 2C 
Maximum turbo ratio limit of 2 core active. 
23:16 Package Maximum Ratio Limit for 3C 
Maximum turbo ratio limit of 3 core active. 
31:24 Package Maximum Ratio Limit for 4C 
Maximum turbo ratio limit of 4 core active. 
39:32 Package Maximum Ratio Limit for 5C 
Maximum turbo ratio limit of 5 core active. 
47:40 Package Maximum Ratio Limit for 6C 
Maximum turbo ratio limit of 6 core active. 
55:48 Package Maximum Ratio Limit for 7C 
Maximum turbo ratio limit of 7 core active. 
63:56 Package Maximum Ratio Limit for 8C 
Maximum turbo ratio limit of 8 core active. 
606H | 1542 | MSR_RAPL_POWER_UNIT Package Unit Multipliers used in RAPL Interfaces (R/O) 
See Section 14.10.1, “RAPL Interfaces.” 
3:0 Power Units 
Power related information (in milliwatts) is based on 
the multiplier, 2*PU; where PU is an unsigned integer 
represented by bits 3:0. Default value is 0101b, 
indicating power unit is in 32 milliwatts increment. 
7:4 Reserved 
12:8 Energy Status Units. 
Energy related information (in microJoules) is based on 
the multiplier, 2*ESU; where ESU is an unsigned 
integer represented by bits 12:8. Default value is 
001015, indicating energy unit is in 32 microJoules 
increment. 
15:13 Reserved 
19:16 Time Unit 
The value is OO0Ob, indicating time unit is in one 
second. 
63:20 Reserved 
610H | 1552 | MSR_PKG_POWER_LIMIT Package PKG RAPL Power Limit Control (R/W) 
See Section 14.10.3, “Package RAPL Domain.” 
66EH | 1646 | MSR_PKG_POWER_INFO Package PKG RAPL Parameter (R/O) 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
14:0 Thermal Spec Power (R/O) 
The unsigned integer value is the equivalent of the 
thermal specification power of the package domain. 
The unit of this field is specified by the “Power Units” 
field of MSR_RAPL_POWER_UNIT. 
63:15 Reserved 
2.4.2 MSRs In Intel Atom® Processors Based on Airmont Microarchitecture 


Intel Atom processor X7-Z8000 and X5-Z8000 series are based on the Airmont microarchitecture. These proces- 
sors support MSRs listed in Table 2-6, Table 2-7, Table 2-8, and Table 2-11. These processors have a CPUID signa- 
ture with DisplayFamily_DisplayModel including 06_4CH; see Table 2-1. 


Table 2-11. 


MSRs in Intel Atom® Processors Based on the Airmont Microarchitecture 


Register 
Address 


Hex 
CDH 


Dec 
205 


Register Name / Bit Fields 


MSR_FSB_FREQ 


Scope 


Module 


Bit Description 


Scaleable Bus Speed(RO) 


This field indicates the intended scaleable bus clock 
speed for processors based on Airmont 
microarchitecture. 


3:0 


OOOOB: 083.3 MHz 
0001B: 100.0 MHz 
001 0B: 133.3 MHz 
0011B: 116.7 MHz 
0100B: 080.0 MHz 
0101B: 093.3 MHz 
0110B: 090.0 MHz 
0111B: 088.9 MHz 
1000B: 087.5 MHz 


63:5 


Reserved 


€2H 


226 


MSR_PKG_CST_CONFIG_CONTROL 


Module 


C-State Configuration Control (R/W) 


Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


See http://biosbits.org. 
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Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


2:0 


Package C-State Limit (R/W) 


Specifies the lowest processor-specific C-state code 
name (consuming the least power) for the package. 

The default is set as factory-configured package C- 

state limit. 


The following C-state code name encodings are 
supported: 


OOOb: No limit 
001b: C1 
010b: C2 
110b: C6 
111b: C7 


9:3 


Reserved 


10 


14:11 


I/O MWAIT Redirection Enable (R/W) 


When set, will map IO_read instructions sent to IO 
register specified by MSR_PMG_IO_CAPTURE_BASE to 


MWAIT instructions. 


Reserved 


15 


CFG Lock (R/WO) 


When set, locks bits 15:0 of this register until next 
reset. 


63:16 


Reserved 


€4H 


228 


MSR_PMG_IO_CAPTURE_BASE 


Module 


Power Management IO Redirection in C-state (R/W) 
See http://biosbits.org. 


15:0 


LVL_2 Base Address (R/W) 


Specifies the base address visible to software for IO 
redirection. If 1O MWAIT Redirection is enabled, reads to 
this address will be consumed by the power 
management logic and decoded to MWAIT instructions. 
When IO port address redirection is enabled, this is the 
10 port address reported to the OS/software. 


18:16 


C-state Range (R/W) 


Specifies the encoding value of the maximum C-State 
code name to be included when IO read to MWAIT 
redirection is enabled by 
MSR_PKG_CST_CONFIG_CONTROL[bit1 0]: 

000b - C3 is the max C-State to include. 

001b - Deep Power Down Technology is the max C- 
State. 


010b - C7 is the max C-State to include. 


63:19 


Reserved 


638H 


1592 


MSR_PPO_POWER_LIMIT 


Package 


PPO RAPL Power Limit Control (R/W) 
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Register 
Address Register Name / Bit Fields Scope Bit Description 


Hex Dec 


14:0 PPO Power Limit #1 (R/W) 


See Section 14.10.4, “PPO/PP1 RAPL Domains” and 
MSR_RAPL_POWER_UNIT in Table 2-8. 


15 Enable Power Limit #1 (R/W) 

See Section 14.10.4, “PPO/PP1 RAPL Domains.” 
16 Reserved 
23:17 Time Window for Power Limit #1 (R/W) 


Specifies the time duration over which the average 
power must remain below PPO_POWER_LIMIT 
#1(14:0). Supported Encodings: 


Ox0: 1 second time duration. 
0x1: 5 second time duration (Default). 
Ox2: 10 second time duration. 
0x3: 15 second time duration. 
0x4: 20 second time duration. 
Ox5: 25 second time duration. 
Ox6: 30 second time duration. 
0x7: 35 second time duration. 
Ox8: 40 second time duration. 
Ox9: 45 second time duration. 
OxA: 50 second time duration. 
OxB-0x7F - reserved. 


63:24 Reserved 


25 MSRS IN INTEL ATOM® PROCESSORS BASED ON GOLDMONT 
MICROARCHITECTURE 


Intel Atom processors based on the Goldmont microarchitecture support MSRs listed in Table 2-6 and Table 2-12. 
These processors have a CPUID signature with DisplayFamily_DisplayModel of 06_5CH; see Table 2-1. 


In the Goldmont microarchitecture, the scope column indicates the following: “Core” means each processor core 
has a separate MSR, or a bit field not shared with another processor core. “Module” means the MSR or the bit field 
is shared by a subset of the processor cores in the physical package. The number of processor cores in this subset 
is model specific and may differ between different processors. For all processors based on Goldmont microarchitec- 
ture, the L2 cache is also shared between cores in a module and thus CPUID leaf 04H enumeration can be used to 
figure out which processors are in the same module. “Package” means all processor cores in the physical package 
share the same MSR or bit interface. 


Table 2-12. MSRs in Intel Atom’ Processors Based on the Goldmont Microarchitecture 


Register 

Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
17H 23 MSR_PLATFORM_ID Module Model Specific Platform ID (R) 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
49:0 Reserved 
52:50 See Table 2-2. 
63:33 Reserved 
3AH 58 IA32_FEATURE_CONTROL Core Control Features in Intel 64 Processor (R/W) 
See Table 2-2. 
0 Lock (R/WL) 
1 Enable VMX inside SMX operation (R/WL) 
2 Enable VMX outside SMX operation (R/WL) 
14:8 SENTER local functions enables (R/WL) 
15 SENTER global functions enable (R/WL) 
18 SGX global functions enable (R/WL) 
63:19 Reserved 
3BH 59 | IA32_TSC_ADJUST Core Per-Core TSC ADJUST (R/W) 
See Table 2-2. 
C3H 195 | IA32_PMC2 Core Performance Counter Register 
See Table 2-2. 
C4H 196 | IA32_PMC3 Core Performance Counter Register 
See Table 2-2. 
CEH 206 | MSR_PLATFORM_INFO Package Platform Information 
Contains power management and other model specific 
features enumeration. See http://biosbits.org. 
7:0 Reserved 
15:8 Package Maximum Non-Turbo Ratio (R/O) 
This is the ratio of the maximum frequency that does 
not require turbo. Frequency = ratio * 100 MHz. 
27:16 Reserved 
28 Package Programmable Ratio Limit for Turbo Mode (R/O) 
When set to 1, indicates that Programmable Ratio 
Limit for Turbo mode is enabled. When set to 0, 
indicates Programmable Ratio Limit for Turbo mode is 
disabled. 
29 Package Programmable TDP Limit for Turbo Mode (R/O) 
When set to 1, indicates that TDP Limit for Turbo 
mode is programmable. When set to O, indicates TDP 
Limit for Turbo mode is not programmable. 
30 Package Programmable TJ OFFSET (R/O) 
When set to 1, indicates that 
MSR_TEMPERATURE_TARGET.[27:24] is valid and 
writable to specify a temperature offset. 
39:31 Reserved 
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Register 
Address Register Name / Bit Fields Scope Bit Description 


Hex Dec 


47:40 Package Maximum Efficiency Ratio (R/O) 


This is the minimum ratio (maximum efficiency) that 
the processor can operate, in units of 1OOMHz. 


63:48 Reserved 


E2H 226 | MSR_PKG_CST_CONFIG_CONTROL Core C-State Configuration Control (R/W) 


Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


See http://biosbits.org. 
3:0 Package C-State Limit (R/W) 


Specifies the lowest processor-specific C-state code 
name (consuming the least power) for the package. 

The default is set as factory-configured package C- 

state limit. 


The following C-state code name encodings are 
supported: 


OOOO: No limit 
0001b: C1 

001 0b: C3 

001 1b: C6 
0100b: C7 
0101b: C7S 
0110b: C8 
0111b: C9 
1000b: C10 


9:3 Reserved 


10 I/O MWAIT Redirection Enable (R/W) 


When set, will map IO_read instructions sent to IO 
register specified by MSR_PMG_IO_CAPTURE_BASE to 
MWAIT instructions. 


14:11 Reserved 


15 CFG Lock (R/WO) 


When set, locks bits 15:0 of this register until next 
reset. 


63:16 Reserved 


17DH 381 | MSR_SMM_MCA_CAP Core Enhanced SMM Capabilities (SMM-RO) 


Reports SMM capability enhancement. Accessible only 
while in SMM. 


57:0 Reserved 


58 SMM_Code_Access_Chk (SMM-RO) 


If set to 1 indicates that the SMM code access 
restriction is supported and the 
MSR_SMM_FEATURE_CONTROL is supported. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
59 Long_Flow_Indication (SMM-RO) 
If set to 1 indicates that the SMM long flow indicator is 
supported and the MSR_SMM_DELAYED is supported. 
63:60 Reserved 
188H 392 | IA32_PERFEVTSEL2 Core See Table 2-2. 
189H 393 | IA32_PERFEVTSEL3 Core See Table 2-2. 
1A0H 416 | IA32_MISC_ENABLE Enable Misc. Processor Features (R/W) 
Allows a variety of processor functions to be enabled 
and disabled. 
0 Core Fast-Strings Enable 
See Table 2-2. 
2:1 Reserved 
3 Package Automatic Thermal Control Circuit Enable (R/W) 
See Table 2-2. Default value is 1. 
6:4 Reserved 
Core Performance Monitoring Available (R) 
See Table 2-2. 
10:8 Reserved 
11 Core Branch Trace Storage Unavailable (RO) 
See Table 2-2. 
12 Core Processor Event Based Sampling Unavailable (RO) 
See Table 2-2. 
15:13 Reserved 
16 Package Enhanced Intel SpeedStep Technology Enable (R/W) 
See Table 2-2. 
18 Core ENABLE MONITOR FSM (R/W) 
See Table 2-2. 
21:19 Reserved 
22 Core Limit CPUID Maxval (R/W) 
See Table 2-2. 
23 Package xTPR Message Disable (R/W) 
See Table 2-2. 
33:24 Reserved 
34 Core XD Bit Disable (R/W) 
See Table 2-2. 
37:35 Reserved 
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Register 
Address Register Name / Bit Fields Scope Bit Description 


Hex Dec 


38 Package Turbo Mode Disable (R/W) 


When set to 1 on processors that support Intel Turbo 
Boost Technology, the turbo mode feature is disabled 
and the IDA_Enable feature flag will be clear 
(CPUID.OGH: EAX[1]=0). 


When set to a O on processors that support IDA, 
CPUID.O6GH: EAX[1] reports the processor's support of 
turbo mode is enabled. 


Note: The power-on default value is used by BIOS to 
detect hardware support of turbo mode. If the power- 
on default value is 1, turbo mode is available in the 
processor. If the power-on default value is 0, turbo 
mode is not available. 


63:39 Reserved 


1A4H 420 | MSR_MISC_FEATURE_CONTROL Miscellaneous Feature Control (R/W) 


0 Core L2 Hardware Prefetcher Disable (R/W) 


If 1, disables the L2 hardware prefetcher, which 
fetches additional lines of code or data into the L2 
cache. 


1 Reserved 


2 Core DCU Hardware Prefetcher Disable (R/W) 


If 1, disables the L1 data cache prefetcher, which 
fetches the next cache line into L1 data cache. 


63:3 Reserved 


1AAH 426 | MSR_MISC_PWR_MGMT Package Miscellaneous Power Management Control 
Various model specific features enumeration. See 
http://biosbits.org. 

0 EIST Hardware Coordination Disable (R/W) 


When O, enables hardware coordination of Enhanced 
Intel Speedstep Technology request from processor 
cores. When 1, disables hardware coordination of 
Enhanced Intel Speedstep Technology requests. 


21:1 Reserved 


22 Thermal Interrupt Coordination Enable (R/W) 


If set, then thermal interrupt on one core is routed to 
all cores. 


63:23 Reserved 
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Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


1ADH 


429 


MSR_TURBO_RATIO_LIMIT 


Package 


Maximum Ratio Limit of Turbo Mode by Core Groups 
(RW) 

Specifies Maximum Ratio Limit for each Core Group. 

Max ratio for groups with more cores must decrease 
monotonically. 


For groups with less than 4 cores, the max ratio must 
be 32 or less. For groups with 4-5 cores, the max ratio 
must be 22 or less. For groups with more than 5 cores, 
the max ratio must be 16 or less. 


7:0 


Package 


Maximum Ratio Limit for Active Cores in Group O 


Maximum turbo ratio limit when the number of active 
cores is less than or equal to the Group O threshold. 


Package 


Maximum Ratio Limit for Active Cores in Group 1 


Maximum turbo ratio limit when the number of active 
cores is less than or equal to the Group 1 threshold, 
and greater than the Group O threshold. 


23:16 


Package 


Maximum Ratio Limit for Active Cores in Group 2 
Maximum turbo ratio limit when the number of active 
cores is less than or equal to the Group 2 threshold, 
and greater than the Group 1 threshold. 


31:24 


Package 


Maximum Ratio Limit for Active Cores in Group 3 
Maximum turbo ratio limit when the number of active 
cores is less than or equal to the Group 3 threshold, 
and greater than the Group 2 threshold. 


39:32 


Package 


Maximum Ratio Limit for Active Cores in Group 4 


Maximum turbo ratio limit when the number of active 
cores is less than or equal to the Group 4 threshold, 
and greater than the Group 3 threshold. 


47:40 


Package 


Maximum Ratio Limit for Active Cores in Group 5 
Maximum turbo ratio limit when the number of active 
cores is less than or equal to the Group 5 threshold, 
and greater than the Group 4 threshold. 


55:48 


Package 


Maximum Ratio Limit for Active Cores in Group 6 


Maximum turbo ratio limit when the number of active 
cores is less than or equal to the Group 6 threshold, 
and greater than the Group 5 threshold. 


63:56 


Package 


Maximum Ratio Limit for Active Cores in Group 7 
Maximum turbo ratio limit when the number of active 
cores is less than or equal to the Group 7 threshold, 
and greater than the Group 6 threshold. 


1AEH 


430 


MSR_TURBO_GROUP_CORECNT 


Package 


Group Size of Active Cores for Turbo Mode Operation 
(RW) 
Writes of O threshold is ignored. 
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Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


7:0 


Package 


Group O Core Count Threshold 


Maximum number of active cores to operate under the 
Group O Max Turbo Ratio limit. 


Package 


Group 1 Core Count Threshold 

Maximum number of active cores to operate under the 
Group 1 Max Turbo Ratio limit. Must be greater than 
the Group O Core Count. 


23:16 


Package 


Group 2 Core Count Threshold 

Maximum number of active cores to operate under the 
Group 2 Max Turbo Ratio limit. Must be greater than 
the Group 1 Core Count. 


31:24 


Package 


Group 3 Core Count Threshold 


Maximum number of active cores to operate under the 
Group 3 Max Turbo Ratio limit. Must be greater than 
the Group 2 Core Count. 


39:32 


Package 


Group 4 Core Count Threshold 

Maximum number of active cores to operate under the 
Group 4 Max Turbo Ratio limit. Must be greater than 
the Group 3 Core Count. 


47:40 


Package 


Group 5 Core Count Threshold 


Maximum number of active cores to operate under the 
Group 5 Max Turbo Ratio limit. Must be greater than 
the Group 4 Core Count. 


55:48 


Package 


Group 6 Core Count Threshold 

Maximum number of active cores to operate under the 
Group 6 Max Turbo Ratio limit. Must be greater than 
the Group 5 Core Count. 


63:56 


Package 


Group 7 Core Count Threshold 


Maximum number of active cores to operate under the 
Group 7 Max Turbo Ratio limit. Must be greater than 
the Group 6 Core Count, and not less than the total 
number of processor cores in the package. E.g., specify 
255. 


1C8H 


456 


MSR_LBR_SELECT 


Core 


Last Branch Record Filtering Select Register (R/W) 
See Section 17.9.2, “Filtering of Last Branch Records.” 


CPL_EQ_O 


CPL_NEQ_O 


ICC 


NEAR_REL_CALL 


NEAR_IND_CALL 


NEAR_RET 


NEO] oO] BR] WwW) rm) | oO 


NEAR_IND_JMP 
NEAR_REL_JMP 
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8 FAR_BRANCH 
9 EN_CALL_STACK 
63:10 Reserved 
1C9H 457 | MSR_LASTBRANCH_TOS Core Last Branch Record Stack TOS (R/W) 
Contains an index (bits 0-4) that points to the MSR 
containing the most recent branch record. 
See MSR_LASTBRANCH_O_FROML_IP. 
1FCH 508 |MSR_POWER_CTL Core Power Control Register. See http://biosbits.org. 
0 Reserved 
1 Package C1E Enable (R/W) 
When set to ‘1’, will enable the CPU to switch to the 
Minimum Enhanced Intel SpeedStep Technology 
operating point when all execution cores enter MWAIT 
(C1). 
63:2 Reserved 
210H 528 | IA32_MTRR_PHYSBASE8 Core See Table 2-2. 
211H 529 | IA32_MTRR_PHYSMASK8 Core See Table 2-2. 
212H 530 | IA32_MTRR_PHYSBASE9 Core See Table 2-2. 
213H 531 IA32_MTRR_PHYSMASK9 Core See Table 2-2. 
280H 640 | IA32_MCO_CTL2 Module See Table 2-2. 
281H 641 IA32_MC1_CTL2 Module See Table 2-2. 
282H 642 | IA32_MC2_CTL2 Core See Table 2-2. 
283H 643 | IA32_MC3_CTL2 Module See Table 2-2. 
284H 644 | 1A32_MC4_CTL2 Package See Table 2-2. 
285H 645 | 1A32_MC5_CTL2 Package See Table 2-2. 
286H 646 | IA32_MC6_CTL2 Package See Table 2-2. 
300H 768 | MSR_SGXOWNEREPOCHO Package Lower 64 Bit CR_SGXOWNEREPOCH (WwW) 
Writes do not update CR_SGXOWNEREPOCH if 
CPUID.(EAX=1 2H, ECX=0):EAX.SGX1 is 1 on any 
thread in the package. 
63:0 Lower 64 bits of an 128-bit external entropy value for 
key derivation of an enclave. 
301H 769 | MSR_SGXOWNEREPOCH1 Package Upper 64 Bit CR_SGXOWNEREPOCH (WwW) 
Writes do not update CR_SGXOWNEREPOCH if 
CPUID.(EAX=1 2H, ECX=0):EAX.SGX1 is 1 on any 
thread in the package. 
63:0 Upper 64 bits of an 128-bit external entropy value for 
key derivation of an enclave. 
38EH 910 | IA32_PERF_GLOBAL_STATUS Core See Table 2-2. See Section 18.2.4, “Architectural 
Performance Monitoring Version 4.” 
0 Ovf_PMCO 
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1 Ovf_PMC1 

2 Ovf_PMC2 

3 Ovf_PMC3 

31:4 Reserved 

32 Ovf_FixedCtrO 

33 Ovf_FixedCtr1 

34 Ovf_FixedCtr2 

54:35 Reserved 

55 Trace_ToPA_PMI 

57:56 Reserved 

58 LBR_Frz. 

59 CTR_Frz. 

60 ASCI 

61 Ovf_Uncore 

62 Ovf_BufDSSAVE 

63 CondChgd 

390H 912 | IA32_PERF_GLOBAL_STATUS_RESET Core See Table 2-2. See Section 18.2.4, “Architectural 

Performance Monitoring Version 4.” 

0 Set 1 to clear Ovf_PMCO. 

1 Set 1 to clear Ovf_PMC1. 

2 Set 1 to clear Ovf_PMC2. 

3 Set 1 to clear Ovf_PMC3. 

31:4 Reserved 

32 Set 1 to clear Ovf_FixedCtrO. 

33 Set 1 to clear Ovf_FixedCtr1. 

34 Set 1 to clear Ovf_FixedCtr2. 

54:35 Reserved 

55 Set 1 to clear Trace_ToPA_PMI. 

57:56 Reserved 

58 Set 1 to clear LBR_Frz. 

59 Set 1 to clear CTR_Frz. 

60 Set 1 to clear ASCI. 

61 Set 1 to clear Ovf_Uncore. 

62 Set 1 to clear Ovf_BufDSSAVE. 

63 Set 1 to clear CondChad. 

391H 913 | IA32_PERF_GLOBAL_STATUS_SET Core See Table 2-2. See Section 18.2.4, “Architectural 

Performance Monitoring Version 4.” 
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Register 
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Hex Dec 
0 Set 1 to cause Ovf_PMCO = 1. 
1 Set 1 to cause Ovf_PMC1 = 1. 
2 Set 1 to cause Ovf_PMC2 = 1. 
3 Set 1 to cause Ovf_PMC3 = 1. 
31:4 Reserved 
32 Set 1 to cause Ovf_FixedCtrO = 1. 
33 Set 1 to cause Ovf_FixedCtr1 = 1. 
34 Set 1 to cause Ovf_FixedCtr2 = 1. 
54:35 Reserved 
55 Set 1 to cause Trace_ToPA_PMI = 1. 
57:56 Reserved 
58 Set 1 to cause LBR_Frz = 1. 
59 Set 1 to cause CTR_Frz = 1. 
60 Set 1 to cause ASCI = 1. 
61 Set 1 to cause Ovf_Uncore. 
62 Set 1 to cause Ovf_BufDSSAVE. 
63 Reserved 
392H 914 | 1A32_PERF_GLOBAL_INUSE Core See Table 2-2. 
3F1H 1009 | MSR_PEBS_ENABLE Core See Table 2-2. See Section 18.6.2.4, “Processor Event 
Based Sampling (PEBS).” 
0 Enable PEBS trigger and recording for the 
programmed event (precise or otherwise) on 
IA32_PMCO. (R/W) 
3F8H 1016 | MSR_PKG_C3_RESIDENCY Package Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 
63:0 Package C3 Residency Counter (R/O) 
Value since last reset that this package is in 
processor-specific C3 states. Count at the same 
frequency as the TSC. 
3F9H 1017 | MSR_PKG_C6_RESIDENCY Package Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 
63:0 Package C6 Residency Counter (R/O) 
Value since last reset that this package is in 
processor-specific C6 states. Count at the same 
frequency as the TSC. 
3FCH 1020 | MSR_CORE_C3_RESIDENCY Core Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 
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Register Name / Bit Fields 
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Bit Description 


CORE C3 Residency Counter (R/O) 


Value since last reset that this core is in processor- 
specific C3 states. Count at the same frequency as the 
TSC. 


406H 


1030 


IA32_MC1_ADDR 


Module 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 


The IA32_MC2_ADDR register is either not 
implemented or contains no address if the ADDRV flag 
in the IA32_MC2_STATUS register is clear. 

When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 


418H 


1048 


IA32_MC6_CTL 


Package 


See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


419H 


1049 


IA32_MC6_STATUS 


Package 


See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 


41AH 


1050 


IA32_MC6_ADDR 


Package 


See Section 15.3.2.3, "[A32_MCi_ADDR MSRs." 


4C3H 


1219 


IA32_A_PMC2 


Core 


See Table 2-2. 


AC4H 


1220 


IA32_A_PMC3 


Core 


See Table 2-2. 


4€0H 


4€2H 


1248 


1250 


MSR_SMM_FEATURE_CONTROL 


Package 


Enhanced SMM Feature Control (SMM-RW) 


Reports SMM capability Enhancement. Accessible only 
while in SMM. 


Lock (SMM-RWO) 


When set to ‘1’ locks this register from further 
changes. 


Reserved 


SMM_Code_Chk_€n (SMM-RW) 


This control bit is available only if 
MSR_SMM_MCA_CAP[58] == 1. When set to ‘0’ 
(default) none of the logical processors are prevented 
from executing SMM code outside the ranges defined 
by the SMRR. 


When set to ‘1’ any logical processor in the package 
that attempts to execute SMM code not within the 
ranges defined by the SMRR will assert an 
unrecoverable MCE. 


63:3 
MSR_SMM_DELAYED 


Package 


Reserved 


SMM Delayed (SMM-RO) 
Reports the interruptible state of all logical processors 


in the package. Available only while in SMM and 
MSR_SMM_MCA_CAP[LONG_FLOW_INDICATION] == 1. 
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Register Name / Bit Fields 
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Bit Description 


LOG_PROC_STATE (SMM-RO) 


Each bit represents a processor core of its state ina 
long flow of internal operation which delays servicing 
an interrupt. The corresponding bit will be set at the 
start of long events such as: Microcode Update Load, 
C6, WBINVD, Ratio Change, Throttle. 

The bit is automatically cleared at the end of each long 
event. The reset value of this field is 0. 


Only bit positions below N = CPUID.(EAX=OBH, 
ECX=PKG_LVL):EBX[15:0] can be updated. 


63:N 


Reserved 


4€3H 


1251 


MSR_SMM_BLOCKED 


Package 


SMM Blocked (SMM-RO) 


Reports the blocked state of all logical processors in 
the package. Available only while in SMM. 


LOG_PROC_STATE (SMM-RO) 


Each bit represents a processor core of its blocked 
state to service an SMI. The corresponding bit will be 
set if the logical processor is in one of the following 
states: Wait For SIPI or SENTER Sleep. 


The reset value of this field is OFFFH. 


Only bit positions below N = CPUID.(EAX=OBH, 
ECX=PKG_LVL):€BX[1 5:0] can be updated. 


63:N 


Reserved 


500H 


1280 


IA32_SGX_SVN_STATUS 


Core 


Status and SVN Threshold of SGX Support for ACM 
(RO) 


Lock 


See Section 37.11.3, “Interactions with Authenticated 
Code Modules (ACMs)". 


63:24 


Reserved 


SGX_SVN_SINIT 


See Section 37.11.3, “Interactions with Authenticated 
Code Modules (ACMs)". 


Reserved 


560H 


1376 


IA32_RTIT_OUTPUT_BASE 


Core 


Trace Output Base Register (R/W) 
See Table 2-2. 


561H 


1377 


IA32_RTIT_OUTPUT_MASK_PTRS 


Core 


Trace Output Mask Pointers Register (R/W) 
See Table 2-2. 


570H 


1392 


IA32_RTIT_CTL 


Core 


Trace Control Register (R/W) 


0 


TraceEn 


1 


CYCEn 


2 


OS 


3 


User 


6:4 


Reserved, must be zero. 
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CR3 filter 
8 ToPA 
Writing O will #GP if also setting TraceEn. 
9 MTCEn 
10 TSCEn 
11 DisRETC 
12 Reserved, must be zero. 
13 BranchEn 
17:14 MTCFreq 
18 Reserved, must be zero. 
22:19 CyCThresh 
23 Reserved, must be zero. 
27:24 PSBFreq 
31:28 Reserved, must be zero. 
35:32 ADDRO_CFG 
39:36 ADDR1_CFG 
63:40 Reserved, must be zero. 
571H | 1393 | IA32_RTIT_STATUS Core Tracing Status Register (R/W) 
0 FilterEn 
Writes ignored. 
1 ContexEn 
Writes ignored. 
2 TriggerEn 
Writes ignored. 
3 Reserved 
4 Error (R/W) 
5 Stopped 
31:6 Reserved, must be zero. 
48:32 PacketByteCnt 
63:49 Reserved, must be zero. 
572H | 1394 | 1A32_RTIT_CR3_MATCH Core Trace Filter CR3 Match Register (R/w) 
4:0 Reserved 
63:5 CR3[63:5] value to match. 
580H | 1408 | IA32_RTIT_ADDRO_A Core Region O Start Address (R/W) 
63:0 See Table 2-2. 
581H | 1409 | IA32_RTIT_ADDRO_B Core Region O End Address (R/W) 
63:0 See Table 2-2. 
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582H | 1410 | IA32_RTIT_ADDR1_A Core Region 1 Start Address (R/W) 
63:0 See Table 2-2. 
583H | 1411 IA32_RTIT_ADDR1_B Core Region 1 End Address (R/W) 
63:0 See Table 2-2. 
606H | 1542 | MSR_RAPL_POWER_UNIT Package Unit Multipliers used in RAPL Interfaces (R/O) 

See Section 14.10.1, “RAPL Interfaces.” 

3:0 Power Units 
Power related information (in Watts) is in unit of 
1W/2*PU; where PU is an unsigned integer 
represented by bits 3:0. Default value is 1000b, 
indicating power unit is in 3.9 milliwatts increment. 

7:4 Reserved 

12:8 Energy Status Units 
Energy related information (in Joules) is in unit of 
1Joule/ (2*ESU); where ESU is an unsigned integer 
represented by bits 12:8. Default value is 01110b, 
indicating energy unit is in 61 microJoules. 

15:13 Reserved 

19:16 Time Unit 
Time related information (in seconds) is in unit of 
1S/2*TU; where TU is an unsigned integer 
represented by bits 19:16. Default value is 1010b, 
indicating power unit is in 0.977 millisecond. 

63:20 Reserved 

60AH 1546 | MSR_PKGC3_IRTL Package Package C3 Interrupt Response Limit (R/W) 

Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 

9:0 Interrupt Response Time Limit (R/W) 
Specifies the limit that should be used to decide if the 
package should be put into a package C3 state. 

12:10 Time Unit (R/W) 
Specifies the encoding value of time unit of the 
interrupt response time limit. See Table 2-20 for 
supported time unit encodings. 

14:13 Reserved 

15 Valid (R/W) 
Indicates whether the values in bits 12:0 are valid and 
can be used by the processor for package C-sate 
management. 

63:16 Reserved 
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60BH 1547 | MSR_PKGC_IRTL1 Package Package C6/C7S Interrupt Response Limit 1 (R/W) 
This MSR defines the interrupt response time limit 
used by the processor to manage a transition to a 
package C6 or C7S state. 
Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 
9:0 Interrupt Response Time Limit (R/W) 
Specifies the limit that should be used to decide if the 
package should be put into a package C6 or C7S state. 
12:10 Time Unit (R/w) 
Specifies the encoding value of time unit of the 
interrupt response time limit. See Table 2-20 for 
supported time unit encodings. 
14:13 Reserved 
15 Valid (R/W) 
Indicates whether the values in bits 12:0 are valid and 
can be used by the processor for package C-sate 
management. 
63:16 Reserved 
60CH 1548 | MSR_PKGC_IRTL2 Package Package C7 Interrupt Response Limit 2 (R/W) 
This MSR defines the interrupt response time limit 
used by the processor to manage a transition to a 
package C7 state. 
Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 
9:0 Interrupt Response Time Limit (R/W) 
Specifies the limit that should be used to decide if the 
package should be put into a package C7 state. 
12:10 Time Unit (R/w) 
Specifies the encoding value of time unit of the 
interrupt response time limit. See Table 2-20 for 
supported time unit encodings. 
14:13 Reserved 
15 Valid (R/W) 
Indicates whether the values in bits 12:0 are valid and 
can be used by the processor for package C-sate 
management. 
63:16 Reserved 
60DH 1549 | MSR_PKG_C2_RESIDENCY Package Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 


Vol.4 2-113 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-12. MSRs in Intel Atom® Processors Based on the Goldmont Microarchitecture (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
63:0 Package C2 Residency Counter (R/O) 
Value since last reset that this package is in 
processor-specific C2 states. Count at the same 
frequency as the TSC. 
610H | 1552 |MSR_PKG_POWER_LIMIT Package PKG RAPL Power Limit Control (R/W) 
See Section 14.10.3, “Package RAPL Domain.” 
611H | 1553 | MSR_PKG_ENERGY_STATUS Package PKG Energy Status (R/O) 
See Section 14.10.3, “Package RAPL Domain.” 
613H | 1555 |MSR_PKG_PERF_STATUS Package PKG Perf Status (R/O) 
See Section 14.10.3, “Package RAPL Domain.” 
614H | 1556 |MSR_PKG_POWER_INFO Package PKG RAPL Parameters (R/W) 
14:0 Thermal Spec Power (R/W) 
See Section 14.10.3, “Package RAPL Domain.” 
15 Reserved 
30:16 Minimum Power (R/W) 
See Section 14.10.3, “Package RAPL Domain.” 
31 Reserved 
46:32 Maximum Power (R/W) 
See Section 14.10.3, “Package RAPL Domain.” 
47 Reserved 
54:48 Maximum Time Window (R/W) 
Specified by 2“Y * (1.0 + Z/4.0) * Time_Unit, where 
“Y" is the unsigned integer value represented by bits 
52:48, “Z" is an unsigned integer represented by bits 
54:53. “Time_Unit” is specified by the “Time Units” 
field of MSR_RAPL_POWER_UNIT. 
63:55 Reserved 
618H | 1560 | MSR_DRAM_POWER_LIMIT Package DRAM RAPL Power Limit Control (R/W) 
See Section 14.10.5, “DRAM RAPL Domain.” 
619H | 1561 | MSR_DRAM_ENERGY_STATUS Package DRAM Energy Status (R/O) 
See Section 14.10.5, “DRAM RAPL Domain.” 
61BH | 1563 | MSR_DRAM_PERF_STATUS Package DRAM Performance Throttling Status (R/O) 
See Section 14.10.5, “DRAM RAPL Domain.” 
61CH | 1564 | MSR_DRAM_POWER_INFO Package DRAM RAPL Parameters (R/W) 
See Section 14.10.5, “DRAM RAPL Domain.” 
632H 1586 | MSR_PKG_C10_RESIDENCY Package Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 
63:0 Package C10 Residency Counter (R/O) 
Value since last reset that the entire SOC is in an SOi3 
state. Count at the same frequency as the TSC. 
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639H | 1593 | MSR_PPO_ENERGY_STATUS Package PPO Energy Status (R/O) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 
641H | 1601 | MSR_PP1_ENERGY_STATUS Package PP1 Energy Status (R/O) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 
64CH | 1612 | MSR_TURBO_ACTIVATION_RATIO Package ConfigTDP Control (R/W) 
7:0 MAX_NON_TURBO_RATIO (RW/L) 
System BIOS can program this field. 
30:8 Reserved 
31 TURBO_ACTIVATION_RATIO_Lock (RW/L) 
When this bit is set, the content of this register is 
locked until a reset. 
63:32 Reserved 
64FH 1615 | MSR_CORE_PERF_LIMIT_REASONS Package Indicator of Frequency Clipping in Processor Cores 


(R/W) 
(Frequency refers to processor core frequency.) 


PROCHOT Status (RO) 


When set, processor core frequency is reduced below 
the operating system request due to assertion of 
external PROCHOT. 


Thermal Status (RO) 


When set, frequency is reduced below the operating 
system request due to a thermal event. 


Package-Level Power Limiting PL1 Status (RO) 


When set, frequency is reduced below the operating 
system request due to package-level power limiting 
PL1. 


Package-Level PL2 Power Limiting Status (RO) 


When set, frequency is reduced below the operating 
system request due to package-level power limiting 
PL2. 


Reserved 


Core Power Limiting Status (RO) 


When set, frequency is reduced below the operating 
system request due to domain-level power limiting. 


VR Therm Alert Status (RO) 


When set, frequency is reduced below the operating 
system request due to a thermal alert from the 
Voltage Regulator. 


Max Turbo Limit Status (RO) 


When set, frequency is reduced below the operating 
system request due to multi-core turbo limits. 
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12 


Electrical Design Point Status (RO) 


When set, frequency is reduced below the operating 
system request due to electrical design point 
constraints (e.g., maximum electrical current 
consumption). 


13 


Turbo Transition Attenuation Status (RO) 


When set, frequency is reduced below the operating 
system request due to Turbo transition attenuation. 
This prevents performance degradation due to 
frequent operating ratio changes. 


Maximum Efficiency Frequency Status (RO) 


When set, frequency is reduced below the maximum 
efficiency frequency. 


15 


Reserved 


16 


PROCHOT Log 


When set, indicates that the PROCHOT Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


Thermal Log 


When set, indicates that the Thermal Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


Package-Level PL1 Power Limiting Log 


When set, indicates that the Package Level PL1 Power 
Limiting Status bit has asserted since the log bit was 
last cleared. 


This log bit will remain set until cleared by software 
writing O. 


Package-Level PL2 Power Limiting Log 


When set, indicates that the Package Level PL2 Power 
Limiting Status bit has asserted since the log bit was 
last cleared. 


This log bit will remain set until cleared by software 
writing O. 


24:20 


Reserved 


25 


Core Power Limiting Log 

When set, indicates that the Core Power Limiting 
Status bit has asserted since the log bit was last 
cleared. 

This log bit will remain set until cleared by software 
writing O. 
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26 


VR Therm Alert Log 


When set, indicates that the VR Therm Alert Status bit 
has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


27 


Max Turbo Limit Log 


When set, indicates that the Max Turbo Limit Status 
bit has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


28 


Electrical Design Point Log 


When set, indicates that the EDP Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


29 


Turbo Transition Attenuation Log 


When set, indicates that the Turbo Transition 
Attenuation Status bit has asserted since the log bit 
was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 


30 


63:31 


Maximum Efficiency Frequency Log 


When set, indicates that the Maximum Efficiency 
Frequency Status bit has asserted since the log bit 
was last cleared. 

This log bit will remain set until cleared by software 
writing O. 


Reserved 


680H 


1664 


MSR_LASTBRANCH_O_FROM_IP 


Core 


Last Branch Record 0 From IP (R/W) 

One of 32 pairs of last branch record registers on the 
last branch record stack. The From_IP part of the stack 
contains pointers to the source instruction . See also: 


= Last Branch Record Stack TOS at 1C9H. 
= Section 17.6 and record format in Section 17.4.8.1. 


0:47 
62:48 


From Linear Address (R/W) 
Signed extension of bits 47:0. 


63 


Mispred 


681H 


1665 


MSR_LASTBRANCH_1_FROM_IP 


Core 


Last Branch Record 1 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


682H 


1666 


MSR_LASTBRANCH_2_FROM_IP 


Core 


Last Branch Record 2 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


683H 


1667 


MSR_LASTBRANCH_3_FROM_IP 


Core 


Last Branch Record 3 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
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684H | 1668 | MSR_LASTBRANCH_4 FROM_IP Core Last Branch Record 4 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
685H | 1669 | MSR_LASTBRANCH_5_FROM_IP Core Last Branch Record 5 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
686H | 1670 | MSR_LASTBRANCH_6_FROM_IP Core Last Branch Record 6 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROML_IP. 
687H | 1671 | MSR_LASTBRANCH_7_FROM_IP Core Last Branch Record 7 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
688H | 1672 | MSR_LASTBRANCH_8_FROM_IP Core Last Branch Record 8 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
689H | 1673 | MSR_LASTBRANCH_9_FROM_IP Core Last Branch Record 9 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
68AH | 1674 | MSR_LASTBRANCH_10_FROM_IP Core Last Branch Record 10 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
68BH | 1675 | MSR_LASTBRANCH_11_FROM_IP Core Last Branch Record 11 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
68CH | 1676 | MSR_LASTBRANCH_12_FROM_IP Core Last Branch Record 12 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
68DH | 1677 | MSR_LASTBRANCH_13_FROM_IP Core Last Branch Record 13 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
68EH | 1678 | MSR_LASTBRANCH_14_FROM_IP Core Last Branch Record 14 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
68FH | 1679 | MSR_LASTBRANCH_15_FROM_IP Core Last Branch Record 15 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
690H | 1680 | MSR_LASTBRANCH_16_FROM_IP Core Last Branch Record 16 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
691H | 1681 | MSR_LASTBRANCH_17_FROM_IP Core Last Branch Record 17 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
692H | 1682 | MSR_LASTBRANCH_18_FROM_IP Core Last Branch Record 18 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
693H | 1683 | MSR_LASTBRANCH_19_FROM_IP Core Last Branch Record 19From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
694H | 1684 | MSR_LASTBRANCH_20_FROM_IP Core Last Branch Record 20 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
695H | 1685 | MSR_LASTBRANCH_21_FROM_IP Core Last Branch Record 21 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROML_IP. 
696H | 1686 | MSR_LASTBRANCH_22_FROM_IP Core Last Branch Record 22 From IP (R/W) 


See description of MSR_LASTBRANCH_O_FROM_IP. 
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697H | 1687 | MSR_LASTBRANCH_23_FROM_IP Core Last Branch Record 23 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
698H | 1688 | MSR_LASTBRANCH_24 FROM_IP Core Last Branch Record 24 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROML_IP. 
699H | 1689 | MSR_LASTBRANCH_25_FROM_IP Core Last Branch Record 25 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
69AH | 1690 | MSR_LASTBRANCH_26_FROM_IP Core Last Branch Record 26 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROML_IP. 
69BH | 1691 | MSR_LASTBRANCH_27_FROM_IP Core Last Branch Record 27 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
69CH | 1692 | MSR_LASTBRANCH_28_FROM_IP Core Last Branch Record 28 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
69DH | 1693 | MSR_LASTBRANCH_29_FROM_IP Core Last Branch Record 29 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
69EH | 1694 | MSR_LASTBRANCH_30_FROM_IP Core Last Branch Record 30 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROML_IP. 
69FH | 1695 | MSR_LASTBRANCH_31_FROM_IP Core Last Branch Record 31 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
6COH | 1728 | MSR_LASTBRANCH_O_TO_IP Core Last Branch Record 0 To IP (R/W) 

One of 32 pairs of last branch record registers on the 

last branch record stack. The To_IP part of the stack 

contains pointers to the Destination instruction and 

elapsed cycles from last LBR update. See Section 17.6. 

0:47 Target Linear Address (R/W) 
63:48 Elapsed cycles from last update to the LBR. 

6C1H | 1729 | MSR_LASTBRANCH_1_TO_IP Core Last Branch Record 1 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C2H | 1730 | MSR_LASTBRANCH_2_TO_IP Core Last Branch Record 2 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C3H | 1731 | MSR_LASTBRANCH_3_TO_IP Core Last Branch Record 3 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C4H | 1732 | MSR_LASTBRANCH_4_TO_IP Core Last Branch Record 4 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C5H | 1733 | MSR_LASTBRANCH_5_TO_IP Core Last Branch Record 5 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C6H | 1734 | MSR_LASTBRANCH_6_TO_IP Core Last Branch Record 6 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C7H | 1735 | MSR_LASTBRANCH_7_TO_IP Core Last Branch Record 7 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
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6C8H | 1736 | MSR_LASTBRANCH_8_TO_IP Core Last Branch Record 8 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C9H | 1737 | MSR_LASTBRANCH_9_TO_IP Core Last Branch Record 9 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CAH | 1738 | MSR_LASTBRANCH_10_TO_IP Core Last Branch Record 10 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CBH | 1739 | MSR_LASTBRANCH_11_TO_IP Core Last Branch Record 11 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CCH | 1740 | MSR_LASTBRANCH_12_TO_IP Core Last Branch Record 12 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CDH | 1741 | MSR_LASTBRANCH_13_TO_IP Core Last Branch Record 13 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CEH | 1742 | MSR_LASTBRANCH_14_TO_IP Core Last Branch Record 14 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CFH | 1743 | MSR_LASTBRANCH_15_TO_IP Core Last Branch Record 15 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6DOH | 1744 | MSR_LASTBRANCH_16_TO_IP Core Last Branch Record 16 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6D1H | 1745 | MSR_LASTBRANCH_17_TO_IP Core Last Branch Record 17 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6D2H | 1746 | MSR_LASTBRANCH_18_TO_IP Core Last Branch Record 18 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6D3H | 1747 | MSR_LASTBRANCH_19_TO_IP Core Last Branch Record 19To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6D4H | 1748 | MSR_LASTBRANCH_20_TO_IP Core Last Branch Record 20 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6D5H | 1749 | MSR_LASTBRANCH_21_TO_IP Core Last Branch Record 21 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6D6H | 1750 | MSR_LASTBRANCH_22_TO_IP Core Last Branch Record 22 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6D7H | 1751 | MSR_LASTBRANCH_23_TO_IP Core Last Branch Record 23 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6D8H | 1752 | MSR_LASTBRANCH_24_TO_IP Core Last Branch Record 24 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6D9H | 1753 | MSR_LASTBRANCH_25_TO_IP Core Last Branch Record 25 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6DAH | 1754 | MSR_LASTBRANCH_26_TO_IP Core Last Branch Record 26 To IP (R/W) 


See description of MSR_LASTBRANCH_O_TO_IP. 
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6DBH | 1755 | MSR_LASTBRANCH_27_TO_IP Core Last Branch Record 27 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6DCH | 1756 | MSR_LASTBRANCH_28_TO_IP Core Last Branch Record 28 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6DDH | 1757 | MSR_LASTBRANCH_29_TO_IP Core Last Branch Record 29 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6DEH | 1758 | MSR_LASTBRANCH_30_TO_IP Core Last Branch Record 30 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6DFH | 1759 | MSR_LASTBRANCH_31_TO_IP Core Last Branch Record 31 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
802H | 2050 | IA32_X2APIC_APICID Core x2APIC ID register (R/O) 
803H | 2051 | IA32_X2APIC_VERSION Core x2APIC Version register (R/O) 
808H | 2056 | IA32_X2APIC_TPR Core x2APIC Task Priority register (R/W) 
80AH | 2058 | IA32_X2APIC_PPR Core x2APIC Processor Priority register (R/O) 
80BH | 2059 | IA32_X2APIC_EOI Core x2APIC EOI register (W/O) 
80DH | 2061 | IA32_X2APIC_LDR Core x2APIC Logical Destination register (R/O) 
80FH 2063 | IA32_X2APIC_SIVR Core x2APIC Spurious Interrupt Vector register (R/W) 
810H | 2064 | IA32_X2APIC_ISRO Core x2APIC In-Service register bits [31:0] (R/O) 
811H | 2065 | IA32_X2APIC_ISR1 Core x2APIC In-Service register bits [63:32] (R/O) 
812H | 2066 | IA32_X2APIC_ISR2 Core x2APIC In-Service register bits [95:64] (R/O) 
813H | 2067 | IA32_X2APIC_ISR3 Core x2APIC In-Service register bits [127:96] (R/O) 
814H | 2068 | IA32_X2APIC_ISR4 Core X2APIC In-Service register bits [159:128] (R/O) 
815H | 2069 | IA32_X2APIC_ISR5 Core x2APIC In-Service register bits [191:160] (R/O) 
816H | 2070 | IA32_X2APIC_ISR6 Core x2APIC In-Service register bits [223:192] (R/O) 
817H | 2071 | IA32_X2APIC_ISR7 Core x2APIC In-Service register bits [255:224] (R/O) 
818H | 2072 | IA32_X2APIC_TMRO Core x2APIC Trigger Mode register bits [31:0] (R/O) 
819H | 2073 | IA32_X2APIC_TMR1 Core x2APIC Trigger Mode register bits [63:32] (R/O) 
81AH | 2074 | IA32_X2APIC_TMR2 Core x2APIC Trigger Mode register bits [95:64] (R/O) 
81BH | 2075 | IA32_X2APIC_TMR3 Core x2APIC Trigger Mode register bits [127:96] (R/O) 
81CH | 2076 | IA32_X2APIC_TMR4 Core x2APIC Trigger Mode register bits [159:128] (R/O) 
81DH | 2077 | IA32_X2APIC_TMR5 Core x2APIC Trigger Mode register bits [191:160] (R/O) 
81EH | 2078 | IA32_X2APIC_TMR6 Core x2APIC Trigger Mode register bits [223:192] (R/O) 
81FH | 2079 | IA32_X2APIC_TMR7 Core x2APIC Trigger Mode register bits [255:224] (R/O) 
820H | 2080 | IA32_X2APIC_IRRO Core x2APIC Interrupt Request register bits [31:0] (R/O) 
821H | 2081 | IA32_X2APIC_IRR1 Core x2APIC Interrupt Request register bits [63:32] (R/O) 
822H | 2082 | IA32_X2APIC_IRR2 Core x2APIC Interrupt Request register bits [95:64] (R/O) 
823H | 2083 | IA32_X2APIC_IRR3 Core x2APIC Interrupt Request register bits [127:96] (R/O) 
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Table 2-12. MSRs in Intel Atom® Processors Based on the Goldmont Microarchitecture (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
824H 2084 | IA32_X2APIC_IRR4 Core x2APIC Interrupt Request register bits [159:128] 
(R/O) 
825H 2085 | IA32_X2APIC_IRR5S Core x2APIC Interrupt Request register bits [191:160] 
(R/O) 
826H 2086 | IA32_X2APIC_IRR6 Core x2APIC Interrupt Request register bits [223:192] 
(R/O) 
827H | 2087 | IA32_X2APIC_IRR7 Core x2APIC Interrupt Request register bits [255:224] 
(R/O) 
828H | 2088 | IA32_X2APIC_ESR Core x2APIC Error Status register (R/W) 
82FH 2095 | IA32_X2APIC_LVT_CMCI Core x2APIC LVT Corrected Machine Check Interrupt 
register (R/W) 
830H | 2096 | IA32_X2APIC_ICR Core x2APIC Interrupt Command register (R/W) 
832H | 2098 | IA32_X2APIC_LVT_TIMER Core x2APIC LVT Timer Interrupt register (R/W) 
833H | 2099 | IA32_X2APIC_LVT_THERMAL Core x2APIC LVT Thermal Sensor Interrupt register (R/W) 
834H | 2100 | IA32_X2APIC_LVT_PMI Core x2APIC LVT Performance Monitor register (R/W) 
835H | 2101 | IA32_X2APIC_LVT_LINTO Core x2APIC LVT LINTO register (R/W) 
836H | 2102 | IA32_X2APIC_LVT_LINT1 Core x2APIC LVT LINT1 register (R/W) 
837H | 2103 | IA32_X2APIC_LVT_ERROR Core x2APIC LVT Error register (R/W) 
838H | 2104 | IA32_X2APIC_INIT_COUNT Core X2APIC Initial Count register (R/W) 
839H | 2105 | IA32_X2APIC_CUR_COUNT Core x2APIC Current Count register (R/O) 
83EH | 2110 | IA32_X2APIC_DIV_CONF Core x2APIC Divide Configuration register (R/W) 
83FH | 2111 | 1A32_X2APIC_SELF_IPI Core x2APIC Self IPI register (W/O) 
C8FH 3215 | IA32_PQR_ASSOC Core Resource Association Register (R/W) 
31:0 Reserved 
33:32 COS (R/W) 
63: 34 Reserved 
D10H | 3344 | IA32_L2_Q0S_MASK_O Module L2 Class Of Service Mask - COS 0 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=0. 
0:7 CBM: Bit vector of available L2 ways for COS 0 
enforcement. 
63:8 Reserved 
D11H | 3345 | IA32_L2_QO0S_MASK_1 Module L2 Class Of Service Mask - COS 1 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=1. 
0:7 CBM: Bit vector of available L2 ways for COS 0 
enforcement. 
63:8 Reserved 
D12H | 3346 | IA32_L2_Q0S_MASK_2 Module L2 Class Of Service Mask - COS 2 (R/W) 


If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=2. 


0:7 


CBM: Bit vector of available L2 ways for COS 0 
enforcement. 
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Table 2-12. MSRs in Intel Atom® Processors Based on the Goldmont Microarchitecture (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
63:8 Reserved 
D13H | 3347 | IA32_L2_QO0S_MASK_3 Package L2 Class Of Service Mask - COS 3 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=3. 
0:19 CBM: Bit vector of available L2 ways for COS 3 
enforcement. 
63:20 Reserved 
DS0H | 3472 | IA32_BNDCFGS Core See Table 2-2. 
DAOH | 3488 | IA32_XSS Core See Table 2-2. 
See Table 2-6, and Table 2-12 for MSR definitions applicable to processors with CPUID signature 06_5CH. 


2.6 MSRS IN INTEL ATOM® PROCESSORS BASED ON GOLDMONT PLUS 
MICROARCHITECTURE 


Intel Atom processors based on the Goldmont Plus microarchitecture support MSRs listed in Table 2-6, Table 2-12 
and Table 2-13. These processors have a CPUID signature with DisplayFamily_DisplayModel of 06_7AH; see Table 
2-1. For an MSR listed in Table 2-13 that also appears in the model-specific tables of prior generations, Table 2-13 
supersede prior generation tables. 


In the Goldmont Plus microarchitecture, the scope column indicates the following: “Core” means each processor 
core has a separate MSR, or a bit field not shared with another processor core. “Module” means the MSR or the bit 
field is shared by a subset of the processor cores in the physical package. The number of processor cores in this 
subset is model specific and may differ between different processors. For all processors based on Goldmont Plus 
microarchitecture, the L2 cache is also shared between cores in a module and thus CPUID leaf 04H enumeration 
can be used to figure out which processors are in the same module. “Package” means all processor cores in the 
physical package share the same MSR or bit interface. 


Table 2-13. MSRs in Intel Atom® Processors Based on the Goldmont Plus Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
3AH 58 IA32_FEATURE_CONTROL Core Control Features in Intel 64Processor (R/W) 
See Table 2-2. 
0 Lock (R/WL) 
1 Enable VMX inside SMX operation (R/WL) 
2 Enable VMX outside SMX operation (R/WL) 
14:8 SENTER local functions enables (R/WL) 
15 SENTER global functions enable (R/WL) 
17 SGX Launch Control Enable (R/WL) 


This bit must be set to enable runtime reconfiguration 
of SGX Launch Control via |A32_SGXLEPUBKEYHASHn 
MSR. 


Valid if CPUID(EAX=07H, ECX=OH): ECX[30] = 1. 
18 SGX global functions enable (R/WL) 
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Table 2-13. MSRs in Intel Atom® Processors Based on the Goldmont Plus Microarchitecture (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
63:19 Reserved 
8CH 140 | IA32_SGXLEPUBKEYHASHO Core See Table 2-2. 
8DH 141 IA32_SGXLEPUBKEYHASH1 Core See Table 2-2. 
8EH 142 | IA32_SGXLEPUBKEYHASH2 Core See Table 2-2. 
8FH 143 | IA32_SGXLEPUBKEYHASH3 Core See Table 2-2. 
3F1H 1009 | MSR_PEBS_ENABLE Core (R/W) See Table 2-2. See Section 18.6.2.4, “Processor 
Event Based Sampling (PEBS).” 

0 Enable PEBS trigger and recording for the 
programmed event (precise or otherwise) on 
1A32_PMCO. 

1 Enable PEBS trigger and recording for the 
programmed event (precise or otherwise) on 
IA32_PMC1. 

2 Enable PEBS trigger and recording for the 
programmed event (precise or otherwise) on 
1A32_PMC2. 

3 Enable PEBS trigger and recording for the 
programmed event (precise or otherwise) on 
1A32_PMC3. 

31:4 Reserved 

32 Enable PEBS trigger and recording for 
IA32_FIXED_CTRO. 

33 Enable PEBS trigger and recording for 
IA32_FIXED_CTR1. 

34 Enable PEBS trigger and recording for 
IA32_FIXED_CTR2. 

63:35 Reserved 

570H | 1392 | IA32_RTIT_CTL Core Trace Control Register (R/W) 

0 TraceEn 

1 CYCEn 

2 OS 

3 User 

4 PwrEvtEn 

5 FUPonPTW 

6 FabricEn 

7 CR3 filter 

8 ToPA 
Writing O will #GP if also setting TraceEn. 

9 MTCEn 

10 TSCEn 

11 DisRETC 
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Table 2-13. MSRs in Intel Atom® Processors Based on the Goldmont Plus Microarchitecture (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


12 


PTWEn 


13 


BranchEn 


17:14 


MTCFreq 


18 


Reserved, must be zero. 


22:19 


CYCThresh 


23 


Reserved, must be zero. 


27:24 


PSBFreq 


31:28 


Reserved, must be zero. 


35:32 


ADDRO_CFG 


39:36 
63:40 


ADDR1_CFG 


Reserved, must be zero. 


680H 


1664 


MSR_LASTBRANCH_O_FROM_IP 


Core 


Last Branch Record 0 From IP (R/W) 


One of the three MSRs that make up the first entry of 
the 32-entry LBR stack. The From_IP part of the stack 
contains pointers to the source instruction. See also: 


* Last Branch Record Stack TOS at 1C9H. 

* Section 17.7, “Last Branch, Call Stack, Interrupt, and 
Exception Recording for Processors based on 
Goldmont Plus Microarchitecture.” 


681H 


69FH 


1665 


1695 


MSR_LASTBRANCH_i_FROM_IP 


Core 


Last Branch Record j From IP (R/W) 


See description of MSR_LASTBRANCH_O_FROM_IP; i 
= 1-31. 


6COH 


1728 


MSR_LASTBRANCH_O_TO_IP 


Core 


Last Branch Record 0 To IP (R/W) 


One of the three MSRs that make up the first entry of 
the 32-entry LBR stack. The To_IP part of the stack 
contains pointers to the Destination instruction. See 
also: 

* Section 17.7, “Last Branch, Call Stack, Interrupt, and 


Exception Recording for Processors based on 
Goldmont Plus Microarchitecture.” 


6C1H 


6DFH 


1729 


1759 


MSR_LASTBRANCH_i_TO_IP 


Core 


Last Branch Record i To IP (R/W) 


See description of MSR_LASTBRANCH_O_TO_IP; i = 1- 
31. 


DCOH 


3520 


MSR_LASTBRANCH_INFO_O 


Core 


Last Branch Record 0 Additional Information (R/W) 
One of the three MSRs that make up the first entry of 
the 32-entry LBR stack. This part of the stack 
contains flag and elapsed cycle information. See also: 


* Last Branch Record Stack TOS at 1C9H. 
* Section 17.9.1, “LBR Stack." 


DC1H 


DC2H 


3521 


3522 


MSR_LASTBRANCH_INFO_1 


MSR_LASTBRANCH_INFO_2 


Core 


Core 


Last Branch Record 1 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
Last Branch Record 2 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
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Table 2-13. MSRs in Intel Atom® Processors Based on the Goldmont Plus Microarchitecture (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
DC3H | 3523 | MSR_LASTBRANCH_INFO_3 Core Last Branch Record 3 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DC4H 3524 | MSR_LASTBRANCH_INFO_4 Core Last Branch Record 4 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DCSH | 3525 | MSR_LASTBRANCH_INFO_5 Core Last Branch Record 5 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DC6H | 3526 | MSR_LASTBRANCH_INFO_6 Core Last Branch Record 6 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DC7H | 3527 | MSR_LASTBRANCH_INFO_7 Core Last Branch Record 7 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DC8H | 3528 | MSR_LASTBRANCH_INFO_8 Core Last Branch Record 8 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DCSH | 3529 | MSR_LASTBRANCH_INFO_9 Core Last Branch Record 9 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DCAH | 3530 | MSR_LASTBRANCH_INFO_10 Core Last Branch Record 10 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DCBH | 3531 | MSR_LASTBRANCH_INFO_11 Core Last Branch Record 11 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DCCH 3532 | MSR_LASTBRANCH_INFO_12 Core Last Branch Record 12 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DCDH | 3533 | MSR_LASTBRANCH_INFO_13 Core Last Branch Record 13 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DCEH 3534 | MSR_LASTBRANCH_INFO_14 Core Last Branch Record 14 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DCFH 3535 | MSR_LASTBRANCH_INFO_15 Core Last Branch Record 15 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DDOH | 3536 | MSR_LASTBRANCH_INFO_16 Core Last Branch Record 16 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DD1H | 3537 | MSR_LASTBRANCH_INFO_17 Core Last Branch Record 17 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DD2H | 3538 | MSR_LASTBRANCH_INFO_18 Core Last Branch Record 18 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DD3H | 3539 | MSR_LASTBRANCH_INFO_19 Core Last Branch Record 19 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DD4H | 3520 | MSR_LASTBRANCH_INFO_20 Core Last Branch Record 20 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
DD5H | 3521 | MSR_LASTBRANCH_INFO_21 Core Last Branch Record 21 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 
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Table 2-13. MSRs in Intel Atom® Processors Based on the Goldmont Plus Microarchitecture (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

DD6H | 3522 | MSR_LASTBRANCH_INFO_22 Core Last Branch Record 22 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 

DD7H | 3523 | MSR_LASTBRANCH_INFO_23 Core Last Branch Record 23 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 

DD8H | 3524 | MSR_LASTBRANCH_INFO_24 Core Last Branch Record 24 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 

DDSH | 3525 | MSR_LASTBRANCH_INFO_25 Core Last Branch Record 25 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 

DDAH | 3526 | MSR_LASTBRANCH_INFO_26 Core Last Branch Record 26 Additional Information (R/w) 
See description of MSR_LASTBRANCH_INFO_O. 

DDBH | 3527 | MSR_LASTBRANCH_INFO_27 Core Last Branch Record 27 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 

DDCH | 3528 | MSR_LASTBRANCH_INFO_28 Core Last Branch Record 28 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 

DDDH | 3529 | MSR_LASTBRANCH_INFO_29 Core Last Branch Record 29 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 

DDEH | 3530 | MSR_LASTBRANCH_INFO_30 Core Last Branch Record 30 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 

DDFH | 3531 | MSR_LASTBRANCH_INFO_31 Core Last Branch Record 31 Additional Information (R/W) 
See description of MSR_LASTBRANCH_INFO_O. 

See Table 2-6, Table 2-12 and Table 2-13 for MSR definitions applicable to processors with CPUID signature O6_7AH. 


ae | MSRS IN INTEL ATOM® PROCESSORS BASED ON TREMONT 
MICROARCHITECTURE 


Intel Atom processors based on the Tremont microarchitecture support MSRs listed in Table 2-6, Table 2-12, Table 
2-13 and Table 2-14. These processors have a CPUID signature with DisplayFamily_DisplayModel of 06_86H; see 
Table 2-1. For an MSR listed in Table 2-14 that also appears in the model-specific tables of prior generations, Table 
2-14 supersede prior generation tables. 


In the Tremont microarchitecture, the scope column indicates the following: “Core” means each processor core has 
a separate MSR, or a bit field not shared with another processor core. “Module” means the MSR or the bit field is 
shared by a subset of the processor cores in the physical package. The number of processor cores in this subset is 
model specific and may differ between different processors. For all processors based on Tremont microarchitecture, 
the L2 cache is also shared between cores in a module and thus CPUID leaf 04H enumeration can be used to figure 
out which processors are in the same module. “Package” means all processor cores in the physical package share 
the same MSR or bit interface. 
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Table 2-14. MSRs in Intel Atom’ Processors Based on the Tremont Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
33H 51 MSR_TEST_CTRL Core Test Control Register 
28:0 Reserved. 
29 Enable #AC(0) exception for split locked accesses: 
Cause #AC(0) exception for split locked access at all 
CPL irrespective of CRO.AM or EFLAGS.AC. If bits 29 
and 31 are both set, bit 29 takes precedence. 
30 Reserved. 
31 Reserved. 
CFH 207 IA32_CORE_CAPABILITIES Core |A32 Core Capabilities Register 
If CPUID.(EAX=07H, ECX=0):EDX[30] = 1. 
4:0 Reserved. 
5 Bit 29 of MSR_TEST_CTRL (address 33H) supported. 
63:6 Reserved. 
3F1H 1009 | MSR_PEBS_ENABLE Core (R/W) See Table 2-2. See Section 18.6.2.4, “Processor 
Event Based Sampling (PEBS)”. 
nO Enable PEBS trigger and recording for the programmed 
event (precise or otherwise) on I[A32_PMCx. The 
maximum value n can be determined from 
CPUID.OAH:EAX(1 5:8]. 
31:n+1 Reserved. 
32+m32 Enable PEBS trigger and recording for 
IA32_FIXED_CTRx. The maximum value m can be 
determined from CPUID.OAH:EDX[4:0]. 
59:33+m Reserved. 
60 Pend a PerfMon Interrupt (PMI) after each PEBS event. 
62:61 Specifies PEBS output destination. Encodings: 
OOB: DS Save Area 
01B: Intel PT trace output. Supported if 
IA32_PERF_CAPABILITIES.PEBS_OUTPUT_PT_AVAIL[ 
16] and CPUID.O7H.0.EBX[25] are set. 
10B: Reserved 
11B: Reserved 
63 Reserved. 
1309H | 4873 | MSR_RELOAD_FIXED_CTRx Reload value for IA32_FIXED_CTRx (R/W) 
: : 47:0 Value loaded into [A32_FIXED_CTRx when a PEBS 
VWSOBH | 4875 record is generated while PEBS_EN_FIXEDx = 1 and 
PEBS_OUTPUT = 018 in IA32_PEBS_ENABLE, and 
FIXED_CTRx is overflowed. 
63:48 Reserved. 
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Table 2-14. MSRs in Intel Atom® Processors Based on the Tremont Microarchitecture (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
14C1H | 5313 | MSR_RELOAD_PMCx Reload value for [A32_PMCx (R/W) 
14c8H | 5320 47:0 Value loaded into [A32_PMCx when a PEBS record is 


generated while PEBS_EN_PMCx = 1 and 
PEBS_OUTPUT = 018B in IA32_PEBS_ENABLE, and 
PMCx is overflowed. 


63:48 Reserved. 
See Table 2-6, Table 2-12, Table 2-13 and Table 2-14 for MSR definitions applicable to processors with CPUID signature O6_86H. 


2.8 MSRS IN THE INTEL® MICROARCHITECTURE CODE NAME NEHALEM 


Table 2-15 lists model-specific registers (MSRs) that are common for Intel® microarchitecture code name 
Nehalem. These include Intel Core i7 and i5 processor family. These processors have a CPUID signature with 
DisplayFamily_DisplayModel of 06_1AH, 06_1EH, 06_1FH, 06_2EH, see Table 2-1. Additional MSRs specific to 
06_1AH, 06_1EH, 06_1FH are listed in Table 2-16. Some MSRs listed in these tables are used by BIOS. More infor- 
mation about these MSR can be found at http://biosbits.org. 


The column “Scope” represents the package/core/thread scope of individual bit field of an MSR. “Thread” means 
this bit field must be programmed on each logical processor independently. “Core” means the bit field must be 
programmed on each processor core independently, logical processors in the same core will be affected by change 
of this bit on the other logical processor in the same core. “Package” means the bit field must be programmed once 
for each physical package. Change of a bit filed with a package scope will affect all logical processors in that phys- 
ical package. 


Table 2-15. MSRs in Processors Based on Intel® Microarchitecture Code Name Nehalem 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
OH 0) IA32_P5_MC_ADDR Thread See Section 2.23, "MSRs in Pentium Processors.” 
1H 1 IA32_P5_MC_TYPE Thread See Section 2.23, “MSRs in Pentium Processors.” 
6H 6 IA32_MONITOR_FILTER_SIZE Thread See Section 8.10.5, “Monitor/Mwait Address Range 
Determination” and Table 2-2. 
10H 16 IA32_TIME_STAMP_COUNTER Thread See Section 17.17, “Time-Stamp Counter,” and see 
Table 2-2. 
17H 23 |A32_PLATFORM_ID Package Platform ID (R) 
See Table 2-2. 
17H 23 MSR_PLATFORM_ID Package Model Specific Platform ID (R) 
49:0 Reserved 
52:50 See Table 2-2. 
63:53 Reserved 
1BH 27 IA32_APIC_BASE Thread See Section 10.4.4, “Local APIC Status and Location,” 
and Table 2-2. 
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Table 2-15. MSRs in Processors Based on Intel® Microarchitecture Code Name Nehalem (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
34H 52 MSR_SMI_COUNT Thread SMI Counter (R/O) 
31:0 SMI Count (R/O) 
Running count of SMI events since last RESET. 
63:32 Reserved 
3AH 58 IA32_FEATURE_CONTROL Thread Control Features in Intel 64Processor (R/W) 
See Table 2-2. 
79H 121 IA32_BIOS_UPDT_TRIG Core BIOS Update Trigger Register (W) 
See Table 2-2. 
8BH 139 | IA32_BlOS_SIGN_ID Thread BIOS Update Signature ID (RO) 
See Table 2-2. 
C1H 193 | IA32_PMCO Thread Performance Counter Register 
See Table 2-2. 
C2H 194 | 1A32_PMC1 Thread Performance Counter Register 
See Table 2-2. 
C3H 195 | IA32_PMC2 Thread Performance Counter Register 
See Table 2-2. 
C4H 196 | IA32_PMC3 Thread Performance Counter Register 
See Table 2-2. 
CEH 206 | MSR_PLATFORM_INFO Package Platform Information 
Contains power management and other model specific 
features enumeration. See http://biosbits.org. 
7:0 Reserved 
15:8 Package Maximum Non-Turbo Ratio (R/O) 
This is the ratio of the frequency that invariant TSC 
runs at. The invariant TSC frequency can be computed 
by multiplying this ratio by 133.33 MHz. 
27:16 Reserved 
28 Package Programmable Ratio Limit for Turbo Mode (R/O) 
When set to 1, indicates that Programmable Ratio Limit 
for Turbo mode is enabled. When set to 0, indicates 
Programmable Ratio Limit for Turbo mode is disabled. 
29 Package Programmable TDC-TDP Limit for Turbo Mode (R/O) 
When set to 1, indicates that TDC and TDP Limits for 
Turbo mode are programmable. When set to 0, indicates 
TDC and TDP Limits for Turbo mode are not 
programmable. 
39:30 Reserved 
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47:40 Package Maximum Efficiency Ratio (R/O) 
This is the minimum ratio (maximum efficiency) that the 
processor can operate, in units of 133.33MHz. 
63:48 Reserved 
E2H 226 | MSR_PKG_CST_CONFIG_CONTROL Core C-State Configuration Control (R/W) 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. See http://biosbits.org. 


2:0 Package C-State Limit (R/W) 

Specifies the lowest processor-specific C-state code 
name (consuming the least power) for the package. The 
default is set as factory-configured package C-state 
limit. 

The following C-state code name encodings are 
supported: 

OOOb: CO (no package C-sate support) 

001b: C1 (Behavior is the same as OOOb) 

010b: C3 

011b: C6 

100b: C7 

101b and 110b: Reserved 

111: No package C-state limit. 

Note: This field cannot be used to limit package C-state 


to C3. 
9:3 Reserved 
10 1/0 MWAIT Redirection Enable (R/W) 


When set, will map |O_read instructions sent to IO 
register specified by MSR_PMG_IO_CAPTURE_BASE to 
MWAIT instructions. 


14:11 Reserved 

15 CFG Lock (R/WO) 
When set, locks bits 15:0 of this register until next 
reset. 

23:16 Reserved 

24 Interrupt filtering enable (R/W) 


When set, processor cores in a deep C-State will wake 
only when the event message is destined for that core. 
When 0, all processor cores in a deep C-State will wake 
for an event message. 


25 C3 state auto demotion enable (R/W) 


When set, the processor will conditionally demote 
C6/C7 requests to C3 based on uncore auto-demote 
information. 
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26 C1 state auto demotion enable (R/W) 
When set, the processor will conditionally demote 
C3/C6/C7 requests to C1 based on uncore auto-demote 
information. 
27 Enable C3 Undemotion (R/W) 
28 Enable C1 Undemotion (R/W) 
29 Package C State Demotion Enable (R/W) 
30 Package C State UnDemotion Enable (R/W) 
63:31 Reserved 
E4H 228 | MSR_PMG_IO_CAPTURE_BASE Core Power Management IO Redirection in C-state (R/W) 
See http://biosbits.org. 
15:0 LVL_2 Base Address (R/W) 
Specifies the base address visible to software for IO 
redirection. If IO MWAIT Redirection is enabled, reads to 
this address will be consumed by the power 
management logic and decoded to MWAIT instructions. 
When IO port address redirection is enabled, this is the 
10 port address reported to the OS/software. 
18:16 C-state Range (R/W) 
Specifies the encoding value of the maximum C-State 
code name to be included when IO read to MWAIT 
redirection is enabled by 
MSR_PKG_CST_CONFIG_CONTROL[bit1 0}: 
000b - C3 is the max C-State to include. 
001b - C6 is the max C-State to include. 
010b - C7 is the max C-State to include. 
63:19 Reserved 
E7H 231 IA32_MPERF Thread Maximum Performance Frequency Clock Count (RW) 
See Table 2-2. 
E8H 232 =| IA32_APERF Thread Actual Performance Frequency Clock Count (RW) 
See Table 2-2. 
FEH 254 | IA32_MTRRCAP Thread See Table 2-2. 
174H 372 | IA32_SYSENTER_CS Thread See Table 2-2. 
175H 373 | IA32_SYSENTER_ESP Thread See Table 2-2. 
176H 374 | IA32_SYSENTER_EIP Thread See Table 2-2. 
179H 377 | 1A32_MCG_CAP Thread See Table 2-2. 
17AH 378 | IA32_MCG_STATUS Thread Global Machine Check Status 
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0 RIPV 
When set, bit indicates that the instruction addressed 
by the instruction pointer pushed on the stack (when 
the machine check was generated) can be used to 
restart the program. If cleared, the program cannot be 
reliably restarted. 
1 EIPV 
When set, bit indicates that the instruction addressed 
by the instruction pointer pushed on the stack (when 
the machine check was generated) is directly 
associated with the error. 
2 MCIP 
When set, bit indicates that a machine check has been 
generated. If a second machine check is detected while 
this bit is still set, the processor enters a shutdown 
state. Software should write this bit to O after 
processing a machine check exception. 
63:3 Reserved 
186H 390 | IA32_PERFEVTSELO Thread See Table 2-2. 
7:0 Event Select 
15:8 UMask 
16 USR 
17 OS 
18 Edge 
19 PC 
20 INT 
21 AnyThread 
22 EN 
23 INV 
31:24 CMASK 
63:32 Reserved 
187H 391 | IA32_PERFEVTSEL1 Thread See Table 2-2. 
188H 392 | IA32_PERFEVTSEL2 Thread See Table 2-2. 
189H 393 | IA32_PERFEVTSEL3 Thread See Table 2-2. 
198H 408 | IA32_PERF_STATUS Core See Table 2-2. 
15:0 Current Performance State Value. 
63:16 Reserved 
199H 409 | IA32_PERF_CTL Thread See Table 2-2. 


Vol.4 2-133 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-15. MSRs in Processors Based on Intel® Microarchitecture Code Name Nehalem (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
19AH 410 | 1A32_CLOCK_MODULATION Thread Clock Modulation (R/w) 
See Table 2-2. 
IA32_CLOCK_MODULATION MSR was originally named 
1A32_THERM_CONTROL MSR. 
0 Reserved 
3:1 On demand Clock Modulation Duty Cycle (R/W) 
4 On demand Clock Modulation Enable (R/W) 
63:5 Reserved 
19BH 411 1A32_THERM_INTERRUPT Core Thermal Interrupt Control (R/W) 
See Table 2-2. 
19CH 412 | IA32_THERM_STATUS Core Thermal Monitor Status (R/W) 
See Table 2-2. 
1A0H 416 | IA32_MISC_ENABLE Enable Misc. Processor Features (R/W) 
Allows a variety of processor functions to be enabled 
and disabled. 
0 Thread Fast-Strings Enable 
See Table 2-2. 
2:1 Reserved 
3 Thread Automatic Thermal Control Circuit Enable (R/W) 
See Table 2-2. Default value is 1. 
6:4 Reserved 
7 Thread Performance Monitoring Available (R) 
See Table 2-2. 
10:8 Reserved 
11 Thread Branch Trace Storage Unavailable (RO) 
See Table 2-2. 
12 Thread Processor Event Based Sampling Unavailable (RO) 
See Table 2-2. 
15:13 Reserved 
16 Package Enhanced Intel SpeedStep Technology Enable (R/W) 
See Table 2-2. 
18 Thread ENABLE MONITOR FSM. (R/W) See Table 2-2. 
21:19 Reserved 
22 Thread Limit CPUID Maxval (R/W) 
See Table 2-2. 
23 Thread xTPR Message Disable (R/W) 
See Table 2-2. 
33:24 Reserved 
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34 


Thread 


XD Bit Disable (R/W) 
See Table 2-2. 


37:35 


Reserved 


38 


Package 


Turbo Mode Disable (R/W) 


When set to 1 on processors that support Intel Turbo 
Boost Technology, the turbo mode feature is disabled 
and the IDA_Enable feature flag will be clear 
(CPUID.OGH: EAX[1]=0). 

When set to a O on processors that support IDA, 


CPUID.O6H: EAX[1] reports the processor's support of 
turbo mode is enabled. 


Note: The power-on default value is used by BIOS to 
detect hardware support of turbo mode. If the power- 
on default value is 1, turbo mode is available in the 
processor. If the power-on default value is 0, turbo 
mode is not available. 


63:39 


Reserved 


1A2H 


418 


MSR_TEMPERATURE_TARGET 


Thread 


Temperature Target 


15:0 


Reserved 


23:16 


Temperature Target (R) 


The minimum temperature at which PROCHOT# will be 
asserted. The value is degrees C. 


63:24 


Reserved 


1A4H 


420 


MSR_MISC_FEATURE_CONTROL 
0 


Core 


Miscellaneous Feature Control (R/W) 


L2 Hardware Prefetcher Disable (R/W) 


If 1, disables the L2 hardware prefetcher, which fetches 
additional lines of code or data into the L2 cache. 


Core 


L2 Adjacent Cache Line Prefetcher Disable (R/W) 


If 1, disables the adjacent cache line prefetcher, which 
fetches the cache line that comprises a cache line pair 
(128 bytes). 


Core 


DCU Hardware Prefetcher Disable (R/W) 


If 1, disables the L1 data cache prefetcher, which 
fetches the next cache line into L1 data cache. 


Core 


DCU IP Prefetcher Disable (R/W) 


If 1, disables the L1 data cache IP prefetcher, which 
uses sequential load history (based on instruction 
pointer of previous loads) to determine whether to 
prefetch additional lines. 


63:4 


Reserved 


1A6H 


422 


MSR_OFFCORE_RSP_O 


Thread 


Offcore Response Event Select Register (R/W) 
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1AAH 426 


MSR_MISC_PWR_MGMT 


Miscellaneous Power Management Control 


Various model specific features enumeration. See 
http://biosbits.org. 


Package 


EIST Hardware Coordination Disable (R/W) 


When 0, enables hardware coordination of Enhanced 
Intel Speedstep Technology request from processor 
cores. When 1, disables hardware coordination of 
Enhanced Intel Speedstep Technology requests. 


Thread 


Energy/Performance Bias Enable (R/W) 

This bit makes the IA32_ENERGY_PERF_BIAS register 
(MSR 1BOh) visible to software with Ring 0 privileges. 
This bit’s status (1 or 0) is also reflected by 
CPUID.(EAX=06h):ECX[3]. 


63:2 


Reserved 


1ACH 428 


MSR_TURBO_POWER_CURRENT_LIMIT 


See http://biosbits.org. 


14:0 


Package 


TDP Limit (R/w) 
TDP limit in 1/8 Watt granularity. 


15 


30:16 


31 


Package 


Package 


Package 


TDP Limit Override Enable (R/W) 


A value = 0 indicates override is not active; a value = 1 
indicates override is active. 


TDC Limit (R/W) 
TDC limit in 1/8 Amp granularity. 


TDC Limit Override Enable (R/W) 


A value = 0 indicates override is not active; a value = 1 
indicates override is active. 


63:32 


Reserved 


1ADH 429 


MSR_TURBO_RATIO_LIMIT 


Package 


Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO.[28] = 0. 
RW if MSR_PLATFORM_INFO.[28] = 1. 


7:0 


Package 


Maximum Ratio Limit for 1C 
Maximum turbo ratio limit of 1 core active. 


15:8 


Package 


Maximum Ratio Limit for 2C 
Maximum turbo ratio limit of 2 core active. 


23:16 


Package 


Maximum Ratio Limit for 3C 
Maximum turbo ratio limit of 3 core active. 


31:24 


Package 


Maximum Ratio Limit for 4C 
Maximum turbo ratio limit of 4 core active. 


63:32 


Reserved 


1C8H 456 


MSR_LBR_SELECT 


Core 


Last Branch Record Filtering Select Register (R/W) 
See Section 17.9.2, “Filtering of Last Branch Records.” 
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CPL_EQ_O 


CPL_NEQ_O 


ICC 


NEAR_REL_CALL 


NEAR_IND_CALL 


NEAR_RET 


NEAR_IND_JMP 


NEAR_REL_JMP 


Ol;NI Ds) Mm] BR] Ws) rm] —| oO 


63:9 


FAR_BRANCH 


Reserved 


1C9H 


457 


MSR_LASTBRANCH_TOS 


Thread 


Last Branch Record Stack TOS (R/W) 


Contains an index (bits 0-3) that points to the MSR 
containing the most recent branch record. 


See MSR_LASTBRANCH_O_FROM_IP (at 6804). 


1D9H 


473 


IA32_DEBUGCTL 


Thread 


Debug Control (R/W) 
See Table 2-2. 


1DDH 


477 


MSR_LER_FROM_LIP 


Thread 


Last Exception Record From Linear IP (R) 


Contains a pointer to the last branch instruction that 
the processor executed prior to the last exception that 
was generated or the last interrupt that was handled. 


1DEH 


478 


MSR_LER_TO_LIP 


Thread 


Last Exception Record To Linear IP (R) 


This area contains a pointer to the target of the last 
branch instruction that the processor executed prior to 
the last exception that was generated or the last 
interrupt that was handled. 


1F2H 


498 


IA32_SMRR_PHYSBASE 


Core 


See Table 2-2. 


1F3H 


1FCH 


499 


508 


IA32_SMRR_PHYSMASK 


MSR_POWER_CTL 


Core 


Core 


See Table 2-2. 


Power Control Register 
See http://biosbits.org. 


Reserved 


63:2 


Package 


C1E Enable (R/W) 


When set to ‘1’, will enable the CPU to switch to the 
Minimum Enhanced Intel SpeedStep Technology 
operating point when all execution cores enter MWAIT 
(C1). 


Reserved 


200H 


512 


IA32_MTRR_PHYSBASEO 


Thread 


See Table 2-2. 


201H 


513 


IA32_MTRR_PHYSMASKO 


Thread 


See Table 2-2. 
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202H 514 | IA32_MTRR_PHYSBASE1 Thread See Table 2-2. 
203H 515 | IA32_MTRR_PHYSMASK1 Thread See Table 2-2. 
204H 516 | IA32_MTRR_PHYSBASE2 Thread See Table 2-2. 
205H 517 | |A32_MTRR_PHYSMASK2 Thread See Table 2-2. 
206H 518 | IA32_MTRR_PHYSBASE3 Thread See Table 2-2. 
207H 519 | IA32_MTRR_PHYSMASK3 Thread See Table 2-2. 
208H 520 | IA32_MTRR_PHYSBASE4 Thread See Table 2-2. 
209H 521 | IA32_MTRR_PHYSMASK4 Thread See Table 2-2. 
20AH 522 | IA32_MTRR_PHYSBASES Thread See Table 2-2. 
20BH 523 | IA32_MTRR_PHYSMASK5 Thread See Table 2-2. 
20CH 524 | IA32_MTRR_PHYSBASE6 Thread See Table 2-2. 
20DH 525 | IA32_MTRR_PHYSMASK6 Thread See Table 2-2. 
20E€H 526 | IA32_MTRR_PHYSBASE7 Thread See Table 2-2. 
20FH 527 | IA32_MTRR_PHYSMASK7 Thread See Table 2-2. 
210H 528 | IA32_MTRR_PHYSBASE8 Thread See Table 2-2. 
211H 529 | IA32_MTRR_PHYSMASK8 Thread See Table 2-2. 
212H 530 | IA32_MTRR_PHYSBASE9 Thread See Table 2-2. 
213H 531 ‘| IA32_MTRR_PHYSMASK9 Thread See Table 2-2. 
250H 592 | IA32_MTRR_FIX64K_00000 Thread See Table 2-2. 
258H 600 | IA32_MTRR_FIX16K_80000 Thread See Table 2-2. 
259H 601 | IA32_MTRR_FIX16K_A0000 Thread See Table 2-2. 
268H 616 | IA32_MTRR_FIX4K_CO000 Thread See Table 2-2. 
269H 617 | IA32_MTRR_FIX4K_C8000 Thread See Table 2-2. 
26AH 618 | IA32_MTRR_FIX4K_D0000 Thread See Table 2-2. 
26BH 619 | IA32_MTRR_FIX4K_D8000 Thread See Table 2-2. 
26CH 620 | IA32_MTRR_FIX4K_E0000 Thread See Table 2-2. 
26DH 621 | IA32_MTRR_FIX4K_E8000 Thread See Table 2-2. 
26€H 622 | IA32_MTRR_FIX4K_FOO00 Thread See Table 2-2. 
26FH 623 | IA32_MTRR_FIX4K_F8000 Thread See Table 2-2. 
277H 631 | IA32_PAT Thread See Table 2-2. 
280H 640 | IA32_MCO_CTL2 Package See Table 2-2. 
281H 641 | IA32_MC1_CTL2 Package See Table 2-2. 
282H 642 | IA32_MC2_CTL2 Core See Table 2-2. 
283H 643 | IA32_MC3_CTL2 Core See Table 2-2. 
284H 644 | IA32_MC4_CTL2 Core See Table 2-2. 
285H 645 | IA32_MC5_CTL2 Core See Table 2-2. 
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286H 646 | IA32_MC6_CTL2 Package See Table 2-2. 
287H 647 | IA32_MC7_CTL2 Package See Table 2-2. 
288H 648 | IA32_MC8_CTL2 Package See Table 2-2. 
2FFH 767 | IA32_MTRR_DEF_TYPE Thread Default Memory Types (R/W) 
See Table 2-2. 
309H 777 ‘| \A32_FIXED_CTRO Thread Fixed-Function Performance Counter Register O (R/W) 
See Table 2-2. 
30AH 778 | \A32_FIXED_CTR1 Thread Fixed-Function Performance Counter Register 1 (R/W) 
See Table 2-2. 
30BH 779 ‘| IA32_FIXED_CTR2 Thread Fixed-Function Performance Counter Register 2 (R/W) 
See Table 2-2. 
345H 837 | IA32_PERF_CAPABILITIES Thread See Table 2-2. See Section 17.4.1, “IA32_DEBUGCTL 
MSR." 
5:0 LBR Format 
See Table 2-2. 
6 PEBS Record Format 
7 PEBSSaveArchRegs 
See Table 2-2. 
11:8 PEBS_REC_FORMAT 
See Table 2-2. 
12 SMM_FREEZE 
See Table 2-2. 
63:13 Reserved 
38DH 909 | IA32_FIXED_CTR_CTRL Thread Fixed-Function-Counter Control Register (R/W) 
See Table 2-2. 
38€H 910 | IA32_PERF_GLOBAL_STATUS Thread See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities.” 
38EH 910 |MSR_PERF_GLOBAL_STATUS Thread Provides single-bit status used by software to query 
the overflow condition of each performance counter. 
(RO) 
61 UNC_Ovf 
Uncore overflowed if 1. 
38FH 911 | IA32_PERF_GLOBAL_CTRL Thread See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities.” 
390H 912 | IA32_PERF_GLOBAL_OVF_CTRL Thread See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities.” Allows software to clear counter 
overflow conditions on any combination of fixed- 
function PMCs (IA32_FIXED_CTRx) or general-purpose 
PMCs via a single WRMSR. 
390H 912 | MSR_PERF_GLOBAL_OVF_CTRL Thread (R/w) 
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61 CLR_UNC_Ovf 
Set 1 to clear UNC_Ovf. 
3F1H 1009 | MSR_PEBS_ENABLE Thread See Section 18.3.1.1.1, “Processor Event Based 
Sampling (PEBS).” 
0 Enable PEBS on IA32_PMCO (R/W) 
1 Enable PEBS on IA32_PMC1 (R/W) 
2 Enable PEBS on IA32_PMC2 (R/W) 
3 Enable PEBS on IA32_PMC3 (R/W) 
31:4 Reserved 
32 Enable Load Latency on IA32_PMCO (R/W) 
33 Enable Load Latency on IA32_PMC1 (R/W) 
34 Enable Load Latency on I[A32_PMC2 (R/W) 
35 Enable Load Latency on I[A32_PMC3 (R/W) 
63:36 Reserved 
3F6H 1014 | MSR_PEBS_LD_LAT Thread See Section 18.3.1.1.2, “Load Latency Performance 
Monitoring Facility.” 
15:0 Minimum threshold latency value of tagged load 
operation that will be counted. (R/W) 
63:36 Reserved 
3F8H 1016 | MSR_PKG_C3_RESIDENCY Package Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 
63:0 Package C3 Residency Counter (R/O) 
Value since last reset that this package is in processor- 
specific C3 states. Count at the same frequency as the 
TSC. 
3F9H 1017 | MSR_PKG_C6_RESIDENCY Package Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 
63:0 Package C6 Residency Counter (R/O) 
Value since last reset that this package is in processor- 
specific C6 states. Count at the same frequency as the 
TSC. 
3FAH 1018 | MSR_PKG_C7_RESIDENCY Package Note: C-state values are processor specific C-state code 


names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


Package C7 Residency Counter (R/O) 
Value since last reset that this package is in processor- 


specific C7 states. Count at the same frequency as the 
TSC. 
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3FCH 1020 | MSR_CORE_C3_RESIDENCY Core Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


63:0 CORE C3 Residency Counter (R/O) 


Value since last reset that this core is in processor- 
specific C3 states. Count at the same frequency as the 
TSC. 


3FDH 1021 | MSR_CORE_C6_RESIDENCY Core Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


63:0 CORE C6 Residency Counter (R/O) 


Value since last reset that this core is in processor- 
specific C6 states. Count at the same frequency as the 
TSC. 


400H | 1024 | IA32_MCO_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs." 


401H | 1025 | IA32_MCO_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 


402H | 1026 | IA32_MCO_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 


The IA32_MCO_ADDR register is either not 
implemented or contains no address if the ADDRV flag 
in the [A32_MCO_STATUS register is clear. 

When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 


403H | 1027 | IA32_MCO_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 


404H | 1028 | IA32_MC1_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


405H | 1029 | IA32_MC1_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 


406H | 1030 | IA32_MC1_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

The IA32_MC1_ADDR register is either not 
implemented or contains no address if the ADDRV flag 
in the |A32_MC1_STATUS register is clear. 

When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 


407H | 1031 | IA32_MC1_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 


408H | 1032 | IA32_MC2_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
409H | 1033 | IA32_MC2_STATUS Core See Section 15.3.2.2, "IA32_MCi_STATUS MSRS.” 


40AH | 1034 | IA32_MC2_ADDR Core See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 

The IA32_MC2_ADDR register is either not 
implemented or contains no address if the ADDRV flag 
in the IA32_MC2_STATUS register is clear. 

When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 
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40BH | 1035 | IA32_MC2_MISC Core See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

40CH |; 1036 | IA32_MC3_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

40DH | 1037 | IA32_MC3_STATUS Core See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 

40EH | 1038 | IA32_MC3_ADDR Core See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 
The MSR_MC4_ADDR register is either not 
implemented or contains no address if the ADDRV flag 
in the MSR_MC4_STATUS register is clear. 
When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 

40FH 1039 | IA32_MC3_MISC Core See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

410H | 1040 | IA32_MC4_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

411H | 1041 | 1A32_MC4_STATUS Core See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 

412H | 1042 | 1A32_MC4_ADDR Core See Section 15.3.2.3, “[A32_MCi_ADDR MSRs." 
The MSR_MC3_ADDR register is either not 
implemented or contains no address if the ADDRV flag 
in the MSR_MC3_STATUS register is clear. 
When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 

413H | 1043 | 1A32_MC4_MISC Core See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

414H | 1044 | IA32_MC5_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

415H | 1045 | 1A32_MC5_STATUS Core See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 

416H | 1046 | 1A32_MC5_ADDR Core See Section 15.3.2.3, “[A32_MCi_ADDR MSRs." 

417H | 1047 | 1A32_MC5_MISC Core See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

418H | 1048 | IA32_MC6_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

419H | 1049 | 1A32_MC6_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 

41AH | 1050 | IA32_MC6_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

41BH | 1051 | 1A32_MC6_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

41CH 1052 | IA32_MC7_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

41DH | 1053 | 1A32_MC7_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 

41€H | 1054 | IA32_MC7_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

41FH | 1055 | IA32_MC7_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

420H | 1056 | IA32_MC8_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

421H | 1057 | 1A32_MC8_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 

422H | 1058 | IA32_MC8_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

423H | 1059 | IA32_MC8_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 
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Register 
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Hex Dec 


480H 1152 | IA32_VMX_BASIC Thread Reporting Register of Basic VMX Capabilities (R/O) 
See Table 2-2. 
See Appendix A.1, “Basic VMX Information.” 


481H 1153 | IA32_VMX_PINBASED_CTLS Thread Capability Reporting Register of Pin-based 
\V/M-execution Controls (R/O) 


See Table 2-2. 
See Appendix A.3, “VM-Execution Controls.” 


482H 1154 | IA32_VMX_PROCBASED_CTLS Thread Capability Reporting Register of Primary Processor- 
Based VM-Execution Controls (R/O) 


See Appendix A.3, “VM-Execution Controls.” 


483H 1155 | IA32_VMX_EXIT_CTLS Thread Capability Reporting Register of VM-Exit Controls (R/O) 
See Table 2-2. 
See Appendix A.4, “VM-Exit Controls.” 


484H 1156 | IA32_VMX_ENTRY_CTLS Thread Capability Reporting Register of VM-Entry Controls 
(R/O) 


See Table 2-2. 
See Appendix A.5, “VM-Entry Controls.” 


485H 1157 | IA32_VMX_MISC Thread Reporting Register of Miscellaneous VMX Capabilities 
(R/O) 


See Table 2-2. 
See Appendix A.6, “Miscellaneous Data.” 


486H 1158 | IA32_VMX_CRO_FIXEDO Thread Capability Reporting Register of CRO Bits Fixed to O 
(R/O) 
See Table 2-2. 
See Appendix A.7, “VMX-Fixed Bits in CRO.” 


487H 1159 | IA32_VMX_CRO_FIXED1 Thread Capability Reporting Register of CRO Bits Fixed to 1 
(R/O) 


See Table 2-2. 
See Appendix A.7, “VMX-Fixed Bits in CRO.” 


488H 1160 | IA32_VMX_CR4_FIXEDO Thread Capability Reporting Register of CR4 Bits Fixed to 0 
(R/O) 


See Table 2-2. 
See Appendix A.8, “VMX-Fixed Bits in CR4.” 


489H 1161 | IA32_VMX_CR4_FIXED1 Thread Capability Reporting Register of CR4 Bits Fixed to 1 
(R/O) 


See Table 2-2. 
See Appendix A.8, “VMX-Fixed Bits in CR4.” 


48AH 1162 | IA32_VMX_VMCS_ENUM Thread Capability Reporting Register of VMCS Field 
Enumeration (R/O) 


See Table 2-2. 
See Appendix A.9, “VMCS Enumeration.” 
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48BH 1163 | IA32_VMX_PROCBASED_CTLS2 Thread Capability Reporting Register of Secondary Processor- 

Based VM-Execution Controls (R/O) 

See Appendix A.3, “VM-Execution Controls.” 
600H | 1536 | IA32_DS_AREA Thread DS Save Area (R/W) 

See Table 2-2. 

See Section 18.6.3.4, “Debug Store (DS) Mechanism.” 
680H | 1664 | MSR_LASTBRANCH_O_FROM_IP Thread Last Branch Record 0 From IP (R/W) 

One of sixteen pairs of last branch record registers on 

the last branch record stack. The From_IP part of the 

stack contains pointers to the source instruction. See 

also: 

« Last Branch Record Stack TOS at 1C9H. 

* Section 17.9.1 and record format in Section 17.4.8.1. 
681H | 1665 | MSR_LASTBRANCH_1_FROM_IP Thread Last Branch Record 1 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
682H | 1666 | MSR_LASTBRANCH_2_FROM_IP Thread Last Branch Record 2 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
683H | 1667 | MSR_LASTBRANCH_3_FROM_IP Thread Last Branch Record 3 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
684H | 1668 | MSR_LASTBRANCH_4 FROM_IP Thread Last Branch Record 4 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
685H | 1669 | MSR_LASTBRANCH_5_FROM_IP Thread Last Branch Record 5 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
686H | 1670 | MSR_LASTBRANCH_6_FROM_IP Thread Last Branch Record 6 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
687H | 1671 |MSR_LASTBRANCH_7_FROM_IP Thread Last Branch Record 7 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
688H | 1672 | MSR_LASTBRANCH_8_FROM_IP Thread Last Branch Record 8 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
689H | 1673 |MSR_LASTBRANCH_9_FROM_IP Thread Last Branch Record 9 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
68AH | 1674 | MSR_LASTBRANCH_10_FROM_IP Thread Last Branch Record 10 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
68BH | 1675 | MSR_LASTBRANCH_11_FROM_IP Thread Last Branch Record 11 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
68CH | 1676 | MSR_LASTBRANCH_12_FROM_IP Thread Last Branch Record 12 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
68DH | 1677 | MSR_LASTBRANCH_13_FROM_IP Thread Last Branch Record 13 From IP (R/W) 


See description of MSR_LASTBRANCH_O_FROM_IP. 
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68EH | 1678 | MSR_LASTBRANCH_14_FROM_IP Thread Last Branch Record 14 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
68FH | 1679 | MSR_LASTBRANCH_15_FROM_IP Thread Last Branch Record 15 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
6COH | 1728 | MSR_LASTBRANCH_O_TO_IP Thread Last Branch Record 0 To IP (R/W) 

One of sixteen pairs of last branch record registers on 

the last branch record stack. This part of the stack 

contains pointers to the destination instruction. 
6C1H | 1729 | MSR_LASTBRANCH_1_TO_IP Thread Last Branch Record 1 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C2H | 1730 | MSR_LASTBRANCH_2_TO_IP Thread Last Branch Record 2 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C3H | 1731 | MSR_LASTBRANCH_3_TO_IP Thread Last Branch Record 3 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C4H | 1732 | MSR_LASTBRANCH_4_TO_IP Thread Last Branch Record 4 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C5H | 1733 | MSR_LASTBRANCH_5_TO_IP Thread Last Branch Record 5 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C6H | 1734 | MSR_LASTBRANCH_6_TO_IP Thread Last Branch Record 6 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C7H | 1735 | MSR_LASTBRANCH_7_TO_IP Thread Last Branch Record 7 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C8H | 1736 | MSR_LASTBRANCH_8_TO_IP Thread Last Branch Record 8 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CSH | 1737 | MSR_LASTBRANCH_9_TO_IP Thread Last Branch Record 9 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CAH | 1738 | MSR_LASTBRANCH_10_TO_IP Thread Last Branch Record 10 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CBH | 1739 | MSR_LASTBRANCH_11_TO_IP Thread Last Branch Record 11 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CCH 1740 | MSR_LASTBRANCH_12_TO_IP Thread Last Branch Record 12 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CDH | 1741 | MSR_LASTBRANCH_13_TO_IP Thread Last Branch Record 13 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CEH 1742 | MSR_LASTBRANCH_14_TO_IP Thread Last Branch Record 14 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CFH 1743 | MSR_LASTBRANCH_15_TO_IP Thread Last Branch Record 15 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
802H | 2050 | IA32_X2APIC_APICID Thread x2APIC ID Register (R/O) 
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803H | 2051 | IA32_X2APIC_VERSION Thread x2APIC Version Register (R/O) 
808H | 2056 | IA32_X2APIC_TPR Thread x2APIC Task Priority Register (R/W) 
80AH | 2058 | IA32_X2APIC_PPR Thread x2APIC Processor Priority Register (R/O) 
80BH | 2059 | IA32_X2APIC_EOI Thread x2APIC EOI Register (W/O) 
80DH | 2061 | IA32_X2APIC_LDR Thread x2APIC Logical Destination Register (R/O) 
80FH 2063 | IA32_X2APIC_SIVR Thread x2APIC Spurious Interrupt Vector Register (R/W) 
810H | 2064 | IA32_X2APIC_ISRO Thread x2APIC In-Service Register Bits [31:0] (R/O) 
811H | 2065 | IA32_X2APIC_ISR1 Thread x2APIC In-Service Register Bits [63:32] (R/O) 
812H | 2066 | IA32_X2APIC_ISR2 Thread x2APIC In-Service Register Bits [95:64] (R/O) 
813H | 2067 | IA32_X2APIC_ISR3 Thread x2APIC In-Service Register Bits [127:96] (R/O) 
814H | 2068 | IA32_X2APIC_ISR4 Thread x2APIC In-Service Register Bits [159:128] (R/O) 
815H | 2069 | IA32_X2APIC_ISR5 Thread x2APIC In-Service Register Bits [191:160] (R/O) 
816H | 2070 | IA32_X2APIC_ISR6 Thread x2APIC In-Service Register Bits [223:192] (R/O) 
817H | 2071 | IA32_X2APIC_ISR7 Thread x2APIC In-Service Register Bits [255:224] (R/O) 
818H | 2072 | IA32_X2APIC_TMRO Thread x2APIC Trigger Mode Register Bits [31:0] (R/O) 
819H | 2073 | IA32_X2APIC_TMR1 Thread x2APIC Trigger Mode Register Bits [63:32] (R/O) 
81AH | 2074 | IA32_X2APIC_TMR2 Thread x2APIC Trigger Mode Register Bits [95:64] (R/O) 
81BH | 2075 | IA32_X2APIC_TMR3 Thread x2APIC Trigger Mode Register Bits [127:96] (R/O) 
81CH | 2076 | 1A32_X2APIC_TMR4 Thread x2APIC Trigger Mode Register Bits [159:128] (R/O) 
81DH | 2077 | IA32_X2APIC_TMR5 Thread x2APIC Trigger Mode Register Bits [191:160] (R/O) 
81EH | 2078 | 1A32_X2APIC_TMR6 Thread x2APIC Trigger Mode Register Bits [223:192] (R/O) 
81FH | 2079 | 1A32_X2APIC_TMR7 Thread x2APIC Trigger Mode Register Bits [255:224] (R/O) 
820H 2080 | IA32_X2APIC_IRRO Thread x2APIC Interrupt Request Register Bits [31:0] (R/O) 
821H 2081 | IA32_X2APIC_IRR1 Thread x2APIC Interrupt Request Register Bits [63:32] (R/O) 
822H 2082 | IA32_X2APIC_IRR2 Thread x2APIC Interrupt Request Register Bits [95:64] (R/O) 
823H 2083 | IA32_X2APIC_IRR3 Thread x2APIC Interrupt Request Register Bits [127:96] (R/O) 
824H 2084 | IA32_X2APIC_IRR4 Thread x2APIC Interrupt Request Register Bits [159:128] (R/O) 
825H 2085 | IA32_X2APIC_IRR5S Thread x2APIC Interrupt Request Register Bits [191:160] (R/O) 
826H 2086 | IA32_X2APIC_IRR6 Thread x2APIC Interrupt Request Register Bits [223:192] (R/O) 
827H 2087 | IA32_X2APIC_IRR7 Thread x2APIC Interrupt Request Register Bits [255:224] (R/O) 
828H | 2088 | IA32_X2APIC_ESR Thread x2APIC Error Status Register (R/W) 
82FH 2095 | IA32_X2APIC_LVT_CMCI Thread x2APIC LVT Corrected Machine Check Interrupt Register 
(R/w) 

830H | 2096 | IA32_X2APIC_ICR Thread x2APIC Interrupt Command Register (R/W) 
832H | 2098 | IA32_X2APIC_LVT_TIMER Thread x2APIC LVT Timer Interrupt Register (R/W) 
833H | 2099 | IA32_X2APIC_LVT_THERMAL Thread x2APIC LVT Thermal Sensor Interrupt Register (R/W) 
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834H | 2100 | IA32_X2APIC_LVT_PMI Thread x2APIC LVT Performance Monitor Register (R/W) 
835H | 2101 | IA32_X2APIC_LVT_LINTO Thread x2APIC LVT LINTO Register (R/W) 
836H | 2102 | IA32_X2APIC_LVT_LINT1 Thread x2APIC LVT LINT1 Register (R/W) 
837H | 2103 | IA32_X2APIC_LVT_ERROR Thread x2APIC LVT Error Register (R/W) 
838H | 2104 | IA32_X2APIC_INIT_COUNT Thread X2APIC Initial Count Register (R/W) 
839H | 2105 | IA32_X2APIC_CUR_COUNT Thread x2APIC Current Count Register (R/O) 
83EH | 2110 | IA32_X2APIC_DIV_CONF Thread x2APIC Divide Configuration Register (R/W) 
83FH | 2111 | 1A32_X2APIC_SELF_IPI Thread x2APIC Self IPI Register (W/O) 
COO0_ IA32_EFER Thread Extended Feature Enables 
0080H See Table 2-2. 
COO00_ IA32_STAR Thread System Call Target Address (R/W) 
0081H See Table 2-2. 
COO00_ IA32_LSTAR Thread IA-32e Mode System Call Target Address (R/W) 
0082H See Table 2-2. 
COO0_ IA32_FMASK Thread System Call Flag Mask (R/W) 
0084H See Table 2-2. 
CO00_ IA32_FS_BASE Thread Map of BASE Address of FS (R/W) 
0100H See Table 2-2. 
CO00_ 1A32_GS_BASE Thread Map of BASE Address of GS (R/W) 
0101H See Table 2-2. 
COO0_ IA32_KERNEL_GS_BASE Thread Swap Target of BASE Address of GS (R/W) 
0102H See Table 2-2. 
CO00_ 1A32_TSC_AUX Thread AUXILIARY TSC Signature (R/W) 
0103H See Table 2-2 and Section 17.17.2, “IA32_TSC_AUX 
Register and RDTSCP Support.” 


2.8.1 


06_1AH, 06_1EH and 06_1FH, see Table 2-1. 


Additional MSRs in the Intel® Xeon® Processor 5500 and 3400 Series 


Intel Xeon Processor 5500 and 3400 series support additional model-specific registers listed in Table 2-16. These 
MSRs also apply to Intel Core i7 and i5 processor family CPUID signature with DisplayFamily_DisplayModel of 


Table 2-16. Additional MSRs in Intel® Xeon® Processor 5500 and 3400 Series 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
1ADH 429 | MSR_TURBO_RATIO_LIMIT Package Actual maximum turbo frequency is multiplied by 


133.33MHz. 
(Not available in model 06_2EH.) 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
7:0 Maximum Turbo Ratio Limit 1C (R/O) 
Maximum Turbo mode ratio limit with 1 core active. 
15:8 Maximum Turbo Ratio Limit 2C (R/O) 
Maximum Turbo mode ratio limit with 2 cores active. 
23:16 Maximum Turbo Ratio Limit 3C (R/O) 
Maximum Turbo mode ratio limit with 3 cores active. 
31:24 Maximum Turbo Ratio Limit 4C (R/O) 
Maximum Turbo mode ratio limit with 4 cores active. 
63:32 Reserved 
301H 769 | MSR_GQ_SNOOP_MESF Package 
0 From M to S (R/W) 
1 From E to S (R/W) 
2 From S to S (R/W) 
=| From F to S (R/W) 
4 From M to | (R/W) 
> From E to | (R/W) 
6 From S to | (R/W) 
7 From F to | (R/W) 
63:8 Reserved 
391H 913. | MSR_UNCORE_PERF_GLOBAL_CTRL Package See Section 18.3.1.2.1, “Uncore Performance 
Monitoring Management Facility.” 
392H 914 |MSR_UNCORE_PERF_GLOBAL_STATUS Package See Section 18.3.1.2.1, “Uncore Performance 
Monitoring Management Facility.” 
393H 915 |MSR_UNCORE_PERF_GLOBAL_OVF_CTRL | Package See Section 18.3.1.2.1, “Uncore Performance 
Monitoring Management Facility.” 
394H 916 |MSR_UNCORE_FIXED_CTRO Package See Section 18.3.1.2.1, “Uncore Performance 
Monitoring Management Facility.” 
395H 917 |MSR_UNCORE_FIXED_CTR_CTRL Package See Section 18.3.1.2.1, “Uncore Performance 
Monitoring Management Facility.” 
396H 918 |MSR_UNCORE_ADDR_OPCODE_MATCH Package See Section 18.3.1.2.3, “Uncore Address/Opcode 
Match MSR.” 
3BOH 960 |MSR_UNCORE_PMCO Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 
3B1H 961 MSR_UNCORE_PMC1 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 
3B2H 962 |MSR_UNCORE_PMC2 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 
3B3H 963 | MSR_UNCORE_PMC3 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 
3B4H 964 |MSR_UNCORE_PMC4 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 
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Table 2-16. Additional MSRs in Intel® Xeon® Processor 5500 and 3400 Series (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

3B5H 965 |MSR_UNCORE_PMC5 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 

3B6H 966 | MSR_UNCORE_PMC6 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 

3B7H 967 | MSR_UNCORE_PMC7 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 

3COH 944 | MSR_UNCORE_PERFEVTSELO Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 

3C1H 945 | MSR_UNCORE_PERFEVTSEL1 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 

3C2H 946 | MSR_UNCORE_PERFEVTSEL2 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 

3C3H 947 | MSR_UNCORE_PERFEVTSEL3 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 

3C4H 948 | MSR_UNCORE_PERFEVTSEL4 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 

3C5H 949 | MSR_UNCORE_PERFEVTSEL5S Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 

3C6H 950 | MSR_UNCORE_PERFEVTSEL6 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 

3C7H 951 MSR_UNCORE_PERFEVTSEL7 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 

2.8.2 Additional MSRs in the Intel® Xeon® Processor 7500 Series 


Intel Xeon Processor 7500 series support MSRs listed in Table 2-15 (except MSR address 1ADH) and additional 
model-specific registers listed in Table 2-17. These processors have a CPUID signature with 
DisplayFamily_DisplayModel of 06_2EH. 


Table 2-17. Additional MSRs in Intel® Xeon® Processor 7500 Series 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
1ADH 429 | MSR_TURBO_RATIO_LIMIT Package Reserved 
Attempt to read/write will cause #UD. 

289H 649 | IA32_MC9_CTL2 Package See Table 2-2. 
28AH 650 | IA32_MC10_CTL2 Package See Table 2-2. 
28BH 651 | IA32_MC11_CTL2 Package See Table 2-2. 
28CH 652 | IA32_MC12_CTL2 Package See Table 2-2. 
28DH 653 | IA32_MC13_CTL2 Package See Table 2-2. 
28EH 654 | IA32_MC14_CTL2 Package See Table 2-2. 
28FH 655 | IA32_MC15_CTL2 Package See Table 2-2. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

290H 656 | IA32_MC16_CTL2 Package See Table 2-2. 

291H 657 | IA32_MC17_CTL2 Package See Table 2-2. 

292H 658 | IA32_MC18_CTL2 Package See Table 2-2. 

293H 659 | IA32_MC19_CTL2 Package See Table 2-2. 

294H 660 | IA32_MC20_CTL2 Package See Table 2-2. 

295H 661 | IA32_MC21_CTL2 Package See Table 2-2. 

394H 816 |MSR_W_PMON_FIXED_CTR Package Uncore W-box perfmon fixed counter. 

395H 817 | MSR_W_PMON_FIXED_CTR_CTL Package Uncore U-box perfmon fixed counter control MSR. 

424H | 1060 | IA32_MC9_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

425H | 1061 | IA32_MC9_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

426H | 1062 | IA32_MC9_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 

427H | 1063 | 1A32_MC9_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 

428H | 1064 | IA32_MC10_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

429H | 1065 | IA32_MC10_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

42AH | 1066 | IA32_MC10_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 

42BH | 1067 | IA32_MC10_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 

42CH | 1068 | 1A32_MC11_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

42DH | 1069 | IA32_MC11_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

42EH | 1070 | IA32_MC11_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 

42FH | 1071 | 1IA32_MC11_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 

430H | 1072 | IA32_MC12_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

431H | 1073 | IA32_MC12_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

432H | 1074 | IA32_MC12_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 

433H | 1075 | 1IA32_MC12_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 

434H | 1076 | IA32_MC13_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

435H | 1077 | IA32_MC13_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

436H | 1078 | IA32_MC13_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 

437H | 1079 | IA32_MC13_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

438H | 1080 | IA32_MC14_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

439H | 1081 | IA32_MC14_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

43AH | 1082 | IA32_MC14_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 

43BH | 1083 | IA32_MC14_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 

43CH | 1084 | 1A32_MC15_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
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43DH | 1085 | IA32_MC15_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 

43E€H | 1086 | IA32_MC15_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

43FH | 1087 | 1A32_MC15_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

440H | 1088 | IA32_MC16_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

441H | 1089 | IA32_MC16_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

442H | 1090 | IA32_MC16_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

443H | 1091 | IA32_MC16_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

444H | 1092 | IA32_MC17_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

445H | 1093 | IA32_MC17_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

446H | 1094 | IA32_MC17_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

447H | 1095 | 1A32_MC17_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

448H | 1096 | IA32_MC18_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

449H | 1097 | IA32_MC18_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 

44AH | 1098 | IA32_MC18_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

44BH | 1099 | IA32_MC18_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

44CH | 1100 | IA32_MC19_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

44DH | 1101 | IA32_MC19_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 

44EH | 1102 | IA32_MC19_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

44FH | 1103 | 1A32_MC19_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

450H | 1104 | IA32_MC20_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

451H | 1105 | IA32_MC20_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 

452H | 1106 | IA32_MC20_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

453H | 1107 | IA32_MC20_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

454H | 1108 | IA32_MC21_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

455H | 1109 | IA32_MC21_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

456H | 1110 | IA32_MC21_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

457H | 1111 | IA32_MC21_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

COOH 3072 | MSR_U_PMON_GLOBAL_CTRL Package Uncore U-box perfmon global control MSR. 

CO1H | 3073 | MSR_U_PMON_GLOBAL_STATUS Package Uncore U-box perfmon global status MSR. 

CO2H 3074 | MSR_U_PMON_GLOBAL_OVF_CTRL Package Uncore U-box perfmon global overflow control MSR. 
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C10H 3088 | MSR_U_PMON_EVNT_SEL Package Uncore U-box perfmon event select MSR. 
C11H 3089 | MSR_U_PMON_CTR Package Uncore U-box perfmon counter MSR. 
C20H 3104 | MSR_BO_PMON_BOX_CTRL Package Uncore B-box O perfmon local box control MSR. 
C21H 3105 | MSR_BO_PMON_BOX_STATUS Package Uncore B-box O perfmon local box status MSR. 
C22H 3106 | MSR_BO_PMON_BOX_OVF_CTRL Package Uncore B-box O perfmon local box overflow control 
MSR. 
C30H 3120 | MSR_BO_PMON_EVNT_SELO Package Uncore B-box O perfmon event select MSR. 
C31H 3121 | MSR_BO_PMON_CTRO Package Uncore B-box 0 perfmon counter MSR. 
C32H 3122 | MSR_BO_PMON_EVNT_SEL1 Package Uncore B-box O perfmon event select MSR. 
C33H 3123 | MSR_BO_PMON_CTR1 Package Uncore B-box O perfmon counter MSR. 
C34H 3124 | MSR_BO_PMON_EVNT_SEL2 Package Uncore B-box O perfmon event select MSR. 
C35H 3125 | MSR_BO_PMON_CTR2 Package Uncore B-box O perfmon counter MSR. 
C36H 3126 | MSR_BO_PMON_EVNT_SEL3 Package Uncore B-box O perfmon event select MSR. 
C37H 3127 | MSR_BO_PMON_CTR3 Package Uncore B-box O perfmon counter MSR. 
C40H 3136 | MSR_SO_PMON_BOX_CTRL Package Uncore S-box O perfmon local box control MSR. 
C41H 3137 | MSR_SO_PMON_BOX_STATUS Package Uncore S-box O perfmon local box status MSR. 
C42H 3138 | MSR_SO_PMON_BOX_OVF_CTRL Package Uncore S-box O perfmon local box overflow control 
MSR. 
C50H 3152 | MSR_SO_PMON_EVNT_SELO Package Uncore S-box O perfmon event select MSR. 
C51H 3153 | MSR_SO_PMON_CTRO Package Uncore S-box 0 perfmon counter MSR. 
C52H 3154 | MSR_SO_PMON_EVNT_SEL1 Package Uncore S-box 0 perfmon event select MSR. 
C53H 3155 | MSR_SO_PMON_CTR1 Package Uncore S-box 0 perfmon counter MSR. 
C54H 3156 | MSR_SO_PMON_EVNT_SEL2 Package Uncore S-box 0 perfmon event select MSR. 
C55H 3157 | MSR_SO_PMON_CTR2 Package Uncore S-box O perfmon counter MSR. 
C56H 3158 | MSR_SO_PMON_EVNT_SEL3 Package Uncore S-box 0 perfmon event select MSR. 
C57H 3159 | MSR_SO_PMON_CTR3 Package Uncore S-box 0 perfmon counter MSR. 
C60H 3168 | MSR_B1_PMON_BOX_CTRL Package Uncore B-box 1 perfmon local box control MSR. 


2-152 Vol. 4 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-17. Additional MSRs in Intel® Xeon® Processor 7500 Series (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

C61H 3169 | MSR_B1_PMON_BOX_STATUS Package Uncore B-box 1 perfmon local box status MSR. 

C62H 3170 | MSR_B1_PMON_BOX_OVF_CTRL Package Uncore B-box 1 perfmon local box overflow control 
MSR. 

C70H 3184 | MSR_B1_PMON_EVNT_SELO Package Uncore B-box 1 perfmon event select MSR. 

C71H | 3185 | MSR_B1_PMON_CTRO Package Uncore B-box 1 perfmon counter MSR. 

C72H | 3186 |) MSR_B1_PMON_EVNT_SEL1 Package Uncore B-box 1 perfmon event select MSR. 

C73H 3187 | MSR_B1_PMON_CTR1 Package Uncore B-box 1 perfmon counter MSR. 

C74H | 3188 | MSR_B1_PMON_EVNT_SEL2 Package Uncore B-box 1 perfmon event select MSR. 

C75H 3189 | MSR_B1_PMON_CTR2 Package Uncore B-box 1 perfmon counter MSR. 

C76H | 3190 | MSR_B1_PMON_EVNT_SEL3 Package Uncore B-box 1vperfmon event select MSR. 

C77H 3191 | MSR_B1_PMON_CTR3 Package Uncore B-box 1 perfmon counter MSR. 

C80H 3120 | MSR_W_PMON_BOX_CTRL Package Uncore W-box perfmon local box control MSR. 

C81H 3121 | MSR_W_PMON_BOX_STATUS Package Uncore W-box perfmon local box status MSR. 

C82H 3122 | MSR_W_PMON_BOX_OVF_CTRL Package Uncore W-box perfmon local box overflow control 
MSR. 

C9SOH 3136 | MSR_W_PMON_EVNT_SELO Package Uncore W-box perfmon event select MSR. 

C91H 3137 | MSR_W_PMON_CTRO Package Uncore W-box perfmon counter MSR. 

C92H 3138 | MSR_W_PMON_EVNT_SEL1 Package Uncore W-box perfmon event select MSR. 

C93H 3139 | MSR_W_PMON_CTR1 Package Uncore W-box perfmon counter MSR. 

C94H 3140 | MSR_W_PMON_EVNT_SEL2 Package Uncore W-box perfmon event select MSR. 

C95H 3141 | MSR_W_PMON_CTR2 Package Uncore W-box perfmon counter MSR. 

C96H 3142 | MSR_W_PMON_EVNT_SEL3 Package Uncore W-box perfmon event select MSR. 

C97H 3143 | MSR_W_PMON_CTR3 Package Uncore W-box perfmon counter MSR. 

CAOH 3232 | MSR_MO_PMON_BOX_CTRL Package Uncore M-box O perfmon local box control MSR. 

CA1H 3233 | MSR_MO_PMON_BOX_STATUS Package Uncore M-box O perfmon local box status MSR. 

CA2H 3234 | MSR_MO_PMON_BOX_OVF_CTRL Package Uncore M-box 0 perfmon local box overflow control 
MSR. 

CA4H 3236 | MSR_MO_PMON_TIMESTAMP Package Uncore M-box O perfmon time stamp unit select 
MSR. 

CA5H 3237 | MSR_MO_PMON_DSP Package Uncore M-box O perfmon DSP unit select MSR. 
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CA6H 3238 | MSR_MO_PMON_ISS Package Uncore M-box O perfmon ISS unit select MSR. 
CA7H 3239 | MSR_MO_PMON_MAP Package Uncore M-box 0 perfmon MAP unit select MSR. 
CA8H 3240 | MSR_MO_PMON_MSC_THR Package Uncore M-box 0 perfmon MIC THR select MSR. 
CASH 3241 | MSR_MO_PMON_PGT Package Uncore M-box O perfmon PGT unit select MSR. 
CAAH 3242 | MSR_MO_PMON_PLD Package Uncore M-box 0 perfmon PLD unit select MSR. 
CABH 3243 | MSR_MO_PMON_ZDP Package Uncore M-box 0 perfmon ZDP unit select MSR. 
CBOH 3248 | MSR_MO_PMON_EVNT_SELO Package Uncore M-box O perfmon event select MSR. 
CB1H 3249 | MSR_MO_PMON_CTRO Package Uncore M-box 0 perfmon counter MSR. 
CB2H 3250 | MSR_MO_PMON_EVNT_SEL1 Package Uncore M-box O perfmon event select MSR. 
CB3H 3251 | MSR_MO_PMON_CTR1 Package Uncore M-box 0 perfmon counter MSR. 
CB4H 3252 | MSR_MO_PMON_EVNT_SEL2 Package Uncore M-box O perfmon event select MSR. 
CB5H 3253 | MSR_MO_PMON_CTR2 Package Uncore M-box 0 perfmon counter MSR. 
CB6H 3254 | MSR_MO_PMON_EVNT_SEL3 Package Uncore M-box O perfmon event select MSR. 
CB7H 3255 | MSR_MO_PMON_CTR3 Package Uncore M-box 0 perfmon counter MSR. 
CB8H 3256 | MSR_MO_PMON_EVNT_SEL4 Package Uncore M-box O perfmon event select MSR. 
CB9H 3257 | MSR_MO_PMON_CTR4 Package Uncore M-box O perfmon counter MSR. 
CBAH 3258 | MSR_MO_PMON_EVNT_SEL5 Package Uncore M-box O perfmon event select MSR. 
CBBH 3259 | MSR_MO_PMON_CTR5 Package Uncore M-box 0 perfmon counter MSR. 
CCOH 3264 | MSR_S1_PMON_BOX_CTRL Package Uncore S-box 1 perfmon local box control MSR. 
CC1H 3265 | MSR_S1_PMON_BOX_STATUS Package Uncore S-box 1 perfmon local box status MSR. 
CC2H 3266 | MSR_S1_PMON_BOX_OVF_CTRL Package Uncore S-box 1 perfmon local box overflow control 
MSR. 
CDOH 3280 | MSR_S1_PMON_EVNT_SELO Package Uncore S-box 1 perfmon event select MSR. 
CD1H 3281 | MSR_S1_PMON_CTRO Package Uncore S-box 1 perfmon counter MSR. 
CD2H 3282 | MSR_S1_PMON_EVNT_SEL1 Package Uncore S-box 1 perfmon event select MSR. 
CD3H 3283 | MSR_S1_PMON_CTR1 Package Uncore S-box 1 perfmon counter MSR. 
CD4H 3284 | MSR_S1_PMON_EVNT_SEL2 Package Uncore S-box 1 perfmon event select MSR. 
CD5H 3285 | MSR_S1_PMON_CTR2 Package Uncore S-box 1 perfmon counter MSR. 
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CD6H 3286 | MSR_S1_PMON_EVNT_SEL3 Package Uncore S-box 1 perfmon event select MSR. 
CD7H 3287 | MSR_S1_PMON_CTR3 Package Uncore S-box 1 perfmon counter MSR. 
CEOH 3296 | MSR_M1_PMON_BOX_CTRL Package Uncore M-box 1 perfmon local box control MSR. 
CE1H 3297 | MSR_M1_PMON_BOX_STATUS Package Uncore M-box 1 perfmon local box status MSR. 
CE2H 3298 | MSR_M1_PMON_BOX_OVF_CTRL Package Uncore M-box 1 perfmon local box overflow control 
MSR. 
CE4H 3300 | MSR_M1_PMON_TIMESTAMP Package Uncore M-box 1 perfmon time stamp unit select 
MSR. 
CES5H 3301 | MSR_M1_PMON_DSP Package Uncore M-box 1 perfmon DSP unit select MSR. 
CE6H 3302 | MSR_M1_PMON_ISS Package Uncore M-box 1 perfmon ISS unit select MSR. 
CE7H 3303 |) MSR_M1_PMON_MAP Package Uncore M-box 1 perfmon MAP unit select MSR. 
CE8H 3304 | MSR_M1_PMON_MSC_THR Package Uncore M-box 1 perfmon MIC THR select MSR. 
CESH 3305 | MSR_M1_PMON_PGT Package Uncore M-box 1 perfmon PGT unit select MSR. 
CEAH 3306 | MSR_M1_PMON_PLD Package Uncore M-box 1 perfmon PLD unit select MSR. 
CEBH 3307 | MSR_M1_PMON_ZDP Package Uncore M-box 1 perfmon ZDP unit select MSR. 
CFOH 3312 | MSR_M1_PMON_EVNT_SELO Package Uncore M-box 1 perfmon event select MSR. 
CF1H 3313 | MSR_M1_PMON_CTRO Package Uncore M-box 1 perfmon counter MSR. 
CF2H 3314 | MSR_M1_PMON_EVNT_SEL1 Package Uncore M-box 1 perfmon event select MSR. 
CF3H 3315 | MSR_M1_PMON_CTR1 Package Uncore M-box 1 perfmon counter MSR. 
CF4H 3316 | MSR_M1_PMON_EVNT_SEL2 Package Uncore M-box 1 perfmon event select MSR. 
CF5H 3317 | MSR_M1_PMON_CTR2 Package Uncore M-box 1 perfmon counter MSR. 
CF6H 3318 | MSR_M1_PMON_EVNT_SEL3 Package Uncore M-box 1 perfmon event select MSR. 
CF7H 3319 | MSR_M1_PMON_CTR3 Package Uncore M-box 1 perfmon counter MSR. 
CF8H 3320 | MSR_M1_PMON_EVNT_SEL4 Package Uncore M-box 1 perfmon event select MSR. 
CF9H 3321 | MSR_M1_PMON_CTR4 Package Uncore M-box 1 perfmon counter MSR. 
CFAH 3322 | MSR_M1_PMON_EVNT_SEL5 Package Uncore M-box 1 perfmon event select MSR. 
CFBH 3323 | MSR_M1_PMON_CTR5 Package Uncore M-box 1 perfmon counter MSR. 
DOOH | 3328 | MSR_CO_PMON_BOX_CTRL Package Uncore C-box O perfmon local box control MSR. 
DO1H 3329 | MSR_CO_PMON_BOX_STATUS Package Uncore C-box 0 perfmon local box status MSR. 
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DO2H | 3330 | MSR_CO_PMON_BOX_OVF_CTRL Package Uncore C-box O perfmon local box overflow control 
MSR. 
D10H 3344 | MSR_CO_PMON_EVNT_SELO Package Uncore C-box 0 perfmon event select MSR. 
D11H | 3345 | MSR_CO_PMON_CTRO Package Uncore C-box O perfmon counter MSR. 
D12H 3346 | MSR_CO_PMON_EVNT_SEL1 Package Uncore C-box O perfmon event select MSR. 
D13H | 3347 | MSR_CO_PMON_CTR1 Package Uncore C-box 0 perfmon counter MSR. 
D14H 3348 | MSR_CO_PMON_EVNT_SEL2 Package Uncore C-box O perfmon event select MSR. 
D15H | 3349 | MSR_CO_PMON_CTR2 Package Uncore C-box O perfmon counter MSR. 
D16H 3350 | MSR_CO_PMON_EVNT_SEL3 Package Uncore C-box 0 perfmon event select MSR. 
D17H | 3351 | MSR_CO_PMON_CTR3 Package Uncore C-box 0 perfmon counter MSR. 
D18H 3352 | MSR_CO_PMON_EVNT_SEL4 Package Uncore C-box O perfmon event select MSR. 
D19H | 3353 | MSR_CO_PMON_CTR4 Package Uncore C-box 0 perfmon counter MSR. 
D1AH | 3354 | MSR_CO_PMON_EVNT_SEL5 Package Uncore C-box O perfmon event select MSR. 
D1BH | 3355 | MSR_CO_PMON_CTR5 Package Uncore C-box 0 perfmon counter MSR. 
D20H | 3360 | MSR_C4_PMON_BOX_CTRL Package Uncore C-box 4 perfmon local box control MSR. 
D21H | 3361 | MSR_C4_PMON_BOX_STATUS Package Uncore C-box 4 perfmon local box status MSR. 
D22H | 3362 | MSR_C4_PMON_BOX_OVF_CTRL Package Uncore C-box 4 perfmon local box overflow control 
MSR. 
D30H 3376 | MSR_C4_PMON_EVNT_SELO Package Uncore C-box 4 perfmon event select MSR. 
D31H | 3377 | MSR_C4_PMON_CTRO Package Uncore C-box 4 perfmon counter MSR. 
D32H 3378 | MSR_C4_PMON_EVNT_SEL1 Package Uncore C-box 4 perfmon event select MSR. 
D33H | 3379 | MSR_C4_PMON_CTR1 Package Uncore C-box 4 perfmon counter MSR. 
D34H 3380 | MSR_C4_PMON_EVNT_SEL2 Package Uncore C-box 4 perfmon event select MSR. 
D35H | 3381 | MSR_C4_PMON_CTR2 Package Uncore C-box 4 perfmon counter MSR. 
D36H 3382 | MSR_C4_PMON_EVNT_SEL3 Package Uncore C-box 4 perfmon event select MSR. 
D37H | 3383 | MSR_C4_PMON_CTR3 Package Uncore C-box 4 perfmon counter MSR. 
D38H 3384 | MSR_C4_PMON_EVNT_SEL4 Package Uncore C-box 4 perfmon event select MSR. 
D39H | 3385 | MSR_C4_PMON_CTR4 Package Uncore C-box 4 perfmon counter MSR. 
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D3AH | 3386 | MSR_C4_PMON_EVNT_SEL5 Package Uncore C-box 4 perfmon event select MSR. 
D3BH | 3387 | MSR_C4_PMON_CTR5 Package Uncore C-box 4 perfmon counter MSR. 
D40H 3392 | MSR_C2_PMON_BOX_CTRL Package Uncore C-box 2 perfmon local box control MSR. 
D41H 3393 | MSR_C2_PMON_BOX_STATUS Package Uncore C-box 2 perfmon local box status MSR. 
D42H 3394 | MSR_C2_PMON_BOX_OVF_CTRL Package Uncore C-box 2 perfmon local box overflow control 
MSR. 
D50H 3408 | MSR_C2_PMON_EVNT_SELO Package Uncore C-box 2 perfmon event select MSR. 
D51H 3409 | MSR_C2_PMON_CTRO Package Uncore C-box 2 perfmon counter MSR. 
D52H | 3410 | MSR_C2_PMON_EVNT_SEL1 Package Uncore C-box 2 perfmon event select MSR. 
D53H 3411 | MSR_C2_PMON_CTR1 Package Uncore C-box 2 perfmon counter MSR. 
D54H | 3412 | MSR_C2_PMON_EVNT_SEL2 Package Uncore C-box 2 perfmon event select MSR. 
D55H 3413 | MSR_C2_PMON_CTR2 Package Uncore C-box 2 perfmon counter MSR. 
D56H | 3414 | MSR_C2_PMON_EVNT_SEL3 Package Uncore C-box 2 perfmon event select MSR. 
D57H 3415 | MSR_C2_PMON_CTR3 Package Uncore C-box 2 perfmon counter MSR. 
D58H 3416 | MSR_C2_PMON_EVNT_SEL4 Package Uncore C-box 2 perfmon event select MSR. 
D59H 3417 | MSR_C2_PMON_CTR4 Package Uncore C-box 2 perfmon counter MSR. 
D5AH | 3418 | MSR_C2_PMON_EVNT_SEL5 Package Uncore C-box 2 perfmon event select MSR. 
D5BH | 3419 | MSR_C2_PMON_CTR5 Package Uncore C-box 2 perfmon counter MSR. 
D60H 3424 | MSR_C6_PMON_BOX_CTRL Package Uncore C-box 6 perfmon local box control MSR. 
D61H 3425 | MSR_C6_PMON_BOX_STATUS Package Uncore C-box 6 perfmon local box status MSR. 
D62H 3426 | MSR_C6_PMON_BOX_OVF_CTRL Package Uncore C-box 6 perfmon local box overflow control 
MSR. 
D70H 3440 | MSR_C6_PMON_EVNT_SELO Package Uncore C-box 6 perfmon event select MSR. 
D71H 3441 | MSR_C6_PMON_CTRO Package Uncore C-box 6 perfmon counter MSR. 
D72H 3442 | MSR_C6_PMON_EVNT_SEL1 Package Uncore C-box 6 perfmon event select MSR. 
D73H 3443 | MSR_C6_PMON_CTR1 Package Uncore C-box 6 perfmon counter MSR. 
D74H | 3444 | MSR_C6_PMON_EVNT_SEL2 Package Uncore C-box 6 perfmon event select MSR. 
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D75H | 3445 | MSR_C6_PMON_CTR2 Package Uncore C-box 6 perfmon counter MSR. 
D76H 3446 | MSR_C6_PMON_EVNT_SEL3 Package Uncore C-box 6 perfmon event select MSR. 
D77H | 3447 | MSR_C6_PMON_CTR3 Package Uncore C-box 6 perfmon counter MSR. 
D78H 3448 | MSR_C6_PMON_EVNT_SEL4 Package Uncore C-box 6 perfmon event select MSR. 
D79H | 3449 | MSR_C6_PMON_CTR4 Package Uncore C-box 6 perfmon counter MSR. 
D7AH | 3450 | MSR_C6_PMON_EVNT_SEL5 Package Uncore C-box 6 perfmon event select MSR. 
D7BH | 3451 | MSR_C6_PMON_CTR5 Package Uncore C-box 6 perfmon counter MSR. 
D80H | 3456 | MSR_C1_PMON_BOX_CTRL Package Uncore C-box 1 perfmon local box control MSR. 
D81H | 3457 | MSR_C1_PMON_BOX_STATUS Package Uncore C-box 1 perfmon local box status MSR. 
D82H | 3458 | MSR_C1_PMON_BOX_OVF_CTRL Package Uncore C-box 1 perfmon local box overflow control 
MSR. 
DSOH 3472 | MSR_C1_PMON_EVNT_SELO Package Uncore C-box 1 perfmon event select MSR. 
D91H | 3473 | MSR_C1_PMON_CTRO Package Uncore C-box 1 perfmon counter MSR. 
D92H 3474 | MSR_C1_PMON_EVNT_SEL1 Package Uncore C-box 1 perfmon event select MSR. 
D93H | 3475 | MSR_C1_PMON_CTR1 Package Uncore C-box 1 perfmon counter MSR. 
D94H 3476 | MSR_C1_PMON_EVNT_SEL2 Package Uncore C-box 1 perfmon event select MSR. 
D95H | 3477 | MSR_C1_PMON_CTR2 Package Uncore C-box 1 perfmon counter MSR. 
D96H 3478 | MSR_C1_PMON_EVNT_SEL3 Package Uncore C-box 1 perfmon event select MSR. 
D97H | 3479 | MSR_C1_PMON_CTR3 Package Uncore C-box 1 perfmon counter MSR. 
D98H 3480 | MSR_C1_PMON_EVNT_SEL4 Package Uncore C-box 1 perfmon event select MSR. 
DSSH | 3481 | MSR_C1_PMON_CTR4 Package Uncore C-box 1 perfmon counter MSR. 
DSAH | 3482 | MSR_C1_PMON_EVNT_SEL5 Package Uncore C-box 1 perfmon event select MSR. 
DSBH | 3483 | MSR_C1_PMON_CTR5 Package Uncore C-box 1 perfmon counter MSR. 
DAOH | 3488 |) MSR_C5_PMON_BOX_CTRL Package Uncore C-box 5 perfmon local box control MSR. 
DA1H | 3489 | MSR_C5_PMON_BOX_STATUS Package Uncore C-box 5 perfmon local box status MSR. 
DAZH | 3490 | MSR_C5_PMON_BOX_OVF_CTRL Package Uncore C-box 5 perfmon local box overflow control 
MSR. 
DBOH | 3504 | MSR_C5_PMON_EVNT_SELO Package Uncore C-box 5 perfmon event select MSR. 
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DB1H | 3505 | MSR_C5_PMON_CTRO Package Uncore C-box 5 perfmon counter MSR. 
DB2H | 3506 | MSR_C5_PMON_EVNT_SEL1 Package Uncore C-box 5 perfmon event select MSR. 
DB3H | 3507 | MSR_C5_PMON_CTR1 Package Uncore C-box 5 perfmon counter MSR. 
DB4H | 3508 | MSR_C5_PMON_EVNT_SEL2 Package Uncore C-box 5 perfmon event select MSR. 
DB5H | 3509 | MSR_C5_PMON_CTR2 Package Uncore C-box 5 perfmon counter MSR. 
DB6H | 3510 | MSR_C5_PMON_EVNT_SEL3 Package Uncore C-box 5 perfmon event select MSR. 
DB7H | 3511 | MSR_C5_PMON_CTR3 Package Uncore C-box 5 perfmon counter MSR. 
DB8H | 3512 | MSR_C5_PMON_EVNT_SEL4 Package Uncore C-box 5 perfmon event select MSR. 
DBSH | 3513 | MSR_C5_PMON_CTR4 Package Uncore C-box 5 perfmon counter MSR. 
DBAH | 3514 | MSR_C5_PMON_EVNT_SEL5 Package Uncore C-box 5 perfmon event select MSR. 
DBBH | 3515 | MSR_C5_PMON_CTR5 Package Uncore C-box 5 perfmon counter MSR. 
DCOH 3520 | MSR_C3_PMON_BOX_CTRL Package Uncore C-box 3 perfmon local box control MSR. 
DC1H 3521 | MSR_C3_PMON_BOX_STATUS Package Uncore C-box 3 perfmon local box status MSR. 
DC2H 3522 | MSR_C3_PMON_BOX_OVF_CTRL Package Uncore C-box 3 perfmon local box overflow control 
MSR. 
DDOH | 3536 | MSR_C3_PMON_EVNT_SELO Package Uncore C-box 3 perfmon event select MSR. 
DD1H | 3537 | MSR_C3_PMON_CTRO Package Uncore C-box 3 perfmon counter MSR. 
DD2H | 3538 | MSR_C3_PMON_EVNT_SEL1 Package Uncore C-box 3 perfmon event select MSR. 
DD3H | 3539 | MSR_C3_PMON_CTR1 Package Uncore C-box 3 perfmon counter MSR. 
DD4H | 3540 | MSR_C3_PMON_EVNT_SEL2 Package Uncore C-box 3 perfmon event select MSR. 
DD5H | 3541 | MSR_C3_PMON_CTR2 Package Uncore C-box 3 perfmon counter MSR. 
DD6H | 3542 | MSR_C3_PMON_EVNT_SEL3 Package Uncore C-box 3 perfmon event select MSR. 
DD7H | 3543 | MSR_C3_PMON_CTR3 Package Uncore C-box 3 perfmon counter MSR. 
DD8H | 3544 | MSR_C3_PMON_EVNT_SEL4 Package Uncore C-box 3 perfmon event select MSR. 
DDSH | 3545 | MSR_C3_PMON_CTR4 Package Uncore C-box 3 perfmon counter MSR. 
DDAH | 3546 | MSR_C3_PMON_EVNT_SEL5 Package Uncore C-box 3 perfmon event select MSR. 
DDBH | 3547 | MSR_C3_PMON_CTR5 Package Uncore C-box 3 perfmon counter MSR. 
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DEOH 3552 | MSR_C7_PMON_BOX_CTRL Package Uncore C-box 7 perfmon local box control MSR. 

DE1H 3553 | MSR_C7_PMON_BOX_STATUS Package Uncore C-box 7 perfmon local box status MSR. 

DE2H 3554 | MSR_C7_PMON_BOX_OVF_CTRL Package Uncore C-box 7 perfmon local box overflow control 
MSR. 

DFOH 3568 | MSR_C7_PMON_EVNT_SELO Package Uncore C-box 7 perfmon event select MSR. 

DF1H 3569 | MSR_C7_PMON_CTRO Package Uncore C-box 7 perfmon counter MSR. 

DF2H 3570 | MSR_C7_PMON_EVNT_SEL1 Package Uncore C-box 7 perfmon event select MSR. 

DF3H 3571 | MSR_C7_PMON_CTR1 Package Uncore C-box 7 perfmon counter MSR. 

DF4H 3572 | MSR_C7_PMON_EVNT_SEL2 Package Uncore C-box 7 perfmon event select MSR. 

DF5H 3573 | MSR_C7_PMON_CTR2 Package Uncore C-box 7 perfmon counter MSR. 

DF6H 3574 | MSR_C7_PMON_EVNT_SEL3 Package Uncore C-box 7 perfmon event select MSR. 

DF7H 3575 | MSR_C7_PMON_CTR3 Package Uncore C-box 7 perfmon counter MSR. 

DF8H 3576 | MSR_C7_PMON_EVNT_SEL4 Package Uncore C-box 7 perfmon event select MSR. 

DFSH 3577 | MSR_C7_PMON_CTR4 Package Uncore C-box 7 perfmon counter MSR. 

DFAH 3578 | MSR_C7_PMON_EVNT_SEL5S Package Uncore C-box 7 perfmon event select MSR. 

DFBH 3579 | MSR_C7_PMON_CTR5S Package Uncore C-box 7 perfmon counter MSR. 

EOOH 3584 | MSR_RO_PMON_BOX_CTRL Package Uncore R-box O perfmon local box control MSR. 

€01H 3585 | MSR_RO_PMON_BOX_STATUS Package Uncore R-box 0 perfmon local box status MSR. 

E€02H 3586 | MSR_RO_PMON_BOX_OVF_CTRL Package Uncore R-box 0 perfmon local box overflow control 
MSR. 

E04H 3588 | MSR_RO_PMON_IPERFO_PO Package Uncore R-box O perfmon IPERFO unit Port O select 
MSR. 

€05H 3589 | MSR_RO_PMON_IPERFO_P1 Package Uncore R-box O perfmon IPERFO unit Port 1 select 
MSR. 

EO6H 3590 | MSR_RO_PMON_IPERFO_P2 Package Uncore R-box 0 perfmon IPERFO unit Port 2 select 
MSR. 

€07H 3591 | MSR_RO_PMON_IPERFO_P3 Package Uncore R-box 0 perfmon IPERFO unit Port 3 select 
MSR. 

E08H 3592 | MSR_RO_PMON_IPERFO_P4 Package Uncore R-box O perfmon IPERFO unit Port 4 select 
MSR. 

EOSH 3593 | MSR_RO_PMON_IPERFO_P5 Package Uncore R-box O perfmon IPERFO unit Port 5 select 
MSR. 
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EOAH 3594 | MSR_RO_PMON_IPERFO_P6 Package Uncore R-box O perfmon IPERFO unit Port 6 select 
MSR. 

EOBH 3595 | MSR_RO_PMON_IPERFO_P7 Package Uncore R-box 0 perfmon IPERFO unit Port 7 select 
MSR. 

EOCH 3596 | MSR_RO_PMON_QLX_PO Package Uncore R-box 0 perfmon QLX unit Port 0 select MSR. 

€ODH | 3597 | MSR_RO_PMON_QLX_P1 Package Uncore R-box 0 perfmon QLX unit Port 1 select MSR. 

EOEH 3598 | MSR_RO_PMON_QLX_P2 Package Uncore R-box 0 perfmon QLX unit Port 2 select MSR. 

EOFH 3599 | MSR_RO_PMON_QLX_P3 Package Uncore R-box 0 perfmon QLX unit Port 3 select MSR. 

€10H 3600 | MSR_RO_PMON_EVNT_SELO Package Uncore R-box O perfmon event select MSR. 

€11H 3601 | MSR_RO_PMON_CTRO Package Uncore R-box 0 perfmon counter MSR. 

€12H 3602 | MSR_RO_PMON_EVNT_SEL1 Package Uncore R-box O perfmon event select MSR. 

€13H 3603 | MSR_RO_PMON_CTR1 Package Uncore R-box 0 perfmon counter MSR. 

E€14H 3604 | MSR_RO_PMON_EVNT_SEL2 Package Uncore R-box O perfmon event select MSR. 

€15H 3605 | MSR_RO_PMON_CTR2 Package Uncore R-box 0 perfmon counter MSR. 

€16H 3606 | MSR_RO_PMON_EVNT_SEL3 Package Uncore R-box O perfmon event select MSR. 

€17H 3607 | MSR_RO_PMON_CTR3 Package Uncore R-box O perfmon counter MSR. 

€18H 3608 | MSR_RO_PMON_EVNT_SEL4 Package Uncore R-box O perfmon event select MSR. 

€19H 3609 | MSR_RO_PMON_CTR4 Package Uncore R-box 0 perfmon counter MSR. 

E1AH 3610 | MSR_RO_PMON_EVNT_SEL5 Package Uncore R-box O perfmon event select MSR. 

€1BH 3611 | MSR_RO_PMON_CTR5S Package Uncore R-box O perfmon counter MSR. 

E1CH 3612 | MSR_RO_PMON_EVNT_SEL6 Package Uncore R-box O perfmon event select MSR. 

€1DH 3613 | MSR_RO_PMON_CTR6 Package Uncore R-box 0 perfmon counter MSR. 

E1E€H 3614 | MSR_RO_PMON_EVNT_SEL7 Package Uncore R-box O perfmon event select MSR. 

E1FH 3615 | MSR_RO_PMON_CTR7 Package Uncore R-box 0 perfmon counter MSR. 

E20H 3616 | MSR_R1_PMON_BOX_CTRL Package Uncore R-box 1 perfmon local box control MSR. 

E21H 3617 | MSR_R1_PMON_BOX_STATUS Package Uncore R-box 1 perfmon local box status MSR. 

E22H 3618 | MSR_R1_PMON_BOX_OVF_CTRL Package Uncore R-box 1 perfmon local box overflow control 
MSR. 

E24H 3620 | MSR_R1_PMON_IPERF1_P8 Package Uncore R-box 1 perfmon IPERF1 unit Port 8 select 
MSR. 


Vol.4 2-161 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-17. Additional MSRs in Intel® Xeon® Processor 7500 Series (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

€25H 3621 | MSR_R1_PMON_IPERF1_P9 Package Uncore R-box 1 perfmon IPERF1 unit Port 9 select 
MSR. 

E26H 3622 | MSR_R1_PMON_IPERF1_P10 Package Uncore R-box 1 perfmon IPERF1 unit Port 10 select 
MSR. 

E€27H 3623 | MSR_R1_PMON_IPERF1_P11 Package Uncore R-box 1 perfmon IPERF1 unit Port 11 select 
MSR. 

E28H 3624 | MSR_R1_PMON_IPERF1_P12 Package Uncore R-box 1 perfmon IPERF1 unit Port 12 select 
MSR. 

E29H 3625 | MSR_R1_PMON_IPERF1_P13 Package Uncore R-box 1 perfmon IPERF1 unit Port 13 select 
MSR. 

E2AH 3626 | MSR_R1_PMON_IPERF1_P14 Package Uncore R-box 1 perfmon IPERF1 unit Port 14 select 
MSR. 

E2BH 3627 | MSR_R1_PMON_IPERF1_P15 Package Uncore R-box 1 perfmon IPERF1 unit Port 15 select 
MSR. 

E2CH 3628 | MSR_R1_PMON_QLX_P4 Package Uncore R-box 1 perfmon QLX unit Port 4 select MSR. 

E2DH | 3629 | MSR_R1_PMON_QLX_P5 Package Uncore R-box 1 perfmon QLX unit Port 5 select MSR. 

E2EH 3630 | MSR_R1_PMON_QLX_P6 Package Uncore R-box 1 perfmon QLX unit Port 6 select MSR. 

E2FH 3631 | MSR_R1_PMON_QLX_P7 Package Uncore R-box 1 perfmon QLX unit Port 7 select MSR. 

€30H 3632 | MSR_R1_PMON_EVNT_SEL8 Package Uncore R-box 1 perfmon event select MSR. 

€31H 3633 | MSR_R1_PMON_CTR8 Package Uncore R-box 1 perfmon counter MSR. 

€32H 3634 | MSR_R1_PMON_EVNT_SEL9 Package Uncore R-box 1 perfmon event select MSR. 

€33H 3635 | MSR_R1_PMON_CTR9 Package Uncore R-box 1 perfmon counter MSR. 

€34H 3636 | MSR_R1_PMON_EVNT_SEL10 Package Uncore R-box 1 perfmon event select MSR. 

€35H 3637 | MSR_R1_PMON_CTR10 Package Uncore R-box 1 perfmon counter MSR. 

€36H 3638 | MSR_R1_PMON_EVNT_SEL11 Package Uncore R-box 1 perfmon event select MSR. 

€37H 3639 | MSR_R1_PMON_CTR11 Package Uncore R-box 1 perfmon counter MSR. 

€38H 3640 | MSR_R1_PMON_EVNT_SEL12 Package Uncore R-box 1 perfmon event select MSR. 

€39H 3641 | MSR_R1_PMON_CTR12 Package Uncore R-box 1 perfmon counter MSR. 

E3AH 3642 | MSR_R1_PMON_EVNT_SEL13 Package Uncore R-box 1 perfmon event select MSR. 

E3BH 3643 | MSR_R1_PMON_CTR13 Package Uncore R-box 1perfmon counter MSR. 

E3CH 3644 | MSR_R1_PMON_EVNT_SEL14 Package Uncore R-box 1 perfmon event select MSR. 

E3DH 3645 | MSR_R1_PMON_CTR14 Package Uncore R-box 1 perfmon counter MSR. 
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E3EH 3646 | MSR_R1_PMON_EVNT_SEL15 Package Uncore R-box 1 perfmon event select MSR. 

E3FH 3647 | MSR_R1_PMON_CTR15 Package Uncore R-box 1 perfmon counter MSR. 

E45H 3653 | MSR_BO_PMON_MATCH Package Uncore B-box 0 perfmon local box match MSR. 

E46H 3654 | MSR_BO_PMON_MASK Package Uncore B-box 0 perfmon local box mask MSR. 

E49H 3657 | MSR_SO_PMON_MATCH Package Uncore S-box O perfmon local box match MSR. 

E4AH 3658 | MSR_SO_PMON_MASK Package Uncore S-box O perfmon local box mask MSR. 

E4DH 3661 | MSR_B1_PMON_MATCH Package Uncore B-box 1 perfmon local box match MSR. 

E4EH 3662 | MSR_B1_PMON_MASK Package Uncore B-box 1 perfmon local box mask MSR. 

E54H 3668 | MSR_MO_PMON_MM_CONFIG Package Uncore M-box O perfmon local box address 
match/mask config MSR. 

E55H 3669 | MSR_MO_PMON_ADDR_MATCH Package Uncore M-box O perfmon local box address match 
MSR. 

E56H 3670 | MSR_MO_PMON_ADDR_MASK Package Uncore M-box O perfmon local box address mask 
MSR. 

E59H 3673 | MSR_S1_PMON_MATCH Package Uncore S-box 1 perfmon local box match MSR. 

E5AH 3674 | MSR_S1_PMON_MASK Package Uncore S-box 1 perfmon local box mask MSR. 

E5CH 3676 | MSR_M1_PMON_MM_CONFIG Package Uncore M-box 1 perfmon local box address 
match/mask config MSR. 

E5DH 3677 | MSR_M1_PMON_ADDR_MATCH Package Uncore M-box 1 perfmon local box address match 
MSR. 

E5EH 3678 | MSR_M1_PMON_ADDR_MASK Package Uncore M-box 1 perfmon local box address mask 
MSR. 

3B5H 965 |MSR_UNCORE_PMC5 Package See Section 18.3.1.2.2, “Uncore Performance Event 
Configuration Facility.” 
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MSRS IN THE INTEL® XEON® PROCESSOR 5600 SERIES (BASED ON INTEL® 
MICROARCHITECTURE CODE NAME WESTMERE) 


Intel® Xeon® Processor 5600 Series (based on Intel® microarchitecture code name Westmere) supports the MSR 
interfaces listed in Table 2-15, Table 2-16, plus additional MSR listed in Table 2-18. These MSRs apply to Intel Core 
i7, iS and i3 processor family with CPUID signature DisplayFamily_DisplayModel of 06_25H and 06_2CH, see Table 
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Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


13CH 


1A7H 


52 


423 


MSR_FEATURE_CONFIG 


Core 


AES Configuration (RW-L) 


Privileged post-BlOS agent must provide a #GP handler 
to handle unsuccessful read of this MSR. 


1:0 


AES Configuration (RW-L) 

Upon a successful read of this MSR, the configuration 
of AES instruction set availability is as follows: 

11b: AES instructions are not available until next 
RESET. 

Otherwise, AES instructions are available. 

Note, AES instruction set is not available if read is 
unsuccessful. If the configuration is not 01b, AES 
instructions can be mis-configured if a privileged agent 
unintentionally writes 11b. 


63:2 


MSR_OFFCORE_RSP_1 


Thread 


Reserved 


Offcore Response Event Select Register (R/W) 


1ADH 


429 


MSR_TURBO_RATIO_LIMIT 


7:0 


15:8 


23:16 


31:24 


Package 


Package 


Package 


Package 


Package 


Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO.[28] = 0. 
RW if MSR_PLATFORM_INFO,[28] = 1. 


Maximum Ratio Limit for 1C 
Maximum turbo ratio limit of 1 core active. 
Maximum Ratio Limit for 2C 
Maximum turbo ratio limit of 2 core active. 
Maximum Ratio Limit for 3C 
Maximum turbo ratio limit of 3 core active. 
Maximum Ratio Limit for 4C 
Maximum turbo ratio limit of 4 core active. 


39:32 


47:40 


63:48 


Package 


Package 


Maximum Ratio Limit for 5C 
Maximum turbo ratio limit of 5 core active. 


Maximum Ratio Limit for 6C 
Maximum turbo ratio limit of 6 core active. 


Reserved 


1BOH 


432 


IA32_ENERGY_PERF_BIAS 


Package 


See Table 2-2. 
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Intel® Xeon® Processor E7 Family (based on Intel® microarchitecture code name Westmere) supports the MSR 
interfaces listed in Table 2-15 (except MSR address 1ADH), Table 2-16, plus additional MSR listed in Table 2-19. 
These processors have a CPUID signature with DisplayFamily_DisplayModel of 06_2FH. 
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Table 2-19. Additional MSRs Supported by Intel® Xeon® Processor E7 Family 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

13CH 52 | MSR_FEATURE_CONFIG Core AES Configuration (RW-L) 
Privileged post-BlOS agent must provide a #GP handler 
to handle unsuccessful read of this MSR. 

1:0 AES Configuration (RW-L) 
Upon a successful read of this MSR, the configuration of 
AES instruction set availability is as follows: 
11b: AES instructions are not available until next RESET. 
Otherwise, AES instructions are available. 
Note, AES instruction set is not available if read is 
unsuccessful. If the configuration is not 01b, AES 
instructions can be mis-configured if a privileged agent 
unintentionally writes 11b. 
63:2 Reserved 

1A7H 423 | MSR_OFFCORE_RSP_1 Thread Offcore Response Event Select Register (R/W) 

1ADH 429 | MSR_TURBO_RATIO_LIMIT Package Reserved 
Attempt to read/write will cause #UD. 

1BOH 432 | IA32_ENERGY_PERF_BIAS Package See Table 2-2. 

F40H 3904 | MSR_C8_PMON_BOX_CTRL Package Uncore C-box 8 perfmon local box control MSR. 

F41H 3905 | MSR_C8_PMON_BOX_STATUS Package Uncore C-box 8 perfmon local box status MSR. 

F42H 3906 | MSR_C8_PMON_BOX_OVF_CTRL Package Uncore C-box 8 perfmon local box overflow control MSR. 

FS0H 3920 | MSR_C8_PMON_EVNT_SELO Package Uncore C-box 8 perfmon event select MSR. 

F51H 3921 | MSR_C8_PMON_CTRO Package Uncore C-box 8 perfmon counter MSR. 

F52H 3922 | MSR_C8_PMON_EVNT_SEL1 Package Uncore C-box 8 perfmon event select MSR. 

F53H 3923 | MSR_C8_PMON_CTR1 Package Uncore C-box 8 perfmon counter MSR. 

F54H 3924 | MSR_C8_PMON_EVNT_SEL2 Package Uncore C-box 8 perfmon event select MSR. 

FS5H 3925 | MSR_C8_PMON_CTR2 Package Uncore C-box 8 perfmon counter MSR. 

FS6H 3926 | MSR_C8_PMON_EVNT_SEL3 Package Uncore C-box 8 perfmon event select MSR. 

F57H 3927 | MSR_C8_PMON_CTR3 Package Uncore C-box 8 perfmon counter MSR. 

F58H 3928 | MSR_C8_PMON_EVNT_SEL4 Package Uncore C-box 8 perfmon event select MSR. 

F59H 3929 | MSR_C8_PMON_CTR4 Package Uncore C-box 8 perfmon counter MSR. 

F5AH 3930 | MSR_C8_PMON_EVNT_SEL5 Package Uncore C-box 8 perfmon event select MSR. 

FSBH 3931 | MSR_C8_PMON_CTR5 Package Uncore C-box 8 perfmon counter MSR. 
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FCOH 4032 | MSR_C9_PMON_BOX_CTRL Package Uncore C-box 9 perfmon local box control MSR. 
FC1H 4033 | MSR_C9_PMON_BOX_STATUS Package Uncore C-box 9 perfmon local box status MSR. 
FC2H 4034 | MSR_C9_PMON_BOX_OVF_CTRL Package Uncore C-box 9 perfmon local box overflow control MSR. 
FDOH | 4048 | MSR_C9_PMON_EVNT_SELO Package Uncore C-box 9 perfmon event select MSR. 
FD1H | 4049 | MSR_C9_PMON_CTRO Package Uncore C-box 9 perfmon counter MSR. 
FD2H | 4050 | MSR_C9_PMON_EVNT_SEL1 Package Uncore C-box 9 perfmon event select MSR. 
FD3H | 4051 |MSR_C9_PMON_CTR1 Package Uncore C-box 9 perfmon counter MSR. 
FD4H | 4052 | MSR_C9_PMON_EVNT_SEL2 Package Uncore C-box 9 perfmon event select MSR. 
FD5H | 4053 | MSR_C9_PMON_CTR2 Package Uncore C-box 9 perfmon counter MSR. 
FD6H | 4054 | MSR_C9_PMON_EVNT_SEL3 Package Uncore C-box 9 perfmon event select MSR. 
FD7H | 4055 | MSR_C9_PMON_CTR3 Package Uncore C-box 9 perfmon counter MSR. 
FD8H | 4056 | MSR_C9_PMON_EVNT_SEL4 Package Uncore C-box 9 perfmon event select MSR. 
FDSH | 4057 | MSR_C9_PMON_CTR4 Package Uncore C-box 9 perfmon counter MSR. 
FDAH | 4058 | MSR_C9_PMON_EVNT_SEL5 Package Uncore C-box 9 perfmon event select MSR. 
FDBH | 4059 | MSR_C9_PMON_CTR5 Package Uncore C-box 9 perfmon counter MSR. 


2.11 MSRS IN INTEL® PROCESSOR FAMILY BASED ON INTEL® 
MICROARCHITECTURE CODE NAME SANDY BRIDGE 


Table 2-20 lists model-specific registers (MSRs) that are common to Intel® processor family based on Intel micro- 


architecture code name Sandy Bridge. These processors have a CPUID signature with DisplayFamily_DisplayModel 
of 06_2AH, 06_2DH, see Table 2-1. Additional MSRs specific to 06_2AH are listed in Table 2-21. 


Table 2-20. MSRs Supported by Intel® Processors 
based on Intel® microarchitecture code name Sandy Bridge 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
OH 0 IA32_P5_MC_ADDR Thread See Section 2.23, "MSRs in Pentium Processors.” 
1H 1 IA32_P5_MC_TYPE Thread See Section 2.23, "“MSRs in Pentium Processors.” 
6H 6 IA32_MONITOR_FILTER_ Thread See Section 8.10.5, “Monitor/Mwait Address Range 
SIZE Determination” and Table 2-2. 
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Table 2-20. MSRs Supported by Intel® Processors 
based on Intel® microarchitecture code name Sandy Bridge (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
10H 16 IA32_TIME_STAMP_COUNTER Thread See Section 17.17, “Time-Stamp Counter” and see 
Table 2-2. 
17H 23 1A32_PLATFORM_ID Package Platform ID (R) 
See Table 2-2. 
1BH 27 IA32_APIC_BASE Thread See Section 10.4.4, “Local APIC Status and Location” 
and Table 2-2. 
34H 52 | MSR_SMI_COUNT Thread SMI Counter (R/O) 
31:0 SMI Count (R/O) 
Count SMIs. 
63:32 Reserved. 
3AH 58 IA32_FEATURE_CONTROL Thread Control Features in Intel 64 Processor (R/W) 
See Table 2-2. 
0 Lock (R/WL) 
1 Enable VMX Inside SMX Operation (R/WL) 
2 Enable VMX Outside SMX Operation (R/WL) 
14:8 SENTER Local Functions Enables (R/WL) 
15 SENTER Global Functions Enable (R/WL) 
79H 121 IA32_BlIOS_UPDT_TRIG Core BIOS Update Trigger Register (W) 
See Table 2-2. 
8BH 139 | IA32_BIOS_SIGN_ID Thread BIOS Update Signature ID (RO) 
See Table 2-2. 
C1H 193 | IA32_PMCO Thread Performance Counter Register 
See Table 2-2. 
C2H 194 | IA32_PMC1 Thread Performance Counter Register 
See Table 2-2. 
C3H 195 | IA32_PMC2 Thread Performance Counter Register 
See Table 2-2. 
C4H 196 | IA32_PMC3 Thread Performance Counter Register 
See Table 2-2. 
C5H 197 | IA32_PMC4 Core Performance Counter Register (if core not shared by 
threads) 
C6H 198 | 1IA32_PMC5 Core Performance Counter Register (if core not shared by 
threads) 
C7H 199 | IA32_PMC6 Core Performance Counter Register (if core not shared by 
threads) 
C8H 200 | IA32_PMC7 Core Performance Counter Register (if core not shared by 
threads) 
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Table 2-20. MSRs Supported by Intel® Processors 
based on Intel® microarchitecture code name Sandy Bridge (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
CEH 206 | MSR_PLATFORM_INFO Package Platform Information 
Contains power management and other model specific 
features enumeration. See http://biosbits.org. 
7:0 Reserved 
15:8 Package Maximum Non-Turbo Ratio (R/O) 
This is the ratio of the frequency that invariant TSC 
runs at. Frequency = ratio * 100 MHz. 
27:16 Reserved 
28 Package Programmable Ratio Limit for Turbo Mode (R/O) 
When set to 1, indicates that Programmable Ratio Limit 
for Turbo mode is enabled. When set to 0, indicates 
Programmable Ratio Limit for Turbo mode is disabled. 
29 Package Programmable TDP Limit for Turbo Mode (R/O) 
When set to 1, indicates that TDP Limit for Turbo mode 
is programmable. When set to 0, indicates TDP Limit for 
Turbo mode is not programmable. 
39:30 Reserved 
47:40 Package Maximum Efficiency Ratio (R/O) 
This is the minimum ratio (maximum efficiency) that 
the processor can operate, in units of 100MHz. 
63:48 Reserved 
E2H 226 =| MSR_PKG_CST_CONFIG_CONTROL Core C-State Configuration Control (R/W) 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


See http://biosbits.org. 


2:0 


Package C-State Limit (R/W) 

Specifies the lowest processor-specific C-state code 
name (consuming the least power) for the package. The 
default is set as factory-configured package C-state 
limit. 

The following C-state code name encodings are 
supported: 

00O0b: CO/C1 (no package C-sate support) 

001b: C2 

010b: C6 no retention 

011b: C6 retention 

100b: C7 

101b: C7s 

111: No package C-state limit 


Note: This field cannot be used to limit package C-state 
to C3. 


9:3 


Reserved 
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Table 2-20. MSRs Supported by Intel® Processors 
based on Intel® microarchitecture code name Sandy Bridge (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
10 I/O MWAIT Redirection Enable (R/W) 
When set, will map IO_read instructions sent to IO 
register specified by MSR_PMG_IO_CAPTURE_BASE to 
MWAIT instructions. 
14:11 Reserved 
15 CFG Lock (R/WO) 
When set, locks bits 15:0 of this register until next 
reset. 
24:16 Reserved 
25 C3 State Auto Demotion Enable (R/W) 
When set, the processor will conditionally demote 
C6/C7 requests to C3 based on uncore auto-demote 
information. 
26 C1 State Auto Demotion Enable (R/W) 
When set, the processor will conditionally demote 
C3/C6/C7 requests to C1 based on uncore auto-demote 
information. 
27 Enable C3 Undemotion (R/W) 
When set, enables undemotion from demoted C3. 
28 Enable C1 Undemotion (R/W) 
When set, enables undemotion from demoted C1. 
63:29 Reserved 
€4H 228 | MSR_PMG_IO_CAPTURE_BASE Core Power Management IO Redirection in C-state (R/W) 
See http://biosbits.org. 
15:0 LVL_2 Base Address (R/W) 
Specifies the base address visible to software for IO 
redirection. If 1O MWAIT Redirection is enabled, reads to 
this address will be consumed by the power 
management logic and decoded to MWAIT instructions. 
When IO port address redirection is enabled, this is the 
10 port address reported to the OS/software. 
18:16 C-State Range (R/W) 
Specifies the encoding value of the maximum C-State 
code name to be included when IO read to MWAIT 
redirection is enabled by 
MSR_PKG_CST_CONFIG_CONTROL[bit1 0}: 
000b - C3 is the max C-State to include. 
001b - C6 is the max C-State to include. 
010b - C7 is the max C-State to include. 
63:19 Reserved 
E7H 231 IA32_MPERF Thread Maximum Performance Frequency Clock Count (RW) 
See Table 2-2. 
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Table 2-20. MSRs Supported by Intel® Processors 
based on Intel® microarchitecture code name Sandy Bridge (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


€8H 


232 


IA32_APERF 


Thread 


Actual Performance Frequency Clock Count (RW) 
See Table 2-2. 


FEH 


254 


IA32_MTRRCAP 


Thread 


See Table 2-2. 


13CH 


52 


MSR_FEATURE_CONFIG 


Core 


AES Configuration (RW-L) 


Privileged post-BlOS agent must provide a #GP handler 
to handle unsuccessful read of this MSR. 


1:0 


63:2 


AES Configuration (RW-L) 


Upon a successful read of this MSR, the configuration 
of AES instruction set availability is as follows: 

11b: AES instructions are not available until next 
RESET. 

Otherwise, AES instructions are available. 

Note, AES instruction set is not available if read is 
unsuccessful. If the configuration is not 01b, AES 
instructions can be mis-configured if a privileged agent 
unintentionally writes 11b. 


Reserved 


174H 


372 


IA32_SYSENTER_CS 


Thread 


See Table 2-2. 


175H 
176H 


373 
374 


IA32_SYSENTER_ESP 
IA32_SYSENTER_EIP 


Thread 
Thread 


See Table 2-2. 
See Table 2-2. 


179H 


377 


IA32_MCG_CAP 


Thread 


See Table 2-2. 


17AH 


378 


IA32_MCG_STATUS 
0 


Thread 


Global Machine Check Status 


RIPV 


When set, bit indicates that the instruction addressed 
by the instruction pointer pushed on the stack (when 
the machine check was generated) can be used to 
restart the program. If cleared, the program cannot be 
reliably restarted. 


EIPV 


When set, bit indicates that the instruction addressed 
by the instruction pointer pushed on the stack (when 
the machine check was generated) is directly 
associated with the error. 


63:3 


MCIP 


When set, bit indicates that a machine check has been 
generated. If a second machine check is detected while 
this bit is still set, the processor enters a shutdown 
state. Software should write this bit to O after 
processing a machine check exception. 


Reserved 


186H 


390 


IA32_PERFEVTSELO 


Thread 


See Table 2-2. 


187H 
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391 


IA32_PERFEVTSEL1 


Thread 


See Table 2-2. 
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Table 2-20. MSRs Supported by Intel® Processors 
based on Intel® microarchitecture code name Sandy Bridge (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
188H 392 | IA32_PERFEVTSEL2 Thread See Table 2-2. 
189H 393 | IA32_PERFEVTSEL3 Thread See Table 2-2. 
18AH 394 | IA32_PERFEVTSEL4 Core See Table 2-2. If CPUID.OAH:EAX[1 5:8] = 8. 
18BH 395 | IA32_PERFEVTSELS Core See Table 2-2. If CPUID.OAH:EAX[1 5:8] = 8. 
18CH 396 | IA32_PERFEVTSEL6 Core See Table 2-2. If CPUID.OAH:EAX[15:8] = 8. 
18DH 397 | IA32_PERFEVTSEL7 Core See Table 2-2. If CPUID.OAH:EAX[1 5:8] = 8. 
198H 408 | IA32_PERF_STATUS Package See Table 2-2. 
15:0 Current Performance State Value 
63:16 Reserved 
198H 408 | MSR_PERF_STATUS Package Performance Status 
47:32 Core Voltage (R/O) 
P-state core voltage can be computed by 
MSR_PERF_STATUS[37:32] * (float) 1/(2*13). 
199H 409 | IA32_PERF_CTL Thread See Table 2-2. 
19AH 410 | IA32_CLOCK_MODULATION Thread Clock Modulation (R/W) 
See Table 2-2. 
IA32_CLOCK_MODULATION MSR was originally named 
1A32_THERM_CONTROL MSR. 
3:0 On demand Clock Modulation Duty Cycle (R/W) 
In 6.25% increment. 
4 On demand Clock Modulation Enable (R/W) 
63:5 Reserved 
19BH 411 | IA32_THERM_INTERRUPT Core Thermal Interrupt Control (R/W) 
See Table 2-2. 
19CH 412 | |IA32_THERM_STATUS Core Thermal Monitor Status (R/W) 
See Table 2-2. 
0 Thermal Status (RO) 
See Table 2-2. 
1 Thermal Status Log (R/WCO) 
See Table 2-2. 
2 PROTCHOT # or FORCEPR# Status (RO) 
See Table 2-2. 
3 PROTCHOT # or FORCEPR# Log (R/WCO) 
See Table 2-2. 
4 Critical Temperature Status (RO) 
See Table 2-2. 
5 Critical Temperature Status Log (R/WCO) 
See Table 2-2. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

6 Thermal Threshold #1 Status (RO) 
See Table 2-2. 

7 Thermal Threshold #1 Log (R/WCO) 
See Table 2-2. 

8 Thermal Threshold #2 Status (RO) 
See Table 2-2. 

9 Thermal Threshold #2 Log (R/WCO) 
See Table 2-2. 

10 Power Limitation Status (RO) 
See Table 2-2. 

11 Power Limitation Log (R/WCO) 
See Table 2-2. 

15:12 Reserved 

22:16 Digital Readout (RO) 
See Table 2-2. 

26:23 Reserved 

30:27 Resolution in Degrees Celsius (RO) 
See Table 2-2. 

31 Reading Valid (RO) 
See Table 2-2. 

63:32 Reserved 

1A0H 416 | IA32_MISC_ENABLE Enable Misc. Processor Features (R/W) 

Allows a variety of processor functions to be enabled 
and disabled. 

0 Thread Fast-Strings Enable 
See Table 2-2 

6:1 Reserved 

Thread Performance Monitoring Available (R) 

See Table 2-2. 

10:8 Reserved 

11 Thread Branch Trace Storage Unavailable (RO) 
See Table 2-2. 

12 Thread Processor Event Based Sampling Unavailable (RO) 
See Table 2-2. 

15:13 Reserved 

16 Package Enhanced Intel SpeedStep Technology Enable (R/W) 
See Table 2-2. 
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Table 2-20. MSRs Supported by Intel® Processors 
based on Intel® microarchitecture code name Sandy Bridge (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 


Hex Dec 


18 Thread ENABLE MONITOR FSM (R/W) 
See Table 2-2. 


21:19 Reserved 


22 Thread Limit CPUID Maxval (R/W) 
See Table 2-2. 


23 Thread XTPR Message Disable (R/W) 
See Table 2-2. 


33:24 Reserved 


34 Thread XD Bit Disable (R/W) 
See Table 2-2. 


37:35 Reserved 


38 Package Turbo Mode Disable (R/W) 


When set to 1 on processors that support Intel Turbo 
Boost Technology, the turbo mode feature is disabled 
and the IDA_Enable feature flag will be clear 
(CPUID.OGH: EAX[1]=0). 


When set to a 0 on processors that support IDA, 
CPUID.OGH: EAX[1] reports the processor's support of 
turbo mode is enabled. 


Note: The power-on default value is used by BIOS to 
detect hardware support of turbo mode. If the power- 
on default value is 1, turbo mode is available in the 
processor. If the power-on default value is 0, turbo 
mode is not available. 


63:39 Reserved 


1A2H 418 | MSR_TEMPERATURE_TARGET Unique Temperature Target 
15:0 Reserved 


23:16 Temperature Target (R) 


The minimum temperature at which PROCHOT# will be 
asserted. The value is degrees C. 


63:24 Reserved 
1A4H 420 | MSR_MISC_FEATURE_CONTROL Miscellaneous Feature Control (R/W) 


0 Core L2 Hardware Prefetcher Disable (R/W) 


If 1, disables the L2 hardware prefetcher, which 
fetches additional lines of code or data into the L2 
cache. 


1 Core L2 Adjacent Cache Line Prefetcher Disable (R/W) 
If 1, disables the adjacent cache line prefetcher, which 


fetches the cache line that comprises a cache line pair 
(128 bytes). 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
2 Core DCU Hardware Prefetcher Disable (R/W) 
If 1, disables the L1 data cache prefetcher, which 
fetches the next cache line into L1 data cache. 
3 Core DCU IP Prefetcher Disable (R/W) 
If 1, disables the L1 data cache IP prefetcher, which 
uses sequential load history (based on instruction 
pointer of previous loads) to determine whether to 
prefetch additional lines. 
63:4 Reserved 
1A6H 422 |MSR_OFFCORE_RSP_O Thread Offcore Response Event Select Register (R/W) 
1A7H 422 |MSR_OFFCORE_RSP_1 Thread Offcore Response Event Select Register (R/W) 
1AAH 426 | MSR_MISC_PWR_MGMT Miscellaneous Power Management Control 
Various model specific features enumeration. See 
http://biosbits.org. 
1BOH 432 | 1A32_ENERGY_PERF_BIAS Package See Table 2-2. 
1B1H 433 | IA32_PACKAGE_THERM_STATUS Package See Table 2-2. 
1B2H 434 | 1A32_PACKAGE_THERM_INTERRUPT Package See Table 2-2. 
1C8H 456 | MSR_LBR_SELECT Thread Last Branch Record Filtering Select Register (R/W) 
See Section 17.9.2, “Filtering of Last Branch Records.” 
0 CPL_EQ_O 
1 CPL_NEQ_O 
2 JCC 
3 NEAR_REL_CALL 
4 NEAR_IND_CALL 
5 NEAR_RET 
6 NEAR_IND_JMP 
7 NEAR_REL_JMP 
8 FAR_BRANCH 
63:9 Reserved 
1C9H 457 |MSR_LASTBRANCH_TOS Thread Last Branch Record Stack TOS (R/W) 
Contains an index (bits 0-3) that points to the MSR 
containing the most recent branch record. 
See MSR_LASTBRANCH_0_FROM_IP (at 680H). 
1D9H 473 | 1A32_DEBUGCTL Thread Debug Control (R/W) 
See Table 2-2. 
0 LBR: Last Branch Record 
1 BTF 
5:2 Reserved 
6 TR: Branch Trace 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
7 BTS: Log Branch Trace Message to BTS buffer 
8 BTINT 
9 BTS_OFF_OS 
10 BTS_OFF_USER 
11 FREEZE_LBR_ON_PMI 
12 FREEZE_PERFMON_ON_PMI 
13 ENABLE_UNCORE_PMI 
14 FREEZE_WHILE_SMM 
63:15 Reserved 
1DDH 477 | MSR_LER_FROM_LIP Thread Last Exception Record From Linear IP (R/W) 


Contains a pointer to the last branch instruction that 
the processor executed prior to the last exception that 
was generated or the last interrupt that was handled. 


1DEH 478 | MSR_LER_TO_LIP Thread Last Exception Record To Linear IP (R/W) 


This area contains a pointer to the target of the last 
branch instruction that the processor executed prior to 
the last exception that was generated or the last 
interrupt that was handled. 


1F2H 498 | IA32_SMRR_PHYSBASE Core See Table 2-2. 
1F3H 499 | IA32_SMRR_PHYSMASK Core See Table 2-2. 
1FCH 508 | MSR_POWER_CTL Core See http://biosbits.org. 
200H 512 | IA32_MTRR_PHYSBASEO Thread See Table 2-2. 
201H 513 | IA32_MTRR_PHYSMASKO Thread See Table 2-2. 
202H 514 | IA32_MTRR_PHYSBASE1 Thread See Table 2-2. 
203H 515 | IA32_MTRR_PHYSMASK1 Thread See Table 2-2. 
204H 516 | IA32_MTRR_PHYSBASE2 Thread See Table 2-2. 
205H 517 | IA32_MTRR_PHYSMASK2 Thread See Table 2-2. 
206H 518 | IA32_MTRR_PHYSBASE3 Thread See Table 2-2. 
207H 519 | IA32_MTRR_PHYSMASK3 Thread See Table 2-2. 
208H 520 | IA32_MTRR_PHYSBASE4 Thread See Table 2-2. 
209H 521 | IA32_MTRR_PHYSMASK4 Thread See Table 2-2. 
20AH 522 | IA32_MTRR_PHYSBASE5 Thread See Table 2-2. 
20BH 523 | IA32_MTRR_PHYSMASK5 Thread See Table 2-2. 
20CH 524 | IA32_MTRR_PHYSBASE6 Thread See Table 2-2. 
20DH 525 | IA32_MTRR_PHYSMASK6 Thread See Table 2-2. 
20€H 526 | IA32_MTRR_PHYSBASE7 Thread See Table 2-2. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

20FH 527 | IA32_MTRR_PHYSMASK7 Thread See Table 2-2. 

210H 528 | IA32_MTRR_PHYSBASE8 Thread See Table 2-2. 

211H 529 | IA32_MTRR_PHYSMASK8 Thread See Table 2-2. 

212H 530 | IA32_MTRR_PHYSBASE9 Thread See Table 2-2. 

213H 531 | IA32_MTRR_PHYSMASK9 Thread See Table 2-2. 

250H 592 | IA32_MTRR_FIX64K_00000 Thread See Table 2-2. 

258H 600 | IA32_MTRR_FIX16K_80000 Thread See Table 2-2. 

259H 601 | IA32_MTRR_FIX16K_A0000 Thread See Table 2-2. 

268H 616 | IA32_MTRR_FIX4K_COO00 Thread See Table 2-2. 

269H 617 | IA32_MTRR_FIX4K_C8000 Thread See Table 2-2. 

26AH 618 | IA32_MTRR_FIX4K_DO0000 Thread See Table 2-2. 

26BH 619 | IA32_MTRR_FIX4K_D8000 Thread See Table 2-2. 

26CH 620 | IA32_MTRR_FIX4K_E0000 Thread See Table 2-2. 

26DH 621 | IA32_MTRR_FIX4K_E8000 Thread See Table 2-2. 

26€H 622 | IA32_MTRR_FIX4K_FOO00 Thread See Table 2-2. 

26FH 623 | IA32_MTRR_FIX4K_F8000 Thread See Table 2-2. 

277H 631 | IA32_PAT Thread See Table 2-2. 

280H 640 | IA32_MCO_CTL2 Core See Table 2-2. 

281H 641 | IA32_MC1_CTL2 Core See Table 2-2. 

282H 642 | IA32_MC2_CTL2 Core See Table 2-2. 

283H 643 | IA32_MC3_CTL2 Core See Table 2-2. 

284H 644 | IA32_MC4_CTL2 Package Always 0 (CMCI not supported). 

2FFH 767 | IA32_MTRR_DEF_TYPE Thread Default Memory Types (R/W) 
See Table 2-2. 

309H 777 ‘| \A32_FIXED_CTRO Thread Fixed-Function Performance Counter Register 0 (R/W) 
See Table 2-2. 

30AH 778 | IA32_FIXED_CTR1 Thread Fixed-Function Performance Counter Register 1 (R/W) 
See Table 2-2. 

30BH 779 ‘| 1A32_FIXED_CTR2 Thread Fixed-Function Performance Counter Register 2 (R/W) 
See Table 2-2. 

345H 837 | IA32_PERF_CAPABILITIES Thread See Table 2-2. See Section 17.4.1, “IA32_DEBUGCTL 
MSR." 

5:0 LBR Format 
See Table 2-2. 
6 PEBS Record Format. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
7 PEBSSaveArchRegs 
See Table 2-2. 
11:8 PEBS_REC_FORMAT 
See Table 2-2. 
12 SMM_FREEZE 
See Table 2-2. 
63:13 Reserved 
38DH 909 | IA32_FIXED_CTR_CTRL Thread Fixed-Function-Counter Control Register (R/W) 
See Table 2-2. 
38€H 910 | IA32_PERF_GLOBAL_STATUS See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities." 
0 Thread Ovf_PMCO 
1 Thread Ovf_PMC1 
2 Thread Ovf_PMC2 
3 Thread Ovf_PMC3 
4 Core Ovf_PMC4 (if CPUID.OAH:EAX[1 5:8] > 4) 
5 Core Ovf_PMCS5 (if CPUID.OAH:EAX[1 5:8] > 5) 
6 Core Ovf_PMC6 (if CPUID.OAH:EAX[1 5:8] > 6) 
7 Core Ovf_PMC7 (if CPUID.OAH:EAX[1 5:8] > 7) 
31:8 Reserved 
32 Thread Ovf_FixedCtrO 
33 Thread Ovf_FixedCtr1 
34 Thread Ovf_FixedCtr2 
60:35 Reserved 
61 Thread Ovf_Uncore 
62 Thread Ovf_BufDSSAVE 
63 Thread CondChgd 
38FH 911 IA32_PERF_GLOBAL_CTRL Thread See Table 2-2. See Section 18.6.2.2, “Global Counter 
Control Facilities." 
0 Thread Set 1 to enable PMCO to count. 
1 Thread Set 1 to enable PMC1 to count. 
2 Thread Set 1 to enable PMC2 to count. 
3 Thread Set 1 to enable PMC3 to count. 
4 Core Set 1 to enable PMC4 to count (if CPUID.OAH:EAX[1 5:8] 
> 4). 
5 Core Set 1 to enable PMCS to count (if CPUID.OAH:EAX[1 5:8] 
> 5). 
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Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

6 Core Set 1 to enable PMC6 to count (if CPUID.OAH:EAX[1 5:8] 
> 6). 

7 Core Set 1 to enable PMC7 to count (if CPUID.OAH:EAX[1 5:8] 
> 7). 

31:8 Reserved 

32 Thread Set 1 to enable FixedCtrO to count. 

33 Thread Set 1 to enable FixedCtr1 to count. 

34 Thread Set 1 to enable FixedCtr2 to count. 

63:35 Reserved 

390H 912 | IA32_PERF_GLOBAL_OVF_CTRL See Table 2-2. See Section 18.6.2.2, “Global Counter 

Control Facilities.” 

0 Thread Set 1 to clear Ovf_PMCO. 

1 Thread Set 1 to clear Ovf_PMC1. 

2 Thread Set 1 to clear Ovf_PMC2. 

3 Thread Set 1 to clear Ovf_PMC3. 

4 Core Set 1 to clear Ovf_PMC4 (if CPUID.OAH:EAX[1 5:8] > 4). 

5 Core Set 1 to clear Ovf_PMCS5 (if CPUID.OAH:EAX[1 5:8] > 5). 

6 Core Set 1 to clear Ovf_PMC6 (if CPUID.OAH:EAX[1 5:8] > 6). 

7 Core Set 1 to clear Ovf_PMC7 (if CPUID.OAH:EAX[1 5:8] > 7). 

31:8 Reserved 

32 Thread Set 1 to clear Ovf_FixedCtr0. 

33 Thread Set 1 to clear Ovf_FixedCtr1. 

34 Thread Set 1 to clear Ovf_FixedCtr2. 

60:35 Reserved 

61 Thread Set 1 to clear Ovf_Uncore. 

62 Thread Set 1 to clear Ovf_BufDSSAVE. 

63 Thread Set 1 to clear CondChgd. 

3F1H 1009 | MSR_PEBS_ENABLE Thread See Section 18.3.1.1.1, “Processor Event Based 

Sampling (PEBS).” 

0 Enable PEBS on IA32_PMCO. (R/W) 

1 Enable PEBS on IA32_PMC1. (R/W) 

2 Enable PEBS on IA32_PMC2. (R/W) 

3 Enable PEBS on IA32_PMC3. (R/W) 

31:4 Reserved 

32 Enable Load Latency on |A32_PMCO. (R/W) 

33 Enable Load Latency on IA32_PMC1. (R/W) 

34 Enable Load Latency on |A32_PMC2. (R/W) 
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Register Name / Bit Fields 


Scope 


Bit Description 


35 


Enable Load Latency on IA32_PMC3. (R/W) 


62:36 


Reserved 


63 


Enable Precise Store (R/W) 


3F6H 


1014 


MSR_PEBS_LD_LAT 


Thread 


See Section 18.3.1.1.2, “Load Latency Performance 
Monitoring Facility.” 


15:0 


Minimum threshold latency value of tagged load 
operation that will be counted. (R/W) 


63:36 


Reserved 


3F8H 


3F9H 


3FAH 


1016 


1017 


1018 


MSR_PKG_C3_RESIDENCY 


Package 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


MSR_PKG_C6_RESIDENCY 


Package 


Package C3 Residency Counter (R/O) 


Value since last reset that this package is in processor- 
specific C3 states. Count at the same frequency as the 
TSC. 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


MSR_PKG_C7_RESIDENCY 


Package 


Package C6 Residency Counter. (R/O) 


Value since last reset that this package is in processor- 
specific C6 states. Count at the same frequency as the 
TSC. 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


Package C7 Residency Counter (R/O) 
Value since last reset that this package is in processor- 


specific C7 states. Count at the same frequency as the 
TSC. 


3FCH 


3FDH 


1020 


1021 


MSR_CORE_C3_RESIDENCY 


Core 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


MSR_CORE_C6_RESIDENCY 


Core 


CORE C3 Residency Counter (R/O) 


Value since last reset that this core is in processor- 
specific C3 states. Count at the same frequency as the 
TSC. 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


CORE C6 Residency Counter (R/O) 
Value since last reset that this core is in processor- 


specific C6 states. Count at the same frequency as the 
TSC. 
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3FEH 1022 | MSR_CORE_C7_RESIDENCY Core Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 
63:0 CORE C7 Residency Counter (R/O) 
Value since last reset that this core is in processor- 
specific C7 states. Count at the same frequency as the 
TSC. 
400H | 1024 | IA32_MCO_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
401H | 1025 | 1A32_MCO_STATUS Core See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 
402H | 1026 | 1IA32_MCO_ADDR Core See Section 15.3.2.3, “[A32_MCi_ADDR MSRs." 
403H | 1027 | IA32_MCO_MISC Core See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 
404H | 1028 | IA32_MC1_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
405H | 1029 | 1IA32_MC1_STATUS Core See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 
406H | 1030 | IA32_MC1_ADDR Core See Section 15.3.2.3, “[A32_MCi_ADDR MSRs." 
407H | 1031 | 1IA32_MC1_MISC Core See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 
408H | 1032 | IA32_MC2_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs." 
409H | 1033 | 1IA32_MC2_STATUS Core See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 
40AH | 1034 | IA32_MC2_ADDR Core See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 
40BH | 1035 | IA32_MC2_MISC Core See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 
40CH 1036 | IA32_MC3_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
40DH | 1037 | 1IA32_MC3_STATUS Core See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 
40EH 1038 | IA32_MC3_ADDR Core See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 
40FH 1039 | IA32_MC3_MISC Core See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 
410H | 1040 | IA32_MC4_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
0 PCU Hardware Error (R/W) 
When set, enables signaling of PCU hardware detected 
errors. 
1 PCU Controller Error (R/W) 
When set, enables signaling of PCU controller detected 
errors. 
2 PCU Firmware Error (R/W) 
When set, enables signaling of PCU firmware detected 
errors. 
63:2 Reserved 
411H | 1041 | 1A32_MC4_STATUS Core See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 
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480H 1152 | IA32_VMX_BASIC Thread Reporting Register of Basic VMX Capabilities (R/O) 
See Table 2-2. 
See Appendix A.1, “Basic VMX Information.” 


481H 1153 | IA32_VMX_PINBASED_CTLS Thread Capability Reporting Register of Pin-Based 
VM-Execution Controls (R/O) 


See Table 2-2. 
See Appendix A.3, “VM-Execution Controls.” 


482H 1154 | IA32_VMX_PROCBASED_CTLS Thread Capability Reporting Register of Primary Processor- 
Based VM-Execution Controls (R/O) 


See Appendix A.3, “VM-Execution Controls.” 


483H 1155 | IA32_VMX_EXIT_CTLS Thread Capability Reporting Register of VM-Exit Controls (R/O) 
See Table 2-2. 
See Appendix A.4, “VM-Exit Controls.” 


484H 1156 | IA32_VMX_ENTRY_CTLS Thread Capability Reporting Register of VM-Entry Controls 
(R/O) 

See Table 2-2. 

See Appendix A.5, “VM-Entry Controls.” 


485H 1157 | IA32_VMX_MISC Thread Reporting Register of Miscellaneous VMX Capabilities 
(R/O) 


See Table 2-2. 
See Appendix A.6, “Miscellaneous Data.” 


486H 1158 | IA32_VMX_CRO_FIXEDO Thread Capability Reporting Register of CRO Bits Fixed to 0 
(R/O) 


See Table 2-2. 
See Appendix A.7, “VMX-Fixed Bits in CRO.” 


487H 1159 | IA32_VMX_CRO_FIXED1 Thread Capability Reporting Register of CRO Bits Fixed to 1 
(R/O) 


See Table 2-2. 
See Appendix A.7, “VMX-Fixed Bits in CRO.” 


488H 1160 | IA32_VMX_CR4_FIXEDO Thread Capability Reporting Register of CR4 Bits Fixed to 0 
(R/O) 


See Table 2-2. 
See Appendix A.8, “VMX-Fixed Bits in CR4.” 


489H 1161 | IA32_VMX_CR4_FIXED1 Thread Capability Reporting Register of CR4 Bits Fixed to 1 
(R/O) 


See Table 2-2. 
See Appendix A.8, “VMX-Fixed Bits in CR4.” 


48AH 1162 | IA32_VMX_VMCS_ENUM Thread Capability Reporting Register of VMCS Field 
Enumeration (R/O) 


See Table 2-2. 
See Appendix A.9, “VMCS Enumeration.” 
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48BH 1163 | IA32_VMX_PROCBASED_CTLS2 Thread Capability Reporting Register of Secondary Processor- 
Based V/M-Execution Controls (R/O) 
See Appendix A.3, “VM-Execution Controls.” 

48CH 1164 | IA32_VMX_EPT_VPID_ENUM Thread Capability Reporting Register of EPT and VPID (R/O) 
See Table 2-2 

48DH 1165 | 1A32_VMX_TRUE_PINBASED_CTLS Thread Capability Reporting Register of Pin-Based 
VM-Execution Flex Controls (R/O) 
See Table 2-2 

48EH 1166 | IA32_VMX_TRUE_PROCBASED_CTLS Thread Capability Reporting Register of Primary Processor- 
Based V/M-Execution Flex Controls (R/O) 
See Table 2-2 

48FH 1167 | IA32_VMX_TRUE_EXIT_CTLS Thread Capability Reporting Register of VM-Exit Flex Controls 
(R/O) 
See Table 2-2 

490H 1168 | IA32_VMX_TRUE_ENTRY_CTLS Thread Capability Reporting Register of VM-Entry Flex Controls 
(R/O) 
See Table 2-2 

4C1H | 1217 | IA32_A_PMCO Thread See Table 2-2. 

4C2H | 1218 | 1IA32_A_PMC1 Thread See Table 2-2. 

4C3H | 1219 | IA32_A_PMC2 Thread See Table 2-2. 

4C4H | 1220 | IA32_A_PMC3 Thread See Table 2-2. 

4C5H | 1221 | IA32_A_PMC4 Core See Table 2-2. 

4C6H | 1222 | IA32_A_PMC5 Core See Table 2-2. 

4C7H | 1223 | IA32_A_PMC6 Core See Table 2-2. 

4C8H | 1224 | IA32_A_PMC7 Core See Table 2-2. 

600H | 1536 | IA32_DS_AREA Thread DS Save Area (R/W) 
See Table 2-2. 
See Section 18.6.3.4, “Debug Store (DS) Mechanism.” 

606H | 1542 | MSR_RAPL_POWER_UNIT Package Unit Multipliers used in RAPL Interfaces (R/O) 
See Section 14.10.1, “RAPL Interfaces.” 

60AH 1546 | MSR_PKGC3_IRTL Package Package C3 Interrupt Response Limit (R/W) 
Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 

9:0 Interrupt Response Time Limit (R/W) 

Specifies the limit that should be used to decide if the 
package should be put into a package C3 state. 
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60BH 


1547 


12:10 


14:13 


Time Unit (R/W) 


Specifies the encoding value of time unit of the 
interrupt response time limit. The following time unit 
encodings are supported: 


OOOb: 1 ns 

001b: 32 ns 

010b: 1024 ns 
011b: 32768 ns 
100b: 1048576 ns 
101b: 33554432 ns 


Reserved 


15 


Valid (R/W) 


Indicates whether the values in bits 12:0 are valid and 
can be used by the processor for package C-sate 
management. 


63:16 


MSR_PKGC6_IRTL 


Package 


Reserved 


Package C6 Interrupt Response Limit (R/W) 


This MSR defines the budget allocated for the package 
to exit from a C6 to a CO state, where an interrupt 
request can be delivered to the core and serviced. 
Additional core-exit latency may be applicable 
depending on the actual C-state the core is in. 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 


9:0 


12:10 


Interrupt Response Time Limit (R/W) 

Specifies the limit that should be used to decide if the 
package should be put into a package C6 state. 

Time Unit (R/W) 


Specifies the encoding value of time unit of the 
interrupt response time limit. The following time unit 
encodings are supported: 


OOOb: 1 ns 

001b: 32 ns 

010b: 1024 ns 
011b: 32768 ns 
100b: 1048576 ns 
101b: 33554432 ns 


14:13 


Reserved 


15 


Valid (R/W) 


Indicates whether the values in bits 12:0 are valid and 
can be used by the processor for package C-sate 
management. 
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63:16 Reserved 
60DH 1549 | MSR_PKG_C2_RESIDENCY Package Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 
63:0 Package C2 Residency Counter (R/O) 
Value since last reset that this package is in processor- 
specific C2 states. Count at the same frequency as the 
TSC. 
610H | 1552 | MSR_PKG_POWER_LIMIT Package PKG RAPL Power Limit Control (R/W) 
See Section 14.10.3, “Package RAPL Domain.” 
611H | 1553 | MSR_PKG_ENERGY_STATUS Package PKG Energy Status (R/O) 
See Section 14.10.3, “Package RAPL Domain.” 
614H | 1556 | MSR_PKG_POWER_INFO Package PKG RAPL Parameters (R/W) See Section 14.10.3, 
“Package RAPL Domain.” 
638H | 1592 | MSR_PPO_POWER_LIMIT Package PPO RAPL Power Limit Control (R/W) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 
680H | 1664 | MSR_LASTBRANCH_O_FROM_IP Thread Last Branch Record O From IP (R/W) 
One of sixteen pairs of last branch record registers on 
the last branch record stack. This part of the stack 
contains pointers to the source instruction. See also: 
* Last Branch Record Stack TOS at 1C9SH. 
* Section 17.9.1 and record format in Section 17.4.8.1. 
681H | 1665 | MSR_LASTBRANCH_1_FROM_IP Thread Last Branch Record 1 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
682H | 1666 | MSR_LASTBRANCH_2_FROM_IP Thread Last Branch Record 2 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
683H | 1667 | MSR_LASTBRANCH_3_FROM_IP Thread Last Branch Record 3 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
684H | 1668 | MSR_LASTBRANCH_4 FROM_IP Thread Last Branch Record 4 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
685H | 1669 | MSR_LASTBRANCH_5_FROM_IP Thread Last Branch Record 5 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
686H | 1670 | MSR_LASTBRANCH_6_FROM_IP Thread Last Branch Record 6 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
687H | 1671 |MSR_LASTBRANCH_7_FROM_IP Thread Last Branch Record 7 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
688H | 1672 |MSR_LASTBRANCH_8_FROM_IP Thread Last Branch Record 8 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
689H | 1673 | MSR_LASTBRANCH_9_FROM_IP Thread Last Branch Record 9 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
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68AH | 1674 | MSR_LASTBRANCH_10_FROM_IP Thread Last Branch Record 10 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
68BH | 1675 | MSR_LASTBRANCH_11_FROM_IP Thread Last Branch Record 11 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
68CH | 1676 | MSR_LASTBRANCH_12_FROM_IP Thread Last Branch Record 12 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
68DH | 1677 | MSR_LASTBRANCH_13_FROM_IP Thread Last Branch Record 13 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
68EH | 1678 | MSR_LASTBRANCH_14_FROM_IP Thread Last Branch Record 14 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
68FH | 1679 | MSR_LASTBRANCH_15_FROM_IP Thread Last Branch Record 15 From IP (R/W) 

See description of MSR_LASTBRANCH_O_FROM_IP. 
6COH | 1728 | MSR_LASTBRANCH_O_TO_IP Thread Last Branch Record 0 To IP (R/W) 

One of sixteen pairs of last branch record registers on 

the last branch record stack. This part of the stack 

contains pointers to the destination instruction. 
6C1H | 1729 | MSR_LASTBRANCH_1_TO_IP Thread Last Branch Record 1 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C2H | 1730 | MSR_LASTBRANCH_2_TO_IP Thread Last Branch Record 2 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C3H | 1731 | MSR_LASTBRANCH_3_TO_IP Thread Last Branch Record 3 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C4H | 1732 | MSR_LASTBRANCH_4_TO_IP Thread Last Branch Record 4 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C5H | 1733 | MSR_LASTBRANCH_5_TO_IP Thread Last Branch Record 5 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C6H | 1734 | MSR_LASTBRANCH_6_TO_IP Thread Last Branch Record 6 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C7H | 1735 | MSR_LASTBRANCH_7_TO_IP Thread Last Branch Record 7 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6C8H | 1736 | MSR_LASTBRANCH_8_TO_IP Thread Last Branch Record 8 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CSH | 1737 | MSR_LASTBRANCH_9_TO_IP Thread Last Branch Record 9 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CAH | 1738 | MSR_LASTBRANCH_10_TO_IP Thread Last Branch Record 10 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
6CBH | 1739 | MSR_LASTBRANCH_11_TO_IP Thread Last Branch Record 11 To IP (R/W) 

See description of MSR_LASTBRANCH_O_TO_IP. 
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6CCH 1740 | MSR_LASTBRANCH_12_TO_IP Thread Last Branch Record 12 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 
6CDH | 1741 | MSR_LASTBRANCH_13_TO_IP Thread Last Branch Record 13 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 
6CEH | 1742 | MSR_LLASTBRANCH_14_TO_IP Thread Last Branch Record 14 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 
6CFH | 1743 | MSR_LLASTBRANCH_15_TO_IP Thread Last Branch Record 15 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 
6EOH | 1760 | IA32_TSC_DEADLINE Thread See Table 2-2. 
802H- | 2050- | X2APIC MSRs Thread See Table 2-2. 
83FH | 2111 
COO00_ IA32_EFER Thread Extended Feature Enables 
0080H See Table 2-2. 
COO00_ IA32_STAR Thread System Call Target Address (R/W) 
0081H See Table 2-2. 
COO00_ IA32_LSTAR Thread IA-32e Mode System Call Target Address (R/W) 
0082H See Table 2-2. 
COO00_ IA32_FMASK Thread System Call Flag Mask (R/W) 
00844 See Table 2-2. 
COoo0_ IA32_FS_BASE Thread Map of BASE Address of FS (R/W) 
0100H See Table 2-2. 
COOo0_ IA32_GS_BASE Thread Map of BASE Address of GS (R/W) 
0101H See Table 2-2. 
COO00_ IA32_KERNEL_GS_BASE Thread Swap Target of BASE Address of GS (R/W) 
0102H See Table 2-2. 
COOo0_ IA32_TSC_AUX Thread AUXILIARY TSC Signature (R/W) 
0103H See Table 2-2 and Section 17.17.2, “IA32_TSC_AUX 
Register and RDTSCP Support.” 


2.11.1. MSRs In 2nd Generation Intel® Core™ Processor Family (Based on Intel® 
Microarchitecture Code Name Sandy Bridge) 


Table 2-21 and Table 2-22 list model-specific registers (MSRs) that are specific to the 2nd generation Intel® Core™ 
processor family (based on Intel microarchitecture code name Sandy Bridge). These processors have a CPUID 
signature with DisplayFamily_DisplayModel of 06_2AH; see Table 2-1. 
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1ADH 429 | MSR_TURBO_RATIO_LIMIT Package Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO.[28] = 0. 
RW if MSR_PLATFORM_INFO.[28] = 1. 
7:0 Package Maximum Ratio Limit for 1C 
Maximum turbo ratio limit of 1 core active. 
15:8 Package Maximum Ratio Limit for 2C 
Maximum turbo ratio limit of 2 core active. 
23:16 Package Maximum Ratio Limit for 3C 
Maximum turbo ratio limit of 3 core active. 
31:24 Package Maximum Ratio Limit for 4C 
Maximum turbo ratio limit of 4 core active. 
63:32 Reserved 
60CH 1548 | MSR_PKGC7_IRTL Package Package C7 Interrupt Response Limit (R/W) 


This MSR defines the budget allocated for the 
package to exit from a C7 to a CO state, where 
interrupt request can be delivered to the core and 
serviced. Additional core-exit latency may be 
applicable depending on the actual C-state the core 
is in. 

Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 


9:0 Interrupt Response Time Limit (R/W) 

Specifies the limit that should be used to decide if 
the package should be put into a package C7 state. 
12:10 Time Unit (R/w) 


Specifies the encoding value of time unit of the 
interrupt response time limit. The following time unit 
encodings are supported: 


OOOb: 1 ns 

001b: 32 ns 

010b: 1024 ns 
011b: 32768 ns 
100b: 1048576 ns 
101b: 33554432 ns 


14:13 Reserved 


15 Valid (R/W) 


Indicates whether the values in bits 12:0 are valid 
and can be used by the processor for package C-sate 
management. 


63:16 Reserved 
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639H | 1593 | MSR_PPO_ENERGY_STATUS Package PPO Energy Status (R/O) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 
63AH | 1594 | MSR_PPO_POLICY Package PPO Balance Policy (R/W) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 
640H | 1600 | MSR_PP1_POWER_LIMIT Package PP1 RAPL Power Limit Control (R/W) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 
641H | 1601 | MSR_PP1_ENERGY_STATUS Package PP1 Energy Status (R/O) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 
642H | 1602 | MSR_PP1_POLICY Package PP1 Balance Policy (R/W) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 


See Table 2-20, Table 2-21, and Table 2-22 for MSR definitions applicable to processors with CPUID signature O6_2AH. 


Table 2-22 lists the MSRs of uncore PMU for Intel processors with CPUID signature 06_2AH. 


Table 2-22. Uncore PMU MSRs Supported by 2nd Generation Intel® Core™ Processors 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

391H 913 | MSR_UNC_PERF_GLOBAL_CTRL Package Uncore PMU Global Control 
0 Slice 0 select. 
1 Slice 1 select. 
2 Slice 2 select. 
3 Slice 3 select. 
4 Slice 4 select. 
18:5 Reserved 
29 Enable all uncore counters. 
30 Enable wake on PMI. 
31 Enable Freezing counter when overflow. 
63:32 Reserved 

392H 914 |MSR_UNC_PERF_GLOBAL_STATUS Package Uncore PMU Main Status 
0 Fixed counter overflowed. 
1 An ARB counter overflowed. 
2 Reserved 
=| A CBox counter overflowed (on any slice). 
63:4 Reserved 

394H 916 | MSR_UNC_PERF_FIXED_CTRL Package Uncore Fixed Counter Control (R/W) 
19:0 Reserved 
20 Enable overflow propagation. 
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Table 2-22. Uncore PMU MSRs Supported by 2nd Generation Intel® Core™ Processors 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

21 Reserved 

22 Enable counting. 

63:23 Reserved 
395H 917 |MSR_UNC_PERF_FIXED_CTR Package Uncore Fixed Counter 

47:0 Current count. 

63:48 Reserved 
396H 918 | MSR_UNC_CBO_CONFIG Package Uncore C-Box Configuration Information (R/O) 

3:0 Report the number of C-Box units with performance 

counters, including processor cores and processor 
graphics. 

63:4 Reserved 
3BOH 946 | MSR_UNC_ARB_PERFCTRO Package Uncore Arb Unit, Performance Counter O 
3B1H 947 | MSR_UNC_ARB_PERFCTR1 Package Uncore Arb Unit, Performance Counter 1 
3B2H 944 | MSR_UNC_ARB_PERFEVTSELO Package Uncore Arb Unit, Counter O Event Select MSR 
3B3H 945 | MSR_UNC_ARB_PERFEVTSEL1 Package Uncore Arb unit, Counter 1 Event Select MSR 
700H 1792 | MSR_UNC_CBO_O_PERFEVTSELO Package Uncore C-Box 0, Counter O Event Select MSR 
701H 1793 | MSR_UNC_CBO_O_PERFEVTSEL1 Package Uncore C-Box 0, Counter 1 Event Select MSR 
702H 1794 | MSR_UNC_CBO_O_PERFEVTSEL2 Package Uncore C-Box 0, Counter 2 Event Select MSR 
703H 1795 | MSR_UNC_CBO_O_PERFEVTSEL3 Package Uncore C-Box 0, Counter 3 Event Select MSR 
705H 1797 | MSR_UNC_CBO_O_UNIT_STATUS Package Uncore C-Box 0, Unit Status for Counter 0-3 
706H 1798 | MSR_UNC_CBO_O_PERFCTRO Package Uncore C-Box 0, Performance Counter O 
707H 1799 | MSR_UNC_CBO_O_PERFCTR1 Package Uncore C-Box 0, Performance Counter 1 
708H 1800 | MSR_UNC_CBO_O_PERFCTR2 Package Uncore C-Box 0, Performance Counter 2 
709H 1801 | MSR_UNC_CBO_O_PERFCTR3 Package Uncore C-Box 0, Performance Counter 3 
710H 1808 | MSR_UNC_CBO_1_PERFEVTSELO Package Uncore C-Box 1, Counter O Event Select MSR 
711H 1809 | MSR_UNC_CBO_1_PERFEVTSEL1 Package Uncore C-Box 1, Counter 1 Event Select MSR 
712H 1810 | MSR_UNC_CBO_1_PERFEVTSEL2 Package Uncore C-Box 1, Counter 2 Event Select MSR 
713H 1811 | MSR_UNC_CBO_1_PERFEVTSEL3 Package Uncore C-Box 1, Counter 3 Event Select MSR 
715H 1813 | MSR_UNC_CBO_1_UNIT_STATUS Package Uncore C-Box 1, Unit Status for Counter 0-3 
716H 1814 | MSR_UNC_CBO_1_PERFCTRO Package Uncore C-Box 1, Performance Counter 0 
717H 1815 | MSR_UNC_CBO_1_PERFCTR1 Package Uncore C-Box 1, Performance Counter 1 
718H 1816 | MSR_UNC_CBO_1_PERFCTR2 Package Uncore C-Box 1, Performance Counter 2 
719H 1817 | MSR_UNC_CBO_1_PERFCTR3 Package Uncore C-Box 1, Performance Counter 3 
720H 1824 | MSR_UNC_CBO_2_PERFEVTSELO Package Uncore C-Box 2, Counter O Event Select MSR 
721H 1825 | MSR_UNC_CBO_2_PERFEVTSEL1 Package Uncore C-Box 2, Counter 1 Event Select MSR 
722H 1826 | MSR_UNC_CBO_2_PERFEVTSEL2 Package Uncore C-Box 2, Counter 2 Event Select MSR 
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Table 2-22. Uncore PMU MSRs Supported by 2nd Generation Intel® Core™ Processors 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

723H 1827 | MSR_UNC_CBO_2_PERFEVTSEL3 Package Uncore C-Box 2, Counter 3 Event Select MSR 
725H 1829 | MSR_UNC_CBO_2_UNIT_STATUS Package Uncore C-Box 2, Unit Status for Counter 0-3 
726H 1830 | MSR_UNC_CBO_2_PERFCTRO Package Uncore C-Box 2, Performance Counter 0 
727H 1831 | MSR_UNC_CBO_2_PERFCTR1 Package Uncore C-Box 2, Performance Counter 1 
728H 1832 | MSR_UNC_CBO_3_PERFCTR2 Package Uncore C-Box 3, Performance Counter 2 
729H 1833 | MSR_UNC_CBO_3_PERFCTR3 Package Uncore C-Box 3, Performance Counter 3 
730H 1840 | MSR_UNC_CBO_3_PERFEVTSELO Package Uncore C-Box 3, Counter O Event Select MSR 
731H 1841 | MSR_UNC_CBO_3_PERFEVTSEL1 Package Uncore C-Box 3, Counter 1 Event Select MSR 
732H 1842 | MSR_UNC_CBO_3_PERFEVTSEL2 Package Uncore C-Box 3, Counter 2 Event Select MSR 
733H 1843 | MSR_UNC_CBO_3_PERFEVTSEL3 Package Uncore C-Box 3, counter 3 Event Select MSR 
735H 1845 | MSR_UNC_CBO_3_UNIT_STATUS Package Uncore C-Box 3, Unit Status for Counter 0-3 
736H 1846 | MSR_UNC_CBO_3_PERFCTRO Package Uncore C-Box 3, Performance Counter 0 
737H 1847 | MSR_UNC_CBO_3_PERFCTR1 Package Uncore C-Box 3, Performance Counter 1 
738H 1848 | MSR_UNC_CBO_3_PERFCTR2 Package Uncore C-Box 3, Performance Counter 2 
739H 1849 | MSR_UNC_CBO_3_PERFCTR3 Package Uncore C-Box 3, Performance Counter 3 
740H 1856 | MSR_UNC_CBO_4 PERFEVTSELO Package Uncore C-Box 4, Counter O Event Select MSR 
741H 1857 | MSR_UNC_CBO_4 PERFEVTSEL1 Package Uncore C-Box 4, Counter 1 Event Select MSR 
742H 1858 | MSR_UNC_CBO_4 PERFEVTSEL2 Package Uncore C-Box 4, Counter 2 Event Select MSR 
743H 1859 | MSR_UNC_CBO_4 PERFEVTSEL3 Package Uncore C-Box 4, Counter 3 Event Select MSR 
745H 1861 | MSR_UNC_CBO_4_UNIT_STATUS Package Uncore C-Box 4, Unit status for Counter 0-3 
746H 1862 | MSR_UNC_CBO_4 PERFCTRO Package Uncore C-Box 4, Performance Counter 0 
747H 1863 | MSR_UNC_CBO_4 PERFCTR1 Package Uncore C-Box 4, Performance Counter 1 
748H 1864 | MSR_UNC_CBO_4 PERFCTR2 Package Uncore C-Box 4, Performance Counter 2 
749H 1865 | MSR_UNC_CBO_4 PERFCTR3 Package Uncore C-Box 4, Performance Counter 3 


2.11.2 MSRs In Intel® Xeon® Processor €5 Family (Based on Intel® Microarchitecture Code 
Name Sandy Bridge) 
Table 2-23 lists additional model-specific registers (MSRs) that are specific to the Intel® Xeon® Processor E5 Family 


(based on Intel® microarchitecture code name Sandy Bridge). These processors have a CPUID signature with 
DisplayFamily_DisplayModel of 06_2DH, and also supports MSRs listed in Table 2-20 and Table 2-24. 


Table 2-23. Selected MSRs Supported by Intel® Xeon® Processors E5 Family 
(based on Sandy Bridge microarchitecture) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
17FH 383 | MSR_ERROR_CONTROL Package MC Bank Error Configuration (R/W) 
0 Reserved 
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Table 2-23. Selected MSRs Supported by Intel® Xeon® Processors E5 Family 
(based on Sandy Bridge microarchitecture) (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
1 Meme€Error Log Enable (R/W) 
When set, enables IMC status bank to log additional 
info in bits 36:32. 
63:2 Reserved 
1ADH 429 | MSR_TURBO_RATIO_LIMIT Package Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO.[28] = 0, 
RW if MSR_PLATFORM_INFO.[28] = 1 
7:0 Package Maximum Ratio Limit for 1C 
Maximum turbo ratio limit of 1 core active. 
15:8 Package Maximum Ratio Limit for 2C 
Maximum turbo ratio limit of 2 cores active. 
23:16 Package Maximum Ratio Limit for 3C 
Maximum turbo ratio limit of 3 cores active. 
31:24 Package Maximum Ratio Limit for 4C 
Maximum turbo ratio limit of 4 cores active. 
39:32 Package Maximum Ratio Limit for 5C 
Maximum turbo ratio limit of 5 cores active. 
47:40 Package Maximum Ratio Limit for 6C 
Maximum turbo ratio limit of 6 cores active. 
55:48 Package Maximum Ratio Limit for 7C 
Maximum turbo ratio limit of 7 cores active. 
63:56 Package Maximum Ratio Limit for 8C 
Maximum turbo ratio limit of 8 cores active. 
285H 645 | IA32_MC5_CTL2 Package See Table 2-2. 
286H 646 | IA32_MC6_CTL2 Package See Table 2-2. 
287H 647 | IA32_MC7_CTL2 Package See Table 2-2. 
288H 648 | IA32_MC8_CTL2 Package See Table 2-2. 
289H 649 | IA32_MC9_CTL2 Package See Table 2-2. 
28AH 650 | IA32_MC10_CTL2 Package See Table 2-2. 
28BH 651 ‘| IA32_MC11_CTL2 Package See Table 2-2. 
28CH 652 | IA32_MC12_CTL2 Package See Table 2-2. 
28DH 653 | IA32_MC13_CTL2 Package See Table 2-2. 
28€H 654 | IA32_MC14_CTL2 Package See Table 2-2. 
28FH 655 | IA32_MC15_CTL2 Package See Table 2-2. 
290H 656 | IA32_MC16_CTL2 Package See Table 2-2. 
291H 657 | IA32_MC17_CTL2 Package See Table 2-2. 
292H 658 | IA32_MC18_CTL2 Package See Table 2-2. 
293H 659 | IA32_MC19_CTL2 Package See Table 2-2. 
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Table 2-23. Selected MSRs Supported by Intel® Xeon® Processors E5 Family 
(based on Sandy Bridge microarchitecture) (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
39CH 924 |MSR_PEBS_NUM_ALT Package ENABLE_PEBS_NUM_ALT (RW) 
0 ENABLE_PEBS_NUM_ALT (RW) 
Write 1 to enable alternate PEBS counting logic for 
specific events requiring additional configuration, see 
https://perfmon-events.intel.com/. 
63:1 Reserved, must be zero. 

414H | 1044 | IA32_MC5_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

415H | 1045 | IA32_MC5_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

416H | 1046 | 1IA32_MC5_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

417H | 1047 | 1A32_MC5_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

418H | 1048 | IA32_MC6_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

419H | 1049 | IA32_MC6_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

41AH | 1050 | IA32_MC6_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

41BH | 1051 | IA32_MC6_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

41CH | 1052 | IA32_MC7_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

41DH | 1053 | 1A32_MC7_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

41€H | 1054 | 1IA32_MC7_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

41FH | 1055 | IA32_MC7_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

420H | 1056 | IA32_MC8_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

421H | 1057 | IA32_MC8_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

422H | 1058 | IA32_MC8_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

423H | 1059 | 1IA32_MC8_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

424H | 1060 | IA32_MC9_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

425H | 1061 | IA32_MC9_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

426H | 1062 | IA32_MC9_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

427H | 1063 | 1A32_MC9_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

428H | 1064 | IA32_MC10_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

429H | 1065 | IA32_MC10_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

42AH | 1066 | IA32_MC10_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

42BH | 1067 | IA32_MC10_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 

42CH | 1068 | IA32_MC11_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

42DH | 1069 | IA32_MC11_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 
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Table 2-23. Selected MSRs Supported by Intel® Xeon® Processors E5 Family 
(based on Sandy Bridge microarchitecture) (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

42EH | 1070 | IA32_MC11_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

42FH | 1071 | 1A32_MC11_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 

430H | 1072 | IA32_MC12_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

431H | 1073 | IA32_MC12_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

432H | 1074 | IA32_MC12_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

433H | 1075 | IA32_MC12_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 

434H | 1076 | IA32_MC13_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

435H | 1077 | IA32_MC13_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

436H | 1078 | IA32_MC13_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

437H | 1079 | IA32_MC13_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 

438H | 1080 | IA32_MC14_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

439H | 1081 | IA32_MC14_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

43AH | 1082 | IA32_MC14_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

43BH | 1083 | IA32_MC14_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 

43CH | 1084 | IA32_MC15_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

43DH | 1085 | IA32_MC15_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

43E€H | 1086 | IA32_MC15_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

43FH | 1087 | 1A32_MC15_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 

440H | 1088 | IA32_MC16_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

441H | 1089 | IA32_MC16_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

442H | 1090 | IA32_MC16_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

443H | 1091 | IA32_MC16_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 

444H | 1092 | IA32_MC17_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

445H | 1093 | IA32_MC17_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

446H | 1094 | IA32_MC17_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

447H | 1095 | IA32_MC17_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 

448H | 1096 | IA32_MC18_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

449H | 1097 | IA32_MC18_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS” and 
Chapter 16. 

44AH | 1098 | IA32_MC18_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

44BH | 1099 | IA32_MC18_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 

44CH | 1100 | IA32_MC19_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
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Table 2-23. Selected MSRs Supported by Intel® Xeon® Processors E5 Family 
(based on Sandy Bridge microarchitecture) (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
44DH | 1101 | 1A32_MC19_ STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS" and 
Chapter 16. 
44E€H | 1102 | IA32_MC19_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 
44FH | 1103 | IA32_MC19_MISC Package See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 
613H | 1555 |MSR_PKG_PERF_STATUS Package Package RAPL Perf Status (R/O) 
618H | 1560 | MSR_DRAM_POWER_LIMIT Package DRAM RAPL Power Limit Control (R/W) 
See Section 14.10.5, “DRAM RAPL Domain.” 
619H | 1561 |MSR_DRAM_ENERGY_STATUS Package DRAM Energy Status (R/O) 
See Section 14.10.5, “DRAM RAPL Domain.” 
61BH | 1563 | MSR_DRAM_PERF_STATUS Package DRAM Performance Throttling Status (R/O) 
See Section 14.10.5, “DRAM RAPL Domain.” 
61CH | 1564 | MSR_DRAM_POWER_INFO Package DRAM RAPL Parameters (R/W) 
See Section 14.10.5, “DRAM RAPL Domain.” 
639H | 1593 | MSR_PPO_ENERGY_STATUS Package PPO Energy Status (R/O) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 


See Table 2-20, Table 2-23, and Table 2-24 for MSR definitions applicable to processors with CPUID signature O6_2DH. 


2.11.3. Additional Uncore PMU MSRs in the Intel® Xeon® Processor E5 Family 


Intel Xeon Processor E5 family is based on the Sandy Bridge microarchitecture. The MSR-based uncore PMU inter- 
faces are listed in Table 2-24. For complete detail of the uncore PMU, refer to Intel Xeon Processor E5 Product 
Family Uncore Performance Monitoring Guide. These processors have a CPUID signature with 
DisplayFamily_DisplayModel of 06_2DH 


Table 2-24. Uncore PMU MSRs in Intel® Xeon® Processor E5 Family 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
CO8H 3080 | MSR_U_PMON_UCLK_FIXED_CTL Package Uncore U-box UCLK Fixed Counter Control 
COSH 3081 | MSR_U_PMON_UCLK_FIXED_CTR Package Uncore U-box UCLK Fixed Counter 
C10H 3088 | MSR_U_PMON_EVNTSELO Package Uncore U-box Perfmon Event Select for U-box 
Counter O 
C11H 3089 | MSR_U_PMON_EVNTSEL1 Package Uncore U-box Perfmon Event Select for U-box 
Counter 1 
C16H 3094 | MSR_U_PMON_CTRO Package Uncore U-box Perfmon Counter 0 
C17H 3095 | MSR_U_PMON_CTR1 Package Uncore U-box Perfmon Counter 1 
C24H 3108 | MSR_PCU_PMON_BOX_CTL Package Uncore PCU Perfmon for PCU-box-wide Control 
C30H 3120 | MSR_PCU_PMON_EVNTSELO Package Uncore PCU Perfmon Event Select for PCU Counter 0 
C31H 3121 | MSR_PCU_PMON_EVNTSEL1 Package Uncore PCU Perfmon Event Select for PCU Counter 1 
C32H 3122 | MSR_PCU_PMON_EVNTSEL2 Package Uncore PCU Perfmon Event Select for PCU Counter 2 


2-194 Vol. 4 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-24. Uncore PMU MSRs in Intel® Xeon® Processor E5 Family (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

C33H 3123 | MSR_PCU_PMON_EVNTSEL3 Package Uncore PCU Perfmon Event Select for PCU Counter 3 

C34H 3124 | MSR_PCU_PMON_BOX_FILTER Package Uncore PCU Perfmon box-wide Filter 

C36H 3126 | MSR_PCU_PMON_CTRO Package Uncore PCU Perfmon Counter 0 

C37H 3127 | MSR_PCU_PMON_CTR1 Package Uncore PCU Perfmon Counter 1 

C38H 3128 | MSR_PCU_PMON_CTR2 Package Uncore PCU Perfmon Counter 2 

C39H 3129 | MSR_PCU_PMON_CTR3 Package Uncore PCU Perfmon Counter 3 

DO4H 3332 | MSR_CO_PMON_BOX_CTL Package Uncore C-box 0 Perfmon Local Box Wide Control 

D10H 3344 | MSR_CO_PMON_EVNTSELO Package Uncore C-box 0 Perfmon Event Select for C-box 0 
Counter 0 

D11H 3345 | MSR_CO_PMON_EVNTSEL1 Package Uncore C-box 0 Perfmon Event Select for C-box 0 
Counter 1 

D12H 3346 | MSR_CO_PMON_EVNTSEL2 Package Uncore C-box O Perfmon Event Select for C-box 0 
Counter 2 

D13H 3347 | MSR_CO_PMON_EVNTSEL3 Package Uncore C-box O Perfmon Event Select for C-box 0 
Counter 3 

D14H 3348 | MSR_CO_PMON_BOX_FILTER Package Uncore C-box 0 Perfmon Box Wide Filter 

D16H 3350 | MSR_CO_PMON_CTRO Package Uncore C-box 0 Perfmon Counter O 

D17H 3351 | MSR_CO_PMON_CTR1 Package Uncore C-box O Perfmon Counter 1 

D18H 3352 | MSR_CO_PMON_CTR2 Package Uncore C-box 0 Perfmon Counter 2 

D19H 3353 | MSR_CO_PMON_CTR3 Package Uncore C-box 0 Perfmon Counter 3 

D24H 3364 ) MSR_C1_PMON_BOX_CTL Package Uncore C-box 1 Perfmon Local Box Wide Control 

D30H 3376 | MSR_C1_PMON_EVNTSELO Package Uncore C-box 1 Perfmon Event Select for C-box 1 
Counter 0 

D31H 3377 | MSR_C1_PMON_EVNTSEL1 Package Uncore C-box 1 Perfmon Event Select for C-box 1 
Counter 1 

D32H 3378 | MSR_C1_PMON_EVNTSEL2 Package Uncore C-box 1 Perfmon Event Select for C-box 1 
Counter 2 

D33H 3379 | MSR_C1_PMON_EVNTSEL3 Package Uncore C-box 1 Perfmon Event Select for C-box 1 
Counter 3 

D34H 3380 | MSR_C1_PMON_BOX_FILTER Package Uncore C-box 1 Perfmon Box Wide Filter 

D36H 3382 | MSR_C1_PMON_CTRO Package Uncore C-box 1 Perfmon Counter O 

D37H 3383 | MSR_C1_PMON_CTR1 Package Uncore C-box 1 Perfmon Counter 1 

D38H 3384 | MSR_C1_PMON_CTR2 Package Uncore C-box 1 Perfmon Counter 2 

D39H 3385 | MSR_C1_PMON_CTR3 Package Uncore C-box 1 Perfmon Counter 3 

D44H 3396 | MSR_C2_PMON_BOX_CTL Package Uncore C-box 2 Perfmon Local Box Wide Control 

D50H 3408 | MSR_C2_PMON_EVNTSELO Package Uncore C-box 2 Perfmon Event Select for C-box 2 
Counter 0 

D51H 3409 | MSR_C2_PMON_EVNTSEL1 Package Uncore C-box 2 Perfmon Event Select for C-box 2 
Counter 1 
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Table 2-24. Uncore PMU MSRs in Intel® Xeon® Processor E5 Family (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

D52H | 3410 | MSR_C2_PMON_EVNTSEL2 Package Uncore C-box 2 Perfmon Event Select for C-box 2 
Counter 2 

D53H | 3411 | MSR_C2_PMON_EVNTSEL3 Package Uncore C-box 2 Perfmon Event Select for C-box 2 
Counter 3 

D54H | 3412 | MSR_C2_PMON_BOX_FILTER Package Uncore C-box 2 Perfmon Box Wide Filter 

D56H | 3414 | MSR_C2_PMON_CTRO Package Uncore C-box 2 Perfmon Counter O 

D57H | 3415 | MSR_C2_PMON_CTR1 Package Uncore C-box 2 Perfmon Counter 1 

D58H | 3416 | MSR_C2_PMON_CTR2 Package Uncore C-box 2 Perfmon Counter 2 

D59H | 3417 | MSR_C2_PMON_CTR3 Package Uncore C-box 2 Perfmon Counter 3 

D64H | 3428 | MSR_C3_PMON_BOX_CTL Package Uncore C-box 3 Perfmon Local Box Wide Control 

D70H | 3440 | MSR_C3_PMON_EVNTSELO Package Uncore C-box 3 Perfmon Event Select for C-box 3 
Counter 0 

D71H | 3441 | MSR_C3_PMON_EVNTSEL1 Package Uncore C-box 3 Perfmon Event Select for C-box 3 
Counter 1 

D72H | 3442 | MSR_C3_PMON_EVNTSEL2 Package Uncore C-box 3 Perfmon Event Select for C-box 3 
Counter 2 

D73H | 3443 | MSR_C3_PMON_EVNTSEL3 Package Uncore C-box 3 Perfmon Event Select for C-box 3 
Counter 3 

D74H | 3444 | MSR_C3_PMON_BOX_FILTER Package Uncore C-box 3 Perfmon Box Wide Filter 

D76H | 3446 | MSR_C3_PMON_CTRO Package Uncore C-box 3 Perfmon Counter O 

D77H | 3447 | MSR_C3_PMON_CTR1 Package Uncore C-box 3 Perfmon Counter 1 

D78H | 3448 | MSR_C3_PMON_CTR2 Package Uncore C-box 3 Perfmon Counter 2 

D79H | 3449 | MSR_C3_PMON_CTR3 Package Uncore C-box 3 Perfmon Counter 3 

D84H | 3460 | MSR_C4_PMON_BOX_CTL Package Uncore C-box 4 Perfmon Local Box Wide Control 

DSOH | 3472 | MSR_C4_PMON_EVNTSELO Package Uncore C-box 4 Perfmon Event Select for C-box 4 
Counter 0 

D9S1H | 3473 | MSR_C4_PMON_EVNTSEL1 Package Uncore C-box 4 Perfmon Event Select for C-box 4 
Counter 1 

D92H | 3474 | MSR_C4_PMON_EVNTSEL2 Package Uncore C-box 4 Perfmon Event Select for C-box 4 
Counter 2 

D93H | 3475 | MSR_C4_PMON_EVNTSEL3 Package Uncore C-box 4 Perfmon Event Select for C-box 4 
Counter 3 

D94H | 3476 | MSR_C4_PMON_BOX_FILTER Package Uncore C-box 4 Perfmon Box Wide Filter 

DS6H | 3478 | MSR_C4_PMON_CTRO Package Uncore C-box 4 Perfmon Counter O 

D97H | 3479 | MSR_C4_PMON_CTR1 Package Uncore C-box 4 Perfmon Counter 1 

D98H | 3480 | MSR_C4_PMON_CTR2 Package Uncore C-box 4 Perfmon Counter 2 

DSSH | 3481 | MSR_C4_PMON_CTR3 Package Uncore C-box 4 Perfmon Counter 3 

DA4H | 3492 | MSR_C5_PMON_BOX_CTL Package Uncore C-box 5 Perfmon Local Box Wide Control 

DBOH | 3504 | MSR_C5_PMON_EVNTSELO Package Uncore C-box 5 Perfmon Event Select for C-box 5 
Counter 0 
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Table 2-24. Uncore PMU MSRs in Intel® Xeon® Processor E5 Family (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

DB1H | 3505 | MSR_C5_PMON_EVNTSEL1 Package Uncore C-box 5 Perfmon Event Select for C-box 5 
Counter 1 

DB2H | 3506 | MSR_C5_PMON_EVNTSEL2 Package Uncore C-box 5 Perfmon Event Select for C-box 5 
Counter 2 

DB3H | 3507 | MSR_C5_PMON_EVNTSEL3 Package Uncore C-box 5 Perfmon Event Select for C-box 5 
Counter 3 

DB4H | 3508 | MSR_C5_PMON_BOX_FILTER Package Uncore C-box 5 Perfmon Box Wide Filter 

DB6H | 3510 | MSR_C5_PMON_CTRO Package Uncore C-box 5 Perfmon Counter O 

DB7H | 3511 | MSR_C5_PMON_CTR1 Package Uncore C-box 5 Perfmon Counter 1 

DB8H | 3512 | MSR_C5_PMON_CTR2 Package Uncore C-box 5 Perfmon Counter 2 

DBSH | 3513 | MSR_C5_PMON_CTR3 Package Uncore C-box 5 Perfmon Counter 3 

DC4H 3524 | MSR_C6_PMON_BOX_CTL Package Uncore C-box 6 Perfmon Local Box Wide Control 

DDOH | 3536 | MSR_C6_PMON_EVNTSELO Package Uncore C-box 6 Perfmon Event Select for C-box 6 
Counter 0 

DD1H | 3537 | MSR_C6_PMON_EVNTSEL1 Package Uncore C-box 6 Perfmon Event Select for C-box 6 
Counter 1 

DD2H | 3538 | MSR_C6_PMON_EVNTSEL2 Package Uncore C-box 6 Perfmon Event Select for C-box 6 
Counter 2 

DD3H | 3539 | MSR_C6_PMON_EVNTSEL3 Package Uncore C-box 6 Perfmon Event Select for C-box 6 
Counter 3 

DD4H | 3540 ) MSR_C6_PMON_BOX_FILTER Package Uncore C-box 6 Perfmon Box Wide Filter 

DD6H | 3542 | MSR_C6_PMON_CTRO Package Uncore C-box 6 Perfmon Counter O 

DD7H | 3543 | MSR_C6_PMON_CTR1 Package Uncore C-box 6 Perfmon Counter 1 

DD8H | 3544 | MSR_C6_PMON_CTR2 Package Uncore C-box 6 Perfmon Counter 2 

DDSH | 3545 | MSR_C6_PMON_CTR3 Package Uncore C-box 6 Perfmon Counter 3 

DE4H 3556 | MSR_C7_PMON_BOX_CTL Package Uncore C-box 7 Perfmon Local Box Wide Control 

DFOH 3568 | MSR_C7_PMON_EVNTSELO Package Uncore C-box 7 Perfmon Event Select for C-box 7 
Counter 0 

DF1H 3569 | MSR_C7_PMON_EVNTSEL1 Package Uncore C-box 7 Perfmon Event Select for C-box 7 
Counter 1 

DF2H 3570 | MSR_C7_PMON_EVNTSEL2 Package Uncore C-box 7 Perfmon Event Select for C-box 7 
Counter 2 

DF3H 3571 | MSR_C7_PMON_EVNTSEL3 Package Uncore C-box 7 Perfmon Event Select for C-box 7 
Counter 3 

DF4H 3572 | MSR_C7_PMON_BOX_FILTER Package Uncore C-box 7 Perfmon Box Wide Filter 

DF6H 3574 | MSR_C7_PMON_CTRO Package Uncore C-box 7 Perfmon Counter 0 

DF7H 3575 | MSR_C7_PMON_CTR1 Package Uncore C-box 7 Perfmon Counter 1 

DF8H 3576 | MSR_C7_PMON_CTR2 Package Uncore C-box 7 Perfmon Counter 2 

DF9SH 3577 | MSR_C7_PMON_CTR3 Package Uncore C-box 7 Perfmon Counter 3 
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06_3AH. 


MSRS IN THE 3RD GENERATION INTEL® CORE™ PROCESSOR FAMILY 
(BASED ON INTEL® MICROARCHITECTURE CODE NAME IVY BRIDGE) 


The 3rd generation Intel® Core™ processor family and the Intel® Xeon® processor E3-1200v2 product family 
(based on Intel microarchitecture code name Ivy Bridge) support the MSR interfaces listed in Table 2-20, Table 
2-21, Table 2-22, and Table 2-25. These processors have a CPUID signature with DisplayFamily_DisplayModel of 


Table 2-25. Additional MSRs Supported by 3rd Generation Intel® Core™ Processors 


(based on Intel® microarchitecture code name Ivy Bridge) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


CEH 


206 


MSR_PLATFORM_INFO 


Package 


Platform Information 


Contains power management and other model 
specific features enumeration. See http://biosbits.org. 


7:0 


Reserved 


15:8 


Package 


Maximum Non-Turbo Ratio (R/O) 


This is the ratio of the frequency that invariant TSC 
runs at. Frequency = ratio * 100 MHz. 


27:16 
28 


Package 


Reserved 


Programmable Ratio Limit for Turbo Mode (R/O) 


When set to 1, indicates that Programmable Ratio 
Limit for Turbo mode is enabled. When set to 0, 
indicates Programmable Ratio Limit for Turbo mode is 
disabled. 


29 


Package 


Programmable TDP Limit for Turbo Mode (R/O) 


When set to 1, indicates that TDP Limit for Turbo 
mode is programmable. When set to 0, indicates that 
TDP Limit for Turbo mode is not programmable. 


31:30 


Reserved 


32 


Package 


Low Power Mode Support (LPM) (R/O) 


When set to 1, indicates that LPM is supported. When 
set to 0, indicates LPM is not supported. 


34:33 


Package 


Number of ConfigTDP Levels (R/O) 
00: Only Base TDP level available. 

01: One additional TDP level available. 
O2: Two additional TDP level available. 
03: Reserved 


39:35 


Reserved 


47:40 


Package 


Maximum Efficiency Ratio (R/O) 


This is the minimum ratio (maximum efficiency) that 
the processor can operate, in units of 1O0MHz. 


55:48 


Package 


Minimum Operating Ratio (R/O) 


Contains the minimum supported operating ratio in 
units of 100 MHz. 


63:56 


Reserved 
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Table 2-25. Additional MSRs Supported by 3rd Generation Intel® Core™ Processors 
(based on Intel® microarchitecture code name Ivy Bridge) (Contd.) 


Register 

Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
E2H 226 | MSR_PKG_CST_CONFIG_CONTROL Core C-State Configuration Control (R/W) 


Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


See http://biosbits.org. 


2:0 Package C-State Limit (R/W) 


Specifies the lowest processor-specific C-state code 
name (consuming the least power) for the package. 

The default is set as factory-configured package C- 

state limit. 


The following C-state code name encodings are 
supported: 


00Ob: CO/C1 (no package C-sate support) 

001b: C2 

010b: C6 no retention 

011b: C6 retention 

100b: C7 

101b: C7s 

111: No package C-state limit. 

Note: This field cannot be used to limit package C- 


State to C3. 
9:3 Reserved 
10 I/O MWAIT Redirection Enable (R/W) 


When set, will map IO_read instructions sent to IO 
register specified by MSR_PMG_IO_CAPTURE_BASE 
to MWAIT instructions. 


14:11 Reserved 

15 CFG Lock (R/WO) 
When set, locks bits 15:0 of this register until next 
reset. 

24:16 Reserved 

25 C3 State Auto Demotion Enable (R/W) 


When set, the processor will conditionally demote 
C6/C7 requests to C3 based on uncore auto-demote 
information. 


26 C1 State Auto Demotion Enable (R/W) 


When set, the processor will conditionally demote 
C3/C6/C7 requests to C1 based on uncore auto- 
demote information. 


27 Enable C3 Undemotion (R/W) 
When set, enables undemotion from demoted C3. 
28 Enable C1 Undemotion (R/W) 


When set, enables undemotion from demoted C1. 
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Table 2-25. Additional MSRs Supported by 3rd Generation Intel® Core™ Processors 
(based on Intel® microarchitecture code name Ivy Bridge) (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
63:29 Reserved 
639H | 1593 | MSR_PPO_ENERGY_STATUS Package PPO Energy Status (R/O) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 
648H | 1608 | MSR_CONFIG_TDP_NOMINAL Package Base TDP Ratio (R/O) 
7:0 Config_TDP_Base 
Base TDP level ratio to be used for this specific 
processor (in units of 100 MHz). 
63:8 Reserved 
649H 1609 | MSR_CONFIG_TDP_LEVEL1 Package ConfigTDP Level 1 ratio and power level (R/O) 
14:0 PKG_TDP_LVL1 
Power setting for ConfigTDP Level 1. 
15 Reserved 
23:16 Config_TDP_LVL1_Ratio 
ConfigTDP level 1 ratio to be used for this specific 
processor. 
31:24 Reserved 
46:32 PKG_MAX_PWR_LVL1 
Max Power setting allowed for ConfigTDP Level 1. 
47 Reserved 
62:48 PKG_MIN_PWR_LVL1 
MIN Power setting allowed for ConfigTDP Level 1. 
63 Reserved 
64AH 1610 | MSR_CONFIG_TDP_LEVEL2 Package ConfigTDP Level 2 ratio and power level (R/O) 
14:0 PKG_TDP_LVL2 
Power setting for ConfigTDP Level 2. 
15 Reserved 
23:16 Config_TDP_LVL2_Ratio 
ConfigTDP level 2 ratio to be used for this specific 
processor. 
31:24 Reserved 
46:32 PKG_MAX_PWR_LVL2 
Max Power setting allowed for ConfigTDP Level 2. 
47 Reserved 
62:48 PKG_MIN_PWR_LVL2 
MIN Power setting allowed for ConfigTDP Level 2. 
63 Reserved 
64BH | 1611 | MSR_CONFIG_TDP_CONTROL Package ConfigTDP Control (R/W) 
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Table 2-25. Additional MSRs Supported by 3rd Generation Intel® Core™ Processors 
(based on Intel® microarchitecture code name Ivy Bridge) (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
1:0 TDP_LEVEL (RW/L) 
System BIOS can program this field. 
30:2 Reserved. 
31 Config_TDP_Lock (RW/L) 
When this bit is set, the content of this register is 
locked until a reset. 
63:32 Reserved 
64CH | 1612 | MSR_TURBO_ACTIVATION_RATIO Package ConfigTDP Control (R/W) 
7:0 MAX_NON_TURBO_RATIO (RW/L) 
System BIOS can program this field. 
30:8 Reserved 
31 TURBO_ACTIVATION_RATIO_Lock (RW/L) 
When this bit is set, the content of this register is 
locked until a reset. 
63:32 Reserved 
See Table 2-20, Table 2-21 and Table 2-22 for other MSR definitions applicable to processors with CPUID signature O6_3AH. 


2.12.1 MSRs In Intel® Xeon® Processor E5 v2 Product Family (Based on Ivy Bridge-€ 
Microarchitecture) 

Table 2-26 lists model-specific registers (MSRs) that are specific to the Intel® Xeon® Processor E5 v2 Product 

Family (based on Ivy Bridge-E microarchitecture). These processors have a CPUID signature with 


DisplayFamily_DisplayModel of 06_3EH, see Table 2-1. These processors supports the MSR interfaces listed in 
Table 2-20, and Table 2-26. 


Table 2-26. MSRs Supported by Intel® Xeon® Processors E5 v2 Product Family (based on Ivy Bridge-E 
microarchitecture) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
4€H 78 MSR_PPIN_CTL Package Protected Processor Inventory Number Enable Control 
(R/W) 
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Table 2-26. MSRs Supported by Intel® Xeon® Processors E5 v2 Product Family (based on Ivy Bridge-E 


microarchitecture) (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


4FH 


79 


LockOut (R/WO) 


If O, indicates that further writes to MSR_PPIN_CTL is 
allowed. 

If 1, indicates that further writes to MSR_PPIN_CTL is 
disallowed. Writing 1 to this bit is only permitted if the 
Enable_PPIN bit is clear. 

The Privileged System Software Inventory Agent 
should read MSR_PPIN_CTL[bit 1] to determine if 
MSR_PPIN is accessible. 

The Privileged System Software Inventory Agent is not 
expected to write to this MSR. 


Enable_PPIN (R/w) 


If 1, indicates that MSR_PPIN is accessible using 
RDMSR. 


If 0, indicates that MSR_PPIN is inaccessible using 
RDMSR. Any attempt to read MSR_PPIN will cause #GP. 


63:2 


MSR_PPIN 


Package 


Reserved 


Protected Processor Inventory Number (R/O) 


63:0 


Protected Processor Inventory Number (R/O) 


A unique value within a given CPUID 
family/model/stepping signature that a privileged 
inventory initialization agent can access to identify 
each physical processor, when access to MSR_PPIN is 
enabled. Access to MSR_PPIN is permitted only if 
MSR_PPIN_CTL[bits 1:0] = ‘10b’. 


CEH 


206 


MSR_PLATFORM_INFO 


Package 


Platform Information 


Contains power management and other model specific 
features enumeration. See http://biosbits.org. 


7:0 


Reserved 


15:8 


Package 


Maximum Non-Turbo Ratio (R/O) 


This is the ratio of the frequency that invariant TSC 
runs at. Frequency = ratio * 100 MHz. 


22:16 


Reserved 


23 


Package 


PPIN_CAP (R/O) 


When set to 1, indicates that Protected Processor 
Inventory Number (PPIN) capability can be enabled for 
a privileged system inventory agent to read PPIN from 
MSR_PPIN. 


When set to O, PPIN capability is not supported. An 
attempt to access MSR_PPIN_CTL or MSR_PPIN will 
cause #GP. 


27:24 


Reserved 
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Table 2-26. MSRs Supported by Intel® Xeon® Processors E5 v2 Product Family (based on Ivy Bridge-E 
microarchitecture) (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


28 


Package 


Programmable Ratio Limit for Turbo Mode (R/O) 

When set to 1, indicates that Programmable Ratio Limit 
for Turbo mode is enabled. When set to 0, indicates 
Programmable Ratio Limit for Turbo mode is disabled. 


29 


Package 


Programmable TDP Limit for Turbo Mode (R/O) 


When set to 1, indicates that TDP Limit for Turbo mode 
is programmable. When set to O, indicates TDP Limit for 
Turbo mode is not programmable. 


30 


Package 


Programmable T] OFFSET (R/O) 


When set to 1, indicates that 
MSR_TEMPERATURE_TARGET.[27:24] is valid and 
writable to specify a temperature offset. 


39:31 
47:40 


Package 


Reserved 


Maximum Efficiency Ratio (R/O) 


This is the minimum ratio (maximum efficiency) that 
the processor can operate, in units of 1OOMHz. 


63:48 


Reserved 


€2H 


226 


MSR_PKG_CST_CONFIG_CONTROL 


Core 


C-State Configuration Control (R/W) 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 


See http://biosbits.org. 


2:0 


Package C-State Limit (R/W) 


Specifies the lowest processor-specific C-state code 
name (consuming the least power) for the package. 

The default is set as factory-configured package C- 

state limit. 


The following C-state code name encodings are 
supported: 


OOOb: CO/C1 (no package C-sate support) 
001b: C2 

010b: C6 no retention 

011b: C6 retention 

100b: C7 

101b: C7s 

111: No package C-state limit. 


Note: This field cannot be used to limit package C-state 
to C3. 


9:3 


Reserved 


10 


I/O MWAIT Redirection Enable (R/W) 


When set, will map IO_read instructions sent to IO 
register specified by MSR_PMG_IO_CAPTURE_BASE to 
MWAIT instructions. 
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Table 2-26. MSRs Supported by Intel® Xeon® Processors E5 v2 Product Family (based on Ivy Bridge-E 
microarchitecture) (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
14:11 Reserved 
15 CFG Lock (R/WO) 
When set, locks bits 15:0 of this register until next 
reset. 
63:16 Reserved 
179H 377 | IA32_MCG_CAP Thread Global Machine Check Capability (R/O) 
7:0 Count 
8 MCG_CTL_P 
9 MCG_EXT_P 
10 MCP_CMCI_P 
11 MCG_TES_P 
15:12 Reserved 
23:16 MCG_EXT_CNT 
24 MCG_SER_P 
25 Reserved 
26 MCG_ELOG_P 
63:27 Reserved 
17FH 383 | MSR_ERROR_CONTROL Package MC Bank Error Configuration (R/W) 
0 Reserved 
1 MemeError Log Enable (R/W) 
When set, enables IMC status bank to log additional info 
in bits 36:32. 
63:2 Reserved 
1A2H 418 | MSR_TEMPERATURE_TARGET Package Temperature Target 
15:0 Reserved 
23:16 Temperature Target (RO) 
The minimum temperature at which PROCHOT# will be 
asserted. The value is degrees C. 
27:24 TCC Activation Offset (R/W) 
Specifies a temperature offset in degrees C from the 
temperature target (bits 23:16). PROCHOT# will assert 
at the offset target temperature. Write is permitted 
only if MSR_PLATFORM_INFO.[30] is set. 
63:28 Reserved 
1AEH 430 |MSR_TURBO_RATIO_LIMIT1 Package Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO.[28] = 0. 
RW if MSR_PLATFORM_INFO.[28] = 1. 
7:0 Package Maximum Ratio Limit for 9C 
Maximum turbo ratio limit of 9 core active. 
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Table 2-26. MSRs Supported by Intel® Xeon® Processors E5 v2 Product Family (based on Ivy Bridge-E 
microarchitecture) (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
15:8 Package Maximum Ratio Limit for 10C 
Maximum turbo ratio limit of 10 core active. 
23:16 Package Maximum Ratio Limit for 11C 
Maximum turbo ratio limit of 11 core active. 
31:24 Package Maximum Ratio Limit for 12C 
Maximum turbo ratio limit of 12 core active. 
63:32 Reserved 
285H 645 | IA32_MC5_CTL2 Package See Table 2-2. 
286H 646 | IA32_MC6_CTL2 Package See Table 2-2. 
287H 647 | IA32_MC7_CTL2 Package See Table 2-2. 
288H 648 | IA32_MC8_CTL2 Package See Table 2-2. 
289H 649 | IA32_MC9_CTL2 Package See Table 2-2. 
28AH 650 | IA32_MC10_CTL2 Package See Table 2-2. 
28BH 651 ‘| IA32_MC11_CTL2 Package See Table 2-2. 
28CH 652 | IA32_MC12_CTL2 Package See Table 2-2. 
28DH 653 | IA32_MC13_CTL2 Package See Table 2-2. 
28€H 654 | IA32_MC14_CTL2 Package See Table 2-2. 
28FH 655 | IA32_MC15_CTL2 Package See Table 2-2. 
290H 656 | IA32_MC16_CTL2 Package See Table 2-2. 
291H 657 | IA32_MC17_CTL2 Package See Table 2-2. 
292H 658 | IA32_MC18_CTL2 Package See Table 2-2. 
293H 659 | IA32_MC19_CTL2 Package See Table 2-2. 
294H 660 | IA32_MC20_CTL2 Package See Table 2-2. 
295H 661 | IA32_MC21_CTL2 Package See Table 2-2. 
296H 662 | IA32_MC22_CTL2 Package See Table 2-2. 
297H 663 | IA32_MC23_CTL2 Package See Table 2-2. 
298H 664 | IA32_MC24_CTL2 Package See Table 2-2. 
299H 665 | IA32_MC25_CTL2 Package See Table 2-2. 
29AH 666 | IA32_MC26_CTL2 Package See Table 2-2. 
29BH 667 | IA32_MC27_CTL2 Package See Table 2-2. 
29CH 668 | IA32_MC28_CTL2 Package See Table 2-2. 
414H | 1044 | IA32_MC5_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
415H | 1045 | 1A32_MCS5_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 
416eH | 1046 | 1A32_MC5_ADDR Package Bank MC5 reports MC errors from the Intel QP! module. 
417H | 1047 | IA32_MC5_MISC Package 
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Table 2-26. MSRs Supported by Intel® Xeon® Processors E5 v2 Product Family (based on Ivy Bridge-E 


microarchitecture) (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

418H | 1048 | IA32_MC6_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
419H | 1049 | 1A32_MC6_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC6 reports MC errors from the integrated I/O 
41AH | 1050 | 1A32_MC6_ADDR Package module. 
41BH | 1051 | 1A32_MC6_MISC Package 
41CH | 1052 | IA32_MC7_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
41DH | 1053 | 1A32_MC7_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC7 and MC 8 report MC errors from the two 
41E€H | 1054 | IA32_MC7_ADDR Package home agents. 
41FH | 1055 | IA32_MC7_MISC Package 
420H | 1056 | IA32_MC8_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
421H | 1057 | 1A32.MC8_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC7 and MC 8 report MC errors from the two 
422H | 1058 | 1IA32_MC8_ADDR Package home agents. 
423H | 1059 | IA32_MC8_MISC Package 
424H | 1060 | IA32_MC9_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
425H | 1061 | 1A32_MC9_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 through MC 16 report MC errors from each 
426H 1062 | IA32_MC9_ADDR Package channel of the integrated memory controllers. 
427H | 1063 | 1IA32_MC9_MISC Package 
428H | 1064 | 1A32_MC10_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
429H | 1065 | 1A32_MC10. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 through MC 16 report MC errors from each 
42AH 1066 | |A32_MC10_ADDR Package channel of the integrated memory controllers. 
42BH | 1067 | IA32_MC10_MISC Package 
42CH | 1068 | IA32_MC11_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
42DH 1069 | IA32_MC11_STATUS Package Bank MC11 reports MC errors from a specific channel 
42EH 1070 | 1A32_MC11_ADDR Package of the integrated memory controller. 
42FH | 1071 | IA32_MC11_MISC Package 
430H | 1072 | 1A32_MC12_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
431H | 1073 | 1A32.MC12. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 through MC 16 report MC errors from each 
432H 1074 | |A32_MC12_ADDR Package channel of the integrated memory controllers. 
433H | 1075 | 1A32_MC12_MISC Package 
434H | 1076 | 1A32_MC13_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
435H | 1077 | 1A32.MC13. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 through MC 16 report MC errors from each 
436H 1078 | |A32_MC13_ADDR Package channel of the integrated memory controllers. 
437H | 1079 | 1A32_MC13_MISC Package 
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Table 2-26. MSRs Supported by Intel® Xeon® Processors E5 v2 Product Family (based on Ivy Bridge-E 
microarchitecture) (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

438H | 1080 | IA32_MC14_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
439H | 1081 |1A32.MC14. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Banks MC9 through MC 16 report MC errors from each 
43AH 1082 | IA32_MC14_ADDR Package channel of the integrated memory controllers. 
43BH | 1083 | IA32_MC14_MISC Package 
43CH | 1084 | IA32_MC15_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
430H | 1085 | 1A32_MC15. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 through MC 16 report MC errors from each 
43H 1086 | IA32_MC15_ADDR Package channel of the integrated memory controllers. 
43FH | 1087 | IA32_MC15_MISC Package 
440H | 1088 | IA32_MC16_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
441H | 1089 |1A32_MC16_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Banks MC9 through MC 16 report MC errors from each 
442H 1090 | IA32_MC16_ADDR Package channel of the integrated memory controllers. 
443H | 1091 | IA32_MC16_MISC Package 
444H | 1092 | IA32_MC17_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
445H | 1093 | 1A32.MC17_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC17 reports MC errors from a specific CBo (core 
446H 1094 | IA32_MC17_ADDR Package broadcast) and its corresponding slice of L3. 
447H | 1095 | 1IA32_MC17_MISC Package 
448H | 1096 | IA32_MC18_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
449H | 1097 | 1A32.MC18_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Bank MC18 reports MC errors from a specific CBo (core 
44AH 1098 | IA32_MC18_ADDR Package broadcast) and its corresponding slice of L3. 
44BH | 1099 | IA32_MC18_ MISC Package 
44CH | 1100 | IA32_MC19_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
44pH | 1101 | 1A32_MC19_ STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC19 reports MC errors from a specific CBo (core 
44€H 1102 | 1A32_MC19_ADDR Package broadcast) and its corresponding slice of L3. 
44FH | 1103 | IA32_MC19_MISC Package 
450H | 1104 | IA32_MC20_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
451H 1105 | IA32_MC20_STATUS Package Bank MC20 reports MC errors from a specific CBo (core 
452H 1106 | 1A32_MC20_ADDR Package broadcast) and its corresponding slice of L3. 
453H | 1107 | IA32_MC20_MISC Package 
454H | 1108 | IA32_MC21_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
455H | 1109 |1A32.MC21_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Bank MC21 reports MC errors from a specific CBo (core 
456H 1110 | 1A32_MC21_ADDR Package broadcast) and its corresponding slice of L3. 
457H | 1111 | 1A32_MC21_MISC Package 
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Table 2-26. MSRs Supported by Intel® Xeon® Processors E5 v2 Product Family (based on Ivy Bridge-E 
microarchitecture) (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

458H | 1112 | 1A32_MC22_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
459H | 1113 | 1A32.MC22.STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC22 reports MC errors from a specific CBo (core 
45AH 1114 | IA32_MC22_ADDR Package broadcast) and its corresponding slice of L3. 
45BH | 1115 | 1A32_MC22_MISC Package 
45CH | 1116 | IA32_MC23_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
45DH | 1117 | 1A32.MC23. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC23 reports MC errors from a specific CBo (core 
45€H 1118 | IA32_MC23_ADDR Package broadcast) and its corresponding slice of L3. 
45FH | 1119 | IA32_MC23_MISC Package 
460H | 1120 | IA32_MC24 CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
461H | 1121 | 1A32.MC24. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC24 reports MC errors from a specific CBo (core 
462H 1122 | 1A32_MC24_ADDR Package broadcast) and its corresponding slice of L3. 
463H | 1123 | 1A32_MC24 MISC Package 
464H | 1124 | 1A32_MC25_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
465H | 1125 | 1A32.MC25. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC25 reports MC errors from a specific CBo (core 
466H 1126 | |A32_MC25_ADDR Package broadcast) and its corresponding slice of L3. 
467H | 1127 | 1A32_MC2MISC Package 
468H | 1128 | 1IA32_MC26_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
469H | 1129 | 1A32_MC26. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC26 reports MC errors from a specific CBo (core 
46AH 1130 | IA32_MC26_ADDR Package broadcast) and its corresponding slice of L3. 
46BH | 1131 | 1A32_MC26_MISC Package 
46CH | 1132 | IA32_MC27_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
46DH | 1133 | 1A32.MC27_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC27 reports MC errors from a specific CBo (core 
46H 1134 | 1A32_MC27_ADDR Package broadcast) and its corresponding slice of L3. 
46FH | 1135 | IA32_MC27_MISC Package 
470H | 1136 | 1A32_MC28_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
471H | 1137 | 1A32.MC28_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC28 reports MC errors from a specific CBo (core 
472H 1138 | IA32_MC28_ADDR Package broadcast) and its corresponding slice of L3. 
473H | 1139 | 1A32_MC28_MISC Package 
613H | 1555 |MSR_PKG_PERF_STATUS Package Package RAPL Perf Status (R/O) 
618H | 1560 | MSR_DRAM_POWER_LIMIT Package DRAM RAPL Power Limit Control (R/W) 

See Section 14.10.5, “DRAM RAPL Domain.” 
619H | 1561 | MSR_DRAM_ENERGY_STATUS Package DRAM Energy Status (R/O) 

See Section 14.10.5, “DRAM RAPL Domain.” 
61BH | 1563 | MSR_DRAM_PERF_STATUS Package DRAM Performance Throttling Status (R/O) 

See Section 14.10.5, “DRAM RAPL Domain.” 
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Table 2-26. MSRs Supported by Intel® Xeon® Processors E5 v2 Product Family (based on Ivy Bridge-E 
microarchitecture) (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
61CH | 1564 | MSR_DRAM_POWER_INFO Package DRAM RAPL Parameters (R/W) 
See Section 14.10.5, “DRAM RAPL Domain.” 
639H | 1593 | MSR_PPO_ENERGY_STATUS Package PPO Energy Status (R/O) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 


See Table 2-20, for other MSR definitions applicable to Intel Xeon processor E5 v2 with CPUID signature O6_3EH. 


2.12.2 


Additional MSRs Supported by Intel® Xeon® Processor E7 v2 Family 


Intel® Xeon® processor E7 v2 family (based on Ivy Bridge-E microarchitecture) with CPUID 
DisplayFamily_DisplayModel signature 06_3EH supports the MSR interfaces listed in Table 2-20, Table 2-26, and 


Table 2-27. 
Table 2-27. Additional MSRs Supported by Intel® Xeon® Processor E7 v2 Family 
with DisplayFamily_DisplayModel Signature 06_3EH 
Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
3AH 58 IA32_FEATURE_CONTROL Thread Control Features in Intel 64 Processor (R/W) 
See Table 2-2. 

0 Lock (R/WL) 
1 Enable VMX Inside SMX Operation (R/WL) 
2 Enable VMX Outside SMX Operation (R/WL) 
14:8 SENTER Local Functions Enables (R/WL) 
15 SENTER Global Functions Enable (R/WL) 
63:16 Reserved 

179H 377 | IA32_MCG_CAP Thread Global Machine Check Capability (R/O) 
7:0 Count 
8 MCG_CTL_P 
9 MCG_EXT_P 
10 MCP_CMCI_P 
11 MCG_TES_P 
15:12 Reserved 
23:16 MCG_EXT_CNT 
24 MCG_SER_P 
63:25 Reserved 

17AH 378 | IA32_MCG_STATUS Thread Global Machine Check Status (R/WO) 
0 RIPV 
1 EIPV 
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Table 2-27. Additional MSRs Supported by Intel® Xeon® Processor E7 v2 Family 
with DisplayFamily_DisplayModel Signature 06_3E€H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
2 MCIP 
3 LMCE Signaled 
63:4 Reserved 
1AEH 430 |MSR_TURBO_RATIO_LIMIT1 Package Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO.[28] = 0. 
RW if MSR_PLATFORM_INFO.[28] = 1. 
7:0 Package Maximum Ratio Limit for 9C 
Maximum turbo ratio limit of 9 core active. 
15:8 Package Maximum Ratio Limit for 10C 
Maximum turbo ratio limit of 10core active. 
23:16 Package Maximum Ratio Limit for 11C 
Maximum turbo ratio limit of 11 core active. 
31:24 Package Maximum Ratio Limit for 12C 
Maximum turbo ratio limit of 12 core active. 
39:32 Package Maximum Ratio Limit for 13C 
Maximum turbo ratio limit of 13 core active. 
47:40 Package Maximum Ratio Limit for 14C 
Maximum turbo ratio limit of 14 core active. 
55:48 Package Maximum Ratio Limit for 15C 
Maximum turbo ratio limit of 15 core active. 
62:56 Reserved 
63 Package Semaphore for Turbo Ratio Limit Configuration 
If 1, the processor uses override configuration! specified 
in MSR_TURBO_RATIO_LIMIT and 
MSR_TURBO_RATIO_LIMIT1. 
If O, the processor uses factory-set configuration 
(Default). 
29DH 669 | IA32_MC29_CTL2 Package See Table 2-2. 
29€H 670 | IA32_MC30_CTL2 Package See Table 2-2. 
29FH 671 | IA32_MC31_CTL2 Package See Table 2-2. 
3F1H 1009 | MSR_PEBS_ENABLE Thread See Section 18.3.1.1.1, “Processor Event Based Sampling 
(PEBS).” 
0 Enable PEBS on IA32_PMCO (R/W) 
1 Enable PEBS on IA32_PMC1 (R/W) 
2 Enable PEBS on IA32_PMC2 (R/W) 
3 Enable PEBS on IA32_PMC3 (R/W) 
31:4 Reserved 
32 Enable Load Latency on I[A32_PMCO (R/W) 
33 Enable Load Latency on IA32_PMC1 (R/W) 
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Table 2-27. Additional MSRs Supported by Intel® Xeon® Processor E7 v2 Family 
with DisplayFamily_DisplayModel Signature 06_3E€H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
34 Enable Load Latency on IA32_PMC2 (R/W) 
35 Enable Load Latency on IA32_PMC3 (R/W) 
63:36 Reserved 
41BH | 1051 | 1A32_MC6_MISC Package Misc MAC Information of Integrated I/0 (R/O) 
See Section 15.3.2.4. 
5:0 Recoverable Address LSB 
8:6 Address Mode 
15:9 Reserved 
31:16 PCI Express Requestor ID 
39:32 PCI Express Segment Number 
63:32 Reserved 
474H | 1140 | 1IA32_MC29_ CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
475H | 1141 | 1A32.MC29_ STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Bank MC29 reports MC errors from a specific CBo (core 
476H 1142 | 1A32_MC29_ADDR Package broadcast) and its corresponding slice of L3. 
477H | 1143 | 1A32_MC29_ MISC Package 
478H | 1144 | IA32_MC30_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
479H | 1145 | 1A32_MC30.STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Bank MC30 reports MC errors from a specific CBo (core 
47AH 1146 | IA32_MC30_ADDR Package broadcast) and its corresponding slice of L3. 
47BH | 1147 | 1A32_MC30_MISC Package 
47CH | 1148 | IA32_MC31_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
47DH | 1149 | 1A32_MC31_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Bank MC31 reports MC errors from a specific CBo (core 
47€H 1150 | IA32_MC31_ADDR Package broadcast) and its corresponding slice of L3. 
47FH | 1147 | IA32_MC31_MISC Package 
See Table 2-20, Table 2-26 for other MSR definitions applicable to Intel Xeon processor E7 v2 with CPUID signature O6_3AH. 
NOTES: 


1. An override configuration lower than the factory-set configuration is always supported. An override configuration higher than the 
factory-set configuration is dependent on features specific to the processor and the platform. 


2.12.3. Additional Uncore PMU MSRs in the Intel® Xeon® Processor €5 v2 and €7 v2 Families 


Intel Xeon Processor E5 v2 and E7 v2 families are based on the Ivy Bridge-E microarchitecture. The MSR-based 
uncore PMU interfaces are listed in Table 2-24 and Table 2-28. For complete detail of the uncore PMU, refer to Intel 
Xeon Processor E5 v2 Product Family Uncore Performance Monitoring Guide. These processors have a CPUID signa- 
ture with DisplayFamily_DisplayModel of 06_3EH. 
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Table 2-28. Uncore PMU MSRs in Intel® Xeon® Processor E5 v2 and E7 v2 Families 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

COOH 3072 | MSR_PMON_GLOBAL_CTL Package Uncore Perfmon Per-Socket Global Control 

CO1H 3073 | MSR_PMON_GLOBAL_STATUS Package Uncore Perfmon Per-Socket Global Status 

CO6H 3078 | MSR_PMON_GLOBAL_CONFIG Package Uncore Perfmon Per-Socket Global Configuration 

C15H 3093 | MSR_U_PMON_BOX_STATUS Package Uncore U-box Perfmon U-Box Wide Status 

C35H 3125 | MSR_PCU_PMON_BOX_STATUS Package Uncore PCU Perfmon Box Wide Status 

D1AH | 3354 | MSR_CO_PMON_BOX_FILTER1 Package Uncore C-Box 0 Perfmon Box Wide Filter1 

D3AH | 3386 | MSR_C1_PMON_BOX_FILTER1 Package Uncore C-Box 1 Perfmon Box Wide Filter1 

D5AH | 3418 | MSR_C2_PMON_BOX_FILTER1 Package Uncore C-Box 2 Perfmon Box Wide Filter1 

D7AH | 3450 | MSR_C3_PMON_BOX_FILTER1 Package Uncore C-Box 3 Perfmon Box Wide Filter1 

DSAH | 3482 | MSR_C4_PMON_BOX_FILTER1 Package Uncore C-Box 4 Perfmon Box Wide Filter1 

DBAH | 3514 | MSR_C5_PMON_BOX_FILTER1 Package Uncore C-Box 5 Perfmon Box Wide Filter1 

DDAH | 3546 | MSR_C6_PMON_BOX_FILTER1 Package Uncore C-Box 6 Perfmon Box Wide Filter1 

DFAH 3578 | MSR_C7_PMON_BOX_FILTER1 Package Uncore C-Box 7 Perfmon Box Wide Filter1 

E04H 3588 | MSR_C8_PMON_BOX_CTL Package Uncore C-Box 8 Perfmon Local Box Wide Control 

€10H 3600 | MSR_C8_PMON_EVNTSELO Package Uncore C-Box 8 Perfmon Event Select for C-Box 8 
Counter 0 

€11H | 3601 | MSR_C8_PMON_EVNTSEL1 Package Uncore C-Box 8 Perfmon Event Select for C-Box 8 
Counter 1 

E€12H 3602 | MSR_C8_PMON_EVNTSEL2 Package Uncore C-Box 8 Perfmon Event Select for C-Box 8 
Counter 2 

€13H | 3603 | MSR_C8_PMON_EVNTSEL3 Package Uncore C-Box 8 Perfmon Event Select for C-Box 8 
Counter 3 

E14H 3604 | MSR_C8_PMON_BOX_FILTER Package Uncore C-Box 8 Perfmon Box Wide Filter 

€16H 3606 | MSR_C8_PMON_CTRO Package Uncore C-Box 8 Perfmon Counter 0 

€17H 3607 | MSR_C8_PMON_CTR1 Package Uncore C-Box 8 Perfmon Counter 1 

€18H 3608 | MSR_C8_PMON_CTR2 Package Uncore C-Box 8 Perfmon Counter 2 

€19H 3609 | MSR_C8_PMON_CTR3 Package Uncore C-Box 8 Perfmon Counter 3 

E1AH 3610 | MSR_C8_PMON_BOX_FILTER1 Package Uncore C-Box 8 Perfmon Box Wide Filter1 

E24H 3620 | MSR_C9_PMON_BOX_CTL Package Uncore C-Box 9 Perfmon Local Box Wide Control 

€30H 3632 | MSR_C9_PMON_EVNTSELO Package Uncore C-Box 9 Perfmon Event Select for C-box 9 
Counter 0 

€31H 3633 | MSR_C9_PMON_EVNTSEL1 Package Uncore C-Box 9 Perfmon Event Select for C-box 9 
Counter 1 

€32H 3634 | MSR_C9_PMON_EVNTSEL2 Package Uncore C-Box 9 Perfmon Event Select for C-box 9 
Counter 2 

€33H 3635 | MSR_C9_PMON_EVNTSEL3 Package Uncore C-Box 9 Perfmon Event Select for C-box 9 
Counter 3 

E€34H 3636 | MSR_C9_PMON_BOX_FILTER Package Uncore C-Box 9 Perfmon Box Wide Filter 

€36H 3638 | MSR_C9_PMON_CTRO Package Uncore C-Box 9 Perfmon Counter O 
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Table 2-28. Uncore PMU MSRs in Intel® Xeon® Processor €5 v2 and E7 v2 Families (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

€37H 3639 | MSR_C9_PMON_CTR1 Package Uncore C-Box 9 Perfmon Counter 1 

E€38H 3640 | MSR_C9_PMON_CTR2 Package Uncore C-Box 9 Perfmon Counter 2 

€39H 3641 | MSR_C9_PMON_CTR3 Package Uncore C-Box 9 Perfmon Counter 3 

E3AH 3642 | MSR_C9_PMON_BOX_FILTER1 Package Uncore C-Box 9 Perfmon Box Wide Filter1 

E44H 3652 | MSR_C10_PMON_BOX_CTL Package Uncore C-Box 10 Perfmon Local Box Wide Control 

€50H 3664 | MSR_C10_PMON_EVNTSELO Package Uncore C-Box 10 Perfmon Event Select for C-Box 
10 Counter 0 

€51H 3665 | MSR_C10_PMON_EVNTSEL1 Package Uncore C-Box 10 Perfmon Event Select for C-Box 
10 Counter 1 

€52H 3666 | MSR_C10_PMON_EVNTSEL2 Package Uncore C-Box 10 Perfmon Event Select for C-Box 
10 Counter 2 

€53H 3667 | MSR_C10_PMON_EVNTSEL3 Package Uncore C-Box 10 Perfmon Event Select for C-Box 
10 Counter 3 

E€54H 3668 | MSR_C10_PMON_BOX_FILTER Package Uncore C-Box 10 Perfmon Box Wide Filter 

€56H 3670 | MSR_C10_PMON_CTRO Package Uncore C-Box 10 Perfmon Counter O 

€57H 3671 | MSR_C10_PMON_CTR1 Package Uncore C-Box 10 Perfmon Counter 1 

€58H 3672 | MSR_C10_PMON_CTR2 Package Uncore C-Box 10 Perfmon Counter 2 

€59H 3673 | MSR_C10_PMON_CTR3 Package Uncore C-Box 10 Perfmon Counter 3 

E5AH 3674 | MSR_C10_PMON_BOX_FILTER1 Package Uncore C-Box 10 Perfmon Box Wide Filter1 

€64H 3684 | MSR_C11_PMON_BOX_CTL Package Uncore C-Box 11 Perfmon Local Box Wide Control 

€70H 3696 | MSR_C11_PMON_EVNTSELO Package Uncore C-Box 11 Perfmon Event Select for C-Box 
11 Counter 0 

€71H 3697 | MSR_C11_PMON_EVNTSEL1 Package Uncore C-Box 11 Perfmon Event Select for C-Box 
11 Counter 1 

E€72H 3698 | MSR_C11_PMON_EVNTSEL2 Package Uncore C-Box 11 Perfmon Event Select for C-Box 
11 Counter 2 

€73H 3699 | MSR_C11_PMON_EVNTSEL3 Package Uncore C-Box 11 Perfmon Event Select for C-Box 
11 Counter 3 

E€74H 3700 | MSR_C11_PMON_BOX_FILTER Package Uncore C-Box 11 Perfmon Box Wide Filter 

€76H 3702 | MSR_C11_PMON_CTRO Package Uncore C-Box 11 Perfmon Counter O 

€77H 3703 | MSR_C11_PMON_CTR1 Package Uncore C-Box 11 Perfmon Counter 1 

€78H 3704 | MSR_C11_PMON_CTR2 Package Uncore C-Box 11 Perfmon Counter 2 

€79H 3705 | MSR_C11_PMON_CTR3 Package Uncore C-Box 11 Perfmon Counter 3 

E7AH 3706 | MSR_C11_PMON_BOX_FILTER1 Package Uncore C-Box 11 Perfmon Box Wide Filter1 

E84H 3716 | MSR_C12_PMON_BOX_CTL Package Uncore C-Box 12 Perfmon Local Box Wide Control 

E90H 3728 | MSR_C12_PMON_EVNTSELO Package Uncore C-Box 12 Perfmon Event Select for C-Box 
12 Counter 0 

€91H 3729 | MSR_C12_PMON_EVNTSEL1 Package Uncore C-Box 12 Perfmon Event Select for C-Box 
12 Counter 1 
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Table 2-28. Uncore PMU MSRs in Intel® Xeon® Processor E5 v2 and E7 v2 Families (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

E92H 3730 | MSR_C12_PMON_EVNTSEL2 Package Uncore C-Box 12 Perfmon Event Select for C-Box 
12 Counter 2 

€93H | 3731 | MSR_C12_PMON_EVNTSEL3 Package Uncore C-Box 12 Perfmon Event Select for C-Box 
12 Counter 3 

E94H 3732 | MSR_C12_PMON_BOX_FILTER Package Uncore C-Box 12 Perfmon Box Wide Filter 

E96H 3734 | MSR_C12_PMON_CTRO Package Uncore C-Box 12 Perfmon Counter 0 

€97H 3735 | MSR_C12_PMON_CTR1 Package Uncore C-Box 12 Perfmon Counter 1 

€98H 3736 | MSR_C12_PMON_CTR2 Package Uncore C-Box 12 Perfmon Counter 2 

E99H 3737 | MSR_C12_PMON_CTR3 Package Uncore C-Box 12 Perfmon Counter 3 

ESAH 3738 | MSR_C12_PMON_BOX_FILTER1 Package Uncore C-Box 12 Perfmon Box Wide Filter1 

EA4H 3748 | MSR_C13_PMON_BOX_CTL Package Uncore C-Box 13 Perfmon Local Box Wide Control 

EBOH 3760 | MSR_C13_PMON_EVNTSELO Package Uncore C-Box 13 Perfmon Event Select for C-Box 
13 Counter 0 

€B1H 3761 | MSR_C13_PMON_EVNTSEL1 Package Uncore C-Box 13 Perfmon Event Select for C-Box 
13 Counter 1 

EB2H 3762 | MSR_C13_PMON_EVNTSEL2 Package Uncore C-Box 13 Perfmon Event Select for C-Box 
13 Counter 2 

EB3H 3763 | MSR_C13_PMON_EVNTSEL3 Package Uncore C-Box 13 Perfmon Event Select for C-Box 
13 Counter 3 

EB4H 3764 | MSR_C13_PMON_BOX_FILTER Package Uncore C-Box 13 Perfmon Box Wide Filter 

EB6H 3766 | MSR_C13_PMON_CTRO Package Uncore C-Box 13 Perfmon Counter 0 

EB7H 3767 | MSR_C13_PMON_CTR1 Package Uncore C-Box 13 Perfmon Counter 1 

EB8H 3768 | MSR_C13_PMON_CTR2 Package Uncore C-Box 13 Perfmon Counter 2 

EBSH 3769 | MSR_C13_PMON_CTR3 Package Uncore C-Box 13 Perfmon Counter 3 

EBAH 3770 | MSR_C13_PMON_BOX_FILTER1 Package Uncore C-Box 13 Perfmon Box Wide Filter1 

EC4H 3780 | MSR_C14_PMON_BOX_CTL Package Uncore C-Box 14 Perfmon Local Box Wide Control 

EDOH 3792 | MSR_C14_PMON_EVNTSELO Package Uncore C-Box 14 Perfmon Event Select for C-Box 
14 Counter O 

ED1H 3793 | MSR_C14_PMON_EVNTSEL1 Package Uncore C-Box 14 Perfmon Event Select for C-Box 
14 Counter 1 

ED2H 3794 | MSR_C14_PMON_EVNTSEL2 Package Uncore C-Box 14 Perfmon Event Select for C-Box 
14 Counter 2 

ED3H 3795 | MSR_C14_PMON_EVNTSEL3 Package Uncore C-Box 14 Perfmon Event Select for C-Box 
14 Counter 3 

ED4H 3796 | MSR_C14_PMON_BOX_FILTER Package Uncore C-Box 14 Perfmon Box Wide Filter 

ED6H 3798 | MSR_C14_PMON_CTRO Package Uncore C-Box 14 Perfmon Counter 0 

ED7H 3799 | MSR_C14_PMON_CTR1 Package Uncore C-Box 14 Perfmon Counter 1 

ED8H 3800 | MSR_C14_PMON_CTR2 Package Uncore C-Box 14 Perfmon Counter 2 

EDSH 3801 | MSR_C14_PMON_CTR3 Package Uncore C-Box 14 Perfmon Counter 3 

EDAH 3802 | MSR_C14_PMON_BOX_FILTER1 Package Uncore C-Box 14 Perfmon Box Wide Filter1 
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MODEL-SPECIFIC REGISTERS (MSRS) 


MSRS IN THE 4TH GENERATION INTEL® CORE™ PROCESSORS (BASED ON 
HASWELL MICROARCHITECTURE) 


The 4th generation Intel® Core™ processor family and Intel® Xeon® processor E3-1200v3 product family (based 
on Haswell microarchitecture), with CPUID DisplayFamily_DisplayModel signature 06_3CH/06_45H/06_46H, 
support the MSR interfaces listed in Table 2-20, Table 2-21, Table 2-22, and Table 2-29. For an MSR listed in Table 
2-20 that also appears in Table 2-29, Table 2-29 supersede Table 2-20. 


The MSRs listed in Table 2-29 also apply to processors based on Haswell-E microarchitecture (see Section 2.14). 


Table 2-29. Additional MSRs Supported by Processors based on the Haswell or Haswell-€ microarchitectures 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


3BH 


59 


IA32_TSC_ADJUST 


Thread 


Per-Logical-Processor TSC ADJUST (R/W) 
See Table 2-2. 


CEH 


206 


MSR_PLATFORM_INFO 


Package 


Platform Information 

Contains power management and other model 
specific features enumeration. See 
http://biosbits.org. 


7:0 
15:8 


Package 


Reserved 


Maximum Non-Turbo Ratio (R/O) 


This is the ratio of the frequency that invariant TSC 
runs at. Frequency = ratio * 100 MHz. 


27:16 


Reserved 


28 


29 


Package 


Package 


Programmable Ratio Limit for Turbo Mode (R/O) 


When set to 1, indicates that Programmable Ratio 
Limit for Turbo mode is enabled. When set to 0, 
indicates Programmable Ratio Limit for Turbo mode 
is disabled. 


Programmable TDP Limit for Turbo Mode (R/O) 


When set to 1, indicates that TDP Limit for Turbo 
mode is programmable. When set to O, indicates TDP 
Limit for Turbo mode is not programmable. 


31:30 


Reserved 


32 


Package 


Low Power Mode Support (LPM) (R/O) 


When set to 1, indicates that LPM is supported. 
When set to O, indicates LPM is not supported. 


34:33 


Package 


Number of ConfigTDP Levels (R/O) 
00: Only Base TDP level available. 

01: One additional TDP level available. 
02: Two additional TDP level available. 
03: Reserved 


39:35 


Reserved 


47:40 


Package 


Maximum Efficiency Ratio (R/O) 


This is the minimum ratio (maximum efficiency) that 
the processor can operate, in units of 100MHz. 
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Table 2-29. Additional MSRs Supported by Processors based on the Haswell or Haswell-E€ microarchitectures 


Register 
Address Register Name / Bit Fields 


Hex Dec 


Scope 


Bit Description 


55:48 


Package 


Minimum Operating Ratio (R/O) 
Contains the minimum supported operating ratio in 
units of 100 MHz. 


63:56 


Reserved 


186H 390 | IA32_PERFEVTSELO 


Thread 


Performance Event Select for Counter O (R/W) 


Supports all fields described inTable 2-2 and the 
fields below. 


32 


IN_TX: See Section 18.3.6.5.1. 


When IN_TX (bit 32) is set, AnyThread (bit 21) 
should be cleared to prevent incorrect results. 


187H 391 | IA32_PERFEVTSEL1 


Thread 


Performance Event Select for Counter 1 (R/W) 


Supports all fields described inTable 2-2 and the 
fields below. 


32 


IN_TX: See Section 18.3.6.5.1. 


When IN_TX (bit 32) is set, AnyThread (bit 21) 
should be cleared to prevent incorrect results. 


188H 392 | IA32_PERFEVTSEL2 


32 


Thread 


Performance Event Select for Counter 2 (R/W) 
Supports all fields described inTable 2-2 and the 
fields below. 

IN_TX: See Section 18.3.6.5.1. 


When IN_TX (bit 32) is set, AnyThread (bit 21) 
should be cleared to prevent incorrect results. 


33 


IN_TXCP: See Section 18.3.6.5.1. 


When IN_TXCP=1 & IN_TX=1 and in sampling, a 
spurious PMI may occur and transactions may 
continuously abort near overflow conditions. 
Software should favor using IN_TXCP for counting 
over sampling. If sampling, software should use large 
“sample-after” value after clearing the counter 
configured to use IN_TXCP and also always reset the 
counter even when no overflow condition was 
reported. 


189H 393 | IA32_PERFEVTSEL3 


Thread 


Performance Event Select for Counter 3 (R/W) 


Supports all fields described inTable 2-2 and the 
fields below. 


32 


IN_TX: See Section 18.3.6.5.1 


When IN_TX (bit 32) is set, AnyThread (bit 21) 
should be cleared to prevent incorrect results. 


1C8H 456 | MSR_LBR_SELECT 


Thread 


Last Branch Record Filtering Select Register (R/W) 


0 CPL_EQ_O 
1 CPL_NEQ_O 

2 JCC 

3 NEAR_REL_CALL 
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MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-29. Additional MSRs Supported by Processors based on the Haswell or Haswell-€ microarchitectures 


Register 
Address Register Name / Bit Fields Scope Bit Description 


Hex Dec 


NEAR_IND_CALL 
NEAR_RET 
NEAR_IND_JMP 
NEAR_REL_JMP 
FAR_BRANCH 
EN_CALL_STACK 
63:9 Reserved 


WO}; OIlN/!| OD] nm] s& 


1D9H 473 | 1A32_DEBUGCTL Thread Debug Control (R/W) 
See Table 2-2. 


LBR: Last Branch Record 
BTF 


0 

1 

5:2 Reserved 

6 TR: Branch Trace 
7 

8 


BTS: Log Branch Trace Message to BTS Buffer 
BTINT 

9 BTS_OFF_OS 

10 BTS_OFF_USER 

11 FREEZE_LBR_ON_PMI 

12 FREEZE_PERFMON_ON_PMI 

13 ENABLE_UNCORE_PMI 

14 FREEZE_WHILE_SMM 

15 RTM_DEBUG 

63:15 Reserved 


491H 1169 | IA32_VMX_VMFUNC Thread Capability Reporting Register of VM-Function 
Controls (R/O) 


See Table 2-2. 


60BH 1548 | MSR_PKGC_IRTL1 Package Package C6/C7 Interrupt Response Limit 1 (R/W) 


This MSR defines the interrupt response time limit 
used by the processor to manage a transition to a 
package C6 or C7 state. The latency programmed in 
this register is for the shorter-latency sub C-states 
used by an MWAIT hint to a C6 or C7 state. 


Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


9:0 Interrupt Response Time Limit (R/W) 


Specifies the limit that should be used to decide if 
the package should be put into a package C6 or C7 
State. 
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MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-29. Additional MSRs Supported by Processors based on the Haswell or Haswell-E€ microarchitectures 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


60CH 


1548 


12:10 


Time Unit (R/w) 

Specifies the encoding value of time unit of the 
interrupt response time limit. See Table 2-20 for 
supported time unit encodings. 


14:13 


Reserved 


15 


Valid (R/W) 


Indicates whether the values in bits 12:0 are valid 
and can be used by the processor for package C-sate 
management. 


63:16 
MSR_PKGC_IRTL2 


Package 


Reserved 


Package C6/C7 Interrupt Response Limit 2 (R/W) 


This MSR defines the interrupt response time limit 
used by the processor to manage a transition to a 
package C6 or C7 state. The latency programmed in 
this register is for the longer-latency sub C-states 
used by an MWAIT hint to a C6 or C7 state. 

Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


9:0 


12:10 


Interrupt response time limit (R/W) 


Specifies the limit that should be used to decide if 
the package should be put into a package C6 or C7 
state, 


Time Unit (R/wW) 

Specifies the encoding value of time unit of the 
interrupt response time limit. See Table 2-20 for 
supported time unit encodings. 


14:13 


Reserved 


15 


63:16 


Valid (R/W) 


Indicates whether the values in bits 12:0 are valid 
and can be used by the processor for package C-sate 
management. 


Reserved 


613H 


1555 


MSR_PKG_PERF_STATUS 


Package 


PKG Perf Status (R/O) 
See Section 14.10.3, “Package RAPL Domain.” 


619H 


1561 


MSR_DRAM_ENERGY_STATUS 


Package 


DRAM Energy Status (R/O) 
See Section 14.10.5, “DRAM RAPL Domain.” 


61BH 


1563 


MSR_DRAM_PERF_STATUS 


Package 


DRAM Performance Throttling Status (R/O) 
See Section 14.10.5, “DRAM RAPL Domain.” 


648H 
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1608 


MSR_CONFIG_TDP_NOMINAL 


Package 


Base TDP Ratio (R/O) 


7:0 


Config_TDP_Base 


Base TDP level ratio to be used for this specific 
processor (in units of 100 MHz). 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-29. Additional MSRs Supported by Processors based on the Haswell or Haswell-€ microarchitectures 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
63:8 Reserved 
649H | 1609 | MSR_CONFIG_TDP_LEVEL1 Package ConfigTDP Level 1 Ratio and Power Level (R/O) 
14:0 PKG_TDP_LVL1 
Power setting for ConfigTDP Level 1. 
15 Reserved 
23:16 Config_TDP_LVL1_Ratio 
ConfigTDP level 1 ratio to be used for this specific 
processor. 
31:24 Reserved 
46:32 PKG_MAX_PWR_LVL1 
Max Power setting allowed for ConfigTDP Level 1. 
62:47 PKG_MIN_PWR_LVL1 
MIN Power setting allowed for ConfigTDP Level 1. 
63 Reserved 
64AH | 1610 | MSR_CONFIG_TDP_LEVEL2 Package ConfigTDP Level 2 Ratio and Power Level (R/O) 
14:0 PKG_TDP_LVL2 
Power setting for ConfigTDP Level 2. 
15 Reserved 
23:16 Config_TDP_LVL2_Ratio 
ConfigTDP level 2 ratio to be used for this specific 
processor. 
31:24 Reserved 
46:32 PKG_MAX_PWR_LVL2 
Max Power setting allowed for ConfigTDP Level 2. 
62:47 PKG_MIN_PWR_LVL2 
MIN Power setting allowed for ConfigTDP Level 2. 
63 Reserved 
64BH | 1611 | MSR_CONFIG_TDP_CONTROL Package ConfigTDP Control (R/W) 
1:0 TDP_LEVEL (RW/L) 
System BIOS can program this field. 
30:2 Reserved 
31 Config_TDP_Lock (RW/L) 
When this bit is set, the content of this register is 
locked until a reset. 
63:32 Reserved 
64CH | 1612 | MSR_TURBO_ACTIVATION_RATIO Package ConfigTDP Control (R/W) 
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Table 2-29. Additional MSRs Supported by Processors based on the Haswell or Haswell-E microarchitectures 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
7:0 MAX_NON_TURBO_RATIO (RW/L) 
System BIOS can program this field. 
30:8 Reserved 
31 TURBO_ACTIVATION_RATIO_Lock (RW/L) 
When this bit is set, the content of this register is 
locked until a reset. 
63:32 Reserved 
C80H | 3200 | IA32_DEBUG_INTERFACE Package Silicon Debug Feature Control (R/W) 
See Table 2-2. 


2.13.1 MSRsin 4th Generation Intel® Core™ Processor Family (based on Haswell 
Microarchitecture) 


Table 2-30 lists model-specific registers (MSRs) that are specific to 4th generation Intel® Core™ processor family 
and Intel® Xeon® processor E3-1200 v3 product family (based on Haswell microarchitecture). These processors 
have a CPUID signature with DisplayFamily_DisplayModel of 06_3CH/06_45H/06_46H, see Table 2-1. 


Table 2-30. MSRs Supported by 4th Generation Intel® Core™ Processors (Haswell Microarchitecture) 


Register 

Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
E2H 226 =| MSR_PKG_CST_CONFIG_CONTROL Core C-State Configuration Control (R/W) 


Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 


See http://biosbits.org. 


3:0 Package C-State Limit (R/W) 


Specifies the lowest processor-specific C-state code 
Name (consuming the least power) for the package. 

The default is set as factory-configured package C- 

state limit. 


The following C-state code name encodings are 
supported: 


0000b: CO/C1 (no package C-state support) 

0001b: C2 

0010b: C3 

0011b: C6 

0100b: C7 

0101b: C7s 

Package C states C7 are not available to processors 
with a signature of O6_3CH. 


9:4 Reserved 


10 1/0 MWAIT Redirection Enable (R/W) 
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MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-30. MSRs Supported by 4th Generation Intel® Core™ Processors (Haswell Microarchitecture) (Contd.) 
Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
14:11 Reserved 
15 CFG Lock (R/WO) 
24:16 Reserved 
25 C3 State Auto Demotion Enable (R/W) 
26 C1 State Auto Demotion Enable (R/W) 
27 Enable C3 Undemotion (R/W) 
28 Enable C1 Undemotion (R/W) 
63:29 Reserved 
17DH 381 | MSR_SMM_MCA_CAP THREAD Enhanced SMM Capabilities (SMM-RO) 
Reports SMM capability Enhancement. Accessible 
only while in SMM. 
57:0 Reserved 
58 SMM_Code_Access_Chk (SMM-RO) 
If set to 1, indicates that the SMM code access 
restriction is supported and the 
MSR_SMM_FEATURE_CONTROL is supported. 
59 Long_Flow_Indication (SMM-RO) 
If set to 1, indicates that the SMM long flow indicator 
is supported and the MSR_SMM_DELAYED is 
supported. 
63:60 Reserved 
1ADH 429 | MSR_TURBO_RATIO_LIMIT Package Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO.[28] = 0. 
RW if MSR_PLATFORM_INFO.[28] = 1. 
7:0 Package Maximum Ratio Limit for 1C 
Maximum turbo ratio limit of 1 core active. 
15:8 Package Maximum Ratio Limit for 2C 
Maximum turbo ratio limit of 2 core active. 
23:16 Package Maximum Ratio Limit for 3C 
Maximum turbo ratio limit of 3 core active. 
31:24 Package Maximum Ratio Limit for 4C 
Maximum turbo ratio limit of 4 core active. 
63:32 Reserved 
391H 913 | MSR_LUNC_PERF_GLOBAL_CTRL Package Uncore PMU Global Control 
0 Core 0 select. 
1 Core 1 select. 
2 Core 2 select. 
3 Core 3 select. 
18:4 Reserved 
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Table 2-30. MSRs Supported by 4th Generation Intel® Core™ Processors (Haswell Microarchitecture) (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
29 Enable all uncore counters. 
30 Enable wake on PMI. 
31 Enable Freezing counter when overflow. 
63:32 Reserved 
392H 914 |MSR_UNC_PERF_GLOBAL_STATUS Package Uncore PMU Main Status 
0 Fixed counter overflowed. 
1 An ARB counter overflowed. 
2 Reserved 
3 A CBox counter overflowed (on any slice). 
63:4 Reserved 
394H 916 | MSR_UNC_PERF_FIXED_CTRL Package Uncore Fixed Counter Control (R/W) 
19:0 Reserved 
20 Enable overflow propagation. 
21 Reserved 
22 Enable counting. 
63:23 Reserved 
395H 917 |MSR_UNC_PERF_FIXED_CTR Package Uncore Fixed Counter 
47:0 Current count. 
63:48 Reserved 
396H 918 | MSR_UNC_CBO_CONFIG Package Uncore C-Box Configuration Information (R/O) 
3:0 Encoded number of C-Box, derive value by “-1". 
63:4 Reserved 
3BOH 946 |MSR_UNC_ARB_PERFCTRO Package Uncore Arb Unit, Performance Counter O 
3B1H 947 |MSR_UNC_ARB_PERFCTR1 Package Uncore Arb Unit, Performance Counter 1 
3B2H 944 |MSR_UNC_ARB_PERFEVTSELO Package Uncore Arb Unit, Counter O Event Select MSR 
3B3H 945 | MSR_UNC_ARB_PERFEVTSEL1 Package Uncore Arb Unit, Counter 1 Event Select MSR 
391H 913. | MSR_LUNC_PERF_GLOBAL_CTRL Package Uncore PMU Global Control 
0 Core 0 select. 
1 Core 1 select. 
2 Core 2 select. 
3 Core 3 select. 
18:4 Reserved 
29 Enable all uncore counters. 
30 Enable wake on PMI. 
31 Enable Freezing counter when overflow. 
63:32 Reserved 
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MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-30. MSRs Supported by 4th Generation Intel® Core™ Processors (Haswell Microarchitecture) (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


395H 


917 


MSR_UNC_PERF_FIXED_CTR 


Package 


Uncore Fixed Counter 


47:0 


Current count. 


63:48 


Reserved 


3B3H 


945 


MSR_UNC_ARB_PERFEVTSEL1 


Package 


Uncore Arb Unit, Counter 1 Event Select MSR 


4€0H 


1248 


MSR_SMM_FEATURE_CONTROL 


Package 


Enhanced SMM Feature Control (SMM-RW) 


Reports SMM capability Enhancement. Accessible 
only while in SMM. 


Lock (SMM-RWO) 


When set to ‘1’ locks this register from further 
changes. 


Reserved 


SMM_Code_Chk_€n (SMM-RW) 


This control bit is available only if 
MSR_SMM_MCA_CAP[58] == 1. When set to ‘0’ 
(default) none of the logical processors are 
prevented from executing SMM code outside the 
ranges defined by the SMRR. 


When set to ‘1’ any logical processor in the package 
that attempts to execute SMM code not within the 
ranges defined by the SMRR will assert an 
unrecoverable MCE. 


63:3 


Reserved 


4€2H 


1250 


MSR_SMM_DELAYED 


Package 


SMM Delayed (SMM-RO) 


Reports the interruptible state of all logical 
processors in the package. Available only while in 
SMM and 
MSR_SMM_MCA_CAP[LONG_FLOW_INDICATION] == 
1. 


LOG_PROC_STATE (SMM-RO) 


Each bit represents a logical processor of its state in 
a long flow of internal operation which delays 
servicing an interrupt. The corresponding bit will be 
set at the start of long events such as: Microcode 
Update Load, C6, WBINVD, Ratio Change, Throttle. 
The bit is automatically cleared at the end of each 
long event. The reset value of this field is 0. 


Only bit positions below N = CPUID.(EAX=OBH, 
ECX=PKG_LVL):EBX[15:0] can be updated. 


63:N 


Reserved 


4€3H 


1251 


MSR_SMM_BLOCKED 


Package 


SMM Blocked (SMM-RO) 


Reports the blocked state of all logical processors in 
the package. Available only while in SMM. 
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Table 2-30. MSRs Supported by 4th Generation Intel® Core™ Processors (Haswell Microarchitecture) (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


LOG_PROC_STATE (SMM-RO) 

Each bit represents a logical processor of its blocked 
state to service an SMI. The corresponding bit will be 
set if the logical processor is in one of the following 
states: Wait For SIP] or SENTER Sleep. 

The reset value of this field is OFFFH. 


Only bit positions below N = CPUID.(EAX=OBH, 
ECX=PKG_LVL):€BX[1 5:0] can be updated. 


63:N 


Reserved 


606H 


1542 


MSR_RAPL_POWER_UNIT 


Package 


Unit Multipliers Used in RAPL Interfaces (R/O) 


3:0 


Package 


Power Units 
See Section 14.10.1, “RAPL Interfaces.” 


7:4 


Package 


Reserved 


12:8 


Package 


Energy Status Units 


Energy related information (in Joules) is based on the 
multiplier, 1/2*ESU; where ESU is an unsigned 
integer represented by bits 12:8. Default value is 
OEH (or 61 micro-joules). 


15:13 


Package 


Reserved 


19:16 


Package 


Time Units 
See Section 14.10.1, “RAPL Interfaces.” 


63:20 


Reserved 


639H 


1593 


MSR_PPO_ENERGY_STATUS 


Package 


PPO Energy Status (R/O) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 


640H 


1600 


MSR_PP1_POWER_LIMIT 


Package 


PP1 RAPL Power Limit Control (R/W) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 


641H 


642H 


1601 


1602 


MSR_PP1_ENERGY_STATUS 


MSR_PP1_POLICY 


Package 


Package 


PP1 Energy Status (R/O) 
See Section 14.10.4, “PPO/PP1 RAPL Domains." 
PP1 Balance Policy (R/W) 
See Section 14.10.4, “PPO/PP1 RAPL Domains." 


690H 
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1680 


MSR_CORE_PERF_LIMIT_REASONS 


Package 


Indicator of Frequency Clipping in Processor Cores 
(R/W) 


(Frequency refers to processor core frequency.) 
PROCHOT Status (RO) 


When set, processor core frequency is reduced below 
the operating system request due to assertion of 
external PROCHOT. 


Thermal Status (RO) 


When set, frequency is reduced below the operating 
system request due to a thermal event. 


3:2 


Reserved 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-30. MSRs Supported by 4th Generation Intel® Core™ Processors (Haswell Microarchitecture) (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


Graphics Driver Status (RO) 


When set, frequency is reduced below the operating 
system request due to Processor Graphics driver 
override. 


Autonomous Utilization-Based Frequency Control 
Status (RO) 
When set, frequency is reduced below the operating 


system request because the processor has detected 
that utilization is low. 


VR Therm Alert Status (RO) 


When set, frequency is reduced below the operating 
system request due to a thermal alert from the 
Voltage Regulator. 


Reserved 


Electrical Design Point Status (RO) 


When set, frequency is reduced below the operating 
system request due to electrical design point 
constraints (e.g., maximum electrical current 
consumption). 


Core Power Limiting Status (RO) 


When set, frequency is reduced below the operating 
system request due to domain-level power limiting. 


Package-Level Power Limiting PL1 Status (RO) 


When set, frequency is reduced below the operating 
system request due to package-level power limiting 
PL1. 


Package-Level PL2 Power Limiting Status (RO) 


When set, frequency is reduced below the operating 
system request due to package-level power limiting 
PL2. 


Max Turbo Limit Status (RO) 


When set, frequency is reduced below the operating 
system request due to multi-core turbo limits. 


Turbo Transition Attenuation Status (RO) 


When set, frequency is reduced below the operating 
system request due to Turbo transition attenuation. 
This prevents performance degradation due to 
frequent operating ratio changes. 


15:14 


Reserved 


16 


PROCHOT Log 


When set, indicates that the PROCHOT Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 
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Table 2-30. MSRs Supported by 4th Generation Intel® Core™ Processors (Haswell Microarchitecture) (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


TZ, 


Thermal Log 


When set, indicates that the Thermal Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


19:18 


Reserved 


20 


21 


Graphics Driver Log 

When set, indicates that the Graphics Driver Status 
bit has asserted since the log bit was last cleared. 
This log bit will remain set until cleared by software 
writing O. 

Autonomous Utilization-Based Frequency Control Log 
When set, indicates that the Autonomous Utilization- 
Based Frequency Control Status bit has asserted 
since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


22 


VR Therm Alert Log 


When set, indicates that the VR Therm Alert Status 
bit has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


23 


Reserved 


24 


Electrical Design Point Log 


When set, indicates that the EDP Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


25 


Core Power Limiting Log 


When set, indicates that the Core Power Limiting 
Status bit has asserted since the log bit was last 
cleared. 


This log bit will remain set until cleared by software 
writing O. 


26 


Package-Level PL1 Power Limiting Log 


When set, indicates that the Package Level PL1 
Power Limiting Status bit has asserted since the log 
bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
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Table 2-30. MSRs Supported by 4th Generation Intel® Core™ Processors (Haswell Microarchitecture) (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


27 


Package-Level PL2 Power Limiting Log 

When set, indicates that the Package Level PL2 
Power Limiting Status bit has asserted since the log 
bit was last cleared. 

This log bit will remain set until cleared by software 
writing O. 


28 


Max Turbo Limit Log 


When set, indicates that the Max Turbo Limit Status 
bit has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


29 


63:30 


Turbo Transition Attenuation Log 


When set, indicates that the Turbo Transition 
Attenuation Status bit has asserted since the log bit 
was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


Reserved 


6BOH 


1712 


MSR_GRAPHICS_PERF_LIMIT_REASONS 


Package 


Indicator of Frequency Clipping in the Processor 
Graphics (R/W) 


(Frequency refers to processor graphics frequency.) 


PROCHOT Status (RO) 


When set, frequency is reduced below the operating 
system request due to assertion of external 
PROCHOT. 


Thermal Status (RO) 


When set, frequency is reduced below the operating 
system request due to a thermal event. 


Reserved 


Graphics Driver Status (RO) 


When set, frequency is reduced below the operating 
system request due to Processor Graphics driver 
override. 


Autonomous Utilization-Based Frequency Control 
Status (RO) 

When set, frequency is reduced below the operating 
system request because the processor has detected 
that utilization is low. 


VR Therm Alert Status (RO) 


When set, frequency is reduced below the operating 
system request due to a thermal alert from the 
Voltage Regulator. 


Reserved 
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Address 
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Register Name / Bit Fields 
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Electrical Design Point Status (RO) 


When set, frequency is reduced below the operating 
system request due to electrical design point 
constraints (e.g., maximum electrical current 
consumption). 


Graphics Power Limiting Status (RO) 


When set, frequency is reduced below the operating 
system request due to domain-level power limiting. 


10 


Package-Level Power Limiting PL1 Status (RO) 


When set, frequency is reduced below the operating 
system request due to package-level power limiting 
PL1. 


11 


15:12 


Package-Level PL2 Power Limiting Status (RO) 


When set, frequency is reduced below the operating 
system request due to package-level power limiting 
PL2. 


Reserved 


16 


PROCHOT Log 


When set, indicates that the PROCHOT Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


17 


Thermal Log 

When set, indicates that the Thermal Status bit has 
asserted since the log bit was last cleared. 

This log bit will remain set until cleared by software 
writing O. 


19:18 


Reserved 


20 


Graphics Driver Log 

When set, indicates that the Graphics Driver Status 
bit has asserted since the log bit was last cleared. 
This log bit will remain set until cleared by software 
writing O. 


21 


Autonomous Utilization-Based Frequency Control Log 
When set, indicates that the Autonomous Utilization- 
Based Frequency Control Status bit has asserted 
since the log bit was last cleared. 

This log bit will remain set until cleared by software 
writing O. 


22 


VR Therm Alert Log 


When set, indicates that the VR Therm Alert Status 
bit has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
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Bit Description 


6B1H 


1713 


23 


Reserved 


24 


Electrical Design Point Log 


When set, indicates that the EDP Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


25 


Core Power Limiting Log 


When set, indicates that the Core Power Limiting 
Status bit has asserted since the log bit was last 
cleared. 


This log bit will remain set until cleared by software 
writing O. 


26 


Package-Level PL1 Power Limiting Log 


When set, indicates that the Package Level PL1 
Power Limiting Status bit has asserted since the log 
bit was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 


27 


Package-Level PL2 Power Limiting Log 


When set, indicates that the Package Level PL2 
Power Limiting Status bit has asserted since the log 
bit was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 


28 


Max Turbo Limit Log 
When set, indicates that the Max Turbo Limit Status 
bit has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


29 


Turbo Transition Attenuation Log 


When set, indicates that the Turbo Transition 
Attenuation Status bit has asserted since the log bit 
was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 


63:30 


MSR_RING_PERF_LIMIT_REASONS 


Package 


Reserved 


Indicator of Frequency Clipping in the Ring 
Interconnect (R/W) 


(Frequency refers to ring interconnect in the uncore.) 


PROCHOT Status (RO) 


When set, frequency is reduced below the operating 
system request due to assertion of external 
PROCHOT. 
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Address 


Hex Dec 


Register Name / Bit Fields 
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Bit Description 


Thermal Status (RO) 


When set, frequency is reduced below the operating 
system request due to a thermal event. 


Reserved 


VR Therm Alert Status (RO) 

When set, frequency is reduced below the operating 
system request due to a thermal alert from the 
Voltage Regulator. 


Reserved 


Electrical Design Point Status (RO) 


When set, frequency is reduced below the operating 
system request due to electrical design point 
constraints (e.g., maximum electrical current 
consumption). 


Reserved 


11 


Package-Level Power Limiting PL1 Status (RO) 


When set, frequency is reduced below the operating 
system request due to package-level power limiting 
PL1. 


Package-Level PL2 Power Limiting Status (RO) 


When set, frequency is reduced below the operating 
system request due to package-level power limiting 
PL2. 


15:12 


Reserved 


16 


PROCHOT Log 


When set, indicates that the PROCHOT Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


17 


Thermal Log 


When set, indicates that the Thermal Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


19:18 
20 


Reserved. 


Graphics Driver Log 

When set, indicates that the Graphics Driver Status 
bit has asserted since the log bit was last cleared. 
This log bit will remain set until cleared by software 
writing O. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 


Hex Dec 


21 Autonomous Utilization-Based Frequency Control Log 


When set, indicates that the Autonomous Utilization- 
Based Frequency Control Status bit has asserted 
since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
22 VR Therm Alert Log 


When set, indicates that the VR Therm Alert Status 
bit has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 


writing O. 
23 Reserved 
24 Electrical Design Point Log 


When set, indicates that the EDP Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 


25 Core Power Limiting Log 


When set, indicates that the Core Power Limiting 
Status bit has asserted since the log bit was last 
cleared. 


This log bit will remain set until cleared by software 
writing O. 


26 Package-Level PL1 Power Limiting Log 


When set, indicates that the Package Level PL1 
Power Limiting Status bit has asserted since the log 
bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


27 Package-Level PL2 Power Limiting Log 


When set, indicates that the Package Level PL2 
Power Limiting Status bit has asserted since the log 
bit was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 
28 Max Turbo Limit Log 


When set, indicates that the Max Turbo Limit Status 
bit has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


Vol.4 2-231 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-30. MSRs Supported by 4th Generation Intel® Core™ Processors (Haswell Microarchitecture) (Contd.) 


Register 
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Hex Dec 
29 Turbo Transition Attenuation Log 
When set, indicates that the Turbo Transition 
Attenuation Status bit has asserted since the log bit 
was last cleared. 
This log bit will remain set until cleared by software 
writing O. 
63:30 Reserved 
700H 1792 | MSR_UNC_CBO_O_PERFEVTSELO Package Uncore C-Box 0, Counter O Event Select MSR 
701H 1793 | MSR_UNC_CBO_O_PERFEVTSEL1 Package Uncore C-Box 0, Counter 1 Event Select MSR 
706H 1798 | MSR_UNC_CBO_O_PERFCTRO Package Uncore C-Box 0, Performance Counter O 
707H 1799 | MSR_UNC_CBO_O_PERFCTR1 Package Uncore C-Box 0, Performance Counter 1 
710H 1808 | MSR_UNC_CBO_1_PERFEVTSELO Package Uncore C-Box 1, Counter O Event Select MSR 
711H 1809 | MSR_UNC_CBO_1_PERFEVTSEL1 Package Uncore C-Box 1, Counter 1 Event Select MSR 
716H 1814 | MSR_UNC_CBO_1_PERFCTRO Package Uncore C-Box 1, Performance Counter 0 
717H 1815 | MSR_UNC_CBO_1_PERFCTR1 Package Uncore C-Box 1, Performance Counter 1 
720H 1824 | MSR_UNC_CBO_2_PERFEVTSELO Package Uncore C-Box 2, Counter O Event Select MSR 
721H 1824 | MSR_UNC_CBO_2_PERFEVTSEL1 Package Uncore C-Box 2, Counter 1 Event Select MSR 
726H 1830 | MSR_UNC_CBO_2_PERFCTRO Package Uncore C-Box 2, Performance Counter 0 
727H 1831 | MSR_UNC_CBO_2_PERFCTR1 Package Uncore C-Box 2, Performance Counter 1 
730H 1840 | MSR_UNC_CBO_3_PERFEVTSELO Package Uncore C-Box 3, Counter O Event Select MSR 
731H 1841 | MSR_UNC_CBO_3_PERFEVTSEL1 Package Uncore C-Box 3, Counter 1 Event Select MSR 
736H 1846 | MSR_UNC_CBO_3_PERFCTRO Package Uncore C-Box 3, Performance Counter O 
737H 1847 | MSR_UNC_CBO_3_PERFCTR1 Package Uncore C-Box 3, Performance Counter 1 
See Table 2-20, Table 2-21, Table 2-22, Table 2-25, Table 2-29 for other MSR definitions applicable to processors with CPUID 
signatures 063CH, 06_46H. 


2.13.2 Additional Residency MSRs Supported in 4th Generation Intel® Core™ Processors 


The 4th generation Intel® Core™ processor family (based on Haswell microarchitecture) with CPUID 
DisplayFamily_DisplayModel signature 06_45H supports the MSR interfaces listed in Table 2-20, Table 2-21, Table 
2-29, Table 2-30, and Table 2-31. 
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Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


E2H 


226 


MSR_PKG_CST_CONFIG_CONTROL 


Core 


C-State Configuration Control (R/W) 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 


See http://biosbits.org. 


3:0 


9:4 


Package C-State Limit (R/W) 

Specifies the lowest processor-specific C-state code 
name (consuming the least power) for the package. The 
default is set as factory-configured package C-state 
limit. 

The following C-state code name encodings are 
supported: 

O0000b: CO/C1 (no package C-state support) 

0001b: C2 

0010b: C3 

0011b: C6 

0100b: C7 

0101b: C7s 

0110b: C8 

0111b: C9 

1000b: C10 


Reserved 


10 


I/O MWAIT Redirection Enable (R/W) 


14:11 
15 


Reserved 
CFG Lock (R/WO) 


24:16 


Reserved 


25 


C3 State Auto Demotion Enable (R/W) 


26 


C1 State Auto Demotion Enable (R/W) 


27 


Enable C3 Undemotion (R/W) 


28 
63:29 


Enable C1 Undemotion (R/W) 


Reserved 


630H 


1584 


MSR_PKG_C8_RESIDENCY 


59:0 


Package 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


Package C8 Residency Counter (R/O) 


Value since last reset that this package is in processor- 
specific C8 states. Count at the same frequency as the 
TSC. 


63:60 


Reserved 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
631H 1585 | MSR_PKG_CS_RESIDENCY Package Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 
59:0 Package C9 Residency Counter (R/O) 
Value since last reset that this package is in processor- 
specific C9 states. Count at the same frequency as the 
TSC. 
63:60 Reserved 
632H 1586 | MSR_PKG_C10_RESIDENCY Package Note: C-state values are processor specific C-state code 


names, unrelated to MWAIT extension C-state 
parameters or ACPI C-States. 


59:0 


63:60 


Package C10 Residency Counter (R/O) 


Value since last reset that this package is in processor- 
specific C10 states. Count at the same frequency as the 
TSC. 


Reserved 


See Table 2-20, Table 2-21, Table 2-22, Table 2-29, Table 2-30 for other MSR definitions applicable to processors with CPUID 
signature 06_45H. 


2.14 MSRS IN INTEL® XEON® PROCESSOR E5 V3 AND €7 V3 PRODUCT FAMILY 


Intel® Xeon® processor E5 v3 family and Intel® Xeon® processor E7 v3 family are based on Haswell-E microarchi- 
tecture (CPUID DisplayFamily_DisplayModel = 06_3F). These processors supports the MSR interfaces listed in 
Table 2-20, Table 2-29, and Table 2-32. 


Table 2-32. Additional MSRs Supported by Intel® Xeon® Processor E5 v3 Family 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
35H 53 MSR_CORE_THREAD_COUNT Package Configured State of Enabled Processor Core Count and 


Logical Processor Count (RO) 


« After a Power-On RESET, enumerates factory 
configuration of the number of processor cores and 
logical processors in the physical package. 

* Following the sequence of (i) BIOS modified a 
Configuration Mask which selects a subset of 
processor cores to be active post RESET and (ii) a 
RESET event after the modification, enumerates the 
current configuration of enabled processor core 
count and logical processor count in the physical 
package. 


THREAD_COUNT (RO) 


The number of logical processors that are currently 
enabled (by either factory configuration or BIOS 
configuration) in the physical package. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
31:16 Core_COUNT (RO) 
The number of processor cores that are currently 
enabled (by either factory configuration or BIOS 
configuration) in the physical package. 
63:32 Reserved 
53H 83 MSR_THREAD_ID_INFO Thread A Hardware Assigned ID for the Logical Processor (RO) 
7:0 Logical_Processor_ID (RO) 
An implementation-specific numerical value physically 
assigned to each logical processor. This ID is not related 
to Initial APIC ID or x2APIC ID, it is unique within a 
physical package. 
63:8 Reserved 
E2H 226 | MSR_PKG_CST_CONFIG_CONTROL Core C-State Configuration Control (R/W) 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 


See http://biosbits.org. 


2:0 Package C-State Limit (R/W) 
Specifies the lowest processor-specific C-state code 
name (consuming the least power) for the package. The 
default is set as factory-configured package C-state 
limit. 
The following C-state code name encodings are 
supported: 
00Ob: CO/C1 (no package C-state support) 
001b: C2 
010b: C6 (non-retention) 
01 1b: C6 (retention) 
111b: No Package C state limits. All C states supported 
by the processor are available. 

9:3 Reserved 

10 I/O MWAIT Redirection Enable (R/W) 

14:11 Reserved 

15 CFG Lock (R/WO) 

24:16 Reserved 

25 C3 State Auto Demotion Enable (R/W) 

26 C1 State Auto Demotion Enable (R/W) 

27 Enable C3 Undemotion (R/W) 

28 Enable C1 Undemotion (R/W) 

29 Package C State Demotion Enable (R/W) 

30 Package C State UnDemotion Enable (R/W) 

63:31 Reserved 


Vol.4 2-235 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-32. Additional MSRs Supported by Intel® Xeon® Processor E5 v3 Family 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
179H 377 | IA32_MCG_CAP Thread Global Machine Check Capability (R/O) 
7:0 Count 
8 MCG_CTL_P 
9 MCG_EXT_P 
10 MCP_CMCI_P 
11 MCG_TES_P 
15:12 Reserved 
23:16 MCG_EXT_CNT 
24 MCG_SER_P 
25 MCG_EM_P 
26 MCG_ELOG_P 
63:27 Reserved 
17DH 381 | MSR_SMM_MCA_CAP Thread Enhanced SMM Capabilities (SMM-RO) 
Reports SMM capability Enhancement. Accessible only 
while in SMM. 
57:0 Reserved 
58 SMM_Code_Access_Chk (SMM-RO) 
If set to 1, indicates that the SMM code access 
restriction is supported and a host-space interface 
available to SMM handler. 
59 Long_Flow_Indication (SMM-RO) 
If set to 1, indicates that the SMM long flow indicator is 
supported and a host-space interface available to SMM 
handler. 
63:60 Reserved 
17FH 383 | MSR_ERROR_CONTROL Package MC Bank Error Configuration (R/W) 
0 Reserved 
1 MemeError Log Enable (R/W) 
When set, enables IMC status bank to log additional info 
in bits 36:32. 
63:2 Reserved 
1ADH 429 |MSR_TURBO_RATIO_LIMIT Package Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO.[28] = 0. 
RW if MSR_PLATFORM_INFO.[28] = 1. 
7:0 Package Maximum Ratio Limit for 1C 
Maximum turbo ratio limit of 1 core active. 
15:8 Package Maximum Ratio Limit for 2C 
Maximum turbo ratio limit of 2 core active. 
23:16 Package Maximum Ratio Limit for 3C 
Maximum turbo ratio limit of 3 core active. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
31:24 Package Maximum Ratio Limit for 4C 
Maximum turbo ratio limit of 4 core active. 
39:32 Package Maximum Ratio Limit for 5C 
Maximum turbo ratio limit of 5 core active. 
47:40 Package Maximum Ratio Limit for 6C 
Maximum turbo ratio limit of 6 core active. 
55:48 Package Maximum Ratio Limit for 7C 
Maximum turbo ratio limit of 7 core active. 
63:56 Package Maximum Ratio Limit for 8C 
Maximum turbo ratio limit of 8 core active. 
1AEH 430 | MSR_TURBO_RATIO_LIMIT1 Package Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO[28] = 0. 
RW if MSR_PLATFORM_INFO.[28] = 1. 
7:0 Package Maximum Ratio Limit for 9C 
Maximum turbo ratio limit of 9 core active. 
15:8 Package Maximum Ratio Limit for 10C 
Maximum turbo ratio limit of 10 core active. 
23:16 Package Maximum Ratio Limit for 11C 
Maximum turbo ratio limit of 11 core active. 
31:24 Package Maximum Ratio Limit for 12C 
Maximum turbo ratio limit of 12 core active. 
39:32 Package Maximum Ratio Limit for 13C 
Maximum turbo ratio limit of 13 core active. 
47:40 Package Maximum Ratio Limit for 14C 
Maximum turbo ratio limit of 14 core active. 
55:48 Package Maximum Ratio Limit for 15C 
Maximum turbo ratio limit of 15 core active. 
63:56 Package Maximum Ratio Limit for16C 
Maximum turbo ratio limit of 16 core active. 
1AFH 431 MSR_TURBO_RATIO_LIMIT2 Package Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO[28] = 0. 
RW if MSR_PLATFORM_INFO.[28] = 1. 
7:0 Package Maximum Ratio Limit for 17C 
Maximum turbo ratio limit of 17 core active. 
15:8 Package Maximum Ratio Limit for 18C 
Maximum turbo ratio limit of 18 core active. 
62:16 Package Reserved 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
63 Package Semaphore for Turbo Ratio Limit Configuration 
If 1, the processor uses override configuration! 
specified in MSR_TURBO_RATIO_LIMIT, 
MSR_TURBO_RATIO_LIMIT1 and 
MSR_TURBO_RATIO_LIMIT2. 
If 0, the processor uses factory-set configuration 
(Default). 
414H | 1044 | IA32_MC5_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
415H | 1045 |1A32_MC5_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Bank MC5 reports MC errors from the Intel QPI O 
416H | 1046 | 1IA32_MC5_ADDR Package made: 
417H | 1047 | 1A32_MC5_MISC Package 
418H | 1048 | IA32_MC6_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
419H | 1049 | 1A32_MC6_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Bank MC6 reports MC errors from the integrated I/O 
41AH | 1050 | 1A32_MC6_ADDR Package module: 
41BH | 1051 | 1A32_MC6_MISC Package 
41CH 1052 | IA32_MC7_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
41DH | 1053 | 1A32_MC7_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Bank MC7 reports MC errors from the home agent HA 0. 
41E€H | 1054 | IA32_MC7_ADDR Package 
41FH | 1055 | IA32_MC7_MISC Package 
420H | 1056 | IA32_MC8_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
421H | 1057 | 1A32_MC8_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Bank MC8 reports MC errors from the home agent HA 1. 
422H | 1058 | IA32_MC8_ADDR Package 
423H | 1059 | IA32_MC8_MISC Package 
424H | 1060 | IA32_MC9_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
425H | 1061 | 1A32_MC9_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Banks MC9 through MC 16 report MC errors from each 
426H 1062 | IA32_MC9_ADDR Package channel of the integrated memory controllers. 
427H | 1063 | IA32_MC9_MISC Package 
428H | 1064 | IA32_MC10_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
429H | 1065 | 1A32_MC10. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Banks MC9 through MC 16 report MC errors from each 
42AH 1066 | |A32_MC10_ADDR Package channel of the integrated memory controllers. 
42BH | 1067 | IA32_MC10_MISC Package 
42CH | 1068 | IA32_MC11_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
42DH | 1069 | 1A32_MC11_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Banks MC9 through MC 16 report MC errors from each 
42€H 1070 | |A32_MC11_ADDR Package channel of the integrated memory controllers. 
42FH | 1071 | IA32_MC11_MISC Package 
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Hex Dec 
430H | 1072 | IA32_MC12_CTL Package See Section 15.3.2.1, “"IA32_MCi_CTL MSRs” through 
431H | 1073 | 1A32.MC12.STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Banks MC9 through MC 16 report MC errors from each 
432H 1074 | 1A32_MC12_ADDR Package channel of the integrated memory controllers. 
433H | 1075 | 1IA32_MC12_MISC Package 
434H | 1076 | IA32_MC13_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
435H | 1077 | 1A32_MC13. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 through MC 16 report MC errors from each 
436H 1078 | |A32_MC13_ADDR Package channel of the integrated memory controllers. 
437H | 1079 | 1A32_MC13_MISC Package 
438H | 1080 | IA32_MC14_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
439H | 1081 | 1A32_MC14. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Banks MC9 through MC 16 report MC errors from each 
43AH 1082 | |A32_MC14_ADDR Package channel of the integrated memory controllers. 
43BH | 1083 | IA32_MC14_MISC Package 
43CH | 1084 | IA32_MC15_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
430H | 1085 | 1A32_MC15_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Banks MC9 through MC 16 report MC errors from each 
43H 1086 | IA32_MC15_ADDR Package channel of the integrated memory controllers. 
43FH | 1087 | IA32_MC15_MISC Package 
440H | 1088 | IA32_MC16_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
441H | 1089 | 1A32_MC16. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Banks MC9 through MC 16 report MC errors from each 
442H 1090 | IA32_MC16_ADDR Package channel of the integrated memory controllers. 
443H | 1091 | IA32_MC16_MISC Package 
444H | 1092 | 1IA32_MC17_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
445H | 1093 | 1A32_MC17_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Bank MC17 reports MC errors from the following pair of 
446H | 1094 | 1A32_MC17_ADDR Package CBo/L3 Slices (if the pair is present): CBo0, CBo3, CBo6, 
447H | 1095 | 1IA32_MC17_MISC Package CBo9, CBo12, CBo15. 
448H | 1096 | IA32_MC18_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
4agu | 1097 | 1A32_MC18_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Bank MC18 reports MC errors from the following pair of 
44AH | 1098 | |A32_MC18_ADDR Package CBo/L3 Slices (if the pair is present): CBo1, CBo4, CBo7, 
44BH | 1099 | IA32_MC18_MISC Package CBo10, CBo13, CBo16. 
44CH | 1100 | IA32_MC19_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
44pH | 1101 | 1A32_MC19_ STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Bank MC19 reports MC errors from the following pair of 
44€H | 1102 | IA32_MC19_ADDR Package CBo/L3 Slices (if the pair is present): CBo2, CBo5, CBo8, 
44FH | 1103 | IA32_MC19_MISC Package CBo11, CBo14, CBo17. 
450H | 1104 | IA32_MC20_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
451H | 1105 | 1A32.MC20. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Bank MC20 reports MC errors from the Intel QPI 1 
452H | 1106 | IA32_MC20_ADDR Package module: 
453H | 1107 | IA32_MC20_MISC Package 
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454H | 1108 | IA32_MC21_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
455H | 1109 | 1A32_MC21. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 
456H | 1110 |1A32.MC21_ADDR Package ae reports MC errors from the Intel QPI 2 
457H | 1111 | 1A32_MC21_MISC Package 
606H | 1542 | MSR_RAPL_POWER_UNIT Package Unit Multipliers Used in RAPL Interfaces (R/O) 
3:0 Package Power Units 
See Section 14.10.1, “RAPL Interfaces.” 
7:4 Package Reserved 
12:8 Package Energy Status Units 
Energy related information (in Joules) is based on the 
multiplier, 1/2*ESU; where ESU is an unsigned integer 
represented by bits 12:8. Default value is OEH (or 61 
micro-joules). 
15:13 Package Reserved 
19:16 Package Time Units 
See Section 14.10.1, “RAPL Interfaces.” 
63:20 Reserved 
618H | 1560 | MSR_DRAM_POWER_LIMIT Package DRAM RAPL Power Limit Control (R/W) 
See Section 14.10.5, “DRAM RAPL Domain.” 
619H | 1561 | MSR_DRAM_ENERGY_STATUS Package DRAM Energy Status (R/O) 
Energy Consumed by DRAM devices. 
31:0 Energy in 15.3 micro-joules. Requires BIOS configuration 
to enable DRAM RAPL mode 0 (Direct VR). 
63:32 Reserved 
61BH | 1563 | MSR_DRAM_PERF_STATUS Package DRAM Performance Throttling Status (R/O) 
See Section 14.10.5, “DRAM RAPL Domain.” 
61CH | 1564 | MSR_DRAM_POWER_INFO Package DRAM RAPL Parameters (R/W) 
See Section 14.10.5, “DRAM RAPL Domain.” 
61EH 1566 | MSR_PCIE_PLL_RATIO Package Configuration of PCIE PLL Relative to BCLK(R/W) 
1:0 Package PCIE Ratio (R/W) 
OOb: Use 5:5 mapping for1 0OMHz operation (default). 
01b: Use 5:4 mapping for1 25MHz operation. 
10b: Use 5:3 mapping for166MHz operation. 
11b: Use 5:2 mapping for250MHz operation. 
2 Package LPLL Select (R/W) 
If 1, use configured setting of PCIE Ratio. 
3 Package LONG RESET (R/W) 
If 1, wait an additional time-out before re-locking 
Gen2/Gen3 PLLs. 
63:4 Reserved 
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620H 


1568 


MSR UNCORE_RATIO_LIMIT 


Package 


Uncore Ratio Limit (R/W) 


Out of reset, the min_ratio and max_ratio fields 
represent the widest possible range of uncore 
frequencies. Writing to these fields allows software to 
control the minimum and the maximum frequency that 
hardware will select. 


Reserved 


MIN_RATIO 


Writing to this field controls the minimum possible ratio 
of the LLC/Ring. 


Reserved 


MAX_RATIO 
This field is used to limit the max ratio of the LLC/Ring. 


639H 


1593 


MSR_PPO_ENERGY_STATUS 


Package 


Reserved (R/O) 
Reads return 0. 


690H 


1680 


MSR_CORE_PERF_LIMIT_REASONS 


Package 


Indicator of Frequency Clipping in Processor Cores (R/W) 
(Frequency refers to processor core frequency.) 


PROCHOT Status (RO) 


When set, processor core frequency is reduced below 
the operating system request due to assertion of 
external PROCHOT. 


Thermal Status (RO) 


When set, frequency is reduced below the operating 
system request due to a thermal event. 


Power Budget Management Status (RO) 

When set, frequency is reduced below the operating 
system request due to PBM limit 

Platform Configuration Services Status (RO) 


When set, frequency is reduced below the operating 
system request due to PCS limit 


Reserved 


Autonomous Utilization-Based Frequency Control 
Status (RO) 
When set, frequency is reduced below the operating 


system request because the processor has detected 
that utilization is low. 


VR Therm Alert Status (RO) 

When set, frequency is reduced below the operating 
system request due to a thermal alert from the Voltage 
Regulator. 


Reserved 
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Electrical Design Point Status (RO) 


When set, frequency is reduced below the operating 
system request due to electrical design point 
constraints (e.g., maximum electrical current 
consumption). 


Reserved 


Multi-Core Turbo Status (RO) 


When set, frequency is reduced below the operating 
system request due to Multi-Core Turbo limits. 


Reserved 


Core Frequency P1 Status (RO) 


When set, frequency is reduced below max non-turbo 
P1. 


14 


Core Max N-Core Turbo Frequency Limiting Status (RO) 


When set, frequency is reduced below max n-core turbo 
frequency. 


15 


Core Frequency Limiting Status (RO) 


When set, frequency is reduced below the operating 
system request. 


16 


PROCHOT Log 


When set, indicates that the PROCHOT Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


i? 


Thermal Log 


When set, indicates that the Thermal Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


18 


Power Budget Management Log 


When set, indicates that the PBM Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


19 


Platform Configuration Services Log 


When set, indicates that the PCS Status bit has asserted 
since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


20 


Reserved 
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21 


Autonomous Utilization-Based Frequency Control Log 


When set, indicates that the AUBFC Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


22 


VR Therm Alert Log 


When set, indicates that the VR Therm Alert Status bit 
has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 


23 
24 


25 


Reserved 


Electrical Design Point Log 


When set, indicates that the EDP Status bit has asserted 
since the log bit was last cleared. 

This log bit will remain set until cleared by software 
writing 0. 


Reserved 


26 


Multi-Core Turbo Log 


When set, indicates that the Multi-Core Turbo Status bit 
has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 


28:27 


Reserved 


29 


Core Frequency P1 Log 

When set, indicates that the Core Frequency P1 Status 
bit has asserted since the log bit was last cleared. 

This log bit will remain set until cleared by software 
writing O. 


30 


Core Max N-Core Turbo Frequency Limiting Log 


When set, indicates that the Core Max n-core Turbo 
Frequency Limiting Status bit has asserted since the log 
bit was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 


31 


Core Frequency Limiting Log 


When set, indicates that the Core Frequency Limiting 
Status bit has asserted since the log bit was last 
cleared. 


This log bit will remain set until cleared by software 
writing O. 


63:32 


Reserved 


C8DH 


3213 


IA32_QM_EVTSEL 


THREAD 


Monitoring Event Select Register (R/W) 
If CPUID.(EAX=07H, ECX=0):EBX.RDT-M[bit 12] = 1. 
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7:0 EventID (RW) 
Event encoding: 
0x0: No monitoring. 
0x1: L3 occupancy monitoring. 
All other encoding reserved. 

31:8 Reserved 

41:32 RMID (RW) 

63:42 Reserved 

C8EH 3214 | 1IA32_QM_CTR THREAD Monitoring Counter Register (R/O) 

If CPUID.(EAX=07H, ECX=0):EBX.RDT-M[bit 12] = 1. 

61:0 Resource Monitored Data 

62 Unavailable: If 1, indicates data for this RMID is not 
available or not monitored for this resource or RMID. 

63 Error: If 1, indicates and unsupported RMID or event 
type was written to |A32_PQR_QM_EVTSEL. 

C8FH 3215 | IA32_PQR_ASSOC THREAD Resource Association Register (R/W) 
9:0 RMID 
63:10 Reserved 


See Table 2-20, Table 2-29 for other MSR definitions applicable to processors with CPUID signature O6_3FH. 


NOTES: 


1. An override configuration lower than the factory-set configuration is always supported. An override configuration higher than the fac- 
tory-set configuration is dependent on features specific to the processor and the platform. 


2.14.1 


Additional Uncore PMU MSRs in the Intel® Xeon® Processor E5 v3 Family 


Intel Xeon Processor E5 v3 and E7 v3 family are based on the Haswell-E microarchitecture. The MSR-based uncore 
PMU interfaces are listed in Table 2-33. For complete detail of the uncore PMU, refer to Intel Xeon Processor E5 v3 
Product Family Uncore Performance Monitoring Guide. These processors have a CPUID signature with 

DisplayFamily_DisplayModel of 06_3FH. 


Table 2-33. Uncore PMU MSRs in Intel® Xeon® Processor E5 v3 Family 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
700H | 1792 | MSR_PMON_GLOBAL_CTL Package Uncore Perfmon Per-Socket Global Control 
701H | 1793 | MSR_PMON_GLOBAL_STATUS Package Uncore Perfmon Per-Socket Global Status 
702H | 1794 | MSR_PMON_GLOBAL_CONFIG Package Uncore Perfmon Per-Socket Global Configuration 
703H | 1795 | MSR_U_PMON_UCLK_FIXED_CTL Package Uncore U-Box UCLK Fixed Counter Control 
704H | 1796 | MSR_U_PMON_UCLK_FIXED_CTR Package Uncore U-Box UCLK Fixed Counter 
705H | 1797 | MSR_U_PMON_EVNTSELO Package Uncore U-Box Perfmon Event Select for U-Box 
Counter 0 
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706H | 1798 | MSR_U_PMON_EVNTSEL1 Package Uncore U-Box Perfmon Event Select for U-Box 
Counter 1 

708H | 1800 | MSR_U_PMON_BOX_STATUS Package Uncore U-Box Perfmon U-Box Wide Status 

709H | 1801 | MSR_U_PMON_CTRO Package Uncore U-Box Perfmon Counter O 

70AH | 1802 | MSR_U_PMON_CTR1 Package Uncore U-Box Perfmon Counter 1 

710H | 1808 | MSR_PCU_PMON_BOX_CTL Package Uncore PCU Perfmon for PCU-Box-Wide Control 

711H | 1809 ) MSR_PCU_PMON_EVNTSELO Package Uncore PCU Perfmon Event Select for PCU Counter O 

712H | 1810 | MSR_PCU_PMON_EVNTSEL1 Package Uncore PCU Perfmon Event Select for PCU Counter 1 

713H | 1811 | MSR_PCU_PMON_EVNTSEL2 Package Uncore PCU Perfmon Event Select for PCU Counter 2 

714H | 1812 | MSR_PCU_PMON_EVNTSEL3 Package Uncore PCU Perfmon Event Select for PCU Counter 3 

715H | 1813 | MSR_PCU_PMON_BOX_FILTER Package Uncore PCU Perfmon Box-Wide Filter 

716H | 1814 | MSR_PCU_PMON_BOX_STATUS Package Uncore PCU Perfmon Box Wide Status 

717H | 1815 | MSR_PCU_PMON_CTRO Package Uncore PCU Perfmon Counter 0 

718H | 1816 | MSR_PCU_PMON_CTR1 Package Uncore PCU Perfmon Counter 1 

719H | 1817 | MSR_PCU_PMON_CTR2 Package Uncore PCU Perfmon Counter 2 

71AH | 1818 | MSR_PCU_PMON_CTR3 Package Uncore PCU Perfmon Counter 3 

720H | 1824 | MSR_SO_PMON_BOX_CTL Package Uncore SBo O Perfmon for SBo O Box-Wide Control 

721H | 1825 | MSR_SO_PMON_EVNTSELO Package Uncore SBo O Perfmon Event Select for SBo 0 
Counter 0 

722H | 1826 | MSR_SO_PMON_EVNTSEL1 Package Uncore SBo 0 Perfmon Event Select for SBo 0 
Counter 1 

723H | 1827 | MSR_SO_PMON_EVNTSEL2 Package Uncore SBo 0 Perfmon Event Select for SBo 0 
Counter 2 

724H | 1828 | MSR_SO_PMON_EVNTSEL3 Package Uncore SBo 0 Perfmon Event Select for SBo 0 
Counter 3 

725H | 1829 | MSR_SO_PMON_BOX_FILTER Package Uncore SBo 0 Perfmon Box-Wide Filter 

726H | 1830 | MSR_SO_PMON_CTRO Package Uncore SBo 0 Perfmon Counter 0 

727H | 1831 | MSR_SO_PMON_CTR1 Package Uncore SBo 0 Perfmon Counter 1 

728H | 1832 | MSR_SO_PMON_CTR2 Package Uncore SBo O Perfmon Counter 2 

729H | 1833 | MSR_SO_PMON_CTR3 Package Uncore SBo 0 Perfmon Counter 3 

72AH | 1834 | MSR_S1_PMON_BOX_CTL Package Uncore SBo 1 Perfmon for SBo 1 Box-Wide Control 

72BH | 1835 | MSR_S1_PMON_EVNTSELO Package Uncore SBo 1 Perfmon Event Select for SBo 1 
Counter O 

72CH 1836 | MSR_S1_PMON_EVNTSEL1 Package Uncore SBo 1 Perfmon Event Select for SBo 1 
Counter 1 

72DH | 1837 | MSR_S1_PMON_EVNTSEL2 Package Uncore SBo 1 Perfmon Event Select for SBo 1 
Counter 2 

72EH 1838 | MSR_S1_PMON_EVNTSEL3 Package Uncore SBo 1 Perfmon Event Select for SBo 1 
Counter 3 

72FH 1839 | MSR_S1_PMON_BOX_FILTER Package Uncore SBo 1 Perfmon Box-Wide Filter 
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730H | 1840 | MSR_S1_PMON_CTRO Package Uncore SBo 1 Perfmon Counter 0 

731H | 1841 | MSR_S1_PMON_CTR1 Package Uncore SBo 1 Perfmon Counter 1 

732H | 1842 | MSR_S1_PMON_CTR2 Package Uncore SBo 1 Perfmon Counter 2 

733H | 1843 | MSR_S1_PMON_CTR3 Package Uncore SBo 1 Perfmon Counter 3 

734H | 1844 | MSR_S2_PMON_BOX_CTL Package Uncore SBo 2 Perfmon for SBo 2 Box-Wide Control 

735H | 1845 | MSR_S2_PMON_EVNTSELO Package Uncore SBo 2 Perfmon Event Select for SBo 2 
Counter 0 

736H | 1846 | MSR_S2_PMON_EVNTSEL1 Package Uncore SBo 2 Perfmon Event Select for SBo 2 
Counter 1 

737H | 1847 | MSR_S2_PMON_EVNTSEL2 Package Uncore SBo 2 Perfmon Event Select for SBo 2 
Counter 2 

738H | 1848 | MSR_S2_PMON_EVNTSEL3 Package Uncore SBo 2 Perfmon Event Select for SBo 2 
Counter 3 

739H | 1849 | MSR_S2_PMON_BOX_FILTER Package Uncore SBo 2 Perfmon Box-Wide Filter 

73AH | 1850 | MSR_S2_PMON_CTRO Package Uncore SBo 2 Perfmon Counter O 

73BH | 1851 | MSR_S2_PMON_CTR1 Package Uncore SBo 2 Perfmon Counter 1 

73CH 1852 | MSR_S2_PMON_CTR2 Package Uncore SBo 2 Perfmon Counter 2 

73DH | 1853 | MSR_S2_PMON_CTR3 Package Uncore SBo 2 Perfmon Counter 3 

73E€H 1854 | MSR_S3_PMON_BOX_CTL Package Uncore SBo 3 Perfmon for SBo 3 Box-Wide Control 

73FH 1855 | MSR_S3_PMON_EVNTSELO Package Uncore SBo 3 Perfmon Event Select for SBo 3 
Counter 0 

740H | 1856 | MSR_S3_PMON_EVNTSEL1 Package Uncore SBo 3 Perfmon Event Select for SBo 3 
Counter 1 

741H | 1857 | MSR_S3_PMON_EVNTSEL2 Package Uncore SBo 3 Perfmon Event Select for SBo 3 
Counter 2 

742H | 1858 | MSR_S3_PMON_EVNTSEL3 Package Uncore SBo 3 Perfmon Event Select for SBo 3 
Counter 3 

743H | 1859 | MSR_S3_PMON_BOX_FILTER Package Uncore SBo 3 Perfmon Box-Wide Filter 

744H | 1860 | MSR_S3_PMON_CTRO Package Uncore SBo 3 Perfmon Counter 0 

745H | 1861 | MSR_S3_PMON_CTR1 Package Uncore SBo 3 Perfmon Counter 1 

746H | 1862 | MSR_S3_PMON_CTR2 Package Uncore SBo 3 Perfmon Counter 2 

747H | 1863 | MSR_S3_PMON_CTR3 Package Uncore SBo 3 Perfmon Counter 3 

EOOH | 3584 | MSR_CO_PMON_BOX_CTL Package Uncore C-Box 0 Perfmon for Box-Wide Control 

€01H | 3585 | MSR_CO_PMON_EVNTSELO Package Uncore C-Box 0 Perfmon Event Select for C-Box 0 
Counter 0 

E02H | 3586 | MSR_CO_PMON_EVNTSEL1 Package Uncore C-Box 0 Perfmon Event Select for C-Box O 
Counter 1 

€03H | 3587 | MSR_CO_PMON_EVNTSEL2 Package Uncore C-Box 0 Perfmon Event Select for C-Box O 
Counter 2 

€04H | 3588 | MSR_CO_PMON_EVNTSEL3 Package Uncore C-Box 0 Perfmon Event Select for C-Box 0 
Counter 3 


2-246 Vol. 4 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-33. Uncore PMU MSRs in Intel® Xeon® Processor E5 v3 Family (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

€05H | 3589 | MSR_CO_PMON_BOX_FILTERO Package Uncore C-Box 0 Perfmon Box Wide Filter 0 

€O6H | 3590 | MSR_CO_PMON_BOX_FILTER1 Package Uncore C-Box 0 Perfmon Box Wide Filter 1 

€07H | 3591 | MSR_CO_PMON_BOX_STATUS Package Uncore C-Box 0 Perfmon Box Wide Status 

€O8H | 3592 | MSR_CO_PMON_CTRO Package Uncore C-Box 0 Perfmon Counter O 

€OSH | 3593 | MSR_CO_PMON_CTR1 Package Uncore C-Box 0 Perfmon Counter 1 

EOAH | 3594 | MSR_CO_PMON_CTR2 Package Uncore C-Box 0 Perfmon Counter 2 

EOBH | 3595 | MSR_CO_PMON_CTR3 Package Uncore C-Box 0 Perfmon Counter 3 

€10H | 3600 | MSR_C1_PMON_BOX_CTL Package Uncore C-Box 1 Perfmon for Box-Wide Control 

€11H | 3601 | MSR_C1_PMON_EVNTSELO Package Uncore C-Box 1 Perfmon Event Select for C-Box 1 
Counter O 

—12H | 3602 | MSR_C1_PMON_EVNTSEL1 Package Uncore C-Box 1 Perfmon Event Select for C-Box 1 
Counter 1 

€13H | 3603 | MSR_C1_PMON_EVNTSEL2 Package Uncore C-Box 1 Perfmon Event Select for C-Box 1 
Counter 2 

E14H | 3604 | MSR_C1_PMON_EVNTSEL3 Package Uncore C-Box 1 Perfmon Event Select for C-Box 1 
Counter 3 

€15H | 3605 | MSR_C1_PMON_BOX_FILTERO Package Uncore C-Box 1 Perfmon Box Wide Filter O 

€16H | 3606 | MSR_C1_PMON_BOX_FILTER1 Package Uncore C-Box 1 Perfmon Box Wide Filter1 

€17H | 3607 | MSR_C1_PMON_BOX_STATUS Package Uncore C-Box 1 Perfmon Box Wide Status 

€18H | 3608 | MSR_C1_PMON_CTRO Package Uncore C-Box 1 Perfmon Counter 0 

€19H | 3609 | MSR_C1_PMON_CTR1 Package Uncore C-Box 1 Perfmon Counter 1 

E1AH | 3610 | MSR_C1_PMON_CTR2 Package Uncore C-Box 1 Perfmon Counter 2 

€1BH | 3611 | MSR_C1_PMON_CTR3 Package Uncore C-Box 1 Perfmon Counter 3 

E20H | 3616 | MSR_C2_PMON_BOX_CTL Package Uncore C-Box 2 Perfmon for Box-Wide Control 

E21H | 3617 | MSR_C2_PMON_EVNTSELO Package Uncore C-Box 2 Perfmon Event Select for C-Box 2 
Counter O 

E22H | 3618 | MSR_C2_PMON_EVNTSEL1 Package Uncore C-Box 2 Perfmon Event Select for C-Box 2 
Counter 1 

E23H | 3619 | MSR_C2_PMON_EVNTSEL2 Package Uncore C-Box 2 Perfmon Event Select for C-Box 2 
Counter 2 

E24H | 3620 | MSR_C2_PMON_EVNTSEL3 Package Uncore C-Box 2 Perfmon Event select for C-Box 2 
Counter 3 

€25H | 3621 | MSR_C2_PMON_BOX_FILTERO Package Uncore C-Box 2 Perfmon Box Wide Filter 0 

E26H | 3622 | MSR_C2_PMON_BOX_FILTER1 Package Uncore C-Box 2 Perfmon Box Wide Filter1 

€27H | 3623 | MSR_C2_PMON_BOX_STATUS Package Uncore C-Box 2 Perfmon Box Wide Status 

E28H | 3624 | MSR_C2_PMON_CTRO Package Uncore C-Box 2 Perfmon Counter 0 

E29H | 3625 | MSR_C2_PMON_CTR1 Package Uncore C-Box 2 Perfmon Counter 1 

E2AH | 3626 | MSR_C2_PMON_CTR2 Package Uncore C-Box 2 Perfmon Counter 2 

E2BH | 3627 | MSR_C2_PMON_CTR3 Package Uncore C-Box 2 Perfmon Counter 3 
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E30H | 3632 | MSR_C3_PMON_BOX_CTL Package Uncore C-Box 3 Perfmon for Box-Wide Control 

€31H | 3633 | MSR_C3_PMON_EVNTSELO Package Uncore C-Box 3 Perfmon Event Select for C-Box 3 
Counter 0 

E32H | 3634 | MSR_C3_PMON_EVNTSEL1 Package Uncore C-Box 3 Perfmon Event Select for C-Box 3 
Counter 1 

E33H | 3635 | MSR_C3_PMON_EVNTSEL2 Package Uncore C-Box 3 Perfmon Event Select for C-Box 3 
Counter 2 

E34H | 3636 | MSR_C3_PMON_EVNTSEL3 Package Uncore C-Box 3 Perfmon Event Select for C-Box 3 
Counter 3 

E35H | 3637 | MSR_C3_PMON_BOX_FILTERO Package Uncore C-Box 3 Perfmon Box Wide Filter 0 

E36H | 3638 | MSR_C3_PMON_BOX_FILTER1 Package Uncore C-Box 3 Perfmon Box Wide Filter1 

€37H | 3639 | MSR_C3_PMON_BOX_STATUS Package Uncore C-Box 3 Perfmon Box Wide Status 

E38H | 3640 | MSR_C3_PMON_CTRO Package Uncore C-Box 3 Perfmon Counter O 

E39H | 3641 | MSR_C3_PMON_CTR1 Package Uncore C-Box 3 Perfmon Counter 1 

E3AH | 3642 | MSR_C3_PMON_CTR2 Package Uncore C-Box 3 Perfmon Counter 2 

E3BH | 3643 | MSR_C3_PMON_CTR3 Package Uncore C-Box 3 Perfmon Counter 3 

E40H | 3648 | MSR_C4_PMON_BOX_CTL Package Uncore C-Box 4 Perfmon for Box-Wide Control 

E41H | 3649 | MSR_C4_PMON_EVNTSELO Package Uncore C-Box 4 Perfmon Event Select for C-Box 4 
Counter 0 

E42H | 3650 | MSR_C4_PMON_EVNTSEL1 Package Uncore C-Box 4 Perfmon Event Select for C-Box 4 
Counter 1 

E43H | 3651 | MSR_C4_PMON_EVNTSEL2 Package Uncore C-Box 4 Perfmon Event Select for C-Box 4 
Counter 2 

E44H | 3652 | MSR_C4_PMON_EVNTSEL3 Package Uncore C-Box 4 Perfmon Event Select for C-Box 4 
Counter 3 

E45H | 3653 | MSR_C4_PMON_BOX_FILTERO Package Uncore C-Box 4 Perfmon Box Wide Filter 0 

E46H | 3654 | MSR_C4_PMON_BOX_FILTER1 Package Uncore C-Box 4 Perfmon Box Wide Filter1 

€47H | 3655 | MSR_C4_PMON_BOX_STATUS Package Uncore C-Box 4 Perfmon Box Wide Status 

E48H | 3656 | MSR_C4_PMON_CTRO Package Uncore C-Box 4 Perfmon Counter 0 

E49H | 3657 | MSR_C4_PMON_CTR1 Package Uncore C-Box 4 Perfmon Counter 1 

E4AH | 3658 | MSR_C4_PMON_CTR2 Package Uncore C-Box 4 Perfmon Counter 2 

E4BH | 3659 | MSR_C4_PMON_CTR3 Package Uncore C-Box 4 Perfmon Counter 3 

E50H | 3664 | MSR_C5_PMON_BOX_CTL Package Uncore C-Box 5 Perfmon for Box-Wide Control 

€51H | 3665 | MSR_C5_PMON_EVNTSELO Package Uncore C-Box 5 Perfmon Event Select for C-Box 5 
Counter 0 

E52H | 3666 | MSR_C5_PMON_EVNTSEL1 Package Uncore C-Box 5 Perfmon Event Select for C-Box 5 
Counter 1 

€53H | 3667 | MSR_C5_PMON_EVNTSEL2 Package Uncore C-Box 5 Perfmon Event Select for C-Box 5 
Counter 2 

E54H | 3668 | MSR_C5_PMON_EVNTSEL3 Package Uncore C-Box 5 Perfmon Event Select for C-Box 5 
Counter 3 
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Table 2-33. Uncore PMU MSRs in Intel® Xeon® Processor E5 v3 Family (Contd.) 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

€55H | 3669 | MSR_C5_PMON_BOX_FILTERO Package Uncore C-Box 5 Perfmon Box Wide Filter 0 

€56H | 3670 | MSR_C5_PMON_BOX_FILTER1 Package Uncore C-Box 5 Perfmon Box Wide Filter 1 

€57H | 3671 | MSR_C5_PMON_BOX_STATUS Package Uncore C-Box 5 Perfmon Box Wide Status 

E58H | 3672 | MSR_C5_PMON_CTRO Package Uncore C-Box 5 Perfmon Counter O 

€59H | 3673 | MSR_C5_PMON_CTR1 Package Uncore C-Box 5 Perfmon Counter 1 

E5AH | 3674 | MSR_C5_PMON_CTR2 Package Uncore C-Box 5 Perfmon Counter 2 

E5BH | 3675 | MSR_C5_PMON_CTR3 Package Uncore C-Box 5 Perfmon Counter 3 

€60H | 3680 | MSR_C6_PMON_BOX_CTL Package Uncore C-Box 6 Perfmon for Box-Wide Control 

€61H | 3681 | MSR_C6_PMON_EVNTSELO Package Uncore C-Box 6 Perfmon Event Select for C-Box 6 
Counter O 

€62H | 3682 | MSR_C6_PMON_EVNTSEL1 Package Uncore C-Box 6 Perfmon Event Select for C-Box 6 
Counter 1 

€63H | 3683 | MSR_C6_PMON_EVNTSEL2 Package Uncore C-Box 6 Perfmon Event Select for C-Box 6 
Counter 2 

—64H | 3684 | MSR_C6_PMON_EVNTSEL3 Package Uncore C-Box 6 Perfmon Event Select for C-Box 6 
Counter 3 

€65H | 3685 | MSR_C6_PMON_BOX_FILTERO Package Uncore C-Box 6 Perfmon Box Wide Filter O 

€66H | 3686 | MSR_C6_PMON_BOX_FILTER1 Package Uncore C-Box 6 Perfmon Box Wide Filter 1 

€67H | 3687 | MSR_C6_PMON_BOX_STATUS Package Uncore C-Box 6 Perfmon Box Wide Status 

€68H | 3688 | MSR_C6_PMON_CTRO Package Uncore C-Box 6 Perfmon Counter O 

€69H | 3689 | MSR_C6_PMON_CTR1 Package Uncore C-Box 6 Perfmon Counter 1 

E6AH | 3690 | MSR_C6_PMON_CTR2 Package Uncore C-Box 6 Perfmon Counter 2 

E6BH | 3691 | MSR_C6_PMON_CTR3 Package Uncore C-Box 6 Perfmon Counter 3 

€70H | 3696 | MSR_C7_PMON_BOX_CTL Package Uncore C-Box 7 Perfmon for Box-Wide Control 

E71H | 3697 | MSR_C7_PMON_EVNTSELO Package Uncore C-Box 7 Perfmon Event Select for C-Box 7 
Counter O 

E72H | 3698 | MSR_C7_PMON_EVNTSEL1 Package Uncore C-Box 7 Perfmon Event Select for C-Box 7 
Counter 1 

E73H | 3699 | MSR_C7_PMON_EVNTSEL2 Package Uncore C-Box 7 Perfmon Event Select for C-Box 7 
Counter 2 

E74H | 3700 | MSR_C7_PMON_EVNTSEL3 Package Uncore C-Box 7 Perfmon Event Select for C-Box 7 
Counter 3 

€75H | 3701 | MSR_C7_PMON_BOX_FILTERO Package Uncore C-Box 7 Perfmon Box Wide Filter 0 

€76H | 3702 | MSR_C7_PMON_BOX_FILTER1 Package Uncore C-Box 7 Perfmon Box Wide Filter 1 

€77H | 3703 | MSR_C7_PMON_BOX_STATUS Package Uncore C-Box 7 Perfmon Box Wide Status 

E78H | 3704 | MSR_C7_PMON_CTRO Package Uncore C-Box 7 Perfmon Counter 0 

€79H | 3705 | MSR_C7_PMON_CTR1 Package Uncore C-Box 7 Perfmon Counter 1 

E7AH | 3706 | MSR_C7_PMON_CTR2 Package Uncore C-Box 7 Perfmon Counter 2 

E€7BH | 3707 | MSR_C7_PMON_CTR3 Package Uncore C-Box 7 Perfmon Counter 3 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

E80H | 3712 | MSR_C8_PMON_BOX_CTL Package Uncore C-Box 8 Perfmon Local Box Wide Control 

E81H | 3713 | MSR_C8_PMON_EVNTSELO Package Uncore C-Box 8 Perfmon Event Select for C-Box 8 
Counter 0 

E82H | 3714 | MSR_C8_PMON_EVNTSEL1 Package Uncore C-Box 8 Perfmon Event Select for C-Box 8 
Counter 1 

€83H | 3715 | MSR_C8_PMON_EVNTSEL2 Package Uncore C-Box 8 Perfmon Event Select for C-Box 8 
Counter 2 

E84H | 3716 | MSR_C8_PMON_EVNTSEL3 Package Uncore C-Box 8 Perfmon Event Select for C-Box 8 
Counter 3 

E85H | 3717 | MSR_C8_PMON_BOX_FILTERO Package Uncore C-Box 8 Perfmon Box Wide Filter 0 

E86H | 3718 | MSR_C8_PMON_BOX_FILTER1 Package Uncore C-Box 8 Perfmon Box Wide Filter 1 

€87H | 3719 | MSR_C8_PMON_BOX_STATUS Package Uncore C-Box 8 Perfmon Box Wide Status 

E88H | 3720 | MSR_C8_PMON_CTRO Package Uncore C-Box 8 Perfmon Counter O 

E89H | 3721 | MSR_C8_PMON_CTR1 Package Uncore C-Box 8 Perfmon Counter 1 

E8AH | 3722 | MSR_C8_PMON_CTR2 Package Uncore C-Box 8 Perfmon Counter 2 

E8BH | 3723 | MSR_C8_PMON_CTR3 Package Uncore C-Box 8 Perfmon Counter 3 

ES0H | 3728 | MSR_C9_PMON_BOX_CTL Package Uncore C-Box 9 Perfmon Local Box Wide Control 

€91H | 3729 | MSR_C9_PMON_EVNTSELO Package Uncore C-Box 9 Perfmon Event Select for C-Box 9 
Counter 0 

E92H | 3730 | MSR_C9_PMON_EVNTSEL1 Package Uncore C-Box 9 Perfmon Event Select for C-Box 9 
Counter 1 

€93H | 3731 | MSR_C9_PMON_EVNTSEL2 Package Uncore C-Box 9 Perfmon Event Select for C-Box 9 
Counter 2 

E94H | 3732 | MSR_C9_PMON_EVNTSEL3 Package Uncore C-Box 9 Perfmon Event Select for C-Box 9 
Counter 3 

E95H | 3733 | MSR_C9_PMON_BOX_FILTERO Package Uncore C-Box 9 Perfmon Box Wide Filter 0 

E96H | 3734 | MSR_C9_PMON_BOX_FILTER1 Package Uncore C-Box 9 Perfmon Box Wide Filter 1 

€97H | 3735 | MSR_C9_PMON_BOX_STATUS Package Uncore C-Box 9 Perfmon Box Wide Status 

E98H | 3736 | MSR_C9_PMON_CTRO Package Uncore C-Box 9 Perfmon Counter 0 

E99SH | 3737 | MSR_C9_PMON_CTR1 Package Uncore C-Box 9 Perfmon Counter 1 

ESAH | 3738 | MSR_C9_PMON_CTR2 Package Uncore C-Box 9 Perfmon Counter 2 

E9BH | 3739 | MSR_C9_PMON_CTR3 Package Uncore C-Box 9 Perfmon Counter 3 

EAOH | 3744 | MSR_C10_PMON_BOX_CTL Package Uncore C-Box 10 Perfmon Local Box Wide Control 

EA1H | 3745 | MSR_C10_PMON_EVNTSELO Package Uncore C-Box 10 Perfmon Event Select for C-Box 10 
Counter 0 

EA2H | 3746 | MSR_C10_PMON_EVNTSEL1 Package Uncore C-Box 10 Perfmon Event Select for C-Box 10 
Counter 1 

EA3H | 3747 | MSR_C10_PMON_EVNTSEL2 Package Uncore C-Box 10 Perfmon Event Select for C-Box 10 
Counter 2 

EA4H | 3748 | MSR_C10_PMON_EVNTSEL3 Package Uncore C-Box 10 Perfmon Event Select for C-Box 10 
Counter 3 
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Hex Dec 

EASH | 3749 | MSR_C10_PMON_BOX_FILTERO Package Uncore C-Box 10 Perfmon Box Wide Filter 0 

EA6H | 3750 | MSR_C10_PMON_BOX_FILTER1 Package Uncore C-Box 10 Perfmon Box Wide Filter 1 

EA7H | 3751 | MSR_C10_PMON_BOX_STATUS Package Uncore C-Box 10 Perfmon Box Wide Status 

EA8H | 3752 | MSR_C10_PMON_CTRO Package Uncore C-Box 10 Perfmon Counter O 

EASH | 3753 | MSR_C10_PMON_CTR1 Package Uncore C-Box 10 perfmon Counter 1 

EAAH | 3754 | MSR_C10_PMON_CTR2 Package Uncore C-Box 10 Perfmon Counter 2 

EABH | 3755 | MSR_C10_PMON_CTR3 Package Uncore C-Box 10 Perfmon Counter 3 

EBOH | 3760 | MSR_C11_PMON_BOX_CTL Package Uncore C-Box 11 Perfmon Local Box Wide Control 

€B1H | 3761 | MSR_C11_PMON_EVNTSELO Package Uncore C-Box 11 Perfmon Event Select for C-Box 11 
Counter O 

EB2H | 3762 | MSR_C11_PMON_EVNTSEL1 Package Uncore C-Box 11 Perfmon Event Select for C-Box 11 
Counter 1 

EB3H | 3763 | MSR_C11_PMON_EVNTSEL2 Package Uncore C-Box 11 Perfmon Event Select for C-Box 11 
Counter 2 

EB4H | 3764 | MSR_C11_PMON_EVNTSEL3 Package Uncore C-box 11 Perfmon Event Select for C-Box 11 
Counter 3 

EB5H | 3765 | MSR_C11_PMON_BOX_FILTERO Package Uncore C-Box 11 Perfmon Box Wide Filter 0 

EB6H | 3766 | MSR_C11_PMON_BOX_FILTER1 Package Uncore C-Box 11 Perfmon Box Wide Filter 1 

€B7H | 3767 | MSR_C11_PMON_BOX_STATUS Package Uncore C-Box 11 Perfmon Box Wide Status 

EB8H | 3768 | MSR_C11_PMON_CTRO Package Uncore C-Box 11 Perfmon Counter 0 

EBSH | 3769 | MSR_C11_PMON_CTR1 Package Uncore C-Box 11 Perfmon Counter 1 

EBAH | 3770 | MSR_C11_PMON_CTR2 Package Uncore C-Box 11 Perfmon Counter 2 

EBBH | 3771 | MSR_C11_PMON_CTR3 Package Uncore C-Box 11 Perfmon Counter 3 

ECOH | 3776 | MSR_C12_PMON_BOX_CTL Package Uncore C-Box 12 Perfmon Local Box Wide Control 

EC1H | 3777 | MSR_C12_PMON_EVNTSELO Package Uncore C-Box 12 Perfmon Event Select for C-Box 12 
Counter 0 

EC2H | 3778 | MSR_C12_PMON_EVNTSEL1 Package Uncore C-Box 12 Perfmon Event Select for C-Box 12 
Counter 1 

EC3H 3779 | MSR_C12_PMON_EVNTSEL2 Package Uncore C-Box 12 Perfmon Event Select for C-Box 12 
Counter 2 

EC4H 3780 | MSR_C12_PMON_EVNTSEL3 Package Uncore C-Box 12 Perfmon Event Select for C-Box 12 
Counter 3 

ECSH | 3781 | MSR_C12_PMON_BOX_FILTERO Package Uncore C-Box 12 Perfmon Box Wide Filter 0 

EC6H | 3782 | MSR_C12_PMON_BOX_FILTER1 Package Uncore C-Box 12 Perfmon Box Wide Filter 1 

EC7H | 3783 | MSR_C12_PMON_BOX_STATUS Package Uncore C-Box 12 Perfmon Box Wide Status 

EC8H | 3784 | MSR_C12_PMON_CTRO Package Uncore C-Box 12 Perfmon Counter 0 

ECSH | 3785 | MSR_C12_PMON_CTR1 Package Uncore C-Box 12 Perfmon Counter 1 

ECAH | 3786 | MSR_C12_PMON_CTR2 Package Uncore C-Box 12 Perfmon Counter 2 

ECBH | 3787 | MSR_C12_PMON_CTR3 Package Uncore C-Box 12 Perfmon Counter 3 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

EDOH | 3792 | MSR_C13_PMON_BOX_CTL Package Uncore C-Box 13 Perfmon local box wide control. 

ED1H | 3793 | MSR_C13_PMON_EVNTSELO Package Uncore C-Box 13 Perfmon Event Select for C-Box 13 
Counter 0 

ED2H | 3794 | MSR_C13_PMON_EVNTSEL1 Package Uncore C-Box 13 Perfmon Event Select for C-Box 13 
Counter 1 

€D3H | 3795 | MSR_C13_PMON_EVNTSEL2 Package Uncore C-Box 13 Perfmon Event Select for C-Box 13 
Counter 2 

ED4H | 3796 | MSR_C13_PMON_EVNTSEL3 Package Uncore C-Box 13 Perfmon Event Select for C-Box 13 
Counter 3 

ED5H | 3797 | MSR_C13_PMON_BOX_FILTERO Package Uncore C-Box 13 Perfmon Box Wide Filter 0 

ED6H | 3798 | MSR_C13_PMON_BOX_FILTER1 Package Uncore C-Box 13 Perfmon Box Wide Filter 1 

ED7H | 3799 | MSR_C13_PMON_BOX_STATUS Package Uncore C-Box 13 Perfmon Box Wide Status 

ED8H | 3800 | MSR_C13_PMON_CTRO Package Uncore C-Box 13 Perfmon Counter 0 

EDSH | 3801 | MSR_C13_PMON_CTR1 Package Uncore C-Box 13 Perfmon Counter 1 

EDAH | 3802 | MSR_C13_PMON_CTR2 Package Uncore C-Box 13 Perfmon Counter 2 

EDBH | 3803 | MSR_C13_PMON_CTR3 Package Uncore C-Box 13 Perfmon Counter 3 

EEOH | 3808 | MSR_C14_PMON_BOX_CTL Package Uncore C-Box 14 Perfmon Local Box Wide Control 

EE1H 3809 | MSR_C14_PMON_EVNTSELO Package Uncore C-Box 14 Perfmon Event Select for C-Box 14 
Counter 0 

EE2H 3810 | MSR_C14_PMON_EVNTSEL1 Package Uncore C-Box 14 Perfmon Event Select for C-Box 14 
Counter 1 

EE3H | 3811 | MSR_C14_PMON_EVNTSEL2 Package Uncore C-Box 14 Perfmon Event Select for C-Box 14 
Counter 2 

EE4H | 3812 | MSR_C14_PMON_EVNTSEL3 Package Uncore C-Box 14 Perfmon Event Select for C-Box 14 
Counter 3 

EESH 3813 | MSR_C14_PMON_BOX_FILTER Package Uncore C-Box 14 Perfmon Box Wide Filter 0 

EE6H 3814 | MSR_C14_PMON_BOX_FILTER1 Package Uncore C-Box 14 Perfmon Box Wide Filter 1 

EE7H | 3815 | MSR_C14_PMON_BOX_STATUS Package Uncore C-Box 14 Perfmon Box Wide Status 

EE8H 3816 | MSR_C14_PMON_CTRO Package Uncore C-Box 14 Perfmon Counter 0 

EESH 3817 | MSR_C14_PMON_CTR1 Package Uncore C-Box 14 Perfmon Counter 1 

EEAH | 3818 | MSR_C14_PMON_CTR2 Package Uncore C-Box 14 Perfmon Counter 2 

EEBH 3819 | MSR_C14_PMON_CTR3 Package Uncore C-Box 14 Perfmon Counter 3 

EFOH | 3824 | MSR_C15_PMON_BOX_CTL Package Uncore C-Box 15 Perfmon Local Box Wide Control 

EFIH | 3825 | MSR_C15_PMON_EVNTSELO Package Uncore C-Box 15 Perfmon Event Select for C-Box 15 
Counter 0 

EF2H 3826 | MSR_C15_PMON_EVNTSEL1 Package Uncore C-Box 15 Perfmon Event Select for C-Box 15 
Counter 1 

EF3H 3827 | MSR_C15_PMON_EVNTSEL2 Package Uncore C-Box 15 Perfmon Event Select for C-Box 15 
Counter 2 

EF4H | 3828 | MSR_C15_PMON_EVNTSEL3 Package Uncore C-Box 15 Perfmon Event Select for C-Box 15 
Counter 3 
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Hex Dec 

EF5H | 3829 | MSR_C15_PMON_BOX_FILTERO Package Uncore C-Box 15 Perfmon Box Wide Filter 0 

EF6H | 3830 | MSR_C15_PMON_BOX_FILTER1 Package Uncore C-Box 15 Perfmon Box Wide Filter 1 

EF7H | 3831 | MSR_C15_PMON_BOX_STATUS Package Uncore C-Box 15 Perfmon Box Wide Status 

EF8H | 3832 | MSR_C15_PMON_CTRO Package Uncore C-Box 15 Perfmon Counter 0 

EFSH | 3833 | MSR_C15_PMON_CTR1 Package Uncore C-Box 15 Perfmon Counter 1 

EFAH | 3834 | MSR_C15_PMON_CTR2 Package Uncore C-Box 15 Perfmon Counter 2 

EFBH | 3835 | MSR_C15_PMON_CTR3 Package Uncore C-Box 15 Perfmon Counter 3 

FOOH | 3840 | MSR_C16_PMON_BOX_CTL Package Uncore C-Box 16 Perfmon for Box-Wide Control 

FOIH | 3841 | MSR_C16_PMON_EVNTSELO Package Uncore C-Box 16 Perfmon Event Select for C-Box 16 
Counter 0 

FO2H | 3842 | MSR_C16_PMON_EVNTSEL1 Package Uncore C-Box 16 Perfmon Event Select for C-Box 16 
Counter 1 

FO3H | 3843 | MSR_C16_PMON_EVNTSEL2 Package Uncore C-Box 16 Perfmon Event Select for C-Box 16 
Counter 2 

FO4H | 3844 | MSR_C16_PMON_EVNTSEL3 Package Uncore C-Box 16 Perfmon Event Select for C-Box 16 
Counter 3 

FO5H | 3845 | MSR_C16_PMON_BOX_FILTERO Package Uncore C-Box 16 Perfmon Box Wide Filter 0 

FO6H | 3846 | MSR_C16_PMON_BOX_FILTER1 Package Uncore C-Box 16 Perfmon Box Wide Filter 1 

FO7H | 3847 | MSR_C16_PMON_BOX_STATUS Package Uncore C-Box 16 Perfmon Box Wide Status 

FO8H | 3848 | MSR_C16_PMON_CTRO Package Uncore C-Box 16 Perfmon Counter 0 

FOSH | 3849 | MSR_C16_PMON_CTR1 Package Uncore C-Box 16 Perfmon Counter 1 

FOAH | 3850 | MSR_C16_PMON_CTR2 Package Uncore C-Box 16 Perfmon Counter 2 

FOBH | 3851 | MSR_C16_PMON_CTR3 Package Uncore C-Box 16 Perfmon Counter 3 

FIOH | 3856 | MSR_C17_PMON_BOX_CTL Package Uncore C-Box 17 Perfmon for Box-Wide Control 

F11H | 3857 | MSR_C17_PMON_EVNTSELO Package Uncore C-Box 17 Perfmon Event Select for C-Box 17 
Counter 0 

F12H | 3858 | MSR_C17_PMON_EVNTSEL1 Package Uncore C-Box 17 Perfmon Event Select for C-Box 17 
Counter 1 

F13H | 3859 | MSR_C17_PMON_EVNTSEL2 Package Uncore C-Box 17 Perfmon Event Select for C-Box 17 
Counter 2 

F14H | 3860 | MSR_C17_PMON_EVNTSEL3 Package Uncore C-Box 17 Perfmon Event Select for C-Box 17 
Counter 3 

FI5H | 3861 | MSR_C17_PMON_BOX_FILTERO Package Uncore C-Box 17 Perfmon Box Wide Filter 0 

FI6H | 3862 | MSR_C17_PMON_BOX_FILTER1 Package Uncore C-Box 17 Perfmon Box Wide Filter1 

F17H | 3863 | MSR_C17_PMON_BOX_STATUS Package Uncore C-Box 17 Perfmon Box Wide Status 

F1I8H | 3864 | MSR_C17_PMON_CTRO Package Uncore C-Box 17 Perfmon Counter 0 

FISH | 3865 | MSR_C17_PMON_CTR1 Package Uncore C-Box 17 Perfmon Counter 1 

FIAH | 3866 | MSR_C17_PMON_CTR2 Package Uncore C-Box 17 Perfmon Counter 2 

FIBH | 3867 | MSR_C17_PMON_CTR3 Package Uncore C-Box 17 Perfmon Counter 3 
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2.15 MSRS IN INTEL® CORE™ M PROCESSORS AND 5TH GENERATION INTEL 
CORE PROCESSORS 


The Intel® Core™ M-5xxx processors and 5th generation Intel® Core™ Processors, and Intel® Xeon® Processor 
E3-1200 v4 family are based on the Broadwell microarchitecture. The Intel® Core™ M-5xxx processors and 5th 
generation Intel® Core™ Processors have CPUID DisplayFamily_DisplayModel signature 06_3DH. Intel® Xeon® 
Processor E3-1200 v4 family and the 5th generation Intel® Core™ Processors have CPUID 
DisplayFamily_DisplayModel signature 06_47H. Processors with signatures 06_3DH and 06_47H support the MSR 
interfaces listed in Table 2-20, Table 2-21, Table 2-22, Table 2-25, Table 2-29, Table 2-30, Table 2-34, and Table 
2-35. For an MSR listed in Table 2-35 that also appears in the model-specific tables of prior generations, Table 2-35 
supersede prior generation tables. 


Table 2-34 lists MSRs that are common to processors based on the Broadwell microarchitectures (including CPUID 
signatures 06_3DH, 06_47H, 06_4FH, and 06_56Hh). 


Table 2-34. Additional MSRs Common to Processors Based the Broadwell Microarchitectures 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
38EH 910 | IA32_PERF_GLOBAL_STATUS Thread See Table 2-2. See Section 18.6.2.2, “Global Counter 

Control Facilities.” 

0 Ovf_PMCO 

1 Ovf_PMC1 

2 Ovf_PMC2 

3 Ovf_PMC3 

31:4 Reserved 

32 Ovf_FixedCtrO 

33 Ovf_FixedCtr1 

34 Ovf_FixedCtr2 

54:35 Reserved 

55 Trace_ToPA_PMI 
See Section 31.2.6.2, “Table of Physical Addresses 
(ToPA).” 

60:56 Reserved 

61 Ovf_Uncore 

62 Ovf_BufDSSAVE 

63 CondChgd 

390H 912 | IA32_PERF_GLOBAL_OVF_CTRL Thread See Table 2-2. See Section 18.6.2.2, “Global Counter 

Control Facilities.” 

0 Set 1 to clear Ovf_PMCO 

1 Set 1 to clear Ovf_PMC1 

2 Set 1 to clear Ovf_PMC2 

3 Set 1 to clear Ovf_PMC3 

31:4 Reserved 

32 Set 1 to clear Ovf_FixedCtrO 

33 Set 1 to clear Ovf_FixedCtr1 


2-254 Vol. 4 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-34. Additional MSRs Common to Processors Based the Broadwell Microarchitectures 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
34 Set 1 to clear Ovf_FixedCtr2 
54:35 Reserved. 
55 Set 1 to clear Trace_ToPA_PMI. 
See Section 31.2.6.2, “Table of Physical Addresses 
(ToPA).” 
60:56 Reserved 
61 Set 1 to clear Ovf_Uncore 
62 Set 1 to clear Ovf_BufDSSAVE 
63 Set 1 to clear CondChgd 
560H | 1376 | IA32_RTIT_OUTPUT_BASE THREAD Trace Output Base Register (R/W) 
6:0 Reserved 
MAXPHYADDR!-1:7 Base physical address. 
63:MAXPHYADDR Reserved 
561H | 1377 | 1A32_RTIT_OUTPUT_MASK_PTRS THREAD Trace Output Mask Pointers Register (R/W) 
6:0 Reserved 
31:7 MaskOrTableOffset 
63:32 Output Offset. 
570H | 1392 | IA32_RTIT_CTL Thread Trace Control Register (R/W) 
0 TraceEn 
1 Reserved, must be zero. 
2 Os 
3 User 
6:4 Reserved, must be zero. 
7 CR3 filter 
8 ToPA 
Writing O will #GP if also setting TraceEn. 
9 Reserved, must be zero. 
10 TSCEn 
11 DisRETC 
12 Reserved, must be zero. 
13 Reserved; writing O will #GP if also setting TraceEn. 
63:14 Reserved, must be zero. 
571H | 1393 | IA32_RTIT_STATUS Thread Tracing Status Register (R/W) 
0 Reserved, writes ignored. 
1 ContexEn, writes ignored. 
2 Trigger€n, writes ignored. 
3 Reserved 
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Table 2-34. Additional MSRs Common to Processors Based the Broadwell Microarchitectures 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

4 Error (R/W) 

5 Stopped 

63:6 Reserved, must be zero. 

572H | 1394 _ | IA32_RTIT_CR3_MATCH THREAD Trace Filter CR3 Match Register (R/W) 
4:0 Reserved 
63:5 CR3[63:5] value to match. 
620H | 1568 | MSR UNCORE_RATIO_LIMIT Package Uncore Ratio Limit (R/W) 

Out of reset, the min_ratio and max_ratio fields 
represent the widest possible range of uncore 
frequencies. Writing to these fields allows software to 
control the minimum and the maximum frequency that 
hardware will select. 

63:15 Reserved 

14:8 MIN_RATIO 
Writing to this field controls the minimum possible 
ratio of the LLC/Ring. 
Reserved 

6:0 MAX_RATIO 
This field is used to limit the max ratio of the LLC/Ring. 

NOTES: 


1. MAXPHYADDR is reported by CPUID.80000008H:EAX[7:0]. 


Table 2-35 lists MSRs that are specific to Intel Core M processors and 5th Generation Intel Core Processors. 


Table 2-35. Additional MSRs Supported by Intel® Core™ M Processors and 5th Generation Intel® Core™ Processors 
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Register Scope 

Address Register Name Bit Description 
Hex Dec 
E2H 226 =| MSR_PKG_CST_CONFIG_CONTROL Core C-State Configuration Control (R/W) 


Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 


See http://biosbits.org. 
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Table 2-35. Additional MSRs Supported by Intel® Core™ M Processors and 5th Generation Intel® Core™ Processors 


Register Scope 
Address Register Name Bit Description 
Hex Dec 
3:0 Package C-State Limit (R/W) 
Specifies the lowest processor-specific C-state code 
name (consuming the least power) for the package. 
The default is set as factory-configured package C- 
state limit. 
The following C-state code name encodings are 
supported: 
0000b: CO/C1 (no package C-state support) 
0001b: C2 
0010b: C3 
0011b: C6 
0100b: C7 
0101b: C7s 
0110b: C8 
0111b: C9 
1000b: C10 
9:4 Reserved 
10 I/O MWAIT Redirection Enable (R/W) 
14:11 Reserved 
15 CFG Lock (R/WO) 
24:16 Reserved 
25 C3 State Auto Demotion Enable (R/W) 
26 C1 State Auto Demotion Enable (R/W) 
27 Enable C3 Undemotion (R/W) 
28 Enable C1 Undemotion (R/W) 
29 Enable Package C-State Auto-Demotion (R/W) 
30 Enable Package C-State Undemotion (R/W) 
63:31 Reserved 
1ADH 429 | MSR_TURBO_RATIO_LIMIT Package Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO[28] = 0. 
RW if MSR_PLATFORM_INFO.[28] = 1. 
7:0 Package Maximum Ratio Limit for 1C 
Maximum turbo ratio limit of 1 core active. 
15:8 Package Maximum Ratio Limit for 2C 
Maximum turbo ratio limit of 2 core active. 
23:16 Package Maximum Ratio Limit for 3C 
Maximum turbo ratio limit of 3 core active. 
31:24 Package Maximum Ratio Limit for 4C 
Maximum turbo ratio limit of 4 core active. 
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Table 2-35. Additional MSRs Supported by Intel® Core™ M Processors and 5th Generation Intel® Core™ Processors 


Register Scope 
Address Register Name Bit Description 
Hex Dec 
39:32 Package Maximum Ratio Limit for 5C 
Maximum turbo ratio limit of Score active. 
47:40 Package Maximum Ratio Limit for 6C 
Maximum turbo ratio limit of 6core active. 
63:48 Reserved 
639H | 1593 | MSR_PPO_ENERGY_STATUS Package PPO Energy Status (R/O) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 


See Table 2-20, Table 2-21, Table 2-22, Table 2-25, Table 2-29, Table 2-30, Table 2-34 for other MSR definitions applicable to 
processors with CPUID signature O6_3DH. 


2.16 


MSRS IN INTEL® XEON® PROCESSORS €5 V4 FAMILY 


The MSRs listed in Table 2-36 are available and common to Intel® Xeon® Processor D product Family (CPUID 
DisplayFamily_DisplayModel = 06_56H) and to Intel Xeon processors E5 v4, E7 v4 families (CPUID 
DisplayFamily_DisplayModel = 06_4FH). They are based on the Broadwell microarchitecture. 


See Section 2.16.1 for lists of tables of MSRs that are supported by Intel® Xeon® Processor D Family. 


Table 2-36. Additional MSRs Common to Intel’ Xeon® Processor D and Intel Xeon Processors E5 v4 Family 
Based on the Broadwell Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
4€H 78 MSR_PPIN_CTL Package Protected Processor Inventory Number Enable Control 
(R/W) 
0 LockOut (R/WO) 
See Table 2-26. 
1 Enable_PPIN (R/W) 
See Table 2-26. 
63:2 Reserved 
4FH 79 MSR_PPIN Package Protected Processor Inventory Number (R/O) 
63:0 Protected Processor Inventory Number (R/O) 
See Table 2-26. 
CEH 206 | MSR_PLATFORM_INFO Package Platform Information 
Contains power management and other model specific 
features enumeration. See http://biosbits.org. 
7:0 Reserved 
15:8 Package Maximum Non-Turbo Ratio (R/O) 
See Table 2-26. 
22:16 Reserved. 
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Table 2-36. Additional MSRs Common to Intel® Xeon® Processor D and Intel Xeon Processors E5 v4 Family 
Based on the Broadwell Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
23 Package PPIN_CAP (R/O) 
See Table 2-26. 
27:24 Reserved 
28 Package Programmable Ratio Limit for Turbo Mode (R/O) 
See Table 2-26. 
29 Package Programmable TDP Limit for Turbo Mode (R/O) 
See Table 2-26. 
30 Package Programmable T] OFFSET (R/O) 
See Table 2-26. 
39:31 Reserved 
47:40 Package Maximum Efficiency Ratio (R/O) 
See Table 2-26. 
63:48 Reserved 
E2H 226 | MSR_PKG_CST_CONFIG_CONTROL Core C-State Configuration Control (R/W) 


Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 


See http://biosbits.org. 


2:0 Package C-State Limit (R/W) 
Specifies the lowest processor-specific C-state code 
name (consuming the least power) for the package. The 
default is set as factory-configured package C-state 
limit. 
The following C-state code name encodings are 
supported: 
000b: CO/C1 (no package C-state support) 
001b: C2 
010b: C6 (non-retention) 
011b: C6 (retention) 
111b: No Package C state limits. All C states supported 
by the processor are available. 

9:3 Reserved 

10 I/O MWAIT Redirection Enable (R/W) 

14:11 Reserved 

15 CFG Lock (R/WO) 

16 Automatic C-State Conversion Enable (R/W) 
If 1, the processor will convert HALT or MWAT(C1) to 
MWAIT(C6). 

24:17 Reserved 

25 C3 State Auto Demotion Enable (R/W) 
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Based on the Broadwell Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
26 C1 State Auto Demotion Enable (R/W) 
27 Enable C3 Undemotion (R/W) 
28 Enable C1 Undemotion (R/W) 
29 Package C State Demotion Enable (R/W) 
30 Package C State UnDemotion Enable (R/W) 
63:31 Reserved 
179H 377 | IA32_MCG_CAP Thread Global Machine Check Capability (R/O) 
7:0 Count 
8 MCG_CTL_P 
9 MCG_EXT_P 
10 MCP_CMCI_P 
11 MCG_TES_P 
15:12 Reserved 
23:16 MCG_EXT_CNT 
24 MCG_SER_P 
25 MCG_EM_P 
26 MCG_ELOG_P 
63:27 Reserved 
17DH 381 | MSR_SMM_MCA_CAP Thread Enhanced SMM Capabilities (SMM-RO) 
Reports SMM capability Enhancement. Accessible only 
while in SMM. 
57:0 Reserved 
58 SMM_Code_Access_Chk (SMM-RO) 
If set to 1, indicates that the SMM code access 
restriction is supported and a host-space interface 
available to SMM handler. 
59 Long_Flow_Indication (SMM-RO) 
If set to 1, indicates that the SMM long flow indicator is 
supported and a host-space interface available to SMM 
handler. 
63:60 Reserved 
19CH 412 | 1IA32_THERM_STATUS Core Thermal Monitor Status (R/W) 
See Table 2-2. 
0 Thermal Status (RO) 
See Table 2-2. 
1 Thermal Status Log (R/WCO) 
See Table 2-2. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

2 PROTCHOT # or FORCEPR# Status (RO) 
See Table 2-2. 

3 PROTCHOT # or FORCEPR# Log (R/WCO) 
See Table 2-2. 

4 Critical Temperature Status (RO) 
See Table 2-2. 

5 Critical Temperature Status Log (R/WCO) 
See Table 2-2. 

6 Thermal Threshold #1 Status (RO) 
See Table 2-2. 

7 Thermal Threshold #1 Log (R/WCO) 
See Table 2-2. 

8 Thermal Threshold #2 Status (RO) 
See Table 2-2. 

9 Thermal Threshold #2 Log (R/WCO) 
See Table 2-2. 

10 Power Limitation Status (RO) 
See Table 2-2. 

11 Power Limitation Log (R/WCO) 
See Table 2-2. 

12 Current Limit Status (RO) 
See Table 2-2. 

13 Current Limit Log (R/WCO) 
See Table 2-2. 

14 Cross Domain Limit Status (RO) 
See Table 2-2. 

15 Cross Domain Limit Log (R/WCO) 
See Table 2-2. 

22:16 Digital Readout (RO) 
See Table 2-2. 

26:23 Reserved 

30:27 Resolution in Degrees Celsius (RO) 
See Table 2-2. 

31 Reading Valid (RO) 
See Table 2-2. 

63:32 Reserved 

1A2H 418 | MSR_TEMPERATURE_TARGET Package Temperature Target 
15:0 Reserved 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
23:16 Temperature Target (RO) 
See Table 2-26. 
27:24 TCC Activation Offset (R/W) 
See Table 2-26. 
63:28 Reserved. 
1ADH 429 |MSR_TURBO_RATIO_LIMIT Package Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO.[28] = 0. 
RW if MSR_PLATFORM_INFO.[28] = 1. 
7:0 Package Maximum Ratio Limit for 1C 
15:8 Package Maximum Ratio Limit for 2C 
23:16 Package Maximum Ratio Limit for 3C 
31:24 Package Maximum Ratio Limit for 4C 
39:32 Package Maximum Ratio Limit for 5C 
47:40 Package Maximum Ratio Limit for 6C 
55:48 Package Maximum Ratio Limit for 7C 
63:56 Package Maximum Ratio Limit for 8C 
1AEH 430 |MSR_TURBO_RATIO_LIMIT1 Package Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO.[28] = 0. 
RW if MSR_PLATFORM_INFO.[28] = 1. 
7:0 Package Maximum Ratio Limit for 9C 
15:8 Package Maximum Ratio Limit for 10C 
23:16 Package Maximum Ratio Limit for 11C 
31:24 Package Maximum Ratio Limit for 12C 
39:32 Package Maximum Ratio Limit for 13C 
47:40 Package Maximum Ratio Limit for 14C 
55:48 Package Maximum Ratio Limit for 15C 
63:56 Package Maximum Ratio Limit for 16C 
606H | 1542 | MSR_RAPL_POWER_UNIT Package Unit Multipliers Used in RAPL Interfaces (R/O) 
3:0 Package Power Units 
See Section 14.10.1, “RAPL Interfaces.” 
7:4 Package Reserved 
12:8 Package Energy Status Units 
Energy related information (in Joules) is based on the 
multiplier, 1/2*ESU; where ESU is an unsigned integer 
represented by bits 12:8. Default value is OEH (or 61 
micro-joules). 
15:13 Package Reserved 
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Additional MSRs Common to Intel® Xeon® Processor D and Intel Xeon Processors E5 v4 Family 
Based on the Broadwell Microarchitecture 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


19:16 


Package 


Time Units 
See Section 14.10.1, “RAPL Interfaces.” 


63:20 


Reserved 


618H 


1560 


MSR_DRAM_POWER_LIMIT 


Package 


DRAM RAPL Power Limit Control (R/W) 
See Section 14.10.5, “DRAM RAPL Domain.” 


619H 


1561 


MSR_DRAM_ENERGY_STATUS 


Package 


DRAM Energy Status (R/O) 
Energy consumed by DRAM devices. 


31:0 


Energy in 15.3 micro-joules. Requires BIOS 
configuration to enable DRAM RAPL mode 0 (Direct VR). 


63:32 


Reserved 


61BH 


1563 


MSR_DRAM_PERF_STATUS 


Package 


DRAM Performance Throttling Status (R/O) 
See Section 14.10.5, “DRAM RAPL Domain.” 


61CH 


1564 


MSR_DRAM_POWER_INFO 


Package 


DRAM RAPL Parameters (R/W) 
See Section 14.10.5, “DRAM RAPL Domain.” 


620H 


1568 


MSR UNCORE_RATIO_LIMIT 


Package 


Uncore Ratio Limit (R/W) 


Out of reset, the min_ratio and max_ratio fields 
represent the widest possible range of uncore 
frequencies. Writing to these fields allows software to 
control the minimum and the maximum frequency that 
hardware will select. 


Reserved 


MIN_RATIO 


Writing to this field controls the minimum possible ratio 
of the LLC/Ring. 


Reserved 


MAX_RATIO 
This field is used to limit the max ratio of the LLC/Ring. 


639H 


1593 


MSR_PPO_ENERGY_STATUS 


Package 


Reserved (R/O) 
Reads return 0. 


690H 


1680 


MSR_CORE_PERF_LIMIT_REASONS 


Package 


Indicator of Frequency Clipping in Processor Cores 
(R/W) 


(Frequency refers to processor core frequency.) 


PROCHOT Status (RO) 


When set, processor core frequency is reduced below 
the operating system request due to assertion of 
external PROCHOT. 


Thermal Status (RO) 


When set, frequency is reduced below the operating 
system request due to a thermal event. 
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Register 
Address 


Hex Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


Power Budget Management Status (RO) 


When set, frequency is reduced below the operating 
system request due to PBM limit. 


Platform Configuration Services Status (RO) 


When set, frequency is reduced below the operating 
system request due to PCS limit. 


Reserved 


Autonomous Utilization-Based Frequency Control 
Status (RO) 
When set, frequency is reduced below the operating 


system request because the processor has detected 
that utilization is low. 


VR Therm Alert Status (RO) 

When set, frequency is reduced below the operating 
system request due to a thermal alert from the Voltage 
Regulator. 


Reserved 


Electrical Design Point Status (RO) 

When set, frequency is reduced below the operating 
system request due to electrical design point 
constraints (e.g., maximum electrical current 
consumption). 


Reserved 


Multi-Core Turbo Status (RO) 


When set, frequency is reduced below the operating 
system request due to Multi-Core Turbo limits. 


14 


Reserved 


Core Frequency P1 Status (RO) 

When set, frequency is reduced below max non-turbo 
PI. 

Core Max N-Core Turbo Frequency Limiting Status (RO) 


When set, frequency is reduced below max n-core 
turbo frequency. 


15 


Core Frequency Limiting Status (RO) 


When set, frequency is reduced below the operating 
system request. 


16 


PROCHOT Log 


When set, indicates that the PROCHOT Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
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Register 
Address 


Hex Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


Thermal Log 


When set, indicates that the Thermal Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


Power Budget Management Log 


When set, indicates that the PBM Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


Platform Configuration Services Log 


When set, indicates that the PCS Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


20 
21 


22 


23 


Reserved 


Autonomous Utilization-Based Frequency Control Log 


When set, indicates that the AUBFC Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
VR Therm Alert Log 


When set, indicates that the VR Therm Alert Status bit 
has asserted since the log bit was last cleared. 

This log bit will remain set until cleared by software 
writing 0. 


Reserved 


24 


Electrical Design Point Log 


When set, indicates that the EDP Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 


25 


Reserved 


26 


Multi-Core Turbo Log 


When set, indicates that the Multi-Core Turbo Status bit 
has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


28:27 


Reserved 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
29 Core Frequency P1 Log 
When set, indicates that the Core Frequency P1 Status 
bit has asserted since the log bit was last cleared. 
This log bit will remain set until cleared by software 
writing 0. 
30 Core Max N-Core Turbo Frequency Limiting Log 
When set, indicates that the Core Max n-core Turbo 
Frequency Limiting Status bit has asserted since the 
log bit was last cleared. 
This log bit will remain set until cleared by software 
writing 0. 
31 Core Frequency Limiting Log 
When set, indicates that the Core Frequency Limiting 
Status bit has asserted since the log bit was last 
cleared. 
This log bit will remain set until cleared by software 
writing 0. 
63:32 Reserved 
770H | 1904 | IA32_PM_ENABLE Package See Section 14.4.2, “Enabling HWP”. 
771H 1905 | IA32_HWP_CAPABILITIES Thread See Section 14.4.3, “HWP Performance Range and 
Dynamic Capabilities”. 
774H | 1908 | IA32_HWP_REQUEST Thread See Section 14.4.4, “Managing HWP”. 
7:0 Minimum Performance (R/W) 
15:8 Maximum Performance (R/W) 
23:16 Desired Performance (R/W) 
63:24 Reserved 
777H | 1911. | IA32_HWP_STATUS Thread See Section 14.4.5, “HWP Feedback”. 
1:0 Reserved 
2 Excursion to Minimum (RO) 
63:3 Reserved 
C8DH | 3213 | IA32_QM_EVTSEL THREAD Monitoring Event Select Register (R/W) 
If CPUID.(EAX=07H, ECX=0):EBX.RDT-M[bit 12] = 1. 
7:0 EventID (RW) 
Event encoding: 
0x00: No monitoring. 
0x01: L3 occupancy monitoring. 
OxO2: Total memory bandwidth monitoring. 
0x03: Local memory bandwidth monitoring. 
All other encoding reserved. 
31:8 Reserved 
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41:32 RMID (RW) 
63:42 Reserved 
C8FH 3215 | IA32_PQR_ASSOC THREAD Resource Association Register (R/W) 
9:0 RMID 
31:10 Reserved 
51:32 COS (R/W) 
63:52 Reserved 
C9OH | 3216 | 1IA32_L3_QO0S_MASK_O Package L3 Class Of Service Mask - COS 0 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=0. 
0:19 CBM: Bit vector of available L3 ways for COS 0 
enforcement. 
63:20 Reserved 
C91H | 3217 | 1IA32_L3_QO0S_MASK_1 Package L3 Class Of Service Mask - COS 1 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=1. 
0:19 CBM: Bit vector of available L3 ways for COS 1 
enforcement. 
63:20 Reserved 
C92H | 3218 | IA32_L3_QOS_MASK_2 Package L3 Class Of Service Mask - COS 2 (R/W) 
If CPUID.(EAX=1 0H, ECX=1):EDX.COS_MAX[15:0] >=2. 
0:19 CBM: Bit vector of available L3 ways for COS 2 
enforcement. 
63:20 Reserved 
C93H | 3219 | IA32_L3_QOS_MASK_3 Package L3 Class Of Service Mask - COS 3 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=3. 
0:19 CBM: Bit vector of available L3 ways for COS 3 
enforcement. 
63:20 Reserved 
C94H | 3220 | IA32_L3_QO0S_MASK_4 Package L3 Class Of Service Mask - COS 4 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=4. 
0:19 CBM: Bit vector of available L3 ways for COS 4 
enforcement. 
63:20 Reserved 
C95H | 3221 | IA32_L3_QOS_MASK_5 Package L3 Class Of Service Mask - COS 5 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=5. 
0:19 CBM: Bit vector of available L3 ways for COS 5 
enforcement. 
63:20 Reserved 
C96H | 3222 | IA32_L3_QOS_MASK_6 Package L3 Class Of Service Mask - COS 6 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=6. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
0:19 CBM: Bit vector of available L3 ways for COS 6 
enforcement. 
63:20 Reserved 
C97H | 3223 | 1A32_L3_QO0S_MASK_7 Package L3 Class Of Service Mask - COS 7 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=7. 
0:19 CBM: Bit vector of available L3 ways for COS 7 
enforcement. 
63:20 Reserved 
C98H | 3224 | 1A32_L3_Q0S_MASK_8 Package L3 Class Of Service Mask - COS 8 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=8. 
0:19 CBM: Bit vector of available L3 ways for COS 8 
enforcement. 
63:20 Reserved 
C99H | 3225 | 1A32_L3_QO0S_MASK_9 Package L3 Class Of Service Mask - COS 9 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=9. 
0:19 CBM: Bit vector of available L3 ways for COS 9 
enforcement. 
63:20 Reserved 
C9AH | 3226 | IA32_L3_Q0S_MASK_10 Package L3 Class Of Service Mask - COS 10 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=10. 
0:19 CBM: Bit vector of available L3 ways for COS 10 
enforcement. 
63:20 Reserved 
COBH | 3227 | 1A32_L3_QOS_MASK_11 Package L3 Class Of Service Mask - COS 11 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=11. 
0:19 CBM: Bit vector of available L3 ways for COS 11 
enforcement. 
63:20 Reserved 
C9CH | 3228 | IA32_L3_QOS_MASK_12 Package L3 Class Of Service Mask - COS 12 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=12. 
0:19 CBM: Bit vector of available L3 ways for COS 12 
enforcement. 
63:20 Reserved 
C9DH | 3229 | IA32_L3_QO0S_MASK_13 Package L3 Class Of Service Mask - COS 13 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=13. 
0:19 CBM: Bit vector of available L3 ways for COS 13 
enforcement. 
63:20 Reserved 
C9EH | 3230 | IA32_L3_QOS_MASK_14 Package L3 Class Of Service Mask - COS 14 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=14. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
0:19 CBM: Bit vector of available L3 ways for COS 14 
enforcement. 
63:20 Reserved 
C9FH | 3231 | IA32_L3_Q0S_MASK_15 Package L3 Class Of Service Mask - COS 15 (R/w) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=15. 
0:19 CBM: Bit vector of available L3 ways for COS 15 
enforcement. 
63:20 Reserved 
2.16.1 Additional MSRs Supported in the Intel® Xeon® Processor D Product Family 


The MSRs listed in Table 2-37 are available to Intel® Xeon® Processor D Product Family (CPUID 
DisplayFamily_DisplayModel = 06_56H). The Intel® Xeon® processor D product family is based on the Broadwell 
microarchitecture and supports the MSR interfaces listed in Table 2-20, Table 2-29, Table 2-34, Table 2-36, and 
Table 2-37. 


Table 2-37. Additional MSRs Supported by Intel® Xeon® Processor D with DisplayFamily_DisplayModel 06_56H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

1ACH 428 |MSR_TURBO_RATIO_LIMIT3 Package Config Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO.[28] = 0. 
RW if MSR_PLATFORM_INFO.[28] = 1. 

62:0 Package Reserved 
63 Package Semaphore for Turbo Ratio Limit Configuration 

If 1, the processor uses override configuration! 
specified in MSR_TURBO_RATIO_LIMIT, 
MSR_TURBO_RATIO_LIMIT1. 
If O, the processor uses factory-set configuration 
(Default). 

286H 646 | IA32_MC6_CTL2 Package See Table 2-2. 

287H 647 | IA32_MC7_CTL2 Package See Table 2-2. 

289H 649 | IA32_MC9_CTL2 Package See Table 2-2. 

28AH 650 | IA32_MC10_CTL2 Package See Table 2-2. 

291H 657 | IA32_MC17_CTL2 Package See Table 2-2. 

292H 658 | IA32_MC18_CTL2 Package See Table 2-2. 

293H 659 | IA32_MC19_CTL2 Package See Table 2-2. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
418H | 1048 | IA32_MC6_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
419H | 1049 | 1A32_MC6_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Bank MC6 reports MC errors from the integrated I/O 
41AH | 1050 | 1A32_MC6_ADDR Package module: 
41BH | 1051 | 1A32_MC6_MISC Package 
41CH | 1052 | IA32_MC7_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
41pH | 1053 | 1A32_MC7_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Bank MC7 reports MC errors from the home agent HA O. 
41E€H | 1054 | IA32_MC7_ADDR Package 
41FH | 1055 | IA32_MC7_MISC Package 
424H | 1060 | IA32_MC9_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
425H | 1061 | 1A32_MC9_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Banks MC9 through MC 10 report MC errors from each 
426H 1062 | IA32_MCS_ADDR Package channel of the integrated memory controllers. 
427H | 1063 | 1IA32_MC9_MISC Package 
428H | 1064 | IA32_MC10_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
429H | 1065 | 1A32_MC10. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Banks MC9 through MC 10 report MC errors from each 
42AH 1066 | IA32_MC10_ADDR Package channel of the integrated memory controllers. 
42BH | 1067 | IA32_MC10_MISC Package 
444H | 1092 | 1IA32_MC17_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
44sH | 1093 | 1A32_MC17_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Bank MC17 reports MC errors from the following pair of 
446H | 1094 | 1A32_MC17_ADDR Package CBo/L3 Slices (if the pair is present): CBo0, CBo3, CBo6, 
447H | 1095 | 1IA32_MC17_MISC Package CBo9, CBo1 2, CBo15. 
448H | 1096 | IA32_MC18_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
44gH | 1097 | 1A32_MC18_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC18 reports MC errors from the following pair of 
44AH | 1098 | |A32_MC18_ADDR Package CBo/L3 Slices (if the pair is present): CBo1, CBo4, CBo7, 
44BH | 1099 | IA32_MC18_MISC Package CBo10, CBo13, CBo16. 
44CH | 1100 | IA32_MC19_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
44pH | 1101 | 1A32_MC19_ STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Bank MC19 reports MC errors from the following pair of 
44€H | 1102 | IA32_MC19_ADDR Package CBo/L3 Slices (if the pair is present): CBo2, CBoS, CBo8, 
44FH | 1103 | IA32_MC19_MISC Package CBo11, CBo14, CBo17. 

See Table 2-20, Table 2-29, Table 2-34, and Table 2-36 for other MSR definitions applicable to processors with CPUID signature 
06_56H. 
NOTES: 


1. An override configuration lower than the factory-set configuration is always supported. An override configuration higher than the 
factory-set configuration is dependent on features specific to the processor and the platform. 


2.16.2 
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Additional MSRs Supported in Intel® Xeon® Processors E5 v4 and E7 v4 Families 


The MSRs listed in Table 2-37 are available to Intel® Xeon® Processor E5 v4 and E7 v4 Families (CPUID 
DisplayFamily_DisplayModel = 06_4FH). The Intel® Xeon® processor E5 v4 family is based on the Broadwell micro- 


MODEL-SPECIFIC REGISTERS (MSRS) 


architecture and supports the MSR interfaces listed in Table 2-20, Table 2-21, Table 2-29, Table 2-34, Table 2-36, 


and Table 2-38. 


Table 2-38. Additional MSRs Supported by Intel® Xeon® Processors with DisplayFamily_DisplayModel 06_4FH 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

1ACH 428 |MSR_TURBO_RATIO_LIMIT3 Package Config Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO.[28] = 0. 
RW if MSR_PLATFORM_INFO.[28] = 1. 

62:0 Package Reserved 
63 Package Semaphore for Turbo Ratio Limit Configuration 

If 1, the processor uses override configuration! 
specified in MSR_TURBO_RATIO_LIMIT, 
MSR_TURBO_RATIO_LIMIT1 and 
MSR_TURBO_RATIO_LIMIT2. 
If 0, the processor uses factory-set configuration 
(Default). 

285H 645 | IA32_MC5_CTL2 Package See Table 2-2. 

286H 646 | IA32_MC6_CTL2 Package See Table 2-2. 

287H 647 | IA32_MC7_CTL2 Package See Table 2-2. 

288H 648 | IA32_MC8_CTL2 Package See Table 2-2. 

289H 649 | IA32_MC9_CTL2 Package See Table 2-2. 

28AH 650 | IA32_MC10_CTL2 Package See Table 2-2. 

28BH 651 ‘| IA32_MC11_CTL2 Package See Table 2-2. 

28CH 652 | IA32_MC12_CTL2 Package See Table 2-2. 

28DH 653 | IA32_MC13_CTL2 Package See Table 2-2. 

28€H 654 | IA32_MC14_CTL2 Package See Table 2-2. 

28FH 655 | IA32_MC15_CTL2 Package See Table 2-2. 

290H 656 | IA32_MC16_CTL2 Package See Table 2-2. 

291H 657 | IA32_MC17_CTL2 Package See Table 2-2. 

292H 658 | IA32_MC18_CTL2 Package See Table 2-2. 

293H 659 | IA32_MC19_CTL2 Package See Table 2-2. 

294H 660 | IA32_MC20_CTL2 Package See Table 2-2. 

295H 661 | IA32_MC21_CTL2 Package See Table 2-2. 

414H | 1044 | IA32_MC5_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 

415H | 1045 | 1A32_MC5_ STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

416eH | 1046 | 1A32_MC5_ADDR Package a reports MC errors from the Intel QPI 0 

417H | 1047 | IA32_MC5_MISC Package 

418H | 1048 | IA32_MC6_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 

419H | 1049 | 1A32_MC6_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC aS 

71AH 1050 | 1A32_MC6_ADDR Padacd erie reports MC errors from the integrated I/O 

41BH | 1051 | IA32_MC6_MISC Package 
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Table 2-38. Additional MSRs Supported by Intel® Xeon® Processors with DisplayFamily_DisplayModel 06_4FH 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

41CH 1052 | IA32_MC7_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
41DH | 1053 | 1A32_MC7_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC7 reports MC errors from the home agent HA 
41€H | 1054 | IA32_MC7_ADDR Package 0. 
41FH | 1055 | IA32_MC7_MISC Package 
420H | 1056 | IA32_MC8_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
421H | 1057 | 1A32.MC8_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC8 reports MC errors from the home agent HA 
422H | 1058 | IA32_MC8_ADDR Package 1. 
423H | 1059 | 1IA32_MC8_MISC Package 
424H | 1060 | IA32_MC9_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
425H | 1061 | 1A32.MC9_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 through MC 16 report MC errors from each 
426H 1062 | IA32_MCS_ADDR Package channel of the integrated memory controllers. 
427H | 1063 | 1IA32_MC9_MISC Package 
428H | 1064 | IA32_MC10_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
429H | 1065 | 1A32_MC10.STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 through MC 16 report MC errors from each 
42AH 1066 | IA32_MC10_ADDR Package channel of the integrated memory controllers. 
42BH | 1067 | 1IA32_MC10_MISC Package 
42CH | 1068 | IA32_MC11_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
42DH | 1069 | 1A32_MC11_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 through MC 16 report MC errors from each 
42€H 1070 | 1A32_MC11_ADDR Package channel of the integrated memory controllers. 
42FH | 1071 | IA32_MC11_MISC Package 
430H | 1072 | 1A32_MC12_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
431H | 1073 | 1A32.MC12. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 through MC 16 report MC errors from each 
432H 1074 | |A32_MC12_ADDR Package channel of the integrated memory controllers. 
433H | 1075 | 1A32_MC12_MISC Package 
434H | 1076 | 1A32_MC13_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
435H | 1077 | 1A32.MC13. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 through MC 16 report MC errors from each 
436H 1078 | |A32_MC13_ADDR Package channel of the integrated memory controllers. 
437H | 1079 | 1A32_MC13_MISC Package 
438H | 1080 | IA32_MC14_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
439H | 1081 | 1A32.MC14. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 through MC 16 report MC errors from each 
43AH 1082 | |A32_MC14_ADDR Package channel of the integrated memory controllers. 
43BH | 1083 | IA32_MC14_MISC Package 
43CH | 1084 | IA32_MC15_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
43DH | 1085 | 1A32_MC15. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 through MC 16 report MC errors from each 
43€H 1086 | [A32_MC15_ADDR Package channel of the integrated memory controllers. 
43FH | 1087 | IA32_MC15_MISC Package 
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Table 2-38. Additional MSRs Supported by Intel® Xeon® Processors with DisplayFamily_DisplayModel 06_4FH 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
440H | 1088 | IA32_MC16_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
441H | 1089 |1A32_MC16_ STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Banks MC9 through MC 16 report MC errors from each 
442H 1090 | IA32_MC16_ADDR Package channel of the integrated memory controllers. 
443H | 1091 | IA32_MC16_MISC Package 
444H | 1092 | IA32_MC17_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
445H | 1093 | 1A32_MC17_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC17 reports MC errors from the following pair of 
446H | 1094 | 1A32_MC17_ADDR Package CBo/L3 Slices (if the pair is present): CB00, CBo3, CBo6, 
447H | 1095 | IA32_MC17_MISC Package CBo9, CBo1 2, CBo15. 
448H | 1096 | IA32_MC18_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
449H | 1097 |1A32_MC18 STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Bank MC18 reports MC errors from the following pair of 
44AH | 1098 | |A32_MC18_ADDR Package CBo/L3 Slices (if the pair is present): CBo1, CBo4, CBo7, 
44BH | 1099 | IA32_MC18_MISC Package CBo10, CBo13, CBo16. 
44CH | 1100 | IA32_MC19_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
44DH | 1101 | 1A32_MC19 STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Bank MC19 reports MC errors from the following pair of 
44€H | 1102 | IA32_MC19_ADDR Package CBo/L3 Slices (if the pair is present): CBo2, CBo5, CBo8, 
44FH | 1103 | IA32_MC19_MISC Package CBo11, CBo14, CBo17. 
450H | 1104 | IA32_MC20_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
451H | 1105 | 1A32_MC20. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC20 reports MC errors from the Intel QPI 1 
452H | 1106 | IA32_MC20_ADDR Package module: 
453H | 1107 | IA32_MC20_MISC Package 
454H | 1108 | IA32_MC21_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
455H | 1109 | 1A32_MC21. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 

Bank MC21 reports MC errors from the Intel QPI 2 
456H | 1110 | 1A32_MC21_ADDR Package sneeitilel 
457H | 1111 | 1A32_MC21_MISC Package 
C81H | 3201 | IA32_L3_Q0S_CFG Package Cache Allocation Technology Configuration (R/W) 

0 CAT Enable. Set 1 to enable Cache Allocation 

Technology. 

63:1 Reserved 


See Table 2-20, Table 2-21, Table 2-29, and Table 2-30 for other MSR definitions applicable to processors with CPUID signature 
06_45H. 


NOTES: 


1. An override configuration lower than the factory-set configuration is always supported. An override configuration higher than the 
factory-set configuration is dependent on features specific to the processor and the platform. 
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2.17 MSRSIN THE 6TH GENERATION, 7TH GENERATION, 8TH GENERATION, 
9TH GENERATION, 10TH GENERATION, AND 11TH GENERATION INTEL® 
CORE™ PROCESSORS, INTEL® XEON® PROCESSOR SCALABLE FAMILY, 2ND 
AND 3RD GENERATION INTEL® XEON® PROCESSOR SCALABLE FAMILY, 8TH 
GENERATION INTEL® CORE™ I3 PROCESSORS, AND INTEL® XEON® E 
PROCESSORS 


6th generation Intel® Core™ processors are based on the Skylake microarchitecture and have CPUID 
DisplayFamily_DisplayModel signatures of 06_4EH and 06_5EH. 


The Intel® Xeon® Processor Scalable Family based on the Skylake microarchitecture, the 2nd generation Intel® 
Xeon® Processor Scalable Family based on the Cascade Lake product, and the 3rd generation Intel® Xeon® 
Processor Scalable Family based on the Cooper Lake product all have a CPUID DisplayFamily_DisplayModel signa- 
ture of 06_55H. 


7th generation Intel® Core™ processors are based on the Kaby Lake microarchitecture, 8th generation and 9th 
generation Intel® Core™ processors and Intel® Xeon® E processors are based on the Coffee Lake microarchitec- 
ture; these processors have CPUID DisplayFamily_DisplayModel signatures of 06_8EH and 06_9EH. 


8th generation Intel® Core™ i3 processors are based on Cannon Lake microarchitecture and have a CPUID 
DisplayFamily_DisplayModel signature of 06_66H. 


10th generation Intel® Core™ processors are based on Comet Lake microarchitecture (with CPUID 
DisplayFamily_DisplayModel signatures of 06_A5H, 06_A6H) and Ice Lake microarchitecture (with CPUID 
DisplayFamily_DisplayModel signatures of 06_7DH and 06_7EH). 


11th generation Intel® Core™ processors are based on the Tiger Lake microarchitecture and have CPUID 
DisplayFamily_DisplayModel signatures of 06_8CH and 06_8DH. 


The 3rd generation Intel® Xeon® Processor Scalable Family based on Ice Lake microarchitecture have CPUID 
DisplayFamily_DisplayModel signatures of 06_6AH and 06_6CH. 


These processors support the MSR interfaces listed in Table 2-20, Table 2-21, Table 2-25, Table 2-29, Table 2-35, 
Table 2-39, and Table 2-40. For an MSR listed in Table 2-39 that also appears in the model-specific tables of prior 
generations, Table 2-39 supersede prior generation tables. 


The notation of “Platform” in the Scope column (with respect to MSR_PLATFORM_ENERGY_COUNTER and 


MSR_PLATFORM_POWER_LIMIT) is limited to the power-delivery domain and the specifics of the power delivery 
integration may vary by platform vendor’s implementation. 


Table 2-39. Additional MSRs Supported by 6th Generation, 7th Generation, 8th Generation, 9th Generation, 10th 
Generation, and 11th Generation Intel® Core™ Processors, Intel® Xeon® Processor Scalable Family, 2nd and 3rd 
Generation Intel® Xeon® Processor Scalable Family, 8th Generation Intel® Core™ i3 Processors, and Intel® Xeon® E 


Processors 
Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
3AH 58 IA32_FEATURE_CONTROL Thread Control Features in Intel 64 Processor (R/W) 
See Table 2-2. 
FEH 254 | IA32_MTRRCAP Thread MTRR Capability (RO, Architectural) 
See Table 2-2 
19CH 412 | 1IA32_THERM_STATUS Core Thermal Monitor Status (R/W) 
See Table 2-2. 
0 Thermal Status (RO) 
See Table 2-2. 
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Table 2-39. Additional MSRs Supported by 6th Generation, 7th Generation, 8th Generation, 9th Generation, 10th 
Generation, and 11th Generation Intel® Core™ Processors, Intel® Xeon® Processor Scalable Family, 2nd and 3rd 
Generation Intel® Xeon® Processor Scalable Family, 8th Generation Intel® Core™ i3 Processors, and Intel® Xeon® E 


Processors 
Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

1 Thermal Status Log (R/WCO) 
See Table 2-2. 

2 PROTCHOT # or FORCEPR# Status (RO) 
See Table 2-2. 

3 PROTCHOT # or FORCEPR# Log (R/WCO) 
See Table 2-2. 

4 Critical Temperature Status (RO) 
See Table 2-2. 

5 Critical Temperature Status Log (R/WCO) 
See Table 2-2. 

6 Thermal threshold #1 Status (RO) 
See Table 2-2. 

7 Thermal threshold #1 Log (R/WCO) 
See Table 2-2. 

8 Thermal Threshold #2 Status (RO) 
See Table 2-2. 

9 Thermal Threshold #2 Log (R/WCO) 
See Table 2-2. 

10 Power Limitation Status (RO) 
See Table 2-2. 

11 Power Limitation Log (R/WCO) 
See Table 2-2. 

12 Current Limit Status (RO) 
See Table 2-2. 

13 Current Limit Log (R/WCO) 
See Table 2-2. 

14 Cross Domain Limit Status (RO) 
See Table 2-2. 

15 Cross Domain Limit Log (R/WCO) 
See Table 2-2. 

22:16 Digital Readout (RO) 
See Table 2-2. 

26:23 Reserved 

30:27 Resolution in Degrees Celsius (RO) 
See Table 2-2. 

31 Reading Valid (RO) 


See Table 2-2. 
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Table 2-39. Additional MSRs Supported by 6th Generation, 7th Generation, 8th Generation, 9th Generation, 10th 
Generation, and 11th Generation Intel® Core™ Processors, Intel® Xeon® Processor Scalable Family, 2nd and 3rd 
Generation Intel® Xeon® Processor Scalable Family, 8th Generation Intel® Core™ i3 Processors, and Intel® Xeon® E 


Processors 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


63:32 


Reserved 


1ADH 


1C9H 


429 


457 


MSR_TURBO_RATIO_LIMIT 


Package 


Maximum Ratio Limit of Turbo Mode 
RO if MSR_PLATFORM_INFO.[28] = 0, 
RW if MSR_PLATFORM_INFO.[28] = 1 


7:0 


Package 


Maximum Ratio Limit for 1C 
Maximum turbo ratio limit of 1 core active. 


15:8 


Package 


Maximum Ratio Limit for 2C 
Maximum turbo ratio limit of 2 core active. 


23:16 


Package 


Maximum Ratio Limit for 3C 
Maximum turbo ratio limit of 3 core active. 


31:24 


Package 


Maximum Ratio Limit for 4C 
Maximum turbo ratio limit of 4 core active. 


63:32 
MSR_LASTBRANCH_TOS 


Thread 


Reserved 


Last Branch Record Stack TOS (R/W) 


Contains an index (bits 0-4) that points to the MSR 
containing the most recent branch record. 


1FCH 


508 


MSR_POWER_CTL 


Core 


Power Control Register 
See http://biosbits.org. 


Reserved 


Package 


C1E Enable (R/W) 


When set to ‘1’, will enable the CPU to switch to the 
Minimum Enhanced Intel SpeedStep Technology 
operating point when all execution cores enter MWAIT 
(C1). 


18:2 


Reserved 


19 


Disable Energy Efficiency Optimization (R/W) 


Setting this bit disables the P-States energy efficiency 
optimization. Default value is 0. Disable/enable the 
energy efficiency optimization in P-State legacy mode 
(when IA32_PM_ENABLE[HWP_ENABLE] = 0), has an 
effect only in the turbo range or into PERF_MIN_CTL 
value if it is not zero set. In HWP mode 
(IA32_PM_ENABLE[HWP_ENABLE] == 1), has an effect 
between the OS desired or OS maximize to the OS 
minimize performance setting. 


20 


Disable Race to Halt Optimization (R/W) 


Setting this bit disables the Race to Halt optimization 
and avoids this optimization limitation to execute 
below the most efficient frequency ratio. Default value 
is O for processors that support Race to Halt 
optimization. 
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Table 2-39. Additional MSRs Supported by 6th Generation, 7th Generation, 8th Generation, 9th Generation, 10th 
Generation, and 11th Generation Intel® Core™ Processors, Intel® Xeon® Processor Scalable Family, 2nd and 3rd 
Generation Intel® Xeon® Processor Scalable Family, 8th Generation Intel® Core™ i3 Processors, and Intel® Xeon® E 


Processors 
Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
63:21 Reserved 
300H 768 | MSR_SGXOWNEREPOCHO Package Lower 64 Bit CR_SGXOWNEREPOCH (WwW) 
Writes do not update CR_SGXOWNEREPOCH if 
CPUID.(EAX=12H, ECX=0):EAX.SGX1 is 1 on any thread 
in the package. 
63:0 Lower 64 bits of an 128-bit external entropy value for 
key derivation of an enclave. 
301H 768 | MSR_SGXOWNEREPOCH1 Package Upper 64 Bit CR_SGXOWNEREPOCH (W) 
Writes do not update CR_SGXOWNEREPOCH if 
CPUID.(EAX=12H, ECX=0):EAX.SGX1 is 1 on any thread 
in the package. 
63:0 Upper 64 bits of an 128-bit external entropy value for 
key derivation of an enclave. 
38€H 910 | IA32_PERF_GLOBAL_STATUS See Table 2-2. See Section 18.2.4, “Architectural 
Performance Monitoring Version 4.” 
0 Thread Ovf_PMCO 
1 Thread Ovf_PMC1 
2 Thread Ovf_PMC2 
3 Thread Ovf_PMC3 
4 Thread Ovf_PMC4 (if CPUID.OAH:EAX[1 5:8] > 4) 
5 Thread Ovf_PMCS5 (if CPUID.OAH:EAX[1 5:8] > 5) 
6 Thread Ovf_PMC6 (if CPUID.OAH:EAX[1 5:8] > 6) 
7 Thread Ovf_PMC7 (if CPUID.OAH:EAX[1 5:8] > 7) 
31:8 Reserved 
32 Thread Ovf_FixedCtrO 
33 Thread Ovf_FixedCtr1 
34 Thread Ovf_FixedCtr2 
54:35 Reserved 
55 Thread Trace_ToPA_PMI 
57:56 Reserved 
58 Thread LBR_Frz 
59 Thread CTR_Frz 
60 Thread ASCI 
61 Thread Ovf_Uncore 
62 Thread Ovf_BufDSSAVE 
63 Thread CondChgd 
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Table 2-39. Additional MSRs Supported by 6th Generation, 7th Generation, 8th Generation, 9th Generation, 10th 
Generation, and 11th Generation Intel® Core™ Processors, Intel® Xeon® Processor Scalable Family, 2nd and 3rd 
Generation Intel® Xeon® Processor Scalable Family, 8th Generation Intel® Core™ i3 Processors, and Intel® Xeon® E 


Processors 
Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
390H 912 | IA32_PERF_GLOBAL_STATUS_RESET See Table 2-2. See Section 18.2.4, “Architectural 

Performance Monitoring Version 4.” 

0 Thread Set 1 to clear Ovf_PMCO. 

1 Thread Set 1 to clear Ovf_PMC1. 

2 Thread Set 1 to clear Ovf_PMC2. 

3 Thread Set 1 to clear Ovf_PMC3. 

4 Thread Set 1 to clear Ovf_PMC4 (if CPUID.OAH:EAX[1 5:8] > 4). 

5 Thread Set 1 to clear Ovf_PMC5 (if CPUID.OAH:EAX[1 5:8] > 5). 

6 Thread Set 1 to clear Ovf_PMC6 (if CPUID.OAH:EAX[1 5:8] > 6). 

7 Thread Set 1 to clear Ovf_PMC7 (if CPUID.OAH:EAX[1 5:8] > 7). 

31:8 Reserved 

32 Thread Set 1 to clear Ovf_FixedCtr0. 

33 Thread Set 1 to clear Ovf_FixedCtr1. 

34 Thread Set 1 to clear Ovf_FixedCtr2. 

54:35 Reserved 

55 Thread Set 1 to clear Trace_ToPA_PMI. 

57:56 Reserved 

58 Thread Set 1 to clear LBR_Frz. 

59 Thread Set 1 to clear CTR_Frz. 

60 Thread Set 1 to clear ASCI. 

61 Thread Set 1 to clear Ovf_Uncore. 

62 Thread Set 1 to clear Ovf_BufDSSAVE. 

63 Thread Set 1 to clear CondChgd. 

391H 913 | IA32_PERF_GLOBAL_STATUS_SET See Table 2-2. See Section 18.2.4, “Architectural 

Performance Monitoring Version 4.” 

0 Thread Set 1 to cause Ovf_PMCO = 1. 

1 Thread Set 1 to cause Ovf_PMC1 = 1. 

2 Thread Set 1 to cause Ovf_PMC2 = 1. 

3 Thread Set 1 to cause Ovf_PMC3 = 1. 

4 Thread Set 1 to cause Ovf_PMC4=1 (if CPUID.OAH:EAX[1 5:8] > 
4). 

5 Thread Set 1 to cause Ovf_PMC5=1 (if CPUID.OAH:EAX[1 5:8] > 
5). 

6 Thread Set 1 to cause Ovf_PMC6=1 (if CPUID.OAH:EAX[1 5:8] > 
6). 
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Table 2-39. Additional MSRs Supported by 6th Generation, 7th Generation, 8th Generation, 9th Generation, 10th 
Generation, and 11th Generation Intel® Core™ Processors, Intel® Xeon® Processor Scalable Family, 2nd and 3rd 
Generation Intel® Xeon® Processor Scalable Family, 8th Generation Intel® Core™ i3 Processors, and Intel® Xeon® E 
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7 Thread Set 1 to cause Ovf_PMC7=1 (if CPUID.OAH:EAX[1 5:8] > 
7). 
31:8 Reserved 
32 Thread Set 1 to cause Ovf_FixedCtrO = 1. 
33 Thread Set 1 to cause Ovf_FixedCtr1 = 1. 
34 Thread Set 1 to cause Ovf_FixedCtr2 = 1. 
54:35 Reserved 
55 Thread Set 1 to cause Trace_ToPA_PMI = 1. 
57:56 Reserved 
58 Thread Set 1 to cause LBR_Frz = 1. 
59 Thread Set 1 to cause CTR_Frz = 1. 
60 Thread Set 1 to cause ASCI = 1. 
61 Thread Set 1 to cause Ovf_Uncore. 
62 Thread Set 1 to cause Ovf_BufDSSAVE. 
63 Reserved 
392H 913 | IA32_PERF_GLOBAL_INUSE Thread See Table 2-2. 
3F7H 1015 | MSR_PEBS_FRONTEND Thread FrontEnd Precise Event Condition Select (R/W) 
2:0 Event Code Select 
J Reserved 
4 Event Code Select High 
7:5 Reserved 
19:8 IDQ_Bubble_Length Specifier 
22:20 IDQ_Bubble_Width Specifier 
63:23 Reserved 
500H | 1280 | IA32_SGX_SVN_STATUS Thread Status and SVN Threshold of SGX Support for ACM (RO) 
0 Lock 
See Section 37.11.3, “Interactions with Authenticated 
Code Modules (ACMs)". 
15:1 Reserved 
23:16 SGX_SVN_SINIT 
See Section 37.11.3, “Interactions with Authenticated 
Code Modules (ACMs)". 
63:24 Reserved 
560H | 1376 | IA32_RTIT_OUTPUT_BASE Thread Trace Output Base Register (R/W) 
See Table 2-2. 
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561H | 1377 | IA32_RTIT_OUTPUT_MASK_PTRS Thread Trace Output Mask Pointers Register (R/W) 
See Table 2-2. 

570H | 1392 | IA32_RTIT_CTL Thread Trace Control Register (R/W) 
0 TraceEn 
1 CYCEn 
2 OS 
3 User 
6:4 Reserved, must be zero. 
7 CR3 filter 
8 ToPA 

Writing O will #GP if also setting TraceEn. 

9 MTCEn 
10 TSCEn 
11 DisRETC 
12 Reserved, must be zero. 
13 BranchEn 
17:14 MTCFreq 
18 Reserved, must be zero. 
22:19 CYCThresh 
23 Reserved, must be zero. 
27:24 PSBFreq 
31:28 Reserved, must be zero. 
35:32 ADDRO_CFG 
39:36 ADDR1_CFG 
63:40 Reserved, must be zero. 

571H | 1393 | IA32_RTIT_STATUS Thread Tracing Status Register (R/W) 
0 FilterEn, writes ignored. 
1 ContexEn, writes ignored. 
2 TriggerEn, writes ignored. 
3 Reserved 
4 Error (R/W) 
5 Stopped 
31:6 Reserved, must be zero. 
48:32 PacketByteCnt 
63:49 Reserved, must be zero. 
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572H | 1394 | IA32_RTIT_CR3_MATCH Thread Trace Filter CR3 Match Register (R/W) 
4:0 Reserved 
63:5 CR3[63:5] value to match 
580H | 1408 | IA32_RTIT_ADDRO_A Thread Region O Start Address (R/W) 
63:0 See Table 2-2. 
581H | 1409 | IA32_RTIT_ADDRO_B Thread Region O End Address (R/W) 
63:0 See Table 2-2. 
582H | 1410 | IA32_RTIT_ADDR1_A Thread Region 1 Start Address (R/W) 
63:0 See Table 2-2. 
583H | 1411 | IA32_RTIT_ADDR1_B Thread Region 1 End Address (R/W) 
63:0 See Table 2-2. 
639H | 1593 | MSR_PPO_ENERGY_STATUS Package PPO Energy Status (R/O) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 
64DH | 1613 | MSR_PLATFORM_ENERGY_COUNTER Platform* Platform Energy Counter (R/O) 
This MSR is valid only if both platform vendor hardware 
implementation and BIOS enablement support it. This 
MSR will read 0 if not valid. 

31:0 Total energy consumed by all devices in the platform 
that receive power from integrated power delivery 
mechanism, included platform devices are processor 
cores, SOC, memory, add-on or peripheral devices that 
get powered directly from the platform power delivery 
means. The energy units are specified in the 
MSR_RAPL_POWER_UNIT.Enery_Status_Unit. 

63:32 Reserved 

64€H 1614 | MSR_PPERF Thread Productive Performance Count (R/O) 

63:0 Hardware’s view of workload scalability. See Section 

14.4.5.1. 

64FH 1615 | MSR_CORE_PERF_LIMIT_REASONS Package Indicator of Frequency Clipping in Processor Cores 
(R/W) 
(Frequency refers to processor core frequency.) 

0 PROCHOT Status (RO) 

When set, frequency is reduced below the operating 
system request due to assertion of external PROCHOT. 

1 Thermal Status (RO) 

When set, frequency is reduced below the operating 
system request due to a thermal event. 

3:2 Reserved 
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4 Residency State Regulation Status (RO) 


When set, frequency is reduced below the operating 
system request due to residency state regulation limit. 


5 Running Average Thermal Limit Status (RO) 


When set, frequency is reduced below the operating 
system request due to Running Average Thermal Limit 
(RATL). 


6 VR Therm Alert Status (RO) 

When set, frequency is reduced below the operating 
system request due to a thermal alert from a processor 
Voltage Regulator (VR). 


7 VR Therm Design Current Status (RO) 


When set, frequency is reduced below the operating 
system request due to VR thermal design current limit. 


8 Other Status (RO) 


When set, frequency is reduced below the operating 
system request due to electrical or other constraints. 


9 Reserved 
10 Package/Platform-Level Power Limiting PL1 Status 
(RO) 


When set, frequency is reduced below the operating 
system request due to package/platform-level power 
limiting PL1. 


11 Package/Platform-Level PL2 Power Limiting Status 
(RO) 

When set, frequency is reduced below the operating 
system request due to package/platform-level power 
limiting PL2/PL3. 


12 Max Turbo Limit Status (RO) 


When set, frequency is reduced below the operating 
system request due to multi-core turbo limits. 


13 Turbo Transition Attenuation Status (RO) 


When set, frequency is reduced below the operating 
system request due to Turbo transition attenuation. 
This prevents performance degradation due to 
frequent operating ratio changes. 


15:14 Reserved 


16 PROCHOT Log 


When set, indicates that the PROCHOT Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
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17 Thermal Log 


When set, indicates that the Thermal Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
19:18 Reserved. 


20 Residency State Regulation Log 


When set, indicates that the Residency State 
Regulation Status bit has asserted since the log bit was 
last cleared. 


This log bit will remain set until cleared by software 
writing O. 


21 Running Average Thermal Limit Log 


When set, indicates that the RATL Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 
22 VR Therm Alert Log 


When set, indicates that the VR Therm Alert Status bit 
has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


23 VR Thermal Design Current Log 


When set, indicates that the VR TDC Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
24 Other Log 


When set, indicates that the Other Status bit has 
asserted since the log bit was last cleared. 

This log bit will remain set until cleared by software 
writing O. 

25 Reserved 


26 Package/Platform-Level PL1 Power Limiting Log 


When set, indicates that the Package or Platform Level 
PL1 Power Limiting Status bit has asserted since the 
log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
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27 Package/Platform-Level PL2 Power Limiting Log 
When set, indicates that the Package or Platform Level 
PL2/PL3 Power Limiting Status bit has asserted since 
the log bit was last cleared. 

This log bit will remain set until cleared by software 
writing O. 

28 Max Turbo Limit Log 
When set, indicates that the Max Turbo Limit Status bit 
has asserted since the log bit was last cleared. 

This log bit will remain set until cleared by software 
writing O. 

29 Turbo Transition Attenuation Log 
When set, indicates that the Turbo Transition 
Attenuation Status bit has asserted since the log bit 
was last cleared. 

This log bit will remain set until cleared by software 
writing O. 
63:30 Reserved 
652H 1618 | MSR_PKG_HDC_CONFIG Package HDC Configuration (R/W) 

2:0 PKG_Cx_Monitor 
Configures Package Cx state threshold for 
MSR_PKG_HDC_DEEP_RESIDENCY. 

63:3 Reserved 

653H | 1619 | MSR_CORE_HDC_RESIDENCY Core Core HDC Idle Residency (R/O) 
63:0 Core_Cx_Duty_Cycle_Cnt 

655H 1621 | MSR_PKG_HDC_SHALLOW_RESIDENCY | Package Accumulate the cycles the package was in C2 state and 

at least one logical processor was in forced idle (R/O) 

63:0 Pkg_C2_Duty_Cycle_Cnt 

656H | 1622 | MSR_PKG_HDC_DEEP_RESIDENCY Package Package Cx HDC Idle Residency (R/O) 
63:0 Pkg_Cx_Duty_Cycle_Cnt 

658H 1624 | MSR_WEIGHTED_CORE_CO Package Core-count Weighted CO Residency (R/O) 

63:0 Increment at the same rate as the TSC. The increment 
each cycle is weighted by the number of processor 
cores in the package that reside in CO. If N cores are 
simultaneously in CO, then each cycle the counter 
increments by N. 

659H 1625 | MSR_ANY_CORE_CO Package Any Core CO Residency (R/O) 

63:0 Increment at the same rate as the TSC. The increment 
each cycle is one if any processor core in the package is 
in CO. 
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65AH 1626 | MSR_ANY_GFXE_CO Package Any Graphics Engine CO Residency (R/O) 

63:0 Increment at the same rate as the TSC. The increment 
each cycle is one if any processor graphic device's 
compute engines are in CO. 

65BH 1627 | MSR_CORE_GFXE_OVERLAP_CO Package Core and Graphics Engine Overlapped CO Residency 
(R/O) 
63:0 Increment at the same rate as the TSC. The increment 


each cycle is one if at least one compute engine of the 
processor graphics is in CO and at least one processor 
core in the package is also in CO. 


65CH | 1628 | MSR_PLATFORM_POWER_LIMIT Platform* Platform Power Limit Control (R/W-L) 


Allows platform BIOS to limit power consumption of the 
platform devices to the specified values. The Long 
Duration power consumption is specified via 
Platform_Power_Limit_1 and 
Platform_Power_Limit_1_Time. The Short Duration 
power consumption limit is specified via the 
Platform_Power_Limit_2 with duration chosen by the 
processor. 


The processor implements an exponential-weighted 
algorithm in the placement of the time windows. 


14:0 Platform Power Limit #1 


Average Power limit value which the platform must not 
exceed over a time window as specified by 
Power_Limit_1_TIME field. 


The default value is the Thermal Design Power (TDP) 
and varies with product skus. The unit is specified in 
MSR_RAPLPOWER_UNIT. 


15 Enable Platform Power Limit #1 


When set, enables the processor to apply control policy 
such that the platform power does not exceed 
Platform Power limit #1 over the time window 
specified by Power Limit #1 Time Window. 


16 Platform Clamping Limitation #1 


When set, allows the processor to go below the OS 
requested P states in order to maintain the power 
below specified Platform Power Limit #1 value. 

This bit is writeable only when CPUID (EAX=6):EAX[4] 
is set. 
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23:17 Time Window for Platform Power Limit #1 

Specifies the duration of the time window over which 
Platform Power Limit 1 value should be maintained for 
sustained long duration. This field is made up of two 
numbers from the following equation: 

Time Window = (float) ((1+(X/4))*(2*Y)), where: 

X = POWER_LIMIT_1_TIME[23:22] 

Y = POWER_LIMIT_1_TIME[21:17] 

The maximum allowed value in this field is defined in 
MSR_PKG_POWER_INFO[PKG_MAX_WIN]. 


The default value is ODH, The unit is specified in 
MSR_RAPLPOWER_UNIT[Time Unit]. 


31:24 Reserved 


46:32 Platform Power Limit #2 


Average Power limit value which the platform must not 
exceed over the Short Duration time window chosen 
by the processor. 


The recommended default value is 1.25 times the Long 
Duration Power Limit (i.e., Platform Power Limit # 1). 


47 Enable Platform Power Limit #2 


When set, enables the processor to apply control policy 
such that the platform power does not exceed 
Platform Power limit #2 over the Short Duration time 
window. 


48 Platform Clamping Limitation #2 

When set, allows the processor to go below the OS 
requested P states in order to maintain the power 
below specified Platform Power Limit #2 value. 


62:49 Reserved 


63 Lock. Setting this bit will lock all other bits of this MSR 
until system RESET. 


690H | 1680 | MSR_LASTBRANCH_16_FROM_IP Thread Last Branch Record 16 From IP (R/W) 


One of 32 triplets of last branch record registers on the 
last branch record stack. This part of the stack contains 
pointers to the source instruction. See also: 


* Last Branch Record Stack TOS at 1CSH. 
= Section 17.12. 


691H | 1681 | MSR_LASTBRANCH_17_FROM_IP Thread Last Branch Record 17 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


692H | 1682 | MSR_LASTBRANCH_18_FROM_IP Thread Last Branch Record 18 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 
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693H 


1683 


MSR_LASTBRANCH_19_FROM_IP 


Thread 


Last Branch Record 19From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


694H 


1684 


MSR_LASTBRANCH_20_FROM_IP 


Thread 


Last Branch Record 20 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


695H 


1685 


MSR_LASTBRANCH_21_FROM_IP 


Thread 


Last Branch Record 21 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


696H 


1686 


MSR_LASTBRANCH_22_FROM_IP 


Thread 


Last Branch Record 22 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


697H 


1687 


MSR_LASTBRANCH_23_FROM_IP 


Thread 


Last Branch Record 23 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


698H 


1688 


MSR_LASTBRANCH_24_FROM_IP 


Thread 


Last Branch Record 24 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


699H 


1689 


MSR_LASTBRANCH_25_FROM_IP 


Thread 


Last Branch Record 25 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


69AH 


1690 


MSR_LASTBRANCH_26_FROM_IP 


Thread 


Last Branch Record 26 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


69BH 


1691 


MSR_LASTBRANCH_27_FROM_IP 


Thread 


Last Branch Record 27 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


69CH 


1692 


MSR_LASTBRANCH_28_FROM_IP 


Thread 


Last Branch Record 28 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


69DH 


1693 


MSR_LASTBRANCH_29_FROM_IP 


Thread 


Last Branch Record 29 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


69EH 


1694 


MSR_LASTBRANCH_30_FROM_IP 


Thread 


Last Branch Record 30 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


69FH 


1695 


MSR_LASTBRANCH_31_FROM_IP 


Thread 


Last Branch Record 31 From IP (R/W) 
See description of MSR_LASTBRANCH_O_FROM_IP. 


6BOH 


1712 


MSR_GRAPHICS_PERF_LIMIT_REASONS 


Package 


Indicator of Frequency Clipping in the Processor 
Graphics (R/W) 
(Frequency refers to processor graphics frequency.) 


PROCHOT Status (RO) 


When set, frequency is reduced due to assertion of 
external PROCHOT. 


Thermal Status (RO) 
When set, frequency is reduced due to a thermal event. 


Reserved. 


Running Average Thermal Limit Status (RO) 


When set, frequency is reduced due to running average 
thermal limit. 
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6 VR Therm Alert Status (RO) 


When set, frequency is reduced due to a thermal alert 
from a processor Voltage Regulator. 


7 VR Thermal Design Current Status (RO) 
When set, frequency is reduced due to VR TDC limit. 


8 Other Status (RO) 


When set, frequency is reduced due to electrical or 
other constraints. 


9 Reserved 


10 Package/Platform-Level Power Limiting PL1 Status 
(RO) 

When set, frequency is reduced due to 
package/platform-level power limiting PL1. 


11 Package/Platform-Level PL2 Power Limiting Status 
(RO) 

When set, frequency is reduced due to 
package/platform-level power limiting PL2/PL3. 

12 Inefficient Operation Status (RO) 


When set, processor graphics frequency is operating 
below target frequency. 


15:13 Reserved 


16 PROCHOT Log 


When set, indicates that the PROCHOT Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


17 Thermal Log 


When set, indicates that the Thermal Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 


writing O. 
20:18 Reserved. 
21 Running Average Thermal Limit Log 


When set, indicates that the RATL Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
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22 VR Therm Alert Log 


When set, indicates that the VR Therm Alert Status bit 
has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


23 VR Thermal Design Current Log 


When set, indicates that the VR Therm Alert Status bit 
has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
24 Other Log 


When set, indicates that the OTHER Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
25 Reserved 


26 Package/Platform-Level PL1 Power Limiting Log 
When set, indicates that the Package/Platform Level 
PL1 Power Limiting Status bit has asserted since the 
log bit was last cleared. 

This log bit will remain set until cleared by software 
writing O. 


27 Package/Platform-Level PL2 Power Limiting Log 


When set, indicates that the Package/Platform Level 
PL2 Power Limiting Status bit has asserted since the 
log bit was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 


28 Inefficient Operation Log 


When set, indicates that the Inefficient Operation 
Status bit has asserted since the log bit was last 
cleared. 


This log bit will remain set until cleared by software 
writing 0. 
63:29 Reserved 


6B1H 1713 | MSR_RING_PERF_LIMIT_REASONS Package Indicator of Frequency Clipping in the Ring Interconnect 
(R/W) 


(Frequency refers to ring interconnect in the uncore.) 
0 PROCHOT Status (RO) 


When set, frequency is reduced due to assertion of 
external PROCHOT. 
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1 Thermal Status (RO) 
When set, frequency is reduced due to a thermal event. 


4:2 Reserved 


Running Average Thermal Limit Status (RO) 


When set, frequency is reduced due to running average 
thermal limit. 


6 VR Therm Alert Status (RO) 


When set, frequency is reduced due to a thermal alert 
from a processor Voltage Regulator. 


7 VR Thermal Design Current Status (RO) 
When set, frequency is reduced due to VR TDC limit. 


8 Other Status (RO) 


When set, frequency is reduced due to electrical or 
other constraints. 


9 Reserved 


10 Package/Platform-Level Power Limiting PL1 Status 
(RO) 

When set, frequency is reduced due to 
package/Platform-level power limiting PL1. 


11 Package/Platform-Level PL2 Power Limiting Status 
(RO) 


When set, frequency is reduced due to 
package/Platform-level power limiting PL2/PL3. 


15:12 Reserved 


16 PROCHOT Log 


When set, indicates that the PROCHOT Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


17 Thermal Log 


When set, indicates that the Thermal Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


20:18 Reserved 


21 Running Average Thermal Limit Log 


When set, indicates that the RATL Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
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22 VR Therm Alert Log 


When set, indicates that the VR Therm Alert Status bit 
has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 


23 VR Thermal Design Current Log 


When set, indicates that the VR Therm Alert Status bit 
has asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
24 Other Log 


When set, indicates that the OTHER Status bit has 
asserted since the log bit was last cleared. 


This log bit will remain set until cleared by software 
writing O. 
25 Reserved 


26 Package/Platform-Level PL1 Power Limiting Log 
When set, indicates that the Package/Platform Level 
PL1 Power Limiting Status bit has asserted since the 
log bit was last cleared. 

This log bit will remain set until cleared by software 
writing O. 


27 Package/Platform-Level PL2 Power Limiting Log 


When set, indicates that the Package/Platform Level 
PL2 Power Limiting Status bit has asserted since the 
log bit was last cleared. 


This log bit will remain set until cleared by software 
writing 0. 
63:28 Reserved 


6DOH | 1744 | MSR_LASTBRANCH_16_TO_IP Thread Last Branch Record 16 To IP (R/W) 


One of 32 triplets of last branch record registers on the 
last branch record stack. This part of the stack contains 
pointers to the destination instruction. See also: 


* Last Branch Record Stack TOS at 1C9H. 
* Section 17.12. 


6D1H | 1745 | MSR_LASTBRANCH_17_TO_IP Thread Last Branch Record 17 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 


6D2H | 1746 | MSR_LASTBRANCH_18_TO_IP Thread Last Branch Record 18 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 


6D3H | 1747 | MSR_LASTBRANCH_19_TO_IP Thread Last Branch Record 19To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 
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Table 2-39. Additional MSRs Supported by 6th Generation, 7th Generation, 8th Generation, 9th Generation, 10th 
Generation, and 11th Generation Intel® Core™ Processors, Intel® Xeon® Processor Scalable Family, 2nd and 3rd 
Generation Intel® Xeon® Processor Scalable Family, 8th Generation Intel® Core™ i3 Processors, and Intel® Xeon® E 


Processors 
Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
6D4H | 1748 | MSR_LASTBRANCH_20_TO_IP Thread Last Branch Record 20 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 
6D5H | 1749 | MSR_LASTBRANCH_21_TO_IP Thread Last Branch Record 21 To IP (R/W) 
See description of MSR_LASTBRANCH_0O_TO_IP. 
6D6H | 1750 | MSR_LASTBRANCH_22_TO_IP Thread Last Branch Record 22 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 
6D7H | 1751 | MSR_LASTBRANCH_23_TO_IP Thread Last Branch Record 23 To IP (R/W) 
See description of MSR_LASTBRANCH_0O_TO_IP. 
6D8H | 1752 | MSR_LASTBRANCH_24_TO_IP Thread Last Branch Record 24 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 
6DSH | 1753 | MSR_LASTBRANCH_25_TO_IP Thread Last Branch Record 25 To IP (R/W) 
See description of MSR_LASTBRANCH_0O_TO_IP. 
6DAH | 1754 | MSR_LASTBRANCH_26_TO_IP Thread Last Branch Record 26 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 
6DBH | 1755 | MSR_LASTBRANCH_27_TO_IP Thread Last Branch Record 27 To IP (R/W) 
See description of MSR_LASTBRANCH_0O_TO_IP. 
6DCH | 1756 | MSR_LASTBRANCH_28_TO_IP Thread Last Branch Record 28 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 
6DDH | 1757 | MSR_LASTBRANCH_29_TO_IP Thread Last Branch Record 29 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 
6DEH | 1758 | MSR_LASTBRANCH_30_TO_IP Thread Last Branch Record 30 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 
6DFH | 1759 | MSR_LASTBRANCH_31_TO_IP Thread Last Branch Record 31 To IP (R/W) 
See description of MSR_LASTBRANCH_O_TO_IP. 
770H | 1904 | 1A32_PM_ENABLE Package See Section 14.4.2, “Enabling HWP”. 
771H 1905 | IA32_HWP_CAPABILITIES Thread See Section 14.4.3, “HWP Performance Range and 
Dynamic Capabilities”. 
772H 1906 | IA32_HWP_REQUEST_PKG Package See Section 14.4.4, “Managing HWP”. 
773H | 1907 | 1A32_HWP_INTERRUPT Thread See Section 14.4.6, “HWP Notifications”. 
774H | 1908 | 1A32_HWP_REQUEST Thread See Section 14.4.4, “Managing HWP”. 
7:0 Minimum Performance (R/W) 
15:8 Maximum Performance (R/W) 
23:16 Desired Performance (R/W) 
31:24 Energy/Performance Preference (R/W) 
41:32 Activity Window (R/W) 
42 Package Control (R/W) 
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Table 2-39. Additional MSRs Supported by 6th Generation, 7th Generation, 8th Generation, 9th Generation, 10th 
Generation, and 11th Generation Intel® Core™ Processors, Intel® Xeon® Processor Scalable Family, 2nd and 3rd 
Generation Intel® Xeon® Processor Scalable Family, 8th Generation Intel® Core™ i3 Processors, and Intel® Xeon® E 


Processors 
Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
63:43 Reserved 

777H | 1911 | IA32_HWP_STATUS Thread See Section 14.4.5, “HWP Feedback”. 

DSOH | 3472 | IA32_BNDCFGS Thread See Table 2-2. 

DAOH | 3488 | IA32_XSS Thread See Table 2-2. 

DBOH | 3504 | IA32_PKG_HDC_CTL Package See Section 14.5.2, “Package level Enabling HDC”. 

DB1H | 3505 | IA32_PM_CTL1 Thread See Section 14.5.3, “Logical-Processor Level HDC 
Control”. 

DB2H | 3506 | IA32_THREAD_STALL Thread See Section 14.5.4.1, “IA32_THREAD_STALL”. 

DCOH | 3520 | MSR_LBR_INFO_O Thread Last Branch Record 0 Additional Information (R/W) 
One of 32 triplet of last branch record registers on the 
last branch record stack. This part of the stack contains 
flag, TSX-related and elapsed cycle information. See 
also: 
* Last Branch Record Stack TOS at 1C9H. 
* Section 17.9.1, “LBR Stack.” 

DC1H | 3521 | MSR_LBR_INFO_1 Thread Last Branch Record 1 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DC2H | 3522 | MSR_LBR_INFO_2 Thread Last Branch Record 2 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DC3H | 3523 | MSR_LBR_INFO_3 Thread Last Branch Record 3 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DC4H 3524 | MSR_LBR_INFO_4 Thread Last Branch Record 4 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DCSH | 3525 | MSR_LBR_INFO_5 Thread Last Branch Record 5 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DC6H | 3526 | MSR_LBR_INFO_6 Thread Last Branch Record 6 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DC7H | 3527 | MSR_LBR_INFO_7 Thread Last Branch Record 7 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DC8H | 3528 | MSR_LBR_INFO_8 Thread Last Branch Record 8 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DCSH | 3529 | MSR_LBR_INFO_9 Thread Last Branch Record 9 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DCAH | 3530 | MSR_LBR_INFO_10 Thread Last Branch Record 10 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DCBH | 3531 | MSR_LBR_INFO_11 Thread Last Branch Record 11 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 
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Table 2-39. Additional MSRs Supported by 6th Generation, 7th Generation, 8th Generation, 9th Generation, 10th 
Generation, and 11th Generation Intel® Core™ Processors, Intel® Xeon® Processor Scalable Family, 2nd and 3rd 
Generation Intel® Xeon® Processor Scalable Family, 8th Generation Intel® Core™ i3 Processors, and Intel® Xeon® E 


Processors 
Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

DCCH 3532 | MSR_LBR_INFO_12 Thread Last Branch Record 12 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DCDH | 3533 | MSR_LBR_INFO_13 Thread Last Branch Record 13 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DCEH 3534 | MSR_LBR_INFO_14 Thread Last Branch Record 14 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DCFH 3535 | MSR_LBR_INFO_15 Thread Last Branch Record 15 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DDOH | 3536 | MSR_LBR_INFO_16 Thread Last Branch Record 16 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DD1H | 3537 | MSR_LBR_INFO_17 Thread Last Branch Record 17 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DD2H | 3538 | MSR_LBR_INFO_18 Thread Last Branch Record 18 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DD3H | 3539 | MSR_LBR_INFO_19 Thread Last Branch Record 19 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DD4H | 3520 | MSR_LBR_INFO_20 Thread Last Branch Record 20 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DDS5H | 3521 | MSR_LBR_INFO_21 Thread Last Branch Record 21 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DD6H | 3522 | MSR_LBR_INFO_22 Thread Last Branch Record 22 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DD7H | 3523 | MSR_LBR_INFO_23 Thread Last Branch Record 23 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DD8H | 3524 | MSR_LBR_INFO_24 Thread Last Branch Record 24 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DDSH | 3525 | MSR_LBR_INFO_25 Thread Last Branch Record 25 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DDAH | 3526 | MSR_LBR_INFO_26 Thread Last Branch Record 26 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DDBH | 3527 | MSR_LBR_INFO_27 Thread Last Branch Record 27 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DDCH | 3528 | MSR_LBR_INFO_28 Thread Last Branch Record 28 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 

DDDH | 3529 | MSR_LBR_INFO_29 Thread Last Branch Record 29 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 
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Table 2-39. Additional MSRs Supported by 6th Generation, 7th Generation, 8th Generation, 9th Generation, 10th 
Generation, and 11th Generation Intel® Core™ Processors, Intel® Xeon® Processor Scalable Family, 2nd and 3rd 
Generation Intel® Xeon® Processor Scalable Family, 8th Generation Intel® Core™ i3 Processors, and Intel® Xeon® E 


Processors 
Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
DDEH | 3530 | MSR_LBR_INFO_30 Thread Last Branch Record 30 Additional Information (R/wW) 
See description of MSR_LBR_INFO_O. 
DDFH | 3531 | MSR_LBR_INFO_31 Thread Last Branch Record 31 Additional Information (R/W) 
See description of MSR_LBR_INFO_O. 


Table 2-40 lists the MSRs of uncore PMU for Intel processors with CPUID DisplayFamily_DisplayModel signatures of 


06_4EH, 06_5EH, 06_8EH, 06_9EH, and 06_66H. 


Table 2-40. Uncore PMU MSRs Supported by 6th Generation, 7th Generation, and 8th Generation Intel® Core™ 
Processors, and Future Intel® Core™ Processors 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

394H 916 | MSR_UNC_PERF_FIXED_CTRL Package Uncore Fixed Counter Control (R/W) 

19:0 Reserved 

20 Enable overflow propagation. 

21 Reserved 

22 Enable counting. 

63:23 Reserved 
395H 917 |MSR_UNC_PERF_FIXED_CTR Package Uncore Fixed Counter 

43:0 Current count. 

63:44 Reserved 
396H 918 | MSR_UNC_CBO_CONFIG Package Uncore C-Box Configuration Information (R/O) 

3:0 Specifies the number of C-Box units with 

programmable counters (including processor cores 
and processor graphics). 

63:4 Reserved 
3BOH 946 | MSR_UNC_ARB_PERFCTRO Package Uncore Arb Unit, Performance Counter O 
3B1H 947 | MSR_UNC_ARB_PERFCTR1 Package Uncore Arb Unit, Performance Counter 1 
3B2H 944 | MSR_UNC_ARB_PERFEVTSELO Package Uncore Arb Unit, Counter O Event Select MSR 
3B3H 945 | MSR_UNC_ARB_PERFEVTSEL1 Package Uncore Arb Unit, Counter 1 Event Select MSR 
700H 1792 | MSR_UNC_CBO_O_PERFEVTSELO Package Uncore C-Box 0, Counter O Event Select MSR 
701H 1793 | MSR_UNC_CBO_O_PERFEVTSEL1 Package Uncore C-Box 0, Counter 1 Event Select MSR 
706H 1798 | MSR_UNC_CBO_O_PERFCTRO Package Uncore C-Box 0, Performance Counter 0 
707H 1799 | MSR_UNC_CBO_O_PERFCTR1 Package Uncore C-Box 0, Performance Counter 1 
710H 1808 | MSR_UNC_CBO_1_PERFEVTSELO Package Uncore C-Box 1, Counter O Event Select MSR 
711H 1809 | MSR_UNC_CBO_1_PERFEVTSEL1 Package Uncore C-Box 1, Counter 1 Event Select MSR 
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Table 2-40. Uncore PMU MSRs Supported by 6th Generation, 7th Generation, and 8th Generation Intel® Core™ 
Processors, and Future Intel® Core™ Processors 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

716H 1814 | MSR_UNC_CBO_1_PERFCTRO Package Uncore C-Box 1, Performance Counter 0 
717H 1815 | MSR_UNC_CBO_1_PERFCTR1 Package Uncore C-Box 1, Performance Counter 1 
720H 1824 | MSR_UNC_CBO_2_PERFEVTSELO Package Uncore C-Box 2, Counter O Event Select MSR 
721H 1825 | MSR_UNC_CBO_2_PERFEVTSEL1 Package Uncore C-Box 2, Counter 1 Event Select MSR 
726H 1830 | MSR_UNC_CBO_2_PERFCTRO Package Uncore C-Box 2, Performance Counter 0 
727H 1831 | MSR_UNC_CBO_2_PERFCTR1 Package Uncore C-Box 2, Performance Counter 1 
730H 1840 | MSR_UNC_CBO_3_PERFEVTSELO Package Uncore C-Box 3, Counter O Event Select MSR 
731H 1841 | MSR_UNC_CBO_3_PERFEVTSEL1 Package Uncore C-Box 3, Counter 1 Event Select MSR 
736H 1846 | MSR_UNC_CBO_3_PERFCTRO Package Uncore C-Box 3, Performance Counter O 
737H 1847 | MSR_UNC_CBO_3_PERFCTR1 Package Uncore C-Box 3, Performance Counter 1 
€01H 3585 | MSR_UNC_PERF_GLOBAL_CTRL Package Uncore PMU Global Control 

0 Slice O select. 

1 Slice 1 select. 

2 Slice 2 select. 

3 Slice 3 select. 

4 Slice 4select. 

18:5 Reserved 

29 Enable all uncore counters. 

30 Enable wake on PMI. 

31 Enable Freezing counter when overflow. 

63:32 Reserved 
€02H | 3586 | MSR_UNC_PERF_GLOBAL_STATUS Package Uncore PMU Main Status 

0 Fixed counter overflowed. 

1 An ARB counter overflowed. 

2 Reserved 

3 A CBox counter overflowed (on any slice). 

63:4 Reserved 
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2.17.1 MSRs Specific to 7th Generation and 8th Generation Intel® Core™ Processors based on 
Kaby Lake Microarchitecture and Coffee Lake Microarchitecture 
Table 2-42 lists additional MSRs for 7th generation and 8th generation Intel Core processors with a CPUID 


DisplayFamily_DisplayModel signatures of 06_8EH and 06_9EH. For an MSR listed in Table 2-42 that also appears 
in the model-specific tables of prior generations, Table 2-42 supersedes prior generation tables. 


Table 2-41. Additional MSRs Supported by 7th Generation and 8th Generation Intel® Core™ Processors 
Based on Kaby Lake Microarchitecture and Coffee Lake Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
80H 128 | MSR_TRACE_HUB_STH_ACPIBAR_BASE | Package NPK Address Used by AET Messages (R/W) 
0 Lock Bit 
If set, this MSR cannot be re-written anymore. Lock bit 
has to be set in order for the AET packets to be 
directed to NPK MMIO. 
17:1 Reserved 
63:18 ACPIBAR_BASE_ADDRESS 
AET target address in NPK MMIO space. 
1F4H 500 | MSR_PRMRR_PHYS_BASE Core Processor Reserved Memory Range Register - 
Physical Base Control Register (R/W) 
2:0 MemType 
PRMRR BASE MemType. 
11:3 Reserved 
45:12 Base 
PRMRR Base Address. 
63:46 Reserved 
1F5H 501 MSR_PRMRR_PHYS_MASK Core Processor Reserved Memory Range Register - 
Physical Mask Control Register (R/W) 
9:0 Reserved 
10 Lock 
Lock bit for the PRMRR. 
11 VLD 
Enable bit for the PRMRR. 
45:12 Mask 
PRMRR MASK bits. 
63:46 Reserved 
1FBH 507 | MSR_PRMRR_VALID_CONFIG Core Valid PRMRR Configurations (R/W) 
0 1M supported MEE size. 
4:1 Reserved 
5 32M supported MEE size. 
6 64M supported MEE size. 
7 128M supported MEE size. 
31:8 Reserved 
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Table 2-41. Additional MSRs Supported by 7th Generation and 8th Generation Intel® Core™ Processors 
Based on Kaby Lake Microarchitecture and Coffee Lake Microarchitecture 


Register 
Address 


Hex Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


2F4H 756 | MSR_UNCORE_PRMRR_PHYS_BASE 


Package 


(R/WW) 


The PRMRR range is used to protect the processor 
reserved memory from unauthorized reads and 
writes. Any IO access to this range is aborted. This 
register controls the location of the PRMRR range by 
indicating its starting address. It functions in tandem 
with the PRMRR mask register. 


11:0 


Reserved 


PAWIDTH-1:12 


Range Base 


This field corresponds to bits PAWIDTH-1:12 of the 
base address memory range which is allocated to 
PRMRR memory. 


63:PAWIDTH 


Reserved 


2F5H 757 | MSR_LUNCORE_PRMRR_PHYS_MASK 


Package 


(RW) 


This register controls the size of the PRMRR range by 
indicating which address bits must match the PRMRR 
base register value. 


9:0 


Reserved 


10 


Lock 


Setting this bit locks all writeable settings in this 
register, including itself. 


Range_En 


Indicates whether the PRMRR range is enabled and 
valid. 


38:12 


Range_Mask 


This field indicates which address bits must match 
PRMRR base in order to qualify as an PRMRR access. 


63:39 


Reserved 


620H | 1568 ) MSR_RING_RATIO_LIMIT 


Package 


Ring Ratio Limit (R/W) 
This register provides Min/Max Ratio Limits for the 
LLC and Ring. 


6:0 


MAX_Ratio 


This field is used to limit the max ratio of the 
LLC/Ring. 


Reserved 


MIN_Ratio 


Writing to this field controls the minimum possible 
ratio of the LLC/Ring. 


63:15 


Reserved 
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2.17.2 |MSRs Specific to 8th Generation Intel® Core™ i3 Processors 


Table 2-42 lists additional MSRs for 8th generation Intel Core i3 processors with a CPUID 
DisplayFamily_DisplayModel signature of 06_66H. For an MSR listed in Table 2-42 that also appears in the model- 
specific tables of prior generations, Table 2-42 supersede prior generation tables. 


Table 2-42. Additional MSRs Supported by 8th Generation Intel® Core™ i3 Processors 
Based on Cannon Lake Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
3AH 58 IA32_FEATURE_CONTROL Thread Control Features in Intel 64 Processor (R/W) 

See Table 2-2. 

0 Lock (R/WL) 

1 Enable VMX Inside SMX Operation (R/WL) 

2 Enable VMX Outside SMX Operation (R/WL) 

14:8 SENTER Local Functions Enables (R/WL) 

15 SENTER Global Functions Enable (R/WL) 

17 SGX Launch Control Enable (R/WL) 
This bit must be set to enable runtime reconfiguration 
of SGX Launch Control via IA32_SGXLEPUBKEYHASHn 
MSR. 
Available only if CPUID.(EAX=07H, ECX=0H): ECX[30] 
=1, 

18 SGX Global Functions Enable (R/WL) 

63:21 Reserved 

350H 848 | MSR_BR_DETECT_CTRL Branch Monitoring Global Control (R/W) 

0 EnMonitoring 
Global enable for branch monitoring. 

1 En€xcept 
Enable branch monitoring event signaling on threshold 
trip. 


The branch monitoring event handler is signaled via 
the existing PMI signaling mechanism as programmed 
from the corresponding local APIC LVT entry. 


2 EnLBRFrz 


Enable LBR freeze on threshold trip. This will cause 
the LBR frozen bit 58 to be set in 
IA32_PERF_GLOBAL_STATUS when a triggering 
condition occurs and this bit is enabled. 


3 DisablelnGuest 


When set to ‘1’, branch monitoring, event triggering 
and LBR freeze actions are disabled when operating 
at VMX non-root operation. 


74 Reserved 
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Table 2-42. Additional MSRs Supported by 8th Generation Intel® Core™ i3 Processors 


Based on Cannon Lake Microarchitecture (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


17:8 


WindowSize 

Window size defined by WindowCntSel. Values 0 - 
1023 are supported. 

Once the Window counter reaches the WindowSize 
count both the Window Counter and all Branch 
Monitoring Counters are cleared. 


23:18 


Reserved 


25:24 


WindowCntSel 

Window event count select: 

‘00 = Instructions retired. 

‘01 = Branch instructions retired 

‘10 = Return instructions retired. 

‘11 = Indirect branch instructions retired. 


26 


63:27 


CntAndMode 


When set to ‘1’, the overall branch monitoring event 
triggering condition is true only if all enabled counters’ 
threshold conditions are true. 


When ‘0’, the threshold tripping condition is true if any 
enabled counters’ threshold is true. 


Reserved 


351H 


849 


MSR_BR_DETECT_STATUS 


Branch Monitoring Global Status (R/W) 


0 


Branch Monitoring Event Signaled 


When set to ‘1’, Branch Monitoring event signaling is 
blocked until this bit is cleared by software. 


LBRsValid 


This status bit is set to ‘1’ if the LBR state is 
considered valid for sampling by branch monitoring 
software. 


Reserved 


CntrHitO 


Branch monitoring counter #0 threshold hit. This 
status bit is sticky and once set requires clearing by 
software. Counter operation continues independent 
of the state of the bit. 


CntrHit1 


Branch monitoring counter #1 threshold hit. This 
Status bit is sticky and once set requires clearing by 
software. Counter operation continues independent 
of the state of the bit. 


15:10 


Reserved 


Reserved for additional branch monitoring counters 
threshold hit status. 
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Table 2-42. Additional MSRs Supported by 8th Generation Intel® Core™ i3 Processors 
Based on Cannon Lake Microarchitecture (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


354H 


355H 


25:16 


CountWindow 


The current value of the window counter. The count 
value is frozen on a valid branch monitoring triggering 
condition. This is a 10-bit unsigned value. 


31:26 


Reserved 
Reserved for future extension of CountWindow. 


39:32 


CountO 


The current value of counter O updated after each 
occurrence of the event being counted. The count 
value is frozen on a valid branch monitoring triggering 
condition (in which case CntrHitO will also be set). This 
is an 8-bit signed value (2's complement). 


Heuristic events which only increment will saturate 
and freeze at maximum value OxFF (256). 


RET-CALL event counter saturate at maximum value 
Ox7F (+127) and minimum value 0x80 (-128). 


47:40 


Count1 


The current value of counter 1 updated after each 
occurrence of the event being counted. The count 
value is frozen on a valid branch monitoring triggering 
condition (in which case CntrHit1 will also be set). This 
is an 8-bit signed value (2's complement). 


Heuristic events which only increment will saturate 
and freeze at maximum value OxFF (256). 
RET-CALL event counter saturate at maximum value 
Ox7F (+127) and minimum value 0x80 (-128). 


63:48 


MSR_BR_DETECT_COUNTER_CONFIG_i 


Reserved 


Branch Monitoring Detect Counter Configuration (R/W) 


CntrEn 
Enable counter. 


7:1 


‘0000011 = Branch (all) mispredicts. 
‘0000100 = Indirect branch mispredicts. 
‘0000101 = Far branch instructions. 


CntrEvSel 

Event select (other values #GP) 
‘0000000 = RETs. 

‘0000001 = RET-CALL bias. 
‘0000010 = RET mispredicts. 
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Table 2-42. Additional MSRs Supported by 8th Generation Intel® Core™ i3 Processors 


Based on Cannon Lake Microarchitecture (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


14:8 


CntrThreshold 


Threshold (an unsigned value of O to 127 supported). 
The value O of counter threshold will result in event 
signaled after every instruction. #GP if threshold is < 
2. 


15 


MispredEventCnt 

Mispredict events counting behavior: 

‘O = Mispredict events are counted in a window. 

‘1 = Mispredict events are counted based ona 
consecutive occurrence. CntrThreshold is treated as # 
of consecutive mispredicts. This control bit only 
applies to events specified by CntrEvSel that involve a 
prediction (0000010, 0000011, 0000100). Setting 
this bit for other events is ignored. 


63:16 


Reserved 


3F8H 


1016 


MSR_PKG_C3_RESIDENCY 


63:0 


Package 


Package C3 Residency Counter (R/O) 


Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 


620H 


1568 


MSR_RING_RATIO_LIMIT 


Package 


Ring Ratio Limit (R/W) 
This register provides Min/Max Ratio Limits for the 
LLC and Ring. 


6:0 


MAX_Ratio 


This field is used to limit the max ratio of the 
LLC/Ring. 


Reserved 


14:8 


MIN_Ratio 


Writing to this field controls the minimum possible 
ratio of the LLC/Ring. 


63:15 


Reserved 


660H 


1632 


MSR_CORE_C1_RESIDENCY 


Core 


Core C1 Residency Counter (R/O) 


63:0 


Value since last reset for the Core C1 residency. 
Counter rate is the Max Non-Turbo frequency (same 
as TSC). This counter counts in case both of the core’s 
threads are in an idle state and at least one of the 
core’s thread residency is in a C1 state or in one of its 
sub states. The counter is updated only after a core C 
state exit. Note: Always reads 0 if core C1 is 
unsupported. A value of zero indicates that this 
processor does not support core C1 or never entered 
core C1 level state. 


662H 


1634 


MSR_CORE_C3_RESIDENCY 


Core 


Core C3 Residency Counter (R/O) 


63:0 


Will always return 0. 
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Table 2-43 lists the MSRs of uncore PMU for Intel processors with CPUID signature 06_66H. 


Table 2-43. Uncore PMU MSRs Supported by Intel® Core™ Processors Based on Cannon Lake Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

394H 916 | MSR_UNC_PERF_FIXED_CTRL Package Uncore Fixed Counter Control (R/W) 

19:0 Reserved 

20 Enable overflow propagation. 

21 Reserved 

22 Enable counting. 

63:23 Reserved 
395H 917 |MSR_UNC_PERF_FIXED_CTR Package Uncore Fixed Counter 

47:0 Current count. 

63:48 Reserved 
396H 918 | MSR_UNC_CBO_CONFIG Package Uncore C-Box Configuration Information (R/O) 

3:0 Report the number of C-Box units with performance 

counters, including processor cores and processor 
graphics. 

63:4 Reserved 
3BOH 946 | MSR_UNC_ARB_PERFCTRO Package Uncore Arb Unit, Performance Counter 0 
3B1H 947 | MSR_UNC_ARB_PERFCTR1 Package Uncore Arb Unit, Performance Counter 1 
3B2H 944 | MSR_UNC_ARB_PERFEVTSELO Package Uncore Arb Unit, Counter O Event Select MSR 
3B3H 945 | MSR_UNC_ARB_PERFEVTSEL1 Package Uncore Arb unit, Counter 1 Event Select MSR 
700H 1792 | MSR_UNC_CBO_O_PERFEVTSELO Package Uncore C-Box 0, Counter O Event Select MSR 
701H 1793 | MSR_UNC_CBO_O_PERFEVTSEL1 Package Uncore C-Box 0, Counter 1 Event Select MSR 
702H 1794 | MSR_UNC_CBO_O_PERFCTRO Package Uncore C-Box 0, Performance Counter 0 
703H 1795 | MSR_UNC_CBO_O_PERFCTR1 Package Uncore C-Box 0, Performance Counter 1 
708H 1800 | MSR_UNC_CBO_1_PERFEVTSELO Package Uncore C-Box 1, Counter O Event Select MSR 
709H 1801 | MSR_UNC_CBO_1_PERFEVTSEL1 Package Uncore C-Box 1, Counter 1 Event Select MSR 
70AH 1802 | MSR_UNC_CBO_1_PERFCTRO Package Uncore C-Box 1, Performance Counter 0 
70BH 1803 | MSR_UNC_CBO_1_PERFCTR1 Package Uncore C-Box 1, Performance Counter 1 
710H 1808 | MSR_UNC_CBO_2_PERFEVTSELO Package Uncore C-Box 2, Counter O Event Select MSR 
711H 1809 | MSR_UNC_CBO_2_PERFEVTSEL1 Package Uncore C-Box 2, Counter 1 Event Select MSR 
712H 1810 | MSR_UNC_CBO_2_PERFCTRO Package Uncore C-Box 2, Performance Counter 0 
713H 1811 | MSR_UNC_CBO_2_PERFCTR1 Package Uncore C-Box 2, Performance Counter 1 
718H 1816 | MSR_UNC_CBO_3_PERFEVTSELO Package Uncore C-Box 3, Counter O Event Select MSR 
719H 1817 | MSR_UNC_CBO_3_PERFEVTSEL1 Package Uncore C-Box 3, Counter 1 Event Select MSR 
71AH 1818 | MSR_UNC_CBO_3_PERFCTRO Package Uncore C-Box 3, Performance Counter 0 
71BH 1819 | MSR_UNC_CBO_3_PERFCTR1 Package Uncore C-Box 3, Performance Counter 1 
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Table 2-43. Uncore PMU MSRs Supported by Intel® Core™ Processors Based on Cannon Lake Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

720H 1824 | MSR_UNC_CBO_4 PERFEVTSELO Package Uncore C-Box 4, Counter O Event Select MSR 
721H 1825 |MSR_UNC_CBO_4 PERFEVTSEL1 Package Uncore C-Box 4, Counter 1 Event Select MSR 
722H 1826 | MSR_UNC_CBO_4_ PERFCTRO Package Uncore C-Box 4, Performance Counter 0 
723H 1827 | MSR_UNC_CBO_4_ PERFCTR1 Package Uncore C-Box 4, Performance Counter 1 
728H 1832 |MSR_UNC_CBO_5_PERFEVTSELO Package Uncore C-Box 5, Counter O Event Select MSR 
729H 1833 |MSR_UNC_CBO_5_PERFEVTSEL1 Package Uncore C-Box 5, Counter 1 Event Select MSR 
72AH 1834 | MSR_UNC_CBO_5_PERFCTRO Package Uncore C-Box 5, Performance Counter 0 
72BH 1835 |MSR_UNC_CBO_5_PERFCTR1 Package Uncore C-Box 5, Performance Counter 1 
730H 1840 | MSR_UNC_CBO_6_PERFEVTSELO Package Uncore C-Box 6, Counter O Event Select MSR 
731H 1841 | MSR_UNC_CBO_6_PERFEVTSEL1 Package Uncore C-Box 6, Counter 1 Event Select MSR 
732H 1842 | MSR_UNC_CBO_6_PERFCTRO Package Uncore C-Box 6, Performance Counter O 
733H 1843 | MSR_UNC_CBO_6_PERFCTR1 Package Uncore C-Box 6, Performance Counter 1 
738H 1848 | MSR_UNC_CBO_7_PERFEVTSELO Package Uncore C-Box 7, Counter O Event Select MSR 
739H 1849 | MSR_UNC_CBO_7_PERFEVTSEL1 Package Uncore C-Box 7, Counter 1 Event Select MSR 
73AH 1850 | MSR_UNC_CBO_7_PERFCTRO Package Uncore C-Box 7, Performance Counter 0 
73BH 1851 | MSR_UNC_CBO_7_PERFCTR1 Package Uncore C-Box 7, Performance Counter 1 
€01H 3585 | MSR_UNC_PERF_GLOBAL_CTRL Package Uncore PMU Global Control 

0 Slice 0 select. 

1 Slice 1 select. 

2 Slice 2 select. 

3 Slice 3 select. 

4 Slice 4select. 

18:5 Reserved 

29 Enable all uncore counters. 

30 Enable wake on PMI. 

31 Enable Freezing counter when overflow. 

63:32 Reserved 
€02H | 3586 | MSR_UNC_PERF_GLOBAL_STATUS Package Uncore PMU Main Status 

0 Fixed counter overflowed. 

1 An ARB counter overflowed. 

2 Reserved 

3 A CBox counter overflowed (on any slice). 

63:4 Reserved 
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MSRs Specific to 10th Generation Intel® Core™ Processors 


Table 2-44 lists additional MSRs for 10th generation Intel Core processors with a CPUID 
DisplayFamily_DisplayModel signature values of 06_7DH and 06_7EH. For an MSR listed in Table 2-44 that also 
appears in the model-specific tables of prior generations, Table 2-44 supersede prior generation tables. 


Table 2-44. MSRs Supported by 10th Generation Intel® Core™ Processors Based on Ice Lake Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
33H 51 MSR_TEST_CTRL Core Test Control Register 
28:0 Reserved. 
29 Enable #AC(0) exception for split locked accesses: 
Cause #AC(0) exception for split locked access at all 
CPL irrespective of CRO.AM or EFLAGS.AC. If bits 29 
and 31 are both set, bit 29 takes precedence. 
30 Reserved. 
31 Reserved. 
48H 72 ‘| IA32_SPEC_CTRL Core See Table 2-2. 
49H 73 | IA32_PREDICT_CMD Thread See Table 2-2. 
8CH 140 | IA32_SGXLEPUBKEYHASHO Thread See Table 2-2. 
8DH 141 | 1A32_SGXLEPUBKEYHASH1 Thread See Table 2-2. 
8EH 142 | IA32_SGXLEPUBKEYHASH2 Thread See Table 2-2. 
8FH 143 | IA32_SGXLEPUBKEYHASH3 Thread See Table 2-2. 
AOH 160 | MSR_BIOS_MCU_ERRORCODE Package BIOS MCU ERRORCODE (R/O) 
This MSR indicates if WRMSR 0x79 failed to configure 
PRM memory and gives a hint to debug BIOS. 
15:0 Package Error Codes (R/O) 
30:16 Reserved. 
31 Thread MCU Partial Success (R/O) 
When set to 1, WRMSR 0x79 skipped part of the 
functionality during BIOS. 
ASH 165 | MSR_FIT_BIOS_ERROR Thread FIT BIOS ERROR (R/W) 
Report error codes for debug in case the processor 
failed to parse the Firmware Table in BIOS. 
Can also be used to log BIOS information. 
7:0 Error Codes (R/W) 
Error codes for debug. 
15:8 Entry Type (R/W) 
Failed FIT entry type. 
16 FIT MCU Entry (R/W) 
FIT contains MCU entry. 
62:17 Reserved. 
63 LOCK (R/W) 
When set to 1, writes to this MSR will be skipped. 
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Table 2-44. MSRs Supported by 10th Generation Intel® Core™ Processors Based on Ice Lake Microarchitecture 


Register 
Address 


Hex Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


10BH 267 


IA32_FLUSH_CMD 


Thread 


See Table 2-2. 


151H 337 


1F1H 497 


MSR_BIOS_DONE 


Thread 


BIOS Done (R/WO) 


0 


Thread 


BIOS Done Indication (R/WO) 

Set by BIOS when it finishes programming the 
processor and wants to lock the memory 
configuration from changes by software that is 
running on this thread. 


Writes to the bit will be ignored if EAX[0] is 0. 


Package 


Package BIOS Done Indication (R/O) 


When set to 1, all threads in the package have bit O of 
this MSR set. 


31:2 
MSR_CRASHLOG_CONTROL 


Thread 


Reserved. 


Write Data to a Crash Log Configuration 


0 


CDDIS: CrashDump_Disable 
If set, indicates that Crash Dump is disabled. 


63:1 


Reserved. 


2A0H 672 


MSR_PRMRR_BASE_O 


Core 


Processor Reserved Memory Range Register - 
Physical Base Control Register (R/W) 


2:0 


MEMTYPE: PRMRR BASE Memory Type. 


3 


CONFIGURED: PRMRR BASE Configured. 


11:4 


Reserved. 


51:12 


BASE: PRMRR Base Address. 


63:52 


Reserved. 


30CH 780 


IA32_FIXED_CTR3 


Thread 


Fixed-Function Performance Counter Register 3 (R/W) 


Bit definitions are the same as found in 
1A32_FIXED_CTRO, offset 309H. See Table 2-2. 


329H 809 


MSR_PERF_METRICS 


Thread 


Performance Metrics (R/W) 


Reports metrics directly. Software can check (and/or 
expose to its guests) the availability of 
PERF_METRICS feature using 
IA32_PERF_CAPABILITIES.PERF_METRICS_AVAILABL 
E (bit 15). 


7:0 


Retiring. Percent of utilized slots by uops that 
eventually retire (commit). 


15:8 


Bad Speculation. Percent of wasted slots due to 
incorrect speculation, covering utilized by uops that do 
not retire, or recovery bubbles (unutilized slots). 


23:16 


Frontend Bound. Percent of unutilized slots where 
front-end did not deliver a uop while back-end is 
ready. 


31:24 


Backend Bound. Percent of unutilized slots where a 
uop was not delivered to back-end due to lack of back- 
end resources. 
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Table 2-44. MSRs Supported by 10th Generation Intel® Core™ Processors Based on Ice Lake Microarchitecture 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


63:25 


Reserved. 


3F2H 


541H 


1010 


1345 


MSR_PEBS_DATA_CFG 


Thread 


PEBS Data Configuration (R/w) 


Provides software the capability to select data groups 
of interest and thus reduce the record size in memory 
and record generation latency. Hence, a PEBS record's 
size and layout vary based on the selected groups. 
The MSR also allows software to select LBR depth for 
branch data records. 


Memory Info. 

Setting this bit will capture memory information such 
as the linear address, data source and latency of the 
memory access in the PEBS record. 


GPRs. 


Setting this bit will capture the contents of the 
General Purpose registers in the PEBS record. 


XMMs. 


Setting this bit will capture the contents of the XMM 
registers in the PEBS record. 


LBRs. 


Setting this bit will capture LBR TO, FROM and INFO in 
the PEBS record. 


MSR_CORE_UARCH_CTL 


Core 


Reserved. 


LBR Entries. 


Set the field to the desired number of entries - 1. For 
example, if the LBR_entries field is 0, a single entry 
will be included in the record. To include 32 LBR 
entries, set the LBR_entries field to 31 (Ox1F). To 
ensure all PEBS records are 16-byte aligned, software 
can use LBR_entries that is multiple of 3. 


Core Microarchitecture Control MSR (R/W) 


0 


L1 Scrubbing Enable 
When set to 1, enable L1 scrubbing. 


31:1 


Reserved. 


657H 


1623 


MSR_FAST_UNCORE_MSRS_CTL 


Thread 


Fast WRMSR/RDMSR Control MSR (R/W) 


3:0 


FAST_ACCESS_ENABLE: 


Bit 0: When set to ‘1’, provides a hint for the hardware 
to enable fast access mode for the 
IA32_HWP_REQUEST MSR. 

This bit is sticky and is cleaned by the hardware only 
during reset time. 

This bit is valid only if 
FAST_UNCORE_MSRS_CAPABILITY[0] is set. Setting 
this bit will cause CPUID[6].EAX[1 8] to be set. 


Reserved. 
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Table 2-44. MSRs Supported by 10th Generation Intel® Core™ Processors Based on Ice Lake Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
65€H 1630 | MSR_FAST_UNCORE_MSRS_STATUS Thread Indication of Uncore MSRs, Post Write Activates 
0 Indicates whether the CPU is still in the middle of 
writing [A32_HWP_REQUEST MSR, even after the 
WRMSR instruction has retired. 
A value of 1 indicates the last write of 
IA32_HWP_REQUEST is still ongoing. 
A value of 0 indicates the last write of 
IA32_HWP_REQUEST is visible outside the logical 
processor. 
Software can use the status of this bit to avoid 
overwriting [A32_HWP_REQUEST. 
31:1 Reserved. 
65FH 1631 | MSR_FAST_UNCORE_MSRS_CAPABILITY | Thread Fast WRMSR/RDMSR Enumeration MSR (RO) 
3:0 MSRS_CAPABILITY: 
Bit O: If set to ‘1’, hardware supports the fast access 
mode for the IA32_HWP_REQUEST MSR. 
31:4 Reserved. 
772H 1906 | IA32_HWP_REQUEST_PKG Package See Table 2-2. 
775H 1909 | IA32_PECILHWP_REQUEST_INFO Thread See Table 2-2. 
777H 1911 | IA32_HWP_STATUS Thread See Table 2-2. 
2.17.4 | MSRs Specific to 11th Generation Intel® Core™ Processors based on Tiger Lake 


Microarchitecture 


Table 2-45 lists additional MSRs for 11th generation Intel Core processors with CPUID DisplayFamily_DisplayModel 
signatures of 06_8CH and 06_8DH. For an MSR listed in Table 2-45 that also appears in the model-specific tables 
of prior generations, Table 2-45 supersedes prior generation tables. 


Table 2-45. Additional MSRs Supported by 11th Generation Intel® Core™ Processors 


Based on Tiger Lake Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
AOH 160 | MSR_BIOS_MCU_ERRORCODE Package BIOS MCU ERRORCODE (R/O) 
15:0 Error Codes 
31:16 Reserved 
A7H 167 | MSR_BIOS_DEBUG Thread BIOS DEBUG (R/O) 


30:0 


This MSR indicates if WRMSR 79H failed to configure 
PRM memory and gives a hint to debug BIOS. 


Reserved 


31 


MCU Partial Success 


When set to 1, WRMSR 79H skipped part of the 
functionality during BIOS. 
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Table 2-45. Additional MSRs Supported by 11th Generation Intel® Core™ Processors 
Based on Tiger Lake Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
63:32 Reserved 
CFH 207 | IA32_CORE_CAPABILITIES Package IA32_CR_CORE_CAPABILITIES (R/O) 

This MSR provides an architectural enumeration 
function for model-specific behavior. 

0 STLB_QOS_SUPPORTED 
When set to 1, the STLB QoS feature is supported and 
the STLB QoS MSRs (1A8FH -1A97H) are accessible. 
When set to 0, access to these MSRs will #GP. 

1 Reserved 

2 FUSA_SUPPORTED 

3 RSM_IN_CPLO_ONLY 
When set to 1, the RSM instruction is only allowed in 
CPLO (#GP triggered in any CPL != 0). 
When set to 0, then any CPL may execute the RSM 
instruction. 

4 Reserved 
SPLIT_LOCK_DISABLE_SUPPORTED 
When set to 1, the ability to set MEMORY_CONTROL 
(MSR 33H) bit 29 enables an #AC to be created when 
a split lock is detected. 

6 SNOOP_FILTER_QOS_SUPPORTED 
When set to 1, the Snoop Filter Qos Mask MSRs are 
supported. 
When set to 0, access to these MSRs will #GP. 

31:7 Reserved 

492H | 1170 | IA32_VMX_PROCBASED_CTLS3 Core IA32_VMX_PROCBASED_CTLS3 

This MSR enumerates the allowed 1-settings of the 
third set of processor-based controls. Specifically, VM 
entry allows bit X of the tertiary processor-based VM- 
execution controls to be 1 if and only if bit X of the 
MSR is set to 1. 
If bit X of the MSR is cleared to 0, VM entry fails if 
control X and the “activate tertiary controls” primary 
processor-based VM-execution control are both 1. 

0 LOADIWKEY 
This control determines whether executions of 
LOADIWKEY cause VM exits. 

63:1 Reserved 

601H | 1537 | MSR_VR_CURRENT_CONFIG Package Power Limit 4 (PL4) 

Package-level maximum power limit (in Watts). 
It is a proactive, instantaneous limit. 
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Table 2-45. Additional MSRs Supported by 11th Generation Intel® Core™ Processors 
Based on Tiger Lake Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
12:0 PL4 Value 
PL4 value in 0.125 A increments. This field is locked 
by VR_CURRENT_CONFIG[LOCK]. When the LOCK bit is 
set to 1b, this field becomes Read Only. 
30:13 Reserved 
31 Lock Indication (LOCK) 
This bit will lock the CURRENT_LIMIT settings in this 
register and will also lock this setting. This means that 
once set to 1b, the CURRENT_LIMIT setting and this 
bit become Read Only until the next Warm Reset. 
62:32 Not in use. 
63 Reserved 
981H | 2433 | IA32_TME_CAPABILITY See Table 2-2. 
982H | 2434 | IA32_TME_ACTIVATE See Table 2-2. 
983H | 2435 | IA32_TME_EXCLUDE_MASK See Table 2-2. 
984H | 2436 | IA32_TME_EXCLUDE_BASE See Table 2-2. 
990H | 2448 | IA32_COPY_STATUS' Thread See Table 2-2. 
991H | 2449 | 1A32_IWKEYBACKUP_STATUS! Platform See Table 2-2. 
C82H | 3202 | IA32_L2_QO0S_CFG Core IA32_CR_L2_QOS_CFG 
This MSR provides software an enumeration of the 
parameters that L2 QoS (Intel RDT) support in any 
particular implementation. 
0 CDP_ENABLE 
When set to 1, it will enable the code and data 
prioritization for the L2 CAT/Intel RDT feature. 
When set to O, code and data prioritization is disabled 
for L2 CAT/Intel RDT. See Chapter 17, “Debug, Branch 
Profile, TSC, and Intel® Resource Director Technology 
(Intel? RDT) Features” for further details on CDP. 
31:1 Reserved 
D10OH | 3220 | IA32_L2_QOS_MASK_[0-7] Package IA32_CR_L2_QOS_MASK_[0-7] 


D17H | 3351 
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details on CAT/RDT, see Chapter 17, “Debug, Branch 
Profile, TSC, and Intel® Resource Director Technology 
(Intel? RDT) Features”. 
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Table 2-45. Additional MSRs Supported by 11th Generation Intel® Core™ Processors 


Based on Tiger Lake Microarchitecture 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
19:0 WAYS_MASK 
Setting a 1 in this bit X allows threads with CLOS <n> 
(where N is [0-7]) to allocate to way X in the MLC. 
Ones are only allowed to be written to ways that 
physically exist in the MLC (CPUID.4.2:EBX[31:22] will 
indicate this). 
Writing a 1 to a value beyond the highest way or a 
non-contiguous set of 1s will cause a #GP on the 
WRMSR to this MSR. 
31:20 Reserved 
D91H | 3473 | IA32_COPY_LOCAL_TO_PLATFORM'! Thread See Table 2-2. 
D92H | 3474 | IA32_COPY_PLATFORM_TO_LOCAL! Thread See Table 2-2. 
NOTES: 


1. Further details on Key Locker and usage of this MSR can be found here: 
https://software.intel.com/content/www/us/en/develop/download/intel-key-locker-specification.html. 


2.17.5 


MSRs Specific to Intel? Xeon® Processor Scalable Family 


Intel® Xeon® Processor Scalable Family (CPUID DisplayFamily_DisplayModel = 06_55H) support the MSRs listed in 


Table 2-46. 


Table 2-46. MSRs Supported by Intel® Xeon® Processor Scalable Family with DisplayFamily_DisplayModel 06_55H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
3AH 58 IA32_FEATURE_CONTROL Thread Control Features in Intel 64 Processor (R/W) 
See Table 2-2. 
0 Lock (R/WL) 
1 Enable VMX Inside SMX Operation (R/WL) 
2 Enable VMX Outside SMX Operation (R/WL) 
14:8 SENTER Local Functions Enables (R/WL) 
15 SENTER Global Functions Enable (R/WL) 
18 SGX Global Functions Enable (R/WL) 
20 LMCE_ENABLED (R/WL) 
63:21 Reserved 
4€H 78 MSR_PPIN_CTL Package Protected Processor Inventory Number Enable Control 
(R/W) 
0 LockOut (R/WO) 
See Table 2-26. 
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Table 2-46. MSRs Supported by Intel® Xeon® Processor Scalable Family with DisplayFamily_DisplayModel 06_55H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
1 Enable_PPIN (R/w) 
See Table 2-26. 
63:2 Reserved 
4FH 79 MSR_PPIN Package Protected Processor Inventory Number (R/O) 
63:0 Protected Processor Inventory Number (R/O) 
See Table 2-26. 
CEH 206 | MSR_PLATFORM_INFO Package Platform Information 
Contains power management and other model specific 
features enumeration. See http://biosbits.org. 
7:0 Reserved 
15:8 Package Maximum Non-Turbo Ratio (R/O) 
See Table 2-26. 
22:16 Reserved. 
23 Package PPIN_CAP (R/O) 
See Table 2-26. 
27:24 Reserved 
28 Package Programmable Ratio Limit for Turbo Mode (R/O) 
See Table 2-26. 
29 Package Programmable TDP Limit for Turbo Mode (R/O) 
See Table 2-26. 
30 Package Programmable TJ] OFFSET (R/O) 
See Table 2-26. 
39:31 Reserved 
47:40 Package Maximum Efficiency Ratio (R/O) 
See Table 2-26. 
63:48 Reserved 
E2H 226 =| MSR_PKG_CST_CONFIG_CONTROL Core C-State Configuration Control (R/W) 
Note: C-state values are processor specific C-state 
code names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 
See http://biosbits.org. 
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Table 2-46. MSRs Supported by Intel® Xeon® Processor Scalable Family with DisplayFamily_DisplayModel 06_55H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 

2:0 Package C-State Limit (R/W) 
Specifies the lowest processor-specific C-state code 
name (consuming the least power) for the package. 
The default is set as factory-configured package C- 
State limit. 
The following C-state code name encodings are 
supported: 
000b: CO/C1 (no package C-state support) 
001b: C2 
010b: C6 (non-retention) 
011b: C6 (retention) 
111b: No Package C state limits. All C states supported 
by the processor are available. 

9:3 Reserved 

10 I/O MWAIT Redirection Enable (R/W) 

14:11 Reserved 

15 CFG Lock (R/WO) 

16 Automatic C-State Conversion Enable (R/W) 
If 1, the processor will convert HALT or MWAT(C1) to 
MWAIT(C6). 

24:17 Reserved 

25 C3 State Auto Demotion Enable (R/W) 

26 C1 State Auto Demotion Enable (R/W) 

27 Enable C3 Undemotion (R/W) 

28 Enable C1 Undemotion (R/W) 

29 Package C State Demotion Enable (R/W) 

30 Package C State UnDemotion Enable (R/W) 

63:31 Reserved 

179H 377 | IA32_MCG_CAP Thread Global Machine Check Capability (R/O) 

7:0 Count 

8 MCG_CTL_P 

9 MCG_EXT_P 

10 MCP_CMCI_P 

11 MCG_TES_P 

15:12 Reserved 

23:16 MCG_EXT_CNT 

24 MCG_SER_P 

25 MCG_EM_P 

26 MCG_ELOG_P 

63:27 Reserved 
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Table 2-46. MSRs Supported by Intel® Xeon® Processor Scalable Family with DisplayFamily_DisplayModel 06_55H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
17DH 381 | MSR_SMM_MCA_CAP THREAD Enhanced SMM Capabilities (SMM-RO) 

Reports SMM capability Enhancement. Accessible only 
while in SMM. 

57:0 Reserved 

58 SMM_Code_Access_Chk (SMM-RO) 
If set to 1 indicates that the SMM code access 
restriction is supported and a host-space interface is 
available to SMM handler. 

59 Long_Flow_Indication (SMM-RO) 
If set to 1 indicates that the SMM long flow indicator is 
supported and a host-space interface is available to 
SMM handler. 

63:60 Reserved 

19CH 412 | 1IA32_THERM_STATUS Core Thermal Monitor Status (R/W) 

See Table 2-2. 

0 Thermal Status (RO) 
See Table 2-2. 

1 Thermal Status Log (R/WCO) 
See Table 2-2. 

2 PROTCHOT # or FORCEPR# Status (RO) 
See Table 2-2. 

3 PROTCHOT # or FORCEPR# Log (R/WCO) 
See Table 2-2. 

4 Critical Temperature Status (RO) 
See Table 2-2. 

5 Critical Temperature Status Log (R/WCO) 
See Table 2-2. 

6 Thermal Threshold #1 Status (RO) 
See Table 2-2. 

7 Thermal Threshold #1 Log (R/WCO) 
See Table 2-2. 

8 Thermal Threshold #2 Status (RO) 
See Table 2-2. 

9 Thermal Threshold #2 Log (R/WCO) 
See Table 2-2. 

10 Power Limitation Status (RO) 
See Table 2-2. 

11 Power Limitation Log (R/WCO) 
See Table 2-2. 
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12 Current Limit Status (RO) 
See Table 2-2. 

13 Current Limit Log (R/WCO) 
See Table 2-2. 

14 Cross Domain Limit Status (RO) 
See Table 2-2. 

15 Cross Domain Limit Log (R/WCO) 
See Table 2-2. 

22:16 Digital Readout (RO) 
See Table 2-2. 

26:23 Reserved 

30:27 Resolution in Degrees Celsius (RO) 
See Table 2-2. 

31 Reading Valid (RO) 
See Table 2-2. 

63:32 Reserved 

1A2H 418 | MSR_TEMPERATURE_TARGET Package Temperature Target 

15:0 Reserved 

23:16 Temperature Target (RO) 
See Table 2-26. 

27:24 TCC Activation Offset (R/W) 
See Table 2-26. 

63:28 Reserved 

1ADH 429 | MSR_TURBO_RATIO_LIMIT Package This register defines the ratio limits. RATIO[O:7] must 
be populated in ascending order. RATIO[i+1] must be 
less than or equal to RATIO[i]. Entries with RATIO[i] will 
be ignored. If any of the rules above are broken, the 
configuration is silently rejected. If the programmed 
ratio is: 
« Above the fused ratio for that core count, it will be 
clipped to the fuse limits (assuming !OC). 

* Below the min supported ratio, it will be clipped. 

7:0 RATIO_O 
Defines ratio limits. 

15:8 RATIO_1 
Defines ratio limits. 

23:16 RATIO_2 
Defines ratio limits. 

31:24 RATIO_3 
Defines ratio limits. 
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39:32 RATIO_4 
Defines ratio limits. 


47:40 RATIO_5 
Defines ratio limits. 


55:48 RATIO_6 
Defines ratio limits. 


63:56 RATIO_7 
Defines ratio limits. 


1AEH 430 |MSR_TURBO_RATIO_LIMIT_CORES Package This register defines the active core ranges for each 
frequency point. NUMCORE[0:7] must be populated in 
ascending order. NUMCORE[i+1] must be greater than 
NUMCORE[i]. Entries with NUMCORE[i] == 0 will be 
ignored. The last valid entry must have NUMCORE >= 
the number of cores in the SKU. If any of the rules 
above are broken, the configuration is silently rejected. 


7:0 NUMCORE_O 


Defines the active core ranges for each frequency 
point. 


15:8 NUMCORE_1 


Defines the active core ranges for each frequency 
point. 


23:16 NUMCORE_2 


Defines the active core ranges for each frequency 
point. 


31:24 NUMCORE_3 


Defines the active core ranges for each frequency 
point. 


39:32 NUMCORE_4 

Defines the active core ranges for each frequency 
point. 

47:40 NUMCORE_5 

Defines the active core ranges for each frequency 
point. 

55:48 NUMCORE_6 


Defines the active core ranges for each frequency 
point. 


63:56 NUMCORE_7 


Defines the active core ranges for each frequency 
point. 


280H 640 | IA32_MCO_CTL2 Core See Table 2-2. 


281H 641 | IA32_MC1_CTL2 Core See Table 2-2. 


282H 642 | IA32_MC2_CTL2 Core See Table 2-2. 


283H 643 | IA32_MC3_CTL2 Core See Table 2-2. 
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284H 644 | IA32_MC4_CTL2 Package See Table 2-2. 
285H 645 | IA32_MC5_CTL2 Package See Table 2-2. 
286H 646 | IA32_MC6_CTL2 Package See Table 2-2. 
287H 647 | IA32_MC7_CTL2 Package See Table 2-2. 
288H 648 | IA32_MC8_CTL2 Package See Table 2-2. 
289H 649 | IA32_MC9_CTL2 Package See Table 2-2. 
28AH 650 | IA32_MC10_CTL2 Package See Table 2-2. 
28BH 651 | IA32_MC11_CTL2 Package See Table 2-2. 
28CH 652 | IA32_MC12_CTL2 Package See Table 2-2. 
28DH 653 | IA32_MC13_CTL2 Package See Table 2-2. 
28EH 654 | IA32_MC14_CTL2 Package See Table 2-2. 
28FH 655 | IA32_MC15_CTL2 Package See Table 2-2. 
290H 656 | IA32_MC16_CTL2 Package See Table 2-2. 
291H 657 | IA32_MC17_CTL2 Package See Table 2-2. 
292H 658 | IA32_MC18_CTL2 Package See Table 2-2. 
293H 659 | IA32_MC19_CTL2 Package See Table 2-2. 
400H | 1024 | IA32_MCO_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
401H | 1025 | 1A32_MCO_STATUS Core Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Bank MCO reports MC errors from the IFU module. 
402H | 1026 | IA32_MCO_ADDR Core 
403H | 1027 | IA32_MCO_MISC Core 
404H | 1028 | IA32_MC1_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
405H | 1029 | 1A32_MC1_STATUS Gore Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Bank MC1 reports MC errors from the DCU module. 
406H | 1030 | IA32_MC1_ADDR Core 
407H | 1031 | 1A32_MC1_MISC Core 
408H | 1032 | IA32_MC2_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
409H | 1033 | 1A32_MC2_STATUS Core Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 
Bank MC2 reports MC errors from the DTLB module. 
40AH | 1034 | IA32_MC2_ADDR Core 
40BH | 1035 | IA32_MC2_MISC Core 
40CH | 1036 | IA32_MC3_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
40pH | 1037 | 1A32_MC3. STATUS Core Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Bank MC3 reports MC errors from the MLC module. 
40E€H | 1038 | IA32_MC3_ADDR Core 
40FH | 1039 | IA32_MC3_MISC Core 
410H | 1040 | 1IA32_MC4_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
411H | 1041 | 1A32_MC4_ STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Bank MC4 reports MC errors from the PCU module. 
412H | 1042 | IA32_MC4_ADDR Package 
413H | 1043 | IA32_MC4_MISC Package 
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414H | 1044 | 1A32_MC5_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
415H | 1045 | 1A32_MC5. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC5 reports MC errors from a link interconnect 
416H | 1046 | 1IA32_MC5_ADDR Package maadiila: 
417H | 1047 | 1A32_MC5_MISC Package 
418H | 1048 | IA32_MC6_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
419H | 1049 |1A32_MC6_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC6 reports MC errors from the integrated I/O 
41AH | 1050 | 1IA32_MC6_ADDR Package mance: 
41BH | 1051 | 1A32_MC6_MISC Package 
41CH 1052 | IA32_MC7_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
41DH | 1053 | 1A32_MC7_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC7 reports MC errors from the M2M 0. 
41€H | 1054 | IA32_MC7_ADDR Package 
41FH | 1055 | IA32_MC7_MISC Package 
420H | 1056 | IA32_MC8_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
421H | 1057 | 1A32.MC8_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Bank MC8 reports MC errors from the M2M 1. 
422H | 1058 | IA32_MC8_ADDR Package 
423H | 1059 | 1IA32_MC8_MISC Package 
424H | 1060 | IA32_MC9_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
425H | 1061 | 1A32_MC9_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 - MC11 report MC errors from the CHA 
426H | 1062 | IA32_MC9_ADDR Package 
427H | 1063 | 1IA32_MC9_MISC Package 
428H | 1064 | IA32_MC10_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
429H | 1065 | 1A32_MC10.STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 - MC11 report MC errors from the CHA. 
42AH | 1066 | IA32_MC10_ADDR Package 
42BH | 1067 | 1IA32_MC10_MISC Package 
42CH | 1068 | IA32_MC11_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
42DH | 1069 | 1A32_MC11_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC9 - MC11 report MC errors from the CHA. 
42EH | 1070 | IA32_MC11_ADDR Package 
42FH | 1071 | IA32_MC11_MISC Package 
430H | 1072 | IA32_MC12_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
431H | 1073 | 1A32.MC12. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC12 report MC errors from each channel of a 
432H | 1074 | 1IA32_MC12_ADDR Package liaeinferconnactmedule: 
433H | 1075 | 1A32_MC12_MISC Package 
434H | 1076 | 1IA32_MC13_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
435H | 1077 | 1A32.MC13.STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 

Banks MC13 through MC 18 report MC errors from the 
436H 1078 | |A32_MC13_ADDR Package integrated memory controllers. 
437H | 1079 | 1A32_MC13_MISC Package 
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438H | 1080 | IA32_MC14_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
439H | 1081 | 1A32_MC14. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 
Banks MC13 through MC 18 report MC errors from the 
43AH 1082 | |A32_MC14_ADDR Package integrated memory controllers. 
43BH | 1083 | IA32_MC14_MISC Package 
43CH | 1084 | IA32_MC15_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
430H | 1085 | 1A32_MC15_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Banks MC13 through MC 18 report MC errors from the 
43H 1086 | IA32_MC15_ADDR Package integrated memory controllers. 
43FH | 1087 | IA32_MC15_MISC Package 
440H | 1088 | IA32_MC16_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
441H | 1089 | 1A32.MC16. STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 
Banks MC13 through MC 18 report MC errors from the 
442H | 1090 | IA32_MC16_ADDR Package integrated memory controllers 
443H | 1091 | IA32_MC16_MISC Package 
444H | 1092 | IA32_MC17_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
445H | 1093 | 1A32.MC17_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.". 
Banks MC13 through MC 18 report MC errors from the 
446H 1094 | IA32_MC17_ADDR Package integrated memory controllers. 
447H | 1095 | IA32_MC17_MISC Package 
448H | 1096 | IA32_MC18_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
44gH | 1097 | 1A32.MC18_STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 
Banks MC13 through MC 18 report MC errors from the 
44AH 1098 | |A32_MC18_ADDR Package integrated memory controllers. 
44BH | 1099 | IA32_MC18_MISC Package 
44CH | 1100 | IA32_MC19_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs” through 
44pH | 1101 | 1A32_MC19_ STATUS Package Section 15.3.2.4, “IA32_MCi_MISC MSRs.”. 
Bank MC19 reports MC errors from a link interconnect 
44E€H | 1102 | IA32_MC19_ADDR Package mmiedule: 
44FH | 1103 | IA32_MC19_MISC Package 
606H | 1542 | MSR_RAPL_POWER_UNIT Package Unit Multipliers Used in RAPL Interfaces (R/O) 
3:0 Package Power Units 
See Section 14.10.1, “RAPL Interfaces.” 
7:4 Package Reserved 
12:8 Package Energy Status Units 
Energy related information (in Joules) is based on the 
multiplier, 1/2*ESU; where ESU is an unsigned integer 
represented by bits 12:8. Default value is OEH (or 61 
micro-joules). 
15:13 Package Reserved 
19:16 Package Time Units 
See Section 14.10.1, “RAPL Interfaces.” 
63:20 Reserved 
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618H 1560 | MSR_DRAM_POWER_LIMIT Package DRAM RAPL Power Limit Control (R/W) 
See Section 14.10.5, “DRAM RAPL Domain.” 


619H | 1561 | MSR_DRAM_ENERGY_STATUS Package DRAM Energy Status (R/O) 
Energy consumed by DRAM devices. 


31:0 Energy in 15.3 micro-joules. Requires BIOS 
configuration to enable DRAM RAPL mode 0 (Direct 
VR). 


63:32 Reserved 


61BH | 1563 | MSR_DRAM_PERF_STATUS Package DRAM Performance Throttling Status (R/O) 
See Section 14.10.5, “DRAM RAPL Domain.” 


61CH 1564 | MSR_DRAM_POWER_INFO Package DRAM RAPL Parameters (R/W) 
See Section 14.10.5, “DRAM RAPL Domain.” 


620H | 1568 ) MSR UNCORE_RATIO_LIMIT Package Uncore Ratio Limit (R/W) 


Out of reset, the min_ratio and max_ratio fields 
represent the widest possible range of uncore 
frequencies. Writing to these fields allows software to 
control the minimum and the maximum frequency that 
hardware will select. 


63:15 Reserved 


14:8 MIN_RATIO 


Writing to this field controls the minimum possible ratio 
of the LLC/Ring. 


Reserved 


6:0 MAX_RATIO 
This field is used to limit the max ratio of the LLC/Ring. 


639H 1593 | MSR_PPO_ENERGY_STATUS Package Reserved (R/O) 
Reads return 0. 


C8DH | 3213 | IA32_QM_EVTSEL THREAD Monitoring Event Select Register (R/W) 
If CPUID.(EAX=07H, ECX=0):EBX.RDT-M[bit 12] = 1. 


7:0 EventID (RW) 

Event encoding: 

0x00: No monitoring. 

0x01: L3 occupancy monitoring. 

OxO2: Total memory bandwidth monitoring. 
0x03: Local memory bandwidth monitoring. 
All other encoding reserved. 


31:8 Reserved 


41:32 RMID (RW) 


63:42 Reserved 


C8FH 3215 | IA32_PQR_ASSOC THREAD Resource Association Register (R/W) 
9:0 RMID 
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31:10 Reserved 
51:32 COS (R/W) 
63:52 Reserved 
C9OH | 3216 | IA32_L3_QO0S_MASK_O Package L3 Class Of Service Mask - COS 0 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=0. 
0:19 CBM: Bit vector of available L3 ways for COS 0 
enforcement. 
63:20 Reserved 
C91H | 3217 | 1IA32_L3_QO0S_MASK_1 Package L3 Class Of Service Mask - COS 1 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=1. 
0:19 CBM: Bit vector of available L3 ways for COS 1 
enforcement. 
63:20 Reserved 
C92H | 3218 | IA32_L3_QOS_MASK_2 Package L3 Class Of Service Mask - COS 2 (R/W) 
If CPUID.(EAX=1 0H, ECX=1):EDX.COS_MAX[15:0] >=2. 
0:19 CBM: Bit vector of available L3 ways for COS 2 
enforcement. 
63:20 Reserved 
C93H | 3219 | IA32_L3_QOS_MASK_3 Package L3 Class Of Service Mask - COS 3 (R/W). 
If CPUID.(EAX=1 0H, ECX=1):EDX.COS_MAX[15:0] >=3. 
0:19 CBM: Bit vector of available L3 ways for COS 3 
enforcement. 
63:20 Reserved 
C94H | 3220 | IA32_L3_Q0S_MASK_4 Package L3 Class Of Service Mask - COS 4 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=4. 
0:19 CBM: Bit vector of available L3 ways for COS 4 
enforcement. 
63:20 Reserved 
C95H | 3221 | IA32_L3_QOS_MASK_5 Package L3 Class Of Service Mask - COS 5 (R/W) 
If CPUID.(EAX=1 0H, ECX=1):EDX.COS_MAX[15:0] >=5. 
0:19 CBM: Bit vector of available L3 ways for COS 5 
enforcement. 
63:20 Reserved 
C96H | 3222 | IA32_L3_QOS_MASK_6 Package L3 Class Of Service Mask - COS 6 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=6. 
0:19 CBM: Bit vector of available L3 ways for COS 6 
enforcement. 
63:20 Reserved 
C97H | 3223 | IA32_L3_QOS_MASK_7 Package L3 Class Of Service Mask - COS 7 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=7. 
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0:19 CBM: Bit vector of available L3 ways for COS 7 
enforcement. 
63:20 Reserved 
C98H 3224 | IA32_L3_Q0S_MASK_8 Package L3 Class Of Service Mask - COS 8 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=8. 
0:19 CBM: Bit vector of available L3 ways for COS 8 
enforcement. 
63:20 Reserved 
C99H 3225 | IA32_L3_Q0S_MASK_9 Package L3 Class Of Service Mask - COS 9 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] >=9. 
0:19 CBM: Bit vector of available L3 ways for COS 9 
enforcement. 
63:20 Reserved 
C9AH | 3226 | IA32_L3_QOS_MASK_10 Package L3 Class Of Service Mask - COS 10 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] 
>=10. 
0:19 CBM: Bit vector of available L3 ways for COS 10 
enforcement. 
63:20 Reserved 
C9SBH 3227 | IA32_L3_QOS_MASK_11 Package L3 Class Of Service Mask - COS 11 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] 
>=11. 
0:19 CBM: Bit vector of available L3 ways for COS 11 
enforcement. 
63:20 Reserved 
C9SCH 3228 | IA32_L3_QOS_MASK_12 Package L3 Class Of Service Mask - COS 12 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] 
>=12. 
0:19 CBM: Bit vector of available L3 ways for COS 12 
enforcement. 
63:20 Reserved 
C9DH | 3229 | IA32_L3_Q0S_MASK_13 Package L3 Class Of Service Mask - COS 13 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] 
>=13. 
0:19 CBM: Bit vector of available L3 ways for COS 13 
enforcement. 
63:20 Reserved 
C9SEH 3230 | IA32_L3_QOS_MASK_14 Package L3 Class Of Service Mask - COS 14 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] 
>=14. 
0:19 CBM: Bit vector of available L3 ways for COS 14 
enforcement. 
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63:20 Reserved 
C9FH | 3231 | IA32_L3_QOS_MASK_15 Package L3 Class Of Service Mask - COS 15 (R/W) 
If CPUID.(EAX=10H, ECX=1):EDX.COS_MAX[15:0] 
>=15. 
0:19 CBM: Bit vector of available L3 ways for COS 15 
enforcement. 
63:20 Reserved 
2.17.6 MSRs Specific to 3rd Generation Intel® Xeon® Processor Scalable Family based on Ice 


Lake Microarchitecture 


The 3rd generation Intel® Xeon® Processor Scalable Family based on Ice Lake microarchitecture (CPUID 
DisplayFamily_DisplayModel signatures of 06_6AH and 06_6CH) support the MSRs listed in Table 2-47. 


Table 2-47. MSRs Supported by 3rd Generation Intel® Xeon® Processor Scalable Family with 
DisplayFamily_DisplayModel Signatures of O6_6AH and 06_6CH 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
612H 1554 | MSR_PACKAGE_ENERGY_TIME_STATUS | Package Package energy consumed by the entire CPU (R/W) 
31:0 Total amount of energy consumed since last reset. 
63:32 Total time elapsed when the energy was last updated. 
This is a monotonic increment counter with auto wrap 
back to zero after overflow. Unit is 10ns. 
618H | 1560 | MSR_DRAM_POWER_LIMIT Package Allows software to set power limits for the DRAM 


domain and measurement attributes associated with 
each limit. 


14:0 DRAM_PP_PWR_LIM: 
Power Limit[0] for DDR domain. Units = Watts, Format 
= 11.3, Resolution = 0.125W, Range = 0-2047.875W. 
15 PWR_LIM_CTRL_EN: 
Power Limit[0] enable bit for DDR domain. 
16 Reserved 
23:17 CTRL_TIME_WIN: 
Power Limit[O] time window Y value, for DDR domain. 
Actual time_window for RAPL is: 
(1/1024 seconds) * (1+(x/4)) * (27y) 
62:24 Reserved 
63 PP_PWR_LIM_LOCK: 


bit will typically be set by BIOS during boot. 


When set, this entire register becomes read-only. This 
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619H | 1561 | MSR_DRAM_ENERGY_STATUS Package DRAM Energy Status (R/O) 
See Section 14.10.5, “DRAM RAPL Domain." 
31:0 Energy in 15.3 micro-joules. Requires BIOS 
configuration to enable DRAM RAPL mode 0 (Direct 
VR). 
63:32 Reserved 
61BH | 1563 | MSR_DRAM_PERF_STATUS Package DRAM Performance Throttling Status (R/O) 
See Section 14.10.5, “DRAM RAPL Domain." 
61CH 1564 | MSR_DRAM_POWER_INFO Package DRAM Power Parameters (R/W) 


Spec DRAM Power (DRAM_TDP): 

The Spec power allowed for DRAM. The TDP setting is 
typical (not guaranteed). 

The units for this value are defined in 
MSR_DRAM_POWER_INFO_UNIT[PWR_UNIT]. 


Reserved 


30:16 


31 


Minimal DRAM Power (DRAM_MIN_PWR): 

The minimal power setting allowed for DRAM. Lower 
values will be clamped to this value. The minimum 
setting is typical (not guaranteed). 

The units for this value are defined in 
MSR_DRAM_POWER_INFO_UNIT[PWR_UNIT]. 


Reserved 


46:32 


47 


Maximal Package Power (DRAM_MAX_PWR): 

The maximal power setting allowed for DRAM. Higher 
values will be clamped to this value. The maximum 
setting is typical (not guaranteed). 

The units for this value are defined in 
MSR_DRAM_POWER_INFO_UNIT[PWR_UNIT]. 


Reserved 


54:48 


Maximal Time Window (DRAM_MAX_WIN): 

The maximal time window allowed for the DRAM. 
Higher values will be clamped to this value. 

x = PKG_MAX_WIN[54:53] 

y = PKG_MAX_WIN[52:48] 

The timing interval window is Floating Point number 
given by 1.x *power(2,y). 


The unit of measurement is defined in 
MSR_DRAM_POWER_INFO_UNIT[TIME_UNIT]. 


62:55 


Reserved 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
63 LOCK: 
Lock bit to lock the register. 

981H | 2433 | IA32_TME_CAPABILITY See Table 2-2. 
982H | 2434 | IA32_TME_ACTIVATE See Table 2-2. 
983H | 2435 | IA32_TME_EXCLUDE_MASK See Table 2-2. 
984H | 2436 | IA32_TME_EXCLUDE_BASE See Table 2-2. 


2.18 MSRS IN INTEL® XEON PHI™ PROCESSOR 3200/5200/7200 SERIES AND 
INTEL® XEON PHI™ PROCESSOR 7215/7285/7295 SERIES 


Intel® Xeon Phi™ processor 3200, 5200, 7200 series, with CPUID DisplayFamily_DisplayModel signature 06_57H, 
supports the MSR interfaces listed in Table 2-48. These processors are based on the Knights Landing microarchi- 
tecture. Intel® Xeon Phi™ processor 7215, 7285, 7295 series, with CPUID DisplayFamily_DisplayModel signature 
06_85H, supports the MSR interfaces listed in Table 2-48 and Table 2-49. These processors are based on the 
Knights Mill microarchitecture. Some MSRs are shared between a pair of processor cores, the scope is marked as 
module. 


Table 2-48. Selected MSRs Supported by Intel® Xeon Phi™ Processors with 
DisplayFamily_DisplayModel Signatures 06_57H and 06_85H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
OH 0 IA32_P5_MC_ADDR Module See Section 2.23, “MSRs in Pentium Processors.” 
1H 1 IA32_P5_MC_TYPE Module See Section 2.23, “MSRs in Pentium Processors.” 
6H 6 IA32_MONITOR_FILTER_SIZE Thread See Section 8.10.5, “Monitor/Mwait Address Range 
Determination.” See Table 2-2. 
10H 16 IA32_TIME_STAMP_COUNTER Thread See Section 17.17, “Time-Stamp Counter,” and see 
Table 2-2. 
17H 23 IA32_PLATFORM_ID Package Platform ID (R) 
See Table 2-2. 
1BH 27 IA32_APIC_BASE Thread See Section 10.4.4, “Local APIC Status and Location,” 
and Table 2-2. 
34H 52 MSR_SMI_COUNT Thread SMI Counter (R/O) 
31:0 SMI Count (R/O) 
63:32 Reserved 
3AH 58 IA32_FEATURE_CONTROL Thread Control Features in Intel 64Processor (R/W) 
See Table 2-2. 
0 Lock (R/WL) 
1 Reserved 
2 Enable VMX outside SMX operation (R/WL) 
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Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


3BH 


59 


IA32_TSC_ADJUST 


THREAD 


Per-Logical-Processor TSC ADJUST (R/W) 
See Table 2-2. 


4€H 


78 


MSR_PPIN_CTL 


Package 


Protected Processor Inventory Number Enable Control 
(R/W) 


LockOut (R/WO) 
See Table 2-26. 


Enable_PPIN (R/W) 
See Table 2-26. 


63:2 


Reserved 


4FH 


79 


MSR_PPIN 


Package 


Protected Processor Inventory Number (R/O) 


63:0 


Protected Processor Inventory Number (R/O) 


A unique value within a given CPUID 
family/model/stepping signature that a privileged 
inventory initialization agent can access to identify each 
physical processor, when access to MSR_PPIN is 
enabled. Access to MSR_PPIN is permitted only if 
MSR_PPIN_CTL[bits 1:0] = ‘10b’. 


79H 


121 


IA32_BlOS_UPDT_TRIG 


Core 


BIOS Update Trigger Register (W) 
See Table 2-2. 


8BH 


139 


1A32_BlOS_SIGN_ID 


THREAD 


BIOS Update Signature ID (RO) 
See Table 2-2. 


C1H 


193 


IA32_PMCO 


THREAD 


Performance Counter Register 
See Table 2-2. 


C2H 


194 


IA32_PMC1 


THREAD 


Performance Counter Register 
See Table 2-2. 


CEH 


206 


MSR_PLATFORM_INFO 


7:0 


Package 


Platform Information 


Contains power management and other model specific 
features enumeration. See http://biosbits.org. 


Reserved 


15:8 


Package 


Maximum Non-Turbo Ratio (R/O) 


This is the ratio of the frequency that invariant TSC runs 
at. Frequency = ratio * 100 MHz. 


27:16 


Reserved 


28 


Package 


Programmable Ratio Limit for Turbo Mode (R/O) 

When set to 1, indicates that Programmable Ratio Limit 
for Turbo mode is enabled. When set to 0, indicates 
Programmable Ratio Limit for Turbo mode is disabled. 


29 


Package 


Programmable TDP Limit for Turbo Mode (R/O) 


When set to 1, indicates that TDP Limit for Turbo mode 
is programmable. When set to O, indicates TDP Limit for 
Turbo mode is not programmable. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
39:30 Reserved 
47:40 Package Maximum Efficiency Ratio (R/O) 
This is the minimum ratio (maximum efficiency) that the 
processor can operate, in units of 10OMHz. 
63:48 Reserved 
E2H 226 | MSR_PKG_CST_CONFIG_CONTROL Package C-State Configuration Control (R/W) 


2:0 


Package C-State Limit (R/W) 


Specifies the lowest C-state for the package. This 
feature does not limit the processor core C-state. The 
power-on default value from bit[2:0] of this register 
reports the deepest package C-state the processor is 
capable to support when manufactured. It is 
recommended that BIOS always read the power-on 
default value reported from this bit field to determine 
the supported deepest C-state on the processor and 
leave it as default without changing it. 


000b - CO/C1 (No package C-state support) 
001b - C2 

010b - C6 (non retention)* 

011b - C6 (Retention)* 

100b - Reserved 

101b - Reserved 

110b - Reserved 


111b - No package C-state limit. All C-States supported 
by the processor are available. 


Note: C6 retention mode provides more power saving 
than C6 non-retention mode. Limiting the package to C6 
non retention mode does prevent the 
MSR_PKG_C6_RESIDENCY counter (MSR 3F9h) from 
being incremented. 


9:3 Reserved 

10 I/O MWAIT Redirection Enable (R/W) 
When set, will map IO_read instructions sent to IO 
registers at MSR_PMG_IO_CAPTURE_BASE[15:0] to 
MWAIT instructions. 

14:11 Reserved 

15 CFG Lock (RO) 
When set, locks bits [15:0] of this register for further 
writes until the next reset occurs. 

25 Reserved 

26 C1 State Auto Demotion Enable (R/W) 


When set, the processor will conditionally demote 
C3/C6/C7 requests to C1 based on uncore auto-demote 
information. 
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Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


27 


Reserved 


28 


C1 State Auto Undemotion Enable (R/W) 
When set, enables Undemotion from Demoted C1. 


29 


PKG C-State Auto Demotion Enable (R/W) 
When set, enables Package C state demotion. 


63:30 


Reserved 


E4H 


228 


MSR_PMG_IO_CAPTURE_BASE 


Tile 


Power Management IO Capture Base (R/W) 


15:0 


LVL_2 Base Address (R/W) 

Microcode will compare |0-read zone to this base 
address to determine if an MWAIT(C2/3/4) needs to be 
issued instead of the lO-read. Should be programmed to 
the chipset Plevel_2 IO address. 


22:16 


C-State Range (R/W) 


The 10-port block size in which lO-redirection will be 
executed (0-127). Should be programmed based on the 
number of LVLx registers existing in the chipset. 


63:23 


Reserved 


€7H 


231 


IA32_MPERF 


Thread 


Maximum Performance Frequency Clock Count (RW) 
See Table 2-2. 


€8H 


232 


IA32_APERF 


Thread 


Actual Performance Frequency Clock Count (RW) 
See Table 2-2. 


FEH 


254 


1A32_MTRRCAP 


Core 


Memory Type Range Register (R) 
See Table 2-2. 


13CH 


52 


MSR_FEATURE_CONFIG 


Core 


AES Configuration (RW-L) 


Privileged post-BlOS agent must provide a #GP handler 
to handle unsuccessful read of this MSR. 


1:0 


AES Configuration (RW-L) 

Upon a successful read of this MSR, the configuration of 
AES instruction set availability is as follows: 

11b: AES instructions are not available until next RESET. 
Otherwise, AES instructions are available. 

Note, the AES instruction set is not available if read is 
unsuccessful. If the configuration is not 01b, AES 
instructions can be mis-configured if a privileged agent 
unintentionally writes 11b. 


63:2 


Reserved 


140H 


320 


MISC_FEATURE_ENABLES 


Thread 


MISC_FEATURE_ENABLES 


0 


Reserved 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
1 User Mode MONITOR and MWAIT (R/W) 
If set to 1, the MONITOR and MWAIT instructions do not 
cause invalid-opcode exceptions when executed with 
CPL > 0 or in virtual-8086 mode. If MWAIT is executed 
when CPL > 0 or in virtual-8086 mode, and if EAX 
indicates a C-state other than CO or C1, the instruction 
operates as if EAX indicated the C-state C1. 
63:2 Reserved 
174H 372 | IA32_SYSENTER_CS Thread See Table 2-2. 
175H 373 | IA32_SYSENTER_ESP Thread See Table 2-2. 
176H 374 | IA32_SYSENTER_EIP Thread See Table 2-2. 
179H 377 | 1A32_MCG_CAP Thread See Table 2-2. 
17AH 378 | IA32_MCG_STATUS Thread See Table 2-2. 
17DH 381 | MSR_SMM_MCA_CAP Thread Enhanced SMM Capabilities (SMM-RO) 
Reports SMM capability Enhancement. Accessible only 
while in SMM. 
31:0 Bank Support (SMM-RO) 
One bit per MCA bank. If the bit is set, that bank 
supports Enhanced MCA (Default all 0; does not support 
EMCA). 
55:32 Reserved 
56 Targeted SMI (SMM-RO) 
Set if targeted SMI is supported. 
57 SMM_CPU_SVRSTR (SMM-RO) 
Set if SMM SRAM save/restore feature is supported. 
58 SMM_CODE_ACCESS_CHK (SMM-RO) 
Set if SMM code access check feature is supported. 
59 Long_Flow_Indication (SMM-RO) 
If set to 1, indicates that the SMM long flow indicator is 
supported and a host-space interface available to SMM 
handler. 
63:60 Reserved 
186H 390 ‘| IA32_PERFEVTSELO Thread Performance Monitoring Event Select Register (R/W) 
See Table 2-2. 
7:0 Event Select 
15:8 UMask 
16 USR 
17 OS 
18 Edge 
19 PC 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
20 INT 
21 AnyThread 
22 EN 
23 INV 
31:24 CMASK 
63:32 Reserved 
187H 391 | IA32_PERFEVTSEL1 Thread See Table 2-2. 
198H 408 | 1A32_PERF_STATUS Package See Table 2-2. 
199H 409 | 1A32_PERF_CTL Thread See Table 2-2. 
19AH 410 | 1A32_CLOCK_MODULATION Thread Clock Modulation (R/W) 
See Table 2-2. 
19BH 411 IA32_THERM_INTERRUPT Module Thermal Interrupt Control (R/W) 
See Table 2-2. 
19CH 412 | 1A32_THERM_STATUS Module Thermal Monitor Status (R/W) 
See Table 2-2. 
0 Thermal Status (RO) 
1 Thermal Status Log (R/WCO) 
2 PROTCHOT # or FORCEPR# Status (RO) 
3 PROTCHOT # or FORCEPR# Log (R/WCO) 
4 Critical Temperature Status (RO) 
5 Critical Temperature Status Log (R/WCO) 
6 Thermal Threshold #1 Status (RO) 
7 Thermal Threshold #1 Log (R/WCO) 
8 Thermal Threshold #2 Status (RO) 
9 Thermal Threshold #2 Log (R/WCO) 
10 Power Limitation Status (RO) 
11 Power Limitation Log (RWCO) 
15:12 Reserved 
22:16 Digital Readout (RO) 
26:23 Reserved 
30:27 Resolution in Degrees Celsius (RO) 
31 Reading Valid (RO) 
63:32 Reserved 
1A0H 416 | IA32_MISC_ENABLE Thread Enable Misc. Processor Features (R/W) 
Allows a variety of processor functions to be enabled 
and disabled. 
0 Fast-Strings Enable 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
2:1 Reserved 
3 Automatic Thermal Control Circuit Enable (R/W) 
6:4 Reserved 
7 Performance Monitoring Available (R) 
10:8 Reserved 
11 Branch Trace Storage Unavailable (RO) 
12 Processor Event Based Sampling Unavailable (RO) 
15:13 Reserved 
16 Enhanced Intel SpeedStep Technology Enable (R/W) 
18 ENABLE MONITOR FSM (R/W) 
21:19 Reserved 
22 Limit CPUID Maxval (R/W) 
23 XTPR Message Disable (R/W) 
33:24 Reserved 
34 XD Bit Disable (R/W) 
37:35 Reserved 
38 Turbo Mode Disable (R/W) 
63:39 Reserved 
1A2H 418 | MSR_TEMPERATURE_TARGET Package Temperature Target 
15:0 Reserved 
23:16 Temperature Target (R) 
29:24 Target Offset (R/w) 
63:30 Reserved 
1A4H 420 | MSR_MISC_FEATURE_CONTROL Miscellaneous Feature Control (R/W) 
0 Core DCU Hardware Prefetcher Disable (R/W) 
If 1, disables the L1 data cache prefetcher. 
1 Core L2 Hardware Prefetcher Disable (R/W) 
If 1, disables the L2 hardware prefetcher. 
63:2 Reserved 
1A6H 422 | ™MSR_OFFCORE_RSP_O Shared Offcore Response Event Select Register (R/W) 
1A7H 423 | MSR_OFFCORE_RSP_1 Shared Offcore Response Event Select Register (R/W) 
1ADH 429 | MSR_TURBO_RATIO_LIMIT Package Maximum Ratio Limit of Turbo Mode for Groups of Cores 
(RW) 
Reserved 
71 Package Maximum Number of Cores in Group 0 
Number active processor cores which operates under 
the maximum ratio limit for group O. 
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Address 


Hex Dec 


Register Name / Bit Fields 


Scope 


Bit Description 


Package 


Maximum Ratio Limit for Group 0 


Maximum turbo ratio limit when the number of active 
cores are not more than the group 0 maximum core 
count. 


20:16 


Package 


Number of Incremental Cores Added to Group 1 


Group 1, which includes the specified number of 
additional cores plus the cores in group O, operates 
under the group 1 turbo max ratio limit = “group 0 Max 
ratio limit” - “group ratio delta for group 1”. 


23:21 


Package 


Group Ratio Delta for Group 1 


An unsigned integer specifying the ratio decrement 
relative to the Max ratio limit to Group O. 


28:24 


Package 


Number of Incremental Cores Added to Group 2 


Group 2, which includes the specified number of 
additional cores plus all the cores in group 1, operates 
under the group 2 turbo max ratio limit = “group 1 Max 
ratio limit” - “group ratio delta for group 2”. 


31:29 


Package 


Group Ratio Delta for Group 2 


An unsigned integer specifying the ratio decrement 
relative to the Max ratio limit for Group 1. 


36:32 


Package 


Number of Incremental Cores Added to Group 3 


Group 3, which includes the specified number of 
additional cores plus all the cores in group 2, operates 
under the group 3 turbo max ratio limit = “group 2 Max 
ratio limit” - “group ratio delta for group 3”. 


39:37 


Package 


Group Ratio Delta for Group 3 


An unsigned integer specifying the ratio decrement 
relative to the Max ratio limit for Group 2. 


44:40 


Package 


Number of Incremental Cores Added to Group 4 


Group 4, which includes the specified number of 
additional cores plus all the cores in group 3, operates 
under the group 4 turbo max ratio limit = “group 3 Max 
ratio limit” - “group ratio delta for group 4”. 


47:45 


Package 


Group Ratio Delta for Group 4 


An unsigned integer specifying the ratio decrement 
relative to the Max ratio limit for Group 3. 


52:48 


Package 


Number of Incremental Cores Added to Group 5 


Group 5, which includes the specified number of 
additional cores plus all the cores in group 4, operates 
under the group 5 turbo max ratio limit = “group 4 Max 
ratio limit” - “group ratio delta for group 5”. 


55:53 


Package 


Group Ratio Delta for Group 5 


An unsigned integer specifying the ratio decrement 
relative to the Max ratio limit for Group 4. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
60:56 Package Number of Incremental Cores Added to Group 6 
Group 6, which includes the specified number of 
additional cores plus all the cores in group 5, operates 
under the group 6 turbo max ratio limit = “group 5 Max 
ratio limit” - “group ratio delta for group 6”. 
63:61 Package Group Ratio Delta for Group 6 
An unsigned integer specifying the ratio decrement 
relative to the Max ratio limit for Group 5. 
1BOH 432 | IA32_ENERGY_PERF_BIAS Thread See Table 2-2. 
1B1H 433 | IA32_PACKAGE_THERM_STATUS Package See Table 2-2. 
1B2H 434 | IA32_PACKAGE_THERM_INTERRUPT Package See Table 2-2. 
1C8H 456 | MSR_LBR_SELECT Thread Last Branch Record Filtering Select Register (R/W) 
See Section 17.9.2, “Filtering of Last Branch Records.” 
0 CPL_EQ_O 
1 CPL_NEQ_O 
2 Jcc 
3 NEAR_REL_CALL 
4 NEAR_IND_CALL 
5 NEAR_RET 
6 NEAR_IND_JMP 
7 NEAR_REL_JMP 
8 FAR_BRANCH 
63:9 Reserved 
1C9H 457 | MSR_LASTBRANCH_TOS Thread Last Branch Record Stack TOS (R/W) 
Contains an index (bits 0-2) that points to the MSR 
containing the most recent branch record. 
See MSR_LASTBRANCH_O_FROM_IP. 
1D9H 473 | IA32_DEBUGCTL Thread Debug Control (R/W) 
0 LBR 
Setting this bit to 1 enables the processor to record a 
running trace of the most recent branches taken by the 
processor in the LBR stack. 
1 BTF 
Setting this bit to 1 enables the processor to treat 
EFLAGS.TF as single-step on branches instead of single- 
step on instructions. 
5:2 Reserved 
TR 
Setting this bit to 1 enables branch trace messages to 
be sent. 
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Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
7 BTS 
Setting this bit enables branch trace messages (BTMs) 
to be logged in a BTS buffer. 
8 BTINT 
When clear, BTMs are logged in a BTS buffer in circular 
fashion. When this bit is set, an interrupt is generated 
by the BTS facility when the BTS buffer is full. 
9 BTS_OFF_OS 
When set, BTS or BTM is skipped if CPL = 0. 
10 BTS_OFF_USR 
When set, BTS or BTM is skipped if CPL > 0. 
11 FREEZE_LBRS_ON_PMI 
When set, the LBR stack is frozen on a PMI request. 
12 FREEZE_PERFMON_ON_PMI 
When set, each ENABLE bit of the global counter control 
MSR are frozen (address 3BFH) on a PMI request. 
13 Reserved 
14 FREEZE_WHILE_SMM 
When set, freezes perfmon and trace messages while in 
SMM. 
31:15 Reserved 
1DDH 477 | MSR_LER_FROM_LIP Thread Last Exception Record from Linear IP (R) 
1DEH 478 |MSR_LER_TO_LIP Thread Last Exception Record to Linear IP (R) 
1F2H 498 | 1A32_SMRR_PHYSBASE Core See Table 2-2. 
1F3H 499 | IA32_SMRR_PHYSMASK Core See Table 2-2. 
200H 512 | IA32_MTRR_PHYSBASEO Core See Table 2-2. 
201H 513 | IA32_MTRR_PHYSMASKO Core See Table 2-2. 
202H 514 | IA32_MTRR_PHYSBASE1 Core See Table 2-2. 
203H 515 | IA32_MTRR_PHYSMASK1 Core See Table 2-2. 
204H 516 | IA32_MTRR_PHYSBASE2 Core See Table 2-2. 
205H 517 | IA32_MTRR_PHYSMASK2 Core See Table 2-2. 
206H 518 | IA32_MTRR_PHYSBASE3 Core See Table 2-2. 
207H 519 | IA32_MTRR_PHYSMASK3 Core See Table 2-2. 
208H 520 | IA32_MTRR_PHYSBASE4 Core See Table 2-2. 
209H 521 | IA32_MTRR_PHYSMASK4 Core See Table 2-2. 
20AH 522 | IA32_MTRR_PHYSBASES Core See Table 2-2. 
20BH 523 | IA32_MTRR_PHYSMASK5 Core See Table 2-2. 
20CH 524 | IA32_MTRR_PHYSBASE6 Core See Table 2-2. 
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20DH 525 | IA32_MTRR_PHYSMASK6 Core See Table 2-2. 

20€H 526 | IA32_MTRR_PHYSBASE7 Core See Table 2-2. 

20FH 527 | |A32_MTRR_PHYSMASK7 Core See Table 2-2. 

250H 592 | IA32_MTRR_FIX64K_00000 Core See Table 2-2. 

258H 600 | IA32_MTRR_FIX16K_80000 Core See Table 2-2. 

259H 601 | IA32_MTRR_FIX16K_A0000 Core See Table 2-2. 

268H 616 | IA32_MTRR_FIX4K_CO000 Core See Table 2-2. 

269H 617 | IA32_MTRR_FIX4K_C8000 Core See Table 2-2. 

26AH 618 | IA32_MTRR_FIX4K_DO0000 Core See Table 2-2. 

26BH 619 | IA32_MTRR_FIX4K_D8000 Core See Table 2-2. 

26CH 620 | IA32_MTRR_FIX4K_€0000 Core See Table 2-2. 

26DH 621 | IA32_MTRR_FIX4K_€8000 Core See Table 2-2. 

26€H 622 | IA32_MTRR_FIX4K_FO000 Core See Table 2-2. 

26FH 623 | IA32_MTRR_FIX4K_F8000 Core See Table 2-2. 

277H 631 | IA32_PAT Core See Table 2-2. 

2FFH 767 | IA32_MTRR_DEF_TYPE Core Default Memory Types (R/W) 
See Table 2-2. 

309H 777 ‘| \A32_FIXED_CTRO Thread Fixed-Function Performance Counter Register O (R/W) 
See Table 2-2. 

30AH 778 | 1A32_FIXED_CTR1 Thread Fixed-Function Performance Counter Register 1 (R/W) 
See Table 2-2. 

30BH 779 ‘| IA32_FIXED_CTR2 Thread Fixed-Function Performance Counter Register 2 (R/W) 
See Table 2-2. 

345H 837 | IA32_PERF_CAPABILITIES Package See Table 2-2. See Section 17.4.1, “IA32_DEBUGCTL 
MSR” 

38DH 909 | IA32_FIXED_CTR_CTRL Thread Fixed-Function-Counter Control Register (R/W) 
See Table 2-2. 

38€H 910 | IA32_PERF_GLOBAL_STATUS Thread See Table 2-2. 

38FH 911 | IA32_PERF_GLOBAL_CTRL Thread See Table 2-2. 

390H 912 | IA32_PERF_GLOBAL_OVF_CTRL Thread See Table 2-2. 

3F1H | 1009 | MSR_PEBS_ENABLE Thread See Table 2-2. 

3F8H 1016 | MSR_PKG_C3_RESIDENCY Package Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 

63:0 Package C3 Residency Counter (R/O) 
3F9H | 1017 | MSR_PKG_C6_RESIDENCY Package 
63:0 Package C6 Residency Counter (R/O) 
3FAH | 1018 | MSR_PKG_C7_RESIDENCY Package 
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63:0 Package C7 Residency Counter (R/O) 
3FCH 1020 | MSR_MCO_RESIDENCY Module Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 
63:0 Module CO Residency Counter (R/O) 
3FDH | 1021 | MSR_MC6_RESIDENCY Module 
63:0 Module C6 Residency Counter (R/O) 
3FFH 1023 | MSR_CORE_C6_RESIDENCY Core Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 
63:0 CORE C6 Residency Counter (R/O) 
400H | 1024 | IA32_MCO_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
401H | 1025 | IA32_MCO_STATUS Core See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 
402H | 1026 | IA32_MCO_ADDR Core See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 
404H | 1028 | IA32_MC1_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
405H | 1029 | IA32_MC1_STATUS Core See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 
408H | 1032 | IA32_MC2_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
409H | 1033 | IA32_MC2_STATUS Core See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 
40AH | 1034 | IA32_MC2_ADDR Core See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 
40CH | 1036 | 1A32_MC3_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
40DH | 1037 | IA32_MC3_STATUS Core See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 
40EH | 1038 | 1A32_MC3_ADDR Core See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 
410H | 1040 | IA32_MC4_CTL Core See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
411H | 1041 | IA32_MC4_STATUS Core See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 
412H | 1042 | IA32_MC4_ADDR Core See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 
The MSR_MC4_ADDR register is either not implemented 
or contains no address if the ADDRV flag in the 
MSR_MC4_STATUS register is clear. 
When not implemented in the processor, all reads and 
writes to this MSR will cause a general-protection 
exception. 
414H | 1044 | IA32_MC5_CTL Package See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 
415H | 1045 | IA32_MC5_STATUS Package See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 
416H | 1046 | 1A32_MC5_ADDR Package See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 
4C1H | 1217 | IA32_A_PMCO Thread See Table 2-2. 
4C2H | 1218 | 1A32_A_PMC1 Thread See Table 2-2. 
600H | 1536 | IA32_DS_AREA Thread DS Save Area (R/W) 
See Table 2-2. 
606H | 1542 | MSR_RAPL_POWER_UNIT Package Unit Multipliers Used in RAPL Interfaces (R/O) 
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Table 2-48. Selected MSRs Supported by Intel® Xeon Phi™ Processors with 
DisplayFamily_DisplayModel Signatures 06_57H and 06_85H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
3:0 Package Power Units 
See Section 14.10.1, “RAPL Interfaces.” 
7:4 Package Reserved 
12:8 Package Energy Status Units 
Energy related information (in Joules) is based on the 
multiplier, 1/2~ESU; where ESU is an unsigned integer 
represented by bits 12:8. Default value is OEH (or 61 
micro-joules). 
15:13 Package Reserved 
19:16 Package Time Units 
See Section 14.10.1, “RAPL Interfaces.” 
63:20 Reserved 
60DH 1549 | MSR_PKG_C2_ RESIDENCY Package Note: C-state values are processor specific C-state code 
names, unrelated to MWAIT extension C-state 
parameters or ACPI C-states. 
63:0 Package C2 Residency Counter (R/O) 
610H | 1552 | MSR_PKG_POWER_LIMIT Package PKG RAPL Power Limit Control (R/W) 
See Section 14.10.3, “Package RAPL Domain.” 
611H | 1553 | MSR_PKG_ENERGY_STATUS Package PKG Energy Status (R/O) 
See Section 14.10.3, “Package RAPL Domain.” 
613H | 1555 | MSR_PKG_PERF_STATUS Package PKG Perf Status (R/O) 
See Section 14.10.3, “Package RAPL Domain.” 
614H | 1556 | MSR_PKG_POWER_INFO Package PKG RAPL Parameters (R/W) 
See Section 14.10.3, “Package RAPL Domain.” 
618H | 1560 | MSR_DRAM_POWER_LIMIT Package DRAM RAPL Power Limit Control (R/W) 
See Section 14.10.5, “DRAM RAPL Domain.” 
619H | 1561 | MSR_DRAM_ENERGY_STATUS Package DRAM Energy Status (R/O) 
See Section 14.10.5, “DRAM RAPL Domain.” 
61BH | 1563 | MSR_DRAM_PERF_STATUS Package DRAM Performance Throttling Status (R/O) 
See Section 14.10.5, “DRAM RAPL Domain.” 
61CH | 1564 | MSR_DRAM_POWER_INFO Package DRAM RAPL Parameters (R/W) 
See Section 14.10.5, “DRAM RAPL Domain.” 
638H | 1592 | MSR_PPO_POWER_LIMIT Package PPO RAPL Power Limit Control (R/W) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 
639H | 1593 | MSR_PPO_ENERGY_STATUS Package PPO Energy Status (R/O) 
See Section 14.10.4, “PPO/PP1 RAPL Domains.” 
648H | 1608 | MSR_CONFIG_TDP_NOMINAL Package Base TDP Ratio (R/O) 
See Table 2-25. 
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Table 2-48. Selected MSRs Supported by Intel® Xeon Phi” Processors with 
DisplayFamily_DisplayModel Signatures 06_57H and 06_85H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
649H 1609 | MSR_CONFIG_TDP_LEVEL1 Package ConfigTDP Level 1 ratio and power level (R/O) 
See Table 2-25. 
64AH 1610 | MSR_CONFIG_TDP_LEVEL2 Package ConfigTDP Level 2 ratio and power level (R/O) 
See Table 2-25. 
64BH | 1611 | MSR_CONFIG_TDP_CONTROL Package ConfigTDP Control (R/W) 
See Table 2-25. 
64CH | 1612 | MSR_TURBO_ACTIVATION_RATIO Package ConfigTDP Control (R/W) 
See Table 2-25. 
690H 1680 | MSR_CORE_PERF_LIMIT_REASONS Package Indicator of Frequency Clipping in Processor Cores (R/W) 
(Frequency refers to processor core frequency.) 
0 PROCHOT Status (RO) 
1 Thermal Status (RO) 
5:2 Reserved 
6 VR Therm Alert Status (RO) 
7 Reserved 
8 Electrical Design Point Status (RO) 
63:9 Reserved 
6EOH | 1760 | 1A32_TSC_DEADLINE Core TSC Target of Local APIC’s TSC Deadline Mode (R/W) 
See Table 2-2. 
802H | 2050 | IA32_X2APIC_APICID Thread x2APIC ID Register (R/O) 
803H | 2051 | IA32_X2APIC_VERSION Thread x2APIC Version Register (R/O) 
808H | 2056 | IA32_X2APIC_TPR Thread x2APIC Task Priority Register (R/W) 
80AH | 2058 | IA32_X2APIC_PPR Thread x2APIC Processor Priority Register (R/O) 
80BH | 2059 | IA32_X2APIC_EOI Thread x2APIC EOI Register (W/O) 
80DH | 2061 | 1IA32_X2APIC_LDR Thread x2APIC Logical Destination Register (R/O) 
80FH 2063 | IA32_X2APIC_SIVR Thread x2APIC Spurious Interrupt Vector Register (R/W) 
810H | 2064 | IA32_X2APIC_ISRO Thread x2APIC In-Service Register Bits [31:0] (R/O) 
811H | 2065 | IA32_X2APIC_ISR1 Thread x2APIC In-Service Register Bits [63:32] (R/O) 
812H | 2066 | IA32_X2APIC_ISR2 Thread x2APIC In-Service Register Bits [95:64] (R/O) 
813H | 2067 | IA32_X2APIC_ISR3 Thread x2APIC In-Service Register Bits [127:96] (R/O) 
814H | 2068 | IA32_X2APIC_ISR4 Thread x2APIC In-Service Register Bits [159:128] (R/O) 
815H | 2069 | IA32_X2APIC_ISR5 Thread x2APIC In-Service Register Bits [191:160] (R/O) 
816H | 2070 | IA32_X2APIC_ISR6 Thread x2APIC In-Service Register Bits [223:192] (R/O) 
817H | 2071 | 1IA32_X2APIC_ISR7 Thread x2APIC In-Service Register Bits [255:224] (R/O) 
818H | 2072 | IA32_X2APIC_TMRO Thread x2APIC Trigger Mode Register Bits [31:0] (R/O) 
819H | 2073 | IA32_X2APIC_TMR1 Thread x2APIC Trigger Mode Register Bits [63:32] (R/O) 
81AH | 2074 | IA32_X2APIC_TMR2 Thread x2APIC Trigger Mode Register Bits [95:64] (R/O) 
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Table 2-48. Selected MSRs Supported by Intel® Xeon Phi™ Processors with 
DisplayFamily_DisplayModel Signatures 06_57H and 06_85H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
81BH | 2075 | IA32_X2APIC_TMR3 Thread x2APIC Trigger Mode Register Bits [127:96] (R/O) 
81CH | 2076 | IA32_X2APIC_TMR4 Thread x2APIC Trigger Mode Register Bits [159:128] (R/O) 
81DH | 2077 | IA32_X2APIC_TMR5 Thread x2APIC Trigger Mode Register Bits [191:160] (R/O) 
81EH | 2078 | IA32_X2APIC_TMR6 Thread x2APIC Trigger Mode Register Bits [223:192] (R/O) 
81FH | 2079 | IA32_X2APIC_TMR7 Thread x2APIC Trigger Mode Register Bits [255:224] (R/O) 
820H | 2080 | IA32_X2APIC_IRRO Thread x2APIC Interrupt Request Register Bits [31:0] (R/O) 
821H | 2081 | IA32_X2APIC_IRR1 Thread x2APIC Interrupt Request Register Bits [63:32] (R/O) 
822H | 2082 | IA32_X2APIC_IRR2 Thread x2APIC Interrupt Request Register Bits [95:64] (R/O) 
823H | 2083 | IA32_X2APIC_IRR3 Thread x2APIC Interrupt Request Register Bits [127:96] (R/O) 
824H | 2084 | IA32_X2APIC_IRR4 Thread x2APIC Interrupt Request Register Bits [159:128] (R/O) 
825H | 2085 | IA32_X2APIC_IRR5S Thread x2APIC Interrupt Request Register Bits [191:160] (R/O) 
826H | 2086 | IA32_X2APIC_IRR6 Thread x2APIC Interrupt Request Register Bits [223:192] (R/O) 
827H | 2087 | IA32_X2APIC_IRR7 Thread x2APIC Interrupt Request Register Bits [255:224] (R/O) 
828H | 2088 | IA32_X2APIC_ESR Thread x2APIC Error Status Register (R/W) 
82FH 2095 | IA32_X2APIC_LVT_CMCI Thread x2APIC LVT Corrected Machine Check Interrupt Register 
(R/W) 

830H | 2096 | IA32_X2APIC_ICR Thread x2APIC Interrupt Command Register (R/W) 
832H | 2098 | IA32_X2APIC_LVT_TIMER Thread x2APIC LVT Timer Interrupt Register (R/W) 
833H | 2099 | IA32_X2APIC_LVT_THERMAL Thread x2APIC LVT Thermal Sensor Interrupt Register (R/W) 
834H | 2100 | IA32_X2APIC_LVT_PMI Thread x2APIC LVT Performance Monitor Register (R/W) 
835H | 2101 | IA32_X2APIC_LVT_LINTO Thread x2APIC LVT LINTO Register (R/W) 
836H | 2102 | IA32_X2APIC_LVT_LINT1 Thread x2APIC LVT LINT1 Register (R/W) 
837H | 2103 | IA32_X2APIC_LVT_ERROR Thread x2APIC LVT Error Register (R/W) 
838H | 2104 | IA32_X2APIC_INIT_COUNT Thread x2APIC Initial Count Register (R/W) 
839H | 2105 | IA32_X2APIC_CUR_COUNT Thread x2APIC Current Count Register (R/O) 
83EH | 2110 | IA32_X2APIC_DIV_CONF Thread x2APIC Divide Configuration Register (R/W) 
83FH | 2111 | 1IA32_X2APIC_SELF_IPI Thread x2APIC Self IPI Register (W/O) 

COOO_ IA32_EFER Thread Extended Feature Enables 

0080H See Table 2-2. 

COO00_ IA32_STAR Thread System Call Target Address (R/W) 

0081H See Table 2-2. 

COO00_ IA32_LSTAR Thread IA-32e Mode System Call Target Address (R/W) 

0082H See Table 2-2. 

COO00_ IA32_FMASK Thread System Call Flag Mask (R/W) 

0084H See Table 2-2. 

CO00_ IA32_FS_BASE Thread Map of BASE Address of FS (R/W) 

0100H See Table 2-2. 
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Table 2-48. Selected MSRs Supported by Intel® Xeon Phi” Processors with 
DisplayFamily_DisplayModel Signatures 06_57H and 06_85H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
CO00_ IA32_GS_BASE Thread Map of BASE Address of GS (R/W) 
0101H See Table 2-2. 
CO00_ IA32_KERNEL_GS_BASE Thread Swap Target of BASE Address of GS (R/W) 
0102H See Table 2-2. 
CO00_ IA32_TSC_AUX Thread AUXILIARY TSC Signature (R/W) 
0103H See Table 2-2 


Table 2-49 lists model-specific registers that are supported by Intel® Xeon Phi™ processor 7215, 7285, 7295 series 
based on the Knights Mill microarchitecture. 


Table 2-49. Additional MSRs Supported by Intel® Xeon Phi” Processor 7215, 7285, 7295 Series 
with DisplayFamily_DisplayModel Signature 06_85H 


Register 
Address Register Name / Bit Fields Scope Bit Description 
Hex Dec 
SBH 155 | IA32_SMM_MONITOR_CTL Core SMM Monitor Configuration (R/W) 

This MSR is readable only if VMX is enabled, and 
writeable only if VMX is enabled and in SMM mode, and is 
used to configure the VMX MSEG base address. See 
Table 2-2. 

480H 1152 | IA32_VMX_BASIC Core Reporting Register of Basic VMX Capabilities (R/O) 
See Table 2-2. 

481H 1153 | IA32_VMX_PINBASED_ CTLS Core Capability Reporting Register of Pin-based VM-execution 
Controls (R/O) 
See Table 2-2. 

482H 1154 | IA32_VMX_PROCBASED_ CTLS Core Capability Reporting Register of Primary Processor- 
based VM-execution Controls (R/O) 

483H 1155 | IA32_VMX_EXIT_CTLS Core Capability Reporting Register of VM-exit Controls (R/O) 
See Table 2-2. 

484H 1156 | IA32_VMX_ENTRY_CTLS Core Capability Reporting Register of VM-entry Controls (R/O) 
See Table 2-2. 

485H 1157 | 1A32_VMX_MISC Core Reporting Register of Miscellaneous VMX Capabilities 
(R/O) 
See Table 2-2. 

486H 1158 | IA32_VMX_CRO_FIXEDO Core Capability Reporting Register of CRO Bits Fixed to O 
(R/O) 
See Table 2-2. 

487H 1159 | IA32_VMX_CRO_FIXED1 Core Capability Reporting Register of CRO Bits Fixed to 1 
(R/O) 
See Table 2-2. 
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Table 2-49. Additional MSRs Supported by Intel® Xeon Phi” Processor 7215, 7285, 7295 Series 
with DisplayFamily_DisplayModel Signature 06_85H 


Register 
Address Register Name / Bit Fields Scope Bit Description 


Hex Dec 
488H 1160 | IA32_VMX_CR4_FIXEDO Core Capability Reporting Register of CR4 Bits Fixed to O 
(R/O) 

See Table 2-2. 

489H 1161 | IA32_VMX_CR4_FIXED1 Core Capability Reporting Register of CR4 Bits Fixed to 1 
(R/O) 

See Table 2-2. 

48AH 1162 | IA32_VMX_VMCS_ENUM Core Capability Reporting Register of VMCS Field Enumeration 
(R/O) 

See Table 2-2. 

48BH 1163 | IA32_VMX_PROCBASED_ CTLS2 Core Capability Reporting Register of Secondary Processor- 
Based VM-Execution Controls (R/O) 

See Table 2-2. 

48CH 1164 | IA32_VMX_EPT_VPID_ENUM Core Capability Reporting Register of EPT and VPID (R/O) 
See Table 2-2. 

48DH 1165 | IA32_VMX_TRUE_PINBASE D_CTLS Core Capability Reporting Register of Pin-Based VM-Execution 
Flex Controls (R/O) 

See Table 2-2. 

48E€H 1166 | IA32_VMX_TRUE_PROCBASED_CTLS | Core Capability Reporting Register of Primary Processor- 
Based VM-Execution Flex Controls (R/O) 

See Table 2-2. 

48FH 1167 | IA32_VMX_TRUE_EXIT_CTLS Core Capability Reporting Register of VM-Exit Flex Controls 
(R/O) 

See Table 2-2. 

490H 1168 | IA32_VMX_TRUE_ENTRY_CTLS Core Capability Reporting Register of VM-Entry Flex Controls 
(R/O) 

See Table 2-2. 

491H 1169 | IA32_VMX_FMFUNC Core Capability Reporting Register of VM-Function Controls 
(R/O) 

See Table 2-2. 


2.19 MSRSIN THE PENTIUM® 4 AND INTEL® XEON® PROCESSORS 


Table 2-50 lists MSRs (architectural and model-specific) that are defined across processor generations based on 
Intel NetBurst microarchitecture. The processor can be identified by its CPUID signatures of DisplayFamily 
encoding of OFH, see Table 2-1. 


¢ MSRs with an “IA32_” prefix are designated as “architectural.” This means that the functions of these MSRs and 
their addresses remain the same for succeeding families of IA-32 processors. 


¢ MSRs with an “MSR_” prefix are model specific with respect to address functionalities. The column “Model 
Availability” lists the model encoding value(s) within the Pentium 4 and Intel Xeon processor family at the 
specified register address. The model encoding value of a processor can be queried using CPUID. See 
“CPUID—CPU Identification” in Chapter 3 of the Intel® 64 and IA-32 Architectures Software Developer’s 
Manual, Volume 2A. 
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Table 2-50. MSRs in the Pentium® 4 and Intel® Xeon® Processors 


Register Register Name Model Shared/ 
Address Fields and Flags Avail- Unique2 Bit Description 
Hex Dec ability 
OH 0 IA32_P5_MC_ADDR 0,1,2,3, | Shared See Section 2.23, “MSRs in Pentium Processors.” 
4,6 
1H 1 IA32_P5_MC_TYPE 0,1,2,3, | Shared See Section 2.23, “MSRs in Pentium Processors.” 
4,6 
6H 6 IA32_MONITOR_FILTER_LINE_SIZE | 3,4,6 Shared See Section 8.10.5, “Monitor/Mwait Address 
Range Determination.” 
10H 16 | IA32_TIME_LSTAMP_COUNTER 0,1,2,3, | Unique Time Stamp Counter 
4,6 See Table 2-2. 
On earlier processors, only the lower 32 bits are 
writable. On any write to the lower 32 bits, the 
upper 32 bits are cleared. For processor family 
OFH, models 3 and 4: all 64 bits are writable. 
17H 23 | IA32_PLATFORM_ID 0,1,2,3, | Shared Platform ID (R) 
4,6 See Table 2-2. 
The operating system can use this MSR to 
determine “slot” information for the processor 
and the proper microcode update to load. 
1BH 27 ‘| IA32_APIC_BASE 0,1,2,3, | Unique APIC Location and Status (R/W) 
4,6 See Table 2-2. See Section 10.4.4, “Local APIC 
Status and Location.” 
2AH 42 |MSR_EBC_HARD_POWERON 0,1,2,3, | Shared Processor Hard Power-On Configuration 
4,6 


(R/W) Enables and disables processor features. 
(R) Indicates current processor configuration. 


Output Tri-state Enabled (R) 


Indicates whether tri-state output is enabled (1) 
or disabled (0) as set by the strapping of SMI#. 
The value in this bit is written on the 
deassertion of RESET#; the bit is set to 1 when 
the address bus signal is asserted. 


Execute BIST (R) 


Indicates whether the execution of the BIST is 
enabled (1) or disabled (0) as set by the 
strapping of INIT#. The value in this bit is 
written on the deassertion of RESET#; the bit is 
set to 1 when the address bus signal is 
asserted. 


In Order Queue Depth (R) 


Indicates whether the in order queue depth for 
the system bus is 1 (1) or up to 12 (0) as set by 
the strapping of A7#. The value in this bit is 
written on the deassertion of RESET#; the bit is 
set to 1 when the address bus signal is 
asserted. 
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Table 2-50. MSRs in the Pentium® 4 and Intel® Xeon® Processors (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name 
Fields and Flags 


Model 
Avail- 
ability 


Shared/ 
Unique 


Bit Description 


MCERR# Observation Disabled (R) 


Indicates whether MCERR# observation is 
enabled (0) or disabled (1) as determined by the 
strapping of A9#. The value in this bit is written 
on the deassertion of RESET#; the bit is set to 1 
when the address bus signal is asserted. 


BINIT# Observation Enabled (R) 


Indicates whether BINIT# observation is 
enabled (0) or disabled (1) as determined by the 
strapping of A10#. The value in this bit is 
written on the deassertion of RESET; the bit is 
set to 1 when the address bus signal is 
asserted. 


6:5 


APIC Cluster ID (R) 


Contains the logical APIC cluster ID value as set 
by the strapping of Al2# and A11#. The logical 
cluster ID value is written into the field on the 
deassertion of RESET#; the field is set to 1 
when the address bus signal is asserted. 


Bus Park Disable (R) 


Indicates whether bus park is enabled (0) or 
disabled (1) as set by the strapping of A15#. 
The value in this bit is written on the 
deassertion of RESET#; the bit is set to 1 when 
the address bus signal is asserted. 


11:8 


Reserved 


13:12 


Agent ID (R) 

Contains the logical agent ID value as set by the 
strapping of BR[3:0]. The logical ID value is 
written into the field on the deassertion of 
RESET#; the field is set to 1 when the address 
bus signal is asserted. 


63:14 


Reserved 


2BH 


43 


MSR_EBC_SOFT_POWERON 


Shared 


Processor Soft Power-On Configuration (R/W) 
Enables and disables processor features. 


RCNT/SCNT On Request Encoding Enable (R/W) 


Controls the driving of RCNT/SCNT on the 
request encoding. Set to enable (1); clear to 
disabled (0, default). 


Data Error Checking Disable (R/W) 


Set to disable system data bus parity checking; 
clear to enable parity checking. 


Response Error Checking Disable (R/W) 
Set to disable (default); clear to enable. 


Address/Request Error Checking Disable (R/W) 
Set to disable (default); clear to enable. 
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Table 2-50. MSRs in the Pentium® 4 and Intel® Xeon® Processors (Contd.) 


Register Register Name Model Shared/ 
Address Fields and Flags Avail- UniqueZ Bit Description 
Hex Dec ability 
4 Initiator MCERR# Disable (R/W) 
Set to disable MCERR# driving for initiator bus 
requests (default); clear to enable. 
5 Internal MCERR# Disable (R/W) 
Set to disable MCERR# driving for initiator 
internal errors (default); clear to enable. 
6 BINIT# Driver Disable (R/W) 
Set to disable BINIT# driver (default); clear to 
enable driver. 
63:7 Reserved 
2CH 44 | MSR_EBC_FREQUENCY_ID 2,3,4,6 Shared Processor Frequency Configuration 


15:0 


The bit field layout of this MSR varies according 
to the MODEL value in the CPUID version 
information. The following bit field layout 
applies to Pentium 4 and Xeon Processors with 
MODEL encoding equal or greater than 2. 


(R) The field Indicates the current processor 
frequency configuration. 


Reserved 


18:16 


Scalable Bus Speed (R/W) 
Indicates the intended scalable bus speed: 


Encoding Scalable Bus Speed 
OOOB = 100 MHz (Model 2) 
OOOB 266 MHz (Model 3 or 4) 
001B 133 MHz 

010B 200MHz 

011B 166MHz 

100B 333 MHz (Model 6) 


133.33 MHz should be utilized if performing 
calculation with System Bus Speed when 
encoding is 001B. 


166.67 MHz should be utilized if performing 
calculation with System Bus Speed when 
encoding is 011B. 


266.67 MHz should be utilized if performing 
calculation with System Bus Speed when 
encoding is OOOB and model encoding = 3 or 4. 
333.33 MHz should be utilized if performing 
calculation with System Bus Speed when 
encoding is 100B and model encoding = 6. 


All other values are reserved. 


23:19 


Reserved 
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Table 2-50. MSRs in the Pentium® 4 and Intel® Xeon® Processors (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name 
Fields and Flags 


Model 
Avail- 
ability 


Shared/ 
Unique 


Bit Description 


31:24 


Core Clock Frequency to System Bus Frequency 
Ratio (R) 

The processor core clock frequency to system 
bus frequency ratio observed at the de- 
assertion of the reset pin. 


63:25 


Reserved 


2CH 


44 


MSR_EBC_FREQUENCY_ID 


20:0 


0,1 


Shared 


Processor Frequency Configuration (R) 

The bit field layout of this MSR varies according 
to the MODEL value of the CPUID version 
information. This bit field layout applies to 
Pentium 4 and Xeon Processors with MODEL 
encoding less than 2. 

Indicates current processor frequency 
configuration. 


Reserved 


23:21 


Scalable Bus Speed (R/W) 

Indicates the intended scalable bus speed: 
Encoding Scalable Bus Speed 

OOOB = 100MHz 


All others values reserved. 


63:24 


Reserved 


3AH 


58 


IA32_FEATURE_CONTROL 


3,4,6 


Unique 


Control Features in IA-32 Processor (R/W) 
See Table 2-2. 
(If CPUID.O1H:ECX.[bit 5]) 


79H 


121 


IA32_BlOS_UPDT_TRIG 


Shared 


BIOS Update Trigger Register (W) 
See Table 2-2. 


8BH 


139 


IA32_BlOS_SIGN_ID 


Unique 


BIOS Update Signature ID (R/W) 
See Table 2-2. 


9BH 


155 


IA32_SMM_MONITOR_CTL 


Unique 


SMM Monitor Configuration (R/W) 
See Table 2-2. 


FEH 


254 


IA32_MTRRCAP 


Unique 


MTRR Information 


See Section 11.11.1, “MTRR Feature 
Identification.”. 


174H 


372 


IA32_SYSENTER_CS 


Unique 


CS Register Target for CPL 0 Code (R/W) 
See Table 2-2. 


See Section 5.8.7, “Performing Fast Calls to 
System Procedures with the SYSENTER and 
SYSEXIT Instructions.” 


175H 


373 


IA32_SYSENTER_ESP 


Unique 


Stack Pointer for CPL O Stack (R/W) 
See Table 2-2. 


See Section 5.8.7, “Performing Fast Calls to 
System Procedures with the SYSENTER and 
SYSEXIT Instructions.” 
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176H | 374 | IA32_SYSENTER_EIP 0,1, 2,3, | Unique CPL O Code Entry Point (R/W) 
4,6 See Table 2-2. See Section 5.8.7, “Performing 


Fast Calls to System Procedures with the 
SYSENTER and SYSEXIT Instructions.” 


179H | 377 | 1A32_MCG_CAP 0,1,2,3, | Unique Machine Check Capabilities (R) 
4,6 See Table 2-2. See Section 15.3.1.1, 


“IA32_MCG_CAP MSR.” 


17AH | 378 | 1A32_MCG_STATUS 0,1,2,3, | Unique Machine Check Status (R) 
4,6 See Table 2-2. See Section 15.3.1.2, 


“IA32_MCG_STATUS MSR.” 


17BH | 379 | 1IA32_MCG_CTL Machine Check Feature Enable (R/W) 
See Table 2-2. 
See Section 15.3.1.3, “IA32_MCG_CTL MSR." 


180H | 384 | MSR_MCG_RAX 0,1,2,3, | Unique Machine Check EAX/RAX Save State 
4 


1 
16 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 


63:0 Contains register state at time of machine check 
error. When in non-64-bit modes at the time of 
the error, bits 63-32 do not contain valid data. 


181H | 385 | MSR_MCG_RBX 0,1,2,3, | Unique Machine Check EBX/RBX Save State 
4 


1 
6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 


63:0 Contains register state at time of machine check 
error. When in non-64-bit modes at the time of 
the error, bits 63-32 do not contain valid data. 


182H | 386 | MSR_MCG_RCX 0,1,2,3, | Unique Machine Check ECX/RCX Save State 
4,6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 
63:0 Contains register state at time of machine check 


error. When in non-64-bit modes at the time of 
the error, bits 63-32 do not contain valid data. 


183H | 387 | MSR_MCG_RDX 0,1,2,3, | Unique Machine Check EDX/RDX Save State 
4,6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 
63:0 Contains register state at time of machine check 


error. When in non-64-bit modes at the time of 
the error, bits 63-32 do not contain valid data. 


184H | 388 | MSR_MCG_RSI 0,1,2,3, | Unique Machine Check ESI/RSI Save State 
4,6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 
63:0 Contains register state at time of machine check 


error. When in non-64-bit modes at the time of 
the error, bits 63-32 do not contain valid data. 
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185H 389 | MSR_MCG_RDI 0,1,2,3, | Unique Machine Check EDI/RDI Save State 
4,6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 
63:0 Contains register state at time of machine check 


error. When in non-64-bit modes at the time of 
the error, bits 63-32 do not contain valid data. 


186H 390 | MSR_MCG_RBP 0,1,2,3, | Unique Machine Check EBP/RBP Save State 
4,6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 
63:0 Contains register state at time of machine check 


error. When in non-64-bit modes at the time of 
the error, bits 63-32 do not contain valid data. 


187H 391 | MSR_MCG_RSP 0,1,2,3, | Unique Machine Check ESP/RSP Save State 
4,6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 
63:0 Contains register state at time of machine check 


error. When in non-64-bit modes at the time of 
the error, bits 63-32 do not contain valid data. 


188H | 392 | MSR_MCG_RFLAGS 0,1,2,3, | Unique Machine Check EFLAGS/RFLAG Save State 
4,6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 
63:0 Contains register state at time of machine check 


error. When in non-64-bit modes at the time of 
the error, bits 63-32 do not contain valid data. 


189H 393 | MSR_MCG_RIP 0,1,2,3, | Unique Machine Check EIP/RIP Save State 
4,6 See Section 15.3.2.6, IA32_MCG Extended 
Machine Check State MSRs.” 
63:0 Contains register state at time of machine check 


error. When in non-64-bit modes at the time of 
the error, bits 63-32 do not contain valid data. 


18AH | 394 | MSR_MCG_MISC 0,1,2,3, | Unique Machine Check Miscellaneous 
4,6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 
0 DS 


When set, the bit indicates that a page assist or 
page fault occurred during DS normal operation. 
The processors response is to shut down. 

The bit is used as an aid for debugging DS 
handling code. It is the responsibility of the user 
(BIOS or operating system) to clear this bit for 
normal operation. 


63:1 Reserved 


18BH- | 395- | MSR_MCG_RESERVED1 - Reserved 
18FH | 399 | MSR_MCG_RESERVEDS 
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190H | 400 | MSR_MCG_R8 0,1, 2,3, | Unique Machine Check R8 
4,6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 
63:0 Registers R8-15 (and the associated state-save 


MSRs) exist only in Intel 64 processors. These 
registers contain valid information only when 
the processor is operating in 64-bit mode at the 
time of the error. 


191H | 401 | MSR_MCG_R9 0,1,2,3, | Unique Machine Check RSD/R9 
4,6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 
63:0 Registers R8-15 (and the associated state-save 


MSRs) exist only in Intel 64 processors. These 
registers contain valid information only when 
the processor is operating in 64-bit mode at the 
time of the error. 


192H | 402 | MSR_MCG_R10 0,1,2,3, | Unique Machine Check R10 
4,6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 
63:0 Registers R8-15 (and the associated state-save 


MSRs) exist only in Intel 64 processors. These 
registers contain valid information only when 
the processor is operating in 64-bit mode at the 
time of the error. 


193H | 403 | MSR_MCG_R11 0,1,2,3, | Unique Machine Check R11 
4,6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 
63:0 Registers R8-15 (and the associated state-save 


MSRs) exist only in Intel 64 processors. These 
registers contain valid information only when 
the processor is operating in 64-bit mode at the 
time of the error. 


194H | 404 | MSR_MCG_R12 0,1,2,3, | Unique Machine Check R12 
4,6 See Section 15.3.2.6, "IA32_MCG Extended 
Machine Check State MSRs.” 
63:0 Registers R8-15 (and the associated state-save 


MSRs) exist only in Intel 64 processors. These 
registers contain valid information only when 
the processor is operating in 64-bit mode at the 
time of the error. 


195H | 405 | MSR_MCG_R13 ,2,3, | Unique Machine Check R13 


0,1 
4,6 See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 
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63:0 


Registers R8-15 (and the associated state-save 
MSRs) exist only in Intel 64 processors. These 
registers contain valid information only when 
the processor is operating in 64-bit mode at the 
time of the error. 


196H 


406 


MSR_MCG_R14 


Unique 


Machine Check R14 


See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 


Registers R8-15 (and the associated state-save 
MSRs) exist only in Intel 64 processors. These 
registers contain valid information only when 
the processor is operating in 64-bit mode at the 
time of the error. 


197H 


198H 


407 


408 


MSR_MCG_R15 


IA32_PERF_STATUS 


Unique 


Unique 


Machine Check R15 


See Section 15.3.2.6, “IA32_MCG Extended 
Machine Check State MSRs.” 


Registers R8-15 (and the associated state-save 
MSRs) exist only in Intel 64 processors. These 
registers contain valid information only when 
the processor is operating in 64-bit mode at the 
time of the error. 


See Table 2-2. See Section 14.1, “Enhanced 
Intel Speedstep® Technology.” 


199H 


19AH 


19BH 


409 


410 


411 


IA32_PERF_CTL 


IA32_CLOCK_MODULATION 


IA32_THERM_INTERRUPT 


Unique 


Unique 


Unique 


See Table 2-2. See Section 14.1, “Enhanced 
Intel Speedstep® Technology.” 

Thermal Monitor Control (R/W) 

See Table 2-2. 

See Section 14.8.3, “Software Controlled Clock 
Modulation.” 

Thermal Interrupt Control (R/W) 


See Section 14.8.2, “Thermal Monitor,” and see 
Table 2-2. 


19CH 


412 


IA32_THERM_STATUS 


Shared 


Thermal Monitor Status (R/W) 


See Section 14.8.2, “Thermal Monitor,” and see 
Table 2-2. 


19DH 


413 


MSR_THERM2_CTL 


Thermal Monitor 2 Control 


Shared 


For Family F, Model 3 processors: When read, 
specifies the value of the target TM2 transition 
last written. When set, it sets the next target 
value for TM2 transition. 


4,6 


Shared 


For Family F, Model 4 and Model 6 processors: 
When read, specifies the value of the target 
TM2 transition last written. Writes may cause 
#GP exceptions. 


1A0H 


416 


IA32_MISC_ENABLE 


Shared 


Enable Miscellaneous Processor Features (R/W) 
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Fast-Strings Enable. See Table 2-2. 


Reserved 


x87 FPU Fopcode Compatibility Mode Enable 


Thermal Monitor 1 Enable 


See Section 14.8.2, “Thermal Monitor,” and see 
Table 2-2. 


Split-Lock Disable 


When set, the bit causes an #AC exception to be 
issued instead of a split-lock cycle. Operating 
systems that set this bit must align system 
structures to avoid split-lock scenarios. 


When the bit is clear (default), normal split-locks 
are issued to the bus. 


This debug feature is specific to the Pentium 4 
processor. 


Reserved 


Third-Level Cache Disable (R/W) 


When set, the third-level cache is disabled; 
when clear (default) the third-level cache is 
enabled. This flag is reserved for processors 
that do not have a third-level cache. 


Note that the bit controls only the third-level 
cache; and only if overall caching is enabled 
through the CD flag of control register CRO, the 
page-level cache controls, and/or the MTRRs. 
See Section 11.5.4, “Disabling and Enabling the 
L3 Cache.” 


Performance Monitoring Available (R) 
See Table 2-2. 


Suppress Lock Enable 

When set, assertion of LOCK on the bus is 
suppressed during a Split Lock access. When 
clear (default), LOCK is not suppressed. 


Prefetch Queue Disable 


When set, disables the prefetch queue. When 
clear (default), enables the prefetch queue. 


10 


FERR# Interrupt Reporting Enable (R/W) 

When set, interrupt reporting through the 
FERR# pin is enabled; when clear, this interrupt 
reporting function is disabled. 
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When this flag is set and the processor is in the 
stop-clock state (STPCLK# is asserted), 
asserting the FERR# pin signals to the 
processor that an interrupt (such as, INIT#, 
BINIT#, INTR, NMI, SMI#, or RESET#) is pending 
and that the processor should return to normal 
operation to handle the interrupt. 


This flag does not affect the normal operation 
of the FERR# pin (to indicate an unmasked 
floating-point error) when the STPCLK# pin is 
not asserted. 


11 


12 


Branch Trace Storage Unavailable 
(BTS_UNAVILABLE) (R) 


See Table 2-2. 
When set, the processor does not support 


branch trace storage (BTS); when clear, BTS is 
supported. 


PEBS_UNAVILABLE: Processor Event Based 
Sampling Unavailable (R) 

See Table 2-2. 

When set, the processor does not support 


processor event-based sampling (PEBS); when 
clear, PEBS is supported. 


13 


17:14 


TM2 Enable (R/W) 


When this bit is set (1) and the thermal sensor 
indicates that the die temperature is at the pre- 
determined threshold, the Thermal Monitor 2 
mechanism is engaged. TM2 will reduce the bus 
to core ratio and voltage according to the value 
last written to MSR_THERM2_CTL bits 15:0. 


When this bit is clear (0, default), the processor 
does not change the VID signals or the bus to 
core ratio when the processor enters a thermal 
managed state. 


If the TM2 feature flag (ECX[8]) is not set to 1 
after executing CPUID with EAX = 1, then this 
feature is not supported and BIOS must not 
alter the contents of this bit location. The 
processor is operating out of spec if both this 
bit and the TM1 bit are set to disabled states. 


Reserved 


18 


3,4,6 


ENABLE MONITOR FSM (R/W) 
See Table 2-2. 
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19 


Adjacent Cache Line Prefetch Disable (R/W) 


When set to 1, the processor fetches the cache 
line of the 128-byte sector containing currently 
required data. When set to O, the processor 
fetches both cache lines in the sector. 


Single processor platforms should not set this 
bit. Server platforms should set or clear this bit 
based on platform performance observed in 
validation and testing. 


BIOS may contain a setup option that controls 
the setting of this bit. 


21:20 


Reserved 


22 


3,4,6 


Limit CPUID MAXVAL (R/W) 
See Table 2-2. 
Setting this can cause unexpected behavior to 


software that depends on the availability of 
CPUID leaves greater than 3. 


23 


Shared 


XTPR Message Disable (R/W) 
See Table 2-2. 


24 


L1 Data Cache Context Mode (R/W) 


When set, the L1 data cache is placed in shared 
mode; when clear (default), the cache is placed 
in adaptive mode. This bit is only enabled for IA- 
32 processors that support Intel Hyper- 
Threading Technology. See Section 11.5.6, “L1 
Data Cache Context Mode.” 


When L1 is running in adaptive mode and CR3s 
are identical, data in L1 is shared across logical 
processors. Otherwise, L1 is not shared and 
cache use is competitive. 


If the Context ID feature flag (ECX[10}) is set to 
0 after executing CPUID with EAX = 1, the 
ability to switch modes is not supported. BIOS 
must not alter the contents of 
IA32_MISC_ENABLE[24]. 


33:25 


Reserved 


34 


Unique 


XD Bit Disable (R/W) 
See Table 2-2. 


63:35 


Reserved 


1A1H 


417 


MSR_PLATFORM_BRV 


3,4,6 


Shared 


Platform Feature Requirements (R) 


17:0 


Reserved 


2-352 Vol. 4 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-50. MSRs in the Pentium® 4 and Intel® Xeon® Processors (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name 
Fields and Flags 


Model 
Avail- 
ability 


Shared/ 
Unique 


Bit Description 


18 


PLATFORM Requirements 


When set to 1, indicates the processor has 
specific platform requirements. The details of 
the platform requirements are listed in the 
respective data sheets of the processor. 


63:19 


Reserved 


1D7H 


1D7H 


471 


471 


MSR_LER_FROM_LIP 


Unique 


Last Exception Record From Linear IP (R) 


Contains a pointer to the last branch instruction 
that the processor executed prior to the last 
exception that was generated or the last 
interrupt that was handled. 


See Section 17.13.3, “Last Exception Records.” 


From Linear IP 
Linear address of the last branch instruction. 


Unique 


Reserved 


From Linear IP 


Linear address of the last branch instruction (If 
IA-32e mode is active). 


1D8H 


472 


MSR_LER_TO_LIP 


Unique 


Last Exception Record To Linear IP (R) 


This area contains a pointer to the target of the 
last branch instruction that the processor 
executed prior to the last exception that was 
generated or the last interrupt that was 
handled. 


See Section 17.13.3, “Last Exception Records.” 


From Linear IP 


Linear address of the target of the last branch 
instruction. 


Reserved 


1D8H 


472 


Unique 


From Linear IP 


Linear address of the target of the last branch 
instruction (If IA-32e mode is active). 


1D9H 


473 


MSR_DEBUGCTLA 


Unique 


Debug Control (R/W) 


Controls how several debug features are used. 
Bit definitions are discussed in the referenced 
section. 


See Section 17.13.1, “MSR_DEBUGCTLA MSR.” 


1DAH 


474 


MSR_LASTBRANCH_TOS 


Unique 


Last Branch Record Stack TOS (R/O) 


Contains an index (0-3 or 0-15) that points to 
the top of the last branch record stack (that is, 
that points the index of the MSR containing the 
most recent branch record). 

See Section 17.13.2, “LBR Stack for Processors 
Based on Intel NetBurst® Microarchitecture”; 
and addresses 1DBH-1DEH and 680H-68FH. 
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1DBH 


475 


MSR_LASTBRANCH_O 


0, 1,2 


Unique 


Last Branch Record 0 (R/O) 


One of four last branch record registers on the 
last branch record stack. It contains pointers to 
the source and destination instruction for one 
of the last four branches, exceptions, or 
interrupts that the processor took. 


MSR_LASTBRANCH_O through 
MSR_LASTBRANCH_3 at 1DBH-1DEH are 
available only on family OFH, models OH-02H. 
They have been replaced by the MSRs at 680H- 
68FH and 6COH-6CFH. 


See Section 17.12, “Last Branch, Call Stack, 
Interrupt, and Exception Recording for 
Processors based on Skylake Microarchitecture.” 


1DCH 


477 


MSR_LASTBRANCH_1 


0, 1,2 


Unique 


Last Branch Record 1 


See description of the MSR_LASTBRANCH_O 
MSR at 1DBH. 


1DDH 


477 


MSR_LASTBRANCH_2 


0, 1,2 


Unique 


Last Branch Record 2 


See description of the MSR_LASTBRANCH_O 
MSR at 1DBH. 


1DEH 


478 


MSR_LASTBRANCH_3 


0, 1,2 


Unique 


Last Branch Record 3 


See description of the MSR_LASTBRANCH_O 
MSR at 1DBH. 


200H 


512 


IA32_MTRR_PHYSBASEO 


N 
w 


a= 


Shared 


Variable Range Base MTRR 
See Section 11.11.2.3, “Variable Range MTRRs." 


201H 


513 


IA32_MTRR_PHYSMASKO 


N 
w 


oo 


Shared 


Variable Range Mask MTRR 
See Section 11.11.2.3, “Variable Range MTRRs.” 


202H 


203H 


514 


515 


IA32_MTRR_PHYSBASE1 


IA32_MTRR_PHYSMASK1 


N 
ww 


n- 
N 
w 


oo 


Shared 


Shared 


Variable Range Mask MTRR 
See Section 11.11.2.3, “Variable Range MTRRs." 
Variable Range Mask MTRR 
See Section 11.11.2.3, “Variable Range MTRRs.” 


204H 


516 


IA32_MTRR_PHYSBASE2 


N 
w 


oo 


Shared 


Variable Range Mask MTRR 
See Section 11.11.2.3, “Variable Range MTRRs." 


205H 


517 


IA32_MTRR_PHYSMASK2 


N 
w 


oo 


Shared 


Variable Range Mask MTRR 
See Section 11.11.2.3, “Variable Range MTRRs”. 


206H 


518 


IA32_MTRR_PHYSBASE3 


N 
w 


oo 


Shared 


Variable Range Mask MTRR 
See Section 11.11.2.3, “Variable Range MTRRs.” 


207H 


208H 


209H 
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520 


IA32_MTRR_PHYSMASK3 


IA32_MTRR_PHYSBASE4 


IA32_MTRR_PHYSMASK4 


N 
oa 


n- 
N 
w 


n- 
N 
w 


fo; fo; FO}; HO] FEO] FEO} HO] FO] SHO} FO 
a- 


Shared 


Shared 


Shared 


Variable Range Mask MTRR 
See Section 11.11.2.3, “Variable Range MTRRs.” 
Variable Range Mask MTRR 
See Section 11.11.2.3, “Variable Range MTRRs." 
Variable Range Mask MTRR 
See Section 11.11.2.3, “Variable Range MTRRs." 
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20AH | 522 | IA32_MTRR_PHYSBASES 0, 1,2,3, | Shared Variable Range Mask MTRR 

4,6 See Section 11.11.2.3, “Variable Range MTRRs.” 
20BH | 523 | IA32_MTRR_PHYSMASK5 0, 1,2,3, | Shared Variable Range Mask MTRR 

4,6 See Section 11.11.2.3, “Variable Range MTRRs.” 
20CH | 524 | IA32_MTRR_PHYSBASE6 0, 1,2,3, | Shared Variable Range Mask MTRR 

4,6 See Section 11.11.2.3, “Variable Range MTRRs.” 
20DH | 525 | IA32_MTRR_PHYSMASK6 0, 1,2,3, | Shared Variable Range Mask MTRR 

4,6 See Section 11.11.2.3, “Variable Range MTRRs.” 
20€H | 526 | IA32_MTRR_PHYSBASE7 0, 1,2,3, | Shared Variable Range Mask MTRR 

4,6 See Section 11.11.2.3, “Variable Range MTRRs.” 
20FH | 527 | IA32_MTRR_PHYSMASK7 0, 1,2,3, | Shared Variable Range Mask MTRR 

4,6 See Section 11.11.2.3, “Variable Range MTRRs.” 
250H | 592 | IA32_MTRR_FIX64K_00000 0,1,2,3, | Shared Fixed Range MTRR 

4,6 See Section 11.11.2.2, “Fixed Range MTRRs.” 
258H | 600 | IA32_MTRR_FIX16K_80000 0, 1,2,3, | Shared Fixed Range MTRR 

4,6 See Section 11.11.2.2, “Fixed Range MTRRs.” 
259H | 601 | IA32_MTRR_FIX16K_A0000 0,1,2,3, | Shared Fixed Range MTRR 

4,6 See Section 11.11.2.2, “Fixed Range MTRRs.” 
268H | 616 | IA32_MTRR_FIX4K_COO00 0,1,2,3, | Shared Fixed Range MTRR 

4,6 See Section 11.11.2.2, “Fixed Range MTRRs.” 
269H | 617 | IA32_MTRR_FIX4K_C8000 0,1,2,3, | Shared Fixed Range MTRR 

4,6 See Section 11.11.2.2, “Fixed Range MTRRs". 
26AH | 618 | IA32_MTRR_FIX4K_DOO00 0,1, 2,3, | Shared Fixed Range MTRR 

4,6 See Section 11.11.2.2, “Fixed Range MTRRs". 
26BH | 619 | IA32_MTRR_FIX4K_D8000 0,1,2,3, | Shared Fixed Range MTRR 

4,6 See Section 11.11.2.2, “Fixed Range MTRRs.” 
26CH | 620 | IA32_MTRR_FIX4K_E0000 0,1,2,3, | Shared Fixed Range MTRR 

4,6 See Section 11.11.2.2, “Fixed Range MTRRs.” 
26DH | 621 | IA32_MTRR_FIX4K_E8000 0,1,2,3, | Shared Fixed Range MTRR 

4,6 See Section 11.11.2.2, “Fixed Range MTRRs.” 
26€H | 622 | IA32_MTRR_FIX4K_FOOOO 0,1,2,3, | Shared Fixed Range MTRR 

4,6 See Section 11.11.2.2, “Fixed Range MTRRs.” 
26FH | 623 | IA32_MTRR_FIX4K_F8000 0,1,2,3, | Shared Fixed Range MTRR 

4,6 See Section 11.11.2.2, “Fixed Range MTRRs.” 
277H | 631 | IA32_PAT 0,1,2,3, | Unique Page Attribute Table 

4,6 See Section 11.11.2.2, “Fixed Range MTRRs.” 
2FFH | 767 | 1A32_MTRR_DEF_TYPE 0,1,2,3, | Shared Default Memory Types (R/W) 

4,6 See Table 2-2. 

See Section 11.11.2.1, IA32_MTRR_DEF_TYPE 
MSR." 
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300H 768 | MSR_BPU_COUNTERO 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

301H 769 | MSR_BPU_COUNTER1 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

302H 770 | MSR_BPU_COUNTER2 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

303H 771 | MSR_BPU_COUNTER3 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

304H 772 | MSR_MS_COUNTERO 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

305H 773 | MSR_MS_COUNTER1 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

306H 774 | MSR_MS_COUNTER2 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

307H 775. | MSR_MS_COUNTER3 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

308H 776 | MSR_FLAME_COUNTERO 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

309H 777 | MSR_FLAME_COUNTER1 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

30AH 778 | MSR_FLAME_COUNTER2 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

30BH 779 | MSR_FLAME_COUNTER3 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

30CH 780 | MSR_IQ_COUNTERO 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

30DH 781 | MSR_IQ_COUNTER1 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

30EH 782 | MSR_IQ_COUNTER2 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

30FH 783 | MSR_IQ_COUNTER3 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

310H 784 | MSR_IQ_COUNTER4 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

311H 785 | MSR_IQ_COUNTERS 0,1,2,3, | Shared See Section 18.6.3.2, “Performance Counters.” 
4,6 

360H | 864 | MSR_BPU_CCCRO 0,1,2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

361H | 865 | MSR_BPU_CCCR1 0,1,2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

362H | 866 | MSR_BPU_CCCR2 0,1,2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

363H | 867 | MSR_BPU_CCCR3 0,1,2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 
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364H | 868 | MSR_MS_CCCRO 0,1, 2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

365H | 869 | MSR_MS_CCCR1 0,1, 2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

366H | 870 | MSR_MS_CCCR2 0,1, 2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

367H | 871 | MSR_MS_CCCR3 0,1, 2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

368H | 872 | MSR_FLAME_CCCRO 0,1, 2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

369H | 873 | MSR_FLAME_CCCR1 0,1, 2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

36AH | 874 | MSR_FLAME_CCCR2 0,1, 2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

36BH | 875 | MSR_FLAME_CCCR3 0,1, 2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

36CH | 876 | MSR_IQ_CCCRO 0,1, 2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

36DH | 877 | MSR_IQ_CCCR1 0,1, 2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

36EH | 878 | MSR_IQ_CCCR2 0,1, 2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

36FH | 879 | MSR_IQ_CCCR3 0,1,2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

370H | 880 | MSR_IQ_CCCR4 0,1, 2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

371H | 881 |MSR_IQ_CCCRS 0,1, 2,3, | Shared See Section 18.6.3.3, “CCCR MSRs.” 
4,6 

3A0H | 928 | MSR_BSU_ESCRO 0,1, 2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 

3A1H | 929 | MSR_BSU_ESCR1 0,1, 2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 

3A2H | 930 | MSR_FSB_ESCRO 0,1, 2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 

3A3H | 931 | MSR_FSB_ESCR1 0,1, 2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 

3A4H | 932 | MSR_FIRM_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 

3A5H | 933 | MSR_FIRM_ESCR1 0,1, 2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 

3A6H | 934 | MSR_FLAME_ESCRO 0,1, 2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 

3A7H | 935 |MSR_FLAME_ESCR1 0,1, 2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
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3A8H | 936 | MSR_DAC_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3A9H | 937 | MSR_DAC_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3AAH | 938 | MSR_MOB_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3ABH | 939 | MSR_MOB_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3ACH | 940 | MSR_PMH_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3ADH | 941 | MSR_PMH_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3AEH | 942 | MSR_SAAT_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3AFH | 943 | MSR_SAAT_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3BOH | 944 | MSR_U2L_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3B1H | 945 | MSR_U2L_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3B2H | 946 | MSR_BPU_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3B3H | 947 | MSR_BPU_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3B4H | 948 | MSR_IS_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3B5H | 949 | MSR_IS_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3B6H | 950 | MSR_ITLB_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3B7H | 951 | MSR_ITLB_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3B8H | 952 | MSR_CRU_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3B9H | 953 | MSR_CRU_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3BAH | 954 | MSR_IQ_ESCRO 0,1,2 Shared See Section 18.6.3.1, “ESCR MSRs.” 
This MSR is not available on later processors. It 
is only available on processor family OFH, 
models 01H-02H. 
3BBH | 955 | MSR_IQ_ESCR1 0,1,2 Shared See Section 18.6.3.1, “ESCR MSRs.” 
This MSR is not available on later processors. It 
is only available on processor family OFH, 
models 01H-O2H. 
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3BCH | 956 | MSR_RAT_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3BDH | 957 | MSR_RAT_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3BEH | 958 | MSR_SSU_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3COH | 960 | MSR_MS_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3C1H | 961 | MSR_MS_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3C2H | 962 | MSR_TBPU_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3C3H | 963 | MSR_TBPU_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3C4H | 964 | MSR_TC_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3C5H | 965 | MSR_TC_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3C8H | 968 | MSR_IX_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3C9H | 969 | MSR_IX_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3CAH | 970 | MSR_ALF_ESCRO 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3CBH | 971 | MSR_ALF_ESCR1 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3CCH | 972 | MSR_CRU_ESCR2 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3CDH | 973 | MSR_CRU_ESCR3 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3E€0H | 992 | MSR_CRU_ESCR4 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3E€1H | 993 | MSR_CRU_ESCR5 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3F0OH | 1008 | MSR_TC_PRECISE_EVENT 0,1,2,3, | Shared See Section 18.6.3.1, “ESCR MSRs.” 
4,6 
3F1H | 1009 | MSR_PEBS_ENABLE 0,1,2,3, | Shared Processor Event Based Sampling (PEBS) (R/W) 
4,6 Controls the enabling of processor event 
sampling and replay tagging. 
12:0 See https://perfmon-events.intel.com/. 
23:13 Reserved 
24 UOP Tag 
Enables replay tagging when set. 
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25 


ENABLE_PEBS_MY_THR (R/W) 

Enables PEBS for the target logical processor 
when set; disables PEBS when clear (default). 
See Section 18.6.4.3, “IA32_PEBS_ENABLE 
MSR,” for an explanation of the target logical 
processor. 

This bit is called ENABLE_PEBS in IA-32 
processors that do not support Intel Hyper- 
Threading Technology. 


26 


ENABLE_PEBS_OTH_THR (R/W) 

Enables PEBS for the target logical processor 
when set; disables PEBS when clear (default). 
See Section 18.6.4.3, “IA32_PEBS_ENABLE 
MSR,” for an explanation of the target logical 
processor. 


This bit is reserved for IA-32 processors that do 
not support Intel Hyper-Threading Technology. 


63:27 


Reserved 


3F2H 


1010 


MSR_PEBS_MATRIX_VERT 


a 
ow 


Shared 


See https://perfmon-events.intel.com/. 


400H 


1024 


IA32_MCO_CTL 


N 
Ww 


Shared 


See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


401H 


1025 


1A32_MCO_STATUS 


N 
w 


Shared 


See Section 15.3.2.2, “IA32_MCi_STATUS 
MSRS." 


402H 


1026 


IA32_MCO_ADDR 


fOoO;FO;FO;SFO 
N-1|n-1n-|n- 


Shared 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 


The IA32_MCO_ADDR register is either not 
implemented or contains no address if the 
ADDRV flag in the IA32_MCO_STATUS register 
is clear. 


When not implemented in the processor, all 
reads and writes to this MSR will cause a 
general-protection exception. 


403H 


1027 


IA32_MCO_MISC 


Shared 


See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 


The IA32_MCO_MISC MSR is either not 
implemented or does not contain additional 
information if the MISCV flag in the 
IA32_MCO_STATUS register is clear. 


When not implemented in the processor, all 
reads and writes to this MSR will cause a 
general-protection exception. 


404H 


405H 


1028 


1029 


IA32_MC1_CTL 


IA32_MC1_STATUS 


Shared 


Shared 


See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


See Section 15.3.2.2, “IA32_MCi_STATUS 
MSRS." 
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406H 


1030 


IA32_MC1_ADDR 


Shared 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 
The IA32_MC1_ADDR register is either not 
implemented or contains no address if the 
ADDRV flag in the IA32_MC1_STATUS register 
is Clear. 

When not implemented in the processor, all 
reads and writes to this MSR will cause a 
general-protection exception. 


407H 


1031 


IA32_MC1_MISC 


Shared 


See Section 15.3.2.4, “IA32_MCi_MISC MSRs." 


The IA32_MC1_MISC MSR is either not 
implemented or does not contain additional 
information if the MISCV flag in the 
IA32_MC1_STATUS register is clear. 

When not implemented in the processor, all 
reads and writes to this MSR will cause a 
general-protection exception. 


408H 


1032 


IA32_MC2_CTL 


Shared 


See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


409H 


1033 


IA32_MC2_STATUS 


Shared 


See Section 15.3.2.2, "[A32_MCi_STATUS 
MSRS." 


40AH 


1034 


IA32_MC2_ADDR 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs." 


The IA32_MC2_ADDR register is either not 
implemented or contains no address if the 
ADDRV flag in the IA32_MC2_STATUS register 
is clear. When not implemented in the processor, 
all reads and writes to this MSR will cause a 
general-protection exception. 


40BH 


40CH 


1035 


1036 


IA32_MC2_MISC 


IA32_MC3_CTL 


Shared 


See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 
The IA32_MC2_MISC MSR is either not 
implemented or does not contain additional 
information if the MISCV flag in the 
IA32_MC2_STATUS register is clear. 

When not implemented in the processor, all 
reads and writes to this MSR will cause a 
general-protection exception. 


See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


40DH 


40€H 


1037 


1038 


IA32_MC3_STATUS 


IA32_MC3_ADDR 


Shared 


Shared 


See Section 15.3.2.2, "[A32_MCi_STATUS 
MSRS." 


See Section 15.3.2.3, "IA32_MCi_ADDR MSRs." 


The IA32_MC3_ADDR register is either not 
implemented or contains no address if the 
ADDRV flag in the IA32_MC3_STATUS register 
is Clear. 


When not implemented in the processor, all 
reads and writes to this MSR will cause a 
general-protection exception. 
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40FH 


1039 


IA32_MC3_MISC 


2,3, 


oi 


0,1 
4,6 


Shared 


See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 


The IA32_MC3_MISC MSR is either not 
implemented or does not contain additional 
information if the MISCV flag in the 
IA32_MC3_STATUS register is clear. 

When not implemented in the processor, all 
reads and writes to this MSR will cause a 
general-protection exception. 


410H 


1040 


IA32_MC4_CTL 


Shared 


See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


411H 


1041 


IA32_MC4_STATUS 


Shared 


See Section 15.3.2.2, "IA32_MCi_STATUS 
MSRS." 


412H 


1042 


IA32_MC4_ADDR 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 
The IA32_MC2_ADDR register is either not 
implemented or contains no address if the 
ADDRV flag in the IA32_MC4_STATUS register 
is clear. 

When not implemented in the processor, all 
reads and writes to this MSR will cause a 
general-protection exception. 


413H 


1043 


IA32_MC4_MISC 


See Section 15.3.2.4, “IA32_MCi_MISC MSRs.” 


The IA32_MC2_MISC MSR is either not 
implemented or does not contain additional 
information if the MISCV flag in the 
IA32_MC4_STATUS register is clear. 


When not implemented in the processor, all 
reads and writes to this MSR will cause a 
general-protection exception. 


480H 


1152 


IA32_VMX_BASIC 


3,4,6 


Unique 


Reporting Register of Basic VMX Capabilities 
(R/O) 


See Table 2-2. 
See Appendix A.1, “Basic VMX Information.” 


481H 


1153 


IA32_VMX_PINBASED_CTLS 


3,4,6 


Unique 


Capability Reporting Register of Pin-Based 
V/M-Execution Controls (R/O) 
See Table 2-2. 


See Appendix A.3, “VM-Execution Controls.” 


482H 


1154 


IA32_VMX_PROCBASED_CTLS 


3,4,6 


Unique 


Capability Reporting Register of Primary 
Processor-Based V/M-Execution Controls (R/O) 


See Appendix A.3, “VM-Execution Controls,” and 
see Table 2-2. 


483H 


1155 


IA32_VMX_EXIT_CTLS 


3,4,6 


Unique 


Capability Reporting Register of VM-Exit 
Controls (R/O) 


See Appendix A.4, “VM-Exit Controls,” and see 
Table 2-2. 
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484H 


1156 


IA32_VMX_ENTRY_CTLS 


3,4,6 


Unique 


Capability Reporting Register of VM-Entry 
Controls (R/O) 


See Appendix A.5, “VM-Entry Controls,” and see 
Table 2-2. 


485H 


1157 


IA32_VMX_MISC 


3,4,6 


Unique 


Reporting Register of Miscellaneous VMX 
Capabilities (R/O) 

See Appendix A.6, “Miscellaneous Data,” and see 
Table 2-2. 


486H 


1158 


IA32_VMX_CRO_FIXEDO 


3,4,6 


Unique 


Capability Reporting Register of CRO Bits Fixed 
to O (R/O) 


See Appendix A.7, “VMX-Fixed Bits in CRO,” and 
see Table 2-2. 


487H 


488H 


1159 


1160 


IA32_VMX_CRO_FIXED1 


IA32_VMX_CR4_FIXEDO 


3,4,6 


3,4,6 


Unique 


Unique 


Capability Reporting Register of CRO Bits Fixed 
to 1 (R/O) 


See Appendix A.7, “VMX-Fixed Bits in CRO,” and 
see Table 2-2. 


Capability Reporting Register of CR4 Bits Fixed 
to O (R/O) 


See Appendix A.8, “VMX-Fixed Bits in CR4,” and 
see Table 2-2. 


489H 


1161 


IA32_VMX_CR4_FIXED1 


3,4,6 


Unique 


Capability Reporting Register of CR4 Bits Fixed 
to 1 (R/O) 


See Appendix A.8, “VMX-Fixed Bits in CR4,” and 
see Table 2-2. 


48AH 


48BH 


1162 


1163 


IA32_VMX_VMCS_ENUM 


IA32_VMX_PROCBASED_CTLS2 


3,4,6 


3,4,6 


Unique 


Unique 


Capability Reporting Register of VMCS Field 
Enumeration (R/O) 


See Appendix A.9, “VMCS Enumeration,” and see 
Table 2-2. 

Capability Reporting Register of Secondary 
Processor-Based VM-Execution Controls (R/O) 


See Appendix A.3, “VM-Execution Controls,” and 
see Table 2-2. 


600H 


1536 


IA32_DS_AREA 


Unique 


DS Save Area (R/W) 
See Table 2-2. 


See Section 18.6.3.4, “Debug Store (DS) 
Mechanism.” 


680H 


1664 


MSR_LASTBRANCH_O_FROM_IP 


3,4,6 


Unique 


Last Branch Record 0 (R/W) 


One of 16 pairs of last branch record registers 
on the last branch record stack (680H-68FH). 
This part of the stack contains pointers to the 
source instruction for one of the last 16 
branches, exceptions, or interrupts taken by the 
processor. 


Vol.4 2-363 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-50. MSRs in the Pentium® 4 and Intel® Xeon® Processors (Contd.) 


Register Register Name Model Shared/ 
Address Fields and Flags Avail- UniqueZ Bit Description 
Hex Dec ability 

The MSRs at 680H-68FH, 6COH-6CFH are not 
available in processor releases before family 
OFH, model 03H. These MSRs replace MSRs 
previously located at 1 DBH-1DEH.which 
performed the same function for early releases. 
See Section 17.12, “Last Branch, Call Stack, 
Interrupt, and Exception Recording for 
Processors based on Skylake Microarchitecture.” 

681H | 1665 | MSR_LASTBRANCH_1_FROM_IP 3,4,6 Unique Last Branch Record 1 
See description of MSR_LASTBRANCH_O at 
680H. 

682H | 1666 | MSR_LASTBRANCH_2_FROM_IP 3,4,6 Unique Last Branch Record 2 
See description of MSR_LASTBRANCH_O at 
680H. 

683H | 1667 | MSR_LASTBRANCH_3_FROM_IP 3,4,6 Unique Last Branch Record 3 
See description of MSR_LASTBRANCH_O at 
680H. 

684H | 1668 | MSR_LASTBRANCH_4 FROM_IP 3,4,6 Unique Last Branch Record 4 
See description of MSR_LASTBRANCH_O at 
680H. 

685H | 1669 | MSR_LASTBRANCH_5_FROM_IP 3,4,6 Unique Last Branch Record 5 
See description of MSR_LASTBRANCH_O at 
680H. 

686H | 1670 | MSR_LASTBRANCH_6_FROM_IP 3,4,6 Unique Last Branch Record 6 
See description of MSR_LASTBRANCH_O at 
680H. 

687H | 1671 | MSR_LASTBRANCH_7_FROM_IP 3,4,6 Unique Last Branch Record 7 
See description of MSR_LASTBRANCH_O at 
680H. 

688H | 1672 | MSR_LASTBRANCH_8_FROM_IP 3,4,6 Unique Last Branch Record 8 
See description of MSR_LASTBRANCH_O at 
680H. 

689H | 1673 | MSR_LASTBRANCH_9_FROM_IP 3,4,6 Unique Last Branch Record 9 
See description of MSR_LASTBRANCH_O at 
680H. 

68AH | 1674 | MSR_LASTBRANCH_10_FROM_IP 3,4,6 Unique Last Branch Record 10 
See description of MSR_LASTBRANCH_O at 
680H. 

68BH | 1675 | MSR_LASTBRANCH_11_FROM_IP 3,4,6 Unique Last Branch Record 11 
See description of MSR_LASTBRANCH_O at 
680H. 

68CH | 1676 | MSR_LASTBRANCH_12_FROM_IP | 3,4,6 Unique Last Branch Record 12 
See description of MSR_LASTBRANCH_O at 
680H. 
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Table 2-50. MSRs in the Pentium® 4 and Intel® Xeon® Processors (Contd.) 


Register Register Name Model Shared/ 
Address Fields and Flags Avail- Unique Bit Description 


Hex Dee ability 


68DH | 1677 | MSR_LASTBRANCH_13_FROM_IP | 3,4,6 Unique Last Branch Record 13 


See description of MSR_LASTBRANCH_O at 
680H. 


68EH | 1678 | MSR_LASTBRANCH_14_FROM_IP | 3,4,6 Unique Last Branch Record 14 


See description of MSR_LASTBRANCH_O at 
680H. 


68FH | 1679 | MSR_LASTBRANCH_15_FROM_IP | 3,4,6 Unique Last Branch Record 15 


See description of MSR_LASTBRANCH_O at 
680H. 


6COH | 1728 | MSR_LASTBRANCH_O_TO_IP 3,4,6 Unique Last Branch Record 0 (R/W) 


One of 16 pairs of last branch record registers 
on the last branch record stack (6GCOH-6CFH). 
This part of the stack contains pointers to the 
destination instruction for one of the last 16 
branches, exceptions, or interrupts that the 
processor took. 


See Section 17.12, “Last Branch, Call Stack, 
Interrupt, and Exception Recording for 
Processors based on Skylake Microarchitecture.” 
6C1H | 1729 | MSR_LASTBRANCH_1_TO_IP 3,4,6 Unique Last Branch Record 1 


See description of MSR_LASTBRANCH_O at 
6COH. 


6C2H | 1730 | MSR_LASTBRANCH_2_TO_IP 3,4,6 Unique Last Branch Record 2 


See description of MSR_LASTBRANCH_O at 
6COH. 


6C3H | 1731 | MSR_LASTBRANCH_3_TO_IP 3,4,6 Unique Last Branch Record 3 


See description of MSR_LASTBRANCH_O at 
6COH. 


6C4H | 1732 | MSR_LASTBRANCH_4_TO_IP 3,4,6 Unique Last Branch Record 4 


See description of MSR_LASTBRANCH_O at 
6COH. 


6C5H | 1733 | MSR_LASTBRANCH_5_TO_IP 3,4,6 Unique Last Branch Record 5 


See description of MSR_LASTBRANCH_O at 
6COH. 


6C6H | 1734 | MSR_LASTBRANCH_6_TO_IP 3,4,6 Unique Last Branch Record 6 


See description of MSR_LASTBRANCH_O at 
6COH. 


6C7H | 1735 | MSR_LASTBRANCH_7_TO_IP 3,4,6 Unique Last Branch Record 7 


See description of MSR_LASTBRANCH_O at 
6COH. 


6C8H | 1736 | MSR_LASTBRANCH_8_TO_IP 3,4,6 Unique Last Branch Record 8 


See description of MSR_LASTBRANCH_O at 
6COH. 
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Table 2-50. MSRs in the Pentium® 4 and Intel® Xeon® Processors (Contd.) 


Register Register Name Model Shared/ 
Address Fields and Flags Avail- Unique Bit Description 
Hex Dec ability 

6C9H | 1737 | MSR_LASTBRANCH_9_TO_IP 3,4,6 Unique Last Branch Record 9 
See description of MSR_LASTBRANCH_O at 
6COH. 

6CAH | 1738 | MSR_LASTBRANCH_10_TO_IP 3,4,6 Unique Last Branch Record 10 
See description of MSR_LASTBRANCH_O at 
6COH. 

6CBH | 1739 | MSR_LASTBRANCH_11_TO_IP 3,4,6 Unique Last Branch Record 11 
See description of MSR_LASTBRANCH_O at 
6COH. 

6CCH | 1740 | MSR_LASTBRANCH_12_TO_IP 3,4,6 Unique Last Branch Record 12 
See description of MSR_LASTBRANCH_O at 
6COH. 

6CDH | 1741 | MSR_LASTBRANCH_13_TO_IP 3,4,6 Unique Last Branch Record 13 
See description of MSR_LASTBRANCH_O at 
6COH. 

6CEH | 1742 | MSR_LASTBRANCH_14_TO_IP 3,4,6 Unique Last Branch Record 14 
See description of MSR_LASTBRANCH_O at 
6COH. 

6CFH | 1743 | MSR_LASTBRANCH_15_TO_IP 3,4,6 Unique Last Branch Record 15 
See description of MSR_LASTBRANCH_O at 
6COH. 

CO00_ IA32_EFER 3,4,6 Unique Extended Feature Enables 

0080H See Table 2-2. 

CO00_ IA32_STAR 3,4,6 Unique System Call Target Address (R/W) 

0081H See Table 2-2. 

CO00_ IA32_LSTAR 3,4,6 Unique IA-32e Mode System Call Target Address (R/W) 

0082H See Table 2-2. 

CO00_ IA32_FMASK 3,4,6 Unique System Call Flag Mask (R/W) 

0084H See Table 2-2. 

Coo0_ IA32_FS_BASE 3,4,6 Unique Map of BASE Address of FS (R/W) 

0100H See Table 2-2. 

Coo0_ IA32_GS_BASE 3,4,6 Unique Map of BASE Address of GS (R/W) 

0101H See Table 2-2. 

CO00_ IA32_KERNEL_GS_BASE 3,4,6 Unique Swap Target of BASE Address of GS (R/W) 

0102H See Table 2-2. 

NOTES 


1. For HT-enabled processors, there may be more than one logical processors per physical unit. If an MSR is Shared, this means that 
one MSR is shared between logical processors. If an MSR is unique, this means that each logical processor has its own MSR. 
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2.19.1 MSRs Unique to Intel® Xeon® Processor MP with L3 Cache 


The MSRs listed in Table 2-51 apply to Intel® Xeon® Processor MP with up to 8MB level three cache. These proces- 
sors can be detected by enumerating the deterministic cache parameter leaf of CPUID instruction (with EAX = 4 as 
input) to detect the presence of the third level cache, and with CPUID reporting family encoding OFH, model 
encoding 3 or 4 (see CPUID instruction for more details). 


Table 2-51. MSRs Unique to 64-bit Intel® Xeon® Processor MP with 
Up to an 8 MB L3 Cache 


Register Name Model Avail-| Shared/ 
Register Address Fields and Flags ability Unique Bit Description 


107CCH MSR_IFSB_BUSQO 3,4 Shared IFSB BUSQ Event Control and Counter Register (R/W) 


See Section 18.6.6, “Performance Monitoring on 64- 
bit Intel Xeon Processor MP with Up to 8-MByte L3 


Cache.” 
107CDH MSR_IFSB_BUSQ1 3,4 Shared IFSB BUSQ Event Control and Counter Register (R/W) 
107CEH MSR_IFSB_SNPQO 3,4 Shared IFSB SNPQ Event Control and Counter Register (R/W) 


See Section 18.6.6, “Performance Monitoring on 64- 
bit Intel Xeon Processor MP with Up to 8-MByte L3 


Cache.” 
107CFH MSR_IFSB_SNPQ1 3,4 Shared IFSB SNPQ Event Control and Counter Register (R/W) 
107D0H MSR_EFSB_DRDYO 3,4 Shared EFSB DRDY Event Control and Counter Register (R/W) 


See Section 18.6.6, “Performance Monitoring on 64- 
bit Intel Xeon Processor MP with Up to 8-MByte L3 


Cache.” 
107D1H MSR_EFSB_DRDY1 3,4 Shared EFSB DRDY Event Control and Counter Register (R/W) 
107D2H MSR_IFSB_CTL6 3,4 Shared IFSB Latency Event Control Register (R/W) 


See Section 18.6.6, “Performance Monitoring on 64- 
bit Intel Xeon Processor MP with Up to 8-MByte L3 
Cache.” 


107D3H MSR_IFSB_CNTR7 3,4 Shared IFSB Latency Event Counter Register (R/W) 


See Section 18.6.6, “Performance Monitoring on 64- 
bit Intel Xeon Processor MP with Up to 8-MByte L3 
Cache.” 


The MSRs listed in Table 2-52 apply to Intel® Xeon® Processor 7100 series. These processors can be detected by 
enumerating the deterministic cache parameter leaf of CPUID instruction (with EAX = 4 as input) to detect the 
presence of the third level cache, and with CPUID reporting family encoding OFH, model encoding 6 (See CPUID 
instruction for more details.). The performance monitoring MSRs listed in Table 2-52 are shared between logical 
processors in the same core, but are replicated for each core. 


Table 2-52. MSRs Unique to Intel® Xeon® Processor 7100 Series 


Register Name Model Avail-| Shared/ 
Fields and Flags ability Unique Bit Description 
Register Address 
107CCH MSR_EMON_L3_CTR_CTLO |6 Shared GBUSQ Event Control and Counter Register (R/W) 


See Section 18.6.6, “Performance Monitoring on 
64-bit Intel Xeon Processor MP with Up to 8- 
MByte L3 Cache.” 
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Table 2-52. MSRs Unique to Intel® Xeon® Processor 7100 Series (Contd.) 


Register Name Model Avail-| Shared/ 
Fields and Flags ability Unique Bit Description 
Register Address 
107CDH MSR_EMON_L3_CTR_CTL1 |6 Shared GBUSQ Event Control and Counter Register (R/W) 
107CEH MSR_EMON_L3_CTR_CTL2 |6 Shared GSNPQ Event Control and Counter Register (R/W) 
See Section 18.6.6, “Performance Monitoring on 
64-bit Intel Xeon Processor MP with Up to 8- 
MByte L3 Cache.” 
107CFH MSR_EMON_L3_CTR_CTL3 |6 Shared GSNPQ Event Control and Counter Register (R/W) 
107D0H MSR_EMON_L3_CTR_CTL4 |6 Shared FSB Event Control and Counter Register (R/W) 
See Section 18.6.6, “Performance Monitoring on 
64-bit Intel Xeon Processor MP with Up to 8- 
MByte L3 Cache.” 
107D1H MSR_EMON_L3_CTR_CTLS |6 Shared FSB Event Control and Counter Register (R/W) 
107D2H MSR_EMON_L3_CTR_CTL6 |6 Shared FSB Event Control and Counter Register (R/W) 
107D3H MSR_EMON_L3_CTR_CTL7 |6 Shared FSB Event Control and Counter Register (R/W) 


2.200 MSRS IN INTEL® CORE™ SOLO AND INTEL® CORE™ DUO PROCESSORS 


Model-specific registers (MSRs) for Intel Core Solo, Intel Core Duo processors, and Dual-core Intel Xeon processor 
LV are listed in Table 2-53. The column “Shared/Unique” applies to Intel Core Duo processor. “Unique” means each 
processor core has a separate MSR, or a bit field in an MSR governs only a core independently. “Shared” means the 
MSR or the bit field in an MSR address governs the operation of both processor cores. 


Table 2-53. MSRs in Intel® Core™ Solo, Intel? Core™ Duo Processors, and Dual-Core Intel® Xeon® Processor LV 


Register Shared/ 
Address Register Name Unique Bit Description 
Hex Dec 
OH 0 P5_MC_ADDR Unique See Section 2.23, “MSRs in Pentium Processors,” and see 
Table 2-2. 
1H 1 P5_MC_TYPE Unique See Section 2.23, “MSRs in Pentium Processors,” and see 
Table 2-2. 
6H 6 IA32_MONITOR_FILTER_SIZE Unique See Section 8.10.5, “Monitor/Mwait Address Range 
Determination,” and see Table 2-2. 
10H 16 IA32_TIME_STAMP_COUNTER Unique See Section 17.17, “Time-Stamp Counter,” and see Table 2-2. 
17H 23 IA32_PLATFORM_ID Shared Platform ID (R) 
See Table 2-2. 
The operating system can use this MSR to determine “slot” 
information for the processor and the proper microcode 
update to load. 
1BH 27 IA32_APIC_BASE Unique See Section 10.4.4, “Local APIC Status and Location,” and see 
Table 2-2. 
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Table 2-53. MSRs in Intel® Core™ Solo, Intel’ Core™ Duo Processors, and Dual-Core Intel® Xeon® Processor LV 
Register Shared/ 
Address Register Name Unique Bit Description 
Hex Dec 
2AH 42 MSR_EBL_CR_POWERON Shared Processor Hard Power-On Configuration (R/W) 
Enables and disables processor features; (R) indicates current 
processor configuration. 
0 
1 Data Error Checking Enable (R/W) 
1 = Enabled; 0 = Disabled 
Note: Not all processor implements R/W. 
2 Response Error Checking Enable (R/W) 
1 = Enabled; 0 = Disabled 
Note: Not all processor implements R/W. 
3 MCERR# Drive Enable (R/W) 
1 = Enabled; 0 = Disabled 
Note: Not all processor implements R/W. 
4 Address Parity Enable (R/W) 
1 = Enabled; 0 = Disabled 
Note: Not all processor implements R/W. 
6:5 
BINIT# Driver Enable (R/W) 
1 = Enabled; 0 = Disabled 
Note: Not all processor implements R/W. 
8 Output Tri-state Enabled (R/O) 
1 = Enabled; 0 = Disabled 
9 Execute BIST (R/O) 
1 = Enabled; 0 = Disabled 
10 MCERR# Observation Enabled (R/O) 
1 = Enabled; 0 = Disabled 
11 
12 BINIT# Observation Enabled (R/O) 
1 = Enabled; 0 = Disabled 
13 
14 1 MByte Power on Reset Vector (R/O) 
1 = 1 MByte; O = 4 GBytes 
15 
17:16 APIC Cluster ID (R/O) 
18 System Bus Frequency (R/O) 
19 
21:20 Symmetric Arbitration ID (R/O) 
26:22 Clock Frequency Ratio (R/O) 
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Table 2-53. MSRs in Intel® Core™ Solo, Intel? Core™ Duo Processors, and Dual-Core Intel® Xeon® Processor LV 


Register 
Address 


Hex 


Dec 


Register Name 


Shared/ 
Unique 


Bit Description 


3AH 


58 


IA32_FEATURE_CONTROL 


Unique 


Control Features in |A-32 Processor (R/W) 
See Table 2-2. 


40H 


64 


MSR_LASTBRANCH_O 


Unique 


Last Branch Record 0 (R/W) 

One of 8 last branch record registers on the last branch record 
stack: bits 31-0 hold the ‘from’ address and bits 63-32 hold 
the ‘to’ address. See also: 

« Last Branch Record Stack TOS at 1C9H 


* Section 17.15, “Last Branch, Interrupt, and Exception 
Recording (Pentium M Processors).” 


41H 


65 


MSR_LASTBRANCH_1 


Unique 


Last Branch Record 1 (R/W) 
See description of MSR_LASTBRANCH_O. 


42H 


66 


MSR_LASTBRANCH_2 


Unique 


Last Branch Record 2 (R/W) 
See description of MSR_LASTBRANCH_O. 


43H 


67 


MSR_LASTBRANCH_3 


Unique 


Last Branch Record 3 (R/W) 
See description of MSR_LASTBRANCH_O. 


44H 


68 


MSR_LASTBRANCH_4 


Unique 


Last Branch Record 4 (R/W) 
See description of MSR_LASTBRANCH_O. 


45H 


69 


MSR_LASTBRANCH_5 


Unique 


Last Branch Record 5 (R/W) 
See description of MSR_LASTBRANCH_O. 


46H 


70 


MSR_LASTBRANCH_6 


Unique 


Last Branch Record 6 (R/W) 
See description of MSR_LASTBRANCH_O. 


47H 


71 


MSR_LASTBRANCH_7 


Unique 


Last Branch Record 7 (R/W) 
See description of MSR_LASTBRANCH_O. 


79H 


121 


IA32_BlOS_UPDT_TRIG 


Unique 


BIOS Update Trigger Register (W) 
See Table 2-2. 


8BH 


139 


IA32_BlOS_SIGN_ID 


Unique 


BIOS Update Signature ID (RO) 
See Table 2-2. 


C1H 


193 


IA32_PMCO 


Unique 


Performance Counter Register 
See Table 2-2. 


C2H 


194 


IA32_PMC1 


Unique 


Performance Counter Register 
See Table 2-2. 


CDH 


205 


MSR_FSB_FREQ 


Shared 


Scaleable Bus Speed (RO) 
This field indicates the scaleable bus clock speed: 


2:0 


* 101B: 100 MHz (FSB 400) 
* 001B: 133 MHz (FSB 533) 
* 011B: 167 MHz (FSB 667) 


133.33 MHz should be utilized if performing calculation with 
System Bus Speed when encoding is 101B. 
166.67 MHz should be utilized if performing calculation with 
System Bus Speed when encoding is 001B. 


Reserved 
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Table 2-53. MSRs in Intel® Core™ Solo, Intel? Core™ Duo Processors, and Dual-Core Intel® Xeon® Processor LV 


Register Shared/ 
Address Register Name Unique Bit Description 
Hex Dec 
E7H 231 IA32_MPERF Unique Maximum Performance Frequency Clock Count (RW) 
See Table 2-2. 
E8H 232 | IA32_APERF Unique Actual Performance Frequency Clock Count (RW) 
See Table 2-2. 
FEH 254 | IA32_MTRRCAP Unique See Table 2-2. 
11€H 281 MSR_BBL_CR_CTL3 Shared Control Register 3 
Used to configure the L2 Cache. 
0 L2 Hardware Enabled (RO) 
1 = If the L2 is hardware-enabled 
0 = Indicates if the L2 is hardware-disabled 
71 Reserved 
L2 Enabled (R/W) 
1=  L2 cache has been initialized 
O= Disabled (default) 
Until this bit is set the processor will not respond to the 
WBINVD instruction or the assertion of the FLUSH# input. 
22:9 Reserved 
23 L2 Not Present (RO) 
O= L2 Present 
1= L2Not Present 
63:24 Reserved 
174H 372 | IA32_SYSENTER_CS Unique See Table 2-2. 
175H 373 | IA32_SYSENTER_ESP Unique See Table 2-2. 
176H 374 | IA32_SYSENTER_EIP Unique See Table 2-2. 
179H 377 | IA32_MCG_CAP Unique See Table 2-2. 
17AH 378 | IA32_MCG_STATUS Unique Global Machine Check Status 
0 RIPV 
When set, this bit indicates that the instruction addressed by 
the instruction pointer pushed on the stack (when the 
machine check was generated) can be used to restart the 
program. If this bit is cleared, the program cannot be reliably 
restarted. 
1 EIPV 
When set, this bit indicates that the instruction addressed by 
the instruction pointer pushed on the stack (when the 
machine check was generated) is directly associated with the 
error. 
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Table 2-53. MSRs in Intel® Core™ Solo, Intel? Core™ Duo Processors, and Dual-Core Intel® Xeon® Processor LV 


Register Shared/ 
Address Register Name Unique Bit Description 
Hex Dec 
2 MCIP 
When set, this bit indicates that a machine check has been 
generated. If a second machine check is detected while this bit 
is still set, the processor enters a shutdown state. Software 
should write this bit to O after processing a machine check 
exception. 
63:3 Reserved 
186H 390 | IA32_PERFEVTSELO Unique See Table 2-2. 
187H 391 IA32_PERFEVTSEL1 Unique See Table 2-2. 
198H 408 | IA32_PERF_STATUS Shared See Table 2-2. 
199H 409 | IA32_PERF_CTL Unique See Table 2-2. 
19AH 410 | IA32_CLOCK_MODULATION Unique Clock Modulation (R/W) 
See Table 2-2. 
19BH 411 1A32_THERM_INTERRUPT Unique Thermal Interrupt Control (R/W) 
See Table 2-2. 
See Section 14.8.2, “Thermal Monitor." 
19CH 412 | 1IA32_THERM_STATUS Unique Thermal Monitor Status (R/W) 
See Table 2-2. 
See Section 14.8.2, “Thermal Monitor”. 
19DH 413 | MSR_THERM2_CTL Unique Thermal Monitor 2 Control 
15:0 Reserved 
16 TM_SELECT (R/W) 
Mode of automatic thermal monitor: 
O= Thermal Monitor 1 (thermally-initiated on-die modulation 
of the stop-clock duty cycle) 
1= Thermal Monitor 2 (thermally-initiated frequency 
transitions) 
If bit 3 of the IA32_MISC_ENABLE register is cleared, 
TM_SELECT has no effect. Neither TM1 nor TM2 will be 
enabled. 
63:16 Reserved 
1A0H 416 | IA32_MISC_ENABLE Enable Miscellaneous Processor Features 
(R/W) 
Allows a variety of processor functions to be enabled and 
disabled. 
2:0 Reserved 
3 Unique Automatic Thermal Control Circuit Enable (R/W) 
See Table 2-2. 
6:4 Reserved 
7 Shared Performance Monitoring Available (R) 
See Table 2-2. 
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Table 2-53. MSRs in Intel® Core™ Solo, Intel? Core™ Duo Processors, and Dual-Core Intel® Xeon® Processor LV 


Register Shared/ 
Address Register Name Unique Bit Description 


Hex Dec 


9:8 Reserved 


10 Shared FERR# Multiplexing Enable (R/W) 


1 =  FERR# asserted by the processor to indicate a pending 
break event within the processor 


O= Indicates compatible FERR# signaling behavior 

This bit must be set to 1 to support XAPIC interrupt model 
usage. 

11 Shared Branch Trace Storage Unavailable (RO) 

See Table 2-2. 


12 Reserved 


13 Shared TM2 Enable (R/W) 


When this bit is set (1) and the thermal sensor indicates that 
the die temperature is at the pre-determined threshold, the 
Thermal Monitor 2 mechanism is engaged. TM2 will reduce the 
bus to core ratio and voltage according to the value last 
written to MSR_THERM2_CTL bits 15:0. 


When this bit is clear (0, default), the processor does not 
change the VID signals or the bus to core ratio when the 
processor enters a thermal managed state. 


If the TM2 feature flag (ECX[8]) is not set to 1 after executing 
CPUID with EAX = 1, then this feature is not supported and 
BIOS must not alter the contents of this bit location. The 
processor is operating out of spec if both this bit and the TM1 
bit are set to disabled states. 


15:14 Reserved 

16 Shared Enhanced Intel SpeedStep Technology Enable (R/W) 
1= Enhanced Intel SpeedStep Technology enabled 
18 Shared ENABLE MONITOR FSM (R/W) 

See Table 2-2. 

19 Reserved 

22 Shared Limit CPUID Maxval (R/W) 

See Table 2-2. 


Setting this bit may cause behavior in software that depends 
on the availability of CPUID leaves greater than 2. 


33:23 Reserved 


34 Shared XD Bit Disable (R/W) 
See Table 2-2. 


63:35 Reserved 


1CSH 457 | MSR_LASTBRANCH_TOS Unique Last Branch Record Stack TOS (R/W) 


Contains an index (bits 0-3) that points to the MSR containing 
the most recent branch record. 


See MSR_LASTBRANCH_O_FROML_IP (at 40H). 
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Table 2-53. MSRs in Intel® Core™ Solo, Intel? Core™ Duo Processors, and Dual-Core Intel® Xeon® Processor LV 


Register Shared/ 
Address Register Name Unique Bit Description 
Hex Dec 

1D9H 473 | 1A32_DEBUGCTL Unique Debug Control (R/W) 
Controls how several debug features are used. Bit definitions 
are discussed in Table 2-2. 

1DDH 477 | MSR_LER_FROM_LIP Unique Last Exception Record From Linear IP (R) 
Contains a pointer to the last branch instruction that the 
processor executed prior to the last exception that was 
generated or the last interrupt that was handled. 

1DEH 478 |MSR_LER_TO_LIP Unique Last Exception Record To Linear IP (R) 
This area contains a pointer to the target of the last branch 
instruction that the processor executed prior to the last 
exception that was generated or the last interrupt that was 
handled. 

200H 512 |MTRRphysBaseO Unique Memory Type Range Registers 

201H 513 | MTRRphysMaskO Unique Memory Type Range Registers 

202H 514 | MTRRphysBase1 Unique Memory Type Range Registers 

203H 515 | MTRRphysMask1 Unique Memory Type Range Registers 

204H 516 | MTRRphysBase2 Unique Memory Type Range Registers 

205H 517 | MTRRphysMask2 Unique Memory Type Range Registers 

206H 518 | MTRRphysBase3 Unique Memory Type Range Registers 

207H 519 | MTRRphysMask3 Unique Memory Type Range Registers 

208H 520 | MTRRphysBase4 Unique Memory Type Range Registers 

209H 521 MTRRphysMask4 Unique Memory Type Range Registers 

20AH 522 | MTRRphysBase5 Unique Memory Type Range Registers 

20BH 523 | MTRRphysMask5 Unique Memory Type Range Registers 

20CH 524 | MTRRphysBase6 Unique Memory Type Range Registers 

20DH 525 | MTRRphysMask6 Unique Memory Type Range Registers 

20EH 526 | MTRRphysBase7 Unique Memory Type Range Registers 

20FH 527 | MTRRphysMask7 Unique Memory Type Range Registers 

250H 592 | MTRRfix64K_00000 Unique Memory Type Range Registers 

258H 600 | MTRRfix16K_80000 Unique Memory Type Range Registers 

259H 601 MTRRfix16K_A0000 Unique Memory Type Range Registers 

268H 616 | MTRRfix4K_COO00 Unique Memory Type Range Registers 

269H 617 | MTRRfix4K_C8000 Unique Memory Type Range Registers 

26AH 618 | MTRRfix4K_DOOOO Unique Memory Type Range Registers 

26BH 619 | MTRRfix4K_D8000 Unique Memory Type Range Registers 

26CH 620 | MTRRfix4K_EOO00 Unique Memory Type Range Registers 

26DH 621 MTRRfix4K_E8000 Unique Memory Type Range Registers 

26EH 622 | MTRRfix4K_FOOOO Unique Memory Type Range Registers 

26FH 623 | MTRRfix4K_F8000 Unique Memory Type Range Registers 
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Table 2-53. MSRs in Intel® Core™ Solo, Intel’ Core™ Duo Processors, and Dual-Core Intel® Xeon® Processor LV 
Register Shared/ 
Address Register Name Unique Bit Description 
Hex Dec 

2FFH 767 | IA32_MTRR_DEF_TYPE Unique Default Memory Types (R/W) 
See Table 2-2. 
See Section 11.11.2.1, “IA32_MTRR_DEF_TYPE MSR." 

400H | 1024 | IA32_MCO_CTL Unique See Section 15.3.2.1, “IA32_MCi_CTL MSRs." 

401H | 1025 | IA32_MCO_STATUS Unique See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 

402H | 1026 | IA32_MCO_ADDR Unique See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 
The IA32_MCO_ADDR register is either not implemented or 
contains no address if the ADDRV flag in the 
IA32_MCO_STATUS register is clear. When not implemented in 
the processor, all reads and writes to this MSR will cause a 
general-protection exception. 

404H | 1028 | IA32_MC1_CTL Unique See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

405H | 1029 | 1A32_MC1_STATUS Unique See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 

406H | 1030 | IA32_MC1_ADDR Unique See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 
The IA32_MC1_ADDR register is either not implemented or 
contains no address if the ADDRV flag in the 
IA32_MC1_STATUS register is clear. When not implemented in 
the processor, all reads and writes to this MSR will cause a 
general-protection exception. 

408H | 1032 | IA32_MC2_CTL Unique See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

409H | 1033 | IA32_MC2_STATUS Unique See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 

40AH | 1034 | IA32_MC2_ADDR Unique See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 
The IA32_MC2_ADDR register is either not implemented or 
contains no address if the ADDRV flag in the 
IA32_MC2_STATUS register is clear. When not implemented in 
the processor, all reads and writes to this MSR will cause a 
general-protection exception. 

40CH | 1036 | MSR_MC4_CTL Unique See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

40DH | 1037 | MSR_MC4_STATUS Unique See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 

40EH | 1038 | MSR_MC4_ADDR Unique See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 
The MSR_MC4_ADDR register is either not implemented or 
contains no address if the ADDRV flag in the 
MSR_MC4_STATUS register is clear. When not implemented in 
the processor, all reads and writes to this MSR will cause a 
general-protection exception. 

410H | 1040 | IA32_MC3_CTL See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 

411H | 1041 | 1A32_MC3_STATUS See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 

412H | 1042 |MSR_MC3_ADDR Unique See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 
The MSR_MC3_ADDR register is either not implemented or 
contains no address if the ADDRV flag in the 
MSR_MC3_STATUS register is clear. When not implemented in 
the processor, all reads and writes to this MSR will cause a 
general-protection exception. 
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Table 2-53. MSRs in Intel® Core™ Solo, Intel? Core™ Duo Processors, and Dual-Core Intel® Xeon® Processor LV 


Register 
Address 


Hex 


Dec 


Register Name 


Shared/ 
Unique 


Bit Description 


413H 


1043 


MSR_MC3_MISC 


Unique 


Machine Check Error Reporting Register - contains additional 
information describing the machine-check error if the MISCV 
flag in the I[A32_MCi_STATUS register is set. 


414H 


1044 


MSR_MC5_CTL 


Unique 


Machine Check Error Reporting Register - controls signaling of 
#MC for errors produced by a particular hardware unit (or 
group of hardware units). 


415H 


416H 


1045 


1046 


MSR_MC5_STATUS 


MSR_MC5_ADDR 


Unique 


Unique 


Machine Check Error Reporting Register - contains information 
related to a machine-check error if its VAL (valid) flag is set. 
Software is responsible for clearing IA32_MCi_STATUS MSRs 
by explicitly writing Os to them; writing 1s to them causes a 
general-protection exception. 


Machine Check Error Reporting Register - contains the address 
of the code or data memory location that produced the 
machine-check error if the ADDRV flag in the 
IA32_MCi_STATUS register is set. 


417H 


1047 


MSR_MC5_MISC 


Unique 


Machine Check Error Reporting Register - contains additional 
information describing the machine-check error if the MISCV 
flag in the I[A32_MCi_STATUS register is set. 


480H 


1152 


1A32_VMX_BASIC 


Unique 


Reporting Register of Basic VMX Capabilities (R/O) 
See Table 2-2. 

See Appendix A.1, “Basic VMX Information”. 

(If CPUID.O1H:ECX,[bit 5]) 


481H 


1153 


IA32_VMX_PINBASED_CTLS 


Unique 


Capability Reporting Register of Pin-Based VM-Execution 
Controls (R/O) 


See Appendix A.3, “VM-Execution Controls”. 
(If CPUID.O1H:ECX.[bit 5]) 


482H 


1154 


IA32_VMX_PROCBASED_CTLS 


Unique 


Capability Reporting Register of Primary Processor-Based 
VM-Execution Controls (R/O) 


See Appendix A.3, “VM-Execution Controls”. 
(If CPUID.O1H:ECX.[bit 5]) 


483H 


1155 


IA32_VMX_EXIT_CTLS 


Unique 


Capability Reporting Register of VM-Exit Controls (R/O) 
See Appendix A.4, “VM-Exit Controls”. 
(If CPUID.O1H:ECX.[bit 5]) 


484H 


1156 


IA32_VMX_ENTRY_CTLS 


Unique 


Capability Reporting Register of VM-Entry Controls (R/O) 
See Appendix A.5, “VM-Entry Controls”. 
(If CPUID.O1H:ECX.[bit 5]) 


485H 


1157 


IA32_VMX_MISC 


Unique 


Reporting Register of Miscellaneous VMX Capabilities (R/O) 
See Appendix A.6, “Miscellaneous Data”. 
(If CPUID.O1H:ECX.[bit 5]) 


486H 


1158 


IA32_VMX_CRO_FIXEDO 


Unique 


Capability Reporting Register of CRO Bits Fixed to O (R/O) 
See Appendix A.7, “VMX-Fixed Bits in CRO”. 
(If CPUID.O1H:ECX.[bit 5]) 
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Register Shared/ 
Address Register Name Unique Bit Description 
Hex Dec 
487H 1159 | IA32_VMX_CRO_FIXED1 Unique Capability Reporting Register of CRO Bits Fixed to 1 (R/O) 
See Appendix A.7, “VMX-Fixed Bits in CRO”. 
(If CPUID.O1H:ECX.[bit 5]) 
488H 1160 | IA32_VMX_CR4_FIXEDO Unique Capability Reporting Register of CR4 Bits Fixed to O (R/O) 
See Appendix A.8, “VMX-Fixed Bits in CR4”. 
(If CPUID.O1H:ECX.[bit 5]) 
489H 1161 | IA32_VMX_CR4_FIXED1 Unique Capability Reporting Register of CR4 Bits Fixed to 1 (R/O) 
See Appendix A.8, “VMX-Fixed Bits in CR4”. 
(If CPUID.O1H:ECX.[bit 5]) 
48AH 1162 | IA32_VMX_VMCS_ENUM Unique Capability Reporting Register of VMCS Field Enumeration (R/O) 
See Appendix A.9, “VMCS Enumeration”. 
(If CPUID.O1H:ECX.[bit 5]) 
48BH 1163 | IA32_VMX_PROCBASED_CTLS2 | Unique Capability Reporting Register of Secondary Processor-Based 
VM-Execution Controls (R/O) 
See Appendix A.3, "VM-Execution Controls”. 
(If CPUID.O1H:ECX.[bit 5] and 
IA32_VMX_PROCBASED_CTLS[bit 63]) 
600H | 1536 | IA32_DS_AREA Unique DS Save Area (R/W) 
See Table 2-2. 
See Section 18.6.3.4, “Debug Store (DS) Mechanism.” 
31:0 DS Buffer Management Area 
Linear address of the first byte of the DS buffer management 
area. 
63:32 Reserved 
CO00_ IA32_EFER Unique See Table 2-2. 
0080H 
10:0 Reserved 
11 Execute Disable Bit Enable 
63:12 Reserved 
2.21 MSRS IN THE PENTIUM M PROCESSOR 


Model-specific registers (MSRs) for the Pentium M processor are similar to those described in Section 2.22 for P6 
family processors. The following table describes new MSRs and MSRs whose behavior has changed on the Pentium 
M processor. 


Table 2-54. MSRs in Pentium M Processors 


Register Bit Description 
Address Register Name / Bit Fields 

Hex Dec 

OH 0 P5_MC_ADDR See Section 2.23, “MSRs in Pentium Processors.” 
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Table 2-54. MSRs in Pentium M Processors (Contd.) 


Register Bit Description 
Address Register Name / Bit Fields 
Hex Dec 
1H 1 P5_MC_TYPE See Section 2.23, “MSRs in Pentium Processors.” 
10H 16 IA32_TIME_STAMP_COUNTER See Section 17.17, “Time-Stamp Counter,” and see Table 2-2. 
17H 23 IA32_PLATFORM_ID Platform ID (R) 
See Table 2-2. 


The operating system can use this MSR to determine “slot” information 
for the processor and the proper microcode update to load. 


2AH 42 MSR_EBL_CR_POWERON Processor Hard Power-On Configuration 
(R/W) Enables and disables processor features. 
(R) Indicates current processor configuration. 


0 Reserved 
1 Data Error Checking Enable (R) 

0 = Disabled 

Always 0 on the Pentium M processor. 
2 Response Error Checking Enable (R) 

0 = Disabled 

Always 0 on the Pentium M processor. 
3 MCERR# Drive Enable (R) 

0 = Disabled 

Always 0 on the Pentium M processor. 
4 Address Parity Enable (R) 

0 = Disabled 

Always 0 on the Pentium M processor. 
6:5 Reserved 
7 BINIT# Driver Enable (R) 


1 = Enabled; 0 = Disabled 
Always 0 on the Pentium M processor. 


8 Output Tri-state Enabled (R/O) 
1 = Enabled; 0 = Disabled 
9 Execute BIST (R/O) 
1 = Enabled; 0 = Disabled 
10 MCERR# Observation Enabled (R/O) 


1 = Enabled; 0 = Disabled 
Always 0 on the Pentium M processor. 


11 Reserved 


12 BINIT# Observation Enabled (R/O) 
1 = Enabled; 0 = Disabled 
Always 0 on the Pentium M processor. 


13 Reserved 
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Table 2-54. MSRs in Pentium M Processors (Contd.) 


Register Bit Description 
Address Register Name / Bit Fields 
Hex Dec 
14 1 MByte Power on Reset Vector (R/O) 
1 = 1 MByte; 0 = 4 GBytes 
Always 0 on the Pentium M processor. 
15 Reserved 
17:16 APIC Cluster ID (R/O) 
Always 00B on the Pentium M processor. 
18 System Bus Frequency (R/O) 
0 = 100 MHz 
1 = Reserved 
Always 0 on the Pentium M processor. 
19 Reserved 
21:20 Symmetric Arbitration ID (R/O) 
Always OOB on the Pentium M processor. 
26:22 Clock Frequency Ratio (R/O) 
40H 64 MSR_LASTBRANCH_O Last Branch Record 0 (R/W) 
One of 8 last branch record registers on the last branch record stack: bits 
31-0 hold the ‘from’ address and bits 63-32 hold the to address. 
See also: 
« Last Branch Record Stack TOS at 1C9H. 
* Section 17.15, “Last Branch, Interrupt, and Exception Recording 
(Pentium M Processors)”. 
41H 65 MSR_LASTBRANCH_1 Last Branch Record 1 (R/W) 
See description of MSR_LASTBRANCH_O. 
42H 66 MSR_LASTBRANCH_2 Last Branch Record 2 (R/W) 
See description of MSR_LASTBRANCH_O. 
43H 67 MSR_LASTBRANCH_3 Last Branch Record 3 (R/W) 
See description of MSR_LASTBRANCH_O. 
44H 68 MSR_LASTBRANCH_4 Last Branch Record 4 (R/W) 
See description of MSR_LASTBRANCH_O. 
45H 69 MSR_LASTBRANCH_5 Last Branch Record 5 (R/W) 
See description of MSR_LASTBRANCH_O. 
46H 70 MSR_LASTBRANCH_6 Last Branch Record 6 (R/W) 
See description of MSR_LASTBRANCH_O. 
47H 7) MSR_LASTBRANCH_7 Last Branch Record 7 (R/W) 
See description of MSR_LASTBRANCH_O. 
119H 281 MSR_BBL_CR_CTL Control Register 
Used to program L2 commands to be issued via cache configuration 
accesses mechanism. Also receives L2 lookup response. 
63:0 Reserved 
11€H 281 MSR_BBL_CR_CTL3 Control register 3 
Used to configure the L2 Cache. 
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Table 2-54. MSRs in Pentium M Processors (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Bit Description 


L2 Hardware Enabled (RO) 
1 = If the L2 is hardware-enabled. 
0 = Indicates if the L2 is hardware-disabled. 


Reserved 


ECC Check Enable (RO) 

This bit enables ECC checking on the cache data bus. ECC is always 
generated on write cycles. 

O= Disabled (default) 

1= Enabled 


For the Pentium M processor, ECC checking on the cache data bus is 
always enabled. 


Reserved 


L2 Enabled (R/W) 
1 = Le cache has been initialized 
O= Disabled (default) 


Until this bit is set the processor will not respond to the WBINVD 
instruction or the assertion of the FLUSH# input. 


22:9 
23 


Reserved 


L2 Not Present (RO) 
O= L2 Present 
1=  L2 Not Present 


63:24 


Reserved 


179H 


377 


1A32_MCG_CAP 


Read-only register that provides information about the machine-check 
architecture of the processor. 


7:0 


Count (RO) 

Indicates the number of hardware unit error reporting banks available in 
the processor. 

IA32_MCG_CTL Present (RO) 


1 = Indicates that the processor implements the MSR_MCG_CTL 
register found at MSR 17BH. 


O= Not supported. 


63:9 


Reserved 


17AH 


378 


IA32_MCG_STATUS Global Machine Check Status 


0 


RIPV 


When set, this bit indicates that the instruction addressed by the 
instruction pointer pushed on the stack (when the machine check was 
generated) can be used to restart the program. If this bit is cleared, the 
program cannot be reliably restarted. 


EIPV 


When set, this bit indicates that the instruction addressed by the 
instruction pointer pushed on the stack (when the machine check was 
generated) is directly associated with the error. 
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Table 2-54. MSRs in Pentium M Processors (Contd.) 


Register Bit Description 
Address Register Name / Bit Fields 


Hex Dec 


2 MCIP 


When set, this bit indicates that a machine check has been generated. If a 
second machine check is detected while this bit is still set, the processor 
enters a shutdown state. Software should write this bit to O after 
processing a machine check exception. 


63:3 Reserved 
198H 408 | IA32_PERF_STATUS See Table 2-2. 
199H 409 | IA32_PERF_CTL See Table 2-2. 
19AH 410 | IA32_CLOCK_MODULATION Clock Modulation (R/W). 
See Table 2-2. 
See Section 14.8.3, “Software Controlled Clock Modulation.” 
19BH 411 | IA32_THERM_INTERRUPT Thermal Interrupt Control (R/W) 
See Table 2-2. 
See Section 14.8.2, “Thermal Monitor.” 
19CH 412 | 1A32_THERM_STATUS Thermal Monitor Status (R/W) 
See Table 2-2. 
See Section 14.8.2, “Thermal Monitor.” 
19DH 413 | MSR_THERM2_CTL Thermal Monitor 2 Control 
15:0 Reserved 
16 TM_SELECT (R/W) 


Mode of automatic thermal monitor: 

Q= Thermal Monitor 1 (thermally-initiated on-die modulation of the 
stop-clock duty cycle) 

1 = Thermal Monitor 2 (thermally-initiated frequency transitions) 


If bit 3 of the IA32_MISC_ENABLE register is cleared, TM_SELECT has no 
effect. Neither TM1 nor TM2 will be enabled. 


63:16 Reserved 
1A0H 416 | |IA32_MISC_ENABLE Enable Miscellaneous Processor Features (R/W) 
Allows a variety of processor functions to be enabled and disabled. 
2:0 Reserved 


Vol.4 2-381 


MODEL-SPECIFIC REGISTERS (MSRS) 


Table 2-54. MSRs in Pentium M Processors (Contd.) 


Register 
Address 


Hex Dec 


Register Name / Bit Fields 


Bit Description 


Automatic Thermal Control Circuit Enable (R/W) 


1 = Setting this bit enables the thermal control circuit (TCC) portion of 
the Intel Thermal Monitor feature. This allows processor clocks to 
be automatically modulated based on the processor's thermal 
sensor operation. 

O= Disabled (default). 


The automatic thermal control circuit enable bit determines if the 
thermal control circuit (TCC) will be activated when the processor's 
internal thermal sensor determines the processor is about to exceed its 
maximum operating temperature. 


When the TCC is activated and TM1 is enabled, the processors clocks will 
be forced to a 50% duty cycle. BIOS must enable this feature. 


The bit should not be confused with the on-demand thermal control 
circuit enable bit. 


Reserved 


Performance Monitoring Available (R) 
1 = Performance monitoring enabled. 
O= Performance monitoring disabled. 


9:8 


Reserved 


10 


FERR# Multiplexing Enable (R/W) 

1 = FERR# asserted by the processor to indicate a pending break 
event within the processor. 

O= Indicates compatible FERR# signaling behavior. 

This bit must be set to 1 to support XAPIC interrupt model usage. 


Branch Trace Storage Unavailable (RO) 
1 = Processor doesn't support branch trace storage (BTS) 
O=  BTSis supported 


15:13 


Processor Event Based Sampling Unavailable (RO) 


1 = Processor does not support processor event based sampling 
(PEBS); 

O=  PEBS is supported. 

The Pentium M processor does not support PEBS. 


Reserved 


16 


Enhanced Intel SpeedStep Technology Enable (R/W) 
1 =  €nhanced Intel SpeedStep Technology enabled. 
On the Pentium M processor, this bit may be configured to be read-only. 


22:17 


Reserved 


23 


63:24 


XTPR Message Disable (R/W) 


When set to 1, XTPR messages are disabled. xTPR messages are optional 
messages that allow the processor to inform the chipset of its priority. 
The default is processor specific. 


Reserved 
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Table 2-54. MSRs in Pentium M Processors (Contd.) 


Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Bit Description 


1C9H 


457 


MSR_LASTBRANCH_TOS 


Last Branch Record Stack TOS (R/W) 


Contains an index (bits 0-3) that points to the MSR containing the most 
recent branch record. See also: 
* MSR_LASTBRANCH_O_FROM_IP (at 40H). 


* Section 17.15, “Last Branch, Interrupt, and Exception Recording 
(Pentium M Processors)”. 


1D9H 


473 


MSR_DEBUGCTLB 


Debug Control (R/W) 

Controls how several debug features are used. Bit definitions are 
discussed in the referenced section. 

See Section 17.15, “Last Branch, Interrupt, and Exception Recording 
(Pentium M Processors)." 


1DDH 


477 


MSR_LER_TO_LIP 


Last Exception Record To Linear IP (R) 


This area contains a pointer to the target of the last branch instruction 
that the processor executed prior to the last exception that was 
generated or the last interrupt that was handled. 


See Section 17.15, “Last Branch, Interrupt, and Exception Recording 
(Pentium M Processors)” and Section 17.16.2, “Last Branch and Last 
Exception MSRs." 


1DEH 


478 


MSR_LER_FROM_LIP 


Last Exception Record From Linear IP (R) 


Contains a pointer to the last branch instruction that the processor 

executed prior to the last exception that was generated or the last 

interrupt that was handled. 

See Section 17.15, “Last Branch, Interrupt, and Exception Recording 
(Pentium M Processors)” and Section 17.16.2, “Last Branch and Last 
Exception MSRs.” 


2FFH 


767 


IA32_MTRR_DEF_TYPE 


Default Memory Types (R/W) 


Sets the memory type for the regions of physical memory that are not 
mapped by the MTRRs. 


See Section 11.11.2.1, “IA32_MTRR_DEF_TYPE MSR.” 


400H 


1024 


1A32_MCO_CTL 


See Section 15.3.2.1, "IA32_MCi_CTL MSRs.” 


401H 


1025 


IA32_MCO_STATUS 


See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 


402H 


1026 


IA32_MCO_ADDR 


See Section 14.3.2.3., “IA32_MCi_ADDR MSRs". 

The IA32_MCO_ADDR register is either not implemented or contains no 
address if the ADDRV flag in the IA32_MCO_STATUS register is clear. 
When not implemented in the processor, all reads and writes to this MSR 
will cause a general-protection exception. 


404H 


1028 


IA32_MC1_CTL 


See Section 15.3.2.1, "IA32_MCi_CTL MSRs.” 


405H 


1029 


IA32_MC1_STATUS 


See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 


406H 


1030 


IA32_MC1_ADDR 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 

The IA32_MC1_ADDR register is either not implemented or contains no 
address if the ADDRV flag in the IA32_MC1_STATUS register is clear. 
When not implemented in the processor, all reads and writes to this MSR 
will cause a general-protection exception. 


408H 


1032 


IA32_MC2_CTL 


See Section 15.3.2.1, "IA32_MCi_CTL MSRs." 


409H 


1033 


IA32_MC2_STATUS 


See Chapter 15.3.2.2, “IA32_MCi_STATUS MSRS.” 
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Register 
Address 


Hex Dec 


Register Name / Bit Fields 


Bit Description 


40AH | 1034 


IA32_MC2_ADDR 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 


The IA32_MC2_ADDR register is either not implemented or contains no 
address if the ADDRV flag in the IA32_MC2_STATUS register is clear. 
When not implemented in the processor, all reads and writes to this MSR 
will cause a general-protection exception. 


40CH | 1036 


MSR_MC4_CTL 


See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


40DH | 1037 


MSR_MC4_STATUS 


See Section 15.3.2.2, “IA32_MCi_STATUS MSRS." 


40€H | 1038 


MSR_MC4_ADDR 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 


The MSR_MC4_ADDR register is either not implemented or contains no 
address if the ADDRV flag in the MSR_MC4_STATUS register is clear. 
When not implemented in the processor, all reads and writes to this MSR 
will cause a general-protection exception. 


410H | 1040 


MSR_MC3_CTL 


See Section 15.3.2.1, “IA32_MCi_CTL MSRs.” 


411H | 1041 
412H | 1042 


MSR_MC3_STATUS 
MSR_MC3_ADDR 


See Section 15.3.2.2, “IA32_MCi_STATUS MSRS.” 


See Section 15.3.2.3, “IA32_MCi_ADDR MSRs.” 


The MSR_MC3_ADDR register is either not implemented or contains no 
address if the ADDRV flag in the MSR_MC3_STATUS register is clear. 
When not implemented in the processor, all reads and writes to this MSR 
will cause a general-protection exception. 


600H | 1536 


IA32_DS_AREA 


DS Save Area (R/W) 
See Table 2-2. 


Points to the DS buffer management area, which is used to manage the 
BTS and PEBS buffers. See Section 18.6.3.4, “Debug Store (DS) 
Mechanism.” 


DS Buffer Management Area 
Linear address of the first byte of the DS buffer management area. 


63:32 


Reserved 


2.22 


MSRS IN THE P6 FAMILY PROCESSORS 


The following MSRs are defined for the P6 family processors. The MSRs in this table that are shaded are available 

only in the Pentium II and Pentium III processors. Beginning with the Pentium 4 processor, some of the MSRs in this 
list have been designated as “architectural” and have had their names changed. See Table 2-2 for a list of the archi- 
tectural MSRs. 


Table 2-55. MSRs in the P6 Family Processors 


Register 

Address Register Name / Bit Fields Bit Description 
Hex Dec 
OH 0 P5_MC_ADDR See Section 2.23, “MSRs in Pentium Processors.” 
1H 1 P5_MC_TYPE See Section 2.23, “MSRs in Pentium Processors.” 
10H 16 TSC See Section 17.17, “Time-Stamp Counter.” 
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Table 2-55. MSRs in the P6 Family Processors (Contd.) 


Register 
Address Register Name / Bit Fields Bit Description 
Hex Dec 
17H 23 IA32_PLATFORM_ID Platform ID (R) 
The operating system can use this MSR to determine “slot” information for 
the processor and the proper microcode update to load. 
49:0 Reserved 
52:50 Platform Id (R) 
Contains information concerning the intended platform for the processor. 
52 51 50 
0 O 0O_ Processor Flag 0 
0 O 1 Processor Flag 1 
0 1  O- Processor Flag 2 
0 1 + 1 Processor Flag 3 
1 0 O- Processor Flag 4 
1 0 1 Processor Flag 5 
1 1  O- Processor Flag 6 
1 1 +1 Processor Flag 7 
56:53 L2 Cache Latency Read. 
59:57 Reserved 
60 Clock Frequency Ratio Read. 
63:61 Reserved 
1BH 27 APIC_BASE Section 10.4.4, “Local APIC Status and Location." 
7:0 Reserved 
8 Boot Strap Processor Indicator Bit 
1 = BSP 
10:9 Reserved 
11 APIC Global Enable Bit - Permanent till reset 
1 = Enabled 
0 = Disabled 
31:12 APIC Base Address. 
63:32 Reserved 
2AH 42 EBL_CR_POWERON Processor Hard Power-On Configuration 
(R/W) Enables and disables processor features; 
(R) indicates current processor configuration. 
0) Reserved! 
1 Data Error Checking Enable (R/W) 
1 = Enabled 
0 = Disabled 
2 Response Error Checking Enable FRCERR Observation Enable (R/W) 
1 = Enabled 
0 = Disabled 
3 AERR# Drive Enable (R/W) 
1 = Enabled 
0 = Disabled 
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Register 
Address 


Hex Dec 


Register Name / Bit Fields 


Bit Description 


BERR# Enable for Initiator Bus Requests (R/W) 
1 = Enabled 
0 = Disabled 


Reserved 


BERR# Driver Enable for Initiator Internal Errors (R/W) 
1 = Enabled 
0 = Disabled 


BINIT# Driver Enable (R/W) 
1 = Enabled 
0 = Disabled 


Output Tri-state Enabled (R) 
1 = Enabled 
0 = Disabled 


Execute BIST (R) 
1 = Enabled 
0 = Disabled 


10 


11 


AERR# Observation Enabled (R) 
1 = Enabled 
0 = Disabled 


Reserved 


12 


BINIT# Observation Enabled (R) 
1 = Enabled 
0 = Disabled 


13 


In Order Queue Depth (R) 
1=1 
0=8 


14 


1-MByte Power on Reset Vector (R) 
1 = 1MByte 
0 = 4GBytes 


15 


FRC Mode Enable (R) 
1 = Enabled 
0 = Disabled 


17:16 
19:18 


APIC Cluster ID (R) 


System Bus Frequency (R) 
00 = 66MHz 

10 = 100Mhz 

01 = 133MHz 

11 = Reserved 


21:20 
25:22 


Symmetric Arbitration ID (R) 
Clock Frequency Ratio (R) 


26 


Low Power Mode Enable (R/W) 
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Register 
Address Register Name / Bit Fields Bit Description 
Hex Dec 
27 Clock Frequency Ratio 
63:28 Reserved! 
33H 51 MSR_TEST_CTRL Test Control Register 
29:0 Reserved 
30 Streaming Buffer Disable 
31 Disable LOCK# 
Assertion for split locked access. 
79H 121 BIOS_UPDT_TRIG BIOS Update Trigger Register. 
88H 136 | BBL_CR_DO[63:0] Chunk 0 data register D[63:0]: used to write to and read from the L2 
89H 137 | BBL_CR_D1[63:0] Chunk 1 data register D[63:0]: used to write to and read from the L2 
8AH 138 | BBL_CR_D2[63:0] Chunk 2 data register D[63:0]: used to write to and read from the L2 
8BH 139 | BIOS_SIGN/BBL_CR_D3[63:0] BIOS Update Signature Register or Chunk 3 data register D[63:0] 
Used to write to and read from the L2 depending on the usage model. 
C1H 193 | PerfCtrO (PERFCTRO) Performance Counter Register 
See Table 2-2. 
C2H 194 | PerfCtr1 (PERFCTR1) Performance Counter Register 
See Table 2-2. 
FEH 254 | MTRRcap Memory Type Range Registers 
116H 278 | BBL_CR_ADDR [63:0] Address register: used to send specified address (A31-A3) to L2 during 
cache initialization accesses. 
BBL_CR_ADDR [63:32] Reserved, 
BBL_CR_ADDR [31:3] Address bits [35:3] 
BBL_CR_ADDR [2:0] Reserved Set to 0. 
118H 280 | BBL_CR_DECC[63:0] Data ECC register D[7:0]: used to write ECC and read ECC to/from L2 
119H 281 =| BBL_CR_CTL Control register: used to program L2 commands to be issued via cache 
configuration accesses mechanism. Also receives L2 lookup response 
Reserved 
BL_CR_CTL[63:22] Processor number® 
BBL_CR_CTL[21] Disable = 1 
Enable = 0 
Reserved 
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Register 
Address Register Name / Bit Fields Bit Description 
Hex Dec 
BBL_CR_CTL[20:19] User supplied ECC 
BBL_CR_CTL[18] Reserved 
BBL_CR_CTL[17] L2 Hit 
BBL_CR_CTL[16] Reserved 
BBL_CR_CTL[15:14] State from L2 
BBL_CR_CTL[13:12] Modified - 11,Exclusive - 10, Shared - 01, Invalid - 00 
Way from L2 
BBL_CR_CTL[11:10] Way 0 - 00, Way 1 - 01, Way 2 - 10, Way 3-11 
Way to L2 
BBL_CR_CTL[9:8] Reserved 
BBL_CR_CTL[7] State to L2 
BBL_CR_CTL[6:5] 
BBL_CR_CTL[4:0] L2 Command 
01100 Data Read w/ LRU update (RLU) 
01110 Tag Read w/ Data Read (TRR) 
01111 Tag Inquire (Tl) 
00010 L2 Control Register Read (CR) 
00011 L2 Control Register Write (CW) 
010 + MESI encode Tag Write w/ Data Read (TWR) 
111 + MESI encode Tag Write w/ Data Write (TWW) 
100 + MESI encode Tag Write (TW) 
11AH 282 | BBL_CR_TRIG Trigger register: used to initiate a cache configuration accesses access, 
Write only with Data = 0. 
11BH 283 | BBL_CR_BUSY Busy register: indicates when a cache configuration accesses L2 command 
is in progress. D[O] = 1 = BUSY 
11€H 286 | BBL_CR_CTL3 Control register 3: used to configure the L2 Cache 
BBL_CR_CTL3[63:26] Reserved 
BBL_CR_CTL3[25] Cache bus fraction (read only) 
BBL_CR_CTL3[24] Reserved 
BBL_CR_CTL3[23] L2 Hardware Disable (read only) 
BBL_CR_CTL3[22:20] L2 Physical Address Range support 
111 64GBytes 
110 32GBytes 
101 16GBytes 
100 8GBytes 
011 4GBytes 
010 2GBytes 
001 1GBytes 
000 512MBytes 
BBL_CR_CTL3[19] Reserved 
BBL_CR_CTL3[18] Cache State error checking enable (read/write) 
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Register 
Address Register Name / Bit Fields Bit Description 
Hex Dec 
BBL_CR_CTL3[17:13 Cache size per bank (read/write) 
00001 256KBytes 
00010 512KBytes 
00100 1MByte 
01000 2MByte 
10000 4MBytes 
BBL_CR_CTL3[1 2:11] Number of L2 banks (read only) 
BBL_CR_CTL3[10:9] L2 Associativity (read only) 
00 Direct Mapped 
01 2 Way 
10 4 Way 
11 Reserved 
BBL_CR_CTL3[8] L2 Enabled (read/write) 
BBL_CR_CTL3[7] CRTN Parity Check Enable (read/write) 
BBL_CR_CTL3[6] Address Parity Check Enable (read/write) 
BBL_CR_CTL3[5] ECC Check Enable (read/write) 
BBL_CR_CTL3[4:1] L2 Cache Latency (read/write) 
BBL_CR_CTL3[0] L2 Configured (read/write 
) 
174H 372 | SYSENTER_CS_MSR CS register target for CPL O code 
175H 373 | SYSENTER_ESP_MSR Stack pointer for CPL O stack 
176H 374 | SYSENTER_EIP_MSR CPL O code entry point 
179H 377 | MCG_CAP Machine Check Global Control! Register 
17AH 378 | MCG_STATUS Machine Check Error Reporting Register - contains information related to a 
machine-check error if its VAL (valid) flag is set. Software is responsible 
for clearing I[A32_MCi_STATUS MSRs by explicitly writing Os to them; 
writing 1s to them causes a general-protection exception. 
17BH 379 | MCG_CTL Machine Check Error Reporting Register - controls signaling of #MC for 
errors produced by a particular hardware unit (or group of hardware 
units). 
186H 390 | Perf€vtSel0 (EVNTSELO) Performance Event Select Register 0 (R/W) 
7:0 Event Select 
Refer to Performance Counter section for a list of event encodings. 
15:8 UMASK (Unit Mask) 
Unit mask register set to 0 to enable all count options. 
16 USER 
Controls the counting of events at Privilege levels of 1, 2, and 3. 
17 OS 
Controls the counting of events at Privilege level of 0. 
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Register 
Address 


Hex 


Dec 


Register Name / Bit Fields 


Bit Description 


18 


E 

Occurrence/Duration Mode Select 
1 = Occurrence 

0 = Duration 


19 


PC 
Enabled the signaling of performance counter overflow via BPO pin 


20 


INT 

Enables the signaling of counter overflow via input to APIC 
1 = Enable 

0 = Disable 


22 


ENABLE 

Enables the counting of performance events in both counters 
1 = Enable 

0 = Disable 


23 


INV 

Inverts the result of the CMASK condition 
1 = Inverted 

O = Non-Inverted 


31:24 


CMASK (Counter Mask) 


187H 


391 


Perf€vtSel1 (EVNTSEL1) 


Performance Event Select for Counter 1 (R/W) 


7:0 


Event Select 
Refer to Performance Counter section for a list of event encodings. 


15:8 


UMASK (Unit Mask) 
Unit mask register set to O to enable all count options. 


16 


USER 
Controls the counting of events at Privilege levels of 1, 2, and 3. 


17 


Os 
Controls the counting of events at Privilege level of 0. 


18 


E 

Occurrence/Duration Mode Select. 
1 = Occurrence 

0 = Duration 


19 


PC 
Enabled the signaling of performance counter overflow via BPO pin. 
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Register 
Address Register Name / Bit Fields Bit Description 
Hex Dec 
20 INT 
Enables the signaling of counter overflow via input to APIC. 
1 = Enable 
0 = Disable 
23 INV 
Inverts the result of the CMASK condition. 
1 = Inverted 
0 = Non-Inverted 
31:24 CMASK (Counter Mask) 
1D9H 473 | DEBUGCTLMSR Enables last branch, interrupt, and exception recording; taken branch 
breakpoints; the breakpoint reporting pins; and trace messages. This 
register can be written to using the WRMSR instruction, when operating 
at privilege level O or when in real-address mode. 
0 Enable/Disable Last Branch Records 
1 Branch Trap Flag 
2 Performance Monitoring/Break Point Pins 
3 Performance Monitoring/Break Point Pins 
4 Performance Monitoring/Break Point Pins 
5 Performance Monitoring/Break Point Pins 
6 Enable/Disable Execution Trace Messages 
31:7 Reserved 
1DBH 475 | LASTBRANCHFROMIP 32-bit register for recording the instruction pointers for the last branch, 
interrupt, or exception that the processor took prior to a debug exception 
being generated. 
1DCH 476 | LASTBRANCHTOIP 32-bit register for recording the instruction pointers for the last branch, 
interrupt, or exception that the processor took prior to a debug exception 
being generated. 
1DDH 477 | LASTINTFROMIP Last INT from IP 
1DEH 478 | LASTINTTOIP Last INT to IP 
200H 512 | MTRRphysBaseO Memory Type Range Registers 
201H 513 | MTRRphysMaskO Memory Type Range Registers 
202H 514 | MTRRphysBase1 Memory Type Range Registers 
203H 515 | MTRRphysMask1 Memory Type Range Registers 
204H 516 | MTRRphysBase2 Memory Type Range Registers 
205H 517 | MTRRphysMask2 Memory Type Range Registers 
206H 518 | MTRRphysBase3 Memory Type Range Registers 
207H 519 | MTRRphysMask3 Memory Type Range Registers 
208H 520 | MTRRphysBase4 Memory Type Range Registers 
209H 521 MTRRphysMask4 Memory Type Range Registers 
20AH 522 |MTRRphysBase5 Memory Type Range Registers 
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Register 


Address Register Name / Bit Fields 


Hex Dec 


Bit Description 


20BH 523 | MTRRphysMask5 


Memory Type Range Registers 


20CH 524 | MTRRphysBase6 


Memory Type Range Registers 


20DH 525 | MTRRphysMask6 


Memory Type Range Registers 


20EH 526 | MTRRphysBase7 


Memory Type Range Registers 


20FH 527 | MTRRphysMask7 


Memory Type Range Registers 


250H 592 | MTRRfix64K_00000 


Memory Type Range Registers 


258H 600 | MTRRfix16K_80000 


Memory Type Range Registers 


259H 601 | MTRRfix16K_A0000 


Memory Type Range Registers 


268H 616 | MTRRfix4K_COO000 


Memory Type Range Registers 


269H 617 | MTRRfix4K_C8000 
26AH 618 | MTRRfix4K_DOO000 


Memory Type Range Registers 
Memory Type Range Registers 


26BH 619 | MTRRfix4K_D8000 


Memory Type Range Registers 


26CH 620 | MTRRfix4K_E0000 
26DH 621 | MTRRfix4K_E8000 


Memory Type Range Registers 
Memory Type Range Registers 


26EH 622 | MTRRfix4K_FOOOO 


Memory Type Range Registers 


26FH 623 | MTRRfix4K_F8000 
2FFH 767 | MTRRdefType 


Memory Type Range Registers 
Memory Type Range Registers 


2:0 Default memory type 
10 Fixed MTRR enable 
11 MTRR Enable 


400H | 1024 | MCO_CTL 


401H | 1025 | MCO_STATUS 


Machine Check Error Reporting Register - controls signaling of #MC for 
errors produced by a particular hardware unit (or group of hardware 
units). 

Machine Check Error Reporting Register - contains information related to a 
machine-check error if its VAL (valid) flag is set. Software is responsible 
for clearing |A32_MCi_STATUS MSRs by explicitly writing Os to them; 
writing 1s to them causes a general-protection exception. 


402H | 1026 | MCO_ADDR 


15:0 MC_STATUS_MCACOD 

31:16 MC_STATUS_MSCOD 

57 MC_STATUS_DAM 

58 MC_STATUS_ADDRV 

59 MC_STATUS_MISCV 

60 MC_STATUS_EN. (Note: For MCO_STATUS only, this bit is hardcoded to 1.) 
61 MC_STATUS_UC 

62 MC_STATUS_O 

63 MC_STATUS_V 


403H | 1027 | MCO_MISC 


Defined in MCA architecture but not implemented in the P6 family 
processors. 
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Register 
Address Register Name / Bit Fields Bit Description 
Hex Dec 

404H | 1028 | MC1_CTL 

405H | 1029 | MC1_STATUS Bit definitions same as MCO_STATUS. 

406H | 1030 | MC1_ADDR 

407H 1031 | MC1_MISC Defined in MCA architecture but not implemented in the P6 family 
processors. 

408H | 1032 | MC2_CTL 

409H | 1033 | MC2_STATUS Bit definitions same as MCO_STATUS. 

40AH | 1034 | MC2_ADDR 

40BH 1035 | MC2_MISC Defined in MCA architecture but not implemented in the P6 family 
processors. 

40CH | 1036 | MC4_CTL 

40DH 1037 | MC4_STATUS Bit definitions same as MCO_STATUS, except bits 0, 4,57, and 61 are 
hardcoded to 1. 

40€H 1038 | MC4_ADDR Defined in MCA architecture but not implemented in P6 Family processors. 

40FH 1039 | MC4_MISC Defined in MCA architecture but not implemented in the P6 family 
processors. 

410H | 1040 | MC3_CTL 

411H | 1041 | MC3_STATUS Bit definitions same as MCO_STATUS. 

412H | 1042 | MC3_ADDR 

413H 1043 | MC3_MISC Defined in MCA architecture but not implemented in the P6 family 
processors. 


NOTES 


1.Bit O of this register has been redefined several times, and is no longer used in P6 family processors. 


2.The processor number feature may be disabled by setting bit 21 of the BBL_CR_CTL MSR (model-specific register address 119h) 
to "1". Once set, bit 21 of the BBL_CR_CTL may not be cleared. This bit is write-once. The processor number feature will be disabled 


until the processor is reset. 


3.The Pentium Ill processor will prevent FSB frequency overclocking with a new shutdown mechanism. If the FSB frequency 
selected is greater than the internal FSB frequency the processor will shutdown. If the FSB selected is less than the internal FSB 
frequency the BIOS may choose to use bit 11 to implement its own shutdown policy. 


2.23 


MSRS IN PENTIUM PROCESSORS 


The following MSRs are defined for the Pentium processors. The PS_MC_ADDR, P5_MC_TYPE, and TSC MSRs 
(named IA32_P5_MC_ADDR, IA32_P5_MC_TYPE, and IA32_TIME_STAMP_COUNTER in the Pentium 4 processor) 
are architectural; that is, code that accesses these registers will run on Pentium 4 and P6 family processors without 
generating exceptions (see Section 2.1, “Architectural MSRs”). The CESR, CTRO, and CTR1 MSRs are unique to 
Pentium processors; code that accesses these registers will generate exceptions on Pentium 4 and P6 family 
processors. 
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Hex | Dec Register Name Bit Description 
OH OQ | P5_MC_ADDR See Section 15.10.2, “Pentium Processor Machine-Check Exception Handling.” 
1H 1 P5_MC_TYPE See Section 15.10.2, “Pentium Processor Machine-Check Exception Handling.” 
10H | 16 | TSC See Section 17.17, “Time-Stamp Counter.” 
11H | 17 | CESR See Section 18.6.9.1, “Control and Event Select Register (CESR).” 
12H | 18 | CTRO Section 18.6.9.3, “Events Counted.” 
13H | 19 | CTR1 Section 18.6.9.3, “Events Counted.” 


2.24 MSR INDEX 


MSRs of recent processors are indexed here for convenience. IA32 MSRs are excluded from this index. 


MSR Name and CPUID DisplayFamily_DisplayModel Location 
MSR_ALF_ESCRO 

ee ee ee er ee re eee ee re eT ee See Table 2-50 
MSR_ALF_ESCR1 

QE gieiittreacuniateeade staan sa PAEGd den ea dd tae eet io.haueammttaatimmvnd ome bundded Assn Reeeans See Table 2-50 
MSR_ANY_CORE_CO 

06_4€H, 06_5EH, 06_55H, 06_8E€H, 06_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 

06-GAH 06 GCA viiccccteviauie id tensatiwdakameberans beate Banke nnedech Ree eeduine oe eaesaa anaes 
MSR_ANY_GFXE_CO 

06_4€H, 06_5EH, 06_55H, 06_8E€H, 06_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 

06_6AH, 06: 6CH juste cies techn dad a adawdeeneaadeaebidcly ares emda ee tuke aisdteniaadiws 
MSR_BO_PMON_BOX_CTRL 

OBA Hie soy as sonia dedateaaitig wif ddey daca aba aee ee a aaa che ecards ok MA Re ee See Table 2-17 
MSR_BO_PMON_BOX_OVF_CTRL 

OG ZER cotescaneeetiinconesatesccey noreeeide piacaeeenuands ddeeNtaddenmegs coder gdaaeaaes See Table 2-17 
MSR_BO_PMON_BOX_STATUS 

OG. ZER ve tse sdiwlandeevhneeiewi vaews bhi? evid ears Mave nian Daa yaed Pea thanbeveady maa eesedtes See Table 2-17 
MSR_BO_PMON_CTRO 

OG ZERiiisingnmatadeetnees ete bd ovdeey ledings sis aan pauaitn dn iad tide Seen ME Ant enoemiiats See Table 2-17 
MSR_BO_PMON_CTR1 

OG ZER jade veeerscnttainents eran teat ttdananiat de teiamtanad Oe nammeacudeimanedss ai uaainees See Table 2-17 
MSR_BO_PMON_CTR2 

OG 2ZEM csi sensnenusdas ons die posonniiieerinteaeeesadseobheidandiatiannesgaagstiperewnaexddas See Table 2-17 
MSR_BO_PMON_CTR3 

OG 2G css dete ahideee cd ercgardahbonauiivsaes eiiadee ne détoedanswse needle bbvuccduswennns See Table 2-17 
MSR_BO_PMON_EVNT_SELO 

OG: ZG asit ince inde ke nscneces ean ea tanya dnd Steet eee dane Sadeaer Meena eaan eee See Table 2-17 
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MSR_BO_PMON_EVNT_SEL1 


MSR_BBL_CR_CTL3 


06: OFAPO6 AE wes cece stot nee ti ae Maden ead Caennee cammens 
06_1CH, 06_26H, 06_27H, 06_35H, 06_36H 
06_37H, 06_4AH, 06_4DH, 06_5AH, 06_5DH 


MODEL-SPECIFIC REGISTERS (MSRS) 


Location 


fascias tara sue atautiatedn a ietaro ach okie See Table 2-17 


ania seas ah aarti aera eae See Table 2-17 


dass abaaarewayamapetnn eat imeecreaa cre See Table 2-17 


wis arbln Walfesesdodod @ dic aaserded gatudastupeecueen ae See Table 2-17 


aise a alsin ase ua ceineda nencacttapmee aiece dace See Table 2-17 


s Sava aanada aenienalgnne beeieen See Table 2-17 


aerial Ranayataxents siete ataenearcan eee a eats See Table 2-17 


jiccntel dd oa Sovtenaeiconataaieaes a abso See Table 2-17 


se fansta hide sesso uinaaeenaeinetacate canna See Table 2-17 


ntnn tates aeaaacmed ae eta at See Table 2-17 


periiis stages deveesaetvtoriaciaiveaar ern tents See Table 2-17 


‘act and achcaen debaters unmet See Table 2-17 


Siu tae eeina- aeaaane eae eae See Table 2-17 


sHaGunee a ein addsanN Gin eaaeeen eat See Table 2-17 


Scopus ujnauaceesaite ane anuaiacuye cere cama See Table 2-17 


iGegh HAS Ran Ree Ree See Table 2-17 


tet ae sMenease ante aevoath dtare tue cite cheeate See Table 2-17 


auditors ate Gannon ag eestans saan oe See Table 2-17 


siecbeiaune nanan ate aaG ay ene eae See Table 2-54 


jbtn dee dade NGAGE oN Eead as See Table 2-3 


Bet lated cats at cvaie te Gatcmancahave ani asaret anette ala a & Gin ehea See Table 2-4 
suesu-aenuasniasslaneits aia. qaamn/aueeiue monies teteescatatecnecca@hetavectce ei aseataaeane See Table 2-7 
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MSR_BIOS_DEBUG 

06_8CH, OG CBD iiss ice tie eee ine atedanas dou setanlbng one hee evanadlesids eeelisadsveeiie walORiS 
MSR_BIOS_DONE 

OG 7D OG AGE Mia. ji Scintdin teiticie sites yo. aviansies di ele dunt aie toPaaldle dhetd abe Ging waa dlaupeditienels gaitaaineha alee ae 
MSR_BIOS_MCU_ERRORCODE 

0627 DE OG AER sich ca vecsts amciwis nk dat ayemne ete eee dd same neve Re ENE seed a edt graduate me dehy 

068CH, OG 8DE ii sasceecee tee usedgeta sadeetnentg cue wees Ghdaade paves Meee etsaRaa Nt wacte es 
MSR_BPU_CCCRO 
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See Table 2-53 


See Table 2-54 


See Table 2-45 


See Table 2-44 


See Table 2-44 
See Table 2-45 


See Table 2-50 


See Table 2-50 


See Table 2-50 


See Table 2-50 


See Table 2-50 


See Table 2-50 


See Table 2-50 


See Table 2-50 


See Table 2-50 


See Table 2-50 


See Table 2-42 


See Table 2-42 


See Table 2-42 


See Table 2-50 


See Table 2-50 


See Table 2-17 
See Table 2-24 
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Location 


Sriinmee aneeasedowrniaaeaasaaes See Table 2-33 


Fe poative che (aay iG erases aa earned See Table 2-24 


oF dana same Seana ees See Table 2-33 


EE eee eee ere ee See Table 2-28 
oo Jace Fanta esanhntiekkdda See Table 2-33 


Scavieibeondan Aetna eaceuioe anda cosa ala See Table 2-17 


aA ReaeaHA aa ieatestinne cadet tae See Table 2-17 
oi sGate aoa ae awa aeeeas See Table 2-33 


SB etamageienmateaenehe ane vnee dna dav at blew See Table 2-17 
jiwdue il ewnd anew eneaeaiee See Table 2-24 
ean hug minmadeeaactadaddkace See Table 2-33 


suavevavapitatee sustacranan at aareeeeeTeeas tere See Table 2-17 
viens pahaded eae ha dea E SD See Table 2-24 
524 Adda des band eae Rees See Table 2-33 


Sengaaneafie eee aan Daan Raa See Table 2-17 
dished bbitewanndatcd Seeataates See Table 2-24 
RCE TR eee are ee See Table 2-33 


seahorse Gata layers eens ad See Table 2-17 
acd iss hate aneuncaeaet ae bead See Table 2-24 
2 pacer saa ae ada ddd de See Table 2-33 


Scasasibentatstetanieate eeuioeannateeun saat a natal See Table 2-17 


Sout nat aananer eden aaeaaeehen See Table 2-17 


re ee er ee ee See Table 2-17 


figs Soatne aeseaateas a eaalnaeenee. See Table 2-24 


ja ddtia senna ea aoa PEERS See Table 2-33 


dee enous aera ae aah sae See Table 2-17 


«dale del aGuneeanadalacaanewdaies See Table 2-24 
SAA aa Gea ue ee ae kes See Table 2-33 
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Location 

See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-24 


See Table 2-33 


See Table 2-28 
See Table 2-33 


See Table 2-17 


See Table 2-17 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 
See Table 2-24 
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OG: SEs ssutsesaet se nereesseacna teas enaabana mines dia baasaeaas out eaggatn ei aenensey oe eeaes See Table 2-33 
MSR_C1_PMON_CTR2 

OG CE least sans eae aia ste i cnnrerce windbve Mane deed ma canegesd on Weple amanda aime hale eaiandube Doonan Bene Vee See Table 2-17 

OG: 2DAs tr siacycs stereo vercses sdacuteieaert aaa s ume ce tenaaaite daa era ias eaten See Table 2-24 

O06 SFA ac diecar sated ae enrsoddlicas ido eeannd shen domieue edi aeaneunias a cunaeenahees See Table 2-33 
MSR_C1_PMON_CTR3 

OG CEM facies easesonsnstteres ana anise hfe ne eanteten aac ta deen pa gee pace manana enna cuonsnr mnaaineen tones See Table 2-17 

06. 2D ine pai ads daddiadead see eed baat Lk aoa aaa a eedaa eee eamEeanedeened See Table 2-24 

OGLSF wes ec aetroaaentane sehen sonaiaaaudt antes canis ciagaedeasea niet eeteieensiaeeesmeenee eed See Table 2-33 
MSR_C1_PMON_CTR4 

GCE ce ioscscdire Wet uae may can dade rvi ena ada anee es PaRem eLearn dew A aW teow eas See Table 2-17 
MSR_C1_PMON_CTR5 

OG CE ge dct eae tales de nase due am ace hich Neer ev dasha Yaw tenga maigeede nebula eae does Sarena earn See Table 2-17 
MSR_C1_PMON_EVNT_SELO 

GSES face canatetetanonseninee eae vatan ane nniialts wie seneaingnads ait uahieaananie tenia ceo See Table 2-17 

O62DH viene: ceulens nes sdonndeaabbeieen sewed oe atau een Siwehanaa ame aan eae ened ales See Table 2-24 

OGr SFillsssatctoaare smears beter ge ap oititemie aie at eetotaew eat anal eicamenaieesebaoomenet See Table 2-33 
MSR_C1_PMON_EVNT_SEL1 

G2 CE atv scans eon tanta nccned se penlianaatasa ie vans waa be ey yaaa cia ea Cadi eedaw ida tera ee See Table 2-17 

O62 Dies taatneshinatiecods tora nde Sena sae sgansr edi natmneee iin cuanceencanmeerer ances See Table 2-24 

OG23FH es cdtbaneiid Pata dodanie nathan Abhannn Read a hi onan ee haeaeemen bana dame aes See Table 2-33 
MSR_C1_PMON_EVNT_SEL2 

GER sis aires ng seen Gaerne e ness Ramer ida heeeame thee ata ee netaa tame aeiads gene esenes See Table 2-17 

O622DH siaiaidewasaee admin ddcboavaeiendahd og shaded owaens dalbhnte pees Ree an ead See Table 2-24 

OG SSG rece heros ta cinerea ee ca te tam et es tne sae ese ae aia ection se oes anes See Table 2-33 
MSR_C1_PMON_EVNT_SEL3 

OG ETA a Sessa edvcvtessaanaseeestags tbdansnsanb’at Deunecbod vl euavavsgaeaiavanecechon ptstgehdoast @laeapecatawy aca doe eg aneeapea ah dueualyavemvearadres See Table 2-17 

OG: 2DH ss sncnectsa eating ie dieienitacaas nies netiaeaemedame ae neaunaost aaa aaer eden ee genes See Table 2-24 

O623FH ve. tid haves dian Dondes eae adnate ats Pada Rae Deedee eta oes See Table 2-33 
MSR_C1_PMON_EVNT_SEL4 

GCE cece aaaenn ates sien neces dumiened aiagcr atte ne adsasbeutianiaasaamatnuiaeniaas mane See Table 2-17 
MSR_C1_PMON_EVNT_SEL5 

OGEZER: canrtsant smi eeeri satiate erimaaacatnn nt dive buatare ai ant ongaann pceeaetanneset es See Table 2-17 
MSR_C10_PMON_BOX_FILTER 

VG BE ae sects and 2 hed bcavecd ate Kate doe tntigeanenecd scree did betiscdrac Fle neiein ele aplay dw Pau Rba Guared eindeedebierae See Table 2-28 
MSR_C10_PMON_BOX_FILTERO 

O6:3FH disaicancele aa aelin tens anon i adehinieeeentan an ent oebeneethndhrediaa ss Geen eldie See Table 2-33 
MSR_C10_PMON_BOX_FILTER1 

G2 SER inenane sameaacerccnsseanotmes iain ees eahee taatea paamenia saaeees inate on aia eencmee See Table 2-28 

06. SF vec bit Sacereeidel Seiads thas betel hha dared dan yen e Ne hawiadd Das eerdansebaaedhewaes See Table 2-33 
MSR_C11_PMON_BOX_FILTER 

OG USER ieearesaumnnnea ons oese patie ewss adiaditmentat- ca pecan heated an eeueaainay ce ne pees See Table 2-28 
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MSR_C11_PMON_BOX_FILTERO 

OG Silat artcsnetacaa tenia etada ap tmanatintadniamenies Pamadae auaeenaia anne dieaneaseaneaanes See Table 2-33 
MSR_C11_PMON_BOX_FILTER1 

OG SEF ice tine coetades cad semratuae vase eens ge andstaes eptenG tua ere eater aaa eee See Table 2-28 

OG SEA aise uieaic ei hscaiinenties Covagneindedt bebicaawmnkiak eae adams resin See Table 2-33 
MSR_C12_PMON_BOX_FILTER 

OG SER a iiak batanencaaaatsnnauauresaasmas a netemenaayneaannatihaaaaanns aeauaanae garenoaaacenan ones See Table 2-28 
MSR_C12_PMON_BOX_FILTERO 

OG Giese cimecorsae das alana tadeacenasenererratades eet arunteiet can earGaeateenseenaeee See Table 2-33 
MSR_C12_PMON_BOX_FILTER1 

OG IEE ies sins rener aw veniisanicl naw donpw eceawtiadasewa smd ve Pabdaamaures Peanierel amen Ces See Table 2-28 

OG: FE acct cua Pusirgats nam aeauxeeharaaned ¢tasenta ys ano teaa ahaa: panstenade atnae ee aa See Table 2-33 
MSR_C13_PMON_BOX_FILTER 

OG SEE aise tidneedis yas Mtkw tericrnabtane aati piearepis When san teed emailed nndteaden de pang wl aMID RHE See Table 2-28 
MSR_C13_PMON_BOX_FILTERO 

06: SFA aie vidiadeuhaniebier se tbadene tele bbl etien i aa eoteradaesaele ne aban eae See Table 2-33 
MSR_C13_PMON_BOX_FILTER1 

OG SE siecok catenemreunes asoneauarseect-srnaes hea, ecsle nea acahre ag taenees Aaenecasena cee anncedaeatanne a area seed ana See Table 2-28 

OG: SAH gecictalccge Wine Fane cata ahd os Pyaecate enna damian’ wannaeaed egarste saatebau) ieee eae See Table 2-33 
MSR_C14_PMON_BOX_FILTER 

GSEs penniiiatothnactian paacamhadnan hoaeaied Deadew aie pao monies hei Saas Senne naaeS See Table 2-28 
MSR_C14_PMON_BOX_FILTERO 

OG DGilcatnometacaaanen aniaessca aerwaeatemchamruasieaares Saieanae aide ecniter ana meee Meamea anes See Table 2-33 
MSR_C14_PMON_BOX_FILTER1 

OG SER acne dmc ceesegn cad atematuecycew sai nusces ga tad pean eek eras tae nas See Table 2-28 

OG SEE nc tstitactecehanadcwaacesaaindemenaants iaaicastaneanivauaituareea tak ooheann ates see uurs See Table 2-33 
MSR_C15_PMON_BOX_CTL 

OG: SGiste cine ssenciteat tema aiiaascid aed haaunrags amae yet ee aaeaani at aaetaaetmmeeeent sale See Table 2-33 
MSR_C15_PMON_BOX_FILTERO 

OG: SE we sitancitavtad pind iains Bian Soldiea date yaaa, ssaue tials va PbuaanaGandy eyerasaine epee oan See Table 2-33 
MSR_C15_PMON_BOX_FILTER1 

O6SE e ndiceatceihorndan saa wmhhdeae boeaind Poadien ath Red Gonie ied Reds Fe alee ER aS See Table 2-33 
MSR_C15_PMON_BOX_STATUS 

OG BR ties sahpeteiiae ate ciiees: canes waeuremenaanaetasyessseaeat near eneiaarmetennnaseaaeeane See Table 2-33 
MSR_C15_PMON_CTRO 

OG SIGE na cecihecestegs cat seoeauaeucew aun ceases gatas pe aenu nee meek weueuaa tae ee eee See Table 2-33 
MSR_C15_PMON_CTR1 

OG BF ids sie sine nee gad ath uanead Hate apitnwtne da eidderaaaNiaiaad Aasgaminatas nebiane we egaohe CASES See Table 2-33 
MSR_C15_PMON_CTR2 

OG SEH ses dimtverddbin adie deviniw a dadas doiesdatal de deesae dew adssal ee dad eae eee dee nes See Table 2-33 
MSR_C15_PMON_CTR3 

OG SE iicccehuieees saasaucs ca teases sehen can iaca nes ianntanteas aman ts dabouincneeeea aes See Table 2-33 
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Location 


Lane Dnannte reece eaves, Aaaeementie a See Table 2-33 


Hats gate ee ae ene ete nes Aa a See Table 2-33 


rae apasia’ sui ysieeet ap aparece euasapactedayentiaete See Table 2-33 


‘.titatGehae aioe hacnwins Mae eareens See Table 2-33 


Leite can Salieestntees sa eau een erates See Table 2-33 


Pane Ghee aes e-cie e maa ae Pe See Table 2-33 


a iioe Gucarineiett age crane /vieapeannaesn seer eect See Table 2-33 


stupid tiearmateae ieee bat aekaeiegaes See Table 2-33 


CS ee eee eee See Table 2-33 


ey ee ee eee eae See Table 2-33 


ctsfvareiirat aed eye are ataracevente nape on earatarers See Table 2-33 


‘idee ubena dace tale awean eae See Table 2-33 


esiinnhe casaqeht ar deatesaca teeeiud tsthtvacthe ean anetecs See Table 2-33 


eee eee et See Table 2-33 


sei lettctus acigia ace tracers Buaniaccamreaeee See Table 2-33 


Hiugaawehewns anceaw eaberaaaeeees See Table 2-33 


Ee owner meena aa eyes See Table 2-33 


SR ete ee ee ee See Table 2-33 


stinisceenuaviud see piesa athe renvone es See Table 2-33 


LiidedhGchas weeedawaing aaeu eames See Table 2-33 


brannte ean Saditusseatens, saan tie eae cannes eee See Table 2-33 
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MSR_C17_PMON_CTR1 

OG BT arecatagn ote cn arace teeta ae cee estas a tyeegenssa tomes aniceetenaress Sana a.e qacaeenesiae anne tenes Meenas See Table 2-33 
MSR_C17_PMON_CTR2 

OG 23 Gila: cite coereaecad siesta vaew aur nueie gatas epee ta a eeaterers aaa oeait se eae See Table 2-33 
MSR_C17_PMON_CTR3 

OG SFI aisase. shoe acereyyrtacinsetinaneseos eamiagmp irvine te wvanare rasa dukd crgumenaaereaumnente Mane au See Table 2-33 
MSR_C17_PMON_EVNTSELO 

06 SA esta nen cdabendee dueniwea danas iad cabnlae desde te eased whee dadhes eee bee den naes See Table 2-33 
MSR_C17_PMON_EVNTSEL1 

OG: SG a totus cs saanacues tatiana sehen stiuaca seni ndaadeas thawed nia eteamecner seat See Table 2-33 
MSR_C17_PMON_EVNTSEL2 

GIFs cc cuales cinseeaads momacuensAaseas wad ptadsnt ons ase Sead eakcoeaans pater tage smmcne tae See Table 2-33 
MSR_C17_PMON_EVNTSEL3 

OG BA ies edatecesa a pated Hash wetearicraabtiane dati pinareptias Wheanss saitn treed wmugielgrdd anncteaden de paamegoinn Hae aMID RHE See Table 2-33 
MSR_C2_PMON_BOX_CTRL 

06 CE ai cnt. cen iteende tine peal e Condiadandtan debt eg wemiaa ae eae MadeiaGeele oe hewnaes res See Table 2-17 

O62 Dis sccnacamacacisschacan aie peedeicsegen nimmaeieeaaaeregannd sodieica na naraaneenaes See Table 2-24 

OG SEE ices .anecamiaanonauiuecaarnaeaneiunhas neato nic daaiasnns aeaauiaecad aifeaeengeesan- ands See Table 2-33 
MSR_C2_PMON_BOX_FILTER 

OB 2D card tite pemingten tance series gustan anes aa orient aamnien sada oma epee aaa See Table 2-24 
MSR_C2_PMON_BOX_FILTERO 

OG SFA rc. dadepesyriae onivsunesttar yaa donpviadcee uted asad naaaw Padsasaduuneaniwe aera e abe See Table 2-33 
MSR_C2_PMON_BOX_FILTER1 

06 SEH: sivwnenrcdhendeh ancien oranc Adam eenhobhh daa peehtonewamilabenee dl-badeeaumeeraen anes See Table 2-28 

OG A GRaee canteveeneage cad tema teen caudate gatas bana ties sae cece naae nee enna See Table 2-33 
MSR_C2_PMON_BOX_OVF_CTRL 

OG EN ease etterecta pha Bt taaneseod Hamongptenrtienre da wieaare raged cguminatpaaatinewte ual ne eau See Table 2-17 
MSR_C2_PMON_BOX_STATUS 

06. CEH osha e atawd dibeudeebeeciwadaaas daierndaenn deedetadie ae eateseb atiens bh eweeetbdan dea naes See Table 2-17 

OG: SAH ect atatchen pine Pmt sacees BIG epee cetemag tea teady wea eLs chars Payee esau Rae aE See Table 2-33 
MSR_C2_PMON_CTRO 

06 CEH air ead ceibaceorekan ebhiaeamheleead dele dadaeaheeae hist raah is a baee howe anaes See Table 2-17 

OG 2D Hi sacccasabseecisatsasseenaspoaniiesecari nme euaeaereda reas aintiance ae aceaeT see es See Table 2-24 

OG: Gi te sate gneteqnaara tite nemerest aaa syedunseutimtaa aeaatenanetinaaa danas noae sans aaeacraageaunea nes See Table 2-33 
MSR_C2_PMON_CTR1 

OG Clnatn cite vaehaegs chan aaueuese ane cases daca d ep anunuiaas mane wena eae anne See Table 2-17 

06 CDH coitied pialnde ean desndwn leave Eb baareniweted ae Cdnaiadeclens abbhitiadiauniaeeennaes See Table 2-24 

OG BF rissa n.taceetosiniad Mothitnertnd Haale Santor da Wiad MaMa Gan Rap ewan aN iewagee LALA CaS See Table 2-33 
MSR_C2_PMON_CTR2 

06 CEH esc iteis ciabiunudieeGien me auenenimeedepadauaeendeten phiiad emees daahanadonden dea naes See Table 2-17 

OG 22D rg acchk emerges taste ieee iaaasleea aes sauue gare Gates eansney eee eee aae eas See Table 2-24 

OG GE as sista ne cata achanachenieaie ce Mehanedaanner aa sue acutemaaidaanancana eam aattmne aeatieea iss See Table 2-33 
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MSR_C2_PMON_CTR3 

OG CER ae cere teastpesasrnecressrua ce veeeeanas Secenae a thectrns aces tga dA Acree a Raat Mena camedeeenteones See Table 2-17 

OG ADA ay idecsecaihaciecietd Seo stepedeeldceed Gos Bid ai Bek dette deacaree a peiisbe dea ona ov arcansd gat Wearaiaigrnsl ec dearnee pane epaaeee orate See Table 2-24 

OG 2A GE Ach tose eaten ee ne Peden daaeeng ss ee tenga og ie eee hata eae sea aea clean See Table 2-33 
MSR_C2_PMON_CTR4 

G2 ETA seus ee es caeer saan everesng abe thasayh teaver toevesnuns ater cpcraca ag evap eaves Ot aresnaeT ne eat saaresnn ated acess See Table 2-17 
MSR_C2_PMON_CTR5 

OG22EH ds Fccnee cesta beck dae Aa ba ehoadcewenae viens cane Merk one aiaeee denen eke See Table 2-17 
MSR_C2_PMON_EVNT_SELO 

OG CEH ac: car naattnmccn to's aad ea ganas eas ecinaees tae eid aae hen eeu eg uarewes aeate uate veshnin See Table 2-17 

OBS 2D cisco. nave soavsatae soutien cem@esareie dm anerananauere sma via qaree Meaadenee ae santo atens See Table 2-24 

OG: AGH accccasance? ae penmeetadcnd dane oraios sate niiataad ee oh esantamdaameiaenaeesaenaeehee See Table 2-33 
MSR_C2_PMON_EVNT_SEL1 

OG EI ce sos sae Seb Seki seatdck wlasaana ged: avb dear cpus ibaa WA bev Deacaraeln feclnre Sededel wag due vided ela dets timrech’nig: Mate geese oeepes See Table 2-17 

OG ADE i. ecuctiiig amatanee adhd aenaeirsenete wie aimneeie aan aaa neha aa adcimgbamunaimaaiae ended renee See Table 2-24 

OG2SFH ti. cccevaesinded aa dsnet Maken ea heilcee eaten uh dae sear aed enee nia eemeiees See Table 2-33 
MSR_C2_PMON_EVNT_SEL2 

Gc 2 ERE ace areeres, ten ape-seosncatpveeeoare er muctecnaca pce niece anne don teases actesea- te cancpn acca ous uh genta steven aoaee gece ann eiayeres mateo See Table 2-17 

O62 ADA ii ccccseapandea NP iw ae tas cenxauae cea mab lead vane oa shan Demet naaebe pete steniauies See Table 2-24 

OGG areenrea cet cencnettsaig ss tao ee me gatas geniatati ide emer at anas eae ea ess eames See Table 2-33 
MSR_C2_PMON_EVNT_SEL3 

OG EH aes sesivince She via neeseto iv tend pa ois Bader Taide eat gienaveFin Hee ena eE Tid ee Negus Gee OR NTO See Table 2-17 

HDA a ccceesteacs cect anes sn teats ar aeaana- ava toveaperceacdtaed nunca. ae pater rte nateghine a ataneetnele ae nattnanantansa aaeame a teetes See Table 2-24 

O62 SFR vache eaheant te deans ats tees omneacewndas Viney Oe haehiw dgdcracads tanasaendutnies See Table 2-33 
MSR_C2_PMON_EVNT_SEL4 

OG CET cart cacy sc estecisenegets. cx aystertvdiess aareanre'eye ta eetia-a ch dersesence wie capied gail acan aap eaneansdeeee amie aee aaeeten See Table 2-17 
MSR_C2_PMON_EVNT_SEL5 

OG: CEG cat eteactetoseneeseanteian be otetansanm si cite aaah aanntmdameaieeteeseongenen See Table 2-17 
MSR_C3_PMON_BOX_CTRL 

O68 EH eaeeete nd acesarea bn bandeaainde Ghd a vena eoeian ea bode dou h agen d aedeboe dards Gan y ooieautes See Table 2-17 

O62 2DE i ctetatqacecesebanmcnensasaue marinate 1eenonshaarta uutasetaamnatauniauatease nes See Table 2-24 

O6°SFH Rai ccieerktsnerdd ie iadeenv sora eehtcneeneea da Rideeah dian emidcuk oheadse bisehamidds See Table 2-33 
MSR_C3_PMON_BOX_FILTER 

OG 2D aa sane cease ec eavsea ates toa ede eozeehs, pn reentyena as dens eadiuas a Hane arecsieaie'y arte drama nati anneea Qussnmaealenes See Table 2-24 
MSR_C3_PMON_BOX_FILTERO 

OG SR les scat ge peta ein orae a ce omeeetactegan ee dns ae madsen ae arate renee ieee See Table 2-33 
MSR_C3_PMON_BOX_FILTER1 

GSE aaa ntbns vse say nara salem epytaatee a buvedie panel winenchng aioe anveGenunuind Muse icana necalemenver tes See Table 2-28 

G2 SE nara eateeasaaeessecnonarnametaueamn rea stuart eanacundeaketad panenanecaaen innate See Table 2-33 
MSR_C3_PMON_BOX_OVF_CTRL 

OGG M to case tete etaaeiinne cs sae atensaame ute pegeasansoade gr saa eunsa. ee debuerneosa tases See Table 2-17 


MSR_C3_PMON_BOX_STATUS 
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Location 
See Table 2-17 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-17 


See Table 2-17 
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Location 


SE eee ee eee See Table 2-17 
das avgutsemaeeauste dear eaneladovianernre maaterir a aes See Table 2-24 
an Maecenas Ge hese alas ae A See Table 2-33 


d seuayastninialatesa aparacesncendeisais aiaaaeaeieses See Table 2-24 


‘acu he hie sees bactw me Maa See Table 2-33 


Lon suave Rta iatesa sa eee ae ea eacnrel ee See Table 2-28 
stir c-puvenl one are atanieetre Hannon errata See Table 2-33 


sitet Gina aciore hace eurearn nena See Table 2-17 


einshe dune sliced atesalaneee dubartit ath ea areters See Table 2-17 
chon at aria ae Aaah © aeRO See Table 2-33 


Se Se ee ee re eee See Table 2-17 
dine tutnes Snetaes teaeeen ea aeeant oon atone See Table 2-24 
Sueuaeenaeane DeeeGR tales eee ae See Table 2-33 


stscive E uvatane oye Revi araeaceteuste wanda onan s See Table 2-17 
stiinavina Beatayesaeetrtcanciadaesaetaesraaeutanutass See Table 2-24 
Absiesiia ara aceertamie Gu earnaaateee See Table 2-33 


etepute vant ain ced aoesatan ete aut artnasth heaaetend See Table 2-17 


sipiitiscral gti teeena ahaa owes See Table 2-24 


ede Hitnaedannee nee aata a eee See Table 2-33 


i srgacees raM eee tracateiea ean aceaeeioneeee See Table 2-17 


susik anti ts stanet a. eve ntatnaairaa ciate hence See Table 2-24 


SHuicadihinies Sunaeiew eat eraaaieees See Table 2-33 


EX ASP anaerr meen aaa enya Aaa See Table 2-17 


Pisiia Ga tengha sae ntl nie een eek See Table 2-17 


ste anserahusraud yeneetay saree aah nenyentite ss See Table 2-17 


acti setuatehntayehs aeeieasceaiiana ahevanscacana patos See Table 2-24 


iiieaded dis reRhee ewe Mateus See Table 2-33 


brannte cea Strate teatens, sa eea unit tie eae cannes eee See Table 2-17 
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Location 
See Table 2-24 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-24 


See Table 2-33 


See Table 2-28 
See Table 2-33 


See Table 2-17 


See Table 2-17 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 
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MSR_C5_PMON_CTR3 

OG CET ae cere aeactpessasrnteeresstua ce vaee- anes Secenaeeathectras aces tao tA Acme Ra Reamer Memes cameee encores See Table 2-17 

OG ADA ay cdecsecaibaciecieed Seo stepedeeldceed Ges Bid ai Bee ded ts doacaree a peiiabe doa dna vor aecensd get Wie-araiaigrnsl eden pane epee orare See Table 2-24 

GAGE Aah toe eae ne Peden ace g sa ve teagan ie eee hada eae eee aa cieamee See Table 2-33 
MSR_C5_PMON_CTR4 

G2 ETN ees aaaee encore saan everestna abs thssayh te tteneet toevosnuns ares crcraca ag auau havens Ot earasnaeT nv este saiaresnn Ge aaetenpeancces See Table 2-17 
MSR_C5_PMON_CTR5 

OG22EH ds Zeina seated beck dae Ade ba eaoadcewegae viens canes Merk on ere aiaeee a caeean ete See Table 2-17 
MSR_C5_PMON_EVNT_SELO 

OG CEH ac: ca naattnmaccn to's aad eaganteee sas ecnateas cae aed aaae hen een tg iarewies aeate uae veshnin See Table 2-17 

OBS 2D cisco. nave soavsatae soutien cem@esareie dm anerananauere sma via qaree Meaadenee ae santo atens See Table 2-24 

OG: AGH a ccccasance? ie eneertadcnd dane oraios sate niGiataad ee ons santamiaameiaenaeesarnaeehee See Table 2-33 
MSR_C5_PMON_EVNT_SEL1 

OG EI cca sos sae Seb suki seardck wlasaana ged avb dear cpus a Vibin a GEA bev Deacaraewln feclnre Eediete wag due veg elt det timrech’nig: Mate geass oer See Table 2-17 

OG ADE cecuctiniig arnaclanee tachi aenaeiranete wo aamneeie aan aaa ne hatetealaa adding bamnaimnaaaiae saad renee See Table 2-24 

OG8SFH ti gccevaesnded ae dsnet Maken ea heinlcee eaten vad dae sear aetdenee nia Hem niaes See Table 2-33 
MSR_C5_PMON_EVNT_SEL2 

Gc 2 ERE ace areeres, ten ape-seosncatpveeeoare er muctecnaca pce niece anne don teases actesea- te cancpn acca ous uh genta steven aoaee gece ann eiayeres mateo See Table 2-17 

O62 ADA ii ccccseapandea NP iw ae tas cenxauae cea mab lead vane oa shan Demet naaebe pete steniauies See Table 2-24 

OGG areeenreacetcencnet sales tate me qabasgeniatatigide emer anas eee ea eses aan See Table 2-33 
MSR_C5_PMON_EVNT_SEL3 

(0 Said op eee eee eee ee ee ee ee eee See Table 2-17 

HDA a ccceesteacs cect anes sn teats ar aeaana- ava toveaperceacdtaed nunca. ae pater rte nateghine a ataneetnele ae nattnanantansa aaeame a teetes See Table 2-24 

O62SFA ga. oiiay eaheash te dean ates Maaediewndas Penny Oe hnehite dg dcracads tanasaenaetnies See Table 2-33 
MSR_C5_PMON_EVNT_SEL4 

OG CET cart cass sestecisenrgens. ca aystertvdiesd aarasnre'eye ee eetia-a ch cersesenc a wie capil gail acan aap taneandeeee aie aee aaeetes See Table 2-17 
MSR_C5_PMON_EVNT_SEL5 

OG CEG cat etenctetoseneeseanteian de otetansanim si cieehe aaah anna eaieeeesecongenen See Table 2-17 
MSR_C6_PMON_BOX_CTRL 

O62 EH teed Riacesarcabn Bandeaainde Ghd a vena eoeiaa ea boa dou h apne d aedieboy dards Gandy aoe ate See Table 2-17 

Ge 2DE i ateeatqacecesevanmcnensasaue mac uinetea1eenonshaarta autasetaampatauciauatease nee: See Table 2-24 

O6°SFH ai ccieerkt snerdd ie iaaeeens drape ehcneneen da Rideeh dian emilee cheadse Gisahiamnidds See Table 2-33 
MSR_C6_PMON_BOX_FILTER 

OG 2D aa sani crnss cs arsenate toa ates wozeehs, gn eretntvena as den eaia a Hauer aresieaie'y arinE draatenr nati anunea Qussaealeanes See Table 2-24 
MSR_C6_PMON_BOX_FILTERO 

OG SR less cate gt peta ee orae as ce omeeetaceeganee dns ae masa en aa arate sere eaaees iain See Table 2-33 
MSR_C6_PMON_BOX_FILTER1 

MG SE i area nibns av se caty nara ao salem capitate is buvedie sawal wine ng atioe anveGapunuind Mawel tcaa ne calmenver es See Table 2-28 

G2 SE namsan eaateeasareesscenonarenaemet utah rea sducrt eanacundeaketad sae atnecaaeniunencmes See Table 2-33 
MSR_C6_PMON_BOX_OVF_CTRL 

OGG toe case eete staat ine cs saeatenaaame ts peseasansorde gr saaeunsa see debuerneosa tenes See Table 2-17 
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Location 
See Table 2-17 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-17 


See Table 2-17 


MSR Name and CPUID DisplayFamily_DisplayModel 
MSR_C7_PMON_BOX_CTRL 


MODEL-SPECIFIC REGISTERS (MSRS) 


Location 


SE eee ee eee See Table 2-17 
das avgutsemaeeauste dear eaneladovianernre maaterir a aes See Table 2-24 
an Maecenas Ge hese alas ae A See Table 2-33 


d seuayastninialatesa aparacesncendeisais aiaaaeaeieses See Table 2-24 


‘acu he hie sees bactw me Maa See Table 2-33 


Lon suave Rta iatesa sa eee ae ea eacnrel ee See Table 2-28 
stir c-puvenl one are atanieetre Hannon errata See Table 2-33 


sitet Gina aciore hace eurearn nena See Table 2-17 


einshe dune sliced atesalaneee dubartit ath ea areters See Table 2-17 
chon at aria ae Aaah © aeRO See Table 2-33 


Se Se ee ee re eee See Table 2-17 
dine tutnes Snetaes teaeeen ea aeeant oon atone See Table 2-24 
Sueuaeenaeane DeeeGR tales eee ae See Table 2-33 


stscive E uvatane oye Revi araeaceteuste wanda onan s See Table 2-17 
stiinavina Beatayesaeetrtcanciadaesaetaesraaeutanutass See Table 2-24 
Absiesiia ara aceertamie Gu earnaaateee See Table 2-33 


etepute vant ain ced aoesatan ete aut artnasth heaaetend See Table 2-17 


sipiitiscral gti teeena ahaa owes See Table 2-24 


ede Hitnaedannee nee aata a eee See Table 2-33 


i srgacees raM eee tracateiea ean aceaeeioneeee See Table 2-17 


susik anti ts stanet a. eve ntatnaairaa ciate hence See Table 2-24 


SHuicadihinies Sunaeiew eat eraaaieees See Table 2-33 


EX ASP anaerr meen aaa enya Aaa See Table 2-17 


Pisiia Ga tengha sae ntl nie een eek See Table 2-17 


ste anserahusraud yeneetay saree aah nenyentite ss See Table 2-17 


acti setuatehntayehs aeeieasceaiiana ahevanscacana patos See Table 2-24 


iiieaded dis reRhee ewe Mateus See Table 2-33 


brannte cea Strate teatens, sa eea unit tie eae cannes eee See Table 2-17 
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Location 
See Table 2-24 
See Table 2-33 


See Table 2-17 
See Table 2-24 
See Table 2-33 


See Table 2-17 


See Table 2-24 


See Table 2-33 


See Table 2-17 


See Table 2-17 


See Table 2-19 


See Table 2-28 


See Table 2-33 


See Table 2-28 


See Table 2-33 


See Table 2-28 
See Table 2-33 


See Table 2-19 


See Table 2-19 
See Table 2-33 


See Table 2-19 
See Table 2-28 
See Table 2-33 


See Table 2-19 
See Table 2-28 
See Table 2-33 


See Table 2-19 
See Table 2-28 
See Table 2-33 
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MSR Name and CPUID DisplayFamily_DisplayModel Location 
MSR_C8_PMON_CTR3 

OG SAI a cezea tenstecrsatsn cecresstusas ds ees anny Secenetwghtctrastrgeese ataa ta a armenGne Rah a Paathate eaesd Aaa aetna encores See Table 2-19 

OG SET cane ae see sete scateeh whastcand cep subd cpus a Wieeare A See teacerawlnaguchahe Bede now ge Hoe urdie es dees dmreed nage hate eae arate See Table 2-28 

OG AGF eecch cence ae een ie ohana ences os te eaagt tone oes Sea adae eas eaataa diene See Table 2-33 
MSR_C8_PMON_CTR4 

ET nace ceuc ave es coir suan everest abe thasayh teaver toevesnn are cpcracce ag apt ven OearasnasT A neste aaa Ge aatemienpeancees See Table 2-19 
MSR_C8_PMON_CTR5 

O62 Fes Fccnee senda heck Dae Aas bee adaal ewe ves cae Merk nee ade ee dena ee See Table 2-19 
MSR_C8_PMON_EVNT_SELO 

OG 2 CE ieex cama gatmacn come andy isageeee ca basis me nen ae cis iaae bene cuisines aeate uae deena See Table 2-19 

OG Ears srcspueeiertunrn nent aa ate o canioan cre tists cnt ainae wien cet ad aetna ee buen iiens See Table 2-28 

OG: AGHisesecttonnct sesese naan dene orniongatienidisabnacnt ans Guitecambeseaae earn eebee See Table 2-33 
MSR_C8_PMON_EVNT_SEL1 

OG A cece see oe See shew deavtee as ane cess dear cpes av bia a A'S ben Deacaraerln fechare Sedieteew Gay Boe Udeg ea del Hdnrec nage ate geass ed oeeres See Table 2-19 

OG: SEH wet cas centapeinesmeunassaaaaie aaetsae ten ascun ee aidet a mencenensaaneerancterea outene nae. See Table 2-28 

O69 iagcdeererd nied Gadde camden aadebineebnl aa shear eMoatabehdcnrenidass haem eees See Table 2-33 
MSR_C8_PMON_EVNT_SEL2 

1G ZT seas acres, tn ape-sensncatenteconnacasmiatenara pie nese ine tne aea-ceesa tudes cen gciee euaremsauerenen ga steavensanee eee ann eajees maces See Table 2-19 

OG SE isa iad A bavesees ve bate aagte y Pawn eet race vealed aaa yaw ae eae ne ates See Table 2-28 

OGG paeenrgaetcencnatteaecs tae oee ue qetassesiatati ide eeeraea nas neti saeco cee See Table 2-33 
MSR_C8_PMON_EVNT_SEL3 

OG CH ests cosivince She stan teasereo nie toed ga ak D aeeres Taide tet gienaveein Hehe eke pree did ae Nal guns gone en NTT See Table 2-19 

OG BE ee ocr acagersatsnateroscrass te vase ats blcorsdeeaenectrastegemre aceeaca hc cpnarncere ee aeesa ae Gaeta madmen ene See Table 2-28 

O62 SFE ee. eoiiey eatesside rear daisies Monsaewntah brea oeehnekieadetinids vasasaeedamnies See Table 2-33 
MSR_C8_PMON_EVNT_SEL4 

OG: ZUG sect ccats sestectsepegens co aystertvdiess aaresnrn'ese te ctia-a- ch cereesence wie capil gail wacnn ane eaneansdeeeen aie aee aaa See Table 2-19 
MSR_C8_PMON_EVNT_SEL5 

OG2 CE beset etenctetoseneeseanteiae atuntoniagi si cieehe aaah aanmtmdam eal eeeeseconge nen See Table 2-19 
MSR_C9_PMON_BOX_CTRL 

OG CE sece cc ad heitve sare ve Rand ecdaehden cx Gav wn RS ew ace ha Pda buh wane  aeediebo dards Gane wood ate See Table 2-19 

OG SEH ieee cs aac ate sc teneostts a are easouttieeiea st g-siag vuce atesnne ce sun monde § duateeetatmeds canes hits See Table 2-28 

623A nai atieeiiderdd de ianreaveadiehitnrincea de hnnny wbeeebhpacn ayegaie cisahiaanides See Table 2-33 
MSR_C9_PMON_BOX_FILTER 

OG SEH aoc scacecnnnndur ned ansanaheneva hide taets ida dn ac aacqeniemeeuasimemeasadae qiaeaecenimes See Table 2-28 
MSR_C9_PMON_BOX_FILTERO 

GAR hatch ates cent nci saamnascesg sae tenaany i ouide mer stata eres tnaeas cea See Table 2-33 
MSR_C9_PMON_BOX_FILTER1 

SET ersscieay nee ascot ciar eters venahe mata teeeeoe ts teaveitin aaa ercaeet a a anc tmanteanycatunied Aeaed taueaa eg ubewenoamtnes See Table 2-28 

OG 2 SEH soci re aesnsaursous enna am ae nee nee eaes tematic pn aan pdanoneanmenencaetncumennnmcamnes See Table 2-33 
MSR_C9_PMON_BOX_OVF_CTRL 

OGu AGH S7iccsceetek eset tawe cs bavi ensenas as pesaaaitipn ieee ta ont one ne deiner eeaees See Table 2-19 
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Location 
See Table 2-19 
See Table 2-33 


See Table 2-19 
See Table 2-28 
See Table 2-33 


See Table 2-19 
See Table 2-28 
See Table 2-33 


See Table 2-19 
See Table 2-28 
See Table 2-33 


See Table 2-19 
See Table 2-28 
See Table 2-33 


See Table 2-19 


See Table 2-19 


See Table 2-19 


See Table 2-28 


See Table 2-33 


See Table 2-19 


See Table 2-28 


See Table 2-33 


See Table 2-19 


See Table 2-28 


See Table 2-33 


See Table 2-19 


See Table 2-28 


See Table 2-33 


See Table 2-19 


See Table 2-19 
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MSR_CC6_DEMOTION_POLICY_CONFIG 

G3 7A se wenatieanacenius damtenemiaateratiaeornaannranntatepes annadeaniicaansan |unereseniie See Table 2-9 
MSR_CONFIG_TDP_CONTROL 

06 SARS Semsace cesses Sutrtascegu tise tes Dehn pe ama eat eg seta dam ainn as aane tense See Table 2-25 

06_3CH,06_45H, 06-46 sac cide aiddaaesaewheds ded ncinaae ee bieeaheunnnea gi anesmadias See Table 2-29 

06:57; 0685 widccddatagam need taawirevwmaae aaa cenccrenpa sissies tian neaciinnemneetat aaa See Table 2-48 
MSR_CONFIG_TDP_LEVEL1 

OG SAH eco ccrnadidecaseeihabhainvadenada, deeyeuaiadameens dda hetaues ee dedas teas wendaann bie See Table 2-25 

06_3CH, 06_45H, O6_46H..... 0. centre erent ete n ene e nents See Table 2-29 

0625 ARs OG" O5 i aasovthsacucisanseoreadenannecinatetonsdieacinaientaimeiiiaytateneatet anaes See Table 2-48 
MSR_CONFIG_TDP_LEVEL2 

OG: SAH <5 nussdsvearendtnetetediatencextmterhet anieats Matec det batbiadaden Poemeast oats See Table 2-25 

06_3CH):06:45H, 06 46H wis cccsicceiddapihines hh uaawendacts dinewaunian Meawnedtes Medaweadn See Table 2-29 

06.570; 0628541)... s.stcsiseverne vy veuiialnwhans « eeagnnnnnuasadd dhieeamanuiiiensdennanaaabe wee feed See Table 2-48 
MSR_CONFIG_TDP_NOMINAL 

OG: 3AM sccesitirnieiaaivdi aed Ahh aa aes haeanwiel Ane RaeN S Pe aeam dee bemalawin eeaerchamnemeds See Table 2-25 

O6_3CH, 06_45H, 06_46H.... ee cece eed ene een n need See Table 2-29 

6: 5 7A} OG Bobi saacan ccc vasa nail iuca atoms a acccetaremunaaaanea anna nea aieeta ea eminent See Table 2-48 
MSR_CORE_C1_RESIDENCY 

06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH, 06_5CH, O6_7AH.............. 0 cece cece See Table 2-6 

06 1G6H iiss bees tb artdchedaehwidatneedabhid ante anced peas aal aves whnld ead aene ade ees See Table 2-42 
MSR_CORE_C3_RESIDENCY 

06 =5GH O62 7AM i ccnotsctassaanaadusamumita ce sateenke teanadinuta se mmnaeds auavamlan olen admanee unis See Table 2-12 

06_1AH, 06_1€H, 06_1FH, O6_2EH, O6_25H, 06_2CH, O6_2FH..... kee eect eee See Table 2-15 

06_2AH, 06_2DH, 06_3AH, 06_3CH, 06_3EH, O6_3FH, O6_45H, O6_46H...............0.0000. See Table 2-20 
MSR_CORE_C6_RESIDENCY 

06_37H, 06_4AH, 06_4DH, O6_5AH, 06_5DH, 06_5CH, O6_7AH............ 2:0: e cent eee See Table 2-6 

06_1AH, 06_1€H, 06_1FH, O6_2EH, 06_25H, O6_2CH, O6_2FH....... ee eect See Table 2-15 

06_2AH, 06_2DH, 06_3AH, 06_3CH, 06_3EH, 06_3FH, O6_45H, O6_46H....................08. See Table 2-20 

6:57; OG. BS A esecesecistesg atu y's bret eearvaneedvetnaduqunbinsccadaidlsl HUE sialea sucht aie view ncdauwininiecesnndsga ale See Table 2-48 
MSR_CORE_C7_RESIDENCY 

06_2AH, 06_2DH, 06_3AH, 06_3CH, 06_3€H, O6_3FH, O06_45H, O6_46H.................0008. See Table 2-20 


MSR_CORE_GFXE_OVERLAP_CO 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, 06_66H, O6_7DH, O6_7€H, O6_8CH, 06_8DH, See Table 2-39 
OG OATHOG OCI sii ccicies sist id cearatetcte mised save tseltia Bie tebtasineranar seats e adore le Carga dea witeats ala ede teed dele wy 


MSR_CORE_HDC_RESIDENCY 
06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, O6_7DH, 06_7€H, O6_8CH, 06_8DH, See Table 2-39 


06-6AH, 066CH oii iciscccreitesereedanticioiae need Pe ehmndd CERES SAS e dees Hens Mo oERRe RAS 
MSR_CORE_PERF_LIMIT_REASONS 

OG 2 SOHO ZAP Sa sc.c’sctiecessicuasdee cis ar sin vinlgeshelene soasiyh/wie: dace elespinteed aissd vib sie MEd ade sceptpatale titiaeetaiah aeaale acanalydty See Table 2-12 

06_3CH/06: 45H, 06 AGH eiiicelegsciiie cacies oe caine Peale tule wate aware nee glenda ded ouan’e Ragedyhe dees See Table 2-30 

0S is | aerate eee ee ee eee eee ee ee See Table 2-32 
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06 56h OG 4FA nt: secatenccecteadhowacia teatetiacd anne aedaeengnidian ahiensianmnoetaxtead See Table 2-36 

ST OG! BSA aricasurang,5.csdrestsessuttn Siac tyssayt acts ncaa iets adsdtarata ond deacdaalatav ate oislbvasnsachadees dave ce aaa ecaeaannieiheaeeraeaeneaaad See Table 2-48 
MSR_CORE_THREAD_COUNT 

OG: SE Asus caceoevoswasg taal encintiaeias it eccataewiams tian inacan a mereriap aeat) einai oleneny See Table 2-32 
MSR_CRASHLOG_CONTROL 

OG ADI, OG HEE esses cesccsin estssseetiack ay actin bari eiarhun a ae binddte thai as bined eps aedin Blecetasdiattnldre h ntvaedane ee Oe acess See Table 2-44 
MSR_CRU_ESCRO 

OFisza dt anhunasrteeseutiad bu dane ineeda us pads ota dobar eee Seta anuindedecyancane enacaans See Table 2-50 
MSR_CRU_ESCR1 

FETA aes cavanenetssnee- steerage esau a ote tat easel Goenat atest eteuh’ thgiava aces auctensbabcuacenabel vats @ Aiea meats apubcediavaane ati eea deities See Table 2-50 
MSR_CRU_ESCR2 

OFA a patsctegs Ceterided exut periede shee Piao none Satidedde teteriaet er ntytisadtn pet Madea tas See Table 2-50 
MSR_CRU_ESCR3 

OR tecacnanti deers Renae dena dad sh beee dare aa hennaty a bad Dervadlmedatecaniad aamene nner earn See Table 2-50 
MSR_CRU_ESCR4 

OF Alasidiet cern neese te ea exmeiee dtumawnceg aades aa eee chaditen Mey ae Une Mee cea uae meres See Table 2-50 
MSR_CRU_ESCR5 

FN shes sac enctsdes Suna ace epavacessce ates Slacte panded are aces af gta ack oatelaing elolacs hard ade ORIEN SA Ue Daa sia naa deals Ree See Table 2-50 
MSR_DAC_ESCRO 

OR Aloe vanaa gata dawetteats ane desea gs cenlenntniess eon sotenias aa anirniidientme Vesna aeewacewaesaiee See Table 2-50 
MSR_DAC_ESCR1 

OPA ict hearrerernae raining duces Aaa ta eyeauiebea sere nddumesds wa rate Oude dneka Aaebed etre law anes See Table 2-50 
MSR_DRAM_ENERGY_ STATUS 

06. 5GH;-06_ 7AM wis ists avaretine rtd cess wie teks sa gaedeues Ad cheabia Venbie a ina ndagwikiaye ate eee See Table 2-12 

OG 2D isa cate aninuenl seakieetaondadas seta is ues sua la teetaian dat de ceiimanaeneeietiary See Table 2-23 

OG SETS OG Sa ch sccktsnet tages ws secrsiie den asnonh castes since tv sesha aia ob aadcer aed de aud paetrndie ME aa dees Saad Hae ees See Table 2-26 

06.-3CH;06 45H) O64 Gv x icativits aastecare womattidenceaan bat dade canty aie wierd aaaaan RLS See Table 2-29 

OG SF 45. ccmecacategenisierecasaeeahiae dan palcineac tan eetataasdeunenetaasenetiaties an hace See Table 2-32 

06: 56H} 0624 FH wit ssian bees down dieaaerncvdans ik dori teded neneiad Reb eae eGdes deka e See Table 2-36 

06__GAHO6:GC is cick hace cae deeea ion saacd are oo Rated ga een ade da yG Geneasariea Madey eetaehe See Table 2-47 

06257H, 06: B5Hiasitecinitaddsanmnnoiecndiimeeteeasnanwaasaan aad pabeededtaamEanersb eee See Table 2-48 
MSR_DRAM_PERF_STATUS 

06. 5CH06--7AG s2esngstncatinantatediee shenedera sani teyetenetat ganna ane i den tastntees See Table 2-12 

OG DA ses ste eee tastes spars dhassactitve dane eats Rterateh dit are lta and, a ea ead aye Rao es ane Gn eee dee en eta See Table 2-23 

06_3EH; 06 SRA wii diwiccvcns vaae Miitotieiecee Fag kare beauewer ei wa Vaan baie weal ia outers See Table 2-26 

06_3CH, 06_45H, O6_46H oo... cece ec e ee r nee eee ere cnet eee n eee tees eee ne ene es See Table 2-29 

OGL SF i iccccsieiac aacamreed ai isa meagan mneee eae lessee mh aoaaeihes Eee nee Medien dawn ete See Table 2-32 

OG SEF OG 24 FA sia ton seasacsocsacsoxie ds kssde agave vebdnre tseen eavage arabaaige aces eagle a bos Gcayechvevaidieetiagneceenaos enor See Table 2-36 

OG GAH {OG IGG ioscan vetoes btecdn eee’ Dlr tee tao alaieSarn, me bichyadlPdwrs ne eae aceweg Hapa ane AHS See Table 2-47 

06.576 06: B5Hiaiivas sa oe acisaie aeeeddch evade ceca vadwaddewenees tan iee ya lesadd abownanens See Table 2-48 
MSR_DRAM_POWER_INFO 

G5 CHS OG: 7 Ala ce cecache nemarareeatavsennennn emcee asne. tion ssa aan enetan ate erate wa mene ied See Table 2-12 


2-414 Vol. 4 


MODEL-SPECIFIC REGISTERS (MSRS) 


MSR Name and CPUID DisplayFamily_DisplayModel Location 

O6".2DH + sigexcaaseacspieideninigebevdad aparennuhaas ti bieeuseaaeeedeiesda haderveasaae deans See Table 2-23 

O6=SEH OSM SEH 2 simian satsice + ead qarndaence neler? Pa dare bani e anal widernee aon Ede aead See Table 2-26 

OB 2S Pree seated sand epelhede irks Reseed he beeslh deere hehe haw eoeo Reade odes pay hadenee Kul ss See Table 2-32 

06: 56H, OG <4FH is. a eecterscad see imerecenses tia aranetieng so tamereeetide (aemewtntead eel wens See Table 2-36 

06: '6AH06: OCH eis iiens ale batnened Seow eee de eed eda tee eee AOR bi lade de taaeaed See Table 2-47 

06::57H; 06-85 Hiiascassasdatasinb nase waotena danny ecniewaled Ph naa neekd aie See Table 2-48 
MSR_DRAM_POWER_LIMIT 

O06: SCHPOG ZAM wise si ice bra ta id edi bwedtwel dretantea si Gabeedd wad ometaduawalngh de ee idaage snipers See Table 2-12 

OG 22DA rcs ceitned tithe edhe ah cecnsad giatticsantnenedesaniides demetnmedaenerndonssanaarens See Table 2-23 

O06 3EHPO6: SFU vic dicenrncntiiantinis dae eo aeh eee niaannemnegeaies cgedismrkhawlsta Micke See Table 2-26 

O63 Fitiics citdawnisea abyiawinaaeds generar das eenche damininaeaahianl ohare y dearer ar Riesd See Table 2-32 

06-561, 06-4FH ix sacccicinadese ned mocinoededn hel ddaskaes teen erehieeeeooepeayeeaneew essa See Table 2-36 

06.\6AH; 06: 66H jie ceacnedes cd nese di teahdndeded weds be Gered een adeeeeedawinndes axaede meena See Table 2-47 

06::57 H- O62 BSE is icecceinenei eines Sibeadedg cneahua rains ew atewsag ood Jdieew eens See Table 2-48 
MSR_EBC_FREQUENCY_ID 

OE inci giclee: ateldia tii etaans Guta rananchs atk wid ae iaanvaaces inl tacle onmacdal ade aie Utataaaed wd eel eeatate Ma nelinee ta See Table 2-50 
MSR_EBC_HARD_POWERON 

OF aceriiaessanta kaa Raa dadanias dent adecas apaeinnd Meas aiiiam a Reka wie qeaue nee Reameee ae’ See Table 2-50 
MSR_EBC_SOFT_POWERON 

OFA siccasrskcke sanerstineintrasteeededwen dachareeeanes oa See Oepel et ehiewide Cedaeegenne nes See Table 2-50 
MSR_EBL_CR_POWERON 

O6_OFH; O61 7 A sissccncetsce sg are posanln nieces tera meeae ata eNl eee Eee E Rebs eae aN EET ORE See Table 2-3 

06_1CH, 06_26H, 06_27H, 06_35H, 06_36H....... 0. eect eer eeeee ee n eee See Table 2-4 

06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH, 06_5CH, O6_7AH.......... 0. cece eee eee eee See Table 2-6 

OG OG its csesias dawtasiginied Geel eove ws Paks ti atnedeueseeniien deed ts ee doe oiioed wlaaettast See Table 2-53 

OGSO9F we ssinacievdd nade hited ai aadonsiess Chaesnaials i Ateseie eas gare ined atamiana aaRL Mead: See Table 2-54 
MSR_EFSB_DRDYO 

OF O3H,OF204F 3: ciccasetaanncssentteinened es peaeeepbbiinenda de ipeneerasanemerdeueategadnes See Table 2-51 
MSR_EFSB_DRDY1 

OFA OSHFORLO4F vic cdied Pistcebicce ne ee Whee eeanduiea devia iaede deamnnd eed enanlesa wins bey enya See Table 2-51 
MSR_EMON_L3_CTR_CTLO 

06 OFM} 068.174 pivcncccadechiapiad paneer mnie addenda dbed paws dead neendeet bees See Table 2-3 

OF OGF: sscitccienssamadetantseabas snee ide aims phtidaada detour darontonieasd haleeteeees 5 See Table 2-52 
MSR_EMON_L3_CTR_CTL1 

06: OFA} O61 ZH v.tecseaikacdoincdwgediadasdasd reed os pee she Hee en Fad dee dered wade eee See Table 2-3 

OF SOG A iss ctesas deastliviaes Hemoesindiea tenis Gagne aetacndad nO eoveel te due orasal amas trast See Table 2-52 
MSR_EMON_L3_CTR_CTL2 

06: 0FH; O61 7H iscctie phirtsanniecideaunbosturiiads bhiiaiskadiwadpeqeeseacaNnaduariets See Table 2-3 

OFSOGH zi2sachatinriads tea tets eee niageliaednbh Muntadd ues addaagsae han eabee Benched honrn See Table 2-52 
MSR_EMON_L3_CTR_CTL3 

O06! 0FH;O6_1/Hs csintisttoeavkdatien as ceetddat camctekeadsdanstoreb ered ea Peeeedaals dowel wees See Table 2-3 

OE OGH ss c.ianecaincr sais 2tetitoadduae vie deel digested ame tihigeiet as a daahanetta@agungee raat age See Table 2-52 
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MSR_EMON_L3_CTR_CTL4 


MSR_EMON_L3_CTR_CTL5 
O6.OFF, OG 21 Hacscseiciasteeticie pica sciale nua digietiane bts laeeidlasa.s lnueiwtyearatatecebesa pins grae'elbte «dey antate asec oo nt 


MSR_EMON_L3_CTR_CTL7 
OG OFF: OG VA isis thai es vehincuern teri av ctianavhewmitnaticee akiets ale Nein eae SaieNlie etivlee Ab aida cie amine 


MSR_EMON_L3_GL_CTL 
OG ORR MOG SZ iistctne a. tes eessuit contnieey ale ated dvanatutis- ana edved aearepetceseuy av dude toe Sida anti nel gge echtarniand Habart eeanaheaeis 
MSR_ERROR_CONTROL 


MSR_FAST_UNCORE_MSRS_CAPABILITY 

06_7DH, O67 EF es ctsciccinednseedvanaind ins veeieinenng cs nia eudade Rives aeee Risa amNY soley 
MSR_FAST_UNCORE_MSRS_CTL 

OG AD OG AGH csssseceveisicsesens sear siseS asia doatilanes si sebe unis ahv-and nfaneiens pe aialS esiig DotblnbteRierele oe heen nineagath Bal are te 
MSR_FAST_UNCORE_MSRS_STATUS 

O67 DA OG: JER iiscctoatecinentwine ments age ceimnadtta ate evi meeNees Meebetadambensaw naan 
MSR_FEATURE_CONFIG 

06_37H, 06_4AH, 06_4DH, 06_5AH, 06_5DH, O6_5CH, O6_7AH.... 1... ccc ee eee 

OG SOG SAGE i cc savsiecctaseethe de asertosus checesinelinavanesdoeudie Wie Wietlesscvaeavc tun diigd athena erent tee pital anne aue esees 


O06 ZAH, O62 CDA iii sc cece cin atk vot wens eae nati ddd Hawa dieemeis dan wae Oda cemmaeae ae 
O65 A HOG 28S i a.c.cisnessiea 5 ested de ciara na ncaditnnnigiaiuteney avian whim wenatardeeiatets deleted eerie ctor antencatin 
MSR_FIRM_ESCRO 
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See Table 2-3 
See Table 2-52 


See Table 2-3 
See Table 2-52 


See Table 2-3 
See Table 2-52 


See Table 2-3 
See Table 2-52 


See Table 2-3 


See Table 2-23 


See Table 2-26 


See Table 2-32 


See Table 2-44 


See Table 2-44 


See Table 2-44 


See Table 2-6 


See Table 2-18 


See Table 2-19 


See Table 2-20 


See Table 2-48 


See Table 2-50 


See Table 2-50 


See Table 2-50 


See Table 2-50 


See Table 2-50 


See Table 2-50 
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MSR_FLAME_COUNTERO 

ORs iinctid cae erantatatannatnnitoiiadae ni adae aa ein Medcamnauad ada Setadenkd aedacneme sant eadeet See Table 2-50 
MSR_FLAME_COUNTER1 

OR Alivcsahaceuntined (ues ccene tame oeiataless peas aie aemenaeiins doleniwnes ta) ne heiaareeute ees See Table 2-50 
MSR_FLAME_COUNTER2 

OE bcissstviarece Ses Abd eae vandenee ricred ab en Wha eatin Ranke sear ae ohne eyindy Sandee aR ADE ere ead as See Table 2-50 
MSR_FLAME_COUNTER3 

ORF aii Sts Senet tnntiediciea salads meats to BOA Gi aenareede aa aa doemge Aha ewe ee Ream bs See Table 2-50 
MSR_FLAME_ESCRO 

QE nitarsaaasis aasebitones sadedarates aaa teas Wane ds waadarndmwad wide bine dada aes eeu deat huckeauines See Table 2-50 
MSR_FLAME_ESCR1 

OQFAiscsicacvaniedsd ce lcennshad ve teeaa seed ohiaad sonpeieuss ae tiaee ihe tiaaskewe ns See Table 2-50 
MSR_FSB_ESCRO 

QE bs sedis sce pavatore Dear ava abaned ab karate Varad nadee ince saa wd Odd Hodd Anta eee ear ee ea See Table 2-50 
MSR_FSB_ESCR1 

ORF. oheie Seiko asco wtiee hae iaimeks eae Nhs Ri ee a ace baa Rees ede cae hs See Table 2-50 
MSR_FSB_FREQ 

OGHORM LOG UA 2 ceedeake. bind dnns hte meton wie eit aidinenuectinantewe saa acne awe Geteweeier, Hon emmO Rare ee See Table 2-3 

06_1CH, 06_26H, 06_27H, 06_35H, O6_36H..... cece cece erence eter e eee n eee eaees See Table 2-4 

06_37H, 06_4AH, 06_4DH, O6_5AH, O6_5DH...... cece cee c cere etre ete eee e ene e nets See Table 2-7 

O06 -AGH ese: d oesiiced Salhtinndthes abe Ped aee de anio ed bala aead dawns ahaa eae hadad & See Table 2-11 

OG OG ses esrigeretac say nscoy totrg. estou eayesSoatheapagdoebasaeevetonaid Restcatiaseck: nla aia hase aloud eee galls aqunenarae oe dee tae See Table 2-53 
MSR_GQ_SNOOP_MESF 

06_1AH, 06_1EH, O6_1FH, O6_25H, O6_2CH.... cece cece ete n eee eee e eee ne enn enes See Table 2-16 
MSR_GRAPHICS_PERF_LIMIT_REASONS 

O06_3CH, 06_45H, O6_46H ow... cece cere renee teen ene e ene e ene nen eee See Table 2-30 
MSR_IFSB_BUSQO 

OF O3H/OR04F iisc2dcnnedecrtaccatenesteitdeda atom Gatceeiaasbhieeeioasieentietierannss See Table 2-51 
MSR_IFSB_BUSQ1 

OFOSHpOF SOSA scat ssc. tesa danl eet dacee a iin stiches es FA aleatbWarajed ale dace dacs ean po deena See Table 2-51 
MSR_IFSB_CNTR7 

OF 03H; OF 04H i isitcccsieninidataddd eds cndenn edie na endear atiadies added mnadeineneandad See Table 2-51 
MSR_IFSB_CTL6 

OROSH ORLO4 iisigrinetse cea anaes saint aiameeddnideid aig teaandaes Rann eh bad aemaaame Ades See Table 2-51 
MSR_IFSB_SNPQO 

OOS OR O4E 5. tcc tdad stn atu aenga dace dee veedatagantea kel ebenidinag teens swear eeetdes See Table 2-51 
MSR_IFSB_SNPQ1 

OF OSH, OPO icici ccatittiiiies dec hae eanrod Rasen cuentas nance Haieaneh eed aatiniauaaaa obaduares See Table 2-51 
MSR_IQ_CCCRO 

ORF sé ace Geicemasdhceleeteb evade okaacanedr al naanatoaenmrd means uieawee oben eee emNe nad See Table 2-50 
MSR_IQ_CCCR1 

OF Fl costed anecdoorsists 2 aixhaG htasnd's Sardartanctane pied ache Mtaceia dha dee tant aamwaraeacebntaissubandars Mieabe chews Mead eae eau See Table 2-50 
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MSR_IQ_CCCR2 

ENS sseacaceceiacaiacs ature ace: anateibd fhetaes toaplicace aia deed apnea detadnaaieindes Mierdaus meee naanad ene ead eae mess See Table 2-50 
MSR_IQ_CCCR3 

OR Aliss taceg tanto dte gee accent «haters 7st gueaca sae hares tenet ne coun Fa danetaese es See Table 2-50 
MSR_IQ_CCCR4 

OF lithe tinapeacindtie biieacn nieuwe aan ee nbeen bogus re nectarBoadnaan alow eltnne SarmaaD ARP Ra aN See Table 2-50 
MSR_IQ_CCCR5 

ORiczt fannenaw nese uiad bane eeneinseda us pads cts dade sien eee Set aee aruda ecyencane enacuaion See Table 2-50 
MSR_IQ_COUNTERO 

TTA hs gavesnetsgneevcsvs tage esau a otras eset Geeval festa eteuh’ thgiava acer e guctersbabcuacenabel vats @ aie cham atti eagumaediavaane atin dette See Table 2-50 
MSR_IQ_COUNTER1 

OFA atainctses ereridet exud periedsk hem bdaa nue Satidedda Tetersar ed eadaaden Dae dea tas See Table 2-50 
MSR_IQ_COUNTER2 

OB irtcacnauct dren sth Hanae deriva haw en beee a area aa hennalv a ba DervaAimedatedanies amen mney nareoees See Table 2-50 
MSR_IQ_COUNTER3 

OR Alasisc baer neeae te Onextciee duamneg Hades aa eee Ria eannee a tay erate caaw ian mameraIS See Table 2-50 
MSR_IQ_COUNTER4 

FAs ss cescanecencvaltet Suma ace pmncesscn ae Steere dened ae ae a ee hak eneadnd WBE Rue baa 3A le dadaniandage male Rema See Table 2-50 
MSR_IQ_COUNTERS 

OR Aliss Susacg ata devetteatsaneceeeghseninentydesa van vesety tans epiianan veiianaeewaceitaesaee See Table 2-50 
MSR_IQ_ESCRO 

OP Altice candice scene niiciegee dace Aas tai eeram bee tenaiaeede dane ral adie Mapes Aatebel eta iaaw nes See Table 2-50 
MSR_IQ_ESCR1 

ORAits de bdenanttede in idanccahedd duakudind cman nnerelaee chenties Oeainn ka ieee we sinaes aa aaoN See Table 2-50 
MSR_IS_ESCRO 

TEM iasa2s csv netesa ner steafacastocusten otetase'e avareoaincs aeetehaceer naa tyaecs te seescstac ars Giaesabate aita-n)t cia siaperate aapunceoalataineae: evan atin See Table 2-50 
MSR_IS_ESCR1 

OFAliac nit ccanteratsancownd taiscdegdeeateteaeserdoaieniee meyers eeidagee baeeredans See Table 2-50 
MSR_ITLB_ESCRO 

OPA sitsaineietactar id balance are aiaad tungaie ibe tie bade dieiwel dndnod a holden Mata bam bee nev ee dete See Table 2-50 
MSR_ITLB_ESCR1 

OP Aicd.iiia bands eoincer eatin irate ab ee Mioenddee keaamea ead bteaene naan ana el dan Sarenmd oimenans See Table 2-50 
MSR_IX_ESCRO 

QE cadsicnagecidcmnd aagkedae ane ui petite cadas me sade adelante Redan ceeded ated whadealoia a neness See Table 2-50 
MSR_IX_ESCR1 

OFliisccceactamossioutnad dnivancdian fae taeatense aor a einaamereeeaeme tearaa ame oaatminese ns See Table 2-50 
MSR_LASTBRANCH_O 

OF Ali ssisvases db doact aah Arima inde nhanhaahitsnehes borteneapseiola pier ae uuNs Gamene kamen smaeats See Table 2-50 

0G “OE 5 ca haltdanatnt asd animstnn sat saenae ead amon mbsateaceny Snead daemneaearSaaaaeneaaeae See Table 2-53 

OG 09M esaioiideadeaintiacsee ib eliavaaeae ietsaeees ad tendeban dead bead hbedsiedes en ieion See Table 2-54 
MSR_LASTBRANCH_O_FROM_IP 

OGXOFM OG 7AScc scart ane ctaie aeeranciensaacadeet ane dead geneanatnesadaal wgacerneis ates See Table 2-3 
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06_1CH, O6_26H, 06_27H, 06_35H, 06_36H..... cece cece eee eter e eee e nee e eens See Table 2-4 
06_37H, 06_4AH, 06_4DH, O06_5AH, O6_5DH....... cece cece eet c cette eee een een nee eens See Table 2-7 
06 25 CAiscasssasinrrwncc died caeed jatdenaicisch http a Heleialelal each e heroere cab basegarh seve aborsese doiodoeina ache eae aA he See Table 2-12 
OG FAH ec caavanncnsiace cer imiemet at oceanic desea Reece aoe neta eae dineana eases Monae See Table 2-13 
06_1AH, 06_1EH, O6_1FH, O6_2ZEH... cece eet e ener e eee e eee ene e net e tne See Table 2-15 
6 2A OG. DE wsediisi cesses cece os. arti anniayesd deere send thatenaraaonceess Hadkib a & Gop elegy a deacentetes adachew wpavreseouedad a RE See Table 2-20 
OFF asics caivie aac age aaatamneintnedce ter neiacide ipnaiipaubacd dadenauieedmueiaddanenemeaenenads See Table 2-50 
MSR_LASTBRANCH_0O_TO_IP 
O06 OFA POG 217A s cc2ccnstmea nines acaran tude eogediteidacmeered sags ss Rawcauna cea eee ys See Table 2-3 
06_1CH, O6_26H, 06_27H, 06_35H, O6_36H.... cece cece eee eee eee een e ena eeae See Table 2-4 
06_37H, O6_4AH, 06_4DH, 06_5AH, O6_5DH..... cece cece cece eter e ene e eee e een eennes See Table 2-7 
OG: SCA icccscosenrseneenehiahisa seatisaaiantcanessetdadalenmoamayeneneeens sSanenadsacadeoasis See Table 2-12 
06. 7AM ccaaditrnis (h888 a anid Wet deddamandmidehi cd wagudannadiaa Mae eed Bord bicew ced ad micah cae See Table 2-13 
06_1AH, 06_1EH, O6_1FH, O6_2EH 2... cece teen eee r ern een enn ene tne ne ens See Table 2-15 
O62 ZAMPOG: CD cccttes tees eu sea uanatinteteistana ad nine wteunan Geege nh ace naehhinuia ee ataaaa aes See Table 2-20 
EFA ssc esseshveres ata! tiarg Geasaveocesse stress ces Sue ares wraveidnaps ee nahedd Rade adie ue a anare PEER Ne eeeate een aS See Table 2-50 
MSR_LASTBRANCH_1_FROM_IP 
G6 OR OG NZ lic ce cieesa ca need tage nhac casntes sles aathe nema arieee haa Saeed nacho matees anaes ne See Table 2-3 
06_1CH, O6_26H, 06_27H, 06_35H, O6_36H.... eee eee eee ener eee ence etn eeeeaes See Table 2-4 
06_37H, O6_4AH, 06_4DH, O6_5AH, O6_5DH...... cece cece cece eee ere een e eee tees nn enaes See Table 2-7 
06_5CH;-06 JAM sirncieiicd hadiiaindirerekiaaieiiweds cbhe edad cae A edi aaadees ead abe aiiie See Table 2-12 
06_1AH, O6_1EH, O6_1FH, O6_2EH... cece cece teen eee eee eee e enn e ne en een enaes See Table 2-15 
06 2AH;06< CDE acvicius erirsnase-arenarsiaet ease vacsis t doaged nave alasne.s aon ddd aon aaa amma me matubewnd See Table 2-20 
OE Fieitewinied da wateaa tea dich ae soars diated onset aoa honda ene Atuae bnew ert ce nae amo ae See Table 2-50 
MSR_LASTBRANCH_1_TO_IP 
OG OFA OG: VA eis ccce is orias. ace h ein aiantsn caek da unncicnnna acho ainas? deiiantiaaheenes See Table 2-3 
06_1CH, O6_26H, 06_27H, 06_35H, O6_36H.... cece cece cece eee e ene e eee etn eeeeaes See Table 2-4 
06_37H, 06_4AH, 06_4DH, O6_5AH, O6_5DH...... ccc c cece cece eee e eee eee eee eee een eene See Table 2-7 
06_5CH} 06:7 Al sivas idivies iaaedidavhicieiwaed a yee Cela lakeid Gad oiemciies abl dh a haea eee See Table 2-12 
06_1AH; 06_17'EH;.06_1FH; 06_26H wicca a vane ce esadee diay eda eesuedenaewaue nd ona eae See Table 2-15 
O62 2A) OG 2D ili: aerseeanatetasnstat sasnce daaneehaa eta nis genes tvaniectat nai aecamenn aed See Table 2-20 
ETS cyeioienerecdineih toastndes nial dee Raiareceh dinate aanereaya gohan EA aa indie ent eh ate dawiean dead Gale saaueenS See Table 2-50 
MSR_LASTBRANCH_10_FROM_IP 
06. SCH POG ETA iiss. chcienins dolenadiiivinia ase binaoha wahes ahaa dave tadonewin kagihie ohe nada aiaedianey See Table 2-12 
06_1AH, 06_1EH, O6_1FH, O6_2ZEH... cece tree reer ete een etree eee ne ees See Table 2-15 
06: 2AM OG: 2DE icniiessorsdese dees sodees ceeania iGnts aad de saaiedederiteesadenecne Eden See Table 2-20 
ORF Stace isi acreneds be hime beaetenamaradtahtaremone ee canes ehawendee enue enemme ys See Table 2-50 
MSR_LASTBRANCH_10_TO_IP 
06. 5GH OG 7AM bs ssa.2.h stein aden aaceataisvarndetiatne ® a ataeeeaned doernics doalaohe doe Rifpmustateew en nemauae es See Table 2-12 
06_1AH, 06-1.EH; 06_1FH, 0626s sicnccecs dens via Sasaealdnden ede ww anneranmeteees adeday See Table 2-15 
O62 2AM O62 2DE iiwncicctetasedtegantad ooaehs Miho aedeemeraoreseastaxciunesooetanaes es See Table 2-20 
OFA oitancncnasis J0eebhin oa tathetneiie tnd tei hide ts deamneceendebh Au ada daa parma meine inte See Table 2-50 
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MSR_LASTBRANCH_11_FROM_IP 
OG SCH OG 7AM ys essicie Pe rataseeddieate haracaanag + avis ankce ty aaaadardaeal ig onde Gots aaemia ktiees wee aoadualanenedl Sarees See Table 2-12 
06_1AH;06-1EH;.06_1FH, 062A is ccccd ican needs cand Sard cea de dulanac ofl dead eames See Table 2-15 
06.:2AH/06 22D ioc cdstdscencddaweategwctaetasewge xd Head RAeee i eicew ard eaeaees besa ceeaes See Table 2-20 
Eid sice- dd Bite varecesd ate! she ahbsaok thccarnen he ation witacend we anal saew woceuia eae aed a aan oe aa GaN Roars See Table 2-50 
MSR_LASTBRANCH_11_TO_IP 
O62 5CH {OG 7AM ssetiicianden Sateen caciiaie san bene ha saadeag bhahbtia kamen omens ea tancnh same w See Table 2-12 
06_1AH, 06-11EH, 06_1FH06. 26H aii sicice esas ceed vadaddades ahadwe sidiascawws nes hana any See Table 2-15 
[0] 5-4 A FO 6 4B) RPP See Table 2-20 
A ace acces cnatnancenciare abet tit deadetasa:faudnaeinls. nip Atieteurdtbeiovate anal Sauna dtenigeeaeteays Daehn ate aga tarane Riemer aieieseee See Table 2-50 
MSR_LASTBRANCH_12_FROM_IP 
06. 5CH06--7AL s2e:ncsoiecatines totaeeearhein deta pa ntcd eset naear spine in nel nok eas tastates See Table 2-12 
06_1AH, 06_11EH;, 06_1FH,06_2€H vies iiccn osdddun nerd deadcdheten ska Qhatacey ceed weed eeaaas See Table 2-15 
06_2AH;06_2DH sisint edict saaevtetasaneta tr tdaw Venu tad aadiinen ices te diab daaanauedae See Table 2-20 
FETs sacavadhenain echo ascotvee Saba b cea oe tua neg haeiaded Tle aeoaegd authdradeed neta bad SH none ncae RUODE eRe Meee See Table 2-50 
MSR_LASTBRANCH_12_TO_IP 
06. 5CH06- 7AM s 235085 steccisiad ohitaies boanedebapaidtadaeounniedaratuaded or nabeveaeieudaaieees See Table 2-12 
06_1AH, 06_1EH, O6_1FH, O6_2EH... cece eter eee teen eee n eee eee n enn enns See Table 2-15 
06:.2AH; 06 -2DH wii okedc since id iia dere vende dina sadhve ede ara kd Reanedtdaedamnvedas See Table 2-20 
OR lisg taacen tee teeetteateanecereegs- venient nies sein votre entenes tees eomereiaacaeewacewiesens See Table 2-50 
MSR_LASTBRANCH_13_FROM_IP 
06. 5CH;.06_ 7A $0: cvcirissdawcccmnvenenicstad Minctne ied nln eee NGA anit on Peon ed aene males See Table 2-12 
06_1AH, 06_1EH, O6_1FH, O6_2EH... cece cece crete ene e ener e eee n enn enns See Table 2-15 
06:.2AH, 062DAisticwscnees ache bec esaiertadt rae weaned dtagan eaten cobs) Came cews raenaenne See Table 2-20 
OGFisas wantuncaiten Paatasee acer gate aateeinie set omveaeiadae dar Oeniaee: novices yan naneataesans See Table 2-50 
MSR_LASTBRANCH_13_TO_IP 
06). 5CH;06_ 7A &:. <ivnnscatvinne wivieitn diets de dankie veld ie bin dake Ain bdeaweehetadlchentcenndyy See Table 2-12 
06_1AH, 06_1EH, O6_1FH, O6_2EH 2... cece ete e rere ene e een e eee neat ene eens See Table 2-15 
06.:2AH, 06 2D Has caccsitaiatidnen cen nGacioiiomn Gaara deededina bes daveaddadaadoane See Table 2-20 
OR pix cacn tebe dehbhawe eita naed in nerea ates sa genaatea toga bap we AGN daatedite Madore eevew bdeetets See Table 2-50 
MSR_LASTBRANCH_14_FROM_IP 
06:.5CH;06_ 7AM ii ic5 a cacaicdiactinb he iia laneis Gea sana la ebdansd Sadan we tad avaeedmee ed See Table 2-12 
06_1AH, 06_1EH, O6_1FH, O6_2EH... cece ccc e ere r een ene ene e een eaten enns See Table 2-15 
OG_ CAH; OG *-2 IDA, sisnits eed aceceta:shssaia ches ate wtereediarinnesta mip axtvarar wna Geese Mache ad ara, navatieatacdadd sincera aneerdenaawe tow Aon era al See Table 2-20 
OR: Boaeiein ne a eaniaoad etnatia sd oabe dea halts wa haneala ida denned denn ave whee eneG bares See Table 2-50 
MSR_LASTBRANCH_14_TO_IP 
06.5CH;06: 7AM i icitcis on adatebuertiidensauld sty iied wasn ned eed at be ladwauin ws eked beocuaneate ake See Table 2-12 
06_1AH, 06_1€H, O6_1FH, O6_2EH.. cece cece renee nen e ene tenet tenn nnes See Table 2-15 
06: 2AH; 06 2D assioicid acacestvosie teen aiataght Osos San, axes, que agenda dale genic ndeagaahe deen folucesarn uate de wh habaseeeeends See Table 2-20 
OR Aii2e hehinincn Reset ieters dete aaw dans endee cael pandas eran eT elite age san Oe eeeau enon See Table 2-50 
MSR_LASTBRANCH_15_FROM_IP 
6:5 CH) OG:27AlA vst ccahc namararer atv sennenen Wemtieb da ase duran Gea ecclesia aisle saree ee uamaunneaii & See Table 2-12 
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06-1 AH;06_1EH;.061FH,06.26H icin. cccdseesties iaaescaes dinenienebingeiaaresaxeapepadenss See Table 2-15 

06-2AH;06: 2DH cine icag oii ed mae ieeeoeaaneaieaceedanaiid 14 bone mia nda aarbasmenen ghd See Table 2-20 

OF iicasistrcasstlartareeta Rateacirancananta ata tetantarhy aa dentin ccna achat arn tarda etl aateamvined ala danrdunmeneratas See Table 2-50 
MSR_LASTBRANCH_15_TO_IP 

O6_5GH;06: 7AM is. casiectevavaes beaniawinas caw daibeaned ncn pngita wd ddd edb iwopensda tencinaes See Table 2-12 

06_1AH, 06_1€H, O6_1FH, O6_2EH... 6... cet eee e etn e tend See Table 2-15 

06=2AH-O6: 2D i.n236sacnscannnaenealedaet naa qidaes enw eatem es aan hae want Cawn ead shure eda ake names Ee See Table 2-20 

OFA iit hevtanndeebaota@eads de adianddsda nmin nedevad Hatton ee anema mended Mu munmen manatee See Table 2-50 
MSR_LASTBRANCH_16_FROM_IP 

0625 CHO ZAR isis ciecctsacntenet atest Baty ceded Gane Paatelnleati tancde aeahadad eres anaconda can cdaaelene See Table 2-12 

06_4€H, 06_5€H, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, See Table 2-39 

O6.:GAH/06-OCH esncnecbandedacdarnonins snated wade names eaceaaaad dee aaa piatenedasenitad head 
MSR_LASTBRANCH_16_TO_IP 

O06:5CHOB6" 7AM bs te cncstitcabeiaeivendast a baaaiyseaees conse eadawdaesentaa wanerhinse ndgedee xe See Table 2-12 

06_4€H, 06_5E€H, 06_55H, 06_8€H, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, See Table 2-39 

06. :GAHPO66CH sinc ccsathdrcteetanea pais epee aba natideddd ne bias dhonedewuaedad aaa 
MSR_LASTBRANCH_17_FROM_IP 

O06 _SCHPOB: 7AM wscdei.teico stad ehiieioidwidandngene inher Aad aiinndeaaanidided Mateus See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8€H, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, See Table 2-39 

O06. GAH; 06 6CH sichi: craaetadehet dea diaeacemadd Gonkaleewhd hepnienl: dbeeteaod de head 
MSR_LASTBRANCH_17_TO_IP 

O6:5CH; 062 7AM: sie thccnecig Guat digntedec ev ieeie net iiiaddaattagpedenedidhanhionnadadiectsed See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, See Table 2-39 

6: GAHFO6 OCH eanscciehetlistundes padees wearers a srnddiuieeeaadd pd cmmesioweechawtolahedaulad ie 
MSR_LASTBRANCH_18_FROM_IP 

06:-5CH; 06 7AM Ss stacrencskiadangbel onions sieaaeeenid abiidaerea seaiadearias ei bebaedeiseatene de See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, See Table 2-39 

06::6AH/06.:6CH i siedisacetead/ gectaded aeactiehesdawe dane desaled Moers ae de etdiakv tad oPeaY 
MSR_LASTBRANCH_18_TO_IP 

O6-5GH;-06- 7AM ia ciciettelstats teijamiet anaes aah beciidnbeeiiod duces ql avedhieteedaneedaens See Table 2-12 

06_4€H, 06_5E€H, 06_55H, 06_8€H, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, See Table 2-39 

O65: GAH{05_ SCH aac aeeaidascceneds che bhatieew sn aaaperedeiiads walter eg mer ecemdadenines 
MSR_LASTBRANCH_19_FROM_IP 

O65 CLOG. 7AM a5. cia cctores bog dace gatety daw gee Nideeve Bethe letting etna bee RUM Gea eeneact aad Seems See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, See Table 2-39 

OG. GAH O6 GCA siaccetanesdaniin derma «pinad eden snipe aatiie somaya e Shantanu ne aes eae ERAS 
MSR_LASTBRANCH_19_TO_IP 

06::5CH;08: 7AR icc widen tcetaieeiite ceed digdeeiede etic ead io beedwewindearad aay ounce dy bee xe See Table 2-12 

06_4€H, 06_5E€H, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, See Table 2-39 

06.:6AH; 06 6CH ii .d2cicanunmiereeeteredainadtausnen anaes sca Epa AW Ede reed PaaS 
MSR_LASTBRANCH_2 

OA cincsciriridaciteaiontits contd dabei weatamcnrn din deren daatetomenun cna bainmimne tne He nheeenes See Table 2-50 

OB MOEH bcadaasethcerS aces eeu aosd Shs eweins hiee betes da wmeveeeeer nous deve decatneiaw eaten See Table 2-53 

OG OSH is tice canada ane ea aaneeees sag ad eae matndnhe cai aaloasste alas dg agheaearon aul Maa ee alogtin hs See Table 2-54 
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MSR_LASTBRANCH_2_FROM_IP 
OG6:0FH; 06.17 Aigtsadaciiantgerscat tare ccainaonbandaae neat eid adda wane tani redaed debeaees See Table 2-3 
06_1CH, 06_26H, 06_27H, 06_35H, 06_36H........... eee cece eet eee n eee See Table 2-4 
06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH....... 00. cee cece tent e eee e eens See Table 2-7 
06 :5GH- O65: JAR vedi du rieedieeueiede i tscheeg ee aeieiaau dd Dada ued Rigdes peace ae See Table 2-12 
06_1AH, 06_1€H, O6_1FH, O6_2EH... 0... cette ene eter e nen ene teens See Table 2-15 
06.-2AH; 06: 2DH iss atiecicsrn xacinteaasaatteamenGueaaed dant enn natneedaangtes Mauna nenadanmaiesinat See Table 2-20 
ORF ss ccevs couine civ en immsanuevad Same tdovedaad Ratnad Meneden abe RONEN neers eae eENe See Table 2-50 
MSR_LASTBRANCH_2_TO_IP 
OG: OFF O61 Hisense: ceniaiearacdd ae ttnesd saananeaadaiieeteererdatee seal adeecdiaaansee eee See Table 2-3 
06_1CH, 06_26H, 06_27H, 06_35H, 06_36H.......... 0. cece c eee eee tee te nett See Table 2-4 
06_37H, 06_4AH, O06_4DH, O6_5AH, O6_5DH......... 0... c cece eee eet eee eee ened See Table 2-7 
06. 5GH, O68 7A wie icate aur Glgeioee seca wwe ia ines etawuie wna d anand Beda Hie Mcondetad See Table 2-12 
06_1AH, 06_1€H, O6_1FH, O6_2EH... 2... cece ee teen eee nee eee e nes See Table 2-15 
O62AH; 06 2DE is: dacs ches ei aahelsie ada paces Madea die aauigen etl dgedibh cheat atbel neni ae See Table 2-20 
ORF ig cetacean she ediatag watered mada vue eeu ales ad Ana Groa a butchered walneeanie eaate See Table 2-50 
MSR_LASTBRANCH_20_FROM_IP 
O06 5GH; O67AH sstieic sce sdieiseacmeasig hoedeuerd ia sendeacs Mecnnnet aban bee Seen agen taeeubeaes See Table 2-12 
06_4€H, 06_5EH, 06_55H, 06_8E€H, 06_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 
06'6AH, 06:6CH o.ccieeth ou taceieasanawb cian escapes ietaidiaamaned Meera a Leeedeecaa week 
MSR_LASTBRANCH_20_TO_IP 
06. 5CH/06 JAB i scene biacsted naithosers wleietesetatatediaseakdedewsaiadad eneia teased See Table 2-12 
06_4€H, 06_5EH, 06_55H, 06_8E€H, 06_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 
06 -6AH, 06: GCA si iicicenrewtay oiaddaucnaa dared eews samba tens PaaaTaevedierns Muhneamoeeeaamnent 
MSR_LASTBRANCH_21_FROM_IP 
O06 5GEO6_ 7AM ioc tevci ss tanga wiihaetemrane ni teacnnine ae aiay ane ha ee aoe te ednaee add See Table 2-12 
06_4€H, 06_5EH, 06_55H, 06_8E€H, 06_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 
06:6AH, 06: 6CH sicuceyer tseerannniieidinarn au edohtmacanih a endebieer dadenmeuetdand ane 
MSR_LASTBRANCH_21_TO_IP 
O06. 5CH; OG 7A it cccncasica easton delgadat a abe ard cgiudaeane tedestenedntaaeege cad tienen te: See Table 2-12 
06_4€H, 06_5EH, 06_55H, 06_8E€H, 06_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 
06 “GAH L0O6+6CH sitesinde sania .dnemsed tub headin eSmare £heeaaedtendnhuehencadaddeartaane dns 
MSR_LASTBRANCH_22_FROM_IP 
O6_SCHVO6: 7AM ccwc ste ts.iGaine sv axesiiadderdeanssgtass Midaetgus «ened eawastuetectssueeul acces See Table 2-12 
06_4€H, 06_5EH, 06_55H, 06_8E€H, 06_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 
O62 6AH, O6::6CH siiisccducntade sx danen Rexamibncatnnndecisa d Melanie eee ea duly idedeenaied daainveden an aw 
MSR_LASTBRANCH_22_TO_IP 
06: 5CH, O06 7AH yp setciciieehecpachteuiedd ayeendva semhosiiw ad cei crk cede aed Siena ete gh eee See Table 2-12 
06_4€H, 06_5EH, 06_55H, 06_8E€H, 06_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 
06: :6AH, O6..6CH sed cncdt adie enh bit ind otaiemenaee Cade dete nanny Danmeteee taeda dekdaaaines 
MSR_LASTBRANCH_23_FROM_IP 
O625CH; OG 7AM fae sscticaisidigeaurbes sa ooed exci yadda eed wee onnnre ame bees ee atd aexcu needed: See Table 2-12 
06_4€H, 06_5EH, 06_55H, 06_8E€H, 06_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 
06 ‘GAH; O6°6CH iia2.ccec inne asian i.e cieldistee dine deat ocean d Gosden Sea saaddeaneGeael ad,tivaneenaetah 
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MSR_LASTBRANCH_23_TO_IP 

06 5GH 062 FAM ise schiccidsntdahntantentiaa ieee ap moun saree aa mind enedaubar enters adcnlneaasiit See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8€H, O6_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 

OG: GAR OG OCH sacs nucae ct einaniee ccmens pana a dudenesana nde ttebasaa dale eenban eine hia ciedede adda peers 
MSR_LASTBRANCH_24_FROM_IP 

06: SCH 06: 7AM snsaccs canes bincaiotascdtesgekaieedemens enti sesaata tananteads Cepeshasaaneteet See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7EH, O6_8CH, 06_8DH, See Table 2-39 

06:'GAH,O656CH cots cas ss ccndvea ese eamsaetnanw) aeddire aed gee aaas sone euedea eee ad 
MSR_LASTBRANCH_24_TO_IP 

06 5CHO6: 7AM sis.iceicscecapeictm vince ativan deiaail denn oatmeal se iuinidianh as pilere ni aaaw tee aek See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7EH, O6_8CH, 06_8DH, See Table 2-39 

06 GAH06_GCH asnccsasdvncntines dibbothinavahespimadersie deaweate Oe dmemnecnrntaanenin 
MSR_LASTBRANCH_25_FROM_IP 

65 Gh O27 Ailes cated anagamucncyduesedhaad tn oclannacine ie nennmarahaeuiia tuscan au onan See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7EH, O6_8CH, 06_8DH, See Table 2-39 

GH GAR OB GEE 5 saarc.ccestve ntietvunetearis autia,eaaants dreamers cata caressa nage aa auaatenmaatocauhe on sac aannan 
MSR_LASTBRANCH_25_TO_IP 

06): SCH06 7AM fi cscc cs ccs east eainra seis aoscenlndte es needa enonatasinde tees chiaaaa stage See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8EH, O6_9EH, 06_66H, 06_7DH, 06_7EH, O6_8CH, 06_8DH, See Table 2-39 

06: GAH, O62 GCF aiid: cisuddentieacet and aetameedeveaeamdnnunket weiss) eatadetadventerennbdada Ret 
MSR_LASTBRANCH_26_FROM_IP 

06: SCHOG 7A siinctcit deicng Oba pa setae ae kebawes ober oetaean debe cere nme ngingwnhbardescaewdasiees See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7E€H, O06_8CH, 06_8DH, See Table 2-39 

06GAH 06 GCE s.cc.0cicsanie Rihieis cadet bnacenameamenmereGhsearepidedscheinmetatacebeehtd 
MSR_LASTBRANCH_26_TO_IP 

06. 5GH OBS 7A i siraakcectnaadevae counties sam aonas antes Ueatamerenterag ohebumanmameeunsa See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7EH, O6_8CH, 06_8DH, See Table 2-39 

OG GAR OG GER c: dacedanchhcanmined cent saat caer sactnad ctremlnn a aisle ataaamnbinmameteceauanaacens 
MSR_LASTBRANCH_27_FROM_IP 

06: -5CH 06: ZAHM bs. o00:2¢sans stdeatin cada tatease sated yeas then MarsaGde dese mas lta Rdan eat See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7EH, O6_8CH, 06_8DH, See Table 2-39 

O62 GAMLO6 GOH aise cissnucr dates Gia Vieans Ta saasdmmr edie eden n@stud ia seater Ges eraad weave 
MSR_LASTBRANCH_27_TO_IP 

062 5CH)06“7AH si caicid tas gvan eihoe aves chiaw anes manent es cle vance eal geben a Marie See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7E€H, O6_8CH, 06_8DH, See Table 2-39 

O6:-GAH,06- GC iii cates oie cena Rab lidanasicknehimtaaddut akan end erage aeenaeeerzambantas 
MSR_LASTBRANCH_28_FROM_IP 

OG SCH OG GZ Abt saceciasa. coreg tnanse cava sua teresa cs ioe anata serene tae taneenansaeedd na iaa ened See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7EH, O6_8CH, 06_8DH, See Table 2-39 

OG GAH, OG :2GCH a sssyereesiats sna dissatacaiete nace wqinitne debra tercnuate eos teadmacarensow add ere: Raeaatersre baa Ggemeee sat aaa dnshs 
MSR_LASTBRANCH_28_TO_IP 

06::5CHL06:27AH is cictss tec cetudanieaaan ree aaate hanna dinahon desea eenirsapeetdauaastaaie x See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, O6_66H, 06_7DH, 06_7EH, O06_8CH, 06_8DH, See Table 2-39 

06: GAM, 06 GCF aise ficsdanuecatatats aiianedevietiennsc he iuds wy eto dghebbangatnceeeraeateneerebinns 


MSR_LASTBRANCH_29_FROM_IP 
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OG: SOR OG 7 Able ctsctetss eateasadaoiiaaac.a ta apiiotesea anon entaein taeadae pero iene aesiaaaaiee 


06_4€H, 06_5EH, 06_55H, 06_8€H, O6_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, 
OG GAM; OG = GCE sas are ccecaesesis le attdi lane eavces-antyb ouster atarere ale gone’ aig un thy SigsdiGipr van Same aches dob ong a eel Ratena arsteiwenNerw 


MSR_LASTBRANCH_29_TO_IP 
06_SCH; OG 7A i ia cctcsie vs oie ww hen cease Psi eek adh tamenenmaiy dolce tiedaiu ne Getewlaied aeanew wiles oi 


06_4€H, 06_5EH, 06_55H, 06_8€H, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, 
06.6AH; O6-GCH ois scicten scecwsne needs rasaan mtetew a demeree iver Meson awd dada ve Pawel tea aeadones 


MSR_LASTBRANCH_3 


MSR_LASTBRANCH_3_FROM_IP 
OG ORF OG 17 Fi seusisctestacdacte east tiulecraie tes Pane Rta ctveratestle Biandharsunsde tects oa iessrasaeadtcnleed tongioey w/dveaee ateeseimaaeen tbe 
06_1CH, 06_26H, 06_27H, 06_35H, O6_36H..... cece eee 
06_37H, 06_4AH, O06_4DH, O6_5AH, O6_5DH..... ce cect 
OG SCE OG: ZAI die spesenave:styinea ass ietobe gins -aiovaya Bitaiavinds sfsteseeelavecd afiierg doe Piacneg ace andinls Hareatelbnaldlaatehielabalged et 
06_1AR, 06 1EH, OG TER, OG: CER i. .6 cnn ces cwinseendes ana pesanegaged naw anise dajine vmmatne aii’ 
06.:2AH, OO. CDE ivks cea tesa peudeeaws wa aGAwkd bankas Meaty en a Medea HE Meee eae 


MSR_LASTBRANCH_3_TO_IP 
OG ORF: OG 1 Ascites clon eatiacnt aren aaetenadetie Hanke saterre vie nakiniutaaale ie Spa oeemllarneiarne kale: 
06_1CH, O6_26H, 06_27H, 06_35H, 06_36H... 1... crete eee teens 
06_37H, 06_4AH, 06_4DH, O6_5AH, O6_5DH..... cece t eens 
OG SCTE OG 7A cee sess cia di eas asec lies concQhiabaohahicsapetaeo's alte 4 tnstaraushelciaseee boncebsial tone ary wanshcond-aleiets tle nuns as 
O06_1AH, 06_1€H, O6_1FH, O6_2EH.. teens 
OG. ZAH OG CDE eiisis sastie's bsssasaa aieipieceed wine ava nce atccasa bie manele pishoctaly ee arate esoo¥. oinincwe W aheihueld wlceatate iaraneoncari 


MSR_LASTBRANCH_30_FROM_IP 
OG SC OG 7 APA ised sccvescie dis site wis acslabetassceccsh cies diatbcclapbectebanntsier sundae Gusnasd asdce agebeisla/ one Were Ousoeaeais als aeaseibhalem eid 


06_4€H, 06_5EH, 06_55H, 06_8EH, O6_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, 
OG GAEL, OG LOCH sins: csccavacbetcs cue wicsaiattavy eco-anana Sietarancceparste secre Guana verona emia ahedaencaies diva ca aiyyetiaremonlitete 


MSR_LASTBRANCH_30_TO_IP 
06. SCH, OG JAR wis cccctavevatineine ateies Sheee acs ctatekd tude whe cated dae heed ve wdiidade peewee 


06_4€H, 06_5EH, 06_55H, 06_8€H, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, 
OG GAH, OG (GCA iiss. s.cciisscrcses ais wrtsace anelnigtasn sitinte diate el Rasen eb midlad Peat suitgedoariehe ed aan dd giansedales 


MSR_LASTBRANCH_31_FROM_IP 
06-5CH/ 06 7AM 2 ccccs savcagies suited tense oenes tehiedeewsbarievatteaniiaentes eane ee yeaasaee tn 


06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, 
066A, O6_GCH science codaciiah nantes dav nce aw carv een waves aete eden pe Embe Rava ease Sy 


MSR_LASTBRANCH_31_TO_IP 
OG SSC OG 7AM ecesspere st wince cnctonatzianscoreitiardt ain: wieratesieorsalsnaiain ting Pewee maps eieoe eee ote Fe mls Ae ilsianaiy ey 


06_4€H, 06_5EH, 06_55H, 06_8EH, O6_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, 
OG GARI OG GCE siiresccsaricis Suctete ate anasdiat ccoeatiyniottaniretealvgan tN pal toys de tahicineMtadnarereaa edh@abdne creseaneiow’ 
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Location 
See Table 2-12 
See Table 2-39 


See Table 2-12 
See Table 2-39 


See Table 2-50 
See Table 2-53 
See Table 2-54 


See Table 2-3 
See Table 2-4 
See Table 2-7 
See Table 2-12 
See Table 2-15 
See Table 2-20 
See Table 2-50 


See Table 2-3 
See Table 2-4 
See Table 2-7 
See Table 2-12 
See Table 2-15 
See Table 2-20 
See Table 2-50 


See Table 2-12 
See Table 2-39 


See Table 2-12 
See Table 2-39 


See Table 2-12 
See Table 2-39 


See Table 2-12 
See Table 2-39 


MODEL-SPECIFIC REGISTERS (MSRS) 


MSR Name and CPUID DisplayFamily_DisplayModel Location 
MSR_LASTBRANCH_4 
OG OEM isis once nes thGetex end enedadtacorenanterancgeabe da tamian see wsaee eoeniaeae manibasateed See Table 2-53 
OBO ys esicnessicetssvasznhate alkeine it udapnintteetbuelact nected shedyageiel gia Pah elth agate viele nce thes auteur gale F alatheseleetyaeatenne See Table 2-54 
MSR_LASTBRANCH_4_FROM_IP 
06_1CH, 06_26H, 06_27H, 06_35H, O6_36H........ eect ene See Table 2-4 
06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH......... 0. cece eee eee eee eee eens See Table 2-7 
06--5GH: O62 ZAR isc ntaeiiisade pata tees aveupode Aebateta eigas Parede hove tag dle piste aameeuaa eee See Table 2-12 
06_1AH, 06: 1EH, 06_1FH; O6:-2EH seis cceccean Ge aew teed Reese of bated ode ede eeawede See Table 2-15 
06::2AH,06_2DA ip iiecscack nnssedtna adie dor anes 4 seebt Meee kdeereniaoesh deny nna aeeuyseeend See Table 2-20 
QE Abii ctsa esata taiebaiaaassoenieal dnl aidadeadaesumeda daddaaaaad Dado hiamaaataiaes See Table 2-50 
MSR_LASTBRANCH_4_TO_IP 
06_1CH, 06_26H, 06_27H, 06_35H, O6_36H........ eee center een eee e eae See Table 2-4 
06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH....... 0... cece een eet n eee nett eens See Table 2-7 
0625CH 06: 7AM i se cescecen sean lteciate nites oigateacadetaaae sities Give ee digas whe dled deueccan ae ope bee See Table 2-12 
06_1AH, 06_1EH, O06_1FH, O6_2EH...... cece entree nee e ented See Table 2-15 
062:2AH, 06) :2DHizic ct cht testeh caetianrdes abide cdienel lea saneh daeobetiwaen deans ees See Table 2-20 
OFA Licasanttetatadbasaeteiiege nt neansaane gan tees toa gaddanbes meio vente datasaeenarn See Table 2-50 
MSR_LASTBRANCH_5 
O62 QE Hits acdccicsle eevaiGwncama ie tie nathiedawedam dee eeeetharbenily ciwleeh aan dca did bcele (otnteien See Table 2-53 
OG = 09H sie SeecFsaethcidig eyeacekd ee eisoe da uads eked ae OP aed eteeeeors (uel edenddad bese areas See Table 2-54 
MSR_LASTBRANCH_5_FROM_IP 
06_1CH, 06_26H, 06_27H, 06_35H, O06_36H........ ee cece center n een e eee See Table 2-4 
06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH........ 0.0 ccc eee eee een eee ene eens See Table 2-7 
O06 5CH;OG! ZAM yea hiinciie svete tiie bed iad Ghetn naw aden team ihaaahteaeee stearate See Table 2-12 
061 AH,/06_1EH,06_1FH06 CEH is es ccsedeevenis aeesdsakd peiesSe eid eaaseeew eerigeandes See Table 2-15 
06.2AH/06.2DH tei: 2setsieaeedicaaaneae heed GiiameeeG ag ahiaiiediid deeds hee cueeeiees eta See Table 2-20 
OE cs citcancinnne pcdooieaan bevdaniers anliasbhpaie tidedaeimnd s bldrverctee ei nnaea bares See Table 2-50 
MSR_LASTBRANCH_5_TO_IP 
06_1CH, 06_26H, 06_27H, 06_35H, 06_36H......... eee ee eee tee eetneennees See Table 2-4 
06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH....... 00. cece cece eter tenet eta See Table 2-7 
O6- SCH OG 7AM iid ces cnisagan abe nneeties eigede Saneag dey aves eatoad te Deataadet desGaidad Meaaaeanes See Table 2-12 
06_1AH, 06:1EH;06_1FH; O6::26H sic: edidtenae iivuedteniedwnde se apeetape een dane eaauniens See Table 2-15 
06:2AH,062DH sv ssicosen pesddanies dane sootdes dns geneysa dae Denseaviecax plea adasdeneypiekt See Table 2-20 
OFA ccc tatwsacets spacings deta d nate bahea dqetolnierd Deagaleat ediaeaeee Mersaa aaaeaes See Table 2-50 
MSR_LASTBRANCH_6 
OG (OEM swscuerhisatenies sae eentteu seuetecedesaberd se Reaes eoeveueee ledededts niaavemue tee See Table 2-53 
06+ 09H chtetds dedbeeds Giiehiecmauhbese dtenee adie emoxon aeamie gente nedeseeadniaesleoi@unens See Table 2-54 
MSR_LASTBRANCH_6_FROM_IP 
06_1CH, 06_26H, 06_27H, 06_35H, O6_36H......... eee ccc enter eee e eee See Table 2-4 
06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH......... 0. ccc eee eee eee eee een eens See Table 2-7 
06 25CH06: 7AM seccicceiiseess seiided ay igeesioreneawiiew ieaeinieoou as eeeoraddwa sl phoned See Table 2-12 
06-21 AH/06-1EH; 06 <WEALOG CEM stat ccemltcenpei aansactaneetaaves va ad eaiadenntienes arate See Table 2-15 
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MODEL-SPECIFIC REGISTERS (MSRS) 


MSR Name and CPUID DisplayFamily_DisplayModel Location 
0622ABNO62Dilscarnceaniatestennieistageane petaidadtateeriacad aeatareqaeew eiatissant ats See Table 2-20 
QR Aiiiiiertons iaddend shegeweh ce Sawin SeasGledae Qatar hake epataea Heese oneed tea Manne a dion Re See Table 2-50 
MSR_LASTBRANCH_6_TO_IP 
06_1CH, 06_26H, 06_27H, 06_35H, O6_36H.... cece eee c eee eee eee eee eee ene eneeae See Table 2-4 
06_37H, O06_4AH, 06_4DH, O6_5AH, O6_5DH...... ccc cece ete e eee eee eee e nee ee eens See Table 2-7 
06.-5CH;.06:_ 7A v4 iynetvaninrd wwieatacds iat ct Sea nile us in dnew sama bde a neon dened omelets See Table 2-12 
06_1AH, 06_1€H, O6_1FH, O6_2EH.. cece cece renee ene nent nen nent eee nnes See Table 2-15 
06.-2AH 06 2DH ssa x cevianhotidetcvacckadatiad doen bedieline aa andeaeaatianakenniennsaws See Table 2-20 
OR Hict ti veusag erienda seat rscduh ertones nomena cousaneedt ad tea on at atau veninas te soesnaaels See Table 2-50 
MSR_LASTBRANCH_7 
OG OCH ity cccitetviadiewnnce siivhonGwaltealeea ascii aval nde Gr da yeenareie aliens tewhGiedae mialpereiite See Table 2-53 
OG09H is saarotonke ant dade Phatsees gates iaieraraaet hen ioenesan shtaawet Gaaieadaaeedenoes See Table 2-54 
MSR_LASTBRANCH_7_FROM_IP 
06_1CH, 06_26H, 06_27H, 06_35H, 06_36H.... ccc eect e cenit eee ene e eens See Table 2-4 
06_37H, O06_4AH, 06_4DH, O6_5AH, O6_5DH... 1... cece ere eee eee ete e ene e nee ae etn es See Table 2-7 
06.5CH; 06 7AM wiatcs dav ase ddnciitia heat duty dtda ewlic ta ew atiagie ie decade eka oa yacemniee wie ee See Table 2-12 
06_1AH, 06_1€H, O6_1FH, O6_2EH... ccc e ete e crete ence ene eee neat enn enns See Table 2-15 
06 2AH OG 22Dil asi fava aedam Geomasaucss ace Coes hea sta ea Demat each etare ong eaannacetadadamasae aes andaaes See Table 2-20 
OR is tieace tea sidiinred Glas Geatctn van aanelach He ledaduhbraaded elev ansaamente ¥awsak hens fine See Table 2-50 
MSR_LASTBRANCH_7_TO_IP 
06_1CH, 06_26H, 06_27H, 06_35H, O6_36H.... cece c cece eee e eee een e ene e eens See Table 2-4 
06_37H, O06_4AH, 06_4DH, O6_5AH, O6_5DH...... ccc cece eet eee e eee eee ene e eens eens See Table 2-7 
OG SCH OG PALM sacesctcie ier ented tencarhtcraexie 4 a0h,pistce bee MesBartecaa du edthy hemDemcetn tenes bieasnuaee aya teneckedleearaseot See Table 2-12 
06_1.AH,-06.1EH;:06_1FH, 06 _2EH jini ncccsaenben aomiwiiaesnendadcatrr dented waaiiisen wees See Table 2-15 
06:2AH} 06 22DEl ais voworeertacdeenretdaass ooo laviaes daacesseiss Seiiewradonenginis aiden See Table 2-20 
OF Absrittedcaahndeawid sede ag sa Ralnesnnatid basa eats dh aaa Nee tead esa aae kas eae kas See Table 2-50 
MSR_LASTBRANCH_8_FROM_IP 
06°5CH06:-7AM) « si0535sacet as tities toaeedeba ee eucsltaaeiedaradnnied o2 et boseaeialaaens See Table 2-12 
06_1AH, 06_1E€H, 06_1FH,06_2€Hiiis ices caasenccers aeadaewen Cana dweviees waded wad dase See Table 2-15 
06-2AH O62 2DE xsi. ticideaivnd Side leven Fed denne Vi Rie newts Mita faded sadwiarcon ) wltan ad See Table 2-20 
QR biisicccdtcoasterietwit et aseintsd ioe een nieae ade aaeait ei sddaacatiwad Meshaind :asamatedea ges See Table 2-50 
MSR_LASTBRANCH_8_TO_IP 
06. 5CH06--7AM s2e.005 shee ctinnntttaceee chenedcra anne gtasereaategannhees tat eok een acantees See Table 2-12 
06_1AH, 06_1€H, O6_1FH, O6_2EH.. cece cece erence e nen n ene n ene ne eens See Table 2-15 
O06 CAH OB 2D es cocscasn dedssonticeecncse'y wee Pha chase Maated eval dandeticodw and ea dauje Dia eased ee Handed See Table 2-20 
ORAL cs dievensanaecsca yee ees ene tetiraes dere eetadas Oudaa dea ee devenengiat nrdesine see aoe Mia's See Table 2-50 
MSR_LASTBRANCH_93_FROM_IP 
06.5CH06.2 7AM Syne tadminndae tiie Bets avin sccee Sew dnt cedeteatndinke taimied pauline Sehed adie coelvdetnnay See Table 2-12 
06_1AH, 06_1,EH, 0621 FH, O6_2EH 4. siisiciects sacs aeranaatiereaiee nariiednbiasuted avec doer saunas cates See Table 2-15 
06.-2AH;06 -2DAbissas eesvkethasiahcvantiewa chad boianaedeeleraaidiacdeid aoe eeemeaaws See Table 2-20 
OR bck tietead st icnda yaa tioes ovilerieees Gide shite te edad eee) ak ied adan teresa s PemoeenaaGls See Table 2-50 


MSR_LASTBRANCH_9_TO_IP 
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MODEL-SPECIFIC REGISTERS (MSRS) 


MSR Name and CPUID DisplayFamily_DisplayModel 
06: 5ChOG: ZA a canvreeasdasaneanaaiicataes sean teeeearatpten enter eateaetanaaserniakendan sine 
06_1AH,:06:.1EH, O6_1FH, 06 26H isis cccenen aaa gn cadtons einen ddautinesied anand aman ruteaean anes 
06. 2AM, O62 2DH ised secitirceriweceeaaadiea a Mean ida nies Sheutae daleves Gay asntras epeapuawes eres 


MSR_LASTBRANCH_TOS 
O6_OFH, 06_17H 
06_1CH, 06_26H, 06_27H, 06_35H, O6_36H... cette es 
06_37H, 06_4AH, O6_4DH, O6_5AH, O6_5DH.... eect eters 
06.:5CH;06. 7AM ta .sscc. cited ceeieesenar orimaateeeek eentd he dvdaededwenteds ates cooseencewe ene es 
061. AH; 06 1EH; 06 VE 06 CEA sis sc ccicsesngatanie etn cieduieaceleg cd ba bhoegeaw as ene RHE Ra 
OG: ZAT OG. CDA csiis ce eteieternaitenaleath carneteeathaelesbdvaiers ain nad gra ticeeny eels ane netaterne is eaves Duara testy 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, 06_7DH, 06_7€H, O6_8CH, 06_8DH, 
OG GAP O6_GCH a assctiadawisincweds seedipnestaieeamwirnmadies seaome nites casein dadwers helene 


06.257, OC BS Aisi is cccncnniieins sieedsnwie eek oe oie eRsy DeIEN ENOL geese hetsaaemiy eee eee 


MSR_LBR_INFO_1 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, 06_7DH, O6_7€H, O6_8CH, 06_8DH, 
OOGAT POG OCH casi g dcs-vsios arrtacerasctectiseses dus inane ecmiare wea anita dacanagivetocacedt sigh dialantin asa raven cladecarecgteoaeata ie tae 


MSR_LBR_INFO_10 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, 06_66H, O6_7DH, O6_7€H, O6_8CH, 06_8DH, 
OG GAHROG_ GG sien ice sated setting gird eines sana Menges Bae ntins a eimai: seen 


MSR_LBR_INFO_11 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, O6_7DH, O6_7€H, O6_8CH, 06_8DH, 
O06: GAH, 06. 60H. iia niieieiedderkeinn settee cSGRd dimioed Sone Tae bates Geka oe deg Rad 


MSR_LBR_INFO_12 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, 06_7DH, 06_7€H, O6_8CH, 06_8DH, 
OBZ GAT POG LOG tisctive sis seited ctaratette gis ¥ save nse Biase nie Bebte iseyanacanett e¥ aed wie lavaye Giardia winneed ow epece aged deals wel 


MSR_LBR_INFO_13 


06_4€H, 06_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, O6_7DH, 06_7€H, O6_8CH, 06_8DH, 
06-.5AH}O6_ OCH se idcccinowacncteies dantietioa se saimmnrancihee Serpette reRuRe dd taemney 


MSR_LBR_INFO_14 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, 06_7DH, 06_7€H, O6_8CH, 06_8DH, 
06_GAH 06 6CH vii 5 cas cccreiediveees ontnbioaa sow d ee ohmnd eed bb sawe Ddee ene os Mose RES 


MSR_LBR_INFO_15 


Location 

See Table 2-12 
See Table 2-15 
See Table 2-20 
See Table 2-50 


See Table 2-3 
See Table 2-4 
See Table 2-7 
See Table 2-12 
See Table 2-15 
See Table 2-20 
See Table 2-39 


See Table 2-48 
See Table 2-53 
See Table 2-54 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 
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MSR Name and CPUID DisplayFamily_DisplayModel 
06_4€H, 06_5EH, 06_55H, 06_8E€H, 06_9EH, 06 


MSR_LBR_] 


MSR_LBR_] 


MSR_LBR_] 


MSR_LBR_] 


MSR_LBR_] 


MSR_LBR_] 


MSR_LBR_] 


MSR_LBR_] 


MSR_LBR_] 


MSR_LBR_] 


MSR_LBR_] 
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66H, 06 


7DH, 06 


7EH, 06 


8CH, 06, 


O6.5AH, O6-GCH sicsctiet ses cr sn teneetasion eave adiemiont ies eMbmes ire mite te newmaimenea died sas 


INFO_16 
06_4€H, 06_5EH, 06 


OG. GAR L0G GCA iit cs cee cuir tememsaeninetniminees som biarhiie Gate wleona ge adanededudlead-aive esta sos 


INFO_17 
06_4€H, 06_5EH, 06 


OG GARI, OG OCH ss issccsccses ciactnia wi anesaon ats scaainavenssetvoaterer easorss a iibnus Mb kde ea dhercuararaie scien wih amieitahoena ites 


INFO_18 
06_4€H, 06_5EH, 06 


OG6:GAF OGL 6CH jiasic cides tmsliuirsi daw suntiauuelenaa alpina dtelecitins ennai tien au idamameiths 


INFO_19 
06_4€H, O6_5EH, 06 


06_6AH,06_GCH sa ieccostesiatiwentea siwadepedeenr views ees aoe igo pmE Me nvaNEes aa509 


INFO_2 
06_4€H, 06_5EH, 06 


OG GAP OG OCH se accesses al att da Bianca Srcedasnnyy oucter ane: ure ely ecauanly ane tvs Aig dtaibowas Rinnwedscitacees.g hey Pigsal Pubend aeeieseneyeie 


INFO_20 
06_4€H, 06_5EH, 06 


O626AF, 06 GCA iiisccicen scweilein nineties aaemnede ed cebieed ieee abeemereabie se tae py wena anes 


INFO_21 
06_4€H, 06_5EH, 06 


06GAH, 06. GCH si ticsis cccinisiteanat sigh tebe reominentdeeeasa ote Mend eeerndeieanaes otaay 


INFO_22 
06_4€H, 06_5EH, 06 


OG GAR, OG GCE siicsiscsccharert ie cis. ducianeun.d ccpeoaibrnsterantateracnaa dbthyane igoag ah Guahdducee ae tates eh alaienbensaee wee 


INFO_23 
06_4€H, 06_5EH, 06 


06_GAH, 06 GCE siiid cncidaties anit aatsidomninmmncane eee aaie hey ay mannii latewdaamiaatarm Gans 


INFO_24 
O6_4€H, 06_5EH, 06 


O06_6AH,06_GCH si i cic ecttciitiwmnersna ee dilndeceemindeth yee aed ett ene w eek eases a0 4NS 


INFO_25 


Location 
See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


MSR Name and CPUID DisplayFamily_DisplayModel 
06_4€H, 06_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, 06 


7DH, 06 


7EH, 06 
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8CH, 06 


06_6AH, 06_6CH 


MSR_LBR_INFO_26 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, 06 


06_6AH, 06_6CH 


MSR_LBR_INFO_27 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, 06 


06_6AH, 06_6CH 


MSR_LBR_INFO_28 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, 06 


06_6AH, 06_6CH 


MSR_LBR_INFO_29 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, 06 


06_6AH, 06_6CH 


MSR_LBR_INFO_3 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, 06 


06_6AH, 06_6CH 


MSR_LBR_INFO_30 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, 06 


06_6AH, 06_6CH 


MSR_LBR_INFO_31 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, 06 


06_6AH, 06_6CH 


MSR_LBR_INFO_4 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, 06 


06_6AH, 06_6CH 


MSR_LBR_INFO_5 


06_4€H, O6_5EH, 06 


06_6AH, 06_6CH 


MSR_LBR_INFO_6 


06_4€H, O6_5EH, 06 


06_6AH, 06_6CH 


MSR_LBR_INFO_7 


Location 
See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 


See Table 2-39 


See Table 2-13 
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06_4€H, 06_5EH, 06_55H, 06_8E€H, 06_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 
06.:6AH, 06°. 6CH sicctctvet ee eewnntentedddane seed abbiadt nach eeedadie ss aearatmner dad aes 
OG: AG o. siisce dnnclviebebrats eateeeantevis cues adwda tedden hi iyauitlen vee tsneas ban veachealananisina ie bie See Table 2-13 

MSR_LBR_INFO_8 
06_4€H, 06_5EH, 06_55H, 06_8€H, 06_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 
O6:6AH 06 :6CH siitcstapeaneddnemsabiibasnimnes taba piece Ga tesbeaeehadanbeadiid anand eends 
O67 AS: 2 iigudiau reas dagee gan thetelniatndd engee ee ieae denies ddehedd Sarees Oliaeie ye ink See Table 2-13 

MSR_LBR_INFO_9 
06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 
06_6AH, 06 GCH siiiccict ond ae hannisn diate iano aadd arn hh dvbdhe ce miee nana ve. nnvitaenae aie 
6:27 AB: cc saz ets abtauds dannsauded net edesaedageaueenuaras canada thane boamhe Ancpeeataleadieceeeas See Table 2-13 

MSR_LBR_SELECT 
06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH ..... 0... cece eee eee e eee nee nee See Table 2-7 
OG25CH; OG 7AM jcc. ica nada ones cine cele cee deme elect Gane bpaetaeee dan clecagagaiaaaGueanaetes See Table 2-12 
061, AH,06_1.€H, 06: 1FH;-06_2EH iiss ie ciecsacinan ar siaureen ne eaiteadnieecdee ean ee sulk ied ad boeEs See Table 2-15 
06=2AH0622DE sss: ccrscactien dr pteaidinane betahinaddan beeeeteoedewwaiediean demandesecawe See Table 2-20 
06..3CH, 06::.45H, 06 46H oy sai oucn cuales Sleeadaw needed dub baesndnedae aed Seeadeneeioane See Table 2-29 
06257006 85H iis cosets seaaed Hd 0 heveteesveaave i dv@adalie henougbiaiaaves anvnonedes See Table 2-48 

MSR_LER_FROM_LIP 
06-OFH) O61 7s ouisids te akhaenoiecnl deed feidad aeanw beh de bbs ed gnabeedd euler oeeniaas See Table 2-3 
06_1CH, 06_26H, 06_27H, 06_35H, 06_36H....... 0. cece een ene See Table 2-4 
06_37H, 06_4AH, 06_4DH, 06_5AH, 06_5DH, O6_5CH, O6_7AH......... 000 c cece eect eee e eens See Table 2-6 
06_1AH, 06_1EH, O6_1FH, O6_2EH.... 1. cence e et e een eee ene eae See Table 2-15 
06 :2AE 06. 2DE wes cvvsrvae aes cad idaaead hb doves da od eilad oe etd wadae Sea aes wee See Table 2-20 
06.576) 06-85 Als teed psciiGutelerenniada canna actait es chee ab etd dieloahae ds laentinddionereaa fates See Table 2-48 
OFA a ainsaSs ciated bh daw dl weaned Gstaad lena aedblaieg Vignes ee ade ae ekes ale wey eeases esos See Table 2-50 
OG OCH x.< sergancdeksnnns Vitweaes ce ciaWene22 vas adieundeataries wahlcemosanipeeadseanayordae See Table 2-53 
OG OOH ac scdinie ae Siehs ead tak an ie yred enna dice Wea he Sette es a ee a a a See Table 2-54 

MSR_LER_TO_LIP 
06-0FH; O61. 7H itianctecieaietedetisaitiegnched Gaddee seis Laaadeeadies pina aanedeeesasads See Table 2-3 
06_1CH, 06_26H, 06_27H, 06_35H, 06_36H....... 0. eee cece tenet eee nett ene See Table 2-4 
06_37H, 06_4AH, 06_4DH, 06_5AH, 06_5DH, O6_5CH, 06_7AH.......... 0. cece eect eee e eee ees See Table 2-6 
06_1AH, 06 1EH; 06 1FH; 06 CEH a ciieccccee cena deeees andi dedess cis peawi nets eee bed Ohad See Table 2-15 
06 2AM OG-2DE ivi. p ita nan vadder eda gad Bs Yee adiieta whe ewapdsien s yg Pal vtendmeiadiedaawe See Table 2-20 
0625710085 Hb: ccsccasteeieusetiernetabtad aiwieSdetiashesydanbidtebpewend cre Sides baaatengae : See Table 2-48 
OM Ass dptateatts attaaniced tule thantayhtltarnu daiahciedls aie Se eed nam SG raion NUM a miwane euCeRE Haukenn eae eal See Table 2-50 
O06 OEE <2: cisrakesaeeiiorsan miaibavader doeuuladeada tides bridal beoretand aa agiaeanieeg nas See Table 2-53 
O62 09F: a iidecheicneatichs open desea sade weekend bain ta ehagzes daa oonlae endeared erg a eee See Table 2-54 

MSR_MO_PMON_ADDR_MASK 
OG: ZEHS. ssecucktees scons ieibieceteiaaWnnns Hixasem ethane Snceds daderatd acne eee eee reais See Table 2-17 

MSR_MO_PMON_ADDR_MATCH 
OG! 7 EHii.20 caeuttded opened Send Gawhnd oannder des padnin Feet avert edaeedda weve tered emeneenys See Table 2-17 

MSR_MO_PMON_BOX_CTRL 
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OG CEP sa strcsate gon ates acamas eneeea oes Geese chee soit aa abaaanca nines ad eas beans eneter near See Table 2-17 
MSR_MO_PMON_BOX_OVF_CTRL 

GE icy cncsschied sin wed. Blacaustinn ce ea vive date dondgepvnrnreccue ereidlt Schon beasapnfaswalal doa acy ee ndeSbubinge Gudhale slakeclre gUbeeveieiaencs ai See Table 2-17 
MSR_MO_PMON_BOX_STATUS 

OG CEH Es snacnoans elvan Cer hahiiee vad acie 2iae aves dctanaas ceaguin pee oeecaheed Gan eae emeanee as See Table 2-17 
MSR_MO_PMON_CTRO 

OG CE Hic. Aansnaaaaeeusnnage sa ace au se peas etcduce Aanah ude mie koehnaaabe dans semaiveinaee eae See Table 2-17 
MSR_MO_PMON_CTR1 

OG2 CE cxtaccsts ache etas eeeaene ea cn reres puncte aa boane tevnc emcee pia aastacnines canes See Table 2-17 
MSR_MO_PMON_CTR2 

OG CEA ascarpivsiinrie, tonics qata ova pice s/steieat Sv aitibiclattar deni oe Vale Fa Runiee eG niRaul@ned cen Oeaal See Table 2-17 
MSR_MO_PMON_CTR3 

OG CEA iceciivens oeieein a ebb hoveasdamta ed aaaie ied oun dual dil anny einwtien cama nme ndarenea(as See Table 2-17 
MSR_MO_PMON_CTR4 

NG: EE elites etre seestr x evant at tdgasacar eons nest Snrtesverciane Faereve acca nteenvaoe a entkasscaaaius at gyal tee ents se ana cltecer e phecctanenerste See Table 2-17 
MSR_MO_PMON_CTR5 

OG CEH ie asicaane cians 14 sea nuiee one ee mina eestes oesat acid aadnie ee ees pashan ener eneere ae ted See Table 2-17 
MSR_MO_PMON_DSP 

GSE esc dada syle es ie ortsts gun leds weno eyndeehvncxoerdo del ebay Scbexcahay ain sosbsa' st argue deRbvleed sdbeoyeipcdcdnenandlg w ncacece rapepecponcda See Table 2-17 
MSR_MO_PMON_EVNT_SELO 

OG: CER essences Pecaleieaiin eimnieda Lhe dete aemiaw een GhiiG eh pehin el onmeten on ceneheaced See Table 2-17 
MSR_MO_PMON_EVNT_SEL1 

OGUCEM Swecatse einen amsnass eehaa apy aca usmeatamaonae aunkag a ondimoeraeaG caenianoe aneimnaaee at See Table 2-17 
MSR_MO_PMON_EVNT_SEL2 

OGY CE con calssssa se teectas sue teer ees oheeteanieestiachet ues aoa names Hi resaatneeeme meee ttat See Table 2-17 
MSR_MO_PMON_EVNT_SEL3 

OG 2B Hicks seanterisciees deues ded ve bon Veen Giiemred eal gicatea aailiesa Pa bie saweramnee ea GaRERaONOaN See Table 2-17 
MSR_MO_PMON_EVNT_SEL4 

OG CE Aecsiisnnnene wend inand deadeee sndcgan coun ge Pinndiaae eiaehhd dies dinwdadewae sere dimenescee See Table 2-17 
MSR_MO_PMON_EVNT_SEL5 

NV EE less resets guns ste araascatece a anne nce reeclart todos? altace peavarn H Aaapaesepea as aan nad Seow nee @oncges dearm chautence wer etatayeteestetey See Table 2-17 
MSR_MO_PMON_ISS 

OG CE ican shcanaes cratan saute nieces sant ey ete eres ad nbaaaiin of yass oh ease none eee et See Table 2-17 
MSR_MO_PMON_MAP 

OG SE icessncsnchsb fe es va heGaasncasn gion tage detec VGehvncnceetvdoe eight Schone yen vie ate a areeee sleeoittane-geahece glabecleecelaeeoeneey a See Table 2-17 
MSR_MO_PMON_MM_CONFIG 

OG= CEH. cc aiwnavee se neliaue eotea bien sanncie ee pe ees tidaan ccaqulk deateiaataed dacieae jeaseieeinn See Table 2-17 
MSR_MO_PMON_MSC_THR 

DOU CEHie a canitoncsneameniay en nna s cpa medes oh caiee sanah cen Gis Noeheigheds Neb aematelmaaneeeneman a See Table 2-17 
MSR_MO_PMON_PGT 

OG22EH csc crassa cy ettad ewmamereea tence: eciveenteac pence wa tenaenes cease cadueuman ses ounces See Table 2-17 
MSR_MO_PMON_PLD 
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MSR_M1_PMON_EVNT_SEL1 


MSR_M1_PMON_EVNT_SEL2 


MSR_M1_PMON_EVNT_SEL3 


MSR_M1_PMON_EVNT_SEL4 


MSR_M1_PMON_EVNT_SEL5 


MSR_M1_PMON_ISS 
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Location 
See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 
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IA32_MCO_MISC / MSR_MCO_MISC 


06_1AH, 06_1€H, O6_1FH, O6_2EH...... ae 


MSR_MCO_RESIDENCY 


OG 25 7, OG “OSTA sy cise ccesevin sede tiie eases ewe niiee tins dine deere 


IA32_MC1_MISC / MSR_MC1_MISC 


06_1AH, 06_1€H, O6_1FH, O6_2EH..... ee 


IA32_MC10_ADDR / MSR_MC10_ADDR 
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Location 


eee reece cr ree See Table 2-17 


Prssacancroestitonruns dees aatate eaters See Table 2-17 


i dee na hieid eed inane dodeaiee ad See Table 2-17 


haaiedstee erate Sik a. saosin nav eee See Table 2-17 


eae Gitedan ea ceatnee ania. ce eae See Table 2-17 


sia thar cacte afesenaeaamsentaiainin erates weet See Table 2-17 


hidadesatiakwadenaqiaie ndgteanelas See Table 2-17 


ssditessagoaruene diate decal Guage Ghanaee ea See Table 2-17 


males HaunGaaa he tangs wee eeeeats See Table 2-15 


scl vidarapseied tiie ah Gare tisteacsonaaet Gaston See Table 2-48 


iscedeagiiie) hobetinevauaet ann See Table 2-15 


nia REDe DK Gade Ne RE Re REET Ed See Table 2-17 
Oe eee ie eee ee See Table 2-23 
france Heid tedeudehe si aeeneeee See Table 2-26 
iacialelice Madame neee sas See Table 2-32 
sina resend edna Opie eb died en See Table 2-37 
phiceg arty as Vata taedagens oe had See Table 2-38 


Gunnateecen ox wivncisbadl Cale ag eld gare See Table 2-17 
sndeaatndanne gaan eb nea taton nats See Table 2-23 
ieeaduwtadrawne barnes e cenenaed See Table 2-26 
nha Seeeeeecsatamomanntadia dies See Table 2-32 
Shag deed aad neice nese dia eanahs See Table 2-37 
Linortacsien vheioimeetnn a vba esas See Table 2-38 


dive deed aatited dead apnea cen See Table 2-17 
gn eduvlnwen gies HE ad aa PEM Cee See Table 2-23 
shasgandeak ors orindinemnarmadneat ad See Table 2-26 
Re eee eee See Table 2-32 
jolted) Sa tdeae eaten aceGed yy eee es See Table 2-37 
Gr daiase Gane ead Henaned tater ees See Table 2-38 
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1A32_MC10_STATUS / MSR_MC10_STATUS 
0G. ZE e.nexossmatatanedace tune mamanaracienaneuiias aude da san anaes prea onatewimenasalts doecan anne See Table 2-17 
OG ADS cosinsinesatate shes vahtnts gaitinas eosganl eb dy tide C2Gthaa apa bawinte Oates ater delle antes ovedslens See Table 2-23 
OG SSG crctvessaseeis en sta cresedncen nse h otc aaasuee eda tia ceeaatode ny ponnemieaamevaaeanesas See Table 2-26 
OG: FRiacesicer paneided abhor chet ehiadaddas Lice apdlanwe anal laos an gore eran damenondend See Table 2-32 
O6 56H 06 AFH cis cubiace nl heard wile asen cy veeltiek alpine epaisinnaelea pies epva gautte He Heeeaulnee See Table 2-37 
OG: AGE. <.axcaumearminnss cacacies anaaiemara pi uus wasaaitaacued Mona bereatemane ae uammae sank anaes See Table 2-38 
IA32_MC11_ADDR / MSR_MC11_ADDR 
OGLE, sy Steasas seit ss Seer aren ece tenet ohana Sane ects pie sanieassenen ersten aeeaee ganas See Table 2-17 
OG SADR cs scatte ast arke toned ia naraaaamams eotanag nee teuinaia meanest oes alana amenonndis Gut acans See Table 2-23 
OG BEA cy eaeaiawae pee eee tinea Ra atte certs ee RAGE a aainden seinma ren cei naees GREER See Table 2-26 
OG SF ccaccaccencasgnnnssasaseeaiybeieturem son ease entateud alee eoetansue oe penta geen as See Table 2-32 
O6 AEH: ncedesnuaidteaeds ox ixeincds nnaned tax Suwhnsl(eeind Cavs ebtnind Gated adanedes (athbed eaRide See Table 2-38 
IA32_MC11_CTL / MSR_MC11_CTL 
OGRE rk seanatnn tans cae tag nenanaa mee atonons sigue sea wiGhaten ee cave ankeelbacesanene naan ae See Table 2-17 
06.22 DAesdcics dated sents cabdven ae Seek sd dank ead wbhehnr ahd veana beebiaceande ten qdbeaneaamuenaate See Table 2-23 
GFE ds eras agsucsunesenesecad anteater neue mntadtaatid sine coal eo ia ee sonpe en ensinadnis eres See Table 2-26 
OG: BE scant sa trera mene nee ames aansmaaanmace nance pues taGui nae aaueaes sciences a5 neatimeneeeet: See Table 2-32 
OG AFT ccc case gs Bae bie wceee enieepintncesb died whe Seborcgeeviveinltonbads avila end enbiacesded ardiele scbeele adbndiguerd’d alee eeteae See Table 2-38 
1A32_MC11_MISC / MSR_MC11_MISC 
OG). CE nse oxehaticnen re hovettehanacas ieecdes ruta ona tender we naan ti cineneemaunenemmnae See Table 2-17 
OG LAD y, ctesctetacitares astvina hava nes sien agin hinds cy aauiees Oat anaes ances oaltiniinns Wee oeaa torres See Table 2-23 
OG SEF Her acaencreatahes cor nur sntumvamacssn nancies aataaa dasteeens eeaaet anes tenes at antnasen ke See Table 2-26 
06. SF atssay awenenke adaware tangde ed bead 08 vs bd Gene aoe y danas de aan duane See Table 2-32 
OG: Ais cue santas aotancaenee a tncenedeteset aticisani aie ieee oiateaaodire netic samemeagecnias See Table 2-38 
IA32_MC11_STATUS / MSR_MC11_STATUS 
OG CE ied sccuiecs eit pa aes Wereaeaattbic gra nti cay ved eee wees awenedN wn anes aie gem abate Eae See Table 2-17 
OG! 2 Dilan gatkiranesoiesacssaus 4c oaein as baaeane con tawnnes einorn ere canbe etten carat sen eneeee: See Table 2-23 
OG SEH od ies led hi avs Recents cna pees cd oie naa eEh a Ve amid enave dp daieh es aad ieay eee See Table 2-26 
O62 SF. aids tisdinissas batman Hoel Sidddemausey ceeee erdans ap bd Galid@ergaddahwanenniinawiaad See Table 2-32 
OG AGE cqrtctansautamatnnatacmaqunsaves aug eats loaiet wn Gana atancea muse dan anit tentar cclnaadeg les ceemarea ie See Table 2-38 
IA32_MC12_ADDR / MSR_MC12_ADDR 
G22. sie santntemsause oases eens eat haskd eee ad nh adhe nt ood eee acetate See Table 2-17 
0G: 2D a avonadiantiaisatasiaeah a acetates enoaiameedagah na beanaea mages sons Ge eer ema anaes See Table 2-23 
GE scsi hain ai seathaaln tape dbelo nigeeibincnetedne elute Sedeace dearapnlate basi iv ws ales ubghurase toda vlalnclaacd teaveltianend slerectbenceae See Table 2-26 
OOS AE esaanieeusssctee caatieses (ick dateemeson nana eee nsidneniatteaeusenas oateeeeen eaneer on See Table 2-32 
OG AGH ss Sessa cnkkrnae se beciadldaensedaamormhua tenga bian denenaue sane de mcdiehes eaddibeaanene See Table 2-38 
IA32_MC12_CTL/MSR_MC12_CTL 
OG. ZG cc radantas naphes cae aeas hares @ nano way aseneharsade dunes oreneneanen sumemess tees qacceute See Table 2-17 
6 ADE cashes yeaa ies Oa Eh a na eas MeV Sh be ENS eae Goma te a bed es Sanaa See Table 2-23 
G2 IG ays ceri iawerraer coe at ereuncetese denne an mae aaee eae ee eciaeee oat nana genes See Table 2-26 
OG Fras tcaceeautacdvnnotnamancoadaainasccammnnneu meen en nan eraeedeeen nnidenmmcen dt ehiiacce See Table 2-32 
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Location 


eee reece cr ree See Table 2-38 


Lisnscsciae cebu eleianrned bath # Pabbeoee ti geenane as See Table 2-17 
shixdkayaed Sehinsestediy scans ene See Table 2-23 
ihebada tices adaee ad peareradans See Table 2-26 
Hiiaiscninieeoemcnad amen ged eee See Table 2-32 
ihicuhact date bven aman cnet ad See Table 2-38 


Ge auimte ierueeuaatiaiial se enaea ee eee See Table 2-17 
Shean PideaeG Fae nne paaea dalow antes See Table 2-23 
LL Rites emma a taoneed eas See Table 2-26 
Laman eo nareesataaiieudhtatedsiets See Table 2-32 
hee Ges etnies Cum dieee eedaxennse vs See Table 2-38 


Griddle nad Hise ealoas inns See Table 2-17 
ilannineuqu mamas aati cn aneenns See Table 2-23 
pinieeg ari ydes Vataveeedteurs Setar See Table 2-26 
siiicio nthe nodeiewnanaaaam eae nnns See Table 2-32 
Gina Gindaddd tie as ce iaaniadan See Table 2-38 


iepateton ae meotean teense geen See Table 2-17 
soa cddsciptien ate raha wee wen apeweaes See Table 2-23 
Lhasa diane eiendiieees Reuse See Table 2-26 
iehestieiicenen in Sev awe dade eka he ty See Table 2-32 
Samos nia ter salaa mi wetetens shen See Table 2-38 


Die weetw td hake aeotee ns See Table 2-17 
iaittadiesene nna deaawnedagunss kad See Table 2-23 
uae davahinemidduadiee aides eee See Table 2-26 
ed ras ast toe ere OUR Rocce ie wren See Table 2-32 
Geiaicteene Ousaean cena taloneeias See Table 2-38 


Jisbiuee avinnes ynteaadaaweseeesd See Table 2-17 
ee ee eee See Table 2-23 
Lsneatncecu nleiunined baie £ Bele ti gaeeee is See Table 2-26 
idaitnnnonniainssa enawenniai esas See Table 2-32 
ke okie anamad aah aeons See Table 2-38 


Lhidgdd tbe enadaaewees deers See Table 2-17 
Sa dutenee decane gues wet oueueees See Table 2-23 
agents ieretaweand sense See Table 2-26 
eccieictenleieis we eh anaitameau wana meee a See Table 2-32 
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Location 
See Table 2-38 


See Table 2-17 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-38 


See Table 2-17 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-38 


See Table 2-17 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-38 


See Table 2-17 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-38 


See Table 2-17 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-38 


See Table 2-17 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-38 


See Table 2-17 
See Table 2-23 
See Table 2-26 
See Table 2-32 
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Location 


eee reece cr ree See Table 2-38 


Lisnscsciae cebu eleianrned bath # Pabbeoee ti geenane as See Table 2-17 
shixdkayaed Sehinsestediy scans ene See Table 2-23 
ihebada tices adaee ad peareradans See Table 2-26 
Hiiaiscninieeoemcnad amen ged eee See Table 2-32 
ihicuhact date bven aman cnet ad See Table 2-38 


Ge auimte ierueeuaatiaiial se enaea ee eee See Table 2-17 
Shean PideaeG Fae nne paaea dalow antes See Table 2-23 
LL Rites emma a taoneed eas See Table 2-26 
Laman eo nareesataaiieudhtatedsiets See Table 2-32 
hee Ges etnies Cum dieee eedaxennse vs See Table 2-38 


Griddle nad Hise ealoas inns See Table 2-17 
ilannineuqu mamas aati cn aneenns See Table 2-23 
pinieeg ari ydes Vataveeedteurs Setar See Table 2-26 
siiicio nthe nodeiewnanaaaam eae nnns See Table 2-32 
Gina Gindaddd tie as ce iaaniadan See Table 2-38 


iepateton ae meotean teense geen See Table 2-17 
soa cddsciptien ate raha wee wen apeweaes See Table 2-23 
Lhasa diane eiendiieees Reuse See Table 2-26 
iehestieiicenen in Sev awe dade eka he ty See Table 2-32 
Samos nia ter salaa mi wetetens shen See Table 2-38 


Die weetw td hake aeotee ns See Table 2-17 
iaittadiesene nna deaawnedagunss kad See Table 2-23 
pie davahidemiddoadiee a tates eee See Table 2-26 
ied earasastld aie eee OU eecceamme  whbe See Table 2-32 
Shetpaeedtoateurig een naeaeae es See Table 2-37 
Hen ane Hata oro ama eee doen See Table 2-38 


Lanse Olah we een eee meea ad See Table 2-17 
g ahi hietinalednieGa a ede ohana ee See Table 2-23 
ere eer ee re ee See Table 2-26 
iindenwed 1« kereak wage haneeeenns See Table 2-32 
Lithuiate iF ap dase nan heeenems See Table 2-37 
phddgledlds bag atadaaieneeohaaeated See Table 2-38 


eee sures a tawtnee aga e eae eae See Table 2-17 
scan aincaanty cds cou teesteeesaGuatn tie hee eae Sectanates Gen See Table 2-23 
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Location 

See Table 2-26 
See Table 2-32 
See Table 2-37 
See Table 2-38 


See Table 2-17 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-37 
See Table 2-38 


See Table 2-17 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-37 
See Table 2-38 


See Table 2-17 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-37 
See Table 2-38 


See Table 2-17 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-37 
See Table 2-38 


See Table 2-17 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-37 
See Table 2-38 


See Table 2-17 
See Table 2-23 
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06_1AH, 06_1€H, O6_1FH, O6_2EH..... ee 
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Location 


ish tae yiesanieeaedeaee Nees See Table 2-26 
(iain nemeOwracawaen Lee nede See Table 2-32 
ish din ieviomeetontuletiy attends Redewew we See Table 2-37 
Seiciut Mid ded paid ne sedans she See Table 2-38 


dig hte ane eaRN Hd hear el tvoyella ws See Table 2-17 
Rio Rhicmed te soe eau aoe RE a See Table 2-23 
eed hited hades Aes See Table 2-26 
idciagmnn prensa anwountias yes iad See Table 2-32 
jatinaalddos ti cisiietineaniatalnares See Table 2-37 
ii tired iene ee bdamaree eee See Table 2-38 


eeGass nEMemeetana eRe mare baceen See Table 2-17 
gare fiasd incnve cote Ew oon reg aoeece weaveyacbeats See Table 2-23 
savieav dnoreneaotovionua avi Seer nach onestesns See Table 2-26 
Linkkhwhane a Gesaa samen emaany See Table 2-32 
sbaad date esiditommasoadedaas tae See Table 2-37 
Lhidgeddat bes openuamanesaaeeeat ed See Table 2-38 


Wines ieieiedaainahd aemeense ees See Table 2-17 
candi eer aeadceedmatnn a geanmees See Table 2-23 
Liidaneds wemanteadr emer ed teneeens See Table 2-26 
Jub hignnauone aeneeeranawaam eeeeete See Table 2-32 
Satie g Ramone n eaieaaamanae mes See Table 2-37 
Pianient Hoa tarsal ei seneeasas eas See Table 2-38 


eicerari ibid aud eas hares nani aes See Table 2-15 


Hidde hiiemicaan des wep ieeeenees See Table 2-17 
atearc one Hiniead Fale acer hagaoubnins See Table 2-26 
hidicinleni ee Se hattemaduenideneadee See Table 2-32 
iepane setae ero hee aeeonoenues See Table 2-38 


Ans Rabe DRieG eee Reaea See Table 2-17 
Lenvcitoucduwi inns bad baektee haaroneee is See Table 2-26 
idaitnnnonnrain ssa enawenniaies a4 See Table 2-32 
ke okie anamad aah aeons See Table 2-38 


phidgdd te saheauaeanee haeear es See Table 2-17 
lie diss Bidet nualie se etaneneee es See Table 2-26 
iddmagae tees saenweentaat ves as See Table 2-32 
Graaanieansd end teaaiad talonetabs See Table 2-38 
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Location 


See Table 2-17 
See Table 2-26 
See Table 2-32 
See Table 2-38 


See Table 2-17 


See Table 2-26 


See Table 2-32 


See Table 2-38 


See Table 2-17 


See Table 2-26 


See Table 2-32 


See Table 2-38 


See Table 2-17 


See Table 2-26 


See Table 2-32 


See Table 2-38 


See Table 2-17 


See Table 2-26 


See Table 2-32 


See Table 2-38 


See Table 2-26 


See Table 2-26 


See Table 2-26 


See Table 2-26 


See Table 2-26 


See Table 2-26 


See Table 2-26 


See Table 2-26 
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Location 


eee reece cr ree See Table 2-26 


Prssacancroestitonruns dees aatate eaters See Table 2-26 


i dee na hieid eed inane dodeaiee ad See Table 2-26 


haaiedstee erate Sik a. saosin nav eee See Table 2-26 


eae Gitedan ea ceatnee ania. ce eae See Table 2-26 


sia thar cacte afesenaeaamsentaiainin erates weet See Table 2-26 


hidadesatiakwadenaqiaie ndgteanelas See Table 2-26 


seditvaagoaruene diate deat Guage pGlaaaee ea See Table 2-26 


se OGS bata Gat hai nea aoa n ne nae See Table 2-26 


issih cient anata tered fees cnans See Table 2-26 


So}Gde Bedi dh eda wai dened See Table 2-26 


push dusenoaee nag 4 fain gaurd Saale? See Table 2-26 


Ge Gute Mia vaapatnce ni eeieeaa aaare See Table 2-26 


shi ateaese af ovine Woe nia Guna eae See Table 2-26 


iid@esdinehisaeauineeediieaades See Table 2-26 


sasuinaeds etna es Gn aen foe Giasdtuacs we ectaataest eas See Table 2-26 


seth tetatea daa Gavi atsia sansa eat See Table 2-26 


icsuadaeeranestheoninssseaes aabatiroha enone See Table 2-26 


piwweted hiitidaddvaaa aeeeeieens See Table 2-26 


shaun eehio fa Mies. bane aati nae nneas ane See Table 2-26 


Se Te eee oe See Table 2-27 
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GFE Aidsictnacacanuneeeaetaneaa end fone es aa nies eigen sad on ee ea a oat ate sane Sete See Table 2-27 
IA32_MC29_MISC / MSR_MC29_MISC 

OG BE ies aciijuisdareiatern sree Vero tiaputinesenanc cite aideaseteaeeiataiaed a atdiviine 34oe weiaiirane-bodatewle sche letpeittned ear tele cea See Table 2-27 
IA32_MC29_STATUS / MSR_MC29_STATUS 

OG: FE ihc die eal iGea eeeinddoeanue nd ehion aa vaaiiiate ake aanie ds deanna eee annee See Table 2-27 
1A32_MC3_ADDR / MSR_MC3_ADDR 

OG OF OG 1 Liles sscrssctha cite tetan oe mam tenes ag ae bhiatea ddnea sons dak heed am aeee ee See Table 2-3 

06_1CH, 06_26H, 06_27H, 06_35H, O6_36H........ eee cece e cece eee eee een eee ed See Table 2-4 

06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH, O6_5CH, O6_7AH........... 666 cece eee See Table 2-6 

06_1AH, 06_1€H, 06_1FH, O6_2EH... eect tennant ene See Table 2-15 

O65 ZA} OG 28 SA yieedsssetscioece snes notince seacaegeh ni ate ow Vos nutceatte By atv cea gielslere pense sin eave Flere HEanE eine Pep ey See Table 2-48 

OG ZOE: 3: crccantansaasee con enat sacentea ose orad ah eh-eia noe soot eeeanes ohmtan mae naan e iS See Table 2-53 

06. 09H is essiied stitemncd shahede ae deednds eke ot whe Sak phead etwvna ented adetens GsoanedaaRe See Table 2-54 
1A32_MC3_CTL / MSR_MC3_CTL 

O6OFHM A063) 7G sumnataesnearaeqtidind sa meaiaweadehnnadaiad duenaceiaeadesmenside tema ase See Table 2-3 

06_1CH, O6_26H, 06_27H, 06_35H, 06_36H...... ee cece eee teens See Table 2-4 

06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH, O6_5CH, O6_7AH.............6 6 cece eee See Table 2-6 

06_1AH, 06_1€H, O6_1FH, O6_2EH...... cence etn teen eeennnes See Table 2-15 

6 5A O6 BS a cceceey cesar ie Gates a bias eid vide BRS eed elpacee paid eda vies tale hiyend Slain bers See Table 2-48 

O62 OG. spines es awtanaeec ee areseueti tessa s acca tanta ds par pie canines nena ete ee eens See Table 2-53 

OG09H 22: bade cc technechhdeeesehhihand deeb iinieiadenbhla we beeianeannee id cotegecadaneadaee See Table 2-54 
1A32_MC3_MISC / MSR_MC3_MISC 

OGiOGE OG AE ancaticGusg ciganacrraiaatels age aiaweh dates ote tdiaeanie Coded dtrenaieei See Table 2-3 

06_1-AH,06.1EH;06_1FH; 06 -PEH acs nck ioakis say neteiene sama thins ach taeenee Gvaee saws See Table 2-15 

GOGH peace samsancese sie teaver ee annciaaiaeeieGs noinieciiedispomir maces rao rete as See Table 2-53 
IA32_MC3_STATUS / MSR_MC3_STATUS 

06: OFF 06217 Avistate ¢ Sttadiandeiinyigktiets gntaehunindad inied deeaned es ebesa ati gutiakaene See Table 2-3 

06_1CH, 06_26H, 06_27H, 06_35H, 06_36H...... eect ener t ene See Table 2-4 

06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH, O6_5CH, O6_7AH........... 2.660 ccc eee eee See Table 2-6 

06_1AH, 06_TEH, O6_1FH, O6_2EH .. scccsi ee diadacng eee dean Beds anie vecenoed va ona oon anes See Table 2-15 

OG“ SAMOS OSE scat arvescesunteccatn a: oni aetna wai awdaisins Cana eteaais aunte Lted an eantnads See Table 2-48 

06 OER. 5c tei cndknteeieiewiatd opie eidcaneii added eeieind adabe a awnieies cad hea inde See Table 2-53 

GOSH sa shtasonrenngtentesenaesestoricid «siacanatauadianteasg genaateeeonete att eitesene See Table 2-54 
1A32_MC30_ADDR / MSR_MC30_ADDR 

G2 BE eas dijnissoateinin eivee gate ONGepncceden e vle aia a Lin ae batv we Baan, wghitoeddiare vlalechacalietwitined te/oeeneneae See Table 2-27 
1A32_MC30_CTL / MSR_MC30_CTL 

OG FE: cwecie one ute es decane oie eRe eek aA Es aad cee ee ene See Table 2-27 
1A32_MC30_MISC / MSR_MC30_MISC 

0G SER cc tenceaas nae nta meena aaocaiae sans sae eis nataa sane oeee hae ae noen sateen hana terate See Table 2-27 
IA32_MC30_STATUS / MSR_MC30_STATUS 

O62 FE swe ast ene cccnara coun ceri a clninan mach icuw oar ars cantecnren she cae come gun lae See Table 2-27 
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OGUSE 2s bisa tes chases atamas eneeeg oes Gaesen chee soit abaaanca nine saad ems eeaines eneter near See Table 2-27 
1A32_MC31_CTL / MSR_MC31_CTL 
VG SE Nise sesscher henge vt Sage gen ia en ve a Soseonvgepvnrnneccue erelblt Sede beasapnf aswel at Pisa acy ee ondebublnge Gudhete slakecere gUbeeveietmencs ai See Table 2-27 
1A32_MC31_MISC / MSR_MC31_MISC 
OG SEA arate ee ahtashbsaieteesen cai lla oieadctinaa caaguin eee ated Gan teae eceenee ad See Table 2-27 
IA32_MC31_STATUS / MSR_MC31_STATUS 
GSE ens saaaaetain caveat masa them ans tide Anna uae ie hoashnaatahe damies. sajnaiveinaeeeeeceeas a See Table 2-27 
1A32_MC4_ADDR / MSR_MC4_ADDR 
OG OFF POG TA Senectetcivs vee dant nge ein aveadadapnegianed dimeeaaien deta taankeenctaes ieS See Table 2-3 
06_1CH, 06_26H, 06_27H, 06_35H, 06_36H......... cece eect eeet eee ee nnn See Table 2-4 
06_37H, 06_4AH, 06_4DH, 06_5AH, 06_5DH, 06_5CH, O6_7AH........... 2.66: cecc cece eee See Table 2-6 
O6_1AH, 06_1€H, 06_1FH, O6_2EH... cette tenet tne nets See Table 2-15 
06-571; 06. 85H xcs ok ids cent en ve ced ski nitva dans wueialhaws otra aadede eee ee Care ean arene See Table 2-48 
OG ET Nod Bia a whales x siuipian scent eivve dew dvn(Gegvncnseet arg cig (b Schone easuunbatastog at Aiesacaeaese nCaibutcane gear wlalecere:shschvenetacntsiain See Table 2-53 
GOSH sat eccteccene areca ame geome san chance on pna nana tebonadta wasn agace saci aamecteate sen sesalas tia See Table 2-54 
1A32_MC4_CTL/ MSR_MC4_CTL 
OG OFM POGUE soe scesdnian oidnete camecrentbhos anetalttos oa eiga bts avecdeteds aeneaeee eens See Table 2-3 
06_1CH, 06_26H, 06_27H, 06_35H, 06_3GH........ cece eect eeee eee enn eee See Table 2-4 
06_37H, 06_4AH, 06_4DH, 06_5AH, 06_5DH, 06_5CH, O6_7AH............. 0000 e cette See Table 2-6 
O6_1AH, 06_1€H, 06_1FH, O6_2EH... cece tenet nee ener tenes See Table 2-15 
06.571; 06 85H. eiiies ai neiionntdesed eracn lean Sadia tel erae hyena teleeet eaW ain See Table 2-48 
OG OE iesaspoasn.t bsstesng stewie dotted eye obec a alectcteie ar bigiel antenna gestae vial die degen vila gaM mi eamTene Ny ctemie a gam See Table 2-53 
GOOF ss co eeaa tens taeaon anes atc neee eaiatenatun tie eeonaisad se otmmmeme an caeean Meee ante hina a See Table 2-54 
IA32_MC4_CTL2 / MSR_MC4_CTL2 
O6i2AH O62 2DA ey necnauditorsagiiias cede serena sak thi Aik eelad bd mtventesace a eciens eeohenees See Table 2-20 
1A32_MC4_STATUS / MSR_MC4_STATUS 
062 OFH) OG 17H sictinkicaniinday suds inaitssetng as Md aheuidun aa erate li nen iena dt eben See Table 2-3 
06_1CH, O6_26H, 06_27H, 06_35H, O6_36H....... 0. cece cette teeter een eee See Table 2-4 
06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH, 06_5CH, O6_7AH............ 2.0 cece eee eee See Table 2-6 
06.-1.AH, 06: 1H, O6_1FH, 06_2EH said encsae caving ob4 sa0etiaae eed PORES cape eee d eae Ve See Table 2-15 
G65 7 OG GSE sa deuse camdsnatiataccscecnan monn «see od oteeane avant oun eaeerentiean acne ines See Table 2-48 
06 Ob Ac ascsiniies exorthuicesidreeeamehoiand anne diam ieaind caddie miaw bewmnd canbe d ae eneheced See Table 2-53 
OGL OST cys gascetkaneetaeter mre: vcesoee ta as tae ies eeeeuaeme sian es aie poet nt enes ones teat See Table 2-54 
MSR_MC5_ADDR / MSR_MC5_ADDR 
6 OFA LOG 217 Ais cracls Seieun terre’ a haasedalaidiebes ar onesies gadunaca inden whan eakionwaad eaievednies See Table 2-3 
06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH, 06_5CH, O6_7AH............ 2.6: cecee eee eee See Table 2-6 
O6_1AH, 06_1EH, O6_1FH, O6_2EH..... cece etree e eee See Table 2-15 
G6 2DD wi esistiscackecaeivecreergin bibiecnsdin d astiklvia eutlan'y evs slo ped ealtieweaes wie" ad ew bb dainddpein SAH eemeeTe gieteece eperenluteienn See Table 2-23 
OG SE cntanismacaeanGnce as anes once eae nannauen acetone sa be naamerhe Auiyes anenitomacne seaman ant See Table 2-26 
OG BE Abe ssy vie hehe ee Madde oh seemed eal aad baad Obie Lad bnwiad nnd ee eee ad See Table 2-32 
OGS4 Fb cx ceeras faa e ass seeaece sa smee ecpueent espe noe satan acmee Gane t ees cane a ode nee See Table 2-38 
G25 A; OG" GOEL walstacenamdusaestnasceatene aan Mt aude en on eeteseamaat shask seen tama nr aaents See Table 2-48 
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OGMOEH: cscs qettgats nine eesetaa ne aaaiied tones aaheas Giga nes 94d san eee oabt ie eate sane sete See Table 2-53 
IA32_MC5_CTL/MSR_MC5_CTL 
6: OFH, 06:51 ZA cisiicsdeh at dvnaaeas vas ssqoeaind qoiad gied ean wesaa wade My oe etaed Ieee he See Table 2-3 
06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH, O6_5CH, O6_7AH.......... 22.60 cece eee eee See Table 2-6 
06_1AH,:06_ 16H, 06. 1FH; 06 2EH wi eesti ta mianaas flew hada aaea pene teen See Table 2-15 
OG 2D Hey sieisdtawicet need Gen eadam tata sien dou aie vit sad densa yin bounce saints beak Galaweiuaneide eon ee ees See Table 2-23 
OG SEH tacos tanec ctea cash amen aceon an Wes nbiana ad eae sane neee naar enmamar tani aanr ace See Table 2-26 
6 SSE oe creed ease aeh he Ba ee hes d csed Pe nee a a Be ve eG a ae See Table 2-32 
G24 FHS whe as taaeresa oe arareuncitecss oman ytaaaga ii piesa eciaeene eae eae meagan eas See Table 2-38 
06-5706 OSs .carecdaeantea amenhasae ena: noma aimnricinieranrnieeaNer came nteroreeientnaas See Table 2-48 
OG: OG cds catstds ata bhue Ge tawnaeu nba ated cai bedi has tots wien hates ui eeraatee nena’ See Table 2-53 
1A32_MC5_MISC / MSR_MC5_MISC 
0620FH; O62 17H scsitces on iinddntevad Olli eee awdnecea si eendd eye aie an gen bodied bac ben apenas aeE See Table 2-3 
06_1AH, 06_1€H, 06_1FH, O6_2EH.. 1... cee entree enter ey See Table 2-15 
OG AD rd cciaa ncn. wite eases santana tari audawateua sitar echenannt cenmecetton a1 aciaeene auatea su aia See Table 2-23 
OG: FEM ic caichiatii ak ieeaa ae teaiaad dented (lagen dake biataebeia ed edaee ds nediaded cagdibesaannte See Table 2-26 
OG SG hs sieieatasussineseanesecad sat eetes ones adadeuatnaadnen aged eatahie sonetanansaerines en ins See Table 2-32 
OG AGH ctiewoncashsaneetacnsassanesis@acap nue wane vias aad anes amenaneaaecepeeats iene a rare See Table 2-38 
OG OEP ccc scctvigs atziteltiveely deco epntaoe dia else Sekeecaleaveinitae Ovi ied eG enbiare ded ardlvle Neheg’e tpettigw dlglalde ed EES See Table 2-53 
IA32_MC5_STATUS / MSR_MC5_STATUS 
06:0FH, 062 17H iain eis eth aeewiintnbanieinnasiie viey cd aeties anaaanhodabbenramendaes See Table 2-3 
06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH, O6_5CH, O6_7AH............. cece ees See Table 2-6 
06_1AH, 06_1€H, 06_1FH, O6_2EH... 0... eee See Table 2-15 
O6_ 2D A es died cet s od btinesd web ew daw 08 She peace heehee ING in@niiand bee Ladtenecdaaned ae See Table 2-23 
OG SEs avovactasausarctss seocreteuecite ep ennisagsaavteas Heiatessaie durin ene ates antaasorneas See Table 2-26 
OG. SEE tatctnnasetra ian acad tate none naeinedea atone is anaes aaecatotnona teats cemtoaedi centaur nae See Table 2-32 
OG AE ic idea swat pane ewegaiaiddn area cemeie dwn edie eee Wewiemedy a4 Honben care egal seams See Table 2-38 
65/06 285s o53 neck incansataneed exnasbuideeea ia ied sans hed deveeanidia peta ieee asace See Table 2-48 
O6OEH vat gcds case aehheey se iceneds male ea id ote ee Meek wien ds Gade Pee AT bee See Table 2-53 
1A32_MC6_ADDR / MSR_MC6_ADDR 
06_1AH, 06_1€H, 06_1FH, O6_2EH... cece etree entree See Table 2-15 
0627 DE iiieddcaien a tikivereiabeeieitihad dmbvaea iehmrehde Shans innate tend ctaademandeaanies See Table 2-23 
OG: SEH Seer pea snee eo neces ban Seca ieee adh ak iG eee so aes one ee eee chan See Table 2-26 
OG Es aareretnns 22 ee taeern cs caamateaauanesronnaaeiueesg sartetasn ae cag naan nnae esse naaas seem nienenecit: See Table 2-32 
06 56H 06 4FH ce cctnedycccevagte dv dalnhaenvebed vader ni@a cen Heleiieddadecan nodes ie aGeeeiees | See Table 2-37 
OG AG ire ace acamsevag es beers ouctste mania is aussennas Heintedauiecnrepoteesantaorcnsas See Table 2-38 
1A32_MC6_CTL / MSR_MC6_CTL 
06_1AH, 06_1€H, O6_1FH, O6_2EH... 0... cece tented ene See Table 2-15 
Gs. ZD i a..so.h erases sratnnatacaiaia aan ehaeraa cap na mena dined Au aks anniaee a aonemees aan eae See Table 2-23 
6 FER sk ech etek ha a beet cen oe Pied Gace lek Vs Eatin be eae Pees ea awe See Table 2-26 
OG 23S jaaatesn sis sees ee eee dick nie eesanneenis econo ne eeb eaters a sat ereeetetassncan See Table 2-32 
OG. 56H OG: APH ncetossanceaeatuunnianareanauue tenis auscrcade sam oeaengemecseramesiaasa@atieniae: See Table 2-37 
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IA32_MC6_MISC / MSR_MC6_MISC 
O6_1AH, O6_TEH;.06_ VIFF OB CER sii esses c ce sik Sbateeali ley heirs olen nieldielan ate nade eh tele bly 


062574, 06 8S eiiysisicectiavsinstee-qustaaie nd nitdieac anneal ca tidateterhalga-ntel aban anne velviarnad Gabe dees 
IA32_CORE_CAPABILITIES (Note there are no architecturally defined bits; all bits are model-specific) 


06: 8CH;06_ SDH is356 cas encsts tin terenivs 193 ehds ate reiteadieere stewie santo kids ges 
IA32_MC6_STATUS / MSR_MC6_STATUS 

OG ORF OG 2 17 i siscene oie ba disecasd sees3 Loaner Sstees nsec ural ane stoateeanaceraeatvcns usbiet desstts Wiand sudtee-aiee are gna seedy ordi anes 

06_1AH,06_ EH; 06_TFH, 06: 2EF bite iiccc ee riit avant aie titnorsednne ideas eee eee eenets 


IA32_MC7_ADDR / MSR_MC7_ADDR 
06_1AH, 06_1€H, 06_1FH, O6_2EH 


IA32_MC7_CTL / MSR_MC7_CTL 
06 _1AH 06 VEN, O6_TFH, OG CEH iicic ice tee cet end ind nie nia oes ote ce etareen ne waza ad wate 


IA32_MC7_MISC / MSR_MC7_MISC 
06_1AH;06_1EH;06_ TFA 06: 2EF sevice scriiis raven sade niniorsvenap adage sstee ee eeenetey 


Location 
See Table 2-38 


See Table 2-9 


See Table 2-15 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-37 
See Table 2-38 


See Table 2-7 
See Table 2-9 
See Table 2-48 


See Table 2-14 
See Table 2-45 


See Table 2-3 

See Table 2-15 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-37 
See Table 2-38 


See Table 2-15 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-37 
See Table 2-38 


See Table 2-15 
See Table 2-23 
See Table 2-26 
See Table 2-32 
See Table 2-37 
See Table 2-38 


See Table 2-15 
See Table 2-23 
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OG. SE a Aaesice ngs aiee ease teat anthiene sono aah sa-iaha aes odd ee tanie Sept mate cane eerie See Table 2-26 
MDG gee daseas 2-5 de rncece nce ve cps ane ececeas re ecengedecbevovsharateneets eeccene gals nls acesesesa: asbneste daemons Rose ea peseeeeeEe See Table 2-32 
O6 56H 06 4F Hc csctncds eacceaghe dbiayainternve bob vabarie nie detainlvnneddieeeuieadaesuGewe ieee | See Table 2-37 
GSA Gils icra saanince edie cee eer eter esam aniiin aascenneas pia decade de enoderntasantuesoaeenis See Table 2-38 
IA32_MC7_STATUS / MSR_MC7_STATUS 
06_1AH, 06_1€H, 06_1FH, O6_2EH... 1... eect n teen See Table 2-15 
Gs 2D arag.scotenades cn sutaaan ai tassgaaeinebaainalcn pte ance tioned sald ots saci nmnenenmnnaaes ataets See Table 2-23 
OG SEH ys ek ynedes tee heey ee edad mea ee Pie ee ea Pe eee eC ae See Table 2-26 
OG 23S jaaw teen cis tere eee Pd et pees ae oak nae ea rat eae nena asst eeeeeeetas ean See Table 2-32 
OG" 56h OG ARG cece famoar saan natu ca narmanwaiae tease neacvecens tape seateamaceramee oiaa tend amish: See Table 2-37 
6 AFH sicoietistadde nec ecssevnawrstan atin cial ie uatngeinas walaulie a bemaned cai eerael tie eReniat See Table 2-38 
1A32_MC8_ADDR / MSR_MC8_ADDR 
06_1AH,'06_1GH, 06. 1FH; 06. ZEN siciicdhs varies cena ddd oder ele dose beet are eee sin dan See Table 2-15 
OE ADEN caste esraoan ste ett vai aragstanend ala Vivencntas tein ob in dinve Geld oeacn 0m Wi Coane meee aWeehianeln d Sidr ciedNCSre beet oabe edss egs See Table 2-23 
OG: DER A aicanastee aay ate teaeaqanntmetaaie toned nbn tase saaaidhalnnes iechue spreltaqede dumm nie See Table 2-26 
06: FRiajecidieciehendilie iokeneinwbinehinieandias Lcceabeanek aban enawds cc paauannne hbamnentend See Table 2-32 
OG AGH tiwiionptanineerassecas bate ees het naateaan aad nese tate nate semen ot aieatnieenane See Table 2-38 
1A32_MC8_CTL/ MSR_MC8_CTL 
06_1AH, 06_1€H, 06_1FH, O6_2EH... 0... cern tenet e denne See Table 2-15 
GH ODE: seer ceatees ea eornesumaters se Gisgadciie ape teacuetecees Coreen se Gueceees oer tameene set See Table 2-23 
O6.23EH sc 2aseiaionadneesticelatd aediedideongine teddies eeieiee bina ea ee eaaade ead peaewenee See Table 2-26 
OG BF anda sdd terete tudor raced acaceiyeee ee ani uy dies eae cee LEE e eEEET seven weemaauen See Table 2-32 
OGAAFE crctitunay atategace senna naa acinn nana: nade aunt aunue erence aaah arhe nasa ta beaten See Table 2-38 
1A32_MC8_MISC / MSR_MC8_MISC 
06_1AH, 06_1€H, O6_1FH, O6_2EH.... cere e netted See Table 2-15 
OG ZO ehoataa uc tewma esas ans antaateiid son tie ver acomuennenunee ate ne nase Meet onensan gus sians See Table 2-23 
OG BE ic siessee de pe Hed edd aieate qe ane coinlnts Pae eine eae Weed nd Hae caine gael DER REC EaS See Table 2-26 
OG <3 Rrcccceacencsagannrsssensenne ce uiaempen sputter ar maciemalildaaaaeedessaae aneecaeee et at See Table 2-32 
OG: 4G testinas Sahin ee Bicwrdasoasee 2 ia oieia Cae iied a vs binoun Cy Sdave Pees ed ea ine See Table 2-38 
IA32_MC8_STATUS / MSR_MC8_STATUS 
06_1AH, 06_1€H, O6_1FH, O6_2EH...... cere ett e eet e nett nnees See Table 2-15 
06 PDE einicd daniel dees ier iniiwbiniad duit nas cbhbhnreddine ma bees dmceaes bee eatcedeandieaanies See Table 2-23 
OG: SEH Seer tteae ane eo nestat ban Sadao ead hse eiG nena seo anes one en eee eh sae See Table 2-26 
OG: SESS araamts a cranaancseiamatmaanesnacamiees trey on metn iG uinaaamunaetssnaeds seennimnuninente See Table 2-32 
OG AFI 2 sy hsjncscsen bate tape efecd tigre acetic elble Gehencabearapalagasboadss vw aaa nee dale elelaes aRiaatinerd Saree Renee See Table 2-38 
1A32_MC9_ADDR / MSR_MC9_ADDR 
GZ ER sihsretacscaea teen te tentre case ues an emumne saa isons ies eee satan chien can iraamnen See Table 2-17 
OGL 2D Hex srcnagnatinnnes is tves ig bvaneg ainda Hbeaewneey eon bon mse seins Fone genne deg eeae Ree UeeS See Table 2-23 
OG SER ec peiencaeh sanes s pecsueie hori aoa ae anaemia tan Gane pad pee mennees wuee ans hones wor atk See Table 2-26 
06 SR da wisad aneea ceainens aadberd batons) ss Paddawnentrehonned i abbldnased dahoomene See Table 2-32 
06:-56H,,06_4FH A. chic. dec taeiads chia cea sain ev rakaeatinees eta REeae CcinGaulnna vbemewe dads See Table 2-37 
OGcAGH ca tctanrcttea nan mataacaquasananientas 2 kadai ais ureead arteq@unneandnn tua cetnnretia sane neanaae See Table 2-38 
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1A32_MC9_CTL/ MSR_MC9_CTL 


MSR_MCG_RBP 


MODEL-SPECIFIC REGISTERS (MSRS) 


Location 


Lnidaadtwk dae eieniatas mead See Table 2-17 
seid fansblncace dete Gaede Pack mania eis See Table 2-23 
france Had deey ude bees teeeaesees See Table 2-26 
Lindkeeuaee ager aa awaumeneeeenly See Table 2-32 
{ania waa nian a Badan wean we Ree See Table 2-37 
phidglecd date oyeniammnne neon aeins See Table 2-38 


cae Gite die aamalancaannaaea aca 6 wee See Table 2-17 


ssausscncaunee tedscon eee are auaidis aceence tectanatesiana See Table 2-23 


2 alg ataeciaee uftenieceatineataiguntna ech laoreet See Table 2-26 


iiimnnedeseeetasaqaneadehane ean See Table 2-32 


ii wheaowa@en aon pee casdenne nian See Table 2-37 


bisou carson: Wien aes Geaate alafatie anyone ee See Table 2-38 


ike eaae dati chute ge aweteuaeees See Table 2-17 


id ticid daeniineteaane tia cwna tat See Table 2-23 


sshd Gee a Deh oa ean nae nee Ene See Table 2-26 


ssuaee a wiara nie etetelceaiese araancareninin wes arene See Table 2-32 


iacueepon teaice etal oateannaeaiawa oh See Table 2-37 


iibbalnwe diaia dean iwalaw eiwewes See Table 2-38 


scapacaantaastias Diane anieaee atic cane auraeeaweees See Table 2-50 


ivaie vaies oetovn vate daca teases heen See Table 2-50 


ss apteaupe-atipeatial ave eae naverueelioacarares See Table 2-50 


“i: aasianedinwaie Baeadne danew penta enders See Table 2-50 


speudiuafhassevace tsk anntesade eles ennai tae eeateiees See Table 2-50 


Aight caine Hina ea eeeae eats oe See Table 2-50 


Hinsieadnsainda nant teiyeecracbaesataneres See Table 2-50 


oid @ackee natin Peake Anne aU eases See Table 2-50 


Ss Sragasaceastistheyreh wnaveee aahPenae Saree nae See Table 2-50 


Ga Tad insogenaese dace tin ase neat See Table 2-50 
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OFA ers ae iatrigeettaedinaccne yepenveeiet hese stadae nas anrieta gan sevhalt eepaioer bras taeniahan See Table 2-50 
MSR_MCG_RBX 

QR ise sited eae Sacha c dah bah eancds Panga dieerh Paes hada Panda ced whole ain Paw ae oneee le Res See Table 2-50 
MSR_MCG_RCX 

OQ Abice Sica Gatchactie din deta anemone ad tan Waea Pease Senta wa eaeiee aided eee eae eae See Table 2-50 
MSR_MCG_RDI 

Oeics isfaieesangea Seu kacbra hee hai a kiata di tradvea acre’, a bane hagnae dead Aedes Oak a eae wa Helene Ra See Table 2-50 
MSR_MCG_RDX 

OR Mics aveauroatahdestttaathwarutnsecseestsaaacdawaauedi ae ie arhel et mere urge remecnsaals See Table 2-50 
MSR_MCG_RESERVED1 - MSR_MCG_RESERVED5 

OR iia ricco tance ne teateane ed aida PING Gamnda BoM Gaye node we wl ved wee eae Res See Table 2-50 
MSR_MCG_RFLAGS 

OF Aicanieatiitacamce verse an de vebenandevatnataa mda edemanaereaamednuieere RiaraadaNtnn eas See Table 2-50 
MSR_MCG_RIP 

FIA a ssctcesd aes eannsed Slesand.d are atarans tice aidan son ga etestee, lene detects gab eck atm oe essen bacieh ane ane weaned, nae See Table 2-50 
MSR_MCG_RSI 

OFA fss cetatiacn diet eieeness bei ohieoad emi eiad same seeieagamadeneerernoiehcierey ieee See Table 2-50 
MSR_MCG_RSP 

OR iacdeiceiiaasanduars) Alesecarin van dadieders an aaalade rea hine oeeeaadiahamaie vies an hente dans See Table 2-50 
MSR_MISC_FEATURE_CONTROL 

06: 5CH;06 7AM wich sia radedinctini na nias aan bs sdaatinn dh dandd Weed caawadies oeah da paecdine weed See Table 2-12 

06_1AH, 06_1€H, O6_1FH, O6_2EH... cece cece eee r eee eee ene eee een tenn enns See Table 2-15 

6: CAR OG 2 Del stesso dartann teres eretue. aieareeacesn dmmiaty ae ab lveaccee nak aA sale Syerdy drs eye Meee See Table 2-20 
MSR_MISC_PWR_MGMT 

06..5CH;06__ 7AM sists disdccttwiaeravs deeds betes gece teow ale ates saeed dane Road endieeeeea ts See Table 2-12 

06_1AH, 06_1€H, O6_1FH, O6_2EH.. cece cece renee ener en etn ene ene e eens See Table 2-15 

OG CAH OB 2D wisisicade acne eared snchdt secenes bee tgaoteltiwage wihealaoennaachos Matera elarcie Kapa wn backed eRe See Table 2-20 
MSR_MOB_ESCRO 

OE sei Gibbn cine Voedeias eek Aree dan tae ianvien Ghee ice weanieern ines neen ema See Table 2-50 
MSR_MOB_ESCR1 

QR aid. cisacatanndicva ine Simatesd ihe eanieaeat mean equ deracta ea merad ei wtomsaedteeaaes See Table 2-50 
MSR_MS_CCCRO 

OFA cs tceceseanatae dinate ood pals oasso1etenides ores aiadedabieeteiawrns ebaode Paneiadad See Table 2-50 
MSR_MS_CCCR1 

QR ise ited eae Ss Re ava oe ted. o ive Peau thee kata eaa neared eeada bin Stake oRes See Table 2-50 
MSR_MS_CCCR2 

OR Aiie cis sais chs ik wageewtiiecaai een qavauiae one aoe ae os oe Leeuw eee Ne Mauer amineneeau meee See Table 2-50 
MSR_MS_CCCR3 

OF Avia iaad naataniie iia anetbaiinnadid nas cetae nun eae baly Sua, da AES Oakcw RE eae wae Aa eis els See Table 2-50 
MSR_MS_COUNTERO 

OR Ap catixcesunatacu tas mtuee tec mv eanweseensrettaacs uma baknn ea eeaeaaesdaaesone ee dsantiaws See Table 2-50 
MSR_MS_COUNTER1 
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OFF orto tak tcrdavieltscns peniaasda tareisdatarndetataaiatal devia arun pane bs oe teeedsbadaued ee See Table 2-50 
MSR_MS_COUNTER2 

QE ici his cia begre hdedencre inna aie’ einen bi ae daledeawie etadue eee Biedd widen bie akGuneh Ris v aor See Table 2-50 
MSR_MS_COUNTER3 

OER eid Mhancclineunlad mae eMaimemcete yee kede dadl deaed ca ew eae cies Gaited aeehe meee See Table 2-50 
MSR_MS_ESCRO 

QE eae tania agrees © oes ad nada wands aeeaw naa weainss ay, aeekday & maaseRla a eanved Aone RATES See Table 2-50 
MSR_MS_ESCR1 

ORF pe segt ccaesanned ioc gavcateg ei noceltaacetweveamadae eta te tomy estere oeisecet tease eaees See Table 2-50 
MSR_MTRRCAP 

06_4€H, 06_5EH, 06_55H, 06_8€H, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, O6_8DH.... See Table 2-39 
MSR_OFFCORE_RSP_O 

06_37H, 06_4AH, 06_4DH, 06_5AH, O06_5DH, 06_5CH, O6_7AH........... 0c cece eect eens See Table 2-6 

06_1AH, 06_1€H, 06_1FH, O6_2EH..... cette teen een tenes See Table 2-15 

06 2ZAH706- 2DH seis cae csiteees Shands eehiiad dubia ad saa swdeclias Dae esenas aii dense cies See Table 2-20 

06: 57H,06 85 Hisssietiaeianecel basis neil areaeiiends nebdodereiataetidada renewed epiandaenalinns See Table 2-48 
MSR_OFFCORE_RSP_1 

06_37H, 06_4AH, 06_4DH, 06_5AH, 06_5DH, 06_5CH, O6_7AH......... 0. cece eee cece eens See Table 2-6 

062251, 06: CCH witcte kia ae bde adda eran binisawuriede aie edna iead paek bealtawan’s ea lnaaeaa: See Table 2-18 

OBL CR is eeck cas daemons awecvuncan feneieneeaditiin ds exes ence decay soibiadenldahiareeuaas eae See Table 2-19 

062AH, 06: :2DHlixctec i atedeads piteteanded sdicaaanbiaeennbaw gaan aaiendaaeds ane ide eee See Table 2-20 

06:57:06. 85 Aisi circsddwdneumentineGabvay elevneanenhs wuanienveailes gy ish diner saihdnaieine eaaste See Table 2-48 
MSR_PACKAGE_ENERGY_TIME_STATUS 

O6:'6AH, 06::6CH iiseciacitvat obey dies iewnas cede gellvie ioe eh ha eaten aed en titbnnetan See Table 2-47 
MSR_PCIE_PLL_RATIO 

O6 SEH aincscrtvseketingscvidn cee Sobecaminien ultnaate dened: panaseateraiieniae Me Miaehateoastans See Table 2-32 
MSR_PCU_PMON_BOX_CTL 

O6:2DH»: taacgevesethience cdcauids patie sd anneas bates onetmegasdiddaane bene dheiaaied2oenes bad See Table 2-24 

OB BR iandd cence et ebay db dn Belen de gate ie eee ed eels See Table 2-33 
MSR_PCU_PMON_BOX_FILTER 

OB 22D is ca citteand dae Pim cckd epesstpa cine adhe tadiseheda hidae tgintaediada pad eendesdeas Mae tolaseaee See Table 2-24 

Ob Si iictarennned haeethesawaaueseootneiard dete eldatecusscemaies hetetid mes acde ue oeeateheeed See Table 2-33 
MSR_PCU_PMON_BOX_STATUS 

OGS3EHiaia cincsd acted nieta sah ated setae bb ada alaMagnatebndatd@ians deal evene eee nlaenasenamasaead See Table 2-28 

O62 SFA. tei tbls nae Mihir aed det ade aaah cat iaeeeld. Witwaw edd daha ktiadanten See Table 2-33 
MSR_PCU_PMON_CTRO 

OG 2DH as iis hteoncde aavhe cceenrdenmaatebeee hot are aieen cana ilneae een dale eee See Table 2-24 

O62 SF edo at ch kendi gee ea es on hde sea wee db bb dee dated ben idn eheke ween avd bien inGawes See Table 2-33 
MSR_PCU_PMON_CTR1 

OBS 20H nih sievs teeie es aude ed Convene id tie neeta cd aad gamle de hitante cece gd ged eee See Table 2-24 

OG 23F ibis cei caste une ees we eeeesw fies etka aes Db ack Pet daents Odie ie cechasiaeues eee See Table 2-33 
MSR_PCU_PMON_CTR2 
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O6-2DH panic ssnvs desdieig aabenaeeteiasiamantd dobre baateteaeternede dade somlaareledeesee: See Table 2-24 

OG BF Rec esugiestaean phisectcaneani aiaeareneeiarend oiadaarai See atenae aide ageneababededesas See Table 2-33 
MSR_PCU_PMON_CTR3 

06: 2D Hic tesa decisions tee senevan se oes vede'ee al Dee Mead wate aan tage seid Dope ouae seaadeew a. See Table 2-24 

O62 3FH isi cores hecedauneetie tinned daween doe dread aed eiete hie daa ied boil a ene haee inks See Table 2-33 
MSR_PCU_PMON_EVNTSELO 

OG. ADA asosk See damier cnt Wha tele phew bee deat ee awee Aaa aad adiatde bes kandiamacewnberee: beng hers See Table 2-24 

OB 23 Fis negates tb bias ied ana ve aid GL ce te ae a vee ned ee cs See Table 2-33 
MSR_PCU_PMON_EVNTSEL1 

OB ADA een cssikadindaed vemeoledre vate ceddeoede begs tt baled apa cendiaene oes ad wu ranameletncnd cana See Table 2-24 

6 3G cc vsiwaiacewnd fignds Seine ewhad obenigbivs sade hla oiieraydee eheeesnr aeie ves Done errant See Table 2-33 
MSR_PCU_PMON_EVNTSEL2 

OG). ZDA ie itiae verano disnacdat alte edead et seule hla dan ed eninea el Gage ee eeete neon t ete te See Table 2-24 

OG: SFR ca tiaieeeee nin tem dnidnatel yg act Blas MeN abies aqnw sedate dae site heeds eat esemenentae See Table 2-33 
MSR_PCU_PMON_EVNTSEL3 

04) ee eee ree ere ee er eee ee ee Serre eee See Table 2-24 

O06. 3FH: +. :cseak stares serch baad s ddetaw ha aadadendee ane deibeniadatdapiadag ack des See Table 2-33 
MSR_PEBS_DATA_CFG 

O6_7DH; OG AEF ss .aScc2scetanaiseseaeeb devised hea gs Deke debe cea ceed teladesbaebawa Peed See Table 2-44 
MSR_PEBS_ENABLE 

06-OFH; 062175, aie eke ci aetvied nb aidiieis chewing Hdebhdidyeeeah gana teoderherayeaniaas See Table 2-3 

06_1CH, 06_26H, 06_27H, 06_35H, 06_36H....... 0. eect tenet nett e ene See Table 2-4 

06_37H, 06_4AH, 06_4DH, 06_5AH, 06_5DH ........ 0. eee cece e eee ene n eee e eens See Table 2-7 

OG: SCEla n2guai xen Seenies ced tensed diene sind Gl eacaed ides x tind cemdtes )okgeereaittaged seins See Table 2-12 

OG FAR bs scawat ein ninigiwa es cueates cones sdaee ah oneteuaas a geateuw bax deeasenan sitencis eer sies See Table 2-13 

OG BON aed ic sadaitvnatiantin dhasent leds ts iacadeoleaaae danse baie aidaneetenemeened antes See Table 2-14 

06_1AH; 06_TEH; 06_1FH;-O6_26H ici ceiescnandtneeis sea dtbhan nese ediveiedemmenue daeed Reaaaine See Table 2-15 

06=2AH, 062DE isi: Sensesitees te eneeidinene noi ohiiad dda aeeedeande puedswiaeR ekeetetidaaedes See Table 2-20 

6) SER ctsiai shee eie ahs eer easly hod Scone ae Bee dc gan ree ease ed eee ine See Table 2-27 

O65 7H OG BS A iissscca cea taciebapeele weseaege Be evisu a veieetW adda lee Llu sldvieeswaetaide ulna dlr aveces See Table 2-48 

OPA aihctis es ataaniadsa gaaeneat has vn bandas aatdaniaidl sia pao egaevad monaedwina’ maleaincaesa dance See Table 2-50 
MSR_PEBS_FRONTEND 

06_4€H, 06_5EH, 06_55H, 06_8E€H, 06_9€H, 06_66H, 06_7DH, 06_7€H, 06_8CH, O6_8DH.... See Table 2-39 
MSR_PEBS_LD_LAT 

06_1AH, 06_1EH, O6_1FH, O6_2EH.... 1. centre tne n een e tenets See Table 2-15 

06:2AR 06: 2DE ics s inceeccoescewenakadehelovians teamed teas oe ieee emedau eed tiaade eee See Table 2-20 
MSR_PEBS_MATRIX_VERT 

OR ess disiscest Sessasertnatesn-aeactes SU ia hi parecat diane deahsturecan g aiele ganas eG rere aE aE oh ape Seen womasea a eee See Table 2-50 
MSR_PEBS_NUM_ALT 

OG) 2DHsteisie shaves ioait cere scala bedeh ddan ive edioe edad den ater eed ending Nena hee ee See Table 2-23 
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MSR_PERF_GLOBAL_CTRL 

O06. OFBOG T/A igen: dneatatarecietad ardalic ore si dcadaaeeagieaed av asGhGaddateeehotadansaeee See Table 2-3 
MSR_PERF_GLOBAL_OVF_CTRL 

OG:0FRLO6 17H aictnveccdeet and dita hie de tial on beuderaetgabestines oo ihenetaeeaeeie yar e See Table 2-3 

06_1AH, 06_1€H, O6_1FH, O6_2EH.... cc een ee t eee t eee e nee en eee See Table 2-15 
MSR_PERF_GLOBAL_STATUS 

O6:-OFH} OBL 17H wsic2.ch pageewncran tend ade abeni asd AtadigdiemenGanad neared aniaahdaanenenued’ See Table 2-3 

06_1:AH;06_1EH;.06- FH, 06_ 26H si scucecevitddin gees csa dak laeies ied agnaedaad eee edadae See Table 2-15 
MSR_PERF_METRICS 

06::/7DH; OG 7EA scutes gia nae grenende deep use poumanhan te pace se sae Geese wentargananinaaenies See Table 2-44 
MSR_PERF_STATUS 

06 OFF O6.17 é 52 2aciieceend anriabin seradvdas oeuehibedes 2 beenebad emneeeiaadive dee taes eee See Table 2-3 

06_1CH, 06_26H, 06_27H, 06_35H, 06_36H....... 0. cece eee tenes See Table 2-4 

06: 2AHOG6 2D as acs on S3e beck edbestnein a paae lea hdc e Gada daddies d ah widen eh kas eae ern See Table 2-20 
MSR_PKG_C10_RESIDENCY 

06_5CHPO6. ZAR s.cibiec detours eames ian dune ea eid dads Renae ted See Table 2-12 

06 4S Risiscc ns katteaesliaies at ida tinengai iad eNAAaNS die at idapiaesidan send awenwsdgeiee ete See Table 2-30 and 

Table 2-31 

O62 FF Aisiccdd did sie ace ian eatin ehiGeeredaw eve eee away Caeeeed aeiiaddead pabereld Sasa See Table 2-38 
MSR_PKG_C2_RESIDENCY 

O62 7s ieare Ges anges Peeled tae htais be aed eld oO aang edeeub die athted i cole need See Table 2-5 

06-5GH;06_ 7AM 3 ss2c0;2uessetedeaertaiaateensanceess i eeteia pens iota det idaetaeeorie waneedevagas See Table 2-12 

06_2AH, 06_2DH, 06_3AH, 06_3CH, 06_3€H, O6_3FH, 06_45H, O6_46H...................088 See Table 2-20 

0625710685: cise arialede echiy a ieeh ole inacinieabee ache dedaveediecsw adele Secu alirnes eae Lert See Table 2-48 
MSR_PKG_C3_RESIDENCY 

06 5GH?O6. 7AM jis eicietslen ee lexnentiiiansatane niiedseubeneina dees ha keay aay oad eens See Table 2-12 

06_1AH, 06_1€H, 06_1FH, 06_2EH, 06_25H, O6_2CH, O6_2FH...... eee eee eee ees See Table 2-15 

06_2AH, 06_2DH, 06_3AH, 06_3CH, 06_3EH, 06_3FH, 06_45H, 06_46H................ eee See Table 2-20 

OG 16H ie aces tv cages ee Meee Raped He ewer ot genie haem eae dde ee ede aa enews See Table 2-42 

06257, 06 85 Abid occceveni iad: ware decease ceideses (ua ubasag Gara eexdeabaeborderaeyGiuaeeee cee See Table 2-48 
MSR_PKG_C4_RESIDENCY 

OG 227i cd sccwacatnatndy caked peel da deeawdwuemnbdagee hea iw ne 2k Mawes daadnneedd wade yeat See Table 2-5 
MSR_PKG_C6_RESIDENCY 

OB 27 Hives eter aaihass phauetaaiat ada aeaa dt neath rederede Nala eee heseee Aa Ge acai See Table 2-5 

06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH.......... cee cece eect eee eee eee eee ees See Table 2-7 

06-50 O06 7AM iad ccic tihanat eeavonnts denis Migena tas Hagel ened ors be te Beads nasinaae upaaee tase See Table 2-12 

06_1AH, 06_1€H, 06_1FH, O06_2EH, 06_25H, O6_2CH, O6_2FH....... eee eects See Table 2-15 

06_2AH, 06_2DH, 06_3AH, 06_3CH, 06_3€H, O6_3FH, 06_45H, 06_46H...................088 See Table 2-20 

06-57; 06 85 Hiei: nacadiv unis naccdae egg enareedenevelae naan paerenedabnaunaechd haknenenene See Table 2-48 
MSR_PKG_C7_RESIDENCY 

06_1AH, 06_1€H, 06_1FH, O6_2EH, O6_25H, 06_2CH, O6_2FH...... 0. eect eee eee See Table 2-15 

06_2AH, 06_2DH, 06_3AH, 06_3CH, 06_3€H, 06_3FH, 06_45H, O6_46H..................0.45 See Table 2-20 
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MODEL-SPECIFIC REGISTERS (MSRS) 


MSR Name and CPUID DisplayFamily_DisplayModel 
06.5706. 85x acsaccinentnernietzecedsdecigiabtansddendadiaidektantaadiemnkpaaeanie tanned 
MSR_PKG_C8_RESIDENCY 


OG SSC OG ZAR occcctpesenarta weirs ctonansindecateltsa Di biacaee i giaheiet aid nsaear tng Giecaim phe eet abepals Halong MO eaenuslading aelaahalg ned 
06_1TAH, O6_11EH; 06_1FH, O6_CER nis iciccecceteenes obese raneeres eee mer seed aE EASE ANS 
OG CAP OG CDE sisi scidis tudcgetseosiacine sedierd win amaebeavachdeat va bib toe lelpsshatie’ wk araporeractis bane ue S agehnng we eace eat 


06.56; 06 -4FH ii sient cent itiwme pe eeniins adds feeeend thas ddaede eee de MmER Mee ERS 

O65 /APO6 BSR is civecrieeeniakeitaved caeardablecendvvaie de dummne cudgel Senreeuledaeeben cgay 
MSR_PKG_ENERGY_STATUS 

06_37H, 06_4AH, 06_4CH, O6_5AH, O6_5DH 0.0... teeters 

06..5CH; 06_7AH; 06-86 sssetdescetccseecands os red eianee donee va bevierceeaa sews ede toeaened en 


06_2AH, 06_2DH, 06_3AH, 06_3CH, 06_3DH, 06_3€H, 06_3FH, 06_45H, 06_46H, 06_47H, 
06_4€H, 06_4FH, 06_55H, 06_56H, 06_5€H, 06_66H, 06_8€H, 06_9€H, 06_7DH, 06_7EH 


OG 2S AOC BSE iss civchccas btn gous gtvenaderert ete codatane Qe eathenardeevece dg dnaydbe resavoten Pace ertratteuabe anabursveccverecaee Sulu 
MSR_PKG_HDC_CONFIG 


06_4€H, 06_5EH, 06_55H, 06_8€H, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, 
06..6AH, O6_6CH sa 0: ci. oodiciatiwrntea div ntiiedencnnyee nine ses adhe ied pen nnd avawees e058 9 


MSR_PKG_HDC_DEEP_RESIDENCY 


06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, 
06-6AH; 00-6CH iiccccterdcceninatie tae nibted ae bitte Se eesare eed etwew ne mee eee des 


MSR_PKG_HDC_SHALLOW_RESIDENCY 


06_4€H, 06_5EH, 06_55H, 06_8EH, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, 
OG GAR, OG OCH sisivcdheste cm dieaiiin Wesavasenclaterede sete hie bigeye metubnn dita eed damtanbes anaes 


MSR_PKG_PERF_STATUS 
06.5CH; 06: 7A; 00 8G ss cot esis es ees cacam ence ce ttents Sedan sabe de de mpienciie dyeaineegs on 


6 SA; OG SEM §.i5. castes ties shtetes as me ciuccact-aw cee etue Gale guig dey guadecs eons ae Aon shel ger eades Ranta “e'aere gs 
06_3CH, 06_3DH, 06_3FH, 06_45H, 06_46H, 06_47H, 06_4EH, 06_4FH, 06_55H, 

06_56H, 06_5EH, 06_66H, O6_8EH, O6_9EH, O6_7DH, O6_7EH..... eee 
06-5706: BSH is ndi.ies acme innevcrsinptigactecadeg tedsinen wens pedien soai@eeeiadad cee epheamnenaes 
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Location 
See Table 2-48 


See Table 2-31 
See Table 2-38 


See Table 2-31 
See Table 2-38 


See Table 2-7 

See Table 2-11 
See Table 2-12 
See Table 2-15 
See Table 2-20 
See Table 2-25 
See Table 2-26 
See Table 2-30 
See Table 2-31 
See Table 2-32 
See Table 2-35 
See Table 2-36 
See Table 2-48 


See Table 2-8 


See Table 2-12 
See Table 2-20 


See Table 2-48 


See Table 2-39 


See Table 2-39 


See Table 2-39 


See Table 2-12 
See Table 2-23 
See Table 2-26 
See Table 2-29 


See Table 2-48 


MODEL-SPECIFIC REGISTERS (MSRS) 


MSR Name and CPUID DisplayFamily_DisplayModel 
MSR_PKG_POWER_INFO 


06:5CF 06: 7AH) OG BGs ieee sedis sacha tee-cinties beckeddlivleweale thucneslenescenuilistetaniees sh dentine oles 


06_2AH, 06_2DH, 06_3AH, 06_3DH, 06_3CH, 06_3€H, 06_3FH, 06_45H, 06_46H, 06_47H, 
06_4€H, 06_4FH, 06_55H, 06_56H, 06_5€H, 06_66H, 06_8€H, 06_9€H, 06_7DH, 06_7EH 


06.:571,-06-85Fl isc cktciiistatcdacedenirs ce8 si bilees Uaeeee Gaaideed caves MaRS peeeaeE eed 
MSR_PKG_POWER_LIMIT 
06_37H, O6_4AH, 06_4CH, O6_5AH, O6_5DH 0.0... cence ete eens 


06_5CH;06_-/AH 06864 ic scic% ciestion ci dainesisea ee cain diye catia ciplitesainw sieges 4 phases Ste dalendipiatecertiets 


06_2AH, 06_2DH, 06_3AH, 06_3CH, 06_3DH, 06_3€H, 06_3FH, 06_45H, 06_46H, 06_47H, 
06_4€H, 06_4FH, 06_55H, 06_56H, 06_5EH, 06_66H, 06_8€H, 06_9EH, 06_7DH, 06_7€H 


PU SA Sea dec fiatsecu sto Get detd ania dba Stree etic cides Needed Sd hie 
MSR_PKGC_IRTL1 

eS Ge A seta actress eee ati cerrdsmuse sentence ani oaneeevenaeie cn teseaaiess 

06_3CH, 06_45H, 06_46H. ........cccccecccececeececucecuececuceseuceeeesauceeterauess 
MSR_PKGC_IRTL2 

CO SOFA lec areca sake ssh Maree a ssf creado ase dae nea ethaal sv ecnacn eedenings 

06_3CH, 06_45H, 06_46H. .......ccccccccccecccucecececucecueceeuceeueceeueeeaesetaness 
MSR_PKGC3_IRTL 

O6_SCH, O6_7AH....0..cccceseeescceceeeeececsueesececseesestanusetersauesvetensecevensaueeeses 

O6_2AH, O6_2DH.....scccesecesaceecavescecevensecaeceuvenseeaussaeeectauesaeeevensusaess 
MSR_PKGC6_IRTL 

PU Ne NN seca cries Sacer sistas Scpeecie nc ceetteneracetia ipa Sense eed aeamasiaue ses 
MSR_PKGC7_IRTL 


MSR_PLATFORM_ENERGY_COUNTER 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, O6_7DH, 06_7€H, O6_8CH, 06_8DH, 
OG GAH OG OCH i vised ccgnetentieeidae sa tunetdineewmuiteraaantnee nae eG nti anemia IesErer bettie tay: 


MSR_PLATFORM_ID 
OG: OFAPO6 1 /Aiciicinsthcutacute iivnianiemaradn ait qmed eta te eludarvdiegaieeds onavems ium 
06_1CH, 06_26H, 06_27H, 06_35H, O6_36H.... creed 
06_37H, 06_4AH, O6_4DH, O6_5AH, O6_5DH... 0. ete eeet eee ees 
O06 5SCH;O6 7AM ss ciuctesccs busine Ranh cciiec tants Adare quale inwards lene glnveralaertnnalaiyae wo auend ¥dlsuehaecnle 
06_1AH, 06_1€H; O6_1FH,.06.26H cicccccitceesteccetibtaeee at ens sbad swans eee ree NAO e RRS 
MSR_PLATFORM_INFO 
OG SOO AMA atic csccctescccna et sist ale tthene ainsash widow: dase gla(etalesdoidsas eg adeibidre Pibcbee Sgepepnls’a ttiardigtela oidea siatdatiatale dy 
06_1AH/06_1EH;,-06_TFH, 06: 2EF siccisinccccras re rase nt ade titdendrennb dame sete aceen ened ey 
OB CAT OG CDA ccc sii cig cisitesivcaln a pcaisia este sen'ate 5 ail epgue! est Sie ah toe qatsne p ntacadaioid isha ath ional Raksha eeacnlatacs nba 


Location 


See Table 2-10 
See Table 2-12 
See Table 2-20 


See Table 2-48 


See Table 2-8 

See Table 2-10 
See Table 2-12 
See Table 2-20 


See Table 2-48 


See Table 2-12 
See Table 2-29 


See Table 2-12 
See Table 2-29 


See Table 2-12 
See Table 2-20 


See Table 2-20 


See Table 2-21 


See Table 2-50 


See Table 2-39 


See Table 2-3 
See Table 2-4 
See Table 2-7 
See Table 2-12 
See Table 2-15 


See Table 2-12 
See Table 2-15 
See Table 2-20 
See Table 2-25 
See Table 2-26 
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MODEL-SPECIFIC REGISTERS (MSRS) 


MSR Name and CPUID DisplayFamily_DisplayModel Location 
06:-3CH, 06:45H; 06 46H i sccccisaateansiaes anued Se eaereiinatoaaemaed mabimnnetiaadaaesien eens See Table 2-29 and 
Table 2-30 
06 56H O64 EH sass. i dessiseniscerne hanneate ded ered we ton died Rac ve Helene dasa dere eared gaonsated eens See Table 2-36 
G5 AA aoa acae anccroncte ns cts cence nad unas a sclanastam ua nace ater sarea tie seamen cteabla giana gsc’: See Table 2-48 


MSR_PLATFORM_POWER_LIMIT 
06_4€H, 06_5EH, 06_55H, 06_8EH, O06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, See Table 2-39 


06.:6AH; 06: GCH sswedecrs caccwnnensdidndaannneeiiidabeieaaiadveamentanders decwasueenanadans 
MSR_PMG_IO_CAPTURE_BASE 

06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH, 06_5CH, O6_7AH......... cece ec eee cece e ee eens See Table 2-6 

O06 ACH is ccs triwsitvn Goetiun ace warteteded coded wiinda ep Ralyrenat eesti res cleat an Saal erate See Table 2-11 

06_1AH, 06_1EH, O6_1FH, O6_2EH... ccc eee e eter eee eee eben e tent eean ens See Table 2-15 

06_2AH;06-2DE ind ninds dchbetadunacudelmnamtinin vs betane eho weardantanad taeaedenaee anita: See Table 2-20 

OG DAM. seisa nce dont atc cceetsceyacmsect chaise ca oth sdevesasesintin ota aclencel gveshlesarasalatene Wtrenesdfeypiarn dondllaledh aadnyionertatiardly wai See Table 2-25 

OG SE es access cueane Gert bsssadcsatemiaet ane sanenssaees eit tana tunes onaiades coaanaseohens See Table 2-26 

OGL 57H icone ais oiehia cdi bheatwitcinddasiina dawdledawtadnbined biehaueadbee ia abdeend oabdebeatee See Table 2-48 
MSR_PMH_ESCRO 

Ee sph ccs c.g na Brchiceeddre Qesien marae anata acedue, Racbavesy agama tended aiPea kane aa a eeinm wanes at ehere Hels See Table 2-50 
MSR_PMH_ESCR1 

ORAL ci ixsaceaaescndishe no raaunianuenss qibestaacde coulanuegi ae ies anne at moresene remersiaaals See Table 2-50 
MSR_PMON_GLOBAL_CONFIG 

OG BEA iia accatttedacdevnnnee sivnenGwaitiatacaa sci vai nee Grea sieaedeaiiennrda sieaiiGietam paar See Table 2-28 

OG SEH nc sietestarigacnee noses sacs sanaut ce cemcaran nhews aneay iat e patan dane camauaretastee eter See Table 2-33 
MSR_PMON_GLOBAL_CTL 

OG BEA ceases eenns eat tuvan sa es SVG ie ccd ns 8a chen ears oe PS wn “ach Sia vecpcentdb al wlalbe x chee ianecd ia dibneaaberecta See Table 2-28 

OG Sie rrcchacatts ats. asncerciponee mata setae et ainciy annsiertoaienie ane team eae danse an clases cit See Table 2-33 
MSR_PMON_GLOBAL_STATUS 

06:36: ja cccrbirrns antentsnseenthossades otacaradiateiadienan dash bianies daataan taaeiea ete See Table 2-28 

OG GA arses cesunt wan on au beaaia sa cena acee teain etm die nant ahaa Ae es eae eA ae acre tous ana ecute See Table 2-33 
MSR_POWER_CTL 

06_5CH;06_7AP sc ectissacsanwr te teadindssdiieeneesteded bitednaieenies wanes dies sGdhen da ead es See Table 2-12 

06.1 AH,-06_1EH, 06_1FH; 062 26H. ic..c050 ciaasantinees aici Oran smownews chee ddd eraaan See Table 2-15 

OG 2A, OB CADE: vice dct acecacaeare ecxectitvracaind vide Soe tbwtre wie veka genletng ectan 6 fonaina Waracesbas aoaialany atest e goede See Table 2-20 
MSR_PPO_ENERGY_STATUS 

06_37H, 06_4AH, O6_5AH, O6_5DH..... cece cece eee eter een eee eee e ene e nen e enn eens See Table 2-8 

O65CH06_ 7A ss ccdinser siesta tgetetetaaniiees neta icerees sensi seated alangesdaneasieen os See Table 2-12 

06_2AH, 06_2DH, 06_3AH, 06_3CH, 06_3EH, O6_3FH, O6_45H, O6_46H................ cea See Table 2-20 

OG SARs dctaint ded fears aa Beka Ginna cana hvtnetuatwedey tation come Wiel aanwnlt hades aati ag hedennn See Table 2-48 
MSR_PPO_POLICY 

06-2AH; 062454 wi waciawieadade tanec set ianed Viewed bade briai denasdbae dad Siaees §. saa dimes en See Table 2-21 
MSR_PPO_POWER_LIMIT 

IG Fh GT tea eeseh enc eras erenecandracn seaaaoioeedeaytraratbth aaeece scabnisesaon cts ameeraarnes Os mares ahee dete saloteenee a seminar See Table 2-11 

06_2AH, 06_2DH, 06_3AH, 06_3CH, 06_3€H, O6_3FH, O6_45H, O6_46H............... ceca eee See Table 2-20 
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MSR Name and CPUID DisplayFamily_DisplayModel 


MSR_PP1_ENERGY_STATUS 


OG SCH HOG PAM assess ivsccosiit sian ghia viitisiatesels cnet etlviachielayetveers alsle 
06: 2AH, 06454 sicicciuces cicedtiaantaancensews ave eeend ane 
06_3(CH, 06_45H, 06-4 BH iis sce sc enceis sn nacae au weed aie 


MSR_PP1_POLICY 


062 2AH 06 4S i iisiscs cis die citecce grade aas carinereeetnece wee 
06_3CH,06:45H, 06 _4GA ids cceci decane deka tee eaiens 


MSR_PP1_POWER_LIMIT 


0622AH 06: 45 Fie ici catiine taste cae seda doanaaaerenew acer 


06_3CH, 06_45H, 06_46H 
MSR_PPERF 


MODEL-SPECIFIC REGISTERS (MSRS) 


Location 


oaiGan jaGesda nthe a ahaa sane See Table 2-48 
scat fo eacqatan senenah ae eee nate See Table 2-12 
ddan wGrdieavik dae aeeiaaaiaa aie ties See Table 2-21 
4 Roem aAeaan Ge aE eee See Table 2-30 


assy dstaiaeteicivevnsinsesand se aeseeee staan anne See Table 2-21 
ieee Cas Rawdon eu aaaeeaiae See Table 2-30 


ioe tge Reus wana be ea euuea page aha See Table 2-21 


See Table 2-30 


06_4€H, O6_5EH, 06_55H, 06_8EH, O6_9EH, O6_66H, O6_7DH, 06_7€H, O6_8CH, 06_8DH, See Table 2-39 


O6_GAH; O6_6CH ins ccc cscee pence deawis det ehaes coda ee memes 


MSR_PPIN 


06°56H, 0624 FA es scccictisasmer ies eibtbases evdeeenteeea es 


MSR_PPIN_CTL 


062564, O24 FH ic casectiannd ara Gee iaaaeiie pe tiegna de ee meget 


MSR_PRMRR_BASE_O 


06:/DH;, O67 ei siesass cise cosek ste ces badeleweet ga tetewa shee 


MSR_PRMRR_PHYS_BASE 


O62 BEH}06 SE ccs. dad oc Geisuisty s vine tail eadisasetetideatnae autores 


MSR_PRMRR_PHYS_MASK 


06: BER; OG6-SE Ais said icstiinna eee Geed thse eaeaeeweaiewneetn 


MSR_PRMRR_VALID_CONFIG 


O6_BEH; 0696 ic ssik ccciagigged cee dens weds ddciebais eeu tek Be 


MSR_RELOAD_FIXED_CTRx 


MSR_RING_RATIO_LIMIT 


06-BEH;06 SE Alii. iicte eiadis ee ah de seca caer nana neaieetiee ot 


MSR_RO_PMON_BOX_CTRL 


iba ar ees af abated Doesnt Ginna ea Te See Table 2-26 
er eee eee ee ree See Table 2-36 


bsddaes ine ats aeaancatoea te ee apv ornate See Table 2-26 
cine auslieaciacat ateeeeiaus gina astettnnted See Table 2-36 


icaandumudnoaa sauianiasseanusaes See Table 2-44 


Fite des iavaviyac tne acevo aan veecaseoa nloareeesasu eaters See Table 2-41 


Jivnaweeia cede ika wd peewee aun See Table 2-41 


sea uesctyitaiicns a araue patacenen eae ea eee See Table 2-41 


ou Geni teed a owes aaa Can Te See Table 2-14 


ied dda anes ele Body awe aieee See Table 2-14 


eihided ibwasr oan sa eeeas eames ceen wan See Table 2-41 


ssedagavadeanetaeaanttans aicuet SaehaeGlaaastaans See Table 2-17 


uaGiebnia Gn ueisadateenian aie See Table 2-17 


ebsasesce pets tataed a a ate eanaee cod afarensases ls See Table 2-17 


bhbaswa bide rea aw eraneaan See Table 2-17 
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MODEL-SPECIFIC REGISTERS (MSRS) 


MSR Name and CPUID DisplayFamily_DisplayModel Location 
MSR_RO_PMON_CTR1 

OG: ZER 2 dean tics coed as econ pet tn menend aan tantamese heraeee-eamnsae oneanneenes a uopetan caus See Table 2-17 
MSR_RO_PMON_CTR2 

OGG. eeecti causes er eeeteaouecs st tes agsueeaaas Homie dauindisaponeema sant wetos esis See Table 2-17 
MSR_RO_PMON_CTR3 

06) ZEA ic. caused geet para seiauaw age arid cates iee die eee wewieedN nd HRaken cage bee eaS See Table 2-17 
MSR_RO_PMON_CTR4 

6 CEH rok eeohnk ienbh bee vi isei ecm re Pia cae ean hel aa Pitwar cendavare padieneseaddieabanine See Table 2-17 
MSR_RO_PMON_CTR5 

OG CET oie tctas ncaa cee etaeeaeeatad step pana Aaqeteusna nan oura magn ce aaekaa on cateevides tae mana se See Table 2-17 
MSR_RO_PMON_CTR6 

OG 226. Sees atone sine coneeacns bn end lose ahaa ness aa a etane nomet an meat adn ea erie See Table 2-17 
MSR_RO_PMON_CTR7 

OG CEs 5 cari diajaisssataele tise etero Sieepaninccetoann cinta Séieaca train ie batetv ww 9a, ud ghitaoe diate vlaleelaxsalietyeltinend Gel oeeteneae See Table 2-17 
MSR_RO_PMON_EVNT_SELO 

OG: ZEA ii diciacrtneh Ges cancieo sada veers tetann eran soni ies nes eeeee saben nee can inenasenee See Table 2-17 
MSR_RO_PMON_EVNT_SEL1 

OG ZC ie ciengnwciensaes th hesench onadiae sans w ae cient ansenecr es sore soenGen sateen hens tepate See Table 2-17 
MSR_RO_PMON_EVNT_SEL2 

OG Eis se aet esas ara cue cites ohainsny See nace nia amie cies cease ence ae See Table 2-17 
MSR_RO_PMON_EVNT_SEL3 

OG CE eset enieesvga denne eel aan we bua dtain atthe ccemes PRN enon Font WEEN alNimaHes acgat Cena dlonatneee Hay See Table 2-17 
MSR_RO_PMON_EVNT_SEL4 

GCE starcnsaiaicatea hh yee toe tae ak nea ead Soe Rs gece Cama ds edad aa hedonaee See Table 2-17 
MSR_RO_PMON_EVNT_SEL5 

G2 I a caraananstatat a tcetasn neato ceecoie seaccen accitinrareiacese cheek uss seas gaeease a ranteatleatine nop arcieteunen eaeteesionauetele aisirast-narat ae See Table 2-17 
MSR_RO_PMON_EVNT_SEL6 

OGM a ercecgsue sings sansecad sat eares osecue aad taetneaans saat enue aonptas aie vane mone See Table 2-17 
MSR_RO_PMON_EVNT_SEL7 

GCE icvice sectnissaten te’ tivee cece tieepinacecavate she scirecesceareinimnioass dvi’ pw eGopiined dl divls sekcecd apotmtaguerdinaldterndne arate See Table 2-17 
MSR_RO_PMON_IPERFO_PO 

O6:2EH sc cacoteiciaa ieee aad ie ae aA es ade idee ee See Table 2-17 
MSR_RO_PMON_IPERFO_P1 

OG. ZH: cdeecoaunay at ahes qaeranermcanctanson aon uig ma taimase aera pas uae mamma oemanes aa nemaceales See Table 2-17 
MSR_RO_PMON_IPERFO_P2 

G2 CEM. revcetateusaraten se ateaauetstemetiansueencas yeas tesaaie ieee peemecamemagectias See Table 2-17 
MSR_RO_PMON_IPERFO_P3 

OG CE ccd acanGsanied po teea sees ge aria concede ie edie eee WeEedN ae HERE GARG ga eee Ree See Table 2-17 
MSR_RO_PMON_IPERFO_P4 

OG CER at aie eeu iene tone eT ee ak ee aa a ie ie See Table 2-17 
MSR_RO_PMON_IPERFO_P5 

OG CET tare raarattnanatnnearieciti a iuied ste squat dedi pris senna un pees aahen tai eatetanee ts cuenneeiee See Table 2-17 
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MSR_RO_PMON_IPERFO_P6 


MODEL-SPECIFIC REGISTERS (MSRS) 


Location 


psshusesneae ges 4 then autre Saale See Table 2-17 


Ge Gute Mia vaapatnce ni eeieeaa aaare See Table 2-17 


sh ateaete af ovine doe nie Guna eae ay See Table 2-17 


iid@esdinehisaeauineeediieaades See Table 2-17 


sasuinaeds etna es Gn aen foe Giasdtuacs we ectaataest eas See Table 2-17 


sik oie tates aa Gavi atsi eaoheeain eat See Table 2-17 


Pissaadgeeranesthseoinsseaes aabatiroha dene tetts See Table 2-17 


piwweded hie addvaia deeeeieens See Table 2-17 


shaun eehio fa Mies. bane aati nae nneas ane See Table 2-17 


aemey ture acaaln cease yea aes See Table 2-17 


i cia muacepege fetal oeen i ieimiaerei ana eats See Table 2-17 


hidaahag iia Minden aves odhteaian See Table 2-17 


saegacauattsuneruante alata uate hae eaeGlaanaeeta nk See Table 2-17 


sea arian ba aeda semanas car See Table 2-17 


eesnahcronds ies tataed acne eared aponenes See Table 2-17 


yep ae Heb id Ahad) beanies See Table 2-17 


atid Sustes Sonatas feels aah Aiea a See Table 2-17 


caeaet aia vasuuucinia ae esaa aaa See Table 2-17 


sda ncesteee afstnsbgna send waa ea See Table 2-17 


piddbvasiiahiausadineeed aaaadan See Table 2-17 


sinuses Sleserved ann aon doe asiahaearae ached aa See Table 2-17 
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MSR_R1_PMON_EVNT_SEL14 

OG PER icc cvatitatceah phedaeaciebeds miavartet eidcat aad cde de bere aoe niad adeeb hee ea ababedadesas See Table 2-17 
MSR_R1_PMON_EVNT_SEL15 

OG: 2ER Ms sisadacew evades dsbieiecetuis iectetanas eadveeeee golds dectedt binate een aaereeees ois See Table 2-17 
MSR_R1_PMON_EVNT_SEL8 

OG: 2EH es hntndedeab ites aaah hnarenlabiese tab dad aeea wena atwad Aaaerneea wade bbe bebe See Table 2-17 
MSR_R1_PMON_EVNT_SEL9 

OG. ERs eatin i a iahe ince cccanw ved ieddag ue senda iil eeeasinesanan tees aeieleseagahere stuns See Table 2-17 
MSR_R1_PMON_IPERF1_P10 

OG EH ie tenastecewiaien nctoniga tied i latte PA geese teen heeds Oat ded iebaan waleeiaawennareeate See Table 2-17 
MSR_R1_PMON_IPERF1_P11 

0622 EH id: sacectesioiontSereiet backend dab ual ag paaed eioed acids iotaeanee diene tasendaone tins See Table 2-17 
MSR_R1_PMON_IPERF1_P12 

OG 2G scr steiieltcancteitia tua diated tGdywacteid gs oP Reece saanise nite ww Salen cada dine Beltiactaeae ee eae eeos See Table 2-17 
MSR_R1_PMON_IPERF1_P13 

OG -ZER es tileiieetauiieetedicerticduieheeiteaat chide Hii eiad aetitid aan had sntenee cao ueeeiags See Table 2-17 
MSR_R1_PMON_IPERF1_P14 

OG AGH: seaside nea i2 dalene’s oF ate bones a Oehay Rade andwae dees ate heen ges Hanon Sama Meese See Table 2-17 
MSR_R1_PMON_IPERF1_P15 

OG: ZEb ss: ov ecaskscw tess isibistetedeteeene hax saemeea sae ooneis danineehia. he aeaameee resis See Table 2-17 
MSR_R1_PMON_IPERF1_P8 

OG: AEH scoured apennde Meier wie ew anemia eo enee cade maa new etaienda weak eee poten eet’ See Table 2-17 
MSR_R1_PMON_IPERF1_P9 

O62 GHic i guapsecean hive? ea eae ne PL ee et ea ee be dated ite eee eink See Table 2-17 
MSR_R1_PMON_QLX_P4 

OG ER cat tharitcs nian stern ane Mamet e dvhass pace sa acaarech ata clad eam wie ney ma anitetes Wee See Table 2-17 
MSR_R1_PMON_QLX_P5 

OG ZER so .cictangtastinonsanieies bathed cneuuadsadaddndesarinaibeniadatd apie asiaceierdnas See Table 2-17 
MSR_R1_PMON_QLX_P6 

OG PGE cass iersinsscncette Hoe nceetenGeaden edu eieaceceeae MoE nad eniiau dew ese eal Weng ada hye eaeE See Table 2-17 
MSR_R1_PMON_QLX_P7 

OG .2EF:. :vovaiAracniwin sai tieka id dud ete cided ekea rhhr saree Ne wean Mwideieceueeatiaee See Table 2-17 
MSR_RAPL_POWER_UNIT 

06_37H, O06_4AH, O6_5AH, O6_5DH.......... cece cece teeter eet ene eee e eee See Table 2-8 

OG ADS: si.55.s8cibeitr ed santemenie tne Medd ae hyd dad sahaaben aiken as oitdagh gouges wlannaetiawens See Table 2-10 

O06 5CH) 06 7A easncicevnrgaiicue arcs dinates aed Ga eraes butane peends ah Ga unidenthauwewe baw on See Table 2-12 

06_2AH, 06_2DH, 06_3AH, 06_3CH, 06_3€H, 06_3FH, 06_45H, O6_46H..................0008. See Table 2-20 

OG BFE: 22n,cecomiieeat acer sada by dee ndaeae ead dad eee aitina dw ad aad eaneeReaeaw he meee See Table 2-32 

OG 56H 06 “SEH ea sctisieeadedisd dna meehedag ieambamaiide sd benaaae Aaineey deatamadnaenenees See Table 2-36 

OBS 7 His seguir ue giehicad deb bhet ae ish de onal odide Wisk naed a einie nes waned eee A Raat betes See Table 2-48 
MSR_RAT_ESCRO 

OPA aihctivtatasnintss cad blak ya dae baandese bat oiad ad sac adeeeawes ad wdnaedwina daaeaieeest dads See Table 2-50 
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MSR_RAT_ESCR1 


MSR_RING_PERF_LIMIT_REASONS 


O6_3CH, 06_45H, 06_46H.... eee ee 


MSR_SO_PMON_BOX_CTRL 


MSR_S1_PMON_BOX_CTRL 


MODEL-SPECIFIC REGISTERS (MSRS) 


Location 


wise atesntaeiak woes areas Aaraeaemee e See Table 2-50 


aesaawtiteyMumagaccne ice mh ee ee eae sees See Table 2-30 


bia eel Gea afd viet d Poorer Guna ea acaaR Ee ah See Table 2-17 
Ce Tt rere See Table 2-33 


eae Gi dune acetate anid cea ee See Table 2-33 


d siauciagav esas esos sateen aiainin seat atecaoe Meets See Table 2-17 


hiddau ea tiatwadenaiiie nditeanel as See Table 2-17 


sandiaen gvenetaate diane dea ari Guar Sea@aate eae See Table 2-17 
kid bacoa neni oa did maw ameneauneann See Table 2-33 


hae Bona Mes pee maine nanan: See Table 2-17 
ahead ada nasa care eaten ee apreniencs ets See Table 2-33 


ihbagune div aoa rea eaten See Table 2-17 
2 Bie euseveis afecaueas ase aitouintneeees avis areas See Table 2-33 


ddan da iniin denatedawdteaatd an See Table 2-17 
Aaeatn dia vacua dia eeme eG ages See Table 2-33 


isi ugar oss aj etuseted Toenia inne eae ae See Table 2-17 
spate Dat aan’ hae nea Shae ae eae See Table 2-33 


sgivinedsce chats aieedsinc anounced anon Tets See Table 2-17 
dauneaad ane apnea sana adsiee ech ainstaans See Table 2-33 


idainer natin pas Gaiatisin canine eat See Table 2-17 
Lid Sela heathen ete RAMA aaa See Table 2-33 


ea eG tia paapat teasers ale See Table 2-17 
iid kane Geeta ean gwae ameeate ns See Table 2-33 


Sshg acne hae ee a eae nea See Table 2-17 


SraaGunsu ora Cauner ideas eae ae See Table 2-17 
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OGG: < tesiccnacansaiee ee segaan eat hineds one sue aa nes wig nd on god sen tease Senet esa cane setae See Table 2-17 

OG SG etariieiia tat enedacedieememmnnaina coon anaes aatamasa la okaunesensay aa eneioariea net aawanee See Table 2-33 
MSR_S1_PMON_BOX_FILTER 

OG SG ie ine cace as cu tence ev eeeteaouecst st ete agsueeacas Nointedauincisamoneema sant wetos css See Table 2-33 
MSR_S1_PMON_BOX_OVF_CTRL 

06) CEM ieee amhins seek patevaseinanaw age arid cates viet eGo weiss ad Hnaker cane bee ee eaG See Table 2-17 
MSR_S1_PMON_BOX_STATUS 

OG CE ao ois eae hoes tne csgn dpe edie neal es nba cenaavanseaiieeesatdieea ee See Table 2-17 
MSR_S1_PMON_CTRO 

OG SE, cia Sete ncaiten sane nemo aca eta siug eran odode nnn usnmanmcei anaes sania ae eclenacesscueapmeiae See Table 2-17 

OG SG ee rca stehey arte tee wey steer een tac ote cata s paths ane teeas den menmanen aime ga eecte nent See Table 2-33 
MSR_S1_PMON_CTR1 

O62 CEM ncavwinaaiatihed teed due taticnme tee Can adie aed Aha eevee eeaat ans a dade eat abddreane See Table 2-17 

Ea I ET aa again a aacevtne dete siecle nseed tn fot elere-ttbeapepettaangasr hans aon eiouane teeth diclaledioe dhestjeieiesmretin eesti on eae See Table 2-33 
MSR_S1_PMON_CTR2 

06 2CEA Ss eeieians oneinGe ae icenaed denies ia Rihehad kde awa onal Da cided dda aieede See Table 2-17 

OG FG z Sa picietpae nine eooeee cas ak baee eet ieee teed aa paleo hne aompianon aan einee onan See Table 2-33 
MSR_S1_PMON_CTR3 

GEE ccs siterip scrtbuste tive vcpee osiopvnncaed dia elute bekrwcaiepare ni iarads Guia lee dG cniied be ardivls sebreld teatniggnerd elelbe eae ae See Table 2-17 

OG 23 Gllis eerste coe at esaueca teres otasay gaa agas Sura ta sasieas ines eaten saeae gece cas See Table 2-33 
MSR_S1_PMON_EVNT_SELO 

OG: CE ied etecas awd pune eee edu onea cerns Pinienie Joa wawion ede alivicaien acai eegudionm nee rats See Table 2-17 

OG SFE zeracauary ani-negane danenenenaenacsiniaweias nana sa stk ue etemane na coaumenesa tape maaan See Table 2-33 
MSR_S1_PMON_EVNT_SEL1 

OQGu2Et ts sr oekaasassanceec se areaouetste ae tics agssee ican tis tecasedire sonar aceamoeregetias See Table 2-17 

OG SG fiat abevasteniaansactammaaannemene aint as sauna eeeuteaenaaaehamemeelbards an ceangaa nue See Table 2-33 
MSR_S1_PMON_EVNT_SEL2 

OG2ZEM ssi ecanangeussineseansecad eat eates se umiaday uae neaanns etal en rane ompeaee bee RoR eae See Table 2-17 

OG SER sc bieh eae bb os Biwi caine Fae Guede Oana Renee a bade Fee a nd ion See Table 2-33 
MSR_S1_PMON_EVNT_SEL3 

OG ZG. ha tetanvattnn ase ncacsagun nice ated cee e loait sas iene ag aura meee aee ase eolaneatia dene auntie See Table 2-17 

OGcSF iS tesiiinionaiin beeebidd el baed le biden diaeieadbbhinn weet uns eadakee ee teneenenadibenaenae See Table 2-33 
MSR_S1_PMON_MASK 

G3 ZEH caacuewaeatanes aaeranermaachanson aon lig ma taimase nacre pas uae sammie oeanes ata nemacealee See Table 2-17 
MSR_S1_PMON_MATCH 

OGM 2s irs mets ew caeaten se a teeeuntstemetinansue ence as tesaae eee epeemesamemagectias See Table 2-17 
MSR_S2_PMON_BOX_CTL 

OG BF cicccudwhsg anit pe tera sown aeswal ge aria cemeda yee eee ems ae Hnakes Ganon ga eee Ren ENS See Table 2-33 
MSR_S2_PMON_BOX_FILTER 

Osis] iar ee ee ee ee ne ee eee eet ere eee eee ee ee eter rer See Table 2-33 
MSR_S2_PMON_CTRO 

OG DGG a Ge reiaeccotsas cna eareniti a uiaed ste sqaae denice prism an pede ater tere eatetanes ts cue nnueiae See Table 2-33 
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MSR_S2_PMON_CTR1 


MSR_SGXOWNEREPOCHO 


O6_SCHOG 7A esi eit dei sietevs ediediaeiee duis eae cegee newb es 


MODEL-SPECIFIC REGISTERS (MSRS) 


Location 


psshusesneae ges 4 then autre Saale See Table 2-33 


Ge Gute Mia vaapatnce ni eeieeaa aaare See Table 2-33 


sh ateaete af ovine doe nie Guna eae ay See Table 2-33 


iid@esdinehisaeauineeediieaades See Table 2-33 


sasuinaeds etna es Gn aen foe Giasdtuacs we ectaataest eas See Table 2-33 


sik oie tates aa Gavi atsi eaoheeain eat See Table 2-33 


Pissaadgeeranesthseoinsseaes aabatiroha dene tetts See Table 2-33 


piwweded hie addvaia deeeeieens See Table 2-33 


shaun eehio fa Mies. bane aati nae nneas ane See Table 2-33 


aemey ture acaaln cease yea aes See Table 2-33 


i cia muacepege fetal oeen i ieimiaerei ana eats See Table 2-33 


hidaahag iia Minden aves odhteaian See Table 2-33 


saegacauattsuneruante alata uate hae eaeGlaanaeeta nk See Table 2-33 


sea arian ba aeda semanas car See Table 2-33 


eesnahcronds ies tataed acne eared aponenes See Table 2-33 


yep ae Heb id Ahad) beanies See Table 2-33 


iid duse boone spent s Aiea a See Table 2-33 


oe atu agtna cae daaeieame een See Table 2-50 


adie weevtapeeruueimuina aewaarereaue aida estas See Table 2-50 


fala aud edgvawatandeguad daweeauaen See Table 2-12 


06_4€H, 06_5EH, 06_55H, 06_8€H, 06_9EH, 06_66H, 06_7DH, 06_7EH, 06_8CH, 06_8DH, See Table 2-39 


OG GAR, OG OCs ties ssc wisscrncaiteereanindis wine nateleda pina canes 
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MSR_SGXOWNEREPOCH1 

OG: SCH OG 7ALM ce cacleteccaticnt-daateatarbacs aie scab d axe aaa tana haee a eee dahon nersenata has Spheres dolaioesaeeearaees See Table 2-12 

06_4€H, 06_5EH, 06_55H, 06_8€H, 06_9EH, O6_66H, 06_7DH, 06_7EH, O6_8CH, O6_8DH, See Table 2-39 

OG GAG OGUG GH jx acter staariaatiamcrannegncsnantl ae terns trad eaeite Marae idaaita teas ae haryadinna sweet 
MSR_SMI_COUNT 

06_37H, 06_4AH, 06_4DH, O6_5AH, O6_5DH, 06_5CH, O6_7AH......... cece eee ee cece eee e eens See Table 2-6 

06_1-AH,; 06.1.EH, 06_1FH, 06: 2EH osc iicicets nica Grandantiedcia a nadtedian sates aan doeiiere Aateeeiece clan See Table 2-15 

06: 2AH 06 2D i csi daciy atid tid Planes Hed dawns aol bie hears Mi betad at bie Madore al eas See Table 2-20 

G25 ZF erat asa tetns au twaceec sane tan piita in cia tots a eeaeen Sune to aesines aa hacer ameenaees o8 See Table 2-48 
MSR_SMM_BLOCKED 

06. 5CH;.06:7AE 4 cscsicitaicircmivunemicstad tances ainiiane ewe tNceea end tee eeenehwrnentaieedn sss See Table 2-12 

06_3CH;06:45H; 0646 eisai cad Siatedinnedndeand comnsnmebaadtans aaa aiienda-aieeae ga nace See Table 2-30 
MSR_SMM_DELAYED 

06._5CH/06- 7AM saststistccceiiataav divested deen axa uen Miacnareenad uate ohias coadendis Meee oe See Table 2-12 

06_3CH, 06_45H, O6_4GH occ cece nen n nen e rere eee e seen en Een eS See Table 2-30 
MSR_SMM_FEATURE_CONTROL 

06.5CH;06-7AR sc sc0csscccatisad piaddnes toaNedecba pada bhi caeinladarsdaaded oi at hoadantiseiaddes See Table 2-12 

06._3CH; 06245H;. 06464 iwicscanceeied beaten de naens det aiaesadameacesad ddessaewdded dee nwens See Table 2-30 
MSR_SMM_MCA_CAP 

06:-5GH, 06-7 Allstate eran ctaniteansiengaan ciaceem canna icid inte e tina maaeectee i mneenanaeen : See Table 2-12 

06_3CH; 06_45H; 062464 sisccsac ictus adidarinaeetcaa ds hiteiinda eines anda wea ee eae ees See Table 2-30 

OG: SEA es dinvesnariad athe nebes saat toaainds Sea seuarahees noes tanto ieee anied coakuuarsaaannee tats See Table 2-32 

OG SGT OG SE sis cescetescn aie er cage digas toutes orafuaandeacartvey Shera seeaoa a Eoachcacarniapaemsny (adhe BbanértnadBlccareeacara aeeanee ata See Table 2-36 

OG LS Ai sed thi cuats Jaa Pareeed Wai tn hel oeacctet hansen Howatlen awk om She daa Mia beldematreks See Table 2-48 
MSR_SMRR_PHYSBASE 

06. OFH; OG 21 7Av isis Maxcheviieit hiverciiiins teddiadwin ad beatehe ar awe eh raed See Table 2-3 
MSR_SMRR_PHYSMASK 

OGUOFE OG: 17 Aicsecassicain dit wi ate Sea ve tue sae ae Meet neSaR naeanie eae uate aG Sane neem: See Table 2-3 
MSR_SSU_ESCRO 

ORs titensea ee chdestatinns odeectewes ibe soenads (wena eat ad bb eotatins at ae ieeiwae ee soesaawals See Table 2-50 
MSR_TBPU_ESCRO 

ORL ii csccedctt sande ae dewoaea hv aadae ba oman ehdadanndy eae ebiiud bade anes Red See Table 2-50 
MSR_TBPU_ESCR1 

OFA scceatiiadane ersten eede he araneete wn ateamiewnie teen ltd autanuieerentanaadatircaas See Table 2-50 
MSR_TC_ESCRO 

Aseria sd aescnaenniee gern ane ctaetacie ea ahanaen seated, hasan tee. ais ee bene eye doah anieme Mas acsneen kas See Table 2-50 
MSR_TC_ESCR1 

OFWs nescesiaatited otitens sini oideoed domesiidaaaimneneittats bieeeidce nes hciauay Wlenaae See Table 2-50 
MSR_TC_PRECISE_EVENT 

OR eiescearneied nates Ranlead Honda ead an nee am bina ade wre daledond Gviecadan HON oes hernia Sa eR neve eS See Table 2-50 
MSR_TEMPERATURE_TARGET 

06_37H, 06_4AH, 06_4DH, O6_5AH, O6_5DH, 06_5CH, O6_7AH......... cece cece cece eee e eens See Table 2-6 
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06_1AH;06_1€H;06_1FH,06-26H sce cccdiesatigtisaassseg bimenieneeiaaeiaareaaxeanrsadeiea See Table 2-15 
06=2AH06-2DH tiss4 mc cddacediaeenasantesagedeeea aheiaaaetie Mendis dae eedad dae gaaasbateaaded See Table 2-20 
OG: Ey ees deste al ehecievias he: sieacera Ghd Sinharscvnte nels eck she deol b ackeelpen bawlnasdaseeatndl adennaatdatta eatharia Toke wks See Table 2-26 
06 56H, 06° 4R Aine: iis cennes speebeee wen ai use chaeeeweaiidadecdss5e te Gee nenueeRemanndas See Table 2-36 
O6_ SAM i ieicg ed dated ibiaied end nea eieahdl ae ie aiwotenn ec taianerebateasedegiee) orate See Table 2-48 

MSR_THERM2_CTL 
06: OFM OBL 174 is iic1i boas cuaaenn pedead noes oniaso atadg ques sand be ardanadaaniaadaawnaneds See Table 2-3 
06_1CH, 06_26H, 06_27H, 06_35H, 06_36H....... 0. eect ened See Table 2-4 
OFA iiras ae ecemienalias dev nad ogee devi eeitaa de decane dhbestiaet ad aeanbed sds weretuaatea nee See Table 2-50 
OG QE Mek s.:2acsincrchee tehenvettiitn Guenpteag@atne dc haddaae Peony sed baadaditaw rd dela Meaaed Talopestnds See Table 2-53 
O62 OOM i icdsePrcinabewnn tdci wtd fin Gad ies ceed nin theres Fade eed taewiawwd beater alee aoe See Table 2-54 

MSR_THREAD_ID_INFO 
OG 23 Fhleise adhe tite doe oa wa bhai? eee hee sean ea ae eae ree ema Mae tenes See Table 2-32 

MSR_TRACE_HUB_STH_ACPIBAR_BASE 
068EH;06.9EH cs cr cicsccaseseersventasraraaraanaaonoarovennta sy eenpbanaaeeeabaeanaaanaaaaees See Table 2-41 

MSR_TURBO_ACTIVATION_RATIO 
06-5CH; 067A sscasac sancchiaustiseltpicaigeehdieeniied bspies saanedoarsenndd naneskoddoned eke See Table 2-12 
O6 SAM sisicavielnes ceatiatae sitetied nae visas ad nigeateh eb okaade Laser tebe hes detean es teen See Table 2-25 
06-3CH;-06..45H, 06-464 33ccatiy ina Vere ed Vans ea nsaaeahenee teria pended eeaadauneedioe ey eat See Table 2-29 
OBL SZ: 2lnceetveuics sin cenuiies eet ves secaiongenei anche waa temearenoed OSieis generate amuse See Table 2-48 

MSR_TURBO_GROUP_CORECNT 
06: 5CH/ 06-7 AM wii scene stanenorGenamnntiethines nceebadarh we Pieni ied eettadens aaereoete See Table 2-12 

MSR_TURBO_POWER_CURRENT_LIMIT 
06_1:AH;'06_1E€H; 06_1FH, OB ZEH wise gap ren sane deeneedadnetes dau danig et de Piaieeialags See Table 2-15 

MSR_TURBO_RATIO_LIMIT 
06_37H, 06_4AH, 06_4DH, 06_5AH, O6_5DH, 06_5CH, O6_7AH......... 0.0 cece cece eee See Table 2-6 
OB 4D Aesiracicdedsconcuiid bitte Beau haath ndaewad hee Aiea Pemasihe ba Wey peed i ber eencen een See Table 2-10 
06:-5CH;06--7AR ss ocsactactshiaeeieondgieninesanterein ebilderas seaeedenmidesegeancia teases see See Table 2-12 
06_1AH, 06_1€H, O6_1FH, O6_2EH, 06_25H, O6_2CH..... eect etn eens See Table 2-15 
06_1AH, 06_1€H, 06_1FH, 06_25H, O6_2CH..... eect et eee ene tenes See Table 2-16 
OG. ZEM iat sshtasnidde totoarledwhone aide saGatandd tallies tosses wstenadae tds ahead Madead telopeecnbes See Table 2-17 
06::25H; 06::2CH .iccdejailiwheibidwehieedewhd ire midiiiee ibid abaniand bade oeaeaben deeds See Table 2-18 
OB CFA acai sates dieieeks ceddchioeraniedet saidialde Santee anced eed ncin ie whinanes dleeeesd See Table 2-19 
06 ZAH}OG: 45H estes oon casdtidaa Pea mahMtadiame tears anradetadaadtanh aiada pacts adanad See Table 2-21 
OB 2D Ai sniiseincauicnarne aif tists Hineic ial gi: bele ntta ana ails de wiGadelds Hehe dae aeons See Table 2-23 
06. SEM iis cece tise weindasweaeeantrs ce evene eves tases aeeds sate aeetd geuriaaei aes eoenweasans See Table 2-26 and 

Table 2-27 
06: :3CH,06.-45H, 06-46H os .scssccticaccs iy iporsetianaeeaearieebibiteeede apageniianedewwedis See Table 2-30 
OG. SFE os sanicanks tigated eben aetalsanaa at euiee heed Miidadsaniecdner tebh tee dagen aacneae ated See Table 2-32 
OBS Dini ite letitieas gdvlniceahaeeeeiudcouvnanddilia hed Melia walv abl Meanie haadadilenceimeeebes See Table 2-35 
06-56H, 06" 4FH ico is catia tani dneddeeneeetddd baste nihcodsdaidinasd ened weed a acebdntiedls doeetue es See Table 2-36 
O6 55H cietcddh ia hee cial weed ai ednteiad annie Matouiateearohaw onetime A ied ences See Table 2-46 
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06_56H, 06_4FH 
MSR_TURBO_RATIO_LIMIT2 


MSR_U_PMON_UCLK_FIXED_CTR 
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Location 
See Table 2-48 


See Table 2-26 and 
Table 2-27 


See Table 2-32 
See Table 2-36 
See Table 2-32 


See Table 2-37 
See Table 2-38 


See Table 2-46 


See Table 2-28 
See Table 2-33 


See Table 2-17 


See Table 2-24 
See Table 2-33 


See Table 2-24 
See Table 2-33 


See Table 2-17 


See Table 2-24 
See Table 2-33 


See Table 2-24 
See Table 2-33 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-24 
See Table 2-33 


MSR Name and CPUID DisplayFamily_DisplayModel 


06_3CH, O6_45H, O6_46H.... cece 
06 46H) 06256 oiicectcsp ait pindsteescrgunnies teed dabawerds 


MSR_UNC_ARB_PERFCTR1 


06_3CH,06_45H, 06_46F icici aceten tine ene caaee 
OG: FER) OG. EM is siss'ssNeauseactoes carne te eewaced gipdie ba haueee ses 


MSR_UNC_ARB_PERFEVTSELO 


O6_3CH, O6_45H, O6_46H..... eee 
O6:46EH) OG SES vecieaiccnd sips beta detioniadnie nedaueet ne 


MSR_UNC_ARB_PERFEVTSEL1 


06_3CH,06_45H, 06464 is iccceitmuces senna da cmae estas 
O62 4 EH OG SSE: ais scsetisen suas sivieeasnte apart aun Sesnaiaraeesegin gon Dipuataiacerniase 


MSR_UNC_CBO_O_PERFCTRO 


06_3CH, 06_45H, 06464 wae cecs ccs siaese cts ecev sd eeae seen 
O06_4€H 06-56 oescecttana sp endttide Rengedees ap tedious Bere 


MSR_UNC_CBO_O_PERFCTR1 


06_3CH,06_45H,06_46F .s.0.ciwccaes scien need oben cade 
OG: FEA OG SE i. sisi s ceva hieedtniieacheicon wponitiaceteily du aantiiracesd ots 


MSR_UNC_CBO_O_PERFCTR2 


06_3CH, 06_45H, 06_46H 


OG AGTH} OG Slat ni census Setscsvaterarnsenn evn seg veachsgiusie tapibintacertrens 


MSR_UNC_CBO_O_PERFEVTSEL1 


06_3CH, O6_45H, O6_46H..... eee 
06-46H06 56H «wc psecicae ceeiredetewntiuiias teed dahawends 
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Location 


ha ine faunal saey eae nG ea na ween eras See Table 2-24 
s axgeb es ase eedtaynia are eae ene anata See Table 2-33 


one Gide Gece Salm ae Satta oe eee ee See Table 2-50 


Sritice aod taas ano mentee See Table 2-50 


Hwan dAeaauatwd Rawmbaeiawetec ue See Table 2-22 
SS eacee Rage nee Teta eeies a See Table 2-30 
svaneegustaldesitpaga sins atestetuayiia dette Ate eid See Table 2-40 


dane sid da Geka aenres fae ohana See Table 2-22 
ee ea ere ee See Table 2-30 
dod aiackiariva ew halee stern te amar are nee ne al See Table 2-40 


Hieeoewiied ddaheed aa vemermamemons See Table 2-22 
C EMIS PAGU Gea Deena ee See Table 2-30 
Spnieracipea aided apiateciantaernGeeau sien eiee anaes See Table 2-40 


iiniataha craters ea eh ew mera sae See Table 2-22 


isnt Sacral aw eueean bah asa eS See Table 2-30 


soceeata avaascias snbesseo ae cuia soap eer saree See Table 2-40 


Unbiomawie ceunntad da adedieiondan aa See Table 2-22 


S ahatanena gaat pasate es ananen See Table 2-30 


spreads dee arte w een awn aiaie te Raed See Table 2-40 


Sinise ens a ena ee atad tase ane ae See Table 2-22 


dae wa swans hadveheee edad awed See Table 2-30 


sussiaeey aan earoeateed Gente anaiiore eee See Table 2-40 


itn § deitend dawg ee he oRe@neaan See Table 2-22 


Sinks dinean aden nanan senate See Table 2-22 


Houeeadacaanaee ines nemeniear cole See Table 2-22 


See Table 2-30 


st Stata caeate gate ane ave nua seansiea agar ies See Table 2-40 


Uheeeatadcauadin de sohadiaaniec ue See Table 2-22 
s Seance Dasae Meme aairele reese See Table 2-30 
duaseaeatatdh ateuaea, tia acne aunetatenee Aafe ees See Table 2-40 
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MSR_UNC_CBO_O_PERFEVTSEL2 


06_3CH;.06:45H; O6_AGE eed ccisic taser setete ncenetendea dssdaes oe Tevadederseb deaees SaateN be 
06: 4EF; 06: SEF iiss cenginiewinne ena ggodvns stud smnaep aw endian ser ey eaierondaciey ad eadle aan semmbereide 
MSR_UNC_CBO_1_PERFCTR1 


06_3CH;06_-45H;06--46F «css ci edad ibanaees aun ddes dwowseawa diamond wapdladamoranie eae aint 
OG AF OG 5 Ee esc sed cai sce pc aevie arape gcse act acne pleatee ata Riarey prongs loners Marmowtad are am daeetane 
MSR_UNC_CBO_1_PERFCTR2 


06_3CH,06_45H;064GH toc isciit ccc tthaates abies ayieawndhedelenen ee atenmatiuiees ee oa mehs 
OG 4 ER; O65 GH ice siesdhun sre senrtrie halve races aiid etrencctn lade oie eos Manisa aan avea neon ee Auten. 
MSR_UNC_CBO_1_PERFEVTSEL1 


06_3CH;-06:-45H; 06_4GF os dccieiis gies saceee tens ceceteadvomans soe dk vn deiee Seb aN ea tes ohe we 
06. 46H; O62 56H titties punccs ee nenr isos cick sgut ees ag ete nears oe acing howard i dasdaaleaaaepete 
MSR_UNC_CBO_1_PERFEVTSEL2 


O6-3CH, OG ASH; OG 24 GH sie sss sib eecee sividin a Sin tug bstienneed wblarelare Pep utbigte wr eigle a Sun tig g bualwtaberareleleleanertes 
O6_4ER,-06:-5EH vic cneiedtnn ces to titaneredsawk eet bd doaed casey dese bensessaeay pecenios a8 
MSR_UNC_CBO_2_PERFCTR1 


0623CH; 06-45H, OG AGEL cc issciinee sativa acenaindcicde aw enerne desing oeisies Ramet tung aetna gene es 
O64 ER O625EH mised ncciet idee ineread anda} oe ebid Seley pOVeA Reed dbo kaa dd sand Serdar 
MSR_UNC_CBO_2_PERFCTR2 
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Location 


See Table 2-22 


See Table 2-22 


See Table 2-22 


See Table 2-22 


See Table 2-30 


See Table 2-40 


See Table 2-22 


See Table 2-30 


See Table 2-40 


See Table 2-22 


See Table 2-22 


See Table 2-22 


See Table 2-30 


See Table 2-40 


See Table 2-22 


See Table 2-30 


See Table 2-40 


See Table 2-22 


See Table 2-22 


See Table 2-22 


See Table 2-22 


See Table 2-30 


See Table 2-40 


See Table 2-22 


See Table 2-30 


See Table 2-40 


See Table 2-22 
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MSR_UNC_CBO_2_PERFCTR3 

OG CAM oiatanatnesacet ore oomnade mica cena a urasa ce rhe s sarte ous sag 1s eniaeatasatmenes fa See Table 2-22 
MSR_UNC_CBO_2_PERFEVTSELO 

OG CAMs eas soporte sole toceetieen nl setae eas wed eee NOs es eo eae ements ame See Table 2-22 

06_3CH,06-45H, 06 AGH saciid didierisaeneeia Ree naiaanniaa HP adeeadaaaineee nante sammie See Table 2-30 

06_4EH, 06 SEA ue sd cantsnindeanacde vated nena nap ried beat dadcedignas eeeke MuneawheRee & See Table 2-40 
MSR_UNC_CBO_2_PERFEVTSEL1 

062-2AH wise vahched fe vekecamitis aannee ds getdenanads enboide de eek ineieaddd aeadee ee ea iaatenees cad See Table 2-22 

O6_3CH, 06_45H, O6_46H..... 0. ee cece ene eden een nett nen See Table 2-30 

O6°4EH 067 SEM. cscscteneantanedatnni regains tiad ceteas et aatueerauielahmedaradeeseaete See Table 2-40 
MSR_UNC_CBO_2_PERFEVTSEL2 

OG CAH bs cerscttiacngs anise te hosianaes cama gant aedenehiots dateide of eaataunees Ghartermnnesd See Table 2-22 
MSR_UNC_CBO_2_PERFEVTSEL3 

GAA sess hiatasa rive eezestetatccesctvcnceed adie egngow bea a bl anoes ete bin Gis Cpe acaoe nade adagnbonuaind anton ln eboebonsenapeeteene esha See Table 2-22 
MSR_UNC_CBO_2_UNIT_STATUS 

06: CAM icy cida bene rot tea had hah ARG ene nn sane bead adadia dees eherens See Table 2-22 
MSR_UNC_CBO_3_PERFCTRO 

Gc: CAL aicts an nanesar onde nose aminaane ers buaaa cause tounge daben acu es pean aian tae ansaaecnes nt See Table 2-22 

06_3CH,06_45H,;. 06 46H idpaev ce auc esavidnes sy bined baegtied aay Saedmbnud neve cuye bende eetes See Table 2-30 

OG: 46H 062 5E asd cieersatadestetenamad eonentinus gael Seiaaas tee teec aan Opsaeas caaieleos See Table 2-40 
MSR_UNC_CBO_3_PERFCTR1 

O62 ZAM iiss cint pn scree sienieaten duit toate tna auevat waved pak peed owas aoa dn scare eect ees See Table 2-22 

06-3GH, 06-454; O64 GU isi ictis.tis paces cebnionacicsne tn qniacaua wie ssaltla’ antangsnwieeniarteadad a aanesieadnn ames See Table 2-30 

06: 4EH} 06 SEH wescvy cred choesde Pdi dds deh etan ec ah Mecha eee watbanedd even idew See Table 2-40 
MSR_UNC_CBO_3_PERFCTR2 

OG CAL asks tinacacenrseateareserciceest ass poumsettiatsae aaa aos avin ae wee cneunee settee on Astana @ alate nage a ale aieeesece a See Table 2-22 
MSR_UNC_CBO_3_PERFCTR3 

06: CAH bs iatss4 tances sane meecthaksinags dieters and stnbnnera deny edanad scotsandet canned See Table 2-22 
MSR_UNC_CBO_3_PERFEVTSELO 

OG CA hasan ain cindy sahtbugevenseed dicial eagle urea Westie aesibale edu achentecn iG nb waadaande dive Wachee tcdpetotigecardiale See Table 2-22 

06-3GH,06.45H, 06246 iishiinniacsguagesmgacahwas on iced reigned aaa gn agisaidatueds canedeakaames See Table 2-30 

06: 4EH 06. 5EH sits ii ois dun biiadias phates pad Webbewe Gogh beeedenianin betas anh eeereben See Table 2-40 
MSR_UNC_CBO_3_PERFEVTSEL1 

Gc ZA secainiaentsace souce: peers macnn cess hea dense bene arto N55 tee iamaana aaa See Table 2-22 

O6_3CH, 06_45H, O6_46H........ ec e ec enen eee nnne enn eden nnn ees See Table 2-30 

06 4EH 065 EA cok Sik osanaind as dienacenatadiesvmichnes boot ab iam os Reape tate ne ceasneas Ca Renee See Table 2-40 
MSR_UNC_CBO_3_PERFEVTSEL2 

6 ZA itty shies nov dics Gehineeen gent tear ens aul eeu dave gaat vee aaa aden din Makes aecpeieeenslen See Table 2-22 
MSR_UNC_CBO_3_PERFEVTSEL3 

O62CAB way caehed caus eine eu Socen dwn dealing ieee anaes tine eee a iawn A dee dyn GG gaan ees See Table 2-22 
MSR_UNC_CBO_3_UNIT_STATUS 

OG CAN arsesacas an acetere acactsnestestscte tc pated.estnt actsid goa barn Rca eetese ava ented a Guaee hoes seve da dn Gane eeeseeeto eaten See Table 2-22 
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MSR_UNC_CBO_4_PERFCTRO 

OG ZAM a2 acl aictecatranetelt orci acrseetr see aes arate poe Hendber Pete GAIN Bowne uals cas ara nada ace See Table 2-22 
MSR_UNC_CBO_4_PERFCTR1 

OG! ZAH jcaveesieateaaanc ses sabe hascasaaeaan ie sau teenies eaetiannia i teiadses saat eh aeeec oer See Table 2-22 
MSR_UNC_CBO_4_PERFCTR2 

OGS2AF b5 craccwatengesen adie axes aac es Gdn be perc ee iebyemet guid Gaus Mana eee ery Rem baer ease See Table 2-22 
MSR_UNC_CBO_4_PERFCTR3 

06 CAM avis it ineavids o6cs sien tine chi ane vena bhid De Bae eae ceca een Feewgined des canmnheedeaRat See Table 2-22 
MSR_UNC_CBO_4_PERFEVTSELO 

ODPL ees seca etctevncpetcg cn chee. geavecn ace sabes asseasal eaten acpcaesveee Rfobe foe eonsa Th Gest im se eestpaTateac esniane ena eecreoncece hee See Table 2-22 
MSR_UNC_CBO_4_PERFEVTSEL1 

OG22ALatccostessseethon ha tetoeermianticcianneaar aerate bes onedent Aeletacns aeamaratneeeea en See Table 2-22 
MSR_UNC_CBO_4_PERFEVTSEL2 

GA iacazccentstts costs esa ditne tien sebealatacaeasasel ncn in hw fly aces. wg eV egutbvernse-qomiahine channel hax acho Buasblsps ele bveceeboececehecs See Table 2-22 
MSR_UNC_CBO_4_PERFEVTSEL3 

Obs Anis caiwioinade add see aes erode ws We aabneieeeeeshekeeds dali eae IAA pola conmueas ame See Table 2-22 
MSR_UNC_CBO_4_UNIT_STATUS 

OG ZAG ssa caccasuaies coeniaicine Sonatas aaah a steht son testa oe ca Micaiaawor ante oaa enna apseaneeete See Table 2-22 
MSR_UNC_CBO_CONFIG 

GCA icgecateisetesaauncieeese teenie basa-Ginaeee one ors catileciann sup eeda es aaaenaeeeetey See Table 2-22 

06_3CH,-06_45H, 0646H vasishcccise abled ptueres tae ieasesdhacaeasan oeirmseniea geben See Table 2-30 

06 AEH, 06 5EH ats waste tein cetey neian same eae tadautd oa armen uy Hanae dant ines eg een Abode See Table 2-40 
MSR_UNC_PERF_FIXED_CTR 

06 CAM scree teenies oned ined ed Revetnd a laieh eden ex deumiteds wad reed eeand amawnew Cocke heneeaaee See Table 2-22 

06-3CH;.06:45H; 06°46 iy sheet retesscns cadens de eed ennen’ ead lmaesteweaas ie adeone See Table 2-30 

06; ACH; O6* SE «etait snean Sascrecmncuces apanacamtecas Mnanh aca cals iahadaiesteutenGaasteme See Table 2-40 
MSR_UNC_PERF_FIXED_CTRL 

OGSZAH ccc sesaeiasbeahaathenes heer aiantageaaineuer nen cieathdonad eke orden aaane agameeeanees oan See Table 2-22 

06_3CH;,06 45H, 06-°46H sscceiwtten dd atacwadw nanan dad deandad anc eeks dada Gases mien ea eaes See Table 2-30 

06:AEH, 06 SEM ete aids fesacae hee sot aaree aan saad reir twa ae dd dak iwiad whedon See Table 2-40 
MSR_UNC_PERF_GLOBAL_CTRL 

06 PAH wiieeseligeiai daashivadiaw nlhGhanscadie clades eotaede ne Pathe eG aaa biewbes conde eneaaeed See Table 2-22 

06_3CH, 06_45H, 06_46H ..... cern tenet entree n nee e nents See Table 2-30 

0G; ACH OG SEM i acs scale cea A Pan acains saat agals shila ted ia he cm agaare aaeeaitess Ohana aad ena atone See Table 2-40 
MSR_UNC_PERF_GLOBAL_STATUS 

OG: CARS caitaetrateceatecses cst succes aaeaan esse Molenteccaaecion ss iadmionriesaatas ten See Table 2-22 

06_3CH, 06.45H, 06 46H s sicsacchiaw adhere sewneeieele eases daascwas eon bneaesenies ewe EAS See Table 2-30 

OG: AEH 06 SEM ated septs adios pag san wide wee tqsad sa weeded ey eacinet nuevas RE aaa See Table 2-40 
MSR_UNCORE_ADDR_OPCODE_MATCH 

06_1AH, 06_1€H, O06_1FH, O6_25H, O6_2CH.... cece eeed See Table 2-16 
MSR_UNCORE_FIXED_CTR_CTRL 

06_1AH, 06_1€H, O06_1FH, 06_25H, O6_2CH.... cece t tenet eed See Table 2-16 
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MSR_UNCORE_FIXED_CTRO 

06_1AH, 06_1€H, 06_1FH, 06_25H, 06_2CH...... ee cect eee ee See Table 2-16 
MSR_UNCORE_PERF_GLOBAL_CTRL 

06_1AH, 06_1€H, O6_1FH, 06_25H, 06_2CH....... ee eer eten eee ee nn eeeeed See Table 2-16 
MSR_UNCORE_PERF_GLOBAL_OVF_CTRL 

06_1AH, 06_1€H, 06_1FH, 06_25H, 06_2CH...... ke cette terete eee See Table 2-16 
MSR_UNCORE_PERF_GLOBAL_STATUS 

06_1AH, 06_1€H, 06_1FH, 06_25H, 06_2CH...... ee eect eet ener ened See Table 2-16 
MSR_UNCORE_PERFEVTSELO 

06_1AH, 06_1€H, 06_1FH, 06_25H, 06_2CH...... ee cette etn eee eae See Table 2-16 
MSR_UNCORE_PERFEVTSEL1 

06_1AH, 06_1€H, 06_1FH, O6_25H, 06_2CH...... eect eet ene eee See Table 2-16 
MSR_UNCORE_PERFEVTSEL2 

06_1AH, 06_1€H, 06_1FH, O6_25H, 06_2CH...... ee ceed See Table 2-16 
MSR_UNCORE_PERFEVTSEL3 

06_1AH, 06_1€H, O6_1FH, O6_25H, 06_2CH...... ee cece eee ed See Table 2-16 
MSR_UNCORE_PERFEVTSEL4 

06_1AH, 06_1€H, 06_1FH, O6_25H, 06_2CH...... ee eee eae See Table 2-16 
MSR_UNCORE_PERFEVTSELS 

06_1AH, 06_1€H, O6_1FH, 06_25H, 06_2CH...... ee eect tet eee een eee See Table 2-16 
MSR_UNCORE_PERFEVTSEL6 

06_1AH, 06_1€H, 06_1FH, 06_25H, 06_2CH...... ee eect tenet enn teed See Table 2-16 
MSR_UNCORE_PERFEVTSEL7 

06_1AH, 06_1€H, 06_1FH, O6_25H, 06_2CH...... ee cette tenet eee See Table 2-16 
MSR_UNCORE_PMCO 

06_1AH, 06_1€H, 06_1FH, 06_25H, 06_2CH...... ee eect tenet etna ae See Table 2-16 
MSR_UNCORE_PMC1 

06_1AH, 06_1€H, 06_1FH, 06_25H, 06_2CH...... ee cette erent erent eee See Table 2-16 
MSR_UNCORE_PMC2 

06_1AH, 06_1€H, 06_1FH, 06_25H, 06_2CH...... ec cette etree eee ented See Table 2-16 
MSR_UNCORE_PMC3 

06_1AH, 06_1€H, 06_1FH, 06_25H, 06_2CH...... eect eet eee eee eee See Table 2-16 
MSR_UNCORE_PMC4 

06_1AH, 06_1€H, 06_1FH, 06_25H, 06_2CH...... eect cece tenet ened See Table 2-16 
MSR_UNCORE_PMC5 

06_1AH, 06_1€H, 06_1FH, 06_25H, 06_2CH...... ee cette eet eet ae See Table 2-16 

06: CEM ainsi ai deities 9 akebbtas ian donna gabe uaeaanmneaues brmie ne savegame na@eeuronmner obs See Table 2-17 
MSR_UNCORE_PMC6 

O6_1AH, 06_16H, O6_1FH, O6_25H, O6_2CH........ cee eect ae See Table 2-16 
MSR_UNCORE_PMC7 

O6_1AH, 06_1€H, O6_1FH, O6_25H, O6_2CH....... eect eee teeta See Table 2-16 


MSR_UNCORE_PRMRR_BASE 
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06_4€H, 06_5EH, 06_55H, 06_8€H, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, 
OG625AH, OG GCH sis esccdien saan siretioney tusiontnnttes daiembote ite eb mee or dmaiede meee ne neR ane Sas 


MSR_UNCORE_PRMRR_MASK 


06_4€H, 06_5EH, 06_55H, 06_8€H, O6_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, 
OG GAP OG GCE ssvsscscysussacs.t gis wi osatet aps tow bie nia ee isterera's sgn vo dl sue g Dead wu levahe A deedarectus nia avbvabaienettbenn ah ie 


MSR_UNCORE_PRMRR_PHYS_BASE 

O6_ SEH; 06 96H | ie. ccdcdcsisisistsnisninniniinnininiinni bimini iiss aoe secie ened SPANAIR Maas 
MSR_UNCORE_PRMRR_PHYS_MASK 

O06 BER OG GET i ascii ccesseisusinsnisnesies cess ee ess so en stun bie Wie bib 5 0.asaibibla lh osnsnnd otsoctanigonsdoabaniaoniocessioiebes 
MSR_VR_CURRENT_CONFIG 

06-8CH, O68DA is wissaidcacctatrcers be cannes suietaes Heeeita Miwea SeoleeseeNeten Meee eaaa eS 
MSR_W_PMON_BOX_CTRL 


MSR_WEIGHTED_CORE_CO 


06_4€H, 06_5EH, 06_55H, 06_8€H, 06_9EH, 06_66H, 06_7DH, 06_7€H, 06_8CH, 06_8DH, 
06_6AH, 06 BCH sisi code ciisiwensea div niiieden cnn vie nennves aote ied oper mi eaves aes 8 $ 


MTRRfix16K_80000 
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Location 
See Table 2-39 


See Table 2-39 


See Table 2-41 


See Table 2-41 


See Table 2-45 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-17 


See Table 2-39 


See Table 2-53 
See Table 2-55 


MODEL-SPECIFIC REGISTERS (MSRS) 


MSR Name and CPUID DisplayFamily_DisplayModel Location 
MTRRfix16K_AQO000 

OG: OEMs prtseta:amraabamnes ootnwan enti amsataadeasanhsdasaceons cesaoneumianieenednaeenner tas See Table 2-53 

PG FAM is snes Ssi's hashed eins slatntdea-cpageyaadolhc a doe dpvedodeninbdvacasaatya a Pbnbee gyactselarslaalecniara Said wkend dale waealea dbbakie batt See Table 2-55 
MTRRfix4K_COO00 

OGAOEH ies icd aida bed iceae ce Qeoheel ad Mes peed dwt theeiied seats ddw data wala ened See Table 2-53 

PG RAMI sci ataved noe velit hie Wee bat ehwhenednides eacadt eens dared won thalcan a eats elena tee See Table 2-55 
MTRRfix4K_C8000 

OG 0EH Sissies oman eey dai chee dives des ev babhiidd Cun wReetaeedada cae deadanved ees abe dineadwaied as See Table 2-53 

PGFFAMIlW ied fic cet tion ees eae eek valetae Cae ete eded cave neenes a neti menwade crease eaereceeeei anes See Table 2-55 
MTRRfix4K_DOO00 

06 OEM wessisacctaniae terse taan ca dwt iaunien seh Gieeaa rateentea Hema caren oaacam eaawiebenies See Table 2-53 

PGirOMIll) icnecazentcnac siete ous ak ta june nite aol ne ae eatoana po wimeen akan suas ates Aenea ernnaeeet See Table 2-55 
MTRRfix4K_D8000 

OG OE cstscisedc:c.S staresars'aecaedeeee apesertebeaiesdlaceiartsabelw atte be w acres talaewinnd asta did doapald diala ached eck ara eee Ns See Table 2-53 

PPG te AMM) eee eacesex cyaeage cas Gach ythaeice, seapectoe a teach sate distaste pe eccaee paneeia eae tee ant anemia ts cosareen ee tee eaten See Table 2-55 
MTRRfix4K_EOO00 

OG OEMs. c355shcie cctens hte ia@e nants aes aenmnane ne tas inass saksa noe naredest Oraanieee apeenns See Table 2-53 

GAIN ssscice neh tacts esntri actinayt is acne Aare ane tre eke eet namie tattaaenn asd neaaniaunabie meted See Table 2-55 
MTRRfix4K_E8000 

OG OER P cstencseieaccs tien sabe tensa: aaeanamarsagien tiara ues ecessaieaeiieaseonyodumaesa tan? See Table 2-53 

PG FAMillecs 25 fees hid bade thbi dd bieaa dea ed Paihia bedded db ina wae a oN eddie awd eens See Table 2-55 
MTRRfix4K_FOOOO 

OGZ0ER a Serena: anceawnaicenaean dinates soi edeeacgead pends mete danas anee cennaanaeen ead See Table 2-53 

POFAMIM ic scied seve, ve totcd vate ied ed slagdaw hae ale dance ea dihe/ iowa baie apueeureaacanieaohedaditie dawn etmadenen See Table 2-55 
MTRRfix4K_F8000 

OG 2 OEM crtesesnancsct mat Sete tdntiaccsaedle sai deu tested stash ned cueu dat aan gaan tee oe doRneens as See Table 2-53 

PG FIM seers aekeniscetade ie snstate k atesd wk ialerap ey siglo siesa aly diareoade aon a oacaseared Epiaeiev pnsaja aie died 40a Entel tee See Table 2-55 
MTRRfix64K_O0000 

OG LOGAN sss aiics omanuee dads vediaeade ac webhebildd ee ewat oN s dada ce deadasee vas odedonaateed ae See Table 2-53 

PO Family a ices deals ach bias Sathana see fd atee hve bs adduced Siow abtnclid ale Sad bald dew Mids edna edad See Table 2-55 
MTRRphysBaseO 

OG OEM wiiiacd ch uedtteddicexechiei sae wegbeiiohe tines Mal daswl denand beaded deetesidcn ied See Table 2-53 

PG:FraMll) :.msacavovdcnsk sniacteeaianiaduns neater oneh eedaceaanietdeatand deer ates nenaeee aia eee See Table 2-55 
MTRRphysBase1 

OG QE ecinissiecc.2 statcnsrsiaectehires ge cctamntiacieen Waren ine eaten orsaenawiece db haan ele ache cee sareaenae aes See Table 2-53 

PGOsFAMIN 2 hice te tcunnsgsdawtes idletue sae eae eeodauieadenienes annie eeeaadecveekeaavere caebeetgnnes See Table 2-55 
MTRRphysBase2 

OGL OE viseas cis iccescittad seh itieea-nacd wnBtaredd ayia ee dale oa Sean inten eed anda wie edtaeeeae care Ae See Table 2-53 

PG AMIN iew ici each tet eaconari actin bt nie hace ene dere Reena ae ge eR ee nae nee aca eae Rane ead See Table 2-55 
MTRRphysBase3 

OG-OEH ics: cece teresa otentaas ealee ooasreagianttassa sea aeeasamuatineuasont en aaneeses See Table 2-53 

PG eal) vee orcas ntaenscanncmasam tank nanaaneaaeudtad ta ncneden Gite sam ecenctannnaetare manera ne tea See Table 2-55 
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MODEL-SPECIFIC REGISTERS (MSRS) 


MSR Name and CPUID DisplayFamily_DisplayModel Location 
MTRRphysBase4 

OG SOE fice teeccse ea espa mentee saa alec inaagin es net asen renin nae Heenan resin OaeuRecienca tens See Table 2-53 

PG Family :c.s:nacetaet atric deed aiadinlee vag ae daaa ovis cove cie aa diet sctinduidaeiGn olinaeiwe tau ees See Table 2-55 
MTRRphysBase5 

OG OG sicsa ces hbhie Chibee cea oiks Wee. Soll heeded ade disies sake Disteeans ebuad dehade tees See Table 2-53 

PS Family ss sides ivi e idan ahatvtace bacdivarehiane ceil eda ciet ee bib nalts nal hae! Hannu wkaeauaPel/peainuaenbedin tes See Table 2-55 
MTRRphysBase6 

OGAOGH Ss sicec a ee veddamtdaal aed amhien dal. ewdiveed adel gmntnews ses adederetannidesainled ada ae eceays See Table 2-53 

PO Famili veve candies sev nigedteciehowsoeiideiaden aa eioreiddahdaaundd deceeniaiashiecsaxe anne See Table 2-55 
MTRRphysBase7 

OG: OG ses ssdidstetoeat cccccesnecatvedd aia eatin dare aaa acetate tie Cee ence dank wart itals hadnaaaion mentee enierte See Table 2-53 

POEM ciate ceaccetanngs ae gota nt samateetnoeten sencatatatntenieleoiesada toate sate menceamnins See Table 2-55 
MTRRphysMaskO 

OG OETA ee iesse te: wchckee ase apisbvevusasnonin Siete as destbve acnchtareseoteaiarene Meacess cedlihals fisiale achar-ececd acaneresapagncace sande as aodlbna acheateuetdicas See Table 2-53 

PG MMII seep asscece ssnaastsattes tse h aveyhraencesttenauasesasayeetteeeystaoe uinace argc aterecaueet Sobves tease PG a dase, eeave dodetetstuss eet anieaee See Table 2-55 
MTRRphysMask1 

OGOEN is.crcaccnietacrsepicatteuntaantoponismenatt baat nasade oe doannese en eedetageianteemtns See Table 2-53 

PO Family s2a.c0searaiiaseteanineseniaanie six ata ide ahertda cas saudonstiaawenmadensehnnaie eee aniaet See Table 2-55 
MTRRphysMask2 

GOGH crise gastta cee ies cae aaaeaeercecns setaascosmeanianieectte ft dieaeisea@auakaan occu. See Table 2-53 

PO: Famill\icd vai ceiaatiiaeeeiada ved oes aniieGeetwnd Aeid cide ieidaad due shiten Peed Pudiw dada aioe See Table 2-55 
MTRRphysMask3 

OGlOER citnicccenaeassh ners cataccuideade aves octancieal aacter maacaumueuerndagcamatied aiaue See Table 2-53 

PO Family sncsincted oeaviad sete Gauhia ad ING Wdhvde dada lane thaaahtadatdataisteum) Meaieh ange ncdeed anes See Table 2-55 
MTRRphysMask4 

OG OEE a ie iatnvact ee cctateeoees aan aesmad tain sutures ota tenn saa ead anaeuccenbe mec anced See Table 2-53 

PS Family) neha db aati awd Bava bate ane oleic anaes dieede nani Ha nosyhneanaiyeatiedmcknneandes See Table 2-55 
MTRRphysMask5 

OG2OGR ij ccc bee ie tans Me sbend ible dake oiiwiitdawiaeaecuiieng ses ednbered bat cuaaw ale adie beans See Table 2-53 

PG Featinil) x) si52.2,2 shea Vie oie dade cnban ave wend acead seein idwctiad aia be keealetondaed aecuuade oeees See Table 2-55 
MTRRphysMask6 

OG OG sick a cidecetecinnig ecekaieeaanisedd tai dandes aanddiensadiae bex@bitiaceenaatieaaawentane See Table 2-53 

PO: Famili: 2.ccancsactsocnegs goed gons aahanneaetoesee wetaetatanlaktadarerennste eth eetaraennatins See Table 2-55 
MTRRphysMask7 

OG OG cis ncdpee Sie: cecparerustfnonn Since as dostbve ach ace eee ncaeeSbene ae c-esdhtverds doevale charrecec dag svedayninacaieaereabodlenw echrnshautdieate See Table 2-53 

PO Family sects taetete cee datiatia onc nantes ped tion ascent nadines mn aaa Sema taaannes ee ara oe See Table 2-55 
MSR_TEST_CTRL 

OBE BSE ancien dike novedtiaa cng bikie eam adarebe ainie oagahie need haanhense Manteo exec EEE See Table 2-14 

06: ADA? 06:2 7ER i tachtasccnaanainneh tan urasamid nebtasacasmnneniehraant aa eranatinehtae teak nentmen See Table 2-44 

PO: FaMllls.:sacteisend se ceeh dave Oia d adiedad-i6 dae ooliaahdadaadaamsmieas Gol dia ldap eed aed eae eee See Table 2-55 
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data type, Vol.1-4-9, Vol.1-10-5 
packed word integers data type, Vol.1-4-9, Vol.1-11-4 
16-bit 
address size, Vol.1-3-9 
operand size, Vol.1-3-9 
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286 processor, Vol.1-2-1 
32-bit 
address size, Vol.1-3-9 
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packed doubleword integers data types, Vol.1-9-3 
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address size, Vol.1-3-19 
address space, Vol.1-3-5 
BOUND instruction, Vol.1-7-18 
branch behavior, Vol.1-6-12 
byte register limitation, Vol.1-3-13 
call gates, Vol.3-5-14 
CALL instruction, Vol.1-6-12, Vol.1-7-17 
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CMPS instruction, Vol.1-7-20 
CMPXCHG16B instruction, Vol.1-7-5 
code segment descriptors, Vol.3-5-3, Vol.3-9-12 
control and debug registers, Vol.2-2-12 
control registers, Vol.3-2-13 
CR8 register, Vol.3-2-13 
D flag, Vol.3-5-4 
data types, Vol.1-7-2 
debug registers, Vol.3-2-7 
DEC instruction, Vol.1-7-8 
decimal arithmetic instructions, Vol.1-7-10 
default operand and address sizes, Vol.1-3-2 
default operand size, Vol.2-2-12 
descriptors, Vol.3-5-3, Vol.3-5-5 
direct memory-offset MOVs, Vol.2-2-11 
DPL field, Vol.3-5-4 
exception handling, Vol.3-6-19 
exceptions, Vol.1-6-19 
external interrupts, Vol.3-10-32 
far pointer, Vol.1-4-7 
fast system calls, Vol.3-5-22 
feature list, Vol.1-2-20 
GDTR register, Vol.1-3-6, Vol.3-2-12, Vol.3-2-13 
general purpose encodings, Vol.1-B-18 
GP faults, causes of, Vol.3-6-42 
IDTR register, Vol.1-3-6, Vol.3-2-12 
immediates, Vol.2-2-11 
INC instruction, Vol.1-7-8 
initialization process, Vol.3-2-8, Vol.3-9-11 
instruction pointer, Vol.1-3-10, Vol.1-3-18 
instructions introduced, Vol.1-5-35 


interrupt and trap gates, Vol.3-6-19 
interrupt controller, Vol.3-10-32 
interrupt descriptors, Vol.3-2-5 
interrupt handling, Vol.3-6-19 

interrupt stack table, Vol.3-6-22 
interrupts, Vol.1-6-19 

introduction, Vol.1-2-20, Vol.1-3-1, Vol.1-7-1, Vol.2-2-7 
IRET instruction, Vol.1-7-18, Vol.3-6-21 
I/O instructions, Vol.1-7-20 

JCC instruction, Vol.1-6-12, Vol.1-7-17 
JCXZ instruction, Vol.1-6-12, Vol.1-7-17 
JMP instruction, Vol.1-6-12, Vol.1-7-17 
L flag, Vol.3-3-12, Vol.3-5-4 

LAHF instruction, Vol.1-7-22 

LDTR register, Vol.1-3-6 

legacy modes, Vol.1-2-20 

LODS instruction, Vol.1-7-20 

logical address translation, Vol.3-3-7 
LOOP instruction, Vol.1-6-12, Vol.1-7-17 
machine instructions, Vol.1-B-1 

memory models, Vol.1-3-9 

memory operands, Vol.1-3-21 

MMX technology, Vol.1-9-2 

MOV CRn, Vol.3-2-13, Vol.3-10-32 
MOVS instruction, Vol.1-7-20 

MOVSXD instruction, Vol.1-7-8 

near pointer, Vol.1-4-7 

null segment checking, Vol.3-5-6 
operand addressing, Vol.1-3-24 

operand size, Vol.1-3-19 

operands, Vol.1-3-21 

paging, Vol.3-2-6 

POPF instruction, Vol.1-7-22 

promoted instructions, Vol.1-3-2 
PUSHA, PUSHAD, POPA, POPAD, Vol.1-7-7 
PUSHF instruction, Vol.1-7-22 

PUSHFD instruction, Vol.1-7-22 

reading counters, Vol.3-2-26 

reading & writing MSRs, Vol.3-2-26 

real address mode, Vol.1-3-9 

reg (reg) field, Vol.1-B-4 

register operands, Vol.1-3-21 

registers and mode changes, Vol.3-9-12 
REP prefix, Vol.1-7-20 

RET instruction, Vol.1-6-12, Vol.1-7-17 
REX prefix, Vol.1-3-2, Vol.1-3-12, Vol.1-3-19 
REX prefixes, Vol.2-2-8, Vol.1-B-2 
RFLAGS register, Vol.1-7-22, Vol.3-2-11 
RIP register, Vol.1-3-10 

RIP-relative addressing, Vol.1-3-18, Vol.1-3-24, Vol.2-2-12 
SAHF instruction, Vol.1-7-22 

SCAS instruction, Vol.1-7-20 

segment descriptor tables, Vol.3-3-16, Vol.3-5-3 
segment loading instructions, Vol.3-3-9 
segment registers, Vol.1-3-15 
segmentation, Vol.1-3-9, Vol.1-3-22 
segments, Vol.3-3-5 

SIMD encodings, Vol.1-B-37 

special instruction encodings, Vol.1-B-61 
SSE extensions, Vol.1-10-3 

SSE2 extensions, Vol.1-11-3 

SSE3 extensions, Vol.1-12-1 

SSSE3 extensions, Vol.1-12-1 

stack behavior, Vol.1-6-4 

stack switching, Vol.3-5-19, Vol.3-6-21 
STOS instruction, Vol.1-7-20 

summary table notation, Vol.2-3-8 
SYSCALL and SYSRET, Vol.3-2-7, Vol.3-5-22 
SYSENTER and SYSEXIT, Vol.3-5-21 
system registers, Vol.3-2-7 

task gate, Vol.3-7-19 

task priority, Vol.3-2-20, Vol.3-10-32 
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INDEX 


task register, Vol.3-2-13 

TR register, Vol.1-3-6 

TSS 

stack pointers, Vol.3-7-19 

x87 FPU, Vol.1-8-1 

See also: |[A-32e mode, compatibility mode 
8086 

emulation, support for, Vol.3-19-1 

processor, exceptions and interrupts, Vol.3-19-6 
8086 processor, Vol.1-2-1 
8086/8088 processor, Vol.3-21-7 
8087 math coprocessor, Vol.3-21-7 
8088 processor, Vol.1-2-1 
82489DX, Vol.3-21-27, Vol.3-21-28 

Local APIC and I/O APICs, Vol.3-10-4 


A 


A20M# signal, Vol.3-19-2, Vol.3-21-34, Vol.3-22-4 
AAA instruction, Vol.1-7-9, Vol.2-3-18, Vol.2-3-20 
AAD instruction, Vol.1-7-10, Vol.2-3-20 
AAM instruction, Vol.1-7-10, Vol.2-3-22 
AAS instruction, Vol.1-7-10, Vol.2-3-24 
Aborts 
description of, Vol.3-6-5 
restarting a program or task after, Vol.3-6-6 
AC (alignment check) flag, EFLAGS register, Vol.1-3-17, Vol.3-2-11, 
Vol.3-6-49, Vol.3-21-6 
Access rights 
checking, Vol.3-2-24 
checking caller privileges, Vol.3-5-26 
description of, Vol.3-5-24 
invalid values, Vol.3-21-19 
Access rights, segment descriptor, Vol.1-6-8, Vol.1-6-13 
ADC instruction, Vol.1-7-8, Vol.2-3-26, Vol.2-3-592, Vol.3-8-3 
ADD instruction, Vol.1-7-8, Vol.2-3-18, Vol.2-3-31, Vol.2-3-310, 
Vol.2-3-592, Vol.3-8-3 
ADDPD instruction, Vol.1-11-6, Vol.2-3-33 
ADDPS- Add Packed Single-Precision Floating-Point Values, Vol.2-3-36 
ADDPS instruction, Vol.1-10-8 
Address 
size prefix, Vol.3-20-1 
space, of task, Vol.3-7-16 
Address size attribute 
code segment, Vol.1-3-18 
description of, Vol.1-3-18 
of stack, Vol.1-6-3 
Address sizes, Vol.1-3-9 
Address space 
64-bit mode, Vol.1-3-1, Vol.1-3-5 
compatibility mode, Vol.1-3-1 
overview of, Vol.1-3-2 
physical, Vol.1-3-6 
Address translation 
in real-address mode, Vol.3-19-2 
logical to linear, Vol.3-3-7 
overview, Vol.3-3-6 
Addressing methods 
RIP-relative, Vol.2-2-12 
Addressing modes 
assembler, Vol.1-3-24 
base, Vol.1-3-22, Vol.1-3-23, Vol.1-3-24 
base plus displacement, Vol.1-3-23 
base plus index plus displacement, Vol.1-3-23 
base plus index time scale plus displacement, Vol.1-3-23, Vol.1-3-24 
canonical address, Vol.1-3-10 
displacement, Vol.1-3-22, Vol.1-3-23, Vol.1-3-24 
effective address, Vol.1-3-23 
immediate operands, Vol.1-3-20 
index, Vol.1-3-22, Vol.1-3-24 
index times scale plus displacement, Vol.1-3-23 
memory operands, Vol.1-3-21 
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register operands, Vol.1-3-20, Vol.1-3-21 
RIP-relative addressing, Vol.1-3-18, Vol.1-3-24 
scale factor, Vol.1-3-22, Vol. 1-3-24 
specifying a segment selector, Vol.1-3-21 
specifying an offset, Vol.1-3-22 
specifying offsets in 64-bit mode, Vol.1-3-24 
Addressing, segments, Vol.2-1-6, Vol.3-1-8, Vol.4-1-6 
ADDSD- Add Scalar Double-Precision Floating-Point Values, Vol.2-3-39 
ADDSD instruction, Vol.1-11-6, Vol.2-3-39 
ADDSS- Add Scalar Single-Precision Floating-Point Values, Vol.2-3-41 
ADDSS instruction, Vol.1-10-8 
ADDSUBPD instruction, Vol.1-5-22, Vol.1-12-4, Vol.2-3-43 
ADDSUBPS instruction, Vol.1-5-22, Vol.1-12-4, Vol.2-3-45 
ADOX — Unsigned Integer Addition of Two Operands with Overflow Flag, 
Vol.2-3-48 
Advanced media boost, Vol.1-2-11 
Advanced power management 
C-state and Sub C-state, Vol.3-14-27 
MWAIT extensions, Vol.3-14-27 
See also: thermal monitoring 
Advanced programmable interrupt controller (see I/O APIC or Local APIC) 
advanced smart cache, Vol.1-2-10 
AESDEC128KL—Perform Ten Rounds of AES Decryption Flow Using 
128-Bit Key, Vol.2-3-52 
AESDEC256KL—Perform 14 Rounds of AES Decryption Flow Using 256-Bit 
Key, Vol.2-3-54 
AESDECLAST—Perform Last Round of an AES Decryption Flow, Vol.2-3-56 
AESDEC—Perform One Round of an AES Decryption Flow, Vol.2-3-50 
AESDECWIDE128KL—Perform Ten Rounds of AES Decryption Flow on 8 
Blocks with 128-Bit Key, Vol.2-3-58 
AESDECWIDE256KL—Perform 14 Rounds of AES Decryption Flow on 8 
Blocks with 256-Bit Key, Vol.2-3-60 
AESENC1 28KL—Perform Ten Rounds of AES Encryption Flow Using 
128-Bit Key, Vol.2-3-64 
AESENC256KL—Perform 14 Rounds of AES Encryption Flow Using 256-Bit 
Key, Vol.2-3-66 
AESENCLAST—Perform Last Round of an AES Encryption Flow, Vol.2-3-68 
AESENC—Perform One Round of an AES Encryption Flow, Vol.2-3-62 
AESENCWIDE1 28KL—Perform Ten Rounds of AES Encryption Flow on 8 
Blocks with 128-Bit Key, Vol.2-3-70 
AESENCWIDE256KL—Perform 14 Rounds of AES Encryption Flow on 8 
Blocks with 256-Bit Key, Vol.2-3-72 
AESIMC—Perform the AES InvMixColumn Transformation, Vol.2-3-74 
AESKEYGENASSIST - AES Round Key Generation Assist, Vol.2-3-75 
AF (adjust) flag, EFLAGS register, Vol.1-3-16, Vol.1-A-1 
AH register, Vol.1-3-12 
AL register, Vol.1-3-12 
Alignment 
check exception, Vol.3-2-11, Vol.3-6-49, Vol.3-21-11, Vol.3-21-21 
checking, Vol.3-5-27 
words, doublewords, quadwords, Vol.1-4-2 
AM (alignment mask) flag 
CRO control register, Vol.3-2-15, Vol.3-21-18 
AND instruction, Vol.1-7-10, Vol.2-3-77, Vol.2-3-592, Vol.3-8-3 
ANDNPD instruction, Vol.1-11-7 
ANDNPS- Bitwise Logical AND NOT of Packed Single Precision 
Floating-Point Values, Vol.2-3-89 
ANDNPS instruction, Vol.1-10-9 
ANDPD- Bitwise Logical AND of Packed Double Precision Floating-Point 
Values, Vol.2-3-80 
ANDPD instruction, Vol.1-11-7, Vol.2-3-79 
ANDPS- Bitwise Logical AND of Packed Single Precision Floating-Point 
Values, Vol.2-3-83 
ANDPS instruction, Vol.1-10-9 
APIC, Vol.3-10-41, Vol.3-10-42 
APIC bus 
arbitration mechanism and protocol, Vol.3-10-27, Vol.3-10-34 
bus message format, Vol.3-10-35, Vol.3-10-48 
diagram of, Vol.3-10-2, Vol.3-10-3 
EOI message format, Vol.3-10-15, Vol.3-10-48 
nonfocused lowest priority message, Vol.3-10-50 
short message format, Vol.3-10-49 
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status cycles, Vol.3-10-51 
structure of, Vol.3-10-4 
See also 
local APIC 
APIC flag, CPUID instruction, Vol.3-10-8 
APIC ID, Vol.3-10-41, Vol.3-10-45, Vol.3-10-47 
APIC (see I/O APIC or Local APIC) 
Arctangent, x87 FPU operation, Vol.1-8-20, Vol.2-3-402 
Arithmetic instructions, x87 FPU, Vol.1-8-25 
ARPL instruction, Vol.2-3-92, Vol.3-2-24, Vol.3-5-27 
not supported in 64-bit mode, Vol.3-2-24 
Assembler, addressing modes, Vol.1-3-24 
Asymmetric processing model, Vol.1-12-1 
Atomic operations 
automatic bus locking, Vol.3-8-3 
effects of a locked operation on internal processor caches, Vol.3-8-5 
guaranteed, description of, Vol.3-8-2 
overview of, Vol.3-8-1, Vol.3-8-3 
software-controlled bus locking, Vol.3-8-3 
At-retirement 
counting, Vol.3-18-98, Vol.3-18-114 
events, Vol.3-18-98, Vol.3-18-103, Vol.3-18-104, Vol.3-18-114, 
Vol.3-18-118 
authenticated code execution mode, Vol.1-6-3 
Auto HALT restart 
field, SMM, Vol.3-30-14 
SMM, Vol.3-30-14 
Automatic bus locking, Vol.3-8-3 
Automatic thermal monitoring mechanism, Vol.3-14-28 
AX register, Vol.1-3-12 
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TSS descriptor, Vol.3-7-5, Vol.3-7-11, Vol.3-7-16, Vol.3-8-3 
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B (default stack size) flag 
segment descriptor, Vol.3-20-1, Vol.3-21-33 
BO-B3 (BP condition detected) flags 
DR6 register, Vol.3-17-3 
Backlink (see Previous task link) 
Base address fields, segment descriptor, Vol.3-3-10 
Base (operand addressing), Vol.1-3-22, Vol.1-3-23, Vol.1-3-24, Vol.2-2-3 
Basic execution environment, Vol.1-3-2 
Basic programming environment, Vol.1-7-1 
B-bit, x87 FPU status word, Vol.1-8-5 
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packed, Vol.1-4-10, Vol.2-3-310, Vol.2-3-312, Vol.2-3-352, 
Vol.2-3-354 
relationship to status flags, Vol.1-3-17 
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Vol.2-3-24 
x87 FPU encoding, Vol.1-4-10 
BD (debug register access detected) flag, DR6 register, Vol.3-17-3, 
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BEXTR—Bit Field Extract, Vol.2-3-94 
BH register, Vol.1-3-12 
Bias value 
numeric overflow, Vol.1-8-29 
numeric underflow, Vol.1-8-30 
Biased exponent, Vol.1-4-13 
Biasing constant, for floating-point numbers, Vol.1-4-6 
Binary numbers, Vol.1-1-7, Vol.2-1-6, Vol.3-1-8, Vol.4-1-6 
Binary-coded decimal (see BCD) 
BINIT# signal, Vol.3-2-25 
BIOS role in microcode updates, Vol.3-9-38 
Bit field, Vol.1-4-7 
Bit order, Vol.1-1-5, Vol.2-1-5, Vol.3-1-7, Vol.4-1-4 
BL register, Vol.1-3-12 
BLENDPD — Blend Packed Double Precision Floating-Point Values, 
Vol.2-3-95 
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BLSMSK - Get Mask Up to Lowest Set Bit, Vol.2-3-105 
BLSR —Reset Lowest Set Bit, Vol.2-3-106 
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BNDLDX—Load Extended Bounds Using Address Translation, Vol.2-3-111 
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Branch 
control transfer instructions, Vol.1-7-14 
hints, Vol.1-11-13 
on EFLAGS register status flags, Vol.1-7-15, Vol.1-8-6 
on x87 FPU condition codes, Vol.1-8-6, Vol.1-8-20 
prediction, Vol.1-2-8 
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branch trace message, Vol.3-17-13 
IA-32e mode, Vol.3-17-21 
saving, Vol.3-17-16, Vol.3-17-25, Vol.3-17-26, Vol.3-17-35 
saving as a branch trace message, Vol.3-17-14 
structure, Vol.3-17-35 
structure of in BTS buffer, Vol.3-17-20 
Branch trace message (see BTM) 
Branch trace store (see BTS) 
Brand information, Vol.2-3-247 
processor brand index, Vol.2-3-249 
processor brand string, Vol.2-3-247 
Breakpoint exception (HBP), Vol.3-6-4, Vol.3-6-28, Vol.3-17-10 
Breakpoints 
data breakpoint, Vol.3-17-5 
data breakpoint exception conditions, Vol.3-17-9 
description of, Vol.3-17-1 
DRO-DR3 debug registers, Vol.3-17-3 
example, Vol.3-17-5 
exception, Vol.3-6-28 
field recognition, Vol.3-17-5, Vol.3-17-6 
general-detect exception condition, Vol.3-17-10 
instruction breakpoint, Vol.3-17-5 
instruction breakpoint exception condition, Vol.3-17-8 
I/O breakpoint exception conditions, Vol.3-17-9 
LENO - LEN3 (Length) fields 
DR7 register, Vol.3-17-5 
R/WO-R/W3 (read/write) fields 
DR7 register, Vol.3-17-4 
single-step exception condition, Vol.3-17-10 
task-switch exception condition, Vol.3-17-10 
BS (single step) flag, DR6 register, Vol.3-17-3 
BSF instruction, Vol.1-7-14, Vol.2-3-124 
BSP flag, I|A32_APIC_BASE MSR, Vol.3-10-8 
BSR instruction, Vol.1-7-14, Vol.2-3-126 
BSWAP instruction, Vol.1-7-4, Vol.2-3-128, Vol.3-21-4 
BT instruction, Vol.1-3-15, Vol.1-3-16, Vol.1-7-14, Vol.2-3-129 
BT (task switch) flag, DR6 register, Vol.3-17-3, Vol.3-17-10 
BTC instruction, Vol.1-3-15, Vol.1-3-16, Vol.1-7-14, Vol.2-3-131, 
Vol.2-3-592, Vol.3-8-3 
BTF (single-step on branches) flag 
DEBUGCTLMSR MSR, Vol.3-17-40 
BTMs (branch trace messages) 
description of, Vol.3-17-13 
enabling, Vol.3-17-12, Vol.3-17-23, Vol.3-17-24, Vol.3-17-34, 
Vol.3-17-37, Vol.3-17-38 
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TR (trace message enable) flag 
MSR_DEBUGCTLA MSR, Vol.3-17-34 
MSR_DEBUGCTLB MSR, Vol.3-17-12, Vol.3-17-37, Vol.3-17-38 
BTR instruction, Vol.1-3-15, Vol.1-3-16, Vol.1-7-14, Vol.2-3-133, 
Vol.2-3-592, Vol.3-8-3 
BTS buffer 
description of, Vol.3-17-18 
introduction to, Vol.3-17-11, Vol.3-17-14 
records in, Vol.3-17-20 
setting up, Vol.3-17-23 
structure of, Vol.3-17-19, Vol.3-17-21, Vol.3-18-22 
BTS instruction, Vol.1-3-15, Vol.1-3-16, Vol.1-7-14, Vol.2-3-135, 
Vol.2-3-592, Vol.3-8-3 
BTS (branch trace store) facilities 
availability of, Vol.3-17-33 
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IA32_MISC_ENABLE MSR, Vol.3-17-18, Vol.4-2-351 
introduction to, Vol.3-17-11 
setting up BTS buffer, Vol.3-17-23 
writing an interrupt service routine for, Vol.3-17-24 
BTS_UNAVAILABLE, Vol.3-17-18 
Built-in self-test (BIST) 
description of, Vol.3-9-1 
performing, Vol.3-9-5 
Bus 
errors detected with MCA, Vol.3-15-27 
hold, Vol.3-21-35 
locking, Vol.3-8-3, Vol.3-21-35 
BX register, Vol.1-3-12 
Byte, Vol.1-4-1 
Byte order, Vol.1-1-5, Vol.2-1-5, Vol.3-1-7, Vol.4-1-4 
BZHI —Zero High Bits Starting with Specified Bit Position, Vol.2-3-137 
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C (conforming) flag, segment descriptor, Vol.3-5-11 
C1 flag, x87 FPU status word, Vol.1-8-4, Vol.1-8-27, Vol.1-8-29, 
Vol.1-8-30, Vol.3-21-8, Vol.3-21-14 
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Cache control, Vol.3-11-20 
adaptive mode, L1 Data Cache, Vol.3-11-18 
cache management instructions, Vol.3-11-17, Vol.3-11-18 
cache mechanisms in IA-32 processors, Vol.3-21-30 
caching terminology, Vol.3-11-5 
CD flag, CRO control register, Vol.3-11-10, Vol.3-21-19 
choosing a memory type, Vol.3-11-8 
CPUID feature flag, Vol.3-11-18 
flags and fields, Vol.3-11-10 
flushing TLBs, Vol.3-11-19 
G (global) flag 
page-directory entries, Vol.3-11-13 
page-table entries, Vol.3-11-13 
internal caches, Vol.3-11-1 
MemTypeGet() function, Vol.3-11-29 
MemTypeSet() function, Vol.3-11-31 
MESI protocol, Vol.3-11-5, Vol.3-11-9 
methods of caching available, Vol.3-11-6 
MTRR initialization, Vol.3-11-29 
MTRR precedences, Vol.3-11-28 
MTRRs, description of, Vol.3-11-20 
multiple-processor considerations, Vol.3-11-32 
NW flag, CRO control register, Vol.3-11-13, Vol.3-21-19 
operating modes, Vol.3-11-12 
overview of, Vol.3-11-1 
page attribute table (PAT), Vol.3-11-33 
PCD flag 
CR3 control register, Vol.3-11-13 
page-directory entries, Vol.3-11-13, Vol.3-11-33 
page-table entries, Vol.3-11-13, Vol.3-11-33 
PGE (page global enable) flag, CR4 control register, Vol.3-11-13 
precedence of controls, Vol.3-11-13 
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preventing caching, Vol.3-11-16 
protocol, Vol.3-11-9 
PWT flag 
CR3 control register, Vol.3-11-13 
page-directory entries, Vol.3-11-33 
page-table entries, Vol.3-11-33 
remapping memory types, Vol.3-11-29 
setting up memory ranges with MTRRs, Vol.3-11-22 
shared mode, L1 Data Cache, Vol.3-11-18 
variable-range MTRRs, Vol.3-11-23, Vol.3-11-25 
Cache Inclusiveness, Vol.2-3-216 
Caches, Vol.3-2-7 
cache hit, Vol.3-11-5 
cache line, Vol.3-11-5 
cache line fill, Vol.3-11-5 
cache write hit, Vol.3-11-5 
description of, Vol.3-11-1 
effects of a locked operation on internal processor caches, Vol.3-8-5 
enabling, Vol.3-9-7 
management, instructions, Vol.3-2-24, Vol.3-11-17 
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Caching 
cache control protocol, Vol.3-11-9 
cache line, Vol.3-11-5 
cache management instructions, Vol.3-11-17 
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caching terminology, Vol.3-11-5 
choosing a memory type, Vol.3-11-8 
flushing TLBs, Vol.3-11-19 
implicit caching, Vol.3-11-19 
internal caches, Vol.3-11-1 
L1 (level 1) cache, Vol.3-11-4 
L2 (level 2) cache, Vol.3-11-4 
L3 (level 3) cache, Vol.3-11-4 
methods of caching available, Vol.3-11-6 
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overview of, Vol.3-11-1 
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store buffer, Vol.3-11-20 
TLBs, Vol.3-11-5 
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UC- (uncacheable) memory type, Vol.3-11-6 
WB (write back) memory type, Vol.3-11-7 
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WP (write protected) memory type, Vol.3-1 
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WT (write through) memory type, Vol.3-11-7 
Call gate, Vol.1-6-8 
Call gates 
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accessing a code segment through, Vol.3-5-15 
description of, Vol.3-5-13 
for 16-bit and 32-bit code modules, Vol.3-20-1 
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introduction to, Vol.3-2-4 
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Calls 
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Canonical address, Vol.1-3-10 
GETSEC, Vol.1-6-3 
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Capability MSRs 
See VMX capability MSRs 
Catastrophic shutdown detector 
Thermal monitoring 
catastrophic shutdown detector, Vol.3-14-29 
catastrophic shutdown detector, Vol.3-14-28 
CBW instruction, Vol.1-7-7, Vol.2-3-155 
CCO and CC1 (counter control) fields, CESR MSR (Pentium processor), 
Vol.3-18-134 
CD (cache disable) flag, CRO control register, Vol.3-2-15, Vol.3-9-7, 
Vol.3-11-10, Vol.3-11-12, Vol.3-11-13, Vol.3-11-16, 
Vol.3-11-32, Vol.3-21-18, Vol.3-21-19, Vol.3-21-30 
CDQ instruction, Vol.1-7-7, Vol.2-3-309 
CDQE instruction, Vol.2-3-155 
Celeron processor 
description of, Vol.1-2-2 
CESR (control and event select) MSR (Pentium processor), Vol.3-18-133, 
Vol.3-18-134 
CF (carry) flag, EFLAGS register, Vol.1-3-16, Vol.1-A-1, Vol.2-3-31, 
Vol.2-3-129, Vol.2-3-131, Vol.2-3-133, Vol.2-3-135, 
Vol.2-3-157, Vol.2-3-172, Vol.2-3-314, Vol.2-3-488, 
Vol.2-3-493, Vol.2-4-150, Vol.2-4-533, Vol.2-4-608, 
Vol.2-4-631, Vol.2-4-634, Vol.2-4-675 
CH register, Vol.1-3-12 
CL register, Vol.1-3-12 
CLC instruction, Vol.1-3-16, Vol.1-7-21, Vol.2-3-157 
CLD instruction, Vol.1-3-17, Vol.1-7-21, Vol.2-3-158 
CLFLSH feature flag, CPUID instruction, Vol.3-9-8 
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Clocks 
counting processor clocks, Vol.3-18-135 
Hyper-Threading Technology, Vol.3-18-135 
nominal CPI, Vol.3-18-135 
non-halted clockticks, Vol.3-18-135 
non-halted CPI, Vol.3-18-135 
non-sleep Clockticks, Vol.3-18-135 
time stamp counter, Vol.3-18-135 
CLTS instruction, Vol.2-3-169, Vol.3-2-23, Vol.3-5-24, Vol.3-24-2, 
Vol.3-24-7 
Cluster model, local APIC, Vol.3-10-25 
CMC instruction, Vol.1-3-16, Vol.1-7-21, Vol.2-3-172 
CMOVcc flag, Vol.2-3-239 
CMOVcc instructions, Vol.1-7-3, Vol.1-7-4, Vol.2-3-173, Vol.3-21-4 
CPUID flag, Vol.2-3-239 
CMP instruction, Vol.1-7-8, Vol.2-3-177 
CMPPD- Compare Packed Double-Precision Floating-Point Values, 
Vol.2-3-179 
CMPPD instruction, Vol.1-11-7 
CMPPS- Compare Packed Single-Precision Floating-Point Values, 
Vol.2-3-186 
CMPPS instruction, Vol.1-10-9 
CMPS instruction, Vol.1-3-17, Vol.1-7-18, Vol.2-3-193, Vol.2-4-560 
CMPSB instruction, Vol.2-3-193 
CMPSD- Compare Scalar Double-Precision Floating-Point Values, 
Vol.2-3-197 
CMPSD instruction, Vol.1-11-7, Vol.2-3-193 
CMPSQ instruction, Vol.2-3-193 
CMPSS- Compare Scalar Single-Precision Floating-Point Values, 
Vol.2-3-201 
CMPSS instruction, Vol.1-10-9 
CMPSW instruction, Vol.2-3-193 
CMPXCHG instruction, Vol.1-7-4, Vol.2-3-205, Vol.2-3-592, Vol.3-8-3, 
Vol.3-21-4 
CMPXCHG16B instruction, Vol.1-7-5, Vol.2-3-207 
CPUID bit, Vol.2-3-237 
CMPXCHG8B instruction, Vol.1-7-4, Vol.2-3-207, Vol.3-8-3, Vol.3-21-5 
CPUID flag, Vol.2-3-239 
Code modules 
16 bit vs. 32 bit, Vol.3-20-1 
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mixing 16-bit and 32-bit code, Vol.3-20-1 

sharing data, mixed-size code segs, Vol.3-20-3 

transferring control, mixed-size code segs, Vol.3-20-3 
Code segment, Vol.1-3-14 
Code segments 

accessing data in, Vol.3-5-9 

accessing through a call gate, Vol.3-5-15 

description of, Vol.3-3-12 

descriptor format, Vol.3-5-2 

descriptor layout, Vol.3-5-2 

direct calls or jumps to, Vol.3-5-10 

paging of, Vol.3-2-6 

pointer size, Vol.3-20-4 

privilege level checks 

transferring control between code segs, Vol.3-5-10 
COMISD- Compare Scalar Ordered Double-Precision Floating-Point Values 
and Set EFLAGS, Vol.2-3-210 
COMISD instruction, Vol.1-11-7 
COMISS- Compare Scalar Ordered Single-Precision Floating-Point Values 
and Set EFLAGS, Vol.2-3-212 

COMISS instruction, Vol.1-10-9 
Compare 

compare and exchange, Vol.1-7-4 

integers, Vol.1-7-8 

real numbers, x87 FPU, Vol.1-8-19 

strings, Vol.1-7-18 
Compatibility 

IA-32 architecture, Vol.3-21-1 

software, Vol.3-1-7, Vol.4-1-5 
Compatibility mode 

address space, Vol.1-3-1 

branch functions, Vol.1-6-12 

call gate descriptors, Vol.1-6-12 

code segment descriptor, Vol.3-5-3 

code segment descriptors, Vol.3-9-12 

control registers, Vol.3-2-13 

CS.L and CS.D, Vol.3-9-12 

debug registers, Vol.3-2-24 

EFLAGS register, Vol.3-2-11 

exception handling, Vol.3-2-5 

gates, Vol.3-2-4 

GDTR register, Vol.3-2-12, Vol.3-2-13 

global and local descriptor tables, Vol.3-2-4 

IDTR register, Vol.3-2-12 

interrupt handling, Vol.3-2-5 

introduction, Vol.1-2-20, Vol.1-3-1, Vol.2-2-7 

L flag, Vol.3-3-12, Vol.3-5-4 

memory management, Vol.3-2-6 

memory models, Vol.1-3-9 

MMX technology, Vol.1-9-2 

operation, Vol.3-9-12 

see 64-bit mode 

segment loading instructions, Vol.3-3-9 

segmentation, Vol.1-3-22 

segments, Vol.3-3-5 

SSE extensions, Vol.1-10-3 

SSE2 extensions, Vol.1-11-3 

SSE3 extensions, Vol.1-12-1 

SSSE3 extensions, Vol.1-12-1 

summary table notation, Vol.2-3-9 

switching to, Vol.3-9-12 

SYSCALL and SYSRET, Vol.3-5-22 

SYSENTER and SYSEXIT, Vol.3-5-21 

system flags, Vol.3-2-11 

system registers, Vol.3-2-7 

task register, Vol.3-2-13 

x87 FPU, Vol.1-8-1 
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branching on, Vol.1-8-6 
compatibility information, Vol.3-21-8 
conditional moves on, Vol.1-8-6 
description of, Vol.1-8-4 
flags affected by instructions, Vol.2-3-14 
interpretation of, Vol.1-8-5 
setting, Vol.2-3-438, Vol.2-3-440, Vol.2-3-443 
use of, Vol.1-8-19 
Conditional jump, Vol.2-3-534 
Conditional moves, x87 FPU condition codes, Vol.1-8-6 
Conforming code segment, Vol.2-3-567 
Conforming code segments 
accessing, Vol.3-5-12 
C (conforming) flag, Vol.3-5-11 
description of, Vol.3-3-13 
Constants (floating point), Vol.1-8-17 
Constants (floating point), loading, Vol.2-3-392 
Context, task (see Task state) 
Control registers 
64-bit mode, Vol.1-3-5, Vol.3-2-13 
CRO, Vol.3-2-13 
CR1 (reserved), Vol.3-2-13 
CR2, Vol.3-2-13 
CR3 (PDBR), Vol.3-2-6, Vol.3-2-13 
CR4, Vol.3-2-13 
description of, Vol.3-2-13 
introduction to, Vol.3-2-6 
overview of, Vol.1-3-4 
Control registers, moving values to and from, Vol.2-4-40 
Coprocessor segment 
overrun exception, Vol.3-6-35, Vol.3-21-12 
Core microarchitecture, Vol.1-2-10, Vol.1-2-12, Vol.1-2-13 
core microarchitecture, Vol.1-2-10, Vol.1-2-12, Vol.1-2-13 
Core Solo and Core Duo, Vol.1-2-4 


Cosine, x87 FPU operation, Vol.1-8-20, Vol.2-3-368, Vol.2-3-420 


Counter mask field 


Perf€vtSel0 and PerfE€vtSel1 MSRs (P6 family processors), Vol.3-18-5, 


Vol.3-18-132 

CPL, Vol.2-3-165, Vol.2-5-97 
description of, Vol.3-5-7 
field, CS segment selector, Vol.3-5-2 

CPUID instruction, Vol.2-3-214, Vol.2-3-239 
36-bit page size extension, Vol.2-3-239 
APIC on-chip, Vol.2-3-239 
availability, Vol.3-21-5 
basic CPUID information, Vol.2-3-215 
cache and TLB characteristics, Vol.2-3-215 
CLFLUSH flag, Vol.1-11-12, Vol.2-3-239 
CLFLUSH instruction cache line size, Vol.2-3-236 
CMOVcc feature flag, Vol.1-7-3 
CMPXCHG16B flag, Vol.2-3-237 
CMPXCHG8B flag, Vol.2-3-239 
control register flags, Vol.3-2-20 
CPL qualified debug store, Vol.2-3-237 
debug extensions, CR4.DE, Vol.2-3-239 
debug store supported, Vol.2-3-240 
detecting features, Vol.3-21-2 
determine support for, Vol.1-3-17 


deterministic cache parameters leaf, Vol.2-3-215, Vol.2-3-218, 
Vol.2-3-220, Vol.2-3-221, Vol.2-3-222, Vol.2-3-223, Vol.2-3-224, 


Vol.2-3-225, Vol.2-3-226, Vol.2-3-227, Vol.2-3-231 
earlier processors, Vol.1-20-1 
extended function information, Vol.2-3-232 
feature information, Vol.2-3-238 
FPU on-chip, Vol.2-3-239 
FSAVE flag, Vol.2-3-240 
FXRSTOR flag, Vol.2-3-240 
FXSAVE-FXRSTOR flag, Vol.1-10-14 
IA-32e mode available, Vol.2-3-233 
input limits for EAX, Vol.2-3-234 
L1 Context ID, Vol.2-3-237 
local APIC physical ID, Vol.2-3-236 
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machine check architecture, Vol.2-3-239 

machine check exception, Vol.2-3-239 

memory type range registers, Vol.2-3-239 

MMxX feature flag, Vol.1-9-8 

MONITOR feature information, Vol.2-3-244 

MONITOR/MWAIT flag, Vol.2-3-237 

MONITOR/MWAIT leaf, Vol.2-3-216, Vol.2-3-217, Vol.2-3-220, 
Vol.2-3-221, Vol.2-3-227, Vol.2-3-231 

MWAIT feature information, Vol.2-3-244 

page attribute table, Vol.2-3-239 

page size extension, Vol.2-3-239 

performance monitoring features, Vol.2-3-245 

physical address bits, Vol.2-3-234 

physical address extension, Vol.2-3-239 

power management, Vol.2-3-244, Vol.2-3-245, Vol.2-3-246, 
Vol.2-3-247 

processor brand index, Vol.2-3-236, Vol.2-3-247 

processor brand string, Vol.2-3-233, Vol.2-3-247 

processor identification, Vol.1-20-1 

processor serial number, Vol.2-3-215, Vol.2-3-239 

processor type field, Vol.2-3-235 

RDMSR flag, Vol.2-3-239 

returned in EBX, Vol.2-3-236 

returned in ECX & EDX, Vol.2-3-236 

self snoop, Vol.2-3-240 

serializing instructions, Vol.3-8-17 

serializing use, Vol.1-19-5 

SpeedStep technology, Vol.2-3-237 

SS2 extensions flag, Vol.2-3-240 

SSE extensions flag, Vol.2-3-240 

SSE feature flag, Vol.1-10-1, Vol.1-10-6 

SSE2 feature flag, Vol.1-11-1, Vol.1-12-5 

SSE3 extensions flag, Vol.2-3-237 

SSE3 feature flag, Vol.1-12-5 

SSSE2 feature flag, Vol.1-12-9, Vol.1-12-19, Vol.1-12-24 

SSSE3 extensions flag, Vol.2-3-237 

summary of, Vol.1-7-23 

syntax for data, Vol.3-1-9, Vol.4-1-6 

SYSENTER flag, Vol.2-3-239 

SYSEXIT flag, Vol.2-3-239 

thermal management, Vol.2-3-244, Vol.2-3-245, Vol.2-3-246, 
Vol.2-3-247 

thermal monitor, Vol.2-3-237, Vol.2-3-240 

time stamp counter, Vol.2-3-239 

using CPUID, Vol.2-3-214 

vendor ID string, Vol.2-3-234 

version information, Vol.2-3-215, Vol.2-3-244 

virtual 8086 Mode flag, Vol.2-3-239 

virtual address bits, Vol.2-3-234 

WRMSR flag, Vol.2-3-239 


CQO instruction, Vol.2-3-309 
CRO control register, Vol.2-4-650, Vol.3-21-8 
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introduction to, Vol.3-2-6 
state following processor reset, Vol.3-9-2 


CR1 control register (reserved), Vol.3-2-13 
CR2 control register 


description of, Vol.3-2-13 
introduction to, Vol.3-2-6 


CR3 control register (PDBR) 


associated with a task, Vol.3-7-1, Vol.3-7-3 
description of, Vol.3-2-13 

in TSS, Vol.3-7-4, Vol.3-7-17 

introduction to, Vol.3-2-6 

loading during initialization, Vol.3-9-10 
memory management, Vol.3-2-6 

page directory base address, Vol.3-2-6 
page table base address, Vol.3-2-5 


CR4 control register 


description of, Vol.3-2-13 
enabling control functions, Vol.3-21-2 
inclusion in |A-32 architecture, Vol.3-21-18 


introduction to, Vol.3-2-6 
VMX usage of, Vol.3-22-3 
CR8 register, Vol.3-2-7 
64-bit mode, Vol.3-2-13 
compatibility mode, Vol.3-2-13 
description of, Vol.3-2-13 
task priority level bits, Vol.3-2-20 
when available, Vol.3-2-13 
CS register, Vol.1-3-13, Vol.1-3-14, Vol.2-3-139, Vol.2-3-503, 
Vol.2-3-525, Vol.2-3-540, Vol.2-4-36, Vol.2-4-399, 
Vol.3-21-11 
state following initialization, Vol.3-9-5 
C-state, Vol.3-14-27 
CTl instruction, Vol.1-7-22 
CTRO and CTR1 (performance counters) MSRs (Pentium processor), 
Vol.3-18-133, Vol.3-18-135 
Current privilege level (see CPL) 
Current stack, Vol.1-6-1, Vol.1-6-3 
CVTDQ2PD- Convert Packed Doubleword Integers to Packed 
Double-Precision Floating-Point Values, Vol.2-3-259, 
Vol.2-5-28, Vol.2-5-34, Vol.2-5-53, Vol.2-5-55, Vol.2-5-60, 
Vol.2-5-65, Vol.2-5-79, Vol.2-5-81 
CVTDQ2PD instruction, Vol.1-11-10, Vol.2-3-256 
CVTDQ2PS- Convert Packed Doubleword Integers to Packed 
Single-Precision Floating-Point Values, Vol.2-3-263 
CVTDQ2PS instruction, Vol.1-11-10 
CVTPD2D0Q- Convert Packed Double-Precision Floating-Point Values to 
Packed Doubleword Integers, Vol.2-3-266 
CVTPD2DQ instruction, Vol.1-11-10 
CVTPD2PI instruction, Vol.1-11-10, Vol.2-3-270 
CVTPD2PS- Convert Packed Double-Precision Floating-Point Values to 
Packed Single-Precision Floating-Point Values, Vol.2-3-271 
CVTPD2PS instruction, Vol.1-11-9 
CVTPI2PD instruction, Vol.1-11-10, Vol.2-3-275 
CVTPI2PS instruction, Vol.1-10-11, Vol.2-3-276 
CVTPS2DQ- Convert Packed Single Precision Floating-Point Values to 
Packed Signed Doubleword Integer Values, Vol.2-3-277 
CVTPS2DQ- Convert Packed Single Precision Floating-Point Values to 
Packed Singed Doubleword Integer Values, Vol.2-5-50, 
Vol.2-5-69, Vol.2-5-71 
CVTPS2DQ instruction, Vol.1-11-10 
CVTPS2PD instruction, Vol.1-11-9 
CVTPS2@PI instruction, Vol.1-10-11, Vol.2-3-283 
CVTSD2SI- Convert Scalar Double Precision Floating-Point Value to 
Doubleword Integer, Vol.2-3-284 
CVTSD2SI instruction, Vol.1-11-10 
CVTSD@SS instruction, Vol.1-11-9 
CVTSI2SD- Convert Doubleword Integer to Scalar Double-Precision 
Floating-Point Value, Vol.2-5-28, Vol.2-5-55, Vol.2-5-60, 
Vol.2-5-65, Vol.2-5-81 
CVTSI2SD instruction, Vol.1-11-10 
CVTSI2SS- Convert Doubleword Integer to Scalar Single-Precision 
Floating-Point Value, Vol.2-3-290 
CVTSI2SS instruction, Vol.1-10-11 
CVTSS2SD- Convert Scalar Single-Precision Floating-Point Value to Scalar 
Double-Precision Floating-Point Value, Vol.2-3-292 
CVTSS2SD instruction, Vol.1-11-9 
CVTSS2SI- Convert Scalar Single-Precision Floating-Point Value to 
Doubleword Integer, Vol.2-3-294 
CVTSS2SI instruction, Vol.1-10-11 
CVTTPD2DQ- Convert with Truncation Packed Double-Precision 
Floating-Point Values to Packed Doubleword Integers, 
Vol.2-3-296 
CVTTPD2DQ instruction, Vol.1-11-10 
CVTTPD2PI instruction, Vol.1-11-10, Vol.2-3-300 
CVTTPS2DQ- Convert with Truncation Packed Single-Precision 
Floating-Point Values to Packed Signed Doubleword Integer 
Values, Vol.2-3-301 
CVTTPS2DQ instruction, Vol.1-11-10 
CVTTPS2PI instruction, Vol.1-10-11, Vol.2-3-304 
CVTTSD2SI- Convert with Truncation Scalar Double-Precision 
Floating-Point Value to Signed Integer, Vol.2-3-305 


INDEX 


CVTTSD2SI instruction, Vol.1-11-10 
CVTTSS2SI- Convert with Truncation Scalar Single-Precision Floating-Point 
Value to Integer, Vol.2-3-307 
CVTTSS2SI instruction, Vol.1-10-11 
CWD instruction, Vol.1-7-7, Vol.2-3-309 
CWDE instruction, Vol.1-7-7, Vol.2-3-155 
CX register, Vol.1-3-12 
C/C++ compiler intrinsics 
compiler functional equivalents, Vol.1-C-1 
composite, Vol.1-C-14 
description of, Vol.2-3-12 
lists of, Vol.1-C-1 
simple, Vol.1-C-2 
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D (default operation size) flag 
segment descriptor, Vol.3-20-1, Vol.3-21-33 
D (default operation size) flag, segment descriptor, Vol.2-4-403 
D (default size) flag, segment descriptor, Vol.1-6-2, Vol.1-6-3 
DAA instruction, Vol.1-7-9, Vol.2-3-310 
DAS instruction, Vol.1-7-9, Vol.2-3-312 
Data breakpoint exception conditions, Vol.3-17-9 
Data movement instructions, Vol.1-7-2 
Data pointer, x87 FPU, Vol.1-8-9 
Data registers, x87 FPU, Vol.1-8-1 
Data segment, Vol.1-3-14 
Data segments 
description of, Vol.3-3-12 
descriptor layout, Vol.3-5-2 
expand-down type, Vol.3-3-11 
paging of, Vol.3-2-6 
privilege level checking when accessing, Vol.3-5-8 
Data types 
128-bit packed SIMD, Vol.1-4-8 
64-bit mode, Vol.1-7-2 
64-bit packed SIMD, Vol.1-4-8 
alignment, Vol.1-4-2 
BCD integers, Vol.1-4-9, Vol.1-7-9 
bit field, Vol.1-4-7 
byte, Vol.1-4-1 
doubleword, Vol.1-4-1 
floating-point, Vol.1-4-4 
fundamental, Vol.1-4-1 
integers, Vol.1-4-3 
numeric, Vol.1-4-2 
operated on by GP instructions, Vol.1-7-1, Vol.1-7-2 
operated on by MMX technology, Vol.1-9-3 
operated on by SSE extensions, Vol.1-10-5 
operated on by SSE2 extensions, Vol.1-11-3 
operated on by x87 FPU, Vol.1-8-13 
operated on in 64-bit mode, Vol.1-4-7 
packed bytes, Vol.1-9-3 
packed doublewords, Vol.1-9-3 
packed SIMD, Vol.1-4-8 
packed words, Vol.1-9-3 
pointers, Vol.1-4-6 
quadword, Vol.1-4-1, Vol.1-9-3 
signed integers, Vol.1-4-4 
strings, Vol.1-4-8 
unsigned integers, Vol.1-4-3 
word, Vol.1-4-1 
DAZ (denormals-are-zeros) flag 
MXCSR register, Vol.1-10-5 
DE (debugging extensions) flag, CR4 control register, Vol.3-2-17, 
Vol.3-21-18, Vol.3-21-20 
DE (denormal operand exception) flag 
MXCSR register, Vol.1-11-15 
x87 FPU status word, Vol.1-8-5, Vol.1-8-28 
Debug exception (#DB), Vol.3-6-7, Vol.3-6-25, Vol.3-7-5, Vol.3-17-7, 
Vol.3-17-13, Vol.3-17-41 
Debug registers 
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64-bit mode, Vol.1-3-5 
legacy modes, Vol.1-3-4 
Debug registers, moving value to and from, Vol.2-4-43 
Debug store (see DS) 
DEBUGCTLMSR MSR, Vol.3-17-39, Vol.3-17-40, Vol.4-2-391 
Debugging facilities 
breakpoint exception (#BP), Vol.3-17-1 
debug exception (#DB), Vol.3-17-1 
DR6 debug status register, Vol.3-17-1 
DR7 debug control register, Vol.3-17-1 
exceptions, Vol.3-17-6 
INT3 instruction, Vol.3-17-1 
last branch, interrupt, and exception recording, Vol.3-17-1, 
Vol.3-17-11 
masking debug exceptions, Vol.3-6-7 
overview of, Vol.3-17-1 
performance-monitoring counters, Vol.3-18-1 
registers 
description of, Vol.3-17-2 
introduction to, Vol.3-2-6 
loading, Vol.3-2-24 
RF (resume) flag, EFLAGS, Vol.3-17-1 
see DS (debug store) mechanism 
T (debug trap) flag, TSS, Vol.3-17-1 
TF (trap) flag, EFLAGS, Vol.3-17-1 
DEC instruction, Vol.1-7-8, Vol.2-3-314, Vol.2-3-592, Vol.3-8-3 
Decimal integers, x87 FPU, Vol.1-4-10 
Deeper sleep, Vol.1-2-4 
Denormal number (see Denormalized finite number) 
Denormal operand exception (#D), Vol.3-21-10 
overview of, Vol.1-4-20 
SSE and SSE2 extensions, Vol.1-11-15 
x87 FPU, Vol.1-8-27 
Denormalization process, Vol.1-4-15 
Denormalized finite number, Vol.1-4-5, Vol.1-4-14, Vol.2-3-443 
Denormalized operand, Vol.3-21-12 
Denormals-are-zero 
DAZ flag, MXCSR register, Vol.1-10-5, Vol.1-11-2, Vol.1-11-3, 
Vol.1-11-20 
mode, Vol.1-10-5, Vol.1-11-20 
Detecting and Enabling SMX 
level 2, Vol.1-6-1 
Device-not-available exception (#NM), Vol.3-2-15, Vol.3-2-23, 
Vol.3-6-32, Vol.3-9-7, Vol.3-21-11, Vol.3-21-12 
DF (direction) flag, EFLAGS register, Vol.1-3-17, Vol.1-A-1, Vol.2-3-158, 
Vol.2-3-194, Vol.2-3-497, Vol.2-3-594, Vol.2-4-113, 
Vol.2-4-182, Vol.2-4-610, Vol.2-4-664 
DFR 
Destination Format Register, Vol.3-10-39, Vol.3-10-42, Vol.3-10-47 
DH register, Vol.1-3-12 
Dl register, Vol.1-3-12 
Digital media boost, Vol.1-2-4 
Digital readout bits, Vol.3-14-36, Vol.3-14-39 
Displacement (operand addressing), Vol.1-3-22, Vol.1-3-23, Vol.1-3-24, 
Vol.2-2-3 
DIV instruction, Vol.1-7-9, Vol.2-3-316, Vol.3-6-24 
Divide, Vol.1-4-20 
Divide by zero exception (#2) 
SSE and SSE2 extensions, Vol.1-11-15 
x87 FPU, Vol.1-8-28 
Divide configuration register, local APIC, Vol.3-10-16 
Divide error exception (#DE), Vol.2-3-316 
Divide-error exception (#DE), Vol.3-6-24, Vol.3-21-21 
DIVPD- Divide Packed Double-Precision Floating-Point Values, 
Vol.2-3-319, Vol.2-5-303 
DIVPD instruction, Vol.1-11-6 
DIVPS- Divide Packed Single-Precision Floating-Point Values, Vol.2-3-322 
DIVPS instruction, Vol.1-10-8 
DIVSD- Divide Scalar Double-Precision Floating-Point Values, Vol.2-3-325 
DIVSD instruction, Vol.1-11-6 
DIVSS- Divide Scalar Single-Precision Floating-Point Values, Vol.2-3-327 
DIVSS instruction, Vol.1-10-8 
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DL register, Vol.1-3-12 
DM (denormal operand exception) mask bit 
MXCSR register, Vol.1-11-15 
x87 FPU, Vol.1-8-28 
x87 FPU control word, Vol.1-8-7 
Double-extended-precision FP format, Vol.1-4-4 
Double-fault exception (HDF), Vol.3-6-33, Vol.3-21-27 
Double-precision floating-point format, Vol.1-4-4 
Doubleword, Vol.1-4-1 
DPL (descriptor privilege level) field, segment descriptor, Vol.3-3-11, 
Vol.3-5-2, Vol.3-5-4, Vol.3-5-7 
DRO-DR3 breakpoint-address registers, Vol.3-17-1, Vol.3-17-3, 
Vol.3-17-38, Vol.3-17-40, Vol.3-17-41 
DR4-DR5 debug registers, Vol.3-17-3, Vol.3-21-20 
DR6 debug status register, Vol.3-17-3 
BO-B3 (BP detected) flags, Vol.3-17-3 
BD (debug register access detected) flag, Vol.3-17-3 
BS (single step) flag, Vol.3-17-3 
BT (task switch) flag, Vol.3-17-3 
debug exception (#DB), Vol.3-6-25 
reserved bits, Vol.3-21-20 
DR7 debug control register, Vol.3-17-4 
GO-G3 (global breakpoint enable) flags, Vol.3-17-4 
GD (general detect enable) flag, Vol.3-17-4 
GE (global exact breakpoint enable) flag, Vol.3-17-4 
LO-L3 (local breakpoint enable) flags, Vol.3-17-4 
LE local exact breakpoint enable) flag, Vol.3-17-4 
LENO-LEN3 (Length) fields, Vol.3-17-4 
R/WO-R/W3 (read/write) fields, Vol.3-17-4, Vol.3-21-20 
DS feature flag, CPUID instruction, Vol.3-17-18, Vol.3-17-33, 
Vol.3-17-37, Vol.3-17-38 
DS register, Vol.1-3-13, Vol.1-3-14, Vol.2-3-193, Vol.2-3-573, 
Vol.2-3-594, Vol.2-4-113, Vol.2-4-182 
DS save area, Vol.3-17-19, Vol.3-17-20, Vol.3-17-21 
DS (debug store) mechanism 
availability of, Vol.3-18-108 
description of, Vol.3-18-108 
DS feature flag, CPUID instruction, Vol.3-18-108 
DS save area, Vol.3-17-18, Vol.3-17-20 
IA-32e mode, Vol.3-17-20 
interrupt service routine (DS ISR), Vol.3-17-24 
setting up, Vol.3-17-22 
Dual-core technology 
architecture, Vol.3-8-32 
introduction, Vol.1-2-18 
logical processors supported, Vol.3-8-25 
MTRR memory map, Vol.3-8-33 
multi-threading feature flag, Vol.3-8-24 
performance monitoring, Vol.3-18-122 
specific features, Vol.3-21-4 
Dual-monitor treatment, Vol.3-30-19 
DX register, Vol.1-3-12 
Dynamic data flow analysis, Vol.1-2-8 
Dynamic execution, Vol.1-2-8, Vol.1-2-10, Vol.1-2-12, Vol.1-2-13 
D/B (default operation size/default stack pointer size and/or upper bound) 
flag, segment descriptor, Vol.3-3-11, Vol.3-5-4 


E (edge detect) flag 
Perf€vtSel0 and PerfEvtSell MSRs (P6 family), Vol.3-18-4 
E (edge detect) flag, Perf€vtSel0 and Perf€vtSel1 MSRs (P6 family 
processors), Vol.3-18-131 
E (expansion direction) flag 
segment descriptor, Vol.3-5-2, Vol.3-5-4 
E (MTRRs enabled) flag 
1A32_MTRR_DEF_TYPE MSR, Vol.3-11-23 
EAX register, Vol.1-3-11, Vol.1-3-12 
EBP register, Vol.1-3-11, Vol.1-3-12, Vol.1-6-3, Vol.1-6-7 
EBX register, Vol.1-3-11, Vol.1-3-12 
ECX register, Vol.1-3-11, Vol.1-3-12 


EDI register, Vol.1-3-11, Vol.1-3-12, Vol.2-4-610, Vol.2-4-664, 
Vol.2-4-668 
EDX register, Vol.1-3-11, Vol.1-3-12 
Effective address, Vol.1-3-23, Vol.2-3-577 
EFLAGS register 
64-bit mode, Vol.1-7-2 
condition codes, Vol.1-B-1, Vol.2-3-175, Vol.2-3-360, Vol.2-3-365 
cross-reference with instructions, Vol.1-A-1 
description of, Vol.1-3-15 
flags affected by instructions, Vol.2-3-14 
identifying 32-bit processors, Vol.3-21-6 
instructions that operate on, Vol.1-7-21 
introduction to, Vol.3-2-6 
new flags, Vol.3-21-6 
overview, Vol.1-3-11 
part of basic programming environment, Vol.1-7-1 
popping, Vol.2-4-407 
popping on return from interrupt, Vol.2-3-525 
pushing, Vol.2-4-526 
pushing on interrupts, Vol.2-3-503 
restoring from stack, Vol.1-6-7 
saved in TSS, Vol.3-7-4 
saving, Vol.2-4-596 
saving on a procedure call, Vol.1-6-7 
status flags, Vol.1-8-6, Vol.1-8-7, Vol.1-8-19, Vol.2-3-177, 
Vol.2-3-537, Vol.2-4-615, Vol.2-4-700 
system flags, Vol.3-2-9 
use with CMOVcc instructions, Vol.1-7-3 
EIP register, Vol.2-3-139, Vol.2-3-503, Vol.2-3-525, Vol.2-3-540, 
Vol.3-21-11 
description of, Vol.1-3-18 
overview, Vol.1-3-11 
part of basic programming environment, Vol.1-7-1 
relationship to CS register, Vol.1-3-14 
saved in TSS, Vol.3-7-5 
state following initialization, Vol.3-9-5 
EM (emulation) flag 
CRO control register, Vol.3-2-15, Vol.3-2-16, Vol.3-6-32, Vol.3-9-6, 
Vol.3-9-7, Vol.3-12-1, Vol.3-13-3 
EMMS instruction, Vol.1-9-8, Vol.1-9-9, Vol.2-3-334, Vol.3-12-3 
ENCODEKEY 128—Encode 128-Bit Key, Vol.2-3-335 
ENCODEKEY256—Encode 256-Bit Key, Vol.2-3-337 
Encodings 
See machine instructions, opcodes 
ENDBR32—Terminate an Indirect Branch in 32-bit and Compatibility Mode 
, Vol.2-3-339 
Enhanced Intel Deeper Sleep, Vol.1-2-4 
Enhanced Intel SpeedStep Technology 
ACPI 3.0 specification, Vol.3-14-1 
IA32_APERF MSR, Vol.3-14-2 
IA32_MPERF MSR, Vol.3-14-2 
IA32_PERF_CTL MSR, Vol.3-14-1 
IA32_PERF_STATUS MSR, Vol.3-14-1 
introduction, Vol.3-14-1 
multiple processor cores, Vol.3-14- 
performance transitions, Vol.3-14- 
P-state coordination, Vol.3-14-1 
See also: thermal monitoring 
ENTER instruction, Vol.1-6-20, Vol.1-7-21, Vol.2-3-341 
GETSEC, Vol.1-6-3, Vol.1-6-10, Vol.1-5-36 
EOI 
End Of Interrupt register, Vol.3-10-39 
Error code, Vol.3-16-3, Vol.3-16-7, Vol.3-16-10, Vol.3-16-13, 
Vol.3-16-15 
architectural MCA, Vol.3-16-1, Vol.3-16-3, Vol.3-16-7, Vol.3-16-10, 
Vol.3-16-13, Vol.3-16-15 
decoding |A32_MCi_STATUS, Vol.3-16-1, Vol.3-16-3, Vol.3-16-7, 
Vol.3-16-10, Vol.3-16-13, Vol.3-16-15 
exception, description of, Vol.3-6-17 
external bus, Vol.3-16-1, Vol.3-16-3, Vol.3-16-7, Vol.3-16-10, 
Vol.3-16-13, Vol.3-16-15 
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memory hierarchy, Vol.3-16-3, Vol.3-16-7, Vol.3-16-10, Vol.3-16-13, 
Vol.3-16-15 
pushing on stack, Vol.3-21-32 
watchdog timer, Vol.3-16-1, Vol.3-16-3, Vol.3-16-7, Vol.3-16-10, 
Vol.3-16-13, Vol.3-16-15 
Error numbers 
VM-instruction error field, Vol.3-29-31 
Error signals, Vol.3-21-11 
Error-reporting bank registers, Vol.3-15-2 
ERROR# 
input, Vol.3-21-16 
output, Vol.3-21-16 
ES register, Vol.1-3-13, Vol.1-3-14, Vol.2-3-573, Vol.2-4-182, 
Vol.2-4-610, Vol.2-4-668 
ES (exception summary) flag 
x87 FPU status word, Vol.1-8-31 
ESO and ES1 (event select) fields, CESR MSR (Pentium processor), 
Vol.3-18-134 
ESC instructions, x87 FPU, Vol.1-8-15 
ESI register, Vol.1-3-11, Vol.1-3-12, Vol.2-3-193, Vol.2-3-594, 
Vol.2-4-113, Vol.2-4-182, Vol.2-4-664 
ESP register, Vol.1-3-12, Vol.2-3-139 
ESP register (stack pointer), Vol.1-3-11, Vol.1-6-3 
ESR 
Error Status Register, Vol.3-10-40 
ET (extension type) flag, CRO control register, Vol.3-2-15, Vol.3-21-8 
Event select field, Perf€vtSel0 and PerfEvtSell MSRs (P6 family 
processors), Vol.3-18-4, Vol.3-18-95, Vol.3-18-131 
Events 
at-retirement, Vol.3-18-114 
at-retirement (Pentium 4 processor), Vol.3-18-103 
non-retirement (Pentium 4 processor), Vol.3-18-103 
EVEX.R, Vol.2-3-5 
Exception flags, x87 FPU status word, Vol.1-8-5 
Exception handler 
calling, Vol.3-6-11 
defined, Vol.3-6-1 
flag usage by handler procedure, Vol.3-6-17 
machine-check exception handler, Vol.3-15-28 
machine-check exceptions (#MC), Vol.3-15-28 
machine-error logging utility, Vol.3-15-28 
procedures, Vol.3-6-12 
protection of handler procedures, Vol.3-6-16 
task, Vol.3-6-17, Vol.3-7-2 
Exception handlers 
overview of, Vol.1-6-12 
SIMD floating-point exceptions, Vol.1-D-1 
SSE and SSE2 extensions, Vol.1-11-17, Vol.1-11-18 
typical actions of a FP exception handler, Vol.1-4-23 
x87 FPU, Vol.1-8-32 
Exception priority, floating-point exceptions, Vol.1-4-23 
Exception-flag masks, x87 FPU control word, Vol.1-8-7 
Exceptions 
64-bit mode, Vol.1-6-19 
alignment check, Vol.3-21-11 
BOUND range exceeded (#BR), Vol.2-3-122 
classifications, Vol.3-6-5 
compound error codes, Vol.3-15-21 
conditions checked during a task switch, Vol.3-7-13 
coprocessor segment overrun, Vol.3-21-12 
description of, Vol.1-6-12, Vol.3-2-5, Vol.3-6-1 
device not available, Vol.3-21-12 
double fault, Vol.3-6-33 
error code, Vol.3-6-17 
execute-disable bit, Vol.3-5-32 
floating-point error, Vol.3-21-12 
general protection, Vol.3-21-12 
handler, Vol.1-6-12 
handler mechanism, Vol.3-6-12 
handler procedures, Vol.3-6-12 
handling, Vol.3-6-11 
handling in real-address mode, Vol.3-19-4 
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handling in SMM, Vol.3-30-11 
handling in virtual-8086 mode, Vol.3-19-11 
handling through a task gate in virtual-8086 mode, Vol.3-19-14 
handling through a trap or interrupt gate in virtual-8086 mode, 
Vol.3-19-12 
IA-32e mode, Vol.3-2-5 
IDT, Vol.3-6-9 
implicit call to handler, Vol.1-6-1 
in real-address mode, Vol.1-6-18 
initializing for protected-mode operation, Vol.3-9-10 
invalid-opcode, Vol.3-21-5 
masking debug exceptions, Vol.3-6-7 
masking when switching stack segments, Vol.3-6-8 
MCA error codes, Vol.3-15-20 
MMxX instructions, Vol.3-12-1 
notation, Vol.1-1-8, Vol.2-1-7, Vol.3-1-9, Vol.4-1-7 
overflow exception (HOF), Vol.2-3-503 
overview of, Vol.3-6-1 
priority of, Vol.3-21-22 
priority of, x87 FPU exceptions, Vol.3-21-10 
reference information on all exceptions, Vol.3-6-23 
reference information, 64-bit mode, Vol.3-6-19 
restarting a task or program, Vol.3-6-5 
returning from, Vol.2-3-525 
segment not present, Vol.3-21-12 
simple error codes, Vol.3-15-21 
sources of, Vol.3-6-4 
summary of, Vol.3-6-2 
vectors, Vol.3-6-1 
Executable, Vol.3-3-11 
Execute-disable bit capability 
conditions for, Vol.3-5-30 
CPUID flag, Vol.3-5-30 
detecting and enabling, Vol.3-5-30 
exception handling, Vol.3-5-32 
page-fault exceptions, Vol.3-6-44 
protection matrix for [A-32e mode, Vol.3-5-31 
protection matrix for legacy modes, Vol.3-5-31 
reserved bit checking, Vol.3-5-31 
GETSEC, Vol.1-6-3, Vol.1-6-5 
Exit-reason numbers 
VM entries & exits, Vol.1-C-1 
Expand-down data segment type, Vol.3-3-11 
Exponent, extracting from floating-point number, Vol.2-3-458 
Exponent, floating-point number, Vol.1-4-11 
Extended signature table, Vol.3-9-31 
extended signature table, Vol.3-9-31 
External bus errors, detected with machine-check architecture, 
Vol.3-15-27 
Extract exponent and significand, x87 FPU operation, Vol.2-3-458 
EXTRACTPS- Extract packed floating-point values, Vol.2-3-344 


F 


F2XM1 instruction, Vol.1-8-21, Vol.2-3-346, Vol.2-3-458, Vol.3-21-13 
FABS instruction, Vol.1-8-17, Vol.2-3-348 
FADD instruction, Vol.1-8-17, Vol.2-3-349 
FADDP instruction, Vol.1-8-17, Vol.2-3-349 
Family O6H, Vol.3-16-1 
Family OFH, Vol.3-16-1 
microcode update facilities, Vol.3-9-28 
Far call 
description of, Vol.1-6-4 
operation, Vol.1-6-5 
Far pointer 
16-bit addressing, Vol. 
32-bit addressing, Vol. 
64-bit mode, Vol.1-4-7 
description of, Vol.1-3-7, Vol.1-4-6 
legacy modes, Vol.1-4-6 
Far pointer, loading, Vol.2-3-573 
Far return operation, Vol.1-6-5 
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Far return, RET instruction, Vol.2-4-563 
Faults 
description of, Vol.3-6-5 
restarting a program or task after, Vol.3-6-5 
FBLD instruction, Vol.1-8-16, Vol.2-3-352 
FBSTP instruction, Vol.1-8-16, Vol.2-3-354 
FCHS instruction, Vol.1-8-17, Vol.2-3-356 
FCLEX instruction, Vol.2-3-358 
FCLEX/FNCLEX instructions, Vol.1-8-5 
FCMOVcc instructions, Vol.1-8-7, Vol.1-8-16, Vol.2-3-360, Vol.3-21-4 
FCOM instruction, Vol.1-8-6, Vol.1-8-18, Vol.2-3-362 
FCOMI instruction, Vol.1-8-7, Vol.1-8-19, Vol.2-3-365, Vol.3-21-4 
FCOMIP instruction, Vol.1-8-7, Vol.1-8-19, Vol.2-3-365, Vol.3-21-4 
FCOMP instruction, Vol.1-8-6, Vol.1-8-18, Vol.2-3-362 
FCOMPP instruction, Vol.1-8-6, Vol.1-8-18, Vol.2-3-362 
FCOS instruction, Vol.1-8-5, Vol.1-8-20, Vol.2-3-368, Vol.3-21-13 
FDECSTP instruction, Vol.2-3-370 
FDIV instruction, Vol.1-8-17, Vol.2-3-371, Vol.3-21-11, Vol.3-21-12 
FDIVP instruction, Vol.1-8-17, Vol.2-3-371 
FDIVR instruction, Vol.1-8-17, Vol.2-3-374 
FDIVRP instruction, Vol.1-8-17, Vol.2-3-374 
FE (fixed MTRRs enabled) flag, |A32_MTRR_DEF_TYPE MSR, Vol.3-11-23 
Feature 
determination, of processor, Vol.3-21-2 
information, processor, Vol.3-21-2 
Feature determination, of processor, Vol.1-20-1 
Feature information, processor, Vol.2-3-214 
FFREE instruction, Vol.2-3-377 
FIADD instruction, Vol.1-8-17, Vol.2-3-349 
FICOM instruction, Vol.1-8-6, Vol.1-8-18, Vol.2-3-378 
FICOMP instruction, Vol.1-8-6, Vol.1-8-18, Vol.2-3-378 
FIDIV instruction, Vol.1-8-17, Vol.2-3-371 
FIDIVR instruction, Vol.1-8-17, Vol.2-3-374 
FILD instruction, Vol.1-8-16, Vol.2-3-380 
FIMUL instruction, Vol.1-8-17, Vol.2-3-398 
FINCSTP instruction, Vol.2-3-382 
FINIT instruction, Vol.2-3-383 
FINIT/FNINIT instructions, Vol.1-8-5, Vol.1-8-7, Vol.1-8-8, Vol.1-8-23, 
Vol.2-3-413, Vol.3-21-8, Vol.3-21-16 
FIST instruction, Vol.1-8-16, Vol.2-3-385 
FISTP instruction, Vol.1-8-16, Vol.2-3-385 
FISTTP instruction, Vol.1-5-22, Vol.1-12-3, Vol.2-3-388 
FISUB instruction, Vol.1-8-17, Vol.2-3-432 
FISUBR instruction, Vol.1-8-17, Vol.2-3-435 
FIX (fixed range registers supported) flag, |A32_MTRRCAPMSR, 
Vol.3-11-22 
Fixed-range MTRRs 
description of, Vol.3-11-23 
Flags 
cross-reference with instructions, Vol.1-A-1 
Flat memory model, Vol.1-3-7, Vol.1-3-13 
Flat segmentation model, Vol.3-3-3 
FLD instruction, Vol.1-8-16, Vol.2-3-390, Vol.3-21-14 
FLD1 instruction, Vol.1-8-17, Vol.2-3-392 
FLDCW instruction, Vol.1-8-7, Vol.1-8-23, Vol.2-3-394 
FLDENV instruction, Vol.1-8-5, Vol.1-8-9, Vol.1-8-11, Vol.1-8-23, 
Vol.2-3-396, Vol.3-21-12 
FLDL2E instruction, Vol.1-8-17, Vol.2-3-392, Vol.3-21-14 
FLDL2T instruction, Vol.1-8-17, Vol.2-3-392, Vol.3-21-14 
FLDL@2 instruction, Vol.1-8-17, Vol.2-3-392, Vol.3-21-14 
FLDLN2 instruction, Vol.1-8-17, Vol.2-3-392, Vol.3-21-14 
FLDPI instruction, Vol.1-8-17, Vol.2-3-392, Vol.3-21-14 
FLDSW instruction, Vol.1-8-23 
FLDZ instruction, Vol.1-8-17, Vol.2-3-392 
Floating point instructions 
machine encodings, Vol.1-B-61 
Floating-point data types 
biasing constant, Vol.1-4-6 
denormalized finite number, Vol.1-4-5 
description of, Vol.1-4-4 
double extended precision format, Vol.1-4-4, Vol.1-4-5 
double precision format, Vol.1-4-4, Vol.1-4-5 


infinites, Vol.1-4-5 
normalized finite number, Vol.1-4-5 
single precision format, Vol.1-4-4, Vol.1-4-5 
SSE extensions, Vol.1-10-5 
SSE2 extensions, Vol.1-11-3 
storing in memory, Vol.1-4-6 
x87 FPU, Vol.1-8-13 
zeros, Vol.1-4-5 
Floating-point error exception (#MF), Vol.3-21-12 
Floating-point exception handlers 
SSE and SSE2 extensions, Vol.1-11-17, Vol.1-11-18 
typical actions, Vol.1-4-23 
x87 FPU, Vol.1-8-32 
Floating-point exceptions 
denormal operand exception (#D), Vol.1-4-20, Vol.1-8-28, 
Vol.1-11-15, Vol.1-C-1, Vol.3-21-10 
divide by zero exception (#Z), Vol.1-4-20, Vol.1-8-28, Vol.1-11-15, 
Vol.1-C-1 
exception conditions, Vol.1-4-20 
exception priority, Vol.1-4-23 
inexact result (precision) exception (#P), Vol.1-4-22, Vol.1-8-30, 
Vol.1-11-16, Vol.1-C-1 
invalid operation exception (#1), Vol.1-4-20, Vol.1-8-26, Vol.1-11-14 
invalid operation (#1), Vol.3-21-14 
invalid-operation exception (#IA), Vol.1-C-1 
invalid-operation exception (#IS), Vol.1-C-1 
invalid-operation exception (#1), Vol.1-C-1 
numeric overflow exception (#0), Vol.1-4-21, Vol.1-8-28, 
Vol.1-11-15, Vol.1-C-1 
numeric overflow (#0), Vol.3-21-10 
numeric underflow exception (#U), Vol.1-4-21, Vol.1-8-29, 
Vol.1-11-16, Vol.1-C-1 
numeric underflow (#U), Vol.3-21-10 
saved CS and EIP values, Vol.3-21-11 
SSE and SSE2 SIMD, Vol.2-3-16 
summary of, Vol.1-4-18, Vol.1-C-1 
typical handler actions, Vol.1-4-23 
x87 FPU, Vol.2-3-16 
Floating-point format 
biased exponent, Vol.1-4-13 
description of, Vol.1-8-13 
exponent, Vol.1-4-11 
fraction, Vol.1-4-11 
indefinite, Vol.1-4-5 
QNaN floating-point indefinite, Vol.1-4-17 
real number system, Vol.1-4-11 
sign, Vol.1-4-11 
significand, Vol.1-4-11 
Floating-point numbers 
defined, Vol.1-4-11 
encoding, Vol.1-4-5 
Flushing 
caches, Vol.2-3-518, Vol.2-5-589 
TLB entry, Vol.2-3-520 
Flush-to-zero 
FTZ flag, MXCSR register, Vol.1-10-4, Vol.1-11-2 
mode, Vol.1-10-4 
FLUSH# pin, Vol.3-6-3 
FMA operation, Vol.1-14-22, Vol.1-14-23 
FMUL instruction, Vol.1-8-17, Vol.2-3-398 
FMULP instruction, Vol.1-8-17, Vol.2-3-398 
FNCLEX instruction, Vol.2-3-358 
FNINIT instruction, Vol.2-3-383 
FNOP instruction, Vol.1-8-23, Vol.2-3-401 
FNSAVE instruction, Vol.2-3-413, Vol.3-12-4 
FNSTCW instruction, Vol.2-3-426 
FNSTENV instruction, Vol.2-3-396, Vol.2-3-428 
FNSTSW instruction, Vol.2-3-430 
Focus processor, local APIC, Vol.3-10-27 
Fopcode compatibility mode, Vol.1-8-10 
FORCEPR# log, Vol.3-14-35, Vol.3-14-38 
FORCPR# interrupt enable bit, Vol.3-14-36 
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FPATAN instruction, Vol.1-8-20, Vol.1-8-21, Vol.2-3-402, Vol.3-21-13 

FPREM instruction, Vol.1-8-5, Vol.1-8-18, Vol.1-8-21, Vol.2-3-404, 
Vol.3-21-8, Vol.3-21-11, Vol.3-21-12, Vol.3-21-13 

FPREM1 instruction, Vol.1-8-5, Vol.1-8-18, Vol.1-8-21, Vol.2-3-406, 
Vol.3-21-8, Vol.3-21-13 

FPTAN instruction, Vol.1-8-5, Vol.2-3-408, Vol.3-21-8, Vol.3-21-13 

Fraction, floating-point number, Vol.1-4-11 

FRNDINT instruction, Vol.1-8-18, Vol.2-3-410 

FRSTOR instruction, Vol.1-8-5, Vol.1-8-9, Vol.1-8-11, Vol.1-8-23, 
Vol.2-3-411, Vol.3-12-4, Vol.3-21-11, Vol.3-21-12 

FS register, Vol.1-3-13, Vol.1-3-14, Vol.2-3-573 

FSAVE instruction, Vol.2-3-413, Vol.3-12-3, Vol.3-12-4 

FSAVE/FNSAVE instructions, Vol.1-8-4, Vol.1-8-5, Vol.1-8-9, Vol.1-8-11, 
Vol.1-8-23, Vol.2-3-411, Vol.3-21-11, Vol.3-21-14 

FSCALE instruction, Vol.1-8-21, Vol.2-3-416, Vol.3-21-12 

FSIN instruction, Vol.1-8-5, Vol.1-8-20, Vol.2-3-418, Vol.3-21-13 

FSINCOS instruction, Vol.1-8-5, Vol.1-8-21, Vol.2-3-420, Vol.3-21-13 

FSQRT instruction, Vol.1-8-18, Vol.2-3-422, Vol.3-21-11, Vol.3-21-12 

FST instruction, Vol.1-8-16, Vol.2-3-424 

FSTCW instruction, Vol.2-3-426 

FSTCW/FNSTCW instructions, Vol.1-8-7, Vol.1-8-23 

FSTENV instruction, Vol.2-3-428, Vol.3-12-3 

FSTENV/FNSTENV instructions, Vol.1-8-4, Vol.1-8-9, Vol.1-8-11, 
Vol.1-8-23, Vol.3-21-14 

FSTP instruction, Vol.1-8-16, Vol.2-3-424 

FSTSW instruction, Vol.2-3-430 

FSTSW/FNSTSW instructions, Vol.1-8-4, Vol.1-8-23 

FSUB instruction, Vol.1-8-17, Vol.2-3-432 

FSUBP instruction, Vol.1-8-17, Vol.2-3-432 

FSUBR instruction, Vol.1-8-17, Vol.2-3-435 

FSUBRP instruction, Vol.1-8-17, Vol.2-3-435 

FTAN instruction, Vol.3-21-8 

FTST instruction, Vol.1-8-6, Vol.1-8-19, Vol.2-3-438 

FUCOM instruction, Vol.1-8-18, Vol.2-3-440, Vol.3-21-13 

FUCOMI instruction, Vol.1-8-7, Vol.1-8-19, Vol.2-3-365, Vol.3-21-4 

FUCOMIP instruction, Vol.1-8-7, Vol.1-8-19, Vol.2-3-365, Vol.3-21-4 

FUCOMP instruction, Vol.1-8-18, Vol.2-3-440, Vol.3-21-13 

FUCOMPP instruction, Vol.1-8-6, Vol.1-8-18, Vol.2-3-440, Vol.3-21-13 

FWAIT instruction, Vol.3-6-32 

FXAM instruction, Vol.1-8-4, Vol.1-8-19, Vol.2-3-443, Vol.3-21-14 

FXCH instruction, Vol.1-8-16, Vol.2-3-445 

FXRSTOR instruction, Vol.1-5-13, Vol.1-8-12, Vol.1-10-14, Vol.1-11-23, 
Vol.2-3-447, Vol.3-2-18, Vol.3-2-19, Vol.3-9-8, Vol.3-12-3, 
Vol.3-12-4, Vol.3-13-2, Vol.3-13-6 

CPUID flag, Vol.2-3-240 

FXSAVE instruction, Vol.1-5-13, Vol.1-8-12, Vol.1-10-14, Vol.1-11-23, 
Vol.2-3-450, Vol.2-5-586, Vol.2-5-587, Vol.2-5-618, 
Vol.2-5-630, Vol.2-5-635, Vol.2-5-639, Vol.2-5-642, 
Vol.2-5-645, Vol.2-5-648, Vol.2-5-651, Vol.3-2-18, 
Vol.3-2-19, Vol.3-9-8, Vol.3-12-3, Vol.3-12-4, Vol.3-13-2, 
Vol.3-13-6 

CPUID flag, Vol.2-3-240 

FXSR feature flag, CPUID instruction, Vol.3-9-8 

FXTRACT instruction, Vol.1-8-18, Vol.2-3-416, Vol.2-3-458, Vol.3-21-10, 
Vol.3-21-14 

FYL2X instruction, Vol.1-8-21, Vol.2-3-460 

FYL2XP1 instruction, Vol.1-8-21, Vol.2-3-462 
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G (global) flag 
page-directory entries, Vol.3-11-13 
page-table entries, Vol.3-11-13 
G (granularity) flag 
segment descriptor, Vol.3-3-10, Vol.3-3-11, Vol.3-5-2, Vol.3-5-4 
GO-G3 (global breakpoint enable) flags 
DR7 register, Vol.3-17-4 
Gate descriptors 
call gates, Vol.3-5-13 
description of, Vol.3-5-13 
IA-32e mode, Vol.3-5-14 
Gates, Vol.3-2-4 


Combined Volumes 1, 2A, 2B, 2C, 2D, 3A, 3B, 3C, 3D and4 Index -11 


INDEX 


IA-32e mode, Vol.3-2-4 
GD (general detect enable) flag 
DR7 register, Vol.3-17-4, Vol.3-17-10 
GDT 
description of, Vol.3-2-3, Vol.3-3-15 
IA-32e mode, Vol.3-2-4 
index field of segment selector, Vol.3-3-7 
initializing, Vol.3-9-10 
paging of, Vol.3-2-6 
pointers to exception/interrupt handlers, Vol.3-6-12 
segment descriptors in, Vol.3-3-9 
selecting with TI flag of segment selector, Vol.3-3-7 
task switching, Vol.3-7-9 
task-gate descriptor, Vol.3-7-8 
TSS descriptors, Vol.3-7-5 
use in address translation, Vol.3-3-6 
GDT (global descriptor table), Vol.2-3-582, Vol.2-3-585 
GDTR register, Vol.1-3-4, Vol.1-3-6 
description of, Vol.3-2-3, Vol.3-2-6, Vol.3-2-12, Vol.3-3-15 
IA-32e mode, Vol.3-2-4, Vol.3-2-12 
limit, Vol.3-5-5 
loading during initialization, Vol.3-9-10 
storing, Vol.3-3-15 
GDTR (global descriptor table register), Vol.2-3-582, Vol.2-4-620 
GE (global exact breakpoint enable) flag 
DR7 register, Vol.3-17-4, Vol.3-17-9 
General purpose registers 
64-bit mode, Vol.1-3-5, Vol.1-3-13 
description of, Vol.1-3-11 
overview of, Vol.1-3-2, Vol.1-3-5 
parameter passing, Vol.1-6-7 
part of basic programming environment, Vol.1-7-1 
using REX prefix, Vol.1-3-13 
General-detect exception condition, Vol.3-17-10 
General-protection exception (#GP), Vol.3-3-12, Vol.3-5-6, Vol.3-5-7, 
Vol.3-5-11, Vol.3-5-12, Vol.3-6-9, Vol.3-6-16, Vol.3-6-41, 
Vol.3-7-5, Vol.3-17-3, Vol.3-21-12, Vol.3-21-21, Vol.3-21-34, 
Vol.3-21-35 
General-purpose instructions 
64-bit encodings, Vol.1-B-18 
64-bit mode, Vol.1-7-1 
basic programming environment, Vol.1-7-1 
data types operated on, Vol.1-7-1, Vol.1-7-2 
description of, Vol.1-7-1 
non-64-bit encodings, Vol.1-B-7 
origin of, Vol.1-7-1 
programming with, Vol.1-7-1 
summary of, Vol.1-5-4, Vol.1-7-2 
General-purpose registers 
moving value to and from, Vol.2-4-36 
popping all, Vol.2-4-403 
pushing all, Vol.2-4-524 
General-purpose registers, saved in TSS, Vol.3-7-4 
GETSEC, Vol.1-6-1, Vol.1-6-2, Vol.1-6-5 
Global control MSRs, Vol.3-15-2 
Global descriptor table register (see GDTR) 
Global descriptor table (see GDT) 
GS register, Vol.1-3-13, Vol.1-3-14, Vol.2-3-573 
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description of, Vol.3-9-1 
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high-temperature interrupt enable bit, Vol.3-14-36, Vol.3-14-39 
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HLT instruction, Vol.2-3-477, Vol.3-2-25, Vol.3-5-24, Vol.3-6-34, 
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HSUBPS instruction, Vol.1-5-22, Vol.1-12-4, Vol.2-3-481 
HT Technology 
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implementing, Vol.1-2-17 
introduction, Vol.1-2-16 
Hyper-Threading Technology 
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architecture description, Vol.3-8-27 
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description of, Vol.3-8-24, Vol.3-21-3, Vol.3-21-4 
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execution-based timing loops, Vol.3-8-55 
external signal compatibility, Vol.3-8-32 
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handling interrupts, Vol.3-8-26 
HLT instruction, Vol.3-8-49 
IA32_MISC_ENABLE MSR, Vol.3-8-30, Vol.3-8-33 
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functionality in logical processor, Vol.3-8-29 
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machine check architecture, Vol.3-8-29 
managing idle and blocked conditions, Vol.3-8-49 
mapping resources, Vol.3-8-34 
memory ordering, Vol.3-8-30 
microcode update resources, Vol.3-8-30, Vol.3-8-33, Vol.3-9-35 
MP systems, Vol.3-8-27 
MTRRs, Vol.3-8-29, Vol.3-8-33 
multi-threading feature flag, Vol.3-8-24 
multi-threading support, Vol.3-8-24 
PAT, Vol.3-8-29 
PAUSE instruction, Vol.3-8-49, Vol.3-8-50 
performance monitoring, Vol.3-18-117, Vol.3-18-122 
performance monitoring counters, Vol.3-8-30, Vol.3-8-33 
placement of locks and semaphores, Vol.3-8-55 
required operating system support, Vol.3-8-51 
scheduling multiple threads, Vol.3-8-54 
self modifying code, Vol.3-8-31 
serializing instructions, Vol.3-8-30 
spin-wait loops 
PAUSE instructions in, Vol.3-8-52, Vol.3-8-54 
thermal monitor, Vol.3-8-32 
TLBs, Vol.3-8-31 


I 
IA-32 architecture 
history of, Vol.1-2-1 
introduction to, Vol.1-2-1 
IA-32 Intel architecture 
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IA32e mode 
registers and mode changes, Vol.3-9-12 
IA-32e mode 
call gates, Vol.3-5-14 
code segment descriptor, Vol.3-5-3 
CPUID flag, Vol.2-3-233 
D flag, Vol.3-5-4 
data structures and initialization, Vol.3-9-11 
debug registers, Vol.3-2-7 
debug store area 


descriptors, Vol.3-2-4 
DPL field, Vol.3-5-4 
exceptions during initialization, Vol.3-9-12 
feature-enable register, Vol.3-2-7 
gates, Vol.3-2-4 
global and local descriptor tables, Vol.3-2-4 
IA32_EFER MSR, Vol.3-2-7, Vol.3-5-30 
initialization process, Vol.3-9-11 
interrupt stack table, Vol.3-6-22 
interrupts and exceptions, Vol.3-2-5 
introduction, Vol.1-2-20, Vol.2-2-7, Vol.2-2-13, Vol.2-2-35 
IRET instruction, Vol.3-6-21 
L flag, Vol.3-3-12, Vol.3-5-4 
logical address, Vol.3-3-7 
MOV CRn, Vol.3-9-11 
MTRR calculations, Vol.3-11-27 
NXE bit, Vol.3-5-30 
page level protection, Vol.3-5-30 
paging, Vol.3-2-6 
PDE tables, Vol.3-5-31 
PDP tables, Vol.3-5-31 
PML4 tables, Vol.3-5-31 
PTE tables, Vol.3-5-31 
registers and data structures, Vol.3-2-1 
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segment descriptor tables, Vol.3-3-16, Vol.3-5-3 
segment descriptors, Vol.3-3-9 
segment loading instructions, Vol.3-3-9 
segmentation, Vol.1-3-22, Vol.3-3-5 
stack switching, Vol.3-5-19, Vol.3-6-21 
SYSCALL and SYSRET, Vol.3-5-22 
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task switching, Vol.3-7-19 
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terminating mode operation, Vol.3-9-12 
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IA32_BlOS_SIGN_ID MSR, Vol.4-2-345 
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IA32_DS_AREA MSR, Vol.3-17-18, Vol.3-17-22, Vol.3-18-101, 
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IA32_LSTAR MSR, Vol.3-2-7, Vol.3-5-22 
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IA32_MCG_EBP MSR, Vol.3-15-12 
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IA32_MCG_ECX MSR, Vol.3-15-12 
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IA32_MCG_ESP MSR, Vol.3-15-12 
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|A32_MTRR_PHYS BASEn MTRR, Vol.4-2-354 
IA32_MTRR_PHYSBASEn MTRR, Vol.4-2-354 
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EFLAGS register, Vol.3-2-11, Vol.3-21-6 
ID (identification) flag, EFLAGS register, Vol.1-3-17 
IDIV instruction, Vol.1-7-9, Vol.2-3-484, Vol.3-6-24, Vol.3-21-21 
IDT 
64-bit mode, Vol.3-6-19 
call interrupt & exception-handlers from, Vol.3-6-11 
change base & limit in real-address mode, Vol.3-19-5 
description of, Vol.3-6-9 
handling NMIs during initialization, Vol.3-9-9 
initializing protected-mode operation, Vol.3-9-10 
initializing real-address mode operation, Vol.3-9-8 
introduction to, Vol.3-2-5 
limit, Vol.3-21-27 
paging of, Vol.3-2-6 
structure in real-address mode, Vol.3-19-5 
task switching, Vol.3-7-10 
task-gate descriptor, Vol.3-7-8 
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use in real-address mode, Vol.3-19-4 
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IDT (interrupt descriptor table), Vol.2-3-504, Vol.2-3-582 
IDTR register, Vol.1-3-4, Vol.1-3-6 
description of, Vol.3-2-12, Vol.3-6-9 
IA-32e mode, Vol.3-2-12 
introduction to, Vol.3-2-5 
limit, Vol.3-5-5 
loading in real-address mode, Vol.3-19-5 
storing, Vol.3-3-16 
IDTR (interrupt descriptor table register), Vol.2-3-582, Vol.2-4-646 
IE (invalid operation exception) flag 
MXCSR register, Vol.1-11-14 
x87 FPU status word, Vol.1-8-5, Vol.1-8-27, Vol.3-21-8 
IEEE Standard 754, Vol.1-4-4, Vol.1-4-11, Vol.1-8-1 
IEEE Standard 754 for Binary Floating-Point Arithmetic, Vol.3-21-9, 
Vol.3-21-10, Vol.3-21-12, Vol.3-21-13, Vol.3-21-14 
IF (interrupt enable) flag 
EFLAGS register, Vol.1-3-17, Vol.1-6-13, Vol.1-19-4, Vol.1-A-1, 
Vol.3-2-10, Vol.3-2-11, Vol.3-6-7, Vol.3-6-10, Vol.3-6-17, 
Vol.3-19-4, Vol.3-19-19, Vol.3-30-11 
IF (interrupt enable) flag, EFLAGS register, Vol.2-3-165, Vol.2-4-665 
IM (invalid operation exception) mask bit 
MXCSR register, Vol.1-11-14 
x87 FPU control word, Vol.1-8-7 
Immediate operands, Vol.1-3-20, Vol.2-2-3 
IMUL instruction, Vol.1-7-9, Vol.2-3-487 
IN instruction, Vol.1-5-8, Vol.1-7-20, Vol.1-19-3, Vol.2-3-491, 
Vol.3-8-15, Vol.3-21-35, Vol.3-24-2 
INC instruction, Vol.1-7-8, Vol.2-3-493, Vol.2-3-592, Vol.3-8-3 
Indefinite 
description of, Vol.1-4-17, Vol.1-14-18 
floating-point format, Vol.1-4-5, Vol.1-4-13 
integer, Vol.1-4-4, Vol.1-8-14 
packed BCD integer, Vol.1-4-11 
QNaN floating-point, Vol.1-4-17 
Index field, segment selector, Vol.3-3-7 
Index (operand addressing), Vol.1-3-22, Vol.1-3-23, Vol.1-3-24, 
Vol.2-2-3 
Inexact result (precision) 
exception (#P), overview, Vol.1-4-22 
exception (#P), SSE-SSE2 extensions, Vol.1-11-16 
exception (#P), x87 FPU, Vol.1-8-30 
on floating-point operations, Vol.1-4-18 
Infinity control flag, x87 FPU control word, Vol.1-8-8 
Infinity, floating-point format, Vol.1-4-5, Vol.1-4-15 
INIT interrupt, Vol.3-10-3 
INIT pin, Vol.1-3-15 
Initial-count register, local APIC, Vol.3-10-16, Vol.3-10-17 
Initialization 
built-in self-test (BIST), Vol.3-9-1, Vol.3-9-5 
CS register state following, Vol.3-9-5 
EIP register state following, Vol.3-9-5 
example, Vol.3-9-14 
first instruction executed, Vol.3-9-5 
hardware reset, Vol.3-9-1 
IA-32e mode, Vol.3-9-11 
IDT, protected mode, Vol.3-9-10 
IDT, real-address mode, Vol.3-9-8 
Intel486 SX processor and Intel 487 SX math coprocessor, 
Vol.3-21-16 
location of software-initialization code, Vol.3-9-5 
machine-check initialization, Vol.3-15-19 
model and stepping information, Vol.3-9-5 
multitasking environment, Vol.3-9-10, Vol.3-9-11 
overview, Vol.3-9-1 
paging, Vol.3-9-10 
processor state after reset, Vol.3-9-2 
protected mode, Vol.3-9-9 
real-address mode, Vol.3-9-8 
RESET# pin, Vol.3-9-1 
setting up exception- and interrupt-handling facilities, Vol.3-9-10 
x87 FPU, Vol.3-9-5 
Initialization x87 FPU, Vol.2-3-383 


initiating logical processor, Vol.1-6-4, Vol.1-6-5, Vol.1-6-10, Vol.1-6-21, 
Vol.1-6-22 
INIT# pin, Vol.3-6-3, Vol.3-9-1 
INIT# signal, Vol.3-2-25, Vol.3-22-4 
Input/output (see 1/0) 
INS instruction, Vol.1-5-8, Vol.1-7-20, Vol.1-19-3, Vol.2-3-497, 
Vol.2-4-560, Vol.3-17-9 
INSB instruction, Vol.2-3-497 
INSD instruction, Vol.2-3-497 
INSERTPS- Insert Scalar Single-Precision Floating-Point Value, Vol.2-3-500 
instruction encodings, Vol.1-B-58, Vol.1-B-64, Vol.1-B-70 
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MTRRcap MSR, Vol.3-11-21 
MTRRfix MSR, Vol.3-11-23 
MTRRs, Vol.1-3-4, Vol.3-8-15 
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MemTypeGet() function, Vol.3-11-29 
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multiple-processor considerations, Vol.3-11-32 
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precedences, Vol.3-11-28 
programming interface, Vol.3-11-29 
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state of following a hardware reset, Vol.3-11-20 
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MULPD instruction, Vol.1-11-6 description of, Vol.1-4-13, Vol.1-4-15 
MULPD- Multiply Packed Double-Precision Floating-Point Values, encoding of, Vol.1-4-5, Vol.1-4-14 
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See multi-threading support Near pointer 
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procedure, Vol.3-8-56 NMI interrupt, Vol.3-2-25, Vol.3-10-3 
local APIC, Vol.3-10-1 description of, Vol.3-6-2 
memory ordering, Vol.3-8-5 handling during initialization, Vol.3-9-9 
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SMM considerations, Vol.3-30-16 masking, Vol.3-21-27 
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initialization for, Vol.3-9-10, Vol.3-9-11 Nomenclature, used in instruction reference pages, Vol.2-3-1 
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mechanism, description of, Vol.3-7-2 Nonconforming code segments 
overview, Vol.3-7-1 accessing, Vol.3-5-11 
setting up TSS, Vol.3-9-10 C (conforming) flag, Vol.3-5-11 
setting up TSS descriptor, Vol.3-9-10 description of, Vol.3-3-13 
Multi-threading capability, Vol.1-2-18 Non-halted clockticks, Vol.3-18-136 
Multi-threading support setting up counters, Vol.3-18-136 
executing multiple threads, Vol.3-8-26 Non-Halted CPI method, Vol.3-18-136 
handling interrupts, Vol.3-8-26 Nonmaskable interrupt (see NMI) 
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MVMM, Vol.1-6-1, Vol.1-6-5, Vol.1-6-37 Non-temporal data 
MWAIT instruction, Vol.1-5-23, Vol.1-12-5, Vol.2-4-164, Vol.3-24-3 caching of, Vol.1-10-12 
CPUID flag, Vol.2-3-237 description, Vol.1-10-12 
feature data, Vol.2-3-244 temporal vs. non-temporal data, Vol.1-10-12 
power management extensions, Vol.3-14-27 Non-waiting instructions, x87 FPU, Vol.1-8-24, Vol.1-8-32 
MXCSR register, Vol.1-11-16, Vol.3-6-52, Vol.3-9-8, Vol.3-13-6 NOP instruction, Vol.1-7-23, Vol.2-4-169 
denormals-are-zero (DAZ) flag, Vol.1-10-5, Vol.1-11-2, Vol.1-11-3 Normalized finite number, Vol.1-4-5, Vol.1-4-13, Vol.1-4-14 
description, Vol.1-10-3 NOT instruction, Vol.1-7-10, Vol.2-3-592, Vol.2-4-170, Vol.3-8-3 
flush-to-zero flag (FTZ), Vol.1-10-4 Notation 
FXSAVE and FXRSTOR instructions, Vol.1-11-23 bit and byte order, Vol.1-1-5, Vol.2-1-5, Vol.3-1-7, Vol.4-1-4 
LDMXCSR instruction, Vol.1-11-24 conventions, Vol.3-1-6, Vol.4-1-4 
load and store instructions, Vol.1-10-12 exceptions, Vol.1-1-8, Vol.2-1-7, Vol.3-1-9, Vol.4-1-7 
RC field, Vol.1-4-18 hexadecimal and binary numbers, Vol.1-1-7, Vol.2-1-6, Vol.3-1-8, 
saving on a procedure or function call, Vol.1-11-23 Vol.4-1-6 
SIMD floating-point mask and flag bits, Vol.1-10-4 instruction operands, Vol.1-1-6, Vol.2-1-6 
SIMD floating-point rounding control field, Vol.1-10-4 Instructions 
state management instructions, Vol.1-5-18, Vol.1-10-12 operands, Vol.3-1-8, Vol.4-1-5 
STMXCSR instruction, Vol.1-11-24 notational conventions, Vol.1-1-5 
writing to while preventing general-protection exceptions (#GP), reserved bits, Vol.1-1-6, Vol.2-1-5, Vol.3-1-7, Vol.4-1-5 
Vol.1-11-21 segmented addressing, Vol.1-1-7, Vol.2-1-6, Vol.3-1-8, Vol.4-1-6 
Notational conventions, Vol.2-1-5 
N NT (nested task) flag 
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NT (nested task) flag, EFLAGS register, Vol.1-3-17, Vol.1-A-1, 
Vol.2-3-525 
Null segment selector, checking for, Vol.3-5-6 
Numeric overflow exception (#0), Vol.3-21-10 
overview, Vol.1-4-21 
SSE and SSE2 extensions, Vol.1-11-15 
x87 FPU, Vol.1-8-4, Vol.1-8-28 
Numeric underflow exception (#U), Vol.3-21-10 
overview, Vol.1-4-21 
SSE and SSE2 extensions, Vol.1-11-16 
x87 FPU, Vol.1-8-4, Vol.1-8-29 
NV (invert) flag, Perf€vtSel0 MSR 
(P6 family processors), Vol.3-18-5, Vol.3-18-132 
NW (not write-through) flag 
CRO control register, Vol.3-2-15, Vol.3-9-7, Vol.3-11-12, Vol.3-11-13, 
Vol.3-11-16, Vol.3-11-32, Vol.3-21-18, Vol.3-21-19, Vol.3-21-30 
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Obsolete instructions, Vol.3-21-5, Vol.3-21-15 
OE (numeric overflow exception) flag 
MXCSR register, Vol.1-11-15 
x87 FPU status word, Vol.1-8-5, Vol.1-8-29 
OF flag, EFLAGS register, Vol.3-6-29 
OF (carry) flag, EFLAGS register, Vol.2-3-488 
OF (overflow) flag 
EFLAGS register, Vol.1-3-16, Vol.1-6-18 
OF (overflow) flag, EFLAGS register, Vol.1-A-1, Vol.2-3-31, Vol.2-3-503, 
Vol.2-4-150, Vol.2-4-608, Vol.2-4-631, Vol.2-4-634, 
Vol.2-4-675 
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Offset (operand addressing), Vol.1-3-22 
OM (numeric overflow exception) mask bit 
MXCSR register, Vol.1-11-15 
x87 FPU control word, Vol.1-8-7, Vol.1-8-29 
On die digital thermal sensor, Vol.3-14-34 
relevant MSRs, Vol.3-14-34 
sensor enumeration, Vol.3-14-34 
On-Demand 
clock modulation enable bits, Vol.3-14-32 
On-demand 
clock modulation duty cycle bits, Vol.3-14-32 
On-die sensors, Vol.3-14-28 
Opcode format, Vol.2-2-3 
Opcodes 
addressing method codes for, Vol.1-A-1 
extensions, Vol.1-A-17 
extensions tables, Vol.1-A-18 
group numbers, Vol.1-A-17 
integers 
one-byte opcodes, Vol.1-A-7 
two-byte opcodes, Vol.1-A-7 
key to abbreviations, Vol.1-A-1 
look-up examples, Vol.1-A-3, Vol.1-A-17, Vol.1-A-20 
ModR/M byte, Vol.1-A-17 
one-byte opcodes, Vol.1-A-3, Vol.1-A-7 
opcode maps, Vol.1-A-1 
operand type codes for, Vol.1-A-2 
register codes for, Vol.1-A-3 
superscripts in tables, Vol.1-A-6 
two-byte opcodes, Vol.1-A-4, Vol.1-A-5, Vol.1-A-7 
undefined, Vol.3-21-5 
VMX instructions, Vol.1-B-112, Vol.1-B-113 
x87 ESC instruction opcodes, Vol.1-A-20 
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addressing, modes, Vol.1-3-19 
instruction, Vol.1-1-6 
size attribute, Vol.1-3-18 
sizes, Vol.1-3-9, Vol.1-3-19 
x87 FPU instructions, Vol.1-8-15 
Operands, Vol.2-1-6 
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instruction, Vol.3-1-8, Vol.4-1-5 
operand-size prefix, Vol.3-20-1 
Operating modes 
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compatibility mode, Vol.3-2-7 
IA-32e mode, Vol.3-2-7, Vol.3-2-8 
introduction to, Vol.3-2-7 
protected mode, Vol.3-2-7 
SMM (system management mode), Vol.3-2-7 
transitions between, Vol.3-2-8 
virtual-8086 mode, Vol.3-2-8 
VMX operation 
enabling and entering, Vol.3-22-3 
OR instruction, Vol.1-7-10, Vol.2-3-592, Vol.2-4-172, Vol.3-8-3 
Ordering I/O, Vol.1-19-5 
ORPD instruction, Vol.1-11-7 
ORPS- Bitwise Logical OR of Packed Single Precision Floating-Point Values 
, Vol.2-4-177 
ORPS instruction, Vol.1-10-9 
OS (operating system mode) flag 
Perf€vtSelO and Perf€vtSel1 MSRs (P6 only), Vol.3-18-4, 
Vol.3-18-131 
OSFXSR (FXSAVE/FXRSTOR support) flag 
CR4 control register, Vol.3-2-18, Vol.3-9-8, Vol.3-13-2 
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Overflow exception (#OF), Vol.1-6-18, Vol.2-3-503, Vol.3-6-29 
Overflow, x87 FPU stack, Vol.1-8-26 
Overheat interrupt enable bit, Vol.3-14-36, Vol.3-14-39 
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P (present) flag 
page-directory entry, Vol.3-6-44 
page-table entry, Vol.3-6-44 
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BCD integer indefinite, Vol.1-4-11 
BCD integers, Vol.1-4-10 
bytes, Vol.1-9-3 
doublewords, Vol.1-9-3 
SIMD data types, Vol.1-4-8 
SIMD floating-point values, Vol.1-4-8 
SIMD integers, Vol.1-4-8 
words, Vol.1-9-3 
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PADDSwW instruction, Vol.1-9-7, Vol.2-4-217 
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introduction to, Vol.3-11-33 
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precedence of cache controls, Vol.3-11-14 
programming, Vol.3-11-35 
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Page directories, Vol.3-2-6 
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base address (PDBR), Vol.3-7-5 
introduction to, Vol.3-2-6 
overview, Vol.3-3-2 
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Page directory pointers, Vol.3-2-6 
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introduction to, Vol.3-2-6 
overview, Vol.3-3-2 
setting up during initialization, Vol.3-9-10 
Page-directory entries, Vol.3-8-3, Vol.3-11-5 
Page-fault exception (#PF), Vol.3-4-51, Vol.3-6-44, Vol.3-21-21 
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disabling protection of, Vol.3-5-1 
enabling protection of, Vol.3-5-1 
introduction to, Vol.3-2-6 
overview, Vol.3-3-2 
PG flag, CRO control register, Vol.3-5-1 
split, Vol.3-21-15 
Page-table entries, Vol.3-8-3, Vol.3-11-5, Vol.3-11-19 
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combining segment and page-level protection, Vol.3-5-29 
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defined, Vol.3-3-1 
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passing, between 16- and 32-bit call gates, Vol.3-20-6 
translation, between 16- and 32-bit code segments, Vol.3-20-6 
Parameter passing 
argument list, Vol.1-6-7 
on stack, Vol.1-6-7 
on the stack, Vol.1-6-7 
through general-purpose registers, Vol.1-6-7 
x87 FPU register stack, Vol.1-8-3 
XMM registers, Vol.1-11-23 
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PAUSE instruction, Vol.1-11-12, Vol.2-4-235, Vol.3-2-15, Vol.3-24-3 
PAVGB instruction, Vol.1-10-11, Vol.2-4-236 
PAVGW instruction, Vol.2-4-236 
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PDEP - Parallel Bits Deposit, Vol.2-4-284 
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